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2. DR Orchestrator FAILBACKIRZSHLEEEUA AR JSON S,

3. EFtkresourceType , DR Orchestrator FAILBACKIRZSHLIACreate Aurora
Secondary DB ClusteriR7ZS#lo

4. Create Aurora Secondary DB ClusterRESHBETUATENTRINE—NTREA
Lambda B,

5. LResolve import ambda BHEEAERPHISZFRE"! import <export-variable-
name>"H1T#M ., App-Stack CloudFormation

6. L Delete DB Instance ambda BZXAMIBRABIAY =561,

7. Check DB instance statusLambda BREE&# T ZE , Delete DB Instance statusiEZ|
B AE R AR BR o

8. Create Read Replicalambda B{ERM#THY £ XI5 A B9 B3z B 5= 5012 5 B X 38 o 21 22 R EI 7

9. Check DB instance statuslLambda BREK ERIEBIABBELFIRS, HREHR “a/F”
B , Lambda REBE RIS LEBFARRSH , ARARSHINETZK.
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Orchestrator FAILOVERIRAS#HL.
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Layers
Resources
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R T |
esourceType Le § -
et B | e —

FailoverElastiCacheCluster | PlannedFailoverAurora UnPlannedFailoverAurora PromoteRDSReadReplica No-Ops

End |
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{
"StatePayload": [
{
"layer": 1,
"resources": [
{
"resourceType": "PromoteRDSReadReplica",
"resourceName": "Promote RDS MySQL Read Replica",
"parameters": {
"RDSInstanceldentifier": "!Import rds-mysqgl-instance-identifier",
"TargetClusterIdentifier": "!Import rds-mysql-instance-global-arn"
}
I
{
"resourceType": "FailoverElastiCacheCluster",
"resourceName": "Failover ElastiCache Cluster",
"parameters": {
"GlobalReplicationGroupId": "!Import demo-redis-cluster-global-replication-
group-id",
"TargetRegion": "!Import demo-redis-cluster-target-region",
"TargetReplicationGroupId": "!Import demo-redis-cluster-target-replication-
group-id"
}
}
]
}
]
}

SHHEARESR

THRETRTDR Orchestrator FAILOVERIRAHERANSEK,

SHEWN k] T E
layer ( 4 : HF ) WIBIAF, E1RPENLHA 152, fRitkR#

BERBESMEEZIT , RET
b‘_f'.l'% 2 Fﬁljﬁ\o

TR (E  FHEEA ) ERPHNRBERRAITENT

SHIERER 6
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resourceName ( Wik : F
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ATHRIRA RN R IFRRE

BEXLERFETHBNELAE
FaE

X AWS B35 B AT HUE Y R
HBFEREFENSHIIE

RENRE 7 E 2R R IR E

ERMEMEEHZEHMADR Orchestrator FAILBACKIRZASHL , BILARTHY £ XiH (us-east-1) B
Ba. BRI LM EXE (us-west-2) 71 ARTH E XK Amazon RDS Bl R iEEIZ J«Xﬁé{iﬁé}

MRMEME R, HTFXR
2B EYIATE,

HE

"resourceType":"
String",
"resourceName":"St
ring",
"parameters": {
"<paraml>":"<!Import

cft-output-1">,

PromoteRDSReadRepl
ica = FailoverE
lastiCacheCluster

Promote RDS for MySQL
Read Replica

{

"<paraml>
":"<IImport
cft-
output-1>",

"<param2>":"<!Import
cft-
output-2>",

TTRIPES) , B S BRI E2) R HEE A RS IE S I TR RIFET |, it

RAERE HERR R EIRE


https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_ReadRepl.html#USER_ReadRepl.Create
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. Start
\

7 uwlﬁ ™
|
|

l |
Resources IS E
i
x i
) :
. ResourceType
f_,,,_f—f—”’_f"‘ 7“‘““—=—=-=H i
CreateRDSReadReplica CreateAuroraSecondaryDBCluster ‘ ‘ No-Ops E
. . . ! |
I
i
I
| |
fEndﬁ
L
REYES JSON RANSE , MELTFRBFTR :
{
"StatePayload": [
{
"layer": 1,
"resources": [
{
"resourceType": "CreateRDSReadReplica",
"resourceName": "Create RDS for MySQL Read Replica",
"parameters": {
"RDSInstanceldentifier": "!Import rds-mysql-instance-identifier",
"TargetClusterIdentifier": "!Import rds-mysql-instance-global-arn",
"SourceRDSInstanceIdentifier": "!Import rds-mysgl-instance-source-
identifier",
"SourceRegion": "!Import rds-mysql-instance-SourceRegion",
"MultiAz": "!Import rds-mysql-instance-MultiAz",
"DBInstanceClass": "!Import rds-mysql-instance-DBInstanceClass",
"DBSubnetGroup": "!Import rds-mysql-instance-DBSubnetGroup",
"DBSecurityGroup": "!Import rds-mysql-instance-DBSecurityGroup",
"KmsKeyId": "!Import rds-mysql-instance-KmsKeyId",
"BackupRetentionPeriod": "7",

RERE N EERRERE 8
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"MonitoringInterval": "60",

"StorageEncrypted": "True",

"EnableIAMDatabaseAuthentication": "True",

"DeletionProtection": "True",

"CopyTagsToSnapshot": "True",

"AutoMinorVersionUpgrade": "True",

"Port": "!Import rds-mysql-instance-DBPortNumber",
"MonitoringRoleArn": "!Import rds-mysql-instance-RDSMonitoringRole"

RERE N EERRERE 9
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Aurora JAZHLF Step Functions JRZS#L

KN BEETHREEBINRERE Amazon Aurora EENERFIRAST. EBERENSBHIE
8

@ Note

HTFEREN , lWRBIFERE Aurora MySQL RAMMRA, RAILAXTFRA Aurora PostgreSQL
YRR A {58 FA S LLRY 2B 3R

RERS

ERERDT , E8IE 7T — 1 FZE Amazon Aurora MySQL H£EREIHEE (dr-globaldb-cluster-
mysql) , ERIERMNREEER. F—MNBIEFESEH (db-cluster-01) EEEEEH AWS X1
(us-east-1) HEIE , ATABR/EBEIEAR. B-MBIEESS (db-cluster-02) EXEHBIXE
(us-west-2) FElE , ATABRETEAR,

BR T IRMEREIREBRF RN , BARTLUE T F N AEF A IiEEE B R HBBIEE
ERRBEIBEEEENAE., S/MNEHBIETE—1NENdbcluster-01-usel-
instance-1fldbcluster-02-usw2-instance-2MEIEESEH,

EHFRE

B EA Amazon Aurora £IREIEE , B LUE SRR TEHNTEFMRE, REREBEFEH
WX ErtE B #5 (RTO) FMMRE KB (RPO) WERBE, BXEZELR , HSHE Amazon Aurora £
KEEEDERAYRIBEERR.

£/ Aurora £REIEE , ERRTRINKEZRBE L
- P (REITANEELEE )

- MEER (FHTXNABEDR  I0EAAR )
ik

PIHRER TN | fIRELP MEATRIFRERF, BIEREEITNARERS |, ST
I Aurora £ RBBFEEFNETHEEFEERENEVT —NMEBXE, BTURSSINHEHRIEFEEFEE
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https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/aurora-global-database-disaster-recovery.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/aurora-global-database-disaster-recovery.html
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BREERZ , Ik RPO N O ( BHIEEKR ). ETHRESER , SR Amazon Aurora £ ER¥IE
EHITYR,

dr-orchestrator-stepfunction-FAILOVERRSHESHRSH R AR , UGB EEFT
BREBEFRNHBIXIE (us-west-2),

BT BHITUTERE

1. B3 AWS BB A
. FXEESR N DR X1 (us-west-2),
. SMEIRS , AFiERE Step Functions.

2

3

4. &fnFldr-orchestrator-stepfunction-FAILOVERRZHL,

5. & “FFRIIT , REEZInput - optionalZfo A ALLT JSON K% :

{
"StatePayload": [
{
"layer": 1,
"resources": [
{

"resourceType": "PlannedFailoverAurora",
"resourceName": "Switchover (planned failover) of Amazon Aurora global

databases (MySQL)",
"parameters": {

"GlobalClusterIdentifier": "!Import dr-globaldb-cluster-mysql-global-
identifier",

"DBClusterIdentifier": "!Import dr-globaldb-cluster-mysql-cluster-
identifier"

}
}
]
}
]

}

6. dr-orchestrator-stepfunction-FAILOVERRZAYLLL PlannedFailoverAuroraMySQ
L PERNIEERREE |, AEFAdr-orchestrator-stepfunction-planned-Aurora-
failoverRAWNF Aurora £ BHIBEBERITHERLEE,

IR 11


https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/aurora-global-database-disaster-recovery.html#aurora-global-database-disaster-recovery.managed-failover
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/aurora-global-database-disaster-recovery.html#aurora-global-database-disaster-recovery.managed-failover
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5 Aurora MySQL BN RBEEAE,
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B
WSS Aurora & BREE

REREEBIRS

FIERINAT

DU

Lambda B4ZE A failo
ver_global_cluster Boto3 API
kX Aurora £ BEIBE# 1T
W,

Lambda BZE A d escribe_d

b_clusters Boto3 AP| ki &
W B RRES

Lambda BAZ A send_task
_success Boto3 API F R
5 AR ERZSHL. DR
Orchestrator Failover

HHEE

'GlobalCluster': {
'GlobalClusterId
entifier': 'dr-globa
ldb-cluster-mysql’,
'GlobalClusterRe
sourceld': 'cluster-
cce7f9bec2846db4 ",
'GlobalClusterAzrn':

'arn:aws:rds: :xxx',
'Status': 'failing-
over',

EEER, I/

h7x /83p1e0 k9mbvkzsp
7d9yrt1W RiCdLtd dMccoxIzF
hglsdkzp

8. S E Amazon RDS #4l&, £ “RA” T , Aurora £BHIEBENE ™M “aTA” B “tlir” =

“EEBE,

9. dr-orchestrator-stepfunction-planned-Aurora-failoverRABHWERE , ELFRID
ShEAEEdr-orchestrator-stepfunction-FAILOVERRZAM.

ks


https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/rds.html#RDS.Client.failover_global_cluster
https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/rds.html#RDS.Client.failover_global_cluster
https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/rds.html#RDS.Client.failover_global_cluster
https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/rds.html#RDS.Client.describe_db_clusters
https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/rds.html#RDS.Client.describe_db_clusters
https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/stepfunctions.html#SFN.Client.send_task_success
https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/stepfunctions.html#SFN.Client.send_task_success
https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/stepfunctions.html#SFN.Client.send_task_success
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| FailoverElastiCacheCluster 3

HEHE L HWEEE (dbcluster-02) WABIHERIHE , A RZBECERTNRBEIEAR
RIERS, FBRERE (dbcluster-01) WABRIMEIINHBEE,

FATRINBERE

ERDBIERT , Aurora £KEBIEFEN EHIEFE TS HIN BN B AWS XiF, REEXTE
R, E Aurora BEESEBEREBEASRTAETTH , TEFNFEDERE 2 AN EHIEEEL, AT
B ARE#® D =964 E (RTO) MBIEE KX (RPO) , BIRENITEXEHMEZRBHER Aurora £ 3R
BE. BXESZEE , BSREMNTRIAPHPIRE Amazon Aurora £ REIEEE .

AT RIAMEEBEENHBERS Aurora £ RBEES T, BEWTIHRIABERB 28 , HELE
X Aurora BIEEERH LEANARF. ROTERBEXRBERE , ENMRENARFABATNIHE
ERE, ZMAEE)THLEBEELR, IRFEATLERERBIRTRERT , eEBHTER
?&ﬁz;_ﬁo

ERITITRINSRERS |, BHAAdr-orchestrator-stepfunction-FAILOVERRZE N, FEARAI
o, HHBYEEE (db-cluster-02) ERMEMRE X1 (us-west-2) P TFRERE.

ERTHERE | EHITUTRE

1. BR 2HE,

2. MXiFEH N DR X (us-west-2),

3. SMZEIRS , A% Step Functions,

4. §fBldr-orchestrator-stepfunction-FAILOVERR AL,
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https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/aurora-global-database-disaster-recovery.html#aurora-global-database-failover

AWS FSEHES B AT R RBUEEIOEIRE AR T 5 AWS

5. & “FFERIT , REEZInput - optionalZfo i ALLT JSON R%3 |,
FUnPlannedFailoverAurorafE} resourceType :

{
"StatePayload": [
{
"layer": 1,
"resources": [
{

"resourceType": "UnPlannedFailoverAurora",
"resourceName": "Performing unplanned failover for Amazon Aurora global

databases (MySQL)",
"parameters": {

"GlobalClusterIdentifier": "!Import dr-globaldb-cluster-mysql-global-
identifier",
"DBClusterIdentifier": "!Import dr-globaldb-cluster-mysql-cluster-
identifier",
"ClusterRegion": "!Import dr-globaldb-cluster-mysql-cluster-region"
}
}
]
}
]
}

6. dr-orchestrator-stepfunction-FAILOVERRASHLR &R H 5H
HAUnPlannedFailoverAuroraMySQL¥Detach Cluster from Global DatabaseMdr-
orchestrator-stepfunction-unplanned-Aurora-failoverRSHIAAES,

( Start |

;"‘5, Layers (7
l L Iteration #0 J

Resources [
Iteration #0 |

’ FailoverElastiCacheCluster i PlannedFailoverAurora ‘ UnPlannedFailoverAurora @W PromoteRDSReadReplica 3 | No-Ops

FaiTMARERR 17
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7. iZDetach Cluster from Global Databaseff X THBIFHESLREEESE (MER) .

8. MBI E¥EE (dbcluster-02) AR FIANEE , ©ALLA BT EAEIREERS,
9. dr-orchestrator-stepfunction-FAILOVERRASH E Ko
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N 4 \ 4 !
}' FailoverElastiCacheCluster i i PlannedFailoverAurora | }' PromoteRDSReadReplica |
1 | | | 1 |

105 B &L (dbcluster-02) BE5 Aurora £RBTEESE , BRI —MILEFHRLGEBR/ETE
AE.

MEFRENARRF , FAMNERLART EMEBAREREZIXNIHEIRIL Aurora BIEEFEE
B,

WERE

R (HITXIEH ) @ERE  MEREXFENBEFERDIRE (S ) EME, TXIAFHEE
fRRE , BATRE R BRI EEXERIE Aurora £ IREIEEE, 470 5 M BAFT Y = X3 P il BR IR
BREESE NN EXGEFTNBEESSH  AREARETYARERBRENRNEHNA
&,

XA BN — TR IR ES |, RIS IR R B RHET,

B FBHE N Amazon Aurora BIRFEEBRHER , AR T 8EMDeletionProtectionld
BB EX1H (us-east-1) iZ1TDR Orchestrator FAILBACKIRZESH , R RERAGIE
MDeletionProtection.

DR Orchestrator Framework fffdr-orchestrator-stepfunction-FAILBACKIRASH BEhIT
MR EEBHHAEUTNEXFFUETEENS R,

EHHDeletionProtection , HHITUATIRE :

1. BF B A,
2. FXFHER AT EXE (us-east-1),

HERE 19


https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/Aurora.Modifying.html

AWS MBS S BT X R RO R B AWS
3. §MiE| Amazon RDS #£#l& |, EEEFHEM (dbcluster-01) , RFEFREH,

4. 7 “BIBRRE" T, B “BABRRE" E%4E | REERF R,

5. &% “VEINA" , REERE BREER.

DR Orchestrator FAILBACKRASHREMEIREIEFMUBIHNEXE (us-east-1) WAM,
ERITHERE , ERATUTRE

1. BF 24HE.

2. BXEHEXR NG EXE (us-east-1).

3. §inEl ‘RS , RF%EE “Ste p Function s”,

4. SMZEIDR Orchestrator FAILBACKIRZSAHL.

5. & “FFRIIT , REEZInput - optionalZfo A ALLT JSON RE :

{
"StatePayload": [
{
"layer": 1,
"resources": [
{
"resourceType": "CreateAuroraSecondaryDBCluster",
"resourceName": "To create secondary Aurora MySQL Global Database Cluster",
"parameters": {
"GlobalClusterIdentifier": "!Import dr-globaldb-cluster-mysql-global-
identifier",
"DBClusterIdentifier": "!Import dr-globaldb-cluster-mysql-cluster-
identifier",
"DBClusterName": "!Import dr-globaldb-cluster-mysql-cluster-name",
"SourceDBClusterIdentifier": "!Import dr-globaldb-cluster-mysql-source-
cluster-identifier",
"DBInstanceldentifier": "!Import dr-globaldb-cluster-mysqgl-instance-
identifier",
"Port": "!Import dr-globaldb-cluster-mysql-port",
"DBInstanceClass": "!Import dr-globaldb-cluster-mysql-instance-class",
"DBSubnetGroupName": "!Import dr-globaldb-cluster-mysql-subnet-group-
name",
"VpcSecurityGroupIds": "!Import dr-globaldb-cluster-mysql-vpc-security-
group-ids",
"Engine": "!Import dr-globaldb-cluster-mysql-engine",
"EngineVersion": "!Import dr-globaldb-cluster-mysqgl-engine-version",
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"KmsKeyId": "!Import dr-globaldb-cluster-mysql-KmsKeyId",
"SourceRegion": "!Import dr-globaldb-cluster-mysql-source-region",
"ClusterRegion": "!Import dr-globaldb-cluster-mysql-cluster-region",
"BackupRetentionPeriod": "7",

"MonitoringInterval": "60",
"StorageEncrypted": "True",
"EnableIAMDatabaseAuthentication": "True",
"DeletionProtection": "True",
"CopyTagsToSnapshot": "True",
"AutoMinorVersionUpgrade": "True",
"MonitoringRoleArn": "!Import rds-mysql-instance-RDSMonitoringRole"
]
}
]
}

6. DR Orchestrator FAILBACKRASHFRIFERAE L NCreateAuroraSecondaryDBCluster
AREBAAdr-orchestrator-stepfunction-create-Aurora-Secondary-clusteriRZ

Hlo

7. dr-orchestrator-stepfunction-create-Aurora-Secondary-cluster ARSI EE
Bt (dbcluster-01) MUABIMY E X (us-east-1) HHIER,

HERE

21
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_____________ —

ir Create Secondary DB Cluster

[ S

i Check DB Cluster Status i
I |

-

1
I
|
I
’
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8. MIERERF (dbcluster-01) & , RSV CIEFHIEEE (dbcluster-01) MEBIBEESEH , HER
HEEREMA Aurora £RBHEE , F ARITEABRMRS.

Send success token <

=

HERE 23
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9. BB EWASE , dr-orchestrator-stepfunction-create-Aurora-Secondary-
clusterRBSUMERT , BRI T AIEEDR Orchestrator FailbackiR#&H.
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End
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10dr-orchestrator-stepfunction-FAILBACKRZASHE T K.

CreateRDSReadReplica

11387 LATE Amazon RDS 2% & EI8F Aurora £ERBIEE,

NREFTHREEFEERENEMES us-east-1 , WA BURR DRI 5 H 12 B89 SRR TR AE

HERE 26
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ERE IR B

BB EREZMES , EIRE DR Orchestrator Framewor k =X PRy H B #H TIE/E, SNSRI
5#RDSAurorafy it B ElastiCache., ENRXBERAR , BEFLRFZMHMNRES , ARELBERHIEK
BE AWS,

FREM

o EEFRIBPBAWS MK HRRA R,
« BT D7 E B 1745 RS (Amazon S3) S ervice T2 i@ M & 4y & 65 F B9 BRI ALBR . AWS

CloudFormation
« £=1TDR Orchestrator FAILBACKIRZASHLZ B :
o FIERRDSEHIHIE N Amazon Aurora BIRESEE | ARG HZRADeletionProtections,

o MBFBRITRPITRARERR D |, BEMBR Amazon RDS 3245 Aurora S8 2 B 105 5 R R IR
(RCA).

BR 51

- EEAAMMEZFRENEEESIZHNEFEREINTEMRAMRE AWS Xif, BXxBEXEHE T
XFAMNEZER , HSHEXERERA,

- WRRFREEATE —MNRBEIRNEBEESFIHT T, MREFASANIRERLR , FEE
FEIRE R SLHE R R T R 2 B Bt 1T £ EM,

« WFLEFRDS , ZHERFRNZIFLTEIE - WL LFRDSSQL, Postgre RDS SQL WIS
#F MariaDB RDS YU B,

£ L ERF R HIEIEE AWS

B ERBEENBEXIGREREE RS R AWS , fRATLLEEE Amazon RDS for My SQL, A
mazon Aurora ZHISQLFEA MR F I & # ElastiCache (RedisOSS)- £ k¥ IEF M. £ aws-cross-
region-dr-databases GitHub 7% FEApp-StackREADME X KB, M RBIF , EXFEAus-
east-1, XREX#EH Nus-west-2,

NMRARFHERMER “ AWS CloudFormation #ii " %5 H DR Orchestrator Framework B F Bzh#4T
BIEEHEEBENHERENSH, AWS
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https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/CHAP_MySQL.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/CHAP_MySQL.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/CHAP_MySQL.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/Aurora.AuroraMySQL.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/red-ug/WhatIs.html
https://github.com/aws-samples/aws-cross-region-dr-databases/tree/main/App-Stack
https://github.com/aws-samples/aws-cross-region-dr-databases/tree/main/App-Stack
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/outputs-section-structure.html

AWS FSEHES B AT R RBUEEIOEIRE AR T 5 AWS

w0 R B RE

ERERXATHEEZEZNBEIRER DR Orchestrator 2RV BB E R,

fERXT 7 EFHEESSIAY RPO Ml RTO B4 ?

BXRIXERE B R (RTO) MRERE R (RPO) WIER , BESRPHREEFEERE KM KR, AWS

Y fE A AWS CloudFormation S HZ &M ?

4T , B LAEEELL JSON # X 4£i% Amazon Aurora £ ERBIEES Amazon RDS HiEE LS E
(#Hlan : - "RDSInstanceIldentifier": "rds-mysqgl-instance" ).

e DR Orchestrator #fE# & TEREN Z /N AWS BIEE
TERFE LR 2
2H | BALERASEY R EE SNV RERMERB S AWS BEE, UTRABRASRE T 0F

HITHFELI#: Amazon RDS for MySQL RiEE|ZA ML 5 i#h ElastiCache ( Redis OSS ) £IKREIEF 4
B -

{
"StatePayload": [
{
"layer": 1,
"resources": [
{
"resourceType": "PromoteRDSReadReplica",
"resourceName": "Promote RDS MySQL Read Replica",
"parameters": {
"RDSInstanceldentifier": "!Import rds-mysql-instance-identifier",
"TargetClusterIdentifier": "!Import rds-mysql-instance-global-arn"
}
},
{
"resourceType": "FailoverElastiCacheCluster",
"resourceName": "Failover ElastiCache Cluster",
"parameters": {
"GlobalReplicationGroupId": "!Import demo-redis-cluster-global-replication-
group-id",
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https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-database-disaster-recovery/welcome.html
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"TargetRegion": "!Import demo-redis-cluster-target-region",
"TargetReplicationGroupId": "!Import demo-redis-cluster-target-replication-

group-id"

L RIZITEA T Amazon RDS B DR Orchestrator &1k 8 RS HL
B, 204k B I InvalidParameterCombination 48ix ?

BIRNENRE :

"errorMessage": "An error occurred (InvalidParameterCombination) when
calling the DeleteDBInstance operation: Cannot delete protected DB
Instance, please disable deletion protection and try again."

FEEEE IR |, BEIZITDR Orchestrator FAILBACKIAA#ALDeletionProtectionZ Bii@Eid %A
RDS 3£4|35k &k RDS =41,

M RIZITEA T Amazon RDS BJ DR Orchestrator BB EIRASHLET |, 20458 6 H IR
InvalidParameterCombination £&i% ?
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IS

ERHMEEBIMEREF 28 , B LAEA DR Orchestrator Framework 7 it &R

fFlan | ERMEMESHPRBHHELRR | B E EERINRAYL , DR Orchestrator
Failover SA{EIET &8 FB M &k I 5 E 2B A RS (Amazon SNS) Simple Notification Service J&
., —BIREGHAE , HEERBREIRSTTHE,

N AR FHEEBIE T LLS DR Orchestrator Framework ££5 , SAt0#: DNS A OGN ARRFIE [
BERHIERFNFTLIET Ko

&R BMERAWS X-RayRERSRIRENITE RTO MHEHBFaatE, S E X-Ray 2 2 KEEH
o
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R

- BB AWS Xif FASRBUIEFMEHETES (L S# ElastiCache ( Redis OSS ) X#% )

» &£ Amazon Aurora Global Database 7 fif F %k %% ( Aurora X4 )

« BZIEE Amazon Aurora £IRBEEFELIRT R, IRT VAN AR EERE (BEXE)

o RMEWME : 65 Terraform FEREY Amazon Aurora £ IRRIEEIRME 3 MEREBZS (£ 2 3
2) (BEXE)

s BURERAEREREE AWS (AWS FBHEE SR )

« {£/ DR Orchestrator {22 ( AWS FEHIESER ) BaTEX SR EEB AR EIRE
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https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-database-disaster-recovery/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/automate-cross-region-failover-and-failback-by-using-dr-orchestrator-framework.html
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MR R IE R

TRNMATAEEN - LEEF R, NREFLERINBERRKEHMABEA , ATLLITH RSS iR
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R R — 2024 £ 5 A 3 H
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AWS Fe g SRR

LT 2 AWS SSE i SRHENER, FRNEXPNERARNE, ®2EERRK , BEARERRE
RV R R IR B

7R

FRARFEIBIZTM 7 ELTIBERE, XLEREKL Gartner T 2011 £HERN 5 R HEAL |
SEUATAR :

« Refactor/re-architect — Zo A A=FREDEERIZESHBEMN, HEMNTT BYE , M\NMBINARE
FHIEREEY, XEESRIBERERSNBIERE, =6 . NENAM Oracle BIEETEE
I 5i# Aurora PostgreSQL-Compatible ko

- BT E BNARFRIBI=ES , HHT-EBRENMRL , URATRIEE. =6 fFK
#s Oracle HIEET B E AWS Cloud¥ # Amazon Relational Database Service ( Amazon
RDS ) for Oracle,

- EXNAX  RRIEMTR  BERMNESGITFAIHM SaaS B, Rl HENEFAXREE
(CRM) R4:1x % % Salesforce.com,

- EFRE (EETE) SRNABRFRIBI = , TEHRTEMAEXRETRASINEE, =6 : A
#h Oracle #IEE T 2] AWS Cloud® EC2 3£l L # Oracle.

- EFHE (BN ERSAEETE )  FEMREIBISY , TEUWEFESF, EENA
BEFEIMEXMERE. BERFSENEBFEETBIR—FENTRSH. =6 : HMicrosoft
Hyper-VRI AR F 1B E AWS,

- RE (EV ) - FUNAEFREBERIES, HF AR RRTERTEAREMNNARRF , #8
BHRENTHEHERIINGE , UREHFERENEZENAERF , ARNEBENRAEIL EHNER,

- FH FRAERBRRARFTEFTENNAERF.

A
A2A () Agent-to-Agent

— MR FESFSERTRSEBNAE DB IMEIRS
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ABAC

WSRET RN BT,
RIS

BFSREERS.
ACID

BFSARTE, —BE, BEE, FAk,
F@-EHIER

—MRE\EEIBLE  EXMGEF , FEEENBERBEERERS (BIEANGES TES
RNERE) , MABEFESREIBHRALERBEZNARFNES. XM EXS N ME, 72
MiE®R  MAFTE—AMEE. eI HIEIBRERT , BEIHREEK.
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—MREEIBLE  EXWNLET , FREFENBERREEFERIERS  BENEEES D B RK
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—FhEEBER T EHEHE, TRIMEEITEIRZT BN A T EEERS,
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EEFRERAMERE, N, HBBEMET Al RIEBHIREKE,
REAEH

—i SQL B# , EX—ATRHITREAUTEZANENMNREE, REEBAREEHE SUM M
MAXo

Al

BSRAATEE,
AlOps

BSHAIEREEZE,
E&1L
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A&

—MATHRREHANVFABENERBRAR , MEXRKEES , KBRSRESER. THHF
MERFTRBN

BRI 72 Fr 422

—MREFE , AT EAERENNRAER , UBPRFPREXZIEZRHENES.
RRRFAE
BRALEANSIMARFNEFAGENES  SENENEP ZNARFHRARE LS50

H, XEEERFRESAUNDMIENXE , BBTRIFERTIS. IUCLAMRIL R
BFABEELER.

ATEEE (Al)

TEMNZFIEBN TERITERARRITEE S ARKMEXRBINATIGE , M=, #REZEMIR5
B, BXESER , FSAMTLEATER?

ATERIZEE (AlOps )

ERANBRFEIBRRBRZZFRZR, BOEEFHMANTRURRESRSRENTRE, BXN[E
AWS EBRMEHER AlOps WEZER , BZHIZE ERIER,

SR
—MMEEE , EA-NES , —MAERTNE , —MEATRE. ETURTLN
TRT®RE , EXAAN G LEEERS,

FFfE, —HiE, BEME. BAM (ACD)

=3
S
\Y;

—HJHRMFREY , MEELIER, BREEREERBENERT , b RIEREFENSERREN
BRAETT M,

ETEMMNIARXREZES ( ABAC)
REAFEMY (W], TELAEHNHAKRER ) CIRBAHRNRNEME. BEXEZELE , B5H
AWS Identity and Access Management (I AM) X & AWSHE) AB AC,

R B4R KR

FHEEIEBRFERANVLE , HANRRATRENEER. E7LUFEEEMASUR IR RIR S 62 2 i
B, SMELETE R SN BEREITERL, mEBIHRBL,
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AWS =R FIHEL (AWS CAF)
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AWS TEREAKIELR (AWS WQF)

—MIIEREEEIBRIEMR, HEIBERAREIELAENIE, AWS WQF BEE AWS
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—MEERILIOENARERNILEE A
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BRI SSESE TR,
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—BREERNFRITANKENSG —XEXAE, EEEA Amazon Detective WIT A BRI E X
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KimFr R 5%

—NMEFRESERFTNRE. 5HESRFTIIF.
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—MERE, AESRNEELEN , ATIEcEZRRENESHRA,
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&), BRI HRRPETHNARFRAK (£8 ) . KEBAHPEEXREPHERLTRED
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B ERF
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