aws
BT R BB A SRR SR AWS
AWS HSEEiES

Copyright © 2025 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.



AWS SIS B AT REE TR BT AWS
AWS B HES: BIMITRRBTBEEIERE #RTT R AWS

Copyright © 2025 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.

Amazon FIEFRFE L AR A BB FEMIE Amazon WERBRS , AR BLEAATRESIEEZFE
&, BRKIKS Amazon WA REH., PIEIE Amazon HEMEMBEIRO AR BFIEENMT | XL
FRE & WREME T Amazon. 5 Amazon BXEEH Amazon #B) , thaJgE R 2 Mt




AWS FSEHES B AT R RBUEEIOEIRE AR T 5 AWS

Table of Contents

BBT T ettt ettt e ettt ettt e et e e et et e e et e e e et et e e e e e, 1
B R ettt ettt ettt e et et e et et e e et e e e e 1
B ettt ettt ettt e e e 2
B BB A I B oottt ettt ettt 2
DR Orchestrator FAILOVER ZRBEE ..o, 2
B BB R I R .ottt ettt ettt ettt ettt e ettt e et 4
DR Orchestrator FAILBACK ZRHFH ..ot 4
DR BIAIRET FAILOVER .. .o ettt e e e et e e e et e e et e e e e e e eee e e e 5
B S B oo, 6
DR B IAIRET FAILBACK ..ot e e et et e e e et e e et e e e e e e eees 7
Aurora RZSHLFT Step FUNCHONS TRZSAL .o 10
BB B R S ettt ettt 10
B R A e ettt 10
B e e et e e e —— 10
T R I B R e e, 16
BB BB R AR ...ttt ettt 19
B B B R T B .ottt ettt e e 27
TR 28
FERAIXFP A ERTOFRABETEIUAT L 2RPO ..o e 28
PAFER AWS CloudFormation SFHZEEID 2 oo 28
K BEAD £ A DR Orchestrator FAILOVER TEREX 4 AWS BIEFE#HITHELIR ? ... 28

U RIZITEA T Amazon B9 DR Orchestrator FAILBACK JRZAHLAET |, 204158 &
InvalidParameterCombination HHEREEIR 2 RDS ......ooomiiee oo 29
B D T oottt ettt 30
B B e e e e e e —ee e e e e e ——ee e e e e r——eeeeaeer———eeeraar——————— 31
R TT TR T ettt ettt ettt et 32
TR B B ettt ettt e ettt e et e et e, 33
B oo eeeeeeeeeeeeeeeesaeeeessaeeseesasesessseeesesaseesetaseeettnaeeetetetetetntetteeterrarereaaraanes 33
A e e eeeaeeeaeeeaeeeaaeeeaaeeeaaeeeaaeeeeaeeeeneereneeeeaaeeeaee e reraearraeeranns 33
= 36
K e e —eeet e eeeeeteeeeetaeeeeeeaeeeeeaaeeeeeaaeeeeeeaeeeeeatereaeerra e ereaas 37
3 40
oo e e e eeaeeeaeeeaaeeeaaeeeaaeeeaaeeeaaeeeaaeeeaaeeeaaaeeeneerareraeereeranns 43
e e e e e e e eeeaeeeaeeeaeeeaaeeeaaeeeaaeeeeaeeeneeeaneeeeneeeenaeeeaeeeaeeraateraeeraaeraaaes 45




AWS FSEHES B AT R RBUEEIOEIRE AR T 5 AWS

B e eeeeeeeeet—a———————eeeeeeeeeeeeeeeeeeeeeettettee—————————————————aaaaaeaaaaaaaeeeeeeeens 46
H oottt et e ettt et e e oo oo oo oot eeeeeeeeee——————————— e aeeeeeeeeeeeeeeeeeeeetetete—————————————————————aaaaaaaaaaaees 47
T 48
L et e e e e ettt e eaeeeeeeeeeeeeeeeeeeetetttteettta——————————_aaaeeeeeeeeaeeeeeeeeereeterrrrrrrnrrr———_ 50
VL ettt e e e e e e e eeeeeeeeeeeeeeeee—e———————————————aeeeeeeeeeaaeeeaeeeerererrerrrrr———————— 51
O e e et — . eeeeeeeeeeeeeeeeeeeeeetetee—————————————————— e aaaaaaaaaaaeaeeeeeens 55
P e e e e e e e e e e e e e————————————————eeeeeeeeeaaeeeeeeeeteeeat——————————————————— 57
Qi oo e et eeeee——a———————eeeeeeeeeeeeeeeeeeeeteteeteea————————————————— e aaaeaaaaaaaeeeeeeeens 59
R e ettt ettt et et oo oo oo oo et eeeeetea——————————eaeeeeeeeeeeeeeeeeeeeettteee———————————————————— e aaaaaaaaaaaes 60
S o e e e e e eeeeeeeeeeeeeeeeeeee—e———————eeeeeeeeeeeeeeeeeeeeetttteteee————————————————— e aaaaaaaaaaees 62
e et ettt ettt e oo eeeeeeeeeeeeeeeeeeeeeetttteetettt———————————aaaeeeeeeeeeeaeeeeeeeeeererrrrrrrrrn——. 65
U oo ettt e oo e e e e e e oo ettt eeeeeeee——————————aeaeeeeeeeeeeeeeeeeeeeetttetee———————————————————— e aaaaaaaaaaees 66
N e ettt oo oot eeeeeeeeeea—————..eeeeeeeeeeeeeeeeeeeteetteeetteettt—————————__aaaeaeeeeeeaeaeeeeeeererrrrrrrrrntes 67
N ettt ettt eeeeeeeeeeeeeeeeeeeeeeteeetee—————————————aaaeaeeeeeeaeaeeeeeeerererrrrrnrnta, 67
Z e eeeeeeeeeeeeeeeeeeeeeeeeeteeee————————————————aaaeeeeeeeeeeeaaeeeeeeeeeeerrrrrrrrr———_ 68
........................................................................................................................................................... IXix




AWS FSEHES B AT R RBUEEIOEIRE AR T 5 AWS

B HIT R RBEE R EIREMF R R AWS

I 5 Web Services B Jitendra Kumar, Oliver Francis 1 Pavithra Balasubramanian () AWS

2024 F£5 A (XHHEIEF)

£ Amazon Web Services () EH XN HERE (DR AWS) FRERT |, #R0] LAR LA 43 fh f9 303 R St HE 2R MR
SMRAR, EABEDERESHRNIRIRINITHRIBEESFINHRERRE , NTSKIRHERE FRS
ZN B, XA ENFLBEATILR :

- WA EFIHHETS B AR EIR
- ERUEBERTRERTEENIXRERE B R (RTO)
o (R RMENRE R R TT R EE N

mEZREEHE , MERSEE AWS KPR EZEALTHNRRFIRTETFMPIHLTR, XL
SRABEITEZSNRE , Fla0FHHE AWS XiF #3EEH# Amazon Relational Database Service
(AmazonRDS) RIZRIARH RN T EBEESFl. AWS LAWS SDKiF Python (Boto3) APIs B 3k
TIXLIRME | XLIRETUMBRFERALAERNTEIRERRTRNAKIBD .

REFWET —MLUBENSEANETXIERED AR , ©AIBBIRER —N AWS BiEREF
AWS Xi SSIAEMERR TR, AWS KFITHERBHIRENFEAL T , A RBHT B3
{LRSEE.

AEENERSIARNARFEYM, EMiREEEIM, BiEER N BIEERE,

B #r

3£ He DR Orchestrator #22R iR 5 R o] AR B IRSRI A TR -

s BAOENHENFIER — KERESENFINTREZ HE, ERERETINEINNERE D
RITRETLUBA FHEIR , AEDTHRREINGH B EEBRBERE .

s KMEEBEREMRE — NMREBNWALREREBIEE , FLWERERE BT ARBIET BR

MEMERART R, B LEH DR Orchestrator 222 B3I 1T AWS BURE R EMRE B RFE, DR
Orchestrator fFAENILNSHXH BT AWS BIEENHEZXESREMRE SR, JSON

B 7


https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-database-disaster-recovery/welcome.html
https://boto3.amazonaws.com/v1/documentation/api/latest/index.html

AWS FSEHES B AT R RBUEEIOEIRE AR T 5 AWS

RENRE 7 2R HE SRR

DR Orchestrator Framework 2t —@XX R AR , A TH RN B HITHRIEFENEXEIGERE.
AWS EERAWS Step FunctionsFIAWS LambdasRTHET R MBFERERRFMEN LS IR, Step
Functions RAH H MHASSIRITHARFREME T EM, ATFHRITHEEBRHEREAPIRENIRE
BWRBEI MRSV AL A Lambda BEF ., 21T Lambda BIEZiE A T Python (Boto3) By AWS
SDKAPIsH 7T EBFEE#HITRE. AWS

DR Orchestrator Framework @& & TR , 2 BIX N T FE 3 3 F 8RR S B EX .

X F AmazonRDS , BEHB M R E XS RARDSEREIREA N ML HITEERSH. XF Amazon
Aurora Rt , HEXSEZENNZA TR LNBEN , EEATRKATH, BEARSRT KN
SZRNEFREFL, ELTREBRESLRABEEIE  ARERANMMYESE, NHAEFTS
EEAMMIEFREEARE, SUUERMERNEIRSSRBEEN T HEFEEF R HEX
B, ¥TEEZF  BEALEZE, W0

- EEHF
- HRIPHBRERR
 fFI 5% ElastiCache (RedisOSS) HBISE B RF N FTH £

R R & B BRAE & B 3 X33 AT B9 36 B (X 33 iz 1) 32 31 B3R Y SR B B

EEMREWH DR Orchestrator fGCEA TEHIEE, FESIAXEHEEBEN TR —XEBWNARFT
EEEERMNBHEMEEBBRRAIR, EREENEEBRIHEBXEE , ESEFHNARFUEERN
FREBIE TR BB E S 41,

HEXBLE

BHITHER , HIE1TDR Orchestrator FAILOVERIRAH. HUMER , BHXEHELEE
WEYBIEE |, WBAMER RIEREIZAR (AmazonRDS) , th AT BAMER #HBISE B (Amazon Aurora), =1TDR
Orchestrator FAILOVERRASHIE , ENHEBEBEERA N ELHIERE,

DR Orchestrator FAILOVER 23

TEERT #H DR Orchestrator Bf Amazon Aurora I E# BT ENES. Amazon Aurora F1TI 5
# ElastiCache fEAHRBEMN T/ERE , BEEATEIRAYLF Lambda B,

WERBERE 2


https://docs.aws.amazon.com/step-functions/latest/dg/welcome.html
https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
https://boto3.amazonaws.com/v1/documentation/api/latest/index.html
https://boto3.amazonaws.com/v1/documentation/api/latest/index.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/aurora-global-database-disaster-recovery.html

AWS FEMES B AT R RBUEEIOEIRE AR T 5 AWS

AWS account

Secondary Region (us-west-2) h Primary Region (us-east-1)
1
1

VPC [ @ ®- — i VPC

Resolve imports App-Stack

k

Input

Lambda AWS CloudFormation
template

parameters
O] I @ ® .

'
1
® )] '
1
L 1
1
'
Failover Aurora Failover Aurora !

Cluster Cluster : VPC peering

Step Functions Lan@pda ! connection
1
%:[:ﬁ — re:oun:e ' Cross-Region
ype Amazon) & ! replication
Aurora !
DR Orchestrator :

FAILOVER f
Step Functions @ Aurora '
Aurora Replica h
L4 ' ~

H ! H

H ' '

H | H
|
i

Check Failover
Status
Lambd

Standalone cluster

Application users

1. DR Orchestrator FAILOVERIRASHLIEZEUH AJSONSH,

2. BfEresourceTypeZ ¥ , MRSV AAHMIRSH : Promote RDS Read ReplicaFailover
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2. DR Orchestrator FAILBACKRZSHEEUH AJSONSH,

3. EFtresourceType , DR Orchestrator FAILBACKRZAWMLAACreate Aurora
Secondary DB ClusteriR7&#Hl.

4. Create Aurora Secondary DB ClusterRASHEUTEANSERF % B EA Lambda B,

5. LResolve import ambda BHEEAERPHISZFRE"! import <export-variable-
name>"H1T#M, App-Stack CloudFormation

6. L Delete DB Instance ambda BEZXAMIBRABIAY =561,

7. L Check DB instance status ambda B#h&tZEDelete DB Instance statusBEZFIHE
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8. Create Read Replicalambda BEUM#THY 3= X 15 A #Y B HE B S5 72 5 B (X 33 P 01 22 R R A,

9. Check DB instance statusLambda K E RIERIABEESHIAVRS. HRESRET
AVAILABLE , Lambda BEZCFRIh S EZEE B ARSI , BARSIEZEK.
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Orchestrator FAILOVERIRA#.
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[ Start |
Layers
Resources
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esourceType E— B
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FailoverElastiCacheCluster | PlannedFailoverAurora UnPlannedFailoverAurora PromoteRDSReadReplica No-Ops

End |
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{
"StatePayload": [
{
"layer": 1,
"resources": [
{
"resourceType": "PromoteRDSReadReplica",
"resourceName": "Promote RDS MySQL Read Replica",
"parameters": {
"RDSInstanceldentifier": "!Import rds-mysqgl-instance-identifier",
"TargetClusterIdentifier": "!Import rds-mysql-instance-global-arn"
}
I
{
"resourceType": "FailoverElastiCacheCluster",
"resourceName": "Failover ElastiCache Cluster",
"parameters": {
"GlobalReplicationGroupId": "!Import demo-redis-cluster-global-replication-
group-id",
"TargetRegion": "!Import demo-redis-cluster-target-region",
"TargetReplicationGroupId": "!Import demo-redis-cluster-target-replication-
group-id"
}
}
]
}
]
}

SHHEARESR

THRETRTDR Orchestrator FAILOVERIRAHERANSEK,

SHEN iR FiHA{E
layer ( &8 : 8F) WEIRF. £1EPENHAT 132, AkikE#

BERBESMEEZIT , RET
b‘_f'.l'% 2 Fﬁljﬁ\o

TR (E  FHEEA ) ERPHNRBERRAITENT

SHIERER 6
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resourceType (& :F
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resourceName ( Wik : F

RFER)

S (R FHHA )

ATHRIRA RN R IFRRE

BEXLERFETHBNELAE
FaE

X AWS B35 B AT HUE Y R
HBFEREFENSHIIE

R B4 %&88 FAILBACK

HE

"resourceType":"
String",
"resourceName":"St
ring",
"parameters": {
"<paraml>":"<!Import

cft-output-1">,

PromoteRDSReadRepl
ica = FailoverE
lastiCacheCluster

Promote RDS for MySQL
Read Replica

{

"<paraml>
":"<IImport
cft-
output-1>",

"<param2>":"<!Import
cft-
output-2>",

ERMEMEEHZEHMADR Orchestrator FAILBACKIRZASHL , BILARTHY £ XiH (us-east-1) B
B, BALMHFMNERXI (us-west-2) RDS LRI EX B F 7 Amazon BIERIEEIR , UFE

B RMEME R, BHTX
it&BFEYAE,

XRITRNES , BRSSO IES) R ARSI IE TEREFIT , T

DR 5% R8% FAILBACK


https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_ReadRepl.html#USER_ReadRepl.Create
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Start
\
7 Layers
Resources
\
| ResourceType
_———___'_—_._—.- _—____‘———_
B . J 2.
_'__'_,_,—'—'—'__'_ S —
CreateRDSReadReplica CreateAuroraSecondaryDBCluster ‘ ‘ No-Ops
fEndﬁ
<
RENMEZISONR XM T RBARHNSE
{
"StatePayload": [
{
"layer": 1,
"resources": [
{
"resourceType": "CreateRDSReadReplica",
"resourceName": "Create RDS for MySQL Read Replica",
"parameters": {
"RDSInstanceldentifier": "!Import rds-mysql-instance-identifier",
"TargetClusterIdentifier": "!Import rds-mysql-instance-global-arn",
"SourceRDSInstanceIdentifier": "!Import rds-mysgl-instance-source-
identifier",
"SourceRegion": "!Import rds-mysql-instance-SourceRegion",
"MultiAz": "!Import rds-mysql-instance-MultiAz",
"DBInstanceClass": "!Import rds-mysql-instance-DBInstanceClass",
"DBSubnetGroup": "!Import rds-mysql-instance-DBSubnetGroup",
"DBSecurityGroup": "!Import rds-mysql-instance-DBSecurityGroup",
"KmsKeyId": "!Import rds-mysql-instance-KmsKeyId",
"BackupRetentionPeriod": "7",

DR & 5% %87 FAILBACK
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"MonitoringInterval": "60",

"StorageEncrypted": "True",

"EnableIAMDatabaseAuthentication": "True",

"DeletionProtection": "True",

"CopyTagsToSnapshot": "True",

"AutoMinorVersionUpgrade": "True",

"Port": "!Import rds-mysql-instance-DBPortNumber",
"MonitoringRoleArn": "!Import rds-mysql-instance-RDSMonitoringRole"

DR & 5% %87 FAILBACK 9



AWS FSEHES B AT R RBUEEIOEIRE AR T 5 AWS

Aurora JAZHLF Step Functions JRZS#L

KN BEETHREEBINRERE Amazon Aurora EENERFIRAST. EBERENSBHIE
8

@ Note

HTFEREN , lWRBIFERE Aurora MySQL RAMMRA, RAILAXTFRA Aurora PostgreSQL
YRR A {58 FA S LLRY 2B 3R

RERS

ERERDT , E8IE 7T — 1 FZE Amazon Aurora MySQL H£EREIHEE (dr-globaldb-cluster-
mysql) , ERIERMNREEER. F—MNBIEFESEH (db-cluster-01) EEEEEH AWS X1
(us-east-1) HEIE , ATABR/EBEIEAR. B-MBIEESS (db-cluster-02) EXEHBIXE
(us-west-2) FElE , ATABRETEAR,

BR T IRMEREIREBRF RN , BARTLUE T F N AEF A IiEEE B R HBBIEE
ERRBEIBEEEENAE., S/MNEHBIETE—1NENdbcluster-01-usel-
instance-1fldbcluster-02-usw2-instance-2MEIEESEH,

EHFRE

B EA Amazon Aurora £IREIEE , B LUE SRR TEHNTEFMRE, REREBEFEH
WX ErtE B #5 (RTO) FMMRE KB (RPO) WERBE, BXEZELR , HSHE Amazon Aurora £
KEEEDERAYRIBEERR.

£/ Aurora £REIEE , ERRTRINKEZRBE L
- P (REITANEELEE )

- MEER (FHTXNABEDR  I0EAAR )
ik

PIHRER TN | fIRELP MEATRIFRERF, BIEREEITNARERS |, ST
I Aurora £ RBBFEEFNETHEEFEERENEVT —NMEBXE, BTURSSINHEHRIEFEEFEE

RERS 10


https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/aurora-global-database-disaster-recovery.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/aurora-global-database-disaster-recovery.html
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BREERZ , Ik RPO N O ( BHIEEKR ). ETHRESER , SR Amazon Aurora £ ER¥IE
EHITYR,

dr-orchestrator-stepfunction-FAILOVERRSHESHRSH R AR , UGB EEFT
BREBEFRNHBIXIE (us-west-2),

ERTUH® , BRITUTRE

1. &% AWS Management Console,
. FXEESR N DR X1 (us-west-2),
. SMEIRS , AFiERE Step Functions.

2

3

4. &fnFldr-orchestrator-stepfunction-FAILOVERRZHL,

5. & “FFRIIT , REEZInput - optionalZfo A ALLT JSON K% :

{
"StatePayload": [
{
"layer": 1,
"resources": [
{

"resourceType": "PlannedFailoverAurora",
"resourceName": "Switchover (planned failover) of Amazon Aurora global

databases (MySQL)",
"parameters": {

"GlobalClusterIdentifier": "!Import dr-globaldb-cluster-mysql-global-
identifier",

"DBClusterIdentifier": "!Import dr-globaldb-cluster-mysql-cluster-
identifier"

}
}
]
}
]

}

6. dr-orchestrator-stepfunction-FAILOVERRZAYLLL PlannedFailoverAuroraMySQ
L PERNIEERREE |, AEFAdr-orchestrator-stepfunction-planned-Aurora-
failoverRAWNF Aurora £ BHIBEBERITHERLEE,

IR 11


https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/aurora-global-database-disaster-recovery.html#aurora-global-database-disaster-recovery.managed-failover
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/aurora-global-database-disaster-recovery.html#aurora-global-database-disaster-recovery.managed-failover
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5 Aurora MySQL BN RBEEAE,
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B
WSS Aurora & BREE

REREEBIRS

FIERINAT

DU

Lambda B4ZE A failo
ver_global_cluster Boto3 API
kX Aurora £ BEIBE# 1T
W,

Lambda BZE A d escribe_d

b_clusters Boto3 AP| ki &
W B RRES

Lambda BAZ A send_task
_success Boto3 API F R
5 AR ERZSHL. DR
Orchestrator Failover

HHEE

'GlobalCluster': {
'GlobalClusterId
entifier': 'dr-globa
ldb-cluster-mysql’,
'GlobalClusterRe
sourceld': 'cluster-
cce7f9bec2846db4 ",
'GlobalClusterAzrn':

'arn:aws:rds: :xxx',
'Status': 'failing-
over',

EEER, I/

h7x /83p1e0 k9mbvkzsp
7d9yrt1W RiCdLtd dMccoxIzF
hglsdkzp

8. S E Amazon RDS #4l&, £ “RA” T , Aurora £BHIEBENE ™M “aTA” B “tlir” =

“EEBE,

9. dr-orchestrator-stepfunction-planned-Aurora-failoverRABHWERE , ELFRID
ShEAEEdr-orchestrator-stepfunction-FAILOVERRZAM.

ks


https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/rds.html#RDS.Client.failover_global_cluster
https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/rds.html#RDS.Client.failover_global_cluster
https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/rds.html#RDS.Client.failover_global_cluster
https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/rds.html#RDS.Client.describe_db_clusters
https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/rds.html#RDS.Client.describe_db_clusters
https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/stepfunctions.html#SFN.Client.send_task_success
https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/stepfunctions.html#SFN.Client.send_task_success
https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/stepfunctions.html#SFN.Client.send_task_success
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| FailoverElastiCacheCluster 3

HEHE L HWEEE (dbcluster-02) WABIHERIHE , A RZBECERTNRBEIEAR
RIERS, FBRERE (dbcluster-01) WABRIMEIINHBEE,

FATRINBERE

ERDBIERT , Aurora £KEBIEFEN EHIEFE TS HIN BN B AWS XiF, REEXTE
R, E Aurora BEESEBEREBEASRTAETTH , TEFNFEDERE 2 AN EHIEEEL, AT
B ARE#® D =964 E (RTO) MBIEE KX (RPO) , BIRENITEXEHMEZRBHER Aurora £ 3R
BE. BXESZEE , BSREMNTRIAPHPIRE Amazon Aurora £ REIEEE .

AT RIAMEEBEENHBERS Aurora £ RBEES T, BEWTIHRIABERB 28 , HELE
X Aurora BIEEERH LEANARF. ROTERBEXRBERE , ENMRENARFABATNIHE
ERE, ZMAEE)THLEBEELR, IRFEATLERERBIRTRERT , eEBHTER
?&ﬁz;_ﬁo

ERITITRINSRERS |, BHAAdr-orchestrator-stepfunction-FAILOVERRZE N, FEARAI
o, HHBYEEE (db-cluster-02) ERMEMRE X1 (us-west-2) P TFRERE.

ERTHERE | EHITUTRE

1. BR 2HE,

2. MXiFEH N DR X (us-west-2),

3. SMZEIRS , A% Step Functions,

4. §fBldr-orchestrator-stepfunction-FAILOVERR AL,
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5. & “FFERIT , REEZInput - optionalZfo i ALLT JSON R%3 |,
FUnPlannedFailoverAurorafE} resourceType :

{
"StatePayload": [
{
"layer": 1,
"resources": [
{

"resourceType": "UnPlannedFailoverAurora",
"resourceName": "Performing unplanned failover for Amazon Aurora global

databases (MySQL)",
"parameters": {

"GlobalClusterIdentifier": "!Import dr-globaldb-cluster-mysql-global-
identifier",
"DBClusterIdentifier": "!Import dr-globaldb-cluster-mysql-cluster-
identifier",
"ClusterRegion": "!Import dr-globaldb-cluster-mysql-cluster-region"
}
}
]
}
]
}

6. dr-orchestrator-stepfunction-FAILOVERRASHLR &R H 5H
HAUnPlannedFailoverAuroraMySQL¥Detach Cluster from Global DatabaseMdr-
orchestrator-stepfunction-unplanned-Aurora-failoverRSHIAAES,

( Start |

;"‘5, Layers (7
l L Iteration #0 J

Resources [
Iteration #0 |

’ FailoverElastiCacheCluster i PlannedFailoverAurora ‘ UnPlannedFailoverAurora @W PromoteRDSReadReplica 3 | No-Ops

FaiTMARERR 17



AWS MEHIES B3 BT 35 RIIR FE JORAR 4 AR5 2 AWS
7. iZDetach Cluster from Global Databaseff X THBIFHESLREEESE (MER) .

8. MBI E¥EE (dbcluster-02) AR FIANEE , ©ALLA BT EAEIREERS,
9. dr-orchestrator-stepfunction-FAILOVERRASH E Ko
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N 4 \ 4 !
}' FailoverElastiCacheCluster i i PlannedFailoverAurora | }' PromoteRDSReadReplica |
1 | | | 1 |

105 B &L (dbcluster-02) BE5 Aurora £RBTEESE , BRI —MILEFHRLGEBR/ETE
AE.

MEFRENARRF , FAMNERLART EMEBAREREZIXNIHEIRIL Aurora BIEEFEE
B,

WERE

R (HITXIEH ) @ERE  MEREXFENBEFERDIRE (S ) EME, TXIAFHEE
fRRE , BATRE R BRI EEXERIE Aurora £ IREIEEE, 470 5 M BAFT Y = X3 P il BR IR
BREESE NN EXGEFTNBEESSH  AREARETYARERBRENRNEHNA
&,

XA BN — TR IR ES |, RIS IR R B RHET,

B FBHE N Amazon Aurora BIRFEEBRHER , AR T 8EMDeletionProtectionld
BB EX1H (us-east-1) iZ1TDR Orchestrator FAILBACKIRZESH , R RERAGIE
MDeletionProtection.

DR Orchestrator Framework fffdr-orchestrator-stepfunction-FAILBACKIRASH BEhIT
MR EEBHHAEUTNEXFFUETEENS R,

EHHDeletionProtection , HHITUATIRE :

1. BF B A,
2. FXFHER AT EXE (us-east-1),

HERE 19
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AWS MBS S BT X R RO R B AWS
3. §MiE| Amazon RDS #£#l& |, EEEFHEM (dbcluster-01) , RFEFREH,

4. 7 “BIBRRE" T, B “BABRRE" E%4E | REERF R,

5. &% “VEINA" , REERE BREER.

DR Orchestrator FAILBACKRASHREMEIREIEFMUBIHNEXE (us-east-1) WAM,
ERITHERE , ERATUTRE

1. BF 24HE.

2. BXEHEXR NG EXE (us-east-1).

3. §inEl ‘RS , RF%EE “Ste p Function s”,

4. SMZEIDR Orchestrator FAILBACKIRZSAHL.

5. & “FFRIIT , REEZInput - optionalZfo A ALLT JSON RE :

{
"StatePayload": [
{
"layer": 1,
"resources": [
{
"resourceType": "CreateAuroraSecondaryDBCluster",
"resourceName": "To create secondary Aurora MySQL Global Database Cluster",
"parameters": {
"GlobalClusterIdentifier": "!Import dr-globaldb-cluster-mysql-global-
identifier",
"DBClusterIdentifier": "!Import dr-globaldb-cluster-mysql-cluster-
identifier",
"DBClusterName": "!Import dr-globaldb-cluster-mysql-cluster-name",
"SourceDBClusterIdentifier": "!Import dr-globaldb-cluster-mysql-source-
cluster-identifier",
"DBInstanceldentifier": "!Import dr-globaldb-cluster-mysqgl-instance-
identifier",
"Port": "!Import dr-globaldb-cluster-mysql-port",
"DBInstanceClass": "!Import dr-globaldb-cluster-mysql-instance-class",
"DBSubnetGroupName": "!Import dr-globaldb-cluster-mysql-subnet-group-
name",
"VpcSecurityGroupIds": "!Import dr-globaldb-cluster-mysql-vpc-security-
group-ids",
"Engine": "!Import dr-globaldb-cluster-mysql-engine",
"EngineVersion": "!Import dr-globaldb-cluster-mysqgl-engine-version",

HERE 20
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"KmsKeyId": "!Import dr-globaldb-cluster-mysql-KmsKeyId",
"SourceRegion": "!Import dr-globaldb-cluster-mysql-source-region",
"ClusterRegion": "!Import dr-globaldb-cluster-mysql-cluster-region",
"BackupRetentionPeriod": "7",

"MonitoringInterval": "60",
"StorageEncrypted": "True",
"EnableIAMDatabaseAuthentication": "True",
"DeletionProtection": "True",
"CopyTagsToSnapshot": "True",
"AutoMinorVersionUpgrade": "True",
"MonitoringRoleArn": "!Import rds-mysql-instance-RDSMonitoringRole"
]
}
]
}

6. DR Orchestrator FAILBACKRASHFRIFERAE L NCreateAuroraSecondaryDBCluster
AREBAAdr-orchestrator-stepfunction-create-Aurora-Secondary-clusteriRZ

Hlo

7. dr-orchestrator-stepfunction-create-Aurora-Secondary-cluster ARSI EE
Bt (dbcluster-01) MUABIMY E X (us-east-1) HHIER,

HERE

21



AWS FEMES B MTRRBEBEEREREHRG R AWS

_____________ —

ir Create Secondary DB Cluster

[ S

i Check DB Cluster Status i
I |

-

1
I
|
I
’
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8. MIERERF (dbcluster-01) & , RSV CIEFHIEEE (dbcluster-01) MEBIBEESEH , HER
HEEREMA Aurora £RBHEE , F ARITEABRMRS.

Send success token <

=

HERE 23
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9. BB EWASE , dr-orchestrator-stepfunction-create-Aurora-Secondary-
clusterRBSUMERT , BRI T AIEEDR Orchestrator FailbackiR#&H.
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End
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AWS FEMES B RITRRBIBEERERE HFRG R AWS

10dr-orchestrator-stepfunction-FAILBACKRZASHE T K.

CreateRDSReadReplica

11387 LATE Amazon RDS 2% & EI8F Aurora £ERBIEE,

NREFTHREEFEERENEMES us-east-1 , WA BURR DRI 5 H 12 B89 SRR TR AE

HERE 26
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ERE IR B

BB EREZMES , EIRE DR Orchestrator Framewor k =X PRy H B #H TIE/E, SNSRI
5#RDSAurorafy it B ElastiCache., ENRXBERAR , BEFLRFZMHMNRES , ARELBERHIEK
BE AWS,

FREM

o EEFRIBPBAWS MK HRRA R,
« BT D7 E B 1745 RS (Amazon S3) S ervice T2 i@ M & 4y & 65 F B9 BRI ALBR . AWS

CloudFormation
« £=1TDR Orchestrator FAILBACKIRZASHLZ B :
o FIERRDSEHIHIE N Amazon Aurora BIRESEE | ARG HZRADeletionProtections,

o MBFBRITRPITRARERR D |, BEMBR Amazon RDS 3245 Aurora S8 2 B 105 5 R R IR
(RCA).

BR 51

- EEAAMMEZFRENEEESIZHNEFEREINTEMRAMRE AWS Xif, BXxBEXEHE T
XFAMNEZER , HSHEXERERA,

- WRRFREEATE —MNRBEIRNEBEESFIHT T, MREFASANIRERLR , FEE
FEIRE R SLHE R R T R 2 B Bt 1T £ EM,

« WFLEFRDS , ZHERFRNZIFLTEIE - WL LFRDSSQL, Postgre RDS SQL WIS
#F MariaDB RDS YU B,

£ L ERF R HIEIEE AWS

B ERBEENBEXIGREREE RS R AWS , fRATLLEEE Amazon RDS for My SQL, A
mazon Aurora ZHISQLFEA MR F I & # ElastiCache (RedisOSS)- £ k¥ IEF M. £ aws-cross-
region-dr-databases GitHub 7% FEApp-StackREADME X KB, M RBIF , EXFEAus-
east-1, XREX#EH Nus-west-2,

NMRARFHERMER “ AWS CloudFormation #ii " %5 H DR Orchestrator Framework B F Bzh#4T
BIEEHEEBENHERENSH, AWS
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AWS FSEHES B AT R RBUEEIOEIRE AR T 5 AWS

FAQ

EREXATHEEBNSERER DR Orchestrator EERMW BB E R,

FERXf A ERTORKEXRIMT A ? RPO

AXRIERERTE B R (RTO) MIRE KRB HR (RPO) BER | FS 5 L oY BlE B WO R & SR SR B AWS,

PI{ER AWS CloudFormation S £ ?

4T, BRI AEE LB T JSONE K /%1% Amazon Aurora £ BREIE & 2RI & #RDSEUHE FEE S Al B B
(#la : - "RDSInstanceIdentifier": "rds-mysqgl-instance" ).

FK a5 # A DR Orchestrator FAILOVER T/EREXN 2/ AWS IiE
FEF (T FE LR 2

2K, BN ERASEXHPRESNERRUEEESN AWS BiEE, ATRBREERT HT
HBE ] Amazon RDS for My RSQLIEEEIZAFIL & # ElastiCache (RedisOSS) £ EREIRE M E -

{
"StatePayload": [
{
"layer": 1,
"resources": [
{
"resourceType": "PromoteRDSReadReplica",
"resourceName": "Promote RDS MySQL Read Replica",
"parameters": {
"RDSInstanceldentifier": "!Import rds-mysql-instance-identifier",
"TargetClusterIdentifier": "!Import rds-mysql-instance-global-arn"
}
},
{
"resourceType": "FailoverElastiCacheCluster",
"resourceName": "Failover ElastiCache Cluster",
"parameters": {
"GlobalReplicationGroupId": "!Import demo-redis-cluster-global-replication-
group-id",

FERXF A ERTORK SR L ? RPO 28
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"TargetRegion": "!Import demo-redis-cluster-target-region",
"TargetReplicationGroupId": "!Import demo-redis-cluster-target-replication-

group-id"

MRKIZITIEATF Amazon B9 DR Orchestrator FAILBACK JAZS#HL
it , 2038 4R InvalidParameterCombination HI4E iR ? RDS

BIRNENRE :

"errorMessage": "An error occurred (InvalidParameterCombination) when
calling the DeleteDBInstance operation: Cannot delete protected DB
Instance, please disable deletion protection and try again."

FEEEE IR |, BEIZITDR Orchestrator FAILBACKIAA#ALDeletionProtectionZ Bii@Eid %A
%ﬂ%E&RDS%ﬁUo

MIFIEITEMA T Amazon B9 DR Orchestrator FAILBACK RZSHLAT |, 2048 &
InvalidParameterCombination ¥ 45i% ? RDS
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IS

ERHMEEBIMEREF 28 , B LAEA DR Orchestrator Framework 7 it &R

fFlan | ERMEMESHPRBHHELRR | B E EERINRAYL , DR Orchestrator
Failover SA{EIET &8 FB M &k I 5 E 2B A RS (Amazon SNS) Simple Notification Service J&
., —BIREGHAE , HEERBREIRSTTHE,

N AR FHEEBIE T LLS DR Orchestrator Framework ££5 , SAt0#: DNS A OGN ARRFIE [
BERHIERFNFTLIET Ko

&R BMERAWS X-RayRERSRIRENITE RTO MHEHBFaatE, S E X-Ray 2 2 KEEH
o
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AWS FEMES B AT R RBUEEIOEIRE AR T 5 AWS

R

- BB AWS Xif FASRBUIEFMEHETES (L S# ElastiCache ( Redis OSS ) X#% )

» &£ Amazon Aurora Global Database 7 fif F %k %% ( Aurora X4 )

« BZIEE Amazon Aurora £IRBEEFELIRT R, IRT VAN AR EERE (BEXE)

o RMEWME : 65 Terraform FEREY Amazon Aurora £ IRRIEEIRME 3 MEREBZS (£ 2 3
2) (BEXE)

s BURERAEREREE AWS (AWS FBHEE SR )

« {£/ DR Orchestrator {22 ( AWS FEHIESER ) BaTEX SR EEB AR EIRE
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https://aws.amazon.com/blogs/infrastructure-and-automation/disaster-recovery-failover-scenarios-aurora-global-database-terraform/
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https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/automate-cross-region-failover-and-failback-by-using-dr-orchestrator-framework.html
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MR R IE R

TRNMATAEEN - LEEF R, NREFLERINBERRKEHMABEA , ATLLITH RSS iR

TE 15 B S:t

R R — 2024 £ 5 A 3 H
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AWS Fe g SRR

T2 AWS SUEESRHENEE, FRNEXPNERARNE, ®BEERAR , BEARERRE
Y fR M I i Bk

7R

FRARFIBI TN 7 RENTBER, XLEFREE Gartner T 2011 £WEMN 5 R AEH |

BIEUATHE :

- BEN/ENEN - RO FNASREDGERRESHEE, HENAY BYE , LEBRNAERHBXR
HEN, XBESRIBERERENBIEE. 76 FENAKH Oracle HEFEITBIHE
Amazon Aurora PostgreSQL KIS

- YA - FNABRFERE =Y  HHIT—ERENRIL , RARIEE. =6 EHREN
7K Oracle BIEFEEIBEEA T Oracle ML Tk REIEEE RS (Amazon RDS) AWS Cloud,

- EXMWX - BRIEMTR  BERMNESITFAIHM SaaS B, 7"l . FENBFEFXRER
(CRM) R4:1x % % Salesforce.com,

- FEN (( EETR ) - SNARFIBI=D , EERHTENEXETRARI6E. =6 : &
R EC2 24l L3 &M A tth Oracle ¥iEEE B E Oracle AWS Cloud,

- EFEMN (ELUHSEERAERETE )  FEMBREIBI =Y , TEMEHELH, EENHRE
FSENMEHRE, BALNRSENEBFEEETBEE —FENERS. =6 : HMicrosoft
Hyper-VRI AR FiE#% E AWS,

- RE (B ) - FRAEFREEFRIES, HP Aol EEHTEAEMNNARER , #8
BHEEFIERRRLE , UREFERENEZNARRF , BB eilEE®L LHER,

- FA - FRSBBRRMERFABEENRAER.

A

ABAC

BESRETEMENH RS,
HRIRSS

SNIEERS.
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ACID

SRETH, B RBEM. WAM.
FF-EHEH

—MBREEIBLE , EXNGEF , REEENBERBEERFRS (BIEARNCMEH TEH
RNEHRE) , I BEFESEIBHALERBEZNAERFNES . IMAESNME, T
RER  MAFE-AMEE, SEI-HIHIBHEL , CERE , BEREESH T,

FF-WAHER
—ﬁi&ﬁﬁﬁ@)‘i}f EXMAEF , REEENMBERBEERERS  BERBEES T B HK
EEERT RBEELEXRBEENARFNES. BMBEEEEIBHETEZIEMES
?Rn@?&

— SQL EH , EN—ATHTREHTEZANENREE, REEHE THZIESUMFMAX,
Al

W

> AT EEE
AlOps

SR AT EERE,
ER1L

KAMBRBBEEPMAGCENTRE, ERLAUBBRIPNMIABRL. ERBLBERBERAN DAL
o

A&
—MATHRREHANFABENERBRAR , MEXRKEES , KBERSRESER., THHF
MERFTRBN

Ri T2 PRl

—ReFE  ATERAZYHENNARR , UBPRFREZZIEZHHNES,
MRAEFAS
BRALAEANSMINARFNFAGENES , SENENEF ZNARFHRAREL S50

H, IEERERTRESRXUNTMEENRE , BB TRAIFTERTER., RACMEILWEA
BFABEELER.
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ATEEE (Al)

TEHMNZFEBN TERTERARRITEE S ARMEXRBINATIGE , flmE>, #REZEMIR5
B, BXESZER , FSAMTLEATER?

AT E B2 1E (AlOps)

FANBEIRRBREZE NI, BLPEEEHMARNTRUARESRSRENTRE. EXx0AE
AlOps AWS T XRBEHEANELER , BFSREREERIERE.

SERH N
—MIMEEE , EA-NEH , —AMAATNE , —MRARTRE, STNLELS
TRATRE , BN AN R Z SRR,

FFM. —Biit, WA, HAMK (ACD)

=3
S
AV}

—HHRMFREY , BMEELIER, BREEREERBENERT , b RIEREFENSERREN
BRAETT M,

ETEMMNIARXREZES ( ABAC)
REAFEMY (W], TELAEHNHAKRER ) IRBAHRNRNME. BEXESZELE , B5H
AWS Identity and Access Management (I AM) X & AWSHE) AB AC,

R EEIR

FHEEIEBFERANNLE , HIANRRATENEER. SALUFHEMEBERES 6 2 2 i
B, SMELETE RS SN BEREITERL, mEBIHRBL.

ATHX

FH—NFEME AWS X8 |, FREAMTAXERENZE , HEE— XEh e A XE4H
RAAS, (REEIR B9 M 4%

AWS =X FHHESE (AWS CAF)

ZERIEESHHMREREK AWS |, THBAAHESREARNITY , ARDIEBI =K.
AWS CAFRESDAANNERTE , HFAMA : LF, AR, BE. ¥4, T2WEE, LF.
ARTAEAEMNETUSRENRE ; ¥4, ReNZE/EMNETRARKENRE. Hlm, A
RAEHNHNRATANRR (HR) ., AREREREMAREENFNBZERE. NXNMNBERE ,
AWS CAF N AR KR, BINABRETES , UEBHALNWRIRACMTESE. BRXESE
B , 2 H AWS CAF M5 AWS CAF HEH,
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— P EBEEIBR MR, HETBRRBANRAIEGENITE, AWS WQF 257 AWS

Schema Conversion Tool (AWS SCT) #, EARSMBFEELEMMRBNR. NARFRE, &
PR RFMEREASE , HIRMITNHRE

B

TR A

SRR A AR B F SR ERHE A
BCP

0l SEEM T,
AnE

—BRREIRERITANTENSE —RERNE. LA LEH Amazon Detective BT HBRK & X
MH B FRZE, AL AP FAMKLUNEE. BXEZEER , 55 # Detective XEPWITHE
P BIE.

REFRE

—NEEMBRESERETNRE, ZESLETINF,

% s
— RPN HIER (WANATREMERI 2 — ) WERE, fli , & ML BB TTeEEETN Nz 8
THR R B NBIRERE 2 HBEXN=mRPERAE 22X W EE

bloom §&i% s 4

—REEN, NESANEIESN , ATURTERENESHRA,
p AT SE

—MEFBRE , SRR MU EXEEARENAR, £ NHRRPSTHEHNAREFRE
(BE8) , EE - IMHREPESTHHNARFRE (£8 ) . ERBAIBPEELHREPVERT
PRI ER

B3 EF

— MBI EERMNEITAENESHEMAREIREINRGRRAERF. BEVSRARERIAR
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BFM%

BWEEUHBRAZRES (HMNIBEABRRIVBRARER ) 2HNOBRANE, BFNERRE
BN RS AR EZNE S HIHLE,

DX
REFHEEN—IMLEXE, EFREPUERNE NI XRESIR. BUUNRES X IEH D

X, REEHMIXPFRDEIIEEH IR, NHERDEMEIEN D XEERNYRED X. HWEER
LR, BRI XEHEESI R, ARXESEE , BZHXT 29X ( GitHub XX44 ) .

RN RIS EE
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