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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch_limits.html
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- BEERRERESHLN SQL EBaNERRITER. 4
| sql_tokenized.stats.count_star_per_seckR~ERWHEAXE (B SQL EAEWIETT
ZDR) o

+ Performance Insights X 2#E1R# SQL BASXARKITERWIER. £l
i, sql_tokenized.stats.sum_timer_wait_per_callER&XiAF SQL iE A FHLER
(AZHREBEN ),

SQL it #idE 19


https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_PerfInsights.UsingDashboard.AnalyzeDBLoad.AdditionalMetrics.MySQL.html
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SQL 415 E. A7 Performance Insights 2 HIERH “TARLE” RIEHITALR SQL ETFHIKE,
Top waits Top SQL Top hosts Top users Top databases

Top sSQL Learn more [}

Q 12 > [o}
Load by waits (AAS) SQL statements Calls/sec Avg laten... Rows exa..
[ ] <001  INSERTINTO 'shtests’ ( 'k, "c’, ‘pad’ ) VALUES () /*,.."/ 3.50 010 0.00
<001  INSERTINTO "sbtest1” ('k’,"c’, "pad ) VALUES (.} /*, ../ 3.15 130 0.00
[ ] <001 INSERT INTO "shtestS” ( 'k, "¢’ "pad’ ) VALUES () /*, . "/ 5.53 1.00 0.00

CloudWatch ##E &L BBV 545

I 53 CloudWatch B &L 5# RDS Bal K MAVIEIR. L TFAWS/RDSH B 22 B P IEFr 2L B4 I8
¥R, ©IEMR Amazon RDS ( RS ) =6l ( BIE=HFETHREHREESE ) K MAREEEN LN
mysq |d RIEBFHNBIEESES, At , RBERBOFEENL , XERAEFPH RS HEETRER
S iEbrmE S, RAIEHE  CPUUtilization, WriteIOPSSwapUsage, MEf, FF , H—LF
B FMariaDBFIMySQLHI B 3B EE L Bl 4R -

« BinLogDiskUsage— —# &I AE S AN AE TR &,
« DatabaseConnections— & FESL B F F im P 48 E 5
« Replicalag— RiEFEIARKIEESEHIFE G TIREIEESEHI 6T E,

Y4

¥ Performance Insights CloudWatch

Amazon RDS Performance Insights 512 K &80 BEERFIERNLE , HET AWS EEZFIE LW
Performance Insights &I ERIR X ISR AEE, WA RRIEFEESBIEEMEIHRNBARERERE 2
#. B2 , TTATE Performance Insights 1 54 REMHIERCIRER. WREET Performance
Insights IEFRBIBREIR , MIXLIBIRMMEBEEF CloudWatch,

Performan ce Insights B 3@ & i $g#5 CloudWatch, B LAM Performance Insights

# CloudWatch EHWHRWEIE , B R FIEFIEEH AR CloudWatch B}
HFEFRRMEIIMAE CloudWatchU TRk, IHHERBERZMBIEELEERESR , 4
Wos.memory.freesdb. Locks.Innodb_row_lock_time, RERSISIRMWETUR T igE KR
RE, MRXATHEBER , ISIHRE—XRERZENR. UREATERERE , WAWERTERN
B BV IRIER G BN, BREZELR |, 1558 Amazon RDS X#4FHIF 8 < g5 12,

CloudWatch ¥4z = K5I #9 F5 #x 20


https://dev.mysql.com/doc/refman/8.0/en/mysqld.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/rds-metrics.html
https://console.aws.amazon.com/rds/home#performance-insights-v20206:
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_PerfInsights.Cloudwatch.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_PerfInsights_Counters.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_Monitoring.OS.Enabling.html#USER_Monitoring.OS.Enabling.Procedure
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Performance Insights A& BIEESRFIMNTIE E 5 B E VIEREHERS HE. CloudWatch& 1]
DU EAR MU TRIR S ARV TRAR , B A LU ELR BT A CloudWatch kMR H . & Performance
Insights #§#% CloudWatch #ZHIEARS HEZFIER , AR EREPE I EREXNIER , Fla
EC2 %], Amazon Elastic File System (Amazon EFS) &R #3# 4 A F % (ELB) BFR , URBIERE
SBIENR , NS —. £2HEH THRIRENETIRR.

&I LAE A CloudWatch DB_PERF_INSIGHTSIEMREF EEBRIER B K Performance Insights 1845 &
WA EERFME R CloudWatch, E1E Performance Insights fe#r L 8IZ2BR , IR CloudWatch
MAEFHEARTERE, fl, MREREREEFERFIPHERES LRI ERENMRER , &
KRERIZAE LEMIHBERTIRE  ERALLTDB_PERF_INSIGHTSHERER , ARFIEE A pply :

DB_PERF_INSIGHTS('RDS', 'db-BQ2TPYY7HG2GDFC7APMB3BVB3M',
'db.Transactions.active_transactions.avg')

HAdb-BQ2TPYY7HG2GDFC7APMB3BVB3M , REHEIEESSHINEIR ID. IBERNER (Hlm , 15
) MEHE (B, KF1000) . EXHERONOE , BEREBBERRE , FMBMANER , AFWME
MEIZER,

fF Performance Insights CloudWatch 21


https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/PI_metrics_export_CW.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_alarm_database_performance_insights.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_alarm_database_performance_insights.html
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BRIERG I

Amazon RDS for MySQL =% MariaDB Y HIEESKBIIE Linux BERE LZ1T , ZRERGEAKR
RERR : CPU, AE. MEMEM,

MySQL [(none)]> SHOW variables LIKE 'version%';

R ittt R ettt +
| Variable_name | Value |
R ittt R ettt +
| version | 8.0.28 |
| version_comment | Source distribution |
| version_compile_machine | aarch64 |
| version_compile_os | Linux |
| version_compile_zlib | 1.2.11 |
R ittt R ettt +

5 rows in set (0.00 sec)

BRENRERERSHEBEAMEERABE LBRTREFRNAAR, 0, CPU BRREERER
FBAKH D , EANCETHREERHESHEERMRETR, WR CPUBRTERNA (tBREY ,
MRAARFEN CPU WRBEI N BREESFIMEENSTE ) |, Nk BN RBIEENHENRE
t, NI SR N AR P ERE MR E M.

BEFSIZHRIENBRHRNE. 3 RAM FREEBHNERTHALEE TN , REQXFAFREA
UTHE ENXRANEF. BTHALNEFESS , RUEE#EAET SSDNVMe R , NESIEE %
HESHMETRE, SAFIARCSEREFRNIEREM , AR ITEXHNKNLE X EHA
WRF. NIRNESEISUETHERT RAM MIXBRAFZER , WBEERSIELEETTA, A
FHRESMER ¥ M [ERROR] mysqld: Out of memory (Needed xyz bytes)Z KK,

MySQL l MariaDB B EEERREMAEFEFRE , ZFREBFREESWNREAR , Hlm

®, R, —HHEAE, EMAE, BEAEINESEAXX M, Hit , SHMERNRGEL |, %
FEXTRITRENHEEZZ. N THEHREEFEINKESIT , KENAREREE /0 NARNEEZ RS
BIFEEE, HBRBELIIFUWEZZNWHRK IOPS SFHEMNRFIN , BIBREMEATESZEEM,
flgn , ReIPESBNENGRIRKATEQRSHEBYAE /0 BF , XRATEXIRIEEFHNER
#lo £RIFAWABERIAE IOPS Rl , EEMARESSBUBHRFT NEUNSELE, MIEWE
ZRSEHERBREXEE , ANEMZENEEIR0OS error code 28: No space left on
device e 2§ BEIEET o A MR,

22


https://dev.mysql.com/doc/refman/8.0/en/innodb-architecture.html

BB
T

AWS HISEMHES EAT MySQL 8 Amazon RDS # MariaDB E’Jﬁ’ﬁ?ﬂ%?ﬁli*}i{
E3

Amazon RDS RN HBIEEXFIEITHIRERSRMELA ISR, Amazon RDS £ B3[b & m —ARE
RS 1EFR CloudWatch, iX L3545 AT B 7 Amazon RDS # 4| & Mz 4l CloudWatch EiRF E R 5
M, B A ER X ATEIREIRREEIR CloudWatch, ROIEHE :

« CPUUtilization— CPU #RAEMES L,

« BinLogDiskUsage— —# G AE S AMNHEZHE,

« FreeableMemory— A ARV FEFEM#IZE., XK RMemAvailableF A& /proc/
meminfo.

+ ReadIOPS— B# R IEEN 1/0 BRAIEM F 1R B,
* WriteThroughput— Kt FEBSHEAMENFEIIFTE,

« NetworkTransmitThroughput— BEETR LWEALENEZRE , eEeT7THTHENE SN
FEEFREN Amazon RDS &,

Fx Amazon RDS ME XA FTEIEFRNTE S ZE CloudWatch , i5Z % Amazon RDS X#4H TS
# RDS CloudWatch $&#x.

TEERTHE Amazon RDS ##]& £ RH Amazon RDS CloudWatch ¥g+rHY =451,
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https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/rds-metrics.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/rds-metrics.html

AWS FB RS EATF MySQL # Amazon RDS # MariaDB ¥ 2 MR TEUR &
ENES
Summary
DE identifier CPU Status Class
database-3 — 50.84% @ Avallable db.még.large
Role Current activity Engine Region & AZ
Instance 1 0.00 sessions MariaDB eu-west-3a

Connectivity & security

CloudWatch (18)
Legend: | database-3
Q

CPU Utilization (Percent)

Monitoring

N 1/
12:30 13:00
Freeable Memory (MB)

6,000
4,000
2,000
o

121 nn

12:30 13:00

Logs & events Configuration

DB Connections (Count)

Maintenance & backups

500
400
200
o —
12 12
12:30 13:00
Write IOPS (Count/Second)
400
300
200
0
11421 11/21
1230 13:00

Tags

[ Add Instance to compare | [ Monitoring ¥

Free Storage Space (MB)

20,000
15,000
10,000
5,000
o
1/ 1/
1230 13:00

Read IOPS (Count/Second)

40

30

20

o

o Ao
/2 1w
12:30 13:00

Last Hour ¥

THEESRT CloudWatch 2 H|E R & RAVKLUEFR.
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AWS FSEHIES EAT MySQL K Amazon RDS # MariaDB Ry 52 f1 &R T E LUK &

3o
EFoN:3
CloudWatch Dashboards MariaDB-database-3
MariaDB-database-3 v 1h 3h 12h 1d 3d 1w Custom & v |@ Actions ¥ |
Explorer [4 1 i
@ All resources - ReadThroughput C =B i All resources - ReadIOPS f
Bytes/Second Count/Second
14k A
100,000 \
6.0
80,000
60,000 4.0
40,000 [
2.0
20,000
x e —
11-2111:25
11:00 1115 = -0 1145 11:00 1115 11:30 11:45
@ ReadThroughput 2022-11-21 11:25UTC @ ReadlOPS
1. @ ReadThroughput 114,335
All resources - WriteThroughput i All resources - WritelOPS i
Bytes/Second Count/Secomn el
1.000M 100.00
800,000 B0.00
600,000 60.00
400,000 40.00
200,000 20.00
11:00 11:15 11:30 1145 11:00 115 11:30 11:45
B WriteThroughput B writelOPS

B —HBRERSIEIRE Amazon RDS E’Jiﬁgﬁ'l’_iﬂuuﬂﬁ ZIEBEIRHEXEFRSERNBRIERSRE

FE |, LB LERAM T ##E A F MariaDB B Amazon RDS FI5& A F MySQL # Amazon RDS %
BEXANETRR. YEEREEXSFLEAEREEHREMENHNEN , ZTESRERER

SEMAREZERES , B LE Amazon RDS 24 & LE RN X EERMREEE , WA TREMR
No
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https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_Monitoring.OS.overview.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_Monitoring.OS.Enabling.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_Monitoring.html

AWS FSEHIES EMT MySQL #9 Amazon RDS # MariaDB K9 4 #2 M &4} T 8 SAR &
EINE2
Enhanced monitoring | C | | Manage graphs | | Monitoring v 15 minutes ¥
11/21/2022 11 v |:|25 v
Q 1 ©
Free Memory Active Memory CPU User
3.81 GiB 401.86 MB 20
3.62 GiB 401.37 MB 10
3.43 GiB 400.88 MB 0
3.24 GiB 400.29 MB -10
11/21 11721 11/21 11/21 11421 11/21 11/21 11/21 11721 11721 11721 11721
11:25 11:30 11:35 11:40 11:25 11:30 11:35 11:40 11:25 11:30 11:35 11:40
Free Memory Active Memory CPU User
CPU Total Used Filesystem Load Avg 1 min
100 4.77 GB 20
50 3.81 GB 10
(1] 2.86 GiB (1]
-50 1.81 GiB -10
11721 11/21 11/21 11721 11/21 11721 11/21 11/21 11721 11721 11721 11721
11:25 11:30 11:35 11:40 11:25 11:30 11:35 11:40 11:25 11:30 11:35 11:40
CPU Total frdsdbdata —_ Load Avg 1 min

KBRS IRIR LM — B X RISHRE

- cpuUtilization.total— I[EEEMAE CPU WE B LE,

« cpuUtilization.user— AFEFEMAN CPU B2 L.

« memory.active— ZEHNAFE , U FTFTNEAL

« memory.cached— ATEFETXHREN /10 WHFE,

« loadAverageMinute.one— ERfG— 7 #MER CPU K RIWHER,

BXREVNTEIIXR , 155 1F Amazon RDS X% 1858 5 12 IR ER S BT

£ Amazon RDS ##l& £ | BERSHEYRERTHEEXAHZTHENHENEAEE. %5
RORA=AEY -
- BERSGHRE - AT LETHAEARKNRSEHZE, XEIEBEENHEEMREN IS,

« RDS i — AT 8LHA T 3 Amazon RDS BIEEZFIFTERN AWS B, Hli , ©2FE Amazon
RDS EERE, YEMZEREUARELNRE,
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https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_Monitoring-Available-OS-Metrics.html
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+ RDS F#HRE — AVHEHR T ZIFHIBEEXHIM Amazon RDS #E |, EAFF R iZmysqldHBRH
%=, mysqldEBERNRERERmysqld#HET A,

—\

DTREBHEEERT Amazon RDS 2§ & FHIRIERSEHETI XK.

Connectivity & security Monitering Logs & events Configuration Maintenance & backups Tags
Operating system process list 7| | Monitoring v |
Process List
Q 1 2 3 4 > ®
NAME VIRT RES v CPU% MEM®%: VMLIMIT
0S5 processes 1.41 GIB 106.72 MB 01 1.36
RDS processes 6.18 GIB 458.25 MB 7.6 5.84
mysqld [723] 7.59 GIB 1.8 GIB V] 23.51 unlimited
mysqld [733] [+]
mysqld [734] 1]
mysqld [735] 1]
mysqld [736] 1]
mysqld [737] 1]
mysqld [738] 1]
mysqld [739] 0

Amazon RDS 518758 5 12 P i s PR £ X BERY CloudWatch HEMKF ., Amazon RDS ##1& L

TR EEHBIERM CloudWatch BERR TR, EHAISM Logs e ZEIE ESS I WY IEFR1E
j] CloudWatch B&E M. XL&3EHRL JSON B EFi, BANERACEERNERREFEARE
CloudWatch B &Ky i858 %2 JSON #it.

7 7 1 CloudWatch X F&kix L & RE R H I ER , J«XEE?‘EHL&ESLE’J@EHTF RE |, BT
L CloudWatch ogs CloudWatch R8I IEFRTFLST. BXRFMEA , 5SS re AWS : Post 5 F 104a
ik 1858 A US 2 CloudWatch B &L Amazon RDS QZJJEEXQE}L?EHE’JIEO

LA 7RI 88 T Custom/RDSE A ZE B CPU . User Y B TE L1845, It B E N IEHr 28 iFik
CloudWatch B&EH#cpultilization.userigs kiR igsrREIEN,
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https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_Monitoring.OS.CloudWatchLogs.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_Monitoring.OS.CloudWatchLogs.html
https://repost.aws/knowledge-center/custom-cloudwatch-metrics-rds
https://repost.aws/knowledge-center/custom-cloudwatch-metrics-rds
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SEEE

CloudWatch X
Favorites and recents [

Dashboards
¥ Alarms Ao @z

In alarm

All alarms

¥ Logs
Log groups

Logs Insights

¥ Metrics
All metrics
Explorer

Streams

¥ X-Ray traces
Service map

Traces

¥ Events

Rules

Event Buses

CloudwWatch Metrics
Untitled graph &

Percent

1h

3h 1zh

Tw Custom Line

Actions ¥ |‘C|v|

9.07
08
11-2115:10
14:30 14:35 14:40 14:45 14:50 14:55 15:05 [EN17) 15:15 15:20 15:25 15:30
@ cPUUser 2022-11-21 15:10 UTC
1. @ CPU.User 9.16866666667
Browse Query Graphed metrics (1) Options Source | Add math ¥ | ‘ Add query ¥ ‘
Metrics (3) info | Graph with SQL | | Graph search |
All Custom/RDS engine, instancelD Q 1
°
B2 engine 3/3 v ‘ instancelD A Metric name v
‘ MYSQL database-1 CPU.User
L MysqL database-2 CPU.Usar
(] MYSQL database-3 CPU.User

S84 1E CloudWatch FHgEER AT AET

R

70N

A BAFE CloudWatchU SRR P R R Mo M iZiERR , MAE—

SHHFENERERE  AREBERAGERZZBEER , ACURINESE LN ERFAHT —BEER

1R
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S, BENTEITRER

BRBIEEROEFRNRERSER. 2B REREEEERTLR , UAREEBEE LRER
ERER , XEHIH BT MED Amazon RDS BIEESSHIMN ATSEM, ATAM, MENRESMN
MHEMNFERXK, BR , TENBERSRELMEEE MySQL M MariaDB BIEENBIEESH. BE

MR E I RER,

T
e

Sections

« 5% RDS JE3)
- BIEERE

o BRI

Amazon RDS E

A mazon RDS B4R AT ¥ RDS RERE T, a0, HEBREESZFIVIRSM B3 &

R “AlA” B¢ , Amazon RDS £4 KB4 RDS-EVENT-0088 The DB instance has been
started. Amazon RDS i F3Ea+#th[6]3F &% EventBridge 51224, &R LUEN Amazon RDS #
#|&. des AWS CLI ¢ ribe-events @55 8, Amazon RDS AP| 415 R1Z= 4, DescribeEventsiA T RE
BRI ERT Amazon RDS #£#l&8 L E RNEHFBE,

Amazon RDS B4 29


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/rds/describe-events.html
https://docs.aws.amazon.com/AmazonRDS/latest/APIReference/API_DescribeEvents.html

AWS FB RS EATF MySQL # Amazon RDS # MariaDB ¥ 2 MR TEUR &
EXER
Connectivity & security Monitoring Logs & events Configuration Maintenance & backups Tags
CloudWatch alarms (3) Create alarm

Q 1 &
Name A State v More options
Applicationinsights/RDS-DBS/AWS/RDS/CPUUtIlization/database-1/ 0K view
Applicationinsights/RD5-DBS/AWS/RDS/ReadLatency/database-1/ 0K view
Applicationinsights/RDS-DBS/AWS/RDS/WriteLatency/database-1/ 0K view

Recent events (9)

Q 1 2 > @

Time A System notes v
November 28, 2022, 14:31 (UTC+01:00) Backing up DB instance

November 28, 2022, 14:32 (UTC+01:00) Finished DB Instance backup

November 28, 2022, 16:30 (UTC+01:00) Applying modification to database instance class

November 28, 2022, 16:32 (UTC+01:00) D8 Instance shutdown

Movember 28, 2022, 16:35 (UTC+01:00) DB instance restarted

Logs (14)

Q < 2 3 &
Name Last written v Logs ¥
error/mysgl-error-running.log Movember 28, 2022, 17:00 (UTC+01:00) 0 bytes
error/mysqgl-error-running.log.2022-11-28.16 November 28, 2022, 16:40 (UTC+01:00) I3kB
error/mysgl-error.log November 29, 2022, 11:20 (UTC+01:00) 0 bytes
mysqglUpgrade October 10, 2022, 17:05 (UTC+02:00) 1kB

Amazon RDS £
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Amazon RDS 2R H T ERENEH , SEHEEXLEMH. BEFESHASH. BEEREESE
. BIEERRBEH, RDS REEHNE/ZHBESH. XEEFLSHE

o REBMHMMKIFREA ; 0 : "Sourceldentifier": "database-1", "SourceType":
"db-instance"

o BN BEEMetE ; Fl0 : "Date": "2022-12-01T09:20:28.595000+00:00"
- BEEHXREMEE ; HlI : "Message": "Finished updating DB parameter group"
« EH3KF ; i : "EventCategories": ["configuration change"]

BARATEBSE |, S5 H Amazon RDS X#HH Amazon RDS EHERAMELHEE

RMNBWEKERE Amazon RDS B4 , AN X EEHRTBIEFESFG T AEARSENL, BEEX.
RIRRIARSER. %ﬁ%ﬂ'lﬁ'ﬁ%# HIEEBIRE, BESH, NZ22ENBRUARTZHME
N, fltn , MBELRE 1*EUZF§&E§§—{§JJ«HEH§&E§E’J’IE EFIFAM , BNENUELESHIE
JE;M'JIJ%H?EE’JA&EJZIS?#?;%JE’J Amazon RDS £, XRRNE MKMW EHRDS-EVENT-0057
Replication on the read replica was termlnated%zﬂﬂm\ RiERIARTBEEEXHEEFSE
BlRL ., MAREANBIRALE T EEH TR T RNERHZEH, TS EventBridge FME A RS
AWS BrS: AWS Lambda , #4030 55 & 2 RA 5 ARSS (Amazon SQS) L 5 #h & & 3@ KBRS (Amazon
SNS) Simple Notification Service , AT R B MM RAEN , fINBEETHAERBRETRE
X

£ Amazon RDS #£#l& L , Ba R T £ 24 M RNNEY, WREFEH AWS CLI 5 Amazon
RDS API Z2&F X4 , AT LAfEA desc ribe-events s PR ET X 14 RWEH , TR

$ aws rds describe-events --source-identifier database-1 --source-type db-instance
{
"Events": [
{
"Sourceldentifier": "database-1",
"SourceType": "db-instance",
"Message": "CloudWatch Logs Export enabled for logs [audit, error, general,
slowquery]",
"EventCategories": [],
"Date": "2022-12-01T09:20:28.595000+00:00",
"SourceArn": "arn:aws:rds:eu-west-3:111122223333:db:database-1"

"Sourceldentifier": "database-1",
"SourceType": "db-instance",
"Message": "Finished updating DB parameter group",

Amazon RDS E# 31


https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_Events.Messages.html
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"EventCategories": [
"configuration change"

1,
"Date": "2022-12-01T09:22:40.413000+00:00",
"SourceArn": "arn:aws:rds:eu-west-3:111122223333:db:database-1"

}

MREEKPEEEH , TLISEIEENI PRI KA FM , MATLEACloudWatch HERIZ
FEHBX Amazon RDS £ EHMNER. EXBILBRA R , BRI LER Amazon SNS FREKEK
Amazon RDS E4&H , RS A Lambda BMEGEHIEFZEBEH, CloudWatch

1. QIR ESH L RAN Lambda B, ANSEH+PHEEIEREIBE. CloudWatch CloudWatch
HE S Lambda 5L , B 7T —EZNAXNRIEXRBHES , FRTHNEHEATLL, stdout

2. BF1T I Lambda EEBIZE SNS £/ ( HHIGRKENRN Lambda ) , ANLETRIEBENEEL—S
FAIEH Lambda BEEYIL S B IRABA R (ARN).

3. BLEAK SNS =B Amazon RDS E4EH, BXFMIRE , iHSH re AWS : Post X Tl
LB S SNS TEEWIT Si# RDS BRI E,

4. 7£ Amazon RDS %5 £ , SIZFEZITH. F “BFR" REN ARN , REEFEZHI0E/
SNS £#, RELNERREETSNREXRBENEHEK. BXREZEL , 2 Amazon RDS
X517 Amazon RDS E4E A,

BEERE
MySQL 1 MariaDB #EFELEK A , B LAMEXE BEH#HITHEIT NS ESER, XEAER .

s FiF-FHRERE-HAIERRF[/EINIER. XTEIEFFHSE , CHRKCKEERTIRS =
(RPBMEN ). BTTHEER, BRI THERUAREXR T BLRSFHEE,

- HIR-LAXTERSEEBN (mysqld) BEIFXARE , URBRFSB[EH XA EARERSZHFEZT
MERENEIR, BEEMIRECHER

« BEA-L ARIERRESMysqld , BEENEF RHEENMAEEES URMNEF RSN SQL
B, SEMREEHERATBUNET S RAERT AR , —REHHETEEIFERAmysqld.

- BEER-AFRRTREBRKNEFHITH SQL Eif,

ERBESRE |, BRIZNEIERE B EM Amazon RDS %45 %) Amazon CloudWatch Logs. f&Bb
CloudWatch A& , A LN BEBBEH TN , FEEFHESEMANEES , HEA
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
https://repost.aws/knowledge-center/sns-topics-rds-notifications
https://repost.aws/knowledge-center/sns-topics-rds-notifications
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_Events.Subscribing.html
https://mariadb.com/kb/en/mariadb-audit-plugin-log-format/
https://dev.mysql.com/doc/refman/8.0/en/error-log.html
https://dev.mysql.com/doc/refman/8.0/en/query-log.html
https://dev.mysql.com/doc/refman/8.0/en/slow-query-log.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_LogAccess.Procedural.UploadtoCloudWatch.html
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CloudWatch HEREBEBHIE. B LM Amazon RDS #B#H| A1 HMEF BN BEEEE, BET
LA A CloudWatch Logs Insights AR E A XIEZM 5 BEFH CloudWatch BEHIE. LT RHI
HHATHNFERAENES , ZEHSRECONNECTEAEBEREHINRE, HEBURXESEHE
MNP (1P sk ) FEEN, FiTAENHERATEUOTAR

20221201 14:07:05,ip-10-22-1-51,rdsadmin,localhost,821,0,CONNECT,,,@,SOCKET
20221201 14:07:05,ip-10-22-1-51,rdsadmin,localhost,821,@,DISCONNECT,,,@,SOCKET
20221201 14:12:20,ip-10-22-1-51,rdsadmin,localhost,822,0,CONNECT,,,@,SOCKET
20221201 14:12:20,ip-10-22-1-51,rdsadmin, localhost,822,@,DISCONNECT,,,@,SOCKET
20221201 14:17:35,ip-10-22-1-51,rdsadmin,localhost,823,0,CONNECT,,,@,SOCKET
20221201 14:17:35,ip-10-22-1-51,rdsadmin, localhost,823,0,DISCONNECT,,,@,SOCKET
20221201 14:22:50,ip-10-22-1-51,rdsadmin,localhost,824,0,CONNECT,,,@,SOCKET
20221201 14:22:50,ip-10-22-1-51,rdsadmin,localhost,824,0,DISCONNECT,,,@,SOCKET

Log Insights ] R"HIE RlocalhostB®fE 5 D8 rdsadminEFRIBEENRE , BxEF 228, |
TERR, XELERRKRE | ZEFRE Amazon RDS RERHE |, fliNLERER S,
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https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_LogAccess.Procedural.Watching.html

AWS FEHES EATF MySQL # Amazon RDS #1 MariaDB E’Ji‘:’&?@%ﬂ%?ﬁliﬁ
=

R
e

~

CloudWatch Logs Insights

Logs Insights sm 3m 1h  3h  12h  Custom
Select log groups, and then run a guery or choose a
sample query.

Euser rdsadmin
counter 22

v
Jaws/frds/instance/database-1/audit X
1 fields @timestamp, @message
2 | filter @message like /(71){CONMECT)/
3 | parse @message ',*,%,' as @instance,@user
4 | parse @message /(7<@ip>\d{1,3}\.\d{1,3}\.\d{1,3.Nd{1,3})/
5 | stats count() AS counter by @user, @ip
5 | sort by @user desc, @counter desc _
T | limit 5@
P
[ un ey e | [rimony |
Queries are allowed to run for up to 15 minutes.
Logs Visualization | Export results v | | Add to dashboard &
showing 1 of 22 records matched @ Hide histagram
22 records (2.3 kB) scanned in 3.25 @ 6 records/fs (746.057 B/s)
2
1
0
03:15 03:30 03:45 04 PM
# Buser &ip counter
v 1 rdsadmin 22
Field Value
@ip

ASEHBELSELBERITNERHER , flAXE MySQL M MariaDB 2z & LA X BR R #
FERNBEEIER. Hl, MRRERY  WARLREHRPFRERIFERAEXSHH , ITFR

BiRE &
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’~ : ERROR 1114 (HYQ@Q): The table zip_codes is full, EAREEEISMIX LR B B
THREIRIVEAEY, B LAE A IFIEEEM Amazon RDS HEBIZE B E Y CloudWatchig#r , SAE A

¥t Amazon RDS BIEFEHEMW Bz KR , BKEREAEFHHEERN , AEHNERITHRNERE
|o Flan , 1 EEABIEIEIRTFIEST/aws/rds/instance/database-1/error , A TFHEEIRH
FHEBRISEES , HIWERROR, HiFkiEN1EENERROR , FHEREBERENL, JRFERVUERS
EZXBFH HFEICRERROR , A2 FEZ/NEE “ERROR” HWAE $1¢E’Jl‘|'§3(i“*bl] 1, BIBTIEERE ,
BRI LR B EHR , SMEAE MySQL = MariaDB £51% H &1 B£8R B A Z

EiFA T R {AEE 82 CloudWatch#Z B EAR MM Logs Insights 218 EE i) A EFMEEIR
CloudWatch B& , B2 FEEXECIREI S #2H| CloudWatch B4Rk Amazon RDS #
Amazon Aurora MySQL.,

B R IR ER

HITHRE (AFZARE ) BHTELZLHEXH., BtEIRFHEINESHICRK, AWS KFETHE
Amazon RDS HWEH# , XEEHAEMENHEESRENEINFRME T BEIERE. £ Amazon
RDS for MySQL = MariaDB # , fFAFITRIES K :

s BEBEEXHFEITEE
« 542 Amazon RDS API A AWS CloudTrail

*F Amazon RDS ¥iEERS| , FitHWBrEESIE -

« AUTABRERRZEH :
« NWEHHREHRENITHERK
- EHEERNY. RFTHFHIITHRE  IEZWBENDTHIRE
- ARKRNAMBE
- AEEIRAUNBFE
« RNRRERA ; Flgn , RB1EEMAFSAFRA ok A T R R TR

HEEFINERHBEEATARRR  #EFIER T BIEFETWHBHE ? XRTLAMRERE
B ? BERFNBELFEEHE? BRAFREERTELRBRNR ?

MySQL #1 MariaDB & &S £ MariaDB & it 4SS BB EL S 1T IRERINRE, IIRHICREIRE
SED, FIMMAFERRBREENNBEEZTHNER. BJEETIIECXREEEAEREXHS, EEHEFIT
B, BERESHIAAEHES MARIADB_AUDIT _PLUGIN &I BE N ETEH, BXESZER
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/CreateMetricFilterProcedure.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/CountOccurrencesExample.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/FilterAndPatternSyntax.html
https://aws.amazon.com/blogs/database/creating-an-amazon-cloudwatch-dashboard-to-monitor-amazon-rds-and-amazon-aurora-mysql/
https://aws.amazon.com/blogs/database/creating-an-amazon-cloudwatch-dashboard-to-monitor-amazon-rds-and-amazon-aurora-mysql/
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Z [ Amazon RDS X#5H#Y M ariaDB & it X MySQL B % 4F. ®it BEFRICFKEEAEE LK
BEBRNFHE, BUE MariaDBRSHEX PRI EXFTFRASHEANESFHAEE.

IEH) AWS T B AWS Cloud & it BRERHIZAWS CloudTraillR$512 4, CloudTrail & Amazon RDS
# APl B AR N EMH. FIE Amazon RDS BIEESMIER TR, CloudTrail #ft T AP, AEmH
fl. AWS Bg$57E Amazon RDS HHITHIREMID R, BHIIEE AWS BB A PHITHIRE AWS
CLI, AWS SDKs # APIs.

]

FHBENFITZSED | B EEN AWS CloudTrail REESHIEEF 1T BEM Amazon RDS E#%
BELEES, fla , BUEEBINERR , B8 Amazon RDS $IEESLH ( Hliidatabase-1 ) BEIE
FESHEHBENR , FNEFSREEEHRT TR, EXTHERNBTURERKENEHE,

BERRAES  BRITUATIR

1. S R EEBIEESH LK Amazon RDS £ |, database-1HHEZRIPREFEZE
&configuration changeiZBEMEHFinished updating DB parameter group.

$ aws rds describe-events --source-identifier database-1 --source-type db-instance

{
"Events": [
{
"Sourceldentifier": "database-1",
"SourceType": "db-instance",
"Message": "Finished updating DB parameter group",
"EventCategories": [
"configuration change"
1,
"Date": "2022-12-01T09:22:40.413000+00:00",
"SourceArn": "arn:aws:rds:eu-west-3:111122223333:db:database-1"

}
2. BEMBEFXGEEEAB N BIEFESHA

$ aws rds describe-db-instances --db-instance-identifier database-1 --query
'DBInstances[*].[DBInstanceldentifier, Engine, DBParameterGroups]'
[

[
"database-1",

ayt]| 36


https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Appendix.MySQL.Options.AuditPlugin.html
https://mariadb.com/kb/en/mariadb-audit-plugin-log-format/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
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"mariadb",

L

"DBParameterGroupName": "mariadbl@-6-test",
"ParameterApplyStatus": "pending-reboot"

3. FRAERIPEXGHH CloudTrail E#. HE, 1 F kI database-1# Amazon RDS EHHI/GHY
A 18] B LA B 2 REventName=ModifyDBParameterGroup, AWS CLI

$ aws cloudtrail --region eu-west-3 lookup-events --lookup-attributes
AttributeKey=EventName, AttributeValue=ModifyDBParameterGroup --start-time
"2022-12-01, 09:00 AM" --end-time "2022-12-01, 09:30 AM"

"eventVersion": "1.08",
"userIdentity": {
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::111122223333:role/Rolel",
"accountId": "111122223333",

"userName": "Userl"
}
}
.
"eventTime": "2022-12-01T09:18:197",
"eventSource": "rds.amazonaws.com",
"eventName": "ModifyDBParameterGroup",
"awsRegion": "eu-west-3",

"sourceIPAddress": "AWS Internal",
"userAgent": "AWS Internal",
"requestParameters": {
"parameters": [
{
"isModifiable": false,
"applyMethod": "pending-reboot",

| 37


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events-cli.html
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"parameterName": "innodb_log_buffer_size",
"parameterValue": "8388612"

},
{
"isModifiable": false,
"applyMethod": "pending-reboot",
"parameterName": "innodb_write_io_threads",
"parameterValue": "8"
}
1,
"dBParameterGroupName": "mariadbl@-6-test"
.
"responseElements": {
"dBParameterGroupName": "mariadbl@-6-test"
},

"requestID": "fdf19353-de72-4d3d-bf29-751f375b6378",
"eventID": "@bba7484-0e46-4e71-93a8-bd01ca8386fe",
"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",
"eventCategory": "Management",
"sessionCredentialFromConsole": "true"

% CloudTrail B4 &7 , Userl{EH AWS K/~ 111122223333 Rolel FABEB R THIEES
¥lmariadbl0-6-test , ZS AR LW BIEERFIFER ., database-12022-12-01 at
09:18:19 hiER T HNSEHEHBRENUTE :

* innodb_log_buffer_size = 8388612

 innodb_write_io_threads = 8

H A ThEE CloudTrail # CloudWatch B & IhaE

B E CloudTrail 4|8 LEFEHHFIEF , BULXE X 90 KANWREMNRZ S E4HTHES
R EEKRBHHAFAHMERINGE , ERILAEA AWS CloudTrail Lake, f& AWS CloudTrail Bf
Lake , B EEHBEEEPNE4BEREREELE, A, ZRSEXHEXN SQLEN , 5
EHFFRICRPHENRBESKATIRHNUREL  SESHEERTERA, ETEEXNEHFAR,

ESBENTEITRIEE., REEHRAERETIRENKIELN , FEERENFERIFICEAIE
CloudTrail Z| CloudWatch HE&, FRERICFKFM N CloudWatch BEJG , B0 LUE W IE PRI 1% 85 K 1T

H A IhEE CloudTrail # CloudWatch H7&IhaE 38


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/monitor-cloudtrail-log-files-with-cloudwatch-logs.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/monitor-cloudtrail-log-files-with-cloudwatch-logs.html
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EEEBHUCERE, SERE , HFERIEAIEIRTESS. WA, EOUEBELSEENRE
FEFE R E KB CloudWatch® R, N , Ba A E B &R , M ARWER LIEEA , LUEMITAI AR
BGEY MR, BtHaUEE CloudWatch 1 B 31 TR /ELA IR R Z4R .
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=R

BIGHY IT BRI 1T RSHLZEME, TAKE. HENTEEMS , BEREREENFEERFZ—
eI BAFASHEN IT ARGEFENZEE). Tl HRAEHRSHE,

SERARERMIRMEE (ITIL) , H3l2 IT RSERE (ITSM) XK, NEFBERRENEENEHEEUAR
EHEEREXKRNER.

SHERERERTEARER , LBHNENARMBENLTE (SN TEBRENTE ) BXRITHE
FHENR, SXNRRERHE, T EREEMITRREZTNEARSHANRETHRNEERE —ER L.
BEEEEREAERTMARECTEER , IT FRA AT LUK AR E O A F ALY (8] H BRAKBE 2 Mok
Y& BB R AN

YE RN BRFESEE , Well-Architected Framework S E B AT UAE SR A R E T ERWBE A |, HEh#1T
SR AR, AWSHEA CloudWatch Sl = F ISR RFZIREER , LU RIEFRMAB HTAERR,

EREENENRELSN. MELNER K BIIER. 2K, THENMXER, xANERFEED
REEE IT HXNEHNEH

Sections

« CloudWatch 1R

- EventBridge #NI
- BERE. BRANZHER

CloudWatch 23R

FE#R1E Amazon RDS #iEERHInt , KFERETERENER. BAMBEREAEXRER. I T
MySQL # MariaDB ##ERE , XEMEBRRRBIEESSIER., RERGER, S4, BEAFIT
Bz, RMNBWEER CloudWatch B R Y1 &8 E #Y B B R BV M EHRo

BT RBIR B iR EBIR , lMATE Amazon RDS BiEERHIFCPUUtilizationg# ( CPU F
AEREDE) . BUNHEREENE 5 20 IHEHREABRIEERAGIR CPU ERARET 80% &Y
AR o
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https://docs.aws.amazon.com/wellarchitected/latest/framework/perf_monitor_instances_post_launch_generate_alarms.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/perf_monitor_instances_post_launch_proactive.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/perf_monitor_instances_post_launch_generate_alarms.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/perf_monitor_instances_post_launch_proactive.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
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Cloudwatch > Alarms > Create alarm

Step
Specify metric and
conditions

Metric

Graph

Percent

10.47
Step 4 l\
|

/l
NM | /\ / | \

9.75
14:00

B cPULtilization
Conditions
Threshold type

© Static

Use a value a5 a threshodd

Whenever CPUURIlization Is.

© Greater

Greater/Equal
» threshold »= thres 1

than...

‘ao '_‘

Specify metric and conditions

This alarm will trigger when the blue line goes above the red line for 1 datapoints within 5 minutes

N.—'IITI[";D«'!{[‘
AWS/RDS

oo ]

Metric name

CPUUtIlization

Statistic

Q, Average

Period

5 minutes

Anomaly detection

Lower/Equal
< ol

Lower

XERE , MREEABIEEE S 7HHERNBEAHIE CPURIAE (BT 80% ) , BRHS
HAALARMIRES. IR CPU ERENRAINMERERE 80% LENFAR , AEBREEREAT , N

BRFFRIFOCRS. THEHATXMEE,

CloudWatch 4R
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After 3 periods
overthreshold, an
actionis invoked A

3 A Onlyone period
over threshold, no
actionisinvoked

| T\ / )%

3

s T hre shold
—j gl
z

Units

Time Periods

CloudWatch iR ZFErMESER.

o EMREBREWEA CloudWatch 5 , H B AT UNZEMRRMITHRERER, BREBHRTAKE
Amazon SNSJHE , REXR , ZH B A LMREEREXN TR ERENEES N ERARM—RH
ZIRIE.

s EAERETANRER , ZRERNTEZSNERPVALARMRES , HERBEHEZAN K FTE KA
FTEBEARS. ECERBEATRAOTLENERKE, fln , BUEE—1NEEEHR , EbEE
ENEENNTRIURENIERER. HESPNIEE N ENERBCTEEESERI , EE
BRI RIZEIR ALARM

CloudWatch ¥k R el CloudWatch 1E¥r. MR ERFEH IR, BEERH— MK B EIEER , X4
M BEFBIER CloudWatch fE¥R. WMBIEMN “RIERGHERE" M S, HENFITRER SB2FR ,
BOLAERARIERRE D ESHAEER , NIEIX—Bic. @8 , EXERERERRKHER , &4
JRTE “ CloudWatch H&E” CloudWatch H 8l 2 {S#RiF%EES.

CloudWatch 1R 42


https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/MonitoringLogData.html
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EventBridge # N

T
e

Amazon RDS E# 451X 2T T EventBridge , & 7] LA EventBridge M NIX X B4 H R B o
flan , & A7 LA8) 2 EventBridge N , LAME £ — M E B IR B K615 1L 203 30 B B &N 48 H KBTS
MU TRE R

Amazon X Amazon EventBridge Rules
EventBridge

Rules

A rule watches for specific types of events. When a matching event occurs, the event is routed to the targets associated with

¥ Developer resources

Learn the rule. A rule can be associated with one or more targets.

Sandbox

Quick starts Select event bus
¥ Buses

Event bus

Event buses Select or enter event bus name

Rules default v

Global endpoints

Archives

C | create rute |

¥ Pipes

Pipes @ Q rds X | 2matches | Anystatus ¥ 1 . > ®
¥ Integration Name A Status v Type v Description

Partner event sources

API destinations rds-shutdown-database-3 © Enabled Standard

rds-startup-database-3 ® Enabled Standard

¥ Schema registry

®MThe DB instance has been stoppedE#HHIHMN EH Amazon RDS E4 IDRDS-
EVENT-0087 , HitE A LA N Event PatternBMHIRER :

{
"source": ["aws.rds"],
"detail-type": ["RDS DB Instance Event"],
"detail": {
"SourceArn": ["arn:aws:rds:eu-west-3:111122223333:db:database-3"],
"EventID": ["RDS-EVENT-0087"]
}
}

M Ndatabase-3MN B HIEERH] , HISEMRDS-EVENT-0087EH, % EventBridge #0 2iZ
B4, EQFEHREAIBRRRER (FRER) . BXE , BALUEERE Amazon RDS 3£l

EventBridge #1N 43


https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_Events.Messages.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-create-rule.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-targets.html
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T
e

AN ERBRWIRE. B SHRXA TS TN B , 248 SNS B, L S##E£ASIRS
(Amazon SQS) BA%|. AWS Lambda Bi#., AWS Systems Manager Bzi{t, EMl, Amazon AWS
Batch AP| Gateway, B EEEHMMBIITRI, THEEE, AWS Systems Managerfflgn , #& 7] B4
B— SNS FERRXBH B FHHAHFER , 7HHZ SNS TEIEENMANB EventBridge B #r, 0
& Amazon RDS #iiEEXHldatabase-3E24 1k , Amazon RDS &RDS-EVENT-0087F =454 3
EventBridge , AREBERNEZEH., EventBridgeAFAAB4r , Bl SNS =B, SNS FFfH 2B
NEZREFHE (MTERR ) MES.

- 11:54 al FTE
d;.l" AWS Motification Message - |

Message @ <
NDTICE

RDS-Events-1> DB instance
stopped for db-instance
mariadb-3

AWS Notification Message
. « RDS-Events-1 <no-reply@sns.amazonaws.com>

To: = 0O or

RDS-Events-1>
{"version":"0""id":"65f0bafe-3

{"version":"0","id":"65f0bafe-3aec-cc58-da98-710e2b35e0a0","detail-type":"RDS DB Instance
Event","source":"aws.rds","account":" M"ime":"2022-12-03T00:45:112", "region":"eu-
west-3","resources":["arn:aws:rds:eu-west-3: :db:database-3"],"detail":
{"EventCategories":["notification"],"SourceType":"DB_INSTANCE","SourceArn":"arn:aws:rds:eu-west-
3: :db:database-3","Date™:"2022-12-03T00:45:11.3832"," Message":"DB instance
stopped"l"Sourceldent‘iﬁer":" database-3","EventID":"RDS-EVENT-0087"}} ]

aec-cch8-
da98-710e2b35e0a0","detail-
type":"RDS DB Instance
Event""source":"aws.rds" "acc
ount":"012345678912 " "time™:
"2022-12-03T700:45:11Z","regi
on":"eu-west-3""resources":
["arn:aws:rds:eu-

west-3:012345678912 :db:dat
abase-3"],"detail":
{"EventCategories":
["notification"],"SourceType":"
DB_INSTANCE" "SourceArn":"
arn:aws:rds:eu-
west-3:012345678912 :db:dat
abase-3""Date":"2022-12-03
T00:45:11.3832" "Message":"
DB instance
stopped","Sourceldentifier":"d
atabase-3""EventID":"RDS-

) EVENT-0087"}}

(o'l A )]

If you wish to stop receiving notifications from this topic, please click or visit the link below to
unsubscribe:

'>https://sns.eu-west-3.amazonaws.com/unsubscribe.html?
SubscriptionArn=arn:aws:sns:eu-west-3: :RDS-Events-1:d911c18e-f196-44c7-af16-
8f14a68a8641&Endpoint=

Please do not reply directly to this email. If you have any questions or comments regarding this email,
please contact us at https://aws.amazon.com/support
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A LAE R CloudWatch 3Rk 18 E BIREOKALARM, FIINSUFFICIENT_DATARZS Z B K 4£ZE
{Lrt B SREREV R, CloudWatch A& 7 5 SNS £BHJLNFEAF Amazon RDS EFrHI H b
BEXEFINER , FlINTSE#EMEITE S (Amazon EC2) #ES Amazon A EC2 uto Scaling # 4
#1E. EventBridge B%E A THEMNFE X TE Amazon RDS fE#rft & IR et REITIHY B 45,
CloudWatch EventBridge 83 CloudWatch BiRALEHRESH , L@ AEEH., EUUFEAXLE
RS EREBHKALL FHEH B #R EventBridge, BXEZER |, BSHEIREHH EventBridge
CloudWatch 3244,

B FEREEER ; Al , EUNNEEERINHAREDEDERER , AEEITINERES
FREMBRAER. flm , MREFITIN., MENBEERGARFTESN , F EENERFERE
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch-and-eventbridge.html

AWS HBHES EATF MySQL £ Amazon RDS #1 MariaDB K52 MER T EL gg
E32

—\

FEFTRARECE , MR SAERA S APl REFHEDisableAlarmActionsFEnableAlarmActionsenable-
alarm-actions@p 5 3K A disable-alarm-actions /8 AR AWS CLI, & 8] LAfE CloudWatch %l
& £ = DescribeAlarmHistoryAP| #4EE B describe-alarm-historyfin S R EBBE RN A L idx
AWS CLIl, CloudWatch &AL IEFREFHE. & CIoudWatch EN L BUNESRERPE
B R ARIE” X8 SUEE R R A& ERA IR &L 7 B B R
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_DisableAlarmActions.html
https://docs.aws.amazon.com/cli/latest/reference/cloudwatch/enable-alarm-actions.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_EnableAlarmActions.html
https://docs.aws.amazon.com/cli/latest/reference/cloudwatch/enable-alarm-actions.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_EnableAlarmActions.html
https://docs.aws.amazon.com/cli/latest/reference/cloudwatch/disable-alarm-actions.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_DescribeAlarmHistory.html
https://docs.aws.amazon.com/cli/latest/reference/cloudwatch/describe-alarm-history.html
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https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-database-migration/welcome.html
https://aws.amazon.com/prescriptive-guidance/
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Welcome.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/WhatIsCloudWatch.html
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https://aws.amazon.com/blogs/database/importing-amazon-rds-performance-insights-counter-metrics-to-amazon-cloudwatch/
https://aws.amazon.com/blogs/database/importing-amazon-rds-performance-insights-counter-metrics-to-amazon-cloudwatch/
https://aws.amazon.com/blogs/database/creating-an-amazon-cloudwatch-dashboard-to-monitor-amazon-rds-and-amazon-aurora-mysql/
https://aws.amazon.com/blogs/database/tuning-amazon-rds-for-mysql-with-performance-insights/
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https://docs.aws.amazon.com/prescriptive-guidance/latest/amazon-rds-monitoring-alerting/amazon-rds-monitoring-alerting.rss
https://docs.aws.amazon.com/en_us/prescriptive-guidance/latest/amazon-rds-monitoring-alerting/publishing-performance-insights-to-cloudwatch.html
https://docs.aws.amazon.com/en_us/prescriptive-guidance/latest/amazon-rds-monitoring-alerting/publishing-performance-insights-to-cloudwatch.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/amazon-rds-monitoring-alerting/third-party-monitoring-tools.html#prometheus-grafana
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https://docs.aws.amazon.com/prescriptive-guidance/latest/application-portfolio-assessment-guide/introduction.html
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https://docs.github.com/en/pull-requests/collaborating-with-pull-requests/proposing-changes-to-your-work-with-pull-requests/about-branches
https://docs.aws.amazon.com/wellarchitected/latest/devops-guidance/ag.sad.5-implement-break-glass-procedures.html
https://docs.aws.amazon.com/whitepapers/latest/running-containerized-microservices/welcome.html
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AWS HISEMHES EAT MySQL 8 Amazon RDS # MariaDB E’Jﬁ’ﬁ?ﬂ%"?ﬁliggi
ES
CCoE
SN =EBH 0o
CDC

BSRTERFER#R,

BEiEHIK (CDC)
IRERBIERR (WBEER ) NESIHIEREXEAN TBIENIRE., BTN CDC AT&WE
B, FlNFITREFERREPFHNERUARFRD,

BT
WESIAMER A MEMRML RGNS, EAILER AWS Fault Injection Service (AWS
FIS) RIHITER: , JTEH AWS TSI E 0 H 1T Em R,

Cl/CD

EEREERANEFERN.

5%
—RABT RTINS XRR, RN ML BRTNERE, BRERLELTE, 5,
— MR TRRE RGP REETE

B i

£ B FR AWS RS IREIBdE 28 , NBER TN,
RO (CCoE)
—NSEREN , ARMHEBNMMANSRALE , S/FTRoRESEK, @R, SIETBH

Bk, HSGALTHAMERERE, BXESEE , HZH AWS Cloud il S BE1ER LAY CCoE s
o

=it#E

BEATZEHREFEN oT RFEENZEAR, cEBESLEITERREX,

EITALAR , —dATHE, TENREC— RSN CHRENZERE, BXESRER , FSRANY

BENTIZERE,



https://docs.aws.amazon.com/fis/latest/userguide/what-is.html
https://docs.aws.amazon.com/fis/latest/userguide/what-is.html
https://aws.amazon.com/blogs/enterprise-strategy/tag/ccoe/
https://aws.amazon.com/blogs/enterprise-strategy/tag/ccoe/
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https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-cloud-operating-model/introduction.html
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https://aws.amazon.com/blogs/enterprise-strategy/the-journey-toward-cloud-first-the-stages-of-adoption/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-readiness/
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https://docs.aws.amazon.com/config/latest/developerguide/conformance-packs.html
https://docs.aws.amazon.com/whitepapers/latest/practicing-continuous-integration-continuous-delivery/benefits-of-continuous-delivery.html
https://aws.amazon.com/devops/continuous-delivery/
https://aws.amazon.com/devops/continuous-delivery/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/data-classification.html
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https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/detective-controls.html
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