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AWS X-Ray: &5 HmNBEREAR
X-Ray B EMEZEN S AABRENERESTNELE, ERSHETRCTRENNARFEY

MEBIX RAVEM AR | FHEN B RBEABTIRB & RSAVEREMT . X-Ray AJLABET EZHI 6
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/WhatIsCloudWatch.html
https://docs.aws.amazon.com/xray/latest/devguide/aws-xray.html
https://aws-otel.github.io/
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SHMERSER AWS RS , IEEFHMNEE  ERESTURENREENEN , ARESEPKE
fRRFRIBMT RIEM,

o WO#IEE Grafana : ALK ATHAL

Amazon Managed Grafana AHIEATMLM o TIEMELREENERES. eRETEHMBRNEZST)
RERYTCEEEE R AWS BRSS , HEBR UL AT B, ZBRFEL TRV OIENERE , AeERMS
TERIEE , HlaEKk - EBIERAG R A S AWS IAM Identity CenterfE %o

« JEFTF Prometheus WIS EERS - SETH,. T2, BRENKE

BT Prometheus ISR IEERSE—IMZLHEE. 5 Prometheus REBWERRS, ©RMH
Bz B, 8 ATUARZENIERERMNER, ZBREZE Amazon EKS THER , HRTER
Prometheus BRS5838Y12 E T 45,

TR ERERA R

LT AWS TERETEERNEERS. ATHIENFTFHRTE AWS Ik BERERTE
BN B ESOETRIN . THESMTENDENANFY TRRITREREEREERNERE
B

« Prometheus : IEMRRETES

Prometheus & — XA T 7 Kubernetes ¥ 5 IREISFRV T IRAR R T R, Hat (8] /7 5 83z EHM
PromQL EifiES AR EZNIERDIT. ZFANWRSZINITHEET BaIER AR Kubernetes 3
B HEREERSE AL THEXEREE, Prometheus BT ZMERIEI , FERISE
ARSI 2 INRE R R,

« Grafana : &4 A#{L5|E

Grafana B HE ML AR E RN BRBIRHRAC MK TITHRE, ZFE TR EENRR ,
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https://docs.aws.amazon.com/grafana/latest/userguide/what-is-Amazon-Managed-Service-Grafana.html
https://docs.aws.amazon.com/prometheus/latest/userguide/what-is-Amazon-Managed-Service-Prometheus.html
https://docs.aws.amazon.com/eks/latest/userguide/deploy-prometheus.html
https://grafana.com/docs/grafana-cloud/monitor-infrastructure/kubernetes-monitoring/configuration/config-other-methods/config-aws-eks/
https://fluentbit.io/
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Datadog 2t £ KSR INAE , H X IFFELE Kubernetes, BTREEMIZEKE, NARFEEKE
(APM), AEEBFNEN2M. BAERZFEEN B RS KIS ZHERK B Fit TAmazon
EKSWE1E , A H Y885 ThEE kA M 575 F TN & 72 (71 L,

« 23 Relic : NAEFEREILIE
New Relic 2 T XN ARFMEMEMEMNZTIRIRH AT IE, B8 Kubernetes SERIZH T iF 4

MAESRNE, 28 NRENBEXMURIR. ZFEAHBERNARFHEEEEMBRERREKE
K, BMEE AT BURIE IR Bl M #E R R

- EI@@ astic Stack ( ELK Stack ) : BESHAER

ELK Stack &4 7 Elasticsearch, Logstash #l Kibana , £t HEEBM 2 #IEE. CRESRER
Ihee, AL TEMYLEEFTITheEE, B LAE A ZHERSRAGIE R B 8K Amazon EKS IMEM AEH
EBEE,

EWTE

BULRBEEANEZEER, SEAENAARIESEENATIE, XEREE- B RHALME
AR R | BRHRIF AT EE MR AR,

+ kube-state-metrics (KSM) : Kubernetes tAZ ¥ 12

Z M AR S5 ST Kubernetes APl RS B8 H AR B RN RIRSIEIR, TRMETXNEE, Pod MEAM
Kubernetes #REYIZ 1TIRR B L7

« Kubernetes IE#RIRS 28 | AWIRIEHR

ZIEPRIRSS 23 kubelet IWE R TRISHR , HET Kubernetes 1845 API FE AT, ©RMHM#EM pod B
MAEHA R BEARE CPU MR FEHR.

« Kubecost : Kubernetes FX 72
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https://www.datadoghq.com/blog/eks-monitoring-datadog/
https://docs.newrelic.com/docs/infrastructure/amazon-integrations/connect/eks-add-on/
https://aws.amazon.com/opensearch-service/resources/the-benefits-of-the-elk-stack/
https://github.com/kubernetes/kube-state-metrics
https://docs.aws.amazon.com/eks/latest/userguide/metrics-server.html
https://github.com/kubecost/cost-analyzer-helm-chart
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BFHBEE , XEEEFERBRSREBTHERRABSHBERER DR , ARSRENEAETSE
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https://docs.aws.amazon.com/whitepapers/latest/aws-vpc-connectivity-options/aws-direct-connect.html
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6 B& SEHE 5 S5
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- £/ Terraform SEMIZEEIRE (1aC) TEXEEHLIPBRE , EBRR M
CloudFormation AfEE M4,

o MAMBIEWEIR RS |, UBBREF I EENERL,
- T EERESH  LENTHEHLEER,

BRNBREEE
FRNBEEEN TP SRARRRA BN ERBREIREXRER,
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« RIFIRS R B B AR (SLOs) M LR TE SURM, ATRENRE.
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- BREGEHEZBNEREENTRENEE | UETREBRFZ,

- HNTRNBRTERE , FIEABN LBZF , BAEETE SRS E

- EHFENTEEREE , URBRSEAXENTRIE,
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BRERARAAEN FAREARANBENEEEXEE,
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« EARADERERRETEEN, NRAEFIHEHRFERE,
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https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_permissions_least_privileges.html
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EKS S8 F N Z RS T |, Tracing BEUWE, LB ATMCERNER , BHNBERRANERESZSRE
HOIEA A M, LIhEERTEEBIIE T R IEHY Amazon EKS MBI RSITH . R BIRSH B 0t 2R 5]
B, BRABREREMTHERR end-to-endW AT R4, NTTEBR T RES A XRENERM, BTN
ERS O RIBER S , #1758 Amazon EKS TR PRI AR B HE,

Amazon EKS R BRIRERSSIIEEREDB THRETH, ALERARSERCNARFHITREME,
R4, RERIIBEIEE 7 Amazon EKS IR A RVIRER AN RS AT 447 14,

AWS X-Ray EREFEAXECHNARFNHEEFAEEEEEA, BESIREERSRENE/NSE ,
oIE -

« FREENCBRZATHARENTARRTEXEEZENLE, HiFRENTRENHMARS MAH
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- RFLERM\IARRERERSURNELRER, BINEMDNIRS < B R E |, EATRER
H IR B RE RIS, XEHEEE T AERSBIERELRNFERSHIRE , ARTHEIEAMRAL
T, BETHAXRERINNESEE , SR X-Ray XHEFHE Analytics #ZH AR E,

- HIREBEXTEPETHERENTRENBTERD . BYRERSRENERKER T #HHE DT
RERREBHIY , B EF R RMNAERF, XM LM% 7] SH B A EHIRVARA F R R EX K
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- BRFSHARBFANAREHTNREREBNERA ML AR, STUERERERFERRN CPU, A
FAMEERES , ATHRREER. SEREATHDESMEREEES  NMMRILEN EKS &
BHIRSMHREMEE, BXERIRE , $5H Amazon EKS XM EERMRENETHE,

- RAAFPRSAENTERANRAEAFEREXEE, BIRENIRIFREBESHNTERFRE ,
B LHERRENNAEF R, BUUHENKCBAFREN end-to-endI R E |, X B
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« API MXRXEMRTNARFHEMZESMMNE -4, BAILE API A O QS EREXTIMEE
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https://docs.aws.amazon.com/xray/latest/devguide/xray-console-servicemap.html
https://docs.aws.amazon.com/xray/latest/devguide/xray-console-analytics.html
https://docs.aws.amazon.com/xray/latest/devguide/xray-concepts.html#xray-concepts-traces
https://docs.aws.amazon.com/eks/latest/userguide/eks-observe.html
https://docs.aws.amazon.com/xray/latest/devguide/xray-sdk.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/apigateway-xray.html
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.
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Managed Grafana , AEMitb 2 T REREIE. BEXEZEL , H5H X-Ray XBETWEDTEH &
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ZN I Ea
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EHATF Amazon EKS WEERITE
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AWS RS

AWS X-Ray: &R0 HRERFEAR
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M E A= @& CloudWatch , 7] B IRERE AWS RS BiF i T8k,

AWS K 1THX OpenTelemetry : %5 — AT XL MEAESR

Distro for OpenTelemetry R EATZRENARFNLZS, £ E AWSE X IFN KT,
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https://docs.aws.amazon.com/xray/latest/devguide/xray-console-sampling.html
https://docs.aws.amazon.com/eks/latest/userguide/opentelemetry.html
https://docs.aws.amazon.com/eks/latest/userguide/opentelemetry.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/Working-with-log-groups-and-streams.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/Working-with-log-groups-and-streams.html
https://docs.aws.amazon.com/xray/latest/devguide/xray-console-analytics.html
https://docs.aws.amazon.com/xray/latest/devguide/xray-console-analytics.html
https://docs.aws.amazon.com/xray/latest/devguide/aws-xray.html
https://aws-otel.github.io/
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ITRZNESREBERT SEEHEEBRT RN ZREME,

 Jaeger : FIRZ ANERF A
Jaeger BN AN L T XEABREESHEMWREIIRE. ©EBYFMANRSKB X RATILRER

KRR TR, Jaeger WRHET NS AT BEMIZI , IBFEME#EER , BEEATXK
FHE Amazon EKS &, &F Jaeger for EKS B &

« Grafana Tempo : /AR IBER

Tempo = Grafana Labs I RAF R , AR XNIER R ERTFM# UK 5 Prometheus 8RRV TCL4E 5
Ko HAFRENRERBEHELURE Grafana WREEKFEHES B LA Grafana #{TAIHL1L
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AT2HEIE TREERBERENEETEBNBEAR |, ZREAE58E Amazon EKS RAET
Kubernetes BRI FA T2 /5 B9 A W0 22 14 R U FE HEBR o

- REHEF  RENAEFOREERXNNAARSNEEMHRETRNRER, WXBEREXHESH
RER  ENBIONA#E, FARBBRENRFEULCEET. BXIES , 55 AWS X-Ray X
R R e SR AL
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B, BXEZEE , B OpenTelemetry W 3T,

- BIFEEE  LHELNREDNERR , LFEHEEEKANTRUEER, EIHEBHBTERT
RHNEHRER , MEFPBBHNRERE. EXEZEE , H5H “BE" 3XEFH “ CloudWatch H
£ PR E X CloudWatch BESEREH,

o MREMRAL  MMEMECRETSE  UEAREEINNARFEENE R, FRASRNEANZTS
WERFPDIERE N, BXEZER , S X-Ray XEFHEE AWS X-Ray FHFEF.
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-OpenTelemetry-Sections.html
https://www.jaegertracing.io/
https://www.jaegertracing.io/docs/latest/operator/
https://grafana.com/docs/tempo/latest/
https://docs.aws.amazon.com/xray/latest/devguide/xray-console-sampling.html
https://aws-otel.github.io/docs/getting-started/collector
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/Working-with-log-groups-and-streams.html#SttingLogRetention
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/Working-with-log-groups-and-streams.html#SttingLogRetention
https://docs.aws.amazon.com/xray/latest/devguide/xray-daemon-configuration.html
https://docs.aws.amazon.com/xray/latest/devguide/security.html
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https://docs.aws.amazon.com/eks/latest/best-practices/introduction.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/ContainerInsights.html
https://docs.aws.amazon.com/prometheus/
https://docs.aws.amazon.com/grafana/latest/userguide/what-is-Amazon-Managed-Service-Grafana.html
https://docs.aws.amazon.com/xray/latest/devguide/xray-services-adot.html
https://docs.aws.amazon.com/whitepapers/latest/big-data-analytics-options/elasticsearch.html
https://aws.amazon.com/blogs/containers/amazon-eks-enhances-kubernetes-control-plane-observability/
https://aws.amazon.com/blogs/mt/automating-metrics-collection-on-amazon-eks-with-amazon-managed-service-for-prometheus-managed-scrapers/
https://aws.amazon.com/blogs/infrastructure-and-automation/automate-monitoring-for-your-amazon-eks-cluster-using-cloudwatch-container-insights/
https://aws.amazon.com/blogs/mt/enhancing-observability-with-a-managed-monitoring-solution-for-amazon-eks/
https://opentelemetry.io/
https://prometheus.io/docs/introduction/overview/
https://docs.fluentbit.io/
https://kubernetes.io/docs/tasks/debug/
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https://docs.aws.amazon.com/prescriptive-guidance/latest/amazon-eks-observability-best-practices/amazon-eks-observability-best-practices.rss
https://docs.aws.amazon.com/prescriptive-guidance/latest/amazon-eks-observability-best-practices/logging.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/amazon-eks-observability-best-practices/logging.html
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