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https://docs.aws.amazon.com/cdk/v2/guide/bootstrapping.html
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https://github.com/awslabs/autonomous-driving-data-framework/blob/main/docs/deployment_guide.md
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://github.com/awslabs/autonomous-driving-data-framework
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Il AWS responsibility
“Security of the AWS Cloud”

» Software security, including compute, storage, database, and networking

* Hardware security for the AWS global infrastructure, including AWS Regions, Availability
Zones, and edge locations

ADDF core team responsibility

“Security-hardened framework on an as-is basis, as stated in Apache License 2.0”

e Periodic security reviews of releases

 Baseline security features

e Security-hardened default modules*

e Security-hardened deployment and orchestration framework

ADDF user responsibility

“Secure setup, development, customization, and operation”

* General AWS account responsibilities:
o Security controls and checks (directive, detective, preventive, and responsive)
o Multi-account architecture
o Networking design
o Identity and access management

e ADDF responsibilities:

o ADDF setup

o ADDF customization

o ADDF module development
o ADDF operations

o ADDF updates

* Excluding any modules in the ADDF fmodulesfdemo-only/ folder. Those modules exist only for proof-of-concept purposes and didn’t receive security hardening.

AWS EF

AWS AERFEITHREAFIERSHNEMEEN AWS Cloud , HIAWS S EFEEXREL . ZE A
ZRHHAIZ1T AWS Cloud BRFHVBEH, B4, MEMIRIEARK.

ADDF 80 H A TR fE

#RHE A pache License 2.0 () , ADDF & OHERAERFAZ N EM LR T — N EEFZLHE
%8, GitHubADDF #/ANEBA ST EA T T4E

AWS Z=E1E 8


https://aws.amazon.com/compliance/shared-responsibility-model/
https://github.com/awslabs/autonomous-driving-data-framework/blob/main/LICENSE
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- EENBRAHTRETFE

- ELRLYEE

- Security-hardened ERIAEIR ( XFB¥E/modules/demo-only /XK AMEMER, XLEHR
RATHSRIERN , TESRLE. )

« Security-hardened ZPE FMmIPEIELR

XEZEREMGER T GitHub FHFEFRHENVER  TERTEMERAREEN.. X2HEMHE ADDF
B | modules/demo-only/ X#KHH) ADDF BIRERI . ZXH4KFH) ADDF BRRAKREZT T2 i
B FNHETLEFHAEREAESHRBAZRPBENRET, SEXERRENTRTIREIE ,
AR EMMEN 2B EE X R MERRE,

® Note

ADDF 7 — MERIRFEH R T, IEHN Apache ¥ ATIE 2.0 (GitHub) AR , B EIS
EMIBR. BRI AITH ADDF T2 , RIEEREFERALANBERTLER,

ADDF AF&=1E

RENZRLHFNIRE. BENTNERAE ADDF 8f , ADDF REBERFT RL£LH. ADDF AFRNUTA
HNZ2 NIRRT :
o —f% AWS I/ BRTR :
- REFHNRE (B, TN, TRBSERINE R )
« Multi-account 2%
- MRt
+ ldentity and access management
« ADDF-specific BR3% :
- ADDF RE
- ADDF BEX
- ADDF #3RIT X
- ADDF #&1E
- ADDF E#f

ADDF AP &R{E 9


https://github.com/awslabs/autonomous-driving-data-framework/blob/main/LICENSE
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General AWS K =T

£ $1E 11 ADDF-related BRI BEIHR 281 AWS 1K , AWS K RiARIEAWS Well-Architected 4E
ERNSRESERHTEE, XTHEESHE. UM, MpENmEERSES, BRZEIEF M ER
R, U HIEAZeEAREYN, RAANKBAERSZETEESM. HRNBRMINZEHER, B
F, REERAEBEFSHENTNEZXEARLE,

ADDF-specific T{F
Z41% & ADDF

ADDF A FPHIR{EMA T1R1E ADDF XX ADDF # TR SRE., RATEZIEIEIRR ADDF &5
 ( GitHub ) FHEBABTIRIE, BXRLRE ADDF WEZEE |, BSH EEH ADDF 2
R IRE,

Z4 HEN ADDF

MRS ADDF #& U IAE ( B2 CodeSeeder SeedFarmer, #1 ADDF #& /O E3R ) HITEHEN , W
ADDF AAFNiXEEHAEBLHTE, BXEZER , B5H BEN ADDF HEERKD,

R4 I & ADDF &R

ADDF AP 3i{EfH ADDF SEHNEMEE L ER A £ TIE, sk , ADDF A Rixt ADDF-supplied
ERWEMARBESRRAE, BXEZEL , 528 £ ADDF h4RE B E VIER,

Z L EHMIE/E ADDF

BEEERMNER , ADDF 2R F ML £ E . ADDF AFAEREENRERHE GitHub fF&ER
B, AKHLZ2HIE1T ADDF, BXEZER , F2 0/ EE5E ADDF, EE#TLZE® T, ADDF
B M FH.
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https://aws.amazon.com/architecture/well-architected/
https://aws.amazon.com/architecture/well-architected/
https://github.com/awslabs/autonomous-driving-data-framework/blob/main/docs/deployment_guide.md
https://github.com/awslabs/autonomous-driving-data-framework/blob/main/docs/deployment_guide.md
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ADDF Z£HERE

B BRHIEELR (ADDF ) EHENRDER T REM, EALXRRHZE , AWS Xt ADDF #1777
NFHALELFE , BRTAAECRANZERE, BE AWS URTREX B ZERNFE LTS
TEMH T TE

EHRITEEFE AWS

ADDF HFTEH awslabs GitHub AR K, AWS AWS EFIXZALRHHNRBRITEINFHLL™H
B URBEABZHRIEZEM., BIE AWS BR , AWS THREAXRZLHTFEMR, HENFMATEN
8. Wi, AWS FRHEMABXADDFEIARFITRE, TF , FANERANLLRELRIHE
BHEEREZMEEN RS,

@ Note
ADDF fERNERE ‘BRI HEM LR , THHEEMATIBRNERIEZYS, , SFEETRR
F Apache License 2.0 () PRI AN, RN, BEHEMRER THEBWHNEMEARSEE
o GitHub& N B4TX ADDF #{TR£TN , RUIHREHFEREALNBERLER , EW
Apache ¥ HiE 2.0 FHEMNBE , ZETARAEFEARENH 2 K ADDF FESHM | Hi&iE
B 1ZAF AIE T A9 4T 0 AN PRAE R B E AT XLBS

HRE £ EMTT M

ADDF 2—MRIE , SMABAUMETER. RIMNBEMEASNBCHERRITREFE , Fk
FHELERNEMRERE, NREERBHPRUARE , FEMFBZERTEH (ADDF X1 ) FRYE
o

EH#TEZEHTFE AWS 11


https://github.com/awslabs/autonomous-driving-data-framework/blob/main/LICENSE
https://github.com/awslabs/autonomous-driving-data-framework/blob/main/LICENSE
https://github.com/awslabs/autonomous-driving-data-framework/blob/main/LICENSE
https://github.com/awslabs/autonomous-driving-data-framework/blob/main/CONTRIBUTING.md#security-issue-notifications
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ADDF AEZ£IhEE

B ERHIEELSR (ADDF ) EESHANEZ S, RIANBERT , XEIEEEERBERUZEE
B OHABHRANFEELNELZEER,

UTRAEBEZEINEE :

 ADDF #ERA{ M HIKXE

- Emtighe BN

- laC B3I REeRE

- MEENZENRER AWS CDK BEAE
* Least-privilege R EBE ST AR R IR

. BIEINE

« {8 Secrets Manager 124 Z il

+ SeedFarmer My &£ % & CodeSeeder

o XENPRID R AWS CodeBuild B & & CodeSeeder
« AWS ZIK/ R

« Least-privilege Z Ik~ I ENR

ADDF &L Y SR IK IR

RENRERFHITESAMENRENBENZERESE. BXEZER , BSRNAZENENR,
ADDF-provided BIREE KRB BBEN BT RP ™R EB/BRKENREN , DR :

« 7 ADDF R4 K EIFTE AWS Identity and Access Management (IAM) REEERE B ZAHIFMEN R
RANR,

« AWS kS RBREFENRENEENEZFAL ., ADDF-provided BHRAXGE 45 E A 5 FHE /Y AR S5 M
ARSSThRE,

Bt i e B

ADDF £ —MEZR , AT ADDF #3REEJ N EMREENE (1aC ) . 1aC HERT FHHBILE |
BB THIUEFHIIRTRESHVERNEESE IR,

ADDF 3R (T HY S AKX R 12


https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
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ADDF EREREMAELMN laC ERKEHENIBEEIR, XSFETRT :

* AWS Cloud Development Kit (AWS CDK)
* AWS CloudFormation

» Hashicorp Terraform

IERBMERTER laC BERREETRER , RIEEER ADDF REEEAT,

ADDF #ERE AR ERIA laC R 2. AWS CDK AWS CDK B—MHEN KW SRR , RRAUATE
REEH M HE L AWS BRo AWS CDK BUIABR T , EQH N ZMIRSZ N7 RBHIXE T ZE2KRE
Kik. BEEM AWS CDK |, AI AR ELZ £E B4R IRHIX K.

laC B R RE
FFIR odk-nag SRARFE (GitHub) B MREI ADDF &, lXARFLEHNBEET AWS CDK Ky ADDF

BERRENE—MANRLLHRELRK, cdk-nag KA T EAE AN N DR N MR E &R FEKEN
KB, BRANNZEIRNESZESR , 535 cdk-nag AN (). GitHub

B E Y HREXEFRE AWS CDK SEEAE

ADDF /" iZ{#fH T AWS CDK v2, EZE A ADDF AWS IkF 5|15 %l, AWS CDKEXEZEER |
%28 Bootstrapping ( AWS CDK 3% )

RIAERT , FiF AT AdministratorAccess AWS IEE KAE AWS CDK 2 B4 TS| S K F 62 AWS
CDK SBAE, HAEMNEERcdk-[CDK_QUALIFIER]-cfn-exec-role-[AWS_ACCOUNT_ID]-
[REGION]., AWS CDK AWS IikF #ERHBEUEN—ZH0 , FRLARSRESNERSISERFF
AWS CDK .

BIEFRALMNELZELER , AdninistratorAccess REEAIBEN TR, ¥ERN AWS CDK 5| &35
W—E5 , BAUUREEEEELKEAMNR, BLER --cloudformation-execution-
policies ZHBEBIMENNKEBEFHSISK, , RENEKK, EXELER , FSHBEENS]
5 (AWS CDK X8 )

(® Note

ttZ£haEH 3F ADDF FisH , BEATHIIEERRANEAILIRS ADDF SiENEARZ S
o

laC B ZE2RE 13


https://docs.aws.amazon.com/cdk/v2/guide/home.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/Welcome.html
https://www.terraform.io/
https://github.com/cdklabs/cdk-nag/blob/main/README.md
https://github.com/cdklabs/cdk-nag/blob/main/RULES.md#awssolutions
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