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PAN, AWS X{ZBFXH 1SO 9564-1 X 0, 1. 3 M 4, AES ZHEERN 4, ERIEHFE
#® PIN BrY , EEREEA ATE HBHEN PIN B8R,

POI

EF & (POl) h2EE5HER (POS) ER A , BEFASZRE MR E X HEENEAR
&. POI {— M RAIRERLEHTYLS, HXRTINEN PCI PTS POl Ki#FI% , #i5H PCI
Mk,

PSN

PAN 512 (PSN) B— A% , BT X% EAMRE PAN 2178 5%k,
NEE

EAIEXHED (RSA, ECC) i, 2ARLALBANNLIHARI D . MBFAEENALEE
AAUAEADRETEN L E-RERANARTENBZRENR G, N THFEERRE , LBEEH
ATRIEXSR,

IREH

ERFEX RS ( RSA, ECC) B , RARLMEANNALRAN, RERHATHZHENCIE
BFrER, EXNHAWS XN FBFZHARXEL , FAHA HSM Z26lE. XERHNE HSM V5 X
TrESR P EE | FENELEMNEZERATFER RN ER,

PVV

PIN RiEE (PVV) 2 —fmEHmdE , THATEREM SR ER TRIES #, REXE—1
BARIE , B AWS XNHZBENESRT , PVWRIEVisas]ABA PVWEH %, X4 PV 2—7
MBI T  HEaAR TS, FBFIS, FBAEH PIN RIEFH. ERIEME , Payment
CryptographyZE A FERAR ZHIBEEFCIEPVV , HHHEHES AWS AWS X ZEBEEFFHNES
RHTHER. X## , CEBS EXRUT MBEBRFR MAC,

RSA Wrap/Unwrap

RSA wrap £ R IEXNMBRARIEXNME (Hl0 TDES B4 ) |, UEAGI S -1 RS, REER
ALELANRES EEBRRABFMBNHEH, M , RSA BIFREMMBEFER RSA i
BNER , AR ZBEAMABZIAHEF, AWS RSAwrap B—RIRBREZPNER G =, EF
UEARBAERER , 8 TEAREANARBRATEE. NEREARMRGEBRERBEREHN
*ERETIREZL,

TR-34 hEAEBEM RSA , BEER—MEMPENX , THEEF,

HpR1E 9


https://www.pcisecuritystandards.org/
https://www.pcisecuritystandards.org/

AWS X [t RAriEmE

TR-31

TR-31 (IEXENH ANSIX9 TR 31 ) B—MZARKENX , BEXEEFRFEMDS (ANSI) EX , X

BFESZABERSHERNBEENPENREE M. TR-31 ZHARKNENL T —HEZHAXREKN
RREM , UEFNCINEe6E -8, AWS IZEBZRAREMEA TR-31 FrE{L RIBRBFRIERN
ZHOEMBFLAIR. TR-31 24 ANSI B8, X9.143-2022

TR-34

TR-34 2 ANSI B3R X9.24-2 |, B T —FEAIEXTEAR ( flil RSA ) ZE& 0 KN EH
( #120 3DES M AES ) i, AWS XNZIBEFEANRTEZLSANSHER TR-34 B5 %

X9.143

X9.143 B—RBARER , mERERILDS ANS) EX , AT XRER —BELEH R R
BAXREN. BEABAEN T —A5BAXBNRREY  UESTNASE—8. AWS X
N R TALE X9.143 FAL R ERBREBNTAIENTAME. X0.143 MR T 28
WTRI1RE  REEASHEAT , SNEAENENRRN  MAREEETUERER.

MR RS

AWS Key Management Service

AWS ZHEERS (AWS KMS) B —THRE RS , AILERMeI2MEH A TR BIENNEE
. AWS KMS EREMHZLER (HSMs) KR M IEER AWS KMS 4R,

AWS CloudHSM

AWS CloudHSM £ AWS =N EFIREHEZANERE HSM £4l, AWS CloudHSM T LA H &
FhinZRTheE |, BluNelZ4A. BIEZB N MEMBEZEIE,

RREZEER

« ETH AWS INZBZHFEANRENES  BSRAWS IHZEZHS,
. Bx AWS Z{IBBESIER APl WEE | BSHEAWS A ZRBIZGIEHR APl S,
« BX AWS X HZBBEHIEER AP HEER |, HSHAWS XA MEHAHIEFE APl &,

- BXAZXNEBFUAEAZEZNRT AWSAWS INEBZEANFARARER | BSAMEF
WES.

HEXRES 10


https://webstore.ansi.org/standards/ascx9/ansix91432022
https://aws.amazon.com/kms/
https://aws.amazon.com/cloudhsm/
https://docs.aws.amazon.com/payment-cryptography/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/payment-cryptography/latest/DataAPIReference/Welcome.html

AWS X BB RAriEmE

f 483515 == AWS Payment Cryptography

EPURTEH N ERE AWS Payment Cryptography , A AEA LT & , BIRS A O RH URL, AWS
HHEFEIEGNGSITIES AWS X3 RIFERH Ziﬁt?iﬁﬂﬁﬁﬁﬂﬁxﬂ’ﬁﬁké@%ﬁ,@ :
HEBELEERNRBIXLE, VDER , BALUAN APl FRIEEFEMNLET =,

122 11 T A s <

XEEaH XE I R Y
EZEARIZ us-east-2 controlplane.payment-cryptography.us-east-2.a  HTTPS
( Ex%E mazonaws.com
M) HTTPS
controlplane.payment-cryptography.us-east-2.a
pi.aws

EZEZAREZ us-east-1 controlplane.payment-cryptography.us-east-1.a  HTTPS

(#HFRE mazonaws.com
WMk HTTPS
) controlplane.payment-cryptography.us-east-1.a

pi.aws

EZEPEEZ us-west-2 controlplane.payment-cryptography.us-west-2.a  HTTPS

( BEKX mazonaws.com
M) HTTPS

controlplane.payment-cryptography.us-west-2.a
pi.aws

JEM (FF  af-south-  controlplane.payment-cryptography.af-south-1.  HTTPS

B3 ) 1 amazonaws.com
HTTPS

controlplane.payment-cryptography.af-south-1.
api.aws

WAMX  ap-south- controlplane.payment-cryptography.ap-south-2.  HTTPS
(BB 2 amazonaws.com

B ) HTTPS

controlplane.payment-cryptography.ap-south-2.
api.aws
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X1 & 75

0 A #h X
&=3X )

U A 3 (X
( RER )

T A X
( ®rhn
)

U K X
(BR)

D A 3 [X
(FR)

mEX
(&)

X5

ap-south-
1

ap-northe
ast-3

ap-
southe
ast-1

ap-
southe
ast-2

ap-northe
ast-1

ca-centra
[-1

Lol
i J=Y

controlplane.payment-cryptography.ap-south-1.

amazonaws.com

controlplane.payment-cryptography.ap-south-1.

api.aws

controlplane.payment-cryptography.ap-
northeast-3.amazonaws.com

controlplane.payment-cryptography.ap-
northeast-3.api.aws

controlplane.payment-cryptography.ap-
southeast-1.amazonaws.com

controlplane.payment-cryptography.ap-
southeast-1.api.aws

controlplane.payment-cryptography.ap-
southeast-2.amazonaws.com

controlplane.payment-cryptography.ap-
southeast-2.api.aws

controlplane.payment-cryptography.ap-
northeast-1.amazonaws.com

controlplane.payment-cryptography.ap-
northeast-1.api.aws

controlplane.payment-cryptography.ca-central-
1.amazonaws.com

controlplane.payment-cryptography.ca-central-
1.api.aws

%
HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

R HE R R



RAriEmE

AWS X %1%
XHEH X R p2e
BMi#X  eu-centra  controlplane.payment-cryptography.eu-central- HTTPS
(FE=ZRm 11 1.amazonaws.com
=) HTTPS
controlplane.payment-cryptography.eu-central-
1.api.aws
MMibX  eu- controlplane.payment-cryptography.eu-west-1.a  HTTPS
( ZER west-1 mazonaws.com
=) HTTPS
controlplane.payment-cryptography.eu-west-1.a
pi.aws
ROt X  eu- controlplane.payment-cryptography.eu-west-2.a  HTTPS
(83 )  west-2 mazonaws.com
HTTPS
controlplane.payment-cryptography.eu-west-2.a
pi.aws
ROM#hX  eu- controlplane.payment-cryptography.eu-west-3.a HTTPS
(EB2E)  west-3 mazonaws.com
HTTPS
controlplane.payment-cryptography.eu-west-3.a
pi.aws
EE) sa-east-1  controlplane.payment-cryptography.sa-east-1.a  HTTPS
( R mazonaws.com
B ) HTTPS
controlplane.payment-cryptography.sa-east-1.a
pi.aws

R HE R R
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BdE E AR i S

X1 & #5

KERER
(B
M)

EERER
(FERE
2 4k
&)

XERELR
(BN
M)

JEM (FF
BEH)

I A 3 [X
(BEH
E)

TP A 3 (X
(&%)

X5

us-east-2

us-east-1

us-west-2

af-south-

1

ap-south-

ap-south-
1

Lol
i J=Y

dataplane.payment-cryptography.us-ea
st-2.amazonaws.com

dataplane.payment-cryptography.us-east-2.api.
aws

dataplane.payment-cryptography.us-ea
st-1.amazonaws.com

dataplane.payment-cryptography.us-east-1.api.
aws

dataplane.payment-cryptography.us-we
st-2.amazonaws.com

dataplane.payment-cryptography.us-west-2.api.

aws

dataplane.payment-cryptography.af-so
uth-1.amazonaws.com

dataplane.payment-cryptography.af-south-1.api
.aws

dataplane.payment-cryptography.ap-so
uth-2.amazonaws.com

dataplane.payment-cryptography.ap-so
uth-2.api.aws

dataplane.payment-cryptography.ap-so
uth-1.amazonaws.com

dataplane.payment-cryptography.ap-so
uth-1.api.aws

i
HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

BiRE AR R
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X1 & 75

0 A 3 (X
( RER )

T A i X
( % hn
%)

U K X
(BR)

NI A X
(FH)

&KX
(FER)

BRI 3t (X
(E=R
12 )

X5

ap-northe
ast-3

ap-
southe
ast-1

ap-
southe
ast-2

ap-northe
ast-1

ca-centra
[-1

eu-centra
[-1

Lol
i J=Y

dataplane.payment-cryptography.ap-no
rtheast-3.amazonaws.com

dataplane.payment-cryptography.ap-no
rtheast-3.api.aws

dataplane.payment-cryptography.ap-so
utheast-1.amazonaws.com

dataplane.payment-cryptography.ap-so
utheast-1.api.aws

dataplane.payment-cryptography.ap-so
utheast-2.amazonaws.com

dataplane.payment-cryptography.ap-so
utheast-2.api.aws

dataplane.payment-cryptography.ap-no
rtheast-1.amazonaws.com

dataplane.payment-cryptography.ap-no
rtheast-1.api.aws

dataplane.payment-cryptography.ca-central-1.a
mazonaws.com

dataplane.payment-cryptography.ca-central-1.a
pi.aws

dataplane.payment-cryptography.eu-central-1.a
mazonaws.com

dataplane.payment-cryptography.eu-central-1.a
pi.aws

i
HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS
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X1 & 75

XM X
( R

=)

BR M 3t (X
(fe3)

e I
(BR)

EE)
( ER
Z)

X5

eu-
west-1

eu-
west-2

eu-
west-3

sa-east-1

Lol
i J=Y

dataplane.payment-cryptography.eu-we
st-1.amazonaws.com

dataplane.payment-cryptography.eu-west-1.api.

aws

dataplane.payment-cryptography.eu-we
st-2.amazonaws.com

dataplane.payment-cryptography.eu-west-2.api.

aws

dataplane.payment-cryptography.eu-we
st-3.amazonaws.com

dataplane.payment-cryptography.eu-west-3.api.

aws

dataplane.payment-cryptography.sa-ea
st-1.amazonaws.com

dataplane.payment-cryptography.sa-east-1.api.

aws

i
HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

BiRE AR R
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AWS ZFZEZF Al]

EFBRER AWS XANE , FEAZTEVNERY  ARESNBREREATI. ATHERHT
4 X AT generating/verifying CVV2 ENZHNE LA, EXHEMRAHIERR AWS FHEBEE
X, BEHUTAWS ZAZBZFFELIMNBERMNGRFTE GitHub

FYEHE|SEUERNEBAHEAZBANTHNRRE, 2fF , MIRETBEERH , N LLFEMR
B, NERBANEREH.

/A Warning
ARAFEETNRAIATRERRGE. RIMNBNBUAEEESHNEPERFSE , FINRHA
F3l5,
£}
- BEREH

« ST’ 1 . SIEZH

- |2 FRABHER CVV2 E

- S| RIICHESR2 FERNE
- 4% HITAMENR

- B5%: (k) B

TR
ELTFR2B | BIR -

- BERHRIZES. BXEZER , HZH IAM policy,.

« MERE AWS CLI, BB aUMEHRAWS SDKsHAWS APIsifEl AWS R\ | EARHKER I
BAEH. AWS CLI

SB 1 SRR

FE-SROUB-NEBEH. EAHES , BFCE - A TERMEKIE CVV/ ER CVK XKE 3DES
(2KEY TDES) #4%1. CVV2

TR 17


https://catalog.us-east-1.prod.workshops.aws/workshops/b85843d4-a5e4-40fc-9a96-de0a99312a4b/en-US
https://github.com/aws-samples/samples-for-payment-cryptography-service
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://aws.amazon.com/developer/tools/
https://docs.aws.amazon.com/payment-cryptography/latest/APIReference/Welcome.html

AWS X [t RAriEmE

$ aws payment-cryptography create-key --exportable --key-attributes
KeyAlgorithm=TDES_2KEY, KeyUsage=TR31_CO_CARD_VERIFICATION_KEY,KeyClass=SYMMETRIC_KEY,KeyModesC

MNLEEERSH , DIEELBEAMN ARN LR ZHREM (KCV).

"Key": {
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
tqvSyijbwtxx64pi",
"KeyAttributes": {
"KeyUsage": "TR31_CO_CARD_VERIFICATION_KEY",
"KeyClass": "SYMMETRIC_KEY",
"KeyAlgorithm": "TDES_2KEY",
"KeyModesOfUse": {
"Encrypt": false,
"Decrypt": false,
"Wrap": false,
"Unwrap": false,
"Generate": true,
"Sign": false,
"Verify": true,
"DeriveKey": false,
"NoRestrictions": false

+
"KeyCheckValue": "CADDA1l",

"KeyCheckValueAlgorithm": "ANSI_X9_24",

"Enabled": true,

"Exportable": true,

"KeyState": "CREATE_COMPLETE",

"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"CreateTimestamp": "2023-06-05T06:41:46.648000-07:00",
"UsageStartTimestamp": "2023-06-05T06:41:46.626000-07:00"

BEEERRZHM KeyArn , B0 : arn:aws:payment-cryptography:us-east-2:111122223333:key/
tqvbyijewixx64pi. BEEE T —FTHITIZEE,

S 2 FRRALER CVV2 H
FEU ST | SSERSR 1 PB4 CVV2 AATENPANEIH B AR — .

S|2: FEAFPER CVV2 HE 18
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RAriEmE

$ aws payment-cryptography-data generate-card-validation-data \
--key-identifier arn:aws:payment-cryptography:us-east-2:111122223333:key/
tqvSyij6wtxx64pi \
--primary-account-number=171234567890123 \
--generation-attributes CardVerificationValue2={CardExpiryDate=0123}

"CardDataGenerationKeyCheckValue": "CADDAl",

"CardDataGenerationKeyIdentifier": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/tqv5yijbwtxx64pi",

"CardDataType": "CARD_VERIFICATION_VALUE_2",

"CardDataValue": "144"

= cardDataValue , EA&BIF R 3 UEF 144, BEELE T —SHRITIZIRE,

TERI:RIUICTETER 2 PERWE
FEERBIAR | BNERAESER 1 FRIENFHARIE CVV2 RBSE 2 19,
BITUT SR EIE CVV2,

$ aws payment-cryptography-data verify-card-validation-data \
--key-identifier arn:aws:payment-cryptography:us-east-2:111122223333:key/
tqvbhyij6wtxx64pi \
--primary-account-number=171234567890123 \
--verification-attributes CardVerificationValue2={CardExpiryDate=0123} \
--validation-data 144

{

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
tqv5Syijbwtxx64pi”,

"KeyCheckValue": "CADDA1"
}

ZARSIRE 200 B HTTP iR , RAREERWIE CVV2,

SR3: WIECESR 2 PERWE



AWS X} BB FAF 5
845 HITAENE

FEHFZRD , SFIE-ARAENR , Hp CVW2 FEBETERIE. B2 CVW2 FAESEKR1
BIENBRARRIEFEBAZER, N, MRFFAEEKS@A T HIR CVW2 AR |, NXEFH
R4

$ aws payment-cryptography-data verify-card-validation-data \
--key-identifier arn:aws:payment-cryptography:us-east-2:111122223333:key/
tqvbhyij6wtxx64pi \
--primary-account-number=171234567890123 \
--verification-attributes CardVerificationValue2={CardExpiryDate=0123} \
--validation-data 999

Card validation data verification failed.

ZBRSSIR[E 400 B9 HTTP MR | SHERNEAFRIFHRBEBRITAK , BEERAN
INVALID_VALIDATION DATA.

E5% . (H&)IBR

W, BALMREEDSR 1 FRENEZER. AEARELERDS T ARENER , BRIAZRHAMBRE S
t X,

$ aws payment-cryptography delete-key \
--key-identifier=arn:aws:payment-cryptography:us-east-2:111122223333:key/
tqv5yij6wtxx64pi

"Key": {
"CreateTimestamp": "2022-10-27T08:27:51.795000-07:00",
"DeletePendingTimestamp": "2022-11-03T13:37:12.114000-07:00",
"Enabled": true,
"Exportable": true,
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
tqv5Syijbwtxx64pi",
"KeyAttributes": {
"KeyAlgorithm": "TDES_3KEY",
"KeyClass": "SYMMETRIC_KEY",
"KeyModesOfUse": {

B4 % #ATRAMEN IR 20
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"Decrypt": true,
"DeriveKey": false,
"Encrypt": true,
"Generate": false,
"NoRestrictions": false,
"Sign": false,
"Unwrap": true,
"Verify": false,
"Wrap": true
I
"KeyUsage": "TR31_CO@_CARD_VERIFICATION_KEY"
I
"KeyCheckValue": "CADDA1l",
"KeyCheckValueAlgorithm": "ANSI_X9_24",
"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"KeyState": "DELETE_PENDING",
"UsageStartTimestamp": "2022-10-27T08:27:51.753000-07:00"

[}

BFEERETIHNFENEZR. BRIMERT , deletePendingTimestamp RE N KKKt XK. keyState
XE DELETE_PENDING. #&7]LATETE M BRAY 8] 2 BT Ay 4E{AT At B @ @A restore-key BUEBLH

B5% . (Wk)FER 21


https://docs.aws.amazon.com/cli/latest/reference/payment-cryptography/restore-key.html

AWS X [t RAriEmE

BERH
B REM AWS A% |, FeIZ AWS X IEZH,

AN ABUNAEBNMNEGARPUENEESM AWS XNBBHMAXE, ZFFINMLE, EFN
WEBES , URIARICER. CIERANEUREASEARR,

AWS X EZEBFRAR —PXBERF. MRETEES N0 XMk FERALENZHR AWS X ,
AT BAUS A Multi-Region B4R EHl | X AT UL 2 #FZAM B M T HIEE HE AWS X5 £7EF—
N AWS 7 XMtk P RIEENZAM BN THE. ZHEHFHIR Multi-Region BN T X%
(PRK) , EARABZAEEEINNERER. EFHNBHBRNEAXEEZHA (RRK) , €= PRKHY
RiREIA, EM1%ERE Multi-Region ZEARERAZESR , UXRIAXRATAME, RERENEREENIR
it B 7o

=

F

&

2
- BH
- BERNEA B

- £ AWS XN ZIBEFHH

B%
&5

B%
&5

- Bk %24A
- SANSHER
- EARE

- I
. fRidE
© THAWS RNEBRHANXRELE

B E 2 4H

&R LAE R CreateKey APl R{EGIZ AWS XY MEE, CIRZHAN  FEEEHENBRATE, BH
RZE. ATHNREURZARE TS HEEM. 212 AWS NRMBRAR , B EERNXLERE M.

elkedeanss 22
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® Note
WMREZAT Multi-Region Z4AEH] , AWS Ik ¥ BEZBIR T ARMEZS , WiZFHEE
R EXFHE (PRK). BIERRIECreateKey@ S HIEE--replication-regions%
¥, B8 H PRK, BXEZER , HSH Multi-Region ZHAEFIM THEFRE,

Al

. 42 3KEY TDES EAliR4E 547

. JBIE—A 2KEY TDES F4H CVV/CVV2
« 8/ HMAC %47

. BIEE AES-256 48

- BIZ PIN M3 %48 (PEK)

- BIBIEX (RSA) Z4A

- 82 PIN RiF{E (PVV) %47

- BIEIEXHF ECC Z4A

12 3KEY TDES &k 4 % 4A
Example

tERHeIE — 4 3KEY TDES AR , ZEAREHFBNXERE (HXBEMN ) MEEEE ( HH
K ) Xifl, WNIFEERSH. FLBEAN Amazon BIREF (ARN) MEAREE (KCV).

$ aws payment-cryptography create-key --exportable --key-attributes \
"KeyUsage=TR31_B0@_BASE_DERIVATION_KEY, \
KeyClass=SYMMETRIC_KEY,KeyAlgoxithm=TDES_3KEY, \
KeyModesOfUse={NoRestrictions=truel}" \
--replication-regions us-east-2 --region us-west-2

LN

IlKeyll : {
"CreateTimestamp": "2022-10-26T16:04:11.642000-07:00",
"Enabled": true,
"Exportable": true,

B2 3KEY TDES E#tiiik4 %4 23
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"KeyArn": "FE23D3",
"KeyAttributes": {
"KeyAlgorithm": "TDES_3KEY",
"KeyClass": "SYMMETRIC_KEY",
"KeyModesOfUse": {
"Decrypt": false,
"DeriveKey": true,
"Encrypt": false,
"Generate": false,
"NoRestrictions": false,
"Sign": false,
"Unwrap": false,
"Verify": true,
"Wrap": false
},
"KeyUsage": "TR31_BO_BASE_DERIVATION_KEY"
},
"KeyCheckValue": "FE23D3",
"KeyCheckValueAlgorithm": "ANSI_X9_24",
"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"KeyState": "CREATE_COMPLETE",
"UsageStartTimestamp": "2022-10-26T16:04:11.559000-07:00"

#72 3KEY TDES EitiR4E 248 24
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RAriEmE

N elE—1 2KEY TDES %43 CVV/CVV2

Example

SR TERMEIE CVV/CVV2{ER 2KEY TDES 240, N AFEFERSH. BLBAMN
Amazon #RBF (ARN) MR EE (KCV).

$ aws payment-cryptography create-key --exportable --key-attributes

KeyAlgorithm=TDES_2KEY, \
KeyUsage=TR31_CO_CARD_VERIFICATION_KEY,KeyClass=SYMMETRIC_KEY, \
KeyModesOfUse="'{Generate=true,Verify=true}'

LN

"Key": {
"CreateTimestamp": "2022-10-26T16:04:11.642000-07:00",
"Enabled": true,
"Exportable": true,
"KeyArn": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/7f7g4spf3xcklhzu",
"KeyAttributes": {
"KeyAlgorithm": "TDES_2KEY",
"KeyClass": "SYMMETRIC_KEY",
"KeyModesOfUse": {
"Decrypt": false,
"DeriveKey": false,
"Encrypt": false,
"Generate": true,
"NoRestrictions": false,
"Sign": false,
"Unwrap": false,
"Verify": true,
"Wrap": false
3,
"KeyUsage": "TR31_CO_CARD_VERIFICATION_KEY"
3,
"KeyCheckValue": "AEA5CD",
"KeyCheckValueAlgorithm": "ANSI_X9_24",
"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"KeyState": "CREATE_COMPLETE",
"UsageStartTimestamp": "2022-10-26T16:04:11.559000-07:00"

42— 2KEY TDES %47 CVV/CVV2
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212 HMAC 48

Example

HMAC Z4A R TERBRIIBRFZEEFHRIEB (HMAC), XF HMAC B4 , BHL A EE A ER
it B (B30 HMAC_SHA224 #1 HMAC_SHA512 ) , # BT S,

$ aws payment-cryptography create-key --exportable --key-attributes
KeyAlgorithm=HMAC_SHA512,KeyUsage=TR31_M7_HMAC_KEY,KeyClass=SYMMETRIC_KEY, KeyModesOfUse="{Gene
= true,Verify = true}'

LN

"Key": {

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/gqnobl51lghrzunce6",
"KeyAttributes": {

"KeyUsage": "TR31_M7_HMAC_KEY",

"KeyClass": "SYMMETRIC_KEY",

"KeyAlgorithm": "HMAC_SHA512",

"KeyModesOfUse": {

"Encrypt": false,

"Decrypt": false,

"Wrap": false,

"Unwrap": false,

"Generate": true,

"Sign": false,

"Verify": true,

"DeriveKey": false,

"NoRestrictions": false

}

b,

"KeyCheckValue": "2976E7",

"KeyCheckValueAlgorithm": "HMAC",

"Enabled": true,

"Exportable": true,

"KeyState": "CREATE_COMPLETE",

"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"CreateTimestamp": "2025-07-30T10:06:12.142000-07:00",
"UsageStartTimestamp": "2025-07-30T10:06:12.128000-07:00"
}
}

122 HMAC %4A 26



AWS X [t RAriEmE

2% AES-256

Example

a2 A THRIFEMZENE R AES-256 X E . AES BANBMBHBERHABANNE , BF A
TRAREBUNZFFABENEHRES , B2 TDES EERTRFHMAS , flm EMV,

$ aws payment-cryptography create-key --exportable --key-attributes
KeyAlgorithm=AES_256,KeyUsage=TR31_DO_SYMMETRIC_DATA_ENCRYPTION_KEY,KeyClass=SYMMETRIC_KEY, Key

R
{
"Key": {

"CreateTimestamp": "2025-02-02T10:15:30.142000-08:00",
"Enabled": true,
"Exportable": true,
"KeyArn": "arn:aws:payment-cryptography:us-east-1:111122223333:key/
kwapwabgaifllw2h",
"KeyAttributes": {
"KeyAlgorithm": "AES_256",
"KeyClass": "SYMMETRIC_KEY",
"KeyModesOfUse": {
"Decrypt": true,
"DeriveKey": false,
"Encrypt": true,
"Generate": false,
"NoRestrictions": false,
"Sign": false,
"Unwrap": true,
"Verify": false,
"Wrap": true
3,
"KeyUsage": "TR31_DO_SYMMETRIC_DATA_ENCRYPTION_KEY"
3,
"KeyCheckValue": "2976F5",
"KeyCheckValueAlgorithm": "CMAC",
"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"KeyState": "CREATE_COMPLETE",
"UsageStartTimestamp": "2025-02-02T10:15:30.128000-08:00"
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2% PIN & %4 (PEK)

Example

TSt A T INE PIN ER 3KEY TDES #47 , BERELNEREMER |, pin BEAHBALZ
AES, ERIEHE (FIMERSF ) , BAUFEARZALLFMH PIN REZ PIN, 0N IIFEFR
S8, BEFERAK ARN F KCV,

$ aws payment-cryptography create-key --exportable --key-attributes \
KeyAlgorithm=TDES_3KEY,KeyUsage=TR31_PO_PIN_ENCRYPTION_KEY, \

KeyClass=SYMMETRIC_KEY,KeyModesOfUse="'{Encrypt=true,Decrypt=true,Wrap=true,Unwrap=true}'
R

{
"Key": {
"CreateTimestamp": "2022-10-27T08:27:51.795000-07:00",
"Enabled": true,
"Exportable": true,
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
iviSksfsuplneuyt",
"KeyAttributes": {
"KeyAlgorithm": "TDES_3KEY",
"KeyClass": "SYMMETRIC_KEY",
"KeyModesOfUse": {
"Decrypt": true,
"DeriveKey": false,
"Encrypt": true,
"Generate": false,
"NoRestrictions": false,
"Sign": false,
"Unwrap": true,
"Verify": false,
"Wrap": true
3,
"KeyUsage": "TR31_PQ_PIN_ENCRYPTION_KEY"
3,
"KeyCheckValue": "7CC9E2",
"KeyCheckValueAlgorithm": "ANSI_X9_24",
"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"KeyState": "CREATE_COMPLETE",
"UsageStartTimestamp": "2022-10-27T08:27:51.753000-07:00"

A2 PIN =4 (PEK) 28
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BIZZIEXI R (RSA) #4A

Example

BB ER — N IEXN M RSA 2048 AN, ERBIE—NNFAARE RN L, EAIUE
F ge t PublicCertificate APl 8 &2\ 4H.

$ aws payment-cryptography create-key --exportable \
--key-attributes
KeyAlgorithm=RSA_2048,KeyUsage=TR31_D1_ASYMMETRIC_KEY_FOR_DATA_ENCRYPTION, \
KeyClass=ASYMMETRIC_KEY_PAIR,KeyModesOfUse="'{Encrypt=true,
Decrypt=True,Wrap=True,Unwrap=True}'

LN

{
"Key": {
"CreateTimestamp": "2022-11-15T11:15:42.358000-08:00",
"Enabled": true,
"Exportable": true,
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
nsq2i3mbg6sn775f",
"KeyAttributes": {
"KeyAlgorithm": "RSA_2048",
"KeyClass": "ASYMMETRIC_KEY_PAIR",
"KeyModesOfUse": {
"Decrypt": true,
"DeriveKey": false,
"Encrypt": true,
"Generate": false,
"NoRestrictions": false,
"Sign": false,
"Unwrap": true,
"Verify": false,
"Wrap": true
3,
"KeyUsage": "TR31_D1_ASYMMETRIC_KEY_FOR_DATA_ENCRYPTION"
3,
"KeyCheckValue": "4QAD487F",
"KeyCheckValueAlgorithm": "SHA-1",
"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"KeyState": "CREATE_COMPLETE",
"UsageStartTimestamp": "2022-11-15T11:15:42.182000-08:00"
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RAriEmE

£/ PIN BiE{E (PVV) Z4

Example

WS eIZATER PVV EH 3KEY TDES %4, SrAMERLZRBER PVV , ZPVAILLEREFIT

BEH® PVV #ITHE, MNBIEERSHK. BEEHAN ARN f KCV,

$ aws payment-cryptography create-key --exportable \

--key-attributes KeyAlgorithm=TDES_3KEY,KeyUsage=TR31_V2_VISA_PIN_VERIFICATION_KEY,

\

KeyClass=SYMMETRIC_KEY,KeyModesOfUse="'{Generate=true,Verify=truel}'

LN

IlKeyll : {

"CreateTimestamp": "2022-10-27T10:22:59.668000-07:00",

"Enabled": true,
"Exportable": true,
"KeyArn": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/37y2tsl45p5zjbh2",
"KeyAttributes": {
"KeyAlgorithm": "TDES_3KEY",
"KeyClass": "SYMMETRIC_KEY",
"KeyModesOfUse": {
"Decrypt": false,
"DeriveKey": false,
"Encrypt": false,
"Generate": true,
"NoRestrictions": false,
"Sign": false,
"Unwrap": false,
"Verify": true,
"Wrap": false
3,

"KeyUsage": "TR31_V2_VISA_PIN_VERIFICATION_KEY"

1,

"KeyCheckValue": "7F2363",
"KeyCheckValueAlgorithm": "ANSI_X9_24",
"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"KeyState": "CREATE_COMPLETE",

"UsageStartTimestamp": "2022-10-27T10:22:59.614000-07

100"

8% PIN RiE{E (PVV) %47
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BIZZIEXI TR ECC EHH

Exampl
Jtt’l%%r‘)éﬁi ECC Z4AXt , ATFENF Z BRI ECDH ( #8E #i 4k Diffie-Hellman ) 243, £
ECDH , & 54K EBECH ECC Z4xt , HHIEHFHAR K3 MEARRX X, REH®R L. RE,
M5 A EHSHFAANMB SN AN AREY RENIREZHA,
ANTREINDNEZAN —XEEARL , RMNBUFTENRECCEANEERTZHAR |, flA
ECDHESAMENZ A,
$ aws payment-cryptography create-key --exportable \
--key-attributes

KeyAlgorithm=ECC_NIST_P256,KeyUsage=TR31_K3_ASYMMETRIC_KEY_FOR_KEY_AGREEMENT, \
KeyClass=ASYMMETRIC_KEY_PAIR,KeyModesOfUse='{DexriveKey=true}'

R
{

"Key": {
"CreateTimestamp": "2024-10-17T01:31:55.908000+00:00",
"Enabled": true,
"Exportable": true,
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
wc3rjsssguhxtilv",
"KeyAttributes": {
"KeyAlgorithm": "ECC_NIST_P256",
"KeyClass": "ASYMMETRIC_KEY_PAIR",
"KeyModesOfUse": {
"Decrypt": false,
"DeriveKey": true,
"Encrypt": false,
"Generate": false,
"NoRestrictions": false,
"Sign": false,
"Unwrap": false,
"Verify": false,
"Wrap": false
3,
"KeyUsage": "TR31_K3_ASYMMETRIC_KEY_FOR_KEY_AGREEMENT"
3,
"KeyCheckValue": "7E34F19F",
"KeyCheckValueAlgorithm": "SHA-1",
"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"KeyState": "CREATE_COMPLETE",
"UsageStartTimestamp": "2024-10-17T01:31:55.866000+00:00"
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5| i 2 4

{5 A 1ZListKeys#R fEIREUE A IK P M b (X AT (48 15 B By B4R Bl 3R o

Example

$ aws payment-cryptography list-keys

1 R
{
"Keys":
{

L

"CreateTimestamp": "2022-10-12T10:58:28.920000-07:00",

"Enabled": false,
"Exportable": true,
"KeyArn": "arn:aws:payment-cryptography:us-

east-2:111122223333:key/37y2tsl45p5zjbh2",

"KeyAttributes": {
"KeyAlgorithm": "TDES_3KEY",
"KeyClass": "SYMMETRIC_KEY",
"KeyModesOfUse": {
"Decrypt": true,
"DeriveKey": false,
"Encrypt": true,
"Generate": false,
"NoRestrictions": false,
"Sign": false,
"Unwrap": true,
"Verify": false,
"Wrap": true
b,
"KeyUsage": "TR31_P1_PIN_GENERATION_KEY"
b,
"KeyCheckValue": "7F2363",
"KeyCheckValueAlgorithm": "ANSI_X9_24",
"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"KeyState": "CREATE_COMPLETE",
"UsageStopTimestamp": "2022-10-27T14:19:42.488000-07

100"

B HH 22 4R

32



AWS X [t RAriEmE

BRMER &4

BRLERANEMBS A AWS XA NEZEZR. BREREHRERUNLTERARS. IREZEATED
28 WEEHBAZERA 2 , ZRAREERATEMMNEZERE. Start/stop EAGTILEIERN ,
HEBWEEHTHRERAAEEERABER. SHRALERTE timestamp 28 , FEX ( FHH
FILER ) RENEFREK.

HTARMBRARGNNES THOE | HIER AWS XMZEZRARLEMER AWS SRMBHAE
Z2MEBERLTZE , GEEERIMNTAZERERYE, WREEEZEERER AWS IAMEZ |, EEFH
ZR , ABRERTHERZBHARMNEZNEZLIE

F&

- FIREAER

- FIEEHAER

Tt s #Z HA fE A
BB RBHEAT EERBELTNERE. NREAREA , WTLELLRERELTA, BF

EtUsageStartTimestampfF &R REZEH AL TF became/will SERNRS. X TESANTHE , XF2
B, MRTESE0E , N2k,

BRMER =48 33
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Example

HIRGlF , BERERABAUERAER, BNFEEXREE , AABARSERBRN true, XMFR
BRIEDI RBAWMNIN R

$ aws payment-cryptography start-key-usage --key-identifier "arn:aws:payment-
cryptography:us-east-2:111122223333:key/alsuwfxug3pgy6xh"

"Key": {
"CreateTimestamp": "2022-10-12T10:58:28.920000-07:00",
"Enabled": true,
"Exportable": true,
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
alsuwfxug3pgy6éxh",
"KeyAttributes": {
"KeyAlgorithm": "TDES_3KEY",
"KeyClass": "SYMMETRIC_KEY",
"KeyModesOfUse": {
"Decrypt": true,
"DeriveKey": false,
"Encrypt": true,
"Generate": false,
"NoRestrictions": false,
"Sign": false,
"Unwrap": true,
"Verify": false,
"Wrap": true
3,
"KeyUsage": "TR31_P1_PIN_GENERATION_KEY"
3,
"KeyCheckValue": "369D",
"KeyCheckValueAlgorithm": "ANSI_X9_24",
"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"KeyState": "CREATE_COMPLETE",
"UsageStartTimestamp": "2022-10-27T14:09:59.468000-07:00"

FIaZAER 34
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FILRAEH

MREABHEERBNA , WML ERZEA UG L — SN MERE, BLBRETEKAX
M, RSB A FEARBUE ZRE. SEAUNNERRENGRER. ZF
EtUsageStopTimestampF RSB EA M4 became/will ZEA,
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Example

HURHI , EREFRELEARHR, NITH , RIEEBITRBAEAENSH , BNZEATEE
ThEgE BNIEEAFE  HEBAKRSERRN false, XFRREIRBFHINXT R,

$ aws payment-cryptography stop-key-usage --key-identifier "arn:aws:payment-
cryptography:us-east-2:111122223333:key/alsuwfxug3pgy6xh"

"Key": {
"CreateTimestamp": "2022-10-12T10:58:28.920000-07:00",
"Enabled": false,
"Exportable": true,
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
alsuwfxug3pgy6éxh",
"KeyAttributes": {
"KeyAlgorithm": "TDES_3KEY",
"KeyClass": "SYMMETRIC_KEY",
"KeyModesOfUse": {
"Decrypt": true,
"DeriveKey": false,
"Encrypt": true,
"Generate": false,
"NoRestrictions": false,
"Sign": false,
"Unwrap": true,
"Verify": false,
"Wrap": true
3,
"KeyUsage": "TR31_P1_PIN_GENERATION_KEY"
3,
"KeyCheckValue": "369D",
"KeyCheckValueAlgorithm": "ANSI_X9_24",
"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"KeyState": "CREATE_COMPLETE",
"UsageStopTimestamp": "2022-10-27T14:09:59.468000-07:00"
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AWS ZHEBY A
B AWS X HEBFH45HA

AWS Payment Cryptograph Multi-Region y XHZHEH , AFELLMFERBEMEE AWS IS
ZRZANZAMBANTEED? £2E— AWS 72X AWS XiF kP FH— MRS N0 XK,

RN £ KA (PRK) , MARFARAEEHONBIOR , M PRK HEIZE X534
(RRK) BT AF&BHMBRE, AWS Ki -

Multi-Region %240 & $l#y 4k

THEHMBRT Multi-Region %48 & Hl#y — L 574k,

- ERWMIEES T AMNARERF-P AWS ayment Cryptography R &L BFA 0 % , FHLE AWS X
B EFENEERHVNES BRI AR FEAHZS N,

- BHAMNRLREFEA-BEE Multi-Region HE S| , BRI HL RIS , N AWS X 5%
AT A, MBRREER

- REAMBEMAM-BIAXFZRARTENZARAR , ENFREPTLIET FEFXEFAFER, 4
PRK XEREMIIEE LT , RRK AT LARER AR,

Multi-Region %47 & Hl#Y TERIE

B i Multi-Region Z4A & #I/5 , P AWS ayment Cryptography R 2 £ F40 2 KW &5 Z4A
BRTHFEEFE AWS X BIEENEIR, NEEXGRATHEE (HlNRABE. RENEH)
MWEX2 B3 EH 2 EAXEHER,

PR&I R E S

BUR 2 — % Multi-Region X888 & HIFR S M EZEE I,

o SBBIN— AWS XI5 SAFER XA INEZRA B AL hEe.

- WMRNBEAT A AWS X, N5 AEIZNAE AWS IR R AR EH 2B ERN R
. AWS XEEHXENENBARRANEXEER, T2AxEHLXEPNIAERHA. BT
LATE Multi-Region ZAR 31N FHVHE AWS X BRABRAZHAEH.

- B AWS XiF AJREE B M — M Multi-Region B FliRE.
- Z4AH Multi-Region E#IZE LT AWS Xig Multi-Region Z4AE H1iRE.
- BIRXEHEATEEE N EH R H ML AWS XiF,

EHEH 37
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* Multi-Region Z4AE I A TN XA MEZZR |, SIMN=FRFEINEIRE (3DES). ERMERHE
(AES) 1 Hash-based:H B 51 iE#E (HMAC),

o IEXNMZAINBEZLT X Multi-Region SAE Fl,

- BIAREFEARIREZER, NEXFRANMEERHTNA TRAXEHA.

- IXBHBAETASELASEIERXFER —H.

- NRMEBZAREEAMEBER AWS 2 XM -3 1TEH,

- BlIARXEEAT AL AWS IKF FHR AWS FREBFRH.

- EXERANBAXERAEAARNZARRR | XEETUIE IAM KigFEIHRER ARN 5|
PANEH

o BB RIA AWS XI5 fCreateKeyXBRFBERK I E #l,

/8 A Multi-Region Z4A & #l
BRI LUBE AT A RN AWS [FRINE Multi-Region #4018 AR EH,

1. AWS XiF : B A Multi-Region ZAEH AWS X /5 , A TEEGCIENAMETREHR, 7S
ENFBBARHE —BHEH.

2. BE AWS XN FEH | LA LUEEEANE Multi-Region HARVZHAEH , ATSSIMERANZ
#lo

/2 A Multi-Region S4B E 15 | BN EMBBIFEHE AWS Ki5 IS EH B4,

/A Important
Multi-Region ZEAEHITLLEF. BRESE , ZNEZHEEHEFE AWS XiF BIEEN R
%8, Multi-Region ATEAN4FE 4 AWS XiF HAARMBZAZEAZAES . BXANEXE
HEAP B IR AWS X5 157 & HIl X 15 = 6E Ml BR 8l 4= X 15 2 4R
HE , LA LME PRK LA StopKeyUsageAP stop-key-usagel 5 CLI fa 53R Z L E
PRK fFTEXBEKH RRK, BFTTEEMBRERFERAIXLR, F£A StopKeyUsage API
stop-key-usage CLI Tf S F&EF LN EH PRK B AR FEE Multi-Region Z4A & #l,

EBaI LAB A A GetDefaultKeyReplicationRegions API B C get-default-key-replication-
regions LI a5 AWS XiF k& Multi-Region 4§E AWS X MEZRNZHAEHIRE. BFAL
AP BER G HH AWS X (L EPHHHR RN EN PRK,

/B A Multi-Region 2435 %I 38


https://docs.aws.amazon.com/payment-cryptography/latest/APIReference/API_StopKeyUsage.html
https://docs.aws.amazon.com/cli/latest/reference/payment-cryptography/stop-key-usage.html

AWS X [t RAriEmE

F A LTI E B A Multi-Region Z48 & 41,

For AWS X1

- FERAUTHS AWS XiF H &I ER S A Multi-Region A EHl. ELRHIF , EEERY
(BZBEM ) MEEAEZ (REBX ) BAT Multi-Region Z4AE#], EFALSGT , HRRH
tsfitalicized placeholder textHIERNEEHCTHER,

aws payment-cryptography enable-default-key-replication-regions \
--replication-regions us-east-2 us-west-2

(@ Note

78 A Multi-Region A& #l AWS XiF B SEM[I:E P AWS ayment Cryptography
ZHNEFRE, BUUEZHARANNNERARSALLIIEE. REERAZE Multi-Region
REHIFECENBET AWS X &EAREESNHRE,

For specific AWS Payment Cryptography keys

. FAUTHSHABENZAIMNE Multi-Region Z4AEARBES, EUHREF , ZERE
(&ZBM ) BAT Multi-Region ZAE#l, EFEALGS , B Rl Sitalicized
placeholder texthMEBEBRNEBDHER.

aws payment-cryptography add-key-replication-regions \
--key-identifier arn:aws:payment-cryptography:us-

east-2:111122223333:key/kwapwabqaifllw2h \
--replication-regions us-east-2

HE , BULETELBEHIER AWS X haSE H TR GIZ S A Ik haE AV S B 24

® Note
ZHEHREMLET AWS X EHliRE,

/B A Multi-Region 2485 #| 39
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£ F Multi-Region 248 & #l

MREZ A Multi-Region Z4AE Hl , A L@ Adisable-default-key-replications}, remove-key-
replication-regions CLI &% , E4KHEURTF Multi-Region Z4AEHINERAFR. BEERERAN
ARN , FIEE AWS X1 LA Multi-Region B & #l,

EEEW
S HXEZANMBRRL R — B,

&R LAE A A GetDefaultKeyReplicationRegions API 5 C get-default-key-replication-
regions LI @5 AWS XiF kK& &E Multi-Region 4 E AWS X INFZRZANFRHEFNIRE,

FEALUTEEEZA Multi-Region Z48 & %1,
For AWS [X i3

- FRAUTHSER AWS XE SI8ER Multi-Region Z4E 4|, B RAIS  EERY
(BZBEM ) Z2A T Multi-Region B4 EHl. EFRALGS , BN RAGSitalicized
placeholder textFHIEBEBRANEBEESHEER,

aws payment-cryptography disable-default-key-replication-regions \
--replication-regions us-east-2

For specific AWS Payment Cryptography keys

- FAUTHSZABSEXMMNE Multi-Region ZANRAEH, EUHRGF , ZERE
(B MBM ) A Multi-Region ZAEHl. EFALSG S , B Rl Sitalicized
placeholder texthMEBEBRNEBDHER.

aws payment-cryptography remove-key-replication-regions \
--key-identifier arn:aws:payment-cryptography:us-

east-2:111122223333:key/kwapwabqgaifllw2h \
--replication-regions us-east-2

LZEETEM

BT XN RN Multi-Region ZHAEABAEHNNEZLEIESET. AXESER , F5H AWS %

fEEEREHRERXREK.

# A Multi-Region 2435 %I
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AWS 3 BB g
- REHAEZRHMF

- B IAM KR | FEERENRNRHEEA

« BEZERRAXEEZSR , RN ERIAERH.

RERE
AT 249 Multi-Region Z4A 8 #155 AWS X4 N 540 B & 5 F B 40 — Lo B SRR,

- BIfE Multi-Region Z4AE HIFIEEM A2 I AN T AWS XiF §Y , th EWREN R ARFHREE
7. MREFEHNE Multi-Region ZAEHIMBIT , ATLAER GetKeyAP| BT, &AL
A% ER4PAEHZEHAWS CloudTrail,

« WIRFREBFERBERE , UM — P XEHREERR AWS X 55— M.

EM

BEENEA AWS INFBRZCBNEIAXHRAMNE, XERARREARTE AWS X, BX&EH
MXNEZEBZEMEE , FSHAWS ZNEBENTEH,

M BR %2 4R

MER AWS XA IMBRZA LB BRBAM BN EZBRARKNAE THIE | BRIEE AWS INEBZF 25
BEZBANER , SN ZBANEATTHE. HRZEAE  ETRERZRAZFANBHRE X5
REZBEFLERE. AFHLHRETBERCAZAEAMENSIESTEEALBHAN , SN
HiBr. MRETHE , TAERFLEARS , MARFERER. REUEFEFBRXERAECERAN
24, W NEHEAZER , BRRFEGUUMEMRRENRSASHERE AWS SRNBEZR , &
MFEERE ZZH.

MR8 , NBARTBEEZF{. AWS Payment Cryptography FF# & CVV2 X#EH N &R
ENER , U TEEETMKANBMEREEFEEZR,

AWS Payment Cryptography KiZ T2l BRE T8k AWS KB ZR4R | BRIEEBI LT EMIBR |, 3
BRatESHe s,

BR 6 BTUT—MHENRE , B e 2% FEMER AWS SRMBEL
« TRTBEENRANBRAERERY

RIEEE 41


https://docs.aws.amazon.com/payment-cryptography/latest/APIReference/API_GetKey.html
https://docs.aws.amazon.com//awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://aws.amazon.com/payment-cryptography/pricing/

AWS X [t RAriEmE

« NTRGEELEF REAN AWS XA MBERAMRHEETTH

® Note

MRS AR BREH AWS IKF , MFE AWS RSN N RMEZEZR, EXAKSHE
B, BT ELHMIBR AWS XA EBER

AWS Payment Cryptography &1 &1 XM Bk AWS 3% {3 %388 2748 LA K SEBR I BR 32 14 22 58 ZR4A BT 1E
AWS ZHAWS CloudTrailB &R iExZ—1 %8,

{5 Multi-Region ZAE &), MIBRERN =X 4R (PRK) X INZEZ4A (PRK) B, B X 13 %347
(RRK) t23F BZhMIBR. Toi&1& PRK BREEMIBR RRK, MREMIKR RRK , MEEE XN PRK HEHIX

KX TSFFHIR

BT HERZARTAERN , Bk AWS INRBFEREFEEMREN 3 180 RzE. BRINNE
FHRIEX,

BR , EREFHRTAERS S LI A K 24 /at, EIREUMIB AWS 47300232 240 19 32BR B H#A
MestiE |, B GetKey B1E, BEHIE T X,

HEERFHE , AWS FRMNZAZARSMBAREH “SFMER"

® Note
FRIBREY AWS XA I Z4ATeE A TN ZE#R1E,

ESHFHERE , AWS Payment Cryptography £ MilBk AWS Xt =4A. HEIEMETEHEH AWS
XNEBFTBE,

ERSFHRBRVEDTRETEE AWS TAFBLEH. NRCESEENANBREES
§, TESSHRERNIEEONG. STRRERE , FELIEEHNG  FHBREH,
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Example

FER RGP, ERBIRZR. BRTEXANBAGEN , EERMIXNFZEEFHARSEETH N
DELETE_PENDING #1 delete PendingTimestamp &7~ 2 B 11 X1 il Bk 2248 A9 Bt 18] o

$ aws payment-cryptography delete-key \
--key-identifier arn:aws:payment-cryptography:us-
east-2:111122223333:key/kwapwabqaifllw2h

"Key": {
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
kwapwabgaifllw2h",
"KeyAttributes": {
"KeyUsage": "TR31_V2_VISA_PIN_VERIFICATION_KEY",
"KeyClass": "SYMMETRIC_KEY",
"KeyAlgorithm": "TDES_3KEY",
"KeyModesOfUse": {
"Encrypt": false,
"Decrypt": false,
"Wrap": false,
"Unwrap": false,
"Generate": true,
"Sign": false,
"Verify": true,
"DeriveKey": false,
"NoRestrictions": false

1,

"KeyCheckValue": "QA3674",

"KeyCheckValueAlgorithm": "ANSI_X9_24",

"Enabled": false,

"Exportable": true,

"KeyState": "DELETE_PENDING",

"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",

"CreateTimestamp": "2023-06-05T12:01:29.969000-07:00",
"UsageStopTimestamp": "2023-06-05T14:31:13.399000-07:00",
"DeletePendingTimestamp": "2023-06-12T14:58:32.865000-07:00"
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Example

LRl | FOEARBREECE. RBERE  BATTBRRBZINNBERER R, WEaEER
WZBER ; A, FMEXFEREER - KeyState fl deletePendingTimestamp. KeyState
IRE%F CREATE_COMPLETE H{E , A DeletePendingTimestamp #& R

$ aws payment-cryptography restore-key --key-identifier arn:aws:payment-
cryptography:us-east-2:111122223333:key/kwapwabqaifllw2h

"Key": {
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
kwapwabqaifllw2h",
"KeyAttributes": {
"KeyUsage": "TR31_V2_VISA_PIN_VERIFICATION_KEY",
"KeyClass": "SYMMETRIC_KEY",
"KeyAlgorithm": "TDES_3KEY",
"KeyModesOfUse": {
"Encrypt": false,
"Decrypt": false,
"Wrap": false,
"Unwrap": false,
"Generate": true,
"Sign": false,
"Verify": true,
"DeriveKey": false,
"NoRestrictions": false

.

"KeyCheckValue": "QA3674",

"KeyCheckValueAlgorithm": "ANSI_X9_24",

"Enabled": false,

"Exportable": true,

"KeyState": "CREATE_COMPLETE",

"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"CreateTimestamp": "2023-06-08T12:01:29.9695000-07:00",
"UsageStopTimestamp": "2023-06-08T14:31:13.399000-07:00"
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S AN H 24

BU AN E AR R RS A P AWS ayment Cryptography Z4AH HFHSHBIEMEERS R |, i
HSM, F&EFERSANSHIIGEERSEABIIRESR. BRIMNRITT AWS XFHBE , £HN
RACM B FHEHITHAEE  HEHERFSHAENES L, RIMNBUEAETRENSE FRHARGR
MARKRZAAHE., MBREEEHELTE paper key A , BRI SEN S IFBETHARG
AT BAfSE R 32 2R 4R X #R

REFARBURNEANE HIBEN I

PCl FERENREZABRES RATNERE. BRFHNEALE, BITPCHERS , XEE
RAREKREZN, ANHAE , ATFREIERANHEZANBESNEDEZRPNFH—H
Bo RINESEHIBFLENBENITHER , A LEBAZIRENBHANRT , MTFRAT.

TRERT XEFNHEZN. ERFHBANGRT ZENAS,

DI R

RiPHI%<  TDES TDES AES. AES. AES. RSA RSA RSA. ecc_| ecc_| ecc_| ;=
it

TDES_2KE" TR-3 TR-3 TR-3 TR-3 TR-3 TR-3 TR-3 TR-3 ECDI ECDI ECDI

TDES_3KE' X TR-3 TR-3 TR-3 TR-3 TR-3 TR-3 TR-3 ECDI ECDI ECDI
X:
%
&

AES_128 x X TR-3 TR-3 TR-3 X TR-3 TR-3 ECDI ECDI ECDI
x F F
% % %
BB £

AES_192 x X X TR-3 TR-3 X X X X ECDI ECDI
F F F F F* F F
% % % % % % %
B B B B B OB B
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FF- 15T
DRAR
fRIPH9%  TDES TDES AES. AES. AES. RSA RSA RSA_ ecc_| ecc_j ecc_| ;=
i3
AES_256 X X X X TR-3 X X X X X ECDI
& * ®* F & * F* F F
X X X % X %X ¥ X %

BXREZREE , FS K% D-PCI HSM #rEF EREREZN R/ MERBZRA DML,
ZHMEZEZH (KEK) ik

BATERWAER ANSI X9.24 TR-34 #rk, XFhHAZEAEB A UM H BEAMB RS (KEK), XiFE
A (ZMK) KX TR FEFHB (ZCMK), MRENREHAENHE TR-34 EAXEF , MR
RSA Wrap/Unwrap, MRS FERBIERER AES-256% 47 , M AT LAEA ECDH,

@ Note

ESALECHNRFRARERASIE HSM B |, 55 LM Payment Crypto AWS
graphy R, GitHub

TEZEA (WK) X

BAMERAITAFRAE ( ANSI X9.24 TR 31-2018 H X9.143 ) KX TIER4A, XEBERIREZKFERT
RSA Wrap TR-34, ECDH SELM B RRR T KEK, XFAE/E PCIPIN EXR |, BITAL IS

FRBAMBEERBENAERE. THEEASBRENEITERHE, RITATHFEEZS. BDKM
IPEK.

K
[

4u
>.x
i)
5

4u
EE
B
)

it
%
|.|.|,
i
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https://docs-prv.pcisecuritystandards.org/PTS/Derived%20Test%20Requirements/PCI_HSM_DTRs_v4.pdf
https://github.com/aws-samples/samples-for-payment-cryptography-service/tree/main/key-import-export
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S AEH

/A Important
TIFEESRIRAHR AWS CLI V2, EFFHZAl , FHAREEARBISZH R,

Bx
- SARHAREN
. SANHKER
s EAFENHERSAZ () TR-34
- FERAEXNTEAR (ECDH) §AHKH
s ERENMERSAREE (RSA Unwrap )
- EATMERYNBARRBAS ANHEN () TR-31
« SAIEXT (RSA, ECC)
« 5 A RSA %A
« § A ECC 4

¢

AZEAEN

B

4

(® Note
FA TR-31 EFARS AZ4AATF X9.143 , P TR-34 ayment Cryptography BESRE (EFR
/A ) EAAERE, AWS HM ( HMAC fe%HRE ) kAT INERE, KPRk ( R4
M KCV ) BETEALRE , TFoRE,

ERXGWNFRLFAN , BERARRBHRIMEY KEK), RE , WZANATRIPEEZH. £H
BFERN , TERATXFREAR (60 ECDH = RSA 8% TR-34 ) Xt KEK, FLEZR4ANERAI R
BEARBATRIER , TR-316lW, ZKEKWEAFHRE , HERERBEEERAEE XN NZHRE

FRILFEH— IR,

MRARG—FNZH , S SUERFEREN R REEIRZEZS , H10 BDK, AWS X H3
FREFENMRART &,

SAERHA 27



https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
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SFANIBEH

FEAENHERS AZA () TR-34
Key Encryption Key(KEK) Import Process

AWS Customer AWS Payment Cryptography Certificate Authority

<Get Import Parameters=

Public Certificate

Install Public Certificate on HSM

-
Generate Key Pair on HSM
-
-

Generate CSR on HSM

Sign CSR

[
< Certificate

<Import Signing Certificate=

Generate KEK on HSM

Export KEK using public key (TR-34) ;

<ImportKey>

AWS Customer AWS Payment Cryptography Certificate Authority

TR-34 £/ RSA SEXN FRMMBR AR N R AR T INBRME R IR ITRIR, X4 A AR EZHAIN
EE(ME ) MY (£8),

ESABCHEY , BESE LGitHubfy “ AWS ZIHBE ROITE . BXRIAMNEAF EIREL
import/export Z4AMHEE , JEXLEFE S LEFRHMNEE |, GitHubth AIASRIXLEFE AN AFERE.

1. BA DBRLSN &5

WA get-parameters-for-import A#BILEALE. Ltk APl AERS ANERER
XN, NBAHTEER , ARREIEBNERR, FALBAMEZEESHNZHR. TR-34AR
BRI, XEFA KRD P, XEUFHEA basebs 4ri5 , FanE , NATHEWN., RE
ZImportTokenfE,

$ aws payment-cryptography get-parameters-for-import \
--key-material-type TR34_KEY_BLOCK \
--wrapping-key-algorithm RSA_2048



https://github.com/aws-samples/samples-for-payment-cryptography-service/tree/main/key-import-export
https://github.com/aws-samples/samples-for-payment-cryptography-service/tree/main/key-import-export
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5.

{
"ImportToken": "import-token-bwxli6ocftypneu5",
"ParametersValidUntilTimestamp": 1698245002.065,
"WrappingKeyCertificateChain": "LS@tLS1CRUdJITiBDRVJUSUZJQ@FURS®O....",
"WrappingKeyCertificate": "LSQtLS1CRUdJITiBDRVJUSUZJQOFURSOtLS®O....",
"WrappingKeyAlgorithm": "RSA_2048"

}

ERARRE L LZENHIEH

WFRZHHSM , BFERE, NMESEETHR 1 PERNARIES , TEEAZERSEHE
. XWRESIFEEMIPE  NFBNTELSR 1 PHRIES , EFBURTF HSM,
ERRG LE K key pair 1 AWS X 42182124 4%

NEREFHANERRANTEYE , RiEH (BHAI2 KENH KDH ) WEHBHTZER, FHERLH
FH AP (X509) SARMS AWS BB E,

M HSM ffi B Het , iEE1Z HSM LeIBZHAN . HSM, B=FHEMZRNRS AWS 2F
CA AI LA RIUEH,

A KeyMaterialType & of RootCertificatePublicKey #l of WimportKey @ HFRIEH
INEE AWS ZAS B H
KeyUsageType » TR31_S0O_ASYMMETRIC_KEY_FOR_DIGITAL_SIGNATURE

X FAHENES , FHFERASTAE importKey of TrustedCertificatePublicKey #1 of
KeyMaterialType KeyUsageType KJ@n
©TR31_SO_ASYMMETRIC_KEY_FOR_DIGITAL_SIGNATURE, N Z/MNHENEBHESENIE. £
F#EKeyArnFRE—RSANERBENETES AT SRR A

(@ Note
FESAKHIESE, £ AR THRERZREHE.

MR 5E 5 H % 4A

% HSM X REBXRIEER TR-34 ABSHEHR. HPR 1 FHLAIEEN KRD ( INE )
iEH SR 3 FNRAEEN KDH ( X8 ) iEH. ES AZ P AWS ayment Cryptography , i&
SR RIEEN TR-34.2012 3F CMS RUBE KR , A LAFRN TR-34 Diebold 3,

LS A4
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# 8 of A Importkey API KeyMaterialType o TR34_KEY_BLOCKERA LR 3 S ANFE—1
CA B KeyArncertificate-authority-public-key-identifier , L% 4 FHHER
AMBIA Tkey-material , AP 3 FH FiE+H, signing-key-certificate@#ED
B1HNSATHE,

$ aws payment-cryptography import-key \
--key-material='{"Tr34KeyBlock": { \
"CertificateAuthorityPublicKeyIdentifiex": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/zabouwe3574jysdl", \
"ImportToken": "import-token-bwxli6ocftypneu5", \
"KeyBlockFoxrmat": "X9_TR34_2012", \
"SigningKeyCexrtificate":
"LSOtLS1CRUdITiBDRVIUSUZJQOFURSOtLSOtCk1JSUV2RENDQXFTZOF3SUJ...", \
"WrappedKeyBlock":
"308205A106092A864886F70D010702A08205923082058E020101310D300B0609608648016503040201308203.
\
3}

"Key": {
"CreateTimestamp": "2023-06-13T16:52:52.859000-04:00",
"Enabled": true,
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
ovbicy4ryasb4zcza",
"KeyAttributes": {
"KeyAlgorithm": "TDES_3KEY",
"KeyClass": "SYMMETRIC_KEY",
"KeyModesOfUse": {
"Decrypt": true,
"DeriveKey": false,
"Encrypt": true,
"Generate": false,
"NoRestrictions": false,
"Sign": false,
"Unwrap": true,
"Verify": false,
"Wrap": true
.
"KeyUsage": "TR31_K1_KEY_ENCRYPTION_KEY"
.
"KeyCheckValue": "CB94A2",
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"KeyCheckValueAlgorithm": "ANSI_X9_24",

"KeyOrigin": "EXTERNAL",

"KeyState": "CREATE_COMPLETE",

"UsageStartTimestamp": "2023-06-13T16:52:52.859000-04:00"

6. FEASANBRAHRTNZRFIEESA

MBS A KeyUsage #2 TR31_KO_KEY_ENCRYPTION_KEY , Tl & LA 455 FH 1tk B340 3t 47 /5 42 B4R
S A, TR3MMFEHAZARR (0 TR31_DO_SYMMETRIC_DATA_ENCRYPTION_KEY ) |
BRI EEERZZRAHITNERE,

£ AEXN AR (ECDH) § AZ4A
Using ECDH to import a key from a HSM

AWS Customer AWS Payment Cryptography HSM Certificate Authority
<Create Key> A
P coyhm for PARTYV KEYD) .
<Get Public Key Certificate(PARTYV_KEY1)> A
VR Certificate (CERT_PARTYV KEY1) . '
Install Public Certificate (CERT_KEY1) N
Generate ECC Key Pair (PARTYU_KEY1 :
Generate CSR ;
Sign CSR N
¢_________________________________9_9_”_”10_32‘EfP_E_H_LF_’E\B_TF_U___*‘EE_YU___________________________________'
<Ilmport Cert Chain= (PARTYU) N
Generate KEK on HSM g N
- Wrapped KeyAES KEVY) | '_
Derive key using ECDH (PARTYU_KEY1,CERT_KEY1) N
P Wrapped ECDH Key(AES KEY2) | . '_
Export key using (AES_KEY1,AES_KEY2 N
VI TRSipaylad | §
dnumnKeyumngECDH>(PAHTYV_KEYLCEHT_PAHTYU_KEY1]}
Derive AES_KEY2
R PR
Impert key using TR-31 :
P keyAm for AES KEYT .
AWS Customer AWS Payment Cryptography HSM Certificate Authority
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Elliptic Curve Diffie-Hellman (ECDH) f£f ECC IEXRMMBREARENR S ZEEBIALEZZH , £F
LR #Z4A, ECDH Z4AR IR MR , Bt AWS XA BBELRaEMEN], FHERED , F/H
ECDH § i — IR #KBPK/KEK, ZREZFASIEATEEELERMNWIERE , ZRPTERES
N KBPK, IPEK ZAE AR,

SAR, RERGEEHRHAVSG (KEF ) , AWS INBBEEMANERS (WA ).

(® Note
SR ECDH AT A T RIEMNMEZEARE , B R R 2L 8H AES-256 BN T %,

1. 4 ECC B4x

WHcreate-keyRiZIE A2 ECC key pair. It APl AEZEHRESARSFHERBHAXN, FEOIE
B, BIEESMAL ECC B LURE MM A4, £ ECDH it ( HE ) HivH4Art , BEFEA
{E, TR31_K1_KEY_BLOCK_PROTECTION_KEY

(@ Note

REKS ECDH 4K A A TE B PV REZ4A |, {8 P AWS ayment Cryptography 7
WERRATE-RERAEE  MMRH THTFZHENBENESFERAER.

$ aws payment-cryptography create-key --exportable --key-attributes
KeyAlgorithm=ECC_NIST_P256,KeyUsage=TR31_K3_ASYMMETRIC_KEY_FOR_KEY_AGREEMENT,KeyClass=ASY}
--derive-key-usage "TR31_K1_KEY_BLOCK_PROTECTION_KEY"

"Key": {
"KeyArn": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/wc3rjsssquhxtilv",
"KeyAttributes": {
"KeyUsage": "TR31_K3_ASYMMETRIC_KEY_FOR_KEY_AGREEMENT",
"KeyClass": "ASYMMETRIC_KEY_PAIR",
"KeyAlgorithm": "ECC_NIST_P256",
"KeyModesOfUse": {
"Encrypt": false,
"Decrypt": false,
"Wrap": false,
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"Unwrap": false,
"Generate": false,
"Sign": false,
"Verify": false,
"DeriveKey": true,
"NoRestrictions": false

.

"KeyCheckValue": "2432827F",

"KeyCheckValueAlgorithm": "CMAC",

"Enabled": true,

"Exportable": true,

"KeyState": "CREATE_COMPLETE",

"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"CreateTimestamp": "2025-03-28T22:03:41.087000-07:00",
"UsageStartTimestamp": "2025-03-28T22:03:41.068000-07:00"

2. FREVAHHIES

get-public-key-certificateBHBIZWHEIK,H X.509 WEPMENEEBH LA , ZIEH
TRATHEXEHN AWS X ME,

Example

$ aws payment-cryptography get-public-key-certificate \
--key-identifier arn:aws:payment-cryptography:us-
east-2:111122223333:key/wc3rjsssquhxtilv

"KeyCertificate": "LS@QtLS1CRUdAITi...",
"KeyCertificateChain": "LS@tLS1CRUdJT..."

3. EXGNFRELZEVHAIUEHR (UR)

WNFHZ HSM , BEERE. MBFEEIR 1 PERNLAHIES |, TREACSHEHR, X7
REEEBEMEPE , RENSTELSR 1 FHRIES , EEEBURT HSM. BXEZEE , BEREL
Y HSM 3214,

4. TERFRE EHER ECC key pair 7 AWS 3 {32773 12 HHIE 45

SAEH 53
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£ ECDH A, S &R —NMEHEX , ARLHBRAER —H. A THE AWS XAEBFIREER
H, EEEXZXNFHLAKINA X.509 24,

M HSM £ 4Rt |, B7E1Z HSM ESIBZBF . XN FXIFRBHRN HSM |, BRAFRLFELL
F, DO144K3EXQQEQQQQRIZEIE BT , BBEHESE HSM LERK CSR , ARG HSM, ==&
2 MRS AWS #A%F CA AL ERKIE$,

A7 KeyMaterialType & of RootCertificatePublicKey # of BimportKey &y [ RIE$H
gk ® AWS A Z
KeyUsageType o TR31_S0O_ASYMMETRIC_KEY_FOR_DIGITAL_SIGNATURE

FHENEPD , BEEATE importKey of TrustedCertificatePublicKey Hl of
KeyMaterialType KeyUsageType BYdn
©TR31_SO_ASYMMETRIC_KEY_FOR_DIGITAL_SIGNATURE, W ZANHEIEPEELERE, £
AfEKeyArnFBRE— XSG ANIEBERNEES ATSHE A

(® Note
FESAMHILES, £SABTHRERREHE,

5. # U % HSM Lf£E/A ECDH 3RER— R4 % 4R
W% HSM MR REGEXIFEA ECOH BYZH, FER 1 PHNLAEERNLSA , PR3 F
MBRAEENLA. BRAFRIRR , fIHRETE , HSH APl B/,

(® Note
BURHRBZRNRESHERLBLATLEE., BN , BFEXTRNZH,

6. MRRLGSHES

&5, EAE TR-31 S REAMNEHRASHE “ AWS XNFB%", & ECDH IREMNZHAE
EN KBPK, ESHHNZAAUREAEE TR-31 BERAEH TDES 5 AES 4 , BIREREE
ZHANBEELEESHNEHA 58,

7. FUS AR

£/ of A import-key API DiffieHellmanTr31KeyBlock, KeyMaterialType {£ A5
IHFSGANKE—1 CA W KeyArmn , G R 4 P HEZHAM B Akey-material T , FHE 3

S AR 54


https://docs.aws.amazon.com/payment-cryptography/latest/APIReference/API_ImportDiffieHellmanTr31KeyBlock.html
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certificate-authority-public-key-identifier FMIMHFIEB AT, public-key-
certificate@IEH T 1 PHIFAEA ARN,

$ aws payment-cryptography import-key \
--key-matexrial="{
"DiffieHellmanTr31KeyBlock": {

"CertificateAuthorityPublicKeyIdentifiexr": "arn:aws:payment-
cryptography:us-east-2:111122223333:key/swseahwtq20j6zi5",

"DerivationData": {

"SharedInformation": "1234567890"

},

"DexriveKeyAlgorithm": "AES_256",

"KeyDerivationFunction": "NIST_SP800",

"KeyDerivationHashAlgoxrithm": "SHA_256",

"PrivateKeylIdentifier": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/wc3rjsssqguhxtilv"”,
"PublicKeyCertificate™":
"LSOtLS1CRUdAITiBDRVIUSUZIQOFURSOtLSOtCk1ISUN....",
"WrappedKeyBlock":
"DO112K1TBOOEOOOOD6O3CCASACB71517906600FF8FOF195A38776A7190A0EF0024F088A5342DB98E2735084A7
}
}l
{
"Key": {

"CreateTimestamp": "2025-03-13T16:52:52.859000-04:00",
"Enabled": true,
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
ovbicy4ryas4zcza",
"KeyAttributes": {
"KeyAlgorithm": "TDES_3KEY",
"KeyClass": "SYMMETRIC_KEY",
"KeyModesOfUse": {
"Decrypt": true,
"DeriveKey": false,
"Encrypt": true,
"Generate": false,
"NoRestrictions": false,
"Sign": false,
"Unwrap": true,
"Verify": false,
"Wrap": true




AWS X [t RAriEmE

},
"KeyUsage": "TR31_K1_KEY_ENCRYPTION_KEY"
},
"KeyCheckValue": "CB94A2",
"KeyCheckValueAlgorithm": "ANSI_X9_24",
"KeyOrigin": "EXTERNAL",
"KeyState": "CREATE_COMPLETE",
"UsageStartTimestamp": "2025-03-13T16:52:52.859000-04:00"
}
}

8. HEASANBARTMBRFIEESA

MRS A KeyUsage 12 TR31_KO_KEY_ENCRYPTION_KEY , Tl & LA FA 1t B34 3t 7 S 4 354
B A, TR FHABALER (it TR31_DO_SYMMETRIC_DATA_ENCRYPTION_KEY ) |,
B B EE R ZZ AT MBRE,

EAENHBEAR S AZE ( RSA Unwrap )

Bk : AWS ZFFEIBEXHEF RSA 7 TR-34 A AJ4THf wrap/unwrap #t{T#Z £ #k, bl TR-34 , iX

AR RSA EXNMHMBRMNZENMFZRUHITRIEE. B2, E2TENR TR-34 , LkAEEEILE
REFNBREAHITZER, I, XFh RSA HEFAREEZERHIBRPREFZHATHENTEM

HAETSERHAR,

(® Note
AL EA RSA HEXS AS S TDES M%4H, AES-128

1. A MBS ®5

8 F get-parameters-for-import A# 81t S A&

FEKEY_CRYPTOGRAM, KeyMaterialTypeRSA_2048F F X #: TDES #
fAwWrappingKeyAlgorithmAJfEf . RSA_40967EX#: TDES = AES-128 AR E
FARSA_30728, Lt APl AEPAS AERZRXN , FAUMPRNBHAHTELR , FIREERFIES
R, FRALBAMZESHNZH, XETEPREEN , RATHEN,

$ aws payment-cryptography get-parameters-for-import \
--key-material-type KEY_CRYPTOGRAM \
--wrapping-key-algoxrithm RSA_4096
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"ImportToken": "import-token-bwxli6ocftypneu5",
"ParametersValidUntilTimestamp": 1698245002.065,
"WrappingKeyCertificateChain": "LS@tLS1CRUdJITiBDRVJUSUZJQ@FURS®O....",
"WrappingKeyCertificate": "LSQtLS1CRUdJITiBDRVJUSUZJQOFURSOtLS®O....",
"WrappingKeyAlgorithm": "RSA_4096"

}

2. ERARRELLZFEAHIUS

FWFHFZ HSM , BEELRE, NMFEHEELTER 1 PERNWLHKIED (and/orEBIEH ) | FHEFE
TS HH%HA,

3. MNERSGSHEHR

H % HSM X REHZIFEHA RSA HESHEFH, FPR 1 PHLXAEE

RMBUE$H (WrappingKeyCertificate), MRBEEETHE , BEHA fro
WrappingKeyCertificateChain m £¥¢ 1. M HSM S HZ4ART , FHEXIEEN RSA |, EXR
I = PKCS #1v2.2 OAEP ( f£H SHA 256 = SHA 512 ) ,

4. 3TEiE import-key

£/ of @M import-key APl KeyMaterial, KeyMaterialTypefREELHRE 1 ImportToken
FHFLSER 3 Fikey-material ( BEREFNBHAME ) . BREZHSH (HINBHAE) |
® R RSA wrap TR ZHAR,

$ cat import-key-cryptogram.json

{
"KeyMaterial": {
"KeyCryptogram": {
"Exportable": true,
"ImportToken": "import-token-bwxli6ocftypneu5",
"KeyAttributes": {
"KeyAlgorithm": "AES_128",
"KeyClass": "SYMMETRIC_KEY",
"KeyModesOfUse": {
"Decrypt": true,
"DeriveKey": false,
"Encrypt": true,
"Generate": false,
"NoRestrictions": false,
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"Sign": false,
"Unwrap": true,
"Verify": false,
"Wrap": true

3,

"KeyUsage": "TR31_K@_KEY_ENCRYPTION_KEY"
3,
"WrappedKeyCryptogram": "18874746731....",

"WrappingSpec": "RSA_OAEP_SHA_256"

$ aws payment-cryptography import-key --cli-input-json file://import-key-
cryptogram. json

"Key": {
"KeyOrigin": "EXTERNAL",
"Exportable": true,
"KeyCheckValue": "DA1lACF",
"UsageStartTimestamp": 1697643478.92,
"Enabled": true,
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
kwapwabqaifllw2h",
"CreateTimestamp": 1697643478.92,
"KeyState": "CREATE_COMPLETE",
"KeyAttributes": {
"KeyAlgorithm": "AES_128",
"KeyModesOfUse": {
"Encrypt": true,
"Unwrap": true,
"Verify": false,
"DeriveKey": false,
"Decrypt": true,
"NoRestrictions": false,
"Sign": false,
"Wrap": true,
"Generate": false
},
"KeyUsage": "TR31_K@_KEY_ENCRYPTION_KEY",
"KeyClass": "SYMMETRIC_KEY"
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1,
"KeyCheckValueAlgorithm": "CMAC"

}
}

5. HEASANBRARTNZRFIEESA

MRS AKeyUsageHy
ETR31_KO_KEY_ENCRYPTION_KEYZTR31_K1_KEY_BLOCK_PROTECTION_KEY ,

WA LA RABITREFAS A TR-31, NRBARB N MEER (45
WTR31_DO_SYMMETRIC_DATA_ENCRYPTION_KEY ) , W] LAE 2 68 FiZ %47 3 1T IR 4k,

ERFTEYNZARBHS ANBREH () TR-31

Import symmetric keys using a pre-established key exchange
key (TR-31)

Source Platform AWS Payment Cryptography

Import Key Encryption Key

KekkeyAm
<

Create Working Key

Export Working Key using TR-31 :)

Source Platform AWS Payment Cryptography

K|S BREAFRARRE , SEKFBEEE EXRNABEZANEZERNR (KEK), ERILE
RTR-34T B Z A IR ERRFF KEK &5 AWS BB ZE MR,

BV KEK 7, ZALAERATREREERA ( B1EHM KEK) . AWS Payment Cryptography fi£F
ANS| XX FhZ4A 3 TR-31 , HSM B 2 EA M,

1. SABHAMBEER (KEK)

BWRIRELS AT KEK H#E KeyArn ( =% keyAlias ) AT,
2. ERTELOIEZRYN

SAEH 59
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MRZRHFFE , FERTALCIERHA, &, BFLE “AWS XNRIBZE LOZBRAHFE

Hexportii ©

3. MNERFESHEH

S, FREERIEEN TR-31. RFEREREHESENZANBERANZAMBRZN,
4, §AAWS XFEBZ

@ Aimport-keyfs it , iBEAZHMZBZHN KeyArn ( 5l
% ) o WrappingKeyIdentifierfJR¥ &M% A TWrappedKeyBlock,
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Example

$ aws payment-cryptography import-key \

--key-material='{"Tr31KeyBlock": { \

"WrappingKeyIdentifier'": "arn:aws:payment-cryptography:us-

east-2:111122223333:key/ovbicy4ryasbzcza”, \

"WrappedKeyBlock":
"DO112BOAXOOEQ0QVO2EOA3D58252CB67564853373D1EBCC1E23B2ADE7B15E967CC27B85D5999EF58E11662991F
\

}I

"Key": {
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
kwapwa6gaifllw2h",
"KeyAttributes": {
"KeyUsage": "TR31_D@_SYMMETRIC_DATA_ENCRYPTION_KEY",
"KeyClass": "SYMMETRIC_KEY",
"KeyAlgorithm": "AES_128",
"KeyModesOfUse": {
"Encrypt": true,
"Decrypt": true,
"Wrap": true,
"Unwrap": true,
"Generate": false,
"Sign": false,
"Verify": false,
"DeriveKey": false,
"NoRestrictions": false
}
b
"KeyCheckValue": "QA3674",
"KeyCheckValueAlgorithm": "CMAC",
"Enabled": true,
"Exportable": true,
"KeyState": "CREATE_COMPLETE",
"KeyOrigin": "EXTERNAL",
"CreateTimestamp": "2023-06-02T07:38:14.913000-07:00",
"UsageStartTimestamp": "2023-06-02T07:38:14.857000-07:00"
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S AN ( RSA, ECC ) 1A

SANFFBALEPNEESRAELEEEEFNHRLR (TS ) IR -5, XBWE RSA_2048 CA R
BEF TRY RSA_2048 RHiE+ , M ECC IEPH4AH S —MNEBREFEER ECC iEH&RHF. ECC
P384 iEH R 8EH P384 5 P521 CA ik, FRAIERES AR AMAL T R HIRA,

£ A RSA 4

AWS XN BRIBE X1 RSA 24EN X509 IERE A, BESAILES , FERSAHRIES, FRAILEH
S AR SHLL T ARG EIRS, IEFHMRA PEM 8K H KA base64 fwil.

1. FRBRIEBRSA AWS XA BB

FEANTRESARIES :
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Example
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2. WAPEBSA AWS L BB

WMIE , B LS A4, AT ECDH K FEETREEMHHES B REHE
FRAXEHMRSN LB MZLBIEN T FEHALEDT, TR-34 KeyUsage iR E R
TR31_D1_ASYMMETRIC_KEY_FOR_DATA_ENCRYPTION,

64
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Example

$ aws payment-cryptography import-key \

--key-material='{"Tr31KeyBlock": { \

"WrappingKeyIdentifier'": "arn:aws:payment-cryptography:us-

east-2:111122223333:key/ovbicy4ryasbzcza”, \

"WrappedKeyBlock":
"DO112BOAXOOEQ0QVO2EOA3D58252CB67564853373D1EBCC1E23B2ADE7B15E967CC27B85D5999EF58E11662991F
\

}I

"Key": {
"CreateTimestamp": "2023-08-08T18:55:46.815000+00:00",
"Enabled": true,
"KeyArn": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/4kdbxud22e64wcbk",
"KeyAttributes": {
"KeyAlgorithm": "RSA_4096",
"KeyClass": "PUBLIC_KEY",
"KeyModesOfUse": {
"Decrypt": false,
"DeriveKey": false,
"Encrypt": false,
"Generate": false,
"NoRestrictions": false,
"Sign": false,
"Unwrap": false,
"Verify": true,
"Wrap": false
b
"KeyUsage": "TR31_S@_ASYMMETRIC_KEY_FOR_DIGITAL_SIGNATURE"
b
"KeyOrigin": "EXTERNAL",
"KeyState": "CREATE_COMPLETE",
"UsageStartTimestamp": "2023-08-08T18:55:46.815000+00:00"
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§ A ECC 148

RAriEmE

AWS BB ETIF ECC NMAEN X509 iEBHE A, ESAULP |, FESAER CAIUERHMME
FEEH, MEIEBES ARSI FARSHERS, IEPBNEA PEM & H XA base64 4w,

1. f ECC RIEFHFA AWS XNEBEBRE

ERANUT TS ARIES :

66
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Example
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2. FHREERS A AWS XA BB

ERUTRESARELES :
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Example
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3. FRAIED (Leaf ) A AWS Z{HEZF

A\
REBALAF A leaf ECCiEH , EB AT AWS XNBEBFFRT FR2NRANEE EME
. XRENEMA ECDH BEAT , FHHEFHRESTREEN,

S 4548

H3x
« SHXHEH
s FAENMERSHER () TR-34
o FERAENFFEAR (ECDH) F H#=4
o EAERFIEAR (RSA Wrap ) S HZ4
s FAMARIHNZRARREASHIMEL () TR-31
- S DUKPT #1#4%348 () IPEK/IK
- EEESHNERARIEE
. BEAMGA
- SHIEXF (RSA) Z4

S HX A

/A Important
EF AWS CLI 281 , BHREHERNREAN. EAR , 55 %% AWS CLi,

FEAENHERS HER () TR-34

TR-34 £ RSA IEXHRMBRE AN NMHZAFTMENZE UH TR, MBARFIEYE , MEH
ABREEM, HESHBFAR , Paym AWS ent Cryptography 7 24 %400 & 41 (KDH) , MEMN B
FRREF R BAZEWIRE (KRD),

(® Note

MREBH HSM X5 TR-34 SHEFRXHEF TR-34 S A |, BATBWEE EELME HSM M AWS
RXNEBZEELRE KEK, TR-34RfF , BRI LER TR-3MEBRIRNEH,



https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
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1. MRS HRE

1=1Tget-parameters-for-export I S HE R BN . BIEAXA key pair X TR-34 B
HAHRITZER, TR-34 ARIERY , X2 KDH ZRiEH, XETFPHNERYPRE , AL
FParametersValidUntilTimestampigEMHIRRNE M,

(® Note
FrEIEPIEIX A baseb4 w8,

Example

$ aws payment-cryptography get-parameters-for-export \
--signing-key-algorithm RSA_2048 \
--key-material-type TR34_KEY_BLOCK

{

"SigningKeyCertificate":
"LSQtLS1CRUdAITiBDRVJUSUZJIQOFURSOtLSOtCk1ISUV2RENDQXFTZOF3SU]. .. ",

"SigningKeyCertificateChain": "LS@tLS1CRUdJTiBDRVJUSUZJQ@FURSQtLS....",
"SigningKeyAlgorithm": "RSA_2048",
"ExportToken": "export-token-au7pvkbsq4mbup6i",
"ParametersValidUntilTimestamp": "2023-06-13T15:40:24.036000-07:00"

}

2. ™ AWS NREBEBFIEHSALHNRRRE

FHER 1 FRIEPES ABREBRS,
3. REEWRZEMIESH

NTRIPEMOBRERT , RIEF (KDH) HERITINE, EHEERS (BEREN HSM HE
EIRFEEY HSM ) BEER AR H IR X.509 NAIER. ERILER AWS 78 CA £KIEH | B
A LA AR AE R SRR ALY

REBUBE , EAImportKeyin SFBIER S A “ AWS X BBEE", F
KeyMaterialType i%EHN RootCertificatePublicKey , ¥¥ KeyUsageType REN
TR31_SO_ASYMMETRIC_KEY_FOR_DIGITAL_SIGNATURE,
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FA 2 Fr LA TR31_SO_ASYMMETRIC_KEY_FOR_DIGITAL_SIGNATUREfE , KeyUsageTypeR
ANXREEHIERHNBRZER, BLEFRHERS A P AWS ayment Cryptography , A LA
BBz e,

(® Note

MRBZESATRIES , EHIUPR XN TFTHEIES , &6F
FTrustedCertificatePublicKey.,

4. SHENE

fEKeyMaterialTypeif &} ExportKeyHI15)% T8 APl TR34_KEY_BLOCK, fRFEERL

S 3 H18 CA B keyArn 2 CertificateAuthorityPublicKeyIdentifier
% 3 SHMMHIERHER WrappingKeyCertificate

ESHNWZEPAM keyArn ( H51H ) --export-key-identifier
FWRAPHSHAD

Example

$ aws payment-cryptography export-key \

--export-key-identifier "example-expoxrt-key" \

--key-material '{"Tr34KeyBlock": { \

"CextificateAuthorityPublicKeyIdentifiex": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/4kd6xud22e64wcbk", \

"ExportToken": "export-token-au7pvkbsq4mbup6i", \

"KeyBlockFormat": "X9_TR34_2012", \

"WrappingKeyCertificate™:

"LSOtLS1CRUdITiBDRVIUSUZIQOFURSOtLSOtCk1JSUV2RENDQXFXZOF3SUJBZ01SQ..."} \

}l
{
"WrappedKey": {
"KeyMaterial": "308205A106092A864886F70D010702A08205923082058...",
"WrappedKeyMaterialFormat": "TR34_KEY_BLOCK"
}
}

S &4 72
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£ A IEX#E R (ECDH) & Hi Z4A

Using ECDH to export a key from AWS Payment Cryptography

AWS Customer AWS Payment Cryptography(PartyU) HSM(PartyV) Certificate Authority
=Create Key> N
r
keyAm_ KEK1
-
<Get Public Key Certificate(PARTYU _KEY1)> o
r
(. Cetiicate (CERT PARTYU KEY1)
Install Public Gertificate (CERT_PARTYU _KEY1) N
r
: Generate ECC Key Pair (IL’AHTYV_KEYH Y
r
: Generate CSR N
r
Sign CSR A
Ld
P Certficate(CERT PARTYV KEYT) |
<Import Cert Chain= (PARTYV) N
14
ExportKey(keyamn = keyAm_KEK1,method=ECDH) |
r
TR31_KeyBlock
R L L S
DeriveKey using ECDH N
I ¥
DerivedKe
L
ImportKey (derivedkey, TR31_KeyBlock) A
¥
‘_ keyAm_KEK1 wrapped by HSM MFK
_______________________________________ e
AWS Customer AWS Payment Cryptography(PartyU) HSM(PartyV) Certificate Authority

Elliptic Curve Diffie-Hellman (ECDH) f£f ECC IEXRMMBREARENR S ZEEBIALZEH , £F
LR #Z4, ECDH Z4AR IR MR , Bt AWS XA BBZELR&EMTN], FHERED , F/H

ECDH §H —IRKBPK/KEK, ZiREZBAVEATHE

KBPK. BDK. IPEK B4Rz H M Z4AKE,

R

0N

BERRNESR  ZEBEATERS -1

SHiet, AWS XNEBEWHAVE (REF ) , BRREHNERS (WAF ).

® Note

ECDH AT A T RREMXNHEARE | BUREREY KEK , NiX M — A TEH

AES-256 Z RT3 3%,

1. 4K ECC Z4x

73
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HWHcreate-key NiZIEBIZE ECC key pairo It APl AFHSARS HERFHAX, FEOIE

B, BRREMAL ECC BARIREMIPZ A, /A ECDH 4t ( Hix ) HibBHAn , HEA
{E. TR31_K1_KEY_BLOCK_PROTECTION_KEY

® Note

RE{RS ECDH 4K A TEA B MWAIREZ4S , 18 P AWS ayment Cryptography 5
WEANATE —REZARE  MNMRH T HTFZHENENEEFEAER.

$ aws payment-cryptography create-key --exportable --key-attributes
KeyAlgorithm=ECC_NIST_P256,KeyUsage=TR31_K3_ASYMMETRIC_KEY_FOR_KEY_AGREEMENT,KeyClass=ASY}
--derive-key-usage "TR31_K1_KEY_BLOCK_PROTECTION_KEY"

"Key": {
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
wc3rjsssguhxtilv",
"KeyAttributes": {
"KeyUsage": "TR31_K3_ASYMMETRIC_KEY_FOR_KEY_AGREEMENT",
"KeyClass": "ASYMMETRIC_KEY_PAIR",
"KeyAlgorithm": "ECC_NIST_P256",
"KeyModesOfUse": {
"Encrypt": false,
"Decrypt": false,
"Wrap": false,
"Unwrap": false,
"Generate": false,
"Sign": false,
"Verify": false,
"DeriveKey": true,
"NoRestrictions": false

.

"KeyCheckValue": "2432827F",
"KeyCheckValueAlgorithm": "CMAC",
"Enabled": true,

"Exportable": true,

"KeyState": "CREATE_COMPLETE",
"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
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"CreateTimestamp": "2025-03-28T22:03:41.087000-07:00",
"UsageStartTimestamp": "2025-03-28T22:03:41.068000-07:00"

}
2. FREULERUES
get-public-key-certificateBEWHZIK, K X509\ EPMRAYBEEN LN | ZIEH
TATHEXEEMN AWS T,

Example

$ aws payment-cryptography get-public-key-certificate \
--key-identifier arn:aws:payment-cryptography:us-
east-2:111122223333:key/wc3rjsssquhxtilv

"KeyCertificate": "LSOQtLS1CRUdITi...",
"KeyCertificateChain": "LS@tLS1CRUdJIT..."
}

3. ERZEXNFRELZELHIES (FHF)
WFHFZ HSM , BEELE. MEAHEESIR 1 PERNLARIEBSEREYRA. XUEIFE
MEPEE , AN ESERIES , EABURT HSM. BXEAEEA |, BSHEEN HSM X1,

4. HERRE LA ECC key pair #3 AWS X &3 F 2 HHiE 4%

£ ECDH A, B AR —NMRAX , ARLHBRAER —H. N THE AWS XFEBZFIRER
., EREXZXNFHLAKIA X509 24

M HSM &4t | BE1Z HSM L RIBFAX . FFXFIRERN HSM |, Z4AFRLREA
F. DO144K3EXQOQEQQQQBIZEIEP AT , BE AL HSM LA CSR , AF HSM, E=A=iEMNM
ZEMRS AWS FAE CA AJBAAERIES,

i KeyMaterialType & of RootCertificatePublicKey Hl of BimportKeydn = fF1RIE
INERE AWS ZFZB
KeyUsageType o TR31_SO_ASYMMETRIC_KEY_FOR_DIGITAL_SIGNATURE

S FAHENER , FEFERATA importKey of TrustedCertificatePublicKey #1 of
KeyMaterialType KeyUsageType By #n

5 4 75
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©TR31_SO _ASYMMETRIC_KEY_FOR_DIGITAL _SIGNATURE, WZANHFHEIEBEENTRE. F
BEiKeyArnHF BRE— RS ANIERENEGESHOBTHE A

® Note
FESAMHIES, ESHwTHEERREHRTE.

5. M AWS {4 %15 % IR IVE A M S H %A

St , ZARSER ECDH RERH , ARMENFHAE KBPK RERES HN A, TR-31E
SHNRATUREMTEE TR-31 EREEH TDES = AES %A , siiRRIREZEPNBEED
BEESHNZH—HA,

$ aws payment-cryptography export-key \
--export-key-identifier arn:aws:payment-cryptography:us-
west-2:529027455495:key/e3a65davghbpjmsh \
--key-matexrial="{
"DiffieHellmanTr31KeyBlock": {
"CertificateAuthorityPublicKeyIdentifiexr": "arn:aws:payment-
cryptography:us-east-2:111122223333:key/swseahwtq20j6zi5",
"DerivationData": {
"SharedInformation": "ADEF567890"
},
"DeriveKeyAlgoxrithm": "AES_256",
"KeyDerivationFunction": "NIST_SP800",
"KeyDerivationHashAlgoxrithm": "SHA_256",
"PrivateKeylIdentifier": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/wc3rjsssqguhxtilv"”,
"PublicKeyCertificate": "LSOtLS1CRUdJITiBDRVJUSUZJQOFUR..."
}
}l

"WrappedKey": {
"WrappedKeyMaterialFormat": "TR31_KEY_BLOCK",
"KeyMaterial":
"DO112K1TBOOEQOQOO7012724COFAAF64DASQE2FF4FOA94DF50441143294EQE995DB2171554223EAAS6D0Q78C4CF
"KeyCheckValue": "E421AD",
"KeyCheckValueAlgorithm": "ANSI_X9_24"
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6. #HAK HSM LfEM ECDH FREX— R %

% HSM MR R EIFEA ECOH BY 4, FER 1 PHLHAEERNLSA , IR 3 F
MBAEENLA. BRAVFREI , fIANRESE |, BHSHE APl EFE.

@ Note
WA R R R RESBEFLBL AR L TR, BN , LI5ERTRNH.

7. REASABIRRLS

'H&._"
&G, EARAE TR-31 S M “AWS XNZRBE b5 AR4H, & ECDH REMNZHAEERN
KBPK , H#ERAZBIM “XAZEZE" fh AWS S HEY TR-31 4R,
FAENHEAR ( RSA Wrap ) S H#4A

MR TR-34 A0 A , MATEAEA RSA wrap/unwrap #{TH AR, Ll TR-34 , b AEMEA RSA 3E
M MBRINENHZEH. B2 , RSA BERFBHE .

« REBFNBERBRERITESR
« ERAYEFREBZHTRETBENEHAR

® Note
&R LAE A RSA %% TDES M#Z4H. AES-128

1. EEWRS L6 RSA BHAMIES

SR SRR A TN R ZHAN RSA £, RINERBHARM X509 iEHHER, BRIEPSBHRIE
PER , BALLRES A AWS XFEBZ,

2. FR2KEBSA AWS X HEBZE

import-key 5§ AE B - -key-material £ — 2 A

$ aws payment-cryptography import-key \
--key-material='{"RootCertificatePublicKey": { \
"KeyAttributes": { \
"KeyAlgorithm'": "RSA_4096", \



https://docs.aws.amazon.com/payment-cryptography/latest/APIReference/API_ExportDiffieHellmanTr31KeyBlock.html
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"KeyClass": "PUBLIC_KEY", \

"KeyModesOfUse": {"Verify": truel}, \

"KeyUsage": "TR31_SO_ASYMMETRIC_KEY_FOR_DIGITAL_SIGNATURE"}, \
"PublicKeyCertificate": "LSOtLS1CRUdJITiBDRV..."} \

}I

"Key": {
"CreateTimestamp": "2023-09-14T10:50:32.365000-07:00",
"Enabled": true,
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
nsq2i3mbgbsn775f",
"KeyAttributes": {
"KeyAlgorithm": "RSA_4096",
"KeyClass": "PUBLIC_KEY",
"KeyModesOfUse": {
"Decrypt": false,
"DeriveKey": false,
"Encrypt": false,
"Generate": false,
"NoRestrictions": false,
"Sign": false,
"Unwrap": false,
"Verify": true,
"Wrap": false
},
"KeyUsage": "TR31_S@_ASYMMETRIC_KEY_FOR_DIGITAL_SIGNATURE"
},
"KeyOrigin": "EXTERNAL",
"KeyState": "CREATE_COMPLETE",
"UsageStartTimestamp": "2023-09-14T10:50:32.365000-07:00"

3. SHENFEH
ik Pay AWS ment Cryptography £ RV H FiE S HIRNZR IREEEE -

« BESR 2 FSANRIERE ARN
o HOANH-FIES
- ESHOXNTREN
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R XS IRE AR TR SR R R (N ) RAS.

Example =~ 41-5 H %48

$ cat export-key.json

"ExportKeyIdentifier": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
tqvbyijbwtxx64pi",
"KeyMaterial": {
"KeyCryptogram": {
"CertificateAuthorityPublicKeyIdentifier": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/zabouwe3574jysdl",
"WrappingKeyCertificate": "LSQtLS1CRUdJTiBDEXAMPLE...",
"WrappingSpec": "RSA_OAEP_SHA_256"

$ aws payment-cryptography export-key \
--cli-input-json file://expoxt-key.json

"WrappedKey": {
"KeyMaterial":
"18874746731E9E1C4562E4116D1C2477063FCB08454D757D81854AEAEEQAS52B1FOD303FA29C02DC82AE778535
"WrappedKeyMaterialFormat": "KEY_CRYPTOGRAM"

[}

4. [HEHSALNERRS

Y% HSM X RS ZFFEH RSA unwrap ( B AWS ZME ) SAZRH, AR, FiE
E :

« S} BN LHENMZILESR

- XX RSA

. EHHERX R PKCS #1 v2.2 OAEP ( £/ SHA 256 )
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® Note

A HexBinary XN HHESNFH, IRENREZTEFTRN-HBIRTER (Hl
il base64 ) , M AJge/MEHIRIE

ERTTE YN ZARBHS HNREH () TR-31

R|SNMBRAZFRARGRE , SEAFBERE EXRNAZANEZERN (KEK), ERILE
ATR-34WMY B Z AR ERE RS KEK 5 AWS X BIBERM, B KEK 5 , BRI EREREH
JRRE , SfEEM KEK, RAIER ANSI R FXMHRHARMR TR-31 , ©EE T HSM HNER T Z
x¥#Fo

1. REZLHEHAMEZEZSR (KEK)

HRIRELRIR T KEK HE KeyArn ( =% KeyAlias ) AT,
2. 1 AWS Z{EBE B EHF4A

MRBAERFE  FURZER. HE  BUNEEBRE LIRZAHEM import 85,
3. M“AWS X &% S HIEN =N

M TR-31 XS Het , FEEESENEZANBEERANTREH,
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Example RBI-fEH TR31 Z4AR S HH4A

$ aws payment-cryptography export-key \
--key-material="{"Tr31KeyBlock": \
{ "WrappingKeyIdentifiex": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/ov6icy4ryasbtzcza” }}' \
--export-key-identifier arn:aws:payment-cryptography:us-
east-2:111122223333:key/5rplquuwozodpwsp

{
"WrappedKey": {
"KeyCheckValue": "73C263",
"KeyCheckValueAlgorithm": "ANSI_X9_24",
"KeyMaterial":
"DO144KOABOOEOOOOA24D3ACF3005F30A6E31D533EQ07F2E1B17A2A003B338B1E79ESB3AD4AFBF7850FACFOA3784
"WrappedKeyMaterialFormat": "TR31_KEY_BLOCK"
}
}

4. NEHASALHRES

ERAREN S AZRAIIRS AEN.

S DUKPT #1882 4R () IPEK/IK

£ DUKPT &Y , &I LU —AL i E BN ERRERA (BDK), XLELmTEERT R BDK,
R, MR IEHSWRE —NE—-NHBLRESR , N IPEK SHBHEH (IK). 81 IPEK H6E /A —
47515 (KSN) M BDK k&£,

KSN SR tnE B 5

« XF TDES : 10 7 # KSN 21F :
- ALK ID R 24 ¥
« &I ID R 19
- RBUBET/N 211

« XF AES : 12 FTH KSN 217 :
« BDKID A 32 {x
o TREFRRRFF (ID) 7 32 ¢

CREY: T
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« 2 VATXRBITHER

BNRET —RERNS HIXENRZANNE. EAIERA TR-31, TR-345 RSA #ESZSHE
BN EH, FEE , IPEK BT KARE , HFEATXAEBFREE AWS #1F,

BNTBEEKSNNAIRNB 2 2B#HTHE, WREMRERRRS BDK —2 7 , WA L&A
AWS #RZ,

® Note

KSN HIit 3882845 ( AES DUKPT % 32 {2 ) FEF#S., IPEK/IKEIM |, #A
12345678901234560001 Fl 1234567890123456999 54 B A EHI IPEK,

$ aws payment-cryptography export-key \

--key-material='{"Tr31KeyBlock": { \

"WrappingKeyIdentifier": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
ovbicy4ryas4zcza"}} ' \

--export-key-identifier arn:aws:payment-cryptography:us-east-2:111122223333:key/
tqvbyij6wtxx64pi \

--export-attributes 'ExportDukptInitialKey={KeySerialNumber=12345678901234560001}'

{
"WrappedKey": {
"KeyCheckValue": "73C263",
"KeyCheckValueAlgorithm": "ANSI_X9_24",
"KeyMaterial":
"BOOO6B1TX00S000038A8A06588B9011FODSEEF1CCAECFA6962647A89195B7A98BDA65DDE7C57FEASQ@7559AF2A5D6C
"WrappedKeyMaterialFormat": "TR31_KEY_BLOCK"

EEES HNRHRIRE

LAUASC i XS HE , BASMEHR TR-31 = TR-34MINRBIRELS . THRERT TR-31 BEARKBN
URESEIEPITUMERRI TR,




AWS X BEE

RAriEmE

BRAREM

MR 1D

BHRRKE

T %

RHRE

A&

EX A TR ZEAM
RS *E. ZhRES
1%

« IRA A C (B4
EE-EFA )

 hx% B ( £/ TDES

HATIRE )
« WxZ& D ( A AES
HATRARE )

BEERREENKE

E XA A IR
, Pl

- CO (EAFRIL)

« BO ( EatiREE4A
)

EEREZHANEZE

) ﬁﬁ]i% .

. T(TES)

- H (HMAC)

- A(AES)

ENXREFWERE |, 5
o

fREEFE S HEERE
oG ?

a

7|

7|

7|

p=5

BAIXt TDES HEZE
HERMA B, & D
MRASAT AES HER

Ho BAMUEFRAE A

M C #HITHARKE,

EMN283ITEXN
H,. ERBREREE
ZHl , KEAREEE
KAER , BAEAMN
ARESBREITHE
RAAMBRER,

BINEEHSHLE

o
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AWS X BEE

RAriEmE

BRAREM

FHRA

AR R

A&

o EFHRIE (C)
* Encrypt/Decrypt/Wr
ap/Unwrap (B)

R NEANRES
replacement/rotati
on, MRXREE , M
ER1AH 00,

BHERUUSHE
4 -

. N-FASH
- E-REE X9.24 (&
BiR) S H

« S-TERBIREIFFIE
BRIEA T H I

- BUE N

REEESHEERE  EE

g ?

- LUE N

Ak Z AR E I
G E R LA
name/value Xfo i
W , DUKPT Z4A/Y
KeySet ID, EI1&1R
&M name/value B
N AEHITERR
B, BNARHNKE
FMIEFEIR (PB),

“MEERT , ERVRTELHULE AWS I REBZ P EIEELRHIME, Fl0

- MREYFNZRPBFEAERX A Generate=True, Verify=True , M A LUFEEHR R
Generate=True, Verify=False

- NRBFBRENTASYE , WEEHHBRH ASH
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HESHBAN  BIN2AINAEESHOBRANGRE, B2 , ERXEEREIEBREZH
BARFECRIMMNXEE, UTR-EELNER :

- MRASHIZFLEN , BRETSHMEIZRER , Not ExportableA AL ImEERSARHAM
RS HEA.

s HEFEEGEXBRANBHATBEARABZRREN , BEA TR-31AEFRLUMNE S NG T HEHE
A MTARAEBENLAH,

« FfKeyVersionFRIREFHAMRAUIRERHARIR,

TR-31/X9.143 EX T EA#RL , EREHMIRLFE AWS RINFZSHH BBV ZERRSE T LIES
el , BRALUERAEN]. BXxSHPRZARFLNEZFE L |, BSH AP RPN ZFARIEL,

LTRZRUTHES H BDK 24 ( flan , S H KIF ) BYRA)

« BHARE : 02
- KeyExportability: 7 H O
+ KeySetID : 00ABCDEFAB ( 00 &=~ TDES %4f , ABCDEFABCD 2#HB %4 )

HATFRIMTEEEEZANERAER | Bt ZA%E T arn: aws: payment-cryptography: us-
east-2:111122223333: (= true) WEAER ., key/5rplquuwozodpwsp DeriveKey

® Note
BMEEARRHIPRASEMEREN TASE, KIF 3B

- REZ4R , B2 DUKP IPEK/IKT H{E AH %4
- SHXEREZAURERERSE L

X EPR AR B L TFRY.

$ aws payment-cryptography export-key \

--key-material="{"Tr31KeyBlock": { \

"WrappingKeyIdentifier": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
ovbicy4ryas4zcza", \

"KeyBlockHeadexrs": { \

"KeyModesOfUse": { \

SEED
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RAriEmE

"Derive": true}, \

"KeyExportability": "NON_EXPORTABLE", \

"KeyVexrsion": "02", \
"OptionalBlocks": { \
"BI": "QOABCDEFABCD"}}} \
'\

--export-key-identifier arn:aws:payment-cryptography:us-

east-2:111122223333:key/5rplquuwozodpwsp

{
"WrappedKey": {

"WrappedKeyMaterialFormat": "TR31_KEY_BLOCK",
"KeyMaterial": "EXAMPLE_KEY_MATERIAL_TR31",

"KeyCheckValue": "A4C9B3",
"KeyCheckValueAlgorithm": "ANSI_X9_24"
}

® AR

X9.143 AE N AHIE L FELEFRK, BRT HM ( HMAC Hash ) #53k%k , P AWS ayment Cryptography

TR AE A X PR

e = Bi&

BI DUKPT B B4 R4E 27
SAVRIRTT

HM 18E HMAC B24ERINS

wxD

2T ARHEFFRF (T
DES % 00 , AES 7
11 ) $&f& TDES KSI
A 10 MR HIF
= BDK ID ( AES
DUKPT ) 8 8 Nt<
it 57 F o

+ 10 — SHA-1
+ 20 — SHA-224

: hY
=

4% (BDKID, XF
AES DUKPT ) 5 #Z4A
EFRAKF (KSI, BT
TDES DUKPT ) . #
LAfE3Z#R BDK ID =
KSIBtEA , BEFE
ER# IK 1 KS Xk
P aEmEMmEE,
BE , £@ KIF &
RIEFA Bl , Mm% iR
KEFEANREA IK =
KS.

ZRSESHNSH
HEFRWFER , FE
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AWS X BEE

RAriEmE

PRk B R

KS

A&

AES DUKPT Hy#118 %
HF5IS

TDES DUKPT H#1#4
ZEA SIS

L ick van:

+ 21 — SHA-256
+ 22 — SHA-384
+ 23 — SHA-512

24 — SHA-512/224
25 — SHA-512/256

30 — SHA3-224
31 — SHA3-256
32 — SHA3-384
33 — SHA3-512

40 — SHAKE128
41 — SHAKE256

16 TARHHFRF

20 M2t FRF

p=5

S AR 3 E i TR
o AL ARSZFX
BRI ERE | flm
SHAKE128 , {B /8¢
FEA T MZER,

LER TR
®#& L)% DUKPT
BHWER , H9R
M BDK k4 894046 28
Ho LFBERTS
RERE , BETEE
it #eEs. A KS RS
TDES DUKPT,

ER TR EK
%% L1415 DUKPT
ZHNER , HRiR
M BDK k4 894046 2
H. LFBRERTS
REBE + —DEF
Kit#eEsE. A IK
X8 AES DUKPT,
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PREEB R A& L ick van: EE
KP TEQ@ ZHM KCV 2 MA#BIFRR AN RN #2-3

TKCV HEE (0T 8% L¥% DUKPT
X9.24 5% , 01 &/Rm  BEAWER , HRR
CMAC 5t ). EE M BDK REMIKRE
R KCVE, BER fl, LZBRBEETE
6 NI FHFEF, TREBE + —NAS
flan | 010FA329 & Wit #EEE. A IK
R{EF 01 (CMAC) 5 3R18 AES DUKPT,
SEITERY OFA329 By

KCV,
PB ERR BEALATTENEY ASCII ZRSESHRSE
7N IEFEFR , L
R ATEFR K R 102 X
R ERNE

S H IR (RSA) #4A
ELUEB RS HLE |, B Mget-public-key-certificatefn ©, L HiRE :

« ZUEF
- RIUEH

B MER XA base64 4w,

(® Note
BRETRERW , MEEAEENREZEZS  EEBERABARSEKTRNIES.
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Example

$ aws payment-cryptography get-public-key-certificate \
--key-identifier arn:aws:payment-cryptography:us-
east-2:111122223333:key/5dza7xqd6soanjtb

{
"KeyCertificate": "LSOQtLS1CRUdITi...",

"KeyCertificateChain": "LS@tLS1CRUdIT..."
}

RE

i}
&

4l

TNASRBARRGRNEE,

at

F;
- B IEPRMAANN (BYOCA)
- YEBRARHR

BHEBMAYA (BYOCA)

BIAMBRT , SIRSHOENIENT (RSA, ECC ) BAZFELAIUERA , XEIFFHH AWS X EH
F K HE— BRI (CA) iRk, XEEEESTHER , X509 MALEBIRFIHIRE CA HE
BIEBERFR (CSR) RIRIE,

AWS Payment Cryptography & A F B EH FTEBERSEARRAFENFEAEB 2 CA,

5

5

BYOCA Wt A S EEMER I PN H EH B CNIERMNL NN , B TR-34 import/export RSA
Unwrap MZ4A4& %, ECDH-based YEEERBNMNALFLEN — BN IIPEREEESE CAILP
WEEKFESER  XIEEFH. UATREERTFEA TR-34 S HA BYOCA TERE,

BEfrfE TR-34 HOREMLE , =AFTEXFIR :

1. £% RSA ZHAREACreateKeyE R BIEM . LAl , ©REE GetParametersForExportfa = & &
Mo
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2. ¥1#9 API GetCertificateSigningRequest& B ZIE B EZER (CSR) , ZiEFRTHEH/NES CA L
Fo

3. ExportKeyAPI E¥ BAAWESITNRMEIER. MUl , XREBRNRHEMNimport-token , BEMK
THEFE,

A EEZFEEM
o XEERHIMER RSA-2048 Z4A H 125 % TDES-2KEY 48, S HiAT AES-128 |, BHRERFTER
£A19 RSA-3072 5 RSA-4096,

- RENNEIRRSigningKeyIdentifierMR RN ZEHASigningKeyCertificate T
[

BYOCA IT{ERE
UTFSEERT TEM BYOCA SHIERE. TR-34

Steps

- S 1 B3 RSA B

« FR2 ARUEBZEER

- FR3I: EFCSR (ML)

« R4 BUrFHHANMEEE CSR
« S|R5: SACAIUESD

« HIR 6 : FRELKRD HMFRIEH
7% . £ BYOCA SHES

HB 1 Bl RSA #4A

B, 8|2 -1 RSA ZHAN , ZBEANBKLAFHEN KDH ERIEH, SR LUFIFFERRRZRAR A
e 38

Examplef|Z2 A TZX &K RSA i

$ aws payment-cryptography create-key --exportable \
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--key-attributes
KeyAlgorithm=RSA_2048,KeyUsage=TR31_S0O_ASYMMETRIC_KEY_FOR_DIGITAL_SIGNATURE,KeyClass=ASYMMETRI

"Key": {
"KeyArn": "arn:aws:payment-cryptography:us-east-1:111122223333:key/
xgmg6fs6uow736uc",

"KeyAttributes": {
"KeyUsage": "TR31_S@_ASYMMETRIC_KEY_FOR_DIGITAL_SIGNATURE",
"KeyClass": "ASYMMETRIC_KEY_PAIR",
"KeyAlgorithm": "RSA_2048",
"KeyModesOfUse": {

"Sign": true

},

"KeyCheckValue": "41E3723C",
"KeyCheckValueAlgorithm": "SHA_1",
"Enabled": true,

"Exportable": true,

"KeyState": "CREATE_COMPLETE",
"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY"

IBTFXR , KeyArnEARFET—THEEE.,
FR]2  ERERBZHER

£ GetCertificateSigningRequestAPI £ IEHEEER (CSR) , HEMNNEE CAZH, miHE—1
base64 &RIDH PEM X4, MREXNEHIT base64 I HR7TF , NFKE— PEM BXHAEXK
CSR,

Example® gl # 2T

$ aws payment-cryptography-data get-certificate-signing-request \
--key-identifier arn:aws:payment-cryptography:us-east-1:111122223333:key/
xgmq6fs6uow736uc \
--signing-algorithm SHA512 \
--certificate-subject '{
"CommonName": "MyCertificateAWSUSEAST",
"Organization": "Amazon",
"OrganizationUnit": "PaymentCryptography",
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"Country": "US",
"StateOxProvince": "Virginia",
"City": "Arlington"

}l

"CertificateSigningRequest": "LS@QtLS1CRUdJTiBDRVJUSUZJQ@OFURSBSRVFVRVNULSOtLSO..."

ZCertificateSigningRequestFEX ‘B & base64 HIBMY CSR , BIFFHELIXTEH CA#TE
=

%W 3: &E CSR (Wit )
#5 A LA $% 5 ] OpenSSL kE & CSR AR HBREL AR A ATS,

Examplef#f OpenSSL &F L& FE

$ echo "LSOtLS1CRUdITiBDRVIUSUZJIQOFURSBSRVFVRVNULSQtLSO..." | base64 -d | openssl req -
text

HR] 4 FIEPHPRHLEE CSR

4B CSR f7 , BFERIEBMANN (CA) WHBHTER, BEFHEF , KLBELHER AWS BE
CASBALACEIUR CA BEMREY, HTNHBER , BAILUERA OpenSSL I BXERIEH.

A AWS A8 CA

EfFHZE CSRAWS FAF CA |, BT base64 HmBAY CSR HHERERXHH , ARER
APl, IssueCertificate

Example5 2% E CSR AWS #AF CA

$ echo "LSOtLS1CRUdJITiBDRVIUSUZJIQOFURSBSRVFVRVNULSOtLSO..." | base64 -d > csr.pem

$ aws acm-pca issue-certificate \

--certificate-authority-arn arn:aws:acm-pca:us-east-1:111122223333:cextificate-
authoxrity/12345678-1234-1234-1234-123456789012 \

--csr fileb://csr.pem \

--signing-algorithm SHA256WITHRSA \
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--validity Value=365, Type=DAYS

"CertificateArn": "arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/12345678-1234-1234-1234-123456789012/certificate/abcdef1234567890"
}

ARERREAMUES

Example® RZE R IEH

$ aws acm-pca get-certificate \

--certificate-authority-arn arn:aws:acm-pca:us-east-1:111122223333:cextificate-
authoxrity/12345678-1234-1234-1234-123456789012 \

--certificate-arn arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/12345678-1234-1234-1234-123456789012/certificate/abcdef1234567890

{
"Certificate": "----- BEGIN CERTIFICATE----- \nMIID...\n----- END CERTIFICATE----- Y,
"CertificateChain": "----- BEGIN CERTIFICATE----- \nMIID...\n----- END
CERTIFICATE----- "
}

RFLEPABRUEESHIRIPER. EFHREMHS API &Y, BFEEXH#IT baseb4 4
8. ExportKey

£/ OpenSSL #1713t

HFNRXER , BETLAER OpenSSL tIEZBHZH CA HZXE CSR, H% , Bl CARBANBEERIL
+ -

Exampleff£ /| OpenSSL 8|2 CA

$ # Generate CA private key
openssl genrsa -out ca-key.pem 4096

$ # Create self-signed CA certificate
openssl req -new -x509 -days 3650 -key ca-key.pem -out ca-cert.pem \
-subj "/C=US/ST=Virginia/L=Arlington/0=TestOrg/CN=Test CA"
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RAriEmE

RIEMRHE -5 CSR, AERERNIR CARITES !

Examplef£f OpenSSL &£& CSR

$ # Decode the base64-encoded CSR
echo "LSOtLS1CRUdJITiBDRVJUSUZJQOFURSBSRVFVRVNULSOtLSO..." | base64 -d > csr.pem

$ # Sign the CSR with the CA
openssl x509 -req -in csr.pem -CA ca-cert.pem -CAkey ca-key.pem \
-CAcreateserial -out signed-cert.pem -days 365 -sha512

Certificate request self-signature ok
subject=C=US, ST=Virginia, L=Arlington, O=Amazon, OU=PaymentCryptography,
CN=MyCertificateAWSUSEAST

EXEZNIERIEZ Asigned-cert.pemo, 7E[E API REIERE , BEEXNZIEHHIT base64 4

8 : ExportKey

Example Base64 3 & & WiE P 17455

$ cat signed-cert.pem | base64 -w 0

SB5: A CAILP

AME REEEEEANEMA CA, U LLERERIES, £A ImportkeyAPI § AL ER CA
MARIEH, WRFERAE CA, Fimport-keyBXIBAA , EETrustedPublicKeydHig
FERootCertificatePublicKey###EE4R CA ARN,

Example$ AR CA iE+

$ aws payment-cryptography import-key --key-material='{
"RootCerxrtificatePublicKey": {
"KeyAttributes": {

"KeyAlgorithm": "RSA_4096",

"KeyClass": "PUBLIC_KEY",

"KeyModesOfUse": {
"Verify": true

}I

"KeyUsage": "TR31_SO_ASYMMETRIC_KEY_FOR_DIGITAL_SIGNATURE"

},
"PublicKeyCertificate™": "LSOtLS1CRUdJITiBDRVJIUSUZJQOFURSOtLSOt..."

BRER
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}

}l

"Key": {
"KeyArn": "arn:aws:payment-cryptography:us-east-1:111122223333:key/
xivpaqy7gbbm7cdw",

"KeyAttributes": {
"KeyUsage": "TR31_SO@_ASYMMETRIC_KEY_FOR_DIGITAL_SIGNATURE",
"KeyClass": "PUBLIC_KEY",
"KeyAlgorithm": "RSA_4096",
"KeyModesOfUse": {

"Verify": true

Iy

"Enabled": true,

"KeyState": "CREATE_COMPLETE",
"KeyOrigin": "EXTERNAL"

BTEESHLSRPEAR CA. KeyArn
S 6 JRELKRD mN#FiE+H

FEERBIAR | RINEEEFSA AWS IHAHFEZE | RIbRAMBAZRSAER APl U KRD 2471
F, GetParametersForlmportfEEFrIFEH |, XFHEMRSERMAY |, FILIHSM, ATM, ZFLIHH X
HLRIREBRE,

ExampleZRELS AN S

$ aws payment-cryptography-data get-parameters-for-import \
--key-material-type "TR34_KEY_BLOCK" \
--wrapping-key-algoxrithm RSA_2048

"WrappingKeyCertificate": "LSQtLS1CRUdJITiBDRVJUSUZJQOFURSOQtLSOt...",
"WrappingKeyCertificateChain": "LS@tLS1CRUdJTiBDRVJUSUZJQ@OFURSQtLSOt...",
"WrappingKeyAlgorithm": "RSA_2048",

"ImportToken": "import-token-v2rxplé6drxeptn7w",
"ParametersValidUntilTimestamp": "2025-11-01T18:45:31.271000-07:00"
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}

F 7% £H BYOCA S HEA

BJg , £ ExportKeyAP| J§%40 TR-34 5 B2 H CA-signed ifH—i2 S H, REHBEHNI CA
LEMERIEH,

Example TR-34 f£f BYOCA & i

$ aws payment-cryptography-data export-key \
--export-key-identifier arn:aws:payment-cryptography:us-east-1:111122223333:key/
iox73p5f4chyjiod \
--key-material '{
"Tr34KeyBlock™": {
"CertificateAuthorityPublicKeyIdentifier": "arn:aws:payment-
cryptography:us-east-1:111122223333:key/j625deyfqlwctu57",
"SigningKeyIdentifier": "arn:aws:payment-cryptography:us-
east-1:111122223333:key/xgmq6fs6uow736uc",
"SigningKeyCertificate": "LS@QtLS1CRUdJTiBDRVJIUSUZJQOFURSOtLSOt...",
"KeyBlockFoxrmat": "X9_TR34_2012",
"WrappingKeyCertificate": "LSOtLS1CRUdITiBDRVJUSUZJQOFURSOtLSOt..."

}
3}
{
"WrappedKey": {
"WrappedKeyMaterialFormat": "TR34_KEY_BLOCK",
"KeyMaterial": "3082055A06092A864886F70D010702A082054B30820547...",
"KeyCheckValue": "3DCA31",
"KeyCheckValueAlgorithm": "ANSI_X9_24"
}
}

UE  BRRZTLUERARES ARES TR-34 ASHIWZRHAR,
B hn 15 BA

o XLERBIZFEH AWS CLI ERH. FTE AWS 84T X TESHREHEMBHTIEE , 2IF
Java, Python, Go #l Rust.

- MREFEHABZEH CA BTN , ML OpenSSL 8N CA HEE CSR, EAEFE
B, ERARALSEILR CA BN,
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YD EE 2R A SR

WMIRNESEMERERNEF XL FRAREN , B UEAYEZAIRSERMZZRAA GRS
BRNBFER. JIGEERN AWS ZHREREAFEA PCIPIN Ml P2PE AIEH T4 AWS-operated &
HEHTZERNS  FHEL HSM AR ZFAA4 BRI BFER. ZRSFEA ECDH-based R
¥k 1+ ECDH-wrapped TR-31 AR , B LU HEES AEH AWS INABBEIKF,

(® Note

BIMNBWSANSHZARUEFAETIRENTR. XIBHNEERERERETZE
ANSI X9.24 TR-34, RSA wrap/unwrap 3% ECDH Z 8 ¥ Z4AX# 550 |, T EAYEBRAR
o

VB TR

ES3) paper Z4AR# , CloudFormation EFESEBERERFHRE , SREELNKF, P EIR
ECC Z4AXI M S3 F#El. AT , BIENEEUFHERBPAHEGFZIAT AWS Z2&8H , BIlEGE
R AWS ZHRREAFEAEL HSM #HITEHANK. #HER EEFEN S3 Fi#MH ECDH-wrapped
TR-31 BHAR , BEAEAENHTEAR (ECOH) SABHAF EZHEHESALNIKS ., EFARKRIE
f£ TDES # AES B2 S A KEK ( ZHFEA K1) =X BDK ( A B0 ) 4,

TEHETRT mEwYEZHARRERE,
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Physical Key Exchange Process

, AWS Key AWS Payment | | AWS Customer
AWS Customer Custodian | | Cryptography | S3 Bucket
Request to initiate key exchange >
Provides CloudFormation template
CreateKey (ECC key pair),
GetPublicKeyCertificate (ECC key) >
Create S3 bucket,
store key exchange inputs >
Provide S3 bucket name >
Provide shipping information
Ship k t
ip key components >
Key Ceremony
Store ECDH wrapped
TR-31 key block >

Key ceremony complete

ImportKey using ECDH

>
AWS Customer AWS Key AWS Payment | | AWS Customer
Custodian | | Cryptography | S3 Bucket

1. B3 — ERXZFERLELENEFLESERIER.
2. BFIRE- AWS XNEBBZAERM T AT ERFZH TSR CloudFormation 1R :
- TEIEHY AWS XA BRIBEIKF F 8|8 ECC P521 BAXT , RERELAIEH,
- FART AWS ZNEBRSZEFE A read/write 75 R) X PRAY K EL 8] 2 Amazon S3 F#E .
- f ECC AHIUEPBMELZWIR CA 47 Amazon S3 FHFEH.
- REXEEY  BACEHBER, THAEAESXURERIEN paper ZALHGHE,
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3. #£= S3 FHEB I — B HE CloudFormation ik 8IZ2H) S3 BRI , HPEME T AL
F, EPEMZAREHE , AME P AWS ayment Cryptography /331 B4 R,

4. EHHE — AWS X FBFIRM US-based ZL RN EHIFMER . BRENSENET
paper Z4AHHIZIELL AWS TERE A,

5. AR — AWS T ERE AW EIEA paper A , AN EBNAHRIZE B IV INE,

6. BAMN — AWS ZAREAFEAEL HSM #HITBRAMNRK . £R TR-31 B4R ( F£HH ECDH-
derived AES-256 4A$1%% ) . REBEL% HSM 9 ECC A HIF PR ELRIEHFF LA B Amazon
S3 1k,

7. B — AWS X EZEBZLLEFHANUXETRHNBEIAMES. AT, B LMERZ S AFECDHE
K TR-31 BARG ALK AWS ZIRABBZEKF . FAEXNHEAR (ECDH) S AHH

8. T8 — M TERBRMUNG , BV BEAIT TR,

RE5EM

YIIEZHZIE EEHE PCIPIN M PCI P2PE #EEMZHE AWS Z2ERNELZLREPIZT. AT
BRHeEIH

W 2 SIAIR T 5
AWS TEREABTRANARS R , HAEEHETAR. BEHETERE , LBRXRONK
S RAENE LB THAT,

B4 HSM
%O EAE NN PCI PTS HSM-isted B R MARMT | X ULARM A0 ML E B0
R T EEIET, BRBHKETALEIHREET HSM B RZ54

mEBARA
71 ECDH-based 348 XBITHEA MM L HSM BBEILH AWS XA BEBIKS | WTHRIH
EIIH 0 MEBRS

Fit5a#

AWS #IETHEEAMNEHNERNARE , XERELTEHITF( PCIPIN f P2PE AE, EF Ari
AWS fact FIEME , THRAREEHCH PCl i AR AT S EZNRE.
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£ A 31 &

AR AWS XN EBERANKEF BN FlM , 318 R EREHSIA)N alias/test-
key , A& arn:aws:payment-cryptography:us-east-2:111122223333:key/

kwapwa6bqgaifllw2h,

HEASHEZAEE (££5VHE ) BENNE (BIEFE ) RIED , L SUER B RIFAEH,

IR T MR IR R BB RV AIELN AWS XN ZEBEANTE , METFREBRINEERN. LLIh6E
=ETEMETRKRZES (ABAC) B XFFHI—&8 7.

A BRI KD RER B TN ERSH B RENZHNED . 3B TUELENKBES THRENE
o Bl RIREEABBRERGEN AWS XA MBERH , A AREER AWS IRMBZH, &
XMERT  RERINEEEMEZARKAT, ELEERRBINARFEE,

ABREERZERRE AWS XEHREAMEERBE, £Z M MXEHIRERHE , ARSI B EHEM
i XH AWS XA IBEZAMRXEK, HRBEFSIMXHETH , ABENRZXEAKREKN AWS X
T nE#ZH .

A LA CreateAlias APl AWS X{INZRZR4ABIERIZ,

AWS X ZB ¥ APl AT T2 2 HENKF M XHW A&, APl 2¥E6|E5]| (CreateAlias), EE 5!
BEEER KeyArn ( FIR3AB ) . BEREHBREKN AWS XA MBRRH ( EFHMBIA ) ARMIERIA
( BERAIE ) BVERE,

=

*

A

FHIE
- ENFAREFPERAA
- }H< API

XT A&
TRBEE AWS XABEES RN THERE,
B4 £ — R AWS HR

AERR AWS XN BBZZANEN. BN BEHITHRETSEMEXRBKNEZER. BTN
AWS X INZERACIER S , RREMBE , EHETEN AWS XA MBZHABEXREK, LEE
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A LAMIBREIE , MASX KRR AWS X MBBA~ LT A0, 0REMER AWS Payment
Cryptography Z4A , M «BUE 2 Bl 522 A< AE I B .

MRIEHE IAM REEFRBIBEENRR , MZRBIENRHE , MARXKN AWS X2 %
o

BB BMERGFEN

ERIEBAR , BIBERSRN alias/ BBIR. N alias/test_1234
FNBE —REE - AWS X518 Z4AHH KBk

BIE R E AWS H AT BREASAN T E— NS FBE A,
AWS HRIBBATHARNSS B EXH | B5 318 REEMETE — 4

flan | bt list-aliasesHitH & Ralias/sampleAliasl BB RE—1HHR AWS Payment
Cryptography Z4£AMEXEk , ZZ4AH KeyArn BHER T,

$ aws payment-cryptography list-aliases

{
"Aliases": [
{
"AliasName": "alias/sampleAliasl",
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
kwapwa6qaifllw2h"
}
]
}

ZNBEAAER - AWS X BB REAMEKEK

Flan | WA LAY alias/sampleAliasl; #l alias/sampleAlias2 & E5R—/MN&EAXEK,

$ aws payment-cryptography list-aliases
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{

"Aliases": [

{
"AliasName": "alias/sampleAliasl",
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
kwapwabgaifllw2h"
1,
{
"AliasName": "alias/sampleAlias2",
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
kwapwabgaifllw2h"
}

]

7 A TE L4 TE RY K 7 A X 33 P 4 20 2 e — R

Bl | BESNKFFXE S REEE —/ alias/sampleAliasl 3B, BBXDKNE | EEA]
BUTEFERANKPIEREANGE , BEAXERES HE. BTFEEXRIEEN. B2, &0
BRAIB HEAPMERMAUETE

BRLUEARNXEFPEIZEFHRBMNE,

Bl |, WU LAERERE ( FHEILMILES ) #8758 alias/sampleAlias2 5lF , EXRETEZ (&
XM ) #8HF alias/sampleAlias2 A&, BN B MHESHPERXE AWS X 3102247 48
KBk, MREHWABBEIA alias/finance-key ZENBBEH , BUUESANAXEHIETE,
E8MXE , EEATENKXIE alias/sampleAlias2, BEXxEZELR , F5R ENAEFHFEHF
Bo

IER A E X5 3B RERRY AWS I INZ 2

B LAE A ZUpdateAliasiR BRI € EREMN AWS XS NEZEAMEXER, 5l

w, wMRalias/sampleAlias2fl& Sarn:aws:payment-cryptography:us-
east-2:111122223333:key/kwapwabqaifllw2h AWS {3 NZZAMRE , MU HE
HITERH , FHESarn:aws:payment-cryptography:us-east-2:111122223333:key/
tqv5yij6bwtxx64piZEAxEk,

/A Warning

AWS Payment Cryptography ZoZRiE#H IHZAREEEMEHEBNEY , fIUEHA A
. FATENZAXREH#TENAESSBNARERHIAME,

KFHIAE 102



AWS X [t RAriEmE

REZRREHAE

Al BRI ANEDEE |, BRIFCERLUXT A NIBERE |, SNHIEMEBABEINE. TUER
create-alias P HFHAERBMEXEK, I, LR LA UpdateAlias IREXREH S5 5B X
BX#9 AWS Payment Cryptography Z4f , H £/ delete-alias #RERMIRBIE. Hik , FL& AWS
INBBEFATEES NGB MELTREEENZ.

REARS 251 &

BRI LAER create-alias Mo NF4 (HARN R ) ME B —NHZANHE. LT PTREESE
B, EEHHE , B update-alias o

$ aws payment-cryptography create-alias --alias-name alias/sampleAliasl \
--key-arn arn:aws:payment-cryptography:us-east-2:111122223333:key/

kwapwa6qaifllw2h
{
"Alias": {
"AliasName": "alias/alias/sampleAliasl",
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
kwapwabgaifllw2h"
}
}

ER R TR A

BAUERABERRTINARFRBFN AWS XAMBHEH, AWS INEBZFHRFEREARH AR
1B (WPIRZL ) Fhkey-identifierSHEZ B HHIE ARN,

$ aws payment-cryptography-data generate-card-validation-data --key-identifier alias/
BIN_123456_CVK --primary-account-numbexr=171234567890123 --generation-attributes
CardVerificationValue2={CardExpiryDate=0123}

EABIE ARN B, Fi(E , BRETE AWS X MNEZEZANA B RERE AWS XNEBHHANIKS H
EXH , BNMXEAEARTE.

AEBNRBEAAR —RESN AWS REHETHNARFH.
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FZAINESMNXFHUETRRANNARER , WA UERAFHE, BERVRETHNENMNKFERERN
AWS XN ZBEHR. BEESIMNXEPCREAHEEINBEMNIIETRERRES, ik, 81
M2 K NE,

FH>x API

PR

RERFZANEX , eNXLTEE , ATAREN AWS XNHMBZEFRHA, eTHTRFIRHZE
Hf, WIS BRASE R,

IR AR

P AWS ayment Cryptography AR K MEM BN ENE T , AEATHRSHMEBRE, GetKeys
API fF Keyldentifier R A IREIZA TEIE , BEBEME. RESFEE |, BFIRE PR N 240
RSN
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RAriEmE

Example

$ aws payment-cryptography get-key --key-identifier arn:aws:payment-cryptography:us-

east-2:111122223333:key/kwapwabqaifllw2h

IIKeyII : {

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/

kwapwa6qaifllw2h",
"KeyAttributes": {

"KeyUsage": "TR31_D@_SYMMETRIC_DATA_ENCRYPTION_KEY",

"KeyClass": "SYMMETRIC_KEY",

"KeyAlgorithm": "AES_128",

"KeyModesOfUse": {
"Encrypt": true,
"Decrypt": true,
"Wrap": true,
"Unwrap": true,
"Generate": false,
"Sign": false,
"Verify": false,
"DeriveKey": false,
"NoRestrictions": false

3,

"KeyCheckValue": "QA3674",
"KeyCheckValueAlgorithm": "CMAC",
"Enabled": true,

"Exportable": true,

"KeyState": "CREATE_COMPLETE",
"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",

"CreateTimestamp": "2023-06-02T07:38:14.913000-07:00",
"UsageStartTimestamp": "2023-06-02T07:38:14.857000-07:00"

RENEZ A
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L2 A key/certificate 52 4AXT ( key pair ) FH<Ex

REVATFF Key/Certificate IR Bl I8 RV N HKeyArn, X LARTE P AWS ayment Cryptography £ 4%
BN BANHNLNARD A UARZASANAH. REANAGRFNBERENABRSREL

. A, TURXERFEZEIRA AWS XHEBENNARE , A BTUERAXAEBFHRRY
MR BB TR . AWS

ZRFBEENFERNDHIES, API ERETE CA MRRIED, MMNRIETEIGRA basebs i,

(® Note
REPWAHIERREEN , MAERTEN, IELMARNGRER , B agESESX API A
L NG Spn s
Example

$ aws payment-cryptography get-public-key-certificate --key-identifier
arn:aws:payment-cryptography:us-east-2:111122223333:key/nsq2i3mbg6sn775f

{

"KeyCertificate":

"LSQtLS1CRUdAITiBDRVIUSUZIQOFURSQOtLSOtCk1ISUV2VENDQXFXZ@OF3SUIBZ0@1SQUol10Wd2VkpDd3d1lY1dMN1IdYZEpPYY
"KeyCertificateChain":

"LS@tLS1CRUdITiBDRVIUSUZJIQOFURSOtLSOtCk1ISUYOVENDQThtZ@F3SUIBZ@1SQUt1IN2piaHFKZjIPd3FGUWI5c3VuC
}

PRI ER

£ P AWS ayment Cryptography # , &I LAFE QI Z AN AWS A INBZARMIRE |, A LR
ERECERICMEZR |, BRIEXLEFASHBR. HIRWEN , BEITEIFEEFTR.

BRIFEN—RER , BEKREXKR, RIERBURRENBXNIEBE , BSHEPHIRIE AWS &
JR. Amazon Web Services —f§ &£

ik A% key/certificate 52403 ( key pair ) #H5<Ex 106



AWS X [t RAriEmE

F&

« AT AWS XN ZBZEPHIRE
- ERFEFERERARE

- £ AP REEEZHARE

« RHENIRERTFR

« ARSI ZAN R

XTF AWS X EZBZPHIRE

REREAILLN AWS BIRDE ( 3 AWS TS E ) WA R TBERE, S MEHILE —IMRE
BN —MrXE , eMNBRXDXNNENFZHFE. REEAAZ (null) FRFHE, BRLHNSMREMSM
ERTENREES , BETURNZN AWS BIRFMEENIRE, SMNRRKRSTUE 50 A2
= : 0p o

FTEENERIGEEP ISV ERBRELE, S AMALLGRIRE AWS RS, BEKE,

£ P AWS ayment Cryptography # , & A A£G 2 Z A N ZARNIRE |, 1A UFRIEHBUERR I
BEH , RIEXLEFAL TEFHRRS. TERIEHB. HIRA®RN , BEiTEIFEEETR.

plan , EAT L AT Alpha TUE BIFRE AWS IR INZE B R Amazon S3 7%
n"Project"="Alpha"##&, %—MpIFTENSRHERITIRAE (BIN) XERAIFTH Z4ARM
"BIN"="20130622" 5%,

"Key": "Project",
"Value": "Alpha"

IlKeyll: IIBINII’
"Value": "20130622"

BXRIREHN—REE , SEBRAFIEBE , BSHHPAmMazon Web Services — xS Z#ric AWS &
Ko
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https://docs.aws.amazon.com/general/latest/gr/aws_tagging.html
https://docs.aws.amazon.com/general/latest/gr/aws_tagging.html

AWS X [t RAriEmE

RERHBE

« RBIMEEEN AWS RIR. % AWS lRSE IR , RILE L)k B T RBRSH % IR 2 B AE
FMRE , URAXEFFEREXN, Hl0 , BRI AWS X422 4A ML 5 b3 4 X R F 6
(Amazon EBS) R ZH P EMERMIIRE, AWS Secrets Manager #3& o] LA A #R X RARIR 240 L
KT EBL,

- BEREH AWS A&, [ AWS BRRINFER , AWS 2ER—BRADERE , HRIERIRE
SCEMNEABNAAE, SAIAERALEERRENE ., NARFIAEF O AWS A% R A

ARXNBRADEERFRENESZELS |, 521 AWS Billing AP BRI ERARA D EFE, BXIR
ZRNFEEANNESR |, 525 (AWS Billing AF#ERE) FHUser-DefinedtrZ R %,

o BEIX AWS BRAIHENR, BREZANWRSATNELTRZHR AWS THBEENETEM
B9 R3] (ABAC) X IEM —# 9. BXE T AWS Payment Cryptography FIFR &2 &34 H 17 8]
NWEZER , BZH ET AWS IHHEFEEHFENEN. BXREAFRZEG AWS BRIGFRNRNES
—RELS , BSH IAM AFEREPNER AWS FIRRZ I FIX 3R 7 R

AWS & fEA TagResource, UntagResourceD} ListTagsForResource #&ERS , Payment
Cryptography &1E#&# AWS CloudTrail BEHREBEA—1%H,

EEHEHEFRARE

EERFEPEERE , CEETTEZEHAM 1AM policy FHREHMAMNIFENR, RT EERHEHEHR
EEZANNRZI , EEFEXENR,

£ AP RIFEERAIRE

EALAE A AWS Payment Cryptography AP NIEE B Z4A RN, MR T HIRZ, XL REIEH
AWS Command Line Interface (AWS CLI) , B A A ERAEAZZHFNERIBES. BT ERRIE AWS
REXEH,

EZRm, RE. EEIRNRBANGE , ZXTEEMENNR, BXEZER , BSMH 2HXNFEE
A,

£

« CreateKey: N BEARIMITE

 TagResource: AN ZARINFEESHRE

« ListResourceTags: JREVZ IR E

« UntagResource: MZ340 il R AR &

ERHERERERATE 108


https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/cost-alloc-tags.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/allocation-tag-restrictions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_tags.html
https://docs.aws.amazon.com/payment-cryptography/latest/APIReference/Welcome.html
https://aws.amazon.com/cli/

AWS X [t RAriEmE

CreateKey: 1 ¥R MIRZ

BE LA B RAR EERIRE, BIEERE |, BEMCreateKeyREMTags S,

EEQEZRPRRNRE | ARABMXIESR |IAM policy F#Y payment -
cryptography:TagResource fXfR. NEEDMIRHEKFSMXFHNFIEZEH. BREZER
BSHE EHEXN RSN IEME,

CreateKey MY Tags ZHHNERX S K/ NENHRZBIGSENNES. B LN IS ME
ETRWNIRZE BN HEETAR null EFEFH,

fign , BAT AWS CLI s RlEH BProject :Alphatn SN MBI, BESMEEXE |, HE
RzEwsRENN,

$ aws payment-cryptography create-key --exportable --key-attributes
KeyAlgorithm=TDES_2KEY, \
KeyUsage=TR31_CO_CARD_VERIFICATION_KEY,KeyClass=SYMMETRIC_KEY, \
KeyModesOfUse="'{Generate=true,Verify=true}' \
--tags '[{"Key":"Project","Value":"Alpha"}, {"Key":"BIN", "Value":"123456"}]"

LW SR, ERIRE— Key WRURBXFHZHNER. BR , Key TEERZL, EREUR
% |, {EfF A ListResourceTagsi#fE.

TagResource: 7 Z A7 ISk BB AR

#ZTagResourceREMBARM— N RE ML, BRETREATRINKHEETRRE AWS 1K~ HHFR
=%

<3V aflo)

EMIRE | FEEMTEENREE, ERENRS , TEENAREBNFIAEE, BHLEHNS MR
EMLAMERFTENIRER. FREEAN null REFRFSH,

Flgn |, A4 UseCase 1 BIN SRR MEIRHIZEAF,

$ aws payment-cryptography tag-resource --resource-arn arn:aws:payment-
cryptography:us-east-2:111122223333:key/kwapwabqaifllw2h --tags
'[{"Key":"UseCase","Value":"Acquiring"}, {"Key":"BIN", "Value":"123456"}]"

B SHRIRITE , TaREEAHE, EEFHHA LWHRZ |, B AListResourceTagsi®1E,

B A LAE A TagResource kE XM ERLENIREE, EBRGFEE , BEEEETRENHEERE
B, BRGHPRYEHORZET 2 E R,
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https://docs.aws.amazon.com/payment-cryptography/latest/APIReference/API_CreateKey.html
https://docs.aws.amazon.com/payment-cryptography/latest/APIReference/API_TagResource.html
https://docs.aws.amazon.com/payment-cryptography/latest/APIReference/API_ListTagsForResource.html

AWS X [t RAriEmE

flan , LS a¥F Project #REMEM Alpha B H Noe,

ZH SR E http/200 A EEEANE. EEFENER , i5F A ListTagsForResource

$ aws payment-cryptography tag-resource --resource-arn arn:aws:payment-cryptography:us-
east-2:111122223333:key/kwapwabqaifllw2h \
--tags '[{"Key":"Project","Value":"Noe"}]'

ListResourceTags: JREVZ A KPR

ZListResourceTagsiRESIRENBR4AMIFRZ . ResourceArn ( keyArn = keyAlias ) SR SEM,
RETREATETEM AWS IKF hHH4E ENIRE,

plan , AT TREURGIZANIRL,

$ aws payment-cryptography list-tags-for-resource --resource-arn arn:aws:payment-
cryptography:us-east-2:111122223333: key/kwapwabqaifllw2h

{
"Tags": [
{
"Key": "BIN",
"Value": "20151120"
},
{
"Key": "Project",
"Value": "Production"
}
]

UntagResource: M 240 il BRAR &

ZUntagResourceiRE2 NBRHAFMIRIFE, EFRRERBRNRE  BREERERE, LBRETEATM
H A AWS K = Fh 89 22 48 7 B BRAR =5

HEMIES , UntagResource BEFTREEMAH. I , MRERA LERKIIEENIRZE , U
TeERERREEN, ERIANRERTEN , B A ZListResourceTagsig{F.

flan | S EMNEEN ZHA DM ER Purpose iE R HE,

$ aws payment-cryptography untag-resource \
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https://docs.aws.amazon.com/payment-cryptography/latest/APIReference/API_ListTagsForResource.html
https://docs.aws.amazon.com/payment-cryptography/latest/APIReference/API_UntagResource.html
https://docs.aws.amazon.com/payment-cryptography/latest/APIReference/API_ListTagsForResource.html

AWS X [t RAriEmE

--resource-arn arn:aws:payment-cryptography:us-east-2:111122223333:key/
kwapwabqaifllw2h --tag-keys Project

PR HI XS PR Z BV 175 [A]
EENMEA API KRN, EFMMBRIFE | THREETE IAM policy FIREURIER,

FBH I LUBE X REER AWS £ RBFHFERBHEIXLNR, £ AWS ZFBEG | XEKA4TTUIE
FIXIARICIRAE ( BlaiTagResource M ) KA EI PR, UntagResource

BXTOIRBANESER , B5H IAM AFERPNBRERSEES 1,

AT oENERERSHRBRI T TR,
T 4B iBE : TagResource

AT EHFMRRETRE, BEEORBHNFINGE | THBHE IAM policy FEBETFRFHES
EAHIRUR,

F{IFEBE : ListTagsForResource

AW EAREERH LOFZ,
F{4ZiBE . UntagResource

AW EENBRHA PR ERIRZL

PRICER B VAR

&R AR ZHBUREL IAM policy IR RIRIZ, Al , SUT REIBRAEKEEER P R TFIRCEH
KRR, EAFMBAUEARFIEERRTRARBEHAF R TEFHRENNR,

JSON

{

"Version":"2012-10-17",

"Id": "example-key-policy",

"Statement": [

{

"Sid": "EnableIAMUserPermissions",
"Effect": "Allow",
"Principal": {"AWS": "arn:aws:iam::111122223333:root"},

X I 05 T


https://docs.aws.amazon.com/payment-cryptography/latest/APIReference/API_TagResource.html
https://docs.aws.amazon.com/payment-cryptography/latest/APIReference/API_UntagResource.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_tags.html#access_tags_control-tag-keys

AWS X [t RAriEmE

"Action": "payment-cryptography:*",
"Resource": "*"

"Sid": "AllowAllTaggingPermissions",

"Effect": "Allow",

"Principal": {"AWS": [
"arn:aws:iam::111122223333:user/LeadAdmin",
"arn:aws:iam::111122223333:user/SupportLead"

]}I

"Action": [
"payment-cryptography:TagResource",
"payment-cryptography:ListTagsForResource",
"payment-cryptography:UntagResource"

1,
"Resource": "*"
},
{
"Sid": "Allow roles to view tags",
"Effect": "Allow",
"Principal": {

"AWS": [
"arn:aws:iam::111122223333:role/Administratox",
"arn:aws:iam::111122223333:role/Developer"

]

}I
"Action": "payment-cryptography:ListTagsForResource",
"Resource": "*"
}
]
}

ERFEENSNEAMNFICNR , BAIUER IAM policy, HELRIEEN , 8N BANBHABERE
A A A IAM policy kIR HIXT Z AR AR

Bl , BUF 1AM policy R EAGIRZER. EEAFRMNEREEKS PHAMEZSN LAIBNEER
X, ZHASATERALEEZA LR CreateKeyREN tags S Z AR INIRE

JSON

BRHER PR R E 112


https://docs.aws.amazon.com/payment-cryptography/latest/APIReference/API_CreateKey.html

AWS X [t RAriEmE

"Version":"2012-10-17",
"Statement": [

{

"Sid": "IAMPolicyCreateKeys",

"Effect": "Allow",

"Action": "payment-cryptography:CreateKey",

"Resource": "*"

}I
{

"Sid": "IAMPolicyTags",

"Effect": "Allow",

"Action": [
"payment-cryptography:TagResource",
"payment-cryptography:UntagResource",
"payment-cryptography:ListTagsForResource"

]I

"Resource": "arn:aws:payment-cryptography:*:111122223333:key/*"

}
]
}
PR HIPR X PR

B B EARBRERIFIENR. A TERBRETRAT payment-
cryptography:TagResource #l payment-cryptography:UntagResource X [R. i , &7
LAER aws:RequestTag/tag-key 4R AFEHAMBERS , REEFERNEEBENRE
BIIRZ,

« aws : RequestTag
« a@@ ws:ResourceTag/tag-key ( {XFR IAM ZRRE )

« aws : TagKeys

ERFERRZEEXZAN T RN KESER , BHFEH aws:RequestTag/tag-key = aws:TagKeys
SHRRATE LT PLRS (BIFER )

fflgn , BAF 1AM policy 5 E—/1N 3L, ER , R AFEBLNES Project RZBNVIFZAERE
(TagResource) H#HER#RZ UntagResource,

MTTagResourcefUntagResourceBR AL BE S ML , LB LR aws: TagKeys &4
fEXEForAllValuessForAnyValueik BiZE . ForAnyValue EERERBERPEILF —IHE

BRHER PR R E 113


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-tag-keys
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-tagkeys

AWS X [t RAriEmE

BEXBINEF —MEIZELHE, ForAllValues ZERFERBERIFAENFERERKPHNES
—AMNREBIE, truelIRiBFERFEERL |, MForAllValuesizE /Kt 4iR[E |, {H TagResource
MRAKEERL , ML UntagResource kM. BEXEESZE/FNIFAEE , FSH IAM AFERF
WERASANENE,

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "IAMPolicyCreateKey",
"Effect": "Allow",
"Action": "payment-cryptography:CreateKey",
"Resource": "*"
}I
{
"Sid": "IAMPolicyViewAllTags",
"Effect": "Allow",
"Action": "payment-cryptography:ListTagsForResource",
"Resource": "arn:aws:payment-cryptography:*:111122223333:key/*"
}I
{
"Sid": "IAMPolicyManageTags",
"Effect": "Allow",
"Action": [
"payment-cryptography:TagResource",
"payment-cryptography:UntagResource"
1,
"Resource": "arn:aws:payment-cryptography:*:111122223333:key/*",
"Condition": {
"ForAllValues:StringEquals": {"aws:TagKeys": "Project"}
}
}
]
}

EHIFRER R 114


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_multi-value-conditions.html#reference_policies_multi-key-or-value-conditions
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AR FR X B4R 1 S )

ERI R ERVPR SR BN AWS XA ZEBRYRINR, flin , EAI L4 E 1AM policy , BARTF
FHRNEANEAEERERENEHR. E , LALUER IAM policy FF It EHREMZRIEREAR
, RIERAERBRENRZE,

HIEERE TR MM R4 (ABAC) M) AWS X BELZHN — 185, AXERRERE AWS &
FHEIMES | H2 M ABAC AH LM AWS ? SURER IAM F = 3R 0 R AR S 12 4% SOREY 1
AR, AWS

AWS Payment Crypto graph y 37# aws: ResourceTag /tag- key £ B&H L TXF4 , e T EIRE
ZE LRGN ZAN B RNER. TS NMNBHAAUEEHENRE |, WIIsE A FEAGNREA T
—HIEENZER. EETUBLTERZRANRERNERESPH KMS %47,

£ AWS ZZEEH | aws:ResourceTag/tag-keyRHUHFANE IAM KBEHPFXiE, HAKK
(PGERAT—1MNZ ) ATFERSERAMIRE ( HlinListkeysH ListAliasesiRE ) FEZEFE.

EAREEFHTRRERT —MEE, Iy RERFNAAREENR, B2, AR RITNEESY , ©
ARESTEPAWTIELN ENBRHANBR.. MREFEAIREREZHER , FERBUATHE,

- ERARERBFENRLFEINZERK, A IAM AR FHIINXAEARNERNZANRE
R, Plan , ERARERIFICATREWER. RERTHE FARNXER TR B REH HHER
PR o

- B8N F KR payment-cryptography:TagResource #l payment-
cryptography:UntagResource fXFR , AR FMATRIM, REFBBRIFE, HEERFSEHX
ZEAWIGRE , E3REAURTFEARFERAMITEENREFEANZANNE, T RIELEX HihE
BHRATEHITEMENZANIER. TESEXFARMICIERINRNZAEE 7 7] LUR G 248
WiGE | BIRREMNENERFRE,

METRE , EEAKRBEEY , S0 aws:RequestTag/tag-key = aws:TagKeys , SUR E/KEIFR
IERRREHI NS E B LB ERSHRSER,

- EFREDYHEARICHEBUERIENR AWS IKF WEREA | AELEZXNEATEE. IAM policy
AREA XN FIE B4R IS BUEAR ISR, fla , BB ARERAFERIRS., BUBERIZHSH
B ZEA LIV,

- EFREGBTIRENRBE A , BEELNBHALAFE AWS K., BFRRENERIGEATERE

SEWIRZE, FEACloudTrail BEF CloudWatch ZIRIZEE & E = A A 2200 274 15 R A PRV FRIC
W,
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- ETHRENRBRAEAEALE ; eI THEIRENEBERXRS,. FRAETHRENFARHRES
FMEEACENAEFTENNAIRE., MRBBRHEFRRERBRATENIRE | WZFEH
R THRE , MENIBRE—#,

flan , FEERIT IAM policy. EAFEBNNEK PN TFEERS (ASRIMILE ) X BEFH
"Project"="Alpha" #rEMZA A Decrypt #E, BRI LUFLILRBE M INZIRHB] Alpha TLE R A
&,

JSON
{

"Version":"2012-10-17",
"Statement": [

{
"Sid": "IAMPolicyWithResourceTag",
"Effect": "Allow",
"Action": [
"payment-cryptography:DecryptData"
]I
"Resource": "arn:aws:payment-cryptography:us-east-1:111122223333:key/*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/Project”": "Alpha"
}
}
}

LA R4 1AM policy AFEHFERAKS PR ZARITREMNZERE. BECELFANES
"Type"="Reserved" HERFTEE "Type" IS FHFE XL MBTRIE,

JSON

{
"Version":"2012-10-17",
"Statement": [

{
"Sid": "IAMAllowCryptographicOperations",
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"Effect": "Allow",

"Action": [
"payment-cryptography:EncryptData",
"payment-cryptography:DecryptData"”,
"payment-cryptography:ReEncxypt*"

]I

"Resource": "arn:aws:payment-cryptography:*:111122223333:key/*"

"Sid": "IAMDenyOnTag",

"Effect": "Deny",

"Action": [
"payment-cryptography:EncryptData",
"payment-cryptography:DecryptData"”,
"payment-cryptography:ReEncxypt*"

]I

"Resource": "arn:aws:payment-cryptography:*:111122223333:key/*",

"Condition": {

"StringEquals": {
"aws :ResourceTag/Type": "Reserved"

"Sid": "IAMDenyNoTag",

"Effect": "Deny",

"Action": [
"payment-cryptography:EncryptData"”,
"payment-cryptography:DecryptData",
"payment-cryptography:ReEncxypt*"

1,

"Resource": "arn:aws:kms:*:111122223333:key/*",

"Condition": {

"Null": {
"aws:ResourceTag/Type'": "true"
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TH# AWS XA REFRANRBREMT

EREBZRANERUNE , ZHNCELNEY  AEREATATNRE, Rt , RERARREERE
ZHERAEXT R, REATR , ERREMTR-31TEXHNTHEARN RT3

RE AWS XNEBFAMBILEHURERESR  ENTHERL , MRS TERNBAEAE.
PRRINTR

« TR31_B0_BASE_DERIVATION_KEY
- RIFNEFIAEE : TDES_2KEY ,TDES_3KEY ,AES_128 ,AES_192 ,AES_256
- RTFNRBERAERAS : { DeriveKey = true}. { NoRestrictions = true}
« TR31_CO_CARD_VERIFICATION_KEY
- RIFMFZIAEE - TDES_2KEY, TDES_3KEY., AES_128*, AES_192*, AES_256*

- RUNRBFERERAS : (/K =true}, {Verify = true}, {Generate = true, Verify=true}, {=
true}, { NoRestrictions = true}

+ TR31_D0_SYMMETRIC_DATA_ENCRYPTION_KEY
- RAWERAEL . TDES_2KEY ,TDES_3KEY ,AES_128 ,AES_192 ,AES_256

- RUFNRPFERERAS : {Encrypt = true, Decrypt = true, Wrap = true, Unwrap = true},
{encrypt = true. Unwrap = true}, {=true}. {= true} NoRestrictions

« TR31_EO_EMV_MKEY_APP_CRYPTOGRAMS
. RIFMZIAEE - TDES_2KEY, TDES_3KEY*, AES_128*, AES_192*, AES_256*
- RTFNRBFERAERAS : { DeriveKey = true}. { NoRestrictions = true}

* TR31_E1_EMV_MKEY_CONFIDENTIALITY
- RIFMZIAEE - TDES_2KEY, TDES_3KEY., AES_128*, AES_192*, AES_256*
- RTFNRBFERAERAS : { DeriveKey = true}. { NoRestrictions = true}

« TR31_E2 EMV_MKEY_INTEGRITY
- RIFMZIAEE  TDES_2KEY, TDES_3KEY., AES_128*, AES_192*, AES_256*
- RTFNRBERAERAS : { DeriveKey = true}, { NoRestrictions = true}

« TR31_E4_EMV_MKEY_DYNAMIC_NUMBERS
- RIFMZIAEE - TDES_2KEY, TDES_3KEY., AES_128*, AES_192*, AES_256*
- RTFNRBFERAEREAS : { DeriveKey = true}. { NoRestrictions = true}

« TR31_E5 EMV_MKEY_CARD_PERSONALIZATION
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. RIFNFIAEE : TDES_2KEY, TDES_3KEY. AES_128*, AES_192*, AES_256*
- RFNRBRFERERNAS : { DeriveKey = true}. { NoRestrictions = true}
« TR31_E6_EMV_MKEY_OTHER
- RFNFIAEE : TDES_2KEY, TDES_3KEY. AES_128*, AES_192*, AES_256*
- RFNRBRFERERAS : { DeriveKey = true}. { NoRestrictions = true}
« TR31_KO_KEY_ENCRYPTION_KEY

« BIWEA TR31_K1_KEY_BLOCK_PROTECTION_KEY., RFHEEAEE :
TDES_2KEY ,TDES_3KEY ,AES_128 ,AES_192 ,AES_256

- RTFNERPBAFERERAS : {Encrypt = true, Decrypt = true, Wrap = true, Unwrap = true},
{encrypt = true. Unwrap = true}, {=true}. {= true} NoRestrictions

+ TR31_K1_KEY_BLOCK_PROTECTION_KEY
- AWWEIAEE : TDES_2KEY ,TDES_3KEY ,AES_128 ,AES_192 ,AES_256

- RN ERBAFERERAS : {Encrypt = true, Decrypt = true, Wrap = true, Unwrap = true},
{encrypt = true. Unwrap = true}, {=true}. {= true} NoRestrictions

« TR31_M1_1SO_9797_1_MAC_KEY
- RAWWEAEZE : TDES_2KEY, TDES_3KEY

- RN BRBAFERERNAS (£ =true}. {Verify = true}. {Generate = true, Verify=true}, {=
true}. { NoRestrictions = true}

+ TR31_M3_ISO_9797_3_MAC_KEY
- RAWWEAEZE : TDES_2KEY, TDES_3KEY

- RN BRBAFERERNAS (£ =true}. {Verify = true}. {Generate = true, Verify=true}, {=
true}. { NoRestrictions = true}

+ TR31_M6_ISO_9797_5_CMAC_KEY
- AWWEIAEE : TDES_2KEY ,TDES_3KEY ,AES_128 ,AES_192 ,AES_256

- RN BRBAFERERNAS (£ =true}. {Verify = true}. {Generate = true, Verify=true}, {=
true}. { NoRestrictions = true}

+ TR31_M7_HMAC_KEY
- AWWEIAEE : TDES_2KEY ,TDES_3KEY ,AES_128 ,AES_192 ,AES_256

- RN BRBAFERERNAS (£ =true}. {Verify = true}. {Generate = true, Verify=true}, {=
true}. { NoRestrictions = true}
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- RAWWEIAEE : TDES_2KEY ,TDES_3KEY ,AES_128 ,AES_192 ,AES_256

- RN RBPFERERAS : {Encrypt = true, Decrypt = true, Wrap = true, Unwrap = true},
{encrypt = true. Unwrap = true}, {=true}. {= true} NoRestrictions

+ TR31_V1_I1BM3624_PIN_VERIFICATION_KEY
- RATWERAEL . TDES_2KEY ,TDES_3KEY ,AES_128 ,AES_192 ,AES_256

- RATNBRBAFERERNAS (£ =true}. {Verify = true}. {Generate = true, Verify=true}, {=
true}. { NoRestrictions = true}

+ TR31_V2_VISA_PIN_VERIFICATION_KEY
- AWWEIAEE : TDES_2KEY ,TDES_3KEY ,AES_128 ,AES_192 ,AES_256

- RUNRBFERERAS : (/K =true}, {Verify = true}, {Generate = true, Verify=true}, {=
true}, { NoRestrictions = true}

SEXS RN E A

+ TR31_D1_ASYMMETRIC_KEY_FOR_DATA_ENCRYPTION
- AWWEAEZE : RSA_2048 ,RSA_3072 ,RSA_4096

- RN RBFERAERAS : { Encrypt = true, Decrypt = true, Wrap = true, Unwrap = true } ,
{ Encrypt = true, Wrap = true } ,{ Decrypt = true, Unwrap = true }

« XX : : {encrypt = true , Wrap = true} 5 AR TMEHRFER T EZLAN LA ME—FRHNIED
+ TR31_SO0_ASYMMETRIC_KEY_FOR_DIGITAL_SIGNATURE

- RIFMFEAE L  RSA 2048 ,RSA_3072 ,RSA_4096

- RTFNRBRERAERAS : {Sign = true}, {Verify = true}

« ER D ESARTERENESR (HIMBIES, REEPHERIUES ) B , {Verify = true} 2HE—
BRRILET TR-34,

« TR31_K3_ASYMMETRIC_KEY_FOR_KEY_ACTREMENT
- ATHEHAMNEL , Hlw ECDH
. REFHHEAE L  ECC_NIST_P256, ECC_NIST_P384, ECC_NIST_P521
- RTNZRBRERERAS : { DeriveKey = true}.

« XX : DeriveKeyUsage A TIEENMNZEARRLAIRE L MR, XREXBNZEE creation/
import#y,

- TR31_K2_TR34_ASYMMETRIC_KEY
o AT X9.24 %BFHARMAFIVIENFRZR4A |, Hln TR-34
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. RTFNFIAEE  RSA_2048, RSA_3072, RSA_4096
- RFNRBRERERAS : { DeriveKey = true}.

- RN RPBFERERNAS : { Encrypt = true, Decrypt = true, Wrap = true, Unwrap = true } ,
{ Encrypt = true, Wrap = true } ,{ Decrypt = true, Unwrap = true }

« XX : : {encrypt = true , Wrap = true} 5 AR TMEHRFERFEZLAN LA M —FRHIED

* B AR INZIREB T X FX fh algorithm/key KRB A G
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HoRIRAF

B AWS XRZBERAR , aFEACKRRITHNRERE, FTRENBRERTTIRERNES , BFEM
Z WBEURBETHNEL (HI CVWV2 ERK ) .

MR BEENBRZRZN (NHBANLSA , BURTINRRE ) | WTERENBRIE. B  0R%
BXNHRBARLH , WEERIERFEEZNBEHE L,

BEXRBEERENEREZEARBEER  BERANBERENEREN

® Note

RNBUEIREFRERFERANEKRE, EIFEFHERFERESZHMBIE ( PAN, BDKID
%) e WENEMEE |, 5l PCI DSS # PCI P2PE,

&

- NZE., BEANEHRMBHE

o ERFHWIEFHIE

o AR, FHIRAEIE PIN B

- Wi FHRIFER (ARQC) 1
« £RHRIE MAC

- MBRENEREH

N, f& = BRI AE

MENBERFEATATEASMNHRMIENHEAR (23E TDES. AES Ml RSA ) RINZHFEZEBIE.
X ER X IFER DUKPT fl EM V BERIRENZR. W THFEENMBATRFBEMTIREREH
FEWRABF , A LA Z ReEncrypt 5%

(® Note

£ FiX L encrypt/decrypt BIERET , {RIZRPTE I A9 A HexBinary #&X——Blan , 8 1 5
AR 31 (TAREF ) , NENtRRRA 74 (TR#E ) . FIEEEBEBERTABHFER,

N, BB NEHE 122
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RAriEmE

BARFBATHRINEAEE  BZRMNE, BENEHINEN API 5.

25
. MERE
- BENR

hnEghaE

% Encrypt Data API BT E XS #R A 3EXS FREHE I 22 22 40 LA DUKPT M EMV R4 B9 28X #

BTN, XEFEMEEMEA , 235 TDES, RSA M AES,

FERARATNEHRENMEZL. EMNEMN HexBinary &3 H 4 XA EHE AR #E 10 TDES
ZENSEAFBENNHRCAENERNENREY. AXABBELARZ 8 FTTDES, 16 F
TAESHZBHAKENER (MMRR ) . RSAMRHABBEFAFEXLER , NNERXNRER
B A ( TDES. AES, DUKPT, EMV )., TRETRTEBMNZRAXENERANKEUAREE
HEncryptionAttributes}1 RSA ZAENWIEREKR,

ERRE RSA_2048
OAEP SHA1 428
OAEP SHA256 380
OAEP SHA512 252
PKCS1 488
None 488

RSA_3072

684

636

508

744

744

RSA_4096

940

892

764

1000

1000

FERHAFETARFIBRANBEXFEANNZHRFEUARMNZZANRENE, BXAETRATAE

MER  FERIEMN APl IEE.

=l

« £/ AES XM B MBLIE

- £/ DUKPT A&z

o £/ EMV RENXI LA MBI

& EAE
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https://docs.aws.amazon.com/payment-cryptography/latest/DataAPIReference/API_DecryptData.html
https://docs.aws.amazon.com/payment-cryptography/latest/DataAPIReference/API_EncryptData.html
https://docs.aws.amazon.com/payment-cryptography/latest/DataAPIReference/API_ReEncryptData.html
https://docs.aws.amazon.com/payment-cryptography/latest/DataAPIReference/API_EncryptData.html
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« £/ RSA ZHAME S ERIE

£/ AES XIFREH I B

(® Note

B R BRIRMEXZACEEET. TAERAZRECIERA , LA EAZCreateKey#R1E
S AE4, ImportKey

Example

FER R | BATEE R ERRECIES A CreateKey RS AKX FREZ4A I 4 SUAR B 1T h0
. ImportKeyEHITIIRME , B M0 KeyModesOfUse R EH , EncryptH KeyUsage i&i&
FTR31_DO_SYMMETRIC_DATA_ENCRYPTION_KEY, BXE L& , FSAMZE/ER,

$ aws payment-cryptography-data encrypt-data --key-identifier arn:aws:payment-
cryptography:us-east-2:111122223333:key/tqv5yij6wtxx64pi --plain-text
31323334313233343132333431323334 --encryption-attributes 'Symmetric={Mode=CBC}"'

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
tqv5Syijbwtxx64pi",

"KeyCheckValue": "71D7AE",

"CipherText": "33612AB9D6929C3A828EB6030082B2BD"
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£/ DUKPT Z4A & 5 4E

Example

FURBIF | BATRERA DU KPT ZHAXN A X ABIER TN, AWS XABBEFZIFTDESH AES
DUKPT %41, EHTIIRE , B4 M9 KeyModesOfUse 18BN , DeriveKeyH KeyUsage i& &
A TR31_B0O_BASE_DERIVATION_KEY, BXEZET , BSRAMEREZH,

$ aws payment-cryptography-data encrypt-data --key-identifier
arn:aws:payment-cryptography:us-east-2:111122223333:key/tqv5yij6wtxx64pi
--plain-text 31323334313233343132333431323334 --encryption-attributes
'Dukpt={KeySerialNumber=FFFF9876543210E00001}'

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
tqvSyijbwtxx64pi”,

"KeyCheckValue": "71D7AE",

"CipherText": "33612AB9D6929C3A828EB6030082B2BD"

£/A EMV RER X R0 IR
Example

b Rfls |, RAVGEASLIEN EMV REN I FHRZAX B XBIEHTINER, IRATERIXFEN
DENBIBEAIEE EMV £, BRITIIRE , BHAXI KeyModesOfUse iR BH , Derive B4
KeyUsage ®REHNTR31_E1_EMV_MKEY_CONFIDENTIALITYZ(TR31_E6_EMV_MKEY_OTHER, Bx
EFZFMAER | ESRAMRRERYE,

$ aws payment-cryptography-data encrypt-data --key-identifier
arn:aws:payment-cryptography:us-east-2:111122223333:key/tqv5yij6wtxx64pi
--plain-text 33612AB9D6929C3A828EB6030082B2BD --encryption-attributes
'Emv={MajorKeyDerivationMode=EMV_OPTION_A, PanSequenceNumbex=27,PrimaryAccountNumber=100000000¢
InitializationVector=1500000000000999, Mode=CBC}"
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"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
tqvbyijbwtxx64pi",

"KeyCheckValue": "71D7AE",

"CipherText": "33612AB9D6929C3A828EB6030082B2BD"

£/ RSA BIAMBFERE
Example

LRGP, RITEFEAFEARES AN RSA QAN A X ABEH TN, ImportKeyE
AT IRIE | BEA XN KeyModesOfUse B , Encrypt# KeyUsage iR &
FTR31_D1_ASYMMETRIC_KEY_FOR_DATA_ENCRYPTION, BXEZIAM , FSHINZiE/EZL,

F PKCS #7 KHMBRFAXIENIER AR , BERARSZHRIE , HELERIERIE RS
'Asymmetric={}' KB TEF

$ aws payment-cryptography-data encrypt-data --key-identifier
arn:aws:payment-cryptography:us-east-2:111122223333:key/thfezpmsalcfwmsg
--plain-text 31323334313233343132333431323334 --encryption-attributes
'Asymmetric={PaddingType=0AEP_SHA256} "'

"CipherText":
"12DF6A2F64CC566D124900D68ESAFEAA794CA819876E258564D525001D00AC93047A83FB13 \
E73F06329A100704FA484A15A49FQ6A7A2ES55A241D276491AA91F6D2D8590C60QCDES7A642BC64A897F4832A3930

\
OFAEC7981102CAQF7370BFBF757F271EF0BB2516007AB111060A9633D1736A9158042D30C5AE11F8C5473EC70OF067

\
72590DEA1638E2B41FAE6FB1662258596072B13F8E2F62F5D9FAF92C12BB70F42F2ECDCF56AADFOE311D4118FE3591

\
FB672998CCESDOOFFFEQ5D2CD154E3120C5443C8CF9131C7A6A6C0O5F5723B8F5C07A4003A5A6173E1B425E2B5E42AL

\

7A2966734309387C9938B029AFB20828ACFC6DOOCD1539234A4A8D9BO4CDD4F23AY,

"KeyArn": "arn:aws:payment-cryptography:us-east-1:111122223333:key/5dza7xqd6soanjtb",
"KeyCheckValue": "FFODE9CE"
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iZ Decrypt Data API A FEAXIFFIER FREIE 2 248 LA DUK PT 1 EMV 4 BY 2240 Sk % %%
WiE, XEEMEEMETE | ZHE TDES. RSA F AES,

TEHARATHRESENREEH, RSN+ AEHRINMBE L THENURBRE L | S04
LR, HEBBERE, TBHHAFE+ALHIBINAIRBREARBREBAORBRAE, B
FET AT AES | BERRE AP 157,

o]

. f£F AES NS4 RERIE

- {23 DUKPT S48 B IR

o A EMV TR B R ER4A B R

- {£Fl RSA B4R

£ AES N E A B IHIE
Example

EHROIF , BRIFEARNMRARBEXHIE, ERFAETRT —PAESE , ETDES_3KEYtE X
¥ TDES_2KEYHl, ERITULERE , BR4AXLIM KeyModesOfUse RIB N , DecryptH KeyUsage RiE
ATR31_DO_SYMMETRIC_DATA_ENCRYPTION_KEY, BXEZIEWM |, FSRMZIRERH,

$ aws payment-cryptography-data decrypt-data --key-identifier arn:aws:payment-
cryptography:us-east-2:111122223333:key/tqv5yij6wtxx64pi --cipher-text
33612AB9D6929C3A828EB6030082B2BD --decryption-attributes 'Symmetric={Mode=CBC}"

{

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
tqvbyijbwtxx64pi",

"KeyCheckValue": "71D7AE",

"PlainText": "31323334313233343132333431323334"
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£ DUKPT Z4RB R IR

(® Note

HRZRIES DUKPT —2A T P2PE X5 , ATRESFHE A~ PAN MEMIFF AREIREZ
EHNAER , #HREH PCIDSS BENFEZRXEHIE,

Example

FEL R | BRATEERERRECIESREACreateKey RS A DUKPT Z4AMRE 3 XK

. ImportKeyEHITILIERIE , 44 KeyModesOfUse RE 7 , DeriveKey ¥ KeyUsage & &
JITR31_BO_BASE_DERIVATION_KEY, BXEZ &M , SR MZIRIEZH. £/H DUKPT i, XF
TDES B: , MBXFHEFEBEKESLIZ 16 FHHER. XNT AES B , MBXFHREKELIZ 32
FHHE.

$ aws payment-cryptography-data decrypt-data --key-identifier
arn:aws:payment-cryptography:us-east-2:111122223333:key/tqv5yij6wtxx64pi
--cipher-text 33612AB9D6929C3A828EB6030082B2BD --decryption-attributes
'Dukpt={KeySerialNumber=FFFF9876543210E00001}'

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
tqv5Syijbwtxx64pi",

"KeyCheckValue": "71D7AE",

"PlainText": "31323334313233343132333431323334"
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£ EMV k4 B XS R3340 2R 2 3 dim

Example

FEHREIF  RIGER EMV IIRENNMEZRRBRENHIE , ZEZAREARECNESIERARE

£ ACreateKey#, ImportKeyZEH ITILIRIE | 247240 KeyModesOfUse 1R E N , Derive 40
KeyUsage RXERNTR31_E1_EMV_MKEY_CONFIDENTIALITYZTR31_E6_EMV_MKEY_OTHER., B>
BEZHMAER , BSHMEREZR.

$ aws payment-cryptography-data decrypt-data --key-identifier
arn:aws:payment-cryptography:us-east-2:111122223333:key/tqv5yij6wtxx64pi
--cipher-text 33612AB9D6929C3A828EB6030082B2BD --decryption-attributes

'Emv={MajorKeyDerivationMode=EMV_OPTION_A, PanSequenceNumbex=27,PrimaryAccountNumber=100000000¢
InitializationVector=1500000000000999, Mode=CBC}"

{

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/tqv5yijbwtxx64pi",
"KeyCheckValue": "71D7AE",

"PlainText": "31323334313233343132333431323334"

}

REBBE 129



AWS X [t RAriEmE

£/ RSA ZAMEHIE

Example

LRl |, RAVGEAERRECIEN RSA BN RBEBXHIE, CreateKeyE
WATEIRE |, 2 KeyModesOfUse R E4RIRE /G AiDecryptH KeyUsage RiE
HFTR31_D1_ASYMMETRIC_KEY_FOR_DATA_ENCRYPTION, BEXEZIAM , HFSHINZiR/EZL,

MNTF PKCS #7 LB AXFNHMIER SR , BT EBIERE R Asymmetry={}" K& ETERE ,
FERR RS BMBRET,

$ aws payment-cryptography-data decrypt-data \

--key-identifier arn:aws:payment-cryptography:us-
east-2:111122223333:key/5dza7xqd6soanjtb --cipher-text
8F4C1CAFE7ASDEF9A4OBEDE7F2A264635C. .. \

--decryption-attributes 'Asymmetric={PaddingType=0AEP_SHA256}"'

{
"KeyArn": "arn:aws:payment-cryptography:us-
east-1:111122223333:key/5dza7xqd6soanjtbh",
"KeyCheckValue": "FFODESCE",
"PlainText": "31323334313233343132333431323334"

A& B I U+ B

ERHARIEFABIESENFARBIBRTTENEEE |, 0 CvV CVV2, CVC 1 DCVV,

EF&
o AR
- RUFFEIE

R EIE

% Generate Card Data APl AT CVV CVV2 & Dynamic £E x4 K FEHIE. CVV2EE
BT TAAFEABLERE  BSRANZRIENERBHIBS .
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AWS X [t RAriEmE

W m#EE (Hlm CVV, iICVV CVV2, CAVV V7)) ERERNMEEEL , BEMABESEMTE, Al
B0 , CardVerificationValue1 B9%i A ServiceCode , FEMEIHIHE, &R CardVerificationValue?2
REAMNXENBA , BXEFRAXNTF CVV2/CVC2 , EE ServiceCode 1 000, BE# , X FiCvV ,
EE ServiceCode 77999, RLEEEZTMELEMAMAMBFTER , Hltn CAVW V8 , EXMFERT , £F
EERREEFMLGREUE B & A B,

® Note

P ENERX (Fl MMYY EYYMM ) AERFMBRIENEIF A , FTeERERNSE
£,

£ CVV2

Example

HURBIS | RAVG CVV2 HAEM PAN ER— , B ABENPANKEASSAS, XBRESE
BE AR RIER4,

$ aws payment-cryptography-data generate-card-validation-data --key-

identifier arn:aws:payment-cryptography:us-east-2:111122223333:key/
tqvSyij6wtxx64pi --primary-account-number=171234567890123 --generation-attributes
CardVerificationValue2={CardExpiryDate=0123}

{
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
tqv5Syijbwtxx64pi”,
"KeyCheckValue": "CADDA1l",
"ValidationData": "8@1"
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https://docs.aws.amazon.com/payment-cryptography/latest/DataAPIReference/API_CardVerificationValue1.html
https://docs.aws.amazon.com/payment-cryptography/latest/DataAPIReference/API_CardVerificationValue2.html

AWS X [t RAriEmE

£/ iCvwW

Example

ARG , AV RLAERN PAN £ — ICVVW , BIARPAN , RSB HN 999, FEIHBH, xR
RIEELERERFRIERH,

BXFMEAHASH , 55H API SZi8EHH CardVerificationValuelo

$ aws payment-cryptography-data generate-card-validation-data --key-

identifier arn:aws:payment-cryptography:us-east-2:111122223333:key/
tqvSyij6wtxx64pi --primary-account-number=171234567890123 --generation-attributes
CardVerificationValuel='{CaxrdExpiryDate=1127,ServiceCode=999}"'

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
tqv5Syijbwtxx64pi”,

"KeyCheckValue": "CADDA1l",

"ValidationData": "8@1"

10U BE

Verify Card Data ATRIEEAMKBH T MEEENZMNEXCIRHIE , flm
DISCOVER_DYNAMIC_CARD_VERIFICATION_CODE,

MABEBEFENAUERZN - RVLARFFAXIFLEEENKE. ERIE ARQC 8 ( AF EMV
ShF) , BZREKIE ARQC,

BXREZER , iH5SH API 5 VerifyCardValidationDataH #,

MR ZELIWAE | N api FRE http/200, MRZERLZTSRIE , BIFHRE http/400,
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https://docs.aws.amazon.com/payment-cryptography/latest/DataAPIReference/API_CardVerificationValue1.html
https://docs.aws.amazon.com/payment-cryptography/latest/DataAPIReference/API_VerifyCardValidationData.html

AWS X [t RAriEmE

i CVV2

Example

FELROIF , BATFRIELSE PAN 9 CVV/ CVV2 , BE CVV2 B FASAFER S MR R4 L#
TRIE, A TRIERNNAA , FESTREHATE— ATERIENEH (CVK)., PAN, EAFE
B CVW2 A, FRHRXSAESNREERPEANEITE,

BXFMEAHASH , 55H API SZi8EHH CardVerificationValue2,

$ aws payment-cryptography-data verify-card-validation-data --key-identifier
arn:aws:payment-cryptography:us-east-2:111122223333:key/tqv5yij6wtxx64pi
--primary-account-number=171234567890123 --verification-attributes
CardVerificationValue2={CardExpiryDate=0123} --validation-data 801

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
tqv5Syijbwtxx64pi”,
"KeyCheckValue": "CADDAl1"
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https://docs.aws.amazon.com/payment-cryptography/latest/DataAPIReference/API_CardVerificationValue2.html

AWS X [t RAriEmE

IAE iCvwV

Example

FEL RGP, BITFEARTRIENES (C VK), RFMKBEH 999 PAN, FEIFABHBANUR T ZREN
FRIUEW IC V V RBIUE4TE PAN B ICVV,

iICW A2AFRMANE (Lt Cv2) , MBHBRAE EMV FL, NERERENZENBLHTE
iFo

BXFETHESE , E55 APl SZi5EH M CardVerificationValue1,

$ aws payment-cryptography-data verify-card-validation-data --key-identifier
arn:aws:payment-cryptography:us-east-2:111122223333:key/tqv5yij6wtxx64pi
--primary-account-number=171234567890123 --verification-attributes
CardVerificationValuel='{CardExpiryDate=1127,ServiceCode=999} --validation-data 801

{

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
tqvbyijbwtxx64pi",

"KeyCheckValue": "CADDA1l",

"ValidationData": "801"

AR, FHBRAKUE PIN 243

PIN BB Th8E A PR R BEM pin. pin BRIEE (PVV) HRHE PVV = PIN RBRIEA N PIN,
Pin $64 L AU pin A~ N THEBARBN B — P TS , MEFRE PCIPIN ER 1 HHE L

XFERXE R pino

(® Note

BT PIN £EARIDEERKITHIEE , M PIN 2R 2HBHIKE FIHEE , REBRINBNEE
R BRARAS A 8] H v 4809 R Ge 5 A SR )R B AR BU Y SRS o

£}
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https://docs.aws.amazon.com/payment-cryptography/latest/DataAPIReference/API_CardVerificationValue1.html

AWS 34 B85 il
- F#R PIN 3iE
- £ PIN #3E
- IO PIN 33E

R PIN 243

iR PIN BEIIREA TRIMER PIN BEMN —ARHARBR AN S —AZFH , MMNBHRETSLE T HSM.
CAT P2PE % , HRTHEZHNZER , ELAEBREFTFERX I TEERE. TERWARNE
HiE. ATNEBFENNZZAUARATERRAENSH, Z—EAWARBERNHWESH , SIMAT
MEZEHENZHNA TR ZHENSH, TBRHEMNBNEESUARATERZBEENSH.

® Note

RN T A PClERE |, £ AFE HEY PrimaryAccountNumber EAMICEL, AR PIN M—
A PAN ##%79 5 — 1 PAN,

ES]
« M PEK % DUKPT # PIN
« M PEK E| PEK # PIN
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AWS X [t RAriEmE

M PEK %] DUKPT # PIN

Example

FEURLRGIF |, RATHEER DUKPT 5 AES ISO 4 PIN 3R H) PIN #3253 66/ 1SO 0 PIN 3 PEK TD
ES %, ZMERBRER , BIXMHLHEINISO 4P NEBITNE , MR T —MNEEETIIFAES ,
T T LUK EL SRR B TDES#E 1T T AL B

$ aws payment-cryptography-data translate-pin-data --encrypted-pin-block
"AC17DC148BDA645E" --outgoing-translation-

attributes=IsoFormat@="'{PrimaxryAccountNumber=171234567890123}"' --outgoing-

key-identifier arn:aws:payment-cryptography:us-east-2:111122223333:key/

iviSksfsuplneuyt --incoming-key-identifier arn:aws:payment-cryptography:us-

east-2:111122223333:key/4pmyquwjs3yjbvwe --incoming-translation-attributes
IsoFormat4="{PrimaryAccountNumbexr=171234567890123}" --incoming-dukpt-attributes
KeySerialNumbex="FFFF9876543210E00008"

"PinBlock": "1F4209C670QE49F83E75CC72E81B787D9",

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
iviSksfsuplneuyt",

"KeyCheckValue": "7CC9E2"
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AWS X [t RAriEmE

M PEK % PEK 89 PIN

Example

T REIP , RAOVGER—4 PEK ( PIN tNZEZ40 ) K PIN #%i A5 —1 PEK, XBERTE
FEATRNBZANTRRERSENEZRRAEARS , ABEIEZENIREFFREF PIN MERR
¥ PCIPIN &M, EAXRREGIF  BHARAEFER TDES 3KEY MF |, EEZ A al#iEF |, S4F
AES ISO-4 %| TDES I1SO-0, DUKPT %l PEK 5 PEK, AS2805

$ aws payment-cryptography-data translate-pin-data --encrypted-pin-block
"AC17DC148BDA645SE" \
--incoming-translation-attributes
IsoFormat@='{PrimaryAccountNumbex=171234567890123}"' \
--incoming-key-identifier arn:aws:payment-cryptography:us-east-2:111122223333:key/
iviSksfsuplneuyt \
--outgoing-translation-attributes
IsoFormat@="'{PrimaryAccountNumbexr=171234567890123}"' \
--outgoing-key-identifier arn:aws:payment-cryptography:us-east-2:111122223333:key/
alsuwfxug3pgy6xh

"PinBlock": "E8F2A6C4D1B93E7F",

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
alsuwfxug3pgy6bxh",

"KeyCheckValue": "9A325B"
}

B, Wil PINREEE A PEK THAME , TURSHERIRFHEMLEAN THRE.
£ PIN 2473

£/ PIN SUEESA T ERS PIN ABXH{E , S0 PV 7 pin RE% , AT RIEASEXS RSN
EIARY PIN B, I API X B S A 4 R0 8% 4 R EF HOBEAL pin 1B
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AWS X [t RAriEmE

£ —NENZBFMETER Visa PVV

Example

FEHRGIF , RATFER - (BB ) 51, EPivim MR PIN block (PinData.
PinBlock) M a PVV (pindata.Offset), #4A% AZPAN, Pin Verification Key, Pin
Encryption Key, FPIN block format.

RS ERBZBIAMZERNTR3L V2 _VISA_PIN _VERIFICATION_ KEY.

$ aws payment-cryptography-data generate-pin-data --generation-key-identifier
arn:aws:payment-cryptography:us-east-2:111122223333:key/37y2tsl45p5zjbh2 --encryption-
key-identifier arn:aws:payment-cryptography:us-east-2:111122223333:key/ivi5ksfsuplneuyt
--primary-account-number 171234567890123 --pin-block-format ISO_FORMAT_O@ --generation-
attributes VisaPin={PinVerificationKeyIndex=1}

"GenerationKeyArn": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/37y2tsl45p5zjbh2",

"GenerationKeyCheckValue": "7F2363",

"EncryptionKeyArn": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/ivi5Sksfsuplneuyt",

"EncryptionKeyCheckValue": "7CC9E2",

"EncryptedPinBlock": "AC17DC148BDA645E",

"PinData": {

"VerificationValue": "5507"
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AWS X [t RAriEmE

RNEHZBER Visa PVV

Example

ARG , BAPFRGTE (NF ) B PIN £ — PV, IR G A LAFE Bl , Al
& mEW , A UERAAS TENZERMNEFARERER, XMW ARPANPin Verification
Key, Pin Encryption Key, . Encrypted Pin Block#IPIN block format,

$ aws payment-cryptography-data generate-pin-data --generation-key-identifier
arn:aws:payment-cryptography:us-east-2:111122223333:key/37y2tsl45p5zjbh2
--encryption-key-identifier arn:aws:payment-cryptography:us-
east-2:111122223333:key/iviSksfsuplneuyt --primary-account-number

171234567890123 --pin-block-format ISO_FORMAT_O --generation-attributes
VisaPinVerificationValue={PinVerificationKeyIndex=1,EncryptedPinBlock=AA584CED31790F37}

{
"GenerationKeyArn": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/37y2tsl45p5zjbh2",
"GenerationKeyCheckValue": "7F2363",
"EncryptionKeyArn": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/ivi5Sksfsuplneuyt",
"EncryptionKeyCheckValue": "7CC9E2",
"EncryptedPinBlock": "AC17DC148BDA645E",
"PinData": {
"VerificationValue": "5507"

7 IBM3624 5| & 5% 5| iR #

IBM 3624 PIN Offset Rt tB#E#H IBM 5%, WA EERABRIEHKIE (B% 2 natural/intermediate
PAN )  PIN Z48 (PVK) £ PIN, BEARAZERRLERE—FITEE , ¥ TR FIEKRE  BEMLIERE
BN, AATEEER FARIIEHEBEHE. RPENRAR , ZiTEEZREFATERNED
HRENEB, A TATERXERBENSIM , EZFRPANTRERBEZ. RBERTAFER (X
BN ) WEIMESEARAZRANER, IKEERXFIHNRRFEERE. X506, P AWS ayment
Cryptography RELERNBEFHITEEARSIH , AGRNARBEXKIEB. RS, CREERZR
PR EH TR,

BILAMEB A AT IBM3624 :

« Ibm3624NaturalPinfism i B A S| B IR 215 R
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https://github.com/aws-samples/samples-for-payment-cryptography-service/tree/main/python_sdk_example/ecdh_flows

AWS X &G AFiEmE
» Ibm3624PinFromOffsetREMBESER —NMMBHEBIR

» Ibm3624RandomPinfF4E —MNEEHLEIM , AEER RN RBENMEN SR,

« Ibm3624Pin0ffsetiRFEA R EN I ERK SRR

£ AWS XN BBZHAE , ITU TSR .

- FHRENFBERE 16 M FRF. MRREMRT <16, WEARRNERFRELRNIESR.
« A PIN £ Z AN B IERBERITINE

« EATHHEARNMBHBERT TR XFTARFRFRE D THHHF , flw “A” A6
5129, M 1 WREMRET R 1,

o MNBHBHARBRRFEAFIRINE 4 LT, XRRENIE
- MRAPIEFEHEKTHENSIH , WAESSIMEZRREB AR5, GRE5IMER,

i
o 15 : 7 IBM3624 5|Hi & £ 5| R #2

R 7 1BM3624 5| AE B S BIR

FEHRGIH , RIVFER—NFRY (BEYL ) 5IH) , HPpvHm L2 ME# PIN block (PinData.
PinBlock ) MIBM3624fm#{E ( pindata.Offset ) o ¥ ARPANKIEHIE (BERFE ). EXFHPin
Verification Key, . Pin Encryption Key#, PIN block format

Lan D ESR PIN £ Z4AMEENTR31_V1_IBM3624_PIN_VERIFICATION_KEY , INZZ4ARYSEHY
jJ TR31_P@ PIN_ENCRYPTION_KEY
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AWS X [t RAriEmE

Example

DT RAIERER—NFENLSIH , AFEEA 1bm3624 i 0% 5| IR 1BM3624 {®#{E RandomPin

$ aws payment-cryptography-data generate-pin-data --generation-key-identifier
arn:aws:payment-cryptography:us-east-2:111122223333:key/37y2tsl45p5zjbh2
--encryption-key-identifier arn:aws:payment-cryptography:us-
east-2:111122223333:key/iviSksfsuplneuyt --primary-account-number
171234567890123 --pin-block-format ISO_FORMAT_O --generation-attributes
Ibm3624RandomPin="{DecimalizationTable=9876543210654321,PinValidationDataPadCharactex=D,PinVal

"GenerationKeyArn": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/37y2tsl45p5zjbh2",

"GenerationKeyCheckValue": "7F2363",

"EncryptionKeyArn": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/ivi5ksfsuplneuyt"”,

"EncryptionKeyCheckValue": "7CC9E2",

"EncryptedPinBlock": "AC17DC148BDA645E",

"PinData": {

"PinOffset": "5507"

ISiF PIN 233

KIE PIN #3E2h8E F TIRIE pin REEH., XBESREZEF#EN PIN E5EFAE POl fAKNE
HITHR. SEHBLERFANME , EFRBEE—KRENERE.
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AWS X [t RAriEmE

£A PVV HERIUEMNZRR PIN

Example

FELROIF , BATFRIELE PAN B9 PIN. PIN BERBFARAFERZ BEEHUETRIE , 3
EFMNERTHER (FFANBAUNBRER N BLmHM EFRERRYE ) . hTRIEL@A ,
EFEETREHUTE : ATHERA pin WEHA (BERIWK ) PANMERIFME (a PVV EPIN
offset ),

R P AWS ayment Cryptography BEB I UE S |, N <IR[E http/200, AR pin RETKIE , FiRE
http/400,

$ aws payment-cryptography-data verify-pin-data --verification-key-identifier
arn:aws:payment-cryptography:us-east-2:111122223333:key/37y2tsl45p5zjbh2 --encryption-
key-identifiex arn:aws:payment-cryptography:us-east-2:111122223333:key/ivi5ksfsuplneuyt
--primary-account-number 171234567890123 --pin-block-format ISO_FORMAT_O --
verification-attributes VisaPin="{PinVerificationKeyIndex=1,VerificationValue=5507}" --
encrypted-pin-block AC17DC148BDA645E

"VerificationKeyArn": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/37y2tsl45p5zjbh2",
"VerificationKeyCheckValue": "7F2363",
"EncryptionKeyArn": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/iviSksfsuplneuyt",
"EncryptionKeyCheckValue": "7CC9E2",
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AWS X [t RAriEmE

£ PVV AZERIUEINZHN PIN-fEiXZBEEIR

Example
FEHRGIH , RIFZHBIUELSE PAN B PIN , EHTFSIMAER , RIUEXKT .

EHEY SDKs , EE A {HE" “Pin BEIEAMK, ~ , “IRE" “INVALID_PIN"}

$ aws payment-cryptography-data verify-pin-data --verification-key-identifier
arn:aws:payment-cryptography:us-east-2:111122223333:key/37y2tsl45p5zjbh2 --encryption-
key-identifiexr arn:aws:payment-cryptography:us-east-2:111122223333:key/ivi5ksfsuplneuyt
--primary-account-number 171234567890123 --pin-block-format ISO_FORMAT_O --
verification-attributes VisaPin="{PinVerificationKeyIndex=1,VerificationValue=9999}" --
encrypted-pin-block AC17DC148BDA645E

An error occurred (VerificationFailedException) when calling the VerifyPinData
operation: Pin block verification failed.
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AWS X [t RAriEmE

£ PVV FERUEMMEZR PIN-|EimAm A%

Example

EHRGIF | BRITHZIRRIELATE PAN B PIN , ERFRASFREZANEERI2ENN PIN |, i
KMT. BEREER : /EATHRWIRE 2 ASE (HIMEBHSIBRIER ) TIEHE 3/pin REIR
R,

$ aws payment-cryptography-data verify-pin-data --verification-key-identifier
arn:aws:payment-cryptography:us-east-2:111122223333:key/37y2tsl45p5zjbh2
--encryption-key-identifier --primary-account-number 171234567890123
--pin-block-format ISO_FORMAT_O@ --verification-attributes
VisaPin="{PinVerificationKeyIndex=1,VerificationValue=9999}" --encrypted-pin-block
AC17DC148BDA645E

An error occurred (ValidationException) when calling the VerifyPinData
operation: Pin block provided is invalid. Please check your input to ensure all field
values are correct.

BRELEE#HBSIH{REBZERIE IBM3624 PIN

FERREP  RITEREBEE NG EEFENZERBENFFARMN PIN #TRIE, Xt
AEBIF 2?2224 K i ( READ LFRERE , SINERFNE ) BHNFAMBZHE, MES|HT
Bl , api fiRE http 200, HeiHRHEMZEH PIN block (PinData. PinBlock ) fIBM3624wmEE
( pindata.Offset )

L@ SER PIN £ERBHANERE HTR31_V1_IBM3624_PIN_VERIFICATION_KEY , MNZHHAMKE
1 TR31_P@_PIN_ENCRYPTION_KEY
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AWS X [t RAriEmE

Example

$ aws payment-cryptography-data generate-pin-data --generation-key-identifier
arn:aws:payment-cryptography:us-east-2:111122223333:key/37y2tsl45p5zjbh2
--encryption-key-identifier arn:aws:payment-cryptography:us-
east-2:111122223333:key/iviSksfsuplneuyt --primary-account-number
171234567890123 --pin-block-format ISO_FORMAT_O --generation-attributes
Ibm3624RandomPin="{DecimalizationTable=9876543210654321,PinValidationDataPadCharactex=D,PinVal

{
"GenerationKeyArn": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/37y2tsl45p5zjbh2",
"GenerationKeyCheckValue": "7F2363",
"EncryptionKeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
iviSksfsuplneuyt",
"EncryptionKeyCheckValue": "7CC9E2",
"EncryptedPinBlock": "AC17DC148BDA645E",
"PinData": {
"PinOffset": "5507"

9T & HRIFER (ARQC) BB

KIS HRIFERZES APl ATRIE ARQC, ARQCHAEREH T AWS XN ZFNTE , BEE
RERVBEERAEMVE R+ (BFEZSHY , flNBHERI ) f1T. ARQC W THERZ HEM—
B, EEUAMEARNERFHARMHABRRZHBEESLH (Y ) BT TE,

AWS XA ZBERBIFARQCH £ L AIIEMARPCEIRM T 2 | B3 EMV 4.4 Book 2 AE N
BB LK VisafMastercardfE A Ett H R, BXRFIEUHAGRIMMNTEYIR | ESH API I5EH 1
VerifyCardValidationData 285 -

ARQC ZHBEBEFEUTHA (REXAREXIAMRE ) :

« PAN-7E PrimaryAccountNumber FEt 35 7E

« PAN %15 (PSN)-EF B # $& PanSequenceNumber E

- BREARESE , HlNBRHSEF (CSK)-1E SessionKeyDerivationAttributes
- ERAMREREN (HlE EMV EIR A ) -7£ MajorKeyDerivationMode

Wi F A RIFIER (ARQC) 215 145


https://www.emvco.com/specifications/?post_id=80377
https://docs.aws.amazon.com/payment-cryptography/latest/DataAPIReference/API_VerifyCardValidationData.html

AWS FHEBE g

o RZBIE-TE TransactionData FERHIEEN SRS, KRBT FHENFZRE |, flnEHAE
HA

c MEZEFZH-ATREATRIPFNMIARZHEFTERPIBEENFE (AC) ZAMN T4 Keyldentifier

F&

- BURGHIEE
- XEBEER
« T

BUR 5

REBFEFROBIRR (FNRF ) RRANMELRMR , EREHEEFR (MRKIRF ) £ EMV
4.4Book2 % 8.1.1 1 —BIRERHENL, MRF=NFREEH; (17.00), HALEH (0.00) M=%
BEXR , WRXEZHEREUATHAITE -

- 000000001700 - €& - 12 (LR EF L/ K

- 000000000000 - Efth£H - 12 LREFH /DI

e 0124 - I FHERRB

- W (#49 ) 5% - 0000000017000000000000000124

REZBIEER

ERRZBIERERRG <A, NAERRZHIE. KSBHRMEM 1SO9797 5L 2EFR , b+
AHEFFRFRFEME+AES 80, RFML 00, EFZFEREMBRA/DHMEL ; TDES K 8 F17
% 16 NFRF , AES N 16 FTE 32 MFERF. BERAR (FE 1) AFTEL , BNRER 00 FRERF
Fo

1ISO 9797 & 1 %X

RIEF :
00000000170000000000000008400080008000084016051700000000093800000B03011203 ( 74 4
FRK 7 AFET)

B
00000000170000000000000008400080008000084016051700000000093800000B03011203000000 ( 80
NZHH 40 PFET )
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https://www.emvco.com/specifications/?post_id=80377
https://www.emvco.com/specifications/?post_id=80377
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1ISO 9797 BE 2 %

RIEFR :
00000000170000000000000008400080008000084016051700000000093800000B1F220103000000 ( 80
NZHH 40 MET )

B3
00000000170000000000000008400080008000084016051700000000093800000B1F220103000000800000
NFHH 44 NFH )

=

ZAE CVN10

Example

L RBIR |, BATRIRUEE A VisaE BIBARQC, CVN10

R AWS ZFZIBZEEFRIE ARQC , NI 4&IRE http/200, 1R ARCQ ( RIUGERZR ) REZT K
i, ©IHRE http/400 WKL,

$ aws payment-cryptography-data verify-auth-request-cryptogram --auth-request-
cryptogram D791093C8A921769 \

--key-identifier arn:aws:payment-cryptography:us-east-2:111122223333:key/
pw3s6nl62t5ushfk \

--major-key-derivation-mode EMV_OPTION_A \

--transaction-data
00000000170000000000000008400080008000084016051700000000093800000B03011203000000 \
--session-key-derivation-attributes="'{"Visa":{"PanSequenceNumber":"01" \
,"PrimaryAccountNumber":"9137631040001422"}}"

{
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/pw3s6nl62t5ushfk",
"KeyCheckValue": "@8D7B4"

}
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ZE CYN18 FZIUE CVYN22

Example

FEREIS | RAFRIEFEHAVis CYN18 asiEKHARQC, CVN22 CVN18 Fz BRI NnZig/EME |
CVN22 EXZHIERITENHBIEEMTRE. Mtz CYN10 , BMfEm AMEE , teERTETRENEFR
5,

R AWS A ZBEFEEBRIE ARQC |, | &IRE http/200, MR ARCQ RLTRKIF , ©FIRE
http/400,

$ aws payment-cryptography-data verify-auth-request-cryptogram \
--auth-request-cryptogram 61EDCC708B4C97B4

--key-identifier arn:aws:payment-cryptography:us-east-2:111122223333:key/
pw3s6nl62t5ushfk \

--major-key-derivation-mode EMV_OPTION_A

--transaction-data
00000000170000000000000008400080008000084016051700000000093800000B1F22010300000000000

\
00000000000000000000000000000000000000000008000000000000000

--session-key-derivation-attributes="'{"EmvCommon":
{"ApplicationTransactionCounter":"000B", \
"PanSequenceNumber":"01","PrimaxyAccountNumber":"9137631040001422"}}'

{
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/pw3s6nl62t5ushfk",

"KeyCheckValue": "@8D7B4"
}

4 R H IS MAC

SHERIEHE (MAC) BEATRIDEENTEMY (2B 2HMIEN ) . #W HMAC ( Hash-Based HE &
BIRERS ) CBC-MAC #l CMAC (SEEBMIIER ) 2K MZERHZBEIFERAMBRE AR MAC Bk
EERESTEANRIL, Cipher-based HMAC E TR HEE , M CMAC ET o EEB, ZRFEXH
1SO9797 &£ 1 M 3, E112 CBC-MACs.

LEARSSRYFRE MAC B4 8 T NERFRBNMAEZRH, MNRBUEEMER , SINBATNERAM
#, RERE—ME—WIREH MAC, BIEREEN —NMNERFRETEL , REBHARETNL , £5K
MIREHEaTETE, BEERRHEZS , NZE MAC CRMATESSMY ; MREEHHA , BT ABEER

AR FHIIE MAC 128
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HEHR MAC, % MAC B ANBESR , RNENBBFZEE —HITF , BERENMNBHET
LA MW,

AWS X EZEBFXIFZHREN MAC :

1ISO9797 &% 1

LA 1S09797_ALGORTH KeyUsage IM1 HFER KRR, WRZFERFTRXRK/NEEH ( TDES I

8 1 bytes/16 +R#HFIFHF , AES 7 16 NF bytes/32 £F ) , P AWS ayment Cryptography < B

N I1IS09797 EERFE 1. MRFEHMERFZE , WAL ERARSZERAE].
1IS09797 &% 3 ( B MAC)

LA 1S09797_ALGORTHM KeyUsage 3 W R TR, SEZE 1 HHEMNEZMANEA
1ISO9797 &% 5 (CMAC)

B TR31_M6_ISO_9797_5_CMAC_KEY # KeyUsage &R
HMAC

F TR31_M7_HMAC_KEY # KeyUsage &R~ , B
HMAC_SHA224, HMAC_SHA256, HMAC_SHA384 1 HMAC_SHA512

AS2805.4.1 MAC

A TR31_MO0_ISO_16609_M KeyUsage AC_KEY &R, BHX AS2805 HEZIFHER , BZH
?77?

DUKPT MAC

DUKPT MAC B%E A THIA to/ffrom ZFAmRAEERRMERNE . ©FERH DUKPT IREFR ARk
EF4E , REMIT MAC., AT &AM S4AH TR31_B0_BASE_DERIVATION_KE KeyUsage Y
i a RRo

EMV MAC

£ EMV X% , EMV MAC BEBEM I TEMR., ©FEA EMV HESERRERA , RAEEAI
£/ 1ISO9797_ALGORTHM3, TEEATRATEMAREZESH FHITEMRE, AT IEm
K9%548 B TR31_E2 EMV_MKEY_INTEGRIT KeyUsage Y i a &iR. MBEEELEMA Y S5
% PIN , & & 1TGenerateMacEmvPinChangeiX # MR /ERI B A,

£}
« &5 MAC
« ¥iF MAC

AR FHIIE MAC 129


https://docs.aws.amazon.com/payment-cryptography/latest/DataAPIReference/API_GenerateMacEmvPinChange

AWS X [t RAriEmE

4 B MAC

Generate MAC AP| A TRRIESRHEXHKE , flinkE FREBENRESIE , FERER S AN
BEBALER MAC (EEFRRIER ) , ATEREAMBRA ZEFHTHEBERIE. AT4ERK MAC B
BIESIEEEHIE. 2 MAC MEZEZHM MAC B, ATERATAHIIME— MAC B. MAC By
W EAERE MAC SEEEHE., MAC NEZEZAMELZREIN S — MAC BEEUETHRMEER
if, BMEREEMN —NFERRETEL , FFEATRIEN MAC ZHFRTLMEE , £RHMAC ha5E
2FE, % AP AT HIRER 1SO 9797-1 B3% 1§ 1SO 9797-1 Bk 3 MAC ( RS MAC B
AR B DUKPT 3348 ) . HMAC F1 EMV MAC M5 %348,

message-data KV ABE LR T /< SR,

BRIt API FRERTIMNEZE LR | 152 GenerateMacHVerifyMacs

Al S mac-length A FEE A HE (REXBAUERBPFER ). KEHN 8 KR8 FT= 16
AN R HF

MAC Z4ABE AT LUEIE P AWS ayment Cryptography &id @ A €1% , CreateKeyth A] LAEE 1
FlImportKey3

(@ Note

CMAC M HMAC AT FEER. A At EHERFHRFEERINE AN XRAN |, TDES
N8 FH (16 NTAHEFIFRF ) , AES H 16 FH ( 32 NHAHEFIFRF ) EH.

=~

- £/ HMAC

« £/ 1S0 9797-1 &3 3 £ /& MAC
/A CMAC 4R MAC

- {£f DUKPT CMAC 4 & MAC

4 B HMAC

bRl |, WAV EA HMAC BEHMAC_SHA256 1 HMAC MZZEAERA T FEHE S HRIEN
HMAC ( Hash-Based HE S HRIE ) , A HM KeyUsage IRE N , TR31_M7_HMAC_KEYHiZE
KeyModesOfUse J1Generate, W\FHKE ( il 256 ) R ERIBFRANENH , TEE R,

4R MAC 150


https://docs.aws.amazon.com/payment-cryptography/latest/DataAPIReference/API_GenerateMac.html
https://docs.aws.amazon.com/payment-cryptography/latest/DataAPIReference/API_VerifyMac.html
https://docs.aws.amazon.com/payment-cryptography/latest/APIReference/API_CreateKey.html
https://docs.aws.amazon.com/payment-cryptography/latest/APIReference/API_ImportKey.html

AWS X [t RAriEmE

AIERY mac-length ZECRHEB % H MAC , REX U AT BAERSINERNIT. ZEAFTAEN , Hitt
WRER 16, WEEKENR 32 W+ AHEBFRFE,

Example

$ aws payment-cryptography-data generate-mac \
--key-identifier arn:aws:payment-cryptography:us-east-2:111122223333:key/
gnobl51lghrzunce6 \
--message-data
"3b313038383439303031303733393431353d32343038323236303030373030303F33" \
--generation-attributes Algorithm=HMAC

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
gnobl51ghrzunce6",

"KeyCheckValue": "2976E7",

"Mac": "ED87F26E961C6D@ODDB78DA5038AA2BDDEAODCE@3ESB5EO6BDDD494F4A7AALTQC!

£/ 1SO 9797-1 &E 3 £ MAC

EARRBIR , BIVEFER 1ISO9797-1 E£ 3 ( FE MAC ) £ MAC , ATERFHES KR
iF, B4AMI KeyUsage IREN , TR31_M3_IS0_9797_3_MAC_KEYHi%iE KeyModesOfUse
HFGenerate,

ER MAC =
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Example

$ aws payment-cryptography-data generate-mac \

--key-identifier arn:aws:payment-cryptography:us-east-2:111122223333:key/
kwapwa6qaifllw2h \

--message-data
"3b313038383439303031303733393431353d32343038323236303030373030303F33" \

--generation-attributes="Algoxrithm=IS09797_ALGORITHM3"

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
kwapwa6gaifllw2h",

"KeyCheckValue": "2976EA",

"Mac": "A8F7A73DAF87B6D0Q"

£/ CMAC £ MAC

LN AES i , REFEH CMAC , BEtHX# TDES., ELRHIHR , HAVFER CMAC (I1SO
9797-1 B3 5) £ —1 MAC , BT AES AR T FERESHARIE, RAMM KeyUsage RE
A, TR31_M6_IS0_9797_5_CMAC_KEYH1ZE KeyModesOfUse HGenerate,

Example

$ aws payment-cryptography-data generate-mac \
--key-identifier arn:aws:payment-cryptography:us-east-2:111122223333:key/
tqvSyij6wtxx64pi \
--message-data
"3b313038383439303031303733393431353d32343038323236303030373030303F33" \
--generation-attributes Algorithm="CMAC"

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
tqvbyijbwtxx64pi",

"KeyCheckValue": "C1lEB8F",

"Mac": "1F8C36E63F91E4E93DF7842BF5E2ES5F7™"
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£ DUKPT CMAC 4B MAC

WRBIER DUKPT ( BEXR S MAERKE—%47 ) ;1 CMAC £ —1 MAC , AT FRBESHK
iF, B4AMI KeyUsage 1®RIE N true TR31_B0O_BASE_DERIVATION_KEY }# KeyModesOfUse
DeriveKeyi® &N true.

DUKPT ZAE A EARRAEZ4 (BDK) MZHAFHIS (KSN) N BERZIRE —NE—HFH,

Example

$ aws payment-cryptography-data generate-mac --key-identifier arn:aws:payment-
cryptography:us-east-2:111122223333:key/qnobl51ghrzunce6 --message-data
"3b313038383439303031303733393431353d32343038323236303030373030303f33" --generation-

attributes="DukptCmac={KeySerialNumber="932A6E954ABB32DD00000001" ,DukptKeyVariant=BIDIRECTIONAL

{

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
gnobl51ghrzunce6",

"KeyCheckValue": "C1EBS8F",

"Mac": "1F8C36E63F91E4E93DF7842BF5E2ES5F7"

¥iE MAC

Verify MAC API A TRIES X BBIE S RIEKN MAC (HESHRIEAD ) . S4REAE
FX MAC BRI E AR MBZAREMERA T HHEIEN MAC E, MAC INZ 2 4ABE AT LB
Payment Crypto AWS graphy B A BIE , CreateKeyth AT BUBE i AImportKey R § Ao &% APl X
¥ F L2 /ERY DUKPT MAC, HMAC #1 EMV MAC &% %4A,

MRZESEIRIE , M@ SHMacDataVerificationSuccessful FRE Http/200 , FNIHF
A Http/400 , JHEXRR Mac verification failed,

5l

« I8UF HMAC

« {#A DUKPT CMAC %1iF MAC

Wi MAC 153


https://docs.aws.amazon.com/payment-cryptography/latest/APIReference/API_CreateKey.html
https://docs.aws.amazon.com/payment-cryptography/latest/APIReference/API_ImportKey.html

AWS X [t RAriEmE

¥iE HMAC

W RGIF | RAVEFER HVMAC B3EHMAC_SHA256 1 HMAC Hash-Based MZZ4A %L A T F5iE
/RN HMAC (HEBMRIER ) . HAMST KeyUsage iR B R true TR31_M7_HMAC_KEY #
KeyModesOfUse VerifyiRiE N true.

Example

$ aws payment-cryptography-data verify-mac \
--key-identifier arn:aws:payment-cryptography:us-east-2:111122223333:key/
gnobl51ghrzunce6 \
--message-data
"3b343038383439303031303733393431353d32343038323236303030373030303F33" \
--mac ED87F26E961C6DODDB78DA5038AA2BDDEAODCEO3ESB5E96BDDD494F4A7AALTOC \
--verification-attributes Algorithm=HMAC_SHA256

{

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
gnobl5lghrzunce6",

"KeyCheckValue": "2976E7"
}

£ DUKPT CMAC %iF MAC

TR RGIF , RAIVEEA DUKPT ( BEXR S RERE—24 ) #1 CMAC REIE MAC B TR EIRE
BRI, F4AMM KeyUsage % BN true TR31_B0O_BASE_DERIVATION_KEY }# KeyModesOfUse
DeriveKeyi® &N true, DUKPT Z4AEAERIRERF (BDK) MIZAFFIS (KSN) IBERZIRE
—NHE—MERE, £EF MW Z BRI E DukptKeyVariant A PCHE, BEELK DGR B £ 5
REQUEST , NEiwBILKiwER VERIFY , AXX @A ENR4AR |, WEANE,

Wi MAC 154
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Example

$ aws payment-cryptography-data verify-mac \
--key-identifier arn:aws:payment-cryptography:us-east-2:111122223333:key/
tqvSyijewtxx64pi \
--message-data
"3b343038383439303031303733393431353d32343038323236303030373030303F33" \
--mac DS8ESQ4EE74BF1D909A2C01COBDESEF34 \
--verification-attributes
DukptCmac="'{"KeySerialNumber":"932A6E954ABB32DD00000001", "DukptKeyVariant" :"BIDIRECTIONAL"}'

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
tqv5Syijbwtxx64pi",
"KeyCheckValue": "C1EB8F"

MEZ R RREH

LZAREATRELRE, A, FERFETELRIZANZACARN, BEEFTRPANA

o

DP%HIt

(® Note

REBESREARYT , BURESERTEFERANER , ALK CVV 18 (generate ){BRE/F
ToERIE (verify)o

FR

» GenerateCardData

» VerifyCardData

- GeneratePinData (& F VISA/ABA itXl)
 GeneratePinData ( X TIBM3624 )

- VerifyPinData (&M T VISA/ABA itXll )

« VerifyPinData ( X} FIBM3624 )

BERFERENRARR 155



AWS X &G

RAriEmE

IR EE
i PIN 2hiE
4 R/ MAC

GenerateMacEmvPinChange

VerifyAuthRequestCryptogram

Import/Export 2348

o REEAMNZIARE
GenerateCardData
API 5 INFRERE X AT RARE
GenerateC « AMEX CARD TR31_CO0 C
ardData _SECURITY ARD_VERIF
_CODE_VER ICATION_KEY
SION_1
« AMEX_CARD
_SECURITY
_CODE_VER
SION_2
GenerateC « CARD VERI TR31 CO C
ardData FICATION_ ARD VERIF
VALUE_1 ICATION_KEY
« CARD VERI
FICATION_
VALUE_2
GenerateC « CARDHOLDE TR31 E6 E
ardData R_AUTHENT MV_MKEY_O
ICATION_V THER
ERIFICATI

ON_VALUE

AT B

+ TDES_2KEY
+ TDES_3KEY

+ TDES_2KEY

+ TDES_2KEY

AR RHAEH
BXAE

{ Generate =
true },{ Generate
= true, Verify =
true }

{ Generate =
true },{ Generate
= true, Verify =
true }

{ DeriveKey = B}

GenerateCardData
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AWS X BEE

RAriEmE

API ¥ R

GenerateC
ardData

GenerateC
ardData

VerifyCardData

MERERE E

+ AMEX_CARD
_SECURITY
_CODE_VER
SION_1

+ AMEX_CARD
_SECURITY
_CODE_VER
SION_2

+ CARD_VERI
FICATION_
VALUE_1

+ CARD_VERI
FICATION_
VALUE_2

+ CARDHOLDE
R_AUTHENT

MV_MKEY_OTHER

MBRESEZE  ATNBHAAE ARTNBHEE ATFHEHAES
BEXAE
* DYNAMIC_C TR31_E4_E « TDES_2KEY { DeriveKey = &}
ARD_VERIF MV_MKEY_D
ICATION_C YNAMIC_NU
ODE MBERS
DYNAMIC_C TR31_E6_E « TDES_2KEY { DeriveKey = B}
ARD_VERIF MV_MKEY_O
ICATION_V THER
ALUE
SRR B4 SRR B E RUH B AR
HE
TR31_C0_C + TDES_2KEY { Generate = true },
ARD_VERIF . TDES_3KEY { Generate = true,
ICATION_KEY Verify = true }
TR31_C0_C  TDES_2KEY { Generate = true },
ARD_VERIF { Generate = true,
ICATION_KEY Verify = true }
TR31_E6_E + TDES_2KEY { DeriveKey = B}

VerifyCardData
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AWS X BEE

RAriEmE

EZRENE X

ICATION_V
ERIFICATI
ON_VALUE

+ DYNAMIC_C
ARD_VERIF
ICATION_CODE

+ DYNAMIC_C
ARD_VERIF
ICATION_VALUE

RN BHME

TR31_E4_E
MV_MKEY_D

YNAMIC_NUMBERS

TR31_E6_E

MV_MKEY_OTHER

RUFNEZATE L

« TDES_2KEY

+ TDES_2KEY

GeneratePinData ( &M T VISA/ABA 1tXI )

VISA_PIN or VISA_PIN_VERIFICATION_VALUE

HARE

KMS fn& &4

PIN 4 5k %4R

RUNEAAE

TR31_PO_PIN_N#%

H

TR31_V2_V

ISA_PIN_PIN_VERIFI

CATION_KEY

RN RHEE

+ TDES_2KEY
+ TDES_3KEY

+ TDES_3KEY

RN BHERER

HeE

{ DeriveKey = B}

{ DeriveKey = B}

RN ZHERER

e

{ Encrypt = true,
Wrap = true }

* { Encrypt = true,
Decrypt = true,
Wrap = true,
Unwrap = true }

* { NoRestrictions =

}

A

* { Generate = true }

* { Generate = true,
Verify = true }

GeneratePinData ( & T VISA/ABA it%l )
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GeneratePinData ( X TIBM3624 )

IBM3624_PIN_OFFSET,IBM3624_NATURAL_PIN, IBM3624_RANDOM_PIN,
IBM3624_PIN_FROM_OFFSET)

AR ARIFNZEAAE ARTHNZREE AN ZRAERAER
HE
KMS 1N % 4R TR31_PO_PIN_in## « TDES_2KEY ¥ IBM3624
A « TDES 3KEY _NATURAL_
- PIN, _RAND
OM_PIN, _P

IN_FROM_OFFSET
IBM3624 IBM3624

* { Encrypt = true,
Wrap = true }

* { Encrypt = true,
Decrypt = true,
Wrap = true,
Unwrap = true }

* { NoRestrictions =
=1

B}

FEAT IBM3624
_PIN_OFFSET

* { Encrypt = true,
Unwrap = true }

* { Encrypt = true,
Decrypt = true,
Wrap = true,
Unwrap = true }

* { NoRestrictions =
)}

= =

GeneratePinData ( X FIBM3624 ) 159
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BmARE RVFRVEHRE RV ERAEE AN HAEAER
i)
PIN 4B % 4R TR31_V1__PIN_VERI +« TDES_3KEY » { Generate = true }
FICATION_KEY + { Generate = true,
IBM3624 Verify = true }

VerifyPinData ( &M T VISA/ABA itXl )

VISA_PIN
REARE RN EHARBE RN ERAEE RN EZAERAEN
ae
KMS 1n%: 2 4R TR31_PO_PIN_in#% -+ TDES_2KEY + { Decrypt = true,
A - TDES_3KEY Unwrap = true }
* { Encrypt = true,
Decrypt = true,
Wrap = true,
Unwrap = true }
* { NoRestrictions =
)
PIN 4 5% 4R TR31_V2_V « TDES_3KEY » { Verify = true }
ISA_PIN_PIN_VERIFI . { Generate = true,
CATION_KEY Verify = true }

VerifyPinData ( X FTIBM3624 )

IBM3624_PIN_OFFSET,IBM3624_NATURAL_PIN, IBM3624_RANDOM_PIN,
IBM3624_PIN_FROM_OFFSET)

VerifyPinData ( &M F VISA/ABA it ) 160
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AR AT A E ARTFHNZHE L AT ZAEAER
HE
KMS 1n%Z: % 4R TR31_PO_PIN_in#% + TDES_2KEY 3 F 1IBM3624
% . TDES 3KEY _NATURAL_
- PIN. _RAND
OM_PIN, P

IN_FROM_OFFSET
IBM3624 IBM3624

» { Decrypt = true,
Unwrap = true }

* { Encrypt = true,
Decrypt = true,
Wrap = true,
Unwrap = true }

* { NoRestrictions =

B}
PIN i 4R TR31_V1__PIN_VERI +« TDES_3KEY » { Verify = true }
FlCAT'ON_KEY . { Generate = true’
IBM3624 Verify = true }
mEARE AT RARE AT BAEE AT HAEAER
HE
DUKPT TR31_B0_B « TDES_2KEY « { DeriveKey = B}
ASE_DERIA « AES_128 * { NoRestrictions =
TION_KEY . AES 192 H)
 AES_256
EMV TR31_E1_E « TDES_2KEY + { DeriveKey = &}

MV_mkey_#12

REBBE 161



AWS 3% {2555 FFigR
BmARE AN BB E RV ERAEE AN HAEAER
PE
TR31_E6_E
MV_MKEY_OTHER
RSA TR31_D1_ATF&HEM + RSA_2048 + { Decrypt = true,
2R IEXS PR « RSA 3072 Unwrap=true}
- RSA 4096 * {Encrypt=true,
Wrap=true,Decrypt
= true, Unwrap=tr
ue}
X 4R TR31_D0_S « TDES_2KEY + {Decrypt = true,
YMMETRIC_DATA_ . TDES_3KEY Unwrap=true}
Nz 4R . AES_128 « {Encrypt=true,
. AES 192 Wrap=true,Decrypt
= true, Unwrap=tr
« AES_256
ue}
* { NoRestrictions =
H)
N EhAE
BmEARE AT BARE ATFNBAEE AT HAEAER
He
DUKPT TR31_B0_B « TDES_2KEY + { DeriveKey = &}
ASE_DERIA « AES_128 » { NoRestrictions =
THERLNEY - AES_192 =}
« AES_256
EMV TR31_E1_E + TDES_2KEY + { DeriveKey = B}

MV_mkey_#12

IR
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AWS X 5B % )bt
MR RN EARE RN ERARE RN EZRERAEN
HE
TR31_E6_E
MV_MKEY_OTHER
RSA TR31_D1_ATF&HEM + RSA_2048 + { Encrypt = true,
2R IEXS PR « RSA 3072 Wrap=true}
-« RSA_4096 * {Encrypt=true,
Wrap=true,Decrypt
= true, Unwrap=tr
ue}
X ¥ 4R TR31_D0_S « TDES_2KEY » {Encrypt = true,
YMMETRIC_DATA _ . TDES_3KEY Wrap=true}
Nz 4R . AES_128 « {Encrypt=true,
. AES 192 Wrap=true,Decrypt
= true, Unwrap=tr
« AES_256
ue}
* { NoRestrictions =
Ly
¥ PIN 33
paL mEARE AFNERRZE ATNEBEREE ATHNEHRAER
EXAE
A ¥ BUHE SRR DUKPT TR31_B0_B « TDES_2KEY » { DeriveKey =
ASE_DERIA AES_128 R)
TION_KEY AES 192 * { NoRestric
i =8
AES_256 =L
A ¥ BHE SRR JE DUKPT ( PEK TR31_PO_PIN_ TDES_2KEY » { Decrypt =
. AWK, IWK Nz % 4R TDES_3KEY true, Unwrap =
%) AES_128 true }

i PIN 38
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AWS X BEE

RAriEmE

HE

H VA% 3E B AR

H VA% 3E B AR

4 BX/HE MAC

FR

DUKPT

3k DUKPT ( PEK

. WK, AWK
¥)

AR RHRE

TR31_B0_B
ASE_DERIA
TION_KEY

TR31_PO_PIN_
I % 4A

RUFNEZATE L

+ AES_192
+ AES_256

+ TDES_2KEY
« AES_128
« AES_192
+ AES_256

+ TDES_2KEY
+ TDES_3KEY
+ AES_128
+ AES_192
+ AES_256

AN HAEA

BEXAE

» {Encrypt =
true, Decrypt
= true, Wrap =
true, Unwrap =
true }

» { NoRestric
tions = &}

+ { DeriveKey =
=}

5}

» { NoRestric
tions = H}

* { Encrypt =
true, Wrap =
true }

* { Encrypt =
true, Decrypt
= true, Wrap =
true, Unwrap =
true }

* { NoRestric
tions = H}

MAC Z4A T eI IEHN INBE S %F{E message/body o TEMBIBZHFERERNERNES , RAE
FLENITEEREE, BER , URZ—INRETEWRITE —¥HRMEX , MTATLL import/export RfEA

—MRIERIEGR
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164



AWS Z A BT AP g
RN EBARE RN EBARE RN BAEE AN BHAEAER
HE
MAC 4R TR31_M1_lI « TDES_2KEY * { Generate = true }
SO_9797_1 « TDES_3KEY * { Generate = true,
~_MAC_KEY Verify = true }
» { Verify = true }
* { Generate = true }
MAC 4 ( BE& TR31_M1_| « TDES_2KEY + { Generate = true }
MAC ) SO_9797_3 - TDES_3KEY « { Generate = true,
~_MAC_KEY Verify = true }
» { Verify = true }
* { Generate = true }
MAC %48 (CMAC) TR31_M6._| . TDES_2KEY - { Generate = true }
SO_9797_5 - TDES_3KEY « { Generate = true,
_CMAC_KEY « AES 128 Verlfy = true }
« AES_192 » { Verify = true }
. AES 256 * { Generate = true }
MAC 248 (HMAC) TR31_m7_H - TDES_2KEY - { Generate = true }
MAC_KEY - TDES_3KEY - { Generate = true,
. AES 128 Verify = true }
« AES 192 » { Verify = true }
« AES_256
MAC #4f (AS2805) TR31_MO_| « TDES_2KEY + { Generate = true }
SO_16609_MAC_KEY . TDES 3KEY * { Generate = true,

Verify = true }
{ Verify = true }

4 B/ARE MAC
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RAriEmE

GenerateMacEmvPinChange

GenerateMacEmvPinChange & 7 MAC £ PIN 1% , AT EMV B4 PIN EoURE, LRk
ZSERHTRMNZALRE  BTF4ER MAC HEEMEZATAT PIN MBENHZEZA,

FR

T2 HEREEHNR

3 PIN PEK ( PIN
maag )

78 PIN PEK ( PIN
=4 )

ARQC %1

RN BHME

TR31_E2_E
MV_mkey_|
NTEGRITY

TR31_E1_E
MV_mkey_#1%%

TR31_PO_PIN_mn# %

i

TR31_PO_PIN_N# %

i

TR31_EO_E
MV_MKEY_A
PP_CRYPTOGRAMS

RUFNEZAR L

TDES_2KEY

TDES_2KEY

TDES_2KEY
TDES_3KEY
AES_128
AES_192
AES_256

TDES_2KEY
TDES_3KEY
AES_128
AES_192
AES_256

TDES_2KEY

RN BHERER

HeE

{ NoRestrictions =
=1

B}

+ { DeriveKey = B}

» { Decrypt = true,
Unwrap = true }

* { Encrypt = true,
Decrypt = true,
Wrap = true,
Unwrap = true }

* { NoRestrictions =
=1

B}

» { Decrypt = true,
Unwrap = true }

* { Encrypt = true,
Decrypt = true,
Wrap = true,
Unwrap = true }

* { NoRestrictions =
=

B}

{ DeriveKey = B}

GenerateMacEmvPinChange
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MR AN BB E AN BAEE RN EZRERAEN
by
(® Note
&R FVisa
M=EEZER
PTEFR R,
VerifyAuthRequestCryptogram
AN EARE EMV 3£ RN EARE AN EZRAERAEN
EE
. I A TR31_EO_E « TDES_2KEY « { DeriveKey = X}
. % B MV_MKEY_A
PP_CRYPTOGRAMS
Import/Export Z4A
BRyERE RN EARE ARFNEREE AT HAEAER
EE
TR-31 B4R TR31_K1_K . TDES_2KEY « {encrypt =
EY BLOCK_ . TDES_3KEY true , Wrap = true}
=]
PROTECTION_K . AES 128 (XSH)
TR31_K0_K * AES_192 ' EDeCWStz -
EY_NECRYP - AES_256 true’ &\ggaapi
TION_KEY ruey (RS A)

* { Encrypt = true,
Decrypt = true,
Wrap = true,
Unwrap = true }

VerifyAuthRequestCryptogram
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RAriEmE

BRAERE

S ATE CA

S AR TIEXFRINE

Y 2 ERIE

AT BRI (
40 ECDH ) KyZ34A

REEANFARE

RN BHME

TR31_S0_A
SYMETRIC_

KEY_FOR _DIGITAL_

SIGNATURE

TR31_D1_AF¥AEM
aRH JER R4

TR31_K3_A
SYMETRIC_
KEY_FOR
_KEY_AGEMENT

AWS X ZBF BRI ARERA U T HHARE

+ TR31_P1_PIN_GENERATION_KEY

RUFNEZATE L

+ RSA 2048
+ RSA _3072
+ RSA_4096

+ RSA 2048
+ RSA _3072
+ RSA _4096

+ ECC_NIST_P256
+ ECC_NIST_P384
+ ECC_NIST_P521

RN BHERER

HeE

» { Verify = true }

» {encrypt=
True , wrap=True

+ { DeriveKey = B}

RERR B

168



AWS X [t RAriEmE

CYRESEE S

AWS X EBFXFTFSHBEN A MBRME, T EEAEN NI ERERTRBENE LR
HiEm, MEERMBEBTHIIR , FEE AWS XNEBZF AP

F&
© RITAMERITALIER
- WA A R{ERE

AT AMEAT AL E R

RATANARBRE DS ER. ATRDE (FNERSIN ) BTAR, EEFREST , THBR
RFATHFH , St AREFRBRENHRN , TRLOBA RN AR,

£

- EAEH

- BETRAEHDE

ey TR

FA

o R —BEALEIIAIRERH PVV , RERIEXE
« ERBRIELEEFHH CVV

« CW2 ARERFERSRIE

s ABEFERBRBIE iCvV

« IiF EMV ARQC H# 4R ARPC

o ERFFEIE EMV MAC

« £/ EMV MAC SAE X PIN

£ — N BELSI A KEREY PVV |, RRWIEZE

£}
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- BIEEH

o ER—MBEYLE , £ PVV FIREIMNZER PIN A PVV
- £/ PVV ZERIUEINER PIN

elfe o

59 T £ RBEHL PIN F1 PVV | (RESHAE4 , —MATER PV 1 P in Bil 548 (PVK) I— AT
%R PIN # P in %5340, PIN A& RERSHBRE WMAERY | 3 BEMSSESEA—A5
HEREER,

PGK M2 ET PVV EEAREME L TDES_2KEY W# 4. PEK ATELZ

TDES_2KEY, TDES_3KEY 5 AES_128, HXMER T , BT PEK NHARERIEA , Hit
AES_128 R — PN THIIER. MRPEKATERMRE (HlHFME, WEHE ATMs ) KERHE
NEBH—Ho#TBE , METRELER , TDES_2KEY A LR ESEMIER,

#12 PEK

$ aws payment-cryptography create-key \
--exportable
--key-attributes
KeyAlgorithm=AES_128,KeyUsage=TR31_PO_PIN_ENCRYPTION_KEY,\
KeyClass=SYMMETRIC_KEY,\
KeyModesOfUse="'{Encrypt=true,Decrypt=true,Wrap=true,Unwrap=true}' --
tags='[{"Key":"CARD_BIN","Value":"12345678"}]"

MR SEEERSH , SEELAAL ARN URBRAKREE (KCV).

"Key": {
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
iviSksfsuplneuyt",
"KeyAttributes": {
"KeyUsage": "TR31_PQ_PIN_ENCRYPTION_KEY",
"KeyClass": "SYMMETRIC_KEY",
"KeyAlgorithm": "AES_128",
"KeyModesOfUse": {
"Encrypt": false,
"Decrypt": false,
"Wrap": false,
"Unwrap": false,
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"Generate": true,
"Sign": false,
"Verify": true,
"DeriveKey": false,
"NoRestrictions": false

3,

"KeyCheckValue": "7CC9E2",

"KeyCheckValueAlgorithm": "CMAC",

"Enabled": true,

"Exportable": true,

"KeyState'": "CREATE_COMPLETE",

"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"CreateTimestamp": "2023-06-05T06:41:46.648000-07:00",
"UsageStartTimestamp": "2023-06-05T06:41:46.626000-07:00"

EERKXBBMINKeyArn , BTN arn: aws: payment-cryptography: us-east-2:111122223333: key/
ivisksfsupln euyt, BFEERE T —FHITZEE,

812 PVK

$ aws payment-cryptography create-key --exportable --key-attributes
KeyAlgorithm=TDES_2KEY, KeyUsage=TR31_V2_VISA_PIN_VERIFICATION_KEY,KeyClass=SYMMETRIC_KEY,b KeyMc
--tags='[{"Key":"CARD_BIN","Value":"12345678"}]"

MBS ERSE , BEELEAN ARN R ZHAREE (KCV),

"Key": {
"KeyArn": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/ov6icy4ryasbzcza",
"KeyAttributes": {
"KeyUsage": "TR31_V2_VISA_PIN_VERIFICATION_KEY",
"KeyClass": "SYMMETRIC_KEY",
"KeyAlgorithm": "TDES_2KEY",
"KeyModesOfUse": {
"Encrypt": false,
"Decrypt": false,
"Wrap": false,
"Unwrap": false,
"Generate": true,
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"Sign": false,
"Verify": true,
"DeriveKey": false,
"NoRestrictions": false

.

"KeyCheckValue": "51A200",

"KeyCheckValueAlgorithm": "ANSI_X9_24",

"Enabled": true,

"Exportable": true,

"KeyState": "CREATE_COMPLETE",

"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"CreateTimestamp": "2023-06-05T06:41:46.648000-07:00",
"UsageStartTimestamp": "2023-06-05T06:41:46.626000-07:00"

EERRZBMINKeyArn , HlE0 arn: aws: payment-cryptography: us-east-2:111122223333: key/
ovBicy4r yasdryasdzcza, BEELE T —FSHRITZERE,

R —NEVER , £ PVV HIREMZR PIN # PVV
Example

FEHRGIH , ROVFER - (BB ) 4 EEIH , HP@HE[F 2 MR PIN block (PinData.
PinBlock) 1 a PVV (pinData. VerificationValue), ZA#i A® PANPin Verification Key ( t8%5
NEIBIERRE ). Pin Encryption Key# PIN 3R#&=R,

LS ERZANIEERNTR31_V2_VISA_PIN_VERIFICATION_KEY,

$ aws payment-cryptography-data generate-pin-data --generation-key-identifier
arn:aws:payment-cryptography:us-east-2:111122223333:key/37y2tsl45p5zjbh2 --encryption-
key-identifier arn:aws:payment-cryptography:us-east-2:111122223333:key/ivi5ksfsuplneuyt
--primary-account-number 171234567890123 --pin-block-format ISO_FORMAT_O --generation-
attributes VisaPin={PinVerificationKeyIndex=1}

"GenerationKeyArn": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/37y2tsl45p5zjbh2",

"GenerationKeyCheckValue": "7F2363",

"EncryptionKeyArn": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/iviSksfsuplneuyt",
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"EncryptionKeyCheckValue": "7CC9E2",
"EncryptedPinBlock": "AC17DC148BDA645E",
"PinData": {

"VerificationValue": "5507"

£/ PV HERIEMZRN PIN
Example

T RGP, RIVFRIELAE PAN B9 PIN, PIN BERBFFASAFPERZBREEMUHTRIE ,
SEEENEHTER (FFRANGAUNBERLXHL RS EM EFRARREMS ) . I TRIEREA ,
EFEETRRELATE : FER pin B, ATMEHA pin WER (BEMR IWK ) PANARERIE
B{E (a PVV PIN offset ),

R P AWS ayment Cryptography 86U , N <IR[E hitp/200, AR pin KETKIE , FiRE
http/400,

$ aws payment-cryptography-data verify-pin-data --verification-key-identifier
arn:aws:payment-cryptography:us-east-2:111122223333:key/37y2tsl45p5zjbh2 --encryption-
key-identifier arn:aws:payment-cryptography:us-east-2:111122223333:key/ivi5ksfsuplneuyt
--primary-account-number 171234567890123 --pin-block-format ISO_FORMAT_O --
verification-attributes VisaPin="{PinVerificationKeyIndex=1,VerificationValue=5507}" --
encrypted-pin-block AC17DC148BDA645E

"VerificationKeyArn": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/37y2tsl45p5zjbh2",

"VerificationKeyCheckValue": "7F2363",

"EncryptionKeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
iviSksfsuplneuyt",

"EncryptionKeyCheckValue": "7CC9E2",

ERBEIELEFHE CVV

CW % CW1 REZ ELBAEEHHEFHE, B5CW2 (BEATL , tTATELMY ) T
A
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H—PROUB— NG, ERRESD , LR~ CVK RKE 3DES (2KEY TDES) F4.

® Note

CVV CVvV2 Ml iCvV #MERMELUEZEMRNEE , BEmABBEL2EMTE. rERHAMERNE
B ZE4AEE TR31 _CO_CARD_VERIFICATION_KEY , BEEW AN ENEATRNER.
A BAEA B and/or IRERKX 7 EA] , MTBIFTR.

elfe ok

$ aws payment-cryptography create-key --exportable --key-attributes
KeyAlgorithm=TDES_2KEY,KeyUsage=TR31_CO_CARD_VERIFICATION_KEY,KeyClass=SYMMETRIC_KEY,KeyModes(
--tags='[{"Key" :"KEY_PURPOSE", "Value":"CVV"}, {"Key":"CARD_BIN", "Value":"12345678"}]"

MESEEEFERSH , BREELEAAM ARN IR ZAKEE (KCV).

"Key": {
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
r5203wbqxyféqlqr",
"KeyAttributes": {
"KeyUsage": "TR31_CO@_CARD_VERIFICATION_KEY",
"KeyClass": "SYMMETRIC_KEY",
"KeyAlgorithm": "TDES_2KEY",
"KeyModesOfUse": {
"Encrypt": false,
"Decrypt": false,
"Wrap": false,
"Unwrap": false,
"Generate": true,
"Sign": false,
"Verify": true,
"DeriveKey": false,
"NoRestrictions": false

I

"KeyCheckValue": "DE89F9",
"KeyCheckValueAlgorithm": "ANSI_X9_24",
"Enabled": true,

"Exportable": true,

"KeyState": "CREATE_COMPLETE",
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"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"CreateTimestamp": "2023-06-05T06:41:46.648000-07:00",
"UsageStartTimestamp": "2023-06-05T06:41:46.626000-07:00"

EERKXBPMINKeyArn , HlE0 arn: aws: payment-cryptography: us-east-2:111122223333: key/
r5203wbqgx yf6qlqre BEERE T —FHFHITIZEE.

4K CVV
Example

RO | RIAVFRAER PAN £R— CVV , E#ANPAN , BRSRE ( B ISO/EC 7813 &
)N 121, EREEMALE,

BEXFMERHASH , i55H API SZi8E®H M CardVerificationValue1o

$ aws payment-cryptography-data generate-card-validation-data --key-

identifier arn:aws:payment-cryptography:us-east-2:111122223333:key/
r5203wbqxyf6qlqr --primary-account-number=171234567890123 --generation-attributes
CardVerificationValuel='{CardExpiryDate=1127,ServiceCode=121}"

"KeyArn": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/r5203wbqgxyféqlqr",

"KeyCheckValue": "DE89F9",

"ValidationData": "8@1"

¥E CVV
Example

FE Rl BAITEERBA CV K, RSN 121 PAN, FEIH A BN S HEEHN CVV RKIE
LA7E PAN B9 CVV LU 1TIRIE,

BXFETHASE , E5H APl SZ18E ™+ CardVerificationValue1,
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® Note
CW ARAFBANME (ki CVV2) , BEEERAT#SK L. NERBRERHENEENARLH
FRIL.

$ aws payment-cryptography-data verify-card-validation-data --key-identifier
arn:aws:payment-cryptography:us-east-2:111122223333:key/r5203wbqxyf6qlqx
--primary-account-number=171234567890123 --verification-attributes
CardVerificationValuel='{CardExpiryDate=1127,ServiceCode=121} --validation-data 801

{

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
r5203wbqgxyféqglqr",

"KeyCheckValue": "DE89F9",

"ValidationData": "8@1"
}

CVV2 BB EFHEKREIE

CVV2RESG L EFEFERHNME , ATELWY ., ¥TELF , CHARE M ENARFRFF
t. N#BZLEH | eERSNABEMER , CVW1 EEETRNEBRSKBE.

BB EA

$ aws payment-cryptography create-key --exportable --key-attributes
KeyAlgorithm=TDES_2KEY, KeyUsage=TR31_CO_CARD_VERIFICATION_KEY,KeyClass=SYMMETRIC_KEY,KeyModesC
--tags='[{"Key" :"KEY_PURPOSE", "Value":"CVV2"}, {"Key":"CARD_BIN","Value":"12345678"}]"

MR LEEFERSH , BEELRAN ARN URZHAREE (KCV).

"Key": {
"KeyArn": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/7f7g4spf3xcklhzu",
"KeyAttributes": {
"KeyUsage": "TR31_C@_CARD_VERIFICATION_KEY",
"KeyClass": "SYMMETRIC_KEY",
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RAriEmE

EERKXBHEMINKeyArn , HlE0 arn: aws: payment-cryptography: us-east-2: 111122223333:
key/7f7g4spf3xcklhzu, ERET—FHPRITIZEE,
£ R—1 CVV2

Example

RO , BATRFCVV2RLEERN PAN £ —1 , HEABENPANAN A EH B,

"KeyAlgorithm": "TDES_2KEY",
"KeyModesOfUse": {

"Encrypt": false,
"Decrypt": false,
"Wrap": false,
"Unwrap": false,
"Generate": true,
"Sign": false,
"Verify": true,
"DeriveKey": false,
"NoRestrictions": false

"KeyCheckValue": "AEA5CD",

"KeyCheckValueAlgorithm": "ANSI_X9_24",

"Enabled": true,

"Exportable": true,

"KeyState": "CREATE_COMPLETE",

"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"CreateTimestamp": "2023-06-05T06:41:46.648000-07:00",
"UsageStartTimestamp": "2023-06-05T06:41:46.626000-07:00"

BXFETHESE , E55 APl SZi5E+ M CardVerificationValue2,

$ aws payment-cryptography-data generate-card-validation-data --key-identifier
arn:aws:payment-cryptography:us-east-2:111122223333:key/7f7g4spf3xcklhzu

--primary-account-number=171234567890123 --generation-attributes
CardVerificationValue2='{CaxrdExpiryDate=1127}"

ENEHK
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RAriEmE

"KeyArn": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/7f7g4spf3xcklhzu",

"KeyCheckValue": "AEAS5CD",

"ValidationData": "321"

¥iE CVV2

Example

FERRBIR | BATRHER@ AR CVK, ~E/H B BPANMIR 5 HEHRHAY CVV REIELERY PAN 2L

BATRIE, CVV2

BXFETHESE , E5H APl SZi8EH R CardVerificationValue2,

(® Note
CVV2 Hitt ARRAFRMANE. At , XF—EREMETZRIEANFLENTER.

$ aws payment-cryptography-data verify-card-validation-data --key-identifier
arn:aws:payment-cryptography:us-east-2:111122223333:key/7f7g4spf3xcklhzu
--primary-account-number=171234567890123 --verification-attributes
CardVerificationValue2='{CardExpiryDate=1127} --validation-data 321

"KeyArn": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/7f7g4spf3xcklhzu",

"KeyCheckValue": "AEA5CD",

"ValidationData": "801"

NEEFERBRIE iCvV

iCV ERAMEES CVV/ ME , CVV2 B2 iCvwW BAESE Fh. THRSMAER 999,

ENEHK
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elfe o

$ aws payment-cryptography create-key --exportable --key-attributes
KeyAlgorithm=TDES_2KEY, KeyUsage=TR31_CO_CARD_VERIFICATION_KEY,KeyClass=SYMMETRIC_KEY, KeyModesC
--tags='[{"Key" :"KEY_PURPOSE", "Value" :"ICVV"}, {"Key":"CARD_BIN","Value":"12345678"}]"

MNLEEBERSH , DIEELBEAMN ARN LR ZHREM (KCV).

"Key": {
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
c7dsi763r6s71fp3",
"KeyAttributes": {
"KeyUsage": "TR31_CO_CARD_VERIFICATION_KEY",
"KeyClass": "SYMMETRIC_KEY",
"KeyAlgorithm": "TDES_2KEY",
"KeyModesOfUse": {
"Encrypt": false,
"Decrypt": false,
"Wrap": false,
"Unwrap": false,
"Generate": true,
"Sign": false,
"Verify": true,
"DeriveKey": false,
"NoRestrictions": false

3,

"KeyCheckValue": "1201FB",

"KeyCheckValueAlgorithm": "ANSI_X9_24",

"Enabled": true,

"Exportable": true,

"KeyState": "CREATE_COMPLETE",

"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"CreateTimestamp": "2023-06-05T06:41:46.648000-07:00",
"UsageStartTimestamp": "2023-06-05T06:41:46.626000-07:00"

AERRBHM I NKeyArn , Hl80 arn: aws: payment-cryptography: us-east-2:111122223333: key/
C7dsi763r6 s7s71fp3. BEEET —FTHHITZERE,
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AWS FZ{F#Z1G % AFiEm
£ —1 iCvwW

Example

FHRBIF , RAITFRAEN PAN £EF— ICVWW , HBARAPAN , RS ( B ISO/IEC 7813 &E
X ) 999, FEIFBEH,

BXFETHESE , E55 APl SZI5E M CardVerificationValue1,

$ aws payment-cryptography-data generate-card-validation-data --key-

identifier arn:aws:payment-cryptography:us-east-2:111122223333:key/
c7dsi763r6s71fp3 --primary-account-number=171234567890123 --generation-attributes
CardVerificationValuel='{CardExpiryDate=1127,ServiceCode=999}"

"KeyArn": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/c7dsi763r6s71fp3",

"KeyCheckValue": "1201FB",

"ValidationData": "532"

BE iCvV
Example

NTHITHIE , W AKNRCVK PAN, BRSFAEHN99, FEIHBHUKRR S MR RHNFRIEN
iCVV,

BXFIEBTHESEH , E5H APl S Z18REH Y CardVerificationValue1,

® Note

iCvwW REAFHANE (L cvw2) | BEERALEFRE L. EMV/chip RZRERMHN2
BNBAEHITRIU,

$ aws payment-cryptography-data verify-card-validation-data --key-identifier
arn:aws:payment-cryptography:us-east-2:111122223333:key/c7dsi763xr6s71fp3
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--primary-account-number=171234567890123 --verification-attributes
CardVerificationValuel='{CardExpiryDate=1127,ServiceCode=999} --validation-data 532

"KeyArn": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/c7dsi763r6s71fp3",

"KeyCheckValue": "1201FB",

"ValidationData": "532"

IiF EMV ARQC H 4 ARPC

ARQC ( B#fIERZD ) RHEMV (05 ) FERNER , ATRIEXZHATURENFNER, ©
BEXREF., BENMXZRFHHE.

EEwHITRIER , 218 P AWS ayment Cryptography I2ItAHEN B A , ERIBEHCIERE |, HEF
HEXZHREHNNEHRITLER. NZXNEXLL#H , BELTFMAC. EMV 4.4 Book 2 FE X T LB EKEY
EANAFE—RATER—AUERZBHRNFZRRES Z (HMABASERP—CSK) ., HRDERE
RN AR E R 75 5% (ARPC)o

MERAFARAUEEEZESANAEMREFRIAXEFERNERIRF, EFEHEM (BETHEEER
B ) BETARNIRERTR , AXEBNEMBIBo XS BHTT N R

BXEZEE | BESH API $8R VerifyCardValidationDataf #,

I =

$ aws payment-cryptography create-key --exportable --key-attributes
KeyAlgorithm=TDES_2KEY,KeyUsage=TR31_EO_EMV_MKEY_APP_CRYPTOGRAMS,6 KeyClass=SYMMETRIC_KEY,b KeyMod
--tags='[{"Key" :"KEY_PURPOSE","Value":"CVN18"}, {"Key" :"CARD_BIN","Value":"12345678"}]"

M SEEERSH , SEELEAN ARN URBRAKREE (KCV).

"Key": {
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
pw3s6nl62t5ushfk",
"KeyAttributes": {
"KeyUsage": "TR31_EQ_EMV_MKEY_APP_CRYPTOGRAMS",
"KeyClass": "SYMMETRIC_KEY",
"KeyAlgorithm": "TDES_2KEY",
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"KeyModesOfUse": {
"Encrypt": false,
"Decrypt": false,
"Wrap": false,
"Unwrap": false,
"Generate": false,
"Sign": false,
"Verify": false,
"DeriveKey": true,
"NoRestrictions": false

.

"KeyCheckValue": "@8D7B4",

"KeyCheckValueAlgorithm": "ANSI_X9_24",

"Enabled": true,

"Exportable": true,

"KeyState": "CREATE_COMPLETE",

"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"CreateTimestamp": "2024-03-07T06:41:46.648000-07:00",
"UsageStartTimestamp": "2024-03-07T06:41:46.626000-07:00"

EERRZBMIANKeyArn , HlH0 arn: aws: payment-cryptography: us-east-2:111122223333: key/
pw3s6nl62 tsushfk, BWEEE T —FHIMITZIRE,

45 ARQC

ARQC T£H EMV FERK, Eitt , AWS INBRBFRXAERERERHFTNLE, HTUHBER ,
HERHETHSE , REFETUEREINERBFAREH S RBERHNEAE,

®iF ARQC
Example

MR AWS X A EBFEBRIE ARQC , MLIRE http/200, FERIE ARQC & , AJBAUEZR R
ARPC ( MRz ) FREIEEMEM T,

$ aws payment-cryptography-data verify-auth-request-cryptogram
--auth-request-cryptogram 61EDCC708B4C97B4 --key-identifier
arn:aws:payment-cryptography:us-east-2:111122223333:key/pw3s6nl62t5ushfk
--major-key-derivation-mode EMV_OPTION_A --transaction-data
00000000170000000000000008400080008000084016051700000000093800000B1F2201030000000000000000000¢
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--session-key-derivation-attributes="'{"EmvCommon":
{"ApplicationTransactionCounter":"000B",

"PanSequenceNumber":"01", "PrimaxyAccountNumber'":"9137631040001422"}}' --auth-response-
attributes="'{"ArpcMethod2":{"CardStatusUpdate":"12345678"}}'

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
pw3s6nl62t5ushfk",

"KeyCheckValue": "@8D7B4",

"AuthResponseValue":"2263AC85"

4+ K H I EMV MAC

EMV MAC & MAC , £ EMV iREMNZHRBMA , RSN ERPBIERIT 1IS09797 -3 (T
£ ) MAC., EMVMAC BEATE EMV RREGT , FIINMFESIHA,

@ Note

AWS XNBBRETERIIEMNANANR, BXECSHNREGRTHFAGE , BERENASE
g~ A Fit.

BXEZEER , HSHE APl IEMacAlgorithmEmvAE Y,

ES}
- SIEEH

« £ EMV MAC

I

$ aws payment-cryptography create-key --exportable --key-attributes
KeyAlgorithm=TDES_2KEY,KeyUsage=TR31_E2_EMV_MKEY_INTEGRITY,KeyClass=SYMMETRIC_KEY, KeyModesOfUs
--tags='[{"Key" :"KEY_PURPOSE","Value":"CVN18"}, {"Key" :"CARD_BIN", "Value":"12345678"}]"

MR 2EEERSH , SEELEAL ARN URBHAKREE (KCV).

IlKeyll : {
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"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
pw3s6nl62t5ushfk",
"KeyAttributes": {
"KeyUsage": "TR31_E2_EMV_MKEY_INTEGRITY",
"KeyClass": "SYMMETRIC_KEY",
"KeyAlgorithm": "TDES_2KEY",
"KeyModesOfUse": {
"Encrypt": false,
"Decrypt": false,
"Wrap": false,
"Unwrap": false,
"Generate": false,
"Sign": false,
"Verify": false,
"DeriveKey": true,
"NoRestrictions": false

.

"KeyCheckValue": "@8D7B4",

"KeyCheckValueAlgorithm": "ANSI_X9_24",

"Enabled": true,

"Exportable": true,

"KeyState": "CREATE_COMPLETE",

"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"CreateTimestamp": "2024-03-07T06:41:46.648000-07:00",
"UsageStartTimestamp": "2024-03-07T06:41:46.626000-07:00"

EERRZHMIBNKeyArn |, HlI0 arn: aws: payment-cryptography: us-east-2:111122223333: key/
pw3s6nl62 tsushfk. BWEELE T —FHHPIMITZIRE,

4 g EMV MAC

HANRER  FiRERFER EMV BIZ ( flIFH@#RE8 )  FRALKST (REBETEKFH
—RURA ) NEH#TEE , RAFEE MAC, AF , 85+ MACKRIZFENANF, MFRERT
HBHT AWS X MBENTES,

(® Note

LHSERATREEMBEE (H0PIN) HE®HS. EMV Encrypt I EZGSEAERA ,
LUETE A L& & 2 BN 538 B SR AE FE AN 2 & 47 & B A
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HEHE

HBBIESIE APDU ML MH S, RAXTEERSSIMS , Bt RO MBRE S (84 24 00 00 08)
i APDU #73k , HIRE ATC (0007) , RIS R AT —%£3% 5 (999E57 F47CACE) #J ARQC. FDO%ER
SRR FERHNANA,

LEBHIRERR
HFBRENLFERANER SR, EMV_COMMON_SESSION_KEY BER THEKM , m
EMV2000 | AMEX | MASTERCARD_SESSION_KEY | t8 AT BAfE A VISA,

MajorKeyDerivationMode

EMVEXHER A, B Co BEXARKRERLN , AWS X EBFEH A XFER A KX B,
PAN

K5 , BEESHFER 5A W F IS08583 &k 2 HAJH , B Al IMFREFRR,
PSN

FTHRF5S, MRRER , B8 A 00,

SessionKeyDerivationValue

XRENSENRERE. BREHKSAHE , EALUEH 9F26 A &E—1 ARQC
(ApplicationCryptogram) , t8 A LL2 9F36 R &G — 1 ATC,

Padding

Bz S AERHEA ISO/IEC 9797-1 EHRFE 2,

Example

$ aws payment-cryptography-data generate-mac --message-data
84240000080007999E57FDOF47CACE --key-identifier arn:aws:payment-
cryptography:us-east-2:111122223333:key/pw3s6nl62t5ushfk --message-
data 8424000008999E57FDOF47CACEQQ007 --generation-attributes
EmvMac="{MajorKeyDerivationMode=EMV_OPTION_A, PanSequenceNumber="'00"',PrimaryAccountNumber="2235

{

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/pw3s6nl62t5ushfk",
"KeyCheckValue": "@8D7B4",
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"Mac":"5652EEDF83EAQD84"
}

4 B EMV MAC LAE R PIN

EMV PIN EREE T HMREE - WERITEMALER MAC FINZF PIN LAE EMV &5 FE#ITEL
PINE®R, REESHFLERZEBNELER/MXIZTELNSGS (XERNEREEL ). XEE
ATEFAZSEERH PIN , A BEXTUHH PIN 5E MAC —EBLetEHmEERFARIES SN ES 4
Ao

@ Note
NREBREEMFRAEDIMAEZEEENR PIN , FEZENAH ARPC CSU AR EMV MAC #5
A
To

BXEZEER |, 55H API 8RB GenerateMacEmvPinChange Y,

£ B EMV MAC FINZ#Y PIN LAE X PIN

WEREZERNIZH . —NHATER MAC B9 EMV TEM %40 ( KeyUsage:

TR31 _E2_EMV_MKEY_INTEGRITY ) #1—1AF PIN 11Z# EMV HLZH4A (
_E4_EMV_MKEY_MKEY_CENTRITY ) . KeyUsage TR31HEEHHER , T RIF £ EMV PIN
FUA  HhEEMAERAN MAC MIMBEHNHF PIN, RE , S HMEN PIN REZEBFLE ,
FHEL PIN, AFREEGDELT AWS X MEMHEE,

HEBE
HEBRESRRTEMAN APDU 875, ZBRSTRIELFERAAR,
FEYINZ PIN 3R

M PIN R RIXZMER . KL PIN INBZRZ4ANEEN MBEREM,
89 PIN PEK #RiR%F

AT E# PIN 22451 API 28I X H# T INZER ZE4
ZEHETEMENR

FFER MAC # EMV ZEM 45 (KeyUsage: TR31 _E2_EMV_MKEY_INTEGRITY)s
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AWS FZ{F#Z1G % AFiEm
T2 HEREZH

FAF PIN MZ# EMV #lE %48 (KeyUsage: TR31 _E4_EMV_MKEY_MKEY_Converity)o

MajorKeyDerivationMode

EMV ENHERX A, BHCo BXARKRELN , AWS X{IHBZEIXZIFER A HEX B,
Mode

mERN  BE A TRBEIREN CBC.
PAN

K5 BEESHFERS5AZF ISO8583 ik 2 HAJA , BHEALUMFREHRR,

PanSequenceNumber

TRFS. MRARER , EHA 00,
ApplicationCryptogram

XRENCENRERE , BERFR 9F26 #HVRE—1 ARQC,
PinBlockLengthPosition

EE PIN KRKENRBUE, BEREN ‘T, IRETHTE , FEELENEAFITRIAS,
PinBlockPaddingType

JEE PIN RINEFREE, BEIREN NO_PADDING, MBLFHEE , HEELNERAFITIM
o

Example

$ aws payment-cryptography-data generate-mac-emv-pin-change \

--message-data 00A4040008A000000004101080D80500000001010A04000000000000 \

--new-encrypted-pin-block 67FB27C75580EFE7 \

--new-pin-pek-identifier arn:aws:payment-cryptography:us-east-2:111122223333:key/
iviSksfsuplneuyt \

--pin-block-format ISO_FORMAT_O \

--secure-messaging-confidentiality-key-identifier arn:aws:payment-cryptography:us-
east-2:111122223333:key/tqv5yij6wtxx64pi \

--secure-messaging-integrity-key-identifier arn:aws:payment-cryptography:us-
east-2:111122223333:key/pw3s6nl62t5ushfk \

--derivation-method-attributes

'EmvCommon={ApplicationCryptogram=1234567890123457,MajorKeyDerivationMode=EMV_OPTION_A, Mode=CE
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{
"SecureMessagingIntegrityKeyArn": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/pw3s6nl62t5ushfk",
"SecureMessagingIntegrityKeyCheckValue": "@8D7B4",
"SecureMessagingConfidentialityKeyArn": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/tqv5yijbwtxx64pi",
"SecureMessagingConfidentialityKeyCheckValue": "C1EBS8F",
"Mac": "5652EEDF83EAQD84",
"EncryptedPinBlock": "F1A2B3C4D5E6F7A8"

BET MR ZEE

ES]

- FUEEINEE

« FERFRNEEDRE
- XEEENEEDRE
- JCB HEHH

£}

« ARQC-/ CVN18CVN22

« ARQC- CVN10

« 3DS CAVV V7

- DCWV ( BIAFHIEE ) - CVN17

ARQC-/ CVN18CVN22

CVN18 3 CVN22 i CSK Z4AME T E. XA ENBYIRZBBLEMTRE , BXUERZH
BFRNEFAEE , AR,

ARQC- CVN10

CVN10 R TEMVREMRIBVisaB % , EEABFEAREMFIRRE (BEXS ) kE , A&
ERATENERAE. BXRXERBFABNEE , FRR XN THIFR.
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elfe o

$ aws payment-cryptography create-key --exportable --key-attributes
KeyAlgorithm=TDES_2KEY,KeyUsage=TR31_EO_EMV_MKEY_APP_CRYPTOGRAMS,6 KeyClass=SYMMETRIC_KEY,b KeyMod
--tags='[{"Key" :"KEY_PURPOSE","Value":"CVN10"}, {"Key" :"CARD_BIN","Value":"12345678"}]"

MNLEEBERSH , DIEELBEAMN ARN LR ZHREM (KCV).

"Key": {
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
pw3s6nl162t5ushfk",
"KeyAttributes": {
"KeyUsage": "TR31_EQ_EMV_MKEY_APP_CRYPTOGRAMS",
"KeyClass": "SYMMETRIC_KEY",
"KeyAlgorithm": "TDES_2KEY",
"KeyModesOfUse": {
"Encrypt": false,
"Decrypt": false,
"Wrap": false,
"Unwrap": false,
"Generate": false,
"Sign": false,
"Verify": false,
"DeriveKey": true,
"NoRestrictions": false

3,
"KeyCheckValue": "@8D7B4",

"KeyCheckValueAlgorithm": "ANSI_X9_24",

"Enabled": true,

"Exportable": true,

"KeyState": "CREATE_COMPLETE",

"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"CreateTimestamp": "2024-03-07T06:41:46.648000-07:00",
"UsageStartTimestamp": "2024-03-07T06:41:46.626000-07:00"

AERRBHM I NKeyArn , Hl80 arn: aws: payment-cryptography: us-east-2:111122223333: key/
pw3s6nl62 tsushfk, BWEEE T —FHHIMITZIRE,
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K¥iE ARQC

Example
L ROIF , BATRRIUEFE A VisaE BAVARQC, CVN10

MR AWS ZFTFBFEEBIITE ARQC , N 4IRE http/200, R arqe KL RIE | FFIRE http/400
0a) /8

$ aws payment-cryptography-data verify-auth-request-cryptogram --auth-request-
cryptogram D791093C8A921769 \

--key-identifier arn:aws:payment-cryptography:us-east-2:111122223333:key/
pw3s6nl62t5ushfk \

--major-key-derivation-mode EMV_OPTION_A \

--transaction-data
00000000170000000000000008400080008000084016051700000000093800000B03011203000000 \

--session-key-derivation-attributes="'{"Visa":{"PanSequenceNumber":"01" \

,"PrimaryAccountNumber":"9137631040001422"}}"

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
pw3s6nl62t5ushfk",
"KeyCheckValue": "@8D7B4"

}

3DS CAVV V7

¥tF Visa Secure (3DS) X5 , CAVV ( HFFASGRIEE ) AR FHMIHEZEH RS EE (ACS) £

o CAVV ZHITEHFASHRIINIIRE , N TEESNRIRSHBEME—K , HREHFERPUEETF
R, CAWV7 BEXXZNHEMBBESHESNE  SEEREH, WXSTNUIBHETR, X
¥, EXRERMERRZERE TN MER FE,

MEBZEEV , CAV VIR TCVWEE |, BREH AT RX T AL M A LERCAVV VIEREE
#changed/repurposed. Please consult appropriate third party/VisaX 4,

BB EA

$ aws payment-cryptography create-key --exportable --key-attributes

KeyAlgorithm=TDES_2KEY, KeyUsage=TR31_CO_CARD_VERIFICATION_KEY,KeyClass=SYMMETRIC_KEY,KeyModesC
--tags='[{"Key" :"KEY_PURPOSE", "Value":"CAVV-V7"},
{"Key" :"CARD_BIN","Value":"12345678"}]"
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M 2EEERSH , SEELEAL ARN URBHAKEE (KCV).

"Key": {
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
dnaeyrjgdjjtwedk",
"KeyAttributes": {
"KeyUsage": "TR31_CO_CARD_VERIFICATION_KEY",
"KeyClass": "SYMMETRIC_KEY",
"KeyAlgorithm": "TDES_2KEY",
"KeyModesOfUse": {
"Encrypt": false,
"Decrypt": false,
"Wrap": false,
"Unwrap": false,
"Generate": true,
"Sign": false,
"Verify": true,
"DeriveKey": false,
"NoRestrictions": false

1,

"KeyCheckValue": "F3FB13",

"KeyCheckValueAlgorithm": "ANSI_X9_24",

"Enabled": true,

"Exportable": true,

"KeyState": "CREATE_COMPLETE",

"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"CreateTimestamp": "2023-06-05T06:41:46.648000-07:00",
"UsageStartTimestamp": "2023-06-05T06:41:46.626000-07:00"

EERKXBBMINKeyArn , HlE0 arn: aws: payment-cryptography: us-east-2:111122223333: key/
dnaeyrjgdjjtw6 dk. ZRFEELE T —FHHRITIZEE,

4 CAVV V7
Example

HELROIF , BITRAGERZER CAVV V7 , ER AMBEHFTR. FIEE , X TREE , ZEBA
LESEFR/EFRNA , Rt FRRIRFERIRESH AETE,
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BXMETHASE , 5 APl 32E1EEH K CardVerificationValue1,

$ aws payment-cryptography-data generate-card-validation-data --key-

identifier arn:aws:payment-cryptography:us-east-2:111122223333:key/
dnaeyrjgdjjtwedk --primary-account-number=171234567890123 --generation-attributes
CardVerificationValuel='{CardExpiryDate=9431,ServiceCode=431}"

{
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
dnaeyrjgdjjtwedk",
"KeyCheckValue": "F3FB13",
"ValidationData": "491"
}

WiE CAVV V7
Example
NTHTRI , WAR CVK, ITENRABENR S HEREMNFRIEN CAVV,

BXFIETHESE , E55 APl SZ15E /Y CardVerificationValue1,

(® Note

CAV T2RAFMAWE (tkwn Cv2) , MEHKITHME ACS itEN., NERERENER
BRI B 1T R

$ aws payment-cryptography-data verify-card-validation-data --key-identifier
arn:aws:payment-cryptography:us-east-2:111122223333:key/dnaeyrjgdjjtwedk
--primary-account-number=171234567890123 --verification-attributes
CardVerificationValuel="'{CardExpiryDate=9431,ServiceCode=431} --validation-data 491

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
dnaeyrjgdjjtwedk",
"KeyCheckValue": "F3FB13",
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"ValidationData": "491"

DCW ( BAFRIEE ) - CUN17

DCW ( IAFRIEE ) R—HE A TIEEMINEMVR M Visak BB FE. SEHNEHEMY , ©
BINBEXRFERME—NRIEERERERZ M. DCvWV FANBMASZEEZKS (PAN), PAN F3&
(PSN), BIARFRZITEE (ATC), FTAMNMNSBMNEHRE, cHERLEwSER , EXHIE
WE A EEFTE |, B2 CVN18,

BXFAETRESE , 25 DynamicCardVerificationValueAP| S Z318&,

Bl

$ aws payment-cryptography create-key --exportable --key-attributes
KeyAlgorithm=TDES_2KEY,KeyUsage=TR31_E4_EMV_MKEY_DYNAMIC_NUMBERS,KeyClass=SYMMETRIC_KEY,b KeyMod
--tags='[{"Key" :"KEY_PURPOSE", "Value" :"DCVV"}, {"Key" :"CARD_BIN","Value":"12345678"}]"

MR 2EEERSH , SEELEAL ARN URBHAKREE (KCV).

"Key": {
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
mw7dn3gxvkfh8ztc",
"KeyAttributes": {
"KeyUsage": "TR31_E4_EMV_MKEY_DYNAMIC_NUMBERS",
"KeyClass": "SYMMETRIC_KEY",
"KeyAlgorithm": "TDES_2KEY",
"KeyModesOfUse": {
"Encrypt": false,
"Decrypt": false,
"Wrap": false,
"Unwrap": false,
"Generate": true,
"Sign": false,
"Verify": true,
"DeriveKey": false,
"NoRestrictions": false

iy

"KeyCheckValue": "A8E4D2",
"KeyCheckValueAlgorithm": "ANSI_X9_24",
"Enabled": true,
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"Exportable": true,

"KeyState": "CREATE_COMPLETE",

"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"CreateTimestamp": "2025-02-02T11:45:30.648000-08:00",
"UsageStartTimestamp": "2025-02-02T11:45:30.626000-08:00"

EERKXRZRBMINKeyArn , HlE0 arn: aws: payment-cryptography: us-east-2:111122223333: key/
mw7dn3qxv kfh8ztc, BEERE T —HHHITIZIEE,

45X devV

Example

ARG, BAVPF MK EMV RBLERK DCW, #A3HE PAN, PAN F3I5, NARFES
TT#ER. AN HFNRERSE.

$ aws payment-cryptography-data generate-card-validation-data --key-identifier
arn:aws:payment-cryptography:us-east-2:111122223333:key/mw7dn3qxvkfh8ztc \
--primary-account-number=5111112627662122 \
--generation-attributes
DynamicCardVexrificationValue="'{ApplicationTransactionCounter=01, PanSequenceNumber=00, TrackData

\
--validation-data-length 5

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
mw7dn3gxvkfh8ztc",

"KeyCheckValue": "A8E4D2",

"ValidationData": "36667"

IUF devV
Example
FEWREGIF | RITFRIER S AR DCW, SRR T 4 A AEE A LU 4TI,

MR AWS X IBRBZFEEBRIT , N LIRE http/200, MRZERZIEIE , ©IFIRE http/400 R,

$ aws payment-cryptography-data verify-card-validation-data --key-identifier
arn:aws:payment-cryptography:us-east-2:111122223333: key/mw7dn3qxvkfh8ztc \
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--primary-account-number=5111112627662122 \

--validation-data=36667 \

--verification-attributes
DynamicCardVerificationValue="'{ApplicationTransactionCounter=01,PanSequenceNumber=00, TrackDats:

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
mw7dn3qgxvkfh8ztc",
"KeyCheckValue": "A8E4D2"

+ DCVC3
« ARQC-/ CVN14CVN15
« ARQC-/ CVN12CVN13
+ 3DS AAV SPA2

DCVC3

DCVC3 BF EMV CSK flFEiA+F CYN12 1T , RRT S —FERAIDHHANFEZ. SERNESE
EFRATEMAG, FEiZHFESP , HAR PAN., PSN. Track1/Track2 #iE. FAIFANMNIKZNRKH
1T 888 (ATC).

elfe A

$ aws payment-cryptography create-key --exportable --key-attributes
KeyAlgorithm=TDES_2KEY,KeyUsage=TR31_E4_EMV_MKEY_DYNAMIC_NUMBERS,KeyClass=SYMMETRIC_KEY,b KeyMod
--tags='[{"Key" :"KEY_PURPOSE", "Value":"DCVC3"}, {"Key" :"CARD_BIN","Value":"12345678"}]"

MMAESERSE , QEFLEAN ARN BURB4AREE (KCV),

"Key": {
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
hrh6qgbi3sk4y3wq",
"KeyAttributes": {
"KeyUsage": "TR31_E4_EMV_MKEY_DYNAMIC_NUMBERS",
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"KeyClass": "SYMMETRIC_KEY",
"KeyAlgorithm": "TDES_2KEY",
"KeyModesOfUse": {
"Encrypt": false,
"Decrypt": false,
"Wrap": false,
"Unwrap": false,
"Generate": false,
"Sign": false,
"Verify": false,
"DeriveKey": true,
"NoRestrictions": false

.

"KeyCheckValue": "@8D7B4",

"KeyCheckValueAlgorithm": "ANSI_X9_24",

"Enabled": true,

"Exportable": true,

"KeyState": "CREATE_COMPLETE",

"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"CreateTimestamp": "2024-03-07T06:41:46.648000-07:00",
"UsageStartTimestamp": "2024-03-07T06:41:46.626000-07:00"

EERRZBMINKeyArn , HlE0 arn: aws: payment-cryptography: us-east-2:111122223333: key/
hrh6qgbi3skdy3wq. BEEET —FPHRITIZIRE,

% — DCVC3

Example

RE DCVC3 BEMBSHFEX , BRHANUFIHERR , MAFIFTR

$ aws payment-cryptography-data generate-card-validation-data --key-identifier
arn:aws:payment-cryptography:us-east-2:111122223333:key/pw3s6nl62t5ushfk
--primary-account-number=5413123456784808 --generation-attributes
DynamicCardVexificationCode="{ApplicationTransactionCounter=0000, TrackData=5241060000000069D13

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
pw3s6nl62t5ushfk",
"KeyCheckValue": "@8D7B4",
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"ValidationData": "865"

¥ iF DCVC3
Example

T RBIF | BATPHEIE DCVC3, HEE , ATC N+ ABHIHRFRE , flan , it#kas 11 HRTH
000B., ZARSFZFHE— 3 {u#F DCVC3 , Rk , MREFET 4 (W5 ) MBHE , AFBH LN
FREZHE 3BT (Hl, 15321 WRIFHIEENR 321) .

MR AWS XA HBFEEBRIE , WSIRE http/200, MRZERZLTIEIE , ©FFRE http/400 WE R,

$ aws payment-cryptography-data verify-card-validation-data --key-identifier
arn:aws:payment-cryptography:us-east-2:111122223333:key/pw3s6nl62t5ushfk
--primary-account-number=5413123456784808 --verification-attributes
DynamicCardVexrificationCode="'{ApplicationTransactionCounter=000B, TrackData=5241060000000069D13
--validation-data 398

{
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
pw3s6nl62t5ushfk",
"KeyCheckValue": "@8D7B4"
}

ARQC-/ CVN14CVN15

CVN14 3 CVN15 5 EMV CSK HiEHRITHPAHS, IH S ENBORZIBRBLEMARE , X
MEXSBRIBEBFENIZEAEE  HSRAFEN,

ARQC-/ CVN12CVN13

CVN12 #H CVN13 RHNEMVRZNRIBTEEFETALZE , CHEBERZNHESHMAT A
W F , HERER T FRNBEREMT. BXRARBENBNELR , EHRR XX,

Bl

$ aws payment-cryptography create-key --exportable --key-attributes
KeyAlgorithm=TDES_2KEY, KeyUsage=TR31_EO@_EMV_MKEY_APP_CRYPTOGRAMS,b KeyClass=SYMMETRIC_KEY,b KeyMod
--tags='[{"Key" :"KEY_PURPOSE","Value":"CVN12"}, {"Key" :"CARD_BIN", "Value":"12345678"}]"

MBS EFERSH , SHEEEAAM ARN IR ZAKEE (KCV).
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"Key": {
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
pw3s6nl62t5ushfk",
"KeyAttributes": {
"KeyUsage": "TR31_EQ_EMV_MKEY_APP_CRYPTOGRAMS",
"KeyClass": "SYMMETRIC_KEY",
"KeyAlgorithm": "TDES_2KEY",
"KeyModesOfUse": {
"Encrypt": false,
"Decrypt": false,
"Wrap": false,
"Unwrap": false,
"Generate": false,
"Sign": false,
"Verify": false,
"DeriveKey": true,
"NoRestrictions": false

iy
"KeyCheckValue": "08D7B4",

"KeyCheckValueAlgorithm": "ANSI_X9_24",

"Enabled": true,

"Exportable": true,

"KeyState": "CREATE_COMPLETE",

"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"CreateTimestamp": "2024-03-07T06:41:46.648000-07:00",
"UsageStartTimestamp": "2024-03-07T06:41:46.626000-07:00"

EERKXBBEMINKeyArn , BTN arn: aws: payment-cryptography: us-east-2:111122223333: key/
pw3s6nl62 tsushfk, BF/EELE T —HHMITIZIEE,

®iF ARQC
Example
FEHRHIF , BATHRIEEATEERFERRN ARQC, CVN12

MR AWS ZFFBFEEBRRIE ARQC , N 4IRE http/200, MR arqe KL RIE | FFIRE http/400
18] /87
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$ aws payment-cryptography-data verify-auth-request-cryptogram --auth-request-
cryptogram 31BE5D49F14A5F01 \

--key-identifier arn:aws:payment-cryptography:us-east-2:111122223333:key/

pw3s6nl62t5ushfk \

--major-key-derivation-mode EMV_OPTION_A \

--transaction-data
00000000170000000000000008400080008000084016051700000000093800000B1F2201030000000000000000000¢
\

--session-key-derivation-attributes="'{"MastercardSessionKey":

{"ApplicationTransactionCounter":"000B", "PanSequenceNumbex":"01", "PrimaryAccountNumber" :"541312

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
pw3s6nl62t5ushfk",
"KeyCheckValue": "@8D7B4"

3DS AAV SPA2

SPA2 ( Z&XNNARERF ) AAV (IKFRIEE ) ATHFEXEF3DS XEZ (BN ATEEFE K
E), efAET HVAC I MAC ERNBEFEFSXZREMNBZSHRIE, AAV REABETIXZH
BREMAZTEZHERN.

BB EA

$ aws payment-cryptography create-key --exportable --key-attributes

KeyAlgorithm=HMAC_SHA256, KeyUsage=TR31_M7_HMAC_KEY, KeyClass=SYMMETRIC_KEY,b KeyModesOfUse="{Gene
--tags='[{"Key" :"KEY_PURPOSE", "Value" :"SPA2_AAV"},
{"Key" :"CARD_BIN","Value":"12345678"}]"

MESEIERSE , SERELBEAKN ARN A RZHKREE (KCV).

"Key": {
"KeyArn": "arn:aws:payment-cryptography:us-west-2:111122223333:key/
g5vjtshsg67cz5gn",

"KeyAttributes": {
"KeyUsage": "TR31_M7_HMAC_KEY",
"KeyClass": "SYMMETRIC_KEY",
"KeyAlgorithm": "HMAC_SHA256",
"KeyModesOfUse": {
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"Encrypt": false,
"Decrypt": false,
"Wrap": false,
"Unwrap": false,
"Generate": true,
"Sign": false,
"Verify": true,
"DeriveKey": false,
"NoRestrictions": false

3,

"KeyCheckValue": "C661F9",

"KeyCheckValueAlgorithm": "HMAC",

"Enabled": true,

"Exportable": true,

"KeyState'": "CREATE_COMPLETE",

"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"CreateTimestamp": "2024-03-07T06:41:46.648000-07:00",
"UsageStartTimestamp": "2024-03-07T06:41:46.626000-07:00"

EERKXBPEMINKeyArn , HlE0 arn: aws: payment-cryptography: us-west-2: 111122223333 key/
q5vjtshsg67cz5gn. BEERE T —FSFHRITIZRE,

4 X SPA2 AAV

Example

ARG, BAPRFER HMAC MAC £ AR AAV LR & B M IIEE (| SPA2 AV) A, HEHK
RESEHRTHORINBETRENES . MXBENBARERET EXFH SPA2 T , 2R
PR RIZER.

® Note
BERLNASZEFAR , TN IAVEA AAV BERER.

$ aws payment-cryptography-data generate-mac --key-identifier arn:aws:payment-

cryptography:us-west-2:111122223333:key/q5vjtshsg67cz5gn --message-data
"2226400099919520FFFFd8b448be65694fe7b42f836bad396e9d" --generation-attributes
Algorithm=HMAC --region us-west-2

BET MR 200



AWS X [t RAriEmE

"KeyArn": "arn:aws:payment-cryptography:us-west-2:111122223333:key/
g5vjtshsg67cz5gn",

"KeyCheckValue": "C661F9",

"Mac": "6FB2405E9D8A4C1F7B173F73ADD1A6DC358531CABOE9994FC5B62012ADDESLFC"

WiE SPA2 AAV
Example
FLLRBIR |, BATRIRUE SPA2 AAV, HIUERE T HERES HITEN MAC E.

MR AWS ZA4 BB EEEM T MAC , IIARE http/200, 8 MAC FRZNRIE , ©IFIRE http/400
) /8

$ aws payment-cryptography-data verify-mac --key-identifier arn:aws:payment-

cryptography:us-west-2:111122223333:key/q5vjtshsg67cz5gn --message-

data "2226400099919520FFFFd8b448be65694fe7b42f836bad396e9d" --mac
"6FB2405E9D8A4C1F7B173F73ADD1A6DC358531CABOE9994FC5B62012ADDE9LIFC" --verification-

attributes Algorithm=HMAC --region us-west-2

"KeyArn": "arn:aws:payment-cryptography:us-west-2:111122223333:key/
g5vjtshsg67cz5gn",
"KeyCheckValue": "C661F9"

XEZBNEEIGE

N

F&

+ CsCt

+ CSC2

+ ICSC

« 3DS AEVV

CSC1

CSC hrAs 1 BN Z 8 CSC BiE, ZMRSATLLL 3,4 5 5 UHFHERREHR.
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BXFEURASE , 25 APl 2E 1M H AmexCardSecurityCodeVersion1,

e deasd

$ aws payment-cryptography create-key --exportable --key-attributes
KeyAlgorithm=TDES_2KEY,KeyUsage=TR31_CO_CARD_VERIFICATION_KEY,KeyClass=SYMMETRIC_KEY,KeyModes(
--tags='[{"Key" :"KEY_PURPOSE", "Value":"CSC1"}, {"Key":"CARD_BIN","Value":"12345678"}]"

MN2EEERSH , STWELBAN ARN R EAKEE (KCV).

"Key": {
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
esh6hn7pxdtttzgq",
"KeyAttributes": {
"KeyUsage": "TR31_CO_CARD_VERIFICATION_KEY",
"KeyClass": "SYMMETRIC_KEY",
"KeyAlgorithm": "TDES_2KEY",
"KeyModesOfUse": {
"Encrypt": false,
"Decrypt": false,
"Wrap": false,
"Unwrap": false,
"Generate": true,
"Sign": false,
"Verify": true,
"DeriveKey": false,
"NoRestrictions": false

},

"KeyCheckValue": "8B5077",

"KeyCheckValueAlgorithm": "ANSI_X9_24",

"Enabled": true,

"Exportable": true,

"KeyState": "CREATE_COMPLETE",

"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"CreateTimestamp": "2023-06-05T06:41:46.648000-07:00",
"UsageStartTimestamp": "2023-06-05T06:41:46.626000-07:00"

EERKRZPBMINKeyArn , HlE0 arn: aws: payment-cryptography: us-east-2:111122223333: key/
esh6hn7pxd tttzgq. BEEE T —FTHHITZERE,
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£ —/> CSC1

Example

$ aws payment-cryptography-data generate-card-validation-data --key-
identifier arn:aws:payment-cryptography:us-east-2:111122223333:key/
esh6hn7pxdtttzgq --primary-account-number=344131234567848 --generation-attributes
AmexCardSecurityCodeVersionl="'{CardExpiryDate=1224}"' --validation-data-length 4

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
esh6hn7pxdtttzgq",

"KeyCheckValue": "8B5077",

"ValidationData": "3938"

HiE CSC1
Example
L RBIH |, BAPRRIUE a CSC1.

MR AWS A HBHEEEBRIE , WSIRE http/200, MRZERZLIRIE , ©FFRE http/400 WE R,

$ aws payment-cryptography-data verify-card-validation-data --key-identifier
arn:aws:payment-cryptography:us-east-2:111122223333:key/esh6hn7pxdtttzgq
--primary-account-number=344131234567848 --verification-attributes
AmexCardSecurityCodeVersionl='{CardExpiryDate=1224}'"' --validation-data 3938

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
eshéhn7pxdtttzgq",
"KeyCheckValue": "8B5077"
}

CSC2

CSC R 2 thig #1858 8 CSC &iE, ZMRSF AL 3,4 : 5 BFHFNREHR, NWRSKBEE
CSC2 73 000,

BXETRSE , BSHR APl SEERBHH AmexCardSecurityCodeVersion2,
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elfe o

$ aws payment-cryptography create-key --exportable --key-attributes
KeyAlgorithm=TDES_2KEY, KeyUsage=TR31_CO_CARD_VERIFICATION_KEY,KeyClass=SYMMETRIC_KEY, KeyModesC
--tags="[{"Key":"KEY_PURPOSE","Value":"CSC2"}, {"Key":"CARD_BIN","Value":"12345678"}]"

MNLEEBERSH , DIEELBEAMN ARN LR ZHREM (KCV).

"Key": {
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
erlm445gvunmvoda”,
"KeyAttributes": {
"KeyUsage": "TR31_CO_CARD_VERIFICATION_KEY",
"KeyClass": "SYMMETRIC_KEY",
"KeyAlgorithm": "TDES_2KEY",
"KeyModesOfUse": {
"Encrypt": false,
"Decrypt": false,
"Wrap": false,
"Unwrap": false,
"Generate": true,
"Sign": false,
"Verify": true,
"DeriveKey": false,
"NoRestrictions": false

3,

"KeyCheckValue": "BF1077",

"KeyCheckValueAlgorithm": "ANSI_X9_24",

"Enabled": true,

"Exportable": true,

"KeyState": "CREATE_COMPLETE",

"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"CreateTimestamp": "2023-06-05T06:41:46.648000-07:00",
"UsageStartTimestamp": "2023-06-05T06:41:46.626000-07:00"

AERRBHEM A NKeyArn , 80 arn: aws: payment-cryptography: us-east-2: 111122223333: key/
erlm445qvunmvoda. BEEE T —FTHHITZERE,
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4 p—1 CSC2

M RABIR  BATFRFERKK CSC2 BN 4 89, ATAERKENR 3,4 58 CSC, WTXEEZE ,
PANs B 15 fu#= , F B 34 5 37 7k, SHIBMMENBEEN YYMM, BRSAWBAIER/ AT E-
FEELWFM , BHRBER 000, 201 5 702

Example

$ aws payment-cryptography-data generate-card-validation-data --key-
identifier arn:aws:payment-cryptography:us-east-2:111122223333:key/
erlm445qvunmvoda --primary-account-number=344131234567848 --generation-attributes

AmexCardSecurityCodeVersion2='{CardExpiryDate=2412,ServiceCode=000}' --validation-
data-length 4

{

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/erlm445qvunmvoda”
"KeyCheckValue": "BF1077",

"ValidationData": '"3982"
}

IiF CSC2
Example
T RHIF , BATHEIE a CSC2,

MR AWS TR FEEBIIE , MAIRE http/200, WRZERZIRIE , ©RIRE http/400 W&k,

$ aws payment-cryptography-data verify-card-validation-data --key-identifier
arn:aws:payment-cryptography:us-east-2:111122223333:key/erlm445qvunmvoda
--primary-account-number=344131234567848 --verification-attributes

AmexCardSecurityCodeVersion2='{CardExpiryDate=2412,ServiceCode=000}"' --validation-data
3982

{

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/erlm445qvunmvoda”,
"KeyCheckValue": "BF1077"

}

BET MR 205



AWS X [t RAriEmE

ICSC

iICSC M N ERZ CSC &3k , £/ CSC MRA 2 #TIHE, ZMRS AT 3,4 5 5 B FHEX R

%
E R BRSS1088 999 ITHERR AR icSC. £ RS AHG 702 it HIFEEM A < iSCC.

BXETRSE , BSHE APl ZEEREHH AmexCardSecurityCodeVersion2,

efe o

$ aws payment-cryptography create-key --exportable --key-attributes
KeyAlgorithm=TDES_2KEY, KeyUsage=TR31_CO_CARD_VERIFICATION_KEY,KeyClass=SYMMETRIC_KEY,KeyModesC
--tags='"[{"Key" :"KEY_PURPOSE","Value":"CSC1"}, {"Key" :"CARD_BIN","Value":"12345678"}]"

MRLEEFERSE , BEELRAN ARN URZHAREE (KCV).

"Key": {
"KeyArn": "arn:aws:payment-cryptography:us-
east-1:111122223333:key/7vrybrbvjcvwtunv",
"KeyAttributes": {
"KeyUsage": "TR31_CO_CARD_VERIFICATION_KEY"
"KeyAlgorithm": "TDES_2KEY",
"KeyClass": "SYMMETRIC_KEY",
"KeyModesOfUse": {
"Decrypt": false,
"DeriveKey": false,
"Encrypt": false,
"Generate": true,
"NoRestrictions": false,
"Sign": false,
"Unwrap": false,
"Verify": true,
"Wrap": false
I
},
"KeyCheckValue": "7121C7",
"KeyCheckValueAlgorithm": "ANSI_X9_24",
"Enabled": true,
"Exportable": true,
"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"KeyState": "CREATE_COMPLETE",
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"CreateTimestamp": "2025-01-29T09:19:21.209000-05:00",
"UsageStartTimestamp": "2025-01-29T09:19:21.192000-05:00"
}

EERRZPMINKeyArn , HlE0 arn: aws: payment-cryptography: us-east-1:111122223333:
key/7vrybrbvjcvicvw tunv, REETE T —H HITIZIRE,

R —iSCC

ERGIF | BRI AERARS AR 702 BWIEEMXFERKERN 4 B iCSC, AILERKERN 34
5K CSC, MFEEIZE , PANs BRIl 15 uhF , HEL 34 5 37 FFk,

Example

$ aws payment-cryptography-data generate-card-validation-data --key-identifier
arn:aws:payment-cryptography:us-east-1:111122223333:key/7vrybrbvjcvwtunv
--primary-account-number=344131234567848 --generation-attributes
AmexCardSecurityCodeVersion2='{CardExpiryDate=1224,ServiceCode=702}"' --validation-
data-length 4

{
"KeyArn": arn:aws:payment-cryptography:us-east-1:111122223333:key/7vrybrbvjcvwtuny,
"KeyCheckValue": 7121C7,
"ValidationData": "2365"
}
IIE iSCC
Example

R RFIH , BATREIE ISCC.

MR AWS ZABHBFEEBRIE , WIRE http/200, MRZERZLTRIE , ©FFIRE http/400 W&,

$ aws payment-cryptography-data verify-card-validation-data --key-identifier
arn:aws:payment-cryptography:us-east-1:111122223333:key/7vxybrbvjcvwtunv
--primary-account-number=344131234567848 --verification-attributes
AmexCardSecurityCodeVersion2="'{CardExpiryDate=1224,ServiceCode=702}"' --validation-data
2365
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"KeyArn": arn:aws:payment-cryptography:us-east-1:111122223333:key/7vrybrbvjcvwtuny,
"KeyCheckValue": 7121C7

3DS AEVV

3DSAEVV ( =4 %2k FRIEE ) ATXEZB=4%21All, eEASZHRNERL CSC2 , &
MASHTE. FHAPRFZRAEATATNG (Y ) HBF , RSRBH AEVV HHBRIEE R
(142) MEE-RAZXSHRIED (2 % ) ER. MEKENN 3 UH,

BXFEAURASE , 25 APl 2E 1M H AmexCardSecurityCodeVersion2,

BEEHA

$ aws payment-cryptography create-key --exportable --key-attributes

KeyAlgorithm=TDES_2KEY, KeyUsage=TR31_CO_CARD_VERIFICATION_KEY,KeyClass=SYMMETRIC_KEY,KeyModesC
--tags='[{"Key" :"KEY_PURPOSE", "Value":"3DS_AEVV"},
{"Key" :"CARD_BIN","Value":"12345678"}]"

M SEEERSH , SEELAAN ARN URBRAKREE (KCV).

"Key": {
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
kw8djn5qxvfh3ztm",
"KeyAttributes": {
"KeyUsage": "TR31_CQ_CARD_VERIFICATION_KEY"
"KeyAlgorithm": "TDES_2KEY",
"KeyClass": "SYMMETRIC_KEY",
"KeyModesOfUse": {
"Decrypt": false,
"DeriveKey": false,
"Encrypt": false,
"Generate": true,
"NoRestrictions": false,
"Sign": false,
"Unwrap": false,
"Verify": true,
"Wrap": false
},
.
"KeyCheckValue": "8F3A21",
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"KeyCheckValueAlgorithm": "ANSI_X9_24",

"Enabled": true,

"Exportable": true,

"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",

"KeyState": "CREATE_COMPLETE",

"CreateTimestamp": "2025-02-02T10:30:15.209000-05:00",
"UsageStartTimestamp": "2025-02-02T10:30:15.192000-05:00"
}

EERKRZBMINKeyArn , HlE0 arn: aws: payment-cryptography: us-east-2:111122223333: key/
kw8djn5qxvfh3z tm, ZBHREE T —FHHITZIEE,

4 pX 3DS AEVV

FEHRGIF | RITHER—MNKERN 38 3DSAEVV, I EHFREEFTATNA ( ) HhF
(fBltn 1234 ) , RSKREH AEVV FHRIELERKB (1) MEE—RESHRIEH (2 £k )
HARR, Flan 543 , HA 5 EEMRITERNRE , 43 REE_FAXFHRIE, W TFXEZEE , PANs N
N 15 EF , HEL 34 | 37 Tk,

Example

$ aws payment-cryptography-data generate-card-validation-data --key-

identifier arn:aws:payment-cryptography:us-east-2:111122223333:key/
kw8djn5qxvfh3ztm --primary-account-number=344131234567848 --generation-attributes
AmexCardSecurityCodeVersion2='{CardExpiryDate=1234,ServiceCode=543}"' --validation-
data-length 3

{
"KeyArn": arn:aws:payment-cryptography:us-east-2:111122223333:key/kw8djn5qxvfh3ztm,
"KeyCheckValue": 8F3A21,
"ValidationData": "921"

}

¥iE 3DS AEVV
Example
FEARRBIH , BAP/HRIUE 3DS AEVV,

MR AWS R FEEBIIE , NALIRE http/200, WRZERZ IR , ©RIRE http/400 W&k,

Y
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$ aws payment-cryptography-data verify-card-validation-data --key-identifier
arn:aws:payment-cryptography:us-east-2:111122223333:key/kw8djn5qxvfh3ztm
--primary-account-number=344131234567848 --verification-attributes
AmexCardSecurityCodeVersion2='{CardExpiryDate=1234,ServiceCode=543}"' --validation-data
921

{
"KeyArn": arn:aws:payment-cryptography:us-east-2:111122223333:key/kw8djn5qxvfh3ztm,
"KeyCheckValue": 8F3A21
}
JCB %5 E B
F&

« ARQC- CVN0O4
« ARQC- CVNO1

ARQC- CVN04

JCB CVNO04 £/ CSK SiE#MTHHIRE, AXRMWERZHRFEFERNEARFE , BSRAE R,

ARQC- CVNO1

CVNO1 2 EMV XZEHWEIA JCB 5% , EEABFEAREMARRE (BERXRS ) ’KE , HEEE
RATENEM N, VisathEALHEE , B TREMERZENR , RECHEATICB. BXBEXEMA
RENER , FERARITRIMHE,

BIR =

$ aws payment-cryptography create-key --exportable --key-attributes
KeyAlgorithm=TDES_2KEY,KeyUsage=TR31_EO_EMV_MKEY_APP_CRYPTOGRAMS,6 KeyClass=SYMMETRIC_KEY, KeyMod
--tags='[{"Key" :"KEY_PURPOSE", "Value":"CVN10"}, {"Key" :"CARD_BIN","Value":"12345678"}]"

MR EEFERSE , SEELRAN ARN URZHAREE (KCV).

"Key": {
"KeyArn": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/pw3s6nl62t5ushfk",
"KeyAttributes": {
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"KeyUsage": "TR31_EQ_EMV_MKEY_APP_CRYPTOGRAMS",
"KeyClass": "SYMMETRIC_KEY",
"KeyAlgorithm": "TDES_2KEY",
"KeyModesOfUse": {
"Encrypt": false,
"Decrypt": false,
"Wrap": false,
"Unwrap": false,
"Generate": false,
"Sign": false,
"Verify": false,
"DeriveKey": true,
"NoRestrictions": false

},

"KeyCheckValue": "@8D7B4",

"KeyCheckValueAlgorithm": "ANSI_X9_24",

"Enabled": true,

"Exportable": true,

"KeyState": "CREATE_COMPLETE",

"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"CreateTimestamp": "2024-03-07T06:41:46.648000-07:00",
"UsageStartTimestamp": "2024-03-07T06:41:46.626000-07:00"

EERKXBPBMINKeyArn , HlE0 arn: aws: payment-cryptography: us-east-2:111122223333: key/
pw3s6nl62 tsushfk, BF|EELE T —FHMITIZIEE,

HiE ARQC
Example

ERAIF |, RINFRIEFER JCB £ ARQC, CVNO1EFERE Visa FEERMIET , KItES
BB o

MB AWS F B2 LB T ARQC , M4ARE http/200, MR arqe FREZFWIE |, FHREE http/400
U R

$ aws payment-cryptography-data verify-auth-request-cryptogram --auth-request-
cryptogram D791093C8A921769 \

--key-identifier arn:aws:payment-cryptography:us-east-2:111122223333:key/
pw3s6nl62t5ushfk \
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--major-key-derivation-mode EMV_OPTION_A \

--transaction-data
00000000170000000000000008400080008000084016051700000000093800000B03011203000000 \

--session-key-derivation-attributes="'{"Visa":{"PanSequenceNumber":"01" \

,"PrimaryAccountNumbexr":"9137631040001422"}}"

{
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/

pw3s6nl162t5ushfk",
"KeyCheckValue": "@8D7B4"

}

W M Rl &

W17 PSPs MIX N ANMBEEERITABTRNMBER, FAERARSE

BIE (LER pan B ) TTRERZ X IRNE  EEHERER. BRQ@ BEMNZHIESF
Zih a3k |, ‘2% TD ES, AES #l DUKPT REH AR, AWS XHZEZRESAH S PCl P2PE
¥, HE5EMA PCI P2PE EZA K,

TranslatePin

RNTHREFPCIPINWENYE  ELZE2RZFLAABTFAZRE , KERETEBERFAZEBET
AXHF, Akt , ENFEMNRIFEREETERS (HINXANERLFNE)  EEFASHY
KHFEANFATRNBEARNEHRTEFRNE, T@Q@ ranslate Pin B £ H servicebbb fF iNZ3#Y
BEN—NBALEHFRIRANSE —NBHAXRIIX—BiR. EALSGS , AIUESRFR (Hiw
TDES. AES # DUKPT k4 ) AR 5IBI3R#& S ( 470 1ISO-0, 1SO-3 1 1SO-4 ) 2 [E# 1T 5| Mk
B’

VerifyMac

KB TABNERTELEIMACAE | LBRBBEAMIEREEHIER, BiF Mac H#
GenerateMac XIFFEANHZANZ AR , /AT 1S0-9797-1 Ex 1, 1S0-9797-1 &%
3 ( EE MAC ) # CMAC H/R# TDES. AES F DUKPT i4 EAR,

Hfth £ &
- EANSERE
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https://docs.aws.amazon.com/payment-cryptography/latest/DataAPIReference/API_DecryptData.html
https://docs.aws.amazon.com/payment-cryptography/latest/DataAPIReference/API_TranslatePinData.html
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AWS X [t RAriEmE
e SRR

ISFHAATF XU REREANFHATNEREE , FlWMEncryptData. HZFAMEINER K
(PINESEERFREY ) , ABEFERFHZHAMBS ARSE , TAFERALLRE. EHRHATH
£ SoftPOS/M POC s H g R R —ZB5

(@ Note

XAl AR B EH Payment AWS Cryptography BV EEHTE | BIGIZ B ZARTFES ARS
HEARPR B FE an BEEFH,

UTHREXFIDES

* EncryptData

DecryptData

ReEncryptData

TranslatePin

AT ROIERT WAERZASHHAMN decrypt H. ERLP , BANMRARRERPREZAN RS
£l (KEK) ( £ TR-31 XN HEBASHPRM ) . HEEFNBALIE DO WEHARE , TUE
decrypt e —iRER , BFrEE B ;X D WEAER,

Example

$ aws payment-cryptography-data decrypt-data --key-identifier
arn:aws:payment-cryptography:us-east-2:111122223333:key/ov6icy4ryasbzcza
--cipher-text 1234123412341234123412341234123A --decryption-attributes
'Symmetric={Mode=CBC,InitializationVector=1234123412341234}" --wrapped-key
WrappedKeyMaterial={"Tr31KeyBlock"="D0112DOTNOOEQOOOBO5A6E82D7FC68B95C84306634B000ODA4701BE9IBC(

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
ovbicy4ryasbzcza",
"KeyCheckValue": "QA3674",
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"PlainText": "2E138A746A0032023BEF5B85BA5060BA"

Bi2BI4t

AT R BIE R A 65 A s 2588 F0 translate pin S8 S WIS RA R E B W LN TERHA
(AWK), EARBIFR , HANBARRATRIEREH (KEK) , BATFRF U TR-31 BRIBHMZHTEE
INZ 4R (PEK), HEGENEHANS B H D WEAENPO—EENBHAR, FHNBHMATRE
encrypt=True, wrap=True FZ4ARATR31_PO_PIN_ENCRYPTION_KEY#N{ A&

Example

$ aws payment-cryptography-data translate-pin-data --encrypted-pin-block
"C7005A4COFA23E02" --incoming-translation-
attributes=IsoFormat@="'{PrimaxryAccountNumber=171234567890123}"
--incoming-key-identifier alias/PARTNER1_KEK --outgoing-key-
identifier alias/ACQUIRER_AWK_PEK --outgoing-translation-attributes
IsoFormat@="{PrimaryAccountNumber=171234567890123}" --incoming-wrapped-key
WrappedKeyMaterial={"Tr31KeyBlock"="D0112POTBO0OS00QOEB5D8E63076313162B04245C8CE351C956EA4A16C(

"PinBlock": "2E66192BDA39QC6F",

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
ovbicy4ryas4zcza",

"KeyCheckValue": "QA3674"
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AWS 2B Zm 45 E X5 TheE

HepreaEiXmz  FEARBESXER. NTREFALHERIXLEIEE,

AS2805
WA RITLAR #2805 (AS2805) REEATEAFINRBNBTFRERIKITME, ©hBARTIT R4S
o BARER 6 ABARK , WET MEERRENERENRS ER,

FoHORETHXFZHAEENIES , B host-to-host (node-to-node) BEFMMEXWIMBRER , mE
A EUNEREMIDPNAB, ZREFHFMEREZEGHETTDES,

@ Note
AS2805 B 8i B 7E ap-southeast-2 Xigi £, BRFEF AR RR#E B HMX,

AS2805 SEHMEAAFAMLELBERZER , BEWMT,
ZHART

KB IRETEM A2 RER | §lI0 TR-31/X9.143, AWS Payment Cryptography FFi 8 %48 176
NREPREAR | BRGFFEH AS28 05 NEXMWEGAHITEA, SHMNITE
LR S
AS2805 saFIFERAEEEH. MEFRNTHTREBEEZERHEEFHRIEB (MAC) , NElFERARANE
H,
Bl & 53R
AS2805 ENTEBER SN —ZBNBEZHANBHRERE R, XATLARNKE DUKPT, &
DUKPTEAR Z1t#E54ELL , AS2805 5 REKB TREILE (RESHRIEH ) .
AR IO UE

ENEFBRBIERSA (HlW0 PIN ZFH ) 28l KEK R, EHMART , KEKFLER
e, HERAKCVHITRIE,

AS2805 FAZEBRETAMARARRNBERARZBMNA TS (L2EE—1 ) AR, ATE2EAR
S A, SHBMITHAMZRIIEER , P AWS ayment Cryptography Z014a] 7 35 & R 23 £ 3R 2 (A1 BR &
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https://www.standards.org.au/
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RAriEmE

AS2805 #4ARH
TERMINAL_MAJOR_KEY_VARIANT_00
PIN_ENCRYPTION_KEY_VARIANT_28
HEINEZHAE K 24

IR MERALE_22

VARIANT_MASK 82, VARIANT_MASK 82C0

AWS S REBBZHAXRE
TR31_KO_KEY_NECRYPTION_KEY
TR31_PO_PIN_n#&#4A
TR31_MO0_ISO_16609_MAC_KEY
TR31_DO_SYMMETRIC_DATA_in##4A

BN KEK BiE T2 — S0 B HEARIN, XEH
FARB R IR , THRSEM#.

LERNM R, TR 1M node2 , ATFRHBIZM node! WAEH K. AWS INEBFERE APIs Y
L BRI 8o

£}

R R H (KEK)
KEK R ¥ iE
TERANSIERE
S H TERH
BerBiE

Mac 4 X 36 iF

RkAEELR (KEK)

£ AS28 05 1, WA WA EHCH KEK, KEK (s) RERZERZEN , BHREFFEBHHFEREE

node2 Bt , #IF{E % protect/wrap Z48. KEK (r) 2H 3

(® Note

. - SN E
XLERE

—HRIERA (REH) 5

—F (TR 2)EBNER.

—mEREHA. At KEY1 , ETR 1 L

THEMN KEK (s) , TR 2 LN KEK ().

KRR (KEK)
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AS2805 HJ KEK 1744 2% 402K E! = TR31 _KO_KEY_ENCRYPTION_KEY , AN 1A TRF ZEBM
FREAR, XBHE 056.1 FEXK TERMINAL_MAJOR_KEY_VARIANT_00 AS28

SR
1.8 2 %4

fiF CreateKeyapi 1540, #F8IE—1 _KO_KEY_KEY_ENCRYPTION TR31 _KEY %X E %
£

2. E 5 node2 X BZ4AM 5 3E

BEMAENF R KEK, XF AS28 05 , NEBETHIRENTERZ RSA Wrap,
3. 51 KEKs

BFESELEARRE  BRKRIIREA node2 BARIES, BFERZIEREITSHUARFES (X
EWMREEMA ECDH NREZESR ) o

4. & A KEKr

RIFEE LEAVER | BFF 0 node2 KIXENRIER, LRERZIUEBIZET import , R 2 i0E
KEKr EIfRSS .
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KEK RV UE

Node1 Node2 AWS Payment Cryptography

Connect

Validate First Key (KEKr)

KEK Validation Request

Generate KRr, KRs

Logon Request (Message Type: 0800,content=KRs)

KEK Validation Response(KEKr,KRs)
KRs,KRr
4 .................................................................................................................
Logon Response (Message Type: 0810,content=KRr)
......................................................................... »
Validate KRr

Validate Second Key

KEK Validation Request(KEKs)

KRs,KRr
4 .................................................................................................................
Persist KRr for later validation
o --
Logon Request (Message Type: 0800,content=KRs)
KEK Validation Response(KEKr,KRs)
Logon Response (Message Type: 0810,content=KRr)
< .........................................................................
Validate KRr
Node1 Node2 AWS Payment Cryptography
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HIEHIRS (TR 1) E#EE node2 B, MTHEAE N KEK RIENERBRERSLREPEHEE
iy KEK,

1o WIEE—NMRHANTS R
1.1 #IK KRs

Node2 FFAEM — 1 KRs A FHEENBZIEN —H 0 RIELR, WIITERSMER AWS INEBF
RERIEREMERT R,

1.2 £ B KEK BiE g &2
BT RS AR KEK BUEME R |, AN KEK (), HESER 1 # KRs 124,

Example

cat >> generate-kek-validation-response.json

{
"KekValidationType": {
"KekValidationResponse": {
"RandomKeySend": "9217DC67B8763BABCFDF3DADFCDOF84A"
}
b
"RandomKeySendVariantMask": "VARIANT_MASK_82",
"KeyIdentifier": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
ovbicy4ryasbzcza"
}

$ aws payment-cryptography-data generate-as2805-kek-validation --cli-input-json
file://generate-kek-validation-response.json

{
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
ovbicy4ryas4zcza",
"KeyCheckValue": "QA3674",
"RandomKeyReceive": "A4B7E249C4@C98178C1B856DB7FB76EB",
"RandomKeySend": "9217DC67B8763BABCFDF3DADFCDOF84A"
}

1.3 EIfEEHR KRr

U ELREE KRr BH A 2. ZHALTESSR 1 R EESTIHE,

KEK §931iE 219
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2. WIEE —NRHAN TSR

2.1 £ KRr 1 KRs

BT RNER AWS IABBFER—MEVEMZENRE (kB ) 8&. ZRSFHLSE
KEK HERXHME. TIEBN KR (s) M KR (1),

Example

cat >> generate-kek-validation-request.json

{
"KekValidationType": {

"KekValidationRequest": {
"DeriveKeyAlgorithm": "TDES_2KEY"

}
"RandomKeySendVariantMask": "VARIANT_MASK_82",

"KeyIdentifier": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
rhfmétenpxapkmzrv"

}

$ aws payment-cryptography-data generate-as2805-kek-validation --cli-input-json
file://generate-kek-validation-request.json

{
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/

rhfm6tenpxapkmrv",
"KeyCheckValue": "DC1081",
"RandomKeyReceive": "A4B7E249C4@C98178C1B856DB7FB76EB",
"RandomKeySend": "9217DC67B8763BABCFDF3DADFCDOF84A"

}

2.2 Ri% KRs BT R 2

FEIE KRs BT R 2, RELL KRr &% BHERIE,
2.3 K 2 £ KEK W iE e 5

Node2 £ KEKr M KRs , £ H T E L XL EHRSE. KRr
2.4 W6 IF e iy

RS 1 KRr FEVEML R 3 PIREIMNE. MRENITE | HHEE,
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TR 2 ME
AS2805 s ST T R aiE A iR

TRZENZS , fla  XKEZEBERHA (ZPK), XEMEZERSR (ZEK) MXESHRIEZS (ZAK).

KLimATRZBENERA , flw  KirERA (TMK) ML in5I A (TPK) ( DR EA DUKPT )

(® Note
BMNBURERD B8N RFANTH , FRTREMER TR-34 Ml DUKPT SEARDEZHAHE

Example

HELRGIR , BOVER T MRS RBIRUBANAENAR, RETAERSNZEN -2 , B
AATAER, WSRE , ATATRA IAM K,

cat >> create-zone-pin-key.json
{
"KeyAttributes": {
"KeyUsage": "TR31_PO_PIN_ENCRYPTION_KEY",
"KeyClass": "SYMMETRIC_KEY",
"KeyAlgorithm": "TDES_2KEY",
"KeyModesOfUse": {
"Encrypt": true,
"Decrypt": true,
"Wrap": true,
"Unwrap": true,
"Generate": false,
"Sign": false,
"Verify": false,
"DeriveKey": false,
"NoRestrictions": false
}
},
"KeyCheckValueAlgorithm": "ANSI_X9_24",
"Exportable": true,
"Enabled": true,
"Tags": [
{
"Key": "AS2805_KEYTYPE",
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"Value": "ZONE_PIN_KEY_VARIANT28"

$ aws payment-cryptography-data create-key --cli-input-json file://create-zone-pin-

key.json --region ap-southeast-2

IIKeyII : {

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/alsuwfxug3pgy6xh",

"KeyAttributes": {

"KeyUsage": "TR31_PO_PIN_ENCRYPTION_KEY",
"KeyClass": "SYMMETRIC_KEY",
"KeyAlgorithm": "TDES_2KEY",
"KeyModesOfUse": {

"Encrypt": true,

"Decrypt": true,

"Wrap": true,

"Unwrap": true,

"Generate": false,

"Sign": false,

"Verify": false,

"DeriveKey": false,

"NoRestrictions": false

}

b

"KeyCheckValue": "9A325B",
"KeyCheckValueAlgorithm": "ANSI_X9_24",
"Enabled": true,

"Exportable": true,

"KeyState": "CREATE_COMPLETE",
"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",

"CreateTimestamp": "2025-12-17T09:05:27.586000-08:00",
"UsageStartTimestamp": "2025-12-17T09:05:27.570000-08:00"

}
}

§ th TAE® 4R

RNTRESHMSHFHESM , P AWS ayment Cryptography 3 AS28 05 fX A TR AR | XLk
EREAZATEMTRE TR-31 XIENBHAR, IRZFHFHEZANER , WNELSHENEA,

1=
=T

H TR

222



AWS X [t RAriEmE

MRBERNEREN , ME—XBENEHZRATESBERNEL , HlE ZAK (s) F ZAK (r) , N5
FEAEIIRERERESHBRIEE,

EOURXERASANS HNEMSHRER T HIEEN,

cat >> export-zone-pin-key.json
{
"ExportKeyIdentifier": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
alsuwfxug3pgy6bxh",
"KeyMaterial": {
"As2805KeyCryptogram": {
"WrappingKeyIdentifier": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/rhfm6tenpxapkmrv",
"As2805KeyVariant: "PIN_ENCRYPTION_KEY_VARIANT_28"

$ aws payment-cryptography-data export-key --cli-input-json file://expoxrt-zone-pin-
key.json --region ap-southeast-2

"WrappedKey": {
"KeyCheckValue": "DC1081",
"KeyCheckValueAlgorithm": "ANSI_X9_24",
"KeyMaterial": "HDC1QAEFQ38E695DDD72AF@8DC1BB422D",
"WrappedKeyMaterialFormat": "KEY_CRYPTOGRAM",
"WrappingKeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
rhfmétenpxapkmrv"
}

RN RS

AS2805 f£55 6.4 THHR T SERENZHAREER, ©HNARE DUKPT £, H—FE%
HAILAER , RAE 6.7 WHNET DUKPT, BiZHFRYP , 2FESIMES (7 KPE ) 2EA
SystemTraceAuditNumber (STAN) M4 im 5| I Z 4R IR4ERY , H TransactionAmount YE59IREEIE.

Translate pin & —IUFE AIhgE to/from , ATAEIEZ MR, ERHTRAH , RIVFHEM KPE FHiRh
PIN 1% %40 (PEK) , fl01E [ X M%K% PIN B,
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cat >> translate-pin-as2805.json
{

"EncryptedPinBlock": "B3B34B43BAB5F81A",

"IncomingKeyIdentifier": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
iviSksfsuplneuyt",

"IncomingTranslationAttributes": {

"IsoFormat@": {
"PrimaryAccountNumber": "9999179999900013"

}
1,

"IncomingAs2805Attributes": {
"SystemTraceAuditNumber": "0Q00348",
"TransactionAmount": "Q00000000328"

1,
"OutgoingKeyIdentifier": "",

"OutgoingTranslationAttributes": {
"IsoFormat@": {
"PrimaryAccountNumber": "9999179999900013"

$ aws payment-cryptography-data translate-pin-data --cli-input-json file://translate-
pin-as2805.json --region ap-southeast-2

{
"WrappedKey": {
"KeyCheckValue": "DC1081",
"KeyCheckValueAlgorithm": "ANSI_X9_24",
"KeyMaterial": "HDClQAEFQ38E695DDD72AF@8DC1BB422D",
"WrappedKeyMaterialFormat": "KEY_CRYPTOGRAM",
"WrappingKeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
rhfm6tenpxapkmrv"
}
}
Mac 4 X F5%6: 1iE

£ RAEIE MAC S XIEZM&H4S | MACs 83 HMAC. CMAC. EMV MAC %, 3F AS28 05 ,
1£ AS28 05.4.1 FEMN T —/NEIANHIZEE R, BE , £ AS2805 |, ZE AKEE AL MAC 3 1TR
iF |, & HEEBEHBAaE MAC,
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cat verify-mac.json
{

"KeyIdentifier": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
gnobl5lghrzunce6",

"Mac": "86304058",

"MessageData": "73D8BA54D3852951DAEA41",

"VerificationAttributes": {

"Algorithm": "AS2805_4_1"

$ aws payment-cryptography-data verify-mac --cli-input-json file://verify-mac.json --
region ap-southeast-2

"KeyIdentifier": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
gnobl5lghrzunce6",
"KeyCheckValue": "2976E7"
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AWS N ZBENZT M

TEEAWS REFZE, fFANAWS FF , BAUZRT LT HNREASHLZEHRBEALNERMHY
BOBEHROMMERN,

ZERNFHEAE AWS 3, TERABEEXFRERNCZNRZEMNZTN RSN

« ZEE —AWS AFERFE AWS =HIEIT AWS RFHNEMEBEN, AWS EHERHATNZLER
KBRS, Third-party fENAWS EM TR EMIT R ST T RIS —82 , =it IiE N XM IER]
RZEMNBEHM, ETHERT AWS XAMBNEMITY , FSHBREMNITRINIDH AWS SEE N
RS AWS #EEM TR,

« DIREE-BHNRERSERAN AWS BSRE, EEFENEMRARNT , SFENHFHHR2
., BRANERANERREREN,

REBAFBETRECA AWS IABBEZNNANASEREERE, EnERR T 0AEE AWS
XNEZBUFRRENZEMERAE BIR. BEFFIWAERAEM AWS RS KA B EEZEMRTF BN
AWS X+ BB F IR,

£

- AWS X EBFPHBERF

- AWS X JEBFHHM

- FHERIEEZS AWS Payment Cryptography

- BE VPC KinTi SEREE AWS X INE

- FRESRET TLS

- AWS XHEBFLLREREK

AWS X218 % i BIBEERDF

% AWS BEEEIERT AWS XHBBEPNHBREF. NABRFRAWS |, RFRP ST
ARRN S RERZE AWS Cloud, LRFEF M EEEUERMEN EHRENREH, LERREH
ERAK AWS S WRLRENERES, SXRERLNESES  BSARERLE N QGRS

AWSHEM. BXRMMNBBERIFNES , BEH (EABERTZHE]) (GDPR) H /v
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HFHEERF L , RIONEBEUERT AWS Ik ZIEHEH AWS IAM Identity Center 2% AWS Identity
and Access Management (IAM) RENARAF. X , 8MNAFPRREBETHIERIRAMENNR.
REWEBIE AT AR EIE

s NENMNKFFERZESHRIE (MFA)
« FAF SSL/TLS 5 AWS BREE. BAERFER TLS 1.2, B TLS 1.3,

- FAHRE API AP EZI BE AWS CloudTrail, Bx{# A CloudTrail BRERIEHIR AWS JEFIHNEER
BHZ R (AWS CloudTrail BF#ER) REFEAR CloudTrail &,

- A AWS MEBHRERUAREFHAERINZ 24 AWS RS

- FABREEZLERS (HlI Amazon Macie ) , ©EBIT XIMMRI F#1E Amazon S3 HEV U
BiE

o MREE AWS BN GSTRES API HITHRINEEZT FIPS 140-3 RWiIFM INZESR | EEA
FIPS it R, BXTHAMN FIPS MRNEZEER , B5H (EERIPELLLEIRAE (FIPS ) 5 140-3

RR) https://aws.amazon.com/compliance/fips/o

BB ENEEERBBER (MEBEFNE TRt ) MANREHEBBEERANEFTER
(WMEBMRFER) ., XTEEHEHEFE. API 5 AWS SDK AWS RS A AWS B REMTE
BHNER. AWS CLIEATEHWRESE BHBANERFEFRANEARERITE2ATITRSD
W A&, MREEAPRSEFIRM URL , BB WEFREENU A I EFIEE R RBIEX ZRS [
B3R

AWS Payment Cryptography & MRFEN A MEZNR K FHEEESETRAY , Bt ERHER
AT R BRI [R2R E

£

- R BEME

- BEME

- ERPINE

- BEEXMEKREREF
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RIP 2 M H

FRIAER T , AWS Payment Cryptography 2R F1ZIRFEEN I RANMZZRAME. It
F\ , AWS Payment Cryptography 2t TS AERS AT BRI ZAM BBV IET, BXxXF#4
MZPAMBNEARFMEE , FSHE AWS Payment Cryptography HiZ1F4H1E &

I =

AWS Payment Cryptography I E#E 2 $E AWS Payment Cryptography 240, ©AIFTA KA N %
AMBREERAE M. WEAMMREREANBAXFERFET AWS Payment Cryptography &4
ZEER (HSM) 1, BN , ZAMBFEEEFENBH FHREFA L&D,

AWS Payment Cryptography 4 Bt & B 2 Z AN BAM B KT T 2URMEZN X EIT AWS
Payment Cryptography HSM #9315, © L& AWS Payment Cryptography APl IREMZ S H,

YIRS

AWS Payment Cryptography i PCI PT HSM-listed S HSM KX N Z4A £ R B R, ZAMBE
FRAR , 2% A HSM ZA#HITNE , HEAMANFAMFME P, Payment Cryptography Z4A KI5
AM BRI ZAM B B ZAKIZT 2B EFF HSM,

Payment Cryptography Z4AR Z A BN B M EE T2 HRS A E,

BXEZEER , H5R AWS Key Management Service tN&#18,

&5 T &

Payment AWS Cryptography A X Y247 4E R ME N BEAMELKIZT 2E AWS ZHEBF AP &
ERLUBAXER S HBEH. AWS XAEBZ2FERABARRARERTR AP RERHER,

BR , RE API RESS LA ANAZSENBHRARRARAMBONRNA, A, FFALER AP
BRERANZNBRHS ABAME,

B AWS X EIB% AP HRAMUAEREZRERE (TLS) #ITERNER. AWS XNRBEF
E PCI EX N “BEBE" M TLS RANZBEMH. IARSHERMBIIF TLS 1213 MESFE
TLS,

BXEZEER , iBH5R AWS Key Management Service tN&#18,
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HEMWERERTL

AWS Payment Cryptography X # AWS EEZHI A M —4 API B , £EEBABRNEE X %4
HNEATmERE,

AWS Payment Cryptography X E MR FAE ML E AWS B b R 45 3205 T,

« Internet LAY IPsec VPN &E#

« AWS Direct Connect , iZRE BT ¥R/ERT LA R S 4T BB 45 45 8 19 2B & 85 52 8] AWS Direct
Connect L&,

FiE Payment Cryptography API {8 A AR E A& HE RS MDY (TLS) #ITEB MEH, XLLiEA
REE-NMARICHNEZBES  ZEAIBEEZEQERT . XATBET AWS REREMNE XK AWS
Payment Cryptography AP E#lEF# ZA N ZAM BN EH L £ EIR (HSM) FRIRE,

ENEHEIE R (VPC) BEEHEREE] AWS Payment Cryptography , A& 2 3 B Bk W & 3% 57
E | 5B AWS PrivateLink X8 VPC KixTR. BXEZEE , HSHET VPC Ik E
%) AWS Payment Cryptographyo

AWS Payment Cryptography & X 31 £ B Z £ il (TLS) ME MR EREESRETFRER
BRI, YEEREST AWS Payment Cryptography API i R AT , ATBAE AR ILET S TLS,

AWS 2L Z R M

AWS £IKREm R 2R S5 AWS XM ATAXMEN, FXERESANEYE L BRENATA
X, XEAARBYEREK, FHESETRUSWRNEZEZE—E, MATAHRX , BELULITHERE
EURAXzBLFEE B RNBEEBNNARFIREE. SEENENSESNREFOLEMIZRE
M, TAXEEESNTAY. BEEIFNTT EM.

BXAWS XEMTAXWEZELR |, BHSHAWS £EREMIZHE,
XigfmEs

AWS Payment Cryptography 2 —M XS4 RS , I ESMNXEER,

AWS Payment Cryptography B XiZfEE & 1t AT#84R — > Amazon Web Services X158 7] A 14 R B A
2T E M X3 # AWS Payment Cryptography 4, AWS Payment Cryptography SRS
TTRIEN , FTERGEFHNT RBEBETATRE P TENIT,
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AWS Payment Cryptography AR5k EBHi (SLA) IFFE Payment Cryptography API 2 99.99% #Y
RS &S, NBITIX—&iE , AWS Payment Cryptography 2R 1T API i&RFrEWN B IR EZ
BE R EERZBERWATE XS EN L&A A,

AWS Payment Cryptography EftiZELEF N XEBNEL=ATAHK (AZ) pEH, AERSDEN
WETR 2T AWS Payment Cryptography 48 , AWS Payment Cryptography B £ RSS T XK B X
A AZ B FRE,

ERZNAZAR RN RN ECNES R ZXEHPNRAEEN , UBERIZ XS EATEVERE
P BELELER, BXEAINZANNBREBTRELERRSAEA AWS Payment Cryptography &
HRLER (HSM ) BASI |, H A —MERER A S S ZRIMITERE,

Multi-tenant &1t

AWS Payment Cryptography B9 Z PR IHEHEBATITAM SLA , HREFRSNERE | FRR
FRPNBIENREZM

B AR SN TRMEEFHRTIE , UBERSSERA TRITNFREN XA BRRLRENZREREEN
#Ho

Payment Cryptography Z4A A A R Z 2R . BREMEESIZSF I ENE HSM = N

%, HEMBENZEMBSINBHEZLNFHS, NMBENZHNXNEFRANTE HSM bR
MEZ, BXZRANETHAMBRIEMENNEAZEEZE HSM RFEF, AXEAMRKEFTLEF
HSM ; } B KIEFRELBEAFAMEM,

Ei¥4 T ## AWS Payment Cryptography £ AR Z AR L5 , 1525 AWS Payment Cryptography
IEFEAE R,

R ERIR R £ AWS Payment Cryptography

ER—TREERS , AWS Payment Cryptography %] {Amazon Web Services : L& REHE) H
EHFERN AWS £2HKMEBELZLBFHRT.

B LAMER AWS B4/ API H AWS Payment Cryptography @XM E# 1T E . BF RS
BERERZESMMYL (TLS ) 1.2 RESRE., BERFRESLINZIFEETLORRKRE (PFS) NEBE
# , BIENEE R (DHE) S B #h4k 58 E /Y Diffie-Hellman (ECDHE), Diffie-Hellman X ZHIMK RS
(W Java 7 RESHRA ) #BixHXEER,

Lo, AAERFRIZE ID M5 IAM EAEXBKAORZRG B BARNBERJITZE. E , BUUER
AWS Security Token Service ( AWS STS ) £RIEAT R £ EIERITERI#ITER,
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AWS %238 % B HEE
YIE F RS

AWS Payment Cryptography {& Fi B9 Y132 E i Y £ £ 1% % Amazon Web Services : Z&RESR
HYEMRIRER ST PRV IEHIEEAR, BAUEL—THIHNEAUERENE=ZSFITER
PREFEZFMAEE.

AWS %4 EBEmE AWIRER PCl PTS HSM-listed B2 25 (HSM) B4t %1, AWS
Payment Cryptography B9 Z A # MR F6EE HSM LM B kFMes+ |, 7 BHIXTE Payment
Cryptography Z4A [E1E B = 2. HSM L F Amazon BIEF LAK G EZRFENEF | JEM
YIIB 5 BRI SEEN E 2 #|, < AWS Payment Cryptography HSM B2 ERFMIER |, ES T AWS
Payment Cryptography 1nZ #4115 8.

B VPC K% SUEEE AWS X405

FBALBEREMRAR (VPC) FNAAEOLRT REEEET AWS XNME, HEEMED VPC
LR KRBT, A VPC M AWS XN ZRIRBETEE AWS RER#T,

AWS Payment Cryptography X #HAWS PrivateLinki2t X FN T LR EFER ( L 5i# VPC)
KimT R BN VPC mREHALZH VPC FRAHP —NESNEAFE IP bty %ED (ENI) X
Ko

0O VPC KinT A EM VPC BEEERES AWS XA M% , TEEBMMK, NAT %%, VPN &
3 AWS Direct Connect £, Z# VPC FHEHIFAEELNE IP it Bl uf &5 AWS X %3 178
Fo

Regions

AWS X BB %¥ X5 VPC LipT QM VPC Kin QUK |, FTAIXE AWS X SRIEEHIFAWS X
.

F&:

- AWS X313 VPC KT SfEEEM
« 1 AWS Z{EBBIE VPC KT A
EEE AWS X% VPC i R
EHIx VPC iS85 18]
ERMEAPHER VPC KR

ICFIERY VPC ik A
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AWS X [t RAriEmE

AWS X {T11% VPC Lim T K ANEREI

® Note

RE VPC KT RAWLBERD —NATAK (AZ) NEEEIRS , EHTETRAEMITRE
B, BONBUEEEI=ATHKX,

ER AWS ZAMFRIZEED VPC KT R 28] , iIFEBAWS PrivateLink lsEHMWEZEOLKET A8
14 1 BR 1| £ 73

AWS VPC Kin T S NHZHZFERUTHRE,

« IBTILAEFAER VPC KinT M VPC AAFTBAWSAWS 244 03345 & F m iR e 23 i 2 30
FEEE.

o IBTILABIEBERE AWS A MZEXIFLHET 2D VPC LigT Ko

« AWS X ZREZHEFHFERMBBEFALARK. BAILLERIRE—NIFEN RS , AWS
PrivateLink B8N FIRSH 2 LIMEEN

« BELUEN VPC LinTi 2 A AWS CloudTrail BERFZEX AWS X MBRZANFERER.
ﬁ*E§1E'm\ y ﬁ? |FE.| 16%44]-{?] VPC —lﬁ'ﬁ/ N0

A AWS AT inE a2 VPC LinTi R

!EE_IJ«XEFEI“JE VPC #4|&8 5 5% VPC APl i AWS XTI 6IE VPC KigTT R, BXRESZE
B, i&EZSH (AWS PrivateLink ¥8/) H Y012 # Ok =,

- EHAWS ZAMBE VPC KIRT R, BEAUTRSEH

com.amazonaws.region.payment-cryptography.controlplane

com.amazonaws.region.payment-cryptography.dataplane

Flan , EXREFEE (HEX ) XiF (us-west-2) F , RFBFRR :

com.amazonaws.us-west-2.payment-cryptography.controlplane
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https://docs.aws.amazon.com/payment-cryptography/latest/DataAPIReference/API_Operations.html
https://docs.aws.amazon.com/vpc/latest/privatelink/vpce-interface.html#create-interface-endpoint

AWS X [t RAriEmE

com.amazonaws.us-west-2.payment-cryptography.dataplane

ATERWER VPC WA , B R VPC RS AFE DNS E#5. MREIEES A DNS
BRNET , NIFRE AWS XF 02 DNS & F#TEIER VPC Kig T K. Bl |, https://
controlplane.payment-cryptography.us-west-2.amazonaws.com T NIEER RSB
# com.amazonaws.us-west-2.payment-cryptography.controlplane # VPC i =o

At R ER A ER VPC R, RRIAMBERT , AWS R4EF AT EEM AWS CLI AR HE
AWS St DNS 4B , At BEESENARFNGSFIEE VPC LinT R URL,

EXEZEELR , {55 AWS PrivateLink I/ E T 2 0% 2158 RS

EREE AWS X% VPC Lim T R

#R A LAER AWS SDK ( AWS CLI 5 AWS Tools for PowerShell ) @3 VPC 4% & i 3] AWS
iﬁ'ﬂﬂ"—'&ﬂ‘o Ej: VPC %/ ™ 'IE{EFH,H\ DNS %*ﬂ_\o

Bign , Bt list-keys @M endpoint-url SHIEE VPC KimT Ko BEMARLGT , HRRAIF
iy VPC KixTi R ID BN EIK Y 1D,

$ aws payment-cryptography list-keys --endpoint-url https://
vpce-1234abcdf5678c90a-09p7654s-us-east-1a.ec2.us-east-1.vpce.amazonaws.com

MREGE VPCImRNBERATREENS , WEFE CLI fTHNARFEEFEE VPC mK
URL. #rAE AWS X {Sin& DNS EH& B EEH VPC KirT Ko AWS CLI MERHFF X TEIRIA
EALENS , RWETSFIRER VPC KLinT REES AWS XENEXFLET R, MEFTEX
B F N AR FRVEAR R

EFEAMEENSE , 88 VPC B9 enableDnsHostnames # enableDnsSupport BHSIRE RN
true, BREXLEEM , HFEAModifyVpcAtiributel e, BXEFMES , 5 (Amazon VPC A
FiERE) PHEBMEH VPC B DNS B,

EHI3 VPC im KSRV 8]

EEFIX AWS ZAINEH VPC KT SEERE , B’V C L0 T RUER B B DN ER/Y VPC K um i
Ro BT RARBREZFXARBWUEM VPC Kin T QBT HFEN AWS X IMEFREH AWS
XA ERE.
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https://docs.aws.amazon.com/vpc/latest/privatelink/vpce-interface.html#access-service-though-endpoint
https://docs.aws.amazon.com/payment-cryptography/latest/APIReference/list-keys.html
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B LS EL T RN VPC im LKk |, H EA RN ER VPC W R K. £H VPC EEEF
A = CreateVpcEndpointzkModifyVpcEndpointi®#E. & A LAfEA AWS CloudFormation &Rk &2

Bk VPC KinTT R KM, BXERA VPC EEZFIAMNAEY , 55 AWS PrivateLink @RI

BEOKRET SMEENLET R

BXREBEMEAL JSON REEMHMFED , FSH IAM AP IEEHHY IAM JSON RS E,

£

« XF VPC KT SR
« BIAW VPC i SR B
. B2 VPC i SUR R

- BF VPC KT SR

XF VPC KimTi SR
EfFHEA VPC AHT R AWS XEMBERRY , ZRABERAFRMRFHRE :

- ETSHNERBARTFERANTRBEARENNR (AWS FRMBZHSEIE ) o
* VPC i RER B SR T EHEAERLIRT RE HFRANR.

1’,5]1211 AR ABEATEREATNBEN AWS X nEZ4A WA Decrypte B2 , VPC KimT AR RS
BERAARTFZERAFERALIRT RADecrypt AiZ AWS T INZEZ4H,

& , VPC Kin T RRMBE AR AT EFEAEAL R T RiFAStopKeyUsageF L& AWS XS INERH.
BR , MRFLAIRE IAM REEPRIXLENR |, NE R LK.

AW VPC i SR B

81 VPC in RERA VPC in AREE , BRETLTEFRERK, MRREERRE , MAAALIRT QKRR
ﬁFﬁﬁéﬁAR‘fé’;‘“‘* RENFRRFERITARRERF,

BR 6 XT AWS XNBEBERFR , ERAGCLTHEM IAM K ERIRENNR. it , EXE
B, RMARBERT , IRZXABNNARBARE | T UEE ERALET QBB IZERE.

{
"Statement": [

{
IIACtionll: Il*ll’
"Effect": "Allow",
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"Principal": "*",
"Resource": "*"

EATEMHRMUE VPC K AATHAFREN FE | BE0IEREHN VPC LT S5,
Bl VPC i = 5K R

VPC in RRBAEZEARETRENEA VPC I A BFEMITRF. WT AWS XNEZEBEHRR , £
AE BB RHAT IAM S RV IR4E,

B VPC i RARMEAMERUTTE :

- AHITRENZEFEA
« AHITHRE
« ANERITRENTIR

KEEATIEE VPC v K. BEATREFMMBINEM VPC iR, BXELZER , HSH
{Amazon VPC User Guide) Ay Controlling access to services with VPC endpoints,

TR AWS X INZER VPC KinTi SRR RHl, ZHEES VPC KLinT KRBT , bR
B¢ ExampleUser A M VPC LinT RIIEEMN AWS XN MBZAFAEEERE. EEALEK
Reml , B ROIZEEANMBARRFERN K, P ERE,

"Statement": [
{
"Sid": "AllowDecryptAndView",
"Principal": {"AWS": "arn:aws:iam::111122223333:user/ExampleUser"},
"Effect":"Allow",
"Action": [
"payment-cryptography:Decrypt",
"payment-cryptography:GetKey",
"payment-cryptography:ListAliases",
"payment-cryptography:ListKeys",
"payment-cryptography:GetAlias"
1,
"Resource": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
kwapwa6qgaifllw2h"
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AWS B ¥ FAF 5T
3

AWS CloudTrail id3xfEA VPC KT R FIBRE, B2 , B8 CloudTrail BETZEEMIKF A
HERXABROBESEAMIKF T AWS IARBRANIRE,

Rt , BURFECNE - VPC KinT QUERE | L IEARKS PHEREAER VPC KigT RIS
e K 7 FR BV AR 22 4R B R AR AWS 32 I EE R 4R

LU RBIBERA a ws: g PrincipalAccount lobal &4 BAIELMBEZRE AL RIAE AWS XNEBZEHAHN
FRERE , BRIFZRAMLT AWK, F, EARCTIHRBARE 28 , BEAERESRROIKS
ID,

{
"Statement": [
{
"Sid": "AccessForASpecificAccount",
"Principal": {"AwS": "*"},
"Action": "payment-cryptography:*",
"Effect": "Deny",
"Resource": "arn:aws:payment-cryptography:*:111122223333:key/*",
"Condition": {
"StringNotEquals": {
"aws:PrincipalAccount": "111122223333"
}
}
}
]
}

EEFRET AN VPC KT KK |, BFH VPC EEi24 A s DescribeVpcEndpointsi®{E.

LT AWS CLI s TIREIVEFEE VPC LinT | ID WA IRT SR,
EEALGTZAE , BRI RAILET R ID BRAEKFPHERL KT R ID,

$ aws ec2 describe-vpc-endpoints \
--query 'VpcEndpoints[?VpcEndpointId=="vpce-1234abcdf5678c90a"].[PolicyDocument]’
--output text
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AWS ZHEBY A
EREAPEA VPC v R

LIEREK B VPC HEA VPC KimT mAt , Al LA &IX AWS X4 IR ERAIBENFRNE, K
b, BEERA—A IAM KB

- £/ aws:sourceVpce ZHRBE T VPC w2 R FREHIH R,
- £/ aws:sourceVpc X4 BETRELELXFETRH VPC RFHRHITHE.

(@ Note
MiFERFKEH Amazon VPC KT S8t , aws:sourceIPEZGZATLM. ER&IX VPC i
BMER | B aws:sourceVpce B aws:sourceVpc X4, BEXRXEZEL |, ESH
{AWS PrivateLink Ef@) B # VPC ix 2 VPC in S RF Y S B Mip R EE,

B LAFE X 2 BHRARAFREEX P AWS ayment Cryptography 240, 3 & AR K8 T ET4S
TE R IRHY 2K CreateKey @ B R T B X PR

flgn , LT RAIBAREIXATAFEERERIEEN VPC LinT REERA AWS X NEZE
ARITHENMZRIRE , NTPELER B EBKMF AWS PrivateLink ZEEHGR ( RBIRE ) o
AP @ P AWS ayment Cryptography & HiERES , 2FFiERPH VPC LiiT R ID 5REEH
Maws:sourceVpceRHHHABEHITHR, WRTNTEHE , MERSBIEL,

EFEAXMER , BN LU AWS K/ ID F VPC LT R ID B A K HWERE.

JSON

"Id": "example-key-1",
"Version":"2012-10-17",
"Statement": [
{
"Sid": "EnableIAMPolicies",
"Effect": "Allow",
"Principal": {
"AWS": [
"arn:aws:iam::111122223333:root"
]
},
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"Action": [
"payment-cryptography:*"

1,
"Resource": "*"
},
{
"Sid": "RestrictUsageToMyVPCEndpoint",
"Effect": "Deny",
"Principal": "*",
"Action": [
"payment-cryptography:EncryptData",
"payment-cryptography:DecryptData"
1,
"Resource": "arn:aws:payment-cryptography:us-east-1:111122223333:key/
xn
"Condition": {
"StringNotEquals": {
"aws :sourceVpce": "vpce-1234abcdf5678c90a"
}
}
}

B3R LA aws : sourceVpc R4 ZEABIE VPC LimT S FTEM VPC FRREIXYERE AWS X ME=
AR EL,

AR RIZAREE A F B TNE AWS FRNBZEHAKRBvpc-12345678I I N HH#TEE, b,
TRATER AWS XA ZEBEZAHTMERENT D, vpc-2b2b2b2bMMENARFE—1 VPC
Riz1T , BERERAE-NEERN VPC HMITEEINAE , WA LU A IX R REE

EHEARCNER , S S8 AWS IKF ID #l VPC LR = ID BRI HERE.

JSON

"Id": "example-key-2",
"Version":"2012-10-17",
"Statement": [

{
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"Sid": "AllowAdminActionsFromVPC12345678",

"Effect": "Allow",

"Principal": {

"AWS": "111122223333"

},

"Action": [
"payment-cryptography:Create*",
"payment-cryptography:Encrypt*",
"payment-cryptography:ImportKey*",

"payment-cryptography:GetParametersForImport*",

"payment-cryptography:TagResource",
"payment-cryptography:UntagResource"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:sourceVpc": "vpc-12345678"

"Sid": "AllowKeyUsageFromVPC2b2b2b2b",
"Effect": "Allow",
"Principal": {
"AWS": "111122223333"
}I
"Action": [
"payment-cryptography:Encrypt*",
"payment-cryptography:Decrypt*"
]I
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:sourceVpc": "vpc-2b2b2b2b"

"Sid": "AllowListReadActionsFromEverywhere",
"Effect": "Allow",
"Principal": {
"AWS": "111122223333"
},

"Action": [
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"payment-cryptography:List*",
"payment-cryptography:Get*"
1,

"Resource": "*"

1B REM VPC im R

AWS CloudTrail i &M VPC LirT [RIBFTRERIE. 20 AWS X MBERHAVERER VPC LiR
TRE, VPC Kig T R ID 2 HIME IR FZERWAWS CloudTrail HEFKEH. BAUEALETR
ID RERIEH AWS X% VPC Kim T QIVERAER .

ANTRFEWN VPC |, IRERME VPC Lim T RIS | BARLXBEAW , WF2IEFHEPAWS
CloudTraile

Fltn , W RHIBERBEIEFRTHER VPC LinT /B9 GenerateMac 3K, vpcEndpointId FERHIM
EBHEZEHNRE,

"eventVersion": "1.08",
"userIdentity": {
"principalId": "TESTXECZ5U9M4LGF2N6Y5:1-98761b8890c@9a34a",
"arn": "arn:aws:sts::111122223333:assumed-role/samplerole/
1-98761b8890c@9a34a",
"accountId": "111122223333",
"accessKeyId": "TESTXECZ5U2ZULLHHMIG",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "TESTXECZ5U9M4LGF2N6Y5",
"arn": "arn:aws:iam::111122223333:r0le/samplerole",
"accountId": "111122223333",
"userName": "samplerole"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2024-05-27T19:34:10Z",
"mfaAuthenticated": "false"

},
"ec2RoleDelivery": "2.0"
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}
I
"eventTime": "2024-05-27T19:49:547",
"eventSource": "payment-cryptography.amazonaws.com",
"eventName": "CreateKey",
"awsRegion": "us-east-1",

"sourceIPAddress": "172.31.85.253",
"userAgent": "aws-cli/2.14.5 Python/3.9.16 Linux/6.1.79-99.167.amzn2023.x86_64
source/x86_64.amzn.2023 prompt/off command/payment-cryptography.create-key",
"requestParameters": {
"keyAttributes": {
"keyUsage": "TR31_M1_IS0_9797_1_MAC_KEY",
"keyClass": "SYMMETRIC_KEY",
"keyAlgorithm": "TDES_2KEY",
"keyModesOfUse": {
"encrypt": false,
"decrypt": false,
"wrap": false,
"unwrap": false,
"generate": true,
"sign": false,
"verify": true,
"deriveKey": false,
"noRestrictions": false

}
.
"exportable": true
.
"responseElements": {

"key": {
"keyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
kwapwabqaifllw2h",
"keyAttributes": {
"keyUsage": "TR31_M1_IS0_9797_1_MAC_KEY",
"keyClass": "SYMMETRIC_KEY",
"keyAlgorithm": "TDES_2KEY",
"keyModesOfUse": {
"encrypt": false,
"decrypt": false,
"wrap": false,
"unwrap": false,
"generate": true,
"sign": false,
"verify": true,
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"deriveKey": false,
"noRestrictions": false

.

"keyCheckValue": "A486ED",
"keyCheckValueAlgorithm": "ANSI_X9_24",
"enabled": true,

"exportable": true,

"keyState": "CREATE_COMPLETE",

"keyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"createTimestamp": "May 27, 2024, 7:49:54 PM",
"usageStartTimestamp": "May 27, 2024, 7:49:54 PM"

.
"requestID": "f3020b3c-4e86-47f5-808f-14c7a4a99161",
"eventID": "b87c3d30-f3ab-4131-87e8-bc54cfef9d29",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"vpcEndpointId": "vpce-1234abcdf5678c90a",
"eventCategory": "Management",
"tlsDetails": {
"tlsVersion": "TLSv1.3",
"cipherSuite": "TLS_AES_128_GCM_SHA256",
"clientProvidedHostHeader": "vpce-1234abcdf5678c90a-
0028vrvr.controlplane.payment-cryptography.us-east-1.vpce.amazonaws.com"

}

FEREREESFRET TLS

AWS X (R EMFLSHMERS I BFERERTS (TLS) MEMBHUNESFEFRHERIET,
EEHE AP KT aHEH AWS BHEF AT EAr , BAUUEAN TLS &I, XEREGEETFRN
REMEER RN , ELERINEFMEAN TLS B — LS | AEARLSEHTFIIN KL SM®

2

fRERE (TLS) EERENMBRE AR ELZEE S ANRSHEIE. Payment Cryptography 1£
TLS 2iEFIIFHNET RSA M ECC NELRZBEHEESEASINRATENBARRIEIHTRN

Wi, AWSBR , NBFRAMEHSHBERMNEFITEN (CRQC ) EEAIT , MAIEMWTLS
ZHARGINHERSZEXER T, NFUREAERTHRRENZHRE , FLENRENEHTHE (A
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HEWIR , HEBE ), MREFRHNARFRBTEY TLS EEARNBBENRBIENE , NNZE
REAAREFHENTHERAZAIBIFEFBDZMNITH. AWS EEBZB DRI NRRMAESR
Bt HERUIET R DN HESR,

Classical key agreement
no longer sufficient to
secure session key

(= ]
> Previous data, which may
Years later: @ still be valuable, is now
Adversary with recorded compromised
sessions and CRQC

NTRPESMENBREEZIAKBENRE , AWS EESEBZER - EFRNEFEELIGETEH
F. AWS EZXNITEEEETENIXREBEBEN  ZEASSTEANGEF iR , IAREN
TLS EEREDLELHABBEEF —HFRBA,

HEMARMRAN AWS FRTEEN , SEESEBEHTHTENES THEAE. BXRUOMKN
enable/disable WITANEZER , FSH 227

Key Exchange is Today’s session data

resistant to discovery is resistant to harvest
now and in the future now, decrypt later

—_— & \ :.. ..E P n__
Adversary today @ m : % -‘
& I /’/,) E_classical key agreement : encrypted data
N~ =" = *stssssssssssssssssssssans?® *
i —
o

Post-quantum key agreement

Adversary in the future

XT TLS FHBEERE FHRHARKR

AWS ERNEXZBAE X | WM E 4k Diffie-Hellman ( ECDH ) ( HSETLSHERANZMBRAR
#2 &% ) BEMechanison ( ML-KEM ) ( Module-Lattice-Based Key-Encapsulation — #2348 i % #1 %3 4A
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BYUEE)MES , BEREEERIMESRARARERMN (NIST) BEENEE - MrENFEFBHAD
WEE, WESEERMEASNEERERTH, RE , UNBELFRXESERXANENR.

THBXPQCHESZEER

BXREZEERFESEARFREAR (NIST) GEFEBFINEANEE | BZRBBEF, Post-Quantum

BX NIST FEFHBEIENNEER |, i5ZRPost-Quantum B ZREL,

BEREBERET TLS

AWS BT AT ESMIEMNMBRIIENEEBRIES ETHMR. AWS KA AT EGRITER
ABE =AM PQTLS X#F :

&

- RNMERTERA PQTLS WEBHFATES

+ Opt-in PQ TLS X

o KBRS OpenSSL WEHEF AT ES

- THEXEPQTLS W AWS B4F AT ESMNIE

RINBERTERAPQTLS WHHEFATES

(® Note

M 6 FF#Nov-2025 , EHF macOS F Windows B AWS FATESGREERE CRT EFERA%R
SEEESRSCI TLS , EIiX T A L PQ TLS BB EBRT RER X #E.

EAT Go #9 AWS SDK

AWS SDK for Go £ Golang B 2 VAR HEFIRMHM TLS 2M;M, M v1.24 2 , Golang ZEFEHEEK
PQTLS , Bk AWS SDK for Go AAFF RFE N Golang A4 % v1.24 IR/ A PQ TLS

EAT JavaScript ( X% ) W AWS FATES

ERTF JavaScript ( X¥EF ) B9 AWS AR TESFERAXKEESH TLS #ix , Hit , R KT
TEMEIE PQTLS , MZEHREF 5T EaEH™ PQ TLS. Firefox £ v132.0 F#E TX PQTLS B9
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https://csrc.nist.gov/Projects/Post-Quantum-Cryptography
https://csrc.nist.gov/Projects/post-quantum-cryptography/post-quantum-cryptography-standardization
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X #. Chrome Ef ¥ v131 % PQ TLS, Edge X#FA XM v120 MY AIENMA PQTLS , £
R 140 fRZFEZRMA PQ

ERAT AWS FF X TE3 Node.js

M Node.js v22.20 (LTS) #1 v24.9.0 FF#8 , 572 Node.js $E#ZFME8 T OpenSSL 3.5, XERE PQ
TLS EXLRAMELERAPRIALTEARS , HEEE.

EAT Kotin W AWS F AT ES

M 1.5.78 lRAFF 15 , Kotlin SDK ZiFHEEMTE Linux EFEH PQTLS, BHTF&RAF Kotlin CRT-
based B iHHY AWS FF 4 T EAk#Ei T macOS F Windows LH) TLS R&E , AtkX PQTLS X
BERRTXERERSE,

AWS F X TESEHAT Rust

EAT Rust 9 AWS FRTEBHENMNRSEF DI R TFRNKHE (£ Rust ESREPHN Rk
&) . BHMEL—/ GitHub FREEHHITERE , E8IMNRSEFHBERECSHREANEHTE,

/M SDK T 8/29 /25 x4 T PQTLS BT , FItE % B MG R E[ENRSF - IwmARA
HRMIAZFHEIE PQTLS,

A B S B MM crates.io lRAMuE ( HlM0 , XEH AWS {REBEBZ ) HEK 29-2FKHH
E—MRAE , RBEXFRERS T/ WA PQ TLS NRERAE. Aug-258IAERT |, £ 29-25 XK
WNEARS TP iR A #Aug-25¥F 8 A PQ TLS H4 FEER.

Opt-in PQ TLS X #&
ERT Cc++ B9 AWS SDK

BHIABRT ,C++ FRIESFERAFEREEFE , M0 libcurl M, WinHttpLibcurl & & fc i R
£ OpenSSL R3EIM TLS , HEtRBEERE OpenSSL EF v3.5 8 , FLEIABE A PQTLS, R
AJLATE C++ SDK v1.11.673 RESMAH BRI EINE , AFEFEMARAZIFNEA PQTLS
AwsCrtHttpClient B,

KT HE Opt-In PQ TLS KIEEETUER W LAE A LM ASIREX SDK 89 CRT MBI, X EM X E&#R
TMWRAIBHE SDK |, BiFEE |, RATGEEFEE —LHMIAY CMake #77&

-DUSE_CRT_HTTP_CLIENT=0ON \
-DUSE_TLS_V1_2=0FF \
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https://github.com/aws/aws-sdk-cpp/blob/main/prefetch_crt_dependency.sh
https://github.com/aws/aws-sdk-cpp/tree/main?tab=readme-ov-file#building-from-source
https://docs.aws.amazon.com/sdk-for-cpp/v1/developer-guide/sdk-from-source.html
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-DUSE_TLS_V1_3=0N \
-DUSE_OPENSSL=0FF \

EATF Java B AWS SDK

MVv2 FF8 |, EATF Java B9 AWS FR TESRMT AWS BAIZEITH (AWS CRT) HTTP & iR , A
LU EBE NINIT PQTLS, M v2.35.11 Fia , TIREMESEA PQTLS , #2BRIA AwsCriHttpClient
BRMEIEPQTLS,

KH R % OpenSSL WEHF AT EH

B AWS REF AT ESHNITEMRB T RSEH TLS liberypto/libssl FE. XFEANREER
OpenSSL, £ 3.5 lRAH/ZA T OpenSSL ¥ PQTLS X#F , At I PQTLS B EXLEHHEF A TE
BNIENBMESEREZTDLRET OpenSSL 3.5 WIRERSEATHREFRATE.

YR AT LAKF Docker BeSHLE 79/ OpenSSL 3.5 EF 1% Docker WRE LB PQTLS, XN
Python # 1T IR BRI RHBI , S Python FH T Post-quantum LS,

AWS CLI

AWS CL | ZZEFH PQTLS XEZHEEHE., EVEESA , BaEAR AWS CLI HERLZERF
ZEEEFRBERGEMR , HETLZ A PQTLS,

X¥F macOS , FEE Homebrew &% AWS CLI , }#R{RH Op Homebrew-vended enSSL EH %
B 3.5+ M4, YRATLLA “brew install openssl @3 .6” SR EIX— = , A/EH “brew list | grep openssl”
HATHIE,

¥ F Ubuntu 2% Debian Linux : BRRFERE Linux Z1TARESF OpenSSL 3.5+ ZRNRE
OpenSSL., AJF , £ apt & PyPl &% AWS CLI, B T7TXEEREH , apt F PyPl HEH AWS
CLI BB NE. PQTLSEXRIERENS SR , ESH github Fi EMBEMNEE X E,

EAT PHP 89 AWS SDK

ERT PHP 85 AWS FF % T Ea{k# T R4 libssllibcrypto. ZEMA PQTLS , EHEEVRET
OpenSSL 3.5 WIRERSG KITHR LAtk SDK,

EA T Python #9 Amazon SDK ( Boto3 )

EA T Python ¥ AWS F R T EE (Boto3) {k#i T R4, libssllibcryptoEfEA PQTLS , HEZED R
47 OpenSSL 3.5 WIRERSE K 1TRR LA L SDK,
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https://github.com/aws-samples/sample-post-quantum-tls-python/
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AWS X [t RAriEmE

EA T Ruby B9 AWS SDK

EAT Ruby M9 AWS F A& T BB T RS libsslliberypto. EEA PQTLS , BEEALRET
OpenSSL 3.5 MRERG KITHR LA Lk SDK,

FEAT .NET 89 AWS SDK

£ Linux £ , &AF.NET 9 AWS F R T E I T RE libssl/liberypto, EfFEA PQTLS , BEED
T T OpenSSL 3.5 WIRERSEXITHR EEA L SDK, £ Windows #1 macOS £ , PQ TLS M .NET
10 A Windows 11 FF#8 A, £ macOS L , AT LUE S EFE A Apple RBH TLS 1.3 X#&F ( PQTLS
HISERSME ) | BT, Network.framework fRi%.NET MRA&HIEN 10 , M/FEH PQ TLS,

FHEXFPQTLSHAWS BT AT EEGNIE
B A& A It RIXISATIES SDK TR -

- BT SAPHAWS FXTE
« FERAT Swift B AWS
« SEHAT Windows B9 AWS T E PowerShell

AWS I ZBELZ e HREXE

AWS Payment Cryptography XFFZHNEBERLINEE , FE B TLUEFERHEX L IhEE |, LUIgEX N
ZEHANRFABREATMHEN , B AM XK, ATEZEZHAREN IAM RN KERBERZMGZ
LR EXRZ4ARE PCI PIN HL0UEY & 58 Hl L 1T o

/A Important

RENXE-RENHATARTEENZEBRAE. ATHIFMEREXKRBERTHERE
R, E X R HF A RIST R,

- ZAFEANFEAEKER | AWS INEBFEF/HBHHRITEAEANMERAERXRS , WANSI
X9 TR 31- 2018 B EL £ BARMBHAXRAMBH TR , HFEPCI PINR£ER18-3, X
BREI T HENRAATZRHENNEESD , HUMBESNEBAKE (FlOATFWIRE ) BE
FRAMBARE, AWS Payment Cryptography & BEI58 S ITIX LR & |, 514057 4R % %7 4A
( TR31_KO_KEY_ENCRYPTION_KEY ) tt R FTHIE#RZ. BXEZEL , BSR T # AWS
I NEBEFHANCEE .
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- REINMEBAMBNORE . RS RESHM—NEALEXNHREZAME (10 Pin INE 4852470
BEH ), NREFENBERMBERRAESIHL SR  BUBEMESR, AWS ZFEBFEM
FOTEXS PREEA A B T IEXS FRFAEA Ao

- FRANBIFENBHAERLEAGFSESHENFEMEXE : JBTATEMRREBHAXKNASG , fltn
alias/BIN_12345_CVK &5 BIN 12345 KRB FRRIEF{. N TRUEERNWRTEYE , AIER
BIZ ¥ I bin=12345, use_case=acquiring. country=us,partner=foo Z EKMIRE, FIEFIREE T
FATF R &5 RANR |, 510 1E & A FEREA B 2 8] 35 e 17 (a1 2 51

o RITHRERBRIEE : IAM AT A TREXNREMIENANES~THE , flamEEEMARFIEZRAIZ
TMBRE, IAM AT A FREX AR ER T ENAANGSMZRR TR R |, 5)0PR &7 K
BHEERRBIUERBNEED. FAKENRFENS — M5 E2FBBERE (FNEHASA ) R
NBENRSK, . BXRRE , HSH AWS IAEBEBZETSHHNERE R,

SRS

« AWS XRHZRIBZH 5550 EE
« IAM AFPEERTHN IAM 24 5E2E
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AWS A ZBZEHN SN IR UE

SHth AWS kS5 —#% , EFFEFEHR TR MM GAMN S BREER, RN -—ENXHEXN
MRS , T AWS XNBEBFEFKE , THETERNPCHELNERE. AWS PCIDSS # PCI
3DS IHMEBFEXNHEBF, AWS XEREN (FEREEM) PARKEREZES , ZEEIMF
AWS Artifactik#8. PCIPIN £ 5 Point-to-PointilZ (P2PE) iH& 4 EF AWS X%,

AHREEEXRBSEARSIEENEE , ARBHTAKNAEFH PCIPIN Z£# PCI P2PE ¥
EHE .

E&A

- REHEMY

* PIN &%

* T P2PE RIS RPEH AWS XN #HBEMEAN

RS EAE

FERZANERTRN - , BEZHFFITMITHE AWS IHEBZHNEZE AWS EHMEMAE. HPhaiE
SOC. PCl %,

AWS &7 PCIDSS 1 PCI 3DS 24k , & 4 PCIARHEN XA BB H#4T T Wk, EaiE PCI
PIN 2% (PCI PIN) §1 PCI Point-to-Point (P2PE) 1%, &3<7 AWS Artifact F#0IAEMSHIER
BZH,

BXBEEMITLEE A AWS RFFIXK , BSRBREMITRIRSH AWS SEE A RS AWS BE
AMitkl. BXERER , HSH AWS MR, | .

BRI LAMERATEE=SFitikE AWS Artifacte BXREZEER |, BSRPMW “THIRE” F/ “AWS
Artifact,

BHEEA AWS INZEBZNNEARTEBRRTENBENBRBY., RARNERBERURERNER
FEM. AWS BE T U TR REKRAY NS

- Z2MEEHM Quick Start 15 : XEHBEBE VIR TRWESED , ARMTHE AWSELHEER
TLZEMMENENEEREN SR,

« AWS EMFRAWS- Itk THEBNIERE S AIseE R TR ER T L M E i X
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W EREREHR M BREER .

« AWS Security Hub CSPM—itt AWS RS A2 H THRENRERS AWS |, BHERERBFER
2T AR ERRIESRER,
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v4.0 BIUERA IAM AR REANESE AWS RFEERKIIE, XBEAT AWS XHHD
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W R A NE (£ ANSI/ASC X9 TR-34 1T T IhEEHEIR , Z PCIPIN fik A B3 ) , NABEE
DRFEMHF A2 BIEPMAVMSIBRIEPAFERNLIE. N THLZENRGR , NAEHAEAMYLEIRR
IEEXMMTTEM,

EF 5 AWS 2 RINFE R EHEE AWS #1T APls , AWS £/ TLS HERIESN API A , 7
REWMIE R TR, BEFNARFNSHRIEH AWS Identity and Access Management BY Z 4
THEF Sigv4 EHHIHITEE, AWS API KT RBHEFER AWS REM TLS RS EF 5 A RIE#H T
FHRIE SDKs, A5 , TLS AIBREEFFFMEN AWS API 2 EMEE N T E SR E T TB M,

APC APIs GetParametersForimport 3 ImportKey e N E F B RSB AL . RAREMD
GetParametersForimport iE P ZHH (CA) TREHF A2 , BEEREZEW , FEXNKFRIE 2 —
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TheeiRft, TLS M MAC RFEF S AWS 2 AINAE | XtRIET BN TBMY
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AWS FE R THEIREERNAWS HE R

- NARENR : £EMA IAM REERENRE , BREFRITESENNR. At , BAIBER
ERERGT AAUNBERRRTHRE , RN KERRTFT. BXER IAM NARBRNESE
B, #FZRE (AM AFERE) P IAM PR R FNER .

« R 1AM KRG A Ay S 43t — S BRI 15 RIAX PR : 8T LA [E) 3R B 7 BN S 44 SR PR I X IR VE AN R BV 15 18] o
flan | WA URERBEK A RIEEXTMER SSL KEFTEER, MERBRSEEREIFENSXE
AW, MBI ERARERE T IRSFIRENTFRINER AWS ARS , flin CloudFormation, BXxE
ZER , 55 (IAM AF#E®™E) /Y IAM JSON KB TE | &%,

* £/ IAM Access Analyzer B iEER IAM Kl , UBRNRAI R S MI0EEM : IAM Access
Analyzer 2K IEF REEMIM B KR , LIBERRERAS IAM KBEIES (JSON ) M IAM HESE
B, IAM Access Analyzer 2 100 ZTRBEREMTIRENEIW , URBEBEHER L BEEMEN
K, BXREZELE , B2 (AM AFER) FHEA IAM Access Analyzer KiiE KB,

- FEZEHOHRIUE (MFA)- IR AWS IKF AN REFE IAM AFSRAF , BEA MFA LS X
i, EEEFHA APIHREREE MFA |, B MFA ZERMEEHNKREP, BXESZER |, S
5 CIAM A8 FHER MFA R API i/,

BX AM AW BESBNESEER  #51 (AM AP ERE) F1 1AV TR RS BIEXE,
fEH AWS X ZBFEF B

ER AWS X INEEZEFHE |, BLARE -~ ARENR, XERRLAARFEIHNEZTEXE
AWS TK P AWS X IMEZERFNFAEE. MREIENET B HHRBKLAAFENRENRE™
B, WETENEBZRBHESE (IAM BFRSAE ) EREITEH A,

NBRX LSRR ATLUER AWS XNEZBEFE , EFERUT AWS FEE RN EX LK,
BXREZEE , ®F50 (IAM BAFiER) PR A S AINRER.

NFREA AWS CLI 5t AWS API R, BEFHNEREFEEZHENR. R , IRFHRESE
ZIAMITHY API RVEM TE RV IRE,
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AWS X &G

RAriEmE

RTFRAFERMITE S HNR

ZORBIGER T BRI |, LAY IAM AP EENRMNEEAS B ONNERANEE R, R

SDREEREE LSEA AWS CLI X AWS API BU4wiE 75 = 5E B LR AR IR

:usernamel}"]

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws

.
{

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

}
]
}
RTRAFPEFMIE SR
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BEMB AR AWS X EZEBEMNENIE

/A Warning
HRBIRE T 2R , Rt FERTOXFRE, MR , BEBRE/ROFRIER,

HEHREF | BFERT AWS IKFHH IAM AP ERIZNAE AWS XN IMEZANNR , IREA
e AWS X182 api ( B¥EControlPlanefDataPlanel®{E ) WEESD,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"payment-cryptography:*"
]I

"Resource": [

g

1

EREENZHER APl BIEES

FELLRBIH | B8 @ AWS KPR IAM B R FIHEEN AWS SRINBRA 2 —

PR , arn:aws:payment-cryptography:us-east-2:111122223333:key/
kwapwabqaifllw2hREERAN APl FEAZEIR , GenerateCardValidationDatald
KVerifyCardValidationData. M& , IAM A PR EH AR ( HI20 DeleteKey T
ExportKey ) Lt 24

BRULLRARN key B4 |, b LLRATRN alias BEIB.

BEB IR AWS XN EBENENSE 266
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JSON

{
"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"payment-cryptography:VerifyCardValidationData",
"payment-cryptography:GenerateCardValidationData"

1,

"Resource": [
"arn:aws:payment-cryptography:us-east-2:111122223333:key/

kwapwa6qaifllw2h"

]

}
]
}

AT E 4 IRV BE D

/A Warning
BHAZERETERASRRRORMW, ERINRENRER,

FEHRGIF | BFLEARVF AWS IKF Y 1AM AP EEHER AWS SRNBES |, BEFEREX —
NEERANNR. AP NENFRAREZAN VerifyCardData fl GenerateCardData , {B3E
#IE R P IEERN BRI

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",

BAEIE 4 R IRV EE 267
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"Action": [
"payment-cryptography:VerifyCardValidationData",
"payment-cryptography:GenerateCardValidationData"

1,

"Resouxce": [
"arn:aws:payment-cryptography:us-east-2:111122223333:key/*"

1

"Effect": "Deny",

"Action": [
"payment-cryptography:GenerateCardValidationData"

1,

"Resourxce": [
"arn:aws:payment-cryptography:us-

east-2:111122223333:key/kwapwabqaifllw2h"
]
}

Resource-based AWS X {TZRBEE

Resource-based K& 2 &M INEN R IRAY JSON KREILHY | a0 AWS RRRNZEZR4F, EETHRENE
BEFR | &) LUIE E 1 1) BATG R 2R 4R LA R AT AT AR BREA AT VIR VE. BRI AMERE T RIRMKREEK -

c AZMNAFHNAGKRFIENFHAMNTRNR,

- EEMAWS KPR RARKRTIHRNR,

£

- XEEM

- EEETHRIRAYERR

- Resource-based & B Rl

YU ETRRNRBEHINE AWS 3% 24385 , AWS Payment Cryptography &£ IAM K
TEZERAELAENZREARBENRITAERNIRE, EEAEBEK/,IHER , EULNEANKF S S
—NKFHH IAM EEEENETHERENEBPHNZERE A, Cross-account HRIFEEMNRE

Resource-based B 268
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AWS X [t RAriEmE

1. Resource-based K#E ( ZHAFTEEMNIKS ) — BEAPMMEFPutResourcePolicy AR FXIAA
EWK 1AM FE AR5 E AR,

2. ldentity-based K& ( REBEMNKS ) — KBEHN IAM EE AR LA ATFFIWLER IAM KEEHRY
AWS R INZR4E ( Hlipayment-cryptography:EncryptData) o

XN REGERAM AV IZIRE, WRRDEAP—A | MEBIKSERFHIE

45, AccessDeniedException

MRETARNRHEOR —KFPNERARFHRNE , UFREEHMETHHNKRE, BXEZE
B, EZE IAM BAFPERTH IAM &5 Resource-based FrEHI X 5o

A HRRMEZEFERE
Resource-based & B& T 3i&E A T &R K BE 15 ) F H R 4E PutResourcePolicy , i
WGetResourcePolicy, FDeleteResourcePolicy. iX##AJLARsLIE IR IR KRS A EIE
HAE NS BR R A TN B ER/BIER. NXEREFERENFRRXZET IAM 54
MY SR EE I LI 3R,

N =z

EEEIN

EEAETRIFARBEM AWS XEZEBZER |, FIRENATILR.

« AWS X ZBZENBEHZIEAFIFRFHA, EFECIBRRAERRLAREZRARFHRANBRHET
BIRHEKERE, FIAX AWS XNZBEZAMNTRHEZLT FHARIEN AWS ZEA , HALHIE
8] B 4R AR PR 1L o

« Resource-based X2 RZHANAN . 81 P AWS ayment Cryptography 240 £ % 7] LABE i — 4
ETRRHKRE,

 Resource-based KRBT EA TR, HEBEIH A5 ABHAN , FiITEMMBIKEZHNERE
B o

« Resource-based KIEEA T I A Multi-Region 4B E #I0IEMN RIRFIAXEZR4F, BRFE
HAEMT i3 = X # 4R

- ETRBFENRBEPHIResource TRLMEREFTXEKNZEAMN ARN "*" HELCE, BIUE
A BREATESNEA 2B EEFAHER R,

EEEBW 269
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AWS X [t RAriEmE

- BRKBERE API ( PutResourcePolicyGetResourcePolicy,
MDeleteResourcePolicy ) INPR AWS Ik THEZAN.,. REBAMEBEERKFHFHNERAST
BEE I RIR KL,

EIRETREN R

BAILAER AWS CLI =k AWS API EEE THRIRMN AWS A MZEZHBR. EFEALSTS , BER
fleiitalicized placeholder textHhHIBMNIEECHER.

B A0 T R AY SR g

M PutResourcePolicyAPI #4EE put-resource-policyCLI ap S E T &R KRB NEIZ348, W
REBEREFE K NzasaB8ite,

AR R BIRF JSON 324+ A Y E T 3R 89 R BE B p0E 2 47

aws payment-cryptography put-resource-policy \
--resource-arn arn:aws:payment-cryptography:us-
east-2:111122223333:key/kwapwabqaifllw2h \
--policy file://policy.json

KRET R R RE

fFH GetResourcePolicyAP| #&4ES get-resource-policyCLI S H R EM MBI ZBNE T ERAE
B o

LUT RO SR 0 R 2 4R Y B T 7R 89 KBS

aws payment-cryptography get-resource-policy \
--resource-arn arn:aws:payment-cryptography:us-
east-2:111122223333:key/kwapwabqaifllw2h

IVESEN e S E =

"Policy": {
"Version": "2012-10-17",
"Statement": [
{
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"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:ro0le/ExampleRole"
1,
"Action": [
"payment-cryptography:EncryptData",
"payment-cryptography:DecryptData"
1,

"Resource'": "*"

T BREL T 5 IR Y SR

M DeleteResourcePolicyAPIl #4ES delete-resource-policyCLI &5 M 240 I BRE T /& TR Y
K,

LA RGN BR T B A0 2 22 47 1Y B T 3R AT SRS o

aws payment-cryptography delete-resource-policy \
--Tresource-arn arn:aws:payment-cryptography:us-
east-2:111122223333:key/kwapwabqgaifllw2h

Resource-based 5B R4l
X 2 5A M B K P 15 B AR

LTETRFAREERTEM AWS KPP AGFER AWS X INEZARITMERENKR,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:role/ExampleRole"
},
"Action": [
"payment-cryptography:GenerateCardValidationData",
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"payment-cryptography:VerifyCardValidationData"
1,

"Resource": "*"

6] A~ [ B9 K - 4% 5 S B Y AR

UTETHRRNREER T ARAEKSPHEREARTFAIRINR, FRAS , —NKSPH
3DS TAREHIARSS 2% (ACS) AT AAE R ISR , M5 —MNKF PR A RERN RS REERKIE 3DS &
L

"Version": "2012-10-17",
"Statement": [
{
"Sid": "Allow3DSACSToGenerate",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:r0le/3dsAcsRole"
b
"Action": [
"payment-cryptography:GenerateCardValidationData"
1,

"Resource": "*"

"Sid": "AllowPaymentAuthToVerify",

"Effect": "Allow",

"Principal": {
"AWS": "arn:aws:iam: :444455556666:r0le/PaymentAuthRole"

},

"Action": [
"payment-cryptography:VerifyAuthRequestCryptogram"

1)

"Resource": "*"
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Multi-party #t 4 AWS {32555

AWS Payment Cryptography 5 Amazon Web Services Organizations 28 Multi-party #t 4 (MPA)
Thee ek , AIBE 2 AN ERBR BRI XBRE. B8 MPA , BAUERSNZEEHNMAER
THREN AWS ZAMEREZ AR LERAE,

FA

- Bk

- ZRPVBE

.+ ERFM

- SAMEHR MPA

- FHiafEA

- Rl SABRT MPA HARIESP
« AWS CloudTrail i25% MPA =4

« REBERRSHLEXRK

Bl

Multi-party #t EERERERE 2 RIREB—AHTEARNIE | N RBURB AWS X INZE4E- N
T—RINNREeM, XEDTELASREIHERPIERZBNOER , B EMNAEFEHRTE
%o

T MAREALNBHEEESETIELZRIFPNVRFBERN A EE. HERETSHARAELRNA
HEEEE, 8B AWS ARSEH#ESIELRIE,

NERPVRESA MPA R , 2REUTIER :

1. BREBHZ R IRE,

2. MPA f|ZZ#tESEHBRIFH/PNAKRR

3. BH/NMAR R BEERE , HiBET MPA NP MGt #SRiE4L RE,
4

. —BZRFENSELMENE  RERSYEHT, MRBFREIAEPAEL | EATFHLER
REREHERE RS , WASHRTZEE EXFHERT , BREBPLFTREIHOERS
REEIRIZRE

Multi-party #t/& 273
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AWS X [t RAriEmE

® Note

S ABH MPA 1948 CA IEBAT |, iZRequesterCommentSHN A B, IFLEBEHELES
T DANAEBES | HERRBETERER.

R R ERIE
AWS % BB %I MPA T U TR :

« ImportKeyf#fRootCertificatePublicKeyZHAME — SARQFIUEBR—TXBEE , H
NBIERFERIENHZARR (W) NAEERERASANSHELEEHR. TRMLRER
RGBS HFHABD TEREANMNABLELSEELREREN AWS XNEBZEANEEIR.

FoRFM

R MPA 5 AWS X EZBZEEERAZH , BYUTHBEAT TREM

- EEMILS# Web Services Organizations BMEHIRE MPA, BXE , S H L= Multi-party
#tE 2 FEMulti-party #tER PR T,

« EDQIBR-MHEETFHEARN TR,

- f£/ AWS Resource Access ManagerS @& & AWS TN AWS Ik R HFARRHRE,

o BALQ PN EIRIKF ATUEERE AT BE Multi-party 3R1G#t .

BHEMEZA MPA

REF#HDNERE , EULETRZ/NMEENIKS KRR AWS XNEBFER MPA, S wLUE
THUEXEREIRAREE A MPA | REBUBXRBAEE S BT Bepy T #t/NARYHEE

B A MPA

£/ AssociateMpaTeam API #4E=} associate-mpa-team CLI @5 45 & #t/NA 58K AWS 240
B XRERER, XBKE , TRPFNEEZSERSHNIET sEd 4L,

aws payment-cryptography associate-mpa-team \
--team-arn arn:aws:mpa:us-east-1:111122223333:team/my-approval-team

Z/H MPA
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£/ DisassociateMpaTeam AP #R4E=] disassociate-mpa-team CL| S5 S B ERE #t/NAKRER, BUH
KEXE AR B H 2 — T ZRIPHRE , EEREGYAIRKAFI/NANR A,

aws payment-cryptography disassociate-mpa-team \
--team-arn arn:aws:mpa:us-east-1:111122223333:team/my-approval-team

/A Important

ZH MPA FRREIAIRBEN T/ NARRLE, X ATUBREMNNABTEESEHIUES
RS

(® Note

XN FMKE , %--requester-commentZ ¥ = Al ikassociate-mpa-teamiy disassociate-
mpa-team,

T 98 1£ H

EFF R MPA for P AWS ayment Cryptography , i5Z HEMulti-party #t R 188 , 7 #BFMEE
B, SiFnAelEwit/ A, BEMARBRANEEL]ESE,

Rl SABRAT MPA BIARIEH

B A MPA BE#t/ M B InportKeyigEXRER/GRootCertificatePublicKey , S AERFEIR
SHEAE T REgkER,

1. BEREFEWFimport-keyASARLHIESR. EFALGS , B Rl Sitalicized
placeholder textFHIEBEBRFNEBECSHWEER.

aws payment-cryptography import-key \

--key-material='{"RootCertificatePublicKey": {
"KeyAttributes": {

"KeyAlgorithm": "RSA_4096",

"KeyClass": "PUBLIC_KEY",

"KeyModesOfUse": {"Verify": true},

"KeyUsage": "TR31_S@_ASYMMETRIC_KEY_FOR_DIGITAL_SIGNATURE"
1,
"PublicKeyCertificate": "LSOtLSICRUAITi..."}}' \
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--requester-comment "Importing new root CA certificate for TR-34 key exchange
with partner XYZ"

M B 3R B —MKeyStateiRiE N M ZEACREATE_IN_PROGRESS , R RZBEREEZFHE, O
Sk a¥EMpaStatusBEXLELTFNFMER -

"Key": {
"KeyArn": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/kwapwabqaifllw2h",
"KeyAttributes": {
"KeyUsage": "TR31_SO@_ASYMMETRIC_KEY_FOR_DIGITAL_SIGNATURE",
"KeyClass": "PUBLIC_KEY",
"KeyAlgorithm": "RSA_4096"

},
"Enabled": true,
"KeyState": "CREATE_IN_PROGRESS",
"KeyOrigin": "EXTERNAL",
"CreateTimestamp": "2026-04-27T10:15:30.000000+00:00",
"UsageStartTimestamp": "2026-04-27T10:15:29.926000+00:00",
"MpaStatus": {
"MpaSessionArn": "arn:aws:mpa:us-
east-1:111122223333:session/abcl23def456",
"Status": "PENDING",
"InitiationDate": "2026-04-27T10:15:30.000000+00:00"

}

2. HFMPAERH , BiERTLIETR, X , P AWS ayment Cryptography & 812 — /Mt
ELE , HIRE - NRRIEESFHUEN AL,

3. FH/NEARRLWEEAN , HES MPA TR FZEE. EMERENHEEIEBERE, &
ANREFHE | RIEPFES A

AWS CloudTrail i2% MPA =4
/B A MPA jg , Paym AWS ent Cryptography £E#t S ETKAWS CloudTrailitig ZRF B4, X

LCEAERTHAIENER  SRBEREREGHELERAY . BUUFERIXLERERTIT MPA JE3)
FIRERZ R BRERIRT

MPA-related CloudTrail B4 3L N FE&serviceEventDetails :
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AWS X &G

RAriEmE

« keyArn— ZEEZ M ZHAM ARN,

« operation— ERHZRIF BRI,

« mpaSessionArn— MPA #t/#4iEH ARN,

« sessionStatus— #tHEXENLER ( APPROVEDSRKFAILED ) o

EHLETIER

LTREIERT BIRE

"eventVersion":

MPA ERA L/ H ImportKeyi&EsKR CloudTrail B9 E4 :

Ill.llll’

"eventTime": "2026-04-28T18:49:517",

"eventName": "ImportKey",

"eventSource": "payment-cryptography.amazonaws.com",
"eventType": "AwsServiceEvent",

"eventCategory": "Management",

"awsRegion": "us-east-1",

"readOnly": false,

"managementEvent": true,
"recipientAccountId": "111122223333",

"userIdentity":
"accountId"
"invokedBy"

},

"resources": [

{
"ARN":

{

: "111122223333",
: "payment-cryptography.amazonaws.com"

"arn:aws:payment-cryptography:us-

east-2:111122223333:key/spa2dclzmsihlj4o",
"accountId": "111122223333",

Iltypell :

]I

"AWS: :PaymentCryptography: :Key"

"serviceEventDetails": {

"keyArn": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/spa2dclzmsihlj4o",

"operation":
"mpaSessionArn": "arn:aws:mpa:us-east-1:111122223333:session/my-approval-

"ImportKey",

team/44c76e07-8937-4d7d-bb9a-a646322e2ale",
"sessionStatus": "APPROVED"

AWS CloudTrail iZ &% MPA =4
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HRAW

LTRBIERT ImportKeyid REIEL BT CloudTrail BIE4 :

{
"eventVersion": "1.11",
"eventTime": "2026-04-28T18:50:357",
"eventName": "ImportKey",
"eventSource": "payment-cryptography.amazonaws.com",
"eventType": "AwsServiceEvent",
"eventCategory": "Management",
"awsRegion": "us-east-1",

"readOnly": false,
"managementEvent": true,
"recipientAccountId": "111122223333",
"userIdentity": {
"accountId": "111122223333",
"invokedBy": "payment-cryptography.amazonaws.com"
1,
"resources": [
{
"ARN": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/qj46kudqimypxdo7",
"accountId": "111122223333",
"type": "AWS::PaymentCryptography: :Key"

1,
"serviceEventDetails": {
"keyArn": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/qj46kudqimypxdo7",
"operation": "ImportKey",
"mpaSessionArn": "arn:aws:mpa:us-east-1:111122223333:session/my-approval-team/
b0ac1994-14el1-47a6-bfla-0b6fcob845f2",
"sessionStatus": "FAILED"

ETHEZEE AWS CloudTrail , 525 (AWS CloudTrail AFER) o

AWS CloudTrail i25% MPA =4
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AWS ZHEBY A
REFERRSHLE KXY

FAUBBEEFLEN MPA BERIRSGetkey, MNP EEETEYFHESFTEAEE
MMpaStatusFER. EFALSS , BN Rl Fitalicized placeholder textHHIE#RNIE
BEMER.

aws payment-cryptography get-key \
--key-identifier arn:aws:payment-cryptography:us-
east-2:111122223333:key/kwapwabqaifllw2h

LHERESHEN |, MBS
TKeyStateICREATE_IN_PROGRESSHIMpaStatus.StatusAPENDING :

"Key": {
"KeyArn": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/kwapwabqgaifllw2h",
"KeyAttributes": {
"KeyUsage": "TR31_SO_ASYMMETRIC_KEY_FOR_DIGITAL_SIGNATURE",
"KeyClass": "PUBLIC_KEY",
"KeyAlgorithm": "RSA_4096"
},
"Enabled": true,
"KeyState": "CREATE_IN_PROGRESS",
"KeyOrigin": "EXTERNAL",
"CreateTimestamp": "2026-04-27T10:15:30.000000+00:00",
"UsageStartTimestamp": "2026-04-27T10:15:29.926000+00:00",
"MpaStatus": {
"MpaSessionArn": "arn:aws:mpa:us-east-1:111122223333:session/abcl23def456",
"Status": "PENDING",
"InitiationDate": "2026-04-27T10:15:30.000000+00:00"

FRERENHHEEIEERE |, FKeyStateBECREATE_COMPLETE#MpaStatus.Status®
ZE, APPROVEDZ4ATI AR , ATEERA -

IlKeyll : {
"KeyArn": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/kwapwabqgaifllw2h",
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"KeyAttributes": {
"KeyUsage": "TR31_SO_ASYMMETRIC_KEY_FOR_DIGITAL_SIGNATURE",
"KeyClass": "PUBLIC_KEY",
"KeyAlgorithm": "RSA_4096"
},
"Enabled": true,
"KeyState": "CREATE_COMPLETE",
"KeyOrigin": "EXTERNAL",
"CreateTimestamp": "2026-04-27T10:15:30.000000+00:00",
"UsageStartTimestamp": "2026-04-27T10:15:29.926000+00:00",
"MpaStatus": {
"MpaSessionArn": "arn:aws:mpa:us-east-1:111122223333:session/abcl23def456",
"Status": "APPROVED",
"InitiationDate": "2026-04-27T10:15:30.000000+00:00"

MRFAFERFH DAL  REQFERIRAEREZEH , WaMpaStatus.StatusE
BRFAILEDX : KeyStateCREATE_FAILED

"Key": {
"KeyArn": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/kwapwabqaifllw2h",

"KeyAttributes": {
"KeyUsage": "TR31_SO_ASYMMETRIC_KEY_FOR_DIGITAL_SIGNATURE",
"KeyClass": "PUBLIC_KEY",
"KeyAlgorithm": "RSA_4096"

1,

"Enabled": true,

"KeyState": "CREATE_FAILED",

"KeyOrigin": "EXTERNAL",

"CreateTimestamp": "2026-04-27T10:15:30.000000+00:00",

"UsageStartTimestamp": "2026-04-27T10:15:29.926000+00:00",

"MpaStatus": {
"MpaSessionArn": "arn:aws:mpa:us-east-1:111122223333:session/abcl23def456",
"Status": "FAILED",
"InitiationDate": "2026-04-27T10:15:30.000000+00:00",
"StatusMessage": "Approval session expired or was denied"
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2 FCREATE_FAILEDIRASHZHR AT MERME. EERHS A , BUTURIFHH InportKeyid
R, XFOE - MR ESE,

FEEMAE AWS AR E S0 MIBRNER

HHE AWS XNBRBEHIFE IAM-related B , FEXRTRMER, BX IAM EZH —RHEEE
BRAZA , BZ0 IAM AP EENEES RIS .
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AWS ZHEBY A
T AWS XN ZBFEEFEBEXHRE

BEE—MEE , AFREHENBEXGERIEIEERN Amazon S3 7##. CloudTrail BEXX 4
BE—NEENMNEEFZEB. BHRKRKRBEMRENEMER , BEEXFERWRE. BEN BB
B, BERSHENFER, CloudTrail BEXHTREAH AP BANEFHRRE , R T2RE
A4S EIRF I,

LTFROIERTER “AWS 512" CreateKey 24EH CloudTrail B&E% B,

{
CloudTrailEvent: {
tlsDetails= {
TlsDetails: {
cipherSuite=TLS_AES_128_GCM_SHA256,
tlsVersion=TLSv1.3,
clientProvidedHostHeader=controlplane.paymentcryptography.us-
west-2.amazonaws.com
}
},

requestParameters=CreateKeyInput (
keyAttributes=KeyAttributes(

KeyUsage=TR31_B0O_BASE_DERIVATION_KEY,

keyClass=SYMMETRIC_KEY,

keyAlgorithm=AES_128,

keyModesOfUse=KeyModesOfUse(
encrypt=false,
decrypt=false,
wrap=false
unwrap=false,
generate=false,
sign=false,
verify=false,
deriveKey=true,
noRestrictions=false)

),
keyCheckValueAlgorithm=null,
exportable=true,
enabled=true,
tags=null),

eventName=CreateKey,
userAgent=Coral/Apache-HttpClient5,
responseElements=CreateKeyOutput(
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key=Key(
keyArn=arn:aws:payment-cryptography:us-
east-2:111122223333:key/5rplquuwozodpwsp,
keyAttributes=KeyAttributes(
KeyUsage=TR31_B0@_BASE_DERIVATION_KEY,
keyClass=SYMMETRIC_KEY,
keyAlgorithm=AES_128,
keyModesOfUse=KeyModesOfUse(
encrypt=false,
decrypt=false,
wrap=false,
unwrap=false,
generate=false,
sign=false,
verify=false,
deriveKey=true,
noRestrictions=false)
),
keyCheckValue=FE23D3,
keyCheckValueAlgorithm=ANSI_X9_24,
enabled=true,
exportable=true,
keyState=CREATE_COMPLETE,
keyOrigin=AWS_PAYMENT_CRYPTOGRAPHY,
createTimestamp=Sun May 21 18:58:32 UTC 2023,
usageStartTimestamp=Sun May 21 18:58:32 UTC 2023,
usageStopTimestamp=null,
deletePendingTimestamp=null,
deleteTimestamp=null)
),
sourceIPAddress=192.158.1.38,
userIdentity={
UserIdentity: {
arn=arn:aws:sts::111122223333:assumed-role/TestAssumeRole-us-west-2/
ControlPlane-IntegTest-68211a2a-3e9d-42b7-86ac-c682520e0410,
invokedBy=null,
accessKeyId=TESTXECZ5U2ZULLHHMIG,
type=AssumedRole,
sessionContext={
SessionContext: {
sessionIssuer={
SessionIssuer: {arn=arn:aws:iam::111122223333:role/TestAssumeRole-us-
west-2,
type=Role,
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accountId=111122223333,
userName=TestAssumeRole-us-west-2,
principalId=TESTXECZ5U9M4LGF2N6Y5}
.
attributes={
SessionContextAttributes: {
creationDate=Sun May 21 18:58:31 UTC 2023,
mfaAuthenticated=false
}
.
webIdFederationData=null
}
},

username=null,
principalId=TESTXECZ5USM4LGF2N6Y5:ControlPlane-User,
accountId=111122223333,
identityProvider=null

}

1,
eventTime=Sun May 21 18:58:32 UTC 2023,

managementEvent=true,
recipientAccountId=111122223333,
awsRegion=us-west-2,
requestID=151cdd67-4321-1234-9999-dcel@d45c92e,
eventVersion=1.08, eventType=AwsApiCall,
readOnly=false,
eventID=c69e3101-eac2-1b4d-b942-019919ad2faf,
eventSource=payment-cryptography.amazonaws.com,
eventCategory=Management,

additionalEventData={

TR RBIERT —4 CloudTrail BESRE , ZREBERT XFZXEHHAEF AWS Z{FMN%,

"eventVersion": "1.11",
"userIdentity": {
"accountId": "111122223333",
"invokedBy": "payment-cryptography.amazonaws.com"

}I
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"eventTime": "2025-08-15T17:50:417",

"eventSource": "payment-cryptography.amazonaws.com",
"eventName": "SynchronizeMultiRegionKey",

"awsRegion": "us-east-1",

"sourceIPAddress": "payment-cryptography.amazonaws.com",
"userAgent": "payment-cryptography.amazonaws.com",

"requestParameters": null,
"responseElements": null,
"eventID": "55c@fcbc-5b2e-4bd2-a976-99305bebebfc",
"readOnly": false,
"eventType": "AwsServiceEvent",
"managementEvent": true,
"recipientAccountId": "111122223333",
"serviceEventDetails": {
"keyArn": "arn:aws:payment-cryptography:us-east-1:111122223333:key/key-id",
"replicationRegion": "us-east-2"
},

"eventCategory": "Management"

TH AWS XA R HIEFE B SR E

ALLERBEERELEEYN , HESEHFEAEERL , BEEEESEZ, £TF P AWS ayment
Cryptography ZiEFHERENE LM AN R L EGHEY , BN EEZREHE “ BRBKE
BRE T HE, XRTAEREN , EELLBRKELINE A EHREF,

LTRRBIERTER “ AWS TR INZ” EncryptData ##4EH CloudTrail BE% B,

"Records": [
{
"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "TESTXECZ5U2ZULLHHMIG:DataPlane-User",
"arn:aws:sts::111122223333:assumed-role/Admin/DataPlane-

"arn":
Usex",

"accountId": "111122223333",

"accessKeyId": "TESTXECZ5U2ZULLHHMIG",

"userName": "",

"sessionContext": {

"sessionIssuer": {
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"type": "Role",
"principalld": "TESTXECZ5U9M4LGF2N6Y5",
"arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
"userName": "Admin"
I
"attributes": {
"creationDate": "2024-07-09T14:23:05Z",
"mfaAuthenticated": "false"

}
}
I
"eventTime": "2024-07-09T14:24:027",
"eventSource": "payment-cryptography.amazonaws.com",
"eventName": "GenerateCardValidationData",
"awsRegion": "us-east-2",

"sourceIPAddress": "192.158.1.38",

"userAgent": "aws-cli/2.17.6 md/awscrt#0.20.11 ua/2.0 os/macos#23.4.0

md/arch#x86_64 lang/python#3.11.8 md/pyimpl#CPython cfg/retry-mode#standard md/
installer#exe md/prompt#off md/command#payment-cryptography-data.generate-card-
validation-data",

"requestParameters": {

"key_identifier": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/5rplquuwozodpwsp",
"primary_account_number": "*** Sensitive Data Redacted ***",

"generation_attributes": {
"CardVerificationValue2": {
"card_expiry_date": "*** Sensitive Data Redacted ***"

},
"responseElements": null,
"requestID": "f2a99da8-91e2-47a9-b9d2-1706e733991e",
"eventID": "e4eb3785-ac6a-4589-97al-babdd3d4dd9os”,
"readOnly": true,
"resources": [
{
"accountId": "111122223333",
"type": "AWS::PaymentCryptography::Key",
"ARN": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/5rplquuwozodpwsp"
}

1,
"eventType": "AwsApiCall",
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"managementEvent": false,

"recipientAccountId": "111122223333",

"eventCategory": "Data",

"tlsDetails": {
"tlsVersion": "TLSv1.3",
"cipherSuite": "TLS_AES_128_GCM_SHA256",
"clientProvidedHostHeader": "dataplane.payment-cryptography.us-

east-2.amazonaws.com"

}
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ERIRZFAM HSM BB EE B AWS BiEEZEKR A

BHE PCIPIN Z2MMER |, SlEFELS HSM A FENEFBERHEFIISHIR, £F HSM &
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- BHEIEHAAET HREHRES , HLHET HFEHAEKE,
- HSM ENE 4038 AR 55 I BR o
o ENEEHT , THABMBR,
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« IEBHEME PCIPIN i A2 EREVEBMEAMN (CA) & , BEA TR AES 256 (I HARE
MNMEEMBZ A RERN

o DHERNHZLEANIRBIFZLAF 5 ANSI X9 TR-34 1 PCI PIN K& A1 —3k , 185EH T{&P AES
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