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Amazon MWAA =& Apache Airflow WHEERRS , IUAREZF AR RENSITHRIEE
B, Apache Airflow 2—fHFRITE , AT 62, ZHEMENITERE,

& Bh Amazon MWAA , &AL {#E A Apache Airflow #1 Python RBIZ THRRE K MAESTEEMIZKE
DSEMay BY, TAMMEZLMY. Amazon MWAA 2B ZIT RIUHFEREN TEREER, ©5 AWS
ZEREER , THRIE, RLtbiGREHHE,
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Ih8E

- 31
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. RFHIRAE

- BETRMMA 2

IhiE
BEEFLTINEE , T## Amazon MWAA 1A & {L %2 #Y Apache Airflow TEREHNEE,

- B3 Airflow i2& — 812 Amazon MWAA IRERY |, B 1EF Apache Airflow kg 2R RARIR R E
Apache Airflow, Amazon MWAA £ 5 EBM L EH Apache Airflow AP REMFFRABRE
1’ & Apache Airflow,

- BEYT B — B RBRIMBRARE , BT B Apache Airflow THELRE ( BTESHITER
B ). Amazon MWAA IR THELE  HERHEI T BEHERNIHELEBUERESE
R, BERREEBENNRRKITELER.
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- NERFMBHEER — FRARERILEILRIER B Apache Airflow Web RS 88. NBEME TR
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Airflow FB PP 8915 B X PR &R BR 48 AWS Identity and Access Management 1 (IAM) #1 SSO HE X K 1H
Al $R IR BE B TR, AWS

- E{LHHALRF*NT — Amazon MWAA & EH R FTMRAHY Apache Airflow, Amazon MWAA EiBA
T E RS X L fR A Y BR 15

- TEREBKE — EFEHME=FTERAHREILS#HFE Apache Airflow HZEF Apache Airflow 1§
¥r , B A CloudWatch iR %I Apache Airflow {EFEER 5 TERTESE 1R Amazon MWAA £ BZA K
BB (WMREB A ) Apache Airflow BE. CloudWatch
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Amazon Redshi AWS Glue ft, I 5# SQS, L 5# SNS, AWS Lambdall Bi# Al #I Si# S3
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FH Amazon ECS WA REF W, X#1E Amazon ECS AR LIAAESHNZER , UNRTE
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NAEPEENMELAH (WM TERMR ) EENKFFERAEAD Amazon MWAA BRiE, Apache
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Fr R EIRABIEE 1AM RRE,

® Note

Lt L # CloudFormation #4% 73 CloudFormation A o] FI Y Bx #T iR A% Apache Airflow £ %
T Amazon MWAA 135, T ABISETARZA=Z Apache Airflow v3.0.6,
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+ Amazon S3 ., BICHEIE®HE dags XHXKE Amazon S3 E#EE. MHHEENTER A FEM#ER
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AWS RF#HITRE, EXEATHHNIR , BFEUATHERATERHE .
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https://docs.aws.amazon.com/cli/latest/userguide/install-cliv2.html
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EnvironmentName:

Description: An environment name that is prefixed to resource names

Type: String
Default: MWAAEnvironment

VpcCIDR:
Description: The IP range (CIDR
Type: String
Default: 10.192.0.0/16

PublicSubnetl1CIDR:
Description: The IP range (CIDR
Availability Zone
Type: String
Default: 10.192.10.0/24

PublicSubnet2CIDR:
Description: The IP range (CIDR
Availability Zone
Type: String
Default: 10.192.11.0/24

PrivateSubnetl1CIDR:
Description: The IP range (CIDR
Availability Zone
Type: String
Default: 10.192.20.0/24
PrivateSubnet2CIDR:
Description: The IP range (CIDR
Availability Zone
Type: String
Default: 10.192.21.0/24
MaxWorkerNodes:
Description: The maximum number
Type: Number
Default: 2
DagProcessinglogs:

notation) for this VPC

notation) for the public subnet in the first

notation) for the public subnet in the second

notation) for the private subnet in the first

notation) for the private subnet in the second

of workers that can run in the environment

Description: Log level for DagProcessing

Type: String
Default: INFO
SchedulerlLogsLevel:

Description: Log level for SchedulerlLogs

Type: String

£ 1 : % CloudFormation #&#R{R1F 275
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Default: INFO
TaskLogslLevel:
Description: Log level for TaskLogs
Type: String
Default: INFO
WorkerLogsLevel:
Description: Log level for WorkerlLogs
Type: String
Default: INFO
WebserverLogslLevel:
Description: Log level for WebserverlLogs
Type: String
Default: INFO

Resources:

HAHBHHBEHHAHBRHBHHAHBEHHAH BB HBEHHAHBR R HBRH R HBH BB HBH BB HBR R HBRH R BB H R R HBH R HBHHRH R HBHHRH RS
# CREATE VPC

HAHBHHEHHAH BB HBH B HEHHAH AR HEH B H AR HBH AR HEHHRH RS HBEH B HER R H RS HEH B H AR HAH B HEHHRH RS HEHHRH RS A

VPC:
Type: AWS::EC2::VPC
Properties:
CidrBlock: !Ref VpcCIDR
EnableDnsSupport: true
EnableDnsHostnames: true
Tags:
- Key: Name
Value: MWAAEnvironment

InternetGateway:
Type: AWS::EC2::InternetGateway
Properties:
Tags:
- Key: Name
Value: MWAAEnvironment

InternetGatewayAttachment:
Type: AWS::EC2::VPCGatewayAttachment
Properties:
InternetGatewayId: !Ref InternetGateway
VpcId: !Ref VPC

£ 1 : % CloudFormation #&#R{R1F 275 7
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PublicSubnetl:
Type: AWS::EC2::Subnet
Properties:
VpcId: !Ref VPC
AvailabilityZone: !Select [ 0, !GetAZs '' ]
CidrBlock: !'Ref PublicSubnetlCIDR
MapPublicIpOnLaunch: true
Tags:
- Key: Name
Value: !Sub ${EnvironmentName} Public Subnet (AZ1)

PublicSubnet2:
Type: AWS::EC2::Subnet
Properties:
VpcId: !Ref VPC
AvailabilityZone: !Select [ 1, !GetAZs '' ]

CidrBlock: !'Ref PublicSubnet2CIDR
MapPublicIpOnLaunch: true
Tags:
- Key: Name
Value: !Sub ${EnvironmentName} Public Subnet (AZ2)

PrivateSubnetl:
Type: AWS::EC2::Subnet
Properties:
VpcId: !Ref VPC
AvailabilityZone: !Select [ 0, !GetAZs '' ]

CidrBlock: !Ref PrivateSubnetlCIDR
MapPublicIpOnLaunch: false
Tags:
- Key: Name
Value: !Sub ${EnvironmentName} Private Subnet (AZ1)

PrivateSubnet2:
Type: AWS::EC2::Subnet
Properties:
VpcId: !Ref VPC
AvailabilityZone: !Select [ 1, !GetAZs '' ]

CidrBlock: !'Ref PrivateSubnet2CIDR
MapPublicIpOnLaunch: false
Tags:
- Key: Name
Value: !Sub ${EnvironmentName} Private Subnet (AZ2)

£ 1 : % CloudFormation #&#R{R1F 275 8
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NatGatewaylEIP:
Type: AWS::EC2::EIP
DependsOn: InternetGatewayAttachment
Properties:
Domain: vpc

NatGateway2EIP:
Type: AWS::EC2::EIP
DependsOn: InternetGatewayAttachment
Properties:
Domain: vpc

NatGatewayl:
Type: AWS::EC2::NatGateway
Properties:
AllocationId: !GetAtt NatGatewaylEIP.AllocationId
SubnetId: !Ref PublicSubnetl

NatGateway2:
Type: AWS::EC2::NatGateway
Properties:
AllocationId: !GetAtt NatGateway2EIP.AllocationId
SubnetId: !Ref PublicSubnet2

PublicRouteTable:
Type: AWS::EC2::RouteTable
Properties:
VpcId: !Ref VPC
Tags:
- Key: Name
Value: !Sub ${EnvironmentName} Public Routes

DefaultPublicRoute:
Type: AWS::EC2::Route
DependsOn: InternetGatewayAttachment
Properties:
RouteTableId: !Ref PublicRouteTable
DestinationCidrBlock: 0.0.0.0/0
GatewayId: !Ref InternetGateway

PublicSubnetlRouteTableAssociation:
Type: AWS::EC2::SubnetRouteTableAssociation
Properties:
RouteTableId: !Ref PublicRouteTable

£ 1 : % CloudFormation #&#R{R1F 275 9
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SubnetId: !Ref PublicSubnetl

PublicSubnet2RouteTableAssociation:
Type: AWS::EC2::SubnetRouteTableAssociation
Properties:
RouteTableId: !Ref PublicRouteTable
SubnetId: !'Ref PublicSubnet2

PrivateRouteTablel:
Type: AWS::EC2::RouteTable
Properties:
VpcId: !Ref VPC
Tags:
- Key: Name
Value: !Sub ${EnvironmentName} Private Routes (AZ1)

DefaultPrivateRoutel:
Type: AWS::EC2::Route
Properties:

RouteTableId: !Ref PrivateRouteTablel
DestinationCidrBlock: 0.0.0.0/0
NatGatewayId: !Ref NatGatewayl

PrivateSubnetlRouteTableAssociation:
Type: AWS::EC2::SubnetRouteTableAssociation
Properties:
RouteTableId: !Ref PrivateRouteTablel
SubnetId: !'Ref PrivateSubnetl

PrivateRouteTable2:
Type: AWS::EC2::RouteTable
Properties:
VpcId: !Ref VPC
Tags:
- Key: Name
Value: !Sub ${EnvironmentName} Private Routes (AZ2)

DefaultPrivateRoute2:
Type: AWS::EC2::Route
Properties:

RouteTableId: !Ref PrivateRouteTable2
DestinationCidrBlock: 0.0.0.0/0
NatGatewayId: !Ref NatGateway2

£ 1 : % CloudFormation #&#R{R1F 275 10
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PrivateSubnet2RouteTableAssociation:
Type: AWS::EC2::SubnetRouteTableAssociation
Properties:
RouteTableId: !Ref PrivateRouteTable2
SubnetId: !Ref PrivateSubnet2

SecurityGroup:
Type: AWS::EC2::SecurityGroup
Properties:
GroupName: "mwaa-security-group"
GroupDescription: "Security group with a self-referencing inbound rule."
VpcId: !Ref VPC

SecurityGroupIngress:
Type: AWS::EC2::SecurityGroupIngress
Properties:
GroupId: !Ref SecurityGroup
IpProtocol: "-1"
SourceSecurityGroupId: !Ref SecurityGroup

EnvironmentBucket:
Type: AWS::S3::Bucket
Properties:
VersioningConfiguration:
Status: Enabled
PublicAccessBlockConfiguration:
BlockPublicAcls: true
BlockPublicPolicy: true
IgnorePublicAcls: true
RestrictPublicBuckets: true

HAHBHHEHHAH AR HBH B HEHHAH AR HEH B H AR HBH AR HEHHRHRBHBEH B H AR HAH R HEH B H AR HBH B H AR B H RS HEHHRH RS
# CREATE MWAA

HEHBHHBEHHAHBRHBHHAHBEHHBH BB HBEHHAHBRHBHBRH R HRBH BB HBHHRHBRHBH BB HBHHRH R R HBEH R HBH R H RS HBHHRH RS

MwaaEnvironment:
Type: AWS::MWAA::Environment
DependsOn: MwaaExecutionPolicy
Properties:
Name: !Sub "${AWS::StackName}-MwaaEnvironment"
SourceBucketArn: !GetAtt EnvironmentBucket.Arn

£ 1 : % CloudFormation #&#R{R1F 275 11
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ExecutionRoleArn: !GetAtt MwaaExecutionRole.Arn
DagS3Path: dags/
NetworkConfiguration:
SecurityGroupIds:
- !GetAtt SecurityGroup.GroupId
SubnetIds:
- IRef PrivateSubnetl
- IRef PrivateSubnet2
WebserverAccessMode: PUBLIC_ONLY
MaxWorkers: !Ref MaxWorkerNodes
LoggingConfiguration:
DagProcessinglogs:
LogLevel: !Ref DagProcessinglLogs
Enabled: true
SchedulerlLogs:
LogLevel: !Ref SchedulerlLogslLevel
Enabled: true
TaskLogs:
LogLevel: !Ref TaskLogsLevel
Enabled: true
WorkerLogs:
LogLevel: !Ref WorkerLogslLevel
Enabled: true
WebserverlLogs:
LogLevel: !Ref WebserverlLogslLevel
Enabled: true

MwaaExecutionRole:
Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:
Version: 2012-10-17&TCX5-2025-waiver;
Statement:
- Effect: Allow
Principal:
Service:
- airflow-env.amazonaws.com
- airflow.amazonaws.com
Action:
- "sts:AssumeRole"
Path: "/service-role/"

MwaaExecutionPolicy:
DependsOn: EnvironmentBucket

£ 1 : % CloudFormation #&#R{R1F 275
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Type: AWS::IAM::ManagedPolicy
Properties:
Roles:
- IRef MwaaExecutionRole
PolicyDocument:
Version: 2012-10-17&TCX5-2025-waiver;
Statement:
- Effect: Allow
Action: airflow:PublishMetrics
Resource:
- !Sub "arn:aws:airflow:${AWS: :Region}:${AWS
${EnvironmentName}"
- Effect: Deny
Action: s3:ListAllMyBuckets
Resource:
- ISub "${EnvironmentBucket.Arn}"
- I1Sub "${EnvironmentBucket.Arn}/*"

- Effect: Allow
Action:
- "s3:GetObject*"
- "s3:GetBucket*"
- "s3:List*"
Resource:
- ISub "${EnvironmentBucket.Arn}"
- ISub "${EnvironmentBucket.Arn}/*"
- Effect: Allow
Action:
- logs:DescribelogGroups
Resource: "*"

- Effect: Allow
Action:
- logs:CreatelLogStream
- logs:CreatelLogGroup
- logs:PutLogEvents
- logs:GetLogEvents
- logs:GetLogRecord
- logs:GetLogGroupFields
- logs:GetQueryResults
- logs:DescribelogGroups
Resource:

::AccountId}:environment/

- !Sub "arn:aws:logs:${AWS::Region}:${AWS: :AccountId}:log-

group:airflow-${AWS: :StackName}*"
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- Effect: Allow
Action: cloudwatch:PutMetricData
Resource: "*"

- Effect: Allow
Action:

sgs:ChangeMessageVisibility
sqgs:DeleteMessage
sqgs:GetQueueAttributes
sqs:GetQueuelrl
sqs:ReceiveMessage
sqgs:SendMessage

Resource:

1Sub "arn:aws:sqs:${AWS: :Region}:*:airflow-celery-*"

- Effect: Allow
Action:

kms:Decrypt

kms :DescribeKey
"kms:GenerateDataKey*"
kms:Encrypt

NotResource: !Sub "arn:aws:kms:*:${AWS: :AccountId}:key/*"
Condition:
StringlLike:

Outputs:
VPC:

Description:

Value: !Ref

PublicSubnets:
Description:

"kms:ViaService":
- !Sub "sqgs.${AWS::Region}.amazonaws.com"

A reference to the created VPC
VPC

A list of the public subnets

Value: !Join [ ",", [ !'Ref PublicSubnetl, !Ref PublicSubnet2 ]]

PrivateSubnets:

Description:

A list of the private subnets

Value: !Join [ ",", [ !'Ref PrivateSubnetl, !Ref PrivateSubnet2 ]]

PublicSubnetl:
Description:

Value: !Ref

PublicSubnet2:
Description:

Value: !Ref

A reference to the public subnet in the 1st Availability Zone
PublicSubnetl

A reference to the public subnet in the 2nd Availability Zone
PublicSubnet2
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PrivateSubnetl:
Description: A reference to the private subnet in the 1st Availability Zone
Value: !Ref PrivateSubnetl

PrivateSubnet2:
Description: A reference to the private subnet in the 2nd Availability Zone
Value: !Ref PrivateSubnet2
SecurityGroupIngress:
Description: Security group with self-referencing inbound rule
Value: !Ref SecurityGroupIngress
MwaaApacheAirflowUI:

Description: MWAA Environment
Value: !Sub "https://${MwaaEnvironment.WebserverUrl}"

S 2 FH AWS CLI B2 HE%

1. ESHPRTET , SME1FMH mwaa-public-network.yml 89 B %, #l0 :

cd mwaaproject

2. %A aws cloudformation create-stack fp &S RER AWS CLI tlEHik,

aws cloudformation create-stack --stack-name mwaa-environment-public-network --
template-body file://mwaa-public-network.yml --capabilities CAPABILITY_IAM

® Note
f12 Amazon VPC E#tii% . Amazon S3 F&EH Amazon MWAA FREEE 30 249
&,

H 3 : [ DAG L4£Z| Amazon S3 H#71E Apache Airflow Ul iz 1T

1. EFIXEH&F Apache Airflow fRAHY tutorial.py XHASB , REELXHIBER
tutorial.py.

SR 2 £ AWS CLI I E2H#ik 15


https://docs.aws.amazon.com/cli/latest/reference/cloudformation/create-stack.html
https://airflow.apache.org/docs/apache-airflow/2.2.2/tutorial.html
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2. EWTRRAT , SMEIEMH tutorial.py BB F. i :

cd mwaaproject

3. BUTFRBIFIHFIA Amazon S3 7,

aws s3 1s

4. ERLT @S5 H Amazon S3 R E SRR XA XHR,

aws s3 1s s3://YOUR_S3_BUCKET_NAME

5. FRALUTHIZAR tutorial.py X# L& % dags XK, Bt amzn-s3-demo-bucket HHY
BEARME,

aws s3 cp tutorial.py s3://amzn-s3-demo-bucket/dags/

6. 7£ Amazon MWAA #Z#|& EITFIRE N E,

7. IEEIRIR

8. IEIRITIF Airflow Ul,

9. 7 Apache Airflow Ul £ , AT DAG %R iEZFEHTE DAG,

10. 7£ DAG #4EETNHE L , 1% DAG EMZ AN EF/BUHE 15 DAG FXUBUEE & DAG.
11. EFEAER DAG,

£, 4 : £ CloudWatch Logs 158 H&

& A LATE CloudWatch #2241 & F15 8] Apache Airflow Bi& , T f## CloudFormation 4% /5 AW FRE
Apache Airflow B&, T—TF B a{a 51 Airflow Web BR$585 B AL A E,

1. £ Amazon MWAA & & L3R E T H

2. EFIFE,

3. TEISEBEK %R Airflow Web RSE8 HEA,

4

EBEFHiERE webserver_console_ip B,

$I® 4 : 1 CloudWatch Logs Hi5[E B & 16


https://console.aws.amazon.com/mwaa/home#/environments
https://console.aws.amazon.com/mwaa/home#/environments
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o EiFM T UM L& DAG , WAIHEE requirements. txt FHY Python KBTI plugins.zip
R EENES |, 25 £ Amazon MWAA EfE A DAG,

s ZRMATHBNHENFAREMENRESE |, HZH Amazon MWAA £/ Apache Airflow B4
o AMECIRSEER , ESH K% Amazon MWAA £ H ERFIER.
s BE1T—% DAG REBRH , S E Amazon MWAA KIS =4,
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FF5EH Amazon MWAA

Amazon MWAA 5 Amazon S3 F &+ # Amazon VPC, DAG XA 4REIEBFE, A&
iR 7 FF e HER Amazon MWAA FREM RRFHFATE AWS &R,
£

. EREMH

« RTAHIEE

- FHRANAERTHE

. AR

« 3 Amazon MWAA 612 Amazon S3 F##.

- Bl VPC W%

« B2 Amazon MWAA 35

« BETRMIHL?

TR
F013 Amazon MWAA 545 , RGBSR RN AWS AR

« AWS IKF — B EMA Amazon MWAA BLREREFT A RY AWS BRSS MR IRRY AWS IK /.

RTAIERE

REMMTBLEROIEN AWS EftRENRIR,

+ Amazon VPC — Amazon MWAA IREFTEM Amazon VPC MEH 4, BRI LIEEBEXLE (5
&) EXRWWIMA VPC , W X F7E Amazon MWAA LB HFTR |, AT BABIE VPC MMEHEH |
4l the section called “8# VPC W& HATR,

« Amazon S3 TF1# ¥ — A Tk DAG FXB X ( il plugins.zip M requirements.txt)
B Amazon S3 7M. Amazon S3 FMMAEENEIEFIELATTIER |, HiEAFEBRAE
&)  #0  Amazon MWAA 6|2 Amazon S3 . HAIE L,

« Amazon MWAA 335 — BLiE T Amazon S3 FEMBMLE. DAG RIEBFE B EIEHS Python
RBIMA B R AR Amazon VPC R EZ 24 | 1 68]2 Amazon MWAA K5 FRPTE Yo
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FIREI R T

E0Z Amazon MWAA 385 | S8 AT BATE QI EME 2 B RIS BRR QI 2 MEC B H Atk AWS R IRo

BB  LFEERUTRNE

« AWS KMS #4i — ATHERERHJITHRIBNZN AWS KMS F47, BT LATE Amazon MWAA 2l
B LIERBRIAETUAERI BB AR AWS BEEZY , t AL UEENENBRESRENER |, &%
AERFRIGRENIREAMANEM AWS RSHNR (E% ). ETHREZEE , BZH £AH
EFRENZRAHTINE,

. MITAE® — A Amazon MWAA HRIFREARH AWS BRIRHNITAE®, RIBIRER | &0 E
Amazon MWAA #£#] 8 LR ERINETRABIITAR, ETHREZEER | 55 Amazon MWAA
hITAE,

« VPC Z4£ 4 — AiF Amazon MWAA 518 VPC WM& E M AWS &R, B0 LU0 B IRER &R
Amazon MWAA 4|5 ENERIVETREIBZZ A | IENLTARBHMHOABRMBEHAN (5
B), BETHEZEER | 25 Amazon MWAA £ VPC &4,

AKX

Amazon MWAA FELLF AWS X5 AT, BTHRAXSMNE (FIHRNERAIERANXE ) NE
ZER , FSH AWS X,

KRB B

us-east-1 EERI (HFFRLMILE )
us-east-2 ZXERIP (FE3BEM )
us-west-1 XER/I ( MFERILILE )
us-west-2 XEAE (HBRM )
af-south-1 FEM (FFER)

ap-east-1 TA#BX (&FE)
ap-south-2 A X (BEHEB)
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(R
ap-southeast-3
ap-southeast-5
ap-southeast-4
ap-south-1
ap-northeast-3
ap-northeast-2
ap-southeast-1
ap-southeast-2
ap-northeast-1
ca-central-1
ca-west-1
eu-central-1
eu-west-1
eu-west-2
eu-south-1
eu-west-3
eu-south-2
eu-north-1
eu-central-2

il-central-1

B
AR ( HE3E )
TAK (DR )
TAHK (BRE )
TAMK (EK )
AR (ABR )
TABK (ER )

T AR (3% )
TAK (ERE )
TAHR (R )
&R (B )
AT (ERME )
MK (E2HE )
MR (BRE )
MK (%)
MR (K22 )
MK (ER)

B X ( FHEST )
BN X (SR RE )
M ( FRER )
B3] (X )

AR X
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(R =1

me-south-1 FR (BH)
me-central-1 R ( FERE )
sa-east-1 EEM (ERF)

A Amazon MWAA 1% Amazon S3 Z& .

BRI A T 812 Amazon S3 & LATEM Apache Airflow EE[E TR E DAGs (). X BE X IE
HLAKplugins. zipX#HHH Python IkBIIAY S B, requirements.txt

B %

- FTHABIRER T
- BIEEER.

- BRTRMAL?

FIaaIHY ER TE

- ]2 Amazon S3 FEEfE , BLEE N FHEEEN. BXEZEE , 52 (Amazon Simple
Storage Service AAF{EM) PWEFMEBm AN,

- EEAEHEBRAZEHNERT , 2P0 A F Amazon MWAA IR/ Amazon S3 Z @ELE N
IFFRE A HIER,

- ATILE# MWAA IRER Amazon S3 SIS Si# MWAA IREMN TR — AWS XiF {7
B, EHFRTDE MWAA AWS X 1951k , B2 FPHNIL L EH MWAA LigT S MEEH. AWS —
sE

R EFER
AT NBRNIFERZE Amazon S3 FEENS R,
BB 7N

1. BF AWS EEEF|A HITFH Amazon S3 #H| A , Wik Hhttps://console.aws.amazon.com/s3/o
2. EFOIEM.
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RAriEmE

3.

© N o o

9.

£ Bucket name ( &™) F , AR S DNS tRENEE .

BEMBIAEATER :

 1EFfE Amazon S3 22—,

- KEMXANT 3 F 63 NFEHZIEL
- TEEKREFH.

- LUNEFRFHHFEF XL

/A Important

BREEFHBEMPISHERER , UKkS, FEBENEEQFHEAPIHONRHOVLES
A A, URLs

AWS XiF EXIBRIERE -1, XMSAMEEH Amazon MWAA K8 AWS X5 #8[E,

FRFE-NFROLENXE , IFTRAEE R DIERM KA HREAER,

BHERFRLEFRBEQBHFS

EFERRAESREREE A,

Ak - R, ERSHRMBERSXLURS] Amazon S3 F##8. 0 Bucket : Stagings
AiE-RE BN, B LUERTE Amazon S3 F#E LB AU T MBETZ —,

a.

b.

TEBR S5 BRim N2 P ¥ Amazon S3 B4R ( SSE-S3 ) UG AR BN RS |/imINE,

1EEAWS Key Management Service #47 (SSE-KMS) SAERA % AWS KMS £AXY £ #Y
Amazon S3 TFEEHITINE :

i.  AWS EEF (aws/s3)-IRBIEZRILIETT , WA SAEEA B Amazon MWAA EERAWS

BAZRH  UUEEES EENBHARMBEN Amazon MWAA THR,

i, SRR R A AWS KMS B AWS KMS 48 ARN- 21 R 4% B2 1 S Wb iE R 2 2

EENZHA , NSAHIEEE AWS KMS Z4A ID 5 ARN., AWS KMS A@@ mazon MWAA

TZHHNBMNZXEER BIEEN AWS KMS ZE47E X4 A T EHEH Amazon MWAA

HERHEITINE

Ak - SRIRE., MREFH Amazon S3 WRBUE :

a.

EESHRE. B

BIEFER.
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/A Important
BFERANKUEFKAATHELEERBTIONR,. ETHRESEER , 55
% _{Amazon Simple Storage Service AAF#E/) FHIERA Amazon S3 X K41 E K i
EX R,

b. EEHEIA,
10. &F QIR .

BETRMEAAL?

s ETHRINMAKIECNETEMN Amazon VPC M |, 55 0l VPC WK,
s ETHENMMEBRHRINE , TSR NAEE ACL FEENR ?
o« BETHENMMBRIZMEEE , BSEMAIMBER S3 F45HE 2 .

B VPC M

Amazon MWAA Z&E Amazon VPC B EMNME A G RIZIFUIE, KIEREMNE TN Amazon MWAA
IR 6|3 Amazon VPC MEMRREIE,

® Note
Apache Airflow ZE{RIE R MEZ IR EH R R KT, MREEANRTRER A HEMXE R A
BERIA Amazon VPC , BRITEWE N Amazon SQS, CloudWatch, Amazon S3 1 AWS
KMS 30 AWS PrivateLink i 5. B3 Amazon MWAA EZ& AWS PrivateLink I E 215
B, BZHNESEERMIARNEN Amazon VPC R,

Bx
- EREH
- FRBINERTHE
« 812 Amazon VPC P& HY LT
« BT — : £ Amazon MWAA 2§ & £ VPC M4

« I : IR G R EBMAY Amazon VPC M4
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« BEI= : SIETAIA B EEMA Amazon VPC M4
o ETRMHAL?

FRF M

AWS Command Line Interface (AWS CLI) 2 —fFREITE , B LAREGTIT Shell FEAGTTE
AWS RESHITRE, BEXRATHNSER , BEEUTHZATES

« AWS CLI - ZEIRA 2,
« AWS CLI -/ aws configure #{THREEE.

FIRaiH ER T/E

- INRRIBREBTEEINMREEN VPC M4,

« A LA Amazon VPC Hl Apache Airflow Web RS ERAAER A HEHR, BiFRETSIE | iF
25 the section called “Amazon VPC 1 Apache Airflow 17 8 #& =X B 7= 451 B 517

#Z Amazon VPC W £& /Y 1%EIN
T—FNABTHAFRFERE Amazon VPC P& LI,

(® Note

Amazon MWAA A FEXEREP ( FHFEBLMILER ) XigHEA usel-az3 ATAKX

(AZ) ., EXERI (FEFRILMILE ) XKiFH6IZEA T Amazon MWAA B9 VPC Bt , 24T
CloudFormation ( CFN ) ik EX5# AvailabilityZone, 7 EH A AX BT SHE
Fl usel-az3, BHUUBEETUATHSREEZTAREMEENNTARX ID HFMARET

aws ec2 describe-availability-zones --region us-east-1

I — : £ Amazon MWAA 414 E 62 VPC W

T — 882 1% B8 204 1E Amazon MWAA 1241 & E 62 VPC W&k, &R B BB M #1721
H., EARTEARLAEMBZRLEMEHRIEIA Apache Airflow Web ARS5 25,
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TERERTHE Amazon MWAA 12414 £ WRE 7] L3k 2 6172 MWAA VPC %41,

R = QBB R BEEMEY Amazon VPC W4

LA CloudFormation ##x7E2AIA AWS XiZ 6122 7] 58 BB M A Amazon VPC W&, IthikInfE A
B EBRMEFTAREE, WERTHTEELRERNERLEMEHRIERA Apache Airflow Web Bk

Samo

1. EFILUTERNWABRHFEAERN cfn-vpc-public-private.yaml REERM A, Bt Al LUE
AT i8R,

Description: This template deploys a VPC, with a pair of public and private
subnets spread
across two Availability Zones. It deploys an internet gateway, with a default
route on the public subnets. It deploys a pair of NAT gateways (one in each AZ),
and default routes for them in the private subnets.

Parameters:
EnvironmentName:
Description: An environment name that is prefixed to resource names
Type: String
Default: mwaa-

VpcCIDR:
Description: Please enter the IP range (CIDR notation) for this VPC
Type: String
Default: 10.192.0.0/16

PublicSubnet1CIDR:
Description: Please enter the IP range (CIDR notation) for the public subnet in
the first Availability Zone
Type: String
Default: 10.192.10.0/24

PublicSubnet2CIDR:
Description: Please enter the IP range (CIDR notation) for the public subnet in
the second Availability Zone
Type: String
Default: 10.192.11.0/24

PrivateSubnetl1CIDR:
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Description: Please enter the IP range (CIDR notation) for the private subnet
in the first Availability Zone

Type: String

Default: 10.192.20.0/24

PrivateSubnet2CIDR:
Description: Please enter the IP range (CIDR notation) for the private subnet
in the second Availability Zone
Type: String
Default: 10.192.21.0/24

Resources:
VPC:

Type: AWS::EC2::VPC

Properties:
CidrBlock: !Ref VpcCIDR
EnableDnsSupport: true
EnableDnsHostnames: true
Tags:

- Key: Name
Value: !Ref EnvironmentName

InternetGateway:
Type: AWS::EC2::InternetGateway
Properties:
Tags:
- Key: Name
Value: !Ref EnvironmentName

InternetGatewayAttachment:
Type: AWS::EC2::VPCGatewayAttachment
Properties:
InternetGatewayId: !Ref InternetGateway
VpcId: !Ref VPC

PublicSubnetl:

Type: AWS::EC2::Subnet

Properties:
VpcId: !Ref VPC
AvailabilityZone: !Select [ 0, !GetAZs '' ]
CidrBlock: !Ref PublicSubnetlCIDR
MapPublicIpOnLaunch: true
Tags:

- Key: Name
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Amazon Managed Workflows for Apache Airflow ArfEm

Value: !Sub ${EnvironmentName} Public Subnet (AZ1)

PublicSubnet2:
Type: AWS::EC2::Subnet
Properties:
VpcId: !Ref VPC
AvailabilityZone: !Select [ 1, !GetAZs '' ]

CidrBlock: !'Ref PublicSubnet2CIDR
MapPublicIpOnLaunch: true
Tags:
- Key: Name
Value: !Sub ${EnvironmentName} Public Subnet (AZ2)

PrivateSubnetl:
Type: AWS::EC2::Subnet
Properties:
VpcId: !Ref VPC
AvailabilityZone: !Select [ 0, !GetAZs '' ]

CidrBlock: !'Ref PrivateSubnetlCIDR
MapPublicIpOnLaunch: false
Tags:
- Key: Name
Value: !Sub ${EnvironmentName} Private Subnet (AZ1l)

PrivateSubnet2:
Type: AWS::EC2::Subnet
Properties:
VpcId: !Ref VPC
AvailabilityZone: !Select [ 1, !GetAZs '' ]

CidrBlock: !Ref PrivateSubnet2CIDR
MapPublicIpOnLaunch: false
Tags:
- Key: Name
Value: !Sub ${EnvironmentName} Private Subnet (AZ2)

NatGatewaylEIP:
Type: AWS::EC2::EIP
DependsOn: InternetGatewayAttachment
Properties:
Domain: vpc

NatGateway2EIP:
Type: AWS::EC2::EIP
DependsOn: InternetGatewayAttachment
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Properties:
Domain: vpc

NatGatewayl:
Type: AWS::EC2::NatGateway
Properties:
AllocationId: !GetAtt NatGatewaylEIP.AllocationId
SubnetId: !Ref PublicSubnetl

NatGateway2:
Type: AWS::EC2::NatGateway
Properties:
AllocationId: !GetAtt NatGateway2EIP.AllocationId
SubnetId: !Ref PublicSubnet2

PublicRouteTable:
Type: AWS::EC2::RouteTable
Properties:
VpcId: !Ref VPC
Tags:
- Key: Name
Value: !Sub ${EnvironmentName} Public Routes

DefaultPublicRoute:
Type: AWS::EC2::Route
DependsOn: InternetGatewayAttachment
Properties:
RouteTableId: !Ref PublicRouteTable
DestinationCidrBlock: 0.0.0.0/0
GatewayId: !Ref InternetGateway

PublicSubnetlRouteTableAssociation:
Type: AWS::EC2::SubnetRouteTableAssociation
Properties:
RouteTableId: !Ref PublicRouteTable
SubnetId: !Ref PublicSubnetl

PublicSubnet2RouteTableAssociation:
Type: AWS::EC2::SubnetRouteTableAssociation
Properties:
RouteTableId: !Ref PublicRouteTable
SubnetId: !'Ref PublicSubnet2
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PrivateRouteTablel:
Type: AWS::EC2::RouteTable
Properties:
VpcId: !Ref VPC
Tags:
- Key: Name
Value: !Sub ${EnvironmentName} Private Routes (AZ1l)

DefaultPrivateRoutel:
Type: AWS::EC2::Route
Properties:

RouteTableId: !Ref PrivateRouteTablel
DestinationCidrBlock: 0.0.0.0/0
NatGatewayId: !Ref NatGatewayl

PrivateSubnetlRouteTableAssociation:
Type: AWS::EC2::SubnetRouteTableAssociation
Properties:
RouteTableId: !Ref PrivateRouteTablel
SubnetId: !Ref PrivateSubnetl

PrivateRouteTable2:
Type: AWS::EC2::RouteTable
Properties:
VpcId: !Ref VPC
Tags:
- Key: Name
Value: !Sub ${EnvironmentName} Private Routes (AZ2)

DefaultPrivateRoute?2:
Type: AWS::EC2::Route
Properties:

RouteTableId: !Ref PrivateRouteTable2
DestinationCidrBlock: 0.0.0.0/0
NatGatewayId: !Ref NatGateway2

PrivateSubnet2RouteTableAssociation:
Type: AWS::EC2::SubnetRouteTableAssociation
Properties:
RouteTableId: !Ref PrivateRouteTable2
SubnetId: !'Ref PrivateSubnet2

SecurityGroup:
Type: AWS::EC2::SecurityGroup
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Properties:
GroupName: "mwaa-security-group"
GroupDescription: "Security group with a self-referencing inbound rule."
VpcId: !Ref VPC

SecurityGroupIngress:
Type: AWS::EC2::SecurityGroupIngress
Properties:
GroupId: !Ref SecurityGroup
IpProtocol: "-1"
SourceSecurityGroupId: !Ref SecurityGroup

Outputs:
VPC:
Description: A reference to the created VPC
Value: !Ref VPC

PublicSubnets:
Description: A list of the public subnets
Value: !Join [ ",", [ !'Ref PublicSubnetl, !Ref PublicSubnet2 ]]

PrivateSubnets:
Description: A list of the private subnets
Value: !Join [ ",", [ !'Ref PrivateSubnetl, !Ref PrivateSubnet2 ]]

PublicSubnetl:
Description: A reference to the public subnet in the 1st Availability Zone
Value: !Ref PublicSubnetl

PublicSubnet2:
Description: A reference to the public subnet in the 2nd Availability Zone
Value: !Ref PublicSubnet2

PrivateSubnetl:
Description: A reference to the private subnet in the 1st Availability Zone
Value: !Ref PrivateSubnetl

PrivateSubnet2:
Description: A reference to the private subnet in the 2nd Availability Zone
Value: !Ref PrivateSubnet2

SecurityGroupIngress:
Description: Security group with self-referencing inbound rule
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Value: !Ref SecurityGroupIngress
2. EGMTRERRAT , SMEIE® cfn-vpc-public-private.yaml B F. #i0 :
cd mwaaproject

3. #HA aws cloudformation create-stack apHREEA AWS CLI Bk,

aws cloudformation create-stack --stack-name mwaa-environment --template-body
file://cfn-vpc-public-private.yaml

(® Note
€12 Amazon VPC EiZEEE KL 30 14,

EI= : BB EBMAY Amazon VPC M4
BT CloudFormation AR EERIA AWS Xig A2 a5 R BB MY Amazon VPC M4,

Wk ER oA G R BB FAERAH. WERTATFNERENEZHRIERXA Apache Airflow Web
RS2, TRAMEFEAN AWS RS RIZEFEM VPC i a.

1. S TERGABHIGEAER cfn-vpc-private.yaml RIEEARMS, B R TS
1o

AWSTemplateFormatVersion: "2010-09-09"

Parameters:
VpcCIDR:
Description: The IP range (CIDR notation) for this VPC
Type: String
Default: 10.192.0.0/16

PrivateSubnetl1CIDR:

Description: The IP range (CIDR notation) for the private subnet in the first
Availability Zone

Type: String

Default: 10.192.10.0/24

PrivateSubnet2CIDR:
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Description: The IP range (CIDR notation) for the private subnet in the second

Availability Zone
Type: String
Default: 10.192.11.0/24

Resources:
VPC:

Type: AWS::EC2::VPC

Properties:
CidrBlock: !Ref VpcCIDR
EnableDnsSupport: true
EnableDnsHostnames: true
Tags:

- Key: Name
Value: !Ref AWS::StackName

RouteTable:
Type: AWS::EC2::RouteTable
Properties:
VpcId: !Ref VPC
Tags:
- Key: Name

Value: !Sub "${AWS::StackName}-route-table"

PrivateSubnetl:
Type: AWS::EC2::Subnet
Properties:
VpcId: !Ref VPC
AvailabilityZone: !Select [ 0, !GetAZs '' ]

CidrBlock: !Ref PrivateSubnetlCIDR
MapPublicIpOnLaunch: false
Tags:

- Key: Name

Value: !Sub "${AWS::StackName} Private Subnet (AZ1)"

PrivateSubnet2:
Type: AWS::EC2::Subnet
Properties:
VpcId: !Ref VPC
AvailabilityZone: !Select [ 1, !GetAZs '' ]

CidrBlock: !'Ref PrivateSubnet2CIDR
MapPublicIpOnLaunch: false
Tags:

- Key: Name

12 Amazon VPC M £&HY%EI
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Value: !Sub "${AWS::StackName} Private Subnet (AZ2)"

PrivateSubnetlRouteTableAssociation:

Type: AWS::EC2::SubnetRouteTableAssociation

Properties:
RouteTableId: !Ref RouteTable
SubnetId: !Ref PrivateSubnetl

PrivateSubnet2RouteTableAssociation:

Type: AWS::EC2::SubnetRouteTableAssociation

Properties:
RouteTableId: !Ref RouteTable
SubnetId: !Ref PrivateSubnet2

S3VpcEndoint:

Type: AWS::EC2::VPCEndpoint

Properties:
ServiceName: !Sub "com.amazonaws.${AWS
VpcEndpointType: Gateway
VpcId: !Ref VPC
RouteTablelds:

- !Ref RouteTable

SecurityGroup:
Type: AWS::EC2::SecurityGroup
Properties:
VpcId: !Ref VPC

: :Region}.s3"

GroupDescription: Security Group for Amazon MWAA Environments to access VPC

endpoints

GroupName: !Sub "${AWS::StackName}-mwaa-vpc-endpoints"

SecurityGroupIngress:
Type: AWS::EC2::SecurityGroupIngress
Properties:
GroupId: !Ref SecurityGroup
IpProtocol: "-1"

SourceSecurityGroupId: !Ref SecurityGroup

SqsVpcEndoint:
Type: AWS::EC2::VPCEndpoint
Properties:

ServiceName: !Sub "com.amazonaws.${AWS: :Region}.sqgs"

VpcEndpointType: Interface
VpcId: !Ref VPC

12 Amazon VPC M £&HY%EI
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PrivateDnsEnabled: true
SubnetIds:

- IRef PrivateSubnetl

- IRef PrivateSubnet2
SecurityGroupIds:

- IRef SecurityGroup

CloudWatchLogsVpcEndoint:
Type: AWS::EC2::VPCEndpoint
Properties:

ServiceName: !Sub "com.amazonaws.${AWS::Region}.logs"
VpcEndpointType: Interface
VpcId: !Ref VPC
PrivateDnsEnabled: true
SubnetIds:
- IRef PrivateSubnetl
- IRef PrivateSubnet2
SecurityGroupIds:
- IRef SecurityGroup

CloudWatchMonitoringVpcEndoint:
Type: AWS::EC2::VPCEndpoint
Properties:

ServiceName: !Sub "com.amazonaws.${AWS::Region}.monitoring"
VpcEndpointType: Interface
VpcId: !Ref VPC
PrivateDnsEnabled: true
SubnetIds:
- IRef PrivateSubnetl
- IRef PrivateSubnet2
SecurityGroupIds:
- IRef SecurityGroup

KmsVpcEndoint:
Type: AWS::EC2::VPCEndpoint
Properties:
ServiceName: !Sub "com.amazonaws.${AWS: :Region}.kms"
VpcEndpointType: Interface
VpcId: !Ref VPC
PrivateDnsEnabled: true
SubnetIds:
- IRef PrivateSubnetl
- !Ref PrivateSubnet2
SecurityGroupIds:
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- IRef SecurityGroup

Outputs:
VPC:
Description: A reference to the created VPC
Value: !Ref VPC

MwaaSecurityGroupId:
Description: Associates the Security Group to the environment to allow access
to the VPC endpoints
Value: !Ref SecurityGroup

PrivateSubnets:
Description: A list of the private subnets
Value: !Join [ ",", [ !'Ref PrivateSubnetl, !Ref PrivateSubnet2 ]]

PrivateSubnetl:
Description: A reference to the private subnet in the 1st Availability Zone
Value: !Ref PrivateSubnetl

PrivateSubnet2:

Description: A reference to the private subnet in the 2nd Availability Zone
Value: !Ref PrivateSubnet2

2. EHTERAET , SMEIE® cfn-vpc-private.yml B E F. i :

cd mwaaproject

3. # A aws cloudformation create-stack a3 EH AWS CLI Bl ZEHiR,

aws cloudformation create-stack --stack-name mwaa-private-environment --template-
body file://cfn-vpc-private.yml

(® Note
812 Amazon VPC EMiZEEE KL 30 24,

4. BEBOIE—MNE  UEMNTENFEXLE VPC iR, ETHREZEER | 55 £ Amazon
MWAA EEEX RS 4EE Amazon VPC i 2 B 5 18] o

B2 Amazon VPC M 4 /Y% 1 35
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® Note

IET LAE Amazon MWAA Z2 41 CIDR H#t— S R&EIH G TER, Hlan | e LU R B
SIAHBIEHN, Amazon S3 B4k %Iz Amazon VPC #Y CIDR XRER#IB &,

BETRMAAL?

« ETHENMANE Amazon MWAA K8 | S 8122 Amazon MWAA IRE,

s ETHRUNAEALERBVUEMNTENE Amazon VPC B VPN B3i&E |, F51H #i8 - FHBEFNE
™ £& 15 el # FR AWS Client VPN,

#8172 Amazon MWAA Ifi8

Amazon Managed Workflows for Apache Airflow £ & Apache fHEIHFFIR Apache Airflow A~ 7
|, EEFTIERAWIREFIRE Apache Airflow, ISR EBIE Amazon MWAA INMERH R,
Bx
- FFIRBIMER T
« Apache Airflow HR A%
- FR1 . BEERHAER
- FR2  BESRRE
- $B 3 EEMNCIE

\|

\|

FIaBIHY ER TE

- MERIRE , BRTLTEBUANPEEEN VPC ME,

o WEEN Amazon S3 FHEEE N IEFTE QTG H S AE M AR AR,

- BEEAWS K EFEA Amazon MWAA BIRBR , BAK AWS Identity and Access Management
(IAM) FEII R T BEBIZE IAM A, IREN Apache Airflow Web FRSSE51E R 7 FAE ML H &

I , AT ZERXLBRHI Amazon VPC WK Apache Airflow 5B R , RILIEEE IAM FRNRS
BeflZE Amazon VPC i 8.
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® Note

Amazon MWAA £ BIZERBHITHEMLE, MEREFER IPv6 F™ , Amazon MWAA &8
BEBEEM Web IRE25H IPv6 FAEHERKIERE, Amazon MWAA FZEFHEM KR 2 |
B, RN EHREARE IPV6,

Apache Airflow iRZx

Amazon MWAA Lt # LT Apache Airflow M7,

® Note

H 2025 % 12 A 30 B2 , Amazon MWAA fF4& 1Lt Apache Airflow MRZA v2.4.3, v2.5.1
FMv2.6.3MIXHEF, BXEZEER , S HApache Airflow MR 1= F1 % (718,

+ M Apache Airflow v2.2.2 7% , Amazon MWAA X E#% Apache Airflow Web BRE28 £

£ Python BR, RHEFSNEE M.

» M Apache Airflow v2.7.2 FF#8 , ERXH S MAEE—% --constraint A, MREKRE

MAREKMH , Amazon MWAA FREEE —MNIREYE , MBREZNERPIIEHHNEFESES
IRIEEEAK Apache Airflow IRAFRE

BREFRXMHPREARFHNESELR | SR K3 Python KB,

Apache Airflow Apache Airflow Amazon MWAA Apache Airflow Python AR Z<

hixZ< KW BH ti A HARFH

v3.2.1 2026548228  2026%5819H  v3.21 4EMH  Python 3.12

v2.11.0 202558208  2026F187H  v2.11.0 A%M#  Python 3.12

v3.0.6 2025 8829 20251081 v3.064KMHE  Python 3.12
=] =

v2.10.3 202411 B4 202412 B 18 v2.10.3 A%M#  Python 3.11
= =
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https://peps.python.org/pep-0693/
https://airflow.apache.org/docs/apache-airflow/2.11.0
https://airflow.apache.org/docs/apache-airflow/2.11.0/release_notes.html#airflow-2-11-0-2022-05-20
https://raw.githubusercontent.com/apache/airflow/constraints-2.11.0/constraints-3.12.txt
https://peps.python.org/pep-0693/
https://airflow.apache.org/docs/apache-airflow/3.0.6
https://airflow.apache.org/docs/apache-airflow/3.0.6/release_notes.html#airflow-3-0-6-2025-08-29
https://airflow.apache.org/docs/apache-airflow/3.0.6/release_notes.html#airflow-3-0-6-2025-08-29
https://raw.githubusercontent.com/apache/airflow/constraints-3.0.6/constraints-3.12.txt
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https://airflow.apache.org/docs/apache-airflow/2.10.3
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https://airflow.apache.org/docs/apache-airflow/2.10.3/release_notes.html#airflow-2-10-3-2024-11-04
https://raw.githubusercontent.com/apache/airflow/constraints-2.10.3/constraints-3.11.txt
https://peps.python.org/pep-0664/
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RAriEmE

Apache Airflow Apache Airflow Amazon MWAA

[ES KW BH ti A

v2.10.1 20249 985 202449 A 26
=] =

v2.9.2 20246810 202457 A9
=] =

v2.8.1 2024 %1 819 2024 %2 A 23
=] =

v2.7.2 2023 10 B 12 2023411 A 6
E =

Apache Airflow Python hRZ<
ARFH

v2.10.1 4R Python 3.11
v2.9.2 ARX#H  Python 3.11
v2.8.1 ART#HE  Python 3.11
V272 AR Python 3.11

HXIEBEEEM Apache Airflow SPERITBIE Amazon MWAA REBMNEZELE | SRZ D THIE
WHIEEMN A | 1525 Amazon MWAA T#iEM.

BIEHE

T—HNE0ZE Amazon MWAA IRERN SR,

ST BEERARR

EREEMENFMAES , BRITUATRE

1.

2
3.
4

TF Amazon MWAA 215,

ERIRE AWS X1,

EF I ERE,

EEEFAEENEL , EREFAEET :

a. EBMPHNENIRER A —HNEMN,
b. 7£ Airflow MRZ<H%&$E Apache Airflow ixZ<

BIETE
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https://airflow.apache.org/docs/apache-airflow/2.10.1
https://airflow.apache.org/docs/apache-airflow/2.10.1/release_notes.html#airflow-2-10-1-2024-09-05
https://airflow.apache.org/docs/apache-airflow/2.10.1/release_notes.html#airflow-2-10-1-2024-09-05
https://raw.githubusercontent.com/apache/airflow/constraints-2.10.1/constraints-3.11.txt
https://peps.python.org/pep-0664/
https://airflow.apache.org/docs/apache-airflow/2.9.2
https://airflow.apache.org/docs/apache-airflow/2.10.1/release_notes.html#airflow-2-9-2-2024-06-10
https://airflow.apache.org/docs/apache-airflow/2.10.1/release_notes.html#airflow-2-9-2-2024-06-10
https://raw.githubusercontent.com/apache/airflow/constraints-2.9.2/constraints-3.11.txt
https://peps.python.org/pep-0664/
https://airflow.apache.org/docs/apache-airflow/2.8.1
https://airflow.apache.org/docs/apache-airflow/2.10.1/release_notes.html#airflow-2-8-1-2024-01-19
https://airflow.apache.org/docs/apache-airflow/2.10.1/release_notes.html#airflow-2-8-1-2024-01-19
https://raw.githubusercontent.com/apache/airflow/constraints-2.8.1/constraints-3.11.txt
https://peps.python.org/pep-0664/
https://airflow.apache.org/docs/apache-airflow/2.7.2
https://airflow.apache.org/docs/apache-airflow/2.10.1/release_notes.html#airflow-2-7-2-2023-10-12
https://airflow.apache.org/docs/apache-airflow/2.10.1/release_notes.html#airflow-2-7-2-2023-10-12
https://raw.githubusercontent.com/apache/airflow/constraints-2.7.2/constraints-3.11.txt
https://peps.python.org/pep-0664/
https://docs.aws.amazon.com/mwaa/latest/migrationguide/index.html
https://console.aws.amazon.com/mwaa/home/
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® Note

MR REEFEMAE , WEIANZFH Apache Airflow FRA<, 7T &R =2
Apache Airflow v3.0.6,

5. 7 Amazon S3 B DAG KRB THEEEUTHEA :

a. S3Bucket, &% S3 HikE Amazon S3 FZ#RE , EFH A Amazon S3 URI,

b. DAG X#¥X, &#BX W S3 , ARFiEE Amazon S3 FEEEHM dags XHX |, HERA
Amazon S3 URlI,

c. HEMGXXHE-Tk, EEWE S3, ARFEE Amazon S3 B LM plugins.zip X , HEH
# A Amazon S3 URI,

d. ERIH-Ak, EFBRIE S3, RE1EE Amazon S3 MM LM requirements. txt X
# , RE/EM|A Amazon S3 URI,

e. BIMIAIH-TIE | EEBERXE S3H LR Amazon S3 FER LBV |, HERA
Amazon S3 URI,

6. ﬁj:%-lt_*)"zo

FR]2  BESHRE

ot

EESREE
1. ERESRRERNEL , EBERT

« & Amazon VPC,.

S BFFEFE Amazon VPC REIHNAE M,
2. 1£ Web [REER1HET , EBEEIER Apache Airflow 7B E 5 -

a. FAEMLE, XRH T X Apache Airflow Ul 891518 , RBETE Amazon VPC R E3R1E HREH
IAM KB RIIXFEMA AT eEEN. BFERENREFEERN LS ERAE Amazon VPC ik Ko

@ Note

2R Apache Airflow Ul REEE ARG HREE , FEFFEH RN F#ERAI#HT
Web RS BRLZE , BIARMEMEILAT,, MREEFRHRKNETR , NFEZQ
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B —F %ISRk B Amazon VPC i # Apache Airflow Web R85, BEXEZEL
B2 A 1518 Apache Airflow Web R 288 VPC i = ( FABEMLKHE ) o

b. QNEML, XFERBIFER IAM FKEET5 R PREY A - o] LUEE BB/ i/ 8 Apache Airflow
Ulo

c. LNFAMIEMEILE, EHT Apache Airflow iRZA& 3.2.1 RESRA, X @S EBRMIER
Apache Airflow AP RE , M ITEARNBELFAE VPC R EMNERSEFEEF, MREER
HIRER Amazon VPC AR RIEBRM |, HikFIIED,

3. EZE2AT , EBATHRY Amazon VPC NE LA -

a. BRIAMERT , Amazon MWAA 27 Amazon VPC 8 —NE44AH , AEtEfTReA P E
AEEN AR B M,

b. Tk, BUHEFOEMLZLEPNERETEERS 5 1M 224,

® Note

A Amazon VPC ZEAMNBE B EMA LI HIEHN | FEAFNERE, B
THMEZEER , 35 Amazon MWAA £H VPC &4,

4. FERFEERT , EE-IHREEL,
BINBIGER B ENITEABMENR/PIRT . BB EIERES,
5. WTFHRAIELREITEH , BEEEEKFEHDREITH Apache Airflow TELZEHNZFABE.,

BREZER , TSRS MHEERGIRHM.

6. EEHRA Web RFBFHMHZ/D Web BRS5ERE , LEE Amazon MWAA tIRIERER T R
Apache Airflow Web BR5585

BX Web RSB EHIT EBMEZELR |, 1SR the section called “Bti& Web RS2 EHYT 487,
7. EMEBRT , EFE—BRIEMZEI

a. MIABRT , Amazon MWAA £/ AWSHE B ZHR MBSV EIE,

b. Wik, %F BENMBRE (ER )" LUEFHM AWS KMS 46, NREEFELSRH
fEXE Customer-managed %41 , M AMIEE AWS KMS 41 ID = ARN, AWS KMS A@@
mazon MWAA 72 £ 51 &M% Xig 4. MRETE Amazon S3 FEE LIEE T AT RS
im /Y Amazon S3 48 |, M4 Amazon MWAA B 18 E M E K 240
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® Note

BB ZZ AN RS BE1E Amazon MWAA #2#l& LR ZER. BELITE
3 B I0EREABUR P AR AY B AR BE R T Amazon MWAA £ Fi BRI PR o

8. HE., £ UE T, FAirflow BEERBIEERE - INHZNMNAEKT , FF Apache Airflow AEKIE
F|AE : CloudWatch

a. Airflow FFHE, EBRERIEE “BFHE RHH Apache Airflow £55 HE CloudWatch B9
KE,

b. Airflow Web R BE. ERELET “BRAXR KBIH Apache Airflow MRS 25 B &
#3£A CloudWatch ,

c. Airflow itXIFEFAE, EBRERIEE “BFHE RIK Apache Airflow FHEREF HEREE
CloudWatch ,

d. Airflow TELEAE, ERERIEE “BFHE RFH Apache Airflow TEBRE
CloudWatch By H,

e. Airflow DAG A B A, &RELEE “BF A% RBM Apache Airflow DAG 4B B &
CloudWatch B938!,

9. Wik, XT Airflow BLEET , EFHIMNEENEEED
B LAM Apache Airflow FRZ<EY Apache Airflow Fit BIETAY I TR FIFR P 1TEEF , BT BUE
EBHEMBEIE, 0 core.default_task_retries: 3.
10. A&, EHRZT , EEBERMFRIE , FREEREMEXEK, fla0 , Environment : Staging,
11. EXBRT , B—MUTAE,

a. BMINBERT , Amazon MWAA 2 GIZFTABHEIE-—IMITAE, BL4TERRE IAM A
BAYIER |, FREGE A LLIE TN,

b. Wik, EFEMAAE ARN HANBHITAGH Amazon HIREM (ARN ) .
12. EZET—

SIR3: EENOE
EEERHEHE , BRATUATRAE
EENEHE , LEORTE,
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® Note
BIEBRBERAZTE= TR =15,

BT RMTA?

o ETRUMAEIE Amazon S3 F##E , iIB5Z R 1 Amazon MWAA €12 Amazon S3 F# . o

BETRMAL? 42



Amazon Managed Workflows for Apache Airflow ArfEm

EEX Amazon MWAA IR /Y 5 (7]

FEZARFERT Apache Airflow B S EE TEREEH AWS SREFHANEMERSNER, &k
EERBHE T LE MWAA FREFER Apache Airflow B P S EHNPR (IAM)s  AWS Identity and
Access Management AT N A A FRFHE AWS BIR 1T RN RAINIT A & LR AR IR |, MUK
P E &Y Amazon MWAA IRE R Apache Airflow AWS K F P R EFTER R,

FH

* 1518 Amazon MWAA 38

- Service-linked L 5 # MWAA N H &
« Amazon MWAA R ITAE

- Cross-service JEEL K BI F FBh

« Apache Airflow i /B {& =X,

BB Amazon MWAA IRiE

E#FH Amazon MWAA | BAERKF MBS X ERRN IAM BE, AEFNAETETLR
Amazon MWAA ¥RERY Apache Airflow JF & B BAF] Apache Airflow F F= Bt bn#Y 5 7] SR BE o

BENBUEA RN SIEAERFANSCERERS 54XIEE Amazon MWAA BIR, RESKKR | #
RIFREEEEMINE IAM AP, R, JE AR AR AWS B IR I5ET 75 FER.

IAM B ERAEKS FLEN —MEERENRN IAM 54, IAM A5 IAM AFEXLY , ANER—
NEANRREEN AWS B, ZERBERE T 2S00 M AN TREMTL AWS, BER , ABE®E

LREENEMARA MR- EEMANRAXEK, I SEKBEXKNRERBREIE (NHEDG
RFEEH ). M, SREFASN , EaNFRN AL ERERNZSIESR,

EQRSEHIENR , EUNMEBEHNACEUNIR. SKRSFORITHEHRIEN , 250
EAGHEIBEAERTHLACEXNNR. BXATHRESFORINACGHER , H5H (IAM A
FiER) PRHNE=S5HRHEECERAE (KE S BRI ) . MREMEM IAM Identity Center ,
NEERENRE, HEHENSOERITHORIEFALBRNAZE , IAM Identity Center FFXRE

5 IAM FHy S EEXEK, BXNRENER , 28 (AWS IAM Identity Center A 38F) HRIR
==

ZI<o

BT LAERIKF Y IAM £ &% HAat s e &0k - RREN AWS Ik XBR. BX R4, F205 IAM A
FIEETR IAM 22 . AWS IKF A IAM AEZE KRG RIRER,
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Amazon Managed Workflows for Apache Airflow ArfEm

Sections

- THERE

- TENEHSIERIER . AmazonMWAAFuUllConsoleAccess

o TEH APl MEZEH A BB BE : AmazonMWAAFullApiAccess

+ Read-only # &l & 17 KB : AmazonMWAAReadOnlyAccess

+ Apache Airflow F P S5 9 KB © AmazonMWAAWebServerAccess
 Apache Airflow Rest AP| i [B] 2B : AmazonMWAARestAPIAccess
« Apache Airflow CLI B3R : AmazonMWAAAiIrflowCliAccess

« % JSON KR

o FFSR BT A0 BN TT & B BA R R BIA B

. BETRMHL?

TERE

FHIEFTHE AWS Identity and Access Management (IAM) SE{&E8TE % 51/ Amazon MWAA BRiE H {f
HERMRSE ., BLMBIE— KB , F Apache Airflow B P HEIXEF RN, 0, £F
@] Apache Airflow FF & B BA % F 15 R A BR

Amazon MWAA HX LR RBITAFREEEE AWS BHl4 LHBEIHREF AN AP HITIRE
FTERRER,

BRI LAERAREBTHH JSON FKEEFE IAM R Apache Airflow BRI —NERE |, AR RFHZ S H0
B IAMHHAF., #4A3AE,

+ AmazonMWAAFullConsoleAccess— f# A Lt R BE R F7E Amazon MWAA 2§ & LB EFREAIR
PR o

« AmazonMWAAFullApiAccess— ALK R Fi6 R A TEEERN A Amazon MWAA API B
PR

+ AmazonMWAAReadOnlyAccess— & i tL SR B 1R F Xt Amazon MWAA 2§ & L IR3E 6 A /Y 3R AY
T A BR.

» AmazonMWAAWebServerAccess— i Al SR BE B F X4 Apache Airflow M 4& IR 558589 5 B BR -
« AmazonMWAAAIrflowCliAccess— fi F Itk SR B& 1% F12 1T Apache Airflow CLI @5 B9 13 (B4 BR o

ERHEBANR , EHENRAS, ARAEFMNNR
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- FEHFPFEL AWS IAM Identity Center :

BIENRES, &E (AWS IAM Identity Center AF1EE) HEIENRERHBHITERE,
- BISHREEE IAM FRENAF
UERERATEARSRINAR, BR (AM AFER) FHNE=F5 G REHEWERE (KE
SHRIE ) HRAHITERE,
- IAM AP :
- SIEENAFAUEANAE, BR (AM AFERE) 93 IAM A o2 A SRR TRE.

« (THECER ) FRBEEZMNIASSRAFANEAFE, 28 (AM AFER) PEAS
ANIIRFR (#2HE ) AR B TR,

TENES S RER : AmazonMWAAFullConsoleAccess

MEBEAFEER Amazon MWAA #2418 EEEBINE | N AEEEE A
AmazonMWAAFullConsoleAccess WPRFHEL,

(® Note
TEBEAFRIREAIEEMIT iam: PassRole R, XAFAFPFSREHERH
AEMNNIT A EE#ES Amazon MWAA, Amazon MWAA HESN AR RS Ei
AWS BB%. LT RHIMER iam: PassedToService &85 Amazon MWAA RS E 4k
(airflow.amazonaws.com) IEE N AFABEREENRS,
BXxEZ{EEiam:PassRole , FZH IAM AR EBHHNRTFA/E AWS RF1E1E A ER I
BR o

MBLIBME R EANEN AWS HEHTH RORHEE Amazon MWAA TR | R LT 5,

£ AWS AN =

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
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https://docs.aws.amazon.com//IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_passrole.html
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https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#aws-owned-cmk
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RAriEmE

"Action": "airflow:*",
"Resource": "*"

"Effect": "Allow",
"Action": [

1,

"iam:PassRole"

"Resource": "*",
"Condition": {

"StringlLike": {
"iam:PassedToService": "airflow.amazonaws.com"

"Effect": "Allow",
"Action": [

1,

"iam:ListRoles"

"Resource": "*"

"Effect": "Allow",
"Action": [

1,

"Resource": "arn:aws:iam::111122223333:policy/sexrvice-role/MWAA-

"iam:CreatePolicy"

Execution-Policy*"

3,
{

"Effect": "Allow",
"Action": [

1,

"iam:AttachRolePolicy",
"iam:CreateRole"

"Resource": "arn:aws:iam::111122223333:role/service-role/AmazonMWAA*"

"Effect": "Allow",
"Action": [

1,

"jam:CreateServicelLinkedRole"

SRR RGBT R AR
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RAriEmE

"Resource": "arn:aws:iam::*:role/aws-service-role/

airflow.amazonaws.com/AWSServiceRoleForAmazonMWAA"

},
{

"Effect": "Allow",
"Action": [
"s3:GetBucketLocation",
"s3:ListAllMyBuckets",
"s3:ListBucket",
"s3:ListBucketVersions"
1,

"Resource": "*"

"Effect": "Allow",

"Action": [
"s3:CreateBucket",
"s3:PutObject"”,
"s3:GetEncryptionConfiguration"

1,

"Resource": "arn:aws:s3:::*"

"Effect": "Allow",

"Action": [
"ec2:DescribeSecurityGroups",
"ec2:DescribeSubnets",
"ec2:DescribeVpcs",
"ec2:DescribeRouteTables"

]I

"Resource": "*"

"Effect": "Allow",

"Action": [
"ec2:AuthorizeSecurityGroupIngress",
"ec2:CreateSecurityGroup"

1,

"Resource": "arn:aws:ec2:*:*:security-group/airflow-security-group-*"

"Effect": "Allow",
"Action": [
"kms:ListAliases"

SRR RGBT R AR
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RAriEmE

"Action": "ec2:CreateVpcEndpoint",

:vpc-endpoint/*",
svpc/*",
:subnet/*",
:security-group/*"

:CreateNetworkIntexrface"

"arn:aws:ec2:*:*:subnet/*",

"arn:aws:ec2:*:*:network-intexface/*"

1,
"Resource": "*"
},
{
"Effect": "Allow",
"Resource":
"arn:aws:ec2:
"arn:aws:ec2:
"arn:aws:ec2:
"arn:aws:ec2:
]
},
{
"Effect": "Allow",
"Action": [
"ec2
]I
"Resource":
]
}

MREBEABSMBENHE S EENBZARGENEE Amazon MWAA 35 |

ERAFEFEERS , IAM ZERALTAEREAFEEEKS PN EZEHA R AWS KMS #HiR.

ERABHEFEENER,

JSON

"Version":"2012-10-17",

"Statement": [
{

"Effect": "Allow",

"Action": "airflow:*",

"Resource":

3,
{

myn

FERAATRE, &

SRR RGBT R AR

48


https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#customer-cmk
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"Effect": "Allow",

"Action": [
"iam:PassRole"

]I

"Resource": "*",

"Condition": {
"StringlLike": {

"iam:PassedToSexrvice": "airflow.amazonaws.com"
}
}
},
{
"Effect": "Allow",
"Action": [
"iam:ListRoles"
]I
"Resource": "*"
}I
{

"Effect": "Allow",
"Action": [
"iam:CreatePolicy"
1,
"Resource": "arn:aws:iam::111122223333:policy/sexrvice-role/MWAA-
Execution-Policy*"

}I
{
"Effect": "Allow",
"Action": [
"iam:AttachRolePolicy",
"iam:CreateRole"
]I
"Resource": "arn:aws:iam::111122223333:role/sexrvice-role/AmazonMWAA*"
}I
{
"Effect": "Allow",
"Action": [
"iam:CreateServicelLinkedRole"
1,
"Resource": "arn:aws:iam::*:role/aws-sexrvice-role/
airflow.amazonaws.com/AWSServiceRoleForAmazonMWAA"
}I
{

"Effect": "Allow",
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"Action": [
"s3:GetBucketLocation"”,
"s3:ListAl1lMyBuckets",
"s3:ListBucket",
"s3:ListBucketVersions"

1,

"Resource": "*"

"Effect": "Allow",

"Action": [
"s3:CreateBucket",
"s3:PutObject",
"s3:GetEncryptionConfiguration"

1,

"Resource": "arn:aws:s3:::*"

"Effect": "Allow",

"Action": [
"ec2:DescribeSecurityGroups",
"ec2:DescribeSubnets",
"ec2:DescribeVpcs",
"ec2:DescribeRouteTables"

1,

"Resource": "*"

"Effect": "Allow",

"Action": [
"ec2:AuthorizeSecurityGroupIngress",
"ec2:CreateSecurityGroup"

1,

"Resource": "arn:aws:ec2:*:*:security-group/airflow-security-group-*"

"Effect": "Allow",
"Action": [
"kms:ListAliases"

1,

"Resource": "*"

"Effect": "Allow",
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"Action"
"kms

"kms :

"kms
"kms
"kms

"kms :

"kms
"kms

1,

"Resource": "arn:aws:kms:*:111122223333:key/YOUR_KMS_ID"

"Effect"”
"Action"

: [

:DescribeKey",
ListGrants",
:CreateGrant",
:RevokeGrant",
:Decrypt",
Encrypt"”,
:GenerateDataKey*",
:ReEncrypt*"

: "Allow",
: "ec2:CreateVpcEndpoint",

"Resource": [

"arn:
"arn:
"arn:
"arn:

"Effect":
"Action":

"ec2

1,

aws:ec2:*:*:vpc-endpoint/*",
aws:ec2:*:*:vpc/*",
aws:ec2:*:*:subnet/*",
aws:ec2:*:*:security-group/*"

"Allow",
[

:CreateNetworkIntexface"

"Resource": [

"arn

"arn:aws:ec2:*:*:network-interface/*"

SSEH AP MZH A FRBER : AmazonMWAAFuUllApiAccess

MRAFZEEREATEERENATE Amazon MWAA API, I 7]
AmazonMWAAFullApiAccess XPRERE, E©F & T 1A Apache Airflow Ul B9 BR,

raws:ec2:*:*:subnet/*",

STE API 15 B R
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® Note

TE AP| R REEAMBEMIT iam: PassRole WX PR. X AR NSRS HERN
AEMNNIT A EE#EL%S Amazon MWAA, Amazon MWAA ¥ES N AR RERW Ei
AWS RS, AT RAIER iam: PassedToService &4%#% Amazon MWAA RS E &
(airflow.amazonaws.com) EEE N INAGEEENERES.

BxEZfEEiam:PassRole , Z M IAM AFERBHPHNRTFAF @ AWS REEZE AN
bR

MRERFEABRSMERIENEEEN Amazon MWAA 3835 | EEANTREE. AWS BENEH

EH AWS AN =H
JSON
{

"Version":"2012-10-17",
"Statement":[

{
"Effect":"Allow",
"Action":"airflow:*",
"Resource":"*"
}I
{
"Effect":"Allow",
"Action":[
"iam:PassRole"
1,
"Resource":"*",
"Condition":{
"StringlLike":{
"iam:PassedToService":"airflow.amazonaws.com"
}
}
}I
{

"Effect":"Allow",
"Action":[
"iam:CreateServicelLinkedRole"

1,
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"Resource":"arn:aws:iam::*:role/aws-service-role/airflow

AWSServiceRoleForAmazonMWAA"

},
{

"Effect":"Allow",

"Action": [
"ec2:DescribeSecurityGroups",
"ec2:DescribeSubnets",
"ec2:DescribeVpcs",
"ec2:DescribeRouteTables"

1,

"Resource":"*"

"Effect":"Allow",
"Action": [
"s3:GetEncryptionConfiguration"

1,

"Resource":"arn:aws:s3:::*"

"Effect":"Allow",

"Action":"ec2:CreateVpcEndpoint",

"Resource": [
"arn:aws:ec2:*:*:vpc-endpoint/*",
"arn:aws:ec2:*:*:vpc/*",
"arn:aws:ec2:*:*:subnet/*",

"arn:aws:ec2:*:*:security-group/*"

"Effect":"Allow",

"Action":[
"ec2:CreateNetworkInterface"

1,

"Resource": [
"arn:aws:ec2:*:*:subnet/*",

"arn:aws:ec2:*:*:network-interface/*"

.amazonaws.com/
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MREBERAFSNENBHEF S EENBHARIZNEE Amazon MWAA IR5 | BERALL TR, E
EREFEERH , IAM ZRALTERNERFEEEKS FHEHAE R AWS KMS HiR.

EABEEFEENEN,

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "airflow:*",
"Resource": "*"
},
{
"Effect": "Allow",
"Action": [
"iam:PassRole"
]I
"Resource": "*",
"Condition": {
"StringlLike": {
"iam:PassedToSexvice": "airflow.amazonaws.com"
}
}
},
{
"Effect": "Allow",
"Action": [
"iam:CreateServicelLinkedRole"
]I
"Resource": "arn:aws:iam::*:role/aws-service-role/
airflow.amazonaws.com/AWSServiceRoleForAmazonMWAA"
},
{

"Effect": "Allow",

"Action": [
"ec2:DescribeSecurityGroups",
"ec2:DescribeSubnets",
"ec2:DescribeVpcs",
"ec2:DescribeRouteTables"

1,
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"Resource": "*"

"Effect": "Allow",
"Action": [
"kms :DescribeKey",
"kms:ListGrants",
"kms :CreateGrant",
"kms : RevokeGrant",
"kms :Decrypt",
"kms:Encrypt",
"kms : GenerateDataKey*",
"kms :ReEncrypt*"

1,
"Resource": "arn:aws:kms:*:111122223333

"Effect": "Allow",
"Action": [
"s3:GetEncryptionConfiguration"

1,

"Resource": "arn:aws:s3:::*"

"Effect": "Allow",

"Action": "ec2:CreateVpcEndpoint",

"Resource": [
"arn:aws:ec2:*:*:vpc-endpoint/*",
"arn:aws:ec2:*:*:vpc/*",
"arn:aws:ec2:*:*:subnet/*",
"arn:aws:ec2:*:*:security-group/*"

"Effect": "Allow",

"Action": [
"ec2:CreateNetworkInterface"

]I

"Resource": [
"arn:aws:ec2:*:*:subnet/*",

:key/YOUR_KMS_ID"

"arn:aws:ec2:*:*:network-intexface/*"

STE API 15 B R
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}

Read-only #2#|& 13RI : AmazonMWAAReadOnlyAccess

MRAFEZNE Amazon MWAA EHIAHREFERE L EFMANER , MTEEZRR
AmazonMWAAReadOnlyAccess RKEE, EFAATFAFRERFME, FEABHRERATFHAF/ M
Apache Airflow Ul,

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
"airflow:ListEnvironments",
"airflow:GetEnvironment",
"airflow:ListTagsForResource"

1,

"Resource": "*"

Apache Airflow i R E G EERE : AmazonMWAAWebServerAccess

MR AFEEE Apache Airflow Ul , NI AJ8EEE E 1518 AmazonMWAAWebServerAccess X PRKEE,
©AAVAFE Amazon MWAA 2§l & LB EIREREA Amazon MWAA APl #iTEMIRE. &
{airflow-role} HF#E Admin, Op. User, Viewer = Public AL EENX Web SEAFH
B, BXREZEER , H2H (Apache Airflow 2E158) FHRHRILAAE,

JSON

"Version":"2012-10-17",
"Statement": [
{
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"Effect": "Allow",

"Action": "airflow:CreateWebLoginToken",
"Resource": [

"arn:aws:airflow:us-east-1:111122223333:x0le/{your-environment-
name}/{airflow-role}"

1
}

(@ Note

» Amazon MWAA & IAM £ EI EMNERIA Amazon Airflow E T A @K 5 A 25| (RBAC) A
B, BXEABENX Apache Airflow BBHNEZEE. , IS #. the section called “HiE :
FAFREHAEFH—DFE DAGS”

o WREEAH Resource FERAI A TN Amazon MWAA IREIEE Apache Airflow E T

AN HRESHAR, BFRXFERIEAN Resource FERFAEA Amazon MWAA K&
ARN ( Amazon BIRBEH ) o

Apache Airflow Rest API 15 B ZRB& : AmazonMWAARestAPIAccess

=158 Apache Airflow REST API , &4 7E IAM SREEHF R F airflow: InvokeRestApi R, £
AR RBIH | £ {airflow-role} ##EE Admin, Op. User., Viewer 5 Public B&UEE
YARFPBENRES, BEXEZEER , 55 (Apache Airflow SZ1EE) FHNERIAEE,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "AllowMwaaRestApiAccess",
"Effect": "Allow",
"Action": "airflow:InvokeRestApi"
"Resource": [
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"arn:aws:airflow:us-east-1:111122223333:xo0le/{your-environment-name}/
{airflow-rolel}"

1
}

(@ Note

- BEFE Web REE0T , TEMNERFAE = (VPC) 24N AA InvokeRestApi BE, &
AT LA aws:SourceVpc X IRERITERANGREF, EXEZER , ESH a
ws : SourceVpc

- EFBEF M Resource ZERA AT Amazon MWAA IFE1EE Apache Airflow EF
AEWNGREHAR, EFRXBFEREN Resource ZERFFEA Amazon MWAA 3
ARN ( Amazon BRE ) -

Apache Airflow CLI BZ2K : AmazonMWAAAiIrflowCliAccess

MRAFFEZEEZ1T Apache Airflow CLI f5% ( #l30 trigger_dag) , WA REEE T H
AmazonMWAAAirflowCliAccess XBREEE ., ©F RIFHFE Amazon MWAA &l & L5 R FRE
£/ Amazon MWAA AP| $4T{E{a 1R 4E,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"airflow:CreateCliToken"
1,
"Resource": "arn:aws:airflow:us-east-1:111122223333:environment/
${EnvironmentName}"
}
]
}
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£ JSON KB

SER LA JSON KR | FIFRREMIINE IAM 2H8 ERAF, Aedifd. U TSRNMBUAE
IAM &2 JSON KA,

E 6l JSON KB , FHITUTHRE

1. 1 1AM 2§ & R IT I KBS T E

pridegnlfe N

% JSON £+,

¥nhn JSON 3Bk,

IERERRE,

EHMMER (k) XIAFERPZTRA—NME,

o g~ w N

BN |, AT USSR &S B A AmazonMWAAReadOnlyAccess,
7. EROIBREE,

R SR & B AN 2 FF & & AR BV =B R 45

BRIRIEE IAM FER—1NE AN AirflowDevelopmentGroup BB SR

@ Apache Airflow FF XBEIRAFHIFIEF AA AR TR, XERAFZEETHR
AmazonMWAAFullConsoleAccess, AmazonMWAAAirflowCliAccess #l
AmazonMWAAWebServerAccess fXPRFEEE. AT NBUMATE IAM RAIEFFA ., 2 M hnix L 5K Bk
DR IR Z B A R BRE] IAM A . XESREBREEANR AWSEEEH.

#12 AmazonMWAAFullConsoleAccess % B

1. T #HAmazonMWAAFullConsoleAccess i8] &K B,

2. TE 1AM 2 FI 5 P ITFF R T EH,

3. EEROIEREM,

4. 1% JSON &I+,

5. A AmazonMWAAFullConsoleAccess ¥ RIHY JSON KB,
6. BEMRIUTHE:

a. 123456789012— &Y AWS Ik B 31iE ( #Hla10123456789 )
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b. {your-kms-id}— BFEEBARNM—IRAR , RYGEAT A REEZARITHSNE Y
FERA

7. REEBEFRRK,
8. TEHBMTPEA AmazonMWAAFullConsoleAccess.
9. RERBIEFRE,

#122 AmazonMWAAWebServerAccess 5 B

1. T EHAmazonMWAAWebServerAccess i8] 5K B o

2. TE 1AM $2H1 & P ITFF R B TUE,

3. ERVIEKM,

4. 1%&$F JSON &I+,

5. 7 AmazonMWAAWebServerAccess M5 R HY JSON KB,
6. BHRIUTHE:

a. us-east-1— B S MWAA SRERMEM X ( HI40 ) us-east-1
b. 123456789012— #REY AWS Ik B33 ( H1aN0123456789 )

c. {your-environment-name}— EHII I MWAA IFREZF (5l
i ) MyAirflowEnvironment

d. {airflow-role}— Admin Apache Airflow ZRIAEE
7. ERERRE,
8. EBFHEA AmazonMWAAWebServerAccess,
9. EFVIEKM,

B2 AmazonMWAAAIrflowCliAccess KB

1. T #HAmazonMWAAAiIrflowCliAccess i B KB o

2. & IAM ZHEEFITHFRBAME,

3. EERAIBRER,

4. %$F JSON &I+,

5. 73 AmazonMWAAAirflowCliAccess H#MEAHRIHY JSON ZKHE,
6. EBREFXK.
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RAriEmE

7.
8.

EZHPE A AmazonMWAAAirflowCliAccess.
prik=dnFe - i

EOREA  MWITUTRE

N o o M 0w Db

£ IAM 2 E &P IT AL T H.

# A AirflowDevelopmentGroup B9& .
EET—F,

FEFFIEFRA AmazonMWAA RIFIELE R,
RGO EN =R,

‘ET—F,

EFROIEA,

EERPXE , BHRITUTERE

o g k& W DN

£ IAM 2HERITF A A H.
EE—-NAF,

EFRA,

AP AMEISEL,

i%£## AirflowDevelopmentGroup.
AREEFERINBIA,

BT RMAAL?

- BT BNMAERTHLAE Apache Airflow Ul , 2 517 Apache Airflow,

- EFMATHRAEXGE IAM K, S EE IAM XK,

Service-linked ¥ 5 MWAA VB

& AT Apache Airflow B9 5 #h £ & T 4E57#2 AWS Identity and Access Management £/ (IAM) AR

ZHEXAG, RSHEXAGE—aEm IAM A6 | BE#EXEZE Amazon MWAA. Service-linked &

Ml Amazon MWAA FlE X , BIEZIRSRERESBPHAEM AWS RSFTENFTE IR,

BT RAA A ?

61
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RESMHEXAC AL BERNMIZE Amazon MWAA , AR BTRLFERINFFENERE. Amazon MWAA
EMNERSHEXAEHUNER , BRIESHEN , BN RE Amazon MWAA T LIBEZAEE®, ENXHNER
TIREEERBEFANREE , LR TEEM IBEME A IAM KRR KR

RAETEEERREXERE , B RMERRSRBEAR, XFRF Amazon MWAA BiR , RAET L
Fo B I BR XS B IRAY U5 R A BR o

BXXERSHEXAGHEMBRSINES , H3HAE5 IAM BEESEAAWS RS , H7EService-linked
AEHERTE ‘B VRS, BREEMEE | HRZBRSHRSHAXE BN,

Service-linked I &7 MWAA ) & &R

Amazon MWAA £ A& IR REEXAE AWSServiceRoleForAmazonMWAA — TE & RY K 7= b 61| 22
HIRSHEXAGEFIT I MWAA BRI TRESHE : AWS

« I3 CloudWatch B& ( B CloudWatch & ) -3 Apache Airflow HESIZ2 B &4,
« Amazon CloudWatch (CloudWatch)-[E &8k = & 1 5 &R R HKE H 4 X ER.
« Amazon Elastic Compute Cloud ( Amazon EC2 ) — 8|2 T &R :

« B8 VPC FR D% VPC KinT R , AT AWSHEER Amazon Aurora PostgreSQL BiEESE
B , 1t Apache Airflow ITXIZFMITEARFER,

- WMREHN Apache Airflow Web IRFERIEFFAEMEZIEDT , MFEE—NFIH Amazon VPC i
R, BT AT Web BR$ 833 TR &R,

- @@ # Amazon VPC FHIEMR KD (ENI) , RFESMEFREHILDE VPC FHEEN
AWS B

UTEERBEATFRS EAEERSHEXRAE, Amazon MWAA BIIRS 42
airflow.amazonaws.com , 1KMo

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"Service": "airflow.amazonaws.com"
3},
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"Action": "sts:AssumeRole"

7 AmazonMWAAServiceRolePolicy WA & PRERE L F Amazon MWAA SHEERBRFTHAT
BYE

JSON

"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"logs:CreateLogStream"”,
"logs:CreatelLogGroup",
"logs:DescribelogGroups"

1,

"Resource": "arn:aws:logs:*:*:log-group:airflow-*:*"

"Effect": "Allow",
"Action": [
"ec2:AttachNetworkInterface",
"ec2:CreateNetworkInterface",
"ec2:CreateNetworkIntexrfacePermission",
"ec2:DeleteNetworkInterface",
"ec2:DeleteNetworkIntexrfacePermission",
"ec2:DescribeDhcpOptions"”,
"ec2:DescribeNetworkIntexfaces”,
"ec2:DescribeSecurityGroups",
"ec2:DescribeSubnets",
"ec2:DescribeVpcEndpoints"”,
"ec2:DescribeVpcs",
"ec2:DetachNetworkInterface"
1,
"Resource™: "*"
},
{
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"Effect": "Allow",
"Action": "ec2:CreateVpcEndpoint",
"Resource": "arn:aws:ec2:*:*:vpc-endpoint/*",
"Condition": {
"ForAnyValue:StringEquals": {
"aws:TagKeys": "AmazonMWAAManaged"

"Effect": "Allow",
"Action": [
"ec2:ModifyVpcEndpoint",
"ec2:DeleteVpcEndpoints"
1,
"Resource": "arn:aws:ec2:*:*:vpc-endpoint/*",
"Condition": {
"Null": {
"aws :ResourceTag/AmazonMWAAManaged": false

"Effect": "Allow",

"Action": [
"ec2:CreateVpcEndpoint",
"ec2:ModifyVpcEndpoint"

]I

"Resource": [
"arn:aws:ec2:*:*:vpc/*",
"arn:aws:ec2:*:*:security-group/*",
"arn:aws:ec2:*:*:subnet/*"

"Effect": "Allow",
"Action": "ec2:CreateTags",
"Resource": "arn:aws:ec2:*:*:vpc-endpoint/*",
"Condition": {
"StringEquals": {
"ec2:CreateAction": "CreateVpcEndpoint"
}I
"ForAnyValue:StringEquals": {
"aws:TagKeys": "AmazonMWAAManaged"

Service-linked Y & MWAA #9 A &R
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}
}
},
{
"Effect": "Allow",
"Action": "cloudwatch:PutMetxicData",
"Resource": "*",
"Condition": {
"StringEquals": {
"cloudwatch:namespace": [
"AWS/MWAA"
]
}
}
}

BAMEBNR , A IAM &K (AR, 4581 ) 812, RESIMBRBRSKEAR, BXESZE
B, #ZH | AM AFEET R Service-linked B &R,

A Amazon MWAA SIZIRZHEXAE

BLEEFHUNEBBRESXBKAR, HEEHR AWS EEE44. = AWS API 813 H Amazon MWAA
IRIERT AWS CLI , Amazon MWAA £ R EBIZRSHEXA R,

MREMBRZBRSKEAR  AREEBXRCME  SuLEAMEREEKFHPERCELAR, L&
B2 S —NIRIER , Amazon MWAA 2B X NG ZRESExAR|,

YR58 Amazon MWAA BEREHEXAE

Amazon MWAA T 12448 AWSServiceRoleForAmazonMWAA RS X A®, tIBRESXEKAR®
B, BNETEERACHNERN , RATE2G4s|AzAR, BERTWUEH IAM FEAGHEIR,
BXREZEE | HSH (AM AFERE) FWNRERSHEXAR,

B ER Amazon MWAA RS AEXAE

MRTBRECAENFTERSKRKACHIIERERS , RNEBWERHBRZAG. XHERIBREED
R B 4RI Y R B A SR
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MBI BR Amazon MWAA IR3E Rt , Amazon MWAA &MIBREERRS — 52 AN A B ER,
B2 , BHAEE Amazon MWAA ERINEMIBR 81 , RETrEERAMBRBRSHEXAR, NREE
Amazon MWAA il BRER 35 2 BI I BR AR SHEX A e , W) Amazon MWAA T BE 7o & i BR1iZ 34 35 Y Fir B < Bk
HIRo

£/ IAM Fah I BRARSS KBk B &

£ IAM #4l& AWS CLI, 5 AWS API B AWSServiceRoleForAmazonMWAARRSHEx A, B
XEZELR ,BSHE (IAM AFERE) MRS HExAE,

Amazon ECS RSk A X

Amazon ECS X#FERS ATRNMEXEFFEARSHEXAR. BXREZFELR , i§5H Amazon
MWAA i S FBL &

REREHT
BX iR H HA
Amazon MWAA B 7T HIRE  AmazonMWAAServiceR 2022 £11 B 18 H
FH < A B PR R B olePolicy — Amazon

MWAA B3 7 HIRSHEX S
EHNREKE , |&F Amazon
MWAA [a%& P Ik P &% 5%k
FRERBEHEXHNHEMBIERN
PR, XLEFHIBIRAME AWS/
MWAA H

Amazon MWAA EFRIRERE  Amazon MWAA FIRREH 2022 £ 11 A 18 H
B¢ AWSHE RFZHEXABNKER
B B9 B 2

Amazon MWAA B {THE &

HITA®E— AWS Identity and Access Management (IAM) A& , ENREXEZFILIHITE T/E
A2 Apache Airflow R FREFHA AWS HiRSHRINR., X Aae2IEE WA Amazon S3 76
. AWSHEZHAM CloudWatch HEZZEHNRIR. Amazon MWAA SMEZEEZSNMNARE & —MAUT
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A, AXBENEANAEANEERENHIITAS , AW Amazon MWAA 15 B BV ERE 6 A B H At
AWS FiR,

Bx
- RITABER
« BUAER T M hney £ BR
o AR MERAE TR AWS &
s MEAXEKRFHMITHE
- PIEFAE
- BRMEHFHITHERE
- Bihn JSON SREELAE R ELfl AWS 55
- ERAKSRABIHERELERFN Amazon S3 F#ERAY 17 B X PR
+ {#F Apache Airflow i£3%
- WITAEH JSON FBERH
- HEFREENBHAN TR
- BRBIBE AWS-HRENZH
. ETRMH4?

AT A etk

Amazon MWAA SERENINEFERANEM AWS RESHWNBREXBEHITA®,. Amazon MWAA HITAE®
FERBMEFAMLUT AWS BREHRR :

« M 53# CloudWatch (CloudWatch) — &% Apache Airflow $§#5F1 B &,

+ Amazon Simple Storage Service ( Amazon S3 ) — A TR EMN DAG KRB T4 (4
i, requirements.txt ),

» Amazon Simple Queue Service ( Amazon SQS ) — FIEH Amazon Airflow £557E Amazon
MWAA Fr#iE# Amazon SQS BA B F HERA .

+ AWS Key Management Service (AWS KMS) — A FIRBEHN BB INE ( FHAWS B B Z4A BN
#Customer-managed 47 ) -
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® Note
R EEFELE Amazon MWAA £ AWS HEK KMS ZHARMNEBEVEEE | WA 0
=8 Amazon MWAA $4T A &/ KB P E R |, %K A FEE Amazon SQS 5 F
BFREEKS ZANEE KMS 4], MENRTHABEEREATHNRGETELRER
KMS #4f :
- B=EAKFHH KMS ZRFTEBEIHARREATEIKS HE,
- DAG RIBEZFREFE=ZFMKFFLL airflow-celery- FkH# Amazon SQS BAFI ,

ZEAFIE AR KMS 243 1T IR,

ANTREESEKSHREREREXOXRE , RMNENUEESE DAG FHRE , BRIERET
LR 2 SN EE Amazon SQS RASI, b4\ , BUERAFRELEBCKAFHNEE
FREN KMS Z{AXREE Amazon MWAA EHIINE, XFFAENRITAGRSIN REEHEH
&K Y KMS 4R,
Bk , EEENFREDG , BT EZERIEHRENERER,

RMITHBEFEREUT IAM BENRR

« airflow:PublishMetrics — i Amazon MWAA M IRENEITIAR.

ARUIATEIR T B Ay A BR

&R LAE R Amazon MWAA 2§15 EREIAETOR I ZIMITAEN AWSEBN RN , REEAER
ERSTRFNRRBERMENTA R,

- HEBEREA DERNEFRAGIEIA , Amazon MWAA £fFERE iR H KRR I B 1T A
&,

- ERERRT , Amazon MWAA 2K ME SRR, Sl , BATE WS QZRIRAE
Amazon MWAA #Z#l1 & LiEFERITABNIED, Amazon MWAA BEERITHEBHE
RAENFKXERX B3 NFTE CloudWatch B EHRININPRZERE, "arn:aws:logs:us-
east-1:111122223333:10g-group:airflow-your-environment-name-*"

TR BHR
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WMARIEREERINER AWS 5

BIEINEST , Amazon MWAA T EEMERTARRMNBRENRERIE, BNAFERTEMENEM
RRBEREFHITAE®, Hln , REH DAG EEIHEIMNERE AWS Glue , Nl Amazon MWAA T&3&
B RN ENIMEEEXENRR , T EXENRFNEENHRITAGSH,

BRLVBEE WM A AN NITA SRR

- BEARBREIITAER JSON K, ERILMERAATT LAY JSON KEE AT IAM 2515 LRI
BRmITAER JSON KR,

- BE N AWS BRS5 012 JSON KRB FEM MBI ENMITAR, EUERALTE LS RE IAM
2HlE £ AWS BRSHIFH JSON BB M EEENHRITABKEEXK,

RIFMITHBEXRKIITRRE , Amazon MWAA 7] LU BDFF 24 6E AR NI A PR K Ik, X B BWRAE |, R
BNHRIT AT BBREMLFANER , U DAG ATEES KM,

A RERFNHITAS

BRI LABER BRI MITA G, MEFHHITASHREREXEK , BEAXRR LN SROZIHRTHN
ITRABEE R ZACERERREK,

YEMAG

BIABIRT , Amazon MWAA SR KREGIEZA THIENEN AWSEEZHNNITAG, IZINER ,
SETLAFE Amazon MWAA 2] & EEFERIANET . TEER T ARRLRIITASHRIALET,

/A Important

EFNHTACH  B2ESEEACRBRNNITACH BRI, M—AYR A LIRS BIF 1L 2R
AR EBNTFREE,

U7 [B) M E T HAT A B R

SEFLAFE Amazon MWAA 2| & ETHRIFERIMITAS |, H1E IAM 2518 EEHMZA SR JSON X
B
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EFFMTACKRE  BHITUTRAE

—

£ Amazon MWAA &I & E3TFIRETNE,
EFHE,

ERPRE#E LIEFEHITAEUE IAM RITF R E.
EFENIT A BB RUIT T IR KR

R RE R,

%42 JSON &I+,

B3 JSON K,

EREERMK,

ERREFER.

© © N o g & w b

Fffhn JSON ZREELAE R E At AWS &

AT LR AWS BRSS 82 JSON R H N EMMBEHHTAR, Hlin , ST ST JSON %
B , LLEF 3%t AWS Secrets Managerd A R Y R L5 BRI R

JSON

"Version":"2012-10-17",
"Statement":[
{

"Effect":"Allow",

"Action":[
"secretsmanager:GetResourcePolicy",
"secretsmanager:GetSecretValue",
"secretsmanager:DescribeSecret",
"secretsmanager:ListSecretVersionlds"

1,

"Resource": [

myn

1
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RAriEmE

EFIZEBHMERITAE  FHITUTRAE

£ Amazon MWAA &I & E3TFIRETNE,

ERIE,

ERREE LIEFERITAE,

R T ISR B

TR IR,

1% JSON,

¥y JSON %ﬂl%o

ERET—% X, REERT -5 : ¥

ﬁl‘)\%ﬁﬁﬂ’ﬁ”x_’li%#\ ( 5170 SecretsManagerReadPolicy ) MEREAY IR,
10. IEFOIERRE,

© © N o a0 bk~ W Ddh =

FHAKFRABTIHRPALERFX Amazon S3 Z4# HHY 17 1) 1R

B REFEMF A PutPublicAccessBlock Amazon S3 4SRRI IG R EMK - H AT E
FE, HEEEHREK;SPNFEEEEN  RERITABGXINENREBTEZEZ
s3:GetAccountPublicAccessBlock #1E,

BUTRRBIER 7 EBRLE T R &K 7~ B PR E Amazon S3 T R AT M i B 1T A BRI KK

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "s3:GetAccountPublicAccessBlock",
"Resource": "*"

}

KT PR&EIX Amazon S3 F B IAENRIWEZFEL , 2R (Amazon Simple Storage Service F

PR PRIPELEXT Amazon S3 FEMNAE .

BEFMK P RN B 17 B PE LR F 3 Amazon S3 77 1 89 13 7] 1 BR
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5 Apache Airflow E 1%

1858 7] LA Apache Airflow 33 , 37 Apache Airflow EEN RFIEERITABRE ARN, ET#
EZEEL , E50 EE5 Apache Airflow BYIER,

WAITABR JSON K KAl

BRI AERAATARHIANRANBRRESERATNERTACHNRER , ENEFNRTAGH
BATFHE, XLERIEEE Apache Airflow BELM AR ARN S0 EF, Amazon S3 F4&4#EF Amazon
MWAA IRiE,

BMNBUEHROIKRE , BRE ARN RENVKF , RFEM JSON REESIZREHHITAE,
HEFREENZAN ROIRE

LURRHIE R T 7T F Customer-managed Z4AMMITABERE,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Deny",
"Action": "s3:ListAllMyBuckets",
"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"
]
},
{
"Effect": "Allow",
"Action": [
"s3:GetObject*",
"s3:GetBucket*",
"s3:List*"
]I
"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"
]
},
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RAriEmE

{
"Effect": "Allow",

"Action": [
"logs:CreateLogStream",
"logs:CreatelLogGroup",
"logs:PutLogEvents",
"logs:GetLogEvents",
"logs:GetLogRecord",
"logs:GetLogGroupFields",
"logs:GetQueryResults"

1,

"Resourxce": [
"arn:aws:logs:us-east-1:111122223333:10g-group

name:*"

]

}I

{
"Effect": "Allow",

"Action": [
"logs:DescribelLogGroups"

1,

"Resource": [
mgn

]

3},

{
"Effect": "Allow",

"Action": [
"s3:GetAccountPublicAccessBlock"

1,

"Resource": [

Mg

]
}I
{
"Effect": "Allow",
"Action": "cloudwatch:PutMetricData",
"Resource": "*"
},
{

"Effect": "Allow",

"Action": [
"sqgs:ChangeMessageVisibility",
"sqs:DeleteMessage",

tairflow-your-environment-

SR
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"sqs:GetQueueAttributes”,

"sqs:GetQueuelrl",

"sqs:ReceiveMessage",

"sqs:SendMessage"

1,

"Resource": "arn:aws:sqs:us-east-1:*:airflow-celery-*"
},

{
"Effect": "Allow",

"Action": [

"kms :Decrypt",

"kms :DescribeKey",

"kms : GenerateDataKey*",

"kms :Encrypt"

1,

"Resource": "arn:aws:kms:us-east-1:111122223333:key/your-kms-cmk-id",

"Condition": {

"StringlLike": {

"kms:ViaService": [

"sqs.us-east-1.amazonaws.com",
"s3.us-east-1.amazonaws.com"

ETXR , BFEZEAYF Amazon MWAA BERABUAREINITIRE, it , TEEA IAM 25 &%
"airflow.amazonaws.com" # "airflow-env.amazonaws.com" [REEMHEFMEIZMTAEH
AMESERFIRF |, HH/EFEH AWS CLIES IAM create-role th S X RS T HEBRAZHITHBHAA
ARKEXHT, BSRUTRAB BRI RA

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Principal": {
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"Service": ["airflow.amazonaws.com","airflow-env.amazonaws.com"]

3,

"Action": "sts:AssumeRole"

RIEFLLT JSON KEEHT tN B &MY Customer-managed %4, LLERBE(E
Fkms:EncryptionContext&F M4 BaI&K A5 R HEHR Apache Airflow HE4H, CloudWatch

"Sid": "Allow logs access",
"Effect": "Allow",
"Principal": {
"Service": "logs.us-east-1.amazonaws.com"
1,
"Action": [
"kms:Encrypt*",
"kms:Decrypt*",
"kms:ReEncrypt*",
"kms:GenerateDataKey*",
"kms:Describe*"
1,
"Resource": "*",
"Condition": {
"ArnLike": {
"kms:EncryptionContext:aws:logs:arn'": "arn:aws:logs:us-east-1:111122223333:*"

K RBIBER AWS-REH Z 4
RTFREERTETRTFAWS 85 BHANRITEGRE,

JSON

"Version":"2012-10-17",
"Statement": [
{
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RAriEmE

"Effect": "Allow",

"Action": "airflow:PublishMetrics",
"Resource": "arn:aws:airflow:us-east-1:111122223333:environment/
{your-environment-name}"
},
{

"Effect": "Deny",
"Action": "s3:ListAllMyBuckets",
"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"
]
},

{
"Effect": "Allow",

"Action": [
"s3:GetObject*",
"s3:GetBucket*",
"s3:List*"
]I
"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"
]
},

{
"Effect": "Allow",

"Action": [
"logs:CreateLogStream",
"logs:CreatelLogGroup",
"logs:PutLogEvents",
"logs:GetLogEvents",
"logs:GetLogRecord",
"logs:GetLogGroupFields",
"logs:GetQueryResults"

]I

"Resouxce": [

"arn:aws:logs:us-east-1:111122223333:10g-group:airflow-{your-

environment-name}-*"

]

},

{
"Effect": "Allow",

"Action": [

SR
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RAriEmE

"logs:DescribelLogGroups"

1,

"Resource": [

Mg

"Effect": "Allow",
"Action": [
"s3:GetAccountPublicAccessBlock"

1,

"Resource": [

myn

"Effect": "Allow",
"Action": "cloudwatch:PutMetxricData",
"Resource": "*"

"Effect": "Allow",

"Action": [
"sqs:ChangeMessageVisibility",
"sqs:DeleteMessage",
"sqs:GetQueueAttributes”,
"sqs:GetQueuelrl",
"sqs:ReceiveMessage",
"sqs:SendMessage"

1,

"Resource": "arn:aws:sqs:us-east-1:*:airflow-celery-*"

"Effect": "Allow",
"Action": [
"kms :Decrypt",
"kms :DescribeKey",
"kms : GenerateDataKey*",
"kms :Encrypt"
]I

"NotResource": "arn:aws:kms:*:111122223333:key/*",

"Condition": {
"StringLike": {
"kms:ViaService": [

SR
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"sqs.us-east-1.amazonaws.com"

1

BT RMAL?

« ET#EIZH Apache Airflow PG RIFEFFENNR , SR 1717 Amazon MWAA 835,
- T EARZFEENZRARITINER,
« ¥ ¥ Z Customer-managed BUER R4l o

Cross-service & aL Y &8l F s

BEARERBR—NMNLL£MRE , IFEFERENITHNRNEATREQBFEEETE SN EAR
TZBRE. £ AWS , BRZEHL TS BRILEIFMBE, Cross-service ¥ — MRS ( AR
)RS MRS (BOARANRS ) B, TEESRERHITR. TR A RS AR EARXY
B NEFNRFBHETRE , BNZRSEEHENR. A THLEXFER , BN AWS 27 —&T
8 HEBERFPMERSHWHIE , XERZSERACHEER T IHRIEK S SRR R,

ENMNBVUERENRNITAEESER aws :SourceArn M aws :SourceAccount £RFHELETXE
LABR#| Amazon MWAA I B —MNRSZ B RREBEHHNRE, IRERFEF —MNRRSERS A B
KEK , BEM. aws:SourceArnfIREBAVFZK, FHVEMR R SE RS ERREERER | B

A, aws:SourceAccount

PR ERERBEZKAERN A ERMEA aws: SourceArn £R&H L TXRBIER
MI5EE ARN, MRFTHEERFRHTE ARN , REEERESNER , B ARN
KOO EATEBETZR (* ) B9 aws:SourceArn £/ L TF3X&MH42, Hlm
arn:aws:airflow:*:123456789012:environment/*,

aws :SourceArn WEM/TRREE N HAUERITARH Amazon MWAA #h3E ARN,

BREUT ROIEARENHITECEEREFH aws :SourceArn M aws:SourceAccount £E%
HETXREXBEERERE, ERIEFHNTAGN | BUMERAUTEEERRE,
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JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": [
"airflow.amazonaws.com",
"airflow-env.amazonaws.com"
]
}I
"Action": "sts:AssumeRole",
"Condition": {
"ArnLike": {
"aws:SourceArn": "arn:aws:airflow:us-
east-1:123456789012:environment/your-environment-name"

},
"StringEquals": {

"aws :SourceAccount": "123456789012"
}

Apache Airflow 1 A& =

EAT Apache Airflow (WL S8 TERBEEH AT ENBIET , A TELNHREPEEEZ Apache
Airflow MEIRSJ|/OIERE, NHEE , AEFNEELHNAERH. NIEENAE THE Amazon
MWAA 35 A i Apache Airflow Web BRF RN THRIER , AR MBREEFINEREZED , FEE
Amazon VPC =it & /Y HE At 5 R

H33x

« Apache Airflow 177 /8] =,
- NERL
- AERL
o NFFFAMEEA

Apache Airflow 7 E] &= 79
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o HREIEXBR
- NEMKZIHRER
- HERZHEER
N RN RIE E
- HEEXANRE
- NEMKIRE
- RERENIRE
« NRAMNBENEZFRBITRE
- 418 Apache Airflow Web IR$88HY VPC i = ( FAE MK 51 )

Apache Airflow 1 B #&

A LAA Apache Airflow RS IRSGSSRIEFRFAE A, AHEH , LA UEMNERLALBEHMIAER
H,. EEALERA , FERLEMNSE, XFHF R Apache Airflow Web AR 5528 B 1 PR PR il 72
Amazon VPC N, EFALNERH , BEBELAEMNE, XAiAFBEY EEMIiGE Apache Airflow
Web k588, ERINEANANIMERER , FEFELAANMERKZILR, XAFAFBYEBRM IR
Apache Airflow M&BRSSES , MIEARANBEFAE VPC R EME RS H[EE.

NEMLE

UTREE#ER T T HLE Web RS ERH Amazon MWAA 3R,

NEREHRER A FREEN IAM KB 15 R R A A @S BB MG R Apache Airflow Ul

/A Important
WMRENIMEFEAFTE L HMEZILEEXH Apache Airflow 3 ESFIRA , W THEA 5 470
RERS B EEKM U5 [E) Web RGBT BB SRS, MREETRARNFREETHE
BXP (flgn , 3&HB NAT MXHFAEFM ) , DAG IS5 HEAK,. EMRXNEE , BAHRE
Apache Airflow M7 3.2.1 EBRA , RAEVRIL2AMBENKZHRESN |, ZEXBIH
B VPC I SEEH LA RBVER.

TER#ER T £ Amazon MWAA #2#14& EBRE a] LAk B /N8 M 4RI,

Apache Airflow 1 B =
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FRMLE

LUTZRARERT T EFE Web FRE35H Amazon MWAA hiE,

FAEM K EEXFHE Apache Airflow Ul BV BRBR & Amazon VPC A B3R /E 5 RIIRE IAM KRS
BAF,

BIEZEBIE Web RFEFHRNBRHRER | XIUFFIEKRETIIT2ZE Python Wheel #4% (.whl)
i, ARIBTE requirements.txt F5|H .whl., BXER Wheel I BMEZHKBIMNIEEE | FS
A Python Wheel BB K,

TE#R T £ Amazon MWAA 2] & L BRE a] Sk 2| FA 8 W 4L 5.

NZERIENTE:-PN

EH T Apache Airflow JRZAK 3.2.1 RESRA, £ Apache Airflow [k 3 RESMAH , TEARE
HES AP EESRBSERAMERS . WREH Amazon VPC TR EBRN , TEARFE
SERRIZAHE Web RS5E8 , M-S B DAG 5K M. tENXBEGIE 7 A Tx 585158 Apache Airflow
Ul I HERFZAEITEEE , XAETATIHEARE Web RFB|[EEFHFE VPC IR , RATFIEA
RAEFHRERMYERTIAE Web lRFEE. BX8NEY , B2H LEMNAAMEBNE AMEEY
B

(® Note

FEHERT , X EEEST A HMutif | Apache Airflow A RiE. FAF VPC KT s T4
ARRATREBEE , THTXERHE,

U7 | R L BR

AR NEHEBEBRRNHENE, RERNEHILENLEMEHRERXE , 7£EH Amazon VPC H oI Z2#Y
VPC £&im¥ & (AWS PrivateLink),

NEMEHEER

WMREH Apache Airflow Web RFERIER T LAEMKZIHEERX , UMK REFEL BN ATTEEH,
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« Amazon MWAA 73 Amazon Aurora PostgreSQL JT¥IEHIEERZE VPC ENOK R, waSEMRE
BEREFRO A AXPOIZEN , FEIMZ THM AWS KF,

« ARG , Amazon MWAA &FFAE FMFH IP it ETOE S, X EEXIEM Amazon VPC #Y
BNMNTRHRXYE— IP WERESKEK,

AWML EERN

WRIERN Apache Airflow Web RFERIER TR EMKZIFRES | NMKZREFE Amazon VPC T
R H,.

« Amazon MWAA i Apache Airflow Web RS 6IE —1 VPC # 0w K , 8 Amazon Aurora

PostgreSQL THFEHFEFLIBEOKI]. KHRARERFIMAFNNATRAXPEIRY , AWMU T
HAth AWS IKF,

« ARG , Amazon MWAA &G EFMFH IP it ETEOR S, XEEXEM Amazon VPC #
BNMNTHRXEE—N IP BERESRE,

NCEIENZRILE N

WMREFR Apache Airflow M IRFEFEFE T AHMENFIAEMEZHEER |, MFRE Apache Airflow Ul
WRERENBELERM AT RS , MIEAREMEZRZSHFNBEUEENLIH VPC AUFAEH
X H,

« W E# MWAA 28 Apache Airflow MRS 2 ( AT ITEARERE ) 42 VPC EOLKIET R
H 988 Amazon Aurora PostgreSQL THIEHFEEF I REO L ET R, KinT L2 ERNFEH
AEFROTTAXFCEN , HEMIT FHEM AWS IKFLHT R

« ARG , Amazon MWAA &FFAE FMFH IP it E T OE S, X EEXIEM Amazon VPC Y
BNTRHRXYE— IP WERESKEK,

* Apache Airfow AP RE BT AHXMEAFSEHERBESERNER. AFRTERAFRENEREE
R M FERXMEE,

ETHMEZELR | 21 the section called “Amazon VPC # Apache Airflow i [8) #& =X &9 =51 B 67,

T EER R IRIE

T —FRBFEERNLIEIEZRM Apache Airflow THRIES , NATHREENEMITENEE.,
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NEMZRE

WMREFR Apache Airflow Web BRSS2RIEFRANEMEIRD , N A LA QIRIME IR Apache
Airflow Ul,

BEEXDUATIRREER NG RRRAREVIRREREM AWS RSHNR.

1. IR R., L5 MWAA EEREF T eEFEAEHM AWS RS, FEERIZEIRER , Amazon
MWAA 28| —MNRSHEXAE , RAFEXNTZHEMERREME (Amazon ECR), BEMIL
# EC CloudWatch 2 ¥ L IAM B4,

SRAT LOR DS IX L2 fR &5 F E AL IR ER AR |, e AT LUEE [ 1T A & 7R A PR Sk fE A H it AWS FR
£, ETHMEZER | BSH Amazon MWAA HITA G,

2. BIEAFREE, 4 %Eﬁnﬁﬁ?ﬁﬂﬁ%f\ IAM ZKBE | LABL EXSERE R Apache Airflow Ul 891517
PR o ET%E%EM . 1E3 5 1R Amazon MWAA IRiE,
AEREHRE

SR IRHA Apache Airflow Web FREE51& R “EAMLE” %I , NEERERFWIHRINE, BHREME
A AWS EM RS HRER , FRIZMNEHITENGR Amazon VPC RS

1. BHIRE, TS5 MWAA EEREGF O FEFEAEHM AWS RS, TEEGIZEIRER , Amazon
MWAA 2812 —NMRESHEXAER | RFEXNT D3R EMER (Amazon ECR), BAEMITS
# EC CloudWatch 2 {E ¥ IAM ##1E,

& A LUR IR X L6 AR &5 A H A2 EMAUR | B AT A Mt T AR RRERE M AWS iR
%, ETMESZEER |, 55 Amazon MWAA UITHEE,

2. BIERAPXRE., £ ﬁE%EWFﬁF‘ﬁUE%’I\ IAM ZKBE , LABCEXSIRE A Apache Airflow Ul B9 175 (7]
*XIZEO ET%E%L:«» %}lﬁl ijilh—.l Amazon MWAA %iﬁo

3. BAMEKZIHRE, BEEE Amazon VPC H 8|2 —MLHISKEEE T Apache Airflow Web BRS5E5HY
VPC # 5 (AWS PrivateLink), Bt , @it AWS Client VPNMITEHL8IZ VPN B33,

ANERANMARBEMZHRFHTIRE

WMREH Apache Airflow Web RS EFIEFE N AMABEMEZIHEIED , M TAECIRRBEEFTFRER
Apache Airflow FiF S, XHEEFHETEE VPN 5 VPC KinT K5 EHLHl. Apache Airflow B F
RETBIERMIGR, TEAZBEIE VPC LinT [ BHEEE Web RF 3.
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BEEXDUATIRREER PN RRXRARENVIHZEREM AWS RSHNR.

1.

IR, S MWAA EERBIFAIFEEFEAEM AWS BRSS. EEQEBRINER , Amazon
MWAA &8 —NMNRSHEXAR |, AFEXNTZHEMERRIME (Amazon ECR), BEMIS
# EC CloudWatch 2 X L IAM B4,

AT LA 0 X L AR <5 5 AR B IR BV A BR |, e ATLUBE 1T 8 & R I R R E A H itk AWS BR
5. BETHMEZEE |, 506 Amazon MWAA HITA S,

BIEZAF KK, BARFEENAFUES IAM K |, SIEEXIFIER Apache Airflow Ul K15 1E]
NPR. BETHMESZEE , §S56 58 Amazon MWAA #H5,

58] Apache Airflow Web B 2H VPC im s ( RABEMLIAE )

MRIEER TIEMLZIEI , NEEHE Amazon VPC 812 — LIS 5B Apache Airflow Web AR
&2 VPC Ui = (AWS PrivateLink), X FXLRE , RINNBWEAS Amazon MWAA IREMEERY
Amazon VPC, VPC Z£AMILEFW,

MREEE T ENBRLANBEMNE , MEFLIZTF Apache Airflow B~ RERIHLE, ERAILE
BEBRMIGR. THEARSAFEATLE VPC KinT [QBEITRBES.

BETHMESZER , BSREE VPC iR B 15 H,

7 Apache Airflow Web BRS5888 VPC i = ( FAE MK LR ) 84
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518 Apache Airflow

Amazon MWAA 21 7 2518 Apache Airflow ¥R E #7535 : Apache Airflow F P SR (Ul) 4]

& . Apache Airflow CLI 1 Apache Airflow REST APIl, ¥RAETEAEH Amazon MWAA 2§ & Apache
Airflow AP SREH TR AEA DAG , B Al AEAIL S5k APls MWAA SRR H B A DAG, AT
B[R Apache Airflow Ul FREERIINR, SRR THEUEREE WS shell Fi@A Amazon MWAA
API , LB Apache Airflow CLI F X H T,

£

. EREH

» 3#TFF Apache Airflow Ul

« &3 Apache Airflow

« 8|2 Apache Airflow Web BRSS 8515 8] S k&
73 Apache Airflow Web JR%5851% B B & XI5
» 82 Apache Airflow CLI k&

» {5 Apache Airflow REST API

+ Apache Airflow CLI i 5 5#&

FRF M
F— BN AEAET BN SNMAFEN IS 5%,
(8]

« AWS Ik 7£ AWS Identity and Access Management (IAM) #1177 7] F 9 10 5 i MWAA X BR 2R
B, Apache Airflow F F° S HE 5 E KB : AmazonMWAAWebServerAccess

« AWS Ik 7£ AWS Identity and Access Management (IAM) H11j7 [R)3E &2 MWAA X PRZERE, TE
B9 APl F#Z& &5 R B © AmazonMWAAFUllApiAccess

AWS CLI

AWS Command Line Interface (AWS CLI) —/MNFRIE , B LUERA ST shell PFH@H 5 AWS
BREHITRE, EERATHHLR , EEEUATHERUATERY

o« AWS CLI — RERA 2,

TR 85


https://docs.aws.amazon.com/cli/latest/userguide/install-cliv2.html
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« AWS CLI — FARER Eaws configure,

¥TFF Apache Airflow Ul

TEERT Amazon MWAA 12l & 15[ Apache Airflow Ul Y851,

% % Apache Airflow

PREELREY AWS Ik RIEB AWS Identity and Access Management (IAM) Apache Airflow f F° S ih
B 5K BE . AmazonMWAAWebServerAccess X PR 8E15 RIYREY Apache Airflow A/ R,

E 519 Apache Airflow Ul , IEHRITA T R4E

1. 7£ Amazon MWAA #Z§|& EFTFRETE,
2. RBEINIE,
3. 1&EITF Airflow Ul,

£/ Apache Airflow Web BRSS 8515 0] & h&

FBAERAARTT PRGSO Web BRER5F RIS, HRISELLEBES R Amazon MWAA IR,
Bl | WATLARENS RS | REEA Amazon MWAA AP BURIEF R EFE DAG, F—HAaEMEA AWS
CLI, bash #iZX, POST API 53R} Python B €|% Apache Airflow Web E RS EME TR, MR
IREH S HETE 60 BRBEK.

/A Important

B 2025 & 8 A 19 Bif2 , Amazon MWAA 17 Xt IPv6 i SR X #F , BLERHE IPv4 A IPv6
WmRo MNiZBHEIE , FTEFMRIERNIREERNEER on. aws BER Airflow AP FRE (U)o XF
XLEFGIRNIRE | B ATFHE Airflow Ul M .on.aws 3EBE . amazonaws . com 13,
BT Web RES[MNHBIEENEIUIAE S (VPC) im SRS FRIFHLYE] . amazonaws . com
g, TEH#HTENER,

B
- BEREH

fIFF Apache Airflow Ul 36


https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-configure.html
https://console.aws.amazon.com/mwaa/home#/environments
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« AWS CLI

£/ AWS CLI

£ A bash Bz

#F Python BIZ

BETRMEMAAL?

SERE M
T—FNETEAERR LGS HMEREN NS SR,
(7]

« £ AWS Identity and Access Management (IAM) #i5[a] Apache Airflow Fi 7 5L HE 17 7] SR B -
AmazonMWAAWebServerAccess 1Y Amazon MWAA X BRZRBEHY AWS K F

+ 7E£ AWS Identity and Access Management (IAM) 1 i/[8] Amazon MWAA X PRZE R TR API F1i2
HEHEBE : AmazonMWAAFUllApiAccess B AWS Ik,

AWS CLI

AWS Command Line Interface (AWS CLI) @ —#FRIE , B LLAREW ST Shell FEABTE
AWS RF#HITRE, EXRATHHNLTR , EEEUTHEREATERHS

« AWS CLI - ZFRZ 2.
« AWS CLI- £/ aws configure #{THREREE.

A AWS CLI

LUR RBIEH AWS CLI F1#Y create-web-login-token #5812 Apache Airflow Web & 554,

aws mwaa create-web-login-token --name YOUR_ENVIRONMENT_NAME

£ bash Bz

LA RBIER bash BIZVE A AWS CLI 1 #9 create-web-login-token 53K 8|2 Apache Airflow Web
BRTHE.

TR 87
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1. EFIUATREBREBASR , HEEX#SFH get-web-token. sh,

#!/bin/bash

HOST=YOUR_HOST_NAME

YOUR_URL=https://$HOST/aws_mwaa/aws-console-sso?login=true#

WEB_TOKEN=$(aws mwaa create-web-login-token --name YOUR_ENVIRONMENT_NAME --query
WebToken --output text)

echo $YOUR_URL$WEB_TOKEN

2. B##5{FR%E YOUR_HOST_NAME F YOUR_ENVIRONMENT_NAME. f5lt0 , AEMEHEHZ
ATBEM R PR/R (%A https:// ) -

123456a0-0101-2020-9e11-1b159eec9000.c2.us-east-1.airflow.amazonaws.com

3. (W% ) macOS M Linux AP ATEEEEET U T o B REATHIT,

chmod +x get-web-token.sh

4. BITATHIARTIRE Web B F T,
./get-web-token.sh
FEHRTRRAPRER

https://123456a0-0101-2020-9e11-1b159eec9000.c2.us-east-1.airflow.amazonaws.com/
aws_mwaa/aws-console-sso?login=true#{your-web-login-token}

M Python B4

LARRBIER Python BIZRF#Y boto3 create_web_login_token 75 3% 3R 812 Apache Airflow Web & 3%
ThE. BAILAE Amazon MWAA Z BT, BRFERLE boto3 FE, BAIEEFEEQE —MELIR
BRZRZE, ZMERRECELNKFEE T AWS FHKIEREIL,

1. SHUTRBROINNE , HEALAHSFRN create-web-login-token. py,

import boto3
mwaa = boto3.client('mwaa')
response = mwaa.create_web_login_token(
Name="YOUR_ENVIRONMENT_NAME"
)

& A Python B4 88
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webServerHostName = response['"WebServerHostname"]
webToken = response["WebToken"]
airflowUIUrl = 'https://{0}/aws_mwaa/aws-console-sso?
login=true#{1}'.format(webServerHostName, webToken)
print("Here is your Airflow UI URL: ")
print(airflowUIUrl)
2. A##EMFFAE YOUR_ENVIRONMENT_NAME,

3. BEITEATHIZAAIERE Web &R TR,

python3 create-web-login-token.py

BTREAA?

* 1£ CreateWebLoginToken L35 A F 18 Web B3R T HH Amazon MWAA API #1E,

A Apache Airflow Web RZ-851& B B E X iF

£ Amazon Managed Workflows for Apache Airflow (Amazon MWAA) B | A LR IEE R
Apache Airflow Web lRFEFIZEBENE. BIFEABENE , B LA Apache Airflow AP R
M. Apache Airflow CLI 2 Apache Airflow Web BR58515 RIZRE R Amazon MWAA &3 Apache
Airflow Web fR%85.

® Note
BRABETEB M1 R RIFIE Web fis5as LERA B E XHE.

Amazon MWAA EMBENEN Az S

1. AWS ENRRARFRHE Web S HE  BURAEENE , BTUELAFHE Web
SBHAFRERE URL , T RERNBS AT, BALERILEE U | FHTRIEH B ARF S
MFRERRE,

2. LS Web BRSE : MBLEHTEH B FARRE VPC FH) Web S BREHRNR , £
A £ 2 U AT AL URL B AT

£}

BETRMAL? 89
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- BREAENE
o RERMERIZHE

BLE B E

EREBTEEINAE , BEEL RN EH Amazon MWAA IREEHEE webserver.base_url

Apache Airflow Bt BRI BEENEHE, ATAREATEENES :

« ZENEFSEAMNTERENZTLRETA (FQRDN), Hli0 your-custom-domain. com,

« Amazon MWAA R A URL FRINEEEE, #IM0 , your-custom-domain.com/dags/ TREAX
WBEENEE,

« URL KE&% N 255 4 ASCII F£F,

- MBBEMZEZRHFSE , MEBINER TFERA Amazon MWAA £ H Web IRSS85 URL BRI,

BIFLUT ROIER AWS CLI 812 H BEX Web BRSF2REBHNHE.

aws mwaa create-environment \

--name my-mwaa-env \

--source-bucket-arn arn:aws:s3:::amzn-s3-demo-bucket \
--airflow-configuration-options '{"webserver.base_url":"my-custom-domain.com"}"' \
--network-configuration '{"SubnetIds":["subnet-0123456789abcdef","subnet-
fedcba9876543210"13} "' \

--execution-role-arn arn:aws:iam::123456789012:role/my-execution-role

IBRRNEHMAER , EFEE AWS K/~ PIREBMERIRE , UEEY B EEHERLE Web RS
o

EMEFEARIARRZSERN URL , BEFENIAEREH B webserver.base_url BEiEIR,
1% & B Y B Al b
PITU TS BREBAENBMEMIEHE  UWES AWS K b BEENE —REA,

1. 3REX Amazon VPC i S M0 (ENI) B9 IP sk, EHITHRE , BEEEM get -
environment B ESIMEM WebserverVpcEndpointService,

dws mwaa get-environment =-=-name your-env.ironment-name

BEERENSE 90
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WMERKRL , BRFBRBIEUTARARRUNEH,

{

"Environment": {
"AirflowConfigurationOptions": {3},
"AirflowVersion": "latest-version",

"Arn": "environment-arn",
"CreatedAt": "2024-06-01T01:00:00-00:00",
"DagS3Path": "dags",
"WebserverVpcEndpointService": "web-server-vpc-endpoint-service",
"WeeklyMaintenanceWindowStart": "TUE:21:30"
}
}

12 T WebserverVpcEndpointService B NHEAF LT Amazon EC2 describe-vpc-
endpoints @S HH web-server-vpc-endpoint-service, A T@HHH --filters
Name=service-name,Values=web-server-vpc-endpoint-service-id,

2. 3% Amazon VPC i RIFAEE, v T A FRESHEHERS BMIEE R Amazon VPC i =i 48
EE , HUNARENRE RS ID MXBAMNERED ID,

aws ec2 describe-vpc-endpoints \
--filters Name=sexrvice-name,Values=web-server-vpc-endpoint-service \
--query 'VpcEndpoints[*].

{EndpointId:VpcEndpointId, NetworkInterfaceIds:NetworkIntexfacelds}' \
--output text

3. RBMEEOHFMES. ke PATRES L —SHATHE Amazon VPC ik S BB BN D
MFE P ik,

for eni_id in $(
aws ec2 describe-vpc-endpoints \
--filters Name=service-name,Values=service-id \
--quexry 'VpcEndpoints[*].NetworkInterfaceIds' \
--output text
); do
aws ec2 describe-network-interfaces \
--network-intexface-ids $eni_id \

REBPER A Y
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--query 'NetworkInterfaces[*].PrivateIpAddresses[*].PrivateIpAddress' \
--output text
done

4. £ create-target-group BIEFM BEFrA, BFFEH LB FRAREM Web RS 25 Amazon
VPC im<fY IP Hbik,

aws elbv2 create-target-group \
--name new-target-group-namne \
--protocol HTTPS \

--port 443 \

--vpc-id web-server-vpc-id \
--target-type ip \
--health-check-protocol HTTPS \
--health-check-port 443 \
--health-check-path / \
--health-check-enabled \
--matcher 'HttpCode="200,302"'

£/ register-targets o EM IP it

aws elbv2 register-targets \
--target-group-arn target-group-arn \
--targets Id=ip-address-1 Id=ip-address-2

5. iR ACM iE#, MREEANRAF/IES , MBI TR,

aws acm request-certificate \
--domain-name my-custom-domain.com \
--validation-method DNS

6. Bt & Application Load Balancer, B8N ITE S , RN ZABEERVEMITER. BEEE
E—SFBI2H ACM iEH,

aws elbv2 create-load-balancer \
--name my-mwaa-lb \
--type application \
--subnets subnet-id-1 subnet-id-2

aws elbv2 create-listener \
--load-balancer-arn load-balancer-arn \
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--protocol HTTPS \

--port 443 \

--ssl-policy ELBSecurityPolicy-2016-08 \

--certificates CertificateArn=acm-certificate-arn \
--default-actions Type=forward, TargetGroupAxn=target-group-arn

MREEMEFNPEAMNE AT EESS | FREEL Y Site-to-Site VPN BEE X518 Web BR

%8R0

7. {£/ Route 53 HiZzEtIZ2EEX,

aws route53 create-hosted-zone --name my-custom-domain.com \
--caller-reference 1

NIZBOE—FK AidK. EEA AWS CLI #1TI#R 4 , A 1list-hosted-zones-by-name
REFEERX ID , RIS A change-resource-record-sets MAIEFKo

HOSTED_ZONE_ID=$(aws route53 list-hosted-zones-by-name \
--dns-name my-custom-domain.com \
--query 'HostedZones[0].Id' --output text)

aws route53 change-resource-record-sets \
--hosted-zone-id $HOSTED_ZONE_ID \
--change-batch '{
"Changes": [
{
"Action": "CREATE",
"ResourceRecordSet": {

"Name": "my-custom-domain.com",

"Type": "A",

"AliasTarget": {
"HostedZoneld": "load-balancer-hosted-zone-id>",
"DNSName": "load-balancer-dns-name",

"EvaluateTargetHealth": true
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8. E# Web fR%58% Amazon VPC IR Z2EMN , FHERRENREN , RAFREMARERF
NEIDEBRFAELE FMH HTTPS &, FLT JSON RERIARM, a0, sg-ingress-ip-

permissions.json,

[
{
"IpProtocol": "tcp",
"FromPort": 443,
"ToPort": 443,
"UserIdGroupPairs": [
{
"GroupId": "load-balancer-security-group-id"
}
1,
"IpRanges": [
{
"CidrIp": "public-subnet-1-cidr"
1,
{
"CidrIp": "public-subnet-2-cidr"
}
]
}
]

BT Amazon EC2 (S EMAOZREAMN, EE --ip-permissions B9 JSON X,

aws ec2 authorize-security-group-ingress \
--group-id <security-group-id> \
--ip-permissions file://sg-ingress-ip-permissions.json

Z{TLAT Amazon EC2 ss S EFHHOMM

aws ec2 authorize-security-group-egress \

--group-id webserver-vpc-endpoint-security-group-id \
--protocol tcp \

--port 443 \

--source-group load-balancer-security-group-id
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$TFF Amazon MWAA #&| & 3 S 2l Apache Airflow Ul, IR R EFE FM IR E ML g E# S
MA R AN NARFASIER  NWATERLT®RIUZ —i51E Web RS 5.

« the section called “##& : Linux &2 F4”

« the section called “#(%& : AWS Client VPN”

812 Apache Airflow CLI < f&

® Tip
REST API tt CLI EHI{X , EHEABRENHREERMIRIT. REST 5 Apache Airflow 3
BEWEERFR,

O LAERAAT LGS ER CLI 98 , AREEESDS shell A Amazon MWAA API, il | &
A LRI 2 |, AR ER Amazon MWAA API LURTE S N EF DAG, F—TaE#EFEH AWS CLI, curl
BIZ, Python BIZE} bash BiA~#]2 Apache Airflow CLI SHENE R, MNFERENSHME 60 BRE
o

AWS CLI S EEBRES shell B , MFARRES APl 55, Eit , TANAHXRERN. FHER
Web BRF2EX AR REFIMNEE D , BIER —MERR TR Z 81 T EH T AWS CLI ER.
H33x
- EREMH
« AWS CLI
- 5/ AWS CLI
« £/ curl BIA
- {# 8 bash BIA
« f£/ Python BZ
o BETRMMAL?

FTRZM

T—HNABTEAETT LS TMEEFRENZ SR,

Apache Airflow CLI %5 & 95
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18]

+ £ AWS Identity and Access Management (IAM) Hij[@] Apache Airflow FA F° 538 5 7] SR B
AmazonMWAAWebServerAccess FH Amazon MWAA R BEEY AWS K,

+ £ AWS Identity and Access Management (IAM) F1j[8 Amazon MWAA X PRZERE STEEH AP| F142
HAHRIBE : AmazonMWAAFullApiAccess B9 AWS K,

AWS CLI

AWS Command Line Interface (AWS CLI) 2 —#FRIE , B AXRE®SIT Shell FEAGS
AWS RE#HITRE, EXRATHHTR , EEEUTHERATERS :

+ AWS CLI - ZE&EMA 2,
« AWS CLI-f#H aws configure BITIRIERE,

£ AWS CLI

LUF RBIER AWS CLI F1#Y create-cli-token a3 #12 Apache Airflow CLI k&,

aws mwaa create-cli-token --name YOUR_ENVIRONMENT_NAME

A curl Bia

LATRRBIMER curl BIZAE A AWS CLI 1 H9 create-web-login-token @ % , 33 Apache Airflow Web
BR%588 L8R = A Apache Airflow CLI,

Apache Airflow v3

1. MWXAEXHHES curl FAFFEMUEE®T shell .

® Note
MEEFZEERE , TEFEREM shell REFHHE > H.

CLI_JSON=$(aws mwaa --region us-east-1 create-cli-token --
name YOUR_ENVIRONMENT_NAME) \

£/ AWS CLI 96
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&& CLI_TOKEN=$(echo $CLI_JSON | jg -r '.CliToken') \

&& WEB_SERVER_HOSTNAME=$(echo $CLI_JSON | jg -r '.WebServerHostname') \

&& CLI_RESULTS=$(curl -L --request POST "https://$WEB_SERVER_HOSTNAME/aws_mwaa/
cli" \

--header "Authorization: Bearer $CLI_TOKEN" \

--header "Content-Type: text/plain" \

--data-raw "dags trigger YOUR_DAG_NAME --logical-date $(date -u +"%Y-%m-%dT%H:
%M:%SZ")") \

&& echo "Output:" \

&& echo $CLI_RESULTS | jg -r '.stdout' | base64 --decode \

&& echo "Errors:" \

&& echo $CLI_RESULTS | jg -r '.stderr' | base64 --decode

2. FAIRIEM AWS X35, YOUR _DAG_NAME 1 YOUR_ENVIRONMENT NAME it red 9/ 51z
o Bl , AEMBHEN B AIBEM TR (&F https:// ) -

123456a0-0101-2020-9e11-1b159eec9000.c2.us-east-1.airflow.amazonaws.com

BHRTRRIPFER

{
"stderr":"<STDERR of the CLI execution (if any), base64 encoded>",
"stdout":"<STDOUT of the CLI execution, base64 encoded>"
}
Apache Airflow v2

1. MWXAEXHHES curl IFAFFEKWEE®T shell #,

® Note
HHEFZEERG , TEFEEMEA shell EEPNERE > B,

CLI_JSON=$(aws mwaa --region us-east-1 create-cli-token --

name YOUR_ENVIRONMENT_NAME) \

&& CLI_TOKEN=$(echo $CLI_JSON | jq -r '.CliToken') \

&& WEB_SERVER_HOSTNAME=$(echo $CLI_JSON | jq -r '.WebServerHostname') \

&& CLI_RESULTS=$(curl --request POST "https://$WEB_SERVER_HOSTNAME/aws_mwaa/cli"
\

fEF curl B 97
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--header "Authorization: Bearer $CLI_TOKEN" \

--header "Content-Type: text/plain" \

--data-raw "dags trigger YOUR_DAG_NAME") \

&& echo "Output:" \

&& echo $CLI_RESULTS | jg -r '.stdout' | base64 --decode \

&& echo "Errors:" \
&& echo $CLI_RESULTS | jg -r '.stderr' | base64 --decode

2. FAXER AWS XI5, YOUR_DAG_NAME F1 YOUR_ENVIRONMENT _NAME it red ¥/ 51z
o Blmn , NEMEZNENB M TR (J&E https:// )

123456a0-0101-2020-9e11-1b159eec9000.c2.us-east-1.airflow.amazonaws.com

ENHHPRFFFLR

"stderr":"<STDERR of the CLI execution (if any), base64 encoded>",
"stdout":"<STDOUT of the CLI execution, base64 encoded>"

£ bash B4

LA RBIMERA bash BIZASkRiEA AWS CLI 1 # create-cli-token #5812 Apache Airflow CLI 5 k%,

Apache Airflow v3

1. EHUTRERINAET , AEEXESFHN get-cli-token.sh,

# brew install jq
aws mwaa create-cli-token --name YOUR_ENVIRONMENT_NAME | export

CLI_TOKEN=$(jq -r .CliToken) && curl -L --request POST "https://YOUR_HOST_NAME/

aws_mwaa/cli" \
--header "Authorization: Bearer $CLI_TOKEN" \
--header "Content-Type: text/plain" \
--data-raw "dags trigger YOUR_DAG_NAME --logical-date $(date -u +"%Y-%m-

%dT%H:%M:%SZ2" )"

2. B##5{I5E#R YOUR_ENVIRONMENT _NAME. YOUR_HOST_NAME #1 YOUR_DAG_NAME, 4
m, NERENENB AN TR (&% https:// ) -

f§ A bash 7 98
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RAriEmE

123456a0-0101-2020-9e11-1b159eec9000.c2.us-east-1.airflow.amazonaws.com
3. (Hi% ) macOS M Linux AF ATEEEEETU T oo U BARMATHIT,
chmod +x get-cli-token.sh

4. BITLATHIAT 812 Apache Airflow CLI S H4,

./get-cli-token.sh

Apache Airflow v2

1. EFIUTREBREBAR , HEFRMHMSFH get-cli-token.sh,

# brew install jq

aws mwaa create-cli-token --name YOUR_ENVIRONMENT_NAME | export CLI_TOKEN=$(jq -
r .CliToken) && curl --request POST "https://YOUR_HOST_NAME/aws_mwaa/cli" \
--header "Authorization: Bearer $CLI_TOKEN" \

--header "Content-Type: text/plain" \

--data-raw "dags trigger YOUR_DAG_NAME"

2. RB##5{USFE#% YOUR_ENVIRONMENT _NAME, YOUR_HOST_NAME 1 YOUR_DAG_NAME, 4
m, NEMZHENBATEN TR (I&F https:// )

123456a0-0101-2020-9e11-1b159eec9000.c2.us-east-1.airflow.amazonaws.com
3. ( ®i% ) macOS M Linux AR AT BLEIT A T e S AB R AR AT 1T,
chmod +x get-cli-token.sh

4. BITUATHIARTI ]2 Apache Airflow CLI k&,

./get-cli-token.sh

f§ A bash 7 99
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RAriEmE

£/ Python 7%

LA RBIE A Python BIZSH B boto3 create cli_token J53%K 812 Apache Airflow CLI k& |, Hadk
DAG, &ALATE Amazon MWAA ZANETTIEIIAS, AR FEL L boto3 F., ZRAEFEEAIE —NERR

BREFEIZE. ZHRBRECENKTEE T AWS S HRIFFIL,

Apache Airflow v3

SHUTRBROINNE , HEARHSFHN create-cli-token.pyo

Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.

Permission is hereby granted, free of charge, to any person obtaining a copy of
this software and associated documentation files (the "Software"), to deal in
the Software without restriction, including without limitation the rights to
use, copy, modify, merge, publish, distribute, sublicense, and/or sell copies of
the Software, and to permit persons to whom the Software is furnished to do so.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS
FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR
COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER
IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN
CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.
import boto3

import json

import requests

import baseb4

mwaa_env_name = 'YOUR_ENVIRONMENT_NAME'
dag_name = 'YOUR_DAG_NAME'
mwaa_cli_command = 'dags trigger'

client = boto3.client('mwaa')
mwaa_cli_token = client.create_cli_token(

Name=mwaa_env_name

mwaa_auth_token = 'Bearer ' + mwaa_cli_token['CliToken']
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mwaa_webserver_hostname = 'https://{0}/aws_mwaa/
cli'.format(mwaa_cli_token['WebServerHostname'])
raw_data = '{0} {1}'.format(mwaa_cli_command, dag_name)

mwaa_response = requests.post(
mwaa_webserver_hostname,
headers={
'Authorization': mwaa_auth_token,
'Content-Type': 'text/plain'
.
data=raw_data

)

mwaa_std_err_message = baseb64.b64decode(mwaa_response.json()
['stderr']).decode('utf8"')
mwaa_std_out_message = base64.b64decode(mwaa_response.json()
['stdout']).decode('utf8"')

print(mwaa_response.status_code)
print(mwaa_std_err_message)
print(mwaa_std_out_message)

2. FASMFER YOUR_ENVIRONMENT_NAME #1 YOUR_DAG_NAME,
3. BITLATHIZAT €12 Apache Airflow CLI &,

python3 create-cli-token.py

Apache Airflow v2

1. SHUTRBROINNE , AEARMSEFRN create-cli-token.pyo

Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.

Permission is hereby granted, free of charge, to any person obtaining a copy of
this software and associated documentation files (the "Software"), to deal in
the Software without restriction, including without limitation the rights to
use, copy, modify, merge, publish, distribute, sublicense, and/or sell copies of
the Software, and to permit persons to whom the Software is furnished to do so.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS
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FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR
COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER
IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN
CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.
import boto3

import json

import requests

import baseb4

mwaa_env_name = 'YOUR_ENVIRONMENT_NAME'
dag_name = 'YOUR_DAG_NAME'
mwaa_cli_command = 'dags trigger'

client = boto3.client('mwaa')

mwaa_cli_token = client.create_cli_token(
Name=mwaa_env_name

mwaa_auth_token = 'Bearer ' + mwaa_cli_token['CliToken']
mwaa_webserver_hostname = 'https://{0}/aws_mwaa/
cli'.format(mwaa_cli_token['WebServerHostname'])
raw_data = '{@0} {1}'.format(mwaa_cli_command, dag_name)

mwaa_response = requests.post(
mwaa_webserver_hostname,
headers={
'Authorization': mwaa_auth_token,
'Content-Type': 'text/plain'
},
data=raw_data

)

mwaa_std_err_message = baseb4.b64decode(mwaa_response.json()
['stderr']).decode('utf8"')
mwaa_std_out_message = baseb4.b64decode(mwaa_response.json()
['stdout']).decode('utf8"')

print(mwaa_response.status_code)
print(mwaa_std_err_message)

print(mwaa_std_out_message)

2. B ENMNFER YOUR_ENVIRONMENT _NAME 1 YOUR_DAG_NAME,
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3. BE{TUTHIAT8IE Apache Airflow CLI &,

python3 create-cli-token.py

BTREAA?

« T£ createClitoken £ % A F 612 CLI S8 Amazon MWAA API #1E,

{# A Apache Airflow REST API

X F121T Apache Airflow v2.4.3 R ESRAKIFE , Amazon Managed Workflows for Apache Airflow
(Amazon MWAA) X #{£f Apache Airflow REST AP [B#Z5 2 # Apache Airflow SR E#H TR E, X

FERA LB HES R FRIFMEREZN Amazon MWAA IR | NTi A AABEREFEIERE, BN
W& Apache Airflow A # ( Bl THIELIEE DAGs, fiRB[HRAERF ) WIRSRM T —FiR

- 2[4 P

N T HEAERA Apache Airflow REST API B¥ 2 #F a1 B , Amazon MWAA 24t 7k 48 Web RS

BARBMIEI , LURZEMNMNESR | TiLRXKE REST APl BXR, ®H1THE (CL) WEALETRHX

Apache Airflow FIF 5 E (Ul) AP HERE . X Amazon MWAA I{aH B Web FRESFBNESZE
B , B2 the section called “BEi & Web [REEF BT 47,

& LAME A Apache Airflow REST API SETUREM LA T ERHRAI -
- {RIRTHIE - BIE A LLIE KB Apache Airflow B SR ESL CLI 9" T , B35 Apache Airflow
DAG iZ21T. BEEBBEEURRRTHBEHRERE. MARNAERSSHEFNRES,

- SHBNARFAMRSER - BT X# REST API, B0 LUSE B E L fF R 5 RUFER Amazon
MWAA SEERMRSEER. Hl , BRLEZ TERUEMKBABRENEYN |, SINETHKE
BAREFEL AP ERSE.

- ErhlgiE — ST EREREEER , JCE 2% DAGs 4~ Amazon MWAA IREHAPIRZA , W\TSKH
EhEENEE,

A3 Apache Airflow REST APl WE Z{E 8 , 2 # Apache Airflow REST APl %,

B fEMAInvokeRestApi , BAILAEAEHE LR Apache Airflow REST APl, AWS &b 0] BUBIS 3R
B Web lRF2BIHRGHE , ARERZSEFTERANAXKFE,
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MREEFER InvokeRestApi BERIEZEIEE Update your environment to use
InvokeRestApi iR , MR REEEFH Amazon MWAA IR, HEH Amazon MWAA HRiE
5 InvokeRestApi FIEEMHXMENTERXIREN , MaREWER, EFRLEE , FEHEN
Amazon MWAA IRELI40 A InvokeRestApi THEEM A EE X,

InvokeRestApi BRIEMERIAERIATEN 10 B, MRBEREX 10 WPWRESEERNTER , W&B3
KIEHEI IR, BREN REST APl HARIT R EERNRASER , LB S HINE R,

N7 EERA Apache Airflow REST API Bf X £ A[F B , Amazon MWAA 2% T KFH 48 Web BRS

BRENET , LUBZEMMMWER , T1RRXK B RESTAPI EXR, S THE (CL) WERTRH .

Apache Airflow FIF R E (Ul) AP HEE N, BX Amazon MWAA I{aH B Web FRESFNEZE
B , 2 the section called “BEi & Web [REZ2FEHZT 47,

& LAME A Apache Airflow REST API SETUIREM LA T SRR -
- RIEVE - BE T BLIEE AR E Apache Airflow B3P SREIER CLI B91ER T , B3b Apache Airflow
DAG 217, EEBEEURKRRABEREE. MASENAEREZHAFNRS.

- SABNARFANBRSER - BT X# REST API, B LUTE B E L FR B RUFER Amazon
MWAA SREEEMRSEER. HlW , BRLEZ TERUENKBABRENEYN , SINETHKE
AR L S A PR

- ErhlEir — SRS REEER , JCE 2 DAGs 4~ Amazon MWAA IREHAPIRZ , MNTSEH
EhEENEE,

&K Apache Airflow REST APl IWE Z{EE. , 5 Apache Airflow REST APl £%&,

B fERAInvokeRestApi , EAILAEAEIE G R Apache Airflow REST APl, AWS &b 7] BUBIE 3R
B Web lRFZ2B1HRIGHE , ARERZSEFTERANAXKIFGE,

- MREFEMEA InvokeRestApi BRIEMIEZEE Update your environment to use
InvokeRestApi iR , MR REFEFEH Amazon MWAA IE, ZHEM Amazon MWAA IRE
5 InvokeRestApi MEEHZMN BRI ERTHAN , ekt biEiR,. EfRLEE  BEHEN
Amazon MWAA IRELA A InvokeRestApi WWEEM A EE K,

« InvokeRestApi RENERIAEERIETEIN 10 B, MRBEREX 10 DNNESEEATHK , MaH
L IEH B KEIR, BREN REST API ARRITAERBRERNTER , LUBS HIEE IR,
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/A Important
WE 578 T A/NTFEEEETE 6 MB, MIREHREI , RestApi FAK.

BIBELLT RHIFT Apache Airflow REST API #4T APl A H S 31 ¥/ DAG 51T :
e

- ¥FX Apache Airflow REST API i [BEIXBR : airflow:InvokeRestApi

- Y Apache Airflow REST API

- B Web lRFEFSETE I A Apache Airflow REST API

B FXJ Apache Airflow REST API Y15 R fXPR : airflow:InvokeRestApi

E AWS EAIEPiF R Apache Airflow REST API |, 247 IAM ZF#&airflow: InvokeRestApiH
BFNR. EUTRBERGIS | £ {airflow-role} ##EE Admin, Op. User, Viewer =
Public ABUHEENAFERNEES . BXELZEE , S (Apache Airflow ZE158) FHR
AAE,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "AllowMwaaRestApiAccess",
"Effect": "Allow",
"Action": "airflow:InvokeRestApi",
"Resource": [
"arn:aws:airflow:us-east-1:111122223333:x0le/{your-environment-name}/
{airflow-xrole}"
]
}
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® Note

ELEFAE Web FRSS 850 , TEMNEIFAE = (VPC) 2 A InvokeRestApi BE. &T
LAERA aws:SourceVpc X WRENITERAN T HES ., BXEZFER , FSM aws:
SourceVpco

8 Apache Airflow REST API

AT RBIENAS A48 7 m{Al A Apache Airflow REST API 5l HERE A Y DAGs A A 2 LA R an{a 62
Apache Airflow £ :

import boto3
env_name = "MyAirflowEnvironment"

def list_dags(client):
request_params = {
"Name": env_name,
"Path": "/dags",
"Method": "GET",
"QueryParameters": {
"paused": False

response = client.invoke_rest_api(
**request_params

print("Airflow REST API response: ", response['RestApiResponse'])

def create_variable(client):
request_params = {
"Name": env_name,
"Path": "/variables",
"Method": "POST",

"Body": {
"key": "test-restapi-key",
"value": "test-restapi-value",

"description": "Test variable created by MWAA InvokeRestApi API",
}
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response = client.invoke_rest_api(
**request_params

)
print("Airflow REST API response: ", response['RestApiResponse'])
if _name__ == "__main__":

client = boto3.client("mwaa")
list_dags(client)
create_variable(client)

BRI Web lRFZSETEIHEA Apache Airflow REST API

EBIE Web RS2 RITH |, BEEALLT Python L, ZEBAE LEA Amazon MWAA API k3R
B Web BFZ T, Web BRGCHEFE 60 WETH , RAEAIRHI— Web RiETHE , EEALE
1A Web ARZ- 83 #11E F Apache Airflow REST APl, MIRZEEFH 10 NESK (TPS ) LEMTHHR
E , W LAEA k5% 75| Apache Airflow REST APl

SETHE/RE 12 M EIH,

® Tip

LA R 5 M Apache Airflow v2 B v3 BNE BTV R :
- REST API B8 M /api/vl EXA /api/v2
« BREAEM /aws_maa/login EH&NA /pluginsv2/aws_mwaa/login
« B response.cookies["_token"] WINIETHEER , BUMEFLN AP FHAH

FERIXLEER
« 3F RESTAPI @A , BURAEFRLPEIELT jwt_token EE :

headers = {
"Authorization": f'"Bearer {jwt_token}",

"Content-Type": "application/json"
}

Apache Airflow v3

def get_token_info(region, env_name):
logging.basicConfig(level=1ogging.INFO)
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try:
# Initialize MWAA client and request a web login token
mwaa = boto3.client('mwaa', region_name=region)
response = mwaa.create_web_login_token(Name=env_name)

# Extract the web server hostname and login token
web_server_host_name = response["WebServerHostname"]
web_token = response["WebToken"]

# Construct the URL needed for authentication
login_url = f"https://{web_server_host_name}/pluginsv2/aws_mwaa/login"
login_payload = {"token": web_token}

# Make a POST request to the MWAA login url using the login payload
response = requests.post(

login_url,

data=login_payload,

timeout=10

# Check if login was successful
if response.status_code == 200:

# Return the hostname and the session cookie
return (
web_server_host_name,
response.cookies['_token']
)
else:
# Log an error
logging.error("Failed to log in: HTTP %d", response.status_code)
return None
except requests.RequestException as e:

# Log any exceptions raised during the request to the MWAA login endpoint
logging.error("Request failed: %s", str(e))

return None

except Exception as e:

# Log any other unexpected exceptions
logging.error("An unexpected error occurred: %s", str(e))
return None
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RAriEmE

Apache Airflow v2

def get_session_info(region, env_name):
logging.basicConfig(level=1logging.INFO)

try:
# Initialize MWAA client and request a web login token
mwaa = boto3.client('mwaa', region_name=region)
response = mwaa.create_web_login_token(Name=env_name)

# Extract the web server hostname and login token
web_server_host_name = response["WebServerHostname"]
web_token = response['"WebToken"]

# Construct the URL needed for authentication
login_url = f"https://{web_server_host_name}/aws_mwaa/login"
login_payload = {"token": web_token}

# Make a POST request to the MWAA login url using the login payload
response = requests.post(

login_url,

data=login_payload,

timeout=10

# Check if login was succesfull
if response.status_code == 200:

# Return the hostname and the session cookie
return (
web_server_host_name,
response.cookies["session"]
)
else:
# Log an error
logging.error("Failed to log in: HTTP %d", response.status_code)
return None
except requests.RequestException as e:
# Log any exceptions raised during the request to the MWAA login endpoint
logging.error("Request failed: %s", str(e))
return None
except Exception as e:
# Log any other unexpected exceptions
logging.error("An unexpected error occurred: %s", str(e))
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return None

EREMRIEE , BNSRETHBE APl MRAEFERNEILE, ET 20 R6F , £HRS
dags/{dag_name}/dagRuns,

Apache Airflow v3

def trigger_dag(region, env_name, dag_id):

Triggers a DAG in a specified MWAA environment using the Airflow REST API.

Args:

region (str): AWS region where the MWAA environment is hosted.
env_name (str): Name of the MWAA environment.

dag_id (str): ID of the DAG to trigger.

logging.info(f"Attempting to trigger DAG {dag_id} in environment {env_name} at
region {region}")

# Retrieve the web server hostname and token for authentication
try:

web_server_host_name, jwt_token = get_token_info(region, env_name)
if not jwt_token:

logging.error("Authentication failed, no jwt token retrieved.")
return

except Exception as e:

logging.error(f"Error retrieving token info: {str(e)l}")

return

# Prepare headers and payload for the request

request_headers = {

"Authorization": f'"Bearer {jwt_token}",

"Content-Type": "application/json" # Good practice to include, even for GET

}

# sample request body input
json_body = {"logical_date": "2025-09-17T14:15:00Z2"}

# Construct the URL for triggering the DAG
url = f"https://{web_server_host_name}/api/v2/dags/{dag_id}/dagRuns"
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# Send the POST request to trigger the DAG

try:

response = requests.post(url, headers=request_headers, json=json_body)
# Check the response status code to determine if the DAG was triggered

successfully
if response.status_code == 200:
logging.info("DAG triggered successfully.")
else:

logging.error(f"Failed to trigger DAG: HTTP {response.status_code} -
{response.text}")

except requests.RequestException as e:

logging.error(f"Request to trigger DAG failed: {str(e)}")

if __name__ == "__main__":
logging.basicConfig(level=1logging.INFO)

# Check if the correct number of arguments is provided

if len(sys.argv) != 4:

logging.error("Incorrect usage. Proper format: python script_name.py {region}
{env_name} {dag_id}")

sys.exit(1l)

region = sys.argv[1l]
env_name = sys.argv[2]
dag_id = sys.argv[3]

# Trigger the DAG with the provided arguments
trigger_dag(region, env_name, dag_id)

Apache Airflow v2

def trigger_dag(region, env_name, dag_name):

Triggers a DAG in a specified MWAA environment using the Airflow REST API.

Args:

region (str): AWS region where the MWAA environment is hosted.
env_name (str): Name of the MWAA environment.

dag_name (str): Name of the DAG to trigger.

logging.info(f"Attempting to trigger DAG {dag_name} in environment {env_name}
at region {region}")
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# Retrieve the web server hostname and session cookie for authentication
try:

web_server_host_name, session_cookie = get_session_info(region, env_name)
if not session_cookie:

logging.error("Authentication failed, no session cookie retrieved.")
return

except Exception as e:

logging.error(f"Error retrieving session info: {str(e)}")

return

# Prepare headers and payload for the request
cookies = {"session": session_cookie}
json_body = {"conf": {}}

# Construct the URL for triggering the DAG
url = f"https://{web_server_host_name}/api/vl/dags/{dag_id}/dagRuns"

# Send the POST request to trigger the DAG

try:

response = requests.post(url, cookies=cookies, json=json_body)

# Check the response status code to determine if the DAG was triggered

successfully
if response.status_code == 200:
logging.info("DAG triggered successfully.")
else:

logging.error(f"Failed to trigger DAG: HTTP {response.status_code} -
{response.text}")

except requests.RequestException as e:

logging.error(f"Request to trigger DAG failed: {str(e)}")

if __name__ == "__main__":

logging.basicConfig(level=1logging.INFO)

# Check if the correct number of arguments is provided

if len(sys.argv) != 4:

logging.error("Incorrect usage. Proper format: python script_name.py {region}
{env_name} {dag_namel}")

sys.exit(1l)

region = sys.argv[1l]
env_name = sys.argv[2]
dag_name = sys.argv[3]
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# Trigger the DAG with the provided arguments
trigger_dag(region, env_name, dag_name)

Apache Airflow CLI s 5 5#&

AREBNET Amazon MWAA L FFFZHH Apache Airflow CLI 5%

® Tip

REST API Lt CLI BIIX , TR EABRENEEERMIRIT. REST &5 Apache Airflow

BEREER N,

Bx
. EREMH

« 150

« AWS CLI
c BRTHLERAE ?

- XEHMBCLI &S

XN WD

- ER#HT DAG TS

. RERH

« RiE, IRENEMIER Apache Airflow v2 &
- fii & DAG BRMEE

- EBEERL2EHH SSHFRE LE1T CLI T,

FoRZ M
T—FNETEAERR LN GESHMEREN NS SR,
(7]

« AWS K 7£ AWS Identity and Access Management (IAM) A1 &) f #9 IE 5 i MWAA X BRZR
B, Apache Airflow P SRE 5B %K EE : AmazonMWAAWebServerAccess
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« AWS Ik~ £ AWS Identity and Access Management (IAM) B 5 [A)3E &7 MWAA B RREE, &
B9 APl F#Z& &R BER © AmazonMWAAFUllApiAccess

AWS CLI

AWS Command Line Interface (AWS CLI) @ —/MNFRIE , B LUEAGHIT shell PGS E AWS
REHITRE, EXERATHFNSR , BEEUTHREATERE

« AWS CLI — ZEIRA 2,
« AWS CLI — FARER Eaws configure,

BERTHENS?

- v3 : Airflow 2%, Apache Airflow v3 5| A T RIEMNEMER , LIRS XM TT B%E , HE1L
4, ETMESER , BSRARE Airflow 3,

« v2 : Airflow CLI 5454, Apache Airflow v2 CLI AR AN RBFHERG AR Food , XEK
B WMREEHLKE Apache Airflow v2 , MIFEEE# Apache Airflow v1 BIZ, a0 , Apache Airflow
vl F# unpause EE# A Apache Airflow v2 H#Y dags unpause. ETHEZEER , H3H 2.0
F Ay Airflow CLI i,

TEM CLI H

T—%5HT Amazon MWAA LRI A K Apache Airflow CLI 5%

XEN wT

Apache Airflow v3
IRERRA W
v3.0.6, v3.2.1 BEFEE
v3.0.6, v3.2.1 ] bl
v3.0.6. v3.2.1 1
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IRERRAS
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v3.0.6,

v3.0.6.

v3.0.6.

v3.0.6.

v3.2.1

v3.2.1

v3.2.1

v3.2.1

v3.2.1

v3.2.1

v3.2.1

v3.2.1

v3.2.1

v3.2.1

v3.2.1
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v3.2.1

v3.2.1

fHIBR dags

dags 5l

dags FIF&R-1EFE

dags JIR S AR

dags ¥R E1TXE
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E# 51t dags

i /R dags
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http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#next-execution
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#pause
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#report
https://airflow.apache.org/docs/apache-airflow/2.4.3/cli-and-env-variables-ref.html#reserialize
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#show
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http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#state
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#test
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#trigger
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#unpause
https://airflow.apache.org/docs/apache-airflow/2.4.3/cli-and-env-variables-ref.html#clean
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#behaviours
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#get_repeat2
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#hooks
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#links
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#list_repeat4
https://airflow.apache.org/docs/apache-airflow/stable/cli-and-env-variables-ref.html#notifications
https://airflow.apache.org/docs/apache-airflow/stable/cli-and-env-variables-ref.html#secrets
https://airflow.apache.org/docs/apache-airflow/stable/cli-and-env-variables-ref.html#triggerer
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#widgets
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DA
AR T3

A &R IR R

A Bl BRAX R

AEtlE

JHAE

BRES

EFZKK-EE

SIHES

ERES

BRIRMES

dag ETHESRE

REFE

NHES

i ERE &

HHIm

RNEE

Nfﬂlm

il

ZFEH CLI @y

117


https://airflow.apache.org/docs/apache-airflow/stable/cli-and-env-variables-ref.html#add-perms
https://airflow.apache.org/docs/apache-airflow/stable/cli-and-env-variables-ref.html#del-perms
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#create
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#list_repeat5
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#clear
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#failed-deps
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#list_repeat6
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#render
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#state_repeat1
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#states-for-dag-run
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#test_repeat1
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#delete_repeat4
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#get_repeat3
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#set_repeat1
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http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#list_repeat8
http://airflow.apache.org/docs/apache-airflow/1.10.12/cli-ref.html#version
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#cheat-sheet
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#add
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#delete
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#backfill
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#delete_repeat1
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#list_repeat2
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#list-jobs
https://airflow.apache.org/docs/apache-airflow/stable/cli-and-env-variables-ref.html#list-import-errors
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#list-runs
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#next-execution
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#pause
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v2.0+

v2.0+
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v2.8+
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http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#report
https://airflow.apache.org/docs/apache-airflow/2.4.3/cli-and-env-variables-ref.html#reserialize
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#show
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#state
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#test
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#trigger
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#unpause
https://airflow.apache.org/docs/apache-airflow/2.4.3/cli-and-env-variables-ref.html#clean
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#behaviours
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#get_repeat2
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#hooks
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#links
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#list_repeat4
https://airflow.apache.org/docs/apache-airflow/stable/cli-and-env-variables-ref.html#notifications
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https://airflow.apache.org/docs/apache-airflow/stable/cli-and-env-variables-ref.html#secrets
https://airflow.apache.org/docs/apache-airflow/stable/cli-and-env-variables-ref.html#triggerer
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#widgets
https://airflow.apache.org/docs/apache-airflow/stable/cli-and-env-variables-ref.html#add-perms
https://airflow.apache.org/docs/apache-airflow/stable/cli-and-env-variables-ref.html#del-perms
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#create
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#list_repeat5
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#clear
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#failed-deps
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#list_repeat6
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#render
https://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#run
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#state_repeat1
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#states-for-dag-run
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IRERRA CEED)

v2.0+ MiAES
v2.0+ MBRE S
v2.0+ REE
v2.0+ RETE
v2.0+ ST E
v2.0+ i 7

EF##HT DAG W@

MRIFIFIZTH = Apache Airflow v2.0.2 , IR DAG FERAMNBEH KB TES requirements. txt
ZENERFRS , N#EH DAG B CLI s S HE KK :

Apache Airflow v2.0.2

* dags backfill
+ dags list
* dags list-runs

+ dags next-execution

MR DAG FERMKB TEE requirements. txt ZENEFSHEME , MATLAERXLE CLI 55,
R ERR

T—Ta&# A Apache Airflow CLI B9 [E) 75 %89 =l
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http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#test_repeat1
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#delete_repeat4
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#get_repeat3
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#set_repeat1
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#list_repeat8
http://airflow.apache.org/docs/apache-airflow/1.10.12/cli-ref.html#version
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RE., IREVEMIBR Apache Airflow v2 &

WA AR T REIRIBIRE, FRENVEMIBR <script> <mwaa env name> get | set |
delete <variable> <variable value> </variable> </variable> XMW ZETE,

[ $# -eq 0 ] && echo "Usage: $0 MWAA environment name " && exit

if [[ $2 == "" ]1]; then
dag="variables list"

elif [ $2 == "get" ] || [ $2 == "delete" 1 || [ $2 == "set" ]; then
dag="variables $2 $3 $4 $5"

else
echo "Not a valid command"
exit 1

fi

CLI_JSON=$(aws mwaa --region $AWS_REGION create-cli-token --name $1) \
&& CLI_TOKEN=$(echo $CLI_JSON | jg -r '.CliToken') \
&& WEB_SERVER_HOSTNAME=$(echo $CLI_JSON | jgq -r '.WebServerHostname') \
&& CLI_RESULTS=$(curl --request POST "https://$WEB_SERVER_HOSTNAME/aws_mwaa/cli" \
--header "Authorization: Bearer $CLI_TOKEN" \
--header "Content-Type: text/plain" \
--data-raw "$dag" ) \
&& echo "Output:" \
&& echo $CLI_RESULTS | jg -r '.stdout' | base64 --decode \
&& echo "Errors:" \
&& echo $CLI_RESULTS | jg -r '.stderr' | base64 --decode

fit & DAG B 7 NEL &

&I LATE Apache Airflow v2 FRERA LT ROICBEA L DAG BHRINEE , A8 airflow
trigger_dag 'dag_name' —conf '{"key":"value"}',

import boto3
import json
import requests
import base64

mwaa_env_name = 'YOUR_ENVIRONMENT_NAME'
dag_name = 'YOUR_DAG_NAME'
key = "YOUR_KEY"
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value = "YOUR_VALUE"

Conf = Il{\llll + key + Il\ll:\llll + Value + Il\ll}ll

client = boto3.client('mwaa')

mwaa_cli_token = client.create_cli_token(

Name=mwaa_env_name

)
mwaa_auth_token = 'Bearer ' + mwaa_cli_token['CliToken']
mwaa_webserver_hostname = 'https://{0}/aws_mwaa/

cli'.format(mwaa_cli_token['WebServerHostname'])

raw_data = "trigger_dag {0} -c '{1}'".format(dag_name, conf)

mwaa_response = requests.post(
mwaa_webserver_hostname,
headers={

'Authorization': mwaa_auth_token,

'Content-Type': 'text/plain'
1,

data=raw_data

mwaa_std_err_message = baseb64.b64decode(mwaa_response.json()

['stderr']).decode('utf8"')

mwaa_std_out_message = base64.b64decode(mwaa_response.json()

['stdout']).decode('utf8"')

print(mwaa_response.status_code)
print(mwaa_std_err_message)
print(mwaa_std_out_message)

EBREEL2F YK SSH B3iE Li=1T CLI %5

BRI T RBIGEREREET Linux B2 F LAY SSH RRERE

5/ curl

AN
PTo
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=

17 Airflow CLI @3 %5

ssh -D 8080 -f -C -q -N YOUR_USER@YOUR_BASTION_HOST

curl -x socks5h://0:8080 --request POST https://YOUR_HOST_NAME/aws_mwaa/cli --

header YOUR_HEADERS --data-raw YOUR_CLI_COMMAND

R RB
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B 5 Apache Airflow BYE

ARESNAUWAHN Amazon MWAA IREELE Apache Airflow E#,

F

- Apache Airflow £ £ MEZ8R

« REE Amazon MWAA IREH B Apache Airflow REREFT
- EERBHR

- EAZABE Apache Airflow E3# AWS Secrets Manager

Apache Airflow & £ FiE 8 iA

EEEERT , EUFENRE (0 AWS BB ) EEREREREE , & Apache
Airflow JTIF i FEVEZEXN RMIHITAE , RSN DAG RE 5| AiZEE.

- BITEEM Apache Airflow, £ B{TEEH Apache Airflow Z%H , AJLfE airflow.cfg HiRE
Apache Airflow BLiEiET,

[secrets]
backend = airflow.providers.amazon.aws.secrets.secrets_manager.SecretsManagerBackend
backend_kwargs = {"connections_prefix" : "airflow/connections", "variables_prefix"

"airflow/variables"}

« Amazon MWAA EH#) Apache Airflow. 7 Amazon MWAA £ | B#FEEFXLEERENEN Apache
Airflow B¢ & %17 INEl Amazon MWAA 1#2#1& £, Apache Airflow Bt EiLIUER M RTEEE AR
RO HABEHERENFIEHMIABTEE.

Z &1 Amazon MWAA IREHEY Apache Airflow 1REtR2F 2

WHIH T Amazon MWAA J 7B X ##9 Apache Airflow IR E R %K) Apache Airflow RERERF S,
ﬁ?%ﬁ“ BEFENESEER | ESRIERFE Extras B Apache Airflow 52,

4>F

(® Note

N THRE CloudWatch AR IE R FRAMET QW EM Python FELEFTE R , Amazon
MWAA ERITE AR W atchtower fRZ 2.0.1, pip3 install -r requirements.txt

124

=
&


https://airflow.apache.org/docs/apache-airflow/stable/howto/set-config.html
https://airflow.apache.org/docs/apache-airflow/stable/extra-packages-ref.html
https://pypi.org/project/watchtower/2.0.1/
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EH
- HREMHXH
« Version-specific 2 EEE

£ RS A

M Apache Airflow v2.7.2 FF#g , ERXH LMD E —% --constraint A, MREREMIR
&M, Amazon MWAA FRIEIEE —MNREM , LBRENERFIIENEFSELEEFERN
Apache Airflow R FRA

Apache Airflow £ R& 4 X #H1EE T Apache Airflow X et Al AR ERFMRA, ER , BEFZHER
T, BHWRMEFSZMAH Apache Airflow B . ATXAFERAREY , AL EEERMER
BHRFIRAE , H A S EREEF RN AR

1. Hlan , M GitHub T #8435 E T MR A< 89 BR %134 https:/raw.githubusercontent.com/apache/airflow/
constraints-2.7.2/constraints-3.11.txt ( ¥ “2.7.2” B A BEFEHRE ) o

2. FEREMY REZEMH B FE Amazon MWAA IRIERY Amazon S3 DAG X443k |, 50
constraints-3.11-updated.txt,

3. WTAR, BEENER,

--constraint "/usr/local/airflow/dags/constraints-3.11-updated.txt"
apache-airflow-providers-amazon==version-number

(@ Note

MREFERANZFE Web RFEE , BRANEWEER aws-mwaa-docker-images AT FERY
FE3T 2N WHL 34,

Version-specific IRt EEE

LZEREHBEFEAVFEE Apache Airflow Ul FifEEREER, XUERSELER
requirements. txt XX ERFBEERN Python kB, ARFIH T Amazon MWAA A 7R
B Apache Airflow SMEZ %R Apache Airflow IREREF S,
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https://raw.githubusercontent.com/apache/airflow/constraints-2.7.2/constraints-3.11.txt
https://raw.githubusercontent.com/apache/airflow/constraints-2.7.2/constraints-3.11.txt
https://github.com/aws/amazon-mwaa-docker-images
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® Note

¥IF Apache Airflow v2 R E@EhA , L5 MWAA #Zpip3 install -r
requirements.txt{TE 4 %% Watchtower higA 2.0.1 , AR E CloudWatch HERI 3%
BUET LB EHM Python ERERMEBEE.

IBAI LA E M apache-airflow-providers-amazon HERFTRAS KA R IRHERF .

X #H) Apache Airflow R A :
v3.2.1
ERERE EFa
AWS E % apache-airflow-providers-amazon [aiobotoc
ore] ==9.25.0
Postgres #E$# apache-airflow-providers-postgres==6.6.3
FTP i&E# apache-airflow-providers-ftp==3.14.3
Fab iE#% apache-airflow-providers-fab==3.6.1
Celery apache-airflow-providers-celery==3.18.0
HTTP iE$#% apache-airflow-providers-http==6.0.2
IMAP % $3 apache-airflow-providers-imap==3.11.2
EI saL apache-airflow-providers-common-sql=
=1.34.0
SQLite E# apache-airflow-providers-sqlite==4.3.2
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https://pypi.org/project/watchtower/2.0.1/
https://airflow.apache.org/docs/apache-airflow-providers-amazon/9.25.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-amazon/9.25.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-postgres/6.6.3/index.html
https://airflow.apache.org/docs/apache-airflow-providers-ftp/3.14.3/index.html
https://airflow.apache.org/docs/apache-airflow-providers-fab/3.6.1/index.html
https://airflow.apache.org/docs/apache-airflow-providers-celery/3.18.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-http/6.0.2/index.html
https://airflow.apache.org/docs/apache-airflow-providers-imap/3.11.2/index.html
https://airflow.apache.org/docs/apache-airflow-providers-common-sql/1.34.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-common-sql/1.34.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-sqlite/4.3.2/index.html
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v3.0.6

TEgERE

AWS E#

Postgres 2

FTP ¥

Fab iE#

Celery &2

HTTP &%

IMAP ZE#

M SqQL

SQLite & ##

v2.11.0

TEERE

AWS &

Postgres 2

BErFa

apache-airflow-providers-amazon [aiobotoc
ore] ==9.0

apache-airflow-providers-postgres==6.2.1

apache-airflow-providers-ftp==3.13.1

apache-airflow-providers-fab==2.3.0

apache-airflow-providers-celery==3.12.1

apache-airflow-providers-http==5.3.2

apache-airflow-providers-imap==3.9.1

apache-airflow-providers-common-sql=
=1.27.3

apache-airflow-providers-sqlite==4.1.1

BFe

apache-airflow-providers-amazon [aiobotoc

ore] ==9.8.0

apache-airflow-providers-postgres==6.2.0

Version-specific £ EEE
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https://airflow.apache.org/docs/apache-airflow-providers-amazon/9.9.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-amazon/9.9.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-postgres/6.2.1/index.html
https://airflow.apache.org/docs/apache-airflow-providers-ftp/3.13.1/index.html
https://airflow.apache.org/docs/apache-airflow-providers-fab/2.3.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-celery/3.12.1/index.html
https://airflow.apache.org/docs/apache-airflow-providers-http/5.3.2/index.html
https://airflow.apache.org/docs/apache-airflow-providers-imap/3.9.1/index.html
https://airflow.apache.org/docs/apache-airflow-providers-common-sql/1.27.3/index.html
https://airflow.apache.org/docs/apache-airflow-providers-common-sql/1.27.3/index.html
https://airflow.apache.org/docs/apache-airflow-providers-sqlite/4.1.1/index.html
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RAriEmE

TEERE

FTP i

Fab iE#

Celery 2

HTTP 33

IMAP 3%

FI saQL

SQLite iE#Z

SMTP E#

v2.10.3

TEERA

AWS &

Postgres £

FTP M2

Fab i#E#

BEFa

apache-airflow-providers-ftp==3.13.0

apache-airflow-providers-fab==1.5.3

apache-airflow-providers-celery==3.11.0

apache-airflow-providers-http==5.3.0

apache-airflow-providers-imap==3.9.0

apache-airflow-providers-common-sql=
=1.27.1

apache-airflow-providers-sqlite==4.1.0

apache-airflow-providers-smtp==2.1.0

BFe

apache-airflow-providers-amazon [aiobotoc

ore] ==9.0.0

apache-airflow-providers-postgres==5.13.1

apache-airflow-providers-ftp==3.11.1

apache-airflow-providers-fab==1.5.0
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https://airflow.apache.org/docs/apache-airflow-providers-celery/3.11.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-http/5.3.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-imap/3.9.0/index.html
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https://airflow.apache.org/docs/apache-airflow-providers-postgres/5.13.1/index.html
https://airflow.apache.org/docs/apache-airflow-providers-ftp/3.11.1/index.html
https://airflow.apache.org/docs/apache-airflow-providers-fab/1.5.0/index.html
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RAriEmE

TEERE

Celery &

HTTP &2

IMAP ZE %

M SQL

SQLite & #

SMTP E#

v2.10.1

TEHERE

AWS E#

Postgres & ##

FTP M §2

Fab &

Celery £

HTTP & #

BEFa

apache-airflow-providers-celery==3.8.3

apache-airflow-providers-http==4.13.2

apache-airflow-providers-imap==3.7.0

apache-airflow-providers-common-sql=
=1.19.0

apache-airflow-providers-sqlite==3.9.0

apache-airflow-providers-smtp==1.8.0

BEFa

apache-airflow-providers-amazon[aiob
otocore]==8.28.0

apache-airflow-providers-postgres==5.12.0

apache-airflow-providers-ftp==3.11.0

apache-airflow-providers-fab==1.3.0

apache-airflow-providers-celery==3.8.1

apache-airflow-providers-http==4.13.0
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https://airflow.apache.org/docs/apache-airflow-providers-imap/3.7.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-common-sql/1.19.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-common-sql/1.19.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-sqlite/3.9.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-smtp/1.8.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-amazon/2.28.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-amazon/2.28.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-postgres/5.12.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-ftp/3.11.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-fab/1.3.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-celery/3.8.1/index.html
https://airflow.apache.org/docs/apache-airflow-providers-http/4.13.0/index.html
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BERERH BFa

IMAP E 1% apache-airflow-providers-imap==3.7.0

EI saL apache-airflow-providers-common-sql=
=1.16.0

SQLite #E = apache-airflow-providers-sqlite==3.9.0

SMTP & apache-airflow-providers-smtp==1.8.0

v2.9.2
BEERH BFa
AWS E$= apache-airflow-providers-amazon[aiob

otocore]==8.24.0

Postgres & # apache-airflow-providers-postgres==5.11.1
FTP i&E# apache-airflow-providers-ftp==3.9.1

Fab iE#% apache-airflow-providers-fab==1.1.1
Celery &£ apache-airflow-providers-celery==3.7.2
HTTP &2 apache-airflow-providers-http==4.11.1
IMAP 3% $5 apache-airflow-providers-imap==3.6.1

FI saL
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https://airflow.apache.org/docs/apache-airflow-providers-imap/3.7.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-common-sql/1.16.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-common-sql/1.16.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-sqlite/3.9.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-smtp/1.8.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-amazon/8.24.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-amazon/8.24.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-postgres/5.11.1/index.html
https://airflow.apache.org/docs/apache-airflow-providers-ftp/3.9.1/index.html
https://airflow.apache.org/docs/apache-airflow-providers-fab/1.1.1/index.html
https://airflow.apache.org/docs/apache-airflow-providers-celery/3.7.2/index.html
https://airflow.apache.org/docs/apache-airflow-providers-http/4.11.1/index.html
https://airflow.apache.org/docs/apache-airflow-providers-imap/3.6.1/index.html
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BERERE BEFa
apache-airflow-providers-common-sql=
=1.14.0

SQLite E#% apache-airflow-providers-sqlite==3.8.1

SMTP &2 apache-airflow-providers-smtp==1.7.1

v2.8.1

BEERE BFa

AWS E$# apache-airflow-providers-amazon[aiob

otocore]==8.16.0

Postgres i apache-airflow-providers-postgres==5.10.0

FTP iE$ apache-airflow-providers-ftp==3.7.0

Celery E apache-airflow-providers-celery==3.5.1

HTTP £ apache-airflow-providers-http==4.8.0

IMAP E 1% apache-airflow-providers-imap==3.5.0

EI saL apache-airflow-providers-common-sql=
=1.10.0

SQLite E$# apache-airflow-providers-sqlite==3.7.0
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https://airflow.apache.org/docs/apache-airflow-providers-common-sql/1.14.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-common-sql/1.14.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-sqlite/3.8.1/index.html
https://airflow.apache.org/docs/apache-airflow-providers-smtp/1.7.1/index.html
https://airflow.apache.org/docs/apache-airflow-providers-amazon/8.16.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-amazon/8.16.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-postgres/5.10.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-ftp/3.7.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-celery/3.5.1/index.html
https://airflow.apache.org/docs/apache-airflow-providers-http/4.8.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-imap/3.5.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-common-sql/1.10.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-common-sql/1.10.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-sqlite/3.7.0/index.html
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RAriEmE

v2.7.2

TEERE

AWS &

Postgres 2

FTP M §2

Celery £

HTTP &2

IMAP E$

FM sQL

SQLite E#E

v2.6.3

TEERA

AWS &

Postgres £ 2

FTP M §2

BEFe

apache-airflow-providers-amazon [aiobotoc

ore] ==8.7.1

apache-airflow-providers-postgres==5.6.1

apache-airflow-providers-ftp==3.5.2

apache-airflow-providers-celery==3.3.4

apache-airflow-providers-http==4.5.2

apache-airflow-providers-imap==3.3.2

apache-airflow-providers-common-sql==1.7.2

apache-airflow-providers-sqlite==3.4.3

BEFe

apache-airflow-providers-amazon [aiobotoc

ore] ==8.2.0

apache-airflow-providers-postgres==5.5.1

apache-airflow-providers-ftp==3.4.2
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https://airflow.apache.org/docs/apache-airflow-providers-amazon/8.7.1/index.html
https://airflow.apache.org/docs/apache-airflow-providers-amazon/8.7.1/index.html
https://airflow.apache.org/docs/apache-airflow-providers-postgres/5.6.1/index.html
https://airflow.apache.org/docs/apache-airflow-providers-ftp/3.5.2/index.html
https://airflow.apache.org/docs/apache-airflow-providers-celery/3.3.4/index.html
https://airflow.apache.org/docs/apache-airflow-providers-http/4.5.2/index.html
https://airflow.apache.org/docs/apache-airflow-providers-imap/3.3.2/index.html
https://airflow.apache.org/docs/apache-airflow-providers-common-sql/1.7.2/index.html
https://airflow.apache.org/docs/apache-airflow-providers-sqlite/3.4.3/index.html
https://airflow.apache.org/docs/apache-airflow-providers-amazon/8.2.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-amazon/8.2.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-postgres/5.5.1/index.html
https://airflow.apache.org/docs/apache-airflow-providers-ftp/3.4.2/index.html
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BERERH BFa
Celery ¥ apache-airflow-providers-celery==3.2.1
HTTP iE$#% apache-airflow-providers-http==4.4.2
IMAP 32 apache-airflow-providers-imap==3.2.2
I sQL apache-airflow-providers-common-sql==1.5.2
SQLite #E# apache-airflow-providers-sqlite==3.4.2

v2.5.1
AWS E#E apache-airflow-providers-amazon==7.1.0
Postgres apache-airflow-providers-postgres==5.4.0
FTP i&E# apache-airflow-providers-ftp==3.3.0
Celery E$# apache-airflow-providers-celery==3.1.0
HTTP &% apache-airflow-providers-http==4.1.1
IMAP E 1% apache-airflow-providers-imap==3.1.1
EI saL apache-airflow-providers-common-sql==1.3.3
SQLite E$## apache-airflow-providers-sqlite==3.3.1
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https://airflow.apache.org/docs/apache-airflow-providers-celery/3.2.1/index.html
https://airflow.apache.org/docs/apache-airflow-providers-http/4.4.2/index.html
https://airflow.apache.org/docs/apache-airflow-providers-imap/3.2.2/index.html
https://airflow.apache.org/docs/apache-airflow-providers-common-sql/1.5.2/index.html
https://airflow.apache.org/docs/apache-airflow-providers-sqlite/3.4.2/index.html
https://airflow.apache.org/docs/apache-airflow-providers-amazon/7.1.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-postgres/5.4.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-ftp/3.3.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-celery/3.1.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-http/4.4.1/index.html
https://airflow.apache.org/docs/apache-airflow-providers-imap/3.1.1/index.html
https://airflow.apache.org/docs/apache-airflow-providers-common-sql/1.3.3/index.html
https://airflow.apache.org/docs/apache-airflow-providers-sqlite/3.3.1/index.html
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RAriEmE

v2.4.3
EERA
AWS E#
Postgres & #2
FTP &2
Celery £
HTTP &3
IMAP &%
EI sQL

SQLite iE#Z

E R B IR

BEFa

apache-airflow-providers-amazon==6.0.0

apache-airflow-providers-postgres==5.2.2

apache-airflow-providers-ftp==3.1.0

apache-airflow-providers-celery==3.0.0

apache-airflow-providers-http==4.0.0

apache-airflow-providers-imap==3.0.0

apache-airflow-providers-common-sql==1.2.0

apache-airflow-providers-sqlite==3.2.1

Apache Airflow & MNMEZEF# N IEE URI FRFH, BT Apache Airflow Ul 14 T —MEZEER |
FATERERE URI FRH |, TitiEEER MM, MR Apache Airflow Ul F5&EIEZENR , WA L6
A& REERMCRERILER URI F/SE | SIINER HTTP E#ER,. TEXHET URI FIZ , fil0
my-conn-type:// , Apache Aifflow RIEEBFEEZETEECZRZIR. ARTANAREFER
Apache Airflow Ul FEVEZERR KRBT R R ERERE,

/A Warning

BB E Amazon MWAA F# aws_default iFE#., Amazon MWAA & F itk iE 322 3k 17 & Fh
REBES , MK EESEER, BEMWEETRESSHEIEE LMNIAE T A AR,

puE Sl
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https://airflow.apache.org/docs/apache-airflow-providers-amazon/6.0.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-postgres/5.2.2/index.html
https://airflow.apache.org/docs/apache-airflow-providers-ftp/3.1.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-celery/3.0.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-http/4.0.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-imap/3.0.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-common-sql/1.2.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-sqlite/3.2.1/index.html
https://airflow.apache.org/docs/apache-airflow-providers-amazon/stable/connections/aws.html
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RAriEmE

F&

« EE URI FfF & =B

« REIEEER

« EA HTTP EEERFIT Jdbe R R

& URI Z BRI

BUTRRBINET MySQL EERERERE URI 2R &,

'mysql://288888a0-50a0-888-9a88-1a111a22a0000.al.us-east-1.airflow.amazonaws.com

%2Fhome?role_arn=arn%3Aaws%3Aiam%3A%3A001122332255%3Arole%2Fservice-role%2FAmazonMWAA-

MyAirflowEnvironment-iAaaaA&region_name=us-east-1'

T HE AR AR

LA R BIER T Apache Airflow Ul REY HTTP JE#ZE R,

Apache Airflow v3

Apache Airflow v2

£/ HTTP ZEEERFEIT Jdbe ZEHERY 7R 5

BIELLT RABITE Apache Airflow Ul 5 Jdbc EZEBIR A HTTP iEEER,

Apache Airflow v3

UTFRBIETRT Apache Airflow 7 ZAEB 5 B R BIl 4 BBV IERE URI F R &R,

http://myconnectionurl/some/path&login=mylogin&extra__jdbc__dry_ path=usr/local/

airflow/dags/classpath/redshif-

jdbc42-2.0.0.1.jar&extra__jdbc_ dry_ clsname=redshift-jdbc42-2.0.0.1

BRIFLLT RBITE Apache Airflow Ul H138 Apache Airflow v3 B Jdbc SR A HTTP EEER,

B URI ZRF R RA
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Apache Airflow v2

LT RBIETRT Apache Airflow 3 A& 1 BY R I 4E BRIV IE#E URI FRFER,

http://myconnectionurl/some/path&login=mylogin&extra__jdbc__dry_ path=usr/local/
airflow/dags/classpath/redshif-
jdbc42-2.0.0.1.jar&extra__jdbc__dry_ clsname=redshift-jdbc42-2.0.0.1

BRIELLT RBITE Apache Airflow Ul 38 Apache Airflow v2 B Jdbc SE# R HTTP EEE R

A Z4ABE Apache Airflow E# AWS Secrets Manager

AWS Secrets Manager =3& M T Apache Airflow I S #EE TEREREP L FNZ A Apache
Airflow JGi%. AFEBTAWMAER AWS Secrets Manager 1£ Apache Airflow B 18 THEFRTE
&£ #7746 Apache Airflow ZEF Apache Airflow EZEHHLE,

® Note

s WEENEHCCIENZHA[N TR, BX Secrets Manager EMHEZEE |, BSH AWS &
e

« AWS T 5# MWAA ZE X1 S@Q@ ystems Manager S #EERNNBFRK, BXESE
B | 2% Amazon RHEF S,

>

Bx

- ST 1. @ Amazon MWAA 5 F Secrets Manager 243 F IR
« B 2 : Bl Secrets Manager JGiw1E 7 Apache Airflow Bt & %1
« =% . £/ Apache A AWS irflow & # URI ZFF &

« £ 4 . 1£ Secrets Manager FIAMNEE

- SR 5 : 1£ Secrets Manager 75 D&

. REBRBI

. BTIRMEMAL?

Q

N
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https://aws.amazon.com/secrets-manager/pricing/
https://aws.amazon.com/secrets-manager/pricing/
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-parameter-store
https://airflow.apache.org/docs/apache-airflow-providers-amazon/stable/secrets-backends/aws-ssm-parameter-store.html
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F 1 : [@ Amazon MWAA $2fti5 8 Secrets Manager Z4A RV IX FR

& Amazon MWAA SREMHITAEFEX AWS Secrets ManagerF I B4 BB IEEUN R, AT IAM
RBE AU E A AWSHEE SecretsManagerReadWrite R BE# 1T E 15 8]

BERZREHNBHTAR , BHRITUTERE

£ Amazon MWAA #2 & & E3TFF R E,

EERIR,

ENRREE LIERRITAR,

R IR B

ETRIERIE X ARFERF A SecretsManagerReadWrite,
R IR B

o 0o A w b =

MREAEER AWSHENREKR |, WA AEEEHFFIRNINT AU A VFEAR BN 7 B &SN
Secrets Manager #if. fla0 , A TR FRHIR FHRE Secrets Manager ¥R EZ AT RIEMNATE
40 AWS X1 BYiREUN R .

JSON

"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"secretsmanager:GetResourcePolicy",
"secretsmanager:GetSecretValue",
"secretsmanager:DescribeSecret",
"secretsmanager:ListSecretVersionlds"

1,

"Resource": "arn:aws:secretsmanager:us-east-1:111122223333:secret:*"

"Effect": "Allow",
"Action": "secretsmanager:ListSecrets",
"Resource": "*"

S 1 [@ Amazon MWAA #1517 Secrets Manager 247 KPR 137


https://console.aws.amazon.com/iam/home?#/policies/arn:aws:iam::aws:policy/SecretsManagerReadWrite$jsonEditor
https://console.aws.amazon.com/mwaa/home#/environments
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}

HI| 2 BI2 Secrets Manager Fiw{EN Apache Airflow B & 1% IR

AT &84 B o 7230 B MWAA 251 & £ R RimelE Apache Airflow EEEED, AWS Secrets
Manager S1R& £ airflow.cfg PEARBNEERE , WEEATSRPCUBRBNEEFHREHE
=RERE,

1.

2
3
4.
5

£ Amazon MWAA &1 & 3T FIRETE,

EFERE,

LR RE.

EET—%,

£ Airflow ELEETMERFEFRMEELEE, HMATREX :

a. secrets.backend:
airflow.providers.amazon.aws.secrets.secrets_manager.SecretsManagerBacken

b. secrets.backend_kwargs : {"connections_prefix" : "airflow/
connections”, "variables_prefix" : "airflow/variables"}iX¥f Apache
Airflow BLiE N 7E airflow/connections/* #l airflow/variables/* BEFRERIEE
FREMEE,

& AT LAfE A & 38 2 SRR 2> Amazon MWAA R #&[E Secrets Manager 8 API 89X 5
MRERIBEEERER , Apache Airflow 2 EEEENFIRPERBEEENTE, BIE
EAE , ATLAKRZE Apache Airflow 8 RE ATRERR R, X Al ARR{KZ1E Amazon MWAA H
Secrets Manager B BY Ao

EIEEERER |, BIEE connections_lookup_pattern #
variables_lookup_pattern ¥, XESHET RegEx FRBENBA. Hln , EiE
R test FFLMZ4A , B A secrets.backend_kwargs AL THA :

{
"connections_prefix": "airflow/connections",
"connections_lookup_pattern": "Atest",
"variables_prefix" : "airflow/variables",
"variables_lookup_pattern": "Atest"

}
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https://console.aws.amazon.com/mwaa/home#/environments
https://airflow.apache.org/docs/apache-airflow-providers-amazon/stable/secrets-backends/aws-secrets-manager.html#optional-lookup
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® Note

E#FH connections_lookup_pattern # variables_lookup_pattern , &
MZ % apache-airflow-providers-amazon #9 7.3.0 REFRAR, BXxFRMH
EFOEHIAFRANEZEER , B5R YRZME,

6. EERIF.

=% : £ Apache A AWS irflow %3 URI Z#F &

EQBREETHE  BEEARE LN Tav@EH EEXNRPWREN ., BIMNERWUIE shell RiEFH
Z extra WRYWE—NEE, T—THF5|SFETHAER Apache Airflow =% Python BIZ5 Amazon
MWAA IR 4 5 Apache Airflow % UR| Z&F RN SR,

Apache Airflow CLI

AR shell 2iEEAAH Airflow CLI £RIEZFFH, MREEELRE CLI, BINBWEER
Python BiZ<,

1. $TF Python shell £1F :

python3

2. WMAUTHS :

>>> import json

3. WAUTHS :

>>> from airflow.models.connection import Connection

4. 7£ shell 2FEFNZ extra WREWB—NTE, FHWYOUR_EXECUTION_ROLE_ARNBEZA{E
BAMITAE® ARN MIFNXiGus-east-1 ( HlMus-east-1),

>>> extra=json.dumps({'role_arn': 'YOUR_EXECUTION_ROLE_ARN', 'region_name': 'us-
east-1'1})

o

BIEIEEIT R, A Apache Airflow E N Z#HE R myconn FHRHIE,

$=% : £/ Apache A AWS irflow iE$ URI 28 & 139


https://airflow.apache.org/docs/stable/howto/connection/index.html
https://airflow.apache.org/docs/apache-airflow/stable/howto/connection.html#generating-a-connection-uri
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RAriEmE

>>> myconn = Connection(
6. FARAE LN TaBEHEENRPWUATENEEN, FRPHEREred,
a. ¥EE AWS E#ERA .
. conn_id="aws"',

b. 18X Apache Airflow #EEEEIN

. conn_type="mysql',

c. 7TE Amazon MWAA L3E7%E Apache Airflow Ul M1t :

. host="'288888a0-50a0-888-9a88-1a111aaa0000.al.us-
east-1.airflow.amazonaws.com/home',

d. BEATEZR Amazon MWAA B AWS FRIZ4A ID ( A& )

. login="'YOUR_AWS_ACCESS_KEY_ID',

e. IBEMATEF Amazon MWAA BFAEIGIR] AWS 248 ( 8B )

. password="'YOUR_AWS_SECRET_ACCESS_KEY',

f. ¥E7E extrashel 2FTE :

. extra=extra

9. RAEEXR,

- )

7. ITENEE: URI FHF& -

>>> myconn.get_uri()

ESFWE B PR ERE URI ZRFER

B =2 : £ Apache A AWS irflow £ URI Z1F &
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'mysql://288888a0-50a0-888-9a88-1a11122a0000.al.us-east-1.airflow.amazonaws.com
%2Fhome?role_arn=arn%3Aaws%3Aiam%3A%3A001122332255%3Aro0le%2Fservice-role
%2FAmazonMWAA-MyAirflowEnvironment-iAaaaA&region_name=us-east-1'

Python script

LA Python BIZARFZEZE Apache Airflow CLlI,

1. SHUTRBROVNE , HEAH#SEFHRN mwaa_connection.py,

import urllib.parse

conn_type = 'YOUR_DB_OPTION'

host = 'YOUR_MWAA_AIRFLOW_UI_URL'

port = 'YOUR_PORT'

login = 'YOUR_AWS_ACCESS_KEY_ID'

password = 'YOUR_AWS_SECRET_ACCESS_KEY'

role_arn = urllib.parse.quote_plus('YOUR_EXECUTION_ROLE_ARN')
region_name = 'us-east-1'

conn_string = '{0}://{1}:{2}e{3}:{4}>
role_arn={5}&region_name={6}'.format(conn_type, login, password, host, port,
role_arn, region_name)
print(conn_string)

2. FEUFERN, red
3. BITUTHIARTEREZEFFS.

python3 mwaa_connection.py

\ﬁﬁ

I’ 4 : 1£ Secrets Manager HR N E

T—HNBUWMTE Secrets Manager FHEEBIEZ4A,
EQREA , BITUTRE

1. 3TFF AWS Secrets Manager 2%l &
2. ERTF®HEHA.

SIR 4 . 1 Secrets Manager FRINEE 141
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3. EEHMBHARE,

4. EEEEFRTLBHAPH key/value BEX” BHEH , & Plaintex to

5. BIUTHIRZEEERMN A,

"YOUR_VARIABLE_VALUE™"

o, BEE-1EH , FHITUATRE

14

o, BEE—1F/HE , BIMITUATERE

"mystring"

6. XWTMERH , BMTHIKRPIEE D AWS KMS ZHET,
7. BUTHAEZABMRIXAFERDEARN.

airflow/variables/YOUR_VARIABLE_NAME

Flan -

airflow/variables/test-variable

8. iij:¥-|:_$o
9. HEEZRFNEMNZHABMNMAERL  MITUTERE,

a. EFEHBNF , WAEHABN.
b. (Wit ) E#ERF , WAZRABMINHER,

EET—F,
10. EERERKR-AEL , RERNED , REEET—F,
1. I FERFMOEAEMEE | /£ Secrets Manager FEEIX LS,
12. #EE L , EELRANFAEERE , RAREREFMH,

S I 4 : 1 Secrets Manager FRMNEE 142
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& 5 : £ Secrets Manager H 78 INE 2

T —FNBUITE Secrets Manager R iEEFRE URI IEH4,
EQEEH  BHITUTRE

1. 3TFF AWS Secrets Manager #2#| &

R EHER,

IR HMEARE,

£ EEEFHELLZHA PN key/value BEX” BHEH |, 1% Plaintex to
BT FIEE URI R BIRINH 43T,

o & 0N

YOUR_CONNECTION_URI_STRING

fln -

mysql://288888a0-50a0-888-9a88-1a111a2a0@000.al.us-east-1.airflow.amazonaws.com
%2Fhome?role_arn=arn%3Aaws%3Aiam%3A%3A001122332255%3Arole%2Fservice-role
%2FAmazonMWAA-MyAirflowEnvironment-iAaaaA&region_name=us-east-1

/A Warning

Apache Airflow 2 iTEEFRHEPNEME, TEEARESSINET , BllEafhE
BB AENFRE,

6. XNFmHEFZLH , EMNTHIRAEER N AWS KMS ZFHIED,
7. BUTHRAEZHBHRNAERZERHBABT .

airflow/connections/YOUR_CONNECTION_NAME

i -

airflow/connections/myconn

8. iij:%-lt_io
9. EEEFANEMNZREHNERER L , HITUTRAE,

%% 5 : 7 Secrets Manager B hiE 1% 143
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a. EFRHBNF , WAEHABN.
b. (Wit ) EEARF , MAZABRMIER,

EET—%,
10. EEERKR-THEL | REBRNED , RAEERET %,
1. XTFERNVEAEMEE , £ Secrets Manager FEE X LSRR,
12. BEFE L, EFEEANFAGERE , RARERFH.

(BRI

- ETHREMCRAUT REARBHATT LmFAIER Apache Airflow 3£# ( myconn ) IWZE4 |, 55 £
F AWS Secrets Manager F # Z$A# 1T Apache Airflow iE#,

- ETHREFEAUT ROMBH AR L@ Apache Airflow £ ( test-variable ) &4 ,
BZ 5 7 Apache Airflow 2 AWS Secrets Manager FEY %4,

TR
. BXERAEGIANERE Secrets Manager AN E Z{E R AWS CLI , i5ZFAWS Secrets Manager

AP iEER e EEH.

« £ Apache Airflow ZEZFEEB 5 E AWS Secrets Managerd , £ Python BIZAfF X & Apache
Airflow Z £ MiE#E T B | Secrets Manager,

BETRMAL?

o BT EEWNMAE RS LG Apache Airflow Ul , 55 518 Apache Airflow,
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https://docs.aws.amazon.com/secretsmanager/latest/userguide/create_secret.html
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S Amazon MWAA IfiE

Amazon MWAA #Z#l&88EREEI , A THEEX Apache Airflow Ul FIRAB R AT G EIPR, ZIEH
BREEANEED ( UBEEREKR/D., AT B IELRE ) LUKk Apache Airflow Bt E%IT ( B FARE
EEE REEE airflow. cfg FifRIAY Apache Airflow BLE ) » ZZE AN 4R T f{A%E Amazon MWAA #2
e EFERAXERE,

FH

. Bt Amazon MWAA FRiE3

 BE Amazon MWAA Worker T S B3I 4

- B Amazon MWAA Web fRE 8 B3I 4

« 1£ Amazon MWAA E{EH Apache Airflow Bt & 1% I
» E¥ Amazon MWAA I35

« B X Apache Airflow iRZs

 1£ Amazon MWAA R 5 F /8 3 il A

& Amazon MWAA IRIE 3

PRA IS MWAA SREIE B IRE R IRTE 71217 Celery Executo r B9 AWSIEE AWS Fargate BE5HY
K/, BAK Apache Airflow T XIEEFEE P QIRESEHIRIEEHN Amazon AWS Aurora PostgreSQL
THEHRFEEN KD, REBEIR T ED Amazon MWAA IREXE | BIR A7 Amazon MWAA 24l
B LEFTRE,

Sections
« IREIhEE

- Apache Airflow it XEF

HMEIhRE

T—HaEBNHREEXNERIAI K Apache Airflow 1155, FENLFEUFMER (RAM ) MELIEHPLLER
T (VCPU) . FIHMARESRIRESHRXMETESHEFRH Apache Airflow THELERE,

KT &RF , DAG RERHE DAG EXH , MARMITH , 7FARIRERN DAG EE Python X4
=RHSH , =& Apache Airflow HEEEHFEEN,
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ASHTEORTRENZHET ZDES , HBRRRENERBEH DAG BT RABRTB T RIAE
max_dagruns_per_loop_to_schedule , URAEBHRFMAN BN TELEN K NRNKE,

mw1.micro

- Bk 251 DAGHRE

« IMHERES (BIN)

« B
« Web fR%E5 : 14 vCPU , 3 GB RAM R 7F
- TELEMITRERF 11 vCPU, 3GB RAM Rz
- ¥IEE - 2N vCPU , 4 GB RAM N 7F

(® Note
mw1.micro X F B3 48,

mw1.small

« =ik 50 DAG WA E
« 5AHRES (HIN)
o A
- Web k%38 . 1M RSFSEE 11 vCPU , 2 GB RAM 77
« Worker g : #81MH = 14 vCPU , 2 GB RAM HA7F
- BESR  8MNIES 1/ vCPU , 2 GBRAM AFF
- B#EFEE 1 21 vCPU , 4 GB RAM 1%

mw1.medium

« &Ik 250 DAG R E
« 10 MHRMES (BRIA)
o A
- Web %38 . 81 RSFSEE 11 vCPU , 2 GB RAM 77
« Worker g : 81N R 24 vCPU , 4 GB RAM A7F
WE=s : BMNFESS 24 vCPU , 4 GB RAM W77

INEINEE 146


https://airflow.apache.org/docs/apache-airflow/2.6.3/configurations-ref.html#config-scheduler-max-dagruns-per-loop-to-schedule
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RAriEmE

. B4R : 2 4~ VvCPU , 8 GB RAM 77

mw1.large

« 531X 1000 DAG WERE
« 20 MHERMES (FRIN)
o A
- Web %38 . 8RS58 2 4 vCPU , 4 GB RAM 77
« Worker g : 81T = 44 vCPU , 8 GB RAM A 7F
- RAESR  SMNEESE 4 vCPU , 8 GB RAM l7F
- B¥EE 24 vCPU , 8 GB RAM #F

mw1.xlarge

« &IA 2000 DAG WERE
« 40 MHERMES (BRI
o A
« Web R85 | /1 RSES 4 4> vCPU , 12 GB RAM R7F
« Worker T : 1M1= 84 vCPU , 24 GB RAM 1%
- BESR  8MAIES 84 vCPU , 24 GB RAM 7%
- BIEE : 4 4 vCPU , 32 GB RAM H7F

mw1.2xlarge

« 531X 4000 DAG WERE

- 80 MNHERMES (FIN)

o A
« Web R385 | /1 RSES 8 4> vCPU , 24 GB RAM H7F
« Worker T < : /N & 16 4 vCPU , 48 GB RAM A #F
- FHE=sR : 8NMNFE=S 16 1 vCPU , 48 GB RAM N #F

B¥EE - 8 4 vCPU , 64 GB RAM H7F
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B LAMEA celery.worker_autoscale REMBNITHELENESTH. EXEZEERE , BSH
the section called “= £ EE A Bl =B,

Apache Airflow it X2
T—%8E Amazon MWAA ER A Apache Airflow it XIF2FEI | LUK it X152 5 B an{a] $208 fih & 25
o

¥ Apache Airflow F , il R SR AR EERHEENES , ERAREARRSFEENBERFNR

Iks & Amazon MWAA 51 | SR 2R 51T RIREF —2Z1THEER Fargate 1£55, BT RIEFITHSME
Rt 38 vl AR R SR BRE , N LIRRERERESH AR, IFTUBRERGCEES , £54
R R B REHMESIETT.

Apache Airflow v3

e v3-XFARF mwl.micro BWERE | #EZM 2 B 5 W{E. BRT mwl.micro 25 , FTEHRE RN
ZRIAEE R 2, ™ mwl.micro BRIAR 1,

Apache Airflow v2

e v2 - XFRKF mwil.micro BWERE | #ZM 2 B 5 W{E. BRT mwl.micro 25 , FIEHRE RN
BIAEHYN 2, M mwil.micro BRIAH 1.

Bt i& Amazon MWAA Worker ¥ 2 Bzh ¥ 4§

B3 Gl E 248 Amazon Managed Workflows for Apache Airflow ¥R 5 IE 7512 1T M BERA I E S
¥WE , B30 Apache Airflow Worker T R E , H1EE B HMESHRAS EERITREIEZ RN
Worker ¥ 82, AEBNBUMAFER Amazon MWAA 24| & 15 EEIMEFZETHH K Apache Airflow
Worker THEL RS , NTMELEB3IY 4.

@ Note

Amazon MWAA £ Apache Airflow 18#5RHE BT FE ZFAK Celery FUITIEF THELRE
HIBFEEEN Fargate TELEHIEINE max-workers IEEMNE, FEEFIL Worker T 258
RIEMITEAZNEL , Amazon MWAA £FEBER , N4 E min-workers ®RER
=8

MR Worker T S5 R K B RHZERFES , Amazon MWAA 2R 8 Fargate BRHA BT &K
BRiZ Worker T R BXEZEE , S Amazon MWAA B3 HH TERE,

Apache Airflow 1t %25 148


https://airflow.apache.org/docs/apache-airflow/stable/authoring-and-scheduling/deferring.html
https://airflow.apache.org/docs/apache-airflow-providers-celery/stable/celery_executor.html
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Sections

« Worker 71 /¥ 488y TE[R3E

- {8 Amazon MWAA & &

- B4R BIRGI

- NEBEETRENESHITHEDR
« BETRMMHL?

Worker T 2 ¥ 45 1) T4E[RIB

Amazon MWAA £/ RunningTasks # QueuedTasks 545 , & ( EEZTHES + HEBAK
%) ( BIIHELENESH ) = (EIELE ) . URFMENIELEBRATAIIIHELE

¥ , Amazon MWAA JF1EZE SR Fargate THELERSS , EF BB max-workers IEEMNHK K
=8

BEE TES R A AR RunningTasks & QueuedTasks 4R 2 M T , Amazon MWAA £1i&3K
Fargate 48 RINER Worker 17 R, EAEZE M EE MESTT K TR Worker TTRAZLZFRY | B
BERITHENILE, BEEAHNIEAR , TELKERBNTES TE2BEAER,

£ Amazon MWAA 4 &

BT LATE Amazon MWAA 2§ & LR ERERRNESITHRAT/ELER. RIAMBRT , &
BERKE , RKXERN 25,

ERETELRER , BIITUTRE

£ Amazon MWAA 2§ & LT ERE,
EERIR,

ERRE

EET—%,

EHRERERLE  EREAITELEBITEDHA—ME.
ERRT

o a0 A w N~

(® Note
EHRARERE/LD T BEER

Worker 1 ¥ 4889 T4 R 149
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= ee A B R G

T—H BT AT IR R B AR T M R B R,

On-premise Apache Airflow

BE , E4# Apache Airflow SFAH |, 7 airflow.cfg XHHEEBESHTE., BV BMH X%
BB

« core.parallelism— SMTXEFTLURNIETH&RKESSZFIE.

« core.dag_concurrency— DAG ( ETE4E ) WRAHKE,

« celery.worker_autoscale— AIEEFATELE LRAMNETHRANKNMESE.

flan | IR core.parallelismi&EHN 100 H core.dag_concurrency i&&H 7 , R EEH
B2/ DAGHWERT , BFEBENETERE 14 MES, Rk, MEEEHTEIRERN 100 (&
core.parallelism # ) , 81 DAG tt ReERIFNZE1T £t MES ( 7 core.dag_concurrency

F)o

(® Note
core.dag_concurrency 7£ Apache Airflow v3 RARA A,

£Amazon MWAA IfiE R

£ Amazon MWAA ®RiEr | B A LAEEE Amazon MWAA #2&l& EEH £ Amazon MWAA EEH
Apache Airflow Bl Ei£T, BlE Amazon MWAA IR3E3E F &K Worker T SRELB 3h ¥ 4B ¥ 51K B E X
HigE, BARE Amazon MWAA ##&lA | core.dag_concurrency # &R#EH—4 Apache Airflow
B BRI THHRPEI , BETLUFEEN BE X Apache Airflow FE & E TR Mo

EeFE  HEGEBRER | SR TUTRE

1. mwismall 5% , AFRHRAMDL TSN THEERTUETH BRI RESBNREY
vCPU,

2. BRARIELZITHTH 10 TELENERINRE.,

Apache Airflow Bt &% , BATEANITELEN 5,5 MESH
celery.worker_autoscale,

w
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KBRS ST UERRRIEIT 50 MHRES. EAET 50 WESERI , AFFEESTHES
Fo

BITEZHRES. EUUERUTEESXIMIUARMNESTESES !

dit

-_—

B ERE mwl.medium ( BIAR 10 MHRMES ) HEEX |, BNMBNTELBRIATUETHRKX
HEFESHENENEEN vCPU,

2. 30 celery.worker_autoscale ¥ Apache Airflow B Ei%i,

3. EIERAIELEITR, L RGH  FHREAXIELEHRM 10 8iZ 20 2EFEAUETHH
REFSHE M —15

EBEREI/ELZER. BZETLUER () BEEZWIREFIZITH Apache Airflow THERFHH/D MK
A¥E, AWS Command Line Interface AWS CLI#0 :

aws mwaa update-environment --max-workers 10 --min-workers 10 --
name YOUR_ENVIRONMENT_NAME

ETHMEZELR , 259 AWS CLIFH update-environment %
EBEEITRSHES#H 1THRIEBERR

EMPDBIERT , Apache Airflow ATRBERIANNEBESHEIZIT,. EFRRLAD , BFEEERR Apache
Airflow Ul FEHEEES ., BXREZEE |, 5H Amazon MWAA HFEHERR BFEPEBRE B,

BT RMAAL?

- BiFMTHMEBENEENRENEMENRESE , 555 Amazon MWAA EHY Apache Airflow B9 14
BEAEE,

2

Bt iE Amazon MWAA Web RS2 EH Y 48

3 F &7 Apache Airflow v2.2.2 R EEIRAAIIRIE | Amazon MWAA 25155 B Web RS 2SS E
BFERIOITENR , XRIRIX TR IEEEE A SR HIEEERH, BEBRIE CPU FIARNE
EEB BT 4 Web IR M EE | Amazon MWAA THERIZH Apache Airflow I8 BERS To 58 5%
BEMHER , TiLRKE REST API &K, CLI EAE R} K Apache Airflow A F S HE A FHER
'/,

EANERS

NEBEETRSWESHITHED R 151
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« Web lRS a9 M T/ERE
- {8 Amazon MWAA & &

Web BRS52ay 480 TR RE

Amazon MWAA fE A R 85#645 CPUUtilization MAFKIIEESIESR ActiveConnectionCount ,
MNMBRFEREXDEERSEET 4 Web RFE5. SR CPUUtilization XF 70 H&E
ActiveConnectionCount XF 15, Amazon MWAA R ME S Fargate Web RS 85888 , B
F#BIT MaxWebservers FEEMN R AE,

FEEREMA UM CPUUtilization M ActiveConnectionCount EH T , Amazon MWAA £
B3R Fargate fFRRH Web BRF BB BRHABZE MinimumWebservers REMN R /ME,

£ Amazon MWAA & &

BT LATE Amazon MWAA 2§ & LB o ERERRENEITH Web RS2 RIABRT , Web BR
SERBEZPATDN , RRIED,

L& Web RS 832K

1. % Amazon MWAA 2| & LT E N H,
TR,

ERRE.

EET—F,

FEBRBERIER AR Web RS EFHF A —ME,
RIEER/ Web BRFHF|[HHPIA—ME.
ERRF.

N o o M~ b

(® Note
ERAREER/LD T REN.

Web RS 85T MM TIERE 152
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£ Amazon MWAA £ Apache Airflow Bt & %51

Apache Airflow B¢ & %10 °] SAE R IR E L E M INE Amazon MWAA HRigEd, BT BIMNEBIM Th SR
Rt TR | AT BAE Amazon MWAA $2#1& £F Apache Airflow MR E B E X EBIET, XNEHW
BRI /Y Apache Airflow BLE IR , AR a4 X LR TR B R IME R RY Apache Airflow Bt E 1%

=S

Hx

o FRAE BRI A4
o BiEEIALR

+ Apache Airflow Eg &%

» Apache Airflow &2&
£/ Amazon MWAA 24| &
EEZ2%

- BFERHEE
ESEIER
HXIEFEER
THELERER

Web AR5 85 ELE

« MREREE

T EFHEE

RBIF R

- 75l DAG

o TPlBFHEFBERHIRE
BETRMMTAL?

FRF M

EREAR LSRRz , EEEERUT RN

{58 A e T 153
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o NER-BHEIE R AWS IKF M E R F 815 R B ERIE I AmazonMWAAFullConsoleAccess 7 7] 32 4
FREHR, A, BHHITAE LA ARFERN Amazon MWAA FRIE 15 A SRS RTE A/ AWS

IR
ﬁl No

« HRNR — MREFBTR QXA FHEELUEEERE Web RSEE ERFMBI , N ATFNEEE

NEBRNHME Web FRER[THMANR. BXEZER , i5SHthe section called “Apache Airflow

-

A,

« Amazon S3 & — A T 176 DAG B9 Amazon S3 7Zf&#&E. £ plugins.zip FHBEENXEHME

requirements.txt FHY Python IR INAMELE N SRR IE A HIFRIFE S ARAES,

TERE

BIEIFEET , Amazon MWAA £ F 8T S MWAA 25181 Airflow BEERTFEENEEIRE

ERIMET BN MEIFRIR AR AWS Fargate , HIREFE airflow.cfg FEARBRE , WEE
Amazon MWAA 2§l & LIS EREIEEE airflow. cfg FHIE,

BRERIAER FENT2TE Amazon MWAA I35 Apache Airflow Ul 2 FF airflow.cfg,
{BIR A LAE #27E Amazon MWAA 2] & EE 2k Apache Airflow Bt E:T , REBERIRE
webserver.expose_config RAFEE,

58 P i 150368 X0 i &8k 47 1

FRIAER T , £ Apache Airflow v2 fIESMRAH , M core.lazy_load_plugins : True i%
ENFEHREN DR K. WREFABENEH , MAIRM core.lazy_load_plugins :
False 4 Apache Airflow BLEIEIN , MEEE Airflow REF BT MEFEH , MMBERINRE.

B & R T B

W IRTE Amazon MWAA & ERMBLER , Amazon MWAA & ZEBENTRETEE A,

o BIHMIEIN, BALAE TR FIFRAPMER T Apache Airflow BY IR A% 3% — T Big
EiRE, ffl20 dag_concurrency : 16, EERENHFEN Fargate BEgF1LR
AIRFLOW__CORE__DAG_CONCURRENCY : 16

- BENIED, BETLIEERE THIIFRHFIHE Apache Airflow IRZAH Airflow Bt iE

I, N foo.user : YOUR_USER_NAME, BELEREFINEMN Fargate BEsik{t
AIRFLOW__FOO__USER : YOUR_USER_NAME

THeRE
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Apache Airflow B & £

THEETRTEALAE Amazon MWAA 2§ & £ BE X Apache Airflow B EETIH N E

Apache Airflow &%

B >< Apache Airflow XFHEEETSIER , FSH (Apache Airflow ZE15/E) PWEESE., Bif
] &7 Amazon MWAA L3z 1THY Apache Airflow MRZRBYIEIR | M T RIBIR FIEFRA,

£ Amazon MWAA 24| &
TR RBEIESETAE Airflow BLERTURINEIRIE R SRR,

1. 1 Amazon MWAA & & LT R E,

TR,

EERE.

ERET—%,

# Airflow BC B TUE P EFERMBEEXEE.
MNTHIRFPERBEEHBAE , IERABENEREHBAE.
RNEANERER MW EBEERR N8 E LB EED,

ERERF

© N o g bk~ w0 DN

BESE
T—¥8& Amazon MWAA 12§ & T 5l &R AT M Apache Airflow Bit &% 3%,
BT HR 4 BL B

LLRHIRERT Amazon MWAA E 8] F Apache Airflow v2 1 v3 B9 Airflow BB F BB 438 £ B & %
T

MBS SMTP REMFEARA 587, BIABERT , & AWS B 1IEFTE Amazon EC2 EHlEY %O 25
FHOHYE SMTP HRE., EEKO 25 EREHMEHRE | A5 RBEBRIEERES],

Airflow Bt &£ 1,87 ~E

BESE 155
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Airflow B¢ & %10 i BH RIE

email.email_backend Apache Airflow SR TER T airflow.utils.email.send_em
£ email_backend F&IEEBF  ail_smip
BB 44 38 A

smtp.smtp_host £ smtp_host P AEBRFHB4  localhost
th 1k B9 H 3k AR 55 B8R 69 & 75

smtp.smtp_starttls T smtp_startitls # , H/ELX  False
2 M (TLS) BT B EE
P £ Y BB, F R 44

smtp.smtp_sll ZEEEFRE (SSL) ATE  True
# smtp_ss| FRYARS BB F
BB 4B 7 i o

smtp.smtp_port T smtp_port F A RS IRIEE 587
s EITY ( TCP ) i
Ho

smtp.smtp_mail_from smtp_mail_from FEIHEEEF  myemail@domain.com

R {4 3t 31k o

ESEIE

LLFRHIRERT Amazon MWAA E 8] FF Apache Airflow v2 # v3 £ Airflow £55 T 1513k A 0] A 69
[T

Airflow B & %I 15, B9 ~BlE
core.default_task_ret 1£ default_task retries PEi¥ 3
Apache Airflow E5 KX
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Airflow B¢ & %10 i BH RIE

core.parallelism A AEEBANNERHITEZTH 40
BRAESZBIE (H1T) .

TR E B2

BT %I5%RETRT Amazon MWAA LA F Apache Airflow v2 1 v3 B9 155k 7 7] F #9 Apache
Airflow 1T X FEE,

Airflow Bt &£ 1%, BA ~HE

scheduler.catchup_by_default & iFitXIEF 812 DAG =217 False
LL“¥t £"4E catchup_by_default

FR Y 4% E B8] 18] B o
scheduler.scheduler zombie.  &iFitXEBFREEMESE 300
task_task_ BFRIE N KM HE scheduler
_zombie_task_treshold R E ¥t
® Note ZHESS
£ Apache Airflow v3
RATTA,
TEEREERER

LLTRHRERT Amazon MWAA BB F Apache Airflow v2 #l v3 B T hFIR A o] BEY Airflow T4E
SERE.

Airflow Bt &£ 1,87 ~E

celery.worker_autoscale £ worker_autoscale A {# F 16,12
Celery Executor #E{E{A T4
ZRB LEMNSETHRANER
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RAriEmE

Airflow B & 1% IR

Web 5525 E

15,88

NMES B, ELTIRUTIR
FLLES 4P : max_concu
Irency,min_concurr
ency o

~E

BT %I%RETRT Amazon MWAA LA F Apache Airflow v2 1 v3 B9 T 155k 7] [ #9 Apache

Airflow Web fRE35ELE

Airflow B & 1% I

M 4& BR %5 88 .default_ui_t
imezone

(® Note

£ Apache Airflow v3
HRARAA,.

fh % BRECE

L

1£ default_ui_timezone ##Y 2R
1A Apache Airflow Ul #9 B Ei s
BRE,

(® Note

RiE default_u
i_timezone &IN
TELEH DAG itXl
BEITHRNX, EBEX
DAG BT [X |, 4&TT LA
FERABEENEE. X
BZEE , ESHthe
section called “E &
DAG By BT X",

~lE

America/New_York

LARHIRE R T £ Amazon MWAA LRI FF Apache Airflow v2 F v3 B9 Apache Airflow fifl % 25 ELiE o
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RAriEmE

Airflow B & 1% IR

mwaa.triggerer_enabled

triggerer.default_capacity ( 1£
v2 )

trigger.capacity ( £ v3 # )

TXFHNEE

58

BT Amazon MWAA LBCE
MEAfESR. BRIAMBERT ,
ZEIREN True, MRIREN
False , Amazon MWAA J&F
L2TEITNERF LB E A%
Erpiid

E N B ML AR LAHITIE
TR A R ¥ E, £ Amazon
MWAA £ | WBRER RS/
RBEMBMIUERFREN ,
RA XA MNAHHIEETT,
¥tF small, medium, large
. xlarge  2xlarge3:fl , &
NMAESRNERIAED BIRE

7 60, 125, 250, 500
1000,

~lE

True

125

AR Apache Airflow Bt EiETI7E L S# MWAA FARATA, EFTEER Amazon MWAA ZH| &% API

REFBRXLEI,

Airflow BZEi£IT  Apache Airflow A B
S
BmEAA 3.2 False

Reason

Amazon MWAA B Bl A% #Z H A&

N BALLIIEES Amazon MWAA &
35 1E CeleryExecutor, FIIRERER
AEBELRRS

TXENEE
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Airflow BEiE&TT  Apache Airflow A & Reason
S
fi % 28 .queue 3.2 False Amazon MWAA 7 & #fill & 25 A 51l 5
s_enabled fl, BAlEIMSSHIERNESE
PREAEERE

RBIFRATE
T~ DAG

BRI LAME R LT DAG R$TEI email_backend Apache Airflow BB £, Eiz=1TEAMER Amazon
MWAA B4 |, FRRBEHZE Amazon S3 Z# 8 L IRER DAG THX,

from airflow.decorators import dag
from datetime import datetime

def print_var(**kwargs):

email_backend = kwargs['conf'].get(section='email', key='email_backend"')
print("email_backend")

return email_backend

@dag(
dag_id="print_env_variable_example",
schedule_interval=None,
start_date=datetime(yyyy, m, d),
catchup=False,

)

def print_variable_dag():
email_backend_test = PythonOperator(
task_id="email_backend_test",
python_callable=print_var,
provide_context=True

)

print_variable_test = print_variable_dag()
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R F BRI AR B

BAR Apache Airflow Bt iEi&51 A A T AR AREF Gmail.com ZEBH B FHiHFKF. BXEZER
EZH (Gmail #HBIZEERE) PHEANAEFFEER,

BETRMAA?

« BT DAG XK L& E] Amazon S3 & , HS I A I EF DAG,

FE#H Amazon MWAA RiE

® Note

EMEREL (FRME ) ML AKX ( SKEL ) XiEEFZHE Amazon MWAA EEE
#o

Amazon MWAA SMEEFSNARMERXMZ £ T . BB BE EH F K Apache Airflow
MRS, AIEFENBEH Amazon MWAA FREM SR,

Bx

- FFIRBIHER T

- THEEKEZERER

- EFIERIR

. E#FH
S| EEFAES
HB 2 MESRRE
S| 3 FEHEH

JT R wl By e T4E

- MREIERE , RTEREINMREEN VPC M4,

« BFEEN Amazon S3 FEREE N LLFTE A TT AR H B B FE B RAES,
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- BWEE AWS K EFEA Amazon MWAA IR , BAK AWS Identity and Access Management
(IAM) YRR F RERIE IAM B, IMREH Apache Airflow Web ARE8FiE R 7 FAH M &1/ 0] 48
X, AT ZERXLBRE Amazon VPC RE Apache Airflow 1 EIXER |, EILIEEE IAM FEHIREREF
BEBIZE Amazon VPC i,

- ERAEXTHEES , BEARE Apache Airflow KA 2.4.3 REBMRA. EFAR Airflow #RE , 1
2% Bk Apache Airflow fRZK,

TR IE B R KRG

RALUE R TEL R B8R F RS Sk 4] Amazon MWAA 7E PR 5 57 2 8 a0l 4b 3B SE BRI T e TR, 87
LR T YRR 2 — -
58 ) EHT

EHERERAN THELEERRR. BRERSYEELLMAEERN TERE , NTSHREEES
ITHES EEH YR KK
IEREH

EREMXFITELBEXANALSITES KR 12 /Mt AEFESE 12 MIRZHK , ERM AT
BriE S RER P AN, FESHBEINEHREH THELE.

EENENELSREEEH , MAEH—RBHEH , HBRIFEE Apache Airflow BiZ< 2.4.3 RE
SRA L,

(® Note

MR IBETREL T MAINTENANCE RASEHITER , NEF A EERFITHWHREERN TELES
¥R BRI M GRACEFUL ¥1#:%| FORCED, E4FZTRE , FHITEH.

EHRHAR

FRIABER T , Amazon MWAA SREEFHEAIIENRERE, EEFHMEETEXNHBEE , BTN
TRE -

1.  1E Amazon MWAA #2#|& LT FRETE,
2. MHREFIRSF | EREFHWIRE,
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RAriEmE

3. EMEREL , RREBIURBINER,
4. ®ET—%  BEFHEAEEFHREFERH.
5. BEEEAREFEREL , EFENR , AGERRE.

T—HNEEH Amazon MWAA FREH SR,
SR EEFHAERE

EEEMENFMAES , BTRITUATRE

—

£ Amazon MWAA #Z&1& E3ITFIRE T,
MBS R | EREFHRIRE,
ERENHL  ERREBUREBING,

w0 N

FRAN 5 o

(® Note

ERRFMERE D , FTF Airflow A , N\ THIFI R Pk B EFIRE LK BB Apache Airflow

EAHR 2B , BHFE DAG MEHM TERERIRSH Apache Airflow RAEFRR. BXEZS

8 , S E X Apache Airflow kR4,

5. 7 Amazon S3 B DAG RBTIEEUTHE :

a. S3 Bucket, %&#FX % S3 HikFE Amazon S3 ZE#E , SHEH A Amazon S3 URI,

b. DAG M#X, &R K S3 , AFERE Amazon S3 FEEHHY dags XK , HERA

Amazon S3 URI,

c. TREIE-Tik, EEBRIE S3, ARFiEE Amazon S3 M@ EM plugins.zip X# , FH

# A Amazon S3 URI,

d. ERIH-TE, EBXE S3 , REER Amazon S3 FEME LM requirements.txt X

%, FEH A Amazon S3 URI,

e. RBIMIAIM-TIE | EFN K S3H1ERE Amazon S3 FEB EHMAX M, HERA

Amazon S3 URI,
6. ﬁ?¥-|:_$o

EECES:
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FHR2  BESRRE

BEESRRE

1. £ Web BREZEHET , ®EBEEIER Apache Airflow 5 [EHE 5 :

a.

AEME, XBRE 73X Apache Airflow Ul B9i518 |, RETE Amazon VPC HFE3RE HIER
IAM ZREETF RN R AP F e, BEBRESNRFT 8RN LS BRAIE Amazon VPC i,

(® Note

IR Apache Airflow Ul REEE LA BIMNEHRIGE , HEFRFTEH R A HREFEFET#HIT
Web RFB|ERRE , FERABEMEERI, NREEZREHEERED , NEZA
B — L%k 15 B Amazon VPC i H Apache Airflow Web JRS5258, BEXxEZER
B Z AR Apache Airflow Web BRSE8H VPC im s ( ABEMLKIEM ) »

NEME, XFERFBIHIEN IAM KB 15 E AR BRI A 7 7T LUEE B EBXM 1/ 8 Apache Airflow
Ule

NRAFARG TG R, &R T Apache Airflow MRAS 3.2.1 RESMRA, XA FEN BEBRM G

Apache Airflow AFRHE , MT/EARNBEIE VPC HREMERSZEFEE, REER
HIERIER Amazon VPC &R R EEF | EiEFRIED,

2. TEEZ24AT , BEATHRY Amazon VPC BWE£4H -

a.

b.

RIAERT , Amazon MWAA 27 Amazon VPC i —MNE44AH |, A ENEFTIRSAPFE
F4EER A A H usH

Hik. BUHEPRIEFZLETNERETERRS 5 M L24E,

(® Note

IH Amazon VPC Z£ A MNMELERFEMNALMHERN | FEATFMERE, E
THMEZELR , 5% Amazon MWAA £# VPC &4,

3. ERERT , BFE-IPHEX,

BINEBVWERFENTEAEMENRPIRST . B SRERERREREX,
4. NWTHEATHELRITY , FEEZEHEFIZTH Apache Airflow TELENZRAKE.

BXREZER  BEREMEEALIRH.

EECES:
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5.

EERA Web IRFBFHM R/ Web BRS5ERE , LEE Amazon MWAA fIAIERERT R
Apache Airflow Web fR%583.

BFX Web REEEBIIT BNWEZEELR |, 1§51 the section called “Bt & Web IRESE8 B o ¥ 48
EMHRET | EF—NEIEMNZIEIN

a. BIAMBERT , Amazon MWAA £ AWSH BB Z AR N2 BB BIE.

b. Wik, ®F ‘BENMBRE (EF )" UEFHM AWS KMS 40, REERELSRHA
$EE Customer-managed 4 , M AIEE AWS KMS 4 ID = ARN., AWS KMS A@Q@
mazon MWAA 2 £ 51 & M % Xig 4. MRETE Amazon S3 FEH LIEE T AT RS
W ANEZEHY Amazon S3 48 |, MIA0H Amazon MWAA MR IEEME R 240,

® Note

BB ZZ AN RS BE1E Amazon MWAA #2#l& LR ZER. BELTE
3 B I0EREABUR AR Y B AR BE R T Amazon MWAA £ Fi B AR PR o

HE, £ EWET, N Arflow AERBREBEEREFE—IMRZANAERES , F Apache Airflow BHEKIE
/A& : CloudWatch

a. Airflow FFHE, EBERIEE “BFHE RHH Apache Airflow £55 HE CloudWatch B9
KE,

b. Airflow Web HE%%& H Sro ﬁ**gk %EIJ %% H &= é&%UE’J ApaChe Airflow H%HE%%& E N
A CloudWatch .

c. Airflow itXIEBFBEE, BELXXT “BFHE KK Apache Airflow BERF HERER
CloudWatch .

d. Airflow TELERE, EEBEEREE “BFAE RFHE Apache Airflow TERE
CloudWatch By #,

e. Airflow DAG &-EB A&, EFEREE “BFEE RilH Apache Airflow DAG 43 A&
CloudWatch H9ZE 8!,

Ak, X T Airflow Bt EEIN |, EBHIN B E LB E LI,

A LAM Apache Airflow BRZ<H#) Apache Airflow FEEETIRYEI TR RPHITIEFRE |, thATBE
EBHEMBEIE, 580 core.default_task_retries: 3.

EXRT , BE—-IMITHAE,
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a. BIABERT , Amazon MWAA 2ERIEZFMABHAR-MITAE., SX4MEERE IAM £
BAINER |, FREME A LLIET,

b. Wik, EFEWMAAE ARN mANEGHRITAEN Amazon BIRABAF (ARN)
10. EEHIET |, & a THELEERFRE LUEEI1E F 5 28 {4 BB 58 Bk T4 R,
1 1 . iij:%-lt_io

S| 3 WRAERM
EENERE
EENERE , BERFT.

(® Note

ERABFEM A EEMMRANTE=TI =124, EEREEMAEZFTERE+=4
PEFEZER , AN ERESFHEREERTHESTKo

E X Apache Airflow iRAx

Amazon MWAA XX EMRAARMESE ., XEKREETLFIREMRAE x. 4.2 EFHE x.5.2, =

Mx.5.zBHE x.4.zo BERMITEEREAR (BFIMMRE L. y.z AEE 2.y.z) , ZICIEHH
BEHIEIBER. BXRARE Apache Airflow BNFTEERANEZER |, 5S5H (Amazon MWAA T
R PHIEBEIFE Amazon MWAA 335,

EARBELIEF , Amazon MWAA SERIFFEH THERR | FIELE. ITHER. Web &S
ERH R BELRFFH Apache Airflow MRA |, &G EARBIRE THBHIERE,

EAERTDEER2H , FHER DAG MEMTERERREESELEARTAF Apache Airflow fRZAEFHRA
MREMEH requirements. txt REBABII , ML LB R AL E K A 15 TE H AT S TR 2 3=
5o

ES]
- ARHBRRTERERR
« BERRA
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AR ER TIERERR

BB E W Apache Airflow MRAE | iR requirements. txt F5|AEHAE --constraint
URL,

/A Warning

TEF R R E R HE 35 E 5 B 45 Apache Airflow lRAFTRENERTEESSHERIEFLNE
SRIRASHY Apache Airflow S BIAR AR R RRR K.

B TERERIR

. BI# aws-mwaa-docker-images FEEN 27X , RE7RE Amazon MWAA 7 itz 17 28R Bl AR,
2. BEELEARIBRREINMACEE L aws-mwaa-docker-images Z i M 2 o
3. EF# requirements.txt , iHEXEB (Amazon MWAA AF#E) HEE Python KN hiE
Y B {E SERR 1T IR 1E
4. (&) EMRARIERIRE , BEERBEN A BENEE. EEAERBENRETEEEE
BB B F BEFH R o

5. BINRT/ERBRIREE , N DAG, requirements.txt MFEHEH EIFREH Amazon S3 &
&

E , BAILUREBINE, IEEHM Apache Airflow fRAAHFBEFIET .

18 E # iR AN

B TERBERBUBARESH Apache Airflow lRARBE , BHRITUTREXRFESFREFAERHIE
EEHLKEIH Apache Airflow iR,

® Note

WATHRSEERE , A EREFETHREESHHEXIIRPL L, ENLIERS TEE
FEMANDE, EEE , RRFAATA.

15 A #2251 & $8 E #ThR A

1. 7€ Amazon MWAA ###I& LITHIRETTH,
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2. MNHRFIRAF | BREARSERNINE,

3. HEMENEL , ERREAREBIIE,

4. ERRFAEFEEMIF , WT Airflow Mrad | NTHIFIR DGR EZRIREF R BELR IR Apache
Airflow fRZ5

5. ERT—%  BEEH#AEFHRFNHE,

6. EEEHRENHEL , EFENX , ARERRE.

HENAERN  MERTHEARIERIRE. FLHIR , BEIRESRHE Amazon MWAA IE 1 KEUHH
LRENARZIRRERD,

ERDARBEERNVERT , RAFH UPDATING , RIS Amazon MWAA $i3k T 3iE & 5 8
3N CREATING_SNAPSHOT, &/f& , MAF B EIREF UPDATING , ARTEERA |, REZ|
AVAILABLE,

WRIFEFRRPER KW , MIFFIRZSZ ROLLING_BACK, MIRERAY , RSFEXER
UPDATE_FAILED , RINEMAMEIRAA., MREIRAM , MPRA R UNAVAILABLE , RREFTE
T RERE,

£ Amazon MWAA =R /3 s B A<

B A RERELIRIRN Amazon S3 FHEBEHEY Shell (.sh) BIZA |, KLLTF DAG, ERMEH. &
ZERERMWAY Apache Airflow FRIEZ BT , Amazon MWAA &8N EIRHY Apache Airflow A4
( TELRE. ITREFH Web RS8R ) LEZINETHEA, EAEIMARITRATERE

o ZREFTH - REITERENEZFAEMN Linux BT,

- BEFREE - HB Apache Airflow AHREFRELTE, BEEAXE , HiW
PATH. PYTHONPATH #1 LD_LIBRARY_PATH.,

- EEFANTHE - FEENIFEENTRITEMEZES requirements. txt AREZ L EH,

DTREBN BB EZ A LALZE Linux B1TE, REFETZEUURFEA CloudWatch Logs HE&E
X EE,

£l

- BERIHAE
- FABMALRE Linux 176
- FRBIHAZERETE
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Bl 5 3 K

EHEIMAE Amazon MWAA BRERERZEIMIA | 57 . sh X L& FIREMN Amazon S3 FEH. A
B, ENHABREXE  BEREEAGEPEEUATHE :

« BIZH) Amazon S3 URL B — FHEEFIEERH AR EE |, Hli0 s3://mwaa-

environment/startup.sh

« BIZE Amazon S3 kR4S ID — Amazon S3 FAERF E 3 shell IR RA, BXEFBIAE |
IEEBATIEE Amazon S3 A XH D BELHIMRZA ID. KRA ID  Unicode, LA UTF-8 4w#8, URL
%, TERNFRE  <ETHET 1,024 F , Hla0 3sL4akqtIlcpXroDTDmI+rmSpXd3dIbrHY
+MTRCxf3vjVBH4@Nr8X8gdRQBpUMLUO,

BERATHNLR | EEAUT ROIBIA, ZBIA % H 25 B4 MWAA_AIRFLOW_COMPONENT BY{E.

BEERE

TEFMREH LETHANEA Apache Airflow A4,

SHIRBPFEERMESEFRN startup.sho

#!/bin/sh

echo "Printing Apache Airflow component"
echo $MWAA_AIRFLOW_COMPONENT

BETX , FSRIAR £ 3 Amazon S3 FiEi@.

AWS EE#EEH &

E L% shell BiZAs (£2H1E& ) , BT TRE

1.

o b~ 0N

BRI AWS EBEH A , ARBEY LA TMuL T FF Amazon S3 #2#|A& : https://
console.aws.amazon.com/s3/.

ME#EEIIRT | ERSRIRXBKNFERBN B
£ Objects ( XY & ) &I+ L , 1%3% Upload ( L& ) -
ErLEREL , BHREIERHY shell BIZA,

W,

ZMAENRIEKPFIH. Amazon S3 R XA CIRFTRIARA 1D, 1R EER/IAFH 6 AR
NHBFEBREE | MeRiZX 428 — MR ARE ID,
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AWS CLI
EOIEM L4£ shell BiZS (CLI) , BHATATRAE

1. HAFNGSETRE , REE1T Amazon S3 1s S U H MR B 5IR 8 X BN A,

aws s3 1s

2. SMERTF shell AKX R, EHRRREOPER cp A LEZEREE. RENEEE

¥ amzn-s3-demo-bucket,

aws s3 cp startup.sh s3://amzn-s3-demo-bucket/startup.sh

MR , Amazon S3 &% HIZXTRH URL B :

upload: ./startup.sh to s3://amzn-s3-demo-bucket/startup.sh

3. FERANTHTKRRMAMNRZHARA ID,

aws s3api list-object-versions --bucket amzn-s3-demo-bucket --prefix startup --
query 'Versions[?IslLatest].[VersionId]' --output text

BbdVMmBRjtesttalEsVnbybZplWghlJ4

LM AETRREXERE |, ATUEELARA 1D,

P | FHASTEEEE,

AWS BES A
TMASTE (2HE ) X8, BRTUTRE
1. % Amazon MWAA 414 ETF SR E.

2. EREFEFNREMENT , RAEEREE.

3. EEEWRREL , EEIMANH (k) |, W AMZAHE Amazon S3 URL , fi
i :s3://amzn-s3-demo-bucket/startup-sh.,

4. MNTHFIRFEREIMRA , HERK S3 LLEKREIA,
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5. ERT—% , #EHAEFNH.
6. BEFENR, AREERE

HEEFHAAEEZE 10 2 30 o8, HREFNENEHEFBIH , Amazon MWAA £I1Z21TE 3
B,

AWS CLI
EFMAEIRE (CLI) XE , BRITUATRE

o ITHGBSERREHMER update-environment JEIAIEE Amazon S3 URL FIARAS ID,

aws mwaa update-environment \

--name your-mwaa-environment \

--startup-script-s3-path startup.sh \
--startup-script-s3-object-version BbdVMmBRjtesttalEsVnbybZplliqh134

WMRAZH , Amazon MWAA iR EIFRER Amazon BIREH (ARN)

arn:aws:airflow:us-west-2:123456789012:environment/your-mwaa-environment

HRIEEFHAEEE 10 2 30 o8, HSREFNENAHEFHBIHT , Amazon MWAA £1Z21TE 3D
B,

B&E , REAEXESHURITEMARREMBEIT. HERNET Apache Airflow HHBUE B HIEF
Bt , Amazon MWAA «tlZHWBEAMBER. BXREZER , BZH Apache Airflow HEZER,

AWS EIEiREl A
3R 18 Apache Airflow BER ( ##HE )

1. % Amazon MWAA 25| & LT E N H,

2. IEFIRE,

3. HEEEERT , EREVGRHEASHAEA , fl Aiflow 1HRIEF BE4E.
4. 7£ CloudWatch #£#Hl&% , NBERIIRPERE —NHTHER

startup_script_execution_ip B,
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5. EEZEE4H4EKRLE , BFEIATITED MWAA_AIRFLOW_COMPONENT HEMHSH L. 6
m, NFiHREFEE , SFRMITUTRE

Printing Apache Airflow component
scheduler
Finished running startup script. Execution time: 0.004s.
Running verification
Verification completed

B L E S AR S BRFK A E TELEM Web BRF R AE,

FHABIBIAZLE Linux IE1THY
RS AFE#H Apache Airflow HHIVIRIERS , ALEKHMEZITREULSEIERE—REH. 6l
m, UREIZAZETT yum update REFIRERS,

ERBHHIAFIZEIT yum update B, %EA --exclude=python* HEER Python , #RBIFF5I, H
TiEREEZE T , Amazon MWAA £ Z & ESRERBNIFERAR Python, HiL , BIEERABEIA
EFIREM Python MRA,

#!/bin/sh

echo "Updating operating system"
sudo yum update -y --exclude=python*

EHXEHER Apache Airflow A F2F=1T78Y , EEA MWAA_AIRFLOW_COMPONENT M if A fi &
HiEa, WRHAETENTEDH libaio EREEITNEFNIELEL , EFRERE Web RFE2H
t,

/A Important

- MREEETFE Web fRSE5 , MATERALTRERERMIBEMELZENH , LB
T,
« M sudo BITEEEBENRIIRE,

#!/bin/sh
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if [[ "${MWAA_AIRFLOW_COMPONENT}" != "webserver" 1]
then
sudo yum -y install libaio

fi

&R LA R B B A R3R 1§ Python AR,

#!/bin/sh
export PYTHON_VERSION_CHECK="python -c 'import sys; version=sys.version_info[:3];

print("{0}.{1}.{2}".format(*version))"'"
echo "Python version is $PYTHON_VERSION_CHECK"

Amazon MWAA T B & B IA Python lrA& , N IXATRER S HE 2 REM Apache Airflow BEEF 3k
&

ERAEIHARERNREE

FRABARIZBINETENIEH Apache Airflow BB, AT RAENLTHEZE
ENVIRONMENT_STAGE., f&A[LATE DAG SEHE N ERP 5| HILLETE,

#!/bin/sh

export ENVIRONMENT_STAGE="development"
echo "$ENVIRONMENT_STAGE"

FERBIHABEELE Apache Airflow RERSEEE, e , Bi%E LD_LIBRARY_PATH XI5~
Python EZEEN R RRER B FIXM. XAFBERBEERN TERBIRA B E L =334

#!/bin/sh
export LD_LIBRARY_PATH=/usr/local/airflow/plugins/your-custom-binary
MENREZTE

Amazon MWAA REB T —4HXENHRTE, IREBZRETE , Amazon MWAA & FHIRE B
B, UTHHTHREEXE :
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MWAA__AIRFLOW__COMPONENT— AT AL T {E 2 —#5iR Apache Airflow 4H
# : scheduler. worker = webserver,

AIRFLOW__WEBSERVER__SECRET_KEY— AT 7 Apache Airflow Web lRFeRPREZ 2L ESFE
cookie 4R,

AIRFLOW__CORE__FERNET_KEY— AT NHZ MM ZAFEELHBHEEFNWBBHBENZA | 4
WHEERE,

AIRFLOW_HOME— Apache Airflow £ B &R EE , BLEXH M DAG X4 FH TR,

AIRFLOW__CELERY__BROKER_URL— FiF Apache Airflow it XIF2/5 1 Celery Worker T 2 Z [B]3&
AIRFLOW__CELERY__RESULT_BACKEND— AT #&f# Celery &4 RV BIEER URL,

AIRFLOW__CORE__EXECUTOR— Apache Airflow 470 {E AV TS, £ Amazon MWAA A |
1X5& CeleryExecutor

AIRFLOW__CORE__LOAD_EXAMPLES— A TBUE={= A =~ DAG Wy NEk.

AIRFLOW__METRICS__METRICS_BLOCK_LIST— ATFE&E®X Amazon MWAA £ CloudWatch A%
H AEIREY Apache Airflow $#8#%,

SQL_ALCHEMY_CONN— FiF 7 Amazon MWAA F1Zf# Apache Airflow Jt#3E# RDS for
PostgreSQL IR FEEZEFRFF,

AIRFLOW__CORE__SQL_ALCHEMY_CONN— FiF%5& SQL_ALCHEMY_CONN /EEHI B #Y , (BBEH
B9 Apache Airflow S8 &4 Eo

AIRFLOW__CELERY__DEFAULT_QUEUE— Apache Airflow & Celery {£55#IERIABA B,

AIRFLOW__OPERATORS__DEFAULT_QUEUE— {43 Apache Airflow iz E A ITES B ERIARA
5,

AIRFLOW_VERSION— ZZ1E Amazon MWAA IRERH Apache Airflow hRZA,
AIRFLOW_CONN_AWS_DEFAULT— AT EHftt AWS BRFZERIERIA AWS FiE,
AWS_DEFAULT_REGION— i EERIA AWS XiF , SBRINEIE—E2A T E5HM AWS BRFE/K.

AWS_REGION — WNREBENIMKIETE K ©NBESHIELZE AWS_DEFAULT_REGION FE & X 41%
BEXiFEAPNE,

PYTHONUNBUFFERED— A F @& 2s B E KX stdout # stderr i

AIRFLOW__METRICS__STATSD_ALLOW_LIST— ATEELLES 2RI RIFHIR |, ARIE
YR ITETF LV IEIR,

AIRFLOW__METRICS__ STATSD_ ON— #’&EM StatsD KixE+r.
AIRFLOW__METRICS__STATSD_HOST— A TFiE#EZ| StatSD #EESTHEF.
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« AIRFLOW__METRICS_ STATSD_PORT— A Ti&E#%F StatSD HEFIFEF.

« AIRFLOW__METRICS_ STATSD_PREFIX— A TFi&E#:%| StatSD HEFHERF,

« AIRFLOW__CELERY__WORKER_AUTOSCALE— EBRAMZ/ I HEE.

« AIRFLOW__CORE__DAG_CONCURRENCY— R E It XIFEF A LATE —1 DAG A H 1T 1THES LA
.

« AIRFLOW__CORE__MAX_ACTIVE_TASKS_PER_DAG— i& B&/ DAG WERAENES .

« AIRFLOW__CORE__PARALLELISM— E X AJLARRIZITHY B RIEHEHIE,

« AIRFLOW__SCHEDULER__PARSING_PROCESSES— ®EITXIEF N AE DAG MBI R K#HE

« AIRFLOW__CELERY_BROKER_TRANSPORT_OPTIONS__ VISIBILITY_TIMEOUT— EMTEFFHE
EfERAHMTELECH , TELESFHRINMESHDE

« AIRFLOW__CELERY_BROKER_TRANSPORT_OPTIONS__REGION— /K= Celery f£5iiRE AWS
X5,

« AIRFLOW__CELERY_BROKER_TRANSPORT_OPTIONS__PREDEFINED_QUEUES— RJKE Celery
ERRES,

« ATIRFLOW_SCHEDULER_ALLOWED_RUN_ID_PATTERN— AT 7% DAG B IUF run_id S
AR B,

« AIRFLOW__WEBSERVER__BASE_URL— A F#E®& Apache Airflow Ul 8 Web BRZ8589 URL,

« PYTHONPATH ( f3& A F Apache Airflow v2.9 R EShRAS ) — BB Amazon MWAA R , SAB{RFT
BEAREINEEHEEEET,

® Note
$tF v2.9 Z B Apache Airflow iXZ< , PYTHONPATH B — M R REWRIETE,

FMERREZE
BAUEABHIMARBEERRENTHAER, UATHREHRT —LEAETE

« PATH— EEEREREEHPERUARITXHMNBHARN B FIK, ERDTPETHRN , RELRK
# PATH FH B RUBHRHNITIZ®S. 7 Apache Airflow FRIZBE VZERFHESET |, AT8E
EMRBMABH AR ATHITXN. NRTEXEXHNERTE PATHZEEFEENBEFRH , WHRE
TERE e , FE5FEEET. BIFHEMR B FARME PATH , Apache Airflow 1£55 7] LAk Z|
HIZTFR B AT AT
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* PYTHONPATH— Python R SBEATCKAETEETMLEERHERS ANERNEFT. T2RETU
AIMEIRAEREBRNERIR, XERABRBRITUAERNNBREBEENEEFRAZREEREER
By Python . EALLZEERMERTBE XL Python BFE , HFHES DAG —EFH,

(® Note
X F Apache Airflow v2.9 R EShRZ , PYTHONPATH 2 — MREHIMREE,

« LD_LIBRARY_PATH— Linux FHIZIANEEB[AMBB[EANIMRTE , ATERNNEHREZE, ©
EETEXEENERIRK  XEREEAERINRGEEER2ESER, FALTEXREEEE
N =3

« CLASSPATH— H Java E{TH¥FE ( JRE ) M Java FAEH ( JDK ) AFEETREHRMN NS
Java £, EMRER. ER—PNEECHIEM Java RIBA B . JAR X4 ZIP #HEMNFIR,
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£ Amazon MWAA E{EH DAG

E7£ Amazon MWAA REFIEZETERELIRE ( DAG ) |, BRNXHE 2 SHEMRIEN Amazon S3
F#EED |, RF1E Amazon MWAA #EEH DAG M IEFXHTE Amazon MWAA 32&1 & E#I{
B, Amazon MWAA iR THELIE, 1TRIBRFM Web BRE B2 E RS DAG, AIEENFMMAE
Amazon MWAA IRE R INERE T DAG , AR IMA 2% B E LiEHH Python KN,

E3-

« Amazon S3 FE &R

« RINELEFH DAG

- ZEBENAH

« Z% Python ki

 fHBR Amazon S3 BT

Amazon S3 FEEELR

EA T Amazon MWAA IMEH) Amazon S3 FAEEAA S IE ARG RINER, BRINBERT , FiE
Amazon S3 BREZILEN , BEMH. NRMMEXTFER (Sl , EHEHEE ) .

- RARRAEE , OB ZFEEN AWS IKF AIBLBRIZER. RRARE (HIMEER ) AT
B AT A2 H KRR T A 7 R R R

o IREMIHRIREEAMEPN DAG, plugins.zip M BEEXEHH requirements. txt
FE Python IREIIUR INE| Amazon S3 M. BXEBEFMENRNEKERE , TSR

AmazonMWAAFullConsoleAccess,

Amazon MWAA IR ERH Amazon S3 FEEEAME AR AZE S, B A Amazon S3 EMEERAIZEEF |
FHAEFRAR |, BB —NFEIA,

« 7£ Amazon S3 FEM L , H plugins.zip FHBEEXE M requirements. txt FHY Python
BT A T A2 5,

- B|IRTE Amazon S3 FE M L EH SXHFRT , EBAMTE Amazon MWAA ##|& E3E%E plugins.zip
M requirements.txt BIARZA,
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EIEAEE )
7N I] o E DAG

BEFLIFE ( DAG ) £ Python XHHE N , X4 DAG NEMEX IRB. EaILAER AWS CLI
= Amazon S3 2 H| & DAG L&A FIRE, REBNAMEA Amazon S3 F#EHPH dags XHFX |
£ Amazon MWAA FRE AR 1N E# Apache Airflow DAG Y 3R,

BN

. BREH

- ITHEFK

s ERTHERE?

- {5/ Amazon MWAA CLI 52 T BEili{ DAG

- 1% DAG X3 £4£ %] Amazon S3

« 1£ Amazon MWAA 2| & L1§F DAG XHRERE (E—IX)
+ 1£ Apache Airflow Ul Ei5[R]E X

- BETREATL?

TORFAF
EXRRARLNSHRZH  EBELEUT &M,

o IR — &H AWS KPP HAERBEERARN , HRIEATIHFEW
AmazonMWAAFullConsoleAccess T [RI#RFIR R, oL , HITABHBM A Amazon MWAA K5
B EENMRFTER Y AWS iR

o HENR — MREBFEEFRI DL FHEUBEEEE Web RS 8 L LEMABI , N ATRFREE
NEBRNHME Web FREF[THFNR. BXREZER , i5SHthe section called “Apache Airflow 15
FER",

- Amazon S3 Bii& — F T 77 DAG #J Amazon S3 7F&#. £ plugins.zip K BEEHME
requirements.txt FH Python fkH LA EL & H 2 FH 1L H 15 R R 2 /8 ARz,

THEAR

EEFLIAE ( DAG ) EEA Python XHAHREN , ZXHF DAG HEMENLARE, SBEUTH
m :

b DAG EXLO
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« HRWAZ1T DAG MEZTHWESHWEZER,
s WRESETINFHNZERFxR,.

B Amazon MWAA HEFIE 1T Apache Airflow £ A& |, BEEN DAG EXE 4R F# B+ dags
XHER, Hlmn, FEEFH DAG XHRBMM TR :

Example DAG X #3%

dags/
# dag_def.py

Amazon MWAA & 30 ¥ Bai S EME R RM Amazon S3 F#EFEE 2 El Amazon MWAA
ITRIEBFMTELERSEIM /usr/local/airflow/dags XX , MR E Amazon S3

B X R RER | TR, #H DAG ¥ Apache Airflow Ul 5 5l i 7 E &9 B 8] B
scheduler.dag_dir_list_interval ##l, XIE DAG WERFFE T —1 DAG 4 EEHF 3R
B,

(® Note
BAREERE DAG XHXRFPEBE airflow.cfg BLEXH. &R AMAmazon MWAA ##1&
ZEZ B\ Apache Airflow BLiE. BXEZELR , HSRE Amazon MWAA Lt Apache
Airflow F S %51,

ERTHERE ?
EEFHRE Apache Airflow R E X , S H A HIRATTH.

« Apache Airflow v3 BLE : BLESE
« Apache Airflow v2 A H#EOFE R : Airflow B2 H#EDO

£/ Amazon MWAA CLI SEA T Bl DAG

- WHITRAE (CLI) SEAITEEAR#tEH Amazon MWAA HiE,

« CLI EA##)% Docker BEEHE & , ZLLTF Amazon MWAA 475 1&, EAIUERTIEITA
Apache Airflow SRR FF ZFMH DAG, BEXFBHFEBII , RFEEE Amazon MWAA,

« EJ&{T CLI, 2@ GitHub £# aws-mwaa-docker-images,
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& DAG % £4& %] Amazon S3

BT LAE R Amazon S3 ##14& 5 AWS Command Line Interface (AWS CLI) ¥ DAG 18 L2 3
Amazon S3 FEMET . U TTRBIZEETRNRE (.py) L&E| Amazon S3 FEEF BN dags K
XX,

5/ AWS CLI

AWS Command Line Interface (AWS CLI) R —fFFRIE , B L AREGRSIT Shell REATS
AWS RF#HITRE, EXHEATHFHNLTR , EEEUTHEATERHE :

« AWS CLI - ZF&EMA 2,
« AWS CLI-fff aws configure #{THREEE.

EfH AWS CLI £ |, BHRITUUTIRE
1. BATFRHIFIHTE Amazon S3 64,

aws s3 1s

2. FEAUTHSHIE Amazon S3 F#EBETESHREN XHEMHER,

aws s3 1s s3://YOUR_S3_BUCKET_NAME

3. LAT®ef dag_def.py X L& % dags X#HK,

aws s3 cp dag_def.py s3://amzn-s3-demo-bucket/dags/

IR Amazon S3 FHBEH I FFEER N dags WXHR | NHHLEIR dags XHX |, A
A dag_def.py FIX 4 L& BIFT X H4HXK,
£/ Amazon S3 ##&l&

Amazon S3 BHER—1MET Web WAFRE , AT AXRAIEMEE Amazon S3 FHEMPHEIR. A
THRRBRIZEEEF—NE N dags B DAG XHK,

EEMA Amazon S3 25 L& | FHITUTRAE

1. 7£ Amazon MWAA #§|& EFTFRETE,

f DAG X% L{£%] Amazon S3 180
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2. EEER,

3. 1 S3 i DAG RIBERFIERER S3 ik imeti , EH A LTHF#MA,
4. % dags XHXK,

5. &F L&,
6

7

IR RN
1%$F dag_def.py BIARHEIA | EF E4£,

£ Amazon MWAA 2§ & E18E DAG X RIEEE (E—IR)

UTSRBIRIEBEE Amazon S3 WHIEE R N dags XHRHEER,

1. 7£ Amazon MWAA 12§l & LT FIRE N H,

R EREHPIZIT DAG KL,

ERRE.

£ Amazon S3 H#) DAG RIBE & L |, % DAG XHRFERZBLHIRM S3,
1% dags XHXK,

EFIEE,

‘ET—F. EMHE,

N o o & b

£ Apache Airflow Ul EiFRIE X

IREETE AWS Identity and Access Management (IAM) 38 AWS Ik~ 89 Apache Airflow F F° 5H
RIS © AmazonMWAAWebServerAccess X PR AE1/ 8] Apache Airflow Ul

E{j A Apache Airflow Ul , BT T IRE

1.  7£ Amazon MWAA #2#I& LITHIMETTH,
2. EEIIE,

3. IEEBITFF Airflow Ul,

BT RMAAL?

£/ GitHub E£# aws-mwaa-docker-images A #Ili# DAG, BHEXIEHF Python i,

EER{E DAG X R EEE 181
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I I
ZxE B E AT

Amazon MWAA X35 Apache Airflow W EBHEESE , A ITFEMER BE L Apache Airflow 28
B, HEH. RRSEREOD, ARNEFEA plugins. zip XHTE Amazon MWAA SREHZ 3 Apache
Airflow BJE X iEHHS R

Bx
- RREM
o {ATBY E AR HE A
o BEEGER
- BENEHEFMKDERE
- BENIEH T
* 7 plugins.zip F A ¥ HEH B FLE M =B
* 7 plugins.zip F A ¥ HEH B FLE M =B
+ BIZ plugins.zip X4
« %1 £ Amazon MWAA CLI AT BN B ELEH
o % 2 : Bl plugins.zip X4
+ k4% plugins.zip ] Amazon S3
- £ AWS CLI
« f5H Amazon S3 ###l&
- EXRBEPLRRERENEN
« 1£ Amazon MWAA %l & L1§E plugins.zip BIEER (F—IR)
« £ Amazon MWAA #Z#| & LE7E plugins.zip BIRRZR
+ plugins.zip &9 F 5 =l
o ETRMHL?

FRF M

EERATNENSREA , BREEERBUTRLE
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https://airflow.incubator.apache.org/plugins.html
https://airflow.incubator.apache.org/plugins.html
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o R — &BH AWS K HAMERESEERA RN , HRERTHREN
AmazonMWAAFullConsoleAccess 17 AR FIREE, LI |, 178 ELAMAIHF Amazon MWAA FhiE
HRIFEFIEAL AWS HIR,

o HEINE — MREBEZHE LR FHEEUEEREE Web IRF 5 EREMBIN |, N AR EE B
NEBRNHME Web FREF[THFANR. BXREZER , i5SHthe section called “Apache Airflow 15
)R,

« Amazon S3 BB — A T 176% DAG Y Amazon S3 . 1 plugins.zip BB EEHNE
requirements.txt FHY Python IR INAMELE N SRR IE A HIFRIFE S ARAES,

THEHBR
BERHTETEELES  CLOABEHE -

1. EXRMBIZE plugins.zip X,
2. ¥ plugins.zip X# Et&%| Amazon S3 I FE .
3. 7& Amazon MWAA 2§ & B H X4 F R P18 E th X HF R,

(@ Note

MRXZBE X plugins.zip £4&F Amazon S3 F## , NEFEETE Amazon MWAA 2
HEEEEXHRE, BREETHLESE IR,

{RIBHE A F 4

IE#N Apache Airflow XA FFR | {XFEY B Apache Airflow AF RENF EEHm G, TUERETEE
NRERE DAG RBB—EMA /dags X #HXH,

MEFZERTRESHABRENER , BNEME /dags NHERBFEFHNFXHXS , MFRBE
plugins.zip X#3X, £ Apache Airflow 2.x F , IEHEERTHE Ul,

E# , TEOFEMMRBIUKA plugins. zip ¥, MALUFEEAMTE Amazon S3 /dags XHRFH
EAMIE |, 7 Apache Airflow B3I 2 8l , XEMBIGFEZMLER LS EEF A Amazon MWAA BES,
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® Note

/dags X#HX= plugins.zip FEMKRERXE X Apache Airflow DAG 3 Y L4 EB AR IE
.airflowignore X#H%IH,

B E XA

Apache Airflow A ERHEE S R BN X4 HEME| $AIRFLOW_HOME/plugins X #3& A Bl o]
ABIBEERBIER O, EAFEFERBEN Apache Airflow ZERF, #F. ERBEHEAD, T
—TRET AT RIMEFEEMNRER REWNRE , URERK import 549 , XEFEARET
plugins.zip F#Y B &1,

B E &4 B F AR E

TR HAAE , Apache Airflow it XIFEFM TELEE /usr/local/airflow/plugins/* HIRE
AWS EEW Fargate ResHE R B E LiEH.

BR&EW, BXREW (FE/*% ) BEFE plugins.zip XHHRB. #l0 , 18R plugins.zip
‘@& operators BRERFHRBFR , NZB ZNEBRELTIAEN /usr/local/airflow/
plugins/operators /.,

o R/DBR#E, BRIMNBIUFEA/NF 1GB M plugins.zip X#. plugins.zip X#HX/PMEK , FFEH
Bt E B, RE Amazon MWAA &R EBREERS plugins.zip XHH KD, BORFEEET
DHALEMRBIN , Fargate BrS5 B I H = MR BEIR BB ERS.

(® Note

X FEH Apache Airflow v2.0.2 B985 | Amazon MWAA £BR &l Apache Airflow Web RS
LW HIERE , HETATFEREE Web lRF 8 L RE\ M Python #kEill, M Apache
Airflow v2.2.2 778 , Amazon MWAA BJ LB #1E Web BR$5 88 L Z & B A4 FAHIN,

B E XA RO

T—T A (Apache Airflow ZZ155) K RHIRHE NG AR AT RIPE.
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RAriEmE

£ plugins.zip R {EAFEHE B L0 R 5

Apache Airflow v3
UTRBIERT Apache Airflow v3 F— N R AR B FEMWH plugins. zip X
Example® PythonVirtualenvOperator plugins.zip BVR¥ B &

LT RBIE R A Apache Airflow PythonVirtualenvOperator 812 B & @4 &
PythonVirtualenvOperator BE MEHH plugins.zip XHH ERH,

### virtual_python_plugin.py

Example plugins/virtual_python_plugin.py

AT RHIE R PythonVirtualenvOperator BEXiEH.

Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.

Permission is hereby granted, free of charge, to any person obtaining a copy of
this software and associated documentation files (the "Software"), to deal in
the Software without restriction, including without limitation the rights to
use, copy, modify, merge, publish, distribute, sublicense, and/or sell copies of
the Software, and to permit persons to whom the Software is furnished to do so.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS
FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR
COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER
IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN
CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

from airflow.plugins_manager import AirflowPlugin

import airflow.utils.python_virtualenv

from typing import List

def _generate_virtualenv_cmd(tmp_dir: str, python_bin: str, system_site_packages:

bool) -> List[str]:
cmd = ['python3', '/usr/local/airflow/.local/lib/python3.7/site-packages/
virtualenv', tmp_dir]
if system_site_packages:
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cmd.append('--system-site-packages')
if python_bin is not None:

cmd. append(f'--python={python_bin}")
return cmd

airflow.utils.python_virtualenv._generate_virtualenv_cmd=_generate_virtualenv_cmd

class VirtualPythonPlugin(AirflowPlugin):
name = 'virtual_python_plugin'

Apache Airflow v2
UTRBIERT Apache Airflow v2 A — N R AR B FEMWH plugins. zip X4
Examplei PythonVirtualenvOperator plugins.zip By/m ¥ B %

AT RHIE R 5 Apache Airflow PythonVirtualenvOperator 812 B & i@ &
PythonVirtualenvOperator B XIiGHH plugins.zip XHHY E R,

### virtual_python_plugin.py

Example plugins/virtual_python_plugin.py

BATF RHIE R PythonVirtualenvOperator BEXiE#

Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.

Permission is hereby granted, free of charge, to any person obtaining a copy of
this software and associated documentation files (the "Software"), to deal in
the Software without restriction, including without limitation the rights to
use, copy, modify, merge, publish, distribute, sublicense, and/or sell copies of
the Software, and to permit persons to whom the Software is furnished to do so.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS
FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR
COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER
IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN
CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.
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from airflow.plugins_manager import AirflowPlugin
import airflow.utils.python_virtualenv
from typing import List

def _generate_virtualenv_cmd(tmp_dir: str, python_bin: str, system_site_packages:
bool) -> List[str]:
cmd = ['python3', '/usr/local/airflow/.local/lib/python3.7/site-packages/
virtualenv', tmp_dir]
if system_site_packages:
cmd.append('--system-site-packages')
if python_bin is not None:
cmd.append(f'--python={python_bin}"')
return cmd

airflow.utils.python_virtualenv._generate_virtualenv_cmd=_generate_virtualenv_cmd

class VirtualPythonPlugin(AirflowPlugin):
name = 'virtual_python_plugin'

£ plugins.zip # & A ¥ EH B FE 0 =61

Apache Airflow v3

AT RBIER— plugins.zip Xt , EHEE hooks. operators ¥ HFH sensors
H %o

Example Plugins.zip

__init__.py
my_airflow_plugin.py
hooks/
|-- __init__ .py
|-- my_airflow_hook.py
operators/
|-- __init__.py

|-- my_airflow_operator.py

| -- hello_operator.py
sensors/

|-- __init__.py

|-- my_airflow_sensor.py

LT ROIERERBEIEHH DAG ( DAG XX ) FHEAEA,
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Example dags/your_dag.py

from airflow import DAG
from datetime import datetime, timedelta

from operators.my_airflow_operator import MyOperator

from sensors.my_airflow_sensor import MySensor
from operators.hello_operator import HelloOperator

default_args = {
'owner': 'airflow',
'depends_on_past': False,
'start_date': datetime(2018, 1, 1),
'email_on_failure': False,
'email_on_retry': False,
'retries': 1,
'retry_delay': timedelta(minutes=5),

with DAG('customdag',
max_active_runs=3,
schedule_interval="'@once',
default_args=default_args) as dag:

sens = MySensoxz(
task_id="'taskA'
)

op = MyOperator(
task_id="'taskB',
my_field="'some text'

)

hello_task = HelloOperator(task_id='sample-task', name='foo_bar')

sens >> op >> hello_task

Example plugins/my_airflow_plugin.py

from airflow.plugins_manager import AirflowPlugin
from hooks.my_airflow_hook import *
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from operators.my_airflow_operator import *
class PluginName(AirflowPlugin):

name = 'my_airflow_plugin'

hooks = [MyHook]

operators = [MyOperator]
sensors = [MySensor]

UTROIEREE B X PRAENEFRSFAE,

Example hooks/my_airflow_hook.py

from airflow.hooks.base import BaseHook

class MyHook(BaseHook):

def my_method(self):
print("Hello World")

Example sensors/my_airflow_sensor.py

from airflow.sensors.base import BaseSensorOperator
from airflow.utils.decorators import apply_defaults

class MySensor(BaseSensorOperator):

@apply_defaults

def __init__ (self,
*args,
**kwargs):

super(MySensor, self)._ init__ (*args, **kwargs)

def poke(self, context):
return True

Example operators/my_airflow_operator.py

from airflow.operators.bash import BaseOperator
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from airflow.utils.decorators import apply_defaults
from hooks.my_airflow_hook import MyHook

class MyOperator(BaseOperator):

@apply_defaults
def __init__ (self,
my_field,
*args,
**kwargs):
super(MyOperator, self)._ init_ (*args, **kwargs)
self.my_field = my_field

def execute(self, context):
hook = MyHook('my_conn')
hook .my_method()

Example operators/hello_operator.py

from airflow.models.baseoperator import BaseOperator
from airflow.utils.decorators import apply_defaults

class HelloOperator(BaseOperator):

@apply_defaults
def __init_ (
self,
name: str,
**kwargs) -> None:
super().__init_ (**kwargs)
self.name = name

def execute(self, context):
message = "Hello {}".format(self.name)
print(message)
return message

BEEA Amazon MWAA CLI SEA T ENE B E B PRFZ R ITRE | RELE plugins.zip
XHRFHNBESEE plugins BFRZR, a0 cd plugins.
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Apache Airflow v2

UTRBIER— plugins.zip X# , HHFEE hooks. operators W& h B FEM sensors

B %o

Example Plugins.zip

__init__.py
my_airflow_plugin.py
hooks/

|-- __init__.py

| -- my_airflow_hook.py
operators/

|-- __init__.py

|-- my_airflow_operator.py

| -- hello_operator.py
sensors/

|-- __init__.py

|-- my_airflow_sensor.py

LT ROIERERBESIEHH DAG ( DAG XX ) FHS AEA,

Example dags/your_dag.py

from airflow import DAG
from datetime import datetime, timedelta

from operators.my_airflow_operator import MyOperator

from sensors.my_airflow_sensor import MySensor
from operators.hello_operator import HelloOperator

default_args = {
'owner': 'airflow',
'depends_on_past': False,
'start_date': datetime(2018, 1, 1),
'email_on_failure': False,
'email_on_retry': False,
'retries': 1,
'retry_delay': timedelta(minutes=5),

with DAG('customdag',
max_active_runs=3,
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schedule_interval="'@once',
default_args=default_args) as dag:

sens = MySensox(
task_id="'taskA'
)

op = MyOperatox(
task_id="'taskB',
my_field="'some text'

)

hello_task = HelloOperator(task_id='sample-task', name='foo_bar')

sens >> op >> hello_task

Example plugins/my_airflow_plugin.py
from airflow.plugins_manager import AirflowPlugin
from hooks.my_airflow_hook import *
from operators.my_airflow_operator import *
class PluginName(AirflowPlugin):
name = 'my_airflow_plugin'
hooks = [MyHook]

operators = [MyOperator]
sensors = [MySensor]

UTRAIEREEN B XEPRENELRSAED,
Example hooks/my_airflow_hook.py

from airflow.hooks.base import BaseHook

class MyHook(BaseHook):

def my_method(self):
print("Hello World")
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Example sensors/my_airflow_sensor.py

from airflow.sensors.base import BaseSensorOperator
from airflow.utils.decorators import apply_defaults

class MySensor(BaseSensorOperator):

@apply_defaults
def __init_ (self,
*args,
**kwargs):
super(MySensor, self)._ init__ (*args, **kwargs)

def poke(self, context):
return True

Example operators/my_airflow_operator.py

from airflow.operators.bash import BaseOperator
from airflow.utils.decorators import apply_defaults
from hooks.my_airflow_hook import MyHook

class MyOperator(BaseOperator):

@apply_defaults
def __init__ (self,
my_field,
*args,
**kwargs):
super(MyOperator, self)._ init_ (*args, **kwargs)
self.my_field = my_field

def execute(self, context):

hook = MyHook( 'my_conn')
hook .my_method()

Example operators/hello_operator.py

from airflow.models.baseoperator import BaseOperator
from airflow.utils.decorators import apply_defaults
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class HelloOperator(BaseOperator):

eapply_defaults
def __init__ (
self,
name: str,
**kwargs) -> None:
super().__init__ (**kwargs)
self.name = name

def execute(self, context):
message = "Hello {}".format(self.name)
print(message)
return message

REEA Amazon MWAA CLI SEA T BN B E L EHRISR#TIERE , RELIE plugins.zip

XHRFHNBESEE plugins BFRZR. a0 cd plugins.

£ % plugins.zip X4
LT SBIERT BRAVE WA 1B plugins.zip XHH S,
S8 1 8 Amazon MWAA CLI SEA T ENiR B E L iFH

« STTSE (CL) SR TEAEAEH Amazon MWAA IRR,

o CLI FEAH# ¥ Docker BB , X LT Amazon MWAA £7= &%, BRI LR TCETAM
Apache Airflow SRERFF & TN DAG, BENBEHFMKEm , ASEBEE Amazon MWAA,

- Ejz{T CLI, 2@ GitHub £# aws-mwaa-docker-images,

S 2 : 81 plugins.zip X4
BAIUEANER ZIP FRESSATIESEMEM ZIP SATE (fla 7zip ) keI .zip X4,

(® Note

LB zip XHET , Windows BRERZHNE ZIP AT ERELRMFIXHR, BIE
WIRRIIE plugins.zip XHFHANE , AEHB L& F Amazon S3 F##F , UBREBERMEAE

>}=l{o

B2 plugins.zip X
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1. SBEFERNAH Airflow fE4F B F. Bl :

myproject$ cd plugins

2. BIIATHSTUBRABZEETHITRR (XBR macOS M Linux ) o

plugins$ chmod -R 755 .

3. FARESHE plugins XHFXH,

plugins$ zip -r plugins.zip .

4% plugins.zip | Amazon S3

IEALAE A Amazon S3 2% & = AWS Command Line Interface (AWS CLI) ¥ plugins.zip X# Lt
f£ %] Amazon S3 EAEREH,

A AWS CLI

AWS Command Line Interface (AWS CLI) 2 —#FRIE , B LUAREW ST Shell FEAGBTE
AWS BRESHITRE, EXRATHNSER , BEEUTHREUTERY

« AWS CLI - ZZh & 2,
« AWS CLI - aws configure #{TIREEE,

EFEH AWS CLI £4& |, BHITUTRE
1. ESHPRETET , SMEFMH plugins.zip XHHE R, Hl :

cd plugins

2. LT REIBIHEFFE Amazon S3 Ff i@,

aws s3 1s

3. FEALUTHSHEH Amazon S3 F#EEHEASHREN SHEMHER,

aws s3 1s s3://YOUR_S3_BUCKET_NAME

4% plugins.zip % Amazon S3 195
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4. FERUTHSE plugins. zip X4 L& FIREMN Amazon S3 7.

aws s3 cp plugins.zip s3://amzn-s3-demo-bucket/plugins.zip

£/ Amazon S3 4| &

Amazon S3 BHIER—1MNET Web WAFRE , TAXRBIEMNEE Amazon S3 FEMP I EIR.
EfEH Amazon S3 BHlA L& | BHITUTRE

1. 7 Amazon MWAA #2&I& E3TF IR R H,

EFHIE,

£ S3 Y DAG RIBBE R HILF S3 7 B4EE , ERFI8 LT F&E,
%,

i 27yl |V

1% plugins.zip BWAMEIAR | E&F L%,

2 T

EIMRE P LR B E T

AFNFUALRE L1 E| Amazon S3 FEFEN B EXIGH , FERIERE plugins.zip XHHEEE |, H
EEXESH zip XHTEE plugins.zip XHHIARZR

£ Amazon MWAA Z&l & L38E plugins.zip R (FE—R)

MRXBEE R plugins.zip L1&E] Amazon S3 748 , MIEFEEE Amazon MWAA #2514 £
BEXHRE, EREETRLLTR—X.

1. 7 Amazon MWAA &I & E3TFIRETNE,

EEFRE,

EEHRE.

£ Amazon S3 HH) DAG REBEE £ | BERH - AEFERZLMRN K S3,

1%£3$% Amazon S3 B HH plugins.zip X,

TEFIEE

EET—F. EFHE,

N o a bk~ w0 b
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£ Amazon MWAA 4|4 £ plugins.zip BIRA

X1 Amazon S3 N L& plugins.zip BIFTMRAE |, #FFEEE Amazon MWAA #5148 L5
7 plugins.zip XHHIRRAS,

1. & Amazon MWAA 2§l & LT R H,

2. EBRIE,

3. ERERE.

4. 7£ Amazon S3 HHy DAG KBEHKH , N THHFRHPERE plugins. zip BIRZA,
5. &EEBT—%,

plugins.zip &Y Al =451

- ETHRIACIZEEEN | 1§
- ETHROIRZBENAEMF , 52
- ETHRIACIZEENEN | F2
- ETHROIRBE AT | 52

% {# A Apache Hive 1 Hadoop HJ B E W4,
1% &% PythonVirtualenvOperator #) B 7 X 3E#
59 EF Oracle T #lif o

7] the section called “E &t DAG KR X",

\\» \\» \\» \\)fb

BETREATA?

£ A GitHub £/ aws-mwaa-docker-images FEAH#MiX DAG, BHEXIEHF Python #KHiT,

Z % Python ki

Python #k#BiI 2 #51E Amazon MWAA ERE R Y Apache Airflow iiRZ<#Y Apache Airflow &l ik % %%
REEWEARFEREITR. ZETNEMER Amazon S3 F#EFTE requirements. txt XHHE
Amazon MWAA IR %% Apache Airflow Python kIR 5 58 .

Bx
- EREH
- THERE
« Python kB TELIR
« Python & $i T4 & F X /) BR
+ BIE requirements.txt X4
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« B’ 1 : A Amazon MWAA CLI S T EIi% Python #K$ IR
« £, 2 : 8l& requirements.txt

1% requirements.txt ] Amazon S3

- £/ AWS CLI

« f£/ Amazon S3 ##A

EIRE R L% Python AN

+ £ Amazon MWAA & & 187 requirements.txt BYEEE ( E—IR)
« £ Amazon MWAA &l & 38T requirements.txt B AR A

518 requirements.txt B B &

ETRMEMAAL?

FRFAM
EXRAR LWSBREH  ARELEUTRE,

- R — ZHNEERA AWS K/ ZMERFEIHMEEIREHN Amazon MWAAFuIl ConsoleAccess 1A
B FIRBEHNR, ttAh , BT A EATA TR Amazon MWAA FRE T R BB IR EFTE R B
AWS HiR,

o HREMNR — MREFEHRLNLEFEEUBEERET Web RF R LREMRBI , N ATFIMRERE
NEBFLHME Web lRFEB|IHFENR. BEXREZFEL , HZHthe section called “Apache Airflow 5
EER",

« Amazon S3 BLE — AT 7 ZH DAGs B E LA Python ki IHY Amazon S3 7 &
frequirements. txtSMELE N S LA HFRIF G AREES, plugins.zip

TERE

£ Amazon MWAA Lt | B LZ & FTE Python KEIT , 572N requirements. txt X L&F|
Amazon S3 F# 1 , ARESXEH X TE Amazon MWAA 24| & EIEEZXHRI A, Amazon
MWAA &7 pip3 install -r requirements.txt , BAfE Apache Airflow it X2 FHMENTE
%18 £ =% Python ki1,

BEHREMERIEIT Python KB , BAFM=HF :

1. TEAR#BIE requirements. txt X,
2. FA&#h requirements.txt E4&F| Amazon S3 R,
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3. % Amazon MWAA 2|8 £ ER X F RIS TE I ARV AR A .

® Note

MRXZEEHRBE requirements. txt FFHE £ ZF| Amazon S3 7R , IEFER
Amazon MWAA #ZHl& LIEEENHBE. ERFETHELETR—R.

Python #k i T #L AR

YRAT LM Python @3 5| PyPi (.org). Python wheels () 2 Python whe .whl els () iR B RAFAE
Y /Pep-503 B L PyPifEE R Python &K HiTH %% Apache Airflow i\ A A FE 2 Python &3t
i,

Python 4k 101 & F A /)~ BR

Apache Airflow it XIRRFM THELELE requirements. txt XHEFEZRBHE , ARERERF
ZHEa%LER /usr/local/airflow/.local/bin L&,

o KNBRH, RIMNBWFEH requirements. txt X, S5IAHAEXK/INF 1GB BIE, Amazon
MWAA FERENEFEES , MELNEHNEFBEEK, RE Amazon MWAA & BRERE LR E
RN BUNRTEET D RNREREIMN |, Fargate RE B HZ MR ELRIBERS

£ % requirements.txt X4
LT SBRIERT EAR MBI plugins.zip XA RMNBWHN ST

S 1 : A Amazon MWAA CLI 3£ T ENist Python ki1

- WHITRE (CL) AT BEAEA#E 4 Amazon MWAA i,

« CLI EEA##2 Docker B28%5 1% , LT Amazon MWAA £~ 5%, T£ZBEZE| Amazon MWAA 2
Bl , BRI LA ©RIE 1T AR Apache Airflow IRESRFF & F DAGsH izt B & X4 F Ak 0

« E1T CLI , & @aws-mwaa-docker-images £ # GitHub,

£ 2 : 8] requirements.txt

T—HNEWMFIE requirements. txt XHFIEE Python BFEZE5|HEY Python KBTI,

Python KT BEIR 199
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Apache Airflow v3
1. AL, EBIR requirements. txt XH28l , MERFXNAMEMEUKIEFSR

HRAWERAS, Ei=1T Amazon MWAA CLI SEARRE |, 55 LW, aws-mwaa-docker-
images GitHub

&EE Apache Airflow f2F 2/ Extras, Zi5RIES# MWAA £ Apache Airflow v3 R%#H
B®HEaIEK , FSHEM, aws-mwaa-docker-images requirements. txt GitHub

WIARIE A, EXHINERZR Apache Airflow v3 TRMERI LY R X

#. requirements.txtApache Airflow AXRXHIEE T Apache Airflow & 7 B B] A AV 1R 14
BFRE,

ELUTRAIG , BREMNRAEASEIR {environment-version} URAERERBN
Python KRAE#k {Python-version}.

HXxE Apache Airflow SMEFR A Python IRAEWEE. , S H Apache Airflow fRZR,

--constraint "https://raw.githubusercontent.com/apache/airflow/
constraints-{Airflow-version}/constraints-{Python-version}.txt"

MRARXHEEZ xyz==1.0 EFEEXRRPFHHMEFITHRSE , Il pip3 install
FRZEBIEFRRBNEZRENER, IREARFSHLERAM , NATLAE AR N H
ERHPIFRIEA Apache Airflow A ( AERER. TEEFHM Web BRFEE ) WERAE,
CloudWatch BXx A EXBENWEZFE LR , 153 the section called “i 8] Airflow BHE",

Apache Airflow 272, RINFEF T ExtrasRERAK (==) XEBTHLEERERZERFRE
AT ERNEF .

apache-airflow[package-extra]==2.5.1

Python &, £ requirements.txt XHFRFRMEBFSEHRMRAE (==). XEBTHLEBED
RIF3R B PyPi.org B future E#f,

library == version

Example boto3 # psycopg2-binary

WRE A TFERE B, boto F psycopg2-binary FE 2 & 1E Apache Airflow v3 Eftihk % %%
|, TEX requirements. txt XH4HIEE,
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boto3==1.17.54
boto==2.49.0
botocore==1.20.54
psycopg2-binary==2.8.6

MRIBEMNDZRERA , Il Amazon MWAA £ %% org FRITIRARIPYPIE S, HARART
BEEIE requirements. txt PR EMEF SR,

Apache Airflow v2
1. A#pid, ERIZE requirements. txt XHZH , MERARXANEMEURIEFER

HAWEHAE, EiZ{T Amazon MWAA CLI SEARERF |, 2 LK., aws-mwaa-docker-
images GitHub

& F Apache Airflow 27 @H Extras, EiFRILS# MWAA £ Apache Airflow v2 REH
BEAHER , FiFRIME, aws-mwaa-docker-images requirements.txt GitHub

WA REBA, 7 requirements. txt XHTRZFH I Apache Airflow v2 FREH L 3R T
# . Apache Airflow AR HIEE T Apache Airflow % 7 &5 o] F B9 1R 72 F AR AR o

M Apache Airflow v2.7.2 FF8 , ERXHHMBE —% --constraint iBA, WMREKRIZMH
HREZMH , Amazon MWAA FRBIEE —NMEREZS , LARENERGDIIENEFESERIE
EEFR Apache Airflow FiRARF#RB

ELUTRAIG , BRRENRASEIR {environment-version} URAEREREN
Python KRA &k {Python-version}.

BXxE Apache Airflow SMEFR A Python IREAWEE. , S8 Apache Airflow fRZR,

--constraint "https://raw.githubusercontent.com/apache/airflow/
constraints-{Airflow-version}/constraints-{Python-version}.txt"

MRARXHEEZ xyz==1.0 EFEEXRRPFHHMEFITHRS , Il pip3 install
FREBLEFRRBNEZRENER, NREMAREFSHLEREAM , WA TE A A/ HE N
BERPIHFREIEA Apache Airflow A4 (AERF. THEREFF Web RS2 ) HEIRA
#&o. CloudWatch Hx HEERBENEZFER , S the section called “ii[A] Airflow HE",

Apache Airflow 2 F 8. HINEFE ExtrasRERAE (==) XEMTHLEEREFREREZE
RAFENEF D,

B2 requirements.txt X4 201


https://pypi.org
https://github.com/aws/amazon-mwaa-docker-images
https://github.com/aws/amazon-mwaa-docker-images
https://github.com/aws/amazon-mwaa-docker-images/blob/main/requirements.txt
http://airflow.apache.org/docs/apache-airflow/2.5.1/extra-packages-ref.html

Amazon Managed Workflows for Apache Airflow ArfEm

apache-airflow[package-extra]==2.5.1

5. Python ., £ requirements.txt XHFFFMBFIEHRMERAE (==). XEBTHLEBE
RiFA3k B PyPi.org #9 future BE#.

library == version

Example boto3 # psycopg2-binary

RB A FERE B, boto M psycopg2-binary FE2 & 1E Apache Airflow v2 E Rtk % %%
|, TEX requirements. txt XH4HIEE,

boto3==1.17.54
boto==2.49.0
botocore==1.20.54
psycopg2-binary==2.8.6

MREEHNTZRERAE , N Amazon MWAA £ %% .org PRITRAKPYPIE I E. BLARAT]
BEE R requirements. txt P EMEF T HR,

E4% requirements.txt | Amazon S3

IBAILAE A Amazon S3 ##I& 5 AWS Command Line Interface (AWS CLI)
Ffrequirements. txt X L& FEH Amazon S3 FE .

fEH AWS CLI

AWS Command Line Interface (AWS CLI) @ —MNFRIE , B LUERA G HIT shell PS5 AWS
REH#ITRE, EXERATHFHNSR , BEEUTHRATERY

« AWS CLI — ZI&MA 2,
« AWS CLI — fFARER Eaws configure,

EFH L& AWS CLI
1. BATRHI5HFTE Amazon S3 124 #.

E4& requirements.txt Z Amazon S3 202
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aws s3 1s

2. AT HFH Amazon S3 71 H & & TR I XA LK,

aws s3 1s s3://YOUR_S3_BUCKET_NAME

3. LAT®HH requirements. txt X# £ % Amazon S3 F# 1.

aws s3 cp requirements.txt s3://amzn-s3-demo-bucket/requirements.txt

£/ Amazon S3 #4114

Amazon S3 ZBHAR—MNET Web WAFRE , THAXRSIZEFNEE Amazon S3 FEHE R EIR,
EFH Amazon S3 #2#|& L& |, BT TERE

1. & Amazon MWAA #Z#I& E3TFIRE N H,

EFRE,

£ S3 Y DAG RIBBE R HILEF S3 7 B4EE , ERFI8 LT F&E,
ikt

;%2 7Yl |V

R requirements. txt BAMBEIAR | %R L&,

o g A w N

EE R R I Python kB

AT N EWMALERE L& F Amazon S3 FHEBIKBIN , 7 ERIEE requirements.txt SLHFRYEER |
HEBIREHITIEE requirements.txt SXTHBI AR,

£ Amazon MWAA #2414 E3ETE requirements. txt HEE (F—RX)

MRXZEEHRBE requirements. txt FFH £ F| Amazon S3 Z#E# , MXEFEE Amazon
MWAA 2§ & EIEEXHERRE, BREEERLESE X,

1.  1E Amazon MWAA ##|& EFfTFIRETE,
2. EBRINIE,

EIRFEHR K Python MBI 203
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3. ERERE.

4. 7E£ Amazon S3 HH) DAG RIBE L |, R ERUMH - (HEFERZBHIFE S3,

5. 1%&#% Amazon S3 FEBHH requirements. txt X,
6

7

EEIERE
BEET -, BE#MRR,

BRI L EREEREFH AL RERATRER S,
£ Amazon MWAA 2 %15 EIEE requirements. txt FIMRZA

X1 Amazon S3 EfE P L& requirements. txt MIFTARAR , #FFEELE Amazon MWAA
B EIEE requirements. txt XHHIARZA,

1. 7 Amazon MWAA &I & 3T FIRETE,

2. EEIR,

3. ERERE.

4. 7£ Amazon S3 1y DAG RBBEHH , N THFIFRHIERE requirements. txt BIRA,

5. EET—FH. EMFEK,

BRI ERE SR EME MBI RERATRERF S,
A requirements.txt WA E

BRI LEFRE TEREHBN dags XXM ITRIFZFH Apache Airflow B&. AT ZBRITE WA
£ Amazon MWAA ##|& 3T iITRIBFHN A E4A | AR ImAE B £32 4| & L5 Apache Airflow H
%o CloudWatch

8 requirements.txt WEE

1. 1 Amazon MWAA #Z#| & LT E R E,

2. EEREIIER,

3. HEWEEERKL%EFE Airflow iTXIEF BER4A,

4. FEBRERFIER requirements_install_ip A&,
5

&2 /usr/local/airflow/.local/bin EIRERRENEFEHIR, Hl0

iFE requirements. txt BWAXK 204
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Collecting appdirs==1.4.4 (from -r /usr/local/airflow/.local/bin (line 1))
Downloading https://files.pythonhosted.org/
packages/3b/00/2344469e2084fb28kjdsfiuywebs47389789vxbmnbjhsdgf5463acd6cf5e3db69324/
appdirs-1.4.4-py2.py3-none-any.whl

Collecting astroid==2.4.2 (from -r /usr/local/airflow/.local/bin (line 2))

6. EEREFEIRARETEMNEFEERELEFRTEIFER, NRHARE , BAELKFIX
BT IR

2021-03-05T14:34:42.731-07:00

No matching distribution found for LibraryName==1.0.0 (from -r /usr/local/
airflow/.local/bin (line 4))

No matching distribution found for LibraryName==1.0.0 (from -r /usr/local/
airflow/.local/bin (line 4))

BT RMAAL?

£ Flaws-mwaa-docker-imagesfE A # Il X RV DAGs B E X4 Python #k#i>x< R GitHub,

i BR Amazon S3 B4

AR B UFEE Amazon MWAA FR3ERY Amazon S3 176 i@ Rt IThiR A i | LUK Ml &
DAG, plugins.zip = requirements.txt XHHLEK,

B %

. EREH

o RRASIEHIBLR
« ITHEAHK

« B Amazon S3 LK) DAG

« NIREFBRR “ZH"# requirements.txt 2 plugins.zip

o MIBRIEZHF” ( 281 ) B requirements.ixt 3 plugins.zip R4S

- EAEmEBMERAEIES A (SR ) lRA 3 B3 Ml BRIR IS

« MIBR requirements.txt AT A “IE 2 B AR A I B 30 M BRAR 10 BY 4 n /3 HA SR B TR 45
. BTRMHAL?
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FRF M

EERATNENSRZA , BREEERUTRNE

o R — &K AWS K HAMERESEERA RN , HRERTHREN
AmazonMWAAFullConsoleAccess 17 AR &I L, LI |, H1TAE LM AIHF Amazon MWAA FRiE
HRFREFI AL AWS HIR,

o HEINE — MREBEZHE LR FHEEUEEREE Web IRFE8 EREMBIN |, N AR EE B
NEBRNHME Web FREH[THFANR. BXREZEER , i5SHthe section called “Apache Airflow 15
)R,

« Amazon S3 BB — A T 176% DAG Y Amazon S3 Ff##. 1 plugins.zip BB EEHNE
requirements.txt FHY Python IREINAMELE N SRR IE A HIFRIFE S ARAES,

R S 2 5 Bk

#& Amazon S3 EAERH MY plugins.zip M requirements.txt BE#THRAEZEE, HWREH
Amazon S3 7 AR A EH13 B M Amazon S3 Z#E W IR ( HI40 plugins.zip ) B , ZXHF
LSBT LMBR, BH7E Amazon S3 EIBRM4ET , LB ZXHHFEIAR |, ZEIAR 404 ( RKEKE
F&R ) iR/ I'm not here’®y Ok X4, Amazon S3 Frltt FMIERIRIZ, SIEMEMYR—# | BB
HiCRHERE (R ) MR ID =" XK,

AT UE HM BR ST AR AR H I BRAR 12 | LARRMR Amazon S3 FERMNFHAE. ET MR IS
BI” ( BARTEY ) SXHFRRAS | SRR (X&) AP RRAS | AR BR1ZARA<A9 M BRAR1C

THERFN

Amazon MWAA & =1+##3X Amazon S3 FMEIE1T—XELTBRIE, X5 B Amazon S3 FiEHET
fl ER B9 1E47T DAG [R5 2| Fargate B389 Airflow &

REY Amazon MWAA EH B E X IEHH Python KEII N Fargate REFHEETHY Airflow BR 1%

B, EMEEFH Z/E |, plugins.zip M requirements.txt X FELXEEH, MBEEMBRT
requirements.txt 2 plugins.zip XHMWHEIIRA , REEHFEET T M BRSH4 R EHThR
K, NEFFEW , AR R—FEBIRHEE , fla0“Unable to read version {version number}
of file {file name}’s
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i B Amazon S3 E£RY DAG

DAG 34 (.py) & BMAR4E] | TTLAERETE Amazon S3 #5&|A EMIBR. LA 5 5R 4 IR el B
Amazon S3 #H# DAG.

EMIBR DAG , BHITUAT#RE

£ Amazon MWAA 2| & 3T E,

EERIR,

£ S3 H#Y DAG RIBBEHHILR S3 I BEEE , ERFA LITHEM&S,
%R dags XHXK,

% DAG , Rk,

ERBERR? T , BA delete,

E BRI R o

N o o bk w Db =

(® Note

Apache Airflow R & 71 £ L# DAG 21T, £ Apache Airflow Fiz1T DAG f&§ , TTie X IR
A , ©ESRBTE Apache Airflow 5k |, BE|ETE Apache Airflow I EMIBR, ZMiIER
Apache Airflow Y DAG , iFE B4 5| RO & HBR" %,

MIAFEHRBER “H B0 requirements.txt 2 plugins.zip

B &, S&REDEERMN plugins.zip 3 requirements.txt G EMFRESRIER , BRI EES HFERXAN
B, FELHEE , TBEHFER DB EZEXAR zip X4

RIBR“IEX BT ( 28I ) B9 requirements.txt B plugins.zip KRR

£ Amazon MWAA Lt | Amazon S3 F##H M requirements.txt # plugins.zip X#4Z R
AREE, MRERTLMBR Amazon S3 FHEEHPAIX L H | AT EXNR ( H140 plugins.zip ) B9
HETRRZAR (121212) , BIBRIZARAS |, RS BRSTHAR A B B BR#R1C

B LA Amazon S3 12| & EMBRFTE“IEL R ( £/l ) XHRAE ; BER , ENFEFEAUTIER
Z_ﬂﬂlj Fﬁﬂﬂu F%*/-J_V\Lao

« ERRWNRRAE , HSH (Amazon S3 $5r/) B A RRAS 12 5 B 17 1810 3R SRARAS

MIEk Amazon S3 L#) DAG 207
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« ERERNRRAE , FS5H (Amazon S3 $E5R) B E FRRAS 12 5 B9 17 6 8 A BR T SRARZS
- EBRBIRIRIE , 5560 (Amazon S3 5F) FHEEM RIRIC,

ER s AMMERPTEIEZ T ( 8/ ) A B 3l BRARIE

A LAR Amazon S3 R ELE A WA MR , LUEE —EXBUSHER Amazon S3 FiEREHEY
plugins.zip M requirements.txt SXHFRIPRE“IEHBI” ( 5E8T ) BRAS , & BRI HIX REVMI BRFRIZ,

1. & Amazon MWAA 2§l & LT R H,

2. EEREHER,

3. % Amazon S3 ¥y DAG X#B T , 1%# Amazon S3 7Ff& &,
4. EFCIBEWEHAN,

I BR requirements.txt FTE “IE ZH BI" R FH B sh i BRFR 12 BY 4 an /B HA 58 BE 7= 451

FERUT RAISIZEGRAIAN | ZRANGE=+XKEKAMBR requirements.txt XAFEY“IE 2 51" iR A
R E I BRFRIC

1. 1£ Amazon MWAA &l & LTS HE,

2. EFEIRE,

3. 1£ Amazon S3 ¥y DAG X#B T , #%&# Amazon S3 Ff##.

4. EFRCIELEaEHAN,

5. TEEWABPMANZFF , 8 A Delete previous requirements.txt versions and
delete markers after thirty days.

6. TERIZD , ERER,

7. EEGEABANRES | BRI BRI R FTA JE 8RR M ERS 2 A9 B BRAR IS SR TR 0 By
15,

8. EXNRENEFMAFHRES , A 30,
9. ETHNRMIBRIRICH |, LM BRI HIX RBIBRIRIE , X RFE 30 REKAMER,

BT RAA 4 2

o EiF4 T #E Amazon S3 HIBRFRIE |, ES I E E M ERFRIC.
- ETHEX Amazon S3EMEAHNESER , BRI R,
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RAriEmE

P 4% 2 152

KIEENA T IBIE Amazon MWAA PRERRFTFER Amazon VPC MEiRE .

BN D
« %F 7 Amazon MWAA LEXM
Amazon MWAA £H VPC &%

£ Amazon MWAA EEBE X RF 45 E Amazon VPC ¥ 2BV 15 10)

£ AFAE B AE Amazon VPC H8IEEMN VPC RF KR

£ Amazon MWAA +EEHR B2 K Amazon VPC &S

XF1E Amazon MWAA LEEXH

Amazon VPC R ZE IR ELIR 4 AWS IKF . Eiﬁi‘i%ﬁﬂﬁﬁ?&gﬁ&iﬁﬁﬁﬂlﬂiﬁ

ERAVAEH

7, AERESREMNIDT BHED. AN B XIFEA T Apache Airflow FIIE S 3£ 8 TE

RAEMENERLHARKA., BB \ﬁﬂ]ﬂ\ﬁﬂﬁﬁa ¥ Amazon VPC E#tii% .

Bx
« XEHAL?
- VPC Ertig iR
- BYEBRM#ITAHEH
o AR BB M B FAE B
» Amazon VPC #]1 Apache Airflow 1 848 =X &9 7= 451 F 51
o RVFIERIEBKM-FH Amazon VPC M4
s FAFIEFEEM-#THY Amazon VPC M4
s FAWHFREERMN-TIE Amazon VPC M4

Ri&
AL

A LA 7] BB M/ Amazon VPC M4,

KT B
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REEH

ToEH R BB A Amazon VPC M4,

XFTA?

T &R#EIR Amazon MWAA X#H Amazon VPC EH,

Amazon VPC & Y

Amazon VPC ET=iH6IEHK =
BHKF,

—NEE/W AmazonVPC , Z B
MNAWS Ik AR AEHE AP
BIEBD M AWS FIR.

VPC Ehit iR e #hid

IR B)ZE Amazon MWAA IRERT | Amazon MWAA £ 1B IEE R IMEEFEH Apache Airflow 8] 4
XNAFRERE—FFHN VPC iR, XEIHILE RARMEMEZRED (ENI) , FAF IP iLF Amazon VPC
B, SIBXERRE , FAREXE IP WREH/LEZI LT EBEENINEERNMENE AWS Bk

%o

AT &R A 4R8I B B 2 H i B R B R AE Amazon VPC RFAZ b B R EFTER Amazon VPC
Hiigh.

B B BRI 1T 2 R

EENEBEELNERHNIFIEN Amazon VPC EitigEHE, BEELT VPC ERtiEH :
—NVPC Z£4 VPC T2 RYERHALE | BUIBHSSHALEHNAD (AW ) MHO (HG) &K
=,

REZULEE 5 MRE4H,
REEXTANBCEEESI AHAER,
s ZEEMTAFTERE (0.0.0.0/0 ; JIF IPv6 , fEF ::/0) I8EHMEHN,
REEMMAFESI BANPHERE, flin (#E) MEHREBESIAZSH T,
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s LA TLLUERBEIEE HTTPS i OEE 443 F TCP i OEHE 5432 kit —FSREIFE. 4l
o, (AE) BREIAMIGRRO 5432 WERESARG A (% ) BREIAEGERO 443 WEE4H
i,

« BMREBETM. 2B THRESTETE M BB MY B B I B R KB 7 M,

- FEMNMB TR, X, IR - BB[HIHE , Amazon MWAA FLATBUA 5 — Al X AR RY
MEHERNBRER,

s XEFRMINUTAEATAXS, Hli0 us-east-1a, us-east-1b,
o FTRATEEHEEFEM IP it (EIP ) B NAT M3x (2 NAT 3£41 )
o FRAMEERHE D E BRI R EE [ B B EK M M < 898 B &
« INREFN, 2B FRRIESTEREDERRM M<K BB RFREEH 7M.

- FEFAMMETFM, X, MR -—NBABEHINEE , Amazon MWAA B AT ELR 5 — Al XY
HEHERNBRER.

s XEFRMBTNTAENATAXH, Fla us-east-1a, us-east-1b,
o XEFRAIEBE NAT RE (MXHEH ) HEBAR.
« XEFRAERAIEERMM K,
« X¥F IPv6 M , i®ERN assignIpV6AddressOnCreation & true,
« XT IPv6 B FM , AAUERFMXE O BERMM X (EIGW).
- MEHERESIR (ACL) NACL BE ( BIAWRELAN ) FREIW AWM HIERE,
« NACL #MBARTFHEREMAWEMRN (0.0.0.0/0 ; I FIPv6, A ::/0) .
* NACL X BAWMBEREBNHIEMAN (0.0.0.0/0 ; T IPv6, £/ ::/0) .
- fln (#% ) =¥l ACLs.

« B NAT BIX (3 NAT 361 ) o NAT REBFREBMLE FRHP KGR E Internet LEM AWS
ARSS , AR5 R R B% B 1= SR 4B

* NAT RELIEEREBFM, (BIMAEBFM— NAT BE. )
« NAT 8 Z UM IPv4 it (EIP ) EMNEIEANLE FM,

« BEERRMM*x, BEXMM<FF Amazon VPC EZS BB MMM EH it AWS RS
o BERP M < 4 01EEE] Amazon VPC,

FoiEn B B EX MR AL R B B

L REBTEPT VPC ERHiGHE -

Z Nn=—="= na H H n H 1 vl liLY
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« —NVPC 224 VPC R&4H RHELIP A |, SURHISSHI EWARD (A ) MHO (MY ) R
=
- REBALUEE 5 MREH,
- RRAXTHNBECEEESI ARAWERL,
« R2AMMAFMERE (0.0.0.0/0 ; T IPv6 , A ::/0) FEEHIEMM,
« RRAXFTATBESIAMANPNAERE. Hln (%) MEERBSIAZEARG,

- RLATFLUERBIEIEE HTTPS iwOSEE 443 f TCP i ASEE 5432 kit —SRFIRE. 5
W, ("Nk ) REAVETL RN 5432 WEREA RS M Ak ) REAIGRRA 443 WEEA
RHls

« IARETN, 28 FRMRIESSSEQEERMM XA BT BERT KRR T M,

- FEFRIMMETFM, X, MR -—NBAHBEHINEE , Amazon MWAA FLETELR 5 — Al XY
HEHEFNBRER.

s XEFRMATNMNTFARENTHXA, #lal us-east-1a, us-east-1b,

« XEFRAMAEERE VPC KSR ER.

- FRXLMERIEE EIGW WEEHRE , TEEERN DAG M —30 MEBRM T,

« XEFHABEBE NAT RE (MAXREA ) WEEHK , B TEEEBRMMX,

- MEiHEEFIFIR (ACL) NACL B ( BIAGFRIELHAN ) FREFIH AL HILRE,

» NACL XA AUFMERENALEAN (0.0.0.0/0 ; T IPv6, A ::/0) .

- NACL XM EELFEREMNHEMRAN (0.0.0.0/0 ; X¥F IPv6, A ::/0) .

- Bl (#% ) Tl ACLs,

- KRR, AARKIEAT VPC RBENRIARH,

- Rt RSPEE FMKEK,

- KiPEARLTUZH VPC FEFISEECHMERTERS. flin , MREFERHEEHN
Apache Airflow MRS VPC O KT R , NBHARLSIEHAT VPC LT R, AWS
Client VPN

- WHIREMFEANESI AWS BRFH VPC LimT = , Apache Airflow VPC 4w R 5EH I 5 i#

MWAA PE FAERE B AWS Xig T 5 VPC H,

- MRFEANSI AWS BRSH VPC LinT R M Apache Airflow 8 VPC &iwTi <, Bl (4%
£ ) VPC =,

+ VPC i QA )5 AN FAHE DNS,
+ VPC i QUM EEIFNFHME F M KRB,

B 5 g 4R 224 4R A BE
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« BIFENLIET /R VPC LT RUIRBEEN R VPR RMRERN AWS RS, film (#E )
ARFFBABRE VPC ik L KRB

« Amazon S3 #9 VPC i R KB LMELE N AT H R E#E, flu ( #E ) A FHREEEN
Amazon S3 M5k i =2 R #E Rl

Amazon VPC 1 Apache Airflow i 8] 18 =X, &9 7= 51 F 4

&R ST 48 Amazon VPC KA R MR REIEA A , LARTE Amazon MWAA 251 & LiEEH
Apache Airflow Web BR85 17 RIER

AT IH R BB M-8 Amazon VPC R4

MRFPALKAFE VPC RiFRIEEKN , HFEEFLEAF BT EBMiGE Apache Airflow Web RS
2, BRITUT®RE :

1. BIEAHREBRME Amazon VPC M4,

2. 79 Apache Airflow Web RS ER8IZEB A BEM KL RIERVIRE,

3. RINWEI : RIMEZBUEA CloudFormation #RIE A 144k & E 8t 612 Amazon VPC E#ti%
. Amazon S3 Z#AEH Amazon MWAA IR E, ETHEZEER |, H5H Amazon MWAA HIR
EATHIE,

MERALALFE VPC FiFRIEERR |, H BEFH LT Apache Airflow Web BRZ525 15 B IXBRR T VPC
ABARP , BT TRE
1. RIZTHREBRME Amazon VPC M4,
2. RIZ—FH% , BFMiTENISE Apache Airflow Web BRSS85# VPC #Z 0% =
3. A Apache Airflow Web R SIEZEGAEMEHRIERNWIRE,
4. BRI :
a. BATEWERAPHE Amazon MWAA #2H| S RVIET — : 7 Amazon MWAA 2| & E6lZ
VPC M 4& CloudFormation #4R, &I = : #2715 R EELM A Amazon VPC W 4%

b. BAIMBWIEPFEMEE AWS Client VPN X1 #&#) Apache Airflow M4 RS 8289 A R PR. 3
2 . AR ERAE M %R AWS Client VPN
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AR BB M-FH Amazon VPC M 4%

MRENALRAFESLR VPC RifR BEEM |, 3 B&E%HE Apache Airflow M4 RS 85 ) 0] i@ A Bk
MR

1. SIEEBEEBENIGRNEAN Amazon VPC ML,

2. REW Apache Airflow MERZEFOE— R ERA LN EMEMAEMNEHRIERWIME, ik
IiiE A F Apache Airflow fRZAS 3.2.1 RESRA,
3. BAMMEW : RIMEBWAEAZ CloudFormation &R 81258 BEM 5 B PR Amazon VPC , 3

A Amazon MWAA R EHANEI AWS RS EIE VPC KixT R, EI= : SIEF 0 i5H) BBk
ME Amazon VPC M4

MREWALT A GFELRN VPC RiFRIBEERN |, 7 BIEER RN Apache Airflow M 4% RS 23 R & X L iF
W VPC WA F AR :
1. BIBRBEEBEMIFRINEH Amazon VPC ML,
2. RIZ—F% , BFMiTENISE Apache Airflow Web BRSSE5#9 VPC 0Ok M.
3. RNENEFERANEI AWS BS 62 VPC KigT m,
4. 73 Apache Airflow Web fR5525 0122 EGFE MK RIERN W IRIE,
5 RINOE :
a. FEAEWAEAZ CloudFormation #EiR4I225& 8 BB M5 R PRAY Amazon VPC , 5

Amazon MWAA £ EHANEI AWS BREZEIE VPC KimT R, EIN= : SIZF 0158 BBk
ME Amazon VPC M4

b. BAIMBWIEPFEMAERE AWS Client VPN X1 #&#) Apache Airflow M4 RS 8289 5 R PR. 3
2 . AR ERAE M % EBR AWS Client VPN

R RFIH R EEM-IM A Amazon VPC W&

MBEFRALFTATFE VPC RiIFRIERRN , HBERECLMEMENT LA E EEMEY Amazon VPC M
¢

1. REWREFERAPEIM AWS RF 812 VPC KigT

2. A Apache Airflow 8/2 VPC % =,

3. BIB—#HE , BTFMITENR Apache Airflow Web BREE5H VPC 0% =,
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4. 73 Apache Airflow Web fR5525 0122 EGFE MK RIERNWIRIE,
5 RIWEW :

a. BIBNQEHEEL D MWAA ERANEE AWS BRFAEN VPC KiRTR , UK
Apache Airflow FTER VPC KT K. EAFABERHBTE Amazon VPC FAIEMER VPC AR
FiHR

b. TMEWIEHEAEE AWS Client VPN & Apache Airflow M 4IRS B5M A R PR . %
2 FAREMNEMKIERNER AWS Client VPN

Amazon MWAA E£# VPC &%

RN EA TR Amazon MWAA IR3EH Amazon VPC A4 LA R IX A G FrENEE.

=E
. REMER

- MEiAFEEFIHK (ACLS)
. (¥%*F ) T ACLs
- VPC Z£4
- (#EF)mBFRASIAZRESE TR
o (A% ) BRFIASAIA AR O 5432 B &£ A R
o (%) BREIASLIA RGO 443 R EEHTHI
« VPC im RKM ([XERFBEHH )
o (HE) ATFABEALRKN VPC i & R R A
o (HE) AFIHRIZEAEI Amazon S3 WK i 5 5K B R4

Ri&
AL

Al LA 1A B BX M /Y Amazon VPC W4,
AERAH

ToiEiF R BB M AY Amazon VPC M4,
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= S
Z & EBR

Z2EMFERFFIFR (ACLs) R T £ G EVH N2 H S F M ER Amazon VPC SKHBIRIR 45
RENT E.

- BHFRBMEREATLUBT G R ZEISI&K (ACLs) #iTEEl, ZRFE—NACL, AEAUESZAN
HE R AR ACL,

o« BB RE T HE Amazon VPC 24124, BAUESMRFERA—IEN REL4A,

- HHRFIWMEREHLATLUET VPC in SRBE#H 1TIRE], WRRHLAT ARFE Amazon VPC H
BRERN , HEEERANRTEILEREBN Amazon VPC % |, MEER AWS VPC i & F
Apache Airflow VPC i £ %l E — 4 VPC i SR B o

M8 15 Rl #2551 2k (ACLs)

ﬂé%ﬁilﬁ]?'”rﬁ' 5IZR (ACL) AILAERE ( BIAWSIELHAN ) TRERINAENHIERE, ACLRE
RN, XEWRELAEM, FAEEEALMHERN, ©ATEE VPC M 7o MK FIHE H Y
%l)lh%;&:ﬁio

1 Amazon VPC #E8 A A AEMB I FREMNEIA ACL, B LUREZRIA ACL FIN |, tha] AR
BEEN ACL HHEMMBEIFM, —NFREFEMEHERBEERE — ACL , E—/ ACL FJLUE#EZF|
%A%IX—JO

( #% ) =6l ACLs

BURRBIGER T ASEMt s ACL AN, ATA T EA L BB BIEHER Amazon VPC,

AN Yw = Type I3V i O3B R RFEL
100 & IPv4 7 =0 =0 0.0.0.0/0 R

%
* FIE IPVA R &% =B 0.0.0.0/0 B

%
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=
VPC Z£4H

VPC Z2E A BMENEBBE G , ATEH IS NKORFNRE, REEARBREH , XEK
A ATAWEEN , EANHRTEE. ERATEE VPC MEH ARFMNKHIHEANMERERE,

8 Amazon VPC #HE—1MNRIAZ2H, BRIAVBERT , BREAUEAN, EE—FATMEHUERE
AN, BRI LURBERINZSEMN | v ASIE B ENZ A HNFEM INE Amazon VPC, T
Amazon MWAA L | SEEFRE AR B EHN | BMEE NAT X E5ISRE,

(#% ) rREE A5 RE2A R

BTRRGIEER T AMRREEMN |, FARFEALBREBHFBEIRAR Amazon VPC NFTERE. &4l
PRREAXFN B CEEB S AN,

Type i RRE HKIR

FIERE All i sg-0909e8
€81919/-
group my-
mwaa-vpc-
security

AR /RGBT s =& AR,
Type 2 yEgid SRR
FRERE Al e 0.0.0.0/0

(AT ) PR&IA LT E]IR O 5432 R 2 4A =B

AT RGIEEET ALREAMN | XLEHN A FHRER Amazon Aurora PostgreSQL TR HIE &
( 1 Amazon MWAA #58 ) £l 0 5432 EMIFFE HTTPS RE.

(® Note
MRGEFRERLANRETRE , MBERNE —SHAN L RFIRA 443 LB TCP HRE.
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RAriEmE

Type IV

HENX TCP TCP

¥ 036 &

5432

Source
type ( R

M)

BEX

(it ) BREIAEGENA 443 R LA RHE

HRIR

sg-0909e8
€81919/-
group my-
mwaa-vpc-
security

LA R~ BIHEA T 2% Apache Airflow Web AR5 883w 0 443 PR TCP REM AT AN,

Type s

HTTPS TCP

% OSEE

443

VPC i RREE (XFRILBHH )

VPC 4w & (AWS Privatelink) 5k Bg2 &I A 12

Source
type ( IR
#)

BENX

IR

sg-0909e8
€81919/-
group my-
mwaa-vpc-
security

R FAE FMiGE AWS BRSS. VPC i SR BE =2 —F

IAM BHREEHE , BRI BURFEMINE VPC MXEiEORR. ATNAEA VPC iwRH VPC s LR BEFT

FHIR,

RMBUX LIRS VPC Kk
B, SHREAEHRTASRRE AWS KR,

TREAATTLFEME AWS IRFH VPC #0 LT A%

VPC i RUREE ({XPRAAERRHE )
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(#%EF ) RTFARB AT VPC ik LRI R A

NFEAMEREN Amazon VPC , A TFREINET VPC O in LK,

{
"Statement": [
{
"Action": "*",
"Effect": "Allow",
"Resource": "*",
"Principal": "*"
}
]
}

(#E ) RFHBEFHEBH Amazon S3 M in [ KA R 5

LT RBINAET — VPC MRim K , W TFEAFERHBEN Amazon VPC , EM 73X Amazon
ECR 2EFTEMN Amazon S3 EMEEHNFRINR. BT FM# B X4 DAGs MMM E#EN |
W FEE XS RER RIER Amazon ECR B,

{
"Statement": [
{
"Sid": "Access-to-specific-bucket-only",
"Principal": "*",
"Action": [
"s3:GetObject"
1,
"Effect": "Allow",
"Resource": ["arn:aws:s3:::prod-us-east-1-starport-layer-bucket/*"]
}
]
}

£ Amazon MWAA EEEX RS 4FE Amazon VPC w2 BV 15 (Al

— N VPC &35 s (AWS PrivateLink) , AJ fl FIF4&H VPC AABERZIIEENRS , AWS MEEER
BXMM><, NAT &%, VPN S AERE, XELARTREKFEUF RESETANELGEE , AW
TEEH VPC FHIEBIS AWS IR 2RI ITERF. AR EH Amazon MWAA BI1ZH VPC m s |

B VPC % s 1 ] 219
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AR IR IEE Amazon MWAA LB TREMNEZIGEER |, 20415 R Apache Airflow Web BRS5 25 #Y
VPC #5.,

® Note

MRBER N HEREMAEME IR , N MEIRSEFH VPC LixT 2 FH Amazon MWAA B
FEEMERE UM IEARERE, TEFI/RE VPCARFETR , B TEEEXN VPC Kin
5 S RY 175 (R X BR B BT 3@ 3 53 ¥ 25 15 (8] Apache Airflow F S H,

Bx
- Ef
 VPC s S8R
s NEMBTHEERN
- REMRHEER
- A EAHEMAWS F
* A VPC R
* £ Amazon VPC &l & F 15[ VPC in R
« 23l Apache Airflow Web Rz & H VPC im S A IP ik
1518 Apache Airflow Web fRZ58587 VPC i & ( FAE P& iA1R] )
- f£H AWS Client VPN
« £/ Linux B2 F4#
- EAABGER (SR )

EM

« AWS PrivateLink E#

VPC i [UBER

|=m

LRG| Amazon MWAA IRERT | Amazon MWAA @R IRERZE —RFE A VPC Iw R, XEKAE R
NEMEMKED (ENI) , %8 IP L F Amazon VPC A, BIBXEmRT , 1?:ﬂ7i1$)2¢; IP By R EER
FRATRAF BB B EFERNMEN AWS RS,

Ef 220
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NEME I EER

MREH Apache Airflow Web fRS5ER1ERE T AEMKZIHEEN |, MNZREFSEL BN ATTERH,
« Amazon MWAA 73 Amazon Aurora PostgreSQL ST IEHIEERZE VPC ENK R, waSERE

FRE TR ATAX AR , F R THEA AWS IKF,

« A5 , Amazon MWAA &G EFMFH IP it ETEOR S, XEEXEM Amazon VPC #
BNTHRXEE—N IP BERESKE,

FBEM Y RE

WRIEFS Apache Airflow Web BRFEFERE TRAEMEZHRERN |, NINEFREFE Amazon VPC WFA
REH,

« Amazon MWAA 73 Apache Airflow Web fRS5E 812 —/ VPC #Oiw< , 7 Amazon Aurora
PostgreSQL THTEHFEEFVEEOIRS. HRAREMRHAFMEFMOTAXPOIEY , HEMZ T
Hith AWS K,

- RJ5 , Amazon MWAA £[FFEFMHH IP i BESEORKR. X 5EXEEMN Amazon VPC 1
BONATHXHAE - IP WREKXEK,

RFFEREM AWS 5

EOLIRT S AWS Identity and Access Management (IAM) F {E A BRI R T A BREREH
IEFTA AWS RIRMINR, BENTEFSHN AWS RSEXES , SURSBEREEAREHIR
TABRENR, ERMXE , EZH Amazon MWAA HITAE.

IRIEFH Apache Airflow Web FRFE51EFE TREMZHRER , NZEXLTE VPC il RKEEF RTFE
M SRR, ETHEEZEL |, B2 the section called “VPC i SR EE (NPRFAEEEH ) 7

S

A E VPC i S

AT A {5 B Amazon MWAA &8 VPC k= , AR AR 5 Apache Airflow VPC % [V FAE
IP b3,

£ Amazon VPC &l & " 15| VPC wm R

T—HERT W{AiHE Amazon MWAA 8128 VPC ks , R ATRE 28I M EM VPC iR = ( MEE
£ Amazon VPC HR{ERAFEKH ) -

R FEAEM AWS & 221
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ifiEl VPC i &

1. 3TF Amazon VPC Z#I& 1 im =l Ho
2. EEBLRHY AWS XiF,

3. EZREHE Amazon MWAA )28 VPC #Ow A , ARETEEC BIZMNEM VPC kR ( REE
Amazon VPC RERAFAEREH ) .

EiFATHRERALEEABAMN Amazon VPC FREM VPC RS IR R |, ES W £HAFLEEHBEE Amazon
VPC # el FrER VPC RS Iw =

1R %l Apache Airflow Web B2 KRH VPC s S FAE IP Hbik
LTSRN A 3R Apache Airflow Web BRESEHEN B, B VPC #ENwmaSREFE IP ik,

1. EALLT AWS Command Line Interface (AWS CLI) a5 54 3 Apache Airflow P& RS ESHIEH
Fo

aws mwaa get-environment --name YOUR_ENVIRONMENT_NAME --query
'Environment.WebserverUrl'

FBLWRBIRCM TR AT RAA -
""99aa9%99aa-55aa-44al-a91f-f4552cf4e2f5-vpce.cl@.us-west-2.airflow.amazonaws.com"
2. FE—NSTHENFREMNENZIZIT dig BH. Fl:

dig CNAME +short 99aa99aa-55aa-44al-a91f-f4552cf4e2f5-vpce.cl@.us-
west-2.airflow.amazonaws.com

FBLWFRLMTENATRONA

vpce-0699aa333a0a0ad-bf90xjtr.vpce-svc-00bb7c2ca2213bc37.us-
west-2.vpce.amazonaws.com.

3. fEALLT AWS Command Line Interface (AWS CLI) ss S & E— NS HIE N FIRER VPC £
% = DNS &%, 5l

aws ec2 describe-vpc-endpoints | grep vpce-0699aa333a0a0ad-bf90xjtr.vpce-
svc-00bb7c2ca2213bc37.us-west-2.vpce.amazonaws.com.
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FRWERLMTENATRONA

"DnsName": "vpce-066777a0a0ad-bf90xjtr.vpce-svc-00bb7c2ca2213bc37.us-
west-2.vpce.amazonaws.com",

4. 3t Apache Airflow £#H1E R HE VPC %R DNS & #E1T nslookup = dig e S AR 3K IP Hbit,
-

dig +short YOUR_AIRFLOW_HOST_NAME YOUR_AIRFLOW_VPC_ENDPOINT_DNS

FBRWFRLMTENATRONA

192.0.5.1
192.0.6.1

518 Apache Airflow Web fR$5258Y VPC i ( FAEM L& iF R )

WMRIES Apache Airflow Web FRFESEE TRAEMEZHEER , NFEZ R E —FYLHIKIG1E Apache
Airflow Web RS20 VPC #EOw SR, M FXERR , BIIENUEHE Amazon MWAA FHREHERERY
Amazon VPC, VPC £ A FMFE FM,

£ AWS Client VPN

AWS Client VPN 2 —BIETEFIRIIEE VPN RS , AR TREMBIHFRAEMNEFH AWS FRHM
BiFR. EMEM OpenVPN FFimMEAI BERHEL £/ TLS E#,

ERINE LR Amazon MWAA HRERELE R Fim VPN @ #i#E : FRBEAEMNEIHE R AWS
Client VPN,

£ Linux 22 3%

BR2FN 2RSSR HENWREHMABHE ( HlOMNITENEZT EBRRM ) iHRFAE LRI
BRo Linux RHIUTFLAEFHH |, XEXFRE—INZL4A , ZZLAARFNEEIESTELFNNE
& Amazon EC2 EH|HZ £ A3 1T SSH iA4IE,

RATEWIRE Amazon MWAA #HIEXREE Linux B2 FH : %2 : £ Linux E2FHEELEMNE
T 18] B PR 6

7 Apache Airflow Web BRS5888 VPC i = ( FAE MK LR ) 223
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ERAESESR (BN )

T—WERTNATHAEFASRSERAENEE,

1. B#4d. LEESHEAIEM Apache Airflow Web FRZS R E VPC 08 A IP thut iy B #5
H, RMNBVCERANLE IP utFHIEEN MBS , RAREA—N2BRETAME, GXROMR
FEAE IP W EZER |, ESH the section called “iI2 5 Apache Airflow Web FRZ 28 % EH VPC
R FAE IP ik,

2. RERE, BNBWWEERBEARETFER 200 A 302 RSB, BN , R Apache Airflow Web
fRE5 25 VPC SRR 302 Redirect 45i% , N B AR W B2 WARIE N BT T,

3. HTTPS W88, EFEE N Apache Airflow Web RS E5I5E B #ris 0. fltn

73N B 0
HTTPS 443

4. ACM BB, R EA P KB SSL/TLS iE$H AWS Certificate Manager , N EE ) 5% 80
HTTPS 151 28 8l 22 — N3

5. ACMIiEHXig, tREBEHXEK SSL/TLS iE+# AWS Certificate Manager , N & E/iEH L& F
SEMRE AWS Xig MHRMIESH, Fl0

ExampleZ L& UE /Y XI5

aws acm import-certificate --certificate fileb://Certificate.pem --certificate-
chain fileb://CertificateChain.pem --private-key fileb://PrivateKey.pem --
region us-west-2

FEAFMERHBTE Amazon VPC F8IZEFERN VPC RFiE S

T AR B EEBMEYIE Amazon VPC MR EMIAMN VPC RS iwm K (AWS PrivatelLink) = 88

Amazon MWAA L/ Apache Airflow. ZRTTSTET S MWAA £ AWS BRFFTEH VPC é‘i“'“
=, Apache Airflow FTEH VPC LinT R , AR MNAFEAFERBELE VPC KinT S FHIERE
FIMBLS# VPC,

FF Amazon VPC ##) VPC RS i R 224
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® Note

MREEFRENHRILNENEMAEME , MMEZRSI/H VPC LinT ¥ H Amazon
MWAA Bz 8|BMEE, EFEEN Apache Airflow MEIRS BFEECIE VPC KixT =, B
=, WREH Amazon VPC AR ERM , NMFEEEAAT AR Eit AWS BRSS ( filzn
Amazon S3, CloudWatch B, SQS. KMS #l Amazon ECR ) #J VPC & iw17 =

BH%
- EM
- IEREHNIERA
. (BE)VPCipA
o EEMEMN VPC imR
- EEVPC AT EAWS &
« Apache Airflow FTEH VPC it R
« (®#% ) N Amazon S3 VPC ENw LG AAE IP #hit
+ {#H Route 53
- HwHBEMN DNS f#Hr

EM

« AWS PrivateLink E#

AR W F M FAR BR

FAEM LG R ERX G E Apache Airflow Ul BIRRFR#I3 Amazon VPC R EZR AL BIEAE IAM R
BRI,

BIEZEBARENEHRINRWIRER , BPIFPEKBITIT 22 Python 42 (.whl) 1 , A5
£ .whl®5|Frequirements.txt. BXREH Wheel 3 S LREKRBIDA A , FSF LA Python
Wheel &R EIT,

TE#ER T £ Amazon MWAA 12#1E& EBRE °] LUk B FAHE M &I,
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- FEBH. TAEHEERKME Amazon VPC 2R &l VPC AR MERE.

AIRRENL S # VPC

Tk RERR | 3 ECNTEERNESTE AWS RSHEE VPC L85 A , Apache Aiflow BE
S5 DH MWAA FREHE B AWS Ki5 T3 VPC §) VPC KT

( HE ) VPC &

T—WERTELERRERMA Amazon VPC TR VPC InRk. B5IH 7L 5#H MWAA RS
AWS BREHY VPC KixT5 = , 2% Apache Airflow FTEH VPC Kig T =

com.
com.
com.
com.
com.

amazonaws.us-east-1.s3
amazonaws.us-east-1.monitoring
amazonaws.us-east-1.logs
amazonaws.us-east-1.sqgs
amazonaws.us-east-1.kms

Note

£ Transit Gateway REMEMA T EIZIEEE AWS APl LinT7 KB B |, RIMTEIWE
FELT BRE 50 AWS PrivateLink 2] Amazon MWAA FA 8 + M :

« Amazon S3

« Amazon SQS
CloudWatch A&
CloudWatch #E#x

AWS KMS ( tnER&EA )

b\

X AR ER Amazon MWAA IMEREB R/ EXERSHTERE , TFBEL NHEE

M ERE , NTTRES L SN MERE

EZFFEN VPC iR

A NEREAFERBBN Amazon VPC EZEFTEMN VPC 2SR,

FE VPC Kim T K AWS &

LT ERS &R 7 REMERTA AWS BRSH VPC LinT RIEEEIIA Amazon VPC HIF TR,

( %ZE ) VPC i =

226
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™ VPC i RQEZEIRBFH

1.  3TFF Amazon VPC #2415 i = 71 .
2. IEBIRE AWS X,
3. 612 Amazon S3 MXiF A :

a.
b.

C.

—h

o o

o o

o

g.
h.

prize e fe s
EERMERENERBFERNATRT , #A:.s3, RAIGREE LK Enter,
BATEWOY WX SR BIE R 5 I AY AR S5 0 <o

f5lan , com.amazonaws.us-west-2.s3 amazon Gateway
£ VPC HIEEFEIER Amazon VPC,

BREERTUNTARATHAXNRNMLE TN , FBIEES A DNS BMXKE A ZALE
DNS,

EFRERIER Amazon VPC &£ 4,
EREAPERTLIH RN,
ERBNEIR R

N CloudWatch BEBIELK IR &

EFR B R R,

EEBEMRAESRIBFERIAFRT , A .logs , AFIREE LW Enter,
EFR RS R

£ VPC HIEEIEMN Amazon VPC,
BRERTNTAEITAXHNANEFM , HEHAKE A DNS &if,
EFRIFER Amazon VPC Z2 4,

R PIEE T LT RN R,

R E R R,

5. BIEZAT CloudWatch Y5 # 4K i

IS

o

d.

e.

b2 el = AP

ERBEMHHIESRCBFERNATFERT , A .monitoring , AFKREE LK Enter,
EFERS IR R o

£ VPC HEFIER Amazon VPC,

BRERTNTABITAXHNANEFM , HEMAKE A DNS &if,
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f.  EFRIRER Amazon VPC T2 4,
9. EXRBHIEFETLIHENR,
h. ERSIRIKR,

6. F Amazon SQS &&=

a. EROBIKR.
b. EEREMMERERBFEREXEIFTERT , #A.sqs , AFEZEEE L/ Enter,
c. EERFWHRo
d. % VPC Fi&EIRER Amazon VPC,
e. BREFETNUTAETARNHEMLE LN , H/EHEA DNS &,
f.  EEBIREH Amazon VPC T2 4,
g. HERBPEREZT2HENR,
h. EFEEKR.
7. AUTHROIEBLRET R AWS KMS :

a. EFRERR

b. EEREMMEFERIBFERXAFZEYF , A .kms , RFEEE LK Enter,
c. BEERFIHR.

d. & VPC Hi&#EIFRRY Amazon VPC,

e. BMRERTNUTAETARNHNILEFN , H/EHEA DNS &,

f.  ERIRER Amazon VPC T2 4,

g. HERBPEFET2HENR,

h. EFEIRIKS.

Apache Airflow FrEH VPC i X

T—T &R T4 Apache Airflow B VPC i RIEZEIIME Amazon VPC BT IR,

™ VPC i RIERIINEFH

1. ¥TFF Amazon VPC 12&1 A/ i ST E,
2. EEIRHY AWS XiF,
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a. EFRIRBIKR,
b. EEREEMBERZXBFERNATES , B A .airflow.api , AFKREE LW Enter,
c. BEERFHR.
d. % VPC Fi&EIRER Amazon VPC,
e. BREFETNUTAETARNHEMLE TN , H/EHEA DNS &,
f.  EEBIEH Amazon VPC T2 4,
g. HERBPEFEZT2HENR,
h. EFEIRIKR,
4. 7 Apache Airflow SEBIRE — Nk =

a. BEEREMERS.
b. EREMBERBEIREFERENEIFESD , A .airflow.env , RAFEEE LM Enter,
c. BEERERFIHR.
d. & VPC Hi&#EIFRARY Amazon VPC,
e. BMRERTNUTAETARNHNMLEFN , H/EHEA DNS &,
f.  ERIRER Amazon VPC T2 4,
g. ERBPEFETLHENR,
h. EFEIRIKS.
5. A Apache Airflow IREBIERE —Mr R

a. EFRUIBIKR.

b. EREMMEREZXBFEREXAFTET , B A .airflow.ops , REZEEE LM Enter,
c. BEERFIHR.

d. 7 VPC Hi&#EIFRRY Amazon VPC,

e. BMREFRETNUTAETARNHENILEFN , H/EHEA DNS &,

f.  EFEIRER Amazon VPC T2 4,

g. ERBPERT2HENR,

h. EFERIKR.

HEEFTEMN VPC ima 229
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( A% ) 8 Amazon S3 VPC # 0k S8 AFE IP ik

Amazon S3 #ENw AT X EFHE DNS, S3 mRiBFERMEBM A LA IP ik, BT S3 it BT AT
£ IP bt | "‘*E’E Route 53 1 5 S3 Xigim 2R MAEFTEEX,

£ Route 53
AENAER Route 53 8 S3ENIRSBHARE IP it F %,

1. A Amazon S3 VPC ## 0w = ( #l40 s3.eu-west-1.amazonaws.com ) S| ZREREXHFHE
Amazon VPC XxEBx,

2. 7 Amazon S3 VPC # 0k ( HliN s3.eu-west-1.amazonaws.com ) B2 51& A 2% , Zicx
AJfEMT A VPC #E D% R DNS & #o

3. N Amazon S3 #ERuE A ( AN , *. s3.eu-west-1.amazonaws.com ) Bl —N3I& A BERFIC
F , ZICZ AN R VPC EOURS DNS & o

™A BE S DNS f#AfT

R Amazon VPC £ BE X DNS & , NFEEEN 62 5% id%7E DNS fi##28 ( F= Route
53 , BE Ri21T DNS IRS85# EC2 =4l ) H{TER, Hln :

Name: s3.us-west-2.amazonaws.com
Type: CNAME
Value: *.vpce-0f67d23e37648915c-e2g2e2j3.s3.us-west-2.vpce.amazonaws.com

£ Amazon MWAA LEEEHZ K Amazon VPC i &

T 5 MWAA BT D% VPC LT a 5i% B Apache Airflow IREFTEMN & Th AWS REER. &
HECHWERER N EZEFERAEN

1. XBWRE , REAEE AWS K SARRMAZRRT , RATUEHZH Amazon VPC Rl
Apache Airfl AWS Organizationsow ¥3%,

2. BALEDRRREEA DB ERRRBBFERR , MTHAITE™ B8 T R,

MREEFEEBCH VPC im R , MFEEA T HIFE RDS for PostgreSQL FIEFEMIFE Web RS
HUEZECDHHR

A% Amazon MWAA A =F EBE Apache Airflow HEZE LR , HZ 5 Amazon MWAA 2 E,

( ®3% ) A Amazon S3 VPC # OSB3 AFE IP it 230
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/A Important

Amazon MWAA FL2BIEEFEENARIRT [BY IP it 3R B (AddressType) & , HitbiE
SHIEHIEEAddressType ( BRIETA IPv4 = ) . IPv6

EHZE Amazon VPC 2R iE

MREFERAEESN AWS Ik HERFEWNEIR , WA LLAWS Organizations & FEEH VPC 4
T RE5 Amazon MWAA BL &R , BALHPHEMIKS X ZHRERIR,

BEHRZ VPC HERRE , IEEXE Amazon VPC WIKF ( FTE® ) NEBE TR —HLANH Ak
(5% ) = Amazon MWAA FTENRNAE TR, REXEFRNSEEKFIUES. BIE.
&R FM BR £ = Amazon VPC R,

RIZEEH —KF Owner , ZIKF FEHALHE Root I H#HE Amazon VPC &RIR |, LhAEEE
—N&EBEEWKF Participant , ZF RE—HALAMNK A, & Participant FHEE Owner EH
Amazon VPC H8|Z#H# Amazon MWAA B , Amazon MWAA N & %L 8IZRS VPC &R , RAEHA
PENDING RAS&K 72 et

FIRZASM CREATING 3N PENDING /5 , 3k Owner NN BIZMMEN RS, A
JH: Amazon MWAA £7& Amazon MWAA #Z#1 & 5 HEIREER Web RS 85 S, LA A
GetEnvironment API B /ERIRELAR S i o

® Note

MRERATHERIREHN Amazon VPC B —PNFAHE Amazon VPC |, M54 5E Bthe section
called “E¥ VPC i LG [A"H AR S TR, XEBNBUMEESE AWS KBV HAL AWS AR
% (513 Amazon ECR, Amazon ECS #1 Amazon SQS ) #<# % —4 Amazon VPC & i%T7
Ro XERZIWNFEZPETMERE Apache Airflow SFEEXEE,

SRS
EHEZ VPC 42 Amazon MWAA IR8RT , BMEEEZUTRR :

« & AWS K Owner , AEHBLE# VPC WIKF,,
o —MERNBBIEH AWS Organizations AR %I MyOrganization,

£ HZ Amazon VPC 8| INE 231
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« BN AWS K/ | Participant , MyOrganization A FRAIBFHHRENS EEKFEEHES,

o, BINEBWEE L BT THE Amazon VPC HHREFRN , IEENS5ENTENNIR,

#12 Amazon VPC
B, QB FEENSEZEKF AR ZME Amazon VPC :

1. FEAERFESA0wner , RFITI CloudFormation #4114, EAU TERGIE —/ MR, ik
g T ZR/MEER , 83 Amazon VPC , LRIXFANKFERHZ SR HAHENFM,

AWSTemplateFormatVersion: "2010-09-09"

Description: >-

This template deploys a VPC, with a pair of public and private subnets spread
across two Availability Zones. It deploys an internet gateway, with a default
route on the public subnets. It deploys a pair of NAT gateways (one in each AZ),
and default routes for them in the private subnets.

Parameters:
EnvironmentName:
Description: An environment name that is prefixed to resource names
Type: String
Default: mwaa-
VpcCIDR:
Description: Please enter the IP range (CIDR notation) for this VPC
Type: String
Default: 10.192.0.0/16
PublicSubnet1CIDR:
Description: >-
Please enter the IP range (CIDR notation) for the public subnet in the first
Availability Zone
Type: String
Default: 10.192.10.0/24
PublicSubnet2CIDR:
Description: >-
Please enter the IP range (CIDR notation) for the public subnet in the second
Availability Zone
Type: String
Default: 10.192.11.0/24
PrivateSubnetl1CIDR:
Description: >-
Please enter the IP range (CIDR notation) for the private subnet in the first
Availability Zone
Type: String

EHZ Amazon VPC FalE RS =
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Default: 10.192.20.0/24
PrivateSubnet2CIDR:
Description: >-

Please enter the IP range (CIDR notation) for the private subnet in the second

Availability Zone
Type: String
Default: 10.192.21.0/24

Resources:
VPC:
Type: 'AWS::EC2::VPC'
Properties:

CidrBlock: !Ref VpcCIDR
EnableDnsSupport: true
EnableDnsHostnames: true
Tags:
- Key: Name
Value: !Ref EnvironmentName
InternetGateway:
Type: 'AWS::EC2::InternetGateway'
Properties:
Tags:
- Key: Name
Value: !Ref EnvironmentName
InternetGatewayAttachment:
Type: 'AWS::EC2::VPCGatewayAttachment'
Properties:
InternetGatewayId: !Ref InternetGateway
VpcId: !Ref VPC
PublicSubnetl:
Type: 'AWS::EC2::Subnet'
Properties:
VpcId: !Ref VPC
AvailabilityZone: !Select
-0
- lGetAzZs '
CidrBlock: !Ref PublicSubnetl1CIDR
MapPublicIpOnLaunch: true

Tags:
- Key: Name
Value: !Sub '${EnvironmentName} Public Subnet (AZ1)'
PublicSubnet2:
Type: 'AWS::EC2::Subnet'
Properties:

VpcId: !Ref VPC

HEHZE Amazon VPC B ZHIE
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AvailabilityZone: !Select

-1

- lGetAzZs "'
CidrBlock: !Ref PublicSubnet2CIDR
MapPublicIpOnLaunch: true

Tags:
- Key: Name
Value: !Sub '${EnvironmentName} Public Subnet (AZ2)'
PrivateSubnetl:
Type: 'AWS::EC2::Subnet'
Properties:

VpcId: !Ref VPC
AvailabilityZone: !Select
-0
- lGetAzZs "'
CidrBlock: !Ref PrivateSubnetlCIDR
MapPublicIpOnLaunch: false

Tags:
- Key: Name
Value: !Sub '${EnvironmentName} Private Subnet (AZ1)'
PrivateSubnet2:
Type: 'AWS::EC2::Subnet'
Properties:

VpcId: !Ref VPC
AvailabilityZone: !Select
-1
- lGetAzZs "'
CidrBlock: !Ref PrivateSubnet2CIDR
MapPublicIpOnLaunch: false

Tags:
- Key: Name
Value: !Sub '${EnvironmentName} Private Subnet (AZ2)'
NatGatewaylEIP:

Type: 'AWS::EC2::EIP'
DependsOn: InternetGatewayAttachment
Properties:
Domain: vpc
NatGateway2EIP:
Type: 'AWS::EC2::EIP'
DependsOn: InternetGatewayAttachment
Properties:
Domain: vpc
NatGatewayl:
Type: 'AWS::EC2::NatGateway'

EHZ Amazon VPC FalE RS =
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Properties:
AllocationId: !GetAtt NatGatewaylEIP.AllocationId
SubnetId: !'Ref PublicSubnetl
NatGateway2:
Type: 'AWS::EC2::NatGateway'
Properties:
AllocationId: !GetAtt NatGateway2EIP.AllocationId
SubnetId: !'Ref PublicSubnet2
PublicRouteTable:
Type: 'AWS::EC2::RouteTable'
Properties:
VpcId: !Ref VPC
Tags:
- Key: Name
Value: !Sub '${EnvironmentName} Public Routes'
DefaultPublicRoute:
Type: 'AWS::EC2::Route'
DependsOn: InternetGatewayAttachment
Properties:
RouteTableId: !Ref PublicRouteTable
DestinationCidrBlock: 0.0.0.0/0
GatewayId: !Ref InternetGateway
PublicSubnetlRouteTableAssociation:
Type: 'AWS::EC2::SubnetRouteTableAssociation'
Properties:
RouteTableId: !Ref PublicRouteTable
SubnetId: !'Ref PublicSubnetl
PublicSubnet2RouteTableAssociation:
Type: 'AWS::EC2::SubnetRouteTableAssociation'
Properties:
RouteTableId: !Ref PublicRouteTable
SubnetId: !Ref PublicSubnet2

PrivateRouteTablel:
Type: 'AWS::EC2::RouteTable'
Properties:
VpcId: !Ref VPC
Tags:
- Key: Name
Value: !Sub '${EnvironmentName} Private Routes (AZ1l)'
DefaultPrivateRoutel:
Type: 'AWS::EC2::Route'
Properties:

RouteTableId: !Ref PrivateRouteTablel
DestinationCidrBlock: 0.0.0.0/0

EHZ Amazon VPC FalE RS =
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NatGatewayId: !Ref NatGatewayl
PrivateSubnetlRouteTableAssociation:
Type: 'AWS::EC2::SubnetRouteTableAssociation'
Properties:
RouteTableId: !Ref PrivateRouteTablel
SubnetId: !Ref PrivateSubnetl

PrivateRouteTable2:
Type: 'AWS::EC2::RouteTable'
Properties:
VpcId: !Ref VPC
Tags:
- Key: Name
Value: !Sub '${EnvironmentName} Private Routes (AZ2)'
DefaultPrivateRoute2:
Type: 'AWS::EC2::Route'
Properties:

RouteTableId: !Ref PrivateRouteTable2
DestinationCidrBlock: 0.0.0.0/0
NatGatewayId: !Ref NatGateway2
PrivateSubnet2RouteTableAssociation:
Type: 'AWS::EC2::SubnetRouteTableAssociation'
Properties:
RouteTableId: !Ref PrivateRouteTable2
SubnetId: !Ref PrivateSubnet2
SecurityGroup:
Type: 'AWS::EC2::SecurityGroup'
Properties:
GroupName: mwaa-security-group
GroupDescription: Security group with a self-referencing inbound rule.
VpcId: !Ref VPC
SecurityGroupIngress:
Type: 'AWS::EC2::SecurityGroupIngress'
Properties:
GroupId: !Ref SecurityGroup
IpProtocol: '-1'
SourceSecurityGroupId: !Ref SecurityGroup
Outputs:
VPC:
Description: A reference to the created VPC
Value: !Ref VPC
PublicSubnets:
Description: A list of the public subnets
Value: !Join

1 1
’
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- - IRef PublicSubnetl
- IRef PublicSubnet2
PrivateSubnets:
Description: A list of the private subnets
Value: !Join

1 1
’

- - IRef PrivateSubnetl
- IRef PrivateSubnet2
PublicSubnetl:
Description: A reference to the public subnet in the 1st Availability

Zone
Value: !Ref PublicSubnetl
PublicSubnet2:
Description: A reference to the public subnet in the 2nd Availability
Zone
Value: !Ref PublicSubnet2
PrivateSubnetl:
Description: A reference to the private subnet in the 1st Availability
Zone
Value: !Ref PrivateSubnetl
PrivateSubnet2:
Description: A reference to the private subnet in the 2nd Availability
Zone

Value: !Ref PrivateSubnet2

SecurityGroupIngress:
Description: Security group with self-referencing inbound rule
Value: !Ref SecurityGroupIngress

2. EEFHH Amazon VPC BRE , SMZE| AWS Resource Access Manager #8#|& |, REEZF6IE
BRAZE,
3. MHAE Participant #ZN TR FMIRPERLEE —THOIENFM,

Bl INE
TRATETRER , UERAZEFEER Amazon VPC i R 812 Amazon MWAA IR3E,

1. M Participant BFZHITHF Amazon MWAA ##l&, TRE—F  EEFAER , N EHOH
INBIEE Amazon S3 F#M. DAG XH4XRMKBIINE, BXEZER , BSRABER.

2. EEBSHRENEMIEKMT , MH#= Amazon VPC HIEE T,
HmREET , NTHIIRFERES.
4. GRENHELHRZETHRNME , AREREFIBTH LR IR,

EHZ Amazon VPC FalE RS =



Amazon Managed Workflows for Apache Airflow ArfEm

IEFFHRETALF CREATING R3S , RS2 ZE N PENDING A7, F3ELLT PENDING RZSHES , fEFA
AETHIRER A MRS BHM Web RS 8% AIRS &7 ( MBLRE THE Web RS ) .

WAREFH Amazon MWAA 34 & I 2 FIFER , Amazon MWAA 28— TN E4L4E , EhEERT
EMNAVERBERAN, B TE24 ID,

ET—TH , Owner FEABRSHKANZE4A ID EHZ Amazon VPC F8IE#H Amazon VPC i
&

/AN O

#12 Amazon VPC i =

SERUATEER , AHRERIEMEMN Amazon VPC i 2,

1. BR“AWS BEEEHE £A0wner , “4TFF” https://console.aws.amazon.com/vpc/o

2. MENSHERPERZSE  AEERAUTALMBEHNERZE Amazon VPC FEIEFNZ
£4

Type 714 Source R
type (REH )
FFERE All 2 EBHREZ A
N
FRIERE All £ B 0.0.0.0/0
b
/A Warning

Owner K AMTE Owner IKFHAIRE—NE24A , UAFNFHESREE Amazon VPC
HRE. Nk, BATLATE Owner HFEIBE—1MHZe24d , O URBIIENZ 24,

3. ERmR , REEAZISZRPNIRRRZBMMANEHREEN Web FRS552R (MRLTRER
X ) SIEFNRR. EFEHLE Amazon VPC, BRA TR FMUKTENZEH,

MR AT |, SREFM PENDING IRZAZE[E] CREATING IRA , REZT N AVAILABLE RZS. TR R
AVAILABLE RZS , MEATLAE FF Apache Airflow #2414,

HEHZE Amazon VPC B ZHIE 238


https://console.aws.amazon.com/vpc/
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H= Amazon VPC [Rj@HEE

RAriEmE

Al LAMER TS Z R ERIEEHE Amazon VPC | EIRERIB R A B,

IR TE PENDING JRZS/5 3 A CREATE_FAILED IR7S
« IIF Owner REM#EH AWS Resource Access Manager & Participant #EFM,
« BIFBIEER Web RS 25H Amazon VPC is R R ESHEXBNHEE FR P SI2H

s RITATHRANEZSAAFRBEATHRENZSHNARE, Owner IKF 28|24 Participant
R L 2A5I AR 123456789012 /security-group-id BN,

Type 173N Source type ( R IR
# )
FRERE All =B 123456789
012 [sg-0909e8
e81919

BEXEZEE  BSRMEENSEZNTEMNNR,
INE{EE7E PENDING RS

BiFS/ VPC % S AR | Luﬁxﬁﬁﬁ,ujj Available, MRFEMAFE Web JRFEFEH B E |

NE AR Z Web REEREIRIHER . WMRIFEFEIEIE PENDING JRZA |, M aJgEREAFHRADFAE Web
RS E5 U Ko

%) The Vpc Endpoint Service 'vpce-service-name' does not exist £5ix

MREBFUTHR  FRIEGVEBRSINKSREBVLTHAZLE VPC #9 Owner IKF A :

ClientError: An error occurred (InvalidServiceName) when calling the
CreateVpcEndpoint operation:

The Vpc Endpoint Service 'vpce-service-name' does not exist

EHZ Amazon VPC FalE RS =


https://docs.aws.amazon.com/ram/latest/userguide/what-is.html
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Amazon MWAA B2

A IFEEAMBEEERA T Apache Airflow B B £ E THERIEINIER step-by-stepH iz,

FA

- ¥iE . FAEEFEMNSEIHE R AWS Client VPN

 ¥iE . FH Linux E2EVEBEEMNEMNEZ L RIE

« 312 : BR% Amazon MWAA AP G RIE ) — 1 FE& DAGs
« ¥FE : £ Amazon MWAA FBFHEREECHNIMERS

#HiE  FRARERLENEZIHRINE AWS Client VPN

AHENEIFEZTHI Amazon MWAA IRERIZ M THEHLE| Apache Airflow Web BRZ585HY VPN B&iE
MR, EBEST VPN BBEEZIEERMN , B EFTELE— AWS Client VPN LinT R, RETK
&, BFim VPN i ff 73 VPN RS 28 , AFITEN S VPC R RIRH#HITREERE. AT, BFE
A S EMRAWS Client VPN M ELENE 2 8 & F i VPN,

(@ Note

AYBEATETAMKZHRER, MRE%RF BtHESAMBENE , MFEE VPN B
Al 18] Apache Airflow A/ SE , ®R© A L8 BEERM#EHTIER,

Sections

- AN

- EAEM

. FHREIHAERITE

- B#5

« (TIE)FE®1: BE VPC, CIDR HNA VPC £4
« SR2: BIERSH[IEPHEFIRIED

« =% : {&7F CloudFormation Z<iti &4z

« W% : 8l Client VPN CloudFormation 1%

« ]S CRFREREKIE,/ K VPN

##E : AWS Client VPN 240
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Amazon Managed Workflows for Apache Airflow PR
- &6 NEFH VPN RMFTRA OFN

« S|]7: THEFUE VPN i 2 il X4

- %/\& : Connect E AWS Client VPN

o ETXRMHAL?

R M

AHERIZEE N Apache Airflow Web IR 5L T REMEHRER

FEM KT EEXIF 5 E Apache Airflow Ul BYIXBRBR &3 Amazon VPC A B3R /E 5 RIIAE IAM R
BRI,

IR EEEMBIAERROIFRN , XTGP ERBIITEE Python &2 (.whl) # , R/
£ .whld 5| frequirements.txt. BXMEM Wheel ;T BMRZEMKBIMHEA , HSHEE A Python
Wheel BEE KB,

TER#EIR T £ Amazon MWAA 24| & £ BRE 7] LUK BB M KL,

E3EESY

B LAE B2 Amazon MWAA SREZ IRz EERAARHIE, BXATERSENIRNEHEBRN Amazon
VPC. VPC Z&HEMIAE TN, MREIELIE Amazon MWAA SREFFERAAHKE , METRXES R
J& , B BURE Amazon MWAA 1241 & 34% Apache Airflow Web FRE S5 iFRIERERX N ABEMNL,

JT IR BIRY R T4E

1. REAFPNR., BBMAREE AWS Identity and Access Management (IAM) H 89 i 38 29 B9 1X
BRRBIZMEE VPC &R,
2. fEH Amazon MWAA VPC, REERBIREEEFE,iH VPN XEEIFE VPC, Amazon VPC

IS Amazon MWAA B AWS Xig #HE , HEERANRE FM. WREE K EIE Amazon
VPC , i5EA S K CloudFormation EMRET = : 6|22 a5 8 BB MHY Amazon VPC M4,

B#R

HEAHED , LRFPITUTERE

FEME 241
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1. {FHIA Amazon VPC #J CloudFormation 1 #x ]2 AWS Client VPN & i35

2. SRS EMNEFFIRIERMZS , AEERSESIEHME L& AWS Certificate Manager , &
Amazon MWAA ¥R E AWS X1 815,

3. AEFIR VPN THAEHEFFix VPN i REEEXH , RIEEMEXHEIZE VPN BLEXH , AE
EAKEMREF iR VPN #H1TEE,

( Ak ) HB] 1 BWE VPC, CIDRMNF VPC &£

T—T AR Amazon VPC, VPC Z2AEK ID , URERBLESRPIRFICIEEFiw VPN FrE
Y CIDR M 75 3%o

#7E CIDR # 0|
T—HNEWAIRE CIDR AN |, BEE X EHNREIEE i VPN,
RBIZE Fiw VPN B9 CIDR

# Amazon VPC #2%#l& , TFF Amazon VPC T Hs,

£ S P Y X% R 852 5 Amazon MWAA FRE AWS X135 R X1,
%% Amazon VPC,

RIRFAE FMHY CIDR & :

A

- AAEFM1:10.192.10.0/24
« AEFM 2:10.192.11.0/24

R Amazon VPC By CIDR & 10.192.0.0/16 , BRAZ N EFim VPN IEEMNE i IPv4 CIDR
2 10.192.0.0/22,

5. fRTFit CIDR {EEA K VPC ID BWEUMEELLRER.

A3l VPC MZ£4

T—HNEIAEREEE I VPC FrE#R Amazon VPC M&Z 24/ ID,

(® Note
BUREEERAZINLEA, ERESRT , EFEEEME VPC HZE4A,

(T ) S 1 ¥BE VPC, CIDR AN VPC 24 242
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RBlZ2H

1. 7 Amazon VPC #H| AT HZ LN H,

2. ESMEH , FHAXKEERRERIERE AWS X,

3. 1 VPC ID ## 3% Amazon VPC , R/FIR%I5 VPC XKML L4,
4. REZLEANVPCH ID, MEEESHRER,

HIR 2 QRS R/UEPNEFF iwiE+H

E i VPN i S0 1024 (] 2048 £ RSA BAK, LT 884 /M EMAHER OpenVPN easy-
rsa £ RES|/AMELIRKIERFEZRSR , ABFERA () FiE$H EL4EZFE ACM, AWS Command Line
Interface AWS CLI

BIRE F imiE

1. BREUTRESR , BEE M mS 0RIENEN . 55 KK AWS CLIRSIZIERHHH L&
£l ACM,

2. EXLELSEG  BMNEEERSESEMEF K AWS Xig iEBE7E AWS CLI e v HiEES
Amazon MWAA %ﬁ*ﬁﬂﬁ’w\lﬁo DUTREXRINAEX LRSS HIEEXIER —LLRF :

a. ExamplefR% LB A XiH

aws acm import-certificate --certificate fileb://server.crt --private-key
fileb://server.key --certificate-chain fileb://ca.crt --region us-west-2

b. Example® FimilE PRy X%

aws acm import-certificate --certificate fileb://clientl.domain.tld.crt
--private-key fileb://clientl.domain.tld.key --certificate-chain fileb://
ca.crt --region us-west-2

c. TRXESERE , RERSH[IEPBMEZ/EHIES ARN B AWS CLI N FiREIWNE, BIFHE
CloudFormation ik 5 EiX £ ARN K12 Client VPN,

3. EXESED  BFIRIUEPMALFAFREITENS ., UTE2EXEME o] UK BIX LEIFH R
Bl -

ST 2 SIERS LR MNEFFIHIES 243
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a. ExamplefE macOS Lt

£ macOS t , ABRRETE /Users/your-user/custom_folder, MREFH B FH
B (Is -a) AR , WSFBEXLCUATHAR :

ca.crt
clientl.domain.tld.crt
clientl.domain.tld.key
server.crt

server.key

b. ERXLELEE , RENBHAE clientl.domain.tld.crt FIE FEFRIEPHMLE , KA
K7 clientl.domain.tld.key R TRANMNE, SFEBXLEERMNEEFim VPN 1
B &,

g =4 : 1R1F CloudFormation Zith & 4k

T—T 2 E8I2 Client VPN B CloudFormation 1., &S TIEES Amazon MWAA EREHH [ERY
Amazon VPC. VPC £ A MIE FM,

«  SHUTEROABHGEERN mwaa_vpn_client.yaml REERMF, EHATUER THE
o

B TE
* YOUR_CLIENT_ROOT_CERTIFICATE_ARN— 7£ ClientRootCertificateChainArn 8

client1.domain.tid iFH# ARN,

* YOUR_SERVER_CERTIFICATE_ARN— #f ServerCertificateArn HHRSZERIEBHY
ARN,

« f£ ClientCidrBlock FHIEFi% IPv4 CIDR M, 21 10.192.0.0/22 & CIDR H| N,
« Amazon VPC ID , # VpcId Fi7R. 3t vpc-010101010101 #9 VPC,
« VPC Z£4 ID, Wl SecurityGroupIds FiTh. 1M T sg-0101010101 HE 24,

AWSTemplateFormatVersion: 2010-09-09
Description: This template deploys a VPN Client Endpoint.

% =4 : {17 CloudFormation Z~ih &} 244


./samples/mwaa_vpn_client.zip
./samples/mwaa_vpn_client.zip

Amazon Managed Workflows for Apache Airflow ArfEm

Resources:
ClientVpnEndpoint:
Type: 'AWS::EC2::ClientVpnEndpoint'
Properties:
AuthenticationOptions:
- Type: "certificate-authentication"
MutualAuthentication:
ClientRootCertificateChainArn: "YOUR_CLIENT_ROOT_CERTIFICATE_ARN"
ClientCidrBlock: 10.192.0.0/22
ClientConnectOptions:
Enabled: false
ConnectionLogOptions:
Enabled: false
Description: "MWAA Client VPN"
DnsServers: []
SecurityGroupIds:
- sg-0101010101
SelfServicePortal: "'
ServerCertificateArn: "YOUR_SERVER_CERTIFICATE_ARN"
SplitTunnel: true
TagSpecifications:
- ResourceType: "client-vpn-endpoint"
Tags:
- Key: Name
Value: MWAA-Client-VPN
TransportProtocol: udp
VpcId: vpc-010101010101
VpnPort: 443

(@ Note
MREEREFEASANIREE , WABEUTHEREES I L4 -

SecurityGroupIds:
- sg-0112233445566778b
- sg-0223344556677889f

% =4 : {17 CloudFormation Z~ih &} 245
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RAriEmE

$F ML : 812 Client VPN CloudFormation 4%

E 6|2 AWS Client VPN

o &M 0 bh =

#TF AWS CloudFormation 1§l & .

EREREERRE | REIEE EEER.

EIRIRZF XM, RF%EE mwaa_vpn_client.yaml X,
B‘EET—%, T—%,

TR, RREFRCIEHEK,

HIR 5 FFRREREIF /s VPN

FFE FM<BxE| AWS Client VPN

1

2
3.
4

$TH Amazon VPC Z#lA&.

ERE % VPN S H .

EREFI VPN, REEFXRBIETF, XK.
ETHIIRPERUTAS .

« Amazon VPC , Il VPC Fi’R.
s ERBEXBNFHAHN—NLAEFM,
EFRRE .

@ Note

VPC M+ Mx<BkE|EFim VPN FE)L2 8083 HE,

HER 6 : NEFim VPN RINTRXA O

BEEMFEA VPC Y CIDR MM @ZE P VPN RN O, wREEERN Active Directory 4H

= SAML-based H AR (IdP) P ERFHA |, 52 C lient VPN IEE RV RFN,

E ¥ CIDR #nZE| AWS Client VPN

1.

¥TFF Amazon VPC 2&l&,

£Mm% : 82 Client VPN CloudFormation %
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2. ®EBEFIH VPN HATAHE.

3. EEREFUR VPN, RFERRNET <, BRAO,

4. BEUTARA :

- EEHFMETEH Amazon VPC B CIDR # N, a0 -

10.192.0.0/16
« ERTFHANRS , ZBEAFAERAF TR,

- EHRF , A —DNERER R
5. EBERMBRAN,

(® Note
R Amazon VPC REXRIA # , & AT LR TR BOR L RARA O FLIU R b0 2 P 2% 1 ] 22 11 1l 3%
(NACL) .,

ST THE, W VPN in UL E X4
TREEXH

1. BRBRUTRESRETHES UG VPN i 2B EX 4R THEF R VPN BB XX H,
2. EXESRP  RELEREERTFH VPN s DNS EMBIEM— N F/RFE, ROIWT

«  Exampleliz < DNS &%

MR E P VPN im s DNS B8R

remote cvpn-endpoint-0909091212aaeel.prod.clientvpn.us-west-1.amazonaws.com 443
BRI LUR I — DN FRFEKIRBIF s VPN Im R, S FFTR ¢

remote mwaavpn.cvpn-endpoint-0909091212aaeel.prod.clientvpn.us-
west-1.amazonaws.com 443

3. ERXESRP  REQEREE—AHN <cert></cert> HRFZARMBEFLIRIEBHANES , ME
—4BH <key></key> IREZRRMMIMBEZHANAR, RAEMT

S| 7 THEFU VPN ik o il & X 247


https://docs.aws.amazon.com/vpn/latest/clientvpn-admin/cvpn-getting-started.html#cvpn-getting-started-config
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RAriEmE

a.

b.

TR SRAMIAGERESXNEFARIEBMALANVLE,

Example macOS client1.domain.tld.crt

E7 macOS £ER clientl.domain.tld.crt XHERR , LA UAEA cat
clientl.domain.tld.crt,

ML IREFIEH MM E downloaded-client-config.ovpn # , WA :

Z771111dddaBBB

</ca>
<cert>

</cert>
Example macOS client1.domain.tld.key

EE R clientl.domain.tld.key XHAZR , BAILUMEA cat
clientl.domain.tld.key,

MEIREFIEH M downloaded-client-config.ovpn # , AR :

Z771111dddaBBB

</ca>
<cert>

</cert>
<key>

</key>

HWT : TEEF I VPN in REEX M
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g J\Z& : Connect | AWS Client VPN

HZE i AWS Client VPN 2 R FRIBEHH, B LU ITEYVIEREIERS] , BL AWS Client VPN 3R 5w F
% VPN {556,

EEEEIE P uw VPN

1. TEHAREZERAWS Client VPN,

#TF AWS Client VPN.

£ VPN B in e R4, REREXXH

EFRARME B |, RFEER downloaded-client-config.ovpno
R R BV P A RER SRR,

ERRMEEXH |, T

ERIERE,

N o o kM~ w b

EEIEFE VPN 5, fEEMASH4M VPN BiERE T RE15 B Amazon VPC A &R,

(® Note
BURBEEREE R, AREMTSE , ARFREMEE,

BT RMAAL?

o EBTHBUNIEIE Amazon MWAA 38 | S FREH Amazon MWAA, EBA4MEIE S Client
VPN AWS X5 $HEHNIRE |, HFEAE Client VPN #E/H VPC, FAEFMML LA,

A2 : £/ Linux 22 B BB NS 177 B X R

AHBF S FEZR I Amazon MWAA IRERIZE M ITEHLE| Apache Airflow Web BR$85#9 SSH F2i&
WL, ZHEEBRIZEESKLXLET Amazon MWAA 3B, IRBTMR/E , Linux B2 5 7 LBk R

S8, ATITENE VPC M RIRH#HITREERE. AT , BN FER SOCKS REE M inA 4k 2 H
B PR EIRE , LAiFR Apache Airflow Ul

2 /\#% : Connect E] AWS Client VPN 249
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® Note

AYEERATTARKZHRER, NREERE BtiARLOAMBERE , NIEFEEL2EYED
Al (A Apache Airflow AP SR HE , B3 e LUEE BB M TR,

Sections
. FAEMEK
- FHESH

. FhBEE TH
. BiF

i
5
—_—

. Bl E 2N

. Bl SSH P&
CHERL2NZLEERB R AN
. &%l Apache Airflow URL
 MERERE

: 3TFF Apache Airflow Ul

« BETRMMAL?

Nil
e

Nil
e

°
NG
A Al A A
A \%ﬁ A\ AN
()] L w N

Nil
e

NG
Qe
A

()]

B W&

BHFRBIRIEZE A Apache Airflow Web FRE 85141 T A EMEHRIER

FAEM LG R ERX G R Apache Airflow Ul BIRRBR#I Amazon VPC AR EIR AL RIEAE IAM R
BRI,

REEEAEME G RN RWIRER | ATRFFIEKRBINIT EZ Python 344X (.whl) 1 , RS

£ .whlH5|Arequirements.txt. BXEA Wheel T BN L ERBIMN A , ESHEH Python
Wheel & B K,

TE#R T £ Amazon MWAA 2] & L BRE a] Sk B8 M 4L T,
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EFZEIY

A LAE 8122 Amazon MWAA HRE R AR, BX4I0EFSHEMRRBM Amazon VPC, VPC &
SHMNEFM,

JT IR BIRY /R T4E

1. REAFPNR., BBMAREE AWS Identity and Access Management (IAM) H 89 ik = 5 2 95 K91
Rk AIZMEE VPC &R,

2. £ Amazon MWAA VPC, AHERBRELTELEYXEKE VPC, Amazon VPC 45
Amazon MWAA SRR FRI—XiE , HERERNAEFM , W0 612 VPC W% RATE Lo

3. BIE SSH %48, BLEEHEE Amazon MWAA IREEREIM X IE 812 Amazon EC2 SSH #4H
(.pem ) FREEEDELIRS S, MREEHE SSH 47 , 21 (Amazon EC2 BF1ER) &
HElEHS AZRHAX,

B #5
EAHRT |, SFRTUTRE

1. fERAIAE VPC K CloudFormation iR 8% Linux &2 4%,

2. FEA®O 22 EMACOANRHEABL2HNFLEANALERE.,

3. MM Amazon MWAA SRR R ARAELNZFNEZEHN AL RE,

4, plEBARL2HLHIH SSH RRE.

5. ZREHBEIE Firefox X ¥ EFH FoxyProxy 4 LLikF R Apache Airflow f /- fiH,

S BRI AH

AT #9 N 4B7E CloudFormation #2#1 A& EEFAIIA VPC #ICloudFormation R 812 linux £ 22 324l
LN

BRI Linux 82 x4

1. £ CloudFormation & #|& LITFH “EEPUEA]” TWH,
2. EASMEFHNXEEREEREEN Amazon MWAA IRiE AWS X BRI XiH,
3. ﬁ?%jt_io
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4.
5.

EHRBMNAZER@MARN , Hl80 mwaa-linux-bastion,
ESH, MEEEBEHK L | EFLATERIN

a. 1% Amazon MWAA }REH VPC ID,

b. %4 Amazon MWAA SREEHAE T 1 1D,

c. i%&# Amazon MWAA SREEHAE TN 2 1D,

d. EATHNE245Ei5E CIDR P AR ATsEEN b SESE ( Hln , WE CIDREE ) .

(® Note

NECENREE S EZREASLE FMAERE CIDR EE.
Blan | 67 VPC W4 TTHE CloudFormation ik H 2N H FM
710.192.10.0/24F, 10.192.11.0/24

£ Amazon EC2 BLEBE & £ |, IEBLAT LD :

a. EZRPXNBHHTHHIRDIEE SSH %47,
b. TEEL2FHBEHEABI,
c. XF TCP #%k , 1%&# true,

/A Warning
TESLSERP | BT TCP B KIRE R true. BN , LT EET —F 0l SSH B2
o

BET—%, T—%,
RN, REERFECE R,

ETHAX Lnux 22T EHNEZER , FSEAWS = EH Linux 82 4 : 483,

S 2 €32 SSH Bg&

LUTEZBNEAI2BE Linux 224189 SSH B&iE, SSH BREZWMAH IP #iik £ 3XF| Linux £
2HWER , XRERNFERS BN Linux BLH8 TCP BXIZRE N true,

S 2 Bl SSH pg& 252


https://docs.aws.amazon.com/quickstart/latest/linux-bastion/architecture.html
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macOS/Linux
EA T SITOI2RRE
1. T Amazon EC2 2% &K EHIRE,
®FE— LB,
S50 %8 IPv4 DNSTHY IP ik, {40 ec2-4-82-142-1.compute-1.amazonaws.como
EHTRTAT , SMEIFM# SSH Z4H1 B &,

BEITUT SR SSH EEE21K6l, FRAEEHRN mykeypair.pem FH) SSH #
B,

o &~ 0D

ssh -i mykeypair.pem -N -D 8157 ec2-user@YOUR_PUBLIC_IPV4_DNS

Windows (PuTTY)
5/ PUTTTY BIZEREE

1. #TFF Amazon EC2 ##I AKX HIRE,

HEFE—NEB,

S410F IPv4 DNSTHY IP #thiit, 530 ec2-4-82-142-1.compute-1.amazonaws.como
T7F Putty , B X1E,

£ENB AW AENAE RN ec2-user@YOUR_PUBLIC_IPV4_DNS , iwO@M AN, 22
RIT SSH &M+ , BFFHRIE. EATHORIEAAASSD | EHEAR i ppk” X #F.

£ SSH T , EFRRERT+ , RAEEFEHSHE LT,

RO, A0 8157 i A ( NEMEMREANIKD ) , REFEMKOEE, EHREH
yi/I]8

9. ERASFEEMFHMASIERI, Hlf SSH Tunnel,
10. EBRRE |, fTFH.

© N o o bk~ w0 DN

(® Note
BAREFENLEEZRMARBEE.

SRR 2 8l SSH RRiE 253


https://console.aws.amazon.com/ec2/v2/home#/Instances:
https://console.aws.amazon.com/ec2/v2/home#/Instances:
https://www.putty.org/
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® Note
MREWEIPermission denied (publickey)$BiR , BATEWIEFEHZAWSSupport-
TroubleshootSSHT & |, RFIEFE ‘ST B3l ( BH A ) " KREEBREH SSH & EHE,

S| 3 HELHNLEHEEN AWBMAN

BEESXERFBRAKNBHREFZEH , ARMNRSHFHERSHNEH BRI BN, AT ERNEA
WA ELHZSEERENEEN VPC ZEEN AURENRR.

1. & Amazon MWAA #Z#I& E3TFIRE N H,

EEHIE,

EBRMEE L , EF VPC R£4,

ERREA AN

AN

R THHRFIERE VPC 224 ID,

FEHREDEZEZ , SHHRERNRIAME

ERRFRL,

© N o o M w0 b

HBR 4 . B Apache Airflow URL

AR SBA BT F Amazon MWAA 12 & & 4% URL E %% Apache Airflow Ul
1. & Amazon MWAA #Z#|& E3TFERE T,

2. EERE,

3. 7T Airflow UIFE %] URL ARITREDS R,

SW|S : BEEREIRE
WREEAHEHBHOB R SSH BB | NBAER SOCKS K IR E I K ML 4RI 4515 5 88 1Y

RIBZE, Bl , FRATLAER Chromium BY--proxy-serverIhgER BN KEEL1E , HEE Mozilla
FireFox x| %t 288 £ 1% FoxyProxy ¥ B,

SR 3 FELHNZEARERN AW 254


https://docs.aws.amazon.com/systems-manager/latest/userguide/automation-awssupport-troubleshootssh.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/automation-awssupport-troubleshootssh.html
https://console.aws.amazon.com/mwaa/home#/environments
https://console.aws.amazon.com/mwaa/home#/environments
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EIN— ; FRAAHE O KIRE SSH BBE

ZID%!’J‘\T*EEFH SOCKS RE , B LAEAA IR O3 KX E SSH F28, UT Rl BIE XA
m 0 8157 ERRERIAR Amazon EC2 ResourceManager™ T 5 H o

1. IFFHSSRINED,
2. BWALTHALUITH SSH RBiE

ssh -i mykeypair.pem -N -L 8157:YOUR_VPC_ENDPOINT_ID-vpce.us-
east-1.airflow.amazonaws.com:443 ubuntu@YOUR_PUBLIC_IPV4_DNS.us-
east-1.compute.amazonaws.com

-L RRFEAARBIK O L , Bt , BREEE— 1N 4Ain0 , ATEHEEZAZT S A Web
RS E8 EARRIZR RO,

3. EHEIB|/HMA http://localhost:8157/,

® Note
IBAREEEME A https://localhost:8157/,

- FRAGSITRERE

BALAERARZH Web XEEE , BESTSITREESEREENRIE, Hl0 , £/ Chromium , &7 LL
£ Chromium BN LA TS EaIN KT -

chromium --proxy-server="socks5://localhost:8157"

XEFEHHNERRLE , ZLFEFALENRSRHAIEN SSH BRERREHER, BUERNTAN
$TFF Amazon MWAA FABIRE URL ( £/ https:// )

https://YOUR_VPC_ENDPOINT_ID-vpce.us-east-1.airflow.amazonaws.com/home.

= : A FoxyProxy F Mozilla Firefox HJ{tEE

AR R BIFER T Mozilla Firefox #Y FoxyProxy ¥Rt ( x4 7.5.1 ) Bti&. FoxyProxy 2t 7 —HKE
EETE, ZIEFETUERE Apache Airflow Ul PR RIS RAE XA CE A URL RERS
2

S5 RERERE 255
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1. ¥E Firefox A , 3T FFFoxyProxy #r/E¥ R H,

2. EFERIEF Firefox.

3. EFERM.

4. EBRFEERTEEZBE FoxyProxy BFr , REEFBIET,

5

SHILLTRIBHEA NS EHN mwvaa-proxy.json. FAYREY Apache Air YOUR_HOST_NAME flow
P 41t 42 P B9 TR BE

"e@b7kh1606694837384": {
"type": 3,
"color": "#66cc66",
"title": "airflow",
"active": true,
"address": "localhost",
"port": 8157,
"proxyDNS": false,
"username": "",
"password": "",
"whitePatterns": [
{
"title": "airflow-ui",
"pattern": "YOUR_HOST_NAME",
"type": 1,
"protocols": 1,
"active": true
}
1,
"blackPatterns": [],
"pacURL": "",
"index": -1
.
"k20d21508277536715": {
"active": true,
"title": "Default",

"notes": "These are the settings that are used when no patterns match a URL.",
"color": "#@OS55E5",
"type": 5,
"whitePatterns": [
{

"title": "all URLs",
"active": true,

S5 RERERE 256


https://addons.mozilla.org/en-US/firefox/addon/foxyproxy-standard/
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Ilpatternll: II*II’

"type": 1,

"protocols": 1
}

iF
"blackPatterns": [],

"index": 900719925474@991

I

"logging": {
"active": true,
"maxSize": 500

1,

"mode": "patterns",
"browserVersion": "82.0.3",
"foxyProxyVersion": "7.5.1",
"foxyProxyEdition": "standard"

}

6. 7& “M FoxyProxy 6.0 R\ LRRAG NIRE” BHEH , EFE “SARE", REIEEXH. mwaa-
proxy.json

7. ERWBE,

IR 6 : $TFF Apache Airflow Ul

LR BN BT F Apache Airflow Ul

1. 7£ Amazon MWAA #2#|& EFTFRETE,
2. I&BITFF Airflow Ul,

BETRMTAL?

« ETRUAIE baol BAEELEHH SSH B&iE L£iz1T Airflow CLI 855 , 2 Apache Airflow CLI
weSE,

« ETHENME DAG 18 L4£Z| Amazon S3 17#@ , BFS 5 RN E I DAG,

S, 6 : ¥TFF Apache Airflow Ul 257


https://console.aws.amazon.com/mwaa/home#/environments
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#iE : BR&l Amazon MWAA AP FRIEF I —NFE DAGs

Amazon MWAA &3 fF IAM E RS E| — MK Z A Apache Airflow B FRIA A & 5K E XS IR R 1 [RI1 A
BR. AN THERSBNA Amazon MWAA A REETHRI4SER DAG —HHEZRE., DAGs

(® Note
REALUEE IAM A6, RO UERRS TR TRABEFH SR,

£}
- RREH

« S, 1 : FHAERIA Public Apache Airflow &6 IAM E4K2 4 Amazon MWAA Web BRSS88 14 1) X
bR

« S, 2 : BIEHK Apache Airflow BEX A&
« S 3 FECENABDEL Amazon MWAA A F
s BESE

« EXEIR

B

TORFAF
BRRAHETHSR  CEEUFUT RS .

« BEB%A Amazon MWAA IfiE DAGs

+ AdminEAAdministratorAccessiXBRHY IAM ZFEAF AT LARRF| DAG A RINRE IAM BFERERE
Ao MWAAUserBEXEBRABHNEZELR | B2l (IAM BFER) FMNEEAFSEE.

(® Note

BN RREEZMMNE IAM AR, BINZBUGRERF TR AR IAM & & SRIE B i 8]
Amazon MWAA &R,

« AWS Command Line Interface EZZ@@ A 2,

i HRAFRFNEPH—FE DAGs 258


https://airflow.apache.org/docs/apache-airflow/stable/security/access-control.html#default-roles
https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/AdministratorAccess$jsonEditor
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html#jf_administrator
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install
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S0 1 : EAERIA Public Apache Airflow £ &[E IAM E 4R Amazon
MWAA Web AR5 851 BRI PR,

ERTFNR , HEA AWS EERE A

1. FERAAINinABEFREN AWS KF | AFHTFF IAM 2515,

2. HEEMSMERSD , ZERAF , RAEMNRAFRHBIEE Amazon MWAA IAM A F,

3. HAFKAGENHMNEET , BENREMF , RAFEENREB IR~ H A IEFRINNR,
4. ERENRED T, EREEHMIERE , REEZERE,
5

EREREAMELE | %8 JSON , R MLLT JSON RERFKRREE I H R NGB R REERT P, 1ZF
& ] 28 ER 1A Public Apache Airflow A& A F & F Web BRS 2515 B ER,

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": "airflow:CreateWebLoginToken",

"Resource": [

"arn:aws:airflow:us-
east-1:111122223333:xole/YOUR_ENVIRONMENT_NAME/Public"

1
}

FS| 2 : BIEFHM Apache Airflow BEEN A&
£ 8 Apache Airflow Ul BIZH AR

1. FHAEER IAM A€ , 377 Amazon MWAA 241 & H S IRER Apache Airflow Ul,

2. EMBNESEMERT  FEFEEELZSLUITF TR , RAEERIHAELIGEIERIAN
Apache Airflow A€,

3. MAGJIXRPERAF A RABEENHNIMERREATH TR, ZREFAE , REBIANEE

S 1 FEHABRIA Public Apache Airflow B&[E IAM E4KI2H Amazon MWAA Web RS 281F BRI R, 259


https://console.aws.amazon.com/iam/
https://console.aws.amazon.com/mwaa/home

Amazon Managed Workflows for Apache Airflow ArfEm

® Note
SHREIEFEEZACUD IR TFRZHD W RRR,

4. ERBPRIGUENFAE , ARERFEIZR.
5. EYIMABTREL , HITUTERAE

s WFEWH , EXEAEZERFTMABBNH BN, Hl10 Restricted,

- EEENRYIEK , F¥KRcan read on DAGsHlcan edit on DAGs , ARFEH DAGs EiR
HIGRINXRHESRINEENPR, Fa0 , XF DAG example_dag.py , %1l can read on
DAG:example_dag # can edit on DAG:example_dag.

BEREF. UE , BETHNAG , ZAGSHENERESIN Amazon MWAA PHRiEF DAGs a1
M HNE. BRIV AGSELEMINBH Apache Airflow AP,

TR 3 [FEENB DB Amazon MWAA B F
TEHFAR

1. {EF MWAAUser WIIFRIEILE |, IZ1TEAT CLI B3R RIMEM Web IES88 URL,

aws mwaa get-environment --name YOUR_ENVIRONMENT_NAME | jq
' .Environment.WebserverUrl'

MRKY , ERBFIAUATRERE

"ablb2345-678a-90al-a2aa-34a567a8a901.cl13.us-west-2.airflow.amazonaws.com"

2. MWAAUserZx%fg AWS EEZ&IA | FIFAFMNKIREONHHRILLTHNEA URl, ¥ Webserver-

https://<Webserver-URL>/home

MR, EFUWEI— Forbidden $5iXWHE , E N MWAAUser i k3R 1§18 Apache Airflow
Ul R,

ST 3 FHENENABS B Amazon MWAA A F 260
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3. AdminZEFjG AWS BEE&IA , BXITHF IS MWAA #2414 HF 38/ Apache Airflow B
ki i

4. EUIZ2HERF , BAFZE TSR, SRERIIERAF,
5. TERAPFRH , HEIFE Apache Airflow AP A AR RIEBILR. AFHNEFRHEUATEXLTE IAM

BAPF%E :user/mwaa-user.

6. EREAFTENACHS , FNERENFTEENAE K RARERRTE,

® Note
HRFEELETE , BZEITUAEER.

IAM Public Z# AR FihGA Apache Airflow AP REIRMWAAUser iR , T A &N R HREA
FPREMEBENIFNIE. DAGs

/A Important

£/ Apache Airflow Ul JFINHY 5 NRZ IAM RINWERIABE ( Hl0 Admin ) FEER— B
FERF T REFNBR,

Es

- ETHAEXREE Amazon MWAA SRETFRINRIWNEZEE |, HIREUHKEAFFEHAK JSON IAM
KRG RPI , IS the section called “i5 8] Amazon MWAA IR3E”,

RSP

- i[A1#EE ( Apache Airflow X4 ) — £ Apache Airflow XRiM4 L 7 fi#5<ER1A Apache Airflow &
BNESZEER.
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https://airflow.apache.org/docs/apache-airflow/stable/security/access-control.html
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#I2 : /£ Amazon MWAA F B EEEE D HINEIRS

MREFER AWS Organizations EEHEZRIRHZ N AWS Ik, NI AT {EB) Amazon MWAA k812
EEBHCDHM Amazon VPC s k. XERELUUERAEFKRNRLER , NATHRIENEREN
TR

£ £ = Amazon VPC H|2IER , B EXE Amazon VPC WIKF ( FiE%E ) BEE TR —ALHN
Hiulk = (25%& ) £= Amazon MWAA FRERNRNMNAE FM, R , HEXEFHNSEEKRS T
NEE, B, SRMBPIBREE VPC HEIFE,

EHENEFEHMREREHIN Amazon VPC AR EIZEIRER | Amazon MWAA 58 L8122 RS VPC &
B SRIEH A PENDING RASFEK 72 /Met.

LIREIRASM CREATING ZER PENDING B , Amazon MWAA £ % 3% —% Amazon EventBridge IR 7
TEEH, XUFAEEKFEBRERSRSELE , M\ Amazon MWAA 2H| A5 APl BT HREA R
BIBRFTENIR S, ETHIH , RITPFERA — Lambda BEF — 55147 Amazon MWAA R 5 iE 41
# EventBridge LM , SIE%HY Amazon VPC ik R,

Etfld | RIMNGESHEHERB Amazon VPC FREIEZFTH KR, EiZiEHZE Amazon VPC |, iBTEFT
BHEMKF #6l2 EventBridge MM H Lambda &%k , #E%E%‘)ﬂﬁ? 8l Amazon MWAA I35,

F&

. EREH

812 Amazon VPC

813 Lambda BEKZK

2722 EventBridge # N
B2 Amazon MWAA IR

TERFAF
BRRAHRNSR , LEEMFUATHE :

#12 Amazon VPC

FERALLT CloudFormation #4xF1 AWS CLI @5 812 — /1N ¥ Amazon VPC, Z#Ei#R£1&E Amazon
VPC %R H 15 o 2 SR BE LA PR #3343 E BA SI A 15 14] o

2 B EBLACSHTRRR 262


https://docs.aws.amazon.com/
https://docs.aws.amazon.com/mwaa/latest/API/API_Environment.html#mwaa-Type-Environment-Status
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1. F# CloudFormation 14 , ARAEEELSR . yml X4,

2. EFNGSRRAFEOT , SMEBRFEROXHX  ABERH create-stack SIE#%, --
template-body &R TEEERAEE,

aws cloudformation create-stack --stack-name stack-name --template-body file://cfn-
vpc-private-network.yml

ET—%red , #2612 Lambda B,
7 Lambda B %k

LT Python X3 H1 IAM JSON ZRESBIZEFHY Lambda REMPITAG, ZEEFI—IMAE
Apache Airflow Web BRZ5 881 Amazon SQS BA % 8|2 Amazon VPC iR, £ BIERS , Amazon
MWAA 2B Amazon SQS £ %/ Worker T R Z B3t 1T Celery £ HERA -

1. TF# Python EE{LHE,

2. T IAM RER , AEMBESRZXH

3. IAGTRRET , RAESMERE JSON NPRKBEH X HF K, #FH IAM create-role iR BIE
ZHAt,

aws iam create-role --role-name function-role \
--assume-role-policy-document file://lambda-mwaa-vpce-policy.json

i AWS CLI I F I A ARN, ET—57 , RITHERAF ALK ARN FEIBEENEHEH R
TAE,
4. SMBREHRBARBHIER  REMER create-function S RIBH R,

aws lambda create-function --function-name mwaa-vpce-lambda \
--zip-file file://mwaa-lambda-shared-vpc.zip --runtime python3.8 --role
arn:aws:iam: :123456789012:role/function-role --handlexr lambda_handler

12 AWS CLI MR FEYEIEL ARN. E T —FF |, BAVFIEEZ ARN , SUHZER BB H #
EventBridge FLN &Y B #5.

ET—#aF , ZfF6/E EventBridge MM , LEAMFEIRFRE A PENDING IRZS 8 A 2B

B2 Lambda EZK 263


samples/cfn-vpc-private-network.zip
https://docs.aws.amazon.com/cli/latest/reference/cloudformation/create-stack.html
./samples/mwaa-lambda-shared-vpc.zip
./samples/lambda-mwaa-shared-vpce-policy.zip
https://docs.aws.amazon.com/
https://docs.aws.amazon.com/
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£1% EventBridge |

FTERATESR , 018 —&A T Amazon MWAA BH H LUEHFT Lambda B#9 B FREVETHL I

1. {£f EventBridge put-rule S BIZEF Y EventBridge MM,

aws events put-rule --name "mwaa-lambda-rule" \
--event-pattern "{\"source\":[\"aws.airflow\"],\"detail-type\":[\"MWAA Environment
Status Change\"]}"

SHEKX AT Amazon MWAA SRERFIRE R EZLR RIERBH,

"source": ["aws.airflow"],
"detail-type": ["MWAA Environment Status Change"]
}

2. fR put-targets @ H¥$i% Lambda BEEURINFA MY B #5.

aws events put-targets --rule "mwaa-lambda-rule" \
--targets "Id"="1","Arn"="arn:aws:lambda:us-east-1:123456789012:function:mwaa-vpce-
Lambda"

BEERRE  TUFERAEZEFAEIER Amazon VPC i a0l H Amazon MWAA K38,
B2 Amazon MWAA 35

Bid Amazon MWAA 24l & ERAE P EER Amazon VPC i S 682 H Amazon MWAA IRE,

1. #TFF Amazon MWAA 125 & HiE R I EIRE,

2. XNTEH, MA—INE—BT.

3. X T Airflow fRA |, FHiEFEHFTMRA,

4. ERERATZHREN Amazon S3 E4E8 A DAG XX ( Hli0 dags/ ) , REERBT—%,
5. ERESHRENEL , AT T#HRE

a. NTELMNER , RREEL—FPER Amazon VPC,
b. XTF Web BRS52R1FE , HEBLAHME (THRIEEKN ) .

B2 EventBridge #1I 264
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c. WFL4L4 , FEFREMEA CloudFormation N E LA, AT 2oL EH AWS
PrivateLink iIs RV Z A2 B5|AH , Rt AR EHIRNEIRER —Z2 4,

d XNTFHRAEE 6 FEBRFEFEERKS,
6. BERBHKMWEBINRE , RE®RET -5,
7. REEWNIEE  RABEERQERLE,

® Tip
BEXBREFHENEZEE |, 5 Amazon MWAA AT,

PRELLF PENDING AAHET , Amazon MWAA 25 E 5 REHNANEENEHEXETENEHN, Z
HN <8 AR Lambda BE. ZEREUS BT B EHE 4 HIRE Web fRE-85F Amazon SQS BASIFTE
NigSELR , RAEELEH Amazon VPC Ik =,

Yin LAl AR , Amazon MWAA &S EQIBINE, BERMER | MERSNEZRN AVAILABLE , &1
J«Mﬁﬁﬁ Amazon MWAA 12 & 1517 Apache Airflow Web BRS5 880

BIEIRE 265
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Amazon MWAA #7451

RIEMIEEEA T Apache Airflow Bl B E TERBIRERFEAN KRB RH , 215 DAGs B
EXFEH. BXN Apache Airflow AWS AT IRFSWEZ RHI , 5SH Apache Airflow ZEFEFH B
o dags GitHub

=N

« £H DAG # CLI & AXE

 {#H SSHOperator f|2 SSH & #

« {£/H AWS Secrets Manager iy Z 471 1T Apache Airflow Snowflake 1%
« £ DAG 7£ CloudWatch F 4w E B E XIEF

« &£ Amazon MWAA PREREE Aurora PostgreSQL B

s FHREAHKES HE Amazon S3 L) CSV X#

+ 7 Apache Airflow ZE{FH AWS Secrets Manager § ) %4

« {5 AWS Secrets Manager #1243 # 1T Apache Airflow &
« f5H Oracle Bl B E &M

» 1£ Amazon MWAA EE i DAG BIR X

« RIFT CodeArtifact T 1&

+ {8 Apache Hive #l Hadoop #I2 B E W i&#H

+ 4 Apache Airflow PythonVirtualenvOperator 2 B & W & ¥4

« ffH Lambda DAGs E# 1T A

« DAGs EEFEH Amazon MWAA SREFE A

+ ¥ Amazon RDS for Microsoft SQL Server 5 Amazon MWAA —i2fF
+ ¥ Amazon MWAA 5 Amazon EKS — & fEH

+ {£F ECSOperator ¥ Amazon ECS

+ 1£ Amazon MWAA HF{#f dbt

« AWS EEHHE

£ DAGECLIH& AT E

LT ROIMREBALEA Amazon MWAA £# CLI S AT E,

S AL E DAG 266


https://github.com/aws-samples/amazon-mwaa-examples/tree/main/dags
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£
UGS

- BREH
+ RIR

+ IR
- RERH

- BETREAL?

iR

& A LAFE Python 3.10 R AT LRI RHIE Apache Airflow v2 —i2fEf , 1 Python 3.11 5
Apache Airflow v3 —#2# A,

FRFAM
7o % EL AR PRED T 2 A A T _E B R TR AL
PR

AWS k= FEZEE AmazonMWAAAirflowCliAccess Kk, ETHMEZEER , i3 Apache
Airflow CLI B3R : AmazonMWAAAIrflowCliAccess,

KB I

E 7 Apache Airflow v2 FIESRAPEA LRI RG] , THEM KB, FH aws-mwaa-docker-
images &% Apache Airflow,

A =

DR REMBEZE=TEA : Amazon MWAA SREE TR (£ mwaa_env A ) . 33E AWS X ( £
aws_region F ) M@ EESANTEMN AR XH ( E var_file # ),

import boto3
import json
import requests
import baseb4
import getopt
import sys

R
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https://peps.python.org/pep-0619/
https://peps.python.org/pep-0664/
https://github.com/aws/amazon-mwaa-docker-images
https://github.com/aws/amazon-mwaa-docker-images
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argv = sys.argv[l:]
mwaa_env=""
aws_region=""
var_file=""

try:
opts, args = getopt.getopt(argyv,
file', 'region'])
#if len(opts) == @ and len(opts) > 3:
if len(opts) != 3:
print ('Usage: -e MWAA environment -v variable file location and filename -r

e:v:r:', ['environment', 'variable-

aws region')
else:
for opt, arg in opts:
if opt in ("-e"):
mwaa_env=arg
elif opt in ("-1"):
aws_region=arg
elif opt in ("-v"):
var_file=arg

boto3.setup_default_session(region_name="{}".format(aws_region))
mwaa_env_name = "{}".format(mwaa_env)

client = boto3.client('mwaa')
mwaa_cli_token = client.create_cli_token(
Name=mwaa_env_name

with open ("{}".format(var_file), "r") as myfile:
fileconf = myfile.read().replace('\n', '')

json_dictionary = json.loads(fileconf)
for key in json_dictionary:
print(key, " ", json_dictionary[key])
val = (key + " " + json_dictionary[key])
mwaa_auth_token = 'Bearer ' + mwaa_cli_token['CliToken']
mwaa_webserver_hostname = 'https://{0}/aws_mwaa/
cli'.format(mwaa_cli_token['WebServerHostname'])
raw_data = "variables set {0}".format(val)
mwaa_response = requests.post(
mwaa_webserver_hostname,
headers={
'Authorization': mwaa_auth_token,
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'Content-Type': 'text/plain'
.
data=raw_data
)
mwaa_std_err_message
['stderr']).decode('utf8"')
mwaa_std_out_message = baseb4.b64decode(mwaa_response.json()
['stdout']).decode('utf8")
print(mwaa_response.status_code)
print(mwaa_std_err_message)
print(mwaa_std_out_message)

base64.b64decode(mwaa_response. json()

except:

print('Use this script with the following options: -e MWAA environment -v variable
file location and filename -r aws region')

print("Unexpected error:", sys.exc_info()[0])

sys.exit(2)

BETRMEAA?

« BT BIAFFARAIP R DAG K18 L2 3] Amazon S3 F#WERY dags XK |, FSH RIS ER
DAG.

£/ SSHOperator 12 SSH & #

AR RIS B ERERTIHAE ( DAG ) FH SSHOperator M Amazon MWAA B EZ Sz iE
Amazon EC2 3Rfll, &AILAEARLIH S5 EEZZEMEE SSH 5B BRAYIZZ A,

FELALTRRBIF | 895 SSH %48 (. pem) L5 E7E Amazon S3 LHIREM dags BxRF. RE , BALL
£/ requirements. txt ZESEMNMKIBI , HE Ul PRIEFH Apache Airflow E#. &g , &4
E—/ DAG kBl 5ZERHIH SSH EH#.

£

UGS

- ZREH

- BRI

- HE{AEHF Amazon S3
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- BIZEFH Apache Airflow £ 3
« KRG

iR

A LATE Python 3.10 AR TT L8RI5 Apache Airflow v2 —&fF A , 7 Python 3.11 B &
Apache Airflow v3 —iE2 .

FRF M

EEAALATERRARE  BFEUATRE

« Amazon MWAA IfiE,

- SSH #%4H, ZRBRHMRIZEE Amazon EC2 324l , # B 5 Amazon MWAA PE F & — XAy
.pem., WMREEER , 21 (Amazon EC2 AF ™) FHEIER S AZEX,

PR

ZHEHEMRREIA] A AT LRI RH,

E:33

FLUTSHARME| requirements. txt , LU apache-airflow-providers-ssh BFa8%&EZ|

Web BRS5 88 £ HEMEEHH H Amazon MWAA BT ZRMBINST , BF1E Ul RIRGHH SSH =
BRHE,

-c https://raw.githubusercontent.com/apache/airflow/constraints-Airflow-version/
constraints-Python-version.txt
apache-airflow-providers-ssh

(® Note
-c EX T requirements.txt FHYR URL, XBEALABER Amazon MWAA HIRE R
T EENRER SR,

[E:N 270
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2248 € #1ZF) Amazon S3

fEALLT AWS Command Line Interface a8 54 . pem Z4AE %] Amazon S3 FHIIFE dags B
#,

aws s3 cp your-secret-key.pem s3://amzn-s3-demo-bucket/dags/

Amazon MWAA F33E .pem ZHEAH dags PR BREFIFIAH /usr/local/airflow/dags/
B , iX# , Apache Airflow ZL A ATH B ZR4A T o

BIZEFH Apache Airflow & 2
£ Apache Airflow Ul SI2##9 SSH iE$#

£ Amazon MWAA &I & E3TFIRETNE,

MR B RF | RIRIEFITFF Airflow Ul

# Apache Airflow Ul TE £ , NESMEFERERERURITF THIIER , REEREE,
FESIHEZTE L | EF + UM IS FIRE LURINFERE,

EEER AD TEL , #BHUTER

o K~ w0 D=

a. TEEZEEHD , @A ssh_new,
b. TEEEEXEFP K MTHIRFIEF SSH,

® Note

MBFIRFPEE SSH E#EHEA | NFRR Amazon MWAA ¥ KR ZEFTER apache-
airflow-providers-ssh BF @, HEH requirements.txt XHFUAITELE
Fa, REER,

c. XA, FwmAEEER Amazon EC2 EHIRY IP bk, 20 12.345.67.89,

d. TEHAFREY ,B#MA ec2-user , LR ELR B IEEIERET Amazon EC2 =4, AF &AL
2B8/FAE , E4FEURT &% Apache Airflow E R HITESEHIRY A,
e. TEMIIN | HLL JSON B AU T R/MER :

{ "key_file": "/usr/local/airflow/dags/your-secret-key.pem" }

LR EX 1S T Apache Airflow TEZ# /dags B RFEBERZER,

FFPEHE Amazon S3 271
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(BB

LA DAG f# SSHOperator %% B 5 Amazon EC2 S£4l , ARA/FZE1T hostname Linux &35 3K3T
EDiZSEBIM B . B LS DAG EZE LA LEiTE M REIA,

1. ITHXiE , SFEFEM# DAG KB E %, Hl -

cd dags

2. EHHUTRBRENAR , AEXMHBEFHN ssh.py.

from airflow.decorators import dag
from datetime import datetime
from airflow.providers.ssh.operators.ssh import SSHOperator

@dag(
dag_id="ssh_operator_example",
schedule_interval=None,
start_date=datetime(2022, 1, 1),
catchup=False,

)
def ssh_dag():
task_1=SSHOperator(
task_id="ssh_task",
ssh_conn_id="'ssh_new"',
command="hostname’,

my_ssh_dag = ssh_dag()

3. BE1TELT AWS CLI i & DAG EFIZIM BN FM#ME , AE M Apache Airflow Ul & DAG,

aws s3 cp your-dag.py s3://your-environment-bucket/dags/

4. MBI , BIF1E ssh_operator_example DAG HWESBEFERME , FLITF ssh_task
WESAEFHUTHE :

[2022-01-01, 12:00:00 UTC] {{base.py:79}} INFO - Using connection to: id: ssh_new.
Host: 12.345.67.89, Port: None,

Schema: , Login: ec2-user, Password: None, extra: {'key_file': '/usr/local/airflow/

dags/your-secret-key.pem'}
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[2022-01-01, 12:00:00 UTC] {{ssh.py:264}} WARNING - Remote Identification Change is
not verified. This won't protect against Man-In-The-Middle attacks [2022-01-01,
12:00:00 UTC] {{ssh.py:270}} WARNING - No Host Key Verification. This won't
protect against Man-In-The-Middle attacks

[2022-01-01, 12:00:00 UTC] {{transport.py:1819}} INFO - Connected (version 2.0,
client OpenSSH_7.4)

[2022-01-01, 12:00:00 UTC] {{transport.py:1819}} INFO - Authentication (publickey)
successful!

[2022-01-01, 12:00:00 UTC] {{ssh.py:139}} INFO - Running command: hostname
[2022-01-01, 12:00:00 UTC]{{ssh.py:171}} INFO - ip-123-45-67-89.us-

west-2.compute.internal

[2022-01-01, 12:00:00 UTC] {{taskinstance.py:1280}} INFO - Marking task as SUCCESS.
dag_id=ssh_operator_example, task_id=ssh_task, execution_date=20220712T200914,
start_date=20220712T200915, end_date=20220712T200916

£ AWS Secrets Manager B %403 1T Apache Airflow
Snowflake JE 1%

LA 7RG AWS Secrets Manager £ Amazon MWAA LE3RER Apache Airflow Snowflake iE1Z /) %
4, ERIREETK FHZAB E Apache Airflow iE3Z AWS Secrets Manager FH S &,

F&
© RRAE

TR

IR
NEERY

BETRMEMMAAL?

[T

A LATE Python 3.10 AT LB RIS Apache Airflow v2 —#2ff , 1£ Python 3.11 5
Apache Airflow v3 —#2f# A,

FRF M

EFEAXT LRAE , EFEUATARE

Secrets Manager F#J Apache Airflow Snowflake %3 273
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- B2 Secrets Manager Jg¥m{EN Apache Airflow EeB1EI , 20 5 F Z4AELE Apache Airflow iE#

AWS Secrets Manager Ff5l,

+ Secrets Manager F#J Apache Airflow EZEFRFH , W FEHZEABLE Apache Airflow E# AWS
Secrets Manager P!,

PR

+ Secrets Manager &R , 20 £ A Z4AELE Apache Airflow %3 AWS Secrets Manager Fi%l,

2R

EfFAAT LN RARE , BUATHRBIURNE requirements.txt. ETHREZER |, BSH
Z % Python K,

apache-airflow-providers-snowflake==1.3.0

KRB =Bl
AT R T a2 DAG 18 , LAME A Secrets Manager RIRENVE4A
1. EWTRTET , SM2l7FM# DAG RIBME F. Hlu

cd dags

2. EFIUTRBEREBAS , AEX#MSFAN snowflake_connection.py,

Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.

Permission is hereby granted, free of charge, to any person obtaining a copy of
this software and associated documentation files (the "Software"), to deal in
the Software without restriction, including without limitation the rights to
use, copy, modify, merge, publish, distribute, sublicense, and/or sell copies of
the Software, and to permit persons to whom the Software is furnished to do so.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS
FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR
COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER
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IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN
CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

from airflow import DAG
from airflow.providers.snowflake.operators.snowflake import SnowflakeOperator
from airflow.utils.dates import days_ago

snowflake_query = [

"""uyse warehouse "MY_WAREHOUSE";""",

"""select * from "SNOWFLAKE_SAMPLE_DATA"."WEATHER"."WEATHER_14_TOTAL" limit
1@@; IIIIII’

]

with DAG(dag_id="'snowflake_test', schedule_interval=None, catchup=False,
start_date=days_ago(1)) as dag:
snowflake_select = SnowflakeOperator(
task_id="snowflake_select",
sql=snowflake_query,
snowflake_conn_id="snowflake_conn",

BETREATA?

« BT BIAFFARAIP R DAG K18 L2 3] Amazon S3 F#WRY dags XK |, FSH RIS ER
DAG.

A DAG #£ CloudWatch FRE HE ISR

BAILAERAUTRBREREBE LA (DAG) , iZBi21T PythonOperator LA 3 Amazon
MWAA IMERIRERZRIEIR. DAG BEEFEIEEN B E LIE#R A El Amazon CloudWatch,

BEMBRERSERIEFRTULEHE —F THRRETELXENAEAERMANEN CPU EER. EBULIEH
HEERERRESEN TEABNIREE,

£}

© BRE

- RRFH

© RER
- R
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RAriEmE

« KB RHG

[N

A LATE Python 3.10 AR TT L8RI5 Apache Airflow v2 —&fE A , 7 Python 3.11 B &

Apache Airflow v3 —E2 .

FRFAF
EEAAREHRBRG , BEEUATAR :

« Amazon MWAA fiE,

R
T B LA IRED T G A AR T LB RAB Rl
kLI

« THRHEMKBDED A E A AT LD RH,

(MERRY
1. ESHERET , SMIFMH DAG RBHIXHR, Fim :

cd dags

2. EHUTRBRAINAEHA#BEFN dag-custom-metrics.py. AIMEZFHELR MWAA-

ENV-NAME,

from airflow import DAG

from airflow.operators.python_operator import PythonOperator
from airflow.utils.dates import days_ago

from datetime import datetime

import os,json,boto3,psutil, socket

def publish_metric(client,name,value,cat,unit="None'):
environment_name = os.getenv("MWAA_ENV_NAME")
value_number=float(value)

R
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hostname = socket.gethostname()
ip_address = socket.gethostbyname(hostname)
print('writing value',value_number, 'to metric',6 name)
response = client.put_metric_data(
Namespace="'MWAA-Custom',
MetricData=[

{
'MetricName': name,
'Dimensions': [
{
'Name': 'Environment',
'Value': environment_name
},
{
'Name': 'Category',
'Value': cat
},
{
'Name': 'Host',
'Value': ip_address
},
1,
'Timestamp': datetime.now(),
'Value': value_number,
'Unit': unit
I
]
)
print(response)

return response

def python_fn(**kwargs):
client = boto3.client('cloudwatch')

cpu_stats = psutil.cpu_stats()
print('cpu_stats', cpu_stats)

virtual = psutil.virtual_memozry()
cpu_times_percent = psutil.cpu_times_percent(interval=0)

publish_metric(client=client, name='virtual_memory_total',
cat='virtual_memory', value=virtual.total, unit='Bytes')

publish_metric(client=client, name='virtual_memory_available',
cat='virtual_memory', value=virtual.available, unit='Bytes')
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publish_metric(client=client, name='virtual_memory_used', cat='virtual_memory',
value=virtual.used, unit='Bytes')

publish_metric(client=client, name='virtual_memory_free', cat='virtual_memory',
value=virtual.free, unit='Bytes')

publish_metric(client=client, name='virtual_memory_active',
cat='virtual_memory', value=virtual.active, unit='Bytes')

publish_metric(client=client, name='virtual_memory_inactive',
cat='virtual_memory', value=virtual.inactive, unit='Bytes')

publish_metric(client=client, name='virtual_memory_percent',
cat='virtual_memory', value=virtual.percent, unit='Percent')

publish_metric(client=client, name='cpu_times_percent_user',
cat='cpu_times_percent', value=cpu_times_percent.user, unit='Percent')

publish_metric(client=client, name='cpu_times_percent_system',
cat="cpu_times_percent', value=cpu_times_percent.system, unit='Percent')

publish_metric(client=client, name='cpu_times_percent_idle’,
cat='cpu_times_percent', value=cpu_times_percent.idle, unit='Percent')

return "OK"

with DAG(dag_id=os.path.basename(__file__ ).replace(".py", ""),
schedule_interval='#*/5 * * * *' catchup=False, start_date=days_ago(l)) as dag:
t = PythonOperator(task_id="memory_test", python_callable=python_fn,
provide_context=True)

3. IZE{TBLTF AWS CLI 7 % DAG EHIZIINENFM#M , RIS Apache Airflow Ul ik DAG,

aws s3 cp your-dag.py s3://your-environment-bucket/dags/

4. IR DAG KINE1T , 41 Apache Airflow BERRBIELCUATHAR :

[2022-08-16, 10:54:46 UTC] {{logging_mixin.py:1093}3} INFO -
cpu_stats scpustats(ctx_switches=3253992384, interrupts=1964237163,
soft_interrupts=492328209, syscalls=0)
[2022-08-16, 10:54:46 UTC] {{logging_mixin.py:109}} INFO - writing value
16024199168.0 to metric virtual_memory_total
[2022-08-16, 10:54:46 UTC] {{logging_mixin.py:109}} INFO - {'ResponseMetadata':
{'RequestId': 'fad289ac-aa51-46a9-8b18-24e4e4063f4d', 'HTTPStatusCode': 200,
'HTTPHeaders': {'x-amzn-requestid': 'fad289ac-aa51-46a9-8bl8-24e4e4063f4d’,
'content-type': 'text/xml', 'content-length': '212', 'date': 'Tue, 16 Aug 2022
17:54:45 GMT'}, 'RetryAttempts': 0}}
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[2022-08-16, 10:54:46 UTC] {{logging_mixin.py:109}} INFO - writing value
14356287488.0 to metric virtual_memory_available

[2022-08-16, 10:54:46 UTC] {{logging_mixin.py:109}} INFO - {'ResponseMetadata':
{'RequestId': '6ef60085-07ab-4865-8abf-dc94f9@cab46', 'HTTPStatusCode': 200,
'HTTPHeaders': {'x-amzn-requestid': '6ef60085-07ab-4865-8abf-dc94f90@cab46’,
'content-type': 'text/xml', 'content-length': '212', 'date': 'Tue, 16 Aug 2022
17:54:45 GMT'}, 'RetryAttempts': 0}}

[2022-08-16, 10:54:46 UTC] {{logging_mixin.py:109}} INFO - writing value
1342296064.0 to metric virtual_memory_used

[2022-08-16, 10:54:46 UTC] {{logging_mixin.py:109}} INFO - {'ResponseMetadata':
{'RequestId': 'd5331438-5d3c-4df2-bc42-52dcf8d60a@@', 'HTTPStatusCode': 200,
'"HTTPHeaders': {'x-amzn-requestid': 'd5331438-5d3c-4df2-bc42-52dcf8d60a00’,
'content-type': 'text/xml', 'content-length': '212', 'date': 'Tue, 16 Aug 2022
17:54:45 GMT'}, 'RetryAttempts': 0}}

[2022-08-16, 10:54:46 UTC] {{python.py:1523}} INFO - Done. Returned value was: OK
[2022-08-16, 10:54:46 UTC] {{taskinstance.py:1280}} INFO - Marking task as SUCCESS.
dag_id=dag-custom-metrics, task_id=memory_test, execution_date=20220816T175444,
start_date=20220816T175445, end_date=20220816T175446

[2022-08-16, 10:54:46 UTC] {{local_task_job.py:154}} INFO - Task exited with return
code 0

£ Amazon MWAA R EHEE Aurora PostgreSQL &

Amazon Managed Workflows for Apache Airflow £/ Aurora PostgreSQL g E/EH DAG =1TH#
FHESEHIM Apache Airflow TTEIEE, T REKBLSERRN Amazon MWAA HREEBRT A
Aurora PostgreSQL ¥iEEFIEKE .

E&

o RRA

- ERZMH

. I
. R TBI

TN

AR ENRE RG4S ETILS# MWAA X## Apache Airflow v2 F v3, B2 % Apache
Airflow BRZR,

Aurora PostgreSQL iz EEE 279
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FRFAF
BEAERLHRARE  EREATAR :

« Amazon MWAA Ifi%,

KB L

E 7 Apache Airflow v2 FERILRBE R , TEMINAEBI, £H aws-mwaa-docker-images &%
Apache Airflow,

K =6

LU DAG &7 TABLES_TO_CLEAN HIEERN THIEHIEE ., ZROISHBRIEEXRPEEEN 30
KEOBIE, ERAEMIERSEWEFELE |, BFF MAX_AGE_IN_DAYS RiE N HME,

Apache Airflow v3.0.6 to 3.2.1

from datetime import datetime
from airflow import DAG
from airflow.providers.standard.operators.bash import BashOperator

# Note: Database commands might time out if running longer than 5 minutes. If this
occurs, please increase the MAX_AGE_IN_DAYS (or change

# timestamp parameter to an earlier date) for initial runs, then reduce on
subsequent runs until the desired retention is met.

MAX_AGE_IN_DAYS = 30

# To clean specific tables, please provide a comma-separated list per
# https://airflow.apache.org/docs/apache-airflow/stable/cli-and-env-variables-
ref.html#clean

# A value of None will clean all tables
TABLES_TO_CLEAN = None

with DAG(
dag_id="clean_db_dag",
schedule=None,
catchup=False,
start_date=datetime(2026, 1, 1),
) as dag:
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tables_flag = f"--tables '{TABLES_TO_CLEAN}' " if TABLES_TO_CLEAN else ""

bash_command = (

f"TIMESTAMP=$(date -u -d '{MAX_AGE_IN_DAYS} days ago'

2>/dev/null

f"|| date -u -v-{MAX_AGE_IN_DAYS}d '+%Y-%m-%d %H:%M:%S') && "

"echo \"Cleaning records before: $TIMESTAMP\" &&
"airflow db clean "

"--clean-before-timestamp \"$TIMESTAMP\" "
f"{tables_flag}"

"--skip-archive --yes"

cli_command = BashOperatoxr(

task_
bash_

id="bash_command",
command=bash_command,

Apache Airflow v2.7.2 t0 2.11.0

f
f
f
f

.F

rom airflow

rom airflow.
rom airflow.
rom airflow.

import DAG

models.param import Param
operators.bash_operator import BashOperator
utils.dates import days_ago

rom datetime import datetime, timedelta

:%S!

# Note: Database commands might time out if running longer than 5 minutes. If this
occurs, please increase the MAX_AGE_IN_DAYS (or change

# timestamp parameter to an earlier date) for initial runs, then reduce on

subsequent runs until the desired retention is met.

MAX_AGE_IN_DAYS = 30

# To clean specific tables, please provide a comma-separated list per
# https://airflow.apache.org/docs/apache-airflow/stable/cli-and-env-variables-

ref.html#clean
# A value of None will clean all tables

TABLES_TO_CLEAN = None

w

ith DAG(

dag_id="clean_db_dag",
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schedule_interval=None,
catchup=False,
start_date=days_ago(1),
params={
"timestamp": Param(
default=(datetime.now()-timedelta(days=MAX_AGE_IN_DAYS)).strftime("%Y-
%m-%d %SH:%M:%S"),
type="string",
minLength=1,
maxLength=255,
),
}
) as dag:
if TABLES_TO_CLEAN:
bash_command="airflow db clean --clean-before-timestamp

"{{ params.timestamp }}' --tables '"+TABLES_TO_CLEAN+"' --skip-archive --yes"
else:
bash_command="airflow db clean --clean-before-timestamp
'{{ params.timestamp }}' --skip-archive --yes"

cli_command = BashOperator(
task_id="bash_command",
bash_command=bash_command

FEINE T IES H 2 Amazon S3 EHY CSV X4

FERUTRBREEECTHE (DAG) , ZEERREEHERN—FKF DAG BTEE , HEHEEA
77 Amazon S3 £H . csv X,

BT BEEEMINEM Aurora PostgreSQL BIEEHRSHEER , UMEEARRERE , NEEMIINR
FEd | FEFeMNSEN Amazon S3 2| Amazon Redshift ZEFMBIEEEEZENIELS
A, AMES Amazon MWAA THFEHZLHINE |, BREBCTIURERD 7.

B A TEBIE FE &8 Apache Airflow R A HIHAEAN R, WABRAER =M E
# : DagRun, TaskFail # TaskInstance , B 1E# 5 DAG E{THXHNEL,

EH
* BB
. FREM

FFIRE T EAES H 2l Amazon S3 L 282
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* Permissions
o REBBRHI

[N

A LATE Python 3.10 A ATT LB RIS Apache Airflow v2 —#2ff , 1£ Python 3.11 5

Apache Airflow v3 —#2f# A,

FRZAM

EFEALXT EHRAMLE  EFEUATARE

« Amazon MWAA ¥RiE,
o WRBREN THES HBFH Amazon S3 F#E M.

Permissions

Amazon MWAA EE3R 8 Amazon S3 #1E s3:PutObject IR , TEENEHANTHRFEEEEA

Amazon S3. LA T REEF AR MBIENHITARF,

{

"Effect": "Allow",

"Action": "s3:PutObject*",

"Resource": "arn:aws:s3:::amzn-s3-demo-bucket"
}

BRI E AN RER SN amzn-s3-demo-bucket,

B

E7£ Apache Airflow v2 fIE SiRAFEALRE RG] , TEM MBI D, A Faws-mwaa-docker-

images& % Apache Airflow,

A 7=

LTREBRERT 6122 DAG , LAZEif) Aurora PostgreSQL HH 4R E AFH K Amazon S3 E .

R
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1. ‘WL , SMEF4# DAG KIBHE %, film

2. EHUTRBROIVABHASFN metadata_to_csv.py. BAIUEHRDEHA
MAX_AGE_IN_DAYS HY{E , LA3E4| DAG M\ HIEHREEFEANZREICZIRE,

cd dags

from airflow.decorators import dag, task

from airflow import settings

import os

import boto3

from airflow.utils.dates import days_ago

from airflow.models import DagRun, TaskFail, TaskInstance
import csv, re

from io import StringIO

DAG_ID = os.path.basename(__file_ ).replace(".py", "")

MAX_AGE_IN_DAYS = 30
S3_BUCKET = '<your-export-bucket>'
S3_KEY = 'files/export/{0}.csv'

# You can add other objects to export from the metadatabase,
OBJECTS_TO_EXPORT = [

[DagRun,DagRun.execution_date],

[TaskFail, TaskFail.end_date],

[TaskInstance, TaskInstance.execution_date],

@task()

def export_db_task(**kwargs):
session = settings.Session()
print("session: ",str(session))

oldest_date = days_ago(MAX_AGE_IN_DAYS)
print("oldest_date: ",oldest_date)

s3 = boto3.client('s3")

for x in OBJECTS_TO_EXPORT:

query = session.query(x[0]).filter(x[1] >= days_ago(MAX_AGE_IN_DAYS))

print("type", type(query))
allrows=query.all()
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name=re.sub("[<>"']", "", str(x[0]))
print(name,": ",str(allrows))

if len(allrows) > 0:

outfileStr=""
f = StringIO(outfileStr)
w = csv.DictWriter(f, vars(allrows[Q]).keys())

w.writeheader()

for y in allrows:
w.writerow(vars(y))

outkey = S3_KEY.format(name[6:])

s3.put_object(Bucket=S3_BUCKET, Key=outkey, Body=f.getvalue())

@dag(
dag_id=DAG_ID,
schedule_interval=None,
start_date=days_ago(1),
)

def export_db():
t = export_db_task()

metadb_to_s3_test = export_db()

3. BITBAT AWS CLI a5 =1¥ DAG EH BN Z6E4 , RAEEH Apache Airflow - REft &R

DAG.

aws s3 cp your-dag.py s3://your-environment-bucket/dags/

4. WMREY , BWHFRETE export_db FFEMNESFSBEHRNUTAR

[2022-01-01, 12:00:00 PDT] {{logging_mixin.py:1093}} INFO -
'sqlalchemy.orm.query.Query'>

[2022-01-01, 12:00:00 PDT] {{logging_mixin.py:1093}} INFO -
airflow.models.dagrun.DagRun : [your-tasks]

[2022-01-01, 12:00:00 PDT] {{logging_mixin.py:1093}} INFO -
'sqlalchemy.orm.query.Query'>

[2022-01-01, 12:00:00 PDT] {{logging_mixin.py:1093}} INFO -
airflow.models.taskfail.TaskFail : [your-tasks]

[2022-01-01, 12:00:00 PDT] {{logging_mixin.py:1093}} INFO -
'sqlalchemy.orm.query.Query'>

[2022-01-01, 12:00:00 PDT] {{logging_mixin.py:1093}} INFO -
airflow.models.taskinstance.TaskInstance : [your-tasks]

[2022-01-01, 12:00:00 PDT] {{python.py:1523}} INFO - Done. Returned value was:

type <class

class

type <class

class

type <class

class

OK
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[2022-01-01, 12:00:00 PDT] {{taskinstance.py:1280}} INFO - Marking task as

SUCCESS. dag_id=metadb_to_s3, task_id=export_db, execution_date=20220101T000000,
start_date=20220101T000000, end_date=20220101T000000

[2022-01-01, 12:00:00 PDT] {{local_task_job.py:154}} INFO - Task exited with return
code 0

[2022-01-01, 12:00:00 PDT] {{local_task_job.py:264}} INFO - @ downstream tasks
scheduled from follow-on schedule check

I , BAILAE /files/export/ FHIET Amazon S3 F#BEFIHEMTHSFHMN . csv X,

79 Apache Airflow ZEEH AWS Secrets Manager # HJ %2 4A

J«XT/T_\QHF_IFH AWS Secrets Manager 3R3REX Amazon MWAA E# Apache Airflow ZEH %4, ER
RIZETR R ZEE Apache Airflow ZE# AWS Secrets Manager RIS,

e
- RE
SEREM
R
- BX
RB7HI
TR L2

TN

A BATE Python 3.10 AR TT L8RI5 Apache Airflow v2 —&fE A , 7 Python 3.11 B &
Apache Airflow v3 —i#2# .,

FRFMH

EFEAART LW RGIRE  BEEUTAR :

+ B2 Secrets Manager /a3 1ER Apache Airflow BB IEI , 20 2R 4AEE Apache Airflow & 2
AWS Secrets Manager Fii 5l

« Secrets Manager F#J Apache Airflow EE2FRF&H , W0 EA B4R E Apache Airflow iE# AWS
Secrets Manager Ff%l,

1£ Secrets Manager F {£f Apache Airflow ZE£ 286


https://peps.python.org/pep-0619/
https://peps.python.org/pep-0664/
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PR

« Secrets Manager ®U PR , 0 £ A Z4AEE Apache Airflow 3 AWS Secrets Manager Fr %,

=R

E7£ Apache Airflow v2 MIE SRAFFERA LR RA , TEMIMEBI, FH aws-mwaa-docker-
images &% Apache Airflow,

AR el
TR T a2 DAG K8 , LAMEHA Secrets Manager RIREVE4A
1. EGHRETHET , $ME7F# DAG KB E F. filw

cd dags

2. SHUTRBRAINAE , AEALRH#FFN secrets-manager-var.py.

from airflow import DAG
from airflow.operators.python_operator import PythonOperator
from airflow.models import Variable
from airflow.utils.dates import days_ago
from datetime import timedelta
import os
DAG_ID = os.path.basename(__file_ ).replace(".py", "")
DEFAULT_ARGS = {
'owner': 'airflow',
'depends_on_past': False,
'email': ['airflow@example.com'],
'email_on_failure': False,
'email_on_retry': False,

def get_variable_fn(**kwargs):
my_variable_name = Variable.get('"test-variable", default_var="undefined")
print("my_variable_name: ", my_variable_name)
return my_variable_name
with DAG(
dag_id=DAG_ID,
default_args=DEFAULT_ARGS,
dagrun_timeout=timedelta(hours=2),
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start_date=days_ago(1),

schedule_interval="'@once',

tags=['variable']

) as dag:

get_variable = PythonOperator(
task_id="get_variable",
python_callable=get_variable_fn,
provide_context=True

BT RMAL?

o BET7BRIAFFARAIP R DAG K18 425 Amazon S3 F# MR dags XK |, BSH RIS ER
DAG.

£/ AWS Secrets Manager Y 2R3 1T Apache Airflow iE$##

LU 7R4Ii8 A AWS Secrets Manager £ Amazon MWAA _E3REX Apache Airflow E#Z4E, BRIE
BB £ A RAEE Apache Airflow %3 AWS Secrets Manager A EIE IR,

£

. R

. FREH

+ RIR

- EX

- RBRH

- BTRMMA

TN

A LATE Python 3.10 AR TT L8RI5 Apache Airflow v2 —&fF A , 7 Python 3.11 B &
Apache Airflow v3 —iE2 .

FRF M

EFEAXT LRAE , BFEUATARE
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- B% Secrets Manager [ {EJy Apache Airflow Bt EETT , 10 £ ZHEE Apache Airflow £
AWS Secrets Manager Ff5l,

- Secrets Manager F#J Apache Airflow ZEZFAFE |, W0 £ A B4R E Apache Airflow iE3E AWS
Secrets Manager Ft%l,

PR

« Secrets Manager fUFR , 0 £ A Z4AEE Apache Airflow 3 AWS Secrets Manager Fr %,

=R

E 7 Apache Airflow v2 FIESRAREA LRI RG] , THEM KB, F£H aws-mwaa-docker-
images &% Apache Airflow,

A 7=

LT SBRIERT a2 DAG K5 , LMEVH A Secrets Manager XKIREVH4A

1. EWSRTET , SME7FM# DAG RIEEMWE F. Hlun

cd dags
2. SHNUTREBRAINNE , HEAXRHSEFEN secrets-manager. py,

Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.

Permission is hereby granted, free of charge, to any person obtaining a copy of
this software and associated documentation files (the "Software"), to deal in
the Software without restriction, including without limitation the rights to
use, copy, modify, merge, publish, distribute, sublicense, and/or sell copies of
the Software, and to permit persons to whom the Software is furnished to do so.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS
FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR
COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER
IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN
CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.
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from airflow import DAG, settings, secrets

from airflow.operators.python import PythonOperator

from airflow.utils.dates import days_ago

from airflow.providers.amazon.aws.hooks.base_aws import AwsBaseHook

from datetime import timedelta
import os

### The steps to create this secret key can be found at: https://
docs.aws.amazon.com/mwaa/latest/userguide/connections-secrets-manager.html
sm_secretId_name = 'airflow/connections/myconn'

default_args = {
'owner': 'airflow',
'start_date': days_ago(1),
'depends_on_past': False

### Gets the secret myconn from Secrets Manager

def read_from_aws_sm_fn(**kwargs):
### set up Secrets Manager
hook = AwsBaseHook(client_type='secretsmanager')
client = hook.get_client_type(region_name='us-east-1")
response = client.get_secret_value(SecretId=sm_secretId_name)
myConnSecretString = response["SecretString"]

return myConnSecretString

### 'os.path.basename(__file_ ).replace(".py", "")' uses the file name secrets-

manager.py for a DAG ID of secrets-manager

with DAG(
dag_id=os.path.basename(__file__).replace(".py", ""),
default_args=default_args,
dagrun_timeout=timedelta(hours=2),
start_date=days_ago(1l),
schedule_interval=None

) as dag:

write_all_to_aws_sm = PythonOperator(

task_id="read_from_aws_sm",
python_callable=read_from_aws_sm_fn,
provide_context=True
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BETRMAA?

s ET RN REIHRH DAG KB L& E| Amazon S3 @M dags XHXR |, BESH FINLEH
DAG.

£ Oracle 8|2 BE X IEH

LT RO B S EER A Oracle 1 Amazon MWAA SIZ B EXEHNSE , ZE4 LS
plugins.zip X EM B E X BEHRN —# G XHHEER,

B %

- BRE

. BREFH

- RIR

- BR

« KRG

- BIBBENEY
o TFEREIN
- BEXEH
* Plugins.zip

« Airflow B E &

- BETREATL?

[N

A LATE Python 3.10 AT LB RIS Apache Airflow v2 —#2ff , 1£ Python 3.11 5
Apache Airflow v3 —#2f# .,

FRFAF
BEAERLHRARE  EREATAS :

« Amazon MWAA fiE,

s ANEZHAEMBELRS. CRITICAL HfE E—ZoHH THELEBEIZFEK. BX Amazon MWAA
HERBLRNAEEBEENEZELR |, 55 H the section called “iF 8] Airflow HE”,
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R
7 % EL At AR PRED 7] 578 A 7T _E B9 R Tl
=R

BHERAAR L RGAHE  BFUTHRBIUMNZE requirements.txt, ETHREZEE |, HSH
Z % Python K1,

-c https://raw.githubusercontent.com/apache/airflow/constraints-2.0.2/
constraints-3.7.txt

cx_Oracle

apache-airflow-providers-oracle

R Bl
LR SR A2 A F 0 B E X E4HH DAG R83,
1. EGTSERTRET , $MEF6# DAG RIBME =, flu :

cd dags

2. EFUTRERFNANE , HEXMSEFEN oracle.py.

from airflow import DAG

from airflow.operators.python_operator import PythonOperator
from airflow.utils.dates import days_ago

import os

import cx_Oracle

DAG_ID = os.path.basename(__file_ ).replace(".py", "")

def testHook(**kwargs):
cx_Oracle.init_oracle_client()
version = cx_Oracle.clientversion()
print("cx_Oracle.clientversion", version)
return version

with DAG(dag_id=DAG_ID, schedule_interval=None, catchup=False,
start_date=days_ago(1l)) as dag:
hook_test = PythonOperatoxr(
task_id="hook_test",
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python_callable=testHook,
provide_context=True

B2 B EEHF
AT NAMA FEREBI, 212 B E aEHH plugins.zipo
T 2 A I

Amazon MWAA &3 plugins.zip B REEE Amazon MWAA T RIFEFF TELERS LW /
usr/local/airflow/plugins. XA FTRAMERFIM-HAFXH. UTTRNMENFAAEEENE
BT R 3

B EL Amazon Linux B85

1. EHSRRAT , 2E Amazon Linux REEE&EH/ , RAGEAMIZTIZAEE., Hl

docker pull amazonlinux
docker run -it amazonlinux:latest /bin/bash

ORI EAAA bash i H1T. #lu :
bash-4.2#

2. RE Linux RERZ 1/0 TE (libaio) ,

yum -y install libaio

3. BERUBOARBITARSUHEESRER, RIMTEERBES AT XM : 1ibes/
libaio.so.1l, 1ib64/libaio.s0.1.0.0, 1ib64/libaio.so0.1.0.1,

THEFRXHR
1. EXRMLZREERSE. HlM:

sudo yum install unzip

2. #J# oracle_plugin B . flin :
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mkdir oracle_plugin
cd oracle_plugin

3. FEALT curl S5 BMEA T Linux x86-64 ( 64 12 ) By Oracle Bl & Fim F 8 # T instantclient-
basic-linux.x64-18.5.0.0.0dbru.zip,

curl https://download.oracle.com/otn_software/linux/instantclient/185000/
instantclient-basic-1linux.x64-18.5.0.0.0dbru.zip > client.zip

4. fRIESE client.zip X4, #lm :

unzip *.zip

M Docker FIZEL 4

1. EFHSBTRRETT , E7-HET Docker B85 ID, flf0 :

docker container 1ls

BERIFULUREFIERSERE ID, #iin

debc16fd6970

2. Tt oracle_plugin B&¥ , ¥ 1ib64/libaio.so.1. 1ib64/
libaio.s0.1.0.0, 1ib64/libaio.so0.1.0.1 XHMELEE|AH instantclient_18_5
XHxk, Bl -

docker cp debcl6fd6970:/1ib64/libaio.so.1 instantclient_18_5/
docker cp debcl6fd6970:/1ib64/1ibaio.s0.1.0.0 instantclient_18_5/
docker cp debcl6fd6970:/1ib64/libaio.so0.1.0.1 instantclient_18_5/

BE XAt

Apache Airflow £ B I BHHITIBEA X HRFH Python XHRB. XA FIREFMEIIFMETE, UT
SB|NA T L BEEHFNRHIE,

- EHUTRBRANKNE , HEAXRMSEN env_var_plugin_oracle.py.
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from airflow.plugins_manager import AirflowPlugin
import os

os.environ["LD_LIBRARY_PATH"]="'/usr/local/airflow/plugins/instantclient_18_5"
os.environ["DPI_DEBUG_LEVEL"]1="64"

class EnvVarPlugin(AirflowPlugin):
name = 'env_var_plugin'
Plugins.zip

UTHRUEAMAEIE plugins. zip, WRHAINABAIUSHEHMABEEN Z#FX4EH B £
plugins.zip X#H,

K@t B RPNAR,

1. ETDTERREHR , Mm% oracle_plugin B, fl0 :

cd oracle_plugin

2. ¥ instantclient_18_5 BHXE4E% plugins.zip A, a0 :
zip -r ../plugins.zip ./
NSRRI FEER

oracle_plugin$ 1s
client.zip instantclient_18_5

3. BKRiZ client.zip X#. i :

rm client.zip

E4& env_var_plugin_oracle.py 34

1. ¥ env_var_plugin_oracle.py X7 ME plugins.zip XHEIIR B F. Hl0 :
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zip plugins.zip env_var_plugin_oracle.py

2. plugins.zip METEUTHE :

env_var_plugin_oracle.py
instantclient_18_5/

Airflow Bt & ix 1

WMREEA R Apache Airflow v2 , &% 10 core.lazy_load_plugins : False J§ Apache
Airflow BEBET, BETHEZER , FSM 2 P ERA R EETNEE .

BT RMAAL?

o ETRIAGAREIFH requirements. txt X E4EF| Amazon S3 @ |, BS I %
Python i1,

- BT HBUNMAGARAIFH DAG K58 £ %) Amazon S3 F# M dags XX |, BS R RN EH
DAG.

o BT RUMGAREIFRH plugins. zip X E4EF Amazon S3 F#E , BSH ZEEE LR
.

£ Amazon MWAA EF K DAG BT X

BINER T , Apache Airflow FE B FTIRE ( DAG ) ZHEE UTC+0 A, UTHBRER T WA A
Pendulum X Amazon MWAA 12T DAG FREMIET X, HE , AEERNMCIE B ENEHXRE
IR EH Apache Airflow BEHIBX,

&

-« BE

- EREH

- RR

- BIEFEAUER Airflow BHEFH X

 BIE plugins.zip

. REBRH

Airflow B & %5 296
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- BETREAL?

[N

FZF LAFE Python 3.10 AT LRI RHIS Apache Airflow v2 —i2fEH , 1 Python 3.11 5
Apache Airflow v3 —{ 2,

FORFAF
BEAARLHRARE  EEEATAS :

« Amazon MWAA IRiE,

PR
FEE N PREN A 5 AR T AR TB R,
BIZIFHLLEX Airflow BEFRIEX

Apache Airflow £ /33181217 plugins B FHH Python X, RN TEYE , BOULUBERITERF
ARt X |, ZEt X 218K Apache Airflow EA A EHI B X,

1. BIEE RN plugins WERHSMEIHH, Hlm :

$ mkdir plugins
$ cd plugins

2. EFUTRERFNANE , AFHA#SFH dag-timezone-plugin.py , &REFFE plugins
MR,

import time
import os

os.environ['TZ'] = 'America/Los_Angeles'
time.tzset()

3. fE plugins BRABIERZ RN __init__.py BIZ Python X4, plugins BZRRBELUTFUTHR
Ao

plugins/
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|-- __init__.py
| -- dag-timezone-plugin.py

#1% plugins.zip

LT SREAUMAEIE plugins. zip. WRHGINAR TG H MR =3 6 X4HSKEN
plugins.zip X#.

1. ESFRRET , $MB E—%$ 8 plugins B . #l0 :

cd plugins

2. FABRESHE plugins BEH,

zip -xr ../plugins.zip ./

3. ¥ plugins.zip E{£% S3 1764,

aws s3 cp plugins.zip s3://your-mwaa-bucket/

(BRI

EF N DAG ETHRIAREX (UTC+0 ) , BATHEA -8R Pendulum B9F |, X2 —1MATAER
X2 B HetiE 8y Python B,

1. ESTRRANT , SMEE# DAG B F. fim :

cd dags

2. SEHUTROIMABHSEN tz-aware-dag.py,

from airflow import DAG

from airflow.operators.bash_operator import BashOperator
from datetime import datetime, timedelta

# Import the Pendulum library.

import pendulum

# Instantiate Pendulum and set your timezone.
local_tz = pendulum.timezone("America/Los_Angeles")
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with DAG(
dag_id = "tz_test",
schedule_interval="0 12 * * *",
catchup=False,
start_date=datetime(2022, 1, 1, tzinfo=local_tz)
) as dag:
bash_operator_task = BashOperatoxr(
task_id="tz_aware_task",
dag=dag,
bash_command="date"

3. EB1TBT AWS CLI a5 =¥ DAG EHIZIIMENZ64E , AABEA Apache Airflow Ul it & DAG,

aws s3 cp your-dag.py s3://your-environment-bucket/dags/

4. MBI, BFFREELTFE tz_test DAG HH) tz_aware_task HESHEFRHUTRE :

[2022-08-01, 12:00:00 PDT] {{subprocess.py:74}} INFO
c', 'date']

[2022-08-01, 12:00:00 PDT] {{subprocess.py:85}} INFO
[2022-08-01, 12:00:00 PDT] {{subprocess.py:89}} INFO
[2022-08-01, 12:00:00 PDT] {{subprocess.py:93}} INFO
code 0

[2022-08-01, 12:00:00 PDT] {{taskinstance.py:1280}} INFO - Marking task as

SUCCESS. dag_id=tz_test, task_id=tz_aware_task, execution_date=20220801T190033,
start_date=20220801T190035, end_date=20220801T190035

[2022-08-01, 12:00:00 PDT] {{local_task_job.py:154}} INFO - Task exited with return
code 0

[2022-08-01, 12:00:00 PDT] {{local_task_job.py:264}} INFO - @ downstream tasks
scheduled from follow-on schedule check

Running command: ['bash', '-

Output:
Mon Aug 1 12:00:00 PDT 2022
Command exited with return

BETRMEAA?

o BT RIMGARREARH plugins. zip X L& F Amazon S3 F#E , BSH ZEEE LR
.
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¥ CodeArtifact & k&

MREEA CodeArtifact k&% Python &#iI , M| Amazon MWAA ZEEERNTE. ER
¥ Amazon MWAA #£i21TR115 8] CodeArtifact TE4EE |, BRI UERA S A HFERASERIRE
PIP_EXTRA_INDEX_URL,

LUTEBNBMAGNEBIIEA | ZBIARFER get_authorization_token CodeArtifact APl ##4E
EBRAERHLETNRET T,

£33

¢ A

© RREM
+ BR

. RETH

- BTRBATL?

TN

A LATE Python 3.10 AT LB RIS Apache Airflow v2 —i#2ff , 1£ Python 3.11 5
Apache Airflow v3 —#2# A,

FRFZAM
EEAFA LY THIRG , EEEUTHE :

« Amazon MWAA IfiE,
« CodeArtifact Ff&E , AT F#FEN AN,

PR

ERIET CodeArtifact S H L RE A Amazon S3 , Amazon MWAA I ITEBMSMER L TNR.

« 3% codeartifact:GetAuthorizationToken & F Amazon MWAA M CodeArtifact 16 &
ok, UTRBEANEBENEA CodeArtifact IH1% TR, &7 LUET & HE & F W R IRE H X
& BB BINE T R A 3R 3 — H R #IX Fr a3 17 149 o

EiZ1TH RIF AWS CodeArtifact 55 h& 300
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"Effect": "Allow",
"Action": "codeartifact:GetAuthorizationToken",
"Resource": "arn:aws:codeartifact:us-west-2:*:domain/*"

« iZ sts:GetServiceBearerToken &4ER A CodeArtifact GetAuthorizationToken API ##

P o6

VRERZSHE., ESREFE2EERES CodeArtifact ZFREBRSFER , MENRITABXA RN
sts:GetServiceBearerToken , MILA TR EBRRS,

(¥

"Sid": "AllowServiceBearerToken",
"Effect": "Allow",

"Action": "sts:GetServiceBearerToken",
"Resource": "*"

=~

LT SRER T a{a 612 B T E#H CodeArtifact T HY E 3N IAS,

1. EHUATRBRANAS , HEAXMEFRN code_artifact_startup_script.sh.

#!/bin/sh

# Startup script for MWAA, refer to https://docs.aws.amazon.com/mwaa/latest/
userguide/using-startup-script.html

set -eu

# setup code artifact endpoint and token

# https://pip.pypa.io/en/stable/cli/pip_install/#cmdoption-0

# https://docs.aws.amazon.com/mwaa/latest/userquide/samples-code-artifact.html

DOMAIN="amazon"

DOMAIN_OWNER="112233445566"

REGION="us-west-2"

REPO_NAME="MyRepo"

echo "Getting token for CodeArtifact with args: --domain $DOMAIN --region $REGION
--domain-owner $DOMAIN_OWNER"

Vo WWRIEIREI -1\ , FEGREFIEESR (1M pip ) 5 CodeArtifact B & £ AT ,

R RB
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TOKEN=$(aws codeartifact get-authorization-token --domain $DOMAIN --region $REGION
--domain-owner $DOMAIN_OWNER | jq -r '.authorizationToken')

echo "Setting Pip env var for '--index-url' to point to CodeArtifact"

export PIP_EXTRA_INDEX_URL="https://aws:$TOKEN@$DOMAIN-

$DOMAIN_OWNER.d.codeartifact.$REGION.amazonaws.com/pypi/$REPO_NAME/simple/"

echo "CodeArtifact startup setup complete"

2. SMERFZMANHFR, EFRTEDRER cp FHA LEDFEE, AENEEER

amzn-s3-demo-bucket,

aws s3 cp code_artifact_startup_script.sh s3://amzn-s3-demo-bucket/
code_artifact_startup_script.sh

WA , Amazon S3 £ HIZN R URL B -

upload: ./code_artifact_startup_script.sh to s3://amzn-s3-demo-bucket/
code_artifact_startup_script.sh

HERMAE  MRERER IR ERFETHA,

BT RMAAL?

- ETHRWNAERABIIMABRENTE | 1§55 the section called “fE A B HIZA",

o B T7BRIMAFAREIPE DAG K18 L4235 Amazon S3 F# B/ dags XX |, FSE RIS EH
DAG.

o BTYBMMNFARHIEH plugins.zip X L% Amazon S3 EfME |, BSR ZEEENE
#.

\

{# FH Apache Hive #1 Hadoop €12 B E X i #

Amazon MWAA ¥ plugins.zip AR REE /usr/local/airflow/plugins. XA LAARM
BERPRM-BFEIXH. B, Apache Airflow &7EBBIATHIT plugins XX FH Python X4
NE , EEREBRENBSCMETE, UT RO 5|SEERE Amazon MWAA SREFRER Apache
Hive 1 Hadoop BIEZBEEHNLSR , ZRHFIUASHMGBEE a4 N—#EIXHEAEER,

F
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< EREH
- KR

- BX

« TEKBI
- BEXEH
* Plugins.zip
« KIBRH

 Airflow B & %I
o BETRRMMHAA?

[N

A LATE Python 3.10 AR TT L8RI5 Apache Airflow v2 —&fF A , 7 Python 3.11 B &
Apache Airflow v3 —iE .

FRF M

EEAATERARARE  BFEUATRE

« Amazon MWAA IfiE,

R
TR H MR REN A A AT LA RHA,
=R

EFAAT LN REARE | ENUATHRBIURNE requirements.txt, ETHEZEL | ESH
Z %% Python K Hi1,

-c https://raw.githubusercontent.com/apache/airflow/constraints-2.0.2/
constraints-3.7.txt
apache-airflow-providers-amazon[apache.hive]
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T BRI

Amazon MWAA £3¥F plugins.zip B A A IRIE 1 Amazon MWAA itXIBF M TELERS LN /
usr/local/airflow/plugins. XA TFRAMERRFIM-HAFXH, UTTRNMENFAEAEEENE
BT BN S

1. ERTRRET , SMAECIREANE R, Hlm .

cd plugins

2. MEHHTE Hadoop , a0

wget https://downloads.apache.org/hadoop/common/hadoop-3.3.0/hadoop-3.3.0.tar.gz

3. MEBEH TR Hive , fim :

wget https://downloads.apache.org/hive/hive-3.1.2/apache-hive-3.1.2-bin.tar.gz

4. QBB . flm:

mkdir hive_plugin

5. Hadoop #&HL,

tar -xvzf hadoop-3.3.0.tar.gz -C hive_plugin

6. Hive £EL

tar -xvzf apache-hive-3.1.2-bin.tar.gz -C hive_plugin

BE XA

Apache Airflow FF1E /2 BT XHFRFH Python XHEAR. XATREMEHAELTE, AT
S|ANABT B ELFEHR RO,

1. ESHFTREREYD , $M% hive_plugin B, #if0 ;

cd hive_plugin

2. EFIUTRERFIBAR , HE hive_plugin BZRFFEAR## S ERN hive_plugin.py.
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from airflow.plugins_manager import AirflowPlugin
import os

os.
os.
os.
os.
.environ["PATH"] = os.getenv("PATH") + ":/usr/local/airflow/plugins/

os

environ["JAVA_HOME"]="/usr/lib/jvm/jre"
environ["HADOOP_HOME"]="'/usr/local/airflow/plugins/hadoop-3.3.0"
environ["HADOOP_CONF_DIR"]="'/usr/local/airflow/plugins/hadoop-3.3.0/etc/hadoop"’
environ["HIVE_HOME"]="'/usr/local/airflow/plugins/apache-hive-3.1.2-bin'

hadoop-3.3.0:/usr/local/airflow/plugins/apache-hive-3.1.2-bin/bin:/usr/local/
airflow/plugins/apache-hive-3.1.2-bin/1ib"

Oos.

environ["CLASSPATH"] = os.getenv("CLASSPATH") + ":/usr/local/airflow/plugins/

apache-hive-3.1.2-bin/1ib"
class EnvVarPlugin(AirflowPlugin):

name = 'hive_plugin'

3. EHUTXARNAZR , HE hive_plugin BFRHFEA#EFNR .airflowignore,

hadoop-3.3.0
apache-hive-3.1.2-bin

Plugins.zip

UTHSBREANAEIR plugins. zip, WRHAINABATASHEMBEHEN—#FIX4HER —D
plugins.zip X#.

1. ET@SERRET , SMB E—FFM hive_plugin B, #lm :

cd

hive_plugin

2. FAREMRE plugins XHFFXH,

zip -r ../hive_plugin.zip ./

BRI

LT ZRAB 12 A TN 8 ESEHR DAG K18,

1. EWTRRINT , SMEF# DAG KRB E F. Hlm

Plugins.zip
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cd dags

2. EHILTRBREANAT , AERESEN hive.py,

from airflow import DAG
from airflow.operators.bash_operator import BashOperator
from airflow.utils.dates import days_ago

with DAG(dag_id="hive_test_dag", schedule_interval=None, catchup=False,
start_date=days_ago(1)) as dag:
hive_test = BashOperatoxr(
task_id="hive_test",
bash_command="'hive --help'

Airflow B¢ &% In

WMREEAE R Apache Airflow v2 , &% 10 core.lazy_load_plugins : False J§ Apache
Airflow BLE1ET, ETHESZER , H2H 2 PN EAREETNEE .

BTRMATA?

« BETHENMAGARHIEH requirements. txt X# L& 2] Amazon S3 1 |, BS 1 &%
Python ﬁ(?\ﬁlﬁo

. ETHIMIATHIRN DAG K& L4 Amazon S3 Z#BH dags YK | HSH FNRER
DAG,

. ETHIOANATRHIBE plugins. zip X £ B Amazon S3 MM , BEH TEAEE
#e

A Apache Airflow PythonVirtualenvOperator 812 B E @4

AT R HBIB8 7 @£ Amazon Managed Workflows for Apache Airflow £ 8 B & SUE#A1E4b
Apache Airflow PythonVirtualenvOperator,
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- KREH

- KR

- BEEH RO
* Plugins.zip

« KB RHE

« Airflow B & %I
o FETRRMITA?

[N

&7 LAE Python 3.10 F§ATT LR EB R HI5 Apache Airflow v2 —f M , 1€ Python 3.11 5
Apache Airflow v3 —#2f# .,

TERFAF
BEAERLHRARE  EBEUATAS :

« Amazon MWAA ¥R3E,

R
T B LA AR PRED T G A AR T _E B9 RAB Rl
=X

BHERAAR L RGAHE , BFUTHRBIUSNZE requirements.txt, ETHREZEE , BTSSR
Z % Python K1,

virtualenv

B E A R AR

Apache Airflow JF1£ BB B R ITIEH XK FH Python XHAR. WEHFESHTERHENINEN
PythonVirtualenvOperator , 25 Amazon MWAA &, UTSHSBRERT LB E EHHN R
N
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RAriEmE

1.

2.

EGSRIET , SMB -2 8 plugins B . Hli0 :

cd plugins

SHUTRBRAINNE , AEAMSHFR virtual_python_plugin.py,

Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.

Permission is hereby granted, free of charge, to any person obtaining a copy of
this software and associated documentation files (the "Software"), to deal in
the Software without restriction, including without limitation the rights to
use, copy, modify, merge, publish, distribute, sublicense, and/or sell copies of
the Software, and to permit persons to whom the Software is furnished to do so.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS
FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR
COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER
IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN
CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

from airflow.plugins_manager import AirflowPlugin

import airflow.utils.python_virtualenv

from typing import List

def _generate_virtualenv_cmd(tmp_dir: str, python_bin: str, system_site_packages:

bool) -> List[str]:
cmd = ['python3', '/usr/local/airflow/.local/lib/python3.7/site-packages/
virtualenv', tmp_dir]
if system_site_packages:
cmd.append('--system-site-packages')
if python_bin is not None:
cmd.append(f'--python={python_bin}")
return cmd

airflow.utils.python_virtualenv._generate_virtualenv_cmd=_generate_virtualenv_cmd

class VirtualPythonPlugin(AirflowPlugin):
name = 'virtual_python_plugin'

ERBE e
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RAriEmE

Plugins.zip

TR SRIEAMAEIZE plugins. zipo

1. EHFTRIET , SMB -2+ EE virtual_python_plugin.py BB F. 0
cd plugins

2. MABEHE plugins XHXF,
zip plugins.zip virtual_python_plugin.py

KB RHI

LTEZRNA T A2 B E LFEAH DAG K8,

1. E@SRRFET , $HElFHE DAG KB HE R, fl :
cd dags

2. EHUTRBREAINANE , HEARMEERN virtualenv_test.py,

Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.

Permission is hereby granted, free of charge, to any person obtaining a copy of
this software and associated documentation files (the "Software"), to deal in
the Software without restriction, including without limitation the rights to
use, copy, modify, merge, publish, distribute, sublicense, and/or sell copies of
the Software, and to permit persons to whom the Software is furnished to do so.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS
FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR
COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER
IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN
CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

from airflow import DAG

from airflow.operators.python import PythonVirtualenvOperator

from airflow.utils.dates import days_ago

Plugins.zip

309



Amazon Managed Workflows for Apache Airflow ArfEm

import os
os.environ["PATH"] = os.getenv("PATH") + ":/usr/local/airflow/.local/bin"

def virtualenv_fn():
import boto3
print("boto3 version ",boto3._ version__)

with DAG(dag_id="virtualenv_test", schedule_interval=None, catchup=False,
start_date=days_ago(l)) as dag:
virtualenv_task = PythonVirtualenvOperator(
task_id="virtualenv_task",
python_callable=virtualenv_fn,
requirements=["boto3>=1.17.43"],
system_site_packages=False,
dag=dag,

Airflow i & 1% In

mREEHE R Apache Airflow v2 , i1 core.lazy_load_plugins : False J§ Apache
Aifflow BLBiET, ETHESELR , B2 H 2 P EAREETNEE 4

BTRMEATA?

- BETHENMAGARHEH requirements. txt X# E4£ 2| Amazon S3 1 |, BS 1 &%
Python AR o

« BT RUNMSGARAEIFH DAG 5B £ 2] Amazon S3 F#EH dags XX | BS R RN EH
DAG.

o ETRBRUMGAREIFRH plugins. zip X E4EF Amazon S3 F#ME , ESH ZEEENR
.

{5/ Lambda DAGs &3 1718 H

AR RBIER AWS Lambda BERIRER Apache Airflow CLI & H7E Amazon MWAA 145 /i B
BEFTIHRE (DAG)

£}
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UGS
- BREH

* Permissions
o KFIN
. REBRHI

[N

&R LATE Python 3.10 AT L8 RIS Apache Airflow v2 —#26F , 1 Python 3.11 5
Apache Airflow v3 —#2f# .,

FRFAM
EEARRBRA , BYR :

« 5/ Amazon MWAA FRE /N H R K15 R E R .
- EAREHH Python i21THI 812 — Lambda B %,

(® Note
IR Lambda BEEA Amazon MWAA B4 F R — VPC &, NI A AEFAE ML £
FEALLAB, N TFAREE , Lambda BEWINITABEEIRESEA Amazon Elastic
Compute Cloud ( Amazon EC2 ) CreateNetworkinterface AP| I2{ERIIN PR, &0 LAfEFE
AWSLambdaVPCAccessExecutionRole AWS-managed =R E&I2 i L ABR

Permissions

EFERAAT LB TRE] , Amazon MWAA SRERNITRAEEEZHRINRBRE A 8EHNIT
airflow:CreateCliToken &4, EAILAEA AmazonMWAAAirflowCliAccess AWS-managed
REER AL AR -

JSON

"Version":"2012-10-17",
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"Statement": [

{
"Effect": "Allow",
"Action": [
"airflow:CreateCliToken"
]I
"Resource": "*"
}

BREZEER |, ES®@Apache Airflow CLI BIZ : AmazonMWAAAIrflowCliAccess.

K I

E 7 Apache Airflow v2 fIE SRAREA LR RG] , TEM KBTI, A Faws-mwaa-docker-
images& % Apache Airflow,

4 =6

1. 37 AWS Lambda ##|& , Pt https://console.aws.amazon.com/lambdal/,
2. M Functions 5|5k #1%#¥ Lambda B .
3. EE#HNEL, EFUTRBHARUTRBERNTREN

* YOUR_ENVIRONMENT_NAME — Amazon MWAA B & .
« YOUR_DAG_NAME - #Z48 @ A/ DAG & .

import boto3

import http.client

import baseb4

import ast

mwaa_env_name = 'YOUR_ENVIRONMENT_NAME'
dag_name = 'YOUR_DAG_NAME'
mwaa_cli_command = 'dags trigger'

client = boto3.client('mwaa')

def lambda_handler(event, context):
# get web token

R
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mwaa_cli_token = client.create_cli_token(
Name=mwaa_env_name

)

conn = http.client.HTTPSConnection(mwaa_cli_token['WebServerHostname'])
payload = mwaa_cli_command + " " + dag_name
headers = {
'Authorization': 'Bearer ' + mwaa_cli_token['CliToken'],
'Content-Type': 'text/plain'
}

conn.request("POST", "/aws_mwaa/cli", payload, headers)
res = conn.getresponse()

data = res.read()

dict_str = data.decode("UTF-8")

mydata = ast.literal_eval(dict_str)

return base64.b64decode(mydatal'stdout'])

4. EEIE,

5. &M |, £/ Lambda 254 AR

6. ERiF Lambda 2B KINAA T DAG , EEA Amazon MWAA 12&] & S EIFRER Apache
Airflow Ul R E , AEHMITUTHRAE .

a. HiIZDAGsTH L , E5I&kF & EEHHT B 5 DAG DAGs.

b. HELXEITT , EBERH DAG ETHNER, W EAENEEEMIFRESD invoke_dag B
BRFTES A1 B 3F % L

c. HILHMEST , RELRETRERM,

DAGs EAEH Amazon MWAA I53E d1iF A

LR RBRABIBIET —1 Apache Airflow CLI T, ARG , ZRBEHR—1 Amazon MWAA FREHH
BEREHE ( DAG ) £ % — Amazon MWAA PHEFIE A DAG,

AN

EB
o FRA
FREF M

* Permissions
AR
AR5 =Bl

DAGs R R EH A 313
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[N

&7 LATE Python 3.10 AT LR EB R HI5 Apache Airflow v2 —&E M , 1 Python 3.11 F &
Apache Airflow v3 —#2{F .

FRF M

BEFEALXT ELRBERS , EFBUATARE

« MNEBLEME Web BRSE5HBIBRA Amazon MWAA 335 |, BIEEHEIHNIRE,
- &% B#RIRER Amazon Simple Storage Service ( Amazon S3 ) #&# R DAG,

Permissions

EFEALXT ENRERA , FREHNITHBLAEFCE Apache Airflow CLI TR, & 7T LK
B AWS-managed K BAmazonMWAAAirflowCliAccessKIBFILINR,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"airflow:CreateCliToken"
1,
"Resource": "*"
}
]
}

BXEZEER |, S HApache Airflow CLI BIZR : AmazonMWAAAIrflowCliAccess,
R L I

E 7 Apache Airflow v2 fIESRAREA LRI RG] , TEM KBTI, A Faws-mwaa-docker-
images%& % Apache Airflow.
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KB Rl

LT RBRORREELMIMRHER DAG £5 —MNEHIEA DAG,

1. EENKE , S EF# DAG RIBAYE R, Hif0 .
cd dags
2. EFUTROINABRHAMSEN invoke_dag.py. AZBCHWEERBRUTE,

 your-new-environment-name— ZEiE A DAG 1B —MNAEH B Mo

 your-target-dag-id— £ZEFA DAG W5 —MNIREHRY DAG ID,

from airflow.decorators import dag, task
import boto3

from datetime import datetime, timedelta
import os, requests

DAG_ID = os.path.basename(__file_ ).replace(".py", "")

@task()
def invoke_dag_task(**kwargs):
client = boto3.client('mwaa')
token = client.create_cli_token(Name='your-new-environment-name"')
url = f"https://{token['WebServerHostname']}/aws_mwaa/cli"
body = 'dags trigger your-target-dag-id'
headers = {
'Authorization' : 'Bearer ' + token['CliToken'],
'Content-Type': 'text/plain'
}

requests.post(url, data=body, headers=headers)

@dag(
dag_id=DAG_ID,
schedule_interval=None,
start_date=datetime(2022, 1, 1),
dagrun_timeout=timedelta(minutes=60),
catchup=False
)

def invoke_dag():
t = invoke_dag_task()
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invoke_dag_test = invoke_dag()

3. B1TELT AWS CLI i & DAG EFIZM BN F#E , AABBEA Apache Airflow A F R Ef A
DAG,

aws s3 cp your-dag.py s3://your-environment-bucket/dags/

4. IR DAG RIhizfT , B EERLTF invoke_dag_task WESHEFRFHUT AR R H,

[2022-01-01, 12:00:00 PDT] {{python.py:1523}} INFO - Done. Returned value was: None
[2022-01-01, 12:00:00 PDT] {{taskinstance.py:1280}} INFO - Marking task as SUCCESS.
dag_id=invoke_dag, task_id=invoke_dag_task, execution_date=20220101T120000,
start_date=20220101T120000, end_date=20220101T120000

[2022-01-01, 12:00:00 PDT] {{local_task_job.py:154}} INFO - Task exited with return
code 0

[2022-01-01, 12:00:00 PDT] {{local_task_job.py:264}} INFO - @ downstream tasks
scheduled from follow-on schedule check

EWIE DAG RBCRBEA , ESMIFARIEN Apache Airflow Ul , SRIEMITATEE

a. HiZDAGsWH L , EFI&RP X EERH B #5 DAG DAGs,

b. TELXZEITT , EEGRH DAG ETHRTRIB. LertEBRNSEEMIRER invoke_dag B9
B TR R B IEE T,

c. THIREHEST K RELXEITREKI,

¥& Amazon RDS for Microsoft SQL Server & Amazon MWAA —i2
ks

BAILABE A Amazon MWAA 3E#2 %] RDS for SQL Server, AT RBIKEBER Amazon Managed
Workflows for Apache Airflow ¥ # DAG iE3#ZE| Amazon RDS for Microsoft SQL Server FEH £
RITER,

£

.

. SEREMH

« Apache Airflow v2 &2

Amazon RDS fR%5 88 316
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- KERH
o ETRMHAL?

[N

&7 LAE Python 3.10 FEATT LR EB R HI5 Apache Airflow v2 —f M , £ Python 3.11 F 5
Apache Airflow v3 —#2f# A,

FRFAF
BEAAT LW ROIRSG , EEEUATHE :

« Amazon MWAA R3E,
« Amazon MWAA H1 RDS for SQL Server & —“* Amazon VPC/Liz1T
« Amazon MWAA FRSFEEH VPC L2 HB BB U TEE !
« Amazon MWAA Z£ A H X Amazon RDS 1433 FF Km0 89 A 51
- HERM Amazon MWAA Z| RDS FF ki 0 1433 9 H b0

« RDS for SQL Server K Apache Airflow EER R T £ 2 i FZH 812 Amazon RDS SQL ARS 25
BEENENSR. wO, ARBMEB,

1K F L

EFAARTHNREMRE , BEUATRBTUSNE requirements.txt. ETHMELELR , BSH
Z ¥ Python K HiIN,

apache-airflow-providers-microsoft-mssql==1.0.1
apache-airflow-providers-odbc==1.0.1
pymssql==2.2.1

Apache Airflow v2 i£1%

MR IETE Apache Airflow v2 F{ERIER , FHER Airflow EENRITEUTREX :

1. &E# ID : mssql_default
2. EEER : Amazon Web Services

3. =4l : YOUR_DB_HOST
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4. ¥ -
5. &% . EEBR
6. L
7. WO : 1433
8. HfhnRHEIN :
K15 =Bl
1. EWTRTET , SMEF6# DAG RIBWE F. Hlun
cd dags
2. EFUTRERFNAER , HEFRMMSEN sql-server.pyo

Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.

Permission is hereby granted, free of charge, to any person obtaining a copy of
this software and associated documentation files (the "Software"), to deal in
the Software without restriction, including without limitation the rights to
use, copy, modify, merge, publish, distribute, sublicense, and/or sell copies of
the Software, and to permit persons to whom the Software is furnished to do so.
THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS
FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR
COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER
IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN
CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.
import pymssql

import logging

import sys

from airflow import DAG

from datetime import datetime

from airflow.operators.mssql_operator import MsSqlOperator

from airflow.operators.python_operator import PythonOperator

default_args = {

'owner': 'aws',
'depends_on_past': False,
'start_date': datetime(2019, 2, 20),
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'provide_context': True

dag = DAG(
'mssql_conn_example', default_args=default_args, schedule_interval=None)

drop_db = MsSqglOperator(
task_id="drop_db",
sql="DROP DATABASE IF EXISTS testdb;",
mssql_conn_id="mssql_default",
autocommit=True,
dag=dag

create_db = MsSqlOperatoxr(
task_id="create_db",
sql="create database testdb;",
mssql_conn_id="mssql_default",
autocommit=True,
dag=dag

create_table = MsSqglOperator(
task_id="create_table",
sql="CREATE TABLE testdb.dbo.pet (name VARCHAR(20), owner VARCHAR(20));",
mssql_conn_id="mssql_default",
autocommit=True,
dag=dag

insert_into_table = MsSqglOperator(
task_id="insert_into_table",
sql="INSERT INTO testdb.dbo.pet VALUES ('Olaf', 'Disney');",
mssql_conn_id="mssql_default",
autocommit=True,
dag=dag

def select_pet(**kwargs):
try:
conn = pymssql.connect(
server='sampledb.<xxxxxx>.<region>.rds.amazonaws.com',
user="'admin',
password='<yoursupersecretpassword>',
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database="testdb'
)

# Create a cursor from the connection

cursor = conn.cursor()

cursor.execute("SELECT * from testdb.dbo.pet")
row = cursor.fetchone()

if row:
print(row)
except:
logging.error("Error when creating pymssql database connection: %s",
sys.exc_info()[0])

select_query = PythonOperator(
task_id='select_query',
python_callable=select_pet,
dag=dag,

)

drop_db >> create_db >> create_table >> insert_into_table >> select_query

BT RMAL?

s BETHRUOMGARAFHN requirements. txt X4 L& 2| Amazon S3 F#4 , HSH 1%
Python ¥,

« BT BIAFFARAIP R DAG K18 L2 3] Amazon S3 F&WERY dags XK |, FSH RIS ER
DAG.

o XERGIBAFEAM pymssql IR R B,

« 1£ {Apache Airflow ZZ158) HFM T EIAEA mssql_operator ZE4FEHR Microsoft SQL ¥#E
FEFHIT SQL K18,

£ Amazon MWAA 5 Amazon EKS — 2 i F
LATF RBIER T 204A4F Amazon MWAA 5 Amazon EKS —#& A,
EB;

- RE
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https://pymssql.readthedocs.io/en/stable/pymssql_examples.html
https://airflow.apache.org/docs/apache-airflow/1.10.12/_api/airflow/operators/mssql_operator/index.html?highlight=mssqloperator#airflow.operators.mssql_operator.MsSqlOperator

Amazon Managed Workflows for Apache Airflow ArfEm

- EREM

- Bl Amazon EC2 N B4

- HIEEH

« 812 mwaa BB ZEE

« A mwaa BRZEHGEAE

. SIZEH M Amazon EKS £8HK IAM A&
+ BIE requirements.txt X4

« 7 Amazon EKS 813 5 17 B 5

« B2 kubeconfig

- Bl DAG

¥ DAG # kube_config.yaml 7 11%] Amazon S3 FE#E S

- BRAAAMETRH

B

A LATE Python 3.10 AR TT L8RI5 Apache Airflow v2 —&fF A , 7 Python 3.11 B &
Apache Airflow v3 —iE .

FRF M

BEEAXEBFHRE  BFBEUTAR

« Amazon MWAA fiE,
« eksctle BETHMEZEER |, HSH %L eksctl,
o kubectl, ETHMEZEL , BSHELENEE kubectle, EEEERT , BEE eksctl —BEZEN,

- FEEBIE Amazon MWAA TR X EC2 43, ETRESEL B2 H0ERS AR
3t

® Note
£ eksctl HE , TEE --profile , UBEBRINEE XA EL B T4
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https://peps.python.org/pep-0619/
https://peps.python.org/pep-0664/
https://docs.aws.amazon.com/eks/latest/userguide/getting-started-eksctl.html#install-eksctl
https://kubernetes.io/docs/tasks/tools/install-kubectl/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-key-pairs.html#prepare-key-pair
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-key-pairs.html#prepare-key-pair
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B2 Amazon EC2 N B 24H

ERAUTSHT , UNRERANPRBATER,

ssh-keygen -y -f myprivatekey.pem > mypublickey.pub
EZTREHEE , FEAREZANNLEEH.
BIERER

FAUTHSRUESESH., IRECHEENEREENENIEHMXENELR  FEREMANXE
B, BUNEEEENE Amazon MWAA IMENEI— X ol 2 £8. BRFANE K FEHS5EAT
Amazon MWAA £ Amazon VPC MEHH FMAETEHE ., iR ssh-public-key WEMNEEEERKN
B, BRI LERM TR —XEH Amazon EC2 RV E R4 , A LATE 61 Amazon MWAA IRiE
Y & — X 13 B B # %40

eksctl create cluster \

--name mwaa-eks \

--region us-west-2 \

--version 1.18 \

--nodegroup-name linux-nodes \

--nodes 3 \

--nodes-min 1 \

--nodes-max 4 \

--with-oidc \

--ssh-access \

--ssh-public-key MyPublicKey \

--managed \

--vpc-public-subnets "subnet-11111111111111111, subnet-2222222222222222222" \
--vpc-private-subnets "subnet-33333333333333333, subnet-44444444444444444"

SEREFNUBREE-BRIE., TRE , BUUERAUTHSRIIEHREERINCIBHEE T IAM
OIDC 1247 :

eksctl utils associate-iam-oidc-provider \
--region us-west-2 \

--cluster mwaa-eks \

--approve
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-key-pairs.html#retrieving-the-public-key
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B2 mwaa B = H

WIARBCORIOIEE , EANTHTH pod BIEWEZEE,

kubectl create namespace mwaa

N mwaa i BZHEEAE

PIEWRBEESG , & EKS LR AHE MWAA TR %8
AT, IRENDBERFERTFAENEFR ,

cat << EOF | kubectl apply -f - -n mwaa
kind: Role
apiVersion: rbac.authorization.k8s.io/vl
metadata:
name: mwaa-role
rules:

- apiGroups:

- "apps"

- "batch"

- "extensions"
resources:

- "jobs"

- "pods"

- "pods/attach"

"pods/exec"

- "pods/log"

- "pods/portforward"

- "secrets"

- "services"
verbs:

- "create"

- "delete"

- "describe"

- "get"

- "list"

- "patch"

- "update"

kind: RoleBinding

Z B FiZE1T pod By Amazon MWAA AP G2 A&

B -n mwaa BH mwaa BMBIRANEBERANA

12 mwaa B %A
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apiVersion: rbac.authorization.k8s.io/v1l
metadata:
name: mwaa-role-binding
subjects:
- kind: User
name: mwaa-service
roleRef:
kind: Role
name: mwaa-role
apiGroup: rbac.authorization.k8s.io
EOF

BEITATHESRBINF AL E Amazon EKS £8, NMRESEFERAUTEN , BSSERALER
& Hmwaa :

kubectl get pods -n mwaa --as mwaa-service
BRI -FEBUTARKESR ¢

No resources found in mwaa namespace.

B2 H M Amazon EKS £EH IAM A&

BRMBE—N IAM B8, RSFHHEYESR Amazon EKS ( k8s ) £ , IHZABTREET IAM #
TEHRIE, ZABNATERER  REFTMEHER AP ERANRR,

£/ Amazon MWAA #4TE® FHFEHA Amazon MWAA RBQEHFH AR, B2 , 5SEAZEFK I
ZEBPRBIRKEE | TOM LA T KB -

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "airflow:PublishMetrics",
"Resource": "arn:aws:airflow:us-east-1:111122223333:environment/
${MWAA_ENV_NAME}"
}I
{

B2 H K0 Amazon EKS £&H IAM B 324
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"Effect": "Deny",

"Action": "s3:ListAllMyBuckets",

"Resource": [
"arn:aws:s3:::{MWAA_S3_BUCKET}",
"arn:aws:s3:::{MWAA_S3_BUCKET}/*"

]
},
{
"Effect": "Allow",
"Action": [
"s3:GetObject*",
"s3:GetBucket*",
"s3:List*"
]I
"Resource": [
"arn:aws:s3:::{MWAA_S3_BUCKET}",
"arn:aws:s3:::{MWAA_S3_BUCKET}/*"
]
},
{

"Effect": "Allow",

"Action": [
"logs:CreateLogStream",
"logs:CreatelLogGroup",
"logs:PutLogEvents",
"logs:GetLogEvents",
"logs:GetLogRecord",
"logs:GetLogGroupFields",
"logs:GetQueryResults",
"logs:DescribelLogGroups"

1,

"Resource": [

"arn:aws:logs:us-east-1:111122223333:10og-group:aixrflow-

${MWAA_ENV_NAME}-*"

]
}I
{
"Effect": "Allow",
"Action": "cloudwatch:PutMetricData",
"Resource": "*"
},
{

"Effect": "Allow",
"Action": [

B2 H K0 Amazon EKS £&H IAM B
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"sqgs:ChangeMessageVisibility",
"sqs:DeleteMessage",
"sqs:GetQueueAttributes”,
"sqs:GetQueuelrl",
"sqs:ReceiveMessage",
"sqs:SendMessage"

1,

"Resource": "arn:aws:sqs:us-east-1:*:airflow-celery-*"

"Effect": "Allow",
"Action": [
"kms :Decrypt",
"kms :DescribeKey",
"kms : GenerateDataKey*",
"kms :Encrypt"
1,
"NotResource": "arn:aws:kms:*:111122223333:key/*",
"Condition": {
"StringlLike": {
"kms:ViaService": [
"sqs.us-east-1.amazonaws.com"

1

"Effect": "Allow",
"Action": [
"eks:DescribeCluster"

1,
"Resource": "arn:aws:eks:us-east-1:111122223333:clustex/
${EKS_CLUSTER_NAME}"

}

BIEABE , R Amazon MWAA IR5 | FAZRIEN BEENKRENRITAGR. EEXAE®
BEFANRE, SUENR TERRITAE,

2 0[] &2 -

, B4R

B2 H K0 Amazon EKS £&H IAM B
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- A% ARNs FE—NEHEE , FEELLEN Amazon EKS #TH BRI, BRAEZEFHOE
REAE , MAREA Amazon MWAA BEBIENWRESAE, ETHRESZER |, BHSHE aws-auth
ConfigMap 3 ARN BEBEN , T ERENABTEER

- MR IAM F3%5F Amazon MWAA RFFIZR , MEEEFRRARSEKE , 6120 Amazon EC2 , Rfa
EHZACHEERBEUACREATHASR
JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {

"Service": [
"airflow-env.amazonaws.com",
"airflow.amazonaws.com"

]

}I
"Action": "sts:AssumeRole"
}
]
}

BETHEZER , BZRNFE IAM &6 &R EEXRRK.

2% requirements.txt X4

EFAAT R RAMRED | FRHEEE requirements. txt FRMTUTHREE®RTz—, ETH
BZER |, HSH T3 Python KN,

kubernetes
apache-airflow[cncf.kubernetes]==3.0.0

A Amazon EKS 6|7 & 19 B 5%

FEREEUTHSFAENAEH ARN F Amazon EKS B 59, FXiBus-east-1E Rl
BRENXE, BEHRAEM ARN , RiaEiftmwaa-execution-role ARENHITAE,

eksctl create iamidentitymapping \
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https://github.com/kubernetes-sigs/aws-iam-authenticator/issues/268
https://github.com/kubernetes-sigs/aws-iam-authenticator/issues/268
https://aws.amazon.com/blogs/security/how-to-use-trust-policies-with-iam-roles/
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--region us-east-1 \

--cluster mwaa-eks \

--arn arn:aws:iam::123456789012:role/mwaa-execution-role \
--username mwaa-service

#% kubeconfig
EAU TSI kubeconfig :

aws eks update-kubeconfig \
--region us-west-2 \

--kubeconfig ./kube_config.yaml \
--name mwaa-eks \

--alias aws

WMRIEIEIZ1T update-kubeconfig BNEA THEMNE E X4 , NEZEMERAINZE kube_config.yaml
XHEFH env: #0 , XBEFHEEE Amazon MWAA FIEEET. Al , EBMNXEFRBRATHRE ,
RERERRE -

env:
- name: AWS_PROFILE
value: profile_name

212 DAG
FERAUTRIERGIEIE Python X4 , 120 DAG B9 mwaa_pod_example.py X4,

Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.

Permission is hereby granted, free of charge, to any person obtaining a copy of
this software and associated documentation files (the "Software"), to deal in
the Software without restriction, including without limitation the rights to
use, copy, modify, merge, publish, distribute, sublicense, and/or sell copies of
the Software, and to permit persons to whom the Software is furnished to do so.
THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS
FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR
COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER
IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN
CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.
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from airflow import DAG
from datetime import datetime

from airflow.providers.cncf.kubernetes.operators.kubernetes_pod import

KubernetesPodOperator

default_args = {
'owner': 'aws',
'depends_on_past': False,
'start_date': datetime(2019, 2, 20),
'provide_context': True

dag = DAG(

'kubernetes_pod_example', default_args=default_args, schedule_interval=None)

#use a kube_config stored in s3 dags folder for now
kube_config_path = '/usr/local/airflow/dags/kube_config.yaml'

podRun = KubernetesPodOperator(
namespace="mwaa",
image="ubuntu:18.04",
cmds=["bash"],
arguments=["-c", "1ls"],
labels={"foo": "bar"},
name="mwaa-pod-test",
task_id="pod-task",
get_logs=True,
dag=dag,
is_delete_operator_pod=False,
config_file=kube_config_path,
in_cluster=False,
cluster_context="'aws'

)

& DAG # kube_config.yaml 7i1%| Amazon S3 1Zf g

FHELIER DAG M kube_config.yaml X# KA Amazon MWAA 3R/ Amazon S3 7@,

Al LA Amazon S3 4l & 3 AWS Command Line InterfaceS it 4R A ZE @S,

2 R it % R Bl

£ Apache Airflow # , BRZTH , RAEHHEHAK,

¥ DAG # kube_config.yaml #iNZ| Amazon S3 Tt #E
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BIE{THTERE , AT FRIE Pod :

kubectl get pods -n mwaa
ERIREETARRLIA B

NAME READY STATUS RESTARTS AGE
mwaa-pod-test-aallbb22cc3344445555666677778888 @/1 Completed @ 2m23s

RE , BALMERL T TRIE Pod W5, HREHREZERN LI 5ERENE

kubectl logs -n mwaa mwaa-pod-test-aallbb22cc3344445555666677778888

£ ECSOperator i3 Amazon ECS

WEBNF MMM Amazon MWAA {E ECSOperator iE#Z] Amazon Elastic Container
Service ( Amazon ECS ) Bgf. EUTT RS , BNEORENRITACRIMAENNR , F£H
CloudFormation ##x 8|2 Amazon ECS Fargate £8 , RE 8B H L& EETFHEEHH DAG,

F&
© BRA
TR

* Permissions
#Z Amazon ECS &8
S EENY

iR

A BATE Python 3.10 AR LM 13 R 615 Apache Airflow v2 —ifEf , 7£ Python 3.11 55
Apache Airflow v3 —f 2,

FRFAF
BEAET LN RARE , EBEUTAR :

« Amazon MWAA I35,

¥ ECSOperator 330


https://peps.python.org/pep-0619/
https://peps.python.org/pep-0664/
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Permissions

- RENHNITABEENPRFEERE Amazon ECS HFiz1TES . BAILURF Amazonecs  FullAccess
AWSHERHMHMMEENRTAE a2 TR AN EMMEZNRITAR,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "VisualEditox0",
"Effect": "Allow",
"Action": [
"ecs:RunTask",
"ecs:DescribeTasks"
]I
"Resource": "*"
}I
{
"Action": "iam:PassRole",
"Effect": "Allow",
"Resource": [
wxn
]I
"Condition": {
"StringLike": {
"iam:PassedToSexrvice": "ecs-tasks.amazonaws.com"
}
}
}
]
}

« BRTAINTE Amazon ECS HEITESFIEMNR R | 183E A FEH Amazon MWAA HITABHE
CloudWatch BEXRBEFER |, A A FHR Amazon ECS E&El,.,\éﬂ WTAR. Amazon ECS A&
A Y CloudFormation #E 4R 8|Zthe section called “81% Amazon ECS £,

{
"Effect": "Allow",

"Action": [
"logs:CreatelLogStream",
"logs:CreatelLogGroup",
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https://console.aws.amazon.com/iam/home#policies/arn:aws:iam::aws:policy/AmazonECS_FullAccess$jsonEditor
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"logs:PutLogEvents",
"logs:GetLogEvents",
"logs:GetLogRecord",
"logs:GetLogGroupFields",
"logs:GetQueryResults"

1,

"Resource": [
"arn:aws:logs:us-east-1:123456789012:1og-group:airflow-environment-name-*",
"arn:aws:logs:*:*:log-group:ecs-mwaa-group:*"

BX Amazon MWAA 1 iTAE , URINAMMKENESZER , B5R ITAE,
B2 Amazon ECS &£#

AT CloudFormation R , &G — 4 Amazon ECS Fargate §£& , A T&# Amazon
MWAA IT{ERE. BEXESEE , 56 (Amazon Elastic Container Service FF & A RIER) FHI6l
BE—NMESENL,

1. BIE—NEEUTREBI JSON X# , HFZXHSFN ecs-mwaa-cfn. json,

"AWSTemplateFormatVersion": "2010-09-09",

"Description": "This template deploys an ECS Fargate cluster with an Amazon
Linux image as a test for MWAA.",

"Parameters": {

"VpcId": {
"Type": "AWS::EC2::VPC::Id",
"Description": "Select a VPC that allows instances access to ECR, as
used with MwWAA."
1,

"SubnetIds": {
"Type": "List<AWS::EC2::Subnet::Id>",
"Description": "Select at two private subnets in your selected VPC, as
used with MwWAA."
1,
"SecurityGroups": {
"Type": "List<AWS::EC2::SecurityGroup::Id>",
"Description": "Select at least one security group in your selected
VPC, as used with MWAA."
}
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https://docs.aws.amazon.com/AmazonECS/latest/developerguide/create-task-definition
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}I

"Resources": {
"Cluster": {
"Type": "AWS::ECS::Cluster",
"Properties": {
"ClusterName": {
"Fn::Sub": "${AWS::StackName}-cluster"

}
}
I
"LogGroup": {
"Type": "AWS::Logs::LogGroup",
"Properties": {
"LogGroupName": {
"Ref'": "AWS::StackName"
I
"RetentionInDays": 30
}
},

"ExecutionRole": {
"Type": "AWS::IAM::Role",
"Properties": {
"AssumeRolePolicyDocument": {
"Statement": [

{
"Effect": "Allow",
"Principal": {
"Service": "ecs-tasks.amazonaws.com"
},
"Action": "sts:AssumeRole"
}

iy
"ManagedPolicyArns": [
"arn:aws:iam::aws:policy/service-role/
AmazonECSTaskExecutionRolePolicy"

]

},
"TaskDefinition": {
"Type": "AWS::ECS::TaskDefinition",
"Properties": {
"Family": {
"Fn::Sub": "${AWS::StackName}-task"
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"Fn::Sub": "${AWS::StackName}-container"

},
"Cpu": 2048,
"Memory": 4096,
"NetworkMode": "awsvpc",
"ExecutionRoleArn": {
"Ref": "ExecutionRole"
},
"ContainerDefinitions": [
{
"Name": {
I
"Image":

amazonlinux:latest",
"PortMappings": [

"137112412989.dkr.ecr.us-east-1.amazonaws.com/

{
"Protocol": "tcp",
"ContainerPort": 8080,
"HostPort": 8080
}
1,
"LogConfiguration": {
"LogDriver": "awslogs",
"Options": {
"awslogs-region": {
"Ref": "AWS::Region"
},
"awslogs-group": {
"Ref": "LogGroup"
I
"awslogs-stream-prefix": "ecs"
}
}
}
1,
"RequiresCompatibilities": [
"FARGATE"
]
}
I
"Service": {
"Type": "AWS::ECS::Service",

"Properties": {
"ServiceName": {

#2 Amazon ECS £
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"Fn::Sub": "${AWS::StackName}-service"
.
"Cluster": {
"Ref": "Cluster"
},
"TaskDefinition": {
"Ref": "TaskDefinition"
.
"DesiredCount": 1,
"LaunchType": "FARGATE",
"PlatformVersion": "1.3.0",
"NetworkConfiguration": {
"AwsvpcConfiguration": {
"AssignPublicIp": "ENABLED",
"Subnets": {
"Ref": "SubnetIds"
},
"SecurityGroups": {
"Ref": "SecurityGroups"

2. EWDRERFT , FRHIT AWS CLI ts SR EF#ik, BMTHF SecurityGroups
SubnetIds WEFR N Amazon MWAA IREN LA FMHIE,

aws cloudformation create-stack \

--stack-name my-ecs-stack --template-body file://ecs-mwaa-cfn.json \

--parameters ParameterKey=SecurityGroups,ParameterValue=your-mwaa-security-group \
ParameterKey=SubnetIds,ParametexValue=your-mwaa-subnet-1\\, your-mwaa-subnet-1 \
--capabilities CAPABILITY_IAM

RNE , BELERLLT Shell BIZA : ZMAFEHAget-environment AWS CLI i SR RIRENZ
SENTFNFAENE , ASHENbAIEMKR, BESTZHA , BETUTHS.

a. EFMARHNFHARTFEE CloudFormation EiRHEER B R+, ecs-stack-helper.sh

#!/bin/bash
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joinByString() {
local separator="$1"

shift

local first="$1"

shift

printf "%s" "$first" "${@/#/$separator}"

response=$(aws mwaa get-environment --name $1)

securityGroupId=$(echo "$response" | jq -r
' .Environment.NetworkConfiguration.SecurityGroupIds[]"')
subnetIds=$(joinByString '\,' $(echo "$response" | jq -r
' .Environment.NetworkConfiguration.SubnetIds[]'))

aws cloudformation create-stack --stack-name $2 --template-body file://ecs-
cfn.json \

--parameters ParameterKey=SecurityGroups,ParameterValue=$securityGroupId \
ParameterKey=SubnetIds,ParameterValue=$subnetIds \

--capabilities CAPABILITY_IAM

b. FAUTHSETIZHA, & environment-name Hl stack-name i EBHNEL,

chmod +x ecs-stack-helper.sh
./ecs-stack-helpexr.bash environment-name stack-name

MR |, BFSE LT ERIENF CloudFormation 4% ID B% .

"StackId": "arn:aws:cloudformation:us-west-2:123456789012:stack/my-ecs-
stack/123456e7-8ab9-01cd-b2fb-36cce63786c9"

}

1£ CloudFormation ## T 5 7 AWS FiifitiE Amazon ECS &R/ , B A LA 6IE M £ EH DAG
To

(EERR
1. AFBHRTE  RESMIEMH DAG RBHEF. Hi :
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cd dags

2. EHUTRBRAINABHGERMSEFN mwaa-ecs-operator.py , REFH DAG L&F

Amazon S3,

from http import client

from airflow import DAG

from airflow.providers.amazon.aws.operators.ecs import ECSOperator
from airflow.utils.dates import days_ago

import boto3

CLUSTER_NAME="mwaa-ecs-test-cluster" #Replace value for CLUSTER_NAME with your
information.

CONTAINER_NAME="mwaa-ecs-test-container" #Replace value for CONTAINER_NAME with
your information.

LAUNCH_TYPE="FARGATE"

with DAG(
dag_id = "ecs_fargate_dag",
schedule_interval=None,
catchup=False,
start_date=days_ago(1)
) as dag:
client=boto3.client('ecs"')
services=client.list_services(cluster=CLUSTER_NAME, launchType=LAUNCH_TYPE)

service=client.describe_services(cluster=CLUSTER_NAME, services=services['serviceArns'])

ecs_operator_task = ECSOperatox(
task_id = "ecs_operator_task",
dag=dag,
cluster=CLUSTER_NAME,
task_definition=service['services'][@]['taskDefinition'],
launch_type=LAUNCH_TYPE,
overrides={
"containerOverrides":[
{
"name" : CONTAINER_NAME,
"command":["1s", "-1", "/"1,
1,
1,
1,
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network_configuration=service['services'][0]['networkConfiguration'],
awslogs_group="mwaa-ecs-zero",
awslogs_stream prefix=f"ecs/{CONTAINER_NAME}",

(@ Note

£ DAG W Rfle | 33F awslogs_group , BAIREEE A Amazon ECS £
SHEANBEHRERAEH, R"OIMRIZEN mwaa-ecs-zero WHEH, XWTF
awslogs_stream_prefix , fEf Amazon ECS & B &R R, ZRHIRIZ B &R AT
BN ecs,

3. B1TELT AWS CLI i & DAG EFIZIM BN F#ME , AAE A Apache Airflow A R Ef A
DAG,

aws s3 cp your-dag.py s3://your-environment-bucket/dags/

4. MWMRKI , BFE ecs_fargate_dag DAG WESBHEFFE WL , XLUTF
ecs_operator_task WESBEFHWUTAR :

[2022-01-01, 12:00:00 UTC] {{ecs.py:300}} INFO - Running ECS Task -

Task definition: arn:aws:ecs:us-west-2:123456789012:task-definition/mwaa-ecs-test-

task:1 - on cluster mwaa-ecs-test-cluster

[2022-01-01, 12:00:00 UTC] {{ecs-operator-test.py:302}} INFO - ECSOperator
overrides:

{'containerOverrides': [{'name': 'mwaa-ecs-test-container', 'command': ['ls',6 '-1"',

'/'131}

ECS task ID is:

[2022-01-01, 12:00:00 UTC] {{ecs.py:379}} INFO
e012340b5e1b43c6a757cf012c635935

[2022-01-01, 12:00:00 UTC] {{ecs.py:313}} INFO
[2022-01-01, 12:00:00 UTC] {{ecs.py:119}} INFO

Starting ECS Task Log Fetcher
[2022-07-19, 17:54:03 UTC] total

52
[2022-01-01, 12:00:00 UTC] {{ecs.py:119}} INFO - [2022-07-19, 17:54:03 UTC]
lrwxrwxrwx 1 root root 7 Jun 13 18:51 bin -> usr/bin

[2022-01-01, 12:00:00 UTC] {{ecs.py:119}} INFO - [2022-07-19, 17:54:03 UTC] dr-xr-
XTI =X 2 root root 4096 Apr 9 2019 boot
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[2022-01-01, 12:00:00 UTC] {{ecs.py:119}} INFO - [2022-07-19, 17:

XTI -X 5 root root 340 Jul 19 17:54 dev

[2022-01-01, 12:00:00 UTC] {{ecs.py:119}} INFO - [2022-07-19, 17:

XTI -X 1 root root 4096 Jul 19 17:54 etc

[2022-01-01, 12:00:00 UTC] {{ecs.py:119}} INFO - [2022-07-19, 17:

XTI -X 2 root root 4096 Apr 9 2019 home

[2022-01-01, 12:00:00 UTC] {{ecs.py:119}} INFO - [2022-07-19, 17:

lrwxrwxrwx 1 root root 7 Jun 13 18:51 1ib -> usr/lib

[2022-01-01, 12:00:00 UTC] {{ecs.py:119}} INFO - [2022-07-19, 17:

lrwxrwxrwx 1 root root 9 Jun 13 18:51 1ib64 -> usr/l1ib64

[2022-01-01, 12:00:00 UTC] {{ecs.py:119}} INFO - [2022-07-19, 17:

XTI -X 2 root root 4096 Jun 13 18:51 local
[2022-01-01, 12:00:00 UTC] {{ecs.py:119}} INFO
XTI -X 2 root root 4096 Apr 9 2019 media

[2022-01-01, 12:00:00 UTC] {{ecs.py:119}} INFO - [2022-07-19, 17:

XT-X 2 root root 4096 Apr 9 2019 mnt

[2022-01-01, 12:00:00 UTC] {{ecs.py:119}} INFO - [2022-07-19, 17:

XT-X 2 root root 4096 Apr 9 2019 opt

[2022-01-01, 12:00:00 UTC] {{ecs.py:119}} INFO - [2022-07-19, 17:

Xxr-x 103 root root @ Jul 19 17:54 proc

[2022-01-01, 12:00:00 UTC] {{ecs.py:119}} INFO - [2022-07-19, 17:

x-\-\- 2 root root 4096 Apr 9 2019 root

[2022-01-01, 12:00:00 UTC] {{ecs.py:119}} INFO - [2022-07-19, 17:

XI-X 2 root root 4096 Jun 13 18:52 run
[2022-01-01, 12:00:00 UTC] {{ecs.py:119}} INFO
Irwxrwxrwx 1 root root 8 Jun 13 18:51 sbin -> usr/sbin

[2022-01-01, 12:00:00 UTC] {{ecs.py:119}} INFO - [2022-07-19, 17:

XT-X 2 root root 4096 Apr 9 2019 srv

[2022-01-01, 12:00:00 UTC] {{ecs.py:119}} INFO - [2022-07-19, 17:

xr-x 13 root root @ Jul 19 17:54 sys

[2022-01-01, 12:00:00 UTC] {{ecs.py:119}} INFO - [2022-07-19, 17:

drwxrwxrwt 2 root root 4096 Jun 13 18:51 tmp

[2022-01-01, 12:00:00 UTC] {{ecs.py:119}} INFO - [2022-07-19, 17:

Xxr-x 13 root root 4096 Jun 13 18:51 usr

[2022-01-01, 12:00:00 UTC] {{ecs.py:119}} INFO - [2022-07-19, 17:

xr-x 18 root root 4096 Jun 13 18:52 var

[2022-07-19, 17:

[2022-07-19, 17:

54

54

54

54

54

54

54

54

54

54

54

54

54

54

54

54

54

54

03

03

03

03

03

03

03

03

103

03

03

03

03

03

03

03

03

03

uTC]

uTC]

uTC]

uTC]

uTC]

uTC]

uTC]

uTC]

uTC]

uTC]

uTC]

uTC]

uTC]

uTC]

uTC]

uTC]

uTC]

uTC]

drwxr-

drwxr-

drwxr-

drwxr-

drwxr-

drwxr-

drwxr-

dr-xr-

dr-xr-

drwxr-

drwxr-

dr-xr-

drwxr-

drwxr-

[2022-01-01, 12:00:00 UTC] {{ecs.py:328}} INFO - ECS Task has been successfully

executed
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£ Amazon MWAA = {E A dbt

AREFER T WMATE Amazon MWAA F{EF dbt #l Postgres, LA TS ERS |, B FFEHRBITUR N
Fl requirements.txt # , J A dot BB L&ZFIIREMN Amazon S3 7M. A , BFEAT
5l DAG R¥iE Amazon MWAA BRE B LEMKT , HZ/FEMA BashOperator ¥Kiz1T dbt T H,

F&

TS

. EREH

- KB

* ¥f dbt T H £4& % Amazon S3

- £ DAG Rif dbt kBN R 3=

« fEH DAG XKiz17 dbt B B

TN

A LATE Python 3.10 A ATT LB RIS Apache Airflow v2 —#2ff , 1£ Python 3.11 5
Apache Airflow v3 —#2f# A,

FRZAM
EXBUTSRZN , AEELEUTRE -

- M Apache Airflow v2.2.2 B Amazon MWAA 3RE, LERBIBRE |, HEMA v2.2.2 317 7 iR
B e BEME R TRBILLEEH M Apache Airflow KR —EEA,

« dbt W B ~¥l. EFARTE Amazon MWAA F{ER dbt , RATABIE — /N2 X H M dbt-labs 1Z & FE
wfE dbt AI'JHE, GitHub

1K I

E Amazon MWAA E dot Bt &R , BRAUTEIMARMERER, ETHRESEE , BSHE
Amazon MWAA FER B3 #IZA,

#!/bin/bash

if [[ "${MWAA_AIRFLOW_COMPONENT}" !
then

"worker" 1]

1£ Amazon MWAA £/ dbt 340


https://peps.python.org/pep-0619/
https://peps.python.org/pep-0664/
https://github.com/dbt-labs/dbt-starter-project
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exit 0
fi
echo L n
echo "Installing virtual Python env"
echo L n

pip3 install --upgrade pip

echo "Current Python version:"
python3 --version
echo "..."

sudo pip3 install --user virtualenv
sudo mkdir python3-virtualenv

cd python3-virtualenv

sudo python3 -m venv dbt-env

sudo chmod -R 777 *

e Poccooooooooooooooooooosoosooos "
echo "Activating venv in"
$DBT_ENV_PATH

e Pocccoocooosooosooooooosooooooo "

source dbt-env/bin/activate

pip3 list

echo L n
echo "Installing libraries..."

echo L n

# do not use sudo, as it will install outside the venv
pip3 install dbt-redshift==1.6.1 dbt-postgres==1.6.1

echo M---mm - "
echo "Venv libraries..."
echo N o o e o e e e o e o e e e e e e e e e e e 2 n

pip3 list
dbt --version

eChO L "
echo "Deactivating venv..."
eChO L "
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deactivate

EUTEY D | A0 dbt T B & L& %] Amazon S3 #1=1T DAG R iIF Amazon MWAA 2B E K
WREFFER dbt Ak,

£ dbt I B £4& | Amazon S3

N T EEBIE Amazon MWAA SRMEARER dbt BB |, BT EANTE B X EEFFREMN dags XHR
. HIREFFHAT , Amazon MWAA £4F dbt B FTFEFEIAH# usr/local/airflow/dags/ X
*x,

E3F dbt BB L& %] Amazon S3 , BFHITUTEE

1. SMEBERME dot AMNIBE/E F.

2. 1Z1TLAT Amazon S3 AWS CLI &5 , A --recursiveSH LB A F N FHUE WA E HI 2 R4
HiEdags XK, ZHTRUNE—INERN Dbt WFEFR , BULLEEATHAE dot B, R F
BRELEE , WA X4 HEEHFHEMNEBERY , HET2CIEHFE R, ZHTESNEZBEA
[ EE dbt BRHIE—MNFE R,

aws s3 cp dbt-starter-project s3://amzn-s3-demo-bucket/dags/dbt/dbt-starter-project
--recursive

BRLNTE FERERTENEN , UEXE dbt REFHEHERZA dbt T H,

£ DAG KiF dbt kil gy L2

LA DAG f£/ BashOperator # bash 55K IUE Amazon MWAA BREER IR E
requirements.txt FIEEM dbt AN,

from airflow import DAG
from airflow.operators.bash_operator import BashOperator
from airflow.utils.dates import days_ago

with DAG(dag_id="dbt-installation-test", schedule_interval=None, catchup=False,
start_date=days_ago(l)) as dag:

cli_command = BashOperator(

task_id="bash_command",

bash_command="/usr/local/airflow/python3-virtualenv/dbt-env/bin/dbt --version"

¥ dbt I B 44 %] Amazon S3 342
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)

BATUATRENFEES BEARIERBELRE dot REKBI,

1. BB Amazon MWAA $2&1& | ARABEMNTTARESIRFIEZFITIF Airflow Ul,

2. £ Apache Airflow Ul £ , \BIER+H#HKE] dbt-installation-test DAG , AA/F% Last Run
Hlsh kiR B B LT FF £ — NI E S

3. FEAEKXRME , % bash_command EEZUTFES MM FHAEE,

4. EBRBFEXRITAESHEE , ABRIIEALERERIFIE 7 HAE requirements. txt FIEEM
dbt hxZ<,

£/ DAG Kiz1T dbt B B

LA DAG £/ BashOperator F#&MA#h usr/local/airflow/dags/ B X £ %] Amazon S3
W dbt MEEHETEARN /tmp BR , ABIEIT dbt T H, bash i HRIE—1NE RN dbt-starter-
project W Al dbtTiB., RIFEELETE BHFRNWEHRBREFRER.

from airflow import DAG
from airflow.operators.bash_operator import BashOperator
from airflow.utils.dates import days_ago

import os
DAG_ID = os.path.basename(__file_ ).replace(".py", "")
# assumes all files are in a subfolder of DAGs called dbt

with DAG(dag_id=DAG_ID, schedule_interval=None, catchup=False,
start_date=days_ago(1l)) as dag:

cli_command = BashOperatoxr(

task_id="bash_command",

bash_command="source /usr/local/airflow/python3-virtualenv/dbt-env/bin/activate;\

cp -R /usr/local/airflow/dags/dbt /tmp;\

echo 'listing project files:';\

1s -R /tmp;\

cd /tmp/dbt/mwaa_dbt_test_project;\

/usr/local/airflow/python3-virtualenv/dbt-env/bin/dbt run --project-dir /tmp/dbt/
mwaa_dbt_test_project --profiles-dir ..;\

cat /tmp/dbt_logs/dbt.log;\

£/ DAG Xiz1T dbt B B 343
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rm -rf /tmp/dbt/mwaa_dbt_test_project"
)

AWS BE M=

« £ Amazon EKS # Apache Airflow v2.x B9 Amazon MWAA

AWS BEMH#E 344
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Amazon MMWAA B R{ESEEE

AIEENE T EEH Amazon MWAA B RATEEN FESSE,

ES ]

+ Amazon MWAA E&) Apache Airflow BY M BEH 2

* 7E requirements.txt FEE Python K HiIN

Amazon MWAA B Apache Airflow B REHE

AEBNBWMMAEER £ Amazon MWAA EEF Apache Airflow Bt Bi% I % Amazon MWAA IRERY

MEE,

H %

« Y0 Apache Airflow Bit &%,
Apache Airflow it X2 F

- R

DAG X #3%

- 2R

DAG X

)

i

Y50 Apache Airflow BB %I,

HATU T E 2R Airflow B EZTURINBIFRE R,
1. 7£ Amazon MWAA #2#|& EFTFRETE,
2. ERIRE,
3. EREE,

Apache Airflow BY 4 #EHE

345
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4, HEET—%,

£ Airflow Bt BRI E A& FEFRINEE LB E,

MNTHRIRPERBEEHMAE, IERABELEEHEAE,
AENEEERMOE B LR RNEENLERBIET,

ERRF

© N o O

ETHMEZELR | 55 £ Amazon MWAA L Apache Airflow it &%,

Apache Airflow i+ X525

Apache Airflow it XI5 2 Apache Airflow B9 /0B 4, TTRIEF BT AB A ES S RT LB DAG
B BAEES. B Apache Airflow BERZFRENEZELR , BZH Fine-tuning Apache Airflow
I*éﬂJEJ:E’JﬂF%E’L&-.Em

¥

AFNE T AT Apache Airflow it XIF2F ( Apache Airflow v2 MESRA ) W B R EFERAR
il

Apache Airflow v3
BE ARG
celery.sync_parallelism O] LA A i TUB S PR % Celery HWITRRF

fER R RERE LA SIS, BINER T |

ﬁi*ﬁ - 1 CloudWatch H/:\E\H?.I-II:H%O ﬁi?(ﬁiﬁﬂg 0 %ﬂik
BEEARAHERN , BEAEES AERATRE
25 HHER.

scheduler.scheduler_idle_sleep_time FEitXEFRE DAG BITER. ERES

. . FMXMESHITHRAARERITEFPINITHE
EitNEF B PEZLE DAG X2 HE BAES S | 8T LA 68 A e OB ZE R

Lk 2 Y RER B B SR B AT RIFR £ B CPU
ERIAE 1 ERAR, ENLEXEFEE Apache Airflow

v2 F Apache Airflow v3 B dag_proce

Apache Airflow 1t %25 346
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BB 152 A = 451

SSOI.parsing_processes WIRNE Iz
THITRIERLER. XARE2REITER
&4t DAG WA E , 33810 DAG HINE Web
ARE 25 LAY At E]

scheduler.max_dagruns_to_create_per_loop Ba ME A ETUE S R AERF ‘B3R /Y
B ABKENREH & RDagRuns A FiAEES.

AENEERRF B €lEDagRunsky & X

DAG #,
ZRIAE : 10
dag_processor.parsing_processes B A LA A i TUR S R A it RIRF H1TET

\ - ‘ AT DAG M EERBEH AR, 1B DAG &
TURFAAFTETUAEDACHER  gewgsEr  RNBUELHBRBER
. (EAT, EUFIEE— N NFRES vCPU it
gﬁ.LA . EFH (2 * number 01: VCPUS) _ l ﬁﬁgﬁo ET%E%{E:@s y i%?lﬂ@o

Apache Airflow v2
=S EIEESL]
celery.sync_parallelism & AT LA A ik B R & Celery 1T F

. o EROHRRBIRFIRR, RMERT
Celery MTRFATASESRENARE.  owoms 1551 TS B RS

B - 1 CloudWatch BE&R H58. FiZEIRH 0 K
BERARAHER  BEAEFESBEENTE
25 HHEIR.

scheduler.idle_sleep_time EitNEFRE DAG BIFER, ERES

. . MXHESHEATHERA LR E AT F P ATHE

FTHDH. 72 Fr 69 RBR Bt B SRR AT RIF2 R £ B9 CPU

Apache Airflow 1t %25 347


https://airflow.apache.org/docs/apache-airflow/3.0.6/configurations-ref.html#max-dagruns-to-create-per-loop
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s EdEESY

ERINE 1 ERAR, ENtESHEFEE Apache Airflow
v2 Hl Apache Airflow v3 B scheduler
.parsing_processes HIREHRIZITHY

T RIBFLER. XRELRBRIKITRIEFSHN
DAG WA E , 718i1 DAG HIE Web RS
25 E Ry RsHE],

scheduler.max_dagruns_to_create_per_loop BRI At ETES RV AERR ‘B B
B AHEREH R EDagRuns A T REES.

HNENIERR ‘B tlZDagRunsfy & K

DAG #,
#RIAE - 10
scheduler.parsing_processes &0 LA A R DUB N B A 1T RIRR 7 H1TE1T

\ o \ AT DAG HMRBKBHAR, MR DAG #
IURFALGHTETHUEE DAG WER  cwmraime  mmis f B RS

Ho (EKT, BAFISE—NNFRESH vCPU it
BRIA - £/ (2 * number of vCPUs) - 1 BHE. BIREZRE BSHR,

BR
AFNEREITNEFNRAS BN EZRIES,
scheduler.parsing_processes. scheduler.max_threads ( {XPRF v2)

NFHEX , 8 vCPU AFEAFMNEE, BTAFRERNITBFREEL —NERE. W

RERIESITRIEIEER | Mg FERMIMEL, il , KEFEAHIUTNBFRE - 4
vCPU By Fargate Be83:fl, XEREAUHEMHIBEEAN 7 MNEEBLEBW LR, tHR2WR , &
MNERFUOAN vCPU |, ITXIBFARF R —. & scheduler.max_threads (XPRF v2)

scheduler.parsing_processes HIEENEFSEIIMERNTRALESR , AT
« mwl.small — Et#HEFGEE 1 MR, RTHLBRRNITIEFREN.

« mwil.medium — HIHBRFEHEE 3 MEB, RTHLAERNITVEFRFREN.

- mwl.large — HtHBTEES 7 MBE. RTHLERANITNEFRREBN,

Apache Airflow 1t %25 348


https://airflow.apache.org/docs/apache-airflow/2.10.3/configurations-ref.html#max-dagruns-to-create-per-loop
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DAG X443

Apache Airflow ITXIEFLFEHFEREFHN DAG XHXK, FAEBEW plugins.zip X4 , 2
E“Airflow”§ AB A Python (.py) X#. ARG , FIBE K Python DAG X REFHRAZX 4
RHAESLE  MBEFTEREMERES (WRE ) . DagBagT e XU BT EEMAITH DAG Xt

R, #W2HIT DAG X,

5%

RN ATAT DAG XHRMELEED ( Apache Airflow v2 RIE S M ) K& E A RH,

Apache Airflow v3

BE

dag_processor.refresh_interval

A DAG XK AE R FT ST B
ZRAE : 300 B

dag_processor.min_file_process_interval

Rt RIIE 7 ## AT DAG HE#H DAG 2 /e ¥

o
MINE 30 ¥

Apache Airflow v2

BE

scheduler.dag_dir_list_interval

WA DAG AR LLE #5351 ST R B
ZRIAE : 300 B

i IEESY

& 0] DA A bh A LR T 38 N R AT DAG X3k
HRBRBH AR, MRELI total_par
se_time metrics HHIEEANTETEIRE (
XAgE AT DAG X#HRPE RKEXHFR
), BUEMALE,

S& T LAE P b SR OB T 18 A0 i R AR A AR AT
DAG Z B EFM W HRBHR IR, Sl , MR
EE 30 KY{E , NFFE 30 BT —IX DAG X
fro BNEBNCHEDBRFERSKFE , R
NERFE ER CPU AR,

ER =M

S8 7] LA A L I TUE T 38 AR AT DAG X4k
HRBRBHAER. MRELI total_par
se_time metrics HHIEENTETEIREK (

DAG X#3%
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BB 152 A = 451

A RER M T DAG MXHRHHE KEXHFR
55() , BUUEMARE.

scheduler.min_file_process_interval & A DAGE A R LB S 38 N 1T XU TR R R B AT

DAG ZBIE MM B RBRER, Hlan , MR
R RIFEF 84T DAG HE 3 DAG 2FH# 1S 30 WA |, WSS 30 RN — )% DAG X

B B, RNERUSEDBRBEREKE | LA
BRiAME - 30 B /INERIE FBY CPU fERAER,
DAG X

¥E Apache Airflow ITXIZFIEIR — 880 , FHEEHTE 4 DAG X LURER DAG

Python X%, 7£ Apache Airflow v2 REEMRAH , it XI5 0] AR AT &

ABEM N #HTE, scheduler.min_file_process_interval (v2) =&
dag_processor.min_file_process_interval (v3) FIEENBRALITRME , T eEHXENE
—

S

KW NE AT Apache Airflow DAG X #HHIELEIEIN ( Apache Airflow v2 MIESIRA ) REFEAR
il

Apache Airflow v3
BE EdEET

dag_processor.dag_file_processor_timeout #8T] SABE P I TUE I 18 R Y 2 B PR

o B (B Sk FE B IR, DagFileProcessorfl RETE
4L|$E DAG X ##DagFileProcessorft 2 Bl Y DAG AN B 2 B B3 A 2 Boe SE Nk AT 1T 1Y
ik DAG , BATRNZHKLLIE,

ZRIAE : 50 B

core.dagbag_import_timeout

DAG X 350
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RAriEmE

BE

S A Python X #Z B H9 ¥ BB AT,
ZRIAE : 30 B

core.min_serialized_dag_update_interval

EHBEEFFH L DAG 2 mN RN
o

EiAE : 30

core.min_serialized_dag_fetch_interval

FHI{LH) DAG B &k EIE3E B et WBE &
PEHMERNDE, DagBag

A& : 10

Apache Airflow v2

BE

core.dag_file_processor_timeout

43 DAG X i#BDagFileProcessorht 2 Bi Y
M.

2RiAE : 50 B

core.dagbag_import_timeout

ERRM

S A Python X #3K1EZH DAG Xt Y [E B iE
KitREFER AT RAEE |, BAI R
BIRTUR B R IR. HIRTER T RIEF @
W —E o B ITAE , FEXATE—ND
T dag_processor.dag_file_proc

REEENE,

essor_timeout

B 8 N E AR E P F 5L DAG 25/
MW, SRR R TR AR, aRIE
B RE DAG = DAG &2 , BRATEWEE Mt
B, = DAG #/F5I{Let , EAULERIE DI
X2 M hE B Ay SRR

B MmESI{LE DAG EFEERADEH ,

B LA A IR TR B AUR R ZEMLTKR
F core.min_serialized_dag_upd
ate_interval HIEEMNET sEREEBIE
ERNBANRE, 3 DAG HFHLEt | BXi
B2 Web BRS5 32 BT EN 15

R =M

& 0] LAfE A 2 U T 38 hneB A 2 BT PR B Y
BB SRR R, DagFileProcessoril £ I&4E
DAG 43 HEHIB @B S L EMETITH
DAG , ZAEIEIE KILE,

FES A Python X #35RI2EL DAG X 5 9 [ A 2E
KitXEFERN 2B AT E |, &aAER

DAG X#
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(IS EEES]

£ A Python X Z B RHBUERT, LT RFE R R MIEDER T RIEF 18
W —E o TAE  HAXMEE—NMNTF
core.dag_file_processor_timeout

PEEENE.

MINE 30 ¥

core.min_serialized_dag_update_interval B IMERBIEEFFFILH DAG 2/aW

BU , BAEREATRBHAR. MRS
ERAIRERFIE DAC 2RWBNP 548 DAG o DAG % , RTINS L

= fE. % DAG HFFHLA , A LAETH DI
ARIAE : 30 X2 B M B9 B B9 A8
core.min_serialized_dag_fetch_interval B EINFSI{CH DAG EFIZENM K |

AU ERLERRBHAR. HESAK
FBILE DAG EMBBIBEAEFRMBESE I oo i corialized dag upd

PERERNYH. DagBag ate_interval miSTEM{E T SERIEBIE
BRiAE - 10 FENBNRE, & DAG #FFH{LeT , BRIt
ETRL Web RS EBABIEEN R,

(35

Apache Airflow T X F M THELEHSEHAMBEAES. TIEFFESENNERSBAENES
MFTIREZ N EUTRIRS, i Fargate WitHEBFBR LESTHNITRER | NXEESFSHITHAF
HRBRENCHR, YTHRLBERER , EQMAIPREIESHFFRTRENEEEIT , REHR
FRAES R INIE B R MO RS E N BRI A M

S
AHEN B A AT Apache Airflow £ HEL BRI H A B,
F¥riE Amazon MWAA BEMERIAEL BILET, red

Apache Airflow v3

BE ER =M

5 352
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RAriEmE

BE

core.parallelism

MRASA Running R RESEHIB.

ZRIAE : ETF (maxWorkers *
maxCeleryWorkers) / schedulers *
1.5 PIRRE,

core.execute_tasks_new_python_interpreter

#E Apache Airflow BN 7 X R #2528
S RI2#FH Python #HERMNITES.

ZRIAE : True

celery.worker_concurrency

Amazon MWAA £ZBZ LRI Airflow E
MRZ%E  LERNBIT BAHN—BoT BT
(357

RIAE : TEH

ERRM

i 18 A0 AT LA BHE TS KB R, S&RT L
ER IR TURBRRE R, EENELRN TR
THREABHFRUTELEESEE. BWUENR
EAEREESAT ERESTH CHERA RS
FEBRME

RE RN True B , Apache Airflow £5F &3I4
P8R B IR Bl 8 R IATES M eI AV
Python ##&,

Any value specified for this
option is ignored.
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& ERAEG
celery.worker_autoscale BRI TELEN minimum, maximum E
) . SHERE , BUEANRETRBHRER. T
THRERIES KR, WRABRGHNER , TEARBS TSES
ERIAE - BEMmaximumA RIS, WREZERBR
BHERATRAEES  WEFLUNEAK, &K
« mw1.micro - 3,0 MNMEBWANRBREZEHISERE , HiEN
« mw1.small - 5,0 ZEBRDE/NTERIAME , AR TFEBMEFTEE
ZHRE,

* mw1.medium - 10,0
 mw1.large - 20,0
 mw1.xlarge — 40,0

 mw1.2xlarge — 80,0

Apache Airflow v2
BE EdEET
core.parallelism BB A A E RS THES SEBIER |, BE

. , o s ERALETRB R IR, IEENELTN A

WA Running BYBALERR. THRRERATERRESEE, BUER
BRINE : EF (maxWorkers * EEREESFLA T EREZT S EHERARZSET
maxCeleryWorkers) / schedulers * FESUE.
1.5 BAIRIE,
core.dag_concurrency B AR ZIZITESEAIE , EAT L
PRI g s SERAWIETRBR AR Hl , MREF—
ARFREA DAG BIETHESSEHIE. B DAG M+ AHTES | HALZEFE
2RIAE : 10000 DAG HKIE(T , WA AHEAHITEIHENT

A THELEHFEI celery .worker_conc

x5 354


https://airflow.apache.org/docs/apache-airflow-providers-celery/stable/configurations-ref.html#worker-autoscale
https://airflow.apache.org/docs/apache-airflow/2.10.3/configurations-ref.html#parallelism
https://airflow.apache.org/docs/apache-airflow/2.10.3/configurations-ref.html#dag-concurrency

Amazon Managed Workflows for Apache Airflow

RAriEmE

BE

core.execute_tasks_new_python_interpreter

¥%E Apache Airflow & 2 X X# 2k 28
oI HH Python HRERRMITES,

ZRIAE : True

celery.worker_concurrency

Amazon MWAA £ B S IR Airflow &t
MZ%E , JERN BT BAHN—HoT BT
ELE,

HRIAE : TEH

celery.worker_autoscale

THEEENESHERE,
RIAE :

* mw1.micro - 3,0

« mw1l.small - 5,0

* mw1.medium - 10,0
« mwi1.large - 20,0

+ mw1.xlarge — 40,0

* mw1.2xlarge — 80,0

ERRM

urrency PR ITELEEFSEE , BRI
DAG # &,

®’EN True B , Apache Airflow & F&x1E
PR BB IR Bl 9 R ATESS T Rl 2 R
Python #12,

Any value specified for this
option is ignored.

B TELEN minimum, maximum /£
SHEE , BULERLETRBERER. T
LCREBEEHNRE , TEARBSALUIES
B EMmaximumHA X ES. WREZEEBE
BHERTREES , WES2XZEAK, &
MNEBENAREZERISERE , FERN
ZEBRDENTERIAME , AATESMSEE
ZRE,

(=5
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£ requirements.txt FEE Python KT

AKEBNA T requirements. txt XHHUMMAH Amazon MWAA SRIELEMEIE Python kR
Lo

B
« fF Amazon MWAA CLI A T EJllid DAG
£/ PyPi.org TR XH R LE Python #kHIIN
o ®EI— : kB Python EF B EK5|# Python fkHix R
o EIN= : Python Wheel ( .whl )
- ENMS# S3 M LFE A plugins.zip X4
- FEAREEE URL EH WHL X #
« M\ DAG 2 WHL X #
o kI = : EEREFE PyPI/PEP-503 R AB1Z M E LR Python k1IN
£ Amazon MWAA #Hl& EERABE
£ BE#ESIA L1718 CloudWatch HE
£ Apache Airflow Ul i[85 1%
« &3 Apache Airflow

requirements.txt 3% 5 R4

£ Amazon MWAA CLI S T Eli® DAG

« BH{THRME (CL) EAITErEAME & Amazon MWAA IRiE,

« CLI FEA##9% Docker BER4E 1% , FLLTF Amazon MWAA A5 K, BRI EREETAM
Apache Airflow SRERFF & FMiH DAG, BEXLEHFMKEm , ASIBEE Amazon MWAA,

« =17 CLI, 23 LM aws-mwaa-docker-images. GitHub

£ PyPi.org TR &N Z 3 Python kI
UTEH2 BT HRIE PyPi.org TR ZEE Python KEBINH TR %o
T — : KB Python 2R 2% 5|H Python #fkHix R

T—TNBWMAE requirements. txt XHHIEE Python BFZE5|HHY Python KHiTI,

EHE Python #k#iIN 356
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Apache Airflow v3

1. AL, EBIR requirements. txt XH28l , MERFXNAMEMEUKIEFSRE
IRAWERAES, Eiz{T Amazon MWAA CLI SEAEF , H5 LK aws-mwaa-docker-imag
es. GitHub

2. &% Apache Airflow 273K Extras, ZiF LS # MWAA £ Apache Airflow v3 £
BHEaPE , BESRME ER aws-mwaa-docker-images, requirements.txt GitHub

3. BFMAREG., FEXHTREBFRM Apache Airflow v3 FREIIL R L
#. requirements.txtApache Airflow AXRXHIEE T Apache Airflow & 7 B B] A AV 1R 14
BFRE,

ELUTRAIG , BREMNRAEASEIR {environment-version} URAERERBN
Python KRAE#k {Python-version}.

HXxE Apache Airflow SMEFR A Python IRAEWEE. , S H Apache Airflow fRZR,

--constraint "https://raw.githubusercontent.com/apache/airflow/
constraints-{Airflow-version}/constraints-{Python-version}.txt"

MRARXHEEZ xyz==1.0 EFEEXRRPFHHMEFITHRSE , Il pip3 install
FRZEBIEFRRBNEZRENER, IREARFSHLERAM , NATLAE AR N H
ERHPIFRIEA Apache Airflow A ( AERER. TEEFHM Web BRFEE ) WERAE,
CloudWatch Ex HEERBEHWEZEER , S the section called “ii A Airflow HE",

4. Apache Airflow BF &, HINEFS ExtrasREMRAK (==), XBB T ILEEREFLZERZE
AT ERNEF .

apache-airflow[package-extra]==2.5.1

5. Python ., £ requirements.txt XHFFFMEBFSEHRMRAE (==). XEBTHLEBER
RLF future PyPi.orgty & KX E #,

library == version

Example boto3 # psycopg2-binary

WRE A TFERE B, boto F psycopg2-binary FE 2 & 1E Apache Airflow v3 Eftihk % %%
|, TEX requirements. txt XH4HIEE,

f#H PyPi.org TR HE R R % Python kI 357
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boto3==1.17.54
boto==2.49.0
botocore==1.20.54
psycopg2-binary==2.8.6

WMREENTEEMRAE , W Amazon MWAA 2N LREZHRHBHRFTRAE. PyPiorglbiRa
AIBEE & requirements. txt PR HMREF PR,

Apache Airflow v2
1. AL, EBIR requirements. txt XH28l , MERAFXNAMEMEAKIEFERE

MR EFEALS, EZ1T Amazon MWAA CLI SEARF |, i85 L# aws-mwaa-docker-imag
es., GitHub

& & Apache Airflow 273 Extras. Z 17 [RIL S MWAA £ Apache Airflow v2 Z3&H
REayIER | FifE MG LR aws-mwaa-docker-images, requirements.txt GitHub

WA REBA, 7 requirements. txt XHTRZFH I Apache Airflow v2 FREH L 3R T
# . Apache Airflow AR HIEE T Apache Airflow % 7 &5 o] F B9 1R 72 F AR AR o

M Apache Airflow v2.7.2 FF8 , ERXHHMBE —% --constraint iBA, WMREKRIZMH
HREZMH , Amazon MWAA FRBIEE —NMEREZS , LARENERGDIIENEFESERIE
EEFR Apache Airflow FiRARF#RB

ELUTRAIG , BRRENRASEIR {environment-version} URAEREREN
Python KRA &k {Python-version}.

BXxE Apache Airflow SMEFR A Python IREAWEE. , S8 Apache Airflow fRZR,

--constraint "https://raw.githubusercontent.com/apache/airflow/
constraints-{Airflow-version}/constraints-{Python-version}.txt"

MRARXHEEZ xyz==1.0 EFEEXRRPFHHMEFITHRS , Il pip3 install
FREBLEFRRBNEZRENER, NREMAREFSHLEREAM , WA TE A A/ HE N
BERPIHFREIEA Apache Airflow A4 (AERF. THEREFF Web RS2 ) HEIRA
#&o. CloudWatch Hx HEERBENEZFER , S the section called “ii[A] Airflow HE",

Apache Airflow 2 F 8. HINEFE ExtrasRERAE (==) XEMTHLEEREFREREZE
RAFENEF D,

f#H PyPi.org TR HE R R % Python kI 358
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apache-airflow[package-extra]==2.5.1

Python Ff. £ requirements.txt XHHFRMBFETEMHMBRAE (==), XBEETBHIEBES
RiA future PyPi.orgH B KE#T,

library == version

Example boto3 # psycopg2-binary

WRBMN AT ERE M. boto M psycopg2-binary FE&A&7E Apache Airflow v2 Bl ik 2%
F , TEE requirements. txt XHFFIEE,

boto3==1.17.54
boto==2.49.0
botocore==1.20.54
psycopg2-binary==2.8.6

MREENDZXERZE , U] Amazon MWAA £ \NHZRZRHETHRFTMRA. PyPi.orglthRZx
AIRES I8 requirements. txt AW EMEFEZH R,

&I = : Python Wheel ( .whl )

Python Wheel 2 —fEFa3EX , EEAHIECHEIBHNE. & Wheel BF 2ERNTE Amazon
MWAA 2RI 555G LN FAL -

ZRBEFR — WHL XHENED ZIP XHEFFIBRD  REREILH , TETHEINX

WA R-ETRAAERFENRAREMS. it , TF pip EAA NI EHFERA,

- EEMEME — N TABEENE , THEERARSRERN , NS Amazon MWAA SRR A

BRZ B RATRE . BT MEBIASBRIFERREUEBI , At TieH N BFRMKGHL , H L8N
R e R RN E,

BABWFERALL T A ERZE requirements. txt AR E Python Wheel #4% (.whl) # Python &

L BUS

&

« EN G S3 FAEWE £ plugins.zip X4

f#H PyPi.org TR HE R R % Python kI 359
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« FAEEE URL £/ WHL XX¥
« M DAG I WHL X #

NS S3 F#EM LEMA plugins. zip X

Apache Airflow BERF. THEEFRMMERSSR (&M T Apache Airflow v2.2.2 R EE R

) EREHEEENIRENIEERN Fargate RS LB RBE LAY , Mukh. AWS/ust/
local/airflow/plugins/* Ltk Python KBITH Amazon MWAA By pip3 install -r
requirements.txt # Apache Airflow fRFZ Bz ZBIFF i, plugins.zip X#HA TEEFRER
THRAEISEE RN E G , AEFEAEFEmMBRE DAG WAF R TFIH RN ROEMR . Bl
I , Python B Wheel X#. iE$ PEM XHFEE YAML X,

T =R BME Amazon S3 FERE LERE plugins. zip XHHH Wheel.

1. TEMSEH WHL X# , BRI LLE Amazon MWAA aws-mwaa-docker-images =% —4 Amazon
Linux 2 88 £ , ¥ pip download fMIMAE requirements.txt —EFEARBITMN THLEN
Python Wheel 324,

pip3 download -r "$AIRFLOW_HOME/dags/requirements.txt" -d "$AIRFLOW_HOME/plugins"
cd "$AIRFLOW_HOME/plugins"
zip "$AIRFLOW_HOME/plugins.zip" *

2. 7 requirements.txt FIEERR, FH --find-links BENTF requirements.txt TAEBAYIE
HEF, HER pip FEMEA --no-index MNEMFKREZE , M TEAORIEBATG

--find-1links /usr/local/airflow/plugins
--no-index

ExamplefE requirements.txt F#Y wheel

AR ROHRIZIEE R Wheel ££%] Amazon S3 F# 8B B FH M plugins.zip X, Hl
m

--find-1links /usr/local/airflow/plugins
--no-index

numpy

f#H PyPi.org TR HE R R % Python kI 360
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Amazon MWAA M plugins X#4XRAEE numpy-1.20.1-cp37-cp37m-
manylinux1l_x86_64.whl Wheel HFHZEFIREF,

FEREEE URL LH WHL XX

T—FENEMALZEIEERE URL £EH Wheel, It URL AR AFiHEIM , HEATUNER
Amazon MWAA P EEEM B E X Amazon VPC AijiEl,

-  $#E# URL, @ requirements.txt FH# Wheel 2% URL,
Example’2F URL £ Wheel #42

U RBIN AT KTE Wheelo

--find-1links https://files.pythonhosted.org/packages/
--no-index

Amazon MWAA MEIEER URL H3IREY Wheel HFH L EF|FRER,

(® Note
M Amazon MWAA v2.2.2 RESRARZERERNWIE Web fRSEF LT LT URL.

M DAG 2 WHL X4

MR FE N EIREFE A Apache Airflow v2.2 RESIRA , H B AR FEWERE T LG H 2B E
MEERZRRER , NALAERALT DAG RIREIEH Amazon MWAA ER HFHITEF Amazon S3
-

from airflow import DAG
from airflow.operators.bash_operator import BashOperator
from airflow.utils.dates import days_ago

S3_BUCKET = 'my-s3-bucket'
S3_KEY = 'backup/plugins_whl.zip'

with DAG(dag_id="create_whl_file", schedule_interval=None, catchup=False,
start_date=days_ago(l)) as dag:
cli_command = BashOperator(

f#H PyPi.org TR HE R R % Python kI 361
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task_id="bash_command",

bash_command=f"mkdir /tmp/whls;pip3 download -r /usr/local/airflow/requirements/
requirements.txt -d /tmp/whls;zip -j /tmp/plugins.zip /tmp/whls/*;aws s3 cp /tmp/
plugins.zip s3://amzn-s3-demo-bucket/{S3_KEY}"

)

Z1T DAG f& , ERXMNHXHESR Amazon MWAA plugins.zip , AT LUA R S H A4 —#24T
Co REBIEBEFRM --find-1links /usr/local/airflow/plugins # --no-index , {8
DN --constraint RE# requirements. txt,

A EAGEELERAEENE,
R = : EEEFAE PyPi/PEP-503 A F % E LAY Python kI
T—HNENMALRERLRELEIE URL EEZE HHRILA Apache Airflow Extra,

1. FAPBMBBRIA Apache Airflow BB £, 50

« foo.user : YOUR_USER_NAME
« foo.pass : YOUR_PASSWORD

2. Bl requirements.txt 3X# AFAE URL BLRAEHN Apache Airflow B B % UMK A F &
BRIEBRUT REIPH SR, Fila:

--index-url https://${AIRFLOW__FOO__USER}:${AIRFLOW__FOO__PASS}@my.privatepypi.com

3. FMEMEMERME requirements. txt X#s, Hi :

--index-url https://${AIRFLOW__FOO__USER}:${AIRFLOW__FOO__PASS}@my.privatepypi.com
my-private-package==1.2.3

£ Amazon MWAA 48 EERAABE

&1 Amazon MWAA R HITAEEENR I BERIEZFIBE, CloudWatch EEFHRITAE
KPR , &3 Amazon MWAA #{TAEE,

&AILAE R INFO, WARNING, ERROR =X CRITICAL 4 3I#Y Apache Airflow B&, ZH&%EEH
HEBIET , Amazon MWAA £ XKIEZEBIFMAMEESRAIN™ELRIINNBE LR, Hln , MRE
ZEINFOZBI B A B , Amazon MWAA 2B INFORE &% BEWARNING, ERROR, FICRITICALAH

1£ Amazon MWAA 418 EBRBE 362
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ELF. CloudWatch HATER IS A INFO 4318 Apache Airflow BE , AMEITRIRRFH R R
requirements.txt WEIK BE,

£ BE#EFH A EiFR CloudWatch B =&

& A LA R TERE H#RAT dags KRBT RIFE R Apache Airflow B&. AT ZBRITE
£ Amazon MWAA 1#2#1& EITHITXREFH ARE |, R {aE B &S & L5 1R Apache Airflow B
%o CloudWatch

158 requirements.txt W EE

1. 1 Amazon MWAA &8 E3THHRE R E,

2. EEIRE,

3. TEMSE i iR Airflow TTRIEF AE4A.

4. FEHBRPIEE requirements_install_ip A&,
5

#®2 ¥ /usr/local/airflow/.local/bin LB LENREFAHIER, Hl0

Collecting appdirs==1.4.4 (from -r /usr/local/airflow/.local/bin (line 1))
Downloading https://files.pythonhosted.org/

packages/3b/00/2344469e2084Fb28k jdsfiuyweb47389789vxbmnbjhsdgf5463acd6cf5e3db69324/
appdirs-1.4.4-py2.py3-none-any.whl

Collecting astroid==2.4.2 (from -r /usr/local/airflow/.local/bin (line 2))

6. EFEFEIRUREREMEFSELZESEPRBEIHIR. MREIARH , EAELKEIR
P TABTHER

2021-03-05T14:34:42.731-07:00

No matching distribution found for LibraryName==1.0.0 (from -r /usr/local/
airflow/.local/bin (line 4))

No matching distribution found for LibraryName==1.0.0 (from -r /usr/local/
airflow/.local/bin (line 4))

£ Apache Airflow Ul 57 @) 8 i%

B e T ERE Apache Airflow Ul , UEEHRZREEHMFIEAE X, £ Amazon MWAA LA
Apache Airflow B , B[ EEIBEINHZENEIRZ -

£ BERFA £FRE CloudWatch B& 363
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Broken DAG: No module named x

MR AT Apache Airflow Ul R EFBLERIR , W) requirements. txt XHH ARERRD A TR
&% Apache Airflow

REZERII AWS IKF AEB AWS Identity and Access Management (IAM) Apache Airflow F F B E 15
5] 5K B : AmazonMWAAWebServerAccess X BR = BETH [R1#REY Apache Airflow B F 5L,

E 519 Apache Airflow Ul , I§HRITA TR

1. 7£ Amazon MWAA #2§|& EF TR ET @A,
2. EBRIFE,
3. 1EEFTFF Airflow Ul,

requirements.txt 75 R4l

A LAE requirements. txt FIRERETRMNER. AT REAEATEFRNWAEKRRE

Extras,
ExampleZl /A& PyPi.org #1433 Mk

BRTELAH URL LIEEHMA4E (HlUFE PEP503 WWEE  repo URL ) 24k | BEZEEFERZ--
index-urli&Ii, PyPi.org

aws-batch == 0.6
phoenix-letter >= 0.3

--index-url http://dist.repoze.org/zope2/2.10/simple
zopelib

requirements.txt %2Rl 364
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Amazon MWAA i 15 1= M IEFR

Wi 244 E AT Apache Airflow BITE D#h 8 TEFRBMEMNER ST RN ATEM, THMEN MR
BEEARSD. AWS BITEBIUM AWS BRARHEN B RELEHIE , UEEHI S SWER T
DERWH#EHTIER, NFE AWS NEATHEER Amazon MWAA IR3E R I8 R & E B4 RR.

(® Note
Apache Airflow ¥ H EIE R Z T SR EENNL R, CloudWatch

B xR Apache Airflow IEZER |, S H Apache Airflow XM G E B EF K,

Sections

+ Amazon MWAA &YW 32 8k

. FRE &% B & AWS CloudTrail

* 1518 Amazon FH) Airflow B CloudWatch
« W53 Amazon MWAA R ZFHIEARMER
 HH Apache Airflow ¥3E 3855 CloudWatch
« Amazon MWAA MV &85, RASIFIEKIE EIEMR

Amazon MWAA L &Y 3= 81A

ARNBATY4EERT Apache Airflow BT LT E TERBIMERN AWS RS

B
« W5 CloudWatch iR
« AWS CloudTrail #5%

‘%Iu

WU 3% CloudWatch 8L

CloudWatch 2 —1 AWS IRFSEERTF@#E , AR TRERS A ANETRNEERZRITTHRE. &
AUEAXEERREEEZR. TESIUTHRE , AREZEFERPEREIE , LUHBBEE Amazon
CloudWatch 24| & AT ERNIZITIRR .
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Apache Airflow E£1&E R B 5 # & 3%5&A T Apache Airflow B9 S E TERIZRER StatSD
$8#%., CloudWatch

BETREZREE , BSAMTLETLD# CloudWatch ?

AWS CloudTrail #}1%

CloudTrail 2—I® itk , ATFicFKAF. A8 AWS RFE Amazon MWAA HRITHIRIE. £
AWEZINEE CloudTrail , A LAFAE @ Amazon MWAA X HBHIiER. KHiERN IP bk, A H
TiER, ArHRHER , URFITEEHPRERENEMOIFEAEE,

ETHREZEER , BSHTLE AWS CloudTrail ? ,

Rl F# B E AWS CloudTrail

AWS CloudTrail ZE/REIE AWS Ik~ RfEER LB M. CloudTrail id& IAM 2485 AWS RS ( fl
WiE A F Apache Airflow FIYE S8 THERE ) PRt 1THIES) , ZEIWISF N EH. CloudTrail
BELAE CloudTraill BHIAHEE, BRMTHITE 90 RWEHFLIEFK, CloudTrail HRIL L
i MWAA #4148 ENFAES4 RN T D# MWAA APl WFFERE. BFRSHIR RigE (4

W GetEnvironment =% PublishMetrics I ) o AT LE CloudTrail 204/ fE ¥ Amazon
MWAA B E#,

Bx

« EFOIZERER CloudTrail

- EASHAMEIERKIEF CloudTrail 4
« CreateEnvironment # Rl 2R ER

o BETR#MAL?

EF I IRER CloudTrail

IBEEQIBRIRS RETH B BPHFEEHITRE AWS K | &3 Amazon MWAA EH, RIRAY
CloudTrail ¥ A& X 12 5 £l Amazon S3 Fi#EN. MRETAEREER , BIHA R LUE CloudTrail 2l
BHRiFRITANEHAEIERK. fl , FRKENES CloudTrail , A LAFEE R Amazon MWAA &
HEER, KEERW IP hat, RETHER, ANREHERUEREMFAFE. ETHRESER
ESE R ER AWS Tk 6 2R ER,

AWS CloudTrail #}5 366


https://github.com/etsy/statsd
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/WhatIsCloudWatch.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html

Amazon Managed Workflows for Apache Airflow ArfEm

FEHAEHRFI1EFXFA CloudTrail B4

BALBESEESEHMEIER , & CloudTrail & FXE X 90 REVRENZ 2 EHRITHEDRR.
Bign | SR RXE TR 562, S ESiBRER AWS K/ FIR (Hla0 IAM AP S E M AWS &’
R ) MRNENH BETHESER  FEAEASAALIEREE CloudTrail 4.

1.  FTFF CloudTrail #2415,
2. EBREHHFIER.
3. EREEFENEH  RAREBREBREHFMAEE.

CreateEnvironment B9 R4 B &R

RERIERE—MEE , A TRHEHMEN BEXHERIETEIEER Simple Storage Service ( Amazon
S3) Ffi .

CloudTrail BEXHBE—NMNHZNMNBEREH. EHRKRKEBEMARENEMNER , SFEFXRAERR
ERE R | BlaNiR/ERY B BN B RIBE RS, CloudTrail BEXHFR L H API FAKE Fk R
R, WEEREAEERFIE, ATREIRETHRZN RMEIELR CreateEnvironment B4E
WHEHERB. N THRPBEF , AirflowConfigurationOptions A B #BHIER.

{

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "00123456ABC7DEF8HIJK",

"arn": "arn:aws:sts::012345678901:assumed-role/root/myuser",
"accountId": "012345678901",
"accessKeyId": "",

"sessionContext": {

"sessionIssuer": {
"type": "Role",
"principalId": "@@©123456ABC7DEF8HIJIK",
"arn": "arn:aws:iam::012345678901:role/user",
"accountId": "012345678901",
"userName": "user"

},

"webIdFederationData": {3},

"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2020-10-07T15:51:52z"
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}
}
},
"eventTime": "2020-10-07T15:52:587",
"eventSource": "airflow.amazonaws.com",
"eventName": "CreateEnvironment",
"awsRegion": "us-west-2",

"sourceIPAddress": "205.251.233.178",
"userAgent": "PostmanRuntime/7.26.5",

"errorCode": "AccessDenied",
"requestParameters": {
"SourceBucketArn": "arn:aws:s3:::my-bucket",

"ExecutionRoleArn": "arn:aws:iam::012345678901:role/AirflowTaskRole",

"AirflowConfigurationOptions'": "***",
"DagS3Path": "sample_dag.py",
"NetworkConfiguration": {

"SecurityGroupIds": [

"sg-01234567890123456"

1,

"SubnetIds": [
"subnet-01234567890123456",
"subnet-65432112345665431"

]

I

"Name": "test-cloudtrail"
I
"responseElements": {

"message'": "Access denied."
},
"requestID": "RequestID",
"eventID": "EventID",
"readOnly": false,
"eventType": "AwsApiCall",
"recipientAccountId": "012345678901"
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518 Amazon ## Airflow B & CloudWatch

I 552 MWAA 1] LA ] IE 52 & 3% Apache Airflow BH&. CloudWatchf& Al BAM — MU B 5 [7] 24N ER
EMAE , NEMNIRSI Apache Airflow FFERH TEREHRIR K MEFTHME=STE, FEE
EH T Apache Airflow FIII B #h 2 E THEREE S A £/8 A Apache Airflow B , 8Ei5 8] Apache
Airflow DAG & 38, 5%, MEHRFEE. THEARE R, CloudWatch

Bx

- EM

- FIREIRI AR T

. ARBXR

- 3 F Apache Airflow B &
« 18 Apache Airflow H&
- RBITRIERFBE

o ETRMHAL?

EM

« WEWRAE CloudWatch BEEA. BXEZEER , HZH CloudWatch EffT.

FIaaiH ER T/E

« BAFTRBALGREFZNAER CloudWatch, BXEZELR , HZ M 1EA Amazon MWAA #5,

HEER

Amazon MWAA éﬂg{ﬁ'{)ﬁﬁﬁ EO%A Airflow H oh Iﬁiﬁ'ﬁi—/\ H ll.l\éﬂ ;:F'l"f H lu\j}&L Uﬁ%ﬁ:*ﬁ*ﬂ’]
CloudWatch B&H, AEKALL YourEnvironmentName-LogType X @&. Hlin , MRILEE R
Airflow-v202-Public , M Apache Airflow £ BEFREE Airflow-v202-Public-Tasko

BEER i BA
YourEnvironmentName- DAGProces DAG A EEBREESR (T XEFP4LE DAG X #
sing WEks ) WAE
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BERE

YourEnvironmentName- Scheduler
YourEnvironmentName- Task
YourEnvironmentName- WebServer

YourEnvironmentName- Worker

/8 A Apache Airflow B &

588

Airflow it RI2FE BRI B &

DAG £ RS B o

Airflow Web SLE4A R B &

YEh TEREM DAG TR — B 0 £ AR B

=
/N o

&TLAJE B INFO, WARNING, ERROR = CRITICAL &3 Apache Airflow BH&., H&EikiF A ER
Bt , Amazon MWAA 2@ XK EZRANFFMEESRINNTELRIINNWBE, Hli , MBEBIEINFOLRK
BB ABE , Amazon MWAA 2@ INFOBE &% HEWARNING, ERROR, FICRITICAL BEHR,

CloudWatch

1. 7 Amazon MWAA #2&I& E3TF IR R HE,
R,

ERRE,

BEERET—F,

EETH—NRZNEM

o K~ w0 DN

a. TESEBEKLEER Airflow it XIFEFE BEA,

b. fEWIEER %R Airflow Web IRSE8 B E A,

c. HEHREERLIERE Airflow THELEREA.

d. HEBREE®R LR Airflow DAG 43E BE4A.

e. TEMEBERELERE Airflow E5FBEL,
f. & BERHPERFBEH.

6. EBT—%,

7. ERRE

/2 A Apache Airflow B&
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518 Apache Airflow B &

LA EB 0 N B RS A $if[E Apache Airflow B&, CloudWatch

1.

2
3.
4

£ Amazon MWAA &1 & E3TFIRETNE,
EFRRR,

ELREERPER—NAEL,
ERERPIEEBRE,

T~ RIERBE

R

/Ch

AT LA A A B TAE SRR H BEAT dags UHERIVITRIFZF B Apache Airflow B&. LA TS ERA A

£ Amazon MWAA ##|& EITFiITRIBFHN A EAE | AR £ B £32 4 & L5 Apache Airflow H

o

CloudWatch

178 requirements.txt B EE

1.

2
3
4.
5

£ Amazon MWAA 2§ & 3T ERE,

ERERR,

EMS B LR Airflow ITRIRF BE4A,

ERAEFRHERE requirements_install_ip A&

&2 ¥ /usr/local/airflow/.local/bin FIRBEHRLEMNREFAHIER, Hlu0

Collecting appdirs==1.4.4 (from -r /usr/local/airflow/.local/bin (line 1))
Downloading https://files.pythonhosted.org/

packages/3b/00/2344469e2084fb28k jdsfiuyweb47389789vxbmnbjhsdgf5463acd6cf5e3db69324/
appdirs-1.4.4-py2.py3-none-any.whl

Collecting astroid==2.4.2 (from -r /usr/local/airflow/.local/bin (line 2))

EEEFAEIRURER I MEFSELZESETRBETEIR, MEHMEE | BojEL Tk
PUATHEREIR

2021-03-05T14:34:42.731-07:00

No matching distribution found for LibraryName==1.0.0 (from -r /usr/local/
airflow/.local/bin (line 4))

No matching distribution found for LibraryName==1.0.0 (from -r /usr/local/
airflow/.local/bin (line 4))
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B LAETL S CloudWatch I B E EHIER , HFAFERRRMER , AkEER T Apache
Airflow WL S#EE TERERRNESTRL. HENERUTESERLBL T ALARM RE , s
TR |, ETE3EIE Amazon MWAA BIE1TIRR .

Apache Airflow 2F 7 JL/NHIZRIIESR , 238 DAG #EH. DAG BFEM KA/, HFELEET
MES., FSEBMMRY . HECIERER |, Aiflow £ B3I % MWAA FRERN ISR RIEE,
CloudWatchZ< ST 4B 20183 Amazon MWAA 535 H Y CloudWatch Airflow 1545 8121z TR 2 6IE
o
Bx
. iR
o BIRRESER
- BEXEZEFHERNERRHE)
o RTIXLIENR
o XTEFIER
- £ AWS HiE
« fH CloudFormation
o JiBR 1557 R0 42 Hil E AR
o ETRMHAL?

=Py

A B Apache Airflow MRAEEATT AT A 1EFR 01 2 B & IR HIERFBR. 8MNERSBXY R —
Apache Airflow <XBMBEIENR (KPI ) . BIFRIERIIR , BESH -

« F# Apache Airflow ¥8E3E¥r CloudWatch
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ERRSBE

B EEUREE U T LR -

« OK - BEHRFIRERNEENHRETEA,
« ALARM - BRI RIEXNBHENHRE,
« INSUFFICIENT_DATA (BUETRE ) - SEBNINIE3 , 85T TH , E&EBRXEEBNEIELUR

EEBRD,
B & X 12 & H A F 2k =61
A LA E B E X SR HIEAR , £ Amazon MWAA FRIEFTEIEPREY B R
KT IXLEIEMR

BAF Bl SR #8387 833 2875 o g9 B2 MAEARE E B T UE HIE AR 22 B8R,

« QueuedTasks-2t FRATIRSHESE . XN TF executor.queued_tasks Apache Airflow $§#%,

« TasksPending-#{TEs P FALEHNES . MR T scheduler.tasks.pending Apache Airflow 1§
FRo

® Note
RERTF Apache Airflow v2.2 BB & RS,

 RunningTasks-ERITERFIEITHES . XN TF executor.running_tasks Apache Airflow 1§
¥ro

« SchedulerHeartbeat-Apache Airflow £ ERF/ELHPRITHSZERE, 5
scheduler_heartbeat Apache Airflow $8#Rr# XY B,

 TotalParseTime-—XIF#HEF S AFFE DAG XHIEEINDE, WNT
dag_processing.total_parse_time Apache Airflow $E#%,

x T ER

TEERTREAT FHHENRRE L SIZ SRR,
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fEA AWS #iE

BATLAEA LT AWS #7527 4 31 B2 4Ea Amazon MWAA FREE 1A ETHRREEHIER. ©iF
25X PTE Amazon MWAA SRERPFAREET/EA R MITRIEF OB ELIZE CloudWatch iR,

« CloudWatch I &i# MWAA Z=#ImEiR B 311t

f£ A CloudFormation

O LAE R AT Y CloudFormation #ERE X EF 622K E R CloudWatch , AA/57E CloudWatch
BHAEERNER  LWEEEFESSERERNBZEREN, EFEHLERE X CIEERKR SR
fECloudFormation 1%l & MK, EREFEHRFINER , 558 EHZR,

AWSTemplateFormatVersion: "2010-09-09"
Description: Creates MWAA Cloudwatch Dashboard
Parameters:
DashboardName:
Description: Enter the name of the CloudWatch Dashboard
Type: String
EnvironmentName:
Description: Enter the name of the MWAA Environment
Type: String

Resources:
BasicDashboard:
Type: AWS::CloudWatch: :Dashboard
Properties:
DashboardName: !Ref DashboardName
DashboardBody:
Fn::Sub: '{
"widgets": [
{
"type": "metric",
"x": 0,
"y": 0,
"width": 12,
"height": 6,
"properties": {
"view": "timeSeries",

"stacked": true,
"metrics": [
[
"AmazonMwWAA",
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"QueuedTasks",
"Function",
"Executor",
"Environment",

"${EnvironmentName}"
]
1,
"region": "${AWS::Region}",
"title": "QueuedTasks ${EnvironmentNamel}",
"period": 300
}
.
{
"type": "metric",
"x": 0,
"y": 6,
"width": 12,
"height": 6,
"properties": {
"view": "timeSeries",
"stacked": true,
"metrics": [
[
"AmazonMWAA",
"RunningTasks",
"Function",
"Executor",
"Environment",
"${EnvironmentName}"
]
1,
"region": "${AWS::Region}",
"title": "RunningTasks ${EnvironmentName}",
"period": 300
}
.
{
"type": "metric",
"x": 12,
"y": 6,
"width": 12,
"height": 6,
"properties": {
"view": "timeSeries",
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"stacked": true,
"metrics": [

"title": "SchedulerHeartbeat ${EnvironmentName}",

[
"AmazonMWAA",
"SchedulerHeartbeat",
"Function",
"Scheduler",
"Environment",
"${EnvironmentName}"
]
1,
"region": "${AWS::Region}",
"period": 300
}
I
{
"type": "metric",
"x": 12,
"y": 0Q,
"width": 12,
"height": 6,
"properties": {
"view": "timeSeries",
"stacked": true,
"metrics": [
[
"AmazonMWAA",
"TasksPending",
"Function",
"Scheduler",
"Environment",
"${EnvironmentName}"
]
1,
"region": "${AWS::Region}",
"title": "TasksPending ${EnvironmentName}",
"period": 300
}
I
{
"type": "metric",
"x": 0,
"y": 12,
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"width": 24,
"height": 6,
"properties": {

"view": "timeSeries",

"stacked": true,
"region": "${AWS::Region}",
"metrics": [

[
"AmazonMWAA",
"TotalParseTime",
"Function",
"DAG Processing",
"Environment",
"${EnvironmentName}"
]
1,
"title": "TotalParseTime ${EnvironmentNamel}",
"period": 300

} 1

) B 4 M1 428 21 T A
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WL S#h S3 ) Z A& HH Amazon MWAA XIR#ITINE ., BX Amazon S3 IIZEMNEZER , TS
57 55 R I R BIR

ERBEEFEENZARTINE

1T LR R A RS h BRI BRI B Customer-managed 48, BH4MESEH Amazon MWAA IR
BB R 7 THERZERZIRN Amazon S3 FEBMERNXEHFEIEEFHEERN KMS Z4H. WIREE
ENHEFEEN KMS ZAMENKFSEEATERERENKS TR , WABERAHE ARN EEEZE
HFALURTEKRF AR, BXBRRANESZER , SR (AWS Key Management Service FF X & 1§
) PHBIEZEH,

XFTA?

AWS KMS I8¢ X

AWS KMS #4A ID % ARN, =

AWS KMS #3518 . a
AWS KMS % Xig %4, a

£ A RBGEAT IR
REZS A Amazon MWAA REREMMEI B E S EER KMS BARNRR |, SUNEMBRRE.
TERE

EFEEN KMS RS EFHETRENIGRESNE  REREMTN, AWS KMS

SNREEZERBSBEERSRSEXNTEAN , FRABHARE, STFEEIDNERAINRES , Hl0
HEBRSFTENBCHEMKS ELTRNHRNRE , MafEARR.

Amazon MWAA A TR KB EM M EZFEERN KMS £, XRRNMRFEERFHAN
PR BEINZER B CloudWatch HZ&. Amazon SQS BA%l. Aurora PostgreSQL BiEEEIEEE. Secrets
Manager %40, W5k S3 F#E#F DynamoDB R ESHIE.
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L IR6IZE Amazon MWAA MR HIEERBEFFEE N KMS Z4A8F , Amazon MWAA & F 138 5K BE K hn
FHEFIEEN KMS 3347, XLEFEE AT airflow.us-east-1.amazonaws. com F# Amazon
MWAA A HREFIEEN KMS ZHERKREINEE Amazon MWAA HER R IR,

Amazon MWAA R&REHNIEEMN KMS Z4A 012 H M AN RN, X STIFERIBRFIREEUE RN,
FREFEEN KMS Z4A3# 1T Client-Side 1% (CSE) JA K AWS Fargate 11T A ®EZEE Secrets
Manager Hi5RIZ &~ EENZHART O ZHNBEER,

RIR B

Amazon MWAA R RECHEZFFIEEN KMS ZAPMUTE T RFRENRBEEN, XLERIE L FHR
F & MEK (Amazon MWAA) HITRBEHE X HIRE,

BN 1 AT el BH%EERER

{
"Name": "mwaa-grant-for-env-mgmt-role-environment name",
"GranteePrincipal": "airflow.us-east-1.amazonaws.com",
"RetiringPrincipal": "airflow.us-east-1.amazonaws.com",

"Operations": [
"kms:Encrypt",
"kms:Decrypt",
"kms:ReEncrypt*",
"kms:GenerateDataKey*",
"kms:CreateGrant",
"kms:DescribeKey",
"kms:RetireGrant"

i 2 : BT ControllerLambdaExecutionRole i8R

{
"Name": "mwaa-grant-for-lambda-exec-environment name",
"GranteePrincipal": "airflow.us-east-1.amazonaws.com",
"RetiringPrincipal": "airflow.us-east-1.amazonaws.com",

"Operations": [
"kms:Encrypt",
"kms:Decrypt",
"kms:ReEncrypt*",
"kms:GenerateDataKey*",
"kms:DescribeKey",
"kms:RetireGrant"
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RAriEmE

]

&M 3 : AF CfnManagementLambdaExecutionRole i[RI R

"Name": " mwaa-grant-for-cfn-mgmt-environment name",
"GranteePrincipal": "airflow.us-east-1.amazonaws.com",
"RetiringPrincipal": "airflow.us-east-1.amazonaws.com",
"Operations": [

"kms:Encrypt",

"kms:Decrypt",

"kms:ReEncrypt*",

"kms:GenerateDataKey*",

"kms:DescribeKey"

&M 4 : AT Fargate 1T ARG B FHIZF

"Name": "mwaa-fargate-access-for-environment name",
"GranteePrincipal": "airflow.us-east-1.amazonaws.com",
"RetiringPrincipal": "airflow.us-east-1.amazonaws.com",
"Operations": [

"kms:Encrypt",

"kms:Decrypt",

"kms:ReEncrypt*",

"kms:GenerateDataKey*",

"kms:DescribeKey",

"kms:RetireGrant"

REZA RS INE B EFIEENEH

MR EIERE Amazon MWAA RERA B HAEFIEERN KMS 24 |, N ABUR BT 5K B § i 2 2547

F , LAY Amazon MWAA R EFRINZHIE.

WMRETE Amazon MWAA SREFRFERANZEFEEN KMS R4 14 KB E N A EH CloudWatch , i 24
MBEHZAEBRUAARTFEAMBZRE, CloudWatch BEXxEZELR |, {52 CloudWatch /8 AWS

Key Management Service BRSS B IN%E B 83

409


https://docs.aws.amazon.com/kms/latest/developerguide/key-policies.html
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BTRRHIKERT Lo CloudWatch gs RV ZARES, BN ZXERHENHERE,

{

"Effect": "Allow",
"Principal": {
"Service": "logs.us-east-1.amazonaws.com"
},
"Action": [
"kms:Encrypt*",
"kms:Decrypt*",
"kms:ReEncrypt*",
"kms:GenerateDataKey*",
"kms:Describe*"
P
"Resource": "*",
"Condition": {
"ArnLike": {
"kms:EncryptionContext:aws:logs:arn": "arn:aws:logs:us-east-1:*:*"
}
}

}

AWS ldentity and Access Management

AWS Identity and Access Management (IAM) 2 —IT AWS RS , W #HEIEE R T2 iEHIX AWS &
RTE. IAM BEREEETUES BHRIE ( BF ) MBR ( EENER ) A Amazon MWAA &
Ro IAM B—IILHFFNMMITEIAIERAR AWS BRS

AEBEABIRT Amazon MWAA BIEE 5 AWS Identity and Access Management (IAM), E 7 f#
AIEE X Amazon MWAA B 1A ERER |, B2 EEX Amazon MWAA FRER 17 1E],

A

=
PN

EASBREE BRI
R B

AR P AR B S R R
Amazon MWAA 5 14 F1j 7] #X FR & BE BE BR
Amazon MWAA A5 |IAM th[E T4
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Z A

BRI EA 753X AWS Identity and Access Management (IAM) RSN AR TR

- REAF  MREFTEHEITHEE , ENEERALERNR ( ESHAmazon MWAA & 143 F17 R LR
HFEHERR )

- REEER : WERFP HERBRHRINRIER ( S HAmazon MWAA 215 IAM HETAE )

- IAM BEER  mERATERHENRHNER (155 HAmazon MWAA ET S HHERRA )

£ 51T S 0 WIUE

BRBIIRE AWS FASMETIERFNAR. BUXTE IAM BF B4HTEHKIE AWS KR A
P, REETEE IAM AR TEHRIL,

T LAME ISk B 54 RAIEH AWS IAM Identity Center ( 51#0 ( IAM Identity Center ) , B SEFKE
BB Google/Facebook IEH , MBXE F &R, BXEZNESZEER |, EHSH (AWS X AR
BRE) PRIIEFEN AWS IKF,

S FRIEFE , AWS 124t SDK M CLI KX FERFTINRZEE, BEXREZELR , H3H (IAM AFE
B BHSERT APl IEREIAWS ZZ A 4,

AWS ik~ 1R B

Bl AWS K/ , BRSBE—1NEN AWS K™ root AFNEFREH , ZEHATUZLBRMER
R AWS BRSS MR R, BIBENBVUFAEEABRAFRTEEES. BXERRAFKILENGES |, #
2 (IAM fiFiEr) PREERASKIENES.

IAM AP B4

IAM AP RNENMARBINARFEERENRN — 150, BWERKRFIE , MFEEAKHEIE
B IAM AR, BXEZER , BZH IAM AFERTHNERARA-ERAS HRERNRE S HKBIE
F 8 AWS fE A Im AHIE B AT T o

IAM (HIEE—4H IAM AF , ETERNMMN KRERAFP#HITNRERE, BEXEZELR , 551 (AM A
FIERY BH IAM B EREA,

M
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IAM B

IAM BEREERENRNEH , TREREIE, SaLUESMNEF RS IAM &6 (284 ) R
TR AWS CLI 2 AWS API BERRAAR, BXEZEER , B5H (AM AFERE) PHEFAE
5%,

IAM B FEBREBAFHE, IGe IAM BFXER, BKFiGRE, BRSGERE Amazon EC2 L&
THNAREFIEEER. EXEZEER , BSH (AM BAFER) BH IAM R EIK P &R A

EARBEERRR
AL AWS BT 0IR KR EM T AWS SOREFRBHTHBERR. KRELT 5H5H0H

FRRKENR, AWS EERARHBERFIFMEXLEBR. RSHERBEELL JSON X1y AWS £
AN FHEEP, BX JSON RBXHEHNESZEER , HZH (IAM BFEmR) F# JSON KR,

HEREARE , BYE BN EET A AR T X WL FHRHAT WL R RS E AR R

o

N MR

RIABRT , AFNAERENR, IAM EERE IAM REFREFNBEEd , REAFTNUE
EXEAE, IAMERKBEXNR , SHRITREMANG ELR.

|dentity-Based B

Identity-based KEE 2 EM MBI F0 ( AP, HARAE ) B JSON XPRERE XY, XL REKIEH 6T
DHATH LBRE, NBLEEFRRITUREFLAZHTHIIT. ETHNANEETSHNEKR , E5H
(AM AF$Em) PNEAZTFREERARRENEHENL IAM R,

Identity-based K Al AR ABREE ( EEBRAZENSZHH ) EERE (MBS FHRIMIUE
i) o BETHROAERERMAREKR 2 BARITER , H2H (AM AFERE) PRERERKS
MR RS 2 B TR,

Resource-Based Bk

Resource-based &K 2 &M N2 & IRAY JSON KIS, RAISTHE IAM B EBEEEKEEFM Amazon S3
FHAERE, EXFETERNRBNERSY , RZSEEA USRI REFNSERREN IR, &
HMEE T RRKRE P IEEEA,

Resource-based ERHMEMN T ZBESTFHNERK, ETFEEETRRNEBPER IAM 1 AWS #E
=
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HRIEE F|F ( ACL )

mEEFIFIR (ACL ) EHBLEE (KFARA, AFRAG ) ARGARKR. ACL EETHIRAEK
B3R EL , EEAMIAER JSON Mg AR,

Amazon S3 #l Amazon VPC ®i2X#F ACL WIRE Tl AWSWAFET#HEX ACLHNEZER ,
%2 # (Amazon Simple Storage Service FF & A R 1ER) R EEHIFIER (ACL) #E%.

HREgRE

AWS X HEHAMREER  XEREHERAAUREFENNREEERFHRIANR

« NRLR - REETHONRBALURT IAM ZENEARR. BXESZELE , 28 (IAM A/
EE) P IAM KA PR

- PRSIEHIZRRE ( SCP ) — #8E AWS OrganizationsFAMARA L L THRANE, BXEZEE | iF
2% (AWS Organizations FAF ™) PR RFIEFIKRE,

- RREFIRE (RCP) - RENKFHPEENRATANR. BEXEZELR , H5H (AWS
Organizations FAFER) PR EIREFIFKE (RCP) .

- 2ERE -ENACIREAFCRGNSER , FASBERENSRER, BXELER B
7 <IAM AFEE) PHLIEERR,

S REERE

HSANMREWRBEA T —MERE , ERHRREMERNELIER, ETHES NSRBI
WA AWS BER B AWER , HS5H IAM AP BRI ERITEEE,

AVFR PR R B SRR

ZORBIGLER T A B R |, SV IAM AP EENR MBI EAS B ONNERAMEE R, R
BIFEEEFE LSERA AWS CLI X AWS API BU4RE 5 TR IRER R

"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
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iam:GetUserPolicy",
"iam:ListGroupsForUser",

jam:ListAttachedUserPolicies",
"iam:ListUserPolicies",

iam:GetUser"

1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
.
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}

Amazon MWAA 5 15 115 0] X BR # FE HEBR
ALERAUTER , BB EHFANEEESER Amazon MWAA F IAM B RTBEIEEIMY E W (A &,
K TTNIE Amazon MWAA A3 {TiR4E

R AWS EEEF A FIFEETRHTEIRE , WAFRREER T REY. EBEARERHER
FEMBEBHAR,

KRR AT iam : PassRole

MR BIRBNEIR | IEBAETAINIT iam: PassRole B , MMM EFHRELUA T EGEHREIES
Amazon MWAA,

BE AWS B AR AGBRKEALIZKRS , MTAREIRMNBRSALIRSHEXAR, Nit,
BYMERRABLEERSHINR.

Amazon MWAA 5 3 117 8] £ PR % FE 5 B 414



Amazon Managed Workflows for Apache Airflow ArfEm

LR marymajor B9 IAM AP ZiRFE A2 A Amazon MWAA FIRITIRIERT | @ XU T REI4E
%o B2, RELANEERFZACHBTFHNRST ATHRITHIRE, Mary TEEFACKETRFHN
R,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXMBERT , XIER Mary B KB L A F#EINAT iam: PassRole #1E,
MREFEREE , FRREHAWS EER, FNEERRREMERZIENA,
BEATRUAN A A AWS K 15 EIFER Amazon MWAA iR

FZAatE—1Ae  WEEMKFPHNAFSIEELANARTUERZABKRGRIEHRIR, &7
BIEEWESBER , IURAAG., X TXHETRFNRBEHHFEGZIR (ACL ) KRS , ER
150 P 3 L SR B 0] A B 3R T X AR B AR B T R A

ETHEZER , BEANATHE :

« ET# Amazon MWAA BB X FIXLEIEE | iS5 Amazon MWAA a5 IAM #E T1E,

o ET7HRINARENESRENERNIAENE AWS KPP | F25 IAM AFiERTNEEEE AWS
K %S —1 IAM B P RE TR ER,

« ETRIAEE = FREN SRR IHRINEE AWS IKF |, i55H IAM AR EEFTWNEE=H1R
HIFRENR. AWS Ik

- ETHRIMEBENSHBEASRIERAHENER , H5HE (IAM AFERE) ¥R AL SN ERRIEHN
AF ( BHRBRERIE ) BEIFEINER,

- ETHERACNETRRNREHATER,FRIZENZS , 25 (AM AFERE) F8 IAM
F Y ESTK 7 5 R A 1B) o

Amazon MWAA a5 IAM hE T{E

Amazon MWAA EAE T IAM B4 HIEREERIZRFI Amazon MWAA BEFR BRI E. EXxEAH
FEIX Amazon MWAA BIR1GRINREI BE X IAM K BI#EE R , S5 the section called “If
B Amazon MWAA 1357,

E42M@E 7 ## Amazon MWAA FE L AWS RS E IAMBESER |, 52 IAM AFERYNS
IAM B2 & ERAMAWS RS

Amazon MWAA f{a 5 |IAM @ T4 415
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Amazon MWAA ETF 5 1R

BEEA IAM ETHGHXRE , BUEEATRELNRENRRUR AFRIELBENS
fFo Amazon MWAA XIS ERVRIE. BRIFEMSFAE,

UTESRERT WAER IAM 126 & 02 ##H JSON K&, LEREERMEX Amazon MWAA BIREY R
B F PR

£/ JSON 2R B 4w 48 25 O 2 SR BE

1. BXAWS EEEEHSE HHTH IAM 2HE& , Mk Ahttps://console.aws.amazon.com/iam/.
2. EEMWSMERD , ERKE,

MRXBEEERERE , W2ERREHRLEXNRETE. EEFTHRER,
3. HEREMTNE , EF IR R,
4. HERBEYREISRIDD , %L JSON LT,

B ALLT JSON ZREEXHY .

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"airflow:ListEnvironments",
"airflow:GetEnvironment",
"airflow:ListTagsForResource"

]I

"Resource": "*"
}
]
}

6. ii;%-l:_io

(® Note
&R LARE RS AT AL (LA JSON dmBERA TRz E )i, A , MREHTEAREAMA
CRBERPEET—F , IAM AL RERBEEHUH X TR CRERETRIL. BXE
ZEE , BZH (AM AFER) PREERBRSEM.
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7. BEEFAUERREL , WEECENREEHARBEMNER (L ) . EFLREEHE AR
[RUAEE KRR THNR,

8. EEBIEREARENKE,

E T #R1E JSON RS EMAMFAELE , 5H (IAM AFERE) $H IAM JSON XETESZE,

1

EIE R A LAER AWS JSON REERIBEW ARG RMT L. HHRY , BN EEATLIMT AR RINITER
E , UREFARHETHIT,

JSON REEHY Action TR A TERKP AFIIEL G RINRIE, ERBHFIESREUARTR
TRERIRERI R,

KR SIEE Action B NotAction Jt&E, Action TEHH TR AFMIEIE. NotAction
TTEHHT AR GFHIRE,

A Amazon MWAA E X BViR/ER R T & T LAER Amazon MWAA #H1THI{ES . Amazon Detective #
R EEBLLTEIZ : airflow:,

IERLMERBESR (¢ ) REESMNMEF. BAIURTFNABLLER (Sl environment ) SEHVE
R TIRIER | AR5 H X ERE,

EIKE Amazon MWAA 2EMFIER , 5 (IAM BAFIERE) K Amazon MWAA E X 1E,

Amazon MWAA E T 517 #9 K& =451

EH A Amazon MWAA KRE | 55 EEX Amazon MWAA FRERY I (A,

BINBERT , IAM AP FAEZEIERIEH Amazon MWAA FIRHNR. i1ETTEER AWS &
EEH S AWS CLI, 5 AWS APl HUITHES -

IAM B R 02 1AM K , SENAFNA LR TFRRUNAEFENEERFRRITHEN APl £
. Rl , BE R LI LRI NE FEXLERRE IAM B 5E,

/A Important

RMNZIEA IAM A IS eHEIESRZMT Amazon MWAA ‘&R F RN PRE, &S RE
&S 22 N2 IAM BB,
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BT RMNAERX LR JSON KEE X2 IAM ET S HNEEK , 5K (AM BFERE) FH7E
JSON JET+ L 632 KK

£

- RMREXE

- £/ Amazon MWAA & &
- RFAF ] E SRR

KRB ESREK

Identity-based KEEREREH A ATLERAKS, F 02, HRISMBERIEDEH MWAA iR, XLEHRE
AHESME AWS IKF A RAE. tIZREEET S ONREE | HEEUL TERME

« FTIRER AWS RE R H RO RENRNR — BEFREAAFMITERERR TR , EEANTS
ERLAPIRTFNRHAWS HEREE, SIEMRNREARTH AWS IKF, RMNBWEEYELHN
BRI RPIEY AWS BEFIEERBKE—SRINR, BXESEE , B2 (AM BFERE) HH
AWS FEEFRMEH TFREENAWS FEERMK

- NASENR : EEA IAM RERENRE , BNEFRITESHENNR. At , EAER
ERERGT AUNBERRRTHRE , BN RERRTAT. BXER IAM NANRBRNESE
B, B2 (AM AFEmR) P8 JAM R EYREE AR

o {8 1AM KBRS — S BREITH RIAR ;48 AT LA [ 5K B 7 00 5% 44 Sk BR A1 X R AE RN FR A 17 ) o
Bl | WA LURE RS RIEEMXTMER SSL XEFEER, MEBRSBEREIZRENSXE
FARY , JUlth AT BAGE R SR SRR T 3 AR SS#RAE R T (R AX R AWS BRSS |, #5l#0 CloudFormation, HXE
ZER ,1B2H (IAM AAF1EmME) FH IAM JSON EEITE | &4,

- M IAM Access Analyzer BiEZH) IAM KB , SUAKRNEEHN LS MHEMINEENY  IAM Access
Analyzer 2BIFF KB FIMNBRE , UHARKERFS IAM KEIES (JSON) M IAM H{ESE
. IAM Access Analyzer 12 100 ZURBEK BN TIRMENEN , UHBBEFELZ S BIgEHEMN
i, BXEZER , HZ5H (AM AFEmR) P IAM Access Analyzer BiE KB,

- EEZEFHRIE (MFA)-INR AWS IKFEZNZEFE IAM AFRSRAF , A MFA RS %

2, BEFTRAA AP BEREE MFA |, B MFA KGR NBEHERP, BXxEZER |, F55
E <IAM BF#8r) R ER MFA & APl 158,

BX IAMHHREIRNESELR , 20 (IAM AFER) #1 IAM F R HEXE,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html#access_policies_create-json-editor
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html#access_policies_create-json-editor
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
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£/ Amazon MWAA &l &

E£A Amazon MWAA 2§ & | AP SARAFERT RS API YA RIR4EHE LA R M X R 1F,

Ei5[E Amazon MWAA KB | S EEX Amazon MWAA SRERY I/ R]

ARFAFEEMENTE SRR

ZORBIGLER T R B |, SV IAM AP EENMNEEAS B ONNERANEE R, R
TREEREE LSEA AWS CLI X AWS API BU4wiE 75 = 5E B LR AR IR

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

1,
{

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

}
]
}

Amazon MWAA f{a 5 |IAM @ T4 419
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Amazon MWAA B & M3 E

ETHREBTRESAIURAEE , FSHAWS RS “REAIT XK DHEE"" , RFEFEEHERN
BHEMITR. AWS RS AXx—KREE , BSHAWS &M HIAWS,

EAER T RE=HFIHRE AWS Artifact, BXESES , HSETH “TEIRE" 0 AWS
Artifact,

IBEMER AWS RS R EAREBR T ENBENHEBME, RATNEN B R KR E R EENE
M. BXREGEFEARNEAREINESEFR AWS RS , BSHAWS Z2 X,

Amazon MWAA R 38 4

AWS £IRERIRERE S AWS Xl T AXHEN, SXERES M EYE BT BERENTHKX ,
XETAXESERK, FHESATRESHMEERE —E, MATAKX , Babligit MREE
AARKzETZHE A XAREEBHNNARFNREE, SEENENHSMNREF O EM IR EE
b, TRARERESHTAHYE., RERINTT BiE.

BXRAWS X MU AXNESER , FSRAWS £ IREM IR,

Amazon MWAA FRYEMERZ £

R —RERS , BA T Apache Airflow I S#REE T HEREZLIKMXALLHNRT AWS, B
X AWS Z2RFUR MM AWS RIFEMIREBNER , FSRAWS 222, EEAEMIRELZ S/
RESERRIZITEN AWS 33 |, S8 S AWS ecurity Pillar Well-Architected Fram ework = E it
RHERT

ERILAER AWS EXRFH APl HABEEMEH LD E MWAA, FEFIRAAIFUTAR

- RBEREMDIL (TLS ) o HMNERMEH TLS 1.2, BIWUEER TLS 1.3,

- EER2M[EIRE (PFS) WEEEH , 0 DHE ( BE# ) 5 ECDHE ( ¥ & #h4k R E # Diffie-
Hellman ) . Diffie-Hellman K ZHIMRRE ( 0 Java 7 RESRA ) HXiFXLEN,

Amazon MWAA VBl EFAESEE DA

BLEM IT 2FHE (RNWEF ) £E AWS Az,

Amazon MWAA EHEXN I F KR EH B Apache Airflow. FEREXS VPC 18 & 24 1Y 15 R SR BE
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https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://docs.aws.amazon.com/security/
https://aws.amazon.com/about-aws/global-infrastructure/
https://aws.amazon.com/security/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/infrastructure-protection.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/infrastructure-protection.html
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BXREZHMEER , BSHAUTHIR

« Amazon MWAA K& H R

- REHBER

« Amazon Web Services : Z2 N EHR
« Amazon MWAA HIVERHIZEL &%

- Amazon MWAA N Z £ REXE

Amazon MWAA &L+ HR{ESSE

Amazon MWA3 Rt T HEEF XML RECHEZL2RKBINFTEEZENAKELZ L HE. ATHEIKR
—RESEN , HFTRRTBZL2BRAR, IEFEIKRATETESHRIATHRHRER , HHHE
AABRANEREZM RIS

s FRAREFTHRERE. XEABFPFRITESAEN R RRIRIERFNR,
« AWS CloudTrail B F%#Z=EKF R BAFES,

« #{% Amazon S3 FREBEREAXT R ACL [<ERH Amazon MWAA IEHIAF TR , LU
REAFEN. XEATUBRRENREEESINIERENAF EEEE Aiflow FEZE1T TERREN
R

- 55 Amazon MWAA PREXEXEY Amazon S3 Zi 8. Amazon S3 BB LUREME M. BHD
EFERPEFREMNR , O T B ZFEEREHMRS —REA,

Apache Airflow P Z £ RERE

Apache Airflow T2 ZHF M, BARE LR EGERTLCERELIIEERFINEERF , @ Amazon
MWAA SEfe 7 IX 381 , 1B DAG S|E&EHNeEH %E DAG KE X Apache Airflow AP NXBEH 5K
BRBEEHITRE,

£ Amazon MWAA Lt fEF Apache Airflow BY , BATEWERITU TSR , UERIFER T HIEEN
DAG &£,

- HEH DAG EANPRRAEHS IF X712 Amazon S3 /dags X R TREH A ERATEHHRIE |
B2 2 AU ARER AP AT LLE R Amazon MWAA #1117 & &5 Apache Airflow ¥E 21 [A] B9 (£ 1]
ZIES

- HEERM Amazon S3 DAG XH4XRIFEMNE. MK ZHW=Z , £/ CI/CD TEN DAGEA
Amazon S3 , FEI KIS RIFR DAG RIBAFSHNZ£HEN,

RIEEE 421


https://aws.amazon.com/compliance/shared-responsibility-model/
https://d0.awsstatic.com/whitepapers/Security/AWS_Security_Whitepaper.pdf
https://airflow.apache.org/docs/apache-airflow/2.0.2/security/access-control.html
https://airflow.apache.org/docs/apache-airflow/2.0.2/howto/connection.html
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- BIEAFIERIIAERN Amazon S3 . MK ZW= , A DAG I , ZI] &F
YAML, JSON st HAtE X XHERK DAG |, X HFi#E1E 517 # DAG B Amazon MWAA Amazon
S3 FHBTREMNMLE.

- f£ Secrets Manager P EE#4] BARXTRMEIETTEEE DAG WA FREZER |, B IE41E
SRR AR 4R

¥ Apache Airflow F P PREI E X

YRA]LAfE A CloudWatch Logs Insights &4l % 4 B9 ¥ 2k Apache Airflow Fi PRIV DAG BB o
A, ABELEHEAN DAG EX Apache Airfl CloudWatch ow AR | &5 AT LAEA EventBridge it
XMW, Lambda BIEH Logs Insights @ CloudWatch $8Fr &£ E B A,

FRFM
ERREATHNSR , BFBEUATHBATERS

« Amazon MWAA 3 E /5 A INFO BER BB FTE Apache Airflow BERRE, BXEZEER | I
#the section called “i7F 18] Airflow H&E”,

i
%

ERE B X Apache Airflow AFPIXBREXRNEL |, BHITUTRE

1. BIE— Lambda E¥ , ZEHBEEHTEA Amazon MWAA ¥R3E CloudWatch HE A
( DAGProcessing. . . Scheduler# ) 21T Logs Insights E)F &, Task
WebServer Worker

fields @log, @timestamp, @message | filter e@message like "add-role" | stats count()
by elog

2. HRLEQ@@ E—FPEEMN Lambda EREIEN EventBridge #LNEY B #5 , RIEBZITRIZ1THR
N, /A cron = rate KIAXNEEITXER , FREHHET,
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https://docs.aws.amazon.com/lambda/latest/dg/getting-started-create-function.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-create-rule-schedule.html
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Amazon MWAA E# Apache Airflow fxAx

REBNE Amazon MWAA Z#H Apache Airflow MRAS | SAR FHR B R ARAS Y B 4E KR,
£l

« xF Amazon MWAA fRZx

o BATRA

 Apache Airflow fRZA

« Apache Airflow £ #

« 4 Apache Airflow iRZ<

« R4 Apache Airflow R

« Apache Airflow B % F iR 4

« Apache Airflow {RZS 3z £ 5% W 5] &3

> F Amazon MWAA hx 2
Amazon MWAA ¥ B2 E BT Apache Airflow MRAN 5 H b & LAY =3 $1 34 F Python FEHRSRE

—i2. ZEBEMRTIEENRAEK Apache Airflow Bt iR =%, QIENEN , EEEEEFANER
RAE, MEGRE2-EEABEENRERS , EXLREARIES KA.

BR TR AR

Amazon MWAA %A Apache Airflow fxZ<, MREECIBRIFRIIARIEEREGRA , M Amazon
MWAA <R ZFNREFTRAE Apache Airflow B2 IRE,

Apache Airflow iRZx

Amazon MWAA EF#FELT Apache Airflow iR,

@ Note

+ B 2025 % 12 A 30 B , Amazon MWAA F£ IEX Apache Airflow iRA v2.4.3, v2.5.1
Mv2.6.3 WXE, BXEZEE |, S HApache Airflow fRA X HE N B 7,

XF Amazon MWAA KR4S 423
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RAriEmE

+ M Apache Airflow v2.2.2 FF#8 , Amazon MWAA X #FE#4E Apache Airflow Web BRSSE5 &
Z 4 Python R, REBFIMNEEEH.

« M Apache Airflow v2.7.2 FF18 , ERXH SN EBE —%K --constraint B4, MREKRE
MAREZH , Amazon MWAA FRHEEE —NMNAREH , MBRENERDPIIENEFSE
IR IEEEAK Apache Airflow IRAFER

BREBRXMAPRESRFMHANESRESR

Apache Airflow
2

v2.9.2

v2.8.1

v2.7.2

Apache Airflow
KB

202654 H22H

2025%5H20H

2025 £ 8 A 29
H

2024 £ 11 A 4
H

2024 £ 9 A5
H

2024 £ 6 A 10
H

2024 F£1 A 19
H

2023 £ 10 A 12

H

Amazon MWAA
EFH B

2026%5H19H
20265F1A7H

2025 £ 10 A 1
H

2024 £ 12 A 18
H

2024 £ 9 A 26
H

2024 7R 9
H

2024 2 A 23
H

2023 11 A 6
H

BES R L% Python KB,

Apache Airflow Python hZ<
AREZH

v3.2.1 ARXH  Python 3.12
v2.11.0 YR  Python 3.12
v3.0.6 ARXH  Python 3.12
v2.10.3 4R  Python 3.11
v2.10.1 AR Python 3.11
v2.9.2 A4 Python 3.11
v2.8.1 ARX#H  Python 3.11
V272 AR Python 3.11

HXIEBEEEM Apache Airflow SPERITIBIE Amazon MWAA REBEMNEZEE | S RZ O THIE
BURFEMER |, B3 Amazon MWAA T8,

Apache Airflow R4~
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https://airflow.apache.org/docs/apache-airflow/3.2.1
https://airflow.apache.org/docs/apache-airflow/3.2.1/release_notes.html#airflow-3-2-1-2026-04-22
https://raw.githubusercontent.com/apache/airflow/constraints-3.2.1/constraints-3.12.txt
https://peps.python.org/pep-0693/
https://airflow.apache.org/docs/apache-airflow/2.11.0
https://airflow.apache.org/docs/apache-airflow/2.11.0/release_notes.html#airflow-2-11-0-2022-05-20
https://raw.githubusercontent.com/apache/airflow/constraints-2.11.0/constraints-3.12.txt
https://peps.python.org/pep-0693/
https://airflow.apache.org/docs/apache-airflow/3.0.6
https://airflow.apache.org/docs/apache-airflow/3.0.6/release_notes.html#airflow-3-0-6-2025-08-29
https://airflow.apache.org/docs/apache-airflow/3.0.6/release_notes.html#airflow-3-0-6-2025-08-29
https://raw.githubusercontent.com/apache/airflow/constraints-3.0.6/constraints-3.12.txt
https://peps.python.org/pep-0693/
https://airflow.apache.org/docs/apache-airflow/2.10.3
https://airflow.apache.org/docs/apache-airflow/2.10.3/release_notes.html#airflow-2-10-3-2024-11-04
https://airflow.apache.org/docs/apache-airflow/2.10.3/release_notes.html#airflow-2-10-3-2024-11-04
https://raw.githubusercontent.com/apache/airflow/constraints-2.10.3/constraints-3.11.txt
https://peps.python.org/pep-0664/
https://airflow.apache.org/docs/apache-airflow/2.10.1
https://airflow.apache.org/docs/apache-airflow/2.10.1/release_notes.html#airflow-2-10-1-2024-09-05
https://airflow.apache.org/docs/apache-airflow/2.10.1/release_notes.html#airflow-2-10-1-2024-09-05
https://raw.githubusercontent.com/apache/airflow/constraints-2.10.1/constraints-3.11.txt
https://peps.python.org/pep-0664/
https://airflow.apache.org/docs/apache-airflow/2.9.2
https://airflow.apache.org/docs/apache-airflow/2.10.1/release_notes.html#airflow-2-9-2-2024-06-10
https://airflow.apache.org/docs/apache-airflow/2.10.1/release_notes.html#airflow-2-9-2-2024-06-10
https://raw.githubusercontent.com/apache/airflow/constraints-2.9.2/constraints-3.11.txt
https://peps.python.org/pep-0664/
https://airflow.apache.org/docs/apache-airflow/2.8.1
https://airflow.apache.org/docs/apache-airflow/2.10.1/release_notes.html#airflow-2-8-1-2024-01-19
https://airflow.apache.org/docs/apache-airflow/2.10.1/release_notes.html#airflow-2-8-1-2024-01-19
https://raw.githubusercontent.com/apache/airflow/constraints-2.8.1/constraints-3.11.txt
https://peps.python.org/pep-0664/
https://airflow.apache.org/docs/apache-airflow/2.7.2
https://airflow.apache.org/docs/apache-airflow/2.10.1/release_notes.html#airflow-2-7-2-2023-10-12
https://airflow.apache.org/docs/apache-airflow/2.10.1/release_notes.html#airflow-2-7-2-2023-10-12
https://raw.githubusercontent.com/apache/airflow/constraints-2.7.2/constraints-3.11.txt
https://peps.python.org/pep-0664/
https://docs.aws.amazon.com/mwaa/latest/migrationguide/index.html
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Apache Airflow 44

AITHR T Amazon MWAA L&A Apache Airflow MR8 FA# Apache Airflow 1T XIf2 & TELE
W E , HIRM T Apache Airflow BYXBINEESISR |, I8 T XISFBIIhBEM AR,

VRS
Apache Airflow v2 R EERAK i XIREF

HRIRE (BRAE ) HRIRE (S/ME) HRIRE (SAHE)
2 2 5
TELRE

Apache Airflow v2 R ESRAH TELTRE

TSR (BIME ) TSR (BVE ) TSR (BAHE)
10 1 25
F+4% Apache Airflow R Z<

Amazon MWAA XEFRXRBRAAR, XEREETLSHRBEMNRAR x.1.2z ARE x.2.z , BEFEE
REFWEERE , Hla0, N1.y.z ALEI 2.y.z,

BXREZEBEURXTEHFITERERRMEHREARBNFTRAMNIEMIEEE , i HSH the section called
“EH R A,

B& 4% Apache Airflow M2

Amazon MWAA XIFRIRBIRANERZERRA DR IFNRERAS . XEWREEALUFIREMRAE
x.2.zBEE x.1.z , EREREIIUTMHEERSE , flan, N2.y.z BRI 1.y. 2

BXREZEBEURXTEHFITERERRIEHREARBNFRANIFMILEE , S the section called
“BB AR A

Apache Airflow 48 425
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Apache Airflow BE% F x4

TRHIHT Amazon MWAA R EF A Apache Airflow BRAS |, AR EMRANDHA LT BHEMIFL
ItBH, BEXIBIEFREANEZELE |, HSH Amazon MWAA IFEIERE,

Apache Apache Airflow £ HH¥]  Amazon MWAA EHHHE  Amazon MWAA X#441E
Airflow hix H &

ZiS

v1.10.12 2020 £ 8 A 25 H 2020 £ 11 B 24 B 2024 £2 A 21 H
v2.0.2 2021 4 A 19 H 2021 £5 25 H 2024 F£4 A 29 H

v2.2.2 2021 £11 B 15 B 2022 1 A 27 H 2024 £ 6 A 27 H

v2.4.3 2022 £ 11 B 14 B 20231 A5H 2025 £ 12 A 30 B
v2.5.1 2023 1 A 20 H 2023 4 A 11 H 2025 £ 12 A 30 B
v2.6.3 2023 7 A 10 H 2023 8 A9 H 2025 12 A 30 H

Apache Airflow k2% 3z 35 H1E I (5] &

1BHE Apache Airflow #XH X A RERMRABE , Amazon MWAA &ig EERAERNBEEDZF=4
Apache Airflow JXERA, BRI EXZFL LB ED 180 XREMLAE Apache Airflow X ERRAH
KIEXEFAH,

= [B] &

@] : Amazon MWAA 3£#% Apache Airflow iRZ< % K88 ?

% : Amazon MWAA 7£ Apache Airflow 3 THRAE LT EXEZED 12 1MA,

| : %X Amazon MWAA EBY Apache Airflow IiRZAKI LR | RREWEEH ?

2 : BE, HIREIKF A Y {E Amazon MWAA REE IFIREBL REHE/TIZMRA , Il Amazon MWAA
LESFHERBHza A HEA, Health Dashboard

Al . XFERZBEREMA?

Apache Airflow E# R4 426


https://docs.aws.amazon.com/mwaa/latest/migrationguide/about-mwaa-migration.html
https://airflow.apache.org/docs/apache-airflow/stable/release-process.html
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B . EXBERHPERE , BT EBFERAFERARAERN Amazon MWAA IRIE, REEW ML H)z
TREH EF A Apache Airflow MRASHI I E Amazon MWAA M8 | BHERNEHEHTHEIE, B

Amazon MWAA EHEKBIEFHHAH Apache Airflow , i5SE (Amazon MWAA FEIEFE) o

/A Important

BARERFEN Amazon MWAA RN &FTRA. AWS BURFIEE P HEA Amazon
MWAA SREARBIRFRAE , MENERFHNEZE., BRANTAERPEEDPSH, NREEHR
ABHZEERZ X HNRAREKG (MHRIBRE ) EETHE , IEEAEA LS, B
MZEEXK , QFEENEHE, ZIRRELZETHN Amazon MWAA IRE | BIRREAHEIAEDS
THRAEAENER TAREXLEXR , HFELRAERRTEREZFIREAN AR, 1£IHIRAS L4k
TN EEETEREMER AWS RS H L.

IBRRAFHEANZEBAR , AWS BF-EH HRARMEZFE, Hik , AWS 2R AWS #E(IR
AN RS, HXBRARSEAEME=FENRZLHTERBRILIRERE |, N 7] LARE 6T PR &
HEREREAIERA. AWSHIRERERZEEIBRA LPEITIENR , TRESSFHEN
ABTATH, MAETLTEMRE. FEIBRALZTHWIREZ RS KFEML ( SLA ) BIAZREY
Fo

FEIBRALZTHRRENEXRETEISRE. HiR, RENEEH4. Hit , REMDIUTH
BRFEEZFRPEEMERNBES | BMHIRERE AWS REIBMRA,

BXDPBERTERE AWSHEZEE , S RAWS Well-Architected LR FH 2 B F.

LA
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https://docs.aws.amazon.com/mwaa/latest/migrationguide/index.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/shared-responsibility.html
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Amazon MWAA k55 um = K BE 5

Amazon MWAA AU TREBRHFMER. REEEH (AR ) 2 FANBRS B RERIBRIENRK
HEAWS K

H33x

- RSRS
- IREEH
- EIRE

AR 55 i =
EiH A Amazon MWAA Bis 53R |, 1S Amazon MWAA s = F PR E .
Pz 55 Bic &t
PRER & F R ZRIABRET CIREES
28 BMNXEENKFH 10 =
Amazon MWAA RiE
HNERABE.,
BIEN THE FA Amazon MWAA 25 =
B R R TELTE
o
BT Web RS8E #4 Amazon MWAA 5 2
5 RIEM & K Web BRSS
BS¥L
18 1N PR Zi

&R LB IS 42 32 PR EUIE S5 SR R BR 15 48 h0 AT 1 B Y PR &
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https://docs.aws.amazon.com/general/latest/gr/mwaa.html
https://console.aws.amazon.com/servicequotas/home?region=us-east-1#!/services/
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Amazon MWAA & I 8] 3 fif &

AR T B 1EFEH Amazon MWAA B RTEEIE ZIRY E WL R &3,

B
« XEBHRAE

Amazon MWAA 3t Apache Airflow v2 X354 ?
A A A AR AE Python ?

- EARY

B A LAET D% Uni SageMaker fied Studio 54 Fi I &% MWAA 15 ?
A LEHERTLAE A AWS Step Functions X4 EbiE & MWAA ?

. FIEEA

BIMNREESLOESERZRATA?

Amazon MWAA ISR RARNRIARERSERH AL ?
BHEA R KM Amazon MWAA SREE A B E LR ?
Amazon MWAA BERFE HIPAA #5f ?

Amazon MWAA BREXFHFEMESHI 2

Amazon MWAA REXIFEE NS ?

BECAIEN SSH #H AKMIRE 2

NHAVPC ZLHFEZBE5I AN ?

KEEDTE |AM H [ [E) BY BF A BR AR R 35 2

HAER £ Apache Airflow THELTE E 174 I B BdE 2
REER I EBY 25 1 Apache Airflow TELE ?
Amazon MWAA BEXHFHHE Amazon VPC RHEZFM ?

BEEA BB HEMK B E X Amazon SQS BAFIKEIE Apache Airflow BV ES HATH TR IES

B

< BfR

FERMLIERRBERRT BRI ELRE?
] LU B 222 B E X847 CloudWatchfg ?

« DAG, EERF, EZEMEAM R A

FBEA A PythonVirtualenvOperator ?
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« Amazon MWAA EEZ KR F BEIRBIFTHY DAG X4 2
« JItt 4 Apache Airflow ¥ BREHKH DAG X ?
o RAEBMNIRE S MIBR plugins.zip 3} requirements.txt ?
s N ARNBEHETRHIAE Apache Airflow v2.0.2 EE A E4EE S ?
- FKEEAS AWS Database Migration Service (DMS) R#ER ?
- HEKRFEA Airflow REST API i iE BT AWS &ilf |, REDTRFIRFIRSEEV 10 ERSULE
aPs)?
« Airflow fEF 1T API BR$ 881 Amazon MWAA F Y IM BIE 1T ?

S HF Y AR AN

Amazon MWAA XI Apache Airflow v2 3t 4 ?

E T # Amazon MWAA XEFMARA , 1555 Amazon MWAA £/ Apache Airflow K2R,
K AT LA A i AR AN Python ?

Amazon MWAA EX# LT Apache Airflow iRZ<,

(® Note

« B 2025 % 12 A 30 A2 , Amazon MWAA fF4& IEX Apache Airflow ARZS v2.4.3, v2.5.1
Mv2.6.3 WXIE, BXEZEE , S Apache Airflow fRAZIFHE N B 7,

« M Apache Airflow v2.2.2 FF#8 , Amazon MWAA 3z 3% E#7E Apache Airflow Web BRS585 &
T Python XX, RUEBRFIMEE HEH

« M Apache Airflow v2.7.2 FF# , ERXHSMEE —% --constraint A, WMREKRE
MAREZHE , Amazon MWAA FRHEEE—MREH , UBRENERFIIENEFSE
IRIE1EEAK Apache Airflow IRAFRE

BREFRXHAFREBARFHNESZEE |, 55 R %2 Python KB,

XFEFHARAS 430
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RAriEmE

Apache Airflow
TS

v3.2.1

v2.9.2

v2.8.1

v2.7.2

Apache Airflow
K BH

202654 H22H

2025%5H20H

2025 £ 8 A 29
H

2024 £ 11 A 4
H

2024 £ 9 A 5
H

2024 6 A 10
H

2024 £ 1 B 19
H

2023 ¥ 10 A 12

H

Amazon MWAA
W B

20265%5A19H
20265F1A7H

2025 £ 10 A 1
H

2024 £ 12 A 18
H

2024 £ 9 A 26
H

2024 7R 9
H

2024 £2 B 23
H

2023 11 A 6
H

Apache Airflow Python hRZ<
AREZH

v3.2.1 ARXH  Python 3.12
v2.11.0 AR  Python 3.12
v3.0.6 4E#  Python 3.12
v2.10.3 AER#  Python 3.11
v2.10.1 AERH  Python 3.11
v2.9.2 ARX#H  Python 3.11
v2.8.1 AR Python 3.11
V2.7.2 ARXH  Python 3.11

HXIEIBEEEM Apache Airflow SPERITHIME Amazon MWAA REBMEZEE | SR O THIE
BIRENUE , HS 5 Amazon MWAA FBIER,

52 i Z= 451

HE AL ET D% Uni SageMaker fied Studio A I &2 MWAA 15 ?

AL, B Si# SageMaker Unified Studio T4ERTE , LA SAE T B3 U SageMaker nified Studio
FIREMIZIT—RIES, LE# SageMaker Unified Studio THEFRIZEME A Apache Airflow X EdE4:

BERFHTEEF RIEEHN SageMaker Y B # Unified Studio KIBTH, BEXEZER |, &

FiEZD. BETHEAEXTDBNESZELR SageMaker , 5S4 R S # SageMaker ?

SHTH
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https://airflow.apache.org/docs/apache-airflow/3.2.1
https://airflow.apache.org/docs/apache-airflow/3.2.1/release_notes.html#airflow-3-2-1-2026-04-22
https://raw.githubusercontent.com/apache/airflow/constraints-3.2.1/constraints-3.12.txt
https://peps.python.org/pep-0693/
https://airflow.apache.org/docs/apache-airflow/2.11.0
https://airflow.apache.org/docs/apache-airflow/2.11.0/release_notes.html#airflow-2-11-0-2022-05-20
https://raw.githubusercontent.com/apache/airflow/constraints-2.11.0/constraints-3.12.txt
https://peps.python.org/pep-0693/
https://airflow.apache.org/docs/apache-airflow/3.0.6
https://airflow.apache.org/docs/apache-airflow/3.0.6/release_notes.html#airflow-3-0-6-2025-08-29
https://airflow.apache.org/docs/apache-airflow/3.0.6/release_notes.html#airflow-3-0-6-2025-08-29
https://raw.githubusercontent.com/apache/airflow/constraints-3.0.6/constraints-3.12.txt
https://peps.python.org/pep-0693/
https://airflow.apache.org/docs/apache-airflow/2.10.3
https://airflow.apache.org/docs/apache-airflow/2.10.3/release_notes.html#airflow-2-10-3-2024-11-04
https://airflow.apache.org/docs/apache-airflow/2.10.3/release_notes.html#airflow-2-10-3-2024-11-04
https://raw.githubusercontent.com/apache/airflow/constraints-2.10.3/constraints-3.11.txt
https://peps.python.org/pep-0664/
https://airflow.apache.org/docs/apache-airflow/2.10.1
https://airflow.apache.org/docs/apache-airflow/2.10.1/release_notes.html#airflow-2-10-1-2024-09-05
https://airflow.apache.org/docs/apache-airflow/2.10.1/release_notes.html#airflow-2-10-1-2024-09-05
https://raw.githubusercontent.com/apache/airflow/constraints-2.10.1/constraints-3.11.txt
https://peps.python.org/pep-0664/
https://airflow.apache.org/docs/apache-airflow/2.9.2
https://airflow.apache.org/docs/apache-airflow/2.10.1/release_notes.html#airflow-2-9-2-2024-06-10
https://airflow.apache.org/docs/apache-airflow/2.10.1/release_notes.html#airflow-2-9-2-2024-06-10
https://raw.githubusercontent.com/apache/airflow/constraints-2.9.2/constraints-3.11.txt
https://peps.python.org/pep-0664/
https://airflow.apache.org/docs/apache-airflow/2.8.1
https://airflow.apache.org/docs/apache-airflow/2.10.1/release_notes.html#airflow-2-8-1-2024-01-19
https://airflow.apache.org/docs/apache-airflow/2.10.1/release_notes.html#airflow-2-8-1-2024-01-19
https://raw.githubusercontent.com/apache/airflow/constraints-2.8.1/constraints-3.11.txt
https://peps.python.org/pep-0664/
https://airflow.apache.org/docs/apache-airflow/2.7.2
https://airflow.apache.org/docs/apache-airflow/2.10.1/release_notes.html#airflow-2-7-2-2023-10-12
https://airflow.apache.org/docs/apache-airflow/2.10.1/release_notes.html#airflow-2-7-2-2023-10-12
https://raw.githubusercontent.com/apache/airflow/constraints-2.7.2/constraints-3.11.txt
https://peps.python.org/pep-0664/
https://docs.aws.amazon.com/mwaa/latest/migrationguide/index.html
https://docs.aws.amazon.com/sagemaker-unified-studio/latest/userguide/workflow-orchestration.html
https://docs.aws.amazon.com/sagemaker-unified-studio/latest/userguide/workflow-orchestration.html
https://docs.aws.amazon.com/next-generation-sagemaker/latest/userguide/what-is-sagemaker.html
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EHArHERLAER AWS Step Functions Xt EEIE 7 MWAA ?

1. A LAEA Step Functions RAENMAEFITE , B Step Functions AT Y & EUH X —/MT
BR—BAMIENER,

2. MREBEZTHREBRIERERLGET —XRITE , WA BAEEA Step Functions 3 Amazon
MWAA. Amazon MWAA JERM T — N FRER , AN IEREMNEEEERARN AWS TR
SEE P

MR 8 A
B HERZOESFHEZE TR ?

EEEMEZEE RSN 20 GB , B Amazon ECS Fargate 1.4 ¥, RAM EREIEENIERXRAE, &
RINBEWEZELR |, HSH BLE Amazon MWAA IREX,

Amazon MWAA SMEFERNRINRERERT AL ?

Amazon MWAA SREREETT 2.6 RERRAH Amazon Linux 2 SR L 8IE | BURIEE(T 2.7 &
ESMAHK Amazon Linux 2023 B9S24 LI/,

REEBNEM Amazon MWAA IMEF A BEEN &G ?

AXEFBEENLER. Amazon MWAA EAET Amazon Linux AMI 2R E K. X TERMBIFE
#) Amazon S3 FERBHP B requirements.txt XHFFRIEEMWER , Amazon MWAA BIFIE1T pip3 -r
install RZEFTHER,

Amazon MWAA 2B RS HIPAA BRI/ ?
Amazon MWAA &4 (BEREREBEFTEEE (HIPAA) ) WER, NREHE HIPAA Bl A£H &

(BAA) , M AT LAER Amazon MWAA L3 AWSTE 2022 & 11 B 14 B2 ERIEMIRE P IB Z R
WREEE R (PH) W IERRE.

Amazon MWAA 2B X #&ZMEISSF) ?

Amazon MWAA B 81X Apache Airflow B3Z%E Amazon EC2 M A LHIZER, {ERE , Amazon
MWAA ER3E A] LA7E Amazon EMR 1 Amazon EC2 Ltk ZEME L4,

R ABHMRELUER AWS Step Functions Xt HEIE D7 MWAA ? 432


https://docs.aws.amazon.com/AmazonECS/latest/developerguide/fargate-task-storage.html#fargate-task-storage-linux-pv
https://aws.amazon.com/compliance/hipaa-compliance/
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Amazon MWAA 2B X8 ENE ?

EEAEEMNEERN Amazon MWAA EHE , BHITUTEESZ— :

s FEBFLH Web BREE51HEIMPRAY Amazon MWAA ZE | EafLAE A A CloudFront Lambda
@Edge W B RESI S EEBHWHE |, HYBENHBMSE, CloudFrontEXREZER
BAAHFERE B EXEWRAE , S8 Amazon MWAA REIGFHEFHLNE Web FRSSESHY
Amazon MWAA B E X RHl, GitHub

« BXxEHFFE Web BRE 1 HNRA Amazon MWAA S22 | iS5 the section called “iZ BB E N
=

ReER BT SSH # ARKNIRE

B A Amazon MWAA SEFR X SSH , B aJLAEA DAG BEid# A BashOperator Ki&1T bash &
T Bl :

from airflow import DAG
from airflow.operators.bash_operator import BashOperator
from airflow.utils.dates import days_ago
with DAG(dag_id="any_bash_command_dag", schedule_interval=None, catchup=False,
start_date=days_ago(1)) as dag:
cli_command = BashOperator(
task_id="bash_command",
bash_command="{{ dag_run.conf['command'] }}"

)

E £ Apache Airflow Ul % DAG , FFEH :

{ "command" : "your bash command"}

N AVPC ZEAFEH S| AMAN 2

BECZEESI AN | BaLURRSIN VPC A E—Z24d K MAFENFENEF K. ETHE
Z{SE , %3 the section called “VPC &£,

HEERE IAM T E Y EFA R E ?

A OB 72 H 48 E A E B FRoRBR #1177 (B £ PR AWS Identity and Access Management , {H2 , AWS
BEHIEPTREFRIFEEDE , WRAF AR —NRE | 017 AR B PR IR R .
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https://github.com/aws-samples/amazon-mwaa-examples/tree/main/usecases/mwaa-public-webserver-custom-domain
https://github.com/aws-samples/amazon-mwaa-examples/tree/main/usecases/mwaa-public-webserver-custom-domain
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R AEABTE Apache Airflow THELTE 176 6 3k 3E 2

Apache Airflow IZEfF A LAE T4 R L7 IRAT83E. Apache Airflow T2 AT L5 RIFRERY
Fargate &85 L# /tmp FEIIEES 324,

(® Note

BHE Amazon ECS Fargate 1.4 , EF EF#FZEIRHITE 20 GB AN, BERIEFEESTE
[@— Fargate Bes=fl L1217 , ZEHIRTAERTRH /tmp XK,

KEDTEEET 25 4 Apache Airflow TELTE ?

AL, REETLAE Amazon MWAA 12#| & LIEEE&Z 25 1 Apache Airflow TEL.E |, BIETLUE
iR 18 B AL R 35 R Bl B %58 50 4 Apache Airflow THELRE, EXEZEL , FSREREME
o

Amazon MWAA & X#FHE Amazon VPC S EZFH ?

Amazon MWAA T2 #H = Amazon VPC S HEFM, &1 0 IMERIEER Amazon VPC A4 H
ZHGIBRENKFHE, B2 , B LLREREM Amazon MWAA Tk ) Amazon VPC B EHE
Z VPC, BEXEZEEURGRERABATHEE Amazon VPC KRS , 25 (Amazon VPC H3H
XKIEE) FHEFHIBBEIERN,

BRERVEIER B E X Amazon SQS RAFIKEE Apache Airflow HHI{E
ST IERESE ?

RATEL |, BT EETE Amazon MWAA 8122, = HA B E X Amazon SQS A%, X2F R
Amazon MWAA £ B3I B &S Amazon MWAA SREFTIEFEE B S Amazon SQS BA%I,

HEPR
ERMLERRBERSY BITFLRE?

I 52 MWAA £ ¥ #lQueuedTasksHRunningTasksi# A , CloudWatch AT E R B IEEMNIFEF Y
& Apache Airflow T#EREF. ETHREZELR | B8SH LEAER.
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https://docs.aws.amazon.com/AmazonECS/latest/developerguide/fargate-task-storage.html#fargate-task-storage-linux-pv
https://docs.aws.amazon.com/servicequotas/latest/userguide/request-quota-increase.html
https://docs.aws.amazon.com/servicequotas/latest/userguide/request-quota-increase.html
https://docs.aws.amazon.com/vpc/latest/tgw/transit-gateway-nat-igw.html
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o LATE A B2 B E L E#R CloudWatchlg ?

A1E CloudWatch E#lE, B2 , B SIEEHRE A BE XLIBHRH DAG CloudWatch, BXxE %S
B , &5 fthe section called “fEF DAG 4w E B E XIER,

DAG. BERF. &EENMH AR R
FKAESFE A PythonVirtualenvOperatorx ?

Amazon MWAA KREA#Z3F PythonVirtualenvOperator , {B&E AT LABIE —/NMER
PythonVirtualenvOperator M BE &Y. BXTAINRE , S the section called “/§4h
PythonVirtualenvOperator B B E L 7o

Amazon MWAA B EZ K8 T REIRBIFTHY DAG X4 ?

DAG £ EHIM Amazon S3 F#ERIL RN E, MREEBRMNFH DAG X4 , Amazon MWAA KA FE
E 300 WA REFRERH X E. MREEHFMNAR DAG , Amazon MWAA KAFEE 30 BT EERFIE
o

XL ( # DAG 71 300 # , 1B DAG E# N 30 ¥ ) 2 B3 R F Apache Airflow Bt &£
dag_dir_list_interval M min_file_process_interval,

R4 Apache Airflow ;&8 REFHK DAG X4 ?

LU R REAY AT RER IR T =R

1. REVWTABGREBEEBXN Amazon S3 FHENEBNR. ETHREZEE , 5 Amazon
MWAA L 1TA R,

2. K& Amazon S3 FHBREECEEM AR FEHEARELEG ., ETRESZER , B3 N
Amazon MWAA #1Z Amazon S3 Z##. -

3. WIF DAG X#rA& &, filtn , FHEEREN DAG #HE—ME—H DAG ID.

KREBSMNREFRIER plugins.zip = requirements. txt ?

BEl , SR BDETERD plugins.zip 2 requirements.ixt 5 RF EMIAFEHMIBR , BIFKATEES DEREXAN
W@, LG  TBHERDNERZENAS zip X, ETHESZEE , 55H MR Amazon S3
i:0pgo

BE BT 435


https://airflow.apache.org/docs/apache-airflow/stable/configurations-ref.html#dag-dir-list-interval
https://airflow.apache.org/docs/apache-airflow/stable/configurations-ref.html#min-file-process-interval
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RN ALBRWBEHETHIIE Apache Airflow v2.0.2 EERIHHREEF ?

HFZ£FER , Amazon MWAA LE& Apache Airflow Web IRE2HMEHORESR , BT 4
BE#E1E 2.0.2 lRAIFIERY Apache Airflow Web BRS5 88 L ZEIEH I Python K, Il HAVIEH
YIS # MWAA £ (IAM) FXTREY Apache Airflow i F#{TE 4 38UE, AWS Identity and Access
Management

N T RES E I Web BREE5 E R E A Python K , HATELER Apache Airflow v2.2 RES
RA GBI —NEFTIRE, Amazon MWAA E#7E Apache Airflow v2.2 R E S R4 Web fREE5 2%
Python #k i1 B E @4

I BEA M AWS Database Migration Service (DMS) ##4ER ?

Amazon MWAA %% DMS ZEff., B2 , WZEFFEERATX 5 Amazon MWAA IRIERERHY
Amazon Aurora PostgreSQL Jt B IEHIB EHRITIRIE,

HEKFEA Airflow REST API i E BT AWS & , REEDFIRFIRFIRSEE
M 10 ERXRZ LU L (TPS)?

=0, aLl, ERETRES , R AWS BEF i,
Airflow fF&#.1T API BR$887 Amazon MWAA I NMIBIZIT ?

Amazon MWAA 7£ Web RS- 854 41z 1T Airflow EFH1T API BRSS85. EF 1T API {X1E Apache
Airflow v3 REBMASR T A, THEX Amazon MWAA RN EZEE |, BHSH 24,

# B plugins.zip % requirements. txt 436


https://airflow.apache.org/docs/apache-airflow-providers-amazon/stable/operators/dms.html
https://aws.amazon.com/contact-us/
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Amazon MWAA = HERR
REANHTE Amazon MWAA EEF Apache Airflow B AJREIB ZIRY E L RIBAEIR | AR RIX L4
NHEEDS R,

B
- MEEHEER : DAGs., BER . HEEEMH fth i) &

* Connections

« EFEIEE Secrets Manager

s IMAERNHBITHBEREEFEE secretsmanager:ResourceTag/<tag-key> Secrets Manager
FHSRRRSH ?

« RFEEERE Snowflake
o REETE Airflow Ul FREIFRAERE
Webserver
« REHRE Web BRSS I3RS 5xx f5iR
« FUWEI The scheduler does not seem to be running 48 ix
7T
- RNESFWSEEZETK
« R Airflow v3 FES KK , BREHE
cLl
« 1£ CLI Hfi % DAG R EKUKE“503 45 1%
« {4 dags backfill Apache Airflow CLI e & kMK ? BREHBRAE?
EE/
« BREMEA S3Transform EEFFETIBZEI T PermissionError: [Errno 13] Permission denied £&i%
o RFEHERR : BIEFEH Amazon MWAA 3R
« E# requirements.txt
« BIBE T requirements.ixt BWFTMRA , EFFEIL T 20 Z 04
- Wt
* Amazon MWAA BREXFERIABENL UI?
— QR ER
o BRFIEIEFE S3 FHLEAH TR ERIE
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- BIEIRIR,
- BEHMERE | HE — BT Creating IRE
B EME |, BEIRABE RN Create failed
E=i%E#E VPC B E| Network Failure £5i%
B oI BRERBIRS . 5 XS ER BIUEE HIR

BEZRAAESE | CHIRBE TR Available , B2 EHEZ1A 5 Airflow Ul B , 28R
Empty Reply from Server 5% 502 Bad Gateway $&ix

s EZEQE—INE , BNAFBR —HBEIHNFHEER

* Update environment
s REAESIESR  BEFEUT

« HEHRE
« &L Apache Airflow Ul

« #EEHEBR : CloudWatch Logs &l CloudTrail f5i%

- BHE
s BERAFBWES AL , ERKWE T Reading remote log from Cloudwatch log_group £&ix
s EFEREEMABENER TEAK
» FK7TE CloudTrail Fi&%] 7 ResourceAlreadyExistsException faix
« F1E CloudTrail #FE&EI T Invalid request 51%
« I 1E Apache Airflow BEFFF] T Cannot locate a 64-bit Oracle Client library: "libcintsh.so:

cannot open shared object file: No such file or directory
s REBWITNERFBEFERT psycopg2BRF e EINKMA T IEE
« BRERM DAG 4B AEFREFEER T Executor reports task instance %s finished (%s) although

the task says its %s

s BREBRMWESALEHREERT Could not read remote logs from log_group: airflow-
*{*environmentName}-Task log_stream:* {*DAG_ID}/*{*TASK_ID}/*{*time}/*{*n}.log.

HIEHERR : DAGs, BRER. EEMHARZ

AR EBNLBT Apache Airflow v2 F v3 Python KB, BHEN DAGsHEH. BRIER. EE, £
SUARIEBTEE AT Apache Airflow FIE S8 TERERED ATREIB N M E RSB[R RBHBRRT

=,

Apache Airflow v2 %1 v3 438
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B %
» Connections

« EFEEE Secrets Manager

o IMIERNHITHEEREEFTEE secretsmanager:ResourceTag/<tag-key> Secrets Manager &4
S BIRBR I ?

o BRFIEEE Snowflake
- BFEAETE Airflow Ul RIREIER A ESE
Webserver
« REHE Web FRS5arETHE] 5xx fBix
« EUE| The scheduler does not seem to be running £&1%
7T
- RNESFWSHERZXETK
o 1L Airflow v3 FES AN , BXERE
CLI
* 7£ CLI Hfit & DAG BY R F“503"Hi%
« 14 dags backfill Apache Airflow CLI fe 52 kMK ? BREHBREE?
EHA
« BREMEA S3Transform EEFFETIBZEI T PermissionError: [Errno 13] Permission denied £&1i%

Connections

U EBHEIR T BIEFEA Apache Airflow EZ S H IR E R o gEEI M85 iR. AWS
3% T £ %% Secrets Manager

BINBEWETHRUATSER

1. THRW{AA Apache Airflow EEMEEIE R4 , 1HZ 1 the section called “BLi& Secrets
Manager’s

2. ETHIAER Apache Airflow & (test-variable) WE4R , 55 7 Apache Airflow &
{FH AWS Secrets Manager F#Y%4A

3. E T {E A # 1T Apache Airflow E# (myconn) , 25 £ 5 AWS Secrets Manager
#2340 # 1T Apache Airflow ZE#2,
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MAERNRITACKEEPEE secretsmanager :ResourceTag/<tag-key>
Secrets Manager &3 7R & ?

(® Note
&R F Apache Airflow fR4s 2.0 R E 2R,

B &l , T Apache Airflow R EEEHAE , BLEZESERENRITACHERAKGRAREHME
SR PR #I SR PR #1353 Secrets Manager 24K 51,

T EERE Snowflake
RINBWEBTERATESR :

1. A aws-mwaa-docker-imagesfE < #th U iXRHY DAGs B E B4 Python #kix R GitHub,
2. FUATHRERMEESIFEN requirements.txt o

apache-airflow-providers-snowflake==1.3.0

3. FEUTSARIE DAG :

from airflow.providers.snowflake.operators.snowflake import SnowflakeOperator

1R Apache Airflow EEXN RIS LU TRER :

1. %E#E ID : snowflake_conn

2. EERH : Snowflake
3.  ZE#l : <my account>.<my region if not us-west-2>.snowflakecomputing.com
4. Schema : <my schema>
5. %33 : <my user name>
6. TREG . terwerrs
7. w0 : <port, if any>
8. B INAKBLIN :
{

Connections 440
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"account": '"<my account>",

"warehouse": '"<my warehouse>",

"database": "<my database>",

"region": "<my region if not using us-west-2 otherwise omit this line>"
}

Flan -

>>> import json

>>> from airflow.models.connection import Connection

>>> myconn = Connection(
conn_id="snowflake_conn',
conn_type='Snowflake',
host="'123456789012.us-east-1.snowflakecomputing.com',
schema="'YOUR_SCHEMA'
login="'YOUR_USERNAME",
password="'YOUR_PASSWORD"',
port="'YOUR_PORT'
extra=json.dumps(dict(account='123456789012"', warehouse="'YOUR_WAREHOUSE",

database—'YOUR DB_OPTION', region='us-east-1')),

- )

RIETE Airflow Ul R FIR M ERE

Apache Airflow 7 Apache Airflow Ul F2# TEEER, TIeEELBOM , ©ER6E A IR R R E K
EE URI Z/F&, R Apache Airflow Ul F& BEEZENR , W o] LAE A& AEZEERKRE RERE URI
FRE , BIAER HTTP EEER,

BINBWEZERAT SR -
1. 7E Apache Airflow Ul #i5[A] Amazon MWAA REHEERZERE | 1§55 L&ETE Amazon MWAA IR
E i Apache Airflow IR EREF S,

2. f& CLI #ifa & Apache Airflow EZM @+ , S H Apache Airflow CLI i 55 %&,

3. ETHMAREMEA Apache Airflow Ul FEVEEZERKALE Amazon MWAA E£RY Apache
Airflow Ul FIERERERR | ESH EEREHR,

Webserver

LU EBEIR T 81 Amazon MWAA E#Y Apache Airflow Web BR%328 L AT REUR B B9 48R

Webserver 441
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FIETFME Web fRSSESTUE] 5xx £51%

BINBWETRA TSR

1. R E Apache Airflow Fi &£, WIFERIEE S Apache Airflow Bt BT REXT ( Hla0 AWS
Secrets Manager ) R A2 EHAEE, ETHESEE , 55 the section called “B T EERE
Secrets Manager’,

2. && requirements.txt, WIFf requirements.txt FFIHK Airflow “Extras’iZF a8 MHE
fEER A S Apache Airflow RAFRAE

3. IRFETE requirements.txt XHHIEE Python IKBIH /53% , S M £ requirements.ixt FE
¥ Python fk#iI,

FEUWZEl The scheduler does not seem to be running £ix

MRPERFLCFEEET , ERE X OB BEJLNNETUREIR , DAGs BBARARETR 2
Apache Airflow F5IH , B F2LHEFHES-

BINBUETERA TSR

1. BIAVPC Z2AAFAMBREA 5432, EEMFEA RO FREEETIIANERN Amazon Aurora
PostgreSQL JTHIEBHIEE., HMLHNE , 4 Amazon MWAA JL9 4 | SBiRFMASER, BETH
EZEER , i3 the section called “VPC ££",

(® Note

« Aurora PostgreSQL TTHIEER I D MWAA BRSEEH —20 , EEMFRTH,
AWS Ik F

- ERREFAXNEREERITVEFAVNER K MARBERRE,

2. MRBUNEFKZT, WIRERHATFZHRAEZERN , flNEHmMEZELMRITHNEFIH. B
1A HEH R CloudWatch M HEA |, FIAER DAGSIHEHGMNERERERERIZT. ETHES(E
B | ESR LiEER.

(F35)

BT EBH#R T EE R AT Apache Airflow 1£55 84 AT sE R EIRY £ 1R

x5 442
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BWES FW=FEEETK
R Apache Airflow F5 “F” FARTEK , BRINBWUEBHITUT IR

1.

AJREE K& DAGs EE XM, BB E DAGs AMITHEEH ( flWERB SRS ) A
HEE,

a. Airflow £ E{]1 DAGs RREEH. MELFEANTERSHREREN 50% , NATgEELTF
#a1it Apache Airflow it XIEZFFEER ., X225 CloudWatch 35457 1Y S #FATEY B+
=¥ CloudWatch BEHH DAG & ErtEIE ., BB H ML Apache Airflow BLER 5 7% |
XEFETEAREENITISTEEZH.

b. EFMATHRBBRNEMERMNBUMRERSE , 52 the section called “Apache Airflow K
HEERE",

RAFIFR IR E KEES . XBEXRNA N ZNoneM KEBETHIBRKNES , RBEERNKER

%, Queued Tasks and/or Tasks Pending CloudWatchtHEl bRV RE AT -

a. MREZETHESZTHENZITAES , andlor WIE B34 B2 I BERA M KBS A rTER
MESHBBELSTEAR,

b. MREZTWESZTHENEZETESD , RNEWUBDENZEITHESHE , and/or
Apache DAGs Airflow TE4& RN KIEKHE,

c. MREEFIBHRENERMVNNBEESITEARZAEAEEFH , BNEUETEST
2 , Ll and/or #in& 4> Apache Airflow TEA 5

d. &R LAEA AWS Command Line Interface (AWS CLI) A8 update-environment 5455k B &
EENRERETH IEENRNIZABE,

aws mwaa update-environment --name MyEnvironmentName --min-workers 2 --max-
workers 10

EFW THRBEMEMERMNEBENNRESKE , B2 H the section called “Apache Airflow HJ
HEERE",

MEAFFEZEEESTRE , BUUERESHIFEFIENRIB LK. XAFHRRENEY
RAHBBZTESNE LN IELZENRE, TRERTHFHEESH A,

@

ERHFBESHERE , ABRERFER (WEMAT ) . XAF Amazon MWAA 4 5 THAE ;
AN, IRMEHEBARIES , Amazon MWAA T3 E DAGs MBS RARER |, T ER
NIE,

(=5

443
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4. BT Apache Airflow E5E B |, 55 (Apache Airflow ZE15E) HELE.

KL Airflow v3 RESF LM , BXEBEBE
MRIER Apache Airflow 3 FFAMERBEBE , BIRBUTIREE

- WMRIELZBEAXRIETREBIR (HMESKEKEIEHN Task handler raised error:
WorkerLostError('Worker exited prematurely: exitcode 15 Job: 12.')) ,
RADBRAZEFTHN I X TEHETREENL L,

EEFRIXANEE | W LAE R celery.worker_autoscale ElE N BN &R/NMEMKRKE. Hlin

celery.worker_autoscale=5,5 # for mwl.small
celery.worker_autoscale=10,10 # for mwl.medium
celery.worker_autoscale=20,20 # for mwl.large

XA A LA R TARL M A/ MRISEE | Pl TREESNL L,

CLI
LT EBANE T IE4E AWS Command Line Interface 3z 1T Airflow CLI 553 B AT REUR BB & iR o
1£ CLI it % DAG B EWEI“503"45 1=

Airflow CLI £ Apache Airflow Web fRF 88 LiZ1T , ZIRSH|NHEAMER, BE , eHRZULUERE

T4 CLI @3 %,

7t 4 dags backfill Apache Airflow CLI ii &k ? REEMRS L ?

® Note
LR ABLSGER T Apache Airflow v2.0.2 3738,

HbackfillH it Apache Airflow CLI i 5 —8 |, Za HELE DAGs F Ao © Z Bl EB S E 4 ih 7

# DAGs FTE® T , TiLiZ CLI BEEA FTH DAG, £ Apache Airflow v2.0.2 9 Amazon
MWAA SRR | BT 7E CLI s BIE1TEY , Web FRESB[| L ARRER/EMNER , RBERBREFTEIK ,
HEFT LA backfill #E, WRFBEHRZETMERSEYS , M backfill BEFR I,

CLI 444
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Amazon Managed Workflows for Apache Airflow ArfEm

H T EEBIZIT backfill CLI %y , RATEIIE bash EEFHFAE., £ bash ZEH
F, backfillRNIERFBHN , AFRINEN , RAFMBLENERMNBEHERTAHE R
%, DAGs RBBLLT RHIEA BashOperator 82 DAG kiz1T backfill,

from airflow import DAG
from airflow.operators.bash_operator import BashOperator
from airflow.utils.dates import days_ago

with DAG(dag_id="backfill_dag", schedule_interval=None, catchup=False,
start_date=days_ago(1)) as dag:
cli_command = BashOperator(
task_id="bash_command",
bash_command="airflow dags backfill my_dag_id"

=BT
UTEBHWRT EBEFERAZERR A REWREI MR,

K1EMEA S3Transform iZzEFA1IBE| 7 PermissionError: [Errno 13]
Permission denied 45i%

WMREZRFEH S3Transform ZEFF=1T shell BIAH W E| PermissionError: [Errno 13]
Permission denied f8ix , RMNBWERITUT IR, UTTRBIZEEE —1 plugins.zip X
MREBER B plugins.zip , TSR ZEBE LK,

1. fEMaws-mwaa-docker-imagesfE At U iH{REY DAGs B & @4 Python & #ix R GitHub,
2. BIEBHR B,

#!/bin/bash
cp $1 $2

3. ("% ) macOS M Linux AF AR EETU T S BRI ATINT,

chmod 777 transform_test.sh

4. FEIZARIE plugins.zipo

zip plugins.zip transform_test.sh

445
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https://github.com/aws/amazon-mwaa-docker-images
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5. RE¥ plugins.zip L& E| Amazon S3 IS BRFITIRIE,

6. IREBIE Amazon MWAA #2&|& EIEE plugins.zip MRS 89 5 R IR 1E

7. BIELUT DAG X

from airflow import DAG

from airflow.providers.amazon.aws.operators.s3_file_transform import
S3FileTransformOperator

from airflow.utils.dates import days_ago

import os

DAG_ID = os.path.basename(__file__).replace(".py", "")

with DAG (dag_id=DAG_ID, schedule_interval=None, catchup=False,
start_date=days_ago(1)) as dag:

file_transform = S3FileTransformOperatoxr(

task_id='file_transform’,

transform_script="'/usr/local/airflow/plugins/transform_test.sh',

source_s3_key="'s3://amzn-s3-demo-bucket/files/input.txt’',

dest_s3_key="'s3://amzn-s3-demo-bucket/files/output.txt'

)

8. IREN DAG i3 E4&E| Amazon S3 R F BRI TR,

WMEEHERR : BRI EEH Amazon MWAA ER3E

AN EFBEELELIENER Amazon MWAA FR3E Y F] 8218 B #Y £5 1% DA K INa 2R X L 454R

EES
« ¥ requirements.txt
« BIBE T requirements.ixt WFTHRA , EFHER T 20 Z 04
o Vi
« Amazon MWAA REXEFEIEEL UI?
- DIEEES
o RFEEEF S3 FHIENH G ANE B A LT
. BIRIRE,
s RERABIERE , (BE—BL4 T Creating IR
« RSEHVEKRIE | BEHIRSE TN Create failed

Amazon MWAA 62/ #t 446
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« EZ11%EE VPC B E| Network Failure f5i%
s BREZHAEBERFEEBIKRFEIRS., 2 XFERDIEZIE Hix

« REHBIEKE | CHRSE RN Available , BEEHFE =R 1718 Airflow Ul i | £8 R Empty
Reply from Server =% 502 Bad Gateway %5 ix

- BZEHAEB AR BNASBR —HEINFHEN

* Update environment

c REVUEQOMESR  BEHMABT

o TFRIIAE

« RFEIHE Apache Airflow Ul

E#H requirements.txt

LUTEBHWIRT EEEH requirements. txt B AJREW B KV E5 iR

FKIEE T requirements.txt WETRA , EFIRETL T 20 Z 05

MRINEL L requirements. txt XHWHFIRATEZW R EEE =+ 2984 , NREEFHK
W, Amazon MWAA EEEREIRBREBRNRE —MNREMA

1.

REERFSRA, BINBWEHRL RN requirements. txt FH Python kIS B4 ERA (==)
WER SR (<=) o

& & Apache Airflow B, IREFMA T Apache Airflow B , i§7E CloudWatch ##I&H B &
ANEERITIASERTERYE, IREAKIFZREE , HFEANRRARRITABHRIEA
B &R/ CloudWatch 3% Amazon S3 IR, ETREZER , BSH WTAE,

# & Apache Airflow Bt EET, WREFERHE R Secrets Manager BRIUFEIEE RN Apache

Airflow Bl EXTHREN EEAREEH. ETHEZER , BZSH the section called “fit &
Secrets Manager’,

KE VPC MEHE, ETHREZELR , 25 the section called “TREIRA",

BREHITAGNER, MITABE AWS Identity and Access Management (IAM) & | EINRE

B& fo1F Amazon MWAA REREFEAHEM AWS BRS ( Hla0 Amazon S3, CloudWatch, Amazon
SQsS, Amazon ECR) &R, RFEATHHUHEFRENZAR AWS BEEZH. ETHRES
BE , BZHA HITAE,

EETHEHERRBI AR E Amazon MWAA ®RiER Amazon VPC REREMEE |, HSH
GitHub AWS X T B UFFRERIA,

E#H requirements.txt 227
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https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#aws-owned-cmk
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iy

LT ETHRT BEBRBHEH Apache Airflow 4 A] BEBR B R @)

Amazon MWAA BREXEFESMBENX UI?

M Apache Airflow v2.2.2 7735 , Amazon MWAA X7t Apache Airflow Web B 88 £ R4 FISE
MEEN Ul, IR Amazon MWAA FREiz1THI 2 Apache Airflow v2.0.2 RE RhA |, NIRRT LR
MEEN Ul,

BXBAEENARAERANESEL , HS5H L.
BEEER

AT EBHIR T BIE 012 Amazon S3 TR WTALKBIR 1R,
R EME R S3 PR LA HIFERBAIET

Amazon MWAA PHRERHITAEEEIRB I Amazon S3 FE@EHRIT
GetBucketPublicAccessBlock REMMNIR , URIFFE#BEHELARIFRE, RMNBWWEZHRUT
S

1. ERISBRF JSON EMHMEMITHE,
2. MHNEATR JSON KB

"Effect":"Allow",

"Action": [
"s3:GetObject*",
"s3:GetBucket*",
"s3:List*"

1,

"Resource":[
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

]

}

& amzn-s3-demo-bucket FHYRB| SR AFE#R LR Amazon S3 B o

3. EZ{THEHREARKLZE Amazon MWAA IREH Amazon VPC MEEBNEE |, 55
GitHub AWS X315 T EF IS IF PRERIZAS

e 448
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BIEIIER,

ST EBHER T 47 eI RIS TR B R,

HZHEESHE , (B —ELT Creating RE

RIBWERRA TSR :

1. FRAEERHERE VPC WK, MREFERANEZ AR EBRMNA Amazon VPC |, HFRIEATAR :

Amazon VPC BELE N f1F Amazon MWAA IMEFE R FE AWS RRZENMERE |, 0
the section called “Y< FEM” RAFE L, i , VPC LA XM AYFBES|BHNPHNRER
B ELUARIETE HTTPS % 0SB 443 1 TCP iw OSBE 5432 MYim ASEE .

2. FEANBERERE VPC MK, MREFEANEAFAHREEKRME Amazon VPC |, iI§RUELT K

o

=

Amazon VPC BELE N foiF Amazon MWAA SREFERANTRE AWS BRZBEHMERE , w0
the section called “< FEW” FFFEL . Bl , BB FWABEEE NAT MK ( 5 NAT
) HERER , B TREEEBRMMX,
3. EE{THEHEREIAREE Amazon MWAA IRER Amazon VPC MERBEMNEE |, 2R
GitHub AWS X# T EF K IEIRERIZA,

EZAVNESNE  BEEeHIRESE RN Create failed
RINBWBTERATESRE :

1. REVPC WEHRE. ETHESZEER , iI5SH the section called “FREIRF",

2. REAFPNR EOIRINEZH , Amazon MWAA 2RI AR EIE#TiHE1T. AWS K/ K-
AT RETANFE AWS Identity and Access Management (IAM) R IME IR F L F R, Hlin | IRE
HRFAE ML Apache Airflow THRIER |, Il AWS Ik XMERBEERAMNTEN , BHREATH
M AmazonMWAAFullConsoleAccess 1A B2 HI KB | ZKBE A FEHKF A2 VPC IwRo

3. RERTAGNE. HITAE®RE AWS Identity and Access Management (IAM) & | HRXRE
& /L 1F Amazon MWAA R&REFAEM AWS BRS ( B0 Amazon S3. CloudWatch, Amazon
SQS. Amazon ECR ) W& R. EFEEATHRHEESARENEAR AWS EEZH. ETHES
BE , BZH TAE.

4. &EF Apache Airflow BE., MREF AT Apache Airflow B |, IE7E CloudWatch ##| &8 B &
ATNEERIEAFTEREENIE, MREWIFZHEE  FEANRERKITAGTRIEA
H&EHK CloudWatch 2 Amazon S3 Wi IR., ETHEZEL , TSR WTAE,

BIEIRER, 449
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5. E{THEHERMIZARKLZE Amazon MWAA IF3EH Amazon VPC MERENEE |, 5
GitHub AWS X T BRI UEPRERIA,

6. MBHFEANETLEFEEBKME Amazon VPC , HHREE 0132 — Amazon S3 Mxig s , 3
F Amazon ECR 517 Amazon S3 FTENRIENRE. E T A XBIE Amazon S3 Mxim [HY
EZEE L BSHUTHEA

- BIERE BEBRM A RMXFER Amazon VPC M4
« £ {Amazon Elastic Container Registry AP $§r) HEILIE Amazon S3 Xk

HEHiEF VPC B E| Network Failure $Hix

BIBWEZHATER

- MREBECBRIFENEHIERE Amazon VPC BT EE| Network Failure 8% , B XHIMBERE
BITHRRBRRRE , AREH,

BEHCIBIREBIRBIRS . 2 XIER BIUE R H IR

BINBWETHATER

o BZAAMEIEIR | ATREREA RN EHN Amazon S3 FHEMBIEER URI B URI REEE —MN
BNBUMRBRERR 7, ZESTAUTHER :

s3://amzn-s3-demo-bucket

EERAQERE | ARSI RN Available , ERYE =R 51 Airflow Ul BF , 28
7~ Empty Reply from Server = 502 Bad Gateway f5i%

BIMNBWEERA TSR

1. REVPCZRL2ABRE, ETHEZELR , 3 the section called “RIFIRE,

2. WIAZIE requirements. txt 5 HHE Apache Airflow 22 EX N F &£ Amazon
MWAA LE3Z1TH# Apache Airflow fi4s. ETBEZELR | B3 L% Python KN,

3. E{THEHERMIANRLE Amazon MWAA IR3EH Amazon VPC MERBENEE |, F5H
GitHub AWS 3T EH K UEIMERIZR,

BIEINE, 450


https://github.com/awslabs/aws-support-tools/tree/master/MWAA
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B2 E—NE  BNAFER —HENNFRER

«  Apache Airflow HAFB&RAKERN 64 NF/F. WR AWS Identity and Access Management
(IAM) AEEBEILKE , NIEARFEEREEZKE , RMRIGHEE—14*,

Update environment
DT EBH#R T BEEHNEE Al sE B 55 1R
Rl EdIMER , BEHAMT

MREFHAIBEHF N EHMIFRER ( HIAH mwl.medium BA mwl.small ) , HEEFHFENER
KM, MIFRFIRAEZEH UPDATE_FAILED A , IEFER | 2 HIMIREMRAHBERIEN £HTR
ERRA B 1T 1T 5%

BINBWUEBTZRA TSR

1. A GitHub £#Y aws-mwaa-docker-images EZA#: i DAG. BE Y@ F Python K,

2. EZTHEHREARKLZE Amazon MWAA IFERH Amazon VPC MR BNEE |, 55
GitHub AWS % # T E R KIFIRERIZ,

h R FRIE

LA R 7 B RPN R A AT sE W B Y £ 1R o
K FE1H 18 Apache Airflow Ul
BIBUETRATESR

1. REAPNR SRR SR F 7 KI5 Apache Airflow Ul BIRUR KRB FRINE. ETHES
{E8 , {52 ¥ the section called “i5[8] Amazon MWAA IR3&”,

2. REMKZHR, XAEERNCEZFETREMZHEER, WER Apache Airflow Ul
# URL AL T# 387fbcn-8dh4-9hfj-0dnd-834jhdfb-vpce.cl0.us-
west-2.airflow.amazonaws.com , MFRRETE Apache Airflow Web IRE88 EERFLE R
B, BE LA Apache Airflow THEIERXEH A LN EMEHEE |, th T AAIE — R HISk G R
Apache Airflow Web fR$8389 VPC IR, ETHMEZEER |, 155 the section called “B ¥ VPC
% S5 6]

Update environment 451


https://github.com/aws/amazon-mwaa-docker-images
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HEEHEBR : CloudWatch Logs 1 CloudTrail &5i%

AR EBITEETE Amazon MWAA FRE AT EEIE ZIHY Amazon CloudWatch Logs 1 AWS CloudTrail
HIRIBRRAE .

B

. =+=
70N

s REABBWESHE , EBZRWE T Reading remote log from Cloudwatch log_group £&i%
- EFERBEEMASHER FERK

» FR7TE CloudTrail #i&%] 7 ResourceAlreadyExistsException iz

« I&7TE CloudTrail P& ZF T Invalid request f81i%

+ F1E Apache Airflow BEFEF| T Cannot locate a 64-bit Oracle Client library: "libcintsh.so:
cannot open shared object file: No such file or directory

s REBWVITNERFBEFER T psycopg2 lRE e = INKA T iER

« RIERKK DAG LB HEFEFEER T Executor reports task instance %s finished (%s) although the
task says its %s

s RERNESBESFEZET Could not read remote logs from log_group: airflow-
*{*environmentName}-Task log_stream:* {*DAG_ID}/*{*TASK_ID}/*{*time}/*{*n}.log.

HE
LU EBIR T &1E 1518 Apache Airflow B A AJBEU B RV 4R 1R

BETERNESHE , HEHKWE T Reading remote log from Cloudwatch
log_group iR

Amazon MWAA 2% Apache Airflow B & R E#M Amazon CloudWatch Logs BRI EA BE, TR
THEEZELEBHEFSIREBEAEMAE , BFEFIER

*** Reading remote log from Cloudwatch log_group: airflow-environmentName-Task
log_stream: DAG_ID/TASK_ID/timestamp/n.log.Could not read remote logs from log_group:
airflow-environmentName-Task log_stream: DAG_ID/TASK_ID/time/n.log.

. RITBWEZEATHR :

CloudWatch Logs #1 CloudTrail 452
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a. WIAZREENE INFORB LBERAES AR, BXEZER , HSHER Amazon FHY
Airflow H7& CloudWatch,

b. WIFREHITACHNIRRE RS ER,

c. RIICEFIEFTREEREET, REERBNEFEREN DAG , AR 2BHEMEMNK Python
FEEAtnE. ERIEMRBUMESEER , FHEUES A |, BERRESHEBHKBI. RINE
WEH aws-mwaa-docker-images Mi# Python fx#i I,

ESERBEMBENER TRV

METIERBIHNESABHABELKRTIAVESHEMNEE , BREZEERANSHPRET
queue ¥ , A5,

from airflow import DAG
from airflow.operators.bash_operator import BashOperator
from airflow.utils.dates import days_ago

# Setting queue argument to default.
default_args = {

"start_date": days_ago(1),

"queue": "default"

}

with DAG(dag_id="any_command_dag", schedule_interval=None, catchup=False,
default_args=default_args) as dag:
cli_command = BashOperatoxr(
task_id="bash_command",
bash_command="{{ dag_run.conf['command'] }}"

EfRREEB | EMNREFRER queue , AEBEXEA DAG,

I 1E CloudTrail &%) T ResourceAlreadyExistsException f&i%

"errorCode": "ResourceAlreadyExistsException",
"errorMessage": "The specified log stream already exists",
"requestParameters": {
"logGroupName": "airflow-MyAirflowEnvironment-DAGProcessing",
"logStreamName": "scheduler_cross-account-eks.py.log"

BE 453
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H L Python B3R |, 4|0 apache-airflow-backport-providers-amazon 3 Amazon MWAA A
F 5 CloudWatch i@{E# watchtower BFEENREIIBRA, RINNBWUETEHUATER .

o FLUTERIE requirements.txt,

watchtower==1.0.6

£ CloudTrail &% T Invalid request 4Hix

Invalid request provided: Provided role does not have sufficient permissions for s3
location airflow-xxx-xxx/dags

MR EFEFAMERE CloudFormation iR 812 Amazon MWAA 38 M Amazon S3 #f&#E , MEEE
CloudFormation 4R # 7 i0 DependsOn #4. XHNEIR ( MWAA IREM MWAA HITHREE ) £
CloudFormation RFEMBIR R, BIBWWETKATITR :

«  FLLT DependsOn iE A7 INE| CloudFormation 4R,

MaxWorkers: 5
NetworkConfiguration:
SecurityGroupIds:
- !GetAtt SecurityGroup.GroupId
SubnetIds: !Ref subnetlds
WebserverAccessMode: PUBLIC_ONLY
DependsOn: MwaaExecutionPolicy

MwaaExecutionPolicy:
Type: AWS::IAM::ManagedPolicy
Properties:
Roles:
- !IRef MwaaExecutionRole
PolicyDocument:
Version: 2012-10-17
Statement:
- Effect: Allow
Action: airflow:PublishMetrics
Resource:

A& 454
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BREMWTRH , HZH Amazon MWAA BYRIEA THIE

IR 1E Apache Airflow BEHEZ| T Cannot locate a 64-bit Oracle Client
library: "libclntsh.so: cannot open shared object file: No such
file or directory

c BAINBWEBTEATHIR :

- WMREFEAP R Apache Airflow v2 , IERI core.lazy_load_plugins : False
Apache Airflow Bl BT, ETHREZER , 551 2 PN FEARBIETUNE A4

REBWITRERFBEFRERT psycopg2 lREBEINXFA TiERE
MBEBERELTFUTHEMNEEIR , WA Apache Airflow 1T X2 F AT sEE ER B IR

2021-06-14T10:20:24.581-05:00 sqlalchemy.exc.OperationalError:
(psycopg2.0perationalError) server closed the connection unexpectedly

2021-06-14T10:20:24.633-05:00 This probably means the server terminated abnormally

2021-06-14T10:20:24.686-05:00 before or while processing the request.

BABUETERATSER
. EEFALKEF Apache Airflow v2.0.2 |, IR ARFEBIEESZIE 5 MIRIEF

REBRH DAG L EHEHEET Executor reports task instance %s
finished (%s) although the task says its %s

MREBEBIRLUTUTARNEIR , WEBEKMBEHIE/THES RS2 182 Amazon MWAA ERES AT
BIFR#|, Amazon MWAA JHEA—A Airflow EFZHIREIN 12 /Mt |, ABFIEES FERSIF HELER
WY BEED

Executor reports task instance %s finished (%s) although the task says its %s. (Info:
%s) Was the task killed externally

EINBUEBERUATSER :

BE 455
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EZRFES P BAZNETHERENTS. Airflow BEBZERARSER, CAANBREL
f9SESD , Apache Airflow BB RHITHRIMUREH M TR, WREBELIKE , MAUEF
FMZEFNENER T2 ER,

BERNESBHEFEZET Could not read remote logs from log_group:
airflow-*{*environmentName}-Task log_stream:* {*DAG_ID}/
*{*TASK_ID}/*{*time}/*{*n}.log.

MREBFRCUTUTARENEIR , WMENNITABTRENEE NES BECIE B TRV R,

Could not read remote logs from log_group: airflow-*{*environmentName}-Task
log_stream:* {*DAG_ID}/*{*TASK_ID}/*{*time}/*{*n}.log.

BINBUETERA TSR
£/ the section called “HITAE” HHRHIK 2 —EXPRNNITHE,

BARERTE requirements. txt XHHIEE T 5 Apache Airflow IiRAFTRBANWRERF S, Flw,
MREEA R Apache Airflow v2.0.2 , NI TJREE KR IEE TRRFE , #lI0 apache-airflow-providers-
databricks BF S , ©NX5 Airflow 2.1+ F&&,

BINBWETRA TSR

1. WMREFEAR R Apache Airflow v2.0.2 , I8 requirements. txt X4 H 10 apache-
airflow[databricks]. X %% E Apache Airflow v2.0.2 %A # Databricks 221 IEH kR
b

2. f£HA GitHub £/ aws-mwaa-docker-images A5 DAG, BHE G Python #K i,

BE 456
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Amazon MWAA AFEREA$Fidxk

TRNE T B 2020 F 11 ALKI Amazon MWAA RSB XN EEHIE, MEFEEXRXEEFHNE
&, EELAT B RSS IR,

TE i8R =R
¥y Web BRS52515 A& X F124T Apache Airflow 2026%F5H26H

v3.2.1 RESRANIE , T
S MWAA M EZFE =N
ZRFS[HAEN , TELW
MFABEMLIGRE, tEXEL 6
BT AT KEE8AE Apache
Airflow Ul #9234 7L 8 15
B2, XETATIEARE
Web RS EFEEHFE VPC
WR, AR ITHEARESRER
Bx 177 18] 9 18R @ VPC 1
8] P 4& AR 55 25 o

« the section called “Apache
Airflow i [E] & "
« the section called “x F k™"

%37 Apache Airflow hR4s T 5% MWAA BEX 2026%F5H19H
Apache Airflow v3.2.1, Lt
MaEAEXENMNRMERS
WEE. BXxEL S MWAA
£ Apache Airflow v3.2.1
WFEMAEE. XTAXEN
Apache Airflow B¢ & %11 §Y #
EFLAR Apache Airflow v3 §J
FBIREFE R R,

o RRAR
» the section called “Version-

specific IEHEEE"
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« the section called “F X #H
i &E”

» the section called “Aurora
PostgreSQL HiEFESE”

T 3% MWAA IL1E X 35
Apache Airflow v2.11.0, Iit
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« the section called “iEE B E
N

Amazon MWAA I1E X Web

BRS525 B 3§ 48 LA K 15 (R R f5E

F Apache Airflow REST API

I IhEE,
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BE DAG FEMIHRINR,

o #FE : PR#l Amazon MWAA
APpREPHN—NFE
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	我尝试创建环境，它的状态显示为 Available，但是当我尝试访问 Airflow UI 时，会显示 Empty Reply from Server 或 502 Bad Gateway 错误
	我尝试创建一个环境，我的用户名是一堆随机的字符名称

	Update environment
	我尝试更改环境类，但更新失败了

	访问环境
	我无法访问 Apache Airflow UI


	故障排除：CloudWatch Logs 和 CloudTrail 错误
	日志
	我找不到我的任务日志，或者我收到了 Reading remote log from Cloudwatch log_group 错误
	任务在没有任何日志的情况下失败
	我在 CloudTrail 中遇到了 ResourceAlreadyExistsException 错误
	我在 CloudTrail 中看到了 Invalid request 错误
	我在 Apache Airflow 日志中看到了 Cannot locate a 64-bit Oracle Client library: "libclntsh.so: cannot open shared object file: No such file or directory
	我在我的计划程序日志中看到了 psycopg2“服务器意外关闭了连接”
	我在我的 DAG 处理日志中看到了 Executor reports task instance %s finished (%s) although the task says its %s
	我在我的任务日志中看到了 Could not read remote logs from log_group: airflow-*{*environmentName}-Task log_stream:* {*DAG_ID}/*{*TASK_ID}/*{*time}/*{*n}.log.
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