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Default: MWAAEnvironment

VpcCIDR:
Description: The IP range (CIDR notation) for this VPC
Type: String
Default: 10.192.0.0/16

PublicSubnetl1CIDR:
Description: The IP range (CIDR notation) for the public subnet in the first
Availability Zone
Type: String
Default: 10.192.10.0/24

PublicSubnet2CIDR:
Description: The IP range (CIDR notation) for the public subnet in the second
Availability Zone
Type: String
Default: 10.192.11.0/24

PrivateSubnet1CIDR:
Description: The IP range (CIDR notation) for the private subnet in the first
Availability Zone
Type: String
Default: 10.192.20.0/24
PrivateSubnet2CIDR:
Description: The IP range (CIDR notation) for the private subnet in the second
Availability Zone
Type: String
Default: 10.192.21.0/24
MaxWorkerNodes:
Description: The maximum number of workers that can run in the environment
Type: Number
Default: 2
DagProcessinglogs:
Description: Log level for DagProcessing
Type: String
Default: INFO
SchedulerlLogsLevel:
Description: Log level for SchedulerlLogs
Type: String
Default: INFO
TaskLogslLevel:
Description: Log level for TaskLogs
Type: String

#—% : ¥ AWS CloudFormation #&R{R 7 E] 2 it 7
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Default: INFO
WorkerLogslLevel:
Description: Log level for WorkerlLogs
Type: String
Default: INFO
WebserverLogslLevel:
Description: Log level for WebserverlLogs
Type: String
Default: INFO

Resources:

HAHBHHBEHHAHBRHBHHAHBEHHBH BB HBHHAHBRHBHBRHBHHBH BB HBH BB HBRHBH BB H R R HERHBH R H R R H RS HBHHRH RS
# CREATE VPC

HAHBHHEHHAH AR HBH B HEHHAH BB HEH B H AR HBH AR HEH B HRRHBEH B HERHRH R HEH B H AR HBH B HEHHRH RS HEHHRH RS A

VPC:
Type: AWS::EC2::VPC
Properties:
CidrBlock: !Ref VpcCIDR
EnableDnsSupport: true
EnableDnsHostnames: true
Tags:
- Key: Name
Value: MWAAEnvironment
InternetGateway:
Type: AWS::EC2::InternetGateway
Properties:
Tags:
- Key: Name

Value: MWAAEnvironment

InternetGatewayAttachment:
Type: AWS::EC2::VPCGatewayAttachment
Properties:
InternetGatewayId: !Ref InternetGateway
VpcId: !Ref VPC

PublicSubnetl:
Type: AWS::EC2::Subnet
Properties:
VpcId: !Ref VPC

#—% : ¥ AWS CloudFormation #&R{R 7 E] 2 it
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AvailabilityZone: !Select [ @, !GetAZs '' ]
CidrBlock: !'Ref PublicSubnetlCIDR
MapPublicIpOnLaunch: true
Tags:
- Key: Name
Value: !Sub ${EnvironmentName} Public Subnet (AZ1)

PublicSubnet2:
Type: AWS::EC2::Subnet
Properties:
VpcId: !Ref VPC
AvailabilityZone: !Select [ 1, !GetAZs '' ]

CidrBlock: !'Ref PublicSubnet2CIDR
MapPublicIpOnLaunch: true
Tags:
- Key: Name
Value: !Sub ${EnvironmentName} Public Subnet (AZ2)

PrivateSubnetl:
Type: AWS::EC2::Subnet
Properties:
VpcId: !Ref VPC
AvailabilityZone: !Select [ 0, !GetAZs '' ]

CidrBlock: !Ref PrivateSubnetlCIDR
MapPublicIpOnLaunch: false
Tags:
- Key: Name
Value: !Sub ${EnvironmentName} Private Subnet (AZ1)

PrivateSubnet2:
Type: AWS::EC2::Subnet
Properties:
VpcId: !Ref VPC
AvailabilityZone: !Select [ 1, !GetAZs '' ]

CidrBlock: !'Ref PrivateSubnet2CIDR
MapPublicIpOnLaunch: false
Tags:
- Key: Name
Value: !Sub ${EnvironmentName} Private Subnet (AZ2)

NatGatewaylEIP:
Type: AWS::EC2::EIP
DependsOn: InternetGatewayAttachment
Properties:

#—% : ¥ AWS CloudFormation #&R{R 7 E] 2 it 9
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Domain: vpc

NatGateway2EIP:
Type: AWS::EC2::EIP
DependsOn: InternetGatewayAttachment
Properties:
Domain: vpc

NatGatewayl:
Type: AWS::EC2::NatGateway
Properties:
AllocationId: !GetAtt NatGatewaylEIP.AllocationId
SubnetId: !Ref PublicSubnetl

NatGateway2:
Type: AWS::EC2::NatGateway
Properties:
AllocationId: !GetAtt NatGateway2EIP.AllocationId
SubnetId: !Ref PublicSubnet2

PublicRouteTable:
Type: AWS::EC2::RouteTable
Properties:
VpcId: !Ref VPC
Tags:
- Key: Name
Value: !Sub ${EnvironmentName} Public Routes

DefaultPublicRoute:
Type: AWS::EC2::Route
DependsOn: InternetGatewayAttachment
Properties:
RouteTableId: !Ref PublicRouteTable
DestinationCidrBlock: 0.0.0.0/0
GatewayId: !Ref InternetGateway

PublicSubnetlRouteTableAssociation:
Type: AWS::EC2::SubnetRouteTableAssociation
Properties:
RouteTableId: !Ref PublicRouteTable
SubnetId: !'Ref PublicSubnetl

PublicSubnet2RouteTableAssociation:
Type: AWS::EC2::SubnetRouteTableAssociation

#—% : ¥ AWS CloudFormation #&R{R 7 E] 2 it 10
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Properties:
RouteTableId: !Ref PublicRouteTable
SubnetId: !Ref PublicSubnet2

PrivateRouteTablel:
Type: AWS::EC2::RouteTable
Properties:
VpcId: !Ref VPC
Tags:
- Key: Name
Value: !Sub ${EnvironmentName} Private Routes (AZ1)

DefaultPrivateRoutel:
Type: AWS::EC2::Route
Properties:

RouteTableId: !Ref PrivateRouteTablel
DestinationCidrBlock: 0.0.0.0/0
NatGatewayId: !Ref NatGatewayl

PrivateSubnetlRouteTableAssociation:
Type: AWS::EC2::SubnetRouteTableAssociation
Properties:
RouteTableId: !Ref PrivateRouteTablel
SubnetId: !'Ref PrivateSubnetl

PrivateRouteTable2:
Type: AWS::EC2::RouteTable
Properties:
VpcId: !Ref VPC
Tags:
- Key: Name
Value: !Sub ${EnvironmentName} Private Routes (AZ2)

DefaultPrivateRoute2:
Type: AWS::EC2::Route
Properties:

RouteTableId: !Ref PrivateRouteTable2
DestinationCidrBlock: 0.0.0.0/0
NatGatewayId: !Ref NatGateway2

PrivateSubnet2RouteTableAssociation:
Type: AWS::EC2::SubnetRouteTableAssociation
Properties:

#—% : ¥ AWS CloudFormation #&R{R 7 E] 2 it 11
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RouteTableId: !Ref PrivateRouteTable2
SubnetId: !'Ref PrivateSubnet2

SecurityGroup:
Type: AWS::EC2::SecurityGroup
Properties:
GroupName: "mwaa-security-group"
GroupDescription: "Security group with a self-referencing inbound rule."
VpcId: !Ref VPC

SecurityGroupIngress:
Type: AWS::EC2::SecurityGroupIngress
Properties:
GroupId: !Ref SecurityGroup
IpProtocol: "-1"
SourceSecurityGroupId: !Ref SecurityGroup

EnvironmentBucket:
Type: AWS::S3::Bucket
Properties:
VersioningConfiguration:
Status: Enabled
PublicAccessBlockConfiguration:
BlockPublicAcls: true
BlockPublicPolicy: true
IgnorePublicAcls: true
RestrictPublicBuckets: true

HAHBHHEHHAH AR HBH B HEHHAH AR HEH B H AR HBH AR HEHHRHRBHBEH B H AR HAH R HEH B H AR HBH B H AR B H RS HEHHRH RS
# CREATE MWAA

HAHBHHBEHHAHBRHBHHAHBEHHAH BB HBEHHAHBRHBH B HBHHBH BB HBEHHRHBR R HRRH R B H R R HBH R HBHHRH RS HBHHRH RS

MwaaEnvironment:

Type: AWS::MWAA::Environment

DependsOn: MwaaExecutionPolicy

Properties:
Name: !Sub "${AWS::StackName}-MwaaEnvironment"
SourceBucketArn: !GetAtt EnvironmentBucket.Arn
ExecutionRoleArn: !GetAtt MwaaExecutionRole.Arn
DagS3Path: dags/
NetworkConfiguration:

SecurityGroupIds:

#—% : ¥ AWS CloudFormation #&R{R 7 E] 2 it 12
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RAriEmE

- !GetAtt SecurityGroup.GroupId
SubnetIds:
- IRef PrivateSubnetl
- !Ref PrivateSubnet2
WebserverAccessMode: PUBLIC_ONLY
MaxWorkers: !Ref MaxWorkerNodes
LoggingConfiguration:
DagProcessinglogs:
LogLevel: !Ref DagProcessinglLogs
Enabled: true
SchedulerlLogs:
LogLevel: !Ref SchedulerlLogslLevel
Enabled: true
TaskLogs:
LogLevel: !Ref TaskLogsLevel
Enabled: true
WorkerLogs:
LogLevel: !Ref WorkerLogslLevel
Enabled: true
WebserverlLogs:
LogLevel: !Ref WebserverlLogslLevel
Enabled: true

MwaaExecutionRole:
Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:
Version: 2012-10-17
Statement:
- Effect: Allow
Principal:
Service:
- airflow-env.amazonaws.com
- airflow.amazonaws.com
Action:
- "sts:AssumeRole"
Path: "/service-role/"

MwaaExecutionPolicy:
DependsOn: EnvironmentBucket
Type: AWS::IAM::ManagedPolicy
Properties:
Roles:
- !Ref MwaaExecutionRole

#—% : ¥ AWS CloudFormation #&R{R 7 E] 2 it
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PolicyDocument:
Version: 2012-10-17
Statement:
- Effect: Allow
Action: airflow:PublishMetrics
Resource:
- !Sub "arn:aws:airflow:${AWS: :Region}:${AWS: :AccountId}:environment/
${EnvironmentName}"
- Effect: Deny
Action: s3:ListAllMyBuckets
Resource:
- ISub "${EnvironmentBucket.Arn}"
- I1Sub "${EnvironmentBucket.Arn}/*"

- Effect: Allow
Action:
- "s3:GetObject*"
- "s3:GetBucket*"
- "s3:List*"
Resource:
- ISub "${EnvironmentBucket.Arn}"
- ISub "${EnvironmentBucket.Arn}/*"
- Effect: Allow
Action:
- logs:DescribelogGroups
Resource: "*"

- Effect: Allow
Action:
- logs:CreatelLogStream
- logs:CreatelLogGroup
- logs:PutLogEvents
- logs:GetLogEvents
- logs:GetLogRecord
- logs:GetLogGroupFields
- logs:GetQueryResults
- logs:DescribelogGroups
Resource:
- !Sub "arn:aws:logs:${AWS::Region}:${AWS: :AccountId}:log-
group:airflow-${AWS: :StackName}*"
- Effect: Allow
Action: cloudwatch:PutMetricData
Resource: "*"
- Effect: Allow

#—% : ¥ AWS CloudFormation #&R{R 7 E] 2 it 14
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Action:

sgs:ChangeMessageVisibility
sqgs:DeleteMessage
sqgs:GetQueueAttributes
sqs:GetQueuelrl
sqs:ReceiveMessage
sqgs:SendMessage

Resource:

1Sub "arn:aws:sqs:${AWS: :Region}:*:airflow-celery-*"

- Effect: Allow
Action:

kms:Decrypt
kms :DescribeKey

- "kms:GenerateDataKey*"

kms:Encrypt

NotResource: !Sub "arn:aws:kms:*:${AWS: :AccountId}:key/*"
Condition:
StringlLike:

Outputs:
VPC:

Description:

Value: !Ref

PublicSubnets:
Description:

"kms:ViaService":
- !Sub "sqgs.${AWS::Region}.amazonaws.com"

A reference to the created VPC
VPC

A list of the public subnets

Value: !Join [ ",", [ !'Ref PublicSubnetl, !Ref PublicSubnet2 ]]

PrivateSubnets:

Description:

A list of the private subnets

Value: !Join [ ",", [ !'Ref PrivateSubnetl, !Ref PrivateSubnet2 ]]

PublicSubnetl:
Description:

Value: !Ref

PublicSubnet2:
Description:

Value: !Ref

A reference to the public subnet in the 1st Availability Zone
PublicSubnetl

A reference to the public subnet in the 2nd Availability Zone
PublicSubnet2

PrivateSubnetl:

Description:

Value: !Ref

A reference to the private subnet in the 1st Availability Zone
PrivateSubnetl

#—% : ¥ AWS CloudFormation #&R{R 7 E] 2 it 15
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PrivateSubnet2:
Description: A reference to the private subnet in the 2nd Availability Zone
Value: !Ref PrivateSubnet2
SecurityGroupIngress:
Description: Security group with self-referencing inbound rule
Value: !Ref SecurityGroupIngress
MwaaApacheAirflowUI:

Description: MWAA Environment
Value: !Sub "https://${MwaaEnvironment.WebserverUrl}"

EZd . EHGIEER AWS CLI
1. ESHPRETET , SMEFMH mwaa-public-network.yml 89 B %, #l0 :

cd mwaaproject

2. %A aws cloudformation create-stack fp S REA AWS CLIBIZEHER,

aws cloudformation create-stack --stack-name mwaa-environment-public-network --
template-body file://mwaa-public-network.yml --capabilities CAPABILITY_IAM

® Note
f12 Amazon VPC E#tii% . Amazon S3 F&EH Amazon MWAA FREEE 30 249
&,

H 3 : F DAG L1£Z| Amazon S3 F#71E Apache Airflow Ul iz 1T

1. E#HZEFH&H Apache Airflow [RZAHY tutorial.py XHAR , REEXRLEER
tutorial.py.

2. EHTERFT , SMEEMH tutorial.py BB F. i :

cd mwaaproject

& . FRBIEHE AWS CLI 16


https://docs.aws.amazon.com/cli/latest/reference/cloudformation/create-stack.html
https://airflow.apache.org/docs/apache-airflow/2.2.2/tutorial.html
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3. BATRHIFIHFIE Amazon S3 7.

aws s3 1s

4. FERALUTHSHIH Amazon S3 F#EEHES BN THM B4R,

aws s3 1s s3://YOUR_S3_BUCKET_NAME

5. FEALTHIAR tutorial.py X E4& % dags XK, FHEXRESR
HYOUR_S3_BUCKET_NAME,

aws s3 cp tutorial.py s3://YOUR_S3_BUCKET_NAME/dags/

6. 7£ Amazon MWAA 1#2#|& LT FIRE N E,

7. EEHE,

8. IEIFITIF Airflow Ul,

9. £ Apache Airflow AP RE L , MATF DAGs%IRFIEEHE DAG,

10. 7£ DAG F#4ERNHE L , 1% DAG BEMEZ LW EE/BUEE 2 DAG X HUBUEE E DAG,
11. &FEfL A DAG,

EMUY : FAEHREF CloudWatch BE

YRA] LATE CloudWatch #24%#|& & & Apache Airflow B , 75 AMFTE Apache Airflow B
&Fo AWS CloudFormation T —1 M B {A&EF Airflow Web JRS5E5 HELA M B Eo

1. 7€ Amazon MWAA ###I& LITFIRETTH,

2. RBINIE,

3. HEWREEH L% Airflow Web IRSEEEE A,
4

EBAEFRFERE webserver_console_ip B,

BT RMAA?

o ¥4 T RI{A L% DAGs , TEHRIEE Python #kBiX R , requirements. txtEHRIEEBENLEH
DAGs # Amazon EfEH MWAA, plugins.zip

s BEEFEATHBRNEENARNEMENRESER , 58 Amazon MWAA £/ Apache Airflow BY 1%
R,

FMYP . EAXEPREFE CloudWatch BE 17
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o RANBOIBSIEER , S5 % Amazon MWAA ERYIZE|IEARFIESR,
« B1T—L DAG REBRH , S E Amazon MWAA BSR4,
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FF5EH Amazon MWAA

Amazon MWAA {8 Amazon S3 F#fH# Amazon VPC, DAG RBAMZHEXHREIEFE, KE
BT EER Amazon MWAA FTEE B L RE4 R AWS BIR.

£

- EREH

- XTHER

- FRBINERTHE

. AAK

* 1 Amazon MWAA |2 Amazon S3 F##.

- BIE VPC M

B Amazon MWAA I35

o BETRBAL?

TR

E 6l Amazon MWAA 3% | B[ REEERMEMERERBEREERTREZCQEN AWS HiR.

« AWS Ik — BMEH Amazon MWAA AR IEHIEREFTE A MY AWS BRS MG TR AWS IKF,

XTAEE

AN FEFERIEEFOE AWS HEMBRHN TR,

« Amazon VPC — Amazon MWAA ¥ EFFER Amazon VPC WE L, ERUBREREXLE (&
% ) BRWWILAE VPC , @ < F7E Amazon MWAA FEXW HRFTR , AT ABIZE VPC MM EHH |,
30 the section called “87 VPC W& TR,

Amazon S3 F## — A T F#E &8 X4 DAGs MABXX# ( Hlplugins.zip#l ) #9 Amazon
S3 FfEMrequirements. txt. Amazon S3 FEBAMEENELLFIBELXTFIAR |, HiEAEHEE
WA &l 20 A Amazon MWAA €72 Amazon S3 Ff&iE. HRFE Lo

« Amazon MWAA 335 — BLiE 7 Amazon S3 F#EEMLE. DAG REBFET B E LIEH L Python
MBI AT BR R LA Amazon VPC REZ 44 | il 612 Amazon MWAA R3E FRTE o
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TFIRRIRY R T4E

E 6l Amazon MWAA Hhi% | BRAIREFER QBN eI RME M SRR GIZNE EH M AWS &
R o

BoIRHE  BFEERZUTERN

« AWS KMS key — A TRENFERFHITHTFEMZNZ AWS KMS 7, EAELFE Amazon MWAA #2
HlE EEFRRINVETUAECIEIMEN A ZAWS EEZY , U UEENEEARERY | ZFHE
BHRENAEFEANEM AWS RESHNRE (SR ). ETHREZELE , B2H CABEFE
ENHAHIT N

- BITAE — R Amazon MWAA T RIEIRERH AWS BRERHNRITAG, BIERER , B0k
Amazon MWAA #Z#|& EERRINETRAERITAG, ETHRESZER |, BZH Amazon MWAA
RITAE,

« VPC 22 — —1 VPC 224 , £ Amazon MWAA i R#EH) VPC P&y E it AWS &R,
BT LAE B 2 IR E AT IR R Amazon MWAA 25148 EHERRIVETURSIZZ 4 |, E N LTS HIRHE
B AR EIERAN (&SR ). ETHRESFEE , HSH Amazon MWAA £/ VPC 2%,

AKX
5% MWAA ZEBL T AWS # X 7,

o BRM ( BTEE/RE ) - eu-north-1

« B (E=3=4E ) - eu-central-1

o BN ( BRZ) - eu-west-1

o B (2R ) - eu-west-2

o B (B2 ) - eu-west-3

« WAMX (&K ) - ap-south-1

- WAH#KX ( #HNE ) — ap-southeast-1
- IA#X ( Z&fE ) - ap-southeast-2

« WA#KX (KRR ) - ap-northeast-1

« WA#KX ( /R ) - ap-northeast-2

« XERE (FHEHFELIEZ ) - us-east-1
- EBERE (HZMH ) - us-east-2
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- XEREI (HBN ) - us-west-2

- MEX ( HEB ) - ca-central-1

- mEMN (RZRF ) - sa-east-1

A Amazon MWAA 612 Amazon S3 Z& .

AIERN A T 812 Amazon S3 FE#E @ LLEME Apache SR EM TIAE (DAGs), X+ BE LIEH
LA plugins.zipX#4H# Python KBS TR, requirements.txt

H %

- FHREMAERZTIHE
- NEEER.

- BETREBHL?

TTIRBIRY R T4E

- 8] Amazon S3 FEEfE , BLEE N FHEEN. BXEZEE , 8% ZE (Amazon Simple
Storage Service AAF{EM) PWFEBm AN,

s EEREMEBMRAESNERT , B ATF Amazon MWAA PR3EH Amazon S3 ZEWRELE N FE
IEFRE N H 7R,

« ATFIT L% MWAA 38R Amazon S3 F#ESMEST I MWAA SR B TFE— AWS X5, EZE
F 5% MWAA B9 AWS Xigi5&R , TS RF NI S MWAA KigT S B #H. AWS —fkSE

BIEFMEM,

EENBRHERZE Amazon S3 FHEBEN SR,
B F 6

1. &3k AWS Management Console ##TFF Amazon S3 #2#|& , Bt https:/
console.aws.amazon.com/s3/.

2. EERIEBR,
3. £ Bucket name ( #8&# ) B , MIARFS DNS WHENHE .

WEBEMLIURBUATER
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- 7 Amazon S3 R E2HE—H,
. KEXANT 3 E 63 MNFERHFZIE.,
- TEEREFR.
- UNEFEHBFIF L.

/A Important
BREFEBENPILESBREE , OKS, FREBNEELFER URLs PR
EFAR,

4. 1£“AWS X" hixFE— Mg, Z AWS XigHAmS5 8 Amazon MWAA 3R EN T B — X,

FER—NREENXE , XHEATRARE D IERMERARNHREAER,
HEFRLEFRBEQBHFL
EFERRAESREREE A,
Ak - R, RS HRIMBERSXLURS] Amazon S3 F##8. 0 Bucket : Stagings
AiE-REEMIMNE, B LUERTE Amazon S3 F#E LB AU T MBET Z —,

© N o o

a. RS ERImINE PIEE Amazon S3 4] ( SSE-S3 ) LUE RFM MM RST 2R im N E

b. 1EFAWS Key Management Service Z4H (SSE-KMS) LAfEAZ AWS KMS £AXY £ #Y
Amazon S3 TFEBHITINE :

i.  AWS EF4A (aws/s3)- R EEFBLIRTT , M BT LA B Amazon MWAA EEHAWS
BEEZH , MU EEEF REBHRMEELN Amazon MWAA K&,

i. MBARERFRBAA AWS KMS % AWS KMS 4A ARN-IIRBERENSBRPEBEES
EEMNZE , NSAHIEEE AWS KMS Z4A ID 5 ARN, AWS KMS A@@ mazon MWAA
TXENEBNZXEZH, BIEEN AWS KMS Z4AE 4T H FHEEH Amazon MWAA
IEHR BTN,

9. TWik-SHRE. MEEFH Amazon S3 W RPIE :

a. EESHRE. BH.
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/A Important

FERAMNKUERKAATHELEERBTIONR, ETHESZEER , HSH Amazon
Simple Storage Service AP I8P R A Amazon S3 W RBIERPIEX R,

b. EFEHIA,
10. & QIR -

BETRMAL?

o BTN CIZEFTER Amazon VPC M4 |, 15558 62 VPC M4,
- ETHRNAEETHRNER , FSRNARE ACL FEBNUR ?
« BETROAMRFHESE  FSOAMER S3 FEME 2 .

B2 VPC M

Amazon MWAA ZEE Amazon VPC M ENMEAH M RZIFUNIE, KNIERENE TN Amazon MWAA
IRIE A E Amazon VPC MERN A E RN,

® Note
Apache Airflow FE{RIEE M ERER R RERT . NMREZFEAN2ERER A HbX A i
BRI A Amazon VPC , BRITEWE N Amazon SQS CloudWatch, . Amazon S3 370
AWS PrivateLink &LixT =. AWS KMSE X3 Amazon MWAA AWS PrivateLink 3t 1TEl E#Y
EZER , BSRESEERMNIFRAIER T 612 Amazon VPC M4,

B%

. HREZH

- FFREIRER T

+ B2 Amazon VPC P& HY%E TN
« EI— : £ Amazon MWAA 2414 82 VPC W%
- ®EI= : BIE W EBRMAE Amazon VPC M4

o EIM= : RIBA O HEEMIFRIAY Amazon VPC M 4&
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- BETREAL?

FRF M

AWS Command Line Interface (AWS CLI) @ —MNFRIE |, AILEFEA W TIT shell PS5 AWS
BREHTRE, EEREITHHNLSR , EEEUTHRATRYE

« AWS CLI — REMRZE 2,
« AWS CLI — FAREA Eaws configure,

JT IR BIRY R T4E

- NRBIBREBTTEEINMREEN VPC ML,

« SRAILLA Amazon VPC Hl Apache Airflow Web RS esERAAER A HIEHR, EEFEIIIEX , iF
24 the section called “Amazon VPC F1 Apache Airflow i B8 = K =51 B 517,

B2 Amazon VPC M 45 HY 1% IR
T—HNATATRHFERE Amazon VPC BRI LD,

® Note

Amazon MWAA T HEXERI ( FHFRLMILE ) XiBPEA usel-az3 AKX

(AZ) ., EEXER (FBFRLILEP ) #XH Amazon MWAA 8|2 VPC i , SHMFE AWS
CloudFormation (CFN) AvailabilityZone B BEE D E . 2 EH T HAXBZHRTSHEE
usel-az3, EAUBRETUTHSREEATAXEHEEN N AT XK IDs #4RST

aws ec2 describe-availability-zones --region us-east-1

BRI — : £ Amazon MWAA #4114 £ 62 VPC W

T —F ERIATE Amazon MWAA ##|& L6812 VPC M4, BLETER BN BRM#HT AR,
CAATEERERERLEMEHEERXH Apache Airflow Web RS 25,

THERERTHE Amazon MWAA 12&1 4 £ BRE 7] LAk B 6122 MWAA VPC %41,
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Networking info

Virtual private cloud (VPC)

Defines the networking infrastructure setup of your Airflow environment. An environment needs 2 private subnets in different availability
zones. To create a new VPC with private subnets, choose Create MWAA VPC. Learn more [

v C Create MWAA VPC [

(® VPC and subnet selections can't be changed after an environment is created.

R : B0 i5 R BEBMNAEY Amazon VPC M4

ELF AWS CloudFormation k£ BB BRIA AWS X35 612 7] 15 7] EBX WA Amazon VPC W&, Ltik
mfEA BYERMBHITAHRKEH, HEBRTATEEALENERLEMEIHRERXE Apache Airflow
Web EE%%%O

1. EHUTEROABHNEHEERN cfn-vpc-public-private.yaml REEARMH, &b w] LR
AT HER,

Description: This template deploys a VPC, with a pair of public and private
subnets spread
across two Availability Zones. It deploys an internet gateway, with a default
route on the public subnets. It deploys a pair of NAT gateways (one in each AZ),
and default routes for them in the private subnets.

Parameters:
EnvironmentName:
Description: An environment name that is prefixed to resource names
Type: String
Default: mwaa-

VpcCIDR:
Description: Please enter the IP range (CIDR notation) for this VPC
Type: String
Default: 10.192.0.0/16

PublicSubnet1CIDR:
Description: Please enter the IP range (CIDR notation) for the public subnet in
the first Availability Zone

B2 Amazon VPC M 4 /Y% 1 25
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Type: String
Default: 10.192.10.0/24

PublicSubnet2CIDR:
Description: Please enter the IP range (CIDR notation) for the public subnet in
the second Availability Zone
Type: String
Default: 10.192.11.0/24

PrivateSubnet1CIDR:
Description: Please enter the IP range (CIDR notation) for the private subnet
in the first Availability Zone
Type: String
Default: 10.192.20.0/24

PrivateSubnet2CIDR:
Description: Please enter the IP range (CIDR notation) for the private subnet
in the second Availability Zone
Type: String
Default: 10.192.21.0/24

Resources:
VPC:

Type: AWS::EC2::VPC

Properties:
CidrBlock: !Ref VpcCIDR
EnableDnsSupport: true
EnableDnsHostnames: true
Tags:

- Key: Name
Value: !Ref EnvironmentName

InternetGateway:
Type: AWS::EC2::InternetGateway
Properties:
Tags:
- Key: Name
Value: !Ref EnvironmentName

InternetGatewayAttachment:
Type: AWS::EC2::VPCGatewayAttachment
Properties:
InternetGatewayId: !Ref InternetGateway
VpcId: !Ref VPC
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PublicSubnetl:
Type: AWS::EC2::Subnet
Properties:
VpcId: !Ref VPC
AvailabilityZone: !Select [ 0, !GetAZs '' ]
CidrBlock: !'Ref PublicSubnetl1CIDR
MapPublicIpOnLaunch: true
Tags:
- Key: Name
Value: !Sub ${EnvironmentName} Public Subnet (AZ1)

PublicSubnet2:
Type: AWS::EC2::Subnet
Properties:
VpcId: !Ref VPC
AvailabilityZone: !Select [ 1, !GetAZs '' ]

CidrBlock: !'Ref PublicSubnet2CIDR
MapPublicIpOnLaunch: true
Tags:
- Key: Name
Value: !Sub ${EnvironmentName} Public Subnet (AZ2)

PrivateSubnetl:
Type: AWS::EC2::Subnet
Properties:
VpcId: !Ref VPC
AvailabilityZone: !Select [ 0, !GetAZs '' ]

CidrBlock: !'Ref PrivateSubnetlCIDR
MapPublicIpOnLaunch: false
Tags:
- Key: Name
Value: !Sub ${EnvironmentName} Private Subnet (AZ1l)

PrivateSubnet2:
Type: AWS::EC2::Subnet
Properties:
VpcId: !Ref VPC
AvailabilityZone: !Select [ 1, !GetAZs '' ]

CidrBlock: !Ref PrivateSubnet2CIDR
MapPublicIpOnLaunch: false
Tags:
- Key: Name
Value: !Sub ${EnvironmentName} Private Subnet (AZ2)
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NatGatewaylEIP:
Type: AWS::EC2::EIP
DependsOn: InternetGatewayAttachment
Properties:
Domain: vpc

NatGateway2EIP:
Type: AWS::EC2::EIP
DependsOn: InternetGatewayAttachment
Properties:
Domain: vpc

NatGatewayl:
Type: AWS::EC2::NatGateway
Properties:
AllocationId: !GetAtt NatGatewaylEIP.AllocationId
SubnetId: !Ref PublicSubnetl

NatGateway2:
Type: AWS::EC2::NatGateway
Properties:
AllocationId: !GetAtt NatGateway2EIP.AllocationId
SubnetId: !Ref PublicSubnet2

PublicRouteTable:
Type: AWS::EC2::RouteTable
Properties:
VpcId: !Ref VPC
Tags:
- Key: Name
Value: !Sub ${EnvironmentName} Public Routes

DefaultPublicRoute:
Type: AWS::EC2::Route
DependsOn: InternetGatewayAttachment
Properties:
RouteTableId: !Ref PublicRouteTable
DestinationCidrBlock: 0.0.0.0/0
GatewayId: !Ref InternetGateway

PublicSubnetlRouteTableAssociation:
Type: AWS::EC2::SubnetRouteTableAssociation
Properties:
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RouteTableId: !Ref PublicRouteTable
SubnetId: !Ref PublicSubnetl

PublicSubnet2RouteTableAssociation:
Type: AWS::EC2::SubnetRouteTableAssociation
Properties:
RouteTableId: !Ref PublicRouteTable
SubnetId: !'Ref PublicSubnet2

PrivateRouteTablel:
Type: AWS::EC2::RouteTable
Properties:
VpcId: !Ref VPC
Tags:
- Key: Name
Value: !Sub ${EnvironmentName} Private Routes (AZ1l)

DefaultPrivateRoutel:
Type: AWS::EC2::Route
Properties:

RouteTableId: !Ref PrivateRouteTablel
DestinationCidrBlock: 0.0.0.0/0
NatGatewayId: !Ref NatGatewayl

PrivateSubnetlRouteTableAssociation:
Type: AWS::EC2::SubnetRouteTableAssociation
Properties:
RouteTableId: !Ref PrivateRouteTablel
SubnetId: !Ref PrivateSubnetl

PrivateRouteTable2:
Type: AWS::EC2::RouteTable
Properties:
VpcId: !Ref VPC
Tags:
- Key: Name
Value: !Sub ${EnvironmentName} Private Routes (AZ2)

DefaultPrivateRoute?2:
Type: AWS::EC2::Route
Properties:

RouteTableId: !Ref PrivateRouteTable2
DestinationCidrBlock: 0.0.0.0/0
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NatGatewayId: !Ref NatGateway2

PrivateSubnet2RouteTableAssociation:
Type: AWS::EC2::SubnetRouteTableAssociation
Properties:
RouteTableId: !Ref PrivateRouteTable2
SubnetId: !'Ref PrivateSubnet2

SecurityGroup:
Type: AWS::EC2::SecurityGroup
Properties:
GroupName: "mwaa-security-group"
GroupDescription: "Security group with a self-referencing inbound rule."
VpcId: !Ref VPC

SecurityGroupIngress:
Type: AWS::EC2::SecurityGroupIngress
Properties:
GroupId: !Ref SecurityGroup
IpProtocol: "-1"
SourceSecurityGroupId: !Ref SecurityGroup

Outputs:
VPC:
Description: A reference to the created VPC
Value: !Ref VPC

PublicSubnets:
Description: A list of the public subnets
Value: !Join [ ",", [ !'Ref PublicSubnetl, !Ref PublicSubnet2 ]]

PrivateSubnets:
Description: A list of the private subnets
Value: !Join [ ",", [ !'Ref PrivateSubnetl, !Ref PrivateSubnet2 ]]

PublicSubnetl:
Description: A reference to the public subnet in the 1st Availability Zone
Value: !Ref PublicSubnetl

PublicSubnet2:
Description: A reference to the public subnet in the 2nd Availability Zone

Value: !Ref PublicSubnet2

PrivateSubnetl:
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Description: A reference to the private subnet in the 1st Availability Zone
Value: !Ref PrivateSubnetl

PrivateSubnet2:
Description: A reference to the private subnet in the 2nd Availability Zone
Value: !Ref PrivateSubnet2

SecurityGroupIngress:

Description: Security group with self-referencing inbound rule
Value: !Ref SecurityGroupIngress

2. EHTERRFT , SMEIE® cfn-vpc-public-private.yaml BB F. 0 :
cd mwaaproject

3. #A aws cloudformation create-stack @5 fEA AWS CLIBIZEHE%,

aws cloudformation create-stack --stack-name mwaa-environment --template-body
file://cfn-vpc-public-private.yaml

® Note
f12 Amazon VPC EfiZEEE KL 30 24,

EI= B EBMNiG R Amazon VPC W4

LLF AWS CloudFormation 1 iR3FE S8 ERIA AWS Xt 2% 15 B EEKMEY Amazon VPC B4,

WIEBIER AR ERMNIAEREH. MERIREATEELREMEZHEERXH Apache Airflow
Web [RS8, ©NMEFEAMN AWS RS OIEMEMN VPC KinT .

1. EHUTEROABHNEEERN cfn-vpc-private.yaml REEARMH, Bt LAER THE
o

AWSTemplateFormatVersion: "2010-09-09"

Parameters:
VpcCIDR:
Description: The IP range (CIDR notation) for this VPC
Type: String
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Default: 10.192.0.0/16

PrivateSubnet1CIDR:
Description: The IP range (CIDR notation) for the private subnet in the first
Availability Zone
Type: String
Default: 10.192.10.0/24

PrivateSubnet2CIDR:
Description: The IP range (CIDR notation) for the private subnet in the second
Availability Zone
Type: String
Default: 10.192.11.0/24

Resources:
VPC:

Type: AWS::EC2::VPC

Properties:
CidrBlock: !Ref VpcCIDR
EnableDnsSupport: true
EnableDnsHostnames: true
Tags:

- Key: Name
Value: !Ref AWS::StackName

RouteTable:
Type: AWS::EC2::RouteTable
Properties:
VpcId: !Ref VPC
Tags:
- Key: Name

Value: !Sub "${AWS::StackName}-route-table"

PrivateSubnetl:
Type: AWS::EC2::Subnet
Properties:
VpcId: !Ref VPC
AvailabilityZone: !Select [ 0, !GetAZs '' ]

CidrBlock: !'Ref PrivateSubnetlCIDR
MapPublicIpOnLaunch: false
Tags:
- Key: Name
Value: !Sub "${AWS::StackName} Private Subnet (AZ1)"
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PrivateSubnet2:
Type: AWS::EC2::Subnet
Properties:
VpcId: !Ref VPC
AvailabilityZone: !Select [ 1, !GetAZs '' ]

CidrBlock: !Ref PrivateSubnet2CIDR
MapPublicIpOnLaunch: false
Tags:
- Key: Name
Value: !Sub "${AWS::StackName} Private Subnet (AZ2)"

PrivateSubnetlRouteTableAssociation:
Type: AWS::EC2::SubnetRouteTableAssociation
Properties:
RouteTableId: !Ref RouteTable
SubnetId: !Ref PrivateSubnetl

PrivateSubnet2RouteTableAssociation:
Type: AWS::EC2::SubnetRouteTableAssociation
Properties:
RouteTableId: !Ref RouteTable
SubnetId: !Ref PrivateSubnet2

S3VpcEndoint:

Type: AWS::EC2::VPCEndpoint

Properties:
ServiceName: !Sub "com.amazonaws.${AWS::Region}.s3"
VpcEndpointType: Gateway
VpcId: !Ref VPC
RouteTableIds:

- !Ref RouteTable

SecurityGroup:
Type: AWS::EC2::SecurityGroup
Properties:
VpcId: !Ref VPC
GroupDescription: Security Group for Amazon MWAA Environments to access VPC
endpoints
GroupName: !Sub "${AWS::StackName}-mwaa-vpc-endpoints"

SecurityGroupIngress:
Type: AWS::EC2::SecurityGroupIngress
Properties:
GroupId: !Ref SecurityGroup
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IpProtocol: "-1"
SourceSecurityGroupId: !Ref SecurityGroup

SqsVpcEndoint:
Type: AWS::EC2::VPCEndpoint
Properties:
ServiceName: !Sub "com.amazonaws.${AWS::Region}.sqgs"
VpcEndpointType: Interface
VpcId: !Ref VPC
PrivateDnsEnabled: true
SubnetIds:
- IRef PrivateSubnetl
- IRef PrivateSubnet2
SecurityGroupIds:
- IRef SecurityGroup

CloudWatchLogsVpcEndoint:
Type: AWS::EC2::VPCEndpoint
Properties:

ServiceName: !Sub "com.amazonaws.${AWS::Region}.logs"
VpcEndpointType: Interface
VpcId: !Ref VPC
PrivateDnsEnabled: true
SubnetIds:
- IRef PrivateSubnetl
- IRef PrivateSubnet2
SecurityGroupIds:
- IRef SecurityGroup

CloudWatchMonitoringVpcEndoint:
Type: AWS::EC2::VPCEndpoint
Properties:

ServiceName: !Sub "com.amazonaws.${AWS::Region}.monitoring"
VpcEndpointType: Interface
VpcId: !Ref VPC
PrivateDnsEnabled: true
SubnetIds:
- IRef PrivateSubnetl
- !Ref PrivateSubnet2
SecurityGroupIds:
- IRef SecurityGroup

KmsVpcEndoint:
Type: AWS::EC2::VPCEndpoint
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Properties:
ServiceName: !Sub "com.amazonaws.${AWS: :Region}.kms"
VpcEndpointType: Interface
VpcId: !Ref VPC
PrivateDnsEnabled: true
SubnetIds:
- IRef PrivateSubnetl
- IRef PrivateSubnet2
SecurityGroupIds:
- IRef SecurityGroup

Outputs:
VPC:
Description: A reference to the created VPC
Value: !Ref VPC

MwaaSecurityGroupId:
Description: Associates the Security Group to the environment to allow access
to the VPC endpoints
Value: !Ref SecurityGroup

PrivateSubnets:
Description: A list of the private subnets
Value: !Join [ ",", [ !'Ref PrivateSubnetl, !Ref PrivateSubnet2 ]]

PrivateSubnetl:
Description: A reference to the private subnet in the 1st Availability Zone
Value: !Ref PrivateSubnetl

PrivateSubnet2:

Description: A reference to the private subnet in the 2nd Availability Zone
Value: !Ref PrivateSubnet2

2. ESDTRERABT , $MEIEM cfn-vpc-private.yml BB F. Hla0 :

cd mwaaproject

3. #A aws cloudformation create-stack fp S REA AWS CLIBIZEHER,

aws cloudformation create-stack --stack-name mwaa-private-environment --template-
body file://cfn-vpc-private.yml
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® Note
f12 Amazon VPC EfiREEE KL 30 24,

4. BEECE-MIF , LENTENHRIXE VPC iR, ETHESER , 2 & Amazon
MWAA EEEX RS 5 E Amazon VPC s SEY G A,

® Note

IETI LAE Amazon MWAA Z2 41 CIDR Ht— S R&EIH TR, Hln | Sa] USR8
SIAHBIEHN, Amazon S3 B4k %Iz Amazon VPC #Y CIDR XRER#IB &,

BT RMAAL?

« BETHEIMMAIE Amazon MWAA B | 1555 612 Amazon MWAA RiE,

- ETHNAEAFERBEMNEMITENE Amazon VPC B VPN B38|, F58 %2 . FHEBELE
™ £& 15 18l X FR AWS Client VPN,

#8172 Amazon MWAA 318
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M, EEFHERAIREHIRE Apache Airflow, AIEENEEIE Amazon MWAA FREME R,
B
- FHRETNAERTHE
+ Apache Airflow fRZ<
. BIEIE
s SR EEFHEER
K2 BESRRE

R3:EFNCIE

N
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TR Bl Ry AR T4E

- MIROEF , BRTEBINHRIEEN VPC ML,

- BEEN Amazon S3 FHEBECE N FELLFIE QTG H B A 76 AR Al

- BEE—NMAEFEA Amazon MWAA B R AR £ AWS Identity and Access Management (IAM)
FElZE 1AM AR AWS kP, INREHN Apache Airflow Web IR 251E R 2B ML 15 E)

B, AT ZEKXLBRE Amazon VPC WK Apache Airflow 17 RIFER |, FLLEEE IAM FEIR R
FREBIZZ Amazon VPC i R.

Apache Airflow iRZs

Amazon MWAA Lt # LT Apache Airflow M2,

® Note

« B 2025 F 12 A 30 B , LWE# MWAA FLIEXS Apache Airflow fRZR v2.4.3, v2.5.1 H
v2.6.3 X, BXEZEER , 5/ Apache Airflow IRASZ 351 & W B &,

+ M Apache Airflow v2.2.2 FF#4 , Amazon MWAA X5 E#% Apache Airflow F4& RS 88 £
=4 Python R, RUEBFIMNEEEH.

» M Apache Airflow v2.7.2 FF#8 , ERXH S MAEE—% --constraint iEA, MREKRE
HAREZM , Amazon MWAA FRBIEE—NMAIREN , LBRENERPIIHNEFSS
IRIEEEAB Apache Airflow IRARE

BREFBRXMHPREARFHNESELR | SR K3 Python KB,

Apache Airflow iR 2 Apache Airflow & Apache Airflow 43R % Python fxZ<

#
v2.10.3 Apache Airflow Apache Airflow Python 3.11
v2.10.3 ZEEm™ v2.10.3 PR il 3244
v2.10.1 Apache Airflow Apache Airflow Python 3.11
v2.10.1 ZEEm v2.10.1 AR X4
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Apache Airflow ixZ< Apache Airflow 5/ Apache Airflow 2935  Python k7

#
v2.9.2 Apache Airflow v2.9.2  Apache Airflow v2.9.2  Python 3.11
SEEHE YR
v2.8.1 Apache Airflow v2.8.1  Apache Airflow v2.8.1 Python 3.11
SEKE YR
v2.7.2 Apache Airflow v2.7.2  Apache Airflow v2.7.2  Python 3.11
SERE YR

BXxIBEEEN Apache Airflow ZBEHITHIE Amazon MWAA REBEMEZEL | SRZ D THIE
WIEEMN A | 52 Amazon MWAA T IER,

BIEIIE
T—FNEIE Amazon MWAA IRER S IR,
S| BEFAGR
ERERENFMER , BHITUTRE

1. $TFF Amazon MWAA ##l &,

2. fEA AWS KRR EREHXE,

3. ERCIEIE,

4, HEETHEMAEEREL  EFREMAEET :

a. EEMPAREEMA—NMEAENER,
b. 7E Airflow MRZ<H1%&$E Apache Airflow ix7<

(® Note

MBRIEEEME , MBIANFZHFH Apache Airflow A&, AT AN RFRAEZ
Apache Airflow v2.10.3,

5. 7 Amazon S3 B DAG KRB THEEEUTHE :
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a. S3 Bucket, %X % S3 Hi%EFE Amazon S3 M , HEH A Amazon S3 URI,

b. DAGs folder, i%&#% S3 , AF%k$E Amazon S3 FEE T H dags XX |, HEBMA
Amazon S3 URI,

c. HEMGXXHE-Tk, EEWE S3, ARFEE Amazon S3 B LM plugins.zip X , HEH
# A Amazon S3 URI,

d. ERIH-Ak, EFBRIE S3, RE1EE Amazon S3 MM LM requirements. txt X
# , 2E\EM|A Amazon S3 URI,

e. BIMIAIH-TIE | EEBERXE S3HIEE Amazon S3 FHER LEVHIA XY | HERA
Amazon S3 URI,

6. iﬁ#T—*ﬁo

FR]R2  BESHRE

BEESRRE

1. EEESRRENEL , #BHMT :
« & Amazon VPC,

W HBRIFIE T Amazon VPC FREIFHANTAE FM,
2. £ Web lRE[HET , EFBFEEIEMN Apache Airflow 15 HE :

a. FAEMLEK, XRH T X Apache Airflow Ul B3R , RE7E Amazon VPC R E23R1E HEH
IAM KB RIIXFEM A A TN, BFERENREFEERN LS ERAE Amazon VPC ik Ko

@ Note

R Apache Airflow Ul REEE A RIMEFIENE , HEFFEH R NS FEERA#HIT
Web RFB|ERRE , FTEFRABEMEERI, NREEFLHEERED , NFEZA
B — %Ik 15" Amazon VPC ## Apache Airflow Web R85, BEXEZER
B2 58 Apache Airflow Web fRE 88 VPC i = ( FAEMLKAE ) o

b. WEME, XEIREBIMRM IAM K HRNR AP A LUEE BB/ 157 Apache Airflow
Ul,

3. EZ2AT , EBATHRY Amazon VPC HE LA -
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a. BRIAMERT , Amazon MWAA 27 Amazon VPC 82— N&E44AH , AEt@fReeA b E
FR4ETERY A UE A H us H

b. Tk, BUHEFOEMLZLEPNERETEERS 5 1M %24,

® Note

B Amazon VPC Z2EAMNNEEFEMNAWGMEWEHIN , FEATFNERE, E
THRESZELR , 3 Amazon MWAA i VPC £,

4. FEIRRRT , BE—-IPHER,
BNBUOARXEFEN TEABREN&NRT . SR SIRER B R,
5. WTHRAIHELEIE , BIEEZEIHREFIEITH Apache Airflow THELEZNRAKE,

BXREZER  FSR st ASIRHA.

6. EEHRA Web RFFHMFR/D Web IRS5ERE , UEE Amazon MWAA fIRIERER T R
Apache Airflow Web fR%585.

BFX Web RSBV BHWEZELR |, 1S Hthe section called “BLiE Web RS EEHET 47
7. TEMET , B —NHRIEMNZRIE

a. BRIABRT , Amazon MWAA £ AWS BEZAN S BIEH1TINE,
b. Tk, R BENMBRE (SR ) UEEHEM AWS KMS F4, MRZIEFREL TR
FEEEFIEERE , NAAEE AWS KMS %48 ID 5 ARN, AWS KMS A@@ mazon

MWAA £ 3%5E& M2 Xig %40, MREE Amazon S3 FER LIEE T A TR S[iHME
B Amazon S3 Z4f , M4 H Amazon MWAA PR35 18 EH B/ %40

® Note
TR E Z RPN RBR S BETE Amazon MWAA HIl A EiRBRZ%4, BEHLTE
I M INZR AR P PRAY Y IR EEBF Amazon MWAA & B B AR

8. HE., £ U T , F Airflow BERBERE —NHZMNEEES , & Apache Airflow B ERIEE]
H& : CloudWatch

a. Airflow FFHE, EBERIEE “BFHE RHH Apache Airflow £55 CloudWatch H &R
KE,
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b. Airflow Web fRZEEAE. EBEBERIET “BFHE HK3IH Apache Airflow Web R85
CloudWatch BERIZEH,

c. Airflow itXIBFBEE, HBERET “BFAER KBIH Apache Airflow HERF
CloudWatch BERIZER,

d. Airflow TELEAE, EBERIEE “BFHE RHH Apache Airflow T4 CloudWatch B

'U‘Eﬁ;ﬁu
e. Airflow DAG 4B B&., EEREEREE BERBIH Apache Airflow DAG 43 CloudWatch H
'U‘Eﬁ;ﬁu

9. Wk, XT Airflow EEEEI , EFHRMNEE X EEED,

B LAM Apache Airflow fRZ<EY Apache Airflow Fit BIE TRV TR 5Kk P 1TIEE , BT BUE
EBHEMBEIE, 580 core.default_task_retries: 3.
10. A%, EHRET , ERRMFHIRIL , FREEREHEXEK, FlW , Environment : Stagingo
1. ENRT , BB MITAE,

a. BMINBERT , Amazon MWAA 2 GIZFTABHEE-—IMITAE, BL4TERRE IAM A
BAYINER |, FREGE A LLIE TN,

b. Wik, EFEMAAE ARN HANBHITABH Amazon HIREM (ARN ) .
12. EET—
FE] 3 BEFENOIE
EERNRAE , BIITUTRE

EENERE , BEQEHER,

(® Note
NERBANTFE- T =15,

BT RMTA?

« BETHUNAEIE Amazon S3 FiE#@ , i5S 1 7 Amazon MWAA €13 Amazon S3 Fi& i@, o
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BEIEX Amazon MWAA IR 3E Y i ]

FEZAFERT Apache Airflow B9 Amazon & TEREFERREFERNEM AWS RESHNER, &
BEERBIHRITSE MWAA SREFIEE (IAM) FE AWS Identity and Access Management Apache
Airflow AP REMR. AT NHERTRTHRE AWS BRI ERBRAINITA SR AR MR
AR B | 489 Amazon MWAA IR Apache Airflow F P S EFTER AWS K P BB,

FH

« 1518 Amazon MWAA ¥hiE

- Amazon ECS HWIRZHXAE
« Amazon MWAA L {TE &

- BhUBBIRS RIBRERE

« Apache Airflow 88 =,

BB Amazon MWAA IRiE

ZF A Amazon MWAA |, BXfE A M EBXENRN IAM Kk, KEBNRETUNERTF
Apache Airflow #9113 # 5 & T4EFRINER Apache Airflow JF & HIBAF Apache Airflow F P Kt by 5
] SR B o

BMNEWERA RN EIEAERAFEANSCERBEKRS H40XK15F Amazon MWAA iR, &EMER , #
RIFREEEEZMINEEN IAM AP, MREXFARABIURHAX AWS FIRAYIEET 75 R ER.

IAM B &R AEKF P OZN —MEFEENRN IAM &4, IAM B25 IAM AFEL, RAER—
NEERREKBEH AWS B |, ZRBRE T 250 T AMALAMTERTA AWS, BR , ABEH

UFECHEFMARA , MARE-EENARKEK, A, ASRAXBKNEKBREIE (7D
HHRESR ). R, HERKAAEH , EaNEREAGLEN RN ZEKEIL,

EMBREFNIENR , BAUGEACHNABGEUNR, YRESFORTHORIEN , 250
EAGHEIBEAERRTHLACEXNNR. AXATHRESORINACGHER , H5H (IAM A
FiERE) PHHNE=F SO RUBIEAE (KRESGRIE ) . WREFEM IAM Identity Center
NEERENRE, HEHENSOERITHORIEFALBRNAZR , IAM Identity Center FFXRE

5 IAM HiyAEHEXER. BXNRENEE , 28 (AWS IAM Identity Center AF1ER) FHIIR
£

“I<o0

BAILER S RERA—N 1AM B6RE T HAHE S RRN AWS K XR, xR0, 551
IAM AFIERTIIZIE : AWS IKF A IAM A G ZE KRG R ER,
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Sections

- ITHFK

o TEMNENIHEBE . Amazon MWAAFull ConsoleAccess

o STEH AP MEZH & HEBE : Amazon MWAAFuUIl ApiAccess

o RiEE4A 15 R %MK . Amazon MWAARead OnlyAccess

« Apache Airflow F 7~ R HEG A K EE . T 5# MWAAWeb ServerAccess
« Apache Airflow Rest APl i[RI BUE : W 5 MWAARest APIAccess
+ Apache Airflow CLI BUER : I 5% MWAAAIrflow CliAccess

« B2 JSON K

o« FFRBEH BT R EEFE K R B A B

. BTIRMMAL?

THERFR

FHIEFTHE AWS Identity and Access Management (IAM) SE{&E8TE % 51/ Amazon MWAA BRiE H {f
HERMRSE ., BLMBIE— KB , F Apache Airflow B P HEIXEF RN, 0, £F
@] Apache Airflow FF & B BA % F 15 R A BR

Amazon MWAA HXERERITAFREEEE AWS BHlA LSBT IRIE APIs FERNMITIRE
FTEMINER,

BT LMERAE B HH JSON FKEETE IAM F15 Apache Airflow B SIEB —NEBE | SRS 1Z 5K B B A
B IAM AP, BARAG,

« IS MWAAFull ConsoleAccess — £ A b SR B& 1R F £ Amazon MWAA 2§ & LB EFRE R
PR o

« W 5# MWAAFull ApiAccess — R L BUERER T4 W APIs A T EEINERNATAE Amazon MWAA HY
PR,

« I 5# MWAARead OnlyAccess — A LLRBER T 1H RIAXBR , LAETE Amazon MWAA #2B#lA& L&
BIEFEANEIR,

« T 5# MWAAWeb ServerAccess — A LL R BE R FXF Apache Airflow FI4& AR $525 89 17 (R A BR o

« M 5# MWAAAIrflow CliAccess — {5 A b SR BE 3% 1= 1T Apache Airflow CLI a5 89 15 8] #X BR o

ERHEBANR , EHENRAS, ARAEFMNNR
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- FEHFPFEL AWS IAM Identity Center :

BIENRES. LB (AWS IAM Identity Center FAF1ERT) F BIZENREM A 1T1R1E,
- BYEAREEE IAM FRENAF
IRERATEORERINAG, KR (AM AFER) PHNE=FSHREFUIEAER (KE
SHRIE ) WA ITRE,
- IAM AP :
- BIBREMAFTUEENAG, BB (AM AFER) B1 1AM AP 012 A €053 TERE,

« (THEEER ) FERBEZMNIIAFSFRASRNEARE, B8 (AM BFER) PEAS
ANIIRFR (#2HE ) AR BT IR,

SEEM IR : Amazon MWAAFull ConsoleAccess

MEBEAFEER Amazon MWAA #2414 EEBINE | N A EEEE A
AmazonMWAAFullConsoleAccess WBRFERE,

@ Note
SEREEHAFRERLMETERNIT iam: PassRole WR, XATFRFRSREHEXNA
BRNIT A BB S Amazon MWAA, Amazon MWAA BEBNABHERN TRREFUE
ft AWS BRSS. AT RHIGERA iam:PassedToService &4 Amazon MWAA RS E 44
(@airflow.amazonaws.com) IEEN I FAEEREINRES.
BXxEZfEEiam:PassRole , S IAM AFEREHPHRTFAF @ AWS RSE&E AR
BRo

MBLIBME R EANEN AWS HEHTE RORHEE Amazon MWAA TR | M LT 5,

£/ AWS AN N

{
"Version":"2012-10-17",

"Statement": [

{
"Effect":"Allow",
"Action":"airflow:*",
"Resource":"*"

},
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https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#aws-owned-cmk

Amazon Managed Workflows for Apache Airflow

RAriEmE

{
"Effect":"Allow",
"Action": [
"iam:PassRole"
1,
"Resource":"*",
"Condition":{
"StringlLike":{
"iam:PassedToService":"airflow.amazonaws.com"
}
}
I
{
"Effect":"Allow",
"Action": [
"iam:ListRoles"
1,
"Resource":"*"
},
{
"Effect":"Allow",
"Action":[
"iam:CreatePolicy"
1,
"Resource":"arn:aws:iam: :YOUR_ACCOUNT_ID:policy/service-role/MWAA-Execution-
Policy*"
},
{
"Effect":"Allow",
"Action":[
"iam:AttachRolePolicy",
"iam:CreateRole"
1,
"Resource":"arn:aws:iam: :YOUR_ACCOUNT_ID:role/service-role/AmazonMWAA*"
},
{

"Effect":"Allow",
"Action":[
"iam:CreateServicelLinkedRole"
1,
"Resource":"arn:aws:iam::*:role/aws-service-role/airflow.amazonaws.com/
AWSServiceRoleForAmazonMWAA"
},
{
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RAriEmE

"Effect":"Allow",

"Action":[
"s3:GetBucketLocation",
"s3:ListAl1MyBuckets",
"s3:ListBucket",
"s3:ListBucketVersions"

]I

"Resource":"*"

"Effect":"Allow",

"Action":[
"s3:CreateBucket",
"s3:PutObject",
"s3:GetEncryptionConfiguration"

1,

"Resource":"arn:aws:s3:::*

"Effect":"Allow",

"Action": [
"ec2:DescribeSecurityGroups",
"ec2:DescribeSubnets",
"ec2:DescribeVpcs",
"ec2:DescribeRouteTables"

1,

"Resource":"*"

"Effect":"Allow",

"Action": [
"ec2:AuthorizeSecurityGroupIngress",
"ec2:CreateSecurityGroup"

1,

"Resource":"arn:aws:ec2:*:*:security-group/airflow-security-group-*"

"Effect":"Allow",
"Action": [
"kms:ListAliases"

]I

"Resource":"*"
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RAriEmE

"Effect":"Allow",
"Action":"ec2:CreateVpcEndpoint",

"Resource": [

ec2:*:
ec2:*:

rec2:*:

ec2:*:

:vpc-endpoint/*",
:vpc/*",
:subnet/*",
:security-group/*"

"ec2:CreateNetworkInterface"

"arn:aws:ec2:*:*:subnet/*",

"arn:aws:ec2:*:*:network-interface/*"

"arn:aws:

"arn:aws:

"arn:aws

"arn:aws:
]

},

{
"Effect":"Allow",
"Action":[
1,
"Resource": [
]

}

MREEERABSMBNEE S EENZARCIENEE Amazon MWAA 35 |
ERAEFEERN , IAM ZERALTAERERFHEE

ERABEEFEENEH,
{

"Version":"2012-10-17",

"Statement": [

"Effect":"Allow",

{
"Action":"
"Resource":"*"
o
{

"Effect":"Allow",
"Action":[
"iam:PassRole"

1,

"Resource":"*",
"Condition":{
"StringlLike":{

:"airflow:*",

7R

AN

BEEAUTERE, E
K 7 5 Y 248 17 1|] AWS KMS &R
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"iam:PassedToService":"airflow.amazonaws.com"

}
}
I
{
"Effect":"Allow",
"Action": [
"iam:ListRoles"
1,
"Resource":"*"
},
{
"Effect":"Allow",
"Action":[
"iam:CreatePolicy"
1,
"Resource":"arn:aws:iam: :YOUR_ACCOUNT_ID:policy/service-role/MWAA-Execution-
Policy*"
},
{
"Effect":"Allow",
"Action":[
"iam:AttachRolePolicy",
"iam:CreateRole"
1,
"Resource":"arn:aws:iam: :YOUR_ACCOUNT_ID:role/service-role/AmazonMWAA*"
},
{

"Effect":"Allow",
"Action":[
"iam:CreateServicelLinkedRole"
1,
"Resource":"arn:aws:iam::*:role/aws-service-role/airflow.amazonaws.com/
AWSServiceRoleForAmazonMWAA"
},

{
"Effect":"Allow",

"Action":[
"s3:GetBucketLocation",
"s3:ListAl1MyBuckets",
"s3:ListBucket",
"s3:ListBucketVersions"

]I

"Resource":"*"
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},
{

"Effect":"Allow",

"Action":[

"s3:CreateBucket",
"s3:PutObject",
"s3:GetEncryptionConfiguration"

1,

"Resource":"arn:aws:s3:::*"

I
{

"Effect":"Allow",

"Action":[
"ec2:DescribeSecurityGroups",
"ec2:DescribeSubnets",
"ec2:DescribeVpcs",
"ec2:DescribeRouteTables"

1,

"Resource":"*"

I
{

"Effect":"Allow",

"Action": [
"ec2:AuthorizeSecurityGroupIngress",
"ec2:CreateSecurityGroup"

1,

"Resource":"arn:aws:ec2:*:*:security-group/airflow-security-group-*"

I
{

"Effect":"Allow",

"Action":[
"kms:ListAliases"

1,

"Resource":"*"

},
{

"Effect":"Allow",

"Action":[
"kms:DescribeKey",
"kms:ListGrants",
"kms:CreateGrant",
"kms:RevokeGrant",
"kms:Decrypt",
"kms:Encrypt",
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"kms:GenerateDataKey*",
"kms:ReEncrypt*"

1,
"Resource":"arn:aws:kms:*:YOUR_ACCOUNT_ID:key/YOUR_KMS_ID"

"Effect":"Allow",

"Action":"ec2:CreateVpcEndpoint",

"Resource": [
"arn:aws:ec2:*:*:vpc-endpoint/*",

arn:aws:ec2:*:*:vpc/*",
"arn:aws:ec2:*:*:subnet/*",

arn:aws:ec2:*:*:security-group/*"

"Effect":"Allow",
"Action":[
"ec2:CreateNetworkInterface"

1,

"Resource": [
"arn:aws:ec2:*:*:subnet/*",
"arn:aws:ec2:*:*:network-interface/*"

SSEM API FIZ=H A5 R BER : Amazon MWAAFuIl ApiAccess

MRA BRI APIs A FERIHMAE Amazon MWAA , R TTEEBE
Al AmazonMWAAFullApiAccessiXPRERE, EF R TR Apache Airflow Ul IR,

@ Note
STE AP| F R REEAMEENIT iam: PassRole BN R, XAFAFPRSRESHERNA
EBRMHITABKIELS Amazon MWAA, Amazon MWAA MMESNABEIR N TRREFWUHE
ft AWS BRSS. AT RHIGEFA iam:PassedToService &4 Amazon MWAA RS E 4
(@airflow.amazonaws.com) IEEN IFAEEREIVERES.
EXxE%{EEiam:PassRole , #ZH IAM AFERHPHNETFAF @ AWS REEEAEHN
bR
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RAriEmE

MREEFERBSINZRUENEREN Amazon MWAA HiE

£/ AWS BEN 4
{

"Version":"2012-10-17",
"Statement": [

, BEALTREE. AWS HAENEHA

{
"Effect":"Allow",
"Action":"airflow:*",
"Resource":"*"
},
{
"Effect":"Allow",
"Action":[
"iam:PassRole"
1,
"Resource":"*",
"Condition":({
"StringlLike":{
"iam:PassedToService":"airflow.amazonaws.com"
}
}
},
{

"Effect":"Allow",
"Action":[
"iam:CreateServicelLinkedRole"

1,

"Resource":"arn:aws:iam::*:role/aws-service-role/airflow.amazonaws.com/

AWSServiceRoleForAmazonMWAA"

},
{

"Effect":"Allow",

"Action":[
"ec2:DescribeSecurityGroups",
"ec2:DescribeSubnets",
"ec2:DescribeVpcs",
"ec2:DescribeRouteTables"

1,

"Resource":"*"

},
{

"Effect":"Allow",
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"Action": [
"s3:GetEncryptionConfiguration"

1,

"Resource":"arn:aws:s3:::*"

},
{

"Effect":"Allow",

"Action":"ec2:CreateVpcEndpoint",

"Resource": [
"arn:aws:ec2:*:*:vpc-endpoint/*",
"arn:aws:ec2:*:*:vpc/*",
"arn:aws:ec2:*:*:subnet/*",
"arn:aws:ec2:*:*:security-group/*"

]

},
{

"Effect":"Allow",

"Action":[
"ec2:CreateNetworkInterface"

1,

"Resource": [
"arn:aws:ec2:*:*:subnet/*",
"arn:aws:ec2:*:*:network-interface/*"

]

}

MREEFERABSNBNHREFFEENZARCEMNEE Amazon MWAA M8 | BEFERAUTERRE, E
FHAEFREZS , IAMZERALNEREREHELKF RO ZFHAER AWS KMS TR

ERABEEFEENEH,
{

"Version":"2012-10-17",
"Statement": [

{
"Effect":"Allow",
"Action":"airflow:*",
"Resource":"*"

}I

{

"Effect":"Allow",
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"Action": [
"iam:PassRole"
1,
"Resource":"*",
"Condition":{
"StringlLike":{
"iam:PassedToService":"airflow.amazonaws.com"

"Effect":"Allow",

"Action": [
"iam:CreateServicelinkedRole"

1,

"Resource":"arn:aws:iam::*:role/aws-service-role/airflow.amazonaws.com/

AWSServiceRoleForAmazonMwAA"
I
{

"Effect":"Allow",

"Action": [
"ec2:DescribeSecurityGroups",
"ec2:DescribeSubnets",
"ec2:DescribeVpcs",
"ec2:DescribeRouteTables"

1,

"Resource":"*"

"Effect":"Allow",
"Action":[
"kms:DescribeKey",
"kms:ListGrants",
"kms:CreateGrant",
"kms:RevokeGrant",
"kms:Decrypt",
"kms:Encrypt",
"kms:GenerateDataKey*",
"kms:ReEncrypt*"
1,
"Resource":"arn:aws:kms:*:YOUR_ACCOUNT_ID:key/YOUR_KMS_ID"
I
{
"Effect":"Allow",
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RAriEmE

"Action": [
"s3:GetEncryptionConfiguration"

1,

"Resource":"arn:aws:s3:::*"

},
{

"Effect":"Allow",

"Action":"ec2:CreateVpcEndpoint",

"Resource": [
"arn:aws:ec2:*:*:vpc-endpoint/*",
"arn:aws:ec2:*:*:vpc/*",
"arn:aws:ec2:*:*:subnet/*",
"arn:aws:ec2:*:*:security-group/*"

]

},
{

"Effect":"Allow",

"Action":[
"ec2:CreateNetworkInterface"

1,

"Resource": [
"arn:aws:ec2:*:*:subnet/*",
"arn:aws:ec2:*:*:network-interface/*"

]

}

[a

RiEEE A5 E KB : Amazon MWAARead OnlyAccess

MRAFEEEFE Amazon MWAA 2#IA EFrARIR , N ATeeEEH A

AmazonMWAAReadOnlyAccess HXREEE, TAATAFCERFHE, RENERREIATHIAESR

Apache Airflow Ul,

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"airflow:ListEnvironments",
"airflow:GetEnvironment",
"airflow:ListTagsForResource"

Rizzs & m
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]I

"Resource": "*"

Apache Airflow P RE5E R - T 5% MWAAWeb ServerAccess

MRAFFEELME Apache Airflow Ul , M AJ8EFE E 1/ AmazonMWAAWebServerAccess fXPRE B,
TARAFAFTE Amazon MWAA 2§ & L EFRREHEA Amazon MWAA APIs R ITEARE, £
{airflow-role} ##EE Admin, Op. User. Viewer = Public A®LLEEN Web SHAFH
BREKS ., BREZER , 525 (Apache Airflow SZ158) HHERINAE,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "airflow:CreateWebLoginToken",
"Resource": [

"arn:aws:airflow: {your-region}:YOUR_ACCOUNT_ID:role/{your-environment-
name}/{airflow-role}"

]
}

@ Note

« Amazon MWAA ¥ IAM £ 2 ENERIA Amazon Airflow E T A @K 5 E 25| (RBAC) A
B, BXRHEMABEEYX Apache Airflow BEBHNEZEE |, S the section called “#ig :
AP RERNEFH—FE DAGS”,

o LERBEHPH Resource FER WA TR Amazon MWAA B8 E Apache Airflow EF
AENiHEEHAR, BERXIFEREEN Resource FEBFFEA Amazon MWAA IRiE
ARN ( Amazon BRE ) o
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https://airflow.apache.org/docs/apache-airflow/stable/security/access-control.html?highlight=roles
https://airflow.apache.org/docs/apache-airflow/stable/security/access-control.html?highlight=roles
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Apache Airflow Rest API 15 [RIEZR : L5 MWAARest APIAccess

E 58 Apache Airflow REST API , 457 IAM SREEF IR F airflow: InvokeRestApi R, £
TR RBIG | £ {airflow-role} A#EE Admin, Op. User. Viewer 5 Public B&LUHE
YAFPBENERES . BXEZEER , 525 (Apache Airflow ZZ1E8) FHRIAAE,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowMwaaRestApiAccess",
"Effect": "Allow",
"Action": "airflow:InvokeRestApi",
"Resource": [
"arn:aws:airflow:{your-region}:YOUR_ACCOUNT_ID:role/{your-environment-name}/
{airflow-rolel}"
]
}
]
}

@ Note

- BEFE Web RS8R , TEMERFAE = (VPC) 25 AA InvokeRestApi B1E, &
ATLAEA aws:SourceVpc X WIRIENITERHAN A EZEF, BXEZEE , BSH aw
s : SourceVpc

o WERBEHH Resource FERTATFH Amazon MWAA 18 E Apache Airflow EF
AENIGREEHAR, EFRXFEREN Resource ZERFFEA Amazon MWAA 3
ARN ( Amazon BRE ) -

Apache Airflow CLI B : Y &# MWAAAiIrflow CliAccess

MR AP EEZET Apache Airflow CLI &85 ( %0 trigger_dag ) , M ATREEE i (H]
AmazonMWAAAirflowCliAccess NRER, ©ARATFHAFE Amazon MWAA #2515 LEFHED
£/ Amazon MWAA APIs ${T{E{a#R4E,

{
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https://airflow.apache.org/docs/apache-airflow/1.10.6/security.html?highlight=ldap#default-roles
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourcevpc
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"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"airflow:CreateCliToken"
1,
"Resource": "arn:aws:airflow:${Region}:${Account}:environment/
${EnvironmentName}"
}
]
}
12 JSON ZKBg

SEFTLABIE JSON RHE | S SRREMIINE IAM 2B 8 ENAF, Aelifd. ATSRNMENFE
IAM &2 JSON KR,

E [ JSON X , BIMITUTRE

1. £ IAM B4 T S8 T
HE RO R R,

32 JSON T+,

bl JSON ZRHE,

BT EER,
EEHAMR (Tit ) TATEHEHA —ME,

o o K~ w0 N

flan | AL SR BE a5 & 0 AmazonMWAAReadOnlyAccess,
7. ERABERE,

R SR B B DN BT 2% & B4R Y R 51 R 451

RIZIEBTE IAM FER—1NE A AirflowDevelopmentGroup BB K

@ Apache Airflow FF XEIBAF P ETF KA GRR TR, XEAFPEERR
AmazonMWAAFullConsoleAccess, AmazonMWAAAirflowCliAccess #
AmazonMWAAWebServerAccess fXPRERME. AT NBUATE IAM RAIEEFA ., 02 FEhnix L SR rg
AR a0 iz A < BBl IAM AP, XESRBREEANZE AWS BEEZEH,
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https://console.aws.amazon.com/iam/home#/policies
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#aws-owned-cmk
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B2 Amazon MWAAFull ConsoleAccess B

1. THILIZFMWAAFullConsoleAccess i A1 BK .

£ IAM Z2HEPITHF R A H.

TR OB R,

%42 JSON EI

79 AmazonMWAAFullConsoleAccess #MEFE R JSON KB,
BHUTHE

o o b~ w N

a. {your-account-id}— $&# AWS IkF ID ( 5120123456789 )

b. {your-kms-id}— BFFEEBHANE—IRAR , NAREAT-EERARITHRSMEZR
FEA.

7. EREEFEREK.
8. HEZBMPTEA AmazonMWAAFullConsoleAccess,
9. ERBIEREE,

#12 Amazon MWAAWeb ServerAccess B

1. THITIZEMWAAWebServerAccess 1 8 BUR

£ IAM 2 H &P ITFF KR A H.

RO ERRE,

%% JSON T+,

71 AmazonMWAAWebServerAccess #5MEFE R JSON KB,
BHRUTE

2

a. {your-region}— IEHIL S MWAA BREBEFTER X ( HI0 ) us-east-1
b. {your-account-id}— & AWS K ID ( /2010123456789 )

c. {your-environment-name}— &R T MWAA IREZ T (4l
i ) MyAirflowEnvironment

d. {airflow-role}— Admin Apache SRERINAE
7. EREFEXRK,
8. HEBMHHEA AmazonMWAAWebServerAccess,
9. EERBIEXRM,
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./samples/AmazonMWAAFullConsoleAccess.zip
https://console.aws.amazon.com/iam/home#/policies
./samples/AmazonMWAAWebServerAccess.zip
https://console.aws.amazon.com/iam/home#/policies
https://airflow.apache.org/docs/apache-airflow/1.10.6/security.html?highlight=ldap#default-roles
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#12 Amazon MWAAAIrflow CliAccess B3R

TE IS #HMWAAAiIrflowCliAccess i R BUER

£ IAM ZHEPITF EB A H.

RO E R,

%42 JSON ‘I,

79 AmazonMWAAAirflowCliAccess #sMEAERIAY JSON FKEE,
EREFERME,

EBZHFPRA AmazonMWAAAirflowCliAccess,

TR OB R,

© N o 0o~ w0 Ddh =

EOREA | MITUTRE

£ IAM 2HEERITFE LT E.

B A AirflowDevelopmentGroup BY& #ro
EET—%,

ETRIEHREAN AmazonMWAA RIFIELE R,
EREOEN =K,

EET—%,

TR OIEA,

N o o K~ w0 bd =

EERPXE , BHRITUTERE

£ IAM 2 H AT A - T H.
EE—- AP

ERA,

ERFRAF MBS A,

i AirflowDevelopmentGroup.

ARIEIERFERIEIE,

o o A~ W h =

BTREATA?

« BTHRUOMERTILE Apache Airflow Ul , 25 /518 Apache Airflow,
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./samples/AmazonMWAAAirflowCliAccess.zip
https://console.aws.amazon.com/iam/home#/policies
https://console.aws.amazon.com/iam/home#/groups
https://console.aws.amazon.com/iam/home#/users
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- BERATHEAEXRGE IAM KB |, BSRE IAM XK,

Amazon ECS M iRZHXxAE

3&F T Apache Airflow B9 B #h 3£ E TERIEERA AWS Identity and Access Management (IAM) iS5
HXAE, RSHEXACE —MIREXEN IAM A6 , 5 Amazon MWAA BEEHX, REHEXAGH
Amazon MWAA FREX , BIEZRSAREBAEAM AWS RSFENFTENRE,

REMAXAGRTILEERNMIRE Amazon MWAA , ARRERAFERIMSHENKE. Amazon
MWAA EXERFSHEXABHNR , BRIESAEN , BURE Amazon MWAA AT LUBEFZAR, EX
IR BIEE TR REKEE | LURTEEM IEE M E i IAM SKER AR KBS

REEEEMBREXTRRE , B RBRESHAXBE, XFHERYF Amazon MWAA BIR , RAETF2
Fo = AR BR XS B R AY 15 R A PR

BRZFERSHEXAGNEMERSZNEES , F5HE IAM BESEANAWS RS , A ERSHEXARS
RERIRE ‘B VRS, ERENEE  EFZRSHBSAXBEH,

Amazon MWAA B RE 1< A & X R

Amazon MWAA EAEZ IHIRS XA E® AWSServiceRoleForAmazonMWAA — TEIRRY K 7 Fh Bl 22
HIRSHEXABRE T I MWAA BRI TRSHARE : AWS

« Amazon CloudWatch HCloudWatch & ( B ) -8 Apache Airflow BESIE HE4A,
« Amazon CloudWatch (CloudWatch)-[al 28I Ik 7 & 6 58 IRE R HIKE A 4 < B ER.
- TEH#EMITE R (Amazon EC2)-8IZLATRIR :
- &1 VPC HFRE T VPC KinT = , AT AWSIEEHR Amazon Aurora PostgreSQL BiiEFE &
B, ft Apache SRBERFN ITERFER.
- WMRIEHRN Apache Airflow Web RFEFERIE M EED , MFEE— NI Amazon VPC i
R, BT AT Web BR$E33H TR &5 1R,
« &# Amazon VPC FHI@@ # MO (ENIs) , ATFESMEHRIEHITL S E VPC RFIEEHN
AWS &R,

LT EERBEATFRS EHAETRSHEXRAR, Amazon MWAA YRS 42
airflow.amazonaws.com , HEBEFT R

{
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_ElasticNetworkInterfaces.html
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"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"Service": "airflow.amazonaws.com"
},
"Action": "sts:AssumeRole"
}

# 7 AmazonMWAAServiceRolePolicy H A& PREEL L F Amazon MWAA SHEERRTK T
BYE

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"logs:CreatelLogStream",
"logs:CreatelLogGroup",
"logs:DescribelLogGroups"”
1,
"Resource": "arn:aws:logs:*:*:log-group:airflow-*:*"
3,
{

"Effect": "Allow",
"Action": [

"ec2:AttachNetworkInterface",
ec2:CreateNetworkInterface",
"ec2:CreateNetworkInterfacePermission",
ec2:DeleteNetworkInterface",
"ec2:DeleteNetworkInterfacePermission",
ec2:DescribeDhcpOptions",
"ec2:DescribeNetworkInterfaces",
ec2:DescribeSecurityGroups",
"ec2:DescribeSubnets",
ec2:DescribeVpcEndpoints",
"ec2:DescribeVpcs",
ec2:DetachNetworkInterface"

1,

Amazon MWAA K Bk 51855 & R 61
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RAriEmE

"Resource": "*"

"Effect": "Allow",
"Action": "ec2:CreateVpcEndpoint",
"Resource": "arn:aws:ec2:*:*:vpc-endpoint/*",
"Condition": {
"ForAnyValue:StringEquals": {
"aws:TagKeys": "AmazonMWAAManaged"

"Effect": "Allow",

"Action": [
"ec2:ModifyVpcEndpoint",
"ec2:DeleteVpcEndpoints"

1,
"Resource": "arn:aws:ec2:*:*:vpc-endpoint/*",
"Condition": {
"Null": {
"aws:ResourceTag/AmazonMWAAManaged": false
}
}

"Effect": "Allow",

"Action": [
"ec2:CreateVpcEndpoint",
"ec2:ModifyVpcEndpoint"

1,

"Resource": [
"arn:aws:ec2:*:*:vpc/*",
"arn:aws:ec2:*:*:security-group/*",
"arn:aws:ec2:*:*:subnet/*"

"Effect": "Allow",
"Action": "ec2:CreateTags",
"Resource": "arn:aws:ec2:*:*:vpc-endpoint/*",
"Condition": {
"StringEquals": {
"ec2:CreateAction": "CreateVpcEndpoint"

Amazon MWAA KBRS HE< & R
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},
"ForAnyValue:StringEquals": {

"aws:TagKeys": "AmazonMWAAManaged"

}
}
.
{
"Effect": "Allow",
"Action": "cloudwatch:PutMetricData",
"Resource": "*",
"Condition": {
"StringEquals": {
"cloudwatch:namespace": [
"AWS/MWAA"
]
}
}
}

}

BYMEENR , 2 IAM K (AR, AFAR ) 012, FEIMBRBRSHEXAG, BXESE
B, B2 (AM AFERE) PRRSHEXA SRR,

A Amazon MWAA SIZIRZHExAE

BEEFHCERSHRAR, HEMEH AWS Management Console, X AWS AP| 8122
Amazon MWAA IREEF AWS CLI , Amazon MWAA £ W IEBIZIRZERAE,

MREMBRZBRSHKXAR  AREEBRME  SuLEAMEREEKFHPERCELAR, L&
BE S —NIRER , Amazon MWAA 2B X NG ZRESExAR|,

i Amazon MWAA RS HEXA®

Amazon MWAA T £ i 18438 AWSService RoleForAmazon MWAA BREZHX A/, tIZEIRSHEX
ABE , BELLEENACHNEN , EATEEZSHEAS I HiZAR, BERUFER IAM RESEE
R, BXEZEE ,BSH (IAM AFER) PNRERSHEXAR,

M ER Amazon MWAA RS HEXAE®

MRTBEECRAENZTERSAXACHIIEIRS , RMNEBWERHBRZAC. XHERKBREESD
M5 PR AR 4P B R B A SR AR

5 Amazon MWAA B2 REHExAE 63


https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#service-linked-role-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role
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MBI BR Amazon MWAA IR3E Rt , Amazon MWAA &MIBREERRS — 52 AN A B ER,
B2 , BHAEE Amazon MWAA ERINEMIBR 81 , RETrEERAMBRBRSHEXAR, NREE
Amazon MWAA il BRER 35 2 BI I BR AR SHEX A e , W) Amazon MWAA T BE 7o & i BR1iZ 34 35 Y Fir B < Bk
HIRo

£ IAM FaRIRESHEXAE

£ IAM #4l& AWS CLI, 5 AWS API fflB& AWSService RoleForAmazon MWAA RE XA,
BEXEZEER ,BE5H (IAM AFER) MRS HExAE,

Amazon ECS RSk A X

Amazon ECS X#FERS ATRNMEXEFFEARSHEXAR. BXREZFELR , i§5H Amazon
MWAA i S FBL &

REREHT
BX iR H HA
Amazon MWAA B 7T HIRE  AmazonMWAAServiceR 2022 £11 B 18 H
FH < A B PR R B olePolicy — Amazon
MWAA B3 7 HIRSHEX S
EHNREERE , |F Amazon
MWAA [E & Ik & 51Z ik

SRR RIRME X HAIEIRm
R, XLEFIEPRAMTE AWS/
MWAA 2T

Amazon MWAA EFRIRERE  Amazon MWAA FIRREH 2022 £ 11 A 18 H
B¢ AWS EERSHXABNREK
B B9 B 2

Amazon MWAA B {THE &

HITA®E— AWS Identity and Access Management (IAM) A& , ENREXEZFILIHITE T/E
A2 Apache Airflow RFREZFAEHM AWS RS HERINR., X Ase2IEE WA Amazon S3 776
. AWS BB %4 CloudWatch BEZEEIR. Amazon MWAA REFZFEZSMNMER R —MAIT

Amazon ECS RS HEx A& i Xig 64


https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
https://docs.aws.amazon.com/general/latest/gr/mwaa.html
https://docs.aws.amazon.com/general/latest/gr/mwaa.html
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A, AXBENEANAEANEERENHIITAS , AW Amazon MWAA 15 B BV ERE 6 A B H At
AWS FiR,

Bx
- RITABER
« BUAER T M hney £ BR
o BARINGER H A AWS RS R
s MEAXEKRFHMITHE
- PIEFAE
- BEENEFRNITHCRK
- Bihn JSON SREELAE R Efl AWS FRSS
- ERAKSRABIHERELERFN Amazon S3 F#ERAY 17 B X PR
+ {#F Apache Airflow i£3%
- WITAEH JSON FBERH
- HEFREENBHAN TR
« AWS BE BN KK RH
. ETRMH4?

AT A etk

Amazon MWAA R EMEFANEM AWS BRSHNREBEIHITARIKEN. Amazon MWAA
RITAGEERSINEFEANIT AWS RFHNE :
« M 53# CloudWatch (CloudWatch) — &% Apache Airflow $§#5F1 B &,

+ Amazon Simple Storage Service ( Amazon S3 ) — A TR EMN DAG KRB T4 (4
i, requirements.txt ),

» Amazon Simple Queue Service ( Amazon SQS ) — FIEH Amazon Airflow £557E Amazon
MWAA Fr#iE# Amazon SQS BA B F HERA .

« AWS Key Management Service (AWS KMS) — B FIRERNBIEMNE ( FHAWS EEZHARESE
BHEH) .

TR BHR 65


https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#aws-owned-cmk
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#customer-cmk
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#customer-cmk

Amazon Managed Workflows for Apache Airflow AFtE

M

® Note
mMREELELE Amazon MWAA £ B2 8 KMS Z4ARINZ B EIE | W ATTE K I E 8
#) Amazon MWAA $17 A &1 R P E R |, %K A FIEE Amazon SQS GIRIF#E
B P 2 ANEE KMS 45, AWS IMERNHRITACEEREUATANRET EHEEER
KMS #4f :
- B=EAKFHH KMS ZRFTEBEIHARREATEIKS HE,
- DAG RIBEZFREFE=ZFMKFFLL airflow-celery- FkH# Amazon SQS BAFI ,

ZEAFIE AR KMS 243 1T IR,

RNTREEEBEKFHREREREXOXR , BRNBNUEEEREEEZNKSFHRE , ARE
# DAGs TR L RIIKF 2 SA1EE Amazon SQS BABI, AN | AT R E BT
BECKFPPHNHEZEFIEEN KMS 240K EE Amazon MWAA LRI, XSREHHIT
A RSN REET E S R H KMS %48,
Bk , EEENFREDG , BT EZERIEHRENERER,

RMITHBEFEREUT IAM BENRR

« airflow:PublishMetrics — i Amazon MWAA M IRENEITIAR.

ARUIATEIR T B Ay A BR

&R LAE A Amazon MWAA #2514 ERERIVETURGIZRITAEM AWS BENESR , RAREAER

ERSTRFNRRBERMENTA R,

- HEBEREA DERNEFRAGIEIA , Amazon MWAA £fFERE iR H KRR I B 1T A
&,

- ERELHERT , Amazon MWAA 2t NG SN R. a0, RAEWEELIRIFERZE Amazon
MWAA 2% & EEZRSIEBRITABKNIEIN, Amazon MWAA BEERITABRFEAENRER
#EX B3 AFTE CloudWatch B EHRINNPRZERE, "arn:aws:logs:your-region:your-
account-id:log-group:airflow-your-environment-name-*"

TR BHR
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ANATAS DN fE AR ELft: AWS BRSSRIANER

BIEINEST , Amazon MWAA T EEMERTARRMNBRENRERIE, BNAFERTEMENEM
RRBEREFHITAE®, Hln , REH DAG EEIHEIMNERE AWS Glue , Nl Amazon MWAA T&3&
B RN ENIMEEEXENRR , T EXENRFNEENHRITAGSH,

BRLVBEE WM A AN NITA SRR

- BEARBREIITAER JSON K, ERILMERAATT LAY JSON KEE AT IAM 2515 LRI
BEHHITA B JSON XK,

« 73 AWS BRS5 812 JSON REF R EM MEENRITAE, EUUERLTE ENSRE IAM 24|
B L AWS BRSSRIFTHY JSON RS X EEMNMITABREKENR,

RIFMITHBEXRKIITRRE , Amazon MWAA 7] LU BDFF 24 6E AR NI A PR K Ik, X B BWRAE |, R
ENHAT A B FRIBREFAFAINER , W DAGs ATEES KMo

A RERFNHITAS

BRI LABER BRI MITA G, MEFHHITASHREREXEK , BEAXRR LN SROZIHRTHN
ITRABEE R ZACERERREK,

YEMAG

BIABRT , Amazon MWAA SR RECIEZA THENEN AWS BEZANRTAR, SIRHE
B, EABAFE Amazon MWAA 2] & EEFERINET,. TEER T ARRRIITASHRIALET,

Permissions info

Execution role
The IAM role used by your environment to access your DAG code, write logs, and perform other actions.

Create a new role v C

Role name

AmazonMWAA-MyAirflowEnvironment-rdfjhHm

Use alphanumeric and '+=,.@-_' characters. Maximum 64 characters.
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EENEHMNITACKE

O LAE Amazon MWAA B#l&8 LEEHRENRITA® , HE IAMBHALEHZABH JSON X
B o

EFFNMTARKE  BHRITUTRE

—

£ Amazon MWAA 2 & & LT E R E,
EERIR,

ENRE#H LIERHITAGUE IAM RITH R E.
EFRHRITABRMUIT R R,

LR RER,

i%4% JSON ‘I,

FEH JSON KB,

EREERRM,

ERRFER,

© © N o o & 0D

Fffin JSON ZRB& LAE A E it AWS BRSS

A LA AWS BRSS82 JSON REEH G H MBI BN TAE, Flan , ST ST JSON R
B , LLEF 3% AWS Secrets Managerd A R Y R iR 5 BRI R

{
"Version":"2012-10-17",
"Statement": [
{

"Effect":"Allow",

"Action": [
"secretsmanager:GetResourcePolicy",
"secretsmanager:GetSecretValue",
"secretsmanager:DescribeSecret",
"secretsmanager:ListSecretVersionIds"

1,

"Resource": [
nmin

]

]

ERNEMHNITA K 68


https://console.aws.amazon.com/mwaa/home#/environments

Amazon Managed Workflows for Apache Airflow ArfEm

}

EFIZEBHMENTAE  BHRITUTRE

1. & Amazon MWAA #2&|& LT FIRE N H.

2. EEER,

3. ENRERLERRNITAEG,

4. EFMTHIRRE,

5. EEROIEREKM,

6. 1%&#F JSON,

7. ¥ JSON FKRE,

8. EBT—F HX ABEET—F : F&,

9. WARBHHERMZF (0 SecretsManagerReadPolicy ) MEKEEHI IR,

10. EFROIE R

FHAK PR ABIHRPALERTX Amazon S3 Z#HHY 15 R X R

B REEEM A PutPublicAccessBlock Amazon S3 4SRRI IF BB H AT E
N, HEEEHREKS PN EFEERN  FERITACXINENREETEEZ
s3:GetAccountPublicAccessBlock #4E,

BUTRRBIER 7 EBRLE T RS IK = B PR E Amazon S3 T4 R A M I 21T 8 BRI R RE

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "s3:GetAccountPublicAccessBlock",
"Resource": "*"

}

KX FBRFIXT Amazon S3 F#BEHNIHRINEMNEZFEE , iHZH (Amazon Simple Storage Service A
P FHIBELEXS Amazon S3 EAEHI A B A,

BEFMK P RN B 17 B PE LR F 3 Amazon S3 77 1 89 13 7] 1 BR 69
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5 Apache Airflow E 1%

I&3& ] LABIZE Apache Airflow & , H7E Apache Airflow EERNRPIEERTACKHE ARN, ETH#
EZEE , HZREES Apache Airflow HEHE.

MATHABR JSON KR A

AT RN REINEREE R TANEKR , BUUEATIREBRATIERITACGHNIRER , EH
TFRIBFNHITERHATIRE, XEFXIEEE Apache Airflow BEARE IR ARN 5%, Amazon
S3 174 A Amazon MWAA IRiE,

BIMNEBNUEHIREIREE , BRRH| ARNs S EVEF , AEMERA JSON REECIEZHEHMNITAE, Fl
m , Bt {your-region} 7 us-east-1o

BE S EENRHAN ARG
UTREERT AATRES EENHANRTABKK,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Deny",
"Action": "s3:ListAllMyBuckets",
"Resource": [
"arn:aws:s3:::{your-s3-bucket-name}",
"arn:aws:s3:::{your-s3-bucket-name}/*"

"Effect": "Allow",

"Action": [
"s3:GetObject*",
"s3:GetBucket*",
"s3:List*"

1,

"Resource": [
"arn:aws:s3:::{your-s3-bucket-name}",
"arn:aws:s3:::{your-s3-bucket-name}/*"

"Effect": "Allow",
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"Action": [
"logs:CreatelLogStream",
"logs:CreatelLogGroup",
"logs:PutLogEvents",
"logs:GetLogEvents",
"logs:GetLogRecord",
"logs:GetLogGroupFields",
"logs:GetQueryResults"

1,

"Resource": [
"arn:aws:logs:{your-region}:{your-account-id}:log-group:airflow-{your-

environment-name}-*"

]
I
{
"Effect": "Allow",
"Action": [
"logs:DescribelogGroups"”
1,
"Resource": [
Han
]
},
{
"Effect": "Allow",
"Action": [
"s3:GetAccountPublicAccessBlock"
1,
"Resource": [
T
]
I
{
"Effect": "Allow",
"Action": "cloudwatch:PutMetricData",
"Resource": "*"
},
{

"Effect": "Allow",

"Action": [
"sqs:ChangeMessageVisibility",
"sqs:DeleteMessage",
"sqgs:GetQueueAttributes",
"sqgs:GetQueueUrl",

SR 7
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"sqs:ReceiveMessage",
"sqgs:SendMessage"

1,
"Resource": "arn:aws:sqs:{your-region}:*:airflow-celery-*"
},
{
"Effect": "Allow",
"Action": [
"kms:Decrypt",
"kms:DescribeKey",
"kms:GenerateDataKey*",
"kms:Encrypt"
1,
"Resource": "arn:aws:kms:{your-region}:{your-account-id}:key/{your-kms-cmk-
id}",
"Condition": {
"StringlLike": {

"kms:ViaService": [
"sgs.{your-region}.amazonaws.com",
"s3.{your-region}.amazonaws.com"

]

}
}
}
]
}

ETX , BFZE AT Amazon MWAA HEN AT REARRENITRE, Hik , ATER IAM 255§
"airflow.amazonaws.com" # "airflow-env.amazonaws.com" BREEMHEFMEIZMTAEH
AMESERFIRA |, HH/EFEH AWS CLIES IAM create-role ti S X RS EHEBRAZHITHEBHAA
ABREXET, AIUEUATERIRKABCREESUEA RG]

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"Service": ["airflow.amazonaws.com", "airflow-env.amazonaws.com"]
.
"Action": "sts:AssumeRole"
}
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RAriEmE

}

RIEFLLT JSON REEMMEIBEAEENZEH . HWEREEEAKns
KA UFIHE BHEFH CloudWatch Apache Airflow B&4,

:EncryptionContexts4#a)

"Sid": "Allow logs access",

"Effect":

"Allow",

"Principal": {

"Service": "logs.{your-region}.amazonaws.com"

+

"Action":
"kms:
"kms:
"kms:
"kms:
"kms:

]I

[
Encrypt*",
Decrypt*",
ReEncrypt*",
GenerateDataKey*",
Describe*"

"Resource": "*",
"Condition": {
"ArnLike": {
"kms :EncryptionContext:aws:logs:arn": "arn:aws:

account-id}:*"

}

AWS B A ZAR K RE RBI

UTRBIERT

"Version"

LA ATAWS BB ZHNNITABEKK,

: "2012-10-17",

"Statement": [

{

"Effect": "Allow",
"Action": "airflow:PublishMetrics",

"Resource":

{your-environment-name}"

iy
{

"Effect": "Deny",
"Action": "s3:ListAllMyBuckets",

logs:{your-region}:{your-

"arn:aws:airflow:{your-region}:{your-account-id}:environment/
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"Resource": [
"arn:aws:s3:::{your-s3-bucket-name}",
"arn:aws:s3:::{your-s3-bucket-name}/*"

]
},
{

"Effect": "Allow",

"Action": [
"s3:GetObject*",
"s3:GetBucket*",
"s3:List*"

1,

"Resource": [
"arn:aws:s3:::{your-s3-bucket-name}",
"arn:aws:s3:::{your-s3-bucket-name}/*"

]

},
{

"Effect": "Allow",

"Action": [
"logs:CreatelLogStream",
"logs:CreatelLogGroup",
"logs:PutLogEvents",
"logs:GetLogEvents",
"logs:GetLogRecord",
"logs:GetLogGroupFields",
"logs:GetQueryResults"

1,

"Resource": [
"arn:aws:logs:{your-region}:{your-account-id}:log-group:airflow-{your-

environment-name}-*"

]
1,
{
"Effect": "Allow",
"Action": [
"logs:DescribelLogGroups"”
1,
"Resource": [
nakn
]
1,
{

"Effect": "Allow",
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"Action": [
"s3:GetAccountPublicAccessBlock"

]I

"Resource": [

"

"Effect": "Allow",
"Action": "cloudwatch:PutMetricData",
"Resource": "*"

"Effect": "Allow",

"Action": [
"sqs:ChangeMessageVisibility",
"sqs:DeleteMessage",
"sqs:GetQueueAttributes",
"sqgs:GetQueueUrl",
"sgs:ReceiveMessage",
"sgs:SendMessage"

1,

"Resource": "arn:aws:sqs:{your-region}:*:airflow-celery-*"

"Effect": "Allow",
"Action": [
"kms:Decrypt",
"kms:DescribeKey",
"kms:GenerateDataKey*",
"kms:Encrypt"
1,
"NotResource": "arn:aws:kms:*:{your-account-id}:key/*",
"Condition": {
"StringLike": {
"kms:ViaService": [
"sqgs.{your-region}.amazonaws.com"
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BETRMEAA?
« ET#RIEF Apache Airflow AP IHRIMEFTERNNIR , 25 1578 Amazon MWAA IR35,

- TR ERBAESEENBHRIITINE,
- NRESEFEERER T,

B L 85 AR S5 B B R

BAREREAR—IMRZEMEE , DFERFRFEIITNRIKAARIBEERTESNRNKERIT
ZIRF, R AWS , ERFEGTRLSSBRILNBEFRE, — MRS (RS ) WS —TURS
( BRYVBRSS ) Bt , ATRERREBRSEL, TURNBERRS  ERENBRAEREMRER T ZEST
MBHRRRH T AN B N ELNERETERE. ABHEXMER , AWS REATHEBEFRTF AER
SHHENTE  MXLERSPRRS EEBENREFEKS PR EIR,

RMNBUESRENRITABRTER aws :SourceArn M aws :SourceAccount 2/FH LT XE
LABR#I Amazon MWAA A 5 —NRFZ AR ERFRIEZEANER, IRERFEN —NRRSERS AR
XEX , BfEA aws:SourceArn, MRFBEAFZKFHPHNEMAERSERSERAREMEXE , B

A aws:SourceAccount,.

R EREREREMRMN A ERMEM aws: SourceArn £R&MH4 LT XRIER
FEE ARN, MMEFTHERFEHNTE ARN , FBFEEEBESIMNER , i5HX ARN
KRB ERATEBEFFE (*) ¥ aws:SourceArn £/ ETFX&EM4R, Hilan
arn:aws:airflow:*:123456789012:environment/*,

aws :SourceArn WEMXMERBEENECERNITAECHN Amazon MWAA IRE ARN,

LT REVERINMAERARENIITARCEEREPA aws :SourceArn Ml aws:SourceAccount £
B&H4ETXRRBTREEREQE, ELEZFNHITACEH , B LUERULTEEERE,

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Principal": {
"Service": ["airflow.amazonaws.com","airflow-env.amazonaws.com"]

iy

"Action": "sts:AssumeRole",
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"Condition":{
"ArnLike": {
"aws:SourceArn":"arn:aws:airflow:your-
region:123456789012:environment/your-environment-name"

I
"StringEquals":{
"aws :SourceAccount":"123456789012"

Apache Airflow 5 RIE =,

Amazon MWAA ##Hl A 8ENEIERT , ATHEHREFBE EZR Apache Airflow Web FRFESHNFAERLE
BH. AIERENE T E Amazon MWAA FREFH ] Y Apache Airflow Web RS2 RIEN |, UKk
MRIEEZFEMEIET , EEE Amazon VPC Hlii ER H M EIR,

H33x
« Apache Airflow 1/ 8] & =,
- NERL
- AERL
o HEEXER
- NEMEHEER
- RERZHEER
- REMLEHEEXWIRE
. NEREEE
- REMEWIEE
« 1718 Apache Airflow Web AR 28H) VPC in 2 ( FAEM K 1HIE )

Apache Airflow 1 BRI

B E AR Apache Airflow Web FRSERIEBRFAE R L ERH, ERALERAH , FEBRLENE, XF
B F 1R Apache Airflow Web RS 25 IR BRBR#I7E Amazon VPC R, EFALERKH , BB LA
Mk, XAFHAFEREBRMIAE Apache Airflow Web BRS 88,

Apache Airflow 7[R #E = 77
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NEMLE

DTFERMBERTHELE Web RESESH Amazon MWAA IRiE,
Public Web Server Option

Service VPC (single tenant)

g BB Z
I T =8 8
|

[% - Load Balancing ‘ Airflow Web Servers
¥

IAM 5
@ NAT gateway

ad

Internet

NEMEERIER R FHBEIRER IAM policy i B4 BREY A 7 i8I BBk M i/ @ Apache Airflow Ul

TERERTE Amazon MWAA 24| & £ BRE 7] LA B /N M 1L,

Web server access | Info

(O Private network (No internet access)
Additional setup required. Your Airflow Ul can only be accessed by secure login behind your VPC. Choose this option if your Airflow Ul is only accessed within a corporate
network and you do not require a public repository for webserver requirements installation. IAM must be used to handle user authentication.

© Public network (Internet accessible)

Your Airflow Ul can be accessed by secure login over the Internet. Choose this option if your Airflow Ul is accessed outside of a corporate network. IAM must be used to
handle user authentication.

FRM L

LUTREARERTHAEE Web BRE338 Amazon MWAA 5,
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Private Web Server Option

Service VPC (single tenant)

5 o o =)
oo oo
Weﬁ,ffgver . Load Balancing Airflow Web Servers

&5 & =

! !

|
S B B

Amazon CloudWatch Amazon Simple Amazon Simple AWS Key AWS Secrets Manager
Storage Service (S3) Queue Service Management Service

FAEM LG A E R FF 5| Apache Airflow Ul BIRRER %1 3 Amazon VPC B3R AE TS RIERE IAM KBS
AR,

BB EEFAAE Web IRE 2[RI RAVINER | HTFFAEKEIIT B2 Python Wheel 45 (. whl)
i, RJETE requirements.txt #5|H .whl., BXEMA Wheel IT@MEZHEKBIMN A |, 55
3 Python wheel BB K,

TERERTE Amazon MWAA 2% & £ BRE ] LUK BB MK 1E T,

Web server access | Info

© Private network (No internet access)
Additional setup required. Your Airflow Ul can only be accessed by secure login behind your VPC. Choose this option if your Airflow Ul is only accessed within a corporate
network and you do not require a public repository for webserver requirements installation. IAM must be used to handle user authentication.

(O Public network (Internet accessible)

Your Airflow Ul can be accessed by secure login over the Internet. Choose this option if your Airflow Ul is accessed outside of a corporate network. IAM must be used to
handle user authentication.

U7 | R R

AN AHEERNENERAE MK FEERXES , £ Amazon VPC F8IEH VPC iR (AWS
PrivateLink).
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NEMEZIHRER
WRES Apache Airflow Web BRFEFEER T LAEMEZHEEN , MINEREFBES ERNAF B,

« Amazon MWAA 3 Amazon Aurora PostgreSQL TTHIEHIEELIR VPC Nk, KRTARE
M B ENFAE FRO T AX P RIEN , H BT FHEM AWS 1K,

« RS , Amazon MWAA £ FAEFRFH IP it B ERIEOIK R, XEEXIFM Amazon VPC By
BNMNTRHAXYE—N IP WERIESXE,
FAEME G R ES

WRIERN Apache Airflow Web IRFERIER TR EMKZIFRES | MM K REFE Amazon VPC RFA
HIH,

« Amazon MWAA 1 Apache Airflow Web HE%%%@'JE AN VPC # 04w , A Amazon Aurora
PostgreSQL THBEHEFVEEORKR[. Xin T RAREMFIENAEFMNTAXPCIEN | 3
Bigs FHMW AWS IKF,

« G , Amazon MWAA &G EFMFH IP it EEOR S, XEEXEM Amazon VPC #
BNTHAXEE—N IP ERESRE,

ETMRESEL |, 53 Mthe section called “Amazon VPC Fl Apache Airflow i 148 % i = 451 B 61
RENAFHRERNNRE

T —FHRBERNHEIEIRH Apache Airflow HHEIER , NMETLEENHMZBNEE.
NEMEZIEE

MR IRA Apache Airflow Web FRE251&B AN E M KRN , N °] LI BB E R FF 1R 6 Apache
Airflow Ul,

BREEXDUTSRREER RN RAREVIREREMW AWS RSHNR,

1. AR, WEE MWAA EERSIFUSEFEREM AWS RS, HEAIEIRER , Amazon
MWAA 28I —NMNRESHEXAE , ATFEXNT S #E AR EME (Amazon ECR)
CloudWatch . BERMI DAL IAM B4, EC2

"‘—IJ«)\Z\WJDRTJA‘H‘HIQXEFE HMRENNIR , ] LUBE @ 1T A R PR A H A AWS AR
%o g i ﬁ%%"nrm , / IFﬂAmazon MWAA #:l.‘/ffﬂ @o
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2. OIEAPERK. SUREEANAFUES IAM KB | SIEEX IR Apache Airflow Ul #9175 8]
PR, BETHMEZFEE , HSM15R Amazon MWAA 3R,

MEMERIRE

R IEHA Apache Airflow Web FRZEFEZRFAEMEL R , NEEERERAFNWIHRINE, SHREEH
Hth AWS FRSHINXER , HBIZMITENIGRIEH Amazon VPC R EIRAIHLE,

1. AR, WEE MWAA EERBFTTeeEAEAMM AWS RS . HEBEIRER , Amazon
MWAA 28I —NMRSHEXAE , ATEXN TS #E AR EME (Amazon ECR)
CloudWatch . BERMI DAL IAM B4, EC2

ST LU DN IX L6 AR 5566 AR HLABIRAERV AR | th AT LUBE B30T A & AN PR R E A H b AWS AR
%, ETMEZEER |, 55 RAmazon MWAA HITAE,

2. RIEAFEE, BUREENAFAUESZ IAM KR , IEEXTRIER Apache Airflow Ul #9775 8]
NR. ETHRESZER , BZH1ER Amazon MWAA 35,

3. BRAMEKHR, BEEE Amazon VPC F8IE —MLHISRIZEREZ] Apache Airflow Web RS E5H
VPC ¥ & (AWS PrivateLink), i , B £H AWS Client VPNMITEHL A2 VPN P&,

58] Apache Airflow Web B 28 VPC im s ( RABMZIAE )

MRE%EFE TIEMEET , MEZEHRE Amazon VPC F 8|2 —AMIL&I5R 5B Apache Airflow Web BR
%88 VPC i A (AWS PrivateLink), X FXLERIR , BRIBIUEAE Amazon MWAA HREHEEH
Amazon VPC, VPC Z£4AMILE M,

ETHREZEE , FSREE VPC i RB 5 H,

7 Apache Airflow Web BRS5888 VPC i = ( FAE MK LR ) 81
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518 Apache Airflow

Amazon MWAA 12 T Z #1518 Apache Airflow ¥RERI J55% © Apache Airflow B P 5E (Ul ) 4]
& . Apache Airflow CLI #1 Apache Airflow REST APl, #RAIELER Amazon MWAA ##|& 7E Apache
Airflow AP R EHEFMNAA DAG , th aJ AR Amazon MWAA SREVSHE APIs #i8 A DAG, AT
AR5 Apache Airflow Ul FTR AR, AA4E K TH2EAERE WS shell FEA Amazon MWAA
APl , 2L % Apache Airflow CLI XM H S,

£33}

. JREH

« FTFF Apache Airflow Ul

« & 3% Apache Airflow

« B2 Apache Airflow Web BRSS 251/ 6] S k&

« 3 Apache Airflow Web BRSS 851k B B & Wi

« B2 Apache Airflow CLI 55 k&

- {#F Apache Airflow REST API

« Apache Airflow CLI &8 55 %

TR

TR EERET PN THHATENNLT SR,

SN

18]
+ AWS 7£ AWS Identity and Access Management (IAM) A1 &) 5 B9 IE 5 MWAA X BR 5% B 9 ik
Fo Apache Airflow F P S E 5 A KB - T 5% MWAAWeb ServerAccess

+ AWS 7£ AWS Identity and Access Management (IAM) A1 @) E 5 MWAA X BREREEHIKF . &
B9 AP F#2 %1 & 75 1E BEE : Amazon MWAAFuUIl ApiAccess

AWS CLI

AWS Command Line Interface (AWS CLI) —/NFRIE , At EERA ST shell PFH@H 5 AWS
BREHITRE, EERATHHLR , EEEUATHERUATERY
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* AWS CLI — Z&IRA 2,
« AWS CLI — FAREALEaws configure,

FTFF Apache Airflow Ul

TEERT Amazon MWAA #2&]& 18 [E Apache Airflow Ul BI85,

Q 1 ©
Name v Status v Created date v Airflow version v Airflow Ul v
MyAirflowEnvironment © Available Jan 28, 2021 09:49:06 (UTC-07:00) 1.10.12 Open Airflow Ul [

= 3% Apache Airflow

YREZELE AWS Identity and Access Management (IAM) 58 AWS ik F B9 Apache Airflow f 5 H
AR B - S # MWAAWeb ServerAccesstX R BEE B YRAY Apache Airflow A H,

Ei51d Apache Airflow Ul , IEHRITA T IRE

1. 7£ Amazon MWAA #2§|& EFTFRETE,
2. EBRIFE,
3. 1&EEITFF Airflow Ul,

£|2 Apache Airflow Web BRZ-8517 8] 5 h#

BRI UERAARTTF SRR Web RSB HRITHE. HRSHELLEEESHE Amazon MWAA IR,
Flan | BATLURENShE |, ARIEEA Amazon MW APIs AA DAGs R RHITEE, T—HEFEE
FA AWS CLI, bash #l4~, POST API &R =k Python #IZ 612 Apache Airflow FJ4& & F S NS R,
I 7 IR [E] 49 5 HE1E 60 BB Ko

H33x
. BREMH
- AWS CLI
- 5F AWS CLI

$TFF Apache Airflow Ul 83
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« {#H bash Bz
+ {EF Python BIZA
o ETRMAA?

TERFAM
FT—HNATEAAT LN SAWAFENDS SR,
3 A

+ AWS 7E£ AWS Identity and Access Management (IAM) #1177 8] F1 19 10 5 i MWAA X BR 5% B 19 ik
o Apache Airflow AP S E 15 B XK : IS MWAAWeb ServerAccess

« AWS 7E£ AWS Identity and Access Management (IAM) #117 [R3E &2 MWAA RS IKF ., TE
B9 AP F#2%l & 75 1E BER : Amazon MWAAFUIl ApiAccess

AWS CLI

AWS Command Line Interface (AWS CLI) @ —/MNFRIE |, AL EFEA G ST shell PGS E AWS
REH#ITRE, EXERATHNSR , BEEUTHRATERE

+ AWS CLI — ZI&EMA 2,
« AWS CLI — fEARER Eaws configure,

£ AWS CLI

BAR =455 F R B9 create-web-login-token#s 5 812 Apache Airflow M4 &%, AWS CLI

aws mwaa create-web-login-token --name YOUR_ENVIRONMENT_NAME

£ A bash Bz

LAR RBIEA bash BIZAYE A & Y create-web-login-tokendi ¥ AWS CLI 3R 812 Apache Airflow Web
BRTHE,

1. EHUTRERAINAET , AEEX#ESFH get-web-token.sh,

#!/bin/bash
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HOST=YOUR_HOST_NAME

YOUR_URL=https://$HOST/aws_mwaa/aws-console-sso?login=true#

WEB_TOKEN=$(aws mwaa create-web-login-token --name YOUR_ENVIRONMENT_NAME --query
WebToken --output text)

echo $YOUR_URL$WEB_TOKEN

2. BAaEBKredEYOUR_HOST _NAMEF., YOUR_ENVIRONMENT _NAMEfIZD | NEMEHI EHE 0
BENTR PR ( J&E https:// )

123456a0-0101-2020-9e11-1b159eec9000.c2.us-east-1.airflow.amazonaws.com

3.  ( ®i% ) macOS M Linux AF A B EETU TS UBEAMATIAT,
chmod +x get-web-token.sh

4. BITEATHIAAI3REY Web &
./get-web-token.sh

5, BRZEMTRIFHEINDNTHE

https://123456a0-0101-2020-9e11-1b159e€ec9000.c2.us-east-1.airflow.amazonaws.com/
aws_mwaa/aws-console-sso?login=true#{your-web-login-token}

£/ Python iZx

LA RBIER Python BIASHh#9 boto3 create_web_login_token 77 3%3R 82 Apache Airflow Web &5
T, BRI LATE Amazon MWAA 2 AEITHHIZAR, BRAFRL boto3 F, BAREFECIR —NELIR
BXRZRZE. eRIEBELZNKSEET AWS SHRBIEEIL,

1. EFUTRBREBASR , HEEXMFFH create-web-login-token.py,

import boto3

mwaa = boto3.client('mwaa')

response = mwaa.create_web_login_token(
Name="YOUR_ENVIRONMENT_NAME"

)

webServerHostName = response['"WebServerHostname"]

webToken = response["WebToken"]

airflowUIUrl = 'https://{0}/aws_mwaa/aws-console-sso?

login=true#{1}'.format(webServerHostName, webToken)

& A Python B4 85


https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/mwaa.html#MWAA.Client.create_web_login_token
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html#configuration

Amazon Managed Workflows for Apache Airflow ArfEm

print("Here is your Airflow UI URL: ")
print(airflowUIUrl)

2. BAhafKEred. YOUR_ENVIRONMENT NAME
3. BITLATHIZATIIREY Web &3

python3 create-web-login-token.py

BFRMA A 2

o JEATFOIEMTEFZSHEE Amazon MWAA API 24 |, ik, CreateWebLoginToken

A Apache Airflow Web RZ-851& B B E N iF

£/ Amazon Managed Workflows for Apache Airflow ( Amazon MWAA ) i , BRI LA FEE R
Apache Airflow Web fR$2R1&E B EE,. BEFERABENE , B LAEA Apache Airflow AF R
H. Apache Airflow CLI 2 Apache Airflow Web BRZ585 15 [RIFRERY Amazon MWAA £ &= Apache
Airflow Web BR% 285,

® Note
LR ETERMIG RN RIFAE Web BRSE LEABEE.

Amazon MWAA tHBEENENAZS

1. ECNARFFHE Web RS 27 AWS — A BEXETUE XA TR Web FRFH|BAFE
HHURL, MARERNBRSEHE, BN FELEEENE , AFEENNABRFFNNRTEL

Zo
2. 7RI Web BRS52R : MMREBANTEERM TG RINREHN VPC FHY Web BRFEBREE TG RIRER | 6
A BESGH R B URL EE [ TER.

31
- REEEE
. BEB BRI

BETRMAL? 86
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BLE B E X

EREBENEIEE , FEEEVNERERH Amazon MWAA FHRERTES webserver.base_url
Apache Airflow BLEREMH B EEHE, U TAREATEHENES :

s ZENEFAESEMMNHEENTLREDS (FQDN ), Hli , your-custom-domain.coms

« Amazon MWAA R A URL AR, #lf0 | your-custom-domain.com/dags/ FREX
WEENES,

« URL KE&Z% N 255 4 ASCII F£F

- MREERMEZRFE , MEINER TR Amazon MWAA £ B Web RS 85 URL BIE IR,

LU /RBIEEBE AWS CLI IfalfE A G2 B B E X Web IRFZ 25182 IR E,

$ aws mwaa create-environment \
--name my-mwaa-env \
--source-bucket-arn arn:aws:s3:::my-bucket \
--airflow-configuration-options '{"webserver.base_url":"my-custom-domain.com"}"' \
--network-configuration '{"SubnetIds":["subnet-0123456789abcdef","subnet-
fedcba9876543210"]13}"' \
--execution-role-arn arn:aws:iam::123456789012:role/my-execution-role

PIERNEMINESG , BFEE AWS K PIREMZEMEN , LUERT BELEILRLE Web RS
o

EMEFEARIARRSERN URL , BEFENIAEREH B webserver.base_url BEiEI,
1% 2 Bk P B A 1%
FRAUTSBRREFFENMEEMZEN , ESEN AWS IKF i B EN IS —RER,

1. 3REX Amazon VPC S MO (ENI) B9 IP ihat, BHITHIRME , BEEEMA get-
environment EHEEHEMN WebserverVpcEndpointService,

$ aws mwaa get-environment --name your-environment-name

WMERKRL , BRBEIESUATARRUNE L,

{

BEERENSE 57
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"Environment": {
"AirflowConfigurationOptions": {3},
"AirflowVersion": "latest-version",
"Arn": "environment-arn",

"CreatedAt": "2024-06-01T01:00:00-00:00",
"DagS3Path": "dags",

"WebservexVpcEndpointService": "web-server-vpc-endpoint-service",
"WeeklyMaintenanceWindowStart": "TUE:21:30"

id FiZWebserverVpcEndpointServiceEBHHEMAF LT Amazon EC2 describe-vpc-
endpoints @iSweb-server-vpc-endpoint-serviced, --filters Name=service-
name,Values=web-server-vpc-endpoint-service-idEUAT@HH,

2. & Amazon VPC in R MEE ., L SIRINERFERS B EER Amazon VPC KimT Rl iE
WEER , HUXKRERRELFET K ID M<K IDs MEEOD,

$ aws ec2 describe-vpc-endpoints \
--filters Name=sexrvice-name,Values=web-server-vpc-endpoint-service \
--query 'VpcEndpoints[*].

{EndpointId:VpcEndpointId, NetworkInterfaceIds:NetworkIntexrfacelds}' \
--output text

3. KM EOFMES. ke PATRES L—SHATHE Amazon VPC ik S BB BN &R D
MFAE IP ik,

$ for eni_id in $(

aws ec2 describe-vpc-endpoints \
--filters Name=service-name,Values=service-id \
--query 'VpcEndpoints[*].NetworkIntexrfaceIlds' \
--output text

); do
aws ec2 describe-network-interfaces \
--network-intexface-ids $eni_id \
--query 'NetworkInterfaces[*].PrivateIpAddresses[*].PrivateIpAddress' \
--output text

done
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4. £ create-target-group SIEFM BEFrA, BFFEH LB FRAFREM Web RS 25 Amazon
VPC Ui Y IP bk,

$ aws elbv2 create-target-group \
--name new-target-group-namne \
--protocol HTTPS \
--port 443 \
--vpc-id web-server-vpc-id \
--target-type ip \
--health-check-protocol HTTPS \
--health-check-poxt 443 \
--health-check-path / \
--health-check-enabled \
--matcher 'HttpCode="200,302"'

£/ register-targets &S EAM IP tbiit,

$ aws elbv2 register-targets \
--target-group-arn target-group-arn \
--targets Id=ip-address-1 Id=ip-address-2

5. iFR ACM iE#, MREEANRAF/IES , MBI TR,

$ aws acm request-certificate \
--domain-name my-custom-domain.com \
--validation-method DNS

6. Bt & Application Load Balancer, B %8I ITE RS , AR N ZABEERVEMITES. BEE
E—H6IE2H ACM iEH,

$ aws elbv2 create-load-balancer \
--name my-mwaa-lb \
--type application \
--subnets subnet-id-1 subnet-id-2

$ aws elbv2 create-listener \
--load-balancer-arn load-balancer-arn \
--protocol HTTPS \
--port 443 \
--ssl-policy ELBSecurityPolicy-2016-08 \
--certificates CertificateArn=acm-certificate-arn \
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--default-actions Type=forward, TargetGroupAxn=target-group-arn

MREEMREFRPEANEHRBDER  FREELEHEH AWS VPN BRERTIFE Web RS 27,
7. {£/ Route 53 HiZzEtIZ2EEX,

$ aws route53 create-hosted-zone --name my-custom-domain.com \
--caller-reference 1

NZEBE—%K AR, EFEARITIERE AWS CLI, EFEARBIEEXE ID1ist-hosted-
zones-by-name , AREEMARAIEFKchange-resource-record-sets,

$ HOSTED_ZONE_ID=$(aws route53 list-hosted-zones-by-name \
--dns-name my-custom-domain.com \
--query 'HostedZones[0].Id' --output text)

$ aws route53 change-resource-record-sets \
--hosted-zone-id $HOSTED_ZONE_ID \
--change-batch '{
"Changes": [
{
"Action": "CREATE",
"ResourceRecordSet": {

"Name": "my-custom-domain.com",

"Type": "A",

"AliasTarget": {
"HostedZoneld": "load-balancer-hosted-zone-id>",
"DNSName": "load-balancer-dns-name",

"EvaluateTargetHealth": true

}l

8. E# Web AR5588 Amazon VPC i SV RLHMN , FHEFBHKENREN , XATFKRBENARER
MR ELE FME HTTPS &, FELT JSON REFEEIAH, HI40 , sg-ingress-ip-

permissions.json,
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"IpProtocol": "tcp",
"FromPort": 443,
"ToPort": 443,
"UserIdGroupPairs": [

{
"GroupId": "load-balancer-security-group-id"
}
1,
"IpRanges": [
{
"CidrIp": "public-subnet-1-cidr"
1,
{
"CidrIp": "public-subnet-2-cidr"
}
]

BITELT Amazon EC2 i T AEFH B AOLZEAMN, $EE --ip-permissions B JSON X
#.

$ aws ec2 authorize-security-group-ingress \
--group-id <security-group-id> \
--ip-permissions file://sg-ingress-ip-permissions.json

1Z1TELT Amazon EC2 ss S LAEFEH H O M,

$ aws ec2 authorize-security-group-egress \
--group-id webserver-vpc-endpoint-security-group-id \
--protocol tcp \
--port 443 \
--source-group load-balancer-security-group-id

$TFF Amazon MWAA 1241 & 3 S 2| Apache Airflow Ul, MR EZEFE FMPIRE ML R HEES |

AR UL 2R R AR FF B ErER | WA E A LA TR B2 — U517 Web BRS5 27,

« the section called “¥{(#2 : Linux &2 £l

+ the section called “#(#2 : AWS Client VPN’

RE R & R
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£|2 Apache Airflow CLI %}

B LERAARTT LM S4ER CLI S , RFEZEEZ G S shell A Amazon MWAA AP, 4,
BT LURENS R | ARISEA Amazon MW APIs AA DAGs R AR ETEE, T—TEFEEA AWS
CLI, curl #iZ, Python BIZA5; bash Bz 6|2 Apache Airflow CLI S HEHIE TR, TN HIRER S HEE
60 WRBE Ko

@ Note

% AWS CLI T EEERED shell B, MARFE APl i 5. Bt , TANHRRER
Mo NHER Web RS J|NAFRFEMEESD , BWER —N AWS CLI BEREIITR Z AT E
T #ER,

H %
- FREMH
. A
« AWS CLI
- f£H AWS CLI
« £ curl A
- {#/ bash Bi7
« {£F Python BZA
- BETRMHL?

SoRFM
T—HNETERARR WSS FBARTENLS SR,
1A

« AWS 7£ AWS Identity and Access Management (IAM) /117 &) &2 9 IE D i MWAA 1R BR 5% B B9 K
Fo Apache Airflow P S E 157 KB - I 5% MWAAWeb ServerAccess

« AWS 7£ AWS Identity and Access Management (IAM) A1 ) IE 5 MWAA X BRERBEHIKF . T
B9 AP F#2%1 & 75 1E BER : Amazon MWAAFuUIl ApiAccess
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AWS CLI

AWS Command Line Interface (AWS CLI) @ —MNFRIE |, AILEFEA B TIT shell PS5 AWS
BREHTRE, EEREATHHNLR , EEEUTHRATRYE

« AWS CLI — REIRZE 2,
« AWS CLI — fFARER Eaws configure,

A AWS CLI

LA 7451 A H B9 create-cli-tokendn 5 81 2 Apache Airflow CLI 5. AWS CLI

aws mwaa create-cli-token --name YOUR_ENVIRONMENT_NAME

A curl A

LU RBIBER curl BIAS Y8 A F B create-web-login-tokends 4 , 83 Apache Airflow Web BR$5 85 K%
=B A Apache Airflow CLI, AWS CLI

Apache Airflow v2

1. MXEXHEHES curl FBAHFEKEIGHS shell H,

(® Note
RMESEFFNHUERE , TRFEEMER shell REPNRE > ¥l

CLI_JSON=$(aws mwaa --region YOUR_REGION create-cli-token --
name YOUR_ENVIRONMENT_NAME) \
&& CLI_TOKEN=$(echo $CLI_JSON | jg -r '.CliToken') \
&& WEB_SERVER_HOSTNAME=$(echo $CLI_JSON | jq -r '.WebServerHostname') \
&& CLI_RESULTS=$(curl --request POST "https://$WEB_SERVER_HOSTNAME/aws_mwaa/
cli" \
--header "Authorization: Bearer $CLI_TOKEN" \
--header "Content-Type: text/plain" \
--data-raw "dags trigger YOUR_DAG_NAME") \
&& echo "Output:" \
&& echo $CLI_RESULTS | jg -r '.stdout' | base64 --decode \
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&& echo "Errors:" \
&& echo $CLI_RESULTS | jg -r '.stderr' | base64 --decode

2. FZEHIIRERYOUR_REGION AWS X #i#t 5 YOUR_DAG_NAME ,
M. YOUR_ENVIRONMENT_NAMESIZN , X EMEM ENE AWM TEIR (3&F https:// )

123456a0-0101-2020-9e11-1b159eec9000.c2.us-east-1.airflow.amazonaws.com

3. BNZEDTRIFPEINTAR :

"stderr":"<STDERR of the CLI execution (if any), base64 encoded>",
"stdout":"<STDOUT of the CLI execution, base64 encoded>"

Apache Airflow v1

1. MXEXHHEF cURL B FEMERHT shell F,

(® Note
MESHFZFNHUERE , TERFEEEA shell REPNRE > ¥l

CLI_JSON=$(aws mwaa --region YOUR_REGION create-cli-token --
name YOUR_ENVIRONMENT_NAME) \
&& CLI_TOKEN=$(echo $CLI_JSON | jg -r '.CliToken') \
&& WEB_SERVER_HOSTNAME=$(echo $CLI_JSON | jg -r '.WebServerHostname') \
&8& CLI_RESULTS=$(curl --request POST "https://$WEB_SERVER_HOSTNAME/aws_mwaa/
cli" \
--header "Authorization: Bearer $CLI_TOKEN" \
--header "Content-Type: text/plain" \
--data-raw "trigger_dag YOUR_DAG_NAME") \
&& echo "Output:" \
&& echo $CLI_RESULTS | jgq -r '.stdout' | base64 --decode \
&& echo "Errors:" \
&& echo $CLI_RESULTS | jg -r '.stderr' | base64 --decode

2. BZEHIRERYOUR_REGION AWS X Ei# 5 YOUR_DAG_NAME ,
Mo YOUR_HOST_NAMEHILN , AEMBRIEN B AREM FATR ()%F https:// )
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123456a0-0101-2020-9e11-1b159eec9000.c2.us-east-1.airflow.amazonaws.com

3. BNZESDTRIFAPEINTRER :

{
"stderr":"<STDERR of the CLI execution (if any), base64 encoded>",
"stdout":"<STDOUT of the CLI execution, base64 encoded>"

}

4. B A{MFER YOUR_ENVIRONMENT _NAME H YOUR_DAG_NAME,

£/ bash B4

LA RBIE A bash Bl4siE F & Y create-cli-tokendn & 3k 812 Apache Air AWS CLI flow CLI 4 h&,

Apache Airflow v2

1. EHUTRERIANAET , AEEXMESEFHN get-cli-token.sh,

# brew install jq
aws mwaa create-cli-token --name YOUR_ENVIRONMENT_NAME | export CLI_TOKEN=$(jq
-r .CliToken) && curl --request POST "https://YOUR_HOST_NAME/aws_mwaa/cli" \
--header "Authorization: Bearer $CLI_TOKEN" \
--header "Content-Type: text/plain" \
--data-raw "dags trigger YOUR_DAG_NAME"

2. BENMNFRredEYOUR_ENVIRONMENT _NAMEYOUR_HOST_NAME. #., YOUR_DAG_NAMEl
wm, NEMENEYBABEN TR (& https:// ) -

123456a0-0101-2020-9e11-1b159eec9000.c2.us-east-1.airflow.amazonaws.com

3.  (Hi% ) macOS M Linux AFATEEEEETU T oo U BARMATHIT,

chmod +x get-cli-token.sh

4. BITLATHIAT 812 Apache Airflow CLI T4,

./get-cli-token.sh
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Apache Airflow v1

1. EHUTRERINART , HELXMESFN get-cli-token.sh,

# brew install jq
aws mwaa create-cli-token --name YOUR_ENVIRONMENT_NAME | export CLI_TOKEN=$(jq

-r .CliToken) && curl --request POST "https://YOUR_HOST_NAME/aws_mwaa/cli" \
--header "Authorization: Bearer $CLI_TOKEN" \
--header "Content-Type: text/plain" \
--data-raw "trigger_dag YOUR_DAG_NAME"

2. BAEMBKredEYOUR_ENVIRONMENT _NAMEYOUR_HOST_NAME., #., YOUR_DAG_NAME4I
m, NERENENBABEM TR (&% https:// ) -

123456a0-0101-2020-9e11-1b159eec9000.c2.us-east-1.airflow.amazonaws.com

3. ("% ) macOS M Linux AR AT ZEETU T S BRI AR ATINIT,

chmod +x get-cli-token.sh

4. BEITATHIATI ]2 Apache Airflow CLI k&,

./get-cli-token.sh

M Python B4

LU RGI6EF Python BIZX A #Y boto3 create_cli_token J7 3R 812 Apache Airflow CLI 58 |, Hidk
DAG, &A[LATE Amazon MWAA Z AN T A, IRRAE RS boto3 ., B REEERIE —NEIR
BREZEZE, CRIEEELANKFEE T AWS BHEIUFEIE,

Apache Airflow v2

1. SEHUTRBROVAE , HEARMSBER create-cli-token.pyo

Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.

Permission is hereby granted, free of charge, to any person obtaining a copy of
this software and associated documentation files (the "Software"), to deal in
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the Software without restriction, including without limitation the rights to
use, copy, modify, merge, publish, distribute, sublicense, and/or sell copies of
the Software, and to permit persons to whom the Software is furnished to do so.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS
FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR
COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER
IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN
CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.
import boto3

import json

import requests

import baseb4

mwaa_env_name = 'YOUR_ENVIRONMENT_NAME'
dag_name = 'YOUR_DAG_NAME'
mwaa_cli_command = 'dags trigger'

client = boto3.client('mwaa')

mwaa_cli_token = client.create_cli_token(
Name=mwaa_env_name

mwaa_auth_token = 'Bearer + mwaa_cli_token['CliToken']
mwaa_webserver_hostname = 'https://{0}/aws_mwaa/
cli'.format(mwaa_cli_token['WebServerHostname'])
raw_data = '{@0} {1}'.format(mwaa_cli_command, dag_name)

mwaa_response = requests.post(
mwaa_webserver_hostname,
headers={
'Authorization': mwaa_auth_token,
'Content-Type': 'text/plain'
},
data=raw_data

)

mwaa_std_err_message = baseb4.b64decode(mwaa_response.json()
['stderr']).decode('utf8"')
mwaa_std_out_message = baseb4.b64decode(mwaa_response.json()
['stdout']).decode('utf8"')
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RAriEmE

print(mwaa_response.status_code)
print(mwaa_std_err_message)
print(mwaa_std_out_message)

2. B ENMNSE YOUR_ENVIRONMENT _NAME 1 YOUR_DAG_NAME,
3. BE{TUTHIAT8IE Apache Airflow CLI &,

python3 create-cli-token.py

Apache Airflow v1

1. EHUTRBROVAE , HEXRMSBER create-cli-token.pyo

import boto3
import json
import requests
import baseb4

mwaa_env_name = 'YOUR_ENVIRONMENT_NAME'
dag_name = 'YOUR_DAG_NAME'
mwaa_cli_command = 'trigger_dag'

client = boto3.client('mwaa')

mwaa_cli_token = client.create_cli_token(
Name=mwaa_env_name

mwaa_auth_token = 'Bearer ' + mwaa_cli_token['CliToken']
mwaa_webserver_hostname = 'https://{0}/aws_mwaa/
cli'.format(mwaa_cli_token['WebServerHostname'])
raw_data = '{0} {1}'.format(mwaa_cli_command, dag_name)

mwaa_response = requests.post(
mwaa_webserver_hostname,
headers={
'Authorization': mwaa_auth_token,
'Content-Type': 'text/plain'
b
data=raw_data

)

& A Python B4
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mwaa_std_err_message = baseb64.b64decode(mwaa_response.json()
['stderr']).decode('utf8"')
mwaa_std_out_message = baseb64.b64decode(mwaa_response.json()
['stdout']).decode('utf8"')

print(mwaa_response.status_code)
print(mwaa_std_err_message)
print(mwaa_std_out_message)
2. PSR ER YOUR_ENVIRONMENT_NAME #1 YOUR_DAG_NAME,
3. BITLATHIZATA €12 Apache Airflow CLI k&,

python3 create-cli-token.py

BT RMAAL?

o FEATOE CLI £/ Amazon MWAA API #&4E , BitR, CreateCliToken

£ Apache Airflow REST API

Xt Fi=1T Apache Airflow v2.4.3 R ESZAKIIFE , Amazon Managed Workflows for Apache
Airflow ( Amazon MWAA ) X #H Apache Airflow REST AP| B 5% Apache Airflow ¥R 353 1T
XEH, XFELTLLENREF NG RMNEREN Amazon MWAA S1E | WA ARABRBERETER
2. BEENEEER Apache Airflow A4 ( FlITHIFEHIERE DAGs, ftRBMAERRF ) WRESE
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7 T &L Apache Airflow REST API BY X AI B , Amazon MWAA 24t 7K 48 Web RS
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- BABNRARFNMESER - BT XIS REST API, EA[LIMEE B E R A RAFER Amazon
MWAA SEEEMRSEER. HlW , BREZ TERUENKBABRENEYN , SINETHKE
AR L S R PR

o ErhlgiE RO EESIER |, SCE 2 DAGs 4 Amazon MWAA IRERAVIRA , MTISEH
EhSENEE,

B X Apache Airflow REST API WEZ{E L. , 5[ Apache Airflow REST API 2%,

B fEMAInvokeRestApi , EAILAEAEHE G R Apache Airflow REST API AWS , &b 8] BUBIE 3R
B Web lRF2BIHRGHE , ARERZSEFTERANAXKIFGE,

(® Note

- MREFEFEAInvokeRestApilRIERTIEE] “EF BN IFE UM FEA InvokeRestApi” HE
IR | MR TEBEEEFH Amazon MWAA KB, B Amazon MWAA FRIESZIhEE
HANBRFTERTREAN , MAaXE IR, InvokeRestApi B RILEIE | BFEHEN
Amazon MWAA IRELAA AN ZTIEEM A EE R, InvokeRestApi

» ZInvokeRestApilR/EMIERINEBRTIFLERTEIN 10 B, MBIBEXREX 10 WA ESBEEA
SR, MREFSEHLLE , HE5 %1%, BREMN REST API B AR R LBt E R
SER , OB R8RSR,

LA RBIFER T 20MAI%F Apache Airflow REST API #1T API B H B 31 ¥ DAG 21T :
FH
- ¥FX Apache Airflow REST API i [BIXFR : airflow:InvokeRestApi

« ) Apache Airflow REST API
- Bl Web lRFEELED I A Apache Airflow REST API

& T3+ Apache Airflow REST APl B35 [RIAXBR : airflow:InvokeRestApi

E# A AWS iFEF1i5 A Apache Airflow REST API , %4 7E IAM KR 1%
Fairflow:InvokeRestApifX PR, FELATKEERHIA |, £ {airflow-role} HFIEE
Admin, Op. User., Viewer 5 Public A&UBENXBAFHRNREBER. BEXEZEL | B
% {Apache Airflow ZZ158) FHRINAE,
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{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowMwaaRestApiAccess",
"Effect": "Allow",
"Action": "airflow:InvokeRestApi",
"Resource": [
"arn:aws:airflow:{your-region}:YOUR_ACCOUNT_ID:role/{your-environment-name}/
{airflow-role}"
]
}
]
}

® Note

BLEFAE Web RS20 , TEMERFAE R (VPC ) 2 BHA InvokeRestApi #BE, &
AJLAGEA aws:SourceVpc X ILIRERITERAN L RIZESH ., BXESER , FEH aws:
SourceVpco

1 Apache Airflow REST API

LAUR RBIBIAR AN 4B an{alE A Apache Airflow REST API 5| B35 38 DAGs A E | AR 612
Apache Airflow Z £ :

import boto3
env_name = "MyAirflowEnvironment"

def list_dags(client):
request_params = {
"Name": env_name,
"Path": "/dags",
"Method": "GET",
"QueryParameters": {
"paused": False

}
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response = client.invoke_rest_api(
**request_params

print("Airflow REST API response: ", response['RestApiResponse'])

def create_variable(client):
request_params = {

"Name": env_name,

"Path": "/variables",

"Method": "POST",

"Body": {
"key": "test-restapi-key",
"value": "test-restapi-value",
"description": "Test variable created by MWAA InvokeRestApi API",

}
response = client.invoke_rest_api(
**request_params

print("Airflow REST API response: ", response['RestApiResponse'])

if __name__ == "__main__":
client = boto3.client("mwaa")
list_dags(client)
create_variable(client)

22 Web lRFEB2ETEH A Apache Airflow REST API

EQIE Web RS2 HRITH |, EERALT Python ¥, ZERBESE%SEA Amazon MWAA AP k3R
B Web BR G, Web BRTHENFEZ0WELH , ARAKKRI—1N Web 2FTHE , EETLE
1A Web BRE588F16E A Apache Airflow REST APl, MIREBEEFH 10 NESH (TPS ) LEMTRE
£ MR LA I 75 35151 Apache Airflow REST AP,

(® Note

SESERE 12 Mt EIH,

def get_session_info(region, env_name):
logging.basicConfig(level=1ogging.INFO)
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try:

# Initialize MWAA client and request a web login token
mwaa = boto3.client('mwaa', region_name=region)
response = mwaa.create_web_login_token(Name=env_name)

# Extract the web server hostname and login token
web_server_host_name = response["WebServerHostname"]
web_token = response["WebToken"]

# Construct the URL needed for authentication
login_url = f"https://{web_server_host_name}/aws_mwaa/login"
login_payload = {"token": web_token}

# Make a POST request to the MWAA login url using the login payload
response = requests.post(

login_url,

data=login_payload,

timeout=10

# Check if login was succesfull
if response.status_code == 200:

# Return the hostname and the session cookie
return (
web_server_host_name,
response.cookies["session"]
)
else:
# Log an error
logging.error("Failed to log in: HTTP %d", response.status_code)
return None

except requests.RequestException as e:

# Log any exceptions raised during the request to the MWAA login endpoint

logging.error("Request failed: %s", str(e))
return None

except Exception as e:

# Log any other unexpected exceptions
logging.error("An unexpected error occurred: %s", str(e))
return None
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SEREMRILE , BNSREBHFBAR APl ImRAIZERNEIE, ETHF , FHABS dags/
{dag_id}/dagRuns.,

def trigger_dag(region, env_name, dag_name):

Triggers a DAG in a specified MWAA environment using the Airflow REST API.

Args:

region (str): AWS region where the MWAA environment is hosted.
env_name (str): Name of the MWAA environment.

dag_name (str): Name of the DAG to trigger.

logging.info(f"Attempting to trigger DAG {dag_name} in environment {env_name} at
region {region}")

# Retrieve the web server hostname and session cookie for authentication
try:
web_server_host_name, session_cookie = get_session_info(region, env_name)
if not session_cookie:
logging.error("Authentication failed, no session cookie retrieved.")
return
except Exception as e:
logging.error(f"Error retrieving session info: {str(e)}")
return

# Prepare headers and payload for the request
cookies = {"session": session_cookie}

json_body = {"conf": {}}

# Construct the URL for triggering the DAG
url = f"https://{web_server_host_name}/api/vl/dags/{dag_id}/dagRuns"

# Send the POST request to trigger the DAG

try:
response = requests.post(url, cookies=cookies, json=json_body)
# Check the response status code to determine if the DAG was triggered
successfully

if response.status_code == 200:
logging.info("DAG triggered successfully.")
else:
logging.error(f"Failed to trigger DAG: HTTP {response.status_code} -
{response.text}")
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except requests.RequestException as e:
logging.error(f"Request to trigger DAG failed: {str(e)}")

if __name__ == "__main__":
logging.basicConfig(level=1logging.INFO)

# Check if the correct number of arguments is provided
if len(sys.argv) != 4:
logging.error("Incorrect usage. Proper format: python script_name.py {region}
{env_name} {dag_namel}")
sys.exit(1l)

region = sys.argv[1l]
env_name = sys.argv[2]
dag_name = sys.argv[3]

# Trigger the DAG with the provided arguments
trigger_dag(region, env_name, dag_name)
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SeRZAM
T—FNETERAEAR OGS HMEREN NS SR,
(7]

« AWS £ AWS Identity and Access Management (IAM) &1 17 [a) &2 89 IE 5 i MWAA 1R BR 5% B B9 K
Fo Apache Airflow P S E 15 A KB - I 5% MWAAWeb ServerAccess

« AWS 7£ AWS Identity and Access Management (IAM) /17 8] IE &% MWAA X BREEREHIKF ., T
B AP F#2%| & 5 E B : Amazon MWAAFuUIl ApiAccess

AWS CLI

AWS Command Line Interface (AWS CLI) @ —MNFRIE |, AL EFEA G ST shell PRGBS E AWS
REH#ITRE, EXERATHNSR , BEEUTHRATERE :

« AWS CLI — ZEIRA 2,
« AWS CLI — fEAREA Eaws configure,
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« ¥18 : Airflow CLI 85 45#. Apache Airflow v2 CLI WAL AKX R FHXGTET0ARNFHS , X
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IRERRA CEED)
v2.0+ RETE
v2.0+ TS
v2.0+ KR

E AR a5 T DAGs

41 B AR R AE5Z 1T 10 2 Apache Airflow v1.10.12 2 v2.0.2 , NIAIR DAG &R E A F B LT
FRLZENRED , WEEFH CLI i DAGs XM : requirements.txt

Apache Airflow v2.0.2

* dags backfill
« dags list
* dags list-runs

+ dags next-execution

WRIE DAGs TERMB TEL ZEN R4S EAE |, M A LIERXL CLI &

Srequirements.txt,

N EBR

T—%a& A Apache Airflow CLI B9 [E 75 %8RBI,
wE. RESMIER Apache Airflow v2 &

WA AR T REIRIBIRE, FRENEMIBR <script> <mwaa env name> get | set |
delete <variable> <variable value> </variable> </variable> XM ZETE,

[ $# -eq @ ] && echo "Usage: $@ MWAA environment name " && exit

if [[ $2 == "" ]1]; then
dag="variables list"

elif [ $2 == "get" 1 || [ $2 == "delete" 1 || [ $2 == "set" ]; then
dag="variables $2 $3 $4 $5"
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else
echo "Not a valid command"
exit 1

fi

CLI_JSON=$(aws mwaa --region $AWS_REGION create-cli-token --name $1) \
&& CLI_TOKEN=$(echo $CLI_JSON | jg -r '.CliToken') \
&& WEB_SERVER_HOSTNAME=$(echo $CLI_JSON | jgq -r '.WebServerHostname') \
&& CLI_RESULTS=$(curl --request POST "https://$WEB_SERVER_HOSTNAME/aws_mwaa/cli" \
--header "Authorization: Bearer $CLI_TOKEN" \
--header "Content-Type: text/plain" \
--data-raw "$dag" ) \
&& echo "Output:" \
&& echo $CLI_RESULTS | jg -r '.stdout' | base64 --decode \
&& echo "Errors:" \
&& echo $CLI_RESULTS | jg -r '.stderr' | base64 --decode

fit & DAG B 7 NEL &

& A LATE Apache Airflow v1 F1 Apache Airflow v2 FER LT REIMRIZEAL DAG BHRMEE | 40
airflow trigger_dag 'dag_name' —conf '{"key":"value"}',

import boto3
import json
import requests
import base64

mwaa_env_name = 'YOUR_ENVIRONMENT_NAME'
dag_name = 'YOUR_DAG_NAME'

key = "YOUR_KEY"

value = "YOUR_VALUE"

conf = "{\"" + key + "\":\"" + value + "\"}"

client = boto3.client('mwaa')

mwaa_cli_token = client.create_cli_token(
Name=mwaa_env_name

)
mwaa_auth_token = 'Bearer ' + mwaa_cli_token['CliToken']
mwaa_webserver_hostname = 'https://{0}/aws_mwaa/

cli'.format(mwaa_cli_token['WebServerHostname'])
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raw_data = "trigger_dag {0} -c '{1}'".format(dag_name, conf)

mwaa_response = requests.post(
mwaa_webserver_hostname,
headers={
'Authorization': mwaa_auth_token,
'Content-Type': 'text/plain'
I
data=raw_data

)

mwaa_std_err_message = baseb4.b64decode(mwaa_response.json()['stderr']).decode('utf8')
mwaa_std_out_message = baseb4.bb4decode(mwaa_response.json()['stdout']).decode('utf8"')

print(mwaa_response.status_code)
print(mwaa_std_err_message)
print(mwaa_std_out_message)

EEFEL2FHH SSH B3E Li=1T CLI 5 Hs
AR RIS R anaI 468 AiERER Linux 82 4189 SSH BRE R EZ 1T Airflow CLI 55

5/ curl

ssh -D 8080 -f -C -q -N YOUR_USER@YOUR_BASTION_HOST

curl -x socks5h://0:8080 --request POST https://YOUR_HOST_NAME/aws_mwaa/cli --
header YOUR_HEADERS --data-raw YOUR_CLI_COMMAND

Y R4 GitHub 1 AWS ##2

+ £ Amazon MWAA H{#H Apache Airflow v2.0.2 S FHEE
« B TE Amazon MWAA EB Apache Airflow v1.10.12 31T E
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- ERABRPABE Apache Airflow 3 AWS Secrets Manager

Apache Airflow & £ FiE 8 iR

EREBERT , B EENNE (w0 AWS BEEXH ) EEHMEZERER |, HETE Apache
Airflow THELFHEENRPFMRNITAER , RIEM DAG AIFs| AiZEE

- BITEMEH Apache Airflow, £ BTEEM Apache Airflow Z%H |, I LE airflow.cfg FigE
Apache Airflow B &%,

[secrets]
backend = airflow.providers.amazon.aws.secrets.secrets_manager.SecretsManagerBackend
backend_kwargs = {"connections_prefix" : "airflow/connections", "variables_prefix"

"airflow/variables"}
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Apache Airflow EZ IR HEF S,

® Note

B LAFEE X /) apache-airflow-providers-amazon BB FTMRARARUIRMERF
EXEEEFRANESZER , 27 the section called “IEEFEHWEREEF T,

HERERE B4a
AWS E$#z apache-airflow-providers-amazon[aiobotocore]
==8.28.0
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RAriEmE

EEERR
Postgres & #2

FTP i

#=I SQL
SQLite iE#Z

SMTP E#

Rt

apache-airflow-providers-postgres==5.12.0

apache-airflow-providers-ftp==3.11.0

apache-airflow-providers-fab==1.3.0

apache-airflow-providers-celery==3.8.1

apache-airflow-providers-http==4.13.0

apache-airflow-providers-imap==3.7.0

apache-airflow-providers-common-sql==1.16.0

apache-airflow-providers-sqlite==3.9.0

apache-airflow-providers-smtp==1.8.0

Apache Airflow v2.9.2 HEEZEN R HEFE

£ Apache Airflow v2.9.2 812 Amazon MWAA IR3ERY , Amazon MWAA £ &% LT AT Apache

Airflow EENREEFZ.

(® Note

IBA LB E MW apache-airflow-providers-amazon HERFRAK AR IRHERF .
BXEEEFRAEMEZFEE |, S H the section called “IEEEHF N IRHEEF T,

TEHERE

AWS &

Postgres 2

FTP M §2

nHta

apache-airflow-providers-amazon[aiobotocore]
==8.24.0

apache-airflow-providers-postgres==5.11.1

apache-airflow-providers-ftp==3.9.1

Apache Airflow v2.9.2 i EHREREF S
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BERERH B4

Fab iE#% apache-airflow-providers-fab==1.1.1

Celery ¥ apache-airflow-providers-celery==3.7.2

HTTP &2 apache-airflow-providers-http==4.11.1

IMAP % $3 apache-airflow-providers-imap==3.6.1

I sQL apache-airflow-providers-common-sql==1.14.0
SQLite #E#= apache-airflow-providers-sqlite==3.8.1

SMTP i&E# apache-airflow-providers-smtp==1.7.1

Apache Airflow v2.8.1 IEEZEN R HEFE

L IRTE Apache Airflow v2.8.1 812 Amazon MWAA RERt , Amazon MWAA £Z &L TR T
Apache Airflow EZHRHEF S,

(® Note

IBAI LA E MW apache-airflow-providers-amazon HE&RFMRARK AR IRHERF
BEXRIETCEHMREANESZELR |, FS 1 the section called ‘I EEFHWIREREFE,

BEERH B2

AWS E#Z apache-airflow-providers-amazon[aiobotocore]
==8.16.0

Postgres 1E# apache-airflow-providers-postgres==5.10.0

FTP &% apache-airflow-providers-ftp==3.7.0

Celery E £ apache-airflow-providers-celery==3.5.1

HTTP £ apache-airflow-providers-http==4.8.0

Apache Airflow v2.8.1 i EHNIREREF S
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https://airflow.apache.org/docs/apache-airflow-providers-fab/stable/index.html
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https://airflow.apache.org/docs/apache-airflow-providers-smtp/stable/index.html
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https://airflow.apache.org/docs/apache-airflow-providers-ftp/stable/index.html
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BERERE B4

IMAP E 1% apache-airflow-providers-imap==3.5.0

I sQL apache-airflow-providers-common-sql==1.10.0
SQLite E# apache-airflow-providers-sqlite==3.7.0

Apache Airflow v2.7.2 EZNIREREFE

L I&TE Apache Airflow v2.7.2 8|2 Amazon MWAA IRERt | Amazon MWAA @ZREUTHT
Apache Airflow EZ IR HEF S,

@ Note

BT LU E XM apache-airflow-providers-amazon BRETMRASK A R IR BEF.
BXREEEFRAMEZELR |, S the section called “FEEEFMWIRUEEFT,

BEERH B4

AWS E# apache-airflow-providers-amazon[aiobotocore]
==8.7.1

Postgres & # apache-airflow-providers-postgres==5.6.1

FTP i&E# apache-airflow-providers-ftp==3.5.2

Celery ¥ apache-airflow-providers-celery==3.3.4

HTTP iE3# apache-airflow-providers-http==4.5.2

IMAP & % apache-airflow-providers-imap==3.3.2

I sQL apache-airflow-providers-common-sql==1.7.2

SQLite E#2 apache-airflow-providers-sqlite==3.4.3
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Apache Airflow v2.6.3 EZNIRHEERFE

LARIE Apache Airflow v2.6.3 812 Amazon MWAA IRERT , Amazon MWAA 2R % LLTRF
Apache Airflow EZENRREEF S,

® Note

B LB E XM apache-airflow-providers-amazon BRFTHRAK AR IR EREF.
BREEEFIMANEZFE LR , 57 the section called ‘I8 EEFHIREREF T,

BERERAE Rt

AWS E % apache-airflow-providers-amazon[aiobotocore]
==8.2.0

Postgres £ apache-airflow-providers-postgres==5.5.1

FTP i&E# apache-airflow-providers-ftp==3.4.2

Celery E$#% apache-airflow-providers-celery==3.2.1

HTTP &% apache-airflow-providers-http==4.4.2

IMAP E 1% apache-airflow-providers-imap==3.2.2

I sQL apache-airflow-providers-common-sql==1.5.2

SQLite E#Z apache-airflow-providers-sqlite==3.4.2

Apache Airflow v2.5.1 IEZNIREREF S

L I&TE Apache Airflow v2.5.1 8|2 Amazon MWAA IRERt | Amazon MWAA £@ZEUTHT
Apache Airflow EZ IR HEF S,
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RAriEmE

® Note

B LA E XM apache-airflow-providers-amazon BRFTHRAK AR IR BREF.

BREEEMRANESRES |

HEERE
AWS E$#%
Postgres
FTP &
Celery %2
HTTP E#
IMAP &%
EI sQL

SQLite & #

#HZ A the section called ‘I8 E EF IR HEFT",

Rt

apache-airflow-providers-amazon==7.1.0

apache-airflow-providers-postgres==5.4.0

apache-airflow-providers-ftp==3.3.0

apache-airflow-providers-celery==3.1.0

apache-airflow-providers-http==4.1.1

apache-airflow-providers-imap==3.1.1

apache-airflow-providers-common-sql==1.3.3

apache-airflow-providers-sqlite==3.3.1

Apache Airflow v2.4.3 SEEZENRHEFE

WARIE Apache Airflow v2.4.3 8122 Amazon MWAA IRERT , Amazon MWAA 2R % LLTHT

Apache Airflow EZENRREREF S,

EERR
AWS E#
Postgres £
FTP i

Celery £

Rt

apache-airflow-providers-amazon==6.0.0

apache-airflow-providers-postgres==5.2.2

apache-airflow-providers-ftp==3.1.0

apache-airflow-providers-celery==3.0.0

Apache Airflow v2.4.3 £ EHREREF S
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BERERH B2

HTTP &% apache-airflow-providers-http==4.0.0

IMAP E 1% apache-airflow-providers-imap==3.0.0

EI saL apache-airflow-providers-common-sqgl==1.2.0
SQLite E#Z apache-airflow-providers-sqlite==3.2.1

Apache Airflow v2.2.2 EZNIREREFE

L I&TE Apache Airflow v2.2.2 8|2 Amazon MWAA IRERt | Amazon MWAA £@ZEUTHT
Apache Airflow EZ IR HEF S,

TR Bt

AWS E# apache-airflow-providers-amazon==2.4.0
Postgres £ apache-airflow-providers-postgres==2.3.0
FTP i&E# apache-airflow-providers-ftp==2.0.1
Celery E % apache-airflow-providers-celery==2.1.0
HTTP &E# apache-airflow-providers-http==2.0.1
IMAP E 1% apache-airflow-providers-imap==2.0.1
SQLite E#% apache-airflow-providers-sqlite==2.0.1

Apache Airflow v2.0.2 EZNIRHERERF S

L ARIE Apache Airflow v2.0.2 812 Amazon MWAA IRERT | Amazon MWAA 22 % LLTATF
Apache Airflow EZENRREEF S,
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LS Rt

Tableau apache-airflow-providers-tableau==1.0.0
Databricks &% apache-airflow-providers-databricks==1.0.1
SSH E# apache-airflow-providers-ssh==1.3.0
Postgres £ $# apache-airflow-providers-postgres==1.0.2
Docker & #% apache-airflow-providers-docker==1.2.0
Oracle E#2 apache-airflow-providers-oracle==1.1.0
Presto #E# apache-airflow-providers-presto==1.0.2
SFTP i&E#2 apache-airflow-providers-sftp==1.2.0

EEENHNREEFZ

M Apache Airflow v2.7.2 115 , ERXHMXMBE —% --constraint iEA., WREREMRIR
&M, Amazon MWAA FRIEIEE —MNREM , LBRENERFIIENEFSELEEFERAN
Apache Airflow R FRAE

Apache Airflow 4R XHIEE T Apache Airflow it Al AR IRIBEFRA, B2 , EFZBERT ,
BRIV IR F 5 ZRAM Apache Airflow &, HTXAAFEANREZYE , AEEEERHEFTH
BHEFARA , AL HEBUS ER MR R4 -

1. M https://raw.githubusercontent.com/apache/ airflow/constraints-2.7.2/constraints -3.11.txt T %k

15 TE MRS B 49 SRS
2. MHARXHHH apache-airflow-providers-amazon MRAE N E 6 R MRS,

3. FEHEWARIHE R ER] Amazon MWAA IRER Amazon S3 DAGs X #3% | 440
constraints-3.11-updated. txt

4. WTFIR , EBELBHER,

--constraint "/usr/local/airflow/dags/constraints-3.11-updated.txt"

apache-airflow-providers-amazon==version-number

EEEMNREHAERFE 120
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® Note

MREFERANRIE Web FRFER , BIEUEMEA Amazon MWAA Atz T2 F TSR
B EFT 2 WHL X%,

B RERE IR

Apache Airflow & MNMEZEF# N IEE URI FR/RFH, B Apache Airflow Ul 14 T —MEZEER |
FAFERER URI FREB | TiEERE M, MR Apache Airflow Ul & B HEZEAR , AT LA6E
A& REERMCRERKILER URI FRSE | SIINER HTTP E#ER. TEXHIET URI FIZ , fil0
my-conn-type:// , Apache Airflow RIEEFEEETBEEZBZIR. AN BIARXEFEH
Apache Airflow Ul FEVEZEBRRKRAL B TR R ERERE,

/A Warning

& B E Amazon MWAA F#Y aws_default i#E#E., Amazon MWAA £ thiE R NITE
RBES  HINBEES AR, BEWEETESSBEIEE KFRE T AR,

£
« E#E URI ZFE R

o REEZER

o {FF HTTP E#EERH 1T Jdbe EEH KRBl

R

EZ URI ZRFE R
IR R BIE R MySQL E#REHIER URI F/RH,

'mysql://288888a0-50a0-888-9a88-1a111aaa@000.al.us-east-1.airflow.amazonaws.com
%2Fhome?role_arn=arn%3Aaws%3Aiam%3A%3A001122332255%3Aro0le%2Fservice-role%2FAmazonMWAA-
MyAirflowEnvironment-iAaaaA&region_name=us-east-1'

B SRR AR

AR =4I & 7R Apache Airflow Ul ) HTTP & &R,

puE Sl 121


https://github.com/aws/aws-mwaa-local-runner
https://airflow.apache.org/docs/apache-airflow-providers-amazon/stable/connections/aws.html
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Apache Airflow v2

LAUR R BIE R Apache Airflow Ul A Apache Airflow v2 #J HTTP E1Z1#84R,

Add Connection
Connlid*

HTTP
Conn Type *
Conn Type missing? Make sure you've installed the corresponding Airflow Provider Package.

Description

Host
Schema
Login
Password

Port

Extra

Apache Airflow v1

AR R4 & 7R Apache Airflow Ul # Apache Airflow v1 B9 HTTP E##E 1R,

R EAEAR 122
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Add Connection

Connlid*

Conn Type HTTP
Host

Schema

Login

Password

Port

Extra

oo I

£/ HTTP EE#&ERFE 1T Jdbe EEH RHI

LA 7R~ 45115 B8 an{A 7 Apache Airflow v2.0.2 #1279 Jdbc E#ERBFE A HTTP EZER , AR WMEE
Apache Airflow Ul £ Apache Airflow v1.10.12 B9 Jdbc iE 2 Hx & 9 A EE.

Apache Airflow v2

R RBIEZRT Apache Airflow 9275 Y R £ B RYIERE URI /£,

http://myconnectionurl/some/path&login=mylogin&extra__jdbc__dry__ path=usr/local/
airflow/dags/classpath/redshif-
jdbc42-2.0.0.1.jar&extra__jdbc__dry_ clsname=redshift-jdbc42-2.0.0.1

LA 7R 45135 B an4a] /£ Apache Airflow Ul R HTTP E#Z# 4% Apache Airflow v2 B9 Jdbc i #2
HATIEE,

fER HTTP E#EAER#H 1T Jdbe E#HY R B 123
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RAriEmE

Add Connection

Connlid* my_jdbc_conn

HTTP
Conn Type *
Conn Type missing? Make sure you've installed the corresponding Airflow Provider Package.

Description

Host myconnectionrurl/some/path

Schema

Login mylogin

Password

Port
{

Extra "extra__jdbc_drv_path":"/usr/local/airflow/dags/classpath/redshift-jdbc42-2.0.0.1.jar",
"extra__jdbc__drv_clsname":"redshift-jdbc42-2.0.0.1"

}

3

Apache Airflow v1

R RBIERT Apache Airflow 19255 A B R BI4E BBV IE 3 URI FR/F &6,

jdbc://myconnectionurl/some/path&login=mylogin&extra__jdbc__dry_ path=usr/local/
airflow/dags/classpath/redshif-
jdbc42-2.0.0.1.jar&extra__jdbc__dry_ clsname=redshift-jdbc42-2.0.0.1

AT RBIETRT Apache Airflow Ul 1 Apache Airflow v1.10.12 9 Jdbc I #E4E4R,

fER HTTP EEEARH T Jdbc EZEYRHI
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Add Connection

Connld *

my_jdbc_conn

Conn Type Jdbc Connection v

Connection URL myconnectionrurl/some/path

Login mylogin

Password

Driver Path /usr/local/airflow/dags/classpath/redshift-jdbc42-2.0.0.1.jar
Driver Class

redshift-jdbc42-2.0.0.1

3 -

A Z4ABLE Apache Airflow E# AWS Secrets Manager

AWS Secrets Manager &3& A T Apache Airflow B S #EE TERERED ZFHNEZ A Apache
Airflow %, AREBNBUMAER AWS Secrets Manager £ Apache Airflow BJIF &7 3 8 T/ERTE
& & Z 4 Apache Airflow ZE ] Apache Airflow E R HLZ,

® Note

s BEFEENELBHZL T3, Bx Secrets Manager EMMNEZE L |, S AWS E
o

« AWS T 5 MWAA iE X3 S@@ ystems Manager S EEIEN B RIK. BXEZE
B, &30 Amazon REREF T,

B%
o B 1. [@ Amazon MWAA 12518 Secrets Manager 2540 BV U FR
« B/, 2. BIE Secrets Manager J5iw4ER Apache Airflow Bg & %I

Bt & Secrets Manager 125


https://aws.amazon.com/secrets-manager/pricing/
https://aws.amazon.com/secrets-manager/pricing/
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-parameter-store
https://airflow.apache.org/docs/apache-airflow-providers-amazon/stable/secrets-backends/aws-ssm-parameter-store

Amazon Managed Workflows for Apache Airflow AFisE
« =% : £ Apache Airflow AWS £ URI F&F &

« SR 4 : 1£ Secrets Manager FRINEE

« S 5 : 1£ Secrets Manager 5 75 hNiE 2

- KEBTRHI

- BETREAL?

FI 1 : @ Amazon MWAA 121518 Secrets Manager Z 47X IR

#& Amazon MWAA IRERI 1T A B EEI AWS Secrets Managerd fI 4 E A IREUN R, KT IAM
B RV AWS & SecretsManagerReadWrite R # 1T B 5 7],

ERZRBEHINBRITAE , FHRITUTERE

£ Amazon MWAA ###|& E3THHRE R HE,

ERRR,

ERNRER LERRTAR,

R IR B

EFIERBE N ARFEFREA SecretsManagerReadWrite,
gk P18

I o

WMREFBER AWS HENRKRE , W AT AEZEBERRRHITH @ AR VFEAR B 7 B 280
Secrets Manager &R, 5l , LT REEF B R FETE Secrets Manager FIE4FE AWS Xig A 6l 2 #Y
P Z4AA R IR EAN PR o

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"secretsmanager:GetResourcePolicy",
"secretsmanager:GetSecretValue",
"secretsmanager:DescribeSecret",
"secretsmanager:ListSecretVersionIds"

1,

"Resource": "arn:aws:secretsmanager:us-west-2:012345678910:secret:*"

SPR 1 [@ Amazon MWAA 12178 Secrets Manager 248X R 126


https://console.aws.amazon.com/iam/home?#/policies/arn:aws:iam::aws:policy/SecretsManagerReadWrite$jsonEditor
https://console.aws.amazon.com/mwaa/home#/environments
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},

{
"Effect": "Allow",
"Action": "secretsmanager:ListSecrets",
"Resource": "*"

}

S0, 2 . BlE Secrets Manager faiwfE N Apache Airflow Bt & %I

AR ER 9 A 4B tn{al £ Amazon MWAA 12 &1 & LR Fim Bl Apache Airflow BEEiETl, AWS Secrets
Manager S1R&E airflow.cfg REARBNEERE , WEEATTRPCUBNEERFREHE
=HREIRE.

1. 1 Amazon MWAA & & LT R E,

2. EREIFE,

3. &R

4. EET—F,

5. 7 Airfflow BEETERPERFMEENEE. RMNATREX

a. secrets.backend:
airflow.providers.amazon.aws.secrets.secrets_manager.SecretsManagerBacken:

b. secrets.backend_kwargs : {"connections_prefix" : "airflow/
connections”, "variables_prefix" : "airflow/variables"}iX¥f Apache
Airflow BLE N 7 airflow/connections/* fl airflow/variables/* BEARERIERE
FREMEE,

BRI AFERAERENRKB D Amazon MWAA K Fk& @ Secrets Manager 18 A APl BX .
MRBKRIEEERER , Apache Airflow 2 EECEENFIRPERFAEEENTE, BIE
EEX |, AT LAUKZE Apache Airflow ATRE IRV R R, X O] LUK B 7E Amazon MWAA H{E
Secrets Manager B9 AN,

EIEEERER |, FHEE connections_lookup_pattern #
variables_lookup_pattern ¥, XESHEST RegEx FRHBENBA. fl0 , EE
B test FFLMHFER |, WA secrets.backend_kwargs AL TARA :

{

S 2 . B2 Secrets Manager /5 1E Apache Airflow Bt & %I 127
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"connections_prefix": "airflow/connections",
"connections_lookup_pattern": "Atest",
"variables_prefix" : "airflow/variables",
"variables_lookup_pattern": "Atest"

}

(® Note

Ef A connections_lookup_pattern # variables_lookup_pattern , 4
ML % apache-airflow-providers-amazon B 7.3.0 RE S R4, BXIFiE
HEFLSFEFIFRENEZELR |, IH5S 1 the section called “IEEEHIRHEF
@’

6. ‘&R

% =% . £ Apache Airflow AWS E# URI &

EQBREETHE  BEEARE LN Tav@EH EEXNRPNWREN ., BIMNERWUIE shell RiEFH
Zextra WRBE—NEE, T—THEISEEHEA Apache Airflow =% Python BiZ< Amazon
MWAA IR 4 B Apache Airflow iE# UR| Z&F RN SR,

Apache Airflow CLI

LR shell 23 A A Airflow CLI £ BEZFARFE, MREKEZRE CLI, BRINEBWEFEH
Python B 7%,

1. 3TFF Python shell £ :

python3

2. BWAUTHS :

>>> import json

3. WALTHS:

>>> from airflow.models.connection import Connection

4. 7 shell RFEFNZ extra WREWB—ANTE, FHWYOUR_EXECUTION_ROLE_ARNBEZA{E
BRANITAE ARN FH X1 YOUR_REGION ( #lilus-east-1) .

$E =2 . £/ Apache Airflow AWS E$# URI =& & 128
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>>> extra=json.dumps({'role_arn': 'YOUR_EXECUTION_ROLE_ARN', 'region_name':
'"YOUR_REGION'})

5. BIEEENR, A Apache Airflow EZHNZFRE#E myconn R RHIE.

>>> myconn = Connection(

6. EARE LN Ta"BEHEENRPHUATENREN. BRPOEREred,

a. IEE AWS E#E3E

. conn_id="aws"',

b. $8% Apache Airflow #EEEEIN

. conn_type="mysql",

c. 1& Amazon MWAA L3187 Apache Airflow Ul M1t :

. host='288888a0-50a0-888-9a88-1a111aaa0000.al.us-
east-1.airflow.amazonaws.com/home',

d. EEZEZFILLSH MWAA K AWS HRIZEL ID ( AFE)
. login='YOUR_AWS_ACCESS_KEY_ID",

e. IBEMHTEZR Amazon MWAA HFABETHR AWS 240 ( B8B )
. password='YOUR_AWS_SECRET_ACCESS_KEY",

f. 18X extrashell £FZTE :

. extra=extra

9. FHEEXR,

- )

7. ITENEH URI F£FEB

$E =2 . £/ Apache Airflow AWS E$# URI =& & 129
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>>> myconn.get_uri()

BRIZATER R P A FERE URI A&

'mysql://288888a0-50a0-888-9a88-1a11122a0000.al.us-east-1.airflow.amazonaws.com
%2Fhome?role_arn=arn%3Aaws%3Aiam%3A%3A001122332255%3Arole%2Fservice-role
%2FAmazonMWAA-MyAirflowEnvironment-iAaaaA&region_name=us-east-1'

Python script
AT Python BIZARREE Apache Airflow CLI,

1. EFUTRBREBASR , HEXM S FH mwaa_connection.py.

import urllib.parse

conn_type = 'YOUR_DB_OPTION'

host = 'YOUR_MWAA_AIRFLOW_UI_URL'

port = 'YOUR_PORT'

login = 'YOUR_AWS_ACCESS_KEY_ID'

password = 'YOUR_AWS_SECRET_ACCESS_KEY'

role_arn = urllib.parse.quote_plus('YOUR_EXECUTION_ROLE_ARN')
region_name = 'YOUR_REGION'

conn_string = '{0}://{1}:{2}e{3}:{4}?
role_arn={5}&region_name={6}'.format(conn_type, login, password, host, port,
role_arn, region_name)
print(conn_string)

2. FENFBERN. red

3. EBITUTHARTEREEFTSE,

python3 mwaa_connection.py

HI] 4 : 1£ Secrets Manager R IIEE

T —F N B UITE Secrets Manager F R EE S| E 4,

S I 4 : 1 Secrets Manager FRMNEE 130
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EOEZH  FRITUTERE

1. $TF AWS Secrets Manager B2 &4

2. EBRFHEFER.

3. EFRHMEZARE,

4, HEEEEFHELBAPHRENERL | ERAXE,
5 BUTHRINNEEERMN MR,

"YOUR_VARIABLE_VALUE"

plan , BIEE—NEH , HHITUTRE

14

plan , BEE-—NFHE , BIMITUATERE

"mystring"
6. NTWEZRH , BN THIIRPERE - AWS KMS ZiIET,
7. BUTHRAEBAEMRNEZEPEH AL

airflow/variables/YOUR_VARIABLE_NAME

Blgn -

airflow/variables/test-variable

8. J\.i?%—l:_ﬁo
9. EEEFZFNENBASHNERERL  MITUATEE,

a. EBRHABNF , WAEABN.
b. (Wit ) EEAFH , MAZABMIER,

ﬁ?%jt_io
10. EERERR-IEL  REFKIAGED , AFEET —F,
1. XTFERNNEAEMEE |, £ Secrets Manager FEE XL SR,
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12. BEE L, EEEFHNFAGE , REERFH,

% 5 : 1£ Secrets Manager A7 IE 2
T—TNBUWMTE Secrets Manager FREEFZRFE URI IEZ4,
EEZA , BRITUTRE

1. $TF AWS Secrets Manager B2 44

2. EBRFHEFER.

3. EERHMEARE,

4, HEEEEFHELBAPHRENERL  ERAXE,
5. BUTHINNIERE URI FRFRRFINN A,

YOUR_CONNECTION_URI_STRING

Hlan -

mysql://288888a0-50a0-888-9a88-1a111a2a0000.al.us-east-1.airflow.amazonaws.com
%2Fhome?role_arn=arn%3Aaws%3Aiam%3A%3A001122332255%3Arole%2Fservice-role
%2FAmazonMWAA-MyAirflowEnvironment-iAaaaA&region_name=us-east-1

/A Warning
Apache Airflow SEATEZFHEHNENME, TEERAESISHMNEIS , BN ELFHFE
BN N BANFRR,

6. XNTFMBERH , EMTHRIKRPIEE D AWS KMS ZHET,
7. BUTHRAEZRABMXEZRDREAR .

airflow/connections/YOUR_CONNECTION_NAME
Hlgn -

airflow/connections/myconn

8. ii?%jt_ﬁo

%% 5 : 7 Secrets Manager B hiE 1% 132
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9. EEREZFANENZHABMNERESL , BITUTRAE,

a. EFRHBNF , WAEHABN.
b. (Wit ) EEARF , MAZABRMIER,

EET—%,
10. EEERKR-THEL | REBRANED , RAEERET %,
1. NFERMNWEREMEE , 7£ Secrets Manager FEEXEH IR,
12. BEFE L, EFEEANFAGERE , RARERFH.

(BRI

- ETHREMCRAUT REARBHATT LmFAIER Apache Airflow 3£# ( myconn ) IWZE4 |, 55 £
%43 1T Apach AWS Secrets Manager e Airflow E3%,

- BETHRECERUTROAKBHAT EW@ER Apache Airflow ZE& ( test-variable ) WE4R ,
&S 7£ Apache Airfl AWS Secrets Manager ow % £ F § Fi %40,

TR
. BXERAEGIANERE Secrets Manager AN E Z{E R AWS CLI , i5ZFAWS Secrets Manager

AP iEER e EEH.

« £ Apache Airflow ZEZFEEB 5 E AWS Secrets Managerd , £ Python BIZAfF X & Apache
Airflow Z £ MiE#E T B E Secrets Manager,

BTFRMA A 2

o BT EENMAE RS LG Apache Airflow Ul , 555 718 Apache Airflow,
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S Amazon MWAA IfiE

Amazon MWAA #Z#l&88EREEI , A THEEX Apache Airflow Ul FIRAB R AT G EIPR, ZIEH
AREGERNEED ( AEEBERRER/D, AT B IELRE ) UKk Apache Airflow Bt EIEIDT ( LA A IFE
BEEYE RAEE airflow. cfg FiAEK Apache Airflow BLE ) « ZAENFI{AE Amazon MWAA 2
A LERAXERE,

FH

. Bt Amazon MWAA FRiE3

 BE Amazon MWAA Worker T S B3I 4

- B Amazon MWAA Web fRE 8 B3I 4

« 1£ Amazon MWAA E{EH Apache Airflow Bt & 1% I
» E¥ Amazon MWAA I35

« 4R Apache Airflow ks

 1£ Amazon MWAA R 5 F /8 3 il A

& Amazon MWAA IRIE 3

B9 Amazon MWAA IREIEFNIRIEIIRTE 71217 Celery Executo r By AWSFEE AWS Fargate
BREHI K/, LLK Apache Airflow it XIFZFEHE P IZESZHIHIEER Amaz AWS on Aurora
PostgreSQL THIBHIEEN K Do REBNBEAD Amazon MWAA IRES | BIR {7 Amazon
MWAA 2§ & EFHIRER,

Sections
. IEIEE

- Apache Airflow it XEF

HMEIhRE

T—HEE8MRREFINEINH K Apache Airflow 1£55. BENLFEEMER (RAM) MEMEF L EH
JT (vVCPUs)o FIHAYH RESRIRES HARMETELHEFH Apache Airflow THELERE.

HT&RF , DAG REENR DAG EX , MARMIT , ARIRIEFE LA Python X #F7 DAGs =3)
K, #EEA Apache Airflow HEKERRE.
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ASHTEORTRENZHET ZDES , HBRRRENERBEH DAG BT RABRTB T RIAE
max_dagruns_per_loop_to_schedule , URAEBHRFMAN BN TELEN K NRNKE,

mw1.micro

- Bk 251 DAGHRE

« IMHERES (BIN)

« B
- MRS ES - 14 vCPU , 3GB #F
- THERFMBAERF 14 vCPU , 3GB A&
- ¥IEE - 2N vCPU , 4 GB RAM N 7F

(® Note
mw1.micro X ¥ B zh 48 B

mw1.small

« =ik 50 DAG WA E
« 5AHRES (HIN)
o A
- Web k%38 . 1M RSFSEE 11 vCPU , 2 GB RAM 77
« Worker g : #81MH = 14 vCPU , 2 GB RAM HA7F
- BESR  8MNIES 1/ vCPU , 2 GBRAM AFF
- B#EFEE 1 21 vCPU , 4 GB RAM 1%

mw1.medium

« &Ik 250 DAG R E
« 10 MHRMES (BRIA)
o A
- Web %38 . 81 RSFSEE 11 vCPU , 2 GB RAM 77
« Worker g : 81N R 24 vCPU , 4 GB RAM A7F
WE=s : BMNFESS 24 vCPU , 4 GB RAM W77

TR ) EE 135
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RAriEmE

. B4R : 2 4~ VvCPU , 8 GB RAM 77

mw1.large

« 531X 1000 DAG WERE
« 20 MHERMES (FRIN)
o A
- Web %38 . 8RS58 2 4 vCPU , 4 GB RAM 77
« Worker g : 81T = 44 vCPU , 8 GB RAM A 7F
- RAESR  SMNEESE 4 vCPU , 8 GB RAM l7F
- B¥EE 24 vCPU , 8 GB RAM #F

mw1.xlarge

« &IA 2000 DAG WERE
« 40 MHERMES (BRI
o A
« Web R85 | /1 RSES 4 4> vCPU , 12 GB RAM R7F
« Worker T : 1M1= 84 vCPU , 24 GB RAM 1%
- BESR  8MAIES 84 vCPU , 24 GB RAM 7%
- BIEE : 4 4 vCPU , 32 GB RAM H7F

mw1.2xlarge

« 531X 4000 DAG WERE

- 80 MNHERMES (FIN)

o A
« Web R385 | /1 RSES 8 4> vCPU , 24 GB RAM H7F
« Worker T < : /N & 16 4 vCPU , 48 GB RAM A #F
- FHE=sR : 8NMNFE=S 16 1 vCPU , 48 GB RAM N #F

B¥EE - 8 4 vCPU , 64 GB RAM H7F
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B LAMEA celery.worker_autoscale REMBNITHELENESTH. EXEZEERE , BSH
the section called “= £ EE A Bl =B,

Apache Airflow it X2

T—%8E& Amazon MWAA LT A Apache Airflow i XIT2FEIT | SAK it X2 5 B an{a] §200 fih &
B,

¥ Apache Airflow F , il R SR AR EERHLEENES , ERAREAMRRSFREENBERFNR

Iks & Amazon MWAA 51 | SR 2R BT RIREF — 2z 1THEER Fargate 1£55, #HNiTXIEFITHSME
Rty 38 vl AR R SRV BRE , NMMLRRERERESH AR, IFTUBRERGCERES , £54
R R B REHMESIETT.

Apache Airflow v2

o v2-3F RF mwl.micro BIIAE | EZMEIWE, 2 5BRT mwi.micro 24\ , FIEHE XD
INEEHR , iR, 21

Bt iE Amazon MWAA Worker ¥ 2 Bzh ¥ 4§

B3 G E 28 3E Amazon Managed Workflows for Apache Airflow ¥R b IE £3& 1T M BERA U E S
W& , B30 Apache Airflow Worker T S E , H1EE B HMESHRAS EERITREIEZ RN

Worker T 82 REBNFMAER Amazon MWAA 24l A 15 EE B IREFIZTH Apache Airflow
ITHEEFHNEABE K MNMEEBDIT E.

® Note

Amazon MWAA £ Apache Airflow 18#5R¥EE BT FEZFAK Celery FUITREF THELRE
HIBFEEEN Fargate TELEHIE T max-workers IBEMNE, FEEFIL Worker T 258
RIEMITEAZNL , Amazon MWAA 2 EBER , NT4EEE min-workers REM
B,

IR Worker ¥ S48 @ Y B RTHZEZIFTES , Amazon MWAA 2R & Fargate BRH BT L8
BRiZ Worker TR, BXEZER , 25 Amazon MWAA B3l SR TERE,

Sections
« Worker T ¥ 4819 T/EREE
« {E Amazon MWAA 2&l&
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- SRR HIRHG

- NEBESITRENESHITHED R

- BETREAL?

Worker T 2 ¥ 45 1) T4ERIEB

Amazon MWAA f£f RunningTasks # QueuedTasks {E45 , HH ( EEEZTHES + HERAW
%) I (BIITELENESH ) = (FIEIELRE ) . URFENIELERATA IELE
¥, Amazon MWAA SF1EiZE NI Fargate TELIERER , EXR BT max-workers IEEMR K
=8

BEE TEAME M A AR RunningTasks & QueuedTasks B4R 2 M T , Amazon MWAA £iE3K
Fargate 48 RN ER Worker 17 [ B 48R HA (B A 72 A TYERY Worker T RELZ FRY |, B
BTERIERNLE, BIFEEMAN TIERT , Worker 7 245 B BT ES AT eE S HERAE R

£/ Amazon MWAA 12&l&

&R BAE Amazon MWAA #2#| & EE R EREPRENESITHRXTHEEER. MIANBERT , B
EE&AE ,, &RKENRN 25,

ERETFELRER , BITUTRE

£ Amazon MWAA &1 & 3T FIRETNE,
EERIR,

EERE.

EET—%,

ERERBER L  EREATHELBITHPHA—ME.
ERRT

o a0k~ 0w =

@ Note
ERAREER/LD T REN.

= 1% 8E A B =B

T—TNATATEREPRASHEMATHENEERE,

Worker T S F8 iy T/ERE 138
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Zx#h Apache Airflow

BE , E4# Apache Airflow SFEH , BEEF airflow.cfg XHFEEFSHITE. BT &M
HERIZE :

« core.parallelism— 8MTXEFTURNIETHRKESZBIE.
« core.dag_concurrency— DAGs ( ET#EAR ) WERAH L,
« celery.worker_autoscale— AIEFATELE LEMNETHRAMNK/NMESH.

fflzn , IRIFEN100H core.dag_concurrencyikEcore.parallelismB7 , WREBEEE 2
DAGs MEFSWHERT , BMATURMNETERNLIMGES. Rig , IELEHTEREN 100 (&
core.parallelism # ) , 8/ DAG tt ReEREIATIZE ﬁ‘l:/\ﬁ% ( £ core.dag_concurrency
F)o

f£Amazon MWAA IRiE

£ Amazon MWAA g r | B A LB #E7E Amazon MWAA #2&& LA £ Amazon MWAA &
Apache Airflow Bl Ei£T., BlE Amazon MWAA R385 F &K Worker T BB sh ¥ 48 ¥ 5K Bl E X
igE, RARTE Amazon MWAA #EHIAF |, core.dag_concurrency FR#EHR—1 Apache Airflow
BEETE FhFRPHI , BETLCHEAEN BE X Apache Airflow it & & TUR N

HFER , HIEGIERER |, SR T UTIRE

1. mwismall ;35X |, BTFEFAKNERTENMNLELBRIUNETHRAH KESHNEREN
vCPU,

2. BRARIELEITHFPHN 10 TELENERKINZE.

3. Apache Airflow BLEET , FATENMNIHELEN 5,5 MESH
celery.worker_autoscale,

XEWREB T AEREFIET 50 MHRES. EAET 50 WESERH , ASFFEEETHES
=

BITEZHRES. EUUERUTEESIIMIUARMNESTESES !

1. BEIEE mwl.medium ( BRIAF 10 M HEES ) FHEE | BNENITELKERIATUETHEKX
HEESBIENEEEM vCPU,
2. 0 celery.worker_autoscale ¥ Apache Airflow B iEi%,

= M se A BIR B 139
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3. HEMBEATHELRITH. EUREIF  REXRTHELEM 10 BI0F 20 2EHRRALLSTHH R
ES BT I —f%.

EERIKITELRER, BE LR AWS Command Line Interface (AWS CLI) ¥ EEENE iz
1TH9 Apache Airflow W or ker I g/N G K E, Hlin :

aws mwaa update-environment --max-workers 1@ --min-workers 10 --
name YOUR_ENVIRONMENT_NAME

BETHMEZEER |, 29 AWS CLIFH update-environment 5,
FEBEEITRANESHITHEBERR

EMPDEIERT , Apache Airflow AJEERQINNRBESZNHEEZEIT. EFALEIBE , BFEZERR Apache
Airflow Ul FIVHEES. BXESER , B2H RFIENES FUREZETH SEHRER,

BETRMEAA?

- ERATHRRNHEENRENZEMENRESE , 25 Amazon MWAA £/ Apache Airflow B 14
REIAE,

it i® Amazon MWAA Web RS 85 B2 48

Xt Fi=1T Apache Airflow v2.2 R ESHRAMHIRE | Amazon MWAA 318 B &K Web BRS85LA4L
R TR , XK X AT ARy b E A B HIERERE, BEBRE CPU FAERFES)
EER BT 4 Web RSB E | Amazon MWAA AJH{RIEH Apache Airflow IMERES T4H 2
EMWER , TERKHE REST API B3R, CLI EAER K Apache Airflow B REA P HERE
hne

Sections
« Web RS5ESY Y TIERIE
« £/ Amazon MWAA &l &

Web BRS5 28y 480 TR RE

Amazon MWAA ERAEFEFr CPUUtilization MM EERIEIR ActiveConnectionCount |,
MNIREREXNNMNEAERBEEY 4 Web IRS5E5. IR CPUUtilization XF 70 &

NEBEETRSWESHITHED R 140
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ActiveConnectionCount XF 15, Amazon MWAA RN S\E Fargate Web RSB E5RET , &S
FHiT MaxWebservers IEEMNRKE,

MEERERA LR CPUUtilization M ActiveConnectionCount EEI T , Amazon MWAA &
B3R Fargate IR EH Web BRF 2R M ZE MinimumWebservers R ERN&/ME,

£/ Amazon MWAA 12&l&

O] LATE Amazon MWAA &1 & iR o EHRERERNESITHER AWeb IRF2H . BIABERT , Web
REB[BEHEBEPATAN , FRAEA,

BLiE Web AR5 22K

1. 7 Amazon MWAA &I & E3TFIRETNE,

EFERR,

TR RE.

EET—%,

ERERBES , TR K Web REJ[HFHMA—NME.
REER Web lRSGFH P WA —ME,

ERRT

N o g bk~ 0N

(@ Note
ERAREER/LD T REN.

£ Amazon MWAA L Apache Airflow Bt & 1% I

Apache Airflow Bt B £ °] AE R IR EF E M IE Amazon MWAA IREH, BN T HI5 &K

Rt {Ti%R | AT BAFE Amazon MWAA #2&1& E5 Apache Airflow RIS EB ENE B LI, RKEE
B R Apache Airflow Bt &R , LA K a0 A ixX Le IR R B & IM R Y Apache Airflow Bt & 1%

=,

B3x

. FTREZM
« THEHAR

£ Amazon MWAA #24|& 121


https://console.aws.amazon.com/mwaa/home#/environments
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+ 7£ Apache Airflow v2 /£ F fid B DU E id 14
« BEETELR
+ Apache Airflow B¢ iE %I
+ Apache Airflow &%
£/ Amazon MWAA & &
- REZE
- BFHRHEE
ESEER
HREFEER
THEEERER
Web FRS5 2Bl B 2K
iR BRELE
o REIFRGIRES
« 75l DAG
« RBIBFERBEAIRE
« BETRMMAL?

FRF M

EERATNENSRZA , BREEERBUTRE

o PR — B AWS K P AT ERBEE AR FIHRIEIRERN Amazon MWAAFuUIl ConsoleAccess 1
B EREEPR, AL | BHIINIT A EATAFEE Amazon MWAA BR8] SR B9 ER 55 P 68 F B9
AWS %R,

o HENPR-NREFEE G E) A RFHETBEEREE Web IRSES EREMRBI , AT ERENE
BLOHEMLE Web FREEF1HRIMNR. BXEZEE |, HS 7 the section called “Apache Airflow 5[7]
ER.

« Amazon S3 Bl & — AT 7 ZH DAGs B E LA Python kK IAY Amazon S3 74
frequirements. txtAHEE N EE LA HFEME ARAES, plugins.zip
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THEAERK

BIRINERS | Amazon MWAA £33 E T S MWAA &I A8 Airflow BiEEM A ENE BiRE
ERTETZEMINEIREREE P AWS Fargate » MIREE airflow.cfg FEARBIRE , NEE
Amazon MWAA ###l & LIEERNETUN B airflow. cfg FHE,

BARINER TEANF2%E Amazon MWAA IRERY Apache Airflow Ul FAFF airflow.cfg,
B A LAE #1E Amazon MWAA 1241 & EE k Apache Airflow Bt EixIT , REBIIRE
webserver.expose_config RAFEE,

1 Apache Airflow v2 H {5 F Bt i 258 T hn & 1 44

ERINER T , £ Apache Airflow v2 A |, i core.lazy_load_plugins : True i&

B EAEE N ER NS, WREE Apache Airflow v2 R B E SUIEH |, N AFURM
core.lazy_load_plugins : False Jy Apache Airflow EEBiEI , LMEEZA Airflow FEEF A
RHNEIEY |, TeEBERRMINRE.

Bie B T BE IR

W IRTE Amazon MWAA 4| & ERMBEER , Amazon MWAA &2 ZEEENREBETEE A,

o HIHAED, BALE T h SR MER T Apache Airflow BYRRAS FRIEE —TNEL
BiZE, 5l dag_concurrency : 16, EERBEFNIFEN Fargate BRerik{bH
AIRFLOW__CORE__DAG_CONCURRENCY : 16

- BENED, ZBEAIEERE TR FIKRHP I Apache Airflow BRZ<H Airflow Bt &
%I, Hla0 foo.user : YOUR_USER_NAME, BtEi%ENIHNEMN Fargate Besik{L R
AIRFLOW__FOO__USER : YOUR_USER_NAME

Apache Airflow B & & I

THEETRTEALAE Amazon MWAA 2§ & £ BE X Apache Airflow Bt EIETIHI L E

THEAR 143
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Airflow configuration options - optional info

Modify the default settings for Airflow configuration options. You can select an option from the suggestion list or type one
manually.

All Airflow configuration options are using default values.

Add custom configuration value

Apache Airflow &#

B 3< Apache Airflow ZFHEEETISIER , FZH (Apache Airflow 2E15/M) PWEESEZ, E&E
E &1 Amazon MWAA Li=Z1THY Apache Airflow ARZSRYIEI |, EM TR HIR P kB RAS,

£ Amazon MWAA 24l &
LTI RIE S &5 Airflow B BEIETURINRIFRE RN SR,

1. 1€ Amazon MWAA &l & LT RS HE,

2. EEREHIER,

3. ERERE.

4. EET—H,

5. 1 Airflow BLEIETUEHHEFRERINEELEKE.

6. MTHIRFERBEHBMAE , IERABENEREHBAE.
7. ABANEBERMEEEEFNEE L EEED,

8. EFRERTF.

BRESE

T—Ta2E& Amazon MWAA 1#Z&l& TH %I &R P Al AR Apache Airflow Bt & %l &.
BB, F B AF B E
UT5RERT Amazon MWAA LA AHY Airflow BB TR 458 HEL E £ T,

MBS SMTP REFEH®KA 587, BRIABERT , & AWS FHIEFFE Amazon EC2 £HIfVI% A 25
EFHHIE SMTP R, BEERO 25 EXEHIEHRE |, AliERBEBRILREE,

REDZ i


https://airflow.apache.org/docs/apache-airflow/stable/configurations-ref.html
https://console.aws.amazon.com/mwaa/home#/environments
https://aws.amazon.com/premiumsupport/knowledge-center/ec2-port-25-throttle/
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RAriEmE

Apache Airflow v2

Airflow hRZA<

v2

v2

v2

v2

v2

v2

ESEIE

Airflow Bt & i%In

email.email_backend

smtp.smtp_host

smtp.smtp_starttls

smtp.smtp_sll

smtp.smtp_port

smtp.smtp_mail_from

iR

Apache Airflow
SXHIEARAT®E
email_backend 1%
3% B F R

£ smtp_host FAE
BB, BR 44 3t 31 BY 1 v
BRS5 2589 B FRo

£ smtp_startttls
fEE T2 ML
(TLS ) AFmEE
BRI £ 9 B8 F B 44

ZEEETE
(SSL) AT
smtp_ss| PRI BRSS 28
Mes FERHZ P i

£ smtp_port F 7 Ak
S ERIE EM M &
1718 (TCP) iz N

smtp_mail_from F#Y
H Uk B8, F B4 St ik

LTRBIRETRT Amazon MWAA £ Airflow & THIFIRFP O] ANEE,

e

airflow.utils.emai
l.send_email_smtp

localhost

False

True

587

myemail@d
omain.com
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https://airflow.apache.org/docs/apache-airflow/2.0.2/configurations-ref.html#email-backend
https://airflow.apache.org/docs/apache-airflow/2.0.2/configurations-ref.html#smtp-host
https://airflow.apache.org/docs/apache-airflow/2.0.2/configurations-ref.html#smtp-starttls
https://airflow.apache.org/docs/apache-airflow/2.0.2/configurations-ref.html#smtp-ssl
https://airflow.apache.org/docs/apache-airflow/2.0.2/configurations-ref.html#smtp-port
https://airflow.apache.org/docs/apache-airflow/2.0.2/configurations-ref.html#smtp-mail-from
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RAriEmE

Apache Airflow v2

Airflow hRZA<

v2

v2

TR FEER

Airflow Bt & i%In

core.default_task_ret

core.parallelism

iR

1£ default_task_retri
es FE i Apache
Airflow 5 HX ],

A A BT A 3
TETHRAESR
BIB (317 )

e

40

UT5RERT Amazon MWAA THIFIZRH AT AR Apache Airflow 1t X2 FRIEE.

Apache Airflow v2

Airflow iRZ

v2

v2

THRE&EEEH

Airflow B & 1%

scheduler.catchup_
by_default

scheduler.schedule
r zombie_task_task

iR

HiFITXIEF G2

DAG 1T 8 L&

catchup_by_default
HP Y 45 E B (] 18] PR o

HIFITNEFRE
FHESSRBIFRIE N
sk M3 4E scheduler
_zombie_task_tresh

old R EH L
2

JJo

LLTHERERT Amazon MWAA THIFIERF A HM Airfflow THELEEE,

~PlE

False

300
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https://airflow.apache.org/docs/apache-airflow/2.0.2/configurations-ref.html#default-task-retries
https://airflow.apache.org/docs/apache-airflow/2.0.2/configurations-ref.html#default-task-retries
https://airflow.apache.org/docs/apache-airflow/2.0.2/configurations-ref.html#parallelism
https://airflow.apache.org/docs/apache-airflow/2.0.2/configurations-ref.html#catchup-by-default
https://airflow.apache.org/docs/apache-airflow/2.0.2/configurations-ref.html#catchup-by-default
https://airflow.apache.org/docs/apache-airflow/2.0.2/configurations-ref.html#scheduler-zombie-task-threshold
https://airflow.apache.org/docs/apache-airflow/2.0.2/configurations-ref.html#scheduler-zombie-task-threshold
https://airflow.apache.org/docs/apache-airflow/2.0.2/configurations-ref.html#scheduler-zombie-task-threshold
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Apache Airflow v2
Airflow fRZs Airflow Bt & %I iR T~HIE
v2 celery.worker_auto 1£ worker_autoscale 16,12
scale HERA Celery
Executor £/ T4E
KRELRNETHE

RKHZNMESE. B
DR LA T IR G
528 : max_concu
rrency,mi
Nn_concurr

ency o

Web fR55e3 B E
UT5RETRT Amazon MWAA TH%|FzH A AR Airflow Web FRFERELE .

Apache Airflow v2

~BIE

5

Airflow iRZ Airflow Bt & 1% I i

v2 4% AR %5 25 .def 1£ default_ui timezon  America/New_York
ault_ui_timezone e FARRIA Apache
Airflow Ul B9 B gt [a]

RiE,

@ Note
RE
Zdefault_u
i_timezon
e EIMAF £
E X DAGs
Bt RZ1T
WX, BEE

BESE 147


https://airflow.apache.org/docs/apache-airflow/2.0.2/configurations-ref.html#worker-autoscale
https://airflow.apache.org/docs/apache-airflow/2.0.2/executor/celery.html
https://airflow.apache.org/docs/apache-airflow/2.0.2/executor/celery.html
https://airflow.apache.org/docs/apache-airflow/2.0.2/configurations-ref.html#default-ui-timezone
https://airflow.apache.org/docs/apache-airflow/2.0.2/configurations-ref.html#default-ui-timezone
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RAriEmE

Airflow hRZA< Airflow B¢ & %I

fxaREL B

iR e

P

SRR B (X
DAGs , #&1]
UERBENL
‘. Ax
EZER,
ESH the
section called
“E X DAG K

AR 5K E R T £ Amazon MWAA LRI F K Apache Airflow fifl & 25V EL & o

Apache Airflow v2
Airflow kR Airflow B & &1
v2.7 mwaa.triggerer_ena
bled
v2.7 triggerer.default_
capacity

iR ~OIE
AT Amazon True
MWAA LEBUERME

Rt kR, BIANE
mTE, ZEREN
True, MRFZERN
False , Amazon
MWAA R EITX
ERF LB EMARA
R,

FVESHN 1Y 81| 125
UHITEITHALKR

2 E, 7£ Amazon

MWAA L | k1 RER
ReiMASENEN
TREFZEN , E
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https://airflow.apache.org/docs/apache-airflow/stable/authoring-and-scheduling/deferring.html

Amazon Managed Workflows for Apache Airflow ArfEm

Airflow R 4s Airflow Bt & 1% I iR ~BIE
RIXHENAHEH S

1To XF small. med
ium, large. xlarge
F 2xlarges= 4 |
BNMEAESRNER
INMEZ BRE R

60. 125, 250, 500
# 1000,

RBIFRAHEE
T~ DAG

IEAILAE A LLT DAG R3THI email_backend Apache Airflow BEiE ik, Eiz1T LMW Amazon
MWAA B4 | H5R1BE 415 Amazon S3 1Zi##F L BB H DAGs XS,

from airflow.decorators import dag
from datetime import datetime

def print_var(**kwargs):
email_backend = kwargs['conf'].get(section='email', key='email_backend')
print("email_backend")
return email_backend

@dag(
dag_id="print_env_variable_example",
schedule_interval=None,
start_date=datetime(yyyy, m, d),
catchup=False,

)

def print_variable_dag():
email_backend_test = PythonOperatoxr(
task_id="email_backend_test",
python_callable=print_var,
provide_context=True

print_variable_test = print_variable_dag()

RPIFRBIATS
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RAriEmE

R FER A E AR E

BAR Apache Airflow EtiEi&5 A A T AR AREFZEBH Gmail.com BFHi#HIKF, BXEZER
EZH (Gmail #HBIZEERE) PHEANAEFFEER,

Airflow configuration options - optional o

Modify the default settings for Airflow configuration options. You can select an option from the suggestion list or type one manually.

Configuration option

Q, smtp.smtp_host

Q, smtp.smtp_mail_from

Q. smtp.smtp_password

Q, smtp.smtp_port

Q. smtp.smtp_ssl

Q, smtp.smtp_starttls

Q, smtp.smtp_user

X

Add custom configuration value

Custom value

smtp.gmail.com

<your email>@gmail.com

<your 16 digit app password>

587

False

True

<your email>@gmail.com

Remove

Remove

Remove

Remove

Remove

Remove

Remove

BETRMTAL?

o ETRIAF DAG X £ R Amazon S3 F#AE |, S AINHEEH DAGs.

FE# Amazon MWAA I8

(® Note

MERAEI (FRME ) ML AKX ( BRAEL ) # X T EZHF Amazon MWAA (EHEEH,

BT OREAA 7
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https://support.google.com/mail/answer/185833?hl=en-GB

Amazon Managed Workflows for Apache Airflow ArfEm

Amazon MWAA SMEEFSNARMERMZ £ T . BT UREIFE EH F X Apache Airflow
IRAR, AIEREIER T EFH Amazon MWAA IRERI SR,

B %

- JFHRBIMER TIE

- AT FEHRKR

- EFERIR

- BHRE
- SR BEEFHER
- SR2 . BESRRE

F=%  EENEH

JT IR BIRY R T4E

- BIBIREE , TERIERERNKREREN VPC ML%,

« BZFEEN Amazon S3 FERELE N LLFTE QT AR H B B FE B RAES,

- BEE—NMAEFEA Amazon MWAA B R AR £ AWS Identity and Access Management (IAM)
FElZE 1AM BRI AWS kP, IEREHN Apache Airflow Web IR 251E R 2B ML 15 E)
B, AT ZEKXLBRE Amazon VPC WH Apache Airflow 17 RIFER |, FLEEE IAM FEIR R
FREBIZE Amazon VPC iR,

- EZ A Graceful MBEEH , IREEHLRE Apache Airflow IRZ 2.4.3 RESHA, EFHHK Airflow ix
K | EFESRE AR Apache Airflow FrZR,

R TEHRERE

WA LU R TEA R EIRFRE SR Amazon MWAA EIRE B #THA I G4 EBSER R T, AT LAk
UTXREZ— -

o Rl S AT

BEERMERANTHEARBRRR, BRERSYAFELEMAEERNITHEAR , NTTSHREEEZ
ITHES EE#H YR KK

FREREE T =
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LAY SE AT

N EH AV THEAREXRAZAREZTESKE 12 Mt BRI IEES BT EHRF UM
KW, IREXEESE 12 PTRTR. MESHRELERNITEAR,

ERNANRELERAVRBENR , LK —GEHEH , HARIZIEEANR Apache Airflow FiRZ
2.4.3 HESRA

EHRERR

ZIABER T , Amazon MWAA REEEFHFEAIERERE, EEFTEXHIEENER TEHRNE |
BT TRE -

1. 1E Amazon MWAA #2#|& LT FRETE,

2. MHE IRDP | EBREFHNNE,

3. EXREREL , &$BREBURENE,

4. EEBET—F  BERHAEEZEHRERE.

5, EEEHAREIAEL , EFEXR , REIEERE.

EETIR

AT &2 B EH Amazon MWAA IREHI SR,
S| BEFHAGE
EEERENFMAER  BHITUATERE

1.  7& Amazon MWAA #Z#|& E3TFERE T,
2. MHRIE IRFP  RBREFEHNINE,

3. EXEREL , &BREBURENE,
4

ERRFMERE D , JTF Airflow iRAS , N\ THIFI R kB EFIREH LK BB Apache Airflow
A5,

EHHERR 152


https://console.aws.amazon.com/mwaa/home#/environments
https://console.aws.amazon.com/mwaa/home#/environments
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® Note

EAREKZE , B T@ﬁ'c"‘ﬂ’] DAGs ME Mt THERBERRSHH Apache Airflow RA#%E., &
XEZER |, 25 AP Apache Airflow kRS,

5. 7 Amazon S3 B DAG KRB THEEEUTHEA :

a. S3Bucket, &% S3 HikE Amazon S3 FZ#RE , EFH A Amazon S3 URI,

b. DAGs folder, i%&#3% S3 , AF%$E Amazon S3 FEETH dags XX |, HEBMA
Amazon S3 URI,

c. HEMGXXHE-Tk, EEWE S3, ARFEE Amazon S3 B LM plugins.zip X , HEH
# A Amazon S3 URI,

d. ERIH-Ak, EFBRIE S3, RE1EE Amazon S3 MM LM requirements. txt X
# , RE/EM|A Amazon S3 URI,

e. BIMIAIH-TIE | EEBERXE S3H LR Amazon S3 FER LBV |, HERA
Amazon S3 URI,

6. iﬁ#T—*ﬁo

FR2  BESRRE
RESRIRE

1. £ Web BRFERHET , EHBREEIER Apache Airflow 5 [EE :

a. FAEMLEK, XRH T X Apache Airflow Ul B3R , RE7E Amazon VPC R E23R1E HEN
IAM KB RIXFEMA A FeEEM. BFERENREFEERN LS ERAE Amazon VPC ik Ko

@ Note

R Apache Airflow Ul REEE A RMEFIERE , HEFFEH R LN FEERDA#HIT
Web [RFB|ERRE , FEFRABEMEGERI, NREEFLHEERED , MFEZA
B — M #L#I3k 151" Amazon VPC ## Apache Airflow Web R85, BEXEZER
EZ 1 A8 Apache Airflow Web BRS5E88Y VPC in R ( FABEREKIEM ) o

b. WEAME, XEIREBIMRM IAM K HRNR AP A LUEE BB/ 157 Apache Airflow
Ul,

EHINR 153
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2.

7.

ERZLAT | EERFTHRY Amazon VPC WZ£4A -

a. BRIAMERT , Amazon MWAA 27 Amazon VPC 82— N&E44AH , AEt@fReeA b E
FR4ETERY A UE A H us H

b. W%, BUHEHGIEHEZSEPINERERERES 5 MNL2E4,

® Note

IMAB Amazon VPC Z2EAMNNEERFEMNAWGMEWEHIN , FEATFNERE, E
THRESZELR , 3 Amazon MWAA i VPC £,

ERRRT , FE—-PHER,
BNBUOARXFEN TEABFREN&NRYT . SRR B R,
XN TBRATELEITY , FREEEEHEPIZITH Apache Airflow THELENZAKE.

BXREZER  FER st ASIRHA.

EEHRA Web IRFBFHN R/ Web BRS5ERE , LAEE Amazon MWAA fIRIERERT R
Apache Airflow Web fR%585.

BFX Web RSBV BHWEZELR |, 1S Hthe section called “BLiE Web RS EEHET 47
EMHRET | EF—NEIEMNZIEIN

a. BIABRT , Amazon MWAA £ AWS BE Z4ARINZENEIEE,

b. W&, %F ‘BENMBRE (EF )" UEFHM AWS KMS #4H, IREERFEZLSR
FIEEEFEERY  NSFIEE AWS KMS 248 ID 5 ARN. AWS KMS A@@ mazon
MWAA #5518 M2 X %4, WREE Amazon S3 F#EFE LIBE T AT RS 5mMNEZE
#9 Amazon S3 4f , M A Amazon MWAA IR 18 E M E K 240

® Note
TR A Z RPN RBR S BE7E Amazon MWAA Hl A EiRBRZ%4, BEHLFE
I M INZR AR P PRAY Y IR EEBF Amazon MWAA & B B AR

HE, £ %3 T, 7 Aiflow BEBEEEFE - MRS MNAEES , & Apache Airflow B EKIEE]
H& : CloudWatch

a. Airflow FFHE, EBREXRIEE BERBIH Apache Airflow £55 CloudWatch HERIZEE,
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https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#customer-cmk
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b. Airflow Web fRZEEAE. EBREXRIET “BFHE LKBIH Apache Airflow Web ARS528
CloudWatch BERIER,
c. Airflow itXIEBFAEE, EBELET “BFHBE KFH Apache Airflow BERF
CloudWatch BE&ERIZER,
d. Airflow TELZEAE, EBERIEE “BFHE RHH Apache Airflow T4 CloudWatch B

HHYRE,
e. Airflow DAG & E BE., EFREREE BERII Apache Airflow DAG 4L CloudWatch H
HHYRE,

8. TAlE, Xt T Airflow BoiEET , EFRMNEENLEEET,

I&TLAM Apache Airflow FRZEY Apache Airflow Bl BT I TH 5 R D ITEE | BT BUE
EBEMBEIET, 50 core.default_task_retries: 3,

9. EMRT , BE-—ITITAE,

a. BMINBERT , Amazon MWAA 2ERIEZFASHEIE-—MITAEE, BL4TERGE IAM A
BAVNER |, FREEE A LLIE TN,

b. Hi&, EFERAAE ARN HATBRITAEH Amazon BIREM (ARN) .
10. £ “EHAT T , %R a A TERFR RS EHBENATLETRIEAR,
1 1 . ﬁjﬁ%?—i&o

B=S . EENEH
EEERNERE , FRITUTRERE
- EERRRE  2BRE

(® Note

ERBHERRERMEALIFTE-TI =174, AENHEEMTERFERS =4
PEFEETEK , RN ERESFHREERTHESTKo

F4% Apache Airflow x2S

Amazon MWAA XX ERAAR, XEREETFREMRE x. 4.2 AHF x.5.2z, BENITE
BEIRAAR (FIOMER L. y.z ARE 2.y.z) , XTEBFAEHIBER. BXALKE Apache

FHRRRA 155
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Airflow W EEMANEZELR |, 52/ (Amazon MWAA TRIERE) RHTEREIFHTH Amazon
MWAA IRiE,

EAFIEF , Amazon MWAA SHERIMEN T HIERR , NITHELRE. ITNERF. Web RESFHR
E|FTHY Apache Airflow IR7A , REFEARRBIRE THRIBEHIERE.

(® Note
BTk N B CHIRERE S Apache Airflow hRZK,

EAFRzE , FHEEREN DAGs MEM THERRERRSEEARIIAHN Apache Airflow BRAERE
MREHEM requirements. txt REBMMIT , WE LA RQIERR I8 TE B TS HAR AR
Ho

£

- ARIEREER

- JEEHRA

AR ITERER IR

B E W Apache Airflow MRAE | iR requirements. txt F5|AEHE --constraint
URL,

/A Warning

FEHEHBIEE S B4R Apache Airflow IRAEFRBNERTREQSHERE BB LR ERRAE
#y Apache Airflow SEBIMRAH IR,

EXBRTHEREREF , BIITUTHRE

1. #lEaws-mwaa-local-runnerfZfEEN 2% , AE7E Amazon MWAA ZRithiz T2 Bl A,
2. THIELEARBNMMRAHELTHEL aws-mwaa-local-runnerfZEE 2 X o

3. A Amazon MWAA Zithiz21788 CLI TERKHE Docker B H £ A #5217 Apache Airflow. &
XEZER , S H GitHub M F PRI A itz 1788 README,

4. EFH requirements.txt , HKRE (Amazon MWAA FAFER) FEE Python K IN hi#EE
B B 1 SRR B 1T R 1E

AR TEREZRR 156


https://docs.aws.amazon.com/mwaa/latest/migrationguide/migrating-to-new-mwaa.html
https://docs.aws.amazon.com/mwaa/latest/migrationguide/migrating-to-new-mwaa.html
https://docs.aws.amazon.com/mwaa/latest/userguide/working-dags-dependencies.html#working-dags-dependencies-test-create
https://github.com/aws/aws-mwaa-local-runner
https://github.com/aws/aws-mwaa-local-runner/tree/v1.10.15#readme
https://docs.aws.amazon.com/mwaa/latest/userguide/best-practices-dependencies.html
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5 (&) EMRARERE , FEERENABELEE. EEAEABENIMETREEEE KA
B % BEF R

6. RUNRATHEREBRRE , ¥ DAGsrequirements. txt, MFEHE HZITRIER Amazon S3 7
T

RIE , MAUREIRE, IEEHH Apache Airflow HEAFFHEH TR T,
18 E AT AR AN

B TERBRRABERSE Apache Airflow lRAFRE G , BRITUTREREBIFZEFAGEHE
EEHLRFH Apache Airflow iR,

(@ Note

PATHRES , SR ERERSITHAEESHHEARIETLL, ENMSERZSAREER
AR, EECERE , AT A

B AR EERRE , BT TERE

1. & Amazon MWAA &I & E3TFIRENHE,

2. MNHRFEHRSP , EREEARHIFER,

3. ENRRMEL , RFRFBEUREIRNE,

4. EHRRFAEFEMD , XT Airflow A , N TFHRIFIRPIEFEZRFIFEFARBNAF Apache Airflow
RA5

EET—F , EEEAEREHRERHE,

6. EEEHREFEREL , EFEYR , RARERRE

o

SENMAESRE | MR RARIRE, FIHE , BREIRTREA Amazon MWAA IE1E REUHRL IR 4E
BRZIRRE R,

ERIARBERT |, RAFE TR UPDATING , A5 CREATING_SNAPSHOT , E Amazon MWAA
ABRTABIESED. BE , AN ELIREZ UPDATING , RENRETAE |, IREZ] AVAILABLE,

MRFBEAHREM , MIAFIRSSLE TR ROLLING_BACK, HIRERAI , IASHEEE R
UPDATE_FAILED , R REHAMBINETAH, MRERELMK , IPRASE R UNAVAILABLE , RRE
ToiE G RN E,
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https://console.aws.amazon.com/mwaa/home#/environments
https://docs.aws.amazon.com/mwaa/latest/API/API_Environment.html#mwaa-Type-Environment-Status
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£ Amazon MWAA 5 Sz B AR

B AR EREEINERN Amazon S3 P shell (. sh) BIZ< DAGs , KL TFEMNERFE
. ELZEERMAKIL Apache Airflow FFEZ B , Amazon MWAA £EE/NEIHHY Apache Airflow
HH ( TELRE. ITNERT Web BRF R ) LEZIFIETHEA, ERABMARNITATERE

o ZREIZTH - REITERENEZEMEN Linux BT,

- BEWREZE - #E Apache Airflow AHiFENRETE, BEFHTE , flm
PATH, PYTHONPATH %1 LD_LIBRARY_PATH,

- ERFANDIE - NEENFMEENHRTHEAES requirements . txt HBEEZ £,

UTEBENANAEER AN ZE Linux B1T8, REFBEEELURMERA CloudWatch B &R
KA1,
£
- BERMAE
- FABMALRE Linux IE1TH
- FARYHARENRETSE

= =E) A [EIS

EHEDAE Amazon MWAA SRERFEHABFIBIA | B8 . sh X EEFIRERN Amazon S3 . A
B, ENHASREXEK  BESNBEFAGSEHREEUTHS :

« BIZHY Amazon S3 URL &R — FHAFPIEENHAMNAET R |, Hli0 s3://mwaa-

environment/startup.sh

- HIZAEY Amazon S3 M4 ID — Amazon S3 FE /330 shell BIZARMARA . BREFMBEIART , &
EAIIEE Amazon S3 A XH S BEHINRZ ID. 0 , BRZ IDs 79 Unicode, UTF-8 w8, X¥#F
Mik, FEAWNFRS , KETHET 1,024 F¥, 3sLakqtI1lcpXroDTDmI+rmSpXd3dIbrHY
+MTRCxf3vjVBH40ONTr8X8gdRQBpUMLUO

EERATHNLR | FEAUT ROIBIA, ZBIA%HH 5 B4 MWAA_AIRFLOW_COMPONENT BY{E.
WIRE T EMRIREH EIE{THIARR B4 Apache Airflow H 4,

EHABAFEEBEFRN startup. sh
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#!/bin/sh

echo "Printing Apache Airflow component"
echo $MWAA_AIRFLOW_COMPONENT

BETXR , fMZA L& E] Amazon S3 &,
AWS Management Console
B E4Z shell A (#2H15 ) |, BWMITUTERE

1. E3F AWS Management Console }#3TFF Amazon S3 #2#|& , Bt https:/
console.aws.amazon.com/s3/.

MNEF#EBSIRP , EREREXRRNEEBNE N,
£ Objects ( W& ) &I+ Lk , i%£4F Upload ( £& )
ELEREL , BHREAIERHY shell BIZA,

W,

o b~ 0N

ZHAHBMAEXN RIIFRFP, Amazon S3 RFH XA CIRFTRIARA 1D, WNREER/IIAFH 6 AR
NHBFEBREE |, MERiZX 2B —MTRARAE ID,

AWS CLI
E BB 4% shell BIA (CLI) , BT TRE
1. IIFAHFNGSERY , REIE1T Amazon S3 1s S UG HFR B SR8 X BN F4E4.

$ aws s3 1s

2. SMEHRTE shell IR X HR, EFHRREORER cp A LZBEF#E. & your-s3-
bucket B RNIENER.

$ aws s3 cp startup.sh s3://your-s3-bucket/startup.sh
WA , Amazon S3 &% HIZXN R URL B -

upload: ./startup.sh to s3://your-s3-bucket/startup.sh

3. FERAUTHSRRMANRIRA D,
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$ aws s3api list-object-versions --bucket your-s3-bucket --prefix startup --
query 'Versions[?IsLatest].[VersionId]' --output text

BbdVMmBRjtesttalEsVnbybZplWghlJ4

HIENHNAEREXRERE |, ATBUSELARA D,

WIE |, FHAEREERE,
AWS Management Console
ERHAEIRE (#2EE6 ) KB, BRITUTRE

1. 7£ Amazon MWAA #2#|& EFTFRETE,
2. EBREFHMNINEFENT , RAEERERE,

3. EETHFEIHEL, EEAMAMH (k) , WABAKE Amazon S3 URL , i
i : s3://your-mwaa-bucket/startup-sh.,

4. MNTHFIRFERZIMRA , HERK SIKEKMA
5. “ET—F K HZEFAEFENE,
6. BEFEEN , RABEERF,

REEHFUREEE 10 3 30 0%, HAREBEBHRNEMNAGEHRB IS , Amazon MWAA £E1TEF
B

AWS CLI
EFMAEIRE (CLI) XE , BRITUATRE

« ARG ERREHMER update-environment HEAFEE Amazon S3 URL FRA ID,

$ aws mwaa update-environment \
--name your-mwaa-environment \
--startup-script-s3-path startup.sh \
--startup-script-s3-object-version BbdVMmBRjtesttalEsVnbybZplliqghl134

MR , Amazon MWAA R EIFRER Amazon BIREF (ARN)
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arn:aws::airflow:us-west-2:123456789012:environment/your-mwaa-environment

EEFHAAEEZEE 10 2 30 o8, HREBEFANENEHEFBIH , Amazon MWAA £1Z1TRE 3
B,

EEEF REASZEHURIIHAREEMBZET, SBIEH ApaChe Airflow A4 BUE BEIER
B , Amazon MWAA 2tlZHWBEAMBER. BEXEZER , BZH Apache Airflow HEZER,

AWS Management Console
& & Apache Airflow BER (#2418 )

1. 7 Amazon MWAA &I & E3TFIRETNE,

2. EEIER,

3. HEMEEERKRT , EREEFHALNAZA , fim Aiflow i XIRRF HEEH,
4. 7£ CloudWatch AN BERIKF |, EFHFE AT RN

R : startup_script_exection_ipo

5. EAXEHEKRL , BEESATITE MWAA_AIRFLOW_COMPONENT W{EMNGmSHH,. 4l
W, NFiFREBFEAE , B ITUTIERE

Printing Apache Airflow component

schedulex

Finished running startup script. Execution time: 0.004s.
Running verification

Verification completed

BA LU ESHNRSRREE THLEM Web BRFRAE.

FEHABIBIAZEE Linux IE1T8E

RS AE# Apache Airflow A HHIVIRIERS , ALREKEMEZITHEULEIERE—REH, Hl
m, LTHIAZEIT yum update REFIRIERS,

2% Linux E176¢ 161


https://console.aws.amazon.com/mwaa/home#/environments

Amazon Managed Workflows for Apache Airflow ArfEm

ERBHBIZARFIZST yum update B, BFEA - -exclude=python* HEER Python , 21RBIFTF R,
TiERIRIEZEIT , Amazon MWAA £ Z XK ERERBNIFERAR Python, EiL , BIEEERASEIA
FEHIMEM Python BRZR,

#!/bin/sh

echo "Updating operating system"
sudo yum update -y --exclude=python*

EHXEHHER Apache Airflow A EZF=1T78Y , EEA MWAA_AIRFLOW_COMPONENT M if A fi %
HiEa, WRHAETENTETH libaio EREFEITNEFNIELEL , EFRERE Web 2R
t,

/A Important

- MREEETFE Web RS2 , WATERAUATRGREARMIREAIELEXH , LUER
TRER,

o £ sudo BEITEEEENRNVIRE,

#!/bin/sh

if [[ "${MWAA_AIRFLOW_COMPONENT}" != "webserver" ]]
then

sudo yum -y install libaio
fi

A LAE A B B I AR & Python AR,

#!/bin/sh

export PYTHON_VERSION_CHECK="python -c 'import sys; version=sys.version_info[:3];
print("{0}.{1}.{2}".format(*version))'"
echo "Python version is $PYTHON_VERSION_CHECK"

Amazon MWAA T B & B IA Python lrA& , N XATRER S HE 2 REM Apache Airflow FEF 3k
=
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ERBIHARREIEEZE

FA B ARIZ BN ET EMNIEH Apache Airflow BlE, AT RAENLTHETE
ENVIRONMENT_STAGE., #&AILATE DAG S HE R 5| AT E,

#!/bin/sh

export ENVIRONMENT_STAGE="development"
echo "$ENVIRONMENT_STAGE"

FERBHHIABEEE ILE Apache Airflow 2 :E%é;&io f5ian | 4&i& & LD_LIBRARY_PATH RiETR
Python , MEZIEENBRPER-HFIXYE. IATEEABEGENITERBREEE L Z#H G
# -

#!/bin/sh

export LD_LIBRARY_PATH=/usr/local/airflow/plugins/your-custom-binary

MBHF L B

Amazon MWAA REB 7T —HXEBHNHRETE, NREBEZRETE , Amazon MWAA &G HIRE 7 3
INE. UTHHTREEZE :

« MWAA__AIRFLOW__COMPONENT— ATFERA LT E 2 —#51R Apache Airflow 4
# : scheduler. worker = webserver,

« AIRFLOW__WEBSERVER__SECRET_KEY— AT £ Apache Airflow Web fRFeBRAREZ 2L ESFE
cookie % 4R,

« AIRFLOW__CORE__FERNET_KEY— BT NHZMBEZEFZEE T BERRBEFNBRBEBENZS |, H
WHEEZE,

« AIRFLOW_HOME— Apache Airflow £ B ZHBRE , BLEXH M DAG 4T T,

« AIRFLOW__CELERY__BROKER_URL— F-F Apache Airflow 1t X2 H Celery Worker ¥7 =2 [A] &
EHEEREN URL,

« AIRFLOW__CELERY__RESULT_BACKEND— A F&fi& Celery FS & RMBIEEN URL,

« AIRFLOW__CORE__EXECUTOR— Apache Airflow RiZfERBMITEFI, £ Amazon MWAA |
1X& CeleryExecutor

« AIRFLOW__CORE__LOAD_EXAMPLES— A FBUES = A =% DAGsH inEl.
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AIRFLOW__METRICS__METRICS_BLOCK_LIST— ATFEET T# MWAA 7£H &K HMERH
Apache Sit#E#R. CloudWatch

SQL_ALCHEMY_CONN— A F 7 Amazon MWAA H11Zf# Apache Airflow Jt#3E# RDS for
PostgreSQL BEENEZEFRF S,

AIRFLOW__CORE__SQL_ALCHEMY_CONN— FF & SQL_ALCHEMY_CONN /EEHI B #Y , (BBEH
B9 Apache Airflow @8 & 4 Eo

AIRFLOW__CELERY__DEFAULT_QUEUE— Apache Airflow # Celery {£55#IBRIABA T,
AIRFLOW__OPERATORS__DEFAULT_QUEUE— £ F4FE Apache Airflow 1z ERFHITIES HY ERIABA
.

AIRFLOW_VERSION— Z%1E Amazon MWAA IR H# Apache Airflow iR,
AIRFLOW_CONN_AWS_DEFAULT— AT E5HHHEHM AWS RFEMHIEIA AWS EHE,

AWS_DEFAULT_REGION— iR EEMINER —EFE AN AWS XiF , UEEHM AWS REE
o

AWS_REGION — MNREBEMNIMKHIBETE K ©NEBESHIEZE AWS_DEFAULT_REGION FE & X 41%
BEXiFgAPHE,

PYTHONUNBUFFERED— A F &8 HE K% stdout F stderr i

AIRFLOW__METRICS_ STATSD_ALLOW_LIST— ATFEENES 2 RATKN AR FHIER , AEE
IR TR LB BT,

AIRFLOW__METRICS__ STATSD_ON— BU&E[E StatsD KiEE#R.
AIRFLOW__METRICS__STATSD_HOST— A FiE#%E| StatSD HEFTHEF.
AIRFLOW__METRICS__STATSD_PORT— A Fi&E#Z StatSD #EFHERF,
AIRFLOW__METRICS_ STATSD_PREFIX— FFi%#ZF StatSD #EBFHEF.
AIRFLOW__CELERY__WORKER_AUTOSCALE— &EHZR AR /N HELE.,
AIRFLOW__CORE__DAG_CONCURRENCY— RE it X F A AL — 1 DAG HF HITIZTHES KB
08

AIRFLOW__CORE__MAX_ACTIVE_TASKS_PER_DAG— X E& DAG HH KSEZIES .
AIRFLOW__CORE__PARALLELISM— & X AJ AR BHZ1THY B R1ESS K BIEK
AIRFLOW__SCHEDULER__PARSING_PROCESSES— & BAEREFERAEN KR AHER. DAGs

AIRFLOW__CELERY_BROKER_TRANSPORT_OPTIONS__VISIBILITY_TIMEOUT— ENEfHE
EFEEAEMTELECS , TELXESFBIAMESHREL

AIRFLOW__CELERY_BROKER_TRANSPORT_OPTIONS__REGION— A JEK/Z Celery L HiRE AWS
X5,
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« AIRFLOW__CELERY_BROKER_TRANSPORT_OPTIONS__PREDEFINED_QUEUES— HJK/Z Celery
R ES,

« ATRFLOW_SCHEDULER_ALLOWED_RUN_ID_PATTERN— AT 7% DAG BRI run_id S
AR BRI,

« AIRFLOW__WEBSERVER__BASE_URL— AT #E& Apache Airflow Ul B Web BRZ528H) URL,

FMBREEZE
ERNERABHHARBEERRENFRLTER, ATHREHT - LEAXE

« PATH— EEREREEHPEBRARITXHMNMAN B FIKk, ERSTPFETHRN , RELRK
& PATH HHI B ZUBBRHITZS S & Apache Airflow FEIEZBE NV ZEFRESH , ATEEE
ERMABH AL AT RTINS, IRTEXEXHNERFE PATHZEEFEENBEFH , WHRE
TEREENN , FEREEET. B NENN B FRME PATH , Apache Airflow £55 7] A3k El
HIZITPR B AT AT

* PYTHONPATH— Python R BREAECKBEEEWLEAFHERSANERNEFS. TREF
AINBIZRIANERRENE RIR, XEABRB[ITUERNNBEREEENEEFRALZEEREER
By Python . FRLLZEERMENERFBE N Python @ , HFHHEE—EEMA DAGs,

« LD_LIBRARY_PATH— Linux FEYZI B[N MBB[EANNETE L ATERANNEREE, ©
BEETEEREENBERIER  XERAZEERANRGEERZESER, FARTEXREERE
M=

« CLASSPATH— H Java E{TH¥FME ( JRE ) M Java FAEH (JDK ) AFEEITREHRMN NS
Java £, EMRER. ER—PNEEEHIEM Java RIBA B . JAR X4 ZIP #HENFIR,
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DAGs £ Amazon E{#EH MWAA

E&EEAT Apache Airflow B B#TE TERBIMREFIZITERTIAE (DAGs) , BFHXHEHIZ
BEIRERER Amazon S3 F#fEH |, AR/F1E Amazon MWAA B EH X4 DAGs M #3847
S MWAA 25 & EHE. Amazon MWAA 138 DAGs ET/ERER. 1TXIEERF Web fRSE2
BHITES ., RIEENBUMME Amazon MWAA B RIRINSHEH K B E EHH Python #MKEIRN
DAGs , AR %% B E X idH4F Python %1,

FB

« Amazon S3 FE &R

« ANINHEF DAGs

- ZEBENAH

« Z% Python ki

« MR Amazon S3 RIS

Amazon S3 FEEELR

EA T Amazon MWAA IMEH) Amazon S3 FAEEAA S IE ARG RINER, BRINBERT , FiE
Amazon S3 BREZILEN , BEMH. NRMMEXTFER (Sl , EHEHEE ) .

- RARRAMAE , CIRF#EN AWS IKF |, XA R, BRAAE (HINEER ) AUE
AT A2 i SR B SRR T A T3 B PR

o BIEBHIHRIRELMEE B ER Amazon S3 FE#EEFplugins . zip#il DAGs B E X iE#H

N Python KBIMAIBR, requirements.txtEBXBEFMENRIKEE RF , S H Amazon
MWAAFull ConsoleAccess,

Amazon MWAA IRER Amazon S3 FE A0S FIMRAE S, B A Amazon S3 FEBRAIEFF |
BH BN , IR — NI,

« 7£ Amazon S3 FEM L , A plugins.zip A EEXE M requirements. txt FHY Python
MBS A T A2,

« §R1E Amazon S3 TFiER L EH AT |, FAMIE Amazon MWAA #28|& EFETE plugins.zip
M requirements.txt BIARA,
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sk E# DAGs

B FZIHE (DAGs) £ Python XHHE N |, &4 DAG MEME N HRB, LA LER AWS
CLI. = Amazon S3 #2#|& L& DAGs BIEMINR, REBTAMEA Amazon S3 FiERF M dagsX
3% DAGs =58 AT Apache Airflow WL S#FEE TERBEHRIRED RN EFH Apache Airflow HI 25
R

Sections

TR

« THEHFRX

v2 RRAE T H AT

« DAGs /8 Amazon MWAA CLI S2 i T E 34704,

¥ DAG 43 £ £ %] Amazon S3

« 7£ Amazon MWAA 25| & FIEEERK DAGs SIHRER (E—R)

f£ Apache Airflow Ul EEFE X

- BETREATL?

FRZM

ERRAR LSRRz , EFEERUTERMA

R — 188 AWS Ik A ERBEE R T F I AEHRERN Amazon MWAAFull ConsoleAccess 1
B HEIREONR, AL, BHHITA ST ARFER Amazon MWAA ERE 15 RIS ERE PR E R
AWS &R,

« HRNR-MREFEL R NHEFEESTEERE Web IRSF 2R L RRMABM , NAFFIMREENE

BNEME Web REBIHENE. BEXEZEL |, i3 the section called “Apache Airflow 1/ ]
ER.

Amazon S3 BlE — A T F#EH DAGs B E LA Python fkHiINAY Amazon S3 4
frequirements. txt S MEE RN S LA HFREIF G AREES, plugins.zip

THEARK

ERFLIAE ( DAG ) EEA Python XHAHREN , ZXHF DAG WEHMENLARE, SBEUTH
m :
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« DAG E X,
- HRWMENZ1T DAG MEEZTHESHEER,
- EREFSETINFNZEERXR,

E7£ Amazon MWAA REHIZE 1T Apache Airflow £ & , BREZEN DAG EXEHEIE#EEFH dags
XK, filan, FEEPH DAG XHREREM TR

Example DAG X #3k

dags/
# dag_def.py

Amazon MWAA & 30 ¥ B S EFNE XX RM Amazon S3 77 #EE 2 E Amazon MWAA it
XREBFMIELERSEMN /usr/local/airflow/dags XX , NTRE Amazon S3 SR X4
BREW , TieX MR, # DAGs HILFE Apache Airflow B REFAIEE B TREE

#lo scheduler.dag_dir_list_interval WHBANBHWEXN DAGs HET —1 DAG LA EFEHH
FREXo

(® Note
BREFEEE DAG XX+ EE airflow.cfg BEXH. ZEALAMAmMazon MWAA 2§ &

ZE =21\ Apache Airflow BLE. BXEZELR , 21 £ Amazon MWAA E{EF Apache
Airflow it &%,

V2 ARETHAZL

- W8 CEF. EHNBITER. 8 DAGSS ABEUUREEL S#H MWAA plugins.zip £i§
E B EXiEH ETE Apache Airflow v1 1 Apache Airflow v2 Z B &% 4% 7 2&1t, #lan , , Apache
Airflow v1 B from airflow.contrib.hooks.aws_hook import AwsHook BEE XN
Apache Airflow v2 1y from airflow.providers.amazon.aws.hooks.base_aws import

AwsBaseHook, ETHMEZER , 5 (Apache Airflow ZZE18F) H# Python APl %,

DAGs f#H Amazon MWAA CLI 32 T B 4704

- WHITHRE (CL) AT EAEARMSE S Amazon MWAA 35,
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« CLI fEA#h#9% Docker BEEEH , LT Amazon MWAA £~ 5%, XA FEEZER Amazon
MWAA 2 BIiZ T4 4t Apache Airflow 38R FF & Fll i DAGs B 7 i@ 4 A,

« EJ=1T CLI , 5 aws-mwaa-local-runner E#Y GitHub,

& DAG % £4& %] Amazon S3

IEALAE A Amazon S3 #2#1& = AWS Command Line Interface (AWS CLI) £ DAG {18 L& ZI&H
Amazon S3 7. U THTRBREEEFNKB (.py) L15E Amazon S3 FERHPE R dags HIX
%,

A AWS CLI

AWS Command Line Interface (AWS CLI) @ —/MNFRIE |, AL EFEA G ST shell PRGBS E AWS
REH#ITRE, EXERATHNSR , BEEUTHRATERY

« AWS CLI — ZEIRA 2,
« AWS CLI — FARER Eaws configure,

EfEA L5 AWS CLI
1. TR RHIFIHATE Amazon S3 F64,

aws s3 1s

2. FEAUTHSHE Amazon S3 F#EBEFEASHREN HEMTHER,

aws s3 1s s3://YOUR_S3_BUCKET_NAME

3. LAT®HHH dag_def.py X L& % dags X#HK,

aws s3 cp dag_def.py s3://YOUR_S3_BUCKET_NAME/dags/

IR Amazon S3 FHBEHIEFFER N dags WXHR | NHHLEIER dags XHX |, A
A dag_def.py BIX 4 L& BIF X H4XK,
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£ Amazon S3 4|4

Amazon S3 24|82 —1MET Web Ul |, AFE0EFEE Amazon S3 PN ER. U THERE
®IBH—NE R DAGs I X #HFKdags.

EEH Amazon S3 25 L& | FHITUTRAE

1. £ Amazon MWAA #2#|& LT FIRE N H.

EFHIE,

£ S3 Y DAG R E K FiE#F S3 74k |, 1£ Amazon S3 24| & LT F& R,
1%$¥ dags XHXE,

HEE L,

.2 =27 Y| B

1%3#% dag_def.py WAMEIZAR |, %&F L%,

N o g M~ w b

£ Amazon MWAA 124148 EI8EEH DAGs XHRBE (F—X)

T SRRIZEEE Amazon S3 BHIEER N dags XHRHVER,

1. 7 Amazon MWAA #2&|& EITFIRE N H.

R EEITHIRE DAGs.

ERRE.

£ Amazon S3 FH) DAG RIBEE L |, iEBDAG XHRFEZHMRIK S3,.
i%#E dags XHXK,

TEFRIERE,

HEET . EFHR,

N o o bk~ W Db

f£ Apache Airflow Ul L EFE X

&% Apache Airflow

YREZETE AWS Identity and Access Management (IAM) A58 AWS ik F B9 Apache Airflow f 5 H
A SR B - S # MWAAWeb ServerAccesstX R BEEFYRHY Apache Airflow A R H,
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ZE 5[ Apache Airflow Ul , FHITEA T 84E

1. 7£ Amazon MWAA #2#|& EFTFRETE,
2. EEIIE,

3. 1E#EFTFF Airflow Ul,

BETRMAA?

« {E/ on EAR#NXIRA DAGs B E XIFEHM Python k¥ & GitHub, aws-mwaa-local-runner

ZREE AT

Amazon MWAA X35 Apache Airflow W EBHEESE , A FEMER BE L Apache Airflow 28
B, HEH. RRSEHED, ARNEFEA plugins. zip XHTE Amazon MWAA SREH R 3 Apache
Airflow BE XS R,

Bx

FOREM

THERRK

A EAEYE

B E a4 BR

- BENEHEFANKDRES

B E a4 =Bl

* 7 plugins.zip & A ¥ H B FE 1 =B

* 7 plugins.zip A H B FLE W 6

812 plugins.zip X #

« S 1 : /8 Amazon MWAA CLI SEA T Bt B E Vi
« B 2 : 8IE plugins.zip X ¥

L 1% plugins.zip ¥) Amazon S3

- £/ AWS CLI

« f£f Amazon S3 ##lA

ERE PR B E M

« 7£ Amazon MWAA #Z#|& L1 plugins.zip BIBEE (F—IX)
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« 7£ Amazon MWAA & E3E%E plugins.zip BYARZAR

+ plugins.zip &9 617~ 451

o ETRMHAL?

TERFAF
EXRRARLNSBRZH  EBELEUT &M,

o R — &1 AWS IKF AT EREEE AR FTIHMEBIREN Amazon MWAAFuIl ConsoleAccess 1A
A3 5 RERHIANPR . b |, SBEVIIT A B ST AFRE Amazon MWAA IR 1 8] & 89 B8 55 T A B9
AWS &R,

o HENR-MNREFZIHRINRFHEESTEEEE Web RSE5 L REMABIN , N ATERERENE
BRNEME Web RS BIHENER. BEXEZELR |, i3 the section called “Apache Airflow 1 ]
B,

« Amazon S3 Bt — AT 7B DAGs B E UEH A Python kB IHY Amazon S3 171&
frequirements. txt A4 EE R SE LA HFEME ARAES, plugins.zip

THEARK
EERERETEENEE , EATMEE

1. FEAR#|E plugins.zip X,
2. ¥ plugins.zip X# E4£%] Amazon S3 FHIF# .
3. 7 Amazon MWAA 12§l & a4 34 F R P 18 E I X AR,

(@ Note

MEXREEHXN plugins.zip ££ %] Amazon S3 Z## , NIEFEETE Amazon MWAA 13
HAELEEXHER. BREEZTRESE —IX

faT Bt o€ A 4R 4F

IE#N Apache Airflow XA FRR | {X7EY B Apache Airflow AR REN S EEHm G, TUERFEE
NRERE DAG RBB—EBMA /dags X #HXH,
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RAriEmE

MREZFHTRESABRENWERN , BRFEMIE /dags XHRFEFHFXGRF , MARRIE
plugins.zip X#Xm, £ Apache Airflow 2.x F , U EERTFIE Ul,

FRE , RROFEAEBIMA plugins. zip H. A UGEEZMEEE Amazon S3 /dags X TH
HEAIE , 7 Apache Airflow Bz 2 81 , XERBUUFEIZVER D EEA Amazon MWAA A2,

(® Note

/dags XHX= plugins.zip FEMKREXE XL Apache Airflow DAG 3 Y 34 BB AMTE
.airflowignore X#H5IH,

BE XAl

Apache Airflow WA EBHEER RAFE N X4 E $AIRFLOW_HOME/plugins 3 {4k H BN A
ABIBEERBIER O, EAFEFERBEN Apache Airflow IRERF, EH., ERBEHEAD, T
—TRMT AT AIFEFFEANRER XERO RS , URERK import B4 , XEFARET
plugins.zip FHI B F5EH,

BE @B FM ARG

£ /2 zhEAE |, Apache Airflow Scheduler 1 W orkers &£ E R IMENIEER AWS Fargate s L&
BENFEH , MitA, /usr/local/airflow/plugins/*

- BREW, BREW (E/*H ) EF & plugins.zip XHEWAR, a0, IR plugins.zip
‘@8 operators BRENME B F , NZB RERBERBBIHRERN /usr/local/airflow/
plugins/operators ¥,

o RDBRE, BRIMNBIUFER/NTF 1GB M plugins. zip X#. plugins.zip X#HX/PMEK | FFEH

Bt EIRERK. RE Amazon MWAA & BBREEREl plugins.zip XM KA/ , BUMREZEET
DHARRMKBIM , Fargate RS FEM HAZ R ERERRIRERS.

(® Note

*tF £ Apache Airflow v1.10.12 5 Apache Airflow v2.0.2 B9¥838 | Amazon MWAA &R &l
Apache Airflow Web fRS28 LR HILRE , HEAFT AT EREZE Web RS EH L RER\HR

Python &k #i31, M Apache Airflow v2.2.2 FF#5 , Amazon MWAA A LA E#:7E Web BRS5ER £
RHIH AR B
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BE N EH R

T—T A (Apache Airflow ZE158) HHREMCIERERUOMAMEER T L IHE,

£ plugins.zip F{E A E B R L0 R B

Apache Airflow v2
UTRBIERT Apache Airflow v2 F—NRARF B REMH plugins.zip X,
Example & PythonVirtualenvOperator plugins.zip Y B %

IR R BIE R T H PythonVirtualenvOperator B & MEHM plugins.zip XT3 Apache
Airflow 8% B E X # ¥ PythonVirtualenvOperator,

### virtual_python_plugin.py

Example plugins/virtual_python_plugin.py

BT RHIERT PythonVirtualenvOperator B & Xt

Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.

Permission is hereby granted, free of charge, to any person obtaining a copy of
this software and associated documentation files (the "Software"), to deal in
the Software without restriction, including without limitation the rights to
use, copy, modify, merge, publish, distribute, sublicense, and/or sell copies of
the Software, and to permit persons to whom the Software is furnished to do so.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS
FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR
COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER
IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN
CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

from airflow.plugins_manager import AirflowPlugin

import airflow.utils.python_virtualenv

from typing import List

def _generate_virtualenv_cmd(tmp_dir: str, python_bin: str, system_site_packages:
bool) -> List[str]:
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cmd = ['python3', '/usr/local/airflow/.local/lib/python3.7/site-packages/
virtualenv', tmp_dir]
if system_site_packages:
cmd.append('--system-site-packages')
if python_bin is not None:
cmd.append(f'--python={python_bin}"')
return cmd

airflow.utils.python_virtualenv._generate_virtualenv_cmd=_generate_virtualenv_cmd

class VirtualPythonPlugin(AirflowPlugin):
name = 'virtual_python_plugin'

Apache Airflow v1
UTRBIETRT Apache Airflow vi F—NRARFE B REMH plugins. zip X,
Example # & PythonVirtualenvOperator plugins.zip #J5FHE B %

LT RBIERT # PythonVirtualenvOperator B E Xl plugins.zip XA B 9 Apache
Airflow 1% B E X &4 PythonVirtualenvOperator.

### virtual_python_plugin.py

Example plugins/virtual_python_plugin.py

LT RHIERT PythonVirtualenvOperator B 7E X i # .

from airflow.plugins_manager import AirflowPlugin
from airflow.operators.python_operator import PythonVirtualenvOperator

def _generate_virtualenv_cmd(self, tmp_dir):
cmd = ['python3','/usr/local/airflow/.local/lib/python3.7/site-packages/
virtualenv', tmp_dir]
if self.system_site_packages:
cmd.append('--system-site-packages"')
if self.python_version is not None:
cmd.append('--python=python{}'.format(self.python_version))
return cmd
PythonVirtualenvOperator._generate_virtualenv_cmd=_generate_virtualenv_cmd

class EnvVarPlugin(AirflowPlugin):
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name = 'virtual_python_plugin'

£ plugins.zip F{E A E B R L0 R B

Apache Airflow v2

UTRBIERT — plugins.zip X# , EFEE hooks. operators ## 3k H FH Apache
Airflow v2 B sensors B,

Example Plugins.zip

__init__.py
my_airflow_plugin.py
hooks/

|-- __init__.py

| -- my_airflow_hook.py
operators/

|-- __init__.py

|-- my_airflow_operator.py
| -- hello_operator.py
sensors/

|-- __init__ .py

|-- my_airflow_sensor.py

LTFREIERT EHBEEXFE G DAG ( DAGs X4k ) S AEA,

Example dags/your_dag.py

from airflow import DAG

from datetime import datetime, timedelta

from operators.my_airflow_operator import MyOperator
from sensors.my_airflow_sensor import MySensor

from operators.hello_operator import HelloOperator

default_args = {
'owner': 'airflow',
'depends_on_past': False,
'start_date': datetime(2018, 1, 1),
'email_on_failure': False,
'email_on_retry': False,
'retries': 1,
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'retry_delay': timedelta(minutes=5),

}

with DAG('customdag',
max_active_runs=3,
schedule_interval="'@once',
default_args=default_args) as dag:

sens = MySensox(
task_id="'taskA'
)

op = MyOperatox(
task_id="'taskB',
my_field="'some text'

)

hello_task = HelloOperator(task_id='sample-task', name='foo_bar')

sens >> op >> hello_task

Example plugins/my_airflow_plugin.py

from airflow.plugins_manager import AirflowPlugin
from hooks.my_airflow_hook import *
from operators.my_airflow_operator import *
class PluginName(AirflowPlugin):
name = 'my_airflow_plugin'
hooks = [MyHook]

operators = [MyOperator]
sensors = [MySensor]

UTROIERT BENE G X HAIENERSAED,
Example hooks/my_airflow_hook.py

from airflow.hooks.base import BaseHook
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class MyHook(BaseHook):

def my_method(self):
print("Hello World")

Example sensors/my_airflow_sensor.py

from airflow.sensors.base import BaseSensorOperator
from airflow.utils.decorators import apply_defaults

class MySensor(BaseSensorOperator):

@apply_defaults
def __init__ (self,
*args,
**kwargs):
super(MySensor, self)._ init__ (*args, **kwargs)

def poke(self, context):
return True

Example operators/my_airflow_operator.py

from airflow.operators.bash import BaseOperator
from airflow.utils.decorators import apply_defaults
from hooks.my_airflow_hook import MyHook

class MyOperator(BaseOperator):

e@apply_defaults
def __init__ (self,
my_field,
*args,
**kwargs):
super(MyOperator, self).__init_ (*args, **kwargs)
self.my_field = my_field

def execute(self, context):
hook = MyHook( 'my_conn')
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hook .my_method()

Example operators/hello_operator.py

from airflow.models.baseoperator import BaseOperator
from airflow.utils.decorators import apply_defaults

class HelloOperator(BaseOperator):

@apply_defaults
def __init_ (
self,
name: str,
**kwargs) -> None:
super().__init_ (**kwargs)
self.name = name

def execute(self, context):
message = "Hello {}".format(self.name)
print(message)
return message

&BBEA Amazon MWAA CLI SEA T BN B E L EH PSR ITRIE , RFAIE plugins.zip

NHRFABESEER plugins BFERZMW, B0, cd plugins,

Apache Airflow v1

UTFRBIERT — plugins.zip X# , EFEE hooks, operators K# 34 H ZF Apache

Airflow v1.10.12 Y sensors B .

Example Plugins.zip

_init__.py
my_airflow_plugin.py
hooks/

|-- __init__.py

| -- my_airflow_hook.py
operators/

|-- __init__.py

|-- my_airflow_operator.py

| -- hello_operator.py
sensors/
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|-- __init__.py
| -- my_airflow_sensor.py

UTROIERT ERABENIEGH DAG ( DAGs XK ) HEVS AEA,

Example dags/your_dag.py

from airflow import DAG

from datetime import datetime, timedelta

from operators.my_operator import MyOperator

from sensors.my_sensor import MySensor

from operators.hello_operator import HelloOperator

default_args = {
'owner': 'airflow',
'depends_on_past': False,
'start_date': datetime(2018, 1, 1),
'email_on_failure': False,
'email_on_retry': False,
'retries': 1,
'retry_delay': timedelta(minutes=5),

with DAG('customdag',
max_active_runs=3,
schedule_interval="'@once',
default_args=default_args) as dag:

sens = MySensor(
task_id="'taskA'
)

op = MyOperator(
task_id="'taskB',
my_field="'some text'

)

hello_task = HelloOperator(task_id='sample-task', name='foo_bar')

sens >> op >> hello_task
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Example plugins/my_airflow_plugin.py

from airflow.plugins_manager import AirflowPlugin

from hooks.my_airflow_hook import *
from operators.my_airflow_operator import *
from utils.my_utils import *
class PluginName(AirflowPlugin):
name = 'my_airflow_plugin'
hooks = [MyHook]

operators = [MyOperator]
sensors = [MySensor]

UTFROIERT BELEHXHHARENERSAET,

Example hooks/my_airflow_hook.py

from airflow.hooks.base_hook import BaseHook

class MyHook(BaseHook):

def my_method(self):
print("Hello World")

Example sensors/my_airflow_sensor.py

from airflow.sensors.base_sensor_operator import BaseSensorOperator
from airflow.utils.decorators import apply_defaults

class MySensor(BaseSensorOperator):

@apply_defaults

def __init__ (self,
*args,
**kwargs):

super(MySensor, self)._ init__ (*args, **kwargs)

def poke(self, context):
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return True

Example operators/my_airflow_operator.py

from airflow.operators.bash_operator import BaseOperator
from airflow.utils.decorators import apply_defaults
from hooks.my_hook import MyHook

class MyOperator(BaseOperator):

@apply_defaults
def __init__ (self,
my_field,
*args,
**kwargs):
super(MyOperator, self)._ init_ (*args, **kwargs)
self.my_field = my_field

def execute(self, context):
hook = MyHook('my_conn')
hook .my_method()

Example operators/hello_operator.py

from airflow.models.baseoperator import BaseOperator
from airflow.utils.decorators import apply_defaults

class HelloOperator(BaseOperator):

@apply_defaults
def __init_ (
self,
name: str,
**kwargs) -> None:
super().__init_ (**kwargs)
self.name = name

def execute(self, context):
message = "Hello {}".format(self.name)
print(message)
return message
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REBEA Amazon MWAA CLI LA T ENE B E VEH PSR TERE | RELIE plugins.zip
XHERFGHNBESEE plugins BFRZMW. FlE0, cd plugins.

#I% plugins.zip X #
LT SBIERT BRAVEWAEAR 1B plugins.zip XHEH S,

S8 1 A Amazon MWAA CLI 35 T 8= B & U #F

« SEITSE (CL) SR TEAEAEH Amazon MWAA IR,

« CLI fEA#h#9% Docker BEEEH , LT Amazon MWAA £ 5%, XA FEEZE S Amazon
MWAA 2 BIiZ T4 4t Apache Airflow 38R FF & Fll i DAGs B 7 a4 FM A I,

1T CLI , i§Z@aws-mwaa-local-runner L& GitHub,

S 2 : 22 plugins.zip 34

B ERANERN ZIP FRESSATESEAHEM ZIP AT E (flf 7zip ) K61 .zip X,

(® Note
IR0 zip XHET , Windows BRERSEMANE zip SATEARELSRMFIXHR, BIMNEW

RIS plugins.zip MHFHRA , REE L& Amazon S3 7 , LBHREERNMEME
Fo

1. FEFEHRRAL Airflow $E4 B F, Bl :

myproject$ cd plugins

2. BIIATHSTUBRABTEETHITNR (X macOS M Linux ) o

plugins$ chmod -R 755 .

3. FARESAE plugins XHFXH,

plugins$ zip -r plugins.zip .
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4% plugins.zip %/ Amazon S3

& LAMEF Amazon S3 ##|& 8, AWS Command Line Interface (AWS CLI) fplugins.zipX# t
£ ZI&H Amazon S3 F .

A AWS CLI

AWS Command Line Interface (AWS CLI) @ —MNFRIE |, AILEFEA G HIT shell PS5 AWS
BREHTRE, EEREATHHNLR , EEEUTHREATRYE

« AWS CLI — REMRZE 2,
« AWS CLI — FARER Eaws configure,

EEA £ AWS CLI
1. ES@PRETET , SMEFMH plugins.zip XHHEF. Him :

cd plugins

2. LATRBIBEFTE Amazon S3 Z# .

aws s3 1s

3. FRAUTHTHH Amazon S3 EEFFESIREN SUHMTHR,
aws s3 1s s3://YOUR_S3_BUCKET_NAME
4. FERUTHSE plugins.zip X# L& FIERER Amazon S3 F .

aws s3 cp plugins.zip s3://YOUR_S3_BUCKET_NAME/plugins.zip

£/ Amazon S3 #4114
Amazon S3 Z#IAR2—NET Web Ul |, RAFELIRFEE Amazon S3 BHMEIR,
EfEH Amazon S3 B #lA L& |, BRITUTRE

1. 7£ Amazon MWAA #2#|& EFTFRETE,
2. ERIFE,

E4% plugins.zip % Amazon S3 184
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3. 7£ S3 1y DAG KIBE K HiL$F S3 FEEEEHE: , /£ Amazon S3 #2HI& LITF F .

4. GEFLELE

5. & RMXH

6. %32 plugins.zip BWAHEIA | &R Ei,

ERER LR B E Ll

AN FUALERE E1EE| Amazon S3 FEFEN B E @M , FERIERE plugins.zip XHHEEE |, H
EEXESH zip XHEE plugins.zip XHHIARZR

£ Amazon MWAA 2§ & L18E plugins.zip R (F—R)

MRIXREE R plugins. zip L& F| Amazon S3 FiE#E , MIEFEEE Amazon MWAA 2HI1& £
BEXHRE, ERAEETRLLTR K.

1. 7£ Amazon MWAA 2§ & E3TFF R HE,

EFHE,

ERRE.

£ Amazon S3 HH) DAG REBEE L | B4 X 4-EFBRELMR K S3,

1%£3$% Amazon S3 FEMR P M plugins.zip X,

ERIERE,

RET—F, EFHE,

N o o bk~ 0D

£ Amazon MWAA #4|& £ plugins.zip BIRRA

IR Amazon S3 TR L& plugins.zip WHFARAES , FBFEERE Amazon MWAA 2§14 £i5
% plugins.zip XHHIKRA,

1. 7 Amazon MWAA &I & E3TFIRETNE,

2. EFREHE,

3. ERRE.

4. 7£ Amazon S3 HHy DAG KBEHKH , N THHFRFPER plugins. zip BRZA,

5. &ET—%,
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plugins.zip &Y Al =451

- ETHNMRBE AN , 1§51 £ Apache Hive #l Hadoop #9 B E i@ H

- ETHNAEBENEYS , B35 EEX B E UEH PythonVirtualenvOperator o
- ETHOIIEBAENEN , BS6 £ Oracle EHIE A

- ETHRNAOIEBEIEMY , 1§35 the section called “E &t DAG HIBY X",

W

\

W

O

BT RMAAL?

« {E/ on EAR#NRIRA DAGs B E XIFEH M Python #k#i% R GitHub, aws-mwaa-local-runner

Z % Python ik #iI

Python K& 25 7E Amazon MWAA IRE AR Apache Airflow MRASZ 2/ Apache Airflow Bt iR %
P RTENEMEFSHKRITR. XEBNBEALTH S3 FEMTPHNrequirements. txt X4
1230 552 MWAA BB 2% Apache Airflow Python KBTI 25 3%,
RS
. EREMH
- ITHEFH
« Python AREiTUELR
« Python #k ¥tz & 1 K /NR I
+ B2 requirements.txt X
« S, 1 B Amazon MWAA CLI 3£ f T EJJIlis, Python AX$iIR
o HIR 2 : B3 requirements.txt

+ 4% requirements.txt £] Amazon S3
- £/ AWS CLI
« f£f Amazon S3 ##HA
o FEIRE R L L Python AKHIN
« 1£ Amazon MWAA #2#|& L3187 requirements.txt BIEEE ( F—R)
+ £ Amazon MWAA 2 & & E387E requirements.txt YR A
« BF requirements.ixt B BE&

plugins.zip & 5l 7=l 186
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- BETREAL?

FRF M

EERATNENSRZA , BREEERUTRNE

o R — 88 AWS kP A EREBEE R R T IHREIRERN Amazon MWAAFuUIl ConsoleAccess 1
B R EI R NR, oL | BT A EARA BN Amazon MWAA FRE T RIS INEFTERRN
AWS &R,

o HENR-MREEEH R LNREMEETREEZET Web RS2 L REMRBI , MM TEREHRENE
BNHEME Web BRE2BHENR, BXREZEL |, 1S the section called “Apache Airflow 1 1]
B,

- Amazon S3 BilE — AT F#EH DAGs B E LFEHA Python kA Amazon S3 74
frequirements. txtAHEE N EE LA HFEME ARAES, plugins.zip

THERRN

£ Amazon MWAA Lt | A LLZ & FTE Python KL , 572N requirements. txt X L&F|
Amazon S3 F# 1 , ARESRXEH X TE Amazon MWAA 24| & EIEEZXHRI A, Amazon
MWAA &7 pip3 install -r requirements.txt , BAE Apache Airflow it X2 FHMENTE
%12 £ 7&K Python KFIN,

BEEMRERIZIT Python KHI , BLT=4H :

1. TEAHBIZE requirements. txt X
2. fHA&H requirements.txt £ % Amazon S3 FHIEMEAE,
3. 7 Amazon MWAA #2#|& ENER X HF B 18 E I X R RR AR,

® Note

MRXZEEHRBE requirements. txt FFHE L E| Amazon S3 7EM , IEFER
Amazon MWAA #ZHl& LIEEENHRBE. ERBFETHELETR—R.
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Python k#8148

YRATLAM Python Package Index (PyPi.org). Python wheels (.wh1) 5 Python fk#i11 F Z % Apache
Airflow BN A BRI H AL Python K#IN , X LARFBIK B IR FRE PyPi /PEP-503 WA B # i FF L
FEEH Python fK#IN,

Python € %155 {u & M A /)N R

Apache Airflow E 28 M Worker 1 R &7 requirements.txt XH4HFERRHEI , ABREHREF
iz a8%%E /usr/local/airflow/.local/bin U &,

o K/NBRH, RMNBWFEH requirements. txt X4 , A5IAHAEXK/INF 1 GB BIE, Amazon
MWAA ZEELZENEMS |, IR LB EIREK. RE Amazon MWAA R B RER G R R/ E
RN BUNRTEET D RNREREI |, Fargate REFER HZHNRELRIBERS

£2 requirements.txt X4
LTREBRERT EAR I Z plugins.zip MR RINEBUMNSER,
£ 1 : 8 Amazon MWAA CLI B I BNz Python Ak I

« WRITHRE (CL) EAITAETEAME S Amazon MWAA IH3E,

o CLI EAX&##I%2 Docker BEEH , K {LLT Amazon MWAA £~ 81§, XA FEEIEE Amazon
MWAA 2Z BIiZ 1T At Apache Airflow ¥ ESRFF & FMid DAGs B & S i 4 F 4k 51

« EJZ1T CLI , i5Z&®aws-mwaa-local-runner LB GitHub,

$I] 2 : 8l requirements.txt

T—TNEWMFIE requirements. txt XHFIEE Python BFEZE5|HEY Python KT,

Apache Airflow v2

1. Aid, EBIE requirements. txt X428 , ERARAMEMEUKIEZFER
HIREAWEWBWAS., BiZ1T Amazon MWAA CLI SEAREF |, 2l LM, aws-mwaa-local-
runner GitHub

2. &% Apache Airflow 27 2# Extras, EEFIL ¥ MWAA £ Apache Airflow v2 Z3&H
HHaFIR , BRI LT DEH MW AA Ki#1i21T785, requirements. txt GitHub

Python KT BEIR 188
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3.

WIMAREFED, 7 requirements. txt XHIRZPH I Apache Airflow v2 FREERY L R 3
¥, Apache Airflow 4R X4 E T Apache Airflow & 75 B 7] F RV IR 1R F AR A,

M Apache Airflow v2.7.2 7738 , ERXH BB E—% --constraint FA, MRERREM
HREZM , Amazon MWAA FREBIEE —MIREY , LBREHERPIHAEFSSRIE
EEAH Apache Airflow fFRAFE R

EUTREIG , BAENRAEASE#R {environment-version} AR ASHEREN
Python A& {Python-version},

E 75 Apache Airflow SMEFR AR Python MRAS |, 25 Apache Airflow MR o

--constraint "https://raw.githubusercontent.com/apache/airflow/
constraints-{Airflow-version}/constraints-{Python-version}.txt"

MRARXHEE xyz==1.0 BEFESHEPNHEHEEFITFIHRE , WA THLEFTFHRENE
RZREFESF |, pip3 install HeakM. IREFAHAESRERK , W ALAE A S EM
BERFPEEFSA Apache Airflow E4 ( BERER. THFEEFH Web fRSR ) WEIRAE,
CloudWatch BX A EXBENWEZFE LR , 155 the section called “EF Airflow HE",

Apache Airflow 2F 8, RINFEF T ExtrasRERAK (==) XEBTHLEERERZERFRE
AT ERNEF .

apache-airflow[package-extra]==2.5.1

Python Ff. £ requirements.txt XHFRMEBFETEMMRAE (==), XBEETFHILEBES
RIF3R B PyPi.org B future E#f,

library == version

Example boto3 # psycopg2-binary

WRE A TFERE B, boto F psycopg2-binary FE2 &1 Apache Airflow v2 E Rtk % %%
|, TEX requirements. txt XH4HIEE,

boto3==1.17.54
boto==2.49.0
botocore==1.20.54
psycopg2-binary==2.8.6
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MEEENTZREMAE , N Amazon MWAA £ %% .org FERITRAHIPYPiE 8. LR
BEE% requirements. txt PN EMEFEHRE,

Apache Airflow v1

1. Ak, ERIZE requirements. txt X2 , MERAFRXFMEMEURIEFER
HIREAWEWBWAS., BEiZ1T Amazon MWAA CLI SRR |, 2l LM, aws-mwaa-local-
runner GitHub

2. && Apache Airflow F2F &/ Extras, £ -3.7.txt =2 & Apache Airflow v1.10.12 #9 7] F 544
‘@55, https://raw.githubusercontent.com/apache/ airflow/constraints-1.10.12/constraints

3. AIMARXMH. £ requirements.txt XHIREFHI Apache Airflow v2v1.10.12 F§4Y
R, MRARXHHEZ xyz==1.0 EFSEHRETNHMBEFITHRE , Ml pip3
install MFTEME LEFRBNERERRRAR,

--constraint "https://raw.githubusercontent.com/apache/airflow/
constraints-1.10.12/constraints-3.7.txt"

4. Apache Airflow v1.10.12 B2 F 8, 70 Airflow #2532 ExtrasHl Apache Airflow v1.10.12 kR4
(==)e XEBTFHLEREPLZEFRBERETTRNERFZ.

apache-airflow[package]==1.10.12
Example Secure Shell ( SSH )
UTFRHI requirements. txt X#HZ%&EH T Apache Airflow v1.10.12 B9 SSH,

apache-airflow[ssh]==1.10.12

5. Python ., £ requirements.txt XHHRMEFBBEMFRE (==), XBETFHIEED
RiFA3k B PyPi.org #9 future B,

library == version

Example Boto3

AT RHI requirements. txt X#HZREER T Apache Airflow v1.10.12 #J Boto3 B,
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boto3 == 1.17.4

WRBERNZRARA , N Amazon MWAA 2% 5% .org FRHFIRAHPYPIERF S, HEARATA]

BE58 requirements. txt PN EMEBFIHR,

E4% requirements.txt | Amazon S3

BT LA Amazon S3 ##1A 5 AWS Command Line Interface (AWS CLI)
fFrequirements. txt X #H L& EIEH Amazon S3 .

58 AWS CLI

AWS Command Line Interface (AWS CLI) @ —MNFRIE |, AILEFEA G HIT shell PS5 AWS

BSHITRE. BEXERATHNSR , BFEUTHBUTRS

« AWS CLI — RERZ 2,
« AWS CLI — fEARIEE Eaws configure,

EFH L& AWS CLI
1. WUTRHI5EFFE Amazon S3 FE @,

aws s3 1s

2. FEANUT@HFIH Amazon S3 F B &SI RH XA XHXK,

aws s3 1s s3://YOUR_S3_BUCKET_NAME

3. LAT&HH requirements. txt X# £ %) Amazon S3 F# .

aws s3 cp requirements.txt s3://YOUR_S3_BUCKET_NAME/requirements.txt

£ Amazon S3 4|4

Amazon S3 Z4|AR—1MNETF Web Ul , AT EIZEMEE Amazon S3 HH AR,

E4& requirements.txt Z Amazon S3

191
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EEM Amazon S3 2| & Lt | BHITUTRE

1. 7 Amazon MWAA &5 E3TFIRENHE,

ERRR,

£ S3 1Y DAG RIS E & HIL#F S3 7 4E#E , /£ Amazon S3 #2#I15 LT F& .
pyik= kN

by 1R s

E$E requirements. txt AMBEIAR | %R L&,

2 T

FERE R LTI Python KN

AFNBUALERE LEE Amazon S3 FEBIVAEIIL , 57ERIEE requirements.txt XHFHE R |
HEFREHIFIEE requirements.txt 3XHHI AR,

£ Amazon MWAA 2%l A E3ETE requirements. txt HEEE (F—X)

MRXZEBHROE requirements. txt HHFHE L& F Amazon S3 F##H , WAEFEE Amazon
MWAA 2§ & LIEEXHER, ZREFEZTRLESR X

1. 1 Amazon MWAA & & LT HE R E,

EERIR,

EERE.

£ Amazon S3 Y DAG RBBE#K L , EEERXH-TEFERZ DR K S3,

%32 Amazon S3 FEMEHH requirements. txt X,

EFRIERE,

ERT—%, ENHER,

N o g~ D

BRI U EREEREMB T RERATERF S,
£ Amazon MWAA 2 %15 EIEE requirements. txt FIMRZA

X1 Amazon S3 &R L1 requirements. txt BETARAAS , FBEETE Amazon MWAA 24l
B LI E requirements. txt XHHIIRA,

1. & Amazon MWAA ##|& E3TFERE T,
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2. EEHE,

3. ER&RE.

4. 1 Amazon S3 Y DAG RBBE#KH , NTHHIRAFIERE requirements. txt AR,

5. BEERT—%. EFfHE,

B EREERNEME LT RERFHERD,
BEIE requirements.txt WHE

B EFRE TEREHMNT dags XHXRMITXIFEFH Apache Airflow A&, U THZBRN B 1M
£ Amazon MWAA 24148 LTI HEFN BEE |, UWRIMAE Logs #4|& EEF Apache Airflow
H7&. CloudWatch

E&EE requirements.txt WHE , BHITUTERE

1. & Amazon MWAA #Z#I& E3TFIRE N H,

2. EFERE,

3. TELBERLEER Aiflow iTRIBFBEA.

4. EBHERPIERE requirements_install_ip B,

5. BRIZAEAE /usr/local/airflow/.local/bin EEIHREFLZENERFIYIR. Hl0

Collecting appdirs==1.4.4 (from -r /usr/local/airflow/.local/bin (line 1))
Downloading https://files.pythonhosted.org/
packages/3b/00/2344469e2084fb28kjdsfiuyweb47389789vxbmnbjhsdgf5463acd6cf5e3db69324/
appdirs-1.4.4-py2.py3-none-any.whl

Collecting astroid==2.4.2 (from -r /usr/local/airflow/.local/bin (line 2))

6. EEEFEIRUREFPEMEFSERESIETRBEIHER, NRHIEE , EUELFIRR
P TABRRER

2021-03-05T14:34:42.731-07:00

No matching distribution found for LibraryName==1.0.0 (from -r /usr/local/
airflow/.local/bin (line 4))

No matching distribution found for LibraryName==1.0.0 (from -r /usr/local/
airflow/.local/bin (line 4))
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BETRMEAA?

o £/ on FEARH#ENRREY DAGs B E LM H Python fk#i>x R GitHub, aws-mwaa-local-runner

i B&k Amazon S3 LB 4

AR EWMAE Amazon MWAA FRIEH) Amazon S3 T2 i@ 3T AR AT &1 | LUK M BR
DAG, plugins.zip = requirements.txt XHHLEK,

B %

. EREH

o RRZASIEFIBER
« ITHEHHR

« HiB& Amazon S3 L# DAG

o NEREEHBER “X 51K requirements.txt B plugins.zip

o MIBR“IEZFI” (281 ) B requirements.txt 3 plugins.zip R4S

- EAEmEABMERAAE IES A (SR ) BRA I B3 Ml BRI IS

« MiBER requirements.txt BT “3F 2 8"k A< I B 30 Ml BRAR 12 BY & a5 /B B 3K g = 45
o ETRMHAL?

FRF M

EEMAR LSRR zE , EFBEERUTEHNA

o R — &1 AWS IKF AT EREBEE AR T IHBEBIREN Amazon MWAAFuIl ConsoleAccess 1A
R FEIREERIANR . LA | BT A B SR AR Amazon MWAA BRIE 17 8] S& B9 TR 55 7T 8 FA B9
AWS %R,

o HENPR-NREEE G A RFHETBEEREE Web RS EE EREMRBI , AT EREENE
BLOHEMLE Web FRE SRR, BEXEZELR |, HS 1 the section called “Apache Airflow 7]
B,

« Amazon S3 BLE — A T 7 ZH DAGs B E LA Python kK IAY Amazon S3 74
frequirements. txt A4 EE N EE LA HFEME ARAES, plugins.zip
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https://github.com/aws/aws-mwaa-local-runner

Amazon Managed Workflows for Apache Airflow ArfEm

RS2 5 Bk

& Amazon S3 FEMERH M plugins.zip M requirements.txt E#HTHRAEZES, HXNREH
Amazon S3 FfE A2 &1 H B M Amazon S3 ZE A MR 4 ( HII0 plugins.zip ) B , ZXHFR
LWTLMBR, BHTE Amazon S3 EMIBRM4ET , LA ZXHHFEIR |, ZEIARR 404 ( RKEKE
R ) HBIRIBRFEXEN Ok X, Amazon S3 Frlt AMIBRFRIE. SEMEMITR—# , BIERIFIZR
wEEA (RNE ) MR ID 2= R,

FATE WE B BR SRR AR I BRAR 12 | LARRMK Amazon S3 R FRE A, BT MR IESH
BI” ( BARTEY ) SXHFRRAS | SRR (XL ) AP RRAS |, RS BR1Z AR A< A9 B BRAR1C

THERAR

Amazon MWAA S =+®4#X Amazon S3 F#Eiz1T—XRELBRIE, X5 Amazon S3 EEHEH
i BREY4EMM] DAG B2 B Fargate 2589 Airflow &%

REYH Amazon MWAA i B E X EHH Python kIR Fargate RESHZEFHHY Airflow BR

B, EREEH /G , plugins.zip M requirements.txt XHFALKEFT R, WREMBRT
requirements.txt =® plugins.zip XHWHBIRA , RETEXE N SR BRXH R AT RAMIE
MTEHME  MEFFEAK , ASR—FEIREE | FlFTEER {file} X4H {version} kR
w7,

i B&k Amazon S3 £HY DAG

DAG 34 (.py) & BMAR4E] | TTLAEEETE Amazon S3 #5&|A EMIBR. LA 554 R anfal i B
Amazon S3 #H# DAG.

EMIBR DAG , BHITUAT#RE

1. 7 Amazon MWAA &I & E3TFIRETNE,

EFHE,

£ S3 Y DAG I E K F i S3 Fik 4k | 7£ Amazon S3 24| & LT F@& R,
1%$E dags XX,

% DAG , RElER.

ERBRNR? T , BA delete,

BRI R o

N o o bk~ W Db

RAS 122 R 195
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® Note

Apache Airflow R & T 152 L# DAG 1217, & Apache Airflow H121T DAG f5 , Tie XHIR
A, ©ESREE Apache Airflow DAGs %5k |, B Z|E7E Apache Airflow {5 EL i BR
EMI Bk Apache Airflow ) DAG , HiEBREEZII T AL E MER" Z4H.

MIRE R ER “XY B8 requirements.txt 5 plugins.zip

B A, SREDEERMN plugins.zip = requirements.txt 5 EMFREFRIER |, (BRI EES DFRIXAN
BB, FELEE , TBEHER D B8 @ ZEXAR zip X

IBR“IEX BT ( 28I ) B requirements.txt B plugins.zip XA

£ Amazon MWAA Lt | Amazon S3 ZEF M requirements.txt # plugins.zip X#HZFR
Az, ZZU%"‘*EE'EéﬂﬂJF? Amazon S3 FEBFRIX L H | M AT RITR ( HlI0 plugins.zip ) K
HETMRA (121212) |, BIBRZMRAE , REBERXXH ( B ) RAHBIBRFR 12,

b T BAE Amazon S3 A EIMRATA IS A ( 54T ) IR ; BR  LHRBEANT LT
2 — BRI 712

. BRAXIRIE , B9 (Amazon S3 1) YN AIRAIRHI 17t 10 X R,

« BIBXRIEE , B9 (Amazon S3 ) 9N ARSI 17 b I X IR,

. EBBRBIBITIE , #2550 (Amazon S3#H) hHEBBIRITIE,

»

ER s AMMERAT A IES T ( L8/ ) MRAFH B 3Dl BRARiC

&R BN Amazon S3 FEBELE £ AR E , SMEE —EXBUSHER Amazon S3 FEEHHY
plugins.zip F requirements.txt XHFRFABE“IEHBI" ( &8 ) A |, HE BRI X RAVMIBRARIC
1. % Amazon MWAA 2§l & LT E N H,

2. EFERE,

3. 7 Amazon S3 #J DAG fX#BT , #%+& Amazon S3 Ffik @,

4, EFCIEREGEABAN,

BB “MEI"H requirements.txt  plugins.zip 196
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I BR requirements.txt FT & “IE ZH 81" RA FH B sh i BRFR 12 BY 4 an /B HA 58 BE 7= 451

AT RBIEBE i el 2 £ dn BHIAN | ZANPRE =+ XKBEKAMBR requirements.txt X4HIFRE“IE
LB AR A B EMBRFRIC

1. 1 Amazon MWAA & & LT HRE R E,

2. EFEIRE,

3. 1£ Amazon S3 ¥y DAG X% T , %&# Amazon S3 Ff##.

4. EFRCIELEaEHAN,

5. TEEABPMANZFF , 8 A Delete previous requirements.txt versions and
delete markers after thirty days.

6. TERIZD , ERER,

7. EEGEABMANRES | BRI BRI R FTA S5 BTRRAS M ERS 2 #Y B BRAR IS SR TR 0 B
15,

8. EXNRENEFMRAFHRES , €A 30,
9. ETHNRMIBRIRICH , LM BRI HIX RBIBRARIE , X RFE 30 REKAMER,

BT RAA 4 2

Ei¥H T 8 Amazon S3 MIBRFRIE |, EBES R E EMIERIFIC.
- ETHEX Amazon S3EMEAHNESER , BRI R,
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RAriEmE

o) % % 432

KIEENA T IBIE Amazon MWAA PRERRFTFER Amazon VPC MEiRE .

Sections
e XxF#& Amazon MWAA LEXX
Amazon MWAA E£H VPC &%

£ Amazon MWAA EEBE X RF 45 E Amazon VPC ¥ 2BV 15 10)

£ AFAE B AE Amazon VPC H8IEEMN VPC RF KR

£ Amazon MWAA +EEHR B2 K Amazon VPC &S

*F 7 Amazon MWAA _EEXH

Amazon VPC 5 &/ AWS Tk F= X B Y B2 L 45 Eiﬁi‘i%ﬁﬂﬁﬁ?ﬁigﬁmiﬁﬁﬁﬂﬂiﬁ

s, NEREHZZEMNBIRT BEWED. RN
BRI E B A Amazon VPC ERHi& .

Bx
« XEHAL?
« VPC Bt iR
- BYEBRM#ITAHEH
o AR BB M B FAE B
» Amazon VPC #]1 Apache Airflow 1 848 =X &9 7= 451 F 51

o R E BBM-FE Amazon VPC 4%
o AAFIHE BBRM-#E Amazon VPC 4%
o« AAWIHEBEBM-IAE Amazon VPC M 4%

Ri&
AL

A LA 7] BB M/ Amazon VPC M4,

RS
E ¥ Amazon MWAA IREFFENEE LN ER

KT B

198
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REEH

ToEH R BB A Amazon VPC M4,

XFTA?

TREAR T E# MWAA VPCs 3T Tk R,

Amazon VPC & Y

Amazon VPC ET=iH6IEHK =
BHKF,

—NEE/W AmazonVPC , Z B
N AWS Tk R LA E A a2
BT m AWS &R,

VPC Ehit iR e #hid

LR BIE Amazon MWAA %iﬁm‘ Amazon MWAA £1REE N IRIRIEEFEH Apache Airflow 7 [RIHE
NIREBE—FHAN VPC IR, XELRTR/ERIHEMEMLED (ENIs) , IPs E&H Amazon VPC
hEAFETRE, IEXERET ARG , FARFEIXE IPs KT SN KRBT THATREIEN
IR AR AWS BRS

T—TNFESEBEM AR RESHE Amazon VPC RFAZ I AR EFFEMN Amazon VPC &
i HE o

B B BRI 1T 2 R
ZIS

)

H&Q
\|m]

BN ERHNERN Amazon VPC EftigiE, BEELT VPC E/iRHE :

<

—NNVPC ££4 VPC 24 RYEMUP N , BUIRFIKAI EAAAD (A¥ ) MED (K ) R

"

- REZALIBE 5 MRE4H,
- REEMFABSIEERBSIABABAN,
- REUANMAFMERE (0.0.0.0/0) IBEHWEHAN,
ZEAXTATESI ARNGTHFERE. fl, (¥EE) mEHRESIAZEETRA
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- REATBUARBENIEE HTTPS i OB/ 443 # TCP 5w OS8HE 5432 Rt —SREFKE. Fi
m, (AE) REIAMTFRERD 5432 NELERE M (7% ) REAWLFRKD 443 LS4
il

« BMREBETM. 2B THRESTETE D BB MY B I B R KB T M,

- FEMNMRB TR, X, IR - BB[HIHE , Amazon MWAA FLATBUA 5 — Al XA RY
HMEHEFNBRER.

 XEFRHATNVTFFARNTHAXA, Fli0 us-east-1a, us-east-1b,
o FRATBEBETIEGHMY IP ik (EIP ) B3 NAT ®3x ( 2 NAT 3541 ) ,
- FRXMEE T EBMYETR 2 E [ 2 B Bk M M < f g B &
s ANRAEFM. XETFHRIESTSERERMM KX BN BRI REKNFM,
s FERIMEFN, X, MR-NBHFHIHKE , Amazon MWAA AT LA S — N AT RAXHH
IR EFTNRERESR.

« XEFRMANTARNAAXS, B0 us-east-1a, us-east-1b,
o XEFRATEBEE NAT 8F (FXEES ) HEEHE
o XEFRABECERMNMNKHER,
- MBIHRIEFIFIFR (ACL) NACL BE ( BIAFSHIELMN ) FRHFIN AL EERE,
- NACL %FE AUFIEREN AR (0.0.0.0/0).
« NACL XM BE—KRATFERE (0.0.0.0/0) B HIEHN,
- filtn , (#%F ) 76 ACLs.

« BN NAT FIX (20 NAT £61 ) o NAT RZBFFRENLE TR KA R E Internet EAE AWS
ARSS | SRS B B% E B SR

* NAT REXITEELEFM, (BIMEFHM—1 NAT BE. )
« NAT i& & LFNFEM IPv4 it (EIP) BB MNE TN,

- HEMMx, BEMMF Amazon VPC EE B HEBMFAE M AWS RS,
o BERR M x4 HUEEEE] Amazon VPC,

ToiE 1 [ B Bk W Y FAE R B
AP NEEEMERHANIFERN Amazon VPC EftigkE, BEELT VPC Efli%HE -

« —MNVPC ££4 VPC T2 4E RIHEMUB A , SUEHIKAI EHAD (A ) MHEO (K ) R

o

- RZULUEE 5 M RE4,

fim
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- REENTABSIEER S| ARALAN,
- REEXLTAFMERE (0.0.0.0/0) IEEHIEHN,
- REEXFAAFESIAANTNAERE, fln, (#E)EHEESIAZEARE

- REATLUERBEIEE HTTPS ik O3B E 443 M TCP W OSEE 5432 XKt —SRHITE, Bl
o, (A ) BREIASETT R O 5432 MR 2E RG] M ("% ) REAMETHRED 443 L 2E
=l

« BMRE TN, XETHRIESTSIEME BN MK/ EE H A& B R KRN F M,

- FERIMETN. XH , IR - BREIHE , Amazon MWAA FLATEL 55 — Nl B XA EY
HEHERNBRER.

« XEFRMBANUTAENATAXS, 0 us-east-1a, us-east-1b,
FRAAEEE VPC iR EEH R,
FRABEBE NAT RE (MXHEH ) WERAR , B FEBEBRMMX,
- MEZHRIEEIFIR (ACL) NACL EE ( BIAFSHIELMN ) FRRII AL B ERE
* NACL 4B AWFEREN AWAN (0.0.0.0/0).
« NACL XM EHELFMEREN HIEHAN (0.0.0.0/0),
- Bl , (#%F ) =6l ACLs.
o AiERER, AMERAREEAT VPC ABEREIARR,
o FibIRARDTEIE FRREK,

o ARibFRARSLTS A VPC hEAIEEBCHMEBHITEE, Hl0 , REEHIHE SR
Apache Airflow Web BRS588HY VPC #E O K inT R , NBHRAIHEBEE VPC KigTT K[, AWS
Client VPN

- BNIMBEFEANBI AWS RFH VPC KimT R , UREENLSEH MWAA IEM T E— AWS X
HAT D# VPC B Apache Airflow VPC &% R

- IMREFEANSIAWS IRFH VPC LinT S F Apache Airflow B VPC LimTr =, filn , (&%
%= ) VPC I® Ko

« VPC i R4 E 5 AWFAE DNS,

« VPC i R4 MEEBHRENHNILE FMK<EK,

o VPC i S AT SRINE N T4 HMBXEK,

- REFSNART RM VPC AinT SEREE N A FHRIFEFERN AWS RS, flon, (#EF)
RFFFAE AGBIN VPC i a K& R,

« Amazon S3 9 VPC i S KRB NEE R AT HRFEME, Fl , (#EE ) AFHREEEN
Amazon S3 ™ o< i = 3R B R Bl

VPC &tk b 201
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Amazon VPC 1 Apache Airflow i 8] 18 =X, &9 7= 51 F 4

RIS B Amazon VPC FREZIHRINFRRAS , URERFE Amazon MWAA #2#1& Ei%FEH Apache
Airflow Web BRS528 1A B,

AIFG R BB W-$T8 Amazon VPC M4

MREFRHALARFE VPC PRI ERN , HEEHFERAF B EBKRMIGR Apache Airflow Web RS
25, BIITUUTRE

1. RIEFHEIEEBRMAE Amazon VPC B4,
2. A Apache Airflow Web RE 2R EIEEF ABEMEF RIERNWIFE,

3. RIMWEI : RIMEBUER AWS CloudFormation R3E A [ T4 4k kB 8t 6122 Amazon VPC EAHi&
#&. Amazon S3 Ei&M#EF Amazon MWAA M8, ETHEZEL | ESE Amazon MWAA B IR
EAHRER,

MRF[ALAFE VPC RiFRIERN |, HBEEHEE VPC APRFIE Apache Airflow Web BRSS 858
AP, BRITUTERE
1. SIETHREBRMNA Amazon VPC R4,
2. RIE—FH% , BFMiTENISE Apache Airflow Web BRSSE3#) VPC 0O M.
3. 79 Apache Airflow Web fRGZEIZ EB/FE MK A RIERX W IRE,
4. FRINOEI :
a. EANEBWEAFH Amazon MWAA B H| AL ARRYIEDT— : £ Amazon MWAA 2 4|& 6%
VPC M & AWS CloudFormation %1k, %I = : 8|2 7158 BB M A Amazon VPC M 4&

b. TMBWIEHEAEE AWS Client VPN F & Apache Airflow Web BRSS 258915 R R . %
2 FAREMEMEIERXER AWS Client VPN

ARG R BB M-8 Amazon VPC M4
MBHRALRTRIEFE VPC FifRI B :

1. BIBZEEBRMIGENERN Amazon VPC M4,

2. SIE—#H% , BT MNitEHLiEE Apache Airflow Web BRS2589 VPC £ 0% =,
3. NENHREFERNEST AWS RS 612 VPC KiRT .

4. 7 Apache Airflow Web R85 8122 EGFE MK RIERWIRE,

Amazon VPC 1 Apache Airflow 15 [a]#& =X #9 7= 451 3 451 202
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5. BRIWEIL :

a. BRAIENEEAZ AWS CloudFormation ARSI T %15 R BB MY Amazon VPC , 37
Amazon MWAA EEH ARSI AWS BRSEIE VPC KinT R, &M= : SIEF I BB 1A
B8 Amazon VPC M 4§

b. TMBWIEHPEAEE AWS Client VPN F#&H Apache Airflow Web BRSS 258915 R R. %
2 EAEREFE M B AWS Client VPN

AARFIF R BEEM-IIAH Amazon VPC M 4%

MBHRALAARGFE VPC RHiFRIERMN , FEALCKLWEMENTEHR EBEME Amazon VPC W
%

1. RENKREFEFNSI AWS RS IE VPC KisT &
2. A Apache Airflow 12 VPC %=,
3. BIE—#% , BT MNitEHLiEE Apache Airflow Web BRE25H9 VPC £ 0% =,
4. 73 Apache Airflow Web RS2 0IZEBF B MEHFRIERNWIRE,
5 BN :
a. BATENAIZEHIEE Amazon MWAA ERAKNET AWS RFATEMN VPC RinT R , URE

Apache Airflow FfERK VPC LiwT K. FEAFBERBETE Amazon VPC FEIEFTER VPC
PR 55 i =

b. TMBWIEHPEAEE AWS Client VPN F#&H Apache Airflow Web BRSS 258915 R PR . %
2 EAEREFNE M ERER AWS Client VPN

Amazon MWAA £ VPC &%

ETINBATRF Amazon MWAA R38R Amazon VPC AU RIX LA GFENEE,

zE
. REMER

- MEiFRIEEE SR (ACLs)
( #%= ) =l ACLs

VPC £% 203
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- (#EF)mERRBSIAREARS
o (W% REIATRIG RN O 5432 &4 4 R
o (%) BREIAMIEMEO 443 WL £A R
« VPC it SRR ({(XFRFAEERH )
s (H#F) ATFABEABERMN VPC in K K # R
o (H#EF) AVFIHREEEN Amazon S3 MK i SR B R

Rig
NERH

AT LAiG R EBX MY Amazon VPC R4,
B

ToEH R BB A Amazon VPC W4,

Z 2B
ZEAMIGRRH TR (ACLs) 1R T A LIEERANZHIE 7 M AEH Amazon VPC KAIH M £%
RENT E.
o BHHFMBMEREATUBEIL AR ZEFISI&K (ACLs) #H1TEEl, BRFE—NACL, AHAURESZA
HE R AR ACL,
o BHEAIHMEREATLAH Amazon VPC T2 A 26|, BUUESIMNMEHRFEA—IEI I LTL24E,

o HEHEHIHWMERELTLUET VPC SR #H TS, MRFALFARFE Amazon VPC
HREKFN , HESERNETEFEEBEN Amazon VPC M4 , MIFEER AWS VPC i L7
Apache Airflow VPC i 5. #E — 4 VPC im /R B

P 45175 [R] #2651l &% (ACLs)

ﬂ%ﬁl‘ﬂ?’“%ﬂﬁﬂi (ACL) ATLAER (BIAFRELAN ) FREIAURMELIETRE. ACL RE
KA, XEWRELNEIR, BEEEAEMBERN, ©RATEE VPC M4 H 2 MK FIR H A
%l)lb%;&ﬂo

Rig 204
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£/ Amazon VPC #E8 A FFME AEMB I HREMNERIA ACL, B LU REZRIA ACL FN |, tha] LAAY
BEEN ACL HEHEMMBEIFM, — N FREFEMEHRERBEERE — ACL , BE—/ ACL FJLUE#EZF|
ENTM,

( #% ) =Bl ACLs

LR RBEREY A MM H 35 ACL AL, AT A TEA L BB FIEHER Amazon VPC,

AN 4w 5 RE il i O 38 IR SRVF/IEL
100 FRE IPv4 R 2% il 0.0.0.0/0 fiF
%
* FRE IPv4 i £ ! 0.0.0.0/0 e
%
VPC &4

VPC ZEBTENBIGIK | ATFEH ARSI RARUSAM. TLARAREY B
AV ASSEEN | AR TEE, CATER VPC MEH R MSEEIE AN MR RS

£ Amazon VPC #E —1MNEIANZS4H, BRIABRAT , BeRBAWEMAN, EE—FATMEHERE
B HEMN, BRI LURBERINZSEAMN | v LASIE B ENZ A HNFEM INE Amazon VPC, T
Amazon MWAA L | SEEFRE AR B IEHN | BMEE NAT Rx L5ISRE,

(#% ) R EE A5 AEEA R

UTREEROAUZEAAN , FAFERALBRBANLEIRER Amazon VPC NFATERE., 445l
FHR2ELMN B CIEERBSI AR,

RE 17138 R SRIR

FIERE All i sg-0909e8
e81919/-
group my-
mwaa-vpc-
security
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BLTRRAIERT HRREHAMN,

i) 73 RRE KR
FrERE All =& 0.0.0.0/0

( ATk ) FREIA VLGRS O 5432 By &2 4 R4l
UTRBIERT ASEZEAMN | XLEHN A FRER Amazon Aurora PostgreSQL st BB IR EE
( B Amazon MWAA #8E ) £ix 0 5432 LEMAPTE HTTPS K&,

@ Note
MRGEFRER AN RERE , MEERNS —FANARFIRO 443 LR TCP R E.

RE /30N ¥ 038 E RIER KR

BENX TCP TCP 5432 BENX sg-0909e8
e81919/-
group my-
mwaa-vpc-
security

( FIiE ) BREIAVETEIR O 443 R £ 4H R

T RHIERT 21F Apache Airflow Web BRS5E81% 0 443 LFTE TCP REM AL EAHFN,

RE 7 ¥ A SE RRE SRIR

HTTPS TCP 443 BEMN sg-0909e8
e81919/-
group my-
mwaa-vpc-
security

VPC &4 206



Amazon Managed Workflows for Apache Airflow ArfEm

VPC s SR EE ( XFRFAERKH )

VPC 7T & (AWS PrivateLink) REERSIMNENFAE FMiH R AWS k. VPC i S K EE 2 —
IAM BRRRE |, BRI LU EMME VPC MXxHFEORS. AFNAETAD VPC ii S VPC ik R BEFT
FHR R,

BMNEWHEZHN B VPC KT REAATFTEILRME AWS BRFH VPC #OKIET QX
B, FXNERENMITAERIRE AWS NR,

(#EF ) AFEFIBEABRS VPC ik 2 R EE R A5

NFERAFLERHAN Amazon VPC , L FRAIERT A VPC # Ok S EKHE,

{
"Statement": [
{
"Action": "*",
"Effect": "Allow",
"Resource": "*",
"Principal": "*"
}
]
}

( HE ) AT HRIEEESN Amazon S3 Bk i 55K B R4

AT RBIER— VPC MRim K , X FERAFAEREBELN Amazon VPC , ©EMH 73X Amazon
ECR 21EFTEM Amazon S3 FEMEBEHITHRINR. BR T FM# B X4 DAGs MM F#AEN |
HEEIXFEFRER R/ Amazon ECR B &,

{
"Statement": [
{
"Sid": "Access-to-specific-bucket-only",
"Principal": "*",
"Action": [
"s3:GetObject"

1,
"Effect": "Allow",
"Resource": ["arn:aws:s3:::prod-region-starport-layer-bucket/*"]
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]
}

£ Amazon MWAA EEEX RS 4EFE Amazon VPC w2 BV 15 (7]

£/ VPC &iH17 = (AWS PrivateLink) , & AWS TEEBRMMK, NAT i&%&. VPN =5 X IEAEED
&N VPC EREEH FHRSHTAZRERE, XELARTRIKETT BRESETHNELIE
% , RTFERK VPC FHEAIS AWS RS 2 B#TEE. RN é”EE Amazon MWAA &I # VPC
R, R IRELE Amazon MWAA LR TRERNBKZGRER |, ENE T W4F5 R Apache Airflow
Web EE“%%E’J VPC % &,

Bx
- EM
« VPC i SR
- NERZHEER
- HERZHEER
- {FEREM AWS BREHRER
- £/ VPC i &
« 7£ Amazon VPC #Z4l&Hh&EEF
« 1A%l Apache Airflow Web BRS58 R H VPC xS EYFAE IP ik
- 1518 Apache Airflow Web fRS5 888 VPC iR (FAEMLIAM )
« {8 AWS Client VPN
« A Linux 82 F#
- ERAAEGERE (ER)

EM

« AWS PrivateLink EH

VPC im 28R

M IRB|Z2 Amazon MWAA IR3ERT | Amazon MWAA @R IREE —RFEAD VPC IR a, XK =
ERAEMEMNEED (ENIs) , IPs 2K Amazon VPC FEGREINEE, f@EXLE %i TRE, [

RAEXLE IPs LinT REVREF AL TRATT B IENRRERNEN AWS BRSS

EE VPC iR 1A[H 208
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NEMEZIHRER

WRIEA Apache Airflow Web RFERIER T 2AERMKZIFREN |, NIRNZRENET BB AFEEH,

« Amazon MWAA 3 Amazon Aurora PostgreSQL TTHIELHIEFE LR VPC DR, KRTRARHE
MR B ENAEFROTAXFCIEN , H A FHM AWS 1K,

« RF , Amazon MWAA & FFEFRFH IP it ETEORKS. X EEXEM Amazon VPC #
BNTHRXEE—N IP BERESKE,

FBEM Y RE

WRIES Apache Airflow Web BRFEFERE TRAEMEZHRERN |, NINEFREFE Amazon VPC WFA
REH,

« Amazon MWAA 73 Apache Airflow Web fRS5E 812 —/ VPC #Oiw< , 7 Amazon Aurora
PostgreSQL THEHFEEFVEEORS, KRV AREMRAFEZNAEFFNTAXPIEY |,
Biws FHM AWS IKF,

« RIS , Amazon MWAA £ FREFM S IP it EDENRS. X BEXIEMN Amazon VPC By
BNTAXYE - IP WERESREK.

EAE M AWS BRSSHIR

EOLIRT S AWS Identity and Access Management (IAM) F {E A BRI R T A BREREH
EFTA AWS RIRHINR, BEANTESAES AWS RS , BTRSEHSEREFEARENHITA
BERENR. ERMNER , FZH Amazon MWAA HITAE,

MRS Apache Airflow Web FRFESIEIZE TAEMEZHRER |, NEXLME VPC mRUKREP RTFE
M SRR, ETHEEZEL |, B2 the section called “VPC i SR EE (NPRFAEEEH ) 7

B VPC &=

AT N B UM ESF Amazon MWAA BIEH VPC ImR , AR AR 5 Apache Airflow VPC i S I FAH
IP Hb ik,

£ Amazon VPC #2#IAHER

T—HWERTHNAEE Amazon MWAA BIEH ( &1 ) VPCiImR , AR ATsE 2 RIZ M EM VPC ik =
( IR IEFE Amazon VPC REARLERH ) .

ERE M AWS RS HI R 209
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EEER (81) VPCIwR , THITUTRE

1. 3TF Amazon VPC Z#I& 1 im =l Ho
2. R AWS XEE R E RSN X,

3. ﬂﬂ%“"’ﬁ: Amazon VPC HR{ERAFAERHE , MR EFIH Amazon MWAA BIZR ( &4 ) VPC #0
mR , URETRE D IENEM VPC KR

EiFATHRERALEEABAMN Amazon VPC FREM VPC RS IR R |, ES W £HAFLEEHBEE Amazon
VPC # el FrER VPC RS Iw =

1R %l Apache Airflow Web B2 KRH VPC s S FAE IP Hbik
LTSRN A 3R Apache Airflow Web RS2 ENBRE VPC #Nwm S REFE IP ik,

1. fEALLT AWS Command Line Interface (AWS CLI) a5 54 % Apache Airflow Web ARS525 89 E 41
Fo

aws mwaa get-environment --name YOUR_ENVIRONMENT_NAME --query
'Environment.WebserverUrl'

R ERRCM TR ROAS :
""99aa9%99aa-55aa-44al-a91f-f4552cf4e2f5-vpce.cl@.us-west-2.airflow.amazonaws.com"
2. WE—ANETHmEPRENENREZIT dg v, Hlu:

dig CNAME +short 99aa99aa-55aa-44al-a91f-f4552cf4e2f5-vpce.cl@.us-
west-2.airflow.amazonaws.com

BNEFRCMTENAIRONA

vpce-0699aa333a0a0ad-bf90xjtr.vpce-svc-00bb7c2ca2213bc37.us-
west-2.vpce.amazonaws.com.

3. fEALLT AWS Command Line Interface (AWS CLI) ss S & E— NS HIE N FIRER VPC £
% = DNS &%, 5l

aws ec2 describe-vpc-endpoints | grep vpce-0699aa333a0a0ad-bf90xjtr.vpce-
svc-00bb7c2ca2213bc37.us-west-2.vpce.amazonaws.com.
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FBNEFRCMTENARONA

"DnsName": "vpce-066777a0a0ad-bf90xjtr.vpce-svc-00bb7c2ca2213bc37.us-
west-2.vpce.amazonaws.com",

4. 3t Apache Airflow £#H1E R HE VPC %R DNS & #E1T nslookup = dig e S AR 3K IP Hbit,
-

dig +short YOUR_AIRFLOW_HOST_NAME YOUR_AIRFLOW_VPC_ENDPOINT_DNS

FBNEFRCMTENARONA

192.0.5.1
192.0.6.1

518 Apache Airflow Web fR$5258Y VPC i ( FAEM L& iF R )

WMRIES Apache Airflow Web FRFESEE TRAEMEZHEER , NFEZ R E —FYLHISKIG1E Apache
Airflow Web RS20 VPC #EOw SR, M FXERR , BIIENUEHE Amazon MWAA FHREHERERY
Amazon VPC, VPC £ A FMFE FM,

£ AWS Client VPN

AWS Client VPN 2 —HE T EFIRIEE VPN RS , AL ER e iGRA MR R AWS ZRHM
BiFR. EMEM OpenVPN FFimMEAI BERHEL £/ TLS E#,

ERINE LR Amazon MWAA HRERELE R Fim VPN @ #i#E : FRBEAEMNEIHE R AWS
Client VPN,

£ Linux 22 3%

BR2FN 2RSSR HENWREHMABHE ( HlOMNITENEZT EBRRM ) iHRFAE LRI
BRo Linux RHIUTFLEFRH , BINRET —1MNZ24d , ZZRE2HAATNEZEIZTEL2TINER
Amazon EC2 EHIMyZ £ A # 1T SSH 5,

RATEWIRE Amazon MWAA #HIEXREE Linux B2 FH : %2 : £ Linux E2FHEELEMNE
T 18] B PR 6

7 Apache Airflow Web BRS5888 VPC i = ( FAE MK LR ) 211
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ERAMEEES (SR)
T—HERTNATNAERFAESIEEMENRE,

1. B#d, BEEFEHIEME Apache Airflow Web BRSERH VPC EOHSHNAE P it f B #5
B, RINBILCHHANFAE IP it BEENIMER , RAREA—N2BRETAM, B[R
BFE IP W EZELR |, S the section called “IR 5 Apache Airflow Web fR$E8 R H VPC
R NFAE P ik,

2. RERE, RMNBWEEREHIRERFER 200 M 302 RSB, &N , IR Apache Airflow Web
BRS525H9 VPC iR Mm B 7 302 Redirect £5i% , N BFRATRES AR IC RIE TR T,
3. HTTPS {2, HEE% Apache Airflow Web IRE &1 Bizik O, Bt :

7/ % O
HTTPS 443

4. ACM #igi&. MREFEHKE SSL/TLS iE$ AWS Certificate Manager , W B E R f1 #5259
HTTPS {25 8128 — Mg,

5. ACMIEHXE, MREEFRKE SSL/TLS iE+ AWS Certificate Manager , N5 E i L& F|
SEHINEHRRMN AWS Xig, Flm :

Example B F&IF P X i

aws acm import-certificate --certificate fileb://Certificate.pem --certificate-
chain fileb://CertificateChain.pem --private-key fileb://PrivateKey.pem --
region us-west-2

FEAFMERHBTE Amazon VPC F8IEFERN VPC REiE A

T EBM T EIA Amazon VPC MEEEH I VPC BRZE#4S ( AWS PrivateLink ) A2

Amazon MWAA L/ Apache Airflow. ZRITST4E T Amazon MWAA ERH AWS RS TER VPC
LIRTT . Apache Airflow FTER VPC KiaT R , AR NAFEAFERBELE VPC KixT R FH
EEIMELIE VPC,

ERS
© Ef
. B4 FIFAE BE B
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RriEmE

. (XFE)VPCiIHR
HEZEFERN VPC iR
« AWS [RBFTEMN VPC Kiw T R
« Apache Airflow FrEER VPC s R
« (A% ) 3 Amazon S3 VPC 0w S8 AFAE IP it
+ 5/ Route 53
« VPCs £ BE X DNS

EM

« AWS PrivateLink E#

IEMENFARERH

Private Web Server Option

Service VPC (single tenant)

Web S
evpggver . Load Balancing Airflow Web Servers
1AM

s

!
B

Amazon CloudWatch Amazon Simple Amazon Simple
Storage Service (S3) Queue Service

AWS Key
Management Service

N\

AWS Secrets Manager

FHEM K EEXFHE Apache Airflow Ul BIIXBRBR &3 Amazon VPC A B3R E A RIFAE IAM KRS

WAE,

EH
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BIZEEFAE Web RS2 RN RAVIRERT , AT AKEIIIT B2 Python Wheel 42 (.whl)
i, ARG requirements.txt F5/A .whl, XA Wheel 3T @MELREKBTNIEA , 5
514 A Python wheel & IB{K BN,

TERERTE Amazon MWAA 2§15 EBRE o] LR B FAE M &R0,

Web server access | Info

O Private network (No internet access)
Additional setup required. Your Airflow Ul can only be accessed by secure login behind your VPC. Choose this option if your Airflow Ul is only accessed within a corporate
network and you do not require a public repository for webserver requirements installation. IAM must be used to handle user authentication.

O Public network (Internet accessible)
Your Airflow Ul can be accessed by secure login over the Internet. Choose this option if your Airflow Ul is accessed outside of a corporate network. IAM must be used to
handle user authentication.

- MAEH. ZEEBKMIEEA Amazon VPC 2% VPC AHIMERE, ATURIRENIT D VPC
TEBEERMN , FEENIREANEN AWS RFSMEE VPC LixTT R , Apache Airflow FE
BERT S MWAA S5V T B — AWS XE I Si# VPC .

(%% ) VPC im =

T—THERTIZEHBERMA Amazon VPC FTiER VPC inR. BHIH T I S#EH MWAA ARSI
AWS BREH VPC KixT = , 2% Apache Airflow FTER VPC LiwT =

com.amazonaws.YOUR_REGION.s3
com.amazonaws.YOUR_REGION.monitoring
com.amazonaws . YOUR_REGION.logs
com.amazonaws.YOUR_REGION.sqs
com.amazonaws . YOUR_REGION.kms

(® Note
A Transit Gateway SIE A E R EEZEEE AWS APl LinT SR AR |, RMNBWE
FELT BRE 50 AWS PrivateLink ) Amazon MWAA #A. 8 F M :
* Amazon S3
* Amazon SQS
CloudWatch B&

CloudWatch ¥g#5
AWS KMS ( InER5&ERA )

( %E ) VPC = 214
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XA RER Amazon MWAA IREEEB R B EXERSHTERE L TFEL LS

MEBRE K MNMEERE MMMt

EEFEN VPC im R

B NBRAERFAERBN Amazon VPC EEFTER VPC IR T R,

AWS BRSFRER VPC LiRTI K

UTEH7ERTRIMBEEAN AWS REH VPC LinTi RIEEE|IE Amazon VPC HE R,
 VPC in RIEZEIFREFH

1. $TFF Amazon VPC I8 H ik < 7T Ho

2. fEA AWS XiFiEF %A X,

3. #IZ Amazon S3 MXiE =
a. ERBIFR
b. EERBEMMESRXBFERAXETFERF , BA:.s3, RIFKRBE LW Enter,
c. BANBWAMXERERIHOESHS

f5lzn , com.amazonaws.us-west-2.s3 amazon Gateway
d. 7 VPC Hi&#EIHERY Amazon VPC,

e. BREBFTNUTARTAXHNMAMREFN , HBEIEESA DNS EMKRERAZLE

DNS.

EIRINEM Amazon VPC Z£ 4,
g. EXRBPERT2IHRENR,

h. EESIEKS,

4. 73 CloudWatch BEBIEBLIHT K -

—h

a. ERSIEKS.
b. EEREMRESEBFERNARFES , A .1logs , AFEREE LK Enter,
c. EBRRFIHS

d. 7 VPC Hi&#EIRER Amazon VPC,

EEFTHRER VPC IR

215


https://console.aws.amazon.com/vpc/home#Endpoints:sort=vpcEndpointType

Amazon Managed Workflows for Apache Airflow ArfEm

BREETNTAETARNRNLEFN , H/EAE A DNS &,
EFRIFER Amazon VPC Z2 4,

TER M P IE R T2 T RINER,

EFOEIR R

5. #lZHBT CloudWatch i AKiHET

EFOEIR R

ERBEMRERRIBFEENATERES , A .monitoring , AFZEHE LM Enter,
ERRS IR

£ VPC HIEEHIRERY Amazon VPC,

BREETNTAETARNANMNLE TN , H/EHE A DNS &7,

EFRIFER Amazon VPC T2 4,

R IERE T2 T RN R,

ER AR R

6. N Amazon SQS f#|ZEix = :

ER AR R

ERBEMRAFIERABFERXAFZEY , A sqs , RAFEEE LK Enter,
IR S R R o

£ VPC HiEFEHFER Amazon VPC,
BREETNTAETARNAENLEFN , H/EHAE A DNS &,
EFRIFER Amazon VPC Z2 4,

RGP IEFE T LT RN R,

R R

7. ARTHRGIELERET R AWS KMS :

a. EFRABIHR.
b. EEREMMESRIBFERIAFES , A .kns , RAFEREE LM Enter,
c. BEERERFIHR.
d. 7 VPC Fi&EIFER Amazon VPC,
e. T@ﬁiﬁ#?ﬁ?’fﬂ—lﬁl XHHmNEFM , HEAEA DNS &%,
R Vi 1 216

ﬁ&ﬂ;iﬁﬂﬁ Amazon VPC &£ 4,
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RAriEmE

g.
h.

HRBEPIERT 2 RNR,
prid=gnlfe DT Jous

Apache Airflow FrEERY VPC Ui =<

T —TE R T4 Apache Airflow B VPC i RIEZZIIME Amazon VPC HIF IR,

™ VPC i RQEZERRBFFH

1. $TFF Amazon VPC Z#I & H ik < T Ho
2. A AWS XEEZREREFEHNXE,
3. 9 Apache Airflow API 17225 = :

a o T o

o

—h

o o

o o

g.
h.

bzl e g

EREMHESIRIBFERXAFES , A .airflow.api , RGEREE LW Enter,
IEEBR S Um R o

£ VPC HiEEHER Amazon VPC,

BRERETNUTAETARNHEANLEFN , H/EAE A DNS &,

EFRIFER Amazon VPC Z2 4,

R IERE T2 T RN R,

R B R R,

1 Apache Airflow MERIEE —MNj S

g2l FE A SN

EREMMESEXBFREXAFTET , B A airflow.env , RFZREE LM Enter,
IERIRSS IR R o

£ VPC FiEEHFER Amazon VPC,

BRERTNTAEITAXNANLAE FM , H /5 KA DNS &,

EFIFER Amazon VPC T2 4,

TR PIEFE T2 T R R,

EFAIEIR R,

5. 9 Apache Airflow 2{EBIZEE MK R

a.

it elbe DR

EEFTHRER VPC IR
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b. EEREMBESIEXBFERIAFEH , A .airflow.ops , REEEE LK Enter,
c. EERFWHRo
d. % VPC Fi&EIRER Amazon VPC,
e. BREFETNUTAETARNHEMLE TN , H/EHEA DNS &,
f.  EEBIEH Amazon VPC T2 4,
g. HERBPEFEZT2HENR,
h. EFEEKR.

( ATi% ) W Amazon S3 VPC #0004 S E AFAE IP it

Amazon S3 #E Ak AT FFHE DNS, S31 jﬁ‘ﬁﬁﬁ?%’“‘ﬁﬁﬁﬁ \E IP hit, Y S3 hht AT R FA
A IP itk |, MEEE Route 53 FR S3 Xigiig SR MAEIRE

£ Route 53

AT AR Route 53 1 S3 #Nin /B AME IP it SR,
1. 3 Amazon S3 VPC # O = ( 5l s3.eu-west-1.amazonaws.com ) SIZAEREXHFHE
Amazon VPC X Bk,

2. 73 Amazon S3 VPC #Oix = ( #l40 s3.eu-west-1.amazonaws.com ) 812 5I& A id% , iZidx
AIERMT R VPC #Oim = DNS &5,

3. A Amazon S3 QWA ( Hl0 | *. s3.eu-west-1.amazonaws.com ) 81— 51& A BERFIZ
* , ZIcEFAHBMTAN VPC E DO a DNS £,

VPCs £ BE X DNS

WRER Amazon VPC £ BE X DNS B/ , WHEERBET 2|25 & 12K DNS #4127 ( T2 Route
53 , BER&1T DNS IRS52RA7 EC2 354 ) F#tITE R, Hlan :

Name: s3.us-west-2.amazonaws.com
Type: CNAME
Value: *.vpce-0f67d23e37648915c-e2q2e2j3.s3.us-west-2.vpce.amazonaws.com

( ®3% ) A Amazon S3 VPC # OSB3 AFE IP it 218
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£ Amazon MWAA LEEHEH 2K Amazon VPC i &

I 3 MWAA R D% VPC KT R 5i% & Apache Airflow FREREN &P AWS BREEK. B
BEECHNIRREEERIMNNAZS

1. IERESREAREES N AWS IKF M HEZFIRET , fRATELZR Amazon VPC H 8
Apache Airflow ¥83%, AWS Organizations

2. LA L BT RN ERSERE A/ EER R [SNFERR , MTHITE™ /Y175 R KA,

MREEFEEBCH VPC ImR , MFEEH T HIFE RDS for PostgreSQL FIEFEMIFE Web BRF
BHUEBECSHNRR

A% Amazon MWAA A =F EBE Apache Airflow HEZE LR , H2 5 Amazon MWAA 22 E,

EHZE Amazon VPC 4|2 IRiE

MREBEAEESINREEZRIFEN AWS 1K/ , MBI BLAWS OrganizationsfEFIEER VPC LixT R
5 Amazon MWAA BE& R , BEAHHN S — Nk HZHRER R,

BEHLEZ VPC iFRIMNRR , IEEXE Amazon VPC NIk ( FiE % ) BEETE AL E bk
(5% ) £=Z Amazon MWAA FTENRANRAE TR, REXETFRNSEEKFIUES., B,
ﬂxﬂﬂlﬂlﬂﬂﬂ F%/\? Amazon VPC ':F'E’Jﬂ:iﬁ.o

BRIZEE—/KF Owner , ZIKF FEHALHH Root K- HBE Amazon VPC BIR |, LeAEEE
—N&EBEEWKF Participant , ZKF RE—HAEAMNK A, & Participant £HE Owner HEH
Amazon VPC F8IZ## Amazon MWAA Bt , Amazon MWAA 58 £ 8I2RS VPC &R , REHA
PENDING RAS&K 72 et

REIRAS M CREATING &R PENDING /& , 85 Owner NEMFAIEBFIENIRS.
Itk , Amazon MWAA £7E Amazon MWAA #2&l & 5| HEIBERM Web RSB SRm R, Bt A LUEH
GetEnvironment API B ESRIRELAR S i o

(® Note

MRERATHERIRHN Amazon VPC  —NFAH Amazon VPC , {4 5E K the section
called “E# VPC I S i H"HATRN S TR, AEXBNAMARESE AWS BHH M AWS R
% ( 17}' M Amazon ECR, Amazon ECS 1 Amazon SQS ) #5<# % —4 Amazon VPC & ixi 15
Ro XERSTFESHIZTMERE Apache Airflow M EEXEE,

EIREEH KM Amazon VPC S 219
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FRF M

EHZE VPC 812 Amazon MWAA FR3ER] , BEEEZUTER :

« —/N AWS IKFOwner , AEHB L S# VPC K,
o —MERBRIZEM AWS Organizations B4R & {7 MyOrganization,

« FHWE=N AWS IkFFParticipant , MyOrganization A FREIEFRENS SEK R
%o

ok, BATBWER K BIT 7 #E Amazon VPC HHER IR , IEENSSENTEFTNR.

#12 Amazon VPC

B, AEB—AFMEENSEEKFGLSXEZME Amazon VPC :

1. EABEFRIZEEIA0wner , ARFITFF AWS CloudFormation $2#14&. FEAUTERGIZE— MRk,
HHRTE T SHMERR , 93F Amazon VPC , UREXFENKFAFERIZEFFEARENFM,

AWSTemplateFormatVersion: "2010-09-09"
Description: >-
This template deploys a VPC, with a pair of public and private subnets spread
across two Availability Zones. It deploys an internet gateway, with a default
route on the public subnets. It deploys a pair of NAT gateways (one in each
AZ), and default routes for them in the private subnets.
Parameters:
EnvironmentName:
Description: An environment name that is prefixed to resource names
Type: String
Default: mwaa-
VpcCIDR:
Description: Please enter the IP range (CIDR notation) for this VPC
Type: String
Default: 10.192.0.0/16
PublicSubnet1CIDR:
Description: >-
Please enter the IP range (CIDR notation) for the public subnet in the
first Availability Zone
Type: String
Default: 10.192.10.0/24
PublicSubnet2CIDR:
Description: >-

EHZ Amazon VPC FalE RS =
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Please enter the IP range (CIDR notation) for the public subnet in the
second Availability Zone
Type: String
Default: 10.192.11.0/24
PrivateSubnetl1CIDR:
Description: >-
Please enter the IP range (CIDR notation) for the private subnet in the
first Availability Zone
Type: String
Default: 10.192.20.0/24
PrivateSubnet2CIDR:
Description: >-
Please enter the IP range (CIDR notation) for the private subnet in the
second Availability Zone
Type: String
Default: 10.192.21.0/24

Resources:
VPC:
Type: 'AWS::EC2::VPC'
Properties:

CidrBlock: !Ref VpcCIDR
EnableDnsSupport: true
EnableDnsHostnames: true
Tags:
- Key: Name
Value: !Ref EnvironmentName
InternetGateway:
Type: 'AWS::EC2::InternetGateway'
Properties:
Tags:
- Key: Name
Value: !Ref EnvironmentName
InternetGatewayAttachment:
Type: 'AWS::EC2::VPCGatewayAttachment'
Properties:
InternetGatewayId: !Ref InternetGateway
VpcId: !Ref VPC
PublicSubnetl:
Type: '"AWS::EC2::Subnet'
Properties:
VpcId: !Ref VPC
AvailabilityZone: !Select
-0
- lGetAZs ''

EHZ Amazon VPC FalE RS —
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CidrBlock: !'Ref PublicSubnetlCIDR
MapPublicIpOnLaunch: true

Tags:
- Key: Name
Value: !Sub '${EnvironmentName} Public Subnet (AZ1)'
PublicSubnet2:
Type: '"AWS::EC2::Subnet'
Properties:

VpcId: !Ref VPC
AvailabilityZone: !Select
-1
- lGetAZs "'
CidrBlock: !'Ref PublicSubnet2CIDR
MapPublicIpOnLaunch: true

Tags:
- Key: Name
Value: !Sub '${EnvironmentName} Public Subnet (AZ2)'
PrivateSubnetl:
Type: '"AWS::EC2::Subnet'
Properties:

VpcId: !Ref VPC
AvailabilityZone: !Select
-0
- lGetAZs ''
CidrBlock: !'Ref PrivateSubnetlCIDR
MapPublicIpOnLaunch: false

Tags:
- Key: Name
Value: !Sub '${EnvironmentName} Private Subnet (AZ1)'
PrivateSubnet2:
Type: '"AWS::EC2::Subnet'
Properties:

VpcId: !Ref VPC
AvailabilityZone: !Select
-1
- lGetAZs ''
CidrBlock: !'Ref PrivateSubnet2CIDR
MapPublicIpOnLaunch: false

Tags:
- Key: Name
Value: !Sub '${EnvironmentName} Private Subnet (AZ2)'
NatGatewaylEIP:

Type: 'AWS::EC2::EIP'
DependsOn: InternetGatewayAttachment
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Properties:
Domain: vpc
NatGateway2EIP:
Type: 'AWS::EC2::EIP'
DependsOn: InternetGatewayAttachment

Properties:
Domain: vpc
NatGatewayl:
Type: 'AWS::EC2::NatGateway'
Properties:

AllocationId: !GetAtt NatGatewaylEIP.AllocationId
SubnetId: !Ref PublicSubnetl
NatGateway2:
Type: 'AWS::EC2::NatGateway'
Properties:
AllocationId: !GetAtt NatGateway2EIP.AllocationId
SubnetId: !Ref PublicSubnet2
PublicRouteTable:
Type: 'AWS::EC2::RouteTable'
Properties:
VpcId: !Ref VPC
Tags:
- Key: Name
Value: !Sub '${EnvironmentName} Public Routes'
DefaultPublicRoute:
Type: 'AWS::EC2::Route'
DependsOn: InternetGatewayAttachment
Properties:
RouteTableId: !Ref PublicRouteTable
DestinationCidrBlock: 0.0.0.0/0
GatewayId: !Ref InternetGateway
PublicSubnetlRouteTableAssociation:
Type: 'AWS::EC2::SubnetRouteTableAssociation'
Properties:
RouteTableId: !Ref PublicRouteTable
SubnetId: !Ref PublicSubnetl
PublicSubnet2RouteTableAssociation:
Type: 'AWS::EC2::SubnetRouteTableAssociation'
Properties:
RouteTableId: !Ref PublicRouteTable
SubnetId: !Ref PublicSubnet2

PrivateRouteTablel:
Type: 'AWS::EC2::RouteTable'
Properties:
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VpcId: !Ref VPC
Tags:
- Key: Name
Value: !Sub '${EnvironmentName} Private Routes (AZ1)'
DefaultPrivateRoutel:
Type: 'AWS::EC2::Route'
Properties:
RouteTableId: !Ref PrivateRouteTablel
DestinationCidrBlock: 0.0.0.0/0
NatGatewayId: !Ref NatGatewayl
PrivateSubnetlRouteTableAssociation:
Type: 'AWS::EC2::SubnetRouteTableAssociation'
Properties:
RouteTableId: !Ref PrivateRouteTablel
SubnetId: !'Ref PrivateSubnetl
PrivateRouteTable2:
Type: 'AWS::EC2::RouteTable'
Properties:
VpcId: !Ref VPC
Tags:
- Key: Name
Value: !Sub '${EnvironmentName} Private Routes (AZ2)'
DefaultPrivateRoute2:
Type: 'AWS::EC2::Route'
Properties:
RouteTableId: !Ref PrivateRouteTable2
DestinationCidrBlock: 0.0.0.0/0
NatGatewayId: !Ref NatGateway2
PrivateSubnet2RouteTableAssociation:
Type: 'AWS::EC2::SubnetRouteTableAssociation'
Properties:
RouteTableId: !Ref PrivateRouteTable2
SubnetId: !'Ref PrivateSubnet2
SecurityGroup:
Type: 'AWS::EC2::SecurityGroup'
Properties:
GroupName: mwaa-security-group
GroupDescription: Security group with a self-referencing inbound rule.
VpcId: !Ref VPC
SecurityGroupIngress:
Type: '"AWS::EC2::SecurityGroupIngress'
Properties:
GroupId: !Ref SecurityGroup
IpProtocol: '-1'
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RAriEmE

SourceSecurityGroupId:

Outputs:
VPC:
Description: A reference to the
Value: !Ref VPC
PublicSubnets:
Description: A list of the publi
Value: !Join
- - IRef PublicSubnetl
- !Ref PublicSubnet2
PrivateSubnets:
Description: A list of the priva
Value: !Join
- - IRef PrivateSubnetl
- IRef PrivateSubnet2
PublicSubnetl:
Description: A reference to the
Value: !Ref PublicSubnetl
PublicSubnet2:
Description: A reference to the
Value: !Ref PublicSubnet2
PrivateSubnetl:
Description: A reference to the
Value: !Ref PrivateSubnetl
PrivateSubnet2:
Description: A reference to the

IRef PrivateSubnet2
SecurityGroupIngress:
Description: Security group with

Value:

Value: !Ref SecurityGroupIngress
2.
BRERHE,
3. MAE Participant £ZHN A FMIIKRPIEE

Bl T

IRef SecurityGroup

created VPC

c subnets

te subnets

public subnet in the 1st Availability Zone

public subnet in the 2nd Availability Zone

private subnet in the 1st Availability Zone

private subnet in the 2nd Availability Zone

self-referencing inbound rule

ESE—-SHeIBH TN,

TRATSRER , UEARTFEET Amazon VPC i =812 Amazon MWAA IR3%,

BB 17 # M Amazon VPC BIR/E , $MiE AWS Resource Access Manager 2#l4& |, REEFE 6

HEHZE Amazon VPC B ZHIE

225



Amazon Managed Workflows for Apache Airflow ArfEm

1. M Participant BFHITFF Amazon MWAA B#HlA, TRE—F : BEEFMEE , NENH
IMRIEE Amazon S3 7. DAG XHXRMKBIEZE, EXEZEE , BSATHEA.

2. EEBESHKRERHEMEKMT , A= Amazon VPC HIEE T,
3. HWRAEET , NTHIKRPIEREES.
4. RENHELHFRETHRINME , AREREFCBTE AR IR,

RIEFF IR BT F CREATING IRAS |, AFATH PENDING RS, IFHALTF PENDING IRASHET |, SEHAEE
ABETHREERSRSBFHM Web RFZH[IRSIRESEH ( MREZETFE Web RFEES ) -

WA MEFH Amazon MWAA 324 & 6l 2 IMERT | Amazon MWAA 26l — NN RS2HE  BEHhESrT
ENAWMBUWEAN, B TZE4 1D,

ET—TF , Owner FMEFEARSImANLZEA ID £H = Amazon VPC R8I ¥ H Amazon VPC i
=]

/AN O

#12 Amazon VPC i =
SSRUATESRER , ARERIETEN Amazon VPC kK.

1. &% “ AWS Management Console fEf"0wner , “}TF” https://console.aws.amazon.com/vpc/e

2. MNEMNSHmERPERZSA  REEALTABMBIEHNEREZ Amazon VPC REIEFHNZ
€4

il iz JRER IR
N MERE All EERE L BIWHRELZ24A
v FMIERE All a1 0.0.0.0/0

/A Warning

Owner K AMIE Owner IKF ARIRE—NZ2E | LATFNFHIERIXZ Amazon VPC
HRE. Nk, BAILATE Owner FEIE—1MEiEZ24d , O URBIENEZ 24,

3. ERWR  REEAZHIRPNIRESRS BIMNTZRIEEN Web RS2 ( MRLTREE
X ) tIEFHNRR, EFHE Amazon VPC, BATHREN FMURIENZE4A,

HEHZE Amazon VPC B ZHIE 226
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MR IN , TREIFM PENDING JRASZE[E CREATING IRA , 252 AVAILABLE RS, RN
AVAILABLE RZA , MR BT LAE FF] Apache Airflow 251 &

#= Amazon VPC B EiiE
A LAE R U T S&E R ERIEE L ZE Amazon VPC F &I Z TR E AT IE B Y (7] &3

IMETE PENDING IRAS/G# A CREATE_FAILED IR7S
« I8IF Owner REFEH AWS Resource Access Manager & Participant #EFM,
- WIFBIEER Web BRSSE5H Amazon VPC ik R R ESMEXRBNMHEE FR Pl M.

s RIITATRANZLEAAFRBEATHENZSANRE, Owner IKF 28124 Participant
FHRRELHABIAR account-number/security-group-id B3N,

el ISV JRIER KR

MERE All £ 6 123456789
012 |sg-0909e8
e81919

BXEREE  BSRMEENSEZNET TR
IRE{Z%1E PENDING RA

BiF8/ VPC I REVIRES | LMM%EHL‘JJ Available, MREMAFLE Web BRFHREEHE ,
& AR % Web BRS5 25018 R, WRIMR(FIEFE PENDING RS , N ATEBREARDIE Web
AR S5 2R Im Ko

WK%l The Vpc Endpoint Service 'vpce-service-name' does not exist £Hix

MREFILATHEIR , BTRIEE Owner IKFFRIBmKNKS RENLTHRAZHAE VPC !

ClientError: An error occurred (InvalidServiceName) when calling the
CreateVpcEndpoint operation:

The Vpc Endpoint Service 'vpce-service-name' does not exist

EHZ Amazon VPC FalE RS —


https://docs.aws.amazon.com/ram/latest/userguide/what-is.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-sharing.html#vpc-share-limitations
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Amazon MWAA B2

AIEEIEERANEEER T Apache Airflow SER T B # £ E THERER step-by-step# iz,
FA

- BE  FRAREMEMNEZILRNER AWS Client VPN

¥ . FH Linux E2FVEEMNENEZ L RE

o HiE : BR#%I Amazon MWAA PRI E B — 4 F 5 DAGs

« HFE : £ Amazon MWAA F B EEEZB SN ER S

#iE . FHAREREMEZIHRNE AWS Client VPN

BHEF S FEFERN Amazon MWAA IREBIZ M 1T EHLE| Apache Airflow Web BRS585H7 VPN F2&
WEER. EBET VPN BBEEZIERN , FEEFTEQE— AWS Client VPN LinT Ko RETEK
&, BFm VPN imF 728 VPN BRS$3 , AT ITENE VPC FNRRHITRLEE. R, B/
A S EMRAWS Client VPN M EBENE 2 8 & F i VPN,

Sections

- REML

- EAEH

- FREIRNER T

« B

- (W) SE®1: ¥WE VPC, CIDR#MUF VPC &
s SR 2 BIERSHRUEPBNESIRIED

« =% . ¥ AWS CloudFormation #EiR{R1FEI A ih

« 5EMF . 8l Client VPN AWS CloudFormation #4k
- FR5 FFMXREKIFFim VPN

- SR 6 ARSI VPN IRIFRA OAN

s SBR7: THREFK VPN i S B i 34

« 5J/\F : Connect ] AWS Client VPN

« BTRMAL?

##E : AWS Client VPN 228
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B M

AHRBIRIEE R Apache Airflow Web FREZE22EFE TRAEMEHEER

Private Web Server Option

Service VPC (single tenant)

5 o o =)
D D
Weﬁ,ffgver . Load Balancing Airflow Web Servers

&5 & =

!

% B

Amazon CloudWatch Amazon Simple Amazon Simple AWS Key AWS Secrets Manager
Storage Service (S3) Queue Service Management Service

FEM LG R ER T 5B Apache Airflow Ul BIRRER #18 Amazon VPC AR EZR A TH BIERE IAM KBS
HRAF,

BIEZEBIE Web BRSTR17 N RNIRR |, BITCRPAEKBIIHT ZF Python Wheel #42 (. whl)

i, ARG requirements.txt #5|H .whl., BXEMH Wheel IT@MEZHELKBMN A | 55
3 Python wheel BB ki,

TERERTE Amazon MWAA 24| & £ BRE ] LUK BB M KL,

Web server access | Info
O Private network (No internet access)

Additional setup required. Your Airflow Ul can only be accessed by secure login behind your VPC. Choose this option if your Airflow Ul is only accessed within a corporate
network and you do not require a public repository for webserver requirements installation. IAM must be used to handle user authentication.
(O Public network (Internet accessible)

Your Airflow Ul can be accessed by secure login over the Internet. Choose this option if your Airflow Ul is accessed outside of a corporate network. IAM must be used to
handle user authentication.
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EFZEIY

B LAE B2 Amazon MWAA SR BI R 2 EERAARHIE, BXTERSENIREHEBRN Amazon
VPC. VPC Z&HEMIAE TN, MREELE Amazon MWAA SREFFERAAHKE , METRXES R
& , B BURE Amazon MWAA 1241 & 34% Apache Airflow Web FRES5iFRIERER N ABEMN L,

TTIRBIRY AR T

1. REAFPNER., BBMAREE AWS Identity and Access Management (IAM) 5 #I K F 38 2% 19
BRKAIZMEE VPC BIR,

2. fEMA Amazon MWAA VPC, REERIRAEEFE,in VPN XEKEIFE VPC, Amazon VPC %
M5 Amazon MWAA BB TR — AWS K& , HBEERIMN B FM, MRERAKEIE Amazon
VPC , i&#EAHH AWS CloudFormation #ERIET = : 6227 7] BB M 15 8 # Amazon VPC M
&,

B #5
ERHRS , LIFRITA TR -

1. fERAIA Amazon VPC B AWS CloudFormation #1112 AWS Client VPN &35 =,

2. E£RBEFBNEFFRERNESR , AEFRSHFIEPNEE L& 2] AWS Certificate Manager 5
Amazon MWAA IREERI AWS X,

3. AEFIR VPN THAEHEFFix VPN i REEXH , RIEEMEXHEIZE VPN BLEXH , A E
£ KEMREFiw VPN #H1TEE,

( Ak ) HB, 1 BWE VPC, CIDRMNF VPC &£

UTEoNEIAER IDs 28 Amazon VPC, VPC €4 , UREFELSEFRIRBI6IZ Client VPN
FTER CIDR M 5 3E,

¥ E CIDR # 0|
T—HAEmMiRE CIDR M |, HEERE X EHANSKOIERE i VPN,
N A VPN B9 CIDR

1. EL Gz VPC #4148 EFTFEMT D% VPCs TWH,
2. FASMEPNXEERSREES Amazon MWAA IRMEHER AWS XI5,

EIEESL] 230
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3. %&# Amazon VPC,
4. {Ri%& CIDRs &I EFME :

« AEFM 1:10.192.10.0/24
« EFM 2:10.192.11.0/24

MRZH Amazon VPC # CIDR 2 10.192.0.0/16 , BIAZLERNEFin VPN EENEFiw IPv4
CIDR =2 10.192.0.0, /22

5. {RTFLk CIDREU K VPC ID WEUHEETRERM.

R3l VPC MZ£4

T—FNANMAERBEREF % VPC FFrEM Amazon VPC FlZ£4H 1D,

(® Note
BUREEFEA— M ENZSE, ERESIRD , BFEBEEMR VPC R 2 A,

ll\ﬂUﬁééﬂ

1. 71 Amazon VPC Z#HI BT H L £ A NH.

EASMEDR XEEFERERE AWS XiF,

f£ VPC ID H&# Amazon VPC , }iR515 VPC XKW R £ 4,
REZLAM VPCH ID , HEESTRER.

nal S

SR 2 QIEBRSSBF|IERMEFIRIES

B VPN AR 1024 2] 2048 1 RSA B A, F—HAZMAHEA OpenVPN easy-rsa
ERBRSBNEFHPIERNRE , REER () FEPH E£EZE ACM. AWS Command Line Interface
AWS CLI

BIRE iR ik

1. BREUTRESR , BUEMmS 0RIENEN . 855 KK AWS CLIFRSIZIEFHHHHE L&
E| ACM,

ST 2 SIERS LR MNEFFIHIES 231
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2.

B=

T—

EXELERD | BARE ERSI[ANEFIRIEPRSE AWS CLI S HHEE Amazon MWAA
EFMEHN AWS XiF, U TE2AXINAEXLERSPIEEXEN — LR

a. Example BRS5231UE$ 0 XI5

aws acm import-certificate --certificate fileb://server.crt --private-key
fileb://server.key --certificate-chain fileb://ca.crt --region us-west-2

b. Example & F imiE 5 #Y X 15

aws acm import-certificate --certificate fileb://clientl.domain.tld.crt
--private-key fileb://clientl.domain.tld.key --certificate-chain fileb://
ca.crt --region us-west-2

c. TRXESERE  RERSBILIBEMNEZFEHIERH AWS CLI 18R iR E R E ARNs, &5
AWS CloudFormation ##x ARNs 1§ EX LKA L 8|2 Client VPN,

EXELES  FRHIEPHNLBEREINTEN S, UTREXREBE A KR IIXLEZIEMN R
Bl -

a. Example 7 macOS Lt

£ macOS £ , ABRETE /Users/youruser/custom_folder, fNREFIH Itk EH FZEFT
B (s -a) AR, NFBRELTFUTHRENAR :

ca.crt
clientl.domain.tld.crt
clientl.domain.tld.key
server.crt

server.key

b. ERIXESEE , RENADRE clientl.domain.tld.crt FIZ T EFIRIEPHE
K7 clientl.domain.tld.key R TRANMNE, SFEBXLEERMNEEFiH VPN
BlE X,

. ¥ AWS CloudFormation #EiR{R1F ZI A #th

T EE B2 Client VPN B9 AWS CloudFormation &4, X FiXERE , RITEIIEEE Amazon

MWAA B ER Amazon VPC, VPC A MIEFN,

#=% : ¥ AWS CloudFormation #&#R{R 7 ZI A it 232
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RAriEmE

BT E

SHUTERNABIHNFEERN mwaa_vpn_client.yaml REERMEF, B LUER T HIE
o

YOUR_CLIENT_ROOT_CERTIFICATE_ARN— 7 ClientRootCertificateChainArn HHY

client1.domain.tid iFH# ARN,

YOUR_SERVER_CERTIFICATE_ARN— 7 ServerCertificateArn FHI RS EFIIHH

ARN,

FHE P IPv4 CIDR #1M, ClientCidrBlockiEfi 10.192.0.0/22 #9 CIDR F N,

Amazon VPC ID , fl VpcId Fi7R. &t vpc-010101010101 #Y VPC,
VPC 44 ID , t SecurityGroupIds AR, 27 sg-0101010101 &2 4A,

AWSTemplateFormatVersion: 2010-09-09
Description: This template deploys a VPN Client Endpoint.
Resources:
ClientVpnEndpoint:
Type: 'AWS::EC2::ClientVpnEndpoint'
Properties:
AuthenticationOptions:
- Type: "certificate-authentication"
MutualAuthentication:
ClientRootCertificateChainArn: "YOUR_CLIENT_ROOT_CERTIFICATE_ARN"
ClientCidrBlock: 10.192.0.0/22
ClientConnectOptions:
Enabled: false
ConnectionLogOptions:
Enabled: false
Description: "MWAA Client VPN"
DnsServers: []
SecurityGroupIds:
- 5g-0101010101
SelfServicePortal: "'
ServerCertificateArn: "YOUR_SERVER_CERTIFICATE_ARN"
SplitTunnel: true
TagSpecifications:
- ResourceType: "client-vpn-endpoint"
Tags:
- Key: Name
Value: MWAA-Client-VPN

#=% : ¥ AWS CloudFormation #&#R{R 7 ZI A it
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RAriEmE

TransportProtocol: udp
Vpcld: vpc-010101010101
VpnPort: 443

(@ Note

MREHEREFERASANIREE , WAL TEREES N 2E4

SecurityGroupIds:
- sg-0112233445566778b
- sg-0223344556677889f

F 5 : Bl Client VPN AWS CloudFormation 4%

E 82 AWS Client VPN

1.

I T

$TFF AWS CloudFormation EEiZE &
ERERCEZRE | RAEERE EEERF.
BB, RE%ERER mwaa_vpn_client.yaml 34,

BET—%., T—F,
RN, REERFE R R,

HIR 5 FFRREREIF/us VPN

fFFE FM<BxE| AWS Client VPN

1.

2
3.
4

$TH Amazon VPC Z#lA&.

ERE P VPN SRR,

EREFE VPN |, REEFEXBET+, XK.
ETFHIRPERATHR :

« Amazon VPC , 1 VPC Fi7Ro
o ERBREXRIKNWFHHIHN—NLEFM,

£Mm% : 82 Client VPN AWS CloudFormation 4%
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5. EEXE

® Note
VPC FFMKXEXEIZE % VPN FEEJL 75 $#0aTE

HZER 6 : NEFim VPN ARINTARA O

BEEMSA VPC #Y CIDR M@ E A% VPN R INBRA OMN, 1R EEBBAKE Active Directory
HFE T SAML W EHRMERE (IdP ) PR ERFSHYA , HS56H (FF iR VPN IEfE) PRI
o

Zff CIDR 0% AWS Client VPN

1. #TF Amazon VPC ##l &,

2. EREFI VPN AT H.

3. EEEFIG VPN, RAEERELUETF, B#BRAQ,
4. BEUTHE :

- EXEHFEMESEH Amazon VPC 8 CIDR #l, a0 -

10.192.0.0/16
« ERTFHRANRS , ZBEAFAERAS TR,
- EHERT , A —NMERER
5. EFERIMBARAN

@ Note
R Amazon VPC REXRIA # , & AT BEME TE B L RAXA O HLIU R b2 PR £ 1 7] 222 11 1l 3%
( NACL ) H,

SR 6 REF I VPN R IR OFAN 235
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ST . TEHEFIH VPN Rl & S

TR B XA

1. BRUTRESRE THES G VPN I S EXA4F THEFin VPN BE X4,
2. EXESRP  RELEREERTFH VPN s DNS EMBIEM—NF/RE, ROIWT

«  Example ¥ DNS B #5

MREFim VPN iw 2 DNS B TR :
remote cvpn-endpoint-0909091212aaeel.prod.clientvpn.us-west-1.amazonaws.com 443
BRRI— N FRBRRIABE i VPN iR, TR

remote mwaavpn.cvpn-endpoint-0909091212aaeel.prod.clientvpn.us-
west-1.amazonaws.com 443

3. EXESEF K RELERGEE—AH <cert></cert> I AFMEFIKIEPHAS , ME
— T <key></key> IRZEZBRNMMEZANAT. REWT :

a. HAGTRANHNEZREANEFRILEPMALANLE,

b. Example macOS client1.domain.tld.crt

E& macOS L& R clientl.domain.tld.crt AR , BRI LUEA cat
clientl.domain.tld.crt,

ML IR E HIEH M TE downloaded-client-config.ovpn & , TR :

Z771111dddaBBB

</ca>
<cert>

</cert>

HWT : TEEF I VPN in REEX M 236
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c. Example macOS client1.domain.tld.key

EER clientl.domain.tld.key XHERA , B LUMER cat
clientl.domain.tld.key,

MEIREFIEH MM E downloaded-client-config.ovpn # , AR :
7771111dddaBBB

</ca>
<cert>

</cert>
<key>

</key>

g8\ : Connect ] AWS Client VPN

HZE i AWS Client VPN R R BRIBEHA ., BT LURTEYEREERES AWS Client VPN B3R 1§ end-
to-end VPN {5,

EEBE S VPN

1. THAREREMRAWS Client VPN,

2. 3TFF AWS Client VPN.

3. EVPNEFmXREFIERNH, RERENXH.

4. EBRARMEEXMH , REI1ERE downloaded-client-config.ovpn,
5. HEETREBHRPE ARSI,

6. EFRNMEEXH , THKo

7. IEEEE,

E#E Client VPN 5§ , BEEMAFAEMARIER , VPNs FEEF LM Amazon VPC H (R4

3
WMo

2 /\#% : Connect E] AWS Client VPN 237
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® Note
BARFRERHE R, RAREHTR , ARTRELEE,

BT RMAAL?

o ETHNAEE Amazon MWAA 388 | IESH 1R A Amazon MWAA, #&ATE Client VPN PRt
EH AWS XEHho|ZERE | FFEHE Client VPN #HER VPC, FAEFMML LA,

HAE : A Linux E2 B ERLE ML R R

AYEF 5| S EIE Amazon MWAA SR | tnfa el Z MM it EHLEI Apache Airflow Web AR$28H) SSH
[&%JEO AHBRIZEBELUET Amazon MWAA SRR, REFT/G , Linux B2V HBERS

, AFITENE VPC R RFRHITLLERE. A5, LA SOCKS 3 & HE M hn 4 4 Sk 2 %531
L'Tl%%':l:' HREIZE , LAiFIR] Apache Airflow Ul

Sections

- HEML

- EAXR

- FHIRBIAYER T/

- IR CIEELHKH

« PR 2 : B2 SSH RgE

- FR3  HELYLLABEN AWEAN
« S 4 . 8% Apache Airflow URL
- FR5: BMERERE

« HP 6 : FTFF Apache Airflow Ul

« BETRMMTL?

R W

AHRBRIRIEE R Apache Airflow Web FREZE5IEE TRAEMEZH D ER .
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Private Web Server Option

Service VPC (single tenant)

5 o o =)
oo oo
Weﬁ,ffgver . Load Balancing Airflow Web Servers

&5 & =

! !

|
S B B

Amazon CloudWatch Amazon Simple Amazon Simple AWS Key AWS Secrets Manager
Storage Service (S3) Queue Service Management Service

FAEM LG A E R FF 5| Apache Airflow Ul BIRRER %1 3 Amazon VPC B3R AE TS RIERE IAM KBS
AR,

BB EEFAAE Web IRE 2[RI RAVINER | HTFFAEKEIIT B2 Python Wheel 45 (. whl)
i, RJETE requirements.txt #5|H .whl., BXEMA Wheel IT@MEZHEKBIMN A |, 55
3 Python wheel BB K,

TERERTE Amazon MWAA 2% & £ BRE ] LUK BB MK 1E T,

Web server access | Info

© Private network (No internet access)
Additional setup required. Your Airflow Ul can only be accessed by secure login behind your VPC. Choose this option if your Airflow Ul is only accessed within a corporate
network and you do not require a public repository for webserver requirements installation. IAM must be used to handle user authentication.

(O Public network (Internet accessible)

Your Airflow Ul can be accessed by secure login over the Internet. Choose this option if your Airflow Ul is accessed outside of a corporate network. IAM must be used to
handle user authentication.

52 i 3= 451

B LATE B2 Amazon MWAA SRBEEAEAHIE, B4 FEREREHERBRN Amazon VPC, VPC &
SHMDNEFM,

EIEESY) 239
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TR Bl Ry AR T4E

1. REAFPNR., BFRRMETE AWS Identity and Access Management (IAM) H E9 K = 34 2 B A1
BRRBIZFEE VPC &R

2. €A Amazon MWAA VPC, A RERELFELEYXEKE VPC, Amazon VPC 45
Amazon MWAA SRENTFE— X , HERERIMNEFN , W 812 VPC W% FAIE X,

3. A% SSH 4. BEFEEES Amazon MWAA IREME K X g+ ]2 Amazon EC2 SSH #4f
(.pem) FEEEZZIE LIRSS, MRLEE SSH %47 |, S Amazon EC2 AFEEH M AIE
RFAZHAX

B #%
EARHRES , BIFRITA TR -

1. EAIAE VPC BHAWS CloudFormation R #]% Linux &2 #3241,

2. FEAWO 22 EHAOHNBRIHARL2YNFRLANANERE,

3. BN Amazon MWAA SFEH REAREAER LN EFNLLHNWALTRE,
4

5

BIEBFE24R5IH SSH B2iE.
LZEHBE B Firefox 3 MBI FoxyProxy H#LLEE Apache Airflow B F R,
FEA: RIBEL2H556

AR E 2 481 AWS CloudFormation #2&l& EFERIIE VPC BIAWS CloudFormation 184 812
linux B2 3RHIHNTH,

BIZ Linux B2 F4H

1. % AWS CloudFormation #2&|& LTI “SERIEAT WH,

2. FEASHMEFNXEEREREFESEN Amazon MWAA IREHEIR AWS X,
3. EERT—%,

4. HEHKREMXAFZERFRBRAEZH , Hl2 mvaa-linux-bastion,

5. EZW. MEBEER L , BELUTEI

a. 1%&# Amazon MWAA i8R VPC ID,
b. %# Amazon MWAA FRBEBH/AEFM 11D,
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-key-pairs.html#prepare-key-pair
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-key-pairs.html#prepare-key-pair
https://fwd.aws/vWMxm
https://fwd.aws/vWMxm
https://fwd.aws/Jwzqv
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c. & Amazon MWAA IREH/NE FM 2 ID.
d. TEAGTWERL2H5EFR CIDR Fim AR EEE M uSEE ( Hlan , AEF CIDRSERE )

(® Note

PHEENREEREZREASLAE FHAERMN CIDR SEE. 4
i, Bl VPC MK mE AWS CloudFormation #& 4k & #9423 B F Y
7910.192.10.0/24F, 10.192.11.0/24

6. £ Amazon EC2 BiEBEHK L , EEBFEUTAR :

a. EBPXNBHHTHIIKRPIER SSH %4,
b. FEE2Z2FHBEHPRABRM,
c. XF TCP ¥ %k , 1%&# true,

/A Warning
LA SERA |, BT’ TCP BRIREN true. BN , LRFEEET —F €I SSH B
Eo

7. &EBT—%. T—%,

8. HEIEHMK K ABEFOIEMK,

ETHAX Lnux B2 EHNEZER , FSEAWS = EH Linux B2 4 : 483,
SR 2 82 SSH P&

LTSRN E A IZEBEE Linux B248) SSH BEiE., SSH BRERZWMASH IP #hsik X% F Linux £
2HNER , XRENAEIRSEFE Linux B2H80 TCP #RIiIEERN true,

macOS/Linux
BEaSTRIRBE

1. 7& Amazon EC2 #2#&I|& LTI “SS4I” WH,

2. ‘B,
3. EXH IPv4 DNS REHIiZtbut, i

i, ec2-4-82-142-1.compute-1.amazonaws.com,

SR 2 Bl SSH f3E 241


https://docs.aws.amazon.com/quickstart/latest/linux-bastion/architecture.html
https://console.aws.amazon.com/ec2/v2/home#/Instances:
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4. EWMTRTAT , SMEFMHE SSH BANE x.

5. BITUTHTUMER SSH EZEEL21326], HRHABEERRN mykeypair.pem FHY SSH &
A

ssh -1 mykeypair.pem -N -D 8157 ec2-user@YOUR_PUBLIC_IPV4_DNS

Windows (PuTTY)
fEF PUTTTY BIZERSE

1. % Amazon EC2 #2&|& LITFF “E61” WH,
2. EE-INEH,

N #E IPv4 DNS & fliztut, 51
N, ec2-4-82-142-1.compute-1.amazonaws.com,

TFF Putty , R R,

£ ENB AEMAENE R ec2-user@YOUR_PUBLIC_IPV4_DNS , iwOm AR, 22
RBIF SSH W+ , EESFHRI, EATHORIENAANESR | EEARM ppk X4
£ SSH T , EEREXRT+ , RFERFSHMBZIET,

ERW®OS , A0 8157 IO ( REMHEMAKFEANKD ) , ASFEHRKOEE, EER
jJuo

9. BEXFEMFHBMAXEEW. B SSH Tunnel,
10. EERE , 7

w

© N o o &

@ Note
ETEBEN VAR AEBEE,

@ Note

MR EWEIPermission denied (publickey)4$&iR , AT IIEEHIZAWSSupport-
TroubleshootSSHT & |, ARFIEEFE ‘ST B3N (BFE ) " KEEBRER SSH REME.

S 2 Bl SSH pg& 242


https://console.aws.amazon.com/ec2/v2/home#/Instances:
https://www.putty.org/
https://docs.aws.amazon.com/systems-manager/latest/userguide/automation-awssupport-troubleshootssh.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/automation-awssupport-troubleshootssh.html

Amazon Managed Workflows for Apache Airflow ArfEm
TR 3 FELVNELLAFREN AL

BYEXERSH/RBENBRENZEA , ATMRSRLARSHFNERTRERM, ATSRNA
MFERL2HLZLEEENTEREN VPC Z2EN AWRERR.

1. 7 Amazon MWAA &5 E3TFIRENHE,
EFRRIR,

EBRMEE L, %% VPC R£4,
ERRBALEAN,

b2 9711y

R TH5IFRAPERE VPC 224 1D,
MHREMEZ , FHRENRIAE,
ERRERN,

© N o o~ Wb

% 4 : 54| Apache Airflow URL

AR SBA BT F Amazon MWAA #2& & H4F URL & #IZ) Apache Airflow Ul

1. & Amazon MWAA #Z#|& E3TFFERE T,
2. EBRINIE,
3. 1£ Airflow Ul E &l URL ARITREES R,

PE5: HEREBIRE

MREFEATEDISHOE KN SSH B2iE , W AFEA SOCKS R IEE M ANA 4 RI=Hx WMEFF I
RIEFIZE, Bl , RO LAER Chromium B --proxy-serverWEERB R M SE , HEE Mozilla
FireFox | ¥ 28 A 5 1 iZ FoxyProxy ¥ BREF.

EI— . FAAIR O K IZRE SSH FEE

MREFEER SOCKS RE , BRI AFEAAR#IEOKKIZRE SSH B2, U T ROl HER AR
%O 8157 LHYRESR AR Amazon EC2 ResourceManager™ 4§ 5L E

1. IIAFNGSRRFED,
2. BALUTHSUUITH SSH BRiE,
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https://console.aws.amazon.com/mwaa/home#/environments
https://console.aws.amazon.com/mwaa/home#/environments
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ssh -i mykeypair.pem -N -L 8157:YOUR_VPC_ENDPOINT_ID-
vpce.YOUR_REGION.airflow.amazonaws.com: 443
ubuntu@YOUR_PUBLIC_IPV4_DNS.YOUR_REGION.compute.amazonaws.com

-L RREAXMIKORK , Ak , EREEEE— A im0 , BT RBEZ XS K24 Web
BRS5 88 EARIRMERRIR O,
3. TEXK[PEA http://localhost:8157/,

(® Note
IBAREEEME A https://localhost:8157/,

B B T{THTRE

KZE Web N KEES& A FEE THEEESHBREENRE, Al , £H Chromium , EEJLE
Chromium FEE LA T T-'EE’J/XIJJL,

chromium --proxy-server="socks5://localhost:8157"

XFRHANERLE , ZLFEFALENRSEHAIEMN SSH RBRERREBHEER, BEMNTAER
#TFF Amazon MWAA FABEIRE URL ( £ https:// )

https://YOUR_VPC_ENDPOINT_ID-vpce.YOUR_REGION.airflow.amazonaws.com/home.

ET= : A FoxyProxy F Mozilla Firefox Bt

AR R BISEZR T Mozilla Firefox B FoxyProxy #RAt ( lRZA< 7.5.1 ) Bti&. FoxyProxy 2t 7 —AKE
EETE, eRATRERAREBRSEERITHE S Apache Airflow Ul RIS BRI CEER ., URLs

1. 1E Firefox # , 3T FFFoxyProxy #r/HEY B R H,
2. EFEREF Firefox.

3. & R
4
5

TR EEE T ER P FoxyProxy BFR , ARFIRBIRI,

SHILUTRBHEARSFHN mwaa-proxy. json. HRHIEEERNEE Apache Airflow M
ik, YOUR_HOST_NAME

SH5: BERERE 244
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Amazon Managed Workflows for Apache Airflow ArfEm

"e@b7kh1606694837384": {
"type": 3,
"color": "#66cc66",
"title": "airflow",
"active": true,
"address": "localhost",
"port": 8157,
"proxyDNS": false,

"username": ,

"password": "",

"whitePatterns": [

{

"title": "airflow-ui",
"pattern": "YOUR_HOST_NAME",
"type": 1,
"protocols": 1,
"active": true

}
1,
"blackPatterns": [],
"pacURL": "",
"index": -1

I

"k20d21508277536715": {
"active": true,
"title": "Default",

"notes": "These are the settings that are used when no patterns match a URL.",
"color": "#@OS55E5",
"type": 5,
"whitePatterns": [
{

"title": "all URLs",
"active": true,
"pattern": "*",
"type": 1,
"protocols": 1
}
1,
"blackPatterns": [],
"index": 9007199254740991
1,
"logging": {
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"active": true,
"maxSize": 500

},

"mode": "patterns",

"browserVersion": "82.0.3",

"foxyProxyVersion": "7.5.1",

"foxyProxyEdition": "standard"
}

6. 1 “M FoxyProxy 6.0 RUA LIRAS ARE” BHEF , EF “SARE" , REEFEXH. mwaa-

proxy.json

7. ERWBE,

] 6 : ¥TFF Apache Airflow Ul
AT SBRA A uE$TFF Apache Airflow Ul

1. 7€ Amazon MWAA ###I& E3ITHIRETTH,
2. EFFTFF Airflow Ul

BT RMAAL?

« ET7HRI{AE baol BELL THIA SSH B&iE LT Airflow CLI 8% , i§2 5 Apache Airflow CLI
UD T-‘ =z %o

- BT RWMR DAG 18 L2 E] Amazon S3 7148 , ES M A INLEH DAGs.

22 : BRH| Amazon MWAA AP ERIEPE —/ 15 DAGs

Amazon MWAA B ¥ IAM EHBREE —NRKZ 4 Apache Airflow BIERIA A EREE I IFER T
BR. UTHERTRT OMAEH N A Amazon MWAA B REEEEISEN DAG —EAH 52X EH,
DAGs

(@ Note
HEQLEE IAM A | SO ERBKSTH R SERAHERNLEER,

£}

S, 6 : ¥TFF Apache Airflow Ul 246


https://console.aws.amazon.com/mwaa/home#/environments
https://airflow.apache.org/docs/apache-airflow/stable/security/access-control.html#default-roles
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- KREH

« H 1 FEHEIA Public Apache Airflow B E IAM KR4 Amazon MWAA Web BRSS 8814 18] X

BRo

« S 2 : BIEHK Apache Airflow BEENX A
- SR 3 FERUENABSBEL Amazon MWAA AAF
s FELSR

« HXHR

FRF M

ETRAHETINIR  BEEMFUATHES

« BEF %A Amazon MWAA 3138 DAGs
+ AdminEA&AdministratorAccessiXBRHY IAM ZFEA M AT LARRF| DAG 1HRINRE IAM BFERERE

Ao MWAAUserEXBERABNEZER , 28 (AM AFER) PHNEERFESEHEK

® Note

B 7R RS E M IR IAM BF . BAIERVGRERF ALK AR IAM & &K at 5 E
Amazon MWAA &g,

« AWS Command Line Interface EZZE@@ M4 2,

S 1 FHBRIA Public Apache Airflow A [E IAM 424 Amazon
MWAA Web BRZ52515 A1 IXBR o

ERFNER |, E#EH AWS Management Console

1.

2
3
4.
5

FERAAMiNABEFEN AWS IKF HITHF IAM 24 &,

EEMSHERS , REAF , AEMAFKRHIERE Amazon MWAA IAM A,
EAFFAGENENBET , EENRETN~ , ARFEERNRER IR =R HEFHFMR,
FEIRENRIPD P |, RBFEZHMNERE , RAGERERE,

ECIERBRUMELE , %8 JSON , REFFLAT JSON NPRFEE I H MBI KRB REIRT., ZF
& @ EEERIA Public Apache Airflow A& A F &R T W% IRS 25175 RR,
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https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/AdministratorAccess$jsonEditor
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html#jf_administrator
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install
https://console.aws.amazon.com/iam/
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{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": "airflow:CreateWebLoginToken",
"Resource": [

"arn:aws:airflow:YOUR_REGION:YOUR_ACCOUNT_ID:role/YOUR_ENVIRONMENT_NAME/Public"
]
}

FS| 2 : BIEFM Apache Airflow BEEX A&
£ 8 Apache Airflow Ul BIZH A€

1. FHEER IAM A€ , 377 Amazon MWAA #2414 H B IRER Apache Airflow Ul,

2. EMBHESMEET , NENRBEEZSLUTF TR , REERIHAGUEFERIAN
Apache Airflow A€,

3. MABJIXRPERAF A ABRENEHNIERREATH TR, ZREFAE , REBIANEE

(@ Note
EHREIEFTEACUD IR TFRESRPDHE RN,

4. ERBPRICGGENFAE  AEEREEICR.
5. ®YIMABTREL , HITUTERAE

s WFEWH , EXEREZERHFEABENF A, HlW , Restricted,

- EEEFENRYIEK , FBKcan read on DAGsHlcan edit on DAGs , RFEH DAGs EiR
HIFRNRHESRNEENPR, Fla0 , X¥F DAG example_dag.py , %0 can read on
DAG:example_dag # can edit on DAG:example_dag.

ERERTF. AT, BNZBEE—INMAE , ZABFHENRERERSN Amazon MWAA K35 H
DAGs BTN E. WE , BT AG S BAEMINEN Apache Airflow AP,

S 2 BIEFK Apache Airflow BEX AE 248


https://console.aws.amazon.com/mwaa/home
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FRR 3 FEVENAESELS Amazon MWAA A F

STEHAG

1. FEHAIFREEIE MWAAUser |, IE4TELT CLI i SR RIFER Web IRSE8 URL,

$ aws mwaa get-environment --name YOUR_ENVIRONMENT_NAME | jq
' .Environment.WebserverUrl'

WMERRL  RBRUATHE !

"ablb2345-678a-90al-a2aa-34a567a8a901.cl13.us-west-2.airflow.amazonaws.com"

2. MWAAUser®E:3xk/§ AWS Management Console , ¥ —/NETHIXIBEESE O HIF R LT AR URL,
Ff Webserver-URL Bt R IZMEER,

https://<Webserver-URL>/home

MERY , BFEE— Forbidden HIRWHE , BN MWAAUser i Rk3R1§ 1/ E Apache Airflow
Ul B9 PR

3. Admin® %[5 AWS Management Console , BRI FF I S MWAA 12§ & H /3 31 3REH Apache
Airflow F S H,

4. & UIEZHERF , BIFR2 TSR, XRERIIEHBAF.
5. HRAPKRS , REFH Apache Airflow A P HizRREBICRK. AFHNEFREUTRERALTE IAM

BAFH& : user/mwaa-user,

6. EREAFTENACHS , FNEENFTEENAE K RARERRE,

(® Note
HRFRELMEFR , BEBAUARER,

IAM Public £ AR F 158 Apache Airflow B F R EIHIMWAAUser iR | M AGNRHUEEH
FREMENTFINE, DAGs

ST 3 FHENENABS B Amazon MWAA A F 249



Amazon Managed Workflows for Apache Airflow ArfEm

/A Important

£/ Apache Airflow Ul SR HN#9 5 NEREZ IAM BN ERINAE (0 Admin ) FEER—NER
FBETRAFBRNBR,

s B IR

- ETHBEXREE Amazon MWAA SRRIFRINRNEZSER , HEFUMHINERAFEAKN JSON IAM
FHE R~ , FS 1 the section called “I7 [ Amazon MWAA IfiE”

MXRAER

« 15ia)42 4] ( Apache Airflow X 44 ) — 7 Apache Airflow X #4R 35 £ 7 ##8<ERIA Apache Airflow &
BNEZEER.

#HIE . £ Amazon MWAA L HZHEEEEH S WIMRIK S

MR EEAAWS Organizations BB LN HEHIRA AWS IKF | Amazon MWAA R FEQIENE
BEWIL5# VPC RLiRT R, XEREZATUAEAETRNLLEKRE ﬁ;uﬁlﬁllﬂiﬂ?ﬂ’]%iﬁ)’ﬁﬁﬂﬁﬁ
Ro

£ £ = Amazon VPC HI2HER , BT E Amazon VPC WIKF ( FiE%E ) BEE TR —4ALH
Hitlk " (5% ) £ Amazon MWAA FTENRAMNRE FM, R, AZEXEFRNSEEK, T
J’)\EE ﬁIJE ﬂxE&$uﬂﬂ“ F?/\? VPC EFE,JH: o

EREWNFEEHMKBERHIM Amazon VPC FEIEIRER | Amazon MWAA 5 & £ 8IE RS VPC &
B, RIEH A PENDING RASHEK 72 /Mat.

HIRERASMEECREATING I BTPENDING , Amazon MWAA £ [ B i#h & EIRZSZEE EventBridge &
W, X#, FTEEKF BT UARTERE Amazon MWAA 24l A= APl A ET SRSER , ELUR
BARRKRSEEVWEMBENLRT R, ETXH , BIEA Lambda EEBRE R Amazon MWAA IR
SEEBANHAN G EFHTHLSE VPC LinT K. EventBridge

ERHlFR |, BIMFESHREERBH Amazon VPC RElEZFHHIRR. EiREHREZR Amazon VPC |, B
FrE &K F 82 EventBridge #NF Lambda BE%K | E%*’%%‘)”,KF' 812 Amazon MWAA I}RiE,

£}
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https://airflow.apache.org/docs/apache-airflow/stable/security/access-control.html
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- EREH

- B3 Amazon VPC

« B Lambda B

- B EventBridge MM

« |72 Amazon MWAA ¥fiE

FRFAF
BRRAHRNSR , LEEMIUATHE :

#12 Amazon VPC

FERALLT AWS CloudFormation #4xF1 AWS CLI #3522 ## Amazon VPC, ZERSIEE
Amazon VPC &R H 1% thir = 5% B LA BR HI 33 45 ERA FI BV 5 7] 6

1. % AWS CloudFormation %4k , REMESE . ym1 X,

2. EFHNWSRIAFELDS , SMEREFEEROXHER , RAEEMA create-stack tIE#K, --
template-body {FE&E A T EEERNER,

$ aws cloudformation create-stack --stack-name stack-name --template-body file://
cfn-vpc-private-network.yml

ET—%Zo0%H , &5 Lambda B,
|7 Lambda B %k

£ LT Python X731 IAM JSON SREE I H Lambda BRBFHITAR. ZEBEFR—1NAE
Apache Airflow Web BR5585 1 Amazon SQS BAZI#12 Amazon VPC sk, £ BIER , Amazon
MWAA £ B Amazon SQS 7%/ Worker T R Z B3t 1T Celery £ HERA -

1. T % Python K,
2. TE IAM R RE , REMHBESRIZ M.

3. IAGTRRET , RAESMBRTE JSON NPRKBEHISUHFFK, FH IAM create-role i BIE
ZHAE,
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samples/cfn-vpc-private-network.zip
https://docs.aws.amazon.com/cli/latest/reference/cloudformation/create-stack.html
./samples/mwaa-lambda-shared-vpc.zip
./samples/lambda-mwaa-shared-vpce-policy.zip
https://docs.aws.amazon.com/
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$ aws iam create-role --role-name function-role \
--assume-role-policy-document file://lambda-mwaa-vpce-policy.json

BT MRFHNAE ARN, AWSCLIET—5% , RITHERAF ALK ARN FEIBEENEHEHR
TAR,
4. BMIREERBRBOIHR , REEH create-function S SIEIEE

$ aws lambda create-function --function-name mwaa-vpce-lambda \
--zip-file file://mwaa-lambda-shared-vpc.zip --runtime python3.8 --role
arn:aws:iam: :123456789012:role/function-role --handlexr lambda_handler

BEEMBHPHEE ARN, AWS CLIET—FH |, BAFIEE ARN SUFZE BB E 7 #
EventBridge FLN &Y B #5.

ET—Tr , SFIBRERRH ARSE 8 A LB EventBridge MM, PENDING
£ EventBridge # NI

FERATESR , 018 — KA T Amazon MWAA BHIH LB FT Lambda B¥8 B FREVET AL o

1. {#H EventBridge put-rule@$8IE % EventBridge H N,

$ aws events put-rule --name "mwaa-lambda-rule"™ \
--event-pattern "{\"source\":[\"aws.airflow\"],\"detail-type\":[\"MWAA Environment
Status Change\"]}"

EHERX AT Amazon MWAA SRERFIRS R ETLR R IXH B A,

{

"source": ["aws.airflow"],
"detail-type": ["MWAA Environment Status Change"]

}

2. f#H put-targets @ HfFiZ Lambda EEUR NN FAE B #5.

$ aws events put-targets --rule "mwaa-lambda-rule" \
--targets "Id"="1","Arn"="arn:aws::lambda:region:123456789012:function:mwaa-vpce-
Lambda"

B2 EventBridge #1I 252
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BEHEERE , JLMEAZEFEEA Amazon VPC ik 2 8238 Amazon MWAA If3E,

#12 Amazon MWAA If3E

Eid Amazon MWAA 24l & AR P EEA Amazon VPC i S ZEFHY Amazon MWAA RiE,

FTFF Amazon MWAA 2 & HiE R 012N E,

NFEH, WA—NE—B

X F Airflow MR | FIEFRHHITRA,

1EFE— Amazon S3 FHEH —/NDAGs XX ( Hlaldags/ATHE ) , RREE “T—F7,
EREESRRENEL , ITUTERE

o & w0 bdhd =

a. NFEEMEER , EREEL-FHEIEN Amazon VPC,
b. XF Web fREe8HE , WERAHRME (THEEKRMN ),
c. WFLRL4A , FkBREGENTLH AWS CloudFormation, BT 2RI EH AWS
PrivateLink in RV Z £ AR B 5 AN , Rt XA EBNIMRERR —R£4A,
d XNTRAEE , FEEEFEERRR
6. ERBERNVEBINRE K RBERT—F,
7. RELMNIEE , RARIERFELIRIME,

® Tip
EXRREFHENEZEER |, 55 Amazon MWAA Al T,

PRELL T PENDING RZASHET , Amazon MWAA £ X ESREHMNEENESHENETENBEAN, %
N <FAEH Lambda B ZEREBUG#EATENEHHIRE Web BRS585F Amazon SQS BASIFTE
HNimEER , ARELH Amazon VPC 81 ixm A,

Hiw AR , Amazon MWAA SR EQIEINE, HEBRMET , RERSFE RN AVAILABLE |, &7
LAEF Amazon MWAA 12l & 158 Apache Airflow Web BRS5 85

IR IR 253
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RAriEmE

Amazon MWAA B8 =45l

A EEEEMA T Apache Airflow B 53t E THERBEHNEREANRBRH] , 2HE DAGs B
EMFEH, BXF Apache Airflow 5 AWS BRS —EFERNEZRH |, ES R Apache Airflow F6EE
FdagsB . GitHub

LN

£ DAGTE CLI F & AZEE

{# | SSHOperator f|2 SSH £

{8 FA 403 17 Apache Airfl AWS Secrets Manager ow Snowflake £
£/ DAG ZFEA BEXIEH CloudWatch

1£ Amazon MWAA REF7EE Aurora PostgreSQL BiiEFE
FHRE T HIES H 2 Amazon S3 E#Y CSV Xt

£ Apache Airfl AWS Secrets Manager ow 35 £ i Fi 2 4A

{5 F B4R 3 1T Apach AWS Secrets Manager e Airflow &

£/ Oracle 82 B & i@

BIEAERETRIMETEN B E LM

£ Amazon MWAA EE X DAG R} X

il #1 CodeArtifact j&

{# f Apache Hive 1 Hadoop 8% B E X i@ 4

9 Apache Airflow 8|2 B E X &#F PythonVirtualenvOperator

DAGs f#£ /A Lambda BE¥iE A

DAGs ER[REH Amazon MWAA 35 7 i F

$F Amazon RDS for Microsoft SQL Server 5 Amazon MWAA —i2f§ H

{# A% A Amazon EMR B Amazon MWAA
£ Amazon MWAA 5 Amazon EKS — 2
{# F§ ECSOperator #%£# Amazon ECS

f£ Amazon MWAA A {§ A dbt

AWS BEMHE

254
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£/ DAG £ CLI & AT E

LT REIREBALHEA Amazon MWAA £# CLI S AT E,

£

© B

- BREH
+ RIR
gt
- KRBT

« BETRBAAL?

[N

« A LATE Python 3.10 AT LB RHI5 Apache Airflow v2 — &,

FRF M

- EEHEMANREIAFEAARRT LRRB R,

PR

BH) AWS Tk EE iR iZAmazonMWAAAiLrflowCliAccessBlR, ETHEZEE |, 511
Apache Airflow CLI BUg : I &% MWAAAirflow CliAccess,

1R B I

« E1E Apache Airflow v2 HR{ERALLRIB RG] , TEM KBTI, ZRBERERER Apache Airflow
v2 BERRZ K.

A 7=

DT RAARBEZE=/EA &8 Amazon MWAA SREE R ( Fmwaa_env ) . BHIRE AWS X
( Faws_region ) MBEESANTEN AL H ( Fvar_file),
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import boto3
import json
import requests
import baseb4
import getopt
import sys

argv = sys.argv[1l:]
mwaa_env=""
aws_region=""
var_file=""

try:
opts, args = getopt.getopt(argyv,
file', 'region'])
#if len(opts) == @ and len(opts) > 3:
if len(opts) != 3:

e:v:r:', ['environment', 'variable-

print ('Usage: -e MWAA environment -v variable file location and filename -r

aws region')
else:
for opt, arg in opts:
if opt in ("-e"):
mwaa_env=arg
elif opt in ("-1"):
aws_region=arg
elif opt in ("-v"):
var_file=arg

boto3.setup_default_session(region_name="{}".format(aws_region))
mwaa_env_name = "{}".format(mwaa_env)

client = boto3.client('mwaa')
mwaa_cli_token = client.create_cli_token(
Name=mwaa_env_name

with open ("{}".format(var_file), "r") as myfile:
fileconf = myfile.read().replace('\n', '')

json_dictionary = json.loads(fileconf)

for key in json_dictionary:
print(key, " ", json_dictionary[key])
val = (key + " " + json_dictionary[key])
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mwaa_auth_token = 'Bearer ' + mwaa_cli_token['CliToken']
mwaa_webserver_hostname = 'https://{0}/aws_mwaa/
cli'.format(mwaa_cli_token['WebServerHostname'])
raw_data = "variables set {0}".format(val)
mwaa_response = requests.post(
mwaa_webserver_hostname,
headers={
'Authorization': mwaa_auth_token,
'Content-Type': 'text/plain'
.
data=raw_data
)
mwaa_std_err_message = baseb4.b64decode(mwaa_response.json()
['stderr']).decode('utf8"')
mwaa_std_out_message = baseb4.b64decode(mwaa_response.json()
['stdout']).decode('utf8")
print(mwaa_response.status_code)
print(mwaa_std_err_message)
print(mwaa_std_out_message)

except:

print('Use this script with the following options: -e MWAA environment -v variable
file location and filename -r aws region')

print("Unexpected error:", sys.exc_info()[0])

sys.exit(2)

BT RMAL?

o BT B AREIFRE DAG KB _E1£F) Amazon S3 FM# MM dags XX |, TSR A INBEH
DAGs,

{5 F] SSHOperator €% SSH i£1%

AT RBIABan{a £ B mFTIRE (DAG) SSHOperator FHIMSER F Apache Airflow FI I ST E
TEREHREEZEIZRTLSE EC2 £fl, B AEARLUNSGEEETEMESR SSH 7 E R
iy =N

UL RBIF | 895 SSH %48 (.pem) L& FI7E Amazon S3 ERIIRER dags B FH, R, B
£/ requirements. txt RELEMKBIN , H7E Ul FLRIEFH Apache Airflow E#E, &5 , &Y
E— DAG ktIZ5xERfI# SSH E#,
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£

T

. EREMH

- RIR

« FE4AEHZ Amazon S3

- BIEHH Apache Airflow FE3E

- KIBRH

[N

o A LATE Python 3.10 ¥4 TT LR EBRHI5 Apache Airflow v2 —E .

FRFAF
BEAARLHRARE  EBREATAS :

« Amazon MWAA IfiE,

« SSH #4, ZRBBRHEIBRIZEE — Amazon EC2 24l , # B E#&EH Amazon MWAA 3RE . pemfu
FR—XiE, MREEEFH , BSHE (LS# EC2 AFER) PWEIERS AZBHAR,

PR

- EEHEMANREIAFEAARRT LRRB RO,

2R

HUUTSEBARME requirements.txt , LA apache-airflow-providers-ssh BF B8R &KE
Web BR&S85 L. HIRBEEFHH H Amazon MWAA BT ZEMBING , BFE Ul HEEIFH SSH iE

BRHE,

-c https://raw.githubusercontent.com/apache/airflow/constraints-Airflow-version/
constraints-Python-version.txt
apache-airflow-providers-ssh
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® Note

-c EX T requirements.txt AR URL, XA LAFER Amazon MWAA AIRE R
T EHMIEF SR,

524 & 1| Amazon S3

FERA LT AWS Command Line Interface i &3228 . pemZ4A &£ #/F] Amazon S3 FHIFREdagsB R
.,

$ aws s3 cp your-secret-key.pem s3://your-bucket/dags/

Amazon MWAA f#23E . pem Z4AENM dags FRRNBEHIEIAEH# /usr/local/airflow/dags/
B , iX# , Apache Airflow FL ] LLiFRIZR4A 7o

BIZEFH Apache Airflow & 2
£/ Apache Airflow Ul 8|2 #T#Y SSH £ #2

1. 7 Amazon MWAA &I & E3TFIRETNHE,

2. MIRBEFIRSP , RIRFIEFRITF Airflow Ul

3. 1E Apache Airflow Ul WE £ , NTREPSMEPEREBERUEF THIIKR , REERFIEE,
4. TEIIHEETEL , EF + SURMFIC TR SUFINFTIERE,

5. HEEEIAD NEL , BEUATEER

a. TEEZEEHD , @A ssh_new,
b. EEERBF , NTHRIIRPIERE SSH,

(® Note

MRHIFHEHE SSH EZERE | IR Amazon MWAA R ZE&EFTER apache-
airflow-providers-ssh BF @, BEEH requirements. txt XHEAITEWE
Fa, REER,

c. NFEN, WMALEIEREMN Amazon EC2 SEHIMY IP #hat, a0 , 12.345.67.89,
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d EAFRE H, Afec2-userREEE#EE| Amazon EC2 3£4l, AFBWRELBT
B, BE4EURTEFLE Apache Airflow EEFIRITIESEHIRY SR,

e. 1M , FLL JSON BRI AU TRMER :

{ "key_file": "/usr/local/airflow/dags/your-secret-key.pem" }

R EXHE T Apache Airflow fEZ# /dags B RFEKER.

A 7=

LAF DAG fESSHOperatoriEiEZE|&# B #8 Amazon EC2 34l , ARE1E1T hostname Linux a3 &3k
TENZEHIN B, B LS DAG MEZERA LETEMG R REIA,

1. IHLKE , SEE# DAG KRB B . Hlu :

cd dags

2. EHIUTRIBRENAST , AERESEN ssh.py.

from airflow.decorators import dag
from datetime import datetime
from airflow.providers.ssh.operators.ssh import SSHOperator

@dag(
dag_id="ssh_operator_example",
schedule_interval=None,
start_date=datetime(2022, 1, 1),
catchup=False,

)

def ssh_dag():

task_1=SSHOperator(
task_id="ssh_task",
ssh_conn_id="ssh_new',
command="hostname"',

)

my_ssh_dag = ssh_dag()

3. EITELT AWS CLI a5 5 DAG EHIZISMREN M , RRHEM Apache Airflow i SEEARA
DAG.
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$ aws s3 cp your-dag.py s3://your-environment-bucket/dags/

4. MBI , BIFIE ssh_operator_example DAG HWESBEFERME , ELITF ssh_task
WESHEPHUATHE :

[2022-01-01, 12:00:00 UTC] {{base.py:79}} INFO - Using connection to: id: ssh_new.
Host: 12.345.67.89, Port: None,

Schema: , Login: ec2-user, Password: None, extra: {'key_file': '/usr/local/airflow/

dags/your-secret-key.pem'}

[2022-01-01, 12:00:00 UTC] {{ssh.py:264}} WARNING - Remote Identification Change is
not verified. This won't protect against Man-In-The-Middle attacks

[2022-01-01, 12:00:00 UTC] {{ssh.py:270}} WARNING - No Host Key Verification. This
won't protect against Man-In-The-Middle attacks

[2022-01-01, 12:00:00 UTC] {{transport.py:1819}} INFO - Connected (version 2.0,
client OpenSSH_7.4)

[2022-01-01, 12:00:00 UTC] {{transport.py:1819}} INFO - Authentication (publickey)
successful!

[2022-01-01, 12:00:00 UTC] {{ssh.py:139}} INFO - Running command: hostname
[2022-01-01, 12:00:00 UTC]{{ssh.py:171}} INFO - ip-123-45-67-89.us-

west-2.compute.internal

[2022-01-01, 12:00:00 UTC] {{taskinstance.py:1280}} INFO - Marking task as SUCCESS.
dag_id=ssh_operator_example, task_id=ssh_task, execution_date=20220712T200914,
start_date=20220712T200915, end_date=20220712T200916

£ A Z2£A# 17 Apache Airfl AWS Secrets Manager ow Snowflake %
23

LAR 7RIV A AWS Secrets Manager #£ Apache Airflow B9 &7 3£ & T 4E57 2 L 3KEX Apache Airflow
Snowflake EZENF4H. BRIREETHK FHZELABGE Apache Airflow E# AWS Secrets Manager
RS,

£
. RE
SREM
R
. BR
KRB RHI
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< ETRMEMAL?

[N

« A LATE Python 3.10 AT LB /RHI5 Apache Airflow v2 —E R,

TERFAM
EEAFA LY RHIRG  EEEUTHE :

+ B2 Secrets Manager Ja3w1ER Apache Airflow BB £ , 0 2 4A EE Apache Airflow & #2
AWS Secrets Manager Ff Ro

« Secrets Manager Y Apache Airflow E#EF£F&H , 10 FEHZEAEE Apache Airflow iE# AWS
Secrets Manager Ffi7Ro

PR

+ Secrets Manager X PR , 20 £ Z4HELE Apache Airflow 3% AWS Secrets Manager Fi R

2R

BHERAAR L RGAHE , BFUTHRBIUMNZE requirements.txt, ETHREZEE , SR
Z % Python K1,

apache-airflow-providers-snowflake==1.3.0

KRB =Bl
UTSRER T m{a el DAG K5 , LAEHA Secrets Manager XKIREV# 4,
1. EWTRTET , SE7F6# DAG RIBWE F. Hlun

cd dags

2. SHEUTRBRAINANE , HELH#SFA snowflake_connection.py.
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Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.

Permission is hereby granted, free of charge, to any person obtaining a copy of
this software and associated documentation files (the "Software"), to deal in
the Software without restriction, including without limitation the rights to
use, copy, modify, merge, publish, distribute, sublicense, and/or sell copies of
the Software, and to permit persons to whom the Software is furnished to do so.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS
FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR
COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER
IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN
CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

from airflow import DAG

from airflow.providers.snowflake.operators.snowflake import SnowflakeOperator
from airflow.utils.dates import days_ago

snowflake_query = [

"""uyse warehouse "MY_WAREHOUSE";""",

"""select * from "SNOWFLAKE_SAMPLE_DATA"."WEATHER"."WEATHER_14_TOTAL" limit
1@@; IIIIII’

]

with DAG(dag_id="'snowflake_test', schedule_interval=None, catchup=False,
start_date=days_ago(1l)) as dag:
snowflake_select = SnowflakeOperator(
task_id="snowflake_select",
sql=snowflake_query,
snowflake_conn_id="snowflake_conn",

BETRMEATA?

o BTRBIMEFARGIFH DAG K13 L& F) Amazon S3 F# @K dags XX | BSR RN EH
DAGs,
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RAriEmE

£ DAG EHE A BEMNIEFR CloudWatch

B ERU TR RFRERRBTIHRAE ( DAG ) , ZEIE{T PythonOperator A4 3& Amazon
MWAA IMEIRERERIENR. RS , DAG FHIEHERN B E LIEFHF KM E Amazon CloudWatch,

BEXRERGRERAILEH -5 THPRTELENAEHAELIAEN CPU FH)

IS B SRS E RO A M TRRRMITEE,

£33

* A

© RREM
+ BR
BB
. RETH)

[N

« SZALATE Python 3.10 HfFATT LB 1XEE 7RI 5 Apache Airflow v2 —i2E A,

FRF M

EFEALXT LELWRBERS , EFBUATARE :

« Amazon MWAA IRiE,

PR

- EEEMNREIAEAART LRRB RO,

KB 0

o FoFE EAth R UAD AT 6 A AN T _E B9 RS R B

AJLAfE A

£/ DAG w5 B E XIEHR
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K4 =6

1. ESTRANT , $SMEF# DAG KRB #HX, Fla

cd d

ags

2. EFIUTRERFINABHAMSEEN dag-custom-metrics.py. AHREZHRE LR MWAA-
ENV-NAME,

from
from
from
from
impo

def publish_metric(client,name,value,cat,unit="None'):

airflow import DAG

airflow.operators.python_operator import PythonOperator

airflow.utils.dates import days_ago
datetime import datetime
rt os,json,boto3,psutil, socket

environment_name = os.getenv("MWAA_ENV_NAME")
value_number=float(value)

hostname = socket.gethostname()

ip_address = socket.gethostbyname(hostname)

print('writing value',value_number, 'to metric', name)

response = client.put_metric_data(
Namespace="'MWAA-Custom',
MetricData=[
{
'MetricName': name,
'Dimensions': [

{
'Name': 'Environment',
'Value': environment_name

b

{
'Name': 'Category',
'Value': cat

b

{
'Name': 'Host',
'Value': ip_address

b

1,

'Timestamp': datetime.now(),
'Value': value_number,
'Unit': unit
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}I

)
print(response)
return response

def python_fn(**kwargs):
client = boto3.client('cloudwatch')

cpu_stats = psutil.cpu_stats()
print('cpu_stats', cpu_stats)

virtual = psutil.virtual_memory()
cpu_times_percent = psutil.cpu_times_percent(interval=0)

publish_metric(client=client, name='virtual_memory_total"',
cat="virtual_memory', value=virtual.total, unit='Bytes')

publish_metric(client=client, name='virtual_memory_available',
cat='virtual_memory', value=virtual.available, unit='Bytes')

publish_metric(client=client, name='virtual_memory_used', cat='virtual_memory',
value=virtual.used, unit='Bytes')

publish_metric(client=client, name='virtual_memory_free', cat='virtual_memory',
value=virtual.free, unit='Bytes')

publish_metric(client=client, name='virtual_memory_active',
cat='virtual_memory', value=virtual.active, unit='Bytes')

publish_metric(client=client, name='virtual_memory_inactive',
cat="virtual_memory', value=virtual.inactive, unit='Bytes')

publish_metric(client=client, name='virtual_memory_percent',
cat='virtual_memory', value=virtual.percent, unit='Percent')

publish_metric(client=client, name='cpu_times_percent_user',
cat='cpu_times_percent', value=cpu_times_percent.user, unit='Percent')

publish_metric(client=client, name='cpu_times_percent_system',
cat='cpu_times_percent', value=cpu_times_percent.system, unit='Percent')

publish_metric(client=client, name='cpu_times_percent_idle’,
cat='cpu_times_percent', value=cpu_times_percent.idle, unit='Percent')

return "OK"

with DAG(dag_id=os.path.basename(__file__).replace(".py", ""),
schedule_interval="'*/5 * * * %' catchup=False, start_date=days_ago(l)) as dag:
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t = PythonOperator(task_id="memory_test", python_callable=python_fn,
provide_context=True)

3. EB1THT AWS CLI a5 =¥ DAG EH I ENZ6E4 , RAEEH Apache Airflow AP REfL &R
DAG,

$ aws s3 cp your-dag.py s3://your-environment-bucket/dags/

4. R DAG BRUIET , BRIZ LT Apache Airflow BEREBRIRLUUTHRENANS :

[2022-08-16, 10:54:46 UTC] {{logging_mixin.py:109}} INFO -

cpu_stats scpustats(ctx_switches=3253992384, interrupts=1964237163,
soft_interrupts=492328209, syscalls=0)

[2022-08-16, 10:54:46 UTC] {{logging_mixin.py:109}} INFO - writing value
16024199168.0 to metric virtual_memory_total

[2022-08-16, 10:54:46 UTC] {{logging_mixin.py:109}} INFO - {'ResponseMetadata':
{'RequestId': 'fad289ac-aa51-46a9-8bl18-24e4e4063f4d', 'HTTPStatusCode': 200,
'"HTTPHeaders': {'x-amzn-requestid': 'fad289ac-aa51-46a9-8b18-24e4e4063f4d’,
'content-type': 'text/xml', 'content-length': '212', 'date': 'Tue, 16 Aug 2022
17:54:45 GMT'}, 'RetryAttempts': 0}}

[2022-08-16, 10:54:46 UTC] {{logging_mixin.py:109}} INFO - writing value
14356287488.0 to metric virtual_memory_available

[2022-08-16, 10:54:46 UTC] {{logging_mixin.py:109}} INFO - {'ResponseMetadata':
{'RequestId': '6ef60085-07ab-4865-8abf-dc94f9@cab46', 'HTTPStatusCode': 200,
'"HTTPHeaders': {'x-amzn-requestid': '6ef60085-07ab-4865-8abf-dc94f9@cab46’,
'content-type': 'text/xml', 'content-length': '212', 'date': 'Tue, 16 Aug 2022
17:54:45 GMT'}, 'RetryAttempts': 0}}

[2022-08-16, 10:54:46 UTC] {{logging_mixin.py:109}} INFO - writing value
1342296064.0 to metric virtual_memory_used

[2022-08-16, 10:54:46 UTC] {{logging_mixin.py:109}} INFO - {'ResponseMetadata':
{'RequestId': 'd5331438-5d3c-4df2-bc42-52dcf8d60a@@', 'HTTPStatusCode': 200,
'"HTTPHeaders': {'x-amzn-requestid': 'd5331438-5d3c-4df2-bc42-52dcf8d60a00’,
'content-type': 'text/xml', 'content-length': '212', 'date': 'Tue, 16 Aug 2022
17:54:45 GMT'}, 'RetryAttempts': 0}}

[2022-08-16, 10:54:46 UTC] {{python.py:1523}} INFO - Done. Returned value was: OK
[2022-08-16, 10:54:46 UTC] {{taskinstance.py:1280}} INFO - Marking task as SUCCESS.
dag_id=dag-custom-metrics, task_id=memory_test, execution_date=20220816T175444,
start_date=20220816T175445, end_date=20220816T175446

[2022-08-16, 10:54:46 UTC] {{local_task_job.py:154}} INFO - Task exited with return
code 0
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£ Amazon MWAA ¥R EHEE Aurora PostgreSQL &

Amazon Managed Workflows for Apache Airflow £/ Aurora PostgreSQL g EEH DAG =173
T 1ES SR BIRY Apache Airflow JTEIERE. LT REIRBLEHHN Amazon MWAA SEERE A
Aurora PostgreSQL BiiIEFEF IS E .

&

.+ BAE

- EREH

- AR

- KRB

[T

« SZALATE Python 3.10 #4177 L 1XEE 7RI 5 Apache Airflow v2 —i2E A,

TERFAF
BEAARLHRARE  EEEUATAS :

« Amazon MWAA I35,

1K B I

« E1£ Apache Airflow v2 RERALRIB RG] , TEM KB, ZRBERERER Apache Airflow
v2 Eﬁﬂfﬁfﬁo

A 7=

LLF DAG £78% TABLES_TO_CLEAN ARIEERM THIERIEE, Z RO HEREERFPEEES 30
ROEIE,. EHEMBRS B NEFLERE |, B MAX_AGE_IN_DAYS i% &R HAit{E,

Apache Airflow v2.4 and later

from airflow import DAG
from airflow.models.param import Param
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from airflow.operators.bash_operator import BashOperator
from airflow.utils.dates import days_ago

from datetime import datetime, timedelta

# Note: Database commands may time out if running longer than 5 minutes. If this
occurs, please increase the MAX_AGE_IN_DAYS (or change

# timestamp parameter to an earlier date) for initial runs, then reduce on
subsequent runs until the desired retention is met.

MAX_AGE_IN_DAYS = 30

# To clean specific tables, please provide a comma-separated list per

# https://airflow.apache.org/docs/apache-airflow/stable/cli-and-env-variables-
ref.html#clean

# A value of None will clean all tables

TABLES_TO_CLEAN = None

with DAG(
dag_id="clean_db_dag",
schedule_interval=None,
catchup=False,
start_date=days_ago(1l),
params={
"timestamp": Param(
default=(datetime.now()-timedelta(days=MAX_AGE_IN_DAYS)).strftime("%Y-
%sm-%d %H:%M:%S"),
type="string",
minLength=1,
maxLength=255,
),
}
) as dag:
if TABLES_TO_CLEAN:
bash_command="airflow db clean --clean-before-timestamp

'"{{ params.timestamp }}' --tables '"+TABLES_TO_CLEAN+"' --skip-archive --yes"
else:
bash_command="airflow db clean --clean-before-timestamp
'{{ params.timestamp }}' --skip-archive --yes"

cli_command = BashOperator(
task_id="bash_command",
bash_command=bash_command
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)

Apache Airflow v2.2 and earlier

from airflow import settings

from airflow.utils.dates import days_ago

from airflow.models import DagTag, DagModel, DagRun, ImportError, Log, SlaMiss,
RenderedTaskInstanceFields, TaskInstance, TaskReschedule, XCom

from airflow.decorators import dag, task

from airflow.utils.dates import days_ago

from time import sleep

from airflow.version import version
major_version, minor_version = int(version.split('.')[@]), int(version.split('."')
[11)
if major_version >= 2 and minor_version >= 6:
from airflow.jobs.job import Job
else:
# The BaseJob class was renamed as of Apache Airflow v2.6
from airflow.jobs.base_job import BaseJob as Job

# Delete entries for the past 30 days. Adjust MAX_AGE_IN_DAYS to set how far back
this DAG cleans the database.

MAX_AGE_IN_DAYS 30

MIN_AGE_IN_DAYS 0

DECREMENT = -7

# This is a list of (table, time) tuples.
# table = the table to clean in the metadata database
# time = the column in the table associated to the timestamp of an entry
# or None if not applicable.
TABLES_TO_CLEAN = [[Job, Job.latest_heartbeat],
[TaskInstance, TaskInstance.execution_date],
[TaskReschedule, TaskReschedule.execution_date],
[DagTag, None],
[DagModel, DagModel.last_parsed_time],
[DagRun, DagRun.execution_date],
[ImportError, ImportError.timestamp],
[Log, Log.dttm],
[SlaMiss, SlaMiss.execution_date],
[RenderedTaskInstanceFields, RenderedTaskInstanceFields.execution_date],
[XCom, XCom.execution_date],
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e@task()
def cleanup_db_fn(x):
session = settings.Session()

if x[17:
for oldest_days_ago in range(MAX_AGE_IN_DAYS, MIN_AGE_IN_DAYS, DECREMENT):

earliest_days_ago = max(oldest_days_ago + DECREMENT, MIN_AGE_IN_DAYS)

print(f"deleting {str(x[@])} entries between {earliest_days_ago} and
{oldest_days_ago} days old...")

earliest_date = days_ago(earliest_days_ago)

oldest_date = days_ago(oldest_days_ago)

query = session.query(x[@]).filter(x[1] >= earliest_date).filter(x[1] <=
oldest_date)

query.delete(synchronize_session= False)

session.commit()

sleep(5)
else:
# No time column specified for the table. Delete all entries
print("deleting", str(x[@]), "...")

query = session.query(x[@])
query.delete(synchronize_session= False)
session.commit()

session.close()

@dag(
dag_id="cleanup_db",
schedule_interval="@weekly",
start_date=days_ago(7),
catchup=False,
is_paused_upon_creation=False

def clean_db_dag_fn():
t_last=None
for x in TABLES_TO_CLEAN:
t=cleanup_db_fn(x)
if t_last:
t_last >> t
t_last = t
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clean_db_dag = clean_db_dag_fn()

A8 T BIES HE Amazon S3 LB CSV X

UTRIERAGBENMIZERQTIRAE (DAG) , ZREHBEEFEN—RT DAG BTEERE , HEH
EB AFM#E Amazon S3 £H . csv X5,

B RE B EMINER Aurora PostgreSQL BIEFEHRSHEER , UEEFRREHRE , FEEMIINR
FES |, FEFENSEW Amazon S3 2| Amazon Redshift ZEFMBIEESE2ENIELS
A, LMER Amazon MWAA THIEBHIRE | BREBEMUR /RS .

B A EBIEE P &8 Apache Airflow R P HIHHEAN R, HABRAER=E
# : DagRun, TaskFail # TaskInstance , B # 5 DAG E{THXMNEL,

T8
e
 RREM
+ RIR

- ER

- KREBRHI

[T

« BELAFE Python 3.10 A AT LYK B R HBI 5 Apache Airflow v2 —i2 R,

FTRZM

EFEAXT ERALE , BFEUATARE

« Amazon MWAA ¥R3E,
o FBRENTHESHBIF Amazon S3 F# .

FFIRE T EAES H 2l Amazon S3 L 272


https://airflow.apache.org/docs/apache-airflow-providers-amazon/stable/operators/s3_to_redshift.html
https://github.com/apache/airflow/tree/v2-0-stable/airflow/models
https://peps.python.org/pep-0619/
https://docs.aws.amazon.com/AmazonS3/latest/userguide/create-bucket-overview.html
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PR

Amazon MWAA ZEE3R 8 Amazon S3 1€ s3:PutObject WIIR , FEEFEHN AHRTFEEEEA
Amazon S3, FFUTREEFEHRMEFENHITAEER,

{
"Effect": "Allow",
"Action": "s3:PutObject*",
"Resource": "arn:aws:s3:::your-new-export-bucket"

}

WBERF B ANPRREIR your-new-export-bucketo
=R

« E7 Apache Airflow v2 RERLABERA] , TEMMNKEID., ZABEREHREFER Apache Airflow
v2 EEI&HW&%O

¥ ERR
LTREBRERT 6122 DAG , BAZEif) Aurora PostgreSQL HH4&ERE A K Amazon S3 E .

1. HEENRE , SMEfF DAG RIBR B . Hlum
cd dags

2. SHUTREBRAINABHA#EEN metadata_to_csv.py. BAILLEHRDES
MAX_AGE_IN_DAYS HI{E , LiZ#l DAG N\t EHFEESEAN KRR ICENRE,

from airflow.decorators import dag, task

from airflow import settings

import os

import boto3

from airflow.utils.dates import days_ago

from airflow.models import DagRun, TaskFail, TaskInstance
import csv, re

from io import StringIO

DAG_ID = os.path.basename(__file_ ).replace(".py", "")

MAX_AGE_IN_DAYS = 30
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S3_BUCKET = '<your-export-bucket>'
S3_KEY = 'files/export/{@}.csv'

# You can add other objects to export from the metadatabase,
OBJECTS_TO_EXPORT = [

[DagRun,DagRun.execution_date],

[TaskFail, TaskFail.execution_date],

[TaskInstance, TaskInstance.execution_date],

@task()

def export_db_task(**kwargs):
session = settings.Session()
print("session: ",str(session))

oldest_date = days_ago(MAX_AGE_IN_DAYS)
print("oldest_date: ",oldest_date)

s3 = boto3.client('s3")

for x in OBJECTS_TO_EXPORT:
query = session.query(x[0]).filter(x[1] >= days_ago(MAX_AGE_IN_DAYS))
print("type",type(query))
allrows=query.all()
name=re.sub("[<>']", "", str(x[0]))
print(name,": ",str(allrows))

if len(allrows) > 0:
outfileStr=""
f StringIO(outfileStr)
w csv.DictWriter(f, vars(allrows[Q]).keys())
w.writeheader()
for y in allrows:
w.writerow(vars(y))
outkey = S3_KEY.format(name[6:])
s3.put_object(Bucket=S3_BUCKET, Key=outkey, Body=f.getvalue())

@dag(
dag_id=DAG_ID,
schedule_interval=None,
start_date=days_ago(1),
)

def export_db():
t = export_db_task()
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metadb_to_s3_test = export_db()

3. B1TBAT AWS CLI s =1¥ DAG EHZIIMENZ64 , RAEEH Apache Airflow - REfL KX

DAG.,

$ aws s3 cp your-dag.py s3://your-environment-bucket/dags/

4. WMRAEY , BWHFRELTE export_db FFEHNEFSHEHRNUTAR

[2022-01-01, 12:00:00 PDT] {{logging_mixin.py:1093}}
'sqlalchemy.orm.query.Query'>

[2022-01-01, 12:00:00 PDT] {{logging_mixin.py:1093}}
airflow.models.dagrun.DagRun :

[2022-01-01, 12:00:00 PDT] {{logging_mixin.py:1093}}
'sqlalchemy.orm.query.Query'>

[2022-01-01, 12:00:00 PDT] {{logging_mixin.py:1093}}
airflow.models.taskfail.TaskFail :

[2022-01-01, 12:00:00 PDT] {{logging_mixin.py:1093}}
'sqlalchemy.orm.query.Query'>

[2022-01-01, 12:00:00 PDT] {{logging_mixin.py:1093}}
airflow.models.taskinstance.TaskInstance :

[your-tasks]

[your-tasks]

INFO

INFO

INFO

INFO

INFO

INFO

[your-tasks]

type <class

class

type <class

class

type <class

class

[2022-01-01, 12:00:00 PDT] {{python.py:1523}} INFO - Done. Returned value was: OK
[2022-01-01, 12:00:00 PDT] {{taskinstance.py:1280}} INFO - Marking task as

SUCCESS. dag_id=metadb_to_s3, task_id=export_db, execution_date=20220101T000000,
start_date=20220101T000000, end_date=20220101T000000
[2022-01-01, 12:00:00 PDT] {{local_task_job.py:154}} INFO - Task exited with return

code 0

[2022-01-01, 12:00:00 PDT] {{local_task_job.py:264}} INFO - @ downstream tasks

scheduled from follow-on schedule check

WMIE , WO LAME /files/export/ RHIFT Amazon S3 FEBHIHBMTEHSHLN . csv X,

£ Apache Airfl AWS Secrets Manager ow 3£ £ # i f % 4A

AR RV A AWS Secrets Manager 3RERE A T Apache Airflow B9IE B #3E T/E7RTE LAY Apache
Airflow ZEHN 4., ERREBETHK EAZHAEE Apache Airflow #E# AWS Secrets Manager FH#)

HIR,

1£ Secrets Manager F {£f Apache Airflow ZE£
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© RREM

R

© EX

BETRBTAL?

[T

o AT EMRBIKIB RIS Python 3.7 Y Apache Airflow v —EEH,

« A LATE Python 3.10 AT LM REB/RHIS Apache Airflow v2 —E R,

FRF M

EFAAT LN RARE  EEEUTHE :
« BlE Secrets Manager /5w {EN Apache Airflow BE1EI , 20 5 FH Z A EE Apache Airflow iE#
AWS Secrets Manager Ffi Ro

+ Secrets Manager F#Y Apache Airflow ZEF£F& |, 10 £ H ZAEE Apache Airflow iE# AWS
Secrets Manager Fi Ro

PR

+ Secrets Manager PR , 20 £ A Z4ARLE Apache Airflow i3 AWS Secrets Manager Fii 7Ro

=R

« E% Apache Airflow v1 F{ER LA RE , TEM MK, ZABERERFEA Apache Airflow
v Eﬁﬂiﬁzﬂt%o

« E7% Apache Airflow v2 F{ERA LA RE , TEM MK, ZABERERFEA Apache Airflow
v2 Eﬁﬂiﬁzﬂt%o
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(BB

AT ZBRER T a2 DAG KR8 , LAMEHA Secrets Manager RIRENVE4A

1. ESTRANT , $SMEF# DAG KRB E F. Hlm

2. BEFIUATRBREBAS , HEXMSFAN secrets-manager-var. py.

cd dags

from airflow import DAG

from airflow.operators.python_operator import PythonOperator

from airflow.models import Variable

from airflow.utils.dates import days_ago
from datetime import timedelta

import os

DAG_ID = os.path.basename(__file_ ).replace(".py", "")

DEFAULT_ARGS = {
'owner': 'airflow',
'depends_on_past': False,
'email': ['airflow@example.com'],
'email_on_failure': False,
'email_on_retry': False,

def get_variable_fn(**kwargs):

my_variable_name = Variable.get("test-variable", default_var="undefined")

print("my_variable_name: ", my_variable_name)
return my_variable_name
with DAG(
dag_id=DAG_ID,
default_args=DEFAULT_ARGS,
dagrun_timeout=timedelta(hours=2),
start_date=days_ago(1),
schedule_interval="'@once',
tags=['variable']
) as dag:
get_variable = PythonOperator(
task_id="get_variable",
python_callable=get_variable_fn,
provide_context=True
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BETRMEAA?

o ETHBIMMEARAIFE DAG 1B L& Amazon S3 FMEMEM dags XX | BS R AN EH
DAGs,

{55 i 243t 1T Apach AWS Secrets Manager e Airflow £33

LUTRRBIE A AWS Secrets Manager £ Apache Airflow B9 52 £ & T 4E57 2 £ 3K EX Apache Airflow
EENF, SRIREETK FHZABE Apache Airflow iE# AWS Secrets Manager I 5B,

£
.« BRE

SRR
B

. BR

KRB TH
TR A 2

[N

o AW EMRBIRIB RIS Python 3.7 Y Apache Airflow v1 — 2,

« A LATE Python 3.10 AT LM REB/RHIS Apache Airflow v2 —E .

FRF M

EFEARTLARGIRE , BFEUTHS :
+ B2 Secrets Manager [Eiw1EH Apache Airflow EgEETT , 20 A Z4AELE Apache Airflow &3
AWS Secrets Manager Ffi 7Ro

+ Secrets Manager ' # Apache Airflow E#ZEFRFE , 1 FEHAZEABLE Apache Airflow E# AWS
Secrets Manager Fi 7Ro
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PR

- Secrets Manager fX[R , 1 £ Z4AE B Apache Airflow i3 AWS Secrets Manager Ff 7Ro

=R

« E7 Apache Airflow v1 RERLAERE] , TEMMNKEID. ZABEREHREFER Apache Airflow
v Eﬁﬂim)_lif%o

« E7 Apache Airflow v2 RERLLABERA] , TEMMNKEID. ZABEREHREFER Apache Airflow
v2 Eﬁﬂim)_lif%o

KRB =Bl
AT ZBRER T a2 DAG 8 , LAMEHA Secrets Manager RIRENVE4A
Apache Airflow v2

1. ESTRANT , $SMEF# DAG KRB E F. Hlu .

cd dags
2. SHEUTRBERANVNE , HAELXH#SHFN secrets-manager. py.

Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.

Permission is hereby granted, free of charge, to any person obtaining a copy of
this software and associated documentation files (the "Software"), to deal in
the Software without restriction, including without limitation the rights to
use, copy, modify, merge, publish, distribute, sublicense, and/or sell copies of
the Software, and to permit persons to whom the Software is furnished to do so.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS
FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR
COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER
IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN
CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.
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from airflow import DAG, settings, secrets

from airflow.operators.python import PythonOperator

from airflow.utils.dates import days_ago

from airflow.providers.amazon.aws.hooks.base_aws import AwsBaseHook

from datetime import timedelta
import os

### The steps to create this secret key can be found at: https://
docs.aws.amazon.com/mwaa/latest/userguide/connections-secrets-manager.html
sm_secretId_name = 'airflow/connections/myconn'

default_args = {
'owner': 'airflow',
'start_date': days_ago(1),
'depends_on_past': False

### Gets the secret myconn from Secrets Manager

def read_from_aws_sm_fn(**kwargs):
### set up Secrets Manager
hook = AwsBaseHook(client_type='secretsmanager')
client = hook.get_client_type(region_name='us-east-1')
response = client.get_secret_value(SecretId=sm_secretId_name)
myConnSecretString = response["SecretString"]

return myConnSecretString

### 'os.path.basename(__file_ ).replace(".py", "")' uses the file name secrets-

manager.py for a DAG ID of secrets-manager

with DAG(
dag_id=os.path.basename(__file__).replace(".py", ""),
default_args=default_args,
dagrun_timeout=timedelta(hours=2),
start_date=days_ago(1),
schedule_interval=None

) as dag:

write_all_to_aws_sm = PythonOperator(

task_id="read_from_aws_sm",
python_callable=read_from_aws_sm_fn,
provide_context=True
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)

Apache Airflow v1

1. EGTSETRET , $MEF6# DAG B E ., flu :

cd dags

2. SEHUTREBRAINKNE , HEXRMBEFEN secrets-manager. py,

from airflow import DAG, settings, secrets

from airflow.operators.python_operator import PythonOperator
from airflow.utils.dates import days_ago

from airflow.contrib.hooks.aws_hook import AwsHook

from datetime import timedelta
import os

### The steps to create this secret key can be found at: https://
docs.aws.amazon.com/mwaa/latest/userguide/connections-secrets-manager.html
sm_secretId_name = 'airflow/connections/myconn'

default_args = {
'owner': 'airflow',
'start_date': days_ago(1),
'depends_on_past': False

### Gets the secret myconn from Secrets Manager
def read_from_aws_sm_fn(**kwargs):
### set up Secrets Manager
hook = AwsHook()
client = hook.get_client_type('secretsmanager')
response = client.get_secret_value(SecretId=sm_secretId_name)
myConnSecretString = response["SecretString"]

return myConnSecretString
### 'os.path.basename(__file_ ).replace(".py", "")' uses the file name secrets-

manager.py for a DAG ID of secrets-manager
with DAG(
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dag_id=os.path.basename(__file__).replace(".py", ""),
default_args=default_args,
dagrun_timeout=timedelta(hours=2),
start_date=days_ago(1l),
schedule_interval=None
) as dag:

write_all_to_aws_sm = PythonOperator(
task_id="read_from_aws_sm",
python_callable=read_from_aws_sm_fn,
provide_context=True

BT RMAL?

- BET7BRIAFFARAIP R DAG K18 L4235 Amazon S3 F#WERY dags XK |, BSH RIS ER

DAGs,

£/ Oracle RIEZ B ENIEH

T RBIFEI S EERERA Oracle 1 Amazon MWAA BIZBENEHNS R , ZRGTNS
plugins.zip X EMBEXBEHMN —# G HHEFER,
B
© RA
- BRFEM
- R
« ER
- BIERENEY
o THEEKBII
- BEMIEH
* Plugins.zip
« Airflow Bt & %I

- BETREATL?

BT RAA A ?
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iR

o AT EMRBIRBAE Python 3.7 H#Y Apache Airflow v1 —iE A,

« SZALATE Python 3.10 HfFA 1T L 1XEE 7RI 5 Apache Airflow v2 —i2E A,

FRF M

EEAALATERRARE  BFEUATRE

« Amazon MWAA IfiE,

- ANEZHAEMBEELRT CRITICAL RESHKFN ITHELEHEIERK, BX Amazon MWAA BESR
R RNMAEBEESANEZEER |, 51 the section called “&F Airflow HE”

PR

« TEHMRREI A ERA AT LR RE

=R

BERAAR L RGAHE , BFUATHRBIUMNZE requirements.txt, ETHREZEE , SR
Z % Python K1,

Apache Airflow v2

-c https://raw.githubusercontent.com/apache/airflow/constraints-2.0.2/
constraints-3.7.txt

cx_Oracle

apache-airflow-providers-oracle

Apache Airflow v1

cx_Oracle==8.1.0
apache-airflow[oracle]==1.10.12

WRA 283


https://www.python.org/dev/peps/pep-0537/
https://peps.python.org/pep-0619/

Amazon Managed Workflows for Apache Airflow ArfEm
KB Rl

LR SR A eI 2R TN 8 ELEAH DAG 15,

1. ESTRRIAT , SMEEE DAG RIBAYE F. i

cd dags

2. SHUTRBRAINKNE , HERHSEN oracle. pyo

from airflow import DAG

from airflow.operators.python_operator import PythonOperator
from airflow.utils.dates import days_ago

import os

import cx_Oracle

DAG_ID = os.path.basename(__file__).replace(".py", "")

def testHook(**kwargs):
cx_Oracle.init_oracle_client()
version = cx_Oracle.clientversion()
print("cx_Oracle.clientversion",version)
return version

with DAG(dag_id=DAG_ID, schedule_interval=None, catchup=False,
start_date=days_ago(1)) as dag:
hook_test = PythonOperator(
task_id="hook_test",
python_callable=testHook,
provide_context=True

B2 B E AT
AFNEMATRKPIA, 012 &5 IEHA plugins.zip.
T EARBLIN

Amazon MWAA &3 plugins.zip WA REEE Amazon MWAA T RIFEFF TELERS LW /
usr/local/airflow/plugins. XA FTRAREHRRM-HF . UTTRNMBNAEAREENLT
TR S
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HIEY Amazon Linux BE86 15

1. EBTERTIAT , £H Amazon Linux B85 , AREAMEITIZEEE. HlW

docker pull amazonlinux
docker run -it amazonlinux:latest /bin/bash

WHIRRNZBEA bash a5 H1T. B0 :

bash-4.2#

2. RE Linux RERZ 1/0 TE (libaio) .

yum -y install libaio
3. BENUBARBFHARSUMGEIRER, BIFERMES AT XY : 1ib6s/
libaio.so.1l, 1ib64/1ibaio.so0.1.0.0, 1ib64/libaio.so0.1.0.1,
THREFRX M4
1. EXMREBERDT. Hl0 -

sudo yum install unzip

2. #I# oracle_plugin B%. flin :

mkdir oracle_plugin
cd oracle_plugin

3. AT curl as S MER T Linux x86-64 ( 64 i ) B Oracle Bl % /¥ T # T #K instantclient-
basic-linux.x64-18.5.0.0.0dbru.zip,

curl https://download.oracle.com/otn_software/linux/instantclient/185000/
instantclient-basic-linux.x64-18.5.0.0.0dbru.zip > client.zip

4, fRESE client.zip 4. Hlm -

unzip *.zip
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M Docker F 12 EU S 4

1. EFHNTTERRET , ERHET Docker B85 ID, a0 :

docker container 1ls

BN TRAINEEMAERSRKRERSR IDs, 40 :

debcl16fd6970

2. Tt oracle_plugin B , ¥ 1ib64/libaio.so.1, 1ib64/
1libaio.so0.1.0.0, 1lib64/1libaio.so0.1.0.1 XM ELHEE|4H# instantclient_18_5
Xk, Hln -

docker cp debcl6fd6970:/1ib64/1libaio.so.1 instantclient_18_5/
docker cp debcl6fd6970:/1ib64/1libaio.s0.1.0.0 instantclient_18_5/
docker cp debcl6fd6970:/1ib64/1ibaio.so0.1.0.1 instantclient_18_5/

B E @t

4

Apache Airflow £ B B BT XK FH Python XHAR, XATRENERMEEZE, AT
S|NABT B ELFBFRRHIRE,

« EBHUTRBRANKNE , AEXRMSEN env_var_plugin_oracle.py.

from airflow.plugins_manager import AirflowPlugin
import os

os.environ["LD_LIBRARY_PATH"]="'/usr/local/airflow/plugins/instantclient_18_5"
os.environ["DPI_DEBUG_LEVEL"]1="64"

class EnvVarPlugin(AirflowPlugin):
name = 'env_var_plugin'
Plugins.zip

UTHRERMAEIE plugins.zip, WRHAINABATUSHEHMBEEN —#FX4EH B £
plugins.zip X#H,
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E% @B RANAR,

1. EHSITRRGYS , M%) oracle_plugin B, Hlm :
cd oracle_plugin

2. ¥ instantclient_18_5 BHXE4EZE plugins.zip A, a0 :
zip -t ../plugins.zip ./

3. BNZESDTRIFPEINTRER :

oracle_plugin$ 1s
client.zip instantclient_18_5

4. BRZ client.zip X, Hlm :

rm client.zip

[E4& env_var_plugin_oracle.py X
1. $¥ env_var_plugin_oracle.py X##&iNZ plugins.zip XHHRE F. B0 :
zip plugins.zip env_var_plugin_oracle.py

2. plugins.zip MENBEUTHE :

env_var_plugin_oracle.py
instantclient_18_5/

Airflow BL & &I

R EEHE R Apache Airflow v2 , i1 core.lazy_load_plugins : False J§ Apache
Airflow BL BT, ETHEZER , H2H 2 PN FEAREETMEFE .

BT RMTAL?

s BTYBUMMEFARHIPH requirements. txt X#H L& E Amazon S3 F#1E , TS 2%
Python K1,

Airflow Bt & 3% 5 287
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o ETHBIMMEARAIFE DAG 1B L& Amazon S3 FMEMEM dags XX | BSE HAINEEH
DAGs,
- BETHROMFEARTREFE plugins. zip X L& 2| Amazon S3 i , 2 H REEENE
.

B2 E S TRIIMNEZ BN B E il

AT RS SRR AR A EEHNSR | i TESTHE Amazon MWAA TR fh 4 B IR 8
£

© RA

- RRFH

- KR

- BEXEHS

* Plugins.zip

« Airflow fit B %51

« ETREAL?

[N
o AT LW RBIREBAE Python 3.7 F1# Apache Airflow v1 —E .,

FRF M

EFEAAXT ERREME , BFEUATARE

« Amazon MWAA 18,

PR

- TEEAMNRENA AT LAy RB R
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=R

« E7 Apache Airflow v1 RERLABERE] , TEMMNKEID. ZABEREHEFER Apache Airflow
v Eaﬂjmﬁﬁ){i‘éo

BE XA

Apache Airflow £ B B BT XK FH Python XHAR, XATRENEHMELTE, AT
STWNAT M BE AR REILE,

1. EWSRAFT , SMEF#EEGNE R, S :
cd plugins

2. EHIATRBROBAR , AFEEXMSENRN env_var_plugin.py , REFER EXHRAF,

from airflow.plugins_manager import AirflowPlugin
import os

os.environ["PATH"] = os.getenv("PATH") + ":/usr/local/airflow/.local/lib/python3.7/
site-packages"”

os.environ["JAVA_HOME"]="/usr/lib/jvm/java-1.8.0-
openjdk-1.8.0.272.b10-1.amzn2.0.1.x86_64"

class EnvVarPlugin(AirflowPlugin):
name = 'env_var_plugin'

Plugins.zip

UTHFRERAMAEE plugins.zip, WRHAINABATUSHEMBEHEN Z#FIX4HER —D
plugins.zip X#.

1. EWSRIET , B L—FHW hive_plugin BF. #l40 .
cd plugins

2. FAREMRE plugins XHFFXF,

zip -xr ../plugins.zip ./
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Airflow BL & &I

mREFEHI R Apache Airflow v2 , 710 core.lazy_load_plugins : False J§ Apache
Airflow BEBET, BETHEZER , FSM 2 P ERAGREETNEE .

BETkRra?
s BTRENMEAREIFH requirements. txt X4 L& % Amazon S3 Z##E , S0 &%
Python K #iTi,

o BT ENMGAREIFE DAG K18 L& 2] Amazon S3 1F& @K dags XX |, HSE RN EH
DAGs,

o BT BUMGAREIFH plugins. zip X E4EF) Amazon S3 F#E , ESH ZEEE LR
#.

£ Amazon MWAA ¥ % DAG BIRTX

ZRIAERT , Apache Airflow S ERELHE ( DAG ) ZHEE UTC+0 ., U TS BRER T WAEH
Pendulum B 22 & MWAA 21T DAGs B X, =& , REBUERNAIE B E AR E LR
¥ H Apache Airflow BEMEX,

&

- BRE

- ERFEM

- KR

- BIEIEMAAE R Airflow BEFRRETX
 BI% plugins.zip

« KBERHI

« BETRMMTL?

B

« A LATE Python 3.10 ¥R TT LB R 615 Apache Airflow v2 —iE R,
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FRF M

EEAALATERRARE  BFEUATRE

« Amazon MWAA IfiE,

PR

- EEEMNREIAEAART LRRB RO,

SIZRE M LAE N Airflow BEFREX

Apache Airflow £ B 3841217 plugins B XA Python X4, ERUTEMG , BULBEZRITE
FHRNKX | Zit X 4183 Apache Airflow B A B EK X,

1. BIEER plugins WEFZHSMEIHF, Flm .

$ mkdir plugins
$ cd plugins

2. EFIUATRBREBAS , HEHEHAMSEFH dag-timezone-plugin.py , RRTEFE plugins
MR,

import time
import os

os.environ['TZ'] = 'America/Los_Angeles'
time.tzset()

3. 1£ plugins BFRHBIERRN __init__.py BIZ Python X#, plugins BFERRELFLUTH
5

plugins/
|-- __init__.py
| -- dag-timezone-plugin.py

FRFZ M 291



Amazon Managed Workflows for Apache Airflow ArfEm

£/ plugins.zip

UTLSRERMAIE plugins. zip. RBINAE AL EHtilHM =3 &I 4H S K2
plugins.zip X#.

1. EHSETET, SMIL—F P plugins BF. 0

cd plugins

2. FHRBESHE plugins BFH,

zip -r ../plugins.zip ./

3. ¥ plugins.zip E5% S3 Ff##E.

$ aws s3 cp plugins.zip s3://your-mwaa-bucket/

(BB

EE Y DAG BTN X (UTC+0 ) , BAVFHER —NEA Pendulum WEE |, X2 —H TR
X2 B HetiE 8y Python B,

1. ESTRANT , SMEF#EN DAGs B . fii

$ cd dags

2. BFRIATROINEHSERN tz-aware-dag.pyo

from airflow import DAG

from airflow.operators.bash_operator import BashOperator
from datetime import datetime, timedelta

# Import the Pendulum library.

import pendulum

# Instantiate Pendulum and set your timezone.
local_tz = pendulum.timezone("America/Los_Angeles")

with DAG(
dag_id = "tz_test",
schedule_interval="0 12 * * *",
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catchup=False,
start_date=datetime(2022, 1, 1, tzinfo=local_tz)
) as dag:
bash_operator_task = BashOperator(
task_id="tz_aware_task",
dag=dag,
bash_command="date"

3. B1TBAT AWS CLI a5 =1¥ DAG EH I BN Z6E4 , RAEEH Apache Airflow - REft X
DAG,

$ aws s3 cp your-dag.py s3://your-environment-bucket/dags/

4. MBI, BFREELTFE tz_test DAG HH) tz_aware_task HESHETHUTREA :

[2022-08-01, 12:00:00 PDT] {{subprocess.py:74}} INFO
c', 'date']
[2022-08-01, 12:00:00 PDT] {{subprocess.py:85}} INFO
[2022-08-01, 12:00:00 PDT] {{subprocess.py:89}} INFO
[2022-08-01, 12:00:00 PDT] {{subprocess.py:93}} INFO
code 0
[2022-08-01, 12:00:00 PDT] {{taskinstance.py:1280}} INFO - Marking task as
SUCCESS. dag_id=tz_test, task_id=tz_aware_task, execution_date=20220801T190033,
start_date=20220801T190035, end_date=20220801T190035
[2022-08-01, 12:00:00 PDT] {{local_task_job.py:154}} INFO - Task exited with return
code 0
[2022-08-01, 12:00:00 PDT] {{local_task_job.py:264}} INFO - @ downstream tasks
scheduled from follow-on schedule check

Running command: ['bash', '-

OQutput:
Mon Aug 1 12:00:00 PDT 2022
Command exited with return

BETRMEAA?

o BT RUMGARREIRH plugins. zip X L& F Amazon S3 F#E , BSH ZEEE LR
.
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35> CodeArtifact k&

MREEA CodeArtifact 3 Python #kEill , Amazon MWAA EEBERNTHE. ER
¥ Amazon MWAA 7E3Z 7B 8] CodeArtifact F&E |, BAILMER B A HERAS
HPIP_EXTRA_INDEX_URLBITIRE

LUTEBNBMMABNEBBIIEA | ZBIARFER get_authorization_token CodeArtifact API #4E
EREBRBHHEFH LRI T,

£

- R

- FREH

- RIR

- RERH)

» BTRMMAL 2

[N

« BALAFE Python 3.10 A4 T LYK EB R HI 5 Apache Airflow v2 —i2 R,

FRFAF
BEAARLHRARE  EBEUATAS :

« Amazon MWAA R3E,
« AT CodeArtifact & FMF AR BIIHY F6K BE o

PR

ERI# CodeArtifact S HFLERE A Amazon S3 , Amazon MWAA EHITABFSMEFU T
BR o

« Zcodeartifact:GetAuthorizationTokeni&E 2 F Amazon MWAA M H 16 &5k,
CodeArtifactiA T B W R 2 E 4 CodeArtifact I TR, SR lBRSHETPN EREH
IS BB FHEINE T R 183k 3 — SR A ER G .

HEIZ{THTRIET AWS CodeArtifact 55 h# 294
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s Zs

"Effect": "Allow",

"Action": "codeartifact:GetAuthorizationToken",

"Resource": "arn:aws:codeartifact:us-west-2:*:domain/*"
ts:GetServiceBearerTokeniE{ER A CodeArtifact GetAuthorizationTokenAPI

BRFFTAFN. WRERD—NTH  EEAEEESR ( fIW with ) BT ATERZ T

CodeArtifact, pipEfRFBEE LSS CodeArtifact EE—EFEH , BN ENRITABHBHLM

¥,

(¥

sts:GetServiceBearerTokenf A T KB F BRI Ro

"Sid": "AllowServiceBearerToken",
"Effect": "Allow",

"Action": "sts:GetServiceBearerToken",
"Resource": "*"

=~

LT SRER T a{a 6] 2 E#H CodeArtifact T H B hIAS,

1. EHUATRBRANAS , HEAXMEFRN code_artifact_startup_script.sh.

#!/bin/sh

# Startup script for MWAA, see https://docs.aws.amazon.com/mwaa/latest/userguide/
using-startup-script.html

set -eu

# setup code artifact endpoint and token

# https://pip.pypa.io/en/stable/cli/pip_install/#cmdoption-0

# https://docs.aws.amazon.com/mwaa/latest/userquide/samples-code-artifact.html

DOMAIN="amazon"

DOMAIN_OWNER="112233445566"

REGION="us-west-2"

REPO_NAME="MyRepo"

echo "Getting token for CodeArtifact with args: --domain $DOMAIN --region $REGION
--domain-owner $DOMAIN_OWNER"

i
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TOKEN=$(aws codeartifact get-authorization-token --domain $DOMAIN --region $REGION
--domain-owner $DOMAIN_OWNER | jq -r '.authorizationToken')

echo "Setting Pip env var for '--index-url' to point to CodeArtifact"

export PIP_EXTRA_INDEX_URL="https://aws:$TOKEN@$DOMAIN-

$DOMAIN_OWNER.d.codeartifact.$REGION.amazonaws.com/pypi/$REPO_NAME/simple/"

echo "CodeArtifact startup setup complete"

2. SMBREFZMANIHR, EFRRIEOQOPRER cp FHA LR E#EE, N your-s3-
bucket BRRANIEHEER,

$ aws s3 cp code_artifact_startup_script.sh s3://your-s3-bucket/
code_artifact_startup_script.sh

WA , Amazon S3 £ HIZN R URL B -

upload: ./code_artifact_startup_script.sh to s3://your-s3-bucket/
code_artifact_startup_script.sh

HERMAE  MRERER IR ERFETHA,

BT RMAAL?

- ETHRWNAERABIIMABRENTE | 1§55 the section called “fE A B HIZA",

o B T7BRIMAFAREIPE DAG K18 L4235 Amazon S3 F# B/ dags XX |, FSE RIS EH
DAGs.,

o BTYBMMNFARHIEH plugins.zip X L% Amazon S3 EfME |, BSR ZEEENE
#.

\

{# FH Apache Hive #1 Hadoop €12 B E X i #

Amazon MWAA ¥ plugins.zip AR REE /usr/local/airflow/plugins. XA LAARM
BERPRM-BFEIXH. B, Apache Airflow &7EBBIATHIT plugins XX FH Python X4
NE , EEREBRENBSCMETE, UT RO 5|SEERE Amazon MWAA SREFRER Apache
Hive 1 Hadoop BIEZBEEHNLSR , ZRHFIUASHMGBEE a4 N—#EIXHEAEER,

F

.+ BE
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. TREH
- KR

« TEERBIN
- BEXEMS
* Plugins.zip
o K RA

 Airflow B & %I
o BETRRMMIA?

[N

o AT EMRBIKIB RIS Python 3.7 Y Apache Airflow v1 —E2 M,

« A LATE Python 3.10 AT LM REB/RHI5S Apache Airflow v2 —E M,

FRFAF
BEAATLHRARE , EBEUATAR :

« Amazon MWAA g,

PR

- TEEAMNRENAEAART LAy RB R

2R

EFAAT EHNREARE , ENUATHRBIUMNE requirements.txt, ETHEZEL | HSH
%% Python K1,

Apache Airflow v2

-c https://raw.githubusercontent.com/apache/airflow/constraints-2.0.2/
constraints-3.7.txt
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apache-airflow-providers-amazon[apache.hive]
Apache Airflow v1

apache-airflow[hive]==1.10.12

T BRI
Amazon MWAA £4F plugins.zip B AR ZEEIE /S Amazon MWAA it XIEEFMTELERSF LN /

usr/local/airflow/plugins. XA TRARERRM-HF . UATTRNMBNAARKEE LT
RT3

1. ESTRAT , SMIECIREANE F. Him .

cd plugins

2. MEBHTH Hadoop , filan :

wget https://downloads.apache.org/hadoop/common/hadoop-3.3.0/hadoop-3.3.0.tar.gz

3. MEGHRTH Hive , i -

wget https://downloads.apache.org/hive/hive-3.1.2/apache-hive-3.1.2-bin.tar.gz

4. BIEBF. fl

mkdir hive_plugin

5. Hadoop #£HL,

tar -xvzf hadoop-3.3.0.tar.gz -C hive_plugin

6. Hive 1£H,

tar -xvzf apache-hive-3.1.2-bin.tar.gz -C hive_plugin
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=R\
BEXiEH

Apache Airflow £ B I BHHITIES X HR B Python XHRB. XA TFREFMEIIMETE, UT
SB|NE T L BEEHFNRHIE,

1. EHTTERREYD , M3 hive_plugin B, #i0 ;

cd hive_plugin

2. EHUTRBROAVAE , H7E hive_plugin BFHFHAM S EN hive_plugin.pyo

from airflow.plugins_manager import AirflowPlugin
import os
os.environ["JAVA_HOME"]="/usr/lib/jvm/jre"
os.environ["HADOOP_HOME"]='/usr/local/airflow/plugins/hadoop-3.3.0"'
os.environ["HADOOP_CONF_DIR"]="'/usr/local/airflow/plugins/hadoop-3.3.0/etc/hadoop’
os.environ["HIVE_HOME"]='/usr/local/airflow/plugins/apache-hive-3.1.2-bin'
os.environ["PATH"] = os.getenv("PATH") + ":/usr/local/airflow/plugins/
hadoop-3.3.0:/usr/local/airflow/plugins/apache-hive-3.1.2-bin/bin:/usr/local/
airflow/plugins/apache-hive-3.1.2-bin/1ib"
os.environ["CLASSPATH"] = os.getenv("CLASSPATH") + ":/usr/local/airflow/plugins/
apache-hive-3.1.2-bin/1ib"
class EnvVarPlugin(AirflowPlugin):

name = 'hive_plugin'

3. EHILUTXANAR , HE hive_plugin BEFHFEA#MEZERN .airflowignore,
hadoop-3.3.0
apache-hive-3.1.2-bin

Plugins.zip

UTSBRIERMMAIE plugins. zip. RHFIVABRAUSHMBFEHEMN ZHEXHHAER—
plugins.zip X#.

1. EG@SERRET , SMB E—FFM hive_plugin B, #im :

cd hive_plugin

2. MABESHE plugins XHXH,
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zip -r ../hive_plugin.zip ./

KRB =HI
AT 5B A AT 012 A T B 52 B M) DAG RT3,
1. ERPETYT , SHIEFMH DAG REBMWEF. Fim :

cd dags

2. EHHUTRBRENVAR , FAEXHEFHN hive.pyo

from airflow import DAG
from airflow.operators.bash_operator import BashOperator
from airflow.utils.dates import days_ago

with DAG(dag_id="hive_test_dag", schedule_interval=None, catchup=False,
start_date=days_ago(1l)) as dag:
hive_test = BashOperatox(
task_id="hive_test",
bash_command="'hive --help'

Airflow BC & 1% In

WMREE AR Apache Airflow v2 , &% 10 core.lazy_load_plugins : False J§ Apache
Airflow BLEI1ET, ETHESZER , H2H 2 PN EAREETNEE .

BT RMAA 2
s BETENMGARHIEH requirements. txt X# L& 2| Amazon S3 1 |, BS 1 &%

Python AR o

o ET B AREI R DAG KB _E1£F) Amazon S3 F# @MY dags XX |, TSR R INBEH
DAGs,

« BETBNM/IAREPE plugins. zip X L& E| Amazon S3 FiE , BEH ZEBEENE
#o
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71 Apache Airflow €2 B E X &4 PythonVirtualenvOperator

LT RBIERT WAEERTF Apache Airflow 9L B##EE TEFRE L PythonVirtualenvOperator f§
R B E A4 Apache Airflows

£}

UGS

- R

- RIR

- BEMEGTHIREG

* Plugins.zip

- REBTRHI

+ Airflow g &%
o ETRRMTA?

[N

o AT LW RBIREBAE Python 3.7 F1# Apache Airflow v1 —E .,
« SBALUE Python 3.10 AT E A R BI5 Apache Airflow v2 —i#2 £/,
FRFH

EFEAAXT ERALE , BFBEUATARE

« Amazon MWAA 8,

PR

- TEEAMNRENA AT LAy KB R

E &30 B E LHE 4 PythonVirtualenvOperator 301
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=R

EFAAT LN RARE , EEATHRBIUSNE requirements.txt, ETHREZEL |, ESH
Z ¥ Python #KHiI0,

virtualenv

B E A R AR

Apache Airflow F7E B a1 BT IR KR F K Python XHERNE . LiEHFESHEEREINAENR
PythonVirtualenvOperator , 5 Amazon MWAA #Z&. U TSENE T I BE EHHN R
LGN

Apache Airflow v2

1. ES@DTERREHR , MBI L plugins B, fl0 :

cd plugins
2. SHUTREBRAINAE , AEA#SFN virtual_python_plugin.py,

Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.

Permission is hereby granted, free of charge, to any person obtaining a copy of
this software and associated documentation files (the "Software"), to deal in
the Software without restriction, including without limitation the rights to
use, copy, modify, merge, publish, distribute, sublicense, and/or sell copies of
the Software, and to permit persons to whom the Software is furnished to do so.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS
FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR
COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER
IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN
CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

from airflow.plugins_manager import AirflowPlugin

import airflow.utils.python_virtualenv

from typing import List
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def _generate_virtualenv_cmd(tmp_dir: str, python_bin: str,
system_site_packages: bool) -> List[str]:
cmd = ['python3', '/usr/local/airflow/.local/lib/python3.7/site-packages/
virtualenv', tmp_dir]
if system_site_packages:
cmd.append('--system-site-packages')
if python_bin is not None:
cmd.append(f'--python={python_bin}"')
return cmd

airflow.utils.python_virtualenv._generate_virtualenv_cmd=_generate_virtualenv_cmd

class VirtualPythonPlugin(AirflowPlugin):
name = 'virtual_python_plugin'

Apache Airflow v1

1. EWHITRREHR , SMBEI L plugins B, fl0 :

cd plugins

2. SEHUTRERAINAE , AEA#SFN virtual_python_plugin.py.

from airflow.plugins_manager import AirflowPlugin
from airflow.operators.python_operator import PythonVirtualenvOperator

def _generate_virtualenv_cmd(self, tmp_dir):
cmd = ['python3', '/usr/local/airflow/.local/lib/python3.7/site-packages/
virtualenv', tmp_dir]
if self.system_site_packages:
cmd.append('--system-site-packages')
if self.python_version is not None:
cmd.append('--python=python{}'.format(self.python_version))
return cmd
PythonVirtualenvOperator._generate_virtualenv_cmd=_generate_virtualenv_cmd

class EnvVarPlugin(AirflowPlugin):
name = 'virtual_python_plugin'
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Plugins.zip

DT RERNALIE plugins. zip.

1. EDHTRRFTD , SMBEEUE virtual_python_plugin.py 8B . #l0 :

cd plugins

2. FAREMRE plugins XHFFXH,

zip plugins.zip virtual_python_plugin.py

K4 =6

T SRNE T i 012 B E LFEAH DAG £83,

Apache Airflow v2

2.

EGSRIGT , SMEE6# DAG R E . i

cd dags

SHUTREBRAINAS , AEAMEERN virtualenv_test.py.

Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.

Permission is hereby granted, free of charge, to any person obtaining a copy of
this software and associated documentation files (the "Software"), to deal in
the Software without restriction, including without limitation the rights to
use, copy, modify, merge, publish, distribute, sublicense, and/or sell copies of
the Software, and to permit persons to whom the Software is furnished to do so.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS
FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR
COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER
IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN
CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

from airflow import DAG

Plugins.zip
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from airflow.operators.python import PythonVirtualenvOperator
from airflow.utils.dates import days_ago
import os

os.environ["PATH"] = os.getenv("PATH") + ":/usr/local/airflow/.local/bin"

def virtualenv_fn():
import boto3
print("boto3 version ",boto3._ version__)

with DAG(dag_id="virtualenv_test", schedule_interval=None, catchup=False,
start_date=days_ago(l)) as dag:
virtualenv_task = PythonVirtualenvOperator(
task_id="virtualenv_task",
python_callable=virtualenv_fn,
requirements=["boto3>=1.17.43"],
system_site_packages=False,

dag=dag,
)
Apache Airflow v1
1. E@FRRNT , SMEEHE DAG KB E F. Hlw :
cd dags
2. EFLUTRERFAVAR , HEAMSFER virtualenv_test.py,

Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.

Permission is hereby granted, free of charge, to any person obtaining a copy of
this software and associated documentation files (the "Software"), to deal in
the Software without restriction, including without limitation the rights to
use, copy, modify, merge, publish, distribute, sublicense, and/or sell copies of
the Software, and to permit persons to whom the Software is furnished to do so.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS
FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR
COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER
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IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN
CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

from airflow import DAG

from airflow.operators.python_operator import PythonVirtualenvOperator
from airflow.utils.dates import days_ago

import os

os.environ["PATH"] = os.getenv("PATH") + ":/usr/local/airflow/.local/bin"

def virtualenv_fn():
import boto3
print("boto3 version ",boto3._ version__)

with DAG(dag_id="virtualenv_test", schedule_interval=None, catchup=False,
start_date=days_ago(l)) as dag:
virtualenv_task = PythonVirtualenvOperator(
task_id="virtualenv_task",
python_callable=virtualenv_fn,
requirements=["boto3>=1.17.43"],
system_site_packages=False,
dag=dag,

Airflow Bt &% In

WMREE AR Apache Airflow v2 , &30 core.lazy_load_plugins : False J#§ Apache
Airflow BEBET, BETHEZER , FSM 2 P ERA R EETNEE .

BETRMEAA?
s BETENMGARHIEH requirements. txt X# E4£ 2| Amazon S3 Z##E |, BS 1 &%
Python AR

o ET B AREI R DAG KB _E4£F) Amazon S3 F# @M dags XX |, BSHR RN EH
DAGs,

s ETHRIMAGARTRHIFE plugins. zip X L% F| Amazon S3 F##E , BSH £ B ENRE
.
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RAriEmE

DAGs £ Lambda B A

LR RBIER AWS Lambda EERIRER Apache Airflow CLI & H7E Amazon MWAA 145 A i B

BHEFHFE (DAG) .
TH

.+ RA

- RREAM

- R

. KHm

o K3 RH

MR

« BALAFE Python 3.10 AT LYK HEB R HI 5 Apache Airflow v2 —i2 R,

FORFAF
EEARRBRA , BYR :

« £ Amazon MWAA P38 23 H W& 15 [ R .
- ERAKHH Python BEITHBIE — Lambda B,

(® Note

R Lambda BEIEF Amazon MWAA IRE4FRE— VPC # , M AT A EFAE N
EEEALRE, WFHEE , Lambda B ITARCEENRR T AEAAT
Oz 1t 8= (Amazon EC2) CreateNetworkinterface APl 1€, &0 LAfE
FAWSLambdaVPCAccessExecutionRole AWS & KRR IR,

f# /A Lambda DAGs # 1T A
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PR

EFAAT EHNRBRA , Amazon MWAA IREHHITEEEEHEINRE ST REHRIT
airflow:CreateCliToken 4k, EAILAEFAAmazonMWAAAirflowCliAccess AWS IEERIEIR
AR

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"airflow:CreateCliToken"
1,
"Resource": "*"
}
]
}

BXEZEER , 551 Apache Airflow CLI BUR : I 5 MWAAAirflow CliAccess,
1% i 101

- E7 Apache Airflow v2 RERLABERE] , TEMMNKEID., ZABEFREHREFER Apache Airflow
v2 Eﬁﬂmﬁf%o

(R ERNE]

1. 3TFF AWS Lambda ##l& , it Jhttps://console.aws.amazon.com/lambdal/s
2. M Functions %&£ Lambda B,
3. EERHINHL , EFUATREFNUATREZERNBTRER :

« YOUR_ENVIRONMENT_NAME — Amazon MWAA R & .
« YOUR_DAG_NAME - 248 19 DAG & Ffo

import boto3
import http.client
import base64
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import ast

mwaa_env_name = 'YOUR_ENVIRONMENT_NAME'
dag_name = 'YOUR_DAG_NAME'
mwaa_cli_command = 'dags trigger'

client = boto3.client('mwaa')

def lambda_handler(event, context):
# get web token
mwaa_cli_token = client.create_cli_token(
Name=mwaa_env_name

conn = http.client.HTTPSConnection(mwaa_cli_token['WebServerHostname'])
payload = mwaa_cli_command + " " + dag_name
headers = {
'Authorization': 'Bearer ' + mwaa_cli_token['CliToken'],
'Content-Type': 'text/plain'
}
conn.request("POST", "/aws_mwaa/cli", payload, headers)
res = conn.getresponse()
data = res.read()
dict_str = data.decode("UTF-8")
mydata = ast.literal_eval(dict_str)
return base64.b64decode(mydatal'stdout'])

4, EEHRE,

5. &N , # A Lambda & & AR

6. ERIF Lambda 2EKINAA T DAG , EEA Amazon MWAA 12 &1 & S EIFRER Apache
Airflow Ul RE , ABRHMITUATIEE -
a. fEiZDAGsWHEL , E3RPHKEEH#1 B 5 DAG DAGs,

b. ELXZETT , EF&H DAG ESTHIRRIE, WEfRABNSEEMIMEF invoke_dag KY
RFTES R B 3F % L

c. HEEHEST , BRELREITREEKI.
DAGs EA B/ Amazon MWAA IREr i

LR RBRAIBIET —1 Apache Airflow CLI Th, ARG , ZRBEHA—1 Amazon MWAA FREHH
BB LIRE ( DAG ) £ % — Amazon MWAA I E A DAG.

DAGs R R EH A 309



Amazon Managed Workflows for Apache Airflow

RAriEmE

£
G

- BREH
+ RIR

* IR
- RERH

[N

« SZALATE Python 3.10 #4177 L 1KEE 7RI 5 Apache Airflow v2 —i2E A,

FRF M

BEAEAR ENRBERE , EFBEUATRE .

s INEEFELNEME Web IRE 2517 IR Amazon MWAA 35 | GFEE YIRS,

- £ B#RIRER Amazon Simple Storage Service ( Amazon S3 ) #&# Rl DAG,

PR

BHERAAT EHRERG , RENRITARSMEE A Apache Airflow CLI AR, & 7] LUK
i AWS I E R AmazonMWAAAirflowCliAccessFKEF IR,

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"airflow:CreateCliToken"
1,
"Resource": "*"
}

BXEZEER , 555 Apache Airflow CLI B

- 5 MWAAAIrflow CliAccess,

R
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11X 1 1

« E7 Apache Airflow v2 RERLABERE] , TEMMNKEID. ZABEREHEFER Apache Airflow
v2 Eﬁﬂim)_lif%o

(BRI

LT RBRORREE LR ER DAG £5 —MNERHIE A DAG,
1. ‘WL , SMEF4# DAG KIBHE %, film

cd dags

2. SHLUTROINABHAMEEFN invoke_dag.py. AEEHCSHEEERUATE,

£ EB A DAG B —MRRRY B R,
 your-target-dag-id— &EEH DAG B % —MNEMEHRY DAG ID.

* your-new-environment-name

from airflow.decorators import dag, task
import boto3

from datetime import datetime, timedelta
import os, requests

DAG_ID = os.path.basename(__file__).replace(".py", "")

@task()
def invoke_dag_task(**kwargs):
client = boto3.client('mwaa')
token = client.create_cli_token(Name='your-new-environment-name"')
url = f"https://{token['WebServerHostname']}/aws_mwaa/cli"
body = 'dags trigger your-target-dag-id'
headers = {
'Authorization' : 'Bearer ' + token['CliToken'],
'Content-Type': 'text/plain'
}

requests.post(url, data=body, headers=headers)

@dag(
dag_id=DAG_ID,
schedule_interval=None,
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start_date=datetime(2022, 1, 1),
dagrun_timeout=timedelta(minutes=60),
catchup=False

)
def invoke_dag():
t = invoke_dag_task()

invoke_dag_test = invoke_dag()

3. B1TELT AWS CLI i & DAG EFIZR BN F#EE , AABEBEA Apache Airflow A R Ef A
DAG,

$ aws s3 cp your-dag.py s3://your-environment-bucket/dags/

4. R DAG KIhiz1T , BFEERLTF invoke_dag_task WESHERHUTRABMNHEH,

[2022-01-01, 12:00:00 PDT] {{python.py:1523}} INFO - Done. Returned value was: None
[2022-01-01, 12:00:00 PDT] {{taskinstance.py:1280}} INFO - Marking task as SUCCESS.
dag_id=invoke_dag, task_id=invoke_dag_task, execution_date=20220101T120000,
start_date=20220101T120000, end_date=20220101T120000

[2022-01-01, 12:00:00 PDT] {{local_task_job.py:154}} INFO - Task exited with return
code 0

[2022-01-01, 12:00:00 PDT] {{local_task_job.py:264}} INFO - @ downstream tasks
scheduled from follow-on schedule check

ERIE DAG REEKNAR , HESMEIFHIFREMN Apache Airflow Ul , REHITU TR

a. HZDAGsWHE L , EFIRAPHEERF B8 DAG DAGs.
b. HELXEITT , EERKH DAG ETHNERE, W ABNEEEMIFED invoke_dag B
RFTES R BIEH TE

EEBMEST , RELXRETRERD,

o
7

$ Amazon RDS for Microsoft SQL Server 5 Amazon MWAA —i2
EH

&R LAE A Amazon MWAA #E# 2| RDS for SQL Server, LA T RHI4KEE DAGs #£3&E M F Apache
Airflow FJI B3 E THERBHREF A TEEER THHE SQL Server Wil &# RDS HHITEH.

£}
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« BRA
FRF M

R 3 I
Apache Airflow v2 3%
KB =B

BTRMAA?

TN

« AR LK RHIKIB A S Python 3.7 F1#9 Apache Airflow v1 —& A,

« A LAFE Python 3.10 A4 TT LYK BRI 5 Apache Airflow v2 —i2fEF,

FTRZM

EFEALXT EREHME  EFEUATARE

« Amazon MWAA g,
« Amazon MWAA H1 RDS for SQL Server #£[&—“* Amazon VPC/ LiZz1T
« Amazon MWAA FRSFEEH VPC K2 HB BB U TEE !
« Amazon MWAA Z£ 4 H 3 Amazon RDS 1433 F Buis O 89 A 5 # 1
« HEZEM Amazon MWAA E| RDS 1433 FF il M B9 sk AL

« RDS for SQL Server K Apache Airflow E#ER R T £ 2 i FZ R 8122 # Amazon RDS SQL ARS 25
BEEFENENSE. w0, ARBMEBL,

1K B I3

EFEARTHHROAMKRE , HBFATERBIUAINE requirements.txt, ETMESZEL | H5H
Z % Python K11,

Apache Airflow v2

apache-airflow-providers-microsoft-mssql==1.0.1
apache-airflow-providers-odbc==1.0.1
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pymssql==2.2.1
Apache Airflow v1

apache-airflow[mssql]==1.10.12

Apache Airflow v2 £

MR ETE Apache Airflow v2 FERIERE |, HHER Airflow EENRIEUATREX !

FE3E ID : mssql_default
EEZEA - Amazon Web Services

=41 : YOUR_DB_HOST

% BEH
B -

uwA ;1433
Bt N4k IA

=i

© N o o~ b=

RB=HI
1. ERPETYT , SMIEFMH DAG REBMWEF. Fim :

cd dags
2. SHNUTREBRAINAE , AEAR#SEFEN sql-server.py,

Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.

Permission is hereby granted, free of charge, to any person obtaining a copy of
this software and associated documentation files (the "Software"), to deal in
the Software without restriction, including without limitation the rights to
use, copy, modify, merge, publish, distribute, sublicense, and/or sell copies of
the Software, and to permit persons to whom the Software is furnished to do so.
THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS
FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR
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COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER
IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN
CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.
import pymssql

import logging

import sys

from airflow import DAG

from datetime import datetime

from airflow.operators.mssql_operator import MsSqlOperator

from airflow.operators.python_operator import PythonOperator

default_args = {
'owner': 'aws',
'depends_on_past': False,
'start_date': datetime(2019, 2, 20),
'provide_context': True

dag = DAG(
'mssql_conn_example', default_args=default_args, schedule_interval=None)

drop_db = MsSqglOperator(
task_id="drop_db",
sql="DROP DATABASE IF EXISTS testdb;",
mssql_conn_id="mssql_default",
autocommit=True,
dag=dag

create_db = MsSqlOperatox(
task_id="create_db",
sql="create database testdb;",
mssql_conn_id="mssql_default",
autocommit=True,
dag=dag

create_table = MsSqglOperator(
task_id="create_table",
sql="CREATE TABLE testdb.dbo.pet (name VARCHAR(20), owner VARCHAR(20));",
mssql_conn_id="mssql_default",
autocommit=True,
dag=dag

R RB
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)

insert_into_table = MsSqglOperator(
task_id="insert_into_table",
sql="INSERT INTO testdb.dbo.pet VALUES ('Olaf', 'Disney');",
mssql_conn_id="mssql_default",
autocommit=True,
dag=dag

def select_pet(**kwargs):
try:
conn = pymssql.connect(
server="'sampledb.<xxxxxx>.<region>.rds.amazonaws.com',
user="'admin',
password='<yoursupersecretpassword>',
database="'testdb'

# Create a cursor from the connection

cursor = conn.cursor()

cursor.execute("SELECT * from testdb.dbo.pet")
row = cursor.fetchone()

if row:
print(row)
except:
logging.error("Error when creating pymssql database connection: %s",
sys.exc_info()[0])

select_query = PythonOperator(
task_id='select_query',

python_callable=select_pet,
dag=dag,

drop_db >> create_db >> create_table >> insert_into_table >> select_query

BT RMAAL?

s BETHRUOMGARAFHN requirements. txt X4 L& 2| Amazon S3 F#4 , B =%
Python X Hi1i,
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- ETHRUMAEFARHIPH DAG K18 L& F) Amazon S3 F# @K dags XX |, BHSRE HNBEH
DAGs,

o XS RBIB AR E M pymssql R =B,

 1£ {Apache Airflow ZZ158) ¥4 T B mssql_operator FE4FER Microsoft SQL #E
FEsh 9T SQL X3,

FEH®A Amazon EMR B9 Amazon MWAA

LT R REER T WA EH Amazon EMR 1 Amazon MWAA B A& K.
FB

© BRE

. REBRHI

[N

« AT EMREIRIB A S Python 3.7 H#Y Apache Airflow v1 —iE A,

(R ER?]

Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.

Permission is hereby granted, free of charge, to any person obtaining a copy of
this software and associated documentation files (the "Software"), to deal in
the Software without restriction, including without limitation the rights to
use, copy, modify, merge, publish, distribute, sublicense, and/or sell copies of
the Software, and to permit persons to whom the Software is furnished to do so.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS
FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR
COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER
IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN
CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

from airflow import DAG
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from airflow.providers.amazon.aws.operators.emr import EmrAddStepsOperator
from airflow.providers.amazon.aws.sensors.emr import EmrStepSensor
from airflow.providers.amazon.aws.operators.emr import EmrCreateJobFlowOperator

from airflow.utils.dates import days_ago
from datetime import timedelta
import os

DAG_ID = os.path.basename(__file__).replace(".py", "")

DEFAULT_ARGS = {
'owner': 'airflow',
'depends_on_past': False,
'email': ['airflow@example.com'],
'email_on_failure': False,
'email_on_retry': False,

}
SPARK_STEPS = [
{
'Name': 'calculate_pi'’,
'ActionOnFailure': 'CONTINUE',
'HadoopJarStep': {
'Jar': 'command-runner.jar',
'Args': ['/usr/lib/spark/bin/run-example’,
I
}

JOB_FLOW_OVERRIDES = {
'Name': 'my-demo-cluster’,
'Releaselabel': 'emr-5.30.1",
'Applications': [
{
'"Name': 'Spark'
I
1,
'Instances': {
'InstanceGroups': [
{
'Name': "Master nodes",
'Market': 'ON_DEMAND',
'InstanceRole': 'MASTER',
'InstanceType': 'm5.xlarge',

'SparkPi’,

'10'1,
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'InstanceCount': 1,

I

{
'Name': "Slave nodes",
'Market': 'ON_DEMAND',
'InstanceRole’': 'CORE',
'InstanceType': 'm5.xlarge',
'InstanceCount': 2,

}

1,
'KeepJobFlowAliveWhenNoSteps': False,
'TerminationProtected': False,
'Ec2KeyName': 'mykeypair',
I
'VisibleToAllUsers': True,
'JobFlowRole': 'EMR_EC2_DefaultRole',
'ServiceRole': 'EMR_DefaultRole'

}

with DAG(
dag_id=DAG_ID,
default_args=DEFAULT_ARGS,
dagrun_timeout=timedelta(hours=2),
start_date=days_ago(1l),
schedule_interval="'@once',
tags=['emr'],

) as dag:

cluster_creator = EmrCreateJobFlowOperator(
task_id='create_job_flow',
job_flow_overrides=JOB_FLOW_OVERRIDES

step_adder = EmrAddStepsOperator(
task_id='add_steps',
job_flow_id="{{ task_instance.xcom_pull(task_ids='create_job_flow',
key='return_value') }}",
aws_conn_id="aws_default',
steps=SPARK_STEPS,

step_checker = EmrStepSensor(
task_id="'watch_step’,
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job_flow_id="{{ task_instance.xcom_pull('create_job_flow',

key='return_value') }}",

step_id="{{ task_instance.xcom_pull(task_ids='add_steps',
key="return_value')[0] }}",

aws_conn_id="aws_default',

)

cluster_creator >> step_adder >> step_checker

£ Amazon MWAA 5 Amazon EKS —#2

AT RBIER T A5 Amazon MWAA 5 Amazon EKS —#{# .,

F

3
TS

FREM

3 Amazon B3/ 48 EC2

BIEER

B mwaa T A ZE

A mwaa B ZERBEAE

BIZE M0 Amazon EKS & H IAM A6

BIE requirements.txt 34

A Amazon EKS I & 2R 53

B2 kubeconfig

12 DAG

£ DAG # kube_config.yaml 1% Amazon S3 Z &+

2 R it % Rl

[N

AT EWRBIREB RIS Python 3.7 Y Apache Airflow v — 2,

A LATE Python 3.10 A TT L H8 RIS Apache Airflow v2 —iEfE

Amazon EKS ( eksctl )
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FRF M

EFEAXTEFNRE  BFREUTAR

« Amazon MWAA ¥R3E,
« eksctle ETHMEZEER , HS %% ekscllo
« kubectl, ETHMESZER |, TS RLEMIZE kubectl, EELEERT , ©ERE eksctl — 2L/,

. #8/ Amazon MWAA FREFFEKE EC2 B4AX . ETRESES , BEHERS A4
5t

(® Note
£ eksctl HE , AILER --profile , BUSERIARE X UNNE E X H.

79 Amazon 8|/ 4 EC2

FAUTHS , UNREZAXNPAUBLEER.
ssh-keygen -y -f myprivatekey.pem > mypublickey.pub

ETHRENGEE  BZHAREBANNLEER,

QLR

FAUTHSRUEESH., IRCHEENEREENENIEHMXENEER | FEREMAXE
B, BUNEEEEE Amazon MWAA IMENEI— X ol 2 E8 . BRFANE K FHS5EAT
Amazon MWAA # Amazon VPC &R FRHEEE, &R ssh-public-key HWEUTEEFERADN
%, BUUERAXELS#HEMNTRE - XHNINEEHR EC2 |, LA LAEZEBIE Amazon MWAA IR
BHRE— it XA ER.

eksctl create cluster \

--name mwaa-eks \

--region us-west-2 \

--version 1.18 \
--nodegroup-name linux-nodes \
--nodes 3 \

--nodes-min 1 \

FRFZ M 321
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--nodes-max 4 \

--with-oidc \

--ssh-access \

--ssh-public-key MyPublicKey \

--managed \

--vpc-public-subnets "subnet-11111111111111111, subnet-2222222222222222222" \
--vpc-private-subnets "subnet-33333333333333333, subnet-44444444444444444"

EREFNCRFZ-—REE. TRE, EUUEAATHSRIEEFHRTERIUIEHABET IAM
OIDC &4t

eksctl utils associate-iam-oidc-provider \
--region us-west-2 \

--cluster mwaa-eks \

--approve

B2 mwaa TR Z=E]
BINEHCK NSRS , FAUTHSH pod 8/ E ZEH,

kubectl create namespace mwaa

N mwaa TREZEHEERE

BB A ZE /G , £ EKS LA AE MWAA 58 Z=[E FIZ1T pod B Amazon MWAA AFGIZ A&
ABHE, MREBAGEZREATFENER , BF -n mwaa PH mwaa EMBR AN EFERAN S

cat << EOF | kubectl apply -f - -n mwaa
kind: Role
apiVersion: rbac.authorization.k8s.io/v1l
metadata:
name: mwaa-role
rules:
- apiGroups:
"apps"
- "batch"
"extensions"
resources:
- "jobs"
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- "pods"
- "pods/attach"
- "pods/exec"
- "pods/log"
- "pods/portforward"
- "secrets"
- "services"
verbs:
- "create"
- "delete"
- "describe"
- "get"
- "list"
- "patch"
- "update"
kind: RoleBinding
apiVersion: rbac.authorization.k8s.io/v1l
metadata:
name: mwaa-role-binding
subjects:
- kind: User
name: mwaa-service
roleRef:
kind: Role
name: mwaa-role
apiGroup: rbac.authorization.k8s.io
EOF

BITATHSRBINFAEETLGE Amazon EKS £8, NMRESEFERAUTEN , BS54 ERALER
& Mmwaa :

kubectl get pods -n mwaa --as mwaa-service
BE2FINEENTHABRN—FEER :

No resources found in mwaa namespace.

B2 K 10 Amazon EKS £&H IAM B &

BHMBIE—N IAM B | REFHSESR Amazon EKS ( k8s ) 8 , X ZA®TREET IAM 3#
TEHRIE. ZAGRATERER  SEEMEHED AP BANNRE,

B2 H K0 Amazon EKS £&H IAM B 323
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£/ Amazon MWAA HITAE RS IR Amazon MWAA IREBIEZFT AR, B , SELIZER N
ZERPHERYREE , UM IS T R

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "airflow:PublishMetrics",
"Resource": "arn:aws:airflow:${MWAA_REGION}:${ACCOUNT_NUMBER}:environment/
${MWAA_ENV_NAME}"

.
{

"Effect": "Deny",

"Action": "s3:ListAllMyBuckets",

"Resource": [
"arn:aws:s3:::{MWAA_S3_BUCKET}",
"arn:aws:s3:::{MWAA_S3_BUCKET}/*"

]

.
{

"Effect": "Allow",

"Action": [

"s3:GetObject*",
"s3:GetBucket*",
"s3:List*"

1,

"Resource": [
"arn:aws:s3:::{MWAA_S3_BUCKET}",
"arn:aws:s3:::{MWAA_S3_BUCKET}/*"

]

.
{

"Effect": "Allow",

"Action": [
"logs:CreatelLogStream",
"logs:CreatelLogGroup",
"logs:PutLogEvents",
"logs:GetLogEvents",
"logs:GetLogRecord",
"logs:GetLogGroupFields",
"logs:GetQueryResults",
"logs:DescribelLogGroups"
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]I

"Resource": [

"arn:aws:logs:${MWAA_REGION}: ${ACCOUNT_NUMBER}:log-group:airflow-

${MWAA_ENV_NAME}-*"

iy
{

]

"Effect": "Allow",
"Action": "cloudwatch:PutMetricData",
"Resource": "*"

"Effect": "Allow",

"Action": [
"sqs:ChangeMessageVisibility",
"sqs:DeleteMessage",
"sqgs:GetQueueAttributes",
"sqgs:GetQueueUrl",
"sqs:ReceiveMessage",
"sqgs:SendMessage"

1,

"Resource": "arn:aws:sqs:${MWAA_REGION}:*:airflow-celery-*"

"Effect": "Allow",
"Action": [

"kms:Decrypt",

"kms:DescribeKey",

"kms:GenerateDataKey*",

"kms:Encrypt"
1,
"NotResource": "arn:aws:kms:*:${ACCOUNT_NUMBER}:key/*",
"Condition": {

"StringlLike": {

"kms:ViaService": [
"sqgs.${MWAA_REGION}.amazonaws.com"

"Effect": "Allow",
"Action": [
"eks:DescribeCluster"

B2 H K0 Amazon EKS £&H IAM B
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1,
"Resource": "arn:aws:eks:${MWAA_REGION}:${ACCOUNT_NUMBER}:cluster/
${EKS_CLUSTER_NAME}"

}

]

BIEAERE , &RHE Amazon MWAA IME | ERZGIEZNABENRENNITAC, EEXHAE , Tk
BEFEANE, SUUE R TERRTAE,

2 &0 [a) & -

« At ARNs BE—/BHEE , FBRELEET Amazon EKS #{THMRIE, BRAZEZEFIHOIE
REFAE , mMARER Amazon MWAA BERIBZNRS AR, ETMEZER |, S HE aws-auth
ConfigMap 3 ARN BB EN , " ERENAGTEER

« IR Amazon MWAA BREHIRTE IAM RATH | NIEEEFEMARS KR |, Sl ZE# EC2 , R
EEHZAGHEERBUTELTAR

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {

"Service": [
"airflow-env.amazonaws.com",
"airflow.amazonaws.com"

]

},
"Action": "sts:AssumeRole"
}
]
}

BETHMEZEER , BZRNAE IAM AEREAEERR,

B2 requirements.txt X #

EFAATHHNREANRE  BBMAREME requirements. txt FFRMTUATHRIEFELETc—. ETH
BEZEE , ES Z%& Python ki,
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Apache Airflow v2

kubernetes
apache-airflow[cncf.kubernetes]==3.0.0

Apache Airflow v1

awscli
kubernetes==12.0.1

5 Amazon EKS |32 5 10 M &t

FREEUTHSREIENAEN ARN H Amazon EKS 812 548 S, FXiEyour-region®E R
RIERENXE, BRABH ARN , BEEmwaa-execution-role AN ENRITAE,

eksctl create iamidentitymapping \

--region your-region \

--cluster mwaa-eks \

--arn arn:aws:iam::111222333444:role/mwaa-execution-role \
--username mwaa-service

£/%# kubeconfig
FEAUTWm SRR kubeconfig :

aws eks update-kubeconfig \
--region us-west-2 \

--kubeconfig ./kube_config.yaml \
--name mwaa-eks \

--alias aws

MREIEIZIT update-kubeconfig RER THEMNEE X4 , NFEEMERFNE kube_config.yaml
XHEFR env: ZB5 |, XFEETFEEE Amazon MWAA RIEEZET. Fitt , EMNXEFRBRATHRE ,
RERERTT

env:
- name: AWS_PROFILE
value: profile_name
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2132 DAG

FRAU TR RGIEIE Python X4 , 120 DAG B mwaa_pod_example.py X4

Apache Airflow v2

Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.

Permission is hereby granted, free of charge, to any person obtaining a copy of
this software and associated documentation files (the "Software"), to deal in
the Software without restriction, including without limitation the rights to
use, copy, modify, merge, publish, distribute, sublicense, and/or sell copies of
the Software, and to permit persons to whom the Software is furnished to do so.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS
FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR

COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER
IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN

CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

from airflow import DAG

from datetime import datetime

from airflow.providers.cncf.kubernetes.operators.kubernetes_pod import
KubernetesPodOperator

default_args = {

aws',
'depends_on_past': False,
'start_date': datetime(2019, 2, 20),
'provide_context': True

'owner':

dag = DAG(
'kubernetes_pod_example', default_args=default_args, schedule_interval=None)

#use a kube_config stored in s3 dags folder for now
kube_config_path = '/usr/local/airflow/dags/kube_config.yaml'

podRun = KubernetesPodOperator(
namespace="mwaa",
image="ubuntu:18.04",
cmds=["bash"],
arguments=["-c", "1ls"],
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labels={"foo": "bar"},
name="mwaa-pod-test",
task_id="pod-task",
get_logs=True,

dag=dag,
is_delete_operator_pod=False,
config_file=kube_config_path,
in_cluster=False,
cluster_context="'aws'

)

Apache Airflow v1

Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.

Permission is hereby granted, free of charge, to any person obtaining a copy of
this software and associated documentation files (the "Software"), to deal in
the Software without restriction, including without limitation the rights to
use, copy, modify, merge, publish, distribute, sublicense, and/or sell copies of
the Software, and to permit persons to whom the Software is furnished to do so.
THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS
FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR
COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER
IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN
CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

from airflow import DAG

from datetime import datetime

from airflow.contrib.operators.kubernetes_pod_operator import KubernetesPodOperator

default_args = {
'owner': 'aws',
'depends_on_past': False,
'start_date': datetime(2019, 2, 20),
'provide_context': True

dag = DAG(
'kubernetes_pod_example', default_args=default_args, schedule_interval=None)

#use a kube_config stored in s3 dags folder for now
kube_config_path = '/usr/local/airflow/dags/kube_config.yaml'
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podRun = KubernetesPodOperator/(
namespace="mwaa",
image="ubuntu:18.04",
cmds=["bash"],
arguments=["-c", "1ls"],
labels={"foo": "bar"},
name="mwaa-pod-test",
task_id="pod-task",
get_logs=True,
dag=dag,
is_delete_operator_pod=False,
config_file=kube_config_path,
in_cluster=False,
cluster_context="'aws'

)

¥ DAG 1 kube_config.yaml & 11%| Amazon S3 FfE#E =+

FEBIEH DAG M kube_config.yaml XA Amazon MWAA ¥R 5ERY Amazon S3 F&#E .
BRI LAE A Amazon S3 #41A 5 AWS Command Line InterfacerE XH B AFZEFE T,

8 A Mt & =Bl
£ Apache Airflow # , BRAZ A , AERHEAME,

BIE{TH TG , AT HRIE Pod :
kubectl get pods -n mwaa
BN ZA AR RUTUOTAI RN B HAR

NAME READY STATUS RESTARTS AGE
mwaa-pod-test-aallbb22cc3344445555666677778888 @/1 Completed @ 2m23s

ARG, B MERA TS SRIE Pod WhHiH. BHEHESERN LI SEENE :

kubectl logs -n mwaa mwaa-pod-test-aallbb22cc3344445555666677778888

¥ DAG # kube_config.yaml #iNZ| Amazon S3 Tt #E 330
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£ ECSOperator i£3# Amazon ECS

FEN BN Amazon MWAA fEF ECSOperator iE# %] Amazon Elastic Container

Service ( Amazon ECS ) &85, HUTHES | SN OHENRITERRFINFTENNE , 8 AWS
CloudFormation ##Rx 8|2 Amazon ECS Fargate £ , R 8IEH L& EERFHEEH DAG,

A

oGS

. FREMH

- WK

« BlE Amazon ECS £#

« DR

[N

« SZALATE Python 3.10 A TT LIS 7RI 5 Apache Airflow v2 —2E A,
FoRFM

EFEAXT LRREHME  BFEUATARE !

« Amazon MWAA I35,

PR

- REMNHITAREENRSBEE Amazon ECS HEI1TES . BAILUR Amazonecs  FullAccess
AWSIEERBHMEZHRTAR , LA UBUA T I FEMMIEZNRTER,

"Version": "2012-10-17",
"Statement": [
{
"Sid": "VisualEditor@",
"Effect": "Allow",
"Action": [
"ecs:RunTask",
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"ecs:DescribeTasks"

1,
"Resource": "*"
I
{
"Action": "iam:PassRole",
"Effect": "Allow",
"Resource": [
" n
1,
"Condition": {
"StringlLike": {
"iam:PassedToService": "ecs-tasks.amazonaws.com"
}
}
}

« BRT %A IN1E Amazon ECS REITESRFIEMNNRS | 818 X TEH Amazon MWAA UITAEH I
CloudWatch BESKREFER | LLAWIHE] Amazon ECS & BEYA , MM FFFR. Amazon ECS A&
AR F R AWS CloudFormation 14 6l Zthe section called “fZ Amazon ECS &£#",

"Effect": "Allow",

"Action": [
"logs:CreatelLogStream",
"logs:CreatelLogGroup",
"logs:PutLogEvents",
"logs:GetLogEvents",
"logs:GetLogRecord",
"logs:GetLogGroupFields",
"logs:GetQueryResults"

1,

"Resource": [
"arn:aws:logs:region:account-id:log-group:airflow-environment-name-*",
"arn:aws:logs:*:*:log-group:ecs-mwaa-group:*"

AR Amazon MWAA HITA® , URINAMINKEHNESES , B2/ WTAE,

R 332



Amazon Managed Workflows for Apache Airflow ArfEm

flZ Amazon ECS £&

£ LT AWS CloudFormation 4R , #F#8 —4 Amazon ECS Fargate 58 , Fi T&# Amazon
MWAA TR, BXEZER , 2/ (Amazon Elastic Container Service FF & A R 1ERE) 6]
B MMESEN.

1. AIE—NMNEEUTHREBE JSON X4 , HFZXHSEN ecs-mwaa-cfn.json,

"AWSTemplateFormatVersion": "2010-09-09",

"Description": "This template deploys an ECS Fargate cluster with an Amazon
Linux image as a test for MWAA.",

"Parameters": {

"VpcId": {
"Type": "AWS::EC2::VPC::Id",
"Description": "Select a VPC that allows instances access to ECR, as
used with MwWAA."
1,

"SubnetIds": {
"Type": "List<AWS::EC2::Subnet::Id>",
"Description": "Select at two private subnets in your selected VPC, as
used with MwAA."
},
"SecurityGroups": {
"Type": "List<AWS::EC2::SecurityGroup::Id>",

"Description'": "Select at least one security group in your selected
VPC, as used with MWAA."
}
},
"Resources": {
"Cluster": {
"Type": "AWS::ECS::Cluster",
"Properties": {
"ClusterName": {
"Fn::Sub": "${AWS::StackName}-cluster"
}
}
.
"LogGroup": {

"Type": "AWS::Logs::LogGroup",
"Properties": {
"LogGroupName": {
"Ref'": "AWS::StackName"
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1,
"RetentionInDays": 30

iy

"ExecutionRole": {
"Type": "AWS::IAM::Role",
"Properties": {
"AssumeRolePolicyDocument": {
"Statement": [

{
"Effect": "Allow",
"Principal": {
"Service": "ecs-tasks.amazonaws.com"
I
"Action": "sts:AssumeRole"
}

},
"ManagedPolicyArns": [
"arn:aws:iam::aws:policy/service-role/
AmazonECSTaskExecutionRolePolicy"

]

I
"TaskDefinition": {
"Type": "AWS::ECS::TaskDefinition",
"Properties": {
"Family": {
"Fn::Sub": "${AWS::StackNamel}-task"
I
"Cpu'": 2048,
"Memory": 4096,
"NetworkMode": "awsvpc",
"ExecutionRoleArn": {
"Ref": "ExecutionRole"
I

"ContainerDefinitions": [
{
"Name": {
"Fn::Sub": "${AWS::StackName}-container"
iy

"Image": "137112412989.dkr.ecr.us-east-1.amazonaws.com/
amazonlinux:latest",

"PortMappings": [

#12 Amazon ECS £8 334



Amazon Managed Workflows for Apache Airflow ArfEm

"Protocol": "tcp",
"ContainerPort": 8080,
"HostPort": 8080

1,

"LogConfiguration": {
"LogDriver": "awslogs",
"Options": {

"awslogs-region": {
"Ref": "AWS::Region"

1,

"awslogs-group": {
"Ref": "LogGroup"

1,
"awslogs-stream-prefix": "ecs"
}
}
}
1,
"RequiresCompatibilities": [
"FARGATE"
]

},
"Service": {
"Type": "AWS::ECS::Service",
"Properties": {
"ServiceName": {
"Fn::Sub": "${AWS::StackName}-service"

I
"Cluster": {

"Ref": "Cluster"
1,

"TaskDefinition": {
"Ref": "TaskDefinition"
},
"DesiredCount": 1,
"LaunchType": "FARGATE",
"PlatformVersion": "1.3.0",
"NetworkConfiguration": {
"AwsvpcConfiguration": {
"AssignPublicIp": "ENABLED",
"Subnets": {
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"Ref": "SubnetIds"
},

"SecurityGroups": {
"Ref": "SecurityGroups"

2. EWTRERAT , FHAMUT AWS CLI s S oIk, B4 SecurityGroups M
SubnetIds WEZRF Amazon MWAA IRERNRLAF M E,

$ aws cloudformation create-stack \

--stack-name my-ecs-stack --template-body file://ecs-mwaa-cfn.json \

--parameters ParametexrKey=SecurityGroups,ParametexValue=your-mwaa-security-group \
ParameterKey=SubnetlIds, ParametexValue=your-mwaa-subnet-1\\, your-mwaa-subnet-1 \
--capabilities CAPABILITY_IAM

WE , B LAERALT Shell BIZA : ZBIAREHAget-environment AWS CLI (i SR RIFEN L
LEMFNAAENE , ARMHEAM O E#KR, EETEZHEX  BETATHES,

a. E4IHAFTHIFFEES AWS CloudFormation xRN B &+, ecs-stack-
helper.sh

#!/bin/bash

joinByString() {
local separator="$1"
shift
local first="$1"
shift
printf "%s" "$first" "${@/#/$separator}"

response=$(aws mwaa get-environment --name $1)

securityGroupId=$(echo "$response" | jq -r
' .Environment.NetworkConfiguration.SecurityGroupIds[]"')

#12 Amazon ECS £8 336


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/mwaa/get-environment.html

Amazon Managed Workflows for Apache Airflow ArfEm

subnetIds=$(joinByString '\,' $(echo "$response" | jq -r
' .Environment.NetworkConfiguration.SubnetIds[]'))

aws cloudformation create-stack --stack-name $2 --template-body file://ecs-
cfn.json \

--parameters ParameterKey=SecurityGroups,ParameterValue=$securityGroupId \
ParameterKey=SubnetIds,ParameterValue=$subnetIds \

--capabilities CAPABILITY_IAM

b. FRAUTHESETZMA, ¥ environment-name F stack-name Fi W EBHELE,

$ chmod +x ecs-stack-helper.sh
$ ./ecs-stack-helpex.bash environment-name stack-name

WRKT , BFEZNUATHHEE RENFH AWS CloudFormation #4% ID,

"StackId": "arn:aws:cloudformation:us-west-2:123456789012:stack/my-ecs-
stack/123456e7-8ab9-01cd-b2fb-36cce63786c9"

}

£ AWS CloudFormation #1525 7 AWS FABLiE Amazon ECS &iRiG , &7 A LA R L& 8/
DAG T,

RBERH
1. IAGPRTY , AESMIFH DAG RBIA T, Fil :

cd dags

2. EFIUTRERFNABHNERM SEN mwaa-ecs-operator.py , REREH DAG L£EE
Amazon S3,

from http import client

from airflow import DAG

from airflow.providers.amazon.aws.operators.ecs import ECSOperator
from airflow.utils.dates import days_ago

import boto3
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CLUSTER_NAME="mwaa-ecs-test-cluster" #Replace value for CLUSTER_NAME with your
information.

CONTAINER_NAME="mwaa-ecs-test-container" #Replace value for CONTAINER_NAME with
your information.

LAUNCH_TYPE="FARGATE"

with DAG(
dag_id = "ecs_fargate_dag",
schedule_interval=None,
catchup=False,
start_date=days_ago(1)
) as dag:
client=boto3.client('ecs')
services=client.list_services(cluster=CLUSTER_NAME, launchType=LAUNCH_TYPE)

service=client.describe_services(cluster=CLUSTER_NAME, services=services['serviceArns'])

ecs_operator_task = ECSOperator(
task_id = "ecs_operator_task",
dag=dag,
cluster=CLUSTER_NAME,
task_definition=service['services'][@]['taskDefinition'],
launch_type=LAUNCH_TYPE,
overrides={
"containerOverrides": [
{
"name" : CONTAINER_NAME,
"command":["1ls", "-1", /"1,
},
1,
},

network_configuration=service['services'][@]['networkConfiguration'],
awslogs_group="mwaa-ecs-zero",
awslogs_stream_prefix=f"ecs/{CONTAINER_NAME}",

(@ Note

£ DAG K RfIH , X¥F awslogs_group , BAIAEEE A Amazon ECS 1
SHEHEHNBEHRENBAETH, RAIFRIREN mwaa-ecs-zero WHEKH, F
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awslogs_stream_prefix , fEf Amazon ECS % B &R R, ZRHIRIZ B &R AT
BA ecso

3. IZfTBLF AWS CLI 855 DAG EHIZII RN F&R , RS Apache Airflow AP S EAMA
DAG.,

$ aws s3 cp your-dag.py s3://your-environment-bucket/dags/

4. MR , BFE ecs_fargate_dag DAG WESBEFFE @ , XLUTF
ecs_operator_task WESBEFHWUTAR :

[2022-01-01, 12:00:00 UTC] {{ecs.py:300}} INFO - Running ECS Task -

Task definition: arn:aws:ecs:us-west-2:123456789012:task-definition/mwaa-ecs-test-
task:1 - on cluster mwaa-ecs-test-cluster

[2022-01-01, 12:00:00 UTC] {{ecs-operator-test.py:302}} INFO - ECSOperator
overrides:

{'containerOverrides': [{'name’': 'mwaa-ecs-test-container', 'command': ['ls',6 '-1"',

'/'131}

[2022-01-01, 12:00:00 UTC] {{ecs.py:379}} INFO
e012340b5e1b43c6a757cf012c635935

[2022-01-01, 12:00:00 UTC] {{ecs.py:313}} INFO
[2022-01-01, 12:00:00 UTC] {{ecs.py:119}} INFO

ECS task ID is:

Starting ECS Task Log Fetcher
[2022-07-19, 17:54:03 UTC] total

52
[2022-01-01, 12:00:00 UTC] {{ecs.py:119}} INFO - [2022-07-19, 17:54:03 UTC]
Irwxrwxrwx 1 root root 7 Jun 13 18:51 bin -> usr/bin

[2022-01-01, 12:00:00 UTC] {{ecs.py:119}} INFO - [2022-07-19, 17:54:03 UTC] dr-xr-
XI-X 2 root root 4096 Apr 9 2019 boot
[2022-01-01, 12:00:00 UTC] {{ecs.py:119}} INFO
XI-X 5 root root 34@ Jul 19 17:54 dev
[2022-01-01, 12:00:00 UTC] {{ecs.py:119}} INFO
XI-X 1 root root 4@96 Jul 19 17:54 etc
[2022-01-01, 12:00:00 UTC] {{ecs.py:119}} INFO
XI-X 2 root root 4096 Apr 9 2019 home
[2022-01-01, 12:00:00 UTC] {{ecs.py:119}} INFO [2022-07-19, 17:54:03 UTC]
Irwxrwxrwx 1 root root 7 Jun 13 18:51 1ib -> usr/lib

[2022-01-01, 12:00:00 UTC] {{ecs.py:119}} INFO - [2022-07-19, 17:54:03 UTC]
Irwxrwxrwx 1 root root 9 Jun 13 18:51 1ib64 -> usr/lib64

[2022-01-01, 12:00:00 UTC] {{ecs.py:119}} INFO - [2022-07-19, 17:54:03 UTC] drwxr-
XI-X 2 root root 4096 Jun 13 18:51 local

[2022-07-19, 17:54:03 UTC] drwxr-

[2022-07-19, 17:54:03 UTC] drwxr-

[2022-07-19, 17:54:03 UTC] drwxr-
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RAriEmE

[2022-01-01, 12:00:

XIT-X 2 root root

[2022-01-01, 12:00:

XIT-X 2 root root

[2022-01-01, 12:00:

XIT-X 2 root root

[2022-01-01, 12:00:

Xxr-x 103 root root

[2022-01-01, 12:00:

x-\-\-

2 root root 4096 Apr

00 UTC] {{ecs.py:119}} INFO
4096 Apr 9 2019 media

00 UTC] {{ecs.py:119}} INFO
4096 Apr 9 2019 mnt

00 UTC] {{ecs.py:119}} INFO
4096 Apr 9 2019 opt

00 UTC] {{ecs.py:119}} INFO

@ Jul 19 17:54 proc

00 UTC] {{ecs.py:119}} INFO
9 2019 root

[2022-01-01, 12:00:00 UTC] {{ecs.py:119}} INFO

XIr-X

2 root root 4096 Jun 13 18:52 run

[2022-01-01, 12:00:00 UTC] {{ecs.py:119}} INFO

lrwxrwxrwx

1 root root

8 Jun 13 18:51 sbin

[2022-01-01, 12:00:00 UTC] {{ecs.py:119}} INFO -

XIr-X

2 root root 4096 Apr

9 2019 srv

[2022-01-01, 12:00:00 UTC] {{ecs.py:119}} INFO -

XIr-X

13 root root

@ Jul 19 17:54 sys

[2022-01-01, 12:00:00 UTC] {{ecs.py:119}} INFO -

drwxrwxrwt

2 root root 4096 Jun 13 18:51 tmp

[2022-01-01, 12:00:00 UTC] {{ecs.py:119}} INFO -

XIr-X

13 root root 4096 Jun 13 18:51 usr

[2022-01-01, 12:00:00 UTC] {{ecs.py:119}} INFO -

XIr-X

18 root root 4096 Jun 13 18:52 var

[2022-01-01, 12:00:00 UTC] {{ecs.py:328}} INFO -

executed

£ Amazon MWAA i dbt

AREBER T WAIE Amazon MWAA F{EH dbt 1 Postgres, FEAA TS BRF
El requirements.txt # , F A dot BB L& FIREM Amazon S3 7. AT,

[2022-07-19,
[2022-07-19,
[2022-07-19,
[2022-07-19,
[2022-07-19,
[2022-07-19,
[2022-07-19,
-> usr/sbin
[2022-07-19,
[2022-07-19,
[2022-07-19,

[2022-07-19,

[2022-07-19,

ECS Task has

17:

17:

17:

17:

17:

17:

17:

17:

R

3 P\

:54:

54

54

:54:

54

54

:54:

54

54

:54:

54

54

03

03

03

03

03

03

03

03

103

03

03

03

uTC]

uTC]

uTC]

uTC]

uTC]

uTC]

uTC]

uTC]

uTC]

uTC]

uTC]

uTC]

R

Ch

drwxr-

drwxr-

drwxr-

dr-xr-

dr-xr-

drwxr-

drwxr-

dr-xr-

drwxr-

drwxr-

been successfully

5l DAG k¥ iE Amazon MWAA 28 EREMFI , &/5EMH BashOperator Xi=1T dbt T H .
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RAriEmE

« ¥ dbt I B E£4£ % Amazon S3
o {EF DAG BiF dbt {KHIRHY L2

« {4 DAG ¥Kiz1T dbt B H

[N

« A LATE Python 3.10 AT LM EB/RHI5S Apache Airflow v2 —E M,

FRF M

ERBRUATERzA , EREERUTHRL

- fM Apache Airflow v2.2.2 B Amazon MWAA 35, bRBIBRE |, FHEMA v2.2.2 317 7 MR

B REE EEUURBILA S E M Apache Airflow RRAx—i#2 £,

+ dbt BB RHl, EFFHHE Amazon MWAA FREER dbt , YRETELBIE — N5 X FH M dbt-labs 176 E

5fE dbt AIJHE. GitHub

AR I

8 Amazon MWAA 5 dbt BB &R , BRI T RIMARMEREH, BETHRESER  FSHAE

Amazon MWAA S fER B IZA,

#!/bin/bash

if [[ "${MWAA_AIRFLOW_COMPONENT}" != "worker" ]]
then
exit 0
fi
echo "----------- -
echo "Installing virtual Python env"
echo "----------- -

pip3 install --upgrade pip

echo "Current Python version:"
python3 --version
echo "..."

R
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sudo pip3 install --user virtualenv
sudo mkdir python3-virtualenv

cd python3-virtualenv

sudo python3 -m venv dbt-env

sudo chmod -R 777 *

echo "-------mme -
echo "Activating venv in"
$DBT_ENV_PATH

echo M----mmm

source dbt-env/bin/activate

pip3 list

echo L n
echo "Installing libraries..."

echo M e e e e e e e e e e e e e e e e e e e e e e e n

# do not use sudo, as it will install outside the venv
pip3 install dbt-redshift==1.6.1 dbt-postgres==1.6.1

echo M---mm e -
echo "Venv libraries..."
echo M---mm e -

pip3 list
dbt --version

eChO M e e o e e e e e e e e e e e e e e e e e e e e e n
echo "Deactivating venv..."

eChO M e e o e e e e e e e e e e e e e e e e e e e e e n
deactivate

ELUTES G | &0 dbt B B & L% Amazon S3 #1517 DAG FKREiF Amazon MWAA EEE K
R EFTER dbt KN

£ dbt I B E£4£ 2| Amazon S3

N T EEBIE Amazon MWAA SRMEARER dbt TN |, BT EANIE B X EEFFREM dags XHR
. HIREEHFT , Amazon MWAA £3F dbt B3R FEE|AH#h usr/local/airflow/dags/ X#
xo

¥ dbt I B 44 %] Amazon S3 342
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EF dbt I B £4£ 2 Amazon S3 , BEHITATRE

1.
2.

SMmBIEE dbt A7 E /Y B %o

Z1TELT Amazon S3 AWS CLI % , A --recursiveS % IH A R HI B AE S HIZI &2/
HiEdagsXHR, ZHT2NE—INEN dbt WTFER , BULLEEATFME dbt B, RT
BRXEXFE , WMEB X HHEFHZNEE R+  , HEFSUIEHE R, ZaTEASRNZBEA
MM B dbt BRHRIB—NMNFHZR,

$ aws s3 cp dbt-starter-project s3://mwaa-bucket/dags/dbt/dbt-starter-project --
recursive

BRLINTE FERERATENEY , UEXE dbt REFHEHERZA dbt T H,

£ DAG KiF dbt kI gy L2

AR DAG {£ /A BashOperator M bash a5 5 REIE Amazon MWAA BEER IR
requirements.txt FIEEM dbt MK,

version

from airflow import DAG
from airflow.operators.bash_operator import BashOperator
from airflow.utils.dates import days_ago

with DAG(dag_id="dbt-installation-test", schedule_interval=None, catchup=False,
start_date=days_ago(1)) as dag:

cli_command = BashOperatoxr(
task_id="bash_command",
bash_command=""/usr/local/airflow/python3-virtualenv/dbt-env/bin/dbt --

)

PAITUTRENAEEES EEARIERBELRE dot K EKBI,

1.
2.

SfinE Amazon MWAA 12%1& |, AABMNEARE SR FIEZFITI Airflow Ul

£ Apache Airflow Ul £ , \FIERF#ZE| dbt-installation-test DAG , &R/F7i% Last Run
SRR FF £ —NIHESHY B i,

FARRUE , & bash_command FEUITHFESE=FIMNIFMEER.,

EFAERITFESFEE , ARRIEABERERIIFIE THRAE requirements. txt FIEEW
dbt hx4<,
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£/ DAG Kiz1T dbt T B

LU DAG £/ BashOperator &M A#s usr/local/airflow/dags/ B X £ % Amazon S3
B dbt ME EHETTEAN /tmp B , AEET dbt B, bash HERIE—1PE R dbt-starter-
project B Al dbt B, RIFZWE B ZWBEMEHRE FBEM.

from airflow import DAG
from airflow.operators.bash_operator import BashOperator
from airflow.utils.dates import days_ago

import os
DAG_ID = os.path.basename(__file__).replace(".py", "")
# assumes all files are in a subfolder of DAGs called dbt

with DAG(dag_id=DAG_ID, schedule_interval=None, catchup=False, start_date=days_ago(1l))
as dag:
cli_command = BashOperator(
task_id="bash_command",
bash_command="source /usr/local/airflow/python3-virtualenv/dbt-env/bin/
activate;\
cp -R /usr/local/airflow/dags/dbt /tmp;\
echo 'listing project files:';\
1s -R /tmp;\
cd /tmp/dbt/mwaa_dbt_test_project;\
/usr/local/airflow/python3-virtualenv/dbt-env/bin/dbt run --project-dir /tmp/dbt/
mwaa_dbt_test_project --profiles-dir ..;\
cat /tmp/dbt_logs/dbt.log;\
rm -rf /tmp/dbt/mwaa_dbt_test_project"
)

AWS BENHRE

« £/ Amazon EKS # Apache Airflow v2.x B9 Amazon MWAA
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B

» Y0 Apache Airflow il B £,
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.
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o CLI EA&#h#9%2 Docker BEFEH/ , FLLTF Amazon MWAA £ &%, XA FEEZEZ Amazon
MWAA 2 BIiZ T4 4t Apache Airflow 38R FF & Fll i DAGs B 7 i@ 4 A,

« EJjE1T CLI , &S aws-mwaa-local-runner E#J GitHub,
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1. Ak, ERIE requirements. txt XH 28 , LMERAFRXAFINEMEURIEFER
HRAWERAS, Ei=1T Amazon MWAA CLI SEAREF |, 53 LMW, aws-mwaa-local-
runner GitHub

2. && Apache Airflow F2F 2/ Extras, EEEF I ¥ MWAA £ Apache Airflow v2 Z2&EH
REaHER , FiHR NG LT D MW AA Ri1iE1T85, requirements.txt GitHub

3. AMARIEA., & requirements.txt XH4TRERF N Apache Airflow v2 IR LY R 3L
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M Apache Airflow v2.7.2 7738 , ERXH S MBE—% --constraint BA., MREREM
HREZMH | Amazon MWAA FREBIEE —MERES , LARENERDIIENEBFSEHRE
EEAH Apache Airflow FRAFER.

EUTREIG |, BIRENRAEASE#R {environment-version} U R ASHBERAH
Python WX Z&&#: {Python-version}.

E 7 # 5 Apache Airflow SMER AR Python A , 25 Apache Airflow M7,

--constraint "https://raw.githubusercontent.com/apache/airflow/
constraints-{Airflow-version}/constraints-{Python-version}.txt"

MRARIXHEE xyz==1.0 BFEESHEPINEMEEFITFRE , WA THLEETHRENE
ZREESP | pip3 install HakM. IREAHESTRERK , WATLAE B SNERN
BERPEFSA Apache Airflow A4 (RERF. TERFT Web REE ) HERAE.
CloudWatch BEx BEXRBEHWEZEER |, S H the section called “&F& Airflow HE",

4. Apache Airflow BF 8. RINEFE ExtrasRERAE (==), XEBTHLEEREFREREZE
RATREWEFS.

apache-airflow[package-extra]==2.5.1

5. Python E, £ requirements.txt XHHRMEFBBEMHRFBRE (==), XBEETHIEED
RiFA3R B PyPi.org #9 future B,

library == version

Example boto3 # psycopg2-binary

L RBIXATFERER,. boto M psycopg2-binary FE‘@E 1 Apache Airflow v2 ERtihR % %
F , TEE requirements. txt XHFFEE,

boto3==1.17.54
boto==2.49.0
botocore==1.20.54
psycopg2-binary==2.8.6

MRIBEMNDZERA , Il Amazon MWAA £ 2% org FRFTIRARIPYPIE -, HARAT
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Apache Airflow v1
1. AN, EOE requirements. txt Xz El , LERASXNRMEMBEUKRIEFSTR

HRAWEBRAS., Ei=1T Amazon MWAA CLI SEFREF |, 55 LMW, aws-mwaa-local-
runner GitHub

& & Apache Airflow 258/ Extras, £ -3.7.txt & & Apache Airflow v1.10.12 #9 ] B 544
‘@HFR, https://raw.githubusercontent.com/apache/ airflow/constraints-1.10.12/constraints

WIMARI M, 7 requirements. txt XHIRZFH I Apache Airflow v2v1.10.12 F§4Y
R, MBRARXHHEZ xyz==1.0 EFSSHREFNEMBEFSTRE , Ml pip3
install FMEEMLEFRRBENELEEIRER,

--constraint "https://raw.githubusercontent.com/apache/airflow/
constraints-1.10.12/constraints-3.7.txt"

Apache Airflow v1.10.12 2 F &, 0 Airflow 252 ExtrasHl Apache Airflow v1.10.12 kA<
(==)o XEBTHLEEREPLERBEEREATENERFS.

apache-airflow[package]==1.10.12
Example Secure Shell ( SSH )
AT Rl requirements.txt X#HZR&ERTF Apache Airflow v1.10.12 B9 SSH,

apache-airflow[ssh]==1.10.12

Python &, £ requirements.txt XHFRMNEFSEHRMRE (==). XBEBTHLEB
BIFR B PyPi.org B future E#f,

library == version

Example Boto3

AR Rl requirements. txt X#HZ%&EH T Apache Airflow v1.10.12 #9 Boto3 B,

boto3 == 1.17.4

MREBEENZRERA , N Amazon MWAA £ %% .org P ERITRANPYPIE 4, tERRAST
BEE R requirements. txt PN EMEF B HZR,

/A PyPi .org TR &N =4 Python AKHiIN 358
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&I = : Python Wheel ( .whl )

Python Wheel B —fIZFE8KX , EERT IS ERFWHENE. ’ Wheel 272N TE Amazon
MWAA R & RARBIRY 5 2R LA

c BERETHR — WHL THAENEA ZIP SHEHIRES | REREIES , RETHEAY
#,
c BOMRETLENBERFSWRAREM, Eit, B pip LEAFRHEHRERA,

- EERENE — W TASRENE , THERTERIRKEZRL , NS Amazon MWAA FEH R
BRZAIMNRATRE . BT FARBIAPRIFERRBUKBI , Rt Eieg M BFMARREHL , H S
RERMEMERNE,

BABWFERLL T A ERZE requirements. txt AR E Python Wheel #42 (.whl) # Python &
B,

FiE

« 1£ Amazon S3 F## L A plugins.zip X#

- FAEERE URL M WHL XX #

- M DAG & WHL X4

£ Amazon S3 &M L&A plugins.zip X

Apache Airflow BERE~F. THEREFM Web RS 28 ( EA T Apache Airflow v2.2 R E GRS )
ERHEEENTRENIEEN Fargate REF LERBENIEH , W AWSHEA, /usr/local/
airflow/plugins/*ti3 27 Python KEITHY Amazon MWAA By pip3 install -r
requirements.txt M Apache Airflow BRF Bz 2 BIFF#H. plugins.zipXHAFEAEFE
ERERTHRFEZERN MG , AELTETEREAAF R FIH RN RN EMI 4 DAGs, i
o , Python B Wheel X, iE$ PEM XHFIEE YAML X,

T—TNRBWATE Amazon S3 FME EZ%E plugins. zip XHHE Wheel,

1. TEMSEHN WHL X# , e LUERE Amazon MWAA 5= 178580 B8 — 4 Amazon Linux 2 &
285t , ¥ pip download MIA requirements.txt —RFEHREFM THRLEMN Python
Wheel X4,

$ pip3 download -r "$AIRFLOW_HOME/dags/requirements.txt" -d "$AIRFLOW_HOME/plugins"
$ cd "$AIRFLOW_HOME/plugins"

fEF PyPi .org &R X4 1E X L4 Python AR 359
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$ zip "$AIRFLOW_HOME/plugins.zip" *

2. £ requirements.txt FIEERR, FMA--find-links BEMTF requirements.txt TREFHY i
BB, #ER pip TEMFEA --no-index NEMRRLE , TR

--find-1links /usr/local/airflow/plugins
--no-index

Example £ requirements.txt F#Y wheel

LR ROHRIZIEE ™ Wheel E4£%] Amazon S3 F##EHE B ZH M plugins.zip X5,
o

--find-1links /usr/local/airflow/plugins
--no-index

numpy

Amazon MWAA M plugins X#4RAHRE numpy-1.20.1-cp37-cp37m-
manylinux1l_x86_64.whl Wheel 3G H 2% B|HREHh,

FRAEEE URL L WHL XX#

T—HENENALEFEERE URL EH Wheel, Itk URL ARE A ANFIHRIR |, HEALUNER
Amazon MWAA PR EIEEMN B E X Amazon VPC AijEl,

« B URL, M@ requirements.txt FH# Wheel 2% URL,
Example 248 URL E& Wheel #4%

T RBINAF M KTH Wheelo

--find-1links https://files.pythonhosted.org/packages/
--no-index

Amazon MWAA MEIEER URL F3IREL Wheel I H L EZ|FRIEAR,

fEF PyPi .org &R X4 1E X L4 Python AR 360
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® Note
URLs T8 FAH Web ARS8514 18] Amazon MWAA v2.2 RESRAFHLZEER,

M DAG 82 WHL X ¥

WMRFAE Web IREE5FEH Apache Airflow v2.2.2 SESRA , H BHTFHRET LGRS ZMEEM
ToELZREER , M LAEALT DAG kKB EH Amazon MWAA ER N EITEZE| Amazon S3
+

from airflow import DAG
from airflow.operators.bash_operator import BashOperator
from airflow.utils.dates import days_ago

S3_BUCKET = 'my-s3-bucket'
S3_KEY = 'backup/plugins_whl.zip'

with DAG(dag_id="create_whl_file", schedule_interval=None, catchup=False,
start_date=days_ago(1)) as dag:
cli_command = BashOperatoxr(
task_id="bash_command",
bash_command=f"mkdir /tmp/whls;pip3 download -r /usr/local/airflow/
requirements/requirements.txt -d /tmp/whls;zip -j /tmp/plugins.zip /tmp/whls/*;aws s3
cp /tmp/plugins.zip s3://{S3_BUCKET}/{S3_KEY}"
)

Z1T DAG & , ERX N XXHESR Amazon MWAA plugins.zip , Al LUA R S H M4 —#24T
S AREBIEBERM --find-1inks /usr/local/airflow/plugins # --no-index , {8
DN --constraint RE# requirements. txt,

WHEAGFEELFERMERNE,
‘I = TEEFRAE PyPi /PEP-503 WFAE FMEE LA Python kKEix R
T—HNENMALRERLRELEIE URL EEZT HHRILA Apache Airflow Extra,

1. FMRAFBMBBARIMA Apache Airflow BLiEIET, 45I0 :

« foo.user : YOUR_USER_NAME

/A PyPi .org TR L% Python RN 361
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« foo.pass : YOUR_PASSWORD

2. BI# requirements.txt X# FAFE URL BARMENR Apache Airflow B BiE TR A F &
BREBRIUT REIFH SR, Fla:

--index-url https://${AIRFLOW__FOO__USER}:${AIRFLOW__FOO__PASS}@my.privatepypi.com

3. FMEMEMERME requirements. txt X#s, Him :

--index-url https://${AIRFLOW__FOO__USER}:${AIRFLOW__FOO__PASS}@my.privatepypi.com
my-private-package==1.2.3

£ Amazon MWAA 48 EERAABE

&1 Amazon MWAA R HITAEEENRFIEF BEXRIEZFIBE, CloudWatch EEFHRITAE
KPR , &3 Amazon MWAA U {TAEE,

&AILAE R INFO, WARNING, ERROR =% CRITICAL 4 3I#Y Apache Airflow B&, ZH&%EEH

EFR BT , Amazon MWAA £ RIZZRBIFMEESRINNTEMRIINNEE, Hlm , RE
FEINFOLBIZABE , Amazon MWAA £ B INFOH & %)% H EWARNING, ERROR, FICRITICALH
Fg B, CloudWatch FA1EIUZ A INFO 4589 Apache Airflow B |, MEITXIBFEE R
requirements.txt WEK BE,

1£ Amazon MWAA 418 EBRBE 362
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@ Airflow scheduler logs

Log level
Specify which types of task events to log

INFO

Log info and higher-severity events

CRITICAL
Log critical events only

ERROR
Log error and higher-severity events

WARNING

Log warning and higher-severity events

INFO
Log info and higher-severity events

£ BEE4E EEF CloudWatch B &

BRI LEFRE TEREHBN dags XXM ITRIFZFH Apache Airflow BE&. AT HBRITE WA
£ Amazon MWAA 12 #1& EITHITRIREFHN AERL , LR I{TTE Logs ##|& £&EF Apache Airflow
H&., CloudWatch

E&EE requirements.txt WA , FHRITUUTRE

£ Amazon MWAA #2#| & 3T E R E,

EERIR,

e R B LR Airflow ITRIFRF BE4,

£ AERPERE requirements_install_ip A&,

BRIZ A LATE /ust/local/airflow/.local/bin EERREFRENEFSIIR, Hl

o K~ w0 Ddhd =

Collecting appdirs==1.4.4 (from -r /usr/local/airflow/.local/bin (line 1))
Downloading https://files.pythonhosted.org/
packages/3b/00/2344469e2084fb28kjdsfiuywebs47389789vxbmnbjhsdgf5463acd6cf5e3db69324/

appdirs-1.4.4-py2.py3-none-any.whl
Collecting astroid==2.4.2 (from -r /usr/local/airflow/.local/bin (line 2))

£ BEEREIA £LEF CloudWatch A& 363
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6. EEEFSIRUREFEMNEFEELZELIEFRTEIER, NRHINEE , BURLERX
P TARRER

2021-03-05T14:34:42.731-07:00

No matching distribution found for LibraryName==1.0.0 (from -r /usr/local/
airflow/.local/bin (line 4))

No matching distribution found for LibraryName==1.0.0 (from -r /usr/local/
airflow/.local/bin (line 4))

£ Apache Airflow Ul R EF 1%

IRAREIE EER E Apache Airflow Ul , BLAE
F Apache Airflow B , A BEINHRE L

BRERAYUESHMRAFEER, £ Amazon MWAA L
HiRZ

Broken DAG: No module named x
MR IRIE Apache Airflow Ul R E S8R , W requirements. txt X4 AJAEER D A F VKRN,

&% Apache Airflow

YREZELE AWS Identity and Access Management (IAM) 358 AWS K F 89 Apache Airflow f F 5 H
0] KR - TS MWAAWeb ServerAccessiX R BEE & RAY Apache Airflow F F 5 H,

E 519 Apache Airflow Ul , IHRITA TR

1. 7£ Amazon MWAA #Z§|& EFTFRET A,
2. ERIRE,
3. 1E&#EFTFF Airflow Ul,

T~ requirements.txt RAH R

WA LAE requirements. txt FREREFTRNER. AT REAEATEFRNAERRE

Extras.
Example PyPi.org L HYE/A N A F0 2 £ Mk

BT ELAHE URL LIEEHMAE (a0 PyPi3kE PEP 503 WEHE Y repo ) 24\ , BEEEFHZ--
index-urli&®W, URLs

£ Apache Airflow Ul FEE iR 364
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aws-batch == 0.6
phoenix-letter >= 0.3

--index-url http://dist.repoze.org/zope2/2.10/simple
zopelib

Rl requirements.txt MAZS 365
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Amazon MWAA Y512 J 1555

Wi R4 ER T Apache Airflow B Amazon £ TEREMEH AWS SBRA RN EME, TTHAM
MEENEEEARIBD . RIMNEMN AWS SBRAROEZ NP WEREZERE , LEEHENSIHE
A AE RN H TR, REB AWS N EHFRZEEN Amazon MWAA IRERIIEREE B4 %R
R

(® Note
Apache Airflow 8451 B & 18R Z T 5i# CloudWatch FRAEMNEILI R,

Bk Apache Airflow HEZER |, 2 Apache Airflow XM G H B EF 1,

Sections

« Amazon MWAA 5 8R

- EET®HE AWS CloudTrail

+ 1 Amazon #EFS B & CloudWatch

« 153 Amazon MWAA EHZFHIEARMER

+ Apache Airflow v2 FEEREIESR CloudWatch
« Amazon MWAA & 28, RASIFIEIEEIENR

Amazon MWAA L &9 3= 81A

AN BB TIEEER T Apache Airflow B ST E THEREBIEN AWS RS

B
« WG CloudWatch #E&
« AWS CloudTrail #&

I 53 CloudWatch #ER

CloudWatch & AWS RSN ERTFHEE , ATERERSFATNESNEERREITER. &0
DEAXEERREEER. TESITEE , ARERFERPEREEE , SIHBBEE Amazon
CloudWatch 2% & FRiEEIRERNIZITIRR .
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch_concepts.html#CloudWatchAlarms
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Apache Airflow E£1&E R B 5% & 3%5&EA T Apache Airflow B9 S E TERMFER StatSD 18
¥Ro CloudWatch

BETREZREE , BSAMTLETLD# CloudWatch ?

AWS CloudTrail #EiA&

CloudTrail 2—I® itk , ATFicFKAF. A8 AWS RFE Amazon MWAA HRITHIRIE. £
AWEZINEE CloudTrail , A LAFAE @ Amazon MWAA X HBHIiER. KHiERN IP bk, A H
TiER, ArHRHER , URFITEEHPRERENEMOIFEAEE,

ETHREZEER , BSHTLE AWS CloudTrail ? ,

BHEFTZHE AWS CloudTrail

AWS CloudTrail ZE#& 81 AWS kP i EEENKS EEA. CloudTrail 2% IAM 3455, AWS RS
( 51an3E A F Apache Airflow FIIE S8 TERRE ) PRt 1THIESD |, Z5E3I#12% 5 CloudTrail
. BEALAE CloudTrail BHlAHEE. BEMTHRIE 90 RWSEHFH LiEFK. CloudTrail IR
7 MWAA #2458 ENFES4U R T DE MWAA WFRERA. APISERAHEIKRiEEE (4
W GetEnvironment =% PublishMetrics I ) o AT LE CloudTrail 204/ fE ¥ Amazon
MWAA B E#,

Bx

« EFOIZERER CloudTrail

- FASHHEIERKESE CloudTrail E4
« CreateEnvironment # Rl 2R ER

o BETR#MAL?

EF I IRER CloudTrail

BEEVNRIBIRTEET AWS IKFHPIFERENSEMHIEFE , B1F Amazon MWAA IWEH, BRERAWTF
CloudTrail ¥ A& X 12 5 £l Amazon S3 Fi#EN. MRETAEREER , BIHA R LUE CloudTrail 2l
BHREFTANEHAEIER. Hl , FRKENES CloudTrail , A LAFEE M Amazon MWAA X
HEER, KEERW IP hat, RETHER, ANREHERUEREMFAFE. ETHRESER
ESE R ER AWS Tk 6 2R ER,

AWS CloudTrail #i& 367
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FEHAEHEHEIERHESE CloudTrail B4

BUBYEEEHALIER , # CloudTrail #2148 FXT X 90 RBVRENREEHHITHERR,
Bl | EAILRXHAEEES AWS IKFFRIR (5120 IAM AP S At AWS BIR ) B9eIE, &k
MANEH, BETHRESREE  FSREASHALIERKEE CloudTrail .

1. ¥TFF CloudTrail &4,
2. BEBREHFHFIZFE.
3. LEREEENEH , ARLEBREREHFAFE.

CreateEnvironment B9 R4 &

RIRR—MEE , WAHTHEMHEN BEXHEIEEIRIEERN Amazon S3 FE#.

CloudTrail BEXHEBE —IMHZNAEFZREB. EFARRKRBEEMARENEMER , BEBXFERR
EWEE |, BlmiREN B BN ERERSE, CloudTrail BEXHFT R # AP BANE FHKRR
R, B R aREMAESERFEEIN. ATREIZRETRZN RMMLIELR CreateEnvironment
WEEERB. HTHRIPERFL , AirflowConfigurationOptions A HY{E B M BRo

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "@@©123456ABC7DEF8HIJIK",

"arn": "arn:aws:sts::012345678901:assumed-role/root/myuser",
"accountId": "012345678901",
"accessKeyId": "",

"sessionContext": {

"sessionIssuer": {
"type": "Role",
"principalId": "00123456ABC7DEF8HIJK",
"arn": "arn:aws:iam::012345678901:role/user",
"accountId": "@12345678901",
"userName": "user"

.

"webIdFederationData": {3},

"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2020-10-07T15:51:52Z"

EREHHLIZRKESR CloudTrail E4 368
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RAriEmE

}
I
"eventTime": "2020-10-07T15:52:587",
"eventSource": "airflow.amazonaws.com",
"eventName": "CreateEnvironment",
"awsRegion": "us-west-2",

"sourceIPAddress": "205.251.233.178",
"userAgent": "PostmanRuntime/7.26.5",

"errorCode": "AccessDenied",
"requestParameters": {
"SourceBucketArn": "arn:aws:s3:::my-bucket",

"ExecutionRoleArn": "arn:aws:iam::012345678901:role/AirflowTaskRole",

"AirflowConfigurationOptions'": "**=*",
"DagS3Path": "sample_dag.py",
"NetworkConfiguration": {
"SecurityGroupIds": [
"sg-01234567890123456"
1,
"SubnetIds": [
"subnet-01234567890123456",
"subnet-65432112345665431"

]
1,
"Name": "test-cloudtrail"
1,
"responseElements": {
"message": "Access denied."
},

"requestID": "RequestID",

"eventID": "EventID",

"readOnly": false,

"eventType": "AwsApiCall",
"recipientAccountId": "012345678901"

BTRMEATA?

« fECloudTrail X3FH AWS BREMER T |, THIWM A CloudTrail BEPWENSHHIEREH MR

Fo

o ETRI{ATEM Amazon S3 Fi##8 CloudTrail X ¥ B & HRWREER | i

Amazon SNS iE4%l, CloudTrail

SRANEEE

BT RAA A ?
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£ Amazon FEEFSH B & CloudWatch

I 552k MWAA 1] LA IE 52 & 3% Apache Airflow &, CloudWatch& Al UM — MU BEEF S
B AL , NBRMWIRS Apache Airflow EEIEER THEREEIR, MEEHME=FTE, EEHE
EH T Apache Airflow B B #h 1 E THEREEH B £/8 A Apache Airflow B3 , F86& & Apache
Airflow DAG 432, 1£55. Web BRS588. TEaR=F1ER. CloudWatch

E
- EH
. FEEABIHEE TH

. BEXR

- B F Apache Airflow B &
« &F Apache Airflow B&
- RBITRIERFBE
BETRMMTAL?

EM

o IWEWFRAE CloudWatch BE#EH. EXEZEER |, 5 CloudWatch Efto

FIaBIHY ER TE

BB E T LEEERZEEN AR CloudWatch, BEXEZELR |, 1551 1578 Amazon MWAA R

Amazon MWAA £/ BB AKNEA Airflow BEETSIE—MNEERE |, HHAEHEHIZEI SHREXRRKN
CloudWatch B&4H, AEKLHE YourEnvironmentName-LogType &R &&. Hli0 , MRIFEE R
Airflow-v2@2-Public , M Apache Airflow £ B &N &iEE| Airflow-v202-Public-Task,

EE Aifflow BE 370
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RAriEmE

AR

YourEnvironmentName- DAGProces
sing

YourEnvironmentName- Scheduler
YourEnvironmentName- Task
YourEnvironmentName- WebServer

YourEnvironmentName- Worker

/8 A Apache Airflow B &

EpU

DAG A EBREESR (ITXEFPLE DAG X
Mo ) BBEE.

Airflow it X2 LMK B &
DAG QEEXEIJ'EEX H /BN o
Airflow Web SLE£E KK B &

ER TEREF DAG HITH —E 0 £ B

=+
/Ao

&TLAJE B INFO, WARNING, ERROR = CRITICAL 43I Apache Airflow BH&., H&EikiFE R ER
BlBY , Amazon MWAA £ K IZZBANNAMEESRFINTEMRINBER, Fl0 , WREZINFOR

SIEABE , Amazon MWAA £ INFORE X

CloudWatch

1. 1E Amazon MWAA #2#|& LT FRETE,

2. IEENR,

3. ERERE.

4. BEET—

5. BEETI—NHZMEM

3% HEWARNING, ERROR, FICRITICALHES !,

a. TEWEEKLIEE Airflow iTRIER BEAE,
b. ESIEER L% Airflow Web FRE 28 BE4A,
c. TEWEEERKLI%EF Airflow THELREB LA,
d. fEMEERK L% Airflow DAG &2 BE4A,
e. TEMIEERLER Airflow £5 BEAH,
f. & BERAFERBAELS,
6. ®EEBET—F,
7. EBRRE.

/2 A Apache Airflow B&

371
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& F Apache Airflow BE&

AT E D N A fE 2 %) & P &EF Apache Airflow B, CloudWatch

1. £ Amazon MWAA 2§l & 3T B E,
2. EEREHIER,

3. EMRERPER-—IBEA,

4, HEBERPEFEF

T~ RIERBE

BRI LEFRE TEREHMBNT dags XXM ITRIFZFH Apache Airflow B&. AT ZBRITE A
£ Amazon MWAA 1#2#1& LT ITKIREFHN AERL , URI{ATE Logs ##|& £E&EF Apache Airflow
H7&. CloudWatch

EEE requirements.txt WHZE , BHITUTRE

1. £ Amazon MWAA 12l & 3T R HE,

2. EEIER,

3. TEMEERLER Aiflow ITRIRF BEA.

4. EBHBERPIERE requirements_install_ip B,

5. #BRMIZABATE /usr/local/airflow/.local/bin LEERBEHALZENEFSIIR, H0

Collecting appdirs==1.4.4 (from -r /usr/local/airflow/.local/bin (line 1))
Downloading https://files.pythonhosted.org/
packages/3b/00/2344469e2084fb28k jdsfiuyweb47389789vxbmnbjhsdgf5463acd6cf5e3db69324/

appdirs-1.4.4-py2.py3-none-any.whl
Collecting astroid==2.4.2 (from -r /usr/local/airflow/.local/bin (line 2))

6. EERFAEVRUREFEMAEFESELZEIEHERTBEIE IR, NREIEE , BAEELERIR
PUATHEREIR

2021-03-05T14:34:42.731-07:00

No matching distribution found for LibraryName==1.0.0 (from -r /usr/local/
airflow/.local/bin (line 4))

No matching distribution found for LibraryName==1.0.0 (from -r /usr/local/
airflow/.local/bin (line 4))

& & Apache Airflow BE& 372
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BETRMEAA?

- BETHUNAEE CloudWatch ik , 5 H Amazon CloudWatch 23R,
- ETHEW{AH]2 CloudWatch &R , HSHEH CloudWatch 1 F=4R,

1532 Amazon MWAA _E B35 &I AR F1 3R

B LAETL S CloudWatch I B E EHIER , HFAFERRRMER , AkEER T Apache
Airflow WL S#EE TERERRNESTRL. HENERUTESERLBL T ALARM RE , s
TRAE , ETEEHEREE Amazon MWAA HIZ1TIRR.

Apache Airflow AFF T F ZHENIEIR | 238 DAG #HEH., DAG BEF B A/, HEEEZTHE
5. EEEAMAKL. EECIEIRRR |, Airflow #KELE 7 B 31 Amazon MWAA SRR IEFR R E,
CloudWatchZ< ST 4B 20183 Amazon MWAA 535 H Y CloudWatch Airflow 1545 8121z TR 2 6IE
o
Bx
* Metrics
- BHRREHR
- BEXEZEFHERNERRHE)
o RTIXLIENR
o XTEFIER
- £ AWS HiE
 f£H AWS CloudFormation
o JiBR 1557 R0 42 Hil E AR
s BTRMAL?

Metrics

A B Apache Airflow MRAEEATT AT A 1EFR 01 2 B & IR HIERFBR. 8MNERSBXY R —
Apache Airflow <BMBEIESR (KPI ) . EEFIBIRIIEK , FSH

« Apache Airflow v2 FEEREIESR CloudWatch

BETRMAL? 373
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ERRSBE

B EEUEE U T LR -

« OK - EEHRFIRERNEENNRETEA,
« ALARM - BRI RIENBHE NN RE,

INSUFFICIENT_DATA ( BB R ) - HEBNINEZ , BT ITH , EERSE B EIENLE

EHFERS,

B & S 328 1 T A A 4 o 4B

ST LA B E SRR HIEAR , R Amazon MWAA IRRFTIEIERHY B &o

K T iXLEEPR

BATF Fl gk R 7 383 A8 o gy B2 MARARE SUE B E R BIE AR 22 BN HE4R.

QueuedTasks-4t FRATPIRASHES B MR T executor.queued_tasks Apache Airflow 3§47,

« TasksPending-#{TEs P FALERNESF . IR T scheduler. tasks.pending Apache Airflow 1§

FRo

(® Note
TERTF Apache Airflow v2.2 BB &S,

RunningTasks-FEHITERPIZITIVES . IR T executor.running_tasks Apache Airflow 1§
¥Ro

« SchedulerHeartbeat-Apache Airflow £ ERFEILPRITHIERE. 5

scheduler_heartbeat Apache Airflow f&¥RAEXT R,

 TotalParseTime-— XIS AFFE DAG XHMTIEENDE, WNTF

dag_processing.total_parse_time Apache Airflow $E#%.

X T HIE AR
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CloudWatch Dashboards
Airflow-MyAirflowEnvironment v ©

v

QueuedTasks MyAirflowEnvironment
Count

1.00

0.50

0

Airflow-MyAirflowEnvironment

15:30 16:00 16:30 17:00 17:30
® QueuedTasks

RunningTasks MyAirflowEnvironment
Count

9.0

18:00

18:30

4.5

0
15:30 16:00 16:30 17.00 17:30

® RunningTasks

18:00

18:30

Switch to your original interface

th 3h 12h 1d 3d 1w Custom[cl' ||x|

TasksPending MyAirflowEnvironment i

1.00

0.50

0
15:30 16:00 16:30 17.00 17:30 18:00 18:30

@ TasksPending

SchedulerHeartbeat MyAirflowEnvironment i
Count

1.67

0.83

0
15:30 16:00 16:30 17.00 17:30 18:00 18:30

® SchedulerHeartbeat

TotalParseTime MyAirflowEnvironment
Seconds

0.038

0.019

0
15:30 15:45 16:00 16:15

® TotalParseTime

5 AWS #%ig

17:00 17:15 17:30 17:45 18:00 1815 18:30

BA LA LT AWS 32 h M a2 M 1E/ Amazon MWAA IRE Bzl 2z TR B 4IER, ©iF
2T FIB Amazon MWAA SRER A TREN THEARMITRIEF OB ELIZE CloudWatch iR,

» CloudWatch ¥ i MWAA #Z &Ik B34t
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£ A AWS CloudFormation

O] LAE AT Y AWS CloudFormation B4R E £ F I 2 S EHE MR CloudWatch , RETE
CloudWatch ##l& ERMNER , LEAENBYSESERERZROERN ., E/FRAIIERE X SIEHK
BSHEAWS CloudFormation 2% & E Bl Hik, EREFHERRNINER , FSRERER,

AwWSTemplateFormatVersion: "2010-09-09"
Description: Creates MWAA Cloudwatch Dashboard
Parameters:
DashboardName:
Description: Enter the name of the CloudWatch Dashboard
Type: String
EnvironmentName:
Description: Enter the name of the MWAA Environment
Type: String

Resources:
BasicDashboard:
Type: AWS::CloudWatch: :Dashboard
Properties:
DashboardName: !Ref DashboardName
DashboardBody:
Fn::Sub: '{
"widgets": [
{
"type": "metric",
"x": 0,
"y": 0,
"width": 12,
"height": 6,

"properties": {

"view": "timeSeries",

"stacked": true,

"metrics": [

[

"AmazonMWAA",
"QueuedTasks",
"Function",
"Executor",
"Environment",
"${EnvironmentName}"

1,
"region": "${AWS::Region}",
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"title": "QueuedTasks ${EnvironmentNamel}",
"period": 300
}
.
{
"type": "metric",
"x": 0,
"y": 6,
"width": 12,
"height": 6,
"properties": {
"view": "timeSeries",
"stacked": true,
"metrics": [
[
"AmazonMWAA",
"RunningTasks",
"Function",
"Executor",
"Environment",
"${EnvironmentName}"
]
1,
"region": "${AWS::Region}",
"title": "RunningTasks ${EnvironmentName}",
"period": 300
}
.
{
"type": "metric",
"x": 12,
"y": 6,
"width": 12,
"height": 6,

"properties": {

"view": "timeSeries",

"stacked": true,

"metrics": [

[

"AmazonMWAA",
"SchedulerHeartbeat",
"Function",
"Scheduler",

"Environment",
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"${EnvironmentName}"

1,
"region": "${AWS::Region}",
"title": "SchedulerHeartbeat

${EnvironmentNamel}",

"period": 300
}
I
{
"type": "metric",
"x": 12,
"y": 0Q,
"width": 12,
"height": 6,
"properties": {
"view": "timeSeries",
"stacked": true,
"metrics": [
[
"AmazonMWAA",
"TasksPending",
"Function",
"Scheduler",
"Environment",
"${EnvironmentName}"
]
1,
"region": "${AWS::Region}",
"title": "TasksPending ${EnvironmentName}",
"period": 300
}
I
{
"type": "metric",
"x": 0,
"y": 12,
"width": 24,
"height": 6,
"properties": {
"view": "timeSeries",

"stacked": true,
"region": "${AWS::Region}",
"metrics": [

[

B T 2 B AR A R R 451

378



Amazon Managed Workflows for Apache Airflow ArfEm

"AmazonMWAA",
"TotalParseTime",
"Function",

"DAG Processing",

"Environment",
"${EnvironmentName}"
]
1,
"title": "TotalParseTime ${EnvironmentNamel}",
"period": 300

} 1

) B 45 M1 428 1 T A

MREMBR Amazon MWAA I35 | N HZEFIER B 2 E MR, CloudWatch Efr#Ff+ 3 (15)
B, TTEMBR. CloudWatch 2 & & BB BB HIE EXRERBRENT 2) AR , LBRERE
# Amazon MWAA SRER R, ETHEZER |, iHZH Amazon CloudWatch FAQs,

BT RMAAL?

« TEIMAEIE DAG REHEHIFERN Amazon Aurora PostgreSQL T HIBHIEE H I B E LR L
W EF, CloudWatch £ DAG fEFE A B E XIE#R CloudWatch

Apache Airflow v2 HEYIRIEHEFR CloudWatch

Apache Airflow v2 B21i& B 1 WEE A T Apache Airflow B &7 3 E T/ERFTEH StatSD 1645 H I
HEFEEW %, CloudWatchApache Airflow &KiXHVIEFRII TE IR A 7E (Apache Airflow Z& 15
B B ERTELEERE. KIRNEF A AR Apache Airflow $8#5 CloudWatch , SA R 1A fEIR 4] A &
CloudWatch 5@ $8#R,

B&

. RiF

» Dimensions

« 7£ CloudWatch &l & 15 Rl 3EFr

- Apache S3E¥s Al A T CloudWatch
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« Apache Airflow it $i85
« Apache Airflow it

« Apache Airflow it B 25
- ERERERIER
« BETIXREBHTAL?

RKiE
mRZEE

WARZEEZ AWS RS CloudWatch BRI AR ES. X FAmazon MWAA |, is & ZEE A
AmazonMWAA,

CloudWatch 1g#5

CloudWatch MR R E T — AR RIRFHINEES. CloudWatch
Apache Airflow ¥E¥r

% ETF Apache Airflow BJ3E¥5,
gE

#E R ERNIBFRRIR—E 29 B9 name/value BLXT s
By

FBESITHEHEEEE M, XT Amazon MWAA |, B a5EitEH. BHER ., XTF Amazon
MWAA |, B 2IRIERLE Airflow IEMRFHEMVIREN,

Dimensions

AN HH Apache SRIEFRH CloudWatch 4EE 94H, CloudWatch

$HE EiR
DAG KT ER Apache

Airflow DAG & 5.
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gE iR

DAG X#3& KT ER Apache
Airflow DAG X4 & #f.

B U4 E R T oo RV IR
74l CloudWatch,

1EL RRAITXEFEEZTH
Apache Airflow £5, ¥
KEFESHE,

EEA RTIFEM Apache
Airflow 1= E .

yiic R EM Apache
Airflow T{E&kEM,

Task K THBER Apache
Airflow f£55 .

HostName RIEEETHEEN
Apache Airflow #H T2 F
IR

1£ CloudWatch 12 & & F i[RI 5 HR

AN B UMAE D IFE4EE DAG CloudWatch B M BEFEHR.
EEEHENMRERENR , BRITUTRE

1. 7E CloudWatch & &l|& EFTFF “iE545” TWH.

A AWS XEER %R FEHN X,

%FE AmazonMWAA & ZE[E] .

EFFEERET R, BE—N4EE. HIM, DAG, &,

H4 CloudWatch EikE—E¥R. Hli0 , TaskinstanceSuccesses 5 TasklnstanceDuration.
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6. ZEEERIIEIRETI <A EE Apache Airflow FERIIMERESITHER |, Hli0 DAG, R, E5.

Apache S5R$E#R 1] A F CloudWatch

AFNEEZETH Apache SFRIEIRF4EE ., CloudWatch

Apache Airflow 1+ 825

ARFTHH Apache Airflow EFRE & B X Apache Airflow 2B BV EIE.

CloudWatch %5

SLAMissed

(® Note

EH T Apache Airflow
V243 &EEH&ZFO

LT SLACallback

(® Note

EH T Apache Airflow
v2.4.3 &EEWZFO

LX)

(@ Note

& A F Apache Airflow
v2.6.3 &Egmﬁzlxo

/v

Apache
Airflow 1845

sla_missed

sla_callb
ack_notif
ication_failure

dataset.u
pdates

dataset.o
rphaned

By

DS

DS

DS

g

%*E

&, itRlE
FF

B, ITXIEE
FF
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FF
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FF
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CloudWatch ¥+ Apache L -Rivi $HE
Airflow 1E#r
@ Note
i& T Apache Airflow
v2.6.3 &EEH&Z'KO
FailedCeleryTaskExecution celery.ex T B , Celery
ecute_com
© Note mand.failure
& F Apache Airflow
v2.4.3 &EEH&ZFO
FilePathQueueUpdateCount dag_proce 1T B, iHRIE
ssing.fil F
© Note e_path_qu
. _ eue_updat
EAT Apaft]e Airflow e count
v2.6.3 &EIEJH&Z'KO
CriticalSectionBusy scheduler Tt B, 1TRE
.critical =2
_section_
busy
DagBagSize dagbag_size  it# B# , DAG
PO
DagCallbackExceptions dag.callb T DAG , %8
ack_excep
tions
5 W B9 SLAEmailz= izt sla_email THE B, iHXIE
_notifica F
tion_failure
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CloudWatch ¥g#x

TasklInstanceFinished

JobEnd

JobHeartbeatFailure

JobStart

ManagerStalls

OperatorFailures

OperatorSuccesses

Apache
Airflow 1E#r

ti.finish.
{dag_id}.
{task_id}.
{state}

{job_name}
_end

{job_name
}_heartbe
at_failure

{job_name
}_start

dag_proce
ssing.man
ager_stalls

operator_
failures_
{operator
_name}

operator_
successes
_{operato
r_name}

By

g

g

T

T

T

T

DS

“%E

DAG,
{dag_id}

£5% , {task_
id}

RZ , {state}

£ , {job_n

ame}

1£55 , {job_n
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1£55 , {job_n
ame}

B# , DAG
4b 38

{oper
ator_name}

{oper
ator_name}
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CloudWatch ¥g#x

OtherCallbackCount

(® Note

£ Apache Airflow
v2.6.3 RESRAF T
Ao

piid 3

SchedulerHeartbeat

StartedTaskInstances

SlaCallbackCount

Apache
Airflow 1E#r

dag_proce
ssing.oth
er_callba
ck_count

dag_proce
ssing # 12

scheduler
_heartbeat

ti.start.
{dag_id}.
{task_id}

dag_proce
ssing.sla
_callback
_count

(@ Note
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Apache
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A,
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CloudWatch ¥g#x

TasksKilledExternally

TaskTimeoutError

TasklnstanceCreate
dUsingOperator

TasklnstancePreviouslySucce

eded

TasklnstanceFailures

TasklnstanceSuccesses

TaskRemovedFromDAG

TaskRestoredToDAG

Apache
Airflow 1E#r

scheduler
tasks.ki
lled_exte
rnally

celery.ta
sk_timeou
t_error

task_inst
ance_crea
ted-{oper
ator_name}

previousl|

y_succeeded

ti_failures

ti_successes

task_remo
ved_from_
dag.{dag_id}

task_rest
ored_to_dag.
{dag_id}
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g

it

T
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“%E
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DAG,
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DAG,
{dag_id}
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CloudWatch ¥g#x

TriggersSucceeded

(® Note

i& T Apache Airflow
v2.7.2 &EEH&Z'KO

TriggersFailed

(® Note

& F Apache Airflow
v2.7.2 &EEH&ZFO

TriggersBlockedMainThread

(@ Note

& A F Apache Airflow
v2.7.2 &EEH&Z'KO

TriggerHeartbeat

(@ Note

EA T Apache Airflow
v2.8.1 &EEH&Z'KO

Apache
Airflow 1E#r

triggers.
succeeded

triggers.failed

triggers.
blocked_m
ain_thread

triggerer
_heartbeat
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T

T
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CloudWatch $&#5 Apache LX)
Airflow 1E#r

TasklInstanceCreate airflow.t T
dUsingOperator ask_insta
nce_creat
ed_{operator
_name}

(@ Note
i
a:
Apache
Airflow
v2.7.2
RE
= AR
Ko

ZombiesKilled zombies_k R
illed

Apache Airflow 1t

AR5 #y Apache Airflow 1E¥r8 & B % Apache Airflow 1T HIE#E,

CloudWatch 3  Apache Airflow 3547 LR )

¥R

DAGFileRe dag_file_refresh_error T

freshError

ImportErrors dag_processing.imp T
ort_errors

$HE
ey
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_name}
DAG , £
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$E
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]
BE , DAG &k
1
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CloudWatch 1§
¥R

Exception
Failures

ExecutedTasks

InfraFailures

LoadedTasks

TotalPars
eTime

Triggered
DagRuns

(® Note

e
Apache
Airflow
v2.6.3
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Apache Airflow $§¥r

smart_sensor_opera
tor.exception_failures

smart_sensor_opera
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dag_processing.tot
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CloudWatch 3  Apache Airflow 3547
¥R

TriggersR triggers.runn,
unning {hostname}

(® Note

=
Apache
Airflow
v2.7.2
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R 2SR
AT A

PoolDefer pool.deferred_slot
redSlots s.{pool_name}

(® Note

=
Apache
Airflow
v2.7.2
RES
R Zs
1N

DAGFilePr dag_processing.las
ocessingL t_run.seconds_ago.
astRunSec {dag_filename}
ondsAgo

OpenSilots executor.open_slots

By
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®

T
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HostName,
{hostname}

i, {pool_n
ame}

DAG X #%# ,
{dag_filename}
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CloudWatch 1§
¥R
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PokedExce
ptions

PokedSuccess

PokedTasks

PoolFailures

PoolStarv
ingTasks

PoolOpenSilots

PoolQueue
dSlots

PoolRunni
ngSlots

Processor
Timeouts

QueuedTasks

Apache Airflow $§¥r

scheduler.orphaned
_tasks.adopted

scheduler.orphaned
_tasks.cleared

smart_sensor_opera
tor.poked_exception

smart_sensor_opera
tor.poked_success

smart_sensor_opera
tor.poked_tasks

pool.open_slots.{p
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pool.starving_tasks.
{pool_name}

pool.open_slots.{p
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pool.queued_slots.
{pool_name}

pool.running_slots.
{pool_name}

dag_processing.pro
cessor_timeouts

executor.queued_tasks
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CloudWatch 1§

PR

RunningTasks

TasksExec
utable

TasksPending

(@ Note
&
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Airflow
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TasksRunning

TasksStarving

TasksWith
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Apache Airflow $§¥r

executor.running_tasks
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CloudWatch 3  Apache Airflow 3547
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CloudWatch 3  Apache Airflow 3547 By gE
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CloudWatch #g Apache Airflow By gE
FR B
DAGSchedulef  dagrun.sc Z8 DAG, {dag_id}
1R hedule_delay.
{dag_id}
FirstTask dagrun.{d Z8 DAG, {dag_id}
SchedulingDelay  ag_id}.first_task_
scheduling_delay
Scheduler scheduler Z% B, 1T XERF
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- metrics.metrics_allow_list— ES2RHEIRTIEK , oI AT RBENIFE @ BLIEIRRIEE
CloudWatch BREEISHR, MNRIEFH L Apache Airflow FEEFFE RIS, MREBRTENTE , B
FEALED, #3 scheduler, executor,dagrun,

- metrics.metrics_block_list — LUES 2RI BIZRSIEK , AT RiELLUSIRTEF LG
¥Ro 3N scheduler, executor,dagrun.
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Airflow ¥ Z B metrics.metrics_block_list., MRMEBEE metrics.metrics_block_list
{BAREE metrics.metrics_allow_list , Apache Airflow £33EE&E
metrics.metrics_block list FIEEMTE,

(® Note

metrics.metrics_allow_list F metrics.metrics_block_list Eti&EiEIN{X
EHTF Apache Airflow v2.6.3 RES A, X FEETARAH Apache Airflow , iEK A
metrics.statsd_allow_list #M metrics.statsd_block_list,

BETRMAAL?

o FEATRAEFEZTRRIEFRN Amazon MWAA AP #&4E , B3t ., PublishMetrics

Amazon MWAA IR 25. RASIFEBIBE ISR

BR T Apache Airflow $§#5r\ , #80& v] LAfE A 5258 A T Apache Airflow SMER I S 3 £ E TERREMN
REH# CloudWatch , B ERIAEIEH FHIEAE N AEMNIE FRNWIERR. &BNXEIRERR ,
BO L EFR M T HBXBMEER , NS EEL ARFEAEH B R TEREFNRB, XEER
EA T Amazon MWAA EX#EMFFE Apache Airflow A4,

Amazon MWAA 3 84 Amazon Elastic Container Service ( Amazon ECS ) &25H Amazon Aurora
PostgreSQL 3£#ii2 ¢ CPU MNEMEHAE | #24 Amazon Simple Queue Service ( Amazon SQS ) 5§
IETEEBENRIBEEEMAE |, % Amazon Relational Database Service ( Amazon RDS ) #§
FRETRBIEFRIEE, AIRERE. BARE, BENAEHE , UKIEMH Amazon RDS REER. X
EiEE SEEM TELE. BN TELE. ITHEFMN Web RSN E.
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XESZITHBESRE 1SN, NTELREBHRFELERS , HEEBEEFH THRITHAMWER |, HX
BERBHITHEHER, ETLLRERSERELNER  EXINNRENZEBHARKEIT. Bx
BE%EER , 2% Amazon CloudWatch FAF1E®.

F&

* Dimensions

« 1E CloudWatch ##l & F i7 [BI {EFR
- ERRSIR

RKiE
MR ZEE

WA ZEE =2 AWS % CloudWatch IEFrHI B85, Amazon MWAA B8 & ZE[E] 8 AWS/MWAA,
CloudWatch ¥E#x

CloudWatch ¥Fr&R RIGE T Y — A IRt EIRFBEFI M EIES . CloudWatch
Y

4 E RE RN BFRFRR — 209 B9 name/value BLXT,
By

FESITHIEHEEEE (L, Amazon MWAA B EIEREITH.

Dimensions

AP NEHT I MWAA BFREY CloudWatch £ E 94, CloudWatch

HE B
% Amazon MWAA 1% A F121T Apache Airflow

AHPNELD =4 Amazon ECS BEEWIEH: :
Eg5. Worker 77 21 Web BR%85.

Nl Amazon SQS BAFIMESR , BT RITNERS
THEEZREIE, YTHELEAEEEN , eI1#
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HE BN
MANEER  FEAFEMTHELE, MRH
B1E 12 /AT AT DL AR A 2 BT R AR | MiX e
B A TR IR,

BiEE Amazon MWAA fEF# Aurora EEHIIEHR, X
BREEBREEXHIAN X REUREN R AR
}8¥R. Amazon MWAA [E/f %% READER #
WRITER =489 BB EEfE ¥R o

1£ CloudWatch 2 & & FiF Rl s+

AT B A EFIBRIEHNIL S# MWAA $8#5. CloudWatch
EERHEENMERER , FHTUTRE

1. 7E CloudWatch ## & & LT “IE84" TUH,

2. fERA AWS XEIEZREREFENXE,

3. & AWS/MWAA & & ZEEl,

4. HEFAEREDRS , ZRE-NEE. flW, £5,
5

F 4 CloudWatch Ei&iZ—MNEMR. a0 , NumSchedulers 2 CPUULtilization, RJG , &4 4l
MEBRERNER,

6. EERERLIBIRIETIFUESE HREER.

BRI SR

T&RIIHET Amazon MWAA M EEEF. BAIIFNBIEERS Efr. EEFE®EM Amazon ECS., Amazon
SQS = Amazon RDS R MM IEFRRYIER | HEF MK iy eEE,
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EERHEPR

LTERERTEMIYER, EMTHELE. HOITHFELEN Web lR52R. AXBINEREIRNE
ZEEMER , $ZH (Amazon ECS FRARER) FHAAEHRNLEE,

mARZEE E¥R L--Ry)
AWS /MWAA CPUUtilization Bkt
AWS/MWAA MemoryUtilization Brte

HEE S Worker 5 27 Web BRST2R ARV KE

BU DU THRER , FAEHLE TRUNAHFERRIAHEELENEREEFANTN
Worker 7 2% Web FRFEHE. Ak , BA AL FHICPUUtlizationgkMemoryUtilizationiEFr I E & |
HESITERBRER “BAR, ERER AdditionalWorker A4 HY RUNNING £X 58, T#HHE
FERANFIN Worker T REFIZE , BEIEHERENT BIE5R , HERTEMLLHFI Worker 1 2L BY
BE,

Workers
EFHFAIEARHAL , EFEHA AWS Management Console

1. 1&F AWS/MWAA 15 & ZE[H .

2. EFBEHREDFP , EREREE,

3. £ “BRE 4ET AdditionalWorker , J11%£## CPUUtilizationgtMemoryUltilizationg#x.
4, ELBERWEMREDFL , FEAHREN 1 28 , FEUTBBEINEERE,

Web servers
EiT A HAM Web lRFBHNEE , BEEA AWS Management Console

1. & AWS/MWAA % ZE[H],

2. EFMBEHREDFS , EREREE,

3. & “RFE 4ET AdditionalWebservers , 731%##CPUUtilizationzfMemoryUtilization}g¥x.
4, ELBERNERETNFL  FEASREN 1 28 , R ITTHREERIEES,
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RAriEmE
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BIREFEIER

LT E#RER T 5 Amazon MWAA IREXRERE SN BEREE S,

A ZE[H EiR

AWS/MWAA CPUUtilization

AWS /MWAA DatabaseConnections
AWS /MWAA DiskQueueDepth

AWS /MWAA FreeableMemory
AWS/MWAA VolumeWriteIOPS

AWS /MWAA WriteIOPS

AWS /MWAA WritelLatency

AWS /MWAA WriteThroughput

BA B iR

BEXEZEER , % (Amazon Elastic Container Service FF A A RIEFE)Y PRIRS RUNNING 1F5
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ASl
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5 5 HEIHE
BVt

BRIUTAFIERNEUNERNESEE |, BSR (WD E 2RSS T RAEERE) T Ama

zon SQS A A CloudWatch 1E#%r.
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R 2 Ut T 2R s R

NARFAZRYERERERTEREDZITH Web BRE85. Amazon MWAA BRIBFRE X/ |, FHX
LIERRRkY B Web RS8R, BXUTAROERERNEVNERNESER , 28 (MAEFR
Ho®E A 1E/E) P Application Load Bal ancer CloudWatch %%,
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AWS/MWAA ActiveConnectionCount 1T
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Amazon MWAA L4

TEEAWS BREHE, FHN AWS BF , BAIUZRTENREARSHZ e BBBEALANERMY
BRBAE R UMM LZE,

ZE2R AWS 5& (FF ) WHERE, REHERAFEHENZNZEUNSPHNRSM

TEE — AWS ARRIPE AWS ZHIETT AWS IRFSIVEREN, AWS ENBREATULLER
KBRS, ENAWS EFMTRIEM TR ER TR EN —&2 , F=FFIHTERNAMBIERMNZ 2
MAEMME. ETHEERT Amazon MWAA WERITRI , B HARERNITRIRHNETEAEAWS IR
SEREAITX.

SRR 2-BNREAEEAN AWS RERE, EEFTENHERARNT , SEBENHBME, &#
NEINERANGE AR EREN

Z X RESBY IR T R IN{AITEE A Amazon MWAA BRI I SREHRIBER ., ©iHEA 7 AE E Amazon
MWAA SSEMZ e M ERAE B IR, BB FNZI] AEREM AWS RS K E B RS 2= MR 81
Amazon MWAA &g,

ATAR :

Amazon MWAA

AWS ldentity and Access Management
Amazon MWAA B4 # M I E

« Amazon MWAA Ky3%

« Amazon MWAA HIVERHIZELR &%

« Amazon MWAA VBl EFREEE 15
- Amazon MWAA L& REXE

Amazon MWAA

PIEFEER AWS 2 IEFEERFERTFEA T Apache Airflow B9 Amazon £& TERE PRI HIER

o ARBEHR AWS , ARKRFPEITAERNETNLIKEMZEH AWS Cloud, BAREFXNEEE
LCEMEN EWABRWIERE, AR STELMEAN AWS kS W RLEENEETS. BXEER
PHEZER , FSRABERALELEE, EXMMBERFIEE , iHZH AWS Security Blog £#Y
AWS Shared Responsibility Model and GDPR 8% X,
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HTFHERFEH , RNBUERTF AWS Ik EIEHEHA AWS Identity and Access Management
(IAM) RENMARFPKF . XNABMNAFPRTERITHIFIREMENNR. RITEBNEESUATA
R BUE

- NBNKFERAZSESHBRIE (MFA) .

« AT SSUTLS 5 AWS ®iRBEE. BIER TLS 1.2 HE SRA,
- ERARE API MR FER B A AWS CloudTrail,

« fEA AWS IFBBERERUAK AWS RSP HFTERIARZ £ 24,

- FASREELZEMRS ( HlI0 Amazon Macie ) , EEBT XM MRF ZiE7E Simple Storage
Service ( Amazon S3 ) FHIN ABIE,

BAIEZIB WA RN EEERBRER (HlNEEF WL FERHiti ) RAGEREBHEXNFR
(PIMBMFER ) . XBELEEREFE S, API HAEAH Amazon MWAA SEM AWS BRS5E. AWS
CLI AWS SDKs&HE A TEHNIRER BB A FERTAANEARESRTEL2A TR A E.
L@ RSB R M URL /Y |, BRZUEBUEAREE URL FEERIEEERBIEEN ZRSERMVE
Ko

Amazon MWAA Lz

AR EFHR Amazon MWAA W{AIRIPFEDFERMPHEE. FARER T H Amazon MWAA 1147
B2 &K AWS KMS SUNZESEHE , URNMERAERERZ S (TLS) 4% fa o B BE #4700
o

FB

o BAMER

o LR NE

B MER
£ Amazon MWAA L | #AEBERBRSRER XK AEEHESE,
BALAMER AWS BEEZAHRTRAKRENS |, AR EEREREHEBEE A IEE N 24 UHT
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EFEAEFRREN KMS B , B4TH £ CloudWatch 15 R B A KEEFTEN R EH, HEEREH
EREFEER KMS Z4ArY , Amazon MWAA 2RREM BN, BX Amazon MWAA i inZ|
EFREN KMS BANBINNESEE , B2HATRENENEFEERY,

MRERIEERFIEEN KMS 24 , NERIAMBER T , Amazon MWAA £ F B/ KMS AR INZ
MBRENBIE. AWS RIMNEBUER AWS BEH KMS ZHAXREE Amazon MWAA EREERINE.

® Note

BEERNE Amazon MWAA L ZEFER AWS BHEREZFIEEMN KMS B H, BXEZS
E8 |, HSHEAWS KMS ENMs

nEZ a4

FE B2 Amazon MWAA IRERT | BABUENIEE AWS EEZHRBEFSRENBHAXREEATHS
B NZE . Amazon MWAA £ [E138E Z 4R NPT & B A

Amazon S3 — Amazon S3 BIEE MRS BRImMNE ( SSE ) HITHREAMNE . Amazon S3 HNEH &
B EEFE DAG RIBMXFHFXHH Amazon S3 FEM LE# 1T, R EEE Amazon S3 BIXH
BATINE , HERHE TEE Amazon MWAA IRERIT E#ITHRE, MAERT , MREEANREE
FHRERN KMS %41 , Amazon MWAA &£ RIZMMEE Amazon S3 PRI IR,

CloudWatch BE-INREFEHEZ AWS AN KMS 24 , N &iE 2| BHEM Apache Airflow
CloudWatch B &J94# F BR$5850% 0% (SSE) M CloudWatch BHE&E AWS A/ KMS 4R 3 1T I3,
MREEFERANREFIEEN KMS 248 |, N 4M 6 KMS 24378 1% 47 SR B LA A iF CloudWatch Logs i
BN,

Amazon SQS — Amazon MWAA R IRE A2 —4 Amazon SQS BA%l. Amazon MWAA £ RS
2Rim N (SSE) A BEMN KMS ZAREIEEMNEFITE KMS AR E & AT & HRA S EX
. AWS LitBEANE AWS BEZHREREFIEEN KMS &4 , MAMEENHITA RN
Amazon SQS R,

Aurora PostgreSQL — Amazon MWAA J IR 8] — ™ PostgreSQL &#&f. Aurora PostgreSQL £ A
fRSS25m % (SSE) A BEEREFRHEN KMS ZREAXARHITNE. AWS MREBFERANRHEF,
FEEH KMS #47 , Amazon RDS £EZZHRMELHMNEN . —NATEE , —MNHTEEES
fl, MRBERESANRERFEAHEFFLEN KMS %47 , Amazon RDS TAEL I BFAKZEN.
BXEZEER , B5H Amazon S3 FHEIERT
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&5 P I
&5 P BUIRE R IEE NS P& fa i W] sE AR E BV BUR

iR R4 (TLS) MR ER Apache Airflow S HM AWS 5 Amazon MWAA /KBRS ( im0
Amazon S3 ) ZE&H K Amazon MWAA X RB#ITINE . BX Amazon S3 MENEZEER |, S
9 52 F I B R B AR

EHBEEFEENZHETNR

BHLUEBRARERNHRENZREREFRENZEH. BYMES Amazon MWAA IRESEHI R 1764
THERERIRH Amazon S3 FHMMERNXEFAIZHREFEERN KMS %], NREZEENHER
REN KMS ZASEATERERENKSVLTRENKS S, MAHERAE ARN IEEZFH AT
BEIKFiGR, BXABFANESZER |, 558 (AWS Key Management Service FF X A R IERE) &
M RIE 4.

XFA?
AWS KMS #4E X5
AWS KMS %43 ID &% ARN, &
AWS KMS #8518 o a
AWS KMS % Xi5i#4A. e

AR ITINE,

AREFSN AR Amazon MWAA RREM IR ZE - EER KMS BRI, SUMBM#EZERE.
THEAR

EFEEN KMS BIAXFERME T HRNFEZFNE  BARBMBTR. AWS KMS

ANREERBSBEERSRSEXNTEAN , FRABHARE, STEEEIDSNERARINRES , Hl0
HEBRSFTENEACHEMKS ELFRNHRNRE , MafEARR.

Amazon MWAA AT KB EM M EZFEERN KMS £, XRRNMREERFHAN
BRI BEINZER B CloudWatch HZ&. Amazon SQS BA%l. Aurora PostgreSQL BiEE#IEE. Secrets
Manager 41, W5k S3 F#E#F DynamoDB RV ESHIE.
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MBI Amazon MWAA IMEHIEERBFFIEER KMS 48Rt , Amazon MWAA £ 5% 3R g Bt
IMEIREFEFIEEN KMS Z4H, XEFRE AW airflow.region}.amazonaws.com F# Amazon
MWAA ERAHBEFEEN KMS ZHRRENZE Amazon MWAA BRI E IR,

Amazon MWAA X FRENEEMN KMS ZEARIZH M MEA RN, XBEEMRAFZFEUERN, £
AEFIEEMN KMS ZAHHITEFHINE (CSE) LAK AWS Fargate 1T BB FEET Secrets Manager
PiHRZEEFREEZHARFOEZANBR,

RIR B

Amazon MWAA R RECHEZFFIEEN KMS ZAPMUTE T RFRENRBEEN, XLERIE L FHR
F & MEK (Amazon MWAA) HITRBEHE X HIRE,

BN 1 AT el BH%EERER

{
"Name": "mwaa-grant-for-env-mgmt-role-environment name",
"GranteePrincipal": "airflow.region.amazonaws.com",
"RetiringPrincipal": "airflow.region.amazonaws.com",

"Operations": [
"kms:Encrypt",
"kms:Decrypt",
"kms:ReEncrypt*",
"kms:GenerateDataKey*",
"kms:CreateGrant",
"kms:DescribeKey",
"kms:RetireGrant"

1 2 : BT ControllerLambdaExecutionRole 5 [af R

"Name": "mwaa-grant-for-lambda-exec-environment name",
"GranteePrincipal": "airflow.region.amazonaws.com",
"RetiringPrincipal”: "airflow.region.amazonaws.com",

"Operations": [
"kms:Encrypt",
"kms:Decrypt",
"kms:ReEncrypt*",
"kms:GenerateDataKey*",
"kms:DescribeKey",
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"kms:RetireGrant"

&M 3 : AF CfnManagementLambdaExecutionRole i [RI#XFR

{
"Name": " mwaa-grant-for-cfn-mgmt-environment name",
"GranteePrincipal": "airflow.region.amazonaws.com",
"RetiringPrincipal”: "airflow.region.amazonaws.com",

"Operations": [
"kms:Encrypt",
"kms:Decrypt",
"kms:ReEncrypt*",
"kms:GenerateDataKey*",
"kms:DescribeKey"

& 4 . AT Fargate ITABIGR ERILE

"Name": "mwaa-fargate-access-for-environment name",
"GranteePrincipal": "airflow.region.amazonaws.com",
"RetiringPrincipal”: "airflow.region.amazonaws.com",

"Operations": [
"kms:Encrypt",
"kms:Decrypt",
"kms:ReEncrypt*",
"kms:GenerateDataKey*",
"kms:DescribeKey",
"kms:RetireGrant"

REZABERKINE B EFEENEH

MR EIERE Amazon MWAA RERA B HAEFIEERN KMS 24 | N ABUR BT 5% B § i 2 2547
F ., BLAY Amazon MWAA R ERINZHIE.
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MRIBAE Amazon MWAA IRERERMNEFEE KMS Z4E R EE R T #E A CloudWatch , 2470
EHNEZARRIUATEAME CloudWatch BE, BXEZEEL , 52 CloudWatch £ AWS Key
Management Service BR$ % A EHIE.

LR RBIEERT Lo CloudWatch gs KFIBRAK M, BN ZXERHNFERE,

"Effect": "Allow",
"Principal": {
"Service": "logs.us-west-2.amazonaws.com"
1,
"Action": [
"kms:Encrypt*",
"kms:Decrypt*",
"kms:ReEncrypt*",
"kms:GenerateDataKey*",
"kms:Describe*"
1,
"Resource": "*",
"Condition": {
"ArnLike": {
"kms:EncryptionContext:aws:logs:arn": "arn:aws:logs:us-west-2:*:*"
}
}
}

AWS ldentity and Access Management

AWS Identity and Access Management (IAM) & —3l AWS RS , A #BIEE R L& IR HIX AWS &
BHAE. IAM BB RZEHETEN SHRIE (&R ) MEN ( EENR ) F£H Amazon MWAA &
Ro IAM B—IIEFFNMMIRENAERN AWS RS

AEBEABIRT Amazon MWAA E’Jﬁﬂ? H‘ﬁ AWS Identity and Access Management (IAM), E 7T f#
AIEE X Amazon MWAA K15 BIRER |, 2 EEX Amazon MWAA FRERI 17 1E],

"N

KA %

X

% |

3T HRIE
- FRARKEERID
- RFAPEFEMIIE SR
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MWAA P8y T4,

RESAF - REFER Amazon MWAA BRERTERES , NEE RSN RBEFTENZIENNR,
BIEERAE S Amazon MWAA ZHEERSER T/E , BAIREEEFMANR, THONMASEHRNEGET
BEEERBFEREENNE, MRETE1HE Amazon MWAA FEYZHEE | 550 Amazon MWAA &
0 1 177 (6] £X BR # BE HE B o

REEER - MREBEATNRTEIE Amazon MWAA &I |, BATEEXY Amazon MWAA EBZ2i5R
MR, BEFEHEERS AP R E L Amazon MWAA THEERMER. RE , B4 E IAM B2 R 18
RERUBFUBRSHFONR, BEFZNHELNEEUTH IAMMWERES, ETHEXRLFTMN
i’ IAM 5 Amazon MWAA EBEFEANEZELR |, 55 H Amazon MWAA 1M 5 |AM h[E T1E,

IAMEEBR -MREZE IAMBEER , BUREETHRUTHEERBEILEEX Amazon MWAA #15
R FHAEE. BEEFEAE IAM PEAH Amazon MWAA BT 5B KB RA , 125 Amazon
MWAA E T 548 K rE =6,

£ & 02 1T & IR AIE

SHBIFEE AWS FHASHEIEBREN AR, B4TE IAM AR SHETE AWS KRR T
IAM B&#ITEMRIE (ZF AWS ),

B EABEY & MRRENEREIL AWS BRE 515K, AWS IAM Identity Center ( IAM Identity
Center ) AP, RLFANERIEZFHRIEUKREN Google B Facebook EREMEKE & BHI =B,
LB E R ERN , SFNEEALGER IAM S8BT BRKESRIE. HREMAKSIHR AWS
i, R EREE- 1A,

BFEEHNAFER | S LIE S AWS Management Console 2 AWS 5|, BXBEZNEZER
AWS | S (AWS &5 AFEmRE) PR AEZEE AWS KF W,

WMRE AWS BURTEHFRNIGE |, Mle AWS BEBREF LA EH (SDK) MErw1T#EO (CLI) , AEFERE
HEBRBNERFETNBRESE, NMRETFEHAWS TE , NIAXTEHECEBER, BEXFREENSEH
TEEERNEZER , H5H (AM BAFEE) DA TZE APl ERAWS ZF A 4,
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TRFERAMEHRIESE  SRUTEFERHEHMRLER. i1, AWS BNAERAZEFHRIE
(MFA) RREKFH LM, ETHREZEER , 55H (AWS IAM Identity Center A1/ W%
ESHRIEM IAM AFERE) FH 1AM FHAWS ZE 5B RIE,

AWS Ik F° root A F°

BIZet AWS Ik, BERERE—NEREN , ZEOUTUAT2LAKS FHRAERE AWS RS M
B LLEBHAI AWS IKF root FIF , R G2 IK 7 Bt 68 A Y B8 HiB 4 3t 1k F 22 68 B R BN AT 177 (/)
Z5M. BARNWETEEARAFNITERES. RPFRASEILE , HEARXEZIERRKITNR
RPALHRTHNES. BXFTEGURAFSHERNESHTRIIEK , M (AM AFER) +
NEERASCEIENES

IAM AP B4

| AM A 24 AWS IKF AR NMNARNARFEERENRN S B, ETENERT , RIMNBIWE
ARG EI  MARABEEKHELE (MEBMNHEEH ) N IAM AR, B2 , IREE—LHE
NWEAZRFERPEIEUR IAM AF , BUERRHEEH. EXEZER , 55H (AM AFE
B PN TEEEHEENAS , NEEENEHRFRIZER.

IAM AR —NMEE—4H IAM AP S/, BTEERAEANEHER. BUUERAAR—XIERNZNA
FIEENR, MREXERF , FRAVUERMMEBERFNR, flin , SaEE— 1 B2 INE
4 IAMAdminsH B ZEARFERE IAM FRHR,

RPREAeTE. AFE—5ENMARINARFXE  MAGSHEILFTECNEAARA. AFE
BRANKHEILE L MAGRHARNEILE. ETHRESELR  F5H (AM AFERE) F/Y IAM A
REIEESVS

IAM A&

| AM A ERENIBERTRENR AWS IKF WEM., ERET IAM AR , BEEREARTXEK. EE
FIGERTELE IAM & AWS Management Console , &L FEI#E] IAM A6 ( 248 ) . 8T
LB A AWS CLI 5 AWS APl R ESERBENX URL RRKABE, BXEAAGHNLEENESE
2, EZH (AM AFPER) PHRRAABNE *,

BEHIGREIEN IAM BRELATERLTERER :

- REAFTE . ERRE S0 ENR , FHIZAEANAREUNIR, HRESFHRITEOLR
iftEl‘I ZEFEAERAXBEAERTHLEACEXHNR. AXRATHRESHRINAGHNE
, BZH (AM AFER) PENE=F 50 RHAFCEAE (RESHKWIT ) . MREEH
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
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IAM Identity Center , M EEFRENRE. N EHFHEZNEMEHITESORIEFSAIGRNAZR , IAM
Identity Center X RES IAM AR AGMEXEK, BXNRENEE , 5ZH (AWS IAM Identity
Center AF1EE) RS,

« I&EE IAM AFPERR  IAM AP AIKEA IAM AFSE® |, LENREHNEEESHN TR R,

o BIKFFEE : B LAER IAM AL ATFRRIKFFHNEMA ( ATEER ) HRENKFRNE
R BERERFEKRKFHENBENEELSR. E2 , N TFRELERR AWS RS , &0 LU R IE EZH
EER (MARERAACGEIRE ), ETHATERKFHONACGHNETRRNRIEZ BNE
B, ESE IAM AP EEFR 1AM FRERK P 7RG

- BIRSIFR — B AWS RS FEREM AWS IREREHRHIThEE, Flin | ¥EERSHIKRITRIF
B, ZRSEE ST Amazon RE{TR AR EC2 HIE Amazon S3 FEERN R, RS IEELEH
KEARANEENNE, F£ARSACSMERRSHEXASERNITIHRE,

- BERGEALE (FAS) — HEEA IAM AR A BEFRITIRER AWS |, BHEMAEZIEA. EH
RERSZH , BAERIT—MRE  ARRBREEHMBERSPEHE —MNRE, FAS FAEH
ZIREAWRRAK AWS RS B T RS AHBERNER. AWS RSREYBRSKEEESH
AWS BB RBRREFRETRNIERN , T2%H FAS iR, EXABERT , BUMEFRT
XFTHRENNR. BXAH FAS ERNWKREEEE , BSREXTRSE,

- RFAE - RSACGRRSAREELWIK, PRTRIEM S R IAM A€, 1AM EE G A E
IAM R8I, ERFRRES AR, BXESEL , S5 (AM AFER) FH6IED AWS iR
SERNBRHNAE,

- BESHEXAL-RSHEXAGRE—MERSHEXBENRS AR, AWS RFRFATURARKRER
TRENAE, RSEXAGHAEENT AWS K/ |, AHRKRSHAE. IAMEBERAANUES
B Re4miE RS X A BRRR,

- £ A@@ mazon LE{THIRI AR EC2 — EBAILAEA IAM ABREEE EC2 R4l LETH AL
AWS CLI 5% AWS API iERE N AR FHIEFHES, XHEE EC2 SRflhF R R ZHETR, E
7 EC2 £fl0E AWS AEHEETHREMENAREER , BFEE0E — M EZSE 6K K56
BEXH., ZfREXHETEZAR , HAWHE EC2 26l LiETHNREFREBRFIRE, BXESE
B, #EZH IAM APEETRNER IAM B[ E A mazon EC2 4l EZ1TH N AR FE TR,

e AR EE TR

BT LA AWS B o2 R EM IS AWS SO A RKZHFH RN, KEREPH -
XNRAWS | SEFHHARXEN , EQELENR, AWS EEEA (AP, root AFHAGS
H ) RHERTAERXLERE, KEPFHRRBERATERELER, KSBERMEBLL JSON X4
By AWS FERFEEH. BX JSON KB XHENEMINNBTNESEE , HSH IAM AFEEHH
JSON ZREEHEN o
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https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
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EE R WLAER AWS JSON REERIEEEERRIBEMF L, 2R , BN EETUANT AR FERITER
B, UREF ARG THIT,

RIANBRT , BRPFANAREKENR. ERFAFPXNMERRIITRENDIR , IAM BEER TSI
IAM KiE, EEABEUAMSENM IAM KK , AR URAAG,

IAM ZRBEE IRMEMINR , TR FEFERAMA S ZHITRE, Bl , RREFE—NAY iam:GetRole
BENKRE, WA ZERHNEF UM AWS Management Console AWS CLI, = AWS API SRER& &

E .
ET 5 ORI RE

ETEHNRBETMMEZH (0 IAM AP, AFASAE ) B9 JSON RRREE A, XLRE
EHERFMASAEMPRA TN BLERRRITBERE, ETHRNTOEET HOMRE  FSH
(AM RF$Em) FHEAE S EERBE L EHE YL IAM IR,

ETSHMNRBEATUH —SHXNAKRFTRIEENRE, NRRBEZERAENAF, 4586
F, RERBERMIMER , BAUCHEKRMIIGHNZANAF, H#EAMAE AWS K/, RERKIE
AWS REXRBNMEFIEERR, ETHNAIERERBRNANBRRE ZBHITIER , H5H (AM AR
B P ERERESNBER 2 B TIER,

BT 5HIRM R Mg

ETRIFHREE M N BRAY JSON KM, ETRIFHNRENRESHE IAM ABEEREM
Amazon S3 FEMEKME, EXHETRARNKBHERES T , RSEERA TUEACIREFHNBFER
REVTAR. X THEEPHMNRBEE TR , RIEE IS EEET X 2R FRRAITHLEREAR A LZMS
THIT, BUFEETRENREFEEETE, ERATUEEKS, AF, A, BeRAFH AWS

ARSS o

ETRFHNRERNM T ZRSFHRNKRE, ETREETRARNKBEHER IAM P AWS EX
B

i HI 5K (ACLs)

REFIFIR (ACLs) 2HBLEREA (KFKA, AFRA® ) BNBRER, ACLs SETHIRM
REERL , RETCMAEEA JSON REE K,

Amazon S3 1 Amazon VPC M2 X#EM RS R~ ACLs. AWS WAFE TE Z{SE ACLs , ES
(LG EBEEFRS TR EIER) FHIGRES FIFER (ACL) #ER,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
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‘: I
Hh SRR

AWS XIFHMAARERAREERE, XERBRBTLIREER ANKBRBEAQER FHRANR.

« NRLR : NRILAR—INSRBE , AT REETESONRBEAIEN IAM E4 (IAM AFRRA
&) BFHRANR. EUAEFRENRIR, XELERNBRRLEET S 0K RIS R ENRB R
MRE, £ Principal PEEAFRACGHNETRENERTZINRL RS, F—TREHFHNE
NELFEEA T, BEXANRURNELEE , HSHIAM AFERSH IAM EHEHNRIZR,

. PR IR4IEHE (SCPs)- SCPs RISEMAMMMAME (T (OU) M9 AR JSON FB AWS
Organizations, AWS Organizations  —HA TX LN B HENZ AWS K- TU#H T2 HMEH
EENERS. MRESAALTHMETIEE , WA LUFRSEHIKEE (SCPs) NA TENEMRME
k. SCP FR&IAK & K P A SE{E (BFEEA AWS KB AP SRE ) BFR. B Organization
SCPss MINEZEL , 2 (AWS Organizations AF1ER) YIRS 12 HI K,

- RIREFIZKREE (RCPs) — RCPs = JSON K , BRI A ERREKS P ERNZFATAN
IR, MEEEFHNBERENENERN IAM KB, RCP BR&IK AP PR RNNE | 3
AREFMEM (SESH ) BERNRE AWS IkFIRAF , TRXESHRERE TENEHELE,

B>k Organizations FIE Z{E 2 RCPs , 8% AWS RS ZXFH %R RCPs , 55 (AWS
Organizations FIF1E/) HHFERZEFIFKE (RCPs).

- RIERR  RERBRRIZUREAXNNACTEKSAF RGN 2FRENSHEEN B RER,
ZRAFNNRRAFSACGHETSONRBNXERBNRE, NRETURBETRENE
B, F—MEXBPNEXIELF[EZAT. BXEZER , BZ2H IAM AFERETRHNSERR,

S RBERE

HAZNRBMRBEEA T —MERE , ERNVNREMERNEIER, BT HRELR SRR
WA AWS BER B AWER , HSH IAM AP EEHRHERITEEE,

RTFRAFERMITE S HNR

ZORBIGER T WA RIS | LAZEE IAM AP ERW NI EAF S OHRNBRMNEE R, LREIF
FEEHlA ESHEER AWS CLI 3 AWS API BU4RTE 5 =5 A L IR E AR .

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
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"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",

"iam:ListAttachedUserPolicies",

jam:ListUserPolicies",
"iam:GetUser"

1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
},
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}

Amazon MWAA 5 13 #1175 (5] X BR 5 FE HE BR
ALERANTER , UBBELEAEEESEH Amazon MWAA F IAM B ATEEIEEIM E W (A &,
TN IE Amazon MWAA Hi1TiEE

R AWS Management Console HFiFEETNMITREIURIE , MXTBRREE AT KRB, EEAR
ERHEAFENZEBHAR,

KRR AT iam : PassRole

WMREUNRNEEIR | BB AINIT iam: PassRole B , MIXMEFHERUAL T EE A BILBRLS
Amazon MWAA,

BE AWS B AR AGBRKEAIZKRS , MTAREIRMNBRSALIRSHEXAR, Nit,
LY MEB T A CLEIRSHINR.

Amazon MWAA 5 3 117 8] £ PR % FE 5 B 416
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LR marymajor B9 IAM AP ZiRFE A2 A Amazon MWAA FIRITIRIERT | @ XU T REI4E
%o B2, RELANEERFZACHBTFHNRST ATHRITHIRE, Mary TEEFACKETRFHN
R,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXMBERT , XIER Mary B KB L A F#EINAT iam: PassRole #1E,
MREFEREE , FRREHAWS EER, FNEERRREMERZIENA,
TRV AWS kP AR ATBRIFEA Amazon MWAA iR

FZAatE—1Ae  WEEMKFPHNAFSIEELANARTUERZABKRGRIEHRIR, &7
BIEEWESER , TURAAG., X TXHETRFRA R REHTIXR (ACLs) WIRS , BTN
158 PR 3 L5 SRl 1) AATT 4R T 17 ) S8 B9 BR VAR BR

ETHEZER , BEANATHE :

« ET# Amazon MWAA BB X FIXLEIEE | iS5 Amazon MWAA a5 IAM #E T1E,

o ET7HRINARENESRENERNIAENE AWS KPP | F25 IAM AFiERTNEEEE AWS
K %S —1 IAM B P RE TR ER,

« ETRIAEE = FREN SRR IHRINEE AWS IKF |, i55H IAM AR EEFTWNEE=H1R
HIFRENR. AWS Ik

- ETHRIMEBENSHBEASRIERAHENER , H5HE (IAM AFERE) ¥R AL SN ERRIEHN
AF ( BHRBRERIE ) BEIFEINER,

- ETHERACNETRRNREHATER,FRIZENZS , 25 (AM AFERE) F8 IAM
F Y ESTK 7 5 R A 1B) o

Amazon MWAA a5 IAM hE T{E

Amazon MWAA EAE T IAM B4 HIEREERIZRFI Amazon MWAA BEFR BRI E. EXxEAH
FEIX Amazon MWAA BIR1GRINREI BE X IAM K BI#EE R , S5 the section called “If
B Amazon MWAA 1357,

E42M@E 7 ## Amazon MWAA FE L AWS RS E IAMBESER |, 52 IAM AFERYNS
IAM B2 & ERAMAWS RS

Amazon MWAA f{a 5 |IAM @ T4 417
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Amazon MWAA ETF 5 1R

B IAM ET S HKRE , B0 LUSE R FSRIELNRENTRUR LT SRIELRENZ
fFo Amazon MWAA XIS ERRME. BRIFEMSFAE,

UTHRERT WMAIER 1AM #2655 02 THY JSON Kig, LREERAN Amazon MWAA BIRH R
B R BR

£/ JSON =R HE Y 48 25 O 2 SR e

1. &% AWS Management Console 3T FF IAM #£%l& , Bt A https://console.aws.amazon.com/
iam/o

2. EEMNSMERT , BFERE,

MRXBEEEERRE , N2E RRDFREEXNRBRE, ERFTRER.
3. HEREMINE , EFIEKE,
4. HERMEYRIEIRID , %EFE JSON T,
5 WALLT JSON HEEIXH :

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"airflow:ListEnvironments",
"airflow:GetEnvironment",
"airflow:ListTagsForResource"

1,

"Resource": "*"

}

6. iij:¥-|:_$o

Amazon MWAA f{a 5 |IAM @ T4 418
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® Note

&R LARE R FE AT AL{E A JSON mEERRIAT R 2 A E]#, AN , MREHTERHETMR
LRIESRPIEFET -5 | IAM RS AR RS X T LRBRRRTMHIL. BXE
ZER , FZH (AM BFER) PRIABRERKEN.

7. BEEFAUERREL , WEECENREEHARBEMANER (L ) . EFLREEHE AR
[RUAEE KRR THNR,

8. EEBIERMARENKE,

ETH#1E JSON REEPEMAMFIATE , H5H (AM BFER) F8 JAM JSON KB TESE,
BRI

EERWLER AWS JSON REERIEEHERRIBEMF L, BR2E , BNEETUANT LR FERITER
&, URIEMHAZRHETHIT,

JSON REEHY Action JTEBRT A FAERE B AT RIEL G RIVIRE, REREEESXEKMHN AWS
APl 2#ER&., B—EHIHNER , Sl ETE APl BENNEBRNER 8E, T —EREZEERE
FIRIT S MNMRE, XM IR EFR N HERIRIE,

HREF L EREUR FHATRERENRR,

KREQ SIS E Action B NotAction Jt&E, Action TEHH TR AFMIEIE. NotAction
TTEHHT AR GFHIRE,

A Amazon MWAA E X B2 /ER M T &7 LLE A Amazon MWAA H{THI{ES . Amazon Detective &
HERBEIREEBLUTHISR : airflow:,

O LAERBEA (*) REEZMEE, BUURFXIAEUER ( HlE0 environment ) R
ERY A RN PR | T4 280 51 X LE 3 4,

EEE Amazon MWAA IZEMFIR |, 5 (IAM BFIER) BM Amazon MWAA E Xy 1E,

Amazon MWAA E T B 1719 K& R4

EEFE Amazon MWAA R | S EEX Amazon MWAA FRERY T (A,

BRIAMBERT , IAM AP A EZEERIEH Amazon MWAA FRIIINR. A1t FEER AWS
Management Console AWS CLI, % AWS APl #1TE%
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IAM BEHE 7 HAEIE IAM K, UENRAFNBSERTFRRUNAENEERFERITIREN AP #
. Rl , BE R LIURX LR NEFEXLERRY IAM AP A,

/A Important

BMNEWEAR IAM B eMige FIERRZHX Amazon MWAA BRIV RN R, 8 % R PR R
REIE SER ANE IAM R

ETHNAFERXL RS JSON REEXHGIE IAM ET S HHNXKR , 28 (AM AFERE) BPHNE
JSON JETNF L 6 2 KK

F&:

- EMSEXE

« A Amazon MWAA & &
- ATHAPEEMHITIE SR

R RIEREK

ETHMNEBAERNARSCE, HRITMEREKS F8 Amazon MWAA iR, XLERETES
£ AWS IKPF=E A, tlERNREBET S HNREEN  FHERUTERMER

- FTIREER AWS RE R F RO RENRNE — BFMAAFMITERRR TR , SEANTS
FIRAGIRTRRHAWS HE R, ENEMRNRARITR AWS IKF, FRITZVEET E LEHXS
BRI AWS ZEFRERBRAE-TBINR. BXESEE , HZH (IAM AFERE) F/Y
AWS FEE XK TFIRAENAWS FEE XK,

- MASKENXIR : F£EA IAM REEEBENRN , BNRFHRITESFAENNR, At , BALE X
ERERHTIUNEBERFRINTWRE , tHRNRENRREFT, BXRER IAM NAXRBRHNESE
B, #F5H (AM AFERE) S8 IAM PR REFRR,

« fEF IAM RPN K43 — SRS E AR ;480 LA KR IS4 SR BR #IX R R R R T E .
Bl |, AR BRI R RIEESAMER SSL A EFIEER, NERSBRERBIBENSNE
AW, WA AR RARE T RSRENTHRINE AWS RS , a0 AWS CloudFormation. &
XEZER , 72 (IAM AAF$ER) P/ IAM JSON EETE | &4,

* £ IAM Access Analyzer BIEZHY IAM KEE | LUBRRRHZ S MEMIDEEM - IAM Access
Analyzer 2K IEF REEMIM B KR , LIBERBERAS IAM KBEIES (JSON ) M IAM HESE
B, IAM Access Analyzer 2 100 ZTRBEREMTIRENEI , URBEHER L BEEMEN
K, BXREZELE , BH2H (IAM AFER) FREA IAM Access Analyzer KiiE KB,
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- EEZEFHRIE (MFA)-INR AWS IKFZNZEFE IAM AFRSRAF , A MFA URS%E
M, EERIFAA AP REREE MFA |, B MFA 247 NMBEHNEKRIES, BXEZER | H5
F <IAM FF#8r) FHER MFA &3 API 5,

BX IAMHHREIRNESER , 20 (IAM AFER) #1 IAM F R HEXE,

£/ Amazon MWAA Z&l &
EH Amazon MWAA 2&14 , APRSARAMENIG RS AP| F#YF8 B 18 /EFE PTE A9 FE R IR 1,

EEFE Amazon MWAA XK | 55 EEX Amazon MWAA FRER 1A,

RTFAFEEMITE SR

ZORBIGER T A A1 RRE | UXHEE IAM AR ERHMINBIER S SO NRNTERE, LREEE
EEFIE LR AWS CLI X AWS API BU4mTE 5 25 UL IR BRI R

"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",

iam:ListGroupsForUser",

iam:ListAttachedUserPolicies",

jam:ListUserPolicies",

iam:GetUser"

]I

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",

iam:GetPolicyVersion",

iam:GetPolicy",

iam:ListAttachedGroupPolicies",

iam:ListGroupPolicies",

iam:ListPolicyVersions",
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"iam:ListPolicies",
"iam:ListUsers"

]I

"Resource": "*"

Amazon MWAA B & M L8 iF

ETHEESETRESMITINEE , 55 SﬂAWS RS “EEAMIT KX D HEE" ", RFEBEERN
BHEMITR. AWS RS AXx—KREE , BSHAWS &M HAWS,

EAMERA TRE=HFIHRE AWS Artifact. HXESER , BSEPH THIEE" PH “AWS
Artifact,

EHEMEA AWS RS NS TAEBR T ENHBRENHRBME, RLOFTANENBRUARERNERNE
Mo AWS R T U T RIFERABISZIMSHM

« Security Compliance & Governance : X4 R REBIEEITIETRWEERRE , HERTHEL
M EREIREN TR,

- fF& HIPAA ZERHERSSZE : JIHAS HIPAA ERMIRS . HIEFTE AWS IRE ARRFS HIPAA
T

- AWS EMEFRAWS — bt TEEMERmEEER TERRENTLFMME®X,

- AWS BEFEHER —NERAETHIEHREEN, XEEBMELE TRFVRESE , AWS RS
HEEERHIBESMEE ( BREEEFRFAESEARFRR (NIST), IAFTLZEREZRS
(PCI) MEFRFOELAL (1SO) ) H R4,

- EHAAWS Config Ff & A & 15 A HN T4 E R — % AWS Config RF BN EREEESZ K
BELRAERNIPRE, TUOENFEM,

« AWS Security Hub— X AWS RS &Rt T AL LRSNLEUE AWS, Security Hub Bid &
£ERFIBEITEEN AWS BRAREHREBEFEL2TUIVENRESREK., AXIXERFSREZES
EHERFIR |, HSH Security Hub REIEHES £,

« Amazon GuardDuty — BB MIEEN AWS IKFINER R EFEASRMBEED , Kk AWS IRF
BNEHNTEAR., RESNBEEGHNEERP. GuardDuty BIFEZRELESMEEENENAR
KRAUER , JUBSBEFEE/EMEER , filw PCIDSS,

« AWS Audit Manager— X AWS BRSS AT AR B IEIF 4T it AWS FABR , NTTE{ERRERUR
FEMMIT AR ERNE M,
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https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://aws.amazon.com/solutions/security/security-compliance-governance/
https://aws.amazon.com/compliance/hipaa-eligible-services-reference/
https://aws.amazon.com/compliance/resources/
https://d1.awsstatic.com/whitepapers/compliance/AWS_Customer_Compliance_Guides.pdf
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https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-controls-reference.html
https://docs.aws.amazon.com/guardduty/latest/ug/what-is-guardduty.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/what-is.html
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Amazon MWAA HY3& tf

AWS £IRERIRERE S AWS KEMATRAXHEN, SXESRASNMEYE LMV ARENTA

X XETAXKBEIERK, FHESATRESHNEERE—E. MRATAK , BT LRITHNERE
EARAXzBEEPHE B KNBERBNNARFNRERE, SEENENIS I REROEMEN
Mt , TAXKERESHN AL, REENTT BE.

BXAWS XEMAAXNESEE , BSRHAWS £REM R,

Amazon MWAA FRYEM T £

ER—BEERS , AT Apache Airflow L D#EE THERER AWS £RMELZLHRT. &
X AWS Z£RF UK MM AWS RIFEMIRENESR , BERHAWS Z% %, BEEAEMRERZEH
REKERRIRITERN AWS 35 | iS5 S AWS ecurity Pillar Well-Architected Fram ework 51 #9 £t
RHERY .

BT LAER AWS ERH AP B E TR DE MWAA, FFIRSAZFUATAR

- RRRREMMHIL (TLS ) . BINEREA TLS 1.2, BIWUEEA TLS 1.3,

- EERLMAERE (PFS) WHIWEH , N DHE ( 8T Diffie-Hellman ) 8 ECDHE ( I B4 [E 4
% Diffie-Hellman ) « XZHINRRL ( W Java7 REFRAE ) BIZIEFXLEER,

A BAERGRIZL ID N5 IAM EEXBRNBRIHEBEARNERHIITER, HE , EAUFER
AWS Security Token Service (AWS STS) £ K If it Z £ ZIERNERH#TES,

Amazon MWAA B E e 851 20 4T

EEMITZHBE (BRIMNNEF ) HE AWS AR,

Amazon MWAA TEHEXN I FA KR E R B Apache Airflow, &R E A E YK 15 RIER VPCs,
BXEZFEAFE , BSHANUTRR :

« Amazon MWAA K& H R

- REHBER

« Amazon Web Services : T2 EHR
- Amazon MWAA R ERigER £ M
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https://aws.amazon.com/about-aws/global-infrastructure/
https://aws.amazon.com/security/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/infrastructure-protection.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/infrastructure-protection.html
https://docs.aws.amazon.com/STS/latest/APIReference/welcome.html
https://aws.amazon.com/compliance/shared-responsibility-model/
https://d0.awsstatic.com/whitepapers/Security/AWS_Security_Whitepaper.pdf
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« Amazon MWAA W&Z £ HEZE

Amazon MWAA &L & HR{ESSE

Amazon MWA3 2t T HEETRXMNXEECH R RN EEERNAREZEHA, UTHREXKRR
—MRIESEN , HFRRZERZEBRIR, RERKEIRTRTESHRITHFEHMEER , HFH
WABRANEREZEMARIEH

« EASKEFATANRER, NXEAFRTESHAENRRIRER TR

« AWS CloudTrail A F%#Z&K AR BAFED.

« ¥R Amazon S3 FREEFEE AT KR E<EAN Amazon MWAA IREFRR A ACLs BT R KREA
FHBHONR, XHETLBARENEE#ERNINT/ERENHF BRAEE Airfflow Riz1TITEREN
R,

- S Amazon MWAA FRE X BXHY Amazon S3 F# . Amazon S3 F#E A AREMEZ M. B
EEMBEPEREANR , S FENRZEEESHEMARS —EF/A,

Apache Airflow FHZ £ &R{EREK

Apache Airflow T2 ZHF 1, &R Amazon MWAA 3£ T 17 A1 635 HE SRR 4SS E R F E R FE L1
Bt , 1B DAG BB EWXT LURE DAGs AJBAE X Apache Airflow AFRHAERE THIEEREW
AN

£ Amazon MWAA E £ Apache Airflow Bt , BINBIWERITU TSR , LBERENFEN TBIERE
=ZEMW,. DAGs

- FEHE DAG EARBRREEBIF X4 INE] Amazon S3 /dags XHRH R B H AR FTEHHRE |
IR R AU AREWN AP AT LLE R Amazon MWAA #1117 & & 5) Apache Airflow ¥E 21 [R] B9 £ 1]
A&

- BE7IRMEREMN Amazon S3 DAGs XX iHE MR, MMz , £/ CI/ICD TEE A DAGs
Amazon S3 , HENRIF SRR DAG KBFSHMKNZ £ AN,

- BHIEAFIHRERERN Amazon S3 Fi&i@. Mk , BEA DAGs &F YAML, JSON sHEfME N X
HERH DAG I |, ZXHE#HEEEE#K Amazon MWAA Amazon S3 BT REIMNLE.
DAGs

« 7£ Secrets Manager FEE 4 R AXT2EIETTAE A DAGs WA F I , (EE M 141
BRENINEFERANER.

RIEEE 424


https://airflow.apache.org/docs/apache-airflow/2.0.2/security/access-control.html
https://airflow.apache.org/docs/apache-airflow/2.0.2/howto/connection.html
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¥ Apache Airflow Fi P PREI E X

EALAE A CloudWatch Logs Insights 34 Apache Airflow F PR DAGs K E R ER. H
It , REE DAGs £ T Apache Airflow AR , "d‘\EJE_IJ«NE)ﬁ EventBridge it XI# M, Lambda
BB L CloudWatch ogs Insights [8 CloudWatch ¥R &35 @ %,

FRFM
ERREATHNSR , BFBEUATHBATERS

« Amazon MWAA IR E /5 A INFO HEL BB FTE Apache Airflow BERE, BXEZEER |, HSH
the section called “&E& Airflow BHE”,

EREF X Apache Airflow AFPIXBREXRNEL |, BHITUTRE

1. BIE—/ Lambda EZ , ZEEEHI A Amazon MWAA ER3E CloudWatch HEA

( DAGProcessing, . . Scheduler®l ) =1TELTF Logs Insights EFAFH, Task
WebServer Worker

fields @log, @timestamp, @message | filter e@message like "add-role" | stats count()
by elog
2. REE@@ L—FHEIEN Lambda EEYEN EventBridge MNEY B ¥r , BIBRITRIETHN

)”'J £/ cron = rate KAXMEITVERF , FERHEHET
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https://docs.aws.amazon.com/lambda/latest/dg/getting-started-create-function.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-create-rule-schedule.html

Amazon Managed Workflows for Apache Airflow ArfEm

Amazon MWAA E# Apache Airflow fxAx

KEFNEEATF Apache Airflow B D FEE TEFIE X I5H Apache Airflow BRZAS | IR AR 55
AR A Y | AE SR B

£l

« XF Amazon MWAA f 7

o BETRA

« Apache Airflow iRAx

« Apache Airflow £ #

« F+4% Apache Airflow iR

« Apache Airflow 2% i RA

« Apache Airflow MRZAZ 35 F 5% I (7] &

*xF Amazon MWAA kR
Amazon MWAA #ZE B2 HE B Apache Airflow MRAN 5 H b E LAY =3 #1344 F Python FEEHRSRE

—i, ZRBEALIEENREMN Apache Airflow EitfRZ %K. SIEHKEN K FEEEEXRANESR
BRAR, MEGRE2-EEAEENRERS , EXLREARIES KA.

BT R AR

Amazon MWAA X% Apache Airflow fxZ<, MREECIBRIFRIIARIEERGRA , M Amazon
MWAA A FHN&FTMRAEY Apache Airflow BIEIRIR,

Apache Airflow i<

Amazon MWAA Lt # LT Apache Airflow M2,

@ Note

« B 2025 12 B 30 Aie , WE# MWAA L IEXT Apache Airflow MRAS v2.4.3, v2.5.1 Hl
v2.6.3 . BXEZEER , 555 Apache Airflow fRZA T HE N @) 71,

*F Amazon MWAA kg Zx 426
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RAriEmE

+ M Apache Airflow v2.2.2 FF#4 , Amazon MWAA 3% E#1E Apache Airflow M £& RS 25 £
Z 4 Python R, REBFIMNEEEH.
« M Apache Airflow v2.7.2 FF18 , ERXH SN EBE —%K --constraint B4, MREKRE
MAREKMH , Amazon MWAA FRHEEE —MNIREYE , MBREZVERPIIEHHNEFESES
IR IEEEAK Apache Airflow IRAFER

BREFBRXMHPREIRFHNESFELR | SR K Python KB,

Apache Airflow fRZ

v2.9.2

v2.8.1

v2.7.2

Apache Airflow & Apache Airflow 43R5 Python k7
#

Apache Airflow Apache Airflow Python 3.11
v2.10.3 ZEE®™ v2.10.3 BR324

Apache Airflow Apache Airflow Python 3.11
v2.10.1 ZEEm™ v2.10.1 AR

Apache Airflow v2.9.2  Apache Airflow v2.9.2  Python 3.11
ZEEHR YR

Apache Airflow v2.8.1  Apache Airflow v2.8.1 Python 3.11
ZEEH YR

Apache Airflow v2.7.2  Apache Airflow v2.7.2  Python 3.11

ZZiEE

LR

BXIEBEEEM Apache Airflow SPERIBIE Amazon MWAA REBNEZELE | SRZ D THE

BAEERWA

HZ ¥ Amazon MWAA Fi#2IE®E.

Apache Airflow 44

AFTHEIRT Amazon MWAA E&E4 Apache Airflow BRZ<T] A9 Apache Airflow it XIF2F M TELTE
HEE , HRM T Apache Airflow FIXBINEEFIR |, B T XFBTMBEAIRE,

Apache Airflow A4
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https://airflow.apache.org/docs/apache-airflow/2.10.3
https://airflow.apache.org/docs/apache-airflow/2.10.3
https://airflow.apache.org/docs/apache-airflow/2.10.3
https://raw.githubusercontent.com/apache/airflow/constraints-2.10.3/constraints-3.11.txt
https://raw.githubusercontent.com/apache/airflow/constraints-2.10.3/constraints-3.11.txt
https://peps.python.org/pep-0664/
https://airflow.apache.org/docs/apache-airflow/2.10.1/release_notes.html#airflow-2-10-1-2024-09-05
https://airflow.apache.org/docs/apache-airflow/2.10.1
https://airflow.apache.org/docs/apache-airflow/2.10.1
https://raw.githubusercontent.com/apache/airflow/constraints-2.10.1/constraints-3.11.txt
https://raw.githubusercontent.com/apache/airflow/constraints-2.10.1/constraints-3.11.txt
https://peps.python.org/pep-0664/
https://airflow.apache.org/docs/apache-airflow/2.9.2/release_notes.html#airflow-2-9-2-2024-06-10
https://airflow.apache.org/docs/apache-airflow/2.9.2
https://airflow.apache.org/docs/apache-airflow/2.9.2
https://raw.githubusercontent.com/apache/airflow/constraints-2.9.2/constraints-3.11.txt
https://raw.githubusercontent.com/apache/airflow/constraints-2.9.2/constraints-3.11.txt
https://peps.python.org/pep-0664/
https://airflow.apache.org/docs/apache-airflow/2.8.1/release_notes.html#airflow-2-8-1-2024-01-19
https://airflow.apache.org/docs/apache-airflow/2.8.1
https://airflow.apache.org/docs/apache-airflow/2.8.1
https://raw.githubusercontent.com/apache/airflow/constraints-2.8.1/constraints-3.11.txt
https://raw.githubusercontent.com/apache/airflow/constraints-2.8.1/constraints-3.11.txt
https://peps.python.org/pep-0664/
https://airflow.apache.org/docs/apache-airflow/2.7.2/release_notes.html#airflow-2-7-2-2023-10-12
https://airflow.apache.org/docs/apache-airflow/2.7.2
https://airflow.apache.org/docs/apache-airflow/2.7.2
https://raw.githubusercontent.com/apache/airflow/constraints-2.7.2/constraints-3.11.txt
https://raw.githubusercontent.com/apache/airflow/constraints-2.7.2/constraints-3.11.txt
https://peps.python.org/pep-0664/
https://docs.aws.amazon.com/mwaa/latest/migrationguide/index.html
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Apache Airflow HXER (RN HRER (&) HHERF (&K
hR A< B) g) fg)
Apache Airflow 2 2 5
v2 REERA
TELTE
Airflow hixZ< THEELE (&) IHRELE(RK IHELEE (A
) g) g)
Apache Airflow 1 25 10
v2
F+4% Apache Airflow x2S

Amazon MWAA ZEFHREBIRAHAR, XEWREEATLUNHREMRAE x.1. 2 ALEl x.2.z , BFEE
REFFOEERAE , 0, N1.y.z AEE 2.y. 2,

® Note

BT E R B HIRERES Apache Airflow MRS,

EXREFMIERBRBRUREHREARBFRANEZEEURIFMIAEE , iS5 the section called
“FHRRRA,

Apache Airflow B R

TRHIHT Amazon MWAA R EFH AR Apache Airflow , AR S MNRAKI 5% B AL 1L B
H, BXTIBIHFRANEZEL | S5 Amazon MWAA FBIE=.
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Apache Airflow

TS

v1.10.12

v2.0.2

v2.2.2

v2.4.3

v2.5.1

v2.6.3

Apache Airflow
KB

2020 £ 8 A 25
H

2021 4 A 19
H

2021 11 A 15
H

2022 £ 11 A 14
H

20231 A 20
H

20237 A 10
H

Amazon MWAA
T B

2020 11 A 24
H

2021 £5 A 25
H

2022 1 R 27
H

2023%1H5H

2023 F 4 A 11
H

2023%F8A9H

Apache Airflow hx s 3z 35 51 & I (0] &

1B#E Apache Airflow #XH X A REMRABEE , Amazon MWAA &ig EERAENBEEDZZF=4
Apache Airflow XERAK, RIMN2EXBFERBHIED 90 XAEHSE Apache Airflow JRERAK X

BERAM.

& L [A] B

1@ : Amazon MWAA 3 3% Apache Airflow ixZs Z B8] ?

Amazon MWAA
BRXEFRH

2023 £ 8 A 21
H

2023 £ 11 A 23
H

2024 1 A 25
H

2025 6 A 30
H

2025 6 A 30
H

2025 £ 6 A 30
H

2 : Amazon MWAA 7£ Apache Airflow XEMRA LHEXEEL 12 M,

Amazon MWAA
FELIE B

2024 £ 2 B 21
H

2024 4 A 29
H

2024 6 A 27
H
2025%12A30H

2025%12AH30H

2025%12A30H

8] : 24X Amazon MWAA EBY Apache Airflow IR AKI ZIFLE R | RREAWEEH ?

2 : BB, MRENKF FHE Amazon MWAA FREE SR E L REHIZTIZMA |, W Amazon MWAA
LESHERBBHZAHEHN, AWS Health Dashboard

Al EERIBERZBLKREMFL?

Apache Airflow k78 3235 51 % I @] B
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E HEARXFERZA , RTTEBEMXBKRRASIZRTE Amazon MWAA 35, EXFLLEAH
2, MBRERRELT,

Al . XBLERCBEREMFAL?

. EXEBERCH , BEBHREHRIZTREKNEHFA Apache Airflow MRAREIIIE Amazon MWAA
B | BHXXRAEZETEE, X Amazon MWAA EHERBEFHIRAH Apache Airflow BJi%
B , &2 Amazon MWAA TR IEmE.,

/A Important

BRRERIZFEN Amazon MWAA WA A E&FTIRA. AWS BUEFTHEE R/ Amazon MWAA
HIRARBZHRE , LMENEHNZ2, BANTAMRFREETSZS. IREEFABHY
ZEEFZXFNRAS MG (#WHIARE ) LIETHR , WEFREEKRES., BAMNEE
R, SEENES. EIRRALZTEN Amazon MWAA 3848 | IR REWINBE THRH#
EHBNER TABIXEXL , HAERERRTERBFZIREH AR, EIBRE EREEIT
ZHREZETERERER AWS RFH L

IBRRATEARNEETAH , AWS i FBNIBRAREXRF, FHit, AWS IR AWS #EH

MRAFSBRSS, EXBRAAFEMAHME=SHEREZEITEXRRIREREL , N AT A E R &
AR REREMIBRA, AWSHREREHLEIBRE LHZETIEAR , TELSBEN

NEFTAH., MAFTERE . EIRRA LZTHHREZ RS KFHI ( SLA ) FIARRKHLY
Ro

EBRA LETHREMEXRETRISRE. Hix, RENEEAM4. Rit , BEDHUEH
REFRPETAERNAE , AWS HRFEHREIERAE,

BXRSBREEE AWSHEZELR |, HS59 Well-Architecte AWS d Framework F# S {E$

H,
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Amazon MWAA k55 um = K BE 5

Amazon MWAA BT IRF RN in R, RSB , BHRNRE , REH AWS KNS ARS &
BRRIRERE,

H33x

- RSRS

- RS BRE

- EIRE

AR 55 i =
EEFE Amazon MWAA Bk 255K |, IS Amazon MWAA s = # PR E .
Pz 55 PR it
PRER & F R ZRIABRET CIREES
28 BMNXEENKFH 10 =
Amazon MWAA RiE
HNERABE.,
BIEN THE FA Amazon MWAA 25 =
B R R TELTE
o
BT Web RS8E #4 Amazon MWAA 5 2
5 RIEM & K Web BRSS
BS¥L
18 1N PR Zi

&R LB IS 42 32 PR EUIE S5 SR R BR 15 48 h0 AT 1 B Y PR &
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https://docs.aws.amazon.com/general/latest/gr/mwaa.html
https://console.aws.amazon.com/servicequotas/home?region=us-east-1#!/services/
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Amazon MWAA & I 8] 3 fif &

AR T B 1EFEH Amazon MWAA B RTEEIE ZIRY E WL R &3,

B
« XEBHRAE

Amazon MWAA 3t Apache Airflow v2 X354 ?
N AT ZEFIBIRAR Apache Airflow ?
KN E A AR Python MR ?

- EARG

BB Z AT ABHESE A AWS Step Functions vs. 1 & MWAA ?

. FIEEA

BAINRBEESLOESFHZRTH?

Amazon MWAA ISR RARNRIARERSERH AL ?
LEEB N EM Amazon MWAA SR B E LSRR ?
Amazon MWAA BERFE HIPAA #5f ?

Amazon MWAA BREXFHFEMESHI 2

Amazon MWAA REXIFEE NS ?

LEER BT SSH #H ARKIRE ?

NHALVPC ZLHFEEZFHEI AN ?

REERTE IAM R a T EHEFAREIRE ?

HAER £ Apache Airflow THELTE E 174 I B BdE 2
REER I EBY 25 1 Apache Airflow TELE ?
Amazon MWAA BREXIFHEL T VPCs IHEFFH ?

BEEA BB HEMK B E X Amazon SQS BAFIKEIE Apache Airflow BV ES HATH TR IES

B

* Metrics

FERMLIERRBERRT BRI ELRE?
] LU B 222 B E X847 CloudWatchfg ?

« DAGs, EERF, EZEME MR H

FBEA A PythonVirtualenvOperator ?
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« Amazon MWAA FEE LKA BEIRBIFTHY DAG X 2
« JItt 4 Apache Airflow ¥ BREHKH DAG X ?
o RAEBMNIRE S BER plugins.zip 3 requirements.txt ?
« JHH 4T Apache Airflow v2.0.2 BB R BN EEFETERNIEL 2
- RAUBER AWS BIEEEIBRS (DMS) EEFE ?
- HEEA AWS FiEi5 A Airflow REST API B, BERRRFIRFRS ISV 10 EN LN S
aPs)?

S HF Y AR AN

Amazon MWAA XI Apache Airflow v2 3t 4 ?

E 7 ## Amazon MWAA XEFEWHNZA , 55 Amazon MWAA £ Apache Airflow 2,

N ARZFFIBRZE Apache Airflow ?

HTRIBRAFEZLRE , RIMIEIEFEHN (BEXMIH ) Apache Airflow ixZ , Bl Apache
Airflow v1.10.12,

3 B2 {68 A AT AP R A5 BY Python RS ?

Amazon MWAA EX# LT Apache Airflow iRZ<,

(® Note

- B 2025 % 12 A 30 A2 , WE# MWAA F4£1EXT Apache Airflow fRAs v2.4.3, v2.5.1
v2.6.3 X, BXEZEER , 551 Apache Airflow fRA T HE N @) &,

+ M Apache Airflow v2.2.2 FF#8 , Amazon MWAA 3% E#1E Apache Airflow 4% ARS8 £
T Python R, RHEBRFIMEE HEH

« M Apache Airflow v2.7.2 FF#8 , ERXHHMEBE —% --constraint A, WMREKRE
MARZHE , Amazon MWAA FRHEEE—MREH , UBRENERFIIENEFSE
IRIE1EEAK Apache Airflow IRAFRE

BREFRXMHAFREBARFHNESZEE , FS R %2 Python KB,
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Apache Airflow ixZ< Apache Airflow 5/ Apache Airflow #2935  Python k7

#

v2.10.3 Apache Airflow Apache Airflow Python 3.11
v2.10.3 S EEm v2.10.3 BR324

v2.10.1 Apache Airflow Apache Airflow Python 3.11
v2.10.1 ZEEm v2.10.1 ARXH

v2.9.2 Apache Airflow v2.9.2  Apache Airflow v2.9.2  Python 3.11
SERE YR

v2.8.1 Apache Airflow v2.8.1  Apache Airflow v2.8.1 Python 3.11
SERE YR

v2.7.2 Apache Airflow v2.7.2  Apache Airflow v2.7.2  Python 3.11
SERE YR

HXRIEBEEEM Apache Airflow SPERITEIE Amazon MWAA REBMNEZELE | SRZ D THIE
BURFERRER |, B2 Amazon MWAA T8,

52 I Z= 451

E R Z AT ABHRER AWS Step Functions vs. I 5i# MWAA ?

1.

BRI LAE A Step Functions k4N AZEFITHE |, ER Step Functions A] LAY & U B X —MT
B—BAMIENER,

MRBZTHREE TERERLEFG —KPITE |, A LA Step Functions 2 Amazon
MWAA. Amazon MWAA RV EERFIRIED , FIERENEEEFERAN AWS RIRPHR Y
Ko
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https://airflow.apache.org/docs/apache-airflow/2.10.3
https://airflow.apache.org/docs/apache-airflow/2.10.3
https://airflow.apache.org/docs/apache-airflow/2.10.3
https://raw.githubusercontent.com/apache/airflow/constraints-2.10.3/constraints-3.11.txt
https://raw.githubusercontent.com/apache/airflow/constraints-2.10.3/constraints-3.11.txt
https://peps.python.org/pep-0664/
https://airflow.apache.org/docs/apache-airflow/2.10.1/release_notes.html#airflow-2-10-1-2024-09-05
https://airflow.apache.org/docs/apache-airflow/2.10.1
https://airflow.apache.org/docs/apache-airflow/2.10.1
https://raw.githubusercontent.com/apache/airflow/constraints-2.10.1/constraints-3.11.txt
https://raw.githubusercontent.com/apache/airflow/constraints-2.10.1/constraints-3.11.txt
https://peps.python.org/pep-0664/
https://airflow.apache.org/docs/apache-airflow/2.9.2/release_notes.html#airflow-2-9-2-2024-06-10
https://airflow.apache.org/docs/apache-airflow/2.9.2
https://airflow.apache.org/docs/apache-airflow/2.9.2
https://raw.githubusercontent.com/apache/airflow/constraints-2.9.2/constraints-3.11.txt
https://raw.githubusercontent.com/apache/airflow/constraints-2.9.2/constraints-3.11.txt
https://peps.python.org/pep-0664/
https://airflow.apache.org/docs/apache-airflow/2.8.1/release_notes.html#airflow-2-8-1-2024-01-19
https://airflow.apache.org/docs/apache-airflow/2.8.1
https://airflow.apache.org/docs/apache-airflow/2.8.1
https://raw.githubusercontent.com/apache/airflow/constraints-2.8.1/constraints-3.11.txt
https://raw.githubusercontent.com/apache/airflow/constraints-2.8.1/constraints-3.11.txt
https://peps.python.org/pep-0664/
https://airflow.apache.org/docs/apache-airflow/2.7.2/release_notes.html#airflow-2-7-2-2023-10-12
https://airflow.apache.org/docs/apache-airflow/2.7.2
https://airflow.apache.org/docs/apache-airflow/2.7.2
https://raw.githubusercontent.com/apache/airflow/constraints-2.7.2/constraints-3.11.txt
https://raw.githubusercontent.com/apache/airflow/constraints-2.7.2/constraints-3.11.txt
https://peps.python.org/pep-0664/
https://docs.aws.amazon.com/mwaa/latest/migrationguide/index.html
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PR A
B RERSDESFSFEZRATA?

EEEMEZEIBRSIR 20 GB , B Amazon ECS Fargate 1.4 #E. RAM EREIEENHRIERRE, B
XNBENEZER |, S B E Amazon MWAA FREE,

Amazon MWAA SNEFERNERINRERE R A ?

Amazon MWAA IREREEZEIT 2.6 XE RMRAH Amazon Linux 2 B3E6I EBIEH |, UAREEZET 27T R
¥ 5 RAH Amazon Linux 2023 BS245 E 6128,

REEBNEM Amazon MWAA IRMEF A BEEN &G ?

TXEFEHENE B, Amazon MWAA FERAET Amazon Linux AMI EH & &, 3T ERMBIRE
#9 Amazon S3 TFE MY requirements.txt XHFHIEEMNER , Amazon MWAA BIFIZ1T pip3 -r
install RZEFAERK,

Amazon MWAA & /TS HIPAA ¥R ?

Amazon MWAA & (BEREFRESTIEEE (HIPAA) ) NER, MREH HIPAA &l 4 #EH
(BAA) , M ATLAfEA Amazon MWAA 42 AWSTE 2022 5 11 B 14 Bz FeI BN RS R EZ R
WEEE S (PHI) B TERRE,

Amazon MWAA 2B XM EISF) ?

I 5# MWAA B B~ %% Apache Airflow FIZEL S# EC2 EMBEEHIZKRE, ER , WEiE MWAA
EUETL S EMR IS #HEFE A LR ZEMNELH|, EC2

Amazon MWAA 2B XX EFEBEE NI ?
EEFEAGEMEERN Amazon MWAA EHE , BHITUTEESZ—

« WITFEBFLNHE Web RSS2 EER Amazon MWAA ZE , &R LAER# A CloudFront Lambda
@Edge W B RESI S EEBWHE |, HYEBENHBMSE, CloudFrontEXREZERI
BRAAHIFERE B EEWRAE , B8 Amazon MWAA ROIGFHEEFHLAE Web FRSEE5HY
Amazon MWAA B E g fl. GitHub

« BEXEBIE Web RSB BN ER Amazon MWAA 88 | &S Hthe section called “i% & B E X
B
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https://docs.aws.amazon.com/AmazonECS/latest/developerguide/fargate-task-storage.html#fargate-task-storage-linux-pv
https://aws.amazon.com/compliance/hipaa-compliance/
https://github.com/aws-samples/amazon-mwaa-examples/tree/main/usecases/mwaa-public-webserver-custom-domain
https://github.com/aws-samples/amazon-mwaa-examples/tree/main/usecases/mwaa-public-webserver-custom-domain
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KeEBEE SSH #HAFKHIRIE ?

B A Amazon MWAA SREF X #F SSH , B ] LAEA DAG Bid A BashOperator Ki=1T bash @
oo flan

from airflow import DAG
from airflow.operators.bash_operator import BashOperator
from airflow.utils.dates import days_ago
with DAG(dag_id="any_bash_command_dag", schedule_interval=None, catchup=False,
start_date=days_ago(1)) as dag:
cli_command = BashOperator(
task_id="bash_command",
bash_command="{{ dag_run.conf['command'] }}"

E 7 Apache Airflow Ul Hfi8 & DAG , iBE A :

{ "command" : "your bash command"}

NTAVPC Z2HEFEEZBSI AN ?

BEAZEBSIAAN , B LUFRRSIN VPC AE—Z24H , MAFENPENET K. ETHRE
Z{ER , {2 Hthe section called “VPC £

HEESE IAM R a R R E A RRIRER ?

& E] LUE S 72 H 38 E IR B # SR BR #1177 (a1 iU PR AWS Identity and Access Management , {E2 , AWS
BHAPTRETAERE  MRAFATUEE—NRE | IR AT A BB FIETRER,

K BERTE Apache Airflow TAEL T2 L 176 lm B £ 4z 2

Apache Airflow ZEF AT MAE TEL R L7 IGAT 538, Apache Airflow TR AT LG RIFRER
Fargate 88 LAY /tmp BV B ST

(® Note

RHE Amazon ECS Fargate 1.4 , FF5 S F@# = ERHIE 20 GB AW, TERIEFEEFTHE
[B— Fargate BEFE6l Liz1T , ZRPHITESFERTRM /tmp XHX,

SSH ii5[A 436


https://docs.aws.amazon.com/AmazonECS/latest/developerguide/fargate-task-storage.html#fargate-task-storage-linux-pv
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ReeB R EEN 25 4 Apache Airflow TELTE ?

2o REMZTLAE Amazon MWAA 2#I & LIEE&RZ 25 4> Apache Airflow T4 |, {EE A AEE
EREMEMER R EE 235 50 4 Apache Airflow TELE. BXEZEL , iS5 Requesting
a quota increase ( TERIEHRE ) -

Amazon MWAA REXIFEHLEN 5% VPCs SiEEFH ?

Amazon MWAA A% HHEML S VPCs A HEFW, BEQIBIFFEITIEREH Amazon VPC NHZE
HREIBRENKFHE, B2 , £ LUEFREMN Amazon MWAA I ) Amazon VPC BHEIH=E
VPC, BXEZERUREEETFRERHBIHE Amazon VPC BRH , 2 E (Amazon VPC Hi%k
MXER) PHES HIERRBAE EEMN,

BRERVEIER B E X Amazon SQS RAFIKEE Apache Airflow HHI{E
ST ITERESEE ?

RABL , B EETE Amazon MWAA F8IE, &= fE A B E X Amazon SQS A%, X2H N T S
MWAA £ BE ASNMLED#H MWAA IRETIEEMEE B 2T S SQS BAF,

Metrics

ERMLEERRBERESY BITFLRE?

Amazon MWAA £ ¥ #QueuedTasksHRunningTasksi#t A , CloudWatch SABEREEEBHNREFY
& Apache Airflow W or kers, T HEZER , HSHEEFIER.

H A LA E S B2 85 E X EFR CloudWatchf ?

A% CloudWatch E#¥l L, B2 , EALSIEEHRE A BE XIEWRE DAG CloudWatch, BXEZ{E
B , 155 the section called “fEF DAG wE BHE XIEHR .

DAGs, =&EfF. EZEME M0

FKEEA A PythonVirtualenvOperator ?

Amazon MWAA KREA#X#F PythonVirtualenvOperator , {BE A LABIE —/MEA
PythonVirtualenvOperator W BEXHE#H. BXRBRA , iESH the section called “EIEXMY
B & X PythonVirtualenvOperator 7,
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https://docs.aws.amazon.com/servicequotas/latest/userguide/request-quota-increase.html
https://docs.aws.amazon.com/servicequotas/latest/userguide/request-quota-increase.html
https://docs.aws.amazon.com/vpc/latest/tgw/transit-gateway-nat-igw.html
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Amazon MWAA FEEZ K8 T REIRBIFHY DAG X4 ?

DAGs 2 EHIM Amazon S3 F#ER L EEBHINE, MBEBRMNFH DAG X4 , Amazon MWAA K
HAEE 300 WA EFRERFT XY, MBEELEHRNEH DAG , Amazon MWAA KRAEE 30 B FEEIR
BNEFH,

X LE{E 2 5% M F Apache Airflow DAGs BEiEETIH DAGs , 7 51X B F Apache Airflow &t &%
Tidag_dir_list_interval®flmin_file_process_interval,

At A Apache Airflow & B REFKK DAG X ?
TR 2R B A RERR A =R
1. RERTACGREEESX Amazon S3 BN EBNE. ETHREZER , S HAmazon

MWAA U 1TA &,

2. ®BE Amazon S3 FEBEREEEREMLEARFEHEAREESH, ETHELZEERE , B2HARN
Amazon MWAA #1Z Amazon S3 Z##. -

3. IiF DAG XHAKRE, Hlin | EHEEE DAG #HE —/ K —# DAG ID,

BRESMNIEREE plugins. zip = requirements. txt ?
B AT, & B D ETERD plugins.zip 2 requirements.ixt 5 RF E MR FEHMIBR |, BFHATEES HEREXAN

F#, FELHE , TEAERDANERAZENERR zip X, ETHRELEL , HSFEM R Amazon S3
LAY

R AFEE Apache Airflow v2.0.2 EB R HEH R LR FLINENIES 2

HFL£REA , Amazon MWAA E# Apache Airflow Web RS BHMNEH ORERR , HETAE
BETE 2.0.2 lRAIFIER Apache Airflow Web BR$5 88 L Ri=iEH R Python I, & RAVIEHF AT
Amazon MWAA 7£ (IAM) F AWS Identity and Access Management XI{RE9 Apache Airflow F 31T
AR,

N T EEBIEREE Web IRFEF EZER G Python kBN , HATEIWEHA Apache Airflow v2.2 RES
MRA B —/NETERE, Amazon MWAA [E#7E Apache Airflow v2.2 R EERAH Web fRFEs &%
Python #x#IH B & L4

Amazon MWAA EEZ Kt E F 8EIRBIHTH DAG XX# ? 438


https://airflow.apache.org/docs/apache-airflow/stable/configurations-ref.html#dag-dir-list-interval
https://airflow.apache.org/docs/apache-airflow/stable/configurations-ref.html#min-file-process-interval
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KA LER AWS BT B RS (DMS) 5 B 2

Amazon MWAA %% DMS ZEff. B2 , WZEFFEERATX 5 Amazon MWAA IRIERERHY
Amazon Aurora PostgreSQL Jt B IEHIBREHRITIRIE,

LIRAEH AWS FiEifE Airflow REST API B, BREES MR FIRFIIRS 2=
10 £LL LW S (TPS)?

=H, AT, ERSTRRE , BERR AWS FF 2,

EWLER AWS BIEFETIBIRS (DMS) ZHEHMAFE ? 439


https://airflow.apache.org/docs/apache-airflow-providers-amazon/stable/operators/dms.html
https://aws.amazon.com/contact-us/
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Amazon MWAA & HERR

RENFIE Apache Airflow BT S #hEE TERE LA Apache Airflow B B 88318 2§ & I 17 B F 45
®, URBRIXLEEIRWESD R,

B
« HEEHERR . DAGs, Apache Airflow v2 FEVIRIER . E M H A4 E) 3
- EE

« BRI EIEE Secrets Manager

s IMAERNHBITHBEREEFEE secretsmanager:ResourceTag/<tag-key> Secrets Manager
FHSRRRSH ?

« EFEEERE Snowflake
o BRFIETE Airflow Ul FEBIRKER
Web fRS5 85
« REHHE Web RS 2R81E 2 5xx %
s REIUHNEFUFRETHEIR
5
s REIENES FUREZETHK
. ol
« 1£ CLI % DAG K E 50345 1%
« {4 dags backfill Apache Airflow CLI e & kMK ? BREHBRAE?
« BREMEA S3Transform EEFFETIBZEI T PermissionError: [Errno 13] Permission denied £&i%
« WEEHERR . DAGs, Apache Airflow v1 FEVIRIER . EEEMEH 403
« E# requirements.txt
« 70 apache-airflow-providers-amazon & 5 23 IAE H I R E
- DAG iR
« IEMSFE A Amazon DynamoDB =2 E & URE| 7 “DAG IR M ik
o RUE|T“DAG IR : JZE BN psycopg2 VER AR ix
s REREMNIKE T BMEEIR Google/GCP/BigQuery
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o RUE|T“DAG HiIF : JZE BN Cython BVER" BV Ix

« REMEMA BigQuery RERITIEER T HEix
- EE

« BFEESE Snowflake
« BRI EIEE Secrets Manager

« T EEiT“<DB-identifier-name>.cluster-id.<region>.rds.amazonaws.com”i& # 2| & 1Y
MySQL HE%%%O

Web fRS5 85
« RIEEMF A BigQueryOperator , ©S B EM Web RS 2588
« REFHE Web RS 2R81E 2 5xx ik
s REIUHNEFUFRETHEIR
- £S5
- REIENES FUREZETHK
. cL
« 1£ CLI % DAG K E 50345 1%
o RFEHERR : BIEFEH Amazon MWAA 3R
« FE# requirements.txt
« BIBE T requirements.ixt BIFTMRA , EFFEIL T 20 Z 04
- Wt

*+ Amazon MWAA BREZRSKRIEEN Ul ?

« RALUBE #EHE Amazon MWAA FithiZ1T8r ERTIHEN Ul Bk, BRAYBEEHE
Amazon MWAA ERITEIHNRER , KETIECSHER , 1 EFEEFTHIR, W42
REXHER ?

- BIEFER
o BFIEIERFE S3 FHLEAH TR ERIE
- BIERIE,
- REHIENE BT —BELX T EEQERES
- RZHABNE  BENRBSERHBIELIK
— RIS vPC R PR R 241
- R OBMEERIIRS, 5§ XFFR BHAEE EIR
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s REACERE  CHWRAERHTRH , BEIFIRZRAEE Airflow Ul B |, 2B RKRBRSF
BEMZEE B 502 T M x4 iR

c R2HGE—IHE  BNAFBR —HBIHNFHEN
* Update environment
s REHERIER  BEHREIMT
« &L Apache Airflow Ul
« WBEHERR . CloudWatch AEH CloudTrail 5%
- BE
s RETHBWESHE , HEBZWE“M Cloudwatch log_group BEEUZFE B & 4 1%
- FFERBEEMASHER FTEAK
« ZEE WA 2 ResourceAlreadyExistsException *” £5i% CloudTrail
« REFEE “BRER #ix CloudTrail

+ F % Apache Airflow BEFEE “k1 2 64 fz Oracle EFimfE : ' libcintsh.so’ : ToEITFH
EXNRXH  ORERENXHHE R

s RERVITNEF BEHEET psycopg? “BREEFEINKA T IEE

- BERWN DAGAEBFHEIPITEFMRSESEH %s EEK (%s) , REAFE
ST %s”

o WEF“FTEM log_group FiEEUZFE B : airflow-* {*EnvironmentName}-Task
log_stream : * {*DAG_ID} /* {*time} /* {*n} .log, * EEMEFZHZE

~E

Em
>l

WEEHERR : DAGs. Apache Airflow v2 FRYIRIER . ERER EHAtb (A
2l
AREHEBNAT Apache Airflow v2 Python HK#iTL. BEXFEH. RIEA DAGs. E#. EHUR
fREERA T Apache Airflow I S#EE TERBIRRE P AT EEEEIN Web RS 2R RIBMN ARG R,
B %
.

« BRI EIESE Secrets Manager

s IMAERNHBITHEREEFTEE secretsmanager:ResourceTag/<tag-key> Secrets Manager &4
Apach SR ) 7 442
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« EFEEERE Snowflake
« REZETE Airflow Ul FERIERAERE
Web fRS5 85
« REHRE Web BRS5 A1 F 2 5xx fHix
s REFUHNEFUFREITHIR
TS5
- REIRVES FUMSEZETK
CLI
« 12 CLI Hf % DAG IR EF'503 45 1R
« 14 dags backfill Apache Airflow CLI e & kMK ? BREHBRAE?
EHEH
« BREMEA S3Transform EEFFETIBZEI T PermissionError: [Errno 13] Permission denied £&i%

EE

LUTEEB#EIR T EFEH Apache Airflow EZED H A EER AT sE R BIN IR, AWS
Ik To £ IE$E Secrets Manager

BINBUETHATER :

1. THRUWMA Apache Airflow EEZFNTECIE %4 , BES 1 the section called “Ei & Secrets
Manager”s

2. ETHENMER Apache Airflow & (test-variable) WE4A , 2 # £ Apache Airfl AWS
Secrets Manager ow & & F {F f %40,

3. ETHR{asEARHARIT Apache Airflow iE#E (myconn) , 55 H £ HZEA#H 1T Apach AWS
Secrets Manager e Airflow i£3%,

MAERNRITACKEEHEE secretsmanager:ResourceTag/<tag-key>
Secrets Manager S48 & IRR & ?

(® Note
FEA T Apache Airflow ixZ 2.0 R E 2R,

B 443
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B8l , BT Apache Airflow R FEEHBE , ELEZBIERENRTACHEARFRHAREMRE
SR PR ISR PR %133 Secrets Manager Z4AH9 51,

IR EHE Snowflake
RINBWEBTERATESR :

1. M on EARMNIAIRA DAGs B E X IEHF Python ki< R GitHub, aws-mwaa-local-runner
2. MUTHRBERMEESIFEN requirements.txt .

apache-airflow-providers-snowflake==1.3.0

3. FRUTHARME DAG :

from airflow.providers.snowflake.operators.snowflake import SnowflakeOperator

H{R Apache Airflow EEXNRIEATREX :

1. &E# ID : snowflake_conn
2. E#EEH . Snowflake
3.  E#l : <my account>.<my region if not us-west-2>.snowflakecomputing.com
4. Schema : <my schema>
5. %3 : <my user name>
6 %EE) . kkkkkkkk
7. w0 : <port, if any>
8. Bff INACHLIN :
{
"account": "<my account>",
"warehouse": "<my warehouse>",
"database": '"<my database>",
"region": "<my region if not using us-west-2 otherwise omit this line>"
}
fin

>>> import json
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https://github.com/aws/aws-mwaa-local-runner
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>>> from airflow.models.connection import Connection

>>> myconn = Connection(
conn_id="'snowflake_conn"',
conn_type="'Snowflake"',
host="'YOUR_ACCOUNT.YOUR_REGION.snowflakecomputing.com',
schema="'YOUR_SCHEMA'
login="'YOUR_USERNAME",
password="'YOUR_PASSWORD",
port="'YOUR_PORT'
extra=json.dumps(dict(account="'YOUR_ACCOUNT', warehouse='YOUR_WAREHOUSE",

database—'YOUR DB_OPTION', region='YOUR_REGION')),

- )

K ToETE Airflow Ul F & K AVIER

Apache Airflow 7£ Apache Airflow Ul it TiEZER, TIoEERB MM , ©EHERLEREERK
EH URI /&, R Apache Airflow Ul HUREZEEENR , AT LA A & BIEEERRE RIEE UR
FRE , FlaER HTTP EEER,

BINBUEZERA TSR -
1. 7E Apache Airflow Ul F&E Amazon MWAA REHEREEXRE | BESH Z&E Amazon MWAA
FE iy Apache Airflow IREREF .

2. £ CLI R&EFBIE Apache Airflow E T , B2 Apache Airflow CLI i 55 %,

3. ETHNAREBMFEA Apache Airflow Ul R EYE 218 R RALE Amazon MWAA LEHY Apache
Airflow Ul HFZEREEER | FS0 EEREHR,

Web 5585

AR EFEIR T 21 Amazon MWAA E#Y Apache Airflow Web BR5 88 £ ATREUR B A9 48R o
EEIR Web ARS 2587 F 2 5xx $Hix

BINBUETHUATER :

1. #Z&E Apache Airflow Bt EiET, WIFERIEE N Apache Airflow E BRI REXS ( Hla0 AWS
Secrets Manager ) REERELEH,. ETHEZEE , BSMthe section called "B EEHE
Secrets Manager”,

2. BE requirements.txto. WIFfE requirements.txt F%|HAE Airflow “Extras’iZFEMHE
fFE 2 A5 Apache Airflow lRAFRE,

Web BRS5 25 445
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3. RERTE requirements.txt XHFIEE Python IBIMA 773% , SR £ requirements.ixt P&
 Python fk#i I,

BEH T HREFUTFRETER

MR RNEFLUFREEZET , FERE—D OB BEJLNNEETUREIR |, N DAGs AIgE R HINE
Apache Airflow F , B RS ZHF TS,

BINBWETRA TSR

1. BIAVPC ZE2HAAFAMBRIIEA 5432, FEMFEHIbiHO T REEHETIIANERN Amazon Aurora
PostgreSQL TTEIBLHIEE. FIMEMNIE , 44 Amazon MWAA JLo 4 | SBiIRMEaE., ETH#
¥EZEE |, 5 the section called “VPC &2,

(® Note

« Aurora PostgreSQL ST IEFERI S# MWAA IRFEMN —H5 , EEHEPFRATR,
AWS Tk /=

- EREFERANERETRRITIEFXKEER , MARBRNERER,

2. MRBUREBEFKZT, WIRERHATZHEAFZERN , flEBMEZELABRITVEFIH. £ -
CloudWatch B&” REEMHMNHW B EL , BIAEHN DAGSHEENEREEEEEZT. ETHES
ER , BSRILEZEMNIERR,

£

LA EBER T FE BB P 1T Apache Airflow £55 B¢ AT 85 4R B 9 45iR
BREINENES FHHERETK

R Apache Airflow F55 “Fl” FARTHK , BINBUEBHITUT IR

1. TEEAKE DAGs EEXH . MBI E DACs ARITIREH ( HIMERBELRF ) LA5E
HEBE,

a. Airflow &£f##E1] DAGs EEEEA. NELFEANSEBIIMEREN 50% , M AEELFF
%A1k Apache Airflow ITXIBFTEER, X253 CloudWatch FEARF I B EATaTEE K |
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=& CloudWatch BEFH DAG 4B EE &, EBHEHMMEIL Apache Airflow BB 5% |
XEFETEAREENITISTEEZH.
b. EFHTHRBAEMREMERMNEBNNRESE , B2 H the section called “Apache Airflow HJ
HEERE",
2. BAIIPAIBEEARERS. XEERINLT ‘K RENWAKEBETHIBENES , REEIRNE
SHRFLENESFERNKERES, CloudWatchi BB IRHWRERMT :

a. EERTHNESREZTHENEZTEESD , MREBHT BENERNESH BTN T/
LREZHHANESBRERZ,

b. MREZTWESZTHENEZETESD , RNEWUBLDENZESITHESHE , F/38 M
Apache Airflow Workers HI 1K &., DAGs

c. WMREEFITHENERMNMBEOATELEZNEREESHN , RNBWETESHE
/=18 i0 Apache Airflow TELENHNE,

d. &R LAEA AWS Command Line Interface (AWS CLI) A8 update-environment &34 3k 8 &
EEWRERETH IESNRDNIREABE,

aws mwaa update-environment --name MyEnvironmentName --min-workers 2 --max-
workers 10

e. EFMETHRARMEMERINEBNUNRESE , 21 the section called “Apache Airflow
MEREHEE,
3. MRAEFFEEEREETRS , WA UERESIFERENERI AN, XAFHEN B
BAGBRSITERE LN TELENHRE. TRERTHEESHNRG,
G Offf movie-list-dag 1grrer airflow @ @ ]

- BEREFEESHERE , ARERER (MEMR ) . XA Amazon MWAA 48R & THAE ;
BN, WRMELERARES , Amazon MWAA FTEHE DAGs BEE S ARER , A%
PR
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https://docs.aws.amazon.com/cli/latest/reference/mwaa/update-environment.html
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List Task Instance

Search~

| Actions= |

Clear

Set state to 'failed’
| set state to 'up_for_retry' K ld
| Setstate to ‘running

ite_redshift_t
Set state to ‘success’

EE)  movie- create_athena_r:
list-dag

) movie- create_athena_n
list-dag

4. BT Apache Airflow E5Em B , 155 (Apache Airflow ZE15E) KIS,

CLI
LUTE&E 7 #&1E AWS Command Line Interface =T Airflow CLI 5B ATREUR B AV 48 iR o
1£ CLI A fiti % DAG BIEE F“5037 4 1%

Airflow CLI #£ Apache Airflow Web fRE 88 L1217 , ZIRFHENHEAMEER. BF , eRZAUUENE
T4 CLI@H,

A1t 4 dags backfill Apache Airflow CLI i B & KK ? BREBHBRA L ?

(® Note
LLTRBMER T Apache Airflow v2.0.2 2R38,

CLI 448


https://airflow.apache.org/docs/apache-airflow/stable/concepts.html#task-lifecycle
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5H b Apache Air backfill flow CLI i85 —# , Zap S ELAEEM a2 5 DAGs # L 7E DAGs
A BTATE ST , TiLiZ CLI B/EER T W DAG. TEE A Apache Airflow v2.0.2 B Amazon
MWAA SRER | B F7E CLI i BIE1THT , Web RS LM RLEBUMER , AUBITREFTAK ,
HEFT LA backfill £, WRFBEHRZEEMERSEY , M backfill BTN,

N T BEBIZIT backfill CLI &% , HAVEIE bash TEFHIFHE,. £ bash ZELF
B, backfillRMNIHEEFEBIN , ATFKIEN , RAMEXENERNBHHEITRAH ELE,
DAGs LA R RBERINMAEH BashOperator 812 DAG kiz1T backfill,

from airflow import DAG
from airflow.operators.bash_operator import BashOperator
from airflow.utils.dates import days_ago

with DAG(dag_id="backfill_dag", schedule_interval=None, catchup=False,
start_date=days_ago(l)) as dag:
cli_command = BashOperator(
task_id="bash_command",
bash_command="airflow dags backfill my_dag_id"

EERF
ST EBHR T B ERE RGN TR E iR

FKEFEA S3Transform EERFATIEZE| T PermissionError: [Errno 13]
Permission denied %i=

MREZAFE A S3Transform iz E £Fiz1T shell BIAH W E| PermissionError: [Errno 13]
Permission denied 1% , BB WERITUT IR, U TTREBIREEE — plugins.zip X
MRIEEQI B plugins.zip , TS LEBE LFE M,

1. M on EAR#NRIREY DAGs B E i@ Python KHix R GitHub, aws-mwaa-local-runner
2. RIEFHIRHIA,

#!/bin/bash
cp $1 $2

3.  ( ®i% ) macOS M Linux AF AR EETU TS BRI ARTINT,

chmod 777 transform_test.sh
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4. FEIZARIE plugins.zipo

zip plugins.zip transform_test.sh

5. B plugins.zip 45 %] Amazon S3 RHI S B TIRE,
6. IRETE Amazon MWAA 2| & EI57E plugins.zip MRS HY S TRIRE,
7. BIELUT DAG X,

from airflow import DAG

from airflow.providers.amazon.aws.operators.s3_file_transform import
S3FileTransformOperator

from airflow.utils.dates import days_ago

import os

DAG_ID = os.path.basename(__file_ ).replace(".py", "")

with DAG (dag_id=DAG_ID, schedule_interval=None, catchup=False,
start_date=days_ago(1)) as dag:

file_transform = S3FileTransformOperatoxr(
task_id='file_transform',
transform_script='/usr/local/airflow/plugins/transform_test.sh',
source_s3_key="'s3://YOUR_S3_BUCKET/files/input.txt',
dest_s3_key='s3://YOUR_S3_BUCKET/files/output.txt'

)

8. IRERN DAG 81 L4£%| Amazon S3 RSBt 1TiR4E,

HBEHERR : DAGs. Apache Airflow v1 FREVIRIER . EREME AR
2l

AREEBEE Apache Airflow v1.10.12 Python kI, BENXEMH. BER. EE DAGs, EFHU
REEERT Apache Airflow L S#EE TERBINE P ATEEERIH Web IRFEFEIBMFRS R
Bx
« BT requirements.txt

« N h0 apache-airflow-providers-amazon £ 5 HIX WIS HI K E
« DAG #Hi¥h

« ZIEMEA Amazon DynamoDB = E £FAf U E| 7 “DAG IR I iz

Apache Airflow v1 450
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« BRUEIT ‘DAG I : B R A psycopg2 HIEHR"H IR
« REMEA Slack EERFERE] T “DAG RAF W 4E IR
s REREMNIKE T BMEEIR Google/GCP/BigQuery
o RUWET“DAG #i¥f : )ZEF BN Cython BIEER" IR

« RTEFE A BigQuery IRERARTIBE 7 1R
. ERE

« BFEESE Snowflake
« BRI EIEE Secrets Manager

« BT BII“<DB-identifier-name>.cluster-id.<region>.rds.amazonaws.com”EZ 2| FE K MySQL
ARS8,

Web fRS5 85
« IRIEFE A BigQueryOperator , ©5%
« REHHE Web RS 2R81E 2 5xx %
s BRI UNEFUFRETHEIR
75
- REIENES FUREZETHK
CLI

« 7 CLI #fit & DAG BY & & F503"Hix

BIW Web PRE 25 5 5

¥ ¥ requirements.txt
TR EBHRT BEEH requirements. txt B ATREW BRI iR,
7~ i apache-airflow-providers-amazon &S EKWRE LI E

apache-airflow-providers-xyz /X &5 Apache Airflow v2 3%, apache-airflow-
backport-providers-xyz 5 Apache Airflow 1.10.12 &%,

DAG #i#h

DT EBHER T BEZ1T8 TeER A 551% DAGs.

FEH requirements.txt 251
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FKESFE A Amazon DynamoDB 2 E it IR E| T “DAG A B iR

BINBWETRA TSR

1. M on EARMNIAIRE DAGs B E X IEHF Python ki< R GitHub, aws-mwaa-local-runner
2. FMTIIEFESIAFME requirements. txt XH4H,

boto

3. R requirements.txt XHFIETE Python IBIMAI J75% , ESH £ requirements.ixt P&
I Python k#i I,

FEUWE T “DAG HiF : % BRB N psycopg?2 KIEIR" M5 1R

BINBWETRA TSR

1. M on EARMNIAIRE DAGs B E XA F Python ki< R GitHub, aws-mwaa-local-runner
2. FLUUTARRMEIR requirements. txt XHH Apache Airflow iRZA<#, a0 :

apache-airflow[postgres]==1.10.12

3. REKTE requirements.txt XHFIEE Python IBIMAI 773% , SR £ requirements.ixt P&
I Python kI,

HKEMFA Slack EEAFITNE T “‘DAG HRIA IR

BINBWETRA TSR

1. £ on EAMNR/REY DAGs B E LEHH Python fk#i>x R GitHub, aws-mwaa-local-runner
2. FUTEFEAME requirements. txt X HIETE Apache Airflow iRZ<, Fln

apache-airflow[slack]==1.10.12

3. REKTE requirements.txt XHFIETE Python IBIMAI 773% , SR £ requirements.ixt P&
I Python fk#iII,

DAG iR 452
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RIELZENKE T FM4E1R Google/GCP/BigQuery

Amazon MWAA £/ Amazon Linux , EEE4EMRAH Cython MEBE, RINBUEEHUATS
B

1. M on EARMNIAIRE DAGs B E XA F Python ki< R GitHub, aws-mwaa-local-runner
2. FMTIIEFESIAFME requirements. txt XH4H,

grpcio==1.27.2

cython==0.29.21

pandas-gbgq==0.13.3

cryptography==3.3.2
apache-airflow-backport-providers-amazon[google]

3. MREAEABEBHERMRER , WAMER :

grpcio==1.27.2
cython==0.29.21
pandas-gbgq==0.13.3
cryptography==3.3.2
apache-airflow[gcp]==1.10.12

4. IRETE requirements.txt XHHIEE Python BB 55 |, ESH £ requirements.ixt P&
B Python K# I,

FEUWE T “DAG 5 : BB Cython BVEIR" IV IR
Amazon MWAA £ Amazon Linux , % B EMRZEK Cython, BIMNBWETERU TSR :

1. EH on EARNIAIRE DAGs B E i@ HH Python fkHi>< R GitHub, aws-mwaa-local-runner
2. FTHZEFEsIARME requirements. txt X4,

cython==0.29.21

3. Cython EERMALFER pip IBIBMRA, Fla0 , /4 awswrangler==2.4.0 FE
pyarrow<3.1.0,>=2.0.0 , Bk pip3 2FHAERE pyarrow==3.0.0 , X2FH'DAG R "45
R, BIMNBNHBIEENEINKIBRA. Fl , REE awswrangler==2.4.0 ZHIIEE
pyarrow==2.0.0 H&/ME , MEREX , HH requirements. txt REEH, KRAERAOT
7R

DAG iR 453
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cython==0.29.21
pyarrow==2.0.0
awswrangler==2.4.0

4. IRFTTE requirements.txt XHFIEE Python KB 5% |, 5SS M 7£ requirements.txt A&
i) Python {I‘Zmlﬁo

EERF

LT EEHER T BEERAZE/RN el B AR,

FKEMEA BigQuery IREARIER T IR

Amazon MWAA A #EHE Ul T BRNEER. BRINBNUETHA TSR

1. fEH on EARMNIAIRE DAGs B E X IEHF Python ki< R GitHub, aws-mwaa-local-runner

2. BRAFERESARBIZER <operator name>.operator_extra_links = None /§ , &
DAG FIiRI—{THITIRE , NMBEY BE. Hlm :

from airflow.contrib.operators.bigquery_operator import BigQueryOperator
BigQueryOperator.operator_extra_links = None

3. DAGs BXFLRABRMEELD , BULLHXMEZATHREA. BXTH, ESHthe
section called “E &4 B E X PythonVirtualenvOperator ",

Lt

BUTR £ R T E £ A Apache Airflow 3E#E T H IR F et ATaE B MR iR. AWS
& T EERE Snowflake

BINBEVUETERATIR :

1. M on EAR#NIAIRE DAGs B E XA F Python AkHi>< R GitHub, aws-mwaa-local-runner
2. FUTHRBERMEESIFEN requirements.txt .

asnlcrypto == 0.24.0
snowflake-connector-python == 1.7.2
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3. FEUUTSARIE DAG :

from airflow.contrib.hooks.snowflake_hook import SnowflakeHook
from airflow.contrib.operators.snowflake_operator import SnowflakeOperator

4R Apache Airflow EZEXNRETES U TRETT :

1. E#2ID : snowflake conn

2. EEER : Snowflake
3.  E#l : <my account>.<my region if not us-west-2>.snowflakecomputing.com
4. Schema : <my schema>
5. %3 : <my user name>
6 r&'{ﬁg . kkkkkkkk
7. %O : <port, if any>
8. Bt INARHLIN
{
"account": '"<my account>",
"warehouse": "<my warehouse>",
"database": '"<my database>",
"region": "<my region if not using us-west-2 otherwise omit this line>"
}
5140

>>> import json
>>> from airflow.models.connection import Connection
>>> myconn = Connection(
conn_id="snowflake_conn',
conn_type='Snowflake',
host="'YOUR_ACCOUNT.YOUR_REGION.snowflakecomputing.com',
schema="'YOUR_SCHEMA'
login="'YOUR_USERNAME",
password="'YOUR_PASSWORD"',
port="'YOUR_PORT'
- extra=json.dumps(dict(account="'YOUR_ACCOUNT', warehouse="'YOUR_WAREHOUSE",
database='YOUR_DB_OPTION', region='YOUR_REGION')),

HEHE 455
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- )

;T k% Secrets Manager

BINBUETERA TSR

1. THEMW{AA Apache Airflow EEZFTE IR , B2 the section called “Fii & Secrets
Manager’,

2. ETMWAER Apache Airflow ZE (test-variable) WE4R , 55 7 Apache Airfl AWS
Secrets Manager ow & & 1 {F i %40,

3. E TR ZE# 1T Apache Airflow iE# (myconn) , S5 £ A A # 1T Apach AWS
Secrets Manager e Airflow i£3%,

I 7o 3% 83 “<DB-identifier-name>.cluster-id.<region>.rds.amazonaws.com”i& £ 2| 3 #Y
MySQL RS 25,

Amazon MWAA N Z £ 4HF RDS ZEHEFEE—FKAOMNKRAFHEEZBNRE, FRINEETHEE
THR -

1. {52k RDS Z£ 4 A F¥ B Amazon MWAA B VPC Z2ENFIBERE,
2. {8 Amazon MWAA #J VPC Z£ AL 1K E RDS £ ANFIERE.

3. BREFETHES , EIREBEFRH Apache Airflow BERRKIE SQL B2 E K.
CloudWatch

Web AR5 28
LU EBEIR T &1 Amazon MWAA LE#Y Apache Airflow Web BR%S28 L AT REUR B B 451R
K IEEFE A BigQueryOperator , ES IR Web IR 35887

BINBWETRA TSR

1. %W BigQueryOperator # QuboleOperator & Apache Airflow ZEEE
operator_extra_links , ARELSH Apache Airflow Web RS2 AR, XL ZERFHE™MR
B E Web ff5eR , BEHTZE2ER , XRTFTAWN. BINBEWNEIESAEAZERMUT
REBKIEX DAG FHIZER -

Web %587 456
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BigQueryOperator.operator_extra_links = None

2. A on EARHNRXIREY DAGs B E i Python %< R GitHub, aws-mwaa-local-runner

FEHR Web fRSFS a0t E F 5xx &R
BRINBUERERUTSE

1. #E Apache Airflow Bl EET, KIFRIEE N Apache Airflow EEZTAYREXS ( 20 AWS
Secrets Manager ) REEREEH,. ETHEZEE , S Mthe section called "B EiEHE
Secrets Manager’,

2. && requirements.txt, WIFfE requirements.txt FFIHK Airflow “Extras’iZF B8 MHEH
fFE 2 AR5 Apache Airflow lRAFRE,

3. IRRTE requirements.txt XHHFIEE Python IR J55% |, ES M £ requirements.ixt P&
12 Python KT,

EEB IR FLFRZITHEIR

MRHRNEFCUFREET , AERE—N OB BEJLANDETKREIR |, N DAGs AIge R & HIE
Apache Airflow A , B R 2 ZHHES.

BINBWEZRATSER -

1. BIAVPC ZEEAFAMBRIEEA 5432, FEMFEAH IR O ST REEETIIAERN Amazon Aurora
PostgreSQL JTBEHTERE . AMELANE |, 45 Amazon MWAA JL7 8 , SHiRBSE R, ETH
BEZEER , {5 #the section called “VPC &£,

(® Note

« Aurora PostgreSQL TTHIEER T D MWAA BRSEEH —20 , EEMFRT L,
AWS Ji /=

- BREFAXNEREERITVEFAMAER , MARBRENERERE,

2. WMRUXBEFAREZET , WARRHTSHREARERD , FINEBTHLERABHITHEFTH. &
CloudWatch B&” HEREMHMN BEA , BWIAEH DAGSEANERREEEET. ETHES
E8 , BZREZENER.
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(F5)

AT EEH#ER 7 EIREHIIT Apache Airflow 1£55 8¢ A BEIRX BBV $5 1R o

BEIBOES FHEHERB T

2R Apache Airflow £55 “FHU ARTK , RINBWERITUATSR -

1.

ABEA K& DAGs EEXH . HMAENEE DACs ARITIEER ( HIMERBELRF ) A58
HEE,

a. Airflow £ E1]1 DAGs REEEH. NMREEANBTEBINRERTEN 50% , NAgELF
#a1it Apache Airflow it XIBFFEER. X425 CloudWatch 3EFR A #Y & TR BT+
& CloudWatch BEFH DAG 4 EatEE &, EBEHMIL Apache Airflow BLEM 5% |
XEFETEAEEHNITISEEZH.

b. EFHTHRBAEMREMERMNEBNNRESE , B2 H the section called “Apache Airflow HJ
MeERE",

ARSI ATREE KEES . XBERANLT T RSHWAEETHBKNES , REETHANE

SHHEFLENEFSPETAKELES. CloudWatchHI LB RNERMT :

a. EETHNESEREZTHENEZTERESD , MREBHT BENERNESHIIBHINNITHE
SEZWHMANESBRERS,

b. MREZTWESZTHENEZTESD , RNEWUBLPENESITHESHE , F/38 1M
Apache Airflow Workers B ER{E¥E. DAGs

c. MEEHITHENARMNNDSHATELEZNEAEESHN , RINBVETESHE
/=8 H0 Apache Airflow TELEENR/NBE,

d. &ALAEA AWS Command Line Interface (AWS CLI) 1Y update-environment a5 453k B &
EEHWRERETH IESNRDIRARE,

aws mwaa update-environment --name MyEnvironmentName --min-workers 2 --max-
workers 10

e. EFATHRARNEMHERNMNBWNRESE , B3 the section called “Apache Airflow )
HEEiAE,
NRESEZEEEETRS , B UERESSFHR B IRIREAR . XAFHENENY
FEAHBRSTEAE LN IELZENRE, TRERTHEESH A
G Off lﬂO\"IC'lISI'Cﬁg o airflow @ @ a

(=5
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s BEBRFEASHERE , REERFER (BT ) . XAY Amazon MWAA F5E 5 THAR ;
BN, RMEHERARES , Amazon MWAA 32 E DAGs WEEZARER |, TR
NRIE,

List Task Instance

Search~

| Actions= |

Clear

Set state to 'failed’
| set state to 'up_for_retry' K ld
| Setstate to ‘running

ite_redshift_t
Set state to ‘success’

EE)  movie- create_athena_r:
list-dag

) movie- create_athena_n
list-dag

4. EFMT M Apache Airflow EFEWER , 155 H (Apache Airflow 2E155) B,

CLI
LLTFEBZ 7 &1 AWS Command Line Interface =T Airflow CLI i 5B ATREUR IRV 4B iR o
1£ CLI mfii % DAG B H & E“503745 1%

Airflow CLI #£ Apache Airflow Web fRE 88 L1217 , ZIRFHENHEAMEER. BF , eRZAUENE
T4 CLI@H,
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HPEHERR : BIZEFMEEH Amazon MWAA I35

AN EFITEEENEMEI Amazon MWAAIRE AT ] 5218 FI /Y £51R DR I0frI R R IX LE £R

B3R

B ¥ requirements.txt

« RIEET requirements.txt BWEFTRA | EFIREL T 20 294
bk

« Amazon MWAA BREXHFRIMBEN UI?

o BALUBE IEHTE Amazon MWAA iz 1Tes ESXIMBEN Ul B , BRYFE 1A 7E Amazon
MWAA EHITRIFIVIRIEN K BEFATESHWER , BFFEEAHEIR,. NTLLEEXTE
m?

BIEFER

o RFIEEE S3 BN H 5% B AY T

BIEHIE,

- REHGERNE  BE—BAT EEGERRS

- BEHABHE L BEENRBERTNBIBAR

« B2 EIER VPC BRI MEHE"HIR

- BEHOEHMEERIIRS. 2 XRF R UHULE HEix

« B2HABHE  CHRTSERH TR, BRIABRZHTF Airflow Ul i, 2E R KBRS
Z2 [0 & 50502 TR M X" 1%

s RZECE—NINE , BNAFBER —HENNFRHEERN
Update environment

- BEWERHESR  BEHRKT

7 A ER 35

« ZEFE 5B Apache Airflow Ul

E#T requirements. txt

LT EBHERT BEEH requirements. txt B A s B IR

Amazon MWAA 62/ #t 460
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FKIEE T requirements.txt WETARAS , EFIFEL T 20 Z 05

MRIFIJWREE requirements. txt XHEMNFRALFRNETEEY =+ 248 , MIEEHRX
M , Amazon MWAA EZEEREIBRFHEBARE —MREMRT,

1. REBFESRAR, RNBUEHBLRN requirements. txt FHY Python BITHEEEEMRA (==)
REERE (<=)

2. && Apache Airflow BE&. MMREFH T Apache Airflow B |, BEZEFIAWEEA R E LIIE
B ASARBTERMEIE, CloudWatch MREFFNZHAE , FEMNEERENITAERS
BB A BE CloudWatch B9 Amazon S3 IR, ETHMEZER , BSH MITAE,

3. K& Apache Airflow EliEiET, MREFERRZ Secrets Manager , ERIEEIEE RN Apache
Airflow Bl BT BENREERELENH, ETHEZER , HS M the section called ‘Bl &
Secrets Manager’,

4. KREVPC NWEHEEB, ETHREZEER , F5M the section called “SREBIRE

5. BREWRTAGBNR. hITARE— AWS Identity and Access Management (IAM) A | &
WPRZFRRE AR S MWAA REREEHE M AWS RS ( 4l20 Amazon S3. . Amazon SQS
CloudWatch, Amazon ECR) &R, MEBEAFHRBEEFEENZHAR AWS BEEZH, B
THREZEE  B2R hWTAR,

6. Ea{TEEMBZRAKLEERN Amazon MWAA IRER Amazon VPC MEIRBEMELE |, H5H
Supp AWS ort Tools FHYKUEIREMZA, GitHub

ks

AR EBHER T B BB S E#H Apache Airflow 348 7 8838 B 49 )

Amazon MWAA REXFHEXIBENL UI?

M Apache Airflow v2.2.2 38 , Amazon MWAA #7E Apache Airflow Web BR$5 85 £ R34 FISE
WEENX Ul, IR Amazon MWAA IREIZ{THI = Apache Airflow v2.0.2 SRE R IR |, MIEFGTESE
MBEN Ul,

EXBAERAAGAETENESEL , HEH .
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EAIUBE A E Amazon MWAA Zithz1Tas ESRTEEN Ul B, BERYR=HE
Amazon MWAA EHITEI#HEVIRER  RETTHCHER , BBEREEMEIR. N
A REXTER ?

Amazon MWAA Atz 172555 FF 8 Apache Airflow A4 BB —MNEBRD |, AFERNABEX Ul
HEX,

BIEFEN
LU EBHIR T B 0122 Amazon S3 1F4E 6T AT REBIRY 5B iR
I E1%$FR S3 FH L2 H 5 AR & #Y 3 10

Amazon MWAA IERHIT A & F EIRBX Amazon S3 FHEEHIT
GetBucketPublicAccessBlock #EMNIRE , URIFF#MERIEAHFR, RMNBUUETZEHRUT
S

1. REBLSEN JSON KM IMBHRITAE,

2. BT JSON % :

"Effect":"Allow",

"Action": [
"s3:GetObject*",
"s3:GetBucket*",
"s3:List*"

1,

"Resource":[
"arn:aws:s3:::YOUR_S3_BUCKET_NAME",
"arn:aws:s3:::YOUR_S3_BUCKET_NAME/*"

YOUR_S3_BUCKET_NAMEfEF&H) Amazon S3 7 BB MEBIR P REI SR , Blamy-mwaa-

unique-s3-bucket-name,

3. EZ{TREMEBHAFRESN Amazon MWAA IREH Amazon VPC MEEENEE |, 5
Supp AWS ort Tools RV UEIRER AR, GitHub
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BIEHIR,

LT EBHR 7 S IR R R vl SR B RV 4R iR

EZAGEKNIE  Be—EBELTEECERES
ENBUEBERUATSER :
1. FRAEERHERE VPC WK, MREFERANR AR EREMNE Amazon VPC |, HFRIEATAR :

« £ Amazon VPC BE BN A FEH Amazon MWAA IRBERNTE AWS ‘&R 2 8 /Y M E&
FRE , MPMEN, the section called “>< FELR HliN | VPC ZEAXMA Y B S| BANFHY
FIERE , EALLUERIEE HTTPS ik OB E 443 H TCP % ASEE 5432 By ASEHE .

2. FRANERAKE VPC MK, MREFANZF AR EEKRME Amazon VPC , ERIELTH

<

=

o ## Amazon VPC BE BN A F A Amazon MWAA IRBRARE AWS &R 2 8/ &7
E , IHAMEN, the section called “>x FEXM a0 | BB FHABEBEE NAT Mx
( 2% NAT 3241 ) g R , HTEEEBEMMX,

3. EZ{TREMZHARLESRN Amazon MWAA IRER Amazon VPC MEEEMEE |, F5
Supp AWS ort Tools RV IEIRER A, GitHub

BRI BHE , BENRBSERNGBRK
BRIMNBUETRA TSR :

1. BREVPC NEBREBE, ETHEZEER |, H5M the section called “SREBIRES,

2. REAFPNR EBIREZH , Amazon MWAA £BEAFHEIE#HTIRZET. 58 AWS K/
A[BETANFE AWS Identity and Access Management (IAM) R IME IR F LR R, Hlin |, MR
R FAE ML Apache Airflow HRIER |, NRK AWS K- AAERBEE R R FIHRIEIFEN A
ma zon MWAAFull ConsoleAccess 15 [RI2 ISR EER AR | %R R TFERIK S €13 VPC LipTs
o5

/AN O

3. RERTAHAGBNR. hITARE— AWS Identity and Access Management (IAM) A€ | &
PRZFRRE AR S MWAA REREEHE M AWS RS ( 4l20 Amazon S3. . Amazon SQS
CloudWatch, Amazon ECR) &R, CEBAFHHHESEENZHAE AWS BEEFH, B
THEZER , SR RITAE,
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4. &F Apache Airflow BE, MREF AT Apache Airflow B |, BEZEH SN BEATE ERIE
B ASARBTERMEIE, CloudWatch MREFFNZEZHAE , FEMNEERENHTAERS
OB A RBE CloudWatch B9 Amazon S3 IR, ETHMEZELR , SR HITAE,

5. ES{TREMRZHEARLESRN Amazon MWAA IRER Amazon VPC MEEEMEE |, F5
Supp AWS ort Tools RV IEIRER AR, GitHub

6. WMBHFEANERLEFRAERMNE Amazon VPC , EHFEE2 02—/ Amazon S3 WMxixs , 3

F Amazon ECR 57 Amazon S3 FTENRIENRE. BT B EXBIE Amazon S3 MXim R ,
BSRUTHA :

- BIERE EERM A RMXFER Amazon VPC M4
- 1£ {Amazon Elastic Container Registry FIF#§®) FHAIE Amazon S3 MXin K.

Bk VPC BRI ML H B IR

BINBWETRA TSR

« MREBHEGBIFRAZIHIERE Amazon VPC B EFI"MEHE"HIR , IHXMFTE EEEITHNK
RARE  RREE,

HZH GBI REWIRS ., 7 XA R B E EIR

BINBWETRA TSR

o BN EILEIR |, ATRERENERN Amazon S3 FEBIEEER URI Y URI REGZE—1M%
BATEWUM R EDN . ZENXRAUTHER !

s3://your-bucket-name

B2 ENE  CHRSETRTH AR, BRIR=HAE Airflow Ul B, 2ER“K
BARSB|/MZEE " 502 TTHMX"HEix
BINBYUERRUTSE

1. REVPC Z24ABE, ETHMEZEELR , 5SS the section called “FREIRA",

2. WIAZRTE requirements.txt F 5 HHEM Apache Airflow 72 F 2 & X B F &£ Amazon
MWAA LEiZ1T# Apache Airflow fi4x. ETBREZELR |, BSH L% Python K#H I,

BIEINE, 464


https://console.aws.amazon.com/cloudwatch/home#logsV2:log-groups
https://console.aws.amazon.com/cloudwatch/home#logsV2:log-groups
https://github.com/awslabs/aws-support-tools/tree/master/MWAA
https://docs.aws.amazon.com/AmazonECR/latest/userguide/vpc-endpoints.html#ecr-setting-up-s3-gateway

Amazon Managed Workflows for Apache Airflow ArfEm

3. E{THEMEBZRAKLEERN Amazon MWAA ;R ER Amazon VPC MEIRBEMELE |, 55 H
Supp AWS ort Tools FHYKUEREMZA, GitHub

BZHOBE—NINE | BNAFBR—HBINZ/REN
«  Apache Airflow AP B &R AXKEN 64 NFR. MREH AWS Identity and Access
Management (IAM) BB IKE , WEAKREEEREEZKE , R REERE—4,

Update environment
DT EBHR T B EEHNE AT sE B 55 1R
BREHERIMER , BEHERMT

MR EFIREFE I N EMIRESR (F0F mwl.medium EA mwl.small ) , FEEHHFENIER
KW, MERGIRAN S UPDATE_FAILED IRA , B FERE 2 BB ERAEHBFBR RN L£FIR
EMRAFITIT SR,

BINBWETRA TSR

1. M on EARMNIAIRA DAGs B E X IEHF Python ki< R GitHub, aws-mwaa-local-runner

2. EF{TREMZPHEARKLESLRN Amazon MWAA IFER Amazon VPC MEEEMEE |, F5
Supp AWS ort Tools FEVIIFIMERIZAR, GitHub

H R FRE

DU EBHR 7 B RIFE A Al sE N B Y 55 1R
FFE15 19 Apache Airflow Ul
BINBUEBTERATSR :

1. RERAPNR SR EERBIR T A FEEE Apache Airflow Ul IR R R RINRE, ETHRES
{E8 , {521 the section called “i5[8 Amazon MWAA IR3%”,

2. REMKZHR, XAREERNCEZFETREMEZHEER, R Apache Airflow Ul
# URL AL T#X 387fbcn-8dh4-9hfj-0dnd-834jhdfb-vpce.cl0.us-
west-2.airflow.amazonaws.com , MFRRETE Apache Airflow Web IRE88 EERFLE R
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https://github.com/awslabs/aws-support-tools/tree/master/MWAA
https://github.com/aws/aws-mwaa-local-runner
https://github.com/awslabs/aws-support-tools/tree/master/MWAA
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o BT LU’ Apache Airflow uﬁuﬂff;ﬁﬁﬁﬁ YEMKIGRIE | Al 62 —FhALEI SR
Apache Airflow Web fRF588# VPC iR, ETHEZER , iHS 1 the section called “E VPC
Um S IA ]

WEEHERR : CloudWatch HER CloudTrail &%

AMEFBIZELG# CloudWatch B KRR T RUAKIEEER T Apache Airflow B9 E#h £ & TE
RERIE R ATREIEZEIA AWS CloudTrail £5i%.

Bx
. B
s RETHBHWESHE , HEBZWE“M Cloudwatch log_group SEEUZFE B & 4 1%
- EFERXEEMBENER FTEAK
« ZEE WA 2 ResourceAlreadyExistsException *” £5i% CloudTrail
s REFER “BRER iR CloudTrail

+ I1E Apache Airflow BEFFE “RFF 64 1V Oracle EFIwE : ‘ libcintsh.so’ : FoiEITFHFHEX
XK REXENXHSER

- RERMITRER BEDREE psycopg? “BRGEREINK A TERE"

s BREEW DAGAEBAEPERNITEFIREESEH %s EEK (%s ) , REFEFE
%Ss”

R BT

Em
>l

o« REBFTEM log_group RiEEUZEIE B : airflow-* {*EnvironmentName}-Task log_stream : *
{(*DAG_ID} /* {*time} /* {*n} .log, ” ERMEE B &

HE
IR EBER T BEEFE Apache Airflow B ER AT REREIAY 45 IR
RETEENWESHE , HEBRUWEI“M Cloudwatch log_group SEUZE B & 451%

I 5 MWAA 255 Apache Airflow Bt E A EEMNT S B EERMEABE, CloudWatch B1R T4
KERLTLERIESHAREBEAFEMELE , BHFEIEIR

*** Reading remote log from Cloudwatch log_group: airflow-environmentName-Task
log_stream: DAG_ID/TASK_ID/timestamp/n.log.Could not read remote logs from log_group:
airflow-environmentName-Task log_stream: DAG_ID/TASK_ID/time/n.log.

CloudWatch HZEAH CloudTrail 466
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« BINBWEZHUATHR :

a. BINZEENE INFORINLEBRAESHEE, BXEZER , H5H £ Amazon FEFSR
H & CloudWatch,

b. RIFRFEHITAEBHNRREEERER,

c. RIZEFIEFTREBEREEZET, RRERBNEFEREN DAG , UARE2BEMEMNK Python
BEEAtnE. ERIEMRBUMESERER , FHEUES A , BERRESHABHKBI. RINE
WAHEA Amazon MWAA ZK i1z 1788 T EiH Python AKBiIN,

ESERBEEMBENER T KRR

METIERBIHNESABABELKRTIAVESHEMNEE , BREZEERANSHPRET
queue ¥ , MTFATRo

from airflow import DAG
from airflow.operators.bash_operator import BashOperator
from airflow.utils.dates import days_ago

# Setting queue argument to default.
default_args = {

"start_date": days_ago(1),

"queue": "default"

}

with DAG(dag_id="any_command_dag", schedule_interval=None, catchup=False,
default_args=default_args) as dag:
cli_command = BashOperatoxr(
task_id="bash_command",
bash_command="{{ dag_run.conf['command'] }}"

EfFREEA | EMNREFRER queue , AEBXEA DAG,

# 7 B H & 7 ResourceAlreadyExistsException “” &i% CloudTrail

"errorCode": "ResourceAlreadyExistsException",
"errorMessage": "The specified log stream already exists",
"requestParameters": {
"logGroupName": "airflow-MyAirflowEnvironment-DAGProcessing",
"logStreamName": "scheduler_cross-account-eks.py.log"
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https://github.com/aws/aws-mwaa-local-runner
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}

F L Python ER , Hla4F Amazon MWAA AT EEMwatchtowerFEElapache-airflow-
backport-providers-amazoni® CloudWatch E/ B, RINNBWETRUT SR

o FLUTERIE requirements.txt,

watchtower==1.0.6

EREFRER BERELM 1% CloudTrail

Invalid request provided: Provided role does not have sufficient permissions for s3
location airflow-xxx-xxx/dags

MREFEHAMEER AWS CloudFormation #iR 812 Amazon MWAA ¥R 3EF] Amazon S3 Zi&#@ , NE
EEEIRAF R AWS CloudFormation —/NDependsOnE 4, XFMNEIR ( MWAA IFREF MWAA
TR #E ) £ AWS CloudFormation R Bk Hix R, BINBUETRATEIR -

« LA T DependsOniE AR NE| &M AWS CloudFormation A,

MaxWorkers: 5
NetworkConfiguration:
SecurityGroupIds:
- !GetAtt SecurityGroup.GroupId
SubnetIds: !Ref subnetlds
WebserverAccessMode: PUBLIC_ONLY
DependsOn: MwaaExecutionPolicy

MwaaExecutionPolicy:
Type: AWS::IAM::ManagedPolicy
Properties:
Roles:
- IRef MwaaExecutionRole
PolicyDocument:
Version: 2012-10-17
Statement:
- Effect: Allow
Action: airflow:PublishMetrics
Resource:
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BxRH , FSEAmazon MWAA B IRIEATT#E,.

I 1E Apache Airflow BEHREE “¥ T2 64 {Z Oracle & iwFE : ‘ libcintsh.so’ : o3&
TARERNRXHY  REXHEN 4R E X

« RINBWETEUA TSR

- WMREFEABRF Apache Airflow v2 , IR core.lazy_load_plugins : False
Apache Airflow Bt & %1, ET%E%EE , BSE 2 P E AR EETUNERE

BEENITRIRZERF BEHPEET psycopg2 “BREFIREINKREA 7 iEE"
MREFBIRETUTRAERIER , WA Apache Airflow 1T X2 F AT REEFER FIR.

2021-06-14T10:20:24.581-05:00 sqlalchemy.exc.OperationalError:
(psycopg2.0perationalError) server closed the connection unexpectedly

2021-06-14T10:20:24.633-05:00 This probably means the server terminated abnormally

2021-06-14T10:20:24.686-05:00 before or while processing the request.

RINBWEERUATIR :
. EREFALKET Apache Airflow v2.0.2 | IERA AR FEBIEESZIE 5 MIKIEF

REBH DAG LB RAEPERMITEFIREESEH %s EER ( %s ) , REES
NETK %S

Em

MREFEFNRLCTFUTRENER , NEBEKNBEESITHESTEERE Amazon MWAA L {ES AT
BIFR#l, Amazon MWAA X‘Iﬁﬂ—/\ Airflow EFSHBREIN 12 /Mt |, ABFIEESFERRFIFRHEIER
Y B/BEETI

Executor reports task instance %s finished (%s) although the task says its %s. (Info:
%s) Was the task killed externally

BINBWETRA TSR
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ZRMES T BN ZNBITHRARERNES, Aiflow BEREERRLSEE, CEANSRS L
#9553 , Apache Airflow 2 BiZRSF TR INUERTEMR K. WRERB[HIKE , WA UETR
FNZEFNENER TR HER.

KB B“TEM log_group FIEEUER BE : airflow-* {*EnvironmentName}-Task
log_stream : * {*DAG_ID} /* {*time} /* {*n} .log. * ERMNES HE

MREBIRUTUTABTNER , WRENHTHACTRFTITENES BSCE B ERVNRE,

Could not read remote logs from log_group: airflow-*{*environmentName}-Task
log_stream:* {*DAG_ID}/*{*TASK_ID}/*{*time}/*{*n}.log.

BNBWEEHRUTER -
« R the section called “HITHE” P RHIRE 2 — ISR ENRITAE,

IBAIREETE requirements. txt XHHIEE T 5 Apache Airflow iR AT RBNWRERZFZ. F
am, MEREAKE Apache Airflow v2.0.2 , NI TTREBZEE T — /MRS Airflow 2.1+ & #apache-
airflow-providers-databricks S48 , HlETZE 4,

BINEBWESTEBA TSR

1. WREFEAMR Apache Airflow v2.0.2 , B8 requirements. txt X#H 7% apache-
airflow[databricks]. X %% E Apache Airflow v2.0.2 %A # Databricks #2221 EHhR
b

2. M on EAMNIRIRE DAGs B E LIiEHF Python #kHi>x R GitHub, aws-mwaa-local-runner
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https://airflow.apache.org/docs/apache-airflow-providers-databricks/stable/index.html
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RAriEmE

Amazon MWAA #4773 i8%

TRITET B 2020 F 11 ALK Amazon MWAA RS XN EE#HIE, WEBXAILERNE

&, EELAT B RSS IR,

xE
K RES

AR T —AHTEYIRIRR

mw1.micro

S A S R S R 5 ARG R

Apache Airflow REST API

%37 Apache Airflow hR4s

B3

B TEXBREAFANE

B, 8¥E T Apache Airflow
v2.4.3, Apache Airflow v2.5.1
F Apache Airflow v2.6.3 BF
FABEAMEt B &R,

+ the section called “Apache

Airflow & % F R4

TG MWAA RERBET —4
HTHIREIE © mw1.micro.

« the section called “Ft B8

o<

+ the section called “Apache

Airflow By BE R E”

T 5 MWAA IRIEIRH T —
fhfE AEIE S Apache Airflow
REST API # TR EM LA
%o AWS

« the section called “f£ A
Apache Airflow REST API”

+ the section called “Apache
Airflow Rest API i [A]”

Amazon MWAA I X%
Apache Airflow v2.10.1,
HWEHTEEXEHMENRE
HEFEINER , UREX

B #

2025 6 A 24 H

2024 £11 A 19 H

2024 £10 A 23 H

2024 £9 A 26 H
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RAriEmE

4% Apache Airflow iRZA

Amazon MWAA X =HEBE
X Web BRE 25185

£ Amazon MWAA Lt A
Apache Airflow v2.10.1 B91¥ 4

15 /BN 0

TS

+ the section called “Apache
Airflow v2.10.1 E#EZ R4
BFa

Amazon MWAA B 7E X i
Apache Airflow v2.9.2, LEH
BREEBXENENRMEFS
HEER , LARBXRTE Amazon
MWAA Lt Apache Airflow
v2.9.2 WiFMEER,

© BRA
+ the section called “Apache

Airflow v2.9.2 IR HE
Fa

Amazon MWAA R T HEk
MG E RN FAEIMERE B
EX Web lRFHEE. LWEHR
SEUTHES  HhiERAT
REHBENLEHWER.

« the section called ““EE B E
N

20247 H9H

2024 6 A 18 H
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RAriEmE

Amazon MWAA 1 Web
B E B3y 48 Apache
Airflow REST API

SETAXEDT BT
B

358N VN AN

2% Apache Airflow hRA

Amazon MWAA I1E X Web

PR S5 25 B 3§ 48 LA K 15 (R F £

F Apache Airflow REST API

I IThEE,

- the section called “Bit & Web
fREEET 4"

- the section called “f£ F
Apache Airflow REST API”

EHMTUTER , URBR
Worker 17 = #£ Fargate Worker
T RAER IS R EEIESE
¥7#9 Amazon MWAA B ¥ 45
TR

« the section called “BEi &
Worker T R B 487

Amazon MWAA Il %
BFHANE KW SEHIK %
I, BUBRRBAR TR
MEE : mwl.xlarge #H

mwl.2xlarge

+ the section called “¥ & ThEE”

Amazon MWAA 1 7E X i
Apache Airflow v2.8.1, LW
BIEEXENENRHERERFS
WEER , LRBXE Amazon
MWAA Lt Apache Airflow
v2.8.1 NEELR,

. BRA
+ the section called “Apache

Airflow v2.8.1 IR HIE
Fa

2024 5 A 16 B

2024 5 A 10 H

2024 54 A 16 B

2024 52 H22H
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RAriEmE

X #EHH=Z Amazon VPC

2% Apache Airflow iRZA

4% Apache Airflow iRZA

Amazon MWAA X #&H AL
3% OpenSearch RS HIH A
BIREKFHE  FAMEE
T AR R REZT S5 VPC
SREET Tz MWAA FiR, 1E
AR KRB —F 5 , Amazon
MWAA i @E R e MEE
B 2 # Amazon VPC #% &

« the section called “BIE &R H
2 8 Amazon VPC i &

Amazon MWAA B 7E X i
Apache Airflow v2.7.2, LttE
FEREEXEMNRERERFS
HEER , AREBXTE Amazon
MWAA Lt Apache Airflow
v2.7.2 NiIFAE R,

TS
+ the section called “Apache

Airflow v2.7.2 FEER IR HIE
Fa

Amazon MWAA B 7E X i
Apache Airflow v2.6.3, LtE
FEREXEMNRERERS
HEER , LARBXRTE Amazon
MWAA Lt Apache Airflow
v2.6.3 iFHEE. |

© BRA
+ the section called “Apache

Airflow v2.6.3 IR HTE
Fa

2023 % 11 A 15 H

2023 11 A6 H

20238 A9 H
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RAriEmE

BRAFRER

#EBN A

EEHER

EEMBEXREAFZANER ,
‘@& Apache Airflow v2.0.2
Apache Airflow v2.2.2 FH
BAHF A E R,

+ the section called “Apache

Airflow 2% A A"

Amazon MWAA 35X EhR
AR, WEHMBEATHE
B, ZEBHERT A HRIR
BRABERENIERERRRE
EHEKFH Apache Airflow kiR
RFHRA -

« the section called “F 4% ix 4~

EEFHREFIEEN IAM X
B, ZREB®R T A Amazon
MWAA Y SEEE 125 &

APl HE R, LLEHHE

RT R ABSTR IR
iam:PassRole #MXBRFEEAR
RPN AEEELS Amazon
MWAA. Amazon MWAA £/
XLRRRERAFHRITRE,

« the section called “i7[A]
Amazon MWAA IRiE”

2023 7 H31H

2023 6 A5H

2023 4 A12H
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RAriEmE

#isE

4% Apache Airflow iRZA

#EBN A

BE# T BXEE AWS Secrets
Manager 3 Amazon MWAA
BIRNED , UIRHEAEXRME
RAEREXNES. FAER
B AT LUK E Apache Airflow
BENZALE , HRED
Amazon MWAA 71 ZRiE R
FE M@ Secrets Manager
A API B3R E, X4 7] BARRK
5/ Secrets Manager fEJ
JE iR AR R Y B Ao

« BlE Secrets Manager Ja i
YE7 Apache Airflow B¢ & %
I

Amazon MWAA B 7E X i
Apache Airflow v2.5.1, LttE
FEREEXEMNRERERFS
HEER , AREBXTE Amazon
MWAA Lt Apache Airflow
v2.5.1 WiFHEE.

TS
+ the section called “Apache

Airflow v2.5.1 FE R IR HTE
Fa

2R INAEXTE Amazon MWAA
ERFER B A E
B, REBNAT ANEBHRE
BESSHA, ERERE
Linux 2178 AR 1R B IR R AR

=
==N)

« the section called “fEAEzh
B AR

2023 4 A12H

2023 4 A 118

2023 4 A3 H
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RAriEmE

EEHMEXLE Web BRSERTH
[R] £ PR Y T 75

ERMAEXEHF AN Apache
Airflow RSB {E B

EEFHUTEXTAE Web R
SERARNER, ZEHBE
W, EEBFE Web RF2H1H
[EAXBREVERIR A | 450 55
Python wheel #42 (.whl) 3k
ML RPN,

« FAH Web BRS 2 THEER

EEMRAETE  BETHEX
Amazon MWAA I E R IE1E
F FI#Y Apache Airflow iRZ<HY
FER. EHBRXTHEIE
¥TARZAHY Apache Airflow B Z=
T, LR 4B Apache Airflow
v1 # Apache Airflow v2 Z[g]
TENET, BXEIRIE
HTARZAHY Apache Airflow HY
BEZER , HZH (Amazon
MWAA E%3iE/) .

* the section called “Apache

Airflow & % R4

* the section called “Apache

Airflow iR 37 35 F1'& 0 (7] @

2023 2 H 24 H

2023 2 A 17 H
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https://docs.aws.amazon.com/mwaa/latest/migrationguide/index.html
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2188 Amazon MWAA BesiE CBEHAR[ERTIE , HE 2023 1 20 AR
¥R #Y (8] B3 MBR Cluster B T~ 17

W —A5EIRIENR. B
—NEY , NBuENL%
#] AdditionalWorker 4
8 CPUUtilization =
MemoryUtilization 3§
BRHERITBELREEERN
Sample Count , RiF(EIFE
ELENBEEANTAIIEL
8

« the section called “iE{#i 44
Worker F7 2l Web RS 85
BREHE"

4% Apache Airflow iRZA Amazon MWAA I £ 2023 1 A5H
Apache Airflow v2.4.3, LttE
FEREAEXEMNRERER
BREE. BXHE Amazon
MWAA Lt Apache Airflow
V2A3 MEMAER  URE
X Amazon MWAA E&A
Apache Airflow {2 3z 35 HfLE
ThEEM RS E R,

TS

+ the section called “Apache
Airflow v2.4.3 RV IR 112
Fa
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RAriEmE

EEHBSHXA BN ER

KT RSB ER

MEZ

3 7 BHX Amazon MWAA FA
RAREQEMEE AWS &
FHRZHEXACHER 2
REXETBEERSHEXA
Bt AR iZ B BERER.
XBREEFHRSHEXAEN
PRIRER , % REE LF Amazon
MWAA ZEfr & ZEE T &AM EM
CloudWatch $E¥5, AWS/MWAA

« the section called “BRZ 8%
At

2R IR Amazon MWAA
£ AWS/MWAA T B ZEE T K
HEARF BRI ER, X
EERSEITRER, THEL
=M Web fRF288 Amazon
ECS &£#fE#5. A1 Amazon
MWAA 7 E it XIEFFIE
L TEHVRAFIEY Amazon SQS
iR, URTBEHEEN
Amazon RDS 1E#x.

« the section called “B&8. BA
S BAE E ISR

ERINAE R IERA R HH
¥iE/E , UBES Amazon
MWAA I35 EL & 5 F B #ThR 2
WREERFT,

« the section called “}& E E
HNEREEFE

2022 £11 A 18 H

2022 F£11 A 18 H

2022 £11 A 18 H
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RAriEmE

EEHMENRBHEERE

A4
m)
[

B

B

R EE

2 E#H 5 Amazon MWAA H
HIPAA &M x<ME B,

« the section called “HIPAA &

AL

2 A X% Amazon
MWAA # 1T A B ET RS
£/ aws:SourceArn H
aws:SourceAccount =/
FHELTXERANHER , XU
Fr b BB RRSIBENRE,

« the section called “Bf 1L EE AR
KRB

WINT EFME AR DAG K18
T~ BT EENRERS
RKIEWREAESP, CloudWatch

« the section called “f&£
DAG {wE B E XIgFR"

WINT EFRA BRI AWS
Lambda Python X% R4 |
BT 3& Apache Airflow CLI
TShE , REEIBEN Amazon
MWAA FEHE A DAG,

« the section called “f&
Lambda DAGs #1TiE A"

ERIFREE | ERTE
BEAENFE Web IR ESHY
Amazon MWAA fi5,

+ the section called “Apache
Airflow 15 A& "

2022 %11 A 15 H

2022 10 A 21 H

20229 A 13 H

2022 9 H12H

2022 9 H12H
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RAriEmE

# R B

# R B

# R B

# R B

ERINEIRAMEFH DAG
KEBBREI , AT Apache
Airflow CLI 558 , REETE
# Amazon MWAA IRE R iF
% —"N DAG,

« the section called “ DAGs £
AERIWINEFRIFA"

BRI R A MFTH DAG ,
ATERRER Aurora
PostgreSQL SAIREL ST EIE(E
B, H4EREA CSV XHHEF
X 417 7E Amazon S3 A,

« the section called “SF¥R3&E 7T
HIES H % Amazon S3 L7

ON T ERTEY U B M ET Y
DAG , AJEE1TRRIET AWS
CodeArtifact TEHFERE
&£ Amazon S3 /1,

« the section called “fEi= T8¢
Rl AWS CodeArtifact £

"

BRI AN DAG 1B
% , AF1E Amazon MWAA
{# /A ECSOperator »

« the section called “fE A
ECSOperator ”

20228 A 16 H

20228 A12H

20228 A3 H

20227 H 26 H
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RAriEmE

# R B

B

£ A A

£ A A

BRI EAMN DAG 1B
% , AF1E Amazon MWAA
{# /A SSHOperator »

« the section called “{E A
SSHOperator ”

B2 IN7E Amazon MWAA
£/ dbt Postgres B & BA A
DAG K& R,

« the section called “#£
Amazon MWAA #fEF dbt”

ERIEF N IRA M DAG KB R
Bl , LN EBLABENFAEIHME
R HY Amazon MWAA EREfE
A Python Wheel X ¥ & %1k
I,

- {#/ Python Wheel BB
I

WY BRIEFE Amazon
MWAA [aBLE Apache Siiig
REEWFIERE, CloudWatch

- EFREWL Apache
Airflow 38R

Amazon MWAA 2% 7T T#%1E
M, ATA\BEEMBEURA
& Amazon MWAA HREF TR
Apache Airflow T{ERE,

« {Amazon MWAA 1§
)

20227 H15H

2022 6 A17 B

2022 5 A 13 H

2022 4 A19 8

2022 3 A7H
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1 ERA A B CANFEERESE , U5 2022F2 A 18 H
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