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- NESMHRIE — BIE (IAM) PEXFREFIFKE | HEK Apache Airflow MRS EREAETA
BN HHRIEMBZER, AWS Identity and Access Management Apache Airflow TEA 5 R AKX LS
BREZLIHERS. AWS

- NEZR%£M — Apache Airflow TELBEFITXIFREFE Amazon MWAA B Amazon VPC FiE1T. 3
FEE L B3 INE AWS Key Management Service , Rt EHRIEERINVBERTRLZEM,
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Airflow FB PP 8915 B X PR &R BR 48 AWS Identity and Access Management 1 (IAM) #1 SSO HE X K 1H
Al $R IR BE B TR, AWS

- E{LHHALRF*NT — Amazon MWAA & EH R FTMRAHY Apache Airflow, Amazon MWAA EiBA
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- TEREBKE — EFEHME=FTERAHREILS#HFE Apache Airflow HZEF Apache Airflow 1§
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RFEAHEMFEHA =1 AWS Command Line Interface (AWS CLI) &% , ¥ DAG L& %] Amazon S3,
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® Note

Lt L # CloudFormation #4% 73 CloudFormation A o] FI Y Bx #T iR A% Apache Airflow £ %
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MWAA IRiE. #H Amazon MWAA FRAH AWS RENRHNHITAECUEER AWS B EZ4AHT
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EnvironmentName:

Description: An environment name that is prefixed to resource names

Type: String
Default: MWAAEnvironment

VpcCIDR:
Description: The IP range (CIDR
Type: String
Default: 10.192.0.0/16

PublicSubnetl1CIDR:
Description: The IP range (CIDR
Availability Zone
Type: String
Default: 10.192.10.0/24

PublicSubnet2CIDR:
Description: The IP range (CIDR
Availability Zone
Type: String
Default: 10.192.11.0/24

PrivateSubnetl1CIDR:
Description: The IP range (CIDR
Availability Zone
Type: String
Default: 10.192.20.0/24
PrivateSubnet2CIDR:
Description: The IP range (CIDR
Availability Zone
Type: String
Default: 10.192.21.0/24
MaxWorkerNodes:
Description: The maximum number
Type: Number
Default: 2
DagProcessinglogs:

notation) for this VPC

notation) for the public subnet in the first

notation) for the public subnet in the second

notation) for the private subnet in the first

notation) for the private subnet in the second

of workers that can run in the environment

Description: Log level for DagProcessing

Type: String
Default: INFO
SchedulerlLogsLevel:

Description: Log level for SchedulerlLogs

Type: String

£ 1 : % CloudFormation #&#R{R1F 275
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Default: INFO
TaskLogslLevel:
Description: Log level for TaskLogs
Type: String
Default: INFO
WorkerLogsLevel:
Description: Log level for WorkerlLogs
Type: String
Default: INFO
WebserverLogslLevel:
Description: Log level for WebserverlLogs
Type: String
Default: INFO

Resources:

HAHBHHBEHHAHBRHBHHAHBEHHAH BB HBEHHAHBR R HBRH R HBH BB HBH BB HBR R HBRH R BB H R R HBH R HBHHRH R HBHHRH RS
# CREATE VPC

HAHBHHEHHAH BB HBH B HEHHAH AR HEH B H AR HBH AR HEHHRH RS HBEH B HER R H RS HEH B H AR HAH B HEHHRH RS HEHHRH RS A

VPC:
Type: AWS::EC2::VPC
Properties:
CidrBlock: !Ref VpcCIDR
EnableDnsSupport: true
EnableDnsHostnames: true
Tags:
- Key: Name
Value: MWAAEnvironment

InternetGateway:
Type: AWS::EC2::InternetGateway
Properties:
Tags:
- Key: Name
Value: MWAAEnvironment

InternetGatewayAttachment:
Type: AWS::EC2::VPCGatewayAttachment
Properties:
InternetGatewayId: !Ref InternetGateway
VpcId: !Ref VPC
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PublicSubnetl:
Type: AWS::EC2::Subnet
Properties:
VpcId: !Ref VPC
AvailabilityZone: !Select [ 0, !GetAZs '' ]
CidrBlock: !'Ref PublicSubnetlCIDR
MapPublicIpOnLaunch: true
Tags:
- Key: Name
Value: !Sub ${EnvironmentName} Public Subnet (AZ1)

PublicSubnet2:
Type: AWS::EC2::Subnet
Properties:
VpcId: !Ref VPC
AvailabilityZone: !Select [ 1, !GetAZs '' ]

CidrBlock: !'Ref PublicSubnet2CIDR
MapPublicIpOnLaunch: true
Tags:
- Key: Name
Value: !Sub ${EnvironmentName} Public Subnet (AZ2)

PrivateSubnetl:
Type: AWS::EC2::Subnet
Properties:
VpcId: !Ref VPC
AvailabilityZone: !Select [ 0, !GetAZs '' ]

CidrBlock: !Ref PrivateSubnetlCIDR
MapPublicIpOnLaunch: false
Tags:
- Key: Name
Value: !Sub ${EnvironmentName} Private Subnet (AZ1)

PrivateSubnet2:
Type: AWS::EC2::Subnet
Properties:
VpcId: !Ref VPC
AvailabilityZone: !Select [ 1, !GetAZs '' ]

CidrBlock: !'Ref PrivateSubnet2CIDR
MapPublicIpOnLaunch: false
Tags:
- Key: Name
Value: !Sub ${EnvironmentName} Private Subnet (AZ2)

£ 1 : % CloudFormation #&#R{R1F 275 8



Amazon Managed Workflows for Apache Airflow ArfEm

NatGatewaylEIP:
Type: AWS::EC2::EIP
DependsOn: InternetGatewayAttachment
Properties:
Domain: vpc

NatGateway2EIP:
Type: AWS::EC2::EIP
DependsOn: InternetGatewayAttachment
Properties:
Domain: vpc

NatGatewayl:
Type: AWS::EC2::NatGateway
Properties:
AllocationId: !GetAtt NatGatewaylEIP.AllocationId
SubnetId: !Ref PublicSubnetl

NatGateway2:
Type: AWS::EC2::NatGateway
Properties:
AllocationId: !GetAtt NatGateway2EIP.AllocationId
SubnetId: !Ref PublicSubnet2

PublicRouteTable:
Type: AWS::EC2::RouteTable
Properties:
VpcId: !Ref VPC
Tags:
- Key: Name
Value: !Sub ${EnvironmentName} Public Routes

DefaultPublicRoute:
Type: AWS::EC2::Route
DependsOn: InternetGatewayAttachment
Properties:
RouteTableId: !Ref PublicRouteTable
DestinationCidrBlock: 0.0.0.0/0
GatewayId: !Ref InternetGateway

PublicSubnetlRouteTableAssociation:
Type: AWS::EC2::SubnetRouteTableAssociation
Properties:
RouteTableId: !Ref PublicRouteTable

£ 1 : % CloudFormation #&#R{R1F 275 9
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SubnetId: !Ref PublicSubnetl

PublicSubnet2RouteTableAssociation:
Type: AWS::EC2::SubnetRouteTableAssociation
Properties:
RouteTableId: !Ref PublicRouteTable
SubnetId: !'Ref PublicSubnet2

PrivateRouteTablel:
Type: AWS::EC2::RouteTable
Properties:
VpcId: !Ref VPC
Tags:
- Key: Name
Value: !Sub ${EnvironmentName} Private Routes (AZ1)

DefaultPrivateRoutel:
Type: AWS::EC2::Route
Properties:

RouteTableId: !Ref PrivateRouteTablel
DestinationCidrBlock: 0.0.0.0/0
NatGatewayId: !Ref NatGatewayl

PrivateSubnetlRouteTableAssociation:
Type: AWS::EC2::SubnetRouteTableAssociation
Properties:
RouteTableId: !Ref PrivateRouteTablel
SubnetId: !'Ref PrivateSubnetl

PrivateRouteTable2:
Type: AWS::EC2::RouteTable
Properties:
VpcId: !Ref VPC
Tags:
- Key: Name
Value: !Sub ${EnvironmentName} Private Routes (AZ2)

DefaultPrivateRoute2:
Type: AWS::EC2::Route
Properties:

RouteTableId: !Ref PrivateRouteTable2
DestinationCidrBlock: 0.0.0.0/0
NatGatewayId: !Ref NatGateway2

£ 1 : % CloudFormation #&#R{R1F 275 10
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PrivateSubnet2RouteTableAssociation:
Type: AWS::EC2::SubnetRouteTableAssociation
Properties:
RouteTableId: !Ref PrivateRouteTable2
SubnetId: !Ref PrivateSubnet2

SecurityGroup:
Type: AWS::EC2::SecurityGroup
Properties:
GroupName: "mwaa-security-group"
GroupDescription: "Security group with a self-referencing inbound rule."
VpcId: !Ref VPC

SecurityGroupIngress:
Type: AWS::EC2::SecurityGroupIngress
Properties:
GroupId: !Ref SecurityGroup
IpProtocol: "-1"
SourceSecurityGroupId: !Ref SecurityGroup

EnvironmentBucket:
Type: AWS::S3::Bucket
Properties:
VersioningConfiguration:
Status: Enabled
PublicAccessBlockConfiguration:
BlockPublicAcls: true
BlockPublicPolicy: true
IgnorePublicAcls: true
RestrictPublicBuckets: true

HAHBHHEHHAH AR HBH B HEHHAH AR HEH B H AR HBH AR HEHHRHRBHBEH B H AR HAH R HEH B H AR HBH B H AR B H RS HEHHRH RS
# CREATE MWAA

HEHBHHBEHHAHBRHBHHAHBEHHBH BB HBEHHAHBRHBHBRH R HRBH BB HBHHRHBRHBH BB HBHHRH R R HBEH R HBH R H RS HBHHRH RS

MwaaEnvironment:
Type: AWS::MWAA::Environment
DependsOn: MwaaExecutionPolicy
Properties:
Name: !Sub "${AWS::StackName}-MwaaEnvironment"
SourceBucketArn: !GetAtt EnvironmentBucket.Arn

£ 1 : % CloudFormation #&#R{R1F 275 11
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ExecutionRoleArn: !GetAtt MwaaExecutionRole.Arn
DagS3Path: dags/
NetworkConfiguration:
SecurityGroupIds:
- !GetAtt SecurityGroup.GroupId
SubnetIds:
- IRef PrivateSubnetl
- IRef PrivateSubnet2
WebserverAccessMode: PUBLIC_ONLY
MaxWorkers: !Ref MaxWorkerNodes
LoggingConfiguration:
DagProcessinglogs:
LogLevel: !Ref DagProcessinglLogs
Enabled: true
SchedulerlLogs:
LogLevel: !Ref SchedulerlLogslLevel
Enabled: true
TaskLogs:
LogLevel: !Ref TaskLogsLevel
Enabled: true
WorkerLogs:
LogLevel: !Ref WorkerLogslLevel
Enabled: true
WebserverlLogs:
LogLevel: !Ref WebserverlLogslLevel
Enabled: true

MwaaExecutionRole:
Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:
Version: 2012-10-17&TCX5-2025-waiver;
Statement:
- Effect: Allow
Principal:
Service:
- airflow-env.amazonaws.com
- airflow.amazonaws.com
Action:
- "sts:AssumeRole"
Path: "/service-role/"

MwaaExecutionPolicy:
DependsOn: EnvironmentBucket

£ 1 : % CloudFormation #&#R{R1F 275



Amazon Managed Workflows for Apache Airflow

RAriEmE

Type: AWS::IAM::ManagedPolicy
Properties:
Roles:
- IRef MwaaExecutionRole
PolicyDocument:
Version: 2012-10-17&TCX5-2025-waiver;
Statement:
- Effect: Allow
Action: airflow:PublishMetrics
Resource:
- !Sub "arn:aws:airflow:${AWS: :Region}:${AWS
${EnvironmentName}"
- Effect: Deny
Action: s3:ListAllMyBuckets
Resource:
- ISub "${EnvironmentBucket.Arn}"
- I1Sub "${EnvironmentBucket.Arn}/*"

- Effect: Allow
Action:
- "s3:GetObject*"
- "s3:GetBucket*"
- "s3:List*"
Resource:
- ISub "${EnvironmentBucket.Arn}"
- ISub "${EnvironmentBucket.Arn}/*"
- Effect: Allow
Action:
- logs:DescribelogGroups
Resource: "*"

- Effect: Allow
Action:
- logs:CreatelLogStream
- logs:CreatelLogGroup
- logs:PutLogEvents
- logs:GetLogEvents
- logs:GetLogRecord
- logs:GetLogGroupFields
- logs:GetQueryResults
- logs:DescribelogGroups
Resource:

::AccountId}:environment/

- !Sub "arn:aws:logs:${AWS::Region}:${AWS: :AccountId}:log-

group:airflow-${AWS: :StackName}*"
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- Effect: Allow
Action: cloudwatch:PutMetricData
Resource: "*"

- Effect: Allow
Action:

sgs:ChangeMessageVisibility
sqgs:DeleteMessage
sqgs:GetQueueAttributes
sqs:GetQueuelrl
sqs:ReceiveMessage
sqgs:SendMessage

Resource:

1Sub "arn:aws:sqs:${AWS: :Region}:*:airflow-celery-*"

- Effect: Allow
Action:

kms:Decrypt

kms :DescribeKey
"kms:GenerateDataKey*"
kms:Encrypt

NotResource: !Sub "arn:aws:kms:*:${AWS: :AccountId}:key/*"
Condition:
StringlLike:

Outputs:
VPC:

Description:

Value: !Ref

PublicSubnets:
Description:

"kms:ViaService":
- !Sub "sqgs.${AWS::Region}.amazonaws.com"

A reference to the created VPC
VPC

A list of the public subnets

Value: !Join [ ",", [ !'Ref PublicSubnetl, !Ref PublicSubnet2 ]]

PrivateSubnets:

Description:

A list of the private subnets

Value: !Join [ ",", [ !'Ref PrivateSubnetl, !Ref PrivateSubnet2 ]]

PublicSubnetl:
Description:

Value: !Ref

PublicSubnet2:
Description:

Value: !Ref

A reference to the public subnet in the 1st Availability Zone
PublicSubnetl

A reference to the public subnet in the 2nd Availability Zone
PublicSubnet2
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PrivateSubnetl:
Description: A reference to the private subnet in the 1st Availability Zone
Value: !Ref PrivateSubnetl

PrivateSubnet2:
Description: A reference to the private subnet in the 2nd Availability Zone
Value: !Ref PrivateSubnet2
SecurityGroupIngress:
Description: Security group with self-referencing inbound rule
Value: !Ref SecurityGroupIngress
MwaaApacheAirflowUI:

Description: MWAA Environment
Value: !Sub "https://${MwaaEnvironment.WebserverUrl}"

S 2 FH AWS CLI B2 HE%

1. ESHPRTET , SME1FMH mwaa-public-network.yml 89 B %, #l0 :

cd mwaaproject

2. %A aws cloudformation create-stack fp &S RER AWS CLI tlEHik,

aws cloudformation create-stack --stack-name mwaa-environment-public-network --
template-body file://mwaa-public-network.yml --capabilities CAPABILITY_IAM

® Note
f12 Amazon VPC E#tii% . Amazon S3 F&EH Amazon MWAA FREEE 30 249
&,

H 3 : [ DAG L4£Z| Amazon S3 H#71E Apache Airflow Ul iz 1T

1. EFIXEH&F Apache Airflow fRAHY tutorial.py XHASB , REELXHIBER
tutorial.py.

SR 2 £ AWS CLI I E2H#ik 15


https://docs.aws.amazon.com/cli/latest/reference/cloudformation/create-stack.html
https://airflow.apache.org/docs/apache-airflow/2.2.2/tutorial.html
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2. EWTRRAT , SMEIEMH tutorial.py BB F. i :

cd mwaaproject

3. BUTFRBIFIHFIA Amazon S3 7,

aws s3 1s

4. ERLT @S5 H Amazon S3 R E SRR XA XHR,

aws s3 1s s3://YOUR_S3_BUCKET_NAME

5. FRALUTHIZAR tutorial.py X# L& % dags XK, Bt amzn-s3-demo-bucket HHY
BEARME,

aws s3 cp tutorial.py s3://amzn-s3-demo-bucket/dags/

6. 7£ Amazon MWAA #Z#|& EITFIRE N E,

7. IEEIRIR

8. IEIRITIF Airflow Ul,

9. 7 Apache Airflow Ul £ , AT DAG %R iEZFEHTE DAG,

10. 7£ DAG #4EETNHE L , 1% DAG EMZ AN EF/BUHE 15 DAG FXUBUEE & DAG.
11. EFEAER DAG,

£, 4 : £ CloudWatch Logs 158 H&

& A LATE CloudWatch #2241 & F15 8] Apache Airflow Bi& , T f## CloudFormation 4% /5 AW FRE
Apache Airflow B&, T—TF B a{a 51 Airflow Web BR$585 B AL A E,

1. £ Amazon MWAA & & L3R E T H

2. EFIFE,

3. TEISEBEK %R Airflow Web RSE8 HEA,

4

EBEFHiERE webserver_console_ip B,

$I® 4 : 1 CloudWatch Logs Hi5[E B & 16


https://console.aws.amazon.com/mwaa/home#/environments
https://console.aws.amazon.com/mwaa/home#/environments
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o EiFM T UM L& DAG , WAIHEE requirements. txt FHY Python KBTI plugins.zip
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o AMECIRSEER , ESH K% Amazon MWAA £ H ERFIER.
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FF5EH Amazon MWAA

Amazon MWAA 5 Amazon S3 F &+ # Amazon VPC, DAG XA 4REIEBFE, A&
iR 7 FF e HER Amazon MWAA FREM RRFHFATE AWS &R,
£

. EREMH

« RTAHIEE

- FHRANAERTHE

. AR

« 3 Amazon MWAA 612 Amazon S3 F##.

- Bl VPC W%

« B2 Amazon MWAA 35

« BETRMIHL?

TR
F013 Amazon MWAA 545 , RGBSR RN AWS AR

« AWS IKF — B EMA Amazon MWAA BLREREFT A RY AWS BRSS MR IRRY AWS IK /.

RTAIERE

REMMTBLEROIEN AWS EftRENRIR,

+ Amazon VPC — Amazon MWAA IREFTEM Amazon VPC MEH 4, BRI LIEEBEXLE (5
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« Amazon S3 TF1# ¥ — A Tk DAG FXB X ( il plugins.zip M requirements.txt)
B Amazon S3 7M. Amazon S3 FMMAEENEIEFIELATTIER |, HiEAFEBRAE
&)  #0  Amazon MWAA 6|2 Amazon S3 . HAIE L,
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FIREI R T

E0Z Amazon MWAA 385 | S8 AT BATE QI EME 2 B RIS BRR QI 2 MEC B H Atk AWS R IRo

BB  LFEERUTRNE

« AWS KMS #4i — ATHERERHJITHRIBNZN AWS KMS F47, BT LATE Amazon MWAA 2l
B LIERBRIAETUAERI BB AR AWS BEEZY , t AL UEENENBRESRENER |, &%
AERFRIGRENIREAMANEM AWS RSHNR (E% ). ETHREZEE , BZH £AH
EFRENZRAHTINE,

. MITAE® — A Amazon MWAA HRIFREARH AWS BRIRHNITAE®, RIBIRER | &0 E
Amazon MWAA #£#] 8 LR ERINETRABIITAR, ETHREZEER | 55 Amazon MWAA
hITAE,

« VPC Z4£ 4 — AiF Amazon MWAA 518 VPC WM& E M AWS &R, B0 LU0 B IRER &R
Amazon MWAA 4|5 ENERIVETREIBZZ A | IENLTARBHMHOABRMBEHAN (5
B), BETHEZEER | 25 Amazon MWAA £ VPC &4,

AKX

Amazon MWAA FELLF AWS X5 AT, BTHRAXSMNE (FIHRNERAIERANXE ) NE
ZER , FSH AWS X,

KRB B

us-east-1 EERI (HFFRLMILE )
us-east-2 ZXERIP (FE3BEM )
us-west-1 XER/I ( MFERILILE )
us-west-2 XEAE (HBRM )
af-south-1 FEM (FFER)

ap-east-1 TA#BX (&FE)
ap-south-2 A X (BEHEB)
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(R
ap-southeast-3
ap-southeast-5
ap-southeast-4
ap-south-1
ap-northeast-3
ap-northeast-2
ap-southeast-1
ap-southeast-2
ap-northeast-1
ca-central-1
ca-west-1
eu-central-1
eu-west-1
eu-west-2
eu-south-1
eu-west-3
eu-south-2
eu-north-1
eu-central-2

il-central-1

B
AR ( HE3E )
TAK (DR )
TAHK (BRE )
TAMK (EK )
AR (ABR )
TABK (ER )

T AR (3% )
TAK (ERE )
TAHR (R )
&R (B )
AT (ERME )
MK (E2HE )
MR (BRE )
MK (%)
MR (K22 )
MK (ER)

B X ( FHEST )
BN X (SR RE )
M ( FRER )
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(R =1

me-south-1 FR (BH)
me-central-1 R ( FERE )
sa-east-1 EEM (ERF)

A Amazon MWAA 1% Amazon S3 Z& .

BRI A T 812 Amazon S3 & LATEM Apache Airflow EE[E TR E DAGs (). X BE X IE
HLAKplugins. zipX#HHH Python IkBIIAY S B, requirements.txt

B %

- FTHABIRER T
- BIEEER.

- BRTRMAL?

FIaaIHY ER TE

- ]2 Amazon S3 FEEfE , BLEE N FHEEEN. BXEZEE , 52 (Amazon Simple
Storage Service AAF{EM) PWEFMEBm AN,

- EEAEHEBRAZEHNERT , 2P0 A F Amazon MWAA IR/ Amazon S3 Z @ELE N
IFFRE A HIER,

- ATILE# MWAA IRER Amazon S3 SIS Si# MWAA IREMN TR — AWS XiF {7
B, EHFRTDE MWAA AWS X 1951k , B2 FPHNIL L EH MWAA LigT S MEEH. AWS —
sE

R EFER
AT NBRNIFERZE Amazon S3 FEENS R,
BB 7N

1. BF AWS EEEF|A HITFH Amazon S3 #H| A , Wik Hhttps://console.aws.amazon.com/s3/o
2. EFOIEM.

BIRFER 21


https://docs.aws.amazon.com/AmazonS3/latest/userguide/BucketRestrictions.html#bucketnamingrules
https://docs.aws.amazon.com/general/latest/gr/mwaa.html
https://console.aws.amazon.com/s3/

Amazon Managed Workflows for Apache Airflow

RAriEmE

3.

© N o o

9.

£ Bucket name ( &™) F , AR S DNS tRENEE .

BEMBIAEATER :

 1EFfE Amazon S3 22—,

- KEMXANT 3 F 63 NFEHZIEL
- TEEKREFH.

- LUNEFRFHHFEF XL

/A Important

BREEFHBEMPISHERER , UKkS, FEBENEEQFHEAPIHONRHOVLES
A A, URLs

AWS XiF EXIBRIERE -1, XMSAMEEH Amazon MWAA K8 AWS X5 #8[E,

FRFE-NFROLENXE , IFTRAEE R DIERM KA HREAER,

BHERFRLEFRBEQBHFS

EFERRAESREREE A,

Ak - R, ERSHRMBERSXLURS] Amazon S3 F##8. 0 Bucket : Stagings
AiE-RE BN, B LUERTE Amazon S3 F#E LB AU T MBETZ —,

a.

b.

TEBR S5 BRim N2 P ¥ Amazon S3 B4R ( SSE-S3 ) UG AR BN RS |/imINE,

1EEAWS Key Management Service #47 (SSE-KMS) SAERA % AWS KMS £AXY £ #Y
Amazon S3 TFEEHITINE :

i.  AWS EEF (aws/s3)-IRBIEZRILIETT , WA SAEEA B Amazon MWAA EERAWS

BAZRH  UUEEES EENBHARMBEN Amazon MWAA THR,

i, SRR R A AWS KMS B AWS KMS 48 ARN- 21 R 4% B2 1 S Wb iE R 2 2

EENZHA , NSAHIEEE AWS KMS Z4A ID 5 ARN., AWS KMS A@@ mazon MWAA

TZHHNBMNZXEER BIEEN AWS KMS ZE47E X4 A T EHEH Amazon MWAA

HERHEITINE

Ak - SRIRE., MREFH Amazon S3 WRBUE :

a.

EESHRE. B

BIEFER.
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/A Important
BFERANKUEFKAATHELEERBTIONR,. ETHRESEER , 55
% _{Amazon Simple Storage Service AAF#E/) FHIERA Amazon S3 X K41 E K i
EX R,

b. EEHEIA,
10. &F QIR .

BETRMEAAL?

s ETHRINMAKIECNETEMN Amazon VPC M |, 55 0l VPC WK,
s ETHENMMEBRHRINE , TSR NAEE ACL FEENR ?
o« BETHENMMBRIZMEEE , BSEMAIMBER S3 F45HE 2 .

B VPC M

Amazon MWAA Z&E Amazon VPC B EMNME A G RIZIFUIE, KIEREMNE TN Amazon MWAA
IR 6|3 Amazon VPC MEMRREIE,

® Note
Apache Airflow ZE{RIE R MEZ IR EH R R KT, MREEANRTRER A HEMXE R A
BERIA Amazon VPC , BRITEWE N Amazon SQS, CloudWatch, Amazon S3 1 AWS
KMS 30 AWS PrivateLink i 5. B3 Amazon MWAA EZ& AWS PrivateLink I E 215
B, BZHNESEERMIARNEN Amazon VPC R,

Bx
- EREH
- FRBINERTHE
« 812 Amazon VPC P& HY LT
« BT — : £ Amazon MWAA 2§ & £ VPC M4

« I : IR G R EBMAY Amazon VPC M4
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« BEI= : SIETAIA B EEMA Amazon VPC M4
o ETRMHAL?

FRF M

AWS Command Line Interface (AWS CLI) 2 —fFREITE , B LAREGTIT Shell FEAGTTE
AWS RESHITRE, BEXRATHNSER , BEEUTHZATES

« AWS CLI - ZEIRA 2,
« AWS CLI -/ aws configure #{THREEE.

FIRaiH ER T/E

- INRRIBREBTEEINMREEN VPC M4,

« A LA Amazon VPC Hl Apache Airflow Web RS ERAAER A HEHR, BiFRETSIE | iF
25 the section called “Amazon VPC 1 Apache Airflow 17 8 #& =X B 7= 451 B 517

#Z Amazon VPC W £& /Y 1%EIN
T—FNABTHAFRFERE Amazon VPC P& LI,

(® Note

Amazon MWAA A FEXEREP ( FHFEBLMILER ) XigHEA usel-az3 ATAKX

(AZ) ., EXERI (FEFRILMILE ) XKiFH6IZEA T Amazon MWAA B9 VPC Bt , 24T
CloudFormation ( CFN ) ik EX5# AvailabilityZone, 7 EH A AX BT SHE
Fl usel-az3, BHUUBEETUATHSREEZTAREMEENNTARX ID HFMARET

aws ec2 describe-availability-zones --region us-east-1

I — : £ Amazon MWAA 414 E 62 VPC W

T — 882 1% B8 204 1E Amazon MWAA 1241 & E 62 VPC W&k, &R B BB M #1721
H., EARTEARLAEMBZRLEMEHRIEIA Apache Airflow Web ARS5 25,
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TERERTHE Amazon MWAA 12414 £ WRE 7] L3k 2 6172 MWAA VPC %41,

R = QBB R BEEMEY Amazon VPC W4

LA CloudFormation ##x7E2AIA AWS XiZ 6122 7] 58 BB M A Amazon VPC W&, IthikInfE A
B EBRMEFTAREE, WERTHTEELRERNERLEMEHRIERA Apache Airflow Web Bk

Samo

1. EFILUTERNWABRHFEAERN cfn-vpc-public-private.yaml REERM A, Bt Al LUE
AT i8R,

Description: This template deploys a VPC, with a pair of public and private
subnets spread
across two Availability Zones. It deploys an internet gateway, with a default
route on the public subnets. It deploys a pair of NAT gateways (one in each AZ),
and default routes for them in the private subnets.

Parameters:
EnvironmentName:
Description: An environment name that is prefixed to resource names
Type: String
Default: mwaa-

VpcCIDR:
Description: Please enter the IP range (CIDR notation) for this VPC
Type: String
Default: 10.192.0.0/16

PublicSubnet1CIDR:
Description: Please enter the IP range (CIDR notation) for the public subnet in
the first Availability Zone
Type: String
Default: 10.192.10.0/24

PublicSubnet2CIDR:
Description: Please enter the IP range (CIDR notation) for the public subnet in
the second Availability Zone
Type: String
Default: 10.192.11.0/24

PrivateSubnetl1CIDR:
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Description: Please enter the IP range (CIDR notation) for the private subnet
in the first Availability Zone

Type: String

Default: 10.192.20.0/24

PrivateSubnet2CIDR:
Description: Please enter the IP range (CIDR notation) for the private subnet
in the second Availability Zone
Type: String
Default: 10.192.21.0/24

Resources:
VPC:

Type: AWS::EC2::VPC

Properties:
CidrBlock: !Ref VpcCIDR
EnableDnsSupport: true
EnableDnsHostnames: true
Tags:

- Key: Name
Value: !Ref EnvironmentName

InternetGateway:
Type: AWS::EC2::InternetGateway
Properties:
Tags:
- Key: Name
Value: !Ref EnvironmentName

InternetGatewayAttachment:
Type: AWS::EC2::VPCGatewayAttachment
Properties:
InternetGatewayId: !Ref InternetGateway
VpcId: !Ref VPC

PublicSubnetl:

Type: AWS::EC2::Subnet

Properties:
VpcId: !Ref VPC
AvailabilityZone: !Select [ 0, !GetAZs '' ]
CidrBlock: !Ref PublicSubnetlCIDR
MapPublicIpOnLaunch: true
Tags:

- Key: Name
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Value: !Sub ${EnvironmentName} Public Subnet (AZ1)

PublicSubnet2:
Type: AWS::EC2::Subnet
Properties:
VpcId: !Ref VPC
AvailabilityZone: !Select [ 1, !GetAZs '' ]

CidrBlock: !'Ref PublicSubnet2CIDR
MapPublicIpOnLaunch: true
Tags:
- Key: Name
Value: !Sub ${EnvironmentName} Public Subnet (AZ2)

PrivateSubnetl:
Type: AWS::EC2::Subnet
Properties:
VpcId: !Ref VPC
AvailabilityZone: !Select [ 0, !GetAZs '' ]

CidrBlock: !'Ref PrivateSubnetlCIDR
MapPublicIpOnLaunch: false
Tags:
- Key: Name
Value: !Sub ${EnvironmentName} Private Subnet (AZ1l)

PrivateSubnet2:
Type: AWS::EC2::Subnet
Properties:
VpcId: !Ref VPC
AvailabilityZone: !Select [ 1, !GetAZs '' ]

CidrBlock: !Ref PrivateSubnet2CIDR
MapPublicIpOnLaunch: false
Tags:
- Key: Name
Value: !Sub ${EnvironmentName} Private Subnet (AZ2)

NatGatewaylEIP:
Type: AWS::EC2::EIP
DependsOn: InternetGatewayAttachment
Properties:
Domain: vpc

NatGateway2EIP:
Type: AWS::EC2::EIP
DependsOn: InternetGatewayAttachment
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Properties:
Domain: vpc

NatGatewayl:
Type: AWS::EC2::NatGateway
Properties:
AllocationId: !GetAtt NatGatewaylEIP.AllocationId
SubnetId: !Ref PublicSubnetl

NatGateway2:
Type: AWS::EC2::NatGateway
Properties:
AllocationId: !GetAtt NatGateway2EIP.AllocationId
SubnetId: !Ref PublicSubnet2

PublicRouteTable:
Type: AWS::EC2::RouteTable
Properties:
VpcId: !Ref VPC
Tags:
- Key: Name
Value: !Sub ${EnvironmentName} Public Routes

DefaultPublicRoute:
Type: AWS::EC2::Route
DependsOn: InternetGatewayAttachment
Properties:
RouteTableId: !Ref PublicRouteTable
DestinationCidrBlock: 0.0.0.0/0
GatewayId: !Ref InternetGateway

PublicSubnetlRouteTableAssociation:
Type: AWS::EC2::SubnetRouteTableAssociation
Properties:
RouteTableId: !Ref PublicRouteTable
SubnetId: !Ref PublicSubnetl

PublicSubnet2RouteTableAssociation:
Type: AWS::EC2::SubnetRouteTableAssociation
Properties:
RouteTableId: !Ref PublicRouteTable
SubnetId: !'Ref PublicSubnet2
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PrivateRouteTablel:
Type: AWS::EC2::RouteTable
Properties:
VpcId: !Ref VPC
Tags:
- Key: Name
Value: !Sub ${EnvironmentName} Private Routes (AZ1l)

DefaultPrivateRoutel:
Type: AWS::EC2::Route
Properties:

RouteTableId: !Ref PrivateRouteTablel
DestinationCidrBlock: 0.0.0.0/0
NatGatewayId: !Ref NatGatewayl

PrivateSubnetlRouteTableAssociation:
Type: AWS::EC2::SubnetRouteTableAssociation
Properties:
RouteTableId: !Ref PrivateRouteTablel
SubnetId: !Ref PrivateSubnetl

PrivateRouteTable2:
Type: AWS::EC2::RouteTable
Properties:
VpcId: !Ref VPC
Tags:
- Key: Name
Value: !Sub ${EnvironmentName} Private Routes (AZ2)

DefaultPrivateRoute?2:
Type: AWS::EC2::Route
Properties:

RouteTableId: !Ref PrivateRouteTable2
DestinationCidrBlock: 0.0.0.0/0
NatGatewayId: !Ref NatGateway2

PrivateSubnet2RouteTableAssociation:
Type: AWS::EC2::SubnetRouteTableAssociation
Properties:
RouteTableId: !Ref PrivateRouteTable2
SubnetId: !'Ref PrivateSubnet2

SecurityGroup:
Type: AWS::EC2::SecurityGroup
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Properties:
GroupName: "mwaa-security-group"
GroupDescription: "Security group with a self-referencing inbound rule."
VpcId: !Ref VPC

SecurityGroupIngress:
Type: AWS::EC2::SecurityGroupIngress
Properties:
GroupId: !Ref SecurityGroup
IpProtocol: "-1"
SourceSecurityGroupId: !Ref SecurityGroup

Outputs:
VPC:
Description: A reference to the created VPC
Value: !Ref VPC

PublicSubnets:
Description: A list of the public subnets
Value: !Join [ ",", [ !'Ref PublicSubnetl, !Ref PublicSubnet2 ]]

PrivateSubnets:
Description: A list of the private subnets
Value: !Join [ ",", [ !'Ref PrivateSubnetl, !Ref PrivateSubnet2 ]]

PublicSubnetl:
Description: A reference to the public subnet in the 1st Availability Zone
Value: !Ref PublicSubnetl

PublicSubnet2:
Description: A reference to the public subnet in the 2nd Availability Zone
Value: !Ref PublicSubnet2

PrivateSubnetl:
Description: A reference to the private subnet in the 1st Availability Zone
Value: !Ref PrivateSubnetl

PrivateSubnet2:
Description: A reference to the private subnet in the 2nd Availability Zone
Value: !Ref PrivateSubnet2

SecurityGroupIngress:
Description: Security group with self-referencing inbound rule
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Value: !Ref SecurityGroupIngress
2. EGMTRERRAT , SMEIE® cfn-vpc-public-private.yaml B F. #i0 :
cd mwaaproject

3. #HA aws cloudformation create-stack apHREEA AWS CLI Bk,

aws cloudformation create-stack --stack-name mwaa-environment --template-body
file://cfn-vpc-public-private.yaml

(® Note
€12 Amazon VPC EiZEEE KL 30 14,

EI= : BB EBMAY Amazon VPC M4
BT CloudFormation AR EERIA AWS Xig A2 a5 R BB MY Amazon VPC M4,

Wk ER oA G R BB FAERAH. WERTATFNERENEZHRIERXA Apache Airflow Web
RS2, TRAMEFEAN AWS RS RIZEFEM VPC i a.

1. S TERGABHIGEAER cfn-vpc-private.yaml RIEEARMS, B R TS
1o

AWSTemplateFormatVersion: "2010-09-09"

Parameters:
VpcCIDR:
Description: The IP range (CIDR notation) for this VPC
Type: String
Default: 10.192.0.0/16

PrivateSubnetl1CIDR:

Description: The IP range (CIDR notation) for the private subnet in the first
Availability Zone

Type: String

Default: 10.192.10.0/24

PrivateSubnet2CIDR:
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Description: The IP range (CIDR notation) for the private subnet in the second

Availability Zone
Type: String
Default: 10.192.11.0/24

Resources:
VPC:

Type: AWS::EC2::VPC

Properties:
CidrBlock: !Ref VpcCIDR
EnableDnsSupport: true
EnableDnsHostnames: true
Tags:

- Key: Name
Value: !Ref AWS::StackName

RouteTable:
Type: AWS::EC2::RouteTable
Properties:
VpcId: !Ref VPC
Tags:
- Key: Name

Value: !Sub "${AWS::StackName}-route-table"

PrivateSubnetl:
Type: AWS::EC2::Subnet
Properties:
VpcId: !Ref VPC
AvailabilityZone: !Select [ 0, !GetAZs '' ]

CidrBlock: !Ref PrivateSubnetlCIDR
MapPublicIpOnLaunch: false
Tags:

- Key: Name

Value: !Sub "${AWS::StackName} Private Subnet (AZ1)"

PrivateSubnet2:
Type: AWS::EC2::Subnet
Properties:
VpcId: !Ref VPC
AvailabilityZone: !Select [ 1, !GetAZs '' ]

CidrBlock: !'Ref PrivateSubnet2CIDR
MapPublicIpOnLaunch: false
Tags:

- Key: Name
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Value: !Sub "${AWS::StackName} Private Subnet (AZ2)"

PrivateSubnetlRouteTableAssociation:

Type: AWS::EC2::SubnetRouteTableAssociation

Properties:
RouteTableId: !Ref RouteTable
SubnetId: !Ref PrivateSubnetl

PrivateSubnet2RouteTableAssociation:

Type: AWS::EC2::SubnetRouteTableAssociation

Properties:
RouteTableId: !Ref RouteTable
SubnetId: !Ref PrivateSubnet2

S3VpcEndoint:

Type: AWS::EC2::VPCEndpoint

Properties:
ServiceName: !Sub "com.amazonaws.${AWS
VpcEndpointType: Gateway
VpcId: !Ref VPC
RouteTablelds:

- !Ref RouteTable

SecurityGroup:
Type: AWS::EC2::SecurityGroup
Properties:
VpcId: !Ref VPC

: :Region}.s3"

GroupDescription: Security Group for Amazon MWAA Environments to access VPC

endpoints

GroupName: !Sub "${AWS::StackName}-mwaa-vpc-endpoints"

SecurityGroupIngress:
Type: AWS::EC2::SecurityGroupIngress
Properties:
GroupId: !Ref SecurityGroup
IpProtocol: "-1"

SourceSecurityGroupId: !Ref SecurityGroup

SqsVpcEndoint:
Type: AWS::EC2::VPCEndpoint
Properties:

ServiceName: !Sub "com.amazonaws.${AWS: :Region}.sqgs"

VpcEndpointType: Interface
VpcId: !Ref VPC
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PrivateDnsEnabled: true
SubnetIds:

- IRef PrivateSubnetl

- IRef PrivateSubnet2
SecurityGroupIds:

- IRef SecurityGroup

CloudWatchLogsVpcEndoint:
Type: AWS::EC2::VPCEndpoint
Properties:

ServiceName: !Sub "com.amazonaws.${AWS::Region}.logs"
VpcEndpointType: Interface
VpcId: !Ref VPC
PrivateDnsEnabled: true
SubnetIds:
- IRef PrivateSubnetl
- IRef PrivateSubnet2
SecurityGroupIds:
- IRef SecurityGroup

CloudWatchMonitoringVpcEndoint:
Type: AWS::EC2::VPCEndpoint
Properties:

ServiceName: !Sub "com.amazonaws.${AWS::Region}.monitoring"
VpcEndpointType: Interface
VpcId: !Ref VPC
PrivateDnsEnabled: true
SubnetIds:
- IRef PrivateSubnetl
- IRef PrivateSubnet2
SecurityGroupIds:
- IRef SecurityGroup

KmsVpcEndoint:
Type: AWS::EC2::VPCEndpoint
Properties:
ServiceName: !Sub "com.amazonaws.${AWS: :Region}.kms"
VpcEndpointType: Interface
VpcId: !Ref VPC
PrivateDnsEnabled: true
SubnetIds:
- IRef PrivateSubnetl
- !Ref PrivateSubnet2
SecurityGroupIds:
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- IRef SecurityGroup

Outputs:
VPC:
Description: A reference to the created VPC
Value: !Ref VPC

MwaaSecurityGroupId:
Description: Associates the Security Group to the environment to allow access
to the VPC endpoints
Value: !Ref SecurityGroup

PrivateSubnets:
Description: A list of the private subnets
Value: !Join [ ",", [ !'Ref PrivateSubnetl, !Ref PrivateSubnet2 ]]

PrivateSubnetl:
Description: A reference to the private subnet in the 1st Availability Zone
Value: !Ref PrivateSubnetl

PrivateSubnet2:

Description: A reference to the private subnet in the 2nd Availability Zone
Value: !Ref PrivateSubnet2

2. EHTERAET , SMEIE® cfn-vpc-private.yml B E F. i :

cd mwaaproject

3. # A aws cloudformation create-stack a3 EH AWS CLI Bl ZEHiR,

aws cloudformation create-stack --stack-name mwaa-private-environment --template-
body file://cfn-vpc-private.yml

(® Note
812 Amazon VPC EMiZEEE KL 30 24,

4. BEBOIE—MNE  UEMNTENFEXLE VPC iR, ETHREZEER | 55 £ Amazon
MWAA EEEX RS 4EE Amazon VPC i 2 B 5 18] o

B2 Amazon VPC M 4 /Y% 1 35
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® Note

IET LAE Amazon MWAA Z2 41 CIDR H#t— S R&EIH G TER, Hlan | e LU R B
SIAHBIEHN, Amazon S3 B4k %Iz Amazon VPC #Y CIDR XRER#IB &,

BETRMAAL?

« ETHENMANE Amazon MWAA K8 | S 8122 Amazon MWAA IRE,

- ETRINAERATLEREBANEMNTENE Amazon VPC B VPN B2 , FZ 5 #ig | £/H AWS
Client VPN B EFAE W& X R,

#8172 Amazon MWAA Ifi8

Amazon Managed Workflows for Apache Airflow £ & Apache fHEIHFFIR Apache Airflow A~ 7
|, EEFTIERAWIREFIRE Apache Airflow, ISR EBIE Amazon MWAA INMERH R,
Bx
- FFIRBIMER T
« Apache Airflow HR A%
- FR1 . BEERHAER
- FR2  BESRRE
- $B 3 EEMNCIE

\|

\|

FIaBIHY ER TE

- MERIRE , BRTLTEBUANPEEEN VPC ME,

o WEEN Amazon S3 FHEEE N IEFTE QTG H S AE M AR AR,

- BEEAWS K EFEA Amazon MWAA BIRBR , BAK AWS Identity and Access Management
(IAM) FEII R T BEBIZE IAM A, IREN Apache Airflow Web FRSSE51E R 7 FAE ML H &

I , AT ZERXLBRHI Amazon VPC WK Apache Airflow 5B R , RILIEEE IAM FRNRS
BeflZE Amazon VPC i 8.
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® Note

Amazon MWAA £ BIZERBHITHEMLE, MEREFER IPv6 F™ , Amazon MWAA &8
BEBEEM Web IRE25H IPv6 FAEHERKIERE, Amazon MWAA FZEFHEM KR 2 |
B, W EEENEREALT,. IPV6

Apache Airflow hR4x

Amazon MWAA EF#FELT Apache Airflow iR,

(® Note

H 2025 & 12 A 30 B , Amazon MWAA F£& IEXY Apache Airflow MRZAR v2.4.3, v2.5.1
FMv2.6.3 X, BXEZEER , S HApache Airflow MR 35 F1 5 L (71,

+ M Apache Airflow v2.2.2 FF#8 , Amazon MWAA X #FE#1E Apache Airflow Web fRSSE5 £

£ Python B3R, RHUEFSNAEE M.

* M Apache Airflow v2.7.2 FF18 , ERXHSMEBE —%K --constraint B4, MREKRE

MAREZH , Amazon MWAA FRHEBEE —NMNAREH , MBRENERDPIIENEFSE
IR ETEE R/ Apache Airflow fRA 3R,

BREFRXMHAFREBARFHNESZEE , 55 R %2 Python KB,

Apache Airflow Apache Airflow Amazon MWAA Apache Airflow Python R Z<

hixZ< KW BEH t A NRFMH

v2.11.0 20258508208  2026F1A7H  v211.0 AKRX#E  Python 3.12

v3.0.6 2025 8829 2025 1081 v3.064KMHE  Python 3.12
] B

v2.10.3 2024 E 11 B4 202412 B 18 v2.10.3 AKM#  Python 3.11
] B

v2.10.1 2024 9A5  2024F9A26 v2.101 AFM#  Python 3.11
B =
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https://airflow.apache.org/docs/apache-airflow/2.10.1/release_notes.html#airflow-2-10-1-2024-09-05
https://airflow.apache.org/docs/apache-airflow/2.10.1/release_notes.html#airflow-2-10-1-2024-09-05
https://raw.githubusercontent.com/apache/airflow/constraints-2.10.1/constraints-3.11.txt
https://peps.python.org/pep-0664/
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Apache Airflow Apache Airflow Amazon MWAA Apache Airflow Python R Z<

hixZ< A% B i ti A ARFH

v2.9.2 20246 810 2024F7HA9 V292 4KMH  Python 3.11
=] =

v2.8.1 20241819 202452823 v2.814%KX#H  Python 3.11
= =

v2.7.2 2023 10 812 2023F 11 A6 v2724%KX#  Python 3.11
= =

HXIEBEEEM Apache Airflow SPERTIBIE Amazon MWAA REBEMNEZELE | SRZ D THIE
WIEEMN A | {525 Amazon MWAA T#8iEM.

BIEHIER

T—HNE0E Amazon MWAA B SE,
B BEEFAEE
EETEHRENFAEE | FRITUATERE

1. $TFF Amazon MWAA ##l &,

2. EFRRH AWS X1,

3. ERCIEIE,

4, HEETHEMAEEREL  EFREMAEET :

a. HERMBPAEHIRER A —NEHK,
b. 7E Airflow MRZ<H1%&$E Apache Airflow ix7<

(® Note

MRKRIEELME , MERIA R FZFH Apache Airflow iRA, AT A SFIRAZ
Apache Airflow v3.0.6,

5. 7 Amazon S3 B DAG KRB THEEEUTHE :
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https://raw.githubusercontent.com/apache/airflow/constraints-2.9.2/constraints-3.11.txt
https://peps.python.org/pep-0664/
https://airflow.apache.org/docs/apache-airflow/2.8.1
https://airflow.apache.org/docs/apache-airflow/2.10.1/release_notes.html#airflow-2-8-1-2024-01-19
https://airflow.apache.org/docs/apache-airflow/2.10.1/release_notes.html#airflow-2-8-1-2024-01-19
https://raw.githubusercontent.com/apache/airflow/constraints-2.8.1/constraints-3.11.txt
https://peps.python.org/pep-0664/
https://airflow.apache.org/docs/apache-airflow/2.7.2
https://airflow.apache.org/docs/apache-airflow/2.10.1/release_notes.html#airflow-2-7-2-2023-10-12
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https://console.aws.amazon.com/mwaa/home/
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a. S3 Bucket, %X % S3 Hi%EFE Amazon S3 M , HEH A Amazon S3 URI,

b. DAGs folder, i%&#% S3 , AF%k$E Amazon S3 FEE T H dags XX |, HEBMA
Amazon S3 URI,

c. HEMGXXHE-Tk, EEWE S3, ARFEE Amazon S3 B LM plugins.zip X , HEH
# A Amazon S3 URI,

d. ERIH-Ak, EFBRIE S3, RE1EE Amazon S3 MM LM requirements. txt X
# , 2E\EM|A Amazon S3 URI,

e. BIMIAIH-TIE | EEBERXE S3HIEE Amazon S3 FHER LEVHIA XY | HERA
Amazon S3 URI,

6. iﬁ#T—*ﬁo

FR]R2  BESHRE

BEESRRE

1. EEESRRENEL , #BHMT :
« & Amazon VPC,

W HBRIFIE T Amazon VPC FREIFHANTAE FM,
2. £ Web lRE[HET , EFBFEEIEMN Apache Airflow 15 HE :

a. FAEMLEK, XRH T X Apache Airflow Ul B3R , RE7E Amazon VPC R E23R1E HEH
IAM KB RIIXFEM A A TN, BFERENREFEERN LS ERAE Amazon VPC ik Ko

@ Note

R Apache Airflow Ul REEE A RIMEFIENE , HEFFEH R NS FEERA#HIT
Web RFB|ERRE , FTEFRABEMEERI, NREEFLHEERED , NFEZA
B — L%k 158 Amazon VPC ## Apache Airflow Web R85, BEXEZER
B2 AR Apache Airflow Web RS 88H VPC im s ( RABEMEIEM ) »

b. WEME, XEIREBIHER IAM KL RNR AP A LUEE BB/ 157 Apache Airflow
Ul,

3. EZ2AT , EBATHRY Amazon VPC HE LA -
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a. BRIAMERT , Amazon MWAA 27 Amazon VPC 82— N&E44AH , AEt@fReeA b E
FR4ETERY A UE A H us H

b. Tk, BUHEFOEMLZLEPNERETEERS 5 1M %24,

® Note

B Amazon VPC Z2EAMNNEEFEMNAWGMEWEHIN , FEATFNERE, E
THRESZELR , 2 Amazon MWAA £# VPC &4,

4. FEIRRRT , BE—-IPHER,
BNBUOARXEFEN TEABREN&NRT . SR SIRER B R,
5. WTHRAIHELEIE , BIEEZEIHREFIEITH Apache Airflow THELEZNRAKE,

BXREZER  FEREMEEALTH.

6. EEHRA Web RFFHMFR/D Web IRS5ERE , UEE Amazon MWAA fIRIERER T R
Apache Airflow Web fR%585.

X Web REEEBIIT EBMNEZEELR |, 1§51 the section called “Bt & Web RS EEEZT 487,
7. TEMET , B —NHRIEMNZRIE

a. ERIAMBERT , Amazon MWAA £ AWSHIE Y Z £ R N 28 I8V B8
b. Wik, EF BENMBRE (SR )" UEEHM AWS KMS 4, NMREBERELDR
FEEEFEENZS , NATIEE AWS KMS 4 ID 5 ARN, AWS KMS A@@ mazon

MWAA £ 3%5E& M2 Xig %40, MREE Amazon S3 FER LIEE T A TR S[iHME
B Amazon S3 Z4f , M4 H Amazon MWAA PR35 18 EH B/ %40

® Note
TR E Z RPN RBR S BETE Amazon MWAA HIl A EiRBRZ%4, BEHLTE
I M INZR AR P PRAY Y IR EEBF Amazon MWAA & B B AR

8. HE., £ UE T, FAiflow BEERBIEERE - INHZNMNAEKT , FF Apache Airflow AEKIE
F|AA&E : CloudWatch

a. Airflow FFHE, EBRERIEE “BFHE RHH Apache Airflow £55 HE CloudWatch Y
KE,
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b. Airflow Web RSB EK, EBRELET “BFFHE K3IH Apache Airflow P& RS 35 B &
#3£A CloudWatch ,
c. Airflow ItXIEFAE. EEREERIEE “BFAXE RAIH Apache Airflow AEREF B EHFRE
CloudWatch ,
d. Airflow TELERE, EEBEBEREE “BEFAE RFH Apache Airflow TERE
CloudWatch B9 H,
e. Airflow DAG A A, %IREA X “BR AL 54 Apache Airflow DAG b A&
CloudWatch B9 3,
9. Wik, XT Airflow BLEET , EFHINEEXEEED

B LAM Apache Airflow fRZ<EY Apache Airflow Fit BIE TRV TR 5Kk P 1TIEE , BT BUE
EBHEMBEIE, 580 core.default_task_retries: 3.
10. A%, EHRET , ERRMFHIRIL , FREEREHEXEK, FlW , Environment : Stagingo
1. ENRT , BB MITAE,

a. BMINBERT , Amazon MWAA 2 GIZFTABHEE-—IMITAE, BL4TERRE IAM A
BAYINER |, FREGE A LLIE TN,

b. ik, EFEHAAE ARN BATBRITAEH Amazon BIREF (ARN) .
12. ji;%-l:_*/j:o
FIR3 BEFEMOIE
EEENERE , BIITUTRE

EENERE , ER0ENE,

(® Note
NERBANTFE- T =15,

BT RMTA?

« BETHUNAEIE Amazon S3 FiE#@ , i5S 1 7 Amazon MWAA €13 Amazon S3 Fi& i@, o
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EEX Amazon MWAA IR /Y 5 (7]

FEZARFERT Apache Airflow B S EE TEREEH AWS SREFHANEMERSNER, &k
EERBHE T LE MWAA FREFER Apache Airflow B P S EHNPR (IAM)s  AWS Identity and
Access Management AT N A A FRFHE AWS BIR 1T RN RAINIT A & LR AR IR |, MUK
P E &Y Amazon MWAA IRE R Apache Airflow AWS K F P R EFTER R,

FH

* 1518 Amazon MWAA 38

- Amazon ECS HWIRZHXAE
« Amazon MWAA R ITAE

- BHUBRSEEERE

« Apache Airflow i /B {& =X,

BB Amazon MWAA IRiE

E#FH Amazon MWAA | BAERKF MBS X ERRN IAM BE, AEFNAETETLR
Amazon MWAA ¥RERY Apache Airflow JF & B BAF] Apache Airflow F F= Bt bn#Y 5 7] SR BE o

BENBUEA RN SIEAERFANSCERERS 54XIEE Amazon MWAA BIR, RESKKR | #
RIFREEEEMINE IAM AP, R, JE AR AR AWS B IR I5ET 75 FER.

IAM B ERAEKS FLEN —MEERENRN IAM 54, IAM A5 IAM AFEXLY , ANER—
NEANRREEN AWS B, ZERBERE T 2S00 M AN TREMTL AWS, BER , ABE®E

LREENEMARA MR- EEMANRAXEK, I SEKBEXKNRERBREIE (NHEDG
RFEEH ). M, SREFASN , EaNFRN AL ERERNZSIESR,

EQRSEHIENR , EUNMEBEHNACEUNIR. SKRSFORITHEHRIEN , 250
EAGHEIBEAERTHLACEXNNR. BXATHRESFORINACGHER , H5H (IAM A
FiER) PRHNE=S5HRHEECERAE (KE S BRI ) . MREMEM IAM Identity Center ,
NEERENRE, HEHENSOERITHORIEFALBRNAZE , IAM Identity Center FFXRE

5 IAM FHy S EEXEK, BXNRENER , 28 (AWS IAM Identity Center A 38F) HRIR
==

ZI<o

BT LAERIKF Y IAM £ &% HAat s e &0k - RREN AWS Ik XBR. BX R4, F205 IAM A
FIEETR IAM 22 . AWS IKF A IAM AEZE KRG RIRER,
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Sections

- THERE

o TEMNENIHEBE . Amazon MWAAFull ConsoleAccess

o STEH AP MEZH & HEBE : Amazon MWAAFuUIl ApiAccess

o RiEE4A 15 R %MK . Amazon MWAARead OnlyAccess

« Apache Airflow F 7~ R HEG A K EE . T 5# MWAAWeb ServerAccess
« Apache Airflow Rest APl i[RI BUE : W 5 MWAARest APIAccess
+ Apache Airflow CLI BUER : I 5% MWAAAIrflow CliAccess

« B2 JSON K

o« FFRBEH BT R EEFE K R B A B

. BTIRMMAL?

TERE

FHIEFTHE AWS Identity and Access Management (IAM) SE{&E8TE % 51/ Amazon MWAA BRiE H {f
HERMRSE ., BLMBIE— KB , F Apache Airflow B P HEIXEF RN, 0, £F
@] Apache Airflow FF & B BA % F 15 R A BR

Amazon MWAA HXERERITAFREEEE AWS BHlA LSBT IRIE APIs FERNMITIRE
FTEMINER,

BRI LAERAREBTHH JSON FKEEFE IAM R Apache Airflow BRI —NERE |, AR RFHZ S H0
B IAMHHAF., #4A3AE,

« IS MWAAFull ConsoleAccess — £ A b SR B& 1R F £ Amazon MWAA 2§ & LB EFRE R
PR o

« W 5# MWAAFull ApiAccess — R L BUERER T4 W APIs A T EEINERNATAE Amazon MWAA HY
PR,

« W 5# MWAARead OnlyAccess — AL KRR FX L SE MWAA 2§ & EIREFERAN TRV
7] A PR o

« T 5# MWAAWeb ServerAccess — AL BER TR FXF Apache Airflow FI4& AR &85 89 177 (R A BR o
o« 05 MWAAAIrflow CliAccess — {8 F L SR BE 3% F12 1T Apache Airflow CLI T35 B 15 R AR .

ERHEBANR , EHENRAS, ARAEFMNNR
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- FEHFPFEL AWS IAM Identity Center :

BIENRES, &E (AWS IAM Identity Center AF1EE) HEIENRERHBHITERE,
- BISHREEE IAM FRENAF
UERERATEARSRINAR, BR (AM AFER) FHNE=F5 G REHEWERE (KE
SHRIE ) HRAHITERE,
- IAM AP :
- SIEENAFAUEANAE, BR (AM AFERE) 93 IAM A o2 A SRR TRE.

« (THECER ) FRBEEZMNIASSRAFANEAFE, 28 (AM AFER) PEAS
ANIIRFR (#2HE ) AR B TR,

TENENIFRIBE | Amazon MWAAFull ConsoleAccess

MEBEAFEER Amazon MWAA #2418 EEEBINE | N AEEEE A
AmazonMWAAFullConsoleAccess WPRFHEL,

(® Note
TEBEAFRIREAIEEMIT iam: PassRole R, XAFAFPFSREHERH
AEMNNIT A EE#ES Amazon MWAA, Amazon MWAA HESN AR RS Ei
AWS BB%. LT RHIMER iam: PassedToService &85 Amazon MWAA RS E 4k
(airflow.amazonaws.com) IEE N AFABEREENRS,
BXxEZ{EEiam:PassRole , FZH IAM AR EBHHNRTFA/E AWS RF1E1E A ER I
BR o

MBLIBME R EANEN AWS HEHTH RORHEE Amazon MWAA TR | R LT 5,

£ AWS AN =

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
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Amazon Managed Workflows for Apache Airflow

RAriEmE

"Action": "airflow:*",
"Resource": "*"

"Effect": "Allow",
"Action": [

1,

"iam:PassRole"

"Resource": "*",
"Condition": {

"StringlLike": {
"iam:PassedToService": "airflow.amazonaws.com"

"Effect": "Allow",
"Action": [

1,

"iam:ListRoles"

"Resource": "*"

"Effect": "Allow",
"Action": [

1,

"Resource": "arn:aws:iam::111122223333:policy/sexrvice-role/MWAA-

"iam:CreatePolicy"

Execution-Policy*"

3,
{

"Effect": "Allow",
"Action": [

1,

"iam:AttachRolePolicy",
"iam:CreateRole"

"Resource": "arn:aws:iam::111122223333:role/service-role/AmazonMWAA*"

"Effect": "Allow",
"Action": [

1,

"jam:CreateServicelLinkedRole"

SRR RGBT R AR
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RAriEmE

"Resource": "arn:aws:iam::*:role/aws-service-role/

airflow.amazonaws.com/AWSServiceRoleForAmazonMWAA"

},
{

"Effect": "Allow",
"Action": [
"s3:GetBucketLocation",
"s3:ListAllMyBuckets",
"s3:ListBucket",
"s3:ListBucketVersions"
1,

"Resource": "*"

"Effect": "Allow",

"Action": [
"s3:CreateBucket",
"s3:PutObject"”,
"s3:GetEncryptionConfiguration"

1,

"Resource": "arn:aws:s3:::*"

"Effect": "Allow",

"Action": [
"ec2:DescribeSecurityGroups",
"ec2:DescribeSubnets",
"ec2:DescribeVpcs",
"ec2:DescribeRouteTables"

]I

"Resource": "*"

"Effect": "Allow",

"Action": [
"ec2:AuthorizeSecurityGroupIngress",
"ec2:CreateSecurityGroup"

1,

"Resource": "arn:aws:ec2:*:*:security-group/airflow-security-group-*"

"Effect": "Allow",
"Action": [
"kms:ListAliases"

SRR RGBT R AR

46



Amazon Managed Workflows for Apache Airflow

RAriEmE

"Action": "ec2:CreateVpcEndpoint",

:vpc-endpoint/*",
svpc/*",
:subnet/*",
:security-group/*"

:CreateNetworkIntexrface"

"arn:aws:ec2:*:*:subnet/*",

"arn:aws:ec2:*:*:network-intexface/*"

1,
"Resource": "*"
},
{
"Effect": "Allow",
"Resource":
"arn:aws:ec2:
"arn:aws:ec2:
"arn:aws:ec2:
"arn:aws:ec2:
]
},
{
"Effect": "Allow",
"Action": [
"ec2
]I
"Resource":
]
}

MREBEABSMBENHE S EENBZARGENEE Amazon MWAA 35 |

ERAFEFEERS , IAM ZERALTAEREAFEEEKS PN EZEHA R AWS KMS #HiR.

ERABHEFEENER,

JSON

"Version":"2012-10-17",

"Statement": [
{

"Effect": "Allow",

"Action": "airflow:*",

"Resource":

3,
{

myn

FERAATRE, &
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"Effect": "Allow",

"Action": [
"iam:PassRole"

]I

"Resource": "*",

"Condition": {
"StringlLike": {

"iam:PassedToSexrvice": "airflow.amazonaws.com"
}
}
},
{
"Effect": "Allow",
"Action": [
"iam:ListRoles"
]I
"Resource": "*"
}I
{

"Effect": "Allow",
"Action": [
"iam:CreatePolicy"
1,
"Resource": "arn:aws:iam::111122223333:policy/sexrvice-role/MWAA-
Execution-Policy*"

}I
{
"Effect": "Allow",
"Action": [
"iam:AttachRolePolicy",
"iam:CreateRole"
]I
"Resource": "arn:aws:iam::111122223333:role/sexrvice-role/AmazonMWAA*"
}I
{
"Effect": "Allow",
"Action": [
"iam:CreateServicelLinkedRole"
1,
"Resource": "arn:aws:iam::*:role/aws-sexrvice-role/
airflow.amazonaws.com/AWSServiceRoleForAmazonMWAA"
}I
{

"Effect": "Allow",
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RAriEmE

"Action": [
"s3:GetBucketLocation"”,
"s3:ListAl1lMyBuckets",
"s3:ListBucket",
"s3:ListBucketVersions"

1,

"Resource": "*"

"Effect": "Allow",

"Action": [
"s3:CreateBucket",
"s3:PutObject",
"s3:GetEncryptionConfiguration"

1,

"Resource": "arn:aws:s3:::*"

"Effect": "Allow",

"Action": [
"ec2:DescribeSecurityGroups",
"ec2:DescribeSubnets",
"ec2:DescribeVpcs",
"ec2:DescribeRouteTables"

1,

"Resource": "*"

"Effect": "Allow",

"Action": [
"ec2:AuthorizeSecurityGroupIngress",
"ec2:CreateSecurityGroup"

1,

"Resource": "arn:aws:ec2:*:*:security-group/airflow-security-group-*"

"Effect": "Allow",
"Action": [
"kms:ListAliases"

1,

"Resource": "*"

"Effect": "Allow",

SRR RGBT R AR

49



Amazon Managed Workflows for Apache Airflow ArfEm

"Action": [
"kms :DescribeKey",
"kms:ListGrants",
"kms :CreateGrant",
"kms : RevokeGrant",
"kms :Decrypt",
"kms:Encrypt",
"kms : GenerateDataKey*",
"kms :ReEncrypt*"

1,
"Resource": "arn:aws:kms:*:111122223333:key/YOUR_KMS_ID"

"Effect": "Allow",

"Action": "ec2:CreateVpcEndpoint",

"Resource": [
"arn:aws:ec2:*:*:vpc-endpoint/*",
"arn:aws:ec2:*:*:vpc/*",
"arn:aws:ec2:*:*:subnet/*",
"arn:aws:ec2:*:*:security-group/*"

"Effect": "Allow",
"Action": [
"ec2:CreateNetworkInterface"

]I

"Resource": [
"arn:aws:ec2:*:*:subnet/*",
"arn:aws:ec2:*:*:network-interface/*"

STEH AP MZH| A5 EBER : Amazon MWAAFuUIl ApiAccess

MRAFFEEVR APIs BT EEHENFTE Amazon MWAA |, NI T REEETH
[EAmazonMWAAFullApiAccessiXPRERE, B &R T 1A Apache Airflow Ul BIXBR,
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® Note

TE AP| R REEAMBEMIT iam: PassRole WX PR. X AR NSRS HERN
AEMNNIT A EE#EL%S Amazon MWAA, Amazon MWAA ¥ES N AR RERW Ei
AWS RS, AT RAIER iam: PassedToService &4%#% Amazon MWAA RS E &
(airflow.amazonaws.com) EEE N INAGEEENERES.

BxEZfEEiam:PassRole , Z M IAM AFERBHPHNRTFAF @ AWS REEZE AN
bR

MRERFEABRSMERIENEEEN Amazon MWAA 3835 | EEANTREE. AWS BENEH

EH AWS AN =H
JSON
{

"Version":"2012-10-17",
"Statement":[

{
"Effect":"Allow",
"Action":"airflow:*",
"Resource":"*"
}I
{
"Effect":"Allow",
"Action":[
"iam:PassRole"
1,
"Resource":"*",
"Condition":{
"StringlLike":{
"iam:PassedToService":"airflow.amazonaws.com"
}
}
}I
{

"Effect":"Allow",
"Action":[
"iam:CreateServicelLinkedRole"

1,
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"Resource":"arn:aws:iam::*:role/aws-service-role/airflow

AWSServiceRoleForAmazonMWAA"

},
{

"Effect":"Allow",

"Action": [
"ec2:DescribeSecurityGroups",
"ec2:DescribeSubnets",
"ec2:DescribeVpcs",
"ec2:DescribeRouteTables"

1,

"Resource":"*"

"Effect":"Allow",
"Action": [
"s3:GetEncryptionConfiguration"

1,

"Resource":"arn:aws:s3:::*"

"Effect":"Allow",

"Action":"ec2:CreateVpcEndpoint",

"Resource": [
"arn:aws:ec2:*:*:vpc-endpoint/*",
"arn:aws:ec2:*:*:vpc/*",
"arn:aws:ec2:*:*:subnet/*",

"arn:aws:ec2:*:*:security-group/*"

"Effect":"Allow",

"Action":[
"ec2:CreateNetworkInterface"

1,

"Resource": [
"arn:aws:ec2:*:*:subnet/*",

"arn:aws:ec2:*:*:network-interface/*"

.amazonaws.com/
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MREBERAFSNENBHEF S EENBHARIZNEE Amazon MWAA IR5 | BERALL TR, E
EREFEERH , IAM ZRALTERNERFEEEKS FHEHAE R AWS KMS HiR.

EABEEFEENEN,

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "airflow:*",
"Resource": "*"
},
{
"Effect": "Allow",
"Action": [
"iam:PassRole"
]I
"Resource": "*",
"Condition": {
"StringlLike": {
"iam:PassedToSexvice": "airflow.amazonaws.com"
}
}
},
{
"Effect": "Allow",
"Action": [
"iam:CreateServicelLinkedRole"
]I
"Resource": "arn:aws:iam::*:role/aws-service-role/
airflow.amazonaws.com/AWSServiceRoleForAmazonMWAA"
},
{

"Effect": "Allow",

"Action": [
"ec2:DescribeSecurityGroups",
"ec2:DescribeSubnets",
"ec2:DescribeVpcs",
"ec2:DescribeRouteTables"

1,
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"Resource": "*"

"Effect": "Allow",
"Action": [
"kms :DescribeKey",
"kms:ListGrants",
"kms :CreateGrant",
"kms : RevokeGrant",
"kms :Decrypt",
"kms:Encrypt",
"kms : GenerateDataKey*",
"kms :ReEncrypt*"

1,
"Resource": "arn:aws:kms:*:111122223333

"Effect": "Allow",
"Action": [
"s3:GetEncryptionConfiguration"

1,

"Resource": "arn:aws:s3:::*"

"Effect": "Allow",

"Action": "ec2:CreateVpcEndpoint",

"Resource": [
"arn:aws:ec2:*:*:vpc-endpoint/*",
"arn:aws:ec2:*:*:vpc/*",
"arn:aws:ec2:*:*:subnet/*",
"arn:aws:ec2:*:*:security-group/*"

"Effect": "Allow",

"Action": [
"ec2:CreateNetworkInterface"

]I

"Resource": [
"arn:aws:ec2:*:*:subnet/*",

:key/YOUR_KMS_ID"

"arn:aws:ec2:*:*:network-intexface/*"

STE API 15 B R
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}

Rig#EE&E A5 E KB © Amazon MWAARead OnlyAccess

MRAFEZNE Amazon MWAA EHIAHREFERE L EFMANER , MTEEZRR
AmazonMWAAReadOnlyAccess RKEE, EFAATFAFRERFME, FEABHRERATFHAF/ M
Apache Airflow Ul,

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
"airflow:ListEnvironments",
"airflow:GetEnvironment",
"airflow:ListTagsForResource"

1,

"Resource": "*"

Apache Airflow B P S E AR K : I 5% MWAAWeb ServerAccess

MRAFFEZELME Apache Airflow Ul , I AJ8EFE E 78] AmazonMWAAWebServerAccess PR

B, ©RAFAF AR S MWAA 2 & EHNIRRHER Amazon MWAA APIs #iTEM[RE. &
{airflow-role} HF#E Admin, Op. User, Viewer = Public AL EENX Web SEAFH
B, BXREZEER , H2H (Apache Airflow 2E158) FHRHRILAAE,

JSON

"Version":"2012-10-17",
"Statement": [
{
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"Effect": "Allow",

"Action": "airflow:CreateWebLoginToken",
"Resource": [

"arn:aws:airflow:us-east-1:111122223333:x0le/{your-environment-
name}/{airflow-role}"

1
}

(@ Note

» Amazon MWAA & IAM £ EI EMNERIA Amazon Airflow E T A @K 5 A 25| (RBAC) A
B, BXEABENX Apache Airflow BBHNEZEE. , IS #. the section called “HiE :
FAFREHAEFH—DFE DAGS”

o WREEAH Resource FERAI A TN Amazon MWAA IREIEE Apache Airflow E T

AN HRESHAR, BFRXFERIEAN Resource FERFAEA Amazon MWAA K&
ARN ( Amazon BIRBEH ) o

Apache Airflow Rest API 5B EUER : IS MWAARest APIAccess

=158 Apache Airflow REST API , &4 7E IAM SREEHF R F airflow: InvokeRestApi R, £
AR RBIH | £ {airflow-role} ##EE Admin, Op. User., Viewer 5 Public B&UEE
YARFPBENRES, BEXEZEER , 55 (Apache Airflow SZ1EE) FHNERIAEE,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "AllowMwaaRestApiAccess",
"Effect": "Allow",
"Action": "airflow:InvokeRestApi"
"Resource": [
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"arn:aws:airflow:us-east-1:111122223333:xo0le/{your-environment-name}/
{airflow-rolel}"

1
}

(@ Note

- BEFE Web REE0T , TEMNERFAE = (VPC) 24N AA InvokeRestApi BE, &
AT LA aws:SourceVpc X IRERITERANGREF, EXEZER , ESH a
ws : SourceVpc

- EFBEF M Resource ZERA AT Amazon MWAA IFE1EE Apache Airflow EF
AEWNGREHAR, EFRXBFEREN Resource ZERFFEA Amazon MWAA 3
ARN ( Amazon BRE ) -

Apache Airflow CLI B3R : I 5 MWAAAiIrflow CliAccess

MRAFFEZEEZ1T Apache Airflow CLI f5% ( #l30 trigger_dag) , WA REEE T H
AmazonMWAAAirflowCliAccess XBREEK., EFATFAFHFREL T MWAA 2§ & EHNRESFE
F Amazon MWAA APIls ${T{E{aR4E,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"airflow:CreateCliToken"
1,
"Resource": "arn:aws:airflow:us-east-1:111122223333:environment/
${EnvironmentName}"
}
]
}
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£ JSON KB

SER LA JSON KR | FIFRREMIINE IAM 2H8 ERAF, Aedifd. U TSRNMBUAE
IAM &2 JSON KA,

E 6l JSON KB , FHITUTHRE

1. 1 1AM 2§ & R IT I KBS T E

pridegnlfe N

% JSON £+,

¥nhn JSON 3Bk,

IERERRE,

EHMMER (k) XIAFERPZTRA—NME,

o g~ w N

BN |, AT USSR &S B A AmazonMWAAReadOnlyAccess,
7. EROIBREE,

R SR & B AN 2 FF & & AR BV =B R 45

BRIRIEE IAM FER—1NE AN AirflowDevelopmentGroup BB SR

@ Apache Airflow FF XBEIRAFHIFIEF AA AR TR, XERAFZEETHR
AmazonMWAAFullConsoleAccess, AmazonMWAAAirflowCliAccess #l
AmazonMWAAWebServerAccess fXPRFEEE. AT NBUMATE IAM RAIEFFA ., 2 M hnix L 5K Bk
DR IR Z B A R BRE] IAM A . XESREBREEANR AWSEEEH.

#1122 Amazon MWAAFull ConsoleAccess B

1. THIL#MWAAFullConsoleAccess i B B3R,

2. TE 1AM 2 FI 5 P ITFF R T EH,

3. EEROIEREM,

4. 1% JSON &I+,

5. A AmazonMWAAFullConsoleAccess ¥ RIHY JSON KB,
6. BEMRIUTHE:

a. 123456789012— &Y AWS Ik B 31iE ( #Hla10123456789 )
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b. {your-kms-id}— BFEEBANM IR , RELGEAT M REEZARITHSNE Y
FERA

7. REEBEFRRK,
8. TEHBMTPEA AmazonMWAAFullConsoleAccess.
9. RERBIEFRE,

#12 Amazon MWAAWeb ServerAccess B

1. THIE#HMWAAWebServerAccess i BB,

2. TE 1AM $2H1 & P ITFF R B TUE,

3. ERVIEKM,

4. 1%&$F JSON &I+,

5. 7 AmazonMWAAWebServerAccess M5 R HY JSON KB,
6. BHRIUTHE:

a. us-east-1— B S MWAA SRERMEM X ( HI40 ) us-east-1
b. 123456789012— #REY AWS Ik B33 ( H1aN0123456789 )

c. {your-environment-name}— EHII I MWAA IFREZF (5l
i ) MyAirflowEnvironment

d. {airflow-role}— Admin Apache Airflow ZRIAEE
7. ERERRE,
8. EBFHEA AmazonMWAAWebServerAccess,
9. EFVIEKM,

B2 Amazon MWAAAIrflow CliAccess B

1. THIG#MWAAAirflowCliAccess iR B .

2. & IAM ZHEEFITHFRBAME,

3. EERAIBRER,

4. %$F JSON &I+,

5. 73 AmazonMWAAAirflowCliAccess H#MEAHRIHY JSON ZKHE,
6. EBREFXK.
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7.
8.

EZHPE A AmazonMWAAAirflowCliAccess.
prik=dnFe - i

EOREA  MWITUTRE

N o o M 0w Db

£ IAM 2 E &P IT AL T H.

# A AirflowDevelopmentGroup B9& .
EET—F,

FEFFIEFRA AmazonMWAA RIFIELE R,
RGO EN =R,

‘ET—F,

EFROIEA,

EERPXE , BHRITUTERE

o g k& W DN

£ IAM 2HERITF A A H.
EE—-NAF,

EFRA,

AP AMEISEL,

i%£## AirflowDevelopmentGroup.
AREEFERINBIA,

BT RMAAL?

- BT BNMAERTHLAE Apache Airflow Ul , 2 517 Apache Airflow,

- EFMATHRAEXGE IAM K, S EE IAM XK,

Amazon ECS W iRZ <A E

& AT Apache Airflow B9 5 #h £ & T 4E57#2 AWS Identity and Access Management £/ (IAM) AR

SHEXAR, RSHEXAGE—MIHEEEHN IAM &8 , 5 Amazon MWAA EEHEX, RSHEXAR®

B Amazon MWAA FIE X , BIFE1ZBRFAREBBAEM AWS RFZFIENFIENER.,

BT RAA A ?
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RESMHEXAC AL BERNMIZE Amazon MWAA , AR BTRLFERINFFENERE. Amazon MWAA
EMNERSHEXAEHUNER , BRIESHEN , BN RE Amazon MWAA T LIBEZAEE®, ENXHNER
TIREEERBEFANREE , LR TEEM IBEME A IAM KRR KR

RAETEEERREXERE , B RMERRSRBEAR, XFRF Amazon MWAA BiR , RAET L
Fo B I BR XS B IRAY U5 R A BR o

BXXERSHEXAGHEMBRSINEES , H2HA5 1AM BESEANAWS RS , ARRRSHEXE
IR ERNRIERS. BEEMERE  HRIZBRSHRSHAXE B,

Amazon MWAA B RSE < A & X R

Amazon MWAA £ A& IR REEXAE AWSServiceRoleForAmazonMWAA — TE & RY K 7= b 61| 22
HIRSHEXAGEFIT I MWAA BRI TRESHE : AWS

« I3 CloudWatch B& ( B CloudWatch & ) -3 Apache Airflow HESIZ2 B &4,
« Amazon CloudWatch (CloudWatch)-[E &8k = & 1 5 &R R HKE H 4 X ER.
« Amazon Elastic Compute Cloud ( Amazon EC2 ) — 8|2 T &R :
« B8 VPC FR D% VPC KinT R , AT AWSHEER Amazon Aurora PostgreSQL BiEESE
B | 4t Apache Airflow It XIEBFFM TEARFEH,
o WMRIEN Apache Airflow Web IRSFZEFERFE M EED |, NFEE—/NEIH Amazon VPC iR
R, BT AT Web BR$ 833 TR &R,
« &8 Amazon VPC FHI@@ # MM E#EDO (ENIs) , AT B MK IH RSN DE VPC HEERN
AWS B

UTEERBEATFRS EAEERSHEXRAE, Amazon MWAA BIIRS 42

airflow.amazonaws.com , 1KMo

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexvice": "airflow.amazonaws.com"

},
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"Action": "sts:AssumeRole"

7 AmazonMWAAServiceRolePolicy WA & PRERE L F Amazon MWAA SHEERBRFTHAT
BYE

JSON

"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"logs:CreateLogStream"”,
"logs:CreatelLogGroup",
"logs:DescribelogGroups"

1,

"Resource": "arn:aws:logs:*:*:log-group:airflow-*:*"

"Effect": "Allow",
"Action": [
"ec2:AttachNetworkInterface",
"ec2:CreateNetworkInterface",
"ec2:CreateNetworkIntexrfacePermission",
"ec2:DeleteNetworkInterface",
"ec2:DeleteNetworkIntexrfacePermission",
"ec2:DescribeDhcpOptions"”,
"ec2:DescribeNetworkIntexfaces”,
"ec2:DescribeSecurityGroups",
"ec2:DescribeSubnets",
"ec2:DescribeVpcEndpoints"”,
"ec2:DescribeVpcs",
"ec2:DetachNetworkInterface"
1,
"Resource™: "*"
},
{

Amazon MWAA K Bk 51855 & R 62
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"Effect": "Allow",
"Action": "ec2:CreateVpcEndpoint",
"Resource": "arn:aws:ec2:*:*:vpc-endpoint/*",
"Condition": {
"ForAnyValue:StringEquals": {
"aws:TagKeys": "AmazonMWAAManaged"

"Effect": "Allow",
"Action": [
"ec2:ModifyVpcEndpoint",
"ec2:DeleteVpcEndpoints"
1,
"Resource": "arn:aws:ec2:*:*:vpc-endpoint/*",
"Condition": {
"Null": {
"aws :ResourceTag/AmazonMWAAManaged": false

"Effect": "Allow",

"Action": [
"ec2:CreateVpcEndpoint",
"ec2:ModifyVpcEndpoint"

]I

"Resource": [
"arn:aws:ec2:*:*:vpc/*",
"arn:aws:ec2:*:*:security-group/*",
"arn:aws:ec2:*:*:subnet/*"

"Effect": "Allow",
"Action": "ec2:CreateTags",
"Resource": "arn:aws:ec2:*:*:vpc-endpoint/*",
"Condition": {
"StringEquals": {
"ec2:CreateAction": "CreateVpcEndpoint"
}I
"ForAnyValue:StringEquals": {
"aws:TagKeys": "AmazonMWAAManaged"

Amazon MWAA KBRS HE< & R
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}

"Effect": "Allow",
"Action": "cloudwatch:PutMetxicData",
"Resource": "*",
"Condition": {
"StringEquals": {
"cloudwatch:namespace": [
"AWS/MWAA"

1

BYMEENR , £ IAM K (AR, AFNAR ) 012, FEIMBRRSIEKAG. BXESE
B, B2 (AM AFERE) PRRSEXABNR,

A Amazon MWAA SIZIRZHEXAE

BLEEFHUNEBBRESXBKAR, HEEHR AWS EEE44. = AWS API 813 H Amazon MWAA
IRIERT AWS CLI , Amazon MWAA £ R EBIZRSHEXA R,

MREMBRZBRSKEAR  AREEBXRCME  SuLEAMEREEKFHPERCELAR, L&
B2 S —NIRIER , Amazon MWAA 2B X NG ZRESExAR|,

YR58 Amazon MWAA BEREHEXAE

Amazon MWAA T /2448 AWSService RoleForAmazon MWAA fREEx AR, BIEZBRS<EKAR
B, BNETEERACHNERN , RATE2G4s|AzAR, BERTWUEH IAM FEAGHEIR,
BXREZEE | HSH (AM AFERE) FWNRERSHEXAR,

B ER Amazon MWAA RS AEXAE

MRTBRECAENFTERSKRKACHIIERERS , RNEBWERHBRZAG. XHERIBREED
R B 4RI Y R B A SR

# Amazon MWAA 82 REHE<AE 64


https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#service-linked-role-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role

Amazon Managed Workflows for Apache Airflow ArfEm

MBI BR Amazon MWAA IR3E Rt , Amazon MWAA &MIBREERRS — 52 AN A B ER,
B2 , BHAEE Amazon MWAA ERINEMIBR 81 , RETrEERAMBRBRSHEXAR, NREE
Amazon MWAA il BRER 35 2 BI I BR AR SHEX A e , W) Amazon MWAA T BE 7o & i BR1iZ 34 35 Y Fir B < Bk
HIRo

£/ IAM Fah I BRARSS KBk B &

£ IAM #4l& AWS CLI, 5 AWS API fflB& AWSService RoleForAmazon MWAA RE XA,
BEXEZEER ,BE5H (IAM AFER) MRS HExAE,

Amazon ECS RSk A X

Amazon ECS X#FERS ATRNMEXEFFEARSHEXAR. BXREZFELR , i§5H Amazon
MWAA i S FBL &

REREHT
BX iR H HA
Amazon MWAA B 7T HIRE  AmazonMWAAServiceR 2022 £11 B 18 H
FH < A B PR R B olePolicy — Amazon
MWAA B3 7 HIRSHEX S
EHNREERE , |F Amazon
MWAA [E & Ik & 51Z ik

SRR RIRME X HAIEIRm
WBR, XLEFHIEFRAMTE AWS/
MWAA &

Amazon MWAA EFRIRERE  Amazon MWAA FIRREH 2022 £ 11 A 18 H
B¢ AWSHE RFZHEXABNKER
B B9 B 2

Amazon MWAA B {THE &

HITA®E— AWS Identity and Access Management (IAM) A& , ENREXEZFILIHITE T/E
A2 Apache Airflow R FREFHA AWS HiRSHRINR., X Aae2IEE WA Amazon S3 76
. AWSHEZHAM CloudWatch HEZZEHNRIR. Amazon MWAA SMEZEEZSNMNARE & —MAUT

Amazon ECS RS HEx A& i Xig 65
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A, AXBENEANAEANEERENHIITAS , AW Amazon MWAA 15 B BV ERE 6 A B H At
AWS FiR,

Bx
- RITABER
« BUAER T M hney £ BR
o BARINGER H A AWS RS R
s MEAXEKRFHMITHE
- PIEFAE
- BRMEHFHITHERE
- Bihn JSON SREELAE R Efl AWS FRSS
- ERAKSRABIHERELERFN Amazon S3 F#ERAY 17 B X PR
+ {#F Apache Airflow i£3%
- WITAEH JSON FBERH
- HEFREENBHAN TR
« AWSHE BRI RHI
. ETRMH4?

AT A etk

Amazon MWAA fE FIZRVIRE R H AL AWS RS BREK BHITAE. Amazon MWAA HITAE
TERBFEFEANUT AWS RSZHIR
« M 53# CloudWatch (CloudWatch) — &% Apache Airflow $§#5F1 B &,

+ Amazon Simple Storage Service ( Amazon S3 ) — A TR EMN DAG KRB T4 (4
i, requirements.txt ),

» Amazon Simple Queue Service ( Amazon SQS ) — FIEH Amazon Airflow £557E Amazon
MWAA Fr#iE# Amazon SQS BA B F HERA .

+ AWS Key Management Service (AWS KMS) — A FHENHEMNER ( FRAWSEEZRHARETE
BHEH) .
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® Note
R EEFELE Amazon MWAA £ AWS HEK KMS ZHARMNEBEVEEE | WA 0
=8 Amazon MWAA $4T A &/ KB P E R |, %K A FEE Amazon SQS 5 F
BFREEKS ZANEE KMS 4], MENRTHABEEREATHNRGETELRER
KMS #4f :
- B=EAKFHH KMS ZRFTEBEIHARREATEIKS HE,
- DAG RIBEZFREFE=ZFMKFFLL airflow-celery- FkH# Amazon SQS BAFI ,

ZEAFIE AR KMS 243 1T IR,

ATREEEBEKFHRBREREXOXRE , RNEBENUEEEENRE , BREN DAGsIER
BA2HEEKF 2 AEE Amazon SQS A%, BtI , BRILERE#EEB S KF H
WHEFEEN KMS Z4AXKEE Amazon MWAA EHINZR, XEHRENRITAGREINR
BETA AR 0K P R Y KMS %48,
Bk , EEENFREDG , BT EZERIEHRENERER,

RMITHBEFEREUT IAM BENRR

« airflow:PublishMetrics — i Amazon MWAA M IRENEITIAR.

ARUIATEIR T B Ay A BR

&R LAE R Amazon MWAA 2§15 EREIAETOR I ZIMITAEN AWSEBN RN , REEAER
ERSTRFNRRBERMENTA R,

- HEBEREA DERNEFRAGIEIA , Amazon MWAA £fFERE iR H KRR I B 1T A
&,

- ERERRT , Amazon MWAA 2K ME SRR, Sl , BATE WS QZRIRAE
Amazon MWAA #Z#l1 & LiEFERITABNIED, Amazon MWAA BEERITHEBHE
RAENFKXERX B3 NFTE CloudWatch B EHRININPRZERE, "arn:aws:logs:us-
east-1:111122223333:10g-group:airflow-your-environment-name-*"

TR BHR
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ANATAS DN fE AR ELft: AWS BRSSRIANER

BIEINEST , Amazon MWAA T EEMERTARRMNBRENRERIE, BNAFERTEMENEM
RRBEREFHITAE®, Hln , REH DAG EEIHEIMNERE AWS Glue , Nl Amazon MWAA T&3&
BN B SN BT EXLENR , U HXENRRAMNBEHRITEES,

BRLVBEE WM A AN NITA SRR

- BEARBREIITAER JSON K, ERILMERAATT LAY JSON KEE AT IAM 2515 LRI
BRmITAER JSON KR,

« 73 AWS BRS5 812 JSON REF R EM MEENRITAE, EUUERLTE ENSRE IAM 24|
B L AWS BRSSRIFTHY JSON RS X EEMNMITABREKENR,

RIFMITHBEXRKIITRRE , Amazon MWAA 7] LU BDFF 24 6E AR NI A PR K Ik, X B BWRAE |, R
ENHAT A B FRIBREFAFAINER , W DAGs ATEES KMo

A RERFNHITAS

BRI LABER BRI MITA G, MEFHHITASHREREXEK , BEAXRR LN SROZIHRTHN
ITRABEE R ZACERERREK,

YEMAG

BIABIRT , Amazon MWAA SR KREGIEZA THIENEN AWSEEZHNNITAG, IZINER ,
SETLAFE Amazon MWAA 2] & EEFERIANET . TEER T ARRLRIITASHRIALET,

/A Important

EFNHTACH  B2ESEEACRBRNNITACH BRI, M—AYR A LIRS BIF 1L 2R
AR EBNTFREE,

U7 [B) M E T HAT A B R

SEFLAFE Amazon MWAA 2| & ETHRIFERIMITAS |, H1E IAM 2518 EEHMZA SR JSON X
B
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EFFMTACKRE  BHITUTRAE

—

£ Amazon MWAA &I & E3TFIRETNE,
EFHE,

ERPRE#E LIEFEHITAEUE IAM RITF R E.
EFENIT A BB RUIT T IR KR

R RE R,

%42 JSON &I+,

B3 JSON K,

EREERMK,

ERREFER.

© © N o g & w b

B o0 JSON SRB&LASE A EHAth AWS BRSS

AT LR AWS BRSS 82 JSON R H N EMMBEHHTAR, Hlin , ST ST JSON %
B , LLEF 3%t AWS Secrets Managerd A R Y R L5 BRI R

JSON

"Version":"2012-10-17",
"Statement":[
{

"Effect":"Allow",

"Action":[
"secretsmanager:GetResourcePolicy",
"secretsmanager:GetSecretValue",
"secretsmanager:DescribeSecret",
"secretsmanager:ListSecretVersionlds"

1,

"Resource": [

myn

1
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RAriEmE

EFIZEBHMERITAE  FHITUTRAE

£ Amazon MWAA &I & E3TFIRETNE,

ERIE,

ERREE LIEFERITAE,

R T ISR B

TR IR,

1% JSON,

¥y JSON %ﬂl%o

ERET—% X, REERT -5 : ¥

ﬁl‘)\%ﬁﬁﬂ’ﬁ”x_’li%#\ ( 5170 SecretsManagerReadPolicy ) MEREAY IR,
10. IEFOIERRE,

© © N o a0 bk~ W Ddh =

FHAKFRABTIHRPALERFX Amazon S3 Z4# HHY 17 1) 1R

B REFEMF A PutPublicAccessBlock Amazon S3 4SRRI IG R EMK - H AT E
FE, HEEEHREK;SPNFEEEEN  RERITABGXINENREBTEZEZ
s3:GetAccountPublicAccessBlock #1E,

BUTRRBIER 7 EBRLE T R &K 7~ B PR E Amazon S3 T R AT M i B 1T A BRI KK

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "s3:GetAccountPublicAccessBlock",
"Resource": "*"

}

KT PR&EIX Amazon S3 F B IAENRIWEZFEL , 2R (Amazon Simple Storage Service F

PR PRIPELEXT Amazon S3 FEMNAE .

BEFMK P RN B 17 B PE LR F 3 Amazon S3 77 1 89 13 7] 1 BR
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5 Apache Airflow E 1%

1858 7] LA Apache Airflow 33 , 37 Apache Airflow EEN RFIEERITABRE ARN, ET#
EZEEL , E50 EE5 Apache Airflow BYIER,

WAITABR JSON K KAl

BRI AERAATARHIANRANBRRESERATNERTACHNRER , ENEFNRTAGH
BATFHE, XLERIEEE Apache Airflow BELM AR ARN S0 EF, Amazon S3 F4&4#EF Amazon
MWAA IRiE,

BANBRUEHROIKR , BRRH ARNs REURFF , AFEA JSON KM OIBREHNTAE.
BE S EENRHAN REIKE
UTREERT AATRES EENHANRTABKK,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Deny",
"Action": "s3:ListAllMyBuckets",
"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"
]
},
{
"Effect": "Allow",
"Action": [
"s3:GetObject*",
"s3:GetBucket*",
"s3:List*"
]I
"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"
]
},
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RAriEmE

{
"Effect": "Allow",

"Action": [
"logs:CreateLogStream",
"logs:CreatelLogGroup",
"logs:PutLogEvents",
"logs:GetLogEvents",
"logs:GetLogRecord",
"logs:GetLogGroupFields",
"logs:GetQueryResults"

1,

"Resourxce": [
"arn:aws:logs:us-east-1:111122223333:10g-group

name:*"

]

}I

{
"Effect": "Allow",

"Action": [
"logs:DescribelLogGroups"

1,

"Resource": [
mgn

]

3},

{
"Effect": "Allow",

"Action": [
"s3:GetAccountPublicAccessBlock"

1,

"Resource": [

Mg

]
}I
{
"Effect": "Allow",
"Action": "cloudwatch:PutMetricData",
"Resource": "*"
},
{

"Effect": "Allow",

"Action": [
"sqgs:ChangeMessageVisibility",
"sqs:DeleteMessage",

tairflow-your-environment-

SR
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"sqs:GetQueueAttributes”,

"sqs:GetQueuelrl",

"sqs:ReceiveMessage",

"sqs:SendMessage"

1,

"Resource": "arn:aws:sqs:us-east-1:*:airflow-celery-*"
},

{
"Effect": "Allow",

"Action": [

"kms :Decrypt",

"kms :DescribeKey",

"kms : GenerateDataKey*",

"kms :Encrypt"

1,

"Resource": "arn:aws:kms:us-east-1:111122223333:key/your-kms-cmk-id",

"Condition": {

"StringlLike": {

"kms:ViaService": [

"sqs.us-east-1.amazonaws.com",
"s3.us-east-1.amazonaws.com"

ETXR , BFEZEAYF Amazon MWAA BERABUAREINITIRE, it , TEEA IAM 25 &%
"airflow.amazonaws.com" # "airflow-env.amazonaws.com" [REEMHEFMEIZMTAEH
AMESERFIRF |, HH/EFEH AWS CLIES IAM create-role th S X RS T HEBRAZHITHBHAA
ARKEXHT, BSRUTRAB BRI RA

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Principal": {
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"Service": ["airflow.amazonaws.com","airflow-env.amazonaws.com"]

3,

"Action": "sts:AssumeRole"

AEFLLT JSON KM MBIBE - HENZAP, ERBEFERAKns :EncryptionContext &40
B3R A VF iR H A E Apache Airflow HE4H, CloudWatch

"Sid": "Allow logs access",
"Effect": "Allow",
"Principal": {
"Service": "logs.us-east-1.amazonaws.com"
1,
"Action": [
"kms:Encrypt*",
"kms:Decrypt*",
"kms:ReEncrypt*",
"kms:GenerateDataKey*",
"kms:Describe*"
1,
"Resource": "*",
"Condition": {
"ArnLike": {
"kms:EncryptionContext:aws:logs:arn'": "arn:aws:logs:us-east-1:111122223333:*"

AWS B & #4A 1Y K R
AT RIS R T ETRTAWS B A BHANNITA B KR,

JSON

"Version":"2012-10-17",
"Statement": [
{
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RAriEmE

"Effect": "Allow",

"Action": "airflow:PublishMetrics",
"Resource": "arn:aws:airflow:us-east-1:111122223333:environment/
{your-environment-name}"
},
{

"Effect": "Deny",
"Action": "s3:ListAllMyBuckets",
"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"
]
},

{
"Effect": "Allow",

"Action": [
"s3:GetObject*",
"s3:GetBucket*",
"s3:List*"
]I
"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"
]
},

{
"Effect": "Allow",

"Action": [
"logs:CreateLogStream",
"logs:CreatelLogGroup",
"logs:PutLogEvents",
"logs:GetLogEvents",
"logs:GetLogRecord",
"logs:GetLogGroupFields",
"logs:GetQueryResults"

]I

"Resouxce": [

"arn:aws:logs:us-east-1:111122223333:10g-group:airflow-{your-

environment-name}-*"

]

},

{
"Effect": "Allow",

"Action": [

SR
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RAriEmE

"logs:DescribelLogGroups"

1,

"Resource": [

Mg

"Effect": "Allow",
"Action": [
"s3:GetAccountPublicAccessBlock"

1,

"Resource": [

myn

"Effect": "Allow",
"Action": "cloudwatch:PutMetxricData",
"Resource": "*"

"Effect": "Allow",

"Action": [
"sqs:ChangeMessageVisibility",
"sqs:DeleteMessage",
"sqs:GetQueueAttributes”,
"sqs:GetQueuelrl",
"sqs:ReceiveMessage",
"sqs:SendMessage"

1,

"Resource": "arn:aws:sqs:us-east-1:*:airflow-celery-*"

"Effect": "Allow",
"Action": [
"kms :Decrypt",
"kms :DescribeKey",
"kms : GenerateDataKey*",
"kms :Encrypt"
]I

"NotResource": "arn:aws:kms:*:111122223333:key/*",

"Condition": {
"StringLike": {
"kms:ViaService": [

SR
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"sqs.us-east-1.amazonaws.com"

1

BT RMAL?

« ET#EIZH Apache Airflow PG RIFEFFENNR , SR 1717 Amazon MWAA 835,
- T EARZFEENZRARITINER,
c NRESEF SRR RO,

B L 85 AR 55 0B B R

BAEREREAR-IMREMEE , DTEFRFRITRROZA RSB EERTESNRNKERIT
ZIRF, R AWS , ERFEGTRLSSBERILNBIFRE, — MRS ( RS ) A% —TURS
(FHBRVARSS ) Bt , AR REBRSEN., ATLURIMNBARS UERAENRN S — NN ERET
BE, BNZRSFKBHRNR. N THEXFER , ZIAWS R T -—ETE | BEHERPAER
SHBE , XERSZELACHR TFHEKS P HIRN T RNER.

ENMNBVUERENRNITAEESER aws :SourceArn M aws :SourceAccount £RFHELETXE
LABR#| Amazon MWAA I B —MNRSZ B RREBEHHNRE, IRERFEF —MNRRSERS A B
KEK , BEM. aws:SourceArnfIREBAVFZK, FHVEMR R SE RS ERREERER | B

A, aws:SourceAccount

PR ERERBEZKAERN A ERMEA aws: SourceArn £R&H L TXRBIER
MI5EE ARN, MRFTHEERFRHTE ARN , REEERESNER , B ARN
KOO EATEBETZR (* ) B9 aws:SourceArn £/ L TF3X&MH42, Hlm
arn:aws:airflow:*:123456789012:environment/*,

aws :SourceArn WEM/TRREE N HAUERITARH Amazon MWAA #h3E ARN,

BREUT ROIEARENHITECEEREFH aws :SourceArn M aws:SourceAccount £E%
HETXREXBEERERE, ERIEFHNTAGN | BUMERAUTEEERRE,

BT RMIA 47 =


https://docs.aws.amazon.com/kms/latest/developerguide/customer-managed-policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourcearn
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourceaccount

Amazon Managed Workflows for Apache Airflow ArfEm

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexvice": [
"airflow.amazonaws.com",
"airflow-env.amazonaws.com"
]
}I
"Action": "sts:AssumeRole",
"Condition": {
"ArnLike": {
"aws:SourceArn": "arn:aws:airflow:us-
east-1:123456789012:environment/your-environment-name"
}I
"StringEquals": {
"aws :SourceAccount": "123456789012"
}
}
}
]
}

Apache Airflow 1 A& =

Amazon MWAA B #|&BERNEEI , A TEHREDE EZ| Apache Airflow Web [RFZEFHNFIAERLE
HH. AIEFENE T E Amazon MWAA FREHR ] AR Apache Airflow Web BRSERHTFRIE |, UKk
MR BERILENEZIEI | FETE Amazon VPC HELE N EME IR,

H3x

« Apache Airflow i B #& =,
- NEMEK
- FAEM%K

o T EERER
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- NEMKZIHRER
- REMKZIHRER
- REFNLXEHEERNIRE
s REMBKIRE
- RWENEZNIRE
- 1518 Apache Airflow Web BRS5 888 VPC iR (FAEMEIAHE )

Apache Airflow 1 B8 =

BT LR Apache Airflow Web FRES2iE R ER LN ERH, ESHALERA , HABEAENE, XF
FF 1R Apache Airflow Web RS 25 IR BRBR |7 Amazon VPC R, EFALERKH , TEELE
W&, XAk AP @i BB M ik R Apache Airflow Web RS 25.

NEME

AT ZRARERT B LE Web FRE85H Amazon MWAA hiE,

NEMFZIHEERX AL TFHEERERN IAM KB 1A R RR A A8 BB MG Apache Airflow Ul

TE#ER T E Amazon MWAA 12§15 EBRE a] LA B8 P 4110,

FRMLE

T RYBHER T THFE Web IRE 258 Amazon MWAA I35,

FEM LG ER TG E Apache Airflow Ul IR BRBR #I18 Amazon VPC B3R TG R ERE IAM KRB
BWRAF,

BIEEFIE Web RFBF|IFRINRHIRER , XIUFFAE KT 2ZE Python Wheel £42€ (.whl)
i, ARG requirements.txt F5|A .whl, BXERA Wheel T @MEZREBIMA A |, 5
24 Python Wheel BB K,

TE#R T £ Amazon MWAA 12| & £ B 7] LAk BIFAA M 4L T,
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s, s ~
i AR R B R

AN EHBERLENBERABE MK HEERE , £ Amazon VPC HF8IE#H VPC iwR (AWS
PrivateLink).

NEMEGRES
R B Apache Airflow Web FRFEER T AENEZIHEER |, MRS RENES BN LTFEEH.

« Amazon MWAA 3 Amazon Aurora PostgreSQL JTHIBHIEERE VPC #ENK R, w2 EMRE
FMEFNONATAXPRIEN , HBEM THM AWS K,

« RS , Amazon MWAA £FAEFNFH IP it HEFIEONIKR. XSEXIFM Amazon VPC By
BNMNTRHAXYE—N IP WERIESRE,
FAEME LR ES

WMRIEF Apache Airflow Web RS ER1ER TREMKZIHEERX , MK REFE Amazon VPC AFA
B,

« Amazon MWAA 73 Apache Airflow Web BRS5E 812 —/ VPC # 0w , 7 Amazon Aurora
PostgreSQL THBEBHEFVEEZENRKK]. HRARERNIMEFNWTAXPLIEN , HEMIT
H{h AWS K/

« G , Amazon MWAA &G EFMFH IP it P EEOR S, XEEXEM Amazon VPC #
BNMNTHAXEE—N IP ERESRE,

ETHMEZELR | 25 the section called “Amazon VPC # Apache Airflow i 7] #& =X &9 =51 B 67,

MRENARHEERNNIRE

T —FBFERNIEIEZRR Apache Airflow THRIEN |, NETHREENEMITENEE,

NEMZRE

MREH Apache Airflow Web ARSFERIEFR AEMEED , M 7T LATE QI INEFTFRER Apache
Airflow Ul,

BREEXDUTTIRREERFHLRNR , URENHREREM AWS RSHNR,
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1. IR R. L5 MWAA EEREF T eEFEAEHM AWS IRF. FEERIZEIFER , Amazon
MWAA &8 —NMNRSHEXAR |, AFEXNTZHEMERRIME (Amazon ECR), BEMIS
# EC CloudWatch 2 X L IAM B4,

ST LA DI IX L6 AR 5516 A HL AR IR AERV AR | th AT LUE S B30T A& & 58 DA BR SR hn 65 F E At
AWS BREHNR, ETHEZELR |, F5H Amazon MWAA HLITAE,

2. BIBRAPFEK, SUREEENAFCESZN IAM F#E | LB EXTRERN Apache Airflow Ul B9 ]
MR, ETHESZFEE , HZH 177 Amazon MWAA ¥Ri5,

MEMERIRE

WMRIEFS Apache Airflow Web PRFESEFRE “TRAMSK &I , WEEREAFPNIHRINE, BERERE
A AWS EMARSEIAER , HAIZMNEITENL B Amazon VPC HERIIHLE,

1. BHIRE. TS5 MWAA EEREGF O FEFEAEHM AWS RS, EECIZEIRER , Amazon
MWAA 2812 —NMRESHEXAER | RAFEXNT D3R EMER (Amazon ECR), BEMIS
# EC CloudWatch 2 £ XL IAM £,

ST AR DN IX L6 AR 5566 A H AR ERV AR |, th AT LUEE @30 1T A &5 I R SRR I8 A E 4t
AWS BREHINR, ETHEZEL | S0 Amazon MWAA LT HE,

2. RIEAFEE, BUREENAFAUESZ IAM KR , IEEXTRIER Apache Airflow Ul #9775 8]
MR. ETMEZER , 55 150 Amazon MWAA HhiE,

3. BRAMEKHR, BEEE Amazon VPC F8IE —MLHISRIZEREZ] Apache Airflow Web RS E5H
VPC ¥ & (AWS PrivateLink), 10 , @A AWS Client VPNMITEHL A2 VPN P&,

58] Apache Airflow Web B 28 VPC im s ( RABMZIAE )

MRE%EFE TIEMEET , MEZERE Amazon VPC F 8|2 —MIL&I5R 5B Apache Airflow Web AR
%88 VPC /A (AWS PrivateLink), X FXLERIR , BRIBIUEAE Amazon MWAA R EH
Amazon VPC, VPC Z£4AMILE M,

ETHREZEE , FSREE VPC i RB 5 H,
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518 Apache Airflow

Amazon MWAA 21 7 2518 Apache Airflow ¥R E #7535 : Apache Airflow F P SR (Ul) 4]

& . Apache Airflow CLI 1 Apache Airflow REST APIl, ¥RAETEAEH Amazon MWAA 2§ & Apache
Airflow AP SREH TR AEA DAG , B Al AEAIL S5k APls MWAA SRR H B A DAG, AT
B[R Apache Airflow Ul FREERIINR, SRR THEUEREE WS shell Fi@A Amazon MWAA
API , LB Apache Airflow CLI F X H T,

£

. EREH

» 3#TFF Apache Airflow Ul

« &3 Apache Airflow

« 8|2 Apache Airflow Web BRSS 8515 8] S k&
73 Apache Airflow Web JR%5851% B B & XI5
» 82 Apache Airflow CLI k&

» {5 Apache Airflow REST API

+ Apache Airflow CLI i 5 5#&

FRF M
F— BN AEAET BN SNMAFEN IS 5%,
(8]

« AWS Ik 7£ AWS Identity and Access Management (IAM) #1177 7] F 9 10 5 i MWAA X BR 2R
B, Apache Airflow A7~ R EGFREE : TS5 MWAAWeb ServerAccess

« AWS Ik 7£ AWS Identity and Access Management (IAM) H11j7 [R)3E &2 MWAA X PRZERE, TE
B9 AP F#2 %l & 75 18 BER : Amazon MWAAFuUIl ApiAccess

AWS CLI

AWS Command Line Interface (AWS CLI) —/MNFRIE , B LUERA ST shell PFH@H 5 AWS
BREHITRE, EERATHHLR , EEEUATHERUATERY

o« AWS CLI — RERA 2,

TR 82
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« AWS CLI — FARER Eaws configure,

¥TFF Apache Airflow Ul

TEERT Amazon MWAA 12l & 15[ Apache Airflow Ul Y851,

% % Apache Airflow

REELRE AWS K AEE AWS Identity and Access Management (IAM) Apache Airflow f 7 SR E
B KB - W5 MWAAWeb ServerAccess PR BE1A B ¥REY Apache Airflow F S H,

E 519 Apache Airflow Ul , IEHRITA T R4E

1. 7£ Amazon MWAA #Z§|& EFTFRETE,
2. RBEINIE,
3. 1&EITF Airflow Ul,

£/ Apache Airflow Web BRSS 8515 0] & h&

FBAERAARTT PRGSO Web BRER5F RIS, HRISELLEBES R Amazon MWAA IR,
Bl | WATLARENS RS | REEA Amazon MWAA AP BURIEF R EFE DAG, F—HAaEMEA AWS
CLI, bash #iZX, POST API 53R} Python B €|% Apache Airflow Web E RS EME TR, MR
IREH S HETE 60 BRBEK.

/A Important

B 2025 & 8 A 19 Bif2 , Amazon MWAA 17 Xt IPv6 i SR X #F , BLERHE IPv4 A IPv6
WmRo MNiZBHEIE , FTEFMRIERNIREERNEER on. aws BER Airflow AP FRE (U)o XF
XLEFGIRNIRE | B ATFHE Airflow Ul M .on.aws 3EBE . amazonaws . com 13,
BT Web RES[MNHBIEENEIUIAE S (VPC) im SRS FRIFHLYE] . amazonaws . com
g, TEH#HTENER,

B
- BEREH

fIFF Apache Airflow Ul 33
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« AWS CLI

£/ AWS CLI

£ A bash Bz

#F Python BIZ

BETRMEMAAL?

SERE M
T—FNETEAERR LGS HMEREN NS SR,
(7]

« 7E£ AWS Identity and Access Management (IAM) #i7i[8] Apache Airflow F 7= S EG A SR B - 1S
MWAAWeb ServerAccess F#J Amazon MWAA X FRREEHI AWS Tk,

+ 7E£ AWS Identity and Access Management (IAM) 1 i/[8] Amazon MWAA X PRZE R TR API F1i2
#1A R BEE : Amazon MWAAFuIl ApiAccess B9 AWS K

AWS CLI

AWS Command Line Interface (AWS CLI) @ —#FRIE , B LLAREW ST Shell FEABTE
AWS RF#HITRE, EXRATHHNLTR , EEEUTHEREATERHS

« AWS CLI - ZFRZ 2.
« AWS CLI- £/ aws configure #{THREREE.

A AWS CLI

LUR RBIEH AWS CLI F1#Y create-web-login-token #5812 Apache Airflow Web & 554,

aws mwaa create-web-login-token --name YOUR_ENVIRONMENT_NAME

£ bash Bz

LA RBIER bash BIZVE A AWS CLI 1 #9 create-web-login-token 53K 8|2 Apache Airflow Web
BRTHE.
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1. EFIUATREBREBASR , HEEX#SFH get-web-token. sh,

#!/bin/bash

HOST=YOUR_HOST_NAME

YOUR_URL=https://$HOST/aws_mwaa/aws-console-sso?login=true#

WEB_TOKEN=$(aws mwaa create-web-login-token --name YOUR_ENVIRONMENT_NAME --query
WebToken --output text)

echo $YOUR_URL$WEB_TOKEN

2. B##5{FR%E YOUR_HOST_NAME F YOUR_ENVIRONMENT_NAME. f5lt0 , AEMEHEHZ
ATBEM R PR/R (%A https:// ) -

123456a0-0101-2020-9e11-1b159eec9000.c2.us-east-1.airflow.amazonaws.com

3. (W% ) macOS M Linux AP ATEEEEET U T o B REATHIT,

chmod +x get-web-token.sh

4. BITATHIARTIRE Web B F T,
./get-web-token.sh
FEHRTRRAPRER

https://123456a0-0101-2020-9e11-1b159eec9000.c2.us-east-1.airflow.amazonaws.com/
aws_mwaa/aws-console-sso?login=true#{your-web-login-token}

M Python B4

LARRBIER Python BIZRF#Y boto3 create_web_login_token 75 3% 3R 812 Apache Airflow Web & 3%
ThE. BAILAE Amazon MWAA Z BT, BRFERLE boto3 FE, BAIEEFEEQE —MELIR
BRZRZE, ZMERRECELNKFEE T AWS FHKIEREIL,

1. SHUTRBROINNE , HEALAHSFRN create-web-login-token. py,

import boto3
mwaa = boto3.client('mwaa')
response = mwaa.create_web_login_token(
Name="YOUR_ENVIRONMENT_NAME"
)
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webServerHostName = response['"WebServerHostname"]
webToken = response["WebToken"]
airflowUIUrl = 'https://{0}/aws_mwaa/aws-console-sso?
login=true#{1}'.format(webServerHostName, webToken)
print("Here is your Airflow UI URL: ")
print(airflowUIUrl)
2. A##EMFFAE YOUR_ENVIRONMENT_NAME,

3. BEITEATHIZAAIERE Web &R TR,

python3 create-web-login-token.py

BTREAA?

* 1£ CreateWebLoginToken L35 A F 18 Web B3R T HH Amazon MWAA API #1E,

A Apache Airflow Web RZ-851& B B E X iF

£ Amazon Managed Workflows for Apache Airflow (Amazon MWAA) B | A LR IEE R
Apache Airflow Web lRFEFIZEBENE. BIFEABENE , B LA Apache Airflow AP R
M. Apache Airflow CLI 2 Apache Airflow Web BR58515 RIZRE R Amazon MWAA &3 Apache
Airflow Web fR%85.

® Note
BRABETEB M1 R RIFIE Web fis5as LERA B E XHE.

Amazon MWAA EMBENEN Az S

1. AWS ENRRARFRHE Web S HE  BURAEENE , BTUELAFHE Web
SBHAFRERE URL , T RERNBS AT, BALERILEE U | FHTRIEH B ARF S
MFRERRE,

2. LS Web BRSE : MBLEHTEH B FARRE VPC FH) Web S BREHRNR , £
A £ 2 U AT AL URL B AT

£}
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- BREAENE
o RERMERIZHE

BLE B E

EREBTEEINAE , BEEL RN EH Amazon MWAA IREEHEE webserver.base_url

Apache Airflow Bt BRI BEENEHE, ATAREATEENES :

« ZENEFSEAMNTERENZTLRETA (FQRDN), Hli0 your-custom-domain. com,

« Amazon MWAA R A URL FRINEEEE, #IM0 , your-custom-domain.com/dags/ TREAX
WBEENEE,

« URL KE&% N 255 4 ASCII F£F,

- MBBEMZEZRHFSE , MEBINER TFERA Amazon MWAA £ H Web IRSS85 URL BRI,

BIFLUT ROIER AWS CLI 812 H BEX Web BRSF2REBHNHE.

aws mwaa create-environment \

--name my-mwaa-env \

--source-bucket-arn arn:aws:s3:::amzn-s3-demo-bucket \
--airflow-configuration-options '{"webserver.base_url":"my-custom-domain.com"}"' \
--network-configuration '{"SubnetIds":["subnet-0123456789abcdef","subnet-
fedcba9876543210"13} "' \

--execution-role-arn arn:aws:iam::123456789012:role/my-execution-role

IBRRNEHMAER , EFEE AWS K/~ PIREBMERIRE , UEEY B EEHERLE Web RS
o

EMEFEARIARRZSERN URL , BEFENIAEREH B webserver.base_url BEiEIR,
1% & B Y B Al b
PITU TS BREBAENBMEMIEHE  UWES AWS K b BEENE —REA,

1. 3REX Amazon VPC i S M0 (ENI) B9 IP sk, EHITHRE , BEEEM get -
environment B ESIMEM WebserverVpcEndpointService,

dws mwaa get-environment =-=-name your-env.ironment-name

BEERENSE 57
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WMERKRL , BRFBRBIEUTARARRUNEH,

{

"Environment": {
"AirflowConfigurationOptions": {3},
"AirflowVersion": "latest-version",

"Arn": "environment-arn",
"CreatedAt": "2024-06-01T01:00:00-00:00",
"DagS3Path": "dags",
"WebserverVpcEndpointService": "web-server-vpc-endpoint-service",
"WeeklyMaintenanceWindowStart": "TUE:21:30"
}
}

12 T WebserverVpcEndpointService B NHEAF LT Amazon EC2 describe-vpc-
endpoints @S HH web-server-vpc-endpoint-service, A T@HHH --filters
Name=service-name,Values=web-server-vpc-endpoint-service-id,

2. 3% Amazon VPC i RIFAEE, v T A FRESHEHERS BMIEE R Amazon VPC i =i 48
EE , HUNARENRE RS ID MXBAMNERED ID,

aws ec2 describe-vpc-endpoints \
--filters Name=sexrvice-name,Values=web-server-vpc-endpoint-service \
--query 'VpcEndpoints[*].

{EndpointId:VpcEndpointId, NetworkInterfaceIds:NetworkIntexfacelds}' \
--output text

3. RBMEEOHFMES. ke PATRES L —SHATHE Amazon VPC ik S BB BN D
MFE P ik,

for eni_id in $(
aws ec2 describe-vpc-endpoints \
--filters Name=service-name,Values=service-id \
--quexry 'VpcEndpoints[*].NetworkInterfaceIds' \
--output text
); do
aws ec2 describe-network-interfaces \
--network-intexface-ids $eni_id \
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--query 'NetworkInterfaces[*].PrivateIpAddresses[*].PrivateIpAddress' \
--output text
done

4. £ create-target-group BIEFM BEFrA, BFFEH LB FRAREM Web RS 25 Amazon
VPC im<fY IP Hbik,

aws elbv2 create-target-group \
--name new-target-group-namne \
--protocol HTTPS \

--port 443 \

--vpc-id web-server-vpc-id \
--target-type ip \
--health-check-protocol HTTPS \
--health-check-port 443 \
--health-check-path / \
--health-check-enabled \
--matcher 'HttpCode="200,302"'

£/ register-targets o EM IP it

aws elbv2 register-targets \
--target-group-arn target-group-arn \
--targets Id=ip-address-1 Id=ip-address-2

5. iR ACM iE#, MREEANRAF/IES , MBI TR,

aws acm request-certificate \
--domain-name my-custom-domain.com \
--validation-method DNS

6. Bt & Application Load Balancer, B8N ITE S , RN ZABEERVEMITER. BEEE
E—SFBI2H ACM iEH,

aws elbv2 create-load-balancer \
--name my-mwaa-lb \
--type application \
--subnets subnet-id-1 subnet-id-2

aws elbv2 create-listener \
--load-balancer-arn load-balancer-arn \
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--protocol HTTPS \

--port 443 \

--ssl-policy ELBSecurityPolicy-2016-08 \

--certificates CertificateArn=acm-certificate-arn \
--default-actions Type=forward, TargetGroupAxn=target-group-arn

MREEMEFNPEAMNE AT EESS | FREEL Y Site-to-Site VPN BEE X518 Web BR

%8R0

7. {£/ Route 53 HiZzEtIZ2EEX,

aws route53 create-hosted-zone --name my-custom-domain.com \
--caller-reference 1

NIZBOE—FK AidK. EEA AWS CLI #1TI#R 4 , A 1list-hosted-zones-by-name
REFEERX ID , RIS A change-resource-record-sets MAIEFKo

HOSTED_ZONE_ID=$(aws route53 list-hosted-zones-by-name \
--dns-name my-custom-domain.com \
--query 'HostedZones[0].Id' --output text)

aws route53 change-resource-record-sets \
--hosted-zone-id $HOSTED_ZONE_ID \
--change-batch '{
"Changes": [
{
"Action": "CREATE",
"ResourceRecordSet": {

"Name": "my-custom-domain.com",

"Type": "A",

"AliasTarget": {
"HostedZoneld": "load-balancer-hosted-zone-id>",
"DNSName": "load-balancer-dns-name",

"EvaluateTargetHealth": true
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8. E# Web fR%58% Amazon VPC IR Z2EMN , FHERRENREN , RAFREMARERF
NEIDEBRFAELE FMH HTTPS &, FLT JSON RERIARM, a0, sg-ingress-ip-

permissions.json,

[
{
"IpProtocol": "tcp",
"FromPort": 443,
"ToPort": 443,
"UserIdGroupPairs": [
{
"GroupId": "load-balancer-security-group-id"
}
1,
"IpRanges": [
{
"CidrIp": "public-subnet-1-cidr"
1,
{
"CidrIp": "public-subnet-2-cidr"
}
]
}
]

BT Amazon EC2 (S EMAOZREAMN, EE --ip-permissions B9 JSON X,

aws ec2 authorize-security-group-ingress \
--group-id <security-group-id> \
--ip-permissions file://sg-ingress-ip-permissions.json

Z{TLAT Amazon EC2 ss S EFHHOMM

aws ec2 authorize-security-group-egress \

--group-id webserver-vpc-endpoint-security-group-id \
--protocol tcp \

--port 443 \

--source-group load-balancer-security-group-id
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$TFF Amazon MWAA #&| & 3 S 2l Apache Airflow Ul, IR R EFE FM IR E ML g E# S
MA R AN NARFASIER  NWATERLT®RIUZ —i51E Web RS 5.

« the section called “##& : Linux &2 F4”

« the section called “#(%2 : AWS Client VPN”

812 Apache Airflow CLI < f&

® Tip
REST API tt CLI EHI{X , EHEABRENHREERMIRIT. REST 5 Apache Airflow 3
BEWEERFR,

O LAERAAT LGS ER CLI 98 , AREEESDS shell A Amazon MWAA API, il | &
A LRI 2 |, AR ER Amazon MWAA API LURTE S N EF DAG, F—TaE#EFEH AWS CLI, curl
BIZ, Python BIZE} bash BiA~#]2 Apache Airflow CLI SHENE R, MNFERENSHME 60 BRE
o

AWS CLI S EEBRES shell B , MFARRES APl 55, Eit , TANAHXRERN. FHER
Web BRF2EX AR REFIMNEE D , BIER —MERR TR Z 81 T EH T AWS CLI ER.
H33x
- EREMH
« AWS CLI
- 5/ AWS CLI
« £/ curl BIA
- {# 8 bash BIA
« f£/ Python BZ
o BETRMMAL?

FTRZM

T—HNABTEAETT LS TMEEFRENZ SR,

Apache Airflow CLI %5 & 92
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18]

+ £ AWS Identity and Access Management (IAM) #1758 Apache Airflow i 7 5 E 5 A KBS . T 5
MWAAWeb ServerAccess ) Amazon MWAA X BRSREEH) AWS K

+ £ AWS Identity and Access Management (IAM) F1j[8 Amazon MWAA X PRZERE STEEH AP| F142
H AR : Amazon MWAAFull ApiAccess B AWS K,

AWS CLI

AWS Command Line Interface (AWS CLI) 2 —#FRIE , B AXRE®SIT Shell FEAGS
AWS RE#HITRE, EXRATHHTR , EEEUTHERATERS :

+ AWS CLI - ZE&EMA 2,
« AWS CLI-f#H aws configure BITIRIERE,

£ AWS CLI

LUF RBIER AWS CLI F1#Y create-cli-token a3 #12 Apache Airflow CLI k&,

aws mwaa create-cli-token --name YOUR_ENVIRONMENT_NAME

A curl Bia

LATRRBIMER curl BIZAE A AWS CLI 1 H9 create-web-login-token @ % , 33 Apache Airflow Web
BR%588 L8R = A Apache Airflow CLI,

Apache Airflow v3

1. MWXAEXHHES curl FAFFEMUEE®T shell .

® Note
MEEFZEERE , TEFEREM shell REFHHE > H.

CLI_JSON=$(aws mwaa --region us-east-1 create-cli-token --
name YOUR_ENVIRONMENT_NAME) \

£/ AWS CLI 93
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&& CLI_TOKEN=$(echo $CLI_JSON | jg -r '.CliToken') \

&& WEB_SERVER_HOSTNAME=$(echo $CLI_JSON | jg -r '.WebServerHostname') \

&& CLI_RESULTS=$(curl -L --request POST "https://$WEB_SERVER_HOSTNAME/aws_mwaa/
cli" \

--header "Authorization: Bearer $CLI_TOKEN" \

--header "Content-Type: text/plain" \

--data-raw "dags trigger YOUR_DAG_NAME --logical-date $(date -u +"%Y-%m-%dT%H:
%M:%SZ")") \

&& echo "Output:" \

&& echo $CLI_RESULTS | jg -r '.stdout' | base64 --decode \

&& echo "Errors:" \

&& echo $CLI_RESULTS | jg -r '.stderr' | base64 --decode

2. FAIRIEM AWS X35, YOUR _DAG_NAME 1 YOUR_ENVIRONMENT NAME it red 9/ 51z
o Bl , AEMBHEN B AIBEM TR (&F https:// ) -

123456a0-0101-2020-9e11-1b159eec9000.c2.us-east-1.airflow.amazonaws.com

BHRTRRIPFER

{
"stderr":"<STDERR of the CLI execution (if any), base64 encoded>",
"stdout":"<STDOUT of the CLI execution, base64 encoded>"
}
Apache Airflow v2

1. MWXAEXHHES curl IFAFFEKWEE®T shell #,

® Note
HHEFZEERG , TEFEEMEA shell EEPNERE > B,

CLI_JSON=$(aws mwaa --region us-east-1 create-cli-token --

name YOUR_ENVIRONMENT_NAME) \

&& CLI_TOKEN=$(echo $CLI_JSON | jq -r '.CliToken') \

&& WEB_SERVER_HOSTNAME=$(echo $CLI_JSON | jq -r '.WebServerHostname') \

&& CLI_RESULTS=$(curl --request POST "https://$WEB_SERVER_HOSTNAME/aws_mwaa/cli"
\
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--header "Authorization: Bearer $CLI_TOKEN" \

--header "Content-Type: text/plain" \

--data-raw "dags trigger YOUR_DAG_NAME") \

&& echo "Output:" \

&& echo $CLI_RESULTS | jg -r '.stdout' | base64 --decode \

&& echo "Errors:" \
&& echo $CLI_RESULTS | jg -r '.stderr' | base64 --decode

2. FAXER AWS XI5, YOUR_DAG_NAME F1 YOUR_ENVIRONMENT _NAME it red ¥/ 51z
o Blmn , NEMEZNENB M TR (J&E https:// )

123456a0-0101-2020-9e11-1b159eec9000.c2.us-east-1.airflow.amazonaws.com

ENHHPRFFFLR

"stderr":"<STDERR of the CLI execution (if any), base64 encoded>",
"stdout":"<STDOUT of the CLI execution, base64 encoded>"

£ bash B4

LA RBIMERA bash BIZASkRiEA AWS CLI 1 # create-cli-token #5812 Apache Airflow CLI 5 k%,

Apache Airflow v3

1. EHUTRERINAET , AEEXESFHN get-cli-token.sh,

# brew install jq
aws mwaa create-cli-token --name YOUR_ENVIRONMENT_NAME | export

CLI_TOKEN=$(jq -r .CliToken) && curl -L --request POST "https://YOUR_HOST_NAME/

aws_mwaa/cli" \
--header "Authorization: Bearer $CLI_TOKEN" \
--header "Content-Type: text/plain" \
--data-raw "dags trigger YOUR_DAG_NAME --logical-date $(date -u +"%Y-%m-

%dT%H:%M:%SZ2" )"

2. B##5{I5E#R YOUR_ENVIRONMENT _NAME. YOUR_HOST_NAME #1 YOUR_DAG_NAME, 4
m, NERENENB AN TR (&% https:// ) -

f§ A bash 7 95
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RAriEmE

123456a0-0101-2020-9e11-1b159eec9000.c2.us-east-1.airflow.amazonaws.com
3. (Hi% ) macOS M Linux AF ATEEEEETU T oo U BARMATHIT,
chmod +x get-cli-token.sh

4. BITLATHIAT 812 Apache Airflow CLI S H4,

./get-cli-token.sh

Apache Airflow v2

1. EFIUTREBREBAR , HEFRMHMSFH get-cli-token.sh,

# brew install jq

aws mwaa create-cli-token --name YOUR_ENVIRONMENT_NAME | export CLI_TOKEN=$(jq -
r .CliToken) && curl --request POST "https://YOUR_HOST_NAME/aws_mwaa/cli" \
--header "Authorization: Bearer $CLI_TOKEN" \

--header "Content-Type: text/plain" \

--data-raw "dags trigger YOUR_DAG_NAME"

2. RB##5{USFE#% YOUR_ENVIRONMENT _NAME, YOUR_HOST_NAME 1 YOUR_DAG_NAME, 4
m, NEMZHENBATEN TR (I&F https:// )

123456a0-0101-2020-9e11-1b159eec9000.c2.us-east-1.airflow.amazonaws.com
3. ( ®i% ) macOS M Linux AR AT BLEIT A T e S AB R AR AT 1T,
chmod +x get-cli-token.sh

4. BITUATHIARTI ]2 Apache Airflow CLI k&,

./get-cli-token.sh
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RAriEmE

£/ Python 7%

LA RBIE A Python BIZSH B boto3 create cli_token J53%K 812 Apache Airflow CLI k& |, Hadk
DAG, &ALATE Amazon MWAA ZANETTIEIIAS, AR FEL L boto3 F., ZRAEFEEAIE —NERR

BREFEIZE. ZHRBRECENKTEE T AWS S HRIFFIL,

Apache Airflow v3

SHUTRBROINNE , HEARHSFHN create-cli-token.pyo

Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.

Permission is hereby granted, free of charge, to any person obtaining a copy of
this software and associated documentation files (the "Software"), to deal in
the Software without restriction, including without limitation the rights to
use, copy, modify, merge, publish, distribute, sublicense, and/or sell copies of
the Software, and to permit persons to whom the Software is furnished to do so.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS
FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR
COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER
IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN
CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.
import boto3

import json

import requests

import baseb4

mwaa_env_name = 'YOUR_ENVIRONMENT_NAME'
dag_name = 'YOUR_DAG_NAME'
mwaa_cli_command = 'dags trigger'

client = boto3.client('mwaa')
mwaa_cli_token = client.create_cli_token(

Name=mwaa_env_name

mwaa_auth_token = 'Bearer ' + mwaa_cli_token['CliToken']

& A Python B4
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mwaa_webserver_hostname = 'https://{0}/aws_mwaa/
cli'.format(mwaa_cli_token['WebServerHostname'])
raw_data = '{0} {1}'.format(mwaa_cli_command, dag_name)

mwaa_response = requests.post(
mwaa_webserver_hostname,
headers={
'Authorization': mwaa_auth_token,
'Content-Type': 'text/plain'
.
data=raw_data

)

mwaa_std_err_message = baseb64.b64decode(mwaa_response.json()
['stderr']).decode('utf8"')
mwaa_std_out_message = base64.b64decode(mwaa_response.json()
['stdout']).decode('utf8"')

print(mwaa_response.status_code)
print(mwaa_std_err_message)
print(mwaa_std_out_message)

2. FASMFER YOUR_ENVIRONMENT_NAME #1 YOUR_DAG_NAME,
3. BITLATHIZAT €12 Apache Airflow CLI &,

python3 create-cli-token.py

Apache Airflow v2

1. SHUTRBROINNE , AEARMSEFRN create-cli-token.pyo

Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.

Permission is hereby granted, free of charge, to any person obtaining a copy of
this software and associated documentation files (the "Software"), to deal in
the Software without restriction, including without limitation the rights to
use, copy, modify, merge, publish, distribute, sublicense, and/or sell copies of
the Software, and to permit persons to whom the Software is furnished to do so.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS
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FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR
COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER
IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN
CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.
import boto3

import json

import requests

import baseb4

mwaa_env_name = 'YOUR_ENVIRONMENT_NAME'
dag_name = 'YOUR_DAG_NAME'
mwaa_cli_command = 'dags trigger'

client = boto3.client('mwaa')

mwaa_cli_token = client.create_cli_token(
Name=mwaa_env_name

mwaa_auth_token = 'Bearer ' + mwaa_cli_token['CliToken']
mwaa_webserver_hostname = 'https://{0}/aws_mwaa/
cli'.format(mwaa_cli_token['WebServerHostname'])
raw_data = '{@0} {1}'.format(mwaa_cli_command, dag_name)

mwaa_response = requests.post(
mwaa_webserver_hostname,
headers={
'Authorization': mwaa_auth_token,
'Content-Type': 'text/plain'
},
data=raw_data

)

mwaa_std_err_message = baseb4.b64decode(mwaa_response.json()
['stderr']).decode('utf8"')
mwaa_std_out_message = baseb4.b64decode(mwaa_response.json()
['stdout']).decode('utf8"')

print(mwaa_response.status_code)
print(mwaa_std_err_message)

print(mwaa_std_out_message)

2. B ENMNFER YOUR_ENVIRONMENT _NAME 1 YOUR_DAG_NAME,
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3. BE{TUTHIAT8IE Apache Airflow CLI &,

python3 create-cli-token.py

BTREAA?

« T£ createClitoken £ % A F 612 CLI S8 Amazon MWAA API #1E,

{# A Apache Airflow REST API

X F121T Apache Airflow v2.4.3 R ESRAKIFE , Amazon Managed Workflows for Apache Airflow
(Amazon MWAA) X #{£f Apache Airflow REST AP [B#Z5 2 # Apache Airflow SR E#H TR E, X

FERA LB HES R FRIFMEREZN Amazon MWAA IR | NTi A AABEREFEIERE, BN
W& Apache Airflow A # ( Bl THIELIEE DAGs, fiRB[HRAERF ) WIRSRM T —FiR

- 2[4 P

N T HEAERA Apache Airflow REST API B¥ 2 #F a1 B , Amazon MWAA 24t 7k 48 Web RS

BARBMIEI , LURZEMNMNESR | TiLRXKE REST APl BXR, ®H1THE (CL) WEALETRHX

Apache Airflow FIF 5 E (Ul) AP HERE . X Amazon MWAA I{aH B Web FRESFBNESZE
B , B2 the section called “BEi & Web [REEF BT 47,

& LAME A Apache Airflow REST API SETUREM LA T ERHRAI -
- {RIRTHIE - BIE A LLIE KB Apache Airflow B SR ESL CLI 9" T , B35 Apache Airflow
DAG iZ21T. BEEBBEEURRRTHBEHRERE. MARNAERSSHEFNRES,

- SHBNARFAMRSER - BT X# REST API, B0 LUSE B E L fF R 5 RUFER Amazon
MWAA SEERMRSEER. Hl , BRLEZ TERUEMKBABRENEYN |, SINETHKE
BAREFEL AP ERSE.

- ErhlgiE — ST EREREEER , JCE 2% DAGs 4~ Amazon MWAA IREHAPIRZA , W\TSKH
EhEENEE,

A3 Apache Airflow REST APl WE Z{E 8 , 2 # Apache Airflow REST APl %,

B fEMAInvokeRestApi , BAILAEAEHE LR Apache Airflow REST APl, AWS &b 0] BUBIS 3R
B Web lRF2BIHRGHE , ARERZSEFTERANAXKFE,
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MREEFER InvokeRestApi BERIEZEIEE Update your environment to use
InvokeRestApi iR , MR REEEFH Amazon MWAA IR, HEH Amazon MWAA HRiE
5 InvokeRestApi FIEEMHXMENTERXIREN , MaREWER, EFRLEE , FEHEN
Amazon MWAA IRELI40 A InvokeRestApi THEEM A EE X,

InvokeRestApi BRIEMERIAERIATEN 10 B, MRBEREX 10 WPWRESEERNTER , W&B3
KIEHEI IR, BREN REST APl HARIT R EERNRASER , LB S HINE R,

N7 EERA Apache Airflow REST API Bf X £ A[F B , Amazon MWAA 2% T KFH 48 Web BRS

BRENET , LUBZEMMMWER , T1RRXK B RESTAPI EXR, S THE (CL) WERTRH .

Apache Airflow FIF R E (Ul) AP HEE N, BX Amazon MWAA I{aH B Web FRESFNEZE
B , 2 the section called “BEi & Web [REZ2FEHZT 47,

& LAME A Apache Airflow REST API SETUIREM LA T SRR -
- RIEVE - BE T BLIEE AR E Apache Airflow B3P SREIER CLI B91ER T , B3b Apache Airflow
DAG 217, EEBEEURKRRABEREE. MASENAEREZHAFNRS.

- SABNARFANBRSER - BT X# REST API, B LUTE B E L FR B RUFER Amazon
MWAA SREEEMRSEER. HlW , BRLEZ TERUENKBABRENEYN , SINETHKE
AR L S A PR

- ErhlEir — SRS REEER , JCE 2 DAGs 4~ Amazon MWAA IREHAPIRZ , MNTSEH
EhEENEE,

&K Apache Airflow REST APl IWE Z{EE. , 5 Apache Airflow REST APl £%&,

B fERAInvokeRestApi , EAILAEAEIE G R Apache Airflow REST APl, AWS &b 7] BUBIE 3R
B Web lRFZ2B1HRIGHE , ARERZSEFTERANAXKIFGE,

- MREFEMEA InvokeRestApi BRIEMIEZEE Update your environment to use
InvokeRestApi iR , MR REFEFEH Amazon MWAA IE, ZHEM Amazon MWAA IRE
5 InvokeRestApi MEEHZMN BRI ERTHAN , ekt biEiR,. EfRLEE  BEHEN
Amazon MWAA IRELA A InvokeRestApi WWEEM A EE K,

« InvokeRestApi RENERIAEERIETEIN 10 B, MRBEREX 10 DNNESEEATHK , MaH
L IEH B KEIR, BREN REST API ARRITAERBRERNTER , LUBS HIEE IR,
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/A Important
WE 578 T A/NTFEEEETE 6 MB, MIREHREI , RestApi FAK.

BIBELLT RHIFT Apache Airflow REST API #4T APl A H S 31 ¥/ DAG 51T :
e

- ¥FX Apache Airflow REST API i [BEIXBR : airflow:InvokeRestApi

- Y Apache Airflow REST API

- B Web lRFEFSETE I A Apache Airflow REST API

B FXJ Apache Airflow REST API Y15 R fXPR : airflow:InvokeRestApi

E AWS EAIEPiF R Apache Airflow REST API |, 247 IAM ZF#&airflow: InvokeRestApiH
BFNR. EUTRBERGIS | £ {airflow-role} ##EE Admin, Op. User, Viewer =
Public ABUHEENAFERNEES . BXELZEE , S (Apache Airflow ZE158) FHR
AAE,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "AllowMwaaRestApiAccess",
"Effect": "Allow",
"Action": "airflow:InvokeRestApi",
"Resource": [
"arn:aws:airflow:us-east-1:111122223333:x0le/{your-environment-name}/
{airflow-xrole}"
]
}
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https://airflow.apache.org/docs/apache-airflow/1.10.6/security.html?highlight=ldap#default-roles
https://airflow.apache.org/docs/apache-airflow/1.10.6/security.html?highlight=ldap#default-roles
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® Note

ELEFAE Web FRSS 850 , TEMNEIFAE = (VPC) 2 A InvokeRestApi BE. &T
LAERA aws:SourceVpc X WRENITERAN T HES ., BXEZFER , FSM aws:
SourceVpco

8 Apache Airflow REST API

AT RBIENAS A48 7 m{Al A Apache Airflow REST API 5l HERE A Y DAGs A A 2 LA R an{a 62
Apache Airflow £ :

import boto3
env_name = "MyAirflowEnvironment"

def list_dags(client):
request_params = {
"Name": env_name,
"Path": "/dags",
"Method": "GET",
"QueryParameters": {
"paused": False

response = client.invoke_rest_api(
**request_params

print("Airflow REST API response: ", response['RestApiResponse'])

def create_variable(client):
request_params = {
"Name": env_name,
"Path": "/variables",
"Method": "POST",

"Body": {
"key": "test-restapi-key",
"value": "test-restapi-value",

"description": "Test variable created by MWAA InvokeRestApi API",
}
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https://docs.aws.amazon.com//IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourcevpc
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response = client.invoke_rest_api(
**request_params

)
print("Airflow REST API response: ", response['RestApiResponse'])
if _name__ == "__main__":

client = boto3.client("mwaa")
list_dags(client)
create_variable(client)

BRI Web lRFZSETEIHEA Apache Airflow REST API

EBIE Web RS2 RITH |, BEEALLT Python L, ZEBAE LEA Amazon MWAA API k3R
B Web BFZ T, Web BRGCHEFE 60 WETH , RAEAIRHI— Web RiETHE , EEALE
1A Web ARZ- 83 #11E F Apache Airflow REST APl, MIRZEEFH 10 NESK (TPS ) LEMTHHR
E , W LAEA k5% 75| Apache Airflow REST APl

SETHE/RE 12 M EIH,

® Tip

LA R 5 M Apache Airflow v2 B v3 BNE BTV R :
- REST API B8 M /api/vl EXA /api/v2
« BREAEM /aws_maa/login EH&NA /pluginsv2/aws_mwaa/login
« B response.cookies["_token"] WINIETHEER , BUMEFLN AP FHAH

FERIXLEER
« 3F RESTAPI @A , BURAEFRLPEIELT jwt_token EE :

headers = {
"Authorization": f'"Bearer {jwt_token}",

"Content-Type": "application/json"
}

Apache Airflow v3

def get_token_info(region, env_name):
logging.basicConfig(level=1ogging.INFO)
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try:
# Initialize MWAA client and request a web login token
mwaa = boto3.client('mwaa', region_name=region)
response = mwaa.create_web_login_token(Name=env_name)

# Extract the web server hostname and login token
web_server_host_name = response["WebServerHostname"]
web_token = response["WebToken"]

# Construct the URL needed for authentication
login_url = f"https://{web_server_host_name}/pluginsv2/aws_mwaa/login"
login_payload = {"token": web_token}

# Make a POST request to the MWAA login url using the login payload
response = requests.post(

login_url,

data=login_payload,

timeout=10

# Check if login was successful
if response.status_code == 200:

# Return the hostname and the session cookie
return (
web_server_host_name,
response.cookies['_token']
)
else:
# Log an error
logging.error("Failed to log in: HTTP %d", response.status_code)
return None
except requests.RequestException as e:

# Log any exceptions raised during the request to the MWAA login endpoint
logging.error("Request failed: %s", str(e))

return None

except Exception as e:

# Log any other unexpected exceptions
logging.error("An unexpected error occurred: %s", str(e))
return None
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RAriEmE

Apache Airflow v2

def get_session_info(region, env_name):
logging.basicConfig(level=1logging.INFO)

try:
# Initialize MWAA client and request a web login token
mwaa = boto3.client('mwaa', region_name=region)
response = mwaa.create_web_login_token(Name=env_name)

# Extract the web server hostname and login token
web_server_host_name = response["WebServerHostname"]
web_token = response['"WebToken"]

# Construct the URL needed for authentication
login_url = f"https://{web_server_host_name}/aws_mwaa/login"
login_payload = {"token": web_token}

# Make a POST request to the MWAA login url using the login payload
response = requests.post(

login_url,

data=login_payload,

timeout=10

# Check if login was succesfull
if response.status_code == 200:

# Return the hostname and the session cookie
return (
web_server_host_name,
response.cookies["session"]
)
else:
# Log an error
logging.error("Failed to log in: HTTP %d", response.status_code)
return None
except requests.RequestException as e:
# Log any exceptions raised during the request to the MWAA login endpoint
logging.error("Request failed: %s", str(e))
return None
except Exception as e:
# Log any other unexpected exceptions
logging.error("An unexpected error occurred: %s", str(e))
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return None

EREMRIEE , BNSRETHBE APl MRAEFERNEILE, ET 20 R6F , £HRS
dags/{dag_name}/dagRuns,

Apache Airflow v3

def trigger_dag(region, env_name, dag_id):

Triggers a DAG in a specified MWAA environment using the Airflow REST API.

Args:

region (str): AWS region where the MWAA environment is hosted.
env_name (str): Name of the MWAA environment.

dag_id (str): ID of the DAG to trigger.

logging.info(f"Attempting to trigger DAG {dag_id} in environment {env_name} at
region {region}")

# Retrieve the web server hostname and token for authentication
try:

web_server_host_name, jwt_token = get_token_info(region, env_name)
if not jwt_token:

logging.error("Authentication failed, no jwt token retrieved.")
return

except Exception as e:

logging.error(f"Error retrieving token info: {str(e)l}")

return

# Prepare headers and payload for the request

request_headers = {

"Authorization": f'"Bearer {jwt_token}",

"Content-Type": "application/json" # Good practice to include, even for GET

}

# sample request body input
json_body = {"logical_date": "2025-09-17T14:15:00Z2"}

# Construct the URL for triggering the DAG
url = f"https://{web_server_host_name}/api/v2/dags/{dag_id}/dagRuns"
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# Send the POST request to trigger the DAG

try:

response = requests.post(url, headers=request_headers, json=json_body)
# Check the response status code to determine if the DAG was triggered

successfully
if response.status_code == 200:
logging.info("DAG triggered successfully.")
else:

logging.error(f"Failed to trigger DAG: HTTP {response.status_code} -
{response.text}")

except requests.RequestException as e:

logging.error(f"Request to trigger DAG failed: {str(e)}")

if __name__ == "__main__":
logging.basicConfig(level=1logging.INFO)

# Check if the correct number of arguments is provided

if len(sys.argv) != 4:

logging.error("Incorrect usage. Proper format: python script_name.py {region}
{env_name} {dag_id}")

sys.exit(1l)

region = sys.argv[1l]
env_name = sys.argv[2]
dag_id = sys.argv[3]

# Trigger the DAG with the provided arguments
trigger_dag(region, env_name, dag_id)

Apache Airflow v2

def trigger_dag(region, env_name, dag_name):

Triggers a DAG in a specified MWAA environment using the Airflow REST API.

Args:

region (str): AWS region where the MWAA environment is hosted.
env_name (str): Name of the MWAA environment.

dag_name (str): Name of the DAG to trigger.

logging.info(f"Attempting to trigger DAG {dag_name} in environment {env_name}
at region {region}")
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# Retrieve the web server hostname and session cookie for authentication
try:

web_server_host_name, session_cookie = get_session_info(region, env_name)
if not session_cookie:

logging.error("Authentication failed, no session cookie retrieved.")
return

except Exception as e:

logging.error(f"Error retrieving session info: {str(e)}")

return

# Prepare headers and payload for the request
cookies = {"session": session_cookie}
json_body = {"conf": {}}

# Construct the URL for triggering the DAG
url = f"https://{web_server_host_name}/api/vl/dags/{dag_id}/dagRuns"

# Send the POST request to trigger the DAG

try:

response = requests.post(url, cookies=cookies, json=json_body)

# Check the response status code to determine if the DAG was triggered

successfully
if response.status_code == 200:
logging.info("DAG triggered successfully.")
else:

logging.error(f"Failed to trigger DAG: HTTP {response.status_code} -
{response.text}")

except requests.RequestException as e:

logging.error(f"Request to trigger DAG failed: {str(e)}")

if __name__ == "__main__":

logging.basicConfig(level=1logging.INFO)

# Check if the correct number of arguments is provided

if len(sys.argv) != 4:

logging.error("Incorrect usage. Proper format: python script_name.py {region}
{env_name} {dag_namel}")

sys.exit(1l)

region = sys.argv[1l]
env_name = sys.argv[2]
dag_name = sys.argv[3]
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# Trigger the DAG with the provided arguments
trigger_dag(region, env_name, dag_name)

Apache Airflow CLI s 5 5#&

AREBNET Amazon MWAA L FFFZHH Apache Airflow CLI 5%

® Tip
REST API Lt CLI BIIX , TR EABRENEEERMIRIT. REST &5 Apache Airflow
BEHEESN.

Bx
. EREMH
« 150
« AWS CLI
c BRTHLERAE ?
- XEHMBCLI &S
- XSS
- ER#HT DAG TS
. RERH
« RiE, IRENEMIER Apache Airflow v2 &
- fii & DAG BRMEE
- EBEERL2EHH SSHFRE LE1T CLI T,

FoRZ M
T—FNETEAERR LN GESHMEREN NS SR,
(7]

+ £ AWS Identity and Access Management (IAM) #i/[8] Apache Airflow i 7 5 E 5 A KBS . 0 5%
MWAAWeb ServerAccess ) Amazon MWAA X BRSREEH) AWS K

Apache Airflow CLI s 5&#& 110



Amazon Managed Workflows for Apache Airflow ArfEm

« 7£ AWS Identity and Access Management (IAM) #5518 Amazon MWAA X R K BE TER API FiE
H1A 5 E B : Amazon MWAAFuIl ApiAccess B9 AWS K

AWS CLI

AWS Command Line Interface (AWS CLI) 2—®FRIE , B ARESG ST Shell FEATRE
AWS RBE#HITRE, EXREATHHTR , EEEUTHERATERS :

« AWS CLI - ZE&MA 2,
« AWS CLI-fff aws configure #{TIHREEE.

BERTHENS?

- v3 : Airflow 2%, Apache Airflow v3 5| A T RIEMNEMER , LIRS XM TT B%E , HE1L
4, ETMESER , BSRARE Airflow 3,

« v2 : Airflow CLI 5454, Apache Airflow v2 CLI AR AN RBFHERG AR Food , XEK
B WMREEHLKE Apache Airflow v2 , MIFEEE# Apache Airflow v1 BIZ, a0 , Apache Airflow
vl F# unpause EE# A Apache Airflow v2 H#Y dags unpause. ETHEZEER , H3H 2.0
F Ay Airflow CLI i,

TEM CLI H

T—%5HT Amazon MWAA LRI A K Apache Airflow CLI 5%

XENTT

Apache Airflow v3
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v3.0.6 B
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http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#cheat-sheet
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#add
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http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#cheat-sheet
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#add
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#delete
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#backfill
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#delete_repeat1
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#list_repeat2
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#list-jobs
https://airflow.apache.org/docs/apache-airflow/stable/cli-and-env-variables-ref.html#list-import-errors
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#list-runs
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#next-execution
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#pause
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IRERRAS

v2.0+

v2.4+

v2.0+

v2.0+

v2.0+

v2.0+

v2.0+

v2.4+

v2.0+

v2.0+

v2.0+

v2.0+

v2.0+

v2.8+

DA
AR T3

# % dags

E#F 51t dags

& R dags

Brik dags

AKX dags

BUBE 1% dags

BE db

REENITA

KGR
RHEES
RA

A ke

REEFBEA
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http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#report
https://airflow.apache.org/docs/apache-airflow/2.4.3/cli-and-env-variables-ref.html#reserialize
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#show
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#state
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#test
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#trigger
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#unpause
https://airflow.apache.org/docs/apache-airflow/2.4.3/cli-and-env-variables-ref.html#clean
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#behaviours
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#get_repeat2
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#hooks
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#links
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#list_repeat4
https://airflow.apache.org/docs/apache-airflow/stable/cli-and-env-variables-ref.html#notifications
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IRERRAS

v2.6+

v2.7+

v2.0+

v2.6+

v2.6+

v2.6+

v2.0+

v2.0+

v2.0+

v2.0+

v2.0+

v2.0+

v2.0+

v2.0+

DA
AR T3

REEESA

REmAR S

REE/D R

A &R IR

A Bl R R

Aol

JIHAE

BERES

ESAB-EFE

IHES

BRIRMESS
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https://airflow.apache.org/docs/apache-airflow/stable/cli-and-env-variables-ref.html#secrets
https://airflow.apache.org/docs/apache-airflow/stable/cli-and-env-variables-ref.html#triggerer
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#widgets
https://airflow.apache.org/docs/apache-airflow/stable/cli-and-env-variables-ref.html#add-perms
https://airflow.apache.org/docs/apache-airflow/stable/cli-and-env-variables-ref.html#del-perms
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#create
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#list_repeat5
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#clear
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#failed-deps
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#list_repeat6
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#render
https://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#run
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#state_repeat1
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#states-for-dag-run
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IRERRA CEED)

v2.0+ MiAES
v2.0+ MBRE S
v2.0+ REE
v2.0+ RETE
v2.0+ ST E
v2.0+ i 7

EF##HT DAG W@

MRIFIFIZTH = Apache Airflow v2.0.2 , IR DAG FERAMNBEH KB TES requirements. txt
ZENERFRS , N#EH DAG B CLI s S HE KK :

Apache Airflow v2.0.2

* dags backfill
+ dags list
* dags list-runs

+ dags next-execution

MR DAG FERMKB TEE requirements. txt ZENEFSHEME , MATLAERXLE CLI 55,
R ERR

T—Ta&# A Apache Airflow CLI B9 [E) 75 %89 =l
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http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#test_repeat1
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#delete_repeat4
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#get_repeat3
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#set_repeat1
http://airflow.apache.org/docs/apache-airflow/2.2.2/cli-and-env-variables-ref.html#list_repeat8
http://airflow.apache.org/docs/apache-airflow/1.10.12/cli-ref.html#version
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RE., IREVEMIBR Apache Airflow v2 &

WA AR T REIRIBIRE, FRENVEMIBR <script> <mwaa env name> get | set |
delete <variable> <variable value> </variable> </variable> XMW ZETE,

[ $# -eq 0 ] && echo "Usage: $0 MWAA environment name " && exit

if [[ $2 == "" ]1]; then
dag="variables list"

elif [ $2 == "get" ] || [ $2 == "delete" 1 || [ $2 == "set" ]; then
dag="variables $2 $3 $4 $5"

else
echo "Not a valid command"
exit 1

fi

CLI_JSON=$(aws mwaa --region $AWS_REGION create-cli-token --name $1) \
&& CLI_TOKEN=$(echo $CLI_JSON | jg -r '.CliToken') \
&& WEB_SERVER_HOSTNAME=$(echo $CLI_JSON | jgq -r '.WebServerHostname') \
&& CLI_RESULTS=$(curl --request POST "https://$WEB_SERVER_HOSTNAME/aws_mwaa/cli" \
--header "Authorization: Bearer $CLI_TOKEN" \
--header "Content-Type: text/plain" \
--data-raw "$dag" ) \
&& echo "Output:" \
&& echo $CLI_RESULTS | jg -r '.stdout' | base64 --decode \
&& echo "Errors:" \
&& echo $CLI_RESULTS | jg -r '.stderr' | base64 --decode

fit & DAG B 7 NEL &

&I LATE Apache Airflow v2 FRERA LT ROICBEA L DAG BHRINEE , A8 airflow
trigger_dag 'dag_name' —conf '{"key":"value"}',

import boto3
import json
import requests
import base64

mwaa_env_name = 'YOUR_ENVIRONMENT_NAME'
dag_name = 'YOUR_DAG_NAME'
key = "YOUR_KEY"
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value = "YOUR_VALUE"

Conf = Il{\llll + key + Il\ll:\llll + Value + Il\ll}ll

client = boto3.client('mwaa')

mwaa_cli_token = client.create_cli_token(

Name=mwaa_env_name

)
mwaa_auth_token = 'Bearer ' + mwaa_cli_token['CliToken']
mwaa_webserver_hostname = 'https://{0}/aws_mwaa/

cli'.format(mwaa_cli_token['WebServerHostname'])

raw_data = "trigger_dag {0} -c '{1}'".format(dag_name, conf)

mwaa_response = requests.post(
mwaa_webserver_hostname,
headers={

'Authorization': mwaa_auth_token,

'Content-Type': 'text/plain'
1,

data=raw_data

mwaa_std_err_message = baseb64.b64decode(mwaa_response.json()

['stderr']).decode('utf8"')

mwaa_std_out_message = base64.b64decode(mwaa_response.json()

['stdout']).decode('utf8"')

print(mwaa_response.status_code)
print(mwaa_std_err_message)
print(mwaa_std_out_message)

EBREEL2F YK SSH B3iE Li=1T CLI %5

BRI T RBIGEREREET Linux B2 F LAY SSH RRERE

5/ curl

AN
PTo

~

=

17 Airflow CLI @3 %5

ssh -D 8080 -f -C -q -N YOUR_USER@YOUR_BASTION_HOST

curl -x socks5h://0:8080 --request POST https://YOUR_HOST_NAME/aws_mwaa/cli --

header YOUR_HEADERS --data-raw YOUR_CLI_COMMAND

R RB
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B 5 Apache Airflow BYE

ARESNAUWAHN Amazon MWAA IREELE Apache Airflow E#,

F

- Apache Airflow £ £ MEZ8R

« REE Amazon MWAA IREH B Apache Airflow REREFT
- EERBHR

- EAZABE Apache Airflow E3# AWS Secrets Manager

Apache Airflow & £ FiE 8 iA

EEEERT , EUFENRE (0 AWS BB ) EEREREREE , & Apache
Airflow JTIF i FEVEZEXN RMIHITAE , RSN DAG RE 5| AiZEE.

- BITEEM Apache Airflow, £ B{TEEH Apache Airflow Z%H , AJLfE airflow.cfg HiRE
Apache Airflow BLiEiET,

[secrets]
backend = airflow.providers.amazon.aws.secrets.secrets_manager.SecretsManagerBackend
backend_kwargs = {"connections_prefix" : "airflow/connections", "variables_prefix"

"airflow/variables"}

« Amazon MWAA EH#) Apache Airflow. 7 Amazon MWAA £ | B#FEEFXLEERENEN Apache
Airflow B¢ & %17 INEl Amazon MWAA 1#2#1& £, Apache Airflow Bt EiLIUER M RTEEE AR
RO HABEHERENFIEHMIABTEE.

Z &1 Amazon MWAA IREHEY Apache Airflow 1REtR2F 2

WHIH T Amazon MWAA J 7B X ##9 Apache Airflow IR E R %K) Apache Airflow RERERF S,
ﬁ?%ﬁ“ BEFENESEER | ESRIERFE Extras B Apache Airflow 52,

4>F

(® Note

N THRE CloudWatch AR IE R FRAMET QW EM Python FELEFTE R , Amazon
MWAA ERITE AR W atchtower fRZ 2.0.1, pip3 install -r requirements.txt

121

=
&


https://airflow.apache.org/docs/apache-airflow/stable/howto/set-config.html
https://airflow.apache.org/docs/apache-airflow/stable/extra-packages-ref.html
https://pypi.org/project/watchtower/2.0.1/
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£
- ORFHXH
- BERANEREFS

£ RS A

M Apache Airflow v2.7.2 FF#g , ERXH LMD E —% --constraint A, MREREMIR
&M, Amazon MWAA FRIEIEE —MNREM , LBRENERFIIENEFSELEEFERN
Apache Airflow R FRA

Apache Airflow £ R& 4 X #H1EE T Apache Airflow X et Al AR ERFMRA, ER , BEFZHER
T, BHWRMEFSZMAH Apache Airflow B . ATXAFERAREY , AL EEERMER
BHRFIRAE , H A S EREEF RN AR

1. g0, M GitHub https://raw.githubusercontent.com/apache/airflow/constraints-2.7.2/
constraints-3.11.txt FEAIFE THRARNARIHF (F '2.7.2 B ANEFEAORAE ) .

2. FEREMY REZEMH B FE Amazon MWAA IRIERY Amazon S3 DAG X443k |, 50
constraints-3.11-updated.txt,

3. WTAR, BEENER,

--constraint "/usr/local/airflow/dags/constraints-3.11-updated.txt"
apache-airflow-providers-amazon==version-number

(@ Note
MREERANRIE Web BRS52R , RINBUEERFAENET SN WHL X, aws-

mwaa-docker-images

BERANRERFS

LZEREHBEFEAVFEE Apache Airflow Ul FifEEREER, XUERSELER
requirements. txt XX ERFBEERN Python kB, ARFIH T Amazon MWAA A 7R
B Apache Airflow SMEZ %R Apache Airflow IREREF S,
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https://raw.githubusercontent.com/apache/airflow/constraints-2.7.2/constraints-3.11.txt
https://raw.githubusercontent.com/apache/airflow/constraints-2.7.2/constraints-3.11.txt
https://github.com/aws/amazon-mwaa-docker-images
https://github.com/aws/amazon-mwaa-docker-images
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® Note

Xt F Apache Airflow v2 R EFMRA , T 5# MWAA #£pip3 install -r
requirements.txt{TE 4 %% Watchtower higA 2.0.1 , AR E CloudWatch HERI 3%

BMT W EM Python EREKFIES.

IBAI LA E M apache-airflow-providers-amazon HERFTRAS KA R IRHERF .

X #H) Apache Airflow R A :

v3.0.6

TEgERE

AWS & #

Postgres 2

FTP i

Fab iE#

Celery &2

HTTP &

IMAP ZE 2

M SQL

SQLite % #

BEFa

apache-airflow-providers-amazon[aiob
otocore] ==9.9.0

apache-airflow-providers-postgres==6.2.1

apache-airflow-providers-ftp==3.13.1

apache-airflow-providers-fab==2.3.0

apache-airflow-providers-celery==3.12.1

apache-airflow-providers-http==5.3.2

apache-airflow-providers-imap==3.9.1

apache-airflow-providers-common-sql=
=1.27.3

apache-airflow-providers-sqlite==4.1.1

BERFAHEHEFS
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https://pypi.org/project/watchtower/2.0.1/
https://airflow.apache.org/docs/apache-airflow-providers-amazon/9.9.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-amazon/9.9.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-postgres/6.2.1/index.html
https://airflow.apache.org/docs/apache-airflow-providers-ftp/3.13.1/index.html
https://airflow.apache.org/docs/apache-airflow-providers-fab/2.3.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-celery/3.12.1/index.html
https://airflow.apache.org/docs/apache-airflow-providers-http/5.3.2/index.html
https://airflow.apache.org/docs/apache-airflow-providers-imap/3.9.1/index.html
https://airflow.apache.org/docs/apache-airflow-providers-common-sql/1.27.3/index.html
https://airflow.apache.org/docs/apache-airflow-providers-common-sql/1.27.3/index.html
https://airflow.apache.org/docs/apache-airflow-providers-sqlite/4.1.1/index.html
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v2.11.0

TEgERE

AWS E#

Postgres 2

FTP ¥

Fab iE#

Celery &2

HTTP &%

IMAP ZE#

M SqQL

SQLite & ##

SMTP E#

v2.10.3

TEERE

AWS E#

BErFa

apache-airflow-providers-amazon[aiob
otocore] ==9.8.0

apache-airflow-providers-postgres==6.2.0

apache-airflow-providers-ftp==3.13.0

apache-airflow-providers-fab==1.5.3

apache-airflow-providers-celery==3.11.0

apache-airflow-providers-http==5.3.0

apache-airflow-providers-imap==3.9.0

apache-airflow-providers-common-sql=
=1.27.1

apache-airflow-providers-sqlite==4.1.0

apache-airflow-providers-smtp==2.1.0

BEFe

apache-airflow-providers-amazon[aiob

otocore] ==9.0.0

BERFAHEHEFS
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https://airflow.apache.org/docs/apache-airflow-providers-amazon/9.8.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-amazon/9.8.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-postgres/6.2.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-ftp/3.13.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-fab/1.5.3/index.html
https://airflow.apache.org/docs/apache-airflow-providers-celery/3.11.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-http/5.3.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-imap/3.9.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-common-sql/1.27.1/index.html
https://airflow.apache.org/docs/apache-airflow-providers-common-sql/1.27.1/index.html
https://airflow.apache.org/docs/apache-airflow-providers-sqlite/4.1.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-smtp/2.1.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-amazon/9.0.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-amazon/9.0.0/index.html
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BERERH BFa

Postgres 1E# apache-airflow-providers-postgres==5.13.1

FTP iE$ apache-airflow-providers-ftp==3.11.1

Fab iE# apache-airflow-providers-fab==1.5.0

Celery E apache-airflow-providers-celery==3.8.3

HTTP iE$ apache-airflow-providers-http==4.13.2

IMAP % $% apache-airflow-providers-imap==3.7.0

I SQL apache-airflow-providers-common-sql=
=1.19.0

SQLite E#2 apache-airflow-providers-sqlite==3.9.0

SMTP E# apache-airflow-providers-smtp==1.8.0

v2.10.1
TERERAE BFa
AWS E$# apache-airflow-providers-amazon[aiob

otocore] ==8.28.0

Postgres i apache-airflow-providers-postgres==5.12.0

FTP i&# apache-airflow-providers-ftp==3.11.0
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https://airflow.apache.org/docs/apache-airflow-providers-postgres/5.13.1/index.html
https://airflow.apache.org/docs/apache-airflow-providers-ftp/3.11.1/index.html
https://airflow.apache.org/docs/apache-airflow-providers-fab/1.5.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-celery/3.8.3/index.html
https://airflow.apache.org/docs/apache-airflow-providers-http/4.13.2/index.html
https://airflow.apache.org/docs/apache-airflow-providers-imap/3.7.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-common-sql/1.19.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-common-sql/1.19.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-sqlite/3.9.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-smtp/1.8.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-amazon/2.28.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-amazon/2.28.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-postgres/5.12.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-ftp/3.11.0/index.html
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BERERH BFa

Fab iE# apache-airflow-providers-fab==1.3.0

Celery E$£ apache-airflow-providers-celery==3.8.1

HTTP iE3# apache-airflow-providers-http==4.13.0

IMAP 3% $3 apache-airflow-providers-imap==3.7.0

EI saL apache-airflow-providers-common-sql=
=1.16.0

SQLite E# apache-airflow-providers-sqlite==3.9.0

SMTP E# apache-airflow-providers-smtp==1.8.0

v2.9.2
BERERH BFa
AWS E#2 apache-airflow-providers-amazon|[aiob

otocore] ==8.24.0

Postgres & # apache-airflow-providers-postgres==5.11.1
FTP &% apache-airflow-providers-ftp==3.9.1

Fab E# apache-airflow-providers-fab==1.1.1
Celery E$# apache-airflow-providers-celery==3.7.2
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https://airflow.apache.org/docs/apache-airflow-providers-fab/1.3.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-celery/3.8.1/index.html
https://airflow.apache.org/docs/apache-airflow-providers-http/4.13.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-imap/3.7.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-common-sql/1.16.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-common-sql/1.16.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-sqlite/3.9.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-smtp/1.8.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-amazon/8.24.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-amazon/8.24.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-postgres/5.11.1/index.html
https://airflow.apache.org/docs/apache-airflow-providers-ftp/3.9.1/index.html
https://airflow.apache.org/docs/apache-airflow-providers-fab/1.1.1/index.html
https://airflow.apache.org/docs/apache-airflow-providers-celery/3.7.2/index.html
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TEERE

HTTP &%

IMAP ZE#2

M SQL

SQLite & #

SMTP & ##

v2.8.1

TEERE

AWS E#

Postgres &

FTP i

Celery %E3Z

HTTP i

IMAP %3

M SQL

BEFa

apache-airflow-providers-http==4.11.1

apache-airflow-providers-imap==3.6.1

apache-airflow-providers-common-sql=
=1.14.0

apache-airflow-providers-sqlite==3.8.1

apache-airflow-providers-smtp==1.7.1

BEFa

apache-airflow-providers-amazon[aiob
otocore] ==8.16.0

apache-airflow-providers-postgres==5.10.0

apache-airflow-providers-ftp==3.7.0

apache-airflow-providers-celery==3.5.1

apache-airflow-providers-http==4.8.0

apache-airflow-providers-imap==3.5.0
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https://airflow.apache.org/docs/apache-airflow-providers-http/4.11.1/index.html
https://airflow.apache.org/docs/apache-airflow-providers-imap/3.6.1/index.html
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RAriEmE

TEERE

SQLite E#Z

v2.7.2

TEaERE

AWS E#

Postgres & ##

FTP M #2

Celery %E§Z

HTTP & #

IMAP 3% $2

# M SQL

SQLite & ##

v2.6.3

TEHERE

BEFa

apache-airflow-providers-common-sql=
=1.10.0

apache-airflow-providers-sqlite==3.7.0

BEFa

apache-airflow-providers-amazon[aiob
otocore] ==8.7.1

apache-airflow-providers-postgres==5.6.1

apache-airflow-providers-ftp==3.5.2

apache-airflow-providers-celery==3.3.4

apache-airflow-providers-http==4.5.2

apache-airflow-providers-imap==3.3.2

apache-airflow-providers-common-sql==1

7.2

apache-airflow-providers-sqlite==3.4.3

BEFe

BERFAHEHEFS
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https://airflow.apache.org/docs/apache-airflow-providers-common-sql/1.10.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-sqlite/3.7.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-amazon/8.7.1/index.html
https://airflow.apache.org/docs/apache-airflow-providers-amazon/8.7.1/index.html
https://airflow.apache.org/docs/apache-airflow-providers-postgres/5.6.1/index.html
https://airflow.apache.org/docs/apache-airflow-providers-ftp/3.5.2/index.html
https://airflow.apache.org/docs/apache-airflow-providers-celery/3.3.4/index.html
https://airflow.apache.org/docs/apache-airflow-providers-http/4.5.2/index.html
https://airflow.apache.org/docs/apache-airflow-providers-imap/3.3.2/index.html
https://airflow.apache.org/docs/apache-airflow-providers-common-sql/1.7.2/index.html
https://airflow.apache.org/docs/apache-airflow-providers-sqlite/3.4.3/index.html
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RAriEmE

TEERE
AWS E#

Postgres & ##

FTP M2

Celery 2

HTTP & #

IMAP E$2

FIM sQL

SQLite #E#

v2.5.1

TEERE

AWS E#Z

Postgres 1%

FTP M §2

Celery £

HTTP & #

BEFa

apache-airflow-providers-amazon[aiob
otocore] ==8.2.0

apache-airflow-providers-postgres==5.5.1

apache-airflow-providers-ftp==3.4.2

apache-airflow-providers-celery==3.2.1

apache-airflow-providers-http==4.4.2

apache-airflow-providers-imap==3.2.2

apache-airflow-providers-common-sql==1.5.2

apache-airflow-providers-sqlite==3.4.2

BEFa

apache-airflow-providers-amazon==7.1.0

apache-airflow-providers-postgres==5.4.0

apache-airflow-providers-ftp==3.3.0

apache-airflow-providers-celery==3.1.0

apache-airflow-providers-http==4.1.1
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https://airflow.apache.org/docs/apache-airflow-providers-amazon/8.2.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-amazon/8.2.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-postgres/5.5.1/index.html
https://airflow.apache.org/docs/apache-airflow-providers-ftp/3.4.2/index.html
https://airflow.apache.org/docs/apache-airflow-providers-celery/3.2.1/index.html
https://airflow.apache.org/docs/apache-airflow-providers-http/4.4.2/index.html
https://airflow.apache.org/docs/apache-airflow-providers-imap/3.2.2/index.html
https://airflow.apache.org/docs/apache-airflow-providers-common-sql/1.5.2/index.html
https://airflow.apache.org/docs/apache-airflow-providers-sqlite/3.4.2/index.html
https://airflow.apache.org/docs/apache-airflow-providers-amazon/7.1.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-postgres/5.4.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-ftp/3.3.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-celery/3.1.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-http/4.4.1/index.html
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BERERH BFa
IMAP 2 apache-airflow-providers-imap==3.1.1
I sQL apache-airflow-providers-common-sql==1.3.3
SQLite E#Z apache-airflow-providers-sqlite==3.3.1

v2.4.3
TR BFa
AWS E = apache-airflow-providers-amazon==6.0.0
Postgres £ apache-airflow-providers-postgres==5.2.2
FTP i&E# apache-airflow-providers-ftp==3.1.0
Celery E apache-airflow-providers-celery==3.0.0
HTTP &E# apache-airflow-providers-http==4.0.0
IMAP E 1% apache-airflow-providers-imap==3.0.0
EI saL apache-airflow-providers-common-sql==1.2.0
SQLite E apache-airflow-providers-sqlite==3.2.1
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https://airflow.apache.org/docs/apache-airflow-providers-sqlite/3.3.1/index.html
https://airflow.apache.org/docs/apache-airflow-providers-amazon/6.0.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-postgres/5.2.2/index.html
https://airflow.apache.org/docs/apache-airflow-providers-ftp/3.1.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-celery/3.0.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-http/4.0.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-imap/3.0.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-common-sql/1.2.0/index.html
https://airflow.apache.org/docs/apache-airflow-providers-sqlite/3.2.1/index.html
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AN Y 4 I s
E R B BR

Apache Airflow & MNEETF# N IERE URI F/RFHE, ©I& Apache Airflow Ul 1M 7 — MNEZEER |
AT AERKER URI 2855, TioEEER MM, MR Apache Airflow Ul F3& B EZENR , W BJ LA
A& AEEERCRERLLER URI /&%, fIInGER HTTP EZEER., TEXHET URI I, fim
my-conn-type:// , Apache Airflow IBHEFEERZRPEELZKIZIR. ZARNBUNAREFER
Apache Airflow Ul FEEEERRGC B TR EREERR,

/A Warning

BB &= Amazon MWAA ) aws_default #E#., Amazon MWAA i F itk iE #2317 & b
XEES , fINMKREFSBEE, BEWEETESSHHIEE KMERE O] A PR,

E&

- EE URI FRE T

« REIEEER

« EA HTTP EEEARFIT Jdbe EER R

EZ URI FRF&E R
AR RBINEAT MySQL EZELRBWIERE URI ZRF &,

'mysql://288888a0-50a0-888-9a88-1a111a2a0000.al.us-east-1.airflow.amazonaws.com
%2Fhome?role_arn=arn%3Aaws%3Aiam%3A%3A001122332255%3Arole%2Fservice-role%2FAmazonMWAA-
MyAirflowEnvironment-iAaaaA&region_name=us-east-1'

T SRR AR

LARRBIFERT Apache Airflow Ul By HTTP EZER,

Apache Airflow v3

Apache Airflow v2



https://airflow.apache.org/docs/apache-airflow-providers-amazon/stable/connections/aws.html
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A HTTP EEERI 1T Jdbe E =M R H

BIELL T RHBIFE Apache Airflow Ul 3 Jdbe EEREERE N A HTTP EEER,

Apache Airflow v3

LR RBIERT Apache Airflow 7 Z4E8 5 # B R 514 B E#E URI F &R,

http://myconnectionurl/some/path&login=mylogin&extra__jdbc__dry__path=usr/local/
airflow/dags/classpath/redshif-
jdbc42-2.0.0.1.jar&extra__jdbc__dry_ clsname=redshift-jdbc42-2.0.0.1

RIFLLT RHBITE Apache Airflow Ul H 3 Apache Airflow v3 B9 Jdbc JEIZ N HTTP EZER,

Apache Airflow v2

UTRBIETRT Apache Airflow 73 2EB 5 1 BY R BI4E BEVIE#E URI FRFER,

http://myconnectionurl/some/path&login=mylogin&extra__jdbc__dry_ path=usr/local/
airflow/dags/classpath/redshif-
jdbc42-2.0.0.1.jar&extra__jdbc__dry_ clsname=redshift-jdbc42-2.0.0.1

RIBLLT RHBITE Apache Airflow Ul H 3 Apache Airflow v2 B9 Jdbc EZ N A HTTP EZER,

5 Fi % 4A BB Apache Airflow i£3% AWS Secrets Manager

AWS Secrets Manager &3& A T Apache Airflow B S #EE TERERED X FNEZ A Apache
Airflow %, AREBNBUMAER AWS Secrets Manager £ Apache Airflow BJIF &7 3£ & T/ERTE
&£ 774 Apache Airflow ZEF Apache Airflow EZEHHLER,

® Note

- BEEHECOIENFHTR, BX Secrets Manager EMMWEZER , ESH AWS E
o

« AWS T 3 MWAA & X3 S@Q@ ystems Manager S #ERNNZRR. BEXEZE
B, &30 Amazon REREF T,

A HTTP EEE MR 1T Jdbe E K R 132


https://aws.amazon.com/secrets-manager/pricing/
https://aws.amazon.com/secrets-manager/pricing/
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-parameter-store
https://airflow.apache.org/docs/apache-airflow-providers-amazon/stable/secrets-backends/aws-ssm-parameter-store.html
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Bx

« S 1. [@ Amazon MWAA 1258 Secrets Manager 2540 Y U FR

- HE] 2 BIE Secrets Manager Fix{EH Apache Airflow Bt & %I

« =% : £ Apache A AWS irflow & URI Z&F &

« B 4 : 1£ Secrets Manager FIRNEE

« B 5 : 1£ Secrets Manager 7S NiE 2

o REGRH

« ETRBAL?

S 1 : [@ Amazon MWAA 24158 Secrets Manager Z 47 BI R FR

& Amazon MWAA SRBERITAEBEEX AWS Secrets ManagerF I B4 BB TR, T 1AM
RBE AR E A AWSHEE SecretsManagerReadWrite RBE# 1T E 58]

EFIZEBHMIERTAE  BHRITUTRAE

1. % Amazon MWAA 2§l & LT RN H,

EERIR,

ENREE LIERRITAR,

R IR B

ETRIERIE X ARFERFEA SecretsManagerReadWrite,
R T IR R

2

MBEFEER AWSHENRER |, N AT AEEEH RN RTAGUAFEMR BT EEH
Secrets Manager &R, i , AT REEF IR FETE Secrets Manager FHSEZHA PRI EHNME
40 AWS X3 #YiRERA R

JSON

"Version":"2012-10-17",
"Statement": [
{

SPR 1 [@ Amazon MWAA 12178 Secrets Manager 248X R 133


https://console.aws.amazon.com/iam/home?#/policies/arn:aws:iam::aws:policy/SecretsManagerReadWrite$jsonEditor
https://console.aws.amazon.com/mwaa/home#/environments
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"Effect": "Allow",

"Action": [
"secretsmanager:GetResourcePolicy",
"secretsmanager:GetSecretValue",
"secretsmanager:DescribeSecret",
"secretsmanager:ListSecretVersionlds"

1,

"Resource": "arn:aws:secretsmanager:us-east-1:111122223333:secret:*"
},
{

"Effect": "Allow",

"Action": "secretsmanager:ListSecrets",

"Resource": "*"
}

S 2 . 8% Secrets Manager F5iwmfEN Apache Airflow Bt & 1%

AT B9 A Bt £ ML B3k MWAA 251 & E R EiwelE Apache Airflow Bt Ei%ETT, AWS Secrets
Manager f1R& 7 airflow.cfg PEAREBNEERE , WEAEUATSRPUENEEFRLEHAE

EREIRE,
1.  1E Amazon MWAA #2#|& LT FIRETE,

2
3
4.
5

LIS,

LB,

H‘ET—%,

£ Airflow BLE R E R P EFRNMBENBRE, HIMUTRERN :

a. secrets.backend:
airflow.providers.amazon.aws.secrets.secrets_manager.SecretsManagerBackens

b. secrets.backend_kwargs : {"connections_prefix" : "airflow/
connections", "variables_prefix" : "airflow/variables"}iX¥$ Apache
Airflow BLi@ N TE airflow/connections/* # airflow/variables/* BEFIERIER
FRENEE,

BRI AFERAEREN KD Amazon MWAA K FR& @ Secrets Manager 18 A APl BX .
MREKREEEKE , Apache Airflow 2 EERENFIHPERMEEENTE, BIIE

S 2 . B2 Secrets Manager /5 1E Apache Airflow Bt & %I 134


https://console.aws.amazon.com/mwaa/home#/environments
https://airflow.apache.org/docs/apache-airflow-providers-amazon/stable/secrets-backends/aws-secrets-manager.html#optional-lookup
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EERX | TLUKZE Apache Airflow 12 RE ATRERR R, iX AT LABR{KIE1E Amazon MWAA H{E
Secrets Manager BB Ao

EIEEERER |, HHEE connections_lookup_pattern #
variables_lookup_pattern ¥, XESHIET RegEx FRBRERNBMA. il , EE
T test FFAMWEE , BWIA secrets.backend_kwargs WL THA :

"connections_prefix": "airflow/connections",
"connections_lookup_pattern": "Atest",
"variables_prefix" : "airflow/variables",
"variables_lookup_pattern": "Atest"

(® Note

E# A connections_lookup_pattern # variables_lookup_pattern , 4
M%& % apache-airflow-providers-amazon # 7.3.0 RE SMA, BHXIGFREM
EFaEMEFREANESER , BSR YRFH U

6. ‘&R

=% : £/ Apache A AWS irflow %3 URI & &£

EORERTHE  BEARE LN TabBEHEENRPWREN . BIIEEWE shell 2FEPR R
Z extra WROQWE—NEE, T—TF5|SETHAER Apache Airflow 5% Python BIZ 5 Amazon
MWAA R84 B Apache Airflow E# UR| ZFENS R,

Apache Airflow CLI

AR shell i A Airflow CLI £REZEF AR, IRESERE CLI, RINEBUEFER
Python BiZ<,

1. #TFF Python shell £1iF :

python3

2. BWAUTHS :

#=% . £/ Apache A AWS irflow #E## URI & 135


https://airflow.apache.org/docs/stable/howto/connection/index.html
https://airflow.apache.org/docs/apache-airflow/stable/howto/connection.html#generating-a-connection-uri
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w

>>> import json

WMALTEGS

>>> from airflow.models.connection import Connection

£ shell 21EHF R Z extra WREIE—NTE, NP YOUR_EXECUTION_ROLE_ARN#EZ{E
BHRANITAE ARN MM XiGus-east-1 ( Hlilus-east-1),

>>> extra=json.dumps({'role_arn': 'YOUR_EXECUTION_ROLE_ARN', 'region_name': 'us-
east-1'1})

BIEIEREN R, A Apache Airflow EZHN BB myconn FHRHIE,

>>> myconn = Connection(
ERARE L Tab@BHHEBRNKRPHUTEMNREN, BRPHWHEEred,
a. 5T AWS ERERA .

. conn_id="aws",

b. #8%E Apache Airflow Z{IEFEFIELIN

. conn_type="mysql',

c. 7TE Amazon MWAA LE3E7%E Apache Airflow Ul Pt :

. host='288888a0-50a0-888-9a88-1a111aaa0000.al.us-
east-1.airflow.amazonaws.com/home',

d. IEATFES Amazon MWAA B AWS HRIZ4A ID ( RSB )

. login="'YOUR_AWS_ACCESS_KEY_ID',

e. IEATFES Amazon MWAA KA T7R AWS 40 ( BB )

. password="'YOUR_AWS_SECRET_ACCESS_KEY',

f. 3E7E extrashel 2FTE :

$=% : £/ Apache A AWS irflow iE$ URI 28 & 136
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RAriEmE

. extra=extra

g. *lﬂﬁ%x‘t%o

7. FTEDEEE UR|I FHF&

>>> myconn.get_uri()

ESFWE B PR ER URI ZRFE

'mysql://288888a0-50a0-888-9a88-1a111a22a0000.al.us-east-1.airflow.amazonaws.
%2Fhome?role_arn=arn%3Aaws%3Aiam%3A%3A001122332255%3Arole%2Fservice-role
%2FAmazonMWAA-MyAirflowEnvironment-iAaaaA&region_name=us-east-1'

Python script
LA Python BIZRREFEZE Apache Airflow CLI,

1. SHUTRBROIVNE , HEALH#SEFHRN mwaa_connection.py,

import urllib.parse

conn_type = 'YOUR_DB_OPTION'

host = 'YOUR_MWAA_AIRFLOW_UI_URL'

port = 'YOUR_PORT'

login = 'YOUR_AWS_ACCESS_KEY_ID'

password = 'YOUR_AWS_SECRET_ACCESS_KEY'

role_arn urllib.parse.quote_plus('YOUR_EXECUTION_ROLE_ARN")
region_name = 'us-east-1'

conn_string = '{0}://{1}:{2}e{3}:{4}>
role_arn={5}&region_name={6}'.format(conn_type, login, password, host, port,
role_arn, region_name)

print(conn_string)

2. FEUFERN, red
3. BITUATHARTEREZEFRS,

com

$B=2 : £ Apache A AWS irflow J£# URI F &

137
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python3 mwaa_connection.py

£ 4 : 1£ Secrets Manager R INEE

\

T—TNBUWMTE Secrets Manager F R EE IR ZF4A,

EOERS  FHOTUTRE

-

$TFF AWS Secrets Manager 2% & .

R EHER,

IR HMEARE,

£ EEEFMELBHATH key/value BEX” B , £3F Plaintex to
BRUTHRIAFZEERMA LA,

o ~ b

"YOUR_VARIABLE_VALUE™"

Bl , BIRE-NEH , BT TRE

14

plan , BEE-—NFHE , BIITUATERE

"mystring"

6. XWTFMBERH , BMTHRIKRPIEE D AWS KMS ZHET,
7. BUTHAEZABMXEZERDRASR .

airflow/variables/YOUR_VARIABLE_NAME

Hlan -

airflow/variables/test-variable

8. J\.ﬁ?%—l:_ﬁo
9. HEEZRFNEHMNZHBEMNNMRESRL  MITUTRE,

S I 4 : 1 Secrets Manager FRMNEE 138


https://console.aws.amazon.com/secretsmanager/home#/environments
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a. EFRHBNF , WAEHABN.
b. (Wit ) EERF , WAZABRMBER,

HEET—%,
10. EEERKR-THEL | REBRINED , RAEERT %,
1. W FERMBEMEAMIE |, £ Secrets Manager FESIX LS,
12. ZEF L, EFLEANFAEE , AEERFH.

HU8® 5 : £ Secrets Manager 7 INiE 2

\

T =T N RBUWITE Secrets Manager FREEF LR URI SIEZH,
EQREA , BITUTRE

$TFF AWS Secrets Manager 2414 .
R FHTER,
EFRHMRARE,

EIBEERMELZEHDPH key/value BLXT” BIEF |, E4F Plaintex to
BUAT B ER URI 2/ 857 INR M4,

o b w0 bd =

YOUR_CONNECTION_URI_STRING

fHln -

mysql://288888a0-50a0-888-9a88-1a11132a0000.al.us-east-1.airflow.amazonaws.com
%2Fhome?role_arn=arn%3Aaws%3Aiam%3A%3A001122332255%3Arole%2Fservice-role
%2FAmazonMWAA-MyAirflowEnvironment-iAaaaA&region_name=us-east-1

/A Warning
Apache Airflow 2 fTEEF RPN EME. FNEEAESSHNEIE , BNELFiE
ERMANENFRR,

6. XTMBERH , EMTHRIKRPIEE - AWS KMS ZHET
7. BUTHRAEZABMXEZRDREAR N

%I 5 : 1£ Secrets Manager H7N fNiE 2 139


https://console.aws.amazon.com/secretsmanager/home#/environments
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airflow/connections/YOUR_CONNECTION_NAME

fln -

airflow/connections/myconn

8. EET—F
9. EEEI_&.%J\EE’J&.%H%?WH}E REE L, AT TR,

a. EFRHBNF , WAEHABN.
b. (Wit ) E#ERF , WAZABRMIHER,

EET—
10. EEERKR-THEL | REBRNED , RAFERT %,
1. N FERNWEMEMEE , £ Secrets Manager FEE X LS
12. BEEFE L, EFEEANFAEE , RARERFHE.

(R ERNL]

s ETHRECRAUT ROIKBHAT L@ Apache Airflow E# ( myconn ) WE4 |, ESH &
B AWS Secrets Manager # &Y 243 # 17 Apache Airflow 3%,

- BYMEMFAUT RARBHARTT LinfaERH Apache Airflow & ( test-variable ) %4 |
EZ# 71 Apache Airflow ZZE2 A AWS Secrets Manager H # %40

IR
« BXREREFIESMEE Secrets Manager ZANE Z{E 5. AWS CLI , i§ZHAWS Secrets Manager

AP iEER e E RS,

« TEfF Apache Airflow EZFMEEHE TN E AWS Secrets Manager® , £ Python B ZA<fF K& Apache
Airflow 2 £ fiEZ T B Secrets Manager.

BT RAA 4 2

o BT BENMERS LA E Apache Airflow Ul , i35 1518 Apache Airflow,

KB =B 140


https://docs.aws.amazon.com/secretsmanager/latest/userguide/create_secret.html
https://aws.amazon.com/blogs/opensource/move-apache-airflow-connections-variables-aws-secrets-manager/
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S Amazon MWAA IfiE

Amazon MWAA #Z#l&88EREEI , A THEEX Apache Airflow Ul FIRAB R AT G EIPR, ZIEH
BREEANEED ( UBEEREKR/D., AT B IELRE ) LUKk Apache Airflow Bt E%IT ( B FARE
EEE REEE airflow. cfg FifRIAY Apache Airflow BLE ) » ZZE AN 4R T f{A%E Amazon MWAA #2
e EFERAXERE,

FH

. Bt Amazon MWAA FRiE3

 BE Amazon MWAA Worker T S B3I 4

- B Amazon MWAA Web fRE 8 B3I 4

« 1£ Amazon MWAA E{EH Apache Airflow Bt & 1% I
» E¥ Amazon MWAA I35

« B X Apache Airflow iRZs

 1£ Amazon MWAA R 5 F /8 3 il A

& Amazon MWAA IRIE 3

B9 Amazon MWAA IREIEFNIREFRIRTE T121T Celery HITEEFH AWS H£E AWS Fargate
BREHI K/, LLK Apache Airflow it XIFZFEHE P IZESZHIH AWS IEEHR Amazon Aurora
PostgreSQL THIBHIFEBEN KD, AEBHER T F Amazon MWAA FREER | LUK W1{AI7E Amazon
MWAA 2§ & EFHIRER,

EAEB
- HIEhEE

- Apache Airflow it XEF

HMEIhRE

T—HaEBNHREEXNERIAI K Apache Airflow 1155, FENLFEUFMER (RAM ) MELIEHPLLER
T (VCPU) . FIHMARESRIRESHRXMETESHEFRH Apache Airflow THELERE,

KT &RF , DAG RERHE DAG EXH , MARMITH , 7FARIRERN DAG EE Python X4
=RHSH , =& Apache Airflow HEEEHFEEN,

RETER e


https://airflow.apache.org/docs/apache-airflow/stable/executor/celery.html
https://airflow.apache.org/docs/apache-airflow/2.6.3/concepts/dags.html?highlight=dynamic%20dag#dynamic-dags
https://airflow.apache.org/docs/apache-airflow/2.6.3/best-practices.html?highlight=best%20practices
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ASHTEORTRENZHET ZDES , HBRRRENERBEH DAG BT RABRTB T RIAE
max_dagruns_per_loop_to_schedule , URAEBHRFMAN BN TELEN K NRNKE,

mw1.micro

- B)X 25 DAG B E

« IMHERES (BIN)

« B
« Web fR%E5 : 14 vCPU , 3 GB RAM R 7F
- TELEMITRERF 11 vCPU, 3GB RAM Rz
- ¥IEE - 2N vCPU , 4 GB RAM N 7F

(® Note
mw1.micro X F B3 48,

mw1.small

« =ik 50 DAG WA E
« 5AHRES (HIN)
o A
- Web k%38 . 1M RSFSEE 11 vCPU , 2 GB RAM 77
« Worker g : #81MH = 14 vCPU , 2 GB RAM HA7F
- BESR  8MNIES 1/ vCPU , 2 GBRAM AFF
- B#EFEE 1 21 vCPU , 4 GB RAM 1%

mw1.medium

« &Ik 250 DAG R E
« 10 MHRMES (BRIA)
o A
- Web %38 . 81 RSFSEE 11 vCPU , 2 GB RAM 77
« Worker g : 81N R 24 vCPU , 4 GB RAM A7F
WE=s : BMNFESS 24 vCPU , 4 GB RAM W77
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https://airflow.apache.org/docs/apache-airflow/2.6.3/configurations-ref.html#config-scheduler-max-dagruns-per-loop-to-schedule
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RAriEmE

. B4R : 2 4~ VvCPU , 8 GB RAM 77

mw1.large

« 531X 1000 DAG WERE
« 20 MHERMES (FRIN)
o A
- Web %38 . 8RS58 2 4 vCPU , 4 GB RAM 77
« Worker g : 81T = 44 vCPU , 8 GB RAM A 7F
- RAESR  SMNEESE 4 vCPU , 8 GB RAM l7F
- B¥EE 24 vCPU , 8 GB RAM #F

mw1.xlarge

« &IA 2000 DAG WERE
« 40 MHERMES (BRI
o A
« Web R85 | /1 RSES 4 4> vCPU , 12 GB RAM R7F
« Worker T : 1M1= 84 vCPU , 24 GB RAM 1%
- BESR  8MAIES 84 vCPU , 24 GB RAM 7%
- BIEE : 4 4 vCPU , 32 GB RAM H7F

mw1.2xlarge

« 531X 4000 DAG WERE

- 80 MNHERMES (FIN)

o A
« Web R385 | /1 RSES 8 4> vCPU , 24 GB RAM H7F
« Worker T < : /N & 16 4 vCPU , 48 GB RAM A #F
- FHE=sR : 8NMNFE=S 16 1 vCPU , 48 GB RAM N #F

B¥EE - 8 4 vCPU , 64 GB RAM H7F
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B LAMEA celery.worker_autoscale REMBNITHELENESTH. EXEZEERE , BSH
the section called “= £ EE A Bl =B,

Apache Airflow it X2
T—%8E Amazon MWAA ER A Apache Airflow it XIF2FEI | LUK it X152 5 B an{a] $208 fih & 25
o

¥ Apache Airflow F , il R SR AR EERHEENES , ERAREARRSFEENBERFNR

Iks & Amazon MWAA 51 | SR 2R 51T RIREF —2Z1THEER Fargate 1£55, BT RIEFITHSME
Rt 38 vl AR R SR BRE , N LIRRERERESH AR, IFTUBRERGCEES , £54
R R B REHMESIETT.

Apache Airflow v3

e v3-XFARF mwl.micro BWERE | #EZM 2 B 5 W{E. BRT mwl.micro 25 , FTEHRE RN
ZRIAEE R 2, ™ mwl.micro BRIAR 1,

Apache Airflow v2

e v2 - XFRKF mwil.micro BWERE | #ZM 2 B 5 W{E. BRT mwl.micro 25 , FIEHRE RN
BIAEHYN 2, M mwil.micro BRIAH 1.

Bt i& Amazon MWAA Worker ¥ 2 Bzh ¥ 4§

B3 Gl E 248 Amazon Managed Workflows for Apache Airflow ¥R 5 IE 7512 1T M BERA I E S
¥WE , B30 Apache Airflow Worker T R E , H1EE B HMESHRAS EERITREIEZ RN
Worker ¥ 82, AEBNBUMAFER Amazon MWAA 24| & 15 EEIMEFZETHH K Apache Airflow
Worker THEL RS , NTMELEB3IY 4.

@ Note

Amazon MWAA £ Apache Airflow 18#5RHE BT FE ZFAK Celery FUITIEF THELRE
HIBFEEEN Fargate TELEHIEINE max-workers IEEMNE, FEEFIL Worker T 258
RIEMITEAZNEL , Amazon MWAA £FEBER , N4 E min-workers ®RER
=8

MR Worker T S5 R K B RHZERFES , Amazon MWAA 2R 8 Fargate BRHA BT &K
BRiZ Worker T R BXEZEE , S Amazon MWAA B3 HH TERE,

Apache Airflow 1t %25 144


https://airflow.apache.org/docs/apache-airflow/stable/authoring-and-scheduling/deferring.html
https://airflow.apache.org/docs/apache-airflow/stable/executor/celery.html
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BN D

« Worker 71 /¥ 488y TE[R3E

- {8 Amazon MWAA & &

- SMHeEABIRA

- NEBEETRENESHITHEDR

o ETRMHAL?

Worker T 2 ¥ 45 1) T4E[RIB

Amazon MWAA £/ RunningTasks # QueuedTasks 545 , & ( EEZTHES + HEBAK
%) ( BIIHELENESH ) = (EIELE ) . URFMENIELEBRATAIIIHELE

¥ , Amazon MWAA JF1EZE SR Fargate THELERSS , EF BB max-workers IEEMNHK K
=8

BEE TES R A AR RunningTasks & QueuedTasks 4R 2 M T , Amazon MWAA £1i&3K
Fargate 48 RINER Worker 17 R, EAEZE M EE MESTT K TR Worker TTRAZLZFRY | B
BERITHENILE, BEEAHNIEAR , TELKERBNTES TE2BEAER,

£ Amazon MWAA 4 &

BT LATE Amazon MWAA 2§ & LR ERERRNESITHRAT/ELER. RIAMBRT , &
BERKE , RKXERN 25,

ERETELRER , BIITUTRE

£ Amazon MWAA 2§ & LT ERE,
EERIR,

ERRE

EET—%,

EHRERERLE  EREAITELEBITEDHA—ME.
ERRT

o a0 A w N~

(® Note
EHRARERE/LD T BEER

Worker 1 ¥ 4889 T4 R 145


https://console.aws.amazon.com/mwaa/home#/environments
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= ee A B R G

T—H BT AT IR R B AR T M R B R,

Zx#s Apache Airflow

BE , E4# Apache Airflow SFAH |, 7 airflow.cfg XHHEEBESHTE., BV BMH X%
BB

« core.parallelism— SMTXEFTLURNIETH&RKESSZFIE.

« core.dag_concurrency— DAG ( ETE4E ) WRAHKE,

« celery.worker_autoscale— AIEEFATELE LRAMNETHRANKNMESE.

flan | IR core.parallelismi&EHN 100 H core.dag_concurrency i&&H 7 , R EEH
B2/ DAGHWERT , BFEBENETERE 14 MES, Rk, MEEEHTEIRERN 100 (&
core.parallelism # ) , 81 DAG tt ReERIFNZE1T £t MES ( 7 core.dag_concurrency

F)o

(® Note
core.dag_concurrency 7£ Apache Airflow v3 RARA A,

£Amazon MWAA IfiE R

£ Amazon MWAA ®RiEr | B A LAEEE Amazon MWAA #2&l& EEH £ Amazon MWAA EEH
Apache Airflow Bl Ei£T, BlE Amazon MWAA IR3E3E F &K Worker T SRELB 3h ¥ 4B ¥ 51K B E X
HigE, BARE Amazon MWAA ##&lA | core.dag_concurrency # &R#EH—4 Apache Airflow
B BRI THHRPEI , BETLUFEEN BE X Apache Airflow FE & E TR Mo

EeFE  HEGEBRER | SR TUTRE

1. mwismall 5% , AFRHRAMDL TSN THEERTUETH BRI RESBNREY
vCPU,

2. BRARIELZITHTH 10 TELENERINRE.,

Apache Airflow Bt &% , BATEANITELEN 5,5 MESH
celery.worker_autoscale,

w
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KBRS ST UERRRIEIT 50 MHRES. EAET 50 WESERI , AFFEESTHES
Fo

dit

BITEZHRES. EUUERUTEESXIMIUARMNESTESES !

-_—

B ERE mwl.medium ( BIAR 10 MHRMES ) HEEX |, BNMBNTELBRIATUETHRKX
HEFESHENENEEN vCPU,

2. 30 celery.worker_autoscale ¥ Apache Airflow B Ei%i,

3. EIERAIELEITR, L RGH  FHREAXIELEHRM 10 8iZ 20 2EFEAUETHH
REFSHE M —15

EEREIELRER, LETLUER AWS Command Line Interface ( AWS CLI ) ¥ EEREHIZITHY
Apache Airflow THELENR/DMZ AT, Flu :

aws mwaa update-environment --max-workers 10 --min-workers 10 --
name YOUR_ENVIRONMENT_NAME

ETHEZELR | 2 AWS CLI B8 update-environment &5,
EBEEITRSHES#H 1THRIEBERR

EMPDBIERT , Apache Airflow ATRBERIANNEBESHEIZIT,. EFRRLAD , BFEEERR Apache
Airflow Ul FEHEEES ., BXREZEE |, 5H Amazon MWAA HFEHERR BFEPEBRE B,

BT RMAAL?

- BiFMTHMEBENEENRENEMENRESE , 555 Amazon MWAA EHY Apache Airflow B9 14
BEAEE,

2

Bt iE Amazon MWAA Web RS2 EH Y 48

3 F &7 Apache Airflow v2.2.2 R EEIRAAIIRIE | Amazon MWAA 25155 B Web RS 2SS E
BFERIOITENR , XRIRIX TR IEEEE A SR HIEEERH, BEBRIE CPU FIARNE
EEB BT 4 Web IR M EE | Amazon MWAA THERIZH Apache Airflow I8 BERS To 58 5%
BEMHER , TiLRKE REST API &K, CLI EAE R} K Apache Airflow A F S HE A FHER
'/,

EANERS

NEBEETRSWESHITHED R 147


https://docs.aws.amazon.com/cli/latest/reference/mwaa/update-environment.html
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« Web lRS a9 M T/ERE
- {8 Amazon MWAA & &

Web BRS52ay 480 TR RE

Amazon MWAA fE A R 85#645 CPUUtilization MAFKIIEESIESR ActiveConnectionCount ,
MNMBRFEREXDEERSEET 4 Web RFE5. SR CPUUtilization XF 70 H&E
ActiveConnectionCount XF 15, Amazon MWAA R ME S Fargate Web RS 85888 , B
F#BIT MaxWebservers FEEMN R AE,

FEEREMA UM CPUUtilization M ActiveConnectionCount EH T , Amazon MWAA £
B3R Fargate fFRRH Web BRF BB BRHABZE MinimumWebservers REMN R /ME,

£ Amazon MWAA & &

BT LATE Amazon MWAA 2§ & LB o ERERRENEITH Web RS2 RIABRT , Web BR
SERBEZPATDN , RRIED,

L& Web RS 832K

1. % Amazon MWAA 2| & LT E N H,
TR,

ERRE.

EET—F,

FEBRBERIER AR Web RS EFHF A —ME,
RIEER/ Web BRFHF|[HHPIA—ME.
ERRF.

N o o M~ b

(® Note
ERAREER/LD T REN.

Web RS 85T MM TIERE 148


https://console.aws.amazon.com/mwaa/home#/environments
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£ Amazon MWAA £ Apache Airflow Bt & %51

Apache Airflow B¢ & %10 °] SAE R IR E L E M INE Amazon MWAA HRigEd, BT BIMNEBIM Th SR

Rt TR | AT BAE Amazon MWAA $2#1& £F Apache Airflow MR E B E X EBIET, XNEHW
BRI /Y Apache Airflow BLE IR , AR a4 X LR TR B R IME R RY Apache Airflow Bt E 1%

=

H%x

. FREH

- THEFR

o FRAE BRI A4

o BEIRTUEER

+ Apache Airflow Eg &%

» Apache Airflow &2&

£/ Amazon MWAA 24| &
- BEZE

- BFERHEE
ESEIER
HXIEFEER
THELERER
Web AR5 85 ELE

« MREREE
o RBIFRBICES

- 75l DAG

o TPlBFHEFBERHIRE
« ETREMAL?

FRF M

EREAR LSRRz , EEEERUT RN

{58 A e T 149
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o R — &BH AWS K HAMERESEERA RN , HRERTHREN
AmazonMWAAFullConsoleAccess 17 AR FIREE, LI |, 178 ELAMAIHF Amazon MWAA FhiE
HRIFEFIEAL AWS HIR,

o HEINE — MREBEZHE LR FHEEUEEREE Web IRF 5 EREMBIN |, N AR EE B
NEBRNHME Web FREF[THFANR. BXREZER , i5SHthe section called “Apache Airflow 15
)R,

« Amazon S3 & — A T 176 DAG B9 Amazon S3 7Zf&#&E. £ plugins.zip FHBEENXEHME
requirements.txt FHY Python IR INAMELE N SRR IE A HIFRIFE S ARAES,

THERAR

BIZRINER | Amazon MWAA £33 Amazon MWAA 241 & Airflow BEB AP IEENEERE
ERHETEMINEIIRIE AWS Fargate BEaH. MREE airflow.cfg FEARRRE , NEE
Amazon MWAA 2§l & LIS EREIEEE airflow. cfg FHIE,

BRERIAER FENT2TE Amazon MWAA I35 Apache Airflow Ul 2 FF airflow.cfg,
{BIR A LAE #27E Amazon MWAA 2] & EE 2k Apache Airflow Bt E:T , REBERIRE
webserver.expose_config RAFEE,

58 P i 150368 X0 i &8k 47 1

FRIAER T , £ Apache Airflow v2 fIESMRAH , M core.lazy_load_plugins : True i%
ENFEHREN DR K. WREFABENEH , MAIRM core.lazy_load_plugins :
False 4 Apache Airflow BLEIEIN , MEEE Airflow REF BT MEFEH , MMBERINRE.

B & R T B

W IRTE Amazon MWAA & ERMBLER , Amazon MWAA & ZEBENTRETEE A,

o BIHMIEIN, BALAE TR FIFRAPMER T Apache Airflow BY IR A% 3% — T Big
EiRE, ffl20 dag_concurrency : 16, EERENHFEN Fargate BEgF1LR
AIRFLOW__CORE__DAG_CONCURRENCY : 16

- BENIED, BETLIEERE THIIFRHFIHE Apache Airflow IRZAH Airflow Bt iE
I, N foo.user : YOUR_USER_NAME, BELEREFINEMN Fargate BEsik{t
AIRFLOW__FOO__USER : YOUR_USER_NAME

THEAR 150
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Apache Airflow B & £

THEETRTEALAE Amazon MWAA 2§ & £ BE X Apache Airflow B EETIH N E

Apache Airflow &%

B >< Apache Airflow XFHEEETSIER , FSH (Apache Airflow ZE15/E) PWEESE., Bif
] &7 Amazon MWAA L3z 1THY Apache Airflow MRZRBYIEIR | M T RIBIR FIEFRA,

£ Amazon MWAA 24| &
TR RBEIESETAE Airflow BLERTURINEIRIE R SRR,

1. 1 Amazon MWAA & & LT R E,

TR,

EERE.

ERET—%,

# Airflow BC B TUE P EFERMBEEXEE.
MNTHIRFPERBEEHBAE , IERABENEREHBAE.
RNEANERER MW EBEERR N8 E LB EED,

ERERF

© N o g bk~ w0 DN

BESE
T—¥8& Amazon MWAA 12§ & T 5l &R AT M Apache Airflow Bit &% 3%,
BT HR 4 BL B

LLRHIRERT Amazon MWAA E 8] F Apache Airflow v2 1 v3 B9 Airflow BB F BB 438 £ B & %
T

HENEBVST SMTP REMFEARA 587, BIANERT , AWS £ IEFfE Amazon EC2 EfIfyiwO 25 £
L SMTP g, BRwHO 25 EREHILRE |, AliERBRIE RS,

Airflow Bt &£ iR ~E

RESE =


https://airflow.apache.org/docs/apache-airflow/stable/configurations-ref.html
https://console.aws.amazon.com/mwaa/home#/environments
https://aws.amazon.com/premiumsupport/knowledge-center/ec2-port-25-throttle/
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Airflow B B 1% I EEPUN RMlE

email.email_backend Apache Airflow SR TER T airflow.utils.email.send_em
£ email_backend F&IEEBF  ail_smip
BB 44 38 A

smtp.smtp_host £ smtp_host P AEBRFHB4  localhost
th 1k B9 H 3k AR 55 B8R 69 & 75

smtp.smtp_starttls T smtp_startitls # , H/ELX  False
2 M (TLS) BT B EE
P £ Y BB, F R 44

smtp.smtp_sll ZEEEFRE (SSL) ATE  True
# smtp_ss| FRYARS BB F
BB 4B 7 i o

smtp.smtp_port T smtp_port F A RS IRIEE 587
s EITY ( TCP ) i
Ho

smtp.smtp_mail_from smtp_mail_from FEIHEEEF  myemail@domain.com

R {4 3t 31k o

ESEIE

LLFRHIRERT Amazon MWAA E 8] FF Apache Airflow v2 # v3 £ Airflow £55 T 1513k A 0] A 69
[T

Airflow B & 1% IR iR ~BlE
core.default_task_ret 1£ default_task retries PEi¥ 3
Apache Airflow E5 KX

RESE 152


https://airflow.apache.org/docs/apache-airflow/2.0.2/configurations-ref.html#email-backend
https://airflow.apache.org/docs/apache-airflow/2.0.2/configurations-ref.html#smtp-host
https://airflow.apache.org/docs/apache-airflow/2.0.2/configurations-ref.html#smtp-starttls
https://airflow.apache.org/docs/apache-airflow/2.0.2/configurations-ref.html#smtp-ssl
https://airflow.apache.org/docs/apache-airflow/2.0.2/configurations-ref.html#smtp-port
https://airflow.apache.org/docs/apache-airflow/2.0.2/configurations-ref.html#smtp-mail-from
https://airflow.apache.org/docs/apache-airflow/2.0.2/configurations-ref.html#default-task-retries
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RAriEmE

Airflow B & 1% IR

core.parallelism

TR E B2

ik
B SUE BRI o TR AT
BAESZHIK (31T )

~E

40

BT %I5%RETRT Amazon MWAA LA F Apache Airflow v2 1 v3 B9 155k 7 7] F #9 Apache

Airflow TtXIBFBEE,

Airflow B B 1% 1T

scheduler.catchup_by_default

scheduler.scheduler_ zombie

task _task

(@ Note

£ Apache Airflow v3
PR A,

THRE&EEEHR

EEPUN

HiFit X FLE DAG E1T
LL“¥t £"4E catchup_by_default
A Y 45 E B (8] (8] PR o

HFFITNEFRERESSE
FilFRid R KM HTE scheduler
_zombie_task_treshold R E
ZHES,

~lE

False

300

LLTRHRERT Amazon MWAA BB F Apache Airflow v2 #l v3 B T hFIR A o] BEY Airflow T4E

SREBE.

Airflow B & 1% I

celery.worker_autoscale

iR

£ worker_autoscale &
Celery Executor #E{E{A T4
% L ENETHR KM

~lE

16,12
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https://airflow.apache.org/docs/apache-airflow/2.0.2/configurations-ref.html#parallelism
https://airflow.apache.org/docs/apache-airflow/2.0.2/configurations-ref.html#catchup-by-default
https://airflow.apache.org/docs/apache-airflow/2.0.2/configurations-ref.html#catchup-by-default
https://airflow.apache.org/docs/apache-airflow/2.0.2/configurations-ref.html#scheduler-zombie-task-threshold
https://airflow.apache.org/docs/apache-airflow/2.0.2/configurations-ref.html#scheduler-zombie-task-threshold
https://airflow.apache.org/docs/apache-airflow/2.0.2/configurations-ref.html#worker-autoscale
https://airflow.apache.org/docs/apache-airflow/2.0.2/executor/celery.html
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RAriEmE

Airflow B & 1% IR

Web 5525 E

iR

NMES B, ELTIRUTIR
FLLES 4P : max_concu
Irency,min_concurr
ency o

~E

BT %I%RETRT Amazon MWAA LA F Apache Airflow v2 1 v3 B9 T 155k 7] [ #9 Apache

Airflow Web fRE35ELE

Airflow B & 1% I

M 4& BR %5 88 .default_ui_t
imezone

(® Note

£ Apache Airflow v3
HRARAA,.

fh % BRECE

DU

1£ default_ui_timezone ##Y 2R
1A Apache Airflow Ul #9 B Ei s
BRE,

(® Note

RiE default_u
i_timezone &IN
TELEH DAG itXl
BEITHRNX, EBEX
DAG BT [X |, 4&TT LA
FERABEENEE. X
BZEE , ESHthe
section called “E &
DAG By BT X",

~lE

America/New_York

LARHIRE R T £ Amazon MWAA LRI FF Apache Airflow v2 F v3 B9 Apache Airflow fifl % 25 ELiE o
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https://airflow.apache.org/docs/apache-airflow/2.0.2/configurations-ref.html#default-ui-timezone
https://airflow.apache.org/docs/apache-airflow/stable/authoring-and-scheduling/deferring.html
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RAriEmE

Airflow B & 1% I

mwaa.triggerer_enabled

triggerer.default_capacity ( 1£
v2 1)

trigger.capacity ( £ v3 # )

R RIS

R DAG

BAI L E R LT DAG RFTEI email_backend Apache Airflow i &£,

DU

BT Amazon MWAA LEB5E
MiERAfmERSR. BRIAMERT ,
ZEIREN True, MRIREN
False , Amazon MWAA &+
L2TEITNERF LB E A%
P

ENBNMLABRAUHITE
TR A 2R ¥ E, £ Amazon
MWAA Lt | tBERIZS M
REBMENMIEFREDN ,
R A XmANA G HBEEIT,
¥tF small, medium, large
. xlarge # 2xlarge3=6l , &
MAERRNERIAE D IR E

7 60, 125, 250, 500
1000,

e

True

125

EZ{TLANE & Amazon

MWAA B4 |, HFRBEHIE| Amazon S3 i #& LIRAY DAG XK,

from airflow.decorators import dag
from datetime import datetime

def print_var(**kwargs):

email_backend = kwargs['conf'].get(section='email', key='email_backend"')

print("email_backend")
return email_backend

@dag(

dag_id="print_env_variable_example",

RPIFRBIATS
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schedule_interval=None,
start_date=datetime(yyyy, m, d),
catchup=False,

)

def print_variable_dag():
email_backend_test = PythonOperator(
task_id="email_backend_test",
python_callable=print_var,
provide_context=True

)

print_variable_test = print_variable_dag()

R B F BRI AR B

AR Apache Airflow Bt Ei&U A A T AN AREFZEH Gmail.com BFHEKF, BXEZER ,
B2 (Gmail #BIZSEEm) PHNEANARFEEES.

BETRMAL?

« ETHEIME DAG X4F E4£F] Amazon S3 F 4 |, FS 1 H MM EFH DAG,

FE# Amazon MWAA I8

(® Note

EMEREZ (FRME ) MEA#EX ( SREL ) X7 XHF Amazon MWAA EEE
#o

Amazon MWAA SMEEF SN AR ERMELZ £ T . SE T ARBINEEEHH S Apache Airflow
MRS, ARISFENBEH Amazon MWAA SRR SR,

B

- FTHABIRER T
- THREEBRERR
- EFHERIR

BETRMAL? 156


https://support.google.com/mail/answer/185833?hl=en-GB
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- EFRE

- SR EEFHER

- SR2 . BESRRE

- |3 FRHAEH

JT IR BIRY R T4E

- IMEBIEE , B EBINFRIEEN VPC ML,

o REEN Amazon S3 FENELE N IEFTE A FF 15 0) H /5 76 MR AR &,

- BEEAWS KF , EREFEH Amazon MWAA FIR R FIFE AWS Identity and Access
Management (IAM) 8% IAM SEHINR, WMREN Apache Airflow Web fRSS281%EF TRAE M

ZiHEER , ATZERX SRS Amazon VPC A Apache Airflow THEIXFR , HEFEE IAM
KPR = BE B2 Amazon VPC i R

- ESAEEREEH , EEARE Apache Airflow FRAS 2.4.3 RESMRA. EFH K Airflow IRA |, &
2 E X Apache Airflow iRZ,

TR BEBRERR

BRI LUE R THEL R B R RMERIZE Amazon MWAA IR B H BB AL BB RM TEL R, &1
BUARE T HIREE 2 — -

o Rl S AT

B ERERAN THELEERRR, BRERSYAELMAEERN TAERE , N\TSHREEES
ITHES EE#H YR KK
IEXEH

EREMXHIELKBEXRANBALEITES KR 12 /Mt. REFESE 12 PRZTE , ER A
Bt ESREM P RN, FES BB EREH THELE.

EENERELSAEEEH , MATER—IRBEEH , HAKRIFEE Apache Airflow iRZA 2.4.3 HE
SRA L,

FHRBIR ER T/ 157
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® Note

WMRIEEIRIFELL T MAINTENANCE RSEITES , WMEMIEEH# TR EEFHFN TELES
o SR BE I M GRACEFUL Y% FORCED, 4 ER/E |, THITEH,

EHRH R

RINERT , Amazon MWAA MR EFHERAINBNERE, EEMMREFAERYIEE , HTHITH
T4 -

1. 7 Amazon MWAA 2§l & E3TFF R R HE,

2. MNHRBIRSP , EREEEHMHIFER,

3. EMREMEL , ERHRBEUREBINE,

4, BEERT—F  EIRHRAETFEARTRE.

5. EEEHAREFREL , EFFEN , ARERRE.

ERINER

T—HABEH Amazon MWAA FRE RIS,
TR BEFARFE
TIEERENRMES | FRITUTERE

1. 1E Amazon MWAA #2#|& LT FIRETE,
MBS RAP | R EFHIWIRE,
ERENHL SR REBUREINE,

ERRFMERE D , FTF Airflow iRAS , N\ THIFI R kB EFIREFH LK F B Apache Airflow
A5,

w0 N

(@ Note

EHREZH , EHR DAG MEMTERERFESH Apache Airflow A FRSB, EXEZ
E8 , BFS R E X Apache Airflow fRA,
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5. 7 Amazon S3 B DAG KRB THEEEUTHEA :

a.

b.

S3 Bucket, #%3#%5% S3 H %k Amazon S3 Z# 4 , FHEH A Amazon S3 URI,

DAG 3 #3%, E#ENE S3 , AEEE Amazon S3 F#EPH dags XHX |, EWA
Amazon S3 URlI,

RS-k, EERRIE S3 | AREi%E Amazon S3 F#ERE LM plugins.zip X4, &
# A Amazon S3 URI,

ESRIH-TTE, ERRE S3 , REIEE Amazon S3 MM LMY requirements. txt X
# , 2E/EH|A Amazon S3 URI,

BEBIA SO - | SRR S3HIERE Amazon S3 FEEE LA BIASH | ERA
Amazon S3 URI,

6. iﬁ#T—*ﬁo

|2 BESRRE

BESHKIRE

1. & Web BRFERHET , EHBEEIER Apache Airflow 5 [EE :

a.

AEME, XBRE T3 Apache Airflow Ul 891518 , RETE Amazon VPC FEIRE HIEMW
IAM KB RIIXFEMA AT eEEM. BFERENREFEERN LS ERAE Amazon VPC ik Ko

@ Note

R Apache Airflow Ul REEE A RMEFIENE , AT FEH R LN FEERDA#HIT
Web [RFB|ERRE , FEFRABEMEERI, NRAEEFLHEERED , NFEZA
B — 1%k 158 Amazon VPC ## Apache Airflow Web R85, BEXEZER
BZ #1517 Apache Airflow Web BRF 258 VPC im R ( ABEMLEiERE ) o

NEMLE, XFERBIHERN IAM KL TH R BRA A - o] LUEE BB M58 Apache Airflow
Ul,

2. EZE2AT , EBATHRY Amazon VPC NE LA -

a.

b.

ZBRIAER T , Amazon MWAA &7 Amazon VPC | —NL424A , HESEHETLAPME
R4S ER A A H uyH

—Hik, BUHIEHFRIBF T2 AFNERETEESRS 5 M L224.

EECES:
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® Note

B Amazon VPC Z2EAMNNEEFEMNAWGMEEHIN , FEATFNERE, E
THRESZELR , 2 Amazon MWAA £# VPC &4,

3. ERERT , BFE-IPHEX,

BNBUARXEEN TEABFREN&NRYT . SR SIRER B iR,
4. NWTHEATHELRITY , FEEZEHEFIZTH Apache Airflow TELENZAKE.

BXREZER  FEREMEEALTH.

5. EBEHRAK Web RF[HIME/)D Web BRSE55 , LABLE Amazon MWAA WAIERER T B
Apache Airflow Web fRS85.

BX Web REEEBIIT EBMNEZEELR |, 1§51 the section called “Bt & Web RS EEEZIT 487,
6. TEMET , B —NMHRIFEMBZRIEIMN

a. BIAMERT , Amazon MWAA £ AWS BEZHAXN BIREH#1TINE,

b. —A%, EFEEENMFRE (SR ) LLUEERHM AWS KMS 4, NREEFEFERTSRH
EEREFAEENZS , NAFIEE AWS KMS 248 ID & ARN., Amazon MWAA 7T %
AWS KMS 3I&Z M X340, MREE Amazon S3 BB LIEET ATRESSBIHINEZEN
Amazon S3 Z4A , MR Amazon MWAA 3518 E B 247

(® Note

EAIIAE 1ZZ AR T BE1E Amazon MWAA 25l & EERZEH. BELIE
T K ANERABCR AR R B IR B R T Amazon MWAA fE I 2 4H B9 BR o

7. (¥#E ). BSE#ET , B Airflow BEERBEEFE—IMRZNBEERES , F Apache Airflow BEKIE
#l CloudWatch Logs :

a. Airfflow FFBE. ERAEEBIPEFEXRIEE CloudWatch Logs B Apache Airflow £55 A&
03t

b. Airflow Web fRF 28 B&. £ HERBIPEFEEKEEF CloudWatch Logs #J Apache Airflow
Web EE%%% H I:I:L‘:\E’g*jéﬂo

c. Airflow itXIEF A&, EHERAPEFERIEEF CloudWatch Logs B Apache Airflow it X
BFBEENER,
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d. Aiflow TELERE. EAERPEFERIEEF CloudWatch Logs B Apache Airflow T4E
KIEAFERER,
e. Airflow DAG 42 B&. £ HAERPEFEXRIEF CloudWatch Logs B Apache Airflow
DAG 438 HERI KR,
8. —Ai%k, XTF Airflow BLEiET , EFHINEEXEEED

BT LA Apache Airflow MRZEY Apache Airflow Bt BTN TR HIR PFTIER |, AL
EBEMNEEIR, 0 core.default_task_retries: 3,

9. EMRT , BE—IHITHE,

a. BIABERT , Amazon MWAA 2EBIEZFIABHAR-—MITAE., SBX4MNEFRE IAM £
BINR , FREER LT,

b. —AE, EFERMASE ARN I AMBRITAEE Amazon BIRABEF (ARN)
10. HEFHAET |, &R a TIELIEE RS LU 7E E 3 HA 8 n a4k BSE R TR TR,
1 1 . iij:%-lt_io

S| 3 WRHAER
EENERE
EENERE  RERF.

(® Note

ERBFEN L EEMMRAANTE=TI =124, EEREEMAEFTEREIT+=A
PEFRETR , AN EEBSHFEEEHRITHESTKo

B Apache Airflow hixZs

Amazon MWAA R BIRAARMBER, XERBETUFREMRA x. 4.2 EFE x.5.2,

Mx.5.zFHE x.4.zo ERITEEREAR (HIOMEER L. y.z ARE 2.y.z) , XABIEFH
BHIBRER. BXHARE Apache Airflow W EBIRANEZELR |, i55HE (Amazon MWAA T
B HRTEREFE Amazon MWAA 3R,

EARBERIEF , Amazon MWAA LBRIAFEH THERR | FIELE. ITHER. Web &S
B H R BELKFFH Apache Airflow MA |, &G EARBIRE THIBHIERE,
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EAHERSRER A , BFHER DAG MEM THEREBRRSEEALRENE Apache Airflow iRAEFR S
MREMEA requirements. txt REBAKBII , NE AB R ERTE 5K A 15 TE K AR B S H#ThiR 2 3=
o

TH
. ABRBE THERRER
. SRS

AREBER TERERR

8 Y IBE X Apache Airflow MRAE | BRI requirements.txt A5 A ERE --constraint
URL,

/A Warning

EARH R EEEES B ¥r Apache Airflow AT HRBNERAEELSBERIEE LT E
SRhRASHY Apache Airflow & RIARAK T ER K.

B TERERIR

1. B2 aws-mwaa-docker-images F&ERN 27X , RE7RE Amazon MWAA 7 itz 17 28R Bl AR,

2. EEESHREARIBERIINMRACTER aws-mwaa-docker-images F FEMN 2 X

3. EEH requirements.txt , iHEE (Amazon MWAA AF#5E) REE Python (kIR #E
Y SR {E SERR 1T 1R 1E,

4. (WiE) EMRARZEEIRE  BEERNENABELREE. EEREABENTRAREEESE
BB (B F BEF Ko

5. BRINRTERBRIREE , N DAG, requirements.txt MFEHEH EIFREH Amazon S3 &
&

IE |, BAILUREBINE, IEEFHM Apache Airflow fRAHFBEFIET .
18 E #T iR AN

B TERERRABERSE Apache Airflow RAEFRE G , BRITUTREREEIRFZEFAGEHE
EEHLKEIH Apache Airflow iR,
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® Note

HATFHRRBAN | YN EREPEFNFEESBTEX N IRTAL, EFIRRS T4
BERIE , EREE  FEERTA,

£ F 2 5 15 E#ThR A

1. 1 Amazon MWAA 12§ & LT R E,

2. MIBESIRAF |, EREARIERNIFE,

3. EMREREL , ERREUREINE,

4. EREFASEHDF , JIT Airflow kA , NTHIIRPEREFIEARHKER IR Apache
Airflow BRZA5

ERT—F  EZHAEFEAREFERE,

6. EEBEHREIEL , EFEN , RARLERRTF

o

HENAERN  MERTEARIERIRE. FLHHR , BEIRESRHE Amazon MWAA IE 1 KEUHH
EREURZIERRERN.

ERIARBERNERT , RSN UPDATING , AR Amazon MWAA 33k TR & 4 A
7 CREATING_SNAPSHOT, &/& , RATMBLIREF UPDATING , AR RBEHA , REZ
AVAILABLE,

MBRBEARBER RN , MIFFIRAS R ROLLING_BACK, WREIRA , WRNFHEXEER
UPDATE_FAILED , R EMAMEIRAH., MRERAM , MPRAR UNAVAILABLE , RREFTE
R,

£ Amazon MWAA H {5 sh B A

B AR EEELINRN Amazon S3 FHEBEHEY Shell (.sh) BIZA |, KL TF DAG, ERMEH. &
ZHERERMWAY Apache Airflow FRIEZ BT , Amazon MWAA &8N EIRHY Apache Airflow A4
( TELRE. ITRERH Web RF 2 ) LENIEITIHA, EABIEARRITUTIRE

o ZREFTH - REITERENEZFAEMN Linux BT,

- BEFREE - HB Apache Airflow AHREFRELTE, BEEAXE , HiW
PATH. PYTHONPATH #1 LD_LIBRARY_PATH.,

- EEFANTHE - FEENIFEENTRITEMEZES requirements. txt AREZ L EH,
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LTEBNBOAEERSFIMANZE Linux Z178, REMREEEUKER CloudWatch Logs HE&E
PSP

£}

- BLERZHAE

- FRABMALRE Linux Z1T8
- ERBIHARZERETE

Bl 5 3 AR

EHEIMAE Amazon MWAA FRERERBEIMA | 57 . sh XH L& FEREMN Amazon S3 FEH. A
B, ENHASTEREK  BESRBEFASEFIEEUATRE

« BIZHY Amazon S3 URL BB — FHEPFRENHMAWENER |, HlW s3://mwaa-

environment/startup.sh

« BIZRE Amazon S3 kR4S ID — Amazon S3 FEWF E 3 shell IR RA, BXEFBIA |
EEBATIEE Amazon S3 A XM D BELHIMIZA ID, KRA ID  Unicode, LA UTF-8 4w#%, URL ®
%, TERNFRE  KETHEE 1,024 F% , Hla0 3sLakqtIlcpXroDTDmI+rmSpXd3dIbrHY
+MTRCxf3vjVBH4@Nr8X8gdRQBpUMLUO,

BERATHNLR | EEAUTROIBIA, ZBIA % H 5 B4 MWAA_AIRFLOW_COMPONENT HY{E.
WIRREERIREH FIE{THARB B4 Apache Airflow H 4,

SEHRBHFERBEFEN startup.sho

#!/bin/sh

echo "Printing Apache Airflow component"
echo $MWAA_AIRFLOW_COMPONENT

TR, FEIA L& B Amazon S3 Fi& 1@,
AWS EEinEl &
E £ shell BIA (#B#& ) |, BHRITUTERE

1. BFRE AWS EEEHA , ARBEIUTHULITIF Amazon S3 #2&|& - https:/
console.aws.amazon.com/s3/,
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2. MNE@EWIRF  RRESHRREKNFERBN B
3. 1 Objects ( W& ) &I~ L , 1% Upload ( L& ) -
4. HLERELE  BEHRECIED shell 7,
5. ®“ELLE,

ZHAENRIEKDFIE. Amazon S3 K7 XA BIRKTRIARAS 1D, 0 R KRR A F 65 A AR &Y
NHEBFEBRLEAE  MeREXH 2B —MTRARAE ID,

AWS CLI
EOIEM L4£ shell BiZS (CLI) , BHATATRAE

1. THAFNBSERY , REIE1T Amazon S3 1s w5 U5 HFR B SR8 X BN T4,

aws s3 1s

2. SMERFF shell AKX R, EHRRREOPER cp FHALEZEREE. RENEEE

¥ amzn-s3-demo-bucket,

aws s3 cp startup.sh s3://amzn-s3-demo-bucket/startup.sh

MR , Amazon S3 &% HIZXRH URL KR :

upload: ./startup.sh to s3://amzn-s3-demo-bucket/startup.sh

3. HERANTHTKRRMAMRZHARA ID,

aws s3api list-object-versions --bucket amzn-s3-demo-bucket --prefix startup --
query 'Versions[?IslLatest].[VersionId]' --output text

BbdVMmBRjtesttalEsVnbybZplwWghlJ4

LM AETREXERE |, ATUEELARA 1D,

W#E |, HHASHRAXEK,
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AWS EEEH A

ERMAERE (265 ) XEK , BRITUTERE

1. 7£ Amazon MWAA #2#|& EFTFRETE,
2. EBREFHMNINEFENTT , RAEERERE.

3. EETHBEIRHEL , EEMIAH ( Tk ) |, W ABAKE Amazon S3 URL , i
i : s3://amzn-s3-demo-bucket/startup-sh.,

4. MTHIIRPERZHMRA , HEMKE S3 UEREA,
5. “ET—F K H#EFAETFENE,
6. EFEHR , RRERRF.

HRIEEFHAEEE 10 2 30 o8, HSREFNENAHEFHBIHT , Amazon MWAA £1Z21TE 3D
B,

AWS CLI
EFMASINE (CLI) KBk , BHATUTIERE

o IHAGSERRFHEM update-environment HEIZAIEE Amazon S3 URL FARZ ID,

aws mwaa update-environment \

--name your-mwaa-environment \

--startup-script-s3-path startup.sh \
--startup-script-s3-object-vexrsion BbdVMmBRjtesttalEsVnbybZplWqhlJ4

MR IH , Amazon MWAA fFiR B FRER Amazon BIFEZH (ARN)

arn:aws:airflow:us-west-2:123456789012:environment/your-mwaa-environment

INEFEHUREEE 10 3 30 0%, UAREBHRNENAGEHRSIIE , Amazon MWAA £E1TEF
B,

&E , RRAESHURITEH RS EZMBET. BN Apache Airflow A4 BUE BEIER
B , Amazon MWAA «tlZHWBEAMBER. BXEZER , BZH Apache Airflow HEZER,
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AWS EEEH A

3% 18 Apache Airflow BER ( #2HA )

1. 1€ Amazon MWAA ###|& LT FHRE T E,

2. REINIE,

3. HYEHEKD  ZBREVGRERENEERA , i Airflow iTRIFEEF B E4A,
4

£ CloudWatch ### &% , NAERIIKRPER —NHEEIR
startup_script_execution_ip B9k,

5. EAEXEHEKRLE , BEESATITED MWAA_AIRFLOW_COMPONENT WEMNGmSHH,. ¥l
wm, NFiHREBFAE , BRFMITUTERE :

Printing Apache Airflow component
schedulerx
Finished running startup script. Execution time: 0.004s.
Running verification
Verification completed

B L E S RIRSBRFK B THELEM Web BRSEEAE.

FAB M ARLLE Linux Z1TH
B ANE#H Apache Airflow AHHIRERS , HLZEHMETHEUSIERE—EFEH, 4
m, LREIZAZEST yum update REFIRERS,

ERBEBIZARFIZIT yum update B , “HER - -exclude=python* HEBR Python , ZRBIFTS.
TiERIRIEZEIT , Amazon MWAA £ Z X ERERBNIFERZAR Python, Eit , BIEEERASEIA
EFRER Python AR,

#!/bin/sh

echo "Updating operating system"
sudo yum update -y --exclude=python*

EAEHFER Apache Airflow A ERIFIZ1THY , 1EEHA MWAA_AIRFLOW_COMPONENT M if 0 fi %
HiEa, RFETENFSH libaio FLXERITVNEFMIELEL | EFRRERE Web fRFE
to

2% Linux E176¢ 167
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/A Important

- MREEETHE Web RSS2 , WATERAUTRARES BRI LTS , LBk
LRI,

« A sudo ETHEEEENRNIERE,

#!/bin/sh
if [[ "${MWAA_AIRFLOW_COMPONENT}" != "webserver" ]]
then

sudo yum -y install libaio

fi

& W] LAGE A 2 3 AN SR ER 1§ Python RS,

#1/bin/sh
export PYTHON_VERSION_CHECK="python -c 'import sys; version=sys.version_info[:3];

print("{0}.{1}.{2}".format(*version))'"
echo "Python version is $PYTHON_VERSION_CHECK"

Amazon MWAA T B & ERIA Python xR , N XATRER S HE 2 R%EM Apache Airflow BEEFR 3k
Bo

EREIHARERREE

F B s ARIZ BN E T 8 S Apache Airflow BlE, AT RAIENL THETE
ENVIRONMENT_STAGE., #&A[LATE DAG S BENERFB 5| AT E,

#!/bin/sh

export ENVIRONMENT_STAGE="development"
echo "$ENVIRONMENT_STAGE"

FERBIHABEE L Apache Airflow RERSGEE, e , &Bi%E LD_LIBRARY_PATH XI5~
Python TEZIEEN R BRPIER B FIXM. XAFEERBEERN TERBRA B E L =334
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#!/bin/sh

export LD_LIBRARY_PATH=/usr/local/airflow/plugins/your-custom-binary

MEANRREE

Amazon MWAA RB T —HXBHIAETE, NMREEBEZRETE , Amazon MWAA &35 HIKE HER
INEBE., ATHHTHREEZE :

« MWAA__AIRFLOW__COMPONENT— AT #EA LT {E 2 —#81R Apache Airflow 4
# : scheduler. worker = webserver,

« AIRFLOW__WEBSERVER__SECRET_KEY— AT Apache Airflow Web FREBHF L L LB QF
cookie HY %4,

« AIRFLOW__CORE__FERNET_KEY— AT NHZMBEZFZMEE T BERRBEHNBRBBENZS |, H
WHEERE,

« AIRFLOW_HOME— Apache Airflow £ B KR , BEXH M DAG X4 F M EAR I,

« AIRFLOW__CELERY__BROKER_URL— Fi-F Apache Airflow it X2 Celery Worker 17 R Z [E]i8
EEEREN URL,

« AIRFLOW__CELERY__RESULT_BACKEND— A F&fi# Celery FS & RABIEEN URL,

« AIRFLOW__CORE__EXECUTOR— Apache Airflow 27 BIITIEFIR, £ Amazon MWAA A |
X2 CeleryExecutor

« AIRFLOW__CORE__LOAD_EXAMPLES— AT BUE == A =¥l DAG Ry N,

+ AIRFLOW__METRICS__METRICS_BLOCK_LIST— AFE&E¥ Amazon MWAA £ CloudWatch # &
H A#IRE Apache Airflow $#8#7,

« SQL_ALCHEMY_CONN— A F 7 Amazon MWAA i 7ZfE Apache Airflow JT##E# RDS for
PostgreSQL BB IEEFRFH,

« AIRFLOW__CORE__SQL_ALCHEMY_CONN— AF & SQL_ALCHEMY_CONN tHEI®Y B #Y , {BE @
B9 Apache Airflow S8 &4 Eo

« AIRFLOW__CELERY__DEFAULT_QUEUE— Apache Airflow & Celery {F55#IERIABA S,

« AIRFLOW__OPERATORS__DEFAULT_QUEUE— {45 Apache Airflow & ERFRITES B ERIABA
5,

« AIRFLOW_VERSION— Z#7E Amazon MWAA RERF ) Apache Airflow KR,
« AIRFLOW_CONN_AWS_DEFAULT— AT E5Hftt AWS BRZERIERIA AWS FiE,
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« AWS_DEFAULT_REGION— iR BERIA AWS X1 , SRINEII—EATE5H M AWS IREEK.

« AWS_REGION — IR EBEENMKIELTE K ©HEEBEENETE AWS_DEFAULT_REGION FE & SH4i&
BXigHhE,

« PYTHONUNBUFFERED— A Fm& 8 HEXLIE stdout M stderr &

« AIRFLOW__METRICS__STATSD_ALLOW_LIST— AT EBELLES2REIZN RIFIIER |, LAKRIE
YR TR LR

« AIRFLOW__METRICS__ STATSD_ON— E5E[E StatsD KiEfE#r.

« AIRFLOW__METRICS__ STATSD_HOST— A FiE#:%| StatSD HEFHEF,

« AIRFLOW__METRICS__STATSD_PORT— A FiE# % StatSD HEFTHFEF.

« AIRFLOW__METRICS__ STATSD_PREFIX— A Ti&E#:%| StatSD HETFHERF.
« AIRFLOW__CELERY__WORKER_AUTOSCALE— RERAMR/NHELE.,

« AIRFLOW__CORE__DAG_CONCURRENCY— & E it XIFEF aJ LATE — 1 DAG A H 1Tz TR ES =4I
.

« AIRFLOW__CORE__MAX_ACTIVE_TASKS_PER_DAG— & E& DAG HWHRASEZES .

« AIRFLOW__CORE__PARALLELISM— & X AJLARRHIZTTHY & RIEHSEHI%

« AIRFLOW__SCHEDULER__PARSING_PROCESSES— i& B it X251 AE DAG Mf#4TH & K T2

« AIRFLOW__CELERY_BROKER_TRANSPORT_OPTIONS__ VISIBILITY_TIMEOUT— EMXIERIHE
EfERAEMITELRECN , TELZESFHINESHDE

« AIRFLOW__CELERY_BROKER_TRANSPORT_OPTIONS__REGION— HNJE/= Celery £ iR E AWS
X5,

* AIRFLOW__CELERY_BROKER_TRANSPORT_OPTIONS__PREDEFINED_QUEUES— HNIE/Z Celery
XA S,

« AIRFLOW_SCHEDULER_ALLOWED_RUN_ID_PATTERN— AT 7 ft & DAG BHIUE run_id ¥
ABBE M,
« AIRFLOW__WEBSERVER__BASE_URL— R F#®& Apache Airflow Ul 8 Web R854 URL,

« PYTHONPATH ( f3& A F Apache Airflow v2.9 R EEAS ) — B Amazon MWAA R , SAB{RFR
BERINEINRERBEEEZTT,

(® Note
X F v2.9 ZBI# Apache Airflow iix4~ , PYTHONPATH B —PMNRREHNIMEL E,
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FMEAMEEE

BRLUERBIMARBEARARENIERE, UATIHREHRT - LEEILLE

« PATH— RBERERGEHPERARNTXHMBAN B RIIK, EHDITHETHSH , RELR
# PATH R B FUER AT ZH S . & Apache Airflow FRIEZ B ESZEF S , TaEE
ERBNSPHAR ATIRIT . MRBEXLEXHHE ZRTFE PATHEEFEENBE R , YRR
TEBECNN , FEREEET. B NEMA B FRME PATH , Apache Airflow F55 1] AR E|
HZTATER AT HRITI

* PYTHONPATH— Python R BRFEATCKAEEETMLEERHERS ANERNEFT. S=2ETU
AINEIRIANERBRENE RIR, XEBRBRBF[IUERNNBERTEETNEEFRAZEEREER
FEY Python fE, FERALEERMERMEE X Python BFE , HNHEE DAG —E£F A,

(® Note
¥ F Apache Airflow v2.9 R ESAS , PYTHONPATH 2 — MREHIFREE,

« LD_LIBRARY_PATH— Linux FEVEI ANEEEB[AMBB[BEANNELTE  ATERNNEHREE, ©
EETEEHEENBERIIK  FEHATEERANREEERZaZEZER, FARTEXREERE
N =3

« CLASSPATH— H Java E{TH¥RE ( JRE ) #l Java FFEEH ( JDK ) ATFHEESITRERMMEK
Java %, EMNRR. ER—NEEEHEN Java KRB E F. JAR XM ZIP HRMFIR,
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£ Amazon MWAA E{EH DAG

E7£ Amazon MWAA REFIEZETERELIRE ( DAG ) |, BRNXHE 2 SHEMRIEN Amazon S3
F#EED |, RF1E Amazon MWAA #EEH DAG M IEFXHTE Amazon MWAA 32&1 & E#I{
B, Amazon MWAA iR THELIE, 1TRIBRFM Web BRE B2 E RS DAG, AIEENFMMAE
Amazon MWAA IRE R INERE T DAG , AR IMA 2% B E LiEHH Python KN,

E3-

« Amazon S3 FE &R

« RINELEFH DAG

- ZEBENAH

« Z% Python ki

 fHBR Amazon S3 BT

Amazon S3 FEEELR

EA T Amazon MWAA IMEH) Amazon S3 FAEEAA S IE ARG RINER, BRINBERT , FiE
Amazon S3 BREZILEN , BEMH. NRMMEXTFER (Sl , EHEHEE ) .

- RARRAEE , OB ZFEEN AWS IKF AIBLBRIZER. RRARE (HIMEER ) AT
B AT A2 H KRR T A 7 R R R

o IREMIHRIREEAMEPN DAG, plugins.zip M BEEXEHH requirements. txt
FE Python IREIIUR INE| Amazon S3 M. BXEBEFMENRNEKERE , TSR

AmazonMWAAFullConsoleAccess,

Amazon MWAA IR ERH Amazon S3 FEEEAME AR AZE S, B A Amazon S3 EMEERAIZEEF |
FHAEFRAR |, BB —NFEIA,

« 7£ Amazon S3 FEM L , H plugins.zip FHBEEXE M requirements. txt FHY Python
BT A T A2 5,

- B|IRTE Amazon S3 FE M L EH SXHFRT , EBAMTE Amazon MWAA ##|& E3E%E plugins.zip
M requirements.txt BIARZA,
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EIEAEE )
7N I] o E DAG

BEFLIFE ( DAG ) £ Python XHHE N , X4 DAG NEMEX IRB. EaILAER AWS CLI
= Amazon S3 2 H| & DAG L&A FIRE, REBNAMEA Amazon S3 F#EHPH dags XHFX |
£ Amazon MWAA FRE AR 1N E# Apache Airflow DAG Y 3R,

BN

. BREH

- ITHEFK

s ERTHERE?

- {5/ Amazon MWAA CLI 52 T BEili{ DAG

- 1% DAG X3 £4£ %] Amazon S3

« 1£ Amazon MWAA 2| & L1§F DAG XHRERE (E—IX)
+ 1£ Apache Airflow Ul Ei5[R]E X

- BETREATL?

TORFAF
EXRRARLNSHRZH  EBELEUT &M,

o IR — &H AWS KPP HAERBEERARN , HRIEATIHFEW
AmazonMWAAFullConsoleAccess T [RI#RFIR R, oL , HITABHBM A Amazon MWAA K5
B EENMRFTER Y AWS iR

o HENR — MREBFEEFRI DL FHEUBEEEE Web RS 8 L LEMABI , N ATRFREE
NEBRNHME Web FREF[THFNR. BXREZER , i5SHthe section called “Apache Airflow 15
FER",

- Amazon S3 Bii& — F T 77 DAG #J Amazon S3 7F&#. £ plugins.zip K BEEHME
requirements.txt FH Python fkH LA EL & H 2 FH 1L H 15 R R 2 /8 ARz,

THEAR

EEFLIAE ( DAG ) EEA Python XHAHREN , ZXHF DAG HEMENLARE, SBEUTH
m :

b DAG EXLO
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« HRWAZ1T DAG MEZTHWESHWEZER,
s WRESETINFHNZERFxR,.

B Amazon MWAA HEFIE 1T Apache Airflow £ A& |, BEEN DAG EXE 4R F# B+ dags
XHER, Hlmn, FEEFH DAG XHRBMM TR :

Example DAG X #3%

dags/
# dag_def.py

Amazon MWAA & 30 ¥ Bai S EME R RM Amazon S3 F#EFEE 2 El Amazon MWAA
ITRIEBFMTELERSEIM /usr/local/airflow/dags XX , MR E Amazon S3

B X R RER | TR, #H DAG ¥ Apache Airflow Ul 5 5l i 7 E &9 B 8] B
scheduler.dag_dir_list_interval ##l, XIE DAG WERFFE T —1 DAG 4 EEHF 3R
B,

(® Note
BAREERE DAG XHXRFPEBE airflow.cfg BLEXH. &R AMAmazon MWAA ##1&
ZEZ B\ Apache Airflow BLiE. BXEZELR , HSRE Amazon MWAA Lt Apache
Airflow F S %51,

ERTHERE ?
EEFHRE Apache Airflow R E X , S H A HIRATTH.

« Apache Airflow v3 BLE : BLESE
« Apache Airflow v2 A H#EOFE R : Airflow B2 H#EDO

£/ Amazon MWAA CLI SEA T Bl DAG

- WHITRAE (CLI) SEAITEEAR#tEH Amazon MWAA HiE,

« CLI EA##)% Docker BEEHE & , ZLLTF Amazon MWAA 475 1&, EAIUERTIEITA
Apache Airflow SRR FF ZFMH DAG, BEXFBHFEBII , RFEEE Amazon MWAA,

« EJ&{T CLI, 2@ GitHub £# aws-mwaa-docker-images,
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& DAG % £4& %] Amazon S3

BT LAE R Amazon S3 ##14& 5 AWS Command Line Interface (AWS CLI) ¥ DAG 18 L2 3
Amazon S3 FEMET . U TTRBIZEETRNRE (.py) L&E| Amazon S3 FEEF BN dags K
XX,

5/ AWS CLI

AWS Command Line Interface (AWS CLI) R —fFFRIE , B L AREGRSIT Shell REATS
AWS RF#HITRE, EXHEATHFHNLTR , EEEUTHEATERHE :

« AWS CLI - ZF&EMA 2,
« AWS CLI-fff aws configure #{THREEE.

EfH AWS CLI £ |, BHRITUUTIRE
1. BATFRHIFIHTE Amazon S3 64,

aws s3 1s

2. FEAUTHSHIE Amazon S3 F#EBETESHREN XHEMHER,

aws s3 1s s3://YOUR_S3_BUCKET_NAME

3. LAT®ef dag_def.py X L& % dags X#HK,

aws s3 cp dag_def.py s3://amzn-s3-demo-bucket/dags/

IR Amazon S3 FHBEH I FFEER N dags WXHR | NHHLEIR dags XHX |, A
A dag_def.py FIX 4 L& BIFT X H4HXK,
£/ Amazon S3 ##&l&

Amazon S3 BHER—1MET Web WAFRE , AT AXRAIEMEE Amazon S3 FHEMPHEIR. A
THRRBRIZEEEF—NE N dags B DAG XHK,

EEMA Amazon S3 25 L& | FHITUTRAE

1. 7£ Amazon MWAA #§|& EFTFRETE,

f DAG X% L{£%] Amazon S3 175
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2. EEER,

3. 1 S3 i DAG RIBERFIERER S3 ik imeti , EH A LTHF#MA,
4. % dags XHXK,

5. &F L&,
6

7

IR RN
1%$F dag_def.py BIARHEIA | EF E4£,

£ Amazon MWAA 2§ & E18E DAG X RIEEE (E—IR)

UTSRBIRIEBEE Amazon S3 WHIEE R N dags XHRHEER,

1. 7£ Amazon MWAA 12§l & LT FIRE N H,

R EREHPIZIT DAG KL,

ERRE.

£ Amazon S3 H#) DAG RIBE & L |, % DAG XHRFERZBLHIRM S3,
1% dags XHXK,

EFIEE,

‘ET—F. EMHE,

N o o & b

£ Apache Airflow Ul EiFRIE X

IREETE AWS Identity and Access Management (IAM) 38 AWS Ik~ 89 Apache Airflow F F° 5H
IR RE - 0D MWAAWeb ServerAccess fXBRF #E1/ 18] Apache Airflow Ul

E{j A Apache Airflow Ul , BT T IRE

1.  7£ Amazon MWAA #2#I& LITHIMETTH,
2. EEIIE,

3. IEEBITFF Airflow Ul,

BT RMAAL?

£/ GitHub E£# aws-mwaa-docker-images A #Ili# DAG, BHEXIEHF Python i,
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I I
ZxE B E AT

Amazon MWAA X35 Apache Airflow W EBHEESE , A ITFEMER BE L Apache Airflow 28
B, HEH. RRSEREOD, ARNEFEA plugins. zip XHTE Amazon MWAA SREHZ 3 Apache
Airflow BJE X iEHHS R

Bx
- RREM
o {ATBY E AR HE A
o BEEGER
- BENEHEFMKDERE
- BENIEH T
* 7 plugins.zip F A ¥ HEH B FLE M =B
* 7 plugins.zip F A ¥ HEH B FLE M =B
+ BIZ plugins.zip X4
« %1 £ Amazon MWAA CLI AT BN B ELEH
o % 2 : Bl plugins.zip X4
+ k4% plugins.zip ] Amazon S3
- £ AWS CLI
« f5H Amazon S3 ###l&
- EXRBEPLRRERENEN
« 1£ Amazon MWAA %l & L1§E plugins.zip BIEER (F—IR)
« £ Amazon MWAA #Z#| & LE7E plugins.zip BIRRZR
+ plugins.zip &9 F 5 =l
o ETRMHL?

FRF M

EERATNENSREA , BREEERBUTRLE
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o R — &BH AWS K HAMERESEERA RN , HRERTHREN
AmazonMWAAFullConsoleAccess 17 AR FIREE, LI |, 178 ELAMAIHF Amazon MWAA FhiE
HRIFEFIEAL AWS HIR,

o HEINE — MREBEZHE LR FHEEUEEREE Web IRF 5 EREMBIN |, N AR EE B
NEBRNHME Web FREF[THFANR. BXREZER , i5SHthe section called “Apache Airflow 15
)R,

« Amazon S3 BB — A T 176% DAG Y Amazon S3 . 1 plugins.zip BB EEHNE
requirements.txt FHY Python IR INAMELE N SRR IE A HIFRIFE S ARAES,

THEHBR
BERHTETEELES  CLOABEHE -

1. EXRMBIZE plugins.zip X,
2. ¥ plugins.zip X# Et&%| Amazon S3 I FE .
3. 7& Amazon MWAA 2§ & B H X4 F R P18 E th X HF R,

(@ Note

MRXZBE X plugins.zip £4&F Amazon S3 F## , NEFEETE Amazon MWAA 2
HEEEEXHRE, BREETHLESE IR,

{RIBHE A F 4

IE#N Apache Airflow XA FFR | {XFEY B Apache Airflow AF RENF EEHm G, TUERETEE
NRERE DAG RBB—EMA /dags X #HXH,

MEFZERTRESHABRENER , BNEME /dags NHERBFEFHNFXHXS , MFRBE
plugins.zip X#3X, £ Apache Airflow 2.x F , IEHEERTHE Ul,

E# , TEOFEMMRBIUKA plugins. zip ¥, MALUFEEAMTE Amazon S3 /dags XHRFH
EAMIE |, 7 Apache Airflow B3I 2 8l , XEMBIGFEZMLER LS EEF A Amazon MWAA BES,
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® Note

/dags X#HX= plugins.zip FEMKRERXE X Apache Airflow DAG 3 Y L4 EB AR IE
.airflowignore X#H%IH,

B E XA

Apache Airflow A ERHEE S R BN X4 HEME| $AIRFLOW_HOME/plugins X #3& A Bl o]
ABIBEERBIER O, EAFEFERBEN Apache Airflow ZERF, #F. ERBEHEAD, T
—TRET AT RIMEFEEMNRER REWNRE , URERK import 549 , XEFEARET
plugins.zip F#Y B &1,

B E &4 B F AR E

TR HAAE , Apache Airflow it XIFEFM TELEE /usr/local/airflow/plugins/* HIRE
AWS EEW Fargate ResHE R B E LiEH.

BR&EW, BXREW (FE/*% ) BEFE plugins.zip XHHRB. #l0 , 18R plugins.zip
‘@& operators BRERFHRBFR , NZB ZNEBRELTIAEN /usr/local/airflow/
plugins/operators /.,

o R/DBR#E, BRIMNBIUFEA/NF 1GB M plugins.zip X#. plugins.zip X#HX/PMEK , FFEH
Bt E B, RE Amazon MWAA &R EBREERS plugins.zip XHH KD, BORFEEET
DHALEMRBIN , Fargate BrS5 B I H = MR BEIR BB ERS.

(® Note

X FEH Apache Airflow v2.0.2 B985 | Amazon MWAA £BR &l Apache Airflow Web RS
LW HIERE , HETATFEREE Web lRF 8 L RE\ M Python #kEill, M Apache
Airflow v2.2.2 778 , Amazon MWAA BJ LB #1E Web BR$5 88 L Z & B A4 FAHIN,

B E XA RO

T—T A (Apache Airflow ZZ155) K RHIRHE NG AR AT RIPE.
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RAriEmE

£ plugins.zip R {EAFEHE B L0 R 5

Apache Airflow v3
UTRBIERT Apache Airflow v3 F— N R AR B FEMWH plugins. zip X
Example® PythonVirtualenvOperator plugins.zip BVR¥ B &

LT RBIE R A Apache Airflow PythonVirtualenvOperator 812 B & @4 &
PythonVirtualenvOperator BE MEHH plugins.zip XHH ERH,

### virtual_python_plugin.py

Example plugins/virtual_python_plugin.py

AT RHIE R PythonVirtualenvOperator BEXiEH.

Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.

Permission is hereby granted, free of charge, to any person obtaining a copy of
this software and associated documentation files (the "Software"), to deal in
the Software without restriction, including without limitation the rights to
use, copy, modify, merge, publish, distribute, sublicense, and/or sell copies of
the Software, and to permit persons to whom the Software is furnished to do so.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS
FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR
COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER
IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN
CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

from airflow.plugins_manager import AirflowPlugin

import airflow.utils.python_virtualenv

from typing import List

def _generate_virtualenv_cmd(tmp_dir: str, python_bin: str, system_site_packages:

bool) -> List[str]:
cmd = ['python3', '/usr/local/airflow/.local/lib/python3.7/site-packages/
virtualenv', tmp_dir]
if system_site_packages:
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cmd.append('--system-site-packages')
if python_bin is not None:

cmd. append(f'--python={python_bin}")
return cmd

airflow.utils.python_virtualenv._generate_virtualenv_cmd=_generate_virtualenv_cmd

class VirtualPythonPlugin(AirflowPlugin):
name = 'virtual_python_plugin'

Apache Airflow v2
UTRBIERT Apache Airflow v2 A — N R AR B FEMWH plugins. zip X4
Examplei PythonVirtualenvOperator plugins.zip By/m ¥ B %

AT RHIE R 5 Apache Airflow PythonVirtualenvOperator 812 B & i@ &
PythonVirtualenvOperator B XIiGHH plugins.zip XHHY E R,

### virtual_python_plugin.py

Example plugins/virtual_python_plugin.py

BATF RHIE R PythonVirtualenvOperator BEXiE#

Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.

Permission is hereby granted, free of charge, to any person obtaining a copy of
this software and associated documentation files (the "Software"), to deal in
the Software without restriction, including without limitation the rights to
use, copy, modify, merge, publish, distribute, sublicense, and/or sell copies of
the Software, and to permit persons to whom the Software is furnished to do so.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS
FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR
COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER
IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN
CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

B X B Y



Amazon Managed Workflows for Apache Airflow ArfEm

from airflow.plugins_manager import AirflowPlugin
import airflow.utils.python_virtualenv
from typing import List

def _generate_virtualenv_cmd(tmp_dir: str, python_bin: str, system_site_packages:
bool) -> List[str]:
cmd = ['python3', '/usr/local/airflow/.local/lib/python3.7/site-packages/
virtualenv', tmp_dir]
if system_site_packages:
cmd.append('--system-site-packages')
if python_bin is not None:
cmd.append(f'--python={python_bin}"')
return cmd

airflow.utils.python_virtualenv._generate_virtualenv_cmd=_generate_virtualenv_cmd

class VirtualPythonPlugin(AirflowPlugin):
name = 'virtual_python_plugin'

£ plugins.zip # & A ¥ EH B FE 0 =61

Apache Airflow v3

AT RBIER— plugins.zip Xt , EHEE hooks. operators ¥ HFH sensors
H %o

Example Plugins.zip

__init__.py
my_airflow_plugin.py
hooks/
|-- __init__ .py
|-- my_airflow_hook.py
operators/
|-- __init__.py

|-- my_airflow_operator.py

| -- hello_operator.py
sensors/

|-- __init__.py

|-- my_airflow_sensor.py

LT ROIERERBEIEHH DAG ( DAG XX ) FHEAEA,
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RAriEmE

Example dags/your_dag.py

from airflow import DAG
from datetime import datetime, timedelta

from operators.my_airflow_operator import MyOperator

from sensors.my_airflow_sensor import MySensor
from operators.hello_operator import HelloOperator

default_args = {
'owner': 'airflow',
'depends_on_past': False,
'start_date': datetime(2018, 1, 1),
'email_on_failure': False,
'email_on_retry': False,
'retries': 1,
'retry_delay': timedelta(minutes=5),

with DAG('customdag',
max_active_runs=3,
schedule_interval="'@once',
default_args=default_args) as dag:

sens = MySensoxz(
task_id="'taskA'
)

op = MyOperator(
task_id="'taskB',
my_field="'some text'

)

hello_task = HelloOperator(task_id='sample-task', name='foo_bar')

sens >> op >> hello_task

Example plugins/my_airflow_plugin.py

from airflow.plugins_manager import AirflowPlugin
from hooks.my_airflow_hook import *
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from operators.my_airflow_operator import *
class PluginName(AirflowPlugin):

name = 'my_airflow_plugin'

hooks = [MyHook]

operators = [MyOperator]
sensors = [MySensor]

UTROIEREE B X PRAENEFRSFAE,

Example hooks/my_airflow_hook.py

from airflow.hooks.base import BaseHook

class MyHook(BaseHook):

def my_method(self):
print("Hello World")

Example sensors/my_airflow_sensor.py

from airflow.sensors.base import BaseSensorOperator
from airflow.utils.decorators import apply_defaults

class MySensor(BaseSensorOperator):

@apply_defaults

def __init__ (self,
*args,
**kwargs):

super(MySensor, self)._ init__ (*args, **kwargs)

def poke(self, context):
return True

Example operators/my_airflow_operator.py

from airflow.operators.bash import BaseOperator
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from airflow.utils.decorators import apply_defaults
from hooks.my_airflow_hook import MyHook

class MyOperator(BaseOperator):

@apply_defaults
def __init__ (self,
my_field,
*args,
**kwargs):
super(MyOperator, self)._ init_ (*args, **kwargs)
self.my_field = my_field

def execute(self, context):
hook = MyHook('my_conn')
hook .my_method()

Example operators/hello_operator.py

from airflow.models.baseoperator import BaseOperator
from airflow.utils.decorators import apply_defaults

class HelloOperator(BaseOperator):

@apply_defaults
def __init_ (
self,
name: str,
**kwargs) -> None:
super().__init_ (**kwargs)
self.name = name

def execute(self, context):
message = "Hello {}".format(self.name)
print(message)
return message

BEEA Amazon MWAA CLI SEA T ENE B E B PRFZ R ITRE | RELE plugins.zip
XHRFHNBESEE plugins BFRZR, a0 cd plugins.
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Apache Airflow v2

UTRBIER— plugins.zip X# , HHFEE hooks. operators W& h B FEM sensors
B %,

Example Plugins.zip

__init__.py
my_airflow_plugin.py
hooks/

|-- __init__.py

| -- my_airflow_hook.py
operators/

|-- __init__.py

|-- my_airflow_operator.py

| -- hello_operator.py
sensors/

|-- __init__.py

|-- my_airflow_sensor.py

LT ROIERERBESIEHH DAG ( DAG XX ) FHS AEA,

Example dags/your_dag.py

from airflow import DAG

from datetime import datetime, timedelta

from operators.my_airflow_operator import MyOperator
from sensors.my_airflow_sensor import MySensor

from operators.hello_operator import HelloOperator

default_args = {
'owner': 'airflow',
'depends_on_past': False,
'start_date': datetime(2018, 1, 1),
'email_on_failure': False,
'email_on_retry': False,
'retries': 1,
'retry_delay': timedelta(minutes=5),

with DAG('customdag',
max_active_runs=3,
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schedule_interval="'@once',
default_args=default_args) as dag:

sens = MySensox(
task_id="'taskA'
)

op = MyOperatox(
task_id="'taskB',
my_field="'some text'

)

hello_task = HelloOperator(task_id='sample-task', name='foo_bar')

sens >> op >> hello_task

Example plugins/my_airflow_plugin.py
from airflow.plugins_manager import AirflowPlugin
from hooks.my_airflow_hook import *
from operators.my_airflow_operator import *
class PluginName(AirflowPlugin):
name = 'my_airflow_plugin'
hooks = [MyHook]

operators = [MyOperator]
sensors = [MySensor]

UTRAIEREEN B XEPRENELRSAED,
Example hooks/my_airflow_hook.py

from airflow.hooks.base import BaseHook

class MyHook(BaseHook):

def my_method(self):
print("Hello World")
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Example sensors/my_airflow_sensor.py

from airflow.sensors.base import BaseSensorOperator
from airflow.utils.decorators import apply_defaults

class MySensor(BaseSensorOperator):

@apply_defaults
def __init_ (self,
*args,
**kwargs):
super(MySensor, self)._ init__ (*args, **kwargs)

def poke(self, context):
return True

Example operators/my_airflow_operator.py

from airflow.operators.bash import BaseOperator
from airflow.utils.decorators import apply_defaults
from hooks.my_airflow_hook import MyHook

class MyOperator(BaseOperator):

@apply_defaults
def __init__ (self,
my_field,
*args,
**kwargs):
super(MyOperator, self)._ init_ (*args, **kwargs)
self.my_field = my_field

def execute(self, context):

hook = MyHook( 'my_conn')
hook .my_method()

Example operators/hello_operator.py

from airflow.models.baseoperator import BaseOperator
from airflow.utils.decorators import apply_defaults
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class HelloOperator(BaseOperator):

eapply_defaults
def __init__ (
self,
name: str,
**kwargs) -> None:
super().__init__ (**kwargs)
self.name = name

def execute(self, context):
message = "Hello {}".format(self.name)
print(message)
return message

REEA Amazon MWAA CLI SEA T BN B E L EHRISR#TIERE , RELIE plugins.zip

XHRFHNBESEE plugins BFRZR. a0 cd plugins.

£ % plugins.zip X4
LT SBIERT BRAVE WA 1B plugins.zip XHH S,
S8 1 8 Amazon MWAA CLI SEA T ENiR B E L iFH

« STTSE (CL) SR TEAEAEH Amazon MWAA IRR,

o CLI FEAH# ¥ Docker BB , X LT Amazon MWAA £7= &%, BRI LR TCETAM
Apache Airflow SRERFF & TN DAG, BENBEHFMKEm , ASEBEE Amazon MWAA,

- Ejz{T CLI, 2@ GitHub £# aws-mwaa-docker-images,

S 2 : 81 plugins.zip X4
BAIUEANER ZIP FRESSATIESEMEM ZIP SATE (fla 7zip ) keI .zip X4,

(® Note

LB zip XHET , Windows BRERZHNE ZIP AT ERELRMFIXHR, BIE
WIRRIIE plugins.zip XHFHANE , AEHB L& F Amazon S3 F##F , UBREBERMEAE

>}=l{o

B2 plugins.zip X
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1. SBEFERNAH Airflow fE4F B F. Bl :

myproject$ cd plugins

2. BIIATHSTUBRABZEETHITRR (XBR macOS M Linux ) o

plugins$ chmod -R 755 .

3. FARESHE plugins XHFXH,

plugins$ zip -r plugins.zip .

4% plugins.zip | Amazon S3

IEALAE A Amazon S3 2% & = AWS Command Line Interface (AWS CLI) ¥ plugins.zip X# Lt
f£ %] Amazon S3 EAEREH,

A AWS CLI

AWS Command Line Interface (AWS CLI) 2 —#FRIE , B LUAREW ST Shell FEAGBTE
AWS BRESHITRE, EXRATHNSER , BEEUTHREUTERY

« AWS CLI - ZZh & 2,
« AWS CLI - aws configure #{TIREEE,

EFEH AWS CLI £4& |, BHITUTRE
1. ESHPRETET , SMEFMH plugins.zip XHHE R, Hl :

cd plugins

2. LT REIBIHEFFE Amazon S3 Ff i@,

aws s3 1s

3. FEALUTHSHEH Amazon S3 F#EEHEASHREN SHEMHER,

aws s3 1s s3://YOUR_S3_BUCKET_NAME
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4. FERUTHSE plugins. zip X4 L& FIREMN Amazon S3 7.

aws s3 cp plugins.zip s3://amzn-s3-demo-bucket/plugins.zip

£/ Amazon S3 4| &

Amazon S3 BHIER—1MNET Web WAFRE , TAXRBIEMNEE Amazon S3 FEMP I EIR.
EfEH Amazon S3 BHlA L& | BHITUTRE

1. 7 Amazon MWAA #2&I& E3TF IR R H,

EFHIE,

£ S3 Y DAG RIBBE R HILF S3 7 B4EE , ERFI8 LT F&E,
%,

i 27yl |V

1% plugins.zip BWAMEIAR | E&F L%,

2 T

EIMRE P LR B E T

AFNFUALRE L1 E| Amazon S3 FEFEN B EXIGH , FERIERE plugins.zip XHHEEE |, H
EEXESH zip XHTEE plugins.zip XHHIARZR

£ Amazon MWAA Z&l & L38E plugins.zip R (FE—R)

MRXBEE R plugins.zip L1&E] Amazon S3 748 , MIEFEEE Amazon MWAA #2514 £
BEXHRE, EREETRLLTR—X.

1. 7 Amazon MWAA &I & E3TFIRETNE,

EEFRE,

EEHRE.

£ Amazon S3 HH) DAG REBEE £ | BERH - AEFERZLMRN K S3,

1%£3$% Amazon S3 B HH plugins.zip X,

TEFIEE

EET—F. EFHE,

N o a bk~ w0 b

EIMRRRE B E A 191
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£ Amazon MWAA 4|4 £ plugins.zip BIRA

X1 Amazon S3 N L& plugins.zip BIFTMRAE |, #FFEEE Amazon MWAA #5148 L5
7 plugins.zip XHHIRRAS,

1. & Amazon MWAA 2§l & LT R H,

2. EBRIE,

3. ERERE.

4. 7£ Amazon S3 HHy DAG KBEHKH , N THHFRHPERE plugins. zip BIRZA,
5. &EEBT—%,

plugins.zip &Y Al =451

- ETHRIACIZEEEN | 1§
- ETHROIRZBENAEMF , 52
- ETHRIACIZEENEN | F2
- ETHROIRBE AT | 52

% {# A Apache Hive 1 Hadoop HJ B E W4,
1% &% PythonVirtualenvOperator #) B 7 X 3E#
59 EF Oracle T #lif o

7] the section called “E &t DAG KR X",

\\» \\» \\» \\)fb

BETREATA?

£ A GitHub £/ aws-mwaa-docker-images FEAH#MiX DAG, BHEXIEHF Python #KHiT,

Z % Python ki

Python #k#BiI 2 #51E Amazon MWAA ERE R Y Apache Airflow iiRZ<#Y Apache Airflow &l ik % %%
REEWEARFEREITR. ZETNEMER Amazon S3 F#EFTE requirements. txt XHHE
Amazon MWAA IR %% Apache Airflow Python kIR 5 58 .

Bx
- EREH
- THERE
« Python kB TELIR
« Python & $i T4 & F X /) BR
+ BIE requirements.txt X4

plugins.zip & 5l 7=l 192
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« B’ 1 : A Amazon MWAA CLI S T EIi% Python #K$ IR
« £, 2 : 8l& requirements.txt

1% requirements.txt ] Amazon S3

- £/ AWS CLI

« f£/ Amazon S3 ##A

EIRE R L% Python AN

+ £ Amazon MWAA & & 187 requirements.txt BYEEE ( E—IR)
« £ Amazon MWAA &l & 38T requirements.txt B AR A

518 requirements.txt B B &

ETRMEMAAL?

FRFAM
EXRAR LWSBREH  ARELEUTRE,

- R — ZHNEERA AWS K/ ZMERFEIHMEEIREHN Amazon MWAAFuIl ConsoleAccess 1A
B FIRBEHNR, ttAh , BT A EATA TR Amazon MWAA FRE T R BB IR EFTE R B
AWS HiR,

o HREMNR — MREFEHRLNLEFEEUBEERET Web RF R LREMRBI , N ATFIMRERE
NEBFLHME Web lRFEB|IHFENR. BEXREZFEL , HZHthe section called “Apache Airflow 5
EER",

« Amazon S3 BLE — AT 7 ZH DAGs B E LA Python ki IHY Amazon S3 7 &
frequirements. txtSMELE N S LA HFRIF G AREES, plugins.zip

TERE

£ Amazon MWAA Lt | B LZ & FTE Python KEIT , 572N requirements. txt X L&F|
Amazon S3 F# 1 , ARESXEH X TE Amazon MWAA 24| & EIEEZXHRI A, Amazon
MWAA &7 pip3 install -r requirements.txt , BAfE Apache Airflow it X2 FHMENTE
%18 £ =% Python ki1,

BEHREMERIEIT Python KB , BAFM=HF :

1. TEAR#BIE requirements. txt X,
2. FA&#h requirements.txt E4&F| Amazon S3 R,

TR 193
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3. % Amazon MWAA 2|8 £ ER X F RIS TE I ARV AR A .

® Note

MRXZEEHRBE requirements. txt FFHE £ ZF| Amazon S3 7R , IEFER
Amazon MWAA #ZHl& LIEEENHBE. ERFETHELETR—R.

Python #k i T #L AR

YRAT LM Python @3 5| PyPi (.org). Python wheels () 2 Python whe .whl els () iR B RAFAE
Y /Pep-503 B L PyPifEE R Python &K HiTH %% Apache Airflow i\ A A FE 2 Python &3t
i,

Python 4k 101 & F A /)~ BR

Apache Airflow it XIRRFM THELELE requirements. txt XHEFEZRBHE , ARERERF
ZHEa%LER /usr/local/airflow/.local/bin L&,

o KNBRH, RIMNBWFEH requirements. txt X, S5IAHAEXK/INF 1GB BIE, Amazon
MWAA FERENEFEES , MELNEHNEFBEEK, RE Amazon MWAA & BRERE LR E
RN BUNRTEET D RNREREIMN |, Fargate RE B HZ MR ELRIBERS

£ % requirements.txt X4
LT SBRIERT EAR MBI plugins.zip XA RMNBWHN ST

S 1 : A Amazon MWAA CLI 3£ T ENist Python ki1

- WHITRE (CL) AT BEAEA#E 4 Amazon MWAA i,

« CLI EEA##2 Docker B28%5 1% , LT Amazon MWAA £~ 5%, T£ZBEZE| Amazon MWAA 2
Bl , BRI LA ©RIE 1T AR Apache Airflow IRESRFF & F DAGsH izt B & X4 F Ak 0

« E1T CLI , & @aws-mwaa-docker-images £ # GitHub,

£ 2 : 8] requirements.txt

T—HNEWMFIE requirements. txt XHFIEE Python BFEZE5|HEY Python KBTI,

Python ik EIHER 194


https://github.com/aws/amazon-mwaa-docker-images
https://pypi.org/

Amazon Managed Workflows for Apache Airflow ArfEm

Apache Airflow v3
1. AL, EBIR requirements. txt XH28l , MERFXNAMEMEUKIEFSR

HRAWERAS, Ei=1T Amazon MWAA CLI SEARRE |, 55 LW, aws-mwaa-docker-
images GitHub

&EE Apache Airflow f2F 2/ Extras, Zi5RIES# MWAA £ Apache Airflow v3 R%#H
B®HEaIEK , FSHEM, aws-mwaa-docker-images requirements. txt GitHub

WIARIE A, EXHINERZR Apache Airflow v3 TRMERI LY R X

#. requirements.txtApache Airflow AXRXHIEE T Apache Airflow & 7 B B] A AV 1R 14
BFRE,

ELUTRAIG , BREMNRAEASEIR {environment-version} URAERERBN
Python KRAE#k {Python-version}.

HXxE Apache Airflow SMEFR A Python IRAEWEE. , S H Apache Airflow fRZR,

--constraint "https://raw.githubusercontent.com/apache/airflow/
constraints-{Airflow-version}/constraints-{Python-version}.txt"

MRARXHEEZ xyz==1.0 EFEEXRRPFHHMEFITHRSE , Il pip3 install
FRZEBIEFRRBNEZRENER, IREARFSHLERAM , NATLAE AR N H
ERHPIFRIEA Apache Airflow A ( AERER. TEEFHM Web BRFEE ) WERAE,
CloudWatch BXx A EXBENWEZFE LR , 153 the section called “i 8] Airflow BHE",

Apache Airflow 272, RINFEF T ExtrasRERAK (==) XEBTHLEERERZERFRE
AT ERNEF .

apache-airflow[package-extra]==2.5.1

Python &, £ requirements.txt XHFRFRMEBFSEHRMRAE (==). XEBTHLEBED
RIF3R B PyPi.org B future E#f,

library == version

Example boto3 # psycopg2-binary

WRE A TFERE B, boto F psycopg2-binary FE 2 & 1E Apache Airflow v3 Eftihk % %%
|, TEX requirements. txt XH4HIEE,

B2 requirements.txt X4 195


https://github.com/aws/amazon-mwaa-docker-images
https://github.com/aws/amazon-mwaa-docker-images
https://github.com/aws/amazon-mwaa-docker-images/blob/main/requirements.txt
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boto3==1.17.54
boto==2.49.0
botocore==1.20.54
psycopg2-binary==2.8.6

MRIBEMNDZRERA , Il Amazon MWAA £ %% org FRITIRARIPYPIE S, HARART
BEEIE requirements. txt PR EMEF SR,

Apache Airflow v2
1. A#pid, ERIZE requirements. txt XHZH , MERARXANEMEURIEFER

HAWEHAE, EiZ{T Amazon MWAA CLI SEARERF |, 2 LK., aws-mwaa-docker-
images GitHub

& F Apache Airflow 27 @H Extras, EiFRILS# MWAA £ Apache Airflow v2 REH
BEAHER , FiFRIME, aws-mwaa-docker-images requirements.txt GitHub

WA REBA, 7 requirements. txt XHTRZFH I Apache Airflow v2 FREH L 3R T
# . Apache Airflow AR HIEE T Apache Airflow % 7 &5 o] F B9 1R 72 F AR AR o

M Apache Airflow v2.7.2 FF8 , ERXHHMBE —% --constraint iBA, WMREKRIZMH
HREZMH , Amazon MWAA FRBIEE —NMEREZS , LARENERGDIIENEFESERIE
EEFR Apache Airflow FiRARF#RB

ELUTRAIG , BRRENRASEIR {environment-version} URAEREREN
Python KRA &k {Python-version}.

BXxE Apache Airflow SMEFR A Python IREAWEE. , S8 Apache Airflow fRZR,

--constraint "https://raw.githubusercontent.com/apache/airflow/
constraints-{Airflow-version}/constraints-{Python-version}.txt"

MRARXHEEZ xyz==1.0 EFEEXRRPFHHMEFITHRS , Il pip3 install
FREBLEFRRBNEZRENER, NREMAREFSHLEREAM , WA TE A A/ HE N
BERPIHFREIEA Apache Airflow A4 (AERF. THEREFF Web RS2 ) HEIRA
#&o. CloudWatch Hx HEERBENEZFER , S the section called “ii[A] Airflow HE",

Apache Airflow 2 F 8. HINEFE ExtrasRERAE (==) XEMTHLEEREFREREZE
RAFENEF D,

B2 requirements.txt X4 196
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apache-airflow[package-extra]==2.5.1

5. Python ., £ requirements.txt XHFFFMBFIEHRMERAE (==). XEBTHLEBE
RiFA3k B PyPi.org #9 future BE#.

library == version

Example boto3 # psycopg2-binary

RB A FERE B, boto M psycopg2-binary FE2 & 1E Apache Airflow v2 E Rtk % %%
|, TEX requirements. txt XH4HIEE,

boto3==1.17.54
boto==2.49.0
botocore==1.20.54
psycopg2-binary==2.8.6

MREEHNTZRERAE , N Amazon MWAA £ %% .org PRITRAKPYPIE I E. BLARAT]
BEE R requirements. txt P EMEF T HR,

E4% requirements.txt | Amazon S3

IBAILAE A Amazon S3 ##I& 5 AWS Command Line Interface (AWS CLI)
Ffrequirements. txt X L& FEH Amazon S3 FE .

fEH AWS CLI

AWS Command Line Interface (AWS CLI) @ —MNFRIE , B LUERA G HIT shell PS5 AWS
REH#ITRE, EXERATHFHNSR , BEEUTHRATERY

« AWS CLI — ZI&MA 2,
« AWS CLI — fFARER Eaws configure,

EFH L& AWS CLI
1. BATRHI5HFTE Amazon S3 124 #.

E4& requirements.txt Z Amazon S3 197
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aws s3 1s

2. AT HFH Amazon S3 71 H & & TR I XA LK,

aws s3 1s s3://YOUR_S3_BUCKET_NAME

3. LAT®HH requirements. txt X# £ % Amazon S3 F# 1.

aws s3 cp requirements.txt s3://amzn-s3-demo-bucket/requirements.txt

£/ Amazon S3 #4114

Amazon S3 ZBHAR—MNET Web WAFRE , THAXRSIZEFNEE Amazon S3 FEHE R EIR,
EFH Amazon S3 #2#|& L& |, BT TERE

1. & Amazon MWAA #Z#I& E3TFIRE N H,

EFRE,

£ S3 Y DAG RIBBE R HILEF S3 7 B4EE , ERFI8 LT F&E,
ikt

;%2 7Yl |V

R requirements. txt BAMBEIAR | %R L&,

o g A w N

EE R R I Python kB

AT N EWMALERE L& F Amazon S3 FHEBIKBIN , 7 ERIEE requirements.txt SLHFRYEER |
HEBIREHITIEE requirements.txt SXTHBI AR,

£ Amazon MWAA #2414 E3ETE requirements. txt HEE (F—RX)

MRXZEEHRBE requirements. txt FFH £ F| Amazon S3 Z#E# , MXEFEE Amazon
MWAA 2§ & EIEEXHERRE, BREEERLESE X,

1.  1E Amazon MWAA ##|& EFfTFIRETE,
2. EBRINIE,

EIRFEHR K Python MBI 198
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3. ERERE.

4. 7E£ Amazon S3 HH) DAG RIBE L |, R ERUMH - (HEFERZBHIFE S3,

5. 1%&#% Amazon S3 FEBHH requirements. txt X,
6

7

EEIERE
BEET -, BE#MRR,

BRI L EREEREFH AL RERATRER S,
£ Amazon MWAA 2 %15 EIEE requirements. txt FIMRZA

X1 Amazon S3 EfE P L& requirements. txt MIFTARAR , #FFEELE Amazon MWAA
B EIEE requirements. txt XHHIARZA,

1. 7 Amazon MWAA &I & 3T FIRETE,

2. EEIR,

3. ERERE.

4. 7£ Amazon S3 1y DAG RBBEHH , N THFIFRHIERE requirements. txt BIRA,

5. EET—FH. EMFEK,

BRI ERE SR EME MBI RERATRERF S,
A requirements.txt WA E

BRI LEFRE TEREHBN dags XXM ITRIFZFH Apache Airflow B&. AT ZBRITE WA
£ Amazon MWAA ##|& 3T iITRIBFHN A E4A | AR ImAE B £32 4| & L5 Apache Airflow H
%o CloudWatch

8 requirements.txt WEE

1. 1 Amazon MWAA #Z#| & LT E R E,

2. EEREIIER,

3. HEWEEERKL%EFE Airflow iTXIEF BER4A,

4. FEBRERFIER requirements_install_ip A&,
5

&2 /usr/local/airflow/.local/bin EIRERRENEFEHIR, Hl0

iFE requirements. txt BWAXK 199
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Collecting appdirs==1.4.4 (from -r /usr/local/airflow/.local/bin (line 1))
Downloading https://files.pythonhosted.org/
packages/3b/00/2344469e2084fb28kjdsfiuywebs47389789vxbmnbjhsdgf5463acd6cf5e3db69324/
appdirs-1.4.4-py2.py3-none-any.whl

Collecting astroid==2.4.2 (from -r /usr/local/airflow/.local/bin (line 2))

6. EEREFEIRARETEMNEFEERELEFRTEIFER, NRHARE , BAELKFIX
BT IR

2021-03-05T14:34:42.731-07:00

No matching distribution found for LibraryName==1.0.0 (from -r /usr/local/
airflow/.local/bin (line 4))

No matching distribution found for LibraryName==1.0.0 (from -r /usr/local/
airflow/.local/bin (line 4))

BT RMAAL?

£ Flaws-mwaa-docker-imagesfE A # Il X RV DAGs B E X4 Python #k#i>x< R GitHub,

i BR Amazon S3 B4

AR B UFEE Amazon MWAA FR3ERY Amazon S3 176 i@ Rt IThiR A i | LUK Ml &
DAG, plugins.zip = requirements.txt XHHLEK,

B %

. EREH

o RRASIEHIBLR
« ITHEAHK

« B Amazon S3 LK) DAG

« NIREFBRR “ZH"# requirements.txt 2 plugins.zip

o MIBRIEZHF” ( 281 ) B requirements.ixt 3 plugins.zip R4S

- EAEmEBMERAEIES A (SR ) lRA 3 B3 Ml BRIR IS

« MIBR requirements.txt AT A “IE 2 B AR A I B 30 M BRAR 10 BY 4 n /3 HA SR B TR 45
. BTRMHAL?

BETRMAL? 200
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FRF M

EERATNENSRZA , BREEERUTRNE

o R — &K AWS K HAMERESEERA RN , HRERTHREN
AmazonMWAAFullConsoleAccess 17 AR &I L, LI |, H1TAE LM AIHF Amazon MWAA FRiE
HRFREFI AL AWS HIR,

o HEINE — MREBEZHE LR FHEEUEEREE Web IRFE8 EREMBIN |, N AR EE B
NEBRNHME Web FREH[THFANR. BXREZEER , i5SHthe section called “Apache Airflow 15
)R,

« Amazon S3 BB — A T 176% DAG Y Amazon S3 Ff##. 1 plugins.zip BB EEHNE
requirements.txt FHY Python IREINAMELE N SRR IE A HIFRIFE S ARAES,

R S 2 5 Bk

#& Amazon S3 EAERH MY plugins.zip M requirements.txt BE#THRAEZEE, HWREH
Amazon S3 7 AR A EH13 B M Amazon S3 Z#E W IR ( HI40 plugins.zip ) B , ZXHF
LSBT LMBR, BH7E Amazon S3 EIBRM4ET , LB ZXHHFEIAR |, ZEIAR 404 ( RKEKE
F&R ) iR/ I'm not here’®y Ok X4, Amazon S3 Frltt FMIERIRIZ, SIEMEMYR—# | BB
HiCRHERE (R ) MR ID =" XK,

AT UE HM BR ST AR AR H I BRAR 12 | LARRMR Amazon S3 FERMNFHAE. ET MR IS
BI” ( BARTEY ) SXHFRRAS | SRR (X&) AP RRAS | AR BR1ZARA<A9 M BRAR1C

THERFN

Amazon MWAA & =1+##3X Amazon S3 FMEIE1T—XELTBRIE, X5 B Amazon S3 FiEHET
fl ER B9 1E47T DAG [R5 2| Fargate B389 Airflow &

REY Amazon MWAA EH B E X IEHH Python KEII N Fargate REFHEETHY Airflow BR 1%

B, EMEEFH Z/E |, plugins.zip M requirements.txt X FELXEEH, MBEEMBRT
requirements.txt 2 plugins.zip XHMWHEIIRA , REEHFEET T M BRSH4 R EHThR
K, NEFFEW , AR R—FEBIRHEE , fla0“Unable to read version {version number}
of file {file name}’s

FRFZ M 201
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i B Amazon S3 E£RY DAG

DAG 34 (.py) & BMAR4E] | TTLAERETE Amazon S3 #5&|A EMIBR. LA 5 5R 4 IR el B
Amazon S3 #H# DAG.

EMIBR DAG , BHITUAT#RE

£ Amazon MWAA 2| & 3T E,

EERIR,

£ S3 H#Y DAG RIBBEHHILR S3 I BEEE , ERFA LITHEM&S,
%R dags XHXK,

% DAG , Rk,

ERBERR? T , BA delete,

E BRI R o

N o o bk w Db =

(® Note

Apache Airflow R & 71 £ L# DAG 21T, £ Apache Airflow Fiz1T DAG f&§ , TTie X IR
A , ©ESRBTE Apache Airflow 5k |, BE|ETE Apache Airflow I EMIBR, ZMiIER
Apache Airflow Y DAG , iFE B4 5| RO & HBR" %,

MIAFEHRBER “H B0 requirements.txt 2 plugins.zip

B &, S&REDEERMN plugins.zip 3 requirements.txt G EMFRESRIER , BRI EES HFERXAN
B, FELHEE , TBEHFER DB EZEXAR zip X4

RIBR“IEX BT ( 28I ) B9 requirements.txt B plugins.zip KRR

£ Amazon MWAA Lt | Amazon S3 F##H M requirements.txt # plugins.zip X#4Z R
AREE, MRERTLMBR Amazon S3 FHEEHPAIX L H | AT EXNR ( H140 plugins.zip ) B9
HETRRZAR (121212) , BIBRIZARAS |, RS BRSTHAR A B B BR#R1C

B LA Amazon S3 12| & EMBRFTE“IEL R ( £/l ) XHRAE ; BER , ENFEFEAUTIER
Z_ﬂﬂlj Fﬁﬂﬂu F%*/-J_V\Lao

« ERRWNRRAE , HSH (Amazon S3 $5r/) B A RRAS 12 5 B 17 1810 3R SRARAS

MIEk Amazon S3 L#) DAG 202
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« ERERNRRAE , FS5H (Amazon S3 $E5R) B E FRRAS 12 5 B9 17 6 8 A BR T SRARZS
- EBRBIRIRIE , 5560 (Amazon S3 5F) FHEEM RIRIC,

ER s AMMERPTEIEZ T ( 8/ ) A B 3l BRARIE

A LAR Amazon S3 R ELE A WA MR , LUEE —EXBUSHER Amazon S3 FiEREHEY
plugins.zip M requirements.txt SXHFRIPRE“IEHBI” ( 5E8T ) BRAS , & BRI HIX REVMI BRFRIZ,

1. & Amazon MWAA 2§l & LT R H,

2. EEREHER,

3. % Amazon S3 ¥y DAG X#B T , 1%# Amazon S3 7Ff& &,
4. EFCIBEWEHAN,

I BR requirements.txt FTE “IE ZH BI" R FH B sh i BRFR 12 BY 4 an /B HA 58 BE 7= 451

FERUT RAISIZEGRAIAN | ZRANGE=+XKEKAMBR requirements.txt XAFEY“IE 2 51" iR A
R E I BRFRIC

1. 1£ Amazon MWAA &l & LTS HE,

2. EFEIRE,

3. 1£ Amazon S3 ¥y DAG X#B T , #%&# Amazon S3 Ff##.

4. EFRCIELEaEHAN,

5. TEEWABPMANZFF , 8 A Delete previous requirements.txt versions and
delete markers after thirty days.

6. TERIZD , ERER,

7. EEGEABANRES | BRI BRI R FTA JE 8RR M ERS 2 A9 B BRAR IS SR TR 0 By
15,

8. EXNRENEFMAFHRES , A 30,
9. ETHNRMIBRIRICH |, LM BRI HIX RBIBRIRIE , X RFE 30 REKAMER,

BT RAA 4 2

o EiF4 T #E Amazon S3 HIBRFRIE |, ES I E E M ERFRIC.
- ETHEX Amazon S3EMEAHNESER , BRI R,

i Br B £ oy A R S 203
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RAriEmE

) 4435 4

KIEENA T IBIE Amazon MWAA PRERRFTFER Amazon VPC MEiRE .

ZNE D
« %F 7 Amazon MWAA LEXM
+ Amazon MWAA £# VPC Z£

£ Amazon MWAA EEBE X RF 45 E Amazon VPC ¥ 2BV 15 10)

EAFE R BT Amazon VPC FBIEFIEMN VPC RSE %

=

W\

£ Amazon MWAA +EEHR B2 K Amazon VPC &S

XF1E Amazon MWAA LEEXH

Amazon VPC 28 # 3 AWS IKF RIERIMEE, Tl R XY E LA 1% f M M 4%

BRAVEH

75, WNERBRZZEMNDTT BNEN. ARNEEF Amazon MWAA IREFrENER L E K

BRI E B A Amazon VPC ERHi& .
H3x

« XEHAL?
- VPC Ertig iR
« BEEBKRMHITAHES
o AR BB M B FAE B
» Amazon VPC #]1 Apache Airflow 1 848 =X &9 7= 451 F 51
o RVFIERIEBKM-FH Amazon VPC M4
s FAFIEFEEM-#THY Amazon VPC M4
s FAWHFREERMN-TIE Amazon VPC M4

Ri&
AL

A LA 7] BB M/ Amazon VPC M4,

KT B

204
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REEH

ToEG R BB MBI Amazon VPC M4,

XFETA?

T &R#EIR Amazon MWAA X#H Amazon VPC EH,

Amazon VPC ZH Y iF

Amazon VPC B T=i6IEHK =
BHKF,

HEZH Amazon VPC , &4 =
AWS Ik afAEEFOIEB
=B AWS &R,

VPC Eit iR e #hid

L& B2 Amazon MWAA HRERT | Amazon MWAA £ IRIEE R IFEIRIZER Apache Airflow 1 [E] 4
XARRUNE—FHN VPC KR, XEHRIERAFEMEMERED (ENI) , FF IP £ F Amazon VPC
F, BEXERRE, 1?:@79?&)‘&% IP B2 E A R L ith B% H BIIRE AR AER AWS RS

AT EB 0 N BRI BB 2 H it B iR E S £ Amazon VPC AFAZR M HREFTFEMN Amazon VPC
gﬁmlﬁﬁﬁo

B BB #HITAEEE
AENEEENERBENIFERN Amazon VPC EfigHE, BFEELUT VPC EfigHE :

—NNVPC 224 VPC 24 RYEMUP N , BUIRFIKAI EAAAD (A¥ ) MED (K ) R

- RZAMUEE S INEE4H,
REAXMABSIEEB S AWML,
- REAATAFMERE (0.0.0.0/0 ; NT IPv6, £/ ::/0) IBEHIEHN,
- ZEEAMTATESIARNGTNAERE, fl (#EF ) mEHEESIAZTEHTRE.
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s LA TLLUERBEIEE HTTPS i OEE 443 F TCP i OEHE 5432 kit —FSREIFE. 4l
o, (AE) BREIAMIGRRO 5432 WERESARG A (% ) BREIAEGERO 443 WEE4H
i,

« BMREBETM. 2B THRESTETE M BB MY B B I B R KB 7 M,

- FEMNMB TR, X, IR - BB[HIHE , Amazon MWAA FLATBUA 5 — Al X AR RY
MEHERNBRER,

s XEFRMINUTAEATAXS, Hli0 us-east-1a, us-east-1b,
o FTRATEEHEEFEM IP it (EIP ) B NAT M3x (2 NAT 3£41 )
o FRAMEERHE D E BRI R EE [ B B EK M M < 898 B &
« INREFN, 2B FRRIESTEREDERRM M<K BB RFREEH 7M.

- FEFAMMETFM, X, MR -—NBABEHINEE , Amazon MWAA B AT ELR 5 — Al XY
HEHERNBRER.

s XEFRMBTNTAENATAXH, Fla us-east-1a, us-east-1b,
o XEFRAIEBE NAT RE (MXHEH ) HEBAR.
« XEFRAERAIEERMM K,
« X¥F IPv6 M , i®ERN assignIpV6AddressOnCreation & true,
« XT IPv6 B FM , AAUERFMXE O BERMM X (EIGW).
- MEHERESIR (ACL) NACL BE ( BIAWRELAN ) FREIW AWM HIERE,
« NACL #MBARTFHEREMAWEMRN (0.0.0.0/0 ; I FIPv6, A ::/0) .
* NACL X BAWMBEREBNHIEMAN (0.0.0.0/0 ; T IPv6, £/ ::/0) .
- fln (#% ) =¥l ACLs.

« WA NAT WK (30 NAT 3561 ) o NAT IREFREBBFRFPRFNRER R ERMFEM AWS
RS , AREFIRLA B4R B,

* NAT RELBEELNB TN (BMBEFM— NAT &ZE. )
« NAT iR & QTGN IPv4 that (EIP ) MEMMBIBNLEFM,

* Internet M>%, EEXMM < Amazon VPC EZIIEERMMEM AWS RS
« BERMM X BIUEEE] Amazon VPC,

FoiEn B B EX MR AL R B B

L REBTEPT VPC ERHiGHE -

4 0= Sadan H n H H X _J
VPC E#fiig iR 206
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- —/NVPC 224 VPC R4 ZREBHBTASE , BUHEFISSHI EWAD (AL ) MED (B ) R®
B,
- BRZALEE S5 MNRE4EH,
- REENTABSIEER S| ARALAN,
- REAATAFMERE (0.0.0.0/0 ; NT IPv6 , £/ ::/0) IBEHIEHN,
- REEXRAFESIARANGTNIERE, fln (#EF) EHEESIAZEHRE,

- ZEATFLLUEFEBIIERE HTTPS s OSeE 443 M TCP i OSEE 5432 kit —HRERE. 5l
W, (ANi ) REIAELRIEA 5432 R EA RS M Ak ) REAEIGRREA 443 LS4
R o

« IAMRETFN, 2B FRRESSSEEERMMX A H BRI REKN M,

- FERIMRB TR, X, IR - B[HIEE , Amazon MWAA BLATBUA 5 — Al XA RY
HEHERNBRER.

s XEFRMBTNTAENATAXH, Fla us-east-1a, us-east-1b,
- XETRMMERE VPC i RE R EH R
- FRXMERIED EIGW WEERHEK , TEEERN DAG M —H0 MEBKRM T,
« XEFRREEBERE NAT RE (MXHRE ) WERAR , ETEBEBRMMX,
- MiFERFIFIER (ACL) NACL B ( BIAFRIELMAN ) FRRBIH AL HIERE,
. NACL HFE A UFFIERBHALEAN (0.0.0.0/0 ; SIF IPv6 , B ::/0) .
« NACL #MEELAEREMHENN (0.0.0.0/0 ; I F IPv6, A ::/0) .
- Bl (#%E ) "Bl ACLs,
- FiEREAR, AHRARREAT VPC ABERERIARR,
- KR EHRATNEE FRXEK,

o KiFEARLAZ A VPC RHEHISZBCHWMERTERS, Fln , InREFEH AWS Client
VPN i8] Apache Airflow Web fR$8587 VPC #Z 0w = , NEAHRLFEBAE VPC ik o

- MEFANSI AWS RFH VPC imR , UKk 5 Amazon MWAA IREM TR — AWS XiF F[E—
Amazon VPC B9 Apache Airflow VPC i =

- INEMFANSI AWS BREH VPC i = F Apache Airflow B9 VPC Iis R Hlfn ( %45 ) VPC i
o

/AN O

- VPC i R 48 3 AR FAE DNS,
« VPC i RM4ME BN ENHNFAE FMXER,
VP& g’m mﬁ\\\ W Ejéxﬂ‘iﬁ. E‘j i = 1‘E 7\"t E;( o 207
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« BIFENRK[ VPC in ARBEIEN LR EEAN ST AWS BRS. o (#EE) T
FREALRIE VPC i R KA R 51,

« Amazon S3 #9 VPC i R KB LMELE N AT H R E#E, flu ( #E ) A FHREEEN
Amazon S3 M5k i =2 R #E Rl

Amazon VPC 1 Apache Airflow i 8] 18 =X, &9 7= 51 F 4

&R ST 48 Amazon VPC KA R MR REIEA A , LARTE Amazon MWAA 251 & LiEEH
Apache Airflow Web BR85 17 RIER

AT IH R BB M-8 Amazon VPC R4

MERALALEFE VPC FIFRIERN , HEKLRFLEAF BT EBRMIAE Apache Airflow Web BRSS
25, BRITUATRE

1. SIETHRIEBRMNA Amazon VPC M4,

2. 79 Apache Airflow Web RS ER8IZEB A BEM KL RIERVIRE,

3. RINWEI : RIMEZBUEA CloudFormation #RIE A 144k & E 8t 612 Amazon VPC E#ti%
. Amazon S3 Z#AEH Amazon MWAA IR E, ETHEZEER |, H5H Amazon MWAA HIR
EATHIE,

MRFHLARFE VPC RiFRIEBRMN , HBHEHER Apache Airflow Web BRS85 15 B EREF VPC
ABAF | BERITUTRE
1. SIETHRIEBRMNA Amazon VPC M4,
2. RIZ—FH% , BFMiTENISE Apache Airflow Web BRSSE8#9 VPC 0Ok M.
3. A Apache Airflow Web R SIEZEGAEMEHRIERNWIRE,
4. FENOE :
a. EBATEWER Amazon MWAA #2H|& | BSH £ — : 7 Amazon MWAA £ & + 63

VPC M4 : = CloudFormation &4k , {55 &I = : 2015 A BB MY Amazon VPC W
%,

b. FEAE #IE : FH AWS Client VPN ELEFAHE ML i5 R R REIEEA AWS Client VPN Bt
B %t Apache Airflow Web BRZ%-83#Y 1/ 8] X BR .

Amazon VPC 1 Apache Airflow i a8 = B9 7~ 461 A 51 208
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AV Rl BB M-#TH Amazon VPC B 4%
MRFBARFAFE VPC HFifR BB

BIEZ B BB M R RA Amazon VPC M4,

SIE—FALE , AT MITENIGE Apache Airflow Web FRSS588H VPC #0i% <
RRBEFEANESI AWS RS2 VPC IwRo

73 Apache Airflow Web RG2S EBFBM KL RIERNVIRE,

BAINEWN

o K~ w0 Dd =

a. FEANEWEA CloudFormation RS2 T 1R BB M A Amazon VPC , #3 Amazon
MWAA £ &I = : R A 15 R BB ™A Amazon VPC M 4& RS AWS RS2
VPC % &,

b. EAE #IE : F£H AWS Client VPN B EFAHE M &5 R E FEWAEEH AWS Client VPN &
B %t Apache Airflow Web BRZ%-83#Y 1/ 8] X BR o

A RFIH R EEM-IMAE Amazon VPC W&
NRFHLOFREFE VPC HipRERKN , FEEECLWEMEN LT ZHRIEEBEME Amazon VPC H

&\d—

AREFEANESI AWS RS2 VPC iwRo

5 Apache Airflow 8|2 VPC %R

B —FHLE |, BFMITEHIE Apache Airflow Web RS 8589 VPC # 0w K.
7 Apache Airflow Web BR5 28812 E BB MK 1A BEXAIRER,

BATRIEIL -

o ~ w0 bh =

a. EAEWAIZEHAHM I Amazon MWAA ERKYEIT AWS BRSFFTER VPC ins , BAK Apache
Airflow FATER VPC In R , B2 F£AFE BT Amazon VPC FRIZFERN VPC RS
U5 R o

b. FEAE #FE : FH AWS Client VPN BLEFAHE W& 15 R AR FPENAEER AWS Client VPN
B Apache Airflow Web ARZ- 258915 7] X BR o

Amazon MWAA E£# VPC &%

KRN EHR TR Amazon MWAA R3EH Amazon VPC AHU R X LA EHMENEE.

VPC £% 209



Amazon Managed Workflows for Apache Airflow ArfEm

ES
- RiF
. BEWER

P 4% 15 (7] #2 51| % (ACLs)

- (##% ) Rl ACLs

VPC Z4& 4

- (#EF)mERRBSIAREARS

o (A% ) RREIATEENR O 5432 R £ H R

o (%) BREIAMIEMEO 443 WL ARG

VPC i 25K HE ([RRAEHEH )

- (H#F) ATFABEAERBN VPC in K K # R

o (HE) AFIHRIFEFEE Amazon S3 WX im & 5K BE R4l

RiE
AL

AT LAiG R EBX M B Amazon VPC R4,

REEH

ToEH R BB A Amazon VPC W4,

REHBR
T2 ARV ERBIFIR (ACLs) 3B T EALIEENANRHE FRALH Amazon VPC KHIHIM%
i3 Lpep:

o BHHFMBMEREATUBI AR ZEFISI&K (ACLs) #1TEEl, BRFE—NACL, AHAURESZA
HE R EAER ACL,

o BHEAIHMEREATLAH Amazon VPC T2 A 26|, BUUESIMNMEHRFEA—IEI L4,

o BRI ERE BRI SUEE VPC ik SURBE# TR, MRFAHLT AEFE Amazon VPC I
WBEEBRMN , HEEBEANRTELERBN Amazon VPC % |, MEER AWS VPC i & F
Apache Airflow VPC i 5. E — 4 VPC im /R B
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M 4& 15 Rl 32 &l 51 2k (ACLs)

Mg ZE5IR (ACL ) AIBVERE (BIATIELAN ) FRRAHAWENHERE. ACLRE
REH , XBWELEM, AEEEAUMBERAN, ©RATEE VPC M LML H i M

BREBRE,

84> Amazon VPC A R FIE AWM EEREBNRKIN ACL, BRI EA4EIIA ACL AN , th e LA 6!
EAEN ACL AFEMMEFMN, —NFREFEMEHMRABEERE— ACL , E—1 ACL ATLUEHEER
ZNFM

(#% ) =6l ACLs
T RBISEE T AR 8 ACL MU , WA TRALEHBARIEREE Amazon VPC,

AN G 5 Type 7 ¥ 15T R SVFHEL
100 FRE IPvAE £ i 0.0.0.0/0 A
%
* FRiE IPv4R £ = 0.0.0.0/0 i)
%
VPC &2 4

VPC Z2 B LMENEBB XIE , ATEH IS NKORINNRE, REARBREH , XEK
A ATAWEEN , EANRTEE, ERATEE VPC MEH AFMNRHIHEANMERERE,

8 Amazon VPC #HE—MNRIANZ2H, BRINVERT , B&EAUEAN, EE—FATMEHUERE
SN, BATAURBERINZ £AMN| | e BB E N LTS HH N EKMME Amazon VPC, &
Amazon MWAA L | BEEERE AR BEHN |, LMEE NAT WX LE5ISRE,

(#% ) rREE A5 AEEA R

T RO T AMGZEERN |, FAFEALFREARLBEBHLD Amazon VPC BIFTRRE. 24
PR 2EXTN BCIEEBSI AN,

Type I3 RER KR

W 4% 17 (] #2551 & (ACLs) 211
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RAriEmE

Type i REHE
FIBRE All =8

BURRBIER T AR £ EAMN,

Type I3V REHR

FRERE All |

KR
sg-0909e8
€81919/-
group my-
mwaa-vpc-
security

HIR

0.0.0.0/0

( "ik ) BRBIAVETEEGR A 5432 HY R £ 4E R

UTRAIEBE T AL EAMN | XLEHN A FRER Amazon Aurora PostgreSQL JTZiIE IR

( 8 Amazon MWAA #8158 ) FEik 0 5432 LWFRE HTTPS MRE.

(® Note

MREERERALANRETRE , WEERMSE —FAN 2w E 443 £HY TCP RE,

Type i i OSEE

HENX TCP TCP 5432

Source

type (R

o)

BEX

HIR

sg-0909e8
e81919/-
group my-
mwaa-vpc-
security

VPC Z4£4
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( AIE ) BR&HIASRIFEINR O 443 B T2 A R A

LU R~ BIHBA T 2 ¥ Apache Airflow Web ARS5 884w M 443 LFTE TCP REM AMET LA,

Type i % OSEE Source IR
type ( R
)

HTTPS TCP 443 HEX $g-0909e8
e81919/-
group my-
mwaa-vpc-
security

VPC im RREE (XFRFAFEA )

VPC s 17 & (AWS PrivateLink) REEZRFIMNEHWFE FMiFE AWS RS, VPC iR 2 — b
IAM BIRRRE |, BRI LU EMME VPC MxHRFEORR. AFTNAZTA VPC ii M VPC ik UK BEFT
FHRR,

BMNBUWNECIZNEAN VPC LipT QAEARTTE B RAE AWS BRS5H VPC E#OL KT K
B, FXERENMITHEBRIRE AWS NR,

(¥E ) RAFABATRE VPC s [ R B R

ST ERALEREN Amazon VPC , U T RAEINE T VPC Ok K,

{
"Statement": [
{
"Action": "*",
"Effect": "Allow",
"Resource": "*",
"Principal": "*"
}
]
}

VPC in KBS ([XPRFABEEH ) 213
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( #E ) ATFIHRIZEEES Amazon S3 Bk i 55K B R4

UTRBINABT — VPC MXim K , W TFERAFLEREBEN Amazon VPC , ERM# 73X Amazon
ECR B/EFFER Amazon S3 @I IARIRR. BRT FM# EH X DAGs M /XM EHEIA |
A BEXFTRER REH Amazon ECR B,

{
"Statement": [
{
"Sid": "Access-to-specific-bucket-only",
"Principal": "*",
"Action": [
"s3:GetObject"
1,
"Effect": "Allow",
"Resource": ["arn:aws:s3:::prod-us-east-I1-starport-layer-bucket/*"]
}
]
}

£ Amazon MWAA EEEX RS 4FE Amazon VPC im 2BV 15 (Al

AT LAE A VPC iR (AWS PrivateLink) f§ VPC FAZ hIEZFIHEE AWS LN ETRS , MEFE
BEMMx, NAT &%, VPN SEPFAERE, XERSA2AAEr BEESETHNERNIRE | Tk
VPC HR615 AWS RS 2B TEE. AN BH Amazon MWAA 12K VPC s = , AR IR

&1 Amazon MWAA LB TIEMEZIFRER , 215 E Apache Airflow Web BR$88H) VPC %
=)

/AN O

H3x
- EM
« VPC i 28R
- NERMZHEER
- FAEMLEiHEER
- ERAHEM AWS IRSHIRR
. 5 VPC i
 7£ Amazon VPC ##l &7 1R VPC im R
- 1R % Apache Airflow Web lRZE8 & H VPC iR VFAE IP it

EE VPC iR 1A[H 214
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« 15[ Apache Airflow Web BRZ28#7 VPC w2 ( FAEMLEIAE )
- fEF AWS Client VPN
« fEM Linux 82 E4#
- ERAMEGER (ER)

EM

« AWS PrivateLink E#

VPC i [UBER

LR 612 Amazon MWAA IR3ERT | Amazon MWAA @R IREIE—FIFW A VPC s s, XL '55'47\
NEMEMLEED (ENI) , A8 IP 2 F Amazon VPC #, fl@ixEiHaig , EAAEXE P
FIRABR R L 2 3 B A B IR IS fE A 9 AB L AWS BRSS o

NEMEZYREN
WRIEN Apache Airflow Web BRS5ERIEFE T AAMEZHRER |, MM EREF BT BEBRM LT EEH,

« Amazon MWAA 3 Amazon Aurora PostgreSQL JTTHIELHIEELIE VPC EORN, KR 2EBRE
AMEFMATRAXPCIEN , B FHM AWS K,

« A5 , Amazon MWAA &G EFMFH IP it ETEOR S, XEEXEM Amazon VPC #
BNTHRXEE—N IP BERESKE,

FBEME RE

WMREH Apache Airflow Web ARS5E81EF TRAEMKZIHEERX , MMBZREFE Amazon VPC A FA
IR,

« Amazon MWAA 73 Apache Airflow Web BgZ5858122 — 4 VPC # 0O K , § Amazon Aurora
PostgreSQL THEHEEFEVEEZENRR.,. WARERNILREFRNWTAXPLIEN , HEMIT
Hih AWS K/,

« R/, Amazon MWAA /B FMHH IP it B EREORKR. X EEXFM Amazon VPC #Y
BNTARXYEE -1 IP BEREXEK,

EM 215
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EAE M AWS BRSSHIR

## Nix = E AWS Identity and Access Management (IAM) F AR 1T A @R EEREFT AR
AWS BRANPR. FEERNMEEAESZ AWS RS , BURSHBHEREEARENRITACKEE
R, ERMR , S H Amazon MWAA ITH &,

WMRIEFS Apache Airflow Web FRFEFIEEFE TRAEMEZHEER , A XIME VPC mRUKEP RTFE
MR RN R, BETHREZELR |, B2 the section called “VPC i SR EE (NPRFAEEE ) 7

HE VPC i S

AT B WA E Amazon MWAA 8128 VPC iw s , AR i{aiR 5 Apache Airflow VPC i S I FAE
P st

£ Amazon VPC &l & " 15| VPC wma

T—HHERT W5 R Amazon MWAA S22 VPC iR , AR TJREE B M E VPC iR = ( IR
£ Amazon VPC R{EHFEEAH ) -

18 VPC i &

1. 3TFF Amazon VPC 4|81 iF S TTH.
2. EBREMAWS XiF,

3. EZREHE Amazon MWAA 822K VPC #Okw A , UARETEEC SIZMNEM VPC k= ( REE
Amazon VPC RERAFAEREH ) .

EWM T HEERANBREMN Amazon VPC FTEH VPC RS IHR , S H E£AFEHETE Amazon
VPC F8IE2MERN VPC RFiRR .

1R %l Apache Airflow Web B2 RH VPC s S FAE IP Hbik

AR ST B an{a+e 3 Apache Airflow Web BREE|HEN A, H VPC EORSREFE IP thit,

1. fEALLT AWS Command Line Interface (AWS CLI) an 54 % Apache Airflow Web ARS52389 £ 41
Fo

aws mwaa get-environment --name YOUR_ENVIRONMENT_NAME --query
'Environment.WebserverUrl'

fERAHEM AWS BRSHIR 216
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FRWERLMTENATRONA

""99aa9%9aa-55aa-44al-a91f-f4552cf4e2f5-vpce.cl@.us-west-2.airflow.amazonaws.com"

2. XNE—NaHHENFRENENEEIT dig wm. HII:

dig CNAME +short 99aa99aa-55aa-44al-a9l1f-f4552cf4e2f5-vpce.cl0.us-
west-2.airflow.amazonaws.com

FBRWFRLMTENATRONA

vpce-0699aa333a0alad-bf90xjtr.vpce-svc-00bb7c2ca2213bc37.us-
west-2.vpce.amazonaws.com.

3. fEMALLT AWS Command Line Interface (AWS CLI) SR EZRE— Mo SH I FIREH VPC iR
= DNS &%, fim :

aws ec2 describe-vpc-endpoints | grep vpce-0699aa333a0a0ad-bf90xjtr.vpce-
svc-00bb7c2ca2213bc37.us-west-2.vpce.amazonaws.com.

LW XMW TENATREAR

"DnsName": "vpce-066777a0a0ad-bf90xjtr.vpce-svc-00bb7c2ca2213bc37.us-
west-2.vpce.amazonaws.com",

4. 3 Apache Airflow E#H1E R E VPC % DNS Z#z1T nslookup = dig i AR ZK IP #bdt, 5
m -

dig +short YOUR_AIRFLOW_HOST_NAME YOUR_AIRFLOW_VPC_ENDPOINT_DNS
LW XMW TN REAR

192.0.5.1
192.0.6.1
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58] Apache Airflow Web B 2H VPC im s ( RABEMLRIAE )

MR B Apache Airflow Web FRFEER TRAENEZIHHESR | MEE QR — MY HIK AR Apache
Airflow Web fRSSE5HY VPC #EOR SN, W FXLERIR , INEWFEHAES Amazon MWAA HREHERH
Amazon VPC, VPC Z2 A B FM,

£ AWS Client VPN

AWS Client VPN 2 —fE TR IR FEE VPN BRSS , B LUARZ £#I5R AWS FR M 24 it X 45
PR RIR. EEM OpenVPN FFImMEMLERHBZ S/ TLS EE.

EATERWIRE Amazon MWAA HEEXREEZE i VPN : #iZ : £H AWS Client VPN BLEFAH M E1H
18] A PR o

54 Linux 22 X4

B2FHR—TRFEE , HENREMEMABRE (FIMNITEYEIEER ) 15RFE KA X
BR. Linux RHIUFLAEFRH |, XEXLFRE—INZL24A , ZZ2AATFNEEIESTEL2FNNE
& Amazon EC2 EH|HZ £ A # 1T SSH A,

EATERWIRE Amazon MWAA #HIEXREE Linux B2FH : % : FH Linux B2 FHEEAEMSE
T R AR o

ER AR (SR )

T—HERTNATNAEFNROEHEMENEE,

1. B¥r4E, BEEFAIEE Apache Airflow Web FRE 8% H VPC #Nix A NFAHE IP it #9 B #R
P, RMNBVCEFHANLE IP it FIEERETMES , RAREA—IM2BRETAME. BXOMR
HFEE IP W EZER |, ESH the section called “iI2 5 Apache Airflow Web FRZ 28 % H VPC
iR FAE IP ik,

2. RERE, RMNBWEEFEHEIRETFER 200 M 302 RSB, &N , IR Apache Airflow Web
FRESESHY VPC SRR 302 Redirect 45ix , M B AR A B WARIE N B TIRR T,

3. HTTPS i85, EFEEN Apache Airflow Web R 25IEE B4R O, Hl -

ISV i O
HTTPS 443

7 Apache Airflow Web BRS5888 VPC i = ( FAE MK LR ) 218
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7 ¥

4. ACM BB, MR EA AWS Certificate Manager <8k SSL/TLS iE+H , NEE RN A FHE M
HTTPS {51 %728 62 — N #7i,

5. ACMIEPBXE, MEEHE AWS Certificate Manager F15%<Bk SSL/TLS if$H , MEEFEPH LR
SREHEKN AWS Xig, Hiin

«  ExampleE £ IEHHXiH

aws acm import-certificate --certificate fileb://Certificate.pem --certificate-
chain fileb://CertificateChain.pem --private-key fileb://PrivateKey.pem --
region us-west-2

FEAFERHBTE Amazon VPC F8IEFERN VPC REiES

TE R BB EIE Amazon VPC MEFEEF /A VPC BRSF Uk S (AWS PrivateLink) = 8E7E
Amazon MWAA EfEf Apache Airﬂowo AIANET Amazon MWAA ERE AWS RS FTER VPC
im . Apache Airflow FTER VPC In s , AR IMAEAFLERBLE VPC in R FHEZIME

Amazon VPC,

RS

- EM

- IEREHNIAERA

. (&FE)VPCiHR

- EEFEN VPC KR

- AWS RS FIER VPC s R

+ Apache Airflow FIEEH VPC IR

( 3% ) S Amazon S3 VPC Ok a3 BFAE IP #hit
- f£/ Route 53

. H BEMN DNS gt

EM

« AWS PrivateLink E#

#%8 Amazon VPC #1#y VPC REIw S 219
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BN ENFARERH

FAEMEIH R ERX 5B Apache Airflow Ul BIRRFR#I3 Amazon VPC R EZR A A BIEAE IAM R
BEEV R,

BIZEBFIE Web [RFEFHRINRAFER , XTGBT 2 Python Wheel 42 (.whl)
i, RIGTE requirements.txt A5 .whl., BXEMA Wheel {TBMNLEABINEA , BS
B fE A Python Wheel &2 K #i1,

TE#ER T E Amazon MWAA 2&1E& EBRE a] LUk B FAE R L&,

- FAEBRHE. LT EHREBRME Amazon VPC £BR& VPC AWML RE, AT Amazon VPC T
EHRIEBRM , HFEREEANSHI AWS RFHMEE VPC iR , Apache Airflow FE 5 Amazon
MWAA IRFB {7 FE— AWS X8 1 Amazon VPC &,

( %E ) VPC =

T—HERTFIEIFN EE?EHE’J Amazon VPC FTER VPC 8. E5IH T Amazon MWAA ERKNE
I AWS BREH9 VPC Iw = , ‘@3E Apache Airflow FTER VPC i =

com.amazonaws.us-east-1.s3
com.amazonaws.us-east-1.monitoring
com.amazonaws.us-east-1.logs
com.amazonaws.us-east-1.sqs
com.amazonaws.us-east-1.kms

(® Note

A Transit Gateway SR H AN EEEE S| AWS API i LRV HET , BATERIER
AWS PrivateLink R NE A T BRSFH Amazon MWAA FAE F M :

« Amazon S3

« Amazon SQS

* CloudWatch Logs
CloudWatch 1E%5
AWS KMS ( t5EH )
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XA HERIER Amazon MWAA SMEREB R B M EXERFHITER , THRBEI 2L EE

MEBRE K MNMEERE MMMt

EEMEN VPC w R

B NBRAERFAERBN Amazon VPC EEFTER VPC IR T R,

AWS BRS5FTFE R VPC in s

T—WERTHMEERN AWS IRFH VPC s UEZETIIAE Amazon VPC HH R,
FF VPC i SIEZEIFAE T

1. ¥TFF Amazon VPC #2#I AR im = A M,
2. EEBREHNAWS X,
3. BIE Amazon S3 Mxik &

a. EFRUBRIRI
b. HEREMMANRKXBFERIXATFTERS , BA:.s3, RARZREE LW Enter,
c. EAIEVCNMREEIEZREHHNRS KR

f5lzn , com.amazonaws.us-west-2.s3 amazon Gateway
d. 7 VPC Hi&#EIHERY Amazon VPC,

e. BREBFTNUTARTAXHNMAMREFN , HBEIEESA DNS EMKRERAZLE
DNS,

f.  EFEIREH Amazon VPC B2 4,
g. EXRBPERT2IHRENR,
h. EESIEKS,

4. % CloudWatch Logs s R

a. ERSIEKS.
b. EEREMRESEBFERNARFES , A .1logs , AFEREE LK Enter,
c. EBRRFIHS

d. 7 VPC Hi&#EIRER Amazon VPC,

EEFTHRER VPC IR
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BREETNTAETARNRNLEFN , H/EAE A DNS &,
EFRIFER Amazon VPC Z2 4,

TER M P IE R T2 T RINER,

EFOEIR R

5. 3 CloudWatch Y1zl 2% =

EFOEIR R

ERBEMRERRIBFEENATERES , A .monitoring , AFZEHE LM Enter,
ERRS IR

£ VPC HIEEHIRERY Amazon VPC,

BREETNTAETARNANMNLE TN , H/EHE A DNS &7,

EFRIFER Amazon VPC T2 4,

R IERE T2 T RN R,

ER AR R

6. N Amazon SQS f#|ZEix = :

ER AR R

ERBEMRAFIERABFERXAFZEY , A sqs , RAFEEE LK Enter,
IR S R R o

£ VPC HiEFEHFER Amazon VPC,
BREETNTAETARNAENLEFN , H/EHAE A DNS &,
EFRIFER Amazon VPC Z2 4,

RGP IEFE T LT RN R,

R R

7. BIE AWS KMS Bim R

a. EFRABIHR.
b. EEREMMESRIBFERIAFES , A .kns , RAFEREE LM Enter,
c. BEERERFIHR.
d. 7 VPC Fi&EIFER Amazon VPC,
e. T@ﬁiﬁ#?ﬁ?’fﬂ—lﬁl XHHmNEFM , HEAEA DNS &%,
R Vi 1 222
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RAriEmE

g.
h.

HRBEPIERT 2 RNR,
prid=gnlfe DT Jous

Apache Airflow FrEERY VPC Ui =<

T —TE R T4 Apache Airflow B VPC i RIEZZIIME Amazon VPC HIF IR,

™ VPC i RQEZERRBFFH

1. $TF Amazon VPC #Z#I &/ i = 71 Ho
2. EBEMAWS XiF,
3. 9 Apache Airflow API 17225 = :

a o T o

o

—h

o o

o o

g.
h.

bzl e g

EREMHESIRIBFERXAFES , A .airflow.api , RGEREE LW Enter,
IEEBR S Um R o

£ VPC HiEEHER Amazon VPC,

BRERETNUTAETARNHEANLEFN , H/EAE A DNS &,

EFRIFER Amazon VPC Z2 4,

R IERE T2 T RN R,

R B R R,

1 Apache Airflow MERIEE —MNj S

g2l FE A SN

EREMMESEXBFREXAFTET , B A airflow.env , RFZREE LM Enter,
IERIRSS IR R o

£ VPC FiEEHFER Amazon VPC,

BRERTNTAEITAXNANLAE FM , H /5 KA DNS &,

EFIFER Amazon VPC T2 4,

TR PIEFE T2 T R R,

EFAIEIR R,

5. 9 Apache Airflow 2{EBIZEE MK R

a.

it elbe DR

EEFTHRER VPC IR
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b. EEREMBESIEXBFERIAFEH , A .airflow.ops , REEEE LK Enter,
c. EERFWHRo
d. % VPC Fi&EIRER Amazon VPC,
e. BREFETNUTAETARNHEMLE TN , H/EHEA DNS &,
f.  EEBIEH Amazon VPC T2 4,
g. HERBPEFEZT2HENR,
h. EFEEKR.

( ATi% ) W Amazon S3 VPC #0004 S E AFAE IP it

Amazon S3 #E Ak AT FFHE DNS, S31 jﬁ‘ﬁﬁﬁ?%’“‘ﬁﬁﬁﬁ \E IP hit, Y S3 hht AT R FA
A IP itk |, MEEE Route 53 FR S3 Xigiig SR MAEIRE

£ Route 53

AT AR Route 53 1 S3 #Nin /B AME IP it SR,
1. 3 Amazon S3 VPC # O = ( 5l s3.eu-west-1.amazonaws.com ) SIZAEREXHFHE
Amazon VPC X Bk,

2. 73 Amazon S3 VPC #Oix = ( #l40 s3.eu-west-1.amazonaws.com ) 812 5I& A id% , iZidx
AIERMT R VPC #Oim = DNS &5,

3. A Amazon S3 QWA ( Hl0 | *. s3.eu-west-1.amazonaws.com ) 81— 51& A BERFIZ
* , ZIcEFAHBMTAN VPC E DO a DNS £,

™A BEX DNS f#fr

R Amazon VPC fEFI BE X DNS B&H , NFZBET 62 5] B 1S FKE DNS #4738 ( 72 Route
53 , BE RIZ1T DNS fRS58:#Y EC2 356 ) Hhit1TE R, Hlmn .

Name: s3.us-west-2.amazonaws.com
Type: CNAME
Value: *.vpce-0f67d23e37648915c-e2q2e2j3.s3.us-west-2.vpce.amazonaws.com
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£ Amazon MWAA LEEHEH 2K Amazon VPC i &

T 5 MWAA BT D% VPC LT S 5i% B Apache Airflow IREFFEMN & Th AWS BREER. &
HECHERERINEEFERAEN

1. XEWKE , HIREAEE AWS K SANRFEMAZRIFERN |, RAILEHREMN Amazon VPC 6l
Apache Airfl AWS Organizationsow ¥3%,

2. BAUB R RSB A N EIE AR KW B E AR , NTTHITE R 0915 17 5,

MREEREEBACH VPC ImR , MFEEH T HIFE RDS for PostgreSQL FIEEFMIRE Web BRSS
BHUEBEDHRR.

A% Amazon MWAA A7 =F £BE Apache Airflow HE ZE LR , FZ 5 Amazon MWAA 2R E,

/A Important

Amazon MWAA F2BIFEFEENAIRT [BY IP it KA (AddressType) &8 , HLLiF
SAUIEWIEEAddressType ( BRIEIN IPv4 5 ) o IPV6

EHE Amazon VPC H B2 IFE

MREFAEESZAN AWS Ik RERRHEIR , WA BLAWS Organizations & P EE M VPC Lk
T R5 Amazon MWAA BEEER , BHELARHEAMKS REZHRERR,

EEHZE VPC R PRE , IEEE Amazon VPC Ik ( FREE ) 5B TR —4H LN H MK
( *5% ) H= Amazon MWAA Fﬁﬁ'ﬁﬂ’]ﬁ/\xﬂt\ﬁ¥no HEX XEE%HE’J*'—?%WKF ALEE, ﬁIJE
&AM BR L = Amazon VPC RHIERIE,

RIZEE—/KF Owner , ZIKF FEHALHH Root K HE Amazon VPC BIR |, LeAEEE
—NSEBEEWKF Participant , ZKF RE—HAEAMNK A, & Participant £HEE Owner HEH
Amazon VPC 8|2 # Amazon MWAA B , Amazon MWAA N & %L 8IZRS VPC &R , REHA
PENDING RAS&K 72 et

REIRAS M CREATING &R PENDING /5 , A3 Owner EMFAIRFIFENIRS.
Itk , Amazon MWAA £7E Amazon MWAA 124l & 51| B 3B EF Web HE’*%EJHE,“O &+ 0] LU A
GetEnvironment API B{ERIREVIRS ik & o
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(@ Note
MREATHRERIEH Amazon VPC 2 —1F %8 Amazon VPC , AL 5E K the section
called “E¥ VPC in R ih 0" PRSI, REBNFMAEESE AWS KEE M AWS R
% (517 Amazon ECR, Amazon ECS #1 Amazon SQS ) #<# % —4 Amazon VPC & i%T7
Ro XERZHFERFETMERE Apache Airflow SREEXEE,

FTIRSFAF
3 Z VPC F 812 Amazon MWAA FRERT , BEREEUTRR :

« & AWS lKFOwner , AEHBEL S# VPC BIIKF,
o —MERNBBIEH AWS Organizations AR %I MyOrganization,
« B/ AWS IKF , Participant , MyOrganization A FREIBFHRENSEEKFRHERS.

ok, BANBWER K BIT 7 #E Amazon VPC HHER IR , IEENSSENTEINR.

#2Z Amazon VPC
BE , QB FEENSEEKFPNAXZRH Amazon VPC :

1. FEABFEHBEOwner , REHTF CloudFormation EHl & . FAUTERGE — MKk, LK
METZHMERIR , ¥ Amazon VPC , UREXBMNKFELGRHHLAZNFH,

AWSTemplateFormatVersion: "2010-09-09"

Description: >-

This template deploys a VPC, with a pair of public and private subnets spread
across two Availability Zones. It deploys an internet gateway, with a default
route on the public subnets. It deploys a pair of NAT gateways (one in each AZ),
and default routes for them in the private subnets.

Parameters:

EnvironmentName:
Description: An environment name that is prefixed to resource names
Type: String
Default: mwaa-

VpcCIDR:
Description: Please enter the IP range (CIDR notation) for this VPC
Type: String
Default: 10.192.0.0/16

EHZ Amazon VPC FalE RS =
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PublicSubnet1CIDR:
Description: >-
Please enter the IP range
Availability Zone
Type: String
Default: 10.192.10.0/24
PublicSubnet2CIDR:
Description: >-
Please enter the IP range
Availability Zone
Type: String
Default: 10.192.11.0/24
PrivateSubnetl1CIDR:
Description: >-
Please enter the IP range
Availability Zone
Type: String
Default: 10.192.20.0/24
PrivateSubnet2CIDR:
Description: >-
Please enter the IP range
Availability Zone
Type: String

(CIDR

(CIDR

(CIDR

(CIDR

notation) for

notation) for

notation) for

notation) for

Default: 10.192.21.0/24
Resources:
VPC:
Type: 'AWS::EC2::VPC'
Properties:
CidrBlock: !Ref VpcCIDR
EnableDnsSupport: true
EnableDnsHostnames: true
Tags:
- Key: Name
Value: !Ref EnvironmentName
InternetGateway:
Type: 'AWS::EC2::InternetGateway'
Properties:
Tags:
- Key: Name
Value: !Ref EnvironmentName
InternetGatewayAttachment:
Type: 'AWS::EC2::VPCGatewayAttachment'
Properties:
InternetGatewaylId:

!Ref InternetGateway

the public subnet in the first

the public subnet in the second

the private subnet in the first

the private subnet in the second

HEHZE Amazon VPC B ZHIE

227



Amazon Managed Workflows for Apache Airflow ArfEm

VpcId: !Ref VPC
PublicSubnetl:
Type: '"AWS::EC2::Subnet'
Properties:
VpcId: !Ref VPC
AvailabilityZone: !Select
-0
- lGetAZs ''
CidrBlock: !Ref PublicSubnetlCIDR
MapPublicIpOnLaunch: true

Tags:
- Key: Name
Value: !Sub '${EnvironmentName} Public Subnet (AZ1)'
PublicSubnet2:
Type: '"AWS::EC2::Subnet'
Properties:

VpcId: !Ref VPC
AvailabilityZone: !Select
-1
- lGetAZs ''
CidrBlock: !'Ref PublicSubnet2CIDR
MapPublicIpOnLaunch: true
Tags:
- Key: Name
Value: !Sub '${EnvironmentName} Public Subnet (AZ2)'
PrivateSubnetl:
Type: '"AWS::EC2::Subnet'
Properties:
VpcId: !Ref VPC
AvailabilityZone: !Select
-0
- lGetAZs ''
CidrBlock: !Ref PrivateSubnetlCIDR
MapPublicIpOnLaunch: false

Tags:
- Key: Name
Value: !Sub '${EnvironmentName} Private Subnet (AZ1)'
PrivateSubnet2:
Type: '"AWS::EC2::Subnet'
Properties:

VpcId: !Ref VPC
AvailabilityZone: !Select
-1
- lGetAZs "'
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CidrBlock: !Ref PrivateSubnet2CIDR
MapPublicIpOnLaunch: false

Tags:
- Key: Name
Value: !Sub '${EnvironmentName} Private Subnet (AZ2)'
NatGatewaylEIP:

Type: 'AWS::EC2::EIP'
DependsOn: InternetGatewayAttachment
Properties:
Domain: vpc
NatGateway2EIP:
Type: 'AWS::EC2::EIP'
DependsOn: InternetGatewayAttachment

Properties:
Domain: vpc
NatGatewayl:
Type: 'AWS::EC2::NatGateway'
Properties:

AllocationId: !GetAtt NatGatewaylEIP.AllocationId
SubnetId: !Ref PublicSubnetl
NatGateway2:
Type: 'AWS::EC2::NatGateway'
Properties:
AllocationId: !GetAtt NatGateway2EIP.AllocationId
SubnetId: !Ref PublicSubnet2
PublicRouteTable:
Type: 'AWS::EC2::RouteTable'
Properties:
VpcId: !Ref VPC
Tags:
- Key: Name
Value: !Sub '${EnvironmentName} Public Routes'
DefaultPublicRoute:
Type: 'AWS::EC2::Route'
DependsOn: InternetGatewayAttachment
Properties:
RouteTableId: !Ref PublicRouteTable
DestinationCidrBlock: 0.0.0.0/0
GatewayId: !Ref InternetGateway
PublicSubnetlRouteTableAssociation:
Type: 'AWS::EC2::SubnetRouteTableAssociation'
Properties:
RouteTableId: !Ref PublicRouteTable
SubnetId: !Ref PublicSubnetl
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PublicSubnet2RouteTableAssociation:
Type: 'AWS::EC2::SubnetRouteTableAssociation'
Properties:
RouteTableId: !Ref PublicRouteTable
SubnetId: !'Ref PublicSubnet2

PrivateRouteTablel:
Type: 'AWS::EC2::RouteTable'
Properties:
VpcId: !Ref VPC
Tags:
- Key: Name
Value: !Sub '${EnvironmentName} Private Routes (AZ1)'
DefaultPrivateRoutel:
Type: 'AWS::EC2::Route'
Properties:

RouteTableId: !Ref PrivateRouteTablel
DestinationCidrBlock: 0.0.0.0/0
NatGatewayId: !Ref NatGatewayl
PrivateSubnetlRouteTableAssociation:
Type: 'AWS::EC2::SubnetRouteTableAssociation'
Properties:
RouteTableId: !Ref PrivateRouteTablel
SubnetId: !'Ref PrivateSubnetl

PrivateRouteTable2:
Type: 'AWS::EC2::RouteTable'
Properties:
VpcId: !Ref VPC
Tags:
- Key: Name
Value: !Sub '${EnvironmentName} Private Routes (AZ2)'
DefaultPrivateRoute2:
Type: 'AWS::EC2::Route'
Properties:

RouteTableId: !Ref PrivateRouteTable2
DestinationCidrBlock: 0.0.0.0/0
NatGatewayId: !Ref NatGateway2
PrivateSubnet2RouteTableAssociation:
Type: 'AWS::EC2::SubnetRouteTableAssociation'
Properties:
RouteTableId: !Ref PrivateRouteTable2
SubnetId: !'Ref PrivateSubnet2
SecurityGroup:
Type: 'AWS::EC2::SecurityGroup'
Properties:
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GroupName: mwaa-security-group

GroupDescription: Security group with a self-referencing inbound rule.

VpcId: !Ref VPC
SecurityGroupIngress:
Type:
Properties:
GroupId: !Ref SecurityGroup
IpProtocol: '-1'
SourceSecurityGrouplId:
Outputs:
VPC:
Description: A reference to
Value: !Ref VPC
PublicSubnets:

"AWS::EC2::SecurityGroupIngress'

IRef SecurityGroup

the created VPC

Description: A list of the public subnets

Value: !Join

1 1
’

IRef PublicSubnetl
- IRef PublicSubnet2
PrivateSubnets:

Description: A list of the private subnets

Value: !Join

1 1
’

IRef PrivateSubnetl
- !Ref PrivateSubnet2

PublicSubnetl:
Description: A reference to
Zone
Value: !Ref PublicSubnetl
PublicSubnet2:
Description: A reference to
Zone
Value: !Ref PublicSubnet2
PrivateSubnetl:
Description: A reference to
Zone
Value: !Ref PrivateSubnetl
PrivateSubnet2:
Description: A reference to
Zone

IRef PrivateSubnet2
SecurityGroupIngress:
Description: Security group

Value:

the public subnet in the 1st Availability

the

public subnet in the 2nd Availability

the

private subnet in the 1st Availability

the

private subnet in the 2nd Availability

with self-referencing inbound rule

HEHZE Amazon VPC B ZHIE
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Value: !Ref SecurityGroupIngress

2. BLEFH Amazon VPC &RiE , $iZEl AWS Resource Access Manager ##l& |, REEFRCIE
BRREE,
3. MAE Participant £EWTTAHFRIIKRPIEREEE D HLIEN FM,

Bl INE
TRUATSR , UEARTFEEE Amazon VPC i R 012 Amazon MWAA IR3E,

1. A Participant BFH#TIF Amazon MWAA 2&&. TRE—F  EEEAEE , WEWH
IR E Amazon S3 1. DAG X#RMEBIE. BXESEE , FSRTHEM.
2. EERESFRENENENT , NHE Amazon VPC FiEE ¥,
. ERKEET , NTRIIRPIERER.
4. REBAEELERETWRAME , REEREHF ZRHE LIEFSIZTER.

INETFFI4AT4 F CREATING IRA , RIEAZTH PENDING JRZS. FR3EANT PENDING IRASET |, A4
ABETHREERSRSZHM Web RFR[IH RSB ( MRERE TFE Web BRFES ) -

WAREFH Amazon MWAA 34 & I ZFIFER , Amazon MWAA &8 — TN %E4<4E , EhESRT
EMNAVERBERN, B TE24 ID,

ET—TH , Owner FFEARSIHAMZEZLA ID E£HZ Amazon VPC FRIZEFTHI Amazon VPC i
o

/AN O

#12 Amazon VPC if &
SERUATEER , AHRERIEMEMN Amazon VPC i 2,

1. BF“AWS EE#EH A €A 0wner , “}TFF” https://console.aws.amazon.com/vpc/o

2. MENSHERPERZSE  RAEERAUTASLMHEHNERZE Amazon VPC FE|IEFNZ
£4

Type 7134 Source KB
type (REH )

:'__'n_{
ot
S
fain

All a1 R ZEA
Ak
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Type i Source IR
type ( JREH )

FrERE All = &B 0.0.0.0/0
i uh

/A Warning

Owner K AMIE Owner IKF ARIRE—NZ LA | LATENFHERIXZ Amazon VPC
HARE, At , B LUTE Owner FRIB— 1M e4d , i URBINENZE4A,

3. ERER , ARFAZETRINIRSIRSZBEMNIMEREEMN Web IRSE ( IRATRAEE
X)) BIBFNIRSR . ERHE Amazon VPC, BEATHENFRUURRENZ A,

MR IN , PREIFM PENDING JRAZE[E CREATING IRA |, REGE N AVAILABLE JRA&S. RN
AVAILABLE RZS , M& O] LA K F Apache Airflow 5| &

H = Amazon VPC [RJ@HEE

AUEANTSERFEREELE Amazon VPC H & EIRE BB B #Y BRI RE

IR TE PENDING RAE# A CREATE_FAILED IR7S
« I®IF Owner A AWS Resource Access Manager 5 Participant #EF®,
- WIFBIEER Web BR$EH Amazon VPC i R E SR B MERE FM ol 21,

- RIITATIHRANZLEATFREATHENLZEZANRE, Owner IKF 28124 Participant
PP LLASI AR 123456789012 /security-group-id BIHM,

Type 7308 Source type ( B3 Sk
o)
FBERE Al £ 123456789
012 [sg-0909e8
e81919

BRESER , FEAMEENSEENTENNR.
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IRE{Z%1E PENDING RA

Bﬁiftﬁ/\ VPC 5 aRAS , LR ERAS R Available, MR FEHAFAE Web RESEFBIRE |
NE XM A Z Web BRFERBIE RS, MRINFE(ZIETE PENDING RS |, N AJRERBAFRADFAHE Web
HER%EJW,\“O

WK %E| The Vpc Endpoint Service 'vpce-service-name' does not exist £ix

MREREUTHR  FRIUEMEBRIVKSRENVTHAEZAE VPC 89 Owner IKFH :

ClientError: An error occurred (InvalidServiceName) when calling the
CreateVpcEndpoint operation:

The Vpc Endpoint Service 'vpce-service-name' does not exist

EHZ Amazon VPC FalE RS =
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Amazon MWAA B2

AIEEBEFEAMNEEEA T Apache Airflow I S #EE TEREREN step-by-stepH g,
£

o #iE : £F AWS Client VPN i EFAHE M 4517 7] 1 BR

o B FH Lnux E2TNEELEREIHRINER

« 372 : BR# Amazon MWAA AP AR E A — N F5& DAGs

« 7 . £ Amazon MWAA L B EBEBECHNRIRS

#F2 . £/ AWS Client VPN Bt EFAB M &1 8 fX PR

BHEF S FEFERI Amazon MWAA IREBIZ M 1T EHLE| Apache Airflow Web BRS585H7 VPN R2E
WHER. EBET VPN BBEEZIEERN , EELAFTEE— AWS Client VPN in R, REFTHKE ,
EFu VPN R VPN BRSEE , ATFITENS VPC A RB#HTREEE. A5, BFFEAR
H R AWS Client VPN MEBE#EEI & Fim VPN,

BANERD

- REML

- ARG

- FREIRNER T

- B#R

o (TIE)FE®W1: BE VPC, CIDR HLNA VPC £4
s SR 2 BIERSHRUEPBNESIRIED

« SR 3 . CloudFormation iR R F A iy

« $] 4 : BIEE % VPN CloudFormation 3%
« HB]5  FFRKREREE 7w VPN

- SR 6 ARSI VPN IRIFRA OAN

s SBR7: THREFK VPN i S B i 34

- R 8 : EHEF AWS Client VPN

« BTRMAL?

#H#E : AWS Client VPN 235
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B M

AHERIZEE R Apache Airflow Web FRFESIEE TAEMEZH R ER,

FEM LGB ER 5B Apache Airflow Ul BIRRER#I9 Amazon VPC FR B3R A A BIERE IAM R
BRI AP,

BIEEBFE Web RF2BJ[H RN RAIFER , BTUFFIE KT ZE Python Wheel #4% (.whl)
F , AT requirements.txt F5|A .whl, BXEA Wheel ITBMELZRERHBIMBNEE , S
B Python Wheel BB K,

TER#ER T £ Amazon MWAA 2#] & EBRE a] LAk B FA B P KR,

52 i 3= 451

B LAE B2 Amazon MWAA SREZ BI S 2 EERAARHRE. SXTERSENIMEHEBR Amazon
VPC, VPC Z£HMAEFN, MREELIE Amazon MWAA BRERFEAARHIE | MEFTRIX LS T
&, A LURE Amazon MWAA 241 & H#4F Apache Airflow Web IRE 2517 RIER B R A FE ML,

JT IR BIRY R T4E

1. RERAPNER, FHEREE AWS Identity and Access Management (IAM) FEYTK P #8 E % HI
PREBIZFEE VPC B,

2. {#H Amazon MWAA VPC, AHERZEBIEE[EFim VPN XEE|/IE VPC, Amazon VPC @
M5 Amazon MWAA IMEN TRI— AWS X , HBEERAMNREFN, MRERKREIZE Amazon
VPC , & A CloudFormation &4k , fl &I = : 62 A 5 [E BB MAY Amazon VPC M4 A
o

B #%
EARHRES , SRR TIRE -

1. {ERAIMAB Amazon VPC B CloudFormation ##x 22 AWS Client VPN i &,

2. EEBRFHRNFLREBNES  AERRSHFILEBLNEH LEZEE Amazon MWAA IRERE —
AWS [Xi5} #9 AWS Certificate Manager.
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3. AEFIR VPN THAEHEFFix VPN i REEEXH , RIEEMEXHEIZE VPN BLEXXH , AE
ERAKRERE S iw VPN B1TESE,

( Ak ) HB, 1 BWE VPC, CIDRMNF VPC &£

T—TNAMMAHA Amazon VPC, VPC Z2HERK ID , URERESRFIRFICIZE K VPN FrE
Y CIDR MK 75 3%

¥E CIDR M
T—HNEMRS CIDR M |, SEEFERXLLEMNIKGIEZFim VPN,
R5IE % VPN B CIDR

# Amazon VPC #2%|& , T7F Amazon VPC R H.,

£ S P XiEHE R %R S Amazon MWAA IREHEEH AWS X,
1%# Amazon VPC,

fRiIRFE F M CIDR 2 :

R

« AEFM 1:10.192.10.0/24
s AEFM 2 :10.192.11.0/24

R Amazon VPC B CIDR & 10.192.0.0/16 , BBAL RN EFiwm VPN IEENE Fim IPv4 CIDR
2 10.192.0.0/22,

5. {R®7FLk CIDR EUK VPC ID WEEEESBRER,

RAl VPC MZ£4

T—HNEMAERGEE K VPC FrE#R Amazon VPC M&Z 24/ 1D,

(® Note
BUREEEAZNZEE, EEEIRTD  BFEBREEMR VPC R 24H,

RalZeH

1. %&£ Amazon VPC ##IBITHLZ S H N H,

(T ) S 1 ¥BE VPC, CIDR AN VPC 24 237


https://console.aws.amazon.com/vpc/home#/vpcs:
https://console.aws.amazon.com/vpc/home#/securityGroups:
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2. ESMEF , £ XKEEERKIERE AWS XiF,

3. 1 VPCID ##3% Amazon VPC , AR/FiIR3I & VPC XKML 24,

4. RELZ2AMVPCH ID, UERESIRER,

SR 2 QRS F|IERNEFIRIES

EFim VPN i AR 1024 {1 2048 {2 RSA B K. T—TNAWMAHER OpenVPN easy-rsa
ARSI NEFIHIEBAZR , REFEH AWS Command Line Interface (AWS CLI) FFEH L& 5
ACM,

IR & P IRiIEH

1. BRBUTHRESE  BIEEFRSHRIENZEN : HEESHRIEHH AWS CLI RIZBIEHHNHE
E4£% ACM,

2. fAEXESEP FHERSSENZABIEBEE | B4 907FE AWS CLI S HIEE S Amazon MWAA
INEMARN AWS Xif, UTR2EXINAEXEHSPIEE XN — LR

a. ExamplefRSEFEHH X i

aws acm import-certificate --certificate fileb://server.crt --private-key
fileb://server.key --certificate-chain fileb://ca.crt --region us-west-2

b. Example®& Fimik$ # X i

aws acm import-certificate --certificate fileb://clientl.domain.tld.crt
--private-key fileb://clientl.domain.tld.key --certificate-chain fileb://
ca.crt --region us-west-2

c. ERXESRE , REERSZFJ[IEHMNEFFHIES ARN 5 AWS CLI IR FREHE, B
£ CloudFormation ik 15 EiX L ARN ReIBEFix VPN,
3. EXLESEH  EFIRIEBMARANREINITENF. UTREXERE LUK BIX EEIEN R
Bl -
a. Exampleff macOS Lt

£ macOS t , ABRMETE /Users/your-user/custom_folder, MREFIH B FH
i (Is -a) AA , &FEXRLCUTHAZR :

HPR 2 QIERSIBRIEBME 7 IHIES 238
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ca.crt
clientl.domain.tld.crt
clientl.domain.tld.key
server.crt

server.key

b. TERXELSEE , REANBHRAE clientl.domain.tld.crt FIETEFRIEBHMLE , U
&7 clientl.domain.tld.key Fid FTRANNE, BFEXLEFMEEFim VPN B
B &,

I8 3 : ¥ CloudFormation #EiR{R1F 2 1

T—H3E8EEFI%K VPN B CloudFormation #ix, B%IIEES Amazon MWAA HREHEEH
Amazon VPC. VPC &AM EFM.,

o EFILUTERMABRHEEER mwaa_vpn_client.yaml REERMEF, BEATLUERTHIE
o

BT HE

« YOUR_CLIENT_ROOT_CERTIFICATE_ARN— 7£ ClientRootCertificateChainArn #H
client1.domain.tld iE$# ARN,

* YOUR_SERVER_CERTIFICATE_ARN— 7f ServerCertificateArn FH RS J/ILEPHH
ARN,

« £ ClientCidrBlock AEIEFix IPv4 CIDR #, 21 10.192.0.0/22 &9 CIDR N,
« Amazon VPC ID , # VpcId Fi7R. 1t vpc-010101010101 #y VPC,
« VPC Z£4 ID, 0 SecurityGroupIds FiTR. M T sg-0101010101 L 24,

AWSTemplateFormatVersion: 2010-09-09
Description: This template deploys a VPN Client Endpoint.
Resources:
ClientVpnEndpoint:
Type: 'AWS::EC2::ClientVpnEndpoint'
Properties:
AuthenticationOptions:
- Type: "certificate-authentication"
MutualAuthentication:
ClientRootCertificateChainArn: "YOUR_CLIENT_ROOT_CERTIFICATE_ARN"

S8 3 : ¥ CloudFormation #&#R{R 17 275 iy 239
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RAriEmE

ClientCidrBlock: 10.192.0.0/22
ClientConnectOptions:

Enabled: false
ConnectionLogOptions:

Enabled: false
Description: "MWAA Client VPN"
DnsServers: []
SecurityGroupIds:

- sg-0101010101
SelfServicePortal: "'
ServerCertificateArn: "YOUR_SERVER_CERTIFICATE_ARN"
SplitTunnel: true
TagSpecifications:

- ResourceType: "client-vpn-endpoint"

Tags:
- Key: Name
Value: MWAA-Client-VPN

TransportProtocol: udp
VpcId: vpc-010101010101
VpnPort: 443

(@ Note
MREEREFEAZSANILREE , WABEUTEREES I 224 -

SecurityGroupIds:
- sg-0112233445566778b
- sg-0223344556677889f

SR 4 2|BREF i VPN CloudFormation etk

#1Z AWS Client VPN

#TF AWS CloudFormation B4 &
EREREERRE | REIER LEER.
BB, RE%EER mwaa_vpn_client.yaml 304,
B‘EET—%, T—%,

TR, REEF IR,

o &M o bh =

S| 4 BIEZE U VPN CloudFormation 3%

240
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RAriEmE

HBR 5 HFFRREREIF s VPN

EFAE FMKREKE AWS Client VPN |, i5HITA TR 1E

1

2
3.
4

¥TF Amazon VPC #2#l A&,

%ERE P VPN SRR,

ERERE P VPN, REEFXBIET~, XK.
ETHIIRPERUTAS .

« Amazon VPC , Il VPC Fi7R.
o ERBREXRIKNWFHHPHN—NLEFM,
R RER,

® Note

VPC MFMXEREIE Fin VPN EE/L28ad(E,

HER 6 AEFim VPN IRNINRRA OF N

BEEMFER VPC Y CIDR AN EZE Fix VPN RNBXA OMN, w0 REEFK B Active Directory
ARET SAML B R IRMHE (1dP) FHESERFRA , H5H (FF % VPN i5/) FE RN,

=¥ CIDR % 0ZEl AWS Client VPN , BT T IRE

1

2
3.
4

5.

$TFF Amazon VPC ##l&,

EBREF iR VPN iR TUH.

EREFR VPN, RAEEFERIUETF, BRXAO,
EEUATHE :

- EEBHEMEFZE A Amazon VPC B CIDR #M, a0 :

10.192.0.0/16

- ERFHANRSD , RBEAFAEAF TR,
o EHERSP , WA NERERR

IEFR RN o

S5 FFMREKEF R VPN
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@ Note
RIE Amazon VPC HIBX A H | &A1 88k F E R UL BAA O N I E P 25 175 (a1 2 51 51l £k
(NACL) .,

S 7 THEFim VPN i a Bt E 34
THEEH

1. BEUTRESRETHE K VPN i QEEXHR TFEHEFiw VPN BLE X .
2. ERXESRP  REQXEREEEFFim VPN in< DNS BXAIEMN—MNFRFH, REWMT :

«  Exampleim X DNS & #5

WMREF i VPN i DNS B0 ¢

remote cvpn-endpoint-0909091212aaeel.prod.clientvpn.us-west-1.amazonaws.com 443
AT LUR I — DN RFEKIRBIF s VPN Iw R, SFFIR ¢

remote mwaavpn.cvpn-endpoint-0909091212aaeel.prod.clientvpn.us-
west-1.amazonaws.com 443

3. ERXESRP  REQEREE—AHN <cert></cert> HRFZARMBEFIRIEPHANE , ME
—4BH <key></key> IREZRRMMIMBEZHANAR, REWMT

a. IASTRRGHFERESINEFRIESNLANLE,

b. Example macOS client1.domain.tld.crt

E& macOS L& R clientl.domain.tld.crt AR , BRI LUEA cat
clientl.domain.tld.crt,

ML IRE FIEH MM E downloaded-client-config.ovpn # , WA :

Z7771111dddaBBB

</ca>
<cert>

S| 7 THEFU VPN ik o il & X 242
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YOUR clientl.domain.tld.crt
</cert>
c. Example macOS client1.domain.tld.key

E& R clientl.domain.tld.key XHARA , EOLUMER cat
clientl.domain.tld.key,

ML IREFIEH M downloaded-client-config.ovpn # , WTRFAR :

Z771111dddaBBB

</ca>
<cert>

</cert>
<key>

</key>

FIR 8 : E#E| AWS Client VPN

AWS Client VPN WEFim_ R TRIZEHN ., B LURITENEEEES AWS Client VPN |, LUIRBIHE
) VPN &%,

EEEFFiw VPN

1. TERARESEMR AWS Client VPN,

$TF AWS Client VPN,

£ VPN B imERRIERE G, REREXH.

ERARMBEE X , ARFBIEER downloaded-client-config.ovpn,
EE RSB ARREER,

ERNINEE XM, TR

ERERE,

N o g kw0 DN

S 8 : E#EE| AWS Client VPN 243
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EEIES U VPN 5, SFEEMTSHEA VPN WEES 8E15[R Amazon VPC HEVEAR R,

(® Note
BURERREEMn , AREHH , RETEEMERE,

BETRMAAL?

o ETRENAEIZE Amazon MWAA 3B | ES R FEER Amazon MWAA, BARIERFim VPN Fr
£ AWS XI5 helZINE | HERAEZEF % VPN AHEM VPC, EFRMZ L4,

A2 : £/ Linux 22 F B ERE ML 17 B X R

BHRF B SFETERN Amazon MWAA MR I M ITEHLE| Apache Airflow Web BR5585H7 SSH B&i&E
WL, THERIZBEZLIET Amazon MWAA FRE, i§B5EK/E |, Linux B2 EHF 7 LBk R
&8s, ATITENE VPC M REIRH#HITREERE. AT , BFER SOCKS KIEE M inA 4k 2 H
FIEERHPHAREIRE , LATFR Apache Airflow Ul

BN

- REMNS

- EAXEG

- JFHRBIMER T

- B

Nil
e

. BB E 2354

. 832 SSH B&iE

RV EEAFRBEN AWEHAN
: &% Apache Airflow URL
 MERERE

« P 6 : FTFF Apache Airflow Ul

o ETRMHAL?

Nil
e

N
\ \ Qe \ \
gy gy %‘a gy gy
o | W N -

Nil
e

Nil
e

B

AHEBRIRIEE R Apache Airflow Web FREZE5IEEFE TAEMEH I ER .

BT R4 ? 244
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FEMEILEER 5B Apache Airflow Ul BIRRFR#I9 Amazon VPC FR B3R A TA BIIAE IAM R
AP,

BIZEETAE Web RSB H RN RHIRER , KTUFFIE KRBT 2E Python Wheel #4% (.whl)
F , ARETE requirements.txt F5/A .whl, BXEA Wheel ITBMELZREABTMNEE , S
E 6 Python Wheel &2 ki1,

TE#ER T £ Amazon MWAA 12#1 & EBRE n] LUk B FA B R &R0,

52 i Z= 451

B LATE B2 Amazon MWAA SREREAEAHE, B4 EREHREHRBRN Amazon VPC, VPC &
SEMNEFN,

JT IR BIRY R T4E

1. REAFPNR, BBMAREE AWS Identity and Access Management (IAM) H 89 ik F= 5 2 95 B9
BRSO MEE VPC RiRo,

2. {#H Amazon MWAA VPC, AHEBRELNEL EHXEE VPC, Amazon VPC %5
Amazon MWAA SMEN TR —XiE , HEEERNREFM , @ 6/ VPC M4 AFFE Yo

3. fIE SSH #4A., BLEEHELE Amazon MWAA IREEEHY X 15612 Amazon EC2 SSH #4H
(.pem ) FREEZTELIRS 2T, MREEHE SSH 47 , 51 (Amazon EC2 FAFIER) #F
KBS AZREX,

B #%
EARHRES , SRR TIRE -

1. fERAIAE VPC BCloudFormationtE R 812 Linux &2 F #1354,

2. FEA®O 22 EMAOHANRHEABRL2NNFLEANALETRE.,

3. TBHM Amazon MWAA SREBEH ZLARMELYEFIMNZSEHN AL TRE.
4. PlEBARL2HRHI8 SSH RRE.

5. ZREHEE Firefox X% 288 FoxyProxy ##E , LAk E Apache Airflow Ul

155 F 22451 245
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FER 1 CIBE2HE5

T—HNEE CloudFormation $24l& EEAIA VPC B CloudFormation 4R 812 Linux &2 #1324
LR,

BIZE Linux B2 #1

£ CloudFormation 12| & EITFEEREAI TR E,

£ S M XiEE R %R S Amazon MWAA SREHEEH AWS X,
EET—%,

EHREBMXAEFERBPHWABN , 0 mvaa-linux-bastion,

ESH, WEREBE L , EFATED

o M 0N o=

a. #%#¥ Amazon MWAA ®EH VPC ID,

b. i%&# Amazon MWAA SREMNNEFM 11D,

1% Amazon MWAA SRER A B FM 2 ID,

d. HEAWKNEL2H/\EBHE CIDR FH AR TR/ U SBE ( Hltn , AE CIDRSEE ) .

o

@ Note
RAEEN KRR ARERASLAE FMMERRKN CIDRSEE. 0, &£ 6E

VPC M4 T E LK CloudFormation #ikF , AFFMA 10.192.10.0/24
10.192.11.0/24,

6. 7 Amazon EC2 BREEM L , IEFELLTIED :

a. EBPXNBHHTHIIKRPIER SSH %4,
b. FEE2Z2FHBEHPRABRN,
c. XF TCP ¥ % , 1%&# true,

/A Warning
AL SERA |, BT’ TCP BRIREN true. BN , LRFEEET —F € SSH B
o

7. EET—%H. T—%,
8. IEFEMEE  RFIAFRGIEMERK,

ST REE25 246
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ETHAEX Lnux B2 EHANEZER |, 555 AWS = E# Linux B2 34 : 28,

SR 2 82 SSH FEE

LTS BNF A IZEBEE Linux B2408) SSH B&i&., SSH BRERZWMASH IP ik £ 3% F| Linux £
25K , XRERNMAEINREBHE Linux 224018 TCP #XIZREN true,

macOS/Linux

FERBSTARREE

1. $TFF Amazon EC2 #2#I& =4I TTE,

2. EE-NEH,

3. E#IA8 IPv4A DNSTHI IP tthiit, 40 ec2-4-82-142-1.compute-1.amazonaws.com.
4. EWTRTAET , SMEFMHE SSH BANE X,
5

BITAT B UAEA SSH EEE 2 3L6l, FROMEREIRRN mykeypair.pem Y SSH &
B

ssh -i mykeypair.pem -N -D 8157 ec2-user@YOUR_PUBLIC_IPV4_DNS

Windows (PuTTY)
5/ PUTTTY BIZERRE

1. #TFF Amazon EC2 ##I A= HIRE,

EFE—NEB,

S48 IPv4 DNSTH IP tthiit, 530 ec2-4-82-142-1.compute-1.amazonaws.como.
T Putty , EE21F,

EEVNEBHPFENBEARN ec2-user@YOUR_PUBLIC_IPV4_DNS , MmO AR 22,
RBIT SSH tUl+ , FEHSHRIE. ERATEHEORUEMNFAXHF |, EFEARH ppk” X H,

£ SSH T , EFRRERT+ , RAEERHSHE LT,

FRuw O R , A0 8157 iw A ( NEMEMREANIKD ) , REFEMKOEE, EFEH
ﬂuo

9. EESFEEMFH@MAXFEEM. a0 SSH Tunnel,
10. EBRRE , {TFH.

©® N o g K~ WD
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(@ Note
EURBENNERARAEBEE.

® Note

WMREUWE Permission denied (publickey) £Hix , BATEWEEM awsSupport-
TroubleshotsSH T & |, ARF%kFZTH B3N ( BHE ) KHEE SSH REME,

S| 3 HELHNLEHEEN AWuMAN

BEESXERFBRAKNBHREFZEH , APMNRSHFHERSH[NEH BRI BN, AT ERNEA
MR LS EERENEHNEN VPC ZEEHNAWRENRR.

1. % Amazon MWAA 25| & LT E N H,

TR,

EBRMEE L, EF VPC R£4,

ERREA AN

AN

R THRHRFIERE VPC 224 ID,

FEHREDEZEZ , SFHRERNRIAME

ERRFRL,

© N o g M~ w0 b

HBR 4 . B Apache Airflow URL

LR ST BT Amazon MWAA #2# & H4F URL £ %% Apache Airflow Ul
1. 1£ Amazon MWAA #2#|& EITHRE R @A,

2. EERE,

3. 7 Airflow UIF &% URL ARITRES R,

SR 3 FELHNZEARERN AW 248
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FR5 : EERERE

MREFERATEDISH O LN SSH BEE , N AFER SOCKS I8 & 1% Ff hnh 4 k3 3% ¥ 85
WRIBIZE, Bl , LA LAEA Chromium B --proxy-server HhEERBHR M AE , HEBEE
Mozilla FireFox 3| 588 £ A FoxyProxy ¥ B=EF.

EI— : FEAAHE O KI%E SSH BRE

ﬁﬂ%i@ﬂ’*ﬁﬁﬁ SOCKS VB | Al LAE A A O ¥ K18 E SSH B&E., UT RAIGHEN LXK
w0 8157 LM ESRiFE Amazon EC2 ‘BIREHEEE Web R,

1. IRAFNGSRRFED,
2. HBWALUTaS LTI SSH B3&

ssh -i mykeypair.pem -N -L 8157:YOUR_VPC_ENDPOINT_ID-vpce.us-
east-1.airflow.amazonaws.com:443 ubuntu@YOUR_PUBLIC_IPV4_DNS.us-
east-1.compute.amazonaws.com

L RREAAMIROFE L , At , BRERE—NAiw0 , AT REEELET SR Web
RSS2 EARRMIZRE IR O,

3. ERKEFPHMA http://localhost:8157/,

® Note
EBABEEEM A https://localhost:8157/,

‘M= . FATSITRERE

EALAERA KZE Web X85 , B wﬁﬁiﬁﬂlﬁiﬁiﬁéﬁﬂ KREE, Hlgn , A Chromium , &A1 LA
£ Chromium A& A R wF’ZdJ/X'J WES

chromium --proxy-server="socks5://localhost:8157"

XFRHRNERLE , ZLEFEALENRSREHAIEN SSH RBRERREBHEER, BUENTHER
#TF Amazon MWAA FABEIRE URL ( £ https:// )

https://YOUR_VPC_ENDPOINT_ID-vpce.us-east-1.airflow.amazonaws.com/home.

SRS BERERE 249
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I = : 1£ Mozilla Firefox £ FoxyProxy K/ IR

LU RHI5ER T Mozilla Firefox B9 FoxyProxy Standard ( x4 7.5.1 ) B, FoxyProxy 27T —ERK
HEBTE, ZITEMFEEALERE Apache Airflow Ul FrE R 813X MAE X ABCE R URL RIBRS
2o

1. £ FireFox # , 3TFF FoxyProxy Standard ¥ R U Ho

2. EFZHRME Firefox,

3. &R,

4. TEX YT ERFIEE FoxyProxy BFr , REEBIET,

5

SHUTREBHEARM B EN mwvaa-proxy. json. ¥ YOUR_HOST_NAME I RHIEE R
Apache Airflow URL,

{
"e@b7kh1606694837384": {
"type": 3,
"color": "#66cc66",
"title": "airflow",
"active": true,
"address": "localhost",
"port": 8157,
"proxyDNS": false,
"username": "",
"password": "",
"whitePatterns": [
{
"title": "airflow-ui",
"pattern": "YOUR_HOST_NAME",
"type": 1,
"protocols": 1,
"active": true
}
1,
"blackPatterns": [],
"pacURL": "",
"index": -1
},
"k20d21508277536715": {
"active": true,
"title": "Default",
"notes": "These are the settings that are used when no patterns match a URL.",

S5 RERERE 250
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"color": "#@OS55E5",

"type": 5,
"whitePatterns": [
{

"title": "all URLs",
"active": true,
"pattern": "*",
"type": 1,
"protocols": 1

}

iF
"blackPatterns": [1,

"index": 900719925474@991

I

"logging": {
"active": true,
"maxSize": 500

1,

"mode": "patterns",
"browserVersion": "82.0.3",
"foxyProxyVersion": "7.5.1",
"foxyProxyEdition": "standard"

}

6. TEM FoxyProxy 6.0+ S NREBEK L , BFARE , RFEE mwaa-proxy. json X,
7. EFRWEE,

] 6 : ¥TFF Apache Airflow Ul

AR EZBAB {37 FF Apache Airflow Ul

1. 7€ Amazon MWAA #2#I& LITHIRETTH,
2. 1EEITFF Airflow Ul,

BTRMEATA?

« ETHIN{AE baol BELL EHIA SSH B&iE LT Airflow CLI 5% , i§2 5 Apache Airflow CLI
Ap 2 )

- BTN DAG K18 L2 E) Amazon S3 71 , S SN ER DAG.

S, 6 : ¥TFF Apache Airflow Ul 551


https://console.aws.amazon.com/mwaa/home#/environments
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#iE : BR&l Amazon MWAA AP FRIEF I —NFE DAGs

Amazon MWAA &3 fF IAM E RS E| — MK Z A Apache Airflow B FRIA A & 5K E XS IR R 1 [RI1 A
BR. AN THERSBNA Amazon MWAA A REETHRI4SER DAG —HHEZRE., DAGs

(® Note
REALUEE IAM A6, RO UERRS TR TRABEFH SR,

£}
- RREH

« S, 1 : FHAERIA Public Apache Airflow &6 IAM E4K2 4 Amazon MWAA Web BRSS88 14 1) X
bR

« S, 2 : BIEHK Apache Airflow BEX A&
« S 3 FECENABDEL Amazon MWAA A F
s BESE

« EXEIR

B

TORFAF
BRRAHETHSR  CEEUFUT RS .

« BEB%A Amazon MWAA IfiE DAGs

+ AdminEAAdministratorAccessiXBRHY IAM ZFEAF AT LARRF| DAG A RINRE IAM BFERERE
Ao MWAAUserBEXEBRABHNEZELR | B2l (IAM BFER) FMNEEAFSEE.

(® Note

BN RREEZMMNE IAM AR, BINZBUGRERF TR AR IAM & & SRIE B i 8]
Amazon MWAA &R,

« AWS Command Line Interface EZZ@@ A 2,

i HRAFRFNEPH—FE DAGs 252
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S0 1 : EAERIA Public Apache Airflow £ &[E IAM E 4R Amazon
MWAA Web AR5 851 BRI PR,

ERTFNR , HEA AWS EERE A

1. FERAAINinABEFREN AWS KF | AFHTFF IAM 2515,

2. HEEMSMERSD , ZERAF , RAEMNRAFRHBIEE Amazon MWAA IAM A F,

3. HAFKAGENHMNEET , BENREMF , RAFEENREB IR~ H A IEFRINNR,
4. ERENRED T, EREEHMIERE , REEZERE,
5

EREREAMELE | %8 JSON , R MLLT JSON RERFKRREE I H R NGB R REERT P, 1ZF
& ] 28 ER 1A Public Apache Airflow A& A F & F Web BRS 2515 B ER,

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": "airflow:CreateWebLoginToken",

"Resource": [

"arn:aws:airflow:us-
east-1:111122223333:xole/YOUR_ENVIRONMENT_NAME/Public"

1
}

FS| 2 : BIEFHM Apache Airflow BEEN A&
£ 8 Apache Airflow Ul BIZH AR

1. FHAEER IAM A€ , 377 Amazon MWAA 241 & H S IRER Apache Airflow Ul,

2. EMBNESEMERT  FEFEEELZSLUITF TR , RAEERIHAELIGEIERIAN
Apache Airflow A€,

3. MAGJIXRPERAF A RABEENHNIMERREATH TR, ZREFAE , REBIANEE

S 1 FEHABRIA Public Apache Airflow B&[E IAM E4KI2H Amazon MWAA Web RS 281F BRI R, 253
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® Note
SHREIEFEEZACUD IR TFRZHD W RRR,

4. ERBPRIGUENFAE , ARERFEIZR.
5. EYIMABTREL , HITUTERAE

s WFEWH , EXEAEZERFTMABBNH BN, Hl10 Restricted,

- EEENRYIEK , F¥KRcan read on DAGsHlcan edit on DAGs , ARFEH DAGs EiR
HIGRINXRHESRINEENPR, Fa0 , XF DAG example_dag.py , %1l can read on
DAG:example_dag # can edit on DAG:example_dag.

BEREF. UE , BETHNAG , ZAGSHENERESIN Amazon MWAA PHRiEF DAGs a1
M HNE. BRIV AGSELEMINBH Apache Airflow AP,

TR 3 [FEENB DB Amazon MWAA B F
TEHFAR

1. {EF MWAAUser WIIFRIEILE |, IZ1TEAT CLI B3R RIMEM Web IES88 URL,

aws mwaa get-environment --name YOUR_ENVIRONMENT_NAME | jq
' .Environment.WebserverUrl'

MRKY , ERBFIAUATRERE

"ablb2345-678a-90al-a2aa-34a567a8a901.cl13.us-west-2.airflow.amazonaws.com"

2. MWAAUserZx%fg AWS EEZ&IA | FIFAFMNKIREONHHRILLTHNEA URl, ¥ Webserver-

https://<Webserver-URL>/home

MR, EFUWEI— Forbidden $5iXWHE , E N MWAAUser i k3R 1§18 Apache Airflow
Ul R,

ST 3 FHENENABS B Amazon MWAA A F 254
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3. AdminZEFjG AWS BEE&IA , BXITHF IS MWAA #2414 HF 38/ Apache Airflow B
ki i

4. EUIZ2HERF , BAFZE TSR, SRERIIERAF,
5. TERAPFRH , HEIFE Apache Airflow AP A AR RIEBILR. AFHNEFRHEUATEXLTE IAM

BAPF%E :user/mwaa-user.

6. EREAFTENACHS , FNERENFTEENAE K RARERRTE,

® Note
HRFEELETE , BZEITUAEER.

IAM Public Z# AR FihGA Apache Airflow AP REIRMWAAUser iR , T A &N R HREA
FPREMEBENIFNIE. DAGs

/A Important

£/ Apache Airflow Ul JFINHY 5 NRZ IAM RINWERIABE ( Hl0 Admin ) FEER— B
FERF T REFNBR,

Es

- ETHAEXREE Amazon MWAA SRETFRINRIWNEZEE |, HIREUHKEAFFEHAK JSON IAM
KRG RPI , IS the section called “i5 8] Amazon MWAA IR3E”,

RSP

- i[A1#EE ( Apache Airflow X4 ) — £ Apache Airflow XRiM4 L 7 fi#5<ER1A Apache Airflow &
BNESZEER.
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#I2 : /£ Amazon MWAA F B EEEE D HINEIRS

MREFER AWS Organizations EEHEZRIRHZ N AWS Ik, NI AT {EB) Amazon MWAA k812
EEBHCDHM Amazon VPC s k. XERELUUERAEFKRNRLER , NATHRIENEREN
TR

£ £ = Amazon VPC H|2IER , B EXE Amazon VPC WIKF ( FiE%E ) BEE TR —ALHN
Hiulk = (25%& ) £= Amazon MWAA FRERNRNMNAE FM, R , HEXEFHNSEEKRS T
NEE, B, SRMBPIBREE VPC HEIFE,

EHENEFEHMREREHIN Amazon VPC AR EIZEIRER | Amazon MWAA 58 L8122 RS VPC &
B SRIEH A PENDING RASFEK 72 /Met.

LIREIRASM CREATING ZER PENDING B , Amazon MWAA £ % 3% —% Amazon EventBridge IR 7
TEEH, XUFAEEKFEBRERSRSELE , M\ Amazon MWAA 2H| A5 APl BT HREA R
BIBRFTENIR S, ETHIH , RITPFERA — Lambda BEF — 55147 Amazon MWAA R 5 iE 41
# EventBridge LM , SIE%HY Amazon VPC ik R,

Etfld | RIMNGESHEHERB Amazon VPC FREIEZFTH KR, EiZiEHZE Amazon VPC |, iBTEFT
BHEMKF #6l2 EventBridge MM H Lambda &%k , #E%E%‘)ﬂﬁ? 8l Amazon MWAA I35,

F&

. EREH

812 Amazon VPC

813 Lambda BEKZK

2722 EventBridge # N
B2 Amazon MWAA IR

TERFAF
BRRAHRNSR , LEEMFUATHE :

#12 Amazon VPC

FERALLT CloudFormation #4xF1 AWS CLI @5 812 — /1N ¥ Amazon VPC, Z#Ei#R£1&E Amazon
VPC %R H 15 o 2 SR BE LA PR #3343 E BA SI A 15 14] o
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1. F# CloudFormation 14 , ARAEEELSR . yml X4,

2. EFNGSRRAFEOT , SMEBRFEROXHX  ABERH create-stack SIE#%, --
template-body &R TEEERAEE,

aws cloudformation create-stack --stack-name stack-name --template-body file://cfn-
vpc-private-network.yml

ET—%red , #2612 Lambda B,
7 Lambda B %k

LT Python X3 H1 IAM JSON ZRESBIZEFHY Lambda REMPITAG, ZEEFI—IMAE
Apache Airflow Web BRZ5 881 Amazon SQS BA % 8|2 Amazon VPC iR, £ BIERS , Amazon
MWAA 2B Amazon SQS £ %/ Worker T R Z B3t 1T Celery £ HERA -

1. TF# Python EE{LHE,

2. T IAM RER , AEMBESRZXH

3. IAGTRRET , RAESMERE JSON NPRKBEH X HF K, #FH IAM create-role iR BIE
ZHAt,

aws iam create-role --role-name function-role \
--assume-role-policy-document file://lambda-mwaa-vpce-policy.json

i AWS CLI I F I A ARN, ET—57 , RITHERAF ALK ARN FEIBEENEHEH R
TAE,
4. SMBREHRBARBHIER  REMER create-function S RIBH R,

aws lambda create-function --function-name mwaa-vpce-lambda \
--zip-file file://mwaa-lambda-shared-vpc.zip --runtime python3.8 --role
arn:aws:iam: :123456789012:role/function-role --handlexr lambda_handler

12 AWS CLI MR FEYEIEL ARN. E T —FF |, BAVFIEEZ ARN , SUHZER BB H #
EventBridge FLN &Y B #5.

ET—#aF , ZfF6/E EventBridge MM , LEAMFEIRFRE A PENDING IRZS 8 A 2B

B2 Lambda EZK 257
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£1% EventBridge |

FTERATESR , 018 —&A T Amazon MWAA BH H LUEHFT Lambda B#9 B FREVETHL I

1. {£f EventBridge put-rule S BIZEF Y EventBridge MM,

aws events put-rule --name "mwaa-lambda-rule" \
--event-pattern "{\"source\":[\"aws.airflow\"],\"detail-type\":[\"MWAA Environment
Status Change\"]}"

SHEKX AT Amazon MWAA SRERFIRE R EZLR RIERBH,

"source": ["aws.airflow"],
"detail-type": ["MWAA Environment Status Change"]
}

2. fR put-targets @ H¥$i% Lambda BEEURINFA MY B #5.

aws events put-targets --rule "mwaa-lambda-rule" \
--targets "Id"="1","Arn"="arn:aws:lambda:us-east-1:123456789012:function:mwaa-vpce-
Lambda"

BEERRE  TUFERAEZEFAEIER Amazon VPC i a0l H Amazon MWAA K38,
B2 Amazon MWAA 35

Bid Amazon MWAA 24l & ERAE P EER Amazon VPC i S 682 H Amazon MWAA IRE,

1. #TFF Amazon MWAA 125 & HiE R I EIRE,

2. XNTEH, MA—INE—BT.

3. X T Airflow fRA |, FHiEFEHFTMRA,

4. ERERATZHREN Amazon S3 E4E8 A DAG XX ( Hli0 dags/ ) , REERBT—%,
5. ERESHRENEL , AT T#HRE

a. NTELMNER , RREEL—FPER Amazon VPC,
b. XTF Web BRS52R1FE , HEBLAHME (THRIEEKN ) .
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c. WFL4L4 , FEFREMEA CloudFormation N E LA, AT 2oL EH AWS
PrivateLink iIs RV Z A2 B5|AH , Rt AR EHIRNEIRER —Z2 4,

d XNTFHRAEE 6 FEBRFEFEERKS,
6. BERBHKMWEBINRE , RE®RET -5,
7. REEWNIEE  RABEERQERLE,

® Tip
BEXBREFHENEZEE |, 5 Amazon MWAA AT,

PRELLF PENDING AAHET , Amazon MWAA 25 E 5 REHNANEENEHEXETENEHN, Z
HN <8 AR Lambda BE. ZEREUS BT B EHE 4 HIRE Web fRE-85F Amazon SQS BASIFTE
NigSELR , RAEELEH Amazon VPC Ik =,

Yin LAl AR , Amazon MWAA &S EQIBINE, BERMER | MERSNEZRN AVAILABLE , &1
J«Mﬁﬁﬁ Amazon MWAA 12 & 1517 Apache Airflow Web BRS5 880

BIEIRE 259
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Amazon MWAA #7451

RIEMIEEEA T Apache Airflow Bl B E TERBIRERFEAN KRB RH , 215 DAGs B
EXFEH. BXN Apache Airflow AWS AT IRFSWEZ RHI , 5SH Apache Airflow ZEFEFH B
o dags GitHub

=N

« £H DAG # CLI & AXE

 {#H SSHOperator f|2 SSH & #

« {£/H AWS Secrets Manager iy Z 471 1T Apache Airflow Snowflake 1%
« £ DAG 7£ CloudWatch F 4w E B E XIEF

« &£ Amazon MWAA PREREE Aurora PostgreSQL B

s FHREAHKES HE Amazon S3 L) CSV X#

+ 7 Apache Airflow ZE{FH AWS Secrets Manager § ) %4

« {5 AWS Secrets Manager #1243 # 1T Apache Airflow &
« f5H Oracle Bl B E &M

» 1£ Amazon MWAA EE i DAG BIR X

« RIFT CodeArtifact T 1&

+ {8 Apache Hive #l Hadoop #I2 B E W i&#H

+ 4 Apache Airflow PythonVirtualenvOperator 2 B & W & ¥4

« ffH Lambda DAGs E# 1T A

« DAGs EEFEH Amazon MWAA SREFE A

+ ¥ Amazon RDS for Microsoft SQL Server 5 Amazon MWAA —i2fF
+ ¥ Amazon MWAA 5 Amazon EKS — & fEH

+ {£F ECSOperator ¥ Amazon ECS

+ 1£ Amazon MWAA HF{#f dbt

« AWS EEHHE

£ DAGECLIH& AT E

LT ROIMREBALEA Amazon MWAA £# CLI S AT E,

S AL E DAG 260
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£
UGS

- BREH
+ RIR

+ IR
- RERH

- BETREAL?

iR

& A LAFE Python 3.10 R AT LRI RHIE Apache Airflow v2 —i2fEf , 1 Python 3.11 5
Apache Airflow v3 —#2# A,

FRFAM
7o % EL AR PRED T 2 A A T _E B R TR AL
PR

AWS k= FEZEE AmazonMWAAAirflowCliAccess Kk, ETHMEZEER , i3 Apache
Airflow CLI B : T & MWAAAiIrflow CliAccesso

KB I

E 7 Apache Airflow v2 FIESRAPEA LRI RG] , THEM KB, FH aws-mwaa-docker-
images &% Apache Airflow,

A =

DR REMBEZE=TEA : Amazon MWAA SREE TR (£ mwaa_env A ) . 33E AWS X ( £
aws_region F ) M@ EESANTEMN AR XH ( E var_file # ),

import boto3
import json
import requests
import baseb4
import getopt
import sys
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argv = sys.argv[l:]
mwaa_env=""
aws_region=""
var_file=""

try:
opts, args = getopt.getopt(argyv,
file', 'region'])
#if len(opts) == @ and len(opts) > 3:
if len(opts) != 3:
print ('Usage: -e MWAA environment -v variable file location and filename -r

e:v:r:', ['environment', 'variable-

aws region')
else:
for opt, arg in opts:
if opt in ("-e"):
mwaa_env=arg
elif opt in ("-1"):
aws_region=arg
elif opt in ("-v"):
var_file=arg

boto3.setup_default_session(region_name="{}".format(aws_region))
mwaa_env_name = "{}".format(mwaa_env)

client = boto3.client('mwaa')
mwaa_cli_token = client.create_cli_token(
Name=mwaa_env_name

with open ("{}".format(var_file), "r") as myfile:
fileconf = myfile.read().replace('\n', '')

json_dictionary = json.loads(fileconf)
for key in json_dictionary:
print(key, " ", json_dictionary[key])
val = (key + " " + json_dictionary[key])
mwaa_auth_token = 'Bearer ' + mwaa_cli_token['CliToken']
mwaa_webserver_hostname = 'https://{0}/aws_mwaa/
cli'.format(mwaa_cli_token['WebServerHostname'])
raw_data = "variables set {0}".format(val)
mwaa_response = requests.post(
mwaa_webserver_hostname,
headers={
'Authorization': mwaa_auth_token,
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'Content-Type': 'text/plain'
.
data=raw_data
)
mwaa_std_err_message
['stderr']).decode('utf8"')
mwaa_std_out_message = baseb4.b64decode(mwaa_response.json()
['stdout']).decode('utf8")
print(mwaa_response.status_code)
print(mwaa_std_err_message)
print(mwaa_std_out_message)

base64.b64decode(mwaa_response. json()

except:

print('Use this script with the following options: -e MWAA environment -v variable
file location and filename -r aws region')

print("Unexpected error:", sys.exc_info()[0])

sys.exit(2)

BETRMEAA?

« BT BIAFFARAIP R DAG K18 L2 3] Amazon S3 F#WERY dags XK |, FSH RIS ER
DAG.

£/ SSHOperator 12 SSH & #

AR RIS B ERERTIHAE ( DAG ) FH SSHOperator M Amazon MWAA B EZ Sz iE
Amazon EC2 3Rfll, &AILAEARLIH S5 EEZZEMEE SSH 5B BRAYIZZ A,

FELALTRRBIF | 895 SSH %48 (. pem) L5 E7E Amazon S3 LHIREM dags BxRF. RE , BALL
£/ requirements. txt ZESEMNMKIBI , HE Ul PRIEFH Apache Airflow E#. &g , &4
E—/ DAG kBl 5ZERHIH SSH EH#.

£

UGS

- ZREH

- BRI

- HE{AEHF Amazon S3
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- BIZEFH Apache Airflow £ 3
« KRG

iR

A LATE Python 3.10 AR TT L8RI5 Apache Airflow v2 —&fF A , 7 Python 3.11 B &
Apache Airflow v3 —iE2 .

FRF M

EEAALATERRARE  BFEUATRE

« Amazon MWAA IfiE,

- SSH #%4H, ZRBRHMRIZEE Amazon EC2 324l , # B 5 Amazon MWAA PE F & — XAy
.pem., WMREEER , 21 (Amazon EC2 AF ™) FHEIER S AZEX,

PR

ZHEHEMRREIA] A AT LRI RH,

E:33

FLUTSHARME| requirements. txt , LU apache-airflow-providers-ssh BFa8%&EZ|

Web BRS5 88 £ HEMEEHH H Amazon MWAA BT ZRMBINST , BF1E Ul RIRGHH SSH =
BRHE,

-c https://raw.githubusercontent.com/apache/airflow/constraints-Airflow-version/
constraints-Python-version.txt
apache-airflow-providers-ssh

(® Note
-c EX T requirements.txt FHYR URL, XBEALABER Amazon MWAA HIRE R
T EENRER SR,
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2248 € #1ZF) Amazon S3

fEALLT AWS Command Line Interface a8 54 . pem Z4AE %] Amazon S3 FHIIFE dags B
#,

aws s3 cp your-secret-key.pem s3://amzn-s3-demo-bucket/dags/

Amazon MWAA F33E .pem ZHEAH dags PR BREFIFIAH /usr/local/airflow/dags/
B , iX# , Apache Airflow ZL A ATH B ZR4A T o

BIZEFH Apache Airflow & 2
£ Apache Airflow Ul SI2##9 SSH iE$#

£ Amazon MWAA &I & E3TFIRETNE,

MR B RF | RIRIEFITFF Airflow Ul

# Apache Airflow Ul TE £ , NESMEFERERERURITF THIIER , REEREE,
FESIHEZTE L | EF + UM IS FIRE LURINFERE,

EEER AD TEL , #BHUTER

o K~ w0 D=

a. TEEZEEHD , @A ssh_new,
b. TEEEEXEFP K MTHIRFIEF SSH,

® Note

MBFIRFPEE SSH E#EHEA | NFRR Amazon MWAA ¥ KR ZEFTER apache-
airflow-providers-ssh BF @, HEH requirements.txt XHFUAITELE
Fa, REER,

c. XA, FwmAEEER Amazon EC2 EHIRY IP bk, 20 12.345.67.89,

d. TEHAFREY ,B#MA ec2-user , LR ELR B IEEIERET Amazon EC2 =4, AF &AL
2B8/FAE , E4FEURT &% Apache Airflow E R HITESEHIRY A,
e. TEMIIN | HLL JSON B AU T R/MER :

{ "key_file": "/usr/local/airflow/dags/your-secret-key.pem" }

LR EX 1S T Apache Airflow TEZ# /dags B RFEBERZER,
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(BB

LA DAG f# SSHOperator %% B 5 Amazon EC2 S£4l , ARA/FZE1T hostname Linux &35 3K3T
EDiZSEBIM B . B LS DAG EZE LA LEiTE M REIA,

1. ITHXiE , SFEFEM# DAG KB E %, Hl -

cd dags

2. EHHUTRBRENAR , AEXMHBEFHN ssh.py.

from airflow.decorators import dag
from datetime import datetime
from airflow.providers.ssh.operators.ssh import SSHOperator

@dag(
dag_id="ssh_operator_example",
schedule_interval=None,
start_date=datetime(2022, 1, 1),
catchup=False,

)
def ssh_dag():
task_1=SSHOperator(
task_id="ssh_task",
ssh_conn_id="'ssh_new"',
command="hostname’,

my_ssh_dag = ssh_dag()

3. BE1TELT AWS CLI i & DAG EFIZIM BN FM#ME , AE M Apache Airflow Ul & DAG,

aws s3 cp your-dag.py s3://your-environment-bucket/dags/

4. MBI , BIF1E ssh_operator_example DAG HWESBEFERME , FLITF ssh_task
WESAEFHUTHE :

[2022-01-01, 12:00:00 UTC] {{base.py:79}} INFO - Using connection to: id: ssh_new.
Host: 12.345.67.89, Port: None,

Schema: , Login: ec2-user, Password: None, extra: {'key_file': '/usr/local/airflow/

dags/your-secret-key.pem'}
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[2022-01-01, 12:00:00 UTC] {{ssh.py:264}} WARNING - Remote Identification Change is
not verified. This won't protect against Man-In-The-Middle attacks [2022-01-01,
12:00:00 UTC] {{ssh.py:270}} WARNING - No Host Key Verification. This won't
protect against Man-In-The-Middle attacks

[2022-01-01, 12:00:00 UTC] {{transport.py:1819}} INFO - Connected (version 2.0,
client OpenSSH_7.4)

[2022-01-01, 12:00:00 UTC] {{transport.py:1819}} INFO - Authentication (publickey)
successful!

[2022-01-01, 12:00:00 UTC] {{ssh.py:139}} INFO - Running command: hostname
[2022-01-01, 12:00:00 UTC]{{ssh.py:171}} INFO - ip-123-45-67-89.us-

west-2.compute.internal

[2022-01-01, 12:00:00 UTC] {{taskinstance.py:1280}} INFO - Marking task as SUCCESS.
dag_id=ssh_operator_example, task_id=ssh_task, execution_date=20220712T200914,
start_date=20220712T200915, end_date=20220712T200916

£ AWS Secrets Manager B %403 1T Apache Airflow
Snowflake JE 1%

LA 7RG AWS Secrets Manager £ Amazon MWAA LE3RER Apache Airflow Snowflake iE1Z /) %
4, ERIREETK FHZAB E Apache Airflow iE3Z AWS Secrets Manager FH S &,

F&
© RRAE

TR

IR
NEERY

BETRMEMMAAL?

[T

A LATE Python 3.10 AT LB RIS Apache Airflow v2 —#2ff , 1£ Python 3.11 5
Apache Airflow v3 —#2f# A,

FRF M

EFEAXT LRAE , EFEUATARE

Secrets Manager F#J Apache Airflow Snowflake %3 267
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- B2 Secrets Manager Jg¥m{EN Apache Airflow EeB1EI , 20 5 F Z4AELE Apache Airflow iE#

AWS Secrets Manager Ff5l,

+ Secrets Manager F#J Apache Airflow EZEFRFH , W FEHZEABLE Apache Airflow E# AWS
Secrets Manager P!,

PR

+ Secrets Manager &R , 20 £ A Z4AELE Apache Airflow %3 AWS Secrets Manager Fi%l,

2R

EfFAAT LN RARE , BUATHRBIURNE requirements.txt. ETHREZER |, BSH
Z % Python K,

apache-airflow-providers-snowflake==1.3.0

KRB =Bl
AT R T a2 DAG 18 , LAME A Secrets Manager RIRENVE4A
1. EWTRTET , SM2l7FM# DAG RIBME F. Hlu

cd dags

2. EFIUTRBEREBAS , AEX#MSFAN snowflake_connection.py,

Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.

Permission is hereby granted, free of charge, to any person obtaining a copy of
this software and associated documentation files (the "Software"), to deal in
the Software without restriction, including without limitation the rights to
use, copy, modify, merge, publish, distribute, sublicense, and/or sell copies of
the Software, and to permit persons to whom the Software is furnished to do so.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS
FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR
COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER

R
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IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN
CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

from airflow import DAG
from airflow.providers.snowflake.operators.snowflake import SnowflakeOperator
from airflow.utils.dates import days_ago

snowflake_query = [

"""uyse warehouse "MY_WAREHOUSE";""",

"""select * from "SNOWFLAKE_SAMPLE_DATA"."WEATHER"."WEATHER_14_TOTAL" limit
1@@; IIIIII’

]

with DAG(dag_id="'snowflake_test', schedule_interval=None, catchup=False,
start_date=days_ago(1)) as dag:
snowflake_select = SnowflakeOperator(
task_id="snowflake_select",
sql=snowflake_query,
snowflake_conn_id="snowflake_conn",

BETREATA?

« BT BIAFFARAIP R DAG K18 L2 3] Amazon S3 F#WRY dags XK |, FSH RIS ER
DAG.

A DAG #£ CloudWatch FRE HE ISR

BAILAERAUTRBREREBE LA (DAG) , iZBi21T PythonOperator LA 3 Amazon
MWAA IMERIRERZRIEIR. DAG BEEFEIEEN B E LIE#R A El Amazon CloudWatch,

BEMBRERSERIEFRTULEHE —F THRRETELXENAEAERMANEN CPU EER. EBULIEH
HEERERRESEN TEABNIREE,

£}

© BRE

- RRFH

© RER
- R
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RAriEmE

« KB RHG

[N

A LATE Python 3.10 AR TT L8RI5 Apache Airflow v2 —&fE A , 7 Python 3.11 B &

Apache Airflow v3 —E2 .

FRFAF
EEAAREHRBRG , BEEUATAR :

« Amazon MWAA fiE,

R
T B LA IRED T G A AR T LB RAB Rl
kLI

« THRHEMKBDED A E A AT LD RH,

(MERRY
1. ESHERET , SMIFMH DAG RBHIXHR, Fim :

cd dags

2. EHUTRBRAINAEHA#BEFN dag-custom-metrics.py. AIMEZFHELR MWAA-

ENV-NAME,

from airflow import DAG

from airflow.operators.python_operator import PythonOperator
from airflow.utils.dates import days_ago

from datetime import datetime

import os,json,boto3,psutil, socket

def publish_metric(client,name,value,cat,unit="None'):
environment_name = os.getenv("MWAA_ENV_NAME")
value_number=float(value)
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hostname = socket.gethostname()
ip_address = socket.gethostbyname(hostname)
print('writing value',value_number, 'to metric',6 name)
response = client.put_metric_data(
Namespace="'MWAA-Custom',
MetricData=[

{
'MetricName': name,
'Dimensions': [
{
'Name': 'Environment',
'Value': environment_name
},
{
'Name': 'Category',
'Value': cat
},
{
'Name': 'Host',
'Value': ip_address
},
1,
'Timestamp': datetime.now(),
'Value': value_number,
'Unit': unit
I
]
)
print(response)

return response

def python_fn(**kwargs):
client = boto3.client('cloudwatch')

cpu_stats = psutil.cpu_stats()
print('cpu_stats', cpu_stats)

virtual = psutil.virtual_memozry()
cpu_times_percent = psutil.cpu_times_percent(interval=0)

publish_metric(client=client, name='virtual_memory_total',
cat='virtual_memory', value=virtual.total, unit='Bytes')

publish_metric(client=client, name='virtual_memory_available',
cat='virtual_memory', value=virtual.available, unit='Bytes')
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publish_metric(client=client, name='virtual_memory_used', cat='virtual_memory',
value=virtual.used, unit='Bytes')

publish_metric(client=client, name='virtual_memory_free', cat='virtual_memory',
value=virtual.free, unit='Bytes')

publish_metric(client=client, name='virtual_memory_active',
cat='virtual_memory', value=virtual.active, unit='Bytes')

publish_metric(client=client, name='virtual_memory_inactive',
cat='virtual_memory', value=virtual.inactive, unit='Bytes')

publish_metric(client=client, name='virtual_memory_percent',
cat='virtual_memory', value=virtual.percent, unit='Percent')

publish_metric(client=client, name='cpu_times_percent_user',
cat='cpu_times_percent', value=cpu_times_percent.user, unit='Percent')

publish_metric(client=client, name='cpu_times_percent_system',
cat="cpu_times_percent', value=cpu_times_percent.system, unit='Percent')

publish_metric(client=client, name='cpu_times_percent_idle’,
cat='cpu_times_percent', value=cpu_times_percent.idle, unit='Percent')

return "OK"

with DAG(dag_id=os.path.basename(__file__ ).replace(".py", ""),
schedule_interval='#*/5 * * * *' catchup=False, start_date=days_ago(l)) as dag:
t = PythonOperator(task_id="memory_test", python_callable=python_fn,
provide_context=True)

3. IZE{TBLTF AWS CLI 7 % DAG EHIZIINENFM#M , RIS Apache Airflow Ul ik DAG,

aws s3 cp your-dag.py s3://your-environment-bucket/dags/

4. IR DAG KINE1T , 41 Apache Airflow BERRBIELCUATHAR :

[2022-08-16, 10:54:46 UTC] {{logging_mixin.py:1093}3} INFO -
cpu_stats scpustats(ctx_switches=3253992384, interrupts=1964237163,
soft_interrupts=492328209, syscalls=0)
[2022-08-16, 10:54:46 UTC] {{logging_mixin.py:109}} INFO - writing value
16024199168.0 to metric virtual_memory_total
[2022-08-16, 10:54:46 UTC] {{logging_mixin.py:109}} INFO - {'ResponseMetadata':
{'RequestId': 'fad289ac-aa51-46a9-8b18-24e4e4063f4d', 'HTTPStatusCode': 200,
'HTTPHeaders': {'x-amzn-requestid': 'fad289ac-aa51-46a9-8bl8-24e4e4063f4d’,
'content-type': 'text/xml', 'content-length': '212', 'date': 'Tue, 16 Aug 2022
17:54:45 GMT'}, 'RetryAttempts': 0}}
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[2022-08-16, 10:54:46 UTC] {{logging_mixin.py:109}} INFO - writing value
14356287488.0 to metric virtual_memory_available

[2022-08-16, 10:54:46 UTC] {{logging_mixin.py:109}} INFO - {'ResponseMetadata':
{'RequestId': '6ef60085-07ab-4865-8abf-dc94f9@cab46', 'HTTPStatusCode': 200,
'HTTPHeaders': {'x-amzn-requestid': '6ef60085-07ab-4865-8abf-dc94f90@cab46’,
'content-type': 'text/xml', 'content-length': '212', 'date': 'Tue, 16 Aug 2022
17:54:45 GMT'}, 'RetryAttempts': 0}}

[2022-08-16, 10:54:46 UTC] {{logging_mixin.py:109}} INFO - writing value
1342296064.0 to metric virtual_memory_used

[2022-08-16, 10:54:46 UTC] {{logging_mixin.py:109}} INFO - {'ResponseMetadata':
{'RequestId': 'd5331438-5d3c-4df2-bc42-52dcf8d60a@@', 'HTTPStatusCode': 200,
'"HTTPHeaders': {'x-amzn-requestid': 'd5331438-5d3c-4df2-bc42-52dcf8d60a00’,
'content-type': 'text/xml', 'content-length': '212', 'date': 'Tue, 16 Aug 2022
17:54:45 GMT'}, 'RetryAttempts': 0}}

[2022-08-16, 10:54:46 UTC] {{python.py:1523}} INFO - Done. Returned value was: OK
[2022-08-16, 10:54:46 UTC] {{taskinstance.py:1280}} INFO - Marking task as SUCCESS.
dag_id=dag-custom-metrics, task_id=memory_test, execution_date=20220816T175444,
start_date=20220816T175445, end_date=20220816T175446

[2022-08-16, 10:54:46 UTC] {{local_task_job.py:154}} INFO - Task exited with return
code 0

£ Amazon MWAA R EHEE Aurora PostgreSQL &

Amazon Managed Workflows for Apache Airflow £/ Aurora PostgreSQL g E/EH DAG =1TH#
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® Tip
XIF Apache Airflow v3 A7 : lIREBFEHIEE (M nF@ERPIFRIBIERK ) |, §121T db

clean CLI @86,

TR
EEAAT LW ROARSG , BBEATHE

« Amazon MWAA 35,

1K I

ZE £ Apache Airflow v2 RERILRIBRAI | TEM KB, A TFaws-mwaa-docker-images &%
Apache Airflow,

A 7=

LU DAG £78% TABLES_TO_CLEAN FRIEERM THIBIIEE, ZROINMERIEEXRPEEBRT

KEOBIE, EREMERSREWEFELRSE |, B8 MAX_AGE_IN_DAYS ®RiE N HME,
Apache Airflow v2.4 to 2.10.3

from airflow import DAG

from airflow.models.param import Param

from airflow.operators.bash_operator import BashOperator
from airflow.utils.dates import days_ago

from datetime import datetime, timedelta

# Note: Database commands might time out if running longer than 5 minutes. If this
occurs, please increase the MAX_AGE_IN_DAYS (or change

# timestamp parameter to an earlier date) for initial runs, then reduce on
subsequent runs until the desired retention is met.

MAX_AGE_IN_DAYS = 30
# To clean specific tables, please provide a comma-separated list per

# https://airflow.apache.org/docs/apache-airflow/stable/cli-and-env-variables-
ref.html#clean

30
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# A value of None will clean all tables

TABLES_TO_CLEAN = None

with DAG(
dag_id="clean_db_dag",
schedule_interval=None,
catchup=False,
start_date=days_ago(1),
params={
"timestamp": Param(
default=(datetime.now()-timedelta(days=MAX_AGE_IN_DAYS)).strftime("%Y-
%m-%d %H:%M:%S"),
type="string",
minLength=1,
maxLength=255,
),
}
) as dag:
if TABLES_TO_CLEAN:
bash_command="airflow db clean --clean-before-timestamp

"{{ params.timestamp }}' --tables '"+TABLES_TO_CLEAN+"' --skip-archive --yes"
else:
bash_command="airflow db clean --clean-before-timestamp
'{{ params.timestamp }}' --skip-archive --yes"

cli_command = BashOperator(
task_id="bash_command",
bash_command=bash_command

Apache Airflow v2.2 and earlier

from airflow import settings

from airflow.utils.dates import days_ago

from airflow.models import DagTag, DagModel, DagRun, ImportError, Log, SlaMiss,
RenderedTaskInstanceFields, TaskInstance, TaskReschedule, XCom

from airflow.decorators import dag, task

from airflow.utils.dates import days_ago

from time import sleep

from airflow.version import version

R RB

275



Amazon Managed Workflows for Apache Airflow

RAriEmE

major_version, minor_version = int(version.split('.')[@]), int(version.split('."')

[11)

if major_version >= 2 and minor_version >= 6:
from airflow.jobs.job import Job

else:
# The BaseJob class was renamed as of Apache Airflow v2.6
from airflow.jobs.base_job import BaseJob as Job

# Delete entries for the past 30 days. Adjust MAX_AGE_IN_DAYS to set how far back

this DAG cleans the database.
MAX_AGE_IN_DAYS = 30
MIN_AGE_IN_DAYS = 0

DECREMENT = -7

# This is a list of (table, time) tuples.

# table = the table to clean in the metadata database
# time = the column in the table associated to the timestamp of an entry
# or None if not applicable.

TABLES_TO_CLEAN = [[Job, Job.latest_heartbeat],
[TaskInstance, TaskInstance.execution_date],
[TaskReschedule, TaskReschedule.execution_date],
[DagTag, Nonel],

[DagModel, DagModel.last_parsed_time],
[DagRun, DagRun.execution_date],
[ImportError, ImportError.timestamp],
[Log, Log.dttm],

[SlaMiss, SlaMiss.execution_date],

[RenderedTaskInstanceFields, RenderedTaskInstanceFields.execution_date],

[XCom, XCom.execution_date],

e@task()
def cleanup_db_fn(x):
session = settings.Session()

if x[17:

for oldest_days_ago in range(MAX_AGE_IN_DAYS, MIN_AGE_IN_DAYS, DECREMENT):
earliest_days_ago = max(oldest_days_ago + DECREMENT, MIN_AGE_IN_DAYS)

print(f"deleting {str(x[@])} entries between {earliest_days_ago} and

{oldest_days_ago} days old...")
earliest_date = days_ago(earliest_days_ago)
oldest_date = days_ago(oldest_days_ago)

query = session.query(x[@]).filter(x[1] >= earliest_date).filter(x[1] <=

oldest_date)
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query.delete(synchronize_session= False)
session.commit()

sleep(5)
else:
# No time column specified for the table. Delete all entries
print("deleting", str(x[@]), "...")

query = session.query(x[@])
query.delete(synchronize_session= False)
session.commit()

session.close()

@dag(
dag_id="cleanup_db",
schedule_interval="@weekly",
start_date=days_ago(7),
catchup=False,
is_paused_upon_creation=False

def clean_db_dag_fn():
t_last=None
for x in TABLES_TO_CLEAN:
t=cleanup_db_fn(x)
if t_last:
t_last >> t
t_last = t

clean_db_dag = clean_db_dag_fn()

SHINE T EIES HE Amazon S3 EHY CSV X4

EAUTRBRGIGEENLIRE (DAG) , ZEEHEEFERN—RF| DAG ZITEE , FRBEEA
14 7E Amazon S3 L .csv XHH,

B RE T EMINER Aurora PostgreSQL BIEFEFSHER , WEEZRMRERIE , FEE/IINR
EFEs , REFeMEEWM Amazon S3 E| Amazon Redshift ZERFMBEESECENITELES
A, BMER Amazon MWAA TEIEB LR , BEREBEIIAZ /R .

A A EBIEE P& Apache Airflow EEE P HIHHEAN R, HABRAER=E
# : DagRun, TaskFail # TaskInstance , B # 5 DAG E{THXMNELR,
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£
©RAE
TR

* Permissions
S EENY

[N

# AT BUEE Python 3.10 ASAS T _E 49 AFB RIS Apache Airflow v2 — {5 , % Python 3.1 5
Apache Airflow v3 —#2{# .,

TERFAF
BEAERLHRARE  EBEUATAR :

« Amazon MWAA ¥R3E,
o WRBREN THES HEBFH Amazon S3 F#E M.

Permissions

Amazon MWAA EE3k18 Amazon S3 &4E s3:PutObject WIXMR , FeENEHN THIFEEEEA
Amazon S3, FU T RKEFHRMERENHRITACRF,

{

"Effect": "Allow",

"Action": "s3:PutObject*",

"Resource": "arn:aws:s3:::amzn-s3-demo-bucket"
}

WBERSEBE AR &N amzn-s3-demo-bucket,
ER

E £ Apache Airflow v2 fIE SRAREA LR RG] , TEH KBTI, A Faws-mwaa-docker-
images&Z % Apache Airflow,
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KB Rl

LTEBRERT 6122 DAG , LAZEif) Aurora PostgreSQL H 4R E A K Amazon S3 E .

1. HEENLYR , SMEFM# DAG RBBR B xR, flm :

cd dags

2. EHUTRBROIVABHASFN metadata_to_csv.py. BAUEHRSE A
MAX_AGE_IN_DAYS & , LA#E%| DAG M\ THIEHEEHPEANREICZNEEH,

from airflow.decorators import dag, task

from airflow import settings

import os

import boto3

from airflow.utils.dates import days_ago

from airflow.models import DagRun, TaskFail, TaskInstance
import csv, re

from io import StringIO

DAG_ID = os.path.basename(__file_ ).replace(".py", "")

MAX_AGE_IN_DAYS = 30
S3_BUCKET = '<your-export-bucket>'
S3_KEY = 'files/export/{@}.csv'

# You can add other objects to export from the metadatabase,
OBJECTS_TO_EXPORT = [

[DagRun,DagRun.execution_date],

[TaskFail, TaskFail.end_date],

[TaskInstance, TaskInstance.execution_date],

@task()

def export_db_task(**kwargs):
session = settings.Session()
print("session: ",str(session))

oldest_date = days_ago(MAX_AGE_IN_DAYS)
print("oldest_date: ",oldest_date)

s3 = boto3.client('s3")
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for x in OBJECTS_TO_EXPORT:
query = session.query(x[0]).filter(x[1] >= days_ago(MAX_AGE_IN_DAYS))
print("type",type(query))
allrows=query.all()
name=re.sub("[<>"']", "", str(x[0]))
print(name,": ",str(allrows))

if len(allrows) > 0:
outfileStr=""
f = StringIO(outfileStr)
w = csv.DictWriter(f, vars(allrows[Q]).keys())
w.writeheader()
for y in allrows:
w.writerow(vars(y))
outkey = S3_KEY.format(name[6:])
s3.put_object(Bucket=S3_BUCKET, Key=outkey, Body=f.getvalue())

@dag(
dag_id=DAG_ID,
schedule_interval=None,
start_date=days_ago(1),
)

def export_db():
t = export_db_task()
metadb_to_s3_test = export_db()

3. B1TELT AWS CLI i & DAG EFIZR BN F#EE , AABEBEA Apache Airflow A F R E AL
DAG,

aws s3 cp your-dag.py s3://your-environment-bucket/dags/

4. WMREY , WHFRETE export_db FFMNESFSBEHRNUTAR

[2022-01-01, 12:00:00 PDT] {{logging_mixin.py:109}} INFO
'sqlalchemy.orm.query.Query'>

[2022-01-01, 12:00:00 PDT] {{logging_mixin.py:109}} INFO
airflow.models.dagrun.DagRun : [your-tasks]

[2022-01-01, 12:00:00 PDT] {{logging_mixin.py:109}} INFO
'sqlalchemy.orm.query.Query'>

[2022-01-01, 12:00:00 PDT] {{logging_mixin.py:109}} INFO
airflow.models.taskfail.TaskFail : [your-tasks]

type <class

class

type <class

class
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[2022-01-01, 12:00:00 PDT] {{logging_mixin.py:109}} INFO - type <class
'sqlalchemy.orm.query.Query'>

[2022-01-01, 12:00:00 PDT] {{logging_mixin.py:109}} INFO - class
airflow.models.taskinstance.TaskInstance : [your-tasks]

[2022-01-01, 12:00:00 PDT] {{python.py:1523}} INFO - Done. Returned value was: OK

[2022-01-01, 12:00:00 PDT] {{taskinstance.py:1280}} INFO - Marking task as
SUCCESS. dag_id=metadb_to_s3, task_id=export_db, execution_date=20220101T000000,
start_date=20220101T000000, end_date=20220101T000000

[2022-01-01, 12:00:00 PDT] {{local_task_job.py:154}} INFO - Task exited with return
code 0

[2022-01-01, 12:00:00 PDT] {{local_task_job.py:264}} INFO - @ downstream tasks
scheduled from follow-on schedule check

WAE , BT LAE /files/export/ HEIHT Amazon S3 F# @R IHE M THS HM . csv X

7 Apache Airflow T2 AWS Secrets Manager 1 #I %48

LR R BIE A AWS Secrets Manager 3R3REX Amazon MWAA £/ Apache Airflow ZEH %4, BR
RGBT 6 Z4AEE Apache Airflow 3% AWS Secrets Manager F1H S5,

ES 0]
.+ A
- RREM
R
=R
KRB RH

BETREAL?

RN

A LATE Python 3.10 A ATT LB RIS Apache Airflow v2 —i#2ff , 1£ Python 3.11 5
Apache Airflow v3 —#2# A,

FRF M
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+ B2 Secrets Manager [Eiw1E Apache Airflow EgEEIN , 20 A Z4AEE Apache Airflow &3
AWS Secrets Manager Ff5l,

+ Secrets Manager F Y Apache Airflow ZTEF & , W0 FEHZEAEE Apache Airflow E#: AWS
Secrets Manager Ft%l,

PR

+ Secrets Manager X PR , 20 £ A Z4HE & Apache Airflow iE# AWS Secrets Manager F%l,

=R

E 7 Apache Airflow v2 FIESRAREA LRI RG] , THEM KB, F£H aws-mwaa-docker-
images &% Apache Airflow,

A 7=

LT SBRIERT a2 DAG K5 , LMEVH A Secrets Manager XKIREVH4A

1. EWSRTET , SME7FM# DAG RIEEMWE F. Hlun

cd dags

2. BFIUATRBREBAS , AEXMFFAN secrets-manager-var. py.

from airflow import DAG

from airflow.operators.python_operator import PythonOperator
from airflow.models import Variable

from airflow.utils.dates import days_ago

from datetime import timedelta

import os
DAG_ID = os.path.basename(__file_ ).replace(".py", "")
DEFAULT_ARGS = {

'owner': 'airflow',

'depends_on_past': False,
'email': ['airflow@example.com'],
'email_on_failure': False,
'email_on_retry': False,

def get_variable_fn(**kwargs):
my_variable_name = Variable.get("test-variable", default_var="undefined")
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print("my_variable_name:
return my_variable_name
with DAG(
dag_id=DAG_ID,
default_args=DEFAULT_ARGS,
dagrun_timeout=timedelta(hours=2),
start_date=days_ago(1),
schedule_interval="'@once',
tags=['variable']
) as dag:
get_variable = PythonOperator(
task_id="get_variable",
python_callable=get_variable_fn,
provide_context=True

, my_variable_name)

BT RMAL?

o BET7BRIAFFARAIB R DAG K18 L4235 Amazon S3 F#WERY dags XK |, BSH RIS ER
DAG.

£/ AWS Secrets Manager Y 2R3 1T Apache Airflow iE$##

LARRHBIE A AWS Secrets Manager ¥ Amazon MWAA E3REX Apache Airflow 4. BRI
BB TR £ A BAEE Apache Airflow iE3 AWS Secrets Manager AR EIE IR,

. R
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R
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BETRMEMAAL?

BETRMAL? 283



Amazon Managed Workflows for Apache Airflow ArfEm

iR

&7 LAE Python 3.10 AT LR B RHI5 Apache Airflow v2 —&E M , 7 Python 3.11 F &
Apache Airflow v3 — 2,

TERFAF
BEAFALORARS  EBEUTHE :

+ B2 Secrets Manager Ja3w#ER Apache Airflow BB IEI , 20 R 4AEE Apache Airflow & 2

AWS Secrets Manager Fi 5l

« Secrets Manager 1 #J Apache Airflow JE#ZEFRFH | W1 FHZEEABE Apache Airflow E# AWS
Secrets Manager P51,

PR

+ Secrets Manager PR , 20 £ A Z4AELE Apache Airflow %3 AWS Secrets Manager %1,

R

E £ Apache Airflow v2 FIESRA P EA LA RE , THEHM KB, FH aws-mwaa-docker-
images &% Apache Airflow,

(R ERNE]

LT SBRIERT a2 DAG K5 , LMEVHA Secrets Manager XKIREVH4A

1. EGTSERTRET , BT DAG B E ., flu :

cd dags
2. BFIUATRBREBAS , AEX# S FAN secrets-manager.pyo

Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.

Permission is hereby granted, free of charge, to any person obtaining a copy of
this software and associated documentation files (the "Software"), to deal in
the Software without restriction, including without limitation the rights to

R
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use, copy, modify, merge, publish, distribute, sublicense, and/or sell copies of
the Software, and to permit persons to whom the Software is furnished to do so.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS
FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR
COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER
IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN
CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

from airflow import DAG, settings, secrets

from airflow.operators.python import PythonOperator

from airflow.utils.dates import days_ago

from airflow.providers.amazon.aws.hooks.base_aws import AwsBaseHook

from datetime import timedelta
import os

### The steps to create this secret key can be found at: https://
docs.aws.amazon.com/mwaa/latest/userguide/connections-secrets-manager.html
sm_secretId_name = 'airflow/connections/myconn'

default_args = {
'owner': 'airflow',
'start_date': days_ago(1),
'depends_on_past': False

### Gets the secret myconn from Secrets Manager

def read_from_aws_sm_fn(**kwargs):
### set up Secrets Manager
hook = AwsBaseHook(client_type='secretsmanager')
client = hook.get_client_type(region_name='us-east-1")
response = client.get_secret_value(SecretId=sm_secretId_name)
myConnSecretString = response["SecretString"]

return myConnSecretString

### 'os.path.basename(__file_ ).replace(".py", "")' uses the file name secrets-
manager.py for a DAG ID of secrets-manager
with DAG(
dag_id=os.path.basename(__file__).replace(".py", ""),
default_args=default_args,
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RAriEmE

BT RMAL?

- BTHRUMEFARHIPH DAG K53 L& F Amazon S3 F##EH dags XX | iF

£/ Oracle RIEZBHENIEH

LT RO B S EEREH Oracle 3 Amazon MWAA SIEZ B EXNEHNSE , ZE4 LS
plugins.zip X EMBEXBEHMN —# G HHEFER,

dagrun_timeout=timedelta(hours=2),
start_date=days_ago(1l),
schedule_interval=None

) as dag:

write_all_to_aws_sm = PythonOperator(
task_id="read_from_aws_sm",
python_callable=read_from_aws_sm_fn,
provide_context=True

DAG.
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iR

A LAFE Python 3.10 AT LRI RHIS Apache Airflow v2 —i2fEH , 1 Python 3.11 5
Apache Airflow v3 — .,

TRFAF
BEAARLHRARE  EBEATAS :

« Amazon MWAA IfiE,

« AREBHEMBEELS. CRITICAL HEL—Br A THELEHEIER. BX Amazon MWAA
AEXRBURMAEEBEANEZEER |, S the section called “T518) Airflow HE”,

R
70 7 EL £t A BR B 7] {5 F AN 5T L 9 1R85 TR Bl
ZR

EFEAART L RAMNRE |, B TERBUUFNE requirements.txt, ETMEZELR |, 55H
Z % Python K1,

-c https://raw.githubusercontent.com/apache/airflow/constraints-2.0.2/
constraints-3.7.txt

cx_Oracle

apache-airflow-providers-oracle

RB=HI
ST S AT 012 A T &2 U DAG RT3,
1. ERPEFYT , SMIEFMH DAG REBME R, Fim :

cd dags

2. SHUTREBRAINKNE , HEXRHSERN oracle. pyo

from airflow import DAG
from airflow.operators.python_operator import PythonOperator
from airflow.utils.dates import days_ago
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import os
import cx_Oracle

DAG_ID = os.path.basename(__file_ ).replace(".py", "")

def testHook(**kwargs):
cx_Oracle.init_oracle_client()
version = cx_Oracle.clientversion()
print("cx_Oracle.clientversion", version)
return version

with DAG(dag_id=DAG_ID, schedule_interval=None, catchup=False,
start_date=days_ago(1)) as dag:
hook_test = PythonOperatoxr(
task_id="hook_test",
python_callable=testHook,
provide_context=True

B2 B E A
AN AOATREBA, 012 BEEHR plugins.zipe
T AR

Amazon MWAA 24 plugins.zip B AR RZEEIE/ Amazon MWAA It XIEEFM TELERSR LM /
usr/local/airflow/plugins. XA TFTRFEARRMZ-HFIXH. UTTBERNAMMAREE A
HFTEE B XX 4

FIEY Amazon Linux BE846 15

1.

2.

HEHRAAFT , 2E Amazon Linux B85 G , ARERMZEITZRR. HlM

docker pull amazonlinux
docker run -it amazonlinux:latest /bin/bash

MR RTRLVAA bash 51T, Hilan :

bash-4.2#

2% Linux R4ER$ /0 TE (libaio ) »
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yum -y install libaio
3. BENUBARFHARSUMEEIRER, BIFERMESATXH : 1ib6s/
libaio.so.1l, 1ib64/1ibaio.s0.1.0.0, 1ib64/libaio.so0.1.0.1,
THREFRX M4
1. EXMREBERDT. Hl0 -

sudo yum install unzip

2. #J# oracle_plugin B%. flin :

mkdir oracle_plugin
cd oracle_plugin

3. AT curl a5 MER T Linux x86-64 ( 64 1 ) B Oracle BBt % /i T A T # instantclient-
basic-linux.x64-18.5.0.0.0dbru.zip,

curl https://download.oracle.com/otn_software/linux/instantclient/185000/
instantclient-basic-linux.x64-18.5.0.0.0dbru.zip > client.zip

4, fRIESE client.zip 4. Hl -

unzip *.zip

M Docker A 12 ER 34

1. EFNHFRERET , ERHET Docker B85 ID, a0 :

docker container 1ls

WHRAAULUREFFERSERE ID, Flan

debc16fd6970
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2. TEoracle_plugin B&"H , & 1ib64/1ibaio.so.1, 1ib64/
libaio.so0.1.0.0, 1ib64/1ibaio.s0.1.0.1 XHMEELHEE|AM instantclient_18_5
XHF, Fa -

docker cp debcl6fd6970:/1ib64/libaio.so.1 instantclient_18_5/
docker cp debcl6fd6970:/1ib64/1ibaio.s0.1.0.0 instantclient_18_5/
docker cp debcl6fd6970:/1ib64/libaio.so0.1.0.1 instantclient_18_5/

B E L@

Apache Airflow H1E B s AT SR B H Python XHERE. XA TREBFMESFETE, UT
SRNE T B EEE RO,

- BFIUTRBREBAZR , A EER#SEFN env_var_plugin_oracle.pyo

from airflow.plugins_manager import AirflowPlugin
import os

os.environ["LD_LIBRARY_PATH"]="'/usr/local/airflow/plugins/instantclient_18_5"'
os.environ["DPI_DEBUG_LEVEL"]="64"

class EnvVarPlugin(AirflowPlugin):
name = 'env_var_plugin'

Plugins.zip

UTHBRFANAEIR plugins. zip, WRHAINABATASEMBHEN—#FIX4EH B LA
plugins.zip X#H,

E4 @B KANAR,

1. EHSTRREY , $M% oracle_plugin B, Hlm :

cd oracle_plugin

2. f¥ instantclient_18_5 B FE4EE plugins.zip . Hl40 :

zip -r ../plugins.zip ./
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EHRTRIPRER

oracle_plugin$ 1s
client.zip instantclient_18_5

3. BKiZ client.zip X4, #Hilan :

rm client.zip

[E4& env_var_plugin_oracle.py X 4

1. ¥ env_var_plugin_oracle.py & ME plugins.zip XHEIR B F. Hl0 :

zip plugins.zip env_var_plugin_oracle.py

2. plugins.zip METEUTHE :

env_var_plugin_oracle.py
instantclient_18_5/

Airflow Fg & 1% 0

R EE AR R Apache Airflow v2 , 7N core.lazy_load_plugins : False J§ Apache
Airflow BB, ETHEZER , 20 2 PN ERAGREET NS E .

BETRMAX 2
o ETRIAGAREIFH requirements. txt X E4EF| Amazon S3 @ , BSE %

Python &K ¥i1i,

s ETHIMEAREIFE DAG K13 £ 2| Amazon S3 44 #8/Y dags XX |, FSH HFNHEH
DAG.

o ETHRIMAFARTREPE plugins. zip X L& Amazon S3 F##E , FZH ZEBENE
#.

\
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£ Amazon MWAA EF K DAG BT X

BIAER T , Apache Airflow S EBTIRE ( DAG ) RHEfE UTC+0 i, U TS BRER 7 AER
Pendulum B2k Amazon MWAA 1217 DAG FRIEMARX, & , AETBETRNAIEEELEHRE
IRIER Apache Airflow B ERRTX,

F&

UGS

- EREH

- RIR

- BIEBEMALAE R Airflow BHEFRHRKX

« B2 plugins.zip

« KEBRHGI

- BETREATL?

[T

A LATE Python 3.10 AR TT LR E8 7RI 5 Apache Airflow v2 —&fF A , 7 Python 3.11 B &
Apache Airflow v3 —iE2 .

FRFA
BEAARLHRARE  EEEUATAS :

« Amazon MWAA IfiE,

R
7 % EL At AR PRED 7] 6558 A T _E BRI Tl
BIE A AER Airflow HEFHEX

Apache Airflow ZE Bz 81217 plugins B FHH Python X, SEAUTHEY , BAUBENITER
ARt X |, ZBt X 218K Apache Airflow EA A EHI B X,

1. BIEE RN plugins WERHSMEIHH, Hlm :
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$ mkdir plugins
$ cd plugins

2. EHUTREBREINAE , HNELRHBSFR dag-timezone-plugin.py , RTFFE plugins
X#FKH,

import time
import os

os.environ['TZ'] = 'America/Los_Angeles'
time.tzset()

3. 7E plugins BRABIEZ RN __init__.py BIZ Python X4, plugins BZRRBELUTFUTA
&

plugins/
|-- __init__.py
| -- dag-timezone-plugin.py

#1% plugins.zip

LT SREAUAEIE plugins. zip. RHGINART LG H MR — 3 & XA KEN
plugins.zip X#.

1. EHTRRET , SMEB -5+ H plugins BF. B0

cd plugins

2. FABRESE plugins B,

zip -r ../plugins.zip ./

3. ¥4 plugins.zip E£5%| S3 Ff# .

aws s3 cp plugins.zip s3://your-mwaa-bucket/
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(BB

EFE XN DAG ETHEIARX (UTC+0 ) , BATPHERA —NER Pendulum BWE | X2 —1MNA T2
X =% %0 B HAR B 89 Python F&,

1. ESTRANT , SMEF# DAG B xR, fim :

cd dags

2. BFIATROIVHNEHSHERN tz-aware-dag.pyo

from airflow import DAG

from airflow.operators.bash_operator import BashOperator
from datetime import datetime, timedelta

# Import the Pendulum library.

import pendulum

# Instantiate Pendulum and set your timezone.
local_tz = pendulum.timezone("America/Los_Angeles")

with DAG(
dag_id = "tz_test",
schedule_interval="0 12 * * *",
catchup=False,
start_date=datetime(2022, 1, 1, tzinfo=local_tz)
) as dag:
bash_operator_task = BashOperatox(
task_id="tz_aware_task",
dag=dag,
bash_command="date"

3. B1TBLT AWS CLI ts =¥ DAG EHIZIIMENZM4E , AABEA Apache Airflow Ul fif & DAG,

aws s3 cp your-dag.py s3://your-environment-bucket/dags/

4. MR , B HELTE tz_test DAG FH) tz_aware_task WESHEFWUTRHE :

[2022-08-01, 12:00:00 PDT] {{subprocess.py:74}} INFO - Running command: ['bash', '-
c', 'date']

[2022-08-01, 12:00:00 PDT] {{subprocess.py:85}} INFO - Output:

[2022-08-01, 12:00:00 PDT] {{subprocess.py:89}} INFO - Mon Aug 1 12:00:00 PDT 2022
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[2022-08-01, 12:00:00 PDT] {{subprocess.py:93}} INFO - Command exited with return
code 0

[2022-08-01, 12:00:00 PDT] {{taskinstance.py:1280}} INFO - Marking task as

SUCCESS. dag_id=tz_test, task_id=tz_aware_task, execution_date=20220801T190033,
start_date=20220801T190035, end_date=20220801T190035

[2022-08-01, 12:00:00 PDT] {{local_task_job.py:154}} INFO - Task exited with return
code 0

[2022-08-01, 12:00:00 PDT] {{local_task_job.py:264}} INFO - @ downstream tasks
scheduled from follow-on schedule check

BT RAA 4 2
s ETHRIMAGARTRHIFE plugins. zip X £ F| Amazon S3 F##E , BSH £ BE LA
o

Fl$r CodeArtifact £ k&

MRIEER CodeArtifact &% Python k#I , Ml Amazon MWAA ZEBERHNTHE. EAR
¥ Amazon MWAA 7Eiz TR} 8] CodeArtifact FE , B MERA S A H ERTHIZE
PIP_EXTRA_INDEX_URL,

LUTEBNBMIZZoMA | ZBAFEA get_authorization_token CodeArtifact API g4
EBRREBHRENNR R T,

E&
© RA
TR

AR
R R

BETRMEMAAL?

AR A

&R LATE Python 3.10 AT LB RIS Apache Airflow v2 —#26EF , 1 Python 3.11 5
Apache Airflow v3 —#2f# A,
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FRF M

EEAALATERRARE  BFEUATRE

« Amazon MWAA IfiE,
« CodeArtifact F6&FE , A TEEH BN KRB0,

PR

ERIF CodeArtifact S hEHIF4E RE A Amazon S3 , Amazon MWAA TR BXMER L TR,

e i% codeartifact:GetAuthorizationToken &¥E/ 2T Amazon MWAA M CodeArtifact 163
o, UTRBEANECEMNEA CodeArtifact HZE TR, &7 LUET & KE & # FIRE H X
FBELHLENE T A AV iE k3 — PR &I Fr G =AY 15 7] .

{
"Effect": "Allow",
"Action": "codeartifact:GetAuthorizationToken",
"Resource": "arn:aws:codeartifact:us-west-2:*:domain/*"
}

« Z sts:GetServiceBearerToken &R CodeArtifact GetAuthorizationToken APl #
EFTAER,, WWIRERE -G , EUEFSEES (0 pip ) & CodeArtifact BE&E AR
HAERZTHE,. ESREFEEESRS CodeArtifact FEERASMER , MENRTABGKLAAYT
sts:GetServiceBearerToken , fIA KRG FE AR FI,

{
"Sid": "AllowServiceBearerToken",
"Effect": "Allow",
"Action": "sts:GetServiceBearerToken",
"Resource": "*"
}
K3 =Bl

USR8 T i 812 B T E#H CodeArtifact & 8 3 31 B A,

1. EHUATRBRANAS , HEAR#MEFH code_artifact_startup_script.sh.
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#!/bin/sh

# Startup script for MWAA, refer to https://docs.aws.amazon.com/mwaa/latest/
userguide/using-startup-script.html

set -eu

# setup code artifact endpoint and token

# https://pip.pypa.io/en/stable/cli/pip_install/#cmdoption-0@

# https://docs.aws.amazon.com/mwaa/latest/userguide/samples-code-artifact.html

DOMAIN="amazon"

DOMAIN_OWNER="112233445566"

REGION="us-west-2"

REPO_NAME="MyRepo"

echo "Getting token for CodeArtifact with args: --domain $DOMAIN --region $REGION
--domain-owner $DOMAIN_OWNER"

TOKEN=$(aws codeartifact get-authorization-token --domain $DOMAIN --region $REGION
--domain-owner $DOMAIN_OWNER | jq -r '.authorizationToken')

echo "Setting Pip env var for '--index-url' to point to CodeArtifact"

export PIP_EXTRA_INDEX_URL="https://aws:$TOKEN@$DOMAIN-

$DOMAIN_OWNER.d.codeartifact.$REGION.amazonaws.com/pypi/$REPO_NAME/simple/"

echo "CodeArtifact startup setup complete"

2. SMBERFZMANHER, EFRTEDNRER cp FHA LEDFEE, AENEEER

amzn-s3-demo-bucket,

aws s3 cp code_artifact_startup_script.sh s3://amzn-s3-demo-bucket/
code_artifact_startup_script.sh

WERKIN , Amazon S3 &% HIZXRH URL B4R :

upload: ./code_artifact_startup_script.sh to s3://amzn-s3-demo-bucket/
code_artifact_startup_script.sh

LREREAAE  BMREERINERHETHA,

BETREATA?

- ETHRNMAERABHMABENIIE |, 15 H the section called “fE B3 HIA",
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« B T7BRIMAFAREIFE DAG K18 L4235 Amazon S3 F# B/ dags XX |, FSE RIS EH
DAG.

s BT BUNMFEAREFE plugins. zip X E£ %] Amazon S3 MM , BSR ZEEENE
#.

5 Apache Hive #l Hadoop 12 B E @4

Amazon MWAA § plugins.zip WRBIREZE| /usr/local/airflow/plugins. XA LLAXKME
ABRPRM=BHIXHF. LA, Apache Airflow £7EBBIETHIT plugins XH4RFH Python X4
NE , EEREBRENBSCIMETE, UT RO 5|SETRE Amazon MWAA SREFRER Apache
Hive fl Hadoop BIEZBEXEHMNLSR , ZRHFIUEEM B E BN —#H S XA ESER,

£

- BRE

- RFH
- KR

« B3R

o TEKBII
- BENEHS
* Plugins.zip
- KB RHB

+ Airflow Bt & %10
o FETRMIA?

[T

A LATE Python 3.10 A ATT LB RS Apache Airflow v2 —i#2ff , 1£ Python 3.11 5
Apache Airflow v3 —#2# A,

FRFMF

EFEAXT LREE , BFEUATAE

« Amazon MWAA 18,

/A Apache Hive 1 Hadoop ¥ B E X fE# 298


https://peps.python.org/pep-0619/
https://peps.python.org/pep-0664/

Amazon Managed Workflows for Apache Airflow ArfEm

R
EEHEMNREI A EAART LR RB RO,
=R

EFEAART LN TRAMRE |, B TERBUUAME requirements.txt, ETMEZELR |, 55H
Z %% Python fK#iI,

-c https://raw.githubusercontent.com/apache/airflow/constraints-2.0.2/
constraints-3.7.txt
apache-airflow-providers-amazon[apache.hive]

T AN

Amazon MWAA £3¥F plugins.zip B A A IREEZ Amazon MWAA itXIBEF M TELERS LN /
usr/local/airflow/plugins. XA TFTRAMERFIM-HFIXH, UTTRNMENFAEAEEENE
BT BN S

1. ERTRRIET , SMAECIREANE R, Sl

cd plugins

2. MEHHTE Hadoop , g0

wget https://downloads.apache.org/hadoop/common/hadoop-3.3.0/hadoop-3.3.0.tar.gz

3. MEBHTH Hive , flan :

wget https://downloads.apache.org/hive/hive-3.1.2/apache-hive-3.1.2-bin.tar.gz

4. ﬁ'ﬁiﬁio ﬁ“ﬂﬂ .

mkdir hive_plugin

5. Hadoop &H,

tar -xvzf hadoop-3.3.0.tar.gz -C hive_plugin

6. Hive Eﬂyo
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tar -xvzf apache-hive-3.1.2-bin.tar.gz -C hive_plugin

B E XA

Apache Airflow H1E B s AT SR B H Python XHRE. XA TREMNESFETE, UT
SRNE T B EEE RO,

1. EHSITRRGS , M%) hive_plugin B, Hlm :

cd hive_plugin

2. SHUTRBRFVAE , H#7E hive_plugin BFHFHAM BERN hive_plugin.pyo

from airflow.plugins_manager import AirflowPlugin
import os
os.environ["JAVA_HOME"]="/usr/lib/jvm/jre"
os.environ["HADOOP_HOME"]="'/usr/local/airflow/plugins/hadoop-3.3.0"
os.environ["HADOOP_CONF_DIR"]="'/usr/local/airflow/plugins/hadoop-3.3.0/etc/hadoop"’
os.environ["HIVE_HOME"]='/usr/local/airflow/plugins/apache-hive-3.1.2-bin'
os.environ["PATH"] = os.getenv("PATH") + ":/usr/local/airflow/plugins/
hadoop-3.3.0:/usr/local/airflow/plugins/apache-hive-3.1.2-bin/bin:/usr/local/
airflow/plugins/apache-hive-3.1.2-bin/1ib"
os.environ["CLASSPATH"] = os.getenv("CLASSPATH") + ":/usr/local/airflow/plugins/
apache-hive-3.1.2-bin/1ib"
class EnvVarPlugin(AirflowPlugin):

name = 'hive_plugin'

3. EHILUTXANAE , H hive_plugin BFHFHEA#HEERN .airflowignore,
hadoop-3.3.0
apache-hive-3.1.2-bin

Plugins.zip

LT SRIGEAMAEIE plugins. zip. WRGINABRATUEHEMBHR —# 6 XHHEH—
plugins.zip X#.

1. EHSRTET , SMBL—F M hive_plugin B, fHim :
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cd hive_plugin
2. FARESHE plugins XHFXF,

zip -r ../hive_plugin.zip ./

A ERBR

UTSBRAAMAGIEA TN B ELFEHH DAG 15,

1. EHFRTIFT , SMEIF# DAG RBEWE R, fim :
cd dags

2. EHBTRBRENVART , AEXHBEEFN hive.py.

from airflow import DAG
from airflow.operators.bash_operator import BashOperator
from airflow.utils.dates import days_ago

with DAG(dag_id="hive_test_dag", schedule_interval=None, catchup=False,
start_date=days_ago(l)) as dag:
hive_test = BashOperatox(
task_id="hive_test",
bash_command='hive --help'

Airflow Bt & 1%

R EE AR R Apache Airflow v2 , 7N core.lazy_load_plugins : False J§ Apache
Airflow BB, ETHEZER , 20 2 P ERAGREET NS E .

BT RMAL?

s BETHRUOMGARAFHN requirements. txt X4 L& 2| Amazon S3 Z#4 , S =%
Python ¥,

« BT BIAFFARAIP R DAG K18 L2 3] Amazon S3 F#MERY dags XK |, FSH RIS ER
DAG,

83 R Bl 301
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o ETHRMMFEARTREIPH plugins.zip X L& E] Amazon S3 F&#E , FEH ZEBEENE
.

A Apache Airflow PythonVirtualenvOperator €% B & X i #

LUR R 88 7 204l £ Amazon Managed Workflows for Apache Airflow £ B & RS
Apache Airflow PythonVirtualenvOperator,

F&

- RA

- R

- KR

- BEEHTRHRE
* Plugins.zip

« KR RH

» Airflow B E &1

« BETRMMTL?

TN

A LAFE Python 3.10 AR LRI RHIS Apache Airflow v2 —i2fEH , 1 Python 3.11 5
Apache Airflow v3 —f £,

TERFAF
BEAFALOTHARE  EBEUTHE :

« Amazon MWAA 38,

PR

o E AR BRED AT £ A AT £ g9y K8 R BU

&%k PythonVirtualenvOperator B B & Wi 302
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=R

EFAAT LN RARE , EEATHRBIUSNE requirements.txt, ETHREZEL |, ESH
Z ¥ Python #KHiI0,

virtualenv

B E A R AR

Apache Airflow F7E B a1 BT IR KR F K Python XHERNE . LiEHFESHEEREINAENR
PythonVirtualenvOperator , 25 Amazon MWAA 8. UTSRERT B E EHHN R
LGN

1. EWSRTET , Bl L—FH5+H plugins BF. a0 :

cd plugins
2. SHUTREBRAINAE , AEA#SFN virtual_python_plugin.py,

Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.

Permission is hereby granted, free of charge, to any person obtaining a copy of
this software and associated documentation files (the "Software"), to deal in
the Software without restriction, including without limitation the rights to
use, copy, modify, merge, publish, distribute, sublicense, and/or sell copies of
the Software, and to permit persons to whom the Software is furnished to do so.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS
FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR
COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER
IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN
CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

from airflow.plugins_manager import AirflowPlugin

import airflow.utils.python_virtualenv

from typing import List

def _generate_virtualenv_cmd(tmp_dir: str, python_bin: str, system_site_packages:
bool) -> List[str]:
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cmd = ['python3', '/usr/local/airflow/.local/lib/python3.7/site-packages/
virtualenv', tmp_dir]
if system_site_packages:
cmd.append('--system-site-packages')
if python_bin is not None:
cmd.append(f'--python={python_bin}")
return cmd

airflow.utils.python_virtualenv._generate_virtualenv_cmd=_generate_virtualenv_cmd

class VirtualPythonPlugin(AirflowPlugin):
name = 'virtual_python_plugin'

Plugins.zip
AT SR an{al 82 plugins.zipo
1. EHSERRET , SMB L—Ho+EE virtual_python_plugin.py BB F. 0 :

cd plugins

2. HABELHE plugins X#HKH,

zip plugins.zip virtual_python_plugin.py

(RN
AT WA A T IATIR B LA DAG KB,
1. ERPETYT , SHIEFMH DAG REBME R, fim :

cd dags

2. SHUTRBRAINKNE , AEALRHSFEN virtualenv_test.py,

Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.

Permission is hereby granted, free of charge, to any person obtaining a copy of
this software and associated documentation files (the "Software"), to deal in
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the Software without restriction, including without limitation the rights to
use, copy, modify, merge, publish, distribute, sublicense, and/or sell copies of
the Software, and to permit persons to whom the Software is furnished to do so.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS
FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR
COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER
IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN
CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

from airflow import DAG

from airflow.operators.python import PythonVirtualenvOperator

from airflow.utils.dates import days_ago

import os

os.environ["PATH"] = os.getenv("PATH") + ":/usr/local/airflow/.local/bin"

def virtualenv_fn():
import boto3
print("boto3 version ",boto3._ version__)

with DAG(dag_id="virtualenv_test", schedule_interval=None, catchup=False,
start_date=days_ago(l)) as dag:
virtualenv_task = PythonVirtualenvOperator(
task_id="virtualenv_task",
python_callable=virtualenv_fn,
requirements=["boto3>=1.17.43"],
system_site_packages=False,
dag=dag,

Airflow i & 1% In

WMREE AR Apache Airflow v2 , &30 core.lazy_load_plugins : False J§ Apache
Airflow BLEI1ET, BETHESZER , HZ2H 2 PN EAREETNEE .

BT RMAL?

s BETHRUOMGARAFHN requirements. txt X4 L& 2| Amazon S3 F#4 , HSH =%
Python K1,

Airflow B¢ &%
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o BT B AREIRE DAG KB _E1£F) Amazon S3 F# @MY dags XX |, TSR R INBEH
DAG.

s ETHRIMAGARTRHIFE plugins. zip X L% F| Amazon S3 F##E , BSH B ENE
.

£/ Lambda DAGs EH## 1TRAH

LRI RBIER AWS Lambda BEKERIRER Apache Airflow CLI & H7E Amazon MWAA 135 /i F
BEEHE (DAG) .

£33
* RA
. FREMH

* Permissions
AR
S EENY

[N

&7 LAE Python 3.10 AT LR HB R HI5 Apache Airflow v2 —& M , 7 Python 3.11 F &
Apache Airflow v3 — 2,

FRFAF
EEAURBRG], BAH :

« £ Amazon MWAA IRENHEMEZ G R ER .
- AR Python E1TH8IZ —4 Lambda B,

(® Note

R Lambda EEH Amazon MWAA 3354 FE— VPC 1, M AT AERAEME L
FEALLRB, NFAREE , Lambda MBI ITABEEIREEA Amazon Elastic
Compute Cloud ( Amazon EC2 ) CreateNetworkInterface AP| #2/ERIIX PR, &0 LAfE R
AWSLambdaVPCAccessExecutionRole AWS-managed &R E&IR LR,

f£f Lambda DAGs #4718 H 306


https://docs.aws.amazon.com/lambda/latest/dg/getting-started.html
https://peps.python.org/pep-0619/
https://peps.python.org/pep-0664/
https://docs.aws.amazon.com/lambda/latest/dg/lambda-python.html
https://console.aws.amazon.com/iam/home?#/policies/arn:aws:iam::aws:policy/service-role/AWSLambdaVPCAccessExecutionRole$jsonEditor
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Permissions

EFEAART LMWK RE , Amazon MWAA BREERIMITAEEE S ENRF BEMIT
airflow:CreateCliToken 4, B LA AmazonMWAAAirflowCliAccess AWS-managed
KBS AL AR

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"airflow:CreateCliToken"
1,
"Resource": "*"
}
]
}

BXEZEE , HZS M Apache Airflow CLI BUE : I 5i# MWAAAIrflow CliAccess,
K F I

E £ Apache Airflow v2 M E S R4 E AL RE , THEM KB, AT aws-mwaa-docker-
images& % Apache Airflow,

A 7=

1. $TF AWS Lambda #Z#|& , ik R https://console.aws.amazon.com/lambda/,
2. M Functions %|&# % Lambda B,
3. EERHIHEL , EFUTREHFGUTREERABTREN

« YOUR_ENVIRONMENT_NAME — Amazon MWAA HZEEZ i,
« YOUR_DAG_NAME - #Z48{ FA#Y DAG & .

import boto3
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https://github.com/aws/amazon-mwaa-docker-images
https://github.com/aws/amazon-mwaa-docker-images
https://console.aws.amazon.com/lambda/
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import http.client

import baseb4

import ast

mwaa_env_name = 'YOUR_ENVIRONMENT_NAME'
dag_name = 'YOUR_DAG_NAME'
mwaa_cli_command = 'dags trigger'

client = boto3.client('mwaa')

def lambda_handler(event, context):
# get web token
mwaa_cli_token = client.create_cli_token(
Name=mwaa_env_name

conn = http.client.HTTPSConnection(mwaa_cli_token['WebServerHostname'])
payload = mwaa_cli_command + " " + dag_name
headers = {
'Authorization': 'Bearer ' + mwaa_cli_token['CliToken'],
'Content-Type': 'text/plain'
}
conn.request("POST", "/aws_mwaa/cli", payload, headers)
res = conn.getresponse()
data = res.read()
dict_str = data.decode("UTF-8")
mydata = ast.literal_eval(dict_str)
return base64.b64decode(mydatal'stdout'])

4, EEHE,

5. &N , A Lambda & & AR

6. ERIF Lambda 2B KINEA T DAG , EfEA Amazon MWAA 12 & & S EIFRER Apache
Airflow Ul R H , REHRITUATIRE -
a. fEiZDAGsWHEL , E5RPHKEEHF B 5 DAG DAGs,

b. HLXEITT , EBERKH DAG ESTHNER, W ABNEEEMIFED invoke_dag Y
RFTES A1 B 3E 5 T

c. HIEHEST , RELRETRERML.
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DAGs A EH Amazon MWAA I35 d1iF A

LT R RHEIBIZE T — Apache Airflow CLI &1, RfF , ZABER— Amazon MWAA HREFH
BB LIRE ( DAG ) £ % — Amazon MWAA /A DAG,

E 3

© R

o FREMH

* Permissions
o KFIN
o REBRHI

MR

SZF LAFE Python 3.10 AR LRI RHIS Apache Airflow v2 —i#2fEH , 1 Python 3.11 5
Apache Airflow v3 —f £,

FRZM

EFEALXT ENRBERS , EFEUATAE

- HMNEELAEME Web IR RINRAY Amazon MWAA 35 | GEEHFIHIRE,
- £ ZB#RRER Amazon Simple Storage Service ( Amazon S3 ) ## R| DAG,

Permissions

EFAETT ENRERG , RENHITABHKIES 62 Apache Airflow CLI TR, &7 LUK
B AWS-managed FE&AmazonMWAAAirflowCliAccessRIRF LN R,

JSON

"Version":"2012-10-17",
"Statement": [
{
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https://peps.python.org/pep-0619/
https://peps.python.org/pep-0664/

Amazon Managed Workflows for Apache Airflow ArfEm

"Effect": "Allow",
"Action": [
"airflow:CreateCliToken"

1,

"Resource": "*"

BXEZEE , HZS M Apache Airflow CLI B : I 5# MWAAAIrflow CliAccess,
K L I

E £ Apache Airflow v2 M E S R4 E AL R, THEM KB, AT aws-mwaa-docker-
images& % Apache Airflow,

A 7=

BT RBRORIREELIMERER DAG £5 — M MEFIHA DAG,

1. EENKE , SMEEM# DAG KB E . Hl :

cd dags
2. SHUTROIMABHAMEERN invoke_dag.py. FABECHERSHRUTE,

* your-new-environment-name— ZEE A DAG W5 —MNAEH B Ko
 your-target-dag-id— &E @A DAG B % — MR HRY DAG ID.

from airflow.decorators import dag, task
import boto3

from datetime import datetime, timedelta
import os, requests

DAG_ID = os.path.basename(__file_ ).replace(".py", "")

@task()
def invoke_dag_task(**kwargs):
client = boto3.client('mwaa')
token = client.create_cli_token(Name='your-new-environment-name')
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url = f"https://{token['WebServerHostname']}/aws_mwaa/cli"
body = 'dags trigger your-target-dag-id'
headers = {
'Authorization' : 'Bearer ' + token['CliToken'],
'Content-Type': 'text/plain'
}

requests.post(url, data=body, headers=headers)

@dag(
dag_id=DAG_ID,
schedule_interval=None,
start_date=datetime(2022, 1, 1),
dagrun_timeout=timedelta(minutes=60),
catchup=False

)
def invoke_dag():
t = invoke_dag_task()

invoke_dag_test = invoke_dag()

3. JE1TEAT AWS CLI @8 5F DAG EHIZIHEMFEM , AEEM Apache Airflow B S EARLR
DAG.

aws s3 cp your-dag.py s3://your-environment-bucket/dags/

4. IR DAG KIhiz1T , BFEERLTF invoke_dag_task WESHEFRHUTRABH R H,

[2022-01-01, 12:00:00 PDT] {{python.py:1523}} INFO - Done. Returned value was: None
[2022-01-01, 12:00:00 PDT] {{taskinstance.py:1280}} INFO - Marking task as SUCCESS.
dag_id=invoke_dag, task_id=invoke_dag_task, execution_date=20220101T120000,
start_date=20220101T120000, end_date=20220101T120000

[2022-01-01, 12:00:00 PDT] {{local_task_job.py:154}} INFO - Task exited with return
code 0

[2022-01-01, 12:00:00 PDT] {{local_task_job.py:264}} INFO - @ downstream tasks
scheduled from follow-on schedule check

BRI DAG REEKIIEA , HSMEFHER Apache Airflow Ul , RBRHATA TR :

a. HZDAGsWHE L , EFIRAPHEERF B R DAG DAGs.

b. HELXEITT , EERKH DAG ETHNERE, WABNEEEMIFESH invoke_dag HY
BB B B S3E T E
c. HILHMEST , RELRETRERML,
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% Amazon RDS for Microsoft SQL Server & Amazon MWAA —i2
£

IEAILAE A Amazon MWAA E#2 3] RDS for SQL Server, AR RBIXEBEH Amazon Managed
Workflows for Apache Airflow 383 #Y DAG iE$#ZE| Amazon RDS for Microsoft SQL Server FEH £
RITEN,

£}

- HRE

- FRFH

i

« Apache Airflow v2 iE 2
- KIBRHB

o BETRMMAL?

[N

A LATE Python 3.10 AR TT L8RI5 Apache Airflow v2 —&fE A , 7 Python 3.1 B &
Apache Airflow v3 — 2,

FRF M

EEAATERARARE  BFEUATRE

« Amazon MWAA IfiE,

« Amazon MWAA Hl RDS for SQL Server £[&—“* Amazon VPC/Liz1T
« Amazon MWAA FRSFEEH VPC L2 HB BB U TEE !
« Amazon MWAA Z£ 4 H 3 Amazon RDS 1433 F Buis 0 89 A 55 1
- HERM Amazon MWAA E| RDS FF kw0 1433 #9 H s AN

« RDS for SQL Server B Apache Airflow E#ER R T £ 2 i 2 2/ Z## Amazon RDS SQL R$ 88
BIEENENSR. wO. ARBNRE,

Amazon RDS fR%5 88 312


https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/CHAP_SQLServer.html
https://peps.python.org/pep-0619/
https://peps.python.org/pep-0664/
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KBTI

BHERAATHHNRGARHE  BFUATHRBIUMNZE requirements.txt, ETHRESZEE , TSR
Z % Python K,

apache-airflow-providers-microsoft-mssql==1.0.1
apache-airflow-providers-odbc==1.0.1
pymssql==2.2.1

Apache Airflow v2 iE1£

MR ETE Apache Airflow v2 FERERE |, HHER Airflow EENRITEUATREX !

1. E# ID : mssql_default

2. EEEH . Amazon Web Services
3. =E#l: YOUR_DB_HOST

4. ZFY:

5. &% EEA

6. Zg:

7. w0 : 1433

8. MIpnMKEIN

TNl
1. EGSERTRET , $MEF6# DAG RIBME ., flu :

cd dags
2. SHEUTRBRAINVNE , AELX#SEHFN sql-server.py,

Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.

Permission is hereby granted, free of charge, to any person obtaining a copy of
this software and associated documentation files (the "Software"), to deal in
the Software without restriction, including without limitation the rights to
use, copy, modify, merge, publish, distribute, sublicense, and/or sell copies of
the Software, and to permit persons to whom the Software is furnished to do so.
THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR

BT
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IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS
FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR
COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER
IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN
CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.
import pymssql

import logging

import sys

from airflow import DAG

from datetime import datetime

from airflow.operators.mssql_operator import MsSqlOperator

from airflow.operators.python_operator import PythonOperator

default_args = {
'owner': 'aws',
'depends_on_past': False,
'start_date': datetime(2019, 2, 20),
'provide_context': True

dag = DAG(
'mssql_conn_example', default_args=default_args, schedule_interval=None)

drop_db = MsSqglOperator(
task_id="drop_db",
sql="DROP DATABASE IF EXISTS testdb;",
mssql_conn_id="mssql_default",
autocommit=True,
dag=dag

create_db = MsSqlOperatox(
task_id="create_db",
sql="create database testdb;",
mssql_conn_id="mssql_default",
autocommit=True,
dag=dag

create_table = MsSqglOperator(
task_id="create_table",
sql="CREATE TABLE testdb.dbo.pet (name VARCHAR(20), owner VARCHAR(20));",
mssql_conn_id="mssql_default",

R RB
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autocommit=True,
dag=dag

insert_into_table = MsSqlOperator(
task_id="insert_into_table",
sql="INSERT INTO testdb.dbo.pet VALUES ('Olaf', 'Disney');",
mssql_conn_id="mssql_default",
autocommit=True,
dag=dag

def select_pet(**kwargs):
try:
conn = pymssql.connect(
server="'sampledb.<xxxxxx>.<region>.rds.amazonaws.com',
user="'admin',
password='<yoursupersecretpassword>',
database="'testdb'

# Create a cursor from the connection

cursor = conn.cursor()

cursor.execute("SELECT * from testdb.dbo.pet")
row = cursor.fetchone()

if row:
print(row)
except:
logging.error("Error when creating pymssql database connection: %s",
sys.exc_info()[0])

select_query = PythonOperator(
task_id='select_query',
python_callable=select_pet,
dag=dag,

drop_db >> create_db >> create_table >> insert_into_table >> select_query
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BETRMEAA?

« BTHRIMAGAREIFE requirements. txt X4 L& 2 Amazon S3 F# , HSH 1%
Python K1,

o BT BENMEAREIFE DAG K12 L& Z) Amazon S3 1F#E @K dags XX |, BESR RN EH
DAG.

o X RBIEAFNE A pymssql EHR R,

« 7£ {Apache Airflow ZZ15r) FIFA 7 EIMAIFEA mssql_operator FE4FEHR Microsoft SQL ##E
EEHh 4T SQL X3,

£ Amazon MWAA 5 Amazon EKS —i2{#

AT ROER T t4aF Amazon MWAA 5 Amazon EKS —#&{# M,

£

- WBAE

. EREH

+ #8]2 Amazon EC2 N EHFH

- DIEEHE

« 812 mwaa BB ZEE

« Amwaa i BZHBEAE

« BIEHH I Amazon EKS &K IAM A6
+ BIE requirements.txt X4

+ 7 Amazon EKS 2 & 2R 5

+ 8% kubeconfig

.« BIE DAG

« JF DAG # kube_config.yaml % M%) Amazon S3 i@+
- BRAAME R

[N

A LATE Python 3.10 A ATT LB RIS Apache Airflow v2 —#2ff , 1£ Python 3.11 5
Apache Airflow v3 —f 2,
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https://pymssql.readthedocs.io/en/stable/pymssql_examples.html
https://airflow.apache.org/docs/apache-airflow/1.10.12/_api/airflow/operators/mssql_operator/index.html?highlight=mssqloperator#airflow.operators.mssql_operator.MsSqlOperator
https://peps.python.org/pep-0619/
https://peps.python.org/pep-0664/

Amazon Managed Workflows for Apache Airflow ArfEm

FRF M

EFEAXTEFNRE  BFREUTAR

« Amazon MWAA ¥R3E,
« eksctle ETHMEZEER , HS %% ekscllo
« kubectl, ETHREZEER , HSHETEMNIEE kubectl, EELEERT , ERE eksctl —BELEMN,

. FEE0IE Amazon MWAA FRE R Kt i) EC2 B4AX, ETRESES | BEHAERS A4
5t

O

(® Note
£ eksctl HE , AILER --profile , BUSERIARE X UNNE E X H.

#|2 Amazon EC2 N E%4A

FAUTHS , UNREZAXNPAUBLEER.
ssh-keygen -y -f myprivatekey.pem > mypublickey.pub

ETHRENGEE  BZHAREBANNLEER,

B LR

FAUTHSRUEESH., IRCHEENEREENENIEHMXENEER | FEREMAXE
B, BUNEEEEE Amazon MWAA IMENEI— X ol 2 E8 . BRFANE K FHS5EAT
Amazon MWAA # Amazon VPC &R FRHEEE, &R ssh-public-key HWEUTEEFERADN
24, B LAMERMVTRE—XiEH Amazon EC2 RIIIEZ4A |, th AJLATE 8] Amazon MWAA IR3E
Y R — X i3 8 2 #2540

eksctl create cluster \

--name mwaa-eks \

--region us-west-2 \

--version 1.18 \
--nodegroup-name linux-nodes \
--nodes 3 \

--nodes-min 1 \

FRFZ M 317


https://docs.aws.amazon.com/eks/latest/userguide/getting-started-eksctl.html#install-eksctl
https://kubernetes.io/docs/tasks/tools/install-kubectl/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-key-pairs.html#prepare-key-pair
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-key-pairs.html#prepare-key-pair
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-key-pairs.html#retrieving-the-public-key
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--nodes-max 4 \

--with-oidc \

--ssh-access \

--ssh-public-key MyPublicKey \

--managed \

--vpc-public-subnets "subnet-11111111111111111, subnet-2222222222222222222" \
--vpc-private-subnets "subnet-33333333333333333, subnet-44444444444444444"

EREFNCRFZ-—REE. TRE, EUUEAATHSRIEEFHRTERIUIEHABET IAM
OIDC &4t

eksctl utils associate-iam-oidc-provider \
--region us-west-2 \

--cluster mwaa-eks \

--approve

B2 mwaa TR Z=E]
BINEHCK NSRS , FAUTHSH pod 8/ E ZEH,

kubectl create namespace mwaa

N mwaa TREZEHEERE

BB A ZE /G , £ EKS LA AE MWAA 58 Z=[E FIZ1T pod B Amazon MWAA AFGIZ A&
ABHE, MREBAGEZREATFENER , BF -n mwaa PH mwaa EMBR AN EFERAN S

cat << EOF | kubectl apply -f - -n mwaa
kind: Role
apiVersion: rbac.authorization.k8s.io/v1l
metadata:
name: mwaa-role
rules:

- apiGroups:

- Ilappsll

- "batch"

- "extensions"
resources:

- Iljobsll

12 mwaa B %A 318
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- "pods"

- "pods/attach"

- "pods/exec"
"pods/log"
"pods/portforward"
"secrets"

- "services"
verbs:

- "create"

- "delete"

- "describe"

- "get"

- "list"

- "patch"

- "update"
kind: RoleBinding
apiVersion: rbac.authorization.k8s.io/v1l
metadata:

name: mwaa-role-binding

subjects:

- kind: User
name: mwaa-service
roleRef:
kind: Role

name: mwaa-role

apiGroup: rbac.authorization.k8s.io
EOF

BITATHSRBINFAEETLGE Amazon EKS £8, NMRESEFERAUTEN , BS54 ERALER
& Mmwaa :

kubectl get pods -n mwaa --as mwaa-service
FBLWE-REENTHENHEER

No resources found in mwaa namespace.

B2 K 10 Amazon EKS £&H IAM B &

BHMBIE—N IAM B | REFHSESR Amazon EKS ( k8s ) 8 , X ZA®TREET IAM 3#
TEHRIE. ZAGRATERER  SEEMEHED AP BANNRE,

B2 H K0 Amazon EKS £&H IAM B 319
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RAriEmE

£/ Amazon MWAA HITAE RS IR Amazon MWAA IREBIEZFT AR, B , SELIZER N
ZERPHERYREE , UM IS T R

JSON

"Version":"2012-10-17",

"Statement": [

{
"Effect":
"Action":

"Resource": "arn:aws:airflow:us-east-1:111122223333:environment/

${MWAA_ENV_NAME}"

},

{
"Effect":
"Action":

"Resource"

"Allow",
"airflow:PublishMetrics",

llDenyll ,
"s3:ListAl1lMyBuckets",
: [

"arn:aws:s3:::{MWAA_S3_BUCKET}",
"arn:aws:s3:::{MWAA_S3_BUCKET}/*"

"Effect":
"Action":

"Allow",
[

"s3:GetObject*",
"s3:GetBucket*",
"s3:List*"

1,

"Resource"

|

"arn:aws:s3:::{MWAA_S3_BUCKET}",
"arn:aws:s3:::{MWAA_S3_BUCKET}/*"

"Effect":
"Action":
"logs
"logs

"logs
"logs
"logs

"Allow",
[

:CreatelLogStream",
:CreatelLogGroup",
"logs:
:GetLogEvents",
:GetLogRecord",
:GetLogGroupFields",

PutLogEvents",

B2 H K0 Amazon EKS £&H IAM B

320



Amazon Managed Workflows for Apache Airflow ArfEm

"logs:GetQueryResults",
"logs:DescribelLogGroups"
1,
"Resource": [
"arn:aws:logs:us-east-1:111122223333:10og-group:aixflow-
${MWAA_ENV_NAME}-*"
]
}I

{
"Effect": "Allow",

"Action": "cloudwatch:PutMetricData",
"Resource": "*"

"Effect": "Allow",

"Action": [
"sqgs:ChangeMessageVisibility",
"sqs:DeleteMessage",
"sqs:GetQueueAttributes”,
"sqs:GetQueuelrl",
"sqs:ReceiveMessage",
"sqs:SendMessage"

1,

"Resource": "arn:aws:sqs:us-east-1:*:airflow-celery-*"

"Effect": "Allow",
"Action": [
"kms :Decrypt",
"kms :DescribeKey",
"kms : GenerateDataKey*",
"kms :Encrypt"
1,
"NotResource": "arn:aws:kms:*:111122223333:key/*",
"Condition": {
"StringlLike": {
"kms:ViaService": [
"sqs.us-east-1.amazonaws.com"

1

"Effect": "Allow",

B2 H K0 Amazon EKS £&H IAM B 321
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"Action": [
"eks:DescribeCluster"

1,

"Resource": "arn:aws:eks:us-east-1:111122223333:cluster/
${EKS_CLUSTER_NAME}"
}
]

tIEBERE , &RiE Amazon MWAA IRME | ERZGIEZNABENRENNITAEC. EEXAE , ik
BEEANKTE, SEUUENR TERERTAG,

2 0[] &2 -

« At ARNs BE—/BHRIZE , FEBRETLEET Amazon EKS #{TEMRIE, BRAZEZEFIHEIE
REAR  MARMER Amazon MWAA BCRIBZNRS AR, ETHMEZEER |, 55 aws-auth
ConfigMap 3 ARN B2 Er K wARENABTEEH

o WR IAM F3&F Amazon MWAA BRFFIEK , NIFEEEERZARSEE , Hla0 Amazon EC2 , ARG
EHZAGHNEETRBUALEUTAR

JSON

{
"Version":"2012-10-17",

"Statement": [
{
"Effect": "Allow",
"Principal": {

"Sexvice": [
"airflow-env.amazonaws.com",
"airflow.amazonaws.com"

]

}I

"Action": "sts:AssumeRole"

ETHEZER , BZRNFE IAM B ERAEERRK.

B2 H K0 Amazon EKS £&H IAM B 322
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B2 requirements.txt 3X#

EFEAATHHNRANRE  BBMARCH requirements. txt FFRMTUATHIEFELETc—. ETH
BZEE , BSH L% Python ki,

kubernetes
apache-airflow[cncf.kubernetes]==3.0.0

7 Amazon EKS |7 & 19 B 5+

FREEUTHSTAENAEN ARN I Amazon EKS 8l 5 HME, NXiBus-east-1E kN 4l
BUENXE, BRAEMW ARN , a8 #fmwaa-execution-role AR ERNHITAE,

eksctl create iamidentitymapping \

--region us-east-1 \

--cluster mwaa-eks \

--arn arn:aws:iam::123456789012:role/mwaa-execution-role \
--username mwaa-service

£/%# kubeconfig
FERAUTH SR kubeconfig :

aws eks update-kubeconfig \
--region us-west-2 \

--kubeconfig ./kube_config.yaml \
--name mwaa-eks \

--alias aws

WMRBIEZIT update-kubeconfig BREA THEWEE X4 , MFEEHERRINE kube_config.yaml
XHHH env: D, BT FHEE Amazon MWAA R IEEEET. At , EMNXHEDRBRATHRE ,
RERERRE -

env:
- name: AWS_PROFILE
value: profile_name

212 DAG
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Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.

Permission is hereby granted, free of charge, to any person obtaining a copy of
this software and associated documentation files (the "Software"), to deal in
the Software without restriction, including without limitation the rights to

use, copy, modify, merge, publish, distribute, sublicense, and/or sell copies of

the Software, and to permit persons to whom the Software is furnished to do so.
THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR

IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS

FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR

COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER
IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN

CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

from airflow import DAG

from datetime import datetime

from airflow.providers.cncf.kubernetes.operators.kubernetes_pod import
KubernetesPodOperator

default_args = {
'owner': 'aws',
'depends_on_past': False,
'start_date': datetime(2019, 2, 20),
'provide_context': True

dag = DAG(
'kubernetes_pod_example', default_args=default_args, schedule_interval=None)

#use a kube_config stored in s3 dags folder for now
kube_config_path = '/usr/local/airflow/dags/kube_config.yaml'

podRun = KubernetesPodOperator(
namespace="mwaa",
image="ubuntu:18.04",
cmds=["bash"],
arguments=["-c", "1ls"],
labels={"foo": "bar"},
name="mwaa-pod-test",
task_id="pod-task",
get_logs=True,
dag=dag,
is_delete_operator_pod=False,

Bl DAG
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config_file=kube_config_path,
in_cluster=False,
cluster_context="'aws'

)

£ DAG # kube_config.yaml #11E| Amazon S3 FfEHE =+

FHEBIEH DAG F kube_config.yaml X#H A Amazon MWAA H5EH Amazon S3 F& .

&7 LAE A Amazon S3 %] &5 AWS Command Line Interfacef i A X BAF R+
5 R fh R Rl

£ Apache Airflow |, BRIZT6 , AENHEAKXR,

Bzt HERE , EAU TSR Pod :

kubectl get pods -n mwaa
ERIREETARRLA B

NAME READY STATUS RESTARTS AGE
mwaa-pod-test-aallbb22cc3344445555666677778888 0/1 Completed @ 2m23s

RiE , BUERANL T TRIE Pod WfH, BREMEERN - TEEMNE !

kubectl logs -n mwaa mwaa-pod-test-aallbb22cc3344445555666677778888

£ ECSOperatox i%£3# Amazon ECS

WEBNZMMAM Amazon MWAA 5 ECSOperator iE#F| Amazon Elastic Container
Service ( Amazon ECS ) B, EUTHRY , BFEAKENHITACHMFTENNIER , £H
CloudFormation # 4R 8|2 Amazon ECS Fargate & , &G 8IEH X EZIFEHMN DAG,

£l

© BRAE

- EREH

* Permissions

« Bl# Amazon ECS £

¥ DAG # kube_config.yaml #iNZ| Amazon S3 Tt #E
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« KB RHG

[N

&7 LAE Python 3.10 FEATT LR EB R HI5 Apache Airflow v2 —# M , 1€ Python 3.11 F 5
Apache Airflow v3 —#2f# .,

FRZM

EEALATEARARE  BFEUATRE

« Amazon MWAA IfiE,

Permissions

- RENHNITABEENPRFEERE Amazon ECS Fiz1TES . BAILURF Amazonecs  FullAccess

AWSHE R MEZNHRTAE , BB TR FEMMBENHITAE,
JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "VisualEditor0",
"Effect": "Allow",
"Action": [
"ecs:RunTask",
"ecs:DescribeTasks"
]I
"Resource": "*"
}I
{
"Action": "iam:PassRole",
"Effect": "Allow",
"Resource": [
wan
]I
"Condition": {
"StringLike": {
"iam:PassedToSexrvice": "ecs-tasks.amazonaws.com"
TS 326
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}

}

« BR T A I01E Amazon ECS REITESFIBEMNRS | 818 AT UEH Amazon MWAA TR B F R
CloudWatch BEERBEFER |, LLAFIAE Amazon ECS F&5 BEA , I FATR. Amazon ECS A&
AP M CloudFormation ##x fll Ethe section called “fl 2 Amazon ECS £E7,

"Effect": "Allow",

"Action": [

"logs:CreatelLogStream",
"logs:CreatelLogGroup",
"logs:PutLogEvents",
"logs:GetLogEvents",
"logs:GetLogRecord",
"logs:GetLogGroupFields",
"logs:GetQueryResults"

1,

"Resource": [
"arn:aws:logs:us-east-1:123456789012:1og-group:airflow-environment-name-*",
"arn:aws:logs:*:*:log-group:ecs-mwaa-group:*"

]

}

BX Amazon MWAA HITAE , URINAMINKEEHNESER  FS5H HTAE.
£12 Amazon ECS £
AL CloudFormation #84x , #fF#3% — 4 Amazon ECS Fargate 5£8 , A T/ Amazon

MWAA ITHE7RE. BEXEZEE , 50 (Amazon Elastic Container Service FF & A R 1Em) FHI6I
B MMESEN.

1. AIE—NMNEEUTHREBE JSON X4 , HFZXHSEN ecs-mwaa-cfn.json,

"AWSTemplateFormatVersion": "2010-09-09",
"Description": "This template deploys an ECS Fargate cluster with an Amazon
Linux image as a test for MWAA.",
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"Parameters": {

"VpcId": {
"Type": "AWS::EC2::VPC::Id",
"Description": "Select a VPC that allows instances access to ECR, as
used with MwWAA."
1,

"SubnetIds": {
"Type": "List<AWS::EC2::Subnet::Id>",
"Description": "Select at two private subnets in your selected VPC, as
used with MWAA."
},
"SecurityGroups": {
"Type": "List<AWS::EC2::SecurityGroup::Id>",

"Description": "Select at least one security group in your selected
VPC, as used with MWAA."
}
},
"Resources": {
"Cluster": {
"Type": "AWS::ECS::Cluster",
"Properties": {
"ClusterName": {
"Fn::Sub": "${AWS::StackName}-cluster"
}
}
I
"LogGroup": {
"Type": "AWS::Logs::LogGroup",
"Properties": {
"LogGroupName": {
"Ref'": "AWS::StackName"
I
"RetentionInDays": 30
}
},

"ExecutionRole": {
"Type": "AWS::IAM::Role",
"Properties": {
"AssumeRolePolicyDocument": {
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "ecs-tasks.amazonaws.com"
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}I

"Action": "sts:AssumeRole"

iy
"ManagedPolicyArns": [
"arn:aws:iam::aws:policy/service-role/
AmazonECSTaskExecutionRolePolicy"

]

},
"TaskDefinition": {
"Type": "AWS::ECS::TaskDefinition",
"Properties": {
"Family": {
"Fn::Sub": "${AWS::StackName}-task"

},
"Cpu": 2048,
"Memory": 4096,
"NetworkMode": "awsvpc",
"ExecutionRoleArn": {
"Ref": "ExecutionRole"
},
"ContainerDefinitions": [
{
"Name": {

"Fn::Sub": "${AWS::StackName}-container"

.
"Image": "137112412989.dkr.ecr.us-east-1.amazonaws.com/
amazonlinux:latest",

"PortMappings": [

{
"Protocol": "tcp",
"ContainerPort": 8080,
"HostPort": 8080
}
1,
"LogConfiguration": {
"LogDriver": "awslogs",
"Options": {

"awslogs-region": {
"Ref": "AWS::Region"
1,

"awslogs-group": {
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"Ref": "LogGroup"

},
"awslogs-stream-prefix":
}
}
}
1,
"RequiresCompatibilities": [
"FARGATE"
]

I
"Service": {
"Type": "AWS::ECS::Service",
"Properties": {
"ServiceName": {

"Fn::Sub": "${AWS::StackName}-service"

iy
"Cluster": {

"Ref": "Cluster"
iy

"TaskDefinition": {
"Ref": "TaskDefinition"
.
"DesiredCount": 1,
"LaunchType": "FARGATE",
"PlatformVersion": "1.3.0",
"NetworkConfiguration": {
"AwsvpcConfiguration": {
"AssignPublicIp": "ENABLED",
"Subnets": {
"Ref": "SubnetIds"
},
"SecurityGroups": {
"Ref": "SecurityGroups"

ecs

#2 Amazon ECS £
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2. EWTRERAT , FAMUT AWS CLI s S oIk, B4IF SecurityGroups M
SubnetIds WEH®R N Amazon MWAA IREMN L AR FRRIE,

aws cloudformation create-stack \

--stack-name my-ecs-stack --template-body file://ecs-mwaa-cfn.json \

--parameters ParameterKey=SecurityGroups,ParametexValue=your-mwaa-security-group \
ParameterKey=SubnetlIds, ParametexValue=your-mwaa-subnet-1\\, your-mwaa-subnet-1 \
--capabilities CAPABILITY_IAM

RNE , BEULUERLLT Shell BZA : ZBAFEHAget-environment AWS CLI i SR RIFEN R
2EMFMAENE  RAEHENBARER, EETEZHAE , FETUATHR.

a. EFIAFFEREFES CloudFormation EHEiRHEEH B %+, ecs-stack-helper.sh

#!/bin/bash

joinByString() {
local separator="$1"
shift
local first="$1"
shift
printf "%s" "$first" "${@/#/$separator}"

response=$(aws mwaa get-environment --name $1)

securityGroupId=$(echo "$response" | jq -r
' .Environment.NetworkConfiguration.SecurityGroupIds[]"')
subnetIds=$(joinByString '\,' $(echo "$response" | jq -r
' .Environment.NetworkConfiguration.SubnetIds[]'))

aws cloudformation create-stack --stack-name $2 --template-body file://ecs-
cfn.json \

--parameters ParameterKey=SecurityGroups,ParameterValue=$securityGroupId \
ParameterKey=SubnetIds,ParameterValue=$subnetIds \

--capabilities CAPABILITY_IAM

b. FRAUTHEEZETZMA, ¥ environment-name F stack-name Fi W EBHELE,

chmod +x ecs-stack-helper.sh
./ecs-stack-helper.bash environment-name stack-name
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MR , BHFSZEUTEREHNE CloudFormation #4% ID B4 o

"StackId": "arn:aws:cloudformation:us-west-2:123456789012:stack/my-ecs-
stack/123456e7-8ab9-01cd-b2fb-36cce63786¢c9"

}

1£ CloudFormation & 5T 3 AWS Fiift B Amazon ECS &R/ , B T AN £ 28 DAG
T

BRI

1. IFASBSRIMT , RAESMEfF4# DAG KBHE F. i

cd dags

2. EFILUTRERFNABRHNEARM SEN mwaa-ecs-operator.py , REREH DAG LEE
Amazon S3,

from http import client

from airflow import DAG

from airflow.providers.amazon.aws.operators.ecs import ECSOperator
from airflow.utils.dates import days_ago

import boto3

CLUSTER_NAME="mwaa-ecs-test-cluster" #Replace value for CLUSTER_NAME with your
information.

CONTAINER_NAME="mwaa-ecs-test-container" #Replace value for CONTAINER_NAME with
your information.

LAUNCH_TYPE="FARGATE"

with DAG(
dag_id = "ecs_fargate_dag",
schedule_interval=None,
catchup=False,
start_date=days_ago(1)
) as dag:
client=boto3.client('ecs')
services=client.list_services(cluster=CLUSTER_NAME, launchType=LAUNCH_TYPE)
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service=client.describe_services(cluster=CLUSTER_NAME, services=services['serviceArns'])

ecs_operator_task = ECSOperator(
task_id = "ecs_operator_task",
dag=dag,
cluster=CLUSTER_NAME,
task_definition=service['services'][@]['taskDefinition'],
launch_type=LAUNCH_TYPE,
overrides={
"containerOverrides": [

{
"name" : CONTAINER_NAME,

"command":["1ls", "-1", "/"],
iy
15
iy

network_configuration=service['services'][@]['networkConfiguration'],
awslogs_group="mwaa-ecs-zero",
awslogs_stream_prefix=f"ecs/{CONTAINER_NAME}",

(@ Note
£ DAG BRI | 33F awslogs_group , & AIgEEE#E A Amazon ECS 1
SHEHEHNBEHRENBETH, RAIFRIREN mwaa-ecs-zero WHEKH, TF
awslogs_stream_prefix , ffF Amazon ECS % HER IR, % RHHRIE H &R AT
&N ecs,

3. EITHLT AWS CLI a5 5 DAG EFIZISMRENF6EM , R/RfEM Apache Airflow fiF SREfRA
DAG.

aws s3 cp your-dag.py s3://your-environment-bucket/dags/

4. MR , B9 ecs_fargate_dag DAG WES BEFERME , LT
ecs_operator_task WESBEFHWUTAR :

[2022-01-01, 12:00:00 UTC] {{ecs.py:300}} INFO - Running ECS Task -
Task definition: arn:aws:ecs:us-west-2:123456789012:task-definition/mwaa-ecs-test-
task:1 - on cluster mwaa-ecs-test-cluster
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[2022-01-01, 12:00:00 UTC] {{ecs-operator-test.py:302}} INFO - ECSOperator

overrides:

{'containerOverrides':

'/'131}

[2022-01-01, 12:00:

[{'name":

00 UTC] {{ecs.py:3793}} INFO

e012340b5el1b43c6a757cf@12c635935

[2022-01-01,
[2022-01-01,
52
[2022-01-01,
Irwxrwxrwx
[2022-01-01,

XIT-X 2 root root

[2022-01-01, 12:00:

XI-X 5 root root

[2022-01-01, 12:00:

XIT-X 1 root root

[2022-01-01, 12:00:

XIT-X 2 root root

[2022-01-01, 12:00:
root root

lrwxrwxrwx 1

lrwxrwxrwx 1

XIT-X 2 root root

[2022-01-01, 12:00:

XIT-X 2 root root

[2022-01-01, 12:00:

XIT-X 2 root root

[2022-01-01, 12:00:

XIT-X 2 root root

[2022-01-01, 12:00:

Xxr-x 103 root root

[2022-01-01, 12:00:
2 root root 4096 Apr
[2022-01-01, 12:00:

x-\-\-

XIT-X 2 root root

[2022-01-01, 12:00:
1 root root

lrwxrwxrwx

12:00:
12:00:

12:00:
1 root root
12:00:

root root
[2022-01-01, 12:00:

00 UTC] {{ecs.py:313}} INFO
00 UTC] {{ecs.py:119}} INFO

00 UTC] {{ecs.py:119}} INFO

00 UTC] {{ecs.py:119}}
4096 Apr 9 2019 boot
00 UTC] {{ecs.py:119}}

340 Jul 19 17:54 dev
00 UTC] {{ecs.py:119}}
4096 Jul 19 17:54 etc
00 UTC] {{ecs.py:119}}
4096 Apr 9 2019 home
00 UTC] {{ecs.py:119}}

INFO

INFO

INFO

INFO

INFO

00 UTC] {{ecs.py:119}} INFO

4096 Jun 13 18:51 local

00 UTC] {{ecs.py:119}} INFO

4096 Apr 9 2019 media

00 UTC] {{ecs.py:119}} INFO

4096 Apr 9 2019 mnt

00 UTC] {{ecs.py:119}} INFO

4096 Apr 9 2019 opt

00 UTC] {{ecs.py:119}} INFO
© Jul 19 17:54 proc

00 UTC] {{ecs.py:119}} INFO

9 2019 root

00 UTC] {{ecs.py:119}} INFO

4096 Jun 13 18:52 run

00 UTC] {{ecs.py:119}} INFO

7 Jun 13 18:51 bin

'mwaa-ecs-test-container’,

8 Jun 13 18:51 sbin

[2022-01-01, 12:00:00 UTC] {{ecs.py:119}} INFO -

XIT-X 2 root root

4096 Apr 9 2019 srv

ECS task ID is:

'command':

Starting ECS Task Log
17:54:03

[2022-07-19,
[2022-07-19,
-> usr/bin
[2022-07-19,
[2022-07-19,
[2022-07-19,

[2022-07-19,

[2022-07-19,

7 Jun 13 18:51 1lib -> usr/lib
[2022-01-01, 12:00:00 UTC] {{ecs.py:119}} INFO - [2022-07-19, 17:
9 Jun 13 18:51 1ib64 -> usr/libé64

[2022-07-19,

[2022-07-19,

[2022-07-19,

[2022-07-19,

[2022-07-19,

[2022-07-19,

[2022-07-19,

[2022-07-19,

-> usr/sbin
[2022-07-19,

17:54:03

17:

17:

17:

17:

17:

17:

17:

17:

17:

17:

17:

17:

17:

17:

54

54

54

54

54

54

54

54

54

54

54

54

54

54

54

03

103

03

03

03

03

03

03

03

03

03

03

03

03

03

['1ls',

Fetcher

uTC]

uTC]

uTC]

uTC]

uTC]

uTC]

uTC]

uTC]

uTC]

uTC]

uTC]

uTC]

uTC]

uTC]

uTC]

uTC]

uTC]

total

dr-xr-

drwxr-

drwxr-

drwxr-

drwxr-

drwxr-

drwxr-

drwxr-

dr-xr-

dr-xr-

drwxr-

drwxr-

I_ll’
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[2022-01-01, 12:00:00 UTC] {{ecs.py:119}} INFO - [2022-07-19, 17:54:03 UTC] dr-xr-
Xxr-x 13 root root @ Jul 19 17:54 sys

[2022-01-01, 12:00:00 UTC] {{ecs.py:119}} INFO - [2022-07-19, 17:54:03 UTC]
drwxrwxrwt 2 root root 4096 Jun 13 18:51 tmp

[2022-01-01, 12:00:00 UTC] {{ecs.py:119}} INFO - [2022-07-19, 17:54:03 UTC] drwxr-
xr-x 13 root root 4096 Jun 13 18:51 usr

[2022-01-01, 12:00:00 UTC] {{ecs.py:119}} INFO - [2022-07-19, 17:54:03 UTC] drwxr-
xr-x 18 root root 4096 Jun 13 18:52 var

[2022-01-01, 12:00:00 UTC] {{ecs.py:328}} INFO - ECS Task has been successfully
executed

£ Amazon MWAA i dbt

ARFEBUER T WAITE Amazon MWAA AR dbt F Postgres, FEATE IR |, G FTE BV TUR N
F requirements.txt § , F R RHl dbt B H L& FFER Amazon S3 7M. RiE , LRERAT
5l DAG k¥ UE Amazon MWAA BB B RFEMKEIT , &/5FEA BashOperator Kiz1T dot T E,

e

« BRA

FREH

I

+f dbt 1 B £ 4Z | Amazon S3

£/ DAG RiF dbt fkBIIH LB

£/ DAG Kiz17 dbt T E

R

SR BAE Python 3.10 ARFATT L 28 R 615 Apache Airflow v2 —i#2fEf , 7 Python 3.11 1 5
Apache Airflow v3 —i#2# .,

FTRZM

EXRUATERZE , EFEERUTRL

1£ Amazon MWAA £/ dbt 335
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- M Apache Airflow v2.2.2 ) Amazon MWAA 385, LRBIERE , FHEMA v2.2.2 31T 7 M=,
BRI BEEEE N RBILLEH M Apache Airflow iR —RE A,

« dbt W B ~l. EFRTE Amazon MWAA F{ER dbt , RATABIE —/N2 X H M dbt-labs T FE
k& dbt AI'JTE, GitHub

KBTI

1 Amazon MWAA 5 dot Bt &R , BRAUATEIMARMEREF, ETHREZSEERE , BSHE
Amazon MWAA HfER B A,

#!/bin/bash

if [[ "${MWAA_AIRFLOW_COMPONENT}" != "worker" 1]
then
exit @
fi

echo M---mm e - "
echo "Installing virtual Python env"
echo M---mm e - "

pip3 install --upgrade pip

echo "Current Python version:"
python3 --version

echo

sudo pip3 install --user virtualenv
sudo mkdir python3-virtualenv

cd python3-virtualenv

sudo python3 -m venv dbt-env

sudo chmod -R 777 *

echo M---mm e e "
echo "Activating venv in"
$DBT_ENV_PATH

echo M---mmmm - "

source dbt-env/bin/activate
pip3 list
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echo M---mm - "
echo "Installing libraries..."
echo N o o e o e e e o e o e e e e e e e e e e e 2 n

# do not use sudo, as it will install outside the venv
pip3 install dbt-redshift==1.6.1 dbt-postgres==1.6.1

echo L n
echo "Venv libraries..."

echo L n
pip3 list

dbt --version
echo M---mm - "
echo "Deactivating venv..."

echo N o o e o e e e o e o e e e e e e e e e e e 2 n

deactivate

EUTEY G | @A dbt TIE B £ L& %] Amazon S3 #1=1T DAG R Amazon MWAA 2B E K
IWREFFER dbt Ak,

£ dbt I B /&£ %] Amazon S3

N T EEHIE Amazon MWAA SREARER dbt BB |, BT EATE B X EEFFREMN dags XHR
. HIREFFHAT , Amazon MWAA &35 dbt B F TFEFIAH# usr/local/airflow/dags/ X

\l/
o

B3 dbt 1B L& %] Amazon S3 , HHITUTEE

1.
2.

S EIETE dbt ANMIME K E .

ZE{TELT Amazon S3 AWS CLI @4 , A --recursiveS L3 IA AN N E A B S H2EH
HEdags R, ZHPLUE—IMEN dbt WFER , BULLREATME dot B, MBEF
BREZLKFE , WA XHEHEFHZIMNEERD , HAFLLEHBE R, ZHSELREZBEA
B dbt BRFGIE—NMNFB F.

aws s3 cp dbt-starter-project s3://amzn-s3-demo-bucket/dags/dbt/dbt-starter-project
--recursive

ERLANTE FEFRERATENE , UEHE dbt REFHEHERZA dbt T H,

fF dbt I B L& 2| Amazon S3 337
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£/ DAG W iF dbt {1k IN fY £ %

AN DAG f£/ BashOperator # bash a5 % REUE Amazon MWAA 2R BRI R
requirements.txt FIEEM dbt I,

from airflow import DAG
from airflow.operators.bash_operator import BashOperator
from airflow.utils.dates import days_ago

with DAG(dag_id="dbt-installation-test", schedule_interval=None, catchup=False,
start_date=days_ago(l)) as dag:

cli_command = BashOperator(

task_id="bash_command",

bash_command="/usr/local/airflow/python3-virtualenv/dbt-env/bin/dbt --version"

)

PATUTRERTEMES BEARIERBE LR dbt B EMKKI,

1. SME Amazon MWAA 2§l & |, RSN T AIRE SR P IEFRITH Airflow Ul

2. 71£ Apache Airflow Ul £, \BIFRH#HKE] dbt-installation-test DAG , A/ Last Run
Hll sk B HA LT FF £ — NI E S

3. FEAERKRME , & bash_command EEZUITHFES N FHAEE.,

4., EFAFRITAEFHEE , ARRIEAERERIIIE T ENE requirements. txt FIEER
dbt fRR,

£ DAG 3Kiz1T dbt T B

LR DAG {8 BashOperator &M A usr/local/airflow/dags/ B F L& % Amazon S3
B dbt B EHBIATBEARN /tmp BF , AREIE1T dbt TMH, bash i HRIZE—1NB N dbt-starter-
project ¥ Al dbt B, REFELEWE B RWBHEHRE FEMH.

from airflow import DAG
from airflow.operators.bash_operator import BashOperator
from airflow.utils.dates import days_ago

import os

DAG_ID = os.path.basename(__file__).replace(".py", "")

£/ DAG K dbt KB K L% 338



Amazon Managed Workflows for Apache Airflow ArfEm

# assumes all files are in a subfolder of DAGs called dbt

with DAG(dag_id=DAG_ID, schedule_interval=None, catchup=False,
start_date=days_ago(1l)) as dag:

cli_command = BashOperator(

task_id="bash_command",

bash_command="source /usr/local/airflow/python3-virtualenv/dbt-env/bin/activate;\

cp -R /usr/local/airflow/dags/dbt /tmp;\

echo 'listing project files:';\

1s -R /tmp;\

cd /tmp/dbt/mwaa_dbt_test_project;\

/usr/local/airflow/python3-virtualenv/dbt-env/bin/dbt run --project-dir /tmp/dbt/
mwaa_dbt_test_project --profiles-dir ..;\

cat /tmp/dbt_logs/dbt.log;\

rm -rf /tmp/dbt/mwaa_dbt_test_project"

)

AWS BEN#HE

« €A Amazon EKS # Apache Airflow v2.x B Amazon MWAA

AWS BEMEIE
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.
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BHaHR , FEHRIMYE, aws-mwaa-docker-images requirements. txt GitHub

WMAREA, 7 requirements. txt XHIRERH I Apache Airflow v2 IRIE R4 R X
. Apache Airflow AR XHIEE T Apache Airflow & 5 B 0] F B9 1R (152 F AR AN

M Apache Airflow v2.7.2 7738 , ERXH BB E—% --constraint BA., MREREM
HREM , Amazon MWAA FRBIEE—MNIREN , LBREHERPIHAEFSSRIE
EE A Apache Airflow fRAFE R,

EUTREIF |, AAENRAEASERR {environment-version} AR ASHIEREN
Python RAE# {Python-version},

B x5 Apache Airflow S EFRABM Python IRAKER , S H Apache Airflow MRAR,

--constraint "https://raw.githubusercontent.com/apache/airflow/
constraints-{Airflow-version}/constraints-{Python-version}.txt"

MRARXHEEZ xyz==1.0 EFEEFRRFNHEHMEFSFHRE , Wl pip3 install
FREBIEFTRBNEZRENER, NREARESHLREAM , WA E A A8 M
BERPIHREIEA Apache Airflow A4 (RERF. TEREFF Web RS2 ) HEIRA

&, CloudWatch BEx HEERBEHNEZER , S the section called “ii[A] Airflow HE",
Apache Airflow BF &, RINEF T ExtrasRERAK (==), XEBTFHLEERERZERZE
AR EWEF S,

apache-airflow[package-extra]==2.5.1

Python EE, #E requirements.txt XHHFRINBFIBEMARE (==). XBEBTHIEES
RiA PyPi.org Ky future E#f,

library == version

Example boto3 # psycopg2-binary

WRE A FERE B, boto M psycopg2-binary FE2E1E Apache Airflow v2 ERtihR % %%
i, BETE requirements. txt XHFEE,

boto3==1.17.54
boto==2.49.0
botocore==1.20.54

fEF PyPi .org &R X4 1E X L4 Python AR 353
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psycopg2-binary==2.8.6

MBIEENRELZERAE , I Amazon MWAA &% % org FHIFARAKIPYPIE S, AR
AAEESR requirements. txt PN EMAEFEHR,

1EIL= : Python Wheel ( .whl )

Python Wheel 2 —fEF KX , EEXGIEEHRFNGHIE, ¥ Wheel BF 2/ TE Amazon
MWAA A 2RI 7 5E2F LN FA

. REEEFER — WHL THER 4 2P XHEHEIRSEST , RAERETAS , B TREK
#,
¢ BOMRETURNRERFSORARAN, Rt , B% pip LEIEHRITHERERA,

- FEEEYE —WTABEENE , THERTRKREZN , NS Amazon MWAA HREHRE
BRZEAMRATRE . BT FARBIERFERRBEBT , it Xt BHFMARKLL , HEZA
REAEBERENE,

BNBWERAUTEERZE requirements. txt F3RKE Python Wheel #4% (.wh1) # Python &k
RIS

FE

« 7£ Amazon S3 F M LA plugins.zip X

- EAEEE URL £/ WHL X #

- M DAG 62 WHL XX

£ Amazon S3 F#W LA plugins.zip X

Apache Airflow BERF. THEERFRMMERSSR (&M T Apache Airflow v2.2.2 REE R

) ERFHHEEERNINENTEEN Fargate REs LERBENEY , Wik, AWS/usr/
local/airflow/plugins/*Ltid 2 Python KBITIH Amazon MWAA Y pip3 install -
r requirements.txt F Apache Airflow IR B3N ZBIFF#h. plugins.zipX# Al A FEAE
FRERBERTHEFEZEXN XY , REETERAEBEAAFRFIH RN RNEM A4 DAGs,
I , Python B Wheel X, iE$ PEM XH4FEE YAML X,

T—FH N EWMAE Amazon S3 1F##E £ L% plugins. zip XHFH Wheel,

/A PyPi .org TR &N =4 Python AKHiIN 354
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1.

TEHAEN WHL XHETLAERpip downloadIl &# MWAA aws-mwaa-docker-imagess
HS# Linux 2 BEfrequirements. txt EAIE X RENTF T HLEH Python 5FX
.

pip3 download -r "$AIRFLOW_HOME/dags/requirements.txt" -d "$AIRFLOW_HOME/plugins"
cd "$AIRFLOW_HOME/plugins"
zip "$AIRFLOW_HOME/plugins.zip" *

£ requirements.txt FIEER R, A --find-1links I8EMNTF requirements.txt TEBAY i
HEF, HIER pip TEMEA --no-index NEMFRLE , I TENARBARS

--find-1links /usr/local/airflow/plugins
--no-index

ExamplefE requirements.txt F#Y wheel

AR ROHRIZIEE ™ Wheel E4£%] Amazon S3 F##EHE B FH M plugins.zip X, fl
m

--find-1links /usr/local/airflow/plugins
--no-index

numpy

Amazon MWAA M plugins X#4XRA2E numpy-1.20.1-cp37-cp37m-
manylinux1_x86_64.whl Wheel #{FHEZEFREF,

FERAEEE URL L/ WHL XX

T—T N BUNAELREILEE URL £ Wheel, It URL AR AIAFFIFREIE , SREATUMNER
Amazon MWAA B EM B E X Amazon VPC AijiaEl,

B URL, M requirements.txt F# Wheel £ URL,
Example’2 URL £ Wheel #42

BT REINAEERKITE Wheelo

--find-1links https://files.pythonhosted.org/packages/

fEF PyPi .org &R X4 1E X L4 Python AR 355
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--no-index

Amazon MWAA MIEEER URL F3REX Wheel H[FHLZEZIIREF,

(@ Note
URLs = @iIFAE Web ARE-8815 18] Amazon MWAA v2.2 RESRAFHLEER,

M DAG 82 WHL X

MRFE Web IREE36E A Apache Airflow v2.2.2 RESIMA , H BRTHRELEH RN EFZFEEM
TEREER | MR LAEA LT DAG RIREIMBH Amazon MWAA ER H G HEITEE Amazon S3
+

from airflow import DAG
from airflow.operators.bash_operator import BashOperator
from airflow.utils.dates import days_ago

S3_BUCKET = 'my-s3-bucket'
S3_KEY = 'backup/plugins_whl.zip'

with DAG(dag_id="create_whl_file", schedule_interval=None, catchup=False,
start_date=days_ago(1)) as dag:

cli_command = BashOperator(

task_id="bash_command",

bash_command=f"mkdir /tmp/whls;pip3 download -r /usr/local/airflow/requirements/
requirements.txt -d /tmp/whls;zip -j /tmp/plugins.zip /tmp/whls/*;aws s3 cp /tmp/
plugins.zip s3://amzn-s3-demo-bucket/{S3_KEY}"

)

iZ1T DAG g , RN XHER Amazon MWAA plugins.zip , B AU R S HMAE S —ET
B, REBIERERM --find-1inks /usr/local/airflow/plugins #l --no-index , {8
RADN --constraint KE#T requirements. txt,

1753 Fo i SR B % 1 AR R B9 B
BRI = : FEEEHS PyPi /PEP-503 HWAAE F45FE LY Python ki< %

T—HNBUNMLEFLEEILE URL EBZLT 54K Apache Airflow Extras

/A PyPi .org TR &N =4 Python AKHiIN 356
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1. FMRAFBMBBARIMA Apache Airflow BLEIELT, 45I0 :

 foo.user : YOUR_USER_NAME
» foo.pass : YOUR_PASSWORD

2. B2 requirements.txt X# AFHE URL LLRM#ER Apache Airflow Bt & & TURINE B P &
BREBRUAT AP0 SR,

--index-url https://${AIRFLOW__FOO__USER}:${AIRFLOW__FOO__PASS}@my.privatepypi.com

3. FMEMEMERME requirements. txt X#&, #i :

--index-url https://${AIRFLOW__FOO__USER}:${AIRFLOW__FO0O__PASS}@my.privatepypi.com
my-private-package==1.2.3

£ Amazon MWAA 48 EERAABE

yN: 1 Amazon MWAA SMEMIRITAEEENRIEN AT RIEZBE, CloudWatch EEFHHITAE
KR |, 1525 Amazon MWAA HTA G,

&AILASE A INFO, WARNING, ERROR B§ CRITICAL & FIHY Apache Airflow Hi&, HE%EER
ERBIEt , Amazon MWAA AZv:JElZ&%J*ﬂFﬁﬁEn&%JE’JFE’&&%JE’J B&. flan , mRE
FEINFOZRBIBAABE , Amazon MWAA £[E INFOHFE &% H EWARNING, ERROR, FICRITICALH
ER 5, CloudWatch FAER B INFO 451 Apache Airflow B |, MEITRIRFIHRE A
requirements.txt WEIK BE,

£ BE#2EA LiflE CloudWatch B&E

& A] LATE R E TERE H #RAT dags HREVITRIFZFH Apache Airflow B&. AT ZBRITE A
£ Amazon MWAA ##|& T iITRIBFHN A E4A | AR £ B &2 4 & L5 Apache Airflow H
%o CloudWatch

178 requirements.txt B EE

1. 7£ Amazon MWAA #2#|& EFT A RET A,
2. EBINE,
3. TEEEEK LEIER Airflow TTRIBF BEA,

1£ Amazon MWAA 418 EBRBE 357
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4, TEBERPIER requirements_install_ip A&,
5. %2 /usr/local/airflow/.local/bin EEFLZENEFSIIER, 0

Collecting appdirs==1.4.4 (from -r /usr/local/airflow/.local/bin (line 1))
Downloading https://files.pythonhosted.org/
packages/3b/00/2344469e2084fb28kjdsfiuywebs47389789vxbmnbjhsdgf5463acd6cf5e3db69324/
appdirs-1.4.4-py2.py3-none-any.whl

Collecting astroid==2.4.2 (from -r /usr/local/airflow/.local/bin (line 2))

6. EEEREFAGVRUREFEMEFEEZEIREFESTBIEIR, RBIEZ , BAsELWEFIR
AT ABHEIR -

2021-03-05T14:34:42.731-07:00

No matching distribution found for LibraryName==1.0.0 (from -r /usr/local/
airflow/.local/bin (line 4))

No matching distribution found for LibraryName==1.0.0 (from -r /usr/local/
airflow/.local/bin (line 4))

£ Apache Airflow Ul #i7 [R) 5%

BAREFTERE Apache Airflow UI J«J\Eﬁ BREABEHMRBEE X, £ Amazon MWAA L&A
Apache Airflow B , B REBRIMNRE LEEIRE

Broken DAG: No module named x

WM RIETE Apache Airflow Ul A ETEEEIR | W) requirements. txt X4 A AJREER > 24 FE BY K B 001
&% Apache Airflow

YREZEIRIY AWS K~ R EB AWS Identity and Access Management (IAM) Apache Airflow B FF S E 15
B SR RE - U 5 MWAAWeb ServerAccess PR BETH [RIYREY Apache Airflow Fi P SR H,

158 Apache Airflow Ul , i ITA T4

1. 1€ Amazon MWAA #2#|& EITHRE T H.
2. EERINE,

3. EZBITF Airflow Ul

1£ Apache Airflow Ul Fij5[a]451% 358
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Tl requirements.txt RAZH R

BELAE requirements. txt FIRERETRNER. AT REFEATEFRNAES KRR

Extras,
Example PyPi.org £ HIEISNR B A 2 R 1k

BRTHEAH URL EIBEHRHE ( Hl0 PyPidRA PEP 503 (WEE Y repo ) 2o |, IBEEEMFHZ--
index-urli:M, URLs

aws-batch == 0.6
phoenix-letter >= 0.3

--index-url http://dist.repoze.org/zope2/2.10/simple
zopelib

Rl requirements.txt MAZS 359
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Amazon MWAA i 15 1= M IEFR

Wi 244 E AT Apache Airflow BITE D#h 8 TEFRBMEMNER ST RN ATEM, THMEN MR
BEEARSD. AWS BITEBIUM AWS BRARHEN B RELEHIE , UEEHI S SWER T
DERWH#EHTIER, NFE AWS NEATHEER Amazon MWAA IR3E R I8 R & E B4 RR.

(® Note
Apache Airflow ¥ H EIE R Z T SR EENNL R, CloudWatch

B xR Apache Airflow IEZER |, S H Apache Airflow XM G E B EF K,

Sections

+ Amazon MWAA &YW 32 8k

. FRE &% B & AWS CloudTrail

* 1518 Amazon FH) Airflow B CloudWatch
« W53 Amazon MWAA R ZFHIEARMER
 HH Apache Airflow ¥3E 3855 CloudWatch
« Amazon MWAA MV &85, RASIFIEKIE EIEMR

Amazon MWAA L &Y 3= 81A

ARNBATY4EERT Apache Airflow BT LT E TERBIMERN AWS RS

B
« W5 CloudWatch iR
« AWS CloudTrail #5%

‘%Iu

WU 3% CloudWatch 8L

CloudWatch 2 —1 AWS IRFSEERTF@#E , AR TRERS A ANETRNEERZRITTHRE. &
AUEAXEERREEEZR. TESIUTHRE , AREZEFERPEREIE , LUHBBEE Amazon
CloudWatch 24| & AT ERNIZITIRR .

B 360
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https://airflow.apache.org/docs/apache-airflow/stable/logging-monitoring/index.html
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch_concepts.html#Dimension
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Apache Airflow E£1&E R B 5 # & 3%5&A T Apache Airflow B9 S E TERIZRER StatSD
$8#%., CloudWatch

BETREZREE , BSAMTLETLD# CloudWatch ?

AWS CloudTrail #}1%

CloudTrail 2—I® itk , ATFicFKAF. A8 AWS RFE Amazon MWAA RXEVVIRIE, £
AWEZINEE CloudTrail , A LAFAE @ Amazon MWAA X HBHIiER. KHiERN IP bk, A H
TiER, ArHRHER , URFITEEHPRERENEMOIFEAEE,

ETHREZEER , BSHTLE AWS CloudTrail ? ,

Rl F# B E AWS CloudTrail

AWS CloudTrail ZE/REIE AWS Ik~ RfEER LB M. CloudTrail id& IAM 2485 AWS RS ( fl
WiE A F Apache Airflow FIYE S8 THERE ) PRt 1THIES) , ZEIWISF N EH. CloudTrail
BELAE CloudTraill BHIAHEE, BRMTHITE 90 RWEHFLIEFK, CloudTrail HRIL L
# MWAA #4148 ENFIES4 RN T D# MWAA BFTE A, APISETRLSIRAERRE (F)

W GetEnvironment =% PublishMetrics I ) o AT LE CloudTrail 204/ fE ¥ Amazon
MWAA B E#,

Bx

« EFOIZERER CloudTrail

- EASHAMEIERKIEF CloudTrail 4
« CreateEnvironment # Rl 2R ER

o BETR#MAL?

EF I IRER CloudTrail

IBEEQIBRIRS RETH B BPHFEEHITRE AWS K | &3 Amazon MWAA EH, RIRAY
CloudTrail ¥ A& X 12 5 £l Amazon S3 Fi#EN. MRETAEREER , BIHA R LUE CloudTrail 2l
BHRiFRITANEHAEIERK. fl , FRKENES CloudTrail , A LAFEE R Amazon MWAA &
HEER, KEERW IP hat, RETHER, ANREHERUEREMFAFE. ETHRESER
ESE R ER AWS Tk 6 2R ER,

AWS CloudTrail #}5 361
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FEHAEHRFI1EFXFA CloudTrail B4

BALBESEESEHMEIER , & CloudTrail & FXE X 90 REVRENZ 2 EHRITHEDRR.
Bign | SR RXE TR 562, S ESiBRER AWS K/ FIR (Hla0 IAM AP S E M AWS &’
R ) MRNENH BETHESER  FEAEASAALIEREE CloudTrail 4.

1.  FTFF CloudTrail #2415,
2. EBREHHFIER.
3. EREEFENEH  RAREBREBREHFMAEE.

CreateEnvironment B9 R4 B &R

RERIERE—MEE , A TRHEHMEN BEXHERIETEIEER Simple Storage Service ( Amazon
S3) Ffi .

CloudTrail BEXHBE—NMNHZNMNBEREH. EHRKRKEBEMARENEMNER , SFEFXRAERR
ERE R | BlaNiR/ERY B BN B RIBE RS, CloudTrail BEXHFR L H API FAKE Fk R
R, WEEREAEERFIE, ATREIRETHRZN RMEIELR CreateEnvironment B4E
WHEHERB. N THRPBEF , AirflowConfigurationOptions A B #BHIER.

{

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "00123456ABC7DEF8HIJK",

"arn": "arn:aws:sts::012345678901:assumed-role/root/myuser",
"accountId": "012345678901",
"accessKeyId": "",

"sessionContext": {

"sessionIssuer": {
"type": "Role",
"principalId": "@@©123456ABC7DEF8HIJIK",
"arn": "arn:aws:iam::012345678901:role/user",
"accountId": "012345678901",
"userName": "user"

},

"webIdFederationData": {3},

"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2020-10-07T15:51:52z"

ERZEHFEIEFGR CloudTrail B4 362
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RAriEmE

}
}
},
"eventTime": "2020-10-07T15:52:587",
"eventSource": "airflow.amazonaws.com",
"eventName": "CreateEnvironment",
"awsRegion": "us-west-2",

"sourceIPAddress": "205.251.233.178",
"userAgent": "PostmanRuntime/7.26.5",

"errorCode": "AccessDenied",
"requestParameters": {
"SourceBucketArn": "arn:aws:s3:::my-bucket",

"ExecutionRoleArn": "arn:aws:iam::012345678901:role/AirflowTaskRole",

"AirflowConfigurationOptions'": "***",
"DagS3Path": "sample_dag.py",
"NetworkConfiguration": {

"SecurityGroupIds": [

"sg-01234567890123456"

1,

"SubnetIds": [
"subnet-01234567890123456",
"subnet-65432112345665431"

]

I

"Name": "test-cloudtrail"
I
"responseElements": {

"message'": "Access denied."
},
"requestID": "RequestID",
"eventID": "EventID",
"readOnly": false,
"eventType": "AwsApiCall",
"recipientAccountId": "012345678901"

BT RMAL?

« 1ECloudTrail X#rHy AWS BRFHMERT , T HEM{AH CloudTrail BEPWERN S H IR E HALRR

%,

« ETHIATTER Amazon S3 M CloudTrail X% B & XA IREIEH |, &

Amazon SNS B4, CloudTrail

SHAEERE

BT RAA A ?
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518 Amazon ## Airflow B & CloudWatch

I 552 MWAA 1] LA ] IE 52 & 3% Apache Airflow BH&. CloudWatchf& Al BAM — MU B 5 [7] 24N ER
EMAE , NEMNIRSI Apache Airflow FFERH TEREHRIR K MEFTHME=STE, FEE
EH T Apache Airflow FIII B #h 2 E THEREE S A £/8 A Apache Airflow B , 8Ei5 8] Apache
Airflow DAG & 38, 5%, MEHRFEE. THEARE R, CloudWatch

Bx

- EM

- FIREIRI AR T

. ARBXR

- 3 F Apache Airflow B &
« 18 Apache Airflow H&
- RBITRIERFBE

o ETRMHAL?

EM

« WEWRAE CloudWatch BEEA. BXEZEER , HZH CloudWatch EffT.

FIaaiH ER T/E

« BAFTRBALGREFZNAER CloudWatch, BXEZELR , HZ M 1EA Amazon MWAA #5,

HEER

Amazon MWAA éﬂg{ﬁ'{)ﬁﬁﬁ EO%A Airflow H oh Iﬁiﬁ'ﬁi—/\ H ll.l\éﬂ ;:F'l"f H lu\j}&L Uﬁ%ﬁ:*ﬁ*ﬂ’]
CloudWatch B&H, AEKALL YourEnvironmentName-LogType X @&. Hlin , MRILEE R
Airflow-v202-Public , M Apache Airflow £ BEFREE Airflow-v202-Public-Tasko

BEER i BA
YourEnvironmentName- DAGProces DAG A EEBREESR (T XEFP4LE DAG X #
sing WEks ) WAE

A Airflow B& 364
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RAriEmE

BERE

YourEnvironmentName- Scheduler
YourEnvironmentName- Task
YourEnvironmentName- WebServer

YourEnvironmentName- Worker

/8 A Apache Airflow B &

588

Airflow it RI2FE BRI B &

DAG £ RS B o

Airflow Web SLE4A R B &

YEh TEREM DAG TR — B 0 £ AR B

=
/N o

&TLAJE B INFO, WARNING, ERROR = CRITICAL &3 Apache Airflow BH&., H&EikiF A ER
Bt , Amazon MWAA 2@ XK EZRANFFMEESRINNTELRIINNWBE, Hli , MBEBIEINFOLRK
BB ABE , Amazon MWAA 2@ INFOBE &% HEWARNING, ERROR, FICRITICAL BEHR,

CloudWatch

1. 7 Amazon MWAA #2&I& E3TF IR R HE,
R,

ERRE,

BEERET—F,

EETH—NRZNEM

o K~ w0 DN

a. TESEBEKLEER Airflow it XIFEFE BEA,

b. fEWIEER %R Airflow Web IRSE8 B E A,

c. HEHREERLIERE Airflow THELEREA.

d. HEBREE®R LR Airflow DAG 43E BE4A.

e. TEMEBERELERE Airflow E5FBEL,
f. & BERHPERFBEH.

6. EBT—%,

7. ERRE

/2 A Apache Airflow B&

365
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518 Apache Airflow B &

LA EB 0 N B RS A $if[E Apache Airflow B&, CloudWatch

1.

2
3.
4

£ Amazon MWAA &1 & E3TFIRETNE,
EFRRR,

ELREERPER—NAEL,
ERERPIEEBRE,

T~ RIERBE

R

/Ch

AT LA A A B TAE SRR H BEAT dags UHERIVITRIFZF B Apache Airflow B&. LA TS ERA A

£ Amazon MWAA ##|& EITFiITRIBFHN A EAE | AR £ B £32 4 & L5 Apache Airflow H

o

CloudWatch

178 requirements.txt B EE

1.

2
3
4.
5

£ Amazon MWAA 2§ & 3T ERE,

ERERR,

EMS B LR Airflow ITRIRF BE4A,

ERAEFRHERE requirements_install_ip A&

&2 ¥ /usr/local/airflow/.local/bin FIRBEHRLEMNREFAHIER, Hlu0

Collecting appdirs==1.4.4 (from -r /usr/local/airflow/.local/bin (line 1))
Downloading https://files.pythonhosted.org/

packages/3b/00/2344469e2084fb28k jdsfiuyweb47389789vxbmnbjhsdgf5463acd6cf5e3db69324/
appdirs-1.4.4-py2.py3-none-any.whl

Collecting astroid==2.4.2 (from -r /usr/local/airflow/.local/bin (line 2))

EEEFAEIRURER I MEFSELZESETRBETEIR, MEHMEE | BojEL Tk
PUATHEREIR

2021-03-05T14:34:42.731-07:00

No matching distribution found for LibraryName==1.0.0 (from -r /usr/local/
airflow/.local/bin (line 4))

No matching distribution found for LibraryName==1.0.0 (from -r /usr/local/
airflow/.local/bin (line 4))
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BETRMEAA?

- BETHUNAEE CloudWatch ik , 5 H Amazon CloudWatch 23R,
- ETHEW{AH]2 CloudWatch &R , HSHEH CloudWatch 1 F=4R,

1532 Amazon MWAA _E B35 &I AR F1 3R

B LAETL S CloudWatch I B E EHIER , HFAFERRRMER , AkEER T Apache
Airflow WL S#EE TERERRNESTRL. HENERUTESERLBL T ALARM RE , s
TR |, ETE3EIE Amazon MWAA BIE1TIRR .

Apache Airflow 2F 7 JL/NHIZRIIESR , 238 DAG #EH. DAG BFEM KA/, HFELEET
MES., FSEBMMRY . HECIERER |, Aiflow £ B3I % MWAA FRERN ISR RIEE,
CloudWatchZ< ST 4B 20183 Amazon MWAA 535 H Y CloudWatch Airflow 1545 8121z TR 2 6IE
o
Bx
. iR
o BIRRESER
- BEXEZEFHERNERRHE)
o RTIXLIENR
o XTEFIER
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« fH CloudFormation
o JiBR 1557 R0 42 Hil E AR
o ETRMHAL?

=Py

A B Apache Airflow MRAEEATT AT A 1EFR 01 2 B & IR HIERFBR. 8MNERSBXY R —
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ERRSBE

B EEUREE U T LR -

« OK - BEHRFIRERNEENHRETEA,
« ALARM - BRI RIEXNBHENHRE,
« INSUFFICIENT_DATA (BUETRE ) - SEBNINIE3 , 85T TH , E&EBRXEEBNEIELUR

EEBRD,
B & X 12 & H A F 2k =61
A LA E B E X SR HIEAR , £ Amazon MWAA FRIEFTEIEPREY B R
KT IXLEIEMR

BAF Bl SR #8387 833 2875 o g9 B2 MAEARE E B T UE HIE AR 22 B8R,

« QueuedTasks-2t FRATIRSHESE . XN TF executor.queued_tasks Apache Airflow $§#%,

« TasksPending-#{TEs P FALEHNES . MR T scheduler.tasks.pending Apache Airflow 1§
FRo

® Note
RERTF Apache Airflow v2.2 BB & RS,

 RunningTasks-ERITERFIEITHES . XN TF executor.running_tasks Apache Airflow 1§
¥ro

« SchedulerHeartbeat-Apache Airflow £ ERF/ELHPRITHSZERE, 5
scheduler_heartbeat Apache Airflow $8#Rr# XY B,

 TotalParseTime-—XIF#HEF S AFFE DAG XHIEEINDE, WNT
dag_processing.total_parse_time Apache Airflow $E#%,

x T ER
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fEA AWS #iE

BATLAEA LT AWS #7527 4 31 B2 4Ea Amazon MWAA FREE 1A ETHRREEHIER. ©iF
25X PTE Amazon MWAA SRERPFAREET/EA R MITRIEF OB ELIZE CloudWatch iR,

« CloudWatch I &i# MWAA Z=#ImEiR B 311t

f£ A CloudFormation

O LAE R AT Y CloudFormation #ERE X EF 622K E R CloudWatch , AA/57E CloudWatch
BHAEERNER  LWEEEFESSERERNBZEREN, EFEHLERE X CIEERKR SR
fECloudFormation 1%l & MK, EREFEHRFINER , 558 EHZR,

AWSTemplateFormatVersion: "2010-09-09"
Description: Creates MWAA Cloudwatch Dashboard
Parameters:
DashboardName:
Description: Enter the name of the CloudWatch Dashboard
Type: String
EnvironmentName:
Description: Enter the name of the MWAA Environment
Type: String

Resources:
BasicDashboard:
Type: AWS::CloudWatch: :Dashboard
Properties:
DashboardName: !Ref DashboardName
DashboardBody:
Fn::Sub: '{
"widgets": [
{
"type": "metric",
"x": 0,
"y": 0,
"width": 12,
"height": 6,
"properties": {
"view": "timeSeries",

"stacked": true,
"metrics": [
[
"AmazonMwWAA",
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"QueuedTasks",
"Function",
"Executor",
"Environment",

"${EnvironmentName}"
]
1,
"region": "${AWS::Region}",
"title": "QueuedTasks ${EnvironmentNamel}",
"period": 300
}
.
{
"type": "metric",
"x": 0,
"y": 6,
"width": 12,
"height": 6,
"properties": {
"view": "timeSeries",
"stacked": true,
"metrics": [
[
"AmazonMWAA",
"RunningTasks",
"Function",
"Executor",
"Environment",
"${EnvironmentName}"
]
1,
"region": "${AWS::Region}",
"title": "RunningTasks ${EnvironmentName}",
"period": 300
}
.
{
"type": "metric",
"x": 12,
"y": 6,
"width": 12,
"height": 6,
"properties": {
"view": "timeSeries",

B T 2 B AR A R R 451

370



Amazon Managed Workflows for Apache Airflow

RAriEmE

"stacked": true,
"metrics": [

"title": "SchedulerHeartbeat ${EnvironmentName}",

[
"AmazonMWAA",
"SchedulerHeartbeat",
"Function",
"Scheduler",
"Environment",
"${EnvironmentName}"
]
1,
"region": "${AWS::Region}",
"period": 300
}
I
{
"type": "metric",
"x": 12,
"y": 0Q,
"width": 12,
"height": 6,
"properties": {
"view": "timeSeries",
"stacked": true,
"metrics": [
[
"AmazonMWAA",
"TasksPending",
"Function",
"Scheduler",
"Environment",
"${EnvironmentName}"
]
1,
"region": "${AWS::Region}",
"title": "TasksPending ${EnvironmentName}",
"period": 300
}
I
{
"type": "metric",
"x": 0,
"y": 12,
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"width": 24,
"height": 6,
"properties": {

"view": "timeSeries",

"stacked": true,
"region": "${AWS::Region}",
"metrics": [

[
"AmazonMWAA",
"TotalParseTime",
"Function",
"DAG Processing",
"Environment",
"${EnvironmentName}"
]
1,
"title": "TotalParseTime ${EnvironmentNamel}",
"period": 300

} 1

) B 4 M1 428 21 T A

mRIEMBR Amazon MWAA I35 | HHRIAVIRSIE AR tb 24 MBR. CloudWatch $8#57F6& + & (15) 1
B, FEMIBR, CloudWatch 2 &1 & FHERNE RR B EXXEERENT 2) AR , LBRIRE
B Amazon MWAA SRERHRFXHl, ETHEZELR | i5S 1 Amazon CloudWatch FAQs,
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i Apache Airflow ¥83E15%R CloudWatch

Apache Airflow v2 #l v3 BEZ1RE H W EE A T Apache Airflow FII S EE THERIZREN

StatSD R EHLXIXSIWD#, CloudWatchApache Airflow Z3*B IR TE SR A7 (Apache
Airflow Z2Z158) W B NE LERE, AIRNE T P A A Apache Airflow IEFR AR AE RS &
CloudWatch Fi5[E#E#R. CloudWatch
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5. 4k CloudWatch Ei&E—NEFR, a0 , TaskinstanceSuccesses 5 TasklnstanceDuration,
ERLEHMEBRERNER,

6. EEFEERR(CIEFREINFAGE Apache Airflow IEFRFIHEESRITER | 20 DAG, K. E5.
Apache Airflow g4~ Al /i T CloudWatch

AF N B ERIERH Apache Airflow FEFRFM4RE, CloudWatch

Apache Airflow 11388
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Airflow ¥E%R
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;& A F Apache
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CloudWatch ¥+ Apache L -Rivi $HE
Airflow ¥8#%
(® Note
i& T Apache Airflow
v2.6.3 &EEH&Z'KO
sz dataset.o 1T B, 1TRE
rphaned 7
(® Note
& F Apache Airflow
v2.6.3 &EEH&ZFO
FailedCeleryTaskExecution celery.ex T B %k , Celery
ecute_com
© Note mand.failure
& A F Apache Airflow
v2.4.3 &EEH&Z'KO
FilePathQueueUpdateCount dag_proce T B, itRIE
ssing.fil =2
© Note e_path_qu
. _ eue_updat
EAT Apa(_:be Airflow e count
v2.6.3 &EI%HE(ZFO
CriticalSectionBusy scheduler it B, 1TRIE
critical F
_section_
busy
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CloudWatch ¥g#x

DagBagSize

DagCallbackExceptions

K WA SLAEmail= iz

(@ Note

& A F Apache Airflow
v3.0.6 &EEH&Z'KO

TasklInstanceFinished

JobEnd

JobHeartbeatFailure

JobStart

Apache LX)
Airflow 1E#r
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dag.callb T
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tions

sla_email T
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{dag_id}.
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{job_name} T

_end

{job_name it
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at_failure
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CloudWatch ¥+ Apache L -Rivi $HE
Airflow ¥8#%

ManagerStalls dag_proce T B¥ , DAG
ssing.man L3
ager_stalls

OperatorFailures operator_ it BER,
failures_ {oper
{operator ator_name}
_name}

OperatorSuccesses operator_ T BER,
successes {oper
_{operato ator_name}
r_name}

OtherCallbackCount dag_proce THE B, itRIE
ssing.oth =2

© Note er_callba
ck_count
£ Apache Airflow
v2.6.3 RESRAH T
A

pii dag_proce T B ¥ , DAG
ssing #1& L3

SchedulerHeartbeat scheduler T8 B, itRIFE
_heartbeat F
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CloudWatch ¥+ Apache L -Rivi $HE
Airflow ¥8#%

StartedTasklInstances ti.start. 1T DAG , €%
{dag_id}.

ftask_id} 5 B!

SlaCallbackCount dag_proce 1T B, itXE
ssing.sla =2
_callback
_count

(® Note
i
a:
Apache
Airflow
v2.6.3
KE
= AR
Ko

TasksKilledExternally scheduler S B, 1TRE
tasks.ki 7
lled_exte
rnally

TaskTimeoutError celery.ta T %k , Celery
sk_timeou
t_error
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CloudWatch ¥g#x

TasklInstanceCreate
dUsingOperator
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CloudWatch ¥8%r Apache L -Rivi
Airflow 1E#r
TriggersFailed triggers.failed  it%k
(® Note
i& T Apache Airflow
v2.7.2 &EEH&Z'KO
TriggersBlockedMainThread triggers. T
blocked_m
© Note ain_thread
& F Apache Airflow
v2.7.2 &EEH&ZFO
TriggerHeartbeat triggerer T
_heartbeat
(@ Note
& A F Apache Airflow

v2.8.1 &EEH&Z'KO
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B, AR
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CloudWatch ¥+ Apache L -Rivi $HE
Airflow ¥8#%
TasklInstanceCreate airflow.t T8 ey |
dUsingOperator ask_insta #F , {operator
nce_creat _name}
ed_{operator
_name}
(@ Note
E A
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Apache
Airflow
v2.7.2
RE
= kiR
K,
ZombiesKilled zombies_k 1T DAG , &3
illed
%5, &%
Apache Airflow 1t
AR5 #y Apache Airflow 1E¥r8 & B % Apache Airflow 1T HIE#E,
CloudWatch 3  Apache Airflow 3547 By gE
¥R
DAGFileRe dag_file_refresh_error A B, DAG &
freshError bi::)
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CloudWatch 3  Apache Airflow 3547 By gE
¥R
ImportErrors dag_processing.imp T B % , DAG &
ort_errors bi::)
Exception smart_sensor_opera A ¥, Heek
Failures tor.exception_failures BBRZER/N
ExecutedTasks smart_sensor_opera 1T ¥, Bretk
tor.executed_tasks BEREEHRT
InfraFailures smart_sensor_opera 1Tk ¥, Baetk
tor.infailes BBRZER/
LoadedTasks smart_sensor_opera T B, BeEfR
tor.loaded_tasks BEREEHAT
TotalPars dag_processing.tot ®» B , DAG &
eTime al_parse_time b3}
Triggered dataset.triggered_ T B, T RIE
DagRuns dagruns FF
(® Note
v
Apache
Airflow
v2.6.3
RES
k7 A
aA,
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CloudWatch 3  Apache Airflow 3547
¥R

TriggersR triggers.runn,
unning {hostname}

(® Note

=
Apache
Airflow
v2.7.2
RES
R 2SR
AT A

PoolDefer pool.deferred_slot
redSlots s.{pool_name}

(® Note

=
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Airflow
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RES
R Zs
1N

DAGFilePr dag_processing.las
ocessingL t_run.seconds_ago.
astRunSec {dag_filename}
ondsAgo

L -Rivi gE
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HostName,
{hostname}
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ame}

¥ DAG X# %

{dag_filename}
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CloudWatch 3  Apache Airflow 3547 By gE
¥R
OpenSlots executor.open_slots S B, TR
52
OrphanedT scheduler.orphaned A B, iHRIE
asksAdopted _tasks.adopted =2
OrphanedT scheduler.orphaned T B, TR
asksCleared _tasks.cleared =2
PokedExce smart_sensor_opera T B, HREtR
ptions tor.poked_exception BEREEHA
PokedSuccess smart_sensor_opera Tt ¥, Heek
tor.poked_success BEREEHAT
PokedTasks smart_sensor_opera A ¥, BRefk
tor.poked_tasks BEREEHAT
PoolFailures pool.open_slots.{p 1T A, {pool_n
ool_name} ame}
PoolStarv pool.starving_tasks. T A, {pool_n
ingTasks {pool_name} ame}
PoolOpenSlots  pool.open_slots.{p T A, {pool_n
ool_name} ame}
PoolQueue pool.queued_slots. T A, {pool_n
dSlots {pool_name} ame}
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CloudWatch 3  Apache Airflow 3547 By gE
PR
PoolRunni pool.running_slots. DI A, {pool_n
ngSlots {pool_name} ame}
Processor dag_processing.pro T B % , DAG &b
Timeouts cessor_timeouts i)
QueuedTasks  executor.queued_tasks  it# W, TR
=2
RunningTasks  executor.running_tasks  1t#k BE , TR
=2
TasksExec scheduler.tasks.ex 1T B, iHRIE
utable ecutable F
TasksPending  scheduler.tasks.pending  it# B, iHRIE
=2
(® Note
FE
AT
Apache
Airflow
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EEhk
K,
TasksRunning  scheduler.tasks.running  it# B, TR
F
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CloudWatch 3  Apache Airflow 3547
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CloudWatch 3  Apache Airflow 3547 By gE
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CloudWatch #g Apache Airflow LX)
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SchedulingDelay  ag_id}.first_task_
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Scheduler scheduler =X
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- metrics.metrics_allow_list— E52fRMNAIRSTIEK , 0JH T EBENINE R BLISIREEE
CloudWatch BREEISHR, MNRIEFH L Apache Airflow FEEFFE RIS, MREBRTENTE , B
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ETERBNREAYS , CWERBHREHGEIELE N TiEE PR IEIR. EBIXLEIRFIER
BRI IEE M T RSB MRER  NMBBEEYRAEREAEHA B TERBPEE, XLIER
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IETEEBENRIBEEEMAE |, % Amazon Relational Database Service ( Amazon RDS ) #§
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XEZTBESREFI5NE , NTUEREBHRIALER , HEBFF 7THRITIIAMNER |, HX
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EERHEPR

UTERERTESMIUERF. EMTIHFELE,. EMUEITHFELEN Web BBS58HR. BXRENEHERNE
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Workers
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B EEFE DAG RIBMXFHFXHH Amazon S3 FEM LE# 1T, AR EEE Amazon S3 BIXH
BATINE , HERHE TEHE Amazon MWAA IRERT E#ITHRE, MAERT , MREEANRHE
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CloudWatch BE&-INREFERHNZE AWS HEM KMS 4f |, N &% CloudWatch E| BHEH Apache
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FPEER KMS 247 , N5 KMS 247 75 1% 48 KBS LA 2 CloudWatch Logs £ SR 4A.
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ERBEEFEENZEARTINEG
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RAriEmE

Amazon MWAA R&RENIEEWN KMS ZHRAUEHHMBAA RN, XTFEERBRIFESEUERN., £
AEFEEMN KMS ZHBHITEFWINE (CSE) LAK AWS Fargate 1T BB FEETE Secrets Manager
FiHEZEFEENZHRFHNBHANBER.

RIER B

Amazon MWAA RFBEEHEFIEEN KMS Z4ARMUTE T ERNEBEN, XLERE AR TFHIF

FEMEMS

(Amazon MWAA) #4TR B E LR 1E.

B 1 AT el BHSEERER

"Name": "mwaa-grant-for-env-mgmt-role-environment name",
"GranteePrincipal":
"RetiringPrincipal": "airflow.us-east-1.amazonaws.com",

"Operations": [

"kms:
"kms:
"kms:
"kms:
"kms:
"kms
"kms:

Encrypt",
Decrypt",
ReEncrypt*",
GenerateDataKey*",
CreateGrant",

:DescribeKey",

RetireGrant"

i 2 : BT ControllerLambdaExecutionRole /78X R

"Name": "mwaa-grant-for-lambda-exec-environment name",
"GranteePrincipal": "airflow.us-east-1.amazonaws.com",
"RetiringPrincipal”: "airflow.us-east-1.amazonaws.com",

"Operations": [

"kms:
"kms:
"kms:
"kms:
"kms
"kms:

Encrypt",
Decrypt",
ReEncrypt*",
GenerateDataKey*",

:DescribeKey",

RetireGrant"

"airflow.us-east-1.amazonaws.com",
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&M 3 : AF CfnManagementLambdaExecutionRole i[RI R

"Name": " mwaa-grant-for-cfn-mgmt-environment name",
"GranteePrincipal": "airflow.us-east-1.amazonaws.com",
"RetiringPrincipal": "airflow.us-east-1.amazonaws.com",
"Operations": [

"kms:Encrypt",

"kms:Decrypt",

"kms:ReEncrypt*",

"kms:GenerateDataKey*",

"kms:DescribeKey"

B 4 : BT Fargate W17 AR BRI ZF

"Name": "mwaa-fargate-access-for-environment name",
"GranteePrincipal": "airflow.us-east-1.amazonaws.com",
"RetiringPrincipal”: "airflow.us-east-1.amazonaws.com",
"Operations": [

"kms:Encrypt",

"kms:Decrypt",

"kms:ReEncrypt*",

"kms:GenerateDataKey*",

"kms:DescribeKey",

"kms:RetireGrant"

R A REEHINE B EFIEENEH

WMRBIEZETE Amazon MWAA FERA ECHBEEFEEN KMS 247 |, N AT0N BT KBS in ) 247
£, LR Amazon MWAA ERERINZHIE.

WRIEE Amazon MWAA MEFRFERANEFEERN KMS Z4AE KB E N T B CloudWatch , I 24
MEHMPARBEUARFEAMBZBE, CloudWatch EXEZER , 5 H CloudWatch £ AWS
Key Management Service RS HI 1% B E3 3R,

LT RBIKERT Lo CloudWatch gs YR AKM, BN ZXERHNFERE,

FEREFREENZN 404


https://docs.aws.amazon.com/kms/latest/developerguide/key-policies.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/encrypt-log-data-kms.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/encrypt-log-data-kms.html

Amazon Managed Workflows for Apache Airflow ArfEm

{
"Effect": "Allow",

"Principal": {

"Service": "logs.us-east-1.amazonaws.com"
3,
"Action": [

"kms:Encrypt*",

"kms:Decrypt*",

"kms:ReEncrypt*",

"kms:GenerateDataKey*",

"kms:Describe*"

1,
"Resource": "*",
"Condition": {
"ArnLike": {
"kms:EncryptionContext:aws:logs:arn": "arn:aws:logs:us-east-1:*:*"
}
}

}
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AWS Identity and Access Management (IAM) & —3 AWS RS , A #EIEE R L& IR HIX AWS &
BHAE. IAM BB RABEHETEN B HRIE (&) MEN ( EENR ) F£H Amazon MWAA &
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S
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- EASHHITE AR
- EARREE

« RFAPIFRMA]E SR
« Amazon MWAA 5 3 #1175 8] £ BR # F& HE Br
« Amazon MWAA a5 IAM thE T 4E
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£ 51T S 0 WIUE
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P, REETEE IAM AR TEHRIL,
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BB Google/Facebook IEH , MBXE F &R, BXEZNESZEER |, EHSH (AWS X AR
BRE) PRIIEFEN AWS IKF,

S FRIEFE , AWS 124t SDK M CLI KX FERFTINRZEE, BEXREZELR , H3H (IAM AFE
B BHSERT APl IEREIAWS ZZ A 4,

AWS K F root FiF°

Bl AWS K/ , BRSBE—1NEN AWS K™ root AFNEFREH , ZEHATUZLBRMER
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2 (IAM fiFiEr) PREERASKIENES.

IAM AP B4

IAM AP RNENMARBINARFEERENRN — 150, BWERKRFIE , MFEEAKHEIE
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IAM A&

IAM BEREERENRNEH , TREREIE, SaLUESMNEF RS IAM &6 (284 ) R
TR AWS CLI 2 AWS API BERRAAR, BXEZEER , B5H (AM AFERE) PHEFAE
5%,

IAM B FEBREBAFHE, IGe IAM BFXER, BKFiGRE, BRSGERE Amazon EC2 L&
THNAREFIEEER. EXEZEER , BSH (AM BAFER) BH IAM R EIK P &R A

EARBEERRR
AL AWS BT 0IR KR EM T AWS SOREFRBHTHBERR. KRELT 5H5H0H

FRRKENR, AWS EERARHBERFIFMEXLEBR. RSHERBEELL JSON X1y AWS £
AN FHEEP, BX JSON RBXHEHNESZEER , HZH (IAM BFEmR) F# JSON KR,

EERERARE , B E A E A B LS4 T BRL R RN T HRLEREREEER NI R

o

\

RIABRT , AFNAERENR, IAM EERE IAM REFREFNBEEd , REAFTNUE
EXEAE, IAMERKBEXNR , SHRITREMANG ELR.

ET 508K

ETHERNRIER2EMMEEGH (BF, ARNAR ) 1 JSON NPRFRE SRS, XLERIEIRE &5 T
DHATHLBRE, IMEFFRITUREFALAZETNT. ETHRNMANERETSMHER  E35H
(AM BFiER) FNEREFEEEEREYBENX IAM R,

ETHEHNRBALURARKRE ( ERRAZNENGHP ) ARERE (HNBSNHHHIRIE
B ) . ETHRIAERERBNANRRE cBHTER  FSHE (AM AFER) FHEEERRS
NER R B < R FEAT IR

BT HRA R

ETRIFHREE MR FRAY JSON KM, R~HIEHE IAM B EEEREN Amazon S3 F#H
R, EXRHETRARNKBORSST , BRSEERAAUERACIREFNBERFNLR. BLMIE
E T RIFH RS P iEE £ 4

ETHARVREEN T ZRSPHAKEKE, ETREETHRAREPER IAM Y AWS EEXR
B
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage-assume.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage-assume.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#access_policies-json
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
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R 2H 5 &k (ACLs)

REFIFIR (ACLs) 2HMLERTEA (KFKA., AFRA® ) ANBRER, ACLs SETHIRH
REERL , RECAEEA JSON IR,

Amazon S3 #l Amazon VPC 2 X FH RS~ ¥l ACLse AWS WAFE T EZ{EE ACLs , iESH
(IO EBEEFRS T X EIER) FHIGRES FIER (ACL) #HA,

HREgRE

AWS X HEHAMREER  XEREHERAAUREFENNREEERFHRIANR

« NRLR - REETHONRBALURT IAM ZENEARR. BXESZELE , 28 (IAM A/
EE) P IAM KA PR

« IRFEFIKRE (SCPs)-EHIEEH LA RAH L B H& AR AWS Organizations. BEXEZER , &
2% (AWS Organizations FIFF 18R A HY AR S5 15 I SR B .

o BIREFIZREE (RCPs)-REKF A RFENHZRAATANE. BXELEE , FSH (AWS
Organizations AP ER) W EIRIEHIKE (RCPs).

- 2ERE -ERNALIKESAFCRGN SER , FASBEENERER, BEXEZEE , B
F <IAM FFiER) PRLIEERRE,

S REERE

HSANMREWRBEA T —MERE , ERHRREMERNELIER, ETHES NSRBI
WA AWS BER B AWER , HS5H IAM AP BRI ERITEEE,

AVFR PR R B SRR

ZORBIGLER T A B R |, SV IAM AP EENR MBI EAS B ONNERAMEE R, R
BIFEEEFE LSERA AWS CLI X AWS API BU4RE 5 TR IRER R

"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/acl-overview.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_rcps.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
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iam:GetUserPolicy",
"iam:ListGroupsForUser",

jam:ListAttachedUserPolicies",
"iam:ListUserPolicies",

iam:GetUser"

1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
.
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}

Amazon MWAA 5 15 115 0] X BR # FE HEBR
ALERAUTER , BB EHFANEEESER Amazon MWAA F IAM B RTBEIEEIMY E W (A &,
K TTNIE Amazon MWAA A3 {TiR4E

R AWS EEEF A FIFEETRHTEIRE , WAFRREER T REY. EBEARERHER
FEMBEBHAR,

KRR AT iam : PassRole

MR BIRBNEIR | IEBAETAINIT iam: PassRole B , MMM EFHRELUA T EGEHREIES
Amazon MWAA,

BE AWS B AR AGBRKEALIZKRS , MTAREIRMNBRSALIRSHEXAR, Nit,
BYMERRABLEERSHINR.

Amazon MWAA 5 3 117 8] £ PR % FE 5 B 409
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LR marymajor B9 IAM AP ZiRFE A2 A Amazon MWAA FIRITIRIERT | @ XU T REI4E
%o B2, RELANEERFZACHBTFHNRST ATHRITHIRE, Mary TEEFACKETRFHN
R,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXMBERT , XIER Mary B KB L A F#EINAT iam: PassRole #1E,
MREFEREE , FRREHAWS EER, FNEERRREMERZIENA,
BREAFBRUABN AT R AWS K- B9 Amazon MWAA # IR

FZAatE—1Ae  WEEMKFPHNAFSIEELANARTUERZABKRGRIEHRIR, &7
BIEEWESER , TURAAG., X TXHETRFRA R REHTIXR (ACLs) WIRS , BTN
158 PR 3 L5 SRl 1) AATT 4R T 17 ) S8 B9 BR VAR BR

ETHEZER , BEANATHE :

« ET# Amazon MWAA BB X FIXLEIEE | iS5 Amazon MWAA a5 IAM #E T1E,

o ET7HRINARENESRENERNIAENE AWS KPP | F25 IAM AFiERTNEEEE AWS
K %S —1 IAM B P RE TR ER,

« ETRIAEE = FREN SRR IHRINEE AWS IKF |, i55H IAM AR EEFTWNEE=H1R
HIFRENR. AWS Ik

- ETHRIMEBENSHBEASRIERAHENER , H5HE (IAM AFERE) ¥R AL SN ERRIEHN
AF ( BHRBRERIE ) BEIFEINER,

- ETHERACNETRRNREHATER,FRIZENZS , 25 (AM AFERE) F8 IAM
F Y ESTK 7 5 R A 1B) o

Amazon MWAA a5 IAM hE T{E

Amazon MWAA EAE T IAM B4 HIEREERIZRFI Amazon MWAA BEFR BRI E. EXxEAH
FEIX Amazon MWAA BIR1GRINREI BE X IAM K BI#EE R , S5 the section called “If
B Amazon MWAA 1357,

E42M@E 7 ## Amazon MWAA FE L AWS RS E IAMBESER |, 52 IAM AFERYNS
IAM B2 & ERAMAWS RS

Amazon MWAA f{a 5 |IAM @ T4 410


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
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Amazon MWAA ETF 5 1R

BEEA IAM ETHGHXRE , BUEEATRELNRENRRUR AFRIELBENS
fFo Amazon MWAA XIS ERVRIE. BRIFEMSFAE,

UTESRERT WAER IAM 126 & 02 ##H JSON K&, LEREERMEX Amazon MWAA BIREY R
B F PR

£/ JSON 2R B 4w 48 25 O 2 SR BE

1. BXAWS EEEEHSE HHTH IAM 2HE& , Mk Ahttps://console.aws.amazon.com/iam/.
2. EEMWSMERD , ERKE,

MRXBEEERERE , W2ERREHRLEXNRETE. EEFTHRER,
3. HEREMTNE , EF IR R,
4. HERBEYREISRIDD , %L JSON LT,

B ALLT JSON ZREEXHY .

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"airflow:ListEnvironments",
"airflow:GetEnvironment",
"airflow:ListTagsForResource"

]I

"Resource": "*"
}
]
}

6. ii;%-l:_io

(® Note
&R LARE RS AT AL (LA JSON dmBERA TRz E )i, A , MREHTEAREAMA
CRBERPEET—F , IAM AL RERBEEHUH X TR CRERETRIL. BXE
ZEE , BZH (AM AFER) PREERBRSEM.

Amazon MWAA f{a 5 |IAM @ T4 41
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7. BEEFAUERREL , WEECENREEHARBEMNER (L ) . EFLREEHE AR
[RUAEE KRR THNR,

8. EEBIEREARENKE,

E T #R1E JSON RS EMAMFAELE , 5H (IAM AFERE) $H IAM JSON XETESZE,

1

EIE R A LAER AWS JSON REERIBEW ARG RMT L. HHRY , BN EEATLIMT AR RINITER
E , UREFARHETHIT,

JSON REEHY Action TR A TERKP AFIIEL G RINRIE, ERBHFIESREUARTR
TRERIRERI R,

KR SIEE Action B NotAction Jt&E, Action TEHH TR AFMIEIE. NotAction
TTEHHT AR GFHIRE,

A Amazon MWAA E X BViR/ER R T & T LAER Amazon MWAA #H1THI{ES . Amazon Detective #
R EEBLLTEIZ : airflow:,

IERLMERBESR (¢ ) REESMNMEF. BAIURTFNABLLER (Sl environment ) SEHVE
R TIRIER | AR5 H X ERE,

EIKE Amazon MWAA 2EMFIER , 5 (IAM BAFIERE) K Amazon MWAA E X 1E,

Amazon MWAA E T 517 #9 K& =451

EH A Amazon MWAA KRE | 55 EEX Amazon MWAA FRERY I (A,

BINBERT , IAM AP FAEZEIERIEH Amazon MWAA FIRHNR. i1ETTEER AWS &
EEH S AWS CLI, 5 AWS APl HUITHES -

IAM B R 02 1AM K , SENAFNA LR TFRRUNAEFENEERFRRITHEN APl £
. Rl , BE R LI LRI NE FEXLERRE IAM B 5E,

/A Important

RMNZIEA IAM A IS eHEIESRZMT Amazon MWAA ‘&R F RN PRE, &S RE
&S 22 N2 IAM BB,

Amazon MWAA f{a 5 |IAM @ T4 412


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_mwaa.html#mwaa-actions-as-permissions
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BT RMNAERX LR JSON KEE X2 IAM ET S HNEEK , 5K (AM BFERE) FH7E
JSON JET+ L 632 KK

£

- RMREXE

- £/ Amazon MWAA & &
- RFAF ] E SRR

KRB ESREK

ETHONRBBEERENMARTOE. HESMEREKS P Amazon MWAA RR. XLEBRETEES
£ AWS K= A, RS ERE T HOMNRKEN | HEBN T HEEMEW

« FTIRER AWS RE R H RO RENRNR — BEFREAAFMITERERR TR , EEANTS
ERLAPIRTFNRHAWS HEREE, SIEMRNREARTH AWS IKF, RMNBWEEYELHN
BRI RPIEY AWS BEFIEERBKE—SRINR, BXESEE , B2 (AM BFERE) HH
AWS FEEFRMEH TFREENAWS FEERMK

- NASENR : EEA IAM RERENRE , BNEFRITESHENNR. At , EAER
ERERGT AUNBERRRTHRE , BN RERRTAT. BXER IAM NANRBRNESE
B, B2 (AM AFEmR) P8 JAM R EYREE AR

o {8 1AM KBRS — S BREITH RIAR ;48 AT LA [ 5K B 7 00 5% 44 Sk BR A1 X R AE RN FR A 17 ) o
Bl | WA LURE RS RIEEMXTMER SSL XEFEER, MEBRSBEREIZRENSXE
FARY , JUlth AT BAGE R SR SRR T 3 AR SS#RAE R T (R AX R AWS BRSS |, #5l#0 CloudFormation, HXE
ZER ,1B2H (IAM AAF1EmME) FH IAM JSON EEITE | &4,

- M IAM Access Analyzer BiEZH) IAM KB , SUAKRNEEHN LS MHEMINEENY  IAM Access
Analyzer 2KIFFH REEMIM B KR , LUBERKRERFS IAM KEIES (JSON ) M IAM HESE
. IAM Access Analyzer 12 100 ZURBEK BN TIRMENEN , UHBBEFELZ S BIgEHEMN
K&, BXEZEE , BZH (AM AFiEmME) PRIEA IAM Access Analyzer ¥ R B,

- FEZEHHRIE (MFA)-OR AWS IKFENZRFE IAM AFSRAS , BEA MFA RS X
&M, ZEEEEA AP BERNEE MFA |, B MFA R4 RMEIENERES, EXEZELR , B
7 <IAM FFiEm) PR MFA &R APLIGH,

BX IAMHHREIRNESELR , 20 (IAM AFER) #1 IAM F R HEXE,

Amazon MWAA f{a 5 |IAM @ T4 413


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html#access_policies_create-json-editor
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html#access_policies_create-json-editor
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
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£/ Amazon MWAA &l &

E£A Amazon MWAA 2§ & | AP SARAFERT RS API YA RIR4EHE LA R M X R 1F,

Ei5[E Amazon MWAA KB | S EEX Amazon MWAA SRERY I/ R]

ARFAFEEMENTE SRR

ZORBIGLER T R B |, SV IAM AP EENMNEEAS B ONNERANEE R, R
TREEREE LSEA AWS CLI X AWS API BU4wiE 75 = 5E B LR AR IR

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

1,
{

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

}
]
}

Amazon MWAA f{a 5 |IAM @ T4 414
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Amazon MWAA B & M3 E

ETHREBTRESAIURAEE , FSHAWS RS “REAIT XK DHEE"" , RFEFEEHERN
BHEMITR. AWS RS AXx—KREE , BSHAWS &M HIAWS,

EAER T RE=HFIHRE AWS Artifact, BXESES , HSETH “TEIRE" 0 AWS
Artifact,

IBEMER AWS RS R EAREBR T ENBENHEBME, RATNEN B R KR E R EENE
M. BXREGEFEARNEAREINESEFR AWS RS , BSHAWS Z2 X,

Amazon MWAA R 38 4

AWS £IRERIRERE S AWS Xl T AXHEN, SXERES M EYE BT BERENTHKX ,
XETAXESERK, FHESATRESHMEERE —E, MATAKX , Babligit MREE
AARKzETZHE A XAREEBHNNARFNREE, SEENENHSMNREF O EM IR EE
b, TRARERESHTAHYE., RERINTT BiE.

BXRAWS X MU AXNESER , FSRAWS £ IREM IR,

Amazon MWAA FRYEMERZ £

R —RERS , BA T Apache Airflow I S#REE T HEREZLIKMXALLHNRT AWS, B
X AWS Z2RFUR MM AWS RIFEMIREBNER , FSRAWS 222, EEAEMIRELZ S/
RESERRIZITEN AWS 33 |, S8 S AWS ecurity Pillar Well-Architected Fram ework = E it
RHERT

ERILAER AWS EXRFH APl HABEEMEH LD E MWAA, FEFIRAAIFUTAR

- BRBMBEZEMMIN (TLS ) o HAERMSEA TLS 1.2, BIUEA TLS 1.3,
- EEZLEBIRE (PFS) WHRBEH |, #1i0 DHE ( a8t Diffie-Hellman ) 5 ECDHE ( Il Bs4% &l
% Diffie-Hellman ) « KZEHIKRRLE (WM Java7 RESKRAE ) BIFXLEEX,

Amazon MWAA VBl EFAESEE DA

BLEM IT 2FHE (RNWEF ) £E AWS Az,

Amazon MWAA E R EXN A RKIREHH Apache Airflow, HEREFESEH 5B KB VPCs,

EMMERAE 415


https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://docs.aws.amazon.com/security/
https://aws.amazon.com/about-aws/global-infrastructure/
https://aws.amazon.com/security/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/infrastructure-protection.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/infrastructure-protection.html
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BXREZHMEER , BSHAUTHIR

« Amazon MWAA K& H R

- REHBER

« Amazon Web Services : Z2 N EHR
« Amazon MWAA HIVERHIZEL &%

- Amazon MWAA N Z £ REXE

Amazon MWAA &L+ HR{ESSE

Amazon MWA3 Rt T HEEF XML RECHEZL2RKBINFTEEZENAKELZ L HE. ATHEIKR
—RESEN , HFTRRTBZL2BRAR, IEFEIKRATETESHRIATHRHRER , HHHE
AABRANEREZM RIS

« ERAREFATHNNRER. REOAFRTESHTENRRIBEER TR,

« AWS CloudTrail AF%#ZB&K AR BAFED.

« #{R Amazon S3 TFE KA R B XEKH Amazon MWAA IREFRH AP ACLs B FRFNRHEA
FRBONR, XHETUBREENRQFEERRITEREN AR BEAEE Airflow RIETIEREN
PR,

- 55 Amazon MWAA PREXEXEY Amazon S3 Zi 8. Amazon S3 BB LUREME M. BHD
EFERPEFREMNR , O T B ZFEEREHMRS —REA,

Apache Airflow P Z £ RERE

Apache Airflow TR ZHFH. SRE — LGSR UFELIERFINSERAFE
A , Amazon MWAA 35 7 IX 4 , 18 DAG 12 EH X A4 EDAGs 1] LLE K Apache Airflow
APRBRASKEABEERENAR.

EI5# MWAA LA Apache Airflow B | BANEZWERITUATER | LBAREHNAENTHEER
Z2M, DAGs

- HEH DAG EANPRRAEHS IF X712 Amazon S3 /dags X R TREH A ERATEHHRIE |
B2 2 AU ARER AP AT LLE R Amazon MWAA #1117 & &5 Apache Airflow ¥E 21 [A] B9 (£ 1]
ZIES

- HZRMEEMN Amazon S3 DAGs XHXRIFRINE. MKz = , £/ CI/CD TEE A DAGs
Amazon S3 , FEI KIS RIFR DAG RIBAFSHNZ£HEN,

RIEEE 416


https://aws.amazon.com/compliance/shared-responsibility-model/
https://d0.awsstatic.com/whitepapers/Security/AWS_Security_Whitepaper.pdf
https://airflow.apache.org/docs/apache-airflow/2.0.2/security/access-control.html
https://airflow.apache.org/docs/apache-airflow/2.0.2/howto/connection.html
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- BIEAFFAERERN Amazon S3 FiEiE., UM 22 , £H DAGs ETF YAML, JSON = EH
EMXHERN DAG I |, ZXHFHEEEZFM#EE Amazon MWAA Amazon S3 BRI
E., DAGs

« £ Secrets Manager P EEF4] BARXTRMEIEATIE A DAGs WA FREZER , BT 2 4]
BRENRERNER,

¥ Apache Airflow F P PREI E X

YRATLAE A CloudWatch Logs Insights S48 Apache Airflow FiF X BR DAGs £ £ E B R I
It , REE DAGs EX T Apache Airflow PR | ,?JE_JJ«X{EFQ EventBridge it XI# M, Lambda
BB L CloudWatch ogs Insights [a CloudWatch ?a*T\ EEA,

FRFM
ERREATHNSR , BFBEUATHBATERS

« Amazon MWAA 3 E /5 A INFO BER BB FTE Apache Airflow BERRE, BXEZEER | I
#the section called “i7F 18] Airflow H&E”,

i
%

ERE B X Apache Airflow AFPIXBREXRNEL |, BHITUTRE

1. BIE— Lambda E¥ , ZEHBEEHTEA Amazon MWAA ¥R3E CloudWatch HE A
( DAGProcessing. . . Scheduler# ) 21T Logs Insights E)F &, Task
WebServer Worker

fields @log, @timestamp, @message | filter e@message like "add-role" | stats count()
by elog

2. HRLEQ@@ E—FPEEMN Lambda EREIEN EventBridge #LNEY B #5 , RIEBZITRIZ1THR
N, /A cron = rate KIAXNEEITXER , FREHHET,

Apache Airflow FH T2 REKEK 417


https://docs.aws.amazon.com/lambda/latest/dg/getting-started-create-function.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-create-rule-schedule.html
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Amazon MWAA E# Apache Airflow fxAx

REBNE Amazon MWAA Z#H Apache Airflow MRAS | SAR FHR B R ARAS Y B 4E KR,
£l

« xF Amazon MWAA fRZx

o BATRA

 Apache Airflow fRZA

« Apache Airflow £ #

« 4 Apache Airflow iRZ<

« R4 Apache Airflow R

« Apache Airflow B % F iR 4

« Apache Airflow {RZS 3z £ 5% W 5] &3

> F Amazon MWAA hx 2
Amazon MWAA ¥ B2 E BT Apache Airflow MRAN 5 H b & LAY =3 $1 34 F Python FEHRSRE

—i2. ZEBEMRTIEENRAEK Apache Airflow Bt iR =%, QIENEN , EEEEEFANER
RAE, MEGRE2-EEABEENRERS , EXLREARIES KA.

BR TR AR

Amazon MWAA %A Apache Airflow fxZ<, MREECIBRIFRIIARIEEREGRA , M Amazon
MWAA <R ZFNREFTRAE Apache Airflow B2 IRE,

Apache Airflow iRZx

Amazon MWAA EF#FELT Apache Airflow iR,

@ Note

+ B 2025 % 12 A 30 B , Amazon MWAA F£ IEX Apache Airflow iRA v2.4.3, v2.5.1
Mv2.6.3 WXE, BXEZEE |, S HApache Airflow fRA X HE N B 7,

XF Amazon MWAA KR4S 418
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+ M Apache Airflow v2.2.2 FF#8 , Amazon MWAA X #FE#4E Apache Airflow Web BRSSE5 &
Z 4 Python R, REBFIMNEEEH.

« M Apache Airflow v2.7.2 FF18 , ERXH SN EBE —%K --constraint B4, MREKRE
MAREZH , Amazon MWAA FRHEEE —NMNAREH , MBRENERDPIIENEFSE
IR IEEEAK Apache Airflow IRAFER

BREBRXMAPRESRFMHANESRESR

Apache Airflow

v2.9.2

v2.8.1

v2.7.2

Apache Airflow
KB

2025%5H20H

2025 £ 8 A 29
H

2024 £ 11 A 4
H

2024 £ 9 A5
H

2024 £ 6 A 10
H

2024 F£1 A 19
H

2023 £ 10 A 12

H

Amazon MWAA
EFH B

20265F1A7H

2025 £ 10 A 1
H

2024 12 A 18
H

2024 £ 9 A 26
H

2024 7R 9
H

2024 £2 A 23
H

2023 11 A 6
H

BES R L% Python KB,

Apache Airflow Python hZ<
AREZH

v2.11.0 YR  Python 3.12
v3.0.6 ARXH  Python 3.12
v2.10.3 4R  Python 3.11
v2.10.1 4R Python 3.11
v2.9.2 ARX#H  Python 3.11
v2.8.1 ARX4#E  Python 3.11
V272 AR Python 3.11

BXIBEEEN Apache Airflow ZPEHTHIE Amazon MWAA REBEMEZELE | SRZ D THIE
WIEEMN A | 1525 Amazon MWAA T#iEM.

Apache Airflow R4~
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https://airflow.apache.org/docs/apache-airflow/2.11.0
https://airflow.apache.org/docs/apache-airflow/2.11.0/release_notes.html#airflow-2-11-0-2022-05-20
https://raw.githubusercontent.com/apache/airflow/constraints-2.11.0/constraints-3.12.txt
https://peps.python.org/pep-0693/
https://airflow.apache.org/docs/apache-airflow/3.0.6
https://airflow.apache.org/docs/apache-airflow/3.0.6/release_notes.html#airflow-3-0-6-2025-08-29
https://airflow.apache.org/docs/apache-airflow/3.0.6/release_notes.html#airflow-3-0-6-2025-08-29
https://raw.githubusercontent.com/apache/airflow/constraints-3.0.6/constraints-3.12.txt
https://peps.python.org/pep-0693/
https://airflow.apache.org/docs/apache-airflow/2.10.3
https://airflow.apache.org/docs/apache-airflow/2.10.3/release_notes.html#airflow-2-10-3-2024-11-04
https://airflow.apache.org/docs/apache-airflow/2.10.3/release_notes.html#airflow-2-10-3-2024-11-04
https://raw.githubusercontent.com/apache/airflow/constraints-2.10.3/constraints-3.11.txt
https://peps.python.org/pep-0664/
https://airflow.apache.org/docs/apache-airflow/2.10.1
https://airflow.apache.org/docs/apache-airflow/2.10.1/release_notes.html#airflow-2-10-1-2024-09-05
https://airflow.apache.org/docs/apache-airflow/2.10.1/release_notes.html#airflow-2-10-1-2024-09-05
https://raw.githubusercontent.com/apache/airflow/constraints-2.10.1/constraints-3.11.txt
https://peps.python.org/pep-0664/
https://airflow.apache.org/docs/apache-airflow/2.9.2
https://airflow.apache.org/docs/apache-airflow/2.10.1/release_notes.html#airflow-2-9-2-2024-06-10
https://airflow.apache.org/docs/apache-airflow/2.10.1/release_notes.html#airflow-2-9-2-2024-06-10
https://raw.githubusercontent.com/apache/airflow/constraints-2.9.2/constraints-3.11.txt
https://peps.python.org/pep-0664/
https://airflow.apache.org/docs/apache-airflow/2.8.1
https://airflow.apache.org/docs/apache-airflow/2.10.1/release_notes.html#airflow-2-8-1-2024-01-19
https://airflow.apache.org/docs/apache-airflow/2.10.1/release_notes.html#airflow-2-8-1-2024-01-19
https://raw.githubusercontent.com/apache/airflow/constraints-2.8.1/constraints-3.11.txt
https://peps.python.org/pep-0664/
https://airflow.apache.org/docs/apache-airflow/2.7.2
https://airflow.apache.org/docs/apache-airflow/2.10.1/release_notes.html#airflow-2-7-2-2023-10-12
https://airflow.apache.org/docs/apache-airflow/2.10.1/release_notes.html#airflow-2-7-2-2023-10-12
https://raw.githubusercontent.com/apache/airflow/constraints-2.7.2/constraints-3.11.txt
https://peps.python.org/pep-0664/
https://docs.aws.amazon.com/mwaa/latest/migrationguide/index.html
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Apache Airflow 44

AITHR T Amazon MWAA L&A Apache Airflow MR8 FA# Apache Airflow 1T XIf2 & TELE
W E , HIRM T Apache Airflow BYXBINEESISR |, I8 T XISFBIIhBEM AR,

VRS
Apache Airflow v2 R EERAK i XIREF

HRIRE (BRAE ) HRIRE (S/ME) HRIRE (SAHE)
2 2 5
TELRE

Apache Airflow v2 R ESRAH TELTRE

TSR (BIME ) TSR (BVE ) TSR (BAHE)
10 1 25
F+4% Apache Airflow R Z<

Amazon MWAA XEFRXRBRAAR, XEREETLSHRBEMNRAR x.1.2z ARE x.2.z , BEFEE
REFWEERE , Hla0, N1.y.z ALEI 2.y.z,

BXREZEBEURXTEHFITERERRMEHREARBNFTRAMNIEMIEEE , i HSH the section called
“EH R A,

B& 4% Apache Airflow M2

Amazon MWAA XIFRIRBIRANERZERRA DR IFNRERAS . XEWREEALUFIREMRAE
x.2.zBEE x.1.z , EREREIIUTMHEERSE , flan, N2.y.z BRI 1.y. 2

BXREZEBEURXTEHFITERERRIEHREARBNFRANIFMILEE , S the section called
“BB AR A

Apache Airflow 48 420
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Apache Airflow BE% F x4

T&RIHTILDE MWAA A EF A Apache Airflow IRAS |, LR B MEANNBEAHF B, end-
of-supportB X IR EEFMANEZEE , HSH Amazon MWAA TH 5w,

Apache Apache Airflow X% B#  Amazon MWAA £ AH T S5# MWAA B end-
Airflow ki of-support

2/

v1.10.12 2020 £8 A 25 H 2020 £ 11 B 24 H 2024 £2 A 21 H
v2.0.2 2021 £4 A 19 H 2021 F£5 A 25 H 2024 £ 4 B 29 H
v2.2.2 2021 %11 A 15 H 2022 £1 B 27 H 2024 £ 6 A 27 H
v2.4.3 2022 £11 A 14 H 2023 %1 A 5H 2025 12 A 30 H
v2.5.1 2023 1 A 20 H 2023 4 A 11 H 2025 12 A 30 H
v2.6.3 2023 7 A 10 H 2023 8 A9 H 2025 12 A 30 H

Apache Airflow k2% 3z 35 H1E I (5] &

1BHE Apache Airflow #XH X A RERMRABE , Amazon MWAA &ig EERAERNBEEDZF=4
Apache Airflow JXERA, BRI EXZFL LB ED 180 XREMLAE Apache Airflow X ERRAH
KIEXEFAH,

= [B] &

@] : Amazon MWAA 3£#% Apache Airflow iRZ< % K88 ?

% : Amazon MWAA 7£ Apache Airflow 3 THRAE LT EXEZED 12 1MA,

| : %X Amazon MWAA EBY Apache Airflow IiRZAKI LR | RREWEEH ?

2 : BE, HIREIKF A Y {E Amazon MWAA REE IFIREBL REHE/TIZMRA , Il Amazon MWAA
LESFHERBHza A HEA, Health Dashboard

Al . XFERZBEREMA?

Apache Airflow E# R4 421


https://docs.aws.amazon.com/mwaa/latest/migrationguide/about-mwaa-migration.html
https://airflow.apache.org/docs/apache-airflow/stable/release-process.html
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B . EXBERHPERE , BT EBFERAFERARAERN Amazon MWAA IRIE, REEW ML H)z
TREH EF A Apache Airflow MRASHI I E Amazon MWAA M8 | BHERNEHEHTHEIE, B

Amazon MWAA EHEKBIEFHHAH Apache Airflow , i5SE (Amazon MWAA FEIEFE) o

/A Important

BERERFEN Amazon MWAA A H R#FTRA. AWS BURFTE &P RFEH Amazon
MWAA SRR REBIRFRE , MENERFNZS., RANTAERFERTSH, IREEH
ABEHZEERZZIHOMAIRMYS (FHIERE ) LETHE , WEEUREERRE., B
MZERK , SEENES, EIHRALZTEY Amazon MWAA 3848 | IR RERINED
THRACANBENERTREAXLEXNR  HEEEERRTEREZIARAN AR, 7£IBARA 2K
ZETENKREZTETERLFER AWS RS EITHI

[BRATHEAANEZETH , AWS bt FENIERARMHIEF, Ht, AWS R AWS #E|H
AN RS, HXBRARSEAEME=FENRZLHTERBRILIRERE |, N 7] LARE 6T PR &
RS EREAIERA, AWSHIREREMEEIBRA LPETIERR , JESSEEN
ABETTH, AR ELZERE, EIBRAK LZTHIRMEZ RS KL ( SLA ) BIAZTRIY
Fo

FEIHRA LZTHWRENEXRATESESRE,. FiR, RENEEAH. Hit , REWHIZ
BREXRPEEMERNEER , BHZRER AWS R4EIBRA,

BXxPHEFEER AWSHEZEE |, 55/ Well-Architected Framework AWS ) 2 #E 3=
£,

LA
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https://docs.aws.amazon.com/mwaa/latest/migrationguide/index.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/shared-responsibility.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/shared-responsibility.html
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Amazon MWAA k55 um = K BE 5

Amazon MWAA AU TREBRHFMER. REEEH (AR ) 2 FANBRS B RERIBRIENRK
HEAWS K

H33x

- RSRS
- IREEH
- EIRE

AR 55 i =
EiH A Amazon MWAA Bis 53R |, 1S Amazon MWAA s = F PR E .
Pz 55 Bic &t
PRER & F R ZRIABRET CIREES
28 BMNXEENKFH 10 =
Amazon MWAA RiE
HNERABE.,
BIEN THE FA Amazon MWAA 25 =
B R R TELTE
o
BT Web RS8E #4 Amazon MWAA 5 2
5 RIEM & K Web BRSS
BS¥L
18 1N PR Zi

&R LB IS 42 32 PR EUIE S5 SR R BR 15 48 h0 AT 1 B Y PR &
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https://docs.aws.amazon.com/general/latest/gr/mwaa.html
https://console.aws.amazon.com/servicequotas/home?region=us-east-1#!/services/
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Amazon MWAA & I 8] 3 fif &

AR T B 1EFEH Amazon MWAA B RTEEIE ZIRY E WL R &3,

B
« XEBHRAE

Amazon MWAA 3t Apache Airflow v2 X354 ?
A A A AR AE Python ?

- EARY

B A LAET D% Uni SageMaker fied Studio 54 Fi I &% MWAA 15 ?
A LEHERT LA AWS Step Functions vs. 7 2 MWAA ?

. FIEEA

BAINRBEESLOESFHZRTH?

Amazon MWAA ISR RARNRIARERSERH AL ?
LEEB N EM Amazon MWAA SR B E LSRR ?
Amazon MWAA BERFE HIPAA #5f ?

Amazon MWAA BREXFHFEMESHI 2

Amazon MWAA REXIFEE NS ?

LEER BT SSH #H ARKIRE ?

NHALVPC ZLHFEEZFHEI AN ?

REERTE IAM R a T EHEFAREIRE ?

HAER £ Apache Airflow THELTE E 174 I B BdE 2
REER I EBY 25 1 Apache Airflow TELE ?
Amazon MWAA BREXIFHEL T VPCs IHEFFH ?

BEEA BB HEMK B E X Amazon SQS BAFIKEIE Apache Airflow BV ES HATH TR IES

B

< BfR

FERMLIERRBERRT BRI ELRE?
] LU B 222 B E X847 CloudWatchfg ?

- DAGs, R¥ER . EEMEfthin) R

FBEA A PythonVirtualenvOperator ?
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« Amazon MWAA FEE LKA BEIRBIFTHY DAG X 2
« JItt 4 Apache Airflow ¥ BREHKH DAG X ?
o RAEBMNIRE S BER plugins.zip 3 requirements.txt ?
s N ARNBEHETRHIAE Apache Airflow v2.0.2 EE A E4EE S ?
- RAUBER AWS BIEEEIBRS (DMS) EEFE ?
- HRFEH AWS EiEiHE Airflow REST API B, REEDFHRFIRFIRS ISV 10 EULNRS
aPs)?
« Airflow E5 1T APl lR% 381 Amazon MWAA FHBMLEIETT ?

S HF Y AR AN

Amazon MWAA XI Apache Airflow v2 3t 4 ?

E T # Amazon MWAA XEFMARA , 1555 Amazon MWAA £/ Apache Airflow K2R,
K AT LA A i AR AN Python ?

Amazon MWAA EX# LT Apache Airflow iRZ<,

(® Note

« B 2025 % 12 A 30 A2 , Amazon MWAA fF4& IEX Apache Airflow ARZS v2.4.3, v2.5.1
Mv2.6.3 WXIE, BXEZEE , S Apache Airflow fRAZIFHE N B 7,

« M Apache Airflow v2.2.2 FF#8 , Amazon MWAA 3z 3% E#7E Apache Airflow Web BRS585 &
T Python XX, RUEBRFIMEE HEH

« M Apache Airflow v2.7.2 FF# , ERXHSMEE —% --constraint A, WMREKRE
MAREZHE , Amazon MWAA FRHEEE—MREH , UBRENERFIIENEFSE
IRIE1EEAK Apache Airflow IRAFRE

BREFRXHAFREBARFHNESZEE |, 55 R %2 Python KB,

XFEFHARAS 425
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Apache Airflow Apache Airflow Amazon MWAA Apache Airflow Python R Z<

[ES KW BH ti A HREZMH

v2.11.0 202558208  2026F187H  v2.11.0 A%M#  Python 3.12

v3.0.6 20255 8 429 2025491081 v3.06 4KMXH  Python 3.12
= =

v2.10.3 202411 B4 202412 B 18 v2.10.3 AKM#  Python 3.11
= =

v2.10.1 2024 985  2024% 9826 v2101 4FRXM  Python 3.11
=] =

v2.9.2 20245 6 810 2024%7H9  v2924KMMH  Python 3.11
] =

v2.8.1 20241819 202452823 v2.814%MX#H  Python 3.11
] =

v2.7.2 20235 10 A 12 202351186 V2724%X#  Python 3.11
E B

HXIEBEEEM Apache Airflow SPERITIHIMAE Amazon MWAA REBMNEZEE | SRZ O THIE
BIRENGE , H255 Amazon MWAA FBIERE,

EdEES
HE AT LAET D% Uni SageMaker fied Studio #f fE &i# MWAA 15 ?

AT, L5 # SageMaker Unified Studio T4EFRTE , BRI LAEIL S# U SageMaker nified Studio
FIRBIIEIT—RIMES ., T S# SageMaker Unified Studio TYETZ A Apache Airflow X1 #3E4k
BREFHTREHRHEEN SageMaker Y &#h Unified Studio KB L, BEXEZER , SR IE
HiEZD. BETHAEXITDBNEZELR SageMaker , 55 R A2 & # SageMaker ?
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https://airflow.apache.org/docs/apache-airflow/2.11.0
https://airflow.apache.org/docs/apache-airflow/2.11.0/release_notes.html#airflow-2-11-0-2022-05-20
https://raw.githubusercontent.com/apache/airflow/constraints-2.11.0/constraints-3.12.txt
https://peps.python.org/pep-0693/
https://airflow.apache.org/docs/apache-airflow/3.0.6
https://airflow.apache.org/docs/apache-airflow/3.0.6/release_notes.html#airflow-3-0-6-2025-08-29
https://airflow.apache.org/docs/apache-airflow/3.0.6/release_notes.html#airflow-3-0-6-2025-08-29
https://raw.githubusercontent.com/apache/airflow/constraints-3.0.6/constraints-3.12.txt
https://peps.python.org/pep-0693/
https://airflow.apache.org/docs/apache-airflow/2.10.3
https://airflow.apache.org/docs/apache-airflow/2.10.3/release_notes.html#airflow-2-10-3-2024-11-04
https://airflow.apache.org/docs/apache-airflow/2.10.3/release_notes.html#airflow-2-10-3-2024-11-04
https://raw.githubusercontent.com/apache/airflow/constraints-2.10.3/constraints-3.11.txt
https://peps.python.org/pep-0664/
https://airflow.apache.org/docs/apache-airflow/2.10.1
https://airflow.apache.org/docs/apache-airflow/2.10.1/release_notes.html#airflow-2-10-1-2024-09-05
https://airflow.apache.org/docs/apache-airflow/2.10.1/release_notes.html#airflow-2-10-1-2024-09-05
https://raw.githubusercontent.com/apache/airflow/constraints-2.10.1/constraints-3.11.txt
https://peps.python.org/pep-0664/
https://airflow.apache.org/docs/apache-airflow/2.9.2
https://airflow.apache.org/docs/apache-airflow/2.10.1/release_notes.html#airflow-2-9-2-2024-06-10
https://airflow.apache.org/docs/apache-airflow/2.10.1/release_notes.html#airflow-2-9-2-2024-06-10
https://raw.githubusercontent.com/apache/airflow/constraints-2.9.2/constraints-3.11.txt
https://peps.python.org/pep-0664/
https://airflow.apache.org/docs/apache-airflow/2.8.1
https://airflow.apache.org/docs/apache-airflow/2.10.1/release_notes.html#airflow-2-8-1-2024-01-19
https://airflow.apache.org/docs/apache-airflow/2.10.1/release_notes.html#airflow-2-8-1-2024-01-19
https://raw.githubusercontent.com/apache/airflow/constraints-2.8.1/constraints-3.11.txt
https://peps.python.org/pep-0664/
https://airflow.apache.org/docs/apache-airflow/2.7.2
https://airflow.apache.org/docs/apache-airflow/2.10.1/release_notes.html#airflow-2-7-2-2023-10-12
https://airflow.apache.org/docs/apache-airflow/2.10.1/release_notes.html#airflow-2-7-2-2023-10-12
https://raw.githubusercontent.com/apache/airflow/constraints-2.7.2/constraints-3.11.txt
https://peps.python.org/pep-0664/
https://docs.aws.amazon.com/mwaa/latest/migrationguide/index.html
https://docs.aws.amazon.com/sagemaker-unified-studio/latest/userguide/workflow-orchestration.html
https://docs.aws.amazon.com/sagemaker-unified-studio/latest/userguide/workflow-orchestration.html
https://docs.aws.amazon.com/next-generation-sagemaker/latest/userguide/what-is-sagemaker.html
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EHAHET LA AWS Step Functions vs. Y 5 MWAA ?

1. A LAEA Step Functions RAENMAEFITE , B Step Functions AT Y & EUH X —/MT
BR—BAMIENER,

2. MREBEZTHREBRIERERLGET —XRITE , WA BAEEA Step Functions 3 Amazon
MWAA. Amazon MWAA JERM T — N FRER , AN IEREMNEEEERARN AWS TR
SEE P

MR 8 A
B HERZOESFHEZE TR ?

EEEMEZEE RSN 20 GB , B Amazon ECS Fargate 1.4 ¥, RAM EREIEENIERXRAE, &
RINBEWEZELR |, HSH BLE Amazon MWAA IREX,

Amazon MWAA SMEFERNRINRERERT AL ?

Amazon MWAA SREREETT 2.6 RERRAH Amazon Linux 2 SR L 8IE | BURIEE(T 2.7 &
ESMAHK Amazon Linux 2023 B9S24 LI/,

REEBNEM Amazon MWAA IMEF A BEEN &G ?

AXEFBEENLER. Amazon MWAA EAET Amazon Linux AMI 2R E K. X TERMBIFE
#) Amazon S3 FERBHP B requirements.txt XHFFRIEEMWER , Amazon MWAA BIFIE1T pip3 -r
install RZEFTHER,

Amazon MWAA 2B RS HIPAA BRI/ ?
Amazon MWAA &4 (BEREREBEFTEEE (HIPAA) ) WER, NREHE HIPAA Bl A£H &

(BAA) , M AT LAER Amazon MWAA L3 AWSTE 2022 & 11 B 14 B2 ERIEMIRE P IB Z R
WREEE R (PH) W IERRE.

Amazon MWAA 2B X #&ZMEISSF) ?

Amazon MWAA B 81X Apache Airflow B3Z%E Amazon EC2 M A LHIZER, {ERE , Amazon
MWAA ER3E A] LA7E Amazon EMR 1 Amazon EC2 Ltk ZEME L4,

A ARHMETT LA AWS Step Functions vs. I % MWAA ? 427


https://docs.aws.amazon.com/AmazonECS/latest/developerguide/fargate-task-storage.html#fargate-task-storage-linux-pv
https://aws.amazon.com/compliance/hipaa-compliance/
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Amazon MWAA 2B X8 ENE ?

EEAEEMNEERN Amazon MWAA EHE , BHITUTEESZ— :

s FEBFLH Web BREE51HEIMPRAY Amazon MWAA ZE | EafLAE A A CloudFront Lambda
@Edge W B RESI S EEBHWHE |, HYBENHBMSE, CloudFrontEXREZER
BAAHFERE B EXEWRAE , S8 Amazon MWAA REIGFHEFHLNE Web FRSSESHY
Amazon MWAA B E X RHl, GitHub

« BXxEHFFE Web BRE 1 HNRA Amazon MWAA S22 | iS5 the section called “iZ BB E N
=

ReER BT SSH # ARKNIRE

B A Amazon MWAA SEFR X SSH , B aJLAEA DAG BEid# A BashOperator Ki&1T bash &
T Bl :

from airflow import DAG
from airflow.operators.bash_operator import BashOperator
from airflow.utils.dates import days_ago
with DAG(dag_id="any_bash_command_dag", schedule_interval=None, catchup=False,
start_date=days_ago(1)) as dag:
cli_command = BashOperator(
task_id="bash_command",
bash_command="{{ dag_run.conf['command'] }}"

)

E £ Apache Airflow Ul % DAG , FFEH :

{ "command" : "your bash command"}

N AVPC ZEAFEH S| AMAN 2

BECZEESI AN | BaLURRSIN VPC A E—Z24d K MAFENFENEF K. ETHE
Z{SE , %3 the section called “VPC &£,

HEERE IAM T E Y EFA R E ?

A OB 72 H 48 E A E B FRoRBR #1177 (B £ PR AWS Identity and Access Management , {H2 , AWS
BEHIEPTREFRIFEEDE , WRAF AR —NRE | 017 AR B PR IR R .
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https://github.com/aws-samples/amazon-mwaa-examples/tree/main/usecases/mwaa-public-webserver-custom-domain
https://github.com/aws-samples/amazon-mwaa-examples/tree/main/usecases/mwaa-public-webserver-custom-domain
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R AEABTE Apache Airflow THELTE 176 6 3k 3E 2

Apache Airflow IZEfF A LAE T4 R L7 IRAT83E. Apache Airflow T2 AT L5 RIFRERY
Fargate &85 L# /tmp FEIIEES 324,

(® Note

BHE Amazon ECS Fargate 1.4 , EF EF#FZEIRHITE 20 GB AN, BERIEFEESTE
[@— Fargate Bes=fl L1217 , ZEHIRTAERTRH /tmp XK,

KEDTEEET 25 4 Apache Airflow TELTE ?

AL, REETLAE Amazon MWAA 12#| & LIEEE&Z 25 1 Apache Airflow TEL.E |, BIETLUE
iR 18 B AL R 35 R Bl B %58 50 4 Apache Airflow THELRE, EXEZEL , FSREREME
o

Amazon MWAA REXFHET 5% VPCs i HEEFK ?

Amazon MWAA A X HFHEZML i VPCs HZFW, BEQEIFRNIEREHN Amazon VPC 4 H
ZHGIBRENKFHE, B2 , B LLREREM Amazon MWAA Tk ) Amazon VPC B EHE
Z VPC, BEXEZEEURGRERABATHEE Amazon VPC KRS , 25 (Amazon VPC H3H
XKIEE) FHEFHIBBEIERN,

BRERVEIER B E X Amazon SQS RAFIKEE Apache Airflow HHI{E
ST IERESE ?

RATEL |, BT EETE Amazon MWAA 8122, = HA B E X Amazon SQS A%, X2F R
Amazon MWAA £ B3I B &S Amazon MWAA SREFTIEFEE B S Amazon SQS BA%I,

HEPR
ERMLERRBERSY BITFLRE?

I 52 MWAA £ ¥ #lQueuedTasksHRunningTasksi# A , CloudWatch AT E R B IEEMNIFEF Y
& Apache Airflow T#EREF. ETHREZELR | B8SH LEAER.
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o LATE A B2 B E L E#R CloudWatchlg ?

A1E CloudWatch E#lE, B2 , B SIEEHRE A BE XLIBHRH DAG CloudWatch, BXxE %S
B , &5 fthe section called “fEF DAG 4w E B E XIER,

DAGs., B{EGA. EEMEf[n] &R

FKAESFE A PythonVirtualenvOperatorx ?

Amazon MWAA KREA#Z3F PythonVirtualenvOperator , {B&E AT LABIE —/NMER
PythonVirtualenvOperator M BE &Y. BXTAINRE , S the section called “/§4h
PythonVirtualenvOperator B B E L 7o

Amazon MWAA B EZ K8 T REIRBIFTHY DAG X4 ?

DAGs £ EHIM Amazon S3 F# RIS B EBHIAE, MREBHRIMNFTH DAG X4 , Amazon MWAA K
HEE 300 WA EEFHRERF XX, MREZEFHFINEN DAG , Amazon MWAA KAFE 30 BT8R
I EH

XLE{E ( $THEEN 300 ¥ DAGs , T8 DAGSEEH N 30 ¥ ) 2 BI¥ KT Apache Airflow &
BEdag_dir_list_intervali&Tifl, min_file_process_interval

R4 Apache Airflow ;&8 REFHK DAG X4 ?

LU R REAY AT RER IR T =R

1. REVWTABGREBEEBXN Amazon S3 FHENEBNR. ETHREZEE , 5 Amazon
MWAA L 1TA R,

2. K& Amazon S3 FHBREECEEM AR FEHEARELEG ., ETRESZER , B3 N
Amazon MWAA #1Z Amazon S3 Z##. -

3. WIF DAG X#rA& &, filtn , FHEEREN DAG #HE—ME—H DAG ID.

RETMNIREHREE plugins.zip 5 requirements. txt ?

BEl , SR BDETERD plugins.zip 2 requirements.ixt 5 RF EMIAFEHMIBR , BIFKATEES DEREXAN
W@, LG  TBHERDNERZENAS zip X, ETHESZEE , 55H MR Amazon S3
i:0pgo
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RN ALBRWBEHETHIIE Apache Airflow v2.0.2 EERIHHREEF ?

HFZ£FER , Amazon MWAA LE& Apache Airflow Web IRE2HMEHORESR , BT 4
BE#E1E 2.0.2 lRAIFIERY Apache Airflow Web BRS5 88 L ZEIEH I Python K, Il HAVIEH
YIS # MWAA £ (IAM) FXTREY Apache Airflow i F#{TE 4 38UE, AWS Identity and Access
Management

N T RES E I Web BREE5 E R E A Python K , HATELER Apache Airflow v2.2 RES
RA GBI —NEFTIRE, Amazon MWAA E#7E Apache Airflow v2.2 R E S R4 Web fREE5 2%
Python #k i1 B E @4

HAILAUER AWS BiEFE IR RS (DMS) SENE ?

Amazon MWAA %% DMS ZEff., B2 , WZEFFEERATX 5 Amazon MWAA IRIERERHY
Amazon Aurora PostgreSQL Jt B IEHIB EHRITIRIE,

LIAFEH AWS FiEifE Airflow REST API B, BREED MR FIRFIIRS 2=
10 £L LW S (TPS) ?

=0, aLl, ERETRES , R AWS BEF i,
Airflow fF&#.1T API BR$887 Amazon MWAA I NMIBIZIT ?

Amazon MWAA 7£ Web BRS-254H 4 iz 1T Airflow EF 1T API RS 85, EF 1T APIs {X1E Apache
Airflow v3 REBMASR T A, THEX Amazon MWAA RN EZEE |, BHSH 24,

#B& plugins.zip 3 requirements.txt 431
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Amazon MWAA = HERR
REANHTE Amazon MWAA EEF Apache Airflow B AJREIB ZIRY E L RIBAEIR | AR RIX L4
NHEEDS R,

B
- MEEHEER : DAGs., BER . HEEEMH fth i) &

* Connections

« EFEIEE Secrets Manager

s IMAERNHBITHBEREEFEE secretsmanager:ResourceTag/<tag-key> Secrets Manager
FHSRRRSH ?

« RFEEERE Snowflake
o REETE Airflow Ul FREIFRAERE
Webserver
« REHRE Web BRSS I3RS 5xx f5iR
« FUWEI The scheduler does not seem to be running 48 ix
7T
- RNESFWSEEZETK
« R Airflow v3 FES KK , BREHE
cLl
« 1£ CLI Hfi % DAG R EKUKE“503 45 1%
« {4 dags backfill Apache Airflow CLI e & kMK ? BREHBRAE?
EE/
« BREMEA S3Transform EEFFETIBZEI T PermissionError: [Errno 13] Permission denied £&i%
o RFEHERR : BIEFEH Amazon MWAA 3R
« E# requirements.txt
« BIBE T requirements.ixt BWFTMRA , EFFEIL T 20 Z 04
- Wt
* Amazon MWAA BREXFERIABENL UI?
— QR ER
o BRFIEIEFE S3 FHLEAH TR ERIE
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- BIEIRIR,
- BEHMERE | HE — BT Creating IRE
B EME |, BEIRABE RN Create failed
E=i%E#E VPC B E| Network Failure £5i%
B oI BRERBIRS . 5 XS ER BIUEE HIR

BEZRAAESE | CHIRBE TR Available , B2 EHEZ1A 5 Airflow Ul B , 28R
Empty Reply from Server 5% 502 Bad Gateway $&ix

s EZEQE—INE , BNAFBR —HBEIHNFHEER

* Update environment
s REAESIESR  BEFEUT

« HEHRE
« &L Apache Airflow Ul

« #EEHEBR : CloudWatch Logs &l CloudTrail f5i%

- BHE
s BERAFBWES AL , ERKWE T Reading remote log from Cloudwatch log_group £&ix
s EFEREEMABENER TEAK
» FK7TE CloudTrail Fi&%] 7 ResourceAlreadyExistsException faix
« F1E CloudTrail #FE&EI T Invalid request 51%
« I 1E Apache Airflow BEFFF] T Cannot locate a 64-bit Oracle Client library: "libcintsh.so:

cannot open shared object file: No such file or directory
s REBWITNERFBEFERT psycopg2BRF e EINKMA T IEE
« BRERM DAG 4B AEFREFEER T Executor reports task instance %s finished (%s) although

the task says its %s

s BREBRMWESALEHREERT Could not read remote logs from log_group: airflow-
*{*environmentName}-Task log_stream:* {*DAG_ID}/*{*TASK_ID}/*{*time}/*{*n}.log.

HIEHERR : DAGs, BRER. EEMHARZ

AR EBNLBT Apache Airflow v2 F v3 Python KB, BHEN DAGsHEH. BRIER. EE, £
SUARIEBTEE AT Apache Airflow FIE S8 TERERED ATREIB N M E RSB[R RBHBRRT

=,
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B %
» Connections

« EFEEE Secrets Manager

o IMIERNHITHEEREEFTEE secretsmanager:ResourceTag/<tag-key> Secrets Manager &4
S BIRBR I ?

o BRFIEEE Snowflake
- BFEAETE Airflow Ul RIREIER A ESE
Webserver
« REHE Web FRS5arETHE] 5xx fBix
« EUE| The scheduler does not seem to be running £&1%
7T
- RNESFWSHERZXETK
o 1L Airflow v3 FES AN , BXERE
CLI
* 7£ CLI Hfit & DAG BY R F“503"Hi%
« 14 dags backfill Apache Airflow CLI fe 52 kMK ? BREHBREE?
EHA
« BREMEA S3Transform EEFFETIBZEI T PermissionError: [Errno 13] Permission denied £&1i%

Connections

U EBHEIR T BIEFEA Apache Airflow EZ S H IR E R o gEEI M85 iR. AWS
3% T £ %% Secrets Manager

BINBEWETHRUATSER

1. THRW{AA Apache Airflow EEMEEIE R4 , 1HZ 1 the section called “BLi& Secrets
Manager’s

2. ETHIAER Apache Airflow & (test-variable) WE4R , 55 7 Apache Airflow &
{FH AWS Secrets Manager F#Y%4A

3. E T {E A # 1T Apache Airflow E# (myconn) , 25 £ 5 AWS Secrets Manager
#2340 # 1T Apache Airflow ZE#2,
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MAERNRITACKEEPEE secretsmanager :ResourceTag/<tag-key>
Secrets Manager &3 7R & ?

(® Note
&R F Apache Airflow fR4s 2.0 R E 2R,

B &l , T Apache Airflow R EEEHAE , BLEZESERENRITACHERAKGRAREHME
SR PR #I SR PR #1353 Secrets Manager 24K 51,

T EERE Snowflake
RINBWEBTERATESR :

1. A aws-mwaa-docker-imagesfE < #th U iXRHY DAGs B E B4 Python #kix R GitHub,
2. FUATHRERMEESIFEN requirements.txt o

apache-airflow-providers-snowflake==1.3.0

3. FEUTSARIE DAG :

from airflow.providers.snowflake.operators.snowflake import SnowflakeOperator

1R Apache Airflow EEXN RIS LU TRER :

1. %E#E ID : snowflake_conn

2. EERH : Snowflake
3.  ZE#l : <my account>.<my region if not us-west-2>.snowflakecomputing.com
4. Schema : <my schema>
5. %33 : <my user name>
6. TREG . terwerrs
7. w0 : <port, if any>
8. B INAKBLIN :
{
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"account": '"<my account>",

"warehouse": '"<my warehouse>",

"database": "<my database>",

"region": "<my region if not using us-west-2 otherwise omit this line>"
}

Flan -

>>> import json

>>> from airflow.models.connection import Connection

>>> myconn = Connection(
conn_id="snowflake_conn',
conn_type='Snowflake',
host="'123456789012.us-east-1.snowflakecomputing.com',
schema="'YOUR_SCHEMA'
login="'YOUR_USERNAME",
password="'YOUR_PASSWORD"',
port="'YOUR_PORT'
extra=json.dumps(dict(account='123456789012"', warehouse="'YOUR_WAREHOUSE",

database—'YOUR DB_OPTION', region='us-east-1')),

- )

RIETE Airflow Ul R FIR M ERE

Apache Airflow 7 Apache Airflow Ul F2# TEEER, TIeEELBOM , ©ER6E A IR R R E K
EE URI Z/F&, R Apache Airflow Ul F& BEEZENR , W o] LAE A& AEZEERKRE RERE URI
FRE , BIAER HTTP EEER,

BINBWEZERAT SR -
1. 7E Apache Airflow Ul #i5[A] Amazon MWAA REHEERZERE | 1§55 L&ETE Amazon MWAA IR
E i Apache Airflow IR EREF S,

2. f& CLI #ifa & Apache Airflow EZM @+ , S H Apache Airflow CLI i 55 %&,

3. ETHMAREMEA Apache Airflow Ul FEVEEZERKALE Amazon MWAA E£RY Apache
Airflow Ul FIERERERR | ESH EEREHR,

Webserver

LU EBEIR T 81 Amazon MWAA E#Y Apache Airflow Web BR%328 L AT REUR B B9 48R
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FIETFME Web fRSSESTUE] 5xx £51%

BINBWETRA TSR

1. R E Apache Airflow Fi &£, WIFERIEE S Apache Airflow Bt BT REXT ( Hla0 AWS
Secrets Manager ) R A2 EHAEE, ETHESEE , 55 the section called “B T EERE
Secrets Manager’,

2. && requirements.txt, WIFf requirements.txt FFIHK Airflow “Extras’iZF a8 MHE
fEER A S Apache Airflow RAFRAE

3. IRFETE requirements.txt XHHIEE Python IKBIH /53% , S M £ requirements.ixt FE
¥ Python fk#iI,

FEUWZEl The scheduler does not seem to be running £ix

MRPERFLCFEEET , ERE X OB BEJLNNETUREIR , DAGs BBARARETR 2
Apache Airflow F5IH , B F2LHEFHES-

BINBUETERA TSR

1. BIAVPC Z2AAFAMBREA 5432, EEMFEA RO FREEETIIANERN Amazon Aurora
PostgreSQL JTHIEBHIEE., HMLHNE , 4 Amazon MWAA JL9 4 | SBiRFMASER, BETH
EZEER , i3 the section called “VPC ££",

(® Note

« Aurora PostgreSQL TTHIEER I D MWAA BRSEEH —20 , EEMFRTH,
AWS Ik F

- ERREFAXNEREERITVEFAVNER K MARBERRE,

2. MRBUNEFKZT, WIRERHATFZHRAEZERN , flNEHmMEZELMRITHNEFIH. B
1A HEH R CloudWatch M HEA |, FIAER DAGSIHEHGMNERERERERIZT. ETHES(E
B | ESR LiEER.

(F35)

BT EBH#R T EE R AT Apache Airflow 1£55 84 AT sE R EIRY £ 1R
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BWES FW=FEEETK
R Apache Airflow F5 “F” FARTEK , BRINBWUEBHITUT IR

1.

AJREE K& DAGs EE XM, BB E DAGs AMITHEEH ( flWERB SRS ) A
HEE,

a. Airflow £ E{]1 DAGs RREEH. MELFEANTERSHREREN 50% , NATgEELTF
#a1it Apache Airflow it XIEZFFEER ., X225 CloudWatch 35457 1Y S #FATEY B+
=¥ CloudWatch BEHH DAG & ErtEIE ., BB H ML Apache Airflow BLER 5 7% |
XEFETEAREENITISTEEZH.

b. EFMATHRBBRNEMERMNBUMRERSE , 52 the section called “Apache Airflow K
HEERE",

RAFIFR IR E KEES . XBEXRNA N ZNoneM KEBETHIBRKNES , RBEERNKER

%, Queued Tasks and/or Tasks Pending CloudWatchtHEl bRV RE AT -

a. MREZETHESZTHENZITAES , andlor WIE B34 B2 I BERA M KBS A rTER
MESHBBELSTEAR,

b. MREZTWESZTHENEZETESD , RNEWUBDENZEITHESHE , and/or
Apache DAGs Airflow TE4& RN KIEKHE,

c. MREEFIBHRENERMVNNBEESITEARZAEAEEFH , BNEUETEST
2 , Ll and/or #in& 4> Apache Airflow TEA 5

d. &R LAEA AWS Command Line Interface (AWS CLI) A8 update-environment 5455k B &
EENRERETH IEENRNIZABE,

aws mwaa update-environment --name MyEnvironmentName --min-workers 2 --max-
workers 10

EFW THRBEMEMERMNEBENNRESKE , B2 H the section called “Apache Airflow HJ
HEERE",

MEAFFEZEEESTRE , BUUERESHIFEFIENRIB LK. XAFHRRENEY
RAHBBZTESNE LN IELZENRE, TRERTHFHEESH A,

@

ERHFBESHERE , ABRERFER (WEMAT ) . XAF Amazon MWAA 4 5 THAE ;
AN, IRMEHEBARIES , Amazon MWAA T3 E DAGs MBS RARER |, T ER
NIE,

(=5
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4. BT Apache Airflow E5E B |, 55 (Apache Airflow ZE15E) HELE.

KL Airflow v3 RESF LM , BXEBEBE
MRIER Apache Airflow 3 FFAMERBEBE , BIRBUTIREE

- WMRIELZBEAXRIETREBIR (HMESKEKEIEHN Task handler raised error:
WorkerLostError('Worker exited prematurely: exitcode 15 Job: 12.')) ,
RADBRAZEFTHN I X TEHETREENL L,

EEFRIXANEE | W LAE R celery.worker_autoscale ElE N BN &R/NMEMKRKE. Hlin

celery.worker_autoscale=5,5 # for mwl.small
celery.worker_autoscale=10,10 # for mwl.medium
celery.worker_autoscale=20,20 # for mwl.large

XA A LA R TARL M A/ MRISEE | Pl TREESNL L,

CLI
LT EBANE T IE4E AWS Command Line Interface 3z 1T Airflow CLI 553 B AT REUR BB & iR o
1£ CLI it % DAG B EWEI“503"45 1=

Airflow CLI £ Apache Airflow Web fRF 88 LiZ1T , ZIRSH|NHEAMER, BE , eHRZULUERE

T4 CLI @3 %,

7t 4 dags backfill Apache Airflow CLI ii &k ? REEMRS L ?

® Note
LR ABLSGER T Apache Airflow v2.0.2 3738,

HbackfillH it Apache Airflow CLI i 5 —8 |, Za HELE DAGs F Ao © Z Bl EB S E 4 ih 7

# DAGs FTE® T , TiLiZ CLI BEEA FTH DAG, £ Apache Airflow v2.0.2 9 Amazon
MWAA SRR | BT 7E CLI s BIE1TEY , Web FRESB[| L ARRER/EMNER , RBERBREFTEIK ,
HEFT LA backfill #E, WRFBEHRZETMERSEYS , M backfill BEFR I,
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H T EEBIZIT backfill CLI %y , RATEIIE bash EEFHFAE., £ bash ZEH
F, backfillRNIERFBHN , AFRINEN , RAFMBLENERMNBEHERTAHE R
%, DAGs RBBLLT RHIEA BashOperator 82 DAG kiz1T backfill,

from airflow import DAG
from airflow.operators.bash_operator import BashOperator
from airflow.utils.dates import days_ago

with DAG(dag_id="backfill_dag", schedule_interval=None, catchup=False,
start_date=days_ago(1)) as dag:
cli_command = BashOperator(
task_id="bash_command",
bash_command="airflow dags backfill my_dag_id"

=BT
UTEBHWRT EBEFERAZERR A REWREI MR,

K1EMEA S3Transform iZzEFA1IBE| 7 PermissionError: [Errno 13]
Permission denied 45i%

WMREZRFEH S3Transform ZEFF=1T shell BIAH W E| PermissionError: [Errno 13]
Permission denied f8ix , RMNBWERITUT IR, UTTRBIZEEE —1 plugins.zip X
MREBER B plugins.zip , TSR ZEBE LK,

1. fEMaws-mwaa-docker-imagesfE At U iH{REY DAGs B & @4 Python & #ix R GitHub,
2. BIEBHR B,

#!/bin/bash
cp $1 $2

3. ("% ) macOS M Linux AF AR EETU T S BRI ATINT,

chmod 777 transform_test.sh

4. FEIZARIE plugins.zipo

zip plugins.zip transform_test.sh
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5. RE¥ plugins.zip L& E| Amazon S3 IS BRFITIRIE,

6. IREBIE Amazon MWAA #2&|& EIEE plugins.zip MRS 89 5 R IR 1E

7. BIELUT DAG X

from airflow import DAG

from airflow.providers.amazon.aws.operators.s3_file_transform import
S3FileTransformOperator

from airflow.utils.dates import days_ago

import os

DAG_ID = os.path.basename(__file__).replace(".py", "")

with DAG (dag_id=DAG_ID, schedule_interval=None, catchup=False,
start_date=days_ago(1)) as dag:

file_transform = S3FileTransformOperatoxr(

task_id='file_transform’,

transform_script="'/usr/local/airflow/plugins/transform_test.sh',

source_s3_key="'s3://amzn-s3-demo-bucket/files/input.txt’',

dest_s3_key="'s3://amzn-s3-demo-bucket/files/output.txt'

)

8. IREN DAG i3 E4&E| Amazon S3 R F BRI TR,

WMEEHERR : BRI EEH Amazon MWAA ER3E

AN EFBEELELIENER Amazon MWAA FR3E Y F] 8218 B #Y £5 1% DA K INa 2R X L 454R

EES
« ¥ requirements.txt
« BIBE T requirements.ixt WFTHRA , EFHER T 20 Z 04
o Vi
« Amazon MWAA REXEFEIEEL UI?
- DIEEES
o RFEEEF S3 FHIENH G ANE B A LT
. BIRIRE,
s RERABIERE , (BE—BL4 T Creating IR
« RSEHVEKRIE | BEHIRSE TN Create failed

Amazon MWAA 62/ #t 441
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« EZ11%EE VPC B E| Network Failure f5i%
s BREZHAEBERFEEBIKRFEIRS., 2 XFERDIEZIE Hix

« REHBIEKE | CHRSE RN Available , BEEHFE =R 1718 Airflow Ul i | £8 R Empty
Reply from Server =% 502 Bad Gateway %5 ix

- BZEHAEB AR BNASBR —HEINFHEN

* Update environment

c REVUEQOMESR  BEHMABT

o TFRIIAE

« RFEIHE Apache Airflow Ul

E#H requirements.txt

LUTEBHWIRT EEEH requirements. txt B AJREW B KV E5 iR

FKIEE T requirements.txt WETRA , EFIRETL T 20 Z 05

MRINEL L requirements. txt XHWHFIRATEZW R EEE =+ 2984 , NREEFHK
W, Amazon MWAA EEEREIRBREBRNRE —MNREMA

1.

REERFSRA, BINBWEHRL RN requirements. txt FH Python kIS B4 ERA (==)
WER SR (<=) o

& & Apache Airflow B, IREFMA T Apache Airflow B , i§7E CloudWatch ##I&H B &
ANEERITIASERTERYE, IREAKIFZREE , HFEANRRARRITABHRIEA
B &R/ CloudWatch 3% Amazon S3 IR, ETREZER , BSH WTAE,

# & Apache Airflow Bt EET, WREFERHE R Secrets Manager BRIUFEIEE RN Apache

Airflow Bl EXTHREN EEAREEH. ETHEZER , BZSH the section called “fit &
Secrets Manager’,

KE VPC MEHE, ETHREZELR , 25 the section called “TREIRA",

BREHITAGNER, MITABE AWS Identity and Access Management (IAM) & | EINRE

B& fo1F Amazon MWAA REREFEAHEM AWS BRS ( Hla0 Amazon S3, CloudWatch, Amazon
SQsS, Amazon ECR) &R, RFEATHHUHEFRENZAR AWS BEEZH. ETHRES
BE , BZHA HITAE,

EETHEHERRBI AR E Amazon MWAA ®RiER Amazon VPC REREMEE |, HSH
GitHub AWS X T B UFFRERIA,

E# requirements. txt 442
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iy

LT ETHRT BEBRBHEH Apache Airflow 4 A] BEBR B R @)

Amazon MWAA BREXEFESMBENX UI?

M Apache Airflow v2.2.2 7735 , Amazon MWAA X7t Apache Airflow Web B 88 £ R4 FISE
MEEN Ul, IR Amazon MWAA FREiz1THI 2 Apache Airflow v2.0.2 RE RhA |, NIRRT LR
MEEN Ul,

BXBAEENARAERANESEL , HS5H L.
BEEER

AT EBHIR T BIE 012 Amazon S3 TR WTALKBIR 1R,
R EME R S3 PR LA HIFERBAIET

Amazon MWAA PHRERHITAEEEIRB I Amazon S3 FE@EHRIT
GetBucketPublicAccessBlock REMMNIR , URIFFE#BEHELARIFRE, RMNBWWEZHRUT
S

1. ERISBRF JSON EMHMEMITHE,
2. MHNEATR JSON KB

"Effect":"Allow",

"Action": [
"s3:GetObject*",
"s3:GetBucket*",
"s3:List*"

1,

"Resource":[
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

]

}

& amzn-s3-demo-bucket FHYRB| SR AFE#R LR Amazon S3 B o

3. EZ{THEHREARKLZE Amazon MWAA IREH Amazon VPC MEEBNEE |, 55
GitHub AWS X315 T EF IS IF PRERIZAS

e 443
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BIEIIER,

ST EBHER T 47 eI RIS TR B R,

HZHEESHE , (B —ELT Creating RE

RIBWERRA TSR :

1. FRAEERHERE VPC WK, MREFERANEZ AR EBRMNA Amazon VPC |, HFRIEATAR :

Amazon VPC BELE N f1F Amazon MWAA IMEFE R FE AWS RRZENMERE |, 0
the section called “Y< FEM” RAFE L, i , VPC LA XM AYFBES|BHNPHNRER
B ELUARIETE HTTPS % 0SB 443 1 TCP iw OSBE 5432 MYim ASEE .

2. FEANBERERE VPC MK, MREFEANEAFAHREEKRME Amazon VPC |, iI§RUELT K

o

=

Amazon VPC BELE N foiF Amazon MWAA SREFERANTRE AWS BRZBEHMERE , w0
the section called “< FEW” FFFEL . Bl , BB FWABEEE NAT MK ( 5 NAT
) HERER , B TREEEBRMMX,
3. EE{THEHEREIAREE Amazon MWAA IRER Amazon VPC MERBEMNEE |, 2R
GitHub AWS X# T EF K IEIRERIZA,

EZAVNESNE  BEEeHIRESE RN Create failed
RINBWBTERATESRE :

1. REVPC WEHRE. ETHESZEER , iI5SH the section called “FREIRF",

2. REAFPNR EOIRINEZH , Amazon MWAA 2RI AR EIE#TiHE1T. AWS K/ K-
AT RETANFE AWS Identity and Access Management (IAM) R IME IR F L F R, Hlin | IRE
HRFAE ML Apache Airflow THRIER |, Il AWS Ik XMERBEERAMNTEN , BHREATH
M AmazonMWAAFullConsoleAccess 1A B2 HI KB | ZKBE A FEHKF A2 VPC IwRo

3. RERTAGNE. HITAE®RE AWS Identity and Access Management (IAM) & | HRXRE
& /L 1F Amazon MWAA R&REFAEM AWS BRS ( B0 Amazon S3. CloudWatch, Amazon
SQS. Amazon ECR ) W& R. EFEEATHRHEESARENEAR AWS EEZH. ETHES
BE , BZH TAE.

4. &EF Apache Airflow BE., MREF AT Apache Airflow B |, IE7E CloudWatch ##| &8 B &
ATNEERIEAFTEREENIE, MREWIFZHEE  FEANRERKITAGTRIEA
H&EHK CloudWatch 2 Amazon S3 Wi IR., ETHEZEL , TSR WTAE,

BIEINE, 444
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5. E{THEHERMIZARKLZE Amazon MWAA IF3EH Amazon VPC MERENEE |, 5
GitHub AWS X T BRI UEPRERIA,

6. MBHFEANETLEFEEBKME Amazon VPC , HHREE 0132 — Amazon S3 Mxig s , 3
F Amazon ECR 517 Amazon S3 FTENRIENRE. E T A XBIE Amazon S3 Mxim [HY
EZEE L BSHUTHEA

- BIERE BEBRM A RMXFER Amazon VPC M4
« £ {Amazon Elastic Container Registry AP $§r) HEILIE Amazon S3 Xk

HEHiEF VPC B E| Network Failure $Hix

BIBWEZHATER

- MREBECBRIFENEHIERE Amazon VPC BT EE| Network Failure 8% , B XHIMBERE
BITHRRBRRRE , AREH,

BEHCIBIREBIRBIRS . 2 XIER BIUE R H IR

BINBWETHATER

o BZAAMEIEIR | ATREREA RN EHN Amazon S3 FHEMBIEER URI B URI REEE —MN
BNBUMRBRERR 7, ZESTAUTHER :

s3://amzn-s3-demo-bucket

EERAQERE | ARSI RN Available , ERYE =R 51 Airflow Ul BF , 28
7~ Empty Reply from Server = 502 Bad Gateway f5i%

BIMNBWEERA TSR

1. REVPCZRL2ABRE, ETHEZELR , 3 the section called “RIFIRE,

2. WIAZIE requirements. txt 5 HHE Apache Airflow 22 EX N F &£ Amazon
MWAA LE3Z1TH# Apache Airflow fi4s. ETBEZELR | B3 L% Python KN,

3. E{THEHERMIANRLE Amazon MWAA IR3EH Amazon VPC MERBENEE |, F5H
GitHub AWS 3T EH K UEIMERIZR,

BIEINE, 445
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B2 E—NE  BNAFER —HENNFRER

«  Apache Airflow HAFB&RAKERN 64 NF/F. WR AWS Identity and Access Management
(IAM) AEEBEILKE , NIEARFEEREEZKE , RMRIGHEE—14*,

Update environment
DT EBH#R T BEEHNEE Al sE B 55 1R
Rl EdIMER , BEHAMT

MREFHAIBEHF N EHMIFRER ( HIAH mwl.medium BA mwl.small ) , HEEFHFENER
KM, MIFRFIRAEZEH UPDATE_FAILED A , IEFER | 2 HIMIREMRAHBERIEN £HTR
ERRA B 1T 1T 5%

BINBWUEBTZRA TSR

1. A GitHub £#Y aws-mwaa-docker-images EZA#: i DAG. BE Y@ F Python K,

2. EZTHEHREARKLZE Amazon MWAA IFERH Amazon VPC MR BNEE |, 55
GitHub AWS % # T E R KIFIRERIZ,

h R FRIE

LA R 7 B RPN R A AT sE W B Y £ 1R o
K FE1H 18 Apache Airflow Ul
BIBUETRATESR

1. REAPNR SRR SR F 7 KI5 Apache Airflow Ul BIRUR KRB FRINE. ETHES
{E8 , {52 ¥ the section called “i5[8] Amazon MWAA IR3&”,

2. REMKZHR, XAEERNCEZFETREMZHEER, WER Apache Airflow Ul
# URL AL T# 387fbcn-8dh4-9hfj-0dnd-834jhdfb-vpce.cl0.us-
west-2.airflow.amazonaws.com , MFRRETE Apache Airflow Web IRE88 EERFLE R
B, BE LA Apache Airflow THEIERXEH A LN EMEHEE |, th T AAIE — R HISk G R
Apache Airflow Web fR$8389 VPC IR, ETHMEZEER |, 155 the section called “B ¥ VPC
% S5 6]
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HEEHEBR : CloudWatch Logs 1 CloudTrail &5i%

AR EBITEETE Amazon MWAA FRE AT EEIE ZIHY Amazon CloudWatch Logs 1 AWS CloudTrail
HIRIBRRAE .

B

. =+=
70N

s REABBWESHE , EBZRWE T Reading remote log from Cloudwatch log_group £&i%
- EFERBEEMASHER FERK

» FR7TE CloudTrail #i&%] 7 ResourceAlreadyExistsException iz

« I&7TE CloudTrail P& ZF T Invalid request f81i%

+ F1E Apache Airflow BEFEF| T Cannot locate a 64-bit Oracle Client library: "libcintsh.so:
cannot open shared object file: No such file or directory

s REBWVITNERFBEFER T psycopg2 lRE e = INKA T iER

« RIERKK DAG LB HEFEFEER T Executor reports task instance %s finished (%s) although the
task says its %s

s RERNESBESFEZET Could not read remote logs from log_group: airflow-
*{*environmentName}-Task log_stream:* {*DAG_ID}/*{*TASK_ID}/*{*time}/*{*n}.log.

HE
LU EBIR T &1E 1518 Apache Airflow B A AJBEU B RV 4R 1R

BETERNESHE , HEHKWE T Reading remote log from Cloudwatch
log_group iR

Amazon MWAA 2% Apache Airflow B & R E#M Amazon CloudWatch Logs BRI EA BE, TR
THEEZELEBHEFSIREBEAEMAE , BFEFIER

*** Reading remote log from Cloudwatch log_group: airflow-environmentName-Task
log_stream: DAG_ID/TASK_ID/timestamp/n.log.Could not read remote logs from log_group:
airflow-environmentName-Task log_stream: DAG_ID/TASK_ID/time/n.log.

. RITBWEZEATHR :

CloudWatch Logs #1 CloudTrail 447
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a. WIAZREENE INFORB LBERAES AR, BXEZER , HSHER Amazon FHY
Airflow H7& CloudWatch,

b. WIFREHITACHNIRRE RS ER,

c. RIICEFIEFTREEREET, REERBNEFEREN DAG , AR 2BHEMEMNK Python
FEEAtnE. ERIEMRBUMESEER , FHEUES A |, BERRESHEBHKBI. RINE
WEH aws-mwaa-docker-images Mi# Python fx#i I,

ESERBEMBENER TRV

METIERBIHNESABHABELKRTIAVESHEMNEE , BREZEERANSHPRET
queue ¥ , A5,

from airflow import DAG
from airflow.operators.bash_operator import BashOperator
from airflow.utils.dates import days_ago

# Setting queue argument to default.
default_args = {

"start_date": days_ago(1),

"queue": "default"

}

with DAG(dag_id="any_command_dag", schedule_interval=None, catchup=False,
default_args=default_args) as dag:
cli_command = BashOperatoxr(
task_id="bash_command",
bash_command="{{ dag_run.conf['command'] }}"

EfRREEB | EMNREFRER queue , AEBEXEA DAG,

I 1E CloudTrail &%) T ResourceAlreadyExistsException f&i%

"errorCode": "ResourceAlreadyExistsException",
"errorMessage": "The specified log stream already exists",
"requestParameters": {
"logGroupName": "airflow-MyAirflowEnvironment-DAGProcessing",
"logStreamName": "scheduler_cross-account-eks.py.log"
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H L Python B3R |, 4|0 apache-airflow-backport-providers-amazon 3 Amazon MWAA A
F 5 CloudWatch i@{E# watchtower BFEENREIIBRA, RINNBWUETEHUATER .

o FLUTERIE requirements.txt,

watchtower==1.0.6

£ CloudTrail &% T Invalid request 4Hix

Invalid request provided: Provided role does not have sufficient permissions for s3
location airflow-xxx-xxx/dags

MR EFEFAMERE CloudFormation iR 812 Amazon MWAA 38 M Amazon S3 #f&#E , MEEE
CloudFormation 4R # 7 i0 DependsOn #4. XHNEIR ( MWAA IREM MWAA HITHREE ) £
CloudFormation RFEMBIR R, BIBWWETKATITR :

«  FLLT DependsOn iE A7 INE| CloudFormation 4R,

MaxWorkers: 5
NetworkConfiguration:
SecurityGroupIds:
- !GetAtt SecurityGroup.GroupId
SubnetIds: !Ref subnetlds
WebserverAccessMode: PUBLIC_ONLY
DependsOn: MwaaExecutionPolicy

MwaaExecutionPolicy:
Type: AWS::IAM::ManagedPolicy
Properties:
Roles:
- !IRef MwaaExecutionRole
PolicyDocument:
Version: 2012-10-17
Statement:
- Effect: Allow
Action: airflow:PublishMetrics
Resource:
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BREMWTRH , HZH Amazon MWAA BYRIEA THIE

IR 1E Apache Airflow BEHEZ| T Cannot locate a 64-bit Oracle Client
library: "libclntsh.so: cannot open shared object file: No such
file or directory

c BAINBWEBTEATHIR :

- WMREFEAP R Apache Airflow v2 , IERI core.lazy_load_plugins : False
Apache Airflow Bl BT, ETHREZER , 551 2 PN FEARBIETUNE A4

REBWITRERFBEFRERT psycopg2 lREBEINXFA TiERE
MBEBERELTFUTHEMNEEIR , WA Apache Airflow 1T X2 F AT sEE ER B IR

2021-06-14T10:20:24.581-05:00 sqlalchemy.exc.OperationalError:
(psycopg2.0perationalError) server closed the connection unexpectedly

2021-06-14T10:20:24.633-05:00 This probably means the server terminated abnormally

2021-06-14T10:20:24.686-05:00 before or while processing the request.

BABUETERATSER
. EEFALKEF Apache Airflow v2.0.2 |, IR ARFEBIEESZIE 5 MIRIEF

REBRH DAG L EHEHEET Executor reports task instance %s
finished (%s) although the task says its %s

MREBEBIRLUTUTARNEIR , WEBEKMBEHIE/THES RS2 182 Amazon MWAA ERES AT
BIFR#|, Amazon MWAA JHEA—A Airflow EFZHIREIN 12 /Mt |, ABFIEES FERSIF HELER
WY BEED

Executor reports task instance %s finished (%s) although the task says its %s. (Info:
%s) Was the task killed externally

EINBUEBERUATSER :

BE 450
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EZRFES P BAZNETHERENTS. Airflow BEBZERARSER, CAANBREL
f9SESD , Apache Airflow BB RHITHRIMUREH M TR, WREBELIKE , MAUEF
FMZEFNENER T2 ER,

BERNESBHEFEZET Could not read remote logs from log_group:
airflow-*{*environmentName}-Task log_stream:* {*DAG_ID}/
*{*TASK_ID}/*{*time}/*{*n}.log.

MREBFRCUTUTARENEIR , WMENNITABTRENEE NES BECIE B TRV R,

Could not read remote logs from log_group: airflow-*{*environmentName}-Task
log_stream:* {*DAG_ID}/*{*TASK_ID}/*{*time}/*{*n}.log.

BINBUETERA TSR
£/ the section called “HITAE” HHRHIK 2 —EXPRNNITHE,

BARERTE requirements. txt XHHIEE T 5 Apache Airflow IiRAFTRBANWRERF S, Flw,
MREEA R Apache Airflow v2.0.2 , NI TJREE KR IEE TRRFE , #lI0 apache-airflow-providers-
databricks BF S , ©NX5 Airflow 2.1+ F&&,

BINBWETRA TSR

1. WMREFEAR R Apache Airflow v2.0.2 , I8 requirements. txt X4 H 10 apache-
airflow[databricks]. X %% E Apache Airflow v2.0.2 %A # Databricks 221 IEH kR
b

2. f£HA GitHub £/ aws-mwaa-docker-images A5 DAG, BHE G Python #K i,
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Amazon MWAA AFEEmA$FIER

TRMNET B 2020 F 11 AEEKI Amazon MWAA RSN EEHIE, NEAXANMETRNE
N, @BeT LT RSS R,

TE L HEH

2% Apache Airflow iR T 3% MWAA FL1E 2 35 2026F1A7H
Apache Airflow v2.11.0, Iit
EMaRAEXENNRERR

BHNEER , URBEXELS®
MWAA Lt fER Apache Airflow
v2.11.0 WFHELR.

© BREE
« the section called “4&E iR A<
KR HEFE

WINT Apache Airflow v3 5 B#T T XL BIEXS Apache 2025 10 A1 H
Airflow v3 fy X 3%

- KRG
UGS

IPv6 B3 WINTABX IPve XEFHEER. 20258 A 26 H

« the section called “> F Bk ™"

HEEH WINTBEXERELT 2025 £ 8 A 6 H
MAINTENANCE REHIER
THITEHFET workerRep
lacementStrategy &M
GRACEFUL %3 FORCED HY3E

o

« the section called “E I 18"
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REFZEAER EEMBXREAFANE 2025 %6 A 24 B
& , @¥E Apache Airflow
v2.4.3. Apache Airflow v2.5.1
F Apache Airflow v2.6.3 9 F

FH I8 EN A0 Bt B] 3R o
+ the section called “Apache
Airflow B F kR4
WY —NETRVERIE SR - Amazon MWAA BIERMHT— 2024 F£11 A 19 H
mw1.micro N ESE : mw1.micro.

« the section called “Bit BIF1E

géu
+ the section called “Apache

Airflow Ayt RETHE”

SEHEAEFRENAERGR  L5#H MWAA BIERMT — 2024 £ 10 A 23 H
Apache Airflow REST API M A UL 5 Apache Airflow

REST API #1TR BRI E{LTS

%o AWS

« the section called “{& A
Apache Airflow REST API”

+ the section called “Apache
Airflow Rest AP i [7])”

2% Apache Airflow iRZ Amazon MWAA I X 2024 £9 A 26 H
Apache Airflow v2.10.1, ILE
FERAEXEMNRERERFS
HEER , AREXRTE Amazon
MWAA EfER Apache Airflow
v2.10.1 iFHER,

© BREE
« the section called “4&E iR A<
IR
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RAriEmE

2% Apache Airflow iRZ

Amazon MWAA X =HBEBE
X Web BRE 25185

Amazon MWAA 3 Web
RS2 B3y 48 Apache
Airflow REST API

TETBEXAFY BITHNE
]

Amazon MWAA B 7E X i
Apache Airflow v2.9.2, LttE
FEREEXEMNRERERFS
HEER , AREBXRTE Amazon
MWAA Lt Apache Airflow
v2.9.2 WiFHAE L,

© BREE
« the section called “4&E iR A<
IR

Amazon MWAA R T HEk
MG E RN FAEIMER E B
EX Web lRFBEE. LWEHR
SEUTHES  HhiERAT
REHBENLEHWER

« the section called “iEE B E
N

Amazon MWAA I1E X Web

BRS525 B 3§ 48 LA K 15 (R R f5E

F Apache Airflow REST API

I IhEE,

« the section called “Bit & Web
fREEET 4"

- the section called “f£ F
Apache Airflow REST API”

EHMTUTER , URBR
Worker 77 = #£ Fargate Worker
T RMER IS P EEIES
¥7#9 Amazon MWAA B ¥ 45
TR

« the section called “BEi &
Worker T R B 487

20247 H9H

2024 56 A 18 H

2024 5 A 16 B

2024 5 A 10 H
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RAriEmE

358N VN AN

2% Apache Airflow hRA

X #H = Amazon VPC

Amazon MWAA Il %
BFRANE KW SEHIK %
I, BUBRRBAR TR
MEE : mwl.xlarge #H

mwl.2xlarge

2024 54 A 16 B

Lo

« the section called “¥R & IhiE”

Amazon MWAA B 7E X i
Apache Airflow v2.8.1, LtE
FEFEEXEMNRHERERS
WEER , LKRBXE Amazon
MWAA Lt/ Apache Airflow
v2.8.1 WIFHE R,

2024 52 H22H

.
« the section called “43Ehx A
HiRHEFE

Amazon MWAA X355 £ I
43 OpenSearch RS HIH LR
BIEBKFINRE  ERAMEE
T AR R RAEZ T S5 VPC
SREET S MWAA BIR, 1E
AR RAH—F 5 , Amazon
MWAA R @iE R e NEE
B2/ Amazon VPC ¥ &,

« the section called “BIE &R H
= By Amazon VPC i &

2023 % 11 A 15 H
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RAriEmE

2% Apache Airflow iRZ

4% Apache Airflow iRZA

BRAFRER

#EBN A

Amazon MWAA B 7E X i
Apache Airflow v2.7.2, LttE
FEREEXEMNRERERFS
HEER , AREBXRTE Amazon
MWAA Lt Apache Airflow
v2.7.2 NiFAE R,

© BREE
« the section called “4&E iR A<
IR

Amazon MWAA B 7E X i
Apache Airflow v2.6.3, LtE
FEREEXEMNRERERFS
HEER , LARBXRTE Amazon
MWAA Lt Apache Airflow
v2.6.3 WiFHE R,

UGS

EEMBEXREAFZANERA ,
‘@& Apache Airflow v2.0.2
Apache Airflow v2.2.2 F A
BAHFEE R,

+ the section called “Apache

Airflow 2% F A"

Amazon MWAA X # X ER/R
AAR, WEHMBIEATHE
B, ZEBHERT A HRIR
BHBRENIERERRE
EHEKFH Apache Airflow iR
RFHRAE

« the section called “E X AR 28"

2023 11 A6 H

20238 A9 H

2023 7 H31H

2023 6 A5H
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RAriEmE

EEHER

Wi

2% Apache Airflow hRA

EEMATFEERN IAM R
B, ZREB®R T A Amazon
MWAA By &2 F & R AP
HRIPR, LEEFHER T R
AN M iam: PassR
ole MRUARTFAFEARE
%4 Amazon MWAA, Amaz
on MWAA fERiX LR &
AFHITERE,

« the section called “i7[A]
Amazon MWAA IHiE”

B# 7T BXRBE AWS Secrets
Manager 73 Amazon MWAA
EWNER , URHEXE
AEHRERNES. EAER
B AT LUK E Apache Airflow
BENZAEE , HRED
Amazon MWAA 1 ZRIE#EH
T EM[E Secrets Manager
F APl BIR R, IXHE AT BARRK
5 Secrets Manager EX
ISRy P )%

« BlE Secrets Manager J& i
Y Apache Airflow B iEi%
I3

Amazon MWAA B 7E X i
Apache Airflow v2.5.1, Lt
FEFEEXEMNRHERERS
WEER , LKRBXE Amazon
MWAA Lt/ Apache Airflow
v2.5.1 BiEHER,

-

2023 4 A12H

2023 4 A 128

2023F 4 A 118

457



Amazon Managed Workflows for Apache Airflow

RAriEmE

#EBN A

EEHMEXLE Web BRSERTH
[R] £ PR Y T 75

ERMNAEXEHF AN Apache
Airflow IRZASHV{E B

2R INAEXTE Amazon MWAA
ERFER B A E
B, REBNAT ANBHRE
BESHA, ERERE
Linux 2178 AR 1R B IR R AR

=
==

« the section called “fEA B zh
B AR

EEFMUTHEXTLAE Web RS
BHENRNER, ZEHE
B, EEEFE Web fRF 2
R PRA IR |, BATE
F Python wheel #4% (.whl)
KRIT DML FMKBII.

« FAH Web BRS 2 THEER

EEMBRAEE  BETHEX
Amazon MWAA W E R IE1E
# FI#Y Apache Airflow iRZ<HY
FER. EHBRXTHEIE
¥TARZAHY Apache Airflow B ZE
T, U4 Apache Airflow
v1 # Apache Airflow v2 Z[g]
TENET, BXEIRIE
HTARZAHY Apache Airflow HJ
BEZER , HZH (Amazon
MWAA E#%3Em) .

* the section called “Apache

Airflow & % R

* the section called “Apache
Airflow MRS 3% 5 7 & I [7) &

2023 4 A3 H

2023 2 H 24 H

2023 2 A 17 H
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RAriEmE

2{&%E Amazon MWAA & 215
¥ P Y 8] B

4% Apache Airflow iRZA

CEMAFERER , HE 2023 %1 A 20 B
MIBR Cluster #EH T
W —A5EIRIENR. B
—NEY , NBuENL%
#] AdditionalWorker 4
8 CPUUtilization =
MemoryUtilization 3§
BRHERITBELREEERN
Sample Count , RiF(EIFE
ELENBEEANTAIIEL
8

« the section called “iE{LE 7k
TELTERN Web RS8R SE
HEhE”

Amazon MWAA I £ 2023 1 A5H
Apache Airflow v2.4.3, LttE
FeREXEMNREER

BWEE. BXHE Amazon

MWAA Lt Apache Airflow

V243 MEHER , URE

X< Amazon MWAA L&A

Apache Airflow {2 3z 35 HfLE

WREMNZRERE R,

UGS
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RAriEmE

EEHBSHXA BN ER

KT RSB ER

MEZ

3 7 BHX Amazon MWAA FA
RAREQEMEE AWS &
FHRZHEXACHER 2
REXETBEERSHEXA
Bt AR iZ B BERER.
XBREEFHRSHEXAEN
PRIRER , % REE LF Amazon
MWAA 7858 22 B & H At
CloudWatch $E¥5, AWS/MWAA

« the section called “BRZ 8%
At

2R IR Amazon MWAA
£ AWS/MWAA TR & ZE B PR
HEARF BRI ER, X
EERSEITRER, THEL
=M Web fRF288 Amazon
ECS &£#fE#5. A1 Amazon
MWAA 7 E it XIEFFIE
L TEHVRAFIEY Amazon SQS
iR, URTBEHEEN
Amazon RDS 1E#x.

« the section called “B&8. BA
S BAE E ISR

ERINAE R IERA R HH
¥iE/E , UBES Amazon
MWAA I35 EL & 5 F B #ThR 2
WREERFT,

« the section called “AYFR &4
XH

2022 £11 A 18 H

2022 F£11 A 18 H

2022 £11 A 18 H
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RAriEmE

EEHMENRBHEERE

A4
m)
[

B

B

R EE

2 E#H 5 Amazon MWAA H
HIPAA &M x<ME B,

« the section called “HIPAA &

AL

2 A X% Amazon
MWAA # 1T A B ET RS
£/ aws:SourceArn H
aws:SourceAccount =/
FHELTXERANHER , XU
Fr b BB RRSIBENRE,

« the section called “Bf 1L EE AR
KRB

WINT EFME AR DAG K18
T~ BT EENRERS
RKIEWREAESP, CloudWatch

« the section called “f&£
DAG {wE B E XIgFR"

WINT EFRA BRI AWS
Lambda Python X% R4 |
BT 3& Apache Airflow CLI
ThE  ARERENLS#H
MWAA FEHE A DAG,

« the section called “f&
Lambda DAGs #1TiE A"

ERIFREE | ERTE
BEAENFE Web IR ESHY
Amazon MWAA fi5,

+ the section called “Apache
Airflow 15 A& "

2022 %11 A 15 H

2022 10 A 21 H

20229 A 13 H

2022 9 H12H

2022 9 H12H
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RAriEmE

# R B

# R B

# R B

# R B

ERINEIRAMEFH DAG
KEBBREI , AT Apache
Airflow CLI 558 , REETE
# Amazon MWAA IRE R iF
% —"N DAG,

« the section called “ DAGs £
AERIWINEFRIFA"

BRI R A MFTH DAG ,
ATERRER Aurora
PostgreSQL SAIREL ST EIE(E
B, H4EREA CSV XHHEF
X 417 7E Amazon S3 A,

« the section called “SF¥R3&E 7T
HIES H % Amazon S3 L7

ON T ERTEY U B M ET Y
DAG , AJEE1TRRIET AWS
CodeArtifact TEHFERE
&£ Amazon S3 /1,

« the section called “fEi= T8¢
Rl AWS CodeArtifact £

"

BRI AN DAG 1B
% , AF1E Amazon MWAA
{# /A ECSOperator »

« the section called “fE A
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