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"Version":"2012-10-17",
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{
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]
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"arn:aws:kafka:us-east-1:123456789012:topic/MSKTutorialCluster/*"

]

}I
{
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BENER, NEEER , BFES MSK £EHXEKEN VPC RElELEFHITEN , SMER w7 5L
BNEZDEE,

BREFIRITE

1.
2.
3.

8.

$TF Amazon EC2 ##|#& , Wit A https://console.aws.amazon.com/ec2/o
M Amazon EC2 #HI A B FIEMRF , EF B LM,

EBEMARETHENRY , AT RITEVNERERT , UEZK TR E#ITRER, Al
o MSKTutorialClient,

ERARFNRERSREG (T DBHRRE ) T, X TLIER[RE (AMI) |, 1%EHFE Amazon
Linux 2 AMI ( HVM ) — A% 5.10 , SSD B3R E,

MNFRBIZEE | REIRIAR t2.micro &

HEEZAN (BF) T, 2RI FZANIHERBAX, AREFFEZAXNEAEESISIH , N
ALLUARIERABAXNWIER THE ( T#HE) .

EOEFBAX , FHITUTERE

a. ERIEFNEHAX,

b. XF Key pair name ( BEX & ) , A MSKKeyPair,
c. NTFEAXNKBMAMAXHEN , RERIANIER,

d. %&$® Create key pair (BIEZ4XY),

LA, BEAER DA BHHEXT .
B TR REHRITESRFAEEHD , REMITUTRE

T IAM EHIBEXH |, ERFLEEFHITENAAN IAM A,
MERE 1AM AE |, FITUTRE,

i EFRGIERAY IAM BB X4,
i. WITLTE2: 62 IAM BEFREERNTER,
iz g =py I8
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9. ERERXN. RE, BXL2E T , EREFNRFIXRENZEE, EHHARFEREENID,
R EER,.

10. FTFALTF https://console.aws.amazon.com/vpc/ B9 Amazon VPC #2#1&,

1. ESMBERD , ERERLA, KE ID REFE the section called “BIEER PR E4H,

12. EAWEANNET < £ | EBREAEAN,

13. &AM,

14, EFANG | ERRXBIPHAERE. ERINEF-NFERD , ERFFRITEINZS4H, X
—EERHEFPWITENXNGIEREFEEHRE,

15. EFEREAN, U , EHENZATUESREEZFHKITENZLANRE.

T—%
S 4 : £ Amazon MSK & F a2 E B
FHI 4 : £ Amazon MSK &8 a2

EFFBER Amazon MSK Ik SR |, BEERFiniTE Yl LZ % Apache Kafka BEFwmEMNTE |
REBEEHE,

/A Warning

RHREPEMM Apache Kafka MRA SN R Gl. BUEER S MSK 2 IRAERE R & P imhi
R, BEFIWRARIBATRESRDFELEENRBEIRIEER,

ES]
« FE MSK & R4
- EELRTEN LGB ES

#E MSK & R4

1. £ https://console.aws.amazon.com/msk/ TF Amazon MSK ##| &,
2. ESMEL  EREEEDPOIE MSK £/ X,

3. & MSK £3E,

4. EEEER LFTA Apache Kafka FYRR AR,
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5. FARHEFH Amazon MSK A5 LFI BN EL R 3 FIRENRZ,

EEFRIUTEILEER
1. EBRBESRITEL

a. ITF Amazon EC2 ##|& , Mt Jhttps://console.aws.amazon.com/ec2/s

b. HESMERKSP , &R Instances (Kfl). REEPEE TR 3 SIBEFFRITEN hEIBHNE
Fimit EHBMRZ LN EEE,

%% Actions (181E) , R/ Connect (1), RBEHAEPIIRE , EEIENEF KT
&,

2. &% Java Hi%E Kafka lRASIRET E,

o

a. BEETUATHSEEFRITEN L% Java,

X

sudo yum -y install java-11

b. I MSK &8/ Kafka IR A F#EIIETE KAFKA_VERSION & |, I TR SR, BN
EXEHETEREE,

export KAFKA_VERSION={KAFKA VERSION}

Bl , MRBIEEFERARA 3.6.0, MEALTHS

export KAFKA_VERSION=3.6.0

3. T EHIEE Apache Kafka,

a. BT TS TE Apache Kafka.

wget https://archive.apache.org/dist/kaftka/$KAFKA_VERSION/kafka_2.13-
$KAFKA_VERSION.tgz

(® Note
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- MBI EEABHIEEERRBRUER , A= AEH Apache HRIEESR , BT
Aap 'I'JFﬁ-Z]_\o

wget https://www.apache.org/dyn/closer.cgi?path=/kafka/$KAFKA_VERSION/
kafka_2.13-$KAFKA_VERSION. tgz

E1ZM Apache Kafka ™5 T 548 B AY MR AR o

b. EL—FHR TAR XHTHIEWEFZRHETUATHT.

tar -xzf kafka_2.13-$KAFKA_VERSION.tgz

c. FHAZERNZERBREFEMHEIRELE KAFKA_ROOT H,

export KAFKA_ROOT:$(pwd)/kafka_z.13-$KAFKA_VERSION
4. A MSK £FREFMHRIL,

a. ERBEFRAH Amazon MSK IAM B/~ inE, WEXFEFHITEIER IAM S HRIEXR
1hE] MSK £,

b. FAUTHS , SMZE $KAFKA_RO0T/1libs B , A THE L —F KR IMWAE< Amazon
MSK IAM JAR, S A{LATEST VERSION}HE A ELE T A SSFRIRAS S HE 1T iR,

cd $KAFKA_ROOT/1libs

wget https://github.com/aws/aws-msk-iam-auth/releases/latest/download/aws-msk-
iam-auth-{LATEST VERSION}-all.jar

® Note

EETEMNE MSK £ B Kafka tn 5281 , ATREEE N Amazon MSK IAM JAR
NXHRME Java KEEHR, ZTHIFFRIRE CLASSPATH (R EEZ E,

export CLASSPATH=$KAFKA_ROOT/libs/aws-msk-iam-auth-{LATEST VERSION}-
all.jar

X REBENSIEIRE CLASSPATH , N JAR AJ#54EFTA Kafka v = Ao
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c. %% $KAFKA_ROOT/config BHFZIBIRE F imll & S0,

cd $KAFKA_ROOT/config

d. SHNUTEMREHFEMEEEF 4P, FiEXHRFHN client. properties,

security.protocol=SASL_SSL

sasl.mechanism=AWS_MSK_IAM

sasl.jaas.config=software.amazon.msk.auth.iam.IAMLoginModule required;
sasl.client.callback.handler.class=software.amazon.msk.auth.iam.IAMClientCallbackHandle

5. (At ) A% Kaftka TEHK Java H#E K/,

MRBIEMAEFEHEREE , KEELEAENETITRSX , N AFAE Java KD, Ak, Ex
1Z1T Kafka fn S ZBIi& & KAFKA_HEAP_OPTS MMEZTE,

LU R0 B RS RN RN 36 3 R/NEIRA 512 KF T, RFEAERMATANRSHRARX
M8,

export KAFKA_HEAP_OPTS="-Xmx512M -Xms512M"
6. REEREEES.

a. 1 https://console.aws.amazon.com/msk/ 37 Amazon MSK 2% &,

b. FHRHREBMIWRBENED, XARFER/LOHAEE, ERESRENEDRE , EEEFET.
XeFEsISEESEHRBENTE.

c. EREFEFRER.
d. EHAARKINVEZEFRS,

BRABIMBREB=ANEA, FEP—NMNEEFZHFEFMENEZE BOOTSTRAP_SERVER
B M T& SR, <bootstrap-server-string>EifhiEiEF/HEHEERES

export BOOTSTRAP_SERVER=<bootstrap-server-string>
7. BITAT@HRHUEIEEE,

$KAFKA_ROOT/bin/kafka-topics.sh --create --bootstrap-server $BOOTSTRAP_SERVER
--command-config $KAFKA_ROOT/config/client.properties --replication-factor 3 --
partitions 1 --topic MSKTutorialTopic
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MR client.properties X#HHI NoSuchFileException , EHRIZXHEHE T Kafka bin
RPN Y ITEE %,

(® Note

MRFAERNBENSFIREINETE CLASSPATH , B AT LAEE R Kafka ap5 BI A0
CLASSPATH ZE#ERNEIR. XM HENHEBERNATHED D

CLASSPATH=$KAFKA_ROOT/1ibs/aws-msk-iam-auth-{LATEST VERSION}-all.jar \
$KAFKA_ROOT/bin/kafka-topics.sh --create \

--bootstrap-server $BOOTSTRAP_SERVER \

--command-config $KAFKA_ROOT/config/client.properties \
--replication-factor 3 \

--partitions 1 \

--topic MSKTutorialTopic

8. (W% )RIRKERMBEEE
a. MREGEERIY , BRZEEUTHEE : Created topic MSKTutorialTopic.

b. FIHAIEEBEUBIAGHEBREE,

$KAFKA_ROOT/bin/kafka-topics.sh --list --bootstrap-server $BOOTSTRAP_SERVER --
command-config $KAFKA_ROOT/config/client.properties

MBHESAMBBEREE IR , BSEAHEE Amazon MSK EE MW R TREURERZE R,
9. (TiE)MBREAHEFFEHNIETE,

MRBEFHEPNEELSRIRENELE , FRhIX—F, SE , B U REXELE |
W BIFT R

unset KAFKA_VERSION KAFKA_ROOT BOOTSTRAP_SERVER CLASSPATH KAFKA_HEAP_OPTS

T—%

HIR 5 ERMEHBSE
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HBR 5 ERHERAIE

EF R Amazon MSK BYtbE B | A B HN 45 F B

& RHE R B
1. BITUAT oSG ESE LR,

$KAFKA_ROOT/bin/kafka-console-producer.sh --broker-list $BOOTSTRAP_SERVER --
producer.config $KAFKA_ROOT/config/client.properties --topic MSKTutorialTopic

2. WAFTENTEER , ABIKE Entere EERTHIERBRRE =R, XA A—1THIZ Enter &7,
ZATSEREMAE B XX R EH Apache Kafka &,

3. MEEFHRITENNERZEREIARS , AREFEORHAEZITENNE -NEMERE, X2
HNAE , ATLLEBXIZE KAFKA_ROOT 1 BOOTSTRAP_SERVER ELE, Axi{TigEiXLL
HETENEE , BSREES HITEN LQEEH,

4. FEAFPFHRUTENNE-MERFRS  BITU T T BES AR,

$KAFKA_ROOT/bin/kafka-console-consumer.sh --bootstrap-server $BOOTSTRAP_SERVER --
consumer.config $KAFKA_ROOT/config/client.properties --topic MSKTutorialTopic --
from-beginning

IERIZIT 1R B 2 BIGE R & £ AR 6h & B i A BYE B
5. EERSREOFRMAESHE , ANEEREREFEAREQDF,

k\_'_—r

'F_

£ 6% FHITE® CloudWatch 2& I B MSK IEHr

$£6%: FHTL?® CloudWatch EF L # MSK 5+

EHREATDH MSK' WX —FH |, BEEFLSHHHIL S MSK 1§45, CloudWatch

EEPEZF Amazon MSK #E#r CloudWatch

1. 3TFF CloudWatch #&l& , Bt H https://console.aws.amazon.com/cloudwatch/o
2. ESMERKRT , EFER.
3. “EFTAIEMMEIF , ABIEE AWS/Kafka,
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4, EBEFEREBRHIMIEFR , 1E%$#F Broker ID, Cluster Name ((RIE ID , EBE). N TEBRKIHN
FEFR , %R Cluster Name (EE B 1)

5. (Hit) EEREET K ARSUTHRENNREER  RAEEAXLEIRESRE CloudWatch Bk,

T—5%
S 7 BB AR BRI AWS FR
FSBRT : BIERNAHELNENAWSEIR

HEITIEER Amazon MSK M&RE—HH , BHRMIBRAN A HEZECEZMN MSK £RANE wmit &,

EMBREIR , FEMA AWS EEEFA

1. ¥ https://console.aws.amazon.com/msk/ TF Amazon MSK &l &,
IEREBRN BN, Bl , MSKTutorial &£ 8,

%32 Actions (81E) , RIF1%E$F Delete (il BR).

$TF Amazon EC2 ##|#& , Wit A https://console.aws.amazon.com/ec2/o
ERERNEF iR ENLIZEN LS| , 6120 MSKTutorialClient,
ERESNPPRA |, REEFL LA,

o o K~ 0w N

BB IAM KB &

1. fEH https://console.aws.amazon.com/iam/ $TFF 1AM 2 &1 &,
ESMERP  EEAG,

EERED , MALATHELEN IAM SEHNER.

EREAE . AREENERASHEIINER.

ESMERP | EERE,

ERERED , MALATHECEN KB ER,

ERERE  ITHBERNE, ERMOBERE L | EEM0ERERE.
M BR

© N o g M~ w0 b
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Amazon MSK By T{EJRIE

Amazon MSK B —IE £ EM Apache Kafka fRS , At BB MHEHASITNAER , £/A Apache
Kafka LB REIRE, AIEMIEE T HEIF XAR T # Amazon MSK N TERE | URINAEN AR
A% EA Amazon MSK BE &,

BEAEME , Amazon MSK £t 7 — 1% £ B/ Apache Kafka S£8F | iZE£ &M AWS #{THEE M

B, XEREETSXEOEE EC2 3=4], BEMKZRE., BE Katka RERMTEHFELEN TS, M
&, B EE D REMBRNARR L |, ik Amazon MSK RAMEEMIZHE. Amazon MSK £ B3

BMEXENITE, EENNEZER , HIREEIT 5. SUTRAMNAREREDIGE , R Kafka £

BUSEEETMH. AEMEET Amazon MSK Hy<B4A 4 , AR NMEA MSK R4 R EIER A
BF.

EEIE LR

Amazon MSK &8 2B U EKF R elZH EZE Amazon MSK iR, AT R EBNEUOARTE
LB Amazon MSK ##4E, BXAILAE MSK 8 ELHITHAIERENIIR , BSRUTHRE :

o XEXEA  AWS EERE A
* Amazon MSK API Reference

* Amazon MSK CLI Command Reference

£

- BIEME MSK £8

« %I Amazon MSK &

o HEEEFIFME Amazon MSK 5§58

* 3REX Amazon MSK & 5| SR

« WEFE Amazon MSK £#

« E# Amazon MSK £EHNR£RE

« ¥ B Amazon MSK £EEHHREHE
« M Amazon MSK B BBRNAE

« 7 Amazon MSK EH TR ERENEF#ELE
« E# Amazon MSK EHAE X/
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f£ Amazon LinkedIin MSK Ef#H Apache Kafka B2 R4

F# Amazon MSK £# R ELE

E /5 Amazon MSK &R E

71 Amazon MSK &R IR E

£ Kafka TEREKIEBE Amazon MSK £

i BR 7 E Amazon MSK £

B2 E MSK &

/A Important
PIRERCRETREXME MSK £&88 VPC,

ERIETRE MSK S8 2 81 , WA HE — Amazon Virtual Private Cloud ( VPC ) , #7£i% VPC A
REFM,

NFXEAEZ (JMFEEL ) KB ERE  BREEERNTRITARPEARN N, FRHE
Amazon MSK WERXigA , BUUEERB =N, ZNFRAANTFFRRATARH, X Fik
ERE  ZEEE=ATEMNTAXPEA=NFM, ERIEFME MSK £8 8t , Amazon MSK E1&18
EWNFM 2 BFE90BEAET Ko

F&

- FABIZE MSK Bl EAVER AWS EEIEHIA

. FERAMETEEN Amazon MSK £& AWS CLI

« FHBEY Amazon MSK B iE 82— MSK FELEREE AWS CLI

« {£/A Amazon MSK API| 8|22 & MSK &£&

£/ 632 MSK TRl B &EEF AWS BEEEH A

LEBPNZREMNE T EHR AWS EEEZHEFNEE X CIBETM G ZTME MSK SHNELES. &
AFRENHMETAWS EERZHE , EETUCIENATRE

- ERSHRER
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< ERRZECIZETATNE MSK £5F

REBPHEF
- R DRERRENEES
SFR2 REFRNEFHRE
- PR3 MEMERE
- FR4 - BERERE
SRR 5 : BB S EIET
- P66 FREREE

SR RS RENEE

1. ¥ https://console.aws.amazon.com/msk/ ¥TF Amazon MSK #&l& .
R OIEERH,

NTFERCESE  BEFAENOE,

WNFEHEN , EE—ME—BETEE 64 NFRHNER,
NTFERRE  EEREWME.

XF Apache Kafka frA , EFEENRIE LIEITHMRE, EEFS Apache Kafka lRAZ Y
Amazon MSK ZIEEMI LR , BIEBREFRAFZRE %,

7. FEREHIHMITUTRE

o o kw0 N

a. XNFARERH  HEFELUTEIZ—:
o PRERE  SHRE. T ENRE  EAXZ2RENELGEMH, XTERTZNSTHLERN
BRERF , HiEFIRIEER,

- PRERE  FEM Kaftka E , Tx22HEE, XTHELEEREPHER TR ,
FEF AR,

BRAXERERBENESELR |, HZMAmazon MSK {LHERE,
b. NFTREX/N , REERNITE, AFENFEREER , ZEATEHH AN,
c. NTX#HE K EFERKESHI AWS AKX HE.

NESTHYE  REREFZE=ATHK,
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d XNFEMXHRE , EEELFE Amazon MSK EENTAX A EZNKRERE, S/NTAK
NWERNMEBERENTAK , BIMNERNR/DREHRRNI01N , ZooKeeperE TERHNR K
ENKRaftB N EEF 60 MUE,

SR2 BEFRNETFRE

HEERNMEANAEREEERFEFH#ER , HEEFHER. XADTRETFEARERE LBIEFH#
B3R, A ZEERHER T ZEHAESTAANEHEERE. XERESEREEE. MAEZR
BM 7R 7RIS RE.

1. MREFRNREREHNRE  BEFETIOMITUTRE

a. XWTEM 6 EREFEESHAINNEEHE, CIERRRE ST IR EHEBE.

b. (i) BELEBENREBRD (ZHXD) | BETUEEEMNMEBENTMBERELE, Z
‘M FRENMIEN Amazon EBS &2 &l & F 8 A % H (1/0) 8L,

EF AL, B x86 IFRE K/ ( EHIK/D ) katka.m5.4xlarge EKX , RETF
Graviton BYSEfHIi%#E kafka.m7g.2xlarge E K, ARG , EPFEAMEEHEHESIRE. &
Wik EIRE  BUEFRHEFHEBERNSHED 250 MiB, X—FHENFESE, IM
MEFHEREN /0 ZEBETEARRINARFIEEEH. BXEZEER , HSH 272

c. NTEHTFMEN 6 BEEEBRPHBEEENEEAIR, LETURE TREFEANFMEER
MEE, HEFBUATEIIZ— :
- /X EBS Zf#% : EMMEEZMNMCEH Amazon Elastic Block Store ( Amazon EBS ) & L |
A FHFTEEBHE, ERMEXTHEREMEER , ARFHRZKENER,

- DEFM#M EBS 1% : [A# Amazon EBS BIESXF MM Amazon S3 KEBIEEIT
REHHEES, EXTTERIK Amazon EBS E KA , SBFEKNWHRIEZZE , HEL
AILTHAER T BT BEME. IREUEERARNGHREZFTERNE , AT EHESE
ReEBRBEEK , BFEFHER,

® Note
NFRERE , TEEEFHEZM,

2. WTEREE , BEEATRI —RELEFHTA :

B EER 21



Amazon Managed Streaming for Apache Kafka FERARER

« Amazon MSK RIAELE : @5 — A4 BEREARAFTHIHNTUE LEE, EF &0
RIGEFMZBBER, HX Amazon MSK BEEHE R |, 55 H & Amazon MSK Bl &,

- BEMNEE : JIEELECHREBNETRE, B UMNIRPERMENBENEE , hALL
BIEFHWEENEE, ERIET U REHRTHAES , SIS ENHERAE, Z2iRE
&,

3. EET—ZUHE,

S| 3: BEMNFRE

MEMEBEE L T EFEAWSERM B HHEHES K. X2HE VPC, AARMFN , UREZEFME, o
REMB RN REZE4A,

1. XNTFRE , AT TFRAE

a. EBREMTEEK VPC,
b. BEFEEZHEENATARHKE  EEFEEPHERENTAXMFM,
NFXERED (ENFEREL ) KEMWIERE , BEEERINTRITARFFEAFHENFH,

R Amazon MSK WERXEH , BALEERE =N M, BHFRLALT AR
AXH,

MTFRERE  FEE=ANTENTAXFERA =N FM,

HERIZETE MSK 58T , MSK EEEEN TR 2RI BAET Ko

c. X{TF Amazon FHYER £ EC2 , TR FCIBEEER TFEHTRNRHN —I IS L2 £
B, XL Amazon EC2 T AEHENELL AN ABMNBURE, Fl , EFRRITEINZ
24,

MREEESEHENZSA , NIXTHRREEEERAECINNNRER, EFKE , £F
ec2:DescribeSecurityGroups R, BXEZER , BSHIEZEE MSK £,

2. EFET—HBME,

R4 BERERE

1. HEREREHD , ITUTRE :
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BEIAT —HRSHEHRIENBNGE |, EHFFHmX Kafka EEFVER

s REFGHRIEMNHR : AFEFEFPIRERARHEIMESHARIIEENER THRER, KFEE
ERZENR , TREFRFELZEHRIERK, EXESZEE , S H msk-unrestricted-access-
checko

- EF IAM AN EHRKIE : F£H 1 AWS AM AF/ARERAEF RS ARIENZNR. th
EEY IAM REREXNERFHRNEEES ., RNBEWEEFETHWRARFERALSE
AWS,

- S@@ ASL/SCRAM EHKIE : EXREFFiRIRMHFMHEPHIAWS Secrets Manager i~ &
MEZEBERUBITHHRIUE, Amazon MSK NZHAEERRRXLEEIE , HLZ2HRIEA
F 51,

EREHEBEXFNRIENBTREIL  BLAERHEERTRUEZRRR. RE , §%
FEFZZAMEXEK, BXZBRBHSENESELR , S Amazon MSK £8iZE
SASL/SCRAM 5B 41,

- B TLS BEF % FHRIE AWS Certificate Manager (ACM) : R ERA R FIL P EE i
MREBZEHRTHESHRIE, BATE AWS FAFIERMAYE (AWS FAH CA) BLER
SENEFHERZTRIAWS K.

EABEZVEWESSI mT AWS FAF CA LS BFX &S/ MSK B FEAINITAY s, IXHE 7] LLTE
REZLEH TLS iE$ PCAs (NfEHE N MSK EEHTHMRIE , MR |
#lo

2. EME , ABRERTNZRBRSEIEN KMS 24K, BXEZEER | FSH the section called
“Amazon MSK &Nz,

NHSHBEHTNEZTUARPEFERRBENTEYSE , MERPNZTHREEETECHIRES , AN
LRI F RtV BRI M

3. EET-—ZUHE,
SR 5 BB EET

WEBNFIAEEREBIEN , URNAIKRENEEREBEE, BYXERE , TUANESFTEHNE
TR, HeERSERERAE, BEXEZELR |, i35 the section called “Ya iR EE,

1. NTHEER Amazon CloudWatch 45 , FEBEUA T HEEE 2 —. EEMNERRFIKRENEIR
#5 2 &R, , CloudWatch A F Al {L &1k,
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a. EAXER: BH-AETNERRIER K TEINCRE. LA EATEAEBEERRY
RZBHAH,

b. RIBIEEE - B FANKRERS , EEFNMIE, LS REERNEENERANKE
185 , Blinpy BE@&IEMREMAIE infout WET . & read/write 1ERTE, BEERNZLKH
HIEMR TR  MEMBBIERNEKER T,

c. FEQEEER  REENETENENR , EFFONIR, ERRRH TUEFM THSEN
B EIME, RS mEENREBERERNETRER , SINEEEBN D EFHER
R SYKEIEE R

d. ZXFEEER  BRESEANS 2 XEFRAE  EFFIMIRE, ERLEH , TESHRE
REESNEEFEN D XHNER , RRBHRFANGE, R SIEEE RPN
ET 0 XRBAER , flmiMziEEErR.

BRENPREREREERSERRH TRANERNESZER | HSFCloudWatch Fr/EZL L EHY
EFRMCloudWatch R £ L2 ABYIE#R.

2. (i) WMREMEA JMX Exporter, Node Exporter SEIRHMERATE , LA Prometheus X5 H
BFR , BB Prometheus BRI, BXBEINEZER |, S £ Prometheus

S /=
BT,

3. (& ) EREH MSK BHEEEBAWS RS N IFRE B EAR XD F M IRSS 85 LAt (TR HERR M &
i, WRBRUT —PMRHZMET. MREHFFEXLERRR , Amazon MSK B T &R & EIE,
BEXEZER , ®2H KEHE,

« {£3%%) Amazon CloudWatch B& : CloudWatch &R, EEMAMLIAEN A EREE,
TEEF AWS EBEZH A TERM DT EHE.

« £ ZE Amazon S3 : ¥ B EERNXHFEME Amazon S3 FiEEH |, #ITKPERMME D
o

o« f&IAZIT % Data Firehose : ¥ HEXEZF Firehose , BAME B3 BT &% OpenSearch AR
& LA 1TSS B R HEBR o

4. (k) ATHEBNRG, AARERER  FERFNFARIURENEXRMRL, Flwm, £H
Load testing fl Test WEEX @EFRIMIRZ,
BXEEHTPFERANSNESZELR , BHSRHF Amazon MSK EERINRZ,

5. EERT—SUE,
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SR]6: FREHREE

1.

EEEBHNIRE,

BEEEN L5  ERZEENEMRERRE 2 RIRESEFF.
pridegnlfe ¥ i

EEHFACEENHNEFFENRS T , EFLREFIVIAS. £ Amazon MSK FIESFAT , RS
MIEFECZERNED, SRENEDN , BAEEIERH. BXREFRSNESEE , BSRTE
ME MSK £&8IRE.

£ A ZETE B/ Amazon MSK £& AWS CLI

SHILLT JSON A FHRERXHF. F3XHaHE N brokernodegroupinfo.json, & JSON
IDs FHFREBR A EEHN FRNBNE, XEFRAANTFFARHBTAXHR, "Security-
Group-ID"EB¥MNEF I VPC H— M RENLLAMN ID. HEXLERTLAXRBKNEFIRAILLE
R, IREBEESLEAZNLZLE , WXMBREBENSMNHONR, E4KE  SFE
ec2:DescribeSecurityGroups R, BHXRHI , HSH Amazon EC2 : RVFHEEFIA L
HEAXNEESHE VPC XBH Amazon EC2 £ 4, &5 , HEHEH JSON XHREFEE
AWS CLIZZHITEN L,

{
"InstanceType": "kafka.m5.large",
"ClientSubnets": [
"Subnet-1-1ID",
"Subnet-2-ID"
1,
"SecurityGroups": [
"Security-Group-ID"
]
}

/A Important

NTRERE , FEE="TRANTAXPEA=T TN, EOUFTEEENEAEF#EA
KR M,
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XNTEREAL (tnFEEL ) KENINERE , EFEEEMNTEATAXAERRN T
M. #ERM Amazon MSK WERXEH , BAILUEERE =NFM. B8 FMLALT
TENWAAXH, EOIRERN , Amazon MSK EEEEN FM 2B FH 5 EAET R,

2. #EfR7Fbrokernodegroupinfo.jsonX#H B FHIE{TLLTFAWS CLITS , "Your-
Cluster-Name "B R IZIRBHNENR. F "Monitoring-Level" , SEULIBEUT=MEZ
— : DEFAULTPER_BROKER, TPER_TOPIC_PER_BROKER, BXX=ATRLEZERINEE ,
#2777, enhanced-monitoring SR %M. WMRAKE create-cluster mHHIEE
ZSW , WK FIBEIN DEFAULT,

aws kafka create-cluster --cluster-name "Your-Cluster-Name" --broker-node-group-
info file://brokernodegroupinfo.json --kafka-version "2.8.1" --number-of-broker-
nodes 3 --enhanced-monitoring "Monitoring-Level"

ZaSHHm BT JSON FRF :

{
"ClusterArn": "...",
"ClusterName": "AWSKafkaTutorialCluster",
"State": "CREATING"

}

(® Note

create-cluster P HESREER , ER— PRSI NFRAIBNTARTEZ X,
RERMERN , ZBRSEBERTZIENTAX, BRETFEATZIENTAXNH F
W, AREEIR create-cluster 5,

3. {R7F ClusterArn EME A EALEEZE SN EHNTHMIRE,

4. BIUTHHREEERM STATE, £ Amazon MSK B &£ 86T , STATE {EM CREATING 2K
ACTIVE, RSN ACTIVE Bt , BOEERNERH, EXEHNRESNEZEER | BSH THNE
MSK EEIRS,

aws kafka describe-cluster --cluster-arn <your-cluster-ARN>
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A BENX Amazon MSK & 62— MSK Tl it & /Y58 AWS CLI

BHXREEN Amazon MSK BEE R IS XLEBENEE , 5 H the section called “REE B

1. FLLT JSON REFERISXHHF |, configuration-arnBRNERTRIBEENEEMN ARN,

{
"Arn": configuration-arn,
"Revision": 1
}
2. J1&1T create-cluster R HEM configuration-info EIIEEIEE L —FHREFH

JSON X #. RAIWMT :

aws kafka create-cluster --cluster-name ExampleClusterName --broker-node-group-
info file://brokernodegroupinfo.json --kafka-version "2.8.1" --number-of-broker-
nodes 3 --enhanced-monitoring PER_TOPIC_PER_BROKER --configuration-info file://
configuration.json

BAR RIZ 1T b a5 5 3 #9 5 Zh Wi R R 451

{
"ClusterArn": "arn:aws:kafka:us-east-1:123456789012:cluster/
CustomConfigExampleCluster/abcdl234-abcd-dcba-4321-alb2abcd9fof-2",
"ClusterName": "CustomConfigExampleCluster",
"State": "CREATING"

£ Amazon MSK API 8|Zf&E MSK &2

Amazon MSK API A ¥F&4EN BB Bt iIRETRE RNEFM A —H 2 UEET XN IBMEEME MSK
3N

EEH API 82 MSK TELEREE , $5 0, CreateCluster

5| Amazon MSK &£ &

EIRE Amazon MSK £85I SRIE | BMEELEEM Amazon BREMH (ARN ) . MBRLEEIZER
B ARN , ATLLES S HFT B £ KK BT, iBESRthe section called “FRELE| S,

Sl HER 27


https://docs.aws.amazon.com//msk/1.0/apireference/clusters.html#CreateCluster
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EH

- EASIHER AWS EEESS
« EASIHESR AWS CLI

- 5 API B SR

ERASIHER AWS EEEH A

E3IREN Amazon MSK E# 5| SRE , BEZEFHMN Amazon BIREM (ARN ) . MREEEZER
B ARN , AILLE S HF B EB KK BT, iB5SRthe section called “FRELE| S,

1. B FHEhttps://console.aws.amazon.com/msk/Z F T FF Amazon MSK 2 &l& ? AWS EIB{z 4l
& region=us-east-1#/home/,

2. ZREFTHKFS TIHXESNMESH. AREEFHFAGENEFNEN,

5 %I HEE AWS CLI

EIRE Amazon MSK £85I SRE | METEHMN Amazon BIRABFM (ARN) » MRBEEIZERH
B ARN , ATLUB S S HFr B£8R K EIT, iBES@the section called “GRELE| SLE”,

aws kafka list-clusters

/A AP 5 B &

E3IREL Amazon MSK SEF 5| SRIE , BFEEFHM Amazon BIRE (ARN ) , MREEEZES
B ARN , aTLUBE S BB S8 KT EIT ., ESfthe section called “FJRELE| S E”,

EFH API 5| HER | S HListClusters,
EEZ|FE Amazon MSK &8

RIAMBERT , RELEFREME MSK £8 TR — VPC #rt , sI&ET B RIEE. BINER

T , Katka BEFIRMTE MSK £ EWFIEBEEHRAEN , EWRBEKEFTLEST EBKME
. EMNEME MSK £ U TE— VPC HMEFIHEEEIZER  FHAEHNZRLEAEFESX
BEFHEZEEARENALEAN, BREEXEANNES , BSRLLENN, BXROANSERFN
FRE— VPC # 8 Amazon EC2 SEfliA BB =B , 12 Fthe section called “FF A",
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@® Note
KRaft Tt IEE X F MSK Express RIBRRER /B BFF mia = 2 251,

EMNEE VPC 2 AN EFIRIEETEHN MSK Bl EEE | B RMNEFHAWSH VPC NP S\ 20t
171518,

EF&
- BRAXME MSK E&8 /i
- NEER VPC NEAWS{B A ERHE 1T 58]

BRAXTE MSK 82 KI5 R

Amazon MSK R ik B FF 5311517 Apache Kafka 2.6.0 RE S MRAWTRIE MSK EEREMN A HIF
FPR, HTFZEER , BEQE MSK EFNEEZFBLARIBRINE, ER , BUUEHRNEGEEF
FEEUHEAFIHE, BETURE—NFER  RENEFTESN , FETHIFHHE.,

BE BT B MSK SR A HIFEMR , TEXMAFARA , ERF-HERNBIEFTEZNIRHEAWS
WEEERMTH. BXENWNEELR , S Amazon EC2 ZEEN

® Note

MELREAK R SASL/SCRAM B, mTLS WhRIEHI S % , WAL REFHIRE Apache
Kafka, ACLs ARf5 , AREHNEE , B M allow.everyone.if.no.acl.found i&E&E
N false. BXWMAEHEREENEE , 1S Hthe section called “REFERIE"

EFBNME MSK EHN LR TFEMNR , FABRERBZUTHAERMSE

- BEEBRBENFRLTRLNEFN, BIMNEBFRBE—INS2XENAE IPv4 itk , AF IPv4
kY E 480 Amazon VPC EM TN E TR, XEKRE FRALMEARBKWEARIERE T EBRMN
Ko BRUMAENMMMERNMXHER , S (Amazon VPC BFIER) FHEH BB
XA A VPC BEEMif R R o

o REZLGHWIEMIHRIIRFIATRE , HEASBMEDLFFFLATHRIES G EZ— : SASL/IIAM, SASL/
SCRAM , mTLS, BXxUMAENEFHN I RIZF G EWELR |, 55 Wthe section called “EFHEFHZ
=M,
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PAFBEFEANNE, FRRERVUEEFENNRMIARE. W TEEFPHMEBL T X ARSE 6
BNEE  TENEFBENE. Bt , ¥ TEEFPHIMBL TXARSHOIZENER  TENEF
B 7 B AR

- RENEFRZENARESIAXE, BXEEFBENUAXANESR , HSHthe section called
‘EHMERTS M,

- MREFEAHI IAM HEZEFHHEBENARICRBREFHRINEKE | ES[@the section called “IAM
R H]", BX Apache Kafka BIfEE ACLs , 2@, the section called “P1HF Kafka ACLS”

EEHERE MSK EEFHE LEMWHASRHGE |, B LERAAWS EBZH AAWS CLI, = Amazon MSK
APl FFE AR BRINE, FEEFHN AR FRINERE , B UNERR—MNAH5ISREBEZ/HFE, BX
FREEES|ISRENEELR |, S Hthe section called “3RE S| S FE",

/A Important
BRTFBAXARNEN  CEBRREFNZSAETATFNEN IP thut #1745 R Y A UL
TCP#HN, it , BWEBRUREIRIREXLEHN, EXZLAMABHNNWES |, BSH
{Amazon VPC AFEr) iV 88 VPC WZ2H, BXRIImOS , 1S H the section called
“mOEE . BRUNMMENERZ AWMU |, {55 the section called “EZ 4",

® Note
MREZBLUTRBF B ARG RNIR , BHLEHRIEE | ESMthe section called “ToiET
B B FF 3 A G RNRHIEEE

ERAEFIETTE 2 H B RIR

1. BRI TEhttps://console.aws.amazon.com/msk/FRF 3T FF Amazon MSK ##l& ? AWS EE |
& region=us-east-1#/home/,

2. EEBIRP , ERENEFBLHIBRINRHERS.

3. EREMETF , ARKRIMBZRELS

4. BEBRELNHLIFRNR,
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FERFFE A HIHRRFE AWS CLI

1. ZE{TUTAWS CLIfS , AfClusterArnBiCurrent-Cluster-Versionfy ARN F124 i ix 4
B, EERERNYBIMRA | FFHDescribeClusteri# = desc ribe- AWS CLI cluster #i5
T RPBIRARZ KTVPDKIKXODER,

aws kafka update-connectivity --cluster-arn ClusterArn --current-
version Current-Cluster-Version --connectivity-info '{"PublicAccess": {"Type":
"SERVICE_PROVIDED_EIPS"}}'

% update-connectivity S H M EHWMT JSON REIFT R

"ClusterArn": "arn:aws:kafka:us-east-1:012345678012:cluster/exampleClusterName/
abcdefab-1234-abcd-5678-cdef0123ab01-2",

"ClusterOperationArn": "arn:aws:kafka:us-east-1:012345678012:cluster-
operation/exampleClusterName/abcdefab-1234-abcd-5678-cdef0123ab@1-2/0123abcd-
abcd-4f7f-1234-9876543210ef"

}

@ Note
EXANHGRMR , FEARCMHAWS CLIGT , BRNERANATEREE !

"{"PublicAccess": {"Type": "DISABLED"}}'

2. EIRBupdate-connectivityBRELER  BFETUTHS , ClusterOperationArnBR1E
o FIREH ARN, update-connectivity

aws kafka describe-cluster-operation --cluster-operation-arn ClusterOperationArn

% describe-cluster-operation ey S H ML JSON RAIFT R

"ClusterOperationInfo": {
"ClientRequestId": "982168a3-939f-11e9-8a62-538df00285db",
"ClusterArn": "arn:aws:kafka:us-east-1:012345678012:cluster/
exampleClusterName/abcdefab-1234-abcd-5678-cdef0123ab01-2",
"CreationTime": "2019-06-20T21:08:57.735Z",
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"OperationArn": "arn:aws:kafka:us-east-1:012345678012:cluster-
operation/exampleClusterName/abcdefab-1234-abcd-5678-cdef0123ab@1-2/0123abcd-
abcd-4f7f-1234-9876543210ef",

"OperationState": "UPDATE_COMPLETE",

"OperationType": "UPDATE_CONNECTIVITY",

"SourceClusterInfo": {

"ConnectivityInfo": {
"PublicAccess": {
"Type": "DISABLED"

.
"TargetClusterInfo": {
"ConnectivityInfo": {
"PublicAccess": {
"Type": "SERVICE_PROVIDED_EIPS"

MR OperationState WI{EN UPDATE_IN_PROGRESS , H&&F—EatE , RARBRIETT
describe-cluster-operation &%,

5/ Amazon MSK API FF /3 22 i [a) £ BR

- EFEHAAPIFBRRXIARENLRIBRNR , FSHUpdateConnectivity.

® Note
HTZ£ZEE , Amazon MSK F /222 A& 15 8] Apache ZooKeeper 5 KRaft #8517 K.

MEEH VPC REBAWSIE ANERHE 1T 4]

EMEEH Amazon VPC AFPAWSEAEERET MSK £&8 |, W UAERA AT &,

HEREETRE MSK 58 32
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Amazon Managed Streaming for Apache Kafka FERARER

Amazon VPC X} &53iE #2

ENEEEN VPC FEH VPC EZR|EH MSK £8 |, B UERECRACIEN FiEE, VPCsHX
VPC MEEZENEE , S M Amazon VPC X FiE#1E5M,

Direct Connect

Direct Connect@ SRR 1 TIKAITR 10 FIBALLAAR M F LT S 4 IFAWS IR BY A b ) 48 4 32 B 1% P 48
BN —ImE R RN AR | B —IRiEE T Direct ConnectB§ 25, B MEEE , B UEREME
BEAWSEH Amazon VPC BERIED |, S MERBFHNERMRSIREE, BXEZER |, S
¥ Direct Connect,

AWS Transit Gateway

AWS Transit Gateway & — Il £ R EEH [T A it 4& VPCs FRH 2t W K E B £ N RS . BX
WA EE A AWS Transit Gateway B 8. , EZSFEAWS Transit Gateway.

VPN & #

SR B P AT R A 4R VPN SEREIATR | 98 MSK SEBY) VPC E B MARMA S | VPN &
.

REST &

RAT LAIEE B Amazon VPC HETHISES| E 2% REST ¥, FIA REST RIE |, 6l AN
BEEIT HTTP APl B RE&EEEE,

ZXHE% VPC E#

BUR M5 7 T AR XA 24N X8 VPCs AVEEGET : X% VPC E#,

B X% VPC FABEESE

EFATF Apache Managed Streaming Kafka ( Amazon MSK ) £ 1% VPC #AE%E$#E ( B
AWSPrivateLink ) Rt # , ZTIEFLEBERGFREEETREBFAE R () MK P H Kafka &
3% (VPCs) FMIAWSHK /= £ #FI1 S MSK £,

&2 # Single Region multi-VPC connectivity for cross-account clientse

EC2-ZHMNEEFH

TE# MSK T B X#FEATL S EC2EH EC2 MEZTH L S # 3k,
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SN EC2-ZHMEZENRERA—UTRERTS o

B X Amazon MSK % VPC FABEE#E

EA T Apache Managed Streaming Kafka ( Amazon MSK ) £& /% VPC FAEE#E ( B
AWSPrivateLink ) It #F , ZIIEFELEBEREFREEFTRELRLRES () K- FH Kafka &
i (VPCs) FMAWSHK = iE #2)0 B MSK £,

ZVPCRAEEER—MIRERNMBARAEER , AFE{LS VPC MBEKFEZNMEERMRE, B AL
B E#EZZE Amazon MSK £ | PrivateLink BRI RERIBFEAWSHER, EA TS MSK
E£HMNZ VPC AEEEEHATMAETHA Amazon MSK FIAWS X ig,

£l
- H4R% VPC RAEEE?
- % VPC EEENLY
« % VPC FAEEENERMPEHI
- RS VPC AAEEE
- BEHER LIRS E
- %5 Amazon MSK EHEVIEER VPC EE
« HiBRES Amazon MSK B IEE R VPC i
- % VPC FABEEZH R

fr 4R % VPC R EEHRE?

Amazon MSK ¥9% VPC FAEEER —MiEEED , ATAFREEETREMRES (VPCs) MIAWS
K~ 8 Apache Kafka & FimiEZE] MSK £,

Amazon MSK B & KB ELEKS 7. XLREAFEHMEEQEMAWSIKS &% T 5 MSK
EHENLAERNNR,

% VPC PR EEMNNS
SHMEEMBRSEMEE | % VPC REEZEFUTIME .

o ©A LB ITAWSPrivateLink iEEf R A ZNZE EHE,

TRV IPs EEZEB#HITER VPCs , NTIEFHF SHAM VPC EEBRITREXRNIFESR
IPs, EZXHNEFEEMBEER.
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BRI BMERER T MSK RN KRR E LMEAWSK - ENRES MSK EENEK S HLEIE
2, BKFEER TRNRERGHEANNACTAT., 45 IAM EFRSHRIE—EEAR , &i
AJLAE A SRR N EEN TP IRBAE L Kafka BHEHERAINER,

% VPC B E 1 E K F PR F
BAEEEITZ VPC RAEEREMNLLT MSK EHE K -

« RA Apache Kafka 2.7.1 RESMAXFL VPC REER, HHRS USK EEZEFEANERAE
FPinEbiz T 5EEFHFREM Apache Kafka fRZN,

« % VPC RAEEEXIEHHRIUIERRE IAM, TLS M SASL/SCRAM, RZFHRKITNERTEERS
VPC #ABE#E,

o WREFEA SASL/SCRAM = mTLS iFR#REI 5% , W AN ERHE E Apache Kafka
ACLs . B% , NIEMERIRE Apache Ka ACLs tkao, AAfF , ENESRNEE , FEHNEM
allow.everyone.if.no.acl.found iREN false. EXIMAEHEFEENEE , 5ZHthe
section called “RIEFERIE" . MREFEHKZ IAM ﬁllﬂ?""%ﬂ#*ﬁEfﬁﬁ?ﬁﬂ%ﬁﬁjﬁﬁhﬂ%

B , 23 the section called “IAM 15 [EI#2%]”, B 3% Apache Kafka FJ{5 8 ACLs , 1§, the
section called “FI P8 & Kafka ACLS”

« % VPC FABEZET T t3.small EHIKE,
« FEEFBEAWSKIEHNZ VPC FAEER | XEEFRE—XIBHRBWAWSIKF

- ZiREZ VPC AEEE  NEFHFRNRELTNEERE FMEEAR, £ELMERE KT M
S& TR ATAKX IDsHE,

« Amazon MSK 7 %X## 5 Zookeeper ¥ R i1% VPC FAEIERE,

FaERAZ VPC B EE

m
[

&

ST EKFE ARMSKEELE , REE LW IAM BHRIESEFFZ VPC iEiE
o S22 NEHKREMINE MSK £
FE]3: ATHREFFSWIEEN VPC EENENKF AP RE

b

\-I?\:Fr

\:Fr

THEFERA—NERNABERRS , HAWMERZ VPC EZE ST Apache Kafka B Fim MEEEHY
VPC REAWSENSBIAE HIEZE MSK £& ., WEIBREREKFAFASNEFHEE MSK £8
X VPC EEZENEE , BEAMENEFFIHENR, ZIBEER MSK £FFMEEE MSK £ L5 A
PrivateLink 3% , Ji&E 5 HRIE S RKEFFT LR THE,
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EAHENTEBOH , RMNEERERTHRGIMNER, XAFTEREENRTHTIRE MSK £&H
& P i SR A5 B ME — 3R T

LRBINMEEENT

- B/ RAF (Kaftka B/ ) M MSK S8 TR —> AWS W&/XEd , BEREMNIKS S
« KPP A By MSK 3
« K B FlY Kafka & s

- BKFAFRER IAM B4 RAFIERED MSK £3,

RYRRMIRE —MEA Apache Kafka fRA 2.7.1 REBMACIENTRE MSK &8, EFKEEIRE
ZHl , MSK SEB ML T ACTIVE RS NBREBENBFEEXRIEN , FEAS VPC RAEREK
EEIEHNEF IRNERSEEHREMN Apache Kafka iR,

TEUA T EZITRIAWSIK S R E P iwAY Amazon MSK % VPC E#2R .,

w
= 10.0.0.10
10.0.1.15
Cluster Palicy 10.0.2.25
S0 &>
N
Armazon MEK Amaron MSK managed
VPC connections

SE1:EKRKFARNMSKESRL  AEHELN IAM BHRIEFRFEZ VPC iE#E
MSK EEBIFTEEEEXE MSK £E B ML T ACTIVE RSB EZERE LH#HITEREIRE.

EHFBEENNEER LA TEIRSHEASHRIESR , EA T ACTIVE RSHWER LTRSS
VPC FAEER, XA LUEA UpdateSecurity APl 8% MSK #2414 3k52 K. IAM, SASL/SCRAM 1 TLS
FORIEARIESZ VPC FABEE, TEARLEHRINEFSAZ VPC ABEE,

XNTUHAS , EREFEHRENER IAM FHRIES R,
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® Note

MRBEL MSK EEFELE N FEH SASL/SCRAM BAKIES %R , BBL Apache Kafka ACLs &
£ “" allow.everyone.if.no.acl.found=false @& FEM., M Apache Kafka ACLs,

HEBEHZ VPC RAEEIRERN , Amazon MSK 2B KRBT RRFER , LEMNKEERE, THRIL
BREAERZSHEE 30 7 HREKN A, EEMEREN, 1&?%&3‘1%2&&?‘?1&@%%&

EREHAEANKS A PNEFH LNEESGRIESFRTES VPC

1. FTFEEFTEIKF https://console.aws.amazon.com/msk/#J Amazon MSK #2#| &
ESMBEERN MSK £8T , EREHUE RKF PHERHIIXK,

ERENS VPC REEERENER. SHLIL T ACTIVE K7,

EREREMETF , AERIMKXRE.,

ERRBETUXSE  REERFEZ VPC EE,
ERENRERTEN — MRS SMARIERE, W THAS , HEFET IAM AN 56K
iFo

7. EBRREFEX.

2

Example -#£ UpdateConnectivity 528 5% VPC FABEESHRIES R AP

ER MSK ZHIAMWEBR AR , B LUER UpdateConnectivity APl FFiE % VPC RABERE | H1E5ED
ERIBRESONRIESR. UTREAERAEHTET IAM BHRIESR,

"currentVersion": "K3T4TT2Z381HKD",
"connectivityInfo": {
"vpcConnectivity": {
"clientAuthentication": {
"sasl": {
"iam": {
"enabled": TRUE
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}

Amazon MSK Al B A EEFENNEEMIZE. Amazon MSK R AT A EEMEEENEN S HE
R E—AFNSISREBRR, BIE, ANENRIFARESFTXEZ VPC B IEE,

HUR 2 FEFREEMINE MSK &5

EHRFEEULNERER (A ETRRNER ) MNE MSK £& | SNEHFFE % VPC FA
BiEHE, SERXRARTFEFBRMNEMKFIHRIEFHNNR, EREEHRIKZH , BEENENIAR
MSK & MK MK/ ID. 55 How Amazon MSK works with [AM,

SHTAEELTRER KB MSK £33 | ZREEHRNIKS B FREKS AP RIREHN5 SR
B, ARDNIKS A BH MSK SEEHITATRE

» CreateVpcConnection
» GetBootstrapBrokers
* DescribeCluster

* DescribeClusterV2

Example

ERSE | BLTRESREFRKIE JSON R, KLTF MSK #£HIE IAM policy 425+ E REIERIA
Kb, ATRERTER. TENMARNTHRNR,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "123456789012"
}I
"Action": [
"kafka:CreateVpcConnection",
"kafka:GetBootstrapBrokers",
"kafka:DescribeCluster",
"kafka:DescribeClusterV2",
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"kafka-cluster:*"
]I
"Resource": "arn:aws:kafka:us-east-1:111122223333:clustex/testing/
de8982fa-8222-4e87-8b20-9bf3cdfal521-2"
},

{
"Effect": "Allow",

"Principal": {
"AWS": "123456789012"

},

"Action": "kafka-cluster:*",

"Resource": "arn:aws:kafka:us-east-1:111122223333:topic/testing/*"
},

{
"Effect": "Allow",

"Principal": {
"AWS": "123456789012"

},
"Action": "kafka-cluster:*",
"Resource": "arn:aws:kafka:us-east-1:111122223333:group/testing/*"

}

TR R MM INE MSK &8¢

1. 1€ Amazon MSK &I 5H# MSK &8 T , FEKR,

2. BTRFELLRE , AREBRREEH KK,

3. HEERHANREEHEEBREEL  EE2 VPC EENERKE,

4. EKF ID FEBH , MANENHELEFNESNKFWIKS ID. EE8MA DN, EREZES
B R RHIKEE JSON 1EEH, RNV ROIELERrEF , IKF ID A 111122223333,

5. EREREENR.

BXREHKWEER APIs , 5 Amazon MSK & T #RHY K BE,

S}|3: ATEEFFIRITEN VPC EENBEIKS R/ RE

BEES MSK £HTENKFPHNEFIRZEIRES VPC REEE , BEXFRAFEENZE N IREE
RER VPC ., EEMERF , BT HSNEFiREEE MSK &, E4ARAMP , ERFERE—
N
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BERma A ERAXEN S HRIES R IAM, SASL/ISCRAM = TLS, 8MEER VPC E#ZRgES—1
BHORIEAREXE, YTEFFHHEEZN MSK EF LEERF KRS BRIES R,

NTHRAE , FREFF RS MRIERSE , LEKS, B FHEFRER IAM HHKRIES .
FRFZMH
IEEFEUTHE :

- REICIBNERRE , TEKS, B PHEFIHR FXIKS A PHY MSK SEERITRIENER,
- MYINEKS B FEFIHNFHRE  JRT
kafka:CreateVpcConnection, ec2:CreateTags, ec2:CreateVPCEndpoint #
ec2:DescribeVpcAttribute BENNPR,

Example
UTREXREF RS0 ERKHN JSON Rbl , #E3E,

JSON

{
"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
"kafka:CreateVpcConnection",
"ec2:CreateTags",
"ec2:CreateVPCEndpoint",
"ec2:DescribeVpcAttribute"

1,

"Resource": "*"

AWK B FEFIRGIZEER VPC EEE

1. MNEHEERRLREUEFEKS B PNEFIREZIINIKS A 1 MSK S£EVER ARN, 12 T&
£ ARN BUBLRISREERA
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2. EEFIRIKF BH MSK #2FIA89d | EEHRER VPC E#E , RAREFMIEEE,
EERREERT , FERH ARN KRR ARN XAFERHD , AFEEFERIE,

MK B PIEREF RN S HRIERE, NTHAS , BEUEEFin VPC EEMIERE IAM,
NEFimiEF VPCo

EDEERNTAXTXBNFM, B IDs NAWSEBZRH AEFHFAEEFRMTAKX ,
t A A A DescribeClusterAPI 2 desc ribe-cluster AWS CLI i85 3REl. & IDs H & i+ ™1iE

ENXESMESERFF RN XEETE, NRRDFRNE , TEUIER-—NM5 MSK £ EFHAE
X1 ID B9 F M,

7. AL VPC EEARLZRA, BAUUEARANLZ2A, AXEERLANESER , B5H
Control traffic to resources using security groups.

8. EEBIEER,

9. EMNBEKFAFN MSK 2515 ( £ FHEE > £EX VPC &E#E ) REFEISKEZRFH
NIk , FEHAEREEFTHETERNSISREFRE, £FEF,KF B A, AAUETEA
GetBootstrapBrokersAPl R E 2 Hl A EHFH FHEEFEEF I SREIRKEEFSISREIIXK,

10. BUTHZREHE VPC EEXRBKNELZE4A .

2

a. 7 PrivateLink VPC i BAMMN , LAFREKS B MEN IP SEEMNAERE.
b. [MAli&] RES MSK &M HMEMNERE, £ VPC #HE&PHERLZEH, REHIIEN
n, RERHOSEE 14001-14100 HRNEE XL TCP REMNMN, % VPC MEAFHIEFIE
FEHEUT 14001-14100 3% OB Bl .. FSRMNEATITE R,
1. HIKF BHHEFIREEANEAATS VPC RAEEZENH I SREEZIK, A P MSK £

B, 12 Produce and consume data,

BN E , Amazon MSK £ A8 NMEEN VPC M BHRIE S RAVNEBREER VPC E#E, itz s4
S8MNEEHEXE, BIEER VPC EEEB Amazon MSK BB IR EZINRE, BALFER—4A
5| SR B #EE T Amazon MSK £8,

EMERLNENAE

% VPC FAEEEIHFLZRABRNER | — M2 N FHRIES RASASL/SCRAM, IAM, and TLS. The
cluster owner can turn on/offfAE E#E, EH VAT ACTIVE IR F BERITILIRE,

5/ Amazon MSK B#IAF B BRRIEHFR

1. £ AWS EEZH A R AERBHEFFTH Amazon MSK #£41& .
2. HESHMBERHN MSKEH#T , EBREHUE RKFPRWEREYIXK,
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3. EBREBREBNEER. SHLTLT ACTIVE RE,

BEEREEREMATF , REHIIMZRE,

EREETHXE  RARERFTES VPC E# , UFBFNSHRIESR.

EREANNERTEN —MHS TS HRIKE,

BRI B R

N o g &

HETFEHNEARIEFRN , BENZAFNSFORIESRCIBFNEER VPC EE  AEHES
i, AERARETHHHRIESRN5|ISAE,

£ Amazon MSK #2#| & XA S HRIEH R

(@ Note

HENFORIEFRRAZ VPC EEEN , IESEEMXNERMIRE , 8FFEERX VPC
Tk, ERRBMIER

HENEHWIEFRXRAZ VPC EEEN , FFHAIAE VPC EEREN INACTIVE RE |, 5
WHY Privatelink 2125 ( 2IFFEER VPC EE ) FHEMIER. BIKS A R R T IEE 3RS/
VPC E#, MREEH LBETEAEERE  WEKFRAFTECRESHNIIELE,

£ AWS BB HIA I Amazon MSK 2%l &,

ESMBEEN MSK & T , REFHUE RIKF PHEETIR,
ERERENER. SFEXILT ACTIVE RES.

ERERBEMHLEDF , ARRIINBZRE.

ERmE TS  RAREEXAS VPC ERE , UXASHRIEAR,
ERENEFHAN - R SRS HRIERE,

EBRAIER

N o g B~ b=

Example £ AP on/off | EZ 5 R RIEH R

ER MSK ZHIAMNEBR AR , B LUER UpdateConnectivity APl FFiE % VPC A EER | H1E5ED
ERITHRBIORIIFR, LTRAIETRT SASL/SCRAM REHEB AN IAM BFHRIFH R,

HETFEFNEHRIELRN , BENZAFHHFORIESRCIBFVEER VPC EE , AEFES
i, LEARETHEHRIES RN EISRE,
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HIBRAEHRIESFRKAZ VPC AAEEEN , ERIRNIE VPC EEFNE RN INACTIVE RES |, £
imHY Privatelink ERiZHE ( 2IFFEE N VPC E1E ) FEMBR. Bk B REEM R T IEESIRSH
VPC i£#Z, MREEHLBAABAEEE  NEKFAFREECBESEBNTIERE,

Request:
{
"currentVersion": "string",
"connnectivityInfo": {
"publicAccess": {
"type": "string"
b
"vpcConnectivity": {
"clientAuthentication": {

"sasl": {
"scram": {
"enabled": TRUE
b
"iam": {
"enabled": TRUE
}
b
"tls": {
"enabled": FALSE
}
}
}
}
}
Response:
{
"clusterArn": "string",
"clusterOperationArn": "string"
}

45 Amazon MSK EF BT E X VPC E#

BOEHEERAKFH Amazon MSK #2&l& | B LUELE ik VPC E#EE., B ik VPC EEXATAL
FHRARSTREHIEL ., BUREFEEELRXETBENEZIEHNEAHENIEER VPC EE. EM
IEFTFEER VPC EREEIE A , BEERERBPIEENER RN A EEEME E M EREIE
R ERE ] |, ZERNAEFERH. B2 Delete a managed VPC connection to an Amazon MSK
cluster,
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£ MSK #2H| 54 % Fim VPC HE

1. & AWS EE#EH & 77 Amazon MSK 2§ &,

2. ESMERT  ERERHRIINKZRE > B VPC EESIX,
3. EREHRLEMNERE 6 ARRRELEFIK VPC EE.

4. WINERLFNENE S VPC E#,

EfH APl EELIEER VPC iE$#E , M RejectClientVpcConnection APl
I BR S Amazon MSK B E X VPC E#E

S AP AT BAME PimiK PRl & oy MSK S8 BRIEE R VPC Eik, SEBMBEERSTHAR
B VPC i , AT EMNEREERAKS, PRIRRZERE, VPC EZE-ZBEKR , BB~ E£%A,

EREFHERERIEER VPC E

1. MNEPIRIKFF , £ AWS EEZGA FTF Amazon MSK ##1&,
2. HESMERPERELEN VPCEE,
3. MEEIIRPEREMBREES,
4. WEIAEMER VPC iEHEE.

EFA API BIERFEER VPC iE# , 5 DeleteVpcConnection AP,
% VPC FAE EEN R

AVEETHEAZ VPC AEEZEINENET R IRMEBRMENNIE, 2 VPC LAEEEEREFIRE
BRAENE MSK £HEVTHRAEN VPC EENENEF IR LBIENE, ©EER MSK £HEEB AT
MSK £ /3 PrivateLink i£1% |, &R B AR S BRIZBH XS EBHHE,

S S HORILRE M EZ G E R

NEXIRE MSK £EHBEANEHRIESRFBZ VPC RAEEZEE., ESHZ VPC AEEENE
SKAPRE|, MREER MSK E£&EE N A SASL/SCRAM BB RIUEFER , 84 Apache Kafka ACLs
BHRMSEN, allow.everyone.if.no.acl.found=false N EFIRE 7 Kafka ACLs fg ,
BEFEHNEE , MiZEENEM allow.everyone.if.no.acl.found ®ENR false, B
FHMEHRRBENEERE K BSRRERBERE

B K P SR A SR BEAN IR
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R Kafka BEFIRFTENAWSIKF 5 MSK &8 T E , BHE TSR RBEM NS MSK £ | %K
R E P um root AP RATEKFER, S LER MSK 2% &8 FRY IAM REEHIERS (RHZTERE
> IRIEEREEM ) FES VPC SRR WA BMERANTIIE APIs KEEEE MK

PutClusterPolicy

TEBRRIHMBIER, SuLERAL APl REIEREHIEEN MSK £ FK, NREEEHK
R, NATEBFERERAFE T currentVersion FE&,

GetClusterPolicy
1 ZH N B SRR A SR B R BE SUAYAY JSON XA,

DeleteClusterPolicy

I R SR B SR B

LT RERERF KRR JSON Rl , KELT MSK #£HI 5 IAM policy fFiEERF R R KM, LUTRE
BRTER., TENARNFRNR,

JSON

"Version":"2012-10-17",
"Statement": [{

"Effect": "Allow",

"Principal": {
"AWS": [

"123456789012"

]

},

"Action": [
"kafka-clustexr:*",
"kafka:CreateVpcConnection",
"kafka:GetBootstrapBrokers",
"kafka:DescribeCluster",
"kafka:DescribeClusterV2"

]I

"Resource": [
"arn:aws:kafka:us-east-1:123456789012:cluster/testing/

de8982fa-8222-4e87-8b20-9bf3cdfal521-2",

"arn:aws:kafka:us-east-1:123456789012:topic/testing/*",
"arn:aws:kafka:us-east-1:123456789012:gxoup/testing/*"
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FRARER

]
3]

5 MSK £81% VPC AEEEN T im R

Z1 Kafka B RN MSK £B2BRES VPC B EE , B KT
E P mIT kafka:CreateVpcConnection, ec2:CreateTags Hl ec2:CreateVPCEndpoint

BRAFNNR, UTRERE IR S 2RI JSON Rl

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"kafka:CreateVpcConnection",
"ec2:CreateTags",
"ec2:CreateVPCEndpoint"
1,
"Resource": "*"
}
]
}
im 015 &

4R

VA4

ZZ,

FERAUTHAOS , LU{E Amazon MSK AT LA E& it EHE(SE -

- BUANEREER , BEMARO 9092,

—/NHEIN S AR KRS, BUR TR

- EET TLS NBESREEE , BFEAEO 9094 #HITRZPAWSIHE , A DO 9194 HTAHG

@],
« EB SASL/SCRAM 5£4L ANBEfE
NETF

- EERENERANEFPHREER

, IREEAIR O 9096 FATAEBTE , EMKEO 9196 AWS #1T

B AL O 9098 #H 1T ZPAWSIH [Elthe section called “IAM
R | A O 9198 BT,
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- EFH TLS tN# 5 Apache ZooKeeper BfE , EEAIwmA 2182, FRIAER T , Apache ZooKeeper
TREARKDO 2181,

FREX Amazon MSK EE K 5| SR E

5| SR E 218 Apache Kafka & Fif o] A SKiE# Amazon MSK £FHRES| R, IR ITERD
FEEBRPYMERE, BULIEHAWS EEEEH A, AWS CLIZ Amazon MSK API 3RELG| S F
H,

ES]

- EARMEISEFNE AWS EEEH S
- ERAREG|SEFKIE AWS CLI

- fEA API 3RENGI S HE

ERREGISEFRE AWS EEEZF &

LSRR T A ERREUERR 5| SR E, AWS EE2H 4 5| SR E —17 =18 Apache Kafka &~
i A LA EEEHERNAERNSIR. HIIRT-—ESRERTNMANRE,

1. B FHEhttps://console.aws.amazon.com/msk/Z F T FF Amazon MSK &l A ? AWS BBzl
& region=us-east-1#/home/,

2. ZRETRTHIKS THAXENMEESH., EREFEMAETHEHA,

3. EEHNENEL, #BEFRFRERE, XERTEISEFRNRELR Apache ZooKeeper iE#
FRE,

AR S| SEFKE AWS CLI

BITUATEGS , H ClusterArn BN IR SR FTIREN Amazon BIREF (ARN ) . WREE
BZEHNW ARN |, I BY Y HAEEERXKKEE, BXEZEEL |, ESH the section called “F HE&E
i3

aws kafka get-bootstrap-brokers --cluster-arn ClusterArn

¥t FE the section called “IAM iF[E#2&]” B9 MSK 58 | Zo S B ILLT JSON RAEIFTF R

{

RELE| SR a7
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"BootstrapBrokerStringSaslIam": "b-1.myTestCluster.123z8u.c2.kafka.us-
west-1.amazonaws.com:9098,b-2.myTestCluster.123z8u.c2.kafka.us-
west-1.amazonaws.com:9098"

}

UTREIERT EAF AR FRNERNSISKE, £
FiBootstrapBrokerStringPublicSaslIamAF A #i5E |,
FABootstrapBrokerStringSaslIam=#&F &t TR ERIHRIAWS,

{
"BootstrapBrokerStringPublicSaslIam": "b-2-public.myTestCluster.v4ni96.c2.kafka-

beta.us-east-1.amazonaws.com:9198,b-1-public.myTestCluster.v4ni96.c2.kafka-
beta.us-east-1.amazonaws.com:9198,b-3-public.myTestCluster.v4ni96.c2.kafka-beta.us-
east-1.amazonaws.com:9198",

"BootstrapBrokerStringSaslIam": "b-2.myTestCluster.v4ni96.c2.kafka-
beta.us-east-1.amazonaws.com:9098,b-1.myTestCluster.v4ni96.c2.kafka-beta.us-
east-1.amazonaws.com:9098,b-3.myTestCluster.v4ni96.c2.kafka-beta.us-
east-1.amazonaws.com:9098"

}

BISREFHENTESKREHNE MSK ERNTARKH=ARE (BRIEREHINMETA) .
£ API 3RE 5| S KRB

EFEH AP REG| SEFNRE |, 55 GetBootstrapBrokers,

WS IBIE Amazon MSK &8

Amazon MSK A LUEE Z 55 BB B SIETRE Amazon MSK £ HIRA,

I 55 MSK W& Apache Kafka E#RFRERKIXEIL S# , #& CloudWatch £F ., B 3< Apache
Kafka 4% ( ‘@¥& Amazon MSK RRIEtHIERR ) WEZER |, i3 Apache Kafka MR 512,
&t m] LAGE I FF R S 2 B FAF2 F Prometheus k1538 MSK 58, BX Prometheus S8 , 55
%] Prometheus XL, BT #FMMAERA Prometheus HIZEMNTE MSK &8 |, 153 Hthe
section called “ff F Prometheus Bt 1T453%",

o (MNRIAERE ) YUTMBEEHEFAEEFEHAERFIF , Amazon MSK B MR L X FHRAEE
R, NS EERHEEHAE, XLEBREBRBAXANBNRERERETEN. XEHTE
EHARENBEESFEZNAAHREREREN]. Amazon MSK £ BZ X LR EE K& T 5
MSK #2#|& EventBridge, Health DashboardYl B #h FEBAWSHK - BV BB FHBFBR R A . BRTFHE
BERNEZEES | HSEEH Amazon MSK ZE R EZ4R,
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F

&
FERAEFLSE MSK $E#5 CloudWatch

AT ISR ELX LTI Amazon MSK $E#R CloudWatch

AT s RiRiE L2428 Amazon MSK $E#5 CloudWatch

f£ A Prometheus ¥ 12i& MSK £&

W 12H TR A AR

£/ Amazon MSK IZ# A2 &R

FEAEETL D MSK #E#F CloudWatch

B A LA CloudWatch #2414 . @85 1T3 CloudWatch APl %1% Amazon MSK B#E%5. U TN

@

A fE A X LR R R 5 T R 4R

£ CloudWatch #2445 Rl {545

BRAWS EEZH| A HITH CloudWatch 2l & |, Mk https://console.aws.amazon.com/
cloudwatch/,

1.

ESMERT , ERER.

2. EREMAEMRENF , RFIEE AWS/Kafka,

3. EEFFBRFIMISIR , B Topic, Broker ID, Cluster Name (£, R ID, £&HEMH) ;X
FRERFIGIEFR , E1%$E Broker ID, Cluster Name (X ID, EEEWH) ; W TEHRINE
¥R , L Cluster Name (B &),

4. (k) ERRBEESP  EBRITHENNAR , AEERXLIEESE CloudWatch Z1R,

EfEAHRIER AWS CLI

FERYIRERMG D, get-metric-statistics

£/ CloudWatch CLI iF[a)3EHR

£ A mon-list-metrics M mon-get-stats f

£ A CloudWatch API i A FE ¥R

£/ ListMetrics 1 GetMetricStatistics B 41E.
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AT SR EZ4L T Amazon MSK $8#r CloudWatch

Amazon MSK 5l B#h &R , CloudWatch ELERAILAKEE, EF M D MEHN MSK 15/

£ CloudWatchigtir,. RALBRESLRN MSK MELEMEFEENIER , HE

f@ 1 28 #IX CloudWatch —iX. ZAILAFME MSK SEFFIEIERFIRE RN A TREIZ

— : DEFAULT, PER_BROKER, PER_TOPIC_PER_BROKER = PER_TOPIC_PER_PARTITION., AT
BAHPWRIER T EENEER BT RIERNATEER.

@ Note

£ 3.6.0 REFERASF , —HTF CloudWatch ¥5#2# Amazon MSK i8I B EE R, HE
AFEHRRERXLIENR, W TFEMEERNIER , TRETRT 3.6.0 RESRAFFEHNS
, BE/E R 2.8.2.tiered MRA KB Fro

DEFAULT R AIERE T, Amazon EMN TTHEH AR T HMIEFRH CloudWatchEHT

DEFAULT 4 3=
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B MSK S8 IRE B UM ATITRY R

SESIRS 28T, BFIERENIT Amazon MSK
API S{AWS CLIE #igE,

UPDATING AP Bzh# Amazon MSK APl SRAWS CLI#EE
FHEEHMEBER, SO BERBERK
ERBEABE B2, EEHMETEIRS
28, BEENERITEMEA Amazon MSK
AP| SAWS CLIE#igE,

AT s iRiE 242 EE Amazon MSK $E#r CloudWatch

Amazon MSK 52 % , CloudWatch EILERI LAY EE, EF MO EM MSK Express

L4271 CloudWatchiEfr. RAELBZKNERN MSK i BN EFELEN ISR , HE

f@ 1 28 #EIX CloudWatch —iX. ZAILAFME MSK SEFFIEIERFIRE R A TREIZ

— : DEFAULT, PER_BROKER, PER_TOPIC_PER_BROKER = PER_TOPIC_PER_PARTITION, KA
HBoFHNRERT ESNEER BT HRIBEOIERR.

DEFAULT R AItE+FrE %k, Amazon EMN TN EF R 7 EAMIEIRAY CloudWatchEH

RIRCIER DEFAULT 4 5l W=

TRPHERWVISHRTE DEFAULT HIRE BIER R,

Name A] DL B[] Dimensions i, BA
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REE NEBRRERE 12
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Name

ClientConnectionCo
unt

ConnectionCount

Cpuldle

CpuSystem

CpuUser

GlobalPartitionCount

GlobalTopicCount

EstimatedMaxTimelLa

A] D0, Bt (8]

TEEFH A ACTIVE
&R

TEEFH A ACTIVE
&R

TEEEH A ACTIVE
REFo

TE&E#H A ACTIVE
&R

TE&E & A ACTIVE
LY =R

& & A ACTIVE
7Y =1

TEEFH A ACTIVE
&R

EEAREEREN
FHZE.

Dimensions

EHBMW, LEID,

iR S RiE

e, KEID

EBEN, REID

EBEN, REID

EBEN, REID

EHEN

EEHEWN

EAZRA, ER

=

458
FEMEBENS E
g,

233 KUY IR
ERIREZERE,

g3 HHRIE, KE
o S HRIE R RE
[F R R R R

CPU ZREtEI B 2
8

NZZ2EFR CPU B
paln

AP ZE$EH CPU R
pan

SBRPAEEEN D
X#E , FEFERIER
o BT GlobalPar
titionCount R
BIEFEIAR , MRE
BHEFREFKRTF
1, M Partition
Count {EKIEFIT
ST GlobalPar
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SRR B E
BEH,

fit# R Max0ffset
Lag HIETE ( AFR
B,
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Name

LeaderCount

MaxOffsetLag

MemoryBuffered

MemoryCached

MemoryFree

MemoryUsed

MessagesInPerSec

NetworkRxDropped

NetworkRxErrors

NetworkRxPackets

NetworkTxDropped

NetworkTxErrors

A] D0, Bt (8]

TEEFH A ACTIVE
RE&R.

EEAREERES
FRZE.

TE&EFH A ACTIVE
&R

TEEEH A ACTIVE
REFo

TEEE M A ACTIVE
REFo

TE&E & A ACTIVE
RE&Eo

& &3 A ACTIVE
/Y=

TEEE# A ACTIVE
REE.

EEEH A ACTIVE
REE

EEEH A ACTIVE
REEo

EEEH A ACTIVE
REEo

FEEBH A ACTIVE
K&

Dimensions

KHEWN

fE 2R,

KHEN,

SHEWN,

SHEWN,

EHEN,

EHEWN,

EHEWN,

EHEWN,

ERHEWN,

K#HEW,

KHEW,

, fKE ID

£

KE ID

KE ID

KE ID

KE ID

KE ID

I ID

KE ID

KRE ID

¥ ID

K3 ID

458
SN S XAS
BE, TAEEA,
A S K2
0 BARBIER.

REHE AR
(RFHREBM ),

REHEEREAND
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A IR P 0 7T
MR (BFHH
B17) .

REEEERHAE
KN (AZH R
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REESWH#E NS LM

o

EFNERIIHE

o

IR R P 4R IR IR
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REWIN B
HE,
EFNERRAIBE

o
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Name

NetworkTxPackets

PartitionCount

ProduceTotalTimeMs

Mean

RequestBytesMean

RequestTime

StorageUsed

SumOffsetLag

UserPartitionExists

A] D0, Bt (8]

TEEFH A ACTIVE
RE&R.

TEEFH A ACTIVE
&R

TE&EFH A ACTIVE
&R

TEEEH A ACTIVE
REFo

R R ERBRFIE

TE&E & A ACTIVE
RE&Eo

EEARAERAREN
FHZE.

TEEE# A ACTIVE
REE

PR ER PER_BROKER 4 5l i1

Dimensions

KHEWN

EHEW,

KHEN,

SHEWN,

SHEWN,

EHEN

fEFRER4A.

EHEWN,

, fKE ID

K ID

KE ID

KE ID

KE ID

I ID

458

RERBMBEZH
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BNMMENEES X
E®, TEERIA,

P44 R ( AZE
DR,

REBHWREHHF
SME.

HEREMEM 1/0 42
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SEHTPABETXER
MEFEZE , T
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EBFRAEDXHR
BRBIR,

mRER , BRED
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BAENSX, BN 1
RARELFESKX

o
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Name

ConnectionCloseRate

ConnectionCreationRate

FetchConsumerLocal
TimeMsMean

FetchConsumerReque
stQueueTimeMsMean

FetchConsumerRespo
nseQueueTimeMsMean

FetchConsumerRespo
nseSendTimeMsMean

FetchConsumerTotal
TimeMsMean

FetchFollowerlLocal
TimeMsMean

FetchFollowerReque
stQueueTimeMsMean

A] B /]

EEE# A ACTIVE R,

EEE# A ACTIVE KRB,

HRHEGER/EMRRE.

rRHGER/ERARRE.

HRMHGIERR/ERABRR.

ERMHGIER/ERARR.

HRHOIER/EMARE,

HRHOIER/EMARE,

rRHEGER/EMER.
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Name

FetchFollowerRespo
nseQueueTimeMsMean

FetchFollowerRespo
nseSendTimeMsMean

FetchFollowerTotal
TimeMsMean

FetchThrottleByteRate
FetchThrottleQueueSize

FetchThrottleTime

IAMNumberOfConnect
ionRequests

IAMTooManyConnections

NetworkProcessorAvgldlePerc
ent

ProducelLocalTimeMsMean

ProduceRequestQueu
eTimeMsMean

ProduceResponseQue
ueTimeMsMean

A] B /]

HRHEGER/EMRR.

HRHEGIER/EMRRE.

HRHGIER/EMRR.

ENRAHEILREE,

ENRAHEILREE
RN AT REREIE

TEEFH A ACTIVE REfE

EEEH A ACTIVE REB,

HEERH A ACTIVE RE G,

HEERH A ACTIVE REE

EEE# A ACTIVE KRBT,

EEE# A ACTIVE RS,
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Name

ProduceResponseSen
dTimeMsMean

ProduceThrottleByteRate
ProduceThrottleQueueSize

ProduceThrottleTime

ProduceTotalTimeMsMean

ReplicationBytesInPerSec

ReplicationBytesOutPerSec

RequestExemptFromThrottleTi
me

RequestHandlerAvgl
dlePercent

RequestThrottleQueueSize

RequestThrottleTime

TcpConnections

TrafficBytes

A] B /]

EEE# A ACTIVE KRBT,

ENRAHILREE,
ERNRAHEILREE,
ENRAHEILREE,

EEF#H A ACTIVE R,

ERIREBR,

ERIREER,

R A ERRHIE

EEBH A ACTIVE RSB,

ENRAERREE,
ENRERREE,

HEERH A ACTIVE RE G,

EEE# A ACTIVE KRBT,
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PRIEAIER) PER_TOPIC_PER_PARTITION 4% 5l Y1z

ERFSER SR ERN PER_TOPIC_PER_PARTITION B , &7
PER_TOPIC_PER_BROKER. PER_BROKER #1 DEFAULT &REBINFIETIEIR 2 , EEFIRETREAN
REVIEPR, X DEFAULT RAERREZEN ., WRPVIEREBLUTYEE : FRHN[AE. T8, 7K,

Name IR 1% ER

EstimatedTimelLag EEARAERAENEEZ fiit#ER 7 XwRB LR AYET A
=P (A REN ),

OffsetLag EEASRAERAREN NEEZ PEEANEARFRERBESE
=P AYZEIR .

PRI IERY PER_TOPIC_PER_BROKER 4% 5l '4 4%

ERFSEELFRERN PER_TOPIC_PER_BROKER B , Bk T PER_BROKER #1 DEFAULT & 3I8Fr B 1EH5
29, BIEFREB T RPIERNIE R, X DEFAULT RAEHRERTN. LERPHNIEREGUTEE ;
EHEN. REHEID, £8,

/A Important

TRANERNEEEERZENEETRSI2ER. Hla , BEE BytesInPerSec , =N HZN
7B B I SRR RSB R

Name A] DL B+t [E] 14, B

MessagesInPerSec EOEEHE, BRERNEENRE,

£ Prometheus 532 & MSK &&

IETLAE A Prometheus Y532 7E MSK £8f , Prometheus 2 — 0 B F &t i8 F 5 I8RBUR M TR
BRE., B LERA Prometheus BIZEE AIIEE , X LBIE & # | Amazon Managed Service
for Prometheus, & A LA 5 Prometheus XV IERRFRAMN TE 5 Amazon MSK Open
Monitoring £ K T & |, bl Datadog, Lenses., New Relic #1 Sumo logic, FFRISERZ AR E
A, EETRAXERBESENR.
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B < Prometheus W{EE , 53 Prometheus X4,

BXRER Prometheus H{E R , S #E A Amazon Managed Service for Prometheus #1 Amazon
Managed Grafana , #38%t Amazon MSK Kz & %L,

(® Note
KRaft TTEHIFEE R F MSK Express KB EER TS AFF ARG 2 =51,

HEHMME MSK 58 L5 FTF sz

AN B MAEFAAWS EEE4E. I Amazon MSK API £ MSK &8 F S AF KXY
2, AWS CLI

5/ AWS BBzl A

1. B FIHTEhttps://console.aws.amazon.com/msk/ZK R FTFF Amazon MSK 2% & ? AWS EEE
& region=us-east-1#/home/,

2. 1£ Monitoring (&12) % & , & Enable open monitoring with Prometheus (/8 Fi Prometheus
FREERS) ZHNEIRE,
ENELNZBIPREMENGE , AEEMBE ATANIEDL

4. EFVBREHE.

/8 AWS CLI

« @A create-cluster T HIEEH open-monitoring &M, 5H
IJmxExporter, NodeExporter M#&E., MRIEE T open-monitoring , MFEERNEAX
NS R

5 API

- @M CreateClusteri#EH #§EOpenMonitoring., B jmxExporter, nodeExporter =|H
&, WMRIEET OpenMonitoring , MFRERNZRAXA NS HEE.

EIATE MSK £& L5 A sz

ERRATREZRRS , BRRME MSK 84T ACTIVE R,
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https://prometheus.io/docs
https://aws.amazon.com/blogs//big-data/enhance-operational-insights-for-amazon-msk-using-amazon-managed-service-for-prometheus-and-amazon-managed-grafana/
https://aws.amazon.com/blogs//big-data/enhance-operational-insights-for-amazon-msk-using-amazon-managed-service-for-prometheus-and-amazon-managed-grafana/
https://console.aws.amazon.com/msk/home?region=us-east-1#/home/
https://console.aws.amazon.com/msk/home?region=us-east-1#/home/
https://docs.aws.amazon.com/cli/latest/reference/kafka/create-cluster.html
https://docs.aws.amazon.com/msk/1.0/apireference/clusters.html#CreateCluster
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£/ AWS EEEH &

1. EFIHfEhttps://console.aws.amazon.com/msk/R A FF Amazon MSK ###1& ? AWS EEZFI
& region=us-east-1#/home/,

2. EBREFHNEHENEN. XFE5|SEZERNFMAESRE.

3. EEMEIIFLE, m TR AKRIGEEBD .

4. ERRE.

5. 1% Enable open monitoring with Prometheus (J5 A Prometheus FFRIEIZ RS S EIEHE,
6. EBRRTFEX.

£/ AWS CLI

« @A update-monitoring wH HIEEH open-monitoring &M, /5
IJmxExporter, NodeExporter W&, MRIEE T open-monitoring , MFEERNEAIX
NS R

5/ API

- @M UpdateMonitoring#RE H #EEOpenMonitoring. A jmxExporter, nodeExporter =|
W&, WRIEET OpenMonitoring , N FEERNZEAXHNF HES.

FEL S #EH Li%E Prometheus £41 EC2
WIS RBNE T WA prometheus.yml X% & Prometheus 4.

1. ¥ Prometheus R85 Mhttps://prometheus.io/download/#prometheus T £ B & HYIE I #h 3241
EC2

2. FTHENNHHRERAIENEZFHKRIZE R
3. FAUTAHBRERENRN prometheus.yml B #4,

# file: prometheus.yml
# my global config
global:
scrape_interval: 60s

# A scrape configuration containing exactly one endpoint to scrape:
# Here it's Prometheus itself.
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https://docs.aws.amazon.com/cli/latest/reference/kafka/update-monitoring.html
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https://prometheus.io/download/#prometheus
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scrape_configs:
# The job name is added as a label "job=<job_name>" to any timeseries scraped
from this config.
- job_name: 'prometheus'
static_configs:
# 9090 is the prometheus server port
- targets: ['localhost:9090']
- job_name: 'broker'
file_sd_configs:
- files:
- 'targets.json'

4. fERAZListNodesiR/EIRENEBNNREYI XK,

5. FIALLT JSON €| & 7 targets.json WX, Fbroker _dns_1lbroker_dns_2, FlHZEK
IE DNS BEMEBRNEBE L — SR RRLEIRIE DNS B, BELBEL—SHRENAE
I, Amazon MSK X JMX Exporter fEfA#% 0 11001 , X Node Exporter £ FH#% 0 11002,

ZooKeeper mode targets.json

[
{
"labels": {
"job": "jmx"
.
"targets": [
"broker _dns_1:11001",
"broker_dns_2:11001",
"broker_dns_N:11001"
]
},
{
"labels": {
"job": "node"
},
"targets": [

"broker_dns_1:11002",
"broker_dns_2:11002",
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"broker_dns_N:11002"

KRaft mode targets.json

"labels": {
"job": "jmx"

},

"targets": [
"broker _dns_1:11001",
"broker_dns_2:11001",

"broker_dns_N:11001",

"controller _dns_1:11001",
"controller_dns_2:11001",
"controller_dns_3:11001"

"labels": {
"job": "node"

},

"targets": [
"broker_dns_1:11002",
"broker_dns_2:11002",

"broker_dns_N:11002"

LRER
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® Note
E M) KRaft %85 HE JMX 3545 , E7E JSON XA 7N #1288 DNS E#EN B
¥Ro AN : controller dns_1:11001 , ¥ controller dns_1 Eik JSEFrAVIZ &I
DNS & %o

6. EELM EC2 L5#3RHl E/F3) Prometheus BRF 88 , BEEME Prometheus XHHRFH B F
FEITLA TS, prometheus.yml targets. json

./prometheus

7. FEIBEELE IPv4 —FHIE1T Prometheus WL 5% EC2 SEHIMI/AF IP ik, BEUTSBEHRE
EFEALAE IP i,

8. ZEifA Prometheus WA FRE , FITF ol LAG RIERY EC2YE 5 i8h S 45 B9 5% B8
Rig¥Prometheus-Instance-Public-IP:9090% & E F—SHhIRENAE IP it
HtPrometheus-Instance-Public-IP1EWE,

£/ Prometheus 1§45

H Apache Kafka Ki%4: JMX PR B 1EFRER AJ i@ Prometheus BT IRIEIER G 1A E],

B 3% Apache Kafka $E¥rMIfE R , 1§25 H Apache Kafka X #5312, BRT Apache

Kafka f8#r5) , SHRELERERE AT AR A 11001 £BL IMX B#3Kk1E. MBean
kafka.consumer.group:type=ConsumerLagMetricsf&t a] LA Prometheus Node Exporter
RIREVRER® O 11002 B9 CPU ML & B4R,

¥ Prometheus $E¥R77## £ Amazon Managed Service for Prometheus H

Amazon Managed Service for Prometheus & — 5 Prometheus AN G EMERKRS , TATE
2 Amazon MSK &8, XR—MZE£RENRS , IEIIYT RiErHiRI, 7&., ERNER, ©1F
BEAWSRE£RFER , FETURIE, RetbiFREE. SAUERAFIR ProMQL £i#)iE S RERE
FRH R HER.

BEXEZEE |, BESHTBRAER Amazon Managed Service Managed Service Prometheus,
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BEEEFEASRLER , BuLURNEREEERFENERAS  XEEASSER TR RTHNRHE
B, VER, WU AKEANIER Sl BRESXLEEARS, EREHTELEER , BuUFEALTD
# CloudWatch Zi&3¥ Prometheus FF s,

FRARERERAUECNEATBENGHIBESNARFERNBEZANER, Amazon MSK 12
BT UTHBREBILREN , BB 3% CloudWatch &Y Prometheus B FF BRI BX
LE3EbR 0. . . M, EstimatedMaxTimelLag EstimatedTimelLag MaxOffsetLag OffsetLag
SumOffsetLagBE XX LIEFRHEL |, S Hthe section called “CloudWatch ¥R L2 RV IEFR -

Amazon MSK X # X Apache Kafka 2.2.1 RE SRANWEBHNEASRLEREIR. EEA Kaftka M
CloudWatch 36458t , HZERUTILR :

- FRAZERERUEFERAEHLLT STABLE K EMPTY AR A H, RIZREFFEE , HEE
AT STABLE RES , AR XEEREZEHETD W,

s UTHERTEEERAZBLERER
- MREFEAFEAFRE,

- FRAEENEHRETEES ().
- BEANEABEAREERAEREE.

c SHBREZABZBMAEDERERSIERNERE CloudWatch, B Kafka XIFEFRAEABHPER
UTF-8 Z%F , B4 E{E{X CloudWatch 1% ASCIl /. MRZREERAEABZHPERIE ASCI F
F , W CloudWatch &MiBREA B IR IEFR. AR EFEIRE TR E LEIRIEFR CloudWatch , R24M
EEAEHEHPMNER ASCI FH/,

£/ Amazon MSK F# R EZR

£ Amazon MSK Rl B E & , AR ERENEIFHEAE, RER THERESEFHPAEN
FHRAE  TRAXMELERNEABENED , NTTERKNERHEN. Amazon MSK 2

@Y CloudWatchiE#R AT B BB EHNFREE, BR , A TETERUNBRFHERER

& , Amazon MSK 2 B3 B R EHSERHFREEER. FHRREERPISHEXARXIEHRNKH
REEEEHTREENEW, & Amazon MSK #ZHI &/ , RJLAE A B R Ay HRIE G852 7 Bl REVEZ L
RV R4,

MSK F R EBEREMMRE | THERMIIKER.

- ) (‘FRERF ) FEREERSRELIZEEFURTEENFMERABE, 2 MSK EHPHNREME
AT 60% = 80% A LHNHAFRAEN , BFRIEXZZRAEN EHER,
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« IMSK &EHTN—MMEMEFHETEATHN , M ("FEXDXEBEFE ) FHREEERERE
KEFNRIETE , BET-ENERHRAZ,

Amazon MSK £ B3l f§iX &£ 2R £ X B Zi# MSK #2#| &, Healt AWSh Das hboard
EventBridge. Amazon LARBAWSHK By 88, FEBHFER R A, ¥R AL EventBridge il &b fig & 79 4]
Slack = New Relic #1 Datadog & T B & iAiX &R,

B MSK B BSRHMIAS AFHEREER , MATEXM. AR MSK B XE Itk I8e,
BERFRAERER
BALBESA T M NEEFREAEER

« BIE Amazon MSK 245, BREAEBERFEEREREEPET 0 X, BERPIERREUEF
i R E R BB U 8 T 8 IR e,

« R ListClusters, ListClustersV2 =% DescribeClusterV2 APls && f£CustomerActionStatusEt
WFFEER. DescribeCluster

- BI{4E AWS Health Dashboard & B MSK fH it AWS BRFEIZE IR,

 i%E AWSHealth API 1 Amazon , FFERBE X H EventBridgeZIE =5 F & , #li0 Datadog # Sl
NewRelic acko

EH Amazon MSK &N LT £RE

£ UpdateSecurityAmazon MSK REEFH M MSK EEN S RRIEINEFHRENRIEE, &
BRAILEFATIB|IUEPLHTNG TLS SHRIENVNAEZLIEPMENGE, B EEREHERA
(broker-to-broker) &% &

EBRMIAT ACTIVE REFBEEMEZRRE.

MRBAFEA IAM, SASL & TLS W ERRIE , BESTTFEEFRHEMREZRANMNR, TRETRT
AEEMAE S,

S HWIE & 7 o B IR N AR I REZRE IR

T HRRAE TLS. PLAINTEXT. TLS_ LI Siy=1-E S
PLAINTEXT

mTLS TLS. TLS_PLAINTEX IRITTT o
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SRWAE & 7 i B O IR H0 BRI REINREME
SASL/SCRAM TLS BRI TF
SASL/IAM TLS BRI FF

HEFIKRBREMRIZEN TLS_PLAINTEXT , BEEFHBI S HRIUFIRE N mTLS B, Amazon MSK
SUERMEBENMITSRAEFIRERE . —HRHEFBKESH mTLS B4KIEM TLS FEHNER T
HITEE  Z—HRHEFRETERSHRIERMZFNER THITERE (BHAX ).

BEXEZE2REMEZEELR |, 5 @the section called “Z£ 7,

EAE# Amazon MSK EEHZ £ 1R E AWS EBEFHIA

1. B FXHEhttps://console.aws.amazon.com/msk/Z F T FF Amazon MSK #2&| & ? AWS BBzl
& region=us-east-1#/home/,

2. EBREFEHH MSK £&#,
3. HREHDFERERE.
4. EBREBEAMENFORIENNZRE  ARERREFER.

ERAEH Amazon MSK E£&Z21iXE AWS CLI

1. BIE—1JSON X# , NELFLEEREANMBERE, RAMT

(® Note
BHRREMESRIARENFRE, BT EEHEERA (broker-to-broker) IIFIRE,

{"EncryptionInTransit":{"ClientBroker": "TLS"}}

2. BIE—1JSON X# A RHEfFEEBHEANFHRIERE. ROMT :

{"Sasl":{"Scram":{"Enabled":true}}}

3. E{TLLFAWS CLIGS :
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aws kafka update-security --cluster-arn ClusterArn --current-version Current-
Cluster-Version --client-authentication file://Path-to-Authentication-Settings-
JSON-File --encryption-info file://Path-to-Encryption-Settings-JSON-File

% update-security BENRHMLLT JSON FI7R :

"ClusterArn": "arn:aws:kafka:us-east-1:012345678012:cluster/exampleClusterName/
abcdefab-1234-abcd-5678-cdef0123ab01-2",

"ClusterOperationArn": "arn:aws:kafka:us-east-1:012345678012:cluster-
operation/exampleClusterName/abcdefab-1234-abcd-5678-cdef0123ab@1-2/0123abcd-
abcd-4f7f-1234-9876543210ef"

}

4. E&EFHupdate-securityBREMIRES , BETUUT@S , ClusterOperationArnBR N E®
TP IREM ARN, update-security

aws kafka describe-cluster-operation --cluster-operation-arn ClusterOperationArn

% describe-cluster-operation ey S H ML T JSON RAIFT R

"ClusterOperationInfo": {

"ClientRequestId": "c@b7af47-8591-45b5-9c0c-909ala2c99ea",

"ClusterArn": "arn:aws:kafka:us-east-1:012345678012:cluster/
exampleClusterName/abcdefab-1234-abcd-5678-cdef@123ab01-2",

"CreationTime": "2021-09-17T02:35:47.753000+00:00",

"OperationArn": "arn:aws:kafka:us-east-1:012345678012:cluster-
operation/exampleClusterName/abcdefab-1234-abcd-5678-cdef0123ab@1-2/0123abcd-
abcd-4f7f-1234-9876543210ef",

"OperationState": "PENDING",

"OperationType": "UPDATE_SECURITY",

"SourceClusterInfo": {3},

"TargetClusterInfo": {}

W OperationState KY{EN PENDING =X UPDATE_IN_PROGRESS , #& & —EBiiE , RAEHB
RIZ1T describe-cluster-operation %,

EMERReN 82



Amazon Managed Streaming for Apache Kafka FERARER

® Note

RATEMERHZLIREMNAWS CLIA API RERENN . XEWE , MIREBARAREEMRE
AEESEFIANREARN S HRIEIMBRE , NZREF2EN,

£/ APl ETERNZERE

E#A APl E Amazon MSK EEZ£iRE , i5Z [ UpdateSecurity,

® Note

ATEMH MSK £8Z2IREMNAWS CLIA API REREUN . XBEWE K REBAFZTLE
MBREAEESERINREMENSORIESMFRE , WZREFLKER,

¥ B Amazon MSK S8R EKRE

MBREEI MSK £ P REHRE , FFEAM Amazon MSK 21, BV B&EH  FHRERERLT
ACTIVE R%.

/A Important
WMREY R MSK 8 |, BHRAEA L Amazon MSK #&1E, Y175 HERERLBRENERT
BES:/ Il

BEXREGRERAMIEH SNAERFELXWEELR |, $5Hthe section called “EF 2Bl X7,

ERAY E Amazon MSK £& AWS EIEE4 A&
BN B UAER AWS BEEF|A 18I0 Amazon MSK £8P HAREBHE,

1. EFIHfEhttps://console.aws.amazon.com/msk/R A FF Amazon MSK ##l& ? AWS EEZFI
& region=us-east-1#/home/,

2. EREEMAEHEMN MSK £,
. MBRETHRES | ZERREEAER,
4. RWARLKHEEHEBNTAREANRENRE K REERREFENR.
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FEAY E Amazon MSK &8 AWS CLI

LSRN B fE A AWS CLI 1850 Amazon MSK E£&8FHRIEHRE,

1. BITUTHS , HF ClusterArn B H IR LR FTIRENA Amazon BIREF (ARN ) .
RIBZBZEHN ARN , JLBE S HMEEHEXEKIIEC, BXREZEER , BZH the section
called “¥| HEE",

¥} Current-Cluster-Version ¥R EER Y HIRA,

/A Important

EREMATRHENEY, EEREFNIGRMAE , BEEMDescribeClusterR 45 desc
ribe- AWS CLI cluster @85, RHIMRA 2 KTVPDKIKXODER,

ZTarget-Number-of-BrokersZBRRILBREN N EREEFEEFHRAENRETLEH,
BISEMETarget-Number-of-Brokers M2 K FTEHPYHIRERENER, TELAR
AT X% BN REHR.

aws kafka update-broker-count --cluster-arn ClusterArn --current-version Current-
Cluster-Version --target-number-of-broker-nodes Target-Number-of-Brokers

Z update-broker-count BEMMEIMELT JSON FIR :

"ClusterArn": "arn:aws:kafka:us-east-1:012345678012:cluster/exampleClusterName/
abcdefab-1234-abcd-5678-cdef0123ab01-2",

"ClusterOperationArn": "arn:aws:kafka:us-east-1:012345678012:cluster-
operation/exampleClusterName/abcdefab-1234-abcd-5678-cdef0123ab@1-2/0123abcd-
abcd-4f7f-1234-9876543210ef"

}

2. E3RBupdate-broker-countBEER , BT TS , ClusterOperationArnBiR AT
o hIREM ARN, update-broker-count

aws kafka describe-cluster-operation --cluster-operation-arn ClusterOperationArn

% describe-cluster-operation S HIH HINELT JSON REIFTF R,
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{

"ClusterOperationInfo": {

"ClientRequestId": "c@b7af47-8591-45b5-9c@c-909ala2c99ea",

"ClusterArn": "arn:aws:kafka:us-east-1:012345678012:cluster/
exampleClusterName/abcdefab-1234-abcd-5678-cdef@123ab01-2",

"CreationTime": "2019-09-25T23:48:04.7947",

"OperationArn": "arn:aws:kafka:us-east-1:012345678012:cluster-
operation/exampleClusterName/abcdefab-1234-abcd-5678-cdef0123ab@1-2/0123abcd-
abcd-4f7f-1234-9876543210ef",

"OperationState": "UPDATE_COMPLETE",

"OperationType": "INCREASE_BROKER_COUNT",

"SourceClusterInfo": {

"NumberOfBrokerNodes": 9

},

"TargetClusterInfo": {

"NumberOfBrokerNodes": 12
}

kA , OperationType 2 INCREASE_BROKER_COUNT, %1% OperationState H{&E
79 UPDATE_IN_PROGRESS , i§%#F—ERAlHE , REHIXEZETT describe-cluster-operation

ALA
AP Do

A APl ¥ 8 Amazon MSK ££&

EfEA AP EMEH P RENEE |, 5 UpdateBrokerCount,

M Amazon MSK &£ & B R/ HE

LA BE M Amazon Managed Streaming for Apache Kafka ( MSK ) il BB BB IERT |, FHEH
It Amazon MSK &6, ZABEIBRAEBEERBLEHNEENITERE  MAa¥WUAM, K
BEFEAMXRS P BERNARRF.

B EFRNESRERBINREE M , AEREBDABERAE, BERERMMBERINE , &
AUFESFAERBEF M MSK ERIRERAE, BRAECETUNABEHRETEHRITRERBIH
2H, URREN TEABFERABRIRE S - EE,
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FEAAWSHEE A, S1T5RME (CLI). SDK = CloudFormationsRE 4 Bl B EFNW K EHRE, MSK ik
BREEMsXHNRE (S4LEXTHRI ) , ARLENARFEXERBERKE BN NER
FBRRIXLERIE,

MREBBLEFNFHNITE |, W ZENTHAXBER—MUE, flW, SaU0EY —RAEBKRER
FENFNTRAXEFHPBERANE , FIEMN AN THAXERDBR=IMUE,

BEXRENEETBRREEUNMNEHFEE 2 XHPEE , S Hthe section called “EF 9 EL 5 X"

TISEHI KN | EEAIUMFAEET M5 M M7g B9 MSK B EBH B RRE,
Kafka x2S 2.8.1 RESRAZIFMRAE | BF KRaft X EH,

&

- EZRBIBRMES XRBBRRE
- FAAWSEEREFHABBRNKE

« £ AWS CLI HlBRAEE

- fFH8 AWS API BRRZ LS

HEZEIYBRAE D XRBBRAE

EFBREBEBRIEZH , BANEITNBRNREBFBIFMED X ( £& __amazon_msk_canary
M __amazon_msk_canary_state B0 XBRHL ) o XLEZE Amazon MSK SIE A FEFEH TR
P HTER N ZBEF,

YRATLAE ] Kafka B2 5 APIs 5% Cruise Control 9 XBHEMRITEEEFRPREVHMRE, ES
%] Reassign partitions.

B X RHIEE

AT RMANEBRNRERBRS KO R, RREE—INEFHITE 6 ME , SMNTAK 2 M
B, 6 FEEREINER:

« __amazon_msk_canary
e __consumer_offsets

« __amazon_msk_connect_offsets_my-mskc-connector_12345678-09e7-
c657f7e4ff32-2

e msk-brk-rmv
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1. BREBQEESHITEIAMRIZEF mITE,
2. BEFEFRITENRE , STUTHSRIIGERFHNRAETATE

./bin/kafka-topics.sh --bootstrap-server “CLUSTER_BOOTSTRAP_STRING” --list

FELeRBIR , RONBFIOEANEETR
# : __amazon_msk_canary. consumer_offsets, amazon_msk_connect_offsets_my-
mskc-connector_12345678-09e7-c657f7e4ff32-2 fl msk-brk-rmv,

3. EEFPRITENLLIE—NERN topics.json M9 json XH , HRMATERAFPEEEM , AT

KRB RBIFFR. BAEEEE __amazon_msk_canary TBEH , AAXR—IBRESEEET
EXERNSBHBI,

{
"topics": [
{"topic": "msk-brk-rmv"},

{"topic": "__consumer_offsets"},
{"topic": "__amazon_msk_connect_offsets_my-mskc-connector_12345678-09e7-
c657f7e4ff32-2"}
1,
"version":1
}
4., BITUT@HERER—ITRE , FORXNBHBES L 6 MEHH 3 MUE,

./bin/kafka-reassign-partitions.sh --bootstrap-server “CLUSTER_BOOTSTRAP_STRING” --
topics-to-move-json-file topics.json --broker-list 1,2,3 --generate

5 BIE—1HEN reassignment-file.json BWXH , HEHIEMN LEM G HIREMN proposed

partition reassignment configuration,

6. BITUTHSREBIEE reassignment-file. json FIEEN DX,

./bin/kafka-reassign-partitions.sh --bootstrap-server “CLUSTER_BOOTSTRAP_STRING” --
reassignment-json-file reassignment-file.json --execute

MHEERRUTUTRAR

Successfully started partition reassignments for morpheus-test-topic-1-0,test-
topic-1-0
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7. BOUTHERRIEMESXEEEEI,

./bin/kafka-reassign-partitions.sh --bootstrap-server “CLUSTER_BOOTSTRAP_STRING” --
reassignment-json-file reassignment-file.json --verify

ZRHEEE EERLUTUTAR. KBRS, ERERNEBEFNAMES XBERDEH S

Status of partition reassignment:

Reassignment of partition msk-brk-rmv-0 is completed.
Reassignment of partition msk-brk-rmv-1 is completed.
Reassignment of partition __consumer_offsets-0 is completed.
Reassignment of partition __consumer_offsets-1 is completed.

8. YRAEBRENT»EXMNIOXEHIEDTHA , B4 UserPartitionExists #8#¥5 5 25 ,
LBRENFENGBIPXNREER 0, BIAG , BAIUASENERPBRRE,

EFHAWSEEZH & BERAE
E FAWSE B2 6 & Ml R

1. 1 https://console.aws.amazon.com/msk/ TF Amazon MSK ##l &,
2. ERTSEBRNNREN MSK £%.

3. EEHFMAGENEL , ERRERE , AR ERREREREILET,
4

MALRLEEHESINTAXEANRERE. #FALETETARPRHEBERNAERE. H
RIXFMBEEEN,

5. EERRFER.

AEREBEENABR  2H A EREEIABRRE,
£/ AWS CLI il R 22
BITUATaS , 8 ClusterArn BN IR EFR FTIREA Amazon BIREM (ARN ) , TIRE

SREZEEN ARN , AT UBN Y HAEERRKEE, BXEZEELR | ESMH Listing Amazon MSK
clusterso ¥ Current-Cluster-Version B RN EEMN YEIRAE,
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/A Important

SEMATERHENER, EERERNIFIMA , FEMDescribeClusteri® 4= desc ribe-
AWS CLI cluster 555 RIARASZ KTVPDKIKXODER,

& Target-Number-of-BrokersZ R RILBREN I ERELFEEHHENRETRLEYK., &5
EWETarget-Number-of-Brokers M2/ NFEBHLERIEHRENER, XA AXHK
B 5.

aws kafka update-broker-count --cluster-arn ClusterArn --current-version Current-
Cluster-Version --target-number-of-broker-nodes Target-Number-of-Brokers

Z update-broker-count BERMEIMELT JSON FIR :

{

"ClusterOperationInfo": {
"ClientRequestId": "c@b7af47-8591-45b5-9c@c-909ala2c99ea",

"ClusterArn": "arn:aws:kafka:us-east-1:012345678012:cluster/exampleClusterName/
abcdefab-1234-abcd-5678-cdef@123ab01-2",

"CreationTime": "2019-09-25T23:48:04.7947",

"OperationArn": "arn:aws:kafka:us-east-1:012345678012:cluster-
operation/exampleClusterName/abcdefab-1234-abcd-5678-cdef0123ab01-2/0123abcd-
abcd-4f71-1234-9876543210ef",

"OperationState": "UPDATE_COMPLETE",

"OperationType": "DECREASE_BROKER_COUNT",

"SourceClusterInfo": {

"NumberOfBrokerNodes": 12

},

"TargetClusterInfo": {
"NumberOfBrokerNodes": 9

}

kA , OperationType &2 DECREASE_BROKER_COUNT, %1% OperationState H{EN

UPDATE_IN_PROGRESS , & & —ErtH , AREHIXIZ1T describe-cluster-operation ®,
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5/ AWS AP| BREZ4LH

EFA API BBRERGTHRE |, FS M UpdateBrokerCount (&M T Apache Kafka FIL & & 7 i
{k Kafka APl &#&)

E ¥ Amazon MSK E£& R E KX/

BALES ERRENANRIZFT R MSK 8 , TAE#H S E Apache Katka 77X, BEERKE
RN AT DRETEABNTCRTELFE MSK RENITERE , T2 &S /0. Amazon
MSK g E £ H PR TR R IEEAMEERRER D,

NTRAERE |, SR LUHERERER NN MSE 5 T3 EFHHI M7g, N\ T3 EFfis M5, EM M7g EH
7 M5,

® Note
BEENBRAHNREBEXNEBZER/PHRKEKR D, Fl, M M7g.large B ZE T3.small,

NFHERAE , REEER M7g RER),
AEBNAT WMAER MSK EEFNREAN,

AR, IBIRINRBERN N TRIEREEABRDSMEAXINEATHE, TBIERHN
BAPNITARSHRE , ERAARESES.

WMERBIHETE , FARIFRAEFRE KD, XEKE Amazon MSK — X k<A —MCEREHR
REK D, BRUNMERBXNEFHEFEERSETANEER |, 155 Hthe section called “HESE
A ANER, RTH—FSREXNES HNEMEEE N , B UERERENREBERRE RN,

REXRNEFHHE , SAUABRSEEFNERARE. T3 , EXREFINEHTX , TeeESRERBA
Amazon MSK operations T %I H 9 {E o] & i 4k,

MREFEREFRANRPOREBERD , BUEEENAER LXRESH | TRANGRSFENRME,

/A Important

MRENMNMEN 2 XBHET the section called “ FAEEFHN X/ - EMIEREBN S, XEE
BENRABE K NEEEEHEFFARDHRERN,

ERERAE AN 90


https://docs.aws.amazon.com/msk/1.0/apireference/clusters-clusterarn-nodes-count.html#clusters-clusterarn-nodes-count-url
https://docs.aws.amazon.com/msk/1.0/apireference/operations.html

Amazon Managed Streaming for Apache Kafka FERARER

&

« EREH Amazon MSK &R AN AWS EEEHI A
« EAE#H Amazon MSK EECIERY KX/ AWS CLI

« £/ APl EFAE XN

EAE# Amazon MSK £ REBH K/ AWS EERFEE

BES 2L BA G0 E FH B #T Amazon MSK B E X/ AWS B4 &

1. B FHEhttps://console.aws.amazon.com/msk/Z F T FF Amazon MSK 2 &l& ? AWS EIB{
& region=us-east-1#/home/,

EREFEHRE AP MSK £,

EERNFEAEEREL  RAREFEDS , RAEERREBRER D,

MBI RFPIERFAFENRELRND,

REER.

o & w0 DN

£ A E#H Amazon MSK &R ER X/ AWS CLI

BITUT@®S , #N ClusterArn BN QIR EF N FTIRE Amazon BREH (ARN ) » WREK
BZEHNW ARN | A BE Y HAEEHRKKEIE, BXEZEE |, BSH the section called “FI H&E

”
o

1. Current-Cluster-VersionBMNEFHNWLRRAEU R Target Type BHFEREBHNF KN, E
THREXREBEAXPIEZFEE , 2 Hthe section called “RIEERA",

aws kafka update-broker-type --cluster-arn ClusterArn --current-version Current-
Cluster-Version --target-instance-type TargetType

THEHN RO IAERLLSGS

aws kafka update-broker-type --cluster-arn "arn:aws:kafka:us-
east-1:0123456789012:cluster/exampleName/abcd1234-0123-abcd-5678-1234abcd-1" --
current-version "K1X5R6FKA87" --target-instance-type kafka.m5.large

Z o E BT JSON REIFTR.
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https://console.aws.amazon.com/msk/home?region=us-east-1#/home/
https://console.aws.amazon.com/msk/home?region=us-east-1#/home/

Amazon Managed Streaming for Apache Kafka FERARER

"ClusterArn": "arn:aws:kafka:us-east-1:0123456789012:cluster/exampleName/
abcd1234-0123-abcd-5678-1234abcd-1",

"ClusterOperationArn": "arn:aws:kafka:us-east-1:012345678012:cluster-
operation/exampleClusterName/abcdefab-1234-abcd-5678-cdef0123ab@1-2/0123abcd-
abcd-4f7f-1234-9876543210ef"

}

2. E3RBupdate-broker-typelBRELR , BETU TS , ClusterOperationArnEBRNE
i PIREM ARN, update-broker-type

aws kafka describe-cluster-operation --cluster-operation-arn ClusterOperationArn

Z describe-cluster-operation ap S EY% H LA T JSON REBIFT RO

"ClusterOperationInfo": {

"ClientRequestId": "982168a3-939f-11e9-8a62-538df00285db",

"ClusterArn": "arn:aws:kafka:us-east-1:0123456789012:cluster/exampleName/
abcd1234-0123-abcd-5678-1234abcd-1",

"CreationTime": "2021-01-09T02:24:22.198000+00:00",

"OperationArn": "arn:aws:kafka:us-east-1:012345678012:cluster-operation/
exampleClusterName/abcdefab-1234-abcd-5678-cdef0123ab01-2/0123abcd-
abcd-4f7f-1234-9876543210ef",

"OperationState": "UPDATE_COMPLETE",

"OperationType": "UPDATE_BROKER_TYPE",

"SourceClusterInfo": {

"InstanceType": "t3.small"

1,

"TargetClusterInfo": {

"InstanceType": "m5.large"

R OperationState HY{E UPDATE_IN_PROGRESS , BE&F—BrE , AEBXET
describe-cluster-operation #%.
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£/ APl EFRELX/ND

EFA APl ESELLEAE | 152 HUpdateBrokerType.

&R LA UpdateBrokerType NEBHNREX/NPIMN M5 R T3 EF AN M7g , HEM M7g EFH
M5,

#£ Amazon LinkedIn MSK Ef£ A Apache Kafka Ky Hl R 5

Al LAE A LinkedIn®Y Cruise Control SR E i &R H Amazon MSK £&. BNFEEREUR K=
ERNRAFNEITIRR.

® Note
MREAFLENET Express WEHEATERBE Y , WAL EFERE=FTE (i
Cruise Control ) #{TH XEfM Vi, EXNAELFERENTEE , TRFEAXEE=FTER
K5 XEFH 2B APL,

T &+ #% Cruise Control

1. EE5L D% MSK & MRS VPC HolE T S# EC2 3R,

2. TEL—S5HEIEMN EC2 WE# KM EZ% Prometheus, IB TFE IP Mg O, RiAKOS
7 9090, BXRMWMAELE Prometheus AR EERBIERNE LR |, 12 Hthe section called “fF
Prometheus # {74327,

3. 7 Amazon EC2 3=l E % C ruise Control, ( 5% , MMREBEZE |, th o] LAEH £ I Amazon
EC2 L4l Tz 4l, ) XX TFEHE Apache Kafka MR4s 2.4.* (WEE | BFERARHM 247
Cruise Control KR4, HNREEH Apache Kafka RANETF 2.4.* | BEEARZHH 2.0.* Cruise
Control iR,

4. FRIEYE Cruise Control X4 , AR IR E M BRI X4H3*,
5 BT THSHUELE Git :

sudo yum -y install git

6. BEITUTHNUNBILAREFE#E, Your-Cruise-Control-Folder&#R ¥aIXHR ( B1E
fi# & Cruise Control T & XX iR 1S B SX4ER ) B FR.

fE£F Cruise Control 93


https://docs.aws.amazon.com/msk/1.0/apireference/clusters-clusterarn-nodes-type.html#UpdateBrokerType
https://github.com/linkedin/cruise-control/releases

Amazon Managed Streaming for Apache Kafka FERARER

git init && git add . && git commit -m "Init local repo." && git tag -a Your-
Cruise-Control-Folder -m "Init local version."

7. BITUTHTHUREFNEERLSE,

./gradlew jar copyDependantLibs

Bt & FI=1T Cruise Control

1. Xf config/cruisecontrol.properties X##HTUTEH. FRHI5ISHRFI|MISFRE
FREGU/NEENE. EREFNXETHS Bl a2fahEE LR THAGEE. 2E,
#& 7] LA Fl GetBootstrapBrokers#l DescribeClusterAPI I #4E B8 CLI ZRug 4k,

# If using TLS encryption, use 9094; use 9092 if using plaintext
bootstrap.servers=b-1.test-cluster.2skv42.cl.kafka.us-
east-1.amazonaws.com:9094,b-2.test-cluster.2skv42.cl.kafka.us-
east-1.amazonaws.com:9094,b-3.test-cluster.2skv42.cl.kafka.us-
east-1.amazonaws.com: 9094

# SSL properties, needed if cluster is using TLS encryption
security.protocol=SSL
ssl.truststore.location=/home/ec2-user/kafka.client.truststore. jks

# Use the Prometheus Metric Sampler
metric.sampler.class=com.linkedin.kafka.cruisecontrol.monitor.sampling.prometheus.Promethel

# Prometheus Metric Sampler specific configuration
prometheus.server.endpoint=1.2.3.4:9090 # Replace with your Prometheus IP and port

# Change the capacity config file and specify its path; details below
capacity.config.file=config/capacityCores.json

FNFRERE , BUAFAEES TR EPEENTABEFRPEA DiskCapacityGoal,

2. Ym¥config/capacityCores.jsonX#HIEE EBWANEE K/, CPU & OFMMLE in/out
BR&l, X FHRENRE , AEIRE Cruise Control N FEEH#M A DISK B&, BT MSK B
BRERENMERE®  FEAFEEREN —MESHEF , HlI0 Integer . MAX_VALUE
(2147483647), M FHERE |, BAILAEA DescribeClusterAPI ##4E ( 2% desc ribe-cluster
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FRARER

CLI ) RIRERHEE Ko BHX CPU BOFML infout BREINER |

2,

Standard broker config/capacityCores.json

{
"brokerCapacities": [
{
"brokerId": "-1",
"capacity": {
"DISK": "10000",
"CPU": {
"num.cores": "2"
.
"NW_IN": "5000000",
"NwW_OUT": "5000000"
},

&5 % Amazon EC2 3£k

"doc": "This is the default capacity. Capacity unit used for disk is in
MB, cpu is in number of cores, network throughput is in KB."

}

Express broker config/capacityCores.json

{
"brokerCapacities":[
{

"brokerId": "-1",

"capacity": {
"DISK": "2147483647",
"CPU": {"num.cores": "16"},
"NW_IN": "1073741824",
"NW_OUT": "1073741824"

1,

"doc": "This is the default capacity. Capacity unit used for disk is in
MB, cpu is in number of cores, network throughput is in KB."

}

3. BAILLEE R % Cruise Control Ul, INFE T3 , i5% % Setting Up Cruise Control Frontend,
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https://aws.amazon.com/ec2/instance-types/
https://aws.amazon.com/ec2/instance-types/
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4. BITLAT @S U3 Cruise Control, ZRMEAELE screen B tmux B T EXRREF KT EIZTH
2FFIFBIRS.

<path-to-your-CRUISE-CONTROL-installation>/bin/kafka-cruise-control-start.sh
config/cruisecontrol.properties 9091

5. {£M Cruise Control APIs 5 Ul 3R#&{R Cruise Control B EH N BHRIEHRHEEHFFHEN, 3K
BEMWIEIRE O REEE /L9 #etE,

/A Important
A Cruise Control 2.5.60 R LIRASRERERS , XREANREREFRSLQTT
ZooKeeper ¥t R0

£/ Cruise Control for Amazon MSK B B zh Zp & 4R

#&3& A LA{E A Itk CloudFormation #E AR BB ¥AEZFE Cruise Control 1 Prometheus , \TIER A it 7 I H
Amazon MSK &8 MREHLIL R RER AZE,

FEINEE :
- BB TEBKAIZEEIF Prometheus BT 5% EC2 L4,

o Y3 Amazon MSK FiiB &,
o EAPlainText # IAM #1TREN BB KT,

« Cruise Control k%t Zookeeper.

- BERMEEFEME Amazon S3 EHEBETNEZECHEEXH , B BE X Prometheus B #7, Cruise
Control REREMEMEE.,

5 KEPEIEE

Kafka 7 XE#H DB

Kafka PRI D XEHMDETRSARERR , RAXSREREBEZAERARERE , NMATEERM
FWEHEMEFHRE, EPTUTHRESR  KAUBSRERGER, MAAREFNTHENR
DERERFAREMR PN EFRENTI, NBEREEDXNEFDE.
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® Note
MREEFHOENET Express WEE , FER LH@ T BEFNERASEE L EHHTES
7 X5 E.

1 Cruise Control P EEH &

Cruise Control B B RS HEHI» XBHMMSEVRNH L. U TSHRETEEFHF P EHE
RETEZHAE :

s RAHEDEXBZ : EX num.concurrent.partition.movements.per.broker LARRFIKIE
BHESXBD , BRNEFNAREE,

Example R4

num.concurrent.partition.movements.per.broker = 5

iR EFEMEBEEMNSENB BN S XHRENTED 10 N, NAFEREBE R,

58 A PR i SRR 422 #1175 32

- BR&ISE : M kafka-reassign-partitions.sh #1720 XEH o E A , EFEMA --throttle
parameter REREBZBARERBINZRERER (AISVHFTEH) .

Example R4l

--throttle 5000000
MMFHEARTILIREN 5 Mb/s.
- PHRHEIRE  BEREESENREERREXEE !
MRREFIE , WEH DB TREFEEEKAETE,

WMRREFIS , F/ ik A e RIE B HER 8 A9 &

- EMNRTFHRFERTTIR , AGRBEEFMREEHTER, ENAIEFHRZE , BYFAENR
BT, WK & E T,
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IR AR T FMBEE

HEEFHRRPRIEFR BB , TEREMHUNEFREFHTAEN K. XERTUARESEH , #
B A PR BE 3t PR AR SEBR 4 7= R BRI

B Amazon MSK &M EE

EEHEHLE  FHRAEHL T ACTIVE RSB, BEXTNBAR MSK £ L EMEBN 2 XBET
the section called “ THEEFHHN X/ : BMrEREBHN D XHE” RFTRNRH . MRBEIXLRT
BLEEMERNEE,

BEXMSKEEMNEER K SENCEZEENEE,. TUEFBEEHUREFNEERENEEN X
£ 4 LER , 1S the section called “KIEHELE",

£ i

- REFHHREKRENATAMYE

- EREHRERHNEES AWS CLI

« M APl B3 Amazon MSK £ f &

BoE ERTHIEAREA AT A

Amazon MSK EXZHEFIEEHMBRRIFS TAM. Amazon MSK #HITRZNEH , —XREH —
RE, EHEESF, %ﬁ%ﬁéﬁ—fﬁﬁ BERENEHEEENEENZ. B2 , RERBEEX T
TERANEHMERE , XURELENEFTEANEE PI. BXEHEEXAE T A MERFmE
EFZEE , BHSRME Amazon MSK Bl &,

HEMETEHZ , BUEREF RPN EEESH T , AEEF R BRRNLHEER.

MREAR MSK EEFHESEMBEE , TS AR Amazon MSK FEEF A 41T 5 BR 5 X 7] 77 2

FREHEHNEE AWS CLI

1. SEHIBLT JSON AFHRFEIXHF, FXHmEHN configuration-
info.json. ConfigurationArnBMNEERTEMEHNEEMN Amazon BIRER
(ARN), fELLF JSON A, ARN F&F R 4fE A 5155l K,

Configuration-RevisionBMANBEEANEEBSITR. BEEMSITHRAEZRM 1 FHRIVER,
FELLT JSON |, ZEBTREFEA SIS 5ER,
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"Arn": ConfigurationArn,
"Revision": Configuration-Revision

[

2. BTUTHS , ClusterArnBi N IR EEIREM ARN, MRIEZHIZEEMN ARN , ATLLE
S HFAEERERXKET. BXEZELR , i§5# the section called “%I HEE,

Path-to-Config-Info-FileBMANBEESENHNRE, MREGETEL—SFEEN
X#configuration-info. jsonRERFEZIEBEFZHR , WPath-to-Config-Info-
FileAconfiguration-info.json,

¥ Current-Cluster-Version iR EBH 2 5l iR,

/A Important

ERRATEEMENEY,, EEREBNIETRA , B MADescribeClusteri®{E= desc
ribe- AWS CLI cluster #5 . RHIMRZA R KTVPDKIKXODER.

aws kafka update-cluster-configuration --cluster-arn ClusterArn --configuration-
info file://Path-to-Config-Info-File --current-version Current-Cluster-Version

THEHN RO IAERLLGS

aws kafka update-cluster-configuration --cluster-arn "arn:aws:kafka:us-
east-1:0123456789012:cluster/exampleName/abcd1234-0123-abcd-5678-1234abcd-1" --
configuration-info file://c:\users\tester\msk\configuration-info.json --current-
version "K1X5R6FKA87"

% update-cluster-configuration KM T JSON REIFTRo

"ClusterArn": "arn:aws:kafka:us-east-1:012345678012:cluster/exampleClusterName/
abcdefab-1234-abcd-5678-cdef0123ab01-2",

"ClusterOperationArn": "arn:aws:kafka:us-east-1:012345678012:cluster-
operation/exampleClusterName/abcdefab-1234-abcd-5678-cdef0123ab01-2/0123abcd-
abcd-4f7f-1234-9876543210ef"
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}

3. EjRBupdate-cluster-configurationBEER , HiETUTH
T, ClusterOperationArnBiR N E T H HFIRBM ARN, update-cluster-
configuration

aws kafka describe-cluster-operation --cluster-operation-arn ClusterOperationArn

% describe-cluster-operation an S H ML JSON RAIFT R

"ClusterOperationInfo": {

"ClientRequestId": "982168a3-939f-11e9-8a62-538df00285db",

"ClusterArn": "arn:aws:kafka:us-east-1:012345678012:cluster/
exampleClusterName/abcdefab-1234-abcd-5678-cdef@123ab0l1-2",

"CreationTime": "2019-06-20T21:08:57.7357",

"OperationArn": "arn:aws:kafka:us-east-1:012345678012:cluster-
operation/exampleClusterName/abcdefab-1234-abcd-5678-cdef0123ab@1-2/0123abcd-
abcd-4f7f-1234-9876543210ef",

"OperationState": "UPDATE_COMPLETE",

"OperationType": "UPDATE_CLUSTER_CONFIGURATION",

"SourceClusterInfo": {3},

"TargetClusterInfo": {

"ConfigurationInfo": {
"Arn": "arn:aws:kafka:us-east-1:123456789012:configuration/
ExampleConfigurationName/abcdabcd-abcd-1234-abcd-abcd123e8e8e-1",
"Revision": 1

EkfmH® , OperationType 2 UPDATE_CLUSTER_CONFIGURATION, 1%
OperationState KB UPDATE_IN_PROGRESS , &% &F—RAtE , REBXET
describe-cluster-operation @,

£ APl B Amazon MSK &8 EE

EEMA API 3 Amazon MSK S8 MELE , S [@UpdateClusterConfiguration,
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E B Amazon MSK & &r{LIE

MREERF MSK £8MARE |, EEHIL Amazon MSK ##1, EEREHRNNRE | FHRRERLT
ACTIVE R%.

ERGEY ( HIAEISHRAFALR ) #E , Amazon MSK FRS ATRELE R MSK SEFNAKE, &AL
BYFHERRERN I Kafka FFIHAEMYE | BUHBAERF RN REETNEMER.

fEHA AWS EE#E4|4A &5 Amazon MSK &R E

WERBNE T WAER AWS EEZE A EF Amazon MSK S8R E,

1. 7E https://console.aws.amazon.com/msk/ ¥TFF Amazon MSK 12#l &,
2. EBRESERNEM MSK £#.

3. MTRFFRBHEMAGSENy , AREREERNNRE,

4, ERERKERMA.

£/ AWS CLI EB Amazon MSK &£&H K E

I RRANE T {aEA AWS CLI EE Amazon MSK &8 RIE,

1. BITUT®S , ¥ ClusterArn B h eI B E B FTIREL A Amazon BIREF (ARN ) |, F
BrokerId Bt REERHAREM ID,

(® Note
reboot-broker BE—XRAXFEF —IME,

MBEBEEIZERHN ARN |, AT UBS S HFIEERXKREE, BXEZEE |, 55 the section
called “H|HHEE",

MERBERNKRE D, BUNUBLFHAET IQIRKFEN ID. BXRESER , H5H list-

nodes.

aws kafka reboot-broker --cluster-arn ClusterArn --broker-ids BrokerId

Z reboot-broker BEMNBMHIMLLT JSON FI7R :

E /3 Amazon MSK £E KR IE 101
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"ClusterArn": "arn:aws:kafka:us-east-1:012345678012:cluster/exampleClusterName/
abcdefab-1234-abcd-5678-cdef0123ab01-2",

"ClusterOperationArn": "arn:aws:kafka:us-east-1:012345678012:cluster-
operation/exampleClusterName/abcdefab-1234-abcd-5678-cdef0123ab@1-2/0123abcd-
abcd-4f7f-1234-9876543210ef"

}

2. E3REl reboot-broker BENLER , BETUTH T , ¥ ClusterOperationArn BN E
£ reboot-broker T HYH HFIRBH ARN,

aws kafka describe-cluster-operation --cluster-operation-arn ClusterOperationArn

% describe-cluster-operation @ HIH H LT JSON ROIFT R,

"ClusterOperationInfo": {

"ClientRequestId": "c@b7af47-8591-45b5-9c0c-909ala2c99ea”,

"ClusterArn": "arn:aws:kafka:us-east-1:012345678012:cluster/
exampleClusterName/abcdefab-1234-abcd-5678-cdef@123ab01-2",

"CreationTime": "2019-09-25T23:48:04.794Z",

"OperationArn": "arn:aws:kafka:us-east-1:012345678012:cluster-
operation/exampleClusterName/abcdefab-1234-abcd-5678-cdef0123ab@1-2/0123abcd-
abcd-4f7f-1234-9876543210ef",

"OperationState": "REBOOT_IN_PROGRESS",

"OperationType": "REBOOT_NODE",

"SourceClusterInfo": {3},

"TargetClusterInfo": {3}

EHBHBRETHKE , OperationState &F REBOOT_COMPLETE JRZS,
£/ APl E/5 Amazon MSK S &y IE

EFEH API EREHEHTPHNRE | 53 H RebootBroker,

E /3 Amazon MSK £E KR IE 102
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H Amazon MSK EE&RMIrE

AL B E M T BTEURENE R 5 B 4s Amazon MSK &R |, a1 MSK &8, #rERENFIRE
NHREX, FRAREREERE AWS RIEMALRKE (SRBKEHRE ) W —HHEIEE DRI HT R,

£

« Amazon MSK &R ZER AR

- FARZRE Amazon MSK 8R4

- FRZRE

- f Amazon MSK AP| 3 &R R IN#R

Amazon MSK E&E MR E Al HWR
Al Amazon MSK APl SE A TES -

o JFFRZHRINE Amazon MSK &R,
« 5 Amazon MSK HRHRZ,
« M Amazon MSK &R il BRIRZ,

&R BAEAPREX Amazon MSK HIR#EITH 3K, i, B LURAE, A EZIRRIN Amazon
MSK & #1TH R, ATEENESMIENENE , RItET 012 —A B E KR 2 ENIFE
FRo Bl | EEBAE L — AR RFE B RATA E KRB N AR FIRERER

LT RIRENZNRHE

* Project: Project name
* Owner: Name
* Purpose: Load testing

e Environment: Production

& ARZIRER Amazon MSK &8 5 4<

BAILAE APREX AWS RAB 1T 0 R FIRER. HBFHENAT AWS BiR (‘238 Amazon MSK
S8 ) 0, B0 AWS RADEREFBR/EMSLENERAERNRAR, SESTMARKRILSES
(WAL, NARFEHIFEE ) WIFERBEZSHBESHWEE, BXEZER , 5355 AWS
Biling A EmR A B E L IKE R & EARAE D Bing,
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PR PR

LA R &IE B F Amazon MSK I IFRZ,

ERR

« BMNRBRNRARFEHE 500
- RERNEX D KXNE,
« TEEREHIRE MR R IRIRE,

RERR

« BIMIERVLTREME -, NREFNMVHEEFEHEANE  WENTIRZRESZNEREN,

« IRERAEEL aws: FFk , AN LA RFIME LG AWS A, AWS FARE G UL BT RIT K1Y
RE | BT RERE M BRIX LR,

 REROEKEMSTANT 1 F 128 4 Unicode FRFZ[El,

« RERLAEEITFH : Unicode 78, BF, ZRAATHEERFZRF:_ . / = + - @
PRE(ERRH

. FREENEKEXDNT 0 F 255 4 Unicode ZRFZ 8],

« REETURZE, B, EMNSABEUTFH : Unicode FB, BF., ZERAUTEERKRF
F:_ ./ =+ - @

£ Amazon MSK AP| W & BHRINFE

&R BAME R AT HRIER S Amazon MSK B IFANARESHEUHRINARE |, EH H AR L BIFREE

» ListTagsForResource

« TagResource

« UntagResource
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F Kafka TEAFHTHZE Amazon MSK £

Amazon MSK E#Ig8 X FEMRE AWS Ik T B Amazon MSK & 2 B# TiE#. X FMIE MSK
&5 ( Bl Apache Kafka TR ) #HITEBHREE KT Amazon MSK & 2 BIE® , X
Apache MirrorMaker 2.0,

MSK EFSER -T2 RENTRSR[MBRAR , 7B FBITEIHEE Amazon MSK., MSK &7
EEEEEMRBATLEY R, KENEFES. eeEIBHB4r TERENERAELARBE
HEHM AWS RS .

Apache MirrorMaker 2.0 —RFRITE , EEFHREMNEE , EAUNTIBIEHITHT S,

B BENEHHMNBITEN , HEE Apache Katka EB 2 RIMITER K MELEEFAN
fil, BWAISABTRIN AWS Ik #1T1E% ., BXER MirrorMaker EBEHENER , BERAFME
) ( EEFBIERES ) . RMNEBNEESTAMEERRE MirrorMaker,

BEXNARNTEMEEBRIREHIEBNESZES |, 1§55 Amazon MSK 4|88 F1 MirrorMaker2 :
Apache Kafka R3S FITBIE R EHRN S HIKEE,

R ERFRE Amazon MSK £ &

® Note

WRFE Amazon MSK R FE B MK , BUEENBREF ZIBRIZERK, BXE
%8R , 15 Amazon MSK 8 BZIY 8.

£

- EAMIBR Amazon MSK FEL B R AWS EEZEA
- fEAMIER Amazon MSK TifL &/ E B AWS CLI

- £/ API MIBRFE Amazon MSK 5

55 A M BR Amazon MSK TELEREEE AWS BEZH A

LERRENE T MAER AWS EEEH S M ERTUE Amazon MSK &8, EMIBR MSK &8 28 , B
RECEFDERTERNTEEERE , FRRBEARBTEFHNITIES . EFTEHE MSK &5
1 BR o
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1. EFIHfEhttps://console.aws.amazon.com/msk/R A FF Amazon MSK ###1& ? AWS EEZFI
& region=us-east-1#/home/,

2. IEREMBRE MSK &8 Z LM FERERIZER,
3. GEEMREE , AEHEIANER.

{5 FA I Bk Amazon MSK Tt iE R 58 AWS CLI

RN A T MAER AWS CLI BIBRTIE MSK S8, EMER MSK &8z al , FRREEROER
TEENEERYRE  FERAEEAKRBTEFNITES. BTERE MSK £& IR,

BITUTGS , M ClusterArn B R SIZE T FIERENAY Amazon BIREF (ARN ) » MR
BiZEHMW ARN , TUBE Y HAMEERERKREE. BXREZEER , 5 H the section called “%| HE
i3

aws kafka delete-cluster --cluster-arn ClusterArn

A AP| BT E Amazon MSK &

Amazon MSK API A F#EER B BERiZETERDBEM AN —H 5 UEES N ABZNEETRE MSK
£8, WEENSE T WAER Amazon MSK API il BRFIE Amazon MSK 8. 7EMIBR Amazon MSK
¥l , FEREBEENVEFPEHNAMEBEELRE , AR SETMKRBTERNITNES. BX%E
HOH MSK SEBHHIBR

EEH API HIBREE | S H@DeleteCluster,
Amazon MSK By < IhsE f#8 =

& Amazon MSK & ER S MM MIIEE , WHBRAMERNMEABRERER, AT EEFMAH

AT IXLEThEE,

o XEXEA  AWS EEE4A
« Amazon MSK API Reference

» Amazon MSK CLI Command Reference

£
« Amazon MSK {XIE3sH
« Amazon MSK {38 X/
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FRARER

HERENGFHRER

FiliE Amazon MSK fit &
SENEREBYY

EfE MSK & L3 17154
REELNE P iRARES
Amazon MSK Fy 2 £
Amazon MSK H&idF
THEEE

FERIE

Amazon MSK &R
Apache Kafka MR~

BEE Amazon MSK SEE /a1

Amazon MSK {{IERHY

ME MSK 1REFHIRIERR : FRAEMPRE, fRERBAERUETEEEFHNHZRAREMN , T Express
RENRETERNEMYE, FHE, #4 , HFATLUSITEMEE ease-of-useMRIEEN AREF,

BREN"BNEZHFAFE
Bo

Thee

FHERE

EE i e
HEXNNY FEZET

REY 4

Kafka hixZ<

PRERE

EFRERN (REEFEEBS 7
. TRE#H. MEFEHEEL
B, BV %, FREEER
)

T3. M5, m7g
AHE, EE HX. F#E
EENKEY 4

&2 Apache Kafka iR,

RIERE

T2l MSK &

M7g

FHE, Ex X
FEEMAKFY 48
HIEARAN 3.6 hix

BSRUTESR, TREERKNA THENMREREZRNEEINGEL
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FRARER

e

@ Note

PRERE

EZTERE

%R, Private/Public 517, &
B IIE BN —AAM, SASL/
SCRAM, mTLS, #i3as,
Kafka ACLs

CloudWatch , 3T iz

RIERE

REHHBERTH MSK £E ,
LA 58 38 4

tn%R., Private/Public 517, &
B IIE R BEN—IAM, SASL/
SCRAM, mTLS, #i3as,
Kafka ACLs

CloudWatch , 3Tz

TERBEE M MSK APl R AIERE | FHE MSK SEREMIMERIEREE L RIBAESR
B, XMERMEBANAERE (FRERRE ) SIZHER.

&
« Amazon MSK ¥R IR
« Amazon MSK RIEIE

Amazon MSK ¥Rt E

E MSK iR EREERERESRFMRENBRAREN, EUUNSHERREPEREEE , XU

MARFRENTAL, FAMY, FHENERF L., EETVUNEFHRE

, HIREFEEMA

B, Amazon MSK TS #rAERENM INF R RANBEAEY |, TEIEE TR EANEHRB. BX
ERENEMEXEIENESFAES  SREMEE, BENEFTE , IS RANH,

Amazon MSK RiE L HE

FE MSK B IRIERIEM{L T Apache Katka B | 25 7T AHEZTHRAME , HEMPHIKIT
BTEE#RY, RESETHDY BM pay-as-you-goFtE , TERBMNIE, BEEHTz K%L, BIER
SRR N MY SR TR Apache Kafka RI2 |, ATIRMHEE 3 ENEREBEHLE, 20 1

W BEE , HHMRERERS 90%. REREFEE T Amazon MSK MR {ESSERERIAE , HiEHIR
TEFHALERS , UBEAREMBDEFiHS Kafka FEREZBNEREA.
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UTREARERENFEZRN —LEXBRENIIEE,

- TEEERHE REAELEFNEENEREAFERER, SR ERENE, I FLREATEEE
B 7. pay-as-you-goXI TEEHEMS , EFERITEXFEEREE AN EUARMEXHEFL
BF, XL TREER  HERT FHEEENRETH,

- ERNT REE REARBYBEFNIBII2XNEESRSLIERER 20 £, YFEROQTESE
BRI BRIk A RIEE |, SRR R ARERAN , WIhEEXEE, BXT REREN
BEZHMER , BSHT EEH. BRARE, EFHofis XHZE Linkedin Cruise Control # 17 B
BB D o

- FENEHE RERENRUNEREFUHERVEREBN=E2%, flm, I TFE4H
m7g.16xlarge K/)N Express {32 , A LA £ LAk 500 MBps WIEREBEARIE , MEZFIRENR
¥ MBps EHBIEBEANERERN 153.8 ( XA M AFHBRENEGERE (FIUNEFMEHFLE ) 2B T
EBHHER ).

- XAEHMEE  RERELHIRMEMRESER  UIRSEHN®E, HPhI\BaXIxg
Apache Kafka BB L2 1=, RHERFURATESRENITIIAECENSTENE., BBTX
LIhge , AINERS, ERWMETAMIEN Apache Kafka B AREF. BXEZEMER , BS
57 R iR 4K FE Bt B M Amazon MSK BIRREBEH 2 -

- REPED  RERBEXBLEPE O, Amazon MSK 2L B EREHEL. AXESHARE
B, BSRANRERETH T,

BXRERENHMER

- RiEREBAEH Apache Kafka APls , B8 &k T2 X #F KStreams API,

- PIBZLRENE 3 WAZs BEF AH.

- MERBLGEATRHREXFIKR D, BXREFHIIXK , HSH Amazon MSK E .
« BUF Apache Kafka fx 243z 3% Express ¥ : 3.6, 3.8 f 3.9,

A BAEA Apache Kafka MRZ 3.9 R EA/EH KRaft = 0 2 Rz R E,

© BEXLEEE
% MSK RERBENESES , URESEEARERENESRA , BHEUTES

« 5| A Amazon MSK RiERE H Kafka EEHF RS EHEMERNY 4
« Amazon MSK PRIERIE : #8585k Kafka ¥ R EMRER T 20 E2 %

ok
e
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XREFER T RERELNM
- REERHELE, REY RIAKEER RS 6 E
- HREFHEEENERM

Amazon MSK £ IE K /)

EREBTE Amazon MSK £88 |, B LIEEREEFRANRE KRN, Amazon MSK ZEFUTREKX
N BEMAREEEmE,

PRAERIE K

+ kafka.t3.small
+ kafka.mb5.large. kafka.mb5.xlarge. kafka.m5.2xlarge. kafka.mb5.4xlarge. kafka.m5.8xlarge. kafka.m5.12:
+ kafka.m7g.large, kafka.m7g.xlarge, kafka.m7g.2xlarge. kafka.m7g.4xlarge. kafka.m7g.8xlarge, kafka.

PRIE AR KD

« express.m7g.large. express.m7g.xlarge. express.m7g.2xlarge, express.m7g.4xlarge, express.m7g.8xl:

(® Note

BE AWS XIFREMEAEEREHREEREBRN, BEXEXENHEFAAEHIIR | HSH
Amazon MSK E/ T H L EFHHREBEFIEMN R,

K TFARER/EYHE At 15 A

- M7g REEA AWS Graviton &2 25 ( FH Amazon Web Services MERE T Arm K B E LA E
2% ) o 5R%X M5 XAl , M7g REBREEFHENLL, M7g RELLREX M5 KAEREDH S
B,

« Amazon MSK 1£121T 2.8.2 #l 3.3.2 RE SR Kafka WWTiE MSK 8 L X ¥ m7g RIE,

« M7gFMIMs REEGL T3 REBESHNESEFHEME  BWATESITEAH. M7g F M5 K
RUEEL T3REEZHERESX, IREBEEETRANEFRIEAEIZTEEZNSTKX ,
BER M7g #1 M5 REB, ETHER M7g 1 M5 EF K IDNEZER |, HSH Amazon EC2 B
=61,
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« T3REFLUMEH CPU R KRIGRHESHEE, MREEEN AP PERRLEIERE , HEEN
BEHERNLEIENZ RN ENEFLESE , WAUER T3 KEBEH#HITEHEF K. BUEE
TEESRIENHRBEE T3S RERSRURNMNEFTRXBIENE. ETHEXTIREXIMMES
£8 , %2 Amazon EC2 T3 3£4l,

BXMALEREANMESES  BSEEERBANRERENBIERE,
ERENFRER

Amazon MSK 12 AIThEE R BN IRE B MSK E£E N 1FM# .

@ Note

FARERE K REFRENEEATHRENFHRR. XECTEHEE , HHERT
Apache Kafka £ ZETHRENEL TR z—. KARAURPIZE K BEALTEREZRAFES
E MBERAFERERAEGR,

PRERIERE

EARERE , AJBLERSEMIETIMIIEE. Amazon MSK RALHI ZhEE A #E BY IR E T8 MSK & /Y
7&.

BEXEEFHENEER , B3H?2?2,

F3

. FRERIEN D EIEM®

o Y @Y B Amazon MSK R TR 17 i

« A Amazon MSK £EHHIERBEBE#ELE

EREN D RIFE

D EF#ER Amazon MSK WIERAF#E , I REJLFERNFHZE , XFELF SR ERRHK
BRRERF,

BRI R E B AR A AR AN 2 EEM#E Amazon MSK 8, Amazon MSK R R EIEF %
EHEERICEEE#ED , ESHIEEE| Apache Kaftka TEHREHR, RS , Amazon MSK & H
FBIEB AN EREFEE
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U R ARFFF AN B EEIRIEER | AT P RIUER AL, T4 RIRRMIER AR
EMERRIEN | TESHASIHHEXLNIER. EEENEREIREEMBLALME , ©FE
TEWEMEN, ATNEREERBNNE  EREESGABNR, HINALS KIP-405 : Kafka %
B4 APIs Bl AT EERE,

BX MSK 7R EF#HEFHBEED, BENRICNES , FSREH Amazon MSK 7 E F#E T4
TERBRNRESKE.

TR0 BFHEE—LI8E

o UL BEJLFLRNEFEMZER , 45N T B Apache Kafka ERHiRHE,

o SMAILAE Apache Kafka EBHE-KHIFERENE , LA UEMEBEFFEZR , TLENRERE,
- HRH T HENBEKN RS E P XKL EHHBEINER,

- BALERARBHRLERBA Kafka APIs IREBI £ 7= N+ EHALE BEIE.

- PXEMFHEEEER , AN -REE LNBEIESEEREBEHUAHRTES,

- REMSEZEF#EENHERIAE VPC IB3 , MASES BB TEH,

- BRIt ENEZIEAT ORFHENTEHNERE  SERIREAPEFHNERNVIEMEE,
FSAEEFRITEN.

Amazon MSK £ M2 EFE#HER

- BXBER Apache Kafka P IRARA 3.0.0 REEMARCEZSA T2 EFHNHEE, TFNE
FEREREFE , BUUERERESAKT 3.0.0 B9 Kafka BEFIHRZA ( ZFH &K Apache
Kafka k25 2.8.2.tiered ) WEFIRITENRBERADBRFME, BSHT R 4 : &£ Amazon MSK &£
A E,

- BATY2RBREME Amazon MSK &8 AA{EH 3.6.0 RE S AR E 2.8.2.tiered,

Amazon MSK & 7 & 17 L9 K KPR Fl
PEEEMEEUTYRMBRS :

- BAREFI®EM Amazon MSK H#) remote_tier IRERRI KR ELE N read_committed , BRIENBREF
EEEDNERESINRE,

- DEFM#E AWSGovCloud ( E£E ) #XA T,

- PEEHNERTMEENEH,
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- PEEHEAXFRE XD t3.small,

- BERAEMNREREZHN IR, TEEIFFEREREH,

- PEFEFAIFRELNZAAEBR (5 JBOD HXMINEE ) .

- PEEMTXBERETT., BRITBETFBIEFMMNEBE N cleanup.policy BLi&E N REE ‘MR

- PEFMERTIBETBLEREEHRH log.cleanup.policy KB,

c ALRNENTEERDRRFRE , ETEZERABNERHNSEEMR. —BEA L EBRIERAY
B,

- WMRFEA Amazon MSK frZ< 2.8.2.tiered , N ReEERB B S — X F 0 EFMEH Apache Kafka b
R, MEFEREFHIFDEFHEORAE , HER NN MSK £ NENBIETIREZE
.

* % kafka-log-dirs TETTERE D EFREBITEAD. ZTER2RETFEPBERHKRN,

BREZTBLIRES RFENLIUIENRINRESRFNES , 55 MAmazon MSK 5 EF#EE
BB NEEERM.

WA g A ZER & 1% Amazon MSK B 1 E1714%

HENHEBRNEEBE AP RFMET , Apache Kafka 2 EXHAM BEBRMNEFREFE D REF
fi&o

« Apache Kafka XE#HIEXAN BEER, SNHAEBRFNFEHEEHE 2 EEM,

« FHRBAFEDESEME. AEERKX/ (segment.bytes) HELRBIATE] (segment.ms) 12 &I B iE B>
FIEYIEZR | BAK Apache Kafka BES R EREHIE 9 EE@EHER,

BRTZERFHENEIZNRERESRKEAIEEHNETNRERESE. UATANEFEZATSE
RN EFFEENREBR

« BTALATE Apache Kafka FEABFMRERE LR EH : log.retention.ms ( BtE ) F
log.retention.bytes ( K/ ) o XEI&RBRE T Apache Kafka TEEE DR B W EIEMN St KFE KX
N TRRBBAIEEMES  HEEEEHRFIEXEREE, SUNEATIEEEE TTRT
MigE,

- BRAPEFM#E , EAEESHEETFREFHEBENNK, 0, MREIH S4REH
(log.retention.ms) iREB R 7 X , X {RFH (local.retention.ms) iIRE R 12 /NEt , MEH EF R
Bal 12 Mt BE. BRAFHEETNBBEREEE 7 X,

- —BNREREEATEEAR, XBRERAIENETERS,
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* local.retention.ms =% local.retention.bytes REZFEEEEFHPNREBBER. STEAENKIE
KRB EFMERERERME (local.retention.ms/bytes) B , Apache Kafka £ EE P EKIBEEFIF
DM, R, BERFTETHEHE,

« 3 Apache Kafka ff BEBRF R EEREFIE 2 ZFM#EES , 21RHE retention.ms = retention.bytes iR E
Tz BB MNER PR,

Amazon MSK 2B 171& 37 &

WZSHATERAPEFREE , TEHPEIEEHENIBEETBNITAAR. EF
remote.storage.enable IREN true f5 , BAUEAXRETBEN 7 EZEME. ELTRBIF | retention.ms
®EN 5K, local.rete ntion.ms IREN 2 KXo A TFTREIHRHNEHFI,

itE TO - B RS EEMZHl.

EANREBERAIBEFHEZIARNMEASR. XTUREFRLZX 0, AR -—NMAERLETEDRS

Primary Storage

Topic Partition -0

Segment 1 - Active Segment0
] [~ — ™~ [l =I L
o ] o ] o o -
o ] o o o o o
o o E @ oy oy o
L LA L LA Ln Ln L
= &= £ &= = = =
O O ] O o o O

NETI(<2X)-BRAT2EE#. R0 EEHISEFH®,

ANAEREBIZRAPEF#HE , Apache Kafka 2 AEBRFENHRRBREFFE 0 EFESER
fi&. Apache Kafka B RREER 0 WEFMREIE, FIR 1 HTHEEHT DB FENFMYE. FLEHE
FH , Amazon MSK AN XE 0 MIXER 1 FNEMEENAEARBIRE. (A, RE. bytes/

ms, retention.ms/bytes)
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Primary Storage Tiered Storage
Topic Partition -0 Topic Partition -0
Segment 1 - Active Segment0 Segment0
o [~ — ™~ [l = %4 oy ™~ M = L
s 83 8 8 8 &8 8 8 8 8 8 8
g g g g o g o o o [ o o
§ & § 6§ &5 8§ & 5|66 8|6

B [E) T2 - AR IRE £ Mo

WX , Apache Kafka EFIE| 2 EFMENER 0 WERBRENER, X=ERE N local.retention.ms R E
RNT 2K, EEHEHPNERONESTEH, FIR 1 BFTHELHER , wFEEF T2 EEENOZRML,

Primary Storage Tiered Storage

Topic Partition -0 Topic Partition -0
Segment 1 - Active Segment0

o = — o M =5 L

o o o o o o o

o o o o o o o

] 7] ] ] ] 7] 7]

£ | £ EJE)E]E]E

Q Q Q Q Q Q Q

ARG, REREBLEN , Katka AT BEF#HEPBBRBER 0 MXEES. R 1BETHRESHER ,
BARFEEFT S REENRME , BRAELTESRS. &1 ERXA , RERFERRINFMST,
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Primary Storage Tiered Storage

Topic Partition - 0 Topic Partition -0

Segment 1 - Active

Offset 006
Offset 007

FERAMEES S RFMEN Amazon MSK £8f AWS BEEZFI&
LI RNET MAER AWS BEEZH & 622 /F 7 Amazon MSK £,

£ https://console.aws.amazon.com/msk/ TF Amazon MSK #Z#| &,
EROEER,

N RF#EIEREBE L OE,

EESBENET.

EERRADERME.,

71 Amazon MSK £ X #5 RF M Amazon Kafka MRZs , A T oI EE,
1B kafka.t3.small LAZNEI R K/,

EEZ%E Amazon MSK EENMNTAXHOENREHE. SMNTARED —IME , BIMNEH
5% 30 MUE,

9. EEREIMHAARXKHNIKE,

10. EESNTAHKXEEMN Apache Kafka REH K E.

11. ERFHED. EPIFEATREAIEFEEXNN S RF#M EBS 74,

12. BREFUEOSTHRRIRENE. THE , 7EFEN EBS FRFENERFREXE R
EREFCIZARS,

13. i%$% Create cluster ( BIB&EE ),

© N o o bk~ w0 Dh =

EAEER S EF@&I Amazon MSK £8 AWS CLI

EEEBLERASREM , BEALEWMN Apache Kafka IRAM 7 EIF @R EOIEER, BEEUTK
WBRGIEE, A, BRERT—THNSR , 025D ZEFMER Kafka =8 AWS CLl,
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BXRUBEFHNIERMENTESIR , BHZ M create-cluster,

aws kafka create-cluster \

—cluster-name "MessagingCluster" \
—broker-node-group-info file://brokernodegroupinfo.json \
—number-of-broker-nodes 3 \

--kafka-version "3.6.0" \

--storage-mode "TIERED"

BIEE D EEMEN Kafka =& AWS CLI

EXRENRERA TS RFERNERNARNERE K SEEUR-1MNERATORFRNER , Hhas
RXRBRAIFHES. 2EFE#NTIIEENT :

« local.retention.ms ( #4010 7% ) AEFEHEIMNAREBIRE , local.retention.bytes H
A& K/NBRH,
- remote.storage.enable iREN true BRI AS EFM,

AT ELEE A local.retention.ms , {ELEMERI ER A local.retention.bytes, LLE M H| Apache Kafka
FHEEMNEEEEH R 2 BEFMH 28 T ALY AT Apache Katka AIAE I F T . BXRIZHH
BEEEMNEZHFMAER , S Topic-level configuration,

® Note

BAIIER Apache Kafka B FiwhRZAS 3.0.0 REERA, XLEMRANE kafka-topics.sh
MIXLEFIRIRAFRZ R remote. storage.enable WiRE, ExIFEHFEHRAH Apache
Kafka Wl B EBE A2 EFM , BSHEIE Amazon MSK £8 L E A EF#E DT,

bin/kafka-topics.sh --create --bootstrap-server $bs --replication-factor 2
--partitions 6 --topic MSKTutorialTopic --config remote.storage.enable=true
--config local.retention.ms=100000 --config retention.ms=604800000 --config
segment.bytes=134217728

EIAH Amazon MSK £8 LB AMNER S E176E

XENNTANAECENETE LERANERATEF#. BECEZRERAT2RFRNVHERNER , iF
SRER AWS EEEZF S SIRBER T 7 EF#INER.
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https://docs.aws.amazon.com//msk/latest/developerguide/msk-create-cluster-tiered-storage-console
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EIAH Amazon MSK =B LB A9 E17M#

EENEXTB LEAPERME  BERAUT RPN alter T EE. EERFENETELERASE
F#E , BTRAZ I EA Apache Katka & F Uit i 4s 19 BR il

bin/kafka-configs.sh --bootstrap-server $bsrv --alter --entity-type topics
--entity-name msk-ts-topic --add-config 'remote.storage.enable=true,
local.retention.ms=604800000, retention.ms=15550000000'

EIMAE Amazon MSK =B - EZ2ER 9 B 1246

EENETELEASEER  FRBREAIEEHNNINFER alter i H1EE,

bin/kafka-configs.sh --bootstrap-server $bs --alter --entity-type topics --
entity-name MSKTutorialTopic --add-config 'remote.log.msk.disable.policy=Delete,
remote.storage.enable=false'

(® Note

BHIPEEEE , e s EEETNETRIE, Apache Kafka 2REEEFHEHIE , B
MEBAET local.retention.ms WERBHN, ZRFBN D EEMEE , ELEBXRE
BArEEM#. EENEXB L E2RASEEME , BFRE2ZFEA Apache Kafka & F s iR ASHI BR
#lo

5/ AWS CLI £ B Amazon MSK &£& + B A2 E1F#

@ Note
RABEEEEHMW log.cleanup.policy iIRE N delete B , FREBAPEEM , RN EE#ETX
BFEEETE. IRREZFETBLERASEFME , BMETLUFZE-EH log.cleanup.policy B
BN compact, BXIEFNEERBMENEZFMELR , HSH Topic-level configurations

1. B3 Katka lRAS : EBFRAHIER RN B, EEREFHFNHTRAX | BFE
HDescribeClusteri®fE= describe-cluster AWS CLI 5. ROIREAR
KTVPDKIKX®@DER,
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aws kafka update-cluster-kafka-version --cluster-arn ClusterArn --current-version
Current-Cluster-Version --target-kafka-version 3.6.0

2. mEEFTFMEN., UTRERHAERWMER update-storage API FEFHEHEEXNEEN
TIERED.

aws kafka update-storage --current-version Current-Cluster-Version --cluster-arn
Cluster-arn --storage-mode TIERED

R4 AEHMA Amazon MSK £8 FHN D E1FME
WEENET MAER AWS BEEBEF A EF 2 EFM# Amazon MSK £,

1R MSK S L HI#Y Apache Kafka liRZA =2 2.8.2.tiered, MREEEN MSK E£&FA R Z 2.8.2.tiered
WA | ES R E#H Apache Kafka FR 7R,

(® Note
REEEEM log.cleanup.policy IRE N delete B , FREBRAPEREMW K BAPEE®TX
BFEEETE. IRREZRFETBLERASEFM , MEUTLUFZE-ED log.cleanup.policy Bt
BN compact. AXXFNEERMENEZFMEES , iHZH Topic-level configuration,

1. £ https://console.aws.amazon.com/msk/ TF Amazon MSK &l &
2. RIERBERNE , BEREM.

3. BEF@Ey , BARREEHTFHEER,

4. RiEBRDEFHEMN EBS 7t , BARREER.

M Ey B Amazon MSK FrAER IR 174
WA LA N/ NRIER EBS M Z=E. B R FEE,
EY BEERRE , FEEDATH,

/A Important

¥ B MSK £ENFREZRE , MEAAUERFANERZE, T3 , EBREFHET REMH2
B, ERBFE-BSLIIM, Amazon MSK AL A HMRMILES , BUERITT R. KR
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FEINE S 6 DIt EEN 24 IFFE |, EABRTERNE#HEXDNIARURRE, XBE
BT auto scaling =4 , t15& A T #H1ZUpdateBrokerStorage R fE# 1T F e 48 1. BKIE
BREEFEHZERAKNIEER , BSH the section called “PrER B HKIEZER,

BALER EFEAREL QT RELTRENFEZHE, TS EREN D EFHE.

FB
« Amazon MSK £ BT 48
. WERBHNFIT R

Amazon MSK &8 EHZ T 48

EADY REMTFHRBEUNNEREEM , LAILN Amazon MSK LB N ARF B3I 4R ME. &
B BRES , EUNREBRHENRAEZNEAY REE.

R Amazon MSK R By 4l , BMNERUATILR :

/A Important
Y RIRES 6 MITRBERE IR

BUEBMNKDNEENEFEETS , UARFRER, AXAREHAIES  BERARERFN A
o BIEBENRERERE,

« Amazon MSK T2 RFEAERLP MBI/ NEFEFE#HABE., Amazon MSK AXEFR /N EEEH KD, W
REFEEFHNEBREHEXD , ILTNENEEEIBINEHBERINESH, BXTIBEENER ,
BSHIEEE MSK £E,

c EL AKX (ABR). JEM (FER) MIEAX ( BREL ) X5 , Amazon MSK R X FEzH
8o

« UIRNBETYT BERBESER XA , Amazon EC2 Auto Scaling £ Bh 812 A T BARIBERH Amazon
CloudWatch ik, MREEH BT FRIEMERESE | Wt CloudWatch BiIR{MATFE. EMIBR
CloudWatch ik , BN ZEMNEHTHER BT BREE , AEEHRER, ETHEXBERREN

E%ER |, i55H (Amazon EC2 Auto Scalingf F#88) A Target tracking scaling policies for
Amazon EC2 Auto Scaling,
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FT
« Amazon MSK W Bz ¥ SR IEiIEHMER
« 7§ Amazon MSK &R E B3V 48

Amazon MSK I B ¥ KB iFMAER
BV BRENEBENUT S

- FEFBAERBIR : Amazon MSK A Ff#% Ba ¥ BIRENEERNARRE, B LUFLRBARERR
BENYNEFEIEN 10% 2 80% 2H. BV FEAMAZRBFEEN 50% 2 60% Z[H.

- RAEFEHAEE : Amazon MSK TJ LA REBEMIBNR AT BRE. BuLlNEMNMEBNRKEMH
BRERENRZ 16TiB. BXEZEE , HSH Amazon MSK BRE,

2 Amazon MSK #/E] Maximum Disk Utilization ¥§#3ZFF= A F Storage Utilization

Target iREBH , EQNEFEHAEIEM 10GB HYBFHBEN 10% ( ARKEBNAE ), 0, R
%8 1000GiB , MiZEHEN 100GiB, ZRFBIHRE-—XERFNAR, #—THNT BRRESMKEIE
ME#AE |, BIEN 10GB YR FHBEN 10% ( ARKENE ) .

EWRERBRET BT HBIRME , BB ListClusterOperations #4E,

A Amazon MSK E#iRE BT 4

Al LAE A Amazon MSK #2#]4&. Amazon MSK API 5 CloudFormation N EESCEH Y
48, CloudFormation A& Application Auto Scaling 3R 8.

® Note

RIBREHN K BLEZXNBIT R, BXNECEER  RAENEHGEH SR BT BERE,
{ER , O LAE Amazon MSK RS 2R £ 80t 0 B 1Z KK,

£}

- £/ Amazon MSK AWS EE#HA REBT %
- £/ CLIREBFY %

« £/ APl i Amazon MSK iR B Bz ¥ 4
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A Amazon MSK AWS EIEie4 A RE BT 4

L RE T WAEERA Amazon MSK 2l & RN ST BZ Y 4.

1. BF AWS BEEGA HEE LT MutiTFF Amazon MSK ##I4& : https:/
console.aws.amazon.com/msk/home?region=us-east-1#/home/,

EEBIRT , ERER, XG5SRI EEFFAEENTE,
KEE@AT R0, AREE,
EHGE BT FEM. BEEFEANARER. BAEFEEENBIRER.

1%£#% Save changes,

o ~ @b

REHABRFERE , ZREFHNZERTNEDRS. RE , BB EFERAREHFT , Amazon
MSK & RS 7.

£/ CLI & EBzY 48
W RANE T {aE A Amazon MSK CLI R iFESET B3y 48

1. f£H RegisterScalableTarget f3 M 124 R A = B #x,
2. f#H PutScalingPolicy S 8IZZ B3 KK,

5/ APl 3 Amazon MSK i& & Bz ¥ 48
LI RRANE T {aE A Amazon MSK APl RIS BE Y 48,

1. fEM RegisterScalableTarget API JEf 174 R B = B #x,
2. f#H PutScalingPolicy API 81 Bz B F 1.

ERENFIY 4

EEMFEZE , FEEEREA ACTIVE RS, FET BERREHZRAZDAANNSH
B, BRZBESVUNRERHKESFRTZH , BZRSNEFE 24 MR RERKMEXEHEFHITR
to ERNCLERNNRKEEFMIAX/NKIEL.

ERT RELEFM AWS EREFA

1. £ https://console.aws.amazon.com/msk/ ¥TFF Amazon MSK 12#l4& .

2. LGREFFHREEMEN MSK £5,
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3. HEFEIDPERRE.

4. EBEMETHE. ZREENFHE , TR FHEE.

5. ERREENR.

AT BELEmF#E AWS CL

BITUATEGS , H ClusterArn BN IR SR FTIREN Amazon BIREF (ARN ) . MREE
BZEHNW ARN |, A ABY Y HAEEERXKKEIE, BXEZEEL |, BSH the section called “FI H&E
B,

¥ Current-Cluster-Version B &N YBIRA,

/A Important

SHEMATREENER. EERERNIFIMA , FEMDescribeClusteri®#F =L desc ribe-
AWS CLlI cluster 555 RHIiRAZ KTVPDKIKX@DER,

ZTarget-Volume-in-GiBEHRTNEFLEBNELHERENTHEE, REEMMARENER. &
THRIEEEENMFHENENMIE, BRIEENETarget-Volume-in-GiB4HMR KT 100 GiB HE
. EMREREMMENFHETREET 16384 GiB.

aws kafka update-broker-storage --cluster-arn ClusterArn --current-version Current-
Cluster-Version --target-broker-ebs-volume-info '{"KafkaBrokerNodeId": "All",
"VolumeSizeGB": Target-Volume-in-GiB}'

/A APl Y ay EREFHZE
EfH API EFREFM , S M UpdateBrokerStorage,
7 Amazon MSK £E#H IR EEEFHELE

BRUMAEA Amazon MSK ###|&, CLI F1 API IBFHEMER , B[22

FH

« Amazon MSK REFHERFTHNZTATHERE

- #2 Amazon MSK £E#HNEHBEUHE

« Amazon MSK &£ FMEF#HNEEENE

« 7 Amazon MSK £E T AREMEFHELE
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Amazon MSK REEHERFTMFZFAEHEIRE

REFHEHIBETINEREEEERS : EFHE. Amazon EC2 | Amazon EBS WMEEHEURT S
B EC2 HOEHE, BULIEATMBERELERBARESFHE, B, REFHER4IT/EEH
T 5% EC2 B Amazon EBS FMEHFMEMNT S EC2HOFH EERN

Ama EC2 zon HOFHEFHBAZFARENENEREANEREREN T, A , ¥ TRAHRK
IBHIE | Amazon EC2 & Amazon EC2 EBS WM& FEMHEN T E#HMEOFHEHRES,

NF 10GIB REKNEB K/ , BALEFHELEME NS 250MB ZEEEH. RIAANEW
250MiB, EMBEM#AELE , B4FULERRIE K/ kafka.m5.4xlarge RE K ( = katka.m7g.2xlarge
REK) , HELAUEERAETLE , TR T

RER/D BRAEFEEMLE (MiB/s )
kafka.m5.4xlarge 593
kafka.m5.8xlarge 850
kafka.m5.12xlarge 1000
kafka.m5.16xlarge 1000
kafka.m5.24xlarge 1000
kafka.m7g.2xlarge 312.5
kafka.m7g.4xlarge 625
kafka.m7g.8xlarge 1000
kafka.m7g.12xlarge 1000
kafka.m7g.16xlarge 1000

i1 & Amazon MSK £EHFEEEHE

BALAE A VolumeReadBytes #l VolumeWriteBytes IEFRREEEFN FHEHEEFLE, FHIX
ANMNEGHWENSHUFTHRNNTIFHALE, ERNEFNTEOEEELE  BRXHENER
REN SUM , IRKIZEN 1 28 , RAEFERAUTAR,
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Average storage throughput in MiB/s = (Sum(VolumeReadBytes) + Sum(VolumeWriteBytes)) /
(60 * 1024 * 1024)

A< VolumeReadBytes Hl VolumeWriteBytes SRS S , &S the section called
“PER_BROKER Al M 1%E",

Amazon MSK EEHTIEFHNWE EEFHE

B UEFBTMEFHE IR ZEEH Amazon MSK BLiE, T , EREIMENEFTULE |, BHUM
FHATXFANEIE : B# num.replica.fetchers RESHNASTHEELE,

EERIA Amazon MSK BL ™ , num.replica.fetchers H{ERN 2, EFH
num.replica.fetchers , BANFEATRINENE, XEENHSE, BWWERESSHAHIA
BIXLE,

RIB K num.replica.fetchers
kafka.m5.4xlarge 4

kafka.m5.8xlarge 8

kafka.m5.12xlarge 14
kafka.m5.16xlarge 16
kafka.m5.24xlarge 16

EHENEERRTERE 24 MIREN , ABMBRRBSRBEZSNA , WAEFEERNE, T
o, EiERHE  IESHERELEFTRERENMRE. MR 1TB E/IRSMA , BELHFAND
R AT B EN NS,

A Amazon MSK EHAFHINEREBEMEEREHE

Amazon MSK RELFHFEREEFREES L. HEFEQEFBEARE. EREZREHHIENNE
BREEMAERFPHRER , 76 /0 HEE., SEHFLERERNFHESEARBNINERER
HHENERR, MEFREHERETAEHTHREBEEZRRWNEN,

BRI AR RE KRR kafka.m5.4xlarge FEABFEHBEN 10GB AESHNERIEEMETLE
ER(UBYMB RN ), AINECEERYEEEMESTHE, BWANLT ACTIVE RESH
SREAREAMETLE.,
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FB

« EAMEE Amazon MSK EEEF#EFHLE AWS EBZH A
« fFERATEE Amazon MSK & 7@ &ML E AWS CLI

« {£/ API 62 Amazon MSK £ RTE R ELE

EAFEE Amazon MSK £EE#ELE AWS EBEZHA

WERERT —NRA, HEAMAEREE ATHEESLERN Amazon MSK 5. AWS EIR{ZH]

=

1. B FIHEhttps://console.aws.amazon.com/msk/F T F Amazon MSK 2%l & ? AWS BB 1%l
& region=us-east-1#/home/,

2. EROIEEE.

3. EEBEENGIE,

4. IEEEHBBEN.

5. HEFMEHDFIEERE M.

6. NENENFHRELEBEE—ME

7. EEVPC, ARKX, FMMREH,
8. BEET—%,

9. EZXREISRIEKD , AET—F.

10. EEENFICLTRVER , BT D,
1. RESFHRE , RREFCIEEE,

EATEE Amazon MSK S8 F# &ML E AWS CLI
HERBERT —NRE, HEAMAERGRSATAWS CLITIE E&FL B KR,

1. SEHIBAT JSON HFHEHKEWEIXHF, AEKFPNERZRTFM IDs IZ24H ID 5ufFf. AXH
cluster-creation. json @& HREXH,

{
"Provisioned": {
"BrokerNodeGroupInfo":{

FREE 126


https://console.aws.amazon.com/msk/home?region=us-east-1#/home/
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"InstanceType":"kafka.m5.4xlarge",
"ClientSubnets":[
"Subnet-1-ID",
"Subnet-2-ID"
1,
"SecurityGroups":[

"Security-Group-ID"

1,
"StorageInfo": {

"EbsStorageInfo": {
"VolumeSize": 10,
"ProvisionedThroughput": {

"Enabled": true,
"VolumeThroughput": 250

.
"EncryptionInfo": {
"EncryptionInTransit": {
"InCluster": false,
"ClientBroker": "PLAINTEXT"

1,
"KafkaVersion":"2.8.1",

"NumberOfBrokerNodes": 2
I

"ClusterName": "provisioned-throughput-example"

}
2. MNE—%HHRF JSON XHH B FHEITELFAWS CLIG T,

aws kafka create-cluster-v2 --cli-input-json file://cluster-creation.json

8 API 62 Amazon MSK &8 NTBFEETLE

ERCEEHRNEEMRENFERHSELE , BFER CreateClusterV 2,

fiE Amazon MSK &g &

Amazon MSK ARE, EEMABBFETREHARUNEE. BETUGRAENEE , HEAXLR
BRI MSK SHNEHMNAER. MSKEEH -—ABMREMNNEMK, REEEEFFPE
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FRARER

ANARERE | SUUBR—EATRANEERNEN —ATEANEE, BXOAEEFRAERCENMREN

BENESHMEER , BERNATHD.
£
- PRAERERE

- REREEE
- KERERF

ERERE

AN ABTIERBNERER 4.
F3

« BENX Amazon MSK fiti&

« ZRiA Amazon MSK Eti&

« Amazon MSK 7 EF# TR A NE EISFE

B E X Amazon MSK Bt &

BRI LAE A Amazon MSK RBIZEZBEX MSK BLiE , H AJAEZEEHRE LT Apache Kafka Bt &
B, AENIRENEEFIKRBEHTE the section called “BRik Amazon MSK Bl E” F EEME, BXE

ERMNESZEER , 155 Apache Kafka Bt &,

Name

allow.everyone.if.no.acl.found

auto.create.topics.enable

compression.type

88

MREEFEEHIRENfalse , BABRIE
BE X Apache Ka ACLs fka, INRIFILE 14
RIERN , falselB)ZH EE N Apache Kafka
ACLs , MR XN EBNHRNE, MREE
XfER , BULBREFREH FHEHRE
7 true , LAEFIRENEHNIHRINR,

ERSR EERAEEE IR,

KETBHRAEREE, ALUFHEMIRER
PrEERRAEDBS (gzip. snappy. 1z4
zstd ) . ©iEES uncompressed ., WEZE

REERE

128


https://kafka.apache.org/documentation/#configuration

Amazon Managed Streaming for Apache Kafka

FRARER

Name

connections.max.idle.ms

default.replication.factor

delete.topic.enable

group.initial.rebalance.delay.ms

group.max.session.timeout.ms

group.min.session.timeout.ms

leader.imbalance.per.broker.percentage

log.cleaner.delete.retention.ms

!
BTFFAESS. MRFZEREN producer , N
ERERBENBFEENRIBERRFEDES.

EREEERN (AW RNEN ) . MRIEZENZE
FETEBEEANLEEIRENE , RSREET
AR TR AR X L2,

Bt ENEBRIRMINEFIEF

ERBBREERE, MREZAMIRE K NTER
B EE T BHIBREE,

FADREBRNITE —REFFE<a , ADER
FHESREEASRMATANTE, ERKAE
BEASREEMFEARSED , BEXKEM
SLIBTT 48 2 BT RV BT 8D o

EME AN R RS TEBR AR, AT A A
K, AIEERAFRARLCERNES 2EIHEER
NEARES , EX2SFHFEERE S FERLN
&,

EME AN REXTEBRETE AT a R
E, MERNNEERSBR  BEEEEHE
MEABZRNES. XARKERERFETEE
il

EREANIS T I FELER, MRARZNE
BETWE , NGRS FERE 1t
EUBED ENEREE,

&% Apache Kafka {R & 2 M BREY 12 F YA [A]
2, &/MER O

REERE

129



Amazon Managed Streaming for Apache Kafka FERARER

Name )
log.cleaner.min.cleanable.ratio HEEEMHNETNT 0E 1 2E, HERE

BEERSBZIAEEAENME (MRAEER
BEA). MABRAT , WREEHEET 50%
B B , Apache Katka 2R FE AL, X—
LERRBEH T AEREETRRWHRAZERE (ZE
N 50% , XERERZHE 50% WHEATER
g )., ESMLEEREKREED, EaRHE
B EBtERKESREEZNALEZEME,

log.cleanup.policy R EN RIS BRERRIAERRER ., BRE
BEESDEIIR. BREKEN delete F
compact, WTFERATIEFEHANER , BREK

B R delete,

log.flush.interval.messages FHEERMEEE 28 , A2 X ELRRWER
HEE,

log.flush.interval.ms FREFHHERERFTEUE 2 REERNRF

PSR (AR REN ) . MRKREL
& , MAEA log.flush.scheduler.interval.ms F#Y
B, &R/MMER 0

log.message.timestamp.difference.max.ms Kafka 3.6.0 FEFALEE, AT AAPE
& , Bl log.message.timestamp.befor
e.max.ms # log.message.timest
amp.after.max.ms . REWEE S EE
8] 8 5 5H B FP 15 E 1Y B (8] Bz (8] B9 B KA | 2=,
R log.message.timestamp.type=CreateTim
e, AR RABHEREIIRE , WES
FHIE4, R log.message.timestamp.type
LogAppendTime =, Il & ZB&LtLELE

log.message.timestamp.type EEEEPHEEBRESENEERA
FIEMETE, RFHER CreateTime
LogAppendTime o

RERE 3
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FRARER

Name
log.retention.bytes

log.retention.hours

log.retention.minutes

log.retention.ms

log.roll.ms

log.segment.bytes
max.incremental.fetch.session.cache.slots

message.max.bytes

58
BIB BRI MK BEK A,

HiBR B EXHRTRE BEXHN /ISR, ER
log.retention.ms J& MY = KB 1.

MiBR B EXHRIRE BEXGHN S HE , ER
log.retention.ms BEHN =K EM. IRKRIRE
W& , MAEA log.retention.hours FEI{ES

Bk B EXHETRE BEXHNEDR ( AZ
MREH ), RKRIRE , MEA log.reten
tion.minutes FHY{E,

HHFATR 2 NRKRE (UAZERHE
), tNRKRRELEM , WA log.roll.hours
PE, LLEMMNRDTEEERN 1.

BN BEXHFRARD,
HPNERRENENRARE,

Kafka LR RICFAAEE K/, 1R Nk
B, #AEFEKRT 0102 fEARR , NEASR
AYRRELA/ME AR N |, SME TR MLt
REVIEFHAE,

BRHTHYE BRI AL R FE S 7 A B AL E
KRREME, LATHHERRAET /R ES
Bie R ATHAESR , ERERT , LERHX
BERATERIER,

Al A =B B max.message.bytes BLE N &
NEBRBLAE,

REERE
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FRARER

Name

min.insync.replicas

num.io.threads

num.network.threads

num.partitions

num.recovery.threads.per.data.dir

num.replica.fetchers

offsets.retention.minutes

58

LA RN acks REN "all" (X "-1")

Bt , min.insync.replicas AV ESEEREEA
WA RIS AEABEAN S/ NEIAE. W
REERF M RERE , MEFELX5|IxRE

( NotEnoughReplicas = NotEnoughReplicasA
fterAppend ) o

& A LLEE A min.insync.replicas # acks FHI{E
KB HFIMITEARNFAMERIE. fla0, Baiel
BEHIRFHN 3IMED , £ min.insync.replicas
RIERN 2, H1E acks 7 "all" WERTHITE
Ko XAHREKXRSHEIERKIBREN , 0
BSRNsIARE,

RS aRATAEBERNELENKE , HPAse
WA 110,

AR S5 2% A T 32 Wk B AR /Y 18 R H @ B R 5 8 52
HERHE.

BNEENRIABES D XE.

FER AT BERE AR XA B AT RI#THY
BOBER FNERERE.

ATMNEREEFEENEIMBLER, WRE
BMWE , MWAURERTELLAN /O H17T
EE.

H—MERRRAERHEMBEMHSR (A1EZE)
B, ERBENELREHARE , RAEHE
Fo WTMIUERRR (B, ERAFHDENER
) , RBESESE —XEXNEMELRE
HEE .

REERE
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Name L

offsets.topic.replication.factor RBEFENEFEF, FHERESESAN
WRATAME. WHBEBOIELIK , BRIEF /N
HELEFRFER,

replica.fetch.max.bytes ZERABN D XERAEENFT . XT24

NWHRAE. MERRENE—NFEZESXPHE—
MEFMAE R FIE , MR EZIEFAE
LI {REVEH B, message.max.bytes ( {RIEHE
B ) = max.message.bytes ( THEE ) T
BESNREARIEFKILEKRD,

replica.fetch.response.max.bytes BNMNEEMNTFBARAFTR, BxX25Ht
REA , MREERWNE-—NEZDXPHE—
MEFHA B A FIE , WHFHREZIS Fit
LHBLUBRIESHR. XT2ELEXNHKAE. me
ssage.max.bytes ( fREEELE ) = max.messa
ge.bytes ( TBEE ) BHEEERBEZINRAK

1D FHEALEE K7D,
replica.lag.time.max.ms MRBIRBEERIEZEMREBER , HEFEDE

HWEVBRNREEAINSENESERRBE |
NFE2M ISR FHIERIEREE

MinValue: 10000
MaxValue = 30000

replica.selector.class 323 ReplicaSelectorfI5E £ RERZ, RIE
FEALERERERIEZINEIAR, MREFEH
#y 2 Apache Kafka iR74s 2.4.1 B SR ,
HEFLEATEASRNRENEIRRER | 18
FEMIRERN org.apache.kafka.c
ommon.replica.RackAwareRepl
icaSelector . AXEZEER , BZH the
section called “Apache Kafka W7 2.4.1 ( 2

2411 5%) 7%

RERE e
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FRARER

Name
replica.socket.receive.buffer.bytes

socket.receive.buffer.bytes

socket.request.max.bytes

socket.send.buffer.bytes

transaction.max.timeout.ms

transaction.state.log.min.isr

transaction.state.log.replication.factor

transactional.id.expiration.ms

unclean.leader.election.enable

58
R R B TR X,

EEFRSEEEFTH SO_RCVBUF £4 X,
AALEMRENS/NMER -1, MBZER
-1, M Amazon MSK {#/ OS EiAE.,

EEFHERPHRRFZTH

EEFRSEEETH SO_SNDBUF £4 X,
AAEEMHRENRK/NMER -1, MRZER
-1, M Amazon MSK {8 OS EiAE.,

ESHHAERNEE., MREFERBRZZEHE
B E , MELmafEPiREHIR InitProdu
cerldRequest, X ] Bf L& F i B9 8 B Bt B S 4
, Bt BERARELSBEASEENRESHS
EHEB,

ES I EBEE min.insync.replicas BLiE.

ESTENEFRF. FItEHRENRENE
AREAAE, AESEEERN  EFEHK
PMHEEREHREFER,

ESMARERSES ID S n , SRy
HEFHNEMNESTRSEMRETE (UAZRE
L), WiEBELEMEFHE ID #93T IDsH]
ENESBEFEERE—RERAEELETE
ID EAGETHM S, MRETEFENRE R
EMMERT HEA IDWRE—IXBEARE , I
HEA IDs TRELIRBINH, LWEMHHR/IMER

1E¥.

RFTHE ISR EFHEIARBRENREFR
ZEHNE , IEXTRLSBBEEX.

REERE
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Name 15, BR

zookeeper.connection.timeout.ms ZooKeeper BXE#H ., B mEREZELE
ENRKNE, ZooKeeperflRAKiZELLE ,
N {E A zookeeper.session.timeout.ms FHIE,

MinValue = 6000
MaxValue (& ) = 18000

B t3.small L EIRERN 10,000 , LA
IEEEE.

zookeeper.session.timeout.ms ZooKeeper 2\ &E&f, Apache ZooKeeper 1%

EEETETE ( AR RENM ) .
MinValue = 6000

MaxValue (& ) = 18000

ETHRUOMEBEEN MSK BLE, JIHEMAELRESRBIAREN] , S Hthe section called “RIBELE
BE, EFAEBEN MSKBLESIZE MSK £ IFRAFTNEENBEEEHRES |, ESHthe section
called “XBIHEERBLZ

MBFERABHTENY MSK BiBE#HIA MSK £8 8! , Amazon MSK 4EXEREHTA KBRS , HEAR
FEIBRRSEAEREMRBRIOZLENEE,. Fl0 , £ Amazon MSK EF Bz S MLESS , Amazon MSK
2Z2RURBRESECREENHE TRERANVEE  AREBBET —IME,

1A Amazon MSK EL &

Bx T Amazon MSK RN EER M2 , BEAUITREFTERREEMBHNEF R MAER
MNEERE. BUANSRE-EHRERM. XLR Apache Kafka XL EFE B TR RIRIE
NRAENEY. BXISEENRAGHHEE , S5 Apache Kafka XIEHHEFHRERE,

@ Note
WA LAIRE advertised.listeners B , (BFAEIRE 1listeners B,
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FRARER

FHRHH Amazon MSK Bl &

&I LA Apache Kaftka S A HIEBMANEETTRESERXEBRIINEERE ., BXxEEL5
WEERMURNAREXLEEEZ RFINEZFEE , 25 Apache Kafka XHHHH Topic-Level

Configs.

281\ Amazon MSK &

ERIEEBEN MSK BLER1ER T8I MSK 88 , Amazon MSK 2 8|ZEIAERE , HHTUHEES
TRAERNWELESFER. I TFAELRFHEM , Amazon MSK A 584 Apache Kafka iR

KERHIRIAE. ARXEFRINMERNTIEK ,

Name

allow.everyone.if.
no.acl.found

auto.create.topics
.enable

auto.leader.rebala
nce.enable

default.replicatio
n.factor

local.retention.bytes

S # Apache Kafka EiiE.

4 BA

MREERRERE
SERIRTHE , WX
BIR% B XEK ACLs,
FEARGIF , MBFI
BHIZRERN true , N
FRIBERF ( AR
SHEEAF ) B8R

BZ %R

ERSFRLERAEE
:OR= ke Reilf= 38

EAEHAS FE.
MRABE , FARE
SEMREHEHA
S .

Elkolk=4:0ESST: 0k
NEHRF

2 XAEMERIB B &
BRZ ARy B KA ity
BEBRARN, MR

k7 R SRRV
NME

true

false

true

3HRRMMIT 3NMATAK
PRRE  2RRUT
2 MR XAV

-2 RRTTIR

BRTSRF#NE
BHRIAE

true

false

true

SRRMUT 3NMAAK
PREE  2RFUT
2 M AX ARV EE.

-2 RRTCR I

REERE
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Name

15 BA o RFREEFNIR

AME
RIZELE , NEE
A log.retention.byte
s FE. BRE
NIBENTFRET
log.retention.bytes
B, BIAE -2 Xk
iR B BRI,
X5 retention.ms/
bytes FiZE -1 XY
RN, local.retention.ms
# local.retention.by
tes B 5 log.reten
tion 3_EL , AN EN]H
THEHERNER
7 PR E Z <At
B, B log.reten
tion.* BLER B 7
XHNREBE, X8
REAFENTRER
. BRE : [-2; +Inf]
R

BERTAERF#NE
FHVEIAME

REERE
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Name

local.retention.ms

458
BB 2 AR At B

EERNEVH. mR
KRB LE , Amazon
MSK f£F log.reten
tion.ms FWE. B
BENBRLNTFRE
T log.retention.bytes
B, BIAE -2 RN
iR B Z BRI,
X5 retention.ms/
bytes FiZE -1 XY
R
local.retention.ms Fl
local.retention.bytes
{BERLLT log.reten
tiono MSK £ 1 kb &
BEHEHERNER
7 PR E Z <At
B, IMBEMW log.reten
tion.* BLER &7
XHREBE, X
X FENTET
. BRERKTFO
B,

SF7 BRI BV
B

-2 RINFTRH

BERTAERF#NE
BHHRMIAE

-2 RINTTPR I

REERE
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FRARER

Name

log.message.timest
amp.difference.max
.ms

log.segment.bytes

458

Kafka 3.6.0 FEHF A
WEE. AT i
FiE , B) log.messa
ge.timest
amp.befor
e.max.ms

# log.messa
ge.timest
amp.after
.max.ms . KB
E5E B e R B A1 B
5EEHEEREE
BzREATHNRKE
o MR log.messa
ge.timestamp.type=
CreateTime , NN R
RESNEFBEI
FE , WEESNEE
45, R log.messa
ge.timestamp.type
LogAppendTime =,
N&ZBEERE,
TR ANEHER
AR AKTF log.reten
tion.ms , LA RS 24
ENMERAT R,

ENEEXHFNERAK
Ko

SF7 BRI BV
B

922337203
6854775807

1073741824

BERTAERF#NE
FHVEIAME

Kafka 2.8.2 2 B 171
F Kafka 3.7.x 7 7
% 86400000,

134217728
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Name 15 BA
min.insync.replicas 4 B2 acks B9

B ( BIAEREMN
Kafka fXEIRE )
’EN "all" (=
"-1" ) B, min.in
sync.replicas Y {E
LEENEBEAHEN
AR AREIAE
AWRNEIRE, W
R ERE R &R
B, WEFEa5| %
5% ( NotEnough
Replicas %

NotEnoughReplicasA

fterAppend ) o

M IR E B fE A

min.insync.replicas

acks FREVERT , AT A

BHEHITEARNEA
PHERIE, Blgn , &5
BelZEHREFH 3

ER , FF min.insyn

c.replicas iZiERN 2,
HIE acks K "all"
BN T B 1THE Ko
XA EREKXZSHE
RARKEBIRER
BRI EFRE,

ARSS 28 A T A RGBSR
HLBENHE , Hf
A RE2IEME 1/0,

num.io.threads

SF7 BRI BV
B

2RFMIT 3INMTAKX
REVER 1 RRUT
2 MR XA ER.

BERTAERF#NE
FHVEIAME

2RFMUT 3INMTARX
PRVEEEF 1 RRILT
2 M AXAFERE.

max (8, vCPUs) H
v CPUs BUR TR IEM
SE45) RN
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Name

num.network.threads

num.partitions

num.replica.fetchers

remote.log.msk.dis
able.policy

remote.log.reader.
threads

458

RS 88 A T WK E
P 4% Y 1 SR 5[] P 4%
RIEMW RN LR E

(o]

BANEFHNMRIABRE
7 X,

ATMNRREEHH
BRI LRER,
RGNt (E , WA
DREXRFERESD
BY 110 H1TREE.

5 remote.storage.ena
ble —EEAUNERS
BiFfE. NILERIR
ERMER , ARTE
FF remote.storage.ena
ble IZE A false AY
D EREEPNBEN
A BR

IZFE B R IREER LR
wARAD, BT REHME
SUMNZEF#EFIR
HE 4

SF7 BRI BV
B

5

FEA

BERTAERF#NE
FHVEIAME

max (5, v CPUs /2) &
F v CPUs BUR TR E
Y SEBI A /)

max (2, v CPUs /4) &
v CPUs BURTHRE
A9 SR K/

max (10, v CPUs *
0.67) HEf v CPUs Y
R T RIEH SE IR

REERE
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Name

remote.storage.ena
ble

replica.lag.time.m
ax.ms

i B SF7 BRI BV
B

MRIRER true , N false
NEBEADE (=
=) 7iE. MRRE
7 false , B remote.lo
g.msk.disable.policy
REN MR, MEE
RAEBE BN D E
5. ZERARFM
i, 2MNEEFEFR
MR R, ZEAER
WD EEER , T3k
BRERDBE#.

R BRIERARRE R
EFHREGER |, &
ELEREDBALR
BEAINSHES
GREBE , WS
2 M ISR HIlBRIEBE
Eo

30000

BERTAERF#NE
FHVEIAME

false

30000
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Name

retention.ms

socket.receive.buf
fer.bytes

socket.request.max
.bytes

socket.send.buffer
.bytes

458

WIEF B, REE
NI K. ZREER
FIMER |, HL& B R
NT=I

Amazon MSK £
retention.ms value
5 local.retention.ms
SR 5 7E BL 4R e B MR
WEFEBHE D EE

f# ., local.retention.

ms B35 E (B3R

M3t 774 % 3 B 0

E1Ff#. retention.ms

BEIEEMNNDERE
fits FP I BREGHE ( BDAA
EEPHER) . BX
B : [-1; +Inf] PHIE
4

EEFRSHEERT
) SO_RCVBUF &
X, WMRER -1,
s R R AERGERRIA
=8

EEFERPNEX
FIH

EEFRSHERT
# SO_SNDBUF &
WX, MRER -1,
T £ PR 4R AE R SERRIA
=88

SF7 BRI BV
B

&4 259,200,000 £
M(3X). -1&RR
TRRE.

102400

104857600

102400

BERTAERF#NE
BHHRMIAE

&4 259,200,000 =
B(3X). -1RTF
TRRE,

102400

104857600

102400

REERE
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Name i BA D EEEEENER BRATOEEMNE
AME BWRIAE
unclean.leader.ele RAEBREBFETE true false
ction.enable ISR R EIZAR/EN &
BEFBERHEGS , B
FEXARE2 SR
EX,
zookeeper.session. Apache ZooKeeper & 18000 18000
timeout.ms HHEEETE ( AZR

NEHL) o

zookeeper.set.acl BENLZEFEANE false false
P ACLs,

BxMAEEBEENEBENEE , FZthe section called “BHE X Amazon MSK E&E”,

Amazon MSK Z EE# EBRAINE EIErm
UTREETFERIEE D EFMTHERINZE R,

- NTFEBESRFHNER , Amazon MSK AXIHFR/IMIBERK)N, MREGWEBEE , &N
B R/NA 48MiB , R EERRBNATEIN 10 B8, XLEEMES E| segment.bytes Hl segment.ms &
i 8

- KRB ME. ms/bytes can't equal or exceed the retention.ms/bytes, X220 EEHRE IR
=

« local.retention BWERIA{E. ms/bytes is -2. This means that the retention.ms value is used for
local.retention.ms/bytes, HEXFERT , BIEFENREELA MMEFEEN S ZEER (BN FRPE
E—1EIAR) , Ba—ETdH, XTHEDR , XibBENBIF2RBIZREFEDP,. EXHERT ,
MR E A IRER 8RSk B A i 174 .

« retention.ms BERIAE R 7 K. retention.bytes ;&G BRIAKNERE,
« retention.ms/bytes N&/MER -1, XEKRBETLRRE.

- AiREBEME/ME., ms/bytes is -2. This means infinite retention for local storage. It matches with
the retention.ms/bytesi®E R -1,

s WTFEBEDEFEHIWED , XHEHETRFIEE retention.ms, F’) retention.ms 7 3 X,
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BXOBRFHERENESFESR , $ZWAmazon MSK £8 N 2 EFELI KRR,
PRIRARIEEE

Apache Kafka B/LEREERE , S lFEAXEREEFAZEME MSK KRN, REBEHFRIT
ABAETRESYMEFN T RN, RERBEBEI A XEREEEEREEHHILENE LR ELE
%, BRE TME MSK £ENTRAMNEAL., ETREHRNEES =X B/E (ARE). R
EMIFRERE, N TEFIEEIZITH Apache Kafka MRZ , FLEF B 16E A Apache Kafka HIBRIA
B, BATFESRIEHN Apache Kafka BRIAE.

e
. BEYMSK RERERE (/51 )
. REREN QBEE

BN MSK ERBEE (#/EiHH )

EA LAE L S MSK B B & Thae = Apache Kafka B9 API SR E 3T read/write XEEE
AlterConfig Apache Kafka BV X Bl E R EBSH , B A ARZ[H, ﬁ%xﬁﬂﬁﬁﬁiﬁF‘dﬂﬂE?
AEE , MHIAREFTEERNRE, EXEEEENEFEANEZER , /Iﬁﬂﬁiﬁﬁﬁﬂﬁﬂlﬁo

ES}

« MSK RIEREMNFHSEE
- REREBHHSHEE

- RERE LN EBLRHIEES

MSK (REZER B F#HSE B

SOl LAfE R Amazon MSK keI BE X MSK BLE X , LUREBELL T E#ASE M. Amazon MSK i &
HEBHMAAERRENE M. ATUM MSK 2l ASiEAREd S IEHAEHBSEE XY,

B L MINE

allow.everyone.if.no.acl.found WREFUHEMHIREN false, true
BE LR ACLs NERE N
Apache Kafka, 1Rtk
BHIREN false HEREH
% E X Apache Kafka ACLs ,

RERE T


https://kafka.apache.org/documentation/#dynamicbrokerconfigs
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FRARER

B

auto.create.topics.enable

compression.type

connections.max.idle.ms

delete.topic.enable

group.initial.rebalance.del
ay.ms

58

U5 5% 5 6 SE B 15 AR R
MBREXFER , ETUB
REATE B LR 1R B
true , AEFTHRGX KEMW 1
AR R

ERSSRLEAEEN B3
E,

EEAEXTTNREERRE
B, EEZEZIUTREESR
YREREBES © gzip. snappy. |z4
. zstd,

ZBEiEES uncompres
sed # producer , Bi&#H
HFREESR , BEERER
BHOEBRENRRESRR
R AR,

ZEHREEEN (UAZEWRE
V) o HNSRIERERYZE R A E)E
TEALEHERENE |, RS
SREERFLERLELRAIX
LiEsE,

B RRBREZRE, MRER
HiRE  MEEELSEETR
i BR = R

AN EBRAITE —REHF
tzn  ADARFHESH
BEEMBFMAFANE, E
AV HEIR B[R] B K& BT P 1
ARELED  BXLSEMLE
FT a2 BIRYES A

AIAE

false

Apache Kafka BRIAE

Apache Kafka EBRIAE

Apache Kafka ERIAE

Apache Kafka BRIAE

REERE
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FRARER

B

group.max.session.timeout.ms

leader.imbalance.per.broker
.percentage

log.cleanup.policy

log.message.timestamp.after
.max.ms

58

SEME A SN KK S IE BT
B, HATETEIME , AT
22 ARG ERNES 2 B K E
ENNEmHES  BEXaSHK
= B FE SRR SRR T B E,

EREAVNIAS T AT ¥ &
b2, MRFAEEL T I
B, WEHENaAR S
B’F, WENBD EHNFERE
Eo

R EN BRI D BRNERIAE
BREERE . BREEHES 5
Rk, BRERIEA delete
M compact. XTFEATH
BEENER , AEBAIN
delete,

H S R B A I B (R Bz )
SRVFRVRSRIBE, JHE AT EB
A B TAIERS RIS, A B
B —&fE , RFNHERAREER
RT WE B FIRERNE.

R log.message.timest
amp.type=CreateTim

e , WHEBEBEI LIS
ERER , BERNHEIEL, 0
& log.message.timest
amp . type=LogAppend
Time , BLECE T4 2 RE,

AIAE

Apache Kafka BRIAE

Apache Kafka BRIAE

Apache Kafka BRiAE

86400000 ( 24 * 60 * 60 *
1000 Z# , Bl 1 X))
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FRARER

B

log.message.timestamp.befor
e.max.ms

log.message.timestamp.type

log.retention.bytes

log.retention.ms

max.connections.per.ip

max.incremental.fetch.sessi
on.cache.slots

ik

AR B [B) B A H BB E) B oz 1)
SRVFRIRSRIBE, JHE A EE
AR TARERRZ , AR
B —&fE , RFNERAREER
RT WE B FIRERNE.

R log.message.timest
amp.type=CreateTim

e , NHEBEBEI LIS
ERER , BEREIESL, 0
& log.message.timest
amp . type=LogAppend
Time , BLFRE T4 2 RE,

EEHE PR EEREE el
ErfEER A FEMefE, 2
YFHER CreateTime
LogAppendTime o

T ER B ERIRI R R B AR,

RS BR 2 BT R BN ER
o

BN IP it K AT & KE
¥, mEMEA max.conne
ctions.per.ip.over
rides BMHEETEE , NI
AR HEIRERN 0, MREE
BRI , SRE1Z P tthuk A9 ERE
FEER.

AP HNEERNSTFNRAR

=
==N)

AIAE

86400000 ( 24 * 60 * 60 *
1000 Z® , 811 X))

Apache Kafka ZRIAE

Apache Kafka BRIAE

Apache Kafka BRiAE

Apache Kafka BRiAE

Apache Kafka ERIAE

REERE
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FRARER

B

message.max.bytes

num.partitions

offsets.retention.minutes

ik

Kafka foiF By & Kic Ft4b 2
Ko tREME , HEEF
EXRF0.10.2 9fEASS , NIfE
FAESRYIRER K /Nt 47538 0
DEE{1sE% =EN 0L KA
FHALE,

BT EERRAE LR
BEodF A ERRRESH
£, LB EEERETS
FFARERR IS TR0 HEIHEAE
B, EERT , LREME
AT Ra&KidR. AIMEAEER
%l max.message.bytes @&t
BN N EFTRENE,

BN EBNRIND X B,

H—MERABRAEXRHEHMARE
Mz (%xz) R, ERBE
MELFREHRARE , RE®
EFH. TR EARR (A,
ERFHTENERRE) R
BESHERRE— IR E
Lt REHESH.

AIAE

Apache Kafka ZRIAE

1

Apache Kafka ZRIAE

REERE
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FRARER

B

replica.fetch.max.bytes

replica.selector.class

socket.receive.buffer.bytes

socket.request.max.bytes

socket.send.buffer.bytes

58

ZHNEN D XEEAER
MFETEH, XTRENHRK
B, MREEAE Iz
P XA E—ME Rt =
RFLE , NPREREZIZ %
LB B REEHE, m
essage.max.bytes ( {RIEH
B ) = max.message.bytes (

FEEE ) EXREEINR

RiBFKALLL RN,

33 ReplicaSelectorfy 5t £ R
EXB, REFERALEXRER
BREEEIR, MREFER

VFE R B MRITAY B A2 EY

BEREMIZRENRN org.apach

e.kafka.common.rep
lica.RackAwareRepl
icaSelector o

EETRSBFEETN
SO_RCVBUF Z£%4[X, &g

B -1, NERRERSERIA

B
EEFERFHNERRFTH,

EEFRSHEERFTH
SO_SNDBUF &4 X, mE

B -1, NERRERSRKIA

EO

AIAE

Apache Kafka BRiAE

Apache Kafka BRiAE

102400

104857600

102400

REERE
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FRARER

B

transaction.max.timeout.ms

transactional.id.expiration.ms

RERENFHSEE

58

ESHERAERRE, MR
BEFERNRZ A EES
B, IZLEmarEPiREHEIR
InitProducerldRequest, X 1]
By Lb % P i 09 B A B E)
BUBERAREASBERASET
EFRESPIENE-R,

ESMAREHSES IDI3Hz
Bl , SRERINESNEM
ESMAEHAEE ( LLZR
NEAML) o WIREELFEE
FEIDHEH K Ehess
&% IDs ERE—IXER
LEEFE ID EAGRIHNY
B, MRBTEFNRERE
miBR 7 HI4EA ID &G —IX
BEARE , MHIEA IDs AT8E
SETEH. EEENSNME
n1E®,

AIAE

Apache Kafka BRIAE

Apache Kafka BRIAE

YRATLABE A Apache Kafka AlterConfig API B Kafka-configs.sh T ER4mHELATHAEE. Amazon
MSK AIREH EEHMABERRENE . EAUGRRETERREEFNEHINERRIIFNRIER

P ERE M.
B i, BF
advertise KA EF
d.listeners v {55 F B9 {0 O
B (WMRE
listeners
BREREMT

@ ). 1 laaS

#IA B

null

REERE
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FRARER

B

9
T | XA
EE5RBAE

REOTRE,
RAEE , N
FHE R TR
ME. 5T
A, &%
0.0.0.0 suitbit

IEE L:§5(EI‘J0

HAE
listeners
TRENZE , W&
M RFEEE
E/m0O , Eit
AL & — MO
BRERES -1
0TI B2 A9 b 3k o
EERAINEBIE
BHERENELERE
T, XARER
EHA.

tEMERRES
MEREN,

A B

REERE
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FRARER

B

compressi
on.type

log.clean
er.delete
.retention.ms

458

BEFTBHHR
KEHEKE,

A DURF It 14
RE NI

£ %8 4w iR 0 25
(9gzip. snapp)
fl zstd ) o
CkES
uncompres
sed . WEZE
BFAEHE. W
REZERENRN
producer , NI
ERBERELEN
BFRIRENRBE
FRYmRTEER,

N AEERES
R B 1 BRoZ BB AR
IR El, BEIR
BIEME T
AEMNRBE
0 FF 4R A AR TE
FX 1% B A9 B 8] BR
# , LB RIRE
REMBRHNEN
RE, &N, i
BRiZBETRESTE
SERR I 2 B
T EE,

A B

Apache Kafka BRIAE

86400000 ( 24 * 60 *
60 * 1000 E# , Bl 1
X ) , Apache Kafka Bk
AE

REERE
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FRARER

B

log.clean
er.min.co
mpaction.
lag.ms

log.clean
er.max.co
mpaction.
lag.ms

log.clean
up.policy

458

HEEBEFR
BARERARSH
RIZATE iR
BAGER T =8
E4889 B

HEEBRE
—ETREE
FERENRK
BtEl. thiRE
PGERTEeE
FHBEE, ZEC
B BRFIE [7
X , Long.Max]
SEE Ao

R B R ER Y
72 BRI ERIAEBR
REE, BRERRE
HES 2R3l
R, BUKRE
7 delete M
compact. Xt
FTEATHE
FRNER
BWERRE X
delete,

A B

0 , Apache Kafka ZRIAE

922337203685477580
7 , Apache Kafka ZRIAE

Apache Kafka ERIAE

REERE
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B

log.messa
ge.timest
amp.after
.max.ms

458

H BB EE A
R B Z H 7
BT EEE,
SH S A & AT
i T E AT ]
B, bl
B —atiE , 7
FHERAREE
BUR Tt EL &
PiRERE, W
& log.messa
ge.timest
amp.type=
CreateTim

e , =atE
BEBPERE
HER , HE
SigiEds, 0
& log.messa
ge.timest
amp.type=
LogAppend
Time , WEE
TR 2B o

A B

86400000 ( 24 * 60 * 60
*1000 ZE® , 811 X))

REERE
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B

log.messa
ge.timest

amp.befor
€e.max.ms

log.messa
ge.timest
amp.type

458

R Bt B BAE
BEEB [
VR BT EE =,
HE BT E & A
B TFRERE
B, i
B —atiE , 7o
FHERAREE
BUR T L &
PiREE, W
& log.messa
ge.timest
amp.type=
CreateTim

e , =ZatE
BEEdEE
HER , HE
SigiEds, 0
& log.messa
ge.timest
amp.type=
LogAppend
Time , WEE
TR B o

EBEEHEEPH
REBEEHER
RIS RE R
B ZEneTE .
ARFWER
CreateTime
F LogAppend
Time o

A B

86400000 ( 24 * 60 * 60
*1000 % , A1 1 X))

Apache Kafka ERIAE

REERE
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B

log.reten
tion.bytes

log.reten
tion.ms

max.conne
ction.cre
ation.rate

max.conne
ctions

max.conne
ctions.per.ip

458

I ER B AT H B
REBEKRN,

A 53 BR 2
BIRENER
o

IR AR B [E]
ZVF TR AKE
BEeBER,

RIBIEEAIRY
B & 7] Y B
REER. It
BR Il & hn7E 58
F max.conne
ctions.pe
r.ip EEN
BN IP REIZ
to

NP k2
A& KE
B, WRE
A max.conne
ctions.pe
r.ip.overrides
BUERETE
=, WASHE
REN 0, WIR
KBRS, KB
Z P ik BYER
EENEER.

A B

Apache Kafka BRIAE

Apache Kafka BAIAE

Apache Kafka BAIAE

Apache Kafka ZRIAE

Apache Kafka ERIAE

REERE
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%3 i A B
max.conne BES 2R Apache Kafka BAIAE
ctions.pe Hlk | ZFR
r.ip.overrides IP b3k 55 FE 4
BEREERINRK

EER, T~6IE
A hostName:
100,127.0
.0.1:200

RERE 5
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B

message.m
ax.bytes

458

Kafka foiF#&  Apache Kafka BRIAE

KidFHtab 38 K
N TNRIE ML
B, HEFEEK
F 0.10.2 H9fF
Aze , WEAZE
Ry R ER A /) th 24
B, LMEE
e R A AN I
KEid Fitak

B, RWHHE

BRI AR L

=S EE A

D Ht AL B PSR IE
EXER, LEIH
HERXRER
2 REHED

1B F 7 A E#t4ab
Hrh | EHER
T, WRRHEE
ATEFiER

o AEAEELR
%l max.messa
ge.bytes B
BERAENERR
B E.

A B

REERE
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B

producer.
id.expiration.ms

458

FESXAR
ATEHIE IDs A
Bz Al E
HORTE ( AZ
PREMN),
HEHXEBRN
REZMHEFIT
Bt , Producer
IDs ~ &8,
BEE, MR
HTEENR
BR1% & il bR
THIYEA ID WY
BE—REA
NE , Mol
# IDs TJAE
Reid . tE
REANZFTFTHK
F delivery.
timeout.m

s BT
FEE iR
HEBZEHEE
g, BREXNFK
SHABIKIE ,
RANENZZRE
EIRE,

PRIEAE LN EBR N EE

A B

Apache Kafka ZRIAE

BAILAE A Apache Kafka s S AR EBHNN BB REREREBR IV EERB . WRTE
RHUEEMAEERIINNEE , Amazon MSK 2EARERINE, SRERINVEE—# , Amazon

MSK AP RLEFFRINEERHERZE N, HIWEHEF min.insync.replicas M

unclean.leader.election.enable, MRZRACBEFH R FELT RN 3 HWEZ , Amazon MSK FF

REERE
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RUACEEFHRFN I NETE, EXRFTELRFINEEREUARMAREXLEREZRIINESEFESR ,
2% Apache Kafka X #5H# Topic-Level Configs.

B %, BA

cleanup.policy WEREEECEEALSER ELEANREERRE, “H
BRVZREE ( BINRE ) FEXEMR B EISH AN
RENEFIBDER, ‘ERRENERBEEE
g%, REBNBNEFHE., WA UEESSE
MHIRPIEEXFANKEE (Fla0, “BIER. E
HB) . EXFERT , FREAZRBEMAN
BEEERFBDE  MYRENSBHITESR. 2
X R BIEEZ] 256 MB G A& IR IE EHY
E4,

compression.type EESAETBONRAESRELE,
bt B B 3 AR A R R AR D B
(gzip. snappy. 1z4, zstd) ., 4, &
% uncompressed # producer , BIEM

HATRBES , EESWREREHUERREN

[RRE S R ARTE RS
delete.retention.ms N EEES TR EMERZS EBFRICHRE, iR

EXMET ERAEMRBE 0 FF 188t 425K
BREVAYRT B PRI , SARIRG BT B BRIV E IR
o BN, MERZBIEAIRERE TR AT
e,

iz ERYERIAE N 86400000 ( 24 * 60 * 60 *
1000 Z# , Bl 1 X ) , Apache Kafka BRIA{E

max.message.bytes Kafka o FH & K FHtOE X/ (B AESER
WEREE). WREBMLEKE  HEFEEKRT
0.10.2 WEEMSR , NIGEFBRAYER AR/ 470
B, ETIEBRENNLE KAV iEFKHtAb =,
EEMAHERRAS , SR FiERoHTH
LNEHRESHE, HURTHEERRRAES |
REBHIEFRT D EEHLESD |, FRIER

RERE o
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T, KERFMNEATEKIER, AIEAEZEAR
max.message.bytes config , BEENE

B ITIRE,
message.timestamp.after.max.ms I &R E T H BT R & MR A&z [ L

WEtRIHE, EENEBTBRTRENES , &
ALAE AR, RTFHNEAREEEBURT LA
ERIENE. R message.timestamp.
type=CreateTime , MSNEBEEIL
EEREN , HENKEL, MR message.t

imestamp.type=LogAppendTime , b
B (& R 4 2 B
message.timestamp.before.max.ms R ERE T REEBAE S BB Z B LT

WETEBE, HEENRHTETRENRR , B
AT E—ATE , RFHNRAEZEBUR T LA
EFRIRENE. MR message.timestamp.
type=CreateTime , MIHEBEEIL
EERERN , HEFHWEL, R message. t
imestamp.type=LogAppendTime , It
B [ A 2 B

message.timestamp.type ESCHE R B2 E S et EE R B
FIEBIETE, ZEMNIZR CreateTime |
LogAppendTime .

min.compaction.lag.ms HEEAFEPREREFSRSHRERBE, ik
ENEATHAESRNAE.

iR BRI ERIAESR 0, Apache Kafka BRIAE

max.compaction.lag.ms HEEAER —ETHESERFHNRITE,
HWRENEATYNERNBE, ZEE[HRES
£ [7 X , Long.Max] SEE A

LR ER ERIAE N 922337203685477580
7 , Apache Kafka ERIA{E.
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B

retention.bytes

retention.ms

RIERER QiR E

58

MREFEA MR RERRE , EETRFSX
(HAEBREAR ) EEFIBEEERBHRZH

Z B A K BIRAKRND, BRINEEKRN
BR& , RETEERS,. ATHRIIRESXE
BB FINITH , FELFFE R 2 XEEN AT it
EHFTRERE (UFTRENM ) . A

, retention.bytes configuration J#
3 F segment.ms #l segment.bytes BEE
B1T. WAL, WRFF retention.bytes BE
NE, NafhgF#HoBRNRs HI,

MRAFEAMBRRERRE , KEETRFIEESR
IFBEERMZ R ZE{RE A SN HKKE,
X IRAEHESRNE ST E IR EBIEN
SLA, MNREERN -1, WA AEIRE, Lt
4\, retention.ms BELEIIF segment.m
s M segment.bytes BEZ1T. ks, M
RBRE retention.ms &4, ELMEF D
ERHRZ I,

Amazon MSK £ RXEFBIRERE , HHLEIER , UeEMERN AN, XEETELIRES
B FiZ1TH Apache Kafka iRAsmaE{t , Rt FicER TS EERNE,

TRIE T REREN R REE.

B
broker.id

broker.rack

L PRI E
2R S5 2R L2 1D, 1,2,3...

REHNE, XFATFHIER ATAXIDHFMID
HEHHE , MBREERE

BEN. =Bl : . ‘us-east-1d

RACK1®

REERE
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&
default.replication.factor

fetch.max.bytes

group.max.size

inter.broker.listener.name

inter.broker.protocol.version

0T B8R

log.message.format.version

ik
FAEENRAEHE T

RREE RIR E Y R A F T
o

BNMEAEATURHNREK
EREHE.

RATREzEBEHITER
Ao

18 XE £ F BB R A B AC 2 8] 1
Mo

ISR 5IR-LUES S RH
URIs BT EE T 5IR
MEFTRBEM. BOULUEE
advertised.listene

, ERBEIRE

listeners B4,

rs property

EEREATREEEMER R
/L,\EIJ /ﬁ E %Tﬁﬁﬂxo

RERENE
3

Apache Kafka BRIAE
Apache Kafka BRIAE
REPLICATION_SECURE &
REPLICATION

Apache Kafka BRiAE

MSK &£,

Apache Kafka BRIAE

REERE
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B

min.insync.replicas

num.io.threads

%88 R EWE
L4 LB F acks IRE N 2

all (=% -1) B, min.insyn
c.replicas HWESE
ENEE AN BRI 4R
WIABEANS/NEIERE. W
REERBX—F/IME , £
25| X% (NotEnough
Replicas =% NotEnough
ReplicasAfterAppen

d )

AIfE AR B £ R BRHY acks 1B ,
RRHIHITE SN AR,
B R acks IRE N “£8B. X
AHREASHEIRTRKEE
BER  AESYEIARE,

RS 28 AT ERBERL
B, HP e ammaE
/O, (m7g.large, 8) .
(m7g.xlarge ,8). (m7
g.2xlarge , 16 ) . ( m7g
4xlarge , 32) ., (m7g.
8xlarge , 64 ). (m7g.1
2xlarge , 96 ) . (m7g.1
6xlarge , 128 )

HEFEHIFEA,
2 *v) CPUs

=math.max (8,

REERE
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B

num.network.threads

replica.fetch.response.max.
bytes

request.timeout.ms

transaction.state.log.min.isr

transaction.state.log.repli
cation.factor

58

PR 55 28 A T M 4818 SR 5 [
P 4% &35 R R TR B E
(m7g.large , 8) . (m7g.x
large , 8 ) . (m7g.2xla
rge,8). (m7g.4xlarg

e, 16). (m7g.8xlarge
,32). (m7g.12xlarge
,48) . (m7g.16xlarge

, 64 )

ARG RN TR R KT
T, ER2BHUIZEAT ,
MRERBNE—NEZESX
PR E—MEFHLEKRT
WAE , WAFHREZiS Kt
WELBARIGHR. XT
AR KB, message.m
ax.bytes (REBE )X
max.message.bytes (E
BhE ) BMEEENEEZN
BRI FHtAE KD,

L BE B4R BB P i AR 1E SR
RIfY & K BfE], 20SRTE AT
ZRZBARBENEL |, B/ i
RESENEHRRIEER , W
REWRBAR , BRUE KX
Mo

EEBEREFEEM min.insyn

c.replicas E&,

ESETENEFR T

REREME

HET>pkE,
v) CPUs

=math.max (8,

Apache Kafka BRiAE

Apache Kafka BRIAE

Apache Kafka BRiAE

REERE
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J& B RERENE

unclean.leader.election.enable A FFAE ISR EFWEIZNIE  FALSE
NEEFERYMS |, BIFX
ARESSEBIEE X,

REBERF

Apache Kafka R ERBRBSN , b TURYBN, BAREREARESHNARE., YHRE
FTEEERRENTENRE. HXRNERENEFRRNESES , 234 Apache Kafka BE.

A E T A A 0122 B E Y MSK Bl & LA K aa 3 ix L @ (TR E. XA ER MSK it Bl
EHREBRNEESR |, F3[the section called “<BINEEFNE S,

£

- BIEERE

- BHEE

- BBEE

- REELE TEIE

- REEXBEBITHEFHRESR
o SIHEHK, P e XS EE
« Amazon MSK EERS

tIEEE
WERNA T WALIEBE X Amazon MSK Bit & M K Al X H 4T 4F,

1. BE—XH  JEEFEEERENRERMUARESBAXERENE, TR RHIEE X4+
HRAE.

auto.create.topics.enable = true

log.roll.ms = 604800000

2. B{TLAUTAWS CLIGs S , Hconfig-file-pathBih E—ShREFEBN XHENEER,
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@® Note
BHEBRENEHLAFSUTENRER : "N0-9A-Za-2][0-9A-Za-z-}{0,}$",

aws kafka create-configuration --name "ExampleConfigurationName" --description
"Example configuration description." --kafka-versions "1.1.1" --server-properties
fileb://config-file-path

LA BE 1Tt an 5 a8 B h e B2 R~ 4o

"Arn": "arn:aws:kafka:us-east-1:123456789012:configuration/SomeTest/
abcdabcd-1234-abcd-1234-abcd123e8e8e-1",
"CreationTime": "2019-05-21T19:37:40.626Z",
"LatestRevision": {
"CreationTime": "2019-05-21T19:37:40.626Z",
"Description'": "Example configuration description.",
"Revision": 1
b

"Name": "ExampleConfigurationName"
}
3. L—%XBTLREHEEMN Amazon BREH (ARN ) . R7FLL ARN , EAZEEFAECREH
fedr TSI AtEE, MREEXRTEE ARN JHIJ—IEIJHjLKF'EFE’JFEEEEE%E#T&EU Eo

EHEE
WERBNE T WA EH B E N Amazon MSK B &

1. BIB-—AXH , TEEPEEEEMNEERMUREIRAXEBMNE, AT RRGIEE X4+
HRE.

auto.create.topics.enable = true
min.insync.replicas = 2

2. BfTBLTAWS CLI®T , #config-file-pathB#h L —SHhREE BN XHHEE,
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configuration-arnBRANFLELIEEETIRSMN ARN, MREECIEEEN RRF ARN , 1
AIfEA list-configurations HIHKFHHNAAEERE, SZEEREIXRPERNEENE R
EmR S, BEMN ARN S RIEZIIERSD,

aws kafka update-configuration --arn configuration-arn --description "Example
configuration revision description." --server-properties fileb://config-file-path

3. UTRETeaSEr R E R R,

"Arn": "arn:aws:kafka:us-east-1:123456789012:configuration/SomeTest/
abcdabcd-1234-abcd-1234-abcd123e8e8e-1",
"LatestRevision": {

"CreationTime": "2020-08-27T19:37:40.626Z",

"Description": "Example configuration revision description.",
"Revision": 2

i B B B
TR RN ERARM B ELBRNEE, ST EMBRM MBI EHNEE

1. EEfTTRA, Bconfiguration-arnFRNEVIEREIREN ARN, NREECIER BT
KRFARN , MAFEA list-configurations iR A HKFPHMEEE. BEEHEIIRF
ETRHEENEREMNP, BEMN ARN 8 REZIKF,

aws kafka delete-configuration --arn configuration-arn

2. KT RE{TIH a5 9 5 ZhiE RR A,

"arn": " arn:aws:kafka:us-east-1:123456789012:configuration/SomeTest/
abcdabcd-1234-abcd-1234-abcd123e8e8e-1",
"state": "DELETING"
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FREVEC & T B dE

LT EER T a{a R Amazon MSK B & RIREVE X Bl E /Y T8 iz

1. UTowS2REEXEEN THE. EXRMEENIFHMAIRE , 151217 describe-
configuration-revision,

EZTHTRA , Econfiguration-arnBR N ECIEE BRIRBH ARN, WREECIRE BT
KIR1EARN , A fEA list-configurations S NHEKFAFNFEERE., BREESIRSD
ETHEBFEREMM AT, BEMN ARN tFEREZIIRS,

aws kafka describe-configuration --arn configuration-arn

2. KT RETIGTERNEINEAIRG,

{

"Arn": "arn:aws:kafka:us-east-1:123456789012:configuration/SomeTest/abcdabcd-
abcd-1234-abcd-abcdl123e8e8e-1",

"CreationTime": "2019-05-21T00:54:23.5917",

"Description": "Example configuration description.",
"KafkaVersions": [

"1.1.1"
1,

"LatestRevision": {
"CreationTime": "2019-05-21T00:54:23.5917",
"Description": "Example configuration description.",
"Revision": 1

},

"Name": "SomeTest"

REBXREEEITHFARER
IS R A SR EXT Amazon MSK EEEE1T Y ¥ AR

MREFEA describe-configuration R #R MSKEE , BHEIREN THE. EREEHE
HiER | iEM A describe-configuration-revision &%,

o BT TwSHconfiguration-arnBFRNELIEREEIRSH ARN, MREECIEERER K
R7Z ARN , WA EA list-configurations @B HKFFNAERE, SREREIRTE
THEENEREWNP, BEN ARN BFEREZIKF.
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aws kafka describe-configuration-revision --arn configuration-arn --revision 1

LA BE 1T ar 5 5 B9 B Zh e B2 R 45 o

"Arn": "arn:aws:kafka:us-east-1:123456789012:configuration/SomeTest/abcdabcd-
abcd-1234-abcd-abcdl123e8e8e-1",

"CreationTime": "2019-05-21T00:54:23.5917",

"Description": "Example configuration description."

"Revision": 1,

"ServerProperties":

"YXV@by5jcmVhdGUudGOwaWNzLmVuYWIsZSA9IHRydWUKCgp6b29rZWVwZXIuY29ubmVjdGlvbi50awWllb3VoLmlz]

}

ServerProperties W{EBEMEA baseb4 #H1THmIE, MREFEM base64 EIEER ( HIIN https:/
www.base64decode.org/ ) FaIXt H#t 1T , NREA T OEZEBENBEEN RHREE X HH
NB. EBERT , BHREUTHE :

auto.create.topics.enable = true

log.roll.ms = 604800000

SRR e X EE
LSRR A B A 51| IR P A Y BIAWS X I A B Amazon MSK Bt &

° Jg ZZDTHDTJO

aws kafka list-configurations

LU Rz T a5 5/ 5K h e B2 R 451

"Configurations": [
{
"Arn": "arn:aws:kafka:us-east-1:123456789012:configuration/SomeTest/
abcdabcd-abcd-1234-abcd-abcdl123e8e8e-1",
"CreationTime": "2019-05-21T00:54:23.5917",
"Description": "Example configuration description."
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"KafkaVersions": [
"1.1.1"

1,

"LatestRevision": {
"CreationTime": "2019-05-21T00:54:23.5917",
"Description": "Example configuration description.",
"Revision": 1

.

"Name": "SomeTest"

"Arn": "arn:aws:kafka:us-east-1:123456789012:configuration/SomeTest/
abcdabcd-1234-abcd-1234-abcdl123e8e8e-1",
"CreationTime": "2019-05-03T23:08:29.4467Z",

"Description": "Example configuration description.",
"KafkaVersions": [

"1.1.1"
1,

"LatestRevision": {
"CreationTime": "2019-05-03T23:08:29.4467Z",
"Description": "Example configuration description.",
"Revision": 1

},

"Name": "ExampleConfigurationName"

Amazon MSK B BIRAS

Amazon MSK Ei @ AT AL F LA T EFIRES . EXNERENITRE , ZEEXLF ACTIVE =
DELETE_FAILED IR% :

« ACTIVE

« DELETING

« DELETE_FAILED
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EENEREYY

Amazon MSK A FfE# A Express KEHFHT MSK MBI EEHIRHEEBTLE, WIIETEHEERSD
XAOMAMERT Bk TEFHE=5TE, YA LRATT BEEH#N K SEBETHLBEHT
HoX, ERLFEUREFRNEZTRR , UBhRRAEILE , HEFI B IEAR.

BB TEHREME 30 7HATHNRET BRE , AREY RPRAT2XRERNTAML. NTHE
HEVET MSK Express WTELBEE , TRINL T EARS , BUHNR KRS KRN EMEE 20,000
MoK o WURLTEXMAFNER , 4 FFEEARE.

2025 % 11 A 20 Big , BB FENEIIFL I #H MSK Express 2L M ATEAWSH X H#E H
e

- BBV ENIERE

- BEEEEYEIER

- EAEREBETFERNEEED

- RE-XRBRERA @ EME T B Amazon MSK &5

- Amazon MSK EF NI ERSE &

BB ER TFRE

BRINERT , FiEWH Express R MSK il BESBN EREBFEL TERARS. e8ENUT
BRI

- @@ EMETYE : RFEEE—T , BIAEET MSK Express BEEF RN MSMERRE, EEE
ARINBMEBRNRES , SEBFHABRERNFAWSRESR A EFEFHREFEH IE S X,

- RERSEHTLE : TRERST , hIIELFERREFENETRR , HEUATHERTEHEHF
oKX
- BRAARRKREM R,
- ZEHEBIERESFATE
« AMTHNEZASIRBRTHENELZ A,
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® Note

MRBRATEREFTE , BNTEERAE =T E ( Hi Cruise Control ) #1759 X EFHF
., EXNEEEERENTE , THEEAXEE=FTERHENI XEFH2E AP

& LATE Amazon MSK 12 #1 A R EFA L IhAEE, Bt LAEHAWS CLI, Amazon M AWS SK APIs B
SDK RfEALLIIEE , SAK. AWS CloudFormationEXEZEL , HSFY & Amazon MSK E& Mz
SHEYE.

e 2 LS T

B LAE A LA Amazon CloudWatch 18#RE R IEE# TR LN B rEB FEHIRENIRE

- RebalanceInProgress : WEHRES#HEAM—IX , ERFEHNER 1, EUAH 0.
« UnderProvisioned : R REH LA TEEFTERDS , TENTENIXEH FH, CFELATFE

FNESRE , BEAF KEHNHTHIL,
BXUH MSK MEBERNES | 502228, 222
EHEEBE FEIIREN

- X ERBFENXEFIUERA THHE Express REH#T MSK Ml EEF
- XTEIZXEHSTE , FMERKS T ZHE 20,000 M7 Xo
- BRERENTEE  LTHEERAIXEHRIBE APIs RE=ZFEHNTFHITE, EFALEXTE

APIs RE=FTE K SHMEEEET MSK Express BNEFH N BB L4,
RE-IXEERT @ EME T B Amazon MSK &5

EREEBEYE 6 SBREXRENTHEEEFHPFNRERE  MMELI@ T BESH, Bl
1£ Amazon MSK 2| & i 1TIHbiR/E | AT LAER Amazon MSK APIs 5 AWS SDK ., AWS CLI
AWS CloudFormationH 2 E R L AER , Amazon MSK £ 1T TR -

- BaRS XoESHHRE,
« MEEEMBRKEHRBHD X,

EEALME T BERN  BErinERNERBENEFHTRAMT IR,
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Scaling clusters usingAWS BEE & &

1. FEhttps://console.aws.amazon.com/msk/RITF L G # MSK & ? region=us-east-1#/
home/,

2. GEEHETHL , EBEFOEMNET Express WEE, BXCIRMEEMNE T Express HEEH
E8 , 530, $F1: 0IEWME MSK £5

3. ERETHIRT A ERFELCEHUE.
4. ERESMNXENAKERE REL  BITUATE-RE:

- EEERTAMNESAE , FERRAESNTARRMNRE , RERAZMINRERE.
- EMNEHTBRAE | BRENENTARBER-—ME,
5. ERFREFEER.

Scaling clusters usingAWS CLI

BOLBIREEFNRERERD LR T BRERH. EEHPHITHIREAWS CLI, EFE
Fupdate-broker-count@s ¥ , MM T REIFT R, L SH , £target-broker-countS ¥ 15
EEFHPEENRERE,

aws msk update-broker-count --cluster-arn arn:aws:kafka:us-
east-1:123456789012:cluster/myCluster/abcd1234-5678-90ef-ghij-klmnopqrstuv-1 --
current-version ABCDEFIGHIJKOL --target-broker-count 6

Scaling clusters usingAWSSDK

FalBE RSN FEREREXRO LI T RERE. EFMA AWS SDK HITIHIRE |, EERA
UpdateBrokerCountAPI , #1BA T RHIFT R, X FTargetNumberOfBrokerNodesZ# , BIEEE
BHEENREHRE.

update_broker_count_response = client.update_broker_count(
ClusterArn="'arn:aws:kafka:us-
east-1:123456789012:cluster/myCluster/abcd1234-5678-90ef-ghij-klmnopqrstuv-1",
CurrentVersion='ABCDEF1GHIJKOL",
TargetNumberOfBrokerNodes=6
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Amazon MSK E&E Mg IR B F

RERSBIH S ERBTEIEN—2 , ¥ FTREFTEHE Express REMF MSK Provisioned £
B, ZUERIALTEARS. HEpaLRE T BEHN , Amazon MSK 2B EBHS»XER , A
ERESXOBAFHRE , AFNREDBHSFHBRH X, NERELLENREIEAR DR , &
BEE T & A Amazon MSK JR{ERERAE Bz B2 L ABFEHNEE.

FEN , ZAUEFNRERERSHELE. RERSEREL2BRKRENER | HHTUTR
£ :

- RERRERFRERER (CPU, ME, 7).

- EFERBETAENERITES AR XUE.

- ERHERLEMLL |, ExpressR £ K B P EIRENIRE K Z W R18013,

o RIGERFMERE,

Pause and resume steady state rebalancing inAWS B2 &l &

1. %Ehttps://console.aws.amazon.com/msk/ZR$] FF I S i# MSK 2 #] & ? region=us-east-1#/
home/,

2. TEEBTUHEL , EBET Express WEE., BXRUETEENE T Express WEHNEER |, i
B, B BIBWME MSK §£8

3. EEHFAGENHL , RIIEREFTFTEHRSEEN 831", NRBREHNFEHETTAIR
AXREERE , BUE - NHET Express HEE,

4. HBE THRHIRS  ER RESRBYE
5. E'REBERBYE TEL , PITUTRE

a. &EECERE
b. EERRFEN.

Pause and resume steady state rebalancing usingAWS CLI

EFANEHENENFLEIRDZENAWS CLI, FEACTIVEMEA update-re balancing @5 , 10~ 4l
FiRo FEM @S , FHrebalancingSHiE ERA.

aws msk update-rebalancing --cluster-arn arn:aws:kafka:us-
east-1:123456789012:cluster/myCluster/abcd1234-5678-90ef-ghij-klmnopqrstuv-1
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--current-version ABCDEF1GHIJKOL --rebalancing "{\"Rebalancing\":{\"Status\":
\"ACTIVE\"}}"

Pause and resume steady state rebalancing usingAWSSDK

#&3& "] LA A UpdateRebalancingRequestAP| & BB EH FERDS , UEEHF BB
o LT RO A ARG B FEPRSIRE NACTIVEM ., PAUSED

final UpdateRebalancingRequest updateRebalancingRequest = new
UpdateRebalancingRequest()

.withClusterArn(arn:aws:kafka:us-
east-1:123456789012:cluster/myCluster/abcdl1234-5678-90ef-ghij-klmnopqrstuv-1)

.withCurrentVersion(ABCDEF1GHIJKOL)

.withRebalancing(new Rebalancing().withStatus("ACTIVE"));

final UpdateRebalancingRequest updateRebalancingRequest = new
UpdateRebalancingRequest()

.withClusterArn(arn:aws:kafka:us-
east-1:123456789012:cluster/myCluster/abcdl1234-5678-90ef-ghij-klmnopqrstuv-1)

.withCurrentVersion(ABCDEF1GHIJKOL)

.withRebalancing(new Rebalancing().withStatus("PAUSED"));

HEFE MSK & L#1TE4

Amazon MSK S EHEMERHPRE LWRG, EFSHITAEHMBITKIIMEE, ITXIRLEF SF
BRERGEH. RL2EFUREFERSTRR, ZENERMENEMRAEER. BTN EFR
N T ERER IR RRARCHFEE, RIMNMIVEREBMRERERTEY , BRREMTE,

FRAER IR IS4
MREERBETE , FERBEFT2NENNARFHEAMZE £,

Amazon MSK £ VR EMKREFEFNS TR, FUHEES , RKEBEFENER , #8
Kafka £ B3I FASNEBLAS —MELNRE, Kafka BEFIREBRNENS , 7T B3R 2 KOS
HVZRAL , FAREFHREE AMBEIE MSK & B, HEMIHMR ( 2EEENEE ) FMEEMR Apache
Kafka &P im RIESRE , UEEFHFRIZT

HREELE  Frn L HN TR EZREREEEN, BE2NRIEELENERA (&KZ 22
W,ERED ) p9 REERHI-LIEE (BENLIEY , &2 20 ), XEEEETRZF
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B, RHTEFREMEEIFNANSAEIEN ; SRR ENETIRER  HAKEENERR
R, BREZRER  FERAEBLNE N mABMER,

BB EEFEHR UnderReplicatedPartitions 80 , X2FHHN , RAEXANRE LN S KX
THEHHE, INMARFNEANZESESR , RAREEHMORE LWXEs XWEIARNAELE
L EER,

HUEHE , SREMEELH , eREHLBELPHERRNES . EEETEES , BAEESTE
FSHEHEN CPU EAREM. MRENRELBEBH CPU, RfF, WENBRIR , XENIZF
SN EBNE AR £ &M,

PR IR 4

RERBEXELEFPEN. Amazon MSK 2R RN AREFEBENEFRESH  XEREE—MARARE
BREBENMEER, XIHAUUBREFHN —RXMEETENEY E O 6 EEM T A E A
FR, EEE—#  EREERGHAREMIREBTPE , BHASEFRIGSLEEFTROHE ML
IEO

RERERE T HREXIKRENZEFE | XELFEY RFENET BRI TR ENRRE
{tc Amazon MSK HIREREBIRE T FHEBEDH , UABRERIHNTE , IR THLSBEREE
BHIRHIRE, EXELdd  EEARERENRTERIMEA., ITINLEFED,

REABHAU=TAXNEHEE K BRESGEESHRAIRITANER, EXFECRANEFE
FREN 12 SHEFFAANEZ, 5, RERBESENESREBEIAEREER, RE
RENEINEEER , XEWEE TN EFLZHENEMEFERES , it EPHBEERE,

5Fr& Apache Katka RAEF—# , EEIIRERENFEF RNEFERANES HK-RSHEN. B
BEEFHUAGERECHNASEIAVEBNARERERE, £EMHE ( BEEEHNHE ) BEER
Apache Kafka & P imfy & ESLE , ESHFRIZT. SREBEHRBIE  F/hR L HE R ETE
BRERREREN, XT2YMERMER , RNREEREFEES XASMN. Apache Kafka F /= i

BAPHTRUES , FTFRAFHAS ERBRXER.
REBLAEFmAUEE
Kafka A EAELRE  EERAFPHNERT  SRESESBHENERREFT LT EFNRSH

EFFEHRAN. ZREANSE —MEBRFEESXASN , BAN Kafka B inEN B # 1T R
BHITREFNRASERBRIEER.

EPimRSERELY
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XeSBEFRENRSRBITAZAERAZEYN ; RESB[BLARDTE-—IRSIMHNASE , M
& b A0 AR IR DA B A T Y LS RIEE R

Kafka SEF & RZHILLR
T RB

1. RE ABHABLRS,

2. Kafka EFRmREIFE ( BEMEZHITEREDE not_leader_for_partition ) o
3. XUERELMAR Kafka BEFHEMETHE , MECHERTFNASE,

4. Kafka BEFHREMHEMAE LFN D XASFEREER,

EARNTT R Java BEFWMAMINEE , EEEBREFETT 2®,. EFHRERTIKAEES , BLF
B, W*WARNE B P Ro

"l RE 1

10:05:25.306 [kafka-producer-network-thread | producer-1] WARN
o.a.k.c.producer.internals.Sender - [Producer clientId=producer-1] Got
error produce response with correlation id 864845 on topic-partition
msk-test-topic-1-0, retrying (2147483646 attempts left). Error:
NETWORK_EXCEPTION. Error Message: Disconnected from node 2

"l RE 2

10:05:25.306 [kafka-producer-network-thread | producer-1] WARN
o.a.k.c.producer.internals.Sender - [Producer clientId=producer-1] Received
invalid metadata error in produce request on partition msk-test-topic-1-41
due to org.apache.kafka.common.errors.NotLeaderOrFollowerException: For
requests intended only for the leader, this error indicates that the broker
is not the current leader. For requests intended for any replica, this
error indicates that the broker is not a replica of the topic partition..
Going to request metadata update now"

Katka EFmBESE 1WA (HZ3IY ) BIFRXEHEIR, EEFHERD , XKRTRHN p99 /Y
produce/consume iR (BEE 100 PHESEY ) ., BN EEERART WL EHRSEFiHES
BNHTFEEE, BESHAHRELERIT S
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ALENR EHMAE LM BytesInPerSec M LeaderCount IR B EMRBIERBEBLRER
I, XIEAREMAS IR BI, SR FWEE UnderReplicatedPartitions E#REM , X
FEXRAREMBEIARL TELRSH SN,

[RIBHEE
WIRE Fin-RS|EN T e ML LRRE. FEANEBERRIFE

» Kafka &/ im BEBL B4R IR S fE AT IEH,

« BZHEPRENZEARANTHNER,

- BERSRSBTXASEIBREEZIE,

o ERERFEFNEFER  MNMSBORXASESTBEREEE,

B TRRUEBASREKEBHTHER , RMNBW -
. BFBERSBRBERE  URAREHEREEIELTE  NBRASRSRES.

- BERREXIEAEHUBREFIHLELARER,

o B URELIELE retry.backoff.ms ( BRIAN 100 ) , ABEMNFE, connection/request

. BEPURE SN request.timeout.ms # delivery.timeout.ms IRE RN F SN AREF SLA HWE., XTFE
EHEXE  RENEFSBEAMEBRRELE,

. B URELER bootstrap.servers EVEE 3 MNHEYVIARE , UBENNB AN TTAMTER
Ml

s —HEFIEFHHEMENRIRE K HPLENARFFAALRBECRNEHEENFELE, AXT
BIAE , B REFIRENSEN , ARFRERIERE reconnect/retry 258,

- BIMNBWEEEFRSENIER, RHINERBNFATEHERNE R,

« BATMEE  REAFHEBRERTZEN , BRIBWE =7 golang M ruby EEBMNMUIBE L
BHARBRITE. BRTRIWFEROERERA , BINBWEBRALELSEFER , MBAEAEXFR
AEEEENERMEE,

o BEFARRIX network/not_leader RS R EAXHER , AAECINREEN., F=4£E0RM , AR
kafka T’jﬁ)\iﬂ'ﬂ—ﬁﬂﬁo

- BEFRFTNAEER , UnderReplicatedPartitions A AEENELZLLHE , IR IEEN. T
e , HERWMAZFH,
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Amazon MSK &4

TEEAWSREFZE, FAAWSEF |, BAUZBRTENREARSHRZLHRELALANERMYE
Y BIR O M 45 28K

RERMAHEEBAWSHFTE, REHBEXHEHERNCHNRZEMNZPINREM

s ZREE — AWS ARRFPEAWSEHIZTAWSIRSZSHEMEEN, AWSKENERETUZEERN
RS, ERAWSEMITRIEA TR EATEN—HD , EZAFIHIHIEHMNLNBRERNLZEN
BM, BT #EMAT Amazon Managed Streaming for Apache Kafka &M itk , B RIZE
AT RIRHEYSEE R Amazon Web Services,

s TIRRL-BNREHEEANAWSIRIRE, ZEFENHERRNR , SRENBEN BB,
BN RINERURERBREREN,

B SR E R T SR I{AIE £ A Amazon MSK BRI AREHBEN, T EB A AEE Amazon
MSK USRI EN LM EEMM B IR, BE2 T A AH At Amazon Web Services #5Bh & 5 1%
HM{RHF Amazon MSK &R

FH

« Amazon Managed Streaming for Apache Kafka # i BB R I

« Amazon MSK #J & B IE R X APIs

« Apache Kafka # & 135U F %X APIs

« Bk Amazon MSK EEMNZ £ 4

o FREIFT 5# MSK ZooKeeper S8 5 Apache 1 = #9175 18] X fR

+ Amazon Managed Streaming for Apache Kafka B &M 1 iE

+ Amazon Managed Streaming for Apache Kafka 1 #91k & 8¢
« Amazon Managed Streaming for Apache Kafka FHY B IZELZ M4

Amazon Managed Streaming for Apache Kafka & B BRI

2 IEFTEERAWS D EFEETER FEA T Apache Kafka B9 Apache Streaming for Apache
Streaming PR EERY . MAEHFMRAWS , ARRFPEITAEARTN S EREMZEHAWS Cloud.
BOREPNIEERLERSEN ENRABRHRE, BEATEFRERN AWS RS NLeBEBNEE
F%. BXRBERANESER , FSRNERALAELRE, EXBRMNKERFNER , HSH AWS
Security Blog E#9 AWS Shared Responsibility Model and GDPR & X E,
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HFHERF EH , RAONEBEUERIPAWS Ik &I H EFHAWS IAM Identity Centersl, AWS Identity
and Access Management (IAM) RENARAF. X , 8MNAFPRREBETHIERIRAMENNR.
REWEBIE AT AR EIE

s NENMNKFFERZESHRIE (MFA)
« FAF SSL/TLS 5EAWSHRBFE. RIMNERMEH TLS 1.2, BWWEH TLS 1.3,

- FARE API 1A E3I BEAWS CloudTraile Bx{# A CloudTrail IREREIRAWSEZINEER | &
2% (AWS CloudTrailAF#Er) HFWERA IR CloudTrail &Ro

- EAAWSIEBRRE RUAREPNFIBERIAZEEHAWS RS,

- FABREEZLERS (HlI Amazon Macie ) , ©EBIT XIMMRI F#1E Amazon S3 HEV U
iz

- MREBEAWSEI B HITREZ APl #ITHENFEELT FIPS 140-3 RIEMMEER | EEA

FIPS ih k. BXAAM FIPS InRMNESZEE , B5H (XEBRHEELERE (FIPS ) 5 140-3
RR) https://aws.amazon.com/compliance/fips/o

BABRWE /N BEESHBER (WEEFNE TR ) RAREHEABANEFR
(WERFR ) . XTELEAWS RSEREFE. API H5 Amazon MSK HEAHLHAWS CLIGHE
Bfo AWS SDKsTERTEMHHREH BHRA XA FRHIAANTAREBTELATIHRIIZHA
Ho MREEMNBRS RS URL , BB UEFEEMNU P I EFRIEEERBIEX Z RS RN E
Ko

£

« Amazon MSK Nz

« Amazon MSK & A 7]
« & Amazon MSK APIs 5#0 VPC &KixT B &H

Amazon MSK iz

Amazon MSK 4t 7T BIEMZIEDT , 7] AX LRI 2™ KRN BIEEEER, Amazon MSK AT
MBRIEBAFE 13 NPALIT—R. Amazon MSK 2 BZh HATE EBHEITIXEIE$H, Amazon MSK
Fria#TIEP EFREN |, RERBER DML T ACTIVE RS, W FHEREESR | Amazon MSK £
ERERMIEBEFRENNEFRRDIZE N MAINTENANCE, FEHERE , MSK 2 FERFRSE
PEEBHN ACTIVE, MEBL FIIHEFIRER , B USEERMNEARE | B e BERTEM
BEHEERE,
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Amazon MSK #7& &

Amazon MSK 5 AWS Key Management Service ( KMS ) ERAIREIER MRS [ IHMNEE. Amazon
MSK IAA NFR BN ERSEIE, HIE MSK E&# , BALUEEZRFE Amazon MSK AT INZES
BIEH AWS KMS key, TIRERIEE KMS 247 , Amazon MSK 2R & 81E - AWS HREXEH
HRKEFEAE. BXKMS BZHENEZEE , 28 (AWS Key Management Service 7F & A & 15
&) HH AWS KMS keys.

Amazon MSK 4% i /1 in 2%

Amazon MSK £ TLS 1.2, MINBERT , ESNEHE MSK SRV RE 2 BEMAVHIE, TEL
BEHNESEMNINE,

NTEFHENRECENERE , BLTEE T =ZHREZ— :

« XAV TLS MBm#HHE, XRHMINRE,
« EIRSAVFENEEM TLS MEHE,
o AN EIE,

5% MSK 24 A £/ 1 AWS Certificate Managerif$, Eit , £{1S4F Amazon Trust Services
HEEFE th 2151F Amazon MSK RIEBRYE$,

SREBMNBRWERERADNE BT ARKEMFAAN CPU FHN/LEWHNIER, BR , XS
FEARMINXEERHTHER , KRNWEEPRTER, FrinfeERBEREEXHHEE,

Amazon MSK Nz A7

Bl MSK &8 , ZaLAEA JSON BXIEEEMNZRE. ROIMT :

"EncryptionAtRest": {
"DataVolumeKMSKeyId": "arn:aws:kms:us-east-1:123456789012:key/abcdabcd-1234-
abcd-1234-abcd123e8e8e"
},
"EncryptionInTransit": {
"InCluster": true,
"ClientBroker": "TLS"
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3 F DataVolumekMSKeyId , A LAURIKF (alias/aws/kafka) B MSK lEEZEFEE R
AWS ERZ, MREKRIEEEncryptionAtRest , Amazon MSK & iR B EEASEIE. AWS
REXRAEBELNERERNZE |, BAX GET BRLFA DescribeCluster API #1E,

3F EncryptionInTransit , InCluster MERIAEN true , ERMRERBIERIE 2 A 1&iE BIE
Btit Amazon MSK MNZE#E , W AT LU L BTIR E A falseo

ENEFENREZBERNBEEEMZRN , 51 ClientBroker REANAT=MEZ
— ¢ TLS. TLS_PLAINTEXT = PLAINTEXT,

3
« |72 Amazon MSK £E s EMHRIRE
o Mixt Amazon MSK TLS Nz

212 Amazon MSK E&# I EEMERE

LS FENB T MATESIE Amazon MSK IS EMERE.

SIREREENZRE

1. FE-FEANNBREFEXHF , AN ZXHEERENEMER. S, FHEER

encryption-settings.json,

2. 1&{T create-cluster @ HHEMA encryption-info kML M ERFEE JSON B H,
RIS - BN {YOUR MSK VERSION}E Apache Kafka & F s A< #8 PCEC Y AR AN, & < 204a
BR MSK £ IRANEE. , BEHAEE MSK S£EWA., #IE , £A5 MSK £EREATEH
Apache Kafka &P imhR A , AT8E2 5 B Apache Kafka BiE#HIA, EXFE.

aws kafka create-cluster --cluster-name "ExampleClusterName" --broker-node-group-
info file://brokernodegroupinfo.json --encryption-info file://encryptioninfo.json
--kafka-version "{YOUR MSK VERSION}" --number-of-broker-nodes 3

BAF BiE 1T e 85 5 Ja 89 B Zh W LR A1

{

"ClusterArn": "arn:aws:kafka:us-east-1:123456789012:cluster/SecondTLSTest/
abcdabcd-1234-abcd-1234-abcdl123e8e8e",

"ClusterName": "ExampleClusterName",

"State": "CREATING"
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Mi® Amazon MSK TLS 1n%
LSRN B T WMATE Amazon MSK EIlig TLS %,
Mzt TLS mnzs

1. % H&the section called “BIERE P ixiTEVFHNIES A EZT P init &,
2. EFEFIRITEN EZ%E Apache Kafkao

3. BEARBF , BIER IVM EEEE MSK £FEE. Nt , FEEEFTFRITENLIEZ—
BH /tmp BIXXHR, ARfE , #3 Apache Kaftka ZZ/ bin XHX | HETUTHS. (K
JVM BREARERHE, )

cp /usr/lib/jvm/java-1.8.0-openjdk-1.8.0.201.b09-0.amzn2.x86_64/jre/lib/security/
cacerts /tmp/kafka.client.truststore.jks

4. MEZFHITEN LM Apache Kafka B2/ bin X4XRF | BB R
client.properties WXAXH , ZXHBEUTHR.

security.protocol=SSL
ssl.truststore.location=/tmp/kafka.client.truststore. jks

5. TEAWS CLIZETHWITEN LZTATHT , clusterARNE#R N EEH ARN,

aws kafka get-bootstrap-brokers --cluster-arn clusterARN

BUMERMTATR. RELHER , RAGEEET —IHEATE.

{

"BootstrapBrokerStringTls": "a-1.example.g7oein.c2.kafka.us-
east-1.amazonaws.com:0123,a-3.example.g70ein.c2.kafka.us-
east-1.amazonaws.com:0123,a-2.example.g7o0ein.c2.kafka.us-east-1.amazonaws.com:0123"

}

6. BITEAT®T , BootstrapBrokerStringTlsB#REBE L—SHRBIRBIRRZ—,

<path-to-your-kafka-installation>/bin/kafka-console-producer.sh --broker-
list BootstrapBrokerStringTls --producer.config client.properties --topic
TLSTestTopic

7. IAFHSTEAAERIE-AEMRITEN. K5, STUTHTUEIREHEERR.
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<path-to-your-kafka-installation>/bin/kafka-console-consumer.sh --bootstrap-
server BootstrapBrokerStringTls --consumer.config client.properties --topic
TLSTestTopic

8. HERBEOP , MANKFHEERTEER , HECAREQFERMEEE. Amazon MSK
X 4% R Y L SH BT T N

BXEE Apache Kafka B in MEAMZHRENEZER , BFSHAOLE Katka B I

& Amazon MSK APIs 5#0 VPC &Xin¥ /B & E A

& 0] LA B HAWSPrivateLinki2 2 X /932 0 VPC K ix1 =K P L &K Amazon VPC F1 Amazon
MSK ZERE APIs BRI S NE, A VPC AT RAEEBRMMNK, NAT &%, VPN IE
= AWS Direct Connect iE#2, AWSPrivateLink 2 — 8 F 58 4 M &3 O RPAWSIR S 2 AR E B
EHAWSH AR |, £ Amazon VPC IPs RERFEME, BXREZER |, FSHILS# Virtual Private
Cloud MO VPC & = (AWSPrivateLink),

BN ARFALMERS Amazon MSK FiiEl & MSK Connect 1 APIs » AWS PrivateLink B % ,
7 Amazon MSK API €22 —4#0 VPC W& , LAMER B M aiE Amazon VPC ﬁ/ﬁﬂouwiﬁtﬁuwééﬁ
O VPCwmR. BA FIPS WO VPC ImEATRERXE, BXEZEER , BERAEZDORS.

ERALLIhEE , Apache Kafka & F i AT 31 S REBUE 2 F /AR LUEETE MSK 5 MSK Connect &R ,
TEEHEBRMRXRERIEZEFRB,

tlEEO VPC im [, R UATRSBEMIRK[Z— !
X FE MSK :

+ com.amazonaws.region.kafka

- com.amazonaws.region.kafka-fips ( /& FIPS )

HPXEEEHNXEE . ERIRSBMAS MSK Tl E APIs®E. BXEZER , F5H

https://docs.aws.amazon.com/msk/1.0/ apireference/ %

¥fF MSK Connect :

+ com.amazonaws.region.kafkaconnect
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HAPXIEESHXEER, EREERSEFHRETE MSK Connec APIs t 8. BXEZEE , F5H
{Amazon MSK Connect API &) HIRE,

BEXEZER , SFEMEED VPC LR AM step-by-stepiii i , S FAWS PrivateLink3g® 89 6l
E%Dé&ﬁﬁqﬁ,\“o

P &3 I % MSK FifEe & sk MSK Connect B VPC L& im ¥ S8y i5 BRI PR APIs

8B VPC im SR RE |, Al A &IAE , AR - R ME VPC i S EAMME IAM AR, 4
HACHEREINTNAZER , NTFRFIREBELEE VPC w7 ihR,. ERAMBNMNREIERE  EX
FIiE MSK 5 MSK Connect ARS KI5 B FR .

W RETE O bs BT R INZREE | Amazon VPC 29 & hn— N BRIASK B iZ%H%ﬁ:iH‘JHIi“E’J?—Eé
WE, KiET ARRBFASBSZHER IAM ETSONKBIBSBER KK, X2 - NRIRAER
AT 2 Mim L EE RS #H TR

BXREZEE , 550 (AWS PrivateLink 5@) FHEA VPC i K42 HIXd AR S5 #Y 77 1 o

MSK Provisioned — VPC policy example
Rz | X PR

B RGIRBE AT AR IR EAN VPC IR, (BXEZER , HSHEHX Amazon VPC BIREY 1
[l ) o ERHEMREEETEM MK VPC in 5| HE iR E 1’!50

"Statement": [
{
"Sid": "MSKReadOnly",
"Principal": "*",
"Action": [
"kafka:List*",
"kafka:Describe*"

1,
"Effect": "Allow",

"Resource": "*"

ME MSK — VPC i S FE 8. =l
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BR#IXT 45 E MSK SEBEHY 15 [4]
BRI SRS BT LB DB R A VPC SR, CRAIET MM VPC ik RS EMN Kafka £8%,

{
"Statement": [
{
"Sid": "AccessToSpecificCluster",
"Principal": "*",
"Action": "kafka:*",
"Effect": "Allow",
"Resource": "arn:aws:kafka:us-east-1:123456789012:cluster/MyCluster"
}
]
}

MSK Connect — VPC endpoint policy example
P E R H R B FT Y E SR

THEZAT MSK Connect Byt SEREERGI. LRI RVFIEES G HIERS | FOIRMIER
o

JSON

"Version":"2012-10-17",
"Statement": [
{

"Sid": "MSKConnectPermissions",

"Effect": "Allow",

"Action": [
"kafkaconnect:ListConnectoxs",
"kafkaconnect:CreateConnector"

1,

"Resource": "*",

"Principal": {

"AWS": [
"arn:aws:iam::111122223333:r0le/<ExampleRole>"
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FRARER

}

MSK Connect — VPC i 5. 5K B 7= 45l

RAVFHEE VPC BR4FTE P #iikAYIER

BT RAEIERVRRAVRBIEE VPC HIEE IP VBRI, REET IP it AY1E R

KMo
{
"Statement": [
{

"Action": "kafkaconnect:*",
"Effect": "Allow",
"Principal": "*",
"Resource": "*",

"Condition": {
"IpAddress": {

"aws:VpcSourcelIp": "192.0.2.123"

iy
"StringEquals": {

"aws:SourceVpc": "vpc-555555555555"

}

Amazon MSK # & 438 iF F1 R 1X APls

AWS Identity and Access Management(IAM) AWS fR$s I & B E 12 R &2 2 b 32 HI3T AWS B IR 1Y 175 1]

PR IAM B R 26 AT LUBE S IR (EF% ) M
Ro EAILLER IAMAWS RS , TEXMAFNTEA,

EFB
« Amazon MSK {5 IAM Bt & & A
« Amazon MSK E F & 9B K #& R~ 4l

« Amazon MSK W RS XA
« AWSITI 3i# MSK MIFEE R

B ( EANPR ) kEA Amazon MSK #

Zet
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« HEZ& Amazon MSK 5 14 1/ 8] (8] &3

Amazon MSK {5 IAM BEi & A

EER IAM BEX Amazon MSK BiARIBR Z 86 |, & MN1Z T FEHLE IAM Iheerl A F Amazon MSK.,
E4M 7 % Amazon MSK MEMAWSIRZWAS IAM BEER , B2H IAM AFREEHHNE IAM
EFERANAWSES .

FH

« Amazon MSK EF & ## Ky KB
« Amazon MSK EF & RHVKEE
« BT Amazon MSK #RZ Ay IR
-+ Amazon MSK IAM A&

Amazon MSK & F & 7 #I SR B

BEEA IAM ET SRR | SALEEARAFSIELNBREMNTRUR R IFSRIELIRIENS
#, Amazon MSK X3 EMIRE,. BRMEZMGR, ET7HE JSON XD FERANMETE , 5511
C(IAM B EmE) S/ IAM JSON ETESE,

Amazon MSK ETF B 3 RBEAVIRE

EE R WLER AWS JSON REERIEEHERRIBEMF L, BREER , BN EETUANTLARFERITER
&, AREMHAZRHETHIT,

JSON ZHEEH) Action TEMA A THEREF AFRIELILFHHRE, EREPISHREARTR
ITRERIRERI R,

Amazon MSK RIS IRETERERIERA LA TBIZ : kafka:. Hla0 , ERFEAFER Amazon MSK
DescribeCluster APl ##EH#IR MSK R HIMNIR , BRIfF kafka:DescribeCluster BEHAA
HERE, REFQLMEE Action B NotAction ;tE. Amazon MSK EX T EHC K —AEHE , LA
BIRE A BAE A Z RS HITRIES .

BEE , MSK =T W RIRIRETEIRER APIs fEfkafka-clusterdi® , 5. IAM ZHKRRE, 28
YERIRIRINIE X

BEERMEUFEESTURE  BEAESHENRT , TR :

"Action": ["kafka:actionl", "kafka:action2"]
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B LERBESR () BESMRE, 0, EIEELLEE Describe FFLMFIERE , @BUT
BIE -

"Action": "kafka:Describe*"

E&EEF Amazon MSK BR¥EMFIER , HZH (IAM AF#E®E) FH Amazon Managed Streaming for
Apache Kafka FVIR1E. BRMEZMR.

Amazon MSK & F & 13 #I KB &R

EIE R A LAER AWS JSON REERIEEW ARG RMT L, HHRYH , BNEAATLIT AR FRITER
&, BAREAARETIIT,

Resource JSON REETEEEZRENARFEN —IHZ IR, FRAZEREK , HEMAE Amazon
RFEEY (ARN ) BERK, NTAERRENRONEE  FEABER () EREINATHER

3
WMo

"Resource": "*"

Amazon MSK EHIFIREBFLLT ARN :
arn:${Partition}:kafka:${Region}:${Account}:cluster/${ClusterNamel}/${UUID}

AXBRAWEZEE ARNs , HS 1 Amazon FEA# (ARNs) MAWSIRS a % 22 o

fBlan | BEFEAFTIEE CustomerMessages SEf , EEAELT ARN :

"Resource": "arn:aws:kafka:us-east-1:123456789012:cluster/CustomerMessages/abcd1234-
abcd-dcba-4321-alb2abcd9f9of-2"

EEERTREKSNAASS , BEABESR ()

"Resource": "arn:aws:kafka:us-east-1:123456789012:clustexr/*"

TEXN B ERFHITEL Amazon MSK ##4F |, SIINA T IR R RAVERE, EXEBRT , BYLAER
BEARF (%)

"Resource": "*"
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BEEENMEYPEESNER , 5 ARNs AES 2R,

"Resource": ["resourcel", "resource2"]

EEFTI# MSK BRERKHSIFK ARNs , FZH IAM AFEBPHIL S 2T EREMAER Apache
Katka EXHRR. ETHEATUERLEREFIEESNRIEREN ARN , 25 Amazon Managed
Streaming for Apache Kafka & W VIR 1E,

Amazon MSK & T & 58I SR BR Y R4 3247

EERWLER AWS JSON REERIEEHEARIBEMF L, BREER , BNEETUANT AR FERITER
B, AREMH ARG THIT,

Condition TERBENNFHEEEFVMERIT. EASGIRBERAZEZER (FW, ST
T ) BERHARER , MERBPHFASERTNVEMTE, BEEERMBAWSERZFR , BSH
IAM AP ERmPAWS 2 BEM4 £ T XEH,

Amazon MSK EX T HCH—AZHE , EXHEA-—L2RENHE. BEEEMHEAWSERRM4RE
FZH IAM AP EEPNAWS 2 FRA LT XEA,

E&EF Amazon MSK &M 8M %X |, H5H (IAM AF#ER) # M Amazon Managed Streaming
for Apache Kafka &4, ET7HRETUNBERENTREAZER , 1525 Amazon Managed
Streaming for Apache Kafka & X BV 1E.

Amazon MSK & F 5 15 By SR BE B9 7= 451

EEE Amazon MSK ET BRI RO , S H Amazon MSK E T &4 K BE =6,
Amazon MSK & T &R HI K

Amazon MSK XA T Amazon MSK SN EFRR (UM ETRENEER ) . BUUFERAES
SREESRTE L HRLE 1AM A BK N RKIZE S Amazon MSK EEHNAEERE. 45 IAM B iR
SHBRIE—E2EAN  BETUEAERREANEZENE P IREHEE X Kafka ZiEEARAIR,

SR RBESIFNRAKNA 20 KB,
EERNMEESHEBHN RS , BSRLSRE 2 HEFREBKINE MSK &£,

ETF Amazon MSK FRERI 2

B L RR XK INE] Amazon MSK 8, EETHREEHHR , REFEFEH
kafka:ResourceTag/key-nameaws:RequestTag/key-name B aws:TagKeys SR 7E R
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HNEGETEPERIRZER, HXFRiE Amazon MSK BIREEE. | i55 #the section called “4AEEE 1N
BE,

REeBB THRERZHEFRNTR, BEQETINEREEARNFEL , FERBEPRN—FTHREM L
MiE,

EEEETHONRE (ATETEHE LRI RKBEHIFNIZEFENTHR ) B , FSRBRERLSTHR
Amazon MSK £ &%,

BOLEETEMNRBPERASZY , LERETHRSEHR Amazon MSK BIRE 7 BR. LREIE
ATWACIBRATRAFERER. REEHSISRE, JIHERET S, EHNMBREFNRE, B2,
NHEHRL Owner WERAZAFH username B |, LtREFTSB TR, U TRBEHHE - MET
AFHREFPNED, ZREPHE —MEIRBREFEBTHREINR,

JSON

{
"Version":"2012-10-17",

"Statement": [
{
"Sid": "AccessClusterIfOwner",
"Effect": "Allow",
"Action": [
"kafka:Descxribe*",
"kafka:Get*",
"kafka:List*",
"kafka:Update*",
"kafka:Delete*"
]I
"Resource": "arn:aws:kafka:us-east-1:123456789012:clustex/*",
"Condition": {
"StringEquals": {
"aws :ResourceTag/Owner": "${aws:username}"
}
}
},

{
"Effect": "Allow",

"Action": [
"kafka-cluster:*Topic*",
"kafka-cluster:WriteData",
"kafka-cluster:ReadData"
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1,

"Resource": [
"arn:aws:kafka:us-east-1:123456789012:topic/*"
]
}
]
}

Amazon MSK IAM & &

IAM &2 Amazon Web Services T &1 B 545 E PR Y SE4K,

Fim et EiE A F Amazon MSK

A LAER IR ZIE R TERE EHARIEES , 2K IAM B9 REKF A€, S LB
FAssumeRolez ZE K AWS STS AP| #4ERIREIE Bt Z2 £ if $ GetFederationToken,

Amazon MSK X £ A N rf ZilE .
REXBEKAE

ARS51E5< A & 7L ¥F Amazon Web Services T RIEIRS PR HIR , LARETHEF. BRERKAG
ERE IAM KPR, ARZBRSHE. EERAATUNESETREERSHAXABHNR.

Amazon MSK X#EREHEXA®, BXCIEHEE Amazon MSK RESHXABNIFMER |, H5
#the section called “BREZ K<L A B,

Amazon MSK &F & 1419 K B& 7R 5

BIAMBRT |, IAM AP A BTAINIT Amazon MSK API i&4E, EIE R HMEIE 1AM policy , LAMER
APRMAERFRRUNMENEERRRITEEN AP R, AR5, B R LTI R IEH NZY
TSEXLENRM IAM B ESA,

ETHNMAERXL RS JSON K62 IAM ET S 0K , 238 (AM AFER) 91 &
JSON &3+ L 6 2 5K

FH

- RATAFEEMAIIE SR

* 15— Amazon MSK £ &

- BFEFRZIHIR Amazon MSK £ 8
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KRB R ESREK

ETHEONKBEEENARTACIRE, RS EREK S FHE Amazon MSK iR, XLEEREREE
SfE AWS IKFFERAE, tIZRREET S ONREE | HEEUL T ERMEL

« FIRERAAWSHERBHARARENRNR — EFEAAFNTEAERTRR , EEANTFSE
WAGRFRIRWAWSHEE REE. TIIEMRNRAPTHAWS K/, RINBWEED E LH NS
RABIBNAWSEFIRERBERE—DRINBR. BREZEELR , SR (AM AFEE) R AWS
RER N TR AWS EEXRE,

« NASENR : EEA IAM RERENRE , BREFRITESENNR. At , EAER
EREFRG T AUNBERRRTHRE , BN RENRFA. BXEM IAM NARRNESZE
B, B2 (AM AFER) P8 JAM R EyREE R

« fEF IAM R R R4 — SRS R AR 487 LA 5K B NS 440 SR BR I XS R AE R R RV 7 18]
Bl |, B LUR BRI R RIEESAMER SSL £EFIEER, MRRSBRERBIBENSNE
FARY | Tt AT BAME R SR 1R T 3 AR SS#RVE R 5 (RN FRAWS BRSS , fila0CloudFormation, BXE %
5, BZH (IAM BF1ERE) B/ IAM JSON KB TE | &,

« £/ IAM Access Analyzer BiE &Ry IAM RBE , USRIV Z £ MRIhEEM : IAM Access
Analyzer 2 IFFT RS M B KR , LAREEAS IAM KEIES (JSON ) M 1AM FH{ESE
B2, 1AM Access Analyzer 12 100 ZTURBREM ATIRENREIL , SUHBBEFIELS HINEMEN
Kig, BXEZEE , 520 (IAM AFER) FrEA IAM Access Analyzer KRB,
- FEEZEHFHRIE (MFA)-INRAWS IKFZNZSFTE IAM AFRSBAF , F5H MFA iRE%2
M, EEEREA AP BEREE MFA |, 58 MFA 28R INBIEHERES, BXEZER , H51
C(IAM BF$EE) HIERA MFA RH API 15 [R .

BX IAM FRNREIRNESESR , H2H (AM AFER) $18 IAM AR £ HEXEK,

RTFAFERMIIE SR

ZORBIGER T BRI EE |, BLARYE IAM AP ERM NI EAS SO RNERNEE R, LR
SREEEHE LSEAAWS CLITK AWS API LU4mRE 75 = 58 At R E R IR

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
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iam:GetUserPolicy",
"iam:ListGroupsForUser",

jam:ListAttachedUserPolicies",

iam:ListUserPolicies",

iam:GetUser"

1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
.
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}

LR SN

G| —4 Amazon MSK &£ &

FEWRBIF | BAEE R Amazon Web Services Ik HFH IAM AP EF iR ENES
purchaseQueriesCluster MIXPR, WLIRBEA TR HRER. RIHESISAE, JIHERET R
HEHT.

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid":"UpdateClustex",
"Effect":"Allow",
"Action": [
"kafka:Descxribe*",
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"kafka:Get*",
"kafka:List*",
"kafka:Update*"
]I
"Resource":"arn:aws:kafka:us-east-1:012345678012:clustex/
purchaseQueriesCluster/abcdefab-1234-abcd-5678-cdef@123ab01-2"
}

BIEFRZITE Amazon MSK £8

BRUEETHORNRBHRERAZNSE , LEETHRIZEFN Amazon MSK BHRAVTAFRIRR. 1thREIE
AT UWAGIR AR HERER, KIESSRE, IHERETR, ENNBREFNRE. BR
R EFRZE Owner WENZAFHNAF BN, TR THNR,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "AccessClusterIfOwnerxr",
"Effect": "Allow",
"Action": [
"kafka:Descxribe*",
"kafka:Get*",
"kafka:List*",
"kafka:Update*",
"kafka:Delete*"
1,
"Resource": "arn:aws:kafka:us-east-1:012345678012:clustexr/*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/Ownexr": "${aws:username}"
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O] LU Z SR BE M AN B S8 K P RS 1AM . IR AN richard-roe WAFPZRE#H MSK £33
MAFEBFRICH Owner=richard-roe = owner=richard-roe, &N , MFFHIEL G, &M
FRE® Owner It Owner M owner , EANRHREMRITX 2 KNE, BEXELZEE , BZH IAM A
P K IAM JSON RT3 : &4,

Amazon MSK HWRZ <A

Amazon MSK £ AWS Identity and Access Management (IAM) RS <A, RESHEXABE—T
MAFEEM IAM AL , ©5 Amazon MSK E##XEk, IREMEXAEH Amazon MSK FlEX , @¥FiZ%
RS AR EKEEAEMAWSIRES FFENFIE R,

REEXAERTILEERNMIZEE Amazon MSK , RRAEFRAFRIMAAENR. Amazon MSK A E
VERBRSHEXARHUNER, BRIEBITEN , BNRE Amazon MSK FTEERAE AR, EXHNRETE
EERBEAMNRREE |, T BNPRREE T EEM B EME A IAM 3£,

BEXRXXIFRSHEXACHEMERSHNEES , BSHEEH IAM B Amazon Web Services , H&E KRS HE
XACRHFERARHES.,. BEREREERTZRSZWRS KB A G EERE,

£

« Amazon MSK KBRS X & &R

« 7 Amazon MSK BIZRFHEXAE

- im%E Amazon MSK WIRSHEX AR

« Amazon MSK fRGHEX A B XN XE

Amazon MSK BV RS- #Hx & R

Amazon MSK & F AWSServiceRoleForKafka B BRS X A, Amazon MSK {E Ltk & &5
B IR TR HMITUATRE -

» *NetworkInterface - EEFK/HPEIEMEENEEN , £ VPC HrYE 7 in A LA R &£EF
R,

« *VpcEndpoints— EEEFKFFH VPC KT R , XELKRTIAATES VPC FNEFER
£ R LEEAWS PrivateLink, Amazon MSK Xf DescribeVpcEndpoints, ModifyVpcEndpoint
# DeleteVpcEndpoints AR,

- secretsmanager— EAEBEEFEIEAWS Secrets Manager.
« GetCertificateAuthorityCertificate - ®RIABEIEHMENEHIES,

Tk 198


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html

Amazon Managed Streaming for Apache Kafka FERARER

WREHXACBHMMBIUTIEERMK : KafkaServiceRolePolicy, BXMWERHWER , 5
¥lKafkaServiceRolePolicy.

AWSServiceRoleForKafka RS HEXABEEUTRZIKAZAR

 kafka.amazonaws.com

ABNRER A F Amazon MSK 31 &R 7 B T ig1E,

JSON

{
"Version":"2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"ec2:CreateNetworkInterface",
"ec2:DescribeNetworkInterfaces",
"ec2:CreateNetworkIntexrfacePermission",
"ec2:AttachNetworkInterface",
"ec2:DeleteNetworkInterface",
"ec2:DetachNetworkInterface",
"ec2:DescribeVpcEndpoints",
"acm-pca:GetCertificateAuthorityCertificate",
"secretsmanager:ListSecrets"

]I

"Resource": "*"

}I
{

"Effect": "Allow",

"Action": [
"ec2:ModifyVpcEndpoint"

1,

"Resource": "arn:*:ec2:*:*:subnet/*"

},
{

"Effect": "Allow",

"Action": [
"ec2:DeleteVpcEndpoints"”,
"ec2:ModifyVpcEndpoint"

1,
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"Resource": "arn:*:ec2:*:*:vpc-endpoint/*",
"Condition": {
"StringEquals": {
"ec2:ResourceTag/AWSMSKManaged": "true"
},
"StringlLike": {
"ec2:ResourceTag/ClustexAxrn": "*"
}
}
}I

{
"Effect": "Allow",

"Action": [
"secretsmanager:GetResourcePolicy",
"secretsmanager:PutResourcePolicy",
"secretsmanager:DeleteResourcePolicy",
"secretsmanager:DescribeSecret"

]I
"Resource": "*",
"Condition": {
"ArnLike": {
"secretsmanager:SecretId": "arn:*:secretsmanagexr:*:*:secret:AmazonMSK_*"
}
}
}
]

BYMEENR , £ IAM K (AR, AFNAR ) 012, FEIMBRRSIEKAG. BXESE
B, B2 (AM AFERE) PRRSKERABRR,

A Amazon MSK ¢8I RZHEXAE

BEEFHUEBRRSZEXAR, HEBEAWS EEZEFH A, = AWS API FEIE Amazon MSK & & it
AWS CLI , Amazon MSK £ R ERIZRZHERAE,

MREMBRZBRSKEAR  AREEBRCE  SuLEAMEREEKFHPERCELAR, L&
B2 Amazon MSK £ &8} , Amazon MSK FBX N ECIZBRSHEXAR,
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YR%E Amazon MSK NRSZHKA®

Amazon MSK F A #8458 AWSServiceRoleForKafka BREZHXx A/, tIERS<BEAR®G , B8L
TERACHEN , AATEEZHSAS| HiZAR., BRTLUER IAM REAGIER, BEXEZE
B, #ZR (AM AFERE) AN RERS KA,

Amazon MSK fRZHx A B IFHN X

Amazon MSK XFEZRF ATAMNAMABEXEHEARSHEXAE, AXESER , BSRAWSXHEH

Lol
Ui S o

AWSTE 5 MSK K EE R B

AWSHE XM EZHEMNEENMILKRKAWS, AWSHERBEENTZENAGRENR , UE
BRIBFIRAAF, ANBEsENR.

FicE , AWSHERBURT2NENBEAMRTFRERBRNR , BACNAIHABEAWSE &
Ao BINBVBIERFETEARINES EERRBKE -SRI NR,

BT EERAWSHE R P ENLHNR, MRAWSEFAWSHERKPE LR , WEHLIIEZ
RMFIRBENAMEZEREASND (AF. AVAC ). AWSKRHEAIRRER NI API HIA RS AT LAE
FIFTAWS BRS5HY API B 1EBT EHAWSHEE KEE.

BREZER , F5H (AM AFER) B AWS EE XK,

AWSIEEEB : Amazon A MSKFull ccess
WERBEBEFEENR , AT EHT2HEAE Amazon MSK 24, IWEREPHNRSHENT

« Amazon MSK R /A FFiE Amazon MSK ##4E,

« Amazon EC2 fR - kR PEEFEERIE APl BRI EARERR. X2H 7 HR Amazon MSK
BEEM R EER P FERATR. HERBEPNWERT IE EC2 R AT Amazon MSK 8|2 S ERAWS
RR , IR E TR EE,

« AWS KMS PR - API BAHE A TFRIFERPH EEERFE. Amazon MSK %R EA1F 8E1E
Amazon MSK S &% Y 240,

« CloudWatch Logs, Amazon S3, and Amazon Data Firehose #XPR — Amazon MSK EE
BEBATIREEEHEREXEEFRNREBEFEREN.

« IAM PR — Amazon MSK ZEEFsEELNIKF FRIZRSZSHEXAE , HATSERSHITAG®EE
#5 Amazon MSK.,
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JSON

{
"Version":"2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": [
"kafka:*",
"ec2:DescribeSubnets",
"ec2:DescribeVpcs",
"ec2:DescribeSecurityGroups",
"ec2:DescribeRouteTables",
"ec2:DescribeVpcEndpoints"”,
"ec2:DescribeVpcAttribute”,
"kms :DescribeKey",
"kms :CreateGrant",
"logs:CreatelLogDelivery”,
"logs:GetLogDelivery",
"logs:UpdateLogDelivery”,
"logs:DeleteLogDelivery"”,
"logs:ListLogDeliveries”,
"logs:PutResourcePolicy",
"logs:DescribeResouxcePolicies",
"logs:DescribelogGroups",
"S3:GetBucketPolicy",
"firehose:TagDeliveryStream"
]I
"Resource": "*"
}I
{
"Effect": "Allow",

"Action": [
"ec2:CreateVpcEndpoint"

1,

"Resource": [
"arn:*:ec2:*:*:vpc/*",
"arn:*:ec2:*:*:subnet/*",
"arn:*:ec2:*:*:security-group/*"

]

},

{
"Effect": "Allow",

"Action": [

202



Amazon Managed Streaming for Apache Kafka

FRARER

"ec2:CreateVpcEndpoint"
]I
"Resource": [
"arn:*:ec2:*:*:vpc-endpoint/*"
1,
"Condition": {
"StringEquals": {
"aws :RequestTag/AWSMSKManaged": "true"
},
"StringlLike": {
"aws:RequestTag/ClustexrAxrn": "*"
}
}
}I

{
"Effect": "Allow",

"Action": [
"ec2:CreateTags"
1,
"Resource": "arn:*:ec2:*:*:vpc-endpoint/*",
"Condition": {
"StringEquals": {
"ec2:CreateAction": "CreateVpcEndpoint"
}
}
}I

{
"Effect": "Allow",

"Action": [
"ec2:DeleteVpcEndpoints"
1,
"Resource": "arn:*:ec2:*:*:vpc-endpoint/*",
"Condition": {
"StringEquals": {
"ec2:ResourceTag/AWSMSKManaged": "true"
}I
"StringlLike": {
"ec2:ResourceTag/ClustexArn": "*"
}
}
},

{
"Effect": "Allow",

"Action": "iam:PassRole",
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"Resource": "*",
"Condition": {
"StringEquals": {

"iam:PassedToSexvice": "kafka.amazonaws.com"
}
}
},
{
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "arn:aws:iam::*:role/aws-service-role/kafka.amazonaws.com/

AWSServiceRoleForKafka*",
"Condition": {
"StringlLike": {
"iam:AWSServiceName": "kafka.amazonaws.com"
}
}
}I

{
"Effect": "Allow",

"Action": [
"iam:AttachRolePolicy",
"iam:PutRolePolicy"

]I
"Resource": "arn:aws:iam::*:role/aws-service-role/kafka.amazonaws.com/
AWSServiceRoleForKafka*"
},
{
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "arn:aws:iam::*:role/aws-service-role/

delivery.logs.amazonaws.com/AWSSexrviceRoleForLogDelivery*",
"Condition": {
"StringlLike": {
"iam:AWSServiceName": "delivery.logs.amazonaws.com"
}
}
}
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AWSIEE R EE : Amazon MSKRead OnlyAccess

L RBER T RIENR |, RFAFEE Amazon MSK HRER. ML REEH EAHT e TEMERH
BRI A RR , LT BERIEHAY Amazon MSK iR, Hla , HAXLENRNEFATUEREESHK, X
BRWEHNEEN R , BEFREXEARFNEETRE, WREFHNRIANT :

« Amazon MSK #X[R - &5 Amazon MSK &R, WEf#THERFREEXENNEEL,
« Amazon EC2HXPR — A THIREEEFHXEKHN Amazon VPC, ENIs ¥, Z£4H,
« AWS KMS ®[R - A TR R BN EH,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Action": [
"kafka:Describe*",
"kafka:List*",
"kafka:Get*",
"ec2:DescribeNetworkIntexfaces",
"ec2:DescribeSecurityGroups",
"ec2:DescribeSubnets",
"ec2:DescribeVpcs",
"kms :DescribeKey"
]I
"Effect": "Allow",
"Resource": "*"

AWSIEE KRB . KafkaServiceRolePolicy

& TS LM b KafkaServiceRolePolicy EI&RHY 1AM 354K, LR MEIRSZSHEXIAE , ZABARNF
Amazon MSK H{TEINEE MSK & LK VPC mR (ERESE ). EEMEZEOMER AWS Secrets
Manager EEEHFILFRIE, BXEZER , HS M the section called “lRFXEKAE",
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AWSH EXEE : AWSMSKReplicatorExecutionRole

AWSMSKReplicatorExecutionRole M@ Amazon MSK & #8535 T MSK £ 8 < 8 & I 5iE
RIINBR, LEREEHP PRI T 24

« cluster - [@ Amazon MSK S &I FEH IAM SO RIDEREIEBRNNE, EEFHEAMER
EBHIDR,

« topic - [@ Amazon MSK EFIgER FHR., RIENERETBURERETEHSEE IR,

« consumer group - [ Amazon MSK SR FHRANESUEREL., M\ MSK £EFEBAMEAR
HA DA R 1 BR 2 1 B8 B 22 9 PR S8 BB A AR o

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "ClusterPermissions",
"Effect": "Allow",
"Action": [
"kafka-clustexr:Connect",
"kafka-cluster:DescribeCluster",
"kafka-cluster:AltexCluster",
"kafka-cluster:DescribeTopic",
"kafka-cluster:CreateTopic",
"kafka-cluster:AltexTopic",
"kafka-cluster:WriteData",
"kafka-cluster:ReadData",
"kafka-cluster:AltexGroup",
"kafka-cluster:DescribeGroup",
"kafka-cluster:DescribeTopicDynamicConfiguration”,
"kafka-cluster:AlterTopicDynamicConfiguration",
"kafka-cluster:WriteDataIdempotently"
]I
"Resource": [
"arn:aws:kafka:*:*:clustexr/*"
]
}I
{
"Sid": "TopicPermissions",
"Effect": "Allow",
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"Action": [
"kafka-cluster:DescribeTopic",
"kafka-cluster:CreateTopic",
"kafka-cluster:AltexTopic",
"kafka-cluster:WriteData",
"kafka-cluster:ReadData",
"kafka-cluster:DescribeTopicDynamicConfiguration”,
"kafka-cluster:AlterTopicDynamicConfiguration",
"kafka-cluster:AltexCluster"

]I

"Resource": [
"arn:aws:kafka:*:*:topic/*/*"

]

}I

{

"Sid": "GroupPermissions",

"Effect": "Allow",

"Action": [
"kafka-cluster:AltexGroup",
"kafka-cluster:DescribeGroup"

1,

"Resourxce": [
"arn:aws:kafka:*:*:group/*/*"

]

}
]
}

T 5 MSK 5 7T FEAWSE BUR

EEHZBRSTFHRRERXLEEHRAR , Amazon MSK AWS EBEREMFAER.

B iR HEH
WriteDataldempotently X fR Amazon MSK } 2024 £3 A 12 H

2 NE AWSMSKReplicator ~ AWSMSKReplicatorEx
ExecutionRole-E# I B KB ecutionRole BRI T XX
¥ MSK &8tz RI#IEE FIHN
WriteDataldempotently X BR.
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FRARER

EK

AWSMSKReplicatorEx
ecutionRole : ¥TE B

Amazon A MSKFull cces s —

EHRAUBBER

KafkaServiceRolePolicy : 313
BERBHNER

Amazon A MSKFull cces s —

EH B BER

Amazon A MSKFull cces s —

EHRUABUR

Amazon MSK 78 T IRERE X

DU

0 o MSK 1814017 X%
Amazon MSK Replicator
# AWSMSKReplicatorEx
ecutionRole B,

Amazon MSK iR T X+
Amazon MSK & #lI28 I FR .

Amazon MSK F{in7 X%
VPC FABIEZNNER.

Amazon MSK 3107 FTIE S
#EC2 IR , fEEZEERHAN
—.l-ﬁbo

Amazon MSK #i0T — I #T#R
R, AFEERT S# EC2 3§
2

Amazon MSK FF &R R EAWS

B

2023 12 A4 H

20239 A 28 H

2023 3 A8 H

2021 11 A 30 H

2021 £ 11 A 19 H

2021 11 A 19 H

REBERNEE,

BEZE Amazon MSK &1 i 8] ja] &

FERAUTEETHBELHINEEREEA Amazon MSK 1 1AM B A] 8282 H 2 0 (81 &4,

£}

o RFEMNIE Amazon MSK F#1TiR4E

K TNIE Amazon MSK it {Ti4E

WMRAWS EEEZH A HIFEETMITEIRE , WLAKRREERT
FEUERT Ao

R#EBB, EERROGREMKE

X mateojackson IAM AP ZAEAEF AMIBRES , (B8)&F kafka:DeleteCluster XREY , &

kELXTT\ﬁJ%ﬁBEo
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User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
kafka:DeleteCluster on resource: purchaseQueriesCluster

EXfERT , Mateo RN EERAERHFR , LA T MER kafka:DeleteCluster &EH
) purchaseQueriesCluster &R

Apache Kafka B & 13 5 iE F 2 APIs

BAILAER 1AM X & P w17 B 100 H R FSIE4E Apache Kafka &1E, =& , BALIERA TLS =
3t & i SASL/SCRAM #1TH M IIE , £/ Apache Kafka ACLs K fo F SR iE4E 121k,

xR &g o UESNER 1T Amazon MSK BEMEER |, 53 Mthe section called “Amazon
MSK B & 1556 9iF 132X APIs”.

£}

* |AM 7[RI ¥2

« Amazon MSK XX [al TLS & in & K IE

« f S AWS ecrets Manager # 17 & Z&EE 5 BRI
- PaMfE Kafka ACLs

IAM 175 [B] 2 &l

Amazon MSK #9 IAM 15 Rl ¥R B 1L BEeB AL B MSK N S HRIENEN. XHERTEEEA TS
PRUEALEIH B —FhRHLF, Fla , HFFIREHEAGHERE , Amazon MSK £/ IAM K8 E
ZEFRREERENSENRIEINEH , URESENEENEHERBE.

IAM 5 B2 HIE A T Java M3k Java B , BFERA Python, JavaScript Go M.NET 4 EH# Kafka
B, 3 Java B IRAY IAM 12 EE A T Kafka i 2.7.1 ESRAH MSK £,

BT BEBHE T IAM 5 R32 4] | Amazon MSK Xf Apache Kafka JRAXB# 1T 7 DiF S, XEBHTL
L5981 Apache Kafka &3 iE KB 2 M E, Amazon MSK £iEFiFRIEH |, LA EEHRITHFIT,

AL APIs IfERA 1AM G RI$RHIR MSK 82818 A Apache Kafka ACL. {2 , Apache Kafka Xt IAM
HAHRIX ACLs B, EXHF IAM KEEH T 1AM FHH GRS,

A EEFEEM
X MSK S84/ IAM iFEZH e , FiEEATEEEZEM
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« IAM 15 R &FEH F Apache ZooKeeper 1 Ko B < 1A HI31 X L5 KBV 7 R PRIV B
B, B2 B85I35 MSK ZooKeeper &5 Apache T = BV i R X BR .
- MBEWERMER IAM 7E)424) , N allow.everyone.if.no.acl.found Apache
Kafka iR iE 7o
« AL APIs AEFA 1AM TR FIH MSK %8518 A Apache Kafka ACL, {82 , Apache
Kafka 31 IAM B3 893Z ACLs & B M, EAT0F IAM REEH T IAM B 48915 B 24,

Amazon MSK B9 |IAM i Rl &I THERE

EX Amazon MSK £ IAM TR |, BHRTUTESER , U TEBHFEAN BXLELSR -
o QIZEER IAM 5 1R32 %8 Amazon MSK £

- BEBE /IR IT IAM 5 E) &

« N IAM BB EERER

o JRELAE T IAM iR FIH 5| S

|IZEA IAM 5 E)#8H8 Amazon MSK 58

AN FMAFERAAWS EEEHIA, API A2 ER IAM i5RZ S8 Amazon MSK £8, AWS CLI
BEXMARNIEERITE IAM FRIZFINES | FSEAEH Amazon MSK EENEZ4EE,

EABIZAWS EREFI AR IAM 77 RZHIAY 58

1. ¥ https://console.aws.amazon.com/msk/ TF Amazon MSK & &
2. EROIEER.

3. RERERABAENREVESER,

4. ESHRIETDF , EF IAM RS,

5. TROUBEFNERIERE.

S API SH8IZAWS CLIER 1AM 5Bl ¥R &I £ 8

EHNEEAT IAM iR R4 ER | i5# A CreateClusterAP| = create-cluster CLI #8%5 ,
H4EELLT JSON ¥ERNClientAuthentications#k : . "ClientAuthentication":
{ "Sasl": { "Iam": { "Enabled": true } }
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BLER P umBARE1T IAM 15 [R142

BiLFFiwmEEB SEA IAM 5 EHZREN MSK £EEBE , B UEANTEA—ThLH

- fEF SASL_OAUTHBEARER### 1T3E Java B Fimll &
£/ SASL_OAUTHBEARER#L#IZ AWS_MSK_IAM HlHIELE Java & F iR

£ 1% SASL_OAUTHBEARER#LFIELE IAM

1. {EALLT Python Kafka & iRl , 4548 client.properties BLE X #. EMEENREBEERSZ
Lo

from kafka import KafkaProducer

from kafka.errors import KafkaError

from kafka.sasl.oauth import AbstractTokenProvider
import socket

import time

from aws_msk_iam_sasl_signer import MSKAuthTokenProvider

class MSKTokenProvider():
def token(self):
token, _ = MSKAuthTokenProvider.generate_auth_token('<myAWS ##>"')
return token

tp = MSKTokenProvider()

producer = KafkaProducer(
bootstrap_servers='<myBootstrapString>',
security_protocol="SASL_SSL',
sasl_mechanism='0AUTHBEARER',
sasl_oauth_token_provider=tp,
client_id=socket.gethostname(),

)
topic = "<my-topic>"
while True:

try:
inp=input(">")
producer.send(topic, inp.encode())
producer.flush()
print("Produced!")

except Exception:

ZeH 211



Amazon Managed Streaming for Apache Kafka FERARER

print("Failed to send message:", e)

producer.close()

2. THMAEEBESHNEPERFE 6 ARERBZESEZINNTHER S0 PR HARITERE.

JavaScript: https://github.com/aws/aws-msk-iam-sasl-signer-js #getting-star ted

Python : https://github.com/aws/aws-msk-iam-sasl-signer-python #get- E/& 3}

Go: https://github.com/aws/aws-msk-iam-sasl-signer- go #getting-started

.NET: https://github.com/aws/aws-msk-iam-sasl-signer-net #getting- £/33}
JAVA : AIBX ja aws-msk-iam-authr X#3REXS Java By SASL_OAUTHBEARERX i

£/ MSK BEN AWS_MSK_IAM #&I% & IAM

1. FUTHRBERMEl client.properties X, <PATH_TO_TRUST_STORE_FILE>BMAE
FPig L EEFRXENTLRERE.

® Note

MBEFEFEASEIEPD , TUM client.properties X#HHiBR
ssl.truststore.location=<PATH_TO_TRUST_STORE_FILE>, MIRELRIEE
ssl.truststore.location HW{E , Java #EEFEFEHA B INLI S,

ssl.truststore.location=<PATH_TO_TRUST_STORE_FILE>

security.protocol=SASL_SSL

sasl.mechanism=AWS_MSK_IAM

sasl.jaas.config=software.amazon.msk.auth.iam.IAMLoginModule required;
sasl.client.callback.handler.class=software.amazon.msk.auth.iam.IAMClientCallbackHandler

EFRASHNAWSEICIBZN BB ENH , BFH B EawsProfileName="your profile
name"; RN EFIHREEXHF. BEXTEERENMNES , BSHAXHEPH G EEEAWS CLI
X,

2. TEERIWREM aws-msk-iam-authJAR X# , FHHEKMEREEPR, MREMEA Maven , BR
AT B, HRBEZFEFERES -

<dependency>
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<groupId>software.amazon.msk</groupId>
<artifactId>aws-msk-iam-auth</artifactId>
<version>1.0.0</version>

</dependency>

Amazon MSK & P is#i#1E Apache 2.0 ¥FA[E T 2FFRH
7 1AM B BRI BRI EKRK

HEPCRBH MBI EZF RN M AM A6, ERIGREET , B EEABAFSIELTLRE,
MRIENFFRM TS EC2 KA £, HFRMIKRKEEZL D EC2 KK IAM B EAEXER, =
E, BUTREFRREENEADTREEXH , REHRNKBSZHBREXHNARXEK, KB
B R AR AT 1AM 1 (R4 7148 04T 2 7= i B B 9 3 A 6p & G B S04

BxuWALIE IAM policy HEE |, ESHAIZE IAM policy,

LT REANEBENRIURRE R MyTestCluster, E 7 f## Action fl Resource TEMWIEN , FS
B9 IAM BRKRE, REMFTIFAE Lo

/A Important

B3 1AM KRBT ERSAWS CLIZZENRBRIE IAM APIs 1, BER , FBEERTREEFERK
BIEFREEM. EAZEERLT , KRBEERSERE —2 M BEIRNER, MEIRR B TEE
A 18 HNZER B A .

JSON

"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"kafka-clustexr:Connect",
"kafka-cluster:AlterCluster",
"kafka-cluster:DescribeCluster"

]I

"Resource": [
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"arn:aws:kafka:us-east-1:111122223333:clustexr/MyTestCluster/
abcd1234-0123-abcd-5678-1234abcd-1"
]
}I

{
"Effect": "Allow",

"Action": [
"kafka-cluster:*Topic*",
"kafka-cluster:WriteData",
"kafka-cluster:ReadData"
1,
"Resource": [
"arn:aws:kafka:us-east-1:123456789012:topic/MyTestClustex/*"

"Effect": "Allow",

"Action": [
"kafka-cluster:AltexGroup",
"kafka-cluster:DescribeGroup"

1,

"Resource": [
"arn:aws:kafka:us-east-1:123456789012:group/MyTestClustex/*"

ETHNMEIEITESEN Apache Kafka AHI ( BlItIZMERKYE ) NRHNRETENEKE  FS
FAESIERNRENELERZ SR

X F Kafka W2 2.8.0 RE S RA , ZWriteDataldempotently® R 24 F B (KIP-679), BRiA

ERT ,®ET enable.idempotence = true, Hit , X F Kafka HrZ 2.8.0 R EEhR

A, IAM TRt 5 Katka MHEHIZIRE. ACLs{XiRMt WriteData WENEBEHWFENR , &
WriteDataldempotently BiZF/, XFALFMF WwriteData BEALMBEETENER. EXTE
MT , oF WriteDataldempotently, X2HT IAM BEMNEIM Kafka ACLs KM B XNEFHE
=7, WA, UBEARBA—NEBEHLEZEHA transactional-ids,

BRERZXANEE , BWERARCT AT REEAYRES
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JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"kafka-cluster:Connect",
"kafka-cluster:AltexCluster",
"kafka-cluster:DescribeCluster",
"kafka-cluster:WriteDataIdempotently"
]I
"Resource": [
"arn:aws:kafka:us-east-1:123456789012:clustexr/MyTestCluster/
abcd1234-0123-abcd-5678-1234abcd-1"
]
},
{
"Effect": "Allow",
"Action": [
"kafka-cluster:*Topic*",
"kafka-cluster:WriteData",
"kafka-cluster:ReadData"
]I
"Resource": [
"arn:aws:kafka:us-east-1:123456789012:topic/MyTestClustex/
abcd1234-0123-abcd-5678-1234abcd-1/TestTopic",
"arn:aws:kafka:us-east-1:123456789012:transactional-id/
MyTestCluster/abcd1234-0123-abcd-5678-1234abcd-1/*"
]

EXMERT , WriteData AFEA TestTopic , M WriteDataldempotently SRt & 1T
BEME A, ZREEEIN TN ARKAEMN transactional-id BRI HENFR,

BT WriteDataldempotently REFEMNIR , AT EEBIRAEHR, MR
WriteDataIdempotently {XFRTFEREEH , Wbt REFREERA,
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REVAT 1AM i E 42 HIaY 5| S

HZF3RE Amazon MSK &8/ 5| SR E,

IAM RAUKRE, RN T IRAE L

B #Hl , Amazon MSK B IAM i[R3R &R X F Kafka I N SPEEFIR/E, X E2FE Kafka AREZLERZHY
WriteTxnMarkers APl, BLIER S , BAEWEERTEMEN S HRIER SCRAM = mTLS 5431
if , ACLs MA =2 IAM B3K%1F,

RE R T AL IAM RBURBE R ER BV IRENTRTRENE L. BREERG
B OB R,

RBUCRBGIRE

FSE N IAM &

T&RIIE TEFER Amazon MSK BY IAM 5 B3 #l Bt A] AFE RINK B P B EWIRE. HEBERDEKREEF
BERBEVDWIRER | BN EFFEIRESF A RIRE,

Action L FrE IR E P B R IR BT LRSS
-
kafka-clu REEZEMBIE L cluster =
ster:Conn EFHHBR,
ect
kafka-clu BT HRER kafka-clu cluster =
ster:Desc BN HHEBN ster:Conn
ribeClust PR, 3T ect
er Apache Kafka
#Y DESCRIBE
CLUSTER
ACL,
kafka-clu RIEXRERHE  kafka-clu cluster B
ster:Alte NHFEBRR , ster:Conn
rCluster =T Apache ect
Kafka 89 ALTER
CLUSTER kafka-clu
ACL. ster:Desc
et 216
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Action 151 BA e RE T 55 HY 2 R EATELRSES
£
ribeClust
er
kafka-clu RTHERER kafka-clu cluster B
ster:Desc HASEERIN ster:Conn
ribeClust PR, M3T ect
erDynamic Apache Kafka
Configura # DESCRIBE_
tion CONFIGS
CLUSTER
ACL,
kafka-clu RTEXREHH kafka-clu cluster B
ster:Alte S EERIN ster:Conn
rClusterD PR, M3T ect
ynamicCon Apache Kafka
figuration # ALTER CoN  kafka-clu
FIGS CLUSTER  Ster:Desc
ACL. ribeClust
erDynamic
Configura
tion
kafka-clu RFEEHEHLLL  kafka-clu cluster =
ster:Writ BEAXBEAH  ster:Conn
eDataIdem FEHNR , S ect
potently T Apache Kafka
# IDEMPOTEN  Kafka-clu
T WRITE ster:Writ
CLUSTER €Data
ACL,
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Action 151 BA e RE T 55 HY 2 R EATELRSES
£
kafka-clu RTIEEE LA kafka-clu topic =
ster:Crea BIEANR , ster:Conn
teTopic M T Apache ect
Kafka B9 81%
CLUSTER/T
OPIC ACL.,
kafka-clu RTHRE kafka-clu topic =
ster:Desc B LIFEHIN ster:Conn
ribeTopic PR, 3T ect
Apache Kafka
#Y DESCRIBE
TOPIC ACL,
kafka-clu RTENERL kafka-clu topic =
ster:Alte FEHNR , ster:Conn
rTopic T Apache ect
Kafka 8 ALTER
TOPIC ACL. kafka-clu
ster:Desc
ribeTopic
kafka-clu & T HERE kafka-clu topic =
ster:Dele B LEFFHN ster:Conn
teTopic BR, 3T ect
Apache Kafka #J
DELETE Topic ~ kafka-clu
ACL. ster:Desc
ribeTopic
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Action L e RE T 55 HY 2 R EATELRSES
£
kafka-clu BRYHERERHE  kafka-clu topic =
ster:Desc FEHSEEN ster:Conn
ribeTopic R, 5T ect
DynamicCo Apache Kafka
nfigurati # DESCRIBE_
on CONFIGS
TOPIC ACL,
kafka-clu BRYEXEHLE  kafka-clu topic =
ster:Alte FEHSEEN ster:Conn
rTopicDyn R, 3T ect
amicConfi Apache Kafka
guration 4 ALTER CoN  kafka-clu
FIGS TOPIC ster:Desc
ACL. ribeTopic
DynamicCo
nfigurati
on
kafka-clu BFMNE#HELEE  kafka-clu topic =
ster:Read BRI E R /Y ster:Conn
Data PR, ST ect
Apache Kafka
t READ TOPic ~ kafka-clu
ACL. ster:Desc
ribeTopic
kafka-clu
ster:Alte
rGroup
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Action

kafka-clu
ster:Writ
eData

kafka-clu
ster:Desc
ribeGroup

kafka-clu
ster:Alte
rGroup

kafka-clu
ster:Dele
teGroup

58

BRFOLEHELN
FEEABEN
MR, H5T
Apache Kafka #9
WRITE TOPIC
ACL

RT#HRE
B EBARN
R, 3T
Apache Kafka
#) DESCRIBE
GROUP ACL,

RFMAES L
BEARIR |
¥ T Apache
Kafka B9 READ
GROUP ACL,

BT MERE
B EBAR
R, 3T
Apache Kafka
# DELETE
GROUP ACL,

P T A

kafka-clu
ster:Conn
ect

kafka-clu
ster:Desc
ribeTopic

kafka-clu
ster:Conn
ect

kafka-clu
ster:Conn
ect

kafka-clu
ster:Desc
ribeGroup

kafka-clu
ster:Conn
ect

kafka-clu
ster:Desc
ribeGroup

PREBRY AR

topic

ERATERS
3

=
=

fim

i

fim
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Action L e IRIE FrEE By R EAT LRSS
=&
kafka-clu BT HRER kafka-clu transactional-id =
ster:Desc IDs ERXRZH ster:Conn
ribeTrans MR, 3T ect
actionalld Apache Kafka
#Y DESCRIBE
TRANSACTI
ONAL_ID ACL,
kafka-clu RTEEH kafka-clu transactional-id =
ster:Alte IDs LE k= ster:Conn
rTransact SHIRR |, 46 ect
ionalId % T Apache
Kafka 9 WRITE ~ kafka-clu
TRANSACTI ster:Desc
ONAL_ID ACL, ~ TibeTrans
actionalld
kafka-clu
ster:Writ
eData

EESZRNRES , EUESRBERES (*) BEN. =OWMT.

« kafka-cluster:*Topic % kafka-cluster:CreateTopic. kafka-
cluster:DescribeTopic. kafka-cluster:AlterTopic # kafka-
cluster:DeleteTopic. BRI kafka-
cluster:DescribeTopicDynamicConfiguration =% kafka-
cluster:AlterTopicDynamicConfiguration,

« kafka-cluster:* REXMENR,
RARBE B R

T&RERTEMER Amazon MSK £ 1AM 17 8 12 i B A 12 4% SR B 7 62 A B9 PO A B3 R S8V BAfE A
DescribeClusterAPl 2 d es AWS CLI cribe-cluster @55 MAWS BB H & R P IRIEEF Amazon &
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RAET (ARN)o RfE , B LAEAER ARN KWEEE, FHAMKS ID. ARNSEERNEMPIEE
RIR , BEMAZARRN ARN.

o

0N

IR ARN #&=

Cluster arn: aws: kafka::: cluster/ region account-id cluster-name cluster-u
uid

Topic arn: aws: kafka::: topic//lregionaccount-id cluster-name cluster-u

uid topic-name

Group arn: aws: kafka::: group//regionaccount-id cluster-name cluster-u

uid group-name

E%ID arn: aws: kafka::: transactional-id///regionaccount-id cluster-n

ame cluster-uuid transactional-id

ATLA7E ARN A :cluster/. :topic/. :group/ M :transactional-id/ 2 EWEEMNE ,

ERRBERES () BEN. ATRIAEHES () BENFSIASMNRRNE D RE

arn:aws:kafka:us-east-1:0123456789012:topic/MyTestCluster/* : {FAIB N EE
FEFTE 8 MyTestCluster , TTieEE Y UUID 04,

arn:aws:kafka:us-east-1:0123456789012:topic/MyTestCluster/abcd1234-0123-
abcd-5678-1234abcd-1/*_test : REF AR “_test” FRMABER , HEFAN , UUID K
abcd1234-0123-abcd-56 MyTestCluster 78-1234abcd-1,

arn:aws:kafka:us-east-1:0123456789012:transactional-id/MyTestCluster/
*/5555abcd-1111-abcd-1234-abcd1234-1 : FiER S ID H 5555abcd-1111-abcd-1234-
abcd-1234-1 IR 5 , S RARKF P BNEFNATEILE. MyTestCluster XEKE , MREA]
BT —NE7N MyTestClustertV5£8 , RIS FHEMER , ARCES —IMEEEE , NATUERLEIR
ARN EANER LR THEBNRS ID. B2 , TEFRIEHRAER,

ERmRNRBNELER 7R

TRINE—FIERT—EELAH, EBNEFIHRRITAERS , BEFF RNENEEDEE1ZA
BIFFERIRE , HF Effect RE RN Allow,

B X Amazon MSK B IAM 15 RZ$ 2 FREIRENE R | BESH IAM BEUKE, BIEFFTRNIE L,
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FRARER

(@ Note
RABERT |, RIEFHIEL, &

IEESY

Admin

BIEER

£ R IE

15 F B3

URER N E M BE

MBS H A EREBE

P T A

kafka-cluster:

kafka-cluster

kafka-cluster:

kafka-cluster:

kafka-cluster:

kafka-cluster

kafka-cluster:

kafka-cluster:

kafka-cluster:

kafka-cluster:

kafka-cluster:

kafka-cluster:

kafka-cluster:

kafka-cluster

kafka-cluster:

potently

kafka-cluster:

kafka-cluster:

IR RV ERNE P W NITR SN RE.

:Connect
CreateTopic
Connect
DescribeTopic
:WriteData
Connect
DescribeTopic
DescribeGroup
AlterGroup
ReadData
Connect
DescribeTopic
:WriteData

WriteDataIdem

Connect

DescribeTopic
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IEESY

HREHNEE

EHMEHNEE

EMERNEE

L ES

P T A

kafka-cluster:WriteData

kafka-cluster:DescribeTrans
actionalld

kafka-cluster:AlterTransact
ionalId

kafka-cluster:Connect

kafka-cluster:DescribeClust
erDynamicConfiguration

kafka-cluster:Connect

kafka-cluster:DescribeClust
erDynamicConfiguration

kafka-cluster:AlterClusterD
ynamicConfiguration

kafka-cluster:Connect

kafka-cluster:DescribeTopic
DynamicConfiguration

kafka-cluster:Connect

kafka-cluster:DescribeTopic
DynamicConfiguration

kafka-cluster:AlterTopicDyn
amicConfiguration

kafka-cluster:Connect
kafka-cluster:DescribeTopic

kafka-cluster:AlterTopic
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Amazon MSK B9 [a TLS & F i & 41 iF

A AN MBI AR F 2 Amazon MSK REMEEER TLS B m S HKiE. EEATF KIS HRIE ,
BEEHR AWS 708 CA. AWS FAE CATTUEEMNEE U TAWS IKFE—NMNKFF |, BAl My TF
BHNKSH. Bx AWS 328 CAs BNER , BESHREIEMEEAWS 78 CA,

Amazon MSK AXIFEH R4 %K () CRLs, ERHNEHFTEMNFRINRRRR O MBS |
B fEA Apache Kafka ACLs MIAWSZ 24, BxfEMA Apache Kafka B¥{E 8 ACLs , i§Z . the
section called “FI P8 & Kafka ACLSs”

AEBIETIHD :

- AIEXEFEFIRSHRIEN Amazon MSK &8
- BEFHRRENEASHEIE

- FREHBRIEERMNERER

REZEFEFIHS PRI Amazon MSK £ &
WEEOERRUNAERSAEF RS HRIEAWS FAF CA.

® Note

HEERAXE TLS #2F1p R |, 15822 UAWS 58 CANEN MSK & FERIMMEN,
IXEE AT SR ZE R K TLS i PCAs RIE£E AN MSK £HH#THHRIE.

1. FEAUTHARBIEERN clientauthinfo.json WX ¥, Private-CA-ARNE# R PCA 1Y
ARN,

{
"Tls": {
"CertificateAuthorityArnList": ["Private-CA-ARN"]
}
}

2. BIE—"HEN brokernodegroupinfo.json B34 , #the section called “f F 62 7l fi & £
Amazon MSK £# AWS CLI"H AR,

3. BFWSOHRIEEEREZEAZFFHENREZENERPNE. FRAUATHRECIERN
encryptioninfo.json B3X#. KMS-Key-ARNEBR 7 IEH KMS Z4HH ARN, AL
ClientBroker ®EJ TLS 5 TLS_PLAINTEXT,
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{
"EncryptionAtRest": {
"DataVolumeKMSKeyId": "KMS-Key-ARN"
},
"EncryptionInTransit": {
"InCluster": true,
"ClientBroker": "TLS"
}
}

BRMENEZFER , HSHthe section called “Amazon MSK %",

4. FEAWS CLIZET HORIENMEHTFNBNITENL , STUTRTHUCIREASORIENEE
PN R, RIFIE N FIRAAHER ARN,

aws kafka create-cluster --cluster-name "AuthenticationTest" --broker-node-group-

info file://brokernodegroupinfo.json --encryption-info file://encryptioninfo.json
--client-authentication file://clientauthinfo.json --kafka-version "{YOUR KAFKA
VERSION}" --number-of-broker-nodes 3

FEFIRRERNEH ORI
LI FEHIR T A% & Amazon EC2 EHILLREFER B HRIENEF ik

WEBNE T ELCRE,HITEN., tIRTTNREMENETLIRE , FHAFORIERERIMFE

AEE,

1. BIBAEEFEFIHKITEYA Amazon EC2 34, AfEE2N  HERATEHNE— VPC RelZ 1t
S£6l, BxAIBIEEFiRiTENRRA] , 2 [@the section called “BIEZE FiRitEH,

2. BIEEH., EXRH, S Hthe section called “BIEFZ" T HIHEA,

3. EBAWS CLIZEWMITEN L , BTATHSUREERNSI SR, Cluster-ARNE# N EE
B ARN,

aws kafka get-bootstrap-brokers --cluster-arn Cluster-ARN

RESGR P HY BootstrapBrokerStringTls KB ERF &,

4, EEPRITENL  STUTHSUER VM EEFRRVIBRZFRETER. WREN JVM
BRERE , EHEMG ARG,
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cp /usr/lib/jvm/java-1.8.0-openjdk-1.8.0.201.b09-0.amzn2.x86_64/jre/lib/security/
cacerts kafka.client.truststore.jks

EEFRITENL , BTUTHSHEFRRLUERERH. AEEEYour-Key-PassFRFHEE

¥eDistinguished-NameExample-AliasYour-Store-Pass, . #l,

keytool -genkey -keystore kafka.client.keystore.jks -validity 300 -storepass Your-
Store-Pass -keypass Your-Key-Pass -dname "CN=Distinguished-Name" -alias Example-
Alias -storetype pkcsl2 -keyalg rsa

EEFHRIUTENL , STUATHSUERLE L -SSP OENAEEACBIERER,

keytool -keystore kafka.client.keystore.jks -certreq -file client-cert-sign-request
-alias Example-Alias -storepass Your-Store-Pass -keypass Your-Key-Pass

TF client-cert-sign-request X# , HBRIZSUHMFFLR ----- BEGIN
CERTIFICATE REQUEST----- BEERH ----- END CERTIFICATE REQUEST----- o MBiX
NXHFELRN ----- BEGIN NEW CERTIFICATE REQUEST----- , T8 M ST BY FF Sk F 25 B 4 il

BREE NEW ( REFHEMNENZER ) .

EEAWS CLIZFIEREWITEY L , BITUA T SNIERERIITER, Private-CA-ARNE#R
NIZH PCA I ARN, MNREE  BULIERERME, FEXE |, FHAILL 300 R,

aws acm-pca issue-certificate --certificate-authority-arn Private-CA-ARN --csr
fileb://client-cert-sign-request --signing-algorithm "SHA256WITHRSA" --validity
Value=300, Type="DAYS"

R 1200 7 P 1R A AV IEP ARN,

® Note

ERREMNEFFIRIER , B acm-pca get-certificate i HIEELEMIES
ARN, EXEZELE , 51 (AWS CLI Command Reference) HH#) get-certificate,

BITATHT IR A EBAWS FoE5 CAZEZWIEH, Certificate-ARNBIRNIENI E—/
SR R FIRBHY ARN,

aws acm-pca get-certificate --certificate-authority-arn Private-CA-ARN --
certificate-arn Certificate-ARN
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10.

11.

12.

1 F
14V

1.

MIET E— %GB TFIREBH JSON £ R % , EHl5 Certificate M CertificateChain %
BN ZRF R, FXFANZR BT B N WH X+ signed-certificate-from-acm. MG E
Certificate XEXMNZRFE , AFKME CertificateChain XEWZRFE, & \n ZHFER
AFTo ATRFIEBMIEPERVBH P 2 FHNXHED,

EEFPIHITEN LETATHSRLERRNEIENZRED , LUEEEES MSK RER R H R
EEIEF

keytool -keystore kafka.client.keystore.jks -import -file signed-certificate-from-
acm -alias Example-Alias -storepass Your-Store-Pass -keypass Your-Key-Pass

FRUTHARRERZNRN client.properties WX, HETEENBZHEMEFRNE
Ff kafka.client.truststore. jks REFFNE R, ARHN Kafka B mMRAE {YOUR
KAFKA VERSION} 5%,

security.protocol=SSL
ssl.truststore.location=/tmp/kafka_2.12-{YOUR KAFKA VERSION}/
kafka.client.truststore. jks
ssl.keystore.location=/tmp/kafka_2.12-{YOUR KAFKA VERSION}/
kafka.client.keystore. jks
ssl.keystore.password=Your-Store-Pass
ssl.key.password=Your-Key-Pass

SOWIUEERMERES

IENE T NAERFHRIEERMFERES,
BITUTHSUGIERER, B client.properties XA REHE E—TIREDEIEN 4,
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<path-to-your-kafka-installation>/bin/kafka-topics.sh --create --bootstrap-
server BootstrapBroker-String --replication-factor 3 --partitions 1 --topic
ExampleTopic --command-config client.properties

2. BITUTHRUBHEHIEEREE. BH client.properties WXHREE L —TBFRIEN
X

<path-to-your-kafka-installation>/bin/kafka-console-producer.sh --bootstrap-
server BootstrapBroker-String --topic ExampleTopic --producer.config
client.properties

3. EEFFHRUENLNHSBTEOS , STUTHTUERHEAEAR.

<path-to-your-kafka-installation>/bin/kafka-console-consumer.sh --bootstrap-
server BootstrapBroker-String --topic ExampleTopic --consumer.config
client.properties

4. EERFEAFREAEE , ANTHEEREERASRTERF,

{8 S AWS ecrets Manager #{TEXZEREHRIE

B LAERAER S AWS ecrets Manager 17 f& F 4R 37 19 B FEIERIZHIXT B Amazon MSK 8K 15
B PR, FRAFEIEFME Secrets Manager RRILUB A EF S RIUENTY |, flsEit, EHME
#IZIE, Secrets Manager EiL BB EERA ST AP EIL,

MBS MSK £&xEE , MSK 2EMES ZEIEHE

AEFIETIHD :
- BREUESHBRUN THEFRE
« 71 Amazon MSK &% & SASL/SCRAM 5143 1iF
- EAAF
- f/ SCRAM AT Y BR

U SRR THERE

Amazon MSK Y& FEIE & M I UE £ A /Y 5 01 IE SASL/ISCRAM ( & H A IEM R £/Z/ 1055
EHLE ) FHRRIE. EAEFREEREZIESHRIE , BELE AWS Secrets Manager 8| 2 %4
TR, HRERREIESZERARK,
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SASL/SCRAM £ RFC 5802 FEEX ., SCRAM FRZEWHEE L , ToEFF mMRSEF 2 B1&
XEFEIE,

® Note

MR N ERIRE SASL/SCRAM B4 IRUERT , Amazon MSK @R EZE MR E 2 AN FIERE
B TLS i,

A Amazon MSK £ &% & SASL/SCRAM B 135 1iF

E7E Secr AWS ets Manager iR B #4H , BIRHR Secrets Man ager f 7 155 Y B E R RZEAWS
FARBEHITRE

£ Amazon MSK &S| ZHAR |, HEEFEUTER

- NFHEAKE  FERBFHMBRARE (Bl APIZEH ),
o BB BRSBTS AmazonMSK_ FF 3k,

o BAMERNER BENXAWS KMSEEAH BN HEAWS KMSHEIEFH BENFH. BINER
T ., Secrets Manager Xy Z2AWS KMS4A £ A BRIA 240

/A Important
EARINEZEA RN BAWS KMSHFEEA T Amazon MSK £&,

- BHERFUEBELFRALLTER |, F sefE BRI R AREN

{
"username": "alice",
"password": "alice-secret"

}
- iIBRZ4M ARN ( Amazon BRE# ) Eo

/A Important

BT BENF Secrets Manager Z4A 5B H the section called “ R EEN K/ . BMrERE
Y5 XEE" P Pidk BR il Y SR BF o< BX o

- MREEAVEEZNR , BANSBIEEE ID 3 ARN, AWS CLI kms-key-id RNEREEHH,
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« BENBASENERCE |, A Amazon MSK 4| & = BatchAssociateScramSecreti&4E,

/A Important

HENBAEREXEKEN , Amazon MSK 2@ ZHHAM INFIREKM , SLAVFRAYEE1E R A
REUEE LN BAE. BFMERLEFRRE, XHEMTRSEILEGHNERTRRH, MR
NEATRREEN/ A THRANBEN KMS BHRRT TEMER , FRREBRHAERRKE
MSK 58, XA ABRERFREME T REH,

BatchAssociateScramSecret BEMNLLT JSON % ARG A SEFFREK -

{
"clusterArn" : "arn:aws:kafka:us-west-2:0123456789019:cluster/SalesCluster/
abcdl1234-abcd-cafe-abab-9876543210ab-4",
"secretArnList": [
"arn:aws:secretsmanager:us-west-2:0123456789019:secret:AmazonMSK_MyClusterSecret"
]
}

FERHRREINEETER

EOEZRAHATEEERKE , REUUNEFREREIES., U TIEBERNMEEFImERERFE
i SASL/SCRAM B IRIFMER, WARERT MBI RO EB4ERMEEH,

3

« ] SASL/SCRAM B/ RIERNE FimEZE R £

o HEBRIEEE A

i/ SASL/SCRAM B RiIEE F imiEE R EE

1. HEBAWS CLIZEMNITEN LZTU TS clusterARNER N EE ARN,

aws kafka get-bootstrap-brokers --cluster-arn clusterARN

MiZE T8 JSON 8 | #1758 7 BootstrapBrokerStringSaslScram K FERFEXEH
B, ZENETRENSRAEA,
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2

EENEFPRITENL , SIB—DNIAAS BEEXH , HH 3 8EREZHHPNAFREILE, 6l ,
MTFHAF alice, FALTRABIZE —NERN users_jaas.conf B,

KafkaClient {
org.apache.kafka.common.security.scram.ScramLoginModule required
username="alice"
password="alice-secret";

i

FRAUTHSE JAAS BEEXHS H A KAFKA_OPTS HESH,

export KAFKA_OPTS=-Djava.security.auth.login.config=<path-to-jaas-file>/
users_jaas.conf

£ /tmp BRFBIBE—NE R kafka.client.truststore. jks B934,

( Tk ) FERAUTHSE JDK BEHAFME XM JVM cacerts X R E IR EE
E—SFBI8H kafka.client.truststore. jks X#. IDKFolder&# 7
S L8 JDK XHREIBFR. Hlin , B8 JDK XK aaEmE R java-1.8.0-
openjdk-1.8.0.201.b09-0.amzn2.x86_64.,

cp /usr/lib/jvm/JDKFolder/lib/security/cacerts /tmp/kafka.client.truststore.jks

£ Apache Kafka Z%&M bin BXF , Bl —1NE AR client_sasl.properties WEFIHE M
X, EREEUTHRE. WXHENX SASL HLEIF .

security.protocol=SASL_SSL
sasl.mechanism=SCRAM-SHA-512

EHBRHIER , BT TS, BootstrapBrokerStringSaslScramB# R BEARETEN
SR 1 PIRENSISREZFH,

<path-to-your-kafka-installation>/bin/kafka-topics.sh --create --bootstrap-
server BootstrapBrokerStringSaslScram --command-config <path-to-client-

properties>/client_sasl.properties --replication-factor 3 --partitions 1 --topic
ExampleTopicName

EAERLCIENROIER  BEEFPIRITEN LEETHU TS
®o BootstrapBrokerStringSaslScramBMALERETENSR 1 PREFNS|ISREF
e,
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<path-to-your-kafka-installation>/bin/kafka-console-producer.sh --broker-
list BootstrapBrokerStringSaslScram --topic ExampleTopicName --producer.config
client_sasl.properties

9. EfALYNENEE , EENEFRHRITEN LETUTSH
To BootstrapBrokerStringSaslSCramﬁéiﬁéﬂg!&’TEZIKI%EE’JZE—, 1 R EBHE|SRESY
o

<path-to-your-kafka-installation>/bin/kafka-console-consumer.sh --bootstrap-
server BootstrapBrokerStringSaslScram --topic ExampleTopicName --from-beginning --
consumer.config client_sasl.properties

BERRIE$Z ) &

1217 Kafka B Iw@ SR , ATRE2BE Java AN EHIR , AEREFERAAXETEREIESEN, HIX
HERNERR |, Kafka TEER Java NARFET , HRIANFEREAETNEUAHIEATER,

EffR Out of Memory Java Heap iR , AIEI 8K KAFKA_OPTS MELXETERNFREKRIE KX
Java i&kd\o

T REFRAHEKRNMREN 1GB (-Xmx1G), ETREATARENEFENE R

export KAFKA_OPTS="-Djava.security.auth.login.config=<path-to-jaas-file>/
users_jaas.conf -Xmx1G"

EFAAREEE  UZREAETHASETREENSH (MTR --from-beginning ) KEEHIA
FEAE

<path-to-your-kafka-installation>/bin/kafka-console-consumer.sh --bootstrap-
server BootstrapBrokerStringSaslScram --topic ExampleTopicName --max-messages 1000 --
consumer.config client_sasl.properties

ER A -

BEAR fﬁ’fi%’%’fﬂqﬂﬂ’fﬂﬁﬂﬂ’ﬂﬁ?ﬁﬁﬂﬂﬁﬁFo £ Secrets Manager 12| & F £ A B SUETRY |, N
BEUTHRAIEERZEIERIE,

"username": "alice",
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"password": "alice-secret"

}

BERFHRNR  ERMEASGREENTIE , BUEEEER EBRIBHINIT ACL , REEUH
BEZZHANXEK, XREN :

- BERAPHTEEXRAIAELE,
« WEHANEXRSFEE 10 DT aEEE.

BXM ACL 5 Amazon MSK £&FERANEZER |, ESH FMIAF Kaftka ACLs,

X FEA ZooKeeper BRIVERE | RANBIWIERHIX ZooKeeper 7 =BV 5 8] LABS 1L A P # T8
ACLs, BXxEZEE |, HSH #£4HIX T I ¥ MSK ZooKeeper ££8E7 Apache T s K15 A1 AR .

£/ SCRAM Z4ABFHIFR 4
£ SCRAM Z4ARTiEE= U T RS

« Amazon MSK X % #F SCRAM-SHA-512 &3 %1,

« —“> Amazon MSK & &Z A#HF 1000 NS,

o BRATFAWS KMS keySZHN R —EEH. BT EAERIA Secrets Manager 1% 2 40 Y &%
£5 Amazon MSK —EfFEH. BXxtlZ KMS ZHMEER , iHZ 1 Creating symmetric encryption
KMS keys,

« $&FTETE Secrets Manager HE F IEX #r KMS 47,

- 1% BatchAssociateScramSecretig{E , B—IXHKZ A LUF 10 MNBHAE —NERXEK,

« 5 Amazon MSK &KX ZAN BMMLIHERIZ AmazonMSK

« 5 Amazon MSK £ XN ZHAMLMEER A THEEAR Amazon Web Services Ik F FIAWS[X 15
Fo

B 1R &5 Kafka ACLs

Apache Kafka B — PN AIiEK RN ER | HHTH 7TRNEEXI, out-of-boxAmazon MSK FERIE LY
server.properties X#HEALTRNS.

Apache Kafka ACLs &N “F4& P 2 [AF/4E4] KRB XM H XEME RP B/ ERIR
R MV#4E O”, ResourcePattern 1R RP 543 E&RRE R FEE , N R B XEk ACLs , &
WBRTEBEAFZH , FATEMEMATR R, EEQUL Apache Kafka 17 , BFZE
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ffallow.everyone.if.no.acl.foundiRE&N true. ERINER T , Amazon MSK &£ HIZE N
true. XEBKE , ACLs £ Amazon MSK &+ , INRLZFHBERERR , WATEZEFE AT LLIL
FZER. MREERFREACLs LEA , MIRAERNHNERASTEHEZRR. WRERSIFEZNE
| HEA TLS M aE 548U & F st TR , i ACLs £ Apache Kafka X 88 CLI 1T,
BRAM, MBERMHIENEZEE ACLs , 525 Katka BRGTITRES

BT Amazon MSK FREEERNBRAF , HtREBEAHBRIMAEEE,. XEBTRENES XEHHE
B, TRREBENEHBEEENT allow.everyone.if.no.acl.found &,

NN BRI E B AYIEE 1 A1 X

1. HENKRERME ACL R, LAFMEITEEIARE ACLs FEMNER, ERFREX EZAYE
WBRMNR , FEATES MSK £RHBENEFRITEN EESTUTH .

Distinguished-NameBRAEFHHEA5|SEFRIEN DNS , RS FIL 0%
EMPFE—NIRZANFZHRERANES () *. 0, MREFNEANSISKRESR
DNSb-6.mytestcluster.67281x.c4.kafka.us-east-1.amazonaws.com , MFEBL
TG Distinguished-Name®H &R, *.mytestcluster.67281x.c4.kafka.us-
east-1.amazonaws.comB X MAFREL 5| SFREMER , S Hthe section called “FREL5|F1X
I,

<path-to-your-kafka-installation>/bin/kafka-acls.sh --bootstrap-server
BootstrapServerString --add --allow-principal "User:CN=Distinguished-Name" --
operation Read --group=* --topic Topic-Name

2. ERFEFPRNMANETNRFENR , BEFFHITENLESITUATHES. MREEANE TLS
SR, FEASEIANEBEMNDistinguished-Name B B RKIIE,

<path-to-your-kafka-installation>/bin/kafka-acls.sh --bootstrap-server
BootstrapServerString --add --allow-principal "User:CN=Distinguished-Name" --
operation Read --group=* --topic Topic-Name

EMIERIEF RN , BAILLETHRAGS , HIF --add BEHR --remove,

3. ERFNETEMNEHEN , BEEFFHBITENLESTATHS. MRESFANE TLS HFHRIE
BEEASELBNMEBENDIstinguished-Name &4 8AIE,

<path-to-your-kafka-installation>/bin/kafka-acls.sh --bootstrap-server
BootstrapServerString --add --allow-principal "User:CN=Distinguished-Name" --
operation Write --topic Topic-Name
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ERREIHEN , B LU THENG S , [ --add B#ER --remove,

B Amazon MSK £ %Z44A

AN EMAERIAE VMSK ERNRLE, CUEREERERNREE | WENKER S ARH
AR R IR I BB AR, BXREMMIES , HSH (Amazon VPC ISR A
VPC &£,

1.

R FH ListNodesAPI 5 list-nodes T RIREVER PR IEMFIR, AWS CLILLBRENERBIES
REEXER IDs MM E D (ENIs).

BERAWS BEEFH A HFTF Amazon EC2 #£&l& , Mtk A https://console.aws.amazon.com/
ec2/o
FRARBEALAMEN THYIR  EBRFBEHNXE,
EEMEBHNMESRZET , REMKED,
EREEE-—DSHREBIE—NEN, EEFEMBHRERE K ABEBRERZRE4YE, §HNZ
SHEDELA L ENl, NBREE—SHIRE ENIs WEBEIMNHABTEERT R,
® Note
&EF Amazon EC2 BH| AN ERZLHAMBMER TS RMIE MSK 25|81 “P K%
2" T,
BEEHZEANAN K BRENEFHAILBERE, AXRXEEZLAANNER |, BSH
{Amazon VPC AFEr) WV, MIBRFIEFTHINI,
/A Important

NREEXREEHNEXBNLZ A , RERZEEFHFFNFTHAE , Amazon MSK L FHAE
BZERNEZERXBRNRRRZEAXEK, B2 , EEEHERET , A REHLM
BE—1MReAXE, Bt , IREEEXREARFNHFAE | WLABXMITRIEN DR
FEFFAIE ENIs RE,
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R HIN I 5 MSK ZooKeeper 5£8fH Apache 1 2 B 15 @) 1 BR

HF&RLZR , BE LRSI RE T &/ Amazon MSK ZooKeeper £ #) Apache T s, ERHIFT
REERE , BUUATRPEEMNEZSA, RE , BUREENHEZZEHNAR,

/A Important
AP ARERATE KRaft BEX TE1THESRE, ESHthe section called “KRaft = 7,

AEBIETHHS :
« FF Apache ZooKeeper T R E LI Z £ A &
« 7£ Apache F{E TLS £ £ ZooKeeper

fF Apache ZooKeeper T R AL B Ih Y 2 &40 Fh

ERR&IXT Apache ZooKeeper W 2fViARE |, BALLAESBEEMNZLAE, BULULETREZESHMN
N REFEENIFRFHEZ A,

1. IREUEHIEREH Apache ZooKeeper EEFRFR, B 7R UNMERE , EZHthe section called
“ZooKeeper X", EEFHFRITEEH Apache ZooKeeper 7 =H DNS & #,

2. f£A host = ping FTEREE L —HHIRER DNS BN IP ik, WELFEELT
BREAXLE P bl , Rt FERFX L L,

3. BRAWS BEEEF A HFTH Amazon EC2 #&l& , Bk A https://console.aws.amazon.com/
ec2/o

4. HEEMBEEH Network & Security (M S5&L£t) T , & Network Interfaces (M£&1Z0),

5, EMEZEORLANERFTERSD , BAKHEN , RERA return, XSFRPETRHMEEOHK
BRI SEM R RBRAED,

6. EREFIRFEE —NMEEONNITIF KL ERE,

7. ENEEDBNFAESEERD BRI IPv4 B IP, MR IP it EREALRE—SHIKE
B IP st AHPCEL |, MR R ZMEZEO D ELEE A — Apache ZooKeeper T = &N , B
SHIEPLEMEZEOSINEIRE  RAFERIRPH T —MHNEZED, EERNEZZONIRFLERER
E, BETRNI RS | B2 8EL% Apache ZooKeeper T R AT M EIZEOZE — M ITHEIMN
B1E,
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8

%5 Apache ZooKeeper T R R MEE AR |, FABR R EININ @E X REEERE
WELE, FHEL2ArMALMNMEEOD, BXUUBZLEAMNEER , iHSH Amazon VPC X4
WElEZ24d,

BEE - RNE5EEHM Apache ZooKeeper T A kBN FIENEZEO S EMENFHZEH,

10. ME , BUERERBRLFLZLENAR, ARREZ2AMMNNES , S H Amazon

VPC XAy hn, Ml BRI SEZ AN,

£ Apache B TLS £ 1% ZooKeeper

1

0N

ATLAER TLS 2 M EE P iR Apache ZooKeeper 7 R 2 [El & 5B # 1T %, E7E Apache

ZooKeeper TR L3XH TLS &2 , BHRITUATIRME -

£ BN IER Apache Kafka fRZx 2.5.1 RE S RAT 827 Apache FRfER TLS Z£& .,

ZooKeeper

HoEREBEENZH TLS 2, £/ Apache Kafka fRA& 2.5.1 iESRACIEHSH TLS K
KH 2 B3 Apache AimTTREA TLS 2, ZooKeeper BXRE TLS Z£HER , S
B Amazon MSK & A7,

{8 Fl DescribeCluster #4E# 3 TLS Apache ZooKeeper i Ko

B2 Apache ZooKeeper Bt B ¥ , LA{ESkafka-configs.shflkafka-acls.shT B8
ZooKeeper AR —EFER. WTFBNITE , BEFEA--2zk-tls-config-fileSEKIEE Apache
ZooKeeper BLiE,

DT RBIERT —NEEH Apache ZooKeeper B & 34 :

zookeeper.ssl.client.enable=true
zookeeper.clientCnxnSocket=org.apache.zookeeper.ClientCnxnSocketNetty
zookeeper.ssl.keystore.location=kafka. jks
zookeeper.ssl.keystore.password=test1234
zookeeper.ssl.truststore.location=truststore. jks
zookeeper.ssl.truststore.password=test1234

FFEMES (Flikafka-topics ) , HIHEAKAFKA_OPTSIMEZ EXRELE Apache
ZooKeeper S8, LA =415 BE a{a B EKAFKA_OPTSHREZE & LUK Apache ZooKeeper S31&i%
LHMRS

export KAFKA_OPTS="
-Dzookeeper.clientCnxnSocket=org.apache.zookeeper.ClientCnxnSocketNetty
-Dzookeeper.client.secure=true
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-Dzookeeper.ssl.trustStore.location=/home/ec2-user/kafka.client.truststore. jks
-Dzookeeper.ssl.trustStore.password=changeit"

BLE KAFKA_OPTS IMRZEJ5 , BEMEEMRA CLI 7 5. UTRAIEAFRETEFRH Apache
ZooKeeper Ei & 7 Apache Kafka £ : KAFKA_OPTS

<path-to-your-kafka-installation>/bin/kafka-topics.sh --create --
zookeeper ZooKeeperTLSConnectString --replication-factor 3 --partitions 1 --topic
AwWSKafkaTutorialTopic

® Note

#&7E Apache ZooKeeper BLE X EANSHE M EETEKAFKA_OPTSIMEZEFFEANS
BWEHRT—B, TEEBRENHF KAFKA_OPTS METERESH—RBFERANEZ .

BXRERA TLS HIRIER Apache ZooKeeper TR ESZEE , B2 KIP-515 : A ZK BEFmEH
¥ TLS XN S BRI,

Amazon Managed Streaming for Apache Kafka &M 3 iE

£ AWS ST RIA — , B= it B4 Amazon Managed Streaming for Apache Kafka
N5, E'#"FE?E PCI #1 HIPAA BAA,

BXRBESHITYEEARBAWSIRSSIXR |, S HEEMITHREASEE ML D # RS Amazon
Web Ser . BX—MRIEE , BSHAWSEMITHIAWS,

B LERATEE=AFITIREAWS Artifacte. BXEZELR |, FSHEAPH “THIRE FHY “AWS
Artifact,

IETEMER Amazon MSK BT S TAERBUR T B BENBRML, RAANEA BIRURERKEEN
EM. AWSERME T U TRRKABBSZI S

- ZEMEEAMPEANITER - XERBEEITHETRMWIESE , HERTHEAWSLBBETR
2HFMERAENEEREN TR,

« HIPAA Z25ENEWBEEH — FAEEPERT 2R WMAEARAWSBIZRF S HIPAA FREH R
BF.

- AWSEMRIRAWS — W THEBMIEmETREER TEMENTLMATEH X,
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https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
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- EAAWS ConfigFf & A R 1EF R E AT %R — ZAWS ConfiglkF T BN RREBEES KE
ELRFEMNEREER, 1Tl AN FEM,

- AWS Security Hub CSPM— tAWSERFZ AI£H T RIEN L2 RBSAWS |, BHZRERBFTERE
Tl FRE MR ESRE,

Amazon Managed Streaming for Apache Kafka 1k & 8

AWS£IKEMIZERBESAWSKXEMITAXHEN, AWSKERHESANERENRENTAX ,
XETHRBEIRIER, SEHENSETRNNEEE, MATHRKX , B LLRiITNREETARZ
BTt B SEIM A BMEBRWBARFNEERE, SEENENS SN EEROEMZEAELE , TTH
XEEESHATRYE, FEEINATT R,

BEXRAWSKXBHMTHAXNEZELR , BSHAWSE EKEM T,

Amazon Managed Streaming for Apache Kafka iy E /% i = £ 4

BN - ERS , EA T Apache Kafka WL S#EEREAZ FAWS (L D#MERS : B2
BEEE) ARPHHRNELRNELREEFNERT.

B LAMERAAWSE XY AP B ML A E Amazon MSK, BFImAMZIFEHEREMND
W (TLS ) 1.0 RESKRE, BIUFEA TLS 1.2 FEEMRE., BEFHEXAXEEETLOANRE
( PFS ) W EH , 5120 Ephemeral Diffie-Hellman ( DHE ) 3§ Elliptic Curve Ephemeral Diffie-
Hellman ( ECDHE ) » AZEINRRLE ( W Java 7 REFMHRAE ) HZFXLEEN,

Lo\, AAERTGRIZES ID M5 IAM EAEXBRAORZT B BHARNBERH#TZEE, HE , BUUER
AWS Security Token Service ( AWS STS ) £ R Ifit Z £ FIERITFERFITZEE,

Amazon MSK H&id

B LA Apache Kafka (R AEBEFIA T —MH L EREE  WE# H CloudWatch &, L5
S3. Amazon Data Firehose, &t R LAE IR 5% MSK APl 8. AWS CloudTrail

® Note
RIENQE ERBHAEBE,
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https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://aws.amazon.com/about-aws/global-infrastructure/
https://d0.awsstatic.com/whitepapers/Security/AWS_Security_Whitepaper.pdf
https://d0.awsstatic.com/whitepapers/Security/AWS_Security_Whitepaper.pdf
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KR &

FAREAZE , B LX Apache Katka BIAREFHTRIBHE , 9T Ei15 MSK £#HNEE.
BHRHNRIE MSK ERHRENFEELAINREAEREIUT —RRZHEREIR
CloudWatch A&, S3 Zf#&M. Firehose &%, A/ , LA LB Firehose &R PR BEEK
#E1£ 1% 3| OpenSearch RS-

EEESEFHUAOEAEREREZE  LFCZBERR R, IRHEFFEXLBRHREIR , Amazon
MSK i RN &R, AXRX=MREN BT RARMNABXLERTRNER , HSHLT X -

« Amazon CloudWatch B&

« Amazon S3

» Amazon Data Firehose

PR AU R

E5 Amazon MSK REB RAEEE B , LT Amazon MSK 2#4EW IAM BHHURER AWSHERE
B : Amazon A MSKFull ccess 5§ 5 AR A PR .

EFREBAEZHREWE S3 E6#M8 , BIEEE s3:PutBucketPolicy PR, BX S3 FEERIEN
85 , 12 (Amazon S3 AF#E®) FHIMMFEIFI S3 FREMER 2. BXx IAM REHN—REE ,
BEZH (IAM AFiEmE) P EEE,

5 SSE-KMS F#REaFERARSAEN KMS ZABER

MREEFEATEEFEEZHANAWS KMSHEEZ4R (SSE-KMS) 1 S3 FMEE A 7 RS S[imMNE |
BERUATABRRMNEEN KMS ZRAMNZRAREEF , LUE Amazon MSK AI AR E X HE AEZ#E .

"Sid": "Allow Amazon MSK to use the key.",
"Effect": "Allow",
"Principal": {
"Service": [
"delivery.logs.amazonaws.com"
]
},
"Action": [
"kms:Encrypt",
"kms:Decrypt",
"kms:ReEncrypt*",
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/Welcome.html
https://docs.aws.amazon.com/firehose/latest/dev/what-is-this-service.html
https://docs.aws.amazon.com/AmazonS3/latest/user-guide/add-bucket-policy.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access.html
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"kms:GenerateDataKey*",
"kms:DescribeKey"

]I

"Resource": "*"

FEARENRERE AWS EEEZFIA

MREECNEFER , BEEESN S PERNRE BEFRETNE. BUIEERE Amazon MSK mE &
AR BEW B R,

FNFNEEE  BMEHINRDEREH  AREREMETF, O TRFIF BEEELD , REER
HigtERd., EBALEESE Amazon MSK mEEXARIE B EK B 5.

FEAEREAE BE AWS CLI

£ create-cluster = update-monitoring e SRt , BAILLEEIEE logging-info St
FELMTH JSON EH%i24GE1ZS . £ JSON 1 , FRE=fh B iR B ER R AL/,

(@ Note

EigEAELH , HHE Firehose LR LogDeliveryEnabled #R&iZEN true. A
CloudWatch AFEAWSSIZEH RS HEX BB FERIIRZERE T A Firehose RHIRAIINR, 40
RBRURE | REHEXACNTER Firehose RfEERE, EEFERRSHARARHES
XPREY IAM KB RBI , iS58 A mazon CloudWatch AP B+ AT RRENRN IAM A6,

{
"BrokerLogs": {

"s3": {
"Bucket": "amzn-s3-demo-bucket",
"Prefix": "ExamplePrefix",
"Enabled": true

.

"Firehose": {
"DeliveryStream": "ExampleDeliveryStreamName",
"Enabled": true

.

"CloudWatchLogs": {
"Enabled": true,
"LogGroup": "ExampleLogGroupName"
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}
}
}

£/ APl BEERE R

BB LATE JSON HR 5 E 4% 1% 44 CreateClustersf,UpdateMonitoring B fER A% 1oggingInfo & #d,

(® Note

RAERT , BAKREARIEZRE , Amazon MSK &4 INFO 45l B &K i2 R EEE B #7.

{BR , Apache Kafka 2.4.X R ESRAW A7 AT LU E B ER B AR E N E logdj B
SEH. BXRHIF[RENEBERIINER , HZ5 5 KIP-412: Extend Admin API to support
dynamic application log levels, MR&EF A ERBIZIAIZE N DEBUG = TRACE , RATEWEE
FA Amazon S3 = Firehose fE AE B ¥R, WMREEA CloudWatch AEEN BEBHRHS
/5 FIDEBUGER TRACE Bl H&125% , Amazon MSK A RESIFE R AFEHEAR, XAHEANNRE
MEEHREEE , It RBEE INFO BERBITHIEM , To £ E B BAYARA R K Bt =F R fE
Ao

fEA1EF API B AWS CloudTrail

® Note
AWS CloudTrail REHEEZERAIAM 15 a#Z &It , BESF 8 AT Amazon MSKo

Amazon MSK 5AWS CloudTrail —TiRF &R , ZRFREREAF. SBHAWSHRSFE Amazon MSK

FRENEIRENIE R, CloudTrail FA&HE APl HRABRAIEN, HRHVBAEZEXRE Amazon MSK
ZH AR RX Amazon MSK APl RENRIZIBER., ©iE 43R Apache Kafka B1E , HlinelzE

MEREFBES,

MREGNETRER , WA LA TR CloudTrail S4FE&4E R E] Amazon S3 77 #8 , 23E Amazon
MSK WEH, MREREBRE , £MARTLUE CloudTrail B 4K “EHFHRIERK HEERHTNE
%, FERAKRERNESE CloudTrail , &R LA E @) Amazon MSK = Apache Kafka X HER, X
HiEREY IP bk, WAH TIER, ANAHBERUAREMIFARE.

ETHMEZEELR CloudTrail , BFENMAEEMEAT , 55HE (AWS CloudTraill AF#ERE) .
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https://logging.apache.org/log4j/1.2/apidocs/org/apache/log4j/Level.html
https://logging.apache.org/log4j/1.2/apidocs/org/apache/log4j/Level.html
https://cwiki.apache.org/confluence/display/KAFKA/KIP-412%3A+Extend+Admin+API+to+support+dynamic+application+log+levels
https://cwiki.apache.org/confluence/display/KAFKA/KIP-412%3A+Extend+Admin+API+to+support+dynamic+application+log+levels
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
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I &% MSK {E E{LF CloudTrail

CloudTrail &8I PRt |, BT L% Web Services W BB . 2 MSK £8P HMIENES
SEHE , ZENXEHMAWSHRS CloudTrail S —EBiIERESHAELIEFH, LA LIE Amazon
Web Services IkFHEE, BENTHEHEH. BEXEZER , B2 HMEA CloudTrail EHFH £12
FEEEH.

EiF4 0% Amazon Web Services Ik PS4 ( B Amazon MSK NS4 ) |, BRIERER, R

IR 21 CloudTrail ¥ B & XA F Amazon S3 FiEi@, TIRERAT , EEEI AT RIERER | LR
BRRATRE XKif, WERERIZRKE AWS 2 XA EEFMEXIBHANEN , HHFAEXNHEEZTZEE
B Amazon S3 FERE. ML, "‘—IJ«XEEEHM Amazon RS , BA# — 2 947 CloudTrail B &R URE
NEHBEHNEXERTH. BEXEZERE , BSHTIAE :

o SIZEIR SR

« CloudTrail Z#5#IRSS FERK

« BLiE Amazon SNS EHI CloudTrail

o EWEKBZAMNXEH CloudTrail B &AM ZA4NK UK CloudTrail B &34

Amazon MSK ¥ Amazon MSK ##/EE R EH CloudTrail i REBEXHFH, I, ©iEL21E%
AT Apache Kafka &4

- kafka £8f : DescribeClusterDynamicConfiguration
- kafka £8f : AlterClusterDynamicConfiguration

- kafka &£%¥ : CreateTopic

- kafka £8f : DescribeTopicDynamicConfiguration
- kafka &£%F : AlterTopic

- kafka £8f : AlterTopicDynamicConfiguration

- kafka ££%% : DeleteTopic

BNMNEHFAEFEHBIEEXRENBERNARAGRE. FOEEEHTEHEENATHR .
- BHEREFEHRAFER AWS Identity and Access Management (IAM) P EIEA Ho
- BRECEAACERKEAFNIGRN ZEEU R HN,

- FRESHEMAWSES X H.
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BXEZER |, B2 CloudTrail userldentity T3,

T~ : Amazon MSK BEX#4%H

RER—MEE 6 AFTSHERNAEXHEEEIEIEERN Amazon S3 %M. CloudTrail B &34
BE—NEENMNEEZE. BHRKRKREBEMRENEMER , /B XFERWRE. BEN BB
B, BERSHBFNFES. CloudTrail BEXHFR 22 API AR Apache Kafka & ERN B FHR IR
B, At e TR E s ErnIn~z HI,

LT RBIERTERDescribeClusterf DeleteCluster Amazon MSK &4/ CloudTrail BE
B,

"Records": [
{

"eventVersion": "1.05",

"userIdentity": {
"type": "IAMUser",
"principalId": "ABCDEF@123456789ABCDE",
"arn": "arn:aws:iam::012345678901:usexr/Joe",
"accountId": "012345678901",
"accessKeyId": "AIDACKCEVSQ6C2EXAMPLE",

"userName": "Joe"
.
"eventTime": "2018-12-12T02:29:247",
"eventSource": "kafka.amazonaws.com",
"eventName": "DescribeCluster",
"awsRegion": "us-east-1",

"sourceIPAddress": "192.0.2.0",

"userAgent": "aws-cli/1.14.67 Python/3.6.0 Windows/1@ botocore/1.9.20",

"requestParameters": {

"clusterArn": "arn%3Aaws%3Akafka%3Aus-east-1%3A012345678901%3Acluster

%2Fexamplecluster%2F01234567-abcd-0123-abcd-abcd@123efa-2"

.

"responseElements": null,

"requestID": "bd83f636-fdb5-abcd-0123-157e2fbf2bde",

"eventID": "60052aba-0123-4511-bcde-3el18dbd42aas",

"readOnly": true,

"eventType": "AwsApiCall",

"recipientAccountId": "012345678901"

"eventVersion": "1.05",
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"userIdentity": {
"type": "IAMUser",
"principalId": "ABCDEF@123456789ABCDE",
"arn": "arn:aws:iam::012345678901:user/Joe",
"accountId": "012345678901",
"accessKeyId": "AIDACKCEVSQ6C2EXAMPLE",

"userName": "Joe"
.
"eventTime": "2018-12-12T02:29:40Z",
"eventSource": "kafka.amazonaws.com",
"eventName": "DeleteCluster",
"awsRegion": "us-east-1",

"sourceIPAddress": "192.0.2.0",
"userAgent": "aws-cli/1.14.67 Python/3.6.0 Windows/10@ botocore/1.9.20",
"requestParameters": {
"clusterArn": "arn%3Aaws%3Akafka%3Aus-east-1%3A012345678901%3Acluster
%2Fexamplecluster%2F01234567-abcd-0123-abcd-abcd@123efa-2"
.
"responseElements": {
"clusterArn": "arn:aws:kafka:us-east-1:012345678901:cluster/
examplecluster/01234567-abcd-0123-abcd-abcd@123efa-2",
"state": "DELETING"
},
"requestID": "c6bfb3f7-abcd-0123-afa5-293519897703",
"eventID": "8a7flfcf-0123-abcd-9bdb-1ebf@663a75c",
"readOnly": false,
"eventType": "AwsApiCall",
"recipientAccountId": "012345678901"

AR RBIERT E RiZkafka-cluster:CreateTopici®{ER CloudTrail BES%E

"eventVersion": "1.08",

"userIdentity": {
"type": "IAMUser",
"principalId": "ABCDEFGH1IJKLMN2P34Q5",
"arn": "arn:aws:iam::111122223333:user/Admin",
"accountId": "111122223333",
"accessKeyId": "CDEFAB1C2UUUUU3AB4TT",
"userName": "Admin"
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},

"eventTime": "2021-03-01T12:51:192",

"eventSource": "kafka-cluster.amazonaws.com",

"eventName": "CreateTopic",

"awsRegion": "us-east-1",

"sourceIPAddress": "198.51.100.0/24",

"userAgent": "aws-msk-iam-auth/unknown-version/aws-internal/3 aws-sdk-java/1.11.970

Linux/4.14.214-160.339.amzn2.x86_64 Open]DK_64-Bit_Server_VM/25.272-b1l0 java/1.8.0_272
scala/2.12.8 vendor/Red_Hat,_Inc.",
"requestParameters": {
"kafkaAPI": "CreateTopics",
"resourceARN": "arn:aws:kafka:us-east-1:111122223333:topic/IamAuthCluster/3ebafd8e-
dae9-440d-85db-4ef52679674d-1/Topic9"
.
"responseElements": null,
"requestID": "e7c5e49f-6aac-4c9a-aldl-c2c46599f5e4",
"eventID": "belf93fd-4f14-4634-ab02-b5a79cb833d2",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"eventCategory": "Management",
"recipientAccountId": "111122223333"

THREEE
I 5% MSK 323F Apache ZooKeeper 5 KRaft THIEEEE N,

£ Amazon MSK £# Apache Kafka 3.7.x fxZA</ , #RAI LA 622 KRaft AKX M 2EXNWES.
ZooKeeper KRaftE F Kafka B AR Kafka 2G2S R EE TR,

e}
« ZooKeeper
« KRaft =

ZooKeeper &=,

Apache ZooKeeper & “—MEHRXRS , ATEFREEFS. w8, BHI>HmXNESNBHBFAR
L. MANARFURRMERFERAMEXLERBNERS” , 23 Apache Kafka,
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MBBAEBEEFEM ZooKeeper 3, |, NI AT LA LA T ERIREN Apache ZooKeeper E#ZF£F
B, BR , RINNEBIEMER BootstrapServerString EERENERANTEERRIRE  BER --
zookeeper K EIE Kafka 2.5 F#F A , H EM Kafka 3.0 FHER,

{# FA3REX Apache ZooKeeper HEEZFF 8 AWS BB A&

1. ¥ https://console.aws.amazon.com/msk/ ¥TF Amazon MSK #&l& .
2. ZRETTHEKFPTHINXENMESES. EREREMUEEFHTEHA,

3. EEHWENEL , EBREERTFHER. XERTE|ISERNKRELR Apache ZooKeeper iE#
FRE,

{# FI3KEY Apache ZooKeeper HEZF#&F & AWS CLI

1. WRETHMEEEHN Amazon BRIFEFR (ARN) , B LUBS S &K - PR EERRKIE.
BXEZEE , i3 H the section called “FI HEFE",

2. E3IREX Apache ZooKeeper E#EFHEUARBEXRERNHMESR , FETHUAT®
T, ClusterArnBR AN EEFH ARN,

aws kafka describe-cluster --cluster-arn ClusterArn

% describe-cluster SR HMLAT JSON REIFF R

"ClusterInfo": {
"BrokerNodeGroupInfo": {
"BrokerAZDistribution": "DEFAULT",
"ClientSubnets": [
"subnet-0123456789abcdef0",
"subnet-2468013579%9abcdefl",
"subnet-1357902468abcdef2"

1)

"InstanceType": "kafka.m5.large",

"StorageInfo": {
"EbsStorageInfo": {

"VolumeSize": 1000

}

}

o
"ClusterArn": "arn:aws:kafka:us-east-1:111122223333:cluster/

testcluster/12345678-abcd-4567-2345-abcdef123456-2",
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"ClusterName": "testcluster",

"CreationTime": "2018-12-02T17:38:36.75Z",

"CurrentBrokerSoftwareInfo": {
"KafkaVersion": "2.2.1"

+
"CurrentVersion": "K13V1IB3VIYZZH",

"EncryptionInfo": {
"EncryptionAtRest": {
"DataVolumeKMSKeyId": "arn:aws:kms:us-
east-1:555555555555:key/12345678-abcd-2345-ef@1-abcdef123456"
}

iy
"EnhancedMonitoring": "DEFAULT",

"NumberOfBrokerNodes": 3,
"State": "ACTIVE",
"ZookeeperConnectString": "10.0.1.101:2018,10.0.2.101:2018,10.0.3.101:2018"

+t— JSON RfI1E describe-cluster i HHHFE TR ZookeeperConnectString &, &
FISHENNNE , HRECUATEER LUBREH,

/A Important
&89 Amazon MSK S & A4 FACTIVEIRZA T 8E3REX Apache ZooKeeper HE#F
R, HEHEDPAT CREATING IRAR |, describe-cluster i sHWmMEREE

ZookeeperConnectString, MRBXEXMER , BEF/ Lo , REEEHEHA
ACTIVE RAFHIXETT describe-cluster,

/8 API 3REX Apache ZooKeeper & F & &5

EfEF API 3REX Apache ZooKeeper E#EF&FH |, 1S DescribeCluster,

KRaft

T 3 MSK 7£ Kafka MR 3.7.x 5| A 7 Xt KRaft ( Apache Kafka Raft ) #9X3%, Apache Kafka 1t
X § #£ KRaft BUf{ Apache £ Apache Kafka &8 ZooKeeperLﬁfci&?EMiio £ KRaft EX T |
SRTHEE A Kafka BFIBFPEE | XLEFHIBE R Katka £FHN— , A RET &%,
ZooKeeper KRaftiZFIBz D &N , BT (TEMANER | 1@7%%1&’3 TN REREE, B
XEZER , HZH KIP-500 KRaft,
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BT RAX MSK KRaft XK —EEZEW :

- KRaft EX{UER THER. CIEEHT , TEVRTBEERER,

- 1£ MSK 2#l& L , B LUE T %R Kafka ARAS 3.7.x FHEFRERHGESE 0P K KRaft EiXERIE
BT Kraft WEE,

- EffiF] MSK APl CreateClustersiCreateClusterV2I2/E1E KRaft XX TRIBER | NfE
A3.7.x.kraftERMRA, 3.7.xAEE ZooKeeper R T BIZEFHI A,

« ZooKeeper EF KRaft MIETHENSNMMEN 2 XHBHEE. B2 , BIEERHIPEEESRE ,
KRaft AT BEBNMNERTREEZ KX,

« 7£ Amazon MSK £ KRaft EXEEE X API, ER , IRENEFIHSKPESEA --
zookeeper EEFHHR , MNEHENEF G , AEMA --bootstrap-server EEFHFRIEE
BIBHEERE, --zookeeper ¥RETE Apache Kafka 2.5 iR BEF A , H M Kafka 3.0 IRFF A BB,
Hit , BNBWUEN EEBHNMEEEERAZITH Apache Kafka B FimhR A - -bootstrap-
server EEFHFH,

« ZooKeeper BN MHEER TFAE S RAHARA , H Apache Kafka th 3 #F zookeeper. Bk
Apache Kafka lRARL It T HFFAREFHMVFMER , BSHZEH Apache Kafka M7,

- REZEREREANEMTERBREEBE APIs J& 8 ZooKeeper EEH1ER T A Kafka Admin,
BXRNEEEREET Cruise Control WEF LR , 12 # £ Amazon Linkedln MSK £/ Apache
Kafka By 6 R %5 Cruise Control B3R 7 A= 5l RS MIZ1T 15 88 ZooKeeper,

- BEFTEZHEERN KRaft FHB[ENTHITEMESERERE, B2 , MRFEATFRGEERKERE
¥R, BEFEERHIZEEH DNS i RRINER R EFFY — L IERHISR MR IER. B UM MSK 2§ &
= AEA ListNodesAPI REFREUX L DNS KifT R BXR{EA Prometheus M1 FE MSK 87
KRaftE FTREREFRSENERLSE  BSH,

« XF KRaft EENEB M T2 ZooKeeper IENER | BELFE KT HMCloudWatch 515, MSK BB
B FE AN KRaft #3585,

« BAILAEMA--bootstrap-serverEEFHAHE KRaft X T ACLs ERAEHSALHTEE, TN
£ --zookeeperiEEF AR HITEE ACLs, EZH M HE Kafka ACLs.

- £ KRaft XX T , £EH T BIRFME Kafka P HY KRaft &85 £ , M A =RINEE ZooKeeper 1 X
to. it , BEEGIEHT LA IRIEFIXI 25185 ZooKeeper T 2B 5[4,

FBIRE

O] LAEF Amazon MSK & APIs & MSK B EEH#HFAFTENEE. ©11 APIs #EN EB T
BHRZIHENE , BFI2XiIH, EFEF. BEMIXEFEAEFEE, WEEXN TR, WELERME
fi# Kafka TBMEWIEEE B,
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/A Important

ListTopicsDescribeTopic, #DescribeTopicPartitions APIs R fx BREY BR3E KL
Br#HEH—R. ETHREIENEFEBRS , BEEANSESFTKA—5 48,

@ Note

T APls X EBM T HIEN RIRHRINR. ERERERER , EFEMA Apache Kafka TE
o Kafka, AdminClientEXxEZEE , B85 P& 4 . £ Amazon MSK E& A 6|EFF,

EEFTRERNER

- BHEFLIR MSK MBELENESR, APIs XERERAT MSK TRFJ|ER

- BHVEBNIUZIT Apache Kafka fRZS 3.6.0 EEMAE., BXXZIHNREANEZEFEER | ESHthe
section called “X #F#Y Apache Kafka R4,

o IBNEBMTLTACTIVERS, BXEFHRSNEZELR |, BSH 7HME MSK E£EIRA,
o IBATHEHEMYN IAM R, BEXEZELR |, ESH the section called “IAM PR,

EFFHEEMN IAM R
ZREAEN] APIs , BATMEMEE 1AM R, TRIIET S API FRER R,
BEEFTEEMENNER
AP FREEIPR RIR
ListTopics kafka-cluster:Connect 57 ARN
kafka-cluster:DescribeTopic
DescribeTopic kafka-cluster:Connect F& ARN
kafka-cluster:DescribeTopic

kafka-cluster:DescribeTopic
DynamicConfiguration
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API PR BIR
DescribeTopicParti kafka-cluster:Connect F & ARN
tions

kafka-cluster:DescribeTopic

kafka-cluster:DescribeTopic
DynamicConfiguration

(® Note

FFListTopics , BELEMW IAM KEFIEESEE ARN, X
FDescribeTopicHDescribeTopicPartitions , &/ IAM KEEFIEEEZ ARN,

BXEHT Amazon MSK B IAM T [RIBBINEZE R |, 5 Hthe section called “IAM i[RI H”,

=i
e £ Amazon MSK &£&F 5| HFE:
s MEXRENETBHEMAER

- BEEFENIXER

£ Amazon MSK £85I HFE B

&R LABIH MSK Provisioned SHFHAIBEER , LEFEAX S , flNs XKITBHMEHREF, X
NTHEZERNEE, TEFREIBERTEHR - S HENETFERMA,

@ Note
ListTopicsAPI B#EARNETAHBE. ERNEXBFETANFAES , S RE YIRS
MBEE , 5 DescribeTopic APl, BXEZER , BSH RBEXEN TN IFHE

/0N 0O
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® Note

It API IR RR T KA D HEH —RNEE. ETHREXENEHIETERS , FEERANS
BFRO—T74,

£}

- FRAYHERAWS EEREA
- FASHES AWS CLI

- {#/ API FIHH EB

EASIHEB AWS EEEZFIE

1. B FHEhttps://console.aws.amazon.com/msk/Z F T FF Amazon MSK #&lA ? AWS E Izl
& region=us-east-1#/home/,

2. EEBIRP , EREINHAETENERNEN.
3. EEBFMAGENEL , ERFHETF,
4. ZRERTEBEFHMEEE  IFEETEEN,. 7X#. ESEFM out-of-syncEI &K,

FRASIHES AWS CLI

BITUTE®T , ClusterArnB# N EEH Amazon BIRBF (ARN), MREEEIZERFN ARN |, 1]
LB SIHrEERREIIE. BXEZEELR , i55 1 the section called “l| HEE",

aws kafka list-topics --cluster-arn ClusterArn

Z o BT JSON REIFTRo

"topics": [
{
"topicArn": "arn:aws:kafka:us-east-1:123456789012:topic/MyCluster/abcdl234-
abcd-dcba-4321-alb2abcd9f9f-2/MyTopic",
"topicName": "MyTopic",
"partitionCount": 3,
"replicationFactor": 3,
"outOfSyncReplicaCount": 0
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}I
{

"topicArn": "arn:aws:kafka:us-east-1:123456789012:topic/MyCluster/abcdl1234-
abcd-dcba-4321-alb2abcd9f9f-2/AnotherTopic",

"topicName": "AnotherTopic",

"partitionCount": 6,

"replicationFactor": 3,

"outOfSyncReplicaCount": 1

NERFITDR

MREHNEBRETFZEE , NTUER THEEUR/ DM ERELER, FH--max-resultsSHIs
EEROMNGEAEBH , HFEH--next-tokenSHKRET —THE R,

aws kafka list-topics --cluster-arn ClusterArn --max-results 10

MREEZLERTA , MNP LEE—MnextTokenE, FRALTHEERT -—TNER,

aws kafka list-topics --cluster-arn ClusterArn --max-results 1@ --next-token NextToken

BAEMIHIEER

BRI LABE A - -topic-name-filterSHIBE MR RFEEFT IR, XF{OREBFAEENR
FLEER,

aws kafka list-topics --cluster-arn ClusterArn --topic-name-filter "prod-"

S PUREI BT LM EBprod- , flfprod-orderssprod-inventory.,
M API 5 &

EfEMA API JIHER |, 155 HListTopics.

REBXRENETENFMER

BO LA RAE X MSK Provisioned EH S ETEMIFMERE , IBHHTRE, 2X%. EERF
FMEE, XX THEH R, RIFEFFAREREREPRLZEETTRSIEEETR,
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® Note

It AP BRI R T KABSHEHT —RNEIE, ETHREXENEFHEIBRES , BEEANSE
BFRO—T74,

&
- FAERED AWS EBEHA
- FAERED AWS CLI

- £/ API #iR £

ER#ERER AWS EEEZH A

1. B FZIHEhttps://console.aws.amazon.com/msk/KF T F Amazon MSK 2%l & ? AWS BB %l
& region=us-east-1#/home/,

2. EEBIRT  ERTSLEERNTTNERNEN.

3. EEHFHAGSENEL , BREETRIFR,

4. HEEFIIRF , ARBEBFNEFTN BN,

5. FHFAGENHEREXZEENER , SR/ERS, 2X#%. EESRFARERE
EAMREBR AWS CLI

BITUT®T , ClusterArnB R ERH Amazon BIFERAFR (ARN) M TopicName BB RE E B
Mo

aws kafka describe-topic --cluster-arn ClusterArn --topic-name TopicName
Z T LT JSON RABIFRT R,

{

"topicArn": "arn:aws:kafka:us-east-1:123456789012:topic/MyCluster/abcdl234-abcd-
dcba-4321-alb2abcd9f9f-2/MyTopic",

"topicName": "MyTopic",

"partitionCount": 3,

"replicationFactor": 3,

"configs": "Y29tcHJ1c3Npb24udH1wZTlwcm9kdWNlcgpyZXR1bnRpb24ubXMINjAQODAWMDAwW",
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"status": "ACTIVE"

T B EBRE

Zstatus FRERREDMN HEIRE, FTRER T AJRERIRSE.

BRAE
Status 15 BA
CREATING FTHAEEBIES,
ACTIVE ZEBLFEHRS , AHRER,
UPDATING EHE B EEFEH T,
DELETING ZEBEEMERF
THREBRE

ixconfigsf?"—ﬁi’lﬂ‘%“i%ﬁﬂﬁ Kafka BLEE 1 , X LB LA Base64 R imEB, EUMEERNESFE
, IREE T Basebd FRFE,

LA RIS R T WAAI7E Linux % macOS LfEAbase64tn BXI BB 1THAE,

echo "Y29tcHJ1c3Npb24udH1wZT1lwcm9kdWNlcgpyZXR1bnRpb24ubXMINjAQODAWMDAW" | baseb4 --
decode

BEENAEAREEXEREREER T,

compression.type=producer
retention.ms=604800000

EXTBEHBEBMNESZESR , 55, the section called “E B4 5 #) Amazon MSK it &

£/ API #iR £

EfH AP iR S @ DescribeTopico
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BEEFENI»XER

O LA A X MSK Provisioned EHFREF T XWEFMAEE, LEESEIXS., ISKE,
BIAREBAMEL AR (ISR)e XN FKESXoMm, IRNEFTEN D XEREH RBEESRHo

(® Note

It API MR RR T RABDHEFH —XNBE. ETREXEHENETBRES , BEEANSE
‘f%j(é’g_ﬁﬁpo

F&:

- FHEESXER AWS EEEHE
- ERAEESHXEE AWS CLI

- FH API EFESXER

FEAEESXELE AWS B4 A

1. B FHEhttps://console.aws.amazon.com/msk/Z F T FF Amazon MSK #&lA ? AWS B Izl
& region=us-east-1#/home/,

EERIKRTD  ARESZEFENEFNBN.

EEBFFAFEERE L , BERETFETF,

EEBFRSD K AREBEEFHIXEERNETNER.

EEBRAFEEREL , FERTEES , EFSNM7ENI XS, SHSAE, BEANMELS A,

o ~ @b

FEHEEPXEE AWS CLI

BITUT®T , ClusterArnB R ERH Amazon BIFEABAFR (ARN) FTopicName EB A o

aws kafka describe-topic-partitions --cluster-arn ClusterArn --topic-name TopicName

Z B mAYH AT JSON RAIFR R,

)

"partitions": [
{

"partition": 0,
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"leader": 1,
"replicas": [1, 2, 3],

isr": [1, 2, 3]

.

{
"partition": 1,
"leader": 2,
"replicas": [2, 3, 1],
"isr": [2, 3, 1]

.

{
"partition": 2,
"leader": 3,
"replicas": [3, 1, 2],
"isr": [3, 1]

}

]
}
THAXEER

MBS KWL TEER

« ?X-7X5., 2XM 0 FHES,

o le ader — kP XMASEHNRE ID, NS EBLEZY XA RIAMEAER,

- replicas — @&t 5 IDs KEIRHRES|FK, XBTIERL M out-of-syncEI AR,

.« isr— RS EIAX IDs HREIIR, XEFALTLHELASE , IREFE , TUEEASENRS,

ELENTAH , 27X 2 H— out-of-syncEIA, ZreplicasP|RITIELLH 2, HisrdlFxkH %
B, XRHP broker 2 FEXZLHE L ZPXWASE,
NERBITH T

MRENTBFEZANDX , WA LER D AR PR BRRE R, £H--max-resultsSHiE
EEREMNFERDXE , FAEA--next-tokenZBKRET —TTHER,

aws kafka describe-topic-partitions --cluster-arn ClusterArn --topic-name TopicName --
max-results 10

MREESERTA , WM HLETE—MnextTokenfH, EALTHERET —TTNER,
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aws kafka describe-topic-partitions --cluster-arn ClusterArn --topic-name TopicName --
max-results 10 --next-token NextToken

= L AE F =4
EREDXEEXNUT/ILHERREA :

- RAEFFTENDX-tkRreplicasMisrFIRUBER LR ATRIHN D X, XAJgeR R EREMEH
AR R,

c BRSXSH-REFXNSEEREBZEREHISH , UBRAHFE.

- W@ SHlREHTHEHR-BEEE ISR JIRKHAE LR EER S FIEEIES R,

- MRy XEFMEE-ERTETLEREZN , BEEALEETHRIN S XM E.

£/ AP EESXER

EFH API &E& P XELR , & HDescribeTopicPartitions.

Amazon MSK &R

BREFELTXAA , BIR—FAE Amazon MSK FERME L. £ APl L TXH , BIER—F A E
HEPARBRENEN, BXXERFEUARTEE FAANRENSIER , 525 (Amazon MSK API
Reference) HHJ Resources, #E the section called “IAM T E)#2&)” E XA , BRIEZ LR IFSHIEL
B BYSE4K | 3 the section called “FEREREF IR /N ATE Lo

Apache Kafka fxZs

B2 Amazon MSK &&8T , B LB E LB EFE AW Apache Kafka R4, ZxE ] AEHIE £F
#9 Apache Kafka MxZAS, ZANERH EB AR BYIR 7 ## Kafka iR X 3589 B 8] R M R E SRR B

U
« XM Apache Kafka fRAs
« Amazon MSK iR % 12

X ##FHY Apache Kafka k<

Amazon Managed Streaming for Apache Kafka ( Amazon MSK ) x# L~ Apache Kafka 1 Amazon
MSK hx#<, Apache Kafka #t X ARAREB LR T ZBREANY 12 MNANXZR. BXEZHAER , 18
2 Apache Kafka EOL (end of life) policys

1
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FRARER

T&R5IH T Amazon MSK X #H#) Apache Kafka hR48,

Apache Kafka kx4~ MSK &7 B #i
111 -

2.1.0 -

224 2019-07-31
2.3.1 2019-12-19
2.4.1 2020-04-02
2.4.1.1 2020-09-09
2.5.1 2020-09-30
2.6.0 2020-10-21
2.6.1 2021-01-19
2.6.2 2021-04-29
2.6.3 2021-12-21
2.7.0 2020-12-29
271 2021-05-25
2.7.2 2021-12-21
2.8.0 2021-05-19
2.8.1 2022-10-28
2.8.2 2022-10-28
3.1.1 2022-06-22
3.2.0 2022-06-22

KIEZFHRH

2024-06-05

2024-06-05

2024-06-08

2024-06-08

2024-06-08

2024-06-08

2024-06-08

2024-09-11

2024-09-11

2024-09-11

2024-09-11

2024-09-11

2024-09-11

2024-09-11

2024-09-11

2024-09-11

2025-01-14

2024-09-11

2024-09-11
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Apache Kafka kx4~ MSK & 7 B #i KIFZHAE
3.3.1 2022-10-26 2024-09-11
3.3.2 2023-03-02 2024-09-11
3.4.0 2023-05-04 2025-08-04
3.5.1 2023-09-26 2025-10-23
3.6.0 2023-11-16 2026-06-01
3.7.x 2024-05-29 -

3.8.x (#E) 2025-02-20 -

3.9.x 2025-04-21 --

4.0.x 2025-05-16 --

4.1.X 2025-10-15 --

Bx Amazon MSK IR AT HERBHNEZEER |, HSHAmazon MSK IR T 5K RE

Amazon MSK RZA 4.1.x

Amazon Managed Streaming for Apache Kafka ( Amazon MSK ) I 1E X #& Apache Kafka k7 4.1 |
ZhRAHE T S ARRIRASIThRE, M RBEE ML RERRUARERASEIR (ELR) » BRIXLI)
BE4% , Apache Kafka iR 4.1 - BIFEEMEHERIEE T S0H

Kafka 4.1 I —NEETLSHE TR RHASIZIEE. SRAUERASNMEAERLEXRBRE—FES
XHHEE , NTIIREFEE point-to-pointH EAEN TEABNHATENELE. FHOREFEHMLE
M 1E Kafka 4.0 WEAEBF &Mz L , FFREBHATIEET B E Kafka Streams , EIES 5 EH
HACMBEFEE, o, hERTAYE , AERAEE A ELR,

BXEZHAGRURNENEREENTEIIR , BZH Apache Kafka #9 4.1 lR&ITIH A,

EFF 81 Amazon MSK L{F Apache Kafka 4.1 , BEEEN., SHEIEBFHEFFIEE 4.1.x A, AWS
EEEEIA AWS CLI AWS SDKsiE AJ BUB Bt iR EF R A RI BRI TE MSK &8, Amazon
MSK 2R EER , MEEARBERSTAEARFHE. PAERMH Amazon MSK AWS X1F #Y
5 & X 3F Kafka MRAs 4.1,
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Amazon MSK 7~ 4.0.x

Amazon Managed Streaming for Apache Kafka ( Amazon MSK ) I X #& Apache Kafka K7 4.0,
HRANTAE MSK TR T ST ERHEENMEAR. Katka 4.0 HEHNFEREFFEHHIE
EXE® , B TEARASNEINF, EROBFE. I, Kafka 4.0 ERKEBMITEFEA Java
17 , NMRRES T2 MNtE , I/WEHERIEENSHE | HFEABE Apache #HITTHIEEE,

ZooKeeper

BRESZHAGSURBHENEIREENTEIIR , FSH Apache Kafka # 4.0 lRRATIHEA,

Amazon MSK R 7 3.9.x

Amazon Managed Streaming for Apache Kafka ( Amazon MSK ) I £ X #& Apache Kafka kx4 3.9,
WA FEETBERINZERASBRFENREIREE , NTNER T 2B FHEIIE. ERAENARFTL
Mz BERBREEE (Rx ) XA EHE , ANER b NZREFE 2B REEEN AERS.

39 R XIFIXFIRSE ZooKeeper M KRaft THIEEE RGN RS —NRZA. Amazon MSK J§ 1 ik
AKIIRHEVIFENYT BXEF , BZRARAZHEITE,

BREZFMAERURBTHANBRIEENTESIXR , iHSH Apache Kafka B9 3.9.x flR& 1714 A,

Amazon MSK K7 3.8.x ( ## )

Amazon Managed Streaming for Apache Kafka ( Amazon MSK ) I 7E &2 #F Apache Kafka iR 3.8,
M7E , WOLUERA 3.8 IRfEA KRAFT RITHIBEE ZooKeeper B BIEFER | LT LUFIMAN
ZooKeeper ETEH AR NFEA 3.8 X, Apache Katka 3.8 @8 — LIRS M AN EIREEMF
e, TEMNF YRS IGERRIEE. XHFEMEA 124, zstd M gzip FEFHEEEN , RATEL
BRBIAER R — SR ERE,

BEXREZFMAERURBUHANBRIEENTESIXR , iHSH Apache Kafka B9 3.8.x fR & 1714 A,

Apache Kafka RZAs 3.7.x ( ZRHEFREN D EZFH )

MSK LE# Apache Kafka fxZ~ 3.7.x &% Apache Kafka fxZs 3.7.0 %1%, EAILIBIBER AR
MEEBUFERATH 3.7.x A, BEX—RAFEEH , & Apache Katka X EHERHFTWITEE
WA (flgn 3.7.1 ) B, BAIBFEXATH]. MX—BEXWTHRARTA , Amazon MSK ¥ B3 E#
37X UXIFZRA, XELREBMITEERTREUNZLUENBREETZE , MEFMEIREAFH
%, Apache Kafka £ X LA T S ERAT R BIRRARAMY | B UM T IEERAH 2
#wm, MAKEBELEFIHENARFNERNREASR. FRREHNEMEMBZLIE (Fl) EEH
CloudFormation , BARIX B AN & f93iX — 2o
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I 52 MSK I 3% Apache Kafka A 3.7.x B #Y KRaft # 3 ( Apache Kafka Raft ) . &
ZooKeeper TR —#¥ , £ Amazon MSK £ , KRaft 2 #IBFEBEEN , EEEIFEMENAZA , bF
FELHTIFHNNRBERERE, I , {RULUE Apache Kafka W2 3. ZooKeeper 7.x £ LA KRaft
EXARELCRER, £ Kraft EXT , BALURNERZ 60 MEREENEFIREEESZSX , M
TEBEREMBRS , METF Zookeeper WWER EHREBEH N 30 N ET#HEX MSKKRaft HEZ
B8 , BZHKRaft X,

Apache Kafka fRZ 3.7.x R B E — LA RS MENEREENH . TEIHBIEHXNEFHHM
S EZRIECT A EERRIFMECIET, BXRIGEMEBIRIEENTEY|XK , ESH Apache Kafka 3.7.0
KT,

Apache Kafka R4 3.6.0 ( XEBEFREN D EZFMH )

B X Apache Kafka lx % 3.6.0 ( XIFEFREN D EEME ) WER , S Apache Kafka TE M 15
L # Release Notes,

RNTRERN , EARRAESF |, Amazon MSK [F4EEfE A MEE Zookeeper A ITHEEE,
Amazon MSK hrZ 3.5.1

Amazon Managed Streaming for Apache Kafka ( Amazon MSK ) M EX FEB MG ERZF
Apache Kafka hRZ< 3.5.1, Apache Kafka 3.5.1 @& — XA 25 MaENEIRIEEFIIEE, TEIEE
FENHEBRESIAFTHNNERAN S XD B . EAMRAF , Amazon MSK fF4 4 F MEE Zookeeper KA
HITHBEE, BXUHNEREENTES|K , 5SH Apache Kafka 3.5.1 K1T1% 8,

B X Apache Kafka fxZ< 3.5.1 9152 , 2 Apache Kafka &ML LY Release Notes,

Amazon MSK fRZA 3.4.0

Amazon Managed Streaming for Apache Kafka ( Amazon MSK ) EXN FIEHMI G EHTHF
Apache Kafka MR4s 3.4.0, Apache Kafka 3.4.0 @& — LA/ SMHEEMNEIRIEENFNEE. = EIhee
BE—MEE , IRSMNRENEIAPRIVEEMS. EARREF , Amazon MSK FF4LEFERANE
# Zookeeper L ITHREE, BXIHMEBRIEENTES|K , 55 Apache Kafka 3.4.0 K174
B,

A X Apache Kafka i~ 3.4.0 FIfE R , iZ 5 Apache Kafka TEH M5 LAY Release Notes,

Amazon MSK iR 3.3.2

Amazon Managed Streaming for Apache Kafka ( Amazon MSK ) MEX FIEBH MU G ER T
Apache Kafka W7 3.3.2, Apache Kafka 3.3.2 @& — XA IR S MM R IRIEENFEE, TEEE
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BIE—MEE , IRBMNRENBIAPRENREMS. EARAERSF , Amazon MSK FHREFAMNE
 Zookeeper LB ITHHEE, Bx#HMERIEENTES|FK , HSH Apache Kafka 3.3.2 K171t
B,

A X Apache Kafka x4~ 3.3.2 FIfE R , {525 Apache Kafka T#H M5 LAY Release Notes,

Amazon MSK R 7~ 3.3.1

Amazon Managed Streaming for Apache Kafka ( Amazon MSK ) M EX FEB MG ERZF
Apache Kafka W74 3.3.1, Apache Kafka 3.3.1 @8 — L2 S MM IRIEEMIINEE, — X E
e RN ERN 2 XEFNIEE, N TRERNK , ERKRAF , Amazon MSK fF4k4E £ A FEE
Zookeeper U ITHREE., BXxUANEREENTESIXR | {555 Apache Kafka 3.3.1 X1Tii
B,

B X Apache Kafka fxZ< 3.3.1 FW{E 2 , 2 Apache Kafka T M4 LAY Release Notes,

Amazon MSK fRZA 3.1.1

Amazon Managed Streaming for Apache Kafka ( Amazon MSK ) M EX FIEBH MG ERHTF
Apache Kafka k< 3.1.1 #1 3.2.0, Apache Kafka 3.1.1 1 Apache Kafka 3.2.0 @& — L A[iRE M #E
MNEIRIEE NI INEE, —EXEIIRITIEXNERNEBNEBNERA IDs. ATRERL , EARRAE
A, MSK G4 & F A FIEE Zookeeper A ITHEERE, EXRNEMBREENTEIEK , BESH
Apache Kafka 3.1.1 1 3.2.0 B & 1T1% A,

Bk Apache Kafka fir7x 3.1.1 f1 3.2.0 H{E R , B2 5 Apache Kafka FEME EH 3.2.0 Z1TIHEAM
3.1.1 RITiHA,

Amazon MSK 2 E 7 iR 2.8.2.tiered
AR A2 Apache Kafka MrZx 2.8.2 B9{X PR Amazon MSK x4~ , 5FF R Apache Kafka & im 3 &

282 FRMABE D EFEINEE , ZIEES Apache Kafka K9 KIP-405 H APIs 5| AKY 5 /= 7 f& Th g
HAB. AX Amazon MSK 2R FMINBENEZER , FSRAMEREN T EFH,

Apache Kafka M4 2.5.1

Apache Kafka M7 2.5.1 BEZMERIEENMFTIEE , BIEEH X Ap ZooKeeper ache I EEE F imHY

fERNZ, Amazon MSK 12T TLS ZooKeeper LT & , A LLUE DescribeCluster R{EE )X
lt:bégﬁ#‘ﬁ-ﬁ/\\\o

% DescribeClusteri2¥ERV#i tH 23E ZookeeperConnectStringTlsm , ZFRFIH T TLS
zookeeper % &.o
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T RABIETRT DescribeCluster BEMIGR ZookeeperConnectStringTls T :

"ZookeeperConnectStringTls": "z-3.awskafkatutorialc.abcd123.c3.kafka.us-
east-1.amazonaws.com:2182,z-2.awskafkatutorialc.abcd123.c3.kafka.us-
east-1.amazonaws.com:2182,z-1.awskafkatutorialc.abcd123.c3.kafka.us-
east-1.amazonaws.com:2182"

BXFF TLS & AT Zookeeper WER , HZH 1 Apache F £ TLS £ ZooKeeper,

B X Apache Kafka lx7Z 2.5.1 WEZEE , 152 Apache Kafka T& ML L# Release Notes.

Amazon MSK iR {88 M7 2.4.1.1

bbhR A< 2 Apache Kafka M7 2.4.1 H9{XBR Amazon MSK B4 RIEE MR, HEEIRIEERES

2 KAFKA-9752 M8 ERRF , TR— MRADHIAMEE , 2SS BEARETHENR FHHRE
PreparingRebalance 7%, WRIBAEZIT Apache Kafka iR 2.3.1 1 2.4.1 BIEEE, LIRAK
VEHXFENEERRF , AIAT Apache Kafka ik 2.5.0,

(® Note

BITARZA 2.4.1.1 B9 Amazon MSK 8 53 %A Apache Kafka fRZ< 2.4.1 B94E11] Apache Kafka
BEFImTREEo

MREEEREH Apache Kafka 2.4.1 , BUIUEXHTH Amazon MSK S8 A MSK iR 8B RA
2.4.1.1, BULUFE1T Apache Kafka MRZs 2.4.1 I B EFHETNIRA , UMALLBERRF., BX
AEUMEERNEES , BS R AL Apache Kafka iRAR.

EETEEHART 2411 REAWER THRALEBR , HSREE Amazon MSK SEEH R BEmM
W E 54 £/ 7E PreparingRebalance IRAZB 5

Apache Kafka MxZ< 2.4.1 ( A 2.4.1.1 kR )

(® Note
BT EBFE A Apache Kafka fRZx 2.4.1 B FTH MSK &8, MR , BRI L Amazon MSK
FHIRIEEMA 2.4.1.1 53%%A Apache Kafka fR74s 2.4.1 WEFIRESER, MA , MREZL
B £ A Apache Kafka K7 2.4.1 B9 MSK & , BN EHEH 7 E A Apache Kafka lx a4
2411,
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KIP-392 2 Apache Kafka 2.4.1 R P B EMEE Kafka H BN Z —, BLIBH 56
BEMNRIENEI AR, EFEALLIEE , BRFEARBEMLETN client. rack RENFEASR

AAXK ID, ATAKX ID WEA—MJIFR usel-azl, Amazon MSK i&Ebroker.rack

IDs T2LmP AKX, BEXLIF replica.selector.class BEEBMIRE R
org.apache.kafka.common.replica.RackAwareReplicaSelector , iX=& Apache Kafka 12

HH rack BREIR —FPXIM AR

LR R AN B Apache Kafka BY , PER_TOPIC_PER_BROKER ¥R B P ISIRNEHEBEE RE
HNIEBEFFTALETR. BEXRERITBMNEZEELE , 5 Hthe section called “PER_TOPIC_PER_BROKER 4%

Bl

BxmAERTHXMWEER IDs , HSFEAWS Resource Access Manager i P8R &R 0] A IDs
X,

BREREREBMENEER , S Hthe section called “KIEEE",

BFx KIP-392 WEZEE , 351 Confluence WE Y 21 6 AN RIFH BI A2 EL,

B> Apache Kafka Wi 74x 2.4.1 NEZ{E R |, 1§21 Apache Kafka TE M4 LB MR AN 5% 88 o
Amazon MSK A X i

WETANE Amazon MSK A5 5 BE R 4% Apache Kafka iR B2, MR EAH LK Kafka i
K, BEERAARNSESEPBRIRNRESREK,

F&:

+ Amazon MSK M X # R B
« F4 Apache Kafka iR A<

s REARWRERE

Amazon MSK R A 3z 1 5k BE
AT BT Amazon MSK XY Kafka MRAHY 155K BE .

- P Kafka RAEE X EERFHALZFAH. XELLXSEHNFAGR , BSAXE
#) Apache Kafka i<, L IEXEFRHZET |, BN MSK £EE AR IHEN Kafka IR E SR
Ko, BXHLR Apache Kafka IR IFHER , TS HE AL Apache Kafka fiZd<, ELIEXIFHEZ
B Kafka R EFH S B AR FIHEN Katka iR, B ARATUEIFERBBEHNEM
RHE#IT. EARZH , BFR2WREEMEA,

o MSKFHZEFEILNFERABERMELTIF AN Kafka iR F OB EFHN I,
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F4% Apache Kafka Kxax

BAILUR LB/ MSK B AR NRHMARY Apache Kafka, EFREFH Kafka lRA 28 , HFHIA
B PR AR AN S IEHT Kafka MRA AP RYZhEE,

BXMAEARPEEEESEATANES , 3 Mthe section called “HE S E 7] AR SR,

£/ Apache Kafka lR & F 4% AWS EE#ZGH &

1. ¥E https://console.aws.amazon.com/msk/ ¥T 7 Amazon MSK ###| &
2. ESMEL , EREEEPEE MSK S&H X,

3. EBREAERM MSK £#H.

4. TEEM®EINF L , 7 Apache Kafka MRA<EB 0 & B FA R

5. £ Apache Kafka iR Z<&ZB% , HATAFIRE -

a. TEi%&#E Apache Kafka lRA TSRS |, BFEAREN BIRE, a0, &EF 3.9.x

b. (Wit ) EREFRAREY  RIIEHNYRAETHAARRECEARERE. RFE , &
BikEASkE,

(® Note

Amazon MSK X K% Apache Kafka lRA#H TR AR, B2 , M ZooKeeperE
T Kafka WRAF 4 F| KRaftE T Kafka BIMRAET , AIBIBZ—NFER. AB , F
BEEFZFNES K ANBEFPRTREFER,

c. (FE)RPEREHEESIRE , NASHRARTNEEEHN. XHREA THRAHAEE
Mokt

NRFERFUANEAENEE , THIX—F,

(® Note

c BERBEART LB ERESRNNARERF
c NERFEEHRREN | TIFREER,

d. EEAZLITHEARIRE.
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5/ Apache Kafka MRA<F4% AWS CLI

1. BITUATaS , 3 ClusterArn B 1N QIR EBAFTIRENN Amazon BIREH (ARN ) . 40
RIEBZBZEHN ARN , JUUBE S HMMEERHRKIIEC, BXREZER , BZH the section
called “FI HER",

aws kafka get-compatible-kafka-versions --cluster-arn ClusterArn

tear = B B AR R T BURF R BE A R 2R Apache Kafka lRAHY Bk, HABRELLT AT =B,

"CompatibleKafkaVersions": [

{
"SourceVersion": "2.2.1",
"TargetVersions": [
"2.3.1",
"2.4.1",
"2.4.1.1",
"2.5.1"

}

2. BITUTHS , ¥ ClusterArn BN IR SEHNFIIRENM Amazon BIREH (ARN ) ,
RSB ZERN ARN , TUBI S AT EERERKIE. BXESELR , 1S M the section
called “FI &,

& Current-Cluster-Version B AEBMNHRRA, A TargetVersionfRAILM E—
ANER T R F PR E AT B AR AR

/A Important

ERMATREENEY, EEREFNIRIMRAE , EEEADescribeCluster#® ¥ desc
ribe- AWS CLI cluster 8%, ~HIMRAS 2 KTVPDKIKXODER.

aws kafka update-cluster-kafka-version --cluster-arn ClusterArn --current-
version Current-Cluster-Version --target-kafka-version TargetVersion
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L—Aar A AT JSON i Ro

"ClusterArn": "arn:aws:kafka:us-east-1:012345678012:cluster/exampleClusterName/

abcdefab-1234-abcd-5678-cdef0123ab01-2",

"ClusterOperationArn": "arn:aws:kafka:us-east-1:012345678012:cluster-
operation/exampleClusterName/abcdefab-1234-abcd-5678-cdef0123ab@1-2/0123abcd-
abcd-4f7f-1234-9876543210ef"

}

3. E3RBupdate-cluster-kafka-versionBEER , BEETUTEH
T, ClusterOperationArnBR N E T H HFIRBH ARN, update-cluster-kafka-
version

aws kafka describe-cluster-operation --cluster-operation-arn ClusterOperationArn

% describe-cluster-operation S HI% H LT JSON REIFTFR,

"ClusterOperationInfo": {

"ClientRequestId": "62cd41d2-1206-4ebf-85a8-dbb2badfe259",

"ClusterArn": "arn:aws:kafka:us-east-1:012345678012:cluster/
exampleClusterName/abcdefab-1234-abcd-5678-cdef@123ab0l1-2",

"CreationTime": "2021-03-11T20:34:59.648000+00:00",

"OperationArn": "arn:aws:kafka:us-east-1:012345678012:cluster-
operation/exampleClusterName/abcdefab-1234-abcd-5678-cdef@123ab01-2/0123abcd-
abcd-4f7f-1234-9876543210ef",

"OperationState": "UPDATE_IN_PROGRESS",

"OperationSteps": [

{
"StepInfo": {
"StepStatus": "IN_PROGRESS"
},
"StepName": "INITIALIZE_UPDATE"
},
{

"StepInfo": {
"StepStatus": "PENDING"

},
"StepName": "UPDATE_APACHE_KAFKA_BINARIES"
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},
{
"StepInfo": {
"StepStatus": "PENDING"
},
"StepName": "FINALIZE_UPDATE"
}

15
"OperationType": "UPDATE_CLUSTER_KAFKA_VERSION",
"SourceClusterInfo": {

"KafkaVersion": "2.4.1"

1,
"TargetClusterInfo": {
"KafkaVersion": "2.6.1"

}

W OperationState BN UPDATE_IN_PROGRESS , H&#&F—RutE , AEBXE

17 describe-cluster-operation @if. BETM/G , OperationState WEZN
UPDATE_COMPLETE, HF Amazon MSK EHRREFMEMRRIEZTHE , EARZFEREREE
BIRET K

£/ APl #4 Apache Kafka hgZs

1. A ZGetCompatibleKafkaVersions# ¥ SUREUE AT U SR BE A R EIH Apache Kafka MR85 3%,
2. W@AZUpdateClusterKafkaVersion#RERFEFEH R FFHR B Apache Kafka R4z —,

ARAS T R B B A 3K B

7T & Kafka IRAFARIBFHTHREFHRYPRBRE S IRESM , BREF T IHM Apache Kafka
FTENERE , TR :

s XTRAAXER , FEFEHR T (RF) WNERNMEREN 2, §T=ZTARXESR , §HNMERE
7 3, RFE 2 TRSSBEHMNIEHABTL D X,

s FHRIDBFEERE (mMinISR ) W ERZEENLLEFHREF (RF) /M1, BIminiISR = (RF) - 1,
XAUARS XEIAETUBRB—PNEIERELSIRTLEH,
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MEFPHREENERASAMMEBEEFRAR, IRIBEFHNOBENRE /0 FHREEI , WEEF K
WIEZEFHRERIESMMEAURTHEER, AXNARNEESNMENEZFHENESR ,
B2 8 Getting the bootstrap brokers for an Amazon MSK cluster.

BIMNBUEHEEENF RARINBENREHESHRE , AENFTBRTRENIEPZR. B R
FRFZ MSK EBH Kafka IRAKEGARLIE (EOL ) BHIRRS , thTFEE EOL BHAZ AT
FX. Apache Kafka It TN O EFiHmFRAMLER , ATRIBEFHRERFERESER , R2F
Ro

o FEAMRAK 3.x.x B Kafka BEF imATBEE B LL T ERIAE : acks=all M

enable.idempotence=true., acks=all EZBINERIAE acks=1 FE , EEBIWRAERDD
BIAEIINE R ERRIBEFNSAM, B# , enable.idempotence BWERIAELLHI N false,
f¥ enable.idempotence=true EXANRIAEAREESHEN TREM ., XEFRWAU N RKESE
RIZE , TRESTRIEBFNER , EXEEERESEEREN,

BIEHTHY MSK 88T , BEAEEN Kafka liA, FERAHEN Kafka RA AL EZ T RN
Kafka 1 MSK Ih&E,

BEZ Amazon MSK E &1 7] B

LT EETHBIEHEE Amazon MSK & A[REEEMN R, Bt af LU BB A% m E| AWS re:Post, B
XHEE Amazon MSK E#IEFRIBMNEEL |, ES R #EE MSK E #8573,

ES]

HTEHEE , BERSBBEEN

{F F 8540 £ 7% 1E PreparingRebalance A7

@ Amazon CloudWatch AEEARIE AE HE
TEIALZ S A

- £ T RFTE CREATING IRA

EEBIRAM CREATING ZH FAILED

SERAEN ACTIVE , BEMBELERERE , IEFARTEEREBE
AWS CLIZE1R B Amazon MSK

2 XEHSHEI LT RS

- MEZRATE

NELE
# i+ A3R18 NotlLeaderForPartitionException
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https://docs.aws.amazon.com//msk/latest/developerguide/msk-get-bootstrap-brokers.html
https://kafka.apache.org/protocol#protocol_compatibility
https://repost.aws/
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- EHPHDX (URP) KTE

- EFPBEE N __amazon_msk_canary #l __amazon_msk_canary_state £y 3/

- PXEHIKRK

o AR ETFE AL ENRES

o TAEMAEBHEIEBFAWS : FEE R

- SORIUEAM  EEABES

- SHRRUEELAN : 2FENBIAE

« MSK Serverless : &8I XK

« Foi& KafkaVersionsList 7 MSK Bt & & #

HTERSE , SERS BB

I RISNSEAHERE , Amazon MSK AI8E& AT SEAI B 1ZE . Kafka BEMNERH PR HMAE
ERTEXREMERHTE. —BErXEREFHAEL , EMNREERREASNAELEAR (ISR) K
RABEE

(7] &

ENBERMENKRES , — ERXARIISXAELETEMS XREEL, XTaESHIARA ,
AAXEsXAEEENRBE—RENRERMUES K MzRENMETEE (E46 ) Htto X, kE
FREAENASEREERLEREIEN , RNBERTHEW 250 MiB, HHIXFENE , FAEL
HENSXEBLZREN K SHEHDEILEELINIXAE ISR WEARE ( FMURXEHTZES
I\ acks=all S NSEPX ) HIER, KRB EEERERN N TRV XHNBRAEFIERNE
W,

B
- EREEH /ORS , FHREESERLERERL,

- EREERAEENNTEYE  FEAEFESEHENTERE, N TESEHEEHRM , BIUT
R/NEFLEEIRE MiB/s § 500 , BXFRAAENELEEFLENASIMF. 1 Amazon MSK E&

WIREREMBEE#ELE,
s NTBRABREMREVESESD , HF num.replica.fetchers BN ERIAE 2,
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https://docs.aws.amazon.com/msk/latest/developerguide/bestpractices.html#optimize-broker-threads
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£ 8341 <% 7E PreparingRebalance K7

MR- ANRSMEABRAFRFE —NKANBEERS , MERTEER Apache Kafka 8]
KAFKA-9752 , iIX & 8§08 Apache Kafka iRZ 2.3.1 1 2.4.1,

ERRIEE | BUCFERARE Amazon MSK #IREERAE 2.4.1.1 , HRGSHLHBNEE
BF. BXNIEERENT Amazon MSK HIRBEMRAE 2.4.1.1 WER , WS M A% Apache Kafka
R o

ERFERARE Amazon MSK FHIRIEEMZA 2.4.1.1 WIER THRILEIBHN G AR , REEER &
SRR NI B Katka B/ , E R HAERE FMENEARANBDARET K.

SKIFRA A G MY
BEEFFIRPRIBSKADIL , FATUTERE

1. ¥ Kafka £ FAZ5ELEM group.instance.id BHIEE N WiRBIA P FEABNERSFRSR,
2. BREENEMSFIEERNEABRSERSR,
3. NERPBIEM Kafka FHSE,

MRFEFREETHNREFENREANARTEASFSETI RMEAEARAEN FENBR TIRENFE
BHE, MEABSKADNSEGR. fln, IRENEAFLARFAUURE S 28FTA , e
HENSEEN 4 2% , MARIKIA 10 %,

(® Note
ERBSKAMNALREBI L RIZN TN, BIEEABSKA DN , EMAEES LR

Ao

EEMARENTR
ESERMEARETR , BHRITUTERAE

1. M kafka-consumer-groups.sh @8 iRBIABARS
2. A RebootBrokerAPI #EE#H B FENHE R EANEADER.
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https://issues.apache.org/jira/browse/KAFKA-9752
https://kafka.apache.org/26/javadoc/index.html?org/apache/kafka/clients/consumer/KafkaConsumer.html
https://docs.aws.amazon.com/msk/1.0/apireference/clusters-clusterarn-reboot-broker.html#RebootBroker
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@ Amazon CloudWatch BE&EEIXKIE H &R H5S

HEZ R FERIRE N[ Amazon Logs ZIEE CloudWatch &R , AIRERBEIAMIANERZ

o

MRIEE| InvalidInput.LengthOfCloudWatchResourcePolicyLimitExceeded % , HE
i# , BEMALL /aws/vendedlogs/ LB BELA, BEXREZELR |, BHSHEAMNEL Amazon Web
Services #1T H&EIE Ko

MR EBE|FInvalidInput.Number0OfCloudWatchResourcePoliciesLimitExceeded?® ,
R IBIK P R EYIAE Ama CloudWatch zon Logs BUR , HEEAF MM T JSON,

{"Sid":"AWSLogDeliveryWrite", "Effect":"Allow", "Principal":
{"Service":"delivery.logs.amazonaws.com"}, "Action":
["logs:CreateLogStream", "logs:PutLogEvents"], "Resource":["*"]}

MREZEHF LR JSON HMEIMERK S , BRIFERER , RAEERIFMERBNEAKE ,
BEZ S JSON M inEI&RH 5 —4 Amazon CloudWatch Logs %IH%':F' £ JSON Ky tnZIMBE KK fS |
BEHERXZHNRIE B EEBIREN Amazon Logs. CloudWatch

ERANLZEH

NREZHVESER  ARIERERRARIUNZTE2E  NARRRANEERANRAE VPCo HEE
ERPFEOERTHAL VPC ENZ2ENNR , RARER. BXAFIBRENRE RS , H5H
Amazon EC2 : AURELFANERH AR EEERE VPC XK EC2 WERE4H,

EE T R+ CREATING IRA
BE , EHOBAEEEKRL 30 948, H%1F 30 98 , AEEIREERNWRS,
EFRAM CREATING R FAILED

BERiRER I RER,
E£ERES N ACTIVE |, BERBRTERIAZBIE | B FEAS T EZRERE
- MREBMER (EBRAN ACTIVE) , BERERERIBRERE | EHRGEERENEHENA

BEFAENFRERE, AXEZER 5 Iﬂthe section called “BIE & Fix 1T E Y HHIEE.

- MREBWEFSNEASERGRER , BERENEXMNEABERNE , RERATER
KAFKA-7697 , X &% 1 Apache Kafka 2.1.0 lR2&S , HAJESB— MRS MEBEERXY . BHE

P& Amazon MSK £ E# B & 274


https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AWS-logs-and-resource-policy.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AWS-logs-and-resource-policy.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_examples_ec2_securitygroups-vpc.html
https://issues.apache.org/jira/browse/KAFKA-7697
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BEBE Apache Kafka 2.2.1 , ZRAFZREREM, BXxNMAEBHEER , S Hthe section
called “EBZE MSK £,

AWS CLIFEIR B Amazon MSK

MREEAWS CLIZZEBETEIRS Amazon MSK @55 , iHAWS CLIHEM 5 H R B HFARA,
BRUMAIFARFMIHBAWS CLI |, iFS L EAWS Command Line Interface, BX A {EHIZLT
Amazon MSK SIS E |, 155 [@the section called “<BIhgEFBL2". AWS CLI

PXEHBEATEL

ER[RE R =R R BMEIR, B S Hthe section called “BiFE ZE B 2,

lfiF
|

WEZ=RTE

HSEUTEXEEME TRV ERESEE ; the section called “Y¥45 ¥ 7 #% 28 8" Mthe section called “Ii &
BIERESE,

MR 2

MRELZ I MemoryUsed FEFRABE MemoryFree KK , XH A EWRBEFEME B, Apache Kafka #Y
BRUNRRESFARTF , HUKEFXNEERNIT,

# ;r A3R18 NotLeaderForPartitionException

EXAARIGEHEIR, FEKEN retries RESHKEBNS THYBAENE.

SFPHNSX (URP ) KTF

UnderReplicatedPartitions EHRRERENEEER. EERETHW MSK £8#+ , IiEtrNE
70, MRERTE , XUTHERHATENREH,

« W% UnderReplicatedPartitions BI&{E , MBAREE T ZEREN KX PEETEE , TELE
EAFEHRE, BSHthe section called “FrER BN HIEKE",

« f1RUnderReplicatedPartitionsiHE&KXTF 0 ( BEEBMRENER ) , MEFAIERELRE
TTAERLARFEBRFRINRHRESME ACLs iRE, EEFIPX , HMERERTF READ H
DESCRIBE =B R. BIAERT , fFhE READ #X —#£1%F DESCRIBE X fR. BXRIZENE
E ACLs , 2 F&EXH Apache Kafka 344 ACLsH,
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https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-install.html
https://kafka.apache.org/documentation/#security_authz
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&8P HE N __amazon_msk_canary 1 __amazon_msk_canary_state #J £

BAREFE , MSK £EBHE—1E R __amazon_msk_canary WEB , MB —NEBHEHRA
__amazon_msk_canary_state, X2 Amazon MSK &I} A T &£ Bz TR 12 M e bRy R S
FB, XEFBITERER , T3 XNATAZEERIT,

7 XEHI KK

iR R CLUSTER_ACTI ACLs ONS E# {748,

TR R BT B ARG RN R R

MREEHEFREFBELHTRANR , EENATEBEIERNTRE , TREATSREE

1. BREFZSEMALEANAFEN P it MEFHKED, BEXEFROSHIIR , S Hthe
section called “l OER", FERREZSANHIEAN AT HILBE, BXRLEARE AL
HNWEZER |, 555 (Amazon VPC AFERE) RRER VPC E4L 4,

2. WREE VPC M4 ACL I ASEHLN AP AYFER IP it MER KD, SLX£4ATRE , M% ACLs
RERSH, XERBEELAEEA LM EEAN, FHERANS , AFPMERE (HOEBE :
0-65535 ) ZIXEIEH IP bk, HEXEZELR , 521 (Amazon VPC BFIERE) Sy 7 A0
BRALN

3. BREFEANRARFHESISREZFERGRERH, FETLHGRNEN MSK £EBEHEIMNT
BN SREZRE , —MNHTLAHRTBR , B—NHTM AWS AFHE, EXEZEE , ESH
the section called “FE IR SEFRE AWS EBEFHA,

ToEMAEZBIH R EBEAWS : MK (A&
B Apache Kafka RIAARRFE L EE MSK ERRINERE , WLLRITU T ERENIR,

1. {#Hthe section called “FRELE| SR E"F N BN FE 2 —KREE| SKIEA 1L,

2. TEUT@SH , bootstrap-brokerBNEBEL—SHRBPIZL AUz —, MBEFHIZE
N TLS BMRRIE , M E#port-numberh 9094, MREHTMER TLS BHRIE , Hport-
number&#AN 9092, MNEFHITENETHS.

telnet bootstrap-broker port-number

H & port-number 7 :

- MEFEFRENEA TLS HHRIE , MH 9094,
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https://docs.aws.amazon.com/vpc/latest/userguide/VPC_SecurityGroups.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-network-acls.html#Rules
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-network-acls.html#Rules
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- MREHTFER TLS FHEUENS 9092,
- MRBATAHGE , WEEHMKOS,

MEFIRITENETH S,
3. XNAASISKREEEETLENGS.

WMREFHITENESFERE  NRRFEEEDE, EXHERT , AUSITUATHSRRE
Apache Kafka B iR B REBEEWH, EREbootstrap-brokers , iwERFHERKEA 5 Ethe
section called “SREVG| SRE”, topicBRAEBM AN,

<path-to-your-kafka-installation>/bin/kafka-console-producer.sh --broker-
list bootstrap-brokers --producer.config client.properties --topic topic

WMRE-—ANBERY , URFBEFRREER, MRDATENZARFCIENER  BENARFR
7 8 it 8 =

MBEEFBITENTZERRNRE , FSEUATIINNT | REXTFELRITENRENES.
Amazon EC2 & /i MSK &8y FE— VPC &

MEEFHKITENES MSK £8U TR — VPC A | FHARERZ A EEEZIXRBEFHITENIER
2ENBRENAERN, BEXEEXEHNNES  HSEZSEIN, BEXNMANSERYTE—
VPC H 9y Amazon EC2 EfIi5 RIE B R , ESRthe section called “FF A",

Amazon EC2 i MSK £& T EM# S VPCs
MREFFYABELTHENTENAME VPCs , HRERBE AT RM :

- WEH VPCs 1AM,
o XNEEEZLTFEIRS.
- HEMKBRIRE VPCs [EH,

BX VPC NEEENEER , BSHEEA VPC XEEE,

30 B P Ui

X FRE N EAEES MSK £E R 45 F~ ik Site-to-Site VPN , FHRB BT RH
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https://docs.aws.amazon.com/vpc/latest/userguide/VPC_SecurityGroups.html#SecurityGroupRules
https://docs.aws.amazon.com/vpc/latest/peering/working-with-vpc-peering.html
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* VPN EEIRAEN UP, BXUMMAKRE VPN EERESNER , FSHANARE VPN BRER 25K
B2

- £8 VPC WEHAXRIEBHRMERRA Virtual private gateway(vgw-xxxxxxxx) HIZits
CIDR HIE&H

. MSK ERMZ2M AN 2181, #0 9002 ( MBELMKERIETHHE ) Mik0 0094 ( MBI
MR ES TLS MENRE ) LHRERL.

B X E % Site-to-Site VPNERFEHEBRIER , 15259 Client VPN HEEHEER.

Direct Connect

R % F i A Direct Connect , 55 #EHEERDirect Connect,

MR EREBHEE S ReeRILFE |, FEARIEHABELMERE, EE2H—FSER , BEEHA
tcpdump M Wireshark ETEXRSRE , HBRRREIE MSK £FH,
BMRIEAW  EEIBTZ

Failed authentication ... Too many connects $5iRXRBEARBEERIPEC , B —1E
ZN IAM BR iR ERE BB NEEEZEDTC. AEBREBESIESH IAM EZRER | SA SUEm
reconnect.backoff.ms BLES .

EFA T HESMENIERNERRS , H2 5 Amazon MSK RHRE.
SHRIERY : 2iE8tE A"

HEFIRSIAERAE SN IAM EiEEZED LN |, AKX 4% Failed authentication ...
Session too short iR, FES4RE IAM EIENRIHFAFR. RETENERERE , SiREIEAEtE
AEBESERHNE , XSRS H I 6 B 5 9180 kK.

MSK Serverless : £ 67 5k

MR EZHBIE MSK Serverless 8 , ETEREBAK , MEAELNAE VPC B, BE AT
ec2:CreateVpcEndpoint &4 , RIIZHNEEARTER T ELE VPC i SR,

BXRWMITATE Amazon MSK REFFIEN TEBNRIIEK |, FSH AWSHEERE : Amazon A MSKFull
CCesSo

Foix KafkaVersionsList £ MSK Bt i& H E 37

E#HAWS::MSK::Configuration % JR P By KafkaVersionsListB AT , EF KM H E RUT iR,
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https://aws.amazon.com/premiumsupport/knowledge-center/check-vpn-tunnel-status/
https://aws.amazon.com/premiumsupport/knowledge-center/check-vpn-tunnel-status/
https://docs.aws.amazon.com/vpn/latest/clientvpn-admin/troubleshooting.html
https://docs.aws.amazon.com/directconnect/latest/UserGuide/Troubleshooting.html
https://kafka.apache.org/documentation/#producerconfigs_reconnect.backoff.ms
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-msk-configuration.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-msk-configuration.html#cfn-msk-configuration-kafkaversionslist
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Resource of type 'AWS::MSK::Configuration' with identifier '<identifierName>' already
exists.

E#KafkaVersionsListEBMAS , EMBRIBEE <81 , R EHHEMEAWS CloudFormationE #i
BIEFEE, CloudFormationditk EFAM , AAFEEFANBMEIEEREMRE, XHENERSE
EEBRRR. ERWERH KafkaVersionsList , BMUAER —REFEFMEHE .

Lok, iRERECE M MBI EAAWS EREGH A ROIBRHEMEEAWS CLI, BHFUTRBRFMER
MYBCE RS , DARS L BRMIBR = i K o

UpdateReplacePolicy: Retain

BEFRINGE , B ZE Amazon MSK #2#| & HMBRIBEE, BXx MSK BBEMNEER |, SR
Amazon MSK Et &,

REREMPRIERENRKEKEK

AEA AT IERENREREMEENRESKEK. BX Amazon MSK EHIBRESZEKMNER | 1§
ZHREM MSK & HISR R &Rk,

[

£

- ERENRESE

- RERENRESRE

- Apache Kafka & iR R{ERE

ERENRESKER

AREBBLREA Amazon MSK B NIEER — L RESXE, Bx Amazon MSK E $lg8RERENE
B, BSRAER MSK E4IssmH1EREE,

EFIRESEM

R AR MM XEUR T RS BRIHIRE , RBURT &FFIRAIRE,

- HIENEFIREEBS A AMY £ Apache Kafka XE#N A RRSES  BRSTAMEN T4 TEA
BENEERZEMBEREEXEE, RENRITXIAMITIAES (HIOAR, B4, EHHENR
FZRE ) MLk, Kafka EFTURTBREEL , @it Kafka BERmt AR ELEBRBRABER.
BXx2EHFMER , HSHApache Kafka B A RIELE,
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-updating-stacks-update-behaviors.html#update-replacement
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-msk-configuration.html#cfn-msk-configuration-name
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/troubleshooting.html#troubleshooting-errors-resource-removed-not-deleted
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- BREFHEZEFHRELEEREENTAHARHN —ME, EEFHPNEZEFHFEREEZIM
B NESEREBEHRVETERRNEMANEE, BXUARNEEZNMNEBENERFAENE
B, B3 3KE Amazon MSK £&8 K 35| S RE,

BTN IR | WIEE 7 iRkl B R & R KT £ RE B #ro

AR %5 BRim T BB

N/

FEERNAD  MEREN D XHE

TRERTEWNEBMUEREN D XHE ( BRIASEIANREERL ) . BUDXHEFZEFH
TR, X TEMETE D XREREN TR | XRRENHE.

IR BUNEMNMEN D XEE THEFRENRRKDXE
( BIFEISEIARNEHEEE
K)o

kafka.t3.small 300 300

kafka.m5.large & 1000 1500

Fkafka.m5.xlarge
kafka.m5.2xlarge 2000 3000

kafka.m5. 4000 6000
4xlarge . kafka.m5.

8xlarge . kafka.m5.

12xlarge ., kafka.m5.

16xlarge =% kafka.m5.

24xlarge

kafka.m7g.large = 1000 1500
#kafka.m7g.xlarge

kafka.m7g.2xlarge 2000 3000

kafka.m7g 4000 6000
.4xlarge . kafka.m7g
.8xlarge . kafka.m7g
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RE RN BUNEBMEND XHE XFEMRENZRA D XK
( BEIFSFEANREEE
K)o

.12xlarge % kafka.m7g
.16xlarge

MREFSHPX, BELENAM , D2 XBRS , B2 XZEEERERE , ISMNMETUITE
ZANPX , BIREZESHT TR NN EFMMEEN SR  ETREFHERSIEHBTNRBEE, MESH
RENS XHBEBIATHERE , HELNEFIHE , FoHEEERITUTRE

- ENEHEE

- FEEEFIRDIHRKEKR N

% AWS Secrets Manager 485 B & SASL/SCRAM H 35 iE #Y SEFF < BR

KE 4 XiE A5 2 CloudWatch 1 Prometheus #IER L k4> Kafka %R,

BRIERDXEMIES , 55 Apache Kaftka XHFBNEE 20 12X, BADERBERITES
s UEEESEBREN KD, BXTEARBARIEZEER |, ESHthe section called “4XE3E

FEERNAD  SIMEHNERERE

EWREME MSK ERMNESMEREBREH THEZA , iS5/ MSK Sizing and Pricing BF &g, LIt
HFRIEERTEXRLN, BREEMNET EC2 ¥ Apache Kafka SEEHHLL | fHITHITIE MSK 8K
/NFIFESR Amazon MSK B4R, BXREFRIETNRAASHENEZER , BYEREGREESHHER
BWER, WREHNERFEITE , IHNAE MSK EFEMH T —MESR. EFMNMAE. KPR
BORFEHAHF |, BiUEET BRI # 1T IRAL

ETHKEERMIZEMAEE Apache Kafka & , ESH AWS KEIEEE K Best practices for
right-sizing your Apache Kafka clusters to optimize performance and cost, XBEENXZRMTHX
MAIAREFA/PUHEELE, TAMNERERNES. EXRRETHNMRNNADT & |, /A6t
BT BERBHER , UREXNABERITEFEFHNIIES. EXETIoEGHNERNE
B, #Z A Amazon MSK 5 BF#IZTE T TEARHN RESRE.
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https://blogs.apache.org/kafka/entry/apache-kafka-supports-more-partitions
https://view.officeapps.live.com/op/view.aspx?src=https%3A%2F%2Fdy7oqpxkwhskb.cloudfront.net%2FMSK_Sizing_Pricing.xlsx&wdOrigin=BROWSELINK
https://aws.amazon.com/blogs/big-data/best-practices-for-right-sizing-your-apache-kafka-clusters-to-optimize-performance-and-cost/
https://aws.amazon.com/blogs/big-data/best-practices-for-right-sizing-your-apache-kafka-clusters-to-optimize-performance-and-cost/
https://aws.amazon.com/blogs/big-data/best-practices-for-running-production-workloads-using-amazon-msk-tiered-storage/
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E1E m5.4xI, m7g.4xl HEKREFINEFEFLE

5 m5.4xl, m7g.4xl HE XEHIET , L] LUBET AE num.io.threads F num.network.threads B i&E
FALTE MSK £EBNEFHE,

Num.io.threads RFRARER TABEERNWLER, RMESLRE ( FEYRHIAR/NZEFN CPU Bt
HE ) A TREEHRNTHE,

Num.network.threads 2/rERBRA FERBFAEEABERIREENLER, WELEREANBERK
EERBAFIS | LU io.threads 438, ¥ num.network.threads i% & 7 SE Bl K/ H 8 CPU BOHE
B —¥ | BNT 30 fE A FTRY =B R/

/A Important

R AL I num.io.threads , B8 HN num.network.threads , AR iX A gt S B SBAFItE N
MEXHHHE,

TRER T BNRE R PWEVRE.

245 A8 num.io.threads #93E{E num.network.threads K #Z1{E
m5.4xI 16 8

m5.8xl 32 16

m5.12xI 48 24

m5.16xI 64 32

m5.24xl 96 48

m7g.4xlarge 16 8

m7g.8xlarge 32 16

m7g.12xlarge 48 24

m7g.16xlarge 64 32
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£ A &K Kafka AdminClient 338 % 3= & ID 7~ PTH /Y 8] B

LIBFERARSMET 2.8.0 BFEIRE --zookeeper B Kaftka AdminClient £ 2.8.0 IS E & AR
K Kafka BYTHE MSK SEH BN EFT S BB S Xet , T ID 2FEX (HR: EOXHNEEID
RIEHE ) ., HEE , --zookeeper FREE Kafka 2.5 FEFHFH , HM Kafka 3.0 FFiaMIER, FHS
Upgrading to 2.5.0 from any version 0.8.x through 2.4.x,

ABFIEES ID RIEE , EEA Katka BB 2.8.0 E S RAB (T Kafka BB RIRE, &, 25
RESMANEFHAILAER --bootstrap-servers HR&ERE --zookeeper #r&,

RS ETHNER

FRUTEN , MEEEFHHE ( HlnEFHRE KD Apache Kafka iRAET ) 2 Amazon MSK E#
RER |, RIFTE MSK NS W A,

- RE=ZAHXER,

- BEREFRTF (RF) EDN 3. HFER , ERFEFRYE , RFA 1 TRESSBOXEL ; M RF X
2 TREXSFHEBEE K.

- FHRPELSEIESK (MINISR) IRENHEZ RF - 1, minISR T RF A[EL M IR EH R £ K E
B, Y—PEIELTFRAVRSE , mnISRA2E=mE4EZTH,

W¥E CPU AR

Amazon MSK & ZUZ IR ER CPU EAZE (EX A CPU User + CPU System ) fR¥EF7E 60%
T, XATUEHREFREZBH CPU RERLEBRESH , HINRERE, BRI AR.

Apache Kafka AJARIBEEEEHFNREZBEFH 28 CPU iF. Hlan , & Amazon MSK &l
ARBHEHMNDIRESN , 2RITEZER |, LTS £t YAPBEREXRERDNSRA
TERART | Amazon MSK 2B 3IRF TERRE , —RUE—IMREEL, YEFNSIXHNREEL
Bt , Apache Kafka 2@EFH /B S XFEN , W I EEHIMAER TN EMNRE, BT ERELSE
X, BUNBRERBN CPU REXBD I ERESH,

(® Note

E¥ 2 CPU M A=A , H3FE CPU EERETXEHE CPU User M CPU
System, iowait. irq. softirq #l steal EHEMKFIXIEE CPU EF BB R,
It , CPUZRAHFERZET 100% - CPU User - CPU System,
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A Amazon CloudWatch Metric Math R8I & §1E%5 (CPU User + CPU System) , FFERIE
ERNFHERAERS 60% ik, AR , AIZEREANTER - BEEH

« BRI (HEF) HENREXRDNEFRIT—NRAHKD, fla, nRHHKNH
kafka.m5.large , WEHMEHFH LA katka.m5.xlarge, BHidE , HEEFEHPHRE XD
Bt , Amazon MSK £RF FREREEL , HENFGIXASNEFTTREHMRE, SMME
WAEEFBEEETE 10-15 24,

« EI 2 MEETFFNFAEEEH=RENEALABEANERRHERTN (RIFH , HREER
8, IRFENERASEREATEE ) , FEIFIMRERT RER, FEOFHESSNHIMATERM
DX, TR, A kafka-topics.sh --describe REENHFIRMN D XOBELHRE, 5
B —NETDARLE , SETINEER[IRETUER A EE T RME A, I, R CPU AFKAE
B 60% , MAFEALER , EAXMERNNT BEET2SBNERENAZIEM,

« A 3 BRAMKERY BME MSK 58 , AIRMEAA N kafka-reassign-partitions.sh
NAXERITEIEXRENIHENEIX, ER , MREFEALIED , WEEHIEIXGE , £8N
TENRRREBEN—IMMESHTS —ME, SEHMNETEL | XTEaE —FHRIEEMm
SHEMNAE. Bk, Amazon MSK FEWE CPU MIAXRST 70% REALEI , RAEHSSHK
K CPU ABAMERE, NHEIAMNETAR AT , Amazon MSK = 21 A L% T,

HbEW -

s FRAAESENRE , BiIEsNMEMW CPU SXAX, MEREN CPU MAXR—EFHGHE , N
BERIAEBRHNMNE S HTRY., BRINTEWEA Cruise Control , Bl 9 X9 BIFEEENEH 9.

o BERERMEHAIZER, £RFMEHALERELME CPU RIARELME,

« JMX HMELEIRE : NREEH Prometheus WEEB AFFREIZER S | MEBRIWERN Prometheus EHLEL
B (prometheus.yml) £/ 60 = EKAVHMEREIFE (scrape_interval: 60s), FRIEKIMENEIR T RESS
EB YW CPUERARES,

s R 72

ERGHIRYUEZEHTEMTEREHEENER , ANQE- MR TEE
KafkaDataLogsDiskUsed #§#5HY CloudWatch Bk, HULIEMRIVEIXREIRES 85% B , HHITT
P — I ZHURE -

« M . the section called “EE Bz Y 48" R T LLF I8 IR EBIZ#ZEE , W0 the section called “F
Y B’ RRTR,
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- BEEERBHZE/DBEEKR D, BEXRUMAHEX —SWEE , S Rthe section called “HZIIE
RESE,

o MBRARGER B EE,

ExNMEENERAERNER , FSFE A Amazon CloudWatch Alarms. B3 Amazon MSK 14
HZEIIK , FSHthe section called “MaIREE,

HERBERESH

ERAEHETSFENBEDRIER. EEHBRR#BMAZE , SAUABEE - MENRER , BDERER
HHRRENEE, SHRAUEEREBERDN. HREREREERRE BHEKR/DES , Apache Kafka
ST IR B ERMIBRIEES) R

BEESEBLIEERERE , BFREUAT —1HZ1S
¥ : log.retention.hours, log.retention.minutes, log.retention.ms =%
log.retention.bytes. BXEZ{EE , HZS M the section called “HE X Amazon MSK ELiE”,

A EEBERIIEERESH

- ENBANEREE-MRENER  FEAUATHS,

kafka-configs.sh --bootstrap-server $bs --alter --entity-type topics --entity-
name TopicName --add-config retention.ms=DesiredRetentionTimePeriod

s ERNBNEEEE-—MREBERD  FEAUATH T,

kafka-configs.sh --bootstrap-server $bs --alter --entity-type topics --entity-
name TopicName --add-config retention.bytes=DesiredRetentionlLogSize

BETBERFNEENRESBRALETEHRISHK
EAREEXAENRBERE

EREEXAE , REYEZFE—BNBIEEHRZS , ANEFEHITEERE. HiA

BIRT , Kafka (N BN AEE REA —NEERNITHIRE, flln, WREERXTLR

MNoX , M AEMRETREZEER NN TETK. NIMREEFRE , BNFEARERE M
num.recovery.threads.per.data.dir #MEEHRE. BALLETIREN CPU LW ERE,
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¥ 42 Apache Katka B7F
BB Apache Kafka EAIKIATE. BN , R ARLTETTA,

EWE Apache Kafka £ 7 Z D RE , BRI LUK HeapMemoryAfterGC 3§
¥R. HeapMemoryAfterGC RIUFEEWEFEANEHNEE DL, BWEME—1 CloudWatch B
R , 2 HeapMemoryAfterGC EiNZE| 60% LA LA |, ZEHRFREIT3,

ARTRALAFEEANSREMTRE , EAEEBURTEEE Apache Kafka AR, flin , RERE
AESMEEEE |, ML Apache Kafka BEEH K transactional.id.expiration.ms {EM
604800000 ZER R T 86400000 ZX (M7 REDE 1K) . XED TEIESHNES A,

B A MIE MSK K32

M FETF ZooKeeper FIFE MSK &8 , IRE A Apache ZooKeeper i BRAFMMRE |, XL E
FRALRMEITNE MSK 8 , H H Apache ZooKeeper T EZEBXEHNERELE, XTWRELSHE
KBIE, ARIZEFHNME MSK EBHIRE |, 5ZHthe section called “<BINEEF B E"

B AR

BXREHPMBLUR AR ALENZNEES |, 5 the section called “Amazon MSK &% - %7,

EXMoESX

EfSXBHEE-—TME MSK £ LNTENRE , B AEAE RN kafka-reassign-
partitions.sh WA XEMHPTEITE, I TRLBE , B —XFAA kafka-reassign-
partitions NE#HZHEHN 2 XHEFEES 10 1. fln , ERMFRELUT BEHR B2 XUBER
REZE , BB XERSBEFRIERENFLEHZER, BXUAEME MSK EER MK
BHER , i3 Hthe section called ‘¥ BEE . BXUMAMNNE MSK £EHFBRAENER , S
Fthe section called “BBRRIE", XIS XEHSTHELENEE , S Apache Katka XTI T E
55,

RIBRAERN REREK

REBBR T ERREAER NERN —LREREK, REAECHAEEN KIS THENFAK.
RABAT , BESIHE=ATARS , SHBLREN 3, RIVBIEIFRBLREN 2. B, B
BN AT RENERE , NEERILNE R,

B imER S
BRI A A A M AR (REUR T RS B IRE , RBURT R HMIRE.
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- ARMEFHEESTAM £ Apache Kafka XHE#N A RREHF , BRSTAEN T4 TSR
FENEERZEMBRREEXEE, RENRITXAMITASEH (HOAR, B, EH4HENR
FZIRA ) MBEL%. Kafka RBFTURBREEL , @ik Kafka BRmt AR ELBRBRARER,
BXxEEFMER , BS W Apache Kafka F F im ) RIEZERE W,

- ETHENE  RIIFFREEREAVAFAEERERSE TESNERN |, HEEKIEE R, &
AL MSK #2HI & HEM MSK ERFEHTHNRE, APIs

AR S5 2R i E BB

F&

- BEEFHAD  SIEHNKERE

- W CPU AR

- FREHNAD  BIMREREN D XBE
- BIREER

- B oD X

FEERNVAD  SIMEFNRERE

NETRERENEFAFAEREREGE, SMMEAEFEENNAOMBEOEFRED. MER
X EREDENFREHAINEEFR (ARBEERIXMEEBSHMBREE , OTE ) .

Bl | MR EHRIEANFAEFEE 45 MBps % BHIEA LD ( EA ) A 90 MBps MNEIEH

O () B8, WRAEFEA 3 1 express.m7g.large KEBEAHZENELEER, 84
express.m7g.large {CEEfFLALE 15 N A OF 30 4 MBps HA, MBps BXEMNMUIRARE K NEI
FEHERS , TR TR, MRFHEBTENNRE , BAEQBEHRETRNER , R/ R
ERTREH, IRFHEBTEWNRHAEEMNMENES , MSK 2R HIEFimRENLRHE —
UL

IR TAEE MSK R HEMNBFRERITESZSHZR  AZRTEHFHARE.

TRIETENIRL K PHFMENENEAFTLE,

2K/ A0 () MBps +0 () MBps
express.m/7g.large 15.6 31.2
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SRR K/ A0 () MBps 0 () MBps
express.m7g.xlarge 31.2 62.5
express.m7g.2xlarge 62.5 125.0
express.m/g.4xlarge 124.9 249.8
express.m7g.8xlarge 250.0 500.0
express.m7g.12xlarge 375.0 750.0
express.m/g.l6xlarge 500.0 1000.0

Y2 CPU ER=

BIHRENE CPURIAR (EXHR CPU AAF + CPU R4 ) RIFE 60% LT, HEHMWE CPU
AT AR ZEDIRE 40% Bt , Apache Kaftka AJAELENEEFHFHNREBEZBAEH 28 CPU faifk, BT
TTRIARITRIASEG , TEFEXALAM. TN —NROIREFRAEFASL , ELEE , MSK &
HZE-EEREFEFHTIHRE, TASHN N TOARREBEEAKE , HRIANBERLEAXHE ,
AARFHMMERESRLZEE N, HEEPXASAFRNREELE , Apache Kafka 2 EFH 2B
XISV, MBI EEFIESEFINEMRE, BEIEBUREXR , ZUUBARKREFPEEH
) CPU REXRBTDILEBEEH,

B LAMERT S CloudWatch A BRI HFREXS CloudWatch ERE S EANRMEE S
¥ , Bl CPU Aif™ + CPU R&t. IRENESEIREE 60% HF15 CPU R ARITAR M ER, AR
BRE , BERUTED - RES

o R CFENRERDEFRAT PR KD, FicE , YEEHREFPHRLERN
B, Amazon MSK 2R FREREEL , HENN s XASNEHF I EELEHEMBKE,

o JEIN 2 : EEFINIERT BER , AEEAAB N kafka-reassign-partitions.sh W9 XE
VMo IEREHFIEAED X,

HEw

s FRAAEPENRE , Ui NMEM CPU RXAX, MEREN CPU MAXR—EFRHGHE , WA
BEREAEBRAMNNE S, HTY., BRITEBEWEA Cruise Control , Bl 9 X o BIFEEE N OB

- BERERMERLER, £RMERIERSME CPU RIRAXR2LM4EN,
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« JMX HMENEFE : REFEA Prometheus ZhEEE AFREIERSE |, MEIEN Prometheus EHLEL
& (prometheus.yml) £/ 60 HHRE K IMEAEIR (scrape_interval: 60s). FEEKIMENERE
ARELSHERH LW CPU FRAEXE S,

FREFHNAD  8MREREN D XBE

MREISHPX, BELENAL , D2 XBRS , BRI XZERERIARE , ISMNMEATUITE
ZNPX , IRREZCHT T RONNHMMEREN R  EXERERS 2 EXBTNRFLE, RS,
RENS XBEEI AFHWHAE , HEEHNEFHIH , FEHEEERITHUTRE

- EMEHEE

- FEBEFTIRPHRKERN

 J¥AWS Secrets ManagerZ i 5848 SASL/SCRAM & 13 3 ilE K9 52 8 < B

EHTHKED X th a5 HIE Prometheus HIIEL CloudWatch FHERESERA> Kafka 185,

BREBRDXBHIES , 15 Apache Katka TEBSNER 20 71N 2 X, RIEBUERITECSH
Mis, , LBERESEBREBEN KD, BXTEARBRPIMMEZEER |, S Amazon MSK KB K\,

BREMBAENEN S XHE (SEHR
DEXBEFREEHNITH , NTEMEER

SEIAMBEERA ) , BFEAREAEN D XEH. B
FERERBNTR , XRRENME,

BEEER

EFHmEZEREQSHEHENTN CPUERERE. BESMRIING , MREkiENBEREERN
RESEEN. EXNEBERAMNHER , TAEEFW®IRE reconnect.backoff.ms BES . fl
m, MREBFLEEFIKE 1 WHEEIRERE , BN reconnect.backoff.ms ®EN 1000, BXEL
BEEHAABESZEE , SR Apache Kafka X%,

HE [0

BNMUERN R TCP EER (1AM 5 [R4EH ) 3000

BNMUERN R K TCP EEH (IAM) =¥ 100
BNMIENSAK TCP EZERK ( 3EIAM) MSK X4 3E IAM 5 43 36 1E 58 1T 52 PR Hl

BRI CPU NREEAESHMEENR , JUA
RIECRNEERISMESHEFHIR.
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EXMoEsX

ENSXBHEE—ME MSK EHLNFERE , LA ERAE R kafka-reassign-
partitions.sh WA XEMHZTEITE, I TRLBE , B —XFAA kafka-reassign-
partitions REHM P EMN S XEFTEEY 20 1 #la , ERMFAREBUT BEEH B2 XUABRKR
REZE , BB Es XEFSEAFREXRENFEHZER, BXOAEME MSK R MK
BMEER , S Hthe section called “§ BEE". BXUMMNTE MSK EEFHPBRAENER , S
[Fthe section called “BRRIE", BXITXEHSTHETENEE , S Apache Katka XHEFHT &
£5.

Apache Kafka & F i RY Br{ESL %

£ Apache Kafka 1 Amazon MSK Bt , IEEERE P in MRS R|URESREMENTRHLIIETEE
B, AIEFIRMT Amazon MSK RESSEBE iR BN E.

AR Amazon MSK E#IZRRERKNES , BRI LA MSK EFEHHESKE, BXRMERENR
ERENRESEK , F2ARECEMRECENSFESKE,

FH

- Apache Kafka % F° i 7] Fi 1%
« Apache Kafka & F~ U M BE

. Kafka & i i2

Apache Kafka % F i 7] F 4

# Apache Kafka XIEHN S AXREF , BRETAMN TEP TR BRENEREREMRKEERE
B, REFRIUTYAMITRIASE (HIOALR, B, BHEBENMERDR ) MEL, Kafka EFHT
LUARBHREREL , it Kafka B w4 MZELBREBRIRES, N THR Kafka FFimE 7 A
t, RIEEXERESEK,

ErET A%
« RE retries MEREFEERBAMEBRBNERREAMAER . XTASHBERAZR , B
BUEABRSAEIRCUNSE, TXHEBRBA Kafka 1S 7 A i,

« iRE delivery.timeout.ms BUIBEMEIEHEEFMNREBY RN Z EH EATE LR, XM iZ~R®
HEEMBNLEER, HHERHRESE®ES , AATEBNERARENAREBRE. ITK
SRERAGR , RINBVCHEREN 60 WHES,
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« f¥ request.timeout.ms RENEZREHAEZHEMERNEFHNRERE. N FAZHE

Rizs , BRNBICHEREN 10 WRES,

« R& retry.backoff.ms UMEBEFERZEMWIER , UBREXXNENTHAEEM, N TFRSHE

Az s  RNEBEUS/NMERERN 200 EW,

RE acks=all LAERIBS AN  XNERSEHEE RF=3 M min.isr=2 —3 , LAFAR ISR &
M E D XEBBEIABE A, FEMNMMEELBNE , X min.is, Bl 2

HEE A A

NTFFHNREF BN ETEEA , H¥F auto.of fset.reset IREHN latest, XBEAMLUERE
SHBEEBANTEMBMER AN,

« £/ enable.auto.commit Bi%E auto.commit.interval.ms. N FAZHERZE B B

BUCHRNMEREN 58, U RHAREKE,

- EHREMHELERBPIAFELEULELRMER |, SRR HEEKIE, XM

URSSBNARFER , N\MSRIEEHFE,

« & isolation.level R4 MMAEMESHEE

RIMNBWHBABRIARRIZRE read_uncommitted, —EEFIHSSIMERD HINEE,

BENBENWEFER?EE#NER read_uncommitted {Eo
¥ client.rack iIREANFRARKIEWEIARIER, RMNBUGRKERN az id , UEKBEEHREMNE

RERAFIER. iE3 0 Reduce network traffic costs of your Amazon MSK consumers with rack
awareness.

HEREENTE

« ¥F session.timeout.ms IREAN AR TFRARFEHENBNE , SHEMAMNEZHE, FFK

SZREATR , RMNBICKHEREN 60 B

« IZE heartbeat.interval.ms UASAA B AR MM ERERNEE, N TASHERATS

BINEVCHERERN 108,

ENARFHIREXAM T , LMETE SIGTERM EF 45X FERE K MARKELSFBAKIAS
SHBREMNEFA, Kstream BARFAILUN internal.leave.group.on.close I®ENRN true
=
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« ¥ group.instance.id RENERELPWIEEE. BEBRATRENSR. £5 ID HBHF4A
(pod) ID. HAMNEBWMALREWI , AEEHEHRBEREERENTHNELFNEFin/RS R
H&EXxEK,

« J¥ group.initial.rebalance.delay.ms RE N SFEHERE —BWE, XFILIBEHE
BEEM T,

« i&&E partition.assignment.strategy AFERAMME S EE. RIBI StickyAssignor
CooperativeStickyAssignor,

Apache Kafka % F st RE
N TR Kafka BRI SHERE , BINHEEXLEREIEK,
Er-EMERE

« ®E linger.ms EFH £ HEEFHRIERTHTE, B/ Katka RiZITEREARS , AR
CAALERERANESLEN 1/0 BE, BRNBWERAUTE,

NTAREEAZR ( 2RFEEER ) , &/MEN S EY.
NTFARSZBERGR , BINBUKEKERERN 25 BV,

BINBWTFERRERFEAZSTFEREE, (SEEFASEMEE , M5 10 FELXx. )
« RE batch.size BUBRHIZERNEFHNHAI KD, BINBVHEEE T 64 KB = 128 KB,
s EFARAKWHIRXK/PEHRZE buffer.memory, M FAZSEEAZ R , BIMNBWRHEIRE N 64MB,

 iRiE send.buffer.bytes LUEHIATEKRFTH TCP EHX, RMNBUICRHEREN -1, UEE
SIERME EETEFENULRERSGERLEFX,

* %E compression.type RIZFIHXWESR, RMNBWESEENE LZTE~ENER 124 R
zstdo

HERE MR
« RE fetch.min.bytes BRHBERNZ/NMREIMAND , ANTEDREBURBMER AR
NTAEFEAZR , RNBUK/NMEREN 32 FT,

NTARSHERZR , BRINBUSEKAEREN 128 F1,
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« iRE fetch.max.wait.ms LAHEEE Z B fetch.min.bytes Z B H R HEFEZFZKAtE, N FAXSHEH
g, RNEBWHEIRE R 1000 R,
c RIMNBUEAENBEZEPETIXPKE , RS HTHENREME, EREEERLT , ¥ FHEFHE
FA , AEREDTHIEXBENFERAERE,
« RE receive.buffer.bytes UEFI A FEHKFTH TCP BHX, RMNBWHEREN -1, R
FEESEEMEZ LETHEHRENIBRERGERELEHNX,

&P umiE

EEE AN Kafka EEEFITENAERE, —RUESTZEZLSHAFT K, NIIE Kafka
ERNTAM. KTAMKRBEE2SBNARFUIRESERE  NMSBREHE  BLSBELH
. MRUSEZEEGIRE , WA UKIAREEE,

BMNBURDUTERERREESERCIER

- BRENNARFHENSHFT2-—AMESHBEETEERE , BREFURNMIRER.

- ERRAERFE , FRARNBRECIREEE MK, £ EEPHRBUERERT MR MITRNA )
( BEALIKER ) o

* 7 SIGTERM &Y , xMAEEZR NNTRENIKE , LWBERAENXAMRE Katka B iR, BEHLIKE
RI7E SIGKILL &4 2 BIABE BRI

Example =i A ( Java )

sleepInSeconds(randomNumberBetweenOneAndX);
this.kafkaProducer = new KafkaProducer<>(this.props);

Example =fl B ( Java )

Runtime.getRuntime().addShutdownHook(new Thread(() -> {
sleepInSeconds(randomNumberBetweenOneAndTwentyFive);
kafkaProducer.close(Duration.ofSeconds(5));

1)

- ENARFE  FRARNBRELIRAPENLABRFNEE—RE K, Sl , £/ lambda
i, NE2REBERNCEE R K MARESELERFPEIE,

« BAIEWEREEY  URERE. AHENAERREBHE , EECB/XA/EBREEN,
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Kafka & /= i 4 42

12 Kafka &P ipi T44 Kafka £ERRERSTRRANBEEXREE, LTiLERE Katka EER, 7
BERARERZERAMRR , BRAEFHERN T 7THITAMTIASHERENLSERBEXEE,

BATEWAE A IRAY B AR IR AL ISR S 32 LU T & P im s #7o

[ AWS RRXXFTEAR , FEREHAHRANRINEMAREE, CESFFARAER (MFEES)
BV ium M AR B ERA,

£ R E R

* byte-rate
 record-send-rate

* records-per-request-avg
 acks-latency-avg

* request-latency-avg

* request-latency-max

* record-error-rate
 record-retry-rate

e error-rate

® Note

ERXHINERBRTEELD , ANXR Kafka LB IR ( HlINHAS & K REBRIMNE
EfEH ) O —3F9D . record-send-rate FHINEFERBNMEHKEER,

HEREER

* records-consumed-rate
* bytes-consumed-rate
« fetch-rate

* records-lag-max

* record-error-rate

» fetch-error-rate
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* poll-rate
* rebalance-latency-avg

e commit-rate

® Note
SRIENRIBHENEFEXN TV ENNT . REFURARNITIER,

B AR
» connection-close-rate

» connection-creation-rate

e connection-count

® Note
REFEEONE/AL PN EFER T BENAR.
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4 2 MSK Serverless ?

® Note

MSK Serverless A T XigiR Mt : ZERZ (BZBEMN ). EEXRIB (HFRLMILE ). =
EEE (HEXMN ), MEX (FE), TABKX (FX), IAMKX (FHnE )., TAMX
(BE)., TA#X (KR ). DA#HX (BR). RltX (EZZ=E ). BNbX ( HiE
TFRE )., BMbX (B/RZ ), BMNtEX ( BRE ) MIRNBX (03 ) X,

MSK Serverless = Amazon MSK By —fhE 8K | gL BEEEENYT BREFH S ERATIE1T Apache
Kafka, EAIUEERTEHIN I XNERNBIREMT REE , HEAURNEZHBIE , MLEE
RAREFAN/IIYT BERF. MSK Serverless RHETHFHENEMERX , ALERFNERERAE
%, MRENNAEFZEETEAZALMAQ T BNRERANEHEE  BEREATRSHEE.

MSK Serverless & Apache Kafka ST % , L& LAEAE M 3R E N in S AR F R E R E

RBIE. ©EERTUTRS :

« AWS PrivateLinki2 tfA B E #

« AWS Identity and Access Management(IAM) , AT/ Java fI3E Java ESHITHHRIEFNIR
o XA IAM BEZFHNIRE , SR EE S imUH T 1AM 7 RZ S,

« AWS Glue i TR EEMNREM R

- AT Apache Flink WL S# RS , ATET Apache Flink B4 E

« AWS Lambdafi FE#4L2

(@ Note
MSK Serverless EEX A EEH# 1T IAM 5 R#24], RN Apache Kafka 7 [RI3Z %15 &
(ACLs)e BEXEZEER , {558 the section called “IAM i B #2 &l”,
BHXERAT MSK Serverless RS BREME R , 1§31 the section called “TIRSS 28 =K IR
;.

NTHEBEFREALRSHFER  AFATHRETRSFEFNEENKZER , FSRANATRR,

£}
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+ {8 MSK Serverless £
« MSK Serverless £HHEERE

.« W52 MSK Serverless 58

£ MSK Serverless £

AHEERMEBRERT —NRE], HEBIMEIE MSK Serverless 58 |, QIZ AR ZEFENEF K , A
REAEFHREEHLABRITTANXETFTEARE., ZEIHARRRELECNRTRSSEEEIN AT
BRI, A THEEREL , RIMNEREINENF D HERFRANET, XATERSEN=RTA
FiRBLRSF[ERNME LT, B UEHAAWS CLIE Amazon MSK APl, BXEZEE , FS

¥ Amazon MSK API Reference 2.0,

£

+ B2 MSK Serverless &

« 7 MSK Serverless £8 LR EFLIE IAM A&
- BIEEFHITEANLAGR MSK Serverless 8
« 8|2 Apache Kafka =&

+ 7£ MSK Serverless 5 4 R 1 {F F Ei 48

« MIBRIES MSK Serverless 8|2 &R

B2 MSK Serverless £

ERHSES  BERTEMES. B, FHARIMREBIZE— MSK Serverless £8., Rig , WEE
XEBNEE, XREBERES BRI EIBTmER L EBENEFIRNIENEE.

EQRETRSEER

1. B FHEhttps://console.aws.amazon.com/msk/ZK P FTF Amazon MSK #2#l&, AWS EE il
AN
[

2. EROIBEE,

3. XWTFRIEFGZE , FREUBATRIENEPRES. REGBETAFEEAMARECIRTRS B
308

4. WNTEHEEBEH , WA—NEREEH , 20 msk-serverless-tutorial-cluster,
5. NTEHNEHEEM , BEBRTRSSFIENERLE, NTHRNWENEHREMY , FAMRIAE.
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6. FIBMASEHRETHR, KRIHTHNEMNTAMSERTRENIRINE , AEATEVEER
B ANERETRE. EECRER CNEIRE , NECRS AT ERE A E LSBT,

@ Note

i/ MSK Serverless 8 |, B8R Z U LiE#E A VPCs N EINEF ik, N T HBBEF IR
NMARFERERMIRIE —PNATRAKX |, B4REESND VPC REDEEFNDFM,

7. EEROIEEE.

BEWRERXREHNER

1. EERRENY  EREFEFFIREES. & Amazon MSK TREFCIE 2T , RN —ELT
RERS, BURERESF/LOHEINRATNENRS , REFREER,
2. EHmRFETHFHR. XRENISBSHFEFFER.

. EEEMEDFR,
4. TE‘MERE O T , EFFRANZLEANHREECH], ANBEEEXEERRAUEEF V.
IDs

5. BEBREEFM, XfFITH Amazon VPC #H &, EHRESFMKEH Amazon VPC Y ID, RFI
Amazon VPC ID LAt 3RER,
T—%

A MSK Serverless £8 F 022 IAM B
A MSK Serverless £ FE B E IAM B

FUST|A , BFHRTHRMES. F—MESREIE IAM policy , AR FHEER LB EBUUR @)X L
FEREBFEOHRNR, E-MEFEEE IAM SE1FIHRKEREXEK, £EENSRS , &
FUBRALBENEFAHRITEN , FRCESFH LABREITHEZEBRIEHE,

BIEAFREETTHEATER IAM policy

1. f#H https://console.aws.amazon.com/iam/ 7 IAM &1 5,

2. ESMERP | EEER,

3. EERMIEXRMEK,

4. & JSON ET+ , ASFRERE D TR JSON H#fRHLLT JSON,
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HEUT Rl , ERATRAR

« regionfE ABRIBRETFNAWS X EN KB,
. WHEEZH ID WK, AWS K ID R~"l, 123456789012

e msk-serverless-tutorial-cluster/cO7c74ea-5146-4a03-addl-9baa’787a5b14-
s3msk-serverless-tutorial-cluster A AREBHTIRSZEBER ID MEBTE .

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"kafka-clustexr:Connect",
"kafka-cluster:DescribeCluster"
]I
"Resource": [
"arn:aws:kafka:us-east-1:123456789012:clustexr/msk-serverless-
tutorial-cluster/c07c74ea-5146-4a03-add1l-9baa787a5b14-s3"
]
}I
{
"Effect": "Allow",
"Action": [
"kafka-cluster:CreateTopic",
"kafka-cluster:WriteData",
"kafka-cluster:DescribeTopic"
1,
"Resourxce": [
"arn:aws:kafka:us-east-1:123456789012:topic/msk-serverless-
tutorial-cluster/*"

1

BXUMABEARELRIEMIREE , 12 [the section called “IAM 5 A 32",
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5. BT : %,

EET—F ¥,

FFREBH , MA—NARMERF |, Hl20 msk-serverless-tutorial-policy,

TR AIE R,

© N o

B2 1AM A & F @ H bk SR B

1. ESMERS  EEAse,

2. ERBEAG,

3. EENRAMI T, ‘B EC2, REEE “T—% : /R,

4. HEBFREF  WALZHNEHEUNENRBEHNEN. ARG, EPREEMNEEE,
5. ERT—% ¥,

6. EBT—F: T,

7. NTABEN, MA—NMERMET |, fl0 msk-serverless-tutorial-role,
8. LEERBIEAE,

=%

B E P imit EYLLATE R MSK Serverless 8
BRI E Fimit EYLLATE B MSK Serverless 58

ERHTRP  BFRTEANMES. E—WMES20E—NAE Apache Katka & i it EHLHY I 5%
EC2 kfl, FB-MEFSREITEN %% Java M Apache Katka TE,

BIREFIRITE

1. 3#TFF Amazon EC2 ##l& , it Fhttps://console.aws.amazon.com/ec2/o

2. EEBREBEHEH,

3. AEBEFWmITENBMA—NERERF , H20 msk-serverless-tutorial-client,

4. WTFLDHHIZEREG (AMI ) 25 | $4483% Amazon Linux 2 AMI ( HVM ) — F#% 5.10 , SSD %
KE,

RE t2.micro SKHIZEE &R

6. EEBAXN (BX) T, EFCEFHBHAN. XTEHAXNEH , A MSKServerlessKeyPair,
ARG , 1%3F Download Key Pair (FEZ4AX). Lt , BEAFEAMBEZEHX,

o
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7.
8.

10.

11.

12.
13.

14.

X TRERE , EEFE.

FVPC T, MALTRSHBEHNENIES= (VPC) 9 1D, ERETF Amazon VPC RFEHY
VPC , BRI BEHERTFTHID,

NTFM , FEFEEUEEHERETHE ID BTN,

ERXE (REE )P, EREERXBENET2A, IRZZLEEATRENZESHROB N
AUERN , M EER, BIXHENAN  B-—IML22ENKAATUBEBE, AXESER &
25 (Amazon VPC T R E1ERE) FHREANN,

BASRFMEERY , RFIEREE H MSK Serverless EF FHFT0E IAM 6 02/
IAM B,

EERD

EEMSMEES |, % Instances (3£4l). RBEEPFRKREFHEIEN Amazon EC2 KA 1THEY
SiEE, MEERFFEE , ROHFEIADZFAREFHITEN
RBRERH R R AEEIEFIRITEN,

EEEFFIRITEN EIRE Apache Kaftka ZEF iR TE

1.

2.

3.

BERE Java, BEEFHRITEN LETU TSRS
sudo yum -y install java-11

ERMOIZEETTMEREBIEFTER Apache Katka TE | FiZ{TUATHS

wget https://archive.apache.org/dist/kafka/2.8.1/kafka_2.12-2.8.1.tgz

tar -xzf kafka_2.12-2.8.1.tgz

(® Note
REN Kafka #45€f5 , FWR bin BRFHMAEFTELNMITNR, At , ESTUATH
To

chmod +x kafka_2.12-2.8.1/bin/*.sh

#%3%| kaftka_2.12-2.8.1/1ibs B , REBTUT T TEH Amazon MSK IAM JAR X
., Amazon MSK IAM JAR it & Fimit E 4 7 LU B £ 8,
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wget https://github.com/aws/aws-msk-iam-auth/releases/download/v2.3.0/aws-msk-iam-
auth-2.3.0-all.jar

ERLE T , LB T LA T HEMARA HEH A H Amazon MSK IAM JAR X4+,
4. % kafka_2.12-2.8.1/bin B, EHUTEMHREFFEMWBF X 4P, AXXH
client.properties & HREX M.

security.protocol=SASL_SSL

sasl.mechanism=AWS_MSK_IAM

sasl.jaas.config=software.amazon.msk.auth.iam.IAMLoginModule required;
sasl.client.callback.handler.class=software.amazon.msk.auth.iam.IAMClientCallbackHandler

=%

822 Apache Kafka £

#12 Apache Kafka £ &
EESHRD  EREAENUENEFRITENEERSEEF LAETH,

ES}
o RIEHFUGIEEH
- BIEFBHOEFEALE

RERE L6012 3

- EREBTTZE , TRBRECDE AWS MSK IAM JAR X4 T# 2 Kafka £&EM1ibs/B &+, IR
BREXEM , B Katka B9 1ibs/ B XA ETAT®H SR,

wget https://github.com/aws/aws-msk-iam-auth/releases/download/v2.3.0/aws-msk-iam-
auth-2.3.0-all.jar

Z JAR X #F 2 MSK Serverless S£8H) IAM &3 IFFTAEH .

« 51T Kafka 50t , FRATBEE B R classpath@E AWS MSK IAM JAR X4, Atk , HHITUAT
BEz—
« NIEELE CLASSPATH RENEW Kafka & , AT BIFTR.
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export CLASSPATH=<path-to-your-kafka-installation>/libs/*:<path-to-your-kafka-
installation>/libs/aws-msk-iam-auth-2.3.0-all.jar

- FAWAEER classpath WER Java @ HIE1T Kafka @85 , W TBIFT R,

java -cp "<path-to-your-kafka-installation>/libs/*:<path-to-

your-kafka-installation>/libs/aws-msk-iam-auth-2.3.0-all.jar"
org.apache.kafka.tools.TopicCommand --bootstrap-server $BS --command-config
client.properties --create --topic msk-serverless-tutorial --partitions 6

SIREFH O EEE ALY

1. ‘M Texport@®H , my-endpointBER N ECIEERFREMN bootstrap-server FRFH, A
B, BEEFIHITEN LM kaftka_2.12-2.8.1/bin BRXHIE1T export ®H,

export BS=my-endpoint

2. BEIUTHESLUBIESEZ N msk-serverless-tutorial BEH,

<path-to-your-kafka-installation>/bin/kafka-topics.sh --bootstrap-server $BS
--command-config client.properties --create --topic msk-serverless-tutorial --
partitions 6

T—%
1£ MSK Serverless A4 B F 4 F #4E
1£ MSK Serverless A 4 B F{5E FA E3E

SR | ORFE R ST BT PR P QU2 A B A A 6 A 3R

& AHE R HE B
1. BITUTaTNUeIRES & EmKER.

<path-to-your-kafka-installation>/bin/kafka-console-producer.sh --broker-list $BS
--producer.config client.properties --topic msk-serverless-tutorial
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2. WAFFEWEMBE , AR Enter, BEERFTHSBARR=R. SRHA—1THIZ Enter i |
AT RAEN B B AL,

3. REFFRITENNEERGTIRS , REEFEOPHASZITENNE =N RMEE,

4. FREFPRITENHE-NEE , BIUTHSRREHAERRSE. my-endpointBRNECIE
ERERENSISRFHEFTRE,

<path-to-your-kafka-installation>/bin/kafka-console-consumer.sh --bootstrap-
server my-endpoint --consumer.config client.properties --topic msk-serverless-
tutorial --from-beginning

BITHRB R 2 BIEREE &L KR TR ARER.
5. BERREOFRAEZSHEHE , AV EEE R EFAREDF,

MREZETXEHTIBEE classpath @& , FHEMNEBNEFRETHS. kA, BHEE AWS MSK
IAM JAR L FlibsB %, ;% , ﬂj_ﬂ«)\ﬁ% wHERN classpath HWEE Java W HI1E1T Kafka a3
, T BIFTRo

java -cp "kafka_2.12-2.8.1/1ibs/*:kafka_2.12-2.8.1/1ibs/aws-msk-iam-auth-2.3.0-
all.jar" org.apache.kafka.tools.ConsoleProducer —broker-list $BS —producer.config
client.properties —topic msk-serverless-tutorial

T—%
MIBRIEH MSK Serverless |21 &R

R BRI& N MSK Serverless Bl 2R &R

LB RRE | BRI BRTE AR 61 R A9 B R
I pREEF

1. fEhttps://console.aws.amazon.com/msk/Zk 3T FF I D2k MSK #2& &
2. HEEBIRP , ERNUBERGENER,

3. XTFR#E , EEMERER,

4. EFBEFHA delete , RFIEZEMER
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BEFEEFRITEN

1. §TF Amazon EC2 ##l#& , it Fhttps://console.aws.amazon.com/ec2/s
2. 7E Amazon EC2 KHIF|RH , BEENAHEIENEFF V.

3. BEENMIRE , REEFELIETH

4. GEFLLE

fHI B 1AM policy M A& €&

1. M https://console.aws.amazon.com/iam/ ITFF |IAM 2 H| &,
ESMERP  EEAG,

ERERED , MALATHELEN IAM BEHNER.

EREAG . AEEERRASFEIARER.

ESMERSD , EEREREK,

HEERED , MALNEIHECEZN KRB BR,

ERERE  ITHBERNE, ERMOBERE L | EE0ERER.
M BR

© N o o bk~ D

MSK Serverless £EHNEER 4

Amazon MSK A TRFSH/EHRENERERE. ELEEIXEREEERMERE. B,

LR ERERA T EBRIINEERE. AEEMEERFINEERESTARE.

BERMK KA CIE 1 ATFNHEKRE
cleanup.policy Delete =, BXRFEEL

EZat
compression.type Producer =
max.message.bytes 1048588 = 8388608 (8MiB)
message.timestamp. long.max =

difference.max.ms

&
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BEREM KIA CIE 1 RN ERKXE
message.timestamp. CreateTime =

type

retention.bytes 250GiB = TRE ;IRERN -1 7

K TTRR IR E

TRE ;IRER -1 7
LI TR B4R E

fim

retention.ms 7 days

Eiﬁlﬁﬁiﬂ%&ﬁﬁbiiéﬁﬁﬂﬂﬁﬁﬂ B, UL Apache Kaftka (s S1TLE, BXxEZEE MM
REBEANNRE , 55 R EH Apache Kafka IR HHY 3.2 T BREE

@ Note

£ MSK Serverless BT EE R ETH seg.bytes BB, {BR , Kafka Streams N TR aJ#E
A2 ZRA BB — 1 segment.bytes Bl EE S MSK Serverless FAIETRIMAZBED, BXRE
F MSK Serverless Bt & Kafka Streams HW{E R , i [@Kafka Streams 5 MSK 1#IE 4 I #]
MSK Serverless && .

$F Apache Kafka @5 1T T E 5 Amazon MSK Serverless && AR |, HHEMRETK Amazon MSK
Serverless A TXRMIEER FimitEH Li&RE Apache Kaftka BEF s TEZ 2PN ST 1-4. 1A, &
DRETHFEE --command-config client.properties SH,

i, LT e o A B F1Ehr etention.bytes THE BB M LURELREIRE

<path-to-your-kafka-client-installation>/bin/kafka-configs.sh —bootstrap-
server <bootstrap_server_string> —command-config client.properties --entity-type topics
--entity-name <topic_name> --alter --add-config retention.bytes=-1

FEWTRBIF | <bootstrap server string>E#}NEH Amazon MSK Serverless 85| S RS
BARET R, U <topic_name>BEE RN EBR BT

--command-config client.properties SR Kafka TEFAEIENEERESEN
Amazon MSK Serverless & # TEE.
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FRARER

U542 MSK Serverless &2

Amazon MSK 5T 5 #h &K , CloudWatch EtbBAT LAY E, EEM O MSK LIRS B/EHNIE
¥ro TRAITMAEATAAELRSSZEFHNIE . ATXEEFRRENTEREN D XWEMBIES X
A0, REERMNBVCHEIMER SUMEITRIEHRHITES , WKREXTBRIINAE.,

Amazon MSK B CloudWatch 8% # — XV SNE [ Z MPerSeciEtr, XEWKE , —2#HHISUM'E

I LU R R PerSec BN EREE. EREEBS — 529N ERHE  EEAUT
CloudWatch 8% &R&E = : m1 * 60/PERIOD(ml).

ARIAME 2L 5] 7] A RV HE 4T

Name

BytesInPerSec

BytesOutPerSec

FetchMess
ageConver
sionsPerSec

Estimated
MaxTimelag

MaxOffsetlLag

MessagesI
nPerSec

ProduceMe
ssageConv
ersionsPerSec

SumOffsetlLag

A L B[]

HERBEAE
B2fa

HEEARRAER
i xElefE.

HEEARAER
EirxEleE.

HEEARRAER
i xEleE.

HEEMARAER
4N EB2E.

HEERBREAE
BZJa

HERBEAE
B2 5

HEEMARAER
EN EB 2=,

Dimensions

EHEW, £
2
EHEW, £

il

SEHEW. X

il

EHEW, £
FgRA. £&

EHEW, £
MR, =&

SEHEW. X

il

SHEW, £
3

SEEW. &
ARA. £&

L

BOMNEFIREZERNF TR iR
XA EBER AT

BRHREINEF RN FTR ISR
AN EBER AT

FEESVRIUE B BRI

Z MaxOffsetLag 15 ¥rHY B Bl {11
B,

FEHAEDXZANRARBL
iBo
FBFEANHEEH

FESYERE R BRI,

FEHAMAD XHNREMBILR,

e
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EEEF MSK Serverless g5

1. BFRAWS EEEEIE HITH CloudWatch #&|& , ik https://console.aws.amazon.com/
cloudwatch/,

2. TESMBRD , fOERIEIR. FIEERR.
EEFFEE kafka —id.
4. % AWS/Kafka/EBEZH. THH AWS/Kafka/EBEZ ., FHSEE,. TTUBEEFENIER,
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T & MSK Connect

MSK Connect & Amazon MSK By —IZh8E , ©ibFF & A R A LR R R A FR EH Apache
Kafka 828, MSK Connect £/ Kafka Connect li4< 2.7.1 =% 3.7.x , XR—MNFREL , ATE
Apache Kafka £ SHIERE. BRRSIMXHFRGEENBREEZERK, EB) MSK Connect , &1L
'L H Kafka Connect WEHN T2 ENERES , AT HHEB AL D S3 ML S # RS EHRITH
FEE#ESINFRIEIE. OpenSearch ZRALAEFEH Debezium EEX=HFFF KWNEE:SE , A THEE
HENBREERNZME Apache Katka 8 , B L EEXRBE BB EEESE. EESHFL8
FHRUENAETL , RRENEANERASE,

ERAREERFBEMNBRES AZENTE R, SR EREERERERES  FEEPNBRESEE
AERE

MSK Connect XiF{EMIE#Z] Amazon VPC B Apache Kafka SEBFHYE#ERS , TIE R MSK E£&EER
I FEER Apache Kafka &,

MSK Connect 4 B2 E ZBRMZ TR MR MPRE, BHNEEREES , H AT BIEREBFUE
REHENE,

EF#ER MSK Connect , i3 the section called “FFiAEH7,

E TSN LER MSK Connect gIZAWSHEIR , 5 fthe section called “ 7 ##1%E #2258 "the section
called “BIZBHEXIEH". M. the section called “T f## MSK Connect T/ERRF"

X MSK Connect APl BH{E & , 155 Amazon MSK Connect AP| Reference,

£ Amazon MSK Connect 89 #F4b

Apache Kafka R A TREMA BN BB RNR ZXANTFRREEZ—. EB) Apache Kafka , &
AU BRI BREERFNBEERNARERF,

Kafka Connect &£ Apache Kafka 2 MZ1THRMARFNEEA R . Kafka Connect 1247
—Fh7E Kafka MIATRE 2 BB BB EL S RN, Katka Connect EEEE T B , AINLEKX
E¥IE. Kafka Connect 2t 7 —4HBAK APIIRENTE  ATEE. HEMUEIRE Kafka EEM
ABREZABHHBIENIERESR, BUUFEAXETERBE XY B Kafka Connect B9ZhaE , LUHK
EENRNAREHNFEER,

S8 81718 1E Apache Kafka Connect & 5= 1 f$7F /R Apache Kafka Connect R A2 F1E#H Z|
AWS B} , AJRERIBEIBRE, XLERK BT EEREMZEMNBENAEFAENRE, REBRE
Apache Kafka Connect £E I TREEBUAREEEETH,
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N T RFXLERE , BATEWEEA Amazon Managed Streaming for Apache Kafka Connect ( Amazon
MSK Connect ) &8 F R Apache Kafka Connect B AR E# 2| AWS, Amazon MSK Connect {8
1t 7 £/ Kafka Connect £ Apache Kafka EE ARG ( HIUNBIEE, ERESIFMXHERS ) 2E
RBENTE,

AT 21E# % Amazon MSK Connect By — 5 374b -

.« SHBRIZE 8 — Amazon MSK Connect jHER 7 5 Apache Kafka Connect 81V 1&4h. MENYT B
HRBZEHRIE, Amazon MSK Connect 3F4E MR8 H Connect S£EHZ 1TIROR H B 3h# TSN
MRAAFALR , MAAX R T4 5otk B A i,

« BZES Connect f£55 — Amazon MSK Connect A SA BEI 1k E K MMES U D E =, F5
KM ATRER RIGETEE iR B , HlIEB Y Kafka B9 TCP HEZR &I , UK TERF A ZIREER
BRREHREANNES EH T,

« BEKFEMEEYT 48 — Amazon MSK Connect 5N ARFAEB BT BUXEERNEFL
£, Amazon MSK Connect N i EET R, SREREEHT BATHN IEEFHENIARH
B, &0 LAEA Amazon MSK Connect UpdateConnector APl #4E7E 1 B 8 v CPUs 2 B EEM
KB4/ v CPUs L IFA T HHE,

« FAEMEKIERE — Amazon MSK Connect fEFFAE DNS B #FABZIEZ R R LAWSPrivateLink F
BWRS,

Fr 8468 FH MSK Connect

7 step-by-stepZ 2 £ &3 MSK & MA TRHBEMER LET S3 FRMAVEWIRERESR, AWS
EEEH A

£

« i%E MSK Connect FTEH &R

- Pl BENEN

- BIEE PRI E YA Apache Kafka £
- DIEIERRR

* [0 MSK &R IEHIE

% & MSK Connect FrER AR

EURSRSD  BFQBLATZRAENUTHIR
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« —/N Amazon S3 F##E , AENEESBZNBUEN B i,
« —/MNMSK £8 , BNOERERE, RE , EEN[SEMEEFSEIBEEHNFELIET B IR S3 7

o

« —I0 IAM XBE , @B A B¥r S3 FEEHRR,
« —NIAM B8 |, RIFEESEEABNR S3 S, BEFSEN IAM REFNB AR,
« —/N Amazon VPC iw 2 , AT EBIEMN BB EHMIEEESMN Amazon VPC &IEF) Amazon S3,

B2 S3 FHE®

N o o w0 DN

BFRAWS EEZH| B HITIF Amazon S3 ##I& , Ptk Fhttps://console.aws.amazon.com/s3/.
TFE QIEREME .

NFEEBENR , WA —NMEREBH , Hl10 amzn-s3-demo-bucket-mkc-tutorial,

B R HE RN B FER.

ERFEESIRP , EREFLIENEFR-E,

1% Create folder ( BIXHX ) .

WA tutorial ENNHRIEN , AEE TR HERGIEXHHX,

ke

1.

9.

© N o o A~ 0w b

FEhttps://console.aws.amazon.com/msk/ZR$T FF I B # MSK #2#|& ? region=us-east-1#/
home/,

EEMERN MSK £8T |, RIREH,
EROIEER,

NFRIEEE , BEFEENCE,

NFEHEH , FHHA mkc-tutorial-cluster,
EERREGD  EEREME.

EET—F,

EMET , B “Amazon VPC’, REEZFRLEFANTRHXIMFM, HidFEZIEEH Amazon
VPC MI+F , RABHEAHRENEEDB,FEAE]. IDs

ﬁ?%jt_io

10. EIFEEHFZET , BROEERZ S HRIEREF.

% B MSK Connect FTER&RIR 311
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1. EMET , BAROUGEFEHE,

12. #E&MTES  RARERCEESH, XSNESISEREHNFHAGEE TH,. EZRHENENA

MEL2AT , KERZLA D, i2F%ZID, ANERERHENGEBIEFEE.

BIEENE A S3 FEEM IAM KB

1. M https://console.aws.amazon.com/iam/ ITF IAM 2 H| &,

ESMERP | EER,

RO R,

R mIERRT , &L JSON , RERYmERRE O PRI JSON BN LT JSON,

S

TELLTRBIF | <amzn-s3-demo-bucket-my-tutorial >&#NIEN S3 EEBHE N

JSON

{
"Vexrsion":"2012-10-17",

"Statement": [
{
"Sid": "AllowListBucket",
"Effect": "Allow",
"Action": [
"s3:ListBucket",
"s3:GetBucketLocation"
]I
"Resource": "arn:aws:s3:::<amzn-s3-demo-bucket-my-tutorial>"
}I
{
"Sid": "AllowObjectActions",
"Effect": "Allow",
"Action": [
"s3:PutObject"”,
"s3:GetObject",
"s3:DeleteObject"”,
"s3:AboxrtMultipartUpload"”,
"s3:ListMultipartUploadParts",
"s3:ListBucketMultipartUploads"
]I
"Resourxce": "arn:aws:s3:::<amzn-s3-demo-bucket-my-tutorial>/*"

}

% & MSK Connect FTEH &R
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7.

1
}

BERMAIBALRSRIEHWILE |, EZS 1 the section called “IAM 17 R $2 5],
ﬁj:%-lt_io
EEENMCETESF , FRITUTERE

a. WFRBEN , MA—NERERM , Fl0 mkc-tutorial-policy,
b. TELREEPENHNNRF , BEF and/or BRI E LR,

c. (k) RNTHENRH, ALARERFKR | FHEERNNFRSUBENERMIRL, Fln
£/ Environment # Test WRBEX O KR INFRZ,

BEXEANRENESER , B2 IAM AFEREPHIAWS Identity and Access Management
BIRES,

it gnlfe g

SIRALIEA B FHEN IAM A6

1.
2.

£ IAM ZHENSMERT , ERAC , ARERUEAG.
HEEZEENRERE L , FHRITUATERE

a. XF Trusted entity type ( AI{ESRRKE ) | 1&F AWS BRF.

b. WTFRFHEARH , £#F S3.

c. EFEARGIT , £F S3,

EET—%,

£ Add permissions (AR ) WE L , FHATUTERE !

a. HEERZREMNNBREBT , ALRZI N EHEZENRBHNEM. B0 mke-tutorial-policy.
R, EPRBEEHREMHIE,

b. (Ak)RENELR. IR—TEREE , TATRSAL , EFTATRSEXAR, &
KREMBRULANER , H2H (AM AFEmR) PHEIESEMMNER (2H5 ) .

ii#%jt_io
£ Name, review, and create ( 8%, EFMEE ) TEF , FRITUTERE :

a. NWTFABEH , MA—NMERMEEN , AW mkc-tutorial-role,
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/A Important
WAAEN , FEEUATER

- AEENELNBLARE-HNAWS K- , HEFEREKNEMESHE—,

fian , FEEet 012 % PRODROLE 1 prodrole HV&AE, HABEHRERKSP
ERAREFEN ARN -5, ABEHEIANE , BRIAASENERH A
REEFERE (S, EE2FKER )  AEEHFTEIRIE,

- tIEARRE , ELTEFEZACGHNEN , RNEMXETRLK5IRZAR.

b. (Wi )XTFHER, MAABGHIER,

c. (Mt)EREBEACHERARGMNIE, BELER 1 EBRUERARLRE 2 . FINNRIL
kRS,

d. (W% ) ATHEERS., AARERAE  BFEBFMNFFSUBENERX MRS, Flm,
{# /A ProductManager 1 John WBEN @ & &FMIFZ,

BXEARINEZER , 555 IAM AFERHBAWS Identity and Access Management
BERE,

7. REZAR K REERUERAG,

I MSK Connect RAZAR

1. EIAMEZFHENENERS , BEHEEET , 2RAER,
¥ 3 mkc-tutorial-role HFHEH,
EABHMET , EFEERETF,
ERREEERR.

HRBEERBERNUT JSON,

o ~ w0

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
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"Principal": {
"Service": "kafkaconnect.amazonaws.com"

},

"Action": "sts:AssumeRole"
}
]
}

6. EERBEMEERE,

BIZEMEER VPC E| Amazon S3 B9 Amazon VPC i &

1. FTFALTF https://console.aws.amazon.com/vpc/ B9 Amazon VPC #2414,
2. EEMERP , EFKR.

3. ERBERS.

4. ERFBHRT , %F com.amazonaws.us-east-1.s3 FRFHM KK,

5

6

BB VPC , AAE e BT WX B 0028 I 55 20U 10 AR,
B IR
T—%

B B A
B2 B E A MF

BHIEENEERF[ZENRB, EHTRD | BEQNE—NEE Lenses Amazon S3 EUNESIERESS
RENEENEE., ERENSES , HE0E MSK EESEN , ZulEEERABALTHEENEY
., BALAERAR—RARGXRIEZSNEETREEN MSK E#EES.

B2 B E LA
1. T8 S3 E#ESR.

2. ¥FZIP X EEFEENIF R S3 FM. BXUNXH4 L£F Amazon S3HIER |, 55 H
{Amazon S3 AAF1ERM) FH LEXIR,

3. fE https://console.aws.amazon.com/msk/ 3T FF Amazon MSK &l &,
4. FEEMBEHFBEIF MSK Connect , REEE B EEH
5 &EIEBENEMS
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6. JEFERINW S3,

7. ERHERIEKRT , REELE 2P XHNEER , RAEERZF#ER.

8. HEFHEMINRINEKSP , EEFE ZIP XHEMHRIERE , REEFRREERNIZEE,

9. #WA mkc-tutorial-plugin fENBENEHEN , RAEEFLNRE B EEH,

AREFREAWS/ Lo e TR BEX BN EE, CIBERTAKE , BTN KRE NN EIES
BIUTHEE,

Custom plugin mkc-tutorial-plugin was successfully created
The custom plugin was created. You can now create a connector using this custom plugin.

T—%

BIEE Fimit &4 # Apache Kafka £

BB E iRt EHH Apache Kafka £

FELSEP |, BN 612 — 1 AE Apache Kafka B i EC2 KIS 3kfl, Rig , B LAEAL
SHIEER ERIBEH,

BIREFIRITE

1. 3TFF Amazon EC2 ##l& , it Fhttps://console.aws.amazon.com/ec2/o

2. %% Launch instances.
3. WMAFFIRITENNA , 20 mkec-tutorial-client,
4

Xt F IS HLESM ( AMI ) 2B | $44&3%H Amazon Linux 2 AMI ( HVM ) — B14% 5.10 , SSD %
;éﬂo

%R t2.xlarge SEHIFER,

6. HEHAXN (BF)T , ERUEBFRAN, NBAXNBHMA mkc-tutorial-key-pair , A
ERTEREBHAN, I, BEAERAAEEHAX,

7. EEBEHEH,

8. EREFEXN. RE , EX2EF , REEFHXFXBENLZEE, EFARFREAN D,
LU EREER.

o
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AVFRTRIREY B P iR 0] SR B R IA TR

1.
2.

o g o~ w

ITFFALF https://console.aws.amazon.com/vpc/ B9 Amazon VPC #Z#| &

EEﬂJ%’*ﬁE’JTzé’l’iT ERZeE, ELSH IDYF , RAEFHNLZ LA, BTE the section
called “i% & MSK Connect FFEERN AR Rl BEFHNRET ZZEEN ID, B EFIZEZELAT
ENMERERERZEZSAH, BREERMEFEEMLESA,

ERBHTHE8 , EEABEANIET R,
EFRYRE A EIN o
ERBNETH , EERIAN,

EFANG | ZERBFTHRERE. ERIAMNNFES , AT RITEINZE4 D,
XREECEEFRITENERENEZE4A D,

IERREAN, £ MSK SHNERESIKELE L -BEFPEENT N RNAERE.

BOEER , FHOTUTRE

B w D

7.

$TFF Amazon EC2 #4#|#A& , Mt A https://console.aws.amazon.com/ec2/,
fE 3Ll R %R mke-tutorial-client,

ERBTERMOE | EFEE | ARERRERESISH6,

BYETUA TR ERFiRES L& Java :

sudo yum install java-1.8.0

BT T B LT & Apache Kafkao

wget https://archive.apache.org/dist/kafka/2.2.1/kafka_2.12-2.2.1.tgz

@ Note

MREFLEERAMDTHREANRRERZIANRRIER , WTWE Apache MYh LikRH
bR R IE Ko

LS TAR XHTHEWE FKHETUATHT,.

tar -xzf kafka_2.12-2.2.1.tgz

%%l kafka_2.12-2.2.1 B %,
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8. 1Ehttps://console.aws.amazon.com/msk/ZRITFF L Si# MSK 2l & ? region=us-east-1#/
home/,

9. HEEME®P , ERERH , RAREREH mkc-tutorial-cluster,
10. REEREEFRER.

1. EFAERF TR,

12. EFETHK

13. EEF XA (nkc-tutorial-client) EETUAT &S , bootstrapServerString&#h
BEEEEBENEFPIEERENERENE,

<path-to-your-kafka-installation>/bin/kafka-topics.sh --create --bootstrap-
server bootstrapServerString --replication-factor 2 --partitions 1 --topic mkc-
tutorial-topic

MR GSKI , BFERLLTHEE : Created topic mkc-tutorial-topic.

T—s%
fIERYE 5

BIEE RS
WA T MAER AWS BRI A QIREESE,

BIRERERR

1. EFIHfEhttps://console.aws.amazon.com/msk/R A FF Amazon MSK ###l& ? AWS EEZFI
& region=us-east-1#/home/,
EEMBEKH , BFF MSK Connect , REIEFIERESS,

%% Create connector (BI1EE#2R).

ERGYIRD | % mke-tutorial-plugin , RAFREET—F,
X FEZEREM , B A mkc-tutorial-connector,
FEERYIRS |, % mkc-tutorial-cluster,

T EERNERE BBy , INBREEFEUATED Z— :

N o o M 0D

« IPv4 ( BRIN) - IPv4 RATESEZEN
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- Nix-ATET IPv4 MEET B IPv6 ({XZEHYFRER IPv4 IPv6 CIDR 52 RERBS
)

8. ERIUTEE , FNEMBIEESIREFTRT.

RS XEER N I BEEESFAWS XKEMEVENRE. I, EUTRHIF | & Amazon S3
EREBEMBRNEEBNEF. <amzn-s3-demo-bucket-my-tutorial>

connector.class=io.confluent.connect.s3.53SinkConnector
s3.region=us-east-1
format.class=io.confluent.connect.s3.format.json.JsonFormat
flush.size=1

schema.compatibility=NONE

tasks.max=2

topics=mkc-tutorial-topic
partitioner.class=io.confluent.connect.storage.partitioner.DefaultPartitioner
storage.class=io.confluent.connect.s3.storage.S3Storage
s3.bucket.name=<amzn-s3-demo-bucket-my-tutorial>
topics.dir=tutorial

9. TEHRAMNET , i mkc-tutorial-role,

10. ZET—F, EZEMEL , BREET—%,

11. E /L,\J\EJ: ﬁ?*T

12. EEEHCETEL K EELNEESREE AR EER0IEERESS,
T—%

[0 MSK S8 R X B IR

B MSK S8 R IE IR

LS |, LRBIERIER 2 AIRIER Apache Kafka £& , REEBHF S3 FHBTHERMERNEK
=

[ MSK S8 R & B im

1. EEFWmEH LA Apache Kaftka &3 bin Xk | B2 —HEF client.properties X
X, ZXHBEUTAR,

security.protocol=SASL_SSL

B MSK S8 & 347 319
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sasl.mechanism=AWS_MSK_IAM

2. BITUTRSUBIREESAEREE. BootstrapBrokerStringBiRiz T £ — NS IREBH
=

<path-to-your-kafka-installation>/bin/kafka-console-producer.sh --broker-
list BootstrapBrokerString --producer.config client.properties --topic mkc-
tutorial-topic

3. HMAFTENEMER , ARSI Entero EERTUIERRAB=)R. X A—1TH&Z Enter 7,
ZTERN RPN E B ZE R EH Apache Kafka &£ &,

4. EEFEB Amazon S3 FiR , EREE L —FPRIEMEE.

T RS

EEBEA RS NHERRPNREIEEFITEM Apache Kafka 5£8F | BT NFHIEMNERE 43K
FEWESD , NTHAZBRZER Amazon RS S Apache Katka EEFHER . EZERETURITRER
B, fINESHREECAT BRI TER, BXERIBERILE, REESIMNEERRRERSE ,
HEXEHFEHIEZIERD |, MBWESEEESUNERPRIE | X EBIE#* 2 BIEE RS
H,

TERERTEERVRY, THEEFRESTERSFEEHN Java B (JVM ) #HR, B8N THEEFHR
SUE-AES , EESEATEEFSTHITERNRENTHE, ESTEHERS , Bt TSR
B3, FLEREHME , URHBEB AT RNRIEEE.
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Connector Architecture

I I
Connector Application |
Task1 ‘ Task 2 ‘ ‘ Task 3 ‘
Task 4
Worker 1 Worker 2 Worker 3
THREERAE

EESENEREFATIZERESHEEN TESBEURESNITEA R MSK Connect #£ Tk
(MCUs), 8/ MCU % 1 1 vCPU Wit E8E 0 4GB BIAF. MCU AEFESEIERFRFINERNF
X, MAREEFEANHERNTE,

MSK Connect T ERFEAZFERHENFMER IP thit, BN T EEFHERAETAEBENFNPH—
NP Hbit, BREREIRMLS CreateConnector B R FM B EEHH T AN IP it kEZEEEE
RE K AHEEHIHBHOEESN , TEAGKETRESKD.

BRo|@ERES , LTARUTRHRERN 2 —.

- BB - MREHEEEBNREER , FEABRUEN, BEERME
- THEEFHE,
« MCUs 8MNITEARK AR,

- BV - NMREEBHIBEERETMEE , REBELEETHNEEFESNAEAEER | FiERIE
o HEBRFEHABIBHERE , Amazon MSK Connect & A 5 EETIZTHN T/ESEHENZN
THEEENRER AN ERBESIEERNtasks . maxEE. MCUs

BE=HE :
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- PNERIERFHE.

« CPURAZRNEORARE s LFNERQT BB L , ZB2 A Cpultilization IEFHRHEE. H
EERRM Cpultilization BB @MY BB 2 LAY , MSK Connect &3 hNiE#2R P IZ1THY
THEREFHE, 3 Cpultilization EFMETE@SAER B 2 LAY , MSK Connect 2R 4 TETE
FHE, TEEFRNBETHRARSEUREESNEENRNINEABEZE,

* MCUs M ITEARNAR

EXIERFENEZEER |, i3 Hthe section called “ T fi# MSK Connect T/Ef2F", E T #H X MSK
Connect 1IEFrMIE LR |, F3 Hthe section called “¥4#E MSK Connect’s

B B XX i P 4% SR L

Amazon MSK Connect XiF#TEZSSH LM EER, FERANKNE | EBEEZES[TLUET IPv4
IPV6IEER B Mk, EEE |, IPV6 EBENENKRER (IPv4 + IPv6) TAIA , T%#F IPv6{XEX M,

AINBERT |, FEESRER IPv4 MERE, ZOIBNEMERBEWEES  FREEERET—TH
HRAY SERFAM, BFER , ERANKMEREGBERERT , A EABREMERE, BEEQMERX
B, SRR E R e R E R

Amazon MSK Connect ‘& X #F&id IPv6e fl IPv4A#1TIRSS APl KT RiERE, B H IPv6 EB#HIT
APl B A SEEFHAMERLKIET S, B3X MSK Connect RELXIETANESZER |, FSHET S
MSK Connect & imT1 KL FBL &l

158 P XX P 45 SR B Y SE RS A

ENEEREENEMERE 0 , FRAECIZEZSRMARREHNTE TREIE 7R MaRE
IPv6 F IPv4 CIDR k.

{58 I XX 4% P 4% SR B Y SE B SR T

* IPv6 X#F B BXEINKER (IPv4 + IPv6) THA , FRFRENKER (+) T A IPv6
o J3 AR AYIE RS AT LAEI Y E R ) MSK IPv4 H IPv6 Sink SREIE RS

« BIEEESRET R RN ERE- LR BRH ER OB EESR S e E AR ERE

o EERVBEIEER A TR ESI T IEIN R | T EE R T 0 B XNk M 4% R BUAY i SRR
« MREABKFREREEMERE , WA TEAERE , EEIJHRIAN IPv4-only

- NTHAERES , B EEMMEIRE- LM ERH Ef 0B ERER S e E NP HRE

it B XX ik R 48 3 U 322
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« ERAXKMEF L EHARA

& TR
WRBAET MAEH AWS BRI A HIREZSE,
EAbIRIEES AWS BEE4A

1. £ https://console.aws.amazon.com/msk/ TF Amazon MSK &l &,
2. HEEMBEHEH MSK Connect T , %&FiEEES,

3. %$® Create connector (B 2iE1£E3).
4

B LU RERINEH ﬁmiiﬁﬁ:ﬂ%ﬁﬂﬁ EER A LUEABFNBEENEY. BXEENEHY
AR i | 28X LS B |, 1§25 fthe section called “BlE B E ViEH . BEHERF |, BRiRE
E—1MEFEANBENEH. Eﬁm)&?ﬁﬁ'—ﬁﬂi’%qﬂ BRI ZEFEANES  EPEANNERE , A
BiEBRT—%,

5. BWABMNMER (k)
6. EEREEVEEEIINEE.
7. HEEESBMZKRE , W RBIER L TIRTZ — ¢

« IPv4 ( BRIN ) - IPv4 (A TENEZE it
- Mx-ATET IPv4 FEESI B IPv6 (XZHEHNFMESR IPv4 IPv6 CIDR $HRKXERET S 7]
A )

8. IKEEESKE. ZEEREENHRESHEATECENIERESRELR, BR , K9S HEMAIE
EEEEAMNSE , 0 connector.class M tasks.max . LT & Confluent Amazon S3
Sink Connector B &L & R4l

connector.class=io.confluent.connect.s3.53SinkConnector
tasks.max=2

topics=my-example-topic

s3.region=us-east-1
s3.bucket.name=amzn-s3-demo-bucketflush.size=1
storage.class=io.confluent.connect.s3.storage.S3Storage
format.class=io.confluent.connect.s3.format.json.JsonFormat
partitioner.class=io.confluent.connect.storage.partitioner.DefaultPartitioner
key.converter=org.apache.kafka.connect.storage.StringConverter
value.converter=org.apache.kafka.connect.storage.StringConverter
schema.compatibility=NONE
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9. ETX,A MELNEESRAE, B ERHREEXZRG®E . eMENgzsY 4. BxXHEN
EMME R |, 55 fthe section called “ T i IZE8E B E,

10. ERRANTIFEFEENBEENIREFEE. EXCBAENIFEFRENER , S5 MHthe
section called “T f## MSK Connect TER&F",

11. TR, EERSHITAR, XHUMAME MSK Connect ATLAEBER IAM B€ |, ZAGMOIERESER
TR AP EAWSERFTENFMENRE, XLENBEEURTEESNZE, BXxOMCZLAENE
B | 2 #the section called “T #REHITHAE,

12. BBET—F  BEFREER  ARBRERT -

13. BEEFMENBAFIETKGED , ABF®RET—%$, BxBAFEIEEKNEER , i5SRthe section called “H
/L‘/\-Lai”o

14. EERHOUENE L  EFENEZSFKE R EFCBERKS.

EfEA MSK Connect AP| BIZiE#£35 , 1528 CreateConnector,

A A UpdateConnector APl 8BUEERERE. BXEZER , 55 the section called “E#TiE
B

WERBNE T AER AWS EEZH A EHIAE MSK Connect EERHNEE
FREHIEEIFREE AWS EEBZEH A

1. ¥ https://console.aws.amazon.com/msk/ ¥TF Amazon MSK &l &
2. EEMBEEN MSK Connect T , EFIEREES,

3. EERIBNERESR

4, ERREEESFEE
5

EIEESBEE, BFEconnector.classEMA#1TE % UpdateConnector, BAT =2 Confluent
Amazon S3 Sink Connector FYEL & R Hlo

connector.class=io.confluent.connect.s3.5S3SinkConnector
tasks.max=2

topics=my-example-topic

s3.region=us-east-1
s3.bucket.name=amzn-s3-demo-bucketflush.size=1
storage.class=io.confluent.connect.s3.storage.S3Storage
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format.class=io.confluent.connect.s3.format.json.JsonFormat
partitioner.class=io.confluent.connect.storage.partitioner.DefaultPartitioner
key.converter=org.apache.kafka.connect.storage.StringConverter
value.converter=org.apache.kafka.connect.storage.StringConverter
schema.compatibility=NONE

6. EERER.
7. RlE, UTEEZSRAVRELT R P BERERN SRS

E £ A MSK Connect AP| EFTiEZESRMNELE , 12 UpdateConnector,

BRI

LT HRESEATUESES Amazon MSK Connect HIE R RE,

705 Amazon VPC IPs XY & Hi%E 5 Transit Gateway E&

MR EBFERM R A Amazon MSK Connect B9 Amazon VPC &% Transit Gateway , B~ Z2fF
EHEREENTHE CIDREEANNE VPC RIR IPs

+ “10.99.0.0/16”
+ “192.168.0.0/16"
+ “172.21.0.0/16”

B2 B E il

W\HR—f AWS R , HAEaNRB A E LERNEEREE., SN JAR XM (HEE—1ME
4 JAR XXHHRY ZIP XX ) 4R E] S3 7R , AECIREMEEF#BNVE, SI2EESRN,
FREELIEE MSK Connect A TiZEERNEN. BHSEESFNARR-—NZH : EILME—
MNaEH IR - NS MEERS.

BXRMMATTREER[NBRES , BSH Apache Kafka X R EEERTT K ISR,

£/ AWS EREFIE 62 8 E At

1. £ https://console.aws.amazon.com/msk/ ¥TFF Amazon MSK 1Z#l &,
2. HEEMBEHEH MSK Connect T , %% B E iE#H,
3. EERBEBENEH.
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4. EERE S3,

5. 1 S3 FME@IIKRT , BRI SHEMHHN JAR X ZIP XHHFHER.

6. EXNRIKRF , EPHEMHH JAR B ZIP IHEMNWERE , RAEEREE,

7. EEEBENEML

EfH MSK Connect API Bl BE X iE# , i5Z @ CreateCustomPlugin,

T f# MSK Connect T/ERRF

THEREFRIZITIERESRZBEN Java Bl (JVM ) #HiB, BN IEEFHFL2UE—AFS , XEFES
EHTEAEPSITHNTEFREN T, F5TEFERES , BLANENED. FLEHEHRED , U
REBMEATBROBEEE. IRIFEFSEIRNI THEEFRENTL , TRATY BREH
RRENHEMH. ee#TmiE , AEMFERRIERFEENES. Connect TEREFER
Apache Kafka #Y{ F 258 42 Sk 10 8 FN B # F15

MEEBWEZBBREERTCARESELMELT , WATBALE MSK Connect IRIBEEELEEN TR L
(ReBi BIERERFHRE, & , BAlECEZTEESZENBRU IEEFRE, BXEZER ,
&2 5 the section called “ T fRIEIZERE",

MSK Connect T/ EREFEA IP it

MSK Connect THERFEAZFIZBENFRDHN IP thit, BN THERFEHEARTFIBHN FRPEH —
NP #bit, BN RRIERMEL CreateConnector ERMFHFEZHM A A IP it LUK EEHIEER
B RHEEEBEIRMUERESN  HYNWI/EEFRE LK.

HKINTEEFEE

MSK Connect 2 A FTBIATERERFEE :

key.converter=org.apache.kafka.connect.storage.StringConverter
value.converter=org.apache.kafka.connect.storage.StringConverter

XENTHEEFEERK

MSK Connect 2 fBMIAN T ERFEHE, SE UL ERA T EESENEEN I HERFEE. AT
5&RAEHE X Amazon MSK Connect XA X N ITEEFEERMHNER.,
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« 2% key.converter f value.converter BN H4E,
« MSK Connect XL T producer. BLERE 1%,

producer.
producer.
producer.
producer.
producer.
producer.
producer.
producer.
producer.
producer.
producer.
producer.
producer.
producer.
producer.
producer.

acks

batch.size
buffer.memory
compression.type
enable.idempotence
key.serializer
linger.ms
max.request.size
metadata.max.age.ms
metadata.max.idle.ms
partitioner.class
reconnect.backoff.max.ms
reconnect.backoff.ms
request.timeout.ms
retry.backoff.ms
value.serializer

« MSK Connect X3 LLTF consumer. Bli&E& 1.

consumer.
consumer.
consumer.
.fetch.max.bytes
consumer.

consumer

consumer.
consumer.
consumer.

consumer

consumer.
consumer.
consumer.
consumer.
consumer.
consumer.
consumer.
consumer.
consumer.
consumer.

- XEFMAEHMTEL producer. 5 consumer.

allow.auto.create.topics
auto.offset.reset
check.crcs

fetch.max.wait.ms
fetch.min.bytes
heartbeat.interval.ms
key.deserializer

.max.partition.fetch.bytes

max.poll.interval.ms
max.poll.records
metadata.max.age.ms
partition.assignment.strategy
reconnect.backoff.max.ms
reconnect.backoff.ms
request.timeout.ms
retry.backoff.ms
session.timeout.ms
value.deserializer

BRI ANEERY , BUATEMERN,

XENITHEEFRERM
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BXRIFEFEERMERERTHNESER

access.control.

admin.
admin.listeners.https.
client.

connect.

inter.worker.
internal.
listeners.https.
metrics.
metrics.context.

rest.

sasl.

security.

socket.

ssl.

topic.tracking.
worker.
bootstrap.servers
config.storage.topic
connections.max.idle.ms

connector.client.config.override.policy

group.id

listeners
metric.reporters
plugin.path
receive.buffer.bytes

response.http.headers.config
scheduled.rebalance.max.delay.ms

send.buffer.bytes
status.storage.topic

Configs,

SEBENTHEFEE

&S # Apache Kafka X#4H# Kafka Connect

ERBNATMAER AWS EEEZFE tIZBEEXN THEREFEE.

£/ AWS EREFI A tIZAEN THEFEE

1.

£ https://console.aws.amazon.com/msk/ T 7 Amazon MSK 244,

EAENERE

328
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2. EEMBE®RH MSK Connect T, BT HERFEE.
ERETERFERE.

WMABMANIEER , ARERMEENENEHRENNE.
ERCERIHEFRE,

o bk~ ©

E# A MSK Connect API BIZ TEREFEE , 52 CreateWorkerConfiguration,

£ offset.storage.topic EEREERERE

ATRENEETHDEEARBEREIZEEREESRRE. MBFMHEER Kaftka Connect A3k
FREZESNEISEERBIAIBESR.

EREW
EERREESRFERN  FERUATILR.

- EEERBEHEEIE  BRUEMEESERBENTIERFEET of fset.storage. topic WEH
TEMEW Katka EFE Mo

- FREESERENEEETS, IRFREESNEETNEATREFBRER , IENREEETERXS
BEESRHNBEETINTA. RINBUESERGHIELIREUES.

- BENBRIADXE - BRT @I/ of fset.storage.topic REENIEFEES , BIETLL
NERBARSE#RETEEEN I XBE, APETENR AT XT,
- config.storage.topic : 1, FAIERE , ¥R ESXEHA
- offset.storage.topic : 25, AI@EI M offset.storage.partitions #{TEE
- status.storage.topic : 5, ABIIEMH status.storage.partitions #H{TEE

« FZHMIBRER — Amazon MSK Connect EBX BB EZR MBI Kafka EZAITER ( £
BEFMLL __amazon_msk_connect 7F3k ) . KMimMEIEHREZBFVIBEEEFEMBR , @H
WEBEB ( Hla of fset.storage.topic ) JAEEEBCRAESFH, BR , B LLFIHMIER
MSK Connect 8| RERNAITED, NIPEBILB _ amazon_msk_connect_<offsets|
status|configs>_connector_name_connector_id BxX& &

IEN K __amazon_msk_connect_<offsets|status|
configs>_connector_name_connector_id A FATFMIBRAZBERE, EF NMMIBRIEEZTHIERE
B EEFERANAIER,

 3J MSK Connect 8| ZHANBEBFEAEREN - IRESEEFARBEEITRBEE LR
WOEZSENRE , MAMAFEEREES HEESERNAEN. TUERITEEFEEXRIE
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B offset.storage.topic B , MEFMEEN B DB S of fset.storage.topic,
HETRMNEZSECRAESHER, EEEESFEERERT KEE, MSK Connect FAFR
BEHEESIHRZE config.storage. topic M status.storage.topic. &XFE MSKC

PRI EZBNTFRVUNEXIEETH, BI12RE __amazon_msk_connect_<status|
configs>_connector_name_connector_id #%\NBzI@E , Rt E R BN T RIERESRIFLE
ZiENER

ERARANRBEFEER

ZRIANER T , Amazon MSK Connect &7 Kafka 58 L N R Q| BINE MNEESE

BR— N REFEEIE. MSK EAEEDERSE ARN ERINEEE . flm
__amazon_msk_connect_offsets_my-mskc-connector_12345678-09e7-4abc-8be8-
c657f7e4ff32-2,

A EENL RBFHEER

ERREZESCARRRBESY  SULUEABCERNRERBFEREIERAERINETE. BEERBRF
fif £ A AR B G T B @ IRE KRR 2 RS |, MEEBF AN LN EESFNHER—MRBMRER
HY,

EEERBEMEIE , BEVEBEES I EIEEFEER N offset.storage. topic BHIEM
—ME, MRESEFARBEHEETBRERLAENEESNFRR AT AT EESREESIHE
ESEMHENER. MREAUEEENRBEEER , WAMEETBEEPFF cleanup.policy RENR
compact,

(® Note

MREECNBBENB[DEESRNEETRBE#HEETE , BEZEBHAFERE , W MSK Connect &
BIBZEE, BR , ZXEBTF LA TEWEESFS |

mefEA Kafka £HASFEMCKERERFEESRRER. SMNERSBEESB2UE—
#E7 connect-{CONNECTOR_NAME} W, REFABAFE , BOENTMAEEHEE
CONNECTOR_NAME {ERVEL ZIW SR E RN LRI RBHLE,

Example : EERBE#EETBUCEAENENEEEHLIBFRIERESE

RIREE —NERIERHIR (CDC ) E#ER , AHLBETEKX CDC RANMUENER MESUELERR
BB, BTTEEMUNANEZREE B UMRERESR T ERARNBMEMERESR. EGFE
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HE2R1E CDC RAMMALFTF IR , BTN ETHFEFEETEE AEZSNREFREIE, ATSR
BRI SR ESS

1. EENEFBITENL , ETUTHSUEREERFRBEEHIENER. F
<bootstrapBrokerString> B AKENS|ISREFZFE, BXRIEISREFHENER
B , {2 M3KE Amazon MSK &/ 5| SR IE,

<path-to-your-kafka-installation>/bin/kafka-topics.sh --list --bootstrap-
server <bootstrapBrokerString>

UTHEERTAEERIENIIR , SFEMERANNIEER B, ERHROIG |, I

% CDC E#2REAH MSK Connect BIBZHNIIANRRZFRET. XHRERREFHEEIEEN
__amazon_msk_connect_offsets_my-mskc-connector_12345678-09e7-4abc-8be8-
c657f7e4ff32-2 WIRE,

__consumer_offsets

__amazon_msk_canary
__amazon_msk_connect_configs_my-mskc-connector_12345678-09e7-4abc-8be8-
c657f7e4ff32-2
__amazon_msk_connect_offsets_my-mskc-connector_12345678-09e7-4abc-8be8-
c657f7e4ff32-2
__amazon_msk_connect_status_my-mskc-connector_12345678-09e7-4abc-8be8-
c657f7e4ff32-2

my-msk-topic-1

my-msk-topic-2

2. BILATMULITFF Amazon MSK ##| & : https://console.aws.amazon.com/msk/o

3. MEERIIRPEARENEER. EFHHARFEESREEFRNAT , LEETUNERTERH
5 BRI EMIERERSR.

4. ERFREEDS  BEERRR. RAEENFRAZRTHAEZRBN , UBEIARER.
5. ERESEZSNENEAENTHEFEE. AXUH , BEHBEEENTFEFKE

EIREFEREY VAR EZINFEREFHEIENEMEENLRLTUTEES
offset.storage.topic BB,

config.providers.secretManager.param.aws.region=eu-west-3
key.converter=<org.apache.kafka.connect.storage.StringConverter>
value.converter=<org.apache.kafka.connect.storage.StringConverter>
config.providers.secretManager.class=com.github. jcustenborder.kafka.config.aws.SecretsManac
config.providers=secretManager
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offset.storage.topic=__amazon_msk_connect_offsets_my-mskc-
connector_12345678-09e7-4abc-8be8-c657f7e4ff32-2

/A Important
DR FE R IEE S B EEEFHR B .

EREL-—SHRENTHEFEECIRIMNEES. AXUHA , FSHLE EEES.

HiE  EAREREERFHRBEENIL

WRGIER T Al f6E A FHR B B 1R 2 5§ Amazon MSK Connect B BURE BAAERL, BLEBRERERF
ATCEEESITEEFEETEETEMTIRAXN , EEERPETH IEEFEEITHNRE

RATXETEE, XEAUBLESIEMEMRANBAXERFEH. RmOIPHEERMEFRZIFMN S AWS
ecrets Manager, Amazon S3 # Systems Manager (SSM) RZREES . EFHR 2 H , BULUEFEE

MANERENRFSREBREENERINRE,

EREW

F MSK B B2 #2255 Amazon MSK Connect Bt & A , HFERLTEIM :

@ IAM BRSIT A EERERBRHAEFE SR,
c EIFEFEETENRERUEFRAEEERESFEETHNRI;,

- MRBFHRFBREEEEXIBE  NXLETRESHIEERESEBEP, Kafka Connect I RE
YHEEENLEFRNSEMEMBANENRR. ETHRESER , BSABLEZESE SR HAH
#,

« BIANBERT , HEEBFARERMAEFN , MSK Connect 2R FEH B iZiEES, EXAME
BITR , AEEESREED N config.action.reload Ei&EN none,

2 BE N EMHH EEE S3

EQBEENEY , BEAMITEN LETU TS msk-config-providersk 82 — NI EE 2R zip
X,
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FRALKIRE O Debezium ERNEZER[RCEBEN G

£/ AWS CLI MRE AT EIFFR AWS S3 ZRBNEEBNBRAFSHETHT. BXLENRE
AWS CLI 915 8. , i§2 11 (AWS Command Line Interface ) F#H AWS CLI A, BXHE
Amazon S3 H{EH AWS CLI BE & , i§ZFAWS Command Line Interface A P8R FAF Amazon
S3 5 AWS CLI B2&fER.,

1. ELWEOR , EAATHTEIEXFPEE-NEAN custom-plugin B XHR,

mkdir custom-plugin && cd custom-plugin

2. AT SM Debezium M T HFRFIREMRAH MySQL Connector &

wget https://repol.maven.org/maven2/io/debezium/debezium-connectormysql/
2.2.0.Final/debezium-connector-mysql-2.2.0.Final-plugin.tar.gz

FRUTESFTEN gzip XHREE custom-plugin X#4%H,

tar xzf debezium-connector-mysql-2.2.0.Final-plugin.tar.gz

3. FEALUTHSTE MSK Bl BRERF zip X,

wget https://github.com/aws-samples/msk-config-providers/releases/download/r0.4.0/
msk-config-providers-0.4.0-with-dependencies.zip

FERUTESITEN zip XHREEE custom-plugin X#HXA,

unzip msk-config-providers-0.4.0-with-dependencies.zip

4. F[LARSTEHPH MSK BEERMEFFNEEEESZNANBREREEN custom-plugin.zip By
B,

zip -r ../custom-plugin.zip *

5. FXHLEE SILUMEESE,

aws s3 cp ../custom-plugin.zip s3:<S3_URI_BUCKET_LOCATION>

6. 7£ Amazon MSK 1#2#|&# MSK Connect 82T , B BENEH , ARERVNBBENNAHH
XY s3: < S3_URI_BUCKET_LOCATION > S3 M LLUERERIN L& B E XEH ZIP X,
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Amazon S3 » Buckets » msk-lab- BB plugins-bucket > debezium/

debezium/

Objects Properties

Objects (1)

Copy S3 URI

Objects are the fundamental entities stored in Amazon S3. You can use Amazon S3 inventory [ to get a list of all objects in your bucket. For others to access your objects, you'll need to explicitly grant them permissions. Learn more [4

Actions v H Create folder

‘ Q_ Find objects by prefix

Name A Type

B custom-plugin.zip zip

May 15, 2023, 22:43:47 (UTC-04:00)

v Size v Storage class v

55.2MB Standard

7. WFHEBGBF , WA debezium-custom-plugin, H#E | W AR HERGIEBENEH,

AmazonS3 > Buckets » msk-lab- INIEEB-plugins-bucket > debezium/

debezium/

Objects Properties

Objects (1)

Copy S3 URI

Objects are the fundamental entities stored in Amazon S3. You can use Amazon S3 inventory [ to get a list of all objects in your bucket. For others to access your objects, you'll need to explicitly grant them permissions. Learn more [4

Actions v H Create folder

[ Q Find objects by prefix

Name A Type

@ custom-plugin.zip zip

ATENRERFEESHANER

BAUENAT=ZARSHEESHE :

+ Secrets Manager
+ Systems Manager Parameter Store

+ S3 - Simple Storage Service

ERUTIRBRZ— , RIBEXRAIZRSRESHBMMERNERE

Configure in Secrets Manager
£ Secrets Manager R E ESH{E

1. 3TFF Secrets Manager #£&1& .

May 15, 2023, 22:43:47 (UTC-04:00)

v Size v Storage class v

55.2 MB Standard

g

8,

NFENREEFEES BN
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2. PIEMBARFHEELINEN. BXHEA , HSH (AWS Secrets ManagerAF1Em) HH8]
#EAWS Secrets Manager®4H .

3. E#HZEHAMN ARN,

4. FLT RO P Secrets Manager S RAMEIEBHRZMITAE, =6 ARN
arn:aws:secretsmanager:us-east-1:123456789012:secret:MySecret-1234 &
BAZAB ARN,

5. AITEERFEENEZRFEHA.

"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"secretsmanager:GetResourcePolicy",
"secretsmanager:GetSecretValue",
"secretsmanager:DescribeSecret",
"secretsmanager:ListSecretVersionlds"

1,

"Resource": [

"arn:aws:secretsmanager:us-

east-1:123456789012:secxet:MySecret-1234"

]

6. ZEfEH Secrets Manager BLERHEF , BEFZ R 3 PRUAT/LITRBEFE THERFEEX
TAES :

# define name of config provider:
config.providers = secretsmanager
# provide implementation classes for secrets manager:

config.providers.secretsmanager.class =
com.amazonaws .kafka.config.providers.SecretsManagerConfigProvider
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# configure a config provider (if it needs additional initialization), for
example you can provide a region where the secrets or parameters are located:

config.providers.secretsmanager.param.region = us-east-1

7. XTF Secrets Manager BLEREREF , FETR 4 PEFIEESFHEN AT JLITREE,

#Example implementation for secrets manager variable
database.user=${secretsmanager:MSKAuroraDBCredentials:username}
database.password=${secretsmanager:MSKAuroraDBCredentials:password}

BN LRSS REESEERMEF —EEM.

Configure in Systems Manager Parameter Store
£ Systems Manager Parameter Store H#i BS$H1{E

1. $TF Systems Manager &l &
2. TESMBEES , %£$F Parameter Store,

3. BIBREEFMTE Systems Manager PS8, BXHEA , FSH (AWS Systems Manager
FigE) S “8l& Systems Manager S8 ( ##A ) 7

4. EHZHE ARN,

5 FUTRAIKEEHE Systems Manager XBRFMEIZH RS INITAE, <arn:aws:ssm:us-
east-1:123456789000:parameter/MyParameterName>E# RS ARN,

{
"Version":"2012-10-17",
"Statement": [
{

"Sid": "VisualEditox0",

"Effect": "Allow",

"Action": [
"ssm:GetParameterHistory",
"ssm:GetParametersByPath",
"ssm:GetParameters",
"ssm:GetParameter"

]I

"Resource": "arn:aws:ssm:us-east-1:123456789000:parameter/

MyParametexrName"
}
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1

}

6. ZEEMA Parameter Store BLERMERF , BELSR 3 PRUAT/UITRBEF I TEEFEEX
AER

# define name of config provider:
config.providers = ssm
# provide implementation classes for parameter store:

config.providers.ssm.class =
com.amazonaws.kafka.config.providers.SsmParamStoreConfigProvider

# configure a config provider (if it needs additional initialization), for
example you can provide a region where the secrets or parameters are located:

config.providers.ssm.param.region = us-east-1

7. XF Parameter Store BLERMERF , FELR 5 PEHEZFEENUATILITRE,

#Example implementation for parameter store variable
schema.history.internal.kafka.bootstrap.servers=
${ssm: :MSKBootstrapServerAddress}

BT ERRNMN S REE SR BRERFRSER,

Configure in Amazon S3
E17£ Amazon S3 objects/files R ITH E

1. 3TF Amazon S3 %5,

2. FXRREEER S3HNFEHE. XA , TSR ELEN R,
3. EFXRHE ARN,
4

FLAT REIZRBEHH Amazon S3 XN RIFEUNRAR MBI B RFZHITAE, FRHl ARN
arn:aws:s3:::<MY_S3_BUCKET/path/to/custom-plugin.zip> B¥#AFTRE ARN,

{
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"Version":"2012-10-17",
"Statement": [

{
"Sid": "VisualEditorQ",
"Effect": "Allow",
"Action": "s3:GetObject",
"Resource": "arn:aws:s3:::<MY_S3 BUCKET/path/to/custom-

plugin.zip>"
}
]
}

5. EfFH Amazon S3 BERMER , HESE 3 PRUT/LITREBEHIZ TR RO E X AE
o

# define name of config provider:

config.providers = s3import
# provide implementation classes for S3:

config.providers.s3import.class =
com.amazonaws.kafka.config.providers.S3ImportConfigProvider

6. X T Amazon S3 BLERMKERF , BELEK 4 PRUTUITRBEHZEZREE,

#Example implementation for S3 object

database.ssl.truststore.location = ${s3import:us-west-2:my_cert_bucket/path/to/
trustore_unique_filename.jks}

BB ERRNMN S REE SR BREREFBSER,

EREREREEFBERANESUEBEN TFEFEE

1. 7£ Amazon MSK Connect 7 TR TERFEE.

2. RBRVBIERERFEE.

3. H'IRERFEEZM NAEFMA SourceDebeziumCustomConfig, “HiiR"RBiEEI,
4. BREFMENRUEEFESMEXIVEERS , ARTEMUI ITEEFEEXXRES,

5. UTRAEBE=ANRUBFNIEEFEERA
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key.converter=org.apache.kafka.connect.storage.StringConverter
key.converter.schemas.enable=false
value.converter=org.apache.kafka.connect.json.JsonConverter
value.converter.schemas.enable=false
offset.storage.topic=offsets_my_debezium_source_connector

# define names of config providers:
config.providers=secretsmanager, ssm,s3import
# provide implementation classes for each provider:

config.providers.secretsmanager.class =

com.amazonaws .kafka.config.providers.SecretsManagerConfigProvider
config.providers.ssm.class =

com.amazonaws .kafka.config.providers.SsmParamStoreConfigProvider
config.providers.s3import.class =

com.amazonaws . kafka.config.providers.S3ImportConfigProvider

# configure a config provider (if it needs additional initialization), for example
you can provide a region where the secrets or parameters are located:

config.providers.secretsmanager.param.region = us-east-1
config.providers.ssm.param.region = us-east-1

6. BEVBRIEEFEE

Bl E RS

1. RBOIEFTEZSF PO  CIRIIEESS.

WIRIBTE 227 F E45F S3 FEMEFH custom-plugin. zip XHER B E SUEHHI KR
BREFMENRAERFEFHEXNEEARE , AEFERGI THEEFEE FERP,
UTRABE=ARUEFNEZREE A

p 0D

#Example implementation for parameter store variable
schema.history.internal.kafka.bootstrap.servers=${ssm: :MSKBootstrapServerAddress}

#Example implementation for secrets manager variable
database.user=${secretsmanager:MSKAuroraDBCredentials:username}
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database.password=${secretsmanager:MSKAuroraDBCredentials:password}

#Example implementation for Amazon S3 file/object
database.ssl.truststore.location = ${s3import:us-west-2:my_cert_bucket/path/to/
trustore_unique_filename. jks}

5. R “FEHBEENERE", ARESourceDebeziumCustomConfighh “T B & T HIR P 1Tik
.

6. RROBEESFPHANERIRIATERE,

MSK Connect B9 IAM B & F1 5K B

AEH R BB EHNE IAM KEMNAE |, EEENAWSIKERZ 2 BN EE Amazon MSK
Connecto, A TEBHNB T %95 MSK Connect —EFEAWRZHITAR , BIEEEEZ IAM 5H%K
IERY MSK B TR N EERBAMIMANR, ZREERME TR FX MSK Connect ZhaEH SE£ 157
PR £E IAM KBEH RAI , UK ZRS T ANAWSEE RN IFHAE S,

£

- THRBRSZFHITAE

« MSK Connect # IAM SR B Rl

- MEERSREREER

« AWSMSK Connect K& K&

« £ MSK Connect BWIREZHX<AE

TBEBRSHITAR®

® Note
Amazon MSK Connect A X ERARZHExACENRISRHITAR, BXMEIERIMM RS
TAGB, BEXUMASZEEN IAM AT  FSR IAM AFRERPHCESELEAWS
BRSSZ AN BR o

FfEA MSK Connect b2z , EREEEEESZEESEARN AWS Identity and Access
Management (IAM) B, ZHRFHITACLXMETUTEERR , LAE MSK Connect AT LA A%
A, BXRERBEPEH LTSRN , 35 the section called “B53BiEfRSIEERERA,
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JSON

"Version'":"2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Principal": {
"Sexvice": "kafkaconnect.amazonaws.com"
},
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws :SourceAccount": "123456789012"
}I
"ArnLike": {
"aws:SourceArn'": "arn:aws:kafkaconnect:us-
east-1:123456789012:connector/myConnector/abc12345-abcd-4444-a8b9-123456f513ed-2"

MREBRESEZIF—EFEHAN Amazon MSK E£8#EA IAM BHKIE | N A EHEZFINRSZHITA
EBRMUTHRER, BXAERERMN UUID LR A&k EZAYEE ARNs |, i5Z Hthe section
called “FRINEKBE IR,

JSON

"Version'":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"kafka-cluster:Connect",
"kafka-cluster:DescribeCluster"

1,

"Resource": [
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"arn:aws:kafka:us-east-1:000000000001:cluster/
testClusterName/300d0000-0000-0005-000f-00000000000b-1""
]
}I
{
"Effect": "Allow",
"Action": [
"kafka-cluster:ReadData",
"kafka-cluster:DescribeTopic"
]I
"Resource": [
"arn:aws:kafka:us-east-1:123456789012:topic/
myCluster/300a0000-0000-0003-000a-00000000000b-6/__amazon_msk_connect_read"

]
},
{

"Effect": "Allow",

"Action": [
"kafka-cluster:WriteData",
"kafka-cluster:DescribeTopic"

1,

"Resource": [
"arn:aws:kafka:us-east-1:123456789012:topic/
testCluster/300f0000-0000-0008-000d-00000000000m-7/__amazon_msk_connect_write"

]
}I
{

"Effect": "Allow",

"Action": [
"kafka-cluster:CreateTopic",
"kafka-cluster:WriteData",
"kafka-cluster:ReadData",
"kafka-cluster:DescribeTopic"

]I

"Resource": [

"arn:aws:kafka:us-
east-1:123456789012:topic/testCluster/300f0000-0000-0008-000d-00000000000m-7/
__amazon_msk_connect_*"

]

}I

{
"Effect": "Allow",
"Action": [

"kafka-cluster:AltexrGroup",
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"kafka-cluster:DescribeGroup"
]I
"Resource": [

"arn:aws:kafka:us-
east-1:123456789012:group/testCluster/300d0000-0000-0005-000f-00000000000b-1/
__amazon_msk_connect_*",

"arn:aws:kafka:us-
east-1:123456789012:gxoup/testCluster/300d0000-0000-0005-000f-00000000000b-1/
connect-*"

1

BIBEESENER  AUEEEENRSINTACHMATFHHRAWSE RN RER, Hl,
WMREWEERFED S3 FHBAEBE , WRFHITAGXIEERTFEAZFHERBZNR
MR, HTNHB/ , BAIUERES —NAE IAM policy KRBT TLHRINR , 50
arn:aws:iam::aws:policy/AmazonS3FullAccess, B2 , HFZ2ZE , RNBVUEFEAK
FERAERE , RAFEAEZESMAWSRIERBIERE AAWSEIKES,

MSK Connect B9 IAM 3K B 7451

EOFEERMAFRTFXNAAE MSK Connect ZhRERY ST T EIANER |, BT REEHMNEZA /B 1AM
y=h

JSON

{
"Version":"2012-10-17",

"Statement": [
{

"Sid": "MSKConnectFullAccess",

"Effect": "Allow",

"Action": [
"kafkaconnect:CreateConnector",
"kafkaconnect:DeleteConnector",
"kafkaconnect:DescribeConnectox",
"kafkaconnect:ListConnectors",
"kafkaconnect:UpdateConnectox",
"kafkaconnect:CreateCustomPlugin",
"kafkaconnect:DeleteCustomPlugin",
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"kafkaconnect:DescribeCustomPlugin",
"kafkaconnect:ListCustomPlugins",
"kafkaconnect:CreateWorkerConfiguration”,
"kafkaconnect:DeleteWorkerConfiguration”,
"kafkaconnect:DescribeWorkerConfiguration",
"kafkaconnect:ListWorkexConfigurations"

1,

"Resource": "*"

"Sid": "IAMPassRole",
"Effect": "Allow",
"Action": "iam:PassRole",

"Resource": "arn:aws:iam::123456789012:x0le/MSKConnectServiceRole",

"Condition": {
"StringEquals": {

"jam:PassedToService": "kafkaconnect.amazonaws.com"

"Sid": "EC2NetworkAccess",

"Effect": "Allow",

"Action": [
"ec2:CreateNetworkInterface",
"ec2:DescribeNetworkInterfaces",
"ec2:DeleteNetworkInterface",
"ec2:DescribeVpcs",
"ec2:DescribeSubnets",
"ec2:DescribeSecurityGroups"

1,

"Resource": "*"

"Sid": "MSKClusterAccess",

"Effect": "Allow",

"Action": [
"kafka:DescribeCluster",
"kafka:DescribeClustexrV2",
"kafka:GetBootstrapBrokexrs"

1,

"Resource": "arn:aws:kafka:us-east-1:123456789012:clustex/myCluster/"
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"Sid": "MSKLogGroupAccess",

"Effect": "Allow",

"Action": [

"logs:CreatelLogGroup",
"logs:CreateLogStream",
"logs:PutLogEvents",
"logs:DescribelogStreams",
"logs:DescribelLogGroups"

1,

"Resource": [
"arn:aws:logs:us-east-1:123456789012:1og-group:/aws/msk-connect/*"

]

},
{

"Sid": "S3PluginAccess",

"Effect": "Allow",

"Action": [

"s3:GetObject",
"s3:ListBucket",
"s3:PutObject"

1,

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucketl-custom-plugins",
"arn:aws:s3:::amzn-s3-demo-bucketl-custom-plugins/*"

]

}
]
}

Br3e s R S5 BB E R &

BARERER - M LZEMEE , DFEFERERITHIRN XA ARLIBEERESNRIVKAERNIT
ZIRE, EPAWS , BRSEFARSSBRILNEFRE. — MRS (FUEKRS ) BAS —TURS

( BRYARSS ) Bt , TRERREBRSEL, TEURNERRS  ERENRAEREMRER T ZEREST
MBEHRRRH G AN S —NELNERETERE. ABHEXHER , AWS REFFBERT A R
SHBENTE  MXLERSPRS EEBENREFEIKS PR EIR,

RMNBWERRERBEPFER aws : SourceArn Ml aws:SourceAccount £/&HF L TXE |, LR
#l MSK Connect J EMRSZS RN EIRIF RN, 2R aws:SourceArn EFBEMKS, ID , Hl40
Amazon S3 771 ARN T EEMKF ID , BXAAEARNEREMH LT XVRRBEHINR, mRE
FALBRZGLELTXZBEMEIEKF ID B aws:SourceArn f& , Il aws:SourceAccount {E#
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aws:SourceArn EFMIKFER —REBEQAPFEAN , XNEAMEBNKF, ID, NMREBRFEFN—
NERBEEERSIHRIME*E , E#H aws: SourceArn, MRBHEAFZKFAPHNEAEESERS

ERIREEHRTE , HEH, aws:SourceAccount
3FF MSK Connect , aws : SourceArn BWEMXME MSK E1#E88,

R ERERBEREMNAERMER aws:SourceArn £R&H4 L TR R RN TR
ARN, MNRFHAEFRRNTE ARN , REEEEESNRR , HHN ARN RAHERTE
JBERF (* ) W aws:SourceArn £/ EFX&M4%, BN, arn:aws:kafkaconnect:us-
east-1:123456789012:connector/*RIABTERERI (HEFRILILE ) KFHESH
123456789012 Yk = BV FT B E £ 85

LATF RBER T 20 A MSK Connect /9 aws : SourceArn  aws:SourceAccount £ RB%&H

FTREFRASERERERE, AIRN123456789012F1E 885 B &M arn: aws: kafkaconnect:::

connector/ us-east-1, 123456789012 my-S3-Sink-Connector abcd1234-5678-90ab-
cdef-1234567890ab AWS Ik F

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexrvice": " kafkaconnect.amazonaws.com"
}I
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws :SourceAccount": "123456789012"

3,
"ArnLike": {
"aws:SourceArn": "arn:aws:kafkaconnect:us-

east-1:123456789012:connectoxr/my-S3-Sink-Connector/abcd1234-5678-90ab-
cdef-1234567890ab"
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AWSMSK Connect FY & KBS

AWSHEXRMZHUIEMEENMIZKKAWS, AWSHERMEENTZENAGRENR , UE
BRUFBAAF, ANBETENR,

FiclE , AWSHERBUTRTRNENBEAMRTFRERBRNR , BACNAIHABAWSE &
Ao BINBZVBIERETEARMNES EERRBKE -SRI NR,

B EERAWSHEEREPE L WNR, MRAWSEFAWSHERHEFENLNRE , NEHFLEIMZ
REFTRBWFIEZERASS (AP, AFAR )., AWSKRERREEBIIHHN API SIE RS AT LA
BHFAWS BREH AP BRIERT EFAWSIEERRE,

BREZER , F5H (AM AFER) B AWS EE A KK,

AWSIEE F R : Amazon MSKConnect ReadOnlyAccess
Lt R BE @ A P R 5 MR MSK Connect & IRFTE IR
B A LU AmazonMSKConnectReadOnlyAccess SREEHIINE] IAM B 17

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"kafkaconnect:ListConnectors",
"kafkaconnect:ListCustomPlugins",
"kafkaconnect:ListWorkexConfigurations"
1,
"Resource": "*"
},
{

"Effect": "Allow",

"Action": [
"kafkaconnect:DescribeConnector"

]I

"Resource": [
"arn:aws:kafkaconnect:*:*:connectoxr/*"

1

AWSH E KB 347


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies

Amazon Managed Streaming for Apache Kafka FERARER

},
{
"Effect": "Allow",
"Action": [
"kafkaconnect:DescribeCustomPlugin"
]I
"Resource": [
"arn:aws:kafkaconnect:*:*:custom-plugin/*"
]
}I
{
"Effect": "Allow",
"Action": [
"kafkaconnect:DescribeWorkexConfiguration"
1,
"Resource": [
"arn:aws:kafkaconnect: *:*:workex-configuration/*"
]
}

AWSHEEEE : KafkaConnectServiceRolePolicy

L3R BE @ MSK Connect RSB FRIBZMEEH A AmazonMSKConnectManaged: true #RZERI M
FEOFAENNR, XLEMLZED ARG MSK Connect B33 M 415 8] Amazon VPC FEVEIR , Hlan
Apache Kafka S8, IREZEWEE,

& T E M N KafkaConnectServiceRolePolicy ZEI&EY IAM 354K, WERBEKMIINEIRRSZMEXAE |, A
MSK Connect R REHITRIE,

JSON

{
"Version":"2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"ec2:CreateNetworkInterface"
1,
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"Resource": "arn:aws:ec2:*:*:network-interface/*",
"Condition": {
"StringEquals": {
"aws :RequestTag/AmazonMSKConnectManaged": "true"
},
"ForAllValues:StringEquals": {
"aws:TagKeys": "AmazonMSKConnectManaged"
}
}
}I

{
"Effect": "Allow",

"Action": [
"ec2:CreateNetworkInterface"

1,

"Resource": [
"arn:aws:ec2:*:*:subnet/*",
"arn:aws:ec2:*:*:security-group/*"

]

}I

{
"Effect": "Allow",

"Action": [
"ec2:CreateTags"
1,
"Resource": "arn:aws:ec2:*:*:network-interface/*",
"Condition": {
"StringEquals": {
"ec2:CreateAction": "CreateNetworkInterface"
}
}
}I

{
"Effect": "Allow",

"Action": [
"ec2:DescribeNetworkInterfaces",
"ec2:CreateNetworkIntexrfacePermission",
"ec2:AttachNetworkInterface",
"ec2:DetachNetworkInterface",
"ec2:DeleteNetworkInterface"
1,
"Resource": "arn:aws:ec2:*:*:network-interface/*",
"Condition": {
"StringEquals": {
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"ec2:ResourceTag/AmazonMSKConnectManaged": "true"

MSK Connect STAWSHE & KRG HY E 3T

BEHIZBSTREERXLEEHRUFR MSK Connect AWS HEEREFNIFMES,

B DU B

2021 £10 A 13 H
MSK Connect 31 7 R1E5EHE  MSK Connect E37 7 I & i#h

MSKConnectReadOnlyAccess
BUR |, BUH 73 EZRBERIR
#lo

2021 £ 9 A 14 H
MSK Connect Fr /g TIRERE X  MSK Connect FFIRIRERH

AWSHEE REEHE X

A8 MSK Connect BIREZHEx<AE

Amazon MSK Connect £ AWS Identity and Access Management (IAM) RS <A, REHER
AR —MiERTN IAM A€ | ©EEHEZE MSK Connect, IR HX<ABH MSK Connect FLiE
X, BFZRSAREFAAEMAWSER S FIERN B X R.

REHEXAERTILEERNMIZEE MSK Connect , RN BFRAF B RIFTENRE, MSK Connect EX
HESHEXAENNE , BRIESAEN , BN RE MSK Connect IARKAHE®, EXHWNRESIEE
FREEMNPRRRE | T BANPR KRB R EEM IR E M E A IAM SE4K,

BEXZFRSHEXALNEMBRSNESR , BSEER IAM B AWS JRSE HEFHK Service-Linked
Role ( RFZHEX*AE ) JIRERA Yes ( 2 ) MRS, EBRENERE  EFZRFVERSREABX
=
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MSK Connect Y BR %< & &1 R

MSK Connect % 3 AWSServiceRoleForKafkaConnect— F2 i & # MSK Connect X 3R &5 4]
IO RNRSHERAE,

AWSServiceRoleForKafkaConnect BRZ X B B{5Ekafkaconnect.amazonaws . comfRE KA &
ZAR,

BXZABEANNERENES , 153 the section called “KafkaConnectServiceRolePolicy”s

BYMEENR , £ IAM KK (AR, ARNAE ) 012, FEIMBRBRSIEKAG, BXESE
B, BEZHR (AM BAFERE) Bl RSKEABRIR,

#12Z MSK Connect RS HEX<A R

BEEFHUNEBRRSZXBKAR, HEBEAWS EEZEH A, = AWS AP| FREIZEZZFTAWS
CLI , MSK Connect 2 R &SI RESHERAE,

MREMBRZRSKEAR K AREEBRCE  SuLlGEAMEREEKFHPERCELAR, L&
BIEIEHZZAT , MSK Connect IBX N EBIERSHEXAR,

Y% MSK Connect WIRSHX<A R

MSK Connect 21845 AWSServiceRoleForKafkaConnect FRSHX B, ERERSHEXAE
B, BNETEERACHEN , AATEEZHIAEIAZAG, T3 , B UFEA IAM REAGBH
WeH, BXEZER , 551 (IAM AFER) PHERERSKEKAR,

il E& MSK Connect WIRS <A

O LAGEF IAM 8 4]&. AWS CLIEE AWS APl FEiBRIRSZ AR, HMITIIRE  BXAMEF
SIMIBRFTE MSK Connect i£3%88 , AR T e F IR ZAR, EXEZER , BS3NL (AM AR
) FHMBBRIRSEXAE,

MSK Connect R X AN Z X FXT
MSK Connect XEFHEZRZTANMEXEFFEARSHEXAR®, EXEZELR , BSHAWSKXEH

Ll
U o

4 Amazon MSK Connect /5 Al EBxM 15 4]

WRIEH Amazon MSK Connect E#HBREEHRIEBRN |, BB WEERLLT Amazon Virtual
Private Cloud ( VPC ) i& &k 8 F1Z 5 R BR.

B H Internet Al 351


https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#service-linked-role-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
https://docs.aws.amazon.com/general/latest/gr/rande.html
https://docs.aws.amazon.com/general/latest/gr/rande.html

Amazon Managed Streaming for Apache Kafka FERARER
- EALEFMEEERS.

« BB FRHRREHR VPC BN HE NAT WX NAT £6l, BXEZER |, 55 (Amazon
Virtual Private Cloud FAF¥ER)Y FHEH NAT 2&2 55 FMEZI BB M= EA4 VPC TTHE,

« RTENLEFME NAT FXSSEAHIRY HGRE

A Amazon MSK Connect 18 & NAT F>x

LTHRERIMAIRE NAT M , UERNEZSFERERMNIEE, ERAEFMPol@ERESR2 , &
MK LS IR,

RE NAT MXAY TR EREZ S

BRIESEBUTIE,

- BE£EXBM Amazon Virtual Private Cloud ( VPC ) ID, 130 vpc-123456ab.

« VPC HIFAE 7™ ID, #5140 subnet-a1b2c3de. subnet-f4g5nh6ij &, &AM EERAFAE FME EiERE
2o

NERERRE HEBRM A KSR
&R A BN
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4. MELE NAT W< , MEMREFRANEYALLE RSN AE FM. B2 NAT XAt , HiEF
ZHBEN AT FM, BXRHA , S FEOIE NAT Fx,

5. EERAR. SEALAEFRNEERTRITRUIRE. BNZEELE-1M5EH VPC B B3
BN EREAR, EUDRS , EFALEFREBHANEEK,
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Bl , &2 {Amazon Virtual Private Cloud BF{E®E) PMFEAKHBERE,
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T #RFAH DNS £HH

f&B) MSK Connect HEYFAH DNS EHEX#F , B UBREEERASELNBEHLEHE . IFHR
T VPC DHCP TS 5 ER DNS BRS5 27,

DHCP iz &ER —AMKEE , A/t VPC ## EC2 SKHIH TEBXY VPC MEH#1TEIE, 81 VPC #
B—EIA DHCP &TiE |, BMREHE VPC hHKHIFEATFEH DNS BRSB|[RATHBEN , M
A fEA Amazon R4H DNS RS8R , LA IR BE X DHCP i&TiE, ZH Amazon VPC F#Y
DHCP &I £,

EERRERA RS VPC DNS S#HTsR M P #2253 1T DNS Eifj/5 , F8E1E MSK Connect 1 & =%H
DNS f#4TRED/2hEE, EHEIRAREAE T VPC DHCP I E L H DNS fRS5 853 1T DNS 47,

EEFRARSEET M EEREERRB P ILTREMNENS, SNTERNTELRBTREXPENLH
AEENS , BEEEHMEFSMEHRER DNS RS R.

WMREEFE DNS |, BLEFILBCHEEE. BELENRE (HIWES VPC HH Secrets
Manager ) TT3E BRI BEBMAEFRTTEFER MSK iEi#85, ZEFALEMEATE DNS EHERERF/L
W ZERRER,

Bl EiE #2858/ VPC DHCP &I &

BlEEREERN | EESFLHIEAEH VPC DHCP EIEH E XK DNS fRS5ER. ELIEERERZ
Bl , ERE N EERRHN DNS EH B ENTEREE VPC DHCP T,
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EERATEAE R

MRERAEBEEFEBFPHITALNFTETA DNS EHEEFT , ATERZRE , BiUEECIEERERS
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MBBEEMTFAE DNS B |, FHREQBIEER[ITEHEELN VPC Y DHCP ETEC EHE
B, BXEZEER , F5H (Amazon VPC AF¥Em) FHEH DHCP &I,

HECEFAH DNS EH A MEATH DHCP AT , {HHRIERERS A LUL F & E DHCP IEBEHEER/Y
HEX DNS fR58s. BN | EEERREIE KK,

BEX VPC DHCP & & fm , BE/E1E1Z VPC FEIZMEEZRNERAEEEIME P EERN DNS iR
2R MRECIREER[EEIVEIE | N ZEERHE/LD HARAFEREFWNIRE
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FRARER

& VPC HJ DNS B &

BREZER (Amazon VPC BF1ER) K& VPC 8 DNS EM M DNS EHE PR EHEE VPC

DNS & 1%,

BRGE A L W U AT 2R i RO E A M BE#E E VPC UEREREESFNEER , B35 (Amazon
Route 53 FF x AR 16R) FHEEMT VPC 5ER ML 2 AR DNS &Eif,

A EEERRVERK

EF A5 DNS #ETHEXH ATRE

R

R DNS B EMRM , HETLENEERT
[l DNS fRs5238 , MI&E#EER 62 KM,

MREEEISITHIE R VPC DHCP &I &+
9 DNS RS 2RECE | ISR BEHERRAY DNS f##
MERAEESRM, MR DNS #TERK , FL&
EEBRES TRIHEARBWRE.

MSK Connect &£

VI 225 0 2 R W A K R R [R) B Y 2 SR AE

BUCRER BT

MREBE NERESSEE CloudWatch B& |, ]
DX AT EEIE DNS &AM mMS
BHYEESS AR A,

& DNS IRFEBREE | FHERMNIERESRT DNS
ARS5BREY R EE BT Ao

MREE NERESEAE CloudWatch B |, WA
DfExe AP EEIE DNS M Ei AN mMS
B EREES OB R,

AMNESNEHERUAEEEFREEE, W
REEREZXMER , BUUBRRXIBAANE
EERERKMNES , A LUER O ERSR

o

Al £ AWS PrivateLink #5894 0 VPC iw 2 , Bl Amazon VPC & Amazon MSK Connect 3%
APl Z IR EREF Amazon M4, # 0O VPC IR ABEBEBMMK, NAT 8%, VPN E#ESH AWS
Direct Connect i&##, BXEZEER , F5 M ¥ Amazon MSK APIs 5# 0 VPC KigT sl &#H,

fii E DNS BM
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9 MSK Connect # 1T B FHid %

MSK Connect I ABE A AR T AIRE#ERN B EEH, tl@EESRN , BALUEEZTNHZNMATH
IL‘/\E*;.R .

« Amazon CloudWatch Logs 1&’3—11«7\?5;?%% MSK Connect IR XX E#ZBFAEEHNAETLA. &
KfAIBIEBSAMESR , 531 (CloudWatch Logs FAF#E™E) FHAIEBEA,

* Amazon S3 : RAILUEEHE MSK Connect [( LR IEEEZRR HSEHR S3 FE. ARl
S3 FEBMELR , 2 H (Amazon S3 AF#ERE) PMEIEFME,

« Amazon Data Firehose : A LA EFH L MSK Connect M E XX EEFZASEHNERR. BX
mABlZEmRNES , SR (Firehose AF#§R) # M Creating an Amazon Data Firehose

delivery stream,

ETHAEXRSBEARICENESELR , H25H (Amazon CloudWatch Logs AF#ER) B EAMNE
& AWS BRF# 1T HEIER.

MSK Connect 2 X HUA T KA B ESH -

&3 iR

INFO BRI XA BNBHZTHRES 4.

WARN BREFFEHIAHBNNETHRERE
/Ro

FATAL SHIRLIENFERIR,

ERROR FHMHNEIMBRMZTRREHE IR,

LAUF R %3%%] CloudWatch Logs #Y B EE 4R HI

[Worker-0bb8afa®b®1391c41] [2021-09-06 16:02:54,151] WARN [Producer
clientId=producer-1] Connection to node 1 (b-1.my-test-cluster.twwhtj.c2.kafka.us-

east-1.amazonaws.com/INTERNAL_IP) could not be established. Broker may not be
available. (org.apache.kafka.clients.NetworkClient:782)
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PrlbiEREER B SR HIAMWE

@ Note

NRBAHRTHRBEEEENARE | IXEETESHIIEEREIBEP, Kafka Connect
FNAENWE EENLES X SEMEMEXEMEE,

MBEHIFEEFENBEEE LA | N Kafka Connect @MNEESS BE P RBZEENE. Hla,
LTEZBFAERE , RAEHN aws.secret.key X PASSWORD & | N EENE#HRN
[hidden].

2022-01-11T15:18:55.000+00:00 [Worker-05e6586a48b5f331b] [2022-01-11
15:18:55,150] INFO SecretsManagerConfigProviderConfig values:
2022-01-11T15:18:55.000+00: 00 [Worker-05e6586a48b5f331b] aws.access.key =
my_access_key
2022-01-11T15:18:55.000+00: 00 [Worker-05e6586a48b5f331b] aws.region = us-east-1
2022-01-11T15:18:55.000+00: 00 [Worker-05e6586a48b5f331b] aws.secret.key
= [hidden]
2022-01-11T15:18:55.000+00: 00 [Worker-05e6586a48b5f331b] secret.prefix
2022-01-11T15:18:55.000+00: 00 [Worker-05e6586a48b5f331b] secret.ttl.ms
2022-01-11T15:18:55.000+00: 00 [Worker-05e6586a48b5f331b]
(com.github. jcustenborder.kafka.config.aws.SecretsManagerConfigProviderConfig:361)

300000

A IEERESFAEXHFENRER | HEFEARSER Kafka Connect A FEE
ConfigDef.Type.PASSWORD REXNBBEM. SEMHENXE ConfigDef.Type.PASSWORD
B} , Kafka Connect 25 EEMEESZ BEDHERR |, BMEZENBEXER KiEth—#,

1532 Amazon MSK Connect

B TR MSK Connect FEH At AWS SRFRNATFEME, THMEFMEET S EE, Amazon
CloudWatch AJSERT ISR IEH) AWS BIR , ARTE AWS LETHNARRF. S LUREMRERER ,
BIZEENNEHTE , UARREBRUEEENIBRAEZIEENRERNBHNESREERE, §la,
BE LALE CloudWatch BRER CPU AR SEZSNEMER , MEEZENEMERTE, BXESZE
B, i##2# {(Amazon CloudWatch AR -

ISR BMER AT APIRYE -

« DescribeConnectorOperation : W& ERRFHMIBRENIRES.
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FRARER

« ListConnectorOperations : BRERUABIEE S LIETHER,

THRETT MSK Connect 7 ConnectorName 4 E T &XKi%4: CloudWatch B3§#R. MSK Connect 2R
INSEREX RN , TEFHNTEA, CloudWatch 2R BIX LR 15 N |, LUEE LG R RE
B, Bifih THREZSEARITER. A, ILRBERATHNESERENER , HEXZENRENK
EBHZHITERE, BXEZER , H5H (Amazon CloudWatch A FIEF) o

EREN
CpuUtilization
ErroredTaskCount

MemoryUtilization

RebalanceCompletedTotal

RebalanceTimeAvg

RebalanceTimeMax

RebalanceTimeSinceLast

RunningTaskCount

SinkConsumerByteRate

SinkRecordReadRate

EEPUN
REMAFH CPU EEB D L.
EHENESRE.

THERFRFIEEAFNES L , MANN
RYUBIEAFEAN Java BEWL (JVM ) H#R
%, VM BEFRRAERRERERS.

E it , JVM HE K/ ( MemoryUtilization ) @%
MRNHERNFIR | BHIEINEL 80-90% HY
RERAE, BEEESRIFEANFERAENT
£, JVM #ERAE RN,

b 3% 5% 25 52 B BY E 3T V18 58

EEFREENTE LR FEE (UAZYNR
Bly),

EEFREENTEH LERKKEE (UAZYNH
Bv),

B L 285 52 A BRI — IR E R P 1 AR AV B[R]
(RERRNEM) .

EESRPEREGITHNESHE,

EXBIE N AEE#R 280 , Kafka Connect 1
EHEWREAEEVERNTFEETE.

SF198# M Apache Kafka 5 Amazon MSK £
HIEBNIERBE.

4542 MSK Connect
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EBIREW DU

SinkRecordSendRate FIEHEYMNER PR EHRER B iEEH
B, KBETETSHERNICFHE,

SourceRecordPollRate FHEVERTE W ICRBE.

SourceProducerByteRate X BIE R AE AR 2 Al , Kafka Connect 4E

AR EESVERNFEFZTH

SourceRecordWriteRate FHEEM MR P L HE A Apache Kafka 5§
Amazon MSK &K IZZIE.,

TaskStartupAttemptsTotal EERCEENESEHER. BRLAEAKE
BRRIRBNESEHEHPHNRERR.

TaskStartupSuccessPercentage EEERNBHEISHEEE s K. BALUER
HERKRNESEHZHFPNFERR.

WorkerCount EEERPETNIEEFRRE.

BytesInPerSec f& 4 ZE Kafka Connect 3R A T LERFZEE
B TBEFZ T

BytesOutPerSec M Kafka Connect 2R &% AT THERERF ZE
BEANTHEFTH.

% E Amazon MSK Connect ‘&R R4l

AFEE—LRE , ATEBIEIZE Amazon MSK Connect &R , HlINE WK = HiEEsNE BRM
BFo

£l

- %E Amazon S3 EIKESIEESR

« A MSK Connect & & EventBridge Kafka K& E 25

- FRAFEERERMHERERH Debezium RiEESR
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% & Amazon S3 EUNESE RS

LRI ER an{a E A Confluent Amazon S3 $#Z W25 iE 25 A 7E MSK Conn AWS CLI ect A2
Amazon S3 EINESIE#ERS,

1. EFLAT JSON HHEMMBFX4H ., FENFFZRFESRNES Amazon MSK £ 5| SRS
BREEFHBRUREHNFRNZEABENNAE, IDsEXIMIRERSZSHITACHESR , BS
% the section called “IAM B &KL,

{
"connectorConfiguration": {
"connector.class": "io.confluent.connect.s3.S3SinkConnector",
"s3.region": "us-east-1",
"format.class": "io.confluent.connect.s3.format.json.JsonFormat",
"flush.size": "1",
"schema.compatibility": "NONE",
"topics": "my-test-topic",
"tasks.max": "2",

"partitioner.class":
"io.confluent.connect.storage.partitioner.DefaultPartitioner",

"storage.class": "io.confluent.connect.s3.storage.S3Storage",
"s3.bucket.name": "amzn-s3-demo-bucket"

1,

"connectorName": "example-S3-sink-connector",

"kafkaCluster": {
"apacheKafkaCluster": {
"bootstrapServers": "<cluster-bootstrap-servers-string>",
"vpc": {
"subnets": [
"<cluster-subnet-1>",
"<cluster-subnet-2>",
"<cluster-subnet-3>"
1,

"securityGroups": ["<cluster-security-group-id>"]

},
"capacity": {
"provisionedCapacity": {
"mcuCount": 2,
"workerCount": 4

}I
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"kafkaConnectVersion": "2.7.1",
"serviceExecutionRoleArn": "<arn-of-a-role-that-msk-connect-can-assume>",
"plugins": [
{
"customPlugin": {
"customPluginArn": "<arn-of-custom-plugin-that-contains-connector-
code>",
"revision": 1
}
}
1,

"kafkaClusterEncryptionInTransit": {"encryptionType": "PLAINTEXT"},
"kafkaClusterClientAuthentication": {"authenticationType": "NONE"}
}

2. HEE—SHREFE JSON HHXHFKFIZTLLTAWS CLIG S,

aws kafkaconnect create-connector --cli-input-json file://connector-info.json

LT REERYIETw S RIREHE LR

"ConnectorArn": "arn:aws:kafkaconnect:us-east-1:123450006789:connector/example-
S3-sink-connector/abcl2345-abcd-4444-a8b9-123456f513ed-2",

"ConnectorState": "CREATING",

"ConnectorName": "example-S3-sink-connector"

9 MSK Connect & & EventBridge Kafka /K &£ £33

AEBEIERE RIS MSK Connect i & EventBridge Kafka IS #285, WWEEBRATFENEH
M MSK &8 £i%x % EventBridge B B4, REBNACIRFTE T RMNE B IEZEFLASEI Kafka
EventBridge 2 [BIH B BRI T 7=

£

- EREH

. i%& MSK Connect FTEH &R
- BIEIERSE

b Kafka &i%&EE

% & EventBridge Kafka K fEiE 55 361
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FoRFH
HBEESF A, FRREGUATRIR

« Amazon MSK &£& : AT A MFEA Kafka JHEHEZN MSK £,
« Amazon EventBridge j&3) 5.4 : A FIEWK A Katka TENEHNEHMEE%,. EventBridge
- IAM A€ : 8I2EHF MSK Connect #iE# EventBridge 25 FFEXRHY IAM A,

« JE3 MSK Connect I MSK &£&# VPC M EventBridge S22 # VPC ## 04T K iR A
HEBEMN, XETEHEEEFHEAREERMN , MAEE NAT X,
- ATFRIZEIMMO Katka XXIBEHEFH128 AWS CloudShell , EC2 fl#n Amazon E6I=R,

%8 MSK Connect FTER &R

NIEERVE IAM A6 , RAECIEIEESE, BIETLIEI2E EventBridge MNIRFFE XK E R EHEEN
Kafka EventBridge =4,

F&
- EEHENIAM AR
« £ AEH4H EventBridge #NI

EESRN IAM A6

BEEZESBRXEKN IAM BEXMER ATFRHERESZHHPUtEventsiX R EventBridge. BAT 1AM %
B RPITRT TEAN example-event-bus WEHELRESHINRE. BHEFUTROAIPHEIR
ARN BN EHELH ARN,

JSON

{
"Version":"2012-10-17",

"Statement": [
{
"Effect": "Allow",
"Action": [
"events:PutEvents"
1,
"Resource": "arn:aws:events:us-east-1:123456789012:event-bus/example-event-
bus"
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}
1
}

AN | EAMAERERERD IAM ABIE AT EERRK.

JSON

{
"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"Service": "kafkaconnect.amazonaws.com"

3,

"Action": "sts:AssumeRole"

f& AE4#Y EventBridge N

ALBIRERAESHESHBENE (HMASHERS ) AERNAN, ERASHERN , IUEXEAS
HimEing , AREBLESHNMRBIEAN  RAENS4BRBEEEF. ATEHEX RIS AIE
BEH LS5 Kafka SHMEMTE, EventBridge

{
"detail": {
"topic": ["msk-eventbridge-tutorial"]
}
}

LA & EventBridge £/ Kafka #2812 M Kafka KIEEIHEHH =B,

{
"version": "Q",
"id": "dbclc73a-c51d-0c@e-ca6l-ab9278974c57",
"account": "123456789012",
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"time": "2025-03-26T10:15:00Z2",

"region": "us-east-1",
"detail-type": "msk-eventbridge-tutorial",
"source": "kafka-connect.msk-eventbridge-tutorial",
"resources": [],
"detail": {

"topic": "msk-eventbridge-tutorial",

"partition": 0,

"offset": O,

"timestamp": 1742984100000,

"timestampType": "CreateTime",

"headers": [1,
"key": "order-1",
"value": {
"orderItems": [
"item-1",
"item-2"
1,
"orderCreatedTime": "Wed Mar 26 10:15:00 UTC 2@25"

£ EventBridge ###l&7 , RN RAERNESHEL EQEANHIEEBFR , H20 CloudWatch BE&
‘A, EventBridge & & B31H CloudWatch B &4 B E 24 E/Y 5 R KB,

2 E RS
ET—%dh | BNERREMIEE EventBridge Kafka ZURESERESE, AWS EER4IA

£

- ST THRIERES

o B 2 : 0|2 Amazon S3 F# @

« % 3 : £ MSK Connect 82 #
- SR 4 BIEIERERS

SR 1 TEOERESR

M Ka EventBridge fka EventBridge i #8589 GitHub MR 7T [ T 8 R # AV EZ S IER JAR,
Bl | ETEMA v1.4.1 , HiERE JAR X445 # kafka-eventbridge-sink-with-
dependencies.jar A TEEESE. AF , FXHREITEN LV EENE.
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$U% 2 : 82 Amazon S3 2@

1.

o o kA w

EN JAR X#H1F6E1E Amazon S3 HLLAF MSK Connect , BT FFAWS EERZREI A |, RFiks

Amazon S3,

£ Amazon S3 B AR |, ERAEFER , WA —FEEE. AW amzn-s3-demo-

bucketl-eb-connector,

71 Amazon S3 FFRERIERSENXE. BREIE MSK £E X FAETE,
NTFFEBRE , FREMRNANEEIBREFTERE,

IEECIR M,

 JAR X4 L5 ZE] Amazon S3 F &,

%I 3 : £ MSK Connect R #IZ2#H#H

2L T

TFFAWS EEEZEIS |, REEME MSK Connect.

EEMNSMERS , EEBEEEN

ERCNEEG , AW ABEHB. HlW eventbridge-sink-plugin,
NFBEMEHLE , HHE S3 R URL,

HNiEE RN E R,

EERCIEEE,

BIBEME , B LUE R B MSK Connect i B M %2 EventBridge Kafka ZE#85,

SR 4 plEERESR

FEoIEEESRZA , BUGIEEN Kafka TBLB R EERER. ZUETE  BEATFWITE
Mo

1.

2
3
4.
5

£ MSK 2HIAMEMNERTD | ERIFEESR  ARERCIEEESR,
EEHEDIRSF |, %$F eventbridge-sink-plugin , RFEEBET—%,
N FIEZSEMN , iBH A EventBridgeSink,

TSR T | EF MSK &5,

SFRIUTEEREE , A EERHEFRT

BREFEERUTREPR SN,
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o R MSK E&ETHRIAHEERRN , 5 aws.eventbridge.endpoint.uri MR,

o WMREHEMA PrivateLink Z2 M MSK #E$#£Z EventBridge , i5ff/Ehttps://HEK DNS %
B R B aitl2H ( Wik ) VPC ZEDOLIHT B EventBridge IE#FAE DNS &5,

s FUTEERH EventBridge B 5.4k ARN B NEHELH ARN,
- EFEAHEXENE,

"connector.class":
"software.amazon.event.kafkaconnector.EventBridgeSinkConnector",

"aws.eventbridge.connector.id": "msk-eventbridge-tutorial",

"topics": "msk-eventbridge-tutorial",

"tasks.max": "1",

"aws.eventbridge.endpoint.uri": "https://events.us-east-1.amazonaws.com",

"aws.eventbridge.eventbus.arn": "arn:aws:events:us-east-1:123456789012:event-bus/
example-event-bus",

"value.converter.schemas.enable": "false",

"value.converter": "org.apache.kafka.connect.json.JsonConverter",

"aws.eventbridge.region": "us-east-1",

"auto.offset.reset": "earliest",

"key.converter": "org.apache.kafka.connect.storage.StringConverter"

BREESRENEZEER |, B2 Meventbridge-kafka-connector,

MEZFE , FERTEERFNEIERWEE. BINEBUNTHRIRPEAZHTA (#E ) W
Apache Kafka Connect fRZ4%, FEHRINRET , FAZHCEN AR, RINEBEH H/L,\IjJﬁb :
LASE A CloudWatch XL%H*DMFE?JFF%O BREZZARAMALEIRE , SINFEES, K5, 3
BERASSEHREEASITRES

[0 Kafka KIEHE

Al {# A Kafka Connect F124H value.converter i8R & , AT LLER A key. converter i%E
RIEETENERES  NMEEHE 4R , Hl20 Apache Avro 1 JSON,

WAERA org.apache.kafka.connect.json.JsonConverter ¥ value converter Fi’R , &
FEBHHY connector example BLE N A JSON RBAGEHE, HEEBLTZITIREN , NEFFIT
MM msk-eventbridge-tutorial Kafka EEAIX1EHo
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FHATEOERMEERH Debezium JFRiEZSS

W RBIER T W0 Debezium MySQL E#Z2 4 53%A MySQL # Amazon Aurora BIEE —i
BEXRR, Bt RFIH | BATEIRE T FFIR AWS Secrets Manager Bit B 121572 573k * AWS Secrets
Manager PV BIEBFESIEHTAIBIL. ETHEXORERUEFNESER , BZRHE . FARE
R SHRES NI,

/A Important
Debezium MySQL EZESH[H N ZEF—IES , TFEH Amazon MSK Connect B Bah T B A

ERN, BNZENFERAMEREER , HEEZES[EEHP N workerCount i¥ER 1. ET
fREx MSK Connect REBXANEZFEE , TSR 7 HEERAE,

5 Debezium JRIEERN TR IAREMH

EBHEZER[MLIEERHRIERN |, XHETFEESEMAWS Secrets Managerf& 2 ARG #H 1TRE
Amazon Virtual Private Cloudo ¥RV IR AT E BN RSE R T ESUB A EBRM A,

- RERE NAT MXHFRERBE VPC REEBRMMXH LB FM.
- BIERAEFFREE@E NAT MXAIERIAERHE.

BEXxEZELR |, iH5E H Amazon MSK Connect /& A EEM 5[4,

FRZMH
ERAEBRMFE A , BFREATHE :

- BEEER KB Amazon Virtual Private Cloud (VPC) B ID. #l#0 vpc-123456ab,

- & 1Ds B9 VPC HWIFAE M, HI40 subnet-a1b2c3de, subnet-f4g5h6ij &, EAMERTE FME
EiEESR.

HERERR S A BB [F

1. $TFAmazon Virtual Private Cloud$#2#l& , Bt https://console.aws.amazon.com/vpc/e

2. ERHEBREBHRNEN NAT MXEIB-—MBFW , A2 TFM ID. BXEMHA , TSHE
VPC F8IEF M,

i Debezium JRiERES 367


https://aws.amazon.com/rds/aurora/
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3.

IR BB Mk AEER VPC AIAEEEMIERS , F12 TR ID. REBMM XM N2 VPC,
BRI |, FS 0 GV H 0 BB M X

MENE NAT WX, UEREFRHPHENTUILRIEN AT FM, 012 NAT WX |, Hi1E#F
ZABIENAEFM. BXEHA , FSEAIE NAT X,

BERMAK. BEHAMAERNMBHRTETRLRE, BNZELE—N5EHN VPC ErYE3)
BN EREAR, EUDRP , EFALEFREBHANEEK,

a. FALUTREESR VPC WEREBR , MELEFRERERBEEN NAT Mx, BXii
Bl , &2 {Amazon Virtual Private Cloud B {E®E) PMFEAKHBERE,

FAHE MSKC BHi&
& (=]
BURE BWERNZRHEREE — MR R BFR
X, UEBERIE. flanFiE MSKC,
FERRYF ™ BFREFN

A MSK Connect /3 F B BX M 1 7] 49 % B - B : 0.0.0.0/0
- BER : 88 NAT W< ID, 50
nat-12a345bc6789efg1h,

RSB 37 E 1Y 2 b B F - BRI : 10.0.0.0/16, LLETRELHBRT
B, E4EURTHE VPC # CIDR R,
o BFR: Kb

b. EREEBENHHKRFHRA , ABFNEREKAR, SIBRN , E'EHREFZRFEA
HREAR , UFBEIRAZREBNFRXEK, HliLE MSKC,

c. HALUTREEEBENAE MSKC BHERX.

Bt =]
BIMRE NF MSKC SIGGE R HY H A HR  & F5
KERHYF M WA NAT MBI 28 T

A MSK Connect /3 B BB 17 7] #Y & B « BH#t : 0.0.0.0/0
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o ,

J& ]

- B BWEBMMK ID, B0
igw-1a234bc5,

PR BB 2 AY A4S 3tb 3% FH - By : 10.0.0.0/16, LLEFEELBFRT
& , E4BURTE VPC /Y CIDR 3R,

« BFR: Ky

BB 27 Amazon MSK Connect B BB G , ATLABIRIERESZ T,

B2 Debezium JRiEHESS

LACEES]y

487 tn{Al 812 Debezium JRiEIERS,

1. SIEBAENEMN

a.

M Debezium F¥5 T8 MySQL EEZR/AHHFHHZRFRER TR, & TETH Debezium KT
AR (RRZAR 2.x ERIARY 1.x K3 ) . EEEFHEEED , BFERIFEL Debezium R4 6IE
TR,

TEHMBES AWS Secrets Manager Bt E R EREFo
FUTHEXHRER—NE RS :

+ debezium-connector-mysql X#43X
 jcusten-border-kafka-config-provider-aws-0.1.1 3%k

4%"‘T£J: SHOEBENBERERRN ZIP XM , ABFZ ZIP X L1273 S3 FiEM. BXiN
B , 5 (Amazon S3 AiF#EmM) AW LA R,

SHELT JSON HFEKEMEEI X+, Hln debezium-source-custom-

plugin.json. <example-custom-plugin-name>&¥NERENHE MBI, <amzn-
s3-demo-bucket-arn>_Ltfk ZIP XH) Amazon S3 ZEHEHY ARN LA KR <file-key-of-
ZIP-object>LE4& %) S3 K ZIP MR XM,

{
"name": "<example-custom-plugin-name>",
"contentType": "ZIP",
"location": {
"s3Location": {
"bucketArn": "<amzn-s3-demo-bucket-arn>",
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"fileKey": "<file-key-of-ZIP-object>"

}
f.  MRTF JSON XHHI XK FIZEITLTFAWS CLITE =R BFH 4.

aws kafkaconnect create-custom-plugin --cli-input-json file://<debezium-source-
custom-plugin. json>

SERZ A AR BIR LT AT RO fr H AR

"CustomPluginArn": "arn:aws:kafkaconnect:us-east-1:012345678901:custom-
plugin/example-custom-plugin-name/abcd1234-a@b0-1234-c1-12345678abcd-1",

"CustomPluginState": "CREATING",

"Name": "example-custom-plugin-name",

"Revision": 1

}

9. BIUTHTURERHIRS. IRASRM CREATING BN ACTIVE, & ARN S &R
BE F—Zo o0 mEFAIREH ARN,

aws kafkaconnect describe-custom-plugin --custom-plugin-arn "<arn-of-your-
custom-plugin>"

2. RNIEHBIEEZIER BAWS Secrets Manager#l 812 247

a. ITF Secrets Manager #£#|& , Wit R https://console.aws.amazon.com/secretsmanager/o

b. SIEFZHARFHECWBEEZSREIL. BXiIHHA , BSH (AWS Secrets Manager AAF 1§
) FHBIEZER,

c. EHIZMAM ARN,

d. FUTRAIKEESRE Secrets Manager SRR MEIEH 7 #ERSHMITA

B, <arn:aws:secretsmanager:us-
east-1:123456789000:secret:MySecret-1234>&¥NIRINZ4AH ARN,

JSON

{
"Version":"2012-10-17",

{# A Debezium JRiE#EES 370


https://console.aws.amazon.com/secretsmanager/
https://docs.aws.amazon.com/secretsmanager/latest/userguide/manage_create-basic-secret.html

Amazon Managed Streaming for Apache Kafka FERARER

"Statement": [
{

"Effect": "Allow",

"Action": [
"secretsmanager:GetResourcePolicy",
"secretsmanager:GetSecretValue",
"secretsmanager:DescribeSecret",
"secretsmanager:ListSecretVersionlds"

1,

"Resourxce": [

"arn:aws:secretsmanager:us-

east-1:123456789012:secxet:MySecret-1234"

]

B A IAM BRI ER | 55 (IAM BFIER) PR IARER IAM 5491 R,
3. HFHASEERHEFEXNEEMEEENIFEFERE

a. FUTIEFREBRMEHFHEXA4Y  FEUFFREERNEENG I NHVE,
E 7 A% S AWS ecrets Manager Config Provider WELBEB MM EZEL | 55
#SecretsManagerConfigProvider 4§ 3T 84,

key.converter=<org.apache.kafka.connect.storage.StringConverter>
value.converter=<org.apache.kafka.connect.storage.StringConverter>

config.providers.secretManager.class=com.github. jcustenborder.kafka.config.aws.SecretsV

config.providers=secretManager
config.providers.secretManager.param.aws.region=<us-east-1>

b. BE{TULTAWS CLIGSREBENBEEN TESEE,
BT HE

« <my-worker-config-name>-#2f BE X T/EREENERMER T

« <encoded-properties-file-content-string>-#&71 L —SHEHNWAXAREHEN
BT base64 4B
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aws kafkaconnect create-worker-configuration --name <my-worker-config-name> --
properties-file-content <encoded-properties-file-content-string>

4. BlEEEERSR

a. &5 Debezium WA (2.x 2 1.x ) MAXSBIAYELT JSON |, FIFEKEREBIF X+, &

<placeholder> ZHBEBBRNELNZENNNE, BEXIMMEERSZSHITABHNEER |

52 ¥ the section called “IAM B&FFKEE",

BEE , ZEEMFEAEWN ${secretManager:MySecret-1234:dbusername} 2 EHE
EMARBEKRIEEREERZIL, N MySecret-1234 B RAZRAEH , RAENMALRELER
RNWBHB . LRSI <arn-of-config-provider-worker-configuration> &
BRANBENTEEFEEN ARN,

Debezium 2.x

3 F Debezium 2.x frAs , EEHIELT JSON H G EMUBIF X+, F
<placeholder> ZFEEMRNELNG TN NNE,

{
"connectorConfiguration": {
"connector.class": "io.debezium.connector.mysql.MySqlConnector",
"tasks.max": "1",
"database.hostname": "<aurora-database-writer-instance-endpoint>",
"database.port": "3306",
"database.user": "<${secretManager:MySecret-1234:dbusername}>",
"database.password": "<${secretManager:MySecret-1234:dbpassword}>",
"database.server.id": "123456",
"database.include.list": "<list-of-databases-hosted-by-specified-server>",
"topic.prefix": "<logical-name-of-database-server>",
"schema.history.internal.kafka.topic": "<kafka-topic-used-by-debezium-to-
track-schema-changes>",
"schema.history.internal.kafka.bootstrap.servers": "<cluster-bootstrap-
servers-string>",
"schema.history.internal.consumer.security.protocol"”: "SASL_SSL",
"schema.history.internal.consumer.sasl.mechanism": "AWS_MSK_IAM",

"schema.history.internal.consumer.sasl.jaas.config":
"software.amazon.msk.auth.iam.IAMLoginModule required;",
"schema.history.internal.consumer.sasl.client.callback.handler.class":
"software.amazon.msk.auth.iam.IAMClientCallbackHandlexr",

{# A Debezium JRiE#EES

372



Amazon Managed Streaming for Apache Kafka FERARER

"schema.history.internal.producer.security.protocol”: "SASL_SSL",
"schema.history.internal.producer.sasl.mechanism": "AWS_MSK_IAM",
"schema.history.internal.producer.sasl.jaas.config":
"software.amazon.msk.auth.iam.IAMLoginModule required;",
"schema.history.internal.producer.sasl.client.callback.handler.class":
"software.amazon.msk.auth.iam.IAMClientCallbackHandler",
"include.schema.changes": "true"
I
"connectorName": "example-Debezium-source-connector",
"kafkaCluster": {
"apacheKafkaCluster": {
"bootstrapServers": "<cluster-bootstrap-servers-string>",
"vpc": {
"subnets": [
"<cluster-subnet-1>",
"<cluster-subnet-2>",
"<cluster-subnet-3>"
1,
"securityGroups": ["<id-of-cluster-security-group>"]
}
}
I
"capacity": {
"provisionedCapacity": {
"mcuCount": 2,
"workerCount": 1

}
I
"kafkaConnectVersion": "2.7.1",
"serviceExecutionRoleArn": "<arn-of-service-execution-role-that-msk-
connect-can-assume>",
"plugins": [{
"customPlugin": {
"customPluginArn": "<arn-of-msk-connect-plugin-that-contains-connector-
code>",
"revision": 1
}
1,

"kafkaClusterEncryptionInTransit": {
"encryptionType": "TLS"

},

"kafkaClusterClientAuthentication": {
"authenticationType": "IAM"

I
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"workerConfiguration": {
"workerConfigurationArn": "<arn-of-config-provider-worker-configuration>",

"revision"

}
}

Debezium 1.x

H

3 F Debezium 1.x fRZA , FHEHISLT JSON H G EREMEBIFHXHF, F
<placeholder> FRBERN EENHZX NE.

{
"connectorConfiguration": {
"connector.class": "io.debezium.connector.mysql.MySqlConnector",
"tasks.max": "1",
"database.hostname": "<aurora-database-writer-instance-endpoint>",
"database.port": "3306",
"database.user": "<${secretManager:MySecret-1234:dbusername}>",
"database.password": "<${secretManager:MySecret-1234:dbpassword}>",

"database.server.id": "123456",

"database.server.name": "<logical-name-of-database-server>",

"database.include.list": "<list-of-databases-hosted-by-specified-server>",

"database.history.kafka.topic": "<kafka-topic-used-by-debezium-to-track-
schema-changes>",

"database.history.kafka.bootstrap.servers": "<cluster-bootstrap-servers-
string>",

"database.history.consumer.security.protocol”: "SASL_SSL",

"database.history.consumer.sasl.mechanism": "AWS_MSK_IAM",

"database.history.consumer.sasl.jaas.config":

"software.amazon.msk.auth.iam.IAMLoginModule required;",
"database.history.consumer.sasl.client.callback.handler.class":
"software.amazon.msk.auth.iam.IAMClientCallbackHandlexr",
"database.history.producer.security.protocol": "SASL_SSL",
"database.history.producer.sasl.mechanism": "AWS_MSK_IAM",
"database.history.producer.sasl.jaas.config":
"software.amazon.msk.auth.iam.IAMLoginModule required;",
"database.history.producer.sasl.client.callback.handler.class":
"software.amazon.msk.auth.iam.IAMClientCallbackHandlexr",
"include.schema.changes": "true"

+

"connectorName": "example-Debezium-source-connector",
"kafkaCluster": {
"apacheKafkaCluster": {

{# A Debezium JRiE#EES
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"bootstrapServers": "<cluster-bootstrap-servers-string>",
"vpc": {
"subnets": [
"<cluster-subnet-1>",
"<cluster-subnet-2>",
"<cluster-subnet-3>"
1,
"securityGroups": ["<id-of-cluster-security-group>"]
}
}
},
"capacity": {
"provisionedCapacity": {
"mcuCount": 2,
"workerCount": 1

}

},

"kafkaConnectVersion": "2.7.1",

"serviceExecutionRoleArn": "<arn-of-service-execution-role-that-msk-

connect-can-assume>",

"plugins": [{
"customPlugin": {
"customPluginArn": "<arn-of-msk-connect-plugin-that-contains-connector-
code>",
"revision": 1
}
3,

"kafkaClusterEncryptionInTransit": {
"encryptionType": "TLS"

iy
"kafkaClusterClientAuthentication": {

"authenticationType": "IAM"

1,
"workerConfiguration": {
"workerConfigurationArn": "<arn-of-config-provider-worker-configuration>",
"revision": 1
}
}

b. EL—FHFRE JSON XHMNXHRFHZITHLTAWS CLITT

aws kafkaconnect create-connector --cli-input-json file://connector-info.json
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UTREERDETHTERENE L RA.

"ConnectorArn": "arn:aws:kafkaconnect:us-east-1:123450006789:connector/
example-Debezium-source-connector/abcl2345-abcd-4444-a8b9-123456f513ed-2",

"ConnectorState": "CREATING",

"ConnectorName": "example-Debezium-source-connector"

E ¥ Debezium EESREE

EF# Debezium EZREE , BIITUTIR

1. EHILLT JSON HIFEKMMEIF X HH. & <placeholder> ZHHE RN EENG RN MY
H.

"connectorArn": <connector_arn>,
"connectorConfiguration": <new_configuration_in_json>,
"currentVersion": <current_version>

2. EE—ZHRF JSON XHHIX#4RAHIZITELFAWS CLIGH o

aws kafkaconnect update-connector --cli-input-json file://connector-info.json

LT RIS YIS T /a8 5 R

{
"connectorArn": "arn:aws:kafkaconnect:us-east-1:123450006789:connector/example-
Debezium-source-connector/abcl2345-abcd-4444-a8b9-123456f513ed-2",
"connectorOperationArn": "arn:aws:kafkaconnect:us-

east-1:123450006789:connector-operation/example-Debezium-source-connector/abcl2345-
abcd-4444-38b9-123456f513ed-2/41b6ad56-3184-479b-850a-a8bedd5a02f3",
"connectorState": "UPDATING"

3. BUE , WETUATH&RERRENLIPRE
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aws kafkaconnect describe-connector-operation --connector-operation-arn
<operation_arn>

BXEBEFHMLSTRE Debezium iEESE =B , S H Introducing Amazon MSK Connect - Stream
Data to and from Your Apache Kafka Clusters Using Managed Connectors,

F# %) Amazon MSK Connect

T E WMAHF Apache Kafka i #2285 M A2 71 % £ Amazon Managed Streaming for Apache
Kafka Connect ( Amazon MSK Connect ) » EiF4 7 1T % E| Amazon MSK Connect H#F4k , S
5222

AT IESN B T Kafka Connect 1 Amazon MSK Connect fARRAEE T , HNE T EBRMIERK
EEESRNTRE,

7 fi# Kafka Connect E AR A ZEE T

EHmRNER TIE1TH Apache Kafka Connect M AREFEA Kafka SEFF Y IPEB A K 7 BHEK
FHERS. LTREE5HT Kafka Connect NARRFHARIBPEBHEN NHEEE :

- BEEXR , B config.storage.topic IEE

HEEEEFF , Kafka Connect FE A ERFNFIAEEZSRNESNEE, X/ EMERSEN
BB SERRFRENEEN (HlW , EEBFRNINCTTUBHESES ) , BLAUETRE %K
iEFk, WFBEATES , ALECHREARESNZENRERE.

- RBEEXH , B offset.storage.topic IEE
ERBEEES , Kafka Connect FHREZBNREE, SRETT—# K GBEFBHUEATE

4. WEBRXATEAMAIRRL M Kafka £RBIBENFIEZERIRVE, M Kafka IREUBIEH K
BN RENEBEREEREAEMN Kafka HRELAFREERERBE.

« RAEH , B status.storage.topic IBE
R EB A |, Kafka Connect FHEIEEBNESHLRIRS. LLEBAE REST API AR EHRNEK

BRHROMIE. BEBAAPEREFAIFER BB UREAR EESTHEFNRS. BE
BNREETE & K RESETBEHRERATES,
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BRTIXEFT 2 , Kafka Connect B KEFH T Kafka A R 'BIE APl, XLEH LAEREESE B Fm
B il , XIFHE AR file-sink BYiERESS , ZA BN connect-file-sinke HAFHBNEREHEEME
SRMIZFK, JUFERAEIERELATE (0 Kafka-consumer-group.sh ) ®RIXLEAR HiF
BE, X TEMEWB[ERESE | Connect BITIRELIZTT— M Kafka HIZEVIZ R EIEREA,

Amazon MSK Connect M AR FHIRASE

RIAER T , Amazon MSK Connect £ Kafka £8 7 181 Amazon MSK Connector 81 =N %34
NEE , ATHEEEZESNEE. RBENRS. MATBEMHNEHNOT -

* __msk_connect_configs_connector-name_connector-id

* __msk_connect_status_connector-name_connector-id

* __msk_connect_offsets connector-name_connector-id

® Note

ZEREESZERERBELY , EUUEAECERENREBEHETBRABRINEE, 18
ERBEHREIEIUSHETRAUBREESRZEXNES , REESITNL—NEESBENER
—MrBIRERN.,. EEERBFHEES , BELIEERESEZH N Amazon MSK Connect T
{ERR BB BV offset.storage.topic & IR —ME,

iR % B85 X # 2 Amazon MSK Connect

RIEERE R FIEFMASBREZES A Kafka B9 Apache Kafka Connect BT F. AN BFELRMIZ
1TH9 Apache Kafka Connect JRIE#ZSE N AR FRE AWS Liz1TH BHEE Kafka Connect S£E8 T % 2|
Amazon MSK Connect B3 12,

Kafka Connect RiE#ZSBNARFHREEFEHEE—NEER , ZEFTUNLEREH
offset.storage.topic REMNE®R. AT 2 JOBC EEBNRIIRBEEE |, ZEZERFETH
MES , NBH movies M shows WANTRIKZFFALIE. Mk movies SAMZRIITHEID H
18343, M shows RS AWZEFHITHE ID K 732,

["jdbcsource", {"protocol":"1","table":"sample.movies"}] {"incrementing":18343}
["jdbcsource", {"protocol":"1", "table":"sample.shows"}] {"incrementing":732}

EREESE T E Amazon MSK Connect , iFHUITUATIR4E -

WEER 378


https://docs.aws.amazon.com/msk/latest/developerguide/msk-connect-workers.html#msk-connect-manage-connector-offsets

Amazon Managed Streaming for Apache Kafka FERARER

1. BN BT EEH Kafka Connect £8P IR BUE %88 F kK 812 Amazon MSK Connect B E X
‘&t

2. B Amazon MSK Connect T/EREZFE M , H B key.converter, value.converter
offset.storage.topic RENERIA Kafka Connect E£EFF = 1TH Kafka E TR BN EME
Eil: k=

3. B M A Kafka Connect 8 £ % HH PUT /connectors/connector-name/pause i&5RFKE
FOAEERH LWIEERNARERF.

4. BRAMBEESBNARFNESHETLEIL, BALUBNEIE Kafka Connect £
B EXH GET /connectors/connector-name/status BERBZEARBNBEMH
status.storage.topic REMNFEE MW EERELES

5. NI EERREUEESEE, BuUBEIEINEEH L AL GET /connectors/connector—
name/config/ la'ﬁj?,ﬁ%%EjJ}:"& config.storage.topic & &R £ B A FREYE S RIREL
EREBREE,

6. BIZEUBERHRE BN Amazon MSK E#EEE. ERAGESR 1 PRIENERSREEENH, &S
IR 2 ROIEM Worker BMEMEL TR 5 HIRINAERESRELE KO 2 L IEESR

7. & Amazon MSK EZEFIRAD N active i |, BEBAEURIMEEESRETECHBMNRERES A
o

8. ¥ & 1 DELETE /connectors/connector-name iERFRMIRINAEF DI EERS,

FHZWN RS E 1851 2 Amazon MSK Connect

B ERE SR RN HEM Katka S H B RS Apache Kafka Connect NAREF. AT NBF[ER
#IZ1THY Apache Kafka Connect 2N 25iE #2858 AR FE AWS LiZ1TH B EE Kafka Connect £
1T % 2| Amazon MSK Connect B3 %2,

Kafka Connect $# N ESEZES A Katka A AT APl , HEREBEFHESHARERENAER
#EM _ consumer_offset &, Jlitﬁj]ﬁﬂSTHﬁLl&%E EEBEM B REETEE Amazon MSK
Connect I &,

BTN EEE 1288 T B E Amazon MSK Connect , IEHITU TR4E -
1. BE MK B 1TEE R Kafka Connect E£8F H1IZBUE 285 FE R 812 Amazon MSK Connect B E X
f&tte

2. B2 Amazon MSK Connect T/EREFEM , HFHEM key.converter M value.converter &
BN 5 RIE Kafka Connect EEFHIZ1TH Kafka E R ENEMERE.
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3.

B3 EI A Kafka Connect &£8f & H PUT /connectors/connector-name/pause &RKE
oS LWEERNARER.

. BRFIEEESNAEFNEISHETEEL, B LB EIA Kafka Connect £

B EXH GET /connectors/connector-name/status BERBZEAFRBNBEM
status.storage.topic REMN EEEMHIEERELLES.

MM BEEFREUEESREE, ZUESENEEH#H L AE GET /connectors/connector-

name/config ERFFEARBE NEM config.storage. topic IREB MW E BB A H B KIREUE
EREE,

 RIREUAEHEARRM Amazon MSK iE#E. EALKESR 1 PRIRNEEREE AL, &S

IR 2 P AIZE Worker BHENED IR 5 FIREEEZRE SR 12 IIERESS

. 4 Amazon MSK IE#EBHIRAN active i, BEB A ELURIIIEERZEETCHBEMNRERES A

=

. B3 & DELETE /connectors/connector-name iERRMIRINAEFDHEERS,

BEZE Amazon MSK Connect gy [a] &5

LT ER AT # B EHEEE R MSK Connect Bt RIREFEM E B, &t AIBURFRIBR HE) AWS re:Post,

i

BRTEVRABEERN EREENRIR

HZ N Amazon MSK Connect & A BB M5 6]

&

EREESTHESHTET tasks.max HIEENESHE

LT REZEBEANESTEED TIEER tasks.max BLEM —LFREE :

RUEERF[IIRE 7T IEANESHE. i, &ATF MySQL #9 Debezium E#ERNRTEA L
MES

- FHET HBBIEERE , Amazon MSK Connect &8 % #2851 tasks.max Bt , HE5E#88

RETHIEERFRENSNIEREFN MCU BERKIEL,

- XNTEWERERS , ATE (EF5HE ) TREITES XNHE, KRBT tasks.max RE

ARTEZE, BEND X —RReEH —MESLE,

1 Kafka Connect 2.7.x # , BRIARE AR 2 X7 B85 = RangeAssignor, Z 7 EERIITHRZ
FENEBNE- MNP XoBAENMEAS , NENEENE NP XOEELEE/NFEHRE | kit
K, XEMRE , f£H RangeAssignor NN EESNRXEIESHRE T EEERENT

AENFEBRNHERD X, MEXTFTERTEOAG  WNGE-—NTEEFOE , HPH
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consumer.partition.assignment.strateqy B RENESENEARIXOER. F5
¥ Kafka 2.7 0 ConsumerPartitionAssignor : Fi B &= 3K,
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A2 Amazon MSK £ 428 ?

Amazon MSK £ #l8§ 2 —IT Amazon MSK IhgE , ©FEZEB ETRZMERE AWS X Amazon
MSK &z BT it & FI%IE. BRMERERSTNVTE - AWS Ik d, {£B) MSK E#:% |

B LRARMEESXEREMENRECANARR , MRS TAMENLSELSE M, MSK EFI88 £ MSK
SREcRREMEIRSES , TEREBENNRE, EBEM BRI IRERE XML,

MSK E4IFF 2BV BIRERR , XHEHMAUNKREEFLHE K MAFELEST BEFE. MSK
Replicator # 28 #l X4 ER Katka THIE , BB ETEE. HAEH FIFk (ACLs) MEAELHRBE,
MRENKBHEEENEH , BUUBEERRE S —MAWSKEH oS E,

MSK E#IZZFEXEHEH (CRR ) MEXHEH (SRR ) . EEXEHEFIF , JHN B MSK &
LT ARNAWSKH, ERKFHEFH , R MSK £&8 M B #: MSK £&E#HER —MAWSKEH, EH
FEME PR MSK 85 MSK Eflsi —RBEAH , EFERBREFHNB R MSK £5.

® Note

MSK Replicator Z#F L TAWSX 1 : EEZRES (us-east-1 , BERILILED ) ; EEFRZP (us-
east-2 , B M ) ; EE I (us-west-2 , BEIX ) ; BN (eu-west-1 , B/R=) ; BUM
(eu-central-1 , A2 5%4& ) ; WAMX ( ap-southeast-1 , BR=) ; BXM ( eu-central-1 , &
2548 ) apst-1, i ) ; WAMX (ap-southeast-2 , EE ) ; BXM ( eu-north-1 , B &S
RE) ; TA#KX (ap-southeast-1 , X ) ; BXMl (eu-west-3 , BE ) ; E% ( sa-east-1,
ERF ) ; LA#KX (ap-northeast-2 , /R ) ; BN (eu-west-2 , £ ) ; WAH#KX ( ap-
northeast-1 , R ) ; EEFEZP ( us-west-1 , MNFIBEILILEP ) ; INEKX ( ca-central-1 , H
) ; RE (L= ) (cn-northeast-1) ; AE ( TE ) ( cn-northwest-1) ; WAHKX ( #8
B3 B ) (ap-southeast-2 ), WAMX ( BKFEIL ) (ap-southeast-5) . WAHKX ( F

E ) (ap-southeast-7 ). =FF ( FEB ) (mx-central-1), WAMX ( &4t ) (ap-east-2) .
MERAEE ( FARME ) (ca-west-1) . BM ( BT ) (eu-southeast-2 ), HFK (B
M) ( me-southeast-1), WAMKX ( DL ) (ap-southeast-3 ), FEM ( FFEE ) HiE)

( af-southeast-1) . % ( FIBKEE ) ( me-central-1), WAMX ( F# ) (ap-east-1) .
WA#X ( KPR ) (ap-northeast-3 ) . MMAIF ( FZ/RA ) ( ap-southeast-4 ) . Eil

( K= ) (eu-southeast-1) . &% (HFH4X ) (il-central-1) FRM ( 7721t ) ( eu-

central-2 ) .

LA 2 Amazon MSK S #2509 — L& WA %,
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- MBEZXEREECNAREF  TEEEEENHRARANTHESETHABEGRHEE NN REMARRN
RERF , UREHM,

- ERIERMNEBIEGRE : AT RHE XA RRAERERNEIELR,

. EEEREDRBE  FEEM— Apache Kafka 85 #|F) 2 Apache Kafka £& | XHERE
K EBE R teams/partners B B 2 W EHIERIA,

- REBUEHRITON : KRB Z Apache Kafka EENBIBEF T —NEH D |, LEBRMERERR
BN BEN N,

- KB A , £RIFRIEHEE REZEFES , B E—NMAWSKERITHEAREEBEIHM
X , MM A E{RAYEER F R AR,

Amazon MSK E#lgsfy TERE

EFF R EA MSK Replicator , IREEXE B REHNXEFAIE - M TN EHIEE. AWSMSK Replicator
S B FEAWSKEHR AN FENEFTHMEREEHE BERXEHPENERNER. REFNBIR
ERTLTHERTENAWSX S, MREBREHRNTEE , WEEOBIZERH,

L #2822 Replicator B , MSK Replicator 27 B &EBHNAWSX B R EME L TN RR , MELE

FEEFIER, SFERRTZREMR , 5% MSK EFAWSKE 2 BINMEERE, REFMBIRER
NWEHBREBUNRERNENRER LN XKE, MSK SR8 BEERR , XBER TR

TEHBE A mAELEEITRAE.

HEE T

AMINBERT , MSK EFlEaRAIARBENREHEIZ D XN SN RERS EHE ERERH. MR
EHFNETRECTE , M MSK EHR2BFIRNFERREE S XAFEEHEBRER, B
=, SHIRARERERE 30 WHME S REEBMEH LRNACIEFTNEINER D X, EERER
LRIEFB 28 , AREFERNEMESBFIEEH. &, MRERERLNIABHEEEHEE
RER , W EZHREESEFER , MEERHEIETXPHENRBTBES.

MSK EHIZZ T FHENEIE. ZENRERER , ERAFRES , ABRBABKR

8., SBERIBEAZERAME , EPX2B3ER. MSK EHlz85E8NER
ZERMAEBENHRBERAEERHIREFIME. FTE MSK Replicator API A ( #I
WDescribeClusterV2 , CreateTopic, ) DescribeTopicDynamicConfiguration#&BfF1ErH
¥R, AWS CloudTraili&#) MSK X3 H E R RN RN A,

MSK EHIFREERERTOEEE , EFRR TN 3. NRFE , BN EREBIREH LEXRES
®Fo
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TTHEEF

MSK EHlZRE X T HEMREFEF D BIrER. THESHEETTEE. HREFIFIK (ACLs)
NERAELARBE, SHREES &  RTBESEHHUERSREN. N TREEFAIMERE  MSK £
BREAHTHREEFH MR THEE S,

T &= MSK Replicator £ #l# 15 B2 #1511 (ACLs) KI5k,

B’ wse APIs foif

BEX Topic CreatePartitions

AlterConfigs Topic AlterConfigs

Create Topic CreateTopics , TTHIE

il Topic DeleteRecords, DeleteTopics

iR Topic ListOffsets, JTHIE.
OffsetFetch, OffsetFor
LeaderEpoch

DescribeConfigs Topic DescribeConfigs

BREY Topic JREL , OffsetCommit ,
TxnOffsetCommit

BA (UE4 ) Topic 47 | AddPartitionsToTxn

MSK Replicator ACLs {X A & REHE Topic EFIXFENRE, TEHFIRENKE ACLs FMHty
ACLs ®iREE, MSK Replicator th ~&1E B ¥R ACLs EMIER. MREMIBRIFEERE LA ACL , Nk
Ri[EIRHBR B R 8ERE LM ACL, B3k Kafka ACLs B, BERAFRIENEZHFMER , HSH hitps:/
kafka.apache.org/documentation/#security_authz_cli,

MSK Replicator (X & #l Kafka ACLs , T IAM TFRIEZEHFEAE. MRENEFFER IAM 15 R 12 H
read/write SRIA A ZH MSK £8 , NEFEXEBREF LEEMEXH IAM R UK TEBERER,
THANMEREEEMEFEE LWL,

FERNHEREARBERLSN -0 , MSK EFIRSHXNRER LAHERERITRL , XEERENE
FLRARENVE (EBDXHKRRE ) #HITIEN. MREWEFREAEREF LHAER |, BLASEM

THEER 384
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b, BURLKEIENMLAVEREEANERES. IEREERREBIBINERHE , ENHRERE
MABEZEEHSE, ATRAORERE , REFLAWHREZEHE LHEAMNRRE ( TED XK
B) s, HEMERER LN , MSK S4B S BaI R ER,

MSK
Replicator

PN

P o,
NN

Target MSK Cluster

ETHEMEE
MSK E#Ig AR/ EEEHEBES | HHE (RN ) RERZTEHEH.
HFHNBEBEHEH

BRINMBERT , MSK EHIBREEBMERTREHITE , HEREHTBEHPRMENERNTER , 6
W <sourceKafkaClusterAlias>.topic. XRATHEFHNEBEEREFPNEMETTIX 5 FF
Xk, HiGeERZ B ERE BIBE.

flan , MSK Replicator &N “EB WEBHFNBFEBNREFEF D EIRERFHTRE N < Alias>.Topic
HFTER, sourceKafkaCluster &R LAfEH DescribeReplicator API 2 MSK #2#|& EH
Replicator #4115 S WA 1E “sourceKafkaClusteral B FE T R EG R MBI B EFHP BB M A
B, BREBFPHIIRR < sourceKafkaCluster Alias>,

NERIGHEREEBTRENRAEREFEINE  CEETEREEENEAEERTER .
MEBHIEEREIE, flin , B EREZTEFAESR. *topiclEANMAWSHX, LRHIEFDIE
footopicl ZEMER , A EREEEZEARBEMZER.

NMRBREHR[BERFEENERNERESD (HMEF-EHEFRE ) , WNERH MSK £l
2, ERQRMEIR,

HEEZEHEH
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FERNBRIANRENENRTE , Amazon MSK EFISF AT EAETEEF RENMEEETEEMREFNERT
BIREHIE (ZEFEPAREEBNERRN ) o BAINERSE B MSK EEHNAWS X i a5 rY
528, FRNEH EZ AU % EHEEE M imRIEEIE S0 ER,

MHEEZREMES (ZEFEPNREMEENEEERN ) EAUATRR :

« ANLEEFIEFREMARBNEZREH , FAAz#EETREHBRRXE,
- FREVBREZERRRUEBEGRE  EANETUBEENEER M imRIZMEHHNEE,

s NTEF-WAERHREN , MEEZEBHNEHHEERIL T XREBERE , ATNABRFTERNE
BIZRER K MAFEREAETEBNREFEER K.

- TRATEBRMHEFHRESZSN MSK EHNBERSIENERT , UHETHERSIEP I, XE
REANBNREZFFNAAE BARER R B2 INAVE HIZR.

- BYFBREEFDBAEFHPRB TR , RN - MSK £8E 5 — 1 MSK £ RIET
%o

Amazon MSK E#I25£f Kafka #rk BB R FHEFEEHEERRER , W\TERE G5 E TRIER
X, kB —MREX , INEEE Kafka HEHPHR, ENTEB. MSK S 585 RHRESFA
FEBORAFRAZSNMEEEHNICRKN LT, MSK EFIREARLEERERTRE B, &
RIZIE S B P i B 7 RE 1R T SR N E B RV B

#HIE . N Amazon MSK EFISSIREREFHMBInER

AHEMER RUAER —AWSKIGH FAEAWSKIB AR ERERMBIRER, RE , B UFERHX
e EE 22022 Amazon MSK & #1388,

A% Amazon MSK jREE

MREELN MSK EHIZRGIRT MSK RER  FRARTHEEATHERNER, BN , FHEEUT
HRROIE MSK MEBHTTARS FRRER

tIZEXEMEXEE MSK EHlsREFHNEERL, ERNEUTIEFSIMA,

1. BRXFHITE T 1AM R G RER TRIE MSK MEER RN LTRSS HFER. ENREFLNE
PE=MRE,

2. W TEXE MSK £#I38 , MRFRMEEE , HEN IAM HREFISRFTE S VPC RBEEN
BRTHERTEE, HEE , TESZ VPCH , FXERZLHHRIENSHNRIERE, X THMS

RERERNBIRES 386
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BRIUEF R (mTL) , BEFENEESEN MSK £8SASL/SCRAM). You can simultaneously use
mTLS or SASL/SCRAMM HfthFE FisFF 5% VPC AAEEE, B ERFAERIFAEENER
B EA UpdateConnectivity API Bt &% VPC A EBEE., BSREHMEEFEZ VPC,
MR EHREFR MSK Serverless &8 , W EEFEZ VPC B EHE,

NFTEXEN MSK £#127 , MSKIREHFTETES VPC hEERE , A HEMFFmMATUER K
Z5 RIS HRIERBE TR ZER.

3. NFEXE MSK £4I88 , BX4TEETRENNREKRIEMMNBRER, XA MSK EEDIILEE
LLE#IBIE, £ —.U«M@EETEE’J CLI RAWSEHI A EFRITIHERE, BiESHE Amazon MSK EF
BENERE, N TREXEN MSK £4I88 , EFEERTHIE,

Console: create resource policy

EA AT JSON EFRMREF KM, FHNAFERNREF ARN,

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": [
"kafka.amazonaws.com"
]
}I
"Action": [
"kafka:CreateVpcConnection",
"kafka:GetBootstrapBrokers",
"kafka:DescribeClusterV2"
1,
"Resource": "arn:aws:kafka:us-
east-1:123456789012:clustex/myCluster/abcd1234-5678-90ab-cdef-1234567890ab-1"
}
]
}

EREHFAGSENH LNVRERE TN RBERRBRI,
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3 BE Services | Q Search H @ Nvignav | replicator@ =
Amazon MSK ® New feature: MSK Serverless |

Recommended in cases where the throughput requirements of client applications are variable and hard to predict. MSK Serverless
scales cluster capacity automatically in response to throughput needs. Each serverless cluster has a maximum write throughput of
¥ MSK Clusters up to 200 MiB per second and a maximum read throughput of up to 400 MiB per second. Learn more [2

Clusters
® We have launched a new feedback form to make it easier for you to send us feedback and let us know of Leave feedback X

Cluster configurations features you'd like to see in Amazon Managed Streaming for Apache Kafka.

Managed VPC connections New

Replicators New

Amazon MSK » Clusters » multiVPC

w MSK Connect multiVPC

Connectors )
Edit/Delete

-
Custom plugins .

Cluster summar Upgrade Apache Kafka version
Worker configurations ok

Edit cluster configuration

Status Apache Kafka version ARN Edit broker type

¥ Resources @ Active 281 bR Edit number of brokers
AWS Streaming Data Solution 1 Edit security settings
Cluster type Total number of brokers |
AWS Glue Schema Registry [2 o 3 Edit storage
Provisioned 3 5

Edit monitoring

Customer survey Edit log delivery

: g : Turn off multi-VPC connectivity
Metrics Properties Tags (0) Cluster operations

Edit cluster policy I

Delete
Amazon CloudWatch metrics Analytics

Create Studio notebook [4

No time range selected | UTC v C Create Apache Flink application [

Connectors

Disk usage by broker : CPU (User) usa  Create MSK Connector [/ ¥

Percent Percent

CloudShell Feedback Language © 2023, Amazon Web Services, Inc. or its affiliates. Privacy Terms Cookie preferences

CLI: create resource policy

AR MREERAWSEF & I BIRER FIEFEN IAM AEMIAT , NRAAFENEERE
AWSKIEI ZB®, Z—FH , NREFE MSK FANAE IAM AHEECEIEAE , BFUT
FERBK MR ZAR , UE MSK EHRTURAZAR, EXNAEHACGHEERRNES
E5 , BZRESAE.

1. FRALGTIRI MSK RN HATARA. & HUAFERNEBROES ARN,

aws kafka get-cluster-policy —cluster-arn <Cluster ARN>

{
"CurrentVersion": "K1PA6795UKM GR7",
"Policy": "..."

}

H%Z Amazon MSK JRE 8 388
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2. PIBRETHRAKE , LAY MSK EH2R15 R EHNRER. ERANUATIERENER , F5
FFE N SKERVIRSERF ARNG

aws kafka put-cluster-policy --cluster-arn "<sourceClusterARN>" --policy '{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Principal": {

"Service": [
"kafka.amazonaws.com"

]

},

"Action": [
"kafka:CreateVpcConnection",
"kafka:GetBootstrapBrokers",
"kafka:DescribeClusterV2"

1,

"Resource": '"<sourceClusterARN>"
}
]
A% Amazon MSK B irEE
HEFBET IAM HRIEEFINER T 122 MSK BARER (MERERFHES ) . BENERIFTERNS

% VPC 7Bk, BRERTUERERUTE -AWSKEH AR XH, REEFN B IRERF LI
TER-—MAWSIKF ., SR BIRERLAEDLHE=TE,

#1282 Amazon MSK & %128

ERERERNMENERT , B LIERAXEERHGE Amazon MSK £ 4185, E& 42 Amazon
MSK E4I28 281 , FHHREHE 62 MSK EHIZEATER IAM BUR,

£

- B2 Amazon MSK E#IgRHEEEM
B3 MSK S HIZRFTERY IAM R
« MSK £ #lza X E B R B MR A
« XK MSK Serverless £ &AL E

H% Amazon MSK B #REEE 389
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- EERBEEX
- EARERXEER AWS 2502 S iz
- BERIREER
- R BRER
- BEEFRRENNR

#12Z Amazon MSK E #I25HYE = E M

UTETREMNAT R MSK EFIZR RN ERFZM . XBNEENRESRK, BRETHENHN
PR, SERRAEMM Serverless HEMNER , URAXGZRUNMNEEEHBZNES,

B2 MSK S HIERFTER IAM R

AT 2818 MSK E#I85FTER IAM policy 1™ fil. RBERIE MSK EFISRNEH THRSWERT , &
FERIT kafka: TagResource BE. RONE#IZE IAM RN SENEF BN RN IAM &6,
BXRUBERNKRBEHNES , 1§25 Create authorization policiess

JSON

{
"Version":"2012-10-17",

"Statement": [
{
"Sid": "MSKReplicatorIAMPassRole",
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "arn:aws:iam::123456789012:xo0le/MSKReplicationRole",
"Condition": {
"StringEquals": {
"iam:PassedToSexvice": "kafka.amazonaws.com"
}
}

"Sid": "MSKReplicatoxServicelLinkedRole",

"Effect": "Allow",

"Action": "iam:CreateServicelLinkedRole",

"Resource": "arn:aws:iam::123456789012:xole/aws-service-role/
kafka.amazonaws.com/AWSServiceRoleForKafka*"

B3 Amazon MSK & #HIg5HEE B 390
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},

{
"Sid": "MSKReplicatoxrEC2Actions",

"Effect": "Allow",

"Action": [
"ec2:DescribeSubnets",
"ec2:DescribeSecurityGroups",
"ec2:DescribeVpcs",
"ec2:CreateNetworkInterface"

]I
"Resource": [
"arn:aws:ec2:us-east-1:123456789012:subnet/subnet-0abcd1234ef56789",
"arn:aws:ec2:us-east-1:123456789012:security-group/sg-0123abcd4567ef89",
"arn:aws:ec2:us-east-1:123456789012:network-
interface/eni-0alb2c3d4e5f67890",
"arn:aws:ec2:us-east-1:123456789012:vpc/vpc-0alb2c3d4e5f67890"
]
}I
{
"Sid": "MSKReplicatorActions",
"Effect": "Allow",
"Action": [
"kafka:CreateReplicator"”,
"kafka:TagResource"
1,
"Resource": [
"arn:aws:kafka:us-
east-1:123456789012:clustex/myCluster/abcd1234-56ef-78gh-90ij-klmnopqrstuv",
"arn:aws:kafka:us-
east-1:123456789012:replicator/myReplicator/wxyz9876-54vu-32ts-10rq-ponmlkjihgfe"
]

AT IR E #2589 R~ 6] IAM policy, EZE kafka:DescribeReplicator &4E=
kafka:ListTagsForResource 2 —BIT , MARHEHEE,

JSON
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"Version":"2012-10-17",
"Statement": [

{

"Sid": "VisualEditorl",

"Effect": "Allow",

"Action": [
"kafka:DescribeReplicatox",
"kafka:ListTagsForResource"

1,

"Resource": "*"

}

MSK & Hlas i ay S B R B MARA

XERNZIFHRPIRE, Katka IiRAFMMEEENER.

MSK S 4I85 %% MSK TiB&EE 1 MSK Serverless £EENEEAE , ENREBRNBiIRE
B, MSK E#IS oI A X FHMERM Katka £,

MSK Serverless £EHEE IAM 7 A#2%| , 7% Apache Kafka ACL £#l , HEXN FBE EE HH
YRER, BSRT AR MSK Serverless ?

RBIE1T Apache Kafka 2.7.0 RESMARERF S 23 MSK £5I2% , TRENFRERHNMBIREHR
AR XEE RNV T AR AWS X,

MSK E#l28Z#FFEH mb.large E AR EHIZKB W ERF, T t3.small F£F.

MRIERF MSK EFIZR 5 MSK FIESRH —EEAR , WREHNBENREHFELTE=ITE, £7
DERNMTRAXHER cBHEHSE  EXEERFELFTENMIE,

ERYIR MSK S8 B #8 MSK SEBF A T B —MAWSIK . AXIFETRKSNWERFEF,

MRREFN B MSK £BU T AEMNAWSKXE ( BXiH ) , W MSK Replicator ERRERFIH
IAM 15 [R#2 &I 5 5EFF )5 % VPC FAEERE,

TRER B AWS XiEE | MSK WEMBHRRIESEZLEMFEHZ VPC,
MREBERER— AWS XIEWEFH 2R EHIEIE , tFEES VPC, iESHthe section called “#[X
HHhH % VPC RAEIEE,

HEEFFEBHES (ZHEFAREMRNEZTRN ) FEZET Kafka A 2.8.1 ESRAH
MSK £,

#12 Amazon MSK £ #I85H0E ZEEM 392
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s XTHEEEBHES (ZHEPHNREARNEZRR ) BE , hBRBEREFHHNXE  BTAEE
X MSK £ 2R eI ZRIFRK (_mskmr ) o

Y38 MSK Serverless EE T &

« MSK Serverless XIFFERIE FBHAEI 71 MSK Serverless B irEFHE HIA T EBE

& : cleanup.policy, compression.type, max.message.bytes, retention.bytes, retent:
- EXTEHRERSHIE , MSK Serverless X35 LA T E /B

B : compression.type, max.message.bytes, retention.bytes, retention.ms,

- E#IZS1EHE PR MSK Serverless S£8 A 83 NES& DX, ¥R B MSK Serverless £HE 2%
WENERD X, ESFEMSK Serverless FRE,

EHEREEXR

- BWETEHEGE MSK EHISREIAIXADEEM. WRENEREHARDRE , WELRENRE
HREBDR MSK#HBIF2EHTREREE. MRAECEEFREEERERLTBEIEERE , U
FEENCREHER. IREFUBEMNETEEHEF I 7EESH  ITNEFETEE, HSRE
NEXBLERNERASEFE.

- Bl MSK E#l2RfE , BAEXREHEERE. SHEERENELIE MSK EHI235H R#HTRIE,
HER MSK EFIBRHIEE , FAELE MSK EFIREERATRE.

« fF MSK £FFE XN t3 KHIHKE,
- FRBSNITABNR,

- ®F MSK % VPC A B iE#,

- ENMIMAERE T HIR KR,
- EREHZTEENN,

EERERXEER AWS 244 02 S %25
SUTEHANET IR E BN D HRH A THER.
SHBFAES

1. EEHN B MSK EEFTEMNAWSKXE, , ERFITFF Amazon MSK #2# & ? https://
console.aws.amazon.com/msk/ region=us-east-1#/home/,

2. EEEHIBRUETRK S FHEHERFIR,

2/ AWS 25 & tIZ S HeR 393
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3. R BIEEFIR
4. EEHBRFAEEEERT , NN EFIREE—TH—RB

IEERER
RERESEEF I B R MSK SR HE.
1. EREHERT , ARREFMEN AWS X,

B LB I E MSK EBH EEEH1F15 ARN REREHNXIT, XFEBHMATE ARN ZHF
B, £ TRHI ARN # | ap-southeast-2 W FEEHXEH,

arn:aws:kafka:ap-southeast-2:123456789012:cluster/cluster-11/
eec93c7f-4e8b-4baf-89fb-95de@lee639c-sl

2. WALKIRES ARN , 005K LUEREHIRESR.

3. NEWFREFLEERETIN,

EHAEERREFXEPATANFMELERE, YAELREF N T, XN TREXER MSK &4l
2, BIERNA T HRIREEH FRAMA TR BARERHN FNAFN TR — N AXH,
4. A MSK EHIRRAR LT 2E L REHRER.

- WFEXHES (CRR) , BREENRERREHLZ LA,

- ¥ TFRIXFBEH (SRR) , HH,E{TFH Amazon EC2 #£%|& , https:/
console.aws.amazon.com/ec2/ R IEFFH Replicator IRENZEHEFHLEHAN , RFRE
HABREHENZSA, A BREEENZSAEEABANATRENRRENSFISGLS

HHRE

ERFAUERNBNEREFNLREA

HAWSEFIEH  BEEFHEN , #AREHNFAEE

EREMRTF , ARATRIFNBREER , LERMNANTLEER.
HREAWEAN | REEFREAERAN

A,

ERANARBEI P EZEBEL TCP,

EiwOEES S , 8A 9098, MSK E#I56 A IAM HRIEHIEZSIFE AR O 9098 HE
B,

2
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7. HRG  BASHENREHCE SHEHRRENZEENER (XIS MSKIRE
HNRLEME ) , RAEEFEREAN.

R HEMNARE N REENEHRL LA

1. & Amazon AWS #£#l57 EC2 , RIEEN RO ZEHBRTHREANZTE4A,
B AN | RFIEFRRE LN,

R IHI

ERANARBI P EEBEL TCP,

EiwmOEESH , #A 9098, MSK E#IE56E A IAM G EHIEZSBIF KO 9098 HE
B,

6. HRIH K BAMSKEEENZLENER , AEERREAN,

o & 0N

(® Note
HE , IRTEAEAZLARSRE , WA SURMAVFFRERERN AL A,
1. EFRIAN,
2. ERRBSPNAERE,
3. ERFHR ,BA0.0.0.0/0 , RFEERFAN,

LR BARERF

Bir BB RBIEEH RN MSK MEEH N LTRSS HFEE.

(® Note

MSK EHIZSE B RER TR EE , HEZBEHPRMBE LKA E

%, plan , MSK E#lEs ‘topic FHBBEBNREHEH T BREHPER
<sourceKafkaClusterAlias>.topic W EE, XA THEENREHESFHN
BIENETBSENRERFTNHMTIX 2R, HBEEEF CAEFREHHE, &9
LA# A DescribeReplicator APl 8 MSK ##]A £/ Replicator ¥ 411 SR EE
“sourceKafkaClusterzl &” FER T HREGEAMEBIEFEFPEZBEBMNBIR,. BIREFPHE

H{ = <sourceKafkaClusterAlias>,
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1.
2.
3.

HEERERERD , BRERERMENAWSXE,
W A B PREEAFAY ARN 203 5T UL R B AR
NEREFEE TN,

2H A RN BREHXER AN FRERERE, EDERERN TN,
N MSK E#IZRER R & H R EH BInEE

HEREMERXEFTANZSEREIER, MAREAEEMNEEMEXEK, AXEARZEEN
EZEE , FZ 0 Amazon VPC PPN EAZ 2 ARFHAWSHIRRE,

- WFBXFEF (CRR) MEKXFHEH (SRR) , HiFE M FH Amazon EC2 ##l& , https:/
console.aws.amazon.com/ec2/FH R IEF IR H 4 Replicator WEEHEFHIEMN , AFRE
HABMEFENZE2A, WA, FRREGEENZTSEEGALAN , UESXRE N ERREHS
NEHIRRLHANRE,

BERAEANFNE BERERNRZEA

1. EAWSEHI A | REREREH  #ABRERNFARE
2. BREMHETF , REA TRAF'NERE'ER , LERMNANEZEEE .
3. BREIAWAN , RiFiEFERmBE AWM

4. GEFRMAN o

5. EFMAMNERESIH | EEBAEX TCP,

6

. EwROSEESA , #A 9098, MSK EHIE5E A IAM G R B HIEZSIF AR O 9098 HE
B,

CERIG BALRENEREFUEEFRHOREHANLREANEN (XS MSK B R
SHNZLEMEE )  RBEERREAN,

\I

ERFHEMNARINE N BArREN EHIR L 24

1. EAWSEFIEH |, B ELORF1EN Bl Replicator i RRHN T 24,

2. BEBMET+ , AR TRAEMEXRE SR , LERFMEANZEAE .
3. BN , AEEFRYRE H AN,

4. GEERMAN o

5. EFMANKRESHR | EFBHEX TCP,
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6. EimOSEESIH , 8 A 9098, MSK E#IESE A IAM G EHIEZBIFE AR O 9098 HE
B,

7. EFSIH  BA MSK BEREBHNZEEANENR , AEERREAN,

(® Note

HE , MREFEEAREARFRE , WALUMN R FPIA RERN AN H N,
1. B IAN

2. EBRRESITNBERE.

B.ERFIF ,BA0.0.0.0/0 , ARREFEEREFMAN,

BB & H2RREMNR

1.

3.

EEFIRREERP , FAATNELIRINENKREXEEZEEFNEE, RIABRTL2EH
A ER,

(® Note
MSK EFIFENEZEHFINFEFH RS 750 NEF, MRFBEFNESTH , TAENUESL
BB EHIE, MREEERNE Replicator BEBE 750 MEBW 3 | HRiE
AWS#EHI & Support Center F RIS IFRH, BAILAMER “TopicCount” IEFR G IEEE
SN EBHE, HSHAmazon MSK trERIEEH,

HIABERT , MSK EFIRMNEEEBHHNEHREEFHRES, HFE , MREBEH T L
WIMEHE , WM EEETBHRRE (&IB) RBEFHRES. —BAETEHE , £
TEFERHIRE, HiRENNFCreateReplicatori®RMDescribeReplicatorEg/id
BstartingPositionZEk APls,

RREFEERVEE

« PREFIXED FBEMEH ( ERFEPREFTBHARMER ) : MIANRE. MSK B
FFtopic”’ NEEHEH B BIrEEH P BN <sourceKafkaClusterAlias>.topicl ¥ E
&,

- MEXFBEMES (BHEPHNREBEBNEIEEZN )  KEREENTBEEREFEFLUERE
HETLEMBIHITES,
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LR EXS R FCreateReplicatori®RMDescribeReplicator i
M TopicNameConfigurationFE& APls, #EZHAmazon MSK E#lIgEH TIERE,

® Note

BMIABRT , MSK EFIREBRERPRIENED , AETELNPRMB S ERKAE

B, XRATHEENEEREFNEENTESBRERTHEMETX S FTK , il
RESEHZHBEAEFHHE, NE , EUUCIREAEHEEEBHES (2FHEPHFRE
MERNEZEWR ) B MSK E#lss , MEEEFIHREFEEEEN. KEERD TEER
EMRENREEN RNRAEFNEE , AERESERRAWEBEMRE L,

4. BIABERT , MSK Replicator 28 FIFrE t#IE , BRTFEE. HRIEFFIFK (ACLs) MEAE
HERBE  UXUERHEER, IRZAENTRATAREBRBNESISS , MR SUEEXAHEM
REIDFREREH —NHZMRE,

® Note
MSK Replicator T&EHBEA , ACLs BN EWHEETNERZREABREHPEHNE
W, AHEBE  CHERBNEABGERTNAREE, GXEMAEL  F5H Bit
R e BIAWS K TS 8

5. EEMARAEHFHERD , FAATNELIRTNENREXNEEESFNESR, MNBRT , i
REAREAHEES.

6. HEERERT , EUNEREEREABRERNEE, NMREECRAESR  RINBWEERERE
BPHBEARNESRS E.

7. EBRNRERSD , ITUTE—RE

a. EFVEFEMEEMERKE IAM A€, MSK 255/ B3N RSHITA G S EHR
FRAMEERE , UERIME ALY RN B 5 MSK 58,
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Access permissions
Replicator uses |IAM access control to connect to source and target MSK clusters. Your source and target clusters should be turned on for
IAM access control with permissions for the IAM role. See permissions required to successfully create a replicator [4}.

(@) You can't change the access permissions after you create the replicator.

Access to cluster resources
© Create or update 1AM role MSKReplicatorServiceRole-. with required policies

(O Choose from IAM roles that Amazon MSK can assume

b. JEIEEM Amazon MSK A SR AR IAM A FEFREEACSH IAM AR, RIMNBUE
Ff AWSMSKReplicatorExecutionRole FEEM IAM REEH MBI BN RSHITAER , MA
RIRELEACH IAM KR,

- BB IAM At  EHEEEEAZACKNREN B MSK £8#H TIERMEANRE , HE
FLLT JSON fEREERREM —EB , 4 AWSMSKReplicatorExecutionRole Fff
meZAR, EEEERKED | N EMRF <yourAccountlD> B h EHISEERIKF 1D,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexrvice": "kafka.amazonaws.com"
}I
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws :SourceAccount": "<yourAccountID>"
}
}
}
]
}

8. HEHBIMEERTD  BALUERN MSK EFIRARIERE. BXREZER SR A
Amazon MSK &R MIrE, W TFEXE MSK E%i88 , ZOIBZEHHEN , FELAFEAL I
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BXE, MREESHFHBEELRE , WEXFT2BxRASIZEXE , RLEEFEFHES K
EFIFNEZREEHRSE,

9. EFEGIE,

MREERE katka-cluster:WriteData PR , #EZ# How IAM access control for Amazon
MSK works H#J Create authorization policies 7. BB ENRERFNBREF R katka-
cluster:WriteDataIdempotently R,

RAFE 30 DT RERINBIER MSK & #I25 H 1 #2 5 RUNNING AZS,

MREGNE—NFH MSK EFEERERECHBRNEFZ , MFHNEFSANZRTHRETBRE S,
WMRIEH MSK EFIB5E## R FAILED IRA , FSHREHES 2 HEE MSK £ #8589 1) 7,

‘"EE MSK E&lzgzE

B2 MSK E4I885 , BLZFWRERH. BNEH, EFHNERVESTTENEFRE, BRFEED

B-MHNEFRSEEAEEEEEMNEFERE. B2 , EUTNRBHMEHRRE , SINESHH
FHENERES,

1. B FHEhttps://console.aws.amazon.com/msk/Z F T FF Amazon MSK &l & ? AWS EIR{z
& region=us-east-1#/home/,

EEMSMERS , ZREHR[UERKSRNEHRIIEK  REEFEEHEEHN MSK £585.
R EIRTR,

HEHRRER D , FEREBEFER.

BB ERE—REREE MSK EFI2RIRE,

o K~ @D

s FRAAGTMELIIRFWENREIXNIBEEEEFNET, BRIAERT , MSK Replicator 25 #l
FRIEXHE  SRETEEE. HEEE R (ACLs) MIERAEAREE , LIS TTEHRERE,
MRECENTEATANEBNWESES , MaTLLUERXAHMRES D FRHEN —DPHZME
=

(® Note
MSK Replicator F2E#IE A , ACLs AABNEEETNEZEE A BIREEH T EHIH
FH, KAMERE , ENERSENBEABRERTHALER, EXFAEE , FSH
®Rit % mH#EBAWS X i 1T i .
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- T EAKAES , EANEANELIIRPERAENREIXNEERZEHWEARL. MIAE
AT, FEEMAREABMRES, MRAFIIRMEBLIRNZE  NXAEAFAES,

- EERESRET , BAULGAREABABREHNRE, NMREEEAES , RINBUEER
BEREHDNEFEERNELS T,

6. REEHX.

KABE 30 25T BRI BIE MSK & 4835555 RUNNING R, MBEH MSK E4EE
SN FAILED R , S HREHERS222,

I ER MSK £ 4188

R MSK EHIBR G2 R ( FAILED IR%E ) , N ReFEFEMBR. —B el MSK E%l28 , %
ER S EL%S MSK EFISRARERN BIRER . S UMERIE MSK EHZRH0IEZFHNEFR, MR
BB — T MSK EHIZEREBMREN RV EHIZE , MHFHEFRLMNEFTNRBTHES.

1. EEHNRERFTEMAWSX S , B FH fEhttps://console.aws.amazon.com/msk/ZR 3] 7 Amazon
MSK #Z#l& ? AWS EE#2H & region=us-east-1#/home/,

2. TSMERY |, EEEHEE.

3. M MSK EFIgFIxD , REFEEMRVEFIZE , AEIEZEHER.

R

& T LAE B ¥R B X g https://console.aws.amazon.com/cloudwatch/ R E AR EFEFHN

Amazon MSK Replicator ReplicationlLatency Messagelag, . AR FEFBFACEKBIMIE

¥ro ReplicatorThroughputE “AWS/Kafka” @5 Z2[8 T ReplicatorNameJ3 A LAE ElfE#R. &k A
LA\ & ReplicatorFailure, AuthError M ThrottleTime IEFRRQE [ B,

MSK #£#l & £ R84 MSK CloudWatch EHIBEHIEIRF . N2HEEHIRIIRTD , EREHBENSA
MG R EIRETR,

MSK & gz tE#r
AT HEFRER T MSK SIS0 ML E SRR

AuthError EERTBREEBLR N S MK E IR, EWIE MSK Replicator B EBE & IR IR |
B W12 Replicator B ReplicationLatency EFRMRERFHN ETL EFR. MessagesIinPerSecl R &
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EfRE  BiR L Dimensic 247 RigE RiBiE
2 s FHE  RRA
it ¥
i3
Debug KafkaClus R~ 5 katka&  Replicatc it# B
terPingSu HHNEHIZERE  rName,
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RTEELEE,
MRZER O
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A LA & Kafka
EBNME
IAM X PRIZE .
1B#E ClusterAlias
HWE | BT LA
EZiER 23
REFE R B
£,

EREFIRIES Kafka TN AREFE XSRS

A LAE Fl MSK Replicator 1R B Ezh-E3 S E -z £ FFH I , LAIRE Apache Katka B AR F B
Xy, AWSTEEZ-EREF , B MSK EFHRMBHERMMNBEARS . EX-HFRE
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ARESFEMNRENRE I , NS BEELE,
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ERBRNEARELNBRERELHEIE, BT MSK Replicator & & HI##E , Ktk 2 FAWSK
ISR |, TERLEMARERSEHIHBXE, SRUEREHERRBERERI ZREX
BHNRAREER.

ERE-EHESEF-WHEEHHRI
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M), TR BIENEXEN MSK SHEH FMBIXENER. RMNBUEERNMAWSKFEHEIT—
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FRARBNER,
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HY , ACLs RININREIERE T EH15REHFIRAIED , MSK Replicator 2 Bz E#EA]. EFSHT
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it X m B AWS K 1T i R 5 %
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o ITRHIRMHEBTINSHBEER.
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No message ordering
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B A REUA# (Bl EB<sourceKafkaClusterAlias>.topic ) MEHIEE ( 4l
. *topic ) KHBERAE,

Message ordering
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S EARR.
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6. B MSK EE LB ARt = ( HlI0 topic ) WML,
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XS 4 BIAWS X AT 1T RIS R # %8

WMRERIR MSK B EAWSFRIERN EX B R ERSFSSEH |, FELBETFREEERZHAF B 5 MSK
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. *topic ) WEEAE,

Message ordering
1. XA EREFLEHMWED (HlI <sourceKafkaClusterAlias>.topic ) BaIfERA
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HEHE B MSK £ENARIERHEHER.
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4. —BRSEAEEZXEFER , HOE - MSK 528 , SURRBEMNEBIXEHH MSK &£
HEFIEXEFH MSK &5 , MREHBNERVERENRE, IRREBEAZLXENHK
BEHEEXEHAMLFEN , IEERATUERSEAERENEXFRTRAEDRE, WMRRH
EFENEBEVERENRT , WEEXER AR SSH 418 [ 4 B X 5 5 B9 SR 5 45 A B (E AT 2033 &R
ToEREEXEHPHER,

XITE AWS KERITAMBIIRE
EEAWSKEN RS BHERE  LTUEDHZEE,
NEERAREIBEEHEHRE  FREATSREME

1. BIE—1FH MSK E5I85 , FHBERENR , TEFHENER , BRUBRENRE , BEA
MEEBEEMES (BHAEPHNREERNEREN ) .
XFRHAMEBEEARYBEENFERES HEEXEHNIRE,

2. 1£ Amazon HIEEF EHI8F LHMessagelagiEfr , CloudWatch BEEAEZIERO , XREAFTE
BEH S NHEEH R EFI,

. FIEBRESHTNE , FLAEEEIEBERNESE  HEIERIEEFTNESE,

4., ERHERIFHHERNFERAEZEN Max0ffsetLag IBIFER 0, LBREINELETFHAERE. &
SREEERELR,

5. FMERELETER , FLHEBXKEHPNEREHASHEEITEFNEREUTRARB K
g,

6. MREE-—FTHAUBRNIBRENFBEREH T EEFHNEFSHE.

7. WIEZEMIE Replicator FHBEMN T EBH S FIZHBEFNRESRE N ‘ERET, #R%E
Amazon CloudWatch @ FF EHReplicatorThroughputig#r.

BFAEE , SRAE— I HNEFBANERERNERAZREURTAMBIMEN , ERFFRIEE
BHEBERFTEPHMERE. REEZNHEBFRE  CNETB RIS XKEREFNEE. &8
A MSK EFIR2BaHEXLEHER |, BEREMFNHBIER PN ATEBE A BIEL 2 ML 5 5%
. & LA#E A ReplicatorBytesInPerSec RIS HI2SAEH BEIE, BHSIMSK £ #8515
Fro

MREATNREFEMEE , FRBUTSREITRE

REENHEBXENERSHI EXENERFEH EH B Amazon B Messagelag FE#r4EIE 0 2
J& , CloudWatch F R BIEME SR, TN ARBEIMEFTNSHEBEE KX

AT AREDRE yeE
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1. XHEAMBEEED -RXiFEP MSK BN LN EASR.

2. NWTEFH-WahHhid , ERHREETHBEN—RXENEREHFHINEXFENEHET. N TE-E3
hih , BT EMERE HI=R,

3. BIEEIEXEH MSK ERFVEMKER.
4. FRBUTRIFz-NSREE  BEABRRTNARFRESHFER,

No message ordering

MRBHNARFAEEEEHR , WEEAWSKXEBHEFERBEFZER (4

WMtopic ) EAFEEVAM: ( Fli<sourceKafkaClusterAlias>.topic ) MEHIEH ( 4l
. *topic ) WEAE, AT F (HIM topic ) NERABFMNAREBINEENSE — MR
BMRE. MREAMEBZOEEMARGCENEE , WREENEHTLE, MRRITRAKX
WER , WRANAEIDR.

Message ordering

1. RAEXF EEFEH ( HI0 <sourceKafkaClusterAlias>.topic ) BEIfEMAES ,
MARARER (HlI topic ) BEERRR.

2. EREIXFEH LB CERNTTNEARTRABERENLE , INERBLERN 0, LE
REFBERN 0, AR, FLEEXEER LEEHTENEAR. W, KREBEE=R
XEERWIBEILRMEEEXEPER

3. EEXEXEMEFH LR AT (HlA0 topic ) KIEASER.

5. fM ReplicatorThroughput f latency $EFr , RIEM EXB AR EREIE X P EF
MAESHBERELT RUNNING RS HETMHZ1T.

£/ MSK E#I2ReIEE3)-EFRE

MREBEGE-—NEH-THRE , EFFN MSK ERFBRMRHRERS , RINBWEERAE
BHARETEEHES (ZEFEPRNNEZELHRMEIR ) ) MSK EFI2R. ER , IFEREEHER
B H 5B SRIREE Bl £

REBLL T SIIEIR MSK 58 A MB#r MSK &8 B 2HiREE3-E3 b,

1. B3 MSK E#I85 , Ff MSK &8 A IR , & MSK &3 B fEN B#.
2. It LR MSK E#I2RfE , B2 — 1M EAEE B NIR. 58 A NBHRNESFRR,

3. BIEMALERRR , BAERBRFHREEANBEASERRBUTE -~ XBWEFPOARMER (HlwmE
A ) o
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4. DIERAFERE , SHERABRAITREREIE (Hl”, *topic”) RESEREMN TR —AWSK
HH MSK &8, X#  SNFEASNEINREER ( HlI0 topic ) BEVEZ XIZ A ith 4 B HY 2K
&, UENEB ST A <sourceKafkaClusterAlias>. topic BIERH EH X E SN EIE, X
MAFERAENEETENFEREL , IDs XY MSK Replicator I EA18 #2 B — N EBAT |, H*®
EERBERTREE.

MREEERGEFREE, G , TUAEAEREEEHES (24 EAPHREHEENETEH)
Bl MSK EHIBRAEEZ-FFRE , MARFEATHRETBEHES (BHAPIREE
EMRMBIR ). B2, BENESNEFSIFTIANBBELENSELATHA. XRRASHN
SHRFELERETENNREE , —XATES , 3 XATHLLRERER, EAUFER
ReplicatorBytesInPerSec IEFIRERBNEHIBAENLBEE., ESHLREES ., WiERaE
SHB BRERNBIEUARE MSK EFISHIENEIE , U EBEHEFEERRNRE—E&,

(® Note

MREAMREEEHRES (EHEPNREEENEEEN ) RIREEXF-EFHHH , BFEM
REFEEDEHFIOY , ATBEMIRRAEEE, hEFHEYTHLESHNERERKES
ERERH, ZNEARLTESETENTENELTENRLEESNER., FEAMESKX
15 Apache Kafka M AEFHEESIL,

fE MSK E#I887 Amazon MSK £& 2 a1

B EREREEREMEFRTERTE , BN EREXTAEBLBES HEMT AN T k&R
B, XR2EHN MSK Replicator £t T at-least-once E#I2h8E , XEMPHIBER T ATELSBUEER
S, NRENEREBRELER , BRBUTSRHITERE,

1. B -—MRATREEMBEFEHFHIFEFNEHE  FEHENERUERENRTE , BERME
BEZEMESH (ZFEPHNREMBNEZER ) o

2. EWERLREEHAFMNEENNR, ELEREZTBRFIMNZEN “XF" EEACLs , AR
MSK Replicator 2 Bai £ #IE(1,.

3. £ Amazon % iZMessagelLagE#r , CloudWatch BEIIZIEIRIEE 0, RAFIEREHCE
#lo

4. FIBHREEFTAE , FLEEFEFBEEANIBES.
5. EMEEX LA ELUERIIFNERE AR EN].

1£ Amazon MSK £& 2 8T % 413
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6. MBI T E N BEFHEZIBIER Max0ffsetLag Efr , EFIEEN 0, XXRAABABBIEH
2 E,

7. FIEEESRERNERE,
8. ENfREHRELNERIFERARHEA].

MBEEE MirrorMaker 2 i %] MSK Replicator

ZE M MirrorMaker (MM2) iE# Z| MSK Replicator , T TR :

1. F1EIEEER Amazon MSK 8B AL~ &,

2. MM2 AT ERIREFETE LWAMEHES. SRR MSK £8 E MM2 BERENFERAELR ,
L EMeT &% T AR,

3. BIE—NHHESIE  NEANERENKH , NEFEBMEEIRIEN IDENTICAL ( ZEFAHRHHE
BEBEMHESH ) .

4. EEHIZR4LF RUNNING RAE , BaUlBRABHRREEREAKRIENE~E,

HEFE MSK & #l25 R &

UTERETHBEHEE MSK EFIES s FEMNRZ, BXxEM Amazon MSK ThEER RIEFRER |
BZREEE Amazon MSK 8108, &t 0] BUR R & 6 2| AWS re:Post,

MSK & RS M CREATING &3 FAILED

TR MSK EHl2 a2 R Me —EHEILERE,

1. BRIEEEBIMEHB PN ZEFBFRENZ AR HUENN , BIAVFRER A BIREEH
Z2E, A, BRIEEFEFNZEARTEAEAN | XEANEZ KB EEBREFSD S
NEEEFR[RENRZLANRE. FSHIEEERER,

2. IRGBEENEXSEFIGREFS , FEIAEHERERSDH IAMFREZHESERRIESERBE TS
VPC &3, BSEEXE T M Amazon MSK % VPC FAEERE, L, BRIIRESERER LR
BEBER , LUE MSK E4ISS T LUEERRER, B35 ER Amazon MSK JREEE,

3. WIFZ#E 62 MSK EFIZRE M IAM ACREEFREREHNBERERMFANR, Lt
S EERIE IAM BEREEAEAZTENNR. FZH BEEEHERRENNER.

4. TINZHIMLE ACLs SR EBHZE MSK Replicator 58K RER T B bREEEE < 8 HERE,

MEEEE MirrorMaker 2 iF#%] MSK Replicator 414
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5 5 MSK Sl HEHRERNEERN , REFIBGEH TR ET2EA, XAURRET
HENE, BEACEARSN CPU EARISSHEHSFLTEEREINE, BERENRE , ARER
BB S =R

HAT ERRIESE | FERAIE MSK 45,
MSK E Hl25 Ll =8B £ CREATING R

AR, MSK EHIBAR TAEEKA 30 Db, BES 30 24 ARERREERNRS.
MSK & #8288 B E HIBIE R R E HI58 2 i

FREBIT SRS IR S HH &,

1. EAL S # MSK Replicator #£4t# AuthError 845 , #8IAEEY Replicator & BB EE W & 17 30 U 45
iXo CloudWatchfREELIERATF 0, BRELENEHEFREN IAM BEHNERRERER , HEE
BEREBNRIREELNR, BIE clusterAlias £E , EAIUHEREFRBERERERTEI S HR
EE IR,

2. BRI RERNBREFXERITMEE. SFFARTEHERIECNRERSBRER.
XHURERHATEESS, MERECHRN CPU FAERI S,

3. AT T # A KafkaClusterPingSuccessCount 3845 , WIEBHREFEHMBEIREFREE BT TLUM
MSK Replicator 58, CloudWatchi®#Z clusterAlias 4 & , BAI B ERERS BIRERETED
BHRIE R, WRZERFN O TEERER , WEEFTER. ENZRE MSK EFIFA TERE
FIEFNMERN IAM ABR,

4. A Amazon HFHIERR , BIAEH Replicator j&8 R 7 A £ P ANPR 0 T HBE,
ReplicatorFailure CloudWatch21 R ILIEFR KT 0 , BREEZE N ETBR AR IAM A,

5. RIEEHEREHBHNEATIRFREANENKREARESLES HN T BB METE, It
S\, FHINEBR AR NELSIR P EMNREKXMRBEBREE 25,

6. HEE , EFRTRFERE 30 WA REBRER LRAUAEBFINEEREI DX, MR
SERBENBBVER S (FMIN) , WEBRESH LOEETul @ REZEKBNEEEHTL
WEH, HE  WRBBEENREHLEFERLNIA/EE , WALMNERERHEES XHARFH
RBEEFTKRES . FSREEESFRFRRENNR,

MSK &SI F =B CREATING R3S 415
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BEREHPHEERBESREFETE

EREFIBTEN—52 , MSK EFIBEARBREFNERHFHERIBHRER. XARSIER
ERERVNENERLEETRNREE, B2, NRBESEHRCBRYAERA T HREARBERS
TheE , MSK SN ESFIABEN B EREBE , UEEANEBIBRERG , ZHERER
BAMIRERBE W RY 1t 75 BHIE IR B AL 22

MSK EFlzz RAZ ERARBESEREF LFTFEEREA

FREUTSREETHIFEE SR,

1. RIEENBREEFIRETETMIET. MRTR , BZRMSK EFFREEEFHBFEINAEHEH T H
o

2. RIEEEREHBRNEATIIRFREANENKREAREEEEFMEREANRMETE, It
A, FERIEREEDRBRNELIIRFHENREXTRFREE S 25

3. WiIf MSK EHIFRRECHBEMEFLOE T ZEH, EHEBRTRFERE 30 WHESEER
REFLRNACBRMNEINER S X, NREHBNEBNVERKH (RN ) , WEBRERH
LRIREB A EREBRERNEMEERBEFT2WES, NRREFH LANEREANERT MSK
ERRAREFHE , NZHRBEATREH I BERER. EERERH LEICEESF , MSK
EFERFFEREEH LHEANERERZ BInEE,. —BENHERFATHMNRREUXLH
B, MSK EHSRHMLAFZEREAEHIBRESH, RE , MIRABZEEREF LEFET L
HMAEEE , WAMNRERETIR T XPHENRBEFBES, BEREESHEFRENNR.

® Note
MSK EHIZENREF LWERERN T HEEARBERYS K XL ERELENEEELETES
XRigH A E#ITIRE, MREWERFEAEREF LHINER , MAERMELE , BAERE
FIERLNEREANIERES. XERBEANEBIBRERS , LN ERESENLE
BEZEEHEHE. NTRAPMERE , RERLWEREFZFETE LHEHNRRE (EBDXH
RE ) FiaEFE, HEPERER LN , MSK £ B3RP ER,

£ FIHEE1R S R FEF LR A0

UTREHERBRSHN —LEENRR,

BERERTHERRBESRERTE 416
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1.

5.

BIERMEHFR MSK ER LN S XHERBER, 2XIPH LSRR, BRERIXBEN
BS  FSEER MSK EFlSFNRERXEK, TREFSEFEA MSK EFRXARMFEELENENS
M XEo

FEHENRWAR DD X

HHE (MB/s) FENRDNDXHE
50 167

100 334

250 833

500 1666

1000 3333

WIEERFEM B AR MSK £REPREEEBHEMNEARERIFEHRE. MSK EHISRREIR

2 (MO WEAE hRYERER (AD)WERS, Bl RTEREHEATEN £
ERMBERARUTBEHAR, BXE% MSK £RANIES | B2H2?22,

. FEVRA B FRAWS XX Y MSK SN ERILER ATRESBIAE , EABURT R E1E F1F

PREVEERS. Bl , ERMiX (ZRZ ) ML AKX (e ) KENER BN EFIMEL |, 7£R0MN
WX (ZRZ) MKMEX (LR ) KENEFRETESN , EFEEEBERE,

 BRIEEFRRERNERERNERER LIRENRIE THHMZBRE, ETUER Amazon

F# MSK Replicator 249 ThrottleTimeg#r CloudWatch X2 & £ 8 L 9K I R & iE R 19 F 15t
B (AZMW RN ). source/target MNRLLIBFRATF 0, NN AEE Kafka RSB TR , UEE
FlRRREE £, BEXEEEFIREN Kafka FREIVER , ESHAEA Kafka [REIEE MSK EFI5#=H

HE,

ReplicationLatency ¥ —MNAWSKXIHIBILAET , MessagelLag ATRER I8N, A AWS FRFZIE1TIRN

EHEREELNE MSK £EFHAMENXEBHRER MSK RFEH4. MRERFEH , A lIGeHE
BARFHNERNBEAEEG@E S —MXiF,

E BRI MSK & 25 fE i 1T FEHERR ReplicatorFailure

% ReplicatorFailure 18¥r Al #E B 8 M = M40 MSK Replicator RHIE #IRIE, WIEFERNIEEE , B
BERAFEEFNAMAOFAE , RRTESENTERS :

« SHEX/NRE

& A ReplicatorFailure 55 7


https://health.aws.amazon.com/health/status
https://health.aws.amazon.com/health/status

Amazon Managed Streaming for Apache Kafka FERARER
- REEHELHEE
o D FHEALIE K/ AE

R iZ ReplicatorFailure IEFRIRENERNIES |, BRBUT T REFRAIE,

® Note
BXREZEMNESER |, B2 HAMSK EHIg515r.

1. BE—-1TREZEEER MSK B HIRE T Apache Kafka CLI TEMEF ik, BXRREEFHKE

Kafka CLI TEMER , BSHEEEIME Amazon MSK £,

2. 1Ehttps://console.aws.amazon.com/msk/ZRITFF L S i# MSK 2l & ? region=us-east-1#/
home/,
REHITUTRE -

a. 3REX MSK Replicator f1H #5 MSK £, ARNs
b. IREER MSK £EENREIRS, XERIFEEESRPEA.
3. BITUTES , SHEL—SPHIREBH MSK EHIEF ARN SREBiRK,

BWHRFUT REIRERR <ReplicatorARN >, <BootstrapServerString >l <
ConsumerConfigFile > S AHEE R 71 EFrE,

export TARGET_CLUSTER_SERVER_STRING=<BootstrapServerString>

export REPLICATOR_ARN=<ReplicatorARN>

export CONSUMER_CONFIG_FILE=<ConsumerConfigFile>
4. T <path-to-your-kafka-installation>/bin B , UITUATIRME :
a. REUTHAX  HFESGERN query-replicator-failure-message.sh,

#!/bin/bash

# Script: Query MSK Replicator Failure Message
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# Description: This script queries exceptions fromAWSMSK Replicator status
topics

# It takes a replicator ARN and bootstrap server as input and searches for
replicator exceptions

# in the replicator's status topic, formatting and displaying them in a
readable manner

#

# Required Arguments:

# --replicator-arn: The ARN of the AWS MSK Replicator

# --bootstrap-server: The Kafka bootstrap server to connect to

# --consumer.config: Consumer config properties file

# Usage Example:

# ./query-replicator-failure-message.sh ./query-replicator-failure-message.sh

--replicator-arn <replicator-arn> --bootstrap-server <bootstrap-server> --
consumer.config <consumer.config>

print_usage() {

echo "USAGE: $0 ./query-replicator-failure-message.sh --replicator-arn
<replicator-arn> --bootstrap-server <bootstrap-server> --consumer.config
<consumer.config>"

echo "--replicator-arn <String: MSK Replicator ARN> REQUIRED: The ARN of
AWS MSK Replicator."
echo "--bootstrap-server <String: server to connect to> REQUIRED: The Kafka

server to connect to."

echo "--consumer.config <String: config file> REQUIRED: Consumer
config properties file."

exit 1

# Initialize variables
replicator_arn=""
bootstrap_server=""
consumer_config=""

# Parse arguments
while [[ $# -gt 0 ]1]1; do
case "$1" in
--replicator-azrn)
if [ -z "$2" ]; then
echo "Error: --replicator-arn requires an argument."
print_usage
fi
replicator_arn="$2"; shift 2 ;;
--bootstrap-server)
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if [ -z "$2" ]; then
echo "Error: --bootstrap-server requires an argument."
print_usage
fi
bootstrap_server="$2"; shift 2 ;;
--consumer.config)
if [ -z "$2" ]; then
echo "Error: --consumer.config requires an argument."
print_usage
fi
consumer_config="$2"; shift 2 ;;
*) echo "Unknown option: $1"; print_usage ;;
esac
done

# Check for required arguments

if [ -z "$replicator_arn" ] || [ -z "$bootstrap_server" ] || [ -z
"$consumer_config" ]; then
echo "Error: --replicator-arn, --bootstrap-server, and --consumer.config are
required."”
print_usage

fi

# Extract replicator name and suffix from ARN
replicator_arn_suffix=$(echo "$replicator_arn" | awk -F'/' '{print $NF}')
replicator_name=$(echo "$replicator_arn" | awk -F'/' '{print $(NF-1)3}"')
echo "Replicator name: $replicator_name"

# List topics and find the status topic

topics=$(./kafka-topics.sh --command-config client.properties --list --
bootstrap-server "$bootstrap_server")
status_topic_name="__amazon_msk_replicator_status_${replicator_name}_
${replicator_arn_suffix}"

# Check if the status topic exists
if echo "$topics" | grep -Fq "$status_topic_name"; then
echo "Found replicator status topic: '$status_topic_name
./kafka-console-consumer.sh --bootstrap-server "$bootstrap_server" --
consumer.config "$consumer_config" --topic "$status_topic_name" --from-
beginning | stdbuf -oL grep "Exception" | stdbuf -oL sed -n 's/.*Exception:\(.*
\) Topic: \([~,1*\), Partition: \([~\]*\).*/ReplicatorException:\1 Topic: \2,
Partition: \3/p'
else
echo "No topic matching the pattern '$status_topic_name' found."
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fi

b. E{TILHIZA , &) MSK EHIBRABIER.

<path-to-your-kafka-installation>/bin/query-replicator-failure-message.sh --
replicator-arn $REPLICATOR_ARN --bootstrap-server $TARGET_CLUSTER_SERVER_STRING
--consumer.config $CONSUMER_CONFIG_FILE

HAHE TAERRREFEES , URZERNEE S X, AIEAZR -%1.:.,_\%%%%3&
=, EIL MSK E%U%%ﬁﬁa&ﬁﬁ’i&)’ifqﬂﬁﬁa_o HTZEBESLETAAENLERAVHEE ,
RERARE-—FHEEFHBEE, UTRRBEEN RO,

ReplicatorException: The request included a message larger than the max message
size the server will accept. Topic: test, Partition: 1

EN MSK EHlssHEREBRT R
AT BRI T BT REIB EIHY MSK S HI2RiRFE |, SR W04 & ## X L3R
HEK/PKTF max.request.size

R &A

4 MSK ERIZREA N EANEEANET 10 MB MEZERBIEN , MaREXHHE, BRINER
T, MSK ERIZR&EHI AN 10 MB HIEE.

TH R & MBOH B R RE,

ReplicatorException: The message is 20635370 bytes when serialized which is larger
than 10485760, which is the value of the max.request.size configuration. Topic:
test, Partition: 1

RRTT B

BANEBEHRBEANHENRD, MRTERITHRE , BFREUATHBARBFRES R,
5%/%\ ’J\j(:.FHEX%EEb XEIJEEj(lE/LA /J\

R &A
HHERDMEY BREHNRIOEE RN, MR EXHEIE,
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THERIEXVOE SR RO,

ReplicatorException: The request included a message larger than the max message size
the server will accept. Topic: test, Partition: 1

FRRTT

BABMEHRENBFREFETEN max.message.bytes B &, FEREEN
max.message.bytes MBRENEFRAKREZEER N —H. BEXNTHEENEE , BSH

max.message.bytes.

AR HSEE
FER

HIAXMHEENRERR , 2ANEENNRZEBEE T BREEN AT ER,
ReplicatorException: Timestamp 1730137653724 of message with offset @ is out of

range. The timestamp should be within [1730137892239, 1731347492239] Topic: test,

Partition: 1

FRRTT R

£ BFREEH message.timestamp.before.max.ms BEEH N AFXKETRIBETE B H
B, BXIITHBRENEER , S H message.timestamp.before.max.ms,

B EE KX
R &

HAXHHENRERER , BRHLEXNEI T HEREHF LN EFRENXER KD, MSK £EHI25
Ay R LA E K/ 1MB.

THR XM RERRE,

ReplicatorException: The request included message batch larger than the configured
segment size on the server. Topic: test, Partition: 1

RRTT B
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BIR&EEEH segment.bytes BLEZE DM SHEALIE K/ (1 MB) —# K , EFIZE T selF#H 1T
5+
BZ

£, T BEFRERN segment.bytes EF N E L 1048576 (1 MB), BXRIIRENELR | ES11
segment.bytes,

® Note

WMREN AR LR RE ReplicatorFailure IEPRH LK HIFEE , FEEWEHREE , E
FZERRHFE,

£ MSK & Hlzs Ve {E 3Rk
AT NEBTEH Amazon MSK E #1283 E N RIESSE AT KRE,

FB
. £/ Kafka fREIEE MSK E4IssFHE
- REEHREH

£ A Kafka PREIEE MSK EFlzzFHE

BT MSK E#IRR I FREHNEMR , EFTRLKSBREF LWEMERARZITR, TRERR
THREHNENFENESHNHBETHE, BRIMNBUWENFERENEREREEMENEE , AEIT
EmERENZEREHELE,

RN AERERN BAREE LN EHISRRE Katka FREL , 2% MSK SR UEANEE, B

ERAMEHFIRH. NETRRIFELT —IHSIMAZRIFVNEFENFTRERRE , EXNEYF
T WRIFKTRAEME L.

FERRBIT SR BRA

1. RRFREFHNVSISRESB/FAE, BESHEIKEL Amazon MSK B 5| SLE,

2. ®E MSK E#IRFEAMBRESIMITAR® (SER) . XREHT CreateReplicator #&EKH SER.
& LA A Replicator B DescribeReplicator a5 F12EL SER,

3. fFf KafkaCLI T& |, X REEHZTUTH T,

./kafka-configs.sh --bootstrap-server <source-cluster-bootstrap-server> --alter --
add-config 'consumer_byte_
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rate=<quota_in_bytes_per_second>' --entity-type users --entity-name
arn:aws:sts::<customer-account-id>:assumed-role/<ser-role-name>/<customer-account-
id> --command-config <client-properties-for-iam-auth></programlisting>

4. T ERGSE , H¥IAZ ReplicatorThroughput EFRABE FIREHIBRE
FEE  MREES/NMNMSK EFIZZRAESFARSHITAR  NEMNBIZURFNAIR. MRER
BNEFISREL MR , EEATRANERSMTAL,

BXRERAWRIMN MSK IAM BHRRITNEZER , 5 Multi-tenancy Apache Kafka clusters in
Amazon MSK with IAM access control and Kafka Quotas — Part 1,

/A Warning
REWRER consumer_byte_rate AIgE2 S MSK EFIBFUAEAN B XIE1T,

IRESFFRE T

BN MSK MEMERNTRSHEFREASREYR. MANRBHN 7 X, BEAEELEE
WX MSK Serverless £EEE.
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MSK £

AIIRM S Amazon MSK £ HAWSITHEERI S,

S

« S&HAT Amazon MSK B Amazon Athena iF 8§

« Amazon MSK B9 Amazon Redshift 7 23z & H

« Amazon MSK HJ Firehose £

« AWS Lambdas Amazon MSK &£

- B Amazon MSK ##l& %Rl Amazon EventBridge Pipes

« Kafka Streams 5 MSK #HREXEH MSK Serverless £ & # H
« LREMERALEE

& AT Amazon MSK #Y Amazon Athena #E#25

£ A& T Amazon MSK #J Amazon Athena i%3#%8% , Amazon Athena BE#B XY Apace Kafka EBIE1T
SQL &ifl, ERALLEESRTE Athena PR EF Apache Katka £8 , UITHWEREFEE.

BXREZEEL |, B3R (Amazon Athena BF#ER) HH Amazon Athena MSK iE3£25,

Amazon MSK Y Amazon Redshift ik & EL

Amazon Redshift kK B Amazon MSK By &/ El. Amazon Redshift SERBEIEELMRER. &
EEMNH R RERBIBEM Amazon MSK HELE| Amazon Redshift R{&{L B &, BTFAEETE Amazon
S3 HEFHIE , Amazon Redshift B L EIRA IR M E KM F RAREUREIE. BLUERA SQL iE
AJ7E£ Amazon Redshift 58 F#il @ Amazon Redshift B ERE , LA Amazon MSK @it 1T 5 HRIE
MIERE,

BEXEZER , 52 (Amazon Redshift BIEEF XA RIERE) PR R TR,

Amazon MSK HJ Firehose £

Amazon MSK & Firehose 5% , Al —f LIRSS ES. TRIEBWHBRAR , ATEHRM Apache
Kafka S£8#& X ] Amazon S3 ##E#. Firehose B —TURVIZEL, ¥, ME (ETL) RS, T
M Amazon MSK Kafka B HiEEEIE , TR ( HliER Parquet ) |, FRBEREHEA
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https://docs.aws.amazon.com/athena/latest/ug/connectors-msk.html
https://docs.aws.amazon.com/redshift/latest/dg/materialized-view-streaming-ingestion.html
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Amazon S3, REFEEEIA ESEHFHUX , BRAILURE Firehose it , LAEM Kafka T HiEEAR
HEXT SINE, TERENRE , TR EERNARRF W EEMERR. Firehose 28X H E|
Kafka TBMHBEE BT BF , MELRFERNM Kafka BRI FT 1%,

BXREENESER , BSANATHE.

{Amazon Kinesis Data Firehose 7 X A & $E®) F Y Writing to Kinesis Data Firehose Using
Amazon MSK - Amazon Kinesis Data Firehose

- {8% : Amazon MSK Introduces Managed Data Delivery from Apache Kafka to Your Data Lake

- SXIH'E : Delivery to Amazon S3 using Firehose

AWS Lambda5 Amazon MSK £ /X

Lambda S/ A E 4IRS (ESM) FEH Amazon MSK SEEHERFIETEMN Lambda BB , ZEET
FAEN BHRAR NRERREELALNEFHNEE, ESM E£AOffsetLag BRI EB A
SEXHEHERERR , HEFREEHRAR[RUASHLEEE.,

BEXELZER , AT RELEETPFMWE Lambda 5 Amazon MSK Bt & H. AWS Lambda

i3 Amazon MSK 12l & 1418 Amazon EventBridge Pipes

Amazon EventBridge Pipes AI¥RR 5 BfriEZEiEEX, BEEATXENRENBRZENRNSE
B, AXFERZEERNYT 7. EventBridge Pipes R T —MEEAT BN AN , AL Amazon MSK
S BH%E 23 Step Functions, Amazon SQS # API Gateway & AWS AR% , LAK Salesforce EE =54
HH4BEBRSS ( SaaS ) MARRF.

BREEE , HEERR, MOWERFE, EXAEY T, RAEASHEREERB R,

f£ Amazon MSK E#MiFMEETNE L , BUUEEFERAZERENRFENEE, SETLELRE
£

- Jazh EventBridge B HlARXEFEEIFHAFE..

- B30 EventBridge ###l AR BIE—MNALEFH N RKRHOHEE,

BX N Amazon MSK EEHBEENEERFENEZEE , 2 H (Amazon EventBridge User
Guide) 9 Amazon Managed Streaming for Apache Kafka cluster as a source, < EventBridge
Pipes Y —fix ¥ 15 5. , iHZH EventBridge Pipes.
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https://docs.aws.amazon.com/firehose/latest/dev/writing-with-msk.html
https://docs.aws.amazon.com/firehose/latest/dev/writing-with-msk.html
https://aws.amazon.com/blogs/aws/amazon-msk-introduces-managed-data-delivery-from-apache-kafka-to-your-data-lake/
https://catalog.us-east-1.prod.workshops.aws/workshops/c2b72b6f-666b-4596-b8bc-bafa5dcca741/en-US/amazon-data-firehose-integration
https://aws.amazon.com/blogs/compute/offset-lag-metric-for-amazon-msk-as-an-event-source-for-lambda/
https://docs.aws.amazon.com/lambda/latest/dg/with-msk.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-pipes-msk.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-pipes.html
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T E$EE Amazon MSK &8 # EventBridge Ei&

1. ¥TFF Amazon ECS 2 & H &R EH.
2. EE-IEEH.
3. HEERWAGENHEL A6 EEERIATF,

ERETFAS L ERENERAFMARFEENRENMAEENSIXR , 24

4. RFEEEEE Amazon MSK EENEE :
HRIBXEEBNEZFAEFEE
- EEEE,

iR ES B3 EventBridge 8 # A1

IHIB
J;L
AL
H
—
o
i
=)
=)
o

BEHEE
o &R Amazon MSK E£&8HEZDEE

LigES BT EventBrldge BHANCZEEEE , H Amazon MSK £EEERNEEXKIR.
BEXREZER , 5510 (Amazon EventBridge User Guide) ##J Creating an EventBridge

pipe.

« BEALUMNEHNENERUEEE, ERER  RABEMNRERXEPIEFECE EventBridge B

B,

Kafka Streams 5 MSK RiEXEF MSK Serverless & & fEH

Kafka Streams ZXFLREMBERES K. BRSHER (Hlwitdh,. RERbE ) CHEER , §H
REEEEAEE Katka EFH, A, — LIRS FIR (5120 GroupBy RE S X ) NIFFHL RFM#
RN Kafka B, BIAER T , Kafka Streams RIFHARMAE EFN X LN ETHITHE

WMRIX L FFARFE |, Kafka Streams MBI AEP Katka E8, HEIERNIPEM , Kafka Streams X
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https://console.aws.amazon.com/msk/
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-pipes-create.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-pipes-create.html
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segment.bytes Bt E#H THEHRED , FHFHHIEEN 50 MB, £ A PIRALIERN MSK Serverless FLiER
MSK Al REFFEE , SIFEEBLIRH AN segment.size, At , RAGRSELH Kafka
Streams MAEFTTEMEA MSK RIERE D MSK Serverless BN EBEE,

B MSK IR E = MSK Serverless Liz21TiX## Kafka Streams N ARER , BX4MBTRIEZRAE
FT, A, ELRIFEETTM Kafka Streams TEZFHRNEBE. ARG, QIEHEMN A Kafka
FHE,

(® Note

- RHFE Kafka Streams FFEHFHRZER , AHRKBR TR ETNZER, BXxmBEE
FHEE |, 15 Kafka Streams X H Y Kafka Streams DSL B AR F R Rz ER/ .

. ﬁ#ﬁﬁ&iﬂﬁ&ﬂ’\]ﬂ%ﬂfrﬂ%ﬁ'\ﬂiﬁﬂz Kafka Streams R FATEFH application.id AREIR
AZERF application.id-statefuloperator_name BI&Fro

FB
« A MSK RIEXIES MSK Serverless |2 Kafka Streams R FATEF

A MSK RIEAR R MSK Serverless i Kafka Streams N AEF

R Kafka Streams MARFFNHE application.id i%E&HN msk-streams-processing , AT
5 MSK IR MSK Serverless 812 Kafka Streams AR, At , EFEH count() &
B, CEE-IMEFZBMHAZED, Bl msk-streams-processing-count-store,

E 0| Kafka Streams M AR , BRITUTIRE -
E3

* l/\7J|J9:F Jg ﬁ

- RIEBNEER

(Al ) REFBEMR
« BEREERRH

RE HinBEER
1. f£M Kafka Streams XA E RS EIRKIZBBRSLEES,
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https://kafka.apache.org/38/documentation/streams/developer-guide/dsl-topology-naming.html
https://kafka.apache.org/39/documentation/streams/developer-guide/dsl-api.html#stateful-transformations
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RSB — L RHIEFE count, aggregate = join,
2. BMERNEFI?XEUBRETTMLESS,

LT REESE—MBERSH count() =&,

var stream =
paragraphStream
.groupByKey()
.count()
.toStream();

3. EmZEE , BASINMNERDLESRSAINER. BRELEREE  HTENGIEEEZRGE. i
W, count() BER—FREEBRIE, At , ©BEE Materialized 3,

BXRBITERSBRENTEENELR | BHS09 Katka Streams XREF ML,
ELLTRAIG |, H Materialized £ count() EZEBFMEBIMHIRE N count-store,

var stream =
paragraphStream
.groupByKey()
.count(Materialized.<String, Long, KeyValueStore<Bytes, byte[]>>as("count-
store") // descriptive name for the store
.withKeySerde(Serdes.String())
.withValueSerde(Serdes.Long()))
.toStream();

IR ER

Kafka Streams ¥ application.id ERABEBEHRNEIER , H& application.id HAFE
X, #Hltn application.id-internal_topic_name, AEEBRZLEM Kaftka £ , B LEH
Kafka APl 1 #Y €172 Apache Kafka =& = AdminClient RHMNEESIEEHE,

RIFFEAZRES , AIEA Kafka Streams HEINVFEMNRERE , I ABENHE., A%
cleanup.policy Ml retention.ms FE X E(E,

FELLTRAIF , /A AdminClient API BRI EREH I application.id IREF msk-streams-
processing,

try (AdminClient client = AdminClient.create(configs.kafkaProps())) {
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https://kafka.apache.org/38/documentation/streams/developer-guide/dsl-topology-naming.html
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Collection<NewTopic> topics = new HashSet<>();
topics.add(new NewTopic("msk-streams-processing-count-store", 3, (short) 3));
client.createTopics(topics);

EEEFAEEHT , Kafka Streams MAEF A #EH msk-streams-processing-count-store
FTHIT count() =&,

(Tik ) RETEEH
A E A AIMNER B SRR RGN , HEFAFETBNEN. U T REERMMAETHIMERER,

final StreamsBuilder builder = new StreamsBuilder();
Topology topology = builder.build();
System.out.println(topology.describe());

UTHEERT LR REBRAIEN,

Topology Description:
Topologies:
Sub-topology: 0
Source: KSTREAM-SOURCE-0000000000 (topics: [input_topic])
--> KSTREAM-AGGREGATE-0000000001
Processor: KSTREAM-AGGREGATE-0000000001 (stores: [count-store])
--> KTABLE-TOSTREAM-0000000002
<-- KSTREAM-SOURCE-0000000000
Processor: KTABLE-TOSTREAM-0000000002 (stores: [])
--> KSTREAM-SINK-0000000003
<-- KSTREAM-AGGREGATE-0000000001
Sink: KSTREAM-SINK-0000000003 (topic: output_topic)
<-- KTABLE-TOSTREAM-0000000002

BXRumAEARIMNDRENESR | HS5 1 Kafka Streams XA B Kafka Streams DSL A2 F B
wREER.

R IEERF R
B RE T W R EERFH —LRE

GroupByKey() B B =2 E /RO

groupByKey() -> groupByKey(Grouped.as("kafka-stream-groupby"))
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https://kafka.apache.org/38/documentation/streams/developer-guide/dsl-topology-naming.html
https://kafka.apache.org/38/documentation/streams/developer-guide/dsl-topology-naming.html
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EM count() B IEERFH RAI

normal count() -> .count(Materialized.<String, Long, KeyValueStore<Bytes,
byte[]>>as("kafka-streams-window") // descriptive name for the store
.withKeySerde(Serdes.String())
.withValueSerde(Serdes.Long()))

BOX count() W BIZE R/ RHI

windowed count() -> .count(Materialized.<String, Long, WindowStore<Bytes,
byte[]>>as("kafka-streams-window") // descriptive name for the store
.withKeySerde(Serdes.String())
.withValueSerde(Serdes.Long()))

% O3 suppressed() B @5 & iz EAF R~ Bl

windowed suppressed() ->
Suppressed<Windowed> suppressed = Suppressed
.untilWindowCloses(Suppressed.BufferConfig.unbounded())
.withName("kafka-suppressed");
.suppress(suppressed)

KA E#RAERE

I S MSK ( 3T Apache Kafka BV FEERIFEMA ) X3FEA T Apache Flink B S E RS Flink
EH , £ALS# Bedrock £ AEMRA , AN THER LT XHERAEZFNENAIEERN
BREFNRE. up-to-dateMSF IEE fE{L 7 FF3K B Amazon MSK RE BN R HRFEAAERRIALE
RERPHERE  TEREAENRBEATEASNEER. NEBREFESARESEE,

BAI LU MSF SR B E ) A Bedrock BNBR AR BFLEERREHBRA , RS Service H
OpenSearch XL H AK Amazon MSK BIER&mEHIRS|, XEETLLUNREXENBENLTXXE
Bedrock BB K KAEESEAEMELES , TEREBENRBENTEKERA up-to-date Al TR, ik
ALLUERERATRERRNBEI REROAB X IFRBESHERRWKE LangChain , ZEXZFERT
BEENNEREM A, ZERERE MSK, PSR AER M OpenSearch KE1Ff# 2 8] Y BB E R F
LI FEETUEEITHER A RARE , MTAREEKRESEK.

IR RERAERETEULTAWSKIEGER :
- BERILMILER : us-east-1
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BZBM : us-east-2
BEXM : us-west-2
#=3K : ap-south-1

B ‘R : ap-northeast-2
#hnig : ap-southeast-1
& : ap-southeast-2
Z I : ap-northeast-1
&KX ( FEF ) : ca-central-1
EZ54E © eu-central-1
ZIR : eu-west-1
£ : eu-west-2

B2 : eu-west-3
ZRZF : sa-east-1

ES ]

- EAXHOERAERZAREEEN

E.“’j\ﬁﬁﬁ H /u\FﬁH*ET%EﬁAE. EIJFEE CloudWatch H /Lr\*”j:El*-F

/|_,\ %u iju /ljllj 'I'i

HERBEOENER

/|_,\ %ﬂ —.I-XJ.: /Jnlj ’H:-

EATEM MSF RZBARRFF Amazon Bedrock HIPT A IEFRIG AT 4 3 5 A2 /F 5 Bedrock 1E#F,

SAEERANERBRAE K IERER BT,

CloudWatch,

%F OpenSearch R%

BedrockTitanEmbeddingTokenCount: ¥ 1% @ Bedrock & V£ MERPFFEEHRKIHRE,

X LEFEFR 2 H EmbeddingGeneration RESE #RH —

BedrockEmbeddingGenerationLatencyMs: 1k & &% WK B Bedrock #9118 57 Ffr 16 22 AV B [E] |, BA

ERVNEAL

, B AME R AT HE4R

B S AR A
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https://docs.aws.amazon.com/managed-flink/latest/java/metrics-dimensions.html
https://docs.aws.amazon.com/bedrock/latest/userguide/monitoring.html#runtime-cloudwatch-metrics
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 OpenSearch LRGN EIER | BHS R (L S# OpenSearch FRFF X EHER) CloudWatchH #Y
“fif [N 5 #h 5 #2 OpenSearch TRFES o

« OpenSearch MELEEHF : HSH (L% OpenSearch FREF X&) CloudWatch i #Y f£ F IE
O OpenSearch &R,

BRAZENOERALERZ R EFEEM
Managed Service for Apache Flink M AR ZHFEm AR P EAIELEHLAR JSON HiE,
ZEFEUATHMHALEER

« MRMABBTENESHEXER , MRABZNAEE, OEBIEFEPIEREXEMERRA .

« HWMARIEN JSON X, NARFAVFEE JSONNREFRENEE— 1SS , UAT
BMATRE. MRESNME  WAERFAEOE\L  HEQEREEFELRE. MEREERETS
R85 H B E B ATHR A

BMAERK | ZRARFZEFETH Bedrock RENFTE XARAEE,

ERXEVREEE#TRE . NABRFERAEZEFPKF HPHIAE OpenSearch £8 ( MELESR LTRSS T )
ERAREBRARNBIENE NN, FH Opensearch TIRSEFLIERMERS|N |, FEXSLHEARNEFZREMN
embedded_data.

5 MSF ERKL , EFEEEEMIRE , WE1TERMmERAEREXKHRE,

5 MSF BEEXELL , 8l MSF NARRFE , SAEREFI AR CLI EAWSHK - F LUk & 7538 301 M
ARERF. AWSTaRNEE3 MSF RARRF. RA4MIFA StartApplication API (@33 CLI RiEH A )
TR NARFIZETT.

BB BIE - RNARFT AT ARG T TRAWSIKS KR ARNKR B2 HBHBIE.
BERBEDECER

AEFFHRMTHERGE O RCER.

HERBIEE BB

1. BROUTHRRBER

MEBRTRSEE MSK £8 | HEHEF—/1MHZNEEHEHNEE,
2. Bedrock i&& : EIFTER Bedrock 8!, BHBEIZ XM Bedrock ST :
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https://docs.aws.amazon.com/opensearch-service/latest/developerguide/monitoring-cloudwatch.html
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/monitoring-cloudwatch.html
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/managedomains-cloudwatchmetrics.html
https://docs.aws.amazon.com/bedrock/latest/userguide/model-access.html
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» Amazon Titan Embeddings G1 - Text
 Amazon Titan XA A V2

* Amazon Titan Multimodal Embeddings G1
« Cohere Embed ( % 3R )

« Cohere Embed ( &R )
AWSOpenSearch WiE:

o IETTLAfE FATREL B = o IR S5 88 OpenSearch RS &E S
- OpenSearch RFEEVMNEDLE —INEKEl,

o MBRZITRIFEAOpenSearch TIRFERES , BSVUERXEERES, AXRUNRECERS
MiFMEE  BSHAREFRXTOEBEEONERFENARENY, ETHREXRRKEILNESE
B, i55 A mazon Serv OpenSearch ice H R B IEEINAEW B,

(® Note
BlERERSIN , XMMEACEFERBH embedded_data,

- MRLITRIFEAOpenSearch ERENES , UFENERCEN MSF NARFAR (28
Opensearch G RIKEE ) ERERAPRMBENESE R, OpenSearch B4 , FWEIARRHFRIE
B OpenSearch BEREN “AW" #1F. XREABHA LR ZEEIMSAEN.

- A& , BOLUS AX OpenSearch URIRWIFRINBUEETL R, BSE S RABHHE T,
£ Ao iF aws: CreateStack IR A BEF,

BI{E MSF 2 A EEIER , ERCERNARRF,

ERFERGENARFNRES D , EEEREH,

MERTHREREFR | EFEXN A NAERFER.

REMENRE, BSAUERNHERS.

EFRIPBERFFHEB CloudFormation &,

P

. CloudFormation ZPEBTR/G , #EICZEMN Flink NAREF. RENARFNETHRE .
. BAILLER R AR FH change/add E1TRIE M. AXREEXEEMHNIFAGE , BSRAETHE

HEE,

® Note

xE
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https://docs.aws.amazon.com/bedrock/latest/userguide/knowledge-base-setup.html
https://aws.amazon.com/blogs/big-data/amazon-opensearch-services-vector-database-capabilities-explained/
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/fgac.html#fgac-enabling
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/fgac.html#fgac-enabling
https://docs.aws.amazon.com/systems-manager/latest/userguide/automation-action-createstack.html
https://docs.aws.amazon.com/managed-flink/latest/java/troubleshooting-blueprints.html
https://docs.aws.amazon.com/managed-flink/latest/java/troubleshooting-blueprints.html
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MREFEAB R OpenSearch MELE , BRMAREE AR EHREG,
MBREHTMEEEFHENFLEESR , Bhttps://FINEIEK OpenSearch MELE VPC 4
w TR URL #E R sink.os.endpoint HigmE LT R

MRMEBERR LB , FHARK MSF NARFALTRERN, BXEZEERE , F25
% >>>>> express-brokers-publication-merge type= “documention” url = “managed-flink/
latest/java/vpc-internet.ntml” >Apache Flink B T2 FiE#EE| VPC W ERSH BB M A
AR 55 17 [E] AX BR o

12. NATERERIFESR , & Run., NARFFFHKRIET.

13. 7 MSK &8 #HIHEHR.

14. S % Opensearch &£# H 3 E| OpenSearch 2 HIE R,

15. EERFIERL , EREMNIERHRI, KN ZEISAREOXEREOEH A,
16. ETHRNATEFEARSIPFHENNE , BSACADNEERES,

IR NEEE
AEBNAENXN A NABFEREERENESEN CIRNEEE,
R R AR

MSF RV EFE , B NARFRERETMER.
MSK &8

MTHFI R PIEFIRER G2 MSK &5,
F&
AT IR B F B2/ E-AY B o
AR BIERE
WMRER MSK RIBEZHFERMA , BTREFRFS,

MR MSK i H A= JSON &= |, EiEEF JSON, EHRAK JSON @&+ | FEH A JSON HiE
EENHEKIEZE Bedrock A4 ERA W F BRI E K.

Bedrock #k A& &

MBIRFIERE—I, BREWEFHEERPERFRENE , FEUHZHERATEES LK. SEFMSH
Bx3+ Amazon Bedrock E & 28y 8] 1R .
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https://docs.aws.amazon.com/bedrock/latest/userguide/model-access-modify.html
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OpenSearch &£ &

MNTHRSIRAPERFTOIBAES,
OpenSearch M 2% 5| B ¥

EFRE LIRS R ZENEERS
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Amazon MSK PR

LS MSK AWS K= BEINEH. BRIESHER , BUSNMNKFNESNEAEEHNTERNHR
BETXEH, AWS K/

£

« 1€ Amazon MSK #i& R #8 tnEL &t

« Amazon MSK ¥R EEE

« Amazon MSK tRIEXEELE

- MSK & #lI28RE

« MSK Serverless FR#l

« MSK Connect FR#R

£ Amazon MSK fiE 3R 18 hnEe &

&R LA A Service Quotas B H| AR IFRHIF BB ME N XFHE . AWS CLIZIE Service
Quotas 25| & 3% 5 A HEMAWS Support Center ConsoleBit & , 1518 A 617 iR 55 Fl &8 =41,

Support ATLARLE, $EL I D HAASNEFTEMBER, RFEMFTSIAREME , TREE/LRS
B

ER RS RIAEF B ERES RS

1. 7E https://console.aws.amazon.com/servicequotas/ ¥TFF Service Quotas 2 H| & .
2. MuTEEMHHSMEPERE -,

3. EEMSMERSP , &EE AWS RS,
4

EBERRSEF , A msk , RFEHE Amazon Managed Streaming for Apache
Kafka ( MSK)

ERSLIF , EFEERFEMETNVEFTEH. HlL0 Number of brokers per account,
R E R K P B

NTEMEHRE , WAHREHE,

EFEFER
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9. (W) EZEEZFEFEFEMFLERKIIEHERNER , FEELN SMERPRFEGER.
X FFLENER , BRFFRRASUITARIINER. HFRODEIRESRN Pending, REEHR
NEBERRHG , BFE Support PEEITRES, BERHIRS AT ERRS 2.

BXREZEE , SRAAEAAWS CLISE SDKs FREIMEH , 5550 Service Qu otas A~ 5 HY
HRE NEE

Amazon MSK Fr/ERIEBLEN

TR#ER T FrERENE,

HE [T EE
FANK R 90 ERFEESHES , BRIR
SHmAMEF A

BNEBNRER 30 &R ZooKeeperE T E# & ERFESHNER , BEHRIR
60 R~ KRaftE FTB &£ SmAMEF A

BENMNMENR/DNFHZEY 1GiB

BNENRKF#ZR 16384 GiB

BNMNENRK TCP EZHK 3000 ERSHERS , B LER

( 1AM 5 E#= ] ) Kafka AlterConfig API =

kafka-configs.sh T Eif
¥ listener.name.clie
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