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2. M Amazon EC2 ZHI A2 HERF , EERHNEH,

3. K “BHRAHRE TH B F , IAZNEFHBITENWNEREZR |, LEETTUBRWNN E#T
BER, 0 MSKTutorialClient.,

4. ENRABRFNEFERGERE (LDBREMRE ) T , ¥ TLIBRERE AMI) |, iEFTL L
Linux 2 AMI (HVM)-A1#% 5.10 , BIASEEBRE,

5. MNTEPFIEE | REBBRINER t2.micro,

6. F“BHXM (ER)"T , ERMNEREARNICUNE—IHZFHAN., MREFTEERANT AN ERES
BEEH , WA LU R ERAZAX B Proceed ( TH#HE ) -

EOEFBAX , FHITUTERE

a. IEFE “CIERBHN".

b. XF Key pair name ( X &% ) , i A MSKKeyPair,
c. NTFHBAXMNKBMAMAXERERN , BREMRALERE,

d. 1%$® Create key pair (BI2 X)),

A, EETERIEBHA .
7. BTEITEART BREAEL 85 , AEHTUTERE

XTF IAM KHIEENH |, FAREFLEF/RITENAAN IAM BE,
WMRERE IAM AE |, BRATUATIRE

i EFRGIERAY IAM MAR L
i. PITTER2: BE IAM BEFREENFTER,
8. EERZHXH,

9. EREREXM. RF, BX2EH , EREFNRFIXRENZEE, EHHARFLREENID,
LU ERER.

10. FTFALTF https://console.aws.amazon.com/vpc/ B Amazon VPC ###1&,

1. ESMBERTD , EFRTLA, KE ID RIFE the section called “BIEEF PHREH,
12, FEAHMNET+ £ | EBHEA G,

13. &#F A,

14, EFHAN D | ZFREDHABERE. ERINE-NFED , ZREFRITEINRZEA, X
REERIBEFHITENXRFERELBHRHA,
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15. IEBEREAN, RE , EENZ2ATUESIRKETM RITENZSANRE.

T—5%

S 4 : £ Amazon MSK & a2 B

S8 4 . £ Amazon MSK 86| B

HEIT1aEA Amazon MSK BILL SR |, BFEEEFF iniT EHl L& % Apache Kafka HFImEMTE ,
REBIRED,

/A Warning

RHREPEMM Apache Kafka MRA SN R, BUEERE MSK S£EHIRAE R R & P imhik
R, BRIBBEFFumhR A o] gEER D R L THREN = ER SR IRIE &

F&
- BELMN MSK EERA
- EEFWITE LG ER

B MSK SEEFRR A

£ https://console.aws.amazon.com/msk/ TF Amazon MSK ###l&,
FESMER | ERECIE MSK £F#NXE,

1EE MSK £8,

BEEZE 8 EFTA Apache Kafka BYARAN,

FARBEFH Amazon MSK IR A SSEFIBRANELS IR 3 PIRBAVRE,

o &~ 0bh =

EEFImITEN L SIZEEH
1. Connect E#EIEHEF IR,

a. ITALESE EC2 #£%|A , Wit Ahttps://console.aws.amazon.com/ec2/o

b. HESMBEKS , & Instances (Kfl). AfF , EFEEFEUENEFIVNBNZULHNEIRED
B3 IREFIwITE.
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c. IE¥E Actions (R1E) , AR/FIEIE Connect (E1E), RRIFEHIAS PR | EZIENEFHRIT
&,

2. &% Java HiRE Kafka lRAEHIFETE,

a. BUYETUTHTEFFRITEN LZE Java,

sudo yum -y install java-11

b. fF MSK &£&#H#H Kafka IR A FHEERIREEHRKAFKA_VERSION , 1A T as BT R. EEMR
—-|-$EEI:F y YF%B%E xg{n/u\o

export KAFKA_VERSION={KAFKA VERSION}
Bl , MBREFEANR 3.6.0 bk , EEAUTES,

export KAFKA_VERSION=3.6.0

3. T EH#RE Apache Kafka,

a. BT TS TE Apache Kafka,

wget https://archive.apache.org/dist/kafka/$KAFKA_VERSION/kafka_2.13-
$KAFKA_VERSION.tgz

Blan | IREH MSK B #F F Apache Kafka Mi4s 3.6.0 , HiZTA T @ Ho

wget https://archive.apache.org/dist/kafka/3.6.0/kafka_2.13-3.6.0.tgz

(@ Note
BUTFHIRIIE T — L HAMR Katka THER , IRREBIMEMRE , fRATAERAIXL
1§am\o

s MRELBEFEZNBSIEEFHERER , FZ1HEA Apache EBIERET |, WA
IR

wget https://www.apache.org/dyn/closer.cgi?path=/kafka/$KAFKA_VERSION/
kafka_2.13-$KAFKA_VERSION. tgz
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« BIEM Apache Kafka M T £ 48 51 89 RS

FRARER

b. £#L—FHF TAR X THRENVERZRFEITUTHR
tar -xzf kafka_2.13-$KAFKA_VERSION.tgz

c. [FHOIENE FNTERBRFMEKAFKA_ROOTHMEZEF,

export KAFKA_ROOT=$(pwd)/kafka_2.13-$KAFKA_VERSION

4. RIEH MSK EERE S HRIL,

a. TE$KAFKA_ROOT/1ibsH FH TFEHEHRAHK Amazon MSK IAM JAR X#., RAUTHS
TESME , H{LATEST VERSION}Ei# N EFRRASS

cd $KAFKA_ROOT/libs wget https://github.com/aws/aws-msk-iam-auth/releases/
latest/download/aws-msk-iam-auth-{LATEST VERSION}-all.jar

Amazon MSK IAM JAR X A FENEFiwmITENER IAM B4KIEH R MSK £8,

(® Note

FEZTEA SR MSK S8 B Kafka @i w28l , YRATEER E& Amazon MSK

IAM JAR X AR INEIYREY Java KRR, [ RECLASSPATHINEZ & | WA T ROIFT
o

export CLASSPATH=$KAFKA_ROOT/libs/aws-msk-iam-auth-{LATEST VERSION}-
all.jar

XRFCLASSPATHR BANSEIRE , NI JAR ATA TAIEELH Kafka @85,
b. ##ZI$KAFKA_ROOT/configB FEIE&E F#E & X,
cd $KAFKA_ROOT/config
c. EHIUTEMREIGEMMIEF 4R, FZXHREFAN client. properties.

security.protocol=SASL_SSL
sasl.mechanism=AWS_MSK_IAM

sasl.jaas.config=software.amazon.msk.auth.iam.IAMLoginModule required;
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sasl.client.callback.handler.class=software.amazon.msk.auth.iam.IAMClientCallbackHandle

5. (W% ) MREBIFMASHNEMEXNAZ K REEELEBRENETTRS X , N JLLFE Kafka
TEHK Java K/, Ak , BEIZEIT Kafka 85 ZBIREKAFKA_HEAP_OPTSIMEZ &,

BT RO SRR N HRERDEBIRE R 512 KFT. REEHEFERNTARGERIRA
Bix(E,

export KAFKA_HEAP_OPTS="-Xmx512M -Xms512M"
6. REEHEFEEZEER.

a. fE https://console.aws.amazon.com/msk/ 3T FF Amazon MSK #1154,

b. FHEHNWRBZNEN. XUREZR/LOHNEE. BREZNEDE  BEEFEW.
X EEI S EESERBENTE,

c. EREFEFFWEER.
d. EHNARKINEEFZTS,

BRABNELEARB=ZNRR. FEPF-MERFHREFRETEEE
FIBOOTSTRAP_SERVER , BIBA RGP /Re <bootstrap-server-string>EMRNEEF
¥ YRR E.

export BOOTSTRAP_SERVER=<bootstrap-server-string>
7. BITUT@REREIEBEE.

$KAFKA_ROOT/bin/kafka-topics.sh --create --bootstrap-server $BOOTSTRAP_SERVER
--command-config $KAFKA_ROOT/config/client.properties --replication-factor 3 --
partitions 1 --topic MSKTutorialTopic

MR HNoSuchFileException# a, iH#fRiZclient. propertiesX#F#& T Kafka bin
B R el TEE FH,

(@ Note
MRIEFTERNENSTFERECLASSPATHINET £ | B A LA IZCLASSPATHE EER B
Kafka S8 SRR, XA E OB ERNATZEESRD.

CLASSPATH=$KAFKA_ROOT/1ibs/aws-msk-iam-auth-{LATEST VERSION}-all.jar \
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$KAFKA_ROOT/bin/kafka-topics.sh --create \
--bootstrap-server $BOOTSTRAP_SERVER \

--command-config $KAFKA_ROOT/config/client.properties \
--replication-factor 3 \

--partitions 1 \

--topic MSKTutorialTopic

8. (Wit )RIFFEREERMEIE,

a. WRWHTHI , BNZSBELTHEE : Created topic MSKTutorialTopic.
b. SIHAAEEBUEINENEBEFE,

$KAFKA_ROOT/bin/kafka-topics.sh --list --bootstrap-server $BOOTSTRAP_SERVER --
command-config $KAFKA_ROOT/config/client.properties

WMRBHERBBIERHEIR , FSAHEE Amazon MSK EEFHH R BSUR EUBUEHERRE B

9. (W) MRERBEAHMENFEIRHIRENETE  BHRIBRTR, BN , BLLBUEIREL
E , AR RBIFT R,

unset KAFKA_VERSION KAFKA_ROOT BOOTSTRAP_SERVER CLASSPATH KAFKA_HEAP_OPTS

T
HW 5 ERNERRE
S5 ERMERBE

EFFRER Amazon MSK BYtb SR | A4 BFNE A BUE,

& RHE R E B
1. BITUAToTUREESE LR,

$KAFKA_ROOT/bin/kafka-console-producer.sh --broker-list $BOOTSTRAP_SERVER --
producer.config $KAFKA_ROOT/config/client.properties --topic MSKTutorialTopic

2. WMAMENTEER , ABIKE Entere EERNITHIRARFE =R, R\ A—1THIZ Enter &7,
ZATAERBIMAEE ZIZFEH Apache Kafka £,
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3. NEEFEFBITENNERZERBITARS , AREFEOHRITHASZITENNE - 2IhiEE, BT
XE—NMHEE , TAEBXIREKAFKA_ROOTFMBOOTSTRAP_SERVERIMEZ &, AX A% E
XERBTENELR | BSREERiRiTEV L2 E/,

4. FEREEFPHRITEINE-NMERFHRETUTHTUAREGHEERE.

$KAFKA_ROOT/bin/kafka-console-consumer.sh --bootstrap-server $BOOTSTRAP_SERVER --
consumer.config $KAFKA_ROOT/config/client.properties --topic MSKTutorialTopic --
from-beginning

HIRERRHEEFEaTH , REZETFHREI A ARNER.
5. HEEMBEOPMAESHE , HUREEE RECFHAFEEQDP,

\‘\\_H_

_F_

£6d : FHLLPE CloudWatch Z2F LT i# MSK 18%r

$£6% FHTLP CloudWatch EF I L # MSK 545

T FHREALS#H MSK” iX—F7 , ZFEFL ST S MSK 845, CloudWatch

EEPEZF Amazon MSK #E#r CloudWatch

1. 3$TF CloudWatch #Z#|& , Mt R https://console.aws.amazon.com/cloudwatch/o
2. ESMBERT , EFER.

3. EEMBEEHRETF , AFIERE AWS/Kafka,

4

BEEERBRIIMIEFR , Bi%#ER Broker ID, Cluster Name (R ID , 8 &), W TEHRIHN
FEFR , %R Cluster Name (EE B 1)

(k) EERERTD , RRESZTRENSEE , REERAXERESE CloudWatch ER.

o

T—5%
S 7 - B AR AWS KR
SIRT : BIBRAAHEQNEN AWS HIR

HEITEER Amazon MSK M&RE—HH , BHRMIBRAN A HECEZN MSK £RANEF Hmit &,
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EfBREIR |, B EHA AWS Management Console

1. ¥ https://console.aws.amazon.com/msk/ TF Amazon MSK &l &,
IEFREBRN BN, Bl , MSKTutorial &8,

%32 Actions (81E) , RIF1%E$F Delete (il BR).

ML S# EC2 #2414 , Wik A https://console.aws.amazon.com/ec?/,
ERERNEF iR ENLIZEN S| , 6120 MSKTutorialClient,
EREFPRE |, REEFL A,

I

BB IAM KB &

1. fEH https://console.aws.amazon.com/iam/ $TFF 1AM 2 &1 &,
ESMERP  EEAG,

EERED , MALATHELEN IAM SEHNER.

EEAE . AREENERASHEIINER.

ESMERP | EERE,

ERERED , MALATYECEN KRB ER,

ERERE  ITHBERNE, ERMOBERE L | EEM0ERERE.
M ER

© N o g M~ w0 b

Amazon MSK ) I /R

Amazon MSK 2 —TE£ B Apache Kafka fR% , © T AVEIHEFNIEZTEA Apache Kafka 43
REBENRARER. AEMREMUNGEE TR XAR T # Amazon MSK Y T/E/RE LA K tn{a 7 R F
BERFPAEMAER Amazon MSK,

BAKME , Amazon MSK 2t 7T — N T2 E M Apache Kafka &8 | ZEFHTEEMIEME, AWS
XEREZEFTSEOERE EC2 356, BEMKZRE, BE Kafka RERMPITHELEFEF. Hik ,
A LR X THWERBRERF , 1k Amazon MSK RA4EBEMZEH, Amazon MSK 2 BHZIEEXERIT
B, FRIANEER, ARMETRE. S TAMNBERBENE , LBREN Katka £FTEE
SEA, RIEREEE T Amazon MSK FIXBAMHURNAEASREERBENARERF.
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EEENTEE LS

Amazon MSK EE 2R A U EIKF R elZH EE Amazon MSK BiR. AT W EBNENARTE
TLHY Amazon MSK #84, BXRAIUTE MSK £EE ERITHAMERENTIIR  FSRUTRE :

o XEXIHAE : AWS Management Console
* Amazon MSK API Reference

* Amazon MSK CLI Command Reference

£l

- B MSK T B E R

+ B Amazon MSK £

« 3T Amazon MSK £8

+ JREX Amazon MSK &M 5| SR E

« ¥ Amazon MSK T fii B K £ 8

« EH Amazon MSK £EEMNZ iR E

« ¥ & Amazon MSK EEHHREHE

« M Amazon MSK 8 BBRNRE

« A Amazon MSK £8P EREREFHELE
« EH Amazon MSK EEARE KX/

 7£ Amazon LinkedIn MSK _tf# /] Apache Kafka By 2 &l R4
« ¥ Amazon MSK £ EE

« B3 Amazon MSK EHHWRE

+ 71 Amazon MSK &/ MixE

« EBEF Amazon MSK £&

- MIBR Amazon MSK T fii & K &£ 8%

B2 MSK TS & /Y &5

/A Important
PIEERE , B EE R MSK Mk EEEH VPC,
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82 MSK MEE&EE 2l , BLFEZEHMAE ( Amazon Virtual Private Cloud VPC) #1£iZ VPC NigE
FM,

FNFEEFES (MAFELILE ) HXWIRERLE , FEEEFRANTENTARBEAFNTM,
R M Amazon MSK WEHRXFH , BAUEERB =N FN, ZHFRLTYTFRBATAX
H, XTF Express RE , BEEE=ATEANTAXHPEA=NFM, HE0E MSK Bl EEE
B , Amazon MSK & REBT i s EREBEEN TN L,

FB

- FABIE MSK Fifl B/ ER AWS Management Console

o FHAMETAER Amazon MSK £& AWS CLI

« FABEN Amazon MSK BB BIE 8B BE X Amazon MSK BB EE AWS CLI

+ {#£H Amazon MSK API #2 MSK il & £ 8

FRABIZE MSK il E /Y &£/ AWS Management Console

AETFFHSREHRTERATHNEENLCIEETCE MSK Bl BEBENELES. AWS
Management Consolef F 12 it # H £ I AWS Management Console , BIE AT MABIZLUTRE -

- ERSBRER
o (ER PRIERIE ETA MSK Tl B SR

REBPHNERF

- SR ARERRENEE
- FR2  BREFRNERHRE
- PR3 BMEMERE
- FR4 - BERERE
« HIR5 : BEWEIET
- FR6: EREEREE

SR NREFRENEE

1. ¥ https://console.aws.amazon.com/msk/ TF Amazon MSK & &,

2. EEROIEEE.
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3. WTHHGREE  FERAENYE,

4. H'EREW A, BEE-IE-BTEY 64 MFRHHEN.

5. WTHHXE K #ECWME.
6

Xt F Apache Kafka A , BEEFEEERE LE1THMRA, EEFE Apache Kafka lRAZHFHY
Amazon MSK ZheEMVLE R |, BIEEEFRAFRAME,

7. HEGZEAN D, PITUTHRE

a NTFEEWXD  WHBUTHEAZ—
C RBREA  AERSRENENFRNELE, Ty RORE, HERTANEFLER
RRFESERBR,

- ELLH EARLEERHNES Kafka KB, N TELEEREFHNBEAIAER
8], BIERLAERE,

BRXELLHARBENELZER , BSHAL T MSK £L/8KE,
b. WFREXR/N , BREEHNUE., AFNEFHEFERERERATERNOKR D,
c. T '‘KEHE F , ZFENAEAWS JHXDHHNHE,

NTRESTAYE , REZZAFTE=NTTAK,

d. XNFEMAXEHEZLA , BIEELEFE Amazon MSK EENATAXR PRI ZNRERE, 54
ATARNRNMERSNMNTAX , BMNEFNRNMEH N30, ZooKeeperE TEH &
REHFKRaftBMNEE 60 MUE,

SR2 BEFRNETFRE

IR ENAEFREREREREFEFIRAEEFEEN, XAUFPERE THEARFERE LI
BEEZER, A, EEREHR T EHREREFANERFLERE, XEREGHENERE. RiA
FRREN D R FMH R,

1. MREEFAERBENINE , BE F& BoOWITUTEHRE

a. XNTEM A LEREFEEFHANINETHE. CIBEHE  EXERDEHEERE,

b. (FiE ) RFELEFENRERD (KOAKRD) | BEAVUBEESMENTEEFRELE,
BEIETL AT B BMNMUER Amazon EBS B2 BT AMVH A M H (1/0) 48,
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EF AL, B x86 IFRE K/ ( EHIK/D ) katka.m5.4xlarge EKX , RETF
Graviton BYSEfHIi%#% kafka.m7g.2xlarge E K., AR5 , &P ‘SEATMREFHAELE” 8%
B, BREPNHERE  BOUUFHEESVEL 250 MB HERE. N TEESE. 7
TN FREMERERN /0 BEE T EABINARFIIEER. BXEZER , B2H 777

c. NTHEHEFHERX  BEENAEEHTFHNEERE, WIATURE T ENELLAERNE
ERBENMEE. FRBRUATEIZ— :

- {X[R EBS & : FAE TBHRFELR M FHEEZMMBESMEHL D E5E 4 XRFH
(Amazon EBS) % L, &FIHE A1 E — BRI LT R A IRIE 77 R HIE B H 2o

- DEFEM#F EBS 17 : FFA# Amazon EBS BIEES Amazon S3 F AEHKBENZ TN
WIERREMEE S, EXTERIK Amazon EBS A , XEFEKWHIERZNTE |, H+
BEEAITHRETHZDT BEME. NELBLUERNEAAIHBEERIERKTE |, HEMIT
EHER2IEFEE , FEFHES,

® Note
BT ENEXpressZ LN EEEFH,

2. WTHEBEE , FEEUTRIZ - RELERNITH

« Amazon MSK BRIAELE : @8 —4HEANBEBRAAFSHT TRILHOTIENEE, HF %I A RIR
WREMIEBERH., Bx Amazon MSK BEEEME LR , BS R I E¥ MSK il Ef &,

- BEXEE : AFZEEECHREBNEIEIZE, BULMIIRPERAENEENEE , T
DO EENEE, EFILETNAIXENELE ARTHIERS , fINGENMREE, ©2
REF,

3. BEET—HUME,

HR]3: MEMSRE

MEEEE L T ERE AWS EREHPHEHEL N, X8HE VPC, TRARXMFM , SAIRIRH ML,
RSN RNEN RS,

1. XITEBR , FITTRE
a. EBREMTEEK VPC,

B EER 21



Amazon Managed Streaming for Apache Kafka FERARER

b.

BREEMERNTHAXKE , EEERFAEMTHXMFM,

NFEEAT (MABRBLILE ) XHNIFELLHE , KFFEERINTENATARPEARD
FM, ERA Amazon MSK WERXEHF , BALEERF =N FMN. BHFRAFLTF
B AT A X A

Xt TF Express R , BEEE=ATRENTRAXPEA=NFMN,

O MSK L EEARS , MSK 2 FRETN RIS HELEEN FM L,
XNTF Amazon FZ2H EC2 , FARFUBRERERTEHLANRH — IS 22
B, XL Amazon EC2 22 HEHENEL AN ABTHIERE, fl , FrRINZE4.

MBBIEESEHAZNZSA  IXTRREEEFEACTINRR, BEEXRE  £FE
ec2:DescribeSecurityGroups R, BXEZEE , S HEREE MSK £,

2. EET—ZUHE,

FR4 BHERSRE

1. H'R2RE BoH , FITUTERE

BT — RS 5 RN RN ERESF - HmX EH Kafka EF TR

s REFGHRIEMNHR : AFEFPRETRETIMSHARIIEENER T HRER, FEE
ERZENRE , TREFRFELZEHRERK, EXESZEE , S H msk-unrestricted-access-
checko

- EF IAM AN EHRIE : F£H I AWS AM AF/ARERAZEF RS ARIENRN, th
EEY IAM REREXNEFHENEEES. RMNBEWEEPETHNARFERALLEZE
AWS,

+ S@Q@ ASL/SCRAM S RIE : EXREFFiniRHFH#EFH AWS Secrets Manager FAF &
MBABERUBITERRIE, T MSK M Secrets Manager £ RiXEZIF H L Lt A
FHATHARIE,

EREEXREHFNRIINERER | 8% Secrets Manager FEIZRAERR. RE |
MEFEREZBAEXK, BXBFREFHSENESER , 287 Amazon MSK &£
% & SASL/SCRAM ARl

- B TLS EF %M RIE AWS Certificate Manager (ACM) : RF ERARFILPERF i
MREBZR#THEE LRI, B4 AWS Private Certificate Authority (AWS Private
CA) BLBE N SENWEFHEEHTRE AWS IKF

BIEEE
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EA1RZUENAESEI mT AWS Private CA LS B3 MSK S&FERAIMIUM so XFEALL
BRBEZAK TLS P PCAs XEAEAN MSK EFHH#THMIIUE , NTIREHEENER
=,

2. EMZES | EREATNZRBESEEN KMS B4ARE, EXEZEE |, i5SH the section called
“Amazon MSK &Nz,

NBASRERTNEZE TR FERIENTESE , MEAIETHNZIRFBEINZEEZERY
R Mg,

3. EET—HUME,
S5 BB RET

BN ABNAHREENZLEmER , URNARENEEZLE AL, BEXEIRE | ErLAMEN
PWEBNEITIRR., MEERBEHRRRE, BXEZEELR , HSH the section called “Y5 2 £ 8,

1. NTHEER Amazon CloudWatch #8545 , FEBEUA T HEEE Iz —. EEMNERRFIKRENEIR
#5 2 &R, , CloudWatch A F Al {L F &R,

a. EAXER: BH-AETHNERRIER K TEINTARA. ERFNERTRASHER K
BRERB A,

b. EEALERINWKEE  BHIFANLLEER , BETNTE, KA SEERGZENERE
MEVRIBIEHR |, Bl n BB IEREMAIE infout WET . & read/write 124ERTE], BE
AR EERTTE , MERRIOERDARE TN,

c. HWBMNEFIREER : NENETERMER , EFFONER, ARURINTUERE M THEZL
LENEERI, KR LEEBENRERNEENEILER , SINEEETEN D EEEE
RHNERREIREEHE,

d. #BENZXEEER : RESI N7 XERANERIE , EEFIHMIR, ERHEH TUEAE
BRENETEFEN 2 XVER , NRERFANKGE. L7 SFEENEBREENGE
W7 XAGERE , PN RBIER FER.

BXRIVENRZEZLHRBEESNMNERRS LATANERNESES |, 556 CloudWatch #R/EZ
L @RISR M CloudWatch RiE &£ L ARV iE#T.

2. (Wit ) MEREAEH JMX Exporter, Node Exporter # & 348 22X Prometheus &5
HigHR | BIEE “BEA Prometheus B RAFRA LR, BXMETHNESER , SR £4

Prometheus #1753,
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3.

4.

5.

(A ) EREMN MSK HERE AWS RS N FAIE B ERARIE & AR SS 25 LU 1T i PR HEBR M =
i, WRBRUT - RS MET. MREHFFEXLERRR , Amazon MSK B T &R & EIE,
BXEZER , ®2H KEHE,

« {£3%%| Amazon CloudWatch B : CloudWatch {E &R, EEM AL AERIEE,
TEEFF , BIEBM D BHE AWS Management Console,

« {£% %] Amazon S3 : ¥ BEERNXH1F#E Amazon S3 FiEED , AT KHERANE Y
o

« f&IAZIT % Data Firehose : ¥ HEXIEZF Firehose , BAME B3£I & # OpenSearch AR
& LAt TS B R HEBR o

(k) A THRBNRG, AARBRENES , FEBRRFNFHREURBENHNEIRMFEL, Al
m, ERAMNBEXN@EFFNTFL, Load testing Test
BEXEEHTPFERANSNESZELR , BHSRHF Amazon MSK E£ERINRE,

BT — S LIBEE,

Sh6: EEEREE

1.

EEEHNRE,

R RE RS UERE I EENEMRESED R AN ENFF.
RO EEE,

EEHFAEENHNERFRER S FESLERNIRE. & Amazon MSK TIBEET , IRE
MEFERIBENTED, HRBNESN , BUERIER, AXEFRSNESER  FSRT#
MSK Tl i B Y £ ERT o

fFE A ZETRE E/ Amazon MSK £& AWS CLI

SHLLT JSON HHEHRFERXHF. FXHHHE RN brokernodegroupinfo.json, ¥ JSON
IDs FFREBRAESENFRXNBNE, XEFRAANTFRRBTHAXS, "Security-
Group-ID"ERAEF I VPC I —NMHZNLLEAMN ID, SEXERLAXBKNEF KT
A&, MREZEESELENZLA  NXNBREBERNCSIHNR, E4KE  £FE
ec2:DescribeSecurityGroups R, HXRH , FSH Amazon EC2 : RiFfERFI&F A
HEAXNEEESHE VPC XBH Amazon EC2 £ 4, &5 , HEHEH JSON XHRFEE
AWS CLI ZERit&EH L,

B EER 24


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_examples_ec2_securitygroups-vpc.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_examples_ec2_securitygroups-vpc.html

Amazon Managed Streaming for Apache Kafka FERARER

{
"InstanceType": "kafka.m5.large",

"ClientSubnets": [
"Subnet-1-ID",
"Subnet-2-ID"

1,

"SecurityGroups": [
"Security-Group-ID"

]

}

/A Important
3t F Express R , EBFREEZ=ATRANVNATAXFFEA=ANFMN, BEFFTEENE[NE
FFEMERNE .
NFEEAD (MFBEELILI ) hXWIMELKLHE  BEEERNTENTAX P ER
MANFM, ERHE Amazon MSK ERXEHF , BAILEERI =N FM. B FRL
RN TARNTHAXP, ELIEERN , Amazon MSK E&IEEMN F Wz B ¥ 2 BAE

-+
TR

2. 1E{RTFbrokernodegroupinfo.jsonX KB FZRFIEITHLT AWS CLI &%, "Your-
Cluster-Name "B R IRIRBNENR. IF "Monitoring-Level" , BEULIEEUAT=MEZ
— : DEFAULTPER_BROKER, ZXPER_TOPIC_PER_BROKER, BXEX=ANTREALERIINEL ,
HZ[?2??, enhanced-monitoring 2R ALEN ., WMRAKFHE create-cluster i HHFIEE
TS, WIERFIEN)N DEFAULT,

aws kafka create-cluster --cluster-name "Your-Cluster-Name'" --broker-node-group-
info file://brokernodegroupinfo.json --kafka-version "2.8.1" --number-of-broker-
nodes 3 --enhanced-monitoring "Monitoring-Level"

ZaSHEm BT JSON FA7R :

{
"ClusterArn": "...",
"ClusterName": "AWSKafkaTutorialCluster",
"State": "CREATING"

}

BIEEE 25
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® Note
create-cluster B ARELIREEIR , BR— MRS N FRABENTARTZ X,

RERERS , ZERREFTAZIXIENTARX. FUETEATZZHNTRAXN T

W AREEIR create-cluster s,

3. RTF ClusterArn @ME , RN EFEZRT B EEHIITHABRE,

4. BITUTHSREEEEMN STATE, E Amazon MSK TR & &8t , STATE fEM CREATING & H
ACTIVE, IRAN ACTIVE i |, BENERFER, EXREFHRESNESZEE |, 55H 7# MSK

BN EERS.

aws kafka describe-cluster --cluster-arn <your-cluster-ARN>

EABENX Amazon MSK BLE6|22H A B E X Amazon MSK B EH £ & AWS CLI

ﬁ?é HE X Amazon MSK Bt E A K i{a I 2 XLH BEME L |, 5SS the section called “A42 A HL

O

|

1. ML JSON REFRISXHHF |, configuration-arnBHRNERTRIBEENEEMN ARN,

"Arn": configuration-arn,
"Revision": 1

}

2. 1817 create-cluster R HEMA configuration-info ®IIEEIEE L —FHREFMH
JSON X#. REIWT :

aws kafka create-cluster --cluster-name ExampleClusterName --broker-node-group-
info file://brokernodegroupinfo.json --kafka-version "2.8.1" --number-of-broker-
nodes 3 --enhanced-monitoring PER_TOPIC_PER_BROKER --configuration-info file://
configuration.json

LI Rz Tt a5 5 /9 5% 3h e 7 = 451

BIEEE
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"ClusterArn": "arn:aws:kafka:us-east-1:123456789012:cluster/
CustomConfigExampleCluster/abcdl234-abcd-dcba-4321-alb2abcd9fof-2",

"ClusterName": "CustomConfigExampleCluster",

"State": "CREATING"

5/ Amazon MSK API f2 MSK Tt B &

Amazon MSK API A& BRI EMIREERERHEM AP UEES A ZNEEEN MSK MEES
o

EFH API 8122 MSK Bl ERV R , BS R, CreateCluster

5 Amazon MSK £&

EIRE Amazon MSK £ 5| S RE | 1’@3%‘2%%21% Amazon #RBF (ARN ) ., MREEEIZER
B ARN , ATLLES S AT B EB KK BT, iB5S[Rthe section called “FRENE| S L L N7,

FA

- EAHIHER AWS Management Console
- ERASIHER AWS CLI

- fEF API FIHI 5B

A% H &8 AWS Management Console

EIREL Amazon MSK £# 5| SRE , BFEEEHM Amazon BFEEM (ARN) , MIREEHZEH
B ARN , ATILUBS S HFr B£8R K EIT, iB5S@the section called “GREVE|I S L L N7,

1. & FH1Ehttps://console.aws.amazon.com/msk/ZRH T F Amazon MSK #Z#|& 2 AWS
Management Console region=us-east-1#/home/,

2. ZREFSTHKFS TIHXENMESR. AREEFHFAGENEFNEN,

EA % HES AWS CLI

EIRE Amazon MSK £85I SRE , BFEEHMN Amazon BIFEEM (ARN ) . MIREEHFZEH
B ARN , ATLLES S AT B EB KK BT, iBES[Rthe section called “FRENE| S E L N7,

PR >7


https://docs.aws.amazon.com/msk/1.0/apireference/clusters.html#CreateCluster
https://console.aws.amazon.com/msk/home?region=us-east-1#/home/
https://console.aws.amazon.com/msk/home?region=us-east-1#/home/
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aws kafka list-clusters

£/ AP 5 B &8

EIREX Amazon MSK EE K 5| SRE , BEEELRHMN Amazon #IREF (ARN ) , MREEHIZERH
B ARN , ATLUBS S HAT B£8R K EIT, iB5S@the section called “GREVE|I S L L N7,

EFH API 5| HER | iES#FListClusters,
E$EZ] Amazon MSK &8

RIMBERT , REYEFIRE MSK £8{ TR — VPC 8t |, siEFREHREE. BIAMBERT , Kafka
& Fim M MSK Proversion S8 Z BN EBEEHRILEN , ENRBBEBKZTABESERMNEH. E
ME MSK B ENEFimEEIZER  FEREFN AU EFEIXEEFHREEAREN AL,
AN, BREEXEMNNER , BESRLLEAAN, BXRIMAINESERFML TR — VPC HE Amazon
EC2 Efli5 a8 =B , S [Hthe section called “FFaEA",

® Note
KRaft JTTEIEE X MSK Express RIB R EERE R /E AFF SRR 215 E,

EM MSK £& VPC NS E FIRIEREENZER AWS | 557 Access from within but outside
cluster's VPC,

ES]
« BAX MSK fafi B R N TR
« DNAEB AWS LAK & VPC K SMER 1T 15 R

BRI MSK TR B &5 2 U5 (R

Amazon MSK R F#&iE R FF B XF1E1T Apache Kafka 2.6.0 RE S RAHK MSK FE EEHKEN £
HRENR, HFZEER , BEQE MSK EH#N T EZFBARBRNE, B2 , BUUERINGERH
DEETTHAFIHE, BETURIE—FER  RENHEFTESN , FETHIFHE,

IEE AT MSK SEE N AR ITEMNIR , TEXMNHFARA , Bt HEFHNBEFTENIIRE AWS
BREEARH, BXENNEER , S H Amazon EC2 IZREEM.
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https://docs.aws.amazon.com/msk/1.0/apireference/clusters.html#ListClusters
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_SecurityGroups.html#SecurityGroupRules
https://docs.aws.amazon.com/msk/latest/developerguide/aws-access.html
https://docs.aws.amazon.com/msk/latest/developerguide/aws-access.html
https://aws.amazon.com/ec2/pricing/on-demand/
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® Note

MREFEA R SASL/SCRAM % mTLS TAE1EHI S E , MABE R EFFIZEE Apache
Kafka, ACLs A5 , EMERMNEE LN Zallow.everyone.if.no.acl. foundEHi&
BN false, BXRIMAEFHEREBENEE , S Mthe section called “REE BEIRIE",

EF AN MSK Preversion £EM AR B RINIR , FHRAREFHBEUTESRY -

- BEEBIBNFRLTRLNEFN, BIMNREBFRBE—INS2XEKNAE IPv4 ittt , AF IPv4
a9 E M 20 Amazon VPC EM AR XEWE FRAMEBERRAEBEREETERAN
Ko BXRUMABIEZMMMERNMXHER , S (Amazon VPC BFIER) FHEREBRMNMN
XBEH VPC BEEMifEl,

« RAGMHRIERHRIIEEISIKE , HESMEDFF BT HREEE X2 — : SASL/IIAM, SASL/
SCRAM , mTLS, BXIAEFERFHMNIHRZEHIHFENEE |, 5 H@the section called “EFEFHZ
N

- RAMFBEBENNMNER, FRRERVUBEFNMNIRINRE, XN TEEHFHTINMBL TR C
BHNEHE  TEREFBENR. Akt , ¥ TFEEHEPHOMNZL FRARSHIBNES  TEREF
BRI RNR,

- REMZFFRZBINBENXAEXT KA, BXEEFSHMMAKAMNEE | E5@the section called
“EHMERTL

- MREFEANR IAM FREZEHHEEZNARNERE R EFHMRNEKR , 1S Fthe section called “IAM
TR H]", BX Apache Kafka BI{EE ACLs , 2[R, the section called “P1H 7 Kafka ACLs”

AR MSK £ERE LEIIENEHEE , BRI LAEA AWS Management Console AWS CLI, Tk
Amazon MSK API FF B ARG RINR. FEEHNARFENREG , BAUAERER—MNAHESK
BFRH, BXRNEHSISRENEE , S Hthe section called “FJRENG| SR LA

/A Important
BRTFBAKGRMRA , EEBRREFNZSEAEFTATNEN P b 1743 H IR 6 A S
TCP #MMl, Hit , BWERAETHEEXLENRN, BEXLZLEANMAUANNER , HSH
{Amazon VPC AiF{5Rm) H &K VPC WZ <4, BXmwOT , S the section called
‘i OEE". AXMAENEFRLTLHAMEA , BSH the section called ‘"B &L £ 4",
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https://aws.amazon.com/vpc/pricing/
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_Internet_Gateway.html
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® Note

MREIZBLUTRBF B LARB RN , BHLEHREE | FSMthe section called “ToiET
B EF BN H G R NPRAER,

ERAEFIETTE 2 H B RIR

1. BFHITIF Amazon MSK ###| & https://console.aws.amazon.com/msk/ ? AWS Management
Console region=us-east-1#/home/,

2. EEBIRP , ERENEFBLHIGRINRHES.

3. EREMETF , ARKRIMBZRELS

4. BEBRENHLIFRNR,

FERFFE A HIFRRFE AWS CLI

1. BT AWS CLI %% , FClusterArnMCurrent-Cluster-Version&iay ARN FEE
HNYBTRA, EEREHENYBIRA , FHFFEHADescribeClusteri®#E= desc ribe- AWS CLI cluster
mH. TUIMRAR KTVPDKIKXODER,

aws kafka update-connectivity --cluster-arn ClusterArn --current-
version Current-Cluster-Version --connectivity-info '{"PublicAccess": {"Type":
"SERVICE_PROVIDED_EIPS"}}'

% update-connectivity S H M EHWMT JSON REIFT R

{
"ClusterArn": "arn:aws:kafka:us-east-1:012345678012:cluster/exampleClusterName/
abcdefab-1234-abcd-5678-cdef0123ab01-2",

"ClusterOperationArn": "arn:aws:kafka:us-east-1:012345678012:cluster-

operation/exampleClusterName/abcdefab-1234-abcd-5678-cdef0123ab@1-2/0123abcd-
abcd-4f7f-1234-9876543210ef"

}

@ Note
EXANHLREMER , FEMAKRLCH AWS CLI &%, B AEANTERER
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https://console.aws.amazon.com/msk/home?region=us-east-1#/home/
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https://docs.aws.amazon.com/msk/1.0/apireference/clusters-clusterarn.html#DescribeCluster
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/kafka/describe-cluster.html
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"{"PublicAccess": {"Type": "DISABLED"}}'

2. E3RBupdate-connectivityR#ELR  BEETUTHS , ClusterOperationArnEi &
EaamEPIREMN ARN, update-connectivity

aws kafka describe-cluster-operation --cluster-operation-arn ClusterOperationArn

% describe-cluster-operation ey S H ML T JSON RABIFT R

"ClusterOperationInfo": {

"ClientRequestId": "982168a3-939f-11e9-8a62-538df00285db",

"ClusterArn": "arn:aws:kafka:us-east-1:012345678012:cluster/
exampleClusterName/abcdefab-1234-abcd-5678-cdef@123ab0l1-2",

"CreationTime": "2019-06-20T21:08:57.7357",

"OperationArn": "arn:aws:kafka:us-east-1:012345678012:cluster-
operation/exampleClusterName/abcdefab-1234-abcd-5678-cdef@123ab01-2/0123abcd-
abcd-4f7f-1234-9876543210ef",

"OperationState": "UPDATE_COMPLETE",

"OperationType": "UPDATE_CONNECTIVITY",

"SourceClusterInfo": {

"ConnectivityInfo": {
"PublicAccess": {
"Type": "DISABLED"

.
"TargetClusterInfo": {
"ConnectivityInfo": {
"PublicAccess": {
"Type": "SERVICE_PROVIDED_EIPS"

IR OperationState KB UPDATE_IN_PROGRESS , B &F—RAtE , REBXET
describe-cluster-operation #%.

ERE| MSK %5 5
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£/ Amazon MSK API FF 5 22 £ i5 [0 X R

EFA APl FE R AN EFN AR IFRINER , 52 F# UpdateConnectivity,

® Note
HFZ£Z[EL , Amazon MSK F 2 *t Apache ZooKeeper = KRaft #2511 /Rt T 0 #1757
],

MRHES AWS LAK EE8 VPC B AN ER#E 1T 17 7]
EMAEE AWS AR EE Amazon VPC BIANERIERES] MSK £8F |, nfAERA LT IED,
Amazon VPC 33 S iE#

EM MSK &% VPC TR T &% VPC 1Y VPC E#E| MSK £ , LAIUEXF & ZAEILNFiE
¥, VPCsHX VPC WEFEEMNEER , S Amazon VPC X FiE R,

AWS Direct Connect

AWS Direct Connect B Fr AR 1Gb =% 10Gb AKR N LFEBLE | FF AWS At 4R 6512 T, BLAY —
IR EE | B —IRIEEEM AWS Direct Connect 885, B 7TIXMNERE , B ULICIEERE
E#F AWS Cloud 1 Amazon VPC WE#MEZED , NS MERBRPNERMERSREE, EXE

Z{ER , 1S H AWS Direct Connect,

AWS Transit Gateway

AWS Transit Gateway 2 — TR BB AR b 4& VPCs FIIRHI A3t B 5 E R 2 NN AR RS . B
KUAFERA AWS Transit GatewayfIE 8. , iEZHAWS Transit Gateway,

VPN %

AT BE R AT A AR VPN BT | F MSK B VPC EEEERMARARS | VPN %
.

REST X3

&R LATE SR BFAY Amazon VPC HIE{THISEA E %% REST K3, FA REST KE |, ¢IESF[MNER R
REfBIEIE HTTP API B REEEERE.

HEHE MSK £& 32


https://docs.aws.amazon.com/msk/1.0/apireference/clusters-clusterarn-connectivity.html#UpdateConnectivity
https://docs.aws.amazon.com/vpc/latest/peering/what-is-vpc-peering.html
https://docs.aws.amazon.com/directconnect/latest/UserGuide/Welcome.html
https://docs.aws.amazon.com/vpc/latest/tgw/what-is-transit-gateway.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpn-connections.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpn-connections.html
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ZXE% VPC EH

BLTRXHENETHTARRKE VPCs S MESRM : 2 XEH% VPC iE#,

B X% VPC FAEESE

Apache Kafka ( Amazon MSK AWS PrivateLink ) 58892 VPC FABE#E (B ) BEHXE (A ) &
#H¥#E , L EATUERSFREETRREFAE R ( VPCs ) 1 AWS K- Y Kafka & P imiEiEE
Amazon MSK £,

&2 # Single Region multi-VPC connectivity for cross-account clientse

EC2-Classic W& 2= A
Amazon MSK B X H Amazon C EC2 lassic M 4&i=1THIAmazon EC2 324,

2 EC2-Classic Networking is Retiring — Here's

B XA R Amazon MSK % VPC FAEE#E

Apache Kafka ( Amazon MSK AWS PrivateLink ) 8882 VPC FABE#E (H ) #R#XEF () &
HEE , LETUERIBFEEEFTRELDIER (VPCs ) Ml AWS Ik~ ) Kafka & P imiEEE
Amazon MSK &%,

% VPC EEZER—MIEEXHBRAR , M3 VPC MEKFIEENMEEMIZE. FHHETN
ZE#E| Amazon MSK 58 |, PrivateLink BB B RERIGE AWS MEK. Amazon MSK £F#H

% VPC AABEEE AT X# Amazon MSK &K FTE AWS X1,

TR

- H4R% VPC REIEE?

% VPC A EEENIL S

% VPC A EEEN ER MR A

FHEAS VPC AAEERE

EHEHINENAR

45 Amazon MSK 82V IEE K VPC iE#

il Bx 5 Amazon MSK B IEE R VPC E#

% VPC R EEEZMN R

HEHE MSK £& 33


https://aws.amazon.com/answers/networking/aws-multiple-region-multi-vpc-connectivity/
https://docs.aws.amazon.com/vpc/latest/privatelink/what-is-privatelink.html
https://docs.aws.amazon.com/msk/latest/developerguide/aws-access-mult-vpc.html
https://aws.amazon.com/blogs/aws/ec2-classic-is-retiring-heres-how-to-prepare/
https://docs.aws.amazon.com/vpc/latest/privatelink/what-is-privatelink.html
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ft4R% VPC B EE ?

Amazon MSK 9% VPC FAE SR —MIEEED |, LB LURREETEERFE S ( VPCs ) H
AWS Tk 9 Apache Kafka & FimiE# ) MSK £,

Amazon MSK BE & KM ELEK, 7, XERBATERMEE DA AWS KFRF5 MSK
SHEMLAEENNR.

% VPC BTV SS
SHMEEMBRGEMEE , % VPC REEZEFUTINME .

« ©ALLBZI{t AWS PrivateLink iEE R AT ZNBREETE,

- BV IPs EEECHER VPCs , NI TFLEF EHM VPC EEMRLRKXIKNIEER IPsHE
X FEEME AR,

SERIBANS MSK B E RSB SRS |, BUE WL AWS IKF B RE S Amazon MSK S EHY IS IK = %A
REZNNR. BRKFEERATUENREBRGANNVAGHIAS . S35 IAM FEF RS HRIE—EE
Art , S ERARRRBEANEZNEF RBHAE L Katka BIEEARB R,

% VPC A EEAYZ R MR
FERZBITE VPC AEEMLLT MSK & EXR !

« 2 Apache Katka 2.7.1 RESRAZEZ VPC FABIERE., BHRRE MSK £HEREANTMANERF
FPim#fiz 1T 5E£# %A M Apache Kafka M4,

« ZVPC AEEEXFHHRIIET IAM, TLS H SASL/SCRAM, RELBHRBITNERTLEFERAZ
VPC fhEEE,

- MREERAIR SASL/SCRAM T mTLS FERHISE , WA N EEIRE Apache Kafkao
ACLs B % , REBHRE Apache Ka ACLs fka, AR , ENEHNEE , NEHENEM
allow.everyone.if.no.acl.found REN falsec BEXMAEREHMENFELR , HSHthe
section called “REBEERE" . WREFEHNI IAM HRIEHHEEZNARRBEREFRINE
B , 2 the section called “IAM T3 [R1#2 5", B} Apache Kafka BI{E 5. ACLs , i§5 . the
section called “Fi1H & Kafka ACLs”

« % VPC FABEEEZET I t3.small EHIKEL,
- B AWS XEKFFXFZ VPC FAEEE , XE—XERHH AWS Ik X% VPC FABIEE,

- EREZ VPC AERE , ENEF B FMBELAEERTNHKEME, SELTHRE S KM
MEH My AT A X IDsHEE

D MSK £ 34


https://docs.aws.amazon.com/msk/latest/developerguide/aws-access.html
https://docs.aws.amazon.com/ram/latest/userguide/working-with-az-ids.html
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« Amazon MSK A ## 5 Zookeeper 11 R 1% VPC FAHEIERE,

FaEAZ VPC BT

K
[

ST EKF ARNMSKERLE  NEFHLEW IAM BHRIEFRFEZ VPC E#
S EBREEM T MSK £ 8

 ATERERSIREEN VPC EENBEKS A RE

S8

NN
wi‘i

R

FHEEER—NERNRAGHERNRE , HEAMMERZ VPC EH ,  Apache Kafka & im M S5+
VPC 5088 AWSHY FRiE#EE] MSK 8. ItEEEREKFRAFASMNEFimelE MSK £E X VPC E
BEANRE , 2FAMENEIHNR, ZEEEER MSK £&8 A EE MSK £3& L3 A PrivateLink 3£
£, FER S 0RIER RRBHX LT A NR,

EAHENTEBOH , RMNEEERTHRGIMNER, XAFEREENRTHTIRE MSK £&H
& P i SR A5 B ME — 3R T

LRBINMEEENT

S AP (Kafka 2/ ) M MSK 8y TR — AWS M&/XEF , BEFRNIKSH
« 0K/ A Ry MSK 5£8f

- IKF B Y Kafka &/ i

S AP SER IAM AR S RIZERET MSK £5#,

RYRRMIRE —MEA Apache Kafka fRA 2.7.1 REEMACIENTRE MSK &8, EFKEEIRE
ZBl , MSK SEBHMAL T ACTIVE RS NBREBENBFEEXRIEN , FEAS VPC RAEREK
EEIEHNEF IRNERSEEHREMN Apache Kafka iR,

TEUATEEDRE AWS IKF P EFiwH Amazon MSK % VPC E#EHIR,

HE#EE MSK &8 35
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Eﬂ BWS Ao AWS A
v"'
= 100,010
10.0.1.15
Cluster Palicy 10.0.2.25
i, i, ] ~ @
N
Armazon MEK Amaron MSK managed
VPC connections

BB EKRKF, AW MSKESEL , REHLN IAM BHRIESFRAF B Z VPC EHE
MSK E#FIEEEEE MSK £HBIBHA T ACTIVE REBEEZEFH L #HTEHEIRE.

EEMBEEENRESEH LA T EIRSNEMFARIESR , ELATF ACTIVE RENEFLTEZ
VPC FAEEE, XATLAER UpdateSecurity API 3% MSK #2#| AR TEM. IAM, SASL/SCRAM #1 TLS
FHRRIEARTEL VPC FABERE., TEARLSGMRIINERSAZ VPC FABIEE,

NTWAH , EEEFEFEENEA IAM FHBIER R,

(® Note

MRIET MSK SEBEE N i SASL/SCRAM B IIE AR , M AMIRM Apache Kafka
ACLs B™ “"s allow.everyone.if.no.acl.found=falselll Apache Kafka ACLs,

HEBEHZ VPC MAERIRERN , Amazon MSK 2B RETRRFER , UEMNKERE, TR
HBREAUERZSEE 30 7 HREKE., EEIMERN , BT ENEFRTHBER,

FEHAREAAK, APHNER FNEESHRIEFRFZZ VPC

1. @ LA T Miithttps://console.aws.amazon.com/msk/ & FF1E Y 1K 77 T FF Amazon MSK 24
A& Mak R HEHA,

2. ESMERN MSKEHT , ERERUERKF PHERIE,

3. ERENZ VPC RAEEEREENSEH. SHLTUT ACTIVE IR,

4, EBREBEMETF , RARHRIMNBRE,

HEHE MSK £& 36


https://docs.aws.amazon.com/msk/1.0/apireference/clusters-clusterarn-security.html
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5. ERRBETHNXEY K ARFERTEZ VPC E#,

6. ERENMHEFTEN —MIZRHEMRIERE, XTLAS , FEFET IAM BENSHK
iE,

7. ERREFER.

Example -A[#£ UpdateConnectivity 528 EFF /5% VPC FAEEZ S HRIEH RN AP

BN MSK 24| 8MEBR AR , B LUMER UpdateConnectivity APl 40 F ACTIVE IR EE EF S
% VPC A EEE , AEESHRIEAR. UTRAESTIAIERFRET IAM SHRIES R,

{
"currentVersion": "K3T4TT2Z381HKD",
"connectivityInfo": {
"vpcConnectivity": {
"clientAuthentication": {
"sasl": {
"iam": {
"enabled": TRUE
}
}
}
}
}
}

Amazon MSK Al 8| BB EEFENNEREMIZE, Amazon MSK A A A EELEEENER S HE
FRAGE—AFNSISFREBRR. HEE , ANEHRIISEFZIESZ VPC AEIEE,

SI 2 FEFRMH T MSK £5F

EHMEATLUNERER (M RETRRNER ) MiNE MSK £8 |, fEEHSPHFEZ VPC A
BiEE, ERRRARTELFWMNEMIKFIHRIEFHNNIR, EREEHKXE R , FEENENIHRE
MSK &K MK ID. 1§55 How Amazon MSK works with IAM,

SHMAE LI LR R INE MSK 8 |, ZRBFRENUKS B hVEKS A A REERN ISR
B, ARDNIKS A BE MSK SEEHITATRE

» CreateVpcConnection

» GetBootstrapBrokers
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* DescribeCluster

* DescribeClusterV2

Example

ERSE | BLTRESREFRKIE JSON R, KLTF MSK #HIE IAM policy =R+ E REIERIA
Kb, ATRERTFHRITER. TENANTHRNR.

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Principal": {

"AWS": "123456789012"

},

"Action": [
"kafka:CreateVpcConnection",
"kafka:GetBootstrapBrokers",
"kafka:DescribeCluster",
"kafka:DescribeClusterV2",
"kafka-cluster:*"

1,

"Resource": "arn:aws:kafka:us-east-1:111122223333:cluster/testing/

de8982fa-8222-4e87-8b20-9bf3cdfals21-2"

1,
{
"Effect": "Allow",
"Principal": {
"AWS": "123456789012"
.
"Action": "kafka-cluster:*",
"Resource": "arn:aws:kafka:us-east-1:111122223333:topic/testing/*"
1,
{
"Effect": "Allow",
"Principal": {
"AWS": "123456789012"
.
"Action": "kafka-cluster:*",
"Resource": "arn:aws:kafka:us-east-1:111122223333:group/testing/*"
}
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]
}

FHERF R RGBT HNE] MSK SE8F

1. £ Amazon MSK %158 MSK E£8 T , IR &R,
ETRFBBZLRE , ARERREEFRRK,
ER4ENREBEREKREREL  %&BR% VPC EZENELRKRE,

EIKF ID ZBY , MANENGELEENESNKFHNIKF ID, &% A DR, E2B83EH
BT REVERE JSON B, RNV TAILRRREF , K/ ID 7 123456789012,

5. ERFREFEER.

A 0D

BXREHKXBEHNEER APIs , 58 Amazon MSK resource-based policie s

F}|3: ATEEFFIRITEN VPC EENBEIKS R/ RE

BEES MSK £HTENKFPNEFIRZEIRES VPC hEEE , BEXFRAFEENZEFREE
RER VPC . EEUERF , BT HSNEFREREE MSK 8. EXAMP , BRFERE—
NEF o

ERBAEASZENSHRIES SR IAM, SASL/SCRAM 5 TLS, 81M#ER VPC EEREEE—4
BMHRIEHRXEK, PAEFFIHNEEZEN MSK EH FEEZFRENRIESFR,

NTUHAS , FREFFHSHNRIESR , EKS B PNEFHRER IAM SORIER R,
FRFM
EEFEEUTHE :

- ERICIEMNERRE  AAKS B FHESRRTXKS A FHY MSK SEEMITRIERIIR.

- BEMEIKS B FEFIHNFHRE , AIRT
kafka:CreateVpcConnection, ec2:CreateTags., ec2:CreateVPCEndpoint #
ec2:DescribeVpcAttribute RENNE,

Example

T REAREF RS K& JSON Rbl| , HESE,

HE#EE MSK &8 39
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{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
"kafka:CreateVpcConnection",
"ec2:CreateTags",
"ec2:CreateVPCEndpoint",
"ec2:DescribeVpcAttribute"

1,

"Resource": "*"
}
]
}

AP B FREFiHCIEIEER VPC EE

1. MNEHEEALREEHFEKS B PNEFREEIINIKS A | MSK £EHER ARN, i2T&
B ARN DAEFREEA,

EEFIRIKS B MSK #2H &% , EBERER VPC E# , AREFRMIEER,
EERREERT , FEH ARN MEFER ARN XAFERHD , AREERERIE,

MK B HIEREF RN S HRIERE, XTHAS , FEUEEFin VPC EEERE IAM,
NEFimiEE VPCo

EDEERNTAXFREBRN T, B IDs A\ AWS EBARHAEFHFAEEFRNTAX ,
AT BAE A DescribeClusterAPI 5 desc ribe-cluster AWS CLI i3 5 3REL, & IDs A& Fix Mg

ENXESMESERFF R XEETE, NRRDFRNE , FEUIER-NM5 MSK £ EFHAE
X1 ID B9 F M,

7. AL VPC E#ZEERLH, BUUFEARINREH, EXRELXLENEZER , BESH
Control traffic to resources using security groups.

8. EEBIEER,

9. EMBKFAFH MSK 25l& (KB FHAFER > KEX VPC E# ) REFSISREFZ/FH
WHR  FSREREEZTETEINSISREEZRE, EFFREKS B &, AfAEN A
GetBootstrapBrokersAP| RERHI A EHFH FMEE P EF I SREIRREEFSISREIIR,

10. BUTHREFHE VPC EEXEKNELZ LA .

I

a. A PrivateLink VPC iR AWM , AAFRBEKF B NEN IPSEENFIERE.
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b. [[i%]RES MSK £ HMHMNERE, £ VPC ZH AR MEREZ A, KREHEM
N, RERFEASTBE 14001-14100 FINEENL TCP REMMN, 2 VPC MEMEFHIIEFIE
E YT 14001-14100 3w OSEE . ES RN K A E RS,
1. MK/ BANEFHEENERATS VPC IAEEZENH I SAREBEZSKS A /Y MSK £

B, 152 Produce and consume data,

BISERE , Amazon MSK 2 RA8NMNEEN VPC M BRI S REIBIEER VPC £, ritz+4
S/MNEEEXE, IEER VPC EEHB Amazon MSK BB A AR EEEIRIE, BAER—4A
5| SR B #HEE T Amazon MSK £8,

EMERLNERAE

% VPC FAEEEIHEZHRNAR | — NS N FHRIES RFSASL/SCRAM, IAM, and TLS. The
cluster owner can turn on/offfAEERE, EEF LM T ACTIVE IR F sERITHLIRE,

5/ Amazon MSK #Z2#HI A B EHRIEHFR

1. £ AWS Management Console R B4 ERFFTFF Amazon MSK #2H| &,
ESMERN MSK £8 T , BEREFUE RKF PRIERSIR,
ERERBVER., SRENLILT ACTIVE R7S.

ERERBEMHETF , ARRIINBRE.

EREBTUXE  REEREFES VPC EE , UITBEFHNSHRIESR,
ERENMERTEN —RHZHSORIEXRE,

R RERE.

N o o bk~ W Db

HETFTEHNEARIEFRN , BENZAFNSFORIESRCIBFTNEER VPC EE  AEHRES
i, AERARETHHHRIES RN SAHE,

£ Amazon MSK #2#| & XA S HRIEH R

® Note

HIENFBRIEFRRAZ VPC EEER , IASEZEMEXNVEMIRE , 3FFEER VPC
T, BRI ER
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HIBRAEHRIESFRKAZ VPC AAEEEN , ERIRNIE VPC EEFNE RN INACTIVE RES |, £
imHY Privatelink ERiZHE ( 2IFFEE N VPC E1E ) FEMBR. Bk B REEM R T IEESIRSH
VPC i£#Z, MREEHLBAABAEEE  NEKFAFREECBESEBNTIERE,

£ AWS Management Console 3TFF Amazon MSK ###| &
ESMERK MSK £8 T , EREFUE RKF PRIERIIXK,
ERERENER. SBEXILT ACTIVE RES.

EREREMHETF , RAERIIMKXRE.,

EREBTUXE  RFEEXAS VPC EE , UXAFHRIESR,
ERENNEFHXAN —MRNSTHEHHRIUER,

EFERAIERE,

N o o bk~ w D=

Example £/ AP JF 5 /% & KIEF R

BN MSK 24| AMWER AR , B LUMER UpdateConnectivity APl 4L F ACTIVE IRANEE EF B
% VPC 7 BiEsE , ARES ORISR, AT ROIETAKEITE T SASL/SCRAM H IAM & 4K IE
R,

HETFEFNEARIESRN |, BEMNZAFNSORIESRCIBFTNEER VPC EE | AEHRES
i, SMERAE T #H S HRIES RH 5| SFRE,

LHIBRNBHRIEFRXAZ VPC EEERN , EFRIHNIE VPC EEFNE RN INACTIVE IRES |, 8
iwHY Privatelink EMiRHE ( IEFEE R VPC E ) NHMIER. BIKF B REER R FIEESRASHN
VPC £, MREERLLBAFEAEEE  IBKFAFEEESERNINER,

Request:
{
"currentVersion": "string",
"connnectivityInfo": {
"publicAccess": {
"type": "string"
.
"vpcConnectivity": {
"clientAuthentication": {
"sasl": {
"scram": {
"enabled": TRUE
.

'iam": {
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"enabled": TRUE

}

},

"tls": {
"enabled": FALSE

Response:

{
"clusterArn": "string",
"clusterOperationArn": "string"

}

B4t 5 Amazon MSK &R U £ E X VPC E#

BEEHEEAKSH Amazon MSK #2418 |, A LUELE Fin VPC &, B ik VPC EE4ATL
FARRSTREHIEL ., BUREFEELRXETBENEZIEHNERAHRNIEER VPC &E#E. EM
IEFTEER VPC EEEEIT R , BEEREERPIELN ELIRNIGR ., EEEE EWEREIE
P ERE ] |, ZERDNAEFERH. B2 Delete a managed VPC connection to an Amazon MSK
cluster,

£ MSK #£H| 5848 % ik VPC

1. £ AWS Management Console 7 Amazon MSK ##| &,

2. ESMERT  EREREIRIIINKRE > B/ iw VPC EEFIR,
3. EREBIELEMNERE , ARERIELEF K VPC E#,

4. WINEELFTENEFin VPC E#E.

EfA APIELIEER VPC & , iEF A RejectClientVpcConnection AP,
iBRE Amazon MSK EEHEMIEE R VPC iEHE

BIKF AP AT UNEFimK RS & MSK £ERIBRIEER VPC E#E. SEMEERASTHER
B VPC E#E , AT ENEREE AP, DM RiZERE, VPC EE-ZHER , MFA2BF~ERA.
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EREFEREREER VPC E

1. MEFEKFAH | £ AWS Management Console 37 Amazon MSK &l A&
2. HESMERPERELEN VPC EE,
3. MEEIKRPEREMBRNES,
4. WIAEMER VPC EHE.

EFEH API BIERIEE X VPC iE$#E |, 56 DeleteVpcConnection AP,
% VPC A B EEHNIR

AFBRETHERASZ VPC AEEENENEFIRMEHEFENNR, 2 VPCAEEEEREFHKE
BRENE MSK £EHEZVER VPC EENENEF iR LB R. ©EER MSK £HEER KT
MSK ££8f £ /5 A PrivateLink % |, Hik R 5 4RI 5 R LBV 15 B XPR,

EEB 5 DRI RN E 5 R R

NEFTEH MSK EESANERRIEARFE S VPC AEEEINEE, HSHNZ VPC IAEEENER
FIBR&, wREN MSK £ EE R FH SASL/ISCRAM B IRIEAR , M 4R H Apache Kafka /&

., ACLs allow.everyone.if.no.acl.found=false NW&EERE % Katka ACLs & , BE
HEBRNEE  MZEHEWEM allow.everyone.if.no.acl.found ®ER false, BXUMAEE

ERERENGEE  wHAKERBERE,

5K 7 SR A SR EEAN R

R Kafka B imE MSK £ T AR AWS IKF H |, HRETREHN KM ME MSK £ |, 1%
RESENEFRRAFHTERKSER, SR SER MSK 25|88 IAM policy fiEeR ( KBRS
RE > RESHEE ) KBS VPC SRHXRE WA BEMMNTEE APls REBERF R

PutClusterPolicy

TEBRHMBIER, B LERAL AP RAIEREHIEEN MSK £ XK, NREEEHK
R, NATHEBFERERAFE T currentVersion FE&,

GetClusterPolicy

o 3R DN E S B BV SR B SR B ST AY JSON XA,

DeleteClusterPolicy

I BR SR B SR B

D MSK £ 44


https://console.aws.amazon.com/msk

Amazon Managed Streaming for Apache Kafka

FRARER

BT RERERHRIEH JSON Rl , RETF MSK #2H & IAM policy 4miE8: P E R, TR

RTITEE. EEMARHRNR,

"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Principal": {
"AWS": [
"123456789012"

},

"Action": [
"kafka-cluster:*",
"kafka:CreateVpcConnection",
"kafka:GetBootstrapBrokers",
"kafka:DescribeCluster",
"kafka:DescribeClusterV2"

1,

"Resource": [
"arn:aws:kafka:us-east-1:123456789012:cluster/testing/

de8982fa-8222-4e87-8b20-9bf3cdfal521-2",

"arn:aws:kafka:us-east-1:123456789012:topic/testing/*",
"arn:aws:kafka:us-east-1:123456789012:group/testing/*"

]

5 MSK £51 % VPC A EENZF M IR R

E1E Kafka B imM MSK £F 2 BIRE S VPC AEEE , BERnTE— NS 0K , ARFX
B P imih4T kafka:CreateVpcConnection, ec2:CreateTags H ec2:CreateVPCEndpoint

BRENNR, ATREXREFKE KK JSON =l , RIESE,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"kafka:CreateVpcConnection",
"ec2:CreateTags",

HEHE MSK £&
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"ec2:CreateVPCEndpoint"
1,

"Resource": "*"
}
]
}
wmAER

FEALTHOS |, LME Amazon MSK AI LR P imitEHEE :

- EPHAXEREBESE , BFEMAKA 9092,

- EET TLS NBZESAKREREE , A O 9094 #HiTAHEP AWS BiF R , A O 9194 #HTH5
8] o

« E@EiT SASL/SCRAM SREBE(S , EF MO 9096 #HTHZPRYHE |, FHMKDO 9196 AWS H4T
N TR,

« ESRERNFANERPNAREESthe section called “IAM 15 [EI#24E)” | EE A O 9098 #1THZP
AWS B |, A O 9198 TN HIAE,

- EfFH TLS tNZ 5 Apache ZooKeeper BfE , EEA RO 2182, FRIAER T , Apache ZooKeeper
TREMARO 2181,

FREY Amazon MSK £ &1 5| SCE

5| S 2 Apache Kafka i °] LA SRiE#E Amazon MSK 8 REYIR, HIIRTERZTHE
EHPNFIERE, B LUEER AWS Management Console, AWS CLIE; Amazon MSK API 3RE¢ 5]
SEFNRE,

F

- FEARIMEISEFRE AWS Management Console

- FRAKREEISEFRKE AWS CLI

- £/ API FRERG| SR E

FRIREE| SEFAE AWS Management Console

WS REHER T M AIREVERN S| S/RE, AWS Management Console5| & E —1d 21§ Apache
Kafka BEFm A LAEEEERESNRENIIR, LIRT—ESEEFHFHMERE,

REEISELA 46
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1. B FZIH{Ehttps://console.aws.amazon.com/msk/ZRF FTF Amazon MSK 2 #|& ? AWS
Management Console region=us-east-1#/home/,

2. ZREFTHKF TIHXESNAESER. AREHBVUEFHEH,

3. EEHWMENEL , EBREEETFHER. XERTE|ISERNKRELR Apache ZooKeeper iE#
FRE

FERREG| SEFKE AWS CLI

BITUTGS , ¥ ClusterArn iR Q|2 E I FTIREVM Amazon BIREH (ARN ) . IRE&
BZEHNW ARN |, A ABE Y HAEEEHRKKEIE, BXEZEEL |, BSH the section called “FI H&E
B,

aws kafka get-bootstrap-brokers --cluster-arn ClusterArn

St FfEA the section called “IAM 7 [E] 32 &]” B9 MSK &8 |, iZo B H MU T JSON RHEIFTF T,

"BootstrapBrokerStringSaslIam": "b-1.myTestCluster.123z8u.c2.kafka.us-
west-1.amazonaws.com:9098,b-2.myTestCluster.123z8u.c2.kafka.us-
west-1.amazonaws.com:9098"

}

UTRAERT BT A LNRBENEFNSISRE, £
FABootstrapBrokerStringPublicSaslIamAF LA HiGME | fE
FABootstrapBrokerStringSaslIam=ZE#&F & TR ERTHE AWS,

"BootstrapBrokerStringPublicSaslIam": "b-2-public.myTestCluster.v4ni96.c2.kafka-
beta.us-east-1.amazonaws.com:9198,b-1-public.myTestCluster.v4ni96.c2.kafka-
beta.us-east-1.amazonaws.com:9198,b-3-public.myTestCluster.v4ni96.c2.kafka-beta.us-
east-1.amazonaws.com:9198",

"BootstrapBrokerStringSaslIam": "b-2.myTestCluster.v4ni96.c2.kafka-
beta.us-east-1.amazonaws.com:9098,b-1.myTestCluster.v4ni96.c2.kafka-beta.us-
east-1.amazonaws.com:9098,b-3.myTestCluster.v4ni96.c2.kafka-beta.us-
east-1.amazonaws.com:9098"

}

SISREFHENITESKREAIE MSK ERNATAXN=ARE (RIEREHMMETA ) .
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£/ API 3REX5| S HE

EfEMA API IREE|I SR E , SR GetBootstrapBrokers.

1532 Amazon MSK T Fc & /Y £ &

Amazon MSK A LUEE Z 55 X FE BB Amazon MSK Tl B £ 8RS

« 5% MSK £ Apache Kafka IE#RHFHE AX B S , #& CloudWatch EF ., HX Apache
Kafka $§#% ( ‘@%& Amazon MSK REMIER ) WEZEE , 12 Apache Kafka X R M1,

B A LA AR IE RN ATEF Prometheus k153 MSK £8f, X Prometheus HWEE. |, ISR
Prometheus X4 #EiR, BT EMMAER Prometheus MIREH MSK ME BEE , HSH. the
section called “f£F Prometheus #1715 32”

o (INRRARARE ) MEEEFNRIHFHBIERFIIY , Amazon MSK 2 B3I AEREFRE
BER, MNMEBZGERUEFREE, XLEBERERBREINNBHZERERETEN. XF
BT EEHMARERNTLTBTEZARIAHIRERREN]. Amazon MSK £ B3I X L2 BE R %
B 5 # MSK #2#l & EventBridge, AWS Health Dashboardil & #h F1#& AWS Ik 7 #9 58 hip 44 B
RAhe BRXERBEBERNESEES , BZHEH Amazon MSK F# A E2E K.

£

. EREETS# MSK #545 CloudWatch

« ATSERHERLHEE Amazon MSK #E#5 CloudWatch
- ATSERZEZLHE Amazon MSK #E#& CloudWatch
« £/ Prometheus ¥ B flE MSK M EE

- BEERFILR

« {8 Amazon MSK EH#REEIR

FEAEF T S# MSK 1E4R CloudWatch

LA LAE A CloudWatch 2 &14. #5173 CloudWatch API %32 Amazon MSK BiE¥r. U TN
A A IX R ER A R IGBERR.

/8 CloudWatch 324l & 17 A1 F54%

&% AWS Management Console 3 #TFF CloudWatch #2#1& , Mt A https:/
console.aws.amazon.com/cloudwatch/,
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1. ESMERT , EFEER.
2. EEFIEEEIF , ARRiEE AWS/Kafka,

3. EBEFIBRINIEIR , HiEER Topic, Broker ID, Cluster Name (£8, K ID, £&EH) X
FRELKFIMIESR , i5i%# Broker ID, Cluster Name (fR¥2 ID, £&EMH) ; X TEBERIHNE
¥R, B Cluster Name (EEE )0

(Al ) ERREEP , ARSI HEBENNRE , AEFERXLIEERE CloudWatch Z1R.

B

B fEsr , BEH AWS CLI

FERYIRERMT D, get-metric-statistics

£ CloudWatch CLI i5[Bl¥E#R

{# A mon-list-metrics #l mon-get-stats #%

£ A CloudWatch API i A FE ¥R

£ ListMetrics 1 GetMetricStatistics B 41E.

AT SR EZ4L 8 Amazon MSK $E#r CloudWatch

Amazon MSK 5l B #h &R , CloudWatch LB AT AEE, EF M D MEH MSK #5E

£ CloudWatchigfr,. RALBRESLRN MSK MEEMNEFEENIER , HE

f® 1 24 #EIX CloudWatch —R. BT LARF MSK BB EBH MWK ERINRENUTRIZ

— : DEFAULT, PER_BROKERPER_TOPIC_PER_BROKER, =, PER_TOPIC_PER_PARTITIONMA TZB
PHHRERT EENEBRAFHBIBENFTEERR.

® Note

£ 3.6.0 REEREF , — AT CloudWatch %128 Amazon MSK IErH B EE X, &HFE
BB HRERXLIENR, W TEHREERNER, TRETT 3.6.0 RESHRAFRFERNA
T, BEER 2.8.2.tiered kA~ {E B B #ro

DEFAULT & BIEREFE, Amazon EN T EHFIEIR T EMIEFRH CloudWatchEHT

DEFAULT 43l i1z

TRYHERAISHRIE DEFAULT M RBITTAH, XLIERERTN,
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« @A create-cluster i S HIEEH open-monitoring &M, B
IJmxExporter, NodeExporter W&, MRIEE T open-monitoring , MFEERENEAIX
NS R

5/ API

« @M CreateClusterig#EH #EOpenMonitoring. B jmxExporter, nodeExporter =HH
&, MBIET OpenMonitoring , MFEERIREZRX NS HES,

FEUE MSK ME BN &R L5 AT sz
ESHAFR%E , FH®R MSK Provisioned 84t TIRZS. ACTIVE
£ AWS Management Console

1. B FZIH{Ehttps://console.aws.amazon.com/msk/ZRF FTF Amazon MSK #2#|& ? AWS
Management Console region=us-east-1#/home/,

2. EBREFEFNERNEN. XXFLS|SEZERNFAEERE.

3. ERMETFL , mMTRAAKIEETD.

4, ERRE.

5. 1% Enable open monitoring with Prometheus (J§ A Prometheus FFRISIZ RS S0 EIEHE,
6. ERERFER.

5/ AWS CLI

« @A update-monitoring WS HIEEH open-monitoring &M, FH
IJmxExporter, NodeExporter W&, MRIEE T open-monitoring , MFEERENEAIX
NS R

5/ API

- JHAUpdateMonitoringiR#E H1E EOpenMonitoring. B jmxExporter. nodeExporter =
W&, MRIEET OpenMonitoring , MFEERNZAXHNS HEF.
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ETL D sEH) Ei%iE Prometheus E£41 EC2

SR T A F prometheus.yml X418 i& Prometheus E£#l,

1.} Prometheus BRZ588 Mhttps://prometheus.io/download/#prometheus T~ £ F & #9311 I #b K4,
EC2

2. FTERHONHGHRERBENBFHEDZE F.

3. FAUTABRRIEENRN prometheus.yml BIXX#,

# file: prometheus.yml
# my global config
global:
scrape_interval: 60s

# A scrape configuration containing exactly one endpoint to scrape:
# Here it's Prometheus itself.
scrape_configs:
# The job name is added as a label “job=<job_name>" to any timeseries scraped
from this config.
- job_name: 'prometheus'
static_configs:
# 9090 is the prometheus server port
- targets: ['localhost:9090']
- job_name: 'broker'
file_sd_configs:
- files:
- 'targets.json'

4. {ERZListNodesiREREVERNRIEY|XK,

5. FIALLT JSON B &N targets. json WX . fFbroker_dns_lbroker_dns_2, MHR
HEE DNS BB N EBE L -SSP NELLEHIREE DNS &7, SR/EEL—FHIRENME
R, Amazon MSK XJ JMX Exporter 3% 0O 11001 , X Node Exporter A% O 11002,

ZooKeeper mode targets.json

[
{
"labels": {
"job": "jmx"
}I
"targets": [
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"broker_dns_1:11001",
"broker _dns_2:11001",

"broker_dns_N:11001"

"labels": {
"job": "node"

I

"targets": [
"broker_dns_1:11002",
"broker_dns_2:11002",

"broker_dns_N:11002"

KRaft mode targets.json

"labels": {
"job": "jmx"

},

"targets": [
"broker _dns_1:11001",
"broker_dns_2:11001",

"broker_dns_N:11001",

"controller _dns_1:11001",
"controller_dns_2:11001",
"controller_dns_3:11001"
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"labels": {
Iljobll: Ilnodell

},

"targets": [

"broker_dns_1:11002",
"broker _dns_2:11002",

"broker_dns_N:11002"
]
}
]

(@ Note
EM KRaft #2585 R HE JMX 545 , B JSON XA FMIRH 2R DNS B#EN B

¥Ro #IfN : controller_dns_1:11001 , ¥ controller_dns_1 it N LFRrAVIZHIZS
DNS & #.

6. EEZM EC2 L5#3EH] E/F3) Prometheus BRS5EF , BEME Prometheus XHHRFH B F
FZ{TUL RS, prometheus.yml targets. json

./prometheus

7. REEIE L IPv4 —FHE1T Prometheus BIIE L7 EC2 SEHIMIAE IP Hutlt, BEUTESRHE
EfALLNE IP ik,

8. EifE Prometheus MITAF RE , BTF A LATH E R K EC2IL 5 i#h S5 Y 531 B8
RIE¥Prometheus-Instance-Public-IP:9090F|&E L —SHhIRBHNAE IP #h
HtPrometheus-Instance-Public-IPEEWE,

£ /8 Prometheus ¥E#x

B Apache Kafka K% 4 JMX BIFTE1EFRER TJ @ Prometheus BV FFRIEIE RS 1A B,

B> Apache Kafka ¥5¥rHIfE S , 1S M Apache Kafka IR F #9412, BRT Apache

Kafka 8454} |, SHEBR B IRIBFHE T BER D 11001 £ JMX B#53K1E. MBean
kafka.consumer.group:type=ConsumerLagMetrics&# A LA{EH Prometheus Node Exporter
RIREVAEwA 11002 By CPU MELE 5FR.
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$F Prometheus #5174 £ Amazon Managed Service for Prometheus

Amazon Managed Service for Prometheus & —I15 Prometheus AWK ZEMERRS , TA TS
2 Amazon MSK &8, XR—ME2RENRS , I8z HistsWRE, 7@, TANER, ©iF
5 AWS Z2RFER , FEAURR, REthiFRIBIE, BAIAERFIR ProMQL EFIE S RKEH
EfRARHER,

BXEZEER , BSRFREA Amazon Managed Service Managed Service Prometheus,

BEHREILR

BN EEARER | B LURREEERFENERARS  XEFEASKER DT ANRHK
B, VER , BuKEIKIER , Sl BERESXLEERARSR, ERNEHBRELR , fuUFEATL
# CloudWatch &3 Prometheus FF iR a i,

FEAFLERERAUEILEATFENEHBESENARFEZRNBIEZENZER. Amazon MSK 12
HMTUTERELERIEN , B UBEN T S# CloudWatch B33 Prometheus fIFF UL EIR1BIX
bR o . . . Mo EstimatedMaxTimelLag EstimatedTimelLag MaxOffsetlLag OffsetlLag
SumOffsetLagBEXRIXLEIBIRWER , S Mthe section called “CloudWatch #x /A& L BRI 18R

Amazon MSK XX Apache Kafka 2.2.1 RE SRANWEFNEASRLEREIR. A Kaftka M
CloudWatch 18458 , BERUTILR :

- (RHEF/EAHL T STABLE = EMPTY IRASH , T 2R EREF SRR AWEREFFLEE ,
SHREEL T STABLE RE , BROXEHEZEZRETTIDH.

« EUTERT , A REERETRIER
- MEHEBRATFRE,

- SHBREANEHRITEES ().
« BERRHEBREARBEEURERBE,

c SHBRZAZBHAEDERERSIERNERE CloudWatch, B Kafka XIFEFRAEABHPER
UTF-8 & , (B4 EEX CloudWatch X# ASCIl &, MREEFEREEHBMFERIE ASCI F
#F , W CloudWatch «MiBREEA FHIEIR ISR, NER EFIIRE TR FLRIEFR CloudWatch , 40
HEEAEABHPRER ASCI F5o

£/ Amazon MSK F# R EZR

£ Amazon MSK FREL BE L , TUARERNIFHETE. NRER THERESHHREN
FREE  URaXWEERMEALENES , NERRNTEBHEN. Amazon MSK 2
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89 CloudWatchiE#R A B BB EHNEFREE, BER A TETERUNBREFHERER

& , Amazon MSK £ B3 B R EFSEHFREAEBER. FHREERPISHERARIEHRNKH
BREEEHTFHREBENEW, & Amazon MSK #ZHI & , RJLASE A Bk H Ay HRIR 68 52 7 B REVZ L
YR,

MSK FRBREERAMMRE | THEHRMIKLER,

« 3 ("FERF ) FHEREERSRELIZEEFURETEENFHERAS, = MSK SEHPHNRERE
AT 60% =X 80% A LWHAFHAEN , LRI BEXZHEAEN EHER.

« I MSK &EHTN —MEMEFHETEATHN , M ("FEXDXEBEF ) FHREEERERE
REAMRIERE | B ETENERF R,

Amazon MSK £ B3 f§iX &£ &Ik KX FL 5% MSK %14, Healt AWS h Das hboard
EventBridge. Amazon A& AWS K= HY B FERHFERR A, fREATLL EventBridge L 5 #h fig B 9 [@
Slack = New Relic 1 Datadog & T B & ZiX &R,

FiE MSK MEBSBHMAZ AEHERER , MATERM, FARHE MSK 0K LI,
ezl 5

EALBIA TSRS R FHEARENR -

+ Bk Amazon MSK #2414, FRABERFEERERERTLR 00 X, BRTLEHAMEE
AR AENR U H R,

« {EHListClusters, ListClustersV2 % DescribeClusterV2 APIs &2& fCustomerActionStatusEt
HWFTBEHR, DescribeCluster

« BI{E AWS Health Dashboard EZ& ¥ B MSK fEftt AWS RS ER,

 RE AWS Health API Ml Amazon , ¥ ERBZEEH EventBridgeEIEE =5 F A& , Hlt0 Datadog M
S| NewRelic acko

E#H Amazon MSK &N Z£RE

£ A UpdateSecurityAmazon MSK 2{EE# &M MSK EHHN G RIEMEFIHRNAEMZFZE, &
R A EHA TSR LABTNG TLS SORIUENFAEZSIEPMENE, BELIFREHN
(broker-to-broker) MNZ&E

EBNIAT ACTIVE RATREEFZERE.
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MRBAFEA IAM, SASL & TLS W ERRIE , BESTTFEREFHEMREZRANMNR, TRETRT

WMHEMA S,

BHRIE & P i 2R B DN 2R L T RERRE N

o & IR AE TLS. PLAINTEXT, TLS_ AT Bk,
PLAINTEXT

mTLS TLS. TLS_PLAINTEX HIFTFF o

SASL/SCRAM TLS HIFTFF o

SASL/IAM TLS AT o

WMEFIRBREIMNZIREN TLS_PLAINTEXT , EEFIREI B HRIUFIZE RN mTLS B , Amazon MSK

SOEFMRRBAMITRMAE S RERE | —HEMAFFIREER mTLS SHKRIEM TLS MBENERT

HTERE , 5 —HEHAFEFRETERSORIESINBRNER FTHTERE (BAX ).

EXEZ2RENEZEE |, 5 Hthe section called “Z£ 14",

A E# Amazon MSK &8 Z £ 1% & AWS Management Console

1. B FHTEhttps://console.aws.amazon.com/msk/ZR T FF Amazon MSK ###|& ? AWS
Management Console region=us-east-1#/home/,

2. IEREFHH MSK &,
3. HEREHDFERERE.
4. EBREBEFAENFORIENNZRE  ARERREFER.

ERAEH Amazon MSK EEZ 421X E AWS CLI

1. BIE—1JSON X , NELFLEEREANMBERE, RAMT

® Note
BREEFEFHREANREBEMFRE, BEEEFHERFHMA (broker-to-broker) MNFKE,
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{"EncryptionInTransit":{"ClientBroker": "TLS"}}

2. BIE—1JSON X, NELFEEHREANFHRILRE, ROIMT

{"Sasl":{"Scram":{"Enabled":true}}}

3. E{TLT AWSCLI &% :

aws kafka update-security --cluster-arn ClusterArn --current-version Current-
Cluster-Version --client-authentication file://Path-to-Authentication-Settings-
JSON-File --encryption-info file://Path-to-Encryption-Settings-JSON-File

#Z update-security BEM B H LT JSON FiI7R :

"ClusterArn": "arn:aws:kafka:us-east-1:012345678012:cluster/exampleClusterName/
abcdefab-1234-abcd-5678-cdef0123ab01-2",

"ClusterOperationArn": "arn:aws:kafka:us-east-1:012345678012:cluster-
operation/exampleClusterName/abcdefab-1234-abcd-5678-cdef0123ab@1-2/0123abcd-
abcd-4f7f-1234-9876543210ef"

}

4. EEFupdate-securityBREMIRES , BT T@S , ClusterOperationArnBRAE®
SHHPIREM ARN, update-security

aws kafka describe-cluster-operation --cluster-operation-arn ClusterOperationArn

% describe-cluster-operation S HIH H LT JSON REIFTF R,

"ClusterOperationInfo": {

"ClientRequestId": "c@b7af47-8591-45b5-9c0@c-909ala2c99ea",

"ClusterArn": "arn:aws:kafka:us-east-1:012345678012:cluster/
exampleClusterName/abcdefab-1234-abcd-5678-cdef@123ab0l1-2",

"CreationTime": "2021-09-17T02:35:47.753000+00:00",

"OperationArn": "arn:aws:kafka:us-east-1:012345678012:cluster-
operation/exampleClusterName/abcdefab-1234-abcd-5678-cdef0123ab@1-2/0123abcd-
abcd-4f71-1234-9876543210ef",
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"OperationState": "PENDING",
"OperationType": "UPDATE_SECURITY",
"SourceClusterInfo": {3},
"TargetClusterInfo": {3}

IR OperationState KY{EN PENDING = UPDATE_IN_PROGRESS , & —ERufE , AEE
IRIZ1T describe-cluster-operation i,

® Note

RATEMSEHZLIREMN AWS CLI M API REREMHN ., XEKE , IREAAREEMR
FEAEEEEHLUNREMBNSORIEFMNEZRE , WZREFTLER,

£/ APl EERNZERE

EFEH APl E# Amazon MSK £# M Z£1RE , S @UpdateSecurity,

(® Note

ATEH MSK £HZ£IREMN AWS CLI M API RERFMN ., XEKE K NREAARS
EHREAEESEHRINREMBN S HRIERMFRE , WiZREFTRKEL,

¥ B Amazon MSK E£EFHHREKE

MREEH MSK EETMHREHRE  FEAL Amazon MSK ##, BV B&ER K FHRESERLT
ACTIVE IR%&.

/A Important

MREY R MSK £8 |, BTHRARERA L Amazon MSK #1E, Y17=RAEREALBRENERT
GIES:7 )il

BEXREMREBEAMBERENMNEHFEE S XPEE , S Rthe section called “EF 2 Bl 5 X",
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EAY B Amazon MSK £ AWS Management Console

RN B a4 £ A AWS Management Consolei il Amazon MSK &8 FHREHRE.,

1. B FHTEhttps://console.aws.amazon.com/msk/ZR F T FF Amazon MSK ###|& ? AWS
Management Console region=us-east-1#/home/,

2. BZREEMKEHREMN MSK £5,
3. MRETHIIRS A6 EREBECAME.
4. WARKHEEHEBINTAREANRENRE K REERREFENR.

fEAY B Amazon MSK &2t AWS CLI

LIRS B A fE A AWS CLIIE I Amazon MSK &8 REKE,

1. BITUATaS , 3 ClusterArn B 1 QIR EBAFTIRENN Amazon BIREH (ARN ) . 40
RIEBZEZEHN ARN , JUUBE S HAMEERHRKEIEC, BEXREZER , BZH the section
called “F| HE &,

¥ Current-Cluster-Version B EBH X HIRA,

/A Important

EHRRAEATREALENEY, BEREFNYRIMRA , HEMDescribeCluster#4E= desc
ribe- AWS CLI cluster @8 %5 . RBIMRAZ KTVPDKIKXODER.

ZTarget-Number-of-BrokersBBRRUBERDEREEFEERAENRET R EE.
IS EWETarget-Number-of-Brokers MR AT EBPYIREHRENER. CEXLAR
AT X% E N REH.

aws kafka update-broker-count --cluster-arn ClusterArn --current-version Current-
Cluster-Version --target-number-of-broker-nodes Target-Number-of-Brokers

% update-broker-count BEMH HIMELT JSON FIR :
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"ClusterArn": "arn:aws:kafka:us-east-1:012345678012:cluster/exampleClusterName/
abcdefab-1234-abcd-5678-cdef@123ab01-2",

"ClusterOperationArn": "arn:aws:kafka:us-east-1:012345678012:cluster-
operation/exampleClusterName/abcdefab-1234-abcd-5678-cdef0123ab@1-2/0123abcd-
abcd-4f7f-1234-9876543210ef"

}

2. E3RBupdate-broker-countiBEER , BETUTHS , ClusterOperationArnBiR AT
o PIREM ARN, update-broker-count

aws kafka describe-cluster-operation --cluster-operation-arn ClusterOperationArn

% describe-cluster-operation @I H LT JSON ROIFTR,

"ClusterOperationInfo": {

"ClientRequestId": "c@b7af47-8591-45b5-9c0c-909ala2c99ea",

"ClusterArn": "arn:aws:kafka:us-east-1:012345678012:cluster/
exampleClusterName/abcdefab-1234-abcd-5678-cdef@123ab01-2",

"CreationTime": "2019-09-25T23:48:04.794Z",

"OperationArn": "arn:aws:kafka:us-east-1:012345678012:cluster-
operation/exampleClusterName/abcdefab-1234-abcd-5678-cdef@123ab01-2/0123abcd-
abcd-4f7f-1234-9876543210ef",

"OperationState": "UPDATE_COMPLETE",

"OperationType": "INCREASE_BROKER_COUNT",

"SourceClusterInfo": {

"NumberOfBrokerNodes": 9

1,

"TargetClusterInfo": {

"NumberOfBrokerNodes": 12

kA , OperationType 2 INCREASE_BROKER_COUNT, %1% OperationState W&
79 UPDATE_IN_PROGRESS , &% —BtE , AFHEIRIZT describe-cluster-operation

DA
AP Do

£ API B Amazon MSK £&

EFA AP ENEFHFRENHE |, B2 HUpdateBrokerCount,
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M Amazon MSK &£ & B R/ HE

LRAE M Amazon Managed Streaming for Apache Kafka ( MSK ) i B £ B ERT |, FHEH
bt Amazon MSK &€, B BYBRABERBVDEFNEFENITERE K MASFWATRAM, &
BEAMRR S PHBERNARRF.

B ERRNESRERBNREEM , AEREBDABERAE, BERERMMBERINE , &
AUFES FAERBEH M MSK ERIRBHAE. BRAEBCETUNAGERETEHRITRERBIH
£7H, UAREN TEARBRABEIBE S -1 EEH.

£ AWS #24l&, ®51T5ME (CLI). SDK 5 AWS CloudFormation RE4 BB B E B EHK
B, MSK 2BEEEM7XHRE (£LEBXIRN ) , HELENARFEIXEREBEKEHE | [
LT MNEBFHPBRIXLERE,

MREBBOERNFERNITE |, WA ZENTHXBER—MUE, fl, Sa0EY —RAEBKRR
EMNRANATAREHTBRANME  IEN=ATHXERFBEBR=ME,

BERENEETBRREBEEUNMNEHFFEE 2 XHPEE , S Hthe section called “EF 9B 5 X",

FTALKBIR /NG |, EBEAUMIEET M5 1 M7g 19 MSK MBS F B RRE,

Kafka fiR4 2.8.1 RESMRAZERERMAE , 81 KRaft EALEH,
&

- ERBIUBKRAE D XKBBRAE

- A AWS EERF S BERNKIE

« {£ AWS CLI HiBRICE

- £ AWS API BRRELHE

HEZEIYBRAE D XRBBRAE

EFRREBREEZH , BAMNBITNBRAREBPIBIAESX ( £ __amazon_msk_canary
M __amazon_msk_canary_state B9 XBRHL ) o iXLERZE Amazon MSK SIE2 A T E&FHZ TR
USRI A EBERE,

YRATLAfE A Kafka B 5 APIs 2 Cruise Control 2 XBZHERITEEER P RENHMBRE, S
%] Reassign partitions.
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B X R E

A RUMANEBRIAREGBER XKW RE, RREE—INEHIE 6 ME  SMNTHK 2 1M
B A HATENNES :

« __amazon_msk_canary

« __consumer_offsets

« _ _amazon_msk_connect_offsets_my-mskc-connector_12345678-09e7-
c657f7e4ff32-2

msk-brk-rmv

—

BRBOEE S init EVARIEEF wit &4l
2. BEFEFRIHENRE , STUTRSRIILERTNAEIAER,

./bin/kafka-topics.sh --bootstrap-server “CLUSTER_BOOTSTRAP_STRING” --list

FELeRBIR , RONBFIOENETR
# : __amazon_msk_canary. consumer_offsets, amazon_msk_connect_offsets_my-
mskc-connector_12345678-09e7-c657f7e4ff32-2 fl msk-brk-rmv,

3. EEFFRITENLOE—1ER topics.json B json X4 , ARMAERAFEEEN , IUT

RBRBIFTR. BAEEEE __amazon_msk_canary TEEH , FAXERE—IMRESEEEH
EXENSBBI,

{
"topics": [
{"topic": "msk-brk-rmv"},

{"topic": "__consumer_offsets"},

{"topic": "__amazon_msk_connect_offsets_my-mskc-connector_12345678-09e7-
c657f7e4ff32-2"}

1,

"version":1

}

4. BEIUATHTRER-—MRR , FoRXNBIHREEH L 6 MEFH 3 ME,

./bin/kafka-reassign-partitions.sh --bootstrap-server “CLUSTER_BOOTSTRAP_STRING” --
topics-to-move-json-file topics.json --broker-list 1,2,3 --generate
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5. BIE—1NHEN reassignment-file.json XH , HEHEMN LEN G IREM proposed
partition reassignment configuration,

6. BITUTHSRBIEE reassignment-file.json FIEEN DX

./bin/kafka-reassign-partitions.sh --bootstrap-server “CLUSTER_BOOTSTRAP_STRING” --
reassignment-json-file reassignment-file.json --execute

MHEEERUTUTRAR

Successfully started partition reassignments for morpheus-test-topic-1-0,test-
topic-1-0

7. BIIUTHSRRIEMESXREEBH.

./bin/kafka-reassign-partitions.sh --bootstrap-server “CLUSTER_BOOTSTRAP_STRING” --
reassignment-json-file reassignment-file.json --verify

ZREHER LERUTUTRR, RS, ESERNEEPOMES XEHER N EH T

Status of partition reassignment:

Reassignment of partition msk-brk-rmv-0 is completed.
Reassignment of partition msk-brk-rmv-1 is completed.
Reassignment of partition __consumer_offsets-0 is completed.
Reassignment of partition __consumer_offsets-1 is completed.

8. YRBERBIMNPEXNIXREFSBETRAT , 5% UserPartitionExists $E#5 5 9%
WﬁﬁbiﬂzmMﬂPng TXMREETR 0, WG , B UASENEBPBIRNAE,

EA AWS EEREH A BKRAKE
B AWS ST 4] & 1 iR T2

1. 7E https://console.aws.amazon.com/msk/ ¥TFF Amazon MSK 2%l &

ERTEEBRNREN MSK £,

EEBFAGENEL , ERRFERA , ARERREREHRELTL
RMALHZLERESNTAXEENRERE, #HA LR TETARPHRBBRNRERE,

XRHREBEN,

5. ERRFER.

N
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HEFIEREBENBR  REAEREHIABRAE,
£/ AWS CLI JiIBR{CIE

BITUATHS , ¥ ClusterArn B ol 2 EE I FTIRENY Amazon BREBEH (ARN ) ., IIRE
RBEZERN ARN , AILIBE I HAESEERKEE. BXEZEE , 2 H Listing Amazon MSK
clusters, J¥ Current-Cluster-Version E# 7 EEM YT RA

/A Important

EBREATEMENEY, EERERNYRRA , FEMDescribeCluster#®4Es desc ribe-
AWS CLI cluster i 5o R~HINRASZ KTVPDKIKXODER,

% Target-Number-of-BrokersSBRTIBERDEREELFEERRAENRET R L. &8
EM{ETarget-Number-of-Brokers M2/ FEBHPHAREHRENER, ©ELIETHXEK
B B E 5.

aws kafka update-broker-count --cluster-arn ClusterArn --current-version Current-
Cluster-Version --target-number-of-broker-nodes Target-Number-of-Brokers

% update-broker-count B®/ERH H ML T JSON FI7R :

{
"ClusterOperationInfo": {
"ClientRequestId": "c@b7af47-8591-45b5-9c@c-909ala2c99ea",

"ClusterArn": "arn:aws:kafka:us-east-1:012345678012:cluster/exampleClusterName/
abcdefab-1234-abcd-5678-cdef@123ab01-2",

"CreationTime": "2019-09-25T23:48:04.7947",

"OperationArn": "arn:aws:kafka:us-east-1:012345678012:cluster-
operation/exampleClusterName/abcdefab-1234-abcd-5678-cdef0123ab01-2/0123abcd-
abcd-4f71-1234-9876543210ef",

"OperationState": "UPDATE_COMPLETE",

"OperationType": "DECREASE_BROKER_COUNT",

"SourceClusterInfo": {

"NumberOfBrokerNodes": 12

},

"TargetClusterInfo": {
"NumberOfBrokerNodes": 9

}
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}

EksmHH , OperationType & DECREASE_BROKER_COUNT, %1% OperationState H{EN
UPDATE_IN_PROGRESS , iH&F— At , REHIXIEIT describe-cluster-operation %,

5 AWS APl BRBREA4LH

B AP MIBREETHHNKRE |, HSHUpdateBrokerCount (& F Apache Kafka B9 7 I &R K
£ Kafka APl &) ,

B ¥ Amazon MSK £E&RE X/D

BALIES ERRENANRIZFT R MSK 8 , THAE#H D E Apache Katka 77X, BEERNE
RN, AT DRETEABNTLRTELFE MSK RENITERE , T2 &S /0. Amazon
MSK g E LB PR AT R R IEEAMEERRER D,

RED B T WMAERH MSK £EHNRE R, WTFHRERE , B LFERFRERPINAMS S T3 E
A m7g, EM m7g EF R M5, XF Express KL , BREEMA m7g KL KN,

(® Note
BEENBANZLEABRIBIRPNEZLEHNE, Bl , m7g.Large F t3.small,

FER , IBIRINARER N TRSEEEEABRSSMEIXIANEATLE, TBIEANE
LENET RS MHRE , EXEATREES.

MEHRBHHEZETE , ARG EFXEFRE KD, XEKEF Amazon MSK — XX —NMCEREH
REXD, BEXRUMAERBXR/NEFPECEERSETHANWEES |, 5 #the section called “HESE
ARANER ., ATH—PREFEF INEMBRERD , S ERERENRBEHRRE XN,

REXRNEFHHE , BUUABRSEERNERAKZE. T3 , EXNEINEHER , TeeEERERBA
Amazon MSK operations T %! H 89 {E{a] & iR 4k,

MRBFERERNRPIWRER)N , BEUBEENAER L2HEH |, TRANGKFTENRWE,

/A Important

MRENMNMEN 2 XBHET the section called “ PAEEFHN X/ : ENMIEREBHN S, XEE fh
BENRABE K NEEEEHEFFARDHRERN,
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£ A E# Amazon MSK S8R EH K/ AWS Management Console

Lt 72 15 B 204A] 5 FH BT Amazon MSK & K/» AWS Management Console

1. B FHIEhttps://console.aws.amazon.com/msk/ZR F 3T F Amazon MSK ###|& ? AWS
Management Console region=us-east-1#/home/,

IEREEHRREARPH MSK £5.

EEHNFAGSENHEL , RIREHERD , REEREERERN,
MFIRFIEFFRFHRERN,

REFER

o & 0N

5 A E# Amazon MSK E&#RER X/ AWS CLI

BITUT®S , ¥ ClusterArn iR Q|2 EFN FTIRENM Amazon BIRE# (ARN ) ., IRE&
BZEHNW ARN , A BE Y HFEEEHRKKEITE, BXEZEEL |, BSH the section called “FI H&E
B,

1. Current-Cluster-VersionBMNEEFHNIHRRAEU R Target Type BHFEREBHNF KN, E
THREXREBERXPIESZFEE , 2 Hthe section called “REEEA",

aws kafka update-broker-type --cluster-arn ClusterArn --current-version Current-
Cluster-Version --target-instance-type TargetType

THEHN RO IMAERLLGS

aws kafka update-broker-type --cluster-arn "arn:aws:kafka:us-
east-1:0123456789012:cluster/exampleName/abcd1234-0123-abcd-5678-1234abcd-1" --
current-version "K1X5R6FKA87" --target-instance-type kafka.m5.large

Z mH A H T JSON RABIFT R,

-~

"ClusterArn": "arn:aws:kafka:us-east-1:0123456789012:cluster/exampleName/
abcd1234-0123-abcd-5678-1234abcd-1",

"ClusterOperationArn": "arn:aws:kafka:us-east-1:012345678012:cluster-
operation/exampleClusterName/abcdefab-1234-abcd-5678-cdef0123ab@1-2/0123abcd-
abcd-4f7f-1234-9876543210ef"

}
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2. E3jR{Bupdate-broker-typelRELR , BETU TS , ClusterOperationArnBHRAE
o hIREBM ARN, update-broker-type

aws kafka describe-cluster-operation --cluster-operation-arn ClusterOperationArn

% describe-cluster-operation ey S H ML JSON RAIFT R

"ClusterOperationInfo": {

"ClientRequestId": "982168a3-939f-11e9-8a62-538df00285db",

"ClusterArn": "arn:aws:kafka:us-east-1:0123456789012:cluster/exampleName/
abcdl1234-0123-abcd-5678-1234abcd-1",

"CreationTime": "2021-01-09T02:24:22.198000+00:00",

"OperationArn": "arn:aws:kafka:us-east-1:012345678012:cluster-operation/
exampleClusterName/abcdefab-1234-abcd-5678-cdef0123ab01-2/0123abcd-
abcd-4f7f-1234-9876543210ef",

"OperationState": "UPDATE_COMPLETE",

"OperationType": "UPDATE_BROKER_TYPE",

"SourceClusterInfo": {

"InstanceType": "t3.small"

},

"TargetClusterInfo": {

"InstanceType": "m5.large"

}

R OperationState HY{E UPDATE_IN_PROGRESS , BE&F—EBrtE , AEBXET
describe-cluster-operation ¥,

5 API EFAE K/

EFA API EELLEME |, i§ZHUpdateBrokerType,

BRI LA UpdateBrokerType NEBHNKE XM M5 = T3 EF N M7g , HEM M7g EFH
M5,

£ Amazon LinkedIn MSK Lt £/ Apache Kafka By 1ZH R 5

RO LAEEF LinkedIn®y Cruise Control SR EH & /&M Amazon MSK £8. RIMMEBERFE LR KiE
EHNRESFEITIROR

BRI 5
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T & FH#% Cruise Control

1. EELD# MSK & MRS VPC folE T S# EC2 3R,

2. ELE—SHEIEHN EC2 I Zi#3R4l £ &% Prometheus, I THRE IP M. RiAwOS
7 9090, BXRUMMIELE Prometheus AR SEFIEIRNELR | S [[Athe section called “fE
Prometheus # T2,

3. 7 Amazon EC2 3=l E % C ruise Control, ( 5% , MMREBEZE |, o] LAEH £ IHA Amazon
EC2 kf# TiniEsl, ) XFEAE Apache Katka ixAs 2.4.* WEE | BFERAKHHN 2.4.*
Cruise Control A, INREEM Apache Kafka AR TF 2.4.* | iEFERAKHH 2.0.* Cruise
Control MR,

4. fRIE4R Cruise Control X4 , AR IBESR B XX,
5. BITUTHSLURE Git :

sudo yum -y install git

6. BITUTHSUABILABIEFEREE. Your-Cruise-Control-Folder&#h ¥aisX#k ( B
fRFE Cruise Control N8 XA IR G Y XXX ) BB o

git init && git add . && git commit -m "Init local repo." && git tag -a Your-
Cruise-Control-Folder -m "Init local version."

7. BITAT@TUREFWERRD,

./gradlew jar copyDependantlLibs

Bt i& #13= 1T Cruise Control

1. Xf config/cruisecontrol.properties XH#HTUTEH . FRHI5ISRS I[N SRE
FREGU/NERNE. EREFNXEFNS , Bl a2HahEFEHTHAGEE. HE,
& 7] LAfE A GetBootstrapBrokers#l DescribeClusterAPI #RES E41H CLI EMIRE,

# If using TLS encryption, use 9094; use 9092 if using plaintext
bootstrap.servers=b-1.test-cluster.2skv42.cl.kafka.us-
east-1.amazonaws.com:9094,b-2.test-cluster.2skv42.cl.kafka.us-
east-1.amazonaws.com:9094,b-3.test-cluster.2skv42.cl.kafka.us-
east-1.amazonaws.com: 9094

# SSL properties, needed if cluster is using TLS encryption

fE R A IR 92


https://github.com/linkedin/cruise-control/releases
https://docs.aws.amazon.com/msk/1.0/apireference/clusters-clusterarn-bootstrap-brokers.html#GetBootstrapBrokers
https://docs.aws.amazon.com/msk/1.0/apireference/clusters-clusterarn.html#DescribeCluster

Amazon Managed Streaming for Apache Kafka FERARER

security.protocol=SSL
ssl.truststore.location=/home/ec2-user/kafka.client.truststore. jks

# Use the Prometheus Metric Sampler
metric.sampler.class=com.linkedin.kafka.cruisecontrol.monitor.sampling.prometheus.Promethet

# Prometheus Metric Sampler specific configuration
prometheus.server.endpoint=1.2.3.4:9090 # Replace with your Prometheus IP and port

# Change the capacity config file and specify its path; details below
capacity.config.file=config/capacityCores.json

3t F Express brokers , BATBIET EDiskCapacityGoalE D #T25ELiE BB HY (£ B #r
£,

2. Y8%8 config/capacityCores.json X#IIEE EHFMEE K/, CPU /O M LE&H A/
HPRFl, X F Express 24 , RETEREKMEFN T EEHMADISKBEE, HT MSK &
¥ Express REWFMEEM , A ERFHEERENRSHEFE |, flilInteger . MAX_VALUE
(2147483647 )0 WTFIRERE |, BATLAEA DescribeClusterAPI #4E ( =2k desc ribe-cluster
CLI ) RIREXEE Ko BHX CPU BT M EH A4 RS , EZ 5 Amazon EC2 IR E,

Standard broker config/capacityCores.json

"brokerCapacities": [
{
"brokerId": "-1",
"capacity": {
"DISK": "10000",
"CPU": {
"num.cores": "2"
.
"NW_IN": "5000000",
"NW_OUT": "5000000"
},
"doc": "This is the default capacity. Capacity unit used for disk is in
MB, cpu is in number of cores, network throughput is in KB."

}
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Express broker config/capacityCores.json

{
"brokerCapacities":[
{
"brokerId": "-1",
"capacity": {
"DISK": "2147483647",
"CPU": {"num.cores": "16"},
"NW_IN": "1073741824",
"NW_OUT": "1073741824"
},
"doc": "This is the default capacity. Capacity unit used for disk is in
MB, cpu is in number of cores, network throughput is in KB."
}
]
}

3. BA[LLERE RS Cruise Control Ul, TNEE T3 , i5% % Setting Up Cruise Control Frontend,

4. BITLAT @S LAE 3N Cruise Control, ZEMFEAEL screen = tmux B T ERREF K EIZITH
SFFFFBURS

<path-to-your-CRUISE-CONTROL-installation>/bin/kafka-cruise-control-start.sh
config/cruisecontrol.properties 9091

5. {$H Cruise Control APIs 2 Ul k#{® Cruise Control I B &£ BN HIEHIBEHEHMFHEN, 3K
BERWIEHRE O RREEE LD aTE,

/A Important

HABCruise Controliz452.5.60% LA E MR AR S ExpressZ 4L A RA , B NExpress24L AT <
N FFZookeeperifs R

f£ A Cruise Control for Amazon MSK B B zh ZB B & 1

&34 7] LA A It CloudFormation 122 ¥AEZBE Cruise Control #1 Prometheus , NI ER A T R IERY
Amazon MSK &8 H MEEH ML RR AR,
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FEIhEE :

- BB B KAIZ 4R Prometheus BT 5% EC2 L4,
« %3 Amazon MSK TiiB &£ &,
« {FEMAPlainText 1 IAM 31T RSEMN F BRI,

« Cruise Control F{k#t Zookeeper.

- BEREEFEMEE Amazon S3 FEHEBETNEZBECHEEXH , BYW B E X Prometheus B #5, Cruise
Control REREMEMEE,

TXEXNFEERE

Kafka 7 XE#H 2B IErm

Kafka PR D XEHMTETERSARERR , RACEHRERERFMAEBRE K MNMURESEMEXEE
HEWEFHRRE, UTRESKRTESHERFER, MAHREHNNTHRENIBEREREARE
RN EFREN T MNMBEBBERRLEES XEH D E.

XS P EEA R

Cruise Control 2 B3/ HBSH , LIEH s XMOSEHENHEM., U TSHRETEEH 2B H
BRIGF TSN AA

s BAHADEXED : EUnum.concurrent.partition.movements.per.broker SABRH|H XK
KLLmEsXBs , BENEFARES.,

Example =4l

num.concurrent.partition.movements.per.broker = 5

R ERFHESMNMEEENLSENRBHFTEL 10 M X , MTFERER B 8.

155 A PR 7| SRR 428 #1785 32

« Throttle Parameter : FAMITH XEF D Eitkafka-reassign-partitions.sh, FHIEER
B2 ABEBINRRERER (USWFTHNEM ), --throttle parameter
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Example R4l

--throttle 5000000
X BRAHTRER 5Mbis,
- FHEUBINRE  RBFEESENHITERREXEE
MRBFEF/SAK , WEHDE TeeFEEEKANATE,

MRREBAS , FF R TREIIBESIEER HIEIR.
« MRFITRERTTIR , AGRBEEFMREEHTERE, ENAIEFRZE , BN AEEE
HYEI) , AR B &,

E R PR T M3 E

HEFHRRPXNRENIEH , FEREMCUNEFREFHRITAEN R, XEETUAMBFSHH K
KRRE R D7 SIEH BN A,

B3 Amazon MSK E£&E W EL &
EFHERRE , FRAREHLT ACTIVE RE, BELTHAR MSK £ LEMEBN 2 XEET

the section called “ THEBEEFHH X/ : BMEREBH D XHE” hrTRARS . MREBENXLLRS
BELEEETERNERE,

BEXMSKEENEE , BENMUBREENEE, TUEFMLEEMUREHFNEERIVIIEN 2K
H£ 4 LER , S the section called “44 ABLE,

£

- RREFHBERENATAMYE

- FRAEMERMNEE AWS CLI

« {5/ APl B3 Amazon MSK £&8 M E &

BoE ERTHAEAREAY AT A

Amazon MSK EARZHEHBEEEFMPRFRIESTAHM. Amazon MSK TR EH , —IREH —
NRLE, FUEES  EENATH , B MEBENEREEHFEHE. B2 , FEREEFRT
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REERNEFRMAERE  XTHRXSBERCENNEZ P, AXEFPRRETANSNNES
8, FEHILSH MSK L ER E.

HEMEFERZ , BNBUGEFREFTHMEPNHAREESR , HELF R BRRNTHER.

MREEFAR MSK EEFHEEMEMFIE |, TSR AR Amazon MSK SEEF AT 401 R 7] 77 2

SEREMERNEE AWS CLI

1. EHILAT JSON HFHHEHRFEXHH, HXHwmHEN configuration-
info.json. ConfigurationArnBMNEERTEREHNEEMN Amazon BRBR
(ARN), FELLT JSON # | ARN &8 4AEMA SIS 5K,

Configuration-RevisionBMANBEEANEEMBSITR,. BEEMSITHREZRM 1 FHRIVER,
FELLT JSON & | ZEBTREFEA SIS 5ER,

"Arn": ConfigurationArn,
"Revision": Configuration-Revision

2. BITAT®T , ClusterArnBR N EBIZEFITIREM ARN, MRBZFZEFN ARN , B
BRFHEAEEERKEC. BXESEL , S M the section called “FI HEE,

Path-to-Config-Info-FileBHBNEEFENXHNER, NMREGETEL—SPLEN
X#configuration-info.json ¥ FHERFEZHFBEFRH , WPath-to-Config-Info-
FileJconfiguration-info.json,

¥ Current-Cluster-Version B EEH 2 5l R,

/A Important

EEMATRHENER, EEREFNYRIMAE , BEADescribeCluster® = desc
ribe- AWS CLI cluster #%5 . RHIMRAZ KTVPDKIKXODER.

aws kafka update-cluster-configuration --cluster-arn ClusterArn --configuration-
info file://Path-to-Config-Info-File --current-version Current-Cluster-Version
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THEHNROIEAIAERLLGS

aws kafka update-cluster-configuration --cluster-arn "arn:aws:kafka:us-
east-1:0123456789012:cluster/exampleName/abcd1234-0123-abcd-5678-1234abcd-1" --
configuration-info file://c:\users\tester\msk\configuration-info.json --current-
version "K1X5R6FKA87"

% update-cluster-configuration as S H% HIMEL T JSON REIFT R

"ClusterArn": "arn:aws:kafka:us-east-1:012345678012:cluster/exampleClusterName/
abcdefab-1234-abcd-5678-cdef0123ab01-2",

"ClusterOperationArn": "arn:aws:kafka:us-east-1:012345678012:cluster-
operation/exampleClusterName/abcdefab-1234-abcd-5678-cdef0123ab@1-2/0123abcd-
abcd-4f7f-1234-9876543210ef"

}

3. EjRBupdate-cluster-configurationBELR , EETUTH
T, ClusterOperationArnBR N Ew S H HPIREM ARN, update-cluster-
configuration

aws kafka describe-cluster-operation --cluster-operation-arn ClusterOperationArn

% describe-cluster-operation S HI% H LT JSON REIFTF R,

"ClusterOperationInfo": {

"ClientRequestId": "982168a3-939f-11e9-8a62-538df00285db",

"ClusterArn": "arn:aws:kafka:us-east-1:012345678012:cluster/
exampleClusterName/abcdefab-1234-abcd-5678-cdef@123ab0l1-2",

"CreationTime": "2019-06-20T21:08:57.735Z7",

"OperationArn": "arn:aws:kafka:us-east-1:012345678012:cluster-
operation/exampleClusterName/abcdefab-1234-abcd-5678-cdef0123ab@1-2/0123abcd-
abcd-4f7f-1234-9876543210ef",

"OperationState": "UPDATE_COMPLETE",

"OperationType": "UPDATE_CLUSTER_CONFIGURATION",

"SourceClusterInfo": {3},

"TargetClusterInfo": {

"ConfigurationInfo": {
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"Arn": "arn:aws:kafka:us-east-1:123456789012:configuration/
ExampleConfigurationName/abcdabcd-abcd-1234-abcd-abcd123e8e8e-1",
"Revision": 1

}

kA , OperationType 2 UPDATE_CLUSTER_CONFIGURATION, 1%
OperationState WY{E UPDATE_IN_PROGRESS , B& & —EatE , RARBRIETT
describe-cluster-operation &%,

/A API E31 Amazon MSK &M E B

EEA APl E3 Amazon MSK S8R ELE , 2 UpdateClusterConfigurations

E 8 Amazon MSK &£& N E

WMREERF MSK £EMARE |, HEHAIL Amazon MSK ##1, EEFEHRNNRE | FRRERLT
ACTIVE K%,

ERGEY ( HIAEIHRAFALR ) #E , Amazon MSK BRS ATBELE R MSK SEFNARE, &AL
BYFHERRERN I Kafka FFIHAEMYE | BUHBAERF BN REETNEMER.

£ Amazon MSK £&# E /5 X AWS Management Console
WM A AERAERE Amazon MSK EE Y AWS Management Consolef{EE,

£ https://console.aws.amazon.com/msk/ ¥TF Amazon MSK #&l4& .
GERESEAEN MSK £,

TR FRBHFAGEERSD , AGEREEENRE,
ERERNERE,

R

£ Amazon MSK & E 5 X¥E AWS CLI
RN ENAEAER Amazon MSK £889 AWS CLIKE,

1. BITUT&T , ClusterArnBi N B EQIBEEITIRBM Amazon BIEZ R (ARN) ,
HBrokerIdBH N EEZHREMN ID,
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https://docs.aws.amazon.com/msk/1.0/apireference/clusters-clusterarn-configuration.html#UpdateClusterConfiguration
https://console.aws.amazon.com/msk/

Amazon Managed Streaming for Apache Kafka FERARER

® Note
reboot-broker B#E—RXRALXHFEZ —MME,

MREEEZETN ARN | AJLLEN Y HFAIEEFHRKE . BXEZEER |, BESH the section
called “ZI| HEEE

MRENERXANE IDs |, WALBERIHARET IREKFEN. BXRESER , F5H list-

nodes,

aws kafka reboot-broker --cluster-arn ClusterArn --broker-ids BrokerId

Z reboot-broker BENBMHIMLLT JSON FI7R :

"ClusterArn": "arn:aws:kafka:us-east-1:012345678012:cluster/exampleClusterName/
abcdefab-1234-abcd-5678-cdef0123ab01-2",

"ClusterOperationArn": "arn:aws:kafka:us-east-1:012345678012:cluster-
operation/exampleClusterName/abcdefab-1234-abcd-5678-cdef@123ab01-2/0123abcd-
abcd-4f7f-1234-9876543210ef"

}

2. E3RBreboot-brokeriRELR , FIETUT®T , ClusterOperationArnBi A EG T
HFIRBH ARN, reboot-broker

aws kafka describe-cluster-operation --cluster-operation-arn ClusterOperationArn

% describe-cluster-operation S HI% HIELT JSON REIFTF R,

"ClusterOperationInfo": {
"ClientRequestId": "c@b7af47-8591-45b5-9c@c-909ala2c99ea",
"ClusterArn": "arn:aws:kafka:us-east-1:012345678012:cluster/
exampleClusterName/abcdefab-1234-abcd-5678-cdef@123ab01-2",
"CreationTime": "2019-09-25T23:48:04.794Z7",
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"OperationArn": "arn:aws:kafka:us-east-1:012345678012:cluster-
operation/exampleClusterName/abcdefab-1234-abcd-5678-cdef0123ab@1-2/0123abcd-
abcd-4f7f-1234-9876543210ef",

"OperationState": "REBOOT_IN_PROGRESS",

"OperationType": "REBOOT_NODE",

"SourceClusterInfo": {3},

"TargetClusterInfo": {3}

EFBoIRETHKE , OperationState &F REBOOT_COMPLETE MR%,
£ APl E/Z Amazon MSK &R E

EFA AP EREHETHNRE , S FRebootBroker,

7 Amazon MSK &R RS

FEAI LR B E M T BIE MR E R 2 BL4s Amazon MSK &R |, a1 MSK &8, IRERENEIRE
YWREX, FRARER—MEE AWS RFEMBEERE (2 RBKEHYE ) WEEME KT E,

F&

« Amazon MSK &R E A H1iR

o FERAFRZEER Amazon MSK S8 A&
- RERF

« {#F Amazon MSK API| & BHRINFEZE

Amazon MSK E£& MR ZE At £01R
Al {#F Amazon MSK API sE A TS :

o FFRZHRINE Amazon MSK &R,
« 54 Amazon MSK BEHIRZ,
« M Amazon MSK &Rl BRIrZ .

O] LAEFFRE ST Amazon MSK BR# 1T 3, #lun | WA LUIZR IR, FrIB&RIAEX Amazon
MSK £&8#1T0E, ATERENESMIEWENE , RS UeZ—ABENRIKBRENEE
EsR, Bl | BAIUEN — B EREBBIER P EEN RN AR FRERER.

HEBR IS o


https://docs.aws.amazon.com/msk/1.0/apireference/clusters-clusterarn-reboot-broker.html#RebootBroker
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TR RIRENZ AN RA

* Project: Project name
* Owner: Name
* Purpose: Load testing

e Environment: Production

fE ARZIRER Amazon MSK & &K 4~

BRI A ARRESX AWS FERAMITORMBIER, HEX AWS RIR (23 Amazon MSK &8 ) M AR

Ert , B AWS A ERGSEERSTLCENERABRNMAE, SBEINARRILSES (M
Fi, NARFENIARE ) WIRERBEESHBRESHRE. BXESER , 55K AWS Billing A
FER PRI B E KSR E E A RA D BARE,

PR PR &l
LATFBR4&IE A F Amazon MSK RHIHRE,

EARR &

« BMNRBRNRARFEHE 500
- RERNEX D KNE,
« REEREIRE MR R IRARE,

RERR

- BIMERVLTEME -, NRERNMVFEERFECHEANE  WENTRZRESZNEREN,

« RERFREN aws: FFL, RNMEIRETEAE AWSERM. AWS FRRECIZR UL BRI X/
RE | BT RGBT BRIX LR,

- RERBOEKEXSLTNT 1 F 128 4 Unicode FRFZ[El,

« RERMMEE LT FH  Unicode Z&, BF, ZRMUTERFZF (_ . / = + - @
PREER

- BREENKELANT 0 M 255 4 Unicode F 2 iHl,

REBF IR 102
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- REETURZE, B4, EMNSABEUTFR : Unicode B, BF. ZRAUTEERKRT
ﬁ: . / =+ - @

£ Amazon MSK API & BHRNFRE
SR A LAE AR BU TR 3R 4ESR 9 Amazon MSK ZBUR IR E REUKH R INIRE |, REFIHRFEN Y FIREE

» ListTagsForResource

« TagResource
» UntagResource

T2 Amazon MSK &8

Amazon MSK EFIBE AT AT MSK £&# X%, BESHAM LR Amazon MSK E/lz8 7. ¥ , BAUUE
F Apache MirrorMaker 2.0 M3E MSK 81T # F| Amazon MSK &8, BXUAHITLIREN RE] |
S ® M igrate an on-premises Apache Kafka cluster to Amazon MSK by using MirrorMaker & < fl
A A K E B MirrorMaker , 2@ Apache Kafka X EER 2 AEGHE, RINBVUFERAST
A MirrorMaker Bt B3 TR &,

AT E MSK &8 MirrorMaker BT S BELR

1. BIE B MSK &£

2. MirrorMaker )\ B ¥R £ B#FTE Y E — Ama EC2 zon VPC ##J Amazon VPC H#J Amazon VPC,
3. REIE MirrorMaker iR,

4. MirrorMaker #E2f5 , A MSK &8 5| SREFEFENFEAEEEMIFHER

5. X MirrorMaker.

$F Apache Kafka &£ 1T %% Amazon MSK

REZE—/1 B R CLUSTER_ONPREM #J Apache Kafka &8, ZEHFEBEZETTMNEE. NREN
ZEBTBIHOEMEZ N CLUSTER_AWSMSK B Amazon MSK £& | It EFFREAGEERTZS
BHNERIE.

FIMEM Apache Kafka BT E| Amazon MSK

1. 7£ CLUSTER_AWSMSK # |, BIBEFBWAE £,

%3 Amazon MSK &£& 103
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B EEMEA MirrorMaker WE TR , ERAEFRcBIFAERNEFRIEHRCIRETBNEE, &
Al LAE A S CLUSTER_ONPREM AR & IR F M2 XEIE Amazon MSK IR EF, tuJlL
BEEETRNEFIRFM 2 XEH EH,

2.  MirrorMaker M\ EBiEEXFECLUSTER_ONPREMFI B A X PR A9 S5 FF #5 CLUSTER_AWSMSK.,
3. BIUUTHSLUEGFELA

<path-to-your-kafka-installation>/bin/kafka-mirror-maker.sh --consumer.config
config/mirrormaker-consumer.properties --producer.config config/mirrormaker-
producer.properties --whitelist '.*'

FEdaSH , config/mirrormaker-consumer.properties @ CLUSTER_ONPREM
FHSISARE ; FlI0 , bootstrap.servers=localhost:9092, ¥#config/
mirrormaker-producer.properties#ga CLUSTER_ HH 5| SEFREAWSMSK ; i
W, ., bootstrap.servers=10.0.0.237:9092,10.0.2.196:9092,10.0.1.233:9092

4. EFEFE MirrorMaker 1217 , ARHEFEACLUSTER_ONPREM, MirrorMaker S5 Fir B i
.

5. BERESNEENZE—MeBES MirorMaker EEFEANEE 2 ANFERLERGHE,

BiEfE , XK MirrorMaker R EFEREREMEFE, Atk , B LAER kafka-
consumer-groups.sh TERERH G, EERFEMARHEMN , B mirrormaker-
consumer.properties XHH&ERK group.id , RAEEAHE, NREXHHEELERE , &

AILABIE T, #la , ®E group.id=mirrormaker-consumer-group.

6. 1% MirrorMaker TFFIEXE )G , BLEFMEEFENETEE , AAREL MirrorMaker, R&Jg , el
BEEANERARETEME CLUSTER_AWSMSK &£# |, FRAREXNZEFHN I ESNERARISRE
{8, £ CLUSTER_AWSMSK EE#H B rrAtIZeE MEHES.

£ Amazon MSK &8 2 81T

B LAE A Apache MirrorMaker 2.0 M3E MSK B EB | MSK &8, i , &AM —MRAEY
Apache Kafka E# 2| Z — MRAH Apache Kafka, BXMMAHRITILIRENRE] , HS0I Migrate
an on-premises Apache Kafka cluster to Amazon MSK by using MirrorMaker Amazon MSK £ #2835
EARAT MSK £8#1X%., X Amazon MSK EFIFEMNEZER , S 4= Amazon MSK £l
2220

%3 Amazon MSK &£& 104
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MirrorMaker 1.0 S{ESEER

B {ESEER BIRIE A T MirrorMaker 1.0,

- EBFREE MirrorMaker L1217, XHF—3FK , B X ENERE , HENTEREHFHFTH, NRE%E
JRER MirrorMaker L1217 , HBSEHEEFEPHITEF , FEFERNZRE , NEHTELE
%Ko

- MRERANBRPRENE , BEREFHIZIT MirrorMaker,
- NFEMLE , I%E auto.commit.enabled=false
- NToIER, RE
« max.in.flight.requests.per.connection=1
* retries=Int.Max_Value
+ acks=all
* max.block.ms = Long.Max_Value
- NTFRENCIEHFEFLE :
o EWXHEMIETH B E - % buffer.memory, batch.size, linger.ms
- BAEEHEFEMKX - receive.buffer.bytes, send.buffer.bytes

- ABRBIEEKL , BERBXE auto commit , X#'E MirrorMaker F AT BURHIRR | X8
FEREWEIRE BREEHN ack 25T XM, MRE~FHEER acks=all F HBIREFN
min.insync.replicas RERA AT 1, I EFEAEERHREXFRBEZH , FENREEEFNZIMMN
B t, MirrorMaker

- MRMFREE , MHERXRBIREN 0, HE , N TEFHE , FERAEFEAPEEBREN 1,
DEREMLALERREME , FRTFERXAHOALE, XHE—X , FEARENSMLE | B
FEHT -t ERNIE, 1R max.blockms RIFERNZAE , HEMRGES[EHXEH , W7
BRESELBE (EABURTHM—LRE ) . XALAEIEMREMEHS.

s WFEHFEHE
- 1840 buffer.memory.
o B ARHEALEE KD,

o AE lingerms UARFEFZRMAE, XEURIEHFNESR, EONNETRAZEUREDNE
BEE, X2SBUREREE,

- YW CPU MIAEFERER
s WTFESHEHARIEHE
« BINEA MirrorMaker #2H &L T2/E A BEHRE — num.streams.,
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- HEEMLIEZE , KEMITEHAIL MirrorMaker H#EHE | WIS T A,

- BREER—&ITEN LI MirrorMaker #2% , ARETRNITEN LB INEREER ( E£RHERR
H1D)o

- RERLHEFRESHNEBEHEA LI MirrorMaker L4,
- NTEEBNEE
« £/ AWS CloudFormation MELEEE T E , b0 Chef # Ansible,
- £/ Amazon EFS & AR A MPTE Amazon EFS EC2 L4615 B AT A Bl & XX 4.
- FRARFBENT BRMEEE MirrorMakerfl

 BE  EETUE—HBREIRE—NETEM/M, MirrorMakerA Lt , HREZNEHASE. B,
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BXRUBEFHNIERMENTESIR , BHZ M create-cluster,

aws kafka create-cluster \

—cluster-name "MessagingCluster" \
—broker-node-group-info file://brokernodegroupinfo.json \
—number-of-broker-nodes 3 \

--kafka-version "3.6.0" \

--storage-mode "TIERED"

BIEE D EEMEN Kafka =& AWS CLI

EXRENRERA TS RFERNERNARNERE K SEEUR-1MNERATORFRNER , Hhas
RXRBRAIFHES. 2EFE#NTIIEENT :

« local.retention.ms ( #4010 7% ) AEFEHEIMNAREBIRE , local.retention.bytes H
A& K/NBRH,
- remote.storage.enable iREN true BRI AS EFM,

AT ELEE A local.retention.ms , {ELEMERI ER A local.retention.bytes, LLE M H| Apache Kafka
FHEEMNEEEEH R 2 BEFMH 28 T ALY AT Apache Katka AIAE I F T . BXRIZHH
BEEEMNEZHFMAER , S Topic-level configuration,

® Note

BAIIER Apache Kafka B FiwhRZAS 3.0.0 REERA, XLEMRANE kafka-topics.sh
MIXLEFIRIRAFRZ R remote. storage.enable WiRE, ExIFEHFEHRAH Apache
Kafka Wl B EBE A2 EFM , BSHEIE Amazon MSK £8 L E A EF#E DT,

bin/kafka-topics.sh --create --bootstrap-server $bs --replication-factor 2
--partitions 6 --topic MSKTutorialTopic --config remote.storage.enable=true
--config local.retention.ms=100000 --config retention.ms=604800000 --config
segment.bytes=134217728

EIAH Amazon MSK £8 LB AMNER S E176E

XEPNNENAECAHENETE LERNZERSEFH. E0EBERATOEEMNFERNER |, 5
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EIAH Amazon MSK =B LB A9 E17M#

EENEXTB LEAPERME  BERAUT RPN alter T EE. EERFENETELERASE
F#E , BTRAZ I EA Apache Katka & F Uit i 4s 19 BR il

bin/kafka-configs.sh --bootstrap-server $bsrv --alter --entity-type topics
--entity-name msk-ts-topic --add-config 'remote.storage.enable=true,
local.retention.ms=604800000, retention.ms=15550000000'

EIMAE Amazon MSK =B - EZ2ER 9 B 1246

EENETELEASEER  FRBREAIEEHNNINFER alter i H1EE,

bin/kafka-configs.sh --bootstrap-server $bs --alter --entity-type topics --
entity-name MSKTutorialTopic --add-config 'remote.log.msk.disable.policy=Delete,
remote.storage.enable=false'
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HDescribeClusteri®fE= describe-cluster AWS CLI 5. ROIREAR
KTVPDKIKX®@DER,
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aws kafka update-cluster-kafka-version --cluster-arn ClusterArn --current-version
Current-Cluster-Version --target-kafka-version 3.6.0

2. mEEFTFMEN., UTRERHAERWMER update-storage API FEFHEHEEXNEEN
TIERED.

aws kafka update-storage --current-version Current-Cluster-Version --cluster-arn
Cluster-arn --storage-mode TIERED

FEREEHAFEHRIA Amazon MSK £8 L9 ER1E6#
WERBANE T iaER AWS Management ConsoleE #% Z 17 Amazon MSK £,

1R MSK S L HI#Y Apache Kafka liRZA =2 2.8.2.tiered, MREEEN MSK E£&FA R Z 2.8.2.tiered
WA | ES R E#H Apache Kafka FR 7R,

(® Note
REEEEM log.cleanup.policy IRE N delete B , FREBRAPEREMW K BAPEE®TX
BFEEETE. IRREZRFETBLERASEFM , MEUTLUFZE-ED log.cleanup.policy Bt
BN compact. AXXFNEERMENEZFMEES , iHZH Topic-level configuration,

1. £ https://console.aws.amazon.com/msk/ TF Amazon MSK &l &
2. RIERBERNE , BEREM.

3. BEF@Ey , BARREEHTFHEER,

4. RiEBRDEFHEMN EBS 7t , BARREER.

¥ B Amazon MSK frELR L 17 4E
WA LA N/ NRIER EBS M Z=E. B R FEE,
EY BEERRE , FEEDATH,

/A Important

¥ B MSK £ENFREZRE , MEAAUERFANERZE, T3 , EBREFHET REMH2
B, ERBFE-BSLIIM, Amazon MSK AL A HMRMILES , BUERITT R. KR
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FEINE S 6 DIt EEN 24 IFFE |, EABRTERNE#HEXDNIARURRE, XBE
BT auto scaling =4 , t15& A T #H1ZUpdateBrokerStorage R fE# 1T F e 48 1. BKIE
BREEFEHZERAKNIEER , BSH the section called “PrER B HKIEZER,

BALERSEERAREBELAQT RETRENFEZE, FZRKELLEN D EFMHE.

FT
« Amazon MSK S8 B3 48
- FREZLENFHTRE

Amazon MSK 8K B3 4

EAWTREFTFHBEUANNERAEREM , BN Amazon MSK BLEBN AREF BT SR, 1
B BEREP , EULRERRHENARNERT BREE.

R Amazon MSK fEFI By 4 fl , BMNERUATILR :

/A Important
iy RIRESE 6 NITRBRBRE IR

BWIENKNEENEHETE , UERFMER, BXABRERNINES | ESRABREFEN K
N BNEBNREREBHRE,

« Amazon MSK T 2RFEAERLP MBI/ NEFFEHAE. Amazon MSK AXEFE /N EEEH KD, W
RIBETR/NEBRE#HEAD , IIXTNEIEEHIBIFERBER/INES, AXIBEHNESR
ES T #% 2 Amazon MSK £,

« Amazon MSK ZEI A#b[X ( KRR ) MFEM ( FAER ) KEFRXZFEFIT 4.

- UIRNBET BRESER KB , Amazon Aut EC2 o Scaling 2 B38BT BFRBRENT D%
CloudWatch &R, MREMER BB HAEMEMIERERE , Wt CloudWatch BIRMAFE. ZMIER
CloudWatch Bk , BRIZENERFPBRENEHERR , AEBRRZER. ETHEXBRRE
MWEZEL , HSH Amazon Auto Scaling A i8R #9 Amazon A EC2 ut EC2 o Scaling #9 B #5
RERY BEEE,
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- Amazon MSK Bz R FHER
« 7 Amazon MSK £# R BB 3T H

Amazon MSK H B ¥ KB iFMAER
BV BREANEBENUTSEH
- FHAAEXRBR : Amazon MSK AT % Bo ¥ BIRENE#EFNBAXRRE, SO LLR A EB R

REANLHHFEBEN 10% F 80% ZiE, BUEBFEFHMNARBIFRENRN 50% El 60% Z[H,

- BREMHAE  Amazon MSK AIA AR BEHIRENE AT ERE. BAUESMMENG X1Z6M#
BRERENGRZ 16TiB. BEXEZEE , HZH Amazon MSK FRE,

% Amazon MSK # %] Maximum Disk Utilization 8#&F =K F Storage Utilization

Target RER , ERFFFHEBIEMEM 10GB LY FHEBEMN 10% (URKENE ). HlI0, MR
#£48 1000GiB , MiZHEHN 100GiB, ZRFBIHRE-—REFE®RFNAR, £ —FTNT BRESYEIE
E#EE , HiEN 10GB YR FHEBERN 10% ( ABRKENKE )

ERERBRET BIBEBURE , BFEHZ ListClusterOperations#4E.

A Amazon MSK E#iRE BT 4

BRI LAE AT D% MSK #2414, TW3# MSK APl , t2 AT L AWS CloudFormation SEE{Z4& Y B3 ¥
B, CloudFormation A& LA T 53K B X FApplication Auto Scalings

(® Note

RIBERHN  BLEXNBIT R, EXNECNEER  RAENHGBEH SR BIT BERE,
BE , BALUE Amazon MSK IR tl R £ B a0l B 1% K 8K,

£

« £/ Amazon MSK AWS Management Consolei% & B3 ¥ 45
- FACLIRBBEITE

- A APl 3 Amazon MSK iR B B3I 48

£ H Amazon MSK AWS Management Consolei® & Bz ¥ 4&

L RTE T WAERA Amazon MSK & & RN ST BZ Y 48,
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1. B FZIH{Ehttps://console.aws.amazon.com/msk/ZRF FTF Amazon MSK 2 #|& ? AWS
Management Console region=us-east-1#/home/,

EERBIIRT , EEREH. XQFEEISEIHEFFMESNTTE,
KEE@BT BB AREE,
tIEAwE By AR, BEFHAMARER, BRFEEBTENBIRER.

1%£$% Save changes,

o M @b

REHBRFEKE , ZREFHNZERTNEDRS. RE , BB EFERARERT , Amazon
MSK & RS I F .

A CLIREBHT E
I RANE T {aE A Amazon MSK CLI H1FESET B3 48,

1. M RegisterScalableTargetdn & Mt 12 4& FI A = B #5,
2. f#M PutScalingPolicy@ir eI B3 BKEE,

/8 APl 7§ Amazon MSK i& B Bz ¥ 48
W REANE T {aE A Amazon MSK APl R Z#SEIM Bz 4,

1. M RegisterScalableTargetAP| 5¥ it 174 F B £ B #5.
2. ffM PutScalingPolicyAP| 81 Bz B F#.

WEZLENFT B

EEMFEZE , FEEEREA ACTIVE RS, FET BERREHZRAZDAANNHNSH
B, BRZBESVNRERHKESFRTZH , BZRSNEFE 24 MR REKMNEX EHEFHITR
to ERNCLERNNRKEEFMIAXNKIEL.

FERYT BRIEEFMH AWS Management Console

1. £ https://console.aws.amazon.com/msk/ ¥TFF Amazon MSK 12#l &,
2. “REFHRETHN MSK £5,
3. HEFEIDPEERE.
4

EEMEEME, CRARENFHE K TRBDEFRE,

/
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5. EERRFER.

ERYT BREF4# AWS CLI

BT TS, ¥ ClusterArn B IR EFFTFTIRENEY Amazon BRE# ( ARN ) » WIREE
BiZEHN ARN , B HMEERXKITC, EXEZEE |, 1S H the section called “Fl 1 £
.

¥ Current-Cluster-Version iR EEH 2 5l iR,

/A Important

SHMATREENBR. EERERNIFMA , FHEMDescribeClusteri® 4L desc ribe-
AWS CLI cluster ii 5o RHINRASZ KTVPDKIKXODER,

ZTarget-Volume-in-GiBSBRREZESNRLEHRENERKE, REEHAMERENFMH, &
TREEEEEFNEENENMIE, BNIEENETarget-Volume-in-GiB&4MRKXTF 100 GiB K&
». BENRERESNMMENF®TEET 16384 GiB.

aws kafka update-broker-storage --cluster-arn ClusterArn --current-version Current-
Cluster-Version --target-broker-ebs-volume-info '{"KafkaBrokerNodeId": "AIll",
"VolumeSizeGB": Target-Volume-in-GiB}'

£/ APl A BAIEFM =

EfEA AP EEFM# , 1S HUpdateBrokerStorage.

EI Amazon MSK £ PIiREREENERELE

BRUMAEA Amazon MSK ###|&. CLI F1 API IBFEHEMER |, BSH?227%
£

« Amazon MSK REFMH EHRFTMANZFAEFEHLERE

o 2 Amazon MSK £ FHEHE

« Amazon MSK E#FMEF#ANEEEFHE
» 7 Amazon MSK £8P EREBEREFMELE
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Amazon MSK REEHERFTMFZFAEHEIRE

REFHEHIBETINEREEEERS : EFHE. Amazon EC2 | Amazon EBS WMEEHEURT S
B EC2 HOEHE, BULIEATMBERELERBARESFHE, B, REFHER4IT/EEH
T 5% EC2 B Amazon EBS FMEHFMEMNT S EC2HOFH EERN

Ama EC2 zon HOFHEFHBAZFARENENEREANEREREN T, A , ¥ TRAHRK
IBHIE | Amazon EC2 & Amazon EC2 EBS WM& FEMHEN T E#HMEOFHEHRES,

NF 10GIB REKNEB K/ , BALEFHELEME NS 250MB ZEEEH. RIAANEW
250MiB, EMBEM#AELE , B4FULERRIE K/ kafka.m5.4xlarge RE K ( = katka.m7g.2xlarge
REK) , HELAUEERAETLE , TR T

RER/D BRAEFEEMLE (MiB/s )
kafka.m5.4xlarge 593
kafka.m5.8xlarge 850
kafka.m5.12xlarge 1000
kafka.m5.16xlarge 1000
kafka.m5.24xlarge 1000
kafka.m7g.2xlarge 312.5
kafka.m7g.4xlarge 625
kafka.m7g.8xlarge 1000
kafka.m7g.12xlarge 1000
kafka.m7g.16xlarge 1000

i1 & Amazon MSK £EHFEEEHE

BALAE A VolumeReadBytes #l VolumeWriteBytes IEFRREEEFN FHEHEEFLE, FHIX
ANMNEGHWENSHUFTHRNNTIFHALE, ERNEFNTEOEEELE  BRXHENER
REN SUM , IRKIZEN 1 28 , RAEFERAUTAR,
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Average storage throughput in MiB/s = (Sum(VolumeReadBytes) + Sum(VolumeWriteBytes)) /
(60 * 1024 * 1024)

A< VolumeReadBytes Hl VolumeWriteBytes SRS S , &S the section called
“PER_BROKER Al M 1%E",

Amazon MSK EEHTIEFHNWE EEFHE

B UEFBTMEFHE IR ZEEH Amazon MSK BLiE, T , EREIMENEFTULE |, BHUM
FHATXFANEIE : B# num.replica.fetchers RESHNASTHEELE,

EERIA Amazon MSK BL ™ , num.replica.fetchers H{ERN 2, EFH
num.replica.fetchers , BANFEATRINENE, XEENHSE, BWWERESSHAHIA
BIXLE,

RIB K num.replica.fetchers
kafka.m5.4xlarge 4

kafka.m5.8xlarge 8

kafka.m5.12xlarge 14
kafka.m5.16xlarge 16
kafka.m5.24xlarge 16

EHENEERRTERE 24 MIREN , ABMBRRBSRBEZSNA , WAEFEERNE, T
o, EiERHE  IESHERELEFTRERENMRE. MR 1TB E/IRSMA , BELHFAND
R AT B EN NS,

A Amazon MSK E#AFNINEREBEEFEREHE

Amazon MSK RELFBFEREEFREE L, HEFERNEHEARE. EREZRASHBENARE
AZBERAERFRHRER , FHZE /0 RREER, EFHEFHERERNF#EEARENMM
FRESENHENER, MEFHEHEREUTNEFHTHREEEZERNED,

BRI AR RE KRR kafka.m5.4xlarge FEABFEHBEN 10GB AESHNERIEEMETLE
ER(UBYMB RN ), AINECEERYEEEMESTHE, BWANLT ACTIVE RESH
SREAREAMETLE.,
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FA

« EAMBEE Amazon MSK 8771 &L 2 AWS Management Console
« EAMEE Amazon MSK 8 F#&H 2 AWS CLI

- £/ API 8] Amazon MSK EERITEF#EHE

EHAMBELE Amazon MSK & Z & &L E AWS Management Console

EERBERT —NRA, HEAMAERREAMEESRLERN Amazon MSK £&. AWS
Management Console

1. B FRIHEhttps://console.aws.amazon.com/msk/ZRF FTF Amazon MSK 2 #|& ? AWS
Management Console region=us-east-1#/home/,

2. EROIEEE.

3. EEBEENGIE,

4. IEEEHBBEN.

5. HEFMEHDFIEERE M.

6. NENENFHRELEBEE—ME

7. EEVPC, ARKX, FMMREH,
8. BEET—%,

9. EZXREISRIEKD , AET—F.

10. EEENFICLTRVER , BT D,
1. RESFHRE , RREFCIEEE,

EATEE Amazon MSK S8 F# &ML E AWS CLI
HERERT —NRE, HEAMAERGIREAT AWS CLI MG ERUH B EE,

1. SEHIBAT JSON HFHEHKEWEIXHF, AEKFPNERZRTFM IDs IZ24H ID 5ufFf. AXH
cluster-creation. json @& HREXH,

{
"Provisioned": {
"BrokerNodeGroupInfo":{
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"InstanceType":"kafka.m5.4xlarge",
"ClientSubnets":[
"Subnet-1-ID",
"Subnet-2-ID"
1,
"SecurityGroups":[

"Security-Group-ID"

1,
"StorageInfo": {

"EbsStorageInfo": {
"VolumeSize": 10,
"ProvisionedThroughput": {

"Enabled": true,
"VolumeThroughput": 250

.
"EncryptionInfo": {
"EncryptionInTransit": {
"InCluster": false,
"ClientBroker": "PLAINTEXT"

1,
"KafkaVersion":"2.8.1",
"NumberOfBrokerNodes": 2

}I

"ClusterName": "provisioned-throughput-example"

}

2. ME—%HHRTF JSON XHH B FHEITELT AWS CLI @85,

aws kafka create-cluster-v2 --cli-input-json file://cluster-creation.json

8 API 62 Amazon MSK &8 NTBFEETLE

ERCEEHRNEEMRENFERHSELE , BFER CreateClusterV 2,

T 5# MSK I E £

TEEAWS REFZE, fFNAWS FF , BAUZRT TN REASHLZEHBREALNERMHY
BRBARER UMM LZENY,
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ZERNMFHEAE AWS 3E, RERAEEXFEHRNCZNRZEMNEZTN RSN

s TRE — AWS SRR E AWS EHIE1T AWS RS EREHE, AWS EAZREMITUZSFER
AR . ERNAWS EMUTRIEM U RIENITREN -8y , BE=AFIHMEHNZMNBUERNRZ L
WA, ETHEAT Amazon Managed Streaming for Apache Kafka BN &# M1 |, S H %
M RIRHHSEE A Amazon Web Services,

s TIHTE-ENTEHREERN AWS RERE, ZEZFENHECREAR , SEEN BB BUR
., BRFANERAREANEEEN,

ZI AT RSB IR T R IN{AIEE A Amazon MSK Bt FiREHRBEREN ., AT EBiE 8 N{A#ELE Amazon
MSK LRI BN Z e EEH M B IR, BIES T a4 A E it Amazon Web Services #5Bh & ik 122
F{R¥P Amazon MSK &R,

F&

» Amazon Managed Streaming for Apache Kafka 1 #Y E3E R

« Amazon MSK K & K iE F 1R APIs

« Apache Kafka # & 135U F %X APIs

« Ek Amazon MSK EENZ £ 4

o F2FI3T 5# MSK ZooKeeper S8 # Apache 7 < #9177 18] X BR

» Amazon Managed Streaming for Apache Kafka & # t 311F

» Amazon Managed Streaming for Apache Kafka # #9% & &E

» Amazon Managed Streaming for Apache Kafka A Y E ik 2 £ 14

Amazon Managed Streaming for Apache Kafka & B BRI

PHEFTEER AWS 2 HEFTEERER FTEA T Apache Kafka B Apache Streaming for Apache
Streaming FHHIE R, MAREFNR AWS |, ARRPETHERNERNSEREMEE AWS &, &
HREP N IEEELEMEN ENRNBNEE, BEAREFMERN AWS RE N2 RENEEE
S, BXRVERMNEZER , FSRALERLELRNE, BXBMNBERFNER , 55H AWS
Security Blog E#9 AWS Shared Responsibility Model and GDPR & X E,

HFHERERPEHN , RINEBUERI AWS Ik ZIEFHEH AWS IAM Identity Center 3% AWS Identity
and Access Management (IAM) ZRENARAF, X , 8MNAFPRRBETHIERRAMENNER.
REWEBES AT AR EIEE

s WEANKFFERAZESHRIE (MFA)
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- AT SSL/TLS 5 AWS BRFBE. BAERFER TLS 1.2, ZBiUFEA TLS 1.3,

- FEHIRE API MAFES BE AWS CloudTraile B A CloudTrail lRER#HIR AWS SEZIMEER |
E5 (AWS CloudTrail BF 1) RHEAR CloudTrail o

- £ AWS MF#ERST RUAREFHRAERIALZ 224 AWS RS,

- FAERIEEZLRS (HlI Amazon Macie ) , BEBIT XIMARIP Z#1E Amazon S3 HEV U
iz

o MREE AWS BEHTTREN API HITIHRINEELS FIPS 140-3 RiIFMMZER | EEH
FIPS =R, BXAAM FIPS MR ELEE , FEH (ZEBRFIPESLLERE (FIPS) % 140-3
W) .

BB REEIHBRER (WEBEFWE FiR4ibit ) RANZHBEHBRAXEFE
(MBHRFER) . XTELR AWS RS FRAZEFIA. APl 5 Amazon MSK S E#1# AWS CLI&
ERt, AWS SDKsTEA TEMWIRSIHBEHBANAFZEF M ANEMAHFER TESATITER M
HE, MBREOASRSFREML , BBV EFTEENMULFIEEIE B RRIEXNZRS M5

Ko

FH&

« Amazon MSK iz

« Amazon MSK & A7

« ¥ Amazon MSK APIs 530 VPC Kix T m Bl &FEH

Amazon MSK Nz

Amazon MSK 12 7 BIENZE T |, 0 X EETRHEZ ™S BIEEEER, Amazon MSK
AT INZREBSHAE 13 MPALLIT—X, Amazon MSK £ BZh AATEEREITXEIFH, 4
Amazon MSK FFIAIEBACTIVEE HIR¥ERT , Express REBEE LTRSS, W FiEREE

B , Amazon MSK &£ B HVRARRE N B IEH EFIRMEMAINTENANCERT HIRES . MSK T HIREE
FHACTIVESSRREIRTE, HEBL T IEPEFIRER |, B ASEERMEREIE , EFEXNERT
EREHERE,

Amazon MSK #A &

Amazon MSK 5 AWS Key Management Service ( KMS ) £ AR EBA MY RS 25U/ %3, Amazon
MSK A& BB EBSHIE, H0E MSK &8 , B IEELFE Amazon MSK AT INEEBZS
BIEH AWS KMS key » HNIRERIEE KMS 4 , Amazon MSK £ A ZBIE— AWS HERZEH
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HRKEBFEHAE. BXKMS ZHANEZEFEER , HZH (AWS Key Management Service 7F & A & 15
) I AWS KMS keys,

Amazon MSK 4% & # N3

Amazon MSK £ TLS 1.2, MINERT , ESLMEHE MSK SENRE 2 BEMAVBIE, AEL
BEHNBZIMIAE,

NTEFHRMREZENBERE , BLTIEE T =ZHREZ— :

« XAV TLS MEBEHIE. XERIANRE,
 EBt VPRI XCEIREM TLS & EIE,
o RAVFEANEIE,

T MSK 24 AN AWS Certificate Manager iE#, E it , FAEF Amazon Trust
Services B th &5 F Amazon MSK R ERIIEF,

SRBMNBARWEAERTINE  BEATRSIEMFIIN CPUFHEM/LEVHNIER, BR , KZHK
EARGINXLEERHTHR , FRNREIRTER. FrinMNERBEREEXHNEE,

Amazon MSK 1nZ2 A7

B3 MSK &Y , B LAEA JSON BRIEEMZRE. AT :

"EncryptionAtRest": {
"DataVolumeKMSKeyId": "arn:aws:kms:us-east-1:123456789012:key/abcdabcd-1234-
abcd-1234-abcd123e8e8e"

I

"EncryptionInTransit": {
"InCluster": true,
"ClientBroker": "TLS"

3 F DataVolumekMSKeyId , BRI LLAMKF (alias/aws/kafka) FH MSK IEEEF L E H4AH
AWS RERF . MRBKRIEEENcryptionAtRest , Amazon MSK &3t & By B S B AE 3 1740

#, AWS REXRAEWECHNEFEANTNA , BRIE GET HRHFA DescribeCluster API
B,
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3F EncryptionInTransit , InCluster HERIAEN true , ERMRER BRI 2 A& iE BIE
Btik Amazon MSK MR , WA SURF L BIRE A false.

EREFBAREBEEAHNETEREEMNZER |, B ClientBroker IRENUT=/MEZ
— : TLS. TLS_PLAINTEXT 3 PLAINTEXT,

=i

o )% Amazon MSK £ & rIEEINZRIE B

o i® Amazon MSK TLS tnz®

2 Amazon MSK &£&HEENERE

RN A T MAEEE Amazon MSK & EEMFERE.
SIS EENRRE
1. RE-—RONABREEXMSF , AN GXAHEERENEFAER. SO, FEFEH

encryption-settings.json,

2. J&1T create-cluster @{HMEMA encryption-info &g REREEE JSON WX H. =
Bl - A {YOUR MSK VERSION}S Apache Kafka & FimhR A CEHI AR AR, BXxIMAER
MSK £EEMANER , BSHBEELN MSK £FEAE, HEE , A5 MSK £FRATEHN
Apache Kafka &P IRIRA , AT8E2 5 B Apache Kafka ZiiEIRER, EXFE.

aws kafka create-cluster --cluster-name "ExampleClusterName" --broker-node-group-
info file://brokernodegroupinfo.json --encryption-info file://encryptioninfo.json
--kafka-version "{YOUR MSK VERSION}" --number-of-broker-nodes 3

LAT Rz 4T e an 5 /3 49 B2 Wa B2 7R Bl

{

"ClusterArn": "arn:aws:kafka:us-east-1:123456789012:cluster/SecondTLSTest/
abcdabcd-1234-abcd-1234-abcd123e8e8e",

"ClusterName": "ExampleClusterName",

"State": "CREATING"
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Mi® Amazon MSK TLS 1n%
LSRN B T WMATE Amazon MSK EIlig TLS %,
Mzt TLS mnzs

1. % H&the section called “BIERE P ixiTEVFHNIES A EZT P init &,
2. EFEFIRITEN EZ%E Apache Kafkao

3. BEARBF , BIER IVM EEEE MSK £FEE. Nt , FEEEFTFRITENLIEZ—
BH /tmp BIXXHR, ARfE , #3 Apache Kaftka ZZ/ bin XHX | HETUTHS. (K
JVM BREARERHE, )

cp /usr/lib/jvm/java-1.8.0-openjdk-1.8.0.201.b09-0.amzn2.x86_64/jre/lib/security/
cacerts /tmp/kafka.client.truststore.jks

4. MEZFHITEN LM Apache Kafka B2/ bin X4XRF | BB R
client.properties WXAXH , ZXHBEUTHR.

security.protocol=SSL
ssl.truststore.location=/tmp/kafka.client.truststore. jks

5. EAWSCLI ZETHITEN LETUTHS , clusterARNSIR R EEHN ARN,

aws kafka get-bootstrap-brokers --cluster-arn clusterARN

BUMERMTATR. RELHER , RAGEEET —IHEATE.

{

"BootstrapBrokerStringTls": "a-1.example.g7oein.c2.kafka.us-
east-1.amazonaws.com:0123,a-3.example.g70ein.c2.kafka.us-
east-1.amazonaws.com:0123,a-2.example.g7o0ein.c2.kafka.us-east-1.amazonaws.com:0123"

}

6. BITEAT®T , BootstrapBrokerStringTlsB#REBE L—SHRBIRBIRRZ—,

<path-to-your-kafka-installation>/bin/kafka-console-producer.sh --broker-
list BootstrapBrokerStringTls --producer.config client.properties --topic
TLSTestTopic

7. IAFHSTEAAERIE-AEMRITEN. K5, STUTHTUEIREHEERR.

Tk 133




Amazon Managed Streaming for Apache Kafka FERARER

<path-to-your-kafka-installation>/bin/kafka-console-consumer.sh --bootstrap-
server BootstrapBrokerStringTls --consumer.config client.properties --topic
TLSTestTopic

8. HERBEOD , MANKHEERTEER , HECAREQFEHRMEEE. Amazon MSK
X 4% i P RY L OH BT T IR

BXBLE Apache Kafka BEFIRAERANBRENELZEE , FSHEE Kafka B i

 Amazon MSK APIs 530 VPC Kig T it & EH

& LAME R B AWS PrivateLinki2 X #F#32 0 VPC K ix1 =3KPS LE &K Amazon VPC 1 Amazon
MSK Z BV E APIs BT I S 4&, #0O VPC £ iﬁ‘ﬁﬁ*?" Tﬁagﬁﬂfﬂﬂ*\ NAT &%, VPN i&E
$#£5 AWS Direct Connect #E#, AWS PrivateLink 2 —fi & F3 M EZOSSH AWS RS 2 B FA
BEEN AWS &R , # Amazon VPC IPs RERMBEMSE, BXEZER , FSHILS# Virtual
Private Cloud f{Z 0 VPC &% ¥1 & (AWS PrivateLink).

BB B AR F I LAE A 5 Amazon MSK Provisioned 1 MSK Connect iE#% APIls . AWS PrivateLink
B, BREHN Amazon MSK API 8| —MEZQ0O VPC Kim T R, UE3IEEED VPC KisTRLARA
BRI T VPC BIRIRE. BA FIPS M0 VPC KT 2 EAFRERXE, H%E%%m ,BS
) 8 2243 O R T = o

ERALLIhEE , BAEY Apache Kafka & i A] LA 3R BUE # F £F 58 LUE 2 MSK Provisioned 2 MSK
Connect B , MEAZEBEIT BN RIEZEFRE,

SIE#E#N VPC KR T [BY , BEEUATRSEHRLETRZ— !
X FEEERN MSK :

* com.amazonaws.region.kaf

« com.amazonaws.region.kafka-fips ( /3 A FIPS)

Hepith X &R X B R, EFIRSBMAIS MSK Tl E APIsRE. BXEZER  FEH

https://docs.aws.amazon.com/msk/1.0/ apireference/ H Yy #&

¥ F MSK Connect :

« com.amazonaws.region.kafkaconnect
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Hi X 2B X E R, EBRHRSEFEITS MSK Connec APIs t #8, BXEZER , B5H
(I B# MSK Connect APl &) FHiEE,

AXEZELR , BFAEED VPC KiFT S step-by-stepii Bl , i5SFIAWS PrivateLink ¥/
melEEO é%ﬁ“** =

F X % MSK FiiEt i@ 5% MSK Connect B9 VPC LK im T S 8915 B AR APls

f&Bh VPC im SR RE | AT LA &liAmE , AR - R MME VPC i HERAMME IAM BF., 4
jﬁ@ﬂ’]%ﬂlﬁqﬂ HENZER , NTIRRFI REEBEN4FE VPC w23t 1Tih R, 1AM REIRBESRE X
MSK Provisioned 5% MSK Connect BRS B 15 [ ER o

MREE IR IR KB RINREE , Amazon VPC 2R EMINI—MEUIARE | ZERBATNBRSH TS
WE, KiET ARBEASBEEHER IAM ETHHNRBIBSHERN KK, X2—MREIMARE
R T 26 M KPS e EARSS #E TR T .

BEXEZER , RS HAWS PrivateLink {8 FHER VPC LT K263 ARSSHY 5 H 6

MSK Provisioned — VPC policy example

i R AR
LRBIRBE AT AT IRl VPC KR T R, ( BXEZER , BZHEHIX Amazon VPC BiRH A
@] ) o TRHEERSINNGHFMERES HAMEZN VPC LT [ TRV R,
{
"Statement": [
{
"Sid": "MSKReadOnly",
"Principal": "*",
"Action": [
"kafka:List*",
"kafka:Describe*"
]I
"Effect": "Allow",
"Resource": "*"
}
]
}

MSK Effifii & — VPC & im T KR B& R 51

BR&IFS4FE MSK EEBERY 175 R X R
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B RBITRE T BAMIANE) VPC 3895 R, TRHETRANE BN VPC KT X BHHE Kafka 2

£
{
"Statement": [
{
"Sid": "AccessToSpecificCluster",
"Principal": "*",
"Action": "kafka:*",
"Effect": "Allow",
"Resource": "arn:aws:kafka:us-east-1:123456789012:cluster/MyCluster"
}
]
}

MSK Connect — VPC endpoint policy example
S E BRI B R E i ER

EAF 2 MSK Connect B £8 i 17 QUIRBERBI. LB L VFIETE B B 5 HIE R H 6 BV E LR

"Version": "2012-10-17",
"Statement": [
{

"Sid": "MSKConnectPermissions",

"Effect": "Allow",

"Action": [
"kafkaconnect:ListConnectors",
"kafkaconnect:CreateConnector"

1,

"Resource": "*",

"Principal": {

"AWS": [
"arn:aws:iam::111122223333:ro0le/<ExampleRole>"

MSK Connect — VPC & i ¥ s 5K g Rl
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FRARER

RAWRBIEE VPC HHE IP iR

UTRHERHRBENXAFRBIEE VPC H15E IP it iERK I, KEEE IP it iiERE

KW

"Statement": [
{

"Action": "kafkaconnect:*",

"Effect": "Allow",
"Principal": "*",
"Resource": "*",
"Condition": {
"IpAddress": {

"aws:VpcSourcelp":

.
"StringEquals": {
"aws:SourceVpc":

}

Amazon MSK 9 & 17 18 iE F#R4X APIs

"192.0.2.123"

"vpc-555555555555"

AWS Identity and Access Management (IAM) AWS RS T #EI1EE R T2 iR HIX AWS BRI
PR, IAM B G F1E A SUEE S BRI ( B ) MREGENR ( EENR ) &KEMA Amazon MSK #

Ro BAILMER IAM AWS RS , TEXfAEINTEA,

FA

« Amazon MSK #Mal 5 IAM B & 1 F
Amazon MSK & T 5 13 19 K k& Rl
Amazon MSK RS HEXAE
AWS I 53 MSK Y £ & 2R B

BEE Amazon MSK & 14 F7 A] (8] &
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Amazon MSK {5 IAM BEi & A

EEH IAM BEEX Amazon MSK BI1A R PR 2 81 , & R1% T BRWRLE IAM ZheE ™l B F Amazon MSKo
E2ME 7 #% Amazon MSK M E b AWS REZ A E IAM BLEER |, 555 IAM AFRERTHN S IAM
BAERANAWS RS,

£

- Amazon MSK ETF 53K KB
« Amazon MSK EF&RHVKEE
« EF Amazon MSK R E I ZX
« Amazon MSK IAM A& €

Amazon MSK EF 541 K1

BEEA IAM ETBGHRE , BUUEEATRELNRENRRUR AFRIELBENR
#ro Amazon MSK X#FREMBRME. HRMFZME, BT HE JSON KEHPERNAERLE , F5H
(IAM AAF$E®E) Y IAM JSON K TESE,

Amazon MSK & F BB KR HVIR/E

EE R WLAER AWS JSON REERIEEERRIBEMF L, BRER , BN EETUANT AR FRITER
1, AREMA ARG THIT,

JSON ZKEEHY Action JTEBRT A FAERE B A FRIEL G RIVIRE, REREERESXEKHN AWS
APl 2ER&., BE—EHIHNER , Sl ETE AP BENNRBRNER 8F, T —EREZEEERKE
RIRIT S MNMRE, XM INIREFR N ERIRE,

HREE 2 ERFEUR FHATREIRERIRR,

Amazon MSK I RIS IZETEIRERTERA U TEIR : kafka:o. HlE , ERFEAMER Amazon MSK
DescribeCluster APl #R{EH#IR MSK R HIMNIR , BRfF kafka:DescribeCluster BEHA
HXW, FHRIFOHLHMEE Action 5 NotAction ;tE, Amazon MSK EX T HC W —HIE/E , I
EIREAERZRSHITHES.

BEERMEUPEESTURE  BEAESHENRT , TR :

"Action": ["kafka:actionl", "kafka:action2"]

B LERABESR () BESMRE, 0, EIEELLEE Describe FFLMFIERE , /AT
BIE -
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"Action": "kafka:Describe*"

EEF Amazon MSK #ENFIEK , 25 (IAM AF1ERM) F 8 Amazon Managed Streaming for
Apache Kafka Big1E., BRIEMEZHE,

Amazon MSK EF & 5K KB &R

EERATLAEHA AWS JSON RESRIEEEENHRMA L, ERRW , BNEAT LN AL RIFEHITE
1, UREFAZRBETHIT.
Resource JSON KB TEEEEQHNAREN —IPHZ IR, BAXHEE Resource :|

NotResource T, ENFEXE , EFERH Amazon BEE# (ARN ) BERR. N TFXFHE
BRER (MR BRBRENR ) WigE , BaUBRITHIRE,

X TFAZFRRENRARE (NP HRE ) |, BEABES (¥ ) ENEANATHRRERF.

"Resource'": "*"

Amazon MSK E4IEFEEF LT ARN :
arn:${Partition}:kafka:${Region}:${Account}:cluster/${ClusterName}/${UUID}

AXRBRAWEZEE ARNs , FS 1 Amazon FREAF (ARNs) Fl AWS RS & Z8iE,

flan | BEFEAFIEE CustomerMessages £6 | EEMAELT ARN :

"Resource": "arn:aws:kafka:us-east-1:123456789012:cluster/CustomerMessages/abcd1234-
abcd-dcba-4321-alb2abcd9fof-2"

EEEETRERFOMESSS , BEABER () :
"Resource": "arn:aws:kafka:us-east-1:123456789012:clustexr/*"

ToEN G E R RHATHR L Amazon MSK #4F |, SIINA T RIZ R RN RME, EXEERT , BLMEH
BERF (%)

"Resource": "*"

EEEMEGPFEESNER , 15 ARNs FES 2R,
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"Resource": ["resourcel", "resource2"]

EEFT O MSK BiFREREKRHSIZEK ARNs , EZH IAM AFEBEPHNIL S HIEEREMAET Apache
Kafka EME R, BT RO UERLERIEFIEESNERH ARN |, iH5H Amazon Managed
Streaming for Apache Kafka & W VIR 1E,

Amazon MSK & F 5 3 B SR BR 1Y S AF B2 4R

EE R WLAER AWS JSON REEKRIEEHERRIBEMF L, BRER , BN EETUANT AR FERITER
1, UREMAAZKHETHIT,

f£ Condition Jt#k ( 2 Condition 3R ) # , AILMEEEAERM &M, Condition TRRAIE
N, BUCEFERAZGZER (i, FFHNT ) BEHERER , UERBPHNFEESERPHE
HMTE,

MREE-—MEAPEESZ D Condition THE , WEEA Condition TEFEESZNME , N AWS
EFAEHE AND BEITH TN, IRENENFHBREESME , NERBBORZER AWS WhESK
o ERTIEDNNR B LI B BRISA.

EEERMGN , BETUERASUNEE. flm, REEER IAM AF &2 IAM B, 88N
HETFHRARONR. AXESEELR , HZH (AM AFERE) B IAM EBTE TENFRL,

AWS X EERFHBZANBETRSHFMHEN. EEEME AWS 2/FHR , F5H IAM AFiE
MTHNAWS £RBEH L TXEHR,

Amazon MSK EX T HCH—AZNHE , EXEHEA-—LL2RFZNHE, BEEEME AWS £RZH
8 , F5H IAM AP EEHRHNAWS £ /&M LT XA,

E&EF Amazon MSK £ 8 5IK , ESH (IAM BF#ER) F# Amazon Managed Streaming
for Apache Kafka &4, ETHRETUNBLERENTREAZER , 152 H Amazon Managed
Streaming for Apache Kafka & X #YI24E,

Amazon MSK & T & 15 BV SR BE By 7= 45l

E&EE Amazon MSK ET BRI RH| , 1§58 Amazon MSK EF B9 HIFErE =G,
Amazon MSK & F &R K1

Amazon MSK X AT Amazon MSK S BHER R (UM NETHRFRNERE ) . BAUEAEE
SREESRIE L HRLE IAM A BEK R PRKRIZE S Amazon MSK EEHAEERE., 45 IAM B iE
SHRIE—E2FEAN  BEIUEASRRRENEENT P IREHEE X Kafka ZIEEREIR,
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ELERNEESHRBN TG , BSRIR 2 . HEFREBHINE MSK £,

ETF Amazon MSK $frZRIFR

B LU AR XM INE] Amazon MSK &8, EETHRZEEFR , BFEEA
kafka:ResourceTag/key-name, aws:RequestTag/key-name = aws:TagKeys FRHFRBEREE
B & TEDRBRZER, BXRIRIC Amazon MSK BRIEE |, 55 M, the section called “J &£ &
™ HFRE”

R BEEEBIREREFEBF T RNR. BENETENEREARNNIRE , EFEERMEP RN —RTHIR
LHRMFEH,

EEEETHONERRA , ZXMATREES FNFRSREIITZERENIA RN , 55, BERF
Zif 8 Amazon MSK & &

BALEET SRR PFERZY , MERETHRZEFFT Amazon MSK BIREVIGRIR. AT R4
ERT MK, ZRBATRAPBHRER, RBHESISKRE, IHERET R, NEIBTEHMM
. B2 , AELAEFFRZOwnerWESE T ZAFRNERN , KERBFI 2B FNRusername, A TREE
FRE-FEDATFHRIEF LN EB, KBRS —FFPFREAEBTH B R,

{
"Version": "2012-10-17",
"Statement": [

{
"Sid": "AccessClusterIfOwner",
"Effect": "Allow",
"Action": [

"kafka:Describe*",

"kafka:Get*",

"kafka:List*",

"kafka:Update*",

"kafka:Delete*"
1,
"Resource": "arn:aws:kafka:us-east-1:123456789012:cluster/*",
"Condition": {

"StringEquals": {

"aws:ResourceTag/Owner": "${aws:username}"
}
}
.
{
"Effect": "Allow",
"Action": [
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"kafka-cluster:*Topic*",
"kafka-cluster:WriteData",
"kafka-cluster:ReadData"

1,

"Resource": [
"arn:aws:kafka:us-east-1:123456789012:topic/*"

]

}
]
}

Amazon MSK IAM & &
IAM &2 Amazon Web Services M 1 B G 45 E N PR AYSE4K,
i et EUE A T Amazon MSK

A LAER IR ZIERHTHRESEHARIEERES , 2K IAM B892 REKF AR, S LUEN
FAssumeRole= Z K AWS STS API| #/ERIREIGE Bt Z2 £ iF 5 GetFederationToken,

Amazon MSK 3z # & F Im B & AE o
REHEXAE

FR 55 #E < A& o 1F Amazon Web Services THRIERFZ AN ERR | MRREERIRZE. RSHEKRAR
EREIAMKFF , AHZBRSE,. EEAMUERETERERSHEXECHNNER,

Amazon MSK X REHExAR, BXxtIEZREIE Amazon MSK BSHEXAEMNIFHAES |, 5
#the section called “BRSHXBHE,

Amazon MSK & T & 15 89 SR & =45l

RINERT , IAM AP A BTRINIT Amazon MSK API 21E, B R AL IAM policy , BUER
APAMAGRFIBRUNMENEERRINITEEN APl B1E, AR5 , B8 R STUTIX LR BEH NE
FEXLENRN IAM AP =54,

ETHNMAERXL RS JSON K62 IAM ET S 0K , 238 (AM AFER) 91 &
JSON &+ L 63 K,

FH

- RMSREXEK

- RATAFEEMAIIE SR
* 15— Amazon MSK £ &
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o BIFEFRZIHE Amazon MSK £ &

KRB ESREK

ETHONRBBEERNMARSALGE, HRIZMEREKS 8 Amazon MSK iR, XLERAETEE
SfE AWS IKFFERAE. tIZRREET S ONRKE | FEEUL T ERMEL

- FFHAER AWS RERBH RO RENBENR — BFBOAFPNITERBR TR , BEANTS
ERAPIRTFNRNAWS FHEREE, SINEMRNRARTH AWS IKF, RMNBUWEEYELHN
EHRABIN AWS EFRERBRE-TBINR, AXESZEER , BZH (IAM AFERE) FHY
AWS HEAX R TFREERNAWS HEEX KK,

- MAKENR : £FEA IAM RERENRN , BARTFHRITESAENNERE. At , BALEX
ERERHTIUNBFERFRNTWIRE , tHWNRENRREFT, BXRER IAM NAXRBRHNESE
B, B2 (AM AFERE) F/ 1AM AR REE AR

« R 1AM SRRE Ay S 43t — PR &I TH RN PR ;S8R LA [E) 3R B 7 DN S 44 SR PR I XS IR VE RN R R BV 15 18] o
flan | WA URERBEK M RIEEXTMER SSL KEFTEER, MRBRSEEREIFENSXE
AW, WA AERARERE T IRSIRENTHREINR AWS RS , a0 AWS CloudFormation, &
XEZEE B2 H (AM AFER) F# IAM JSON ErETE | &4,

« £/ IAM Access Analyzer BIEEH) 1AM KB , IR BN Z 2R IHEEME — IAM Access
Analyzer 2WIFFH REEMIMB KR , LBRKERFS IAM KEIES (JSON ) M IAM HESE
. IAM Access Analyzer 12 100 ZUURBEREM IIRMENEN , UHBBHEFELZS BHEEMLBEN
Kig, BXEZELE , 520 (IAM AFER) FHEA IAM Access Analyzer K R B,

- TEZESHRIE (MFA)-IIR AWS IKFENZREE IAM AFRSRAF , B5A MFA RS R
2, EEEFA AP REREE MFA |, 5T MFA ZH4RMEEHKES, BXEZER | S
59 CIAM AFiEr) FEER MFA R APl 15[H,

BX IAM FREXENESELR , H2H (AM BFERE) 78 1AM FlZ 2 HEXEK.
AP ERMITE SR

ZORBIGER T IR B KR |, LAY IAM AP EEMMBIEA S SO RBRMITEEN R, LRE
DIEEEFE LR AWS CLI X AWS API BU4RRE 5 TR LR ER AR

{
"Version": "2012-10-17",
"Statement": [

{

"Sid": "ViewOwnUserInfo",
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"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",

iam:ListGroupsForUser",

jam:ListAttachedUserPolicies",

iam:ListUserPolicies",

iam:GetUser"

1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
.
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}

| —/ Amazon MSK &£ &

FEHRGIH | BIEERN Amazon Web Services I~ HEY IAM AP BT iHRIENER

purchaseQueriesCluster MXPR, LLREEATAFERER. RIHEHSSRE, JIHERETR

HEHE,

"Version":"2012-10-17",
"Statement": [
{
"Sid":"UpdateCluster",
"Effect":"Allow",
"Action": [
"kafka:Describe*",
"kafka:Get*",
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"kafka:List*",
"kafka:Update*"

1,
"Resource":"arn:aws:kafka:us-east-1:012345678012:cluster/

purchaseQueriesCluster/abcdefab-1234-abcd-5678-cdef0123ab01-2"
}
]

BIEFRZIHE Amazon MSK £

BRI EET B ORRPEASN , WEETHREZEFIX Amazon MSK BRI LRI R. Lt RHLE
AT MAeIZ AR #ERER, REESSAE, JIHERET R, ENNREREFNRE, B2,
RYEFHRL Owner NENZAFHAF AR , FRR TR,

{
"Version": "2012-10-17",

"Statement": [
{
"Sid": "AccessClusterIfOwner",
"Effect": "Allow",
"Action": [
"kafka:Describe*",
"kafka:Get*",
"kafka:List*",
"kafka:Update*",
"kafka:Delete*"
1,
"Resource": "arn:aws:kafka:us-east-1:012345678012:clustexr/*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/Owner": "${aws:usernamel}"

RO LA iZ SR RE B AN B S8 - R Y 1AM . IR B richard-roe WA ZRAE#H MSK £& |
G EBEFRIC N Owner=richard-roe 5 owner=richard-roe., &N , MFHIELFE], KM
FRZEH Owner IEE Owner M owner , AANRHBEMTX O ANE, BXEZER , BZH IAM A
Fi5m 89 IAM JSON FKBETTE : &,
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Amazon MSK RS <A E

Amazon MSK £ AWS Identity and Access Management (IAM) fRE <A E, RESHEXARBE—T
MAFEEM IAM AL , ©5 Amazon MSK E##XEk, IREMEXAEH Amazon MSK FlE X , @¥Fi%
BREREREBAEM AWS BREFIENFIENR,

REEXAEAILEERNWMIZRE Amazon MSK , R RETRAFRIMAAENR. Amazon MSK A E
NERZSHEXARHNRE, BRIEFITENL , BNRE Amazon MSK FTEERAHAR, EXWNREE
EERBEAMNRRRE |, T BNPRREETREM B EME b IAM 324K,

BRXERSHERAGHEMBSNES | HSHAEA IAM 89 Amazon Web Services , F&E# RS
KABHFERNERHOERS. EERMERE  EFEZRSNRSHEXH B,

£l

« Amazon MSK RS HHx< A & X R

« 73 Amazon MSK BI2REHEX A

- %% Amazon MSK WIRSHX AR

« Amazon MSK fRGHEXABXZIHFHNXE

Amazon MSK B9 iR %58 & X R

Amazon MSK {#EH &} AWSServiceRoleForKafka I RE X B, Amazon MSK ER L A& KRG
8] SR RR H AT AT IRE -

« *NetworkInterface- EEFKFHBIEMEENEZEZD , F8F VPC PN EFPiwmAI LG R £8
RE,

« *VpcEndpoints— EBEEFKFFH VPC AmT R , XELKFTIAATES VPC FHNEFER
S ERIE AWS PrivateLinko Amazon MSK Xt DescribeVpcEndpoints, ModifyVpcEndpoint
H DeleteVpcEndpoints AR,

« secretsmanager— FAEEE KU AWS Secrets Manager.
« GetCertificateAuthorityCertificate - RENLBIEBMEHEHES,

WREHXACBKMBILLTIEERMK : KafkaServiceRolePolicy, BXUWERWELR , 5
¥ KafkaServiceRolePolicy,

AWSServiceRoleForKafka RFHEXABEEUTRZIRKAZAR

 kafka.amazonaws.com
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AR PRERE A F Amazon MSK X &R U T #14E,

{
"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"ec2:CreateNetworkInterface",
"ec2:DescribeNetworkInterfaces",

"ec2:CreateNetworkInterfacePermission",

"ec2:AttachNetworkInterface",

"ec2:DeleteNetworkInterface",

ec2:DetachNetworkInterface",
"ec2:DescribeVpcEndpoints",

"acm-pca:GetCertificateAuthorityCertificate",

"secretsmanager:ListSecrets"

1,
"Resource": "*"
},
{
"Effect": "Allow",
"Action": [
"ec2:ModifyVpcEndpoint"
1,
"Resource": "arn:*:ec2:*:*:subnet/*"
I
{

"Effect": "Allow",
"Action": [
"ec2:DeleteVpcEndpoints",
"ec2:ModifyVpcEndpoint"
1,
"Resource": "arn:*:ec2:*:*:vpc-endpoint/*",
"Condition": {
"StringEquals": {
"ec2:ResourceTag/AWSMSKManaged": "true"
},
"StringlLike": {
"ec2:ResourceTag/ClusterArn": "*"
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"Effect": "Allow",

"Action": [
"secretsmanager:GetResourcePolicy",
"secretsmanager:PutResourcePolicy",
"secretsmanager:DeleteResourcePolicy",
"secretsmanager:DescribeSecret"

1,

"Resource": "*",

"Condition": {

"ArnLike": {
"secretsmanager:SecretId": "arn:*:secretsmanager:*:*:secret:AmazonMSK_*"

BAMEENR , 2V IAM K& (AR, ARAR ) tIE, FEIMBRRSHEXAG. BXESE
ESHE (IAM AFEE) FRIRSHEX A BNR,

A Amazon MSK ¢8I RZHEXAE

BEEFHCEBRSHRAR, HEBE AWS Management Console, B AWS API €)% Amazon
MSK &£ &8+ AWS CLI , Amazon MSK £ R8I RESHEXBE,

MREBERZIRSHKRAR  AREEBRCUE  SULEAMEREEKFHPERCELAR, L&
B2 Amazon MSK & &8} , Amazon MSK B AN G ERZHEXEE,

YR58 Amazon MSK NRSZHKA®

Amazon MSK F 284w % AWSServiceRoleForKafka BREZHx A/, tIERSHEXARE , B8L
EE&@@E’J%*"\ RARNAEEZSHREKS HizAR, BERUUER IAM REBACRER, BXEZE
, BSR (IAM AR R RERSHEXAE,

Amazon MSK fRFHx A BTN X
Amazon MSK X#FHHEZRESTANMEX SR FERARSHEXAR, BXEZEE , FSHAWS XA

Uit R
AWS T 5% MSK B HEE R BE

AWS RERBEHYUEMEEAINI R AWS, AWS RERMEEN TS ELRABIRMANR , LUE
BRIBFIRAAF, MBS ERNR.
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FicE , AWS RERBURASNENBERFR TFRENRNE , BAEMNAHME AWS FF £
M. BMNBVBEIEXBETENEAZSNES EEERERE-DRINR,

BTEEH AWS HERBPE LR, MR AWS B AWS RERBPELHNR , MEHLE
IZRMATRBRNFEZERASH (AP, 4NABE. ). AWS REFRERIIFTH API HIME RS T
BABERIET AWS ARSS BY API R 1ERT EX#T AWS HEE XK,

BREZEER , F5H (IAM BFERE) i AWS HE XK.

AWS FEE B : Amazon A MSKFull ccess
WREBETFEENR , AFEHT2IHBEME Amazon MSK 24, RPN NRSHENT ;

« Amazon MSK R /2 Fr & Amazon MSK #1E,

« Amazon EC2 #XFR — LtEREEHPEEFEERIE AP FERPHEELBERR. XER THEHMAE Amazon MSK
BER RN EERFFERARER, LRBPHEHRTDE EC2 R AT Amazon MSK 8| X EH AWS
TR, EREBEETENERH,

« AWS KMS XFR — API A HAE A TRIEERPH EZERIR. Amazon MSK A B 8.
Amazon MSK &R ERZRIENER.

« CloudWatch Logs, Amazon S3, and Amazon Data Firehose #XPR — Amazon MSK EE
BEBRATIEEEEHEREXEEFRNREBEFEREN.

« IAM PR — Amazon MSK EEFREEZMKF R BIZRESHEXAE® , HATEERESNITAGBER
# Amazon MSK,

{

"Version": "2012-10-17",

"Statement": [{
"Effect": "Allow",
"Action": [
"kafka:*",
"ec2:DescribeSubnets",
"ec2:DescribeVpcs",
"ec2:DescribeSecurityGroups",
"ec2:DescribeRouteTables",
"ec2:DescribeVpcEndpoints",
"ec2:DescribeVpcAttribute",
"kms:DescribeKey",
"kms:CreateGrant",
"logs:CreateLogDelivery",
"logs:GetLogDelivery",
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"logs:UpdatelLogDelivery",
"logs:DeletelLogDelivery",
"logs:ListLogDeliveries",
"logs:PutResourcePolicy",
"logs:DescribeResourcePolicies",
"logs:DescribelogGroups",
"S3:GetBucketPolicy",
"firehose:TagDeliveryStream"
1,
"Resource": "*"
1,

{
"Effect": "Allow",

"Action": [
"ec2:CreateVpcEndpoint"

1,

"Resource": [
"arn:*:ec2:*:*:vpc/*",
"arn:*:ec2:*:*:subnet/*",
"arn:*:ec2:*:*:security-group/*"

]

I

{
"Effect": "Allow",

"Action": [
"ec2:CreateVpcEndpoint"
1,
"Resource": [
"arn:*:ec2:*:*:vpc-endpoint/*"
1,
"Condition": {
"StringEquals": {
"aws:RequestTag/AWSMSKManaged": "true"
1,
"StringlLike": {
"aws:RequestTag/ClusterArn": "*"

}
}
3,
{
"Effect": "Allow",
"Action": [
"ec2:CreateTags"
1,
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"Resource": "arn:*:ec2:*:*:vpc-endpoint/*",
"Condition": {
"StringEquals": {
"ec2:CreateAction": "CreateVpcEndpoint"
}
}
},

{
"Effect": "Allow",

"Action": [
"ec2:DeleteVpcEndpoints"
1,
"Resource": "arn:*:ec2:*:*:vpc-endpoint/*",
"Condition": {
"StringEquals": {
"ec2:ResourceTag/AWSMSKManaged": "true"
},
"StringLike": {
"ec2:ResourceTag/ClusterArn": "*"
}
}
I
{
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "*",
"Condition": {
"StringEquals": {

"iam:PassedToService": "kafka.amazonaws.com"
}
}
I
{
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "arn:aws:iam::*:role/aws-service-role/kafka.amazonaws.com/

AWSServiceRoleForKafka*",
"Condition": {
"StringLike": {
"iam:AWSServiceName": "kafka.amazonaws.com"
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"Effect": "Allow",
"Action": [
"iam:AttachRolePolicy",
"iam:PutRolePolicy"

1,

"Resource": "arn:aws:iam::*:role/aws-service-role/kafka.amazonaws.com/
AWSServiceRoleForKafka*"

iy

{
"Effect": "Allow",

"Action": "iam:CreateServicelLinkedRole",
"Resource": "arn:aws:iam::*:role/aws-service-role/delivery.logs.amazonaws.com/
AwWSServiceRoleForLogDelivery*",
"Condition": {
"StringlLike": {
"iam:AWSServiceName": "delivery.logs.amazonaws.com"
}
}
}

AWS B KB : Amazon MSKRead OnlyAccess

IR FRIENR , RFAFEE Amazon MSK HER. MR AT TEMETRH
BRI A RIR , L TBERIEHAY Amazon MSK HiR. Hlal , MAXENBRNEEATUERTEHK, X
BRWEHNEEN R , BEFREXEAEFNEETRE, WREFHNRIANT :

« Amazon MSK PR — R FZE5IH Amazon MSK &R, JEM#HTHERHKEERENNEES,
« Amazon EC2MPR — AT HREEFHREH Amazon VPC, ENIs ¥, Z£4H,
« AWS KMS DR - AT HRREEEH BN ZHH,

"Version": "2012-10-17",
"Statement": [
{

"Action": [
"kafka:Describe*",
"kafka:List*",
"kafka:Get*",
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ec2
"ec2
"ec2
"ec2
"kms
1,
"Effect"

:DescribeNetworkInterfaces",
:DescribeSecurityGroups",
:DescribeSubnets",
:DescribeVpcs",
:DescribeKey"

: "Allow",

"Resource": "*"

AWS EE KB . KafkaServiceRolePolicy

8T EM b KafkaServiceRolePolicy ZEI&HY 1AM 324K, LR MBIRSHEXAR | ZABAY
Amazon MSK i {THE 1B MSK 8 LM VPC Im = (E#S] ) . EEMKEONMMER AWS Secrets

ManagerE B EHB T ERIE, BXEZE

B . 534 the section called “BREZHEXAR",

AWS IEEXEE : AWSMSKReplicatorExecutionRole

AWSMSKReplicatorExecutionRole ZKE&E Amazon MSK & #I85#& F1E MSK £& 2 81 & #I%iE
PR, LEEREEPEVAPRIN T 04 -

« cluster - [@ Amazon MSK S &I FEH IAM SR RIDFEEIEFRNNE, B FHEAMER

SEBINR,

« topic - [@ Amazon MSK E#IBEFHR, AIBZNERFBUREREBSE ENR,

« consumer group - [@ Amazon MSK EFISER FHANESCEREAH. M\ MSK £ E=EMEAR
HA DA% M B 2 ol 28 01 22 Y P9 30 ERR AV AN PR .

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ClusterPermissions",

"Effect": "Allow"
"Action": [

’

"kafka-cluster:Connect",
"kafka-cluster:DescribeCluster",
"kafka-cluster:AlterCluster",
"kafka-cluster:DescribeTopic",
"kafka-cluster:CreateTopic",
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"kafka-cluster:
"kafka-cluster:
"kafka-cluster:
"kafka-cluster:

"kafka-cluster

"kafka-cluster:
"kafka-cluster:
"kafka-cluster:

1,
"Resource": [
"arn:aws:kafka
]
},
{

AlterTopic",

WriteData",

ReadData",

AlterGroup",

:DescribeGroup",
DescribeTopicDynamicConfiguration",
AlterTopicDynamicConfiguration",
WriteDataIdempotently"

:*:*:cluster/*"

"Sid": "TopicPermissions",
"Effect": "Allow",

"Action": [

"kafka-cluster:
"kafka-cluster:
"kafka-cluster:
"kafka-cluster:
"kafka-cluster:

"kafka-cluster

"kafka-cluster:
"kafka-cluster:

1,
"Resource": [
"arn:aws:kafka
]
.
{

DescribeTopic",

CreateTopic",

AlterTopic",

WriteData",

ReadData",
:DescribeTopicDynamicConfiguration",
AlterTopicDynamicConfiguration",
AlterCluster"

(¥ % ctopic/*/*"

"Sid": "GroupPermissions",
"Effect": "Allow",

"Action": [
"kafka-cluster
"kafka-cluster

1,

"Resource": [
"arn:aws:kafka

]

}
]

:AlterGroup",
:DescribeGroup"

t*:*igroup/*/*"
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5% MSK 377 3 AWS BHER

EEHZBSTHREBERXLEERUFR , Amazon MSK AWS B BREHMNIFHAEE.,

B iR B
WriteDataldempotently X R Amazon MSK 2024 £3 A 12 H

2 & 0% AWSMSKReplicator ~ AWSMSKReplicatorEx
ExecutionRole-E I & KB ecutionRole KEERMN T X
¥ MSK £z RIBIEEHIH
WriteDataldempotently X R

AWSMSKReplicatorEx T MSK 181017 X% 2023 12 A4 H
ecutionRole : ¥ E#E I &% MSK Replicator

# AWSMSKReplicatorEx
ecutionRole B,

Amazon A MSKFull ccess —  Amazon MSK /N7 X% 2023 9 A28 H
EHIBEBER Amazon MSK £ #I25 FIXBR .
KafkaServiceRolePolicy — Xf¥  Amazon MSK /N7 %% 2023 3 A8 H
BRI ER VPC FABEEZRDR,
Amazon A MSKFull ccess —  Amazon MSK /MM THMWTLLE 2021 F 11 A 30 B
EHUBEBER B EC2 R , fEEZEERHARN
—.I-ﬁbo
Amazon A MSKFull ccess —  Amazon MSK /7T —I#FHRX 2021 F£11 A 19 H
EHIAEBGR R, AFEERT S# EC2 3§
2
Amazon MSK FF B8 TIRERE X Amazon MSK FFIRIRERE 2021 £ 11 A 19 B
AWS TEBEWEE,

HEZE Amazon MSK & 12 #1145 (8] (5] &2
FEALUTEE TS LK ANEEEMEHR Amazon MSK F 1AM B 7] 8838 2 /Y 3 0 (A &3,
F3
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o BRI Amazon MSK H#t{Ti4E

R IATE Amazon MSK H#1TiR4E

R AWS Management Console & iFEETXNHITRIURIE , MIXTRKRREE A I R, EEAR
BRI EEFEIEN A

% mateojackson IAM AP ZAFE ARG A MBRESE |, B)%F kafka:DeleteCluster RRAT , &
RELUT ROIEIR.

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
kafka:DeleteCluster on resource: purchaseQueriesCluster

EXfERT , Mateo RN BB ATHEHFR , LLATMER kafka:DeleteCluster BEH
B purchaseQueriesCluster &iRo

Apache Kafka B & 33 EF T APIs

B LAERA 1AM X & it 1T B 00 H A 1FsE4E Apache Kafka #B1E. =& , BRI BUERA TLS =
3% Fim SASL/SCRAM 31T B4 31E , 5 Apache Kafka ACLs R A FSRIEL IR E,

B A& o] ARSI ERE AT Amazon MSK 2/ERE R |, 3 #the section called “Amazon
MSK B & 418 IEF 24 APIs”,

£l

 |AM 15 [R142

« Amazon MSK HIX @ TLS &/ i% & 3R

« £/ S AWS ecrets Manager # 1T & FEE S HRIE
- PAMfE Kafka ACLs

IAM 175 [B] 2 &l

Amazon MSK ) IAM i/ Rl &I1L IR BEB AL B MSK SEEM B RITNBEN, XIEMIAZTEFHA -
HIENFIF S — A&, Fln  BEFIEZIRBEALBHNERR , Amazon MSK £/ IAM X &
ZEPREERALTENRIING D , URERENMENERERBUE.

IAM 75 B2 #5E A F Java f3IE Java B4 , BIE A Python, JavaScript Go f1.NET 4R EH Kafka
B, IF Java BFIREY IAM A EIRFIEA F Kafka lx A 2.7.1 ESRAH MSK £,
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R T BEBH T IAM 5 R32 4] | Amazon MSK XJ Apache Kafka JRXB# 1T 7T DiF SR, XEBHTL
L1819 Apache Kafka {1 E KRB E NS E, Amazon MSK £iEFKiIFRIEH , LA EEH#HITEIL,

AL APIs RfERA 1AM G RI$EHIRY MSK 52858 A Apache Kafka ACL. 1B , Apache Kafka Xt IAM
FHHEN ACLs X BEF I, BATER IAM FEESRIES] 1AM 515895 RIR.

A EEFEEM
LB MSK E£EE A IAM HRIESIE , BFIEUATEETESEM ;

+ |AM 15 R # R EH F Apache ZooKeeper T R, B MR HI3T X L5 S B TH RN R E
B, 558 BHX T 5% MSK ZooKeeper 857 Apache T 2 817 R BR .

- MREHEEFER IAM IHEZES , Ml allow.everyone.if.no.acl.found Apache
Kafka 1% & Mo

. AL APIs R 1AM AR 418 MSK £ 88/ Apache Kafka ACL. {B£ , Apache
Kafka 31 IAM H 3 HI R ACLs & BEFM, BAMER IAM FBERIEH IAM 5 1589177 84X
PR

Amazon MSK # 1AM i [R132 &1/ T/ERE

EX Amazon MSK £ IAM T RESE] |, BHRTUTEER , U TEBHFEAN BXLELSR -
- BIEEEH IAM iFREFIF Amazon MSK S8

- BEBEEFIRLEHIT IAM 5 E) &

- 7 IAM A &8RRI

« JREVAT IAM H RIS 5| SR

|IZEH IAM 58288 Amazon MSK &8

AN F WA AWS Management Console, API i8I A IAM 15 [E12H#9 Amazon MSK £
. AWSCLI BXIMTHARABERTRE IAM L EEFINEE |, BSHER Amazon MSK £H N Z £

RE,

812 AWS Management Console £ IAM 1 B {2 #I#Y &£ 8

1. £ https://console.aws.amazon.com/msk/ ¥TFF Amazon MSK 12#l &,

2. EEOIEEE,
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3. EEFERAEEMRECIRSEH.

4. HEHSORIEHRDH , EF IAM FHREES],

5. ERGIBEFRNERIERRE.

/8 API S8l AWS CLI £/ IAM 5 B34 £ 8F

- ZEQIEBAT IAM iFRIEFIMNES | iB5F A CreateClusterAPI = create-cluster CLI 35
HEBLLT JSON R ClientAuthentications#k : . "ClientAuthentication™:
{ "Sasl": { "Iam": { "Enabled": true } }

BLERE 7 im AT IAM 5 R4 3
BUEFIREBEEA IAM HRZHR MSK S£8EE |, &7 UER U TER—FHLH

« {#/ SASL_OAUTHBEARER#&I# 173k Java B B
« {#/f SASL_OAUTHBEARER#L#IZ AWS_MSK_IAM #L#IE & Java &/ ik

£ 1% SASL_OAUTHBEARER#LHIELE IAM

1. fEALLT Python Kafka & F ik R4 EFREY client.properties BLE X, HEMiESNWREEXRE
2 3L,

from kafka import KafkaProducer

from kafka.errors import KafkaError

from kafka.sasl.oauth import AbstractTokenProvider
import socket

import time

from aws_msk_iam_sasl_signer import MSKAuthTokenProvider

class MSKTokenProvider():
def token(self):
token, _ = MSKAuthTokenProvider.generate_auth_token('<my AWS ##>"')
return token

tp = MSKTokenProvider()
producer = KafkaProducer(

bootstrap_servers='<myBootstrapString>',
security_protocol="SASL_SSL',
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sasl_mechanism='0AUTHBEARER',
sasl_oauth_token_provider=tp,
client_id=socket.gethostname(),

)

topic = "<my-topic>"
while True:
try:
inp=input(">")
producer.send(topic, inp.encode())
producer.flush()
print("Produced!")
except Exception:
print("Failed to send message:", e)

producer.close()
2. THAGEEESHHRDERFE  ARRRZEBESEIZTAM A #0 PAVHARTRE,

» JavaScript: https://github.com/aws/aws-msk-iam-sasl-signer-js #getting-star ted

+ Python : https://github.com/aws/aws-msk-iam-sasl-signer-python #get- B33

Go: https://github.com/aws/aws-msk-iam-sasl-signer- go #getting-started

.NET: https://github.com/aws/aws-msk-iam-sasl-signer-net #getting- £ /330
JAVA : A[iBi ja aws-msk-iam-authr X#43R1E5T Java By SASL_OAUTHBEARERX #F

£/ MSK BE X AWS_MSK_IAM #Hl#E & 1AM

1. FUTHBERME client.properties X#H, <PATH_TO_TRUST_STORE_FILE>EHNE
FPin LEEFRXENZELRERZ.

(® Note

MBEFEFERFEILER , TUM client.properties X4l BR
ssl.truststore.location=<PATH_TO_TRUST_STORE_FILE>, MMREBRIEE
ssl.truststore.location B{E , Java #HEFEEHA B INTI S,

ssl.truststore.location=<PATH_TO_TRUST_STORE_FILE>
security.protocol=SASL_SSL
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sasl.mechanism=AWS_MSK_IAM
sasl.jaas.config=software.amazon.msk.auth.iam.IAMLoginModule required;
sasl.client.callback.handler.class=software.amazon.msk.auth.iam.IAMClientCallbackHandler

EFALEN AWS ZiCIBHN W RBEEXH , BFH B EawsProfileName="your profile
name"; EENEFPIRBREXHF. BXTEERENHNES , BSHAXHETPNFEEE AWS CLI
X,

THEERFHIREMR aws-msk-iam-authJAR X4 , FHERELREES, NMREFEH Maven , BH
MBI |, HIBREFEERERAS :

<dependency>
<groupIld>software.amazon.msk</groupId>
<artifactId>aws-msk-iam-auth</artifactId>
<version>1.0.0</version>

</dependency>

Amazon MSK & Fis{E 1 Apache 2.0 FA[IE T 2FFIRH
7 IAM £ &I B BRAUKRE

FHERBURBEM T 5T IRX A IAM B8, ERICRES |, B LEEA® R ITFSIEL BLERE,
MRENFFRMTILDE EC2 Xf| £ |, EFRMNKRKEEZL D EC2 KK IAM BEEXEK, =
E,GUTUNREFGEENEAREEREXY , REHRNKBSZHBREXHNAEXREK, KB
B AT 1AM 175 (R4 97 R a5 P i B B 9 A a5 B BB XX Ao

B A alE IAM policy BIEE. , S LIE IAM policy.

LT REBANERNRIRE R MyTestCluster, E 7 f## Action l Resource TEMWIEXN , #HS
5 1AM RACERE . BRIEFRRENIE L,

A

Important

&3 1AM REEFT Y E S AWS CLI BN BRTE IAM APIs A, B2 , REEE R AJEEZEER
KB FREENM. EAZEHERT , RKBEERSETE —2 M BRNER. MERREHR T
BEA IR INZEIR B /A,

"Version": "2012-10-17",
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"Statement": [
{

"Effect": "Allow",

"Action": [
"kafka-cluster:Connect",
"kafka-cluster:AlterCluster",
"kafka-cluster:DescribeCluster"

1,

"Resource": [
"arn:aws:kafka:us-east-1:0123456789012:cluster/MyTestCluster/

abcd1234-0123-abcd-5678-1234abcd-1"

]

},

{
"Effect": "Allow",

"Action": [
"kafka-cluster:*Topic*",
"kafka-cluster:WriteData",
"kafka-cluster:ReadData"
1,
"Resource": [
"arn:aws:kafka:us-east-1:123456789012:topic/MyTestCluster/*"

"Effect": "Allow",

"Action": [
"kafka-cluster:AlterGroup",
"kafka-cluster:DescribeGroup"

1,

"Resource": [
"arn:aws:kafka:us-east-1:123456789012:group/MyTestCluster/*"

ETHNMEIEITESEN Apache Kafka A6 ( SlIeIZMERKYE ) NENBRETENER  FS
FESmRENRENELEARAT R

3 F Kafka W2 2.8.0 RE S RRA , iZWriteDataldempotently#X BR E#F F (KIP-679), BERINER
T ,1®E 7T enable.idempotence = true. At , X F Katka R4 2.8.0 RESMRA , IAM
Rt 5 Kafka #HEMIhAE. ACLs{NiEtWriteDataIdempotentlyXEANEBMIWriteDatais
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B PRRAAREN ., HEArEEBRMHNWriteData , XFAEMXME R, EXIMERT , AF
WriteDataIdempotently, iX2HTF IAM ZBEMEI M Kafka ACLs KM B RFEERF. LA,
EEHE —MEBEBEEFRMNE. transactional-ids

BRERXANEE , BATERWERARET AT BRI R

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"kafka-cluster:Connect",
"kafka-cluster:AlterCluster",
"kafka-cluster:DescribeCluster",
"kafka-cluster:WriteDataldempotently"
1,
"Resource": [
"arn:aws:kafka:us-east-1:123456789012:cluster/MyTestCluster/
abcd1234-0123-abcd-5678-1234abcd-1"
]
},

{
"Effect": "Allow",

"Action": [
"kafka-cluster:*Topic*",
"kafka-cluster:WriteData",
"kafka-cluster:ReadData"
1,
"Resource": [
"arn:aws:kafka:us-east-1:123456789012:topic/MyTestCluster/
abcdl1234-0123-abcd-5678-1234abcd-1/TestTopic",
"arn:aws:kafka:us-east-1:123456789012:transactional-id/MyTestCluster/
abcd1234-0123-abcd-5678-1234abcd-1/*"
]

EXMERT , WriteData AFEA TestTopic , M WriteDataldempotently SRRt & #H 1T
BEMHE A, ZKBEEEMN T NATEtransactional -id &R G RIABR,
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HTWriteDataldempotentlyREHRINNR , HEFEEETELRIIFEAT. W
RWriteDataIdempotentlyXFRFEELH , ML BRFFEER,

REAT IAM FE 2 H R 5 S A=

S FRE Amazon MSK &8/ 5| SR E,

IAM SRR EE, RN AR E L

B #l , Amazon MSK Y IAM i/ B3 &l R~ X 3% Kafka BN SPEEHRIE, X2 Kafka ARL LR EH
WriteTxnMarkers APl, BLIER S , BB WEERTEMEN S HRIEAR SCRAM = mTLS 5431
if , ACLs A2 IAM B3K1F,

RED AR T ATLTE IAM RNRBE P EANRENTRTENEL. BXRRBERO , SR K IAM A&
B 0B RIEMK,

RORIERE

TRHIH T EEA Amazon MSK # 1AM 5 B 2= AT U E R RRBE P B2 HIRE, HEERERF
BERBETFHRER |, EXMIEFIFRESA9EMIRE,

B’E iR P IRE R RIR EAT LRSS
-

kafka-clu REEZEMBIE L cluster =
ster:Conn EFHHBR,
ect
kafka-clu BT HRER kafka-clu cluster =
ster:Desc FNHHEB ster:Conn
ribeClust PR, 3T ect
er Apache Kafka

#Y DESCRIBE

CLUSTER

ACL,
kafka-clu RIFEXREHE  kafka-clu cluster B
ster:Alte NFEBR , ster:Conn
rCluster =T Apache ect

Kafka By ALTER
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FRARER

BRI

kafka-clu
ster:Desc
ribeClust
erDynamic
Configura
tion

kafka-clu
ster:Alte
rClustexD
ynamicCon
figuration

kafka-clu
ster:Writ
eDataldem
potently

DU

CLUSTER
ACL.,

BRTHRER
AL E R
R, 3T
Apache Kafka
# DESCRIBE_
CONFIGS
CLUSTER
ACL,

RFENEH
AEL BRI
R, 5T
Apache Kafka
# ALTER_CON
FIGS CLUSTER
ACL.,

RTFEEFHLI
BEFRAEBEAM
ERIBR , M8
T Apache Kafka
# IDEMPOTEN
T_WRITE
CLUSTER
ACL.,

P T A

kafka-clu
ster:Desc
ribeClust
er

kafka-clu
ster:Conn
ect

kafka-clu
ster:Conn
ect

kafka-clu
ster:Desc
ribeClust
erDynamic
Configura
tion

kafka-clu
ster:Conn
ect

kaftka-clu
ster:Writ
eData

FREEHY BIR

cluster

cluster

cluster

ERATERS
3

fim
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FRARER

BRI

kafka-clu
ster:Crea
teTopic

kafka-clu
ster:Desc
ribeTopic

kafka-clu
ster:Alte
rTopic

kafka-clu
ster:Dele
teTopic

DU

RTIEERF LA
BEHMNR ,
% T Apache
Kafka B9 81%
CLUSTER/T
OPIC ACL,

BTHiRE
BRI
R, 3T
Apache Kafka
#) DESCRIBE
TOPIC ACL,

RTEXREHL
FEMR ,
% F Apache
Kafka 89 ALTER
TOPIC ACL,

&R

B EFRBAIR
R, 5T
Apache Kafka #J
DELETE TOPIC
ACL,

P T A

kafka-clu
ster:Conn
ect

kafka-clu
ster:Conn
ect

kafka-clu
ster:Conn
ect

kafka-clu
ster:Desc
ribeTopic

kaftka-clu
ster:Conn
ect

kafka-clu
ster:Desc
ribeTopic

FREEHY BIR

topic

topic

topic

topic

ERATERS
3

=
=

fim

fim

fim

165



Amazon Managed Streaming for Apache Kafka

FRARER

R’

kafka-clu
ster:Desc
ribeTopic
DynamicCo
nfigurati
on

kafka-clu
ster:Alte
rTopicDyn
amicConfi
guration

kafka-clu
ster:Read
Data

DU

BRyHAERL
FEHAEER
PR, ST
Apache Kafka
#) DESCRIBE_
CONFIGS
TOPIC ACL,

BRYEARERHL
FEHAEER
PR, ST
Apache Kafka
# ALTER_CON
FIGS TOPIC
ACL,

BFMNEHLE
B SR AR Y
R, BT
Apache Kafka
# READ TOPIC
ACL,

P T A

kafka-clu
ster:Conn
ect

kafka-clu
ster:Conn
ect

kafka-clu
ster:Desc
ribeTopic
DynamicCo
nfigurati
on

kafka-clu
ster:Conn
ect

kafka-clu
ster:Desc
ribeTopic

kafka-clu
ster:Alte
rGroup

PRy BiR EATELRSES
i

topic =

topic =

topic =
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FRARER

BRI

kafka-clu
ster:Writ
eData

kafka-clu
ster:Desc
ribeGroup

kafka-clu
ster:Alte
rGroup

kafka-clu
ster:Dele
teGroup

DU

BRFOLEHELN
FEEABEN
MR, H5T
Apache Kafka #9
WRITE TOPIC
ACL

RT#HRE
B EBARN
R, 3T
Apache Kafka
#) DESCRIBE
GROUP ACL,

RFMAES L
BEARIR |
¥ T Apache
Kafka B9 READ
GROUP ACL,

BT MERE
B EBAR
R, 3T
Apache Kafka
# DELETE
GROUP ACL,

P T A

kafka-clu
ster:Conn
ect

kafka-clu
ster:Desc
ribeTopic

kafka-clu
ster:Conn
ect

kafka-clu
ster:Conn
ect

kafka-clu
ster:Desc
ribeGroup

kafka-clu
ster:Conn
ect

kafka-clu
ster:Desc
ribeGroup

FREEHY BIR

topic

ERATERS
3

=
=

fim

i

fim
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BiE iR e IRIE FrEER /IR EAT LRSS
=&
kafka-clu BT HRER kafka-clu transactional-id =
ster:Desc IDs ERXRZH ster:Conn
ribeTrans MR, 3T ect
actionalld Apache Kafka
#Y DESCRIBE
TRANSACTI
ONAL_ID ACL,
kafka-clu RTEEH kafka-clu transactional-id =
ster:Alte IDs LE k= ster:Conn
rTransact SHIRR |, 46 ect
ionalId % T Apache
Kafka 9 WRITE ~ kafka-clu
TRANSACTI ster:Desc
ONAL_ID ACL, ~ TibeTrans
actionalld
kafka-clu
ster:Writ
eData

EESZRNRES , EUESRBERES (*) BEN. =OWMT.

« kafka-cluster:*Topic % kafka-cluster:CreateTopic. kafka-
cluster:DescribeTopic. kafka-cluster:AlterTopic # kafka-
cluster:DeleteTopic. BRI kafka-
cluster:DescribeTopicDynamicConfiguration =% kafka-
cluster:AlterTopicDynamicConfiguration,

« kafka-cluster:* REXMENR,
RARBE B R

T&RERTEMEM Amazon MSK HY IAM 175 ] 12 il B A £ R BUR B P E AR M BT IR . S8R DAfE
DescribeClusterAPI 2 d es AWS CLI cribe-cluster a5 M AWS Management Console 2% 3RERSE&F
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Amazon BRBF (ARN). AR5 , BRI AEAER ARN XREXE, BEMRK S ID. ARNSEERN
REEPIEERR , B ﬁﬁﬁﬁﬁﬁﬁ’] ARN,

IR ARN %=

£ arn: aws: kafka::: cluster//regionaccount-id cluster-name cluster-u
uid

FH: arn: aws: kafka::: topic//regionaccount-id cluster-name cluster-u

uid topic-name

4 arn: aws: kafka::: group//regionaccount-id cluster-name cluster-u
uid group-name

E%ID arn: aws: kafka::: transactional-id///regionaccount-id cluster-n
ame cluster-uuid transactional-id

A LATE ARN AR 'cluster/‘ :topic/. :group/ M :transactional-id/ ZEMEEMNE
EEXBHERAES (") BEF. ATRUAEAES () BEMFSIASNINRRNED RO

« arn:aws:kafka:us-east-1:0123456789012:topic/MyTestCluster/* : {EMB NIEE
FEFTE 8 MyTestCluster , TTieEE Y UUID 04,

* arn:aws:kafka:us-east-1:0123456789012:topic/MyTestCluster/abcd1234-0123-
abcd-5678-1234abcd-1/*_test : REF AR “_test” FRMABER , HEFAN , UUID K
abcd1234-0123-abcd-56 MyTestCluster 78-1234abcd-1,

* arn:aws:kafka:us-east-1:0123456789012:transactional-id/MyTestCluster/
*/5555abcd-1111-abcd-1234-abcd1234-1 : FiER S ID H 5555abcd-1111-abcd-1234-
abcd-1234-1 IR 5 , S RARKF P BNEFNATEILE. MyTestCluster XEKE , MREA]
BT —NE7N MyTestClustertV5£8 , RIS FHEMER , ARCES —IMEEEE , NATUERLEIR
ARN EANER LR THEBNRS ID. B2 , TEFRIEHRAER,

ERmRNRBNELER 7R

TRAMNE—FIERT —LEELAM, ERNEFHNITAERS , BEFFIRHNENEKREHETE1ZA
BIFFERIRE , HFF Effect iIREHN Allow,

B X Amazon MSK B IAM 15 RZ$ 2 FREIRENE R | BESH IAM BEUKE, BIEFFTRNIE L,
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FRARER

(@ Note
RABERT |, RIEFHIEL, &

R F3% =

Admin

BIEER

£ R IE

15 F B3

URER N E M BE

MBS H A EREBE

P T A

kafka-cluster:

kafka-cluster

kafka-cluster:

kafka-cluster:

kafka-cluster:

kafka-cluster

kafka-cluster:

kafka-cluster:

kafka-cluster:

kafka-cluster:

kafka-cluster:

kafka-cluster:

kafka-cluster:

kafka-cluster

kafka-cluster:

potently

kafka-cluster:

kafka-cluster:

IR RV ERNE P W NITR SN RE.

:Connect
CreateTopic
Connect
DescribeTopic
:WriteData
Connect
DescribeTopic
DescribeGroup
AlterGroup
ReadData
Connect
DescribeTopic
:WriteData

WriteDataIdem

Connect

DescribeTopic
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FRARER

R F3% =

HREHNEE

EHMEHNEE

EMERNEE

L ES

P T A

kafka-cluster:WriteData

kafka-cluster:DescribeTrans
actionalld

kafka-cluster:AlterTransact
ionalId

kafka-cluster:Connect

kafka-cluster:DescribeClust
erDynamicConfiguration

kafka-cluster:Connect

kafka-cluster:DescribeClust
erDynamicConfiguration

kafka-cluster:AlterClusterD
ynamicConfiguration

kafka-cluster:Connect

kafka-cluster:DescribeTopic
DynamicConfiguration

kafka-cluster:Connect

kafka-cluster:DescribeTopic
DynamicConfiguration

kafka-cluster:AlterTopicDyn
amicConfiguration

kafka-cluster:Connect
kafka-cluster:DescribeTopic

kafka-cluster:AlterTopic

171



Amazon Managed Streaming for Apache Kafka FERARER

Amazon MSK B9 [a TLS & F i & 41 iF

AL A MBI AR E Amazon MSK REWEEE A TLS HEFR RS RIE. EFAZFF RS HRIE ,
BEEHR AWS FAE CA., AWS FAH CA AT EEMERV T AWS K/ B— 4 KPS | by T
FTEIMNMKFH, BX AWS FAB CAs IEE |, BSHCIEFEE AWS FAFE CA

@® Note
TLS BEMRRIEB eI EMTEXEAAA,

Amazon MSK A #HEH B85k () CRLs, EIRFIXT KA/ =AY 17 R X PR =X 5 ik £t FBAYIES |
EfEA Apache Kafka ACLs 1 AWS T2 4., BxfEA Apache Kafka H{fEE. ACLs , S, the
section called “FI 1% Kafka ACLs”

AXEBIETIHD :

- AIEXEFEFIRSHRIEN Amazon MSK £
- BESRRENEASHEIE

- FREMBRIEERMERER

PELTEHEZFR MR Amazon MSK £
WEEmERRNAEREAZEF RS HRIE AWS FAF CA,

(® Note

EFERAN M TLS #4limE et |, FRA158ZUEI AWS FAHE CA N8N MSK EEFEAM I ER,
XM UBREHRZEEMN TLS iE$H PCAs {XfEHE N MSK £8P 31T 5 HKIE,

1. FAUTARBIEREN clientauthinfo.json BIX ., Private-CA-ARNE# N IERH PCA 1Y
ARN,

"Tls": {
"CertificateAuthorityArnList": ["Private-CA-ARN"]
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2. BIE—/"HBN brokernodegroupinfo.json B34 , #the section called “f F 612 7 fi & £
Amazon MSK £# AWS CLI"H AR,

3. BEFmEMRILEREEAZTFIHRMREBZBANEHDINER, FAUTHARGERER
encryptioninfo.json M3 ¥, KMS-Key-ARNE¥R R IR KMS Z4AH9 ARN, aJ LU
ClientBroker i® &R TLS 5 TLS_PLAINTEXT,

{
"EncryptionAtRest": {
"DataVolumeKMSKeyId": "KMS-Key-ARN"
},
"EncryptionInTransit": {
"InCluster": true,
"ClientBroker": "TLS"
}
}

BXMBNESELR | i3 Mthe section called “Amazon MSK 1%,

4. EAWSCLI 2R T HORIEMEZRAPMBNITENL , STUATHSUCIERA S HRIEMNER
HINER R, RIFEA P RENER ARN,

aws kafka create-cluster --cluster-name "AuthenticationTest" --broker-node-group-

info file://brokernodegroupinfo.json --encryption-info file://encryptioninfo.json
--client-authentication file://clientauthinfo.json --kafka-version "{YOUR KAFKA
VERSION}" --number-of-broker-nodes 3

FEFIWmRERNFERS BRI

LI FEHIR T A% & Amazon EC2 EHILAREMFER B HRIEHN EF if,

WEENE T NMEIREFIRITEN., CIBRETNHREFMENZLRE , FREHRIERERKME

AEE,

1. BIBBAEEFEFIKITEYA Amazon EC2 3£4l, AfEEEN  HERATEHNE— VPC FelZ1It
E46l, BRINMAGIZLERFIRITENR RS , 55 Mthe section called “BIEE FiwitEH,

2. BIEXH., BXTRH, S Hthe section called “BIE " TR EA,

3. 7B AWSCLI ZEWITEN L , BTUTHSURIMERNSISRIE, Cluster-ARNBHRAE
M ARN,
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aws kafka get-bootstrap-brokers --cluster-arn Cluster-ARN

RESWR HHY BootstrapBrokerStringTls XEXHIERF &,

4, EEFHRUENL , STUTHSUER WM EEF#EKGIEEFIREEFH. WREN IVM
BRERE , EHEME ARG

cp /usr/lib/jvm/java-1.8.0-openjdk-1.8.0.201.b09-0.amzn2.x86_64/jre/lib/security/
cacerts kafka.client.truststore. jks

5. EEFWUENL , STUATHTATSRUBNLERNA. ABEREYour-Key-PassFRIHEE

¥eDistinguished-NameExample-AliasYour-Store-Pass., . Mo

keytool -genkey -keystore kafka.client.keystore.jks -validity 300 -storepass Your-
Store-Pass -keypass Your-Key-Pass -dname "CN=Distinguished-Name" -alias Example-
Alias -storetype pkcsl2 -keyalg rsa

6. EFFHRUENL  BITUTHTUERSE L -SSP UENAERRACBIERER,

keytool -keystore kafka.client.keystore.jks -certreq -file client-cert-sign-request
-alias Example-Alias -storepass Your-Store-Pass -keypass Your-Key-Pass

7. #F client-cert-sign-request X# , HERIZSIHHFFLRN ----- BEGIN
CERTIFICATE REQUEST----- BZRA ----- END CERTIFICATE REQUEST----- o MBiX
NXHBFELRN ----- BEGIN NEW CERTIFICATE REQUEST----- , 15 M ST BY FF Sk F 25 B 4 il

BREE NEW ( REFHEMNENZER ) .

8. HECE AWSCLI ZEIFPHITEN L , SBTUTHERIEPRERH#ITER, Private-CA-ARNE
R IZH PCABI ARN, NNREE  ZRuLERERME, EXE , A1 300 K,

aws acm-pca issue-certificate --certificate-authority-arn Private-CA-ARN --cst
fileb://client-cert-sign-request --signing-algorithm "SHA256WITHRSA" --validity
Value=300, Type="DAYS"

RIFMEA HIRAHIIED ARN,
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® Note

ERREWEFIIES , BEA acm-pca get-certificate M HIEEMMILSH
ARN, BXEZER , H2H (AWS CLI Command Reference) HH#) get-certificate,

9. EFUTHSKENE AWS A CA ERWIEH, Certificate-ARNERIEMI E— &6
B9 I R 3RS K9 ARN

aws acm-pca get-certificate --certificate-authority-arn Private-CA-ARN --
certificate-arn Certificate-ARN

10. MEITL—&KRWHPIREBH JSON ERF , E#l5 Certificate M CertificateChain %
BN ZRF R, FXFNZR BT B N WH X signed-certificate-from-acm. £ E
Certificate XEXMNZRFE , AFKHME CertificateChain XEWZERFE, & \n ZHFER
AT ATRFIEPAIEPEMWEBE b2 FHXHEN,

1. EFEFHITEN LESTUTRSRILIER MBI ENZAEF |, SUEEES MSK RER R HR
EEIEF

keytool -keystore kafka.client.keystore.jks -import -file signed-certificate-from-
acm -alias Example-Alias -storepass Your-Store-Pass -keypass Your-Key-Pass

12. FAUTHARCIEEZN client.properties WXH., FEEEENZAENLES AR NE
fF kafka.client.truststore.jks REFEZINEE, AR Kafka BFwHRAKE {YOUR
KAFKA VERSION} 51%F.

security.protocol=SSL
ssl.truststore.location=/tmp/kafka_2.12-{YOUR KAFKA VERSION}/
kafka.client.truststore. jks
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ssl.keystore.location=/tmp/kafka_2.12-{YOUR KAFKA VERSION}/
kafka.client.keystore. jks
ssl.keystore.password=Your-Store-Pass
ssl.key.password=Your-Key-Pass

FEAEMRITERMERER
WEBRNE T HAEASHRIEERMEREER.
1. BITUTHSUGIEEDT, &1 client.properties WXHREE L — IR hOIEH 4,

<path-to-your-kafka-installation>/bin/kafka-topics.sh --create --bootstrap-
server BootstrapBroker-String --replication-factor 3 --partitions 1 --topic
ExampleTopic --command-config client.properties

2. BIUTHNUBIIREAEEREE. B client.properties WXHREHE L —IEBHEIEN
X

<path-to-your-kafka-installation>/bin/kafka-console-producer.sh --bootstrap-
server BootstrapBroker-String --topic ExampleTopic --producer.config
client.properties

3. EEFFHRUENLNHGTEOT , STUTHTUERHAEAR.

<path-to-your-kafka-installation>/bin/kafka-console-consumer.sh --bootstrap-
server BootstrapBroker-String --topic ExampleTopic --consumer.config
client.properties

4. HEEBBFEAFRAEE , ANEHEEREFERRERF,

/8 S AWS ecrets Manager #{TEFZERSFHRIE

B LAERAER S AWS ecrets Manager 17 F 4R 3 19 B FEIERIZHIXT B Amazon MSK &8 115
B BR. AP EIUEF#E Secrets Manager FRAILUB A KR S RIEMTTE |, flusit, EHMNE
#IZIE, Secrets Manager EiLBAEBEER AT AFEIL,

H#BAE MSK £ XE/E , MSK 2 EHE S FIEHIE,

REBELETHEHS
- BREEFHPUN THEFRE
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« 3 Amazon MSK £E& 1% E SASL/SCRAM B 31 1F
- FRAF
« {5 SCRAM Z34A B Ay PR &1

BRZIESHRIEN T/ERE

Amazon MSK & FEIE 5 I AN & RIE SASL/SCRAM ( i 5B RIEMEZERE/ME R
MR ) BHRRIE, BENERHRERRELESHRIE , B LE AWS Secrets Manager #8224
BR, ARERREIESZEHAXK,

SASL/SCRAM 7£ RFC 5802 FEE X, SCRAM FRZEWHEEL , ToEEFF ImMIRS S5 2 B% w8
XEFEIL,

(® Note

WMIRNERIZE SASL/SCRAM B4 IER , Amazon MSK @ W EZ AR E 2 BN ERE
B TLS &,

A Amazon MSK £ &% & SASL/SCRAM & 45 iE

E7£ Secr AWS ets Manager FRiZ B4 , B IR Secrets Man ager AP 1ER B B M ZEZEAWS
FABRBHITIRE

£7 Amazon MSK &S| EZ4AR |, BEEUTER :

 NTHAXE | FRFHMBRAXRE (Hlwn API 241 )
o BB BHAIELETE AmazonMSK_ FF 3k,

» BARERAIAENBEEX AWS KMS ZHIHENE AWS KMS HEIZHN BELER. FIAER
T , Secrets Manager X2 AWS KMS 47 F BRI\ 240,

/A Important
FERABRIAZRHACENE AWS KMS $AFEEA T Amazon MSK £#,

- BHERFFRIIBESTRAUTHER , FEEAHEOETE A REN,

{

"username": "alice",

ZeH 177


https://docs.aws.amazon.com/secretsmanager/?id=docs_gateway
https://tools.ietf.org/html/rfc5802
https://docs.aws.amazon.com/secretsmanager/latest/userguide/tutorials_basic.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html

Amazon Managed Streaming for Apache Kafka FERARER

"password": "alice-secret"

}

1B R Z4AK ARN ( Amazon BIREBH ) H.

/A Important
BT HENF Secrets Manager 4 5 H the section called “ B EEN K/ . BMrERE
0 XEE" Pk BR il 9 SR BF K Bk o

MBEEACNERE , BASHIEERH ID HARN, AWS CLI kms-key-idFEREH B,
ENRASENERCE | 5# A Amazon MSK #8443 BatchAssociateScramSecreti&{E,

/A Important
HIOFRASER KA , Amazon MSK L@ ZZ A M NG RKEE , LA ENERTHR A
REVEE LN BAE. BB R EFRRE, XHEMTRSEIEEHNERTRIRHA, MR
X AT H B INZER Secrets FRKM A/ KMS Z4A# T T EMER , ERAMXLEEN
EMKRERIEN MSK 8, XHHRRENER USRS THRIENESR.

BatchAssociateScramSecret B/ERLLT JSON #i A RG24 SEBF B -

{
"clusterArn" : "arn:aws:kafka:us-west-2:0123456789019:cluster/SalesCluster/

abcdl1234-abcd-cafe-abab-9876543210ab-4",
"secretArnList": [
"arn:aws:secretsmanager:us-west-2:0123456789019:secret:AmazonMSK_MyClusterSecret"

]
}

ERARFEINEEDER

ELEZRPHOEEEHRXEKE  fEUUNEFIREZIESH, UTEEERNINEF IRIEZEDE
F SASL/SCRAM B RIFMER, ©IERR T MaHEI/ER B R FI £,

e

« ] SASL/SCRAM B /RN E F imEZE R £

o HEBRIEEEE)
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5/ SASL/SCRAM B RiER & F iRiEEDE£8

1.

EE AWS CLI ZENITEN EETUTHS. clusterARNER NEER ARN,

aws kafka get-bootstrap-brokers --cluster-arn clusterARN

M HH JSON ERH , REEB NN FREKREKN
{EBootstrapBrokerStringSaslScram, R EFENSRFPFERALE.

EENEFRITENL B —NIAAS BEEXH , EF B8R EEATNAFRZIE, 6l ,
XFAF alice, FAULTHRARE—NEN users_jaas.conf BIXH,

KafkaClient {
org.apache.kafka.common.security.scram.ScramLoginModule required
username="alice"
password="alice-secret";

};

FRAUTHSE JAAS BEEXHS A KAFKA_OPTS (SRESH,

export KAFKA_OPTS=-Djava.security.auth.login.config=<path-to-jaas-file>/
users_jaas.conf

£ /tmp BZAFRIE—NE R kafka.client.truststore. jks B3,

(A% ) EAUT WS JOK BEAFHEXHM JVM cacerts XHREFEBRE
E—%stlEkafka.client.truststore. jksBISXHH, IDKFolder&#R
45 LB JDK XHREFR, Bl , BEY JDK 4R ATgERE R java-1.8.0-
openjdk-1.8.0.201.b09-0.amzn2.x86_64,

cp /usr/lib/jvm/IDKFolder/lib/security/cacerts /tmp/kafka.client.truststore.jks

£ Apache Kafka Z& M bin BXH , Bl —1NHEH client_sasl.properties WEFIHE M
X, EPFEEUTAR., WXHTIES SASL HLEI M.

security.protocol=SASL_SSL
sasl.mechanism=SCRAM-SHA-512

ERERFIED , BT TS, BootstrapBrokerStringSaslScramB#f R BEARTEN
SRR 1 PREBHEISREFRE,
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<path-to-your-kafka-installation>/bin/kafka-topics.sh --create --bootstrap-
server BootstrapBrokerStringSaslScram --command-config <path-to-client-

properties>/client_sasl.properties --replication-factor 3 --partitions 1 --topic
ExampleTopicName

8. EARZUENRHAER , BEZFFWITEN LETUA TS
T BootstrapBrokerStringSaslScramBMNEEERTENLR 1 PRZEFNEISKEF
RFER,

<path-to-your-kafka-installation>/bin/kafka-console-producer.sh --broker-
list BootstrapBrokerStringSaslScram --topic ExampleTopicName --producer.config
client_sasl.properties

9. EFfALUENER , EENEFKITEN LZTU TS
T BootstrapBrokerStringSaslScramBRABEARTBNL R 1 PIRENS|ISNREZF
&,

<path-to-your-kafka-installation>/bin/kafka-console-consumer.sh --bootstrap-
server BootstrapBrokerStringSaslScram --topic ExampleTopicName --from-beginning --
consumer.config client_sasl.properties

BEERIERE R

Z1T Kafka B ma T E , AJRERIBE] Java SERFHIR | AEHRELEBEAR AR BFESR, 2R
HIX LR , RRN Katka TEFEN Java NARFEIT , ERMINRFRETET RN EN THE
.

EffROut of Memory Java Heap#iix , LB A LB EHKAFKA_OPTSIMET E N TFENFIREK
80 Java HERI KD,

ST RBIG R AHEANEESR 1GB () -Xnx16, HALURET AN REREFNERBELE,

export KAFKA_OPTS="-Djava.security.auth.login.config=<path-to-jaas-file>/
users_jaas.conf -Xmx1G"

EFAAREIE , AUEREAETHRRRBENSH , MARERHEANF--from-beginningfEA

=2 .
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<path-to-your-kafka-installation>/bin/kafka-console-consumer.sh --bootstrap-
server BootstrapBrokerStringSaslScram --topic ExampleTopicName --max-messages 1000 --
consumer.config client_sasl.properties

AP

REAF  fEFHAPURENHOERNCIZERAF . 7 Secrets Manager 2§ & A B SOETURT |, B
BUTHENIEERZEIERE,

{
"username": "alice",
"password": "alice-secret"

}

BERFHRNR  EMEAFBRERNEIE  BUEEEER EBRIBEIMIT ACL , REEUH
BZZANXEK, XREN :

- BERA P AT REXRAIMAESR,
« WERANEXRSFE 10 DT aEEE.

BXF ACL 5 Amazon MSK £ &8RN EZER |, ESH FMIHF Kafka ACLs,

NFEA ZooKeeper X ER | BATEUIERRHIX ZooKeeper 7 S BV 5[0 LABS IE A P 1Ti& K
ACLs, BEXEZELR , B2 243 5% MSK ZooKeeper &t § Apache 1 = KV i5 R AR

£/ SCRAM ZZ4A B Rl
£ SCRAM Z4ARTHE T E U TR :

« Amazon MSK {X 31 SCRAM-SHA-512 B {311,
« —A Amazon MSK £& &% 7#i5& 1000 NAHF,

« IRBFIEIRIVEZA S AWS KMS key £/, ETRERERARIA Secrets Manager INEZ AN FHE
Amazon MSK —E2EM. BxtlE KMS ZAMEE , 125 Creating symmetric encryption KMS

keyso
« BT ETE Secrets Manager F{E A IEFT#r KMS 4R,

« f#HiZ BatchAssociateScramSecreti#2{E , B— X JZFZ LIS 10 N4 5 —NEB KK,
« B Amazon MSK & < Bx Ry 240 ) B FR A0 A B & AmazonMSK
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« 5 Amazon MSK £ XN ZHAMLMNEER N THEEA Amazon Web Services IKF # AWS X1
i,

B 1R &5 Kafka ACLs

Apache Kafka B — MA@ RN EE | HHH 7TERNEXI, out-of-boxAmazon MSK £ XE LY
server.properties X#HEALLEN A,

Apache Kafka ACLs F#& R “E& P £ [RFHE4] KRB EH H XEMES RP EEHEIR

R BV 1¥E O’ ResourcePattern 1R RP E4&E®R R R FIEE , M| R & & XxEk ACLs
WBRTEBEAFZH , FATEMEMATR R, EERQUL Apache Kafka 17 , BFZE
ffallow.everyone.if.no.acl.foundiRENR true. FRIAER T , Amazon MSK & HIZRE N
true, XEWBKE , ACLs 7£ Amazon MSK & H , MRESERHIRERE , WMBEFEAZBIT LR
BZRR. MREERREACLs LEA , MIRERNNERATREHEIZRR. MRERGIX EBNA
B H A TLS X B A RIUEX & imdt TR |, & ACLs £ Apache Kafka #ZiX88 CLI #1770,
BRAM, MRS ENEZEE ACLs , 1521 Katka B GTITRES

BT Amazon MSK FREEENBEAF , Rttt I RGRMEEE, XEPWTRENESXEH
SEE | TitiZallow.everyone.if.no.acl.foundBMRBRNEFHNEEE LM,

A DS BR XY E B AV IR B 15 [F] £

1. FENKRERNE ACL R, UAFMITEIAEE ACLs FENEE, BERTFREXN ETAVIE
WHRNR , FETES MSK £RHBENEFRITEN LESTUTH .

Distinguished-NameBRANEBHPEM5ISEFREN DNS , RS FIL A5 #
EMFE-—NIRZANFZHEERNES () *. Hlln, MREFHNEANSISKRESR
DNSb-6.mytestcluster.67281x.c4.kafka.us-east-1.amazonaws.com , JIFELA
Ta®Distinguished-Name®H &N, *.mytestcluster.67281x.c4.kafka.us-
east-1.amazonaws.comBXUMAREG|ISRENEES , iHSHthe section called “JRELGI S £
ZA

<path-to-your-kafka-installation>/bin/kafka-acls.sh --bootstrap-server
BootstrapServerString --add --allow-principal "User:CN=Distinguished-Name" --
operation Read --group=* --topic Topic-Name

2. ERFEFPRNMARENETEMNZINR , BEEFRITENLETUATHS. NREFERAXRE
TLS SR , BEASAEMANMEENDIstinguished-Name & 13K,
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<path-to-your-kafka-installation>/bin/kafka-acls.sh --bootstrap-server
BootstrapServerString --add --allow-principal "User:CN=Distinguished-Name" --
operation Read --group=* --topic Topic-Name

EMIRRIEF RN , BALLUETHRMNGS , H --add B#EHR --remove,

3. ERFNEEMBHRAN , FEZFHITENLETUTHS. WREFANE TLS H4RIE ,
BEASENBRMEENDIstinguished-Name B3R IIE,

<path-to-your-kafka-installation>/bin/kafka-acls.sh --bootstrap-server
BootstrapServerString --add --allow-principal "User:CN=Distinguished-Name" --
operation Write --topic Topic-Name

ERREBIFRN , BALLUETHRNGS , HIF --add B#ER --remove,

Bt Amazon MSK MWL 4 4H

AANEMAERIE VSK KRR, FULSEERERNRLE | UENKSER ARG
AR R IR IR B AR, BXREMMIES , HSH (Amazon VPC ISR HIEH
VPC R 24,

1. FERAPH ListNodesAPI 5 list-nodes i RIREVER PR IEMFIK, AWS CLI WIRIEMNEREHE
SRIEXEX IDs MM LEIED (ENIs),

2. &3 AWS Management Console ##TFF Amazon EC2 #£#l& , Mt A https:/
console.aws.amazon.com/ec2/,

3. HEARFALAMEINTHIR  EFEHBFBEHNXE,
4. EENEHRNMEZERET , EBEMNEEQ,

5. EREBEF—ITSHRENE - EN, ERFERENHVEERE  AFERERLZLE, FHNZ
SAEDTELA L ENl, XHEESE - S FIRE ENIs IBINAREELSRK,

(® Note
I&HER Amazon EC2 2 H A NEHZ 2 AAMMN ERT 2 RRE MSK 2% 8 1Y “MHiR
B" o

6. BEFZESANAN A BRENFFHEITUFRARE, BXREZHANNESR | BHSH
{Amazon VPC BAF$sra) IV A0, MIBRFIE FHAMNI,
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/A Important

MECERSEFRREXKNZTSAE , RABEZEFRMNFHAE , Amazon MSK &R E
SRBEHNEZEHXBENRREZSEXEK, B2 , EFERERET , HAmaREBLM
SE—1M&Le2EXEK, Hit, MREEERRZRLABTIMHRE , MSRBRRITEEN S B
HEFHFE ENIs HRE,

I 5 MSK ZooKeeper 528 H Apache 1 =2 B3 @) X BR
HF&R2ZR , B LRSIXE TEH Amazon MSK ZooKeeper (285H9 Apache T 2 iy i5 B, ER#I
W REEE , BAURT RS REMNZT2H, R, BTLUREERIFRIZZLEANAR,

/A Important
AP ARERATE KRaft BX TE1THESRE, ESHthe section called “KRaft = 7,

AEBFIET IS -
« ¥} Apache ZooKeeper 1 R IE 2 I Z £ A
« 7£ Apache 1 TLS Z£ % ZooKeeper

fF Apache ZooKeeper T SUTE B it Y 22 240 AR

ER#IX Apache ZooKeeper 1 REVFR] , BN ESTREMPNEEE, BAUBIEEZSHN
NRIEFEBGREFHFZEH,

1. REVEHVEREH Apache ZooKeeper iEEFRFHR, BT HUMIRIE , 5 Hthe section called
“ZooKeeper 3", EZEFHFRIEEH Apache ZooKeeper T7 2 DNS & #fo

2. £ host = ping ETENEEL—FSHIREH DNS BMERN IP i, MEAFEREMSY
BhRERXY P it , FHitbiEREX L,

3. &% AWS Management Console #3TFF Amazon EC2 #&l& , Mt A https:/
console.aws.amazon.com/ec2/,

4. TEEMBEERE Network & Security (ME 5L 2M) T , i&£#F Network Interfaces (Mg 0),

5, EMZEORLINERFTERD , BARHEN , RERA return, ISFRPERHMEZEOY
PR&IN B ERRBRIED,
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6
7

B ESIRPHE -NMEEOXN NNTIT AR ERE,

ERNHRBNEFAEEERD , EREFIPvA B IP, IR IP it ERERAIRE S HIRE
B IP st AHPCEL |, MR R ZMEZEO D ELAER A — Apache ZooKeeper 11 =o &N , HY
SHIEPLEMEZEOSZSINEIRE  RAFERIRPFH T —IMHNEZED, EERNFZZONIGRFLERER
E, AETRNI RS | B2 E L% Apache ZooKeeper T R AT MK ZE O ZE — M ITHEIM
B1E,

%5 Apache ZooKeeper T RN RIMIMEE AR |, FABR RN EININ @E K8 REERE
WRZLA", FHLLETBAENEZED, BXUIELLENEE , 3 H Amazon VPC X+
WAL E4H,

BEE - NEEHM Apache ZooKeeper 11 RKBINFIEMEZEO P EAERNFHFEZE4A,

10. ME , BUNERENGRLHRZEHANAR. BRXREZESAMNNESR , FZ5 Amazon

VPC XAy n, Ml BRAIE FH

£ Apache B TLS Z£ 1% ZooKeeper

R

R4AN

AILAER TLS T2 EE ik A Apache ZooKeeper 7 R 2 [l & AT 1T %, EFE Apache

ZooKeeper TR L3581 TLS &2 , BHITUA TR :

S8 MMER Apache Kafka Wi 4s 2.5.1 BB S R4S BE1E Apache F{EA TLS 21,
ZooKeeper

HREREBEENZH TLS 2, £/ Apache Kafka fRA& 2.5.1 SESRACIEHSH TLS H
S8 2 HIX Apache Kin T REMA TLS Z2 ., ZooKeeper EXIZRE TLS Z2MWER , S
I Amazon MSK IIZ Al T,

5 Fl DescribeCluster #4E# 3 TLS Apache ZooKeeper i Ko

B2 Apache ZooKeeper Bt B ¥ , LAM{ESkafka-configs.shflkafka-acls.shT B8
ZooKeeper AR —EEA, N TENIE , BEFEM--zk-tls-config-fileZHKIEE Apache
ZooKeeper BB,

LTRRAIERT —NEREM Apache ZooKeeper B B 34 :

zookeeper.ssl.client.enable=true
zookeeper.clientCnxnSocket=org.apache.zookeeper.ClientCnxnSocketNetty
zookeeper.ssl.keystore.location=kafka. jks
zookeeper.ssl.keystore.password=test1234
zookeeper.ssl.truststore.location=truststore. jks
zookeeper.ssl.truststore.password=test1234
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- WFHEMES (FliWkafka-topics ) , HHEAKAFKA_OPTSIMEZF EXREE Apache
ZooKeeper ¥, LA T R~4li% B8 i Bl EKAFKA_OPTSIRE A £ LY Apache ZooKeeper Z¥i&id
LHMSGD :

export KAFKA_OPTS="
-Dzookeeper.clientCnxnSocket=org.apache.zookeeper.ClientCnxnSocketNetty
-Dzookeeper.client.secure=true
-Dzookeeper.ssl.trustStore.location=/home/ec2-user/kafka.client.truststore. jks
-Dzookeeper.ssl.trustStore.password=changeit"

Bl KAFKA_OPTS SREZESS , BEREFEMFEA CLI 5. AT RAEARELZEHH Apache
ZooKeeper EiiE |% Apache Kafka & : KAFKA_OPTS

<path-to-your-kafka-installation>/bin/kafka-topics.sh --create --
zookeeper ZooKeeperTLSConnectString --replication-factor 3 --partitions 1 --topic
AwSKafkaTutorialTopic

(® Note

&1 Apache ZooKeeper BLE X EAN SR B MEETEKAFKA_OPTSHEZEHRFEANS
BEHT— N, TEEMEXHN KAFKA_OPTS IMETZERESH—REHANE W

BXMEH TLS iHRERY Apache ZooKeeper TR EZELR , 821 KIP-515 : A ZK B mEA
¥ TLS XN FHRRIT,

Amazon Managed Streaming for Apache Kafka #9& #1436 iE

ER AWS EMMEITTRIN —EB5 , FB=HFF it & F ¥ Amazon Managed Streaming for Apache Kafka
MZzetEEHMM. HPEHE PCI F HIPAA BAA,

EXRBEASHITIEE RN AWS BREHER , BSRZRENITIIRERNEE RN T Zi# RS Amazon
Web Ser . BX—RREER , BSEAWS &M it RIAWS,

O LA THE=Z S FITIRE AWS Artifact, BXEZEE , BSRPH “THIRES” HY “AWS
Artifact,

IETEMER Amazon MSK BT S TAERUR T BN BENBRME, RAANEMN BIRURERKEEN
EM. AWS R T LUTF HIRKA BTSN
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- ZEMEEHAMPREANTER - XEFBEEIHETRMWIEST , HERTHE AWSEREETZ
2HMEAENEEREN TR,

« HPAA Z25EMEWBEED — FAEEPERT AT WMMEAR AWS SIERFS HIPAA FRER R
RAERF.

- AWS EMERAWS — W TEBNIERMETEEA TEMENT LM ERX,

- EFAAWS Config FF & A R IR B AT R R — % AWS Config RS EN T REBES K
BELRFENIRE, TLIESHFHMEM,

« AWS Security Hub— Itk AWS JRE A2 H T AN RZREMRE AWS | BHERERBFTARETIL
FRAEF R ESRRR,

Amazon Managed Streaming for Apache Kafka &1k & 8

AWS £IREm R 2R S5 AWS XEMATAXMEN, AWS KRS/ ERENREN A
X, XETAXBIRERE, SFRHENSETNRUMENRE, MATAX , BULUZITRREETH
Xz ELHhiiit BRI AR EBNNARFNREE, SEENENRSMNREFOLEMERMEL
ATAXEEESHTAYE. FEENTYT B4,

AR AWS XEMAAXMNESEE , BERHAWS £REM IR,

Amazon Managed Streaming for Apache Kafka Y Efti& L £

ER—EERS , AT Apache Kafka B SR EEREAZTE AWS (I ZBMERS : £k
EHR) ARPHIHRNSIRNEREREFHNRT,

B LAMER AWS BEA M API I FEN M &7 Amazon MSK, BFmS4MLIFAMEREM
Y (TLS) 1.0 RESHRA. BIUFEA TLS 1.2 RESHRA, BEFRELALFEEZTLOERE
( PFS ) WEZBEH , Hln Ephemeral Diffie-Hellman ( DHE ) = Elliptic Curve Ephemeral Diffie-
Hellman ( ECDHE ) » RZEIRRE (W Java7 RESHRA ) X FXEER,

o, BAERFRIZES ID M5 IAM TERBKHMEZ TR BARNBERH#ITEE. HE , BOUER
AWS Security Token Service ( AWS STS ) £ R Ifff R 2 FEUERITERHITZA,

W B5# MSK Fiific ERC &

Amazon MSK AR, TEMAHBET SEHUBRUNEE., EETURZEENRE , AEAXERE
REEHE MSK EHREMUEERH. MSKEEHR—ARMREMNNEMK, BREEEEEFPE
ANRERE SR —ETENRNEEN - ATENEE, AXIMIEERENRELLEN
BEZHAEE , FSHAUTHD .
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£

- EZLARE
- REZLABRE
- KERERF

WEZLABRE

AENEREREBENEER 4.

F3

« BEM Amazon MSK Fi &

« ZRiA Amazon MSK Eti&

« Amazon MSK 7 EF# TR B NE EISFE

BE X Amazon MSK Bt &

B LAEA Amazon MSK REBIZBEX MSKEBLE , HAIUEZEEFRREUNTEME. REXREN
B IFIRB ETE the section called “BRIA Amazon MSK Bl &” MEEME. BXxBEBMENESZEELR
&2 Apache Kafka BL &,

Apache Kafka Bt B8 14

=1 BN
allow.everyone.if.no.acl.found MREFGHERIEENFalse , FEBHRNE

B¥E W Apache Ka ACLs tka, INRMILE M
REN , falselBI&F %E X Apache Kafka
ACLs , MG R ENEFHMNIHRINR, MREE
XFER , BUUBRESEEF FHESRE
N true , LEFHREXNEFNIHENR,

auto.create.topics.enable ERSELEAEEEHCIE,
compression.type BAEFTBHRAERLKE, JLUFLEHIREN

PrEERRAEDBSE (gzip. snappy. 1z4
zstd ) . ©iE#ES uncompressed ., WESE
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FRARER

=1

connections.max.idle.ms

default.replication.factor

delete.topic.enable

group.initial.rebalance.delay.ms

group.max.session.timeout.ms

group.min.session.timeout.ms

leader.imbalance.per.broker.percentage

log.cleaner.delete.retention.ms

iR
BFFrESH. MR ZEREN producer , NI
ERERBENBDRENRIEERFFRESR

EREEERN (AW RNEN ) . MRIEZENZE
FETEBEEANLEEIRENE , RSREET
AR TR AR X L2,

Bt ENEBRIRMINEFIEF

ERBBREERE, MREZAMIRE K NTER
B EE T BHIBREE,

FADREBRNITE —REFFE<a , ADER
FHESREEASRMATANTE, ERKAE
BEASREEMFEARSED , BEXKEM
SLIBTT 48 2 BT RV BT 8D o

EME AN R RS TEBR AR, AT A A
K, AIEERAFRARLCERNES 2EIHEER
NEARES , EX2SFHFEERE S FERLN
&,

EME AN REXTEBRETE AT a R
E, MERNNEERSBR  BEEEEHE
MEABZRNES. XARKERERFETEE
il

EREANIS T I FELER, MRARZNE
BETWE , NGRS FERE 1t
EUBED ENEREE,

&% Apache Kafka {R & 2 M BREY 12 F YA [A]
2, &/MER O
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B2 HiR
log.cleaner.min.cleanable.ratio HEEEMHNETNT 0E 1 2E, HERE

BEERSBZIAEEAENME (MRAEER
BEA). MABRAT , WREEHEET 50%
B B , Apache Katka 2R FE AL, X—
LERRBEH T AEREETRRWHRAZERE (ZE
N 50% , XERERZHE 50% WHEATER
g )., ESMLEEREKREED, EaRHE
B EBtERKESREEZNALEZEME,

log.cleanup.policy R EN RIS BRERRIAERRER ., BRE
BEESDEIIR. BREKEN delete F
compact, WTFERATIEFEHANER , BREK

B R delete,

log.flush.interval.messages FHEERMEEE 28 , A2 X ELRRWER
HEE,

log.flush.interval.ms FREFHHERERFTEUE 2 REERNRF

PSR (AR REN ) . MRKREL
& , MAEA log.flush.scheduler.interval.ms F#Y
B, &R/MMER 0

log.message.timestamp.difference.max.ms W ETE Kafka 3.6.0 FEMFER. AT H
MELElog.message.timestamp.after
.max.ms , Bllog.message.timest
amp.before.max.ms #, KEBEWZEELE
R RS ES PEEN N EB 2B & K
RfEZ, R log.message.timestamp.type=
CreateTime , M 20 R e [E] By = RS LR
B, IERSHEL, R log.message.timest
amp.type LogAppendTime = , NI ZEELLEE.

log.message.timestamp.type EEEEPHEEBRESENEERA
FIEMETE, RFHER CreateTime
LogAppendTime o
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FRARER

=1
log.retention.bytes

log.retention.hours

log.retention.minutes

log.retention.ms

log.roll.ms

log.segment.bytes
max.incremental.fetch.session.cache.slots

message.max.bytes

DU
T ER B ERIBI R R BEKR D,

HiBR B EXHRTRE BEXHN /ISR, ER
log.retention.ms J& MY = KB 1.

MiBR B EXHRIRE BEXGHN S HE , ER
log.retention.ms BEHN =K EM. IRKRIRE
W& , MAEA log.retention.hours FEI{ES

Bk B EXHETRE BEXHNEDR ( AZ
MREH ), RKRIRE , MEA log.reten
tion.minutes FHY{E,

HHFATR 2 NRKRE (UAZERHE
), tNRKRRELEM , WA log.roll.hours
PE, LLEMMNRDTEEERN 1.

BN BEXHFRARD,
HPNERRENENRARE,

Kafka LR RICFAAEE K/, 1R Nk
B, #AEFEKRT 0102 fEARR , NEASR
AYRRELA/ME AR N |, SME TR MLt
REVIEFHAE,

BRHTHYE BRI AL R FE S 7 A B AL E
KRREME, LATHHERRAET /R ES
Bie R ATHAESR , ERERT , LERHX
BERATERIER,

Al A =B B max.message.bytes BLE N &
NEBRBLAE,
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FRARER

=1

min.insync.replicas

num.io.threads

num.network.threads

num.partitions

num.recovery.threads.per.data.dir

num.replica.fetchers

offsets.retention.minutes

DU

LA RN acks REN "all" (X "-1")

Bt , min.insync.replicas AV ESEEREEA
WA RIS AEABEAN S/ NEIAE. W
REERF M RERE , MEFELX5|IxRE

( NotEnoughReplicas = NotEnoughReplicasA
fterAppend ) o

& A LLEE A min.insync.replicas # acks FHI{E
KB HFIMITEARNFAMERIE. fla0, Baiel
BEHIRFHN 3IMED , £ min.insync.replicas
RIERN 2, H1E acks 7 "all" WERTHITE
Ko XAHREKXRSHEIERKIBREN , 0
BSRNsIARE,

RS aRATAEBERNELENKE , HPAse
WA 110,

AR S5 2% A T 32 Wk B AR /Y 18 R H @ B R 5 8 52
HERHE.

BNEENRIABES D XE.

FER AT BERE AR XA B AT RI#THY
BOBER FNERERE.

ATMNEREEFEENEIMBLER, WRE
BMWE , MWAURERTELLAN /O H17T
EE.

H—MERRRAERHEMBEMHSR (A1EZE)
B, ERBENELREHARE , RAEHE
Fo WTMIUERRR (B, ERAFHDENER
) , RBESESE —XEXNEMELRE
HEE .
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B HiR

offsets.topic.replication.factor RBEFENEFEF, FHERESESAN
WRATAME. WHBEBOIELIK , BRIEF /N
HEEEHRFER,

replica.fetch.max.bytes ZERABN D XERAEENFT . XT24

NWHRAE. MERRENE—NFEZESXPHE—
MEFMAE R FIE , MR EZIEFAE
LI {REVEH B, message.max.bytes ( {RIEHE
B ) = max.message.bytes ( THEE ) T
BESNREARIEFKILEKRD,

replica.fetch.response.max.bytes BNMNEEMNTFBARAFTR, BxX25Ht
REA , MREERWNE-—NEZDXPHE—
MEFHA B A FIE , WHFHREZIS Fit
LHBLUBRIESHR. XT2ELEXNHKAE. me
ssage.max.bytes ( fREEELE ) = max.messa
ge.bytes ( TBEE ) BHEEERBEZINRAK

1D FHEALEE K7D,
replica.lag.time.max.ms MRBIRBEERIEZEMREBER , HEFEDE

HWEVBRNREEAINSENESERRBE |
NFE2M ISR FHIERIEREE

MinValue: 10000
MaxValue = 30000

replica.selector.class 323 ReplicaSelectorfI5E £ RERZ, RIE
FEALERERERIEZINEIAR, MREFEH
#y 2 Apache Kafka iR74s 2.4.1 B SR ,
HEFLEATEASRNRENEIRRER | 18
FEMIRERN org.apache.kafka.c
ommon.replica.RackAwareRepl
icaSelector . AXEZEER , BZH the
section called “Apache Kafka W7 2.4.1 ( 2

2411 5%) 7%
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FRARER

=1
replica.socket.receive.buffer.bytes

socket.receive.buffer.bytes

socket.request.max.bytes

socket.send.buffer.bytes

transaction.max.timeout.ms

transaction.state.log.min.isr

transaction.state.log.replication.factor

transactional.id.expiration.ms

unclean.leader.election.enable

DU
MEF RN ERFEREFX,

EEFRSEEEFTH SO_RCVBUF £4 X,
AALEMRENS/NMER -1, MBZER
-1, M Amazon MSK {#/ OS EiAE.,

EEFHERPHRRFZTH

EEFRSEEETH SO_SNDBUF £4 X,
AAEEMHRENRK/NMER -1, MRZER
-1, M Amazon MSK {8 OS EiAE.,

ESHHAERNEE., MREFERBRZZEHE
B E , MELmafEPiREHIR InitProdu
cerldRequest, X ] Bf L& F i B9 8 B Bt B S 4
, Bt BERARELSBEASEENRESHS
EHEB,

ES I EBEE min.insync.replicas BLiE.

ESTENEFRF. FItEHRENRENE
AREAAE, AESEEERN  EFEHK
PMHEEREHREFER,

ESMARERSES ID S n , SRy
HEFHNEMNESTRSEMRETE (UAZRE
L), WiEBELEMEFHE ID #93T IDsH]
ENESBEFEERE—RERAEELETE
ID EAGETHM S, MRETEFENRE R
EMMERT HEA IDWRE—IXBEARE , I
HEA IDs TRELIRBINH, LWEMHHR/IMER

1E¥.

RFTHE ISR EFHEIARBRENREFR
ZEHNE , IEXTRLSBBEEX.
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B iR
zookeeper.connection.timeout.ms ZooKeeper BXE#H ., B mEREZELE

ENRKNE, ZooKeeperflRAKiZELLE ,
N {E A zookeeper.session.timeout.ms FHIE,

MinValue = 6000
MaxValue (& ) = 18000

RAZB IS t3.small EFHEIRER
10,000 , AR G £ BE =41

zookeeper.session.timeout.ms ZooKeeper 2\ &E&f, Apache ZooKeeper 1%

EEETETE ( AR RENM ) .
MinValue = 6000

MaxValue (& ) = 18000

ETHRUOMEBEEN MSK BLE, JIHEMAELRESRBIAREN] , S Hthe section called “RIBELE
BE, EFAEBEN MSKBLESIZE MSK £ IFRAFTNEENBEEEHRES |, ESHthe section
called “EEIhaEMBE 2"

MBFERABHTENY MSK BiBE#HIA MSK £8 8! , Amazon MSK 4EXEREHTA KBRS , HEAR
FEIBRRSEAEREMRBRIOZLENEE,. Fl0 , £ Amazon MSK EF Bz S MLESS , Amazon MSK
2Z2RURBRESECREENHE TRERANVEE  AREBBET —IME,

1A Amazon MSK EL &

Bx T Amazon MSK RN EER M2 , BEAUITREFTERREEMBHNEF R MAER
MNEERE. BUANSRE-EHRERM. XLR Apache Kafka XL EFE B TR RIRIE
NRAENEY. BXISEENRAGHHEE , S5 Apache Kafka XIEHHEFHRERE,

@ Note
WA LAIRE advertised.listeners B , (BFAEIRE 1listeners B,
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FRARER

FHRHH Amazon MSK Bl &

&I LA Apache Kaftka S A HIEBMANEETTRESERXEBRIINEERE ., BXxEEL5
WEERMURNAREXLEEEZ RFINEZFEE , 25 Apache Kafka XHHHH Topic-Level

Configs.

281\ Amazon MSK &

ERIEEBEN MSK BLER1ER T8I MSK 88 , Amazon MSK 2 8|ZEIAERE , HHTUHEES
TRAERNWELESFER. I TFAELRFHEM , Amazon MSK A 584 Apache Kafka iR

KERHIRIAE. ARXEFRINMERNTIEK ,

AIAELE1E
B

allow.everyone.if.
no.acl.found

auto.create.topics
.enable

auto.leader.rebala
nce.enable

default.replicatio
n.factor

local.retention.bytes

S # Apache Kafka EiiE.

1 PUN

MREERRERE
SERIRTHE , WX
BIR% B XEK ACLs,
FEARGIF , MBFI
BHIZRERN true , N
FRIBERF ( AR
SHEEAF ) B8R

Bz %R

ERSFRLERAEE
:OR= ke Reilf= 38

EAEHAS FE.
MRABE , FARE
SEMREHEHA
S .

Elkolk=4:0ESST: 0k
NEHRF

2 XAEMERIB B &
BRZ ARy B KA ity

k7 R SRRV
NME

true

false

true

3HRRMMIT 3NMATAK
PRRE  2RRUT
2 MR XAV

-2 RRTTIR

BRTSRF#NE
BHRMIAE

true

false

true

SRRMUT 3NMAAK
PR  2RFUT
2 M AX ARV EE.

-2 RRTCR I
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FRARER

=1

B o RFREEFNIR

AME
BEBRKDN, R
RIZELE , NEE
A log.retention.byte
s FE. BRE
NIBENTFRET
log.retention.bytes
B, BIAE -2 Xk
iR B BRI,
X5 retention.ms/
bytes FiZE -1 XY
RN, local.retention.ms
# local.retention.by
tes B 5 log.reten
tion 3_EL , AN EN]H
THEHERNER
7 PR E Z <At
B, B log.reten
tion.* BLER B 7
XHNREBE, X8
REAFENTRER
. BRE : [-2; +Inf]
PR

BERTAERF#NE
FHVEIAME
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FRARER

=1

local.retention.ms

iR
I BR iz B4R B 2 4t B

EERNEVH. mR
KRB LE , Amazon
MSK f£F log.reten
tion.ms FWE. B
BENBRLNTFRE
T log.retention.bytes
B, BIAE -2 RN
iR B Z BRI,
X5 retention.ms/
bytes FiZE -1 XY
R
local.retention.ms Fl
local.retention.bytes
{BERLLT log.reten
tiono MSK £ 1 kb &
BEHEHERNER
7 PR E Z <At
B, IMBEMW log.reten
tion.* BLER &7
XHREBE, X
X FENTET
. BRERKTFO
B,

SF7 BRI BV
B

-2 RINFTRH

BERTAERF#NE
BHHRMIAE

-2 RINTTPR I
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FRARER

=1

log.message.timest
amp.difference.max
.ms

log.segment.bytes

iR

It ELE £ Kafka 3.6.0
hERFEM. HMT
i Elog.messa
ge.timest
amp.after
.max.ms
Bllog.messa
ge.timest
amp.befor
e.max.ms MM, KB
W 2 5E 2B Y Bt ()
5EEHEEREE
BzREATHNRKE
o MR log.messa
ge.timestamp.type=
CreateTime , NN R
RESNEFBEI
FE , WEESNEE
45, R log.messa
ge.timestamp.type
LogAppendTime =,
N2 EE,
TR ANEHER
AR AKTF log.reten
tion.ms , LA RS 24
ENMERAT R,

ENEEXHFNERAK
Ko

SF7 BRI BV
B

922337203
6854775807

1073741824

BERTAERF#NE
FHVEIAME

Kafka 2.8.2.ZF 4R
86400000 , Kafka
3.7.X DR

134217728
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FRARER

B iR
min.insync.replicas 4 B2 acks B9

B ( BIAEREMN
Kafka fXEIRE )
’EN "all" (=
"-1" ) B, min.in
sync.replicas Y {E
LEENEBEAHEN
AR AREIAE
AWRNEIRE, W
R ERE R &R
B, WEFEa5| %
5% ( NotEnough
Replicas %

NotEnoughReplicasA

fterAppend ) o

M IR E B fE A

min.insync.replicas

acks FREVERT , AT A

BHEHITEARNEA
PHERIE, Blgn , &5
BelZEHREFH 3

ER , FF min.insyn

c.replicas iZiERN 2,
HIE acks K "all"
BN T B 1THE Ko
XA EREKXZSHE
RARKEBIRER
BRI EFRE,

ARSS 28 A T A RGBSR
HLBENHE , Hf
A RE2IEME 1/0,

num.io.threads

SF7 BRI BV
B

2RFMIT 3INMTAKX
REVER 1 RRUT
2 MR XA ER.

BERTAERF#NE
FHVEIAME

2RFMUT 3INMTARX
PRVEEEF 1 RRILT
2 M AXAFERE.

max (8, vCPUs) H
v CPUs BUR TR IEM
SE45) RN
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FRARER

=1

num.network.threads

num.partitions

num.replica.fetchers

remote.log.msk.dis
able.policy

remote.log.reader.
threads

iR

RS 88 A T WK E
P 4% Y 1 SR 5[] P 4%
RIEMW RN LR E

(o]

BANEFHNMRIABRE
7 X,

ATMNRREEHH
BRI LRER,
RGNt (E , WA
DREXRFERESD
BY 110 H1TE.

5 remote.storage.ena
ble —EEAUNERS
BiFfE. NILERIR
ERMER , ARTE
FF remote.storage.ena
ble IZE A false AY
D EREEPNBEN
A BR

IZFE B R IREER LR
wARAD, BT REHME
SUMNZEF#EFIR
HE 4

SF7 BRI BV
B

5

FEA

BERTAERF#NE
FHVEIAME

max (5, v CPUs /2) &
F v CPUs BUR TR E
Y SEBI A /)

max (2, v CPUs /4) &
v CPUs BURTHRE
A9 SR K/

max (10, v CPUs *
0.67) HEf v CPUs Y
R T RIEH SE IR
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FRARER

=1

remote.storage.ena
ble

replica.lag.time.m
ax.ms

iR SF7 BRI BV
B

MRIRER true , N false
NEBEADE (=
=) 7iE. MRRE
7 false , B remote.lo
g.msk.disable.policy
REN MR, MEE
RAEBE BN D E
5. ZERARFM
i, 2MNEEFEFR
MR R, ZEAER
WD EEER , T3k
BRERDBE#.

R BRIERARRE R
EFHREGER |, &
ELEREDBALR
BEAINSHES
GREBE , WS
2 M ISR HIlBRIEBE
Eo

30000

BERTAERF#NE
FHVEIAME

false

30000

ZLBANRE

202



Amazon Managed Streaming for Apache Kafka

FRARER

=1

retention.ms

socket.receive.buf
fer.bytes

socket.request.max
.bytes

socket.send.buffer
.bytes

iR

WIEF B, REE
NI K. ZREER
FIMER |, HL& B R
NT=I

Amazon MSK £
retention.ms value
5 local.retention.ms
SR 5 7E BL 4R e B MR
WEFEBHE D EE

f# ., local.retention.

ms B35 E (B3R

M3t 774 % 3 B 0

E1Ff#. retention.ms

BEIEEMNNDERE
fits FP I BREGHE ( BDAA
EEPHER) . BX
B : [-1; +Inf] PHIE
4

EEFRSHEERT
) SO_RCVBUF &
X, WMRER -1,
s R R AERGERRIA
=8

EEFERPNEX
FIH

EEFRSHERT
# SO_SNDBUF &
WX, MRER -1,
T £ PR 4R AE R SERRIA
=88

SF7 BRI BV
B

&4 259,200,000 £
M(3X). -1&RR
TRRE.

102400

104857600

102400

BERTAERF#NE
BHHRMIAE

&4 259,200,000 =
B(3X). -1RTF
TRRE,

102400

104857600

102400
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B iR D EEEEENER BRATOEEMNE
AME BWRIAE
unclean.leader.ele RAEBREBFETE true false
ction.enable ISR R EIZAR/EN &
BEFBERHEGS , B
FEXARE2 SR
EX,
zookeeper.session. Apache ZooKeeper & 18000 18000
timeout.ms HHEEETE ( AZR

NEHL) o

zookeeper.set.acl BENLZEFEANE false false
P ACLs,

BxMAEEBEENEBENEE , FZthe section called “BHE X Amazon MSK E&E”,

Amazon MSK Z EE# EBRAINE EIErm
UTREETFERIEE D EFMTHERINZE R,

s NTEBESEFMENER , Amazon MSK AXFHFR/IHEEER KRN, IREGEBETR , M,
B R/NA 48MiB , R EERRBNATEIN 10 B8, XLEEMES E| segment.bytes Hl segment.ms &
i 8

« local.retivent B94MBE. ms/bytes can't equal or exceed the retention.ms/bytes, X2 % = F# RSB
RiE,

« local.retention BWERIA{E. ms/bytes is -2. This means that the retention.ms value is used for
local.retention.ms/bytes, EXFERT , BFEFFEANREELR B TFENS EZEED (BINEFEPS
E—1EIAR) , Ba—ETdH, XTHEDR , XibBENBIF2RBIZREFEDP,. EXHERT ,
MERAREPIREEIER B At 1764,

« retention.ms BERIAE R 7 K. retention.bytes ;&G BRIAKNERE,

« retention.ms/bytes N&/MER -1, XEKRBETLRRE.

- AiREBEME/ME., ms/bytes is -2. This means infinite retention for local storage. It matches with
the retention.ms/bytesi®E R -1,

s WTFEBEDEFEHIWED , XHEHETRFIEE retention.ms, F’) retention.ms 7 3 X,
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BXDBRFHERENESZFER , 5. Amazon MSK £E8H 2 E 174 RARF
RiEZ4LABLE

Apache Kafka B EREERE , S FEAX LR ERBE MSK MEERFNMtEE, REHFIRD
KRB TRES R MERN AT MR, Express brokers B AXBREBIREREBH RV ENESZ
EARBHRNEE , NTiRE MSK MEESEFNTAHMENBFIAL, ETERMBEANRHNEES R
=X E/E (dEE ). RENFE/ERE. N TR EREZITH Apache Kafka lx4s , FLEREE N
AEA Apache Kafka HERIAE. EAIPFEANIFRIEHN Apache Kafka ERIAES

£
« BEMX MSK Express REERE (=/BEHRNR )
« REZLLEAREHRE

BHEMX MSK Express REEE ( 5/EiHBXER )

BRI LAE AL S MSK Ky SEHTEL & Zhee sl i Apache Kafka B9 AP SR & #7 read/write X EE &,
AlterConfig Apache Kafka REEEEAR#RSHN , EARIB/H, BAREFTEESRETENAR
B K MAISEETZTEESRE, AXEEEUHNEFTEANEZEFEE , BFSHENRERE,

FR

« MSK Express {02 FBSEE
- REZLLEHNHITHE

« Express Brokers X BRELE

MSK Express {38 F W ESEE

O] LAEA Amazon MSK 812 BE X MSK BLE XM RIZRELL TEDSE M. Amazon MSK £1REHE
BEARENMEEHMEM, BaUM MSK 25|l ASFEREE m o ol EMERFSE S X,

B DU MINE

allow.everyone.if.no.acl.found HMREFHEMIREN false, true
BE LR ACLs NERE N
Apache Kafka, 1Rtk
BHIREN false HEREH
% E X Apache Kafka ACLs ,
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FRARER

B

auto.create.topics.enable

compression.type

connections.max.idle.ms

delete.topic.enable

group.initial.rebalance.del
ay.ms

DU

MR R BN R R T RAXER
MREREXMIER , BB
REFMEEHFIEREEREN

true AEFREX KRV H
PR

ERSSRLEAEEN B3
E,

NETETHIEERANERRE
B, WEEZEZIINEERRR
B3 : gzip. snappy. Iz4.
zstdo

Bt E iR EFZ uncompres
sed , XMITAHITES ;
m Bproducer , XEKER
BEFERENRBER YRR
EE

WERER (UZERDRE
i) o WRIZEREEH ZEF et EE
SHEAEEEERENE , RS
BEEFUESREESXMAX
Lo 2,

BRABRESRE, MREAR
WiRE K MEEZELIEETE
i B =

EAPARIITE-REHF
e, AHARSERESIH
FEASFMAFANRE, &
ﬁMLﬂﬁ@ LR E T T
ARERED | BiXSE R
ﬁ%ZmMﬁ@o

AIAE

false

A& Kafka ERIA

F A& Kafka ERIA

F A& Kafka ERIA

& Kafka BRIA
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FRARER

B

group.max.session.timeout.ms

leader.imbalance.per.broker
.percentage

log.cleanup.policy

log.message.timestamp.after
.max.ms

DU

SEME A SN KK S IE BT
B, HATETEIME , AT
22 ARG ERNES 2 B K E
ENNEmHES  BEXaSHK
= B FE SRR SRR T B E,

EREAVNIAS T AT ¥ &
b2, MRFAEEL T I
B, WEHENaAR S
B’F, WENBD EHNFERE
Eo

R EN BRI D BRNERIAE
BREERE . BREEHES 5
fRl&k. BHKREEN delete
M compact. XTFEAS
BREHENEE , BURKN
Fdelete,

H S R B A I B (R Bz )
SRVFRYRSRIBE ., JHE AT
BT e T RS T ARV (A
8 AFHNBRAREFRHALEE
RIREMERE.

R Nlog.messa
ge.timestamp.type=
CreateTime , MR
FHRIEN =R BT Lt iEE R
B, MBS NHEL, R
HIMATER |, W72 8%t E
Elog.message.timest
amp . type=LogAppend
Time o

AIAE
P #HEF Kafka ERIA

F A& Kafka ERIA

A& Kafka ERIA

86400000 ( 24 * 60 * 60 *
1000 Z# , Bl 1 X))
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FRARER

B

log.msage.timestamp.before.
max.ms

log.message.timestamp.type

log.retention.bytes

log.retention.ms

B4 ip NRREER

max.incremental.fetch.sessi
on.cache.slots

DU

RIERY BT E B ANDH SRS R
B A VFRYBSRIBZE . JH S AT/
B LR TRE T REAV AT [E]
B AN RAEFRALEE
RIREMNERE.

R Nlog.messa
ge.timestamp.type=
CreateTime , MR
FHRIEN =R BT Lt iEE R
B, IPE R NHEL, R
HIEATRER |, W28t E
Blog.message.timest
amp . type=LogAppend
Time o
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B

message.max.bytes
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H—MERAREAEXREFARE
Rz (%Z) 5, ERBE
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FRARER

B

replica.fetch.max.bytes

replica.selector.class

socket.receive.buffer.bytes

socket.request.max.bytes

socket.send.buffer.bytes
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EXE. REFRALEXRER
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B
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miBR 7 HI4EA ID &G —IX
BEARE , MHIEA IDs AT8E
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YRATLABE A Apache Kafka AlterConfig API B Kafka-configs.sh T ER4mHELATHAEE. Amazon
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HEERE .
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B

compressi
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log.clean
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B}
S

4

LETBN &
BEMRE,
AR 1
RIE N IRE
=48 Y R 5 2R
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sed . WEZE
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REZERENRN
producer , NI
BEREREBEK
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TRYmIRISET

REBEERE
FR YRR B AR AR
LR B E K E,
WIREXNE T
HRENRBE
0 FF 4R A AR TE
FX 1% B A9 B 8] BR
#, SAEs R A
REBREM BN
BMIREB, &
N, AJEELEE
SR AE < 8l
HHKE,

ZRINE
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B

log.clean
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log.clean
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log.clean
up.policy

iR

HEEBEFR
BARERARSH
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—&EHEERE
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B, LiREAN
ERTEEE
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B R R B
By 70 EREYRRIA
HERER, B
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ohRIlR. B

KEERA delete
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FRNEE
B R BRI
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0 , Apache Kafka ZRiA
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7 , Apache Kafka ZRiA
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FRARER

B

log.messa
ge.timest
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iR

H BB EE A
R B Z H 7
BT EEE,
SH S A & AT
PB®THETHK
ENeEE ,
THEAEZERH
I E iR E
HVERE, R
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FRARER

B

log.msage
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p.before.
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log.messa
ge.timest
amp.type

iR

R ER R B R B A0
HEREE [
FOVFRY BT (A1
=, HENBE
ANRTHEFET
RENEE
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I B FIRE
HYERE, R
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e , WanRat
BB = FEY
e ERE , N
HERHELE
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W, W 2R L B
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amp.type=
LogAppend
Time o

EBEEHEEPH
REBEEHER
RIS RE R
B ZEneTE .
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CreateTime
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Time o
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B
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log.reten
tion.ms
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NP ki
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BEMRENE
£, WAL E
REN. WRE
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EEREER.

ZRINE
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. £ HR ZRIAE
producer. FHHXAR B A& Kafka BRiA
id.expiration.ms ~ AFE#I{E IDsA

B2 Al £ 4

HEtE ( AZE
PREMN),
HEHXEBRN
REZMHEFIT
Bt , Producer
IDs ~ &8,
BEE , MRAH
TFEFNRE
REMmMERT
HEA ID &
B—REAA
A, WeEE
IDs AIRE R HI
SH, MER
EWEEIEEwN
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timeout.m

s A LA#ESBhBR
1k = i H ) i 2R
HEILEERE
g, BREXNFK
SHABIKIE ,
RANENZZRE
Hr,

Express Brokers L BHKEE

A LAE A Apache Kafka s S AFT EBHINA B R ERIE R EBE 5 M BB M.
MREBTEZEMEMEBRFNERE , Amazon MSK FFEAREBRINEE. SRER

AMEE —4 , Amazon MSK I MR RLFFRHEEELEZTENR. ~HISEEFRH
Fmin.insync.replicasMunclean.leader.election.enable, MREBZRAFEHIEERF
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ESZEEE3 , Amazon MSK HEIBZEE R FI3RIANNEDT, BEXETTRIINEERE AR NMARE
XEBMZ RINESZES , B35 Apache Kafka LR Topic-Level Configs.

- £ iR
cleanup.policy WEREEEEETALR EEANREERE, “H

BR” KEE ( BARE ) FEAERER B AN
RENEFIBXE, “B& XRHFSHABEEER
, CEREBINBIHANENE. LANUEESS
fREVSIRAPIEEIXF /RS (Bt , “BER , E
4B ) . mIXTERT , FRFERERBEMAN
BEEFHTE , MRENDIBFEESR. 27X
R BIEIARE 256 MB J5 , f§ft & Express K

FHES.
compression.type NEEFHIEERANERESE

B, WEREESINEERRRESE

(gzip. . snappylz4, zstd). W4, &
Z#EEZuncompressed MY TFAHIHITELSR ;
producerXEREREFIIEE REN R ES

YRARTDES,
delete.retention.ms RE BEER BRI BREERIRICHEEKE,

HIREXRTE T HREMNRBE 0 Friget 45
BCISRERAY B B BRI, BABB R4 13R 1B B E B ER Y
BRRR. BN , TeeSEEH TR 2 8
HlE,

iz ERYERIAE N 86400000 ( 24 * 60 * 60 *
1000 £# , B 1 X ) , Apache Kafka BR1A

max.message.bytes Kafka A 1FHYER KiRHtA B AR/ (E4fE , W0
RERATES ) . MRX—LLAIEMHBEBFR
AFHERE0.10.2 , NEAEIE T E N
REUA/DN | IXBEMA] T BERRBUX A KXY 642 Fitt
Ko EERMAVEERIRAEF | RRMIZRS
HEHAERRIZEESRER, EUREEER
RAF | REBHIBZRTL7HIHLES
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EHBERT , WESGEATERIEFRK, AT
REFBFTBRIIFTENEBHF TR Emax.messa
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message.timestamp.after.max.ms I BB IR & S A R & A IR A (A Bz | Ao 1T
R ZE, HENEHETUABRTFRETRE
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IR BRI BRIAE R 0, Apache Kafka ERik

max.compaction.lag.ms —RHEEBEPRETHEERFHN R KN
B, WREMNEATEEESENBER, BB
BR#IZE [7 X , Long.Max] SBE Ao
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iF 3R .timeout.ms
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iR

PR 5525 A Sk Uk B 4%
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ARG RN TR R KT
T, ER27HEEH ,
MREMHE-—NEESX
FRE—NMEFRALEKRT
WAE , AR E ZIS R4t
WELBARIGHR. XT
AR KB, message.m
ax.bytes (££A

ElE ) Imax.messa
ge.bytes (XBEE)EH
EEREEZINHEAIEFKAIX
KN,

ZEEEFE iR EFIERME
MR RETE, REERTLS
RZBIARBEIBAL , N i
NESENBEHRRIEER , W
REVXRBAR , WERFMX
Mo

BEZEESmin.insyn

c.replicas FEMBEE,

ik 2 LN E

HET>pkE,
v) CPUs

=math.max (8,

Apache Kafka BR1iA

Apache Kafka BA1A
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&t HiR RiERZLENE
transaction.state.log.repli EFTENEFRF, Apache Kafka BRiA

cation.factor

unclean.leader.election.enable A FARE ISR EHFWEIA/ER  FALSE
FERESBENZRRFE , A
FEXTRESSHBUEE X,

REBERE

Apache Kafka REEEZARHSH , EARIDTHN, BSREFTEERRETRNARE, 315
BrNREERRENATENEKE. AXEERMNEREANESESR , F5H Apache Kafka EEEO

R ETE A NA 012 B E Y MSK Bl & LA K iMA 3t X LBl EATIRVE, BX{AER MSK &t Bl
EHMERNEESR |, 5 Wthe section called “EEThREME S,

£
- HBERE

=

« FRENELE TEIE

« REEXEEBITHFAEE
« SIHEKSPEHEXENEES
« Amazon MSK ElERZS

BIREE
WERMNA T WALIEBE X Amazon MSK Bit & B K il X 4T 4E,

1. fE—XH#  JEEFEEERENRERMUARESBAXERENE, TR ROIEE X4+
HAA,

auto.create.topics.enable = true

log.roll.ms = 604800000
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2. BITLATF AWS CLI &% , Hconfig-file-pathBifth E—ShREFEENXHHERE,

(® Note
BAERERBRNBMYLIFESUTENRER : "[0-9A-Za-z][0-9A-Za-z-]{0,}$"-

aws kafka create-configuration --name "ExampleConfigurationName" --description
"Example configuration description." --kafka-versions "1.1.1" --server-properties
fileb://config-file-path

LAT Rz 4T e an 5 /3 49 B2 Wa B2 7R Bl

{
"Arn": "arn:aws:kafka:us-east-1:123456789012:configuration/SomeTest/
abcdabcd-1234-abcd-1234-abcd123e8e8e-1",
"CreationTime": "2019-05-21T19:37:40.626Z",
"LatestRevision": {
"CreationTime": "2019-05-21T19:37:40.626Z",

"Description": "Example configuration description.",
"Revision": 1

3y

"Name": "ExampleConfigurationName"

}
3. L—%mTHLREFHEERN Amazon BREF (ARN) . REFLL ARN , BN EEEFHEXREH
P ALEE, MREEALATEE ARN , NS HKF WA EREREFRET,

EHEE

LI RNE T MAERH B E X Amazon MSK BLE.

1. QE—AXH  IEEPEEEENNRERMUARES BAXERMENE, T RROIEEXX M+
HRE.

auto.create.topics.enable = true
min.insync.replicas = 2

2. BITEAT AWS CLI @5 , Hconfig-file-pathBii £— S HRFEE N XHHER.
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configuration-arnBRANFLELIEEETIRSMN ARN, MREECIEEEN RRF ARN , 1
AIfEA list-configurations HIHKFHHNAAEERE, SZEEREIXRPERNEENE R
EmR S, BEMN ARN S RIEZIIERSD,

aws kafka update-configuration --arn configuration-arn --description "Example
configuration revision description." --server-properties fileb://config-file-path

3. UTRETeaSEr R E R R,

"Arn": "arn:aws:kafka:us-east-1:123456789012:configuration/SomeTest/
abcdabcd-1234-abcd-1234-abcd123e8e8e-1",
"LatestRevision": {

"CreationTime": "2020-08-27T19:37:40.626Z",

"Description": "Example configuration revision description.",
"Revision": 2

i B B B
TR RN ERARM B ELBRNEE, ST EMBRM MBI EHNEE

1. EEfTTRA, Bconfiguration-arnFRNEVIEREIREN ARN, NREECIER BT
KRFARN , MAFEA list-configurations iR A HKFPHMEEE. BEEHEIIRF
ETRHEENEREMNP, BEMN ARN 8 REZIKF,

aws kafka delete-configuration --arn configuration-arn

2. KT RE{TIH a5 9 5 ZhiE RR A,

"arn": " arn:aws:kafka:us-east-1:123456789012:configuration/SomeTest/
abcdabcd-1234-abcd-1234-abcd123e8e8e-1",
"state": "DELETING"
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FREVEC & T B dE

LT EER T a{a R Amazon MSK B & RIREVE X Bl E /Y T8 iz

1. UTowS2REEXEEN THE. EXRMEENIFHMAIRE , 151217 describe-
configuration-revision,

EZTHTRA , Econfiguration-arnBR N ECIEE BRIRBH ARN, WREECIRE BT
KIR1EARN , A fEA list-configurations S NHEKFAFNFEERE., BREESIRSD
ETHEBFEREMM AT, BEMN ARN tFEREZIIRS,

aws kafka describe-configuration --arn configuration-arn

2. KT RETIGTERNEINEAIRG,

{

"Arn": "arn:aws:kafka:us-east-1:123456789012:configuration/SomeTest/abcdabcd-
abcd-1234-abcd-abcdl123e8e8e-1",

"CreationTime": "2019-05-21T00:54:23.5917",

"Description": "Example configuration description.",
"KafkaVersions": [

"1.1.1"
1,

"LatestRevision": {
"CreationTime": "2019-05-21T@0:54:23.59172",

"Description": "Example configuration description.",
"Revision": 1

},

"Name": "SomeTest"

REBXREEEITHFARER
IS R A SR EXT Amazon MSK EEEE1T Y ¥ AR

MREFEA describe-configuration R #R MSKEE , BHEIREN THE. EREEHE
HiER | iEM A describe-configuration-revision &%,

o BT TwSHconfiguration-arnBFRNELIEREEIRSH ARN, MREECIEERER K
R7Z ARN , WA EA list-configurations @B HKFFNAERE, SREREIRTE
THEENEREWNP, BEN ARN BFEREZIKF.
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aws kafka describe-configuration-revision --arn configuration-arn --revision 1

LA BE 1T ar 5 5 B9 B Zh e B2 R 45 o

"Arn": "arn:aws:kafka:us-east-1:123456789012:configuration/SomeTest/abcdabcd-
abcd-1234-abcd-abcdl123e8e8e-1",

"CreationTime": "2019-05-21T00:54:23.5917",

"Description": "Example configuration description."

"Revision": 1,

"ServerProperties":

"YXV@by5jcmVhdGUudGOwaWNzLmVuYWIsZSA9IHRydWUKCgp6b29rZWVwZXIuY29ubmVjdGlvbi50awWllb3VoLmlz]

}

ServerProperties W{EBEMEA baseb4 #H1THmIE, MREFEM base64 EIEER ( HIIN https:/
www.base64decode.org/ ) FaIXt H#t 1T , NREA T OEZEBENBEEN RHREE X HH
NB. EBERT , BHREUTHE :

auto.create.topics.enable = true

log.roll.ms = 604800000

B AEIK P A Sl XERY BB
LEIS R AT R a0 5 42K P R BT AWS X I P E Amazon MSK L&
- ETUTE®S.

aws kafka list-configurations

LU Rz T a5 5/ 5K h e B2 R 451

"Configurations": [
{
"Arn": "arn:aws:kafka:us-east-1:123456789012:configuration/SomeTest/
abcdabcd-abcd-1234-abcd-abcdl123e8e8e-1",
"CreationTime": "2019-05-21T00:54:23.5917",
"Description": "Example configuration description."
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"KafkaVersions": [
"1.1.1"

1,

"LatestRevision": {
"CreationTime": "2019-05-21T00:54:23.5917",
"Description": "Example configuration description.",
"Revision": 1

.

"Name": "SomeTest"

"Arn": "arn:aws:kafka:us-east-1:123456789012:configuration/SomeTest/
abcdabcd-1234-abcd-1234-abcdl123e8e8e-1",
"CreationTime": "2019-05-03T23:08:29.4467Z",

"Description": "Example configuration description.",
"KafkaVersions": [

"1.1.1"
1,

"LatestRevision": {
"CreationTime": "2019-05-03T23:08:29.4467Z",
"Description": "Example configuration description.",
"Revision": 1

},

"Name": "ExampleConfigurationName"

Amazon MSK B BIRAS

Amazon MSK Ei @ AT AL F LA T EFIRES . EXNERENITRE , ZEEXLF ACTIVE =
DELETE_FAILED IR% :

« ACTIVE

« DELETING

« DELETE_FAILED
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b
£ MSK FafL & B S8 £ AT 40

Amazon MSK S EHEHIERIE LNH M, EPSFEITHIRNEFRHITRIANES, TRIEF S RBER
SEH. TEEMUREFERZTRR. ZRENMEAMFNEMRGEER. RIMNBTIUTXIALEF A
FRRERIRIERARBLNFE, RMNWIEMRELLEHHTEY , BARBATE,

NITELLDEITHT

MREEREHEEXE , ERMEAELNRELNBEANRIT 2N ENNARFNEAMZE> £
W

Amazon MSK £ IR HVRBIEM KREFEFNS TR, FUTES , KEBEFENER , #8
Kafka £ B FASNEBELES —MELNRE, Katka BEFIREBERNENS , TEIKRN D XASNH
Tl , ARERBIEEANIEZEE MSK &, #EApache Kafka B FimkY & {ELERA[ MR (21E
EiEsE ) | MERBUTSRIRESE.

HREELE  Frn LU ERTEREREEEN, EE2NEIEEENRA (&KZ 22
W,OERED ) p9 REERHI-LIRE (BENLEY , &2 20 ), XEREETRZF

B, RHTEFREMEZIFNANSAELIRN ; CTaRREWETIER  ARKEENEER
BR, BREZRERE  FSRARAEELNE R AMER,

BRI MERE#RUnderReplicatedPartitions , XEFHMN , RAEXANKRELN P XFTEE
FEIE, ZNNARFHNEAMRESEEZN , RARETHMRE LNXES XKW EIRIE EELE

HFRo

RUEHE  SREREELN  eREHELELHPRALEKEER, TEESES , BARELNE
FESFHEN CPU EAREM. MRENRELBEEHH CPU, IfF. MENBRIR , XENIZF
SN EBNE AR £ &\,

NIRBLLAFTHT

Express24L AR BEFE D, Amazon MSK 2SR ARNBEBNENEWES | XEKREET
M- NARNBREABENMNMEER., XHUTUBRELERES—AMEFTENET B O EEMit
MNRFAE, SAEE—H , ZLLHEZHE , REFRETEN , EAOSEEEBE HATaREEE
BERHOEZLHE,

Express brokers BLiE T JEREKIREMIP = | EEMN KRR ENEF HIR AT R £ AT
{t. Amazon MSK N &) Express RBREFLEHRM , URBEFIHNENE , XTRLEREE
BEIR S BEIE, XL EREMEA Express RN LTHRINBAA, iHXIMEFEQ,
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Express brokers B2 A=A XNEHENHE , AHENEFRRSEESHEBIHTHEXRE, &
FREALEBLRANEERFIREN 1R 2 MEBTATH. 4\, catch up EFH Express £L M
EEFRELLRIR, Express brokers BEXHNEEER , XEWREZR TN EBHRBENEMEHF@E
SEBI R IT R BT R ERK.

5 P& Apache Kafka R —# , X TiE#E| Express RENEFF i , MARATELAENEFF iK-R
FaRE. RELNFEFIULEREZANASEHERBNAERER. EEMApache Kafka &
Pinty SERERAMR ( SFEEESHNEE )  BREBRURILEEFRNFRIZT. SRKEEER , BNk
L HIAE T EEEREEEN . XTRERNEFTER  BNEBRELLAREES XS
. Apache Kafka & i B e 1T R REBH T R AN AT EREBRIEER,

REBLZNEF RAREE
Kafka R EABLRE  EERAPENERT  EEHEIBNENEERET AT EPNRSH

EFFERAM. XRENS —MIEBRZED XASN , BEAN Kafka & imEERF B 31217 KU
BHAITREFNRSERBRIEER.

EPimREERELN

XeSBEFRENRSHRBITAZAERAZESY ; BRSHBLARDTE-—IRSIHNASE , M
& P A AR EE LA B [a #T Y S B RO E Ko

Kafka £ & &% SR &l L5
UK =L

1. RE ABABLRS.

2. Kafka EFmREIRE (BERMEMITERERE not_leader_for_partition ) -
3. XUERELMAK Kafka BEFWEMETHE , MECHESHNASE,

4. Kafka BFinREEHMRE LHN D XS EREER,

FERAFEAHN Java ERHMBRIAEE , IBEEFEZTEFT 2, BEFRERTIKAESE , BXE
B, I“WARNER B P Ro
T~ BEA

10:05:25.306 [kafka-producer-network-thread | producer-1] WARN
o.a.k.c.producer.internals.Sender - [Producer clientId=producer-1] Got
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error produce response with correlation id 864845 on topic-partition
msk-test-topic-1-0, retrying (2147483646 attempts left). Error:
NETWORK_EXCEPTION. Error Message: Disconnected from node 2

"l RE 2

10:05:25.306 [kafka-producer-network-thread | producer-1] WARN
o.a.k.c.producer.internals.Sender - [Producer clientId=producer-1] Received
invalid metadata error in produce request on partition msk-test-topic-1-41
due to org.apache.kafka.common.errors.NotLeaderOrFollowerException: For
requests intended only for the leader, this error indicates that the broker
is not the current leader. For requests intended for any replica, this
error indicates that the broker is not a replica of the topic partition..
Going to request metadata update now"

Kafka EFWmBERE 1WA (RZ 3P ) BRI EEIR, EEFRERT , XRTH p9 1
produce/consume iR (BEE 100 FASEY ) . BN EBEERAZT KA EHXRSFiRZES
BABEERE, BSRABEHERTS .

ALLENRERL M E LM BytesInPerSec M LeaderCount IR B EIMREIERBEBLRER
Ih , XUEAREMNASPILTHE S, BIENMEES UnderReplicatedPartitions EFREM |, X
FEXRAREMmMEIARL FELRSH 2N,

MR HERR

WIRE P in-RGREN T2 MEL LR RE. KREANEBERREIHE
« Kafka % F i Br B B 4R iR S fE A T IE#,

« B=REFEFPRENZEARATINER,

- RERSRSBETXASEIBREEZIE,

- EEIRFFNEHER  MNMSBORXASESTBEREZE,

5T BRAABASAE KB THER | RITRY :
. BAEERSBHBETE | NBREHSEAESIELI R  NIREASRS EEE.

- BERIREXABEAERUBREFSHLERRES,
o B UGELIEE retry.backoff.ms ( BRIAN 100 ) , AKX |, connection/request
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- BPFIRE LI request.timeout.ms F delivery.timeout.ms RENFEMARF SLAWE., IFE
LHERE  BREWENSHARERERETE,

. BEFIREMIER bootstrap.servers @S 3 MNHEYVIARE | UBENDB AT AM=E£R
),

- —SEFEEHREMENESIRE  HRLENABRFFAARBCRANEHEZEBNRELE, BXTR
BIRZE , BERBEFIRENSEXS , HARFREREBM reconnect/retry B %,

« BNBUSEEEFREEMNIER, KIERBAFTEHERNERE.

« BATNER , REAEFIERERTZH L , BRIBME=7 golang M ruby FEEMEELH
EMARITEK. BRTRIIMERPBERERA , RNBWEHAKBRLZRFER  UBEAEZDR
BEEEENERAEE,

- BFTRX network/not_leader ERASFERHER , ENENREEN., FEF0N , HER
kafka X EY—EB 2

- BERFFANAHER , UnderReplicatedPartitions A AEENELZKLX LR , IR EEN,. T¥
e , HERWMBZFH,

Amazon MSK H&ig%

BB LASE Apache Kafka REE ABEEF AT —MH LM EREE . WE# H CloudWatch &, L5
S3. Amazon Data Firehose, &t afAERIEF L D% MSK API A, AWS CloudTrail

(® Note
Express 2428 L% BERXLABE,

KERE

FAREAZE , BALAX Apache Kafka B AARRF#HITRIEHE , HOWMENES MSK £HENBERE. &
AILUEHFNSRIE MSK £EHEENNEERREATXEEUT -2 BHREIRE : CloudWatch
HE&EH, S3 FiEHE. Firehose i, RE , B LB Firehose JF/& 5 P Y B S B IEE X F
OpenSearch fi%., EEEBEFHUNEEEAREALRZH , XFAGEENRER. NREAEEXLEBIR
R , Amazon MSK i R &R BB, EXX=fXBHNERBTRARNALIEXLRFNER |, 18
ST -

« Amazon CloudWatch B&

* Amazon S3
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« Amazon Data Firehose

FREE IR

EH Amazon MSK RE B EEE B , AT Amazon MSK 24/ IAM B MXMER AWS FEEX
B : Amazon A MSKFull ccess %H%':PF)? REY I PR o

E'Hﬁ,fﬂ BERNE@ME S3 Z654F , BIEEE s3:PutBucketPolicy MR, BX S3 EEE R
E8 , 2 (Amazon S3 FAFER) A {ARI S3 FHEEER 2 . BXx IAM KRB —RKRER |
BESH ((IAM AFiEm) FWiEREE,

5 SSE-KMS F#BE S FERARAEN KMS Z4ABER

MREFEATEEFEEZHAN AWS KMSHEE 4 (SSE-KMS) 7 S3 FiEE ARSESmMNE | iF
FUATARRMEIERE KMS ZAMN AR , LUE Amazon MSK AJLURREB X HBE A F# .

"Sid": "Allow Amazon MSK to use the key.",

"Effect": "Allow",

"Principal": {
"Service": [

"delivery.logs.amazonaws.com"

]

1,

"Action": [
"kms:Encrypt",
"kms:Decrypt",
"kms:ReEncrypt*",
"kms:GenerateDataKey*",
"kms:DescribeKey"

1,

"Resource": "*"

A f E X HE AWS Management Console

NREBEQIEHNER  BREUESsHERNRE A EEFIEFE, BALIEEFE Amazon MSK [ H %
"ftIE H /L,\EIJ E *-.R

NTREEE  FMNERIRTEERER  AREEBEMHETF, ATRIFBSEAERD , REEE
HiRHERM., SUIEESRE Amazon MSK @HAZ XK E BEM B R,
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EARENERE AWS CLI

f£F create-cluster =® update-monitoring wHE , BALUEFIEE logging-info S¥H
TR TH JSON £ A 1ZSH,. ELk JSSON F |, FTE=fE#REE B TIEN,

{
"BrokerLogs": {
"S3": {
"Bucket": "amzn-s3-demo-bucket",
"Prefix": "ExamplePrefix",
"Enabled": true
by
"Firehose": {
"DeliveryStream": "ExampleDeliveryStreamName",
"Enabled": true
by
"CloudwatchLogs": {
"Enabled": true,
"LogGroup": "ExampleLogGroupName"
}
}
}

5 APIBEERERE

A LATE JSON H B E 1% 1% 45 CreateClustersf,UpdateMonitoring @ fEM A] £ 1oggingInfo 4 #4,

(® Note

RiIAMBERT , BAREARIZEEE , Amazon MSK £4F INFO 45l B Hi2FZEEE B #r.

{82 , Apache Kafka 2.4.X &EHH&ZKE’JR?F—IJ«XHPGEE BER A A IRE RN E log4j H
Egi5l. BXAHI[REREBERIINEER , S KIP-412: Extend Admin API to support
dynamic application log levels, %R #&F E/méﬁ%UdJM&EﬁJ DEBUG = TRACE , BB W
FA Amazon S3 = Firehose ¥ A& B R, MREMERA CloudWatch BEMERN BERSR , HE
#7/5 FIDEBUGEL TRACEZ 5l A 125 , Amazon MSK AJRESIFERM A EREAR, XAREAX
REMETREZEN , R EE INFO BERIFTBIFM , TEBERBARAFRERE
RifEF .

EAIEF API B AWS CloudTrail
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® Note
AWS CloudTrail REEZERIAM hEZEGEIR |, BESF TAF Amazon MSK,

Amazon MSK & AWS CloudTrail—BIRFERK , ZRFEMAF. A€ AWS fRFE Amazon MSK
FIITHVIRIEN IR, CloudTrail & HE APl BAABRAEHN, HRWIAABZEXE Amazon MSK
EA 8BRS Amazon MSK API BEARBIEA. ©iF 423K Apache Kafka 124 |, HlinelzE
MERFBES,

MRECIETRER , WA LARFF CloudTrail SH4FF4LEHE Amazon S3 774 # , &% Amazon
MSK M4, MREBKREBRE , BMATLE CloudTrail #HANBEHALIERPEERFTNE
#., FERAWEMNER CloudTrail , B LAKEE R Amazon MSK 5 Apache Kafka #2{E&X HIViER, %
HESRE IP bk, #AH TiER, ARREHBERAREMEAEE.

ETHEZEELR CloudTrail , SIEMMAEEMNB AT , HSFEAWS CloudTrail FAF 18,

T 5 MSK {2 842 F CloudTrail

CloudTrail FE& 812K At , AT D% Web Services P 2B A, M4 MSK £EFHIIXENSEH
SESRT , ZESI S5 HM AWS BRS CloudTraill B¢ —RBIZRESBHALIEFKH ., FBALFE Amazon
Web Services IKFHEE, BENTHRENSH., BEXESZER , HSHEFEA CloudTrail EHFH £
FEEEH.

E#F4 0% Amazon Web Services Il PS4 ( 2¥E Amazon MSK FWE# ) |, BRIERE, B

ER SoF CloudTrail ¥ B EXH& i E] Amazon S3 7. TIRERT , EiEH & P RIZRERA |, IR
BENATE Kig, REICRE AWS 2XFBRAMEXREBHNEHN , HEFAEXHEEETRIEE
B Amazon S3 ZiE#. A , BB B H M Amazon BRS , L — 5 B F4LEE CloudTrail B&
PIRENEHBIE. BXEZER , BZHRATIANE :

- BIERREIR

« CloudTrail ZH KRS LK

- BLi& Amazon SNS E%I CloudTrail

- EWKkBZAMXIEH CloudTrail BEXAFMMZANK - #UR CloudTrail B &4

Amazon MSK B Amazon MSK ##/EE R ZEH CloudTrail iIZREBEXHF, I, ©ELIEFE
AR Apache Kafka #1E.

- kafka ££8% : DescribeClusterDynamicConfiguration
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- kafka £8f : AlterClusterDynamicConfiguration

- kafka ££%F : CreateTopic

- kafka £8f : DescribeTopicDynamicConfiguration
- kafka &£%F : AlterTopic

- kafka £8f : AlterTopicDynamicConfiguration

- kafka ££%% : DeleteTopic

BIMNEHHATREBESERERBFRNARER. SHEEABTEHEUTRE !

- BEREFEAHBRAFIER AWS Identity and Access Management (IAM) A FiEH A& Ho
- BRECEAACERKEAFNIGRN ZEEU R HN,
- EREBXHHEM AWS RS K.

BXEZER , B2 CloudTrail userldentity T3,

R~ : Amazon MSK BEM 4% H

BERE—MEE , APNEHENBEXGEMIIEIEERN Amazon S3 7##F. CloudTrail BEX 4
BE—NESZNMNEELE. BHARRRBEMRENEMNER , BEEREROBRE. BENH BB
B, BERSHBEZENELS. CloudTraill BEXHT R APl B A M Apache Kafka I ERN B FHER IR
B, At el E s EnInz I,

AT RBIERTERDescribeClusterf DeleteCluster Amazon MSK 4R CloudTrail B&E%
B

{

"Records": [
{

"eventVersion": "1.05",

"userIdentity": {
"type": "IAMUser",
"principalId": "ABCDEF@123456789ABCDE",
"arn": "arn:aws:iam::012345678901:usexr/Joe",
"accountId": "@12345678901",
"accessKeyId": "AIDACKCEVSQ6C2EXAMPLE",

"userName": "Joe"
},
"eventTime": "2018-12-12T02:29:247Z",
"eventSource": "kafka.amazonaws.com",
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"eventName": "DescribeCluster",

"awsRegion": "us-east-1",

"sourceIPAddress": "192.0.2.0",

"userAgent": "aws-cli/1.14.67 Python/3.6.0 Windows/10@ botocore/1.9.20",

"requestParameters": {

"clusterArn": "arn%3Aaws%3Akafka%3Aus-east-1%3A012345678901%3Acluster

%2Fexamplecluster%2F01234567-abcd-0123-abcd-abcd@123efa-2"

I

"responseElements": null,

"requestID": "bd83f636-fdb5-abcd-0123-157e2fbf2bde",

"eventID": "60052aba-0123-4511-bcde-3el18dbd42aas",

"readOnly": true,

"eventType": "AwsApiCall",

"recipientAccountId": "0©12345678901"

"eventVersion": "1.05",

"userIdentity": {
"type": "IAMUser",
"principalId": "ABCDEF@123456789ABCDE",
"arn": "arn:aws:iam::012345678901:user/Joe",
"accountId": "@12345678901",
"accessKeyId": "AIDACKCEVSQ6C2EXAMPLE",

"userName": "Joe"
},
"eventTime": "2018-12-12T02:29:407Z",
"eventSource": "kafka.amazonaws.com",
"eventName": "DeleteCluster",
"awsRegion": "us-east-1",

"sourceIPAddress": "192.0.2.0",
"userAgent": "aws-cli/1.14.67 Python/3.6.0 Windows/1@ botocore/1.9.20",
"requestParameters": {
"clusterArn": "arn%3Aaws%3Akafka%3Aus-east-1%3A012345678901%3Acluster
%2Fexamplecluster%2F01234567-abcd-0123-abcd-abcd@123efa-2"
},
"responseElements": {
"clusterArn": "arn:aws:kafka:us-east-1:012345678901:cluster/
examplecluster/01234567-abcd-0123-abcd-abcd@123efa-2",
"state": "DELETING"
I
"requestID": "c6bfb3f7-abcd-0123-afa5-293519897703",
"eventID": "8a7flfcf-0123-abcd-9bdb-1ebf0663a75c",
"readOnly": false,
"eventType": "AwsApiCall",
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"recipientAccountId": "012345678901"

LT REIERT ERiZkaftka-cluster:CreateTopici® 4R CloudTrail HERE,

"eventVersion": "1.08",

"userIdentity": {
"type": "IAMUser",
"principalId": "ABCDEFGH1IJKLMN2P34Q5",
"arn": "arn:aws:iam::111122223333:user/Admin",
"accountId": "111122223333",
"accessKeyId": "CDEFAB1C2UUUUU3ABA4TT",
"userName": "Admin"

b

"eventTime": "2021-03-01T12:51:197",

"eventSource": "kafka-cluster.amazonaws.com",

"eventName": "CreateTopic",

"awsRegion": "us-east-1",

"sourceIPAddress": "198.51.100.0/24",

"userAgent": "aws-msk-iam-auth/unknown-version/aws-internal/3 aws-sdk-java/1.11.970
Linux/4.14.214-160.339.amzn2.x86_64 OpenJDK_64-Bit_Server_VM/25.272-b10 java/1.8.0_272
scala/2.12.8 vendor/Red_Hat,_Inc.",

"requestParameters": {

"kafkaAPI": "CreateTopics",
"resourceARN": "arn:aws:kafka:us-east-1:111122223333:topic/IamAuthCluster/3ebafd8e-
dae9-440d-85db-4ef52679674d-1/Topic9"

},

"responseElements": null,

"requestID": "e7c5e49f-6aac-4c9a-aldl-c2c46599f5e4",

"eventID": "belf93fd-4fl4-4634-ab02-b5a79cbh833d2",

"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"eventCategory": "Management",

"recipientAccountId": "111122223333"

THEEE

I 52k MSK 32 #F Apache ZooKeeper = KRaft THIEEEEN,
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£ Amazon MSK £# Apache Kafka 3.7.x fRZA</ , #RAI L6l KRaft AKX T 2EXNWER.
ZooKeeper KRaftE F Kafka BB AR Kafka Y2 HIZE R EE TR,

EH
« ZooKeeper &3\
- KRaft =X

ZooKeeper &=,

Apache ZooKeeper & “—MEHRXRS , ATEFREEFES. wa. B> HXNESNRHEAR
S "MANMARFUENEXEAMBXERBHARS" , 218 Apache Kafka,

MREHNER EEFERA ZooKeeper #£3 , NI AT LAE A LT ERIREN Apache ZooKeeper E#ZFRF
B, BR , RINEBIEMER BootstrapServerString EEFENERHARTEERRIRE , B --
zookeeper & BTE Kafka 2.5 R FEA , H EM Kafka 3.0 R,

£ FA3REX Apache ZooKeeper E#EF A& AWS Management Console

1. ¥ https://console.aws.amazon.com/msk/ ¥TF Amazon MSK &l &,
2. ZRETTHEFTHIXEWMEES, EREREMUAEFHTEA,

3. EEHEMENEL, #BEERFRERE, XERTEISERFRNRELR Apache ZooKeeper iE#
FRE,

{# FAZREX Apache ZooKeeper E#ZF % AWS CLI

1. MBHERHABEEEN Amazon FREEH (ARN) , B LUBI I HEK S h A ERERKIT.
BXEZER |, H51 the section called “FI HEE",

2. E3REX Apache ZooKeeper EEFREURBXREHNHMES , BTETUTSH
T, ClusterArnB# N EEH N ARN,

aws kafka describe-cluster --cluster-arn ClusterArn

% describe-cluster s W HILLT JSON RAEIFF R

"ClusterInfo": {
"BrokerNodeGroupInfo": {
"BrokerAZDistribution": "DEFAULT",
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"ClientSubnets": [
"subnet-0123456789abcdef",
"subnet-2468013579abcdefl",
"subnet-1357902468abcdef2"

1,

"InstanceType": "kafka.m5.large",

"StorageInfo": {
"EbsStorageInfo": {

"VolumeSize": 1000

.
"ClusterArn": "arn:aws:kafka:us-east-1:111122223333:cluster/
testcluster/12345678-abcd-4567-2345-abcdef123456-2",
"ClusterName": "testcluster",
"CreationTime": "2018-12-02T17:38:36.75Z",
"CurrentBrokerSoftwareInfo": {
"KafkaVersion": "2.2.1"
},
"CurrentVersion": "K13V1IB3VIYZZH",
"EncryptionInfo": {
"EncryptionAtRest": {
"DataVolumeKMSKeyId": "arn:aws:kms:us-
east-1:555555555555:key/12345678-abcd-2345-ef@1-abcdef123456"
}
.
"EnhancedMonitoring": "DEFAULT",
"NumberOfBrokerNodes": 3,
"State": "ACTIVE",

"ZookeeperConnectString": "10.0.1.101:2018,10.0.2.101:2018,10.0.3.101:2018"

Lt — JSON /RHI#E describe-cluster @ THitiFE R ZookeeperConnectString &, &
FISENNNE , AHRFEUARATEER LUBREE,

/A Important

BH) Amazon MSK S8 44 TACTIVERA F BEFREL Apache ZooKeeper iE##F
R, HEBEPALT CREATING IRAHRT |, describe-cluster s vHBAETREE
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ZookeeperConnectString, MREZEXMER , BEEF/ o8  RAEEEEHHA
ACTIVE RAEFEHIXEIT describe-cluster,

£ API 3REX Apache ZooKeeper E 2 F 5 &

E A API 3REX Apache ZooKeeper E#EZ & |, S R DescribeClusters

KRaft

I 5% MSK £ Kafka i 4s 3.7.x 5| A T Xt KRaft ( Apache Kafka Raft ) #93%#. Apache Kafka
X § #£ KRaft BUf Apache 7£ Apache Kafka &8+ ZooKeeperLﬁfcﬁﬁmﬂo £ KRaft T |
SR ABIERT A Kafka BHISFPEE , XEEFIBE R Kafka £FFHN— , MAEET A&
ZooKeeper KRafti# HIgs B & EA , BLEZSEMENSTA , &Tm%ﬁ)&ﬁ%ﬁ%ﬂ’hﬁgjmﬂo B
XEZEE |, BSH KIP- KIP-500 KRaft,

LT RBEX MSK KRaft X — £ EIM

« KRaft EX{UEA THER. IEEEHE  TEBRTHBEER.

- £ MSK #£#l& £, BA LUBI %R Kafka iRZAR 3.7.x IR EFHAEE O K KRaft EiEERGIE
Ei': Kraft E’}J%ﬁo

« B MSK API CreateClustersCreateCluster V2R /EfE KRaft X T RIZREE | RE
3.7 .x.krafttERRAS, 3.7.xFAETE ZooKeeper =R T BB ERF AR

« ZooKeeper ETF KRaft %ﬂ%ﬂzﬁ%lﬁ’]%/\fﬁﬁﬂ’ﬂﬁlXﬁ*Eﬁo B2 A BUEERPREETSZNRE
KRaft AR B EBNERTREES D

« £ Amazon MSK L KRaft EXTTEEXR AP, BEZ , IRENEFIRSKPESER --
zookeeper EEFHE , MNEFHENEFG , UEA --bootstrap-server EEFHFRIEE
BIRMERE, --zookeeper ¥RETE Apache Katka 2.5 iR EF A , H M Kafka 3.0 IiRFF BB ER,
Hit , RNBUEN SEBNPTEEREERARIE Apache Kafka B F kR4 Hl - -bootstrap-
server EEFHH,

« ZooKeeper X HEFA TFAAE S A MAVIRZA , Hf Apache Kafka t % #F zookeeper, Bx
Apache Kafka lRARL IE X HFMAKREFHFMAFEE , SRR Apache Kafka MR,

s RENZREREANEMNIERBEEBE APIs &ﬁ ZooKeeper ZE#ZH1ER T A Kafka Admin,
BRFEREREE Cruise Control WE#F PR , 12 H £ Amazon Linkedln MSK £ Apache
Kafka H IR H| R S, Cruise Control EE@T’F%’K«M?’“% R4z 17188 ZooKeepers

- BEFEZHEERN KRaft EHERENTRTEMSERE, B2 , WREATFRGEERKER
¥R, BEFERHIZEEH DNS i SORMEB R R — L IF1RHISR X IER. BAUM MSK #2§H1&
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ZfEA ListNodesAPI #/EREUX L DNS KinT K. BXREA Prometheus M2 EHELE MSK BI&E
BN KRaAMETHEREFRUEZENEFTLIR , 55,

« X F KRaft IR EKFHF M T2 ZooKeeper WA KH , BEFMKEHMCloudWatch fE#5. MSK EIE&
WER P FE AN KRaft 1385,

o BAILAEA--bootstrap-serverEEFHHE KRaft X T ACLs EAEHSALHTEE, TN
£ --zookeeperEEF AR HITEE ACLs, BEZHMHE Kafka ACLs,

- £ KRaft XX T , £EHN T BIRFME Kafka P HY KRaft &85 £ , M A =RINER ZooKeeper 1 X
to At , BEFGIZHT AR LRI HIX 2 HI8F ZooKeeper T KBV HIA,

Amazon MSK &R

BREFELTXAEA , BIR—FE Amazon MSK FERfIE L. ERRK APIs L TXH , 2—1NF
DARRENLEE, BRXERRURTERE LRANRENSIR , ESH (Amazon MSK API
Reference) HHJ Resources, ¥t the section called “IAM 15 E)324)” ETXHF |, BREE AU A FHIEL
TE B4R | 30 the section called “BEAN B E IR NFTFATE Lo

Apache Kafka fix <

B2 Amazon MSK &&8T , B LUEE LB EFE AW Apache Kafka R4, ExE ] AEFHIE £F
#) Apache Kafka fR74x, ZAERHEFTAHBNIER T #E Kafka lRZAS ZIFHY AT B R FEZERHE W
E&A

« X Apache Kafka kR4~

« Amazon MSK kg7 sz 3%

%1 Apache Kafka i<

Amazon Managed Streaming for Apache Kafka ( Amazon MSK ) x# L~ Apache Kafka 1 Amazon
MSK hx#, Apache Kafka #t X ARAFREB R T ZBREARY 12 MNANZR. BXESHAEER | 18
& F Apache Kafka EOL (end of life) policy.

¥ M Apache Kafka MR

Apache Kafka kx4x MSK &% H #i KIFXHAM
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Apache Kafka kx4~ MSK & 7 B #i KIFZHAE
2.1.0 -- 2024-06-05
221 2019-07-31 2024-06-08
2.3.1 2019-12-19 2024-06-08
241 2020-04-02 2024-06-08
2411 2020-09-09 2024-06-08
251 2020-09-30 2024-06-08
2.6.0 2020-10-21 2024-09-11
2.6.1 2021-01-19 2024-09-11
2.6.2 2021-04-29 2024-09-11
2.6.3 2021-12-21 2024-09-11
2.7.0 2020-12-29 2024-09-11
271 2021-05-25 2024-09-11
2.7.2 2021-12-21 2024-09-11
2.8.0 2021-05-19 2024-09-11
2.8.1 2022-10-28 2024-09-11
2.8.2 2022-10-28 2025-01-14
3.1.1 2022-06-22 2024-09-11
3.2.0 2022-06-22 2024-09-11
3.3.1 2022-10-26 2024-09-11
.67 2023-03-02 2024-09-11

Apache Kafka iRZ< 247


https://archive.apache.org/dist/kafka/2.1.0/RELEASE_NOTES.html
https://archive.apache.org/dist/kafka/2.2.1/RELEASE_NOTES.html
https://archive.apache.org/dist/kafka/2.3.1/RELEASE_NOTES.html
https://archive.apache.org/dist/kafka/2.4.1/RELEASE_NOTES.html
https://archive.apache.org/dist/kafka/2.4.1/RELEASE_NOTES.html
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https://archive.apache.org/dist/kafka/2.6.0/RELEASE_NOTES.html
https://archive.apache.org/dist/kafka/2.6.1/RELEASE_NOTES.html
https://archive.apache.org/dist/kafka/2.6.2/RELEASE_NOTES.html
https://archive.apache.org/dist/kafka/2.6.3/RELEASE_NOTES.html
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https://archive.apache.org/dist/kafka/2.8.1/RELEASE_NOTES.html
https://archive.apache.org/dist/kafka/2.8.2/RELEASE_NOTES.html
https://archive.apache.org/dist/kafka/3.1.1/RELEASE_NOTES.html
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Apache Kafka kx4~ MSK & 7 B #i KIFZHAE
3.4.0 2023-05-04 2025-08-04
3.5.1 2023-09-26 2025-10-23
3.6.0 2023-11-16 --

3.7.x 2024-05-29 -

3.8.x 2025-02-20 -

3.9.x 2025-04-21 -

4.0 2025-05-16 -

BX Amazon MSK iR A HHENEZER |, 55 HAmazon MSK [RA & 55 B,

T 55# MSK MRS 4.0.x

EA T Apache Kafka B9 D2 i B 7 4K Kafka ( D% MSK ) Bl %1% Apache Kafka iR~ 4.0,
LEARZA 7 MSK Provisioned 3R 7 SR EEMME R AN RFHH L. Katka 4.0 5IAT — MR ERE
BN, RIS ERX LT , BB TEHAREING., ERGSSNFABESE. I, Kafka4.0 E
RREBEMIEFH Java 17 , NTIiRSZL£MFNMEE , SESHERBENSHE , HEABES Apache
HITTBEEE, ZooKeeper

BEXEZHAGERURBHA B REENTESIRK , 55 4.0 Mk Apache Kafka Z1T1# .

I 5% MSK MRS 3.9.x

EA T Apache Kafka B S & FIFE Kafka ( I 5i# MSK ) B4 X ¥ Apache Kafka ks 3.9,
A AT EETBRINZERAT RFHNRESIERE, ERENARFAIUSAENZE B SERFES
E (Rx) REVA L HIE , AN ERENZEEZE 2 BRFELN BERS.

BEXEZHAGRURMHNBEREENTEIRK |, 55K 3.9.x IlRAE Apache Kafka &7,

0 B5# MSK MRS 3.8.x

EAT Apache Kafka B9 Dz 3£ B 7 4K Kafka ( I 5i# MSK ) B17E % 3F Apache Kafka R4~ 3.8,
M7E , WL 3.8 IRfEA KRAFT RITHIBEE ZooKeeper BN BIEFER | T LUFIMAEN
ZooKeeper ETEB ALK N E A 3.8 k. Apache Kafka iz 3.8 @& S M EIREEN IS HAENH
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Thee. TEMFURECSRNERRINEENIRF, XAFEEMER 124, zstd M gzip FERRENTE
o B AR IAE 8 4 Bl R — H L RE.

BXEZHARRURNHENE REENTEIR , BFSH 3.8.x RAH Apache Kafka &1T1% 8,

Apache Kafka A 3.7.x ( XEBE=MEN D EEMH )

MSK LE# Apache Kafka fixZ~ 3.7.x &% Apache Kafka fx4s 3.7.0 1%, EAILIBIBER AR
MEEHUFEATN 3.7.x A&, BEYX—MAGEER , 3 Apache Kafka # XX HERFAT B E
WA (flgn 3.7.1 ) B, BFIBFEXATH]. MX—BAEXWTHRARTHA , Amazon MSK ¥ B3 E#
37X UXIFZRA, XELREBMITEERTRERUNZLENEREETZE , MEFMEIREAH
%, Apache Kafka Z X LA T S ERAT B IRRARAMY | B UM T IEERAH 2
#m, MAKEBELEFIHENARFNENREASR. FRRENEMEMNBZLIE (Fl) EEH
CloudFormation , BARIX B AN & fiX — 2o

I 52 MSK I 3% Apache Kafka fRZs 3.7.x B # KRaft # 3 ( Apache Kafka Raft ) . &
ZooKeeper T R —#f , £ Amazon MSK £ , KRaft 2 #IBFEBEEN , BEEEIMFEMEANAZA , hF
FELHTHFNNIRBERERE, I , {RULUE Apache Kafka W2 3. ZooKeeper 7.x £ LA KRaft
BEXARELCRER, £ Kraft EXT , BALURNERZ 60 MEREENEFIREEESZSX , M
TEBFEREMBRE , METF Zookeeper HWER LN REBEH N 30 N ET#HEX MSKKRaft HE S
B8 , BZHKRaft X,

Apache Kafka ii7s 3.7.x B 28 — LW REMENEREENFT . TERHSFEHNES/HHA
SERPLACH B SERRFMRACET, BRBEMEREENTEIR , 1535 Apache Kafka 3.7.0
RATUHA,

Apache Kafka R4 3.6.0 ( XEBEFREN D EFME)

B X Apache Kafka lx % 3.6.0 ( XIFEFREN D EEME ) WER , 5SH Apache Kafka TE M 15
L # Release Notes,

RNTREEN , EARRESF , Amazon MSK 4L FE A MEE Zookeeper AHITHREE,
Amazon MSK kg7 3.5.1

Amazon Managed Streaming for Apache Kafka ( Amazon MSK ) REXN FIEBMI A ERZF
Apache Kafka kR 3.5.1, Apache Kafka 3.5.1 @& — XA iR SN E RIS EMINEE, ETEINEE
BREBRESIAFTOINRBRAS X DB, FEARMRAESP , Amazon MSK 4L FE A MEE Zookeeper LA
HITHREE, AXUUHNBRIEENTEIK , BESH Apache Kafka 3.5.1 KITH .

B X Apache Kafka fxZ< 3.5.1 9152 , 2 Apache Kafka T &ML L#Y Release Notes,
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Amazon MSK RZ~ 3.4.0

Amazon Managed Streaming for Apache Kafka ( Amazon MSK ) EXNFEH MU EH T
Apache Kafka hR74s 3.4.0, Apache Kafka 3.4.0 @& — LA S HEEMNEIRIEENFTNEE. =T EIhee
BE-—NMEE , TREMNRENEIAPRIVIBEMS. EARRAESD , Amazon MSK F4EFERAMNE
 Zookeeper L ITHREE, BXIHMEBRIEENTES|K , 55 Apache Kafka 3.4.0 K1Ti%
B,

B X Apache Kafka fxZ< 3.4.0 W52 , 2 Apache Kafka T M4 LAY Release Notes,

Amazon MSK 7~ 3.3.2

Amazon Managed Streaming for Apache Kafka ( Amazon MSK ) EXNFEH MG EH T
Apache Kafka W< 3.3.2, Apache Kafka 3.3.2 @& — LA 25 M N B IRIEEFFINEE, T E IR
BE-—MEE , TREMNFENEIAPRIVIBEMS. EARRESP , Amazon MSK 4L FERANE
 Zookeeper TR EE, BXIHMEBRIEENTES|K , 55 Apache Kafka 3.3.2 K1Ti%
B,

B X Apache Kafka fxZ< 3.3.2 9152 , 2 Apache Kafka T &ML LAY Release Notes,

Amazon MSK R 7~ 3.3.1

Amazon Managed Streaming for Apache Kafka ( Amazon MSK ) EX FIEH MG EH T
Apache Kafka M7 3.3.1, Apache Kafka 3.3.1 @& — L2 BIRIEENFTIgE, —LFE
e RN ERN 2 XEFNIEE, N TRERN , EARKRAF , Amazon MSK F4k4E £ A FERE
Zookeeper S ITHHEE., BXx#HMBRIEENTESIK , BHZH Apache Kafka 3.3.1 1Tt
/28

B X Apache Kafka fxZ< 3.3.1 9152 , 52 Apache Kafka T &ML L#Y Release Notes,

Amazon MSK 7~ 3.1.1

Amazon Managed Streaming for Apache Kafka ( Amazon MSK ) IEXN FIEBHNMEERH T
Apache Kafka kx4 3.1.1 #1 3.2.0, Apache Kafka 3.1.1 1 Apache Kafka 3.2.0 @& — L A[{R 5 4 4L
MERIEENIEE, —LEXEBINESENEFRNERMEBNFER IDs. N TRERN , TR
B, MSK & FRAMEE Zookeeper UHITHREE, BXIAHMEBRIEENTESIK , HSH
Apache Kafka 3.1.1 # 3.2.0 B9 & 1T BH,

B3k Apache Kafka fir7x 3.1.1 f 3.2.0 HfE R , B2 % Apache Kafka FEME LH 3.2.0 Z1TiHEAM
3.1.1 BT,
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Amazon MSK 7 EFfighx s 2.8.2.tiered

AR ZA 2 Apache Kafka iRZx 2.8.2 B9{XBR Amazon MSK kx2S , 5SFFR Apache Kafka B F im 3%

2.82 PRERIRATE D EEMHINEE |, ZIEES Apache Kafka B9 KIP-405 #1 APIs 5| A% B 1% T AL
#A, BXx Amazon MSK 2 EZE#INEENEZER , BSAMELXLBEN D E1F6E,

Apache Kafka M4 2.5.1

Apache Kafka M7 2.5.1 BEZ/MERIEENFTIEE , BIEEH X Ap ZooKeeper ache M EEE F imHY

fERNZ, Amazon MSK 12T TLS ZooKeeper LT & , A LLUE DescribeCluster R{EE )X
lt:bégﬁﬁqﬁkl\\\o

% DescribeClusterigfERy % tH 23E ZookeeperConnectStringTls¥ & , ZH R5IH T TLS
zookeeper % 2o

LT RBIERT DescribeCluster BIEMIEAL ZookeeperConnectStringTls TR :

"ZookeeperConnectStringTls": "z-3.awskafkatutorialc.abcd123.c3.kafka.us-
east-1.amazonaws.com:2182,z-2.awskafkatutorialc.abcd123.c3.kafka.us-
east-1.amazonaws.com:2182,z-1.awskafkatutorialc.abcd123.c3.kafka.us-
east-1.amazonaws.com:2182"

BXR TLS MEBA T Zookeeper MIER , 1S 1£ Apache FEA TLS 2 ZooKeeper.

B X Apache Kafka lx 7% 2.5.1 WEZEE , 12 Apache Kafka T& ML L # Release Notes.

Amazon MSK iR {EE M7 2.4.1.1

ARA 2 Apache Kafka MRAX 2.4.1 B94X PR Amazon MSK M4 IRIEE MK, LHERIEERES

& KAFKA-9752 S ERF , TR— IR HIAMNEE , 2SBFEARETHENR TEHHRE
PreparingRebalance 7S, WRIBSENEEZIT Apache Kafka irZ 2.3.1 1 2.4.1 BIEERE, LEARA
CEHXFENIEERSF , WA T Apache Kafka iR 7 2.5.0,

(® Note

BITARZA 2.4.1.1 B9 Amazon MSK 8 53 A Apache Kafka fxZ< 2.4.1 B94E18] Apache Kafka
BEFmTREE-
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MREEENRMEA Apache Kafka 2.4.1 , BUUEXIFEY Amazon MSK &8 A MSK fHiRIEE R
2.41.1, A LURHIETT Apache Kafka fRZs 2.4.1 (WM B EBHEFH ALK , UIMAREEREF. BX
AERABEFHNES , BSHEFHH Apache Kafka M7,

EETNHERARD 2.4.1.1 REMER THERLFIE , 3 [EEE Amazon MSK & #Y 15
W EFS4A /5 1E PreparingRebalance IRAEZBS »

Apache Kafka W24 2.4.1 (XA 2.4.1.1 fiR)

(® Note

BT EBFE A Apache Kafka MR Zx 2.4.1 B2 FTH MSK &8, MR , LA L Amazon MSK
BIRIEERZ 2.4.1.1 BE3#A Apache Kafka lk7A 2.4.1 WEFIRESFER, MA , IREL
B Apache Kafka iRZx 2.4.1 B9 MSK &8 , BUUENHE#H N £ Apache Kafka fx 7
2411,

KIP-392 2 Apache Kafka 2.4.1 lRP B EHEE Kafka Bz —. LIS A FFEH
BRMEBIENEIARE. EEALLIIEE , BRERASKFEMEPHN client. rack RENEMRR

ATAXK ID, TAKX ID WEA—MIFRE usel-azl, Amazon MSK i&E&Ebroker.rack

IDs TRLm ] AXE, BIENTHF replica.selector.class BEEBMIRER
org.apache.kafka.common.replica.RackAwareReplicaSelector , iX& Apache Kafka &

HH rack BRAEIN —FKIM AN,

LR ME A R AN B Apache Kafka BY , PER_TOPIC_PER_BROKER ¥R B P ISIRNEHEBEERE
HNIEEFFTELETR. BERERTBMHNEZEELE , 5 Hthe section called “PER_TOPIC_PER_BROKER 4%

Bl

AXRIMAERTHXMEE IDs , i3 AWS Resource Access Manager {8 #Y %R @ A IDs
Xo

EXEEEEBMEMNEER , i3 Hthe section called “24L ABLE,

BX KIP-392 WEZEER |, 53 Confluence THEHH A FFEHASEMNRITN EIAIZE,

B X Apache Kafka li7Zx 2.4.1 WEZEE , 15 Apache Kafka T & M4 L # RN 85
Amazon MSK MRZR X #3

WEBNE Amazon MSK A2 #H5HKBE M 49 Apache Kafka xS M58, MR EH LK Kafka b
X BEERAARNSESEPBRNFESREK,
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 Amazon MSK fRA X 55K B

« F+4% Apache Kafka Hx 2

o RAARNREKE

Amazon MSK R4S 3% 33 5K BE
AT BT Amazon MSK X #FHY Kafka MRANHY 55K BE .

- P Kafka RAEE X EERFHALZFAR. BXRELXEAHNFAGR , TSRS
9 Apache Kafka M2, L IEXFEHZH , FEMN MSK £EBARIHEN Kafka IRAHE S iR
Ko BXRHAR Apache Kafka IRAWFMEL , FS M. AP Apache Kafka IiRAELIEZFHERZ
JEE A Katka AW ER S B ARBIHEN Katka AR, ZFL I B2 /58 E AR 48 7T LU
TEIAR. EARZH , EF2REHEMMEA,

- MSK BZLELENEAERFL LA Katka RN IEZEFHN .

F4% Apache Kafka hrax

YRAT AT B MSK SRBF AR B EHMRAH Apache Kafka,

(® Note

o BIERIAE MSK EBM ZooKeeperE T Apache Kafka RIRRZA &K B E AR EEE A
RIMA, KRaft R , EAREHER , HOE - KRaftX#FH Kafka iR ZAHIFT MSK
ER  AGNEHBENIEASMAERITR,

* Amazon MSK {X AR BRS BB M. ERSFARIEHIE iR,
« REERUE MSK &R ZIIHMRAHY Apache Kafkao

TEFHEK MSK EEFERY Apache Kafka R4 BY , R EREBEN BT inBHE , BREREKATEEREREN
Apache Kafka R Z<B9Ih&E,

BXMAEAREEEEREESTAMNELR | 55 the section called “VESETHNEE,

5 AR Apache Kafka M4 AWS Management Console

1. ¥ https://console.aws.amazon.com/msk/ ¥TF Amazon MSK &l &
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2. ESMESF , ERELE MSK £HENXE,

3. EBREAEH MSK £#H,

4. T£ ‘B &IF L , £ “Apache Kafka A" Zp0 &R “H R,

5. £ Apache Kafka iR ZA<EZBH & , IITUATRE -

a. 71t “I&#¥ Apache Kafka M4~ THIFIERH , BFEEARFIARA, Fl0 , &F 3.9.%
b. (W) EFRRARBEAEEEHNYNRASEARINBRE2AHREME, RF , &R
EER 4R | HEIEE BUE.

c. R 'EHMEREE SRETUHINASHARRAEARBENI Kafka BEEITHR. X# AL
REEM , AXBFARREAVF DRI, ER , MREVRBUABENEELRE , BT

To

d. %3 Upgradeo

{# F 4% Apache Kafka ix4< AWS CLI

1. BITUTGS , HF ClusterArn BN BIBEFNFTIRENA Amazon BIREH (ARN ) . 40
REBZBAEHWN ARN , AILIBR S HAIEEERKEE. BXEZELR , 5 H the section
called “FI HHER",

aws kafka get-compatible-kafka-versions --cluster-arn ClusterArn

than o H BRSSO SR A K EIM Apache Kafka frRA< Sk, HABRELTF LT RA,

"CompatibleKafkaVersions": [
{

"SourceVersion": "2.2.1",

"TargetVersions": [
"2.3.1",
"2.4.1",
"2.4.1.1",
"2.5.1"
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2. BTUTHS , HE ClusterArn BN IR SR FIIRENH Amazon BIREF (ARN ) ,
RSB ZERN ARN , TUBI AT EERRKIE. AXESER , 15 the section
called “Hll HE &,

Ff Current-Cluster-Version BN EBHNITRA, BN TargetVersionfRAJLAM E—
ANn S B AP B E AT B ARAR AR

/A Important

EEMATEHENER, EEREFNIARA , FEEMDescribeClusteri®E=, desc
ribe- AWS CLI cluster 5. THIMAR KTVPDKIKXODER.

aws kafka update-cluster-kafka-version --cluster-arn ClusterArn --current-
version Current-Cluster-Version --target-kafka-version TargetVersion

E— SR HEHMELT JSON PR,

"ClusterArn": "arn:aws:kafka:us-east-1:012345678012:cluster/exampleClusterName/
abcdefab-1234-abcd-5678-cdef0123ab01-2",

"ClusterOperationArn": "arn:aws:kafka:us-east-1:012345678012:cluster-
operation/exampleClusterName/abcdefab-1234-abcd-5678-cdef0123ab@1-2/0123abcd-
abcd-4f7f-1234-9876543210ef"

}

3. E3R{Bupdate-cluster-kafka-versionZELR , FETUTH
T, ClusterOperationArnBiR N E G T H HPIREBM ARN, update-cluster-kafka-
version

aws kafka describe-cluster-operation --cluster-operation-arn ClusterOperationArn

% describe-cluster-operation S HI% HIELT JSON ROIFTF R,

"ClusterOperationInfo": {
"ClientRequestId": "62cd41d2-1206-4ebf-85a8-dbb2badfe259",
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"ClusterArn": "arn:aws:kafka:us-east-1:012345678012:cluster/
exampleClusterName/abcdefab-1234-abcd-5678-cdef@123ab0l1-2",

"CreationTime": "2021-03-11T20:34:59.648000+00:00",

"OperationArn": "arn:aws:kafka:us-east-1:012345678012:cluster-
operation/exampleClusterName/abcdefab-1234-abcd-5678-cdef0123ab@1-2/0123abcd-
abcd-4f7f-1234-9876543210ef",

"OperationState": "UPDATE_IN_PROGRESS",

"OperationSteps": [

{
"StepInfo": {
"StepStatus": "IN_PROGRESS"
I
"StepName": "INITIALIZE_UPDATE"
I
{
"StepInfo": {
"StepStatus": "PENDING"
I
"StepName": "UPDATE_APACHE_KAFKA_BINARIES"
I
{
"StepInfo": {
"StepStatus": "PENDING"
I
"StepName": "FINALIZE_UPDATE"
}

iF
"OperationType": "UPDATE_CLUSTER_KAFKA_VERSION",
"SourceClusterInfo": {

"KafkaVersion": "2.4.1"

I
"TargetClusterInfo": {
"KafkaVersion": "2.6.1"

R OperationState HY{EN UPDATE_IN_PROGRESS , H&&F—ErtE , RAEBXE

1T describe-cluster-operation @if. BETHK/G , OperationState WEZEN
UPDATE_COMPLETE. HF Amazon MSK EFXRIEFMEMNIRIZTHE , BAFEREREE
EIRET Ao
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/A API 74 Apache Kafka hx4x

1. @A ZGetCompatibleKafkaVersionsig#E LUREUE o] LG £ B AR EIBY Apache Kafka MRA%I &,
2. @A ZUpdateClusterKafkaVersion#R{ERF B A R FFHR B Apache Kafka A<z —,

WA TR B SRR

7T Kafka IRAFARIBFHTHREFRYRBRE S IRESMY , BREF RN Apache Kafka
FENEE , TR :

s NWTRATAXERH , FEEEHRF (RF) WRNMERERN 2, W T=ZTAXEH , #H/NMERE
N 3, RF{E 2 g2 S BEIMNARHMBEL 5 X,

s FHRPELFEAR (MiniSR) iIRB HLELEHIEF (RF) /M1 WK AE , Bl, miniISR = (RF) - 1iX#
AR XA EATURB— N EIARL FRARSHEFT B,

- BEFHREENEASIMEBERZNR, IRIBFEFEFHRNSENRE /O FHEE , NER i
MEERFREHISESMMEBAURTHREEE, EXUTRNEEZMEBNEEFTHRENESR ,
&2 # Getting the bootstrap brokers for an Amazon MSK cluster,

« BNBWEHEEEFRARIEENREASLESHRAS , UENRFTERNIERZE, TR
ARFZ MSK EB#H Kafka iR AW A£G EHIL L (EOL ) HHIRSI , tXFEE EOL BHIZHI T
Ff. Apache Kafka 2t 7T N & FimkA MR , ATRIBFFHRERAEHLESER , RZF

- AR 3.x.x B Kafka B m A EE B LA T BRIAE : acks=all M
enable.idempotence=true., acks=all EZBIWERIAE acks=1 FE , EEBIWRAERDS
BIAEEIAE R ERRIBEINSA M, B , enable.idempotence BWERIABELLEI N false,
¥ enable.idempotence=true EXABRIAEAREESESEEN TREM ., XEFRWA A RKESE
RIZE , TRESTRIEFHER , BEXEEESESEEREN,

- QI MSK 88T , BFEAEEN Kafka lrA&., FERAHEN Kafka AT iLEZ 2T RN
Kafka 1 MSK Ih&E,

BEZ Amazon MSK &/ 83

UTERTHBEHEE Amazon MSK £ AIEFENRE, B LU RB &M E| AWS re:Post, B
XHEE Amazon MSK E#IEFRIBMNEEL |, ES R #EE MSK E #8571,

F&
- ATEHEH  EFRSEUEBN
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» [FFE84 % E PreparingRebalance JAZS

« [@ Amazon CloudWatch HEZIENRE BER iR

- TRIANRL4

« £8E R~%E CREATING RE

o EFIRBM CREATING & FAILED

o EFRAN ACTIVE , BERBLEREEE  EFASTEBEREE
« AWS CLI %12 5] Amazon MSK

s FXBEANHEERTES

« BEZETE

« AETRE

« #l5 A3K1E NotlLeaderForPartitionException

- EFFHNSX (URP) KTE

o £#PBE N __amazon_msk_canary M __amazon_msk_canary_state 93 &
- FPXEHEK

- TEBREHFB ARG RNRMESR

o TAEMNHBPIHRIEEE AWS : FEHH

- BORIERN  EBXEEZ

- SORRUELAN : 2FEAE

+ MSK Serverless : £EIE XK

« F3k KafkaVersionsList £ MSK Bt & P E#

HTERE , SERS R B

I RISNEEHHERE , Amazon MSK AT B2 AT SE AR 1ZE . Kafka BEMNEHFHHHHMAE
EFXKEMERHE, " BEF7XEREFHEL , EMNRERBRREBASNMEL A (ISR) K
A B

LI

ENBERMENKER , —EFXRARPIITXARLETEMDXIREEL. XAESKHTEH ,

RAXESXTREENRER-—RENRERARS  MzAEMHEER (£5 ) HtoX, kE
HREBENSERESTHERHMN , MIABER T HEY 250 MiB, SHIAXMEHNE , FREL
HENSXHBLZIEE  SHERTSILHELNDXAE ISR WEMARE ( FRREHTZRER
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A acks=all $BMASESX ) HIER, LRAIBEEFABRNNFEAND XBNBRAEHFENE
o

B
- EREEH IORS , FRRZEXRERLERES,

- EREKERERMNNTEY  EEHEEESRHENTEEME. N TERFEUHEEHRS , BUIUY
R/NEHEERE MiB/s 1 500 , BEXFrAIENESEEREMALMTF. 7 Amazon MSK E&
WirgEREREBFEELE,

c RTBRAREMREDESIESD , B num.replica.fetchers BRIXNERIAE 2.

{F 8534 <% 7E PreparingRebalance K7

MBE—-NFEZMEAREFFE—NKANBEERS , NWERA8E=R Apache Kafka [a] &
KAFKA-9752 | iIX&&Im Apache Kafka ixas 2.3.1 §1 2.4.1,

EffREEE , BIUSHERARE Amazon MSK HiRIEEMZA 2.4.1.1 , ERIEHNILRIBHEE
BF. BXNUEEHEEMNE Amazon MSK #iREERZA 2.4.1.1 WEE , B R A Apache Kafka
&,

ERFERARE Amazon MSK fFHiRIEEMZA 2.4.1.1 WIER THRILEIBHN G ER , REEER &
BEA DY B Kaftka B4 , & AR AERE FENERFANDARET R

RULEA A R Y
BEEFFRPRIBSKAMIN , BIITUATERE

1. ¥ Kafka £ FAZSEEM group.instance.id BHIRBE RN WiRBIEA R FEARNEBSZRTER,
2. BREENHMSFACETNEAHRSTFRE,
3. [FEHRIEBINEMN Kafka FEHS.

NRFEFHEETHNREFENREAATEAFSETIEMREARAENR FENBR TIRENFE
BHE , MEABSKADNSETR. fln, IRENEAFLARFAIURE S 284FTAH , e
HENESEEN 4 2% , MARIKIAE 10 %,
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® Note
EABRAKAMPURALBREER LR B ATREM, BMEERABSKANIN , BMATEESILLE
Eﬁo

ERMMARETR

EESMARETR , BT TRE

1. M kafka-consumer-groups.sh @S iIRBIABARS
2. f#£H RebootBrokerAP| BEEH B FEREREHN AN AR,

@ Amazon CloudWatch HE&EE X B &t H 48

HIRZ R EEIRE N @ Amazon Logs ZIERE CloudWatch BER , ATRERBEIFHNHIANER 2

o

wREF InvalidInput.LengthOfCloudWatchResourcePolicyLimitExceeded & , B E
iR, BEEALL /aws/vendedlogs/ Pk BEL, BEXREZELR , BSHEAMNEL Amazon Web
Services #1T HE 2R,

MREZBEEIFInvalidInput .NumberOfCloudWatchResourcePoliciesLimitExceeded® , i
R R EYI A Ama CloudWatch zon Logs B |, HEE M LA T JSON,

{"Sid":"AWSLogDeliveryWrite", "Effect":"Allow", "Principal":
{"Service":"delivery.logs.amazonaws.com"}, "Action":
["logs:CreateLogStream", "logs:PutLogEvents"], "Resource":["*"]}

MRZBZBF LR JSON M MEIMAEREF , BRFBRRTIEEEIMERBHNZAKE , BER
fF JSON Kt inE&#Y 5 — 4 Amazon L CloudWatch ogs R#EH, fF JSON MMM ERKEE , BE
RERFRIE B EEBIRE N Amazon Logs. CloudWatch

ERINEE4

NREZHEER  ARIERERIAERUNZEE , WERRNEEANERE VPC, BAE
ERPBEOERTHAL VPC ENZ2ENNR , RAEER. BXAFIRRFENRERG , E5H
Amazon EC2 : AU REELFANEZFH AR EEERE VPC KB EC2 WERE4H,
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EE T RFT7E CREATING IRA

BE , EROIETREEEKL 30 948, H%1F 30 28 , AEEIRETERWRS,
EFRASM CREATING Z 3 FAILED

B HBRBIRER,
EERABN ACTIVE , BERBREREHE | NECRART EBZREE
- MRERCEAI ( FEREN ACTIVE ) |, BETEREREBEIE , FRAERFNEARNA

BEFANGRER, BXEZER , i3 /the section called "6/ 2% Fim It EHl P HIIERE,

- MRENEFSNEAFIENBEES , ENENERNMEABERR , REARER
KAFKA-7697 , X & %01 Apache Kafka 2.1.0 lRAS , HAIBES B — MRS MEBEL LS, BHE
BIE#E| Apache Kafka 2.2.1 , ZRAFZWERE W, BXNAEBHEER , ESHthe section
called “3E# % Amazon MSK £ &,

AWS CLI FT3E1R 5 Amazon MSK

MREE AWS CLI RE BT EIRS Amazon MSK a5 F , i& AWS CLI FE&M S AR BIFHARA .
BXAARIFMIEE AWS CLI , FSFEZ%E AWS Command Line Interface, B MA{ERIZEIT
Amazon MSK s SHIE R , S Hthe section called “FEITHREMNE S, AWS CLI

2 XRYL AR [E P
XL EERMA TR R EWER, ESRthe section called “BiFEZZ=ER T2
WEZETE

BHESRAUTEXEIBRZ 2 A M RESSER ; the section called “¥a #5244 z2 [8]” Mthe section called “E %
BIERESE,

RERE

MEBEZL I MemoryUsed FEFRABE MemoryFree KK , XH A EWREFZEE B, Apache Kafka Ky
BRUNRRASFARNTF , HUKEASXEERNIT.

# F A3R18 NotLeaderForPartitionException
XEFRIMETEE IR, FEREEN retries BEESHIRENS TEHFENE.
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EHHPHSX (URP) KT

UnderReplicatedPartitions EN_RERENEEEIR,. EIEFEITH MSK &8+ |, ILiEfrWE
N0, MRERFE , XATRERHAUTENRRERH,

« W% UnderReplicatedPartitions RI&E , B ARE T ZEFHN KX PMEREFESE , TELE
FEANERRE, 55 Fthe section called “PrERIEH FESEE,

« fRUnderReplicatedPartitionsHEKRT 0 ( BEEBERENER ) , MEFEAERERE
TARERLARFEFFRENBEHREME ACLs B, BEEFIPX , 4 ERERTF READ H
DESCRIBE FEMNE, BRIANBERT , FFFE READ &I —i2#%F DESCRIBE X [R. EXIRENE
B ACLs , B2 H Apache Kafka 3X#4 ACLsH,

EHHPEARN __amazon_msk_canary #l __amazon_msk_canary_state £ &

IBTREAE R , MSK EBE —1NB N __amazon_msk_canary WEE K MBE—NEBHNEHR
__amazon_msk_canary_state, X2 Amazon MSK &2} A T &£ Bz TR 2 g PR A I
FHB, XLEEFTLERER , TIRDAIAZBERIT,

X EHI KK

H{R& & AR 1E CLUSTER_ACTI ACLs ONS E#TiIRE.,

TEH R EFF B 2 H G RN R EE
MBEHWERDTBARFHANE , BEMRATEESEHRMBET , BREATSERIBE -

1. BREFZSEMALEANAFEN IP it MEFHKD, EXEFROSHIIR , 5 Hthe
section called ‘i A{E 8", R EBREZSEANHEHN A FHEBE, BXxZ2ARE AL
HNMEZER |, 5% (Amazon VPC AFIER) FMERN VPC L4 4H,

2. WREF VPC MK ACL FIAMEHN A AFER IP it MEFH KO, SLXL24EATE , W& ACLs
RTRSH, XERELMAEEAWBMBWEHAN, EHEAUND , AFAERE (wEEE :
0-65535 ) KIZEIEH IP thit, BEXEZER , S (Amazon VPC AFIER) R INFIMHI
A

3. WMREFEANRLARFRSISKREFZFRRILRERE. B TARBENERN MSK £EEFEHRIMT
BNEISREFRHE , —MNATLAHRTER , Z—NATFTMAWSHEHR, BXELZER , ESH
the section called “f£ AFREN 5| S F L 3E AWS Management Console”,
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TOEMA BRI EEF AWS @ WL R

WMREM Apache Kaftka R FTEE MSK SRR ZHERE , WA LMIT T EEN .,

1. fEMthe section called “FREVB| S 2L N HNBN B E 2 —FKEE| SRER L,

2. TELAT@$™H , bootstrap-brokerBNEEL—SHRBPIZRL AU 2 —, MBEHFIZE
AEA TLS SHRIE , WEport-number 9094, MBEEHFHTFEA TLS BMHRIE |, Bport-
number&i# 9092, MNEFiwmitEVZTH S,

telnet bootstrap-broker port-number

H & port-number 7 :

- MRFGEERERNFER TLS /KU , MR 9094,
o MMBERTFERA TLS HHKIEN R 9092,
- MRBATLARER , WEEHMIFAS,

MEFImITENEITHE S,
3. WARSISKEESEETLHENS®S.

MREFFFHITENERHENRE , WRTEEEZRT, EXMERT , ALETUTHERRE
Apache Kafka BF i —BREIEH, ERBbootstrap-brokers , & AR EIREMA T Ethe
section called “FREVE| SR LN, topicBRAETBMHAE.

<path-to-your-kafka-installation>/bin/kafka-console-producer.sh --broker-
list bootstrap-brokers --producer.config client.properties --topic topic

MRE-—NRERIY , WRREFRREER, MROATEMNNRAERFUENER  FENARFR
AR

MREFFPIBITEVNLEHRNRE , FSEUATIANMY , REBXTELPBITEVIRENES.
Amazon EC2 & F il MSK &8 FE— VPC &

MREEFIHITENES MSK £8UFRE— VPC /b | FHARERZ A EEEZIREEFFLIKITENR
2EMNRENAERAN, BEXEEBEXLEHANNER , FSHZSEINN, BXNANSERVTHEE
VPC B9 Amazon EC2 £fIi5 R E£8 Y R~ , 1S W the section called “FFEaE",
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Amazon EC2 B F 1w f MSK £+ [E VPCs

MREFHAEELTANTRNAE VPCs , BHARF R T &4

- MEHE VPCs HHEM,
o XFEELTEIRS
- MENKBARIRE VPCs IEH,

BX VPC WHEEEMNER , BSHER VPC WEEE,

2N it B P Ui
WMRA T iRk E N EAEEE MSK £8 AWS VPN |, BHERFHE U T&RHE

* VPN EEIREN UP, BXUMMAKE VPN EERENELR , FSHANARE VPN BRER 25K
B2

- £8 VPC WEHAXRIEBHRMERRA Virtual private gateway(vgw-xxxxxxxx) HIZits
CIDR HIE&H .,

- MSK EFMZ2AATIRD 2181, #wHO 9092 ( MRLHNEFEZHICHRE ) MiwO 9094 ( MRE
RYEEEH RS TLS MERRE ) L REA R,

BXEZ AWS VPN S FEHEERIER , 1525 Client VPN BIEHEER.

AWS Direct Connect

MR EFiwfEA AWS Direct Connect , 155 5 ¥ EHEBR AWS Direct Connecto

MR R ABHEEIE SRR AE |, FEASEHAEELINERE, BEH PR, BEH
tcpdump Ml Wireshark ETEXRSHTRE , HBRRREIE MSK £FH,
BMRIEAW  EEIBTZ

Failed authentication ... Too many connects $5iRXBERBEERPES , B —1E
ZN IAM BERIHRERBUBHNEEEEITC. MHEBREBESIESHH IAM EZRER | &7 U8 m
reconnect.backoff.ms BESH,

EFMATHESNMMENIEZERRS , 558 Amazon MSK REI R H.
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SORIERY : 2WEXRE

WMIRN T PRSI 1AM iEBiE T ERN | MMaXEFailed
authentication ... Session too shortffiz. FFHREEMN IAMIEBEWNARIFN. &E
AEE 2 | IEPHBRANEBEABEELSFERE | XSRS in HIN B A & 51K kM,

MSK Serverless : 8612 &K

MR EZIH B MSK Serverless &8 , ETHERBAN , MEARETLNEIE VPC IvR. B A
ec2:CreateVpcEndpoint BE , RIIEHNEEARBTERFELE VPC WmRBVR R,

BXRWMITATE Amazon MSK BREFFEN ZENRFIER |, BESE AWS FEE XK : Amazon A MSKFuIl
CCeSsSo

Jo3% KafkaVersionsList £ MSK Bt & A E &

FEHAWS::MSK::Configuration %R P #yKafkaVersionsListB A , EFHAMH ERUTHEIR.

Resource of type 'AWS::MSK::Configuration' with identifier '<identifierName>' already
exists.

E#KafkaVersionsListEMA , EMBRIBEE 281 , R EFHWE M AWS CloudFormation E#T
BIEFHE B, AWS CloudFormation Mk EFH AN , AAFEEFRANBEHESNEREME. XHFMHN
ENEEENRER, ERMEHRKafkaVersionsList , B AMER —MEEFEH Name B it.

A RSB B M IR £ AWS Management Console S 8IS AWS CLI , HFUT
RARMEEHEBEFEP , BB IEERM BR= 1 & K.

UpdateReplacePolicy: Retain

EHRIE , #3F Amazon MSK #2HI & HMIBRIEEE. BXx MSK BEMNER , 25 LI # MSK
B EE S

PRERN RIEE L EN RIESKE

AN BRELEENRELL ANEENREREK. X Amazon MSK EFIBRRERKNES |, &
ZHAER MSK & HIRH R ESNEK.
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- FEREBHRESE

- RBZLANRIESRE

- Apache Kafka & iR R{ESRE

ERENRESKER

AR EBBRFE A Amazon MSK B RIEfER — L HESKE, % Amazon MSK EFIS8RESEHNE
B, ESRMER MSK S 4IRS ERE,

ERmEREM

R AR o MM RE T XEUR T RSB IRIRE , BRBURT EF wiRE.

- RENEFFIREESTAM. 1 Apache Kafka BN HARREF  BRSTAMEXN F4£PTRA
BEMNEERZEMBREXEE, RENRITXIAMITIAES (HIOAR, B0, EHHENR
FZRE ) MEL%. Katka R TURRNRERL , Bt Katka BF RS MZELBREBANER,
BEEEXNTEFHAE B Apache Kafka B ImH RIS,

- BREFBEEFREZEVCEREENTARHN —IMME, EEFENEEFTHEPEETZAMN
B, WAESERERINHETERRNEIMNABER, EXNARNEGSMMENEEFTRENE
2, {2 3K Amazon MSK 8 #5| SKE,

« BTHRNHURIEENEFIREERE AT ESSI B R,

AR S5 2R i E BB
FEERNAD  8MEREN D XHE

TRERTERUNEMUEREN S XHE ( BFASEIFMBEERL ) . BIWUH D XEHAREHN
17, NTEMAREEENETES XRERENTIR , XRKESRK,

RE KD BUNESMENS XHE TRHENRENZERD XE
( BREOFEIAFERFEEE
K)o

kafka.t3.small 300 300

kafka.m5.large I 1000 1500

kafka.m5.xlarge
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KE K BUNEBMENDS XHE XEERRENERD X
( LR F BT RAEE &
K)o

kafka.m5.2xlarge 2000 3000

kafka.m5. 4000 6000

4xlarge . kafka.m5.
8xlarge . kafka.m5.
12xlarge . kafka.m5.
16xlarge =% kafka.m5.
24xlarge

kafka.m7g.large I 1000 1500
kafka.m7g.xlarge

kafka.m7g.2xlarge 2000 3000

kafka.m7g 4000 6000
.4xlarge ., kafka.m7g

.8xlarge . kafka.m7g

.12xlarge = kafka.m7g

.16xlarge

MREEESHIX, BELENAL , EP2XBRE , BREEMEIXZRARERE , WA A E
MEITEEZHX , IRELENT T 2BANEMNEENE , LRI, XBEESNHEERESRIFRE
B, NREMENS XBEEIRAATE , HESWERFIE , WFHELEEHITUTIRE

- EMEHEE

- FEEEFIRDPHRKEKR N

 J¥ AWS Secrets Manager 45 E%F SASL/SCRAM H 4K iE#Y SR BF < BR

KE 9 Xi& AT gES Bt Prometheus HIIEX L CloudWatch F1#MEY £ R4 Kafka 3E4x.
BREBEDIXBMIES , 1558 Apache Katka TEBNER 20 710N 2 X, RITEBWUERITEDS

iR UEEESEBREN KD, BXTEARBAIEZEER |, ESHthe section called “4XE3E

ERENRESSER 267


https://blogs.apache.org/kafka/entry/apache-kafka-supports-more-partitions

Amazon Managed Streaming for Apache Kafka FERARER

FEERNAD  SIEHNMERERE

EWHE MSK MEEEFNELEREREH TR , 2 MSK Sizing and Pricing BF%&1%,
HEBEFRERETSELHN, BREEMNET Apache Katka &ML | f&iHH MSK & K/NRAHEX
Amazon MSK i, EC2EXBFREFPNHMASHNEZSER , FRBENEHREESHERN L
Fo LWREMHRRFMITE , WFH MSK MEESFHRET —NER. SHEHMMRE. KRB
RTFEHRAG | BRI SKFRE#H TR,

ET7THREKEREMIZHENMEN Apache Kafka 88 , iHSF ABIEIEE T Best right-sizing your right-
sizing your Apache Kafka cluster s to AWS XEEENERM THEX NI EABREFANUFZEET

E., TAMMERERNER. CERRHETENMANNABYT B , ARNERT BERBHER , UKk
BXNMAIBFERIEEF=ERNINES. BEXETIoEREMNERNEE , B2 HEA Amazon MSK
DEEHBTES TEABNRESE.

£1t m5.4xl, m7g.4xl REKEHINEHFTLE

5 m5.4xl, m7g9.4xI HE KEHIeT , L] LUBET AE num.io.threads H num.network.threads B i&E
KL MSK Ml EEFHHNBFHE,

Num.io.threads RFRARER TABEERNLER, RMESLE ( FEIRHIARNZEFN CPU i
HE ) A TREEHNTHE,

Num.network.threads 2/rERBRA TFERBFAEE ABERIREEN N LER, WELEREANBERK
EERBAFIS | LU io.threads 438, ¥ num.network.threads i% & 7 S= Bl K/ H#H CPU BOBHE
B —¥ | BT FE 0 A FTRYSE B R/

/A Important

R AR LI B0 num.io.threads , IF 2038 Hl num.network.threads , AR iX AJ et S SBAFIE
MEXBPE,

HERE
245 A/ num.io.threads B3 E{E num.network.threads #Y #EE B
m5.4x 16 8
m5.8xl 32 16
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SLAB R s num.io.threads MY #EE{E num.network.threads I #EE
m5.12xI 48 24

m5.16xI 64 32

m5.24xl 96 48

m7g.4xlarge 16 8

m7g.8xlarge 32 16

m7g.12xlarge 48 24

m7g.16xlarge 64 32

FERASH I Kafka AdminClient 338 6 £ 8 1D FPTfg ) [a) &

LR AdminClient lRAMETF 2.8.0 B#B#RrE - -zookeeper Kafka B9 Kafka {EH 2.8.0 lRHE
SRAK MSK EEEMBEFH /B EFEIXE , TFID 2EX (HIR  E2XMHNEST ID FER )
BEEE , --zookeeper ¥RETE Kafka 2.5 FEFA , H M Kafka 3.0 FF MR, #EZ 4 Upgrading to
2.5.0 from any version 0.8.x through 2.4.x,

ABFIEER ID FEE |, BFEA Katka FFIHRA 2.8.0 RESRA T Katka BERBE, HE , 2.5
RESRANEFIHITLER --bootstrap-servers ¥r&E --zookeeper ¥r&o

EEE A AR ER

FERAUTEN , UEEEHE ( FlIIEHFRIE K/ Apache Kafka fxZ<8t ) 3 Amazon MSK E#t

RER , R MSK MR EEHN ST AM,

. 'LQIEEEIFH z%ﬁo

- BREFIEF (RF) ZEDN 3, BEE , ERIEMYPE , RF A 1 JELKSBIXEL ; MRF A
2 AR SHBEEK,

« FHRNESEAEK (MinISR) iIRBHFZZ RF - 1, minISR FF RF TAEAMILERFIEFH LA £ R E
£E#, H—NEIRLTHEIRSE , minlISR 7 2 F=@mEFEBATH,
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¥ CPU AR

Amazon MSK 5 ZUE UG RERN CPU FAX ( EXHCPU User + CPU System ) {RIEFTE 60%
BT, Z#AUBRENEFHREESEN CPU RERVGCERESEH , SlnREHFE, SR H
%o

Apache Kafka AJAESENEEFPWREZ B EFH 2B CPU HE. Hlan , X Amazon MSK &
FREBEHNPIRER , ELNTEIEY , W#HTE1 B , SAFBERERRERDRFA
ZERAR , Amazon MSK £BzIRaI TERE , —RUE—MEEL, HEFNSIKHREEL
Bt , Apache Kafka REFH 7B 2 XS , ANITEEHIBRAEFHPHHMNAE, B EFLL&RE
B, TUBREZRBHN CPU REXBDIXLRESH,

(® Note
EWE CPU EARN , BEELR CPU £AXRSTFECPU UserFEL ECPU System, HAthE

Bl , HlIMiowait, irqsoftirq. FMsteal , h& IRk CPU E3H, Hitk , CPU =R H
FERET100% - CPU User - CPU System,

B LAE A Amazon CloudWatch EfREFREBIERE 845 (CPU User + CPU System) , FHFER
RENEFHFERAEET 60% Nt L, AR , BERERAUATERN 2 —¥ BEH

« BRI (HEF) HENRERDNEFIT—PNRAHKD, Bl , nRHHKNDH
kafka.m5.large , WEHEHFH LA katka.m5.xlarge, HicE , HEEFEHPHREKRD
it , Amazon MSK £ RF FREREEL , HENFIXASNEFTsREHMRE, SME
WAEEFEEETE 10-15 24,

« B2 MRFBHHUMEEEBENEARBEANERSBERRN (RATFWR , BEEEE
B, FXEASRKEHATEE ) , BEYIFAMREXRYT BEH, 2ERFUHERSHNIE RN
DX, #ETXK , i kafka-topics.sh --describe RERNHFTRMN D X BELHRE, 5
B —MEDMELE , ETNEERIREAUEREAERTRMAER, I, R CPU AEKBAE
I 60% , MAFEALED , A XHEXNT BEET2SEINERENAZIEM,

o IR 3 BRRMRERYT BEHN MSK BLESH , AREAB NN XEFHS»ETEREH 2 EN
B2 KX, kafka-reassign-partitions.shiB2 , MREFANED , WEEFIEIXE , &
BRNEERRARNTEEN—IMEEFES —MIE, SaRMMETMEL , XURKE—FHESE
WINERFHN R, Eit , Amazon MSK FEIUIE CPU FIAESETF 70% RERLED , RAEH &
SHFNN CPU ABFNMERE, NHBIAMNMEARATITE , Amazon MSK = 21 A L%,

HAzEI -
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- FARBSENRE , KESMEN CPU ERAR, mMEREMN CPUFMAXR—EFTHE , W
BRERPAEHNNAR D TR, BiIUER C ruise Control B 5 X P BIFEEBAH P B

o WEERARMERAIER, £RMERILER2MESE CPU RMIARELMEM,

« JMX #MEERE : R EEA Prometheus ThEEE ATFREIERSE , MEWEN Prometheus EHLEL
i& (prometheus.yml) £/ 60 B E KM IMEREIFE (scrape_interval: 60s), FEIKIMENE R AT EES S K
SE LW CPUERAEEE,

WG E
B HIE#EEZRAFEMLERFEENER , ATREE—4 CloudWatch Bk ki

flKafkaDatalLogsDiskUsediE#r. HULIBARRIEIAZIREIT 85% Y , BT 5| —M = TR
=

£/ the section called “HaI T BER". BHALFHEMREBEMZE , W0 the section called “F
iR’ AR

- BEEERBHIR/PAEKRD, BXRUOMABEEX—[IWEE , S Hthe section called “HEHIE
RESE

o MIBRAREARERE,

BxEENERERNER |, F5FEH Amazon CloudWatch 21, B3 Amazon MSK 1E#:H
SSEBIR |, FSHthe section called “Ma¥=&EE",

ERAEHETSFENBEDRRIER. EEMBRBEZE , SUABEE - MENRER , BDERER
HHRRENEE, SRTUEERE BERDN. HXERENERIRE BEKRDES , Apache Kafka
ST B AR BIBRIEES) R

EREERHNEERERRE , FREUAT —IPHSZANS
¥ : log.retention.hours, log.retention.minutes, log.retention.ms =%
log.retention.bytes, BXEZEER , HZSH the section called “BE X Amazon MSK &,

A EEERINEERESH

- ENBANEREE - MRENER  BEAUATH S,

kafka-configs.sh --bootstrap-server $bs --alter --entity-type topics --entity-
name TopicName --add-config retention.ms=DesiredRetentionTimePeriod
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s ERNEBNEEEE-MMREBERD , FEAUATH T,

kafka-configs.sh --bootstrap-server $bs --alter --entity-type topics --entity-
name TopicName --add-config retention.bytes=DesiredRetentionlLogSize

BETBERFNEENRESBRALETEHRISHK
EAREEXARINRASRE

EREEXAR , RETREZSE—BNETEEFH S , ENEFHITAERIRE. HiA

ERT |, Katka (N ENBEEZREA - MNEERRITHIRE. fln, MREERXT LR

M X , MBERETRERER NPT EETR. AMRAFIIRE , BNEAERERM
num.recovery.threads.per.data.dir ME&REHRE. BUUFEIREN CPU RLHNEKE.,

Y54 Apache Kafka 1%
BWARYEE Apache Kafka EANAE. BN , fETEXTETRTH.

EWE Apache Kafka £ 7 £ RE , BRI LLKEE HeapMemoryAfterGC 3§
¥ro HeapMemoryAfterGC RIFEWEHEANEHANFED ., BIELIE—/ CloudWatch B
R , HHeapMemoryAfterGCIENE) 60% A LY |, ZBIRHFREITS,

AATRADNEFEERANTREBATE , EFBURTEEE Apache Katka WA, #la0 , lMREE
AESMEEEE |, AL Apache Kafka B EF#Y transactional.id.expiration.ms EM
604800000 ZEMH A F 86400000 ZE¥ (N7 XKBALEI1XK) . XBL>TEBNINESHWAFLA,

FANIN3E MSK K

Xt F ZooKeeperEF MSK Tt ER &R , MREFE A Apache ZooKeeper T HHRFIMMNAIE | XLEA
ENALRMNE MSK fflE5E , 3 H Apache ZooKeeper B EEXEHNEIRER, XTAMHELS
BEXRBIE, BN MSK MELESEFFRE , BSH, the section called “EE N EEFIHE"

B AR I

BXRAABPMEZEUR MG ALMBENER , B2 HMthe section called “Amazon MSK & i 1%,

EXMoEsX

B9 X8B3 F|[E— MSK Provisioned 58 LA RINE , B ERAE IV XEHRIBE T
B, kafka-reassign-partitions.sh}i 7T Z£#H % , BRITB WA —)Rkafka-reassign-
partitions AT EEMIEET 10 Mo X, il , ERMFRBUT BEFIBH 5 XUB
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BRAREZE , BULUBINs XEF P HAFREREFH FEHZER, HXx{UE MSK FE &£
WIMRENEELR |, 21, the section called ‘T BEF"BXMMAMN MSK B EEFH P BRRENE
B | #Z M, the section called “BRARE"BEXIPXEFHSELEMEER , 55 Apache Kafka X4
hE T BER.

Rk £ 40 NV BR1E K

AREBBIR T £ Express IR RIEEH — L HRESEK, Express broker B 5LELE 7 & 7T A MR
A, RIAMERT , ENBEIHRE=ATHXH , EFBRLKREN 3, ASEFNR/NMEBLRRE
N2, B, EMCEENTEENMERE , NEEER/LIMNEER,

EFumEREM
RN REFR AT A MR NEURT RS BR/IRIRE , EHRTHFFIRIRE,

- BEEEHNEFPIHEUSISTHMY, £ Apache Kafka XBEMN 2 HRNREH , BRSTALEXN T4 T
FERENESREEMEEEXEE, REMTRHITMNAMITIASH (FUOAR, T, B4R
BERMMERIR ) T N4k, Kafka EFTTURTBREEL , Hit Kafka B mt XM Z = BRI LY
BB, BXiEHEEER , HS 45X Apache Kafka & im Y SESEERE L,

o BITHAENRURITIZNEFHEERTATFEZINSGMER , MFERINEBREARTERLLEE
R, AT MSK #2H AR MSK EREFHHPHRE, APIs

AR S5 2R i E BB
FEREHNAD  BIEHNRERE

NET Express WEFEFREHREIEMRE, 81 Express REHEEXMAONMEORTLRE,
ENZEALFEUHREENARERIENTEFR (AEEREMER | flns XMEER , T

&) o

fign , MBREHRIEENARFEE 45 MBps % WEIEA D ( EA ) F 90 MBps N&fE H

O () B8 , MRAEFEA 3 1 express.m7g.large KEBEAHZEHNELEER, 84
express.m7g.large KB FLEE 15 P A O F 30 4 MBps tHA. MBps BXxE4 Express K EHMERY
BWARHERS , BSATR. IRENFHEBIRNUARE , BB RMETRNER , Bt
BRZELREST REH, NRENEHEBIEWRFAHXTSMEBEHN , MSK R HEHNZE
FimFRE RS I — 5T H

R MERABNN “EF MSK AENEN” EFRERTESHZIRAEREMBEE , flms Xit
o
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BMENBENEATLE

SR K/ A0 () MBps 0 () MBps
express.m7g.large 15.6 31.2
express.m7g.xlarge 31.2 62.5
express.m/7g.2xlarge 62.5 125.0
express.m7g.4xlarge 124.9 249.8
express.m/7g.8xlarge 250.0 500.0
express.m/g.12xlarge 375.0 750.0
express.m7g.l6xlarge 500.0 1000.0

¥R CPU fERA=

BINEBUEFELLA (EXLRA CPU AAF+CPU R4 ) R CPU FIARREFTE 60% U T, HEH
#E CPU T EEDIAE] 40% B , Apache Katka ATAE X EREEH PR B 2R EHF 28 CPU
. BTFIUNARITRIANEYS , THEEEXHEM. THNRNEHN —DNROIBEFRREIAR , ik
HiE , MSK B ZENEREHTHNREREH M. IHAZHN—NMIFRABNESHHE |
EBANBERARTRAXHE  HhAXPWAMERESRZS IR E, HEF?XESEIANRERL
Bt , Apache Kafka RE#H 2B 2 XASN , FIEEFHs7BRASEHFPNEHMRE, B EBLRES
%, B LBREFPEZBHN CPU RERXBDLEKBRESH,

ST LABE A Amazon CloudWatch A~ iR PR R HFRERS CloudWatch IEHREEEANRGIEES
4R , B CPU AF” + CPU R4, REHEREINAE 60% H9F15 CPU R ARTALR A ER. AR
LLERES |, BERULTETZ —F BER

c ORI RENESLENEEFA T —NEANAEL, Fidhk , SEEMEFPHRERN
B} , Amazon MSK 2 BURFI AR EREEL , A LRI XASNEH 5 ELHMWRE,

« R 2 BEYAMRKERT BER , AEERB NS XEMSTETREER S BEAB S X, kafka-

reassign-partitions.sh
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HEW

- ERRESENRE  BESMUERN CPU SRR, MRKEN CPUMAR—-EFTE , WA
RERAEEANAEIHREE, FITRWEM C ruise Control BE 2 X2 BFEEENT D E.

- BEERERMNERLER, £RMERIERSME CPU FRAX2 LN,

« JMX HMEREIRE : 20 REFEA Prometheus ThEES AFFHUEM , MERIUES Prometheus EHELE
() A 60 WRESHIMEUEFE () scrape_interval: 60s. prometheus.ymlB&{KHEREFE
AREASHER LW CPU FREE A,

IEHFHEERNIE . 89 Express REHN 2 X

TRETRT SN Express RENEES XHE ( BREBAMBHEERE ) . B XBOFREH
W7, NTEMAEEENETEI XREREN TR  IRBEEXK.

RE K BUNBMENDS XHE XEERRENERD X
( LFEA T BIAFRAEE &
K)o

express.m7g.large 1000 1500

express.m7g.xlarge

express.m/g.2xlarge 2000 3000
express.m7g.4xlarge 4000 6000
express.m7g.8xlarge

express.m/7g.1l2xlarge

express.m7g.l6xlarge

NREREAX, BREULENRASG K HP2XBRE , BXBEMEI X ZARERE , WA E
METEBEZSX , siiREEHIT 7T EB AN , LRI XBBEENHEERTRIGE
B, MRASMENS XBEZ ATNRAE , FRAENEHRIH , WEFEEIITUTRE

- EMEHEE

- FEHEFABRPHRELRN
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« ¥ AWS Secrets Manager %45 B8 SASL/SCRAM 5 33 lF #Y £ 8 #H < Bx

ERTHEARKED XA EES B TE Prometheus HIEY CloudWatch FHELATER 4> Kafka 3E#R.

BREESXBHIES | FS0 Apache Kafka XEFEMEE 20 T4 5 X, BITEBRWERITECH
Wi, UEBEEEERENKD, BXTEREAXINESZEFER , HSHAmazon MSK R XN,

WEE R T 5

EFmEZNRENEZSEREANEN CPUERARR. RELNSHRIENG , BRiZ
HITHEUBREBCEEANRFEEN. EABEZAMNNER , IUEEFIRRE
reconnect.backoff.ms BEZH, Hln , MREHFEEZFIKE 1 DHEERERE  B]8
Ereconnect.backoff.msH, 10006 XBEERXNEZEL , BSH Apache Kafka 314,

HE B &

BMUERER K TCP ESER (1AM 5 [R)4EH ) 3000

BNMUERN R KX TCP EEH (IAM) =¥ 100 ™
BMUENH K TCP EER ( 3EIAM) MSK X3 3E IAM 5 43 36 1E 58 1T ZE 52 PR %l

BR , BRZ%EE CPU NRFERARSEHMIE
R, BART2ENEEISZSMSREF IR,

EFoED X

Ef 5 X8B3 F|[E— MSK Provisioned S£8 LW FRENRIE , B MEAE AN XEHMZET

B, kafka-reassign-partitions.shi 7T&Z£BE , BINEWELE—Rkafka-reassign-
partitions AR EHIEN S XAERET 20 1N, fil0 , EFRMFREUT REFRB 2 XUB
MREZE , BUUER s XREFH S EETREXREFLEHZERH, BXU{AE MSK T & £
AINREBWEER |, ES R, the section called ‘¥ BEE"BX AN MSK Bl EEFHPBBRRAENE
B, B3 #, the section called “BRRE' X7 XEHP»BETENER , 1S H Apache Kafka 314
Ry REE.

Apache Kafka & F i B9 Bx £ SR %

£ H Apache Kafka 1 Amazon MSK Bt , EWE EE P in M RSBH|URESREMENTRHLIIETEE
B, XIEFIRMT Amazon MSK RESSEBE iR E N E.
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AKX Amazon MSK E#IZRREXKMNER , BSHER MSK EFIFEHNRESE, BXFENREL
LENREXEK , FESRMENREZLLCHNRESE,

F&

- Apache Kafka & /7 i °] Fi 1%
« Apache Kafka & = U M BE

« Kafka & /" im 5 %

Apache Kafka % F i 7] Fi 14

# Apache Kafka ZIHEH D HAXRLEF , BRETHAMN TEP TR ARENEREREMREERE
B, REFRITMANITIASHE (HIOAR, B4, BHEBENMERDR ) MEL, Kafka EFHT
URBHREREYL , it Kafka FFmt S MZELBREBRIRER, N THAR Katka FFmAE A
%, RiINEEXERESRK,

EFEETAY

« BB retries MEREFEERBARMEBHAZFRLAEZAMWES ., N TASHRERAGR |, A
BWEAERBSERERELUNSE. XA Kafka &A%,

« RE delivery.timeout.ms MIEEMNLIEEEIMNREBUWRIFIN 2 BEH 6B LR, XM%<
HEAMHMHLSER, FEREHRESE®ES , MATEBHNEARTRARERRE, WTX
SRERABE  RIMNBUCHERERN 60 WFEES.

« J¥ request.timeout.ms REBAEZREHREZHEMERMNESFHREMNE., HTFRSEE
RZs , RNEBWHEIREN 10 WEES,

« Z& retry.backoff.ms UBEERZEMNER , ABRKEXXNEMNTAMEE MW, N FASHKE
As  BNEUK/NMERER 200 EW,

« %& acks=all UBESIHAMY ; INERSH[IHEE RF=3 M min.isr=2 —3 , AR ISR
WATE D XEBHEIAEA, EENMNMEBELEE , X2 min.isr, B 2,

SHBETAM
s WFHFEMREFH BN HTEEL , YT auto.offset.reset iIREN latest, XEEALUESE
SHBRBEANTT MG MEF AN,

« {£/ enable.auto.commit B1i%& auto.commit.interval.ms., WFAZHERZE , HA]
BYUWHHRNMEEERN S , UBERIARBXE,
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- HHRENHEALEARBFARIARELELL BT EER | HIUMERNEREE KK, XM
HREXSBNAERFER , N\TSBRIEEHRFE,

« iRE isolation.level RIEFHIMMANERMESHEE

RINBIVBABRIABERIZRE read_uncommitted, —EF PSSR L ThEE,

RNBUWEFEADEFMENEA read_uncommitted B,
e ¥ client.rack IRENFERARIEN AR, RIMNBUUREN az id , AR KBREBEREM %K

RERAMIIR, EZ 5 Reduce network traffic costs of your Amazon MSK consumers with rack
awareness.

HEREEN T

« ff session.timeout.ms REN K TFNAEFBHNEINE , SFEEAXABEE, FFX
ZEERZR , RINBVCHEIRESR 60 7,

* R&E heartbeat.interval.ms AAA N FARMOAFDERERNERE. N TASHERGZE ,
BNEWEHEREN 108,

- ENARFPIREXAHT , LMETE SIGTERM LF 8t XHERE , MTR2AKELFER KR

SHBREMNEFA, Kstream BARFAILUN internal.leave.group.on.close ®ENRN true
=8

« ff group.instance.id RENERELPNHEEH. BEBIATRENAE. £5 ID HBHA
(pod ) ID. HANEBNMRLREBELRI , AEERELRBEREEBENTHINESFNEFiR/RS SR
B &R Bk,

« ¥ group.initial.rebalance.delay.ms REHNSFEHHERE —BNWE, XFLEIBEHIE
BEEHMFE.

« i%& partition.assignment.strateqy MAMEAM M D EES. FAVEBI StickyAssignor =
CooperativeStickyAssignor,

Apache Kafka % F st RE

N T HR Kafka BF WS4 , BIEFEXLEREKEK,

Er=E MR

« RE linger.ms LUEHIEFEFSFHINIETAIRS A, B/MERN Kafka RiEITTERERS , BH
CI2ERNEBERNESLEN /0O BE. BRIMNBWERAUTE.
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XNTBEFEAZR (2FEEER ) , &/MERN 5 EY.

NTFRZBEAZR , RNBUKKEREN 25 EV.

BNBUFAEERERFRAGSPHEASE, (SEBELSBEERE, M5 10 FHEER. )
« i%E batch.size MUBHI XX T EHNARIK D, BINBICHFHEE T 64 KB = 128 KB,
s FRARKPIIXKPEIHEE buffer.memory, M FASEERAZS | BINBVRHEIRE SN 64MB,

« %& send.buffer.bytes UZEHIATFEKFTH TCP EHX, BIMNEVCRHEREN -1, UEE
SIERME LETEFENLBRERZEBRRENX,

« %& compression.type RIZFIHRWEF, RMNBWESEERE LZTE~ERNER 124 R
zstd,

HBEE R
« RE fetch.min.bytes BUZHBRMZ/NMREIAND , MDD RBURBMER AR
NFREEAZR , RINBWSE/MEREN 32 F15,

NTARSZBERGR , BNBUKKERERN 128 FT5,

. % & fetch.max.wait.ms LAHAE 7£ 2B fetch.min.bytes 2 BERE PN EFZ KA, W TFAZHEA
R, BNECHEIREN 1000 W,

- RNBICHRENBEZVPSFTIXNME , LESHTHEN® M, EREBRT , I TEELEE
B, BE RO T o XNHE,

« ®E receive.buffer.bytes UEFH A TEKFTH TCP X, HMNBVCHEREN -1, MU
FESERNE LETHRENUTRERZEBLHEHRKX,
B imiE Rz

EEEWEEN Kafka EREFITENAERE, —RUEIZEZLSHATT K , NIFIE Kafka
ERNTAM. KTAMKREEL2SBNARFUIRESERE  NMSBREHRE , SLSBELH
Wi MRASEREGE WA UKAREERE,

BMNEWKBUATERERREESERMER .
- BREVNARFHENHT - RAMERMBETEERE , REFUBRNMRER.
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- ERABRFE , FAARNBRECLRERE AR, £FER P HIUERER P K2 BTN 3
( BEALIKRER ) -

1 SIGTERM Bt , XFAEEN NHITREYKE , LBRT2RERXMARE Katka BF k. BEALKER
BI7E SIGKILL &4 2 BIRYEE AT B[R] Ao

Example =~ A ( Java )

sleepInSeconds(randomNumberBetweenOneAndX);
this.kafkaProducer = new KafkaProducer<>(this.props);

Example =fl B ( Java )

Runtime.getRuntime().addShutdownHook(new Thread(() -> {
sleepInSeconds(randomNumberBetweenOneAndTwentyFive);
kafkaProducer.close(Duration.ofSeconds(5));

1)

- ENRAEFR  FRARNBRELIRXFESINLABRFNEE—REF K, Sl , £/ lambda
B, NEEREERRE K, MARELREZLERFH IR,

o RAMNBIUSEEREY , LREFRE, EXBNREBEAMEZHE |, EZEcreation/close/shift IE& .

Kafka & imia

112 Kaftka &P ipi T44 Kafka £ERREMETRRANBEEXREE, LiLERE Katka EER, 7
RAREREERRER , BAZEFRERN T 7THETAMITASHEHENLSERBEXREE,

BATEWAE A IRAY B BB AR IR AL ISR S 2 LU T & P imds #7o

ERXXFTEN AWS , FEESEHHEANRINEAREE, EFSRFAVBER (MFEES
K& P im N AR B S RA.

EREER

* byte-rate

* record-send-rate

* records-per-request-avg
+ acks-latency-avg

* request-latency-avg
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* request-latency-max
* record-error-rate
* record-retry-rate

e error-rate

@ Note

B HNNERERTEES , ARNXE Kafka L BISAT R E ( FlINM S E RBEBRW
LEFEE ) NP —3B7 |, NSNS EBELRNEBINMEETHEH , TEBLO. record-
send-ratefBIAEFEREBMEHITE R,

HERE R

* records-consumed-rate
* bytes-consumed-rate
« fetch-rate

* records-lag-max

* record-error-rate

« fetch-error-rate

* poll-rate
 rebalance-latency-avg

e commit-rate

® Note
ERMENRIEZNNEFERTLENAH . KEUARAMKHITER.

B AR
» connection-close-rate

» connection-creation-rate

* connection-count
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® Note
REFEEONE/AL PN EFER T BENAR.
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4 2 MSK Serverless ?

® Note

MSK Serverless A T XigiR Mt : ZERZ (BZBEMN ). EEXRIB (HFRLMILE ). =
EEE (HEXMN ), MEX (FE), TABKX (FX), IAMKX (FHnE )., TAMX
(BE)., TA#X (KR ). DA#HX (BR). RltX (EZZ=E ). BNbX ( HiE
TFRE )., BMbX (B/RZ ), BMNtEX ( BRE ) MIRNBX (03 ) X,

MSK Serverless = Amazon MSK By —fhE 8K | gL BEEEENYT BREFH S ERATIE1T Apache
Kafka, EAIUEERTEHIN I XNERNBIREMT REE , HEAURNEZHBIE , MLEE
RAREFAN/IIYT BERF. MSK Serverless RHETHFHENEMERX , ALERFNERERAE
%, MRENNAEFZEETEAZALMAQ T BNRERANEHEE  BEREATRSHEE.

MSK Serverless & Apache Kafka ST % , L& LAEAE M 3R E N in S AR F R E R E

RBIE. ©EERTUTRS :

« AWS PrivateLink 2 FAHGEE

« AWS Identity and Access Management (IAM) , AT A Java F3IE Java iEE#H 1TH G RIEN R
o XA IAM BEZFHNIRE , SR EE S imUH T 1AM 7 RZ S,

« AWS Glue A TREEENREMEK

- AT Apache Flink WL S# RS , ATET Apache Flink B4 E

« AWS Lambda Al FE #4402

(@ Note
MSK Serverless EEX A EEH# 1T IAM 5 R#24], RN Apache Kafka 7 [RI3Z %15 &
(ACLs)e BEXEZEER , {558 the section called “IAM i B #2 &l”,
BHXERAT MSK Serverless RS BREME R , 1§31 the section called “TIRSS 28 =K IR
;.

NTHEBEFREALRSHFER  AFATHRETRSFEFNEENKZER , FSRANATRR,

£}
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+ {8 MSK Serverless £
« MSK Serverless £HHEERE

.« W52 MSK Serverless 58

£ MSK Serverless £

AHEERMEBRERT —NRE], HEBIMEIE MSK Serverless 58 |, QIZ AR ZEFENEF K , A
REAEFHREEHLABRITTANXETFTEARE., ZEIHARRRELECNRTRSSEEEIN AT
BRI, A THEEREL , RIMNEREINENF D HERFRANET, XATERSEN=RTA
FiRBLRSIZERFNM LT, B ALIEERA AWS CLI % Amazon MSK APl, BXEZEL , S
¥ Amazon MSK API Reference 2.0,

£

+ B2 MSK Serverless &

« 7 MSK Serverless £8 LR EFLIE IAM A&
- BIEEFHITEANLAGR MSK Serverless 8
« 8|2 Apache Kafka =&

+ 7£ MSK Serverless 5 4 R 1 {F F Ei 48

« MIBRIES MSK Serverless 8|2 &R

B2 MSK Serverless £

ERHSES  BERTEMES. B, FHARIMREBIZE— MSK Serverless £8., Rig , WEE
XEBNEE, XREBERES BRI EIBTmER L EBENEFIRNIENEE.

EORTRSIRER

1. & FFHEhttps://console.aws.amazon.com/msk/Z R $TF Amazon MSK #&l&., AWS
Management Console

2. EROIBEE,

3. XWTFRIEFGZE , FREUBATRIENEPRES. REGBETAFEEAMARECIRTRS B
308

4. WNTEHEEBEH , WA—NEREEH , 20 msk-serverless-tutorial-cluster,
5. NTEHNEHEEM , BEBRTRSSFIENERLE, NTHRNWENEHREMY , FAMRIAE.
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6. FIBMASEHRETHR, KRIHTHNEMNTAMSERTRENIRINE , AEATEVEER
B ANERETRE. EECRER CNEIRE , NECRS AT ERE A E LSBT,

@ Note

i/ MSK Serverless 8 |, B8R Z U LiE#E A VPCs N EINEF ik, N T HBBEF IR
NMARFERERMIRIE —PNATRAKX |, B4REESND VPC REDEEFNDFM,

7. EEROIEEE.

BEWRERXREHNER

1. EERRENY  EREFEFFIREES. & Amazon MSK TREFCIE 2T , RN —ELT
RERS, BURERESF/LOHEINRATNENRS , REFREER,
2. EHmRFETHFHR. XRENISBSHFEFFER.

. EEEMEDFR,
4. TE‘MERE O T , EFFRANZLEANHREECH], ANBEEEXEERRAUEEF V.
IDs

5. BEBREEFM, XfFITH Amazon VPC #H &, EHRESFMKEH Amazon VPC Y ID, RFI
Amazon VPC ID LAt 3RER,
T—%

A MSK Serverless £ B 6 IAM A€

A MSK Serverless £ FHEBCIE IAM A&

FUST|A , BFHRTHRMES. F—MESREIE IAM policy , AR FHEER LB EBUUR @)X L
FEREBFEOHRNR, E-MEFEEE IAM SE1FIHRKEREXEK, £EENSRS , &
FUBRALBENEFAHRITEN , FRCESFH LABREITHEZEBRIEHE,

BIEAFREETTHEATER IAM policy

1. f#H https://console.aws.amazon.com/iam/ 7 IAM &1 5,

2. ESMERP | EEER,

3. EERMIEXRMEK,

4. & JSON ET+ , ASFRERE D TR JSON H#fRHLLT JSON,

BIE 1AM A& 285


https://console.aws.amazon.com/iam/

Amazon Managed Streaming for Apache Kafka FERARER

HEUT Rl , ERATRAR

« regionfE ABRIERETN AWS X BB,
« Account-IDRYREY AWS K B34,

e msk-serverless-tutorial-cluster/cO7c74ea-5146-4a03-addl1-9baa787a5b14-
s3msk-serverless-tutorial-cluster ARIEHNTRESEEE ID METE M.

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"kafka-cluster:Connect",
"kafka-cluster:DescribeCluster"
1,
"Resource": [
"arn:aws:kafka:region:Account-ID:cluster/msk-serverless-tutorial-
cluster/c07c74ea-5146-4a03-add1-9baa787a5b14-s3"
]
},

{
"Effect": "Allow",

"Action": [
"kafka-cluster:CreateTopic",
"kafka-cluster:WriteData",
"kafka-cluster:DescribeTopic"

1,
"Resource": [
"arn:aws:kafka:region:Account-ID:topic/msk-serverless-tutorial-cluster/*"

BXRNAREZ 2R , 155 Mthe section called “IAM 5 B ¥ 5",
5. EBET—%: H%,
6. EERET—%: T,
7. NFREEH , MA—NMERMER , S0 msk-serverless-tutorial-policy.
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8. IR,

B2 1AM £ & 7 o) E i hnitt R e

1. ESMERD , EEA,

2. ERBNEAG,

3. EELAM T, EBEC2, REER“T—F : B

4., EBZREF K WALBZIAERHECNENRENER. RE , &P RELNNEEE,
5. ‘BET—F : ¥,

6. ERT—F: %,

7. NFABER , MA—NERMEEN , HlW0 msk-serverless-tutorial-role,
8. L“EMBRAE,

T—%

BB E P IwiTEYLLAT R MSK Serverless 8
BIEE P imit EHLLA 5B MSK Serverless 58

FERHTRP  BFRTHENMES. E—WES=2IE— A Apache Katka & i i+ E HLHY I 55
EC2 3£fil, E-TEFREITEN %% Java Ml Apache Kafka T&,

EEFIRITE

1. $TF Amazon EC2 ##l#& , Rt Fhttps://console.aws.amazon.com/ec?/,

2. EEBREBHEH,

3. ABEFPWmITENBMA—NERERH , Hl20 msk-serverless-tutorial-client,

4. NTFILSEHEFE (AMI) KB | RL%EH Amazon Linux 2 AMI ( HVM ) - B#% 5.10 , SSD &
KA,

RE t2.micro SKPIZR B FIEF R,

6. EERAX (BF) T, EF0UEFTZAN. N THAXNEH , B A MSKServerlessKeyPair,
MJa , 1%+ Download Key Pair (T Z4AX). o , BEAIFERAINEHHAR,

7. WNTFRERE , ERRE,
8. EVPCT A MIALRSHEHNELNIER (VPC) W ID. ERET Amazon VPC RFHY
VPC , BAIBEHERTFTH D,

o
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9.

10.

11.

12.
13.

14.

MNFFM , BEFEUESEHERETHE ID BTN,

ERXE (REE )P, EREERXBENLZLA, IRZZLEEATRENZSEHROB N

AR, MHEER, EIXHENAN , B LZLENKATUBERE, BXESZER

2 (Amazon VPC FF X &rE) WL =HMN,

"

BASRFMEERI D , RFIERIEHE ) MSK Serverless EF FHET 62 IAM A€ halE/M

IAM A&,
ERE,

EEMSMERP , EF Instances (3EHl). REEPRREFAEN Amazon EC2 EHIFITHH

BEME, MIEbEFFER , BOHX DO A F A iwITEL.
ERERFEREAEEIEFSHmITEN,

EEZEFmITEN L% E Apache Kafka BEF s TE

1.

ERK Java , BEBFFHRITENLEITUTHS :
sudo yum -y install java-11

EREGEBETMRIEBIBFIEMN Apache Kafka TE |, HFiETUTH T :

wget https://archive.apache.org/dist/kafka/2.8.1/kafka_2.12-2.8.1.tgz

tar -xzf kafka_2.12-2.8.1.tgz

(® Note
R Kafka 7445 , EH#Rbin B RHHMAEFELHNNTNR. it , FETUA T
o

chmod +x kafka_2.12-2.8.1/bin/.sh

#3% kafka_2.12-2.8.1/1ibs B , RABRETU TR TEH Amazon MSK IAM JAR X
., Amazon MSK IAM JAR it & Fimit E4 el A5 R £ 8,

wget https://github.com/aws/aws-msk-iam-auth/releases/download/v2.3.0/aws-msk-iam-
auth-2.3.0-all.jar

BIRE R E
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FRLGS , SRR T EE M FFHMAR Amazon MSK IAM JAR X #,

4. % kafka_2.12-2.8.1/bin B, EFHUTEMHREFFEMMBIF X4+, AXXH
client.properties & HREXH,

security.protocol=SASL_SSL

sasl.mechanism=AWS_MSK_IAM

sasl.jaas.config=software.amazon.msk.auth.iam.IAMLoginModule required;
sasl.client.callback.handler.class=software.amazon.msk.auth.iam.IAMClientCallbackHandler

T—%

82 Apache Kafka £ &

812 Apache Kafka &
EUSHRD  ERFERAENVNENEFRITENELTRSEEF LUEETH,

ES]
- REATOIZ2EBRRIR
- SRFBAMEEARE

REM T RIZEBAVIRE

- BRIBEBZE , FRKRESE AWS MSK IAM JAR X4 T8 2 Kafka Z¥EMW1libs/B P, IR
B ARPITIHIEIE | B Kafka BW1ibs/BZHRETUTH S,

wget https://github.com/aws/aws-msk-iam-auth/releases/download/v2.3.0/aws-msk-iam-
auth-2.3.0-all.jar

It JAR XK MSK THRFIJ|ERN IAM BHRIEFMSFEN.

+ 21T Kafka S8Rt , (RATREEEHRclasspath@E AWS MSK IAM JAR X#., At , HHITAUT
BEz—:
* FCLASSPATHIMEZBIRE N BB LM Kafka F , WA T RBIFT R,

export CLASSPATH=<path-to-your-kafka-installation>/libs/*:<path-to-your-kafka-
installation>/libs/aws-msk-iam-auth-2.3.0-all.jar
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- FAZTEN Java BHMERNGDEIT Kaftka tnSclasspath , ML T RBIFT R,

java -cp "<path-to-your-kafka-installation>/libs/*:<path-to-

your-kafka-installation>/libs/aws-msk-iam-auth-2.3.0-all.jar"
org.apache.kafka.tools.TopicCommand --bootstrap-server $BS --command-config
client.properties --create --topic msk-serverless-tutorial --partitions 6

SIREBHBMHEHE AR

1. ELTexportmwSH , my-endpointBERNERIBERFRIFH bootstrap-server FRFHF, A
B, BEEFIRITEN LM kafka_2.12-2.8.1/bin B FH#i21T export 8o

export BS=my-endpoint

2. BIUATHSUBESE RN msk-serverless-tutorial BWEH

<path-to-your-kafka-installation>/bin/kafka-topics.sh --bootstrap-server $BS
--command-config client.properties --create --topic msk-serverless-tutorial --
partitions 6

T—%
1£ MSK Serverless H 4 B, {# B #4E
1£ MSK Serverless | 4 B 5 A #idE

MBS | SO ST RIS TR 0I 2K T8 A A A #RE

ERMERER
1. BITUTawHUeIRES & EKER.

<path-to-your-kafka-installation>/bin/kafka-console-producer.sh --broker-list $BS
--producer.config client.properties --topic msk-serverless-tutorial

2. WAMENEMESR , AR Entere EERTHIRAAT =R, XA —1TH1 Enter &1,
ZITRERN BIMAHE R RIE TR

3. FEFEFRITENNEZERSEITTIRS , AREFE ORI FEZITENNE -2 HEE,

4 AR A 68 P B dE 290
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4. FREFPRITENHE-NMEE , BIUTHSRREHAERRS. my-endpointBRANECIE
ERERENSISRFHEFTRE,

<path-to-your-kafka-installation>/bin/kafka-console-consumer.sh --bootstrap-
server my-endpoint --consumer.config client.properties --topic msk-serverless-
tutorial --from-beginning

B REI A ERAER A ERRRTREANER.
5. BEERFREOFRAEZHE , AVNEEREREFEAREDF,

MREBEETXEGSIIER classpathR& |, FHEMNEBN E RXPETEN]. I, FHFR AWS
MSK IAM JAR L F1libsB&H, HE , BAUEATEN Java i T MEX B KIZIT Kafka in
“classpath , HIA T RHIFTR,

java -cp "kafka_2.12-2.8.1/1ibs/*:kafka_2.12-2.8.1/1ibs/aws-msk-iam-auth-2.3.0-
all.jar" org.apache.kafka.tools.ConsoleProducer —broker-list $BS —producer.config
client.properties —topic msk-serverless-tutorial

T—%
M ERIEH MSK Serverless |21 &R

I BR 42N MSK Serverless B2 &R

LSBT | LRI BRIE AR P IR FIR.

EMIBRERE

1. fEhttps://console.aws.amazon.com/msk/Zk 3T FF I B i#h MSK $2&| &

2. HEEHEIRD , EBRHUHBECNENES,
3. XFERE , EEMIBREE,

4. BEFERPFHA delete , REEEMER.
EELEEFRITEN

1.  $TF Amazon EC2 ##l& , Wit Fhttps://console.aws.amazon.com/ec2/o
2. 1£ Amazon EC2 EfI5|&kH |, IFERNEAHECNENEF .
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3. BEEXHPRE , RFEFLIEKH,
4. EFELIE,

fHIER 1AM policy F£& &

£/ https://console.aws.amazon.com/iam/ 7 IAM 2 &1 &,
ESmERSD , EEREAE,

ERZEF , WALNETHIECIER 1AM ABHE .

ERAG . REIEERERSEHFEIARER.

ESMERD , EEFERE,

ERZED , WALNETHECN R RBN AR,

ERR , TTHERENE. EXBOMENE L |, EEMHERER,
R BR

© N o o bk~ w0 Db =

MSK Serverless £EHNEER 4

Amazon MSK @A TTRSHEHRENEREER L. ELZEIXERERERHRE, BR , &7
MR BRI T EBRIINEERE. AEEMEERFINEERESTAKE,

BEREM ERIA CIE 1 ATFNHEARE
cleanup.policy Delete =, BXRFEZA

Zat
compression.type Producer =
max.message.bytes 1048588 = 8388608 (8MiB)
message.timestamp. long.max =

difference.max.ms

message.timestamp. CreateTime =
type
retention.bytes 250GiB = FoBR®l ; RER -1 7]

SKI TR IR
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Bl EE 4 ZRIA Al 4miE REFNRKRE
retention.ms 7 days = FToBR&l ; RERN -1 7

SKIL TR IR E

ERERBIXLEFHARFINEEZEEMY , BILER Apache Kafka S8 51T LR, BXxEZEE M
RETCAINRE , S EFH Apache Kafka XRFH 3.2 TBERE B,

(® Note

BT ETE MSK Serverless S E B segment.bytes L&, {ER , Kafka Streams M A2
FrAELZREHH segment.bytes BLEEMNAZBER , X5 MSK Serverless A FHIELE
BEFR. BXAER MSK Serverless Bt & Kafka RVEE , 82 H, ¥ Kafka Streams 5 MSK
Express 2427 MSK RS 25

$F Apache Kafka #5517 L E 5 Amazon MSK Serverless && AR |, HHEMRETK Amazon MSK
Serverless Al TXRMIEERFimit EH LR E Apache Kaftka BEF IR TEZS 2PN SE 1-4. 14, &
DRETHFEE --command-config client.properties SH,

Bl | AT e o A A F 18 hr etention.bytes THEREFE M LLIRE LR ERE

<path-to-your-kafka-client-installation>/bin/kafka-configs.sh —bootstrap-
server <bootstrap_server_string> —command-config client.properties --entity-type topics
--entity-name <topic_name> --alter --add-config retention.bytes=-1

EYRBIF |, <bootstrap server string>ERNEH Amazon MSK Serverless £/ V5| SRS
BARIET R, Wk <topic_name>EBE NN ETE o

--command-config client.properties SR Katka M BITTEFAEYNEBERESEN
Amazon MSK Serverless £&# TEE,

U542 MSK Serverless s &

Amazon MSK 5Tl 5# £ , CloudWatch EHItE AT LAY E, EFEM D MSK LTRSS EEHNTE
¥ro TRATTMAEATAAELRSSZEFHNIER. ATXEEFRRENTEREN D XWEMBIESX
AR, AERMNZCHEAIMER SUMRITRIERTEE , WIREBETRINIE,
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Amazon MSK LA CloudWatch B9 # — X8 SNE O K HPerSecigtr. XEWKE , — 2 HMSUM S

BB LU R R PerSec BN EREE. EREBES — 29N EREEE  EEAUT
CloudWatch ##ZRix= : m1 * 60/PERIOD(ml).

ERIA G4 5 0] A BV B R
=X A DU, B (8] Dimensions iR

BytesInPerSec HEERBEAE KHEW. T SYPNEFEFHEENFTHR, WER

Bzl il NENEBEAA,

BytesOutPerSec EFERARAER SHEHEN. £ SPREIEFFHENFTH. HIER
EMNxB2ziE. & NENEBEAH,

FetchMess EEASEAER KEER £ TESWIRIUHEERRNIE

ageConver B xlizis,. &

sionsPerSec

Estimated EFEASRESER S£BHEM. £ 1% MaxOffsetLag IEFREYAT[EI 41T

MaxTimelag E xRz, HRAHR4A. T8 &

MaxOffsetlLag EEARAER SEHEN. £ FEPAEIXZENZEARBIE
EMNEBzE. R4, T8 K,

MessagesI EEFRBREAE E#HEWN, £ IEBVEANEEH.

nPerSec i il

ProduceMe EERBEAE KHEWN £ IESVERNEERRH,

ssageConv = il

ersionsPerSec

SumOffsetlLag EFERARAERA KEEWN. £ IEPAEIRNRERBLEER.

R4 xElelm.  HHR4A, =&

EHE MSK Serverless fgHr

1. &3 AWS Management Console #3J7F CloudWatch #&l& , Mtk R https:/
console.aws.amazon.com/cloudwatch/,

2. ESMERT , KIERER, RER.
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3. HEHERPER kafka —id,
4. % AWS/Kafka/EB B, THH AWS/Kafka/EBELZ ., FHSEE,. TTUBEFENIERF,
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T & MSK Connect

MSK Connect & Amazon MSK By —IZh8E , ©ibFF & A R A LR R R A FR EH Apache
Kafka 5£8%, MSK Connect i Kafka Connect 2.7.1 5 3.7.x hRA , X2FFFEIEZR , AT Apache
Kafka S SHIEE. BERSINXHRESNBREEREER, B8 MSK Connect , BRI LIHER
7 Kafka Connect fEMN T EENERESE , AT HEER A Amazon S3 fl Amazon Service Z#]
BIEFEHEIMNPREBIE, OpenSearch A LAEEH Debezium EE=HFF AN EESE , ATHE
ERAENBBEERNEME Apache Kafka 8 , RELEEF RN B H BN BIEES, EESLH
Y BLGER AT , BRERNERN TR,

ERAREERFBEMNBRES AZENTE R, SR EREERERERES  FEEPNBRESEE
AERE

MSK Connect XiF{EMIE#Z] Amazon VPC B Apache Kafka SEBFHYE#ERS , TIE R MSK E£&EER
I FEER Apache Kafka &,

MSK Connect 4 B2 E ZBRMZ TR MR MPRE, BHNEEREES , H AT BIEREBFUE
REHENE,

EHBEH MSK Connect , 525 the section called “A 7",

ETHEETLER MSK Connect 8121 AWS &R , 55 Hthe section called “7 f#iE#23"the
section called “BIZBHEXFEH". M. the section called “T f## MSK Connect T/ERRF"

X MSK Connect APl BH{E & , 155 Amazon MSK Connect AP| Reference,

£ Amazon MSK Connect 89 #F4b

Apache Kafka R A TREMA BN BB RNR ZXANTFRREEZ—. EB) Apache Kafka , &
AU BRI BREERFNBEERNARERF,

Kafka Connect &£ Apache Kafka 2 MZ1THRMARFNEEA R . Kafka Connect 1247
—Fh7E Kafka MIATRE 2 BB BB EL S RN, Katka Connect EEEE T B , AINLEKX
E¥IE. Kafka Connect 2t 7 —4HBAK APIIRENTE  ATEE. HEMUEIRE Kafka EEM
ABREZABHHBIENIERESR, BUUFEAXETERBE XY B Kafka Connect B9ZhaE , LUHK
EENRNAREHNFEER,

S8 81718 1E Apache Kafka Connect & 5= 1 f$7F /R Apache Kafka Connect R A2 F1E#H Z|
AWSHY |, ATRESBRIBRE, XERE IFREEMIRENDENARFAIENME, REBRE
Apache Kafka Connect £E I TREEBUAREEEETH,
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N T RFXLERE , BATEWEEA Amazon Managed Streaming for Apache Kafka Connect ( Amazon
MSK Connect ) &8 F R Apache Kafka Connect B AR E# 2| AWS, Amazon MSK Connect {8
1t 7 £/ Kafka Connect £ Apache Kafka EE ARG ( HIUNBIEE, ERESIFMXHERS ) 2E
RBENTE,

AT 21E# % Amazon MSK Connect By — 5 374b -

.« SHBRIZE 8 — Amazon MSK Connect jHER 7 5 Apache Kafka Connect 81V 1&4h. MENYT B
HRBZEHRIE, Amazon MSK Connect 3F4E MR8 H Connect S£EHZ 1TIROR H B 3h# TSN
MRAAFALR , MAAX R T4 5otk B A i,

« BZES Connect f£55 — Amazon MSK Connect A SA BEI 1k E K MMES U D E =, F5
KM ATRER RIGETEE iR B , HlIEB Y Kafka B9 TCP HEZR &I , UK TERF A ZIREER
BRREHREANNES EH T,

« BEKFEMEEYT 48 — Amazon MSK Connect 5N ARFAEB BT BUXEERNEFL
£, Amazon MSK Connect N i EET R, SREREEHT BATHN IEEFHENIARH
B, &aLAfEA Amazon MSK Connect UpdateConnector API #4E7E 1 B| 8 v CPUs Z B EE Y
My BRER v, CPUs LXEFATHHE,

o FABMKIERE — Amazon MSK Connect fEFAFAHE DNS B FABRIEZEFE RS AWS PrivateLink #
BKBRS,

Fr 8468 FH MSK Connect

XRE—1 step-by-stepiE , A6 MSK BN BIREMER KIXF] S3 FREMAEINERERESR,

AWS Management Console

FR

« i%E MSK Connect FTEH &R

- SIEEENEYE

- BIEE PRI E YA Apache Kafka £
- BIEERSR

« @ MSK 8 REHIE

% & MSK Connect FrER AR

EURSRSD  BFQBLATZRAENUTHIR
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« — Amazon S3 7N , AEMIEZSFERBIER B AV,

« — M MSK &5 | SRRAERERE, RE , EESFHFNLEREIEEFFERET B S3 74
o

« —/N 1AM policy , @2 E A B#r S3 FEMEHY 1AM policyo
« —NIAM B8 , AVFEESEABR S3 EEl. £FFEMEN IAM RERMEILLAE,
« — Amazon VPC i & , AILUNEIEMN EE LB FEREESH Amazon VPC X% ZE| Amazon S3,

B S3 FE

1. &3 AWS Management Console 337 Amazon S3 ###l& () https://console.aws.amazon.com/
s3/o

EFE IR .

NTFFHBER , MA—NMERMERR , 10 amzn-s3-demo-bucket-mkc-tutorial,
[ TR HIEFREFERE,

ER@ERESIRD , EREFCIENE®B,

E 1% Create folder ( BIEXHR ) o

WA tutorial EAXHRNEN , A0 TR HIEFCNEIHX,

N o o bk~ w0 b

BIREEE

1. ZEhttps://console.aws.amazon.com/msk/ZR T FF Amazon MSK ###l& ? region=us-east-1#/
home/,

EEMBHEE MSK £8T |, B EH,

TR IEEE,

EORAZET , EEREBEENAE,

NFEHEH , FHMA mkc-tutorial-cluster,

FEEBELAD | EROEE.

EET—%,

EMET |, &EHE‘Amazon VPC", REEFBECANTAXMFM, 12ELZEFH Amazon VPC
MFAN , AN SN ERHENTESB2FEEi]. IDs

9. EET—%,

10. EIFEEHIAET , BROUERRE S HRUENFE,

© N o o ~ w0 Db
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1. EWNET , BROCEFEH

12. #E&MTES  RARERCEESH, XSNESISEZEFHN FHAGEE NH, £ ZRHENENA
ME2AT , KERZLA D, i2F%ZID, ANERERLENGEBIEFEE.

BIBZENE AR S3 FEAH 1AM policy

1. M https://console.aws.amazon.com/iam/ ITF |IAM 2 H| &,

ESMERP | EER,

iz gilFep ]

ERMERIESRT , L JSON , RRR¥wIERRE O PRI JSON BN LT JSON,

s

HELLT Rl | & <amzn-s3-demo-bucket-my-tutorial >&#NIEH S3 FHEEHIE o

"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowListBucket",
"Effect": "Allow",
"Action": [
"s3:ListBucket",
"s3:GetBucketLocation"
1,

"Resource": "arn:aws:s3:::<amzn-s3-demo-bucket-my-tutorial>"

"Sid": "AllowObjectActions",
"Effect": "Allow",
"Action": [
"s3:PutObject",
"s3:GetObject",
"s3:DeleteObject",
"s3:AbortMultipartUpload",
"s3:ListMultipartUploadParts",
"s3:ListBucketMultipartUploads"
1,

"Resource": "arn:aws:s3:::<amzn-s3-demo-bucket-my-tutorial>/*"
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BEXWMABEARE RN , 55 #the section called “IAM 1/ [ 2",

5. &EET—%,

6. EEFMOUIBREYF , FHITUTERE:

a. XNTERBEN, MA—NERMEEH | fllinkc-tutorial-policy,

b. HFUFEBPENWNES K BEN/REEREFELHRE.

c. (k) RNTHENRD, ALARERFR , HiEEFE Add new tag ABEXNERNRNNIFE, 5
W, FRANNREYEREFINRZL, Environment Test

BXEARENEZER |, 525 IAM AFEEHRIAWS Identity and Access Management
TR E.

7. EHRGIEXMK,

BIZALLEA B FHEN IAM A6

1. ZEIAMZHANSMERL  ERAC  RARLERUEAG,
2. GERBEIZFEENZMFAREL , ERITUTRE

a. XTF Trusted entity type ( AIESR4RRE! ) | % AWS RS
b. XtTFRSHAA , EEF S3,
c. T “ABI" T, & S3.
3. &EET—%,
4. 7 Add permissions ( RIIAER ) WHE L |, BERITATEE -
a. ENREMTHWERESD , HABZINETHECNEN KB B, B30 mke-tutorial-
policy, fAfE , EHRMEHRLMN SIEHE.

b. (Wit ) RENRLFR, XR—FESREFE , TRATHRSAE , EATHTRSAXAR, &
KREMRLAWES , HEH IAM AFERPHNEIZS SN NER (2H5 ) .

5. ﬁ?¥-|:_$o
6. 7 Name, review, and create ( ti 5. EEMAE ) TED , FHRITUTRE

a. NWTFABEMN , WA—NMERMEZF , fliimkc-tutorial-role,
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/A Important
WAAEN , FEEUATER

- ABREMELENPLARE—N AWS Ik~ , BEFEER K NEMEF/HE—,

fitn | REFE A2 A ) PRODROLE 7 prodrole HVA®, HAGEMIEREH
ERHEEN ARN N —Ho8 , ARERXTANE  BERYB/EENEEFE
REESERE (S, EE2FRYE )  AREHTRIRIE,

- tIEARRE , ELTEFEZACGHNENR , ANEMXETRLK5IRZAR.

b. (W& )XNTHR , mAABHRHER.

c. (Wi%)ERBLACHAGNNR, BESR 1 ERAEEARISR 2 . FINNRBS , &
B,

d. (A& ) N THBRA, ALHERAER | FiEE Add new tag ABEX X RMIFL, 5l
m, EFRAMNEBEXNNENARRFMEL, ProductManager John

BXEARINEZER , 555 IAM AF R BAWS Identity and Access Management
BERZ,
7. REZAE K RARERMNEAG,

o MSK Connect ® A ZAE

1. HEIAMEZFHENENERS , BEHREET , ERAE,
¥ 3 mkc-tutorial-role HFHEEH,
EABHNREET , EREEXRETF,
ERREEERR.

HREEEREERNLT JSON,

o &~ 0D

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "kafkaconnect.amazonaws.com"

}I
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"Action": "sts:AssumeRole"
}
]
}

6. EREMEERE,

BIEMERR VPC E| Amazon S3 B9 Amazon VPC i 5

1. FTFALTF https://console.aws.amazon.com/vpc/ B Amazon VPC #2#1&,
EEMBEERSD , EFKR.

EFR AR R

ERSEBMT |, % com.amazonaws.us-east-1.s3 FRF MM <R,
ERERN VPC , AR SRR FMXBRNBHREMNEIEE,

b2 el =S P

o g A~ W b

T—%
IR B T NIE A
212 B & iaH

BHESESCEEREENRE, EIRD , EFE—NEE Lenses Amazon S3 EINRIERESR
KRB EEEN, ERENZERD , 802 MSK E#Z:Rn , Bl EARBLTIIHAENEH
B, BALERAR—EHEREIES NN EFTEEERN MSK E#:5,

Bl B E At

1. T S3 &R,

2. R ZIP Xt EEREBRBEE S3 7. BRI E£EE Amazon S3WEER , BSH
(Amazon S3 AIF#EE) W ELENR.

£ https://console.aws.amazon.com/msk/ TF Amazon MSK & &,
EEMBE K HRIF MSK Connect , REER B ELEH.

EFROE B E EM.

BER B S3,

EEdERIIRSD , RIELE 2P XHNERR  ARERZEER.

N o o ~ w
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8. HEFEBHXRIIKRD , &R ZIP XHENNEEZEE , AEERITEERVIRE,
9. #WA mkc-tutorial-plugin fENBENEHEN , REEFLREBELEH,

ARERE AWS JI#F sEE R B E X EAAI e, eIBERTME , BLENKRE O INEPAYEIE +
BIUATHEE,

Custom plugin mkc-tutorial-plugin was successfully created
The custom plugin was created. You can now create a connector using this custom plugin.

T—s%

BIEE P imit E YL F Apache Kafka &

BB E P iwiTEHLH Apache Kafka £

FEL S B | BEBE Amazon EC2 SEHILL B E Apache Katka BF L6, ARG , BRI LAFER LK
BIEER LOIBEE,

BIREFIRITE

1. ITHL S EC2 #1#l& , Mtk Ahttps://console.aws.amazon.com/ec2/o

2. %% Launch instances.
3. WMAFFIRITENNAN , 120 mkec-tutorial-client,
4

Xt F IS HLEEME ( AMI ) 2B | $44&3%H Amazon Linux 2 AMI ( HVM ) — B1#% 5.10 , SSD %
;éﬂo

%R t2.xlarge SEHIFER,

6. HEHAXN (BF) T, ZRUEFRAN, NBAXN BB A mkc-tutorial-key-pair , A
ERTEREBAN, I, BEAERAREEHAX,

7. EEEHRH,

8. LEEREEREXN. RF , BX2EH  EREFNRFXRENZEE, EHHARFREEN D,
LU ERER.

o

SVFET BRI A B P i 0 SR B R A B

1. 3T TF https://console.aws.amazon.com/vpc/ B Amazon VPC #2414,
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2. EE&J@%E’J&%’&T ERZeE, EL2H IDYAF , RAEFNZ LA, BTE the section
called “i% & MSK Connect FIEERN AR Rl BEFHNRET ZLZLEN ID, B EFIZEZELAT
ENMERERERZEZSAH, BREEEMNEFEEMLZSA,

ERBHT X8 , EBEAEANIETF,
LRI E AN o
ERBNETSH , EFERMAN,

EFAN P |, EFEXRBIPHABERE. TRIEMHZERF , AT RITENNEZE4A D,
XREEEFEFRITEIEREFNRZE4A ID,

7. EEEREAN. EH MSK SRIEREIRALEL—EFPUENESRNTERE.

o g &~ w

EORIE , FHITUTERE

1. fIFLS# EC2 #F|& , Wik https://console.aws.amazon.com/ec2/,
FERBIZR A LSRR mke-tutorial-client,

ERSTERMOE | &R | RER U FAEREEISNH),
BEEITUATHRSERF RIS LR Java :

> w0 b

sudo yum install java-1.8.0

5 BT TS TE Apache Kafka.

wget https://archive.apache.org/dist/kafka/2.2.1/kafka_2.12-2.2.1.tgz

(® Note
NMREFECEAUDTHEANRRU[LZANREGIER , WA Apache M ¥h EikFH
SRR YA Ko

6. ELE—FZHF TAR XHTHINEFZRHEITUATH T

tar -xzf kafka_2.12-2.2.1.tgz

7. %% kafka_2.12-2.2.1 B %,

8. 1Ehttps://console.aws.amazon.com/msk/ZRITFF Amazon MSK ## & ? region=us-east-1#/
home/,

BIBE Finit EHA Apache Kafka & 304
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9. EAEMERP , EREH  ABFEEFEBEM mkc-tutorial-cluster,

10. EREEEFHER.

1. EFIAXEEFFS,

12. EETRK.

13. EEFiH%EH] (nkc-tutorial-client) EETUT @S , H4) bootstrapServerString
BN REEEEBNRENE,

<path-to-your-kafka-installation>/bin/kafka-topics.sh --create --bootstrap-
server bootstrapServerString --replication-factor 2 --partitions 1 --topic mkc-
tutorial-topic

MRHERI , BFEBLLTEE : Created topic mkc-tutorial-topic.

T—%

B EEER

Bl E SR

I BNE T WEER AWS Management Console | 5% 1£25,
B IE RS

1. B FHEnhttps://console.aws.amazon.com/msk/ZRF] FF Amazon MSK &4 ? AWS
Management Console region=us-east-1#/home/,

EAEMBEET , BFF MSK Connect , AE%EFIEEES.

i%#& Create connector (B12E#28).

EEHEHIRF | %F mkc-tutorial-plugin ,, REEET—F,
NFIEEREBM , BWA mkc-tutorial-connector,
EERYIRF |, %$F mke-tutorial-cluster,

SHUTEE , ANEEEIEEREEFERTP.

N o g &~ w0 Db

BANXEER N AREESS AWS Xig FTENEN KRB, i, BEUTRAEF |, F Amazon S3
E#EE B #<amzn-s3-demo-bucket-my-tutorial >&#: Amazon S3 F##EE .

connector.class=io.confluent.connect.s3.53SinkConnector
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s3.region=us-east-1
format.class=io.confluent.connect.s3.format.json.JsonFormat

flush.size=1

schema.compatibility=NONE

tasks.max=2

topics=mkc-tutorial-topic
partitioner.class=io.confluent.connect.storage.partitioner.DefaultPartitioner
storage.class=io.confluent.connect.s3.storage.S3Storage
s3.bucket.name=<amzn-s3-demo-bucket-my-tutorial>

topics.dir=tutorial

8. TEIHBEIMNERET , i%# mkc-tutorial-role,

9. EBT—%, £ZeHMEHL K BRXEET -5,
10 EH/U\J\EJ: Jij:*-l_

1. EEEHCET |, EF 0 EBIERERS,

T—%

] MSK S8 % 13
6] MSK SR8 R IA R IR

A SETRP |, LRFBIERIER 2 A RIER Apache Katka £& , RGEBHF S3 FREBHERMERNEK
=

[ MSK S8 2 & B iE

1. EEFPWEH LK Apache Katka &% bin X#XkH | BIB—/1HEH client.properties BIX
AKX ZXHBEUATRE,

security.protocol=SASL_SSL
sasl.mechanism=AWS_MSK_TIAM

2. BITUTHTUBIEERFASEREE. NBootstrapBrokerString&# N BT L —&M IR
1§EI\J{EO

<path-to-your-kafka-installation>/bin/kafka-console-producer.sh --broker-
list BootstrapBrokerString --producer.config client.properties --topic mkc-
tutorial-topic
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3. MAFEMNEMEER , REIE Enter, EERMTUHIBEARB=X. BIXAA—1THIZ Enter B,
ZITRER R E R RIEFBE Apache Kafka E5f,

4. EEFBH Amazon S3 F#R , ERBEL—THEENHEE,

T RETEBEES

EEERR R NBERR T RBIES HIF B Apache Kafka 58 , B RFLBEMNEFEH K
BEWES , NTFAIRER Amazon RS 5 Apache Kafka B HER ., EZEBETURMITRER
B, fINEREREAED BRI RTRR, BABRIHERIL. FREESABERREIRESE
X ERIEEERERH D  MBWREZERVMESFPRIEE | X EREEEIIBERERESR
o

TERERTEERNEY, TEEFRSTEESFEBEMN Java ELH (JVM ) #HiE, BNTFEEFH
SUE-AES  FEESFSEATEEFSTHITEFNRENTHE, ESTEHRS |, Bt LR
B3, FLEREHMES , URHEM BT ENRIEEE.

Connector Architecture

— —
Connector Application |
L ‘ Task 2 ‘ ‘ Task 3 ‘
Task 4
Worker 1 Worker 2 Worker 3
THREESRE

EEBNEABIRT ZEERAAN THERBEBURENTEA R MSK Connect £ T2
(MCUs), &4 MCU £ 1 4> vCPU MItHE &M 4GB AT, MCU A EETERFEANERNF
BX , MAREEFEANERNT,

T RRIERRER 307
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MSK Connect T#EREFEAZFIRENFRFHN IP #hit, BN IEEFHEAZTFREN FRPHN—
NP sk, BRI EIRIEIRMLS CreateConnector ERMFMPEZBHATAN IP it kEZ2EREEE
RE  AHEEHIBPUEESEN , TEAGRKETESKD,

BOBEES  LTERUATHHTEEN 2 —

- EFE - IRBHEEZBNEEER , FEFUERN., BEERME
- THERFHE.
« MCUs 8MNIHEARHAL

- BEIY B - MREEFNTEERZTHEE , IBLSETHNEEESINTEER | BEFIE
No HERFEABIRBERXR , Amazon MSK Connect & 585 i=1TH TES[HENESN
THEEENBERLFINERBZEESRINtasks .maxEE. MCUs

EE=4E :

- BINBRARIEREFRE.

- CPUFARNEOBRE s LB BB L , ZESHEH Cpultilization BARHEE, H
EESEM Cpultilization EEfREEE @Y BB 2 LEAY , MSK Connect £18 INiEEIEFHIZ1THY
THEFBE. 3 Cpultilization BMETFHE @A R B 2 LAY , MSK Connect 2@ 4 TEFE
FHE, TEEFNBENREARBEUBREESNEENR N IRZAKEZE,

« MCUs M ITHEARB A

EXIEREFENEZEER |, 1§35 Hthe section called “ T fi# MSK Connect T/Ef2F", BT #H X MSK
Connect 1IEFrM{E R |, 3 fthe section called “¥512",

Bl EEER

I ENE T tEER AWS Management Console | B5E 1225,

{55 F 81 22 E #8288 AWS Management Console

1. 7E https://console.aws.amazon.com/msk/ ¥TFF Amazon MSK 1Z#l &,

2. HEEMBEHEH MSK Connect T , %&FiEEES,

3. 1%$® Create connector (BI2IEEES).

4. BULERERNENEE GG ROIEERSS , SN IEFNEEENH, BXAENEH
PR Al 2iX L iFm 4 E S |, B2 Hthe section called “BIE B EEH . EHEEF , RIEE

B-NMEfFANBENAE G, EEEEHIIRS  REFEANES , BPEEMNNEEE , R
)—éﬁj:%-lt_ﬁo
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5.
6.
7.

10.

11.
12.

13.

MABMMER (FiE) o
ERERREEINER.

EEEESREE, REEEENRESHEUATENENIERESZEE, BR , BorSHEMBE
EERERANSE , HlI connector.class # tasks.max ., LT & Confluent Amazon S3
Sink Connector K& Rl o

connector.class=io.confluent.connect.s3.53SinkConnector
tasks.max=2

topics=my-example-topic

s3.region=us-east-1

s3.bucket.name=amzn-s3-demo-bucket

flush.size=1
storage.class=io.confluent.connect.s3.storage.S3Storage
format.class=io.confluent.connect.s3.format.json.JsonFormat
partitioner.class=io.confluent.connect.storage.partitioner.DefaultPartitioner
key.converter=org.apache.kafka.connect.storage.StringConverter
value.converter=org.apache.kafka.connect.storage.StringConverter
schema.compatibility=NONE

ETX 6 BESNEESRTE, BUUERMREESXZEIEE  CMENBT B, EXXEBEN
EMWEE. |, 55 #the section called “ T fREZBEAE",

ERBRAIEEFEERXBEN THEFEE. AXCEZEENITAEFEENEER , 5 Hthe
section called “ 7T f## MSK Connect T/E:2F”,

BETX , EERSHITAR., XAME MSK Connect AT AIBER IAM A ] | ZAGEEREER
FiHRIHE AWS BIRFIENFIENIR, XENREURTEZIZNEE, EXUASELACHNE
B , {52 Fthe section called “ T RZHMITAR",

EET—F , E8X2EE  RARBRERT %,

BEMEMNBEERICRKED  REERT—F., BXHIRIEEMWEER , 55 Hthe section called “H
HFIDFE

1%£$% Create connector (BIZRE#EES),

EEH MSK Connect AP| BIZ2i%E#388 , 152 % CreateConnector,

R

/Ch

AT LA UpdateConnector APl EEEBNEE, EXREZEER , BSH the section called

EIEEE'.

BIEEERR 309


https://www.confluent.io/hub/confluentinc/kafka-connect-s3
https://www.confluent.io/hub/confluentinc/kafka-connect-s3
https://docs.aws.amazon.com/MSKC/latest/mskc/API_CreateConnector.html

Amazon Managed Streaming for Apache Kafka FERARER

EATERERS

WA B ERAEFHINAE MSK Connect E#EZEMWEE. AWS Management Console

55 Fl EFTIEEESELE AWS Management Console

1. £ https://console.aws.amazon.com/msk/ $TFF Amazon MSK 12#l&,
2. TEEMBEEM MSK Connect T , IEREZST,

3. EEINBWERES.

4, ERREEESREE
5

BENEESBEE, BT Econnector. classfEAB#TE S UpdateConnector, AT REIETRT
Confluent Amazon S3 Sink E#Z25H RHIEE

connector.class=io.confluent.connect.s3.53SinkConnector
tasks.max=2

topics=my-example-topic

s3.region=us-east-1

s3.bucket.name=amzn-s3-demo-bucket

flush.size=1
storage.class=io.confluent.connect.s3.storage.S3Storage
format.class=io.confluent.connect.s3.format.json.JsonFormat
partitioner.class=io.confluent.connect.storage.partitioner.DefaultPartitioner
key.converter=org.apache.kafka.connect.storage.StringConverter
value.converter=org.apache.kafka.connect.storage.StringConverter
schema.compatibility=NONE

6. EERER.
7. G, BAILEEESRN RE AT P EREN SRS,

E A MSK Connect AP| EFTEZEEMELE , 12 HUpdateConnector,
i RRIE

LT RESEALIESES Amazon MSK Connect BIEZMBE,

EZ15 Amazon VPC IPs 3t Z HiE D, Transit Gateway E&

MREFEAERTAHE Amazon MSK Connect B Amazon VPC X & #D Transit Gateway , B EfF
E#EERELE N5 E CIDR SEE RN ZE VPC &R IPs :
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+ “10.99.0.0/16”
+ “192.168.0.0/16”
« “172.21.0.0/16”

B2 B E il

BUHR—7 AWS BR , AP I UEEREENRB, ZAUE AR XK (HETE—1NEZA
JAR X ZIP XXt ) L45E) S3 FfiE , HEAIBRBHNEEEMBNNLE, IBEERN , 2
EESEE MSK Connect A T iXiEESRNEMG. HH5EZEBNXRR one-to-many : A LUMME—
MNMEHoIE— S MERES.

BXRUMAITREER[NBRES , HZ5H Apache Kafka X R IEEERTT RIS,

82 B E X iEH AWS Management Console

£ https://console.aws.amazon.com/msk/ ¥TF Amazon MSK #&l &,
FEAEMBE#H MSK Connect T , %% B E id#.

EROE B E SUEM

R S3.

£ S3 FRWEIIRP , ERTERHEN JAR B ZIP X417,
EXNRIEKD | EFFEHN JAR R ZIP THEMHNEIRE , REIRBEE,
EROE B E a1

N o o bk~ D=

E & A MSK Connect API 8122 B E X , 55 #CreateCustomPlugin,

T f# MSK Connect T/EREF

THEREFRIZITIERESRZBEN Java Bl (JVM ) 3B, BN IEEFHFRUE—AFS , XEES
EHTEEPSITHNTEFREN T, F5TF@RES , BLANENED. FLEHEHRED , A
REBMEAT BROBEEE. IRIFEFSEIRNI THEEFRENTL , TRRATY REH
RRENHEMH. ee#TmiE , AEMFERRIERFEESNES. Connect THEREFER
Apache Kafka #Y {8 F 8540 Sk 1 8 M E 37 1,

MREEBWEZBBEERTCARESELELT , WBTBALE MSK Connect IRIBEEELEEN TR L
ReBi BIEREFKE, 8iF  SUUEEEZTEESSENBY TEEFHE, EXEZER

&2 the section called “ 7 fRiEEZB BT E",
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MSK Connect T/ERERFEA IP ik

MSK Connect T#ERREFEAZFIREN FRFH IP #hit, BN IEEFHEAZFREN FRPHN—
NP ik, BRERIERML CreateConnector ERMFRPEZBWTA IP it LUK EEIEER
E K AEREBYEBuEESN BN IT/EEFBETRESKS,

HKINTEERFEE
MSK Connect 2T BRIATERFEE :

key.converter=org.apache.kafka.connect.storage.StringConverter
value.converter=org.apache.kafka.connect.storage.StringConverter

XENIFEEFRERM

MSK Connect 2 EBVIAN TERFEE, SEAUERAEA T EESNEENIEEFESE, LT
HIRAEHKX Amazon MSK Connect XERAZENIEEFREERBENER.

« 2% key.converter # value.converter BN HE,
« MSK Connect X#FELF producer. BLEE 14,

producer.acks
producer.batch.size
producer.buffer.memory
producer.compression.type
producer.enable.idempotence
producer.key.serializer
producer.linger.ms
producer.max.request.size
producer.metadata.max.age.ms
producer.metadata.max.idle.ms
producer.partitioner.class
producer.reconnect.backoff.max.ms
producer.reconnect.backoff.ms
producer.request.timeout.ms
producer.retry.backoff.ms
producer.value.serializer

« MSK Connect Z#FLLF consumer. B&EE 4.

consumer.allow.auto.create.topics
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consumer.
consumer.
consumer.
consumer
consumer
consumer.
consumer.
consumer.
consumer.
consumer.
consumer.
consumer.
consumer.
consumer.
consumer.
consumer.
consumer.
consumer.

s XEFFEEMTLL producer. = consumer. BIERFANEERE M , BUATE MR,

access.co
admin.
admin.lis
client.
connect.
inter.wor
internal.
listeners
metrics.
metrics.c
rest.
sasl.
security.
socket.
ssl.
topic.tra
worker.
bootstrap
config.st
connectio
connector
group.id
listeners

auto.offset.reset
check.crcs
fetch.max.bytes

.fetch.max.wait.ms
.fetch.min.bytes

heartbeat.interval.ms
key.deserializer
max.partition.fetch.bytes
max.poll.interval.ms
max.poll.records
metadata.max.age.ms
partition.assignment.strategy
reconnect.backoff.max.ms
reconnect.backoff.ms
request.timeout.ms
retry.backoff.ms
session.timeout.ms
value.deserializer

ntrol.

teners.https.

ker.

.https.

ontext.

cking.

.servers
orage.topic

ns.max.idle.ms
.client.config.override.policy
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metric.reporters

plugin.path

receive.buffer.bytes
response.http.headers.config
scheduled.rebalance.max.delay.ms
send.buffer.bytes
status.storage.topic

BXIEFEERMRERTNESZEE |, {55 Apache Kafka X# A Y Kafka Connect
Configs,

SIEBENTHEERFEE

W NE T tEER AWS Management Consolet| 2 B E X THERFEE.

FAEBENTEREFERE AWS Management Console

1. ¥ https://console.aws.amazon.com/msk/ TF Amazon MSK &l &
2. TEEMBEEH MSK Connect T , B I EEFEE.

3. “FCEIEREE.

4. BABHMAEER  RAEHRNEMENENEERENE.

5. ERMEIEFEE.

ZE A MSK Connect API BIZ THREFEE , 3 #CreateWorkerConfiguration,

£/ offset.storage.topic BB RIEERRE

ATRHENEEIEDEERARBEFRIEEEREESRZRE. MBI EER Kafka Connect Ak
FREZESNESEERBINABESR,

EEEM
EERREEBRBN , BEBRUAT LR,

- ZEERBEHETZE  FRMTEESFEBENTIERFEESD of fset.storage. topic W{EH
THEM#MN Katka TEE Mo

- FREERERENEEETS, IRREESNEETNEATERBER , IEXEEETELS
BEEBHUNZEATINTA. RINBESEZRENIRLEREES
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- BENBRIAD XE - BRT @I/ of fset.storage.topic REENIHREFEES , BIETTLL
NEBIARSERETETEEL I EXHE, ABEBHRIAD XN,

- config.storage.topic : 1, FAIEE , ¥R EHSXEH

- offset.storage.topic : 25, A[@I M of fset.storage.partitions HITELE
- status.storage.topic: 5, AT EM status.storage.partitions #HITEE

« FIMBERER - Amazon MSK Connect £ BX B BiE R IT M G AHY Kafka EEAFER (£
BAMEL __amazon_msk_connect 73k ) . MiMEIEHBREESZVIEEET2B3HIER , EH
WNEBED ( Hla of fset.storage.topic ) JAEEEBCRAESFH, BR , B LLFIHMIER
MSK Connect 8| RERNAITED, NIPEBILB _ amazon_msk_connect_<offsets|
status|configs>_connector_name_connector_id X &&.

IENFE _ amazon_msk_connect_<offsets|status|
configs>_connector_name_connector_id WA TFMBRAZBERE, EF NMIBREEZTHIERE
BRUFEEFEANRNIBES,

« X MSK Connect Q|2 NBEBRFEAEREN - IREESFARBEEITREE LR
MEESENRR , WXTAFTEESEES HEESHRNER. JUFERAIEEFRERIER
B offset.storage.topic B , MEFMHEN B D E S of fset.storage.topic,
HETRMNEZSECRAESHER., EEEESFEERERT KEE, MSK Connect FATFR
BEHEESIHRZE config.storage. topic M status.storage.topic. &XTE MSKC
FRIEFTEZBNTFRVUNEXIEETH, BI12RE __amazon_msk_connect_<status|
configs>_connector_name_connector_id #%\NBzITE , Rt E R BN TRIERESRIFLE
ZiENER

ERARANRBEFHEER

FRIANER T , Amazon MSK Connect &7 Kafka 58 L W R BN B MNEESE

BR— NN REFEER, MSK A2 %R ARN WERIAETBEE M. Hlm
__amazon_msk_connect_offsets_my-mskc-connector_12345678-09e7-4abc-8be8-
c657f7e4ff32-2,

£ F B E X w17 £

ERFREEScARRREESEY  SULUEABCEENRERBFEREIERRERINTE. BEERBF
fE E B A BB B TR BREER CRKNES |, REERTNE-NERBNRE —MRBIRE R
HY,
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EEERBEREIE , BEUREESRS I EIHERFEEF N offset.storage. topic BiHERMA
—ME, MREEEFARBEHEEIBRERCAENEZESNFRR , AR ANEERIEESIHE
ESRMEENEN. NRECIZEENRBFREER , WXAAEEFEEPN cleanup.policy BREN
compact,

(® Note

MREEQBIBZNB[DEESRNEETRBE#HETE , BEZEBHAFERE , W MSK Connect &
BB ZEE, BR , ZEBTLATEMEESRRE ,

MmefEMA Kafka EABAMICKERZWREESRFRE. SN BERSEEESH2UR—
AN connect-{CONNECTOR_NAME} W, REFARAFTE , CLENENEEMEE
CONNECTOR_NAME {ERYEL W SR E RN LRI RB AL,

Example : EERBE#EETBUCEAENMENEEEHLIBFRIERES

RIREBE —NENIERHIR (CDC ) E#E |, AHLBETEKX CDC RANMLENER MESUERESR
BB, BT EEMNENERRLE  BWUNBREESRHERAMARNEMOIEMERESR. EEIFNE
1357 CDC AP MALLTF AR , BN ETHFEFEEFEE AEESNRBFHEEE, UTIR
BRI TE RS

1. BEZENEBEFRUTENL , STUTHITUEREERFRRFHEEIENEN. F
<bootstrapBrokerString> B AEENS|ISREFZHE, BXRIGISREFRHAENLR
B8 , S MIREL Amazon MSK 8 # 5| SR E,

<path-to-your-kafka-installation>/bin/kafka-topics.sh --list --bootstrap-
server <bootstrapBrokerString>

DTREERTMEERHIBNIIR K SEMERIANASEZSREEIE, EHRAH | 0

& CDC #E#=REAH MSK Connect BIEZHNIIANRREFR T, IHRRREFHEIEEN
__amazon_msk_connect_offsets_my-mskc-connector_12345678-09e7-4abc-8be8-
c657f7e4ff32-2 WERA,

__consumer_offsets

__amazon_msk_canary
__amazon_msk_connect_configs_my-mskc-connector_12345678-09e7-4abc-8be8-
c657f7e4ff32-2
__amazon_msk_connect_offsets_my-mskc-connector_12345678-09e7-4abc-8be8-
c657f7e4ff32-2
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__amazon_msk_connect_status_my-mskc-connector_12345678-09e7-4abc-8be8-
c657f7e4ff32-2
my-msk-topic-1
my-msk-topic-2

2. fE https://console.aws.amazon.com/msk/ 3T 7 Amazon MSK &%l &

3. MEERIIRPEARENEER. EFHARFEEREEFRIAST , LMEETUNERTERH
5 B R EIERIERERSR.

4. EMFREREDS  BEERRR. REEXARAFZRTHAEERBN , UBEIAR R,
5. ERAESEHSNECREENTIHEFEE, XA  FSHUEEENTHFEFRE

EIEFEEY , XNFIRZINFREFEIENENEEANRLUTUTEEH
offset.storage.topic BB,

config.providers.secretManager.param.aws.region=eu-west-3
key.converter=<org.apache.kafka.connect.storage.StringConverter>
value.converter=<org.apache.kafka.connect.storage.StringConverter>
config.providers.secretManager.class=com.github. jcustenborder.kafka.config.aws.SecretsManac
config.providers=secretManager

offset.storage.topic=__amazon_msk_connect_offsets_my-mskc-
connector_12345678-09e7-4abc-8be8-c657f7e4ff32-2

A Important
MAFEZSFREESBEZSFAR B,

EREL-—SHRENTHEFEECIEINEESR. AR , FSHLEEES,

HiE  EAREREERFHRBESNL

RGBSR R T a0 A AR Bl B IR F2 F ¥ Amazon MSK Connect BYBURME B AN ERL, BB IREREF
AFEEEESRIEEFRETEETEMTIRAN , EEESPETHN IEREFLEEITHNRE

RATIXETE, XEAURLEEENMEMZANBAXERER. ROIPHEERMERZIEMN S AWS
ecrets Manager, Amazon S3 Hl Systems Manager (SSM) K REESH., ELH 2+ , BALUEE

NAANERENBRSREBREENERNKRE,
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EREW

¥ MSK ft B2 M2 F 5 Amazon MSK Connect Bt & AR , FZEUTEIN :

- [@ IAM BREHIT A &0 Bl 6 B B 1R 112 = B 1Y 3E Y AUBR

- EIEEFREFENRERUEFREEEESEEPHEIN,

- MEBRURFHREEEEXIRE , WXLETELHNEEESEBEFR. Kafka Connect I KRE
YHEBENLESXSEAEMAXEER. ETHRESES , TSR LEZSEEEPHIM
%,

« RIAMBERT , HEZB[EHEBRERZSFE , MSK Connect A2 FEH B ZERER. EXALE
BATH , OJLAEEZSEEP N config.action.reload {HI®REHN none.

12 A E M L2 S3

EQBEENEG , BEAMITEN LE/T TS msk-config-providersk 8l — NI EE IR zip
X,

£ A 45w & A M Debezium EyiE# 2R 012 B E LEH

£/ AWS CLI MRB AT RIGR AWS S3 ZHBNEENBRAFSHETH S BXREERINEE
AWS CLI tHEE. , i H (AWS Command Line Interface AF#§R) FH AWS CLI A, BXTE
Amazon S3 H{EH AWS CLI WEE , ESFAWS Command Line Interface A F 8RS HF Amazon
S3 5 AWS CLI BE&fER.

1. ELREOYD , FAUATHSEIEXPRIZE—NEN custom-plugin BIXHK,

mkdir custom-plugin && cd custom-plugin

2. EALTHESM Debezium Mis TE&FIRERAH MySQL Connector i

wget https://repol.maven.org/maven2/io/debezium/debezium-connectormysql/
2.2.0.Final/debezium-connector-mysql-2.2.0.Final-plugin.tar.gz

FERUTESITEN gzip XHREE custom-plugin X#4%kH,

tar xzf debezium-connector-mysql-2.2.0.Final-plugin.tar.gz

3. FEAUTHSTH MSK BiERMEREF zip Xt
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wget https://github.com/aws-samples/msk-config-providers/releases/download/r0.1.0/
msk-config-providers-0.1.0-with-dependencies.zip

FEAUT S TERN zip XHREE custom-plugin X#HXH,

unzip msk-config-providers-0.1.0-with-dependencies.zip

4. HERSRHAN MSK REERHEFNEESEEBRNABTERER N custom-plugin.zip B
BAXHH,

zip -r ../custom-plugin.zip *

5. FXHEEE SIUMBERSE,

aws s3 cp ../custom-plugin.zip s3:<S3_URI_BUCKET_LOCATION>

6. 7& Amazon MSK #Z#I& 8 MSK Connect #4T , BFEENTEY , AEERVNEEENASEH
XY s3: < S3_URI_BUCKET_LOCATION > S3 F 1 LU R ENIN| L1289 B E A ZIP X4,

Amazon 53 > Buckets > msk-lab- BB plugins-bucket > debezium/

. Copy S3 URI
debezium/

Objects Properties

Objects (1)

Objects are the fundamental entities stored in Amazon S3. You can use Amazon S3 inventory [ to get a list of all objects in your bucket. For others to access your objects, you'll need to explicitly grant them permissions. Learn more [4

Actions ¥ ‘ l Create folder ‘ [l upload

‘ Q Find objects by prefix 1 (c]
Name A Type v Last modified v Size v Storage class v
B custom-plugin.zip zip May 15, 2023, 22:43:47 (UTC-04:00) 55.2MB Standard

7. WFHEHGBEF , WA debezium-custom-plugin, ¥ , W AR IERAE B E @AM
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Amazon S3 > Buckets » msk-lab- INIEEBB-plugins-bucket > debezium/

debezium/

Objects Properties

Objects (1)

Objects are the fundamental entities stored in Amazon S3. You can use Amazon S3 inventory [ to get a list of all objects in your bucket. For others to access your ol

Copy S3 URI

bjects, you'll need to explicitly grant them permissions. Learn more [4

Actions v H Create folder ‘

‘ Q_ Find objects by prefix

Name A Type v Last modified

D custom-plugin.zip zip May 15, 2023, 22:43:47 (UTC-04:00)

ATENREEFEESHANR
EANEUTF=MRS T RESHE :

» Secrets Manager
+ Systems Manager Parameter Store

+ S3 - Simple Storage Service

BEIATRI Rz — , REAXNZBRSRESBMBRNRH TR,

Configure in Secrets Manager

£ Secrets Manager FElESH{E

1. 3TFF Secrets Manager ##&l1&

Size v Storage class v

55.2MB Standard

2. BIBRFBAXREEEZIERFH. BXxUi , H5H  AWS Secrets Manager fiF1ER)

#8122 AWS Secrets Manager 40,
3. EFIZEAM ARN,

4. FFUT ROIKEEFH Secrets Manager BRI M1 E &

Eo <arn:aws:secretsmanager:us-

RV BRSSIMAT A

east-1:123456789000:secret :MySecret-1234>Ei N IRMZ4H ARN,

5. AITIEERFEENEZSRFEHA.

"Version": "2012-10-17",
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"Statement": [

{
"Effect": "Allow",

"Action": [
"secretsmanager:GetResourcePolicy",
"secretsmanager:GetSecretValue",
"secretsmanager:DescribeSecret",
"secretsmanager:ListSecretVersionIds"

1,

"Resource": [

"<arn:aws:secretsmanager:us-
east-1:123456789000:secret:MySecret-1234>"

]

6. ZE{FHA Secrets Manager Bl ERMERF , BESER 3 PRUATILITRBEFZ TEEFEEX
AER

# define name of config provider:
config.providers = secretsmanager
# provide implementation classes for secrets manager:

config.providers.secretsmanager.class =
com.amazonaws.kafka.config.providers.SecretsManagerConfigProvider

# configure a config provider (if it needs additional initialization), for
example you can provide a region where the secrets or parameters are located:

config.providers.secretsmanager.param.region = us-east-1

7. XTF Secrets Manager BLERMERF , FEFIR 4 PEFIEESFHEN AT JLITREE,

#Example implementation for secrets manager variable
database.user=${secretsmanager:MSKAuroraDBCredentials:username}
database.password=${secretsmanager:MSKAuroraDBCredentials:password}

BB LR REESEERMERF —EEM.
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Configure in Systems Manager Parameter Store
£ Systems Manager Parameter Store H &t BS &

1. $TF Systems Manager &l &
2. TESMBEKH | iR Parameter Store,

3. BIBREEFMTE Systems Manager FHIFI S8, BXxiHE , ESH  AWS Systems Manager
FAF1ERE) i “6l#& Systems Manager 23 ( #£#& ) 7

4. EHZHE ARN,

5 FUUTRAIKEEFE Systems Manager X BRFMEBIZH RS IITAE, <arn:aws:ssm:us-
east-1:123456789000:parameter/MyParameterName>E# RS ARN,

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "VisualEditorQ",

"Effect": "Allow",

"Action": [
"ssm:GetParameterHistory",
"ssm:GetParametersByPath",
"ssm:GetParameters",
"ssm:GetParameter"

P

"Resource": "arn:aws:ssm:us-east-1:123456789000:parameter/

MyParameterName"
}

}

6. EfEHA Parameter Store BLERMREF , BELIR 3 PHUT/LITRBEH B TEREFEREX
RAER -

# define name of config provider:
config.providers = ssm
# provide implementation classes for parameter store:

config.providers.ssm.class =
com.amazonaws.kafka.config.providers.SsmParamStoreConfigProvider
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# configure a config provider (if it needs additional initialization), for
example you can provide a region where the secrets or parameters are located:

config.providers.ssm.param.region = us-east-1

7. XF Parameter Store i ERMRERF , BEDR S FEFIERSFBHEN U T LITREE,

#Example implementation for parameter store variable
schema.history.internal.kafka.bootstrap.servers=
${ssm: :MSKBootstrapServerAddress}

B UH ERRNMN S REESEBRHEREFHHER,

Configure in Amazon S3
F£ Amazon S3 HELEX R/ #

1.  FTFF Amazon S3 #2#l &,

2. FTFXNRLEEER S3FWNFEME. BXUE , HSR LENUR,
3. EHIFRH ARN,
4

AT ROIREEFH Amazon S3 X RIEEUX PR AINE SR RS INITH
B, <arn:aws:s3:::MY_S3_BUCKET/path/to/custom-plugin.zip>BiRATRE
ARN,

"Version": "2012-10-17",
"Statement": [

{
"Sid": "VisualEditor@o",
"Effect": "Allow",
"Action": "s3:GetObject",
"Resource": "<arn:aws:s3:::MY_S3_BUCKET/path/to/custom-
plugin.zip>"
}

]
}

5. EfEA Amazon S3 BERMERF , BFEL R 3 PRUAT/UITRBES D TR FEEXHRE
B
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# define name of config provider:

config.providers = s3import
# provide implementation classes for S3:

config.providers.s3import.class =
com.amazonaws .kafka.config.providers.S3ImportConfigProvider

6. XTF Amazon S3 BEBRMHERF , FESTW 4 PRHUAT/UITRBEFIEERERE,

#Example implementation for S3 object

database.ssl.truststore.location = ${s3import:us-west-2:my_cert_bucket/path/to/
trustore_unique_filename. jks}

BT LR ERRNMN S REE SR EREREFBHAER,

ERERERHEFAANESCIZBAENTFEFEE

1. 7€ Amazon MSK Connect #% F &R TERFEE.

2. ERMEIERFERE.

3. H'IRERFEEZM NAEFMA SourceDebeziumCustomConfig, “HiR”"RBiEIEI,
4., BEMENRUEEFEFMEXVEERS , ARTEMUEI TEEFEEXRESR,

5. UTRAB=AREEFNIFERFEERA

key.converter=org.apache.kafka.connect.storage.StringConverter
key.converter.schemas.enable=false
value.converter=org.apache.kafka.connect.json.JsonConverter
value.converter.schemas.enable=false
offset.storage.topic=offsets_my_debezium_source_connector

# define names of config providers:
config.providers=secretsmanager,ssm,s3import

# provide implementation classes for each provider:
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config.providers.secretsmanager.class =

com.amazonaws .kafka.config.providers.SecretsManagerConfigProvider
config.providers.ssm.class =
com.amazonaws.kafka.config.providers.SsmParamStoreConfigProvider
config.providers.s3import.class =

com.amazonaws . kafka.config.providers.S3ImportConfigProvider

# configure a config provider (if it needs additional initialization), for example
you can provide a region where the secrets or parameters are located:

config.providers.secretsmanager.param.region = us-east-1
config.providers.ssm.param.region = us-east-1

6. BREUBRIEEFEE

BIEEZRS

1. EROEMERSFTINRE  QIBRIERSR,

ERBIE 227 P E4EE) S3 FHMEPM custom-plugin. zip XHERN BE XEHHIFKIR.
BEMENRERFEFAXNEEARE  AEFERLE THEEFEE TR,
LTRAMBEZARUEFNERSREERM

R

#Example implementation for parameter store variable
schema.history.internal.kafka.bootstrap.servers=${ssm: :MSKkBootstrapServerAddress}

#Example implementation for secrets manager variable
database.user=${secretsmanager:MSKAuroraDBCredentials:username}
database.password=${secretsmanager:MSKAuroraDBCredentials:password}

#Example implementation for Amazon S3 file/object
database.ssl.truststore.location = ${s3import:us-west-2:my_cert_bucket/path/to/
trustore_unique_filename. jks}

5. R “FEHABEENERE", ARESourceDebeziumCustomConfighh “T#ESSE & T HIR P 1Tik

#.

6. BRROBEESFPUHBANERSREITERF,
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MSK Connect B9 IAM B & F1 5K B

AEDEBFIRERNN IAM RKENA®  UEEEN AWS M EF R L IFEMEE Amazon MSK
Connecto AT EBA MM B XIS MSK Connect —2FEANRSHITAR , BIEEEEZ 1AM B 411IE
#) MSK SEFNATEMNEERBMBMANR. ZAEERME TR FX MSK Connect ZhRERI T2 15 [E]4X
BREVETE IAM REEH RG] , URBEXZRSZATHN AWS RERBENIFAER.

£

- THRESHITAE

« MSK Connect #J IAM KB R4l

- MEERSRENREEZR

« AWS MSK Connect H It & = R EE

« i MSK Connect WIREZHX<AE

THREBRSHITA®

(® Note
Amazon MSK Connect A X ERARFZHEACENRSHMITAG, BAMNCIEEIMM RS
hiTAE, BEXUMAGEREN IAM ACKIHEEA | ESRIAMAFRERFHNEIEA GG
AWS R ZE MmN FR o

£/ MSK Connect tlZZE#ESREN , EREEEES 2 —EFEHAMN AWS Identity and Access
Management ( IAM ) &€, ZHNRFHITACLMEFUTEERRE , SAME MSK Connect AT MK A
ZAB, BXRUEERPZHEF LT XRBWHA , 525 the section called “BrSEE RSB ERIEEA,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "kafkaconnect.amazonaws.com"
I
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
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"aws:SourceAccount": "123456789012"

1,
"ArnLike": {
"aws:SourceArn": "arn:aws:kafkaconnect:us-east-1:123456789012:connector/
myConnector/abcl12345-abcd-4444-a8b9-123456f513ed-2"
}

MBEBEEESERESR—RERAKN Amazon MSK £&# A IAM BHRRIE |, N AMEEZESRNBRSHITA
ERMELTRERRE, BXRIMAERESM UUID AR A EZME S ARNs |, &3 Hthe section
called “RIUKBE TR,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"kafka-cluster:Connect",
"kafka-cluster:DescribeCluster"
1,
"Resource": [
"arn:aws:kafka:us-east-1:000000000001:cluster/
testClusterName/300d0000-0000-0005-000f-00000000000b-1"
]
},

{
"Effect": "Allow",

"Action": [
"kafka-cluster:ReadData",
"kafka-cluster:DescribeTopic"
1,
"Resource": [
"arn:aws:kafka:us-east-1:123456789012:topic/
myCluster/300a0000-0000-0003-000a-00000000000b-6/__amazon_msk_connect_read"
]
I

{
"Effect": "Allow",

"Action": [
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"kafka-cluster:WriteData",
"kafka-cluster:DescribeTopic"
1,
"Resource": [
"arn:aws:kafka:us-east-1:123456789012:topic/
testCluster/300f0000-0000-0008-000d-00000000000m-7/__amazon_msk_connect_write"
]
.

{
"Effect": "Allow",

"Action": [
"kafka-cluster:CreateTopic",
"kafka-cluster:WriteData",
"kafka-cluster:ReadData",
"kafka-cluster:DescribeTopic"

1,

"Resource": [

"arn:aws:kafka:us-
east-1:123456789012:topic/testCluster/300f0000-0000-0008-000d-00000000000m-7/
__amazon_msk_connect_*"

]

I

{
"Effect": "Allow",

"Action": [
"kafka-cluster:AlterGroup",
"kafka-cluster:DescribeGroup"

1,

"Resource": [

"arn:aws:kafka:us-
east-1:123456789012:group/testCluster/300d4d0000-0000-0005-000f-00000000000b-1/
__amazon_msk_connect_*",

"arn:aws:kafka:us-
east-1:123456789012:group/testCluster/300d0000-0000-0005-0001-00000000000b-1/connect-*"

]

BIFEEROTNE |, BUREFENRSNITESHMATFH TR AWS FRIVNREM, Hla,
MRENERERTFEMD S3 FRBAEHE , WRSHITABKAEERTFEAZFRER IR
RURXBRER M, HTMHERY , BAIERE S - FHEE IAM policy SRR F £ RNER , Hlu
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arn:aws:iam::aws:policy/AmazonS3FullAccess, B2 , HTFLZ£EE K BIWEFERAREM
RBKEE , LA ENEESM AWS RIEIRBEREA AWS #UkEE,

MSK Connect B9 IAM K& =451

EOFEERAFRTXNAAE MSK Connect ZhEERI ST T EIARR |, HF 0T RIS INEZ A H 1AM
y= R

"Version": "2012-10-17",
"Statement": [
{
"Sid": "MSKConnectFullAccess",
"Effect": "Allow",
"Action": [
"kafkaconnect
"kafkaconnect

:CreateConnector",
:DeleteConnector",

"kafkaconnect
"kafkaconnect

"kafkaconnect:

"kafkaconnect
"kafkaconnect
"kafkaconnect
"kafkaconnect
"kafkaconnect

"kafkaconnect
"kafkaconnect
"kafkaconnect
"kafkaconnect
"kafkaconnect

:DescribeConnector",
:GetConnector",

ListConnectors",

:UpdateConnector",
:CreateCustomPlugin",
:DeleteCustomPlugin",
:DescribeCustomPlugin",
:GetCustomPlugin",
"kafkaconnect:

ListCustomPlugins",

:CreateWorkerConfiguration",
:DeleteWorkerConfiguration",
:DescribeWorkerConfiguration",
:GetWorkerConfiguration",

:ListWorkerConfigurations"

1,

"Resource": "*"

"Sid": "IAMPassRole",
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "arn:aws:iam::123456789012:ro0le/MSKConnectServiceRole",
"Condition": {
"StringEquals": {

"iam:PassedToService": "kafkaconnect.amazonaws.com"
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iy
{

}

"Sid":
"Effect
"Action
"ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:

]I

"Resour

"Sid":
"Effect
"Action
"kafk
"kafk
"kafk
1,

"Resour

"Sid":
"Effect
"Action

"logs:
"logs:
"logs:
"logs:
"logs:

]I

"Resour

"EC2NetworkAccess",

": "Allow",

ne[
CreateNetworkInterface",
DescribeNetworkInterfaces",
DeleteNetworkInterface",
DescribeVpcs",
DescribeSubnets",
DescribeSecurityGroups"

Cell. nmn

"MSKClusterAccess",

": "Allow",

ne
a:DescribeCluster",
a:DescribeClusterV2",
a:GetBootstrapBrokers"

ce": "arn:aws:kafka:us-east-1:123456789012

"MSKLogGroupAccess",
": "Allow",

ne

CreatelLogGroup",
CreatelLogStream",
PutLogEvents",
DescribelogStreams",
DescribelogGroups"

ce": [

:cluster/myCluster/"

"arn:aws:logs:us-east-1:123456789012:1og-group:/aws/msk-connect/*"

"Sid":

"Effect

"Action
"s3:G

"S3PluginAccess",
": "Allow",

Il: [

etObject",

REE R
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"s3:ListBucket",
"s3:PutObject"
iF

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucketl-custom-plugins",
"arn:aws:s3:::amzn-s3-demo-bucketl-custom-plugins/*"

]

}
]
}

Br3e s iR S5 BB E R

BERERER -1 R22MRE , DTEFRERENTRIRNRAEQIEEETESRRASEAMIT
ZRE, EF AWS , BRFEGTRLSERANBIFRE, — MRS ( HURS ) A% —TURS
(FRBRMARSS ) Bt , TRESREBRSEL, ATLURNEARS , EAERRUEEMER T ZRSET
AL FERBHFRAN S —NEFNEREITRE. ABLEXFER , AWS RETHEBEERF AR
SHBENTE  MXERSHHRSEEERNREFAKS HHRER.

BBV ERBRREHAMER aws: SourceArn M aws:SourceAccount £RBHH LT , R
#l MSK Connect A EMRFS AN EIRIF RN, R aws:SourceArn EFSBEKS, ID , HlL0
Amazon S3 77 ARN TE2EMKF ID , B4AERAFNERERM4E LT XRRBRHINR, MRE
FRERFZHLETXZHAMIEKF, ID A aws :SourceArn B , Il aws :SourceAccount {EF
aws:SourceArn EFHNKFER — R EAPEAN , XIEAEBNKS ID. MRERFBLERF—
NEREERSHRMEXE , BEMA aws:SourceArn, MREE RS FHNE AT REERS
fEFAIRIEMEXEX , B aws:SourceAccount,

XF MSK Connect , aws : SourceArn BEHXMNE MSK iEEERS,

R ERERBEREMNAERMER aws:SourceArn £ R&H4 L TXRINA RN TR
ARN, MNRFHAERRNTE ARN , REEEEESNRR , HHN ARN RABSERTE
BEAF (*) BY aws:SourceArn £B ETX&EH®. BlW |, arn:aws:kafkaconnect:us-
east-1:123456789012:connector/*RIABTEERI (#HFRILILH ) KBHHESH
123456789012 Kk P BV Fr B E 28

AR RBIER T fn{al £ MSK Connect 89 aws : SourceArn fl aws : SourceAccount £R%H# L
TR BRERIERIE, 5 Account-ID F MSK-Connector-ARN Bt RIEMEER,

{
"Version": "2012-10-17",
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"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": " kafkaconnect.amazonaws.com"
.
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {

"aws:SourceAccount": "Account-ID"
},
"ArnLike": {

"aws:SourceArn": "MSK-Connector-ARN"
}

AWS MSK Connect Vit & X F 1

AWS RERBEZHAUEMEEAILT R AWS, AWS RERXRBITATHXNRZELEARFIRMEN
R, MELZAILIFHAAR, ANBEIENR.

FiclE , AWS RERBURFASNENBECRAZERTRENR , BAENAHME AWS FF £
M. BMNBVBEEXBETENEAZSNES EEEARERE -SRI NR,

BT EERAWS REXRBPE LR, MR AWS EFHE AWS HEXRKPELHNR , NE
MaRZRBHRMBNAMEEAHSH (AP, ANBE ). AWS LB API H# AWS RS
By AP R{ERTAIRT , B ATRESEH AWS EEX K.

BREZELR , F5H (AM BAFERE) Rl AWS EE XK.

AWS IEE X : Amazon MSKConnect ReadOnlyAccess
ISR RE B A P2 #1525 51 HH 458 MSK Connect & IRFTE IR,

B A LU AmazonMSKConnectReadOnlyAccess KBS MNE] IAM B 17

{
"Version": "2012-10-17",
"Statement": [

{
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"Effect": "Allow",

"Action": [
"kafkaconnect:ListConnectors",
"kafkaconnect:ListCustomPlugins",
"kafkaconnect:ListWorkerConfigurations

1,
"Resource": "*"
.
{
"Effect": "Allow",
"Action": [
"kafkaconnect:DescribeConnector"
1,
"Resource": [
"arn:aws:kafkaconnect:*:*:connector/*"
]
},
{
"Effect": "Allow",
"Action": [
"kafkaconnect:DescribeCustomPlugin"
1,
"Resource": [
"arn:aws:kafkaconnect:*:*:custom-plugin/*"
]
.
{
"Effect": "Allow",
"Action": [
"kafkaconnect:DescribeWorkerConfiguration"
1,
"Resource": [
"arn:aws:kafkaconnect:*:*:worker-configuration/*"
]
}

AWS FEE KB . KafkaConnectServiceRolePolicy

LR BE[E MSK Connect BRFER FRIZMEEWH AmazonMSKConnectManaged: true FREHIH
FIEOFMENNR, XEMEEQD R MSK Connect B3 M4 iR Amazon VPC FE R , Hlin
Apache Kafka S£8f, RRIFUER.
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18T E M bl KafkaConnectServiceRolePolicy El IAM 354K, bR MBI RS HXBE | 2¥F MSK

Connect X REHMTIRE.

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"ec2:CreateNetworkInterface"
1,
"Resource": "arn:aws:ec2:*:*:network-interface/*",
"Condition": {
"StringEquals": {
"aws:RequestTag/AmazonMSKConnectManaged": "true"
.
"ForAllValues:StringEquals": {
"aws:TagKeys": "AmazonMSKConnectManaged"
}
}
1,
{
"Effect": "Allow",
"Action": [
"ec2:CreateNetworkInterface"
1,
"Resource": [
"arn:aws:ec2:*:*:subnet/*",
"arn:aws:ec2:*:*:security-group/*"
]
1,
{
"Effect": "Allow",
"Action": [
"ec2:CreateTags"
1,
"Resource": "arn:aws:ec2:*:*:network-interface/*",
"Condition": {
"StringEquals": {
"ec2:CreateAction": "CreateNetworkInterface"
}
}
1,
AWS FEERBE
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{
"Effect": "Allow",

"Action": [
"ec2:DescribeNetworkInterfaces",
"ec2:CreateNetworkInterfacePermission",
"ec2:AttachNetworkInterface",
"ec2:DetachNetworkInterface",
"ec2:DeleteNetworkInterface"

1,

"Resource": "arn:aws:ec2:*:*:network-interface/*",

"Condition": {

"StringEquals": {
"ec2:ResourceTag/AmazonMSKConnectManaged": "true"

AWS FEE X KR MSK Connect B#7

EERXAURSFRRERXLEEWRE , EHT MSK Connect B AWS HER KB EFMNFHAEE.

B DU

MSK Connect E# 7 RiEFRB  MSK Connect ¥ 7 Amazon

MSKConnect ReadOnlyA

ccess K& , LLBUEX 51| H g

YRR BRI

MSK Connect F/g TIRERE X MSK Connect B E AWS &

ARBEITE T RIERE R

£ MSK Connect WIREHX AR

2021 £10 A 13 H

2021 9 H 14 H

Amazon MSK Connect £ AWS Identity and Access Management ( IAM ) RS <A ., RSEHE
KAGE—MIFRTMN IAM A€ |, ©EEHIEZ MSK Connect, BRESHEXAEBH MSK Connect 7t

BN, HEERFSAREFEAEM AWS RSFIEHNFIEN R,

ERARSHEXAR
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REEXBETILEERNMIZRE MSK Connect , AR EBFAF I RMATENPR, MSK Connect FEX
HERESHEXACHNER , BRIEZHEN , B RE MSK Connect AILMRAEA®, EXHNNREIEES
FRBEMNPRRRE | T BANBR KBS REM IR E M E b IAM SE4K,

BEXZFERSHEXALNEMRESWEESR , BSEER IAM BWAWS RS HEHK Service-Linked
Role ( RFZHEXABE ) JIRERA Yes ( B ) WIS, EBRENERE K EFZRFVERZSHERACBX
=

MSK Connect #J RS 4% B &R

MSK Connect & 3 AWSServiceRoleForKafkaConnect— f&iF Amazon MSK Connect X &R &5
[A] Amazon &J&R.

AWSServiceRoleForKafkaConnect Rk B &N EFkafkaconnect . amazonaws . comfRS R
AMRBAG,

BEXRZAGEANIRRIENES , 52K the section called “KafkaConnectServiceRolePolicy”s

BYMEENR , 2 IAM K& (AR, AFAR ) tIE, FEIMBRBRSHEXAG. BXESE
B, B2 (AM AFER) PRRSHEXA SRR,

#12Z MSK Connect WIRSZ XA G

BEEFHCERBRSHRAR, HEBE AWS Management Console, E, AWS AP| F 28 % #2587
AWS CLI , MSK Connect 2 R ZBIZRFSHEXAE,

MBEERBRIZBRSEZHAXAEE  RAEEEBXRCE , S LUFEREAERREKFHFEFCELAR®, B
BIEEREEZRT , MSK Connect B IX N ECIERZHXAE,

YR58 MSK Connect WIREHE<A R

MSK Connect 21 #8475 AWSServiceRoleForKafkaConnect FRSHX B, ERERSHEXSE
B, BRNETEERACHEN , AATREEZHIAEIAZAG, T3 , B EA IAM FEAGBH
WeH, BXEZER , 551 (IAM BAFER) PHERERSHEIAR,

i E& MSK Connect WIRSHEX< A

BRI LAER IAM #2&1A. AWS CLI 5 AWS API RFEFIMIRESERX AR, AMITIHIRE , B4 %
FohMIBRFTE MSK Connect &85 , AT REF MR ZAR, EXEZEER , B5MA (IAM AR
B RHRBRIRSHEXBE,
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MSK Connect RS HEXAENZ XX

MSK Connect X B HEZRFSAANAMBXBEHEARSHEAXAG. BXESER , H5H AWS X#
i Ko

4 Amazon MSK Connect /& Al EBxM 15 4]

WRIZEH Amazon MSK Connect ZE#ESREEZH R BN |, TANEBWEFEH LT Amazon Virtual
Private Cloud (VPC) i& &k 5 1% 5 E R,
- FRILEFMEEERESS.

s ENEFMBREN VPC BIENE NAT W NAT 26l, BXEZER |, 55 (Amazon
Virtual Private Cloud A F#§R) ARIY “ VPCs ] NAT 18 &5 FMiEREE Internet SR EIZ R T
Ho

« RTFMILEFME NAT WX SHSEHIH HIERE.

A Amazon MSK Connect iX & NAT M>x

RE NAT MXAY TR REZHF

BRIEESEBUTHE,

- BEMEB KB Amazon Virtual Private Cloud (VPC) B9 ID, 430 vpc-123456ab.
« & 1Ds B VPC HIFAE M, B4 subnet-a1b2c3de, subnet-f4g5h6ij &, EAMERTE FME

B,
NERERRE A EBRM R KSR
&R AEBRMN R
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3.

IR BB Mk AEER VPC AIAEEEMIERS , F12 TR ID. REBMM XM N2 VPC,
BRI |, FS 0 GV H 0 BB M X

MENE NAT WX, UEREFRHPHENTUILRIEN AT FM, 012 NAT WX |, Hi1E#F
ZABIENAEFM. BXEHA , FSEAIE NAT X,

BERMAK. BEHAMAERNMBHRTETRLRE, BNZELE—N5EHN VPC ErYE3)
BN EREAR, EUDRP , EFALEFREBHANEEK,

a. FALUTREESR VPC WEREBR , MELEFRERERBEEN NAT Mx, BXii
Bl , &2 {Amazon Virtual Private Cloud B 18/) T MEHKHERE,

FAHE MSKC BHi&
& (=]
BURE BWERNZRHEREE — MR R BFR
X, UEBERIE. flanFiE MSKC,
FERRYF ™ BFREFN

A MSK Connect /3 F B BX M 1 7] 49 % B - B : 0.0.0.0/0
- BER : 88 NAT W< ID, 50
nat-12a345bc6789efg1h,

RSB 37 E 1Y 2 b B F - BRI : 10.0.0.0/16, LLETRELHBRT
B, E4EURTHE VPC # CIDR R,
o BFR: Kb

b. EREEBENHHKRFHRA , ABFNEREKAR, SIBRN , E'EHREFZRFEA
HREAR , UFBEIRAZREBNFRXEK, HliLE MSKC,

c. HALUTREEEBENAE MSKC BHERX.

Bt =]
BIMRE NF MSKC SIGGE R HY H A HR  & F5
KERHYF M WA NAT MBI 28 T
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J& ]

- B ZNEEBRMMx ID, Hlzn
igw-1a234bc5,

RSB 37 £ 1Y 2 b B - B : 10.0.0.0/16, LEREBESBFT
B, E4EBURTHE VPC B CIDR R,
=R N
T AT\ DNS E£H.8

&8 MSK Connect FEY%AH DNS EHE XK , BUUBEEREBUSELFIRFEE, IIFHIR
T VPC DHCP &I & H 15 ER DNS ARS8

DHCP %I R —HAMEEE , #t VPC HF# EC2 ECKHIA FEX VPC ME#HTEE. 81 VPC
BB — BRI\ DHCP &I EE |, (B MREFE VPC PHEHIEATRIE DNS ARS8 K3 T8 A ## 47

MAEEA Amazon 121 #) DNS IRS5E5 , Bt A2 B E X DHCP &IEE, Z® Amazon VPC FHY
DHCP &I £,

TEZESE A RS VPC DNS ##iTes \NEFIE2E3H 1T DNS Eifjff , T 8EfE MSK Connect # @888
DNS fBATeE/ThEE, EEBARFAZF VPC DHCP T E R E VY DNS BRE283# 1T DNS 47,

EEFRARSEET N EEREENRB P ILTREMNENS, SNTEBRNTELRBTREXPENLH
AEENS , WEEEHMESMEHRER DNS BRS2R.

MREEFE DNS |, BLEFIUIECHBERE. BELEMNRE (HlWES VPC FH Secrets
Manager ) AR BN E R EERA MSK &SR, EFLEMFATE DNS =N BRER/E
W ZLRRER,

F EE 2Ry VPC DHCP &I g

B2 EEEE T | EIEELHSFHEH VPC DHCP &I E SR E M DNS RS, Eol@iEiEsEr
B, HRRKRENIEEESSN DNS EHEHEMTEKREE VPC DHCP &£,

#£ MSK Connect F12#7.F DNS EH1 £ ZhaE 2 ol 6 B E T A EE R 2 BIA DNS @BTERE |
EEHRTEMBR
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MRERAEBEEEBFPHITALNFTEATA DNS EHEEFT , ATERZRE , BiUSECIEERERS
B8 A K PP BV BRIA VPC., B 5% Amazon 28 DNS BR% 885 Amazon Route 53 Resolver By & %15
B |, %% (Amazon VPC AF 1) # A Amazon DNS 5525,

MRBBEEMTFAE DNS £ |, FHREQBIEZER[IEHEEN VPC Y DHCP ETEC EHE
B, BXEZEER , 5 (Amazon VPC AF¥Em) FWEHR DHCP &I,

B ERE DNS EHL B EETHY DHCP IETUERT |, S RESEER T U5 487 DHCP e BIEFE B /Y
BEX DNS RS8R, BN , EEINOIERMK.

BEMN VPC DHCP TS5 , BE/EE1Z VPC Gl 2R EERFEREEETEFIEERN DNS RS
B MRECIBREER[EEICETE , N ZEEBRFE/LD HARAFETIEFHIRE,

& VPC HJ DNS B &

BREEE (Amazon VPC AAF1ER) K& VPC K DNS B DNS =HBHF MR EHEE VPC
DNS &%,

BAERA AL VPCs 1 H ik R 47 85k mF AL M 483%E 33 VPC UEAEREZSENESR | F3H
{Amazon Route 53 FF & A A iEF) VR DNS &Fif|,

ALEEREFUERK
AF A5 DNS FRHTAIS Y T AERYE 188 01 Sk MUA R AR R R O R LR A

Failure BUKER i

R DNS MTEWAMN , BT EMNEESRT WRESHEZIFEE Concatcer BE |, M7 LA

8] DNS fRS585 , MIERESF B XK, EIX ¥ CloudWatch BEH & EIK DNS &
WARM S A ERESR IR AN,

& DNS BRS5REE , FRARMEESEE DNS
AR5 2R W B8 AT o

MREEZIF[EITIIENR VPC DHCP i&IER  WREE NIEZIFEE Concatcer BE |, M AT LA
B DNS RS ERELE |, WISk BIEESEH DNS f## TEiX L CloudWatch HEFEZIE DNS &
MEBRTTEES KM, R DNS S#ETLel , FEE  HEAWNMSBAERZESIZVNEEK,

EERES RS ARMRE. _
AMHESNENERUMEERSFMREEE, W

REEREZMER , BUUKRXBAANE
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Failure BUCREH B i
EERERAMNMES , o LLEH O EERESR

MSK Connect

BRI LAE RO VPC #w s AWS PrivateLink , BAB5LE Amazon VPC #1 Amazon Connect Z B &
APls BEFf Amazon ﬂfﬁ EIZI VPC i S FEE Internet Mx. NAT &% . VPN AWS Direct Connect
EERERE, BXEZER |, 55 & Amazon MSK APIs 5#0 VPC KigT a2l &FEH,

A MSK Connect #1T H &2 %

MSK Connect AJLE AR AT AR EESN BEEH, QBEZS[N , BUUEESI HZ/MNATH
HEBFR

« Amazon CloudWatch B : "‘_IJ«M EFHE MSK Connect FiE#ZEN BESHRAZHBNBE
B, BXRUMIBZAZANER , BSH (BEAFER) PHEIZECloudWatch HEA,

- Amazon S3 : BRI LUEEFHE MSK Connect M H &K ixiE#ESR AESHM S3 M. B
S3 FHEMEHIEE , E5H (Amazon S3 AIFIERE) PHIBIEFHEME,

« Amazon Data Firehose : A LIS EH L MSK Connect M H XX E T A ESBHNERAR. BX
At EEMRELR |, ESH (Firehose AAF$ER) H /Y Creating an Amazon Data Firehose

delivery stream,

ETHEXREBFIERNESEL , 55 H (Amazon CloudWatch Logs A 1E™) HHEANE
£ AWS Hg55 31T B A0 F.

MSK Connect 2 X H A R A B EEH -

%] iR

INFO BEa XA BN BHETHREEHN,

WARN TRERETHFLEHA[BINETHRESE
Mo

FATAL SHERLIENTEHIR.
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&5 iR
ERROR EHGHENBERMZ T RGE IR,

AT R%3%% Log CloudWatch s B B EZEH#I =~ A :

[Worker-0bb8afa®@b01391c41] [2021-09-06 16:02:54,151] WARN [Producer
clientId=producer-1] Connection to node 1 (b-1.my-test-cluster.twwhtj.c2.kafka.us-

east-1.amazonaws.com/INTERNAL_IP) could not be established. Broker may not be
available. (org.apache.kafka.clients.NetworkClient:782)

PribiEfERR B E P HIMWE

(® Note

NRBEHRTHRBEEEENARE | NXEEESHIIEEREIFBES, Kafka Connect
FNARENWEEBENLES R SEMEMEXEMEE,

MBENBEERENEEENL WS |, N Kafka Connect 2NE#EZE B ERRBIZEMEMWE. Hla
UTEZBFBEAERE , WRBEMHT aws.secret.key BN PASSWORD & K NHEBE[FEBRRA
[hidden].

2022-01-11T15:18:55.000+00:00 [Worker-05e6586a48b5f331b] [2022-01-11
15:18:55,150] INFO SecretsManagerConfigProviderConfig values:

2022-01-11T15:18:55.000+00: 00 [Worker-05e6586a48b5f331b] aws.access.key =
my_access_key

2022-01-11T15:18:55.000+00: 00 [Worker-05e6586a48b5f331b] aws.region = us-east-1

2022-01-11T15:18:55.000+00:00 [Worker-05e6586a48b5f331b] aws.secret.key
= [hidden]

2022-01-11T15:18:55.000+00:00 [Worker-05e6586a48b5f331b] secret.prefix

2022-01-11T15:18:55.000+00:00 [Worker-05e6586a48b5f331b] secret.ttl.ms

2022-01-11T15:18:55.000+00:00 [Worker-05e6586a48b5f331b]
(com.github.jcustenborder.kafka.config.aws.SecretsManagerConfigProviderConfig:361)

300000

NP EERES AEX P EHARE | BEFTFEARXTERA Kafka Connect B F
ConfigDef.Type.PASSWORD REXBBE M. HBEMHENZEE ConfigDef. Type PASSWORD
B} , Kafka Connect &G HEMEESE AL HHERR |, BEMEZENBEXER £E B —#E,
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1532 MSK Connect

Wi R4 MSK Connect FIEfth AWS R G R ATEM, ATAMAMMENEEARI 2. Amazon
£ 3R} CloudWatch Y128 H AWS BIRMEZEIT AWS W ARF. S AREMRERER , 8IER
EMHEFTE , UREEERUEREENBIRETZEEN RERBAESHREUEE, Flin , Bl
CloudWatch IRERIEIZEM CPU FAXR[HMEEN , UEEZENEMERTE, BXELER , B
¥ Amazon CloudWatch F FF 1§/,

&R LAER AT AP R4E -

« DescribeConnectorOperation : MiBEEBRFHNIRENRS
« ListConnectorOperations: BRERLABIEERES LETHER.

THRERT MSK Connect Ei%ConnectorName4 E CloudWatch T RiEMER. BIAERT , MSK
Connect 2EIX LEIEHR , FUWEEI/AFE A, CloudWatch FHXLEIEFRRE 15 N A |, IXBEFER AT LA ]
FEEEHEFH T #HE ?&%ﬁﬁ’]’l‘iﬁm R LR B ERERRER , 552X B3R B & KBS R
1131, BXEZEER |, i55H Amazon CloudWatch F FF$5F,

MSK Connect $§#x

EREWNR iR

BytesInPerSec EEBBERNEFTH.

BytesOutPerSec EEREENEFTE.

CpuUtilization REMAFH CPU HEB D .

ErroredTaskCount EHENTESHE.

MemoryUtilization THERFXRFIEEAFNES L , MANX
RYRIEEMFEAN Java BRI (JVM ) R
%, WM BEFRXFAFEBERERERS, H
It , JVM #E K/ (MemoryUtilization) & % M &
NERPNTFRR | ZHERDNZEHIEMEREN KK
5, 897 80-90%., HEEEESEIXFHNFERAE
ML, JVM HFERAE T RESEMIRE D,

RebalanceCompletedTotal IE SR ST BT E S8,
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BIREM iR

RebalanceTimeAvg EESEEHYH LR BN FIEANE ( AER R
B,

RebalanceTimeMax EESETEHFYH LR BENREKNE ( AERW R
B ),

RebalanceTimeSincelLast B E #8555 B R IT — )R B 3 - 7 LASKR A9 B+ [R)

(RERRNEM) .

RunningTaskCount EERPEEETHESHRE.

SinkRecordReadRate S E M Apache Kafka 3f Amazon MSK £
BB iICREE,

SinkRecordSendRate S SESEIINN ek B S ek = RN SATRE 3
E, KB EFTITEMEEHNIER.

SourceRecordPollRate FHEHESWEN DR IERBE,

SourceRecordWriteRate T MR P L HE A Apache Kafka B

Amazon MSK EEMWIZFKIE.

TaskStartupAttemptsTotal EESRCEZENESEHER. ERLEAKE
BRRIANESEHZ RPN FERER.

TaskStartupSuccessPercentage EEERNBHESHEEE K. BALUER
IERKIRNEFSEHZHFNFERR.

WorkerCount EEESBPEITHIEEREE,

& Amazon MSK Connect &R H R4l

AP as—tRE  THELIRE Amazon MSK Connect AR , B 113 L4955 = J3k {2 A B 214
2.

£2.3]

« 1REB Amazon S3 EUW R iEEERS
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+ 79 MSK Connect % & EventBridge Kafka K& iE 155
- FRATEREBRMEZERFN Debezium RIERES

% & Amazon S3 EUNESE RS

1t 45115 BB 204a] 5 A Confluent Amazon S3 UK E51E 85 F17E MSK Conn AWS CLI ect # 672#
Amazon S3 ZINERIE RS,

1. E&|IAT JSON HEXWBFHXHH, HEVAFFEFEZHRNIS Amazon MSK £EH W5 SRS
BREEFHEUREHN FNANZLAMBENNNE, IDsEXIMIRERSHITARCHNER , S
% the section called “IAM & &KL,

{
"connectorConfiguration": {
"connector.class": "io.confluent.connect.s3.S3SinkConnector",
"s3.region": "us-east-1",
"format.class": "io.confluent.connect.s3.format.json.JsonFormat",
"flush.size": "1",
"schema.compatibility": "NONE",
"topics": "my-test-topic",
"tasks.max": "2",

"partitioner.class":
"io.confluent.connect.storage.partitioner.DefaultPartitioner",

"storage.class": "io.confluent.connect.s3.storage.S3Storage",
"s3.bucket.name": "amzn-s3-demo-bucket"

1,

"connectorName": "example-S3-sink-connector",

"kafkaCluster": {
"apacheKafkaCluster": {
"bootstrapServers": "<cluster-bootstrap-servers-string>",
"vpc": {
"subnets": [
"<cluster-subnet-1>",
"<cluster-subnet-2>",
"<cluster-subnet-3>"

1,

"securityGroups": ["<cluster-security-group-id>"]

1,
"capacity": {

iZ B Amazon S3 #EUNESE RS 345
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"provisionedCapacity": {
"mcuCount": 2,
"workerCount": 4

}
},
"kafkaConnectVersion": "2.7.1",
"serviceExecutionRoleArn": "<arn-of-a-role-that-msk-connect-can-assume>",
"plugins": [
{
"customPlugin": {
"customPluginArn": "<arn-of-custom-plugin-that-contains-connector-
code>",
"revision": 1
}
}
1,

"kafkaClusterEncryptionInTransit": {"encryptionType": "PLAINTEXT"},
"kafkaClusterClientAuthentication": {"authenticationType": "NONE"}

2. HELE—HHRRTF JSON XHHXH4HKFZTHT AWS CLI 8%,

aws kafkaconnect create-connector --cli-input-json file://connector-info.json

LT REERDETH T RREH ML RO,

"ConnectorArn": "arn:aws:kafkaconnect:us-east-1:123450006789:connector/example-
S3-sink-connector/abcl12345-abcd-4444-a8b9-123456f513ed-2",

"ConnectorState": "CREATING",

"ConnectorName": "example-S3-sink-connector"

7 MSK Connect & & EventBridge Kafka /K &£ 25

AEBEIEE RIS MSK Connect i% & EventBridge Kafka #2UNE5iE #2858, WWEEBR AT ENEH
M MSK &8 &% % EventBridge B4 B4k, AEBNBLIEFTERIENEEiE RS LI Kafka
EventBridge Z A TTE BB RN T2,

£

% & EventBridge Kafka /k{&iE 288 346
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. FREZH
« %8 MSK Connect FRrERE R
o BIERERESS

. @ Kafka KiEHE

FRFZAM
HEBEER <H , FRAREHABUTRR

« Amazon MSK £ : AT 4EKMMEA Kafka JHEMEZ) MSK £,
« Amazon EventBridge &3 5.4 : A TIEWKE Katka TENEHNEHES B4, EventBridge
+ IAM At : 8|2 BB MSK Connect fi£E31Z EventBridge 2RFTEXEMN IAM B,

« B MSK Connect Z7E MSK £8# VPC F1FMH EventBridge 812/ VPC £ 0 %K im T S iF R
HEBRMN, XAIAREBERBREETEE NAT MxWER THEB AR EERMN,

—B&EFH88 , Hl Amazon EC2 £l AWS CloudShell , AT 612 3 H [Fid R KX 2 Kafkao

1% & MSK Connect FTER &R

BREEZBROE IAM A | RAEQEIEESS. ZETLLEIE EventBridge MNSKIF ik XA BIEH L&
#) Kafka EventBridge B4

E&A
o EEBENIAM AR
« £ AEHH EventBridge #NI

EESRN IAM B

BEEESBRXEKRN IAM BEXMER A TFRHERIESHHPutEventsiX R EventBridge. AT 1AM B
TP FEMEBexample-event-bus HNEH B L RIEEHHWNR, BERFGUT REPEEIR ARN
BN EHELE ARN,

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

% & EventBridge Kafka K fEiE 55 347
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"Action": [
"events:PutEvents"
1,
"Resource": "arn:aws:events:us-east-1:123456789012:event-bus/example-event-bus"
}
]
}

ok, BRTHEAREERN IAM A28 U T EEREK,

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"Service": "kafkaconnect.amazonaws.com"
.
"Action": "sts:AssumeRole"
}

&£ AEHH EventBridge M

BA O EFEASHEEEHRERE (MAISHES ) #ITEENHN, ERASHER  BAUUEX
HRIEEASHNNE , AREBLS4NMRBEANHEGRBEEEET. ATS4EATRIISK
EEIEMH B4 Kafka EH4AHEREL. EventBridge

{
"detail": {
"topic": ["msk-eventbridge-tutorial"]
}
}

AR 2 EventBridge £ Kafka #ZUKERE 38 M Kafka KIXEIMN S4B,

"version": "Q",

"id": "dbclc73a-c51d-0c@e-ca6l-ab9278974c57",
"account": "123456789012",

"time": "2025-03-26T10:15:00Z",

% & EventBridge Kafka /k{&iE 288 348


https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-event-patterns.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-rules.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-targets.html

Amazon Managed Streaming for Apache Kafka FERARER

"region": "us-east-1",
"detail-type": "msk-eventbridge-tutorial",
"source": "kafka-connect.msk-eventbridge-tutorial",
"resources": [],
"detail": {

"topic": "msk-eventbridge-tutorial",

"partition": 0,

"offset": 0O,

"timestamp": 1742984100000,

"timestampType": "CreateTime",

"headers": [],
"key": "order-1",

"value": {
"orderItems": [
"item-1",
"item-2"
1,
"orderCreatedTime": "Wed Mar 26 10:15:00 UTC 2025"
}

£ EventBridge #2#l& % , FRALKROIBERNESHEL LOIEMANHIEEBFR , HlI0 CloudWatch A&
‘H, EventBridge & B3hH CloudWatch AARARLE X E/Y 5 R K EE

IR

ET—Tdh | BRFERENEE EventBridge Kafka $ZURES1E 25, AWS Management Console

£l

- ST THEES

- S 2. B2 Amazon S3 Ffk @

« 5 3 . £ MSK Connect F8IZEFHH
- $B] 4 DIEEESR

ST TEIEREESS

M Ka EventBridge fka EventBridge & # &858 GitHub fRZN 71 T8 R IEZEFEES JAR, fl
m, ETE v1.4.1 MR, BEF JAR XU T 8iEEkafka-eventbridge-sink-with-
dependencies.jargR. R , IXHREFITEN LW EENVE,
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$U% 2 : 82 Amazon S3 2@

1.

o o kA w

=39 JAR X176 £ Amazon S3 LA F MSK Connect , i3 7F AWS Management

Console , AFi%E#¥ Amazon S3,

£ Amazon S3 #£HlAH , MR LIBRFME  ARRWAE —NF#BEEM. HIW0 amzn-s3-demo-

bucketl-eb-connector,

JIEH Amazon S3 FREBIEREENXE. BRESHBEMN MSK £5H XEATE,

X4 F Bucket Ri&E , BREMRINEHHBEFREHRTIHE,
it gnlfe ZE - p v
 JAR X EEFI Di#h S3 7

% 34 : £ MSK Connect I FH 4

2L T

$TF AWS Management Console , A5 $f1Zl MSK Connect,
EEMNSMERS , EEBEEEN

HE OIEES , AEWMABHEN. fla eventbridge-sink-plugin,
EEFHENEMHE , HHM S3 WK URL.

HNiEE RN E R,

ik 2 Sl [ = R il S

BIBEME , B LUE R B MSK Connect i B M %2 EventBridge Kafka ZE#85,

SR 4 plEERESR

FEoIEEERZA , BIONEWLLERERN Kafka TEUE EERERE R, EOEETE
EPumitE.

1.

2
3
4.
5

£ MSK 2HIAMEMNERTD | ERIFEESR  ARERCIEEESR,
EEHEDIRSF |, %$F eventbridge-sink-plugin , RFEEBET—%,
N FIEZSEM , 5% AEventBridgeSink,

EEBIRTP , EREN MSK &,
SREEBRNUTREFEMWE EERERE FRP

BREFEERUTREPR SN,

, BEREW

% & EventBridge Kafka /k{&iE 288
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« aws.eventbridge.endpoint.urifIR&EH MSK EFEEF AR BEBMIAEINIE , HFEH
BRo

o WRIEMEA PrivateLink Z2 i)\ MSK i£3%F| EventBridge , &R /Ehttps://HE# DNS Z49
BN E a2 ( 7k ) VPC #ENOLK U =AM EventBridge IE#FAF DNS & #5o

s FUTEEHRH EventBridge B 5.4k ARN B NEBHELH ARN,
- ENEMABETXENE,

"connector.class":
"software.amazon.event.kafkaconnector.EventBridgeSinkConnector",

"aws.eventbridge.connector.id": "msk-eventbridge-tutorial",

"topics": "msk-eventbridge-tutorial",

"tasks.max": "1",

"aws.eventbridge.endpoint.uri": "https://events.us-east-1.amazonaws.com",

"aws.eventbridge.eventbus.arn": "arn:aws:events:us-east-1:123456789012:event-bus/
example-event-bus",

"value.converter.schemas.enable": "false",

"value.converter": "org.apache.kafka.connect.json.JsonConverter",

"aws.eventbridge.region": "us-east-1",

"auto.offset.reset": "earliest",

"key.converter": "org.apache.kafka.connect.storage.StringConverter"

BXEEROENEZEE , B Neventbridge-kafka-connectors

MREFE  FERIFARFNBEIEHRNEE. BINEBWEATHIRFEHTA (HEE) B

Apache Kafka Connect lR&, £ “iGEINPR" T , FAZHCERNAR, BMNELBWSEABEI

BE , BASRI A CIoudWatch MEHMBELERR, REFEFEHMTIEIEE , fl0ng. RE , &
BEESHESRSHAEZTRES.

1 Kafka % %48

&AL E A Kafka Connect RIREEIA ( ik ) key.converteriR EXRIEEF R EMES , NMEE
SEHEURE |, Hlin Apache Avro value.converter 1 JSON,

WMAERA for FTR , Z&AEBconnector example PRI ELE AL E JSON REBHIH
B, org.apache.kafka.connect.json.JsonConverter value converterH¥EERAT =
7RSS, NMENEFIwITENE msk-eventbridge-tutorial Kafka EBAE 1R Ko
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FHATEOERMEERH Debezium JFRiEZSS

W RBIER T W0 Debezium MySQL E#Z2 4 53%A MySQL # Amazon Aurora BIEE —i
BEXRR, Bt RFIH | BATEIRE T FFIR AWS Secrets Manager Bit B 121572 573k * AWS Secrets
Managerf BB EFZ U #H T, ETHEXBEERHEEFNESZFERE , BZHAE  FARER
HEFFHRE BRI,

/A Important
Debezium MySQL EZESH[H N ZEF—IES , TFEH Amazon MSK Connect B Bah T B A

ERN, BNZENFERAMEREER , HEEZES[EEHP N workerCount i¥ER 1. ET
fREx MSK Connect REBXANEZFEE , TSR 7 HEERAE,

5 Debezium JRIEERN TR IAREMH

B EZERLIEERHRIERN |, XHFETFESEI AWS Secrets Manager B2 ANWRFZHITRE
Amazon Virtual Private Cloudo ¥RV IR AT E BN RSE R T ESUB A EBRM A,

- RERE NAT MXHFRERBE VPC REEBRMMXH LB FM.
- BIERAEFFREE@E NAT MXAIERIAERHE.

BEXxEZELR |, iH5E H Amazon MSK Connect /& A EEM 5[4,

FRZMH
ERAEBRMFE A , BFREATHE :

- BEEER KB Amazon Virtual Private Cloud (VPC) B ID. #l#0 vpc-123456ab,

- & 1Ds B9 VPC HWIFAE M, HI40 subnet-a1b2c3de, subnet-f4g5h6ij &, EAMERTE FME
EiEESR.

HERERR S A BB [F

1. #TFF Amazon Virtual Private Cloud ##l#& , Pk https://console.aws.amazon.com/vpc/o

2. ERHEBREBHRNEN NAT MXEIB-—MBFW , A2 TFM ID. BXEMHA , TSHE
VPC F8IEF M,
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3.

IR BB Mk AEER VPC AIAEEEMIERS , F12 TR ID. REBMM XM N2 VPC,
BRI |, FS 0 GV H 0 BB M X

MENE NAT WX, UEREFRHPHENTUILRIEN AT FM, 012 NAT WX |, Hi1E#F
ZABIENAEFM. BXEHA , FSEAIE NAT X,

BERMAK. BEHAMAERNMBHRTETRLRE, BNZELE—N5EHN VPC ErYE3)
BN EREAR, EUDRP , EFALEFREBHANEEK,

a. FALUTREESR VPC WEREBR , MELEFRERERBEEN NAT Mx, BXii
Bl , &2 {Amazon Virtual Private Cloud B 18/) T MEHKHERE,

FAHE MSKC BHi&
& (=]
BURE BWERNZRHEREE — MR R BFR
X, UEBERIE. flanFiE MSKC,
FERRYF ™ BFREFN

A MSK Connect /3 F B BX M 1 7] 49 % B - B : 0.0.0.0/0
- BER : 88 NAT W< ID, 50
nat-12a345bc6789efg1h,

RSB 37 E 1Y 2 b B F - BRI : 10.0.0.0/16, LLETRELHBRT
B, E4EURTHE VPC # CIDR R,
o BFR: Kb

b. EREEBENHHKRFHRA , ABFNEREKAR, SIBRN , E'EHREFZRFEA
HREAR , UFBEIRAZREBNFRXEK, HliLE MSKC,

c. HALUTREEEBENAE MSKC BHERX.

Bt =]
BIMRE NF MSKC SIGGE R HY H A HR  & F5
KERHYF M WA NAT MBI 28 T

A MSK Connect /3 B BB 17 7] #Y & B « BH#t : 0.0.0.0/0
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o ,

J& ]

- B BWEBMMK ID, B0
igw-1a234bc5,

PR BB 2 AY A4S 3tb 3% FH - By : 10.0.0.0/16, LLEFEELBFRT
& , E4BURTE VPC /Y CIDR 3R,

« BFR: Ky

BB 27 Amazon MSK Connect B BB G , ATLABIRIERESZ T,

B2 Debezium JRiEHESS

LACEES]y

487 tn{Al 812 Debezium JRiEIERS,

1. SIEBAENEMN

a.

M Debezium F¥5 T8 MySQL EEZR/AHHFHHZRFRER TR, & TETH Debezium KT
AR (RRZAR 2.x ERIARY 1.x K3 ) . EEEFHEEED , BFERIFEL Debezium R4 6IE
TR,

TEHMBES AWS Secrets Manager Bt E R EREFo
FUTHEXHRER—NE RS :

+ debezium-connector-mysql X#43X
 jcusten-border-kafka-config-provider-aws-0.1.1 3%k

4%"‘T£J: SHOEBENBERERRN ZIP XM , ABFZ ZIP X L1273 S3 FiEM. BXiN
B , 5 (Amazon S3 AiF#EmM) AW LA R,

SHELT JSON HFEKEMEEI X+, Hln debezium-source-custom-

plugin.json. <example-custom-plugin-name>&¥NERENHE MBI, <amzn-
s3-demo-bucket-arn>_Ltfk ZIP XH) Amazon S3 ZEHEHY ARN LA KR <file-key-of-
ZIP-object>LE4& %) S3 K ZIP MR XM,

{
"name": "<example-custom-plugin-name>",
"contentType": "ZIP",
"location": {
"s3Location": {
"bucketArn": "<amzn-s3-demo-bucket-arn>",
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"fileKey": "<file-key-of-ZIP-object>"

}

f. MR JSON XHHXHRFZITHUT AWS CLI s =R IR

aws kafkaconnect create-custom-plugin --cli-input-json file://<debezium-source-
custom-plugin. json>

IERZ AT LA BIR LT AT ROIA Sl E AR

{

"CustomPluginArn": "arn:aws:kafkaconnect:us-east-1:012345678901:custom-
plugin/example-custom-plugin-name/abcd1234-a@b0-1234-c1-12345678abcd-1",

"CustomPluginState": "CREATING",

"Name": "example-custom-plugin-name",

"Revision": 1

}

g BITUTHSURERHRE. RASBM CREATING Bk ACTIVE, ¥ ARN S &N
B £ -SSR HPIREN ARN,

aws kafkaconnect describe-custom-plugin --custom-plugin-arn "<arn-of-your-
custom-plugin>"

2. RNIEHBIEEZIERE AWS Secrets Manager 8|2 %48

a. ITF Secrets Manager ##|& , Wit R https://console.aws.amazon.com/secretsmanager/o

b. BIEFMBHAREEENBEEZREIE. XA , 525 (AWS Secrets Manager Al F 15
) PHEIEZRH,

c. EHIEEAM ARN,
d. AT RAIKEREFH Secrets Manager fRXBRFMBNIEH THRSHITA

B, <arn:aws:secretsmanager:us-
east-1:123456789000:secret:MySecret-1234>&# N IR ZR4AH ARN,

{
"Version": "2012-10-17",
"Statement": [

{
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"Effect": "Allow",
"Action": [
"secretsmanager:GetResourcePolicy",
"secretsmanager:GetSecretValue",
"secretsmanager:DescribeSecret",
"secretsmanager:ListSecretVersionIds"
1,
"Resource": [
"<arn:aws:secretsmanager:us-east-1:123456789000:secret:MySecret-1234>"

BRIALR IAM XEHHER | 53 (IAM AFPERE) PRORINARIER IAM 541 R,
3. FASEERHEFEXNEEVEBENIEEFERE

a. FUTIEFEERMESHFHIXAY T  REUFFRBERNSENGZITNHE.,
E T A% S AWS ecrets Manager Config Provider WEIBEB N EZELR | 55
¥ SecretsManagerConfigProviderif B9 3X#4 o

key.converter=<org.apache.kafka.connect.storage.StringConverter>
value.converter=<org.apache.kafka.connect.storage.StringConverter>
config.providers.secretManager.class=com.github. jcustenborder.kafka.config.aws.Secretsk)
config.providers=secretManager
config.providers.secretManager.param.aws.region=<us-east-1>

b. B{TLLT AWS CLI S REIBEMNBEEN THESEBE,
BT E -

« <my-worker-config-name>-#fJ BEN TIERRE BN IHRMER TR

« <encoded-properties-file-content-string>-#&7E £ — 5 EHIM &SRB MR
EHT base64 miBARA

aws kafkaconnect create-worker-configuration --name <my-worker-config-name> --
properties-file-content <encoded-properties-file-content-string>
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FRARER

4. BlEEREERR

a. Z%/5 Debezium MRA ( 2.x 2 1.x ) XN RAIEAT JSON |, HFEMMWRFXH4F, &
<placeholder> ZFRBRRE
&2 5 the section called “IAM A& K,

BRI NNE, BEXIMIRERSHITABHNER ,

BEE , ZEEMFEAEN ${secretManager:MySecret-1234:dbusername} ZE M
EMARANKREESIEERIL, ¥ MySecret-1234 BN BHEH , RARMALEER
ROZABT. BIEMIFF <arn-of-config-provider-worker-configuration> &
BANEENTHERFEERN ARN,

Debezium 2.x

31F Debezium 2.x lxZ , EEHILAT JSON HFH XM BIFT XM+, F
<placeholder> ZFHEERNELNZENNNE,

{

"connectorConfiguration": {

"connector.class": "io.debezium.connector.mysql.MySqlConnector",

"tasks.max": "1",
"database.hostname": "<aurora-database-writer-instance-endpoint>",

"database.port"

: "3306",

"database.user": "<${secretManager:MySecret-1234:dbusername}>",
"database.password": "<${secretManager:MySecret-1234:dbpassword}>",

"database.server.id":

"123456",

"database.include.list": "<list-of-databases-hosted-by-specified-server>",

"topic.prefix": "<logical-name-of-database-server>",

"schema.history

.internal.

track-schema-changes>",

"schema.history
servers-string>",

"schema.history.
"schema.history.
"schema.history.
"software.amazon.
"schema.history.
"software.amazon.
"schema.history.
"schema.history.
"schema.history.
"software.amazon.

.internal.

internal.
internal.
internal.
msk.auth.
internal.
msk.auth.
internal.
internal.
internal.
msk.auth.

kafka.topic": "<kafka-topic-used-by-debezium-to-

kafka.bootstrap.servers": "<cluster-bootstrap-
consumer.security.protocol™: "SASL_SSL",
consumer.sasl.mechanism": "AWS_MSK_IAM",
consumer.sasl.jaas.config":

iam.IAMLoginModule required;",
consumer.sasl.client.callback.handler.class":
iam.IAMClientCallbackHandler",
producer.security.protocol™: "SASL_SSL",
producer.sasl.mechanism": "AWS_MSK_IAM",
producer.sasl.jaas.config":
iam.IAMLoginModule required;",
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"schema.history.internal.producer.sasl.client.callback.handler.class":
"software.amazon.msk.auth.iam.IAMClientCallbackHandler",
"include.schema.changes": "true"
I
"connectorName": "example-Debezium-source-connector",
"kafkaCluster": {
"apacheKafkaCluster": {
"bootstrapServers": "<cluster-bootstrap-servers-string>",
"vpc": {
"subnets": [
"<cluster-subnet-1>",
"<cluster-subnet-2>",
"<cluster-subnet-3>"
1,
"securityGroups": ["<id-of-cluster-security-group>"]
}
}
I
"capacity": {
"provisionedCapacity": {
"mcuCount": 2,
"workerCount": 1

}
I
"kafkaConnectVersion": "2.7.1",
"serviceExecutionRoleArn": "<arn-of-service-execution-role-that-msk-
connect-can-assume>",
"plugins": [{
"customPlugin": {
"customPluginArn": "<arn-of-msk-connect-plugin-that-contains-connector-
code>",
"revision": 1
}
1,

"kafkaClusterEncryptionInTransit": {
"encryptionType": "TLS"
},
"kafkaClusterClientAuthentication": {
"authenticationType": "IAM"
I
"workerConfiguration": {
"workerConfigurationArn": "<arn-of-config-provider-worker-configuration>",
"revision": 1

}
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}

Debezium 1.x

3 F Debezium 1.x fRA , HEHISLT JSON H G EREMEBIFH P, F
<placeholder> FRBERN EENHZX NE.

{
"connectorConfiguration": {
"connector.class": "io.debezium.connector.mysql.MySqlConnector",
"tasks.max": "1",
"database.hostname": "<aurora-database-writer-instance-endpoint>",
"database.port": "3306",
"database.user": "<${secretManager:MySecret-1234:dbusername}>",

"database.password": "<${secretManager:MySecret-1234:dbpassword}>",
"database.server.id": "123456",
"database.server.name": "<logical-name-of-database-server>",

"database.include.list": "<list-of-databases-hosted-by-specified-server>",

"database.history.kafka.topic": "<kafka-topic-used-by-debezium-to-track-
schema-changes>",

"database.history.kafka.bootstrap.servers": "<cluster-bootstrap-servers-
string>",

"database.history.consumer.security.protocol”: "SASL_SSL",

"database.history.consumer.sasl.mechanism": "AWS_MSK_IAM",

"database.history.consumer.sasl.jaas.config":
"software.amazon.msk.auth.iam.IAMLoginModule required;",
"database.history.consumer.sasl.client.callback.handler.class":
"software.amazon.msk.auth.iam.IAMClientCallbackHandlexr",
"database.history.producer.security.protocol": "SASL_SSL",
"database.history.producer.sasl.mechanism": "AWS_MSK_IAM",
"database.history.producer.sasl.jaas.config":
"software.amazon.msk.auth.iam.IAMLoginModule required;",
"database.history.producer.sasl.client.callback.handler.class":
"software.amazon.msk.auth.iam.IAMClientCallbackHandlexr",
"include.schema.changes": "true"
},
"connectorName": "example-Debezium-source-connector",
"kafkaCluster": {
"apacheKafkaCluster": {
"bootstrapServers": "<cluster-bootstrap-servers-string>",
"vpc": {
"subnets": [
"<cluster-subnet-1>",
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"<cluster-subnet-2>",
"<cluster-subnet-3>"
1,
"securityGroups": ["<id-of-cluster-security-group>"]
}
}
},
"capacity": {
"provisionedCapacity": {
"mcuCount": 2,
"workerCount": 1
}
},
"kafkaConnectVersion": "2.7.1",
"serviceExecutionRoleArn": "<arn-of-service-execution-role-that-msk-
connect-can-assume>",
"plugins": [{
"customPlugin": {
"customPluginArn": "<arn-of-msk-connect-plugin-that-contains-connector-
code>",
"revision": 1
}
1,
"kafkaClusterEncryptionInTransit": {
"encryptionType": "TLS"
I
"kafkaClusterClientAuthentication": {
"authenticationType": "IAM"
},
"workerConfiguration": {
"workerConfigurationArn": "<arn-of-config-provider-worker-configuration>",
"revision": 1
}
}

b. EL—FHHRE JSON XHHXHRFHEITIT AWS CLI 885,

aws kafkaconnect create-connector --cli-input-json file://connector-info.json

LT REERIEIT T RIREH @ HR6,
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"ConnectorArn": "arn:aws:kafkaconnect:us-east-1:123450006789:connector/
example-Debezium-source-connector/abcl2345-abcd-4444-a8b9-123456f513ed-2",

"ConnectorState": "CREATING",

"ConnectorName": "example-Debezium-source-connector"

B # Debezium ERESSHEL

[

EFEH Debezium EFERNVEE , FHITUTIR -

1. E#HILLT JSON HEEMMEIF X4, [ <placeholder> ZRFEFRNELRNIZEXI NN
&,

"connectorArn": <connector_arn>,
"connectorConfiguration": <new_configuration_in_json>,
"currentVersion": <current_version>

2. TELE—SHREF IJSON XHHXHFFIZITILT AWS CLI T 5,

aws kafkaconnect update-connector --cli-input-json file://connector-info.json

BT RAIE TS BT R 5 =B,

{
"connectorArn": "arn:aws:kafkaconnect:us-east-1:123450006789:connector/example-
Debezium-source-connector/abcl2345-abcd-4444-a8b9-123456f513ed-2",
"connectorOperationArn": "arn:aws:kafkaconnect:us-

east-1:123450006789:connector-operation/example-Debezium-source-connector/abcl2345-
abcd-4444-a8b9-123456f513ed-2/41b6ad56-3184-479b-850a-a8bedd5a02f3",
"connectorState": "UPDATING"

3. HE , BALLETUAT o HREMIRMEN LR

aws kafkaconnect describe-connector-operation --connector-operation-arn
<operation_arn>
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BXROEFMALSERE Debezium iEESR A , S H Introducing Amazon MSK Connect - Stream
Data to and from Your Apache Kafka Clusters Using Managed Connectors,

T # %) Amazon MSK Connect

AN BT Apache Kafka %258 A2 F 1T E| Amazon Managed Streaming for Apache
Kafka Connect ( Amazon MSK Connect ) » Ei¥4l 7 f##1X#% ] Amazon MSK Connect 74t , 5%
2?77,

AP ESLE T Kafka Connect #1 Amazon MSK Connect FARRASEE X , HANE T EBRMZEK
BRERESENERE,

T fi# Kafka Connect AR A E T

oM RNEN TIZ1TH Apache Kafka Connect BiFiT2 7 £ Kafka SE8F H #Y A BB =B A LA BX 5 7 48 5k
FHERS. L TREERT Kafka Connect M AR FH AP EZMAN NAEEE

- BMEXB , B config.storage.topic IEE

HEEFEF , Kafka Connect FiE A EE WA EERNESNEE, BRAFEMEESRN
BLESEERFRENEEN (flW , ERFRNINCTUEHESES ) , BLALETRE —%
iEF, WEFBEATES , ALEHRLARESNSENRERE.

- RBEXHE , B offset.storage.topic ¥&E

ERBEEXBH | Kafka Connect FRIEZSBNRBE, SEEFT—H K RBEFBEBERATE
o WEBNATEAMNRERS M Katka ERBIBEHNRIEZRZRNRMVE, M Katka REBIEH X
RENTRENIZNEEEESEEAEN Kafka HEBELAEHEERERBE,

« JREBEHW , B status.storage.topic EEE

FRABEZF , Kafka Connect 7 EZBRNESH LIRS, WEZMF REST API A BRI
BENROMIE. KEFAHAPEREFAIFER , BRDURIAE EEETHEGFNRS. BE
BNREETE & K RESETBEHREATES,

BRTIXEEB 2 |, Kafka Connect B RKEMFA T Kaftka BIA R R BIE APl, XEHBUEEZSRE D
B, Bl , X¥FE AR file-sink KIiERESR , ZHAEBHN. connect-file-sinkéA PR BN ERE @ EME
FRMIERK, JUAFERAEIERELATE (HI0 Kafka-consumer-group.sh ) BRIX LA K HIF
BE, XTEMEWSRIEESR , Connect BT EILIZTT— M Kafka HIZEVIZRMENEREA,
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Amazon MSK Connect M AR FHIRASE

ZRIAER T , Amazon MSK Connect 1£ Kafka S8+ 381 Amazon MSK Connector 813 = %34
NET , ATEEEESNEE. RBEANRS. RMATBEMHNEHNOT -

* __msk_connect_configs_ _ connector-name connector-id

* _ msk_connect_status_ _ connector-name connector-id

* _msk _connect_offsets connector-name connector-id

(® Note

ETREESCEARMERBEESY , BUUFEAECERNRBFH EIBRANEBRIATE, B
ERBEHEIEAUBYETRUBFREZREZENES , ZEERINL—NEESBNRE
—MrBIRE RN, EEERBEMEEE , FENEEESEZEH Amazon MSK Connect T
{ERR BB P Y offset.storage.topic J& IR —ME,

iR E #2512 Amazon MSK Connect

FOEERRFIEZMAIBRSE S A Kaftka B9 Apache Kafka Connect NAREF. AT N BF[EARHZE
1789 Apache Kafka Connect JRiE #83 N AR FHE Lz 1TH B X E Kafka Connect £E TR E AWS
Amazon MSK Connect K32,

Kafka Connect RiEZSRNARFHREBEEHE N NEEHR , ZEFTUNLEREH
offset.storage.topic RENE®R. UT 2 JDBC EEBN RHIRBEHRE , ZEER[ETH
MES , NEB A movies M shows HHENTFRFZFR S AEIE. MK movies S ANRFITHWE ID 1
18343, M shows ®RSAMZFITHWEID H 732,

["jdbcsource", {"protocol":"1","table":"sample.movies"}] {"incrementing":18343}
["jdbcsource", {"protocol":"1", "table":"sample.shows"}] {"incrementing":732}

EREEREITEE Amazon MSK Connect , iFHUITUA TR -

1. BEMNA = B 1TEEH Kaftka Connect £EEFFIREUE#EE 83 E K 812 Amazon MSK Connect B E X
‘&t
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2. 812 Amazon MSK ConnectI1’l5$ErJ§."|’£ HAFE M key.converter, value.converter
offset.storage.topic ®RENEHIE Kafka Connect EEFFHIZ1TH Kafka E ST ENEME
Cil: k=

3. B M A Kafka Connect £8 £ & H PUT /connectors/connector-name/pause i5R¥KE
EREER LNEESENARR.

4. BRAMBEEESBNARFNESHETLELL, BALUBENEIA Kafka Connect &
BLAH GET /connectors/connector—name/status BERIAFEARBENEMY
status.storage.topic RENEFEMREERELES

5. N BEHRIVEESRTE, B EBESENBEH LA GET /connectors/connector-
name/config/ ERHFEARXRB NEM config.storage.topic REMN EHE A HERIRE
EERIE.

6. QIS BEFHE R Amazon MSK E#RE. EALESR 1 PRIRNEEREE VAT, &S
IR 2 PAIERY Worker BHEMEL R 5 FIRENHVERERREC B R 6 2 thiE#EeR.

7. & Amazon MSK E#ZZFIRADN active i , BEFEAEURIEEERERETBMNERES AT
o

8. BII & H DELETE /connectors/connector-name i&RFMBRINA EE P HIEERS,

WS EEESHIT B B Amazon MSK Connect

EWESE R RN EIEM Kafka S HEISNIF RS Apache Kafka Connect R AREF . AT NEFER
#1532 1THY Apache Kafka Connect £ ESEZESSNARFRE LIZTH BT Kafka Connect £E& T8
2| AWS Amazon MSK Connect #3372,

Kafka Connect $# N ESEZESFE A Katka AKX AT APl , HERBEFHESHARERENHAER
HE®M _ consumer_offset &, 11 j]ﬁ‘flﬁ?%ﬂ%ﬂ&%ﬁ EEZBEM B IRETEE Amazon MSK
Connect I &,

BTN BSE 1288 1T 2] Amazon MSK Connect , EHITUATi84E -
1. BENAX# = B1TEEH Kafka Connect £8P 1IRBUE 285 FE K 812 Amazon MSK Connect B E X

&t

2. Bl Amazon MSK Connect T/EREFEM , HFHEM key.converter M value.converter &
BN S5 HIE Kafka Connect LB HIZITH Kafka EZERRENEHEENE.

3. B EM A Kafka Connect £8 £ % H PUT /connectors/connector-name/pause i&5R¥KE
FUEEHE LEESNARER,
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4. BRAMBEESNARFNESEHET2FLE, BALUBREIE Kaftka Connect £
B L& GET /connectors/connector-name/status iERFEARBAEMY
status.storage.topic REM FFEHHEEREFLES.

5 NIIEEFREUEESERE. SULBSIEINEEH#H L RXH GET /connectors/connector-
name/config ERBEARBE NEM config.storage. topic IREB M BB A H B KIREUE
EREE,

6. RS EERHR BN Amazon MSK iE#R. EAGESR 1 POIENEESRAEEY. &S
R 2 IR Worker BEFES TR 5 FIREAERESREER OB ILIERES,

7. 3 Amazon MSK E#EBIRAS N active Bt , BFEFAEURIIEZSBRREABMNERES AR
.

8. BII & H DELETE /connectors/connector-name i&RRMBRINA LB FRIERESS,

HEZE Amazon MSK Connect gy [a] &5
LUTEE & BYEBEE A MSK Connect B AIREZIERY BB, &t 0] LURF R & & 46 2| AWS re:Post,
EERTERRABEEN EIEENRIE

HZ N Amazon MSK Connect & A BB M5 6]

EERFEZTHNESHRTET tasks.max FIEENESHE
LT RERESBFERANTISTEED TIEERN tasks.max BLEMN —LFA :

- RLUEESBURETACEANESHE. 0, AT MySQL # Debezium EEFNRTFERHE
MESS

- FHET BREIEERE , Amazon MSK Connect &8 & #2881 tasks.max Bt , HESE#EEE
FETH IESRENES N TELENHREREL, MCUs

o WFEWEFERS , HITE (S8 E ) TEEI B XHHBE, R AK LT tasks.max IRiE
AARTEZE , BEND X —RReEH—MESLE,

« 7£ Kafka Connect 2.7.x # , BRIAMIE AR 2 X2 Bl 882 RangeAssignor., Z7EERNITHRE
N EBNE MNP XoBELENEAS , IENEENE N XD EERNEMASE | it
K, XEMKE , £H RangeAssignor NN EEBNRXEIESHRE T EEEENT
AEANTFHNRE AR X, NREXTERTENAM , WRGE— D ITEREFRE , HhiF
consumer.partition.assignment.strateqgy B RENESENEASIXPERE. SN
Kafka 2.7 #0 ConsumerPartitionAssignor : Fi8 B ZI KK,

WEEHERR 365
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42 Amazon MSK £ 428 ?

Amazon MSK £ #8§ 2 —I Amazon MSK Ih&E , ©EZREBETRFER AWS X Amazon
MSK &z B Fib EFI%IE. EB) MSK 5158 , BUURMMEE S XM A REANAR
F, RS TAMEMLSESEYE, MSK EFIE5T1E MSK £HCRRMHBIRLSESH , TEREBTE
YR1B, EBEMZHERIEEEXEME,

MSK EHIFRSBHT BRERAR , SHEMTURFEHHE  MLTTFLRENY REE. MSK £Hl8F
ELEHMSEN Kafka THYE , SEETFEE, HREFIFIR (ACLs ) MEASKZARE, MRENX
BREBNEN , BUNAMERE S - AWS XEH ik ELE,

MSK E#lSaXFEXHES (CRR ) MEXEEH (SRR ), EEXEEHH , JHM B MSK £i#
LT ARE AWS HXig, ERXBEESF , RN E R MSK £ U TAENXE, AWS ERIFEME #R
MSK &85 MSK SHlgs —2ERA <z , £FEE0EIREF T B #x MSK £&.

(® Note

MSK EFIgFZEFUT AWS X1F : ZEZXREP (us-east-east-1) ; EEREP ( us-east-ast-2 ) ;
EZETEE (us-west-2 ) ; EETEP (us-west-2 ) ; BN ( eu-west-ast-1) ; BXM ( eu-
centrale-1) ; L A#X ( us-west-ast-2 ) ; B ( eu-west-ast-1 ) apst-1 , K ) ; L
A#[X ( ap-southeast-ast-2 ) , BN ( eu-northeast-2 ) , A X ( ap-southeast-1) .
RN (eu-west-3, B ), mIX (sa-east-1)., WAMX ( ap-northeast-2 ) . BXM ( eu-
west-ast-2 ) . W A#X (ap-northeast-1) , YA X ( ap-northeast-1) . EEFEEB ( us-
west-1) . MIEK ( ca-central-1 , & ) .

AT R Amazon MSK £ #8580y — L& WA %,

- MESXEREGNAERF  TEREBENHRAFROTHESENHBEERHEEENNWREER
BEF , UEEHEMK,

- ERERNBIERE : AR E XS 6 AR HEEER NIRRT,

. BEENED ZBUE - FEIEM — Apache Kafka 282 E #5121/ Apache Kafka 8 , XETFE
B9 B A /& FE K LR AT AR B B S M BUR BIAS,

- RABEH TN . NKE S Apache Kafka EFHHNBEEH T —NEHF |, LERREREXR
BRNBIEN R,

- KB , £RFREHEIE  REZSFRES , BaPFE—N AWS KR ITHEARERERH
ftb X145 , M AR AV EEIR F SR A IR B4R
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Amazon MSK E #lgsfy TERE

EFFRER MSK £4I8 , KFEEBREFHNXEHE - HHEFR. AWS MSK EHIBR2E3)
FE AWS KEHR BN FNEFHTNIEHREEHIBERXEHR BN BINESR. REFNBIRERT
VTHBEHAEN AWS XEH, RBRERHTFE , UFEQBZER.

HEBOEEFIZRE , MSK E#IzR2E BArEHN AWS XEHEMELFNTR , AMEICBITEES
R, SHRERRTZRAEMS , 2 MSK £8 AWS XE BN MEERE, RERNBIRERNE
HEENURFREREMBRERE LN XHE, MSK EFR2EBIT RERHR , IHERATUREE
FEE, MTELEEIT RBE.

HiEEH

MINBERT , MSK EFIBRAIARBENRERETI D XN &M RERS EHE BIRER. MR
EFFNETRECTE , W MSK SR BFRNFEBRETE S XAFHEHFBIRER, B
=, EFRTRFEERE 30 WHAE S REE B REH LRUACIBRMN EEREE S X, EBIREH
LRI ET 28, AREFERNEMESRBFIHEH. &, MREREFLNIABELEHTE
RER  NANEZBEREES R , MNRERETESXHIHEENRBITHES,

MSK EFIBZFTFHEENEIE. BENEEHEA , ERFHRESF , AEBEABRK

8., SBERIEAZERAME , BEPX2B3ER. MSK EHlz85ENER

Z BN EBEMNEERAEEAMIEDPINE, FIE MSK Replicator API A ( 4l
WDescribeClusterV2 , CreateTopic, ) DescribeTopicDynamicConfiguration#&BfF1ErR
%K. AWS CloudTrail#Z#y MSK {43 At F K MMERH N A,

MSK EHISE B MEFHPLIREE , EHBEERTFN 3. URFE , EULEREBREH LEXEH
® ¥

THEE

MSK EHIBRE X T BBEBNREFEHI BRERH, THECETEEE, HHEHZIR (ACLs)
MEREARBE. BREEH —H  THREEFNCUERERIREN, N TREEFHMEE , MSK £4]
SR EHTHEEFM IR THESEH,

THRE MSK E#I2REHIHHHZH 5% ( ACLs ) HFIXR,

BE iz APls foiF
B £ CreatePartitions

Amazon MSK & #2858 TERE 367
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BE o APIs 7 iF

AlterConfigs FH: AlterConfigs

ik B CreateTopics , TTHIE

i B FH: DeleteRecords, DeleteTopics

DU £ ListOffsets. JT¥#E.
OffsetFetch, OffsetFor
LeaderEpoch

DescribeConfigs £ DescribeConfigs

ERER FA JRER , OffsetCommit ,
TxnOffsetCommit

BEA (N4 ) =31 47 , AddPartitionsToTxn

MSK E#l88 ACLs R A ERER 8" §4 LITERAL #RFKEH, FE4) PREFIXED #{ ACLs 2
8 ACLs fEMRIRFER, MSK EFIS5tB T STEBEIRESR ACLs EMIBR, INERMIBRIFEER LA ACL ,
NE R E Rt BR B FREEEE H Y ACL, B3< Kafka ACLs ‘&R, ERXMNBENEZFHER |, H3H

https://kafka.apache.org/documentation/#security_authz_clio

MSK & #2851 & #l Kafka ACLs , T IAM FRZFIFEH. MRENEFIHER IAM 17 7] 2 H 5k 15 5
EAZH MSK &£8 | BIABAEEEREBRESH LEEMERXM IAM KRR TR LN EE, W
FMMERFBEMEFEE 2L,

ERNEREEARBERDIHN -8 , MSK SRR HXNRERF LR BERERITML , XEHERENE
FERRWNULE (EFDXHKRRE ) #HITREL MREEREAEFRER LHIER | BLEFHA
b, BURLEIERLANEREANERES. SEREEAMEBIBIRERHE  ENHERERE
MULBEESEEHRE. NTRAOMERR , FERLAWEREFTERELHREFNRRE ( B XHK
B)FEfE, HEMNERER LN , MSK S48z R ER,

THEER 368


https://kafka.apache.org/documentation/#security_authz_cli

Amazon Managed Streaming for Apache Kafka FERARER

N A

== | E fepliator ==
Source MSK Cluster | Target MSK Cluster

ETHEMEE
MSK E#IE AR/ EEEHEBES | HHE R\ ) IERZEIHEH.
HHREBEHEH

BIAMBRT , MSK EFISBREENEHPUERHEE , AERERTITEHPAMEIERWIER , F
I <sourceKafkaClusterAlias>.topic. XA T REFNETTEENEF PN HMEBX 5T
3k, HiE RSNz RELREHHIE,

flan , MSK EFISFFRERE T BN “topic” WEBHPHWHRFEEHZ BEHREFP BN < Alias>.topic FIFT
F&B, sourceKafkaClusterf& ] LA{E A DescribeReplicator API 8 MSK #4|& EH S $I85iXAE
EHE , 7 A sourceKafkaClusterlias FEB T ERAME B HREFFEBEHNIE. BREHEFH
BIZR 2 < sourceKafkaCluster Alias>,

NEREVWHBRERD RN EAEREFTEILE  CEENERERENERABERFEZER
G NEBRIREBE, S, EREREFREEM. *topiclERMN AWS X, tREIEFIE
footopicl ZKMEE , A FEREFTEFREBEMEEN

NMREBREHB[BERFEENERNERETD (HIMEF-EHEFRE ) , WNERH MSK £l
2, ERQRMEIR,

HEEZAHEH

FERNBRANRENERLSR , Amazon MSK EFIBm AT A ETEEHFHRENMBATEBHREFNERT
BIEEHIZE (ZEHAPHAREERNEEER ) . BAERE B MSK 81 AWS Xig 6l #
MEFIR. F&NEREZATLUR R & EMEER SRR IEIME I EZH,
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MEEZRERES (BHaFNREEARNERER ) ERUTRHER

« AULHEEFIBHREMBNEZEH , A BB ELREHBROXE,

- BFREMNBRESEHRRWEBEGNE , ANETBEEFNEER F RmKIEIE HHN B,

s WTED-WHERRY , HEEZBENEFIWRERL T RMEBLRE , AFNRARF LSRN
BIZRER K MAFERNEAETRBMNREFEER K.

- TRATERMMEFHREZN MSK ERNBERSIENERF , URTHERSIEN I, XE
RENBNREFHNMEE BRI RN S HIR.

- BYFBREEFHDBREHPRBEE , TN - MSK £8E 5 — 1 MSK S RIET
%o

Amazon MSK E#I25£f Kafka #rk BB R FHEEHEERRER , NTERRE G5 H TRIER
X, kB —MREX , AINEEE Kafka HEHR., ENTEB. MSK S 585 /HREFFA
FEORAFRATSMEESHNIERKAKLF, MSK EFIREARLEFEERBEETRE FIER, &
RIZ I E S B B P i = 7 RE R T ISR N E I RV BRI

HIE . N Amazon MSK EFISFIRERESFMBInER

RHENFWNAEMAB AWS XFEFE AWS WG REREFRNBIrER., ARG, B LIER
XLEE B0 Amazon MSK £ 4188,

AR Amazon MSK JREEE¥

MREEEN MSK EHIZRGIRT MSK RER  FRARTAEEATHERNER, BN , FHEEUAT
HRREIE MSK T B HTTARSS 28R KA

EBEXSNEXEN MSK EF8REHRNIRERXL. ERFEUATIESEIA.

1. ERXEHFET IAM HREFINERTRE MSK MBEH A LRSS H[ERH. CWREHLNE
VPE=AMRE,

2. W FEXH MSK Eflzs , MR BFERMELER , HEN IAM FRIEBFAFRFBESL VPC EEENE
RTINERTHRE. BEE , FEZ VPCH , FXBERELFHRIENFNRIERE, EFFERNE
EIEH MSK £EENEMEMHRITAE ( mTLS ) RIEREDEH MSK EEMHEH M P iwAISASL/
SCRAM). You can simultaneously use mTLS or SASL/SCRAMB B RIEFE , FEZ VPC FhEE
B, Sl EREHEERFFAEENSREPHFEA UpdateConnectivity API BLE% VPC FA
B, FSRAEHEMEETEZ VPC, MRZMRERZ MSK Serverless £ , NI EFEFEZ
VPC FABiE#E,

RERERNBIRES 370



Amazon Managed Streaming for Apache Kafka FERARER

X FREIXEH MSK EHl2: , MSKIREBHTHFES VPC AR , A BHME/imIATUER R
Z5 DRI SRR TR ZER.

3. W FEXE MSK £E438 , BA4TURE T HRAVNRREMINERER. XAV MSK EEZLER
ERIBIE, ST LER TER CLI 5 AWS 2§ 8 ZIREKILRE. 5FESH Amazon MSK £F
R R, N TREXEN MSK £4IzF , EFFERTIHIR.

Console: create resource policy

ERLLT JSON EFTRERF R, &S UFERNRERH ARN,

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Principal": {

"Service": [
"kafka.amazonaws.com"
]

},

"Action": [
"kafka:CreateVpcConnection",
"kafka:GetBootstrapBrokers",
"kafka:DescribeClusterV22"

1,

"Resource": "<sourceClusterARN>"

EREHFAGENH LNVRFERE TN RBERRBRI

o
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aWS | 22 Services | Q Search H @ Nvignav | replicator@ =
Amazon MSK % ® New feature: MSK Serverless |

Recommended in cases where the throughput requirements of client applications are variable and hard to predict. MSK Serverless
scales cluster capacity automatically in response to throughput needs. Each serverless cluster has a maximum write throughput of
¥ MSK Clusters up to 200 MiB per second and a maximum read throughput of up to 400 MiB per second. Learn more [2

Clusters

) ) ® We have launched a new feedback form to make it easier for you to send us feedback and let us know of Leave feedback
Cluster configurations features you'd like to see in Amazon Managed Streaming for Apache Kafka.

Managed VPC connections New

Replicators New

Amazon MSK » Clusters » multiVPC

w MSK Connect multiVPC

Connectors

Edit/Delete i
Custom plugins .
Cluster summar Upgrade Apache Kafka version
Worker configurations ok
Edit cluster configuration
Status Apache Kafka version ARN Editbroker type
¥ Resources @ Active 281 arncaws-kafka:u Edit number of brokers
.8. (5 aws: i
AWS Streaming Data Solution 1 Edit security settings
Cluster type Total number of brokers |
AWS Glue Schema Registry [2 3 Edit storage
Provisioned 3 5
Edit monitoring
Customer survey Edit log delivery
. . ) Turn off multi-VPC connectivity
Metrics Properties Tags (0) Cluster operations
Edit cluster polic
policy I
Delete
Amazon CloudWatch metrics Analytics
Create Studio notebook [4
No time range selected | UTC v C Create Apache Flink application [4
Connectors
Disk usage by broker : CPU (User) usa  Create MSK Connector [/ ¥

Percent Percent

CloudShell Feedback Language © 2023, Amazon Web Services, Inc. or its affiliates. Privacy Terms Cookie preferences

CLI: create resource policy

MRS AWS 2 A 0IRRER | HIEFRER IAM AEMIED , éHFﬁ%E’JFE%mﬁ AWS
MmalZzAe, 5—FHH , MREFE MSK £ANE IAM BEHEE2CRAE , BFHUTE
E%Hﬁmuﬂﬁﬂ@ LAME MSK E#IBRAI R AZAE, ﬁ%ﬁuﬁﬂ%&ﬂ@mﬁ1£%%mﬁ%1§
B, BEABHAE,

1. FRALGTIRI MSK RN HATARA. & HUAFERNEBROES ARN,

aws kafka get-cluster-policy —cluster-arn <Cluster ARN>

{
"CurrentVersion": "K1PA6795UKM GR7",

"Policy": "o

}

H%Z Amazon MSK JRE 8 372
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2. PIBRETHRAKE , LAY MSK EH2R15 R EHNRER. ERANUATIERENER , F5
FFE N SKERVIRSERF ARNG

aws kafka put-cluster-policy --cluster-arn "<sourceClusterARN>" --policy '{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Principal": {

"Service": [
"kafka.amazonaws.com"

]

},

"Action": [
"kafka:CreateVpcConnection",
"kafka:GetBootstrapBrokers",
"kafka:DescribeClusterV2"

1,

"Resource": '"<sourceClusterARN>"
}
]
A% Amazon MSK B irEE
HEFBET IAM HRIEEFINER T 122 MSK BARER (MERERFHES ) . BENERIFTERNS

% VPC ?hREE, BERITUEREFHMVTHEN AWS XEHFRNXEF, REFNBIREH
A TFE— AWS KA, B ERERLAELBE=MNE,

#1282 Amazon MSK & %128

ERERERNMENERT , B LIERAXEERHGE Amazon MSK £ 4185, E& 42 Amazon
MSK E4I28 281 , FHHREHE 62 MSK EHIZEATER IAM BUR,

£

- B2 Amazon MSK E#IgRHEEEM
B3 MSK S HIZRFTERY IAM R
« MSK £ #lza X E B R B MR A
« XK MSK Serverless £ &AL E

H% Amazon MSK B #REEE 373
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- EERBEEX
- EEMEFXEMERA AWS 2H5 0B E FiER
- BEFER
. IR ERER
- BEESHRRENNR

#12Z Amazon MSK E #I25HYE = E M

UTETRENATER MSK EFIZR RN TRFZM . XBNEENRESKEK, ©RETHENN
R, SEHREMM Serverless HEMNER , URAXVERUMNEEEHB/NES,

B2 MSK S HIBRFTER IAM X R

AT 282 MSK EHIZSFTER IAM policy 1™ fl. REESIE MSK EFISBREHTHRINERT , &
ZEWIT kafka:TagResource BIE. RFEFIES IAM KK MBI SENEFIHN B IAM B8,
X EEPRBWER , H3 MW C reate authorization,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "MSKReplicatorIAMPassRole",
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "arn:aws:iam::123456789012:role/MSKReplicationRole",
"Condition": {
"StringEquals": {
"iam:PassedToService": "kafka.amazonaws.com"
}
}

"Sid": "MSKReplicatorServicelLinkedRole",

"Effect": "Allow",

"Action": "iam:CreateServicelinkedRole",

"Resource": "arn:aws:iam::123456789012:role/aws-service-role/
kafka.amazonaws.com/AWSServiceRoleForKafka*"

}I

"Sid": "MSKReplicatorEC2Actions",

B3 Amazon MSK & #HIg5HEE B 374
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"Effect": "Allow",

"Action": [
"ec2:DescribeSubnets",
"ec2:DescribeSecurityGroups",
"ec2:DescribeVpcs",
"ec2:CreateNetworkInterface"

1,

"Resource": [
"arn:aws:ec2:us-east-1:123456789012:subnet/subnet-0abcd1234ef56789",
"arn:aws:ec2:us-east-1:123456789012:security-group/sg-0123abcd4567ef89",
"arn:aws:ec2:us-east-1:123456789012 :network-interface/eni-0alb2c3d4e5f67890",
"arn:aws:ec2:us-east-1:123456789012:vpc/vpc-0alb2c3d4e5f67890"

]

I
{

"Sid": "MSKReplicatorActions",

"Effect": "Allow",

"Action": [

"kafka:CreateReplicator",
"kafka:TagResource"

1,

"Resource": [

"arn:aws:kafka:us-
east-1:123456789012:clustexr/myCluster/abcd1234-56ef-78gh-90ij-klmnopgrstuv",

"arn:aws:kafka:us-
east-1:123456789012:replicator/myReplicator/wxyz9876-54vu-32ts-10rq-ponmlkjihgfe"

]

LU iR E #2589 R 1AM policy, FEE kafka:DescribeReplicator #®#ES
kafka:ListTagsForResource 2 —BIT , MARHEHEE,

"Version": "2012-10-17",
"Statement": [
{
"Sid": "VisualEditorl",
"Effect": "Allow",
"Action": [
"kafka:DescribeReplicator",
"kafka:ListTagsForResource"

B3 Amazon MSK & #HIg5HEE B 375
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]I

"Resource": "*"

MSK & &85 XI5 SE B L B MR A
XEE RN XIFMEHIZER, Kafka IRAFIMEE B ESR,
« MSK E#I88%3#F MSK B &£ &M MSK Serverless £EBMNEEAHE , ENREFNBIRE

. MSK E#l28 B oI A IS H MR A K Kafka &£

« MSK Serverless B EE IAM i5RI#EH] , T2 % Apache Kafka ACL £l , AN FHEEES HIH
YRER. BSR4 R MSK Serverless ?

« RA\IE1T Apache Kafka 2.7.0 SESRAWER T X5 MSK EHz8 , TICBHREHNERERZ
EHESERERNMTTRERHF. AWS X

« MSK EHI2RZ#FEMA mb.large E AR KPIRBWEER, FTIF t3.small &,
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2. HIHIEAN  REEFHEBHEAN,
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EFANBZEE P | EFEBHENX TCP,

FEiwmASEESIH , 8 A 9098, MSK EHIBRAFEA IAM 17 B2 HEEEIFE AR D 9098 W5
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(® Note

HE& , MRFEEAREARFRE , WALUMN R FFIA RERN AN H N
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. ERFIF ,BA0.0.0.0/0 , AREFEEREFMAN,

L BAREEF
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<sourceKafkaClusterAlias>.topic WEFEB. XEN THEENREHEHE N
BENETESERERPNEMEIBXSFX , HERESEHZEBAEFBE. &

A[LAfEF DescribeReplicator API B MSK ###lA LM EFISFFAEERE , £ A
sourceKafkaClusterlias FE TR ERFAMB B FREBHPETEMNIR. BHREFETRHNHERR
<sourceKafkaClusterAlias>,

1. EBERERERT , ERBEREREN AWS X,
2. WABMEREN ARN I3 K LUERE B IREH,
3. NEREREETW,

#H A RS BAREHXER AN FRERERE, EDERERN TN,
4. F MSK E#IZER R AL RIEHN BInER,
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HEREMERXEFTANZSEREIER, MAREASENEEMEXEK, AXRZE2ENES
55 , HZ0 (Amazon VPC AF#Em) FHEALZEAERFIER AWS HREAE,
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1. BN IAN o
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J.ERFIH ,EA0.0.0.0/0 , RFEFREREFMN,

BLE & HIERIRE MR

1. EEFRREERT , FAARTNELIRFHENREXNEEZEFHNER, RIANBFRTL2EH
R ER,

@ Note

MSK E#lIZR N EHFINFEHHRZ 750 N8, IRFEZEEFHESEE , RINEWES
B-NMRIHNEFER. IREFESNEHFEY 750 MEBEY S , IBEIE AWS 25
AXFEROANERIEEE, ELER “TopicCount” IEfR G IR EEEHINETHE, &
ZRL D% MSK frEL Ll .

2. BIABRT ,  MSK EFIEMEETBHINRMEBETRES . HE , MIREEEFETEL
WIMEHKE , WTUMNEEETEFERE (KB ) RBEFRES. —BETESSE 5
TEEQMIRE, WIREXN N FCreateReplicatoriERMDescribeReplicator Mg
HstartingPosition=FEk APls,

3. ERFBEMEE :

« PREFIXED XBEMEH] (EEBHATREBEFMBIMIE )  BRINRE, MSK E#I85
FFtopic”’ NREHE HEI B rEBHPE N <sourceKafkaClusterAlias>.topicl HHTE

Ao

- HEEZBEENES (ZEFHEPNREEENEZERN )  REREHNETTEBRERTUMEE
HEBRBMETES,

g B R FCreateReplicatorimKMDescribeReplicatoriap
M TopicNameConfigurationFEk APls, &2 KAmazon MSK & #2588 TERE,

(® Note
MIABRT , MSK ERIRBREBIMEHTRIRFER , AEEHBHPDMBENERBE
B, IRANTHEENEEREFNEENTESBERERTHEMGERX SR , i
REEHZREAEHHE. HE  CUNEZEFHERETERNES (ZFHEFNFRE
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MERNEZEWR ) B MSK E#ls: , MEEEFHRFEEEEN. KEERD TEER
BNEENEEESRNARFNERE  AERESERRENTEEMR L,

4. BNBRT , MSK EHIFZLEHMAEHE , SFETERE. HHEEHFIXR (ACLs ) MEMARA
% , WK TRANER, NRECIBNTEZATAREBHNESIZR , M A BLERX M MR
BE D P RHEN - HZMRE

(® Note
MSK EHBZ T 2EHIEA , ACLs RN ENERBTINEREABREFHPEEFNE
o RYERE , BNERBRNEABREHTNABLER, BXFARFE , HSRNT
EBE K AWS KR ITRIRBER.

5. HEEABRAEFEET  £RAANELIRINENREINEEZEHNER, MNERT ,
BEMARATWES,

6. EEHEHRT , EULERERBEABREHNEE, NREECERAES , RNBWEELRASRE
BN BERRENESR S,

7. HEBRRRERSD , ITUTE—RE

a. BERVBEHEFEAMERKE IAM S8, MSK £H 8Bz N RFSNITASH IMSLENN
[RAMEEREE , UEREMEAZAYREMN B #r MSK 55,

Access permissions

Replicator uses |IAM access control to connect to source and target MSK clusters. Your source and target clusters should be turned on for
IAM access control with permissions for the IAM role. See permissions required to successfully create a replicator [4].

(@ You can't change the access permissions after you create the replicator.

Access to cluster resources
© Create or update IAM role MSKReplicatorServiceRole- with required policies

() Choose from IAM roles that Amazon MSK can assume

b. EMIEEM Amazon MSK AT MR A M IAM BE2FERREMREECH IAM B8, RINBIE
£ AWSMSKReplicatorExecutionRole FEEM IAM REEH MBI BN RFSHITAER , A
RERELECH IAM KB,

- BIEIAM At  EFEEEAZACXIEN B MSK £F#HTIERMMNEBEARE , HE
FLLT JSON fEREERREM —EB , 74 AWSMSKReplicatorExecutionRole Fff
hEZzAe, EEEREF , LA <yourAccountiD> B R EHISERRIK P 1D,
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{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "kafka.amazonaws.com"
1,
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "<yourAccountID>"
}
}
}
]
}

8. HEEFIFIEERP , BULUEEN MSK EFIRRRTERLE. BXEZER , FEHE
Amazon MSK &R MNIrE. NTFEXE MSK E4l38 , ZOIRSHRN , FELAFRS I
BEXE, MREEEHBEREIRE  WEXT2BFIESIZEXE , RItEFEFHEDS K
wEHRNEREEHESE,

9. EEBIE.

MRBERS kafka-cluster:WriteData XPR , #EZ# How IAM access control for Amazon
MSK works H#J Create authorization policies %', BHFENRERF N B FREFF R katka-
cluster:WriteDataIdempotently fXFR.

RAFE 30 7 se RN 81 MSK & #8545 2| RUNNING K7,
WMRIEOIE - MSK EFIZSRRBREM RV ESIZR , MWHHNEFR2MNEHFTNRBTHEH.

WMRIEHY MSK EHIZR EH# ) FAILED IRA |, FS AR BEHEET D HEE MSK & 28R R &,

4miE MSK EFIzRiRE

B2 MSK E#I8R /e , EXEZEWRER. BENEH. EFRERVERNTTENEFERE, LFEL
B-IMHNEHRIRERAAREREENEHFEE, BR , BUUREHMERZRRE , SINESHI
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(® Note
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B, RUEBE , CNERBNEABRERFHAER. BXEAELR  BSHEHK
TEBEZFK AWS XER TR RBER.
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—PAEENETENERE , SNMEFENEREBEAES SFNRERINHBCKXETNER. X
LT RBEBIRE , RN EFFBEELCISFRH. NAFRHERENPI G REESSE , REEFN
BREHTHHRENEAMEERNEREA D,

WMREN MSK ERIREAMBRERRMES (RHEFNREMRNERR ) , ©FHEHSHENR
FRARBNER,

BNEWENEREF LNEFREESHRINRENNR, EFFERE TR IREN FHEHIE
B, ACLs RININREERE T EHI5FRHEFIRMNIET , MSK EFIBR2BFHEH TN, FSRTHIE
%,

RBMFEBEHB AWS X3

EMNEBWEFER Amazon 518 =4 AWS XIEHE #IZEE CloudWatch, £E AWS KB RSZ =4
iR , EHIZER TTRE S ZRARIEIN, MBHEIRFFLEIE I , EEH S AWS ervice Health 2| ERKEE
AWS XIBHWRSEH, MREAESH , BUUAREBR = AWS X,
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PATEBEI =R AWS KB ITRIRBFHEB

BRBFRITRIANAMER |, UNANARFEERR MSK RN E AWS XEIR EBAEHETRIE
. THAMEBTNSBBEER.

MREAMEBEREMERRE , FREUTSRIRE

1.
2.

KAFRAEEEEARERN E KR NERARR.

B —/NETHY MSK EHI28 |, FHREMNRBXEFH MSK £ EH T EXEHPH MSK &5 |, #
ERMEREZREMES (ZFNEPHNREMEENETEN ) . IRREEAZLXENBFEESD
EXHALFN , IEERATUESASHEREXN EXFHITREEDRE.

B EEDHE) AWS KEHH BiRERNEFENHERE,

MREATINRETEMEE , FREBUTTIREITRIANER

6.

KA PR A EEEEA RSN £ KRN ERRR.

BIEHFH MSK EHl8 | FEEMNZRXEHH MSK EFEFI B EXEPH MSK £&#H, I=RFE
BEAZZXENBEEFN D EXERHEN , IHEERTUAEBNEHERENEXERITRANE
HRE

EZH AWS X9 B inse 8 LB 3 £ BER
FERUTEIF 2 —HWSRRE , BABRTNARFREEHFER.

No message ordering

MREHRABRFIZEEEYR , FEABRMASER (W0 ) EHE AWS XEHEIM
Ay (HlEEB<sourceKafkaClusterAlias>.topic ) MEHIER ( HliN. *topic ) iE
BMHAEERE,

Message ordering

MRENNABRFZEEHESF , MMX N BREFLERINER (Hla
<sourceKafkaClusterAlias>.topic ) BaIfEARE , MANRER ( Hl0 topic) /B
HEAER.

EREMMMSK EH LFTRCEFEENEARTRATERENLE  XHERRERN 0, Mk
EWiERBEN 0, AE , FLENERLCEHETNERAR. W, NE MSK £HEHIZIB
PR MSK BB ICREEER,

FEBR MSK £F LB AT ( Hlf0 topic ) WERASR.
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X H B AWS XTI RIFNR KB

WMRERIR MSK EHFIERN E AWS RKEIRERSFSEH |, FELBEPREEEREHSE B R MSK
SRNHEBXE , WAHTIHRARRER. BT MSK EHSBERLEHHSE , ITHAXRBER TRE
SEFH—EHEER, EAILER 227 FHVERRREH S LR,

MRERAHRETFEEMEHFHEE (ZREPNREEENEEER ) , FREATIRERE
1. ZRXAMEEZEIEXEPIR MSK EFNERRNEAR,. ATZXEEERRE | tHigAETE
TR,

2. BEEEFIHE AWS XK BR MSK SEENEFENEREUTRARER, AT MSK &4
FRESEFTHE ( 2EERMACLs MEREARBE ) , RUENEFENEREFLTEBMNK
MEBZAFLENUERELE,

WREER PREFIX EBBMEE , FRBUTIRIEITRNES !
1. FEHXAMEEEIEXEHFIR MSK SRV EKBRMEMR. ATZXKSEFERS |, HRFETEE
TR

2. BEEEIHE AWS XEH BR MSK SERENEFENEREUTRARER. AT MSK &4
BRESEHTHE (BFEBWACLs MERAELARBE ) , Rt EFENEREFLEEMNK
MEB ZAFLA A ERELE,

3. BREUTRIFz—NIRIENE , BEARRTNRARFIERFEFER,

No message ordering

MREBHNARFIAEEESHF , AERABERAESEA (Hlitopic ) EBFR AWS X
13 /5 3 El AR ERAS i ( Bli<sourceKafkaClusterAlias>.topic ) ME&HIEE ( fl
. *topic ) WBEARR.

Message ordering
1. XN BEFREF LEHIMED (I <sourceKaftkaClusterAlias>.topic ) BaIEMA
2, MARARMEBR (B0 topic ) BaNEAR.

2. ERHEM MSK EH LAMBEER TRV EARTHRABRENLE , IHRBIEERN 0,
ML IEFEERN 0, RE , FLEGERLEEHETENEASR, et , MR MSK £
BEFT B MSK £EHNFIBICRBEEM.

3. EBH MSK £E LR A& ( fl#n topic ) WEEASR.
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4.

—BERFSEAEEIXHPLER , FOIE—NHE MSK 4588 , SUBEMNEBXEHH MSK £

HEFIEXEFH MSK &5 , MREHBNERVERENRE, IRREBEAZLXENHK
BEHEEXEHAMLFEN , IEERATUERSEAERENEXFRTRAEDRE, WMRRH
EFENEBEVERENRT , WEEXER AR SSH 418 [ 4 B X 5 5 B9 SR 5 45 A B (E AT 2033 &R
ToEREEXEHPHER,

X E AWS XEHRTRREHNIRE

EE AWS XEHNRSEHERE , BU AN ZXERITAREHRE.

MREREREEEMNEHRE , FREATIRRE

1.

BIE— N MSK E6I3: , NHEBERENR , TERENER  BERUVERENRR , BEA
MEEZERES (EHEPANREMEHIERER) .
XFEHRAREBEEARDEENAMAEREEHEEXHNIRE.

Y Amazon R E #I88MMessageLagiEdr , CloudWatch BRI HIXZI0 , XRBAFFEHRTFEE M
HEBERERREERR,

FEBREEHTKE  FLEMAEEIMPEFNESTE  FEIERIETEHNETE,

EHERIHBERNEREN Max0ffsetLag EHFEK 0 , MBRENELBEMERE. &
SHRBEERELR,

FIEBRELETERS | FLEBEBXEHEREHBERIFTERMEREUTHR AN AT IR
£,

BBRESE —Sh 2N BENREBEHE R ERFNE R,

RIPNHBENEERE I HBEFNIEEFR[VRSRE RN “RUNNNING” H# B Amazon
CloudWatch @ #fJReplicatorThroughputg#sl “RUNNING” H# E &5,

BFEE, YRR FNEFSRHNERRNERIKEUARTARENREN , ELFRIE
BHEBERTEPIHMERE. REZNHEBRFRE SIS SXKEBREFNEE. &
A MSK EFIE2BaHEXLEHEE |, EREME N HBIEE AT A BIE A BIELS 2 ML 5 57
M. BAILAEA ReplicatorBytesInPerSec RERE FIZSAEH B HIE. BSRMSK EFIE51E
¥Ro

MREATIREFEMEE , FREBUTSREITERE
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RAEEMNZLEXENEREFNIEXBNEFHCH LHEE |, 5 B Amazon CloudWatch R EY
Messagelag #E#r %I 0 2 fa , T REHRMEIRES R, TN RAREINEFTNSHBEE
Ko

1. RAMBEEEIZLKXEF MSK SN LR ER R,

2. NWTEFH-WahHhid , ERHREETHBEN—RXENEREHINEXHNEHET. N TE-E3
hih , BT EMERE HI=R,

3. BENEEIEXEF MSK £ LR,
4. BREBUTRIFz-NSREE  BEABRRTNARFRNESHFER,

No message ordering

MRENNARFAFTEHEHF  BEABEMEHES (flftopic ) X AWS K

BB s E Rt iRE Ay ( flil<sourceKafkaClusterAlias>.topic ) MEHIEZ ( 4l

. *topic ) MFEMAER. AitbEE ( B topic ) WEASBFMNAREBINERNSE — MR
BIRE., WREAMEZZABEARGCENSE NIRRT HH#TLE, WR2ITHNE
MR, MFRELHEIZF,

Message ordering

1. RAEXF LEHWER ( HI0 <sourceKafkaClusterAlias>.topic ) BEEMHEES ,
MARARMET (Bl topic ) BIERER.

2. EREXHEH LA CEHFH TN ERARTHARRENLE , IHRBIERRN 0, LE
RIEFEBERN 0, AR, FLEXEER LEEHETTNEMAR. L, RREBEE=-R
XEERBNABIERBEEEXEPEM.

3. EERXEMER FEFAER (HIA0 topic ) BWEAES.
5. f#M ReplicatorThroughput # latency 645 , RIEMNEXEHWERFRE G XFEPWEFED

A EHBERTLT RUNNING RIS HRTEIELT
EA MSK EHI2R a2 E3)-E3hRE

MREBEGE-—NEN-EHRE | EFFN MSK EEBRMRHRERS , BINBWEERE
BT REBEMES (EFEPHNNEFTBMRMETR ) B MSK EHIZR. BR  XFEREEME
B H 52 E SRR EUE Hlay £

BREBULT SRR MSK &8 A M B R MSK &5 B 2HiREEZ-E3h
1. 81 MSK E#I88 , F MSK &8 A ERNIR , & MSK &8 B fEN B#%.
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2. IhelE iR MSK E#l88/5 , SIB—MAKE B HIR. &8 A W BHFENEHIER.

3. BIEMAERS: , BAENRNRERNBEASERSRNTE —XEBHNEFPH AL ER (HlaE
g).

4. QIERALRASR K BHEACEASACRAS (HlW ) RERBIE, *topic”) , REEEAR
J|NTFRE— AWS X MSK £BFHIMSK SEFHPIERE., X , ZNERASE
Bat WA & (Bl topic ) REVEZXBAR M ERKNHE , URNEBFHE
<sourceKafkaClusterAlias>.topic BIBENEMXFEFNHEE, XHAFARNETTE
MEMASRE , IDs XY MSK EHENENSEHE S -1 E8 , EAREARBIRT2EES.

MREEERGEFREE,IE , TAEAEREEEHES (2H AP HREERNETEH)
Bl MSK EFIBEROUEEN-EFHRE , MAREATHNREREHES (BFHEFIRIER
BEVRMBIR ) . B2, BENESNEFSEZFTAANBBELENSEEZATH. XRERASHN
SEFRFTELERETERNNRIEE , —XATES , Z—XATHLEELRER, ELUER
ReplicatorBytesInPerSec IEFRIERBNEHIBAENLBEE., ESHLREES . WiEraiE
SHZ BRERNBIEUARE MSK EFISHIENEIE , U EBEHEFEERRNE—E&,

(® Note

MREAMREEEHRES (EHEPNREEENEEEN ) RIREEXF-EFHHH , BEMR
REFREDEHFIOY , ARBEMERAEEE, hEFHEYTHLESHNEERKES
ERERH, ZNERARSTESETERN T ENER TENRLEESNER. BSAMESKX
18, Apache Kafka N AEFHEIESIL,

£/ MSK & #2887 Amazon MSK &z [BIEH

BRILERAMEEEEEMEFHRTERIR  BENERELTNEBLEEEHEM AN T &K
i, XREN MSK S #2512 at-least-onceEHl , FERMPBERTLSBUHEES ., MREHHRE
BRBLER , FREUATIRAETRE,

1. B —PMATREEMBEFEHFHIFEFNEHS  FEHENERVERENRTE , BERM
BEBEMESH (ZFNEPHNREMEBNEZER ) o

2. B EH LRESHAINRENNR, ETIFTERETILINREN “FH” B ACLs , BH
MSK £z B EFIEA.

3. 153 Amazon FfMessagelLagigdr , CloudWatch EZIHIXE 0 , XRAMERFEHREE 4,
4. FIEBREEFTERE , FLEEFEFEEEAIBSERH,
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5. EfifiBix LA~ UERIFNERN BTN,

6. WM M B E IR BREUREES MaxOFFsetlag J45 , BEIEEH 0 , KEBFANEHES
S HE,

7. FIEEETRERANERE,
8. ENEEHFRENERIMERH BTN

M B FEE MirrorMaker 2 iT# 2| MSK £ 4188

ZE M MirrorMaker (MM2) E#E| MSK E#l28 , BHITUA TSR .

1. F1EIEEEIR Amazon MSK E8E AN E =&,

2. MM2 AT ESRERTT TWAENE., BablsiER MSK &£ MM2 B FiVEHSRIEER |, LUAE
Bt & HI P B B R

3. BIE—NHHEHIE  NEBNERENKH , NEFEBMEEIRIEN IDENTICAL (ZFAHRHHE
BEBEMHESH ) .

4. EEHIELT RUNNING REF |, BAINBREH REREARENEFE,
BEE MSK & i85 5] &

LT EE WA BEHEE MSK E4ISR TeEFEEN BB, FXE M Amazon MSK TEEH BB ERER |
BHSREEE Amazon MSK &/ )8, &t v LURF R & 0 B AWS re:Post,

MSK & HIZ5IRZAM CREATING %} FAILED
SUT 2 MSK EHIs ol A Mey — B LR,

1. BRIEZEENRERT 2P A BEHSRREHNZLEEFHEMAN |, LA REH A BIREHFN
T2, A BRIIEGEFNZSARTEALAN |, XEANEZRELEBREHFHILS P
NEBEHRRERENRLANRE, BFSHERFERERH,

2. MREBEENBXEEHEEFEN , FHIAECHEREEHECSH IAM HEZFHERRIESEZFETS
VPC iE#E, E2 R % XEFH Amazon MSK % VPC FAEERE, b4, BFRIIEECHERER L]
BEERREE , LME MSK EFISS W BUEERRER . BSHEE Amazon MSKREE,

3. R 6I2 MSK EFIZRMHEMEN IAM ACREEAREREHMERERMENNR, It
A, EERIE IAM ABEREBEEFAEATENNR, F2H BEEEHIFRENNR,

4. BINERIMEE ACLs )RBM IE MSK EHIBs SN RERN BIRERH 2 BNIERE,

MEBEE MirrorMaker 2 T8 %] MSK & 4125 397
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5. 3 MSK E#IB = HERRERNERERHN , RERNERERTREETEMEMN, XTURERHET

SEAH, WEERAER CPU EAXESSHEHRZLEAEZINE, BEAENRET , ARER
SIS HIER,

HAT ERRIESE | FERAIE MSK 45,
MSK E Hl25 Ll =8B £ CREATING R

AR, MSK EHIBAR TAEEKA 30 Db, BES 30 24 ARERREERNRS.
MSK & #8288 B E HIBIE R R E HI58 2 i

FREBIT SRS IR S HH &,

1

. £/ Amazon # MSK & #IZR1RAtHY AuthError 1547 , WL S HI8RX B EIE A F HRIHER,

CloudWatchiINRILIEFR AT 0 , BREL N EHISFREEN IAM BENERESER , HRALKENE
BNRIZEIESNR, 1£1E clusterAlias 4 |, S LA EREHS BFERET B BRI
iR,

BRI REHRNEREFXRBIE MRS, SHEETRITEEZEIENRERNNERERH.

XARERHTEEIS, MEREBO RN CPU EAERISSAE.

. {5 Amazon ## KafkaClusterPingSuccessCount $§#x , Wi RRREFHMBERERE R B T LM

MSK £ #I8815 8], CloudWatchi®#E clusterAlias £ , BB ERERS BEHERTET S
PRIFEEIR, MRIZERN 0 FEERES , WEETEE, BRNZRE MSK EHI2ATIEES
EBNMEM IAM AENIR,

. fEF Amazon RVIERR , RIEEHEHIBRRE XA RRD EERNR LI HE.

ReplicatorFailure CloudWatch21 R ILIEFR KT 0 , BREEZE N ETBR AR IAM A,

RIS EEZEHBZNEANIRPEANENKEIARESEEZE W ETNBFMEETE, 1t

S\, FHINEBR AR NELSIR P EMNREKXMRBEBREE 25,

CEAER , EHIBRTTRFER 30 WM EF REERERH LN CIBFHNETR TR S X, MR

SERBENBBVER S (FMIN) , WEBRESH LOEETul @ REZEKBNEEEHTL
wEH, RE , WRBEEEFERLEHTTLNIAEHEE , NAUMNRERETES XHHEN
RBEEFTKRES . FSREEESFRFRRENNR,
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BEREHPHEERBESREFETE

EREFIBTEN—52 , MSK EFIBEARBREFNERHFHERIBHRER. XARSIER
ERERVNENERLEETRNREE, B2, NRBESEHRCBRYAERA T HREARBERS
TheE , MSK SN ESFIABEN B EREBE , UEEANEBIBRERG , ZHERER
BAMIRERBE W RY 1t 75 BHIE IR B AL 22

MSK EFlzz RAZ ERARBESEREF LFTFEEREA

FREUTSREETHIFEE SR,

1. RIEENBREEFIRETETMIET. MRTR , BZRMSK EFFREEEFHBFEINAEHEH T H
o

2. RIEEEREHBRNEATIIRFREANENKREAREEEEFMEREANRMETE, It
A, FERIEREEDRBRNELIIRFHENREXTRFREE S 25

3. WiIf MSK EHIFRRECHBEMEFLOE T ZEH, EHEBRTRFERE 30 WHESEER
REFLRNACBRMNEINER S X, NREHBNEBNVERKH (RN ) , WEBRERH
LRIREB A EREBRERNEMEERBEFT2WES, NRREFH LANEREANERT MSK
ERRAREFHE , NZHRBEATREH I BERER. EERERH LEICEESF , MSK
EFERFFEREEH LHEANERERZ BInEE,. —BENHERFATHMNRREUXLH
B, MSK EHSRHMLAFZEREAEHIBRESH, RE , MIRABZEEREF LEFET L
HMAEEE , WAMNRERETIR T XPHENRBEFBES, BEREESHEFRENNR.

® Note
MSK EHIZENREF LWERERN T HEEARBERYS K XL ERELENEEELETES
XRigH A E#ITIRE, MREWERFEAEREF LHINER , MAERMELE , BAERE
FIERLNEREANIERES. XERBEANEBIBRERS , LN ERESENLE
BEZEEHEHE. NTRAPMERE , RERLWEREFZFETE LHEHNRRE (EBDXH
RE ) FiaEFE, HEPERER LN , MSK £ B3RP ER,

£ FIHEE1R S R FEF LR A0

UTREHERBRSHN —LEENRR,
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1. IR B MSK £ LW P XBERBTER, 7RIV 2 LT MM, BRERTXBEN
ES , BZAEHA MSK EFIsENHESRE, TRETEMRA MSK SHR=XUAMERFLENENFR
N X

FEHENRWAR DD X

HHE (MB/s) FENRDNDXHE
50 167

100 334

250 833

500 1666

1000 3333

2. BIEEHENBEIR MSK EBETREEEBHNRIRNEAREXRZFEHRE, MSK EFISETR YR
£ (MO ) WEHSS bR YBRER (AD) WERS. At , RTERLNEMREN |, &
ERNMBEEHREASZREHRE, BXBEE MSK £E# X IHNES , B3/

3. FRIEF B ¥R AWS XEFEXI A MSK EHMNEFIZERAREQRBMTE , E4FBUR TSR E#IE FAE
FRRVBERE, Hlin , BERMHEX (ZBR2E ) MT AKX (BE ) XIGWERH 2 RINEHIHEL , EROMN
WX (ZRZ ) MRMHEX (£ ) KN EF 2 RBTESN , EFERBEERE.

4. WIFTEHEBERNEREFHRBEMEF LRENRIFY TRHMZ RS, BALUEER Amazon
i MSK & #1852 ThrottleTimeg#R CloudWatch RE & R/ErE & WA BRI EREMT 7R
BREIFIRtE ( AZBRREBEN ) » MREEHRATF 0, NAFE Katka RFLUBD TR , MEE
FlERREBHE L, AXEBEEFIRN Kafka RFNEE , BSFFEA Kafka REEE MSK EFIEH
He,

5. ReplicationLatency 2 AWS XEfEH AT , MessageLag ATREL N, A AWS REIEITIRIRIZE
HREEEHNE MSK £ERFMENXIBHRRAE MSK RESEH. MREERSEH , AIGRERA
BEFNERMEAEEODE S MK,

£ A IEFRHERR MSK & HI85 8 fE ReplicatorFailure

% ReplicatorFailure 18¥r Al #E B 8 M = M40 MSK Replicator RHIE #IRI B, RN IIETEBER
TEHFAMEE , XAERHAUATERERD :

« SHEX/NRE
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« BHEBESTE S &
o BFAR KN

R iZ ReplicatorFailure IEFRIRENERNIES |, BRBUT T REFRAIE,

® Note
BXREZEMNESER |, B2 HAMSK EHIg515r.

1. BB —MEEBIEREEI B #R MSK £ 8 H1RE Apache Kafka CLI TEMNEFiw. BXIREZFF kM
Kafka CLI TEMEEL , ESRIEREE Amazon MSK £,

2. 1Ehttps://console.aws.amazon.com/msk/ZR$TFF Amazon MSK #2#& ? Xifi=us-east-1#/
home/,

REPATULTRAE -

a. FREUMSK EFIZFME 4R MSK &£8 M. ARNs

b. FKELE#R MSK EEHHNAELGRT R, SRNEFESRPEAXELRTT R
3. BITUTHSHHEHE L —SHIREM MSK EHI35 ARN MAEK Ko

BWHRFUT REIRERR <ReplicatorARN >, <BootstrapServerString >l <
ConsumerConfigFile > S AHEE R 71 EFrE,

export TARGET_CLUSTER_SERVER_STRING=<BootstrapServerString>

export REPLICATOR_ARN=<ReplicatorARN>

export CONSUMER_CONFIG_FILE=<ConsumerConfigFile>
4. HEZBM<path-to-your-kafka-installation>/binB xS , MITUATERE :
a. REUTHAHFHESBEquery-replicator-failure-message.sh,
#!1/bin/bash

# Script: Query MSK Replicator Failure Message

£ ReplicatorFailure $§#x 201
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# Description: This script queries exceptions from AWS MSK Replicator status
topics

# It takes a replicator ARN and bootstrap server as input and searches for
replicator exceptions

# in the replicator's status topic, formatting and displaying them in a
readable manner

#

# Required Arguments:

# --replicator-arn: The ARN of the AWS MSK Replicator

# --bootstrap-server: The Kafka bootstrap server to connect to

# --consumer.config: Consumer config properties file

# Usage Example:

# ./query-replicator-failure-message.sh ./query-replicator-failure-message.sh

--replicator-arn <replicator-arn> --bootstrap-server <bootstrap-server> --
consumer.config <consumer.config>

print_usage() {

echo "USAGE: $0 ./query-replicator-failure-message.sh --replicator-arn
<replicator-arn> --bootstrap-server <bootstrap-server> --consumer.config
<consumer.config>"

echo "--replicator-arn <String: MSK Replicator ARN> REQUIRED: The ARN of
AWS MSK Replicator."
echo "--bootstrap-server <String: server to connect to> REQUIRED: The Kafka

server to connect to."

echo "--consumer.config <String: config file> REQUIRED: Consumer
config properties file."

exit 1

# Initialize variables
replicator_arn=""
bootstrap_server=""
consumer_config=""

# Parse arguments
while [[ $# -gt 0 ]1]1; do
case "$1" in
--replicator-azrn)
if [ -z "$2" ]; then
echo "Error: --replicator-arn requires an argument."
print_usage
fi
replicator_arn="$2"; shift 2 ;;
--bootstrap-server)
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if [ -z "$2" ]; then
echo "Error: --bootstrap-server requires an argument."
print_usage
fi
bootstrap_server="$2"; shift 2 ;;
--consumer.config)
if [ -z "$2" ]; then
echo "Error: --consumer.config requires an argument."
print_usage
fi
consumer_config="$2"; shift 2 ;;
*) echo "Unknown option: $1"; print_usage ;;
esac
done

# Check for required arguments

if [ -z "$replicator_arn" ] || [ -z "$bootstrap_server" ] || [ -z
"$consumer_config" ]; then
echo "Error: --replicator-arn, --bootstrap-server, and --consumer.config are
required."”
print_usage

fi

# Extract replicator name and suffix from ARN
replicator_arn_suffix=$(echo "$replicator_arn" | awk -F'/' '{print $NF}')
replicator_name=$(echo "$replicator_arn" | awk -F'/' '{print $(NF-1)3}"')
echo "Replicator name: $replicator_name"

# List topics and find the status topic

topics=$(./kafka-topics.sh --command-config client.properties --list --
bootstrap-server "$bootstrap_server")
status_topic_name="__amazon_msk_replicator_status_${replicator_name}_
${replicator_arn_suffix}"

# Check if the status topic exists
if echo "$topics" | grep -Fq "$status_topic_name"; then
echo "Found replicator status topic: '$status_topic_name
./kafka-console-consumer.sh --bootstrap-server "$bootstrap_server" --
consumer.config "$consumer_config" --topic "$status_topic_name" --from-
beginning | stdbuf -oL grep "Exception" | stdbuf -oL sed -n 's/.*Exception:\(.*
\) Topic: \([~,1*\), Partition: \([~\]*\).*/ReplicatorException:\1 Topic: \2,
Partition: \3/p'
else
echo "No topic matching the pattern '$status_topic_name' found."
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fi

b. ZE{TItHIZAZE I MSK Replicator B HFEH B

<path-to-your-kafka-installation>/bin/query-replicator-failure-message.sh --
replicator-arn $REPLICATOR_ARN --bootstrap-server $TARGET_CLUSTER_SERVER_STRING
--consumer.config $CONSUMER_CONFIG_FILE

L AREFEERREREEENZENNET X, B EALREERRESHHRE ,
MR ELY MSK EHIsHERERALR. BTRZEEITEMERLEAMER , HiiE
Eﬁ%ﬁ_%lézu\ﬁtﬁﬂg TH=2— A%M/ﬁlmﬂ'\ﬁjo

ReplicatorException: The request included a message larger than the max message
size the server will accept. Topic: test, Partition: 1

ERH MSK EFIZZHEREBRGT R
LUTRBIRIEIR T B ]8R B HY — L& MSK Replicator #UFE LA K 40A] 42 3% Lo #FE
BR 44 K /N KF max.request.size

RR

% MSK Replicator B F 2 MNER4E K /NEE 10 MB ML EEHIHER |, MeRELBE, RIAER
T , MSK Replicator £ & Hl K/NF&ExE 10 MB BB R,

TH R & MBOH B R RE,

ReplicatorException: The message is 20635370 bytes when serialized which is larger
than 10485760, which is the value of the max.request.size configuration. Topic:
test, Partition: 1

RRTT B

HPEBRRNEENARN, MRETERMITHIEE  FREUATHBRIBERS R,
BB 4 K/ KT AR SS B RHEZ Y & R EB4F K/

R &A
HHERDMEY BAIREHNRIEE RN, R RELEE,
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THERIEXVOE SR RO,

ReplicatorException: The request included a message larger than the max message size
the server will accept. Topic: test, Partition: 1

FRRTT

BB REHREN BFREBE TN max.message.bytestit &, £ BIrEE
fmax.message.bytesHBRENSEZKANKREREE X PMELTE, EXPTHEBRENER ,

B2 ¥ max.message.bytes,

AR HSEE
FER

ZATAHBLHE  RENENMNEENNEEEL T BRERENATEE.
TE%Et%M;":@x;‘éﬂE"J /j__\ﬁuo
ReplicatorException: Timestamp 1730137653724 of message with offset @ is out of

range. The timestamp should be within [1730137892239, 1731347492239] Topic: test,

Partition: 1

FRRTT R

FH B rE#Hmessage.timestamp.before.max.msEE , AATFEEHER BT BB H
Bo BXITUHRENEE , BSH m essag e.timestamp.before.max.ms,

IEFHIRAK

R &

ZAAHBILEEE , RRNIERNSABNET T BIREH LA ETFRENXER AN, MSK EHI27
XEFHRARBR KN,

THRLXBOE B REN R,

ReplicatorException: The request included message batch larger than the configured
segment size on the server. Topic: test, Partition: 1

RRTT B
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BFR&EFFRY segment.bytes BLE XM EDE T #EAE K/ (1 MB) , Replicator F8EIEEZ1T. ¥ H

FREEBEMY segment.bytes EF N E LD 1048576 (1 MB), BXRINITHRIENFEE , FSH s egment
.bytes,

® Note

WMREN AR LR RE ReplicatorFailure IEPRH LK HIFEE , FEEWEHREE , E
FZERRHFE,

£ MSK & Hlzs Ve {E 3Rk
AT NEBTEH Amazon MSK E #1283 E N RIESSE AT KRE,

FB
. £/ Kafka fREIEE MSK E4IssFHE
- REEHREH

£ A Kafka PREIEE MSK EFlzzFHE

BT MSK E#IRR I FREHNEMR , EFTRLKSBREF LWEMERARZITR, TRERR
THREHNENFENESHNHBETHE, BRIMNBUWENFERENEREREEMENEE , AEIT
EmERENZEREHELE,

RN AERERN BAREE LN EHISRRE Katka FREL , 2% MSK SR UEANEE, B

ERAMEHFIRH. NETRRIFELT —IHSIMAZRIFVNEFENFTRERRE , EXNEYF
T WRIFKTRAEME L.

FERRBIT SR BRA

1. RRFREFHNVSISRESB/FAE, BESHEIKEL Amazon MSK B 5| SLE,

2. ®E MSK E#IRFEAMBRESIMITAR® (SER) . XREHT CreateReplicator #&EKH SER.
B A LI E & #1288 F H DescribeReplicator g 5 F32H SER,

3. fFf KafkaCLI T& |, X REEHZTUTH T,

./kafka-configs.sh --bootstrap-server <source-cluster-bootstrap-server> --alter --
add-config 'consumer_byte_

2/ MSK EHIERH R {ESRER 406
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rate=<quota_in_bytes_per_second>' --entity-type users --entity-name
arn:aws:sts::<customer-account-id>:assumed-role/<ser-role-name>/<customer-account-
id> --command-config <client-properties-for-iam-auth></programlisting>

4. T ERGSE , H¥IAZ ReplicatorThroughput EFRABE FIREHIBRE
FEE  MREES/NMNMSK EFIZZRAESFARSHITAR  NEMNBIZURFNAIR. MRER
BNEFISREL MR , EEATRANERSMTAL,

BXRERAWRIMN MSK IAM BHRRITNEZER , 5 Multi-tenancy Apache Kafka clusters in
Amazon MSK with IAM access control and Kafka Quotas — Part 1,

/A Warning
REWRER consumer_byte_rate AIgE2 S MSK EFIBFUAEAN B XIE1T,

IRESFFRE T

BN MSK MEMERNTRSHEFREASREYR. MANRBHN 7 X, BEAEELEE
WX MSK Serverless £EEE.
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MSK £
EHNEE Amazon MSK £ K AWS IhEE,

.
-« EAT Amazon MSK 9 Amazon Athena ¥ 288

« Amazon MSK #J Amazon Redshift R Z#E SR EX

« Amazon MSK Y Firehose £

. B S# MSK EventBridge #1458 Amazon Pipes

- J¥ Kafka Streams 5 MSK Express £ MSK T RS 25
« XNEERAEH

& A F Amazon MSK B9 Amazon Athena iE3Z25

&R T Amazon MSK B Amazon Athena iE#285 , Amazon Athena BEB Xt Apace Kaftka EBIE1T
SQL &ifl, EALLEREESTE Athena UK EF Apache Kafka =8 , UITHEREFEE.

EXEZEE |, 85 (Amazon Athena AF1E®) HHY Amazon Athena MSK E 25,

Amazon MSK BY Amazon Redshift i ZiiEEE

Amazon Redshift kK B Amazon MSK By &7 El. Amazon Redshift SBREBEIIEEMRER. &
EEMNH R RERBIEM Amazon MSK HELE| Amazon Redshift B{&{L B &, BTFFAEETE Amazon
S3 HEFHIE , Amazon Redshift BEAE XAV EER M ERM 7 A REUREIE. EAILAEA SQL &
AJ7E£ Amazon Redshift 8 F#il & Amazon Redshift 7 EE , LAX Amazon MSK @i 1T &5 HRIE
MIEEZ,

EXEZEER , 525 (Amazon Redshift IEEF XA REE) P EREI

Amazon MSK #J Firehose &R

Amazon MSK & Firehose &£5% , ARt — MRS e, TRBHNHERA R , AT™RM Apache
Kafka S£8#1& X F] Amazon S3 ##E#. Firehose B —TURIVIZEL, ¥, ME (ETL) RS, T
M Amazon MSK Kafka B HiEEEIE , TR ( HlkiER Parquet ) |, FRBEREHEA
Amazon S3, REEEFAE LREHHOX , BRATLIEE Firehose i , MEM Kafka EBHERAR

ERT Amazon MSK £ Athena HE#:85 408
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HZEB SIMNE, TERERB , TEEESNARER , U XEEMER IR, Firehose 2BRELX M E
Kaftka TENHEEEST 4% , MBEERERNM Kafka BRI ZF %,

BREDENESZER , BERAUATRE,

«  {Amazon Kinesis Data Firehose FF X A G 38§®) I Writing to Kinesis Data Firehose Using
Amazon MSK - Amazon Kinesis Data Firehose

- {8% : Amazon MSK Introduces Managed Data Delivery from Apache Kafka to Your Data Lake

+ EB¥E : Delivery to Amazon S3 using Firehose

BN S# MSK EventBridge # & 1518 Amazon Pipes

Amazon Pip EventBridge es R 5 B #RiEZH#ER, Pipes E EEXIFHIRH B #5218 point-to-pointi#
TER , AZFERFEHZRNYT B, EventBridge BEEBIRM T —MSETT ENAX , WEUREMN I Sz
MSK £ 85 Step Functions, Amazon SQS # AP| Gateway & AWS BR% LK% Salesforce EFE =7
HHENERSS (SaaS) M AR FIEEER,

BREEE , HRERR, MWERFE, EXAEY T, REASHEREEREFE R

£ Amazon MSK £ FAEETNEL , B UEEFRZERENRENEE, BEATUELTAE
+

/33 EventBridge B H A LEEFEBFHAEFEE
- J3zh EventBridge BH| A UBIBUEH N RN EE.

BXN Amazon MSK EREENEEBRNEZEER , BRI IHAFIERTPHTSHTER
R4k Kafka Kafka S8 4EJ1KJR. EventBridge B> —#% EventBridge EBNEZELR , H5
ILEventBridge Ei&,

T R4AE Amazon MSK 8 # EventBridge Bi&

1. FTFF Amazon ECS 2l & Hik R EE,
2. i&?%_/rﬁﬁo
3. EEBFMAEETEL , EEERETF,

SERATFLEHEENEAFMARFHENRENMAEENSIXR , 24
EERW

# A EventBridge &i& 409


https://docs.aws.amazon.com/firehose/latest/dev/writing-with-msk.html
https://docs.aws.amazon.com/firehose/latest/dev/writing-with-msk.html
https://aws.amazon.com/blogs/aws/amazon-msk-introduces-managed-data-delivery-from-apache-kafka-to-your-data-lake/
https://catalog.us-east-1.prod.workshops.aws/workshops/c2b72b6f-666b-4596-b8bc-bafa5dcca741/en-US/amazon-data-firehose-integration
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-pipes-msk.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-pipes-msk.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-pipes.html
https://console.aws.amazon.com/msk/

Amazon Managed Streaming for Apache Kafka FERARER
« HERE
EEER
« EREREERIETHE
4, BREFZEE Amazon MSK £FMNEE :

TEAXEENESZHARES
- EREE.

X E3h EventBridge % & ) Pipe #4HE S 7T H.

BEHEE
o &R Amazon MSK E£&8HEZDEE

X E 5 EventBrldge PBHAN “CIEEE WE , ¥ Amazon MSK £EIEENEER, BXE
%55 , 2 (Amazon EventBridge AAFF1ER) H#YEIZE EventBridge BiE,

- BEALUMNEBRTENEHCUREE., EFEE , ABMN BRFE X2 +iEE “6l2 EventBridge
=En,

£ Kafka Streams 5 MSK Express 2425 M MSK FChk55 25

Kafka Streams ZXFLREMBERES K. BRSHER (HlOitH, REEE ) FAZEMMTER

DEFHEEANE Katka EFH, A, —LETRESEER ( HIW0 GroupBy REH KX ) HHERTFHEEZAEE

Kafka E8H, BIAMERT , Kafka Streams RBRFEHNNEZERFTAXERNHET, WRXEETHR

1 , Kafka Streams 2|2 RN E Katka =B, 71 T BIEAZBED , Kafka Streams XF segment.bytes

BB (T T B4 , HFHIZRE RN 50 MB, £/ Express {X¥2#] MSK Serverless fi & MSK A[{R17

HETHEE 6 SECETZTHELN segment.size. HIt , EERS IR Kafka Streams B AREF
FoiEfEA MSK Express = MSK Serverless €122 A 8,

E 7 MSK Express ¥k MSK Serverless LiZ1TiIX#H Kafka Streams RMARRF , R4 B 28I
NIPEZ, Atk , BEABEHDEEEZ M Kafka Streams ZERF, ARG , tIEHEBHAE Kafka
FH,
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® Note

+ BR1E Kafka Streams RFEF TR EER , AHEBLEKRBADBETBENZER. BXxtmiia
BEXFNEER |, 51 Kafka Streams X4 H Y Kafka Streams DSL M ARRFHPHNmBIEE

o

« BERBSERH A EBTRHEURT Kafka Streams MR Fapplication. idBBHAE

RSZE R BEF. application.id-statefuloperator_name

£}

 f£ MSK Express X¥E = MSK LS8l Kafka Streams B EF

5 MSK Express fRE = MSK L5351 Kafka Streams MAREF

MRIEH Kafka Streams M AEF R HEapplication.idi®Emsk-streams-processing ,
AT LAfE A MSK Express B =, MSK Serverless 812 Kafka Streams M AR, At , &
Acount(O)ZER , ZEEFFTE—NEMAIHWAIBED, B0, msk-streams-processing-

count-store,
E 6|3 Kafka Streams NAREF , BRITUTERE -

EF&
- RAIHBERER
- BIERTFER
(& ) REFBER
- BREENFHRE

RA e & B IE
1. £/ Kafka Streams 35 BIRZS E IR KIR B B RSLE 2R

p=i]

BRSAESEN — L RFlBiEcountaggregate, ZFHjoin,
2. BENEHIXNETBNLEE,

LT RHAIEBE—NEERDTH count () B14E,

#1% Kafka Streams N AT

411
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var stream =
paragraphStream
.groupByKey()
.count()
.toStream();

3. EmZEE , BAENERDLESAIN—NEH, BRELERERE h2HTENGEERTK.
Flan | count(\)BRER—REERE, Hitt , EEEMaterializedifiE,

BEXERSBRENDEENEEL , 1$2 5 Kafka Streams X LEIL,

LT RESEcount O SEHFNEBFIRE N count-storeffAiZMaterialized3s,

var stream =
paragraphStream
.groupByKey()
.count(Materialized.<String, Long, KeyValueStore<Bytes, byte[]>>as("count-
store") // descriptive name for the store
.withKeySerde(Serdes.String())
.withValueSerde(Serdes.Long()))
.toStream();

RAFBEDR

Kafka XA A EBEZ B MM AT Rapplication.id , EAdapplication.id2AFENH,
f5l3n | application.id-internal_topic_name. NEPEBMIEZEM Kafka =& , B LUEEH
Kafka APl A2 Apache Kaftka RSN ESEEB, AdninClient

BRIEEW B, EAILAEA Kafka Streams BERRINVEEFRBREE , WA SIBEXHE, RA
fcleanup.policyMHPENXELretention.ms,

AT RBIEA AdminClient API Bl E @M ¥R Eapplication.idAmsk-streams-
processing.

try (AdminClient client = AdminClient.create(configs.kafkaProps())) {
Collection<NewTopic> topics = new HashSet<>();
topics.add(new NewTopic("msk-streams-processing-count-store", 3, (short) 3));
client.createTopics(topics);
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EEBREOEXEE , B/ Kafka Streams M AR A LA A Zmsk-streams-processing-
count-storeFE B Tcount () RIE,

(AL ) REZBEN

SR BAME A b LR B R R E RN I E WA BT RBETMN B, LT RO B NS T HRIMER
o

final StreamsBuilder builder = new StreamsBuilder();
Topology topology = builder.build();
System.out.println(topology.describe());

LU B R T BT E RGBSR AN

Topology Description:
Topologies:
Sub-topology: 0
Source: KSTREAM-SOURCE-0000000000 (topics: [input_topic])
--> KSTREAM-AGGREGATE-0000000001
Processor: KSTREAM-AGGREGATE-0000000001 (stores: [count-store])
--> KTABLE-TOSTREAM-0000000002
<-- KSTREAM-SOURCE-0000000000
Processor: KTABLE-TOSTREAM-0000000002 (stores: [])
--> KSTREAM-SINK-0000000003
<-- KSTREAM-AGGREGATE-0000000001
Sink: KSTREAM-SINK-0000000003 (topic: output_topic)
<-- KTABLE-TOSTREAM-0000000002

BXRumAEARMNDORENESR | H5 1 Kafka Streams X#YF ) Kafka Streams DSL A2 F
wRzER,

R IEE R RA

AFRET - LB zEFN RO,

groupByKey() s B ZERF R
groupByKey() -> groupByKey(Grouped.as("kafka-stream-groupby"))

NEBITRSDBEE/FH R ()
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normal count() -> .count(Materialized.<String, Long, KeyValueStore<Bytes,
byte[]>>as("kafka-streams-window") // descriptive name for the store
.withKeySerde(Serdes.String())
.withValueSerde(Serdes.Long()))

B AT () W B ESER/R R

windowed count() -> .count(Materialized.<String, Long, WindowStore<Bytes,
byte[]>>as("kafka-streams-window") // descriptive name for the store
.withKeySerde(Serdes.String())
.withValueSerde(Serdes.Long()))

B AR () Wi B ESE/R R

windowed suppressed() ->
Suppressed<Windowed> suppressed = Suppressed
.untilWindowCloses(Suppressed.BufferConfig.unbounded())
.withName("kafka-suppressed");
.suppress(suppressed)

SR mERALRE

T MSK ( &R T Apache Kafka B 3EE R ) X1 L E RS Apache Flink BEE , AT
O Bedrock £ AEMA , ANTIEL THER LT XHEISNENAIEENAREFNRE. up-
to-dateMSF BRI &1L 715K & Amazon MSK S FEEN S MERAFERR Al BRHHUR
ZEERSAENRBNTERINGER, KEREENARESHER,

BRI LA MSF EEEELE 7 £/ Bedrock FIER AR R IGEE K RERA , R/FTE Service F
OpenSearch XL A Amazon MSK BITEREFIRE|, XEERTLUIREENBEN LTS
Bedrock B A KEEERAEELES , TEREBHEVRBENTER AR up-to-date Al AR, &IE
ALUERFERATRERRBEI RERNABE X IFRESHFERFZNHRE LangChain , ZEZFER
EENEREM A, ZEMERE MSK, FREMRARE RN OpenSearch KR E77# 2 [B] kY 2 4E & B M4k
B FEUUTITHEREAINARRF , MTREEREERK.

Kt EMAERELT AWS XER A :

« k3 F R -us-east-1
o BXZBEM-us-east-2

IR EERAER 414
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. B#EX-us-we-2

« #3k-ap-south-1

+ HE‘R-ap-northest-2

« 303K -ap-southest-1

- & Jfe-ap-southest-2

« ZRE-ap-northest-1

« INE K+ EB-ca-central-1
« EZR{E-eu-central-1
« EIRZ-eu-we-1

- f£H-eu-we-2

- BE-eu-we-3

« Z{RF-sa-est-1

ES ]
« BER BN %

- BRAXNAXERALEEZBIAEEEN
- MERBERENEH

ILA%I] —_I-XJ.:/B"J ’H:-
E.“’j\ﬁﬁﬁ H /L,\FFH*E-J-%E&AE. EIJFﬁﬁ CloudWatch H /u\*ﬂj:El*-F

ERATEM MSF R AREEHM Amazon Bedrock B P E#RER AT LA S #2489 B2 FA 72 /= M B edro ck 18
¥Ro

FEARERNERATYREERBRANERE, XEERZFR EmbeddingGeneration R{EE FRlY —
CloudWatch,

- BedrockTitanEmbeddingTokenCount: ¥ #2[@ Bedrock & HH £ MERPFENRTHE,

- BedrockEmbeddingGenerationLatencyMs: & & &% F1Z Wk B Bedrock Y B Fr 1 B2 AV AT E] , LA
ZEWNENL

5F OpenSearch IRE |, A LAEFA LT 645 -
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 OpenSearch LRGN EIER | BHS R (L S# OpenSearch FRFF X EHER) CloudWatchH #Y
“fif [N 5 #h 5 #2 OpenSearch TRFES o

« OpenSearch TELEIEHF : HSH (L% OpenSearch FREF X&) CloudWatchA i £ L
%1532 OpenSearch £&8 545,

BRAZENRERAER BRI EEE
Managed Service Flink Bz T2 A 2 £ AR P IEE L XA JSON #iE,
SR HALEES

« MEMABBERIFESHEXE , NLBRABRERF. REHEFESRENANERNRANE,
« HBAHKIERA JSON AR , NARFAWEE JSON WREFEENEE - MRS NERALUA

T#RASE. URESANER , WAMBEEAN —BRECHERBRIEFEFELURS, KEBEEFF
BEREEENERBNBRANS.
WAL | ZRARFZE Bedrock MREBHMATE XARAEE,

EXEBREEFHTRE . NAEFERAZEFRKFPHINE OpenSearch 8 ( MELEH LTRSS EF )
ERREBRAIBIEN BN, FH Opensearch Serverless BI2EE% 5|0 |, BHRAFRAOEFTRA
#o embedded_data

5 MSF ERXL , EREEEEMBYIUEITERRRERAEEXBKRH D,

5 MSF BEEEM , 8l MSF MNARRFE , KAFERAESESR CLI £ AWS IKF R 5 AKX E 3%
BARRF. AWS TaR#&E3) MSF MARRF. RUMIAA StartApplication API ( &3 CLI Szl
B ) FTEELENARFET.

S0 P B S ME | ZRARFR AT AEM T RE AWS IS MH AR KR Bi72 AB3MIE.
BERBERELEHR
AEENANARERGEARCER.
BERBIER BB
1. BRUTERREERS
B RSN ERBEN AN AR BRTRS S MSK £,
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11.

HERE : FHMENESEDR, BEIXEM Bedrock 25F :

» Amazon Titan Embeddings G1 - Text
 Amazon Titan XA A V2

* Amazon Titan Multimodal Embeddings G1
« Cohere Embed ( % 3R )

« Cohere Embed ( Z1&iX )

AWS OpenSearch Wi:

o IBTTLAME TR B = B BRS585 OpenSearch RS &£ S
- S OpenSearch ervice REXMBED —NERE|,

- MRBITRIFEAOpenSearch TIRFFES , BFHVUBREREZES., AXNfAREQESRS|
WFEHAEE , i%%*l‘ﬂ%ﬂiﬂﬁ?ﬂiﬂﬁﬁaﬂ’ﬂﬁgﬁ{%ﬁﬁﬁ REH. ETHRAEXRECNESEER | #
2% A mazon Serv OpenSearch ice Bk B3 IEFEIhEEH BT,

® Note
BIEOEREIR , XIEHOEFREHembedded_data.

- MREITXIFEAOpenSearch EEENES , WIFEENERMUEN MSF NARFAR (B8
Opensearch G RIEEE ) ERERAFPRMEENESE R, OpenSearch B4\ , FHEIAREHFFREIE
B OpenSearch BiREN “AF" BE. X258 AMENE L ZEFIFFAEN,

o WE , BOULUGAX OpenSearch X RIRWIFRNRUAEBLE R, BESRE AMNEHH) 2
o

£ /o i aws: CreateStack X FRHI A EBEF,
BI{E MSF 2 BN R LR CERECNARE.
EEFRERLCENARFNGED , EREAER
MEE TR R FEESE Al NARFER
REMENERE, BSHUERHEE.
LRI EBERFTHER CloudFormation &,
CloudFormation SPEZMK/E , HEICHBM Flink KAREF. RENAEFNETHEM,
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