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f+ 4 2 Migration Hub Strategy Recommendations ?

Migration Hub Strategy Recommendations A AJ{TH N AR FEERFREHIBEINRCRERI ,
MBI EAR XN TR EIR IR,

Strategy Recommendations AJ LA 7 TR RS 88/F 8. ST RGIME , LAK Microsoft IS, Java
Tomcat M Jboss NARFHNARF —#HXH , LEARBERXHRSE. A, ERLUFRR
BHEE R /Y Strategy Recommentions X E M ARFHITIRRBNBIEES . Strategy
Recommendations FLERE DT EEWLESER , ARERENNARFNREENFIREED , X
HE

- BMNARFNRERTIBRE,
« BULERANERERRLCTERRS.
- ENBERTERNNARF S REENMRERX,

Migration Hub Strategy Recommendations #ETHEMRLKE , LEFEAXKNEEE. B
¥r, TENEFREREN.,. FERFENEN, BXENER, FAERNEMNEER , BSH AWS
Prescriptive Guidance Ri&E & H #Y Migration terms - 7 Rs.

REBEWAREAKE LER 7T IMIED , flinER AWS NARFIERS (AWS MGN) £ 5%
MitE = (Amazon EC2) LEFHEE . BEMLMEWATREZIEMFE A AWS App2Container fFF A EFIZ)
AE, AEEWREITIREEAR |, HIE.NET Core F PostgreSQL.

IR 2B IXfEA Strategy Recommendations & 15 ?
MRXZIEEIRMER Strategy Recommendations , RATER IR L FIIERLATZ S -

- Strategy Recommendations #} %

 iRE Strategy Recommendations
- FF¥a{E R Strategy Recommendations

Strategy Recommendations # %

& T LAME A AWS Migration Hub #2414 89 Migration Hub KBS BT 11T G RSB MN AR
PE, BEAREARENNTIEN, IFUERE , S ERAREAEEEMNRESBNNARFNT
MBHTE , ARHEENERTE,

B2 E XM Strategy Recommendations B & 15 ? 1


https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-retiring-applications/apg-gloss.html#apg.migration.terms
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EZWERBEWNTRBEAYIEK , B LAER Strategy Recommendations RN &8 5 B 12 F IR
BRMBEE.

BB BELL Microsoft Excel X T & EHIE,

MR RS

« AWS Migration Hub — &£ AWS Migration Hub ##] & 35" Migration Hub Strategy
Recommendations #£#l&. EXEREXRENPINERFENRSFFNES.

« AWS Application Discovery Service— AR B Z 8] , BRI LAEA Application Discovery
Servic AWS Migration Hub e 712 & P UNEE < RS=MNN AR RN BIE.

« AWS BRI AEFEBRS- AWS RARFEIBRSFREVEE S AWSH EE lift-and-shiftiE B RS .

- AWS Database Migration Service— AWS Database Migration Service 2 —HM & RS , THTH
A BAEE. Amazon Relational Database Service (Amazon RDS) BB EXFIRIL L #E M ITE =
(Amazon EC2) 324l E M EIEEFHNBIEE B E AWS RS LR BIEEE.

« AWS App2 Contain AWS er — App2Container (A2C) R — R T1TTE , ATFH.NET M Java A
BFIRCAIBRFCNARER.

- Porting Assistant for NET — B F.NET JRX# %47, Porting Assistant for NET & —&FRAMERHE
2% , AE A Microsoft .NET Framework R A2 P BHEE| NET NFTEMN A TRH%E, EAT.NET
WEBHEBFSTMENET NARFRRBHRITHRBNEHME APIsHE=7H42,

« End-of-Support i& i F Windows Server # End-of-SupportiZ# it %l — 5&H F Windows Server Y
IR (EMP) 8L HFEMEWENAFIBRMN AR FM Windows Server 2003, 2008 #1 2008 R2
EBEZIENFMBREHNIE, AWS

« AWS Schema C onversion Tool — & LAfEH AWS R T E (AWS SCT) FHREHFEEFLEWY
MN—NBIEESI BRI S —NIEESIZ,

« Windows Web R ARFITHEIF — Windows Web R ARRFIT#EIF AWS Elastic Beanstalk & —
F3ZH PowerShell SEHRRF , A% ASP.NET 1 ASP.NET Core R ATEF M 1IS Windows AR
& 8517 # 2 Elastic Beanstalk,

« &M T Aurora PostgreSQL B Babelfish — & F Aurora PostgreSQL # Babelfish ;& Amazon
Aurora PostgreSQL F#AMRK —TFTIHEE , B A Aurora Ef# 7 Microsoft SQL RSB EFREM M ARE
FRENGES.

HEXRES 2


https://docs.aws.amazon.com/migrationhub/
https://docs.aws.amazon.com/application-discovery/
https://aws.amazon.com/application-migration-service/
https://aws.amazon.com/dms/
https://aws.amazon.com/app2container/
https://docs.aws.amazon.com/portingassistant/
https://aws.amazon.com/emp-windows-server/
https://docs.aws.amazon.com/SchemaConversionTool/latest/userguide/CHAP_Installing.html
https://github.com/awslabs/windows-web-app-migration-assistant
https://aws.amazon.com/rds/aurora/babelfish/
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WIE Strategy Recommendations

BOXE A Migration Hub Strategy Recommendations &1 , {55 KA FES :

FH

- EMIRELAWS K

- BIEEEEEHRXERHNAS

« Strategy Recommendations i # A& &

SEAFREL AWS K 2
MREEH AWS IKF , BB TESEREREIE -1,
B3I AWS K/

1. 3TFFhttps://portal.aws.amazon.com/billing/5E fft
2. RBRELHIHBRE,

EEME , FHETBRERREIEE  EREAREREHA —NRIEE,

HEGEMET AWS K, IR BIZAWS IKFRAF —1 RASERGRIZKS RBFRE AWS
RS MRF. FANREREIEK , FAAFIERERLRANR , A ARERARAFKKTEER
AP R BRNES

AWS FMEREEKE BB RE—HEBIAB T4, BB a1 hitps://aws.amazon.com/H &
“BRKF" , EFLSRKFENHERENIKS,

SIZEEEE T EXRAY A

EME , BRPENZE AWS IKF AWS KPR AP AWS IAM Identity Center , /5 A H Sl 2EEH
P, XEERT2EA root AFRITEEES.

R IREY AWS T 7= 48 A 7

1. %3 Root AP H i ALK AWS K B FEp4rtut , IIKFRMIBEEN S HER, AWS
Management ConsolefE F—T £ , i AR L,

SEMERER AWS Tk F= 3


https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://aws.amazon.com/
https://console.aws.amazon.com/
https://console.aws.amazon.com/
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ERIMEABRAFRERIENEE |, B35/ (AWS &% AF#ER) HH Signing in as the root

usero.

2. RAENBAFPBRZESHRIE (MFA),

BXRUHA ,, BZEIAMAFEETHAN AWS K- RAFERAEL MFA 8% (2HE& ).

SR EEEEHENRNAAF
1. B IAM Identity Center,

BXRIAHA |, HSH (AWS IAM Identity Center A8 HH Enabling AWS IAM Ildentity
Center,

2. £ IAM Identity Center 1 , AP R FEEIHRINR,

BXMEA IAM Identity Center B & fEN SR HE , 525 (A IERE) 1AM Identity Center
B 8 A EIAR BB EAWS IAM Identity Center F P i BRI R .

LEREERRNBRNAFSOER

EEAEH IAM Identity Center A B0 %% , BEFERASELIE IAM Identity Center FA BT & 3%
B S8 09 BB, F B 44 3t b Y B R P,

BXRBEA 1AM Identity Center AP EFH A B , BSHAWS 2% AP MR EF AWS 1A
o

FERN RS B L H AP
1. 7 IAM Identity Center 7 , SIE—MXRE , ZNREEENAREN R REME,

BXRUHA , BHSHE CAWS IAM Identity Center A $§R) F#Y Create a permission seto
2. HNARSEE—ME , RAERNZEDEE L BFZIFRNE.

BXiE , H200 (AWS IAM Identity Center AP #5R) F# Add groups.

Strategy Recommendations R A&

FAVEIE R Strategy Recommendations SIZFMNAE -

Strategy Recommendations i f A& 4


https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-started-create-a-permission-set.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/addgroups.html
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- EiFREFE , HRE - NERKI AWSMigrationHubFullAccess #
AWSMigrationHubStrategyConsoleFullAccess EEXREHN AR,

« E{j[A] Strategy Recommendations N AT FHIEWERS |, EIE— NN
AWSMigrationHubStrategyCollector ¥ EEFHN AR,

IAM EERBEX AP RSHIHFRIMNERES 5. AWS Migration Hub
AwSMigrationHubFullAccess# & R T3 Migration Hub #ZHI &Y

WRENR, BXREZEELR |, S Migration Hub Roles and Policies, B
AwWSMigrationHubStrategyConsoleFullAccess Ml AWSMigrationHubStrategyCollector
REFXRBNEZEE , BHSFAWS Migration Hub RS T E KR,

ERMFENR , BRENAF. AAEFMNRE :
- FEHFPFEL AWS IAM Identity Center :

BIENRES, B (AWS IAM Identity Center AF1Em) H8IE2 N REMH AR TR
- BYSHREBE AM FRENAF

HERERATEARSRINAR, R (AM AFER) FaNE=F7 50 REHEUERSE (KE
SMIIE ) AR TR,
- IAM AP :
- SIEENAFAUEENAE, BR (AM AFERE) 91 1AM A o2 A SR TRE.
« (FHEER ) FRBEZMMNIAFIRASRNIAFE, BR (IAM BFER) fERA s
AIIRR (#EHIE ) YRR TR,

Strategy Recommendations i f A&


https://docs.aws.amazon.com/migrationhub/latest/ug/policy-templates.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/howtocreatepermissionset.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
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FFia{E A Strategy Recommendations

ARER 9 A7 4B WA FF 44 A Migration Hub Strategy Recommendations.

ES]

Strategy Recommendations B %6 R &4

FB 1 . T Strategy Recommendations W& 25

$I® 2 : #E Strategy Recommendations W& 25

S 3 . &% Strategy Recommendations Y 5E 85

B 4 : 18 B Strategy Recommendations Y85

% 5 : £ Migration Hub ##l& F #Y Strategy Recommendations 3R 5221

N

Y

Nil

Strategy Recommendations Y 55 R4

LU & Migration Hub Strategy Recommendations Y 56 )R A 44

[

BRIRE—NHZN AWS 1K, HEXRMRAXEERFREAF. BXESEER , B2H &
Strategy Recommendations,

Strategy Recommendations N AR FHFEWERREF P iR LIEE MRS FERRERE. it , &
MIE R —HE R T ENAE Windows lRFB|HEIL , UKk —HBEATEFE Linux RFEBNE
i, NI EFEEHN RS 28+ 02 R R B KRR,

EREIE vCenter FHIUNEERS IR A X 2 vCenter Serv VMware er M4 6.0, V6.5, 6.7 5% 7.0,

& th 7] LA F U 5288 AMI 7E Amazon EC2 SRR EfB U EES.
RIEEHIRERS (0OS) IRRZ X !
 Linux

* Amazon Linux 2012.03, 2015.03

« Amazon Linux 2 ( 9/25/2018 EFME S RA )

* Ubuntu 12.04, 14.04, 16.04. 18.04. 20.04

* Red Hat Enterprise Linux 5.11, 6.10, 7.3, 7.7, 8.1

* CentOS 5.11, 6.9, 7.3

+ SUSE 11 SP4, 12 SP5

 Windows

TR 6



Migration Hub SR B&E1X ArfEm

» Windows Server 2008 R1 SP2, 2008 R2 SP1
+ Windows Server 2012 R1, 2012 R2

* Windows Server 2016

* Windows Server 2019

- EHRHTRERBON , BHEMRE GitHub M GitHub L FHESMEE UG REEWKESRE
FPinHRENFEESENNAGRTE. BXEAFFEECSHLUIBRMNAGRTENESER , 5
FIGitHub3 A B BIE AT R T hE

E9# NET 76 FELLIR1B Porting Assistant for NET B , &SI &S Porting Assistant
for NET BHEN T EREMN Windows It &, BXEZER , 152 H Porting Assistant for NET
User Guide H#Y Getting started with Porting Assistant for NET,

- EJ3 A Strategy Recommendations #{THIEEFE DM , BAUME AWS Secrets Manager i A%
if, BXEZEER , 55 Strategy Recommendations & 2 47 o

- TEFEARBEELZE AWS Application Discovery Service , &4 B E AWS Migration Hub 33 4
BHRIRERSENMNARFNHEXERE, SaUERANTHES —fh5 ERIERIE,
« Migration Hub & A — &8 Migration Hub & A |, A LLEX TN A RS [N ARFNE

E 5 A Migration Hub, BXEZEE , 55 Application Discovery Service User Guide F#Y
Migration Hub Import,

-« AWS Application Discovery Service TN ERR- TR B E R 2 — K E VMware FEIAHLAEX
=2 M VMware 8% (). VMsBXEZEER , i5Z 1 Application Discovery Service User Guide
A Agentless Collectors

- AWS A@@ pplicat ion Discovery Agent — Discovery Agent R ZZE AN RSS 25 LB AWS 3
%, VMs ATHRRASAEENRERAMBEZNFAEE. BXESZEELE , HSH Application
Discovery Service User Guide Y AWS Application Discovery Agent,

- FHREBWHERES — MREWRSFFIEETE VMware vCenter |, H B RRME T IHRINR , NE
BE 2T LA B IREVE I IR SS 2578 %, Strategy Recommendations 2| & 458 F W E H915 Bk th Bh
T,

® Note

ERiE Migration Hub S ARERIITER , #E1E Migration Hub ZHI & S M B KN K TiE
BREE. MBS ANERSHET2IIE,

TR 7


https://docs.github.com/en/free-pro-team@latest/github/authenticating-to-github/creating-a-personal-access-token
https://docs.aws.amazon.com/portingassistant/latest/userguide/porting-assistant-getting-started.html
https://docs.aws.amazon.com/application-discovery/latest/userguide/discovery-import.html
https://docs.aws.amazon.com/application-discovery/latest/userguide/agentless-collector.html
https://docs.aws.amazon.com/application-discovery/latest/userguide/discovery-agent.html
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Migration Hub Servers

Dashboard Server list Network
Discover

|Sar\m-rs m Visualize network Group as application Actions + Explone data in Amazon Athena €

Applications

T r 3

Data Collecions

Tools Server Info Source Applications Migration status
Asspes LimumS2 Import Mot started

HIR 1 . & Strategy Recommendations Y525

Migration Hub SRESE I N AR FHIERESE R — A ULEER M VMware 335 HEHL1R

%, Strategy Recommendations R fAT2 ¥R UK SR ZR 16 AT LAE N Amazon #l2RBR1& ( AMI ) R4t, m
REEFEA AMI R EERITMH AWS NAEFIE THMER , NFTHETHKESR. S0 Bk
WA EZB2 HEEEIE Amazon EC2 I EPE R REE I UERS

A B A T BT SR LAY (OVA) STHF | BT TIRIREE S 50 E S VMware R d i
BRI (VM),

TR &SR OVA Xf+

1. FEREEFRIZE Strategy RecommendationsBIZ# AWS kK , & AWS Management
Console #3TFF Migration Hub 1#Z&I& , Mk https://console.aws.amazon.com/migrationhub/,

2. 7& Migration Hub & & SMEEH |, EFEKE,

. TE Migration Hub Strategy Recommendations R £ , #%&## T & HIEWESS.

4. HEF K WNREBVSANARFHRE , BALERTHSAER. BEXSARAFPFNESZEER , 5
B8 #E S A Strategy Recommendations.

5. BHERBEIURHMIEREE , L Migration Hub TEZEMIK - FEIZRSHEXAE (SLR) . B
IXIRE Strategy Recommendations BY , %5612 SLR, BXEZELR , BSH £/ Strategy
Recommendations KV RFZHEX B E,

FHI 2 . EE Strategy Recommendations W EE 23

RE D B (A ERE Strategy Recommendations B A FHIERERSR. SAERFRBWRESRSE— L
REHEWES AT RIRSEFELEEEZTHAARR., MITRABINHS WENBIERE.

BUTHWM A EAIBERES

SR TRRESS 8


https://console.aws.amazon.com/migrationhub/
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« 7£ vCent VMware er [RE 23 HERELH (VM) #H1THE, EXREZEER , BSH 7 vCenter F13f
£ Strategy Recommendations Y EEES,

- MREHEITEN AWS AR |, WA BUE A KRR U ESR Amazon RERB (AMI), BXES
58 , 524 £ Amazon EC2 Xl Ef B REEE WK ERR.

£ vCenter & Strategy Recommendations W5 25

Migration Hub RESE N AR FHFEWESR S — M UREERH VMware IBERHENIRE, T
NRWAEER VMware IR5E R FFUESZ T BUE UL TFRY (OVA) XH-ERF 7 E R (VM)

UT RN EIAESRE vCenter Ser VMware ver SR E 228 “SH RS UNEESE,
1 vCenter RERBUNEERS

1. LUEE R 5 )&% vCentero VMware

2. HRBEELSE 1 R TEHMN OVA X, OVA XHSFEWEESF T A Fi5[H Strategy
Recommendations API B9 CLI,

&R LUBE LA T 8 T 8 OVA X4+ -

https://application-data-collector-release.s3.us-west-2.amazonaws.com/ova/latest/
AWSMHubApplicationDataCollector.ova

BATBRVERAIR 2 AT AL,
Strategy Recommendations W88 & A HLHL &

* RAM - &1K 8GB

. CPUs— E4 4

® Note

NEREEANRIEMEFIENEREENTIIRAUWESS | FEISBUWNESS OVA Xt
BEARARWESE. BXRIMAARNER , FSHE AL Strategy Recommendations WSS,

1£ vCenter PEPBUNEERS 9


https://application-data-collector-release.s3.us-west-2.amazonaws.com/ova/latest/AWSMHubApplicationDataCollector.ova
https://application-data-collector-release.s3.us-west-2.amazonaws.com/ova/latest/AWSMHubApplicationDataCollector.ova
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£ Amazon EC2 4| B R rEE N ERS

MREERETMHEN AWS NARRF , N LAFEAREENNAREFEIERES Amazon Machine
Image (AMI),

LTSRN E MU EESS AMI B3 Amazon EC2 34,
B UNEERS Amazon EC2 324

1. ITALS® EC2 #2%|& , Mk Ahttps://console.aws.amazon.com/ec2/.

2. ERFEMDBHSMES , 2ERH8 XiF [Flm , EERE ( B3%H ). M Strategy
Recommendations £ AR X EFRESEFERWXE ., BXRXEXFHIR , FSH AWS —
i%2#£ iy Strategy Recommendations endpoints.

ESMERT , £ ‘BE TIEEAMIs,

MEHEEN TRIIRPIEFELFTRE,

EREREH MK EPEE AMI B

# A& #R AWSMHubApplicationDataCollector.

EHR AMI RER2KR , BRIEKFFIEERERN 703163444405,

EMNE AMI BEIRB |, FEFIZEH , RFIERE Launch, BXERRGAERIXFNESESR
S5 Amazon EC2 AN AMI B3I EH1,

©® N o g

FATE WIS Amazon EC2 SEHIKA LT,
REE I EERS Amazon EC2 SEHIM A&

* RAM - &1K 8GB

. CPUs— E4 4

Strategy Recommendations AMI X #4235 &35 F Al A T 15 7] Strategy Recommendations API Y
CLlI,

@ Note

NEREEANRIEMETNINEMEREENRITRANWESS , FENKEBEBIVKE
BRHDE N Amazon EC2 SRBIF AR U ERR. BXRXUMAARMNGE , SR FA L Strategy
Recommendations W £ 2%,

EBBULEE R AMI 10


https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/general/latest/gr/migrationhubstrategy.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/launching-instance.html#choose-an-instance-type-page
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HIR 3 . B Strategy Recommendations W25

AER A1 4B ] & B 2P E /Y Migration Hub Strategy Recommendations B 2 FEIEESS. WE
FNBRAXBRTENIBES R,

« BREET vCenter WIMNE R I BRI UL ESS
o BFIEBPEFN Amazon EC2 EHIRIUNEERS

BREET vCenter WINER BRI W ESS
BFREET vCenter FWIME R EPERY Strategy Recommendations U5 85
1. FAUTHRET SSH FFimiEERkERS.

ssh ec2-user@CollectorIPAddress

2. YHETRWARIEE , WARIAZ aq1@ WSde3, BERXEZEZEN , B4R ERHE,

B RZEE N Amazon EC2 SEHIHIUREESS
RN Amazon EC2 LHIEPFBHI RIS B IV ESS
e  (FRAUTHSET SSH B imiEETIuEss,

ssh -i "Keyname.pem" ec2-user@CollectorIPAddress

keyname.pem =& MUEEE AMI /B 3h L S EC2 SSat 4 A FA4A

HIR 4 : ] E Strategy Recommendations Y525

AEIDNBUNAFERASB ST collector setup &S REE Migration Hub Strategy
Recommendations M AREFHTFENER. XLEREERhIFME,

E# M collector setup mF , BHUIEEALT docker exec mHTEWESE Docker B2gH
# Bash Shell 1%,

docker exec -it application-data-collector bash

SI], 3 BFRUNES 11
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collector setup WHLELETUTHMAEGS , BERATULMEZTXERS !

« collector setup --aws-configurations -i&E& AWS EE

« collector setup --vcenter-configurations - i%& vCenter Hti&

(@ Note

R Y EEBSTE vCenter LIEERT |, vCenter BEBIREBEF ATH, BER , B EH
collector setup --vcenter-configurations anS5&&/i%E vCenter BLiE,

e collector setup --remote-server-configurations - ®REBZERSZIFEE,

« collector setup --version-control-configurations - iREBRAEHEE,

EIRHZ EFTE W EERSEE
1. HALUT &%,

collector setup

REHFTRAA AWS BEFERIZE AWS BB

RIBIZRE vCenter BLEHFIR , #i A vCenter BLEHE B
BRRZEZERSHLEPARE , AAZTERSHEENER.
RBIZERAZEFERE. PR , WA REHEENER.

BB HHBIEWE#EZIBRIZFE Windows F Linux fRESES PR | HINESHIEWRE R LN
Windows 1 Linux BRS88.

o g M w N

iRIE AWS B &

EREBEAWSEE , FEMEMAcollector setup@fEicollector setup --aws-
configurations®&ht,

1. WFERBERE IAM NER...... B, mAY , RRR’, &R Strategy Recommendations f F°
MAE PFPRSER , Y&FEH AWSMigrationHubStrategyCollector HE R AIZEAF LA
A YT BB AT , SRR LR B X LR,

2. REPNISREALHFRIZANMMBEEZER , %2 AWS KFRELLIRNAF KA EWE
g3 Strategy Recommendations P # &€,

AWS B E 12
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3.

W AXE , Hli us-west-2, M Strategy Recommendations K X kR ESEERNKX
B, BXXEXFHIEK , 55 AWS — 5% HH Strategy Recommendations endpoints,
WNFREFRESFHEXER LEIEIBPORBERS 2B, BAY , R’ ENEEEYT
AWS JERME Y X5,

WNFREFRESFHXAELEFTBHROREES ?HB , BAY, XRT2. KEBENEER
EBTF AWS KR RHEBELM R,

UTRBIRRTHALETR , B8 AWS BB RHIFE.

Have you setup IAM permissions in you AWS account as per the user guide? [Y/N]: Y
Choose one of the following options for providing user credentials:

1. Long term AWS credentials

2. Temporary AWS credentials

Enter your options [1-2]: 2

AWS session token:

AWS access key ID [None]:

AWS secret access Key [None]:

AWS region name [us-west-2]:

AWS configurations are saved successfully

Upload collector related metrics to migration hub strategy service? By default
collector will upload metrics. [Y/N]: Y

Upload collector related logs to migration hub strategy service? By default collector
will upload logs. [Y/N]: Y

Application data collector configurations are saved successfully

Start registering application data collector

Application data collector is registered successfully.

% & vCenter Bt &

A collector setup @R E collector setup --vcenter-configurations o Afi%
iE vCenter BL& :

1.

WMREMFHA vCenter ER’HFAITHMRIE , FE “REEMEH VMware vCenter EE#H 175 BRI
BIEBEFHEA Y. VMware

vCenter Bt & 13
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® Note
£ vCent VMware er EE#HITEHRIFFEE VMware EHFRBSE L EETE,

W AEH URL , ATLLR vCenter IP 13t 5} URL, AJ5 , A VMware vCenter 9 & &1,

2. MWMRLRAEEHE Windows RS , iB5E “/REH VMware vCenter B2/ Windows iTE L3> &) g
FE A Yo

& A Windows W FF & f1Z83,

® Note

R IEH Windows iZF2 RS-25/8 T Active Directory 13 , MEEA CLI R HEIZER
SeeBtBusernamelt , AR F B ANdomain-name\, HlE0 , MREHFHA
= exampledomain , & & & Administrator , BBAKRTE CLI FRANAFER
exampledomain\Administrator,

3. WMREFRE Linux RS , IHE ‘A VMware vCenter 2% Linux” RIBHFHA Y RRE,

A Linux WRAFPZMEFE,

4. WMRIEEN vCenter AR BRSEEBERRRSEFZILE , WX FREEFEA NTLM (FATF
Windows ) #1 SSH/Cert ( EA T Linux ) 3 vCenter AN IRZ[RBEZILEE , A Y, K
/j__\“%,’o

5. MR vCenter 2 AEEHR Windows T ENHEIESEE vCenter Windows 1T E LAY EIERT 12
HEEUEAER , NN TFREEFEA vCenter [REHBIAMEE Windows EiERIE |, FRWAY , &
TR BN, mAN, XRRAB

MREEEFY , KRR, WRELKRFREGELT F=,

a. NTFEEBREE , FBXE Windows RFBXRER |, WEREZ HEARFW RS
FH20@B , BEWAY , KRR
b. WMREEEE SSH MR , NX FiaABRETRIE | F@mA 1.

WMREEFMER SSH HHRIE , BLTFERNBAFTIEEHF Linux RS/, BXESE
B, 2% & Linux BSRLIREETRAN S HRIE.

vCenter Bt & 14
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LTFREAERTERHNANZE , @3 VMware vCenter BLER RIS E .

Your Linux remote server configurations are saved successfully.

collector setup —vcenter-configurations

Start setting up vCenter configurations for remote execution

Note: Authenticating using VMware vCenter credentials requires VMware tools to be
installed on the target servers

Would you like to authenticate using VMware vCenter credentials? [Y/N]: y

NOTE: Your vSphere user must have Guest Operations privileges enabled.

Host Url for VMware vCenter: domain-name

Username for VMware vCenter: username

Password for VMware vCenter: password

Reenter password for VMware vCenter: password

Successfully stored vCenter credentials...

Do you have Windows machines managed by VMware vCenter? [Y/N]: vy

NOTE: For the best experience, we recommend that you create a new Active Directory user
in the Domain Admins group.

Username for Windows (Domain\User): username

Password for Windows: password

Reenter password for Windows: password

Successfully stored windows credentials...

You can verify your setup for vCenter windows machines is correct with "collector diag-
check"

Do you have Linux machines managed by VMWare vCenter? [Y/N]: y

Username for Linux: username

Password for Linux: password

Reenter password for Linux: password

Successfully stored linux credentials...

You can verify your setup for vCenter linux machines is correct with "collector diag-
check"

Would you like to setup credentials for servers not managed by vCenter using NTLM for
windows and SSH/Cert based for Linux? [Y/N]: y

Setting up target server for remote execution:

Would you like to setup credentials for servers not managed by vCenter using NLTM for
Windows [Y/N]: vy

Would you like to use the same Windows credentials used during vCenter setup? [Y/N]: y

Are you okay with collector accepting and locally storing server certificates on your
behalf during first interaction with windows servers? These certificates will be used
by collector for secure communication with windows servers [Y/N]: y

Successfully stored windows server credentials...

vCenter Bt & 15
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Please note that all windows server certificates are stored in directory /opt/amazon/
application-data-collector/remote-auth/windows/certs

Please note the IP address of the collector and run the script specified in the user
documentation on all the windows servers in your inventory

You can verify your setup for remote windows machines is correct with "collector diag-
check"

Would you like to setup credentials for servers not managed by vCenter using SSH/Cert
based for Linux? [Y/N]: vy

Choose one of the following options for remote authentication:

1. SSH based authentication

2. Certificate based authentication

Enter your options [1-2]: 1

Would you like to use the same Linux credentials used during vCenter setup? [Y/N]: vy
Generating SSH key on this machine...

Successfully generated SSH key pair

SSH key pair path: /opt/amazon/application-data-collector/remote-auth/linux/keys/

id_rsa_assessment

Please add the public key "id_rsa_assessment.pub" to the "$HOME/.ssh/authorized_keys"
file in your remote machines.

You can verify your setup for remote linux machines is correct with "collector diag-
check

REIZEERSHREE

A collector setup ™= collector setup --remote-server-configurations @

THRIRERERSREE

1. WREBEE Windows RFEE , X FEREEMEM NLTM ( EATF Windows ) 7 3E vCenter £
ENRFSB[REZIUEE , FRAY , KT

A WinRM # A 7 & &5,

(® Note
MERZH Windows TFEIRS 258 T Active Directory 13 , N#EEA CLI 2= R
L BB usernamelt | %ZﬁﬁﬁﬁF%iﬁlﬁdomain-name\o fltn , MRENEE
5= exampledomain , &K & 2 Administrator , BRLETE CLI i ANAF B2
exampledomain\Administrator,

RS RERE 16
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NFEBRERE , FEHXE Windows IRFZEXRER |, WESSIES HEARMWIFMIRSZ [ 2 [\
B, BERAY , ®RR“2". Windows Server i $7F&1E /opt/amazon/application-data-
collector/remote-auth/windows/certs B &,

B ATSE R RSS2 & #1248/ Windows BRSE8. BXEZELR |, 1§51 £ Windows R
ERLREBRERSREE,

2. MWMBREAEBE Linux RET , IIXNFREMERH SSH = Cert IRE Linux B , WA Y , RR‘2
3. MBELEHEET SSH ZANEHRRIL , NN FRALEIEE |, F@A 1,

MREERFER SSH BHRIE , BATFERNZHAFZTIEEFE Linux BREEE. BXEZER
®S A 1£ Linux HE%%EJ:&EE?%‘%HE’JE{@EML

4, MREGEHEEETIUELNESHRIE , WX TR ALNETER , EHWA 2,

BARREETIUEBHNEHNRIENELR , FSHE Linux fRSSHR LREETIUERE FHKEIE,

UTHRBIRRTHARETR , BRZERSHEEN RFIFE.

Setting up target server for remote execution
Would you like to setup credentials for servers not managed by vCenter using NLTM for
Windows [Y/N]: y

NOTE: For the best experience, we recommend that you create a new Active Directory user
in the Domain Admins group.

Username for WinRM (Domain\User): username

Password for WinRM: password

Reenter password for WinRM: password

Are you okay with collector accepting and locally storing server certificates on your
behalf during first interaction with windows servers? These certificates will be used
by collector for secure communication with windows servers [Y/N]: Y

Successfully stored windows server credentials...

Please note that all windows server certificates are stored in directory /opt/amazon/
application-data-collector/remote-auth/windows/certs

Please note the IP address of the collector and run the script specified in the user
documentation on all the windows servers in your inventory

Would you like to setup credentials for servers not managed by vCenter using SSH/Cert
based for Linux? [Y/N]: Y

ZRRRFSFEOLE 17
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Choose one of the following options for remote authentication:

1. SSH based authentication

2. Certificate based authentication

Enter your options [1-2]: 1

User name for remote server: username

Generating SSH key on this machine...

SSH key pair path: /opt/amazon/application-data-collector/remote-auth/linux/keys/
id_rsa_assessment

Please add the public key "id_rsa_assessment.pub" to the "$HOME/.ssh/authorized_keys"
file in your remote machines.

Your Linux remote server configurations are saved successfully.

IRERASZHECIE

A collector setup @R E collector setup --version-control-configurations
R BRAIEFIEE

1.
2.

NTRABRERRBOHF ? WE , FEWAY , RRE"
MREEEE Git BSR|mR , WX TRAZANETURLE , HRA 1o

XTF GIT RFEmR -, B A github.com,
MR ERE GitHub® AL RS ET , BTE “M ABRED BB A 2,

AR https://IR AR , WTA7R @ GIT BRFB|WRK : git-enterprise-endpoint
W AIRE Git username AN ABE R BRtoken,

MREE D C# AR , M TEREREMEERE Windows THEHL LB HEY csharp 176 EF (7]
B, ERAY, RRR

® Note

B4 NET 176 E LLIR 18 Porting Assistant for NET i , 4R HE Porting
Assistant for NET BAE1FN T Ei& B/ Windows 11 &Hl, BXEZEE , 2 H Porting
Assistant for NET User Guide H#J Getting started with Porting Assistant for NET,

WFEREREXATEN LERIEW Windows FiE ? REB., MRAT C# RRBOH
# Windows ITEHEAMNEIES 2BIEIRE - -remote-server-configurations % - -
vcenter-configurations BHRHEMZEIEMER , BHAY , KRR

MRERMAFBEL , FWAN, KRB

MRAZESEE, 18
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7. ZE#H VMWare vCenter Windows 1T E#HEHE |, B1E Windows ERH LA T &I 2 —F 5 A 1,
8. % A Windows 1T EHLHY IP ik,

LTRAIBRTHARETR , BRRRAEHEEN ROIZE,

Set up for source code analysis [Y/N]: vy

Choose one of the following options for version control type:
1. GIT

2. GIT Enterprise

3. Azure DevOps - Git

Enter your options [1-3]: 3

Your server endpoint: dev.azure.com (http://dev.azure.com/)
Your DevOps Organization name: <Your organization name>
Personal access token [None]:

Your version control credentials are saved successfully.

Do you have any csharp repositories that should be analyzed on a windows machine? [Y/
N]: vy

Would you like to reuse existing windows credentials on this machine? [Y/N]: y
Choose one of the following options for windows credentials:
1. VMWare vCenter Windows Machine

2. Standard Windows Machine

Enter your options [1-2]:

1

Windows machine IP Address: <Your windows machine IP address>
Using VMWare vCenter Windows Machine credentials

Successfully stored windows server credentials...

FEIE W E AR ERIZTE Windows F Linux JRS88

(® Note

MREEF vCenter ZEILIRIE Strategy Recommendations B T2 FHIEWESS , M EERIT
LR,

REZERESH[EEBGS , MREFHANR collector setup command = collector setup
--remote-server-configurations % , BHIUER BVIZEIRS S , LUE Strategy

Recommendations N A FHIEWESS o] U\ IRERTE,

NEBRERE R BN TERS SR 19
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® Note

IBATAR | REBFAULLES SMINAE IP itifR, ExUAESENFIE S (VPC) RE
B TIERIZTHH —F 358 |, 52 Amazon Virtual Private Cloud A ¥/, AWS

BHEREHIZRE Linux IR , B2 FERIZE Linux RS8R,

EHRZEMIZIE Windows BREE5 , IS E Windows fRE: LR EmiZRSERHALE .

HZ I Linux IR 28
£ Linux RS LR EE THHAN S HRIE

MREEHITIERRSS[EBFIER N Linux IREE T SSH RN S HRIE , BLTIRBUTSRE
fR$E8 FiREE T RAM B MHRIE |, BAE Strategy Recommendations B2 7 EUE U EE 25 7T SAREE B
i

£ Linux B LREETRAN S MR
1. MBEHPHUTXHRAEHETBEF id_rsa_assessment.pub 4 KA -

/opt/amazon/application-data-collector/remote-auth/linux/keys.

2. NEHNLEMMBIFAEIZEREITENN $HOME/ . ssh/authorized_keys X4, MREET
R | R touch 5 vim 58I 4,

3. BREERSH/LIFITHROERRN 755 REK, NRE 777, BRITTET . EAIUEH
chmod @55 3K R HIXBR o
£ Linux RE SR LiREE TIEBH 5B RIUE

MBEEBEHTERRSBEEBAIEREN Linux REETIERPHNSHGRIE , BXTIRBUTSRIEE , 2
f& Strategy Recommendations B 2 E 3B U &R 85 AT UK ER B3R

MBREBERANARFRSIFZE TIEBAELNE (CA) , BATEVESEHLLIEIN,
£ Linux RSB LiREE TIEBW G B RUE

1. ERERTHRAZERSSHNAF B,
2. FEEBRNLHEHE CA,

NEBRERE R BN TERS SR 20
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WEERRAY N AT BAE L T B E

/opt/amazon/application-data-collector/remote-auth/linux/keys/id_rsa_assessement.pub

ZAABIUNINE R CA FBEERKIES,
3. ME-—FPERMEPEHTWERPRHUATALE :

/opt/amazon/application-data-collector/remote-auth/linux/keys

BB A2 id_rsa_assessment-cert.pubs
4. HREHERMIEBXHE.

& Windows BRS5a8 LR EIRiE RSS2 AL IE

MRLHEWERREPHTZERSH[EEMNIEFIRE Windows , BRTIRBUTSRIENE |, HUE
Strategy Recommendations 7] LA B HE

@ ETHREXEZRRSE LHITH PowerShell IAMEZELR |, HRIBULHA,

ZHZA S A PowerShell i2f2 & M RIEH ZRAKRMMEZANFREFBRIES Z. XA

F Windows NT BB EEES (NTLM) , FF “AllowUnencrypted” WSMan %k &

A false AARMOIEN TR NIEZNBRE, ©FEA Microsoft IRALKIHIA New-
SelfSignedCertificateEx.psl , BlEZBERIEH.,

EAIEHE HTTP {IWT85/ WSMan SEHIEF SIAER HTTPS Tzt —EMiRk. A5, 20
W HTTPS 1988, ©XE4N TCP 0 5986 A AL AEMN, &G , WinRM RS
HEHB.

#£ Windows 2008 fks5 28 LB 2 E#R BRI EE

1. FRAUTHSRERSEE L PowerShell ZZERI AR,

$PSVersionTable

2. 3R PowerShell lRZATRZ 5.1 , BEBRMBMNEPRENEE WMF 5.1 FEVH A THIHF L%
WMF 5.1,

3. 1E¥7 PowerShell E AR T THEARE L% PowerShell 5.1,

NEBRERE R BN TERS SR 21


https://docs.microsoft.com/en-us/powershell/scripting/windows-powershell/wmf/setup/install-configure?view=powershell-7.1
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$PSVersionTable
4. BRBT—EHIBRFHTERE  XLESBENFWMME Windows 2012 R E S A L@ IZEEREFRKIR
BHIEWE,
£ Windows 2012 R EFH MRS 28 L BT B E iR EREWRE
1. MELF URL THIRERZA :

https://application-data-collector-release.s3.us-west-2.amazonaws.com/scripts/f RMSetup .ps1

2. MILTF URL T# New-SelfSignedCertificateEx.psl , RS NEIAR: MR ETH
WinRMSetup.psl YR — N3k

https://github.com/Azure/azure-libraries-for-net/blob/master/Samples/Asset/New-
SelfSignedCertificateEx .ps1

3. EXREZE , BEAMENARFIRSES LE1T THE PowerShell B 7,

.\WinRMSetup.psl

(® Note

R Windows Remote Server R IE#i&E Windows Remote Management ( WinRM ) , 1|
MZBRFSERBEBRENZ R TR, MRREXTER , BLTANBEE LT ER RS Z
AR S5 88X RRYIE S :
/opt/amazon/application-data-collector/remote-auth/windows/certs/ads -server-id.cer

MERERE , BEERREREREER.

WUF R A BN BIEWERE SR W ER MRS 2R
WERE CEAMNT &N BIRREE R Ba KERNRSE.

collector diag-check

BTN ENRSBREENT —RICHRE , HRHAURENH A,

L -aERXTEAZGSN , REXR/G , £ DiagnosticCheckResult.txt XHHFIREH H o

BIFBERERE 22
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RAriEmE

collector diag-check -a

IERLAME R ZARSS 2R IP kX B B RS BN RS REERITEHMRE.

LTRREIERT RNREN@ L.

Linux fRS5 28

Provide your test server IP address: IP address

Start checking connectivity & credentials...
Connectivity and Credential Checks succeeded

Start checking permissions...
Permission Check succeeded

Start checking 0S version...
0S version check succeeded

Start checking Linux Bash installation...
Linux Bash installation check succeeded

All diagnostic checks complete successfully.

This server is correctly set up and ready for data collection.

Windows fR%535

Windows PowerShell Version Check succeeded
Provide your test server IP address: IP address

Start checking connectivity & credentials...
Connectivity and Credential Checks succeeded

Start checking permissions...
Permission Check succeeded

Start checking 0S version...
0S version check succeeded

Wi HERER

o
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Start checking Windows architecture type...

Windows Architecture Type Check succeeded

All diagnostic checks complete successfully.

This server is correctly set up and ready for data collection.

UTRAIBRTZERSHFIER EBNE RNHEIRES.

Unable to authenticate the server credentials with IP address ${IPAddress}.
Ensure that your credentials are accurate and the server is configured correctly.
Use the following command to reset incorrect credentials.

collector setup —remote-server-configurations

£ 5 : £/ Migration Hub #2#| & F Y Strategy
Recommendations k1821

AER AN B a4 Migration Hub 2% & R #Y Strategy Recommendations BIXIRBEBEIL,

REEI

1.

FEREERIZE Strategy RecommendationslZ# AWS kP~ , & AWS Management
Console F3TF Migration Hub ###|& , Mk https://console.aws.amazon.com/migrationhub/,

£ Migration Hub ##H & SMEEH |, EZFERE,
£ Migration Hub Strategy Recommendations TWHE L , i FRIRBEWN.

MR EEE AT Migration Hub FEEH K- P AIB2RFSMEXAE (SLR) |, BEEEE. HX SLR
WEZEE |, FSEE A Strategy Recommendations HIRS MK H &,

B B 2R SRR

a. HEEEHFEREINEL K SL4TMNATERFERED MRS I[HOKIR

. FHREUNAEFBBEWRES — S FEARBEVKESRBIREEX VMs BEE
VMware vCenter FIE R, ARG , BXEFHITEHMIRE,

i. FHEA-NMREEBMISAERBRFZHNNABRFNERE , B LEEA Strategy
Recommendations § AR, S AERE— JSON X4 |, B AEEAEETAHANE
B VMs,

S5 FRIBEW 24
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g.

6. EXE

a.

b

iii. Application Discovery Service — A LA A Application Discovery Service KW &EE <&
By A ith B AR F A AR B MV1S B, 7 Migration Hub &AM T ELH ST , BAUMELI
TETHSMEMARHITIESRE, a0, BAILLEER Application Discovery Service TG
W EEBS., AWS Discovery Agent S A (EERAF CSV X )

RS B RBFFEERBERRB 0 PREFRIIH T AR T RABNERS R

‘EBAMNNAREFHBERESR TIHEH TR RENNAREFHRFERES. NREBERRETM
BIEWERS SN THRBERES  AENERTHE. BXEZER , BZHAIE1 T
# Strategy Recommendations W88 MF R 2 : #FE Strategy Recommendations W28,

® Note

ERBRBEN , E4AZEPRE—NNAEFRERERTIRITNARFRES
Ao MREBETREVERNBERTARMNARFREE , B ERANAEFHR
S AR, BRI LR R A0 B A B KR

MREEERTFHSA , WESARHAGET , BERMHFHS A
XNTFFABR , BRALNF AR
XF S3 % URI, B AELZFIRIS A JSON X4HHY S3 48 URI,

/A Important
S3 BEMMMLLEER migrationhub-strategy 7k,

iij:¥-|:_$o

=Pyl

EEEEERINNEAEL , REZN LS EFRMEBEED, Strategy Recommendations &R #E
FEENEENMEENARFNREFEIBEIRICHNRERR, SAUBREMXLEEHIE

Wlo

iij:¥-|:_$o

7. BEEHER,

a.

b.

EELRENBERRENIBEIET.

MBE—YIEE | FEBRFHRBEES . XHIMENRSF[ELNETHRSINE | LUIREN
Microsoft IIS # Java BT8R AR R =3 #3X4,

SR 5 REBEW 25
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® Note

—HEDTHRSTIREREERETR, 7MEKE , EREIERRENIRERE
#, HE -—FRADIMTRIIBHEE

SR 5 REBEW 26
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Strategy Recommendations 21X

BN BMAETEERATENEIBAESFRSHZNMNAEFE Strategy Recommendations E# 53
RACEL,

FH

« £ Strategy Recommendations & & KR E

- Strategy Recommendations 51 F #2540 A 221X

- Strategy Recommendations RS 8521

- Strategy Recommendations B %I

£ Strategy Recommendations H & & R

AT BWMAEER AWS Migration Hub 26| & HH KRB UCKEE T B REE
ERERKEW

-

FEREEFIEE Strategy Recommendations |22 # AWS Kk~ |, &3x AWS Management
Console F#3TFF Migration Hub #2#|#& , it A https://console.aws.amazon.com/migrationhub/s

£ Migration Hub #£HA& SMEE S |, EFERE , AREERI

3. HEEWNEL , BUUEENSHERATEANRASHNRBERUMURFANITIR REKELL,
BRETUEREIBERRICTEMBR , UERBRSHENNARFAGHIRER,

N

REXRELENRAEGPRIN—RIESHEE , XEMBEFEMHDE, SFEEREXNREK
FEMRNTIREBOE , PEFEUHREARRES , BFEEREXRAREERE. AXRE
BEEE , 3 AWS Prescriptive Guidance RiE&RH# Migration terms - 7 Rs,

« NMRENBEPOREZMRELE#H T ENEERM , RNBWUEEFITHIE. BEEHON
EHBIELEREHNEW , FRBREFR DT HIE,

EEMOMRETR A , BNEWBEERTRES T 2N BENHHE.

ETHESBRWHREXS , BEESHEN

4, HENARRFAHETFL , BUNEFEHNENIBR-REAEPNABRFAGNEN. BXESZHE
B | 55 Strategy Recommendations N ATEFH4EEW .

ERRMEN 27
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5. ERFHJ|/EDLFL , BALEFERATENEIBRASPRSIBNEN. BEXEZELE , F5H
Strategy Recommendations FR% 2521,

6. EEETEDFL 6 SALUEREEESRS REEWHPEENEED, AXIAEBEETNE
B , i3 #Strategy Recommendations B i,

Strategy Recommendations M ARERFAHF RN

A EBD MBI 65 A Migration Hub 124 & ##Y Strategy Recommendations REE Mo ERATRA
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NER. BETHREUUEBLRETEESNARN ARN , S H Actions Defined by Migration Hub
Strategy Recommendations,

E&EF Strategy Recommendations EF &R RG] , i5SF X Migration Hub Strategy
Recommendations B E T & 4 8 KB = 6lo
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XEFRETHRFSHVERBEZGR B

EIE R A LAER AWS JSON REERIEEW ARG RMF L, HHRY , BN EATATLIM AR RIRITER
&, BAREAARETIT,

f£ Condition Jt¥& ( = Condition k) # , AT EBAERNEM. Condition TEETE
B, BUCIERERARGZER (i, FTFHNT ) BEHRER , UERBPHNREESERPHE
MTE,

MREE-—MEAPEESZ A Condition THE , WEEA Condition TEFIEESZME , N AWS
EFAZHE AND BEITH TN, IRENENFHREESME , NERZBBORZER AWS TESR
o ERTIEDNMR B LIUR BT BRISA.

EEESHR , ZUAUERSUFEE, S, REEFEA IAM AFEB4512 IAM AR, 8 8E%
HETFHRARRNNER, BXEZER , F2H (AM BFEE) 78 1AM ERTE  TENHE,

AWS XEF2RFHABANBETRSNFM4E. EEEHME AWS 2R/5%4E , 55K IAM AFE
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E&EF Strategy Recommendations EF S M KB RAI , FSFE X Migration Hub Strategy
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REEEW PR IEEZEHIFIR (ACLs)

X¥ ACLs : &

mREFIFIR (ACLs) Z2HMERFTEA (KFKA, AFRAR ) ANBRER, ACLs SETHIRN
REERL , RETAFEEA JSON REE KN,

X # Strategy Recommendations B9 & T /&t &Y 15 [0 £ PR & ( ABAC )
%45 ABAC ( EBHRIIRE ) : &

ETEMMERES (ABAC ) BR—RERNEE , ZRBETEMERENR, £F AWS , XLEEM
MARE, BAILE IAM SHHE (AR RAE ) MFS AWS BIRMINRE, FR2SSEMRIFER ABAC
ME—H, RFIRIT ABAC K , SIEZHFMHFRE SN2 15 R R FIRE B A R RE,

ABAC EREBRKWARFIFERH , HERBERLSRIUNITR T TR HERE B,
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MREEARAF B NEBZANERAEERER , Il AWS Management Console {8 F B =2 I BB
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ERERGTUIUNBERFRRITHERE , SR NRENRIEFTT, EXEH IAM BMANRHNESE
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Bl |, AR BRI R RIEESAMER SSL AEFIEHER, MERSBRERBIBENSNE
AW, WA AR RARE T RSRENTHRINE AWS RS , a0 AWS CloudFormation. &
XEZER , 72H (IAM AAF$ER) FH IAM JSON FETE | &4,

* £ IAM Access Analyzer BIEZRHY 1AM KEE | LUBRRRHZ S MEMIDEEM - IAM Access
Analyzer 2K IEF REEMIM B KR , LBERBERAS IAM KBEIES (JSON ) M IAM HESE
B, IAM Access Analyzer 12 100 ZTRBEREMTIRENEI , URBEHER S BEEMEN
Kk, BXREZELE , BH2H (IAM AFER) FREA IAM Access Analyzer KiiE KB,

- FRZEHFHRIE (MFA-OR AWS KFENZRFER IAM AFSRAFS , BEA MFA UREZR
2, EEFTIAA AP 2EREE MFA | B MFA X8R MEEHEET, BXxEZER |, 52
# <IAM AF8r) RIEA MFA 4RI API 1715,
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{#F Strategy Recommendations 1244

E 519 Migration Hub Strategy Recommendations 2%l 5 , BAMAE —HARENR. X LR 4
AFEFEMEFTEREN KREEW RRNIFHAEFE AWS K. IRAIBHESENRENRER
FEROETESONERR , N THMNT ZRKEBHNE (AFSAR ) , BHaRTEEMPEEET,

X TREA AWS CLI 5 AWS API (WAIF |, BLEFHNERESKEZHAENR, Hk , It BAER
AT API RV EE R RAE,

NERAFPMARMNATUEARBEIIZES S , EENKRIEEIN ConsoleAccessHReadOnly
AWS HEEXRBHMEISE, EXEZEER , B5H (IAM AFER) B8 AF AR,

RIFRAFEEMITE S HNR

ZORBIGLRR T A B R |, SAAY IAM AP EEM B EAF B ONNERANIEE R, R
BIEEEFE LSHER AWS CLI X AWS API SU4mE 5 25T UL IR BRI AR

"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
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"iam:ListPolicies",
"iam:ListUsers"

]I

"Resource": "*"

B E— Amazon S3 1FE 4

ERRFIFR |, BERBFFEN IAM BF AWS Ik 5 RIEHY Amazon S3 FEBIINPR, amzn-s3-
demo-bucket@EEBE R IZAF RN, EHAMIERIT K,

BRTRFZAF s3:PutObject, s3:GetObject Ml s3:DeleteObject PRI , LLREEERF
s3:ListAl1lMyBuckets, s3:GetBucketLocation # s3:ListBucket R, XL R2IEEIAFT
FWEMNPR, b4\, s3:PutObjectAcl # s3:GetObjectAcl BIEFEEZREBEIZEH A PEH.
HYAMBEN R, BXOAFRTFNRDFEAESE N X LRRAESLRE , ESH An example
walkthrough: Using user policies to control access to your bucket,

"Version":"2012-10-17",
"Statement": [

{
"Sid":"ListBucketsInConsole",
"Effect":"Allow",
"Action": [
"s3:ListAl1MyBuckets"
1,
"Resource":"arn:aws:s3:::*"
},
{
"Sid":"ViewSpecificBucketInfo",
"Effect":"Allow",
"Action": [
"s3:ListBucket",
"s3:GetBucketLocation"
1,
"Resource":"arn:aws:s3:::amzn-s3-demo-bucket"
.
{

"Sid":"ManageBucketContents",
"Effect":"Allow",
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"Action": [
"s3:PutObject",
"s3:PutObjectAcl",
"s3:GetObject",
"s3:GetObjectAcl",
"s3:DeleteObject"

]I

"Resource":"arn:aws:s3:::amzn-s3-demo-bucket/*"
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LR EE R #HEIR 2 M M EEFE A Strategy Recommendations 1 IAM B A AEIB ZI A9 & W (=) 7H
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- &R E1E Strategy Recommendations i 1TiR R R

EFARIIT iam : PassRole

BRESERNHEEH

BEEERAHFEATFHMALR Strategy Recommendations

BREAFRASA AWS I 17 17 319 SR BE B U R

;& B 1E Strategy Recommendations F#HTIR/EHI X PR

R AWS Management Console HiFEBTNMITEIRE NS TBRKREBERAT KRB, EEAR
ERUHAFPENEBHAR,

% mateojackson IAM AFZHERARBAEEFEBXREM my-example-widget BENIFHEE. ,
BFRHEEM migrationhub-strategy:GetWidget XBRES , 2K EUT REIEE IR,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
migrationhub-strategy:GetWidget on resource: my-example-widget

FEXFERT , Mateo BRI EE R EHMERKRE , LAMAERA migrationhub-
strategy:GetWidget B¥EHE my-example-widget &iRo
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KL AT iam : PassRole

MRBUWE|—MEIR | RPBEINIT iam: PassRole BE , M AMEFMKRBEUAAFENTACEIES
Strategy Recommendations.

BE AWS S AT ERIEAGKZEAZES K MAREUERFNERSALIBSAXEE, Ak,
BB MEBF A ELETRSINR.

LN marymajor B IAM AP =R E A% & 1E Strategy Recommendations FiITIRIER , &K
LT RAEIR, BER , REXTEGRFACIHETFHNRES ATMITLIIEE, Mary TEERAGREK
1% 2 AR 55 I PR o

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXMERT , XNEH Mary RIREE L LR 4T iam: PassRole #&1E,
MBHREEREEY  BEHRALHAWS BEHER, FNTEREEHEZETINA,
BB EEFER G R ZRHA

EOIZ IAM AP GRIEAR , EUNERERENEEESR D, BER B EBERTLNRBRILRE
He MREEXRTHRAERNA , WLMEIE—NHNERBHAN,

HEZABEFED ;- HRZR4E ID (Bl AKIATOSFODNN7EXAMPLE ) F#Z3 15 R Z34A ( Hil40
wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY ) . SRAFBMBEWE —# |, B4 ERER 7R
40 ID MBZRF R ZENBERRITERRIE, GNAFREMNZL—H , ZeERIHR %A,

/A Important

FAEQF=FRHEBARS , IMERN THPRIEHIEHAS ID BFR1T. B ,
BT AR F A KA TG FSER AR AWS K

HEQBBRBAXNE , RESETFEFHRZESR ID MBRLRBARFE-INRE2NE, WEHF

ZHRNEECIREN AR, MREXTENWELRESR , B9 IAM BRI ERZEHR, &

RZURERNGRER. IREESEFNER , WLTHER—NZAN , ARBUEFTNER, BEE
B , BZH IAM AP ERPRNERE R ZHA.
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https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-identifiers.html#FindCanonicalId
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html#Using_CreateAccessKey
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ZEEERAREATFHAM AR Strategy Recommendations

EATHMABERBEEN , ELNRFZHENARINARFR TR MRER AWS IAM
Identity Center EEBARFMNARRF , WA mAFHA D BERRERE L HFENRR L. NRES
Bt IAM REEHFESBAESARRINAREXRN IAM A, BXESZER , 28 (AWS
IAM Identity Center Fi /) HHNRE.

WMERAFEH IAM Identity Center , M AMAFZEIHRINARRNAEFAIE IAM & ( BAFRSA
&), ARG, BATCNKIEM RIS | LUEE Strategy Recommendations 7 6 H 12 5 IE IR .
BRFNRE , MAFSNARFFAARRBRHEE, MIFERAXEEITR AWS, ETHEEX6IE
IAM A, H, FERANENEZER , 38 (AM BAFEE) B8 IAM 54 IAM 8 F T
BRo

BB RFRIIEIA AWS TKF 157 FK A R B2 BUF R

FZAa Nt E—1Ae  WEEMKFPHNAFSIEELANARTUERZABKRBRIEHRIR, &7
LIEEWESER , TURAAG., X TXHETRIFRA R REFTIER (ACLs) WIRS , BTN
158 P 3 L5 SR B 1) AATT 4R T 1 ) S8 B9 BR VAR BR

ETHREZER , BZRAUATHREA :

- E T ## Strategy Recommendations & X XL IhEE , ES @ Migration Hub Strategy
Recommendations {5 IAM BL &1 A,

- ETHEIMAREXEHEN TR FRNERE AWS IKF | H56 1AM AP EETR B ERE AWS
MK B %S —N IAM A P iR T B AR .

- ETHROMAMEE=SRANEHERNIGRIMNE AWS IKF , ESH IAM AFREETFHEE=4E
HIFRNR. AWS Ik

- ETHROMAESSHBRSRIEREHRNER , FSH (IAM AFREmRE) FHRALEAI S HKRIER
AP ( BRBRERIE ) RHETHRNE.

- ETHERACNETRRNRHATER,FRIZENZS , 25 (IAM AFERE) 8 IAM
YB3 R R

{3 Strategy Recommendations I RZ X B E

Migration Hub ZRESZ I EH AWS Identity and Access Management (IAM) fR i< A6, RS
RAEGE ISR AN IAM A€ | ©5 Strategy Recommendations EiZHX%, REHEXAERH
Strategy Recomments fIE X , BIFZBRFKEREBAHEM AWS REPTENATENR.
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https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
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BRS5#5< A & M L IS R Hi iR B Strategy Recommendations , B R B R4 F 4 BRI

PR, Strategy Recommendations EX HRFZHXAGHWNXIER , BRIESAEN , BN RE Strategy
Recommendations AISABEZA G, EXHNRBIEGEEREANNERE , M ERRREE M N Z
R E A 1AM R4k,

BXXERSHEXAGHEMRSNES , F2HAE5 IAM BESEANAWS RS, A% RSEXAR
FIRERFE ‘B RS, 2RENEE  EFZRSHBRSAXABXHE,

Strategy Recommendations B iRS5#8% A& &R

R BB IE I F F B NAWSServiceRoleForMigrationHubStrategyf RS Hx AR HNEE
AWSMigrationHubStrategyServiceRolePolicylAM 3 B < Bx——32 £ X AWS Migration Hub
A AWS Application Discovery Service® 15 [BIMX PR, A B LR F1E Amazon Simple Storage
Service ( Amazon S3 ) RFEIRE RN PR,

AWSServiceRoleForMigrationHubStrategy lRESHE*ABEFEUTRSKAZASE :

* migrationhub-strategy.amazonaws.com

A BN PRKRBE LT Strategy Recommendations TR A TR 1E,
AWS Application Discovery Service 1750
discovery:ListConfigurations

discovery:DescribeConfigurations
AWS Migration Hub 1738

mgh:GetHomeRegion
Amazon S3 124k

s3:GetBucketAcl
s3:GetBucketLocation
s3:GetObject
s3:ListAl1MyBuckets
s3:ListBucket

s3:PutObject
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
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s3:PutObjectAcl

EEFENFHHNNPR , F3 8 AWSMigrationHubStrategyServiceRolePolicyfE (AWS £ E XS £
) o

EERNRBNERALIER , BSHAWS HE RMAY R EEZ W ER,

BATMBEENR , 2 IAM R4k (S, AAE ) 012, FEIBERESHXAR. BXESE
B, EZH (AM BFERE) PRERSHEXA SRR,

7 Strategy Recommendations SIZ2REHXA G

BEEFHOEBREHARAR, HEEE ALY Migration Hub EEHIIK b e BIREHX AR (SLR) B
AWS Management Console , REEZ U N B QI BRFSHERBE,

MBERRZBSHEXAE  RAEEEEE , £ UEAHRREERKFAPEFUIREAG, H&
B E L 1F Migration Hub &K R eIZRFSHEXAER ( SLR ) BT, Strategy Recommendations ¥
BRXAERERSHEXAR,

79 Strategy Recommendations fRERFZHEXAE

RIEEN T A IFE%&mEAWSServiceRoleForMigrationHubStrategy [REZ X B, BIERSHX
BEE, R EEAENRABENR , ANAUREEZSIRAEIAZAR, B2 , BHMUMER Strategy
Recommendations ###|& . CLI = API {RiEA GBI HEIR,

A Strategy Recommendations MiBr RS < A&
£ IAM FEBIERRFSHEXHE

£/ IAM #2%|& AWS CLI, = AWS API #fl Bk AWSServiceRoleForMigrationHubStrategy iR 5 #< &
B, BXEZEELE , BESM (IAM AFERE) BB RESEXAR,

fHIB%k AWSServiceRoleForMigrationHubStrategySLR {# B SR B I E RS |, B REEEMELEZT
Wi (ERBWUNES ) . BEULTESTEAETRIEN. WRIENEEZIT, W IAM ZHE P
SLR iR XM, R SLR BIEREAK , EBAILEFMBEAESEREEHZ MR, EMR SLR 2
Al , BEERFEET MR TR,

Strategy Recommendations fRGHX BN ZFXE

Strategy Recommendations X ERFTANMEXEHFEARSHEXAR, BEXELZEER , BE2H
AWS X35 i R o
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https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSMigrationHubStrategyServiceRolePolicy.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#service-linked-role-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
https://docs.aws.amazon.com/general/latest/gr/rande.html
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Migration Hub Strategy Recommendations #1# 0 VPC im & ( AWS
PrivateLink )

AT LA 2 #E O VPC Iw A , M VPC # Migration Hub Strategy Recommendations 2 [8] & 2 FA
BiE#E, EOWSH AWS PrivateLinki2t 35, f& AWS PrivateLinkBh , BEEEBRMNMX, NAT
®&. VPN E#E AWS Direct Connect E# BN AR 2 15 R K E& HEE AP #4E, VPC H#HISEHI

TENE IP #t Bl A 5 Strategy Recommendations AP| #24E# {T#E. &K VPC & Strategy
Recommendations Z B RER B E Amazon RLEHA,

BNMEOR[EHAFNAN —PRSNEERNEEORT,

BXEZER |, 2 (Amazon VPC AF#E®M) FRED VPC ii s (AWS PrivateLink)o

Strategy Recommendations VPC Ui S Y £ ZEE I

BEHEEE (Amazon VPC AFERE) FHEDHKIBEMEFREHIA AWS PrivateLink B8l , SREH
4 Strategy Recommendations & &# 0 VPC % R.

Strategy Recommendations XM VPC BAEMATE APl B4, EF£MAMA Strategy
Recommendations , &4 B2 VPC i S

7 Strategy Recommendations #1#&# 0 VPC iR

&AILAE A Amazon VPC # %1 &2 AWS Command Line Interface ( AWS CLI ) 3 Strategy
Recommendations 812 VPC in k. BEXEZER , HZH (Amazon VPC User Guide) FH
Creating an interface endpoint,

FERAUT RS BF A Strategy Recommendations 812 VPC % & :

* com.amazonaws.region.migrationhub-strategy

MR R imAEAFAE DNS |, B LAFE A X1 B IA DNS & %5 , [ Strategy Recommendations & 1%
APl &R, flan , B LAERA A migrationhub-strategy.us-east-1.amazonaws.como.

BXEZEERE , 20 (Amazon VPC AF1ERE) B E DKL R RS

7 Strategy Recommendations €12 VPC i = 5K g

I?._

IETTLAR VPC i S M iniis SR BE | #4137 Strategy Recommendations Y5 1Rl, ZKMEIEEUTE

ol
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-eni.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html
https://docs.aws.amazon.com/vpc/latest/privatelink/vpce-interface.html#vpce-interface-limitations
https://docs.aws.amazon.com/vpc/latest/privatelink/vpc-limits-endpoints.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html#create-interface-endpoint
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html#access-service-though-endpoint

Migration Hub S B§E A 457
o AHATERENER.

« AHRATEVERAE,

« AINEHHRTXERENTR.

BXREZEER , F5H (Amazon VPC A #ER) HMEA VPC in L2 HIX IRSS A 1517

=P - &%t Strategy Recommendations ##4EH VPC ik SR BE

T HE=4t3 Strategy Recommendations B R K EE R Bl. S MBI SET , WERBSBRMERRELY
e B T35 HE Strategy Recommendations 4R 5 R R .

{
"Statement": [
{
"Principal":"*",
"Effect":"Allow",
"Action":[
"migrationhub-strategy:ListContacts",
1,
"Resource":"*"
}
]
}

Migration Hub Strategy Recommendations #Y& #1456 iE

ETHEBETRESMITIGEE , 55 SﬂAWS RS “EREAMIT KX D HEE" ", RFEEERN
BHEMITR. AWS RS AX—KREE , BSHAWS &M RIAWS,

BRUEATRE=LFIHRE AWS Artifacte. BXEZER , BEHTH "THRS" FH " AWS
Artifact,

IBEMER AWS RS R EARERR T ENBENHEBME, RATNEN B R ER I EENE
M. AWS RE T U TR RERNRFEHNIMSIME

« Security Compliance & Governance : X&RAREMBIEFITIE T RWEREERE , HREAETHEX
M ENEIREN TR,

- fF& HIPAA ZERHRFSE : FIHFFE HIPAA ERBRS . HIEFME AWS RS AZAFE HIPAA
B
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https://docs.aws.amazon.com/vpc/latest/userguide/vpc-endpoints-access.html
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://aws.amazon.com/solutions/security/security-compliance-governance/
https://aws.amazon.com/compliance/hipaa-eligible-services-reference/
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- AWS EAWS AR — W TEBNEMETREER TENT LM EX,

- AWS EFEHEEE —NENAETHREREEN, XEEBLE TRIPFVRESE , AWS RF
HHEmmH B S MERE (B REEERVESHEARMRER (NIST), XFFTLRLFEEZRS
(PCI) FMEPBrFrAELALE (1ISO) ) HEEEH,

- EAAWS Config FF & A & f5F F R AN T4 %R — % AWS Config IRF TSN B REEE S K
BELRENIRE, TLENFEM,

« AWS Security Hub— X AWS frSs ATLA2E T #RERN R 2R AWS, Security Hub B 24125l
Bl ian AWS BRAREHREFELETURENRESR, BXZT RS KIEHIHBIERN
BIK , S5 Security Hub &S £,

« Amazon GuardDuty — BB EREZHN AWS IKFIMERREFEIRNEEES , kK AWS kRS
BNEHN ITEAR., RRNIBEDRONEBERM. GuardDuty BIHEREESHMERENAENAR
KRNER , JUBSHEHEERHEMNEER , fila0 PCIDSS.

« AWS Audit Manager— iX AWS BR5 AT AR BRI ® 1t AWS EAER , M E{LXBEE UK
Y EMRFITAFRERN SR,
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https://aws.amazon.com/compliance/resources/
https://d1.awsstatic.com/whitepapers/compliance/AWS_Customer_Compliance_Guides.pdf
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-controls-reference.html
https://docs.aws.amazon.com/guardduty/latest/ug/what-is-guardduty.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/what-is.html
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{58 A EL At AR S5

AT A5 Migration Hub REEEB IR BN HEH M AWS BRF-

E&

o IDFFEBEEIW API A AWS CloudTrail

IORRIEEW APl B AWS CloudTrail

Migration Hub REEZ 15 AWS CloudTrail—WRFEK , ZRSERBEEWNFIERAF, A6
= AWS RFATRENI R IE. CloudTrail FEREEHER API AR NSEH., HRNIAASERE
Strategy Recommendations % & B8 A FX Strategy Recommendations AP ##EM KB REA,

MR EQEIRER , W ATLUFF CloudTrail B4 E M E| Amazon S3 i , SIERMEBWNSEH., W
REREERER , BOHAT LI CloudTrail BHIANEHFTLERHEERHTNEN. FRRENE
& CloudTrail , &7 LA E [ Strategy Recomplications & HEVER, K HiERW IP ik, #EAXHT
BEXR, AREERAREMBIFEAER,

ETHEZEEL CloudTrail , 52 EAWS CloudTrail ¥R,

KEEEIE BT CloudTrail

CloudTrail & BIEIKS AWS IKF REEENKS LEA. ZEIHNERKEWFRN , ZEHLE
Hft AWS BRS5 CloudTrail B4 —EIZEREBHALIETKF, BULUE AWS KFHEER, BEMTR
R EH. BXESEERE , BEAEASHTLIERES CloudTrail .

EFZILRENEN AWS K/, BRREEWNSEN  BHEIBRER. RERY CloudTrail 1 B &34
£ E| Amazon S3 FiM. FIRERT , HEH AP RIBRERICRE |, WRERIZZXNATHRE AWS

X, RERICHK AWS 2 XA XENEH , 787 B EXHEEREEERN Amazon S3 7. Ut
S, BB EHM AWS BRSS , Ut — S5 MLLE CloudTrail B SR IRENEHHIE. BXESE
B, BZHATIREAE :

- BIERERICFRELA

« CloudTrail ZFHRFFER

- BLE Amazon SNS &#1 CloudTrail

- BEWCKBEZ i XH CloudTrail BEXHMERFK B SN K/ R CloudTrail BEXXH
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/configure-sns-notifications-for-cloudtrail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
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RAriEmE

KRBT FEUTREERNEHIZRKE CloudTrall BEX M4 -

» GetApplicationComponentStrategies

» GetApplicationComponentDetails

* GetAssesment

» GetlmportFileTask

* GetPortfolioPreferences

* GetPortfolioSummary

* GetServerDetails

* GetServerStrategies

» ListApplicationComponents

» ListCollectors

» ListlmportFileTask

* ListServers

* PutPortfolioPreferences

» StartAssessment

» StartimportFileTask

» StopAssessment

» UpdateApplicationComponetConfig

» UpdateServerConfig

BIMNEHHATREBESEXRERBFRNAREGR. SOEEABTEHEUTRE !

o BEREZMEARIERIER AWS Identity and Access Management (IAM) A FZiE % H
- BRREAACERKEAFPNIGRZLFEIEAHN
- EREEHHEM AWS RS K H

BHXREZER , i3 H CloudTrail userldentity T3,

T ## Strategy Recommendations B & X 4% B

RIRR—EE , AFNS4EN BEXHEHEIEIEEN Amazon S3 Ffik#. CloudTrail BEX#
B NS MNEERE E#ﬁi‘%ﬂééﬁﬂﬂ%ﬁﬂﬁi MER , REAXFRNEE. BRE B BN

T fi# Strategy Recommendations BEX 5B
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https://docs.aws.amazon.com/migrationhub-strategy/latest/APIReference/API_GetApplicationComponentStrategies.html
https://docs.aws.amazon.com/migrationhub-strategy/latest/APIReference/API_GetApplicationComponentDetails.html
https://docs.aws.amazon.com/migrationhub-strategy/latest/APIReference/API_GetAssessment.html
https://docs.aws.amazon.com/migrationhub-strategy/latest/APIReference/API_GetImportFileTask.html
https://docs.aws.amazon.com/migrationhub-strategy/latest/APIReference/API_GetPortfolioPreferences.html
https://docs.aws.amazon.com/migrationhub-strategy/latest/APIReference/API_GetPortfolioSummary.html
https://docs.aws.amazon.com/migrationhub-strategy/latest/APIReference/API_GetServerDetails.html
https://docs.aws.amazon.com/migrationhub-strategy/latest/APIReference/API_GetServerStrategies.html
https://docs.aws.amazon.com/migrationhub-strategy/latest/APIReference/API_ListApplicationComponents.html
https://docs.aws.amazon.com/migrationhub-strategy/latest/APIReference/API_ListCollectors.html
https://docs.aws.amazon.com/migrationhub-strategy/latest/APIReference/API_ListImportFileTask.html
https://docs.aws.amazon.com/migrationhub-strategy/latest/APIReference/API_ListServers.html
https://docs.aws.amazon.com/migrationhub-strategy/latest/APIReference/API_PutPortfolioPreferences.html
https://docs.aws.amazon.com/migrationhub-strategy/latest/APIReference/API_StartAssessment.html
https://docs.aws.amazon.com/migrationhub-strategy/latest/APIReference/API_StartImportFileTask.html
https://docs.aws.amazon.com/migrationhub-strategy/latest/APIReference/API_StopAssessment.html
https://docs.aws.amazon.com/migrationhub-strategy/latest/APIReference/API_UpdateApplicationComponetConfig.html
https://docs.aws.amazon.com/migrationhub-strategy/latest/APIReference/API_UpdateServerConfig.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
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B, BHRSWEFENELR. CloudTraill BEXHFFRLH AP HANBEFH#EKRRE , AtENT2ERE

A4S EIRF H.

AT RBIE R T ERIZGetServerDetailsi®ERY CloudTrail BE% B,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalld": "777777777777",
"arn": "arn:aws:sts::111122223333:assumed-role/myUserName/...",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalld": "777777777777",
"arn": "arn:aws:iam::111122223333:role/myUserName",
"accountId": "111122223333",
"userName": "myUserName"
I
"webIdFederationData": {3},
"attributes": {
"creationDate": "2021-09-20T01:07:16Z",
"mfaAuthenticated": "false"

}

}
},
"eventTime": "2021-09-20T01:07:437",
"eventSource": "migrationhub-strategy.amazonaws.com",
"eventName": "GetServerDetails",
"awsRegion": "us-west-2",
"sourceIPAddress": "",
"userAgent": "",
"requestParameters": {

"serverId": "ads-server-006"
I

"responseElements": null,

"requestID": "@7D681279BD94AED",

"eventID": "cdc4b7ed-el71-4cef-975a-ad829d4123e8",
"readOnly": true,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",

T fi# Strategy Recommendations A& 45 B
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https://docs.aws.amazon.com/migrationhub-strategy/latest/APIReference/API_GetServerDetails.html
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"eventCategory": '"Management"
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Migration Hub Strategy Recommendations B9 Bt &

&Y AWS KPP X BI AWS BRSERABRIAEER ( ARIHNERS ) o BRIEZHHEA , BN , BMREFR
X ER, SRIBUEREME LR | BH M — L/ EE M.

E&EF Migration Hub Strategy Recommendations FYEL &I 53k , i@ Strategy Recommendations
service quotas,

BB LAITFF R SS PRE 24| & , LAEF Strategy Recommendations B #l, ESMBEERS | k&
AWS R% |, REi%EE Migration Hub Strategy Recommendations.

EERIESEH , 527 (Service Quotas AIFHER) PHERRESEH . WRBRIFERS R+ i
A, FERARESRHIRE,
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https://docs.aws.amazon.com/general/latest/gr/migrationhubstrategy.html#limits_migrationhubstrategy
https://docs.aws.amazon.com/general/latest/gr/migrationhubstrategy.html#limits_migrationhubstrategy
https://console.aws.amazon.com/servicequotas/home
https://docs.aws.amazon.com/servicequotas/latest/userguide/request-quota-increase.html
https://console.aws.amazon.com/support/home#/case/create?issueType=service-limit-increase
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- WEBITRIZF

2023 £ 4 A 17 H
S e

» Collector v1.1.22
o FEMAIGEINEE, XFEERFHMANIRESS.

2023 3 A 17 H
$TASE
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