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https://docs.aws.amazon.com/migrationhub/
https://docs.aws.amazon.com/application-discovery/
https://aws.amazon.com/application-migration-service/
https://aws.amazon.com/dms/
https://aws.amazon.com/app2container/
https://docs.aws.amazon.com/portingassistant/
https://aws.amazon.com/emp-windows-server/
https://docs.aws.amazon.com/SchemaConversionTool/latest/userguide/CHAP_Installing.html
https://github.com/awslabs/windows-web-app-migration-assistant
https://aws.amazon.com/rds/aurora/babelfish/
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https://docs.aws.amazon.com/transform/latest/userguide/what-is-service.html
https://aws.amazon.com/support
https://aws.amazon.com/support
https://aws.amazon.com/support
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https://aws.amazon.com/support
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https://docs.aws.amazon.com//accounts/latest/reference/getting-started.html
https://docs.aws.amazon.com/migrationhub/latest/ug/policy-templates.html
https://docs.aws.amazon.com//singlesignon/latest/userguide/howtocreatepermissionset.html
https://docs.aws.amazon.com//IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.aws.amazon.com//IAM/latest/UserGuide/id_roles_create_for-idp.html
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https://docs.aws.amazon.com//IAM/latest/UserGuide/id_roles_create_for-user.html
https://docs.aws.amazon.com//IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
https://docs.aws.amazon.com//IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
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TR 8


https://docs.github.com/en/free-pro-team@latest/github/authenticating-to-github/creating-a-personal-access-token
https://docs.aws.amazon.com/portingassistant/latest/userguide/porting-assistant-getting-started.html
https://docs.aws.amazon.com/application-discovery/latest/userguide/discovery-import.html
https://docs.aws.amazon.com/application-discovery/latest/userguide/agentless-collector.html
https://docs.aws.amazon.com/application-discovery/latest/userguide/discovery-agent.html
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https://console.aws.amazon.com/migrationhub/
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https://application-data-collector-release.s3.us-west-2.amazonaws.com/ova/latest/AWSMHubApplicationDataCollector.ova
https://application-data-collector-release.s3.us-west-2.amazonaws.com/ova/latest/AWSMHubApplicationDataCollector.ova
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https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/general/latest/gr/migrationhubstrategy.html
https://docs.aws.amazon.com//AWSEC2/latest/UserGuide/launching-instance.html#choose-an-instance-type-page
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ZE# A collector setup if , BAMEMEALT docker exec i HEKE SR Docker e85+l
¥ Bash Shell £1i%,

docker exec -it application-data-collector bash

collector setup WHRELETUTHMAEGS , BERAULMEZTXERS !

« collector setup --aws-configurations-igRE AWS ElE

e collector setup --vcenter-configurations -iXiE& vCenter Hti&

(® Note
YU LSS 7E vCenter LIEERT |, vCenter BLBRBEF AT, B2 , BAUEH

collector setup --vcenter-configurations &%/ E vCenter ELE,

e collector setup --remote-server-configurations - REBZERSFEE.

« collector setup --version-control-configurations - RERAKZEHEE.

Bt E AR WA E B

1. WAWT&HS.

collector setup

BB A AWS BEBFERIRE AWS BiE

BRBRIZE vCenter ELEFFATIR , A vCenter EEEME R
RBREZERSHEERIR , MAZERSFEENFES.
RBRERAZFRE, PR , WARNEZFIERENEE.

BB HHIEWE#EZENIZE Windows 1 Linux fRESEE BRI |, HINESHIERELEZEN
Windows # Linux BR538.

o o K~ w0 N

SH]R4

s
[mf
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KB AWS B &

EiFBAWSEE , BEFHcollector setupiificollector setup --aws-
configurations®H &,

1.

WFEREERE IAMXR......HE , @AY, RR"B". &R Strategy Recommendations A F
MAE FNSE , HEMEH AWSMigrationHubStrategyCollector BRI LLE
AU EEBRAT , AT LR EX LR,

RBEHANSREALNIHEBANMERE , %2 AWS K HESCIZN AP R EKRE
g3Strategy Recommendations AP &€,

W AX , Hl us-west-2, M Strategy Recommendations M X kR ESEBERNKX
g, BXRXEXFHWIIE , BSHE AWS —ix5ZE B Strategy Recommendations endpoints.

NFREFWESERENRLETEIBRHOLEEERS 2B , @AY, KRR, BRMEEEHT
AWS HIRREEELH T,

NTREFBES[EXRAELEIEIBRDORBERS ?HE , WA Y, KRR REBAEHER
BET AWS NERHEEHNXR.

LTRABRTHALETR , 21 AWS BEER RHIFE.

Have you setup IAM permissions in you AWS account as per the user guide? [Y/N]: Y

Choose one of the following options for providing user credentials:

1. Long term AWS credentials

2. Temporary AWS credentials

Enter your options [1-2]: 2

AWS session token:

AWS access key ID [None]:

AWS secret access Key [None]:

AWS region name [us-west-2]:

AWS configurations are saved successfully

Upload collector related metrics to migration hub strategy service? By default
collector will upload metrics. [Y/N]: Y

Upload collector related logs to migration hub strategy service? By default collector
will upload logs. [Y/N]: Y

Application data collector configurations are saved successfully

Start registering application data collector

Application data collector is registered successfully.

AWS B E 14
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%2 vCenter Bt &

£ collector setup @R E collector setup --vcenter-configurations A&
iE vCenter B & :

1. WMREAMEA vCenter ERHAITEHRIL |, BE “‘REEMAH VMware vCenter ERHFH 1T HHRIUE”
BIEHRHA Y, VMware

® Note
£ vCent VMware er EfE#HTEHRITEE VMware EHIFRSSE LLZE T E,

WAEHN URL , ATAR vCenter IP #3it 5} URL., ASF , #i A VMware vCenter B i F° B M %13,

2. WMERRAEBEE Windows IRSES , IBE “REH VMware vCenter B Windows 1T EH13” 5] &
FHEA Y,

A Windows W FF & &3,

® Note

R IEH Windows iZF2 RZ-25/8 T Active Directory 13 , MAEEA CLI R EZER
SERflBusernamedt , XA F B A RNdomain-name\. B0 , WREHEHE
& exampledomain , #E# A& £ Administrator , BRLIEE CLI R ANAF B R
exampledomain\Administrator,

3. WMRERE Linux RS , B “FH VMware vCenter 2% Linux” BB A Y RTE,

WA Linux WA F &ML,

4. WMREEN vCenter ARSI EERRRSEFZULE , WX FREBEFEA NTLM (FATF
Windows ) #1 SSH/Cert ( EA T Linux ) 3 vCenter AN IRZ[RBEZILEE , WAY , K

ﬁ(i%”o

5. WX vCenter 2 AFEER Windows 1T EHHZEIESHE & vCenter Windows it EHLEVEUERT 12
SR EIEAER , XN T REBEFEA vCenter REHIRIAIMEE Windows EIERIE |, FRAY , &k
TR BN, mAN, XRREB

MRBEEEY , RF R, WRELRALL T AL,

vCenter Bt & 15
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a. XNTLEREBEEE , FERE Windows RS52|/XER , IREBRZEZ H E AR b 176 IR S5 271E
FH2EE , FRWAY , KRR

b. MREIEEE SSH FHRIE , WX T ALRNETEE , ERA 1o

MREEFEER SSH S HRIE , BLIFERNBRAFTIEES R Linux RS/, BXESE
B, B5H & Linux REHFLREETEHANSHRILE,

LTFREAERTERHNANE , @3 VMware vCenter BLER RIS E .

Your Linux remote server configurations are saved successfully.

collector setup —vcenter-configurations

Start setting up vCenter configurations for remote execution

Note: Authenticating using VMware vCenter credentials requires VMware tools to be
installed on the target servers

Would you like to authenticate using VMware vCenter credentials? [Y/N]: y

NOTE: Your vSphere user must have Guest Operations privileges enabled.

Host Url for VMware vCenter: domain-name

Username for VMware vCenter: username

Password for VMware vCenter: password

Reenter password for VMware vCenter: password

Successfully stored vCenter credentials...

Do you have Windows machines managed by VMware vCenter? [Y/N]: y

NOTE: For the best experience, we recommend that you create a new Active Directory user
in the Domain Admins group.

Username for Windows (Domain\User): username

Password for Windows: password

Reenter password for Windows: password

Successfully stored windows credentials...

You can verify your setup for vCenter windows machines is correct with "collector diag-
check"

Do you have Linux machines managed by VMWare vCenter? [Y/N]: y

Username for Linux: username

Password for Linux: password

Reenter password for Linux: password

Successfully stored linux credentials...

You can verify your setup for vCenter linux machines is correct with "collector diag-
check"

vCenter Bt & 16
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Would you like to setup credentials for servers not managed by vCenter using NTLM for
windows and SSH/Cert based for Linux? [Y/N]: vy

Setting up target server for remote execution:

Would you like to setup credentials for servers not managed by vCenter using NLTM for
Windows [Y/N]: y

Would you like to use the same Windows credentials used during vCenter setup? [Y/N]: y
Are you okay with collector accepting and locally storing server certificates on your
behalf during first interaction with windows servers? These certificates will be used
by collector for secure communication with windows servers [Y/N]: vy

Successfully stored windows server credentials...

Please note that all windows server certificates are stored in directory /opt/amazon/
application-data-collector/remote-auth/windows/certs

Please note the IP address of the collector and run the script specified in the user
documentation on all the windows servers in your inventory

You can verify your setup for remote windows machines is correct with "collector diag-
check"

Would you like to setup credentials for servers not managed by vCenter using SSH/Cert
based for Linux? [Y/N]: vy

Choose one of the following options for remote authentication:

1. SSH based authentication

2. Certificate based authentication

Enter your options [1-2]:

Would you like to use the same Linux credentials used during vCenter setup? [Y/N]: vy
Generating SSH key on this machine...

Successfully generated SSH key pair

SSH key pair path: /opt/amazon/application-data-collector/remote-auth/linux/keys/

id_rsa_assessment

Please add the public key "id_rsa_assessment.pub" to the "$HOME/.ssh/authorized_keys"
file in your remote machines.

You can verify your setup for remote linux machines is correct with "collector diag-
check

REIZIEARSS AR ECIE

A collector setup ™= collector setup --remote-server-configurations @

THRIRERERSFREE

1. WREBEE Windows R 2R , X FEREEMEA NLTM ( AT Windows ) 7 3E vCenter £

ENRSF[EEZIERZ , BWAY , KT’

A WinRM #I 7 & %58,

RS RERE



Migration Hub SR B&E1X ArfEm

® Note

IR IEH Windows iZF2 RS-25/8 T Active Directory 13 , MEEA CLI R EIZER
SeeBtBusernamelt , AR F B ANdomain-name\, HlE0 , MREHFHA
= exampledomain , & & & Administrator , BBAKRTE CLI FRANAFER
exampledomain\Administrator,

FNFEREBRE , FBXRE Windows FRESBRERN , WMESRESIHEREFEMHRSSI[ESR ? [
B, BERAY , RT“R” Windows Server if $ 774 7E /opt/amazon/application-data-
collector/remote-auth/windows/certs HxXH,

BATSE R R SS B8 EIE & #1218/ Windows BRSS88. BEXEZELR |, 1§51 £ Windows R
SR LRETERSSREE,
2. WMREHEBE Linux RE3E , MIXNTFR2EFERA SSH = Cert iIR& Linux [, @AY , BRR"
3. MRELHEBEET SSH ZAMN MR , NN FiaABRLETRIE | F@mA 1.

MBEERFER SSH BEMRRIE , BATFERNZRAZTIEEF T Linux BER. BXEZEE
ESH £ Linux RSB LIREETRAN S HRIL,

4., MREGEHEETIUEPLNEORIE , WX FHALNETEZR , BEHA 2,

BRREETIEPHNEHRIENER , FSHAE Linux RS R LREE TR FHKIE,

UTREIRRTHALETR , BRZERSHEEN RFIZE.

Setting up target server for remote execution
Would you like to setup credentials for servers not managed by vCenter using NLTM for
Windows [Y/N]: y

NOTE: For the best experience, we recommend that you create a new Active Directory user
in the Domain Admins group.

Username for WinRM (Domain\User): username
Password for WinRM: password
Reenter password for WinRM: password

RS RERE 18



Migration Hub SR B&E1X ArfEm

Are you okay with collector accepting and locally storing server certificates on your
behalf during first interaction with windows servers? These certificates will be used
by collector for secure communication with windows servers [Y/N]: Y

Successfully stored windows server credentials...

Please note that all windows server certificates are stored in directory /opt/amazon/

application-data-collector/remote-auth/windows/certs

Please note the IP address of the collector and run the script specified in the user
documentation on all the windows servers in your inventory

Would you like to setup credentials for servers not managed by vCenter using SSH/Cert
based for Linux? [Y/N]: Y

Choose one of the following options for remote authentication:

1. SSH based authentication

2. Certificate based authentication

Enter your options [1-2]: 1

User name for remote server: username

Generating SSH key on this machine...

SSH key pair path: /opt/amazon/application-data-collector/remote-auth/linux/keys/

id_rsa_assessment

Please add the public key "id_rsa_assessment.pub" to the "$HOME/.ssh/authorized_keys"
file in your remote machines.

Your Linux remote server configurations are saved successfully.

REMRAZHEE.

E#EMH collector setup ™= collector setup --version-control-configurations
WEARERFZEFIRE

1. WTFRABREFRKBDHT?AE , TRAY , RTE

2. WMREAEE Git RF|/mR , WX FRASETE B | BHA 1.

FF GIT R E5ma : , B A github.coms
3. WRERE GitHub® L IRFER , B “f ABRIED RBH A 2,

AT https://MW KR , WTFIR : GIT RFEFIKR : git-enterprise-endpoint
4. HWAZRK Gitusername MM AR BR token,

5. MRELHH C# KRB, U TFEREEEMEERE Windows THEH L5 MHY csharp 1F1& FE[d]
B, EEAY, RRR

MRAS 2 B E
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® Note
E5H NET 76 ELAIR 8 Porting Assistant for NET 21X , B4R EES Porting

Assistant for NET BN T Ei8ER Windows it &, BXEZEL , S Porting

Assistant for NET User Guide H#J Getting started with Porting Assistant for .NET,

6. WTLRRELEXAITEN LERIAEMN Windows Filf ? R, MRATF C# RABDHT
# Windows ITEHEAMNEIES 2 RI7EIRE - -remote-server-configurations % - -
vcenter-configurations RN EIEMERE , BRAY , RTR

MRERMAFBEL , FWAN, KRB

7. EfEA VMWare vCenter Windows it EHLEHE , E7E Windows R LA T ®RIIZ —F 5 A 1,

8. A Windows itE#HY IP #biit,

UTRBIRRTHHARETR , BERAEHEEN RFIZE.

Set up for source code analysis [Y/N]: vy

Choose one of the following options for version control type:
1. GIT

2. GIT Enterprise

3. Azure DevOps - Git

Enter your options [1-3]: 3

Your server endpoint: dev.azure.com (http://dev.azure.com/)
Your DevOps Organization name: <Your organization name>
Personal access token [None]:

Your version control credentials are saved successfully.

Do you have any csharp repositories that should be analyzed on a windows machine? [Y/
N]: vy

Would you like to reuse existing windows credentials on this machine? [Y/N]: y
Choose one of the following options for windows credentials:
1. VMWare vCenter Windows Machine

2. Standard Windows Machine

Enter your options [1-2]:

1

Windows machine IP Address: <Your windows machine IP address>
Using VMWare vCenter Windows Machine credentials

Successfully stored windows server credentials...

MRA R IR E .
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RNEIEUNE HEZ B IZFE Windows ] Linux PRS28

® Note

MRIEAEF vCenter ZIUFRE Strategy Recommendations B 2 FHIEWESS , M EERIT
LSRR

REZERSHOES , WREFHNR collector setup command = collector setup
--remote-server-configurations &% , BATEREHNZERS SR , LUE Strategy

Recommendations N & IR E RS o] AN P IRERTE,

(® Note

BAAR | REF[AULLES EMNEAE IP tuitifR, ExUAESENFE = (VPC) RE
IR LU TIZIBIZ TR —F i 88 |, 1§23 @ Amazon Virtual Private Cloud /M. AWS

BHEREHIZRE Linux IR , B2 FEZIZE Linux RS8R,

EHREMIZIE Windows fRE85 , IS HE Windows fRSE: LR BEiZ RS ERHLE .

HZIZE Linux IR 28

£ Linux RS iR EE THHAN 5 HRIE

MBEEBEHTIERRSB/EEAIEEFERN Linux REBE T SSH BN S HRIE , BUNIRBUATSRE
fR5E8 iR EE T AN FHRIE , SAME Strategy Recommendations 5112 FF 5U4E W EE 85 AT SA SE 3K
.

£ Linux lREF[LREETEHAN S ORIE
1. MNBESF[PHET XKD EHEL B id_rsa_assessment.pub £ 4R -

/opt/amazon/application-data-collector/remote-auth/linux/keys.
2. NEHNLEMMBIFAEZREITENN $HOME/ . ssh/authorized_keys X4, MRZET
R X , A touch B vim S RIRX 4,

3. BREZERSESE LEENHRINBERBIN 755 HEK, WMRE 777 , BRTFAET . BAILMER
chmod & % 3R R #IHBR .
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£ Linux RE B LiIREE TIEBH BB RIE

MBEBEHTERRSH[EBAERERA Linux REETIERHNSHRIE , BUTRBUTSRIEE , U
{& Strategy Recommendations R 7% BB U &R 28 AT AR B3R o

MREBEANNARFRSS|RE TIUERMANY (CA) , RINBWEER LIED,

£ Linux RS LIREETIEBHN S HRIE

1. EHERTHRAZERSHNAFE.
2. FBEBRNLHEHE CA,

WEBN NP UEATERE :
/opt/amazon/application-data-collector/remote-auth/linux/keys/id_rsa_assessement.pub

ZNASLTRINE SR CA FREERKES,
3. NE—FHEMNIEPEHRTWERPHUATHLE :

/opt/amazon/application-data-collector/remote-auth/linux/keys

IEBH B A2 id_rsa_assessment-cert.pubs
4. EREHERMIERXHE.

1£ Windows R8s LiIRBEIZERS B E

MRS W ERF IR B PR TIZEIRS B B A IERIRE Windows , BATIRBUT SHRIEE |, LUE
Strategy Recommendations 7] BAY SEEEHE

Q@ EBETHRAXREZERSE LINITH PowerShell AN EZE S, BFRIBEMIHA,
ZHIA S A PowerShell 122 & G RIEH ZERARDPEZANAEFHRIES %, XA
F Windows NT FEMEEES (NTLM) , F “AllowUnencrypted” WSMan MR iE
A false AARFOIENMTFNIEZNBRE, ©FEA Microsoft IRALKIHEIA New-
SelfSignedCertificateEx.psl , BIEZBHZERILH,
ETEHE HTTP {7 28H WSMan EFIEHHFSIMEMN HTTPS iiTsE —EMiR. A5, ©20
EIHH HTTPS 785, ©iEaf TCP w0 5986 SIE AP AEHN, &S , WinRM RS
HMEHBE.

NEBRERE R BN TERS SR 22
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1£ Windows 2008 R85 LB R EEIRERIEWE

1. FRAUTHSREIRS 2L PowerShell ZER RS,

$PSVersionTable

2. R PowerShell IRATR 5.1 , FERUMBXEPRENEE WMF 5.1 AR FTEHA LR
WMEF 5.1,

3. 1E¥7 PowerShell B AR SRR S L% PowerShell 5.1,

$PSVersionTable
4. BRBT—EASEHITERE  XESBENFUMAAE Windows 2012 R E S R4S LB T miEE R ig
BEHEWE,
£ Windows 2012 R EF VRS2 L BT B E i EREWE
1. MUT URL TEI&EERA :

https://application-data-collector-release.s3.us-west-2.amazonaws.com/scripts/im RMSetup .ps1

2. MELF URL F# New-SelfSignedCertificateEx.psl , RENMA MR BT
WinRMSetup.psl IR —N3 ke

https://github.com/Azure/azure-libraries-for-net/blob/master/Samples/Asset/New-
SelfSignedCertificateEx .ps1

3. ERXEREZE , BEFMENARRFIRSES LE1TTEHE PowerShell B A,

.\WinRMSetup.psl

(@ Note

R Windows Remote Server £ R IE#iZE Windows Remote Management ( WinRM ) , 1l

MZBRSH[WEBRRFEN =T LA, MREEXTER , BATNEE LHUTER RS Z
PR 5525 X BRIV UE :

/opt/amazon/application-data-collector/remote-auth/windows/certs/ads -server-id.cer

BERERE , BEERBEREEEER.
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RAriEmE

RIFRE S ARBRERELCHWERNIRS 2R
WIF R A CEA LT oSN RIEKEERRE SN R EBRS S

collector diag-check

Lan SRS REENT —RIVERE , FRHEABMEENR A

HEE-aKA THERAZGRH , REZRG , £¥1E DiagnosticCheckResult.txt X 13k

collector diag-check -a

IERLAME R ZARSS 2RV IP kX B B RS BN RS HEERITEHRE.
LTREIERT RINRENTH,

Linux fRSS 28

Provide your test server IP address: IP address
Start checking connectivity & credentials...
Connectivity and Credential Checks succeeded
Start checking permissions...
Permission Check succeeded
Start checking 0S version...
0S version check succeeded
Start checking Linux Bash installation...
Linux Bash installation check succeeded
All diagnostic checks complete successfully.
This server is correctly set up and ready for data collection.

Windows AR5 85

Windows PowerShell Version Check succeeded
Provide your test server IP address: IP address

Bt
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Start checking connectivity & credentials...
Connectivity and Credential Checks succeeded

Start checking permissions...
Permission Check succeeded

Start checking 0S version...
0S version check succeeded

Start checking Windows architecture type...
Windows Architecture Type Check succeeded

All diagnostic checks complete successfully.
This server is correctly set up and ready for data collection.

AT RARR T ZRRSBETTERNE RNBREE,

Unable to authenticate the server credentials with IP address ${IPAddress}.
Ensure that your credentials are accurate and the server is configured correctly.
Use the following command to reset incorrect credentials.

collector setup —remote-server-configurations

HIR 5 : £ Migration Hub 2% & # B Strategy
Recommendations 3R 1521

ARE DN B £ A Migration Hub %] & H#Y Strategy Recommendations B XIREEBEIL,

REBEW

1. FREERIEE Strategy RecommendationsBIZ# AWS kK , & AWS Management
Console #3TFF Migration Hub #2#I& , ik https://console.aws.amazon.com/migrationhub/,

2. 7& Migration Hub & & S BEE S , EFKE,

3. £ Migration Hub Strategy Recommendations TWHE L , & BIREBEW.

4. WMREEZE S Migration Hub EEBH K F FRIZRSHEXAE (SLR) |, FiEERE, HX SLR
WEZEE |, BHSHMER Strategy Recommendations K RZ XA,

S5 RBEW 25


https://console.aws.amazon.com/migrationhub/

Migration Hub SR B&E1X ArfEm

5. EEHREKIR

a. EEEHFERRNEL , BLTNUTETHIEREESS RS SF[HKIE

. REEUNAEFRHEWRERN — EuFEARKENVRESRBIREKEERX VMs BETE
VMware vCenter FIIE R, ARG , BLEHRITHMIRE.,

i. FHESA-MEELBEBMISABXRBRFZHMNBNARFOIE , B/ LAER Strategy
Recommendations § AR, S AERE— JSON X4 |, BV EEFREETAHANE
B VMs,

iii. Application Discovery Service — A LA A Application Discovery Service kKW &EE <&
By A ith B AR F A AR B MV1S B.. 7 Migration Hub 4| AMN T ELH ST , BAUMELI
TETHSMNEMARHITIESRE, a0, &AILLERE Application Discovery Service TG
W EEBS, AWS Discovery Agent S A (EERAF CSV X )

b. RFBRBEFEECERFERIFED FEREFIE T A THNRS R,

c. ‘BEMMNAEFRBERERS THE TR EENSAEFBERES. NREHKIEEEM
BiIEWERS SN THRBERES  AENERTHE. BXEZER , BZHAIE1 T
# Strategy Recommendations WS MFZ R 2 . #8¥ Strategy Recommendations W& 2R

® Note

ERBRBEN , E4AEDPRE—NNAEFRERERTIRITNARFRES
Ao MREBETREVERNBERTARMNARFREE , B ERANAEFHR
S AR, BRI LR R A0 E A B KR

d. WMREBEBRTFHSA, WESAKAEET , BEFMHFF A
e. XNTEABWN , FRWALHNSANE.
f. XF S3MURI, FTWAELEEIRNS A JSON XHH S3 1 URL

/A Important
S3 BEMMMELEIER migrationhub-strategy 7k,

g. iij:¥-|:_$o
6. EEBEEN

SR 5 REBEW 26
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a. EETEHRTNAEL , EELNLSBERMIEBEHET, Strategy Recommendations &R #E
FEENEEMEENARFNBEEIRSIRCHRERR, ZAUBEEMXLEHIE
Lo
. iij:%-lt_io
7. EEHREXR.

a. BELREMNBUERRMIBEHEI,
b. MR—HIER , HFEBRFRBED . XNIMENRIZ[BFENETHREINE | UREHN
Microsoft [IS # Java B TR N AR =3 &304,

® Note
ZHESTHRST2ERFEFER, 2MTHE , BRNEIREOREXHEEE
B, E KRB NTUBRER.

S5 FRIBEW 27
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Strategy Recommendations Z1iX

AN ENMAEFERTENEIBAESHIRSB[MBARFH Strategy Recommendations T8 531
RALEDL

FH

« £ Strategy Recommendations & & KR E

- Strategy Recommendations 51 F #2540 A 221X

- Strategy Recommendations RS 8521

- Strategy Recommendations B %I

£ Strategy Recommendations H & & R

AT BWMAEER AWS Migration Hub 26| & HH KRB UCKEE T B REE
ERERKEW

-

FEREEFIEE Strategy Recommendations |22 # AWS Kk~ |, &3x AWS Management
Console F#3TFF Migration Hub #2#|#& , it A https://console.aws.amazon.com/migrationhub/s

£ Migration Hub #£HA& SMEE S |, EFERE , AREERI

3. HEEWNEL , BUUEENSHERATEANRASHNRBERUMURFANITIR REKELL,
BRETUEREIBERRICTEMBR , UERBRSHENNARFAGHIRER,

N

Anti-patterns REZEHNRAFALAEPRINNRTEREI XN AT K, STFEEREXNREKE
EMRNTHREEE , pEFEMRENARES | BFEEREXRAREEEE, BEXRER
WEER , 55 M AWS Prescriptive Guidance RiEF&RF Y Migration terms - 7 Rs,

« NMRENBEPOREZMRELE#H T ENEERM , RNBWUEEFITHIE. BEEHON
EHBIELEREHNEW , FRBREFR DT HIE,

EEMOMRETR A , BNEWBEERTRES T 2N BENHHE.

ETHESBRWHREXS , BEESHEN

4, HENARRFAHETFL , BUNEFEHNENIBR-REAEPNABRFAGNEN. BXESZHE
B | 55 Strategy Recommendations N ATEFH4EEW .
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5. ERFHJ|/EDLFL , BALEFERATENEIBRASPRSIBNEN. BEXEZELE , F5H
Strategy Recommendations FR% 2521,

6. EEETEDFL 6 SALUEREEESRS REEWHPEENEED, AXIAEBEETNE
B , i3 #Strategy Recommendations B i,

Strategy Recommendations M ARERFAHF RN

A EBD MBI 65 A Migration Hub 124 & ##Y Strategy Recommendations REE Mo ERATRA
BFA4HNEBREEN,

£

« 1£ Strategy Recommendations 7 {f f N F 12 F4H 4

+ Strategy Recommendations JE 18 2 #7

» Strategy Recommendations ¥{#&FE % 4t

+ Strategy Recommendations =3t % #7

£ Strategy Recommendations # £ i N 2 A4

REBD A EEA Migration Hub #3 & 8 Migration Hub Strategy Recommendations R & & ¥
BREIBRSIRILERBEL,

£

- EENARRFAHEN

s FNARFAHERERRBS N

s FNARFAHERERERES T
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{
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"ResourceName": "",
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"CPUArchitecture": ""
.
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"ApplicationType": ""
"DotNetFrameworkVersion": "",
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"JdkVersion": ""
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"DatabaseType": "",
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"DatabaseEdition": "",
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}
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” 6.1 DotnetFramework

%F, “DotnetFramewor
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"NET Core 1.0", ".NET Core
1.1", ".NET Core 2.0", ".NET
Core 2.1", ".NET Core 2.2",
"NET Core 3.0", ".NET Core
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DA R HY E AT

AWSMigrationHubStrategyCollector : 3%
DA RRERY EH

AWSMigrationHubStrategyCollector : X¥
B RN ER

Data HMPutLogData #
BITTERH. XEREATL
N AEFRRRENBE
MIEFREIE, LEHIEIEM
T% M4, BRFaws:Resou
rceAccount TF{EAE
Mtaws :PrincipalAccou
nt B9 Amazon &% 1F4 RS
F AWS Secrets Manager #
R RR

ABEREMEALLT Amazon
S3 #1T 7 E# APIs —
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tionConfiguration
PutBucketPublicAcc
essBlock . PutBucket
Policy . PutBucket
Versioning ., .
FMPutLifecycleConfig
uration o

ZBREHR TR DR
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BX iR HHA
AWSMigrationHubStrategyConsoleFullAc ~ ZABEEH T = AWS 2022 £ 11 A 10
cess : NI B REEHIEH Application Discovery H

Service APIs — DescribeC

onfigurations

DescribeTags .
FMListConfigurations

o

AWSMigrationHubStrategyCollector : %t WER 2R #EUpdateCol 20229 AHT7H
MABE R ER lectorConfiguratio
n BEHTTERH. ZRET
EENRERNEE , BETR

%o
AWSMigrationHubStrategyConsoleFullAc ~ AWSMigrationHubStr 2021 £ 10 A 25
cess— HTBURTE K BT 210 ategyConsoleFullAc H

cess BFRAFEBE AWS
Management Consoleis[d]
Strategy Recommendations Ak

FH T2 RNR,
AWSMigrationHubStrategyCollector— AWSMigrationHubStr 2021 £ 10 A 25
BERERX MR ategyCollector #FHF H

5 B R B W AR ST MY read/writ
e R KA B 51 RS HEX
H S3 FREBHNR, &R
F Amazon AP| Gateway [E1H
& BEFERHOR AWS |
LAK S AWS ecrets Manager
IREVEUE IR
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B U =g
AWSMigrationHubStrategyServiceRolePo  AWSMigrationHubStr 2021 £ 10 A 25
licy— #TBERE R BT A ategyServiceRolePo H

licy IRSHEXABRE
33 AWS Migration Hub
AWS Application Discovery
Service G RN R, &K
B & F7£ Amazon Simple
Storage Service ( Amazon

S3 ) REFEMEIRE IR,

Strategy Recommendations FFRIREFER KRB ST HREREE AWS 2021 £ 10 A 25
RERBEINE, H

£ 3¢ Migration Hub Strategy Recommendations B & T & 14 #9 5= B 7= 4l

RINERT , ARMA®LXECIERHEH Strategy Recommendations ‘BIRHNR, ERFHFPXE
FRMATIRENSR |, IAM B8 R LB 1AM KB,

BT RUNAERXL RG] JSON REXHESIEZET IAM BN EE , 56 (IAM AFiERE) P8l
2 IAM KB (258 ) .

BXFHREBVUFMENHWRENARER (IREMRREENER ) WIFEAEER , TR (RSENS
Z) i Migration Hub RESE W VIRIE, HIREFMEZH%E. ARNs

F&

- REHREXEK

« £ Strategy Recommendations 2% &
- AYAPEEMHI]IB SRR

« HA—1 Amazon S3 F1i& i

REERIEREK

ETHSONRBERAERAREUTUEEWIK, PR, HE MR Strategy Recommendations %R o
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- FTIRER AWS RE R H RO RENRNR — EFREAAFMITERERR TR , EEANTS
ERLAPIRTFNRNAWS FHEREE, SIEMRNRARTH AWS IKF, RMNBUWEEYELHN
BRI RAPIEY AWS BEFIEERBKE—SRINR, BXESEE , B2 (AM AFERE) HH
AWS FEEFRMEH TFREENAWS FEERMK

- NASENR : £EA IAM RERENRE , BRBEFRITESBHNNR. At , BAILER
EREFRATAUNBERFRHRITHRE , SR NRERRYA, BXER IAM NARBRNESE
B, EZH (AM BFERE) P8 JAM ey KB F R,

« R 1AM SRRE AR Ay S 43t — S PR HIT5 R AN PR ;48 AT LA [B) 5 7 BN S 44 SR PR I XS R VB RN AR BV 15 8] o
flan |, WU LUREREZ M REESTNER SSL KEMAIER, MERFZRERELZHE AWS AR
SH (Blan ) A , M UERAZARRE T RSBRENGRE CloudFormation, BEXEZ
ER , B2 (IAM AF#E®E) P IAM JSON EBETHR | &,

« {5 IAM Access Analyzer BIEREY IAM K& | UBRNBRHZ MR INEEM | IAM Access
Analyzer 2R IEFT RS M A KRG , LAREBAS IAM REEIES (JSON ) M IAM FH{ESE
B2, 1AM Access Analyzer 12 100 ZTRBEREMAIRENEIL , SHBBEEIEL S BINgEMREN
Kig, BXEZEE , BFZH (AM AFiEM) FRFEA IAM Access Analyzer 5 iF B,

- FEEZEFHRIE (MFA)-INR AWS IKFZNZEFE IAM AFRSRBRAF , EFEA MFA RS %X
2, ZELEAA AP BERNEE MFA , B MFA XERMBZHNERRD, BXEZER |, S
7 <IAM AFiEm) PR MFA &R APILIGH,

BEXIAM AW RERBRNESELR | ESHR (AM AFERE) F IAM A Z £ HESKE,

£ Strategy Recommendations &l &

E i/ [R] Migration Hub Strategy Recommendations 2% & , AT E —ARKENR, X LR AN
AFEIHENEFTEXEN KRB BRNIFMAEE AWS kP, MRZBHEXENRENRESR
FROETESONRE  NTHMNTZRBHSE (AFRZSAR )  BRAREERMBEEET.

Xt FARFA AWS CLI 5t AWS API SR 7, BEFNEREFEZHENR, R , IRFHREH
ZEHHITH API RV IEEC R R,

NERAFNACMNATUEAREEIEH S , R ENKRBKEEINConsoleAccessHReadOnly
AWS RERBEHMEIEE, BEXEZELR , 50 (IAM AFiER) TN AP RINNER,

ARFAFESHIIE SR

ZORBIGER T BRI EE |, BLARYE IAM AP EBEM MBI EAS SO NERNEE R, R
DIEEEFE LSHER AWS CLI X AWS API SRR R 5T R IR ER AR
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
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{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

.
{

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

}
]
}

18—/ Amazon S3 72 1F

EARRHIFR | EBRRFEEN IAM AP AWS IKF 5 REB Amazon S3 FAEMAIRPR, amzn-s3-
demo-bucket&AEBE R IFIZA AN, EF AR K.

BRT R FiZAF s3:PutObject, s3:GetObject Ml s3:DeleteObject MR |, LLRBEERF
s3:ListAl1lMyBuckets, s3:GetBucketLocation #l s3:ListBucket R, XLERIEEIAFT
FWEMNPR, 4L, s3:PutObjectAcl # s3:GetObjectAcl BIEFZEEREBEIRH APEH.
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RAriEmE

HIMBEEXN R, BxBAFRFRAEAZS SN HXENREVES RS, 55 H An example

walkthrough: Using user policies to control access to your bucket,

JSON

"Version":"2012-10-17",
"Statement":[

{

"Sid":"ListBucketsInConsole",

"Effect":"Allow",

"Action":[
"s3:ListAl1lMyBuckets"

]I

"Resource":"arn:aws:s3:::*"

"Sid":"ViewSpecificBucketInfo",
"Effect":"Allow",
"Action":[
"s3:ListBucket",
"s3:GetBucketLocation"

1,

"Resource":"arn:aws:s3:::amzn-s3-demo-bucket"

"Sid":"ManageBucketContents",

"Effect":"Allow",

"Action":[
"s3:PutObject"”,
"s3:PutObjectAcl”,
"s3:GetObject",
"s3:GetObjectAcl",
"s3:DeleteObject"

1,

"Resource":"arn:aws:s3:::amzn-s3-demo-bucket/*"

ET 508 RA
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/walkthrough1.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/walkthrough1.html
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¥ Migration Hub Strategy Recommendations & 14 1 17 0] 3# 17 # FE HEBR

LR E BN # B E2 Wi RS EEFE A Strategy Recommendations 1 IAM B A AEIB EI #Y 5 I &) &R,

£

- & BT Strategy Recommendations F 1T R /EHI X R

« RFIMINIT iam : PassRole

- BEEEERNHEER

- BREEEAHSFEATHMALR Strategy Recommendations
- BEATFHEUABA AWS IKF 5 R RHRBEICRIR

;& BE Strategy Recommendations H i {TIRVERI X R

IR AWS Management Console FiIFZEBENMITREIIRIE , M ATBHEREER T KRB, EEAR
ERERAFENEBHAR,

% mateojackson IAM AR ZHERAEGHAEETEEXEM my-example-widget BIRNIFHEFR ,
BFRWMAEEN migrationhub-strategy:GetWidget MBRE , &KX E U T ROIEIR,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
migrationhub-strategy:GetWidget on resource: my-example-widget

EXMERT , Mateo BERMMEE A EMEKRE , LAFMER migrationhub-
strategy:GetWidget &G my-example-widget &R,

R LRI AT iam : PassRole

MREBWE —MEIR , KAGBTRIHIT iam: PassRole B , NS NEHMRBEUA T BT ACREKES
Strategy Recommendations.

BE AWS S A ERIEAGKREAZES K MAREUERFTNRSALIBSAXEE, Ak,
LY MERRABLEIRSHINER.

LN marymajor B IAM A P =i A% & £ Strategy Recommendations FUITIRIER , &%
LT RAEIR, BER , REXTMEERFACIHETFHNRS AMITIIEE, Mary TEERARREK
1% Bl fR 55 Y AR

BB HE 64
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User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXMEBERT , XIEH Mary B KB L A F#EINAT iam: PassRole #1E,
MBHREETHE  EHREWNAWS EHER, CHNEERZIREHEEIFZETINA,
BREEEFERWNIHEZEA

EOIZE IAM AP RIBRAR , @UNERNERENEEESR D, BER , BXEBERTLNRBRILRE
He MREEXRTHRAERSA  WLMEIE - NN RBHAN,

HRZAIEFHE D : HE 4 ID (50 AKIAIOSFODNN7EXAMPLE ) MR 15 9 %2 4R ( BN
wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY ) . SRAFBMEBEWE —# , B4 ERER 7R
Z4A ID MBZRFRZBEANBERRNITERRIE, BGXNAFRBMNZL—F , ZERIHR %A,

/A Important

BAERF=FREFRAZH , AMERN THRPRIEHIEHS ID 81T, BEXHFM
&R BAR F A A K A5 RGN BR AWS K P o

HEQBFRBANN , RESRTEFHRIZSR D ABBFRBAREE-—INL2NUE. WEHRH

ZHRRNELCZEN AT, NREXRTENBWRFEESR , B4R IAM AP HFNFHHN T RZR. &

RZURERNGRER. WREEEFHNER , WLTHER—N2HAN , RAEBLEFTNER, BE
B, H2H IAM AP EREPNEZRRZES.

BRREEAHFEATHMATR Strategy Recommendations

EATHMABERBEEN , ELNQFZHENARRINARFRFNR. MRER AWS IAM
Identity Center EEARFMNARRF , MA@ AFPHA S BENRERE L HFENRR . NRES
Bzt IAM KEEHFESBAESARRINARFXRN IAM A, BXESZER , 28 (AWS
IAM Identity Center Fi /) HHNRE.

MEKREA IAM Identity Center , M AFANFBEHRINARZRINARFLE IAMEE (AFZA
B). RE , BLIREREEKM INES24E , SUETE Strategy Recommendations A [a 2% F IE BBV R,
RFNRE , BAFSMARFF XA R RMEIE, MIEERAXEEISR AWS, ETHEX6IE
IAM A, 4, FENNRHNESEL , HSH (AM AFERE) H1 1AM 545 1AM 5 89 SR BE R
BRo
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https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-identifiers.html#FindCanonicalId
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html#Using_CreateAccessKey
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
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BIERFRIIEIA AWS TK 157 F A R A2 TR

a2 —1Ae , UMEAEMKSPNAFREALNNARTUERZAGKRILREN TR, &7
DEEHESER , TURAAG, XN TXEFEETHR R EEZEH IR (ACLs) WARS , &
158 PR 3 L5 SRl 1) AATT 4R T 1 ) S8 B9 BR AV AR BR

ETHRESZER , BSAUTHREA :
- E T ## Strategy Recommendations B & XX L IhEE , ESHMigration Hub Strategy

Recommendations {5 IAM B & H.

« ETHRNMAERHTEHEAENERNEEINE AWS KF | H55E IAM AP EETEEEAa AWS
K B3 —1 IAM AP REFERER,

« ETHRNAMEE=ZHRAEENZBRENIFRIE AWS IKF | BFSE IAM AFREETNEE =52
HiFER. AWS Ik

s ETHRIMITBEY SHRBRERIEREIFENER , FSH (IAM AFERE) P ALEAT S HEIEN
BF ( BRBRARIE ) REHRNR,

- ETHRERAACNETRRNRHATER,FRIZENZS , 25 (IAM AFERE) 8 IAM
e Y B K IR 18] 6

{#F Strategy Recommendations I RZ X B E

Migration Hub SRE§Z I {EH AWS Identity and Access Management (IAM) fRSHEx< A, RSHE
RAEGE—MIEEALN IAM A€ | ©5 Strategy Recommendations BEi#ZHx, REHEXAERH
Strategy Recomments fiE X , BiFZRSHAREBAHM AWS RSATENATENR.

BRS5#5< A & ML I E R Hi 1% & Strategy Recommendations , B BN A4 F 4 BRI

PR, Strategy Recommendations EX HRFZHXAGHNXIR , BRIESAEN , BN RE Strategy
Recommendations AJABEFZA®., EXWNRTIFEEEREFNRER , mENRRIETEEH MNE
EME AL IAM £,

BRXFRSHEXAGNEMERESNEES , F5HE IAM B EANAWS RS, #E ‘RSHEAXAHE"
FIERIRE ‘B RS, GRRNEE  EFEZRSHRSXEKABIH,

Strategy Recommendations B iRS5#8% & &R

RBEIEIF B NAWSServiceRoleForMigrationHubStrategy I RS < A2 HNEE
AWSMigrationHubStrategyServiceRolePolicylAM R B& < Bx——I2 it X AWS Migration Hub

BRARZXRAR =


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
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A AWS Application Discovery Service® 15 BIMX PR, 4K BEER F1E Amazon Simple Storage
Service ( Amazon S3 ) RFEIRE IR,

AWSServiceRoleForMigrationHubStrategy RS HEXABRBEEUTRERAZAE :

* migrationhub-strategy.amazonaws.com

£ @R KM i Strategy Recommendations TR A T g4,

AWS Application Discovery Service 1730
discovery:ListConfigurations

discovery:DescribeConfigurations

AWS Migration Hub 1738

mgh: GetHomeRegion

Amazon S3 124
s3:GetBucketAcl
s3:GetBucketLocation
s3:GetObject
s3:ListAl1MyBuckets
s3:ListBucket
s3:PutObject
s3:PutObjectAcl

EEFRFRBHNR , H5H (AWS BRERX KBS EERE) B
AWSMigrationHubStrategyServiceRolePolicy.

EERNRBNERADLIER , BSRAWS FHE R AR EUEH,

BATBENR , 2 IAM R4k (AF, AAE ) 012, REIBRESKEAG. BXESE
B, EZH (AM BFERE) PRRSKERABNUR,

BRARZXRAR =


https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSMigrationHubStrategyServiceRolePolicy.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#service-linked-role-permissions
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7 Strategy Recommendations SIZRES KA

BEEFHOEBRSXBEAR®, HIEEE R Migration Hub EEH K & ZRSZHEX A€ (SLR) &Y
AWS Management Console , ZREEETCF RN EIRRSHEXAE,

MREMBRZBESZSXHKAE , AEFTEFXCUE , EUUFAMEREBEEKRK,PEMIELAG, Y&
B E L1 Migration Hub &M IK - P eI ZRFHEXAE ( SLR ) BT, Strategy Recommendations ¥
HRAZBIERFSHEXAR,

7 Strategy Recommendations B RS HK<A G

RIEEN T AT H&mEAWSServiceRoleForMigrationHubStrategy REZ KX A, BIERES<ES
B, ENELERACHNEN , BTG S &E5AZAE, B2 , B LA Strategy
Recommendations ###l&. CLI = AP| {RE A GHHER,

7 Strategy Recommendations Ml BrRIRSS < A &
/A IAM FaI RIS B AR

EH IAM 254 AWS CLI, 3 AWS API i Bk AWSServiceRoleForMigrationHubStrategy R 5548 5% £
B, BXEZELR , H3NM (AM AFEm) RHRIBRERSHEXAS,

fHIB%k AWSServiceRoleForMigrationHubStrategySLR {# B SRR I ERAT |, B REEEMELEZT
Wi (EREBWUNES ) . BEULTESTEAETRIEN. WRIENEEZIT, W IAM ZHE P
SLR BIBRE KM, MR SLR BIBRAM , BALEMEEEESTREERZHMBER. EMER SLR 2
Al , BEEFEETMERIZHN TR,

Strategy Recommendations fRZ5Hx B EBH X FX i

Strategy Recommendations X FERFSTANMEXEHFERARSHEXAR, BEXELZEER , BE5H
AWS X35 #ik & o

Migration Hub Strategy Recommendations 3% O VPC i = ( AWS
PrivateLink )

"‘TR@'JE?%D VPC i = , M VPC #1 Migration Hub Strategy Recommendations 2 [E] 8| 2F. &
EE. #EORSH AWS PrlvateLlnk?;d tX ¥, f& AWS PrivateLinkBh , BFREFEEBKMMR, NAT i&
#. VPN iE#£5{ Direct Connect ZE#BI AIFAZA 7 0] K& H#ERE API #R4E, VPC REVKBITELE IP iz
1t B) ] & Strategy Recommendations API #&{E# 1TiE{E. &# VPC & Strategy Recommendations

Z B RERETE Amazon &R,

VPC %% & ( AWS PrivateLink ) 58


https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
https://docs.aws.amazon.com/general/latest/gr/rande.html
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BN EOR[EHAFNAH —PRSNEERNEEORT,

BXEZEER , H5H (Amazon VPC AF#ERE) PMED VPC s (AWS PrivateLink)o

Strategy Recommendations VPC % 2 fEZE M

BHEHEEE (Amazon VPC AFIERE) MV O In <UE MR &M AWS PrivateLink Bi&l , RIGH
A Strategy Recommendations & &# 10 VPC % R.

Strategy Recommendations x#FM VPC A EMAE API 4, E£MAFTE Strategy
Recommendations , &4 8|2 VPC kKo

7 Strategy Recommendations #1#2# 0 VPC xS

&R AR Amazon VPC #2453 AWS Command Line Interface ( AWS CLI ) 3 Strategy
Recommendations 812 VPC i R, BXEZEER , 52 (Amazon VPC User Guide) FH
Creating an interface endpoint,

FRALTIRSBF A Strategy Recommendations 812 VPC % & :

e com.amazonaws.region.migrationhub-strategy

MRFIHIEAFAE DNS |, BEJ LU A XY ERIA DNS & %5 |, [8 Strategy Recommendations &%
APl &R, flin , LA B migrationhub-strategy.us-east-1.amazonaws.como

BREZEER , F5H (Amazon VPC AIF1ER) HRVES E Ok 27 H AR SS

7 Strategy Recommendations €12 VPC i = 5K g

BT LR VPC s B inim R B | 25X Strategy Recommendations Y15 1R] . iZREEIEELTE
B .

CN .

o AHITIRENES,
o AHATRRAE,
o ANERITXERENTIR.

BREZELR , H5 KR (Amazon VPC FIFiER) HRIER VPC ik S22 X ARS8 T3 [

R : £3F Strategy Recommendations #24E# VPC ik SR BE

VPC %% & ( AWS PrivateLink ) 59


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-eni.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html
https://docs.aws.amazon.com/vpc/latest/privatelink/vpce-interface.html#vpce-interface-limitations
https://docs.aws.amazon.com/vpc/latest/privatelink/vpc-limits-endpoints.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html#create-interface-endpoint
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html#access-service-though-endpoint
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-endpoints-access.html
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TE 24X Strategy Recommendations By im SR EBE R, ZHMtiNEIGEw et , RSB RERLHY
A EHTEF 35| HEY Strategy Recommendations #4175 8] B R

{
"Statement": [
{
"Principal":"*",
"Effect":"Allow",
"Action":[
"migrationhub-strategy:ListContacts",
1,
"Resource":"*"
}
]
}

Migration Hub Strategy Recommendations #Y& #1436 if

ETHREABTRESAIURAEE , FSHAWS RS “REAIT XK DAEE" ", RFEFERN
BHEMITR. AWS RS AX—KREE , BSHAWS ST HIAWS,

BAMER FRE=HHIHRE AWS Artifact, HXESER , HSEEH “TRIRE" P AWS
Artifact,

BIEMFEA AWS RS RN ENRITERTENBIENSREME, RLATMNENBRUARERNEENE
M, BXEBEFAFNENETENESZER AWS RS , BSHRAWS 24 X,

EMMERAE 70


https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
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"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalld": "777777777777",
"arn": "arn:aws:sts::111122223333:assumed-role/myUserName/...",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalld": "777777777777",
"arn": "arn:aws:iam::111122223333:role/myUserName",
"accountId": "111122223333",
"userName": "myUserName"
I
"webIdFederationData": {3},
"attributes": {
"creationDate": "2021-09-20T01:07:16Z",
"mfaAuthenticated": "false"

}

}
},
"eventTime": "2021-09-20T01:07:437",
"eventSource": "migrationhub-strategy.amazonaws.com",
"eventName": "GetServerDetails",
"awsRegion": "us-west-2",
"sourceIPAddress": "",
"userAgent": "",
"requestParameters": {

"serverId": "ads-server-006"
I

"responseElements": null,

"requestID": "@7D681279BD94AED",

"eventID": "cdc4b7ed-el71-4cef-975a-ad829d4123e8",
"readOnly": true,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",
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