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AMS XEFHRERSHENEITAN B NREEH,

« BRAMNTEERAHT I TEERITMAANES, RRITRERUFENTHERN , BF
TAZE I TREKRM,

o ANTFEINAH - &3 AMS EHI#HTE THRENEX , EFIA AWS Systems Manager (SSM) Zh&E ,
R bk 4% ] LA {55 A B AR B i A9 B8 O AR 10 S5 451 H 53X LE SE I3 1T 8 4b o

« AT HE

- BihiSih . BEEXIAERETRAIB I

- AMI B4 T B EXIAE A EC2 uto Scaling ABEEH AMI SEZSERTRBIEHN,
- WNTREE (BRERGHNE. =4 ) N THEABRFNENEREENEREER,
o ANTRHE .

« RBLZLEH (CSU) : MXFNRERGNHNF TN B NELEWF.

« EEFH (V) : #XEFNRERGEHHENE TN EE WLLERRTRN T"E NWFLRLE
#o

- HMEHH (OU) : BN AR CSU H IU IR ERZHER,

o XEFMWIT  AMS XHRERGRIIT . HEEMEAAARRATEERERIREMERRIZSH
B, BXYUBIXIFMFIR OSs , 1S Supp ort FLE,
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https://status.aws.amazon.com/
https://docs.aws.amazon.com/managedservices/latest/accelerate-guide/acc-sd.html#supported-configs

AMS BRAIRIER AMS B GIK = EAHE &

- Det@@ ective Contro Is : 5 AMS B2/ AMNEIRSRARNE , ATRHREEEEFRENIMEN
THEAR , AR ERE, SESAEAEHT—BWERE , HELBHMEE, EHEARLLERR
REEATH,

ARSSE R

« RFER : LERRIITE , FL AMS KREREUT.

- BIREA : AMS R AMS BRI EENBRSERFIRTE LR AWEM, HIEKSEE/VEK
RASBIRERNTTE (HlNEFER4 ) WEBA, MREHXG/ TR EBRRAANRE , 8
EREEZENTRZXAEE (CSDM) ERETHENEH , NELBARETHNERAGE ( BH
18 ) BUIRENE 38 AMS B,

- BRSFBEH : AMS R EIER RS IERIIKR T ERN B,

HAiAR1E -

« AWS Managed Services #0 : &HF AMS : AWS Managed Services m%iZ#l&. AMS CM AP
X8 | M APl, XIF AMS Accelerate : X #&| AR XiF APl

« BEFAEE (CSAT) : AMS CSAT BIEIRAZHMIREBER , SRS ROEHHIRBEHFTR (W0
Rigd ) . ZERES,

« DevOps: DevOps B2 —fA K 5% , BAEBSEMELSR LN B, DevOps EERET
EEFLEM T EEAG LMV FRNZEDRE , FEF LAY , ReBBMENEITRENKM.
HFAEARAUNEREZE K EENFRRERHEEN , AIBEMNRERSEREZIFMER , IFEIRE
EASXEH,

« ITIL : EEEAREMIREE (HRITIL) 2—DITSMIEL |, SERHEL IT REWEGER, ITIL
DABRNME , BRT IT RSETAR : RSRE., RFZRIT. REIE. RFEE MRS AH,

« ITIRSFEE (ITSM) : —EiL IT REEEMILSERRE - SRR,

- REWERS (MMS) : AMS ZEHCHKERRSE , BIEEKERS (MMS) , ZREMEH AWS #E
EHHFCELSEHIE AWS RS MEMETE , 833 CloudWatch I 57 & & 38 F AR S5 (Amazon
SNS) Simple Notification Service EF BNV EAERBANAMSRIER ( £XRIEEL ) -

- SRR ZEE : EOE IAM RIS EM Amazon FIREB R (ARNs) B , BRI LAE A A ZERIRB.
AWS BRS5 & 7T LAE F 5 & 22 E) SRARMRBRAE N B IR
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AMS SR ABRIERE AMS BRIk FEME S
AMS &=

BRESBZHEENIEHERAS , FATRAEBERIERESERN AWS Managed Services (AMS)
BEXRREENARER , AKTULFHR.

HERHNERZARRE

« BEFHEIAAZRH landing zone KIREEAIEE, XEEERFEZARNAMSEENBXEEER
i, RN FEERSNARE S RENAMSER,

- AENENARFIRE AMS WL NNARFREE, XEERNEMTANNARFIR , 7
73 migrate/host N AR FIRAMEMN AMS X, HEE , ERHFT REWEAR (SDLC) L EH
HNAEKME , B —NARFARESZN AMS X THEE.

« AMS EERHENESRESE/ERHENIBE AMS WFEIED.

WEERREECLREFNA AMS RINEEHWE 2 k. EEBZROFNNZASEXRBILT : B,
FiRE AMS HEFANEMME, HX , NS RAZRPNEMN BRI EZITBM R , BiED
AMS W ARRERH T ETNAERABNEEZE.

AMS XXMM AR THENE

EEFREBENERNN  EEENARFNCZENEERER , S EARREBEFNNARFIK NN ARR
REENENARRFEKSAP. ISIMNABRFRIEABERELEN AMS BEXERTUTEE !

- IREIFIRMAAY SDLC £ AMThRERE (fln , SERLFREXNDHE,. B - LMEEHRN
UAT, ERRDEZIFREENE )

- FRIERVAEBER (B OU £ 3I8 SCP & #liniT )
- BERN (WREBABSEREIEFEINBLEAMS )
« TRHIRALSSRR |, B NTE = imiE B AV B E) NS B AR,

(® Note
BXREN AMS lRFHEXRENHER , FSH AMS FREXMIK KA,
BXRFARAEANEIAS , $25H AMS EX Bt 5 Bl

TRERTNARFAEEEREREEN AMS EXNFEZRNXEBRE. NARFEENEM
REFIBZAMATGEHNE , Uk THBHPEXERTHNOBENARF. =™ ¥TET=R

AMS &3 MRAS May 12, 2026 7


https://docs.aws.amazon.com/managedservices/latest/userguide/ams-modes-types.html
https://docs.aws.amazon.com/managedservices/latest/userguide/ams-modes-and-use-cases.html

AMS &R AERIER AMS B4R FIEMHE S

ERSRERS[EHHINARESF , REFWERTREEFRAABX THBHENEN , REEH
AMS Managed — SSP A B BR LN EM REAINTB, AXHMERT , JEERHTREEN , U
RN B3 ERE 02T CloudFormation #ARERAFS AMS HIERREIERE. Lo, 7 IAM R

#HEEIRTG AMS Security K8t , UBRENERRENRER

ERRENAERFN AMS EX AU ERBAENZEERARITHE,

(@ Note
BRENRENAERFMERNTRE AMS B , £NAMS REBEMXPUIUFESINEEER
o
R [A] 73 ECMIE AWS BEEEXR Self-service FEREBEX EFFER
/00D * Service 5K BRI
Catalog
BEESME
R ERFF
3R Self- .
ok, & Service i zz 'Ifl\:/lsﬁ
BMEH  AMS ARMEREEMENY e B RS i
e (SSP) 9% CM R&x
= N ARBRR
K&
R ERFF
R Self- .
Senvice Bl h AM B i e
EEME - L . . &1 AMS
= AMS BEREFRTEFERNRZDITR BB RS oM &>
ﬁfsp) O mEER
&
P =
Eﬂ;ﬁw AMS-managed B 7 #h35 /Y &% [@ AD i;{iﬁaz
= Eff. EERBEMBHIEMA AMS FER it

1

CM R4tz

AMS A MM AR FH TR
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AMS &R AERIER

AMS B4R FIEMHE S

R R

ZEER
0K P 4
B RE
B

ITER

RIR A E
=§:

PRECME  AWS

/00D *

Service
Catalog

AMS MFTEREIK AR

AMS AT R FEEKSF M3

AMS MFTEREIKF AR

%t AMS
PR AV EL
B T 1T
T ASE MR
;314

&B AMS
AT AR
A, AL
RyEHbE
EERAE
AT AWS
Service
Catalog
# AWS
ARSS API

EEEX
BN

R AMS
ASB AT
HER TE i
B A
AWS fR55
API

Self-service

AMS A RFRT
BEREKF

AR Self-
Service it
BB ARSS
(SSP) &
)tl

3R Self-
Service Tt
BB ARSS
(SSP) &
)ﬁl

A AR &
ih B 4T
AWS ARS
API BT
SSP R%

FFRERIN

SAEC B R IR
By &

MR ERTT
KE IAM £
&1 AMS
CM Rz
SNECE R IR
By &

ARERTT
K& IAM £
B AMS
CM R4z
SNECE R IR
By

MRERMTT
REIAM &
&% AMS
CM R&z
SNELE R IR
By

AJBAR T
B
AWS RS
API Bt1TT0
BE

EREE

AMS A MM AR FH TR

MR May 12, 2026 9



AMS &R AERIER

AMS B4R FIEMHE S

R R

EHEE
Mt

GuardRail
s AR H
ZHEA
22 (M
&%) M=
SHER

M RERF
X

X AWS
ARSSHYZ

= IR fig
HizE#

&7

BECMIE AWS BEEEXR Self-service FERBEX EFFER
/00D * Service K BIREE
Catalog
MEFERAF
K& IAM B
_ B AMS
= BN
AMS ARPFTEREIKF FEEER
ZZNEE
RENEF
RIEE IR
FIF AMS #Z 0K P B SE 4 F AR (L A AMS #
AT P
NARFRRE
B (MR
EERELEW fEA AMS TEEW
¥R CM 3t
TEE )
XBRF AMS XEFEHAR TR
W& FZEImN
6-18 NAM
EPEMEE
— B ANE 6 NALLLE  BEREURTE R RS
o VN AR ERE
FHINAREREES 1B AL 5
mE

AMS A MM AR FH TR
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AMS BHR AR AMS B4R FIEMHE S

RERBE FFECME AWS BEER  Selfservice HFEREERX FHRER
/00D * Service E R R
Catalog
B A $35% $$$ $$ $
£/ AP lterating De-centra
Gateway Ky /optimizi lized
X M 4% Bk 55 ng EEHA accounts/
= = 5 % SRRy
B1F 7RI v O Ui de i) WD ITES-, & g, AA Lambda, Gl applications

m s EE R R 2
AMMEEERO N AR BELEA  ue. Athena LM,

BFECS/ SHHBEYH F=5KE
EKS MAEFLE MHNAERF

* Operations On Demand (OOD) AEARE CM EXNEFAFRHE TESTARREEREEHTENR
F. AXEZFARE , FZHAREEETRE R , ABAENZRSKAELE (CSDM),

® Note
SSP BEXAMIF R EE X 2 B A MM 1& LLRBIRTAE B T HREIK AWS BRSS.

™ AMS EXEWSH IT BFREITHER

MEFR, MREBEENNARFIRESETENRELCHLEEES | L AMS-managed #RHEZE
¥. AWS Service Catalog REELZEEARZHNEE. IREFEEUNAREFUIFNESNEHAEE
B MEEMHFZELER , FEREFEERN, £ Customer Managed X T , BAREEEEKW
REFEEITRARR , ANEEREEIAR, REMIERXIFREDRE , SINSH4HEE, REE
B BEEE Z2EE (I TEES,

AMS TKF e Bt E S

FEEALNRXRADHNIZERN DevOps k& , EBBI AT ZH , ME—AROZERINATFEN
ZP | LU%RE Well Architected B X #E,

LT R EE Word XHEH ZIP XHUKRSEMANREIN ZIP Xt. BaIKFRER-ERTAH
HIREH 5| FHNAREFKIRER A,

AMS Tk EHE RS WA May 12, 2026 11


https://docs.aws.amazon.com/managedservices/latest/userguide/ood-catalog.html

AMS BHR AR AMS ERIKFIEAHE R

HEMKSE , ERBEAMIEREZH , NTEKFNEE, Z2NEENAERTES  BFER
BERAEDITR, I TEOMNE (FF ), ATHDRENARFRRENVBEME, —BMEMEA
geh , BT UT “BRETE R, HIESE,

B K/ IRE

BT A , TETA

AMS N IZRHERE AWS EREIREINIREN TR | ARESBENZRE
ENRSHTRBER | BSR RS HIL.

Tot

B, AXxAE, REAX

(® Note
EiER AMS REHM AWS kS , FRIBFER. BXEZER  FSRELRSFIER.

o A A

FTRARE , AMS IMEA SUEREEEFER (RFCs). EXHMEBFER. £5 AMS RSHREE S
ENARFHERNEREN, THEXEMNERENERIIRDITEN , BHABRENENLEDR
(VPC) FM , RIETHIRBEY E®RER (RFCs) W H#ITENR , AL RREREHNEHL.

EHNARFHERE AMS B4 | BFEB , REFTEENIHRCFER , BNEMRA L
AR TRERBE MR —THRIE AMS BN BN KEHERS TR NNENEHERBA |, 7]

REFEUARTEEERIERERBRARKIE. ATUBERRRSIERREHEEL EZRENEE
o

A, AMS R AFEZRBERATH AMS BEEMNFHFA AWS RF. BXFRAE AWS-AMS WIREHER ,
FSAEMRSRERR.

o BATTRAAA

2R AMS BRRHATFSFHMNERTKRENCNARFHE , BEEFTENTNARFHNT R, W
., EFRMEE, AMS NI AREFNEMIRIER B RUREHRAED |, B AMS TEHRIRE
RN RAEFEE.
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samples/automate-account-setup-Bash-Script.zip
https://docs.aws.amazon.com/managedservices/latest/userguide/ams-sd.html
https://docs.aws.amazon.com/managedservices/latest/userguide/mk-service-requests.html
https://docs.aws.amazon.com/managedservices/latest/userguide/setting-up-compatible.html

AMS BHR AR AMS ERIKFIEAHE R

AMS HOREEE

RINERT , AMS A EFRNMEF N AEF FMWHY B4R CIDR 3 0.0.0.0/0 KY B H 45 P 48 ith 1k ¥ #R
(NAT) MX<YERN B¥R. AMS TrendMicro FREF4M T =AM EF BN OF R BRAAH | X#EF
AMS FEEIE M EBRS , TrendMicro 7 HIRER &K o] LAFRENE £

AMS XEFELFFEENHARBREORBRBIERN , siiR
- ERIRNA (HlW, EH ) RE

&
TAYTF AMS HTTP fl HTTPS #&H#ixR ( EATHIIE ) , MEEBFEE1N 4 AMS £EE
RhZRM,

B0 R BIEIE -
o NP (TGW) HERIAKEH , B ZKFEMXMEIKS A AWS Direct Connect EZEIE@EF
B IR A A3 By K I

« TGW B —1MEIAKHE , EOFA AWS WEBIKFEKRXHDO VPC AR AWS KigT = |, B % —
PrivateLink AWS lKF R EFEBENNRIE,

« TGW HWERIABRHIER S — N AWS IKF RN EFEEBIBF X EE | site-to-siteVPN EZIERNZ K&
FEX TGW BRI R4

AMS ELWE THAK AMS HTTP l HTTPS fk#fix R , H T A AN EEXLEMBA R, HSH
egressMgmt.zip. BRT JSON X #45 , ZIP 2 BE—NERX K.

(® Note

« WEEBHTEE , HALRFIH —LXFHAIIE K
- BZEELTIRIFHRE T ERALIIR.

- WIREEENEOLEANENER , HEFRARE T EXRBEBREXRRFRRESIRNF
BENE,

EHRAEXFEHEORENER , BRABLTHHZE CSDM : ams-csdm@amazon.como
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samples/egressMgmt.zip

AMS BHR AR AMS ERIKFIEAHE R

AMS 85 IAM AR A6

IAM BE5 IAM AFRL, EAER—MEANRERN AWS 54, ZERMIRE 7125 40 7 At
AMTREMITAAWS, BER , BEEREUFTECHEMARA , MARHE - #5E N AR KEK,

Bal, XFHE AMS IKF , H— AMS RRINAF A @ Customer_ReadOnly_Role , dE—1AE
ERT#EREE Active Directory B9 AMS K, customer_managed_ad_user_role

ABRMIZE T Amazon S3 HERENNR, AMS 2FISHRINR, HASHEZEEH RIEZR G
AWS R3S, MK S3 2= A RFIHRIA KR AMS BB FEMER, CloudWatch

WA, ®Customer_ReadOnly_RoleEBEAZEMMELFINE , AT EMEXG,. cEF—LTE
RANOHE , Fiit , IREANEBERK—ERNBERNGEEE—EHEMN Amazon EC2 =4I , AT LLiE A
XL APISSEfl, ETHREZER |, 55 Amazon EC2 TR =4,

(® Note
RIEESHEANERE , BN IAM AR CIEBEN IAM KB AMS BRS% 51 B 4R (SLO)

AENITHER, MREBEXINEN IAM AFRBEIANFTAEL , B HIER IAM | FHE
&5k IAM : B SE 4k RFC,

MREFE Amazon IAM A& , HZH IAM AETREEEER.

ZKFEMX (MALZ) : EEE AMS SIKFEMRXIRIN,. REELHNAFAGEEK , BSHAT
X. MALZ : BiA IAM AP BB

MALZ : BAIA IAM AP A&

ZRIAZ K AMS Z0K ™ landing zone A & ®EY JSON BUERFE A,

(@ Note
RFABRTAEXNW , FETRRENMNKF MR, RE T IAKIEHAGKNERA.

LT REIAMALZ AFAEHNTRE., EWRIRE THENRE 15217 AWS fiSget-roles &%
AWS EE-> IAM #25lAa , AEEShERPREAG,

IAM AFRAe W7 May 12, 2026 14


https://aws.amazon.com/ec2/pricing/reserved-instances/
https://docs.aws.amazon.com/managedservices/latest/ctref/management-advanced-identity-and-access-management-iam-update-entity-or-policy-review-required.html
https://docs.aws.amazon.com/managedservices/latest/ctref/management-advanced-identity-and-access-management-iam-update-entity-or-policy-review-required.html
https://docs.aws.amazon.com/managedservices/latest/ctref/deployment-advanced-identity-and-access-management-iam-create-entity-or-policy.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/cli/latest/reference/iam/get-role.html
https://console.aws.amazon.com/iam/

AMS ERARRIERE

AMS ERIKFIEAHE R

OU K /= By Bz /Tn

BOKF 2 MALZ BB EMIZHREKS ., AMS 2K landing zone Core Il F 21— MNEEIKF F—

MK
OU &/ OU Ik /™ : B ABFBUER

At
AWSManagedServicesReadOnlyRole

AWSManagedServicesCaseRole

AWSManagedServicesChangeManagementRo
le ( BOKFRRAS )

00U K . BEKFABSFEEK

yz:j=:)
AWSManagedServicesBillingRole
AWSManagedServicesReadOnlyRole

AWSManagedServicesCaseRole

AWSManagedServicesChangeManagementRo
le (EEMKFRA )

BURSBUR

ReadOnlyAccess ( 23t AWS IEE R ) o

ReadOnlyAccess

AWSSupportiz AR ( A8 AWS £E X
&) o

ReadOnlyAccess

AWSSupportij 7]

AMSChangeManagementReadOnlyPolicy

AMSChangeManagementinfrastructurePolicy

BRI R

AMSBIllingB % ( AMSBIlling B ) o

ReadOnlyAccess ( 23t AWS IEEFE ) -

ReadOnlyAccess

AWSSupportiz B R ( 28 AWS EE X
B ) o

ReadOnlyAccess

AWSSupportij 7]

MALZ : BRIk IAM AP A&
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AMS ERARRIERE

AMS ERIKFIEAHE R

y=:h=:)

B0 OU IKF : MK A B FBUER

At
AWSManagedServicesReadOnlyRole

AWSManagedServicesCaseRole

AWSManagedServicesChangeManagementRo
le ( MEZIKF RS )

NRAEFKF AR

MRAERFKFACERTENNRARFERAKS.

BEREEER

AMSChangeManagementReadOnlyPolicy

AMSChangeManagementinfrastructurePolicy

AMSMasterAccountSpecificCha
ngeManagementInfrastructure

Policy

BRI R

ReadOnlyAccess ( 23t AWS EEFE ) o

ReadOnlyAccess

AWSSupportif FIXER ( 28 AWS FEXR
B ) o

ReadOnlyAccess

AWSSupportij 7]

AMSChangeManagementReadOnlyPolicy

AMSChangeManagementinfrastructurePolicy

AMSNetworkingAccountSpecificChangeMa
nagementinfrastructurePolicy

MALZ : BRIk IAM AP A&
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AMS ERARRIERE

AMS ERIKFIEAHE R

RRARFKF : AEMEE

At
AWSManagedServicesReadOnlyRole

AWSManagedServicesCaseRole

AWSManagedServicesSecurityOpsRole

AWSManagedServicesChangeManagementRo
le (MAEFIKSRA )

BEREBER

ReadOnlyAccess ( 03 AWS £E XKL )

ReadOnlyAccess

AWSSupportif FIXER ( 28 AWS FEEXR
B ) o

ZBURRRMX P X R R B RE 17 R PR
BXEELR |, iB5HE AWS Support Al

ReadOnlyAccess

AWSSupport i 8] =il
ZBURR X P A R AR 3R 15 B A PR o

AWSCertificateManagerFullAc
cess 58, (2H AWS EEBUR )

AWSWAFFullAccess 88, (23t AWS £E
BE ). LBERRFX AWS WAF &R TS
PAEBES

AMSSecretsManagerSharedPolicy

ReadOnlyAccess

AWSSupportiz RIXR ( A8 AWS £E X
&) o

Z R R M FIE I HFREME R RNER
BXELR |, iB5H AWS Support Al

AMSSecretsManagerSharedPolicy

AMSChangeManagementPolicy

MALZ : BRIk IAM AP A&
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https://docs.aws.amazon.com/awssupport/latest/user/getting-started.html
https://docs.aws.amazon.com/acm/latest/userguide/authen-awsmanagedpolicies.html#acm-full-access-managed-policy
https://docs.aws.amazon.com/acm/latest/userguide/authen-awsmanagedpolicies.html#acm-full-access-managed-policy
https://docs.aws.amazon.com/waf/latest/developerguide/access-control-identity-based.html
https://docs.aws.amazon.com/awssupport/latest/user/getting-started.html

AMS &8 AR AMS ERIKFIEAHE R

y=:h=:) BEREEER

AMSReservedInstancesPolicy

AMSS3Policy

AWSManagedServicesAdminRole ReadOnlyAccess

AWSSupportif[d]

AMSChangeManagementinfrastructurePolicy

AWSMarketplaceManageSubscriptions

AMSSecretsManagerSharedPolicy

AMSChangeManagementPolicy

AWSCertificateManagerFullAccess

AWSWAFFullif 7]

AMSS3Policy

AMSReservedinstancesPolicy

SR

BETASHEANKEN R, EEEZ ReadOnlyAccess BE ( RETCIRHEN A AWS BREH
FARWHENR , MRARE ) , MREETERE AWS Ik, WAL A L8582 : ReadOnlyAccess, It
A, AR B IERE R

AMSBiIlling B %
AMSBillingPolicy

BRI ERAFNKEACRERTNEXREEKSFANKEFEEIK/RE, B15RHEMEH
BRRAAZKNER, EEKFREEABR. EBEKEEEBANRASR , EUUERALKAR, XA
AEEE AWS IKE IAM B EM T A5 H BT ERER.

MALZ : BRIk IAM AP A& kR4 May 12, 2026 18


https://console.aws.amazon.com/iam/home?region=us-east-1#/policies/arn:aws:iam::aws:policy/ReadOnlyAccess$serviceLevelSummary
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/billing-permissions-ref.html#example-billing-deny-modifyaccount

AMS BHR AR

AMS ERIKFIEAHE R

JSON

"Version":"2012-10-17",
"Statement": [

{

"Action": [
"aws-portal:ViewBilling",
"aws-portal:ModifyBilling"

1,

"Resource": "*",

"Effect": "Allow",

"Sid": "AllowAccessToBilling"

"Action": [
"aws-portal:ViewAccount",
"aws-portal:ModifyAccount"

]I

"Resource": "*",

"Effect": "Allow",

"Sid": "AllowAccessToAccountSettings"

"Action": [
"budgets:ViewBudget",
"budgets:ModifyBudget"

1,

"Resource": "*",

"Effect": "Allow",

"Sid": "AllowAccessToAccountBudget"

"Action": [
"aws-portal:ViewPaymentMethods",
"aws-portal:ModifyPaymentMethods"

]I

"Resource": "*",

"Effect": "Allow",

"Sid": "AllowAccessToPaymentMethods"

"Action": [

MALZ : BRik IAM AR &6
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AMS BHR AR

AMS ERIKFIEAHE R

"aws-portal:ViewUsage"
]I
"Resource": "*",
"Effect": "Allow",
"Sid": "AllowAccessToUsage"

"Action": [
"cur:DescribeReportDefinitions",
"cux:PutReportDefinition",
"cur:DeleteReportDefinition"”,
"cuxr:ModifyRepoxtDefinition"

1,

"Resource": "*",

"Effect": "Allow",

"Sid": "AllowAccessToCostAndUsageReport"

"Action": [
"pricing:DescribeServices",
"pricing:GetAttributeValues",
"pricing:GetProducts"

1,

"Resource": "*",

"Effect": "Allow",

"Sid": "AllowAccessToPricing"

"Action": [
"ce:*",
"compute-optimizer:*"
]I
"Resource": "*",
"Effect": "Allow",
"Sid": "AllowAccessToCostExplorerComputeOptimizer"

"Action": [
"purchase-orders:ViewPurchaseOrders",
"purchase-orders:ModifyPurchaseOrdexs"

1,

"Resource": "*",

"Effect": "Allow",

"Sid": "AllowAccessToPuxrchaseOrders"

MALZ :

RN IAM AP AR
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AMS BHR AR

AMS ERIKFIEAHE R

"Action": [
"redshift:AcceptReservedNodeExchange",
"redshift:PurchaseReservedNodeOffering"

]I

"Resource": "*",

"Effect": "Allow",

"Sid": "AllowAccessToRedshiftAction"

"Action": "savingsplans:*",
"Resource": "*",

"Effect": "Allow",

"Sid": "AWSSavingsPlansFullAccess"

AMSChangeManagementReadOnlyPolicy

AMSChangeManagementReadOnlyPolicy

EEA AMS ZERALIRFERERRENFHLIEFHNR,

AMSMasterAccountSpecificChangeManagementinfrastructurePolicy

AMSMasterAccountSpecificChangeManagementInfrastructurePolicy

%R Deployment | Managed landing zone | B/ | fIZNARERFRKS (£H VPC ) BN

PR o

AMSNetworkingAccountSpecificChangeManagementinfrastructurePolicy

AMSNetworkingAccountSpecificChangeManagementInfrastructurePolicy

3K Deployment | Managed landing zone | &K | B2 N AREF K HREXEBEHNIR,

AMSChangeManagementinfrastructurePolicy

AMSChangeManagementInfrastructurePolicy ( BEE | Hftt | Hfb CTs)

WR CEE A | CEA | OR R CER | R | R | B ERERRR.
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AMS ERIKFIEAHE R

AMSSecretsManagerSharedPolicy

AMSSecretsManagerSharedPolicy

EE AMS BT passwords/hashes £ ZHHZHI PR AWS Secrets Manager ( ltn , AFEITHE
RIREZE ) o

B2 5 AMS H = password/hashes B Z4A IR

(Bl FESHFNT MO ANERSA ) o

JSON
{
"Version":"2012-10-17",
"Statement": [{

"Sid": "AllowAccessToSharedNameSpaces",

"Effect": "Allow",

"Action": "secretsmanager:*",

"Resource": [
"arn:aws:secretsmanager:*:*:secret:ams-shared/*",
"arn:aws:secretsmanager:*:*:secret:customer-shared/*"

]

},
{

"Sid": "DenyGetSecretOnCustomerNamespace",

"Effect": "Deny",

"Action": "secretsmanager:GetSecretValue",

"Resource": "arn:aws:secretsmanager:*:*:secret:customer-shared/*"

},
{

"Sid": "AllowReadAccessToAMSNameSpace",

"Effect": "Deny",

"NotAction": [

"secretsmanager:Describe*",
"secretsmanager:Get*",
"secretsmanager:List*"
1,
"Resource": "arn:aws:secretsmanager:*:*:secret:ams-shared/*"
}
]
}
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AMSChangeManagementPolicy

AMSChangeManagementPolicy

BRMEBRE AMS TERBEHNR , ARBROERRENFELIEFK,
AMSReservedinstancesPolicy

AMSReservedInstancesPolicy

EE Amazon EC2 TIEXEHIMNINER ; BXENER , ESRIL I EC2 FE 4,

JSON

{

"Version":"2012-10-17",

"Statement": [{
"Sid": "AllowReservedInstancesManagement",
"Effect": "Allow",
"Action": [
"ec2:ModifyResexrvedInstances",
"ec2:PuxchaseReservedInstancesOffering"
]I

"Resource": [

g

1
3]
}
AMSS3E R

AMSS3Policy

HIE Amazon S3 7 18 - 6 22 A BR LAY XR

(® Note

XEMBRARTCIE S3 FHEBAVNIR ; XTERTE | SPOHERAH | S3 768 | BIRERR
BRFTKo

MALZ : BRik IAM AR A& WA May 12, 2026 23


https://aws.amazon.com/ec2/pricing/reserved-instances/

AMS BHR AR

AMS ERIKFIEAHE R

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"s3:AboxrtMultipartUpload"”,
"s3:DeleteObject"”,
"s3:PutObject"
1,
"Resource": "*"
}
]
}
AWSSupporti [a] £ R
AWSSupportAccess

SRR XF., BXER , BSRAI] ., B3 Premium Support B1E

JSON

{
"Version":"2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": [
"support:*"
1,
"Resource": "*"

H

}

AWSMarketplaceManageSubscriptions

AWSMarketplaceManageSubscriptions ( 243 AWSEEHXK )

B, FERXE.

MALZ : BRik IAM AR &6

fR4s May 12, 2026 24


https://docs.aws.amazon.com/awssupport/latest/user/getting-started.html
https://aws.amazon.com/premiumsupport/

AMS &8 AR AMS B4R FIEMHE S

1T, BUHEITREMEEFIT AWS Marketplace [FHIBR

JSON

{
"Version":"2012-10-17",
"Statement": [{

"Action": [
"aws-marketplace:ViewSubscriptions",
"aws-marketplace:Subscribe"”,
"aws-marketplace:Unsubscribe"

1,

"Effect": "Allow",
"Resource": "*"
}]

}

AWSCertificateManagerFullAccess
AWSCertificateManagerFullAccess

SE2F R PR AWS Certificate Managere BEXEZEER , 1§25 AWS Certificate Manager,

AWSCertificateManagerFullAccessfEE , (&2 AWS HEHE ) o

JSON

{
"Version":"2012-10-17",
"Statement": [{

"Effect": "Allow",
"Action": [
"acm:*"
]I
"Resource": "*"
H
}
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https://aws.amazon.com/certificate-manager/
https://docs.aws.amazon.com/acm/latest/userguide/authen-awsmanagedpolicies.html#acm-full-access-managed-policy

AMS BHR AR AMS ERIKFIEAHE R

AWSWAFFullif [F] £ BR

AWSWAFFullAccess

SE2HENER AWS WAF, BEXEZEER |, 55 AWS WAF -Web R FREFFH A,

AWSWAFFullAccessfE B , (20 AWS BEHXK ), LLBERIRTX AWS WAF BIRE T2 1H R
PR

JSON
{
"Version":"2012-10-17",
"Statement": [{
"Action": [
"waf:*",
"waf-regional:*",
"elasticloadbalancing:SetWebACL"
1,
"Effect": "Allow",
"Resource": "*"
H
}
ReadOnlyAccess
ReadOnlyAccess

X AWS #2418 LA AWS BRES MR R RiRHENE. AWS B FRSE , AMS &F#H
ReadOnlyAccess BUR , AFTIRFAMAIENIE. EHANR SN AT REKM B PTE E4=4E,

XA RFEF EC2 ENMBEIEEEN.

MERBEBERBER AWS k5 | T a] LA A itkReadOnlyAccess 22 & B ReadOnlyAccess B
o AETCHAMAARMRIEHENE , B ReadOnlyAccess RIS & F4E B KatE AWS RS
LA 21% ReadOnlyAccess BRI ER 2 # .

Rk ERKX (SALZ) : BEEE AMS 2K ERXBRIA. REEXNAFAEEE 50 T—
&, SALZ : BUAIAM AP AE
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https://aws.amazon.com/waf/
https://docs.aws.amazon.com/waf/latest/developerguide/access-control-identity-based.html
https://console.aws.amazon.com/iam/home?region=us-east-1#/policies/arn:aws:iam::aws:policy/ReadOnlyAccess$serviceLevelSummary

AMS B ATRIST AMS BRI SEHE 8.
SALZ : BN IAM AF A6
ZRik AMS 20K landing zone A A &K JSON BEFHH,

® Note
SALZMIARFAGRITBEENN , TRESNMNKF MR, RETOAKIEHABHTHA,

UTREIASALZ AFACHNRE, EMRENBRETRE , HE1Tget-role®mt, HE , BR
AWS Identity and Access Management 2% & https://console.aws.amazon.com/iam/ , RGIEF “H

&%
ERFARAGRSIRBNEAS, BTRREZAGHAS (JSON),

Managed Services 1T BUR :
FEERS IAM ReadOnly BUR

Managed Services f P B3R

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowCustomerTolListTheLogBucketLogs",
"Effect": "Allow",
"Action": [
"s3:ListBucket"
1,
"Resource": [
"arn:aws:s3:::mc-a*-logs-*"
1,
"Condition": {
"StringlLike": {
"s3:prefix": [
"aws/*",
"app/*",
"encrypted",
"encrypted/",
"encrypted/app/*"
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https://docs.aws.amazon.com/cli/latest/reference/iam/get-role.html
https://console.aws.amazon.com/iam/

AMS BHR AR

AMS ERIKFIEAHE R

"Sid": "BasicAccessRequiredByS3Console",

"Effect": "Allow",

"Action": [
"s3:ListAl1MyBuckets",
"s3:GetBucketLocation"

1,

"Resource": [
"arn:aws:s3:::*!

"Sid": "AllowCustomerToGetlLogs",

"Effect": "Allow",

"Action": [
"s3:GetObject*"

1,

"Resource": [
"arn:aws:s3:::mc-a*-logs-*/aws/*",
"arn:aws:s3:::mc-a*-logs-*/encrypted/app/*"

"Sid": "AllowAccessToOtherObjects",
"Effect": "Allow",
"Action": [
"s3:DeleteObject*",
"s3:Get*",
"s3:List*",
"s3:PutObject*"
1,

"Resource": [

i n

"Sid": "AllowCustomerTolListThelLogBucketRoot",
"Effect": "Allow",
"Action": [
"s3:ListBucket"
1,

SALZ : BN IAM AR AR
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"Resource": [
"arn:aws:s3:::mc-a*-logs-*"
1,
"Condition": {
"StringEquals": {
"s3:prefix": [

Il/ll

"Sid": "AllowCustomerCWLConsole",

"Effect": "Allow",

"Action": [
"logs:DescribelLogStreams",
"logs:DescribelogGroups"”

1,

"Resource": [
"arn:aws:logs:*:*:log-group:*"

"Sid": "AllowCustomerCWLAccesslLogs",

"Effect": "Allow",

"Action": [

"logs:FilterLogEvents",
"logs:GetLogEvents"

1,

"Resource": [
"arn:aws:logs:*:*:log-group:/aws/*",
"arn:aws:logs:*:*:log-group:/infra/*",
"arn:aws:logs:*:*:log-group:/app/*",

arn:aws:logs:*:*:1log-group:RDSOSMetrics:*:*"

"Sid": "AWSManagedServicesFullAccess",
"Effect": "Allow",
"Action": [

"amscm:*",

"amsskms:*"

1,
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"Resource": [

i n

"Sid": "ModifyAWSBillingPortal",
"Effect": "Allow",
"Action": [
"aws-portal:Modify*"
1,

"Resource": [

i n

"Sid": "DenyDeleteCWL",

"Effect": "Deny",

"Action": [
"logs:DeletelLogGroup",
"logs:DeletelLogStream"

1,

"Resource": [
"arn:aws:logs:*:*:log-group:*"

"Sid": "DenyMCCWL",

"Effect": "Deny",

"Action": [
"logs:CreatelLogGroup",
"logs:CreatelLogStream",
"logs:DescribelogStreams",
"logs:FilterLogEvents",
"logs:GetLogEvents",
"logs:PutLogEvents"

1,

"Resource": [
"arn:aws:logs:*:*:log-group:/mc/*"

"Sid": "DenyS3MCNamespace",
"Effect": "Deny",
"Action": [
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"s3. x"

1,

"Resource": [
"arn:aws:s3:::mc-a*-logs-*/encrypted/mc/*",
"arn:aws:s3:::mc-a*-logs-*/mc/*",

"arn:aws:s3:::mc-a*-logs-*-audit/*",

arn:aws:s3:::mc-a*-internal-*/*",
"arn:aws:s3:::mc-a*-internal-*"

"Sid": "ExplicitDenyS3CfnBucket",
"Effect": "Deny",
"Action": [
"s3. x"
1,
"Resource": [
"arn:aws:s3:::cf-templates-*"

"Sid": "DenyListBucketS3LogsMC",
"Action": [
"s3:ListBucket"
1,
"Effect": "Deny",
"Resource": [
"arn:aws:s3:::mc-a*-logs-*"
1,
"Condition": {
"StringlLike": {
"s3:prefix": [
"auditlog/*",
"encrypted/mc/*",
"mc/*"

}
}I

{
"Sid": "DenyS3LogsDelete",

"Effect": "Deny",
"Action": [
"s3:Delete*",
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AMS ERIKFIEAHE R

"s3:Put*"

1,

"Resource": [
"arn:aws:s3:::mc-a*-logs-*/*"

"Sid": "DenyAccessToKmsKeysStartingWithMC",
"Effect": "Deny",
"Action": [
"kms:*"
1,
"Resource": [
"arn:aws:kms::*:key/mc-*",
"arn:aws:kms::*:alias/mc-*"

"Sid": "DenyListingOfStacksStartingwWithMC",
"Effect": "Deny",
"Action": [
"cloudformation:*"
1,
"Resource": [
"arn:aws:cloudformation:*:*:stack/mc-*"

"Sid": "AllowCreateCWMetricsAndManageDashboards",

"Effect": "Allow",
"Action": [
"cloudwatch:PutMetricData"

]I

"Resource": [

"

"Sid": "AllowCreateandDeleteCWDashboards",
"Effect": "Allow",
"Action": [
"cloudwatch:DeleteDashboards",
"cloudwatch:PutDashboard"

1,
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"Resource": [

i n

& P Secrets Manager #ZH%

JSON

"Version":"2012-10-17",
"Statement": [

{

},

"Sid": "AllowSecretsManagerListSecrets",
"Effect": "Allow",

"Action": "secretsmanager:listSecrets",
"Resource": "*"

"Sid": "AllowCustomerAdminAccessToSharedNameSpaces",

"Effect": "Allow",

"Action": "secretsmanager:*",

"Resource": [
"arn:aws:secretsmanager:*:*:secret:ams-shared/*",
"arn:aws:secretsmanager:*:*:secret:customer-shared/*"

"Sid": "DenyCustomexGetSecretCustomerNamespace",
"Effect": "Deny",
"Action": "secretsmanager:GetSecretValue",

"Resource": "arn:aws:secretsmanager:*:*:secret:customer-shared/*"

"Sid": "AllowCustomerReadOnlyAccessToAMSNameSpace",
"Effect": "Deny",
"NotAction": [
"secretsmanager:Describe*",
"secretsmanager:Get*",
"secretsmanager:List*"

1,
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"Resource": "arn:aws:secretsmanager:*:*:secret:ams-shared/*"

}
1
}

FERHIZITREE

JSON

{
"Version":"2012-10-17",
"Statement": [

{

"Sid": "AllowMarketPlaceSubscriptions",

"Effect": "Allow",

"Action": [
"aws-marketplace:ViewSubscriptions”,
"aws-marketplace:Subscribe"

1,

"Resource": [

myn

RRIA 7 ] By R S 4
X L R T F) SR B SR AT 3R 9 BRI B K AL
(® Note
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Linux SEfEs OM MM : Linux #2612 : CORP #2488
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Windows 4% 3% fllum O

XLEEH N B &3S AMS Windows #3317 O WIEFFAEDN,

AR S5
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LDAP
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389
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7
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AWS Managed Services RS EE

£l

« AWS Managed Services # B Ik 7 & I8

« £ AWS Managed Services FFF AR RS
- EFPFXREE (CRM)

« AWS Managed Services F B A {E1L

« AWS Managed Services # Y R % B 6]

« 7£ AWS Managed Services F3RER#E Bh

AMS BR55 f1A N & AR S o

AWS Managed Services B Ik - &EE
RENE AMS K EE,

BRI EN RS AL IE (CSDM) , FUREEN AMS HIREZNRIE , HiFH T HRITERENAL
MEFEAREN, CSDMs 5EEFZRE, HAREFZLE, AWS Managed Services =2 (SAs) #l AWS
RRFRET () & (WER ) , UBHEIFHIE , A EEMNIGARXNEZELREPRMEKES
BB, CAsCSDM 2 AMS EEKR R, B CSDM WEERRR :

- HAHEREEFNAERFSFER,

- REAEXZEM, IRRGERNRIN 2N FEHAER,

- XIFENWER , BIE AMS HIZIREE R,

o [ERIH RN E MRS IREE KR

- AMFMNAEMRCEIRE LR,

£ AWS Managed Services FF IR HRS

PRSI 4R © AWS Managed S ervices KFHBRSH R AHRE—NMNAFTANE—X , EZ/E , AWS
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ARSI 8

- RRRATEN—F , AREHES.
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AR &5 FF th
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it
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B2

EFXREE (CRM)

AWS Managed Services (AMS) 1t TZE X REE (CRM) i , MRS ELEIMERFHEHNX
Ro XMARHEMZAMSH BN ZHERAEE, CRM REEBTEH, £EiHER

o BRI S5 B/ R U AH B X EF R
« YREVREN MR
« AMS MIENTRITEMN LSE

CRM REAYT AMS A —BHFZREBRMHERES , HEEBES AMS BIxR, CRM REZ2HE :
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- EXERBRSUHAZENERMER,

- ERFHFEQWLESELME , it AMS RSEE. SLA, SREMENLFZFRHNEMERL. TS
BEETIRARN , S, AE. FEMTITR,.

- FRARMNNEFBAEERENSWRIBREZRENHEE.,
- EREEENAESRIREPHREF K.

- BEE-BEERS , UBESHNIS, XEERARAN AMS RS FHNRESER-ITNEN
&

CRM £

AMS ZRFRXNLIE (CSDMs) EFiELEF < , (TIelRFHE (EE. RN~ melHH ) NeEA M

(SLA &, HEEHEMMENLSERNEL)
£ A% Mode 25
B RARZSE REFBROFBEHEHN, T, Z2F  HHEFS AMS : CSDM #
( ik ) . BEEiEF location/ =M (CA)
Telecom/Chime
12 B EBE (+/-6) EFRDERHN
. il N ]
mﬁﬁ*i)??;%ﬁﬁ;&;fﬂlgrﬂ%z zzu . z_:/gﬁﬂj?ﬁ
ExBRERH ¥, Application
Support, ZR#3H
RAEE )
# R ILFEm EERSHBIMERE (RS, oA WHES AMS : CSDM,
) location/ =M
Telecom/Chime  (CA). AMS &F
W55 #r
CRM 72 W7 May 12, 2026 38




AMS BHR AR

AMS B4R FIEMHE S

2W

Rl 55 Bl

CRM W& H#k

Ak
P RELE

CSAT

1B MRS RADPI (SLA) S8 A
BH(61MA)

B RIRAY 12 £ 3 A 6 B/9 AitXl/
%

XU RS
FmEs&EIE
RRTE—HHH
TR

DR
AL

AMS CSDM fARRiER LW , TIE .

- BIEWE  BRTHHE. WENELERE,
- BIEBSRAWEFENERTEFIXR , BRI E ZITXITRMER,
c ERWEREHN—NMIHEERES R FERHRELED RQWLENMTHIE FIK.
« FRWICRFEERNNAEEFRES,

Mode

NgEFAE

s5%

HRA, AMS FAR
= BRI (TPM)
(A% ) . AMS
BEZLE (1
%)

& NRAEFE
EBAX

AMS : CSDM,
=ERMYIH, AMS
EFHE. AMS
BRSSE 4. AMS
BEERE

& NRAEFE
EBAR. BS
K&K, RSEE

CRM &1 &k

W7 May 12, 2026 39



AMS BHR AR AMS ERIKFIEAHE R

HECSDMBRERNBERT , ERFLWUNAMSKREEN T R LWICF,

@® Note
&H) CSDM £ 588 ERIEZNIKFERE,

CRM AEHRE
#£19 AMS CSDM A% 3 X %8 A RS AMAT IR, AHBEUATHENES :
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. FHEMNRE
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(® Note

AMS EEF X —EBREBFTRAMLILNG, F—FRAECRE—HEIERITMLILRIESZEN
PDF #1 Excel BB F&#, EiHEXERE , BITFRAMLICIRIEISE ZIP X4,

AL HESR
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ff 4% RFC?

TEIER (RFC ) 2IEZWMAX AMS-managed SME#HTEXR , HEFiL AMS REREBHITENR, E0IE
RFC , &AM AMS BB At 1TiE$R | %8B RFC S8 ( flanitkl ) , REMER AMS #H A
API i 5 CreateRiciERiER. SubmitRfc

RFC @&MAMAE , —MTRFC A , Z— M ATEERE (CT) S8, EoTITH , BALMER
MEX RFC a2 JSON #AVFR#E CreateRfc 4Rk , ZEREEEIEMN CT JSON R4 (&£ T
CTZ# ) —RBEEHEXR, CT EME CT WIFEXMER, CSIO (K7, FX3|. WA, &##F ) BN
CT WEEXMNER, €2 RFC RHRAFEIEE CT ID,

RFC £ AN R B ER : WIEMNIT,

1. BRI R , AMS 2% E RFC BRITZEMMERM, AMS ELBRB\ERINNRERAIRENZE
2ERFITIME. AMS 2RIEFTFERNEXREERA TINIT,
2. EHATHER , AMS = X EHIK P #H1TAIE RNV E R

AMS BE HaNLRE. FHRBIAFENASRKLEBXTIMER. FahnEH AMS ZEFAMLLE,
BXREZER , B5H BaIF3) CTs.
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( #EF AMS ) BITE . B30, XL CT F£FAB3L#H T RFC BIEFNT , XEZIMUFH RN &
R E,

- (AMS B ) 1TEX . FHFIEE . REBNL. X CT EEEAEINFHREHT RFC
ERRIT. MREFITEHRITERBERNEN , I RFC (B EHZBHEDIERIR RFC ) BXRE
AMS ZEHFARRBITFZIAIE, RBREXE CT AIUEERE#BEKRENER , Bt AMS 83116,
DA IE A BRI IT 4 RV RS RIAEZE,

- MITER : FHAEE : EEFK., B ct-1e1xtak34nx76 Management | Efh | Efh | E37 ( FE
& ) o ct-Oxdawir96c y7k B | Hth | Hfh | 12 (FEFH ) BRWER. XL CT kKB F3h
L ERFTHIEMHIT, XE CT RTFHNEEE RO FHHERE,

HERAITTR (B ) SR (KW ) B, AMS LBERIE,

(® Note
BRBEBR RFC MEMNER , BSRX AMS @y RFC fHiR# T HEHERR.

TE#R T EREXH RFC B TERE

£ AMS API/CLI B3 1T & 1938 3iE

£/ AMS API/CLI Bf , X FERIRFHERFHTERRIE, EAKSRAFHRERNZS
iF$ |, B{FE A cal. GetFederationTokenAssumeRole. AssumeRoleWithSAML %
AssumeRoleWithWebldentityAWS &2 SRS (STS) APls,

FIARRFER SAML, REZTKRE , BUUNFIBRNEMNMRERI—INSH. HIM : aws --

profile saml amscm list-change-type-categories,

SAML 2.0 BEE MK —MREAZXZES N APICLI BLE AT LR B EE XHE
Eset AWS_DEFAULT_PROFILE=saml ( X¥F Windows ; X} F Linux Nl @iX#export
AWS_DEFAULT_PROFILE=saml )., BXi&E CLI M BT ENEL , BSHEE AWS S 1THE ,

HEEE,

T# RFC Z211ie

AWS Managed Services (AMS) ZEEE#EREZEATEHRBIMNNEHIKS PN ERRHITLES
5,
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e, MEWENLZEARSERHIEL RFC, EXNAAERLETIIME , LT ENAMSIZE R DT F
i, MRRNBFENFRZE , NWEEEAMSHIBHTHAN TFEMA

AMS £ RPRIE

AMS BEARIFEEN T RIEZSVE, BEEMRE , UEUKFNELRZ 2, AMS MEEHAIEFIX
2 79: 38

EAATRERRE AR AT AR EEKS 22 RN EERBLIXNBEERRE , AMSREIFMEX
R, HRENENRZEAREZIRHIEL, EENAAEXLEZHITTME , LiFEREXISAMSHIK
FPIEERIFEEATNEE , WRE , WEEEAMSAIRTINANTENLE,

RFC B R£ R K EE (CSRM) R

HENEATHNEABREQENREER RN , AMS 2FEE X , MAEZBEREELBEHERER
H, NITBLEKF N E2RR, MREREIERETKFHEREWRR , AMS 288X XL E AIEHY
REFARBRAANITREE ; HE  IRTELHEFRTERFEENETEXE , AMS FFUUK K1
ENERAIRENZLARKRANBBELE (HATX ). AMS BEFRRESRESRE

« BRBEMWIRZXEFFEARE EBNAEE

- FERINHEXEEERE

s REARRTHEFAEALAXRRANEELZLBRR AN
- BAEBIRIREAVIFREEITH

R R ARIR AR SR IEE & X

BB AMS HARFRE X Mhttps://console.aws.amazon.com/artifactER IR G IR HA S E, EIRX
TEHF (RFC) 28l , BFEA AMS BRFHENY , TREFREFTELNRENZLRRAABEINEK,

FEHRINEERRE , £ “RE £MFEREDER “AWS Managed Services (AMS) FEARFRE” , BIH]
BB ARIRAHE AWS Artifact 3 & AWSManagedServicesChangeManagementRole,

(® Note

B IKF landing zone 1 #Y Customer_ ReadOnly _Role AJ LA 8] AMS HARFRESI R, 20K
F landing zone & , T2 &8 5 AWSManagedServicesChangeManagementRole & F 1 5
FAERA AWSManagedServicesAdminRole £/ i & kX5 o] A F 1A 308, a1 REHIERAGE
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RBARENAE , iFIE— Other | Other RFC RFERIFENR , BIVHEMIEENEENA
.

THE RFC ZERHHR
SAEIRR RFC MEANE BRI S NFHAL :

A

- #F D RRATRIRER.

- BE  WoEATEFRMBREAR, EBEFIEBEHRES, MEBHIHAZUKRES. &1 AMIs,
B SMIBRERA E RRE,

T & RFC BRENEDIRE

RfcActionState(APN/EZNRA ( BHIE ) AIRIBR T # RFC E AN TS RIENIRS. TEART
F3) RFCs , RfcActionState dJ#BN&E T R IEH AMS 2 E S MR EEXEITE) , HEBNER T #7
MB‘*%HHHEE*W%EﬁmmeEE%TH@EEE%E%¢W%WﬁﬁWE%EO

RfcActionState(AP)SEZNIRES (#BHAE ) EX :

- AwsOperatorAssigned: AWS iz &/ IEEE IR B 28 RFC,

« AwsActionPending : it AWS &t B R = K EU1T30 .

« CustomerActionPending: Flit & F &t [E B 3% K BT 300

+ NoActionPending : AWS & P9 EXEEMITEH,

 NotApplicable : IWIRASTEEH AWS EEREHEFIRE , ReEA T RFCs EILINEER 1 2 Bl B /Y
RS

RFC RIERS AR , EABRRTRINEERAEREZFEZAIFRURREFIUTHREN ‘R
R
- HER, #ENBHERERITXINFIHIEEREHE RFC ActionState E X :

- EERXFM. MEM RFC /7 , ActionState R < Bz EkAwsActionPendingl , RRBRER
EEFKAMALHE RFC,

o HIRERTFHRIVINTEMRMN RFC B, ActionState B, AwsOperatorAssigned

- HEEEHMELN RFC 5, RFCIRAFEZRR “BitXl” , HActionState Bz B X
. NoActionPending
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 ZEiX RFC BWHEF taatE G , RFC IR FE XA InProgress , HActionStateHZIER R , &
T~AwsActionPendingZE EiEiRk— B IRERAXRTE RFC,

- HRERTFHRENZIT RFC /Y, 12 fFHE XActionState . AwsOperatorAssigned
- TG, BEANXMA RFC, X4 B3N EKActionState s NoActionPending.

/A Important

- BEERBRIERS, EMNELRE RFC PHNEHRAFIRE , EAH AMS BERAF3HR
=,

- MREE RFC AMEH , MLBZRE RN, ActionStateAwsActionPending

- B2 RFC B , £ActionState B311% & 5. NoActionPending

- X RFC J§ , 2ActionState 3118 B 1, AwsActionPending

- ¥ RFC #1E4. CEUERCDERBERESN “HIh” & “AM" i, 2RBZE
B ActionStatey NoActionPending.

- BHMFHRERSHEA RFCs , EFFHIRERSRKREE , RFCs RAX LR IRE
RFCs BEEZEEBE.

B E RFC BERZS A IR A
Bl . F3) RFC RN TR 4%
- BRXF3 RFC j§ , RFC B#ERT LB FEH NAwsActionPending , R RBRERFEFTRAH#E

RFC, HRERFHINMEFEMN RFC i, RFC BERDFEHRN. AwsOperatorAssigned

« LLFZ RFC R , ZF3 RFC BEREBHEH S LHFFTFHRIZIT.
—B RFCRBSEHNInProgress , RFC BERAMSBIENX
Ho AwsActionPendingAwsOperatorAssigned ¥#ERERFHBMRMEIT RFC i, BFBARER
Ho

« F3) RFC TG ( A “BRI” = “KM” LR X ) , RFC B#ERASFNoActionPendingE X
N, "RABEFRBRERTEXIEH —FH1T3,

Rl : RFC BfE
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- WRRF3 RFCPending Approval , AMS R AREZSELREESFEE . EEHNME RFC X
WmEH , H N RFCIEBERSER N, CustomerActionPending BB AFNEFH RFC BEXRE
Bift , RFC #ERBS LB EH . AwsActionPending

- HAZHF3 RFC KXMBT , LAILAE RFC H#FAFEEHRMINER |, HE AMS B4ER RFC XK
WRE, AMEHE , RFC BERTEEIREN. AwsActionPending® AMS REREE RFC
BEENEH , RFC BERDSFEER RN, AwsOperatorAssigned HiRERBEIRMFH RFC
BEXRMEEMA , RFC BERSALIZE N CustomerActionPending , R RN EFEE S
—ANER , HEIRENNoActionPending , RRABEZ MU FELAFTERMITAFEFEMIE N,

T ## RFC RS

RFCRARB AR EREENER, &£ RFC Z1THIE , &AL CLI i i PR RIX LRSHAE |
AT LUBIE RI#T 2R & & Y RFC 53R 0T E SR X LR AR,

R AR 1Z RFC M EE NE LEE RFC WA , ATREMNTFI7R ¢

RAIBEREIIRFE R —MRXBRXH RFC. = AMS RERERANRAEH CT B , 1%
RFC FRXIXHFERELRN RFC JIRH. AXEZER , BEH NBRNEHHEERE,

/A Important
EAILLER RFC RASZEBH, BXFMES , 5 RFCREESEL,

RFC IRAT
FXZh Failure

48 . RFC ERIBERRER B4 . RFCs BERNBIERMMHIEL ; 5

e N m, BETTITANRER , BIFH
PendingApproval /23X : RFC 28X , R%

EERERESTEME  AEFTENRELE EBUH : RFCs ZFEABUE , BERRANENE

BLERYTT IR S R 2 B R BT KIE
AWS #itiE/& Pt - RFC ERGHLAE. B3

RFCs 1 AWS #t# |, F3) RFCs HIR{ER #t KM : RFC BEM ; BEXEMER , ESHm
AN EEFFH#E H StatusReason HHY , AMS R{ES B3 8I22
HELHBREREESENE
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X 2h Failure
2it¥l : RFC B @I iEEMERREHITRE
1T

InProgress: RFC 1[E#£i=1T , RFCs &% | B
BSNRREEHIZIT UserData , EEEKMW
B E] =+ BEAE 1T

21T : RFC 2517

FXZh/R3h : RFC ERZhTERL

® Note
HUHZ3E4 RFCs Al A EFHIER UpdateRfc ; % E# RFCsESH,

MR RFC B TAIEXERY (HlWn , EETHELENSHE ) , IIRBDFER

B PendingApproval ( BMfER Bzt CTs FEHE , IR FENSHREELY , B3
HITEH ) . MERESE , MRS HEHRNRejected, StatusReasoniBHEXRIELIE
B ; ExecutionOutput FEREHAEXHAENTERNER. HIRKBIIE .

» InvalidRfcStateException: RFC KPR R VFHITHIEARVIRIE, Hla0 , 2R RFC EX R "EEX”
RS, MTEBXNHEH#ITIE R

« InvalidRfcScheduleException: StartTime EndTime. =X TimeoutinMinutes S¥# 815,

« InternalServerError: RZIBE T @&,

« InvalidArgumentException : Z¥IEEFEW ; flW0 , FH T FAEZHNE,

« ResourceNotFoundException: ¥R 2|4 ID (&,

MRITRIEROFBME R E (I TEZEITED ) REEEIEREBHAEZE , RFC KRS
fCanceledEh N, MREHIKREBH#A , N RFC RN ScheduledEH N, ASAP HEEIZITE O
RFCs X atE L CT BExpectedExecutionDurationfB.

EEXEZETEOERZENEMRR , A MERHEUEITXZEE ( RequestedStartTimesE CLI F
FEARK ) . WRITKERE SR , WAMEHER.
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HERFHENE (ITRHRAR ) BkEETRE , RSFER N |, TEHTEME
W, InProgressREXRERENTEZTEARNTHE , MRBFERNSuccess, MREHPE
DLW , REEFETEALERNEIHEHRTP , MPRSFEHR NFailure,

@ Note
ffInProgressSuccess, HFailureESURAHIE |, oA EHHEUE RFC,

TBE 4B T M CreaterFC A F ZIfEHTH) RFC IRZ,

T 2 RFC B3 CTs # CloudFormation #E iz {m =4

£ AMS S B AR PSR CloudFormation ik, WRARMSHELRS 1 AWS B
HAEEEY , WEAR CloudFormation IRIERFTES. MBXEXMER , HFELLREES
AMS B EHAIRER AMS HAF , U AMS B3I ARAAFREHN THEREANSH, LE
BUESERAE , Bt , DRENBEATAG AVS BEEH , AMS T A ¥ RFCs BEH EHX
=,

EEETMESCRENIIKR | BEMAES A IRIERS.
BB FAQs

BX AVS EBIHHRBNER, BUUEARTEIREREHREIE , —HRITEN=F3)
g REAHL , Z-HEITEN=83).

FREBISE M RR (ct-3king0u4l33zf)

X ZEREEFERRT (ct-3kinq0u4i33zl) THFMWER, EEEFEMER , XA REBD
{t” (ct-34sxfo53yuzah) EE R,

AWS::EC2::Instance

AWS: :EC2::SecurityGroup
AWS: :EC2: :VPC

AWS: :EC2: :Subnet

AWS::EC2: :NetworkInterface
AWS::EC2::EIP
AWS::EC2::InternetGateway
AWS: :EC2::NatGateway
AWS::EC2: :NetworkAcl
AWS::EC2::RouteTable
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AWS: :EC2::Volume

AWS: :AutoScaling: :AutoScalingGroup

AWS: :AutoScaling: :LaunchConfiguration
AWS: :AutoScaling::LifecycleHook

AWS: :AutoScaling::ScalingPolicy

AWS: :AutoScaling: :ScheduledAction

AWS: :ElasticloadBalancing: :LoadBalancer
AWS::ElasticLoadBalancingV2::Listener
AWS: :ElasticloadBalancingV2::ListenerRule
AWS::ElasticlLoadBalancingV2::LoadBalancer
AWS: :CloudWatch: :Alarm

ERI R E SR
BXRER AMS ERIRTEXBEY RBEHE,
BXREBBEDEIFNERIIEK , BSRIEFEBBENRIR (ct-8king0udI33zf).

/A Important

EBIEE S UUEREIR and/or S8 , H B NSNEFHIEH AR b R ARTZ 4% B R AE ] [E £ F XL
HERR Y BN {L A E B ET AV AR AR TS 2, £ IBEAR and/or ZHMAHTES A SH
KR RIRAEBIAEE N

TREBFL. B31b, CT ( ct-3kinq0u4l33zf ) 4 RFC XZ#FHEE 10 MER. B 10
MEXPEERRHOER , BLIBRFHNER , RFCs BERIFTERREEIELE.,

BN ZE AR B AR ERRE ?

BIMNBUELTRER TERLTHEEB3L. B3I CT (ct-3king0u4I33zf) :
- BRRAFEABY CT NINEHRBFEHRITER , 18 RFC R RHERIEL, DRIFTED
- IR EFEAN Update CT , ERTHREZER , EAKMT . BLEFERZEHEH , AIUHARE
Bah{t. Fzh. CT,

BNEUMXHEBIIR T HERRRLESEREBNL. Baft. CT (ct-3king0u4I33zf )
REEBIRCREFEEBSIL. B31b. CT (ct-3kinqOudl33zf ) , REZBIEERXERD
. Banfb. CT RMaY , FEAFEEBNL. F35 CT ( ct-34sxfo53yuzah ) .

188 BRI X HEAR HE 4T T R ok 2

EE FREFHERER and/or SH , EAHRTRBENEML, EEXXESEHEERHER MR
KB, AEEE TR BHERRERE R 28 E.
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BAVEN S g2 B BN HAREAR and/or SHPTIMAIE R ?

EX RFCHEEH , U TEEUTERNETERE .

« ChangeSummaryJson : @EERNREINK — 2K HERENR and/or SHHERRE. D
SN EBINIT. HEFRETEEIMNNEBNER, MREEHRD , BREFZE - MM EBRHEI.
BXZIRFHITHE , 55 ExecutionPlan JSON H#, flin , 718t RestoreReferences
BRERERENT , HESEATBEREHRN JSON, WRTE DryRun BX TETEE |, NiX
LCEREFNATHK,

« PreRemediationStackTemplateAndConfigurationJson : ‘@&7% CloudFormation 3%
it &1EE StackPolicyBody 2 BIRV#RELERER , BEENR, S, W,

WITEERREEMMTAL?

/A Important

BEEMER RFC HERRENSHERNSBKRER A ERFEEREAFERCEE
KRR BL. IHMEEEE , RAEAIBAYENR and/or S8 R & X AR 7 IR i B
—SHNBIREE R,

HEIkBHE  BNEARF2ZRR@E ?

HRR—IELIRE , R8T CloudFormation 4 EE L#H 1T, TX KRR FERITEMER.
BER , REBNEFERAEE | Hft | Hftt RFCs KEFH IR ?

BINBEWEHRAERA T AN B3 EMREIHERTIR CTs, MRAAMER CTs TXIFENAM
FEAEE | it | HiER,

BERGEHERPEBEMMAR?

EETREMRFUREMHER, B2 , BE QIR @ EHRERER T HIE T2 U7
EERBERESE,

IEERING 2

BEFEFADTNBIEEREE , ABERETMNT, AXERIERAMNBERT , BEIEH
Fib , FEFTKXHERERBSBHTEMER, AL, AN IFHARRKENITEE.
WMREERKI , MTERHER TR ?

PRATLAGER “B 18 | Hfth | Hfth | FH CT” (ct-Oxdawir96cy7k) RIERE R, AMS X R B R# 1T
2, HAE DB ANERR S R

T#EHE>X RFCs FR4s May 12, 2026 67


https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/metadata-section-structure.html

AMS BHR AR AMS ERIKFIEAHE R

BB ERN ER RN TN FIRREA HK ?

A, BER , REEHKPLUIENRFEREEDERN , T2RTEE. MREEAFRZZE
HRRIER S DRIFTED , NBEFT &ML,

REEB B RX BT IE CFN Ingest Bl HERFITINE ? CTs

A, iR T oIEHERAYE R B |, #R A LA R IMITIBE &
BB HEEI R B X HERPITHEE K ?

A, MAMERRAERM T —/NDryRunikt Bl , & A A A ZE TR E REMIKIEE T FERNITH
EX, BR , RENIKRERAERLKBMAE , EAETRT AR EFENRE,

AfEZ 5k RFCs
ARLZHEEE R LR RO TF A E RFCs, “BRERH AR RME T U TR -

« RIRITHENR : AMS —2#t | AN EIEIT RFC, KZHM CTs #HIR Bzt EN, MREFRFLE
RFC £ ER A B3 , B II%EI,

- ZHNHER : RE RFCETHWEE, RAMMK, XTEHFTERH  HEHEREITRIER RFC
BED 10 D EHEETBRETE,. W THEEEHMCTERE  SEEEITRIER RFC FES 24 /Mo
NEFEFARE, MR RFC EE B ARE 2B RIREHE , N RFC FikiE4,

RE RFC BYiE &
ELHRFC , BEAUTHEZ—
RMATHE X

o L A AT XEABRIAN RFC BE &,
« API 5 CLI : HiBR “612 RFC” #4EFHIRequestedStartTimeHRequestedEndTimeiki,

MRERREHN=TRARIREHE | ASAP “EE H3NL” RFCs WA FNEL,
ZHEX :

o BEA ER RELRFER BIRZH, FITHF FReE X8, Farm A BESER B hEgER
B, @ ALLISO 8601 &KX RH UTC BtE , REFEA TR IIXRERES, BRIAVBERT , AMS
£/ 1SO 8601 & YYYYMMDDThhmmss Z 2:mm: ss YYYY-MM-DDThh z , iX 7 #4& =X &R 44

¥,
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® Note

BOAGE RetE RN AT RN RS 4 /et EFTRIESNERMBERERN 4 /NaTA
L, FEM API 5 CLI E1TE &

« API 5 CLI : ¥ “8]2 RFC” #{EH1E3XRequestedStartTimeHRequestedEndTimeS K E,
fEig Bt iERequestedEndTime H T EF L EL BN B EIRENZT. T “REBHL EXE
RKH  WMREE AMS EEWRMPEFTHELED , HERIEES AMS & , M AT ARFIES , &
ARE L ERIBEHIER RFC, RequestedEndTime

® Tip
Bttt BbrAER ENERM R | BESH Time-is Mt EH UTCo T 2 220 &
date/time {3 2016-12-05 B9 1SO 8601 &Rl : 2016-12-05T14 : 20:00 Z =,
20161205T142000Z,

MRIRERA...

« R aRequestedStartTime , RFC ##lH 2 ERequestedEndTime® , HEH
#ZExecutionDurationInMinutesEiE%R,

- R aRequestedEndTime , EA1H— InvalidArgumentException,

« W&RequestedStartTimeFRMA ZRequestedEndTime , HAIRequestedEndTime AIEERFF
REtE AN EiZExecutionDurationInMinutes{EZE S,

« RequestedStartTimett ~N2RequestedEndTime , RATFXLEEREZNZE , HH RFC AR
ASAP RFC,

(® Note
S FrrE B R HERRTE RFCs , K18 EN L Rt E B K
FEEM AT B RequestedStartTime il L BRI E KR
HExpectedExecutionDurationInMinutes@M., %l , &0
RExpectedExecutionDurationInMinutes} “60” ( 2% ) , ¥8
FERequestedStartTime12016-12-05T14:20:00Z (2016 £12 A 5 H
BER 4:20) , NISERRERATEFIREN 2016 F£ 12 A 5 HiE= 520, E&E
¥ ExpectedExecutionDurationInMinutes S EERERY , BEITUTHS :
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aws amscm --profile saml get-change-type-version --
change-type-id CHANGE_TYPE_ID --query "ChangeTypeVersion.
{ExpectedDuration:ExpectedExecutionDurationInMinutes}"

£/ RFC L LRk

ffEAexecution mode = manualZEEXHBAPH AR EIIRE AMS SEZ DEEBERNWEE
.,

L EM{I Fexecution mode = manual :

HMF3 RFCHMREEREENS. FHIK, RFCs 7 RFC FRSFHK A B #r (SLOs) K HIRA AT [H AT AR
T, HERFCs AXN ‘" cHIEET FRE Mt E, RFCs MREE TRMLERIREEML LR , Wik
R PR AT

REAESHEL RFCs

RFCs RRXMFEEH#E ( F3) ) CTs BFIREBLEH AMS WitE, RESCBFPLETEHECTs, B
REZEE , BSH CT #HAEER,

® Note

FHFEAR CTs , AMS BIUEER “RIREZH BRI ( ERFIAPIER “RIR”, £ AP I/CLI F
FFHFBMEREEZE ) , BRAXLIRI CTs ER AMS BERKE RFC , FAgeE#LEMNZ
T2 EENE, MRERIXLES RFCs , BESHEBEHED 24 /MetintiEl, MREFEFF
taEtE Z BT ARIRSHLAHE | RFC FH B 3hIE4,

R AMS RINER T FEHEMN RFC , MATER G AR E, HE , MRERERXFEAEDN
RFC , MA43RE AMS fyHitiE. MREFEH#IE AMS XM RFC |, N & [ E KA B FEp 4 B Atb T
ERENBRE , BRILHE, BESHE RFCID., RIEBEGF , THITUTE—RE

- EHAHESEL  £A RFC FAFEEREERMX RFC :

« API/CLI #t : FE X ApproveRickric N EHHE, MEFMEENRESHETE | N XAIME N RET
. LT R CLI #tEGmTHRAE, AT REIF | RFC_ID BN HENE RFC ID,
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AMS &8 AR AMS B4R FIEMHE S

aws amscm approve-rfc --rfc-id RFC_ID

« API/CLI $E4: : FFE K RejectRichRIZ N BIEL ., ST R CLIELGTHRA, EUTRAESF |,
RFC_ID E# A # MK RFC ID,

aws amscm reject-rfc --rfc-id RFC_ID --reason "no longer relevant"

F1i5 RFC BRHIZ1TH
DEHARMA , BTUERRHZLER AR, EXBRNERNTERTEMER,

BEiRBRGIZITRER , i # A UpdateRestrictedExecutionTimesAPI #24EH L UTC A B IR BIEER
RER, RIEENNERLKBEZHEENTANE, MREEEENZRZTREINRERR RFC, I
RBRAMHAEREIR ‘RFC ITRIER . BEZALIEE 200 MNERATEIER, BIAMBERT , RIEERF
HIR, UTRERGHTA (EET SAML FHRKIE )

aws amscm --profile saml update-restricted-execution-times --restricted-execution-
times="[{\"TimeRange\":{\"StartTime\":\"2018-01-01T12:00:00Z\",\"EndTime\":
\"2018-01-01T12:00:01Z\"}}]1"

B A LU IZ 1T ListRestrictedExecutionTimesAPI 2 4Ek & E 24 B RestrictedExecutionTimes &
IEO /T_\ﬁu .

aws amscm --profile saml list-restricted-execution-times

MREEEEENZRIITIIEARIRR RFC , iR INE NI OverrideRestrictedTimeRanges , A&
B H — #1223 RFC, RestrictedExecutionTimesOverrideldS®EMCER SN A ZRATFRXERES
RFC, BXEZEER | ESRM APl ZZSubmitRfc,

B2, mE, FFH. EXRFNEUE RFCs
LT REISEI S ERR &R RFC B1E,

£33

. 83 RFC

. fEF AMS 4l A¥THEE RFCs ( EF6IE )
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AMS BRAIRIETS AMS BRI SEME L.
- E¥ RFCs
« B3 RFC
- HUH RFCs

B2 RFC
fEREH 5 812 RFC

TR AMS %85 RFC fIZRENE - , HPRERF BT , R ERRELTEIRES :

LR R AMS 2%l 57 RFC SIERENE —I , #ERFERL TEDRES -

THERE .

1. §ME “6lE RFC” WH : £ AMS Z#HIEMNENSMERTD , BHRFCsHTIT RFCs JIRTHE , A
ERE ‘8l RFC,

2. ERUAR RN ESCRE” AR P EREEREWRRE (CT) , HEE ERFEER WEPIEE CT,

o REWRRERRK AN ETE “RECER XEFNER CT, XEHTH “&81T RFC” WH. FF
B, BTRERRZECIEKERERIBN CT x4,

ERTHR CTs , BEAFHUEREXBUBRFHNMEERREXE, £EF—NEH , EBE -
CT, ABETE “8I2 RFC” {7 “21T RFC” MH., MEEA , “@I8 RFC” #ZHZ S HM “FEH
|BARAS 1 28” £,

o BERAER EERF, FRF, MBMRE , CT RAGRERTT , AER “ERIBRASGIE
RO ((MRER ) . B ‘8l RFC” 17T “&1T RFC” WH,

3. £ “iZ{T RFC" WH L , #J7F CT EMXEUEE CT FAEEE, LFEEETH ( MREHE “RK

FUCERE EFIEE CT, WaNEEEBRTEE ) . 177 “HtEE” XEEF AR RFC B35
£

JBNO

EHTEEXESS , FRATHAN THNIRIWARESHNE BERETENRNITSH , BITTHE
fbBL B X o

4. TRfE , BT BT, MRRBHIR , WERENEIZN RFC TH , HPIEERXMW RFC #
WEBSMEEITH L.

5. IASTSHXBUERLRINEE, RIFTEMLENR RFC WHITIRS. ( Wik ) BUE RFC 5
{5 FA ST TR BP9 B 81 22 — > RFC RV RIS,
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£ CLI 812 RFC

THERE .

1. A Inline Create ( £#XHBEFE RFC MITS MM create-rfcin® ) IERCIE ( 2IEZFA
JSON X# , —1MNATF RFC S8 , —MNATHITSE ) , ARUEXHANXHEIBM AR create-
rfciit. XEHWRTXARAS .

2. BXWHIREK RFC ID B RFC: aws amscm submit-rfc --rfc-id ID &%,

¥4 RFC: aws amscm get-rfc --rfc-id ID &%,

EREERRBERE , FEANTHT

aws amscm list-change-type-version-summaries --filter
Attribute=ChangeTypeld,Value=CT_ID

(@ Note

AU {EMCreateRfFcSHEEM RFC —E£FER , TR EREETEERENEN
W—EBo. BN, B RFC RSB R W EEA , HF LT AMEIERN RFC S HEH %

( FRMITSE ), --notification "{\"Email\": {\"EmailRecipients\"
[\"email@example.com\"]}}"HxFHE CreateRfc ZHHFIK , HESH (AMS T EEE
API £) ,

NER B2 -

FRRNKERNIITSHE ( NERIEERITSHREFER U E|S ) AH create RFC T , ABIRKIRE
B RFC ID, a0 | fRELAXHFNERZHRAR :

aws amscm create-rfc --change-type-id "CT_ID" --change-type-version "VERSION" --title
"TITLE" --execution-parameters "{\"Description\": \"example\"}"

BRI

® Note
I 8lZ RFC WRHGIEEA T Load Balancer (ELB) ##% E oK 8,

T#EHE>X RFCs fR4s May 12, 2026 73


https://docs.aws.amazon.com/managedservices/latest/ApiReference-cm/API_CreateRfc.html
https://docs.aws.amazon.com/managedservices/latest/ApiReference-cm/API_CreateRfc.html

AMS BHR AR AMS ERIKFIEAHE R

1. REMEXH CT. UTHHECT 2EXRBEFERMBEHRPITE ELB WHE , HIURKE
NAIEEF, TE. BIEM ChangeType ID B H ( EN FEFIINAdvanced stack

components ) o

aws amscm list-change-type-classification-summaries --query
"ChangeTypeClassificationSummaries[?contains(Item, 'ELB')].
[Category,Item,Operation,ChangeTypeld]" --output table

| CtSummaries |
L B e B e +

| Deployment| Load balancer (ELB) stack | Create | ct-123h45t6uz7jl |

| Management| Load balancer (ELB) stack | Update | ct-01tm873rsebx9 |
R L e L e +

2. B, CT HIHRMRA

ChangeTypeldandChangeTypeVersion : ZEGMEREE ID Bct-123h45t6uz7jl ( 8l
BELB) , EERBHRE , BETUTHS

aws amscm list-change-type-version-summaries --filter
Attribute=ChangeTypeld,Value=ct-123h45t6uz7jl

3. THREMMER, AT SHEEMmEEEF CreateElbParams .json B JSON X #H,

aws amscm get-change-type-version --change-type-id "ct-123h45t6uz7jl" --query
"ChangeTypeVersion.ExecutionInputSchema" --output text > CreateElbParams.json

4. BRHRFINITSH IJSON X, LRBIFH4aE N CreateElbParams .json.
MNFEE CT, @8 StackTemplateld R , H BXAERITSHHIER,

R‘H: TlmeoutIannuteS , £ RFC XMz iR FSIZHRZ Vo8 | HIRET SR RFC B9
{BR% %.‘:HE’"BE’JH'J‘IEH (Bl FEERE 5" ) . WFKAIEZETH CT, BRER “60" &
“360” UserData : 812 EC2 H 812 ASG, EMNBWMEHEMEE CTsHWERARIFENR “607,

REESEEEDGIERHERN VPC W ID ; W LAERA CLI 8 S3REL VPC ID aws amsskms

list-vpc-summaries,

{
"Description": "ELB-Create-RFC",
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"VpcId": "ypC_ID",

"StackTemplateId": "stm-sdhopv00000000000",

"Name": "MyElbInstance",

"TimeoutInMinutes": 60,

"Parameters": {
"ELBSubnetIds": ["SUBNET_ID"],
"ELBHealthCheckHealthyThreshold": 4,
"ELBHealthCheckInterval": 5,
"ELBHealthCheckTarget": "HTTP:80/",
"ELBHealthCheckTimeout": 60,
"ELBHealthCheckUnhealthyThreshold": 5,
"ELBScheme" : false
}

5. ¥ RFC JSON &% i | 5l XK & A CreateElbRfc .json B4+ :

aws amscm create-rfc --generate-cli-skeleton > CreateElbRfc.json

6. 18hH R CreateEIbRfc .json X #. ATFHEERMNXHEFROIRTHITSH , RILiEMH R
ZExecutionParametersiT, flal , {RATLLAXHENRASHRANA :

{

"ChangeTypeVersion":

"ChangeTypeld":
"Title":
}

7. fl3E RFC, U Ta<iE

Il2'@ll’
"ct-123h45t6uz7jl",
"Create ELB"

EMITS B RFC #EAR3H

\

aws amscm create-rfc --cli-input-json file://CreateElbRfc.json --execution-
parameters file://CreateElbParams. json

BEMB PR EIR RFC W ID , AATUEATRERMEE RFC, BRI ZA , RFC N T4

BRSBFTERT,
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=R

® Note

B LAER AMS €2 RFC API/CLI , TiEE A2 RFC JSON X4 = CT #1753 JSON X
. A, BULERACcreate-rfci S HFEMEN RFC MBPTSBRMEIGSH , XHH
“Inline Create”, &X = , FIEHE CTs #fffexecution-parametersXRFAETE—NEE
RESHWIParametersBH ., SHATER KRBT (\) N5 5#H1TH XL,

B —MIERERMNEIE RFC AU “EiRa|2", EXE , BN R RFC SHEIE -1
JSON X , RIITSHBIES — /> JSON Xt , RAEEAcreate-rfcm TRIXHANX
. XEXXH LA REERR , HAIERK RFCsEEFH.

RFCs EFAEMRCIER , ZAFERAGIEIAEN TARINGSRUBETENENERN
JSON X#, XEGFTSHEAETHABEE—NE R “parameters.json” B4 ; R ATLAEFH
XLERHTEREE RFC JSON X4,

£/ AMS 2| 8 # 1T RFCs ( EXtlE )

IERLAER AMS 1251 & =EIIA/ RFC.

EEM AMS e =R EHCE RFC , THRITU TR
1. HEMAXMW RFC, EEMSME=H , BEHRFCs,

RFCs U &RARFT o
2. RYFNERE , BERKRIERERN RFC, ER “THiL” EMENIFRTBHE. BEEREN RFC,

RFC F4H{EE REIT I,
3. BEelERIA

T “QEERER" WH , FFAERNREESFEE RFC PHIREME.
4. BEFERTER. BREHMER , HF EX ZHERN SR . RETHAELEIUS , &
BRR.

SEHH RFC FHAEENMHEITARNSE RREN RFC W3 RFC ID , =EMN RFC FERE RFC
EEHIEARP
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E# RFCs

BRI LIBN EH RFC ARRXFAEFRIREMERSHIEL R KRIERW RFC, HEE ,

KZ 8 RFCs #i#3E4 | AR ENEEIRXABIRequestedStartTimeBEEE , EEENE
TimeoutinMinutes RN R LLZE1T RFC ( BT TimeoutinMinutes F2IEEKRKIIE RFC , EkX FKHIi=
1THI Amazon EC2 = Amazon A EC2 uto Scaling 4 , BINEBIUBLRNHRERNED 60", RZIRE
N “360” ) » UserDataZi MBI AUpdateRfcin S CLI MRAEAHH RFC SHE#H RFC ,
REFEAFHRILH JSON SEHMNSH M4 KER RFC,

WREIN BMAER CLI lRAH AMS UpdateRfc API ( ZEHT RFC ) . RRALERRBTRATE
¥MELRIR (DNS REMAE., ABIESRHERURHEREWNEE ) |, {B)25 CT AAUEH RFC,

BIMNEWE—RIER— UpdateRfc #1E. MRERIZNEH ( Hl07E DNS #ik £ ) |, N=HER
SEXT DNS B, EFATRER KMo

VIEIERfcId: BEEEFH RFC,

A[E#HE ExecutionParameters: BRIFMREEMHIFELIEFE |, thkiliDescription , BMRFERR
BRENHRITSERBERSH RFC MIELFBUENME, FIERXNIIFEZEH2BERE RFC 1Y

XEE,

1. KREMEXHWEELHEEUEN RFC , BAMFERALUT GRS ( AIREZRNCanceled )

aws amscm list-rfc-summaries --filter Attribute=RfcStatusId,Value=Rejected

2. IBALMEWRELA T RFC 3K :

{
"Description": "string",
"ExecutionParameters": "string",
"ExpectedOutcome": "string",
"ImplementationPlan": "string",
"RequestedEndTime": "string",
"RequestedStartTime": "string",

"RfcId": "string",
"RollbackPlan": "string",
"Title": "string",
"WorstCaseScenario": "string"}

B TR T R
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AMS BHR AR AMS ERIKFIEAHE R

aws amscm update-rfc --description "AMSTestNoOpsActionRequired" --rfc-id "RFC_ID"
--region us-east-1

¥ #7 ExecutionParameters Vpcld FERHIds 5 R4

aws amscm update-rfc --execution-parameters "{\"VpcId\":\"VPC_ID\"}" --rfc-id
"RFC_ID" --region us-east-1

EAUESERMNRTSHXMER RFC W T RE| ; ZRER 2 PR REIMITS M - EC2

stack | Creat e:

aws amscm update-rfc --execution-parameters file://CreateEc2ParamsUpdate.json --
rfc-id "RFC_ID" --region us-east-1

3. fEAsubmit-rfc5EREIE RFC B¥4#HERY RFC 45 EFEX RFC :

aws amscm submit-rfc --rfc-id RFC_ID

MR RFC Y, MERLERTTREMEMEIASERER.
4. BEURBERNRSHAEFINITELE  FETUATHS.

aws amscm get-rfc --rfc-id RFC_ID

B RFC
FERAEHAEKRETEIER (RFC)
EFH AMS BHI5EHK RFC , BERBUT SRIEE,

@ Note
HEEMNER TR RFC , BIRER ASA P &TIHY RFC,

1. EEMSHmES , B2F RFC,

RFC 2 HIEARITF .
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AMS BHR AR AMS ERIKFIEAHE R

2. RIYFRFIRSER TR EBRALII R,

BIETEEIRE , RFC SRR EZTL,
3. IEEFTEM RFC Ry ‘" g5,

7% RFC MY RFC #AFEERE , HH 823 RFC ID EFRWESR.
4. MREPHERFHERZ RFC, WA LAEM “fFik” LT RFC #TRR

- 8 : 82 RFC A M EFTITHRFBE ( # API/CLI ) »
. RFC ID : RFC H#5R%,

« JETRE . MREBHE RFCIRE , M AT BAFEAwsOperatorAssigned &k R IgE R 28I IE
£EF RFC ( AwsActionPendingBl AMS ##4E & 4FE RFC 4T Z BIHIT R IR E )
=k CustomerActionPendingZR RIEEEE RFC 1T 2 81 K — LR EZ B ITIERR,

o R WMREHE RFCIRE , WAL FIRT P HETIAR -

- BitX : EXHH RFC,

- EBUH : EBUHEM RFC,

- B1TH : RFC EEAEH,

« BID o BIBEITEY RFCo

- B4  BUELR RFC,

- YREE | EHERBER RFC,

« KM KMEY RFCo

o fFHUE | 7 AMS IEREZ BRI ER LA IR RFC, BE | XRTEFTEH#E RFC, £
ARS8 R FI R AP UR R b R B BRSS E A

o FORERA : EEF KB, “FERH, URC M BRE, RENNERERENREKE D,

o EROFFEETRIHIERWLE RETE IR ETRAFEGRERE ‘28 H‘2FE, ARRABR ,
AT LU ABTE ('3 ) (hh: mm MK ) . HFEEEIEITRIN RFC ( 72 ASAP RFC )
E =TT,

o REA B, ‘BEUET. “HATHY, I, ‘B4, ‘EREHRET R KW

- FF : &M RFC #BHMEDT ( Snd , WREA RFC 42 API/CLI ) o

« TERH ID: FA5 RFC — R EREMNIFRAF

BRAFEPMIIESR , MUATRBBEAR.
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AMS BHR AR

5. REFTER RFC By “E&” $#%,

AMS ERIKFIEAHE R

F4TFF % RFC § RFC #4fE R RE , HHF 228 RFC ID ERHNEE.,

£/ CLI EXZEEER (RFC)
A LAE A 2L BE R E K RFC,
EREFRXRERE , FEAUTHS

aws amscm list-change-type-version-summaries --filter
Attribute=ChangeTypeld,Value=CT_ID

@ Note

B LU EMCreateRfFcSHEREM RFC —£FER , TR EMREE TEERENEN
W—EBo. BN, B RFC RSB R W EEA , HFLATHRMEIERN RFC S8 %

( FRMITSH ). --notification "{\"Email\": {\"EmailRecipients\" :
[\"email@example.com\"]}}"HXxFH CreateRfc ZHHFIEK , HESH (AMS TEEE
API BE) ,

MRELEZKEET RFCID , EEREER , WA LAEHA AMS TEERE (CM) REHTIERHAFEARR
BEREBHARBNERTEE,

1. CM API ListRfcSummariesi@EE G LESE, LA LUBIEAttributefMValueAE5EZB 4 AND 1=
BErhiFikdgER | Al FAttributeCondition. a MiFEk4 RValues,

RFC iTiE
B BME BEREHE BRiIAEHE EFE
ActualEndTime AR~ 1SO8601 ZH. 2 & 2RI R &t
H 8 et B B 215 & &, 28 NIEZ ‘B ZRHH
( Blmm | “20170 —AME., NTF &M
101T000000Z” ) B “B” FERAPATE
HERME , HhE
—MENKRRE=AN
B2 HH BHA
T#HE>x RFCs
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AMS &R AERIER

AMS B4R FIEMHE S

& BX%E BREH BRIAEZH EE
ActualStartTime Efa == 1SO8601 28, 2 Tk - - v = 3
H B r (8] B9 157 & &, ZIH NEZ “E FERPH
( 5z | “20170 —ME, ‘T &4
101T000000Z” ) # ‘B FERHATE
HERMNME , HFE
—MERNKRRE=N
B2 B
AutomationStatusld Fzy. B3 Equals Equals RERME LIRS
ChangeTypeld AR ERSE Equals Equals ERTEXRAG
B D ; flan, ct- CSIO
123h45t6uz7jl
ChangeTypeVersion {EAIERMWEREXRE  Equals Equals ERTEXRAG
ID ; #i20 1.0 cslo
CreatedBy FEAZHFERE (ATFH 38 aE RFC #9 CreatedBy
BAKER 2048 FRESCIRECHA
FHR) F# ARN
CreatedTime Ffa kR 1SO8601 28, 2 & “ZHI" W 2" &t
H HA et B B9 = £5F &2 . 2 NEZ B FERPW
( filgn , “20170 —ME, ‘T &H
101T000000Z” ) B “B” FERP LI
HERMNME , HPE
—MERFRRE=-AN
B2 B
LastModifiedTime EfAER R 1SO8601 28, 2 &k “ZHI" S ‘2R &
H EA R (8] Y R &R B, 2 NEZ B FERPW
( %l | “20170 —ME, “NTF" &
101T000000Z” ) B “B” FERHPXItE
HERMNME , HPE
—MERKRREZN
B2 B
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AMS &R AERIER

AMS B4R FIEMHE S

& BX%E BREH BRIAEZH EE
LastSubmittedTime FfUzR R 1SO8601 ZHl, 2 & “ZHI" W 2 &t
B HA e (B Y = 15 &R . ZIH NEZ B FERPH
( a0 | “20170 —ME, ‘T &4
101T000000Z" ) B & FE R
HERMNME , HFE
—MERNKRRE=-N
B2 B
RequestedEndTime  {EA[F&R R 1ISO8601 28I, 2 & “ZHI" B 2E &
B HA e (B B9 = 75 &R . Z[H NEZ E FERPH
( a0 | “20170 —ME, ‘T &4
101T000000Z” ) 0 “B” FERHP LAt
HERMNME , HFE
—MERNKRRE=AN
B2 B
RequestedStartTime £~ 1ISO8601 ZEl. 2 & “ZHI" W 2" &t
H HA et B B9 = 55 &2 &, 2 NEZ B FERPW
( Bl , “20170 —ME, “NTF” &H
101T000000Z” ) B B FERHP LIt
HERMNME , HPE
—MERRREZ-N
B2 B
RfcStatusld EEUH. EEHRE. Equals Equals R AMS 2 &l &
%M. InProgress. # RFC JI&RWZ1T
PendingApproval. GetRfc
B4, 2itkl. K
h
PR FMEME RFC #R a8 aE FERBNFEFH
il ENFRIEN, FXH
KNEWER
Bl
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AMS BHR AR AMS ERIKFIEAHE R

TERS SQS MEMWFIE RFC &9 ID ( Eh SQS A&7 CTWREHS ) , ANEANTH

™ .

list-rfc-summaries --query 'RfcSummaries[?contains(Item.Name, "SQS')].
[Category.Id,Subcategory.Id,Type.Id,Item.Id,RfcId]' --output table

TIRENERBIXEFRN
| ListRfcSummaries |
Fem == el R R Fem - = +
| Deployment| Advanced Stack Components | SQS |Create |ct-123h45t6uz7jl|
|[Management| Monitoring & Notification |[SQS |Update |ct-123h45t6uz7jl|
R B e e e R R R e I +

BN AR list-rfc-summaries2AutomationStatusId , EX B HFIH
RFC :

aws amscm list-rfc-summaries --filter Attribute=AutomationStatusId,Value=Automated
B—ANTHANIEERSlist-rfc-summaries2Title (R4EIAFHNED )
Attribute=Title,Value=RFC-TITLE

IR[E RFC Ky JSON #iEREHRH , Hep

« (FFEEE “Windows 2012” 5 “Y &2 Linux” IXa1iE )
« ( RfcStatusld & F “AIh” =% InProgress “” )
« (20170101T000000Z <= RequestedStartTime <= 20170103T000000Z) # (ActualEndTime <=

20170103T0000002)
{
"Filters": [
{

"Attribute": "Title",
"Values": ["Windows 2012", "Amazon Linux"],
"Condition": "Contains"
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},
{
"Attribute": "RfcStatusId",
"Values": ["Success", "InProgress"],
"Condition": "Equals"
.
{
"Attribute": "RequestedStartTime",
"Values": ["20170101T000000Z", "20170103T000000Z"],
"Condition": "Between"
},
{
"Attribute": "ActualEndTime",
"Values": ["20170103T000000Z"],
"Condition": "Before"
}
]
}
(@ Note

EESRMRAPFilters , AMS TEERHEMHRAFFRIUTFE

- BB FRE HERH FRN—B2. FAXSESESRINEN E FR.

* RequestedEndTimeRange: £ AXFE SR IWEERY “TIEER" FER RequestedEndTime
A5

- RequestedStartTimeRange : A XIFESRINEEMN “TIEES FE&
RequestedStartTime KB,

BXERA CLI ERNER , TSR MAEA--query EIUTEH HANEWESSE (JMESP ath M
2D o

2. MRIEERBHZE AMS £2F5

B RFCHRTHE, NMEFE | BOLME RFC T LTk |, XEE7EHE RFC Title B
BWMANRNE.
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=R

(® Note
I RAGER Tt RI8 RFC , BIREMA ASA P IETIRY RFC,

HUH RFCs

A LAE 2% & 2 AMS API/CLI BUE RFC,

EFAREIAECE RFC , BESEK RFC SIRF I RFC , FEITFH , 2 “BUE
FREE8E -

* Reason: fRATAZERUH RFC,

« RfcId: BEHUEM RFC,

1. B%  LLERX RFC EYEFHEUE (Hit RFCID RiZBAE ) ; BN , BRIFELZHETEH
BEEENFRIEZE , BNEFEELEEEE, MREFEERXK RFCID, WA UERAU TGS
( ATLAValueAPendingApproval B Fahitt M RFC ) :

aws amscm list-rfc-summaries --filter Attribute=RfcStatusId,Value=Scheduled

2. HUH RFC @& Al

aws amscm cancel-rfc --reason "Bad Stack ID" --rfc-id "RFC_ID" --profile saml --
region us-east-1

& AMS 2|55 RFCs

AMS 2§ &R =R TIEE AT A B R B Zh B 2 MR X RFCs,
/A RFC SIRTE (#2HA )

AMS 12 H] & RFCs IR TE N ERH LU T IEM

- BETIERETER RFC BR, AXEER , FSHER RFC,
« B RFC LIS AVRTE, BLERR EIXE R RFCRSHI AT E,
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AMS SR ABIER AMS B FIEMER
- ff RFC =B &EE RFC #HAE LR, &R IFEEFITHIZ RFC WiFMAEETHE.
« BF RFCIRA. BXEER , 85l 7 RFC RAD

fEF RFC SORAIR (12414 )

f£/ RFC RIERIZFHRIIHRE , H#E RFCs WHXBRBETRAR,
ETRESEL , HSHE RFC,

SRIN RFC SHERMHE (2414 )

A LAE RFC B’ EMREHE 2R EFMEH ; Sl , HELT “PendingApproval” IR7SEY, 7
RFC RG#L AR (& T “Bit %" = InProgress " RA ) , WTERMEH , BN ©AIEEERE NI E
RMEHR. RFC TR/E (4T “BEUH". “BEL", ‘B XKW RE) , FERXEREE , BE
RFC xMEE 30 X5 , BERNEER.

® Note
BHEHFTHET 5000 MFH.

B B BR 1

- BHEHRBE=K4.

- 81 RFC RHIE T4

« BNMEHH K NBHNTF 5MB,

o R\EZXARXMH , FIINFE (. txt), BF52MRE (). JSON (.csv) 5 YAM .jsonL
(o .yamlZRZ YAML #&X , MATERA 4T BE . yaml i34,

(® Note
BIEEE XML IBENNAXX . REE XML IBREE AMS #£Z | EEARSER.

- XHBRREN 255 NFEH , REEEERF. FR. B8, WIS (). THZ% O MK ().
- BEITXIFE RFC EEFFMERM4F,

E 6 RFC RIEHFMM , EHATU TSR -
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1. EAMS 2#&% , # RFC Y RFC #ARFERE L , R WHIKEN BE” &2

HEAEERE 28

Z-4—&BEHE

2. EFMFHHNEH  BTEREXFEFRAGKHES . EMNMNSEHAERNICME | EIEE A
#, RIEEFFER X,

3. ZEHE , E&E RBX
# VS R BAR P B SOAF RV R S H DL ERFCIFHE B UHE M E M5 R .

B RFC B 7 HAHES (244 )
AMS #2414 8 “BiER R WE N FIRE T RS FEB At i SUEW RFC RAT BB AR ;

BEAh , A LU E A BT ER A e R N B E A E k3R R |, fian

aws amscm create-rfc --change-type-id <Change type ID>
--change-type-version 1.0 --title "TITLE"
--notification "{\"Email\": {\"EmailRecipients\" :
[\"email@example.com\"]}}"

FEiERW RFC Z8ED , MARSHIBD , FMEMRE SRR NERHAERBE RIBFMELET (--
notification "{\"Email\": {\"EmailRecipients\" : [\"email@example.com

\"1}3}")e
THE R RFC 2¥

LT RIEFERRH RFC SHUR T RFCsERANSH

« EERBEER : ChangeTypeld M ChangeTypeVersion, BXEHEKE IDs MRASHIIR |, S

FAEHRRBESE,

FAqueryZ#list-change-type-classification-summariesfE CLI FE{TUENERTE

B, flan , BNERBEUEHRItemB P A E “Access” RIEHL,
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aws amscm list-change-type-classification-summaries --query
"ChangeTypeClassificationSummaries [?contains (Item, 'access')].
[Category, Subcategory,Item,Operation,ChangeTypeId]" --output table

i21Tget-change-type-version #iEEEHEHE ID, AT HIRER ct-2tylseo8rxfsc B9 CT AR
K,

aws amscm get-change-type-version --change-type-id ct-2tylseo8rxfsc

« #RE 1 RFC (V& ; ER AMS %A RFC Sk RFC X |, {RATBMEAGetRf cip ML
B HBTER Title

o ItX : MBEREFEN RFC , N AFBERequestedStartTimeFMRequestedEndTimeSE |
REMFEH THHEWR #HA%T, T ASAP RFC ( R EBH#AEFILEEIT ) , E46£/ CLI &,
ERBRequestedStartTimeHRequestedEndTime Ry null, FEAZEFIAR | HEZ AR &
o

MRS RequestedStartTime , Ml RFC R#HIE4,

« BLE CTs : WiT5% , & ParametersEHERRAMENIERE, IBFE CTHTE , efNEZRR
Ko

« JEFREL CTs : CTs REERIR ( HlNimRINR CTs SiE M | Hfth ) HMIBRHERNIITSEE D B%
EParametersfAE,

- B RFCs RERMAE RFC XM 2B ECIBHEKRNNBHATFZ LS
%, TimeoutInMinutesXFAtEIZIT UserData , HEXE R 60 ( 24h ) B 360, MREBIT <
BITCETER AT , W TimeoutInMinutes RFC .M, ER , WiRBEFT MR RFC BT,

« RFCs RISl ( Hlin S3 D ELB ) BESRHATFEFIMEZ EMRZ (R/EX ) WL
o BAILAEAIIE | SIHERAH | 155 | BIEE R (ct-3cx7wed52p3af) 32X RFC , M
S3 EHBRMES4RE, EC2. EFS. RDS FMZE ( HA WEF HA 25 ) MBS A 50 Mr
L, MERELRMWEXecutionParametersH o HIEEN ., RUKKSARFEEENE,. BXES
E8 , BSEPRICEM Amazon EC2 RIR,

£/ AMS 2| A rt , AT EME B XE S R AR,

® Tip
% CT RN RYTRERMIAERE — NDescriptionfName F R, XEFZERA T Hk
HHERAYE  CNTEADBEEEVNENETR, EEEBERHEHSB R BIREECIEZNE
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AMS %R A BRE AMS B K P SEAHE 8
R, BLENS&E, i, Create EC2 #4kM CT M TRMA FavE EC2 KFIMNSH. A

bt EABERZHA ‘Name” MEREN BN ECIE — MR, WRERGE LR
£, W& EC2 KPIFE EC2 BHARETR , BFRTRWE ML,

5/ RFC AWS [X151% I

AMS API 1l CLI ( amscmMlamsskms ) iR EfEus-east-1, MREBFEALZ LM S HRICIES (SAML)
HITHRE , MEANNAERAFENXEREN us-east-1 KA, AWS MREFER SAML ,
NELXEHGSREEEEZ--regionET, MREH SAML BE N FEH us-east-1 , BENIKF T
AWS FiZXEFA , MELAHEMGS (HW) i, BLXTIEELNKF 2EMXEH. AWS aws s3

(® Note
AEEFRANASHH S REB AT EZE--regionit .

A RFC & B 8214+

R LAER RFC WEIhaEIME B —HEFER , 343X 24 NtREKS F 8 RFC &3, RFC
BEIDEE—MELRRE , WD BRIINEXEKS WV E FERHBEXR RFCsHE, RFC HEHT
BB EREEIFFLENRFN TR,

E4THF RFC HEIEE , FERREN AMS IRFXAEHE (CSDM). CSDM 2R EITH, EALER
M&RZ 20 MNEFERMFE ( HBIE ) ANE RFC HMEBFERASIRT . HFTH B FERHaEREE
7 09:00 UTC-8,

EX M RFC HEINAE , EBREH CSDM H R HEHER,
MRLSXFRE RFC WEHEEAXENBEH RFCs , RELBEMNEE RFCs Hk RFC BERMEH

NEEFH , BFERATEEERGNERETHHNE RFC RE CloudWatch SE4Hi8 H 5 8B FHR 48
M, BXRE RFC BHAMNEER , FZ [ RFC RS ESUEA.

RFC BEFEENTEBRUTHRE

o EEERHHE © RFCs & FPendingApprovallRAS IEE EFEHLERN TR
- FAEHEROEE . RFCs EEEFAEE RFC EHMEL
- BFEAWS #tEREE  F1F AMS BERMERNEE RFCs
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« BREMX : FIRIRS RFCs AR, KM, SEUENEIES

LT R RFC BERA

fraRTEEHE 2

FERA R AWS Managed Services (AMS) ZEEKR (RFC) HITHIIRME  SETERELXRS | LUK
TEXRH (FHpERD ) . AMS HEARERWEM Amazon MERFZEANTERE, ERXEFE
R (RFC) UAEPE., BEERHERIRN , B U FEAXEEHRER,

&

- BEIFF3) CTs

- CTHUEER

- BEUCEERAE

- DIETERR

- EWEEXRA

- NRAIHTFERR

- BN

- EERTERINNR

- RETEXRRPHNHBER

- FREREMERESEKR

B3I MF3h CTs

NERXRBEYRERFHRECNREIERFIN , XREHERBAutomationStatusIdE M , £ AMS #
#H A PHRARITES,

B ERBEEHMPHERNNITINE , ABIAMSEHIALRGEZIT , BEE /D HEREE
N ((XERAEELERTCTEENRR ) . FHEXREAFTEL , BEMNLELSXBRAE ,
RN ENER AMS RERHEIE1T RFC 2Bt H#t TR, XANEKEES RFC RRXENE , K
b, FHBRERBEEEZTEMEE T RK.

N FAEERHMEE RFCs , HAREENE RN EERIEENITERequestedStartTimel
FERXNEWREBNEXpectedExecutionDurationInMinutesE 4. %l
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i, IRExpectedExecutionDurationInMinutes} “60” ( o4& ) , 18
ERequestedStartTime}¥2016-12-05T14:20:00Z (2016 F£12 A5 H

EE 4:20) , WSERRERATRIFFRE N 2016 £ 12 A 5 HIEE 520, EE
#HExpectedExecutionDurationInMinutesBEERREY , BEETUTH S :

aws amscm --profile saml get-change-type-version --change-type-id CHANGE_TYPE_ID --
query "ChangeTypeVersion.{ExpectedDuration:ExpectedExecutionDurationInMinutes}"

(® Note
H#EHAS , RFCs ERAPITER = FHHTHE , KTRENFRED 24 PHRZETT,

(® Note
ERAFoIRER CTs , AMS BWEFEA “RIRZH &I ( EEFIEPERE ‘RIR", AP/
CLI RfFFF ML RATEEZE ) , BRXLET CTs R AMS 2ERRKRE RFC , HAae7e#t
BERET2REEME, RERIXEES RFCs , BELBHED 24 NatHyRtE,, MRTE
FETF taat Rl 2 B RIRBHLE , W RFC 4 BaEL,

AMS ® BFRRED/NRANFE CT MHEEIR , FFRIRXIA , B2 RFC AIRRFEEEKNMH TR
IEiE1T,

BXF CTs AFE AMS #FRHNABNFIXR , BEHAEHEFRERRNE LREMNERRE CSV
X

YouTube #47 : ZfAZEK AMS KW EZNZEEXE RFCs ?

BHE AMS Z2HaRER CT WHITER | KAEANRESRERBRETN, FREREERNETERE
A ERBBMITER,

EfEH AMS CLI ERSEEHREY |, H=TU TS : AutomationStatus

aws amscm --profile saml get-change-type-version --change-type-id CHANGE_TYPE_ID --
query "ChangeTypeVersion.{AutomationStatus:AutomationStatus.Name}"

BETLE AMS ZERASZRERTERA  ZSERMTHAXME AMS TEXENEE.
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® Note

AMS B &IA API/CLI  AWS B —#%B4 API/CLI. To access the AMS API/CLI , &) LUE T
AMS 4|58 T8 AMS B F AT Ea,

CT #t/EEXK

AMS CTs B 2Em M LESH AwsApprovalld , CustomerApprovalldiX RBIRFC 2 ERAMSE 2 RE)
R AR AT,

HERGERTEABLERX  BXEHAEE , FZHBEITF3) CTs.

ERE CT WHLESRY , B LEE AMS EERESZEHE1TGetChangeTypeVersion, FEERFH
BB MCT AutomationStatusId HIPITER.

BT LAER AMS 2 H A REA N T s B THE RFCs

aws amscm approve-rfc --rfc-id RFC_ID

CT #t &M
MR CT #HEKHR CEEREBHE HE
AwsApprovalld: Required AMS TEXRH  EEXETH. XMEREE{LHHER

RE 8% CTso

AwsApprovalld: NotRequir AMS ZERE  EEXEITH. XERRFIIRIERHL

edIfSubmitter REG , REHM BHER, CTs BRNAMSEER NBRLEX

A, IRRERH HBTHEE,

RFC R&tXH

BT XY

[,
CustomerApprovalld: AMS ZTEXRHE MR RFC BE TIEZNSBRE , &
NotRequired R4, B o3RG Ht#,
CustomerApprovalld: AMS TEXA  RSEL[EBREEHN  BXAEIEE
Required REMR B A I 1TApprove R E R B i it #E

RFC,
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AMS BHR AR AMS ERIKFIEAHE R

MR CT #HESKHR CEEREBHE HE
CustomerApprovalld: MRERRT MR RFC B TIEZNSHBRE , &
NotRequiredIfSubmitter RFC , AMS ¥ B R G H A,
BB RS,
& B EHM AT
Ao
Z2LEEHRANT AMS BB auto #tAEFH LM,
EIEEil) N

SANEERMBTEANENN , TERBESWRAES , A RET,

£ AMS Z2H SR ERRE R , B UART I EEE X EF AR ERRERAR, St AE
API/CLI S S1THIEEENRERA ., B TEMRERRBEXFMY , 25 -

o BHBELELEN B FEXRENREAXNELATLRINEEFTHNERN QIBTE KB
MTE, Hln , @Bajges —NMEA ELB 812 Elastic Load Balancer (ELB) 324, S|Z2E 3k #
A 1, EXNHEBTER , BFiEEFE ELB BHRAK 1,

- BREFANERXRBRATIENEMSEETNERXBERE, RINTETUXHEM , BN AMS &
MENRBEIFERETREER , BRINBUBBEERRITRE,

BT ERE

BIETERH version-to-versionSE M T ERBMITHE, B2 W , A TERZ TR E RSB R4
MEEBERATERZERNEMESCEENRAETE, fl, MREFHACIE S3 FEBENRRE
N 208 S3 FHME , 2B NEIER RFC RIEKix S3 77 , WENMERZA 3.0 PEEEH S3 F#EN
FRE | b ERAEH S3 EEBERREIRA 2.0,

BMNBUCREEEACEZTEREEZ TR EANTERE ID MRA , R BEEEEAEHNE
EREX HATER.

EHEELD

AMS REEHEWRRAE  LEFHMER SBREXRRRE BN AR, EHMEHREB MM version-to-
versonSHRIATERRRHN 022" BRI ITE.,
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BMNEVICRKEHEER ERRA AR ESCRE ID MARAE |, SHETEH,

YouTube #37 : 20 EF EH CTs RE K AWS Managed Services (AMS) Ik F° /B9 &R 2
NPRAF R ERE

BRI LERRERNBEANERRE, XHFEMATURE AMS A A EAEREMLEIT, MRERRE
AR ASEANEERE | FRIESFER,

Bl , RERNBFE “EE" | “EEMEH" | “ CloudWatch BHRiDHI" | “E# CT". AMS EHEXRTE
EMIREEH (Sl ) , BRI ER A f iR RN EHRBEHN, XU CT 5, BFEEN RFC
FI&RAPIEEER| CT B RFC, #f#F#R RFC RREMXRAHH CT Mo ERELER RFC JIKRAF,

BORAE

FIAZERBEREME - JSON 1 , HIEHECR, BRRTRARFRRBANT. RURHSHRA
iR, REeIBERER (RFC),

RIIIT RFC & £iThiH, 7 THTEE RFCs , MITHEEIE— “stack_id” , ©R TP HHERK
CloudFormation , A LATE$2 4| A 183, CloudFormation ¥ 1T# E AR SIECIZH LS ID WA E |
% ID TRATHEMEMNKN AWS ZHl &P B RZSEM, flm, 812 ELBCT WiThtHaRE—NMNIEFER
B “stack_id” , CloudFormation }#itH — N AJ £ G2 &) & # 1 3 Elastic Load Balancing <stack-
xxxx>H key=elb value=, EC2

EFHAIKREE CT 3#, X2 CodeDeploy NAREFCIEZNEN X2 —MELHDHEY, BLEEY
K Parameter X IEE X,

c ZRIYHE — &5 [
=] Sk <
"$schema": "http://json-schema.org/draft-04/schema#", AMS REFXIERHN
"name": "Create CodeDeploy application", BEREEBENEER,
"description": "Use to create an AWS CodeDeploy applicati
on

resource with the specified name.",
"type": "object",
"properties": {
"Description": {
"description": "The reason for the request.",
"type": "string",
"minLength": 1,
"maxLength": 500

[
=
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"VpcId": {
"description": "ID of the vpc to use, in the form
vpc-0123abcd or vpc-01234567890Qabcdef.",
"type": "string",
"pattern": "Avpc-[a-z0-9]{8}$"
Yo
"StackTemplateId": {
"description": "Must be stm-sft6rv00000000000",
"type": "string",
"enum": ["stm-sft6rv00000000000" ]
.
"Name" : {
"description”: "A name for the stack or stack component

this becomes the Stack Name.",
"type": "string",
"minLength": 1,
"maxLength": 255
Y
"Tags": {
"description": "Up to seven tags (key/value pairs) to
categorize the resource.",
"type": "array",
"items": {
"type": "object",
"properties": {
"Key": {
"type": "string",
"minLength": 1,
"maxLength": 127

},
"Value": {
"type": "string",
"minLength": 1,
"maxLength": 255
}
},

"additionalProperties": false,
"required": [
"Key",
"Value"
]
.

"minItems": 1,

iZ TimeoutinMinutes
SRATBIERET
T ERAM D R ATE
o X FRNEEIT
UserData , BXE R
60 %l 360,

ESH BHH 4
TN EE IR R
BRI R 0 R4 55

ERIE
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"maxItems": 7
Yo
"TimeoutInMinutes": {
"description": "The maximum amount
to
allow for execution of the change.
execution,
but the RFC fails if the change is
specified time.
Valid values are 60 up to 360, for
UserData.",

"type": "number",
"minimum": 0O,
"maximum": 60
.
"Parameters": {
"description": "Specifications for

"type": "object",
"properties": {
"CodeDeployApplicationName": {
"description":
application.",

"type": "string",
"minLength": 1,
"maxLength": 100,

"The name of an

of time, in minutes,

This will not prolong

“HAtt/E 4" 851 &
HMEWESHRLE
HY , WRLE R AERY .

not completed in the

long-running

the stack.",

AWS CodeDeploy

"pattern": "~[a-zA-Z0-9._+=,@-1{1,100}3%"

}
.
"additionalProperties":
"required": [
"CodeDeployApplicationName"

false,

}

Yo

"additionalProperties":

"required": [
"Description”,
"VpcId",
"StackTemplateId",
"Name",
"TimeoutInMinutes",
"Parameters"

false,

W7 May 12, 2026 96



AMS BHR AR AMS ERIKFIEAHE R

}

(® Note
WRHEZ AW 7 MrZ {ER , EFSEC2. RDS MZESIEEMHRZ A 50 MrZ,

EBRTEXRANNE

BRI LAE A B E ERBE SRR HIMPLL E 3 8 (CTs) IR RIMNEBASAF A
ETHEAEXPTHERENEZER | 55 AMS AFEFEHNIRENREIRD .
RETERAFPHBER

AMS BB EMEHESEEM , "metadata":"ams:sensitive":"true"ZBHATEEEHB
SHBEENSH, RELEME , FTEENB ABES, H3I2 , BLLRENSHEY  BR
MBRIEES AMS SEGIBEHRRAE  HEABREEMANBRBENSE , WA USRI HM.
FERAEHEDNERERER

HRBERMAIFER AMS =5 AERERRKH RFC AN EHER,

B L EREE A API/CLI SRERFERERE ID (CT) A, BFfdEE  BELR2ER , BELRIE
BoE, WTFXHMA®REFERRE  ESuLlETERE ‘RER". “REFER R EFERINF JH1ERHFTH
Fo

YouTube #37 : #0165 AWS Managed Services CLI 82 RFC , FEME AT LA R CT 2249 ?

£ AMS #2HBH , £ RFCs-> 812 RFC MHE £ :

o EFRCERERRBERRE (ML) F, T
- ERARECZXEM AMS HREZXEHY AMS F#EITERE CTs, RERFRE , FHF 81T RFC'
H , AN EERTELET .. REFETKEREDR , RARET 217" X RFC,
- HE , ATRIB FAERERE KEHTHREETHEFRRA CT &, EFLWABYIHTE
MESCRE RN, LETUBELMAMKEFREXRE ID, 2RXFHTERX (BFHFH ) &£
% CT,
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IEEMAFFUEE , EEN CT FHREERANBI , &R KA 2T “8E RFC, ik
BREAEE  GFEBXHW CT , RRET 0 RFC’, MitAEHB T 21T RFC” WH.

HE , BRUERREILREF | 8T U EIRERAY RR DR T — R 5 T ROETUE,

HEF KB, FRB RS M IRF, ZESCRENEFEREE S EREHERE R —NEMR,
HEEMER , & Enter , FEREENERRETIX,

MFIRAPIEFREICERE, ZESCRENEEELIETEES,

EREBENEWREE | &F 6l RFC,

(@ Note
MIMEHE AMS CLI FREFIXLRTER. ERE AMS API = CLI , BrlE AMS $#2H & FF
REBRRAE. HX AMS CM APl % AMS SKMS API 12E%# % , 2R (AFiER)
) “AMS ERERR" #5. BUREERNMIBPRIE--profile®EIn ; HlL0 , aws amsskms
ams-cli-command --profile SAML., &AIBERFEERMIZ--reqgionkt , RAFTE
AMS @ E8fF#E A us-east-1 ; Hli, aws amscm ams-cli-command --region=us-
east-1

(@ Note

AMS API/CLI ( amscm # amsskms ) Lin T [ F AWS #F BT L HXIH, us-east-11R
BEENFHRIEZE S XNUREHNIKS MRRPAEN AWS XiF , BAEEEEREGS--
region us-east-1BHTRM. MRXBRENFMEIUES E--profile saml , M AIREE
FZERMm,

EfH AMS CM APl ( 3L ListChangeTypeClassificationSummaries ) 5 CLI & EHERH | EHIT
DU 4E -

B LAE RIS ERHTIE R, % ListChangeTypeClassificationSummaries /&
BCategory. SubcategoryItem, Hf “fFiEER" B Operation , EXEEXNSINEFETELT
B, EEMEA CLINREERENER , AIERA--query&IL,
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AMS BHR AR

AMS ERIKFIEAHE R

£/ AMS CM API/CLI B k3 & 5%k

J& BRIE

ChangeTypeld FEMART a WFERH
ChangeTypeld ( 4l
u : ct-abc123xyz78

90)
%5 17 B A& XY XA
T35
ltem
B’E
UTR-—EERTEEXRB RN RG] :

UTanms T e E B3RS,

aws amscm list-change-type-categories

LTan 5T B THEERB TR,

aws amscm list-change-type-subcategories --category CATEGORY

UTaRsH TR THEERMFRIINIE .

BRUBINZRGE

Equals

as

#&x

BXEURE Ds , &
SRERRESE,

BXREZERH IDs , &
SRERTERET
CSIO,

TBHFNFERPH
ENFEN, FX7
RPMERNER

aws amscm list-change-type-items --category CATEGORY --subcategory SUBCATEGORY

2. MTFRE—EfA CL EWEREEXBHRA -
SUTFHHE CT HRBETERATE EHHAL ST WHE , FUREHRORAR, F£3.
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aws amscm list-change-type-classification-summaries --query
"ChangeTypeClassificationSummaries [?contains(Item, 'S3')].
[Category, Subcategory,Item,Operation,ChangeTypeId]" --output table

| ListChangeTypeClassificationSummaries
R R e e e e Femt e - - R e I +

|Deployment |Advanced Stack Components|S3|Create|ct-1a68ck@3fn98r|
R R e e e e Femt e - - R e I +

3. RE, BULFEAESRE DRI CT EUHRESH. UToFEBRETER
creates3Params.schema.json 9 JSON X #FH,

aws amscm get-change-type-version --change-type-id "ct-1a68ck@3fn98zr"
--query "ChangeTypeVersion.ExecutionInputSchema" --output text >
CreateS3Params.schema. json

BHXEH CLI EHMNELR | B2 WA EH--query &0 E i H M EHIE S S EIMESPath #
4. REBEERBIDF, BNBUERITIZTEREWER , LBREEEFIRE, FAUTHIER
EEFURBEMRA

aws amscm list-change-type-version-summaries --filter
Attribute=ChangeTypeld,Value=CHANGE_TYPE_ID

EEHAutomationStatusBEE KA , BFETUTHS

aws amscm --profile saml get-change-type-version --change-type-id CHANGE_TYPE_ID --
query "ChangeTypeVersion.{AutomationStatus:AutomationStatus.Name}"

E&KExpectedExecutionDurationInMinutes B EE KA , FETUTHS

aws amscm --profile saml get-change-type-version --change-type-id ct-14027q@sjytlh
--query "ChangeTypeVersion.{ExpectedDuration:ExpectedExecutionDurationInMinutes}"
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CloudFormation : (iR 5REMEE

LT ETRE T At EEEEN

AMS H#y “EIE” RFC %

AMS “EI" RPIERRE (CT) AWLBERBRATRAETRABTER, 2T NME-EELFE,
RFC 18] 45 1%

- WREE RFC FIEEENATEM FQDN EBBHFETHYS . BXEREN FQDN WHEY |, 2

FEHKER FQ DN,

- WRENGRIMIEENHK ID  EC2-related #1%, # ELB 1 Amazon Simple Storage Service
(S3) 2 EKMHXRTESHE RFC , MEFEALNRRHENRACGRKIGRXEHEL TR BXER
HA% ID WESEY , HSRERMER D

- BRERMNHEK ID EBRERETHXK,,

BXEMIFR RFC HEMWEEY , BS R REE,

YouTube #57 : WA IEHEIZ HAFE R E (RFC) LUR F 44 R KW ?

RFC ( 3 ) CT AERIR

REHEHRE R ExecutionMode =Automated , {BFHE LR ExecutionMode =Manual , X & &K

WML HEE L S RFC KM,

WMREMER AMS 24| 5012 RFC , M4 FURH A ExecutionMode =Manual #J11 %] RFC & & R f[F3K
E4 24 DM ABRIT

AMS By BFRR2E/VMRANFE CT MHEIRN , FAFRIMREE , BR RFC AIRREEERWAAF R
EHAT,

FERATEFIEH CT W RFC

LR BT AR R AT HE RNERAT | AMS Operations 234 Management | Other | Other |
Other | Other | Other RFC E #i#%,
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RFC il Br#E 4% £51%

RFC MIBREAR R - tREEREE | $rEsfEk | 4k | BIER CT , MPRFTE CloudFormation 2| & H
B2 A AMS i B MR ER I IF RS M. BB RERES AMS 258 P E B FRETEZIYRKIA
B34k, CloudFormation 2 HI AR T AXMERENESFHAEE

TEMBRHEMR 2 BT, NERHER R NAICIEN. MREER AMS CT @Kk , BERFMREEHELRE
B, M ZEX R B ERER, B2 , ERXE X HERBMERMER RFC 281 , &RFEMHERPBER
FRIEFAMNER, Fln , WREMEATEMER CT ( HA Two Tier ) SIEM#EH | N Z#EHRFEE —
MNR2A-SG1, MREEEEA AMS tIBS —1MNREH-SG2 , 35|/ SG1 FEN TEHEK —
BIZRH SG2 , RIGERAMIBRMEAR CT MERIZ#E R , ML SG1 FALWMIBR , BN SG2 51 7 iz#
o

/A Important

R AT RER T RBEF I MNBRAENER, HTFXNMRE , AMS i@ T FRERE
BRIEAR SR R IR, HER , AMS RfREM BRITE R A8 ML AY B 35 5 i SR B 1T BRAY 58
R (BEIRXNER | Bt | Kt | EHEWRRE ) . HAEESEWM

- MBERREBHAT ‘BIEREY” , NNREIRER “E8 | Hiy | Hfb | EF ESkE | AMS L
HBIRBRULBR & , FH EMIBRRE |, BAILMERA B3 CT MIBRIZE IR,

- MEHKPBEZSANER , HEERERRHER TR 75 , A CloudFormation EX &
WA (S CloudFormation Ingest Stack : Update ) » &t AR “BHE | Hfth | Hth |
T AERE  MBEE | AMS TREIM AU EHETEE,

- MREBTFREMEMSEA CloudFormation E#t CT AfHHINE B , AMS TJLARMAESR) |, HER
BRREE | Hftt | Hftb | Hfth | EFTKRFRRE ( &£ AWS CloudFormation RS X FH3EE
M) , HEA— ChangeSet ATLABE/EEA B3I CT. Management/Custom Stack/Stack
From CloudFormation Template/Approve Changeset 1 Update # 1T E M ITHIE £,

AMS 43 EIRBRS , LA B R T & H BB S E I BRI BR o

BREZELR |, S AWS S CloudFormation : il B 5k

RFC 5% DNS #ix

FTE# DNS #EXHMNZ N RFC TRE2 kM , FEREET AN . EalE S RFC REH
DNS #EXE (MARLH ) T2 SHEL RFC &M , AN EMEERHBENEHRRE -
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Ko AMS ZEEE LM TS — 1 RFC CELEF R MIT EEFHERMN RFC HEH XK. AMS
BUE—REIE—1 RFC , &1 RFC RA2EBAE—MEREFESE — I RFC,

RFC IAM S24R451R

AMS FFZ A IAM BENEBEEXHEESR AMS IKFHF |, BURRENFER, BR , BURFERR
HREAM IAM TR,

RRERBEN IAM R RFC AREBEEF 3 RFC MVET/ERE B ERELEREREE
£, BREINREEFERIMVC. At , Z3EBELEMFS RFC REEKNAH, ERTX
L& RFC HyEAHMAE , HEBUATER,

BREANFAEN IAM FENE VAR CIFASEMNVERIENRREZIRENNNER , SR T
f# RFC Z£1¥ie,

ERH IAM FIREX :

- MRBERBUHETERBANARFHEXRNBER , i, HS5H AMS Tkt R
IAM CloudEndure BU3E : fi#E WiGs Cloud Endure & Fifi X R34 33T FF CloudEndure
customer_cloud_endure_policy.json

(® Note

MREBEERMBBER , HEEIHLEMNER , CloudArchitect/CSDM FH £ L EATIRE
AMS Z2HFEMEE , RAEBREIXEZEEN RFC,

« MREBEBRMINBER T H AMS EENK/SFHENRF , BNBUEREZHRVISHREAE ,
TREXNBR R,

« MBLEENAXRAFBERRNR (MAREASRTRER) , HBENXRHNIE A  REEZA
FPEFEFZABHNR. BXPTHRENFHAEE , ESHIEER AMS SRIZH & T RIRER.

« MREFBREHRUBRRATIEANIBHITHRE , FEBERPEHAXENROERAH.
- MREELER2EAMRNILTERNER , BRI F MM E LR CSDM R A4 ERYIESR.

MR AMS 4 IAM RFC , BRI SRHBARNIELIER, Hl , RITTELEL IAM REQIEBFR ,
HBEBRIZRBOBLERABRTEE. EXERLT , BEUURTHENERXHEFREIER. IREFEH
—ZABFERORDS , BRXRS EFRIEKREN CSDM,
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UT3RERT AMS EFZIEH IAM RFC BB R ERMVAEXEE, WRER IAM RFC 7 LiR{E

AR , MRS S RFC W%, MREFEHIN , AMS 2ERENZLHALE, BT RXH
HBIS | BESER CSDM #TIHE,

® Note

AMS ] BUH TR R EELE XS 0K A AT IAM R RB#TEAER. MXE[ RFC EL B[
[, FEGRSERS AMS ZEE1ERR |, EAREHN CSDM,

o MRAL , Sl EEE SRS K~ N EH TR RANR, RBI
» iam:PassRoleEE—/1EERNNAG—EEA.
- ABIAFX attach/detach IAM KEEHI PR,
- TKF R IAM RBEEHIIE R
REBEEEEMENN ETXHBT API B,
- ERmERE AMS RSAENRRINARFHNR, =6
- B3 AMS Bt , flMEL2, EEEHH EPS ERLEM,
fhiBR B EEE AWS Lambda BEIEE B & o
il BR =5, S BRIA CloudTrail ¥ R AR
- BRBRSES B X (AD) B8,
- 2 H CloudWatch (CW) 3R,

« {&HMER landing zone — B BEBEEKFPWEREA, KEMGAEZHE,
- ERESKRIABBEMES , SIMATFERREERSHRES T AEREMREHIR, =4 :
- BIBEAFHRMNEN S3 FRBRATFHLE EBS B,
- NE IP it EE.
- BRREAURTFZIHE,

- ITRZHNRENNARFERTE , PINTRSBBEER, TEMEEX RETHHEMEN
K~ AR AR AR SS PRI RR . RHI -

- B EZEModifyNetworkInterfaceAttributefy APl ZASHEE [N &R
E., UpdateRouteTable

- BIREEREZNDBRERTEEMEN,
RFZXERAIE AMS RS H#RA |, AT AMS XH#E,
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AMS &8 AR AMS ERIKFIEAHE R

AMS BRS5 U BA R ARSI HH AV BRSS R EEA T AMS K. EFREIDRESRSHIZF , TR REN
CSDM.,

- RBRTAHFSENRERSR , BEAENELAZSTER  ELITRST , EANATHROTR. =~

« X¥s3:PutObject EFRHFIME KMS INZEH S3 FHEBHNRER , EREHEXEH
BIKMS : Encrypti R,

« BEKP R FENRRERAXINER,
« IAMRFC , % RFC N#R U F 5FRTHF.

‘%’ RFC #i%
AMS “E88" KRB ERRE (CT) RIFIE R FH AMS-supported B R AN INEEHIIKF o

BB BRI KZE AMS CT #BR2E T CloudFormation ##x#, EREF , B LLRiLFRIFFE AWS
BR%S CloudFormation , ‘8% , A LAfE A CloudFormation 2% & #R#E CloudFormation M4k 8 R iE
AR RBH R R, KW HER AT8EL T DELETE_COMPLETE R%, #E CloudFormation
#ikE , EHHRAEERIBRBAMANSERBERAERERRA,

M CloudFormation 3Z#43# 1T FEHERR

KZE AMS ElE RFC #4EH CloudFormation iR , Z X4 W eeF B Fit T EHERR . BSHZ
CloudFormation &4 iy 324 :

- BIENARFARIEEEAK : AWS::ElasticLoadBalancingV2::LoadBalancer ( Application Load
B alancer )

+ 2 Auto Scaling 4 AWS::AutoScaling:::AutoScalingGroup ( Auto Scaling 48 )
+ 812 memcached £&1F AWS::ElastiCache:::CacheCluster ( EFE£E )
+ B2 Redis &1F: AWS::ElastiCache::CacheCluster ( EF&EE )

- 8|2 DNS £E X1 ( 54/% DNS —#& £ private/public ) : AWS::Route53::HostedZone ( R53
FEXHE )

+ B2 DNS 1235 ( 5812 DNS Bt & H private/public ) : AWS::Route53::RecordSet ( &R0
)

« BIE EC2 #4% : AWS:: EC2: £l (#MHITER )

o BIEMMTHRS (EFS) : AWS:: EFS::FileSystem ( B34 % 5% )

- BIEMEFZIIE T AWS::ElasticLoadBalancing: LoadBalancer (Elastic Load Balancer)
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AMS B ABRIST AMS B0 S AHE 2
- 87 RDS HIEE:AWS:: RDS:: dbinst ance ( xR IIEE )

« )2 Amazon S3: AWS:: S3:: Bucket ( &% 7 RE )

- BIEBAFI : AWS:: SQS:: Queue ( FERFIRS )

RFC ¢l& AMI £5i%

TE#ERE (AM) 2—HIERGEE (Hlm, BERSE., NABRFRSEBNNARR ) BiE
o B AMI, BRI LUEHKG] , REIRENEHEURSH[EZTH AMI HNEIER, AMIEEER , 2
B2 EC2 £4I=% Auto Scaling AFFAER ; B2 , BUIETF—LER :

« BRHEIBEMEFIEC2InstanceIdSMALFEILIRA , RFC FREK 1. B A SHEER Auto
Scaling 4 (ASG) =41 , A7 ASG 4 1L E2F LRI B,

« EB|ZE AMS Amazon RZB& (AMI) , BTN AMS SEFITFFIR. FEFERAZSEHIGIE AMI 281 , 1844
MERECEELEHEHGMTERE , NTIXNERTHER, EXEFAEE , BSRER Sysprep €22
FrAETD O b TR 5 AR A5

« BRHF AMIIBENBHERS DL AE2HE—H , BN RFC AW, AMI | Creat e H#ER T 20{AT3R
THIRE  BXEZHMES |, FSHEM AWS AMI &its

(® Note
BXRA AMI I B2 AEZRNEMESR | BESR AMI | BlE,

RFC 82 EC2 = ASG £Hi%

T FHIEAH EC2 5 ASG #fE | AMS BWEBIAFIERAN AMI EEZXZEEEN, MRE , F5H
AIEFEHEEWN AMI BIZESE (S AMI | Cre ate ) , AR EHEAIZE AMI, SIEZBEN AMI BRHH—
NERLBRERARBIETPNLSREDBE R Sysprep.

RFC €2 RDS $£ix

Amazon Relational Database (RDS) XMW RRE AJEEERZ , N EE6IE RDS NAUAERAGTFZF
ENEIZ , MES/SIZNEESHWERNMREH, R0 AMS RDS #ikzal , HFHAEE AWS
RDS % , I CreatedBin Stance.

ETH#ABX Amazon RDS WEZEE , BRANEW , TSR D x REIEE RS X,
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B S3 FHEBAN—IMNERLERRZEEBHXEEAK—NEMN., MRERERH S3 Fi#EH Create
CTHEMEZHREXNEHEEMER , M ZF#EBNAK , AAELFE5ZREMN S3 FHER\
BucketName, Xf$7E CloudFormation ##|& RN A , BF/ELEH AP EIHERBHEREEE
EMEEFEAD,

RFC it 5#H1THIR
TEEER RFC B9 AMS 12414 RFC #AEENE L , RFC AMMMEXE BN AL EEBRRE

- WIFRBHERRE R ZRFAH
« ITRBHNERRTERTEHNRSFERHPHRE,

RFC #HixHEE

LA HAERRE (CT) FEB AT EEIRET , AT BAE A X L R 75 SR A8 B S8 45 B ) R Y 4RI 3t
TS,

{"errorMessage":"An error has occurred during RFC execution. We are
investigating the issue.","errorType":"InternalError"}

MREHESEUTHERETEFESH —SHHE , FBT RFC BEE AMS kR, AXEZE
B , 55 R RFC BEMMKH (EFHE ),

TAEREEE (WIGS) Hix

(@ Note
AT LA T EGHERAF Windows #l Linux WRIET R | HERELSN ARSI Ez1T , bl
AWS Ay EC2 24| LiE#EE1T, XERNRTEN (AMS ESNARFARXEREETB IER
# : Linux IV iE) M GERB T/EHME  Windows FREBIRIE) RHRE,

- HWRBIF AMS KR FE EC2 £6l, Hlan , MREEFERN AMI M3E AMS IKF H=ZF] AMS Ik
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profile , A LAE EC2 BHIAHH#HITRE
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Auto Scaling 4 (ASG) 3k6l, MREFBEEIE ASG X6, FRIBESER.

EC2 K flHEtk B2 8%

InternalError;HE X B CloudFormation ; —4 CREATION FAILED IRASHERERE., EaLlRBUT
SEBREMKREHDIKE CloudWatch HERBHENIFHAEE -

- EAWS EEEFIAH , BRECE, FEHIMWERERNERHERBMHIIR NZFIRTD , KIX
MEH , RREBZEHVRSRR.

RASEREREAEESE¥REB AWS CloudFormation SASERSHEREE | ATLIEEER T FR &,

- EXEEHREENEZELR , ST AWS B4 A FEF AWS CloudFormation ik 21 iE
AR

EC2 P RE IR

Y EC2 XAIBMERMET , AMS LOIZNEHIEHER RFC, ZFTAXFAY , BN EC2 ZHIBME
RARMEIRE (DR) MEEHME S , AMS £ B3 NI AEMBEHERR RFC,

BIENIEERE RFC /5 , 2R R —MEE , A ERMEERD RFC Ay, XNMNIBHESER RFC 7
BULREFR# 7 # RFC 8fE , BEERXSBMEHRNER RFC , SELRFHER AMS R
RIHEE , FURERE R HFE AMS EELERE, XtEE T ERVIRERE (TTR) 555 , AX
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AMS BHR AR AMS ERIKFIEAHE R

@® Note
EEZEHERTLM KR AMS TEEE RFCs, B DCM , &R LA £ i51E AM RFCs S,

YE Akash BTSN T RE S8 (6:30)
EERERREIXAD

BEREBLEREH , AEEFESHRMHH AMS Advanced I R IRRXEEHF (RFC).

1. WIAEERE DCM HERANKSREHFESER

« ZKF R AMS SR IBE RS AR

- &K RS A Service Catalog, {18 s FX#REETEF DCM H Service Catalog K5, 4f
REE A Service Catalog EXf DCM B |, FEEBNERFRAELE (CSDM) iTiL BN E
Ko REREM Service Catalog t1#:E) DCM , HE TEHNEEBERFIMABE, HX AMS
FEVERSS B ZMiFMER |, SR AMS MRS B %,

2. FRAEE | REKF | BEEFERER | BAERIEE (ct-3rd4781c2nnhp) R EERE (RFC). A
FKELGTH , FREEEIER | BA.

LB CT G, FEEEKF FEEME LAWSManagedServicesUpdateRoleld IAM £
. AWSManagedServicesCloudFormationAdminRole®l,

3. HALHNABRERENEZTE DCM FENRNAFSTEANNAE.

® Note

BRI R EEEBERN SAMLIdentitylREE, AWS BRESH IAM MK ( AG, AFE ) kK

BEXERE, BHREDREM—/ : SAMLIdentityProviderARNSIAMENntityARNSs,
ZHAWSServicePrincipals, BXEZER , BEBRR LT IAM Bz AMS =ZR
(CA).

BEIEEREDR IAM AEFEKE

EKFFHEAEREWERG , MFEREULTH IAM K&

EEFEUERXA WA May 12, 2026 110


https://www.youtube.com/embed/Qu1aKIUPT28?si=KrOqr8pniwfh7Nob
https://docs.aws.amazon.com/managedservices/latest/userguide/ams-service-catalog.html
https://docs.aws.amazon.com/managedservices/latest/ctref/management-managed-direct-change-mode-enable.html

AMS BHR AR AMS ERIKFIEAHE R

AWSManagedServicesCloudFormationAdminRole : A ®3% Fi5E CloudFormation #2414,
BIZMEF CloudFormation #ik, BEERERET UK BIBMHIT CloudFormation ChangeSetskI X
R, LRGN RNREEN SAML REEEE,

B2 H M I E A BT E KEEAWSManagedServicesCloudFormationAdminRole & :

« AMS B4 ZKE landing zone (MALZ) R 270K F°
+ AWSManagedServices_CloudFormationAdminPolicy1
« AWSManagedServices_CloudFormationAdminPolicy2

. WERBAREFHNPRAWSManagedServicesCloudFormationAdminRole, #&HE
EREFERALEBEREFNKFRIEACHNHENE , AAFZABEHMEFTKS P
CloudFormation #1%, X TJREE B/ AMS RS IEHIKEE (SCP) B3 , LA TFE M IAM 3£
#£/32h CloudFormation %,

- AMS SR EMKS landing zone (SALZ) ik
» AWSManagedServices_CloudFormationAdminPolicy1
+ AWSManagedServices_CloudFormationAdminPolicy2
« cdk-legacy-mode-s3 JX ik A [RBXBUER]
« AWS ReadOnlyAccess B

AwWSManagedServicesUpdateRole : B BEFI TiiF AWS IRFHZRIEEIMXIR APls, ZA
BXARERKNE  XLERBRRETENFETEN AP £E , EBERBIET N ELRS (Sl
IAM, KMS, GuardDuty VPC, AMS &g 1t % R M fc & ZF Create/Delete/PUT ) FIEFIEE ( 4l
m) ., LAENIHRINRESEN SAML REFEE,

B2 H M I E A BT E KEEAWSManagedServicesUpdateRole  :

- AMS SR 2K landing zone M ARFIKS

« AWSManagedServicesUpdateBasePolicy

AWSManagedServicesUpdateDenyPolicy

AWSManagedServicesUpdateDenyProvisioningPolicy

AWSManagedServicesUpdateEC21 H RDSPolicy

AWSManagedServicesUpdateDenyActionsOnAMSInfrall sk
« AMS E42KS landing zone K5

+ AWSManagedServicesUpdateBasePalicy
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AMS BHR AR AMS ERIKFIEAHE R

« AWSManagedServicesUpdateDenyProvisioningPolicy

« AWSManagedServicesUpdateEC2iM H RDSPolicy

« AWSManagedServicesUpdateDenyActionsOnAMSInfraBl sk 1
« AWSManagedServicesUpdateDenyActionsOnAMSInfraBiik 2

BRitb 2 5k |, FEEKBEAWSManagedServicesUpdateRole A ikViewOnlyAccessHiin T AWS 3
EERME,

REMMEA M

Z2BE&8#H 2 AMS Advanced MIEERRITNEF LR RE. AMS Advanced Direct Change 3
FTeBFRTMERRE,

EERERERATHLZEM

AMS Advanced BEMEMNEMX, TEERRENTREERME THANMNE, A EEXTE”
BE , KRERETSUE, BR , BN ZEEEMAK,

EREFUER B AR (SAEEEER IAM AERER ) RHETRANNR , AFERHEZ
AENXEEREK,PH AMS ZENRSHEMRERRE. XREAR , 2FETENXE , B4
BURTRIR, BRENEE  AEHREHTHRZ, HFRIVRZNAPRENEHERNETMSHEIRE
HEVER T o

RIEBAMSEARINE , EELWBETUTXREHIREL TUTEIN, BX AMS BEARMENFEAEEES L
T M HEFREL AWS Artifacto =3 1T715(8] AWS Artifact , iEBx R KK CSDM FRELR BA ESZEU?I)K_I‘_JO AWS
Artifact

AMS-STD-001 : #5128

PRAE TR T 5 MBS =40

FiE AMS IEMRR =, Tl T

MAMEFUTRE CloudFormation, Clo & AMS A& , RS PR 1 7 (B AR

bS] udTrail, EFS, AMS HIR# TEHIRF FEEXT AMS B BA LA
OpenSearch, L BRI EE SN B RIR F1E AR AMS 2RIk

FREESIHMTFESN  oougwatch WiRE, BRMEN  GEERHTEAE

 FRE AMS SBH 55 ss, s BEFETAEH, &

FEBETEAL  qv Tageing api
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AMS BHR AR

AMS ERIKFIEAHE R

FRAE

LLAMS *THMC* KD E
B B4k, upper/lower/
mix

SR E N E
RHIB AMS R
# EAE AR

CHRTE X B

NIXLRFF X R
#l AMS 78 ZEI4R1C
Maws:TagsKey %

o

T3 AMS-STD-003
AR 4R B BR O 15 B 48
Al AR SRR A Appld
AppName , ETREEE
% AMS FERNEIR.
FoiEEE IAM PRS2
Mo

=M, CloudForm
ation T BRI
AMS 5 & ZE[ERE
Maws:TagsKey %
#.

B
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AMS &R AERIER

AMS B4R FIEMHE S

PR AE

FRGFEEEMIEHE
REA AMS FREHm R
HE , &R AMS-
STD-002 Pk,

TIRT 5

x&o breaks f
CloudWatch

or CloudForm

ation CloudTrai

[, Amazon

Elastic File System
(EFS) OpenSearc

h, . Logs. A
mazon Systems
Queue S EC2 ervice
(SQS). Amazon
Systems Manager
(SSM). #rid API ;
XERFSFX
¥raws:TagsKey PR
% AMS fp 8 Z E 4R 12
S

X B

AMS-STD-002 : &4 MinFREE (IAM) Access Management

PR AE

47 ABEANEIEE
B (RFC) MR
¥, PlmBEFHIF L
K6, BIE S3 FEM
5 RDS %XflF, R
ERENASTEEN
PATIRIE , FRER
K A E B ARSS T
BN RS (SSP) #
AR EF R

TIRT 5

=, BERENEN
RIFESES AMS RFC
REMITERIE,

X g

L2 RERZ AMS
WROBEARSEE , A

TEE AR REEH M

89 |IAM FA 7 BT BAH
XfpipEES, AMS
TEEETRKE IAM

APNIARENRR. 75

] X PR CloudTrail X
PR& .

B
B
IAM R F= B2 B i PR

# , HFBREZENR
BHERFNE, need-

to-know
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AMS &R AERIER

AMS B4R FIEMHE S

AMS-STD-003 : ME{R£

PR AE

S2, EC2 kfl| a3
1P AEEEEKXBK
B 45 32 1 I B R BB EA
BARY & 20 A 5 — i 42
Ao

S14, AILARFE TE
— B Z B
VPC 3 & ML i
TREE,

AMS E#t AMIs AT L
£ AMS EE K
MIEREKRF ZE
2, AREERIMNTAR
BWiFef1AR—1N4E
A E. AWS

AMS-STD-007 : H&1E%

;3

19. £ B EEB AT AN
— AMS K EAK
AR-EFNE—1
AMS TKF=

TIHRT 5

. BBBREARTE
REXRMEUE < BRoE M
IP st (EIP),

B. ZEBHE IAM X
B& ST,

TIRT 5

=, HTEEY

IAM SR RS UIE 2 7= K
FETE-1MEAR ,
HitZE -~ BE 8T
ZE,

X B

6 SR AN pn s % 1P
SEEREEERMN
L. XEMTERM
BNRERPUEIH
Mo

B IER AMS K
WHEE—BBHKS
DR MTaZIE%

=,

AMIs T[RED E BN
&, HEARESNME
LA IETRHARI K P 6

MBS

SRRy G
¥z, FETRSME
LLIETARATIR S o

EW

B R4 A BE LA
T HRERRER A1
SO, ARIEENER
SARBEZRHIME
&, BABRIZSEHIMR
EHTUSRRAEE

N AFRE.

BINEWREEAE
B AMS K 2N F
KR, MREHAHI
FEXHM , FEA
Z 2 H MR HRKIR
B LUBE S AR R
WMHNRETE, &
RMKE,

X AMIs E&RIH R
RENKFAHRE , &
ERELARHEL
B 361 A I P45

=|

BN O

B

R 540 4R TR Y K
HERE , HEE

AWS BLNFHE 2
B 361 A B A P4
Bo. BINAUBEZ
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AMS BHR AR AMS B4R FIEMHE S

PR TIRT 5 M B

20, RBE I AMS Ik
FIAE— AMS &R

B (BIWMLIE

FR-KF , REF

AFHRE SE S RARATRIE | B
SR 5 PAVEIR Pt B
X< EX AWS Organizat £ 32 (CSDM),

ions MK /= # 1T ITHEL )
B, FREFRAMNIT
B EHEM AMS
& F3E AMS K,

BEENASERANEH0RIEARESE , MRS EEEIEXS SRR,
EEEARATHENE

EEREEFIEASLEFNELEFT TEAHRE. LERTHRETEAESMNIRE (il
PHI, HIPAA, PCl) , AAREZEZER A ERFS G A SREERNIRE,

EEEAEATHEEERE

TEEER AMS Advanced AARKEEZEE RN AEZE. TEER (RFC) RHAZEH AMS Advanced &
& AMS Advanced RHEBIEHNEERRHITERNIER , HPTEREREN AMS SR EHREE
(CT)ID, BXEZER , BSHEEEE,

(@ Note
BEEEREXT2MER AMS TEEE RFCs , ZNATLUER DCM T£15E AMS RFCs

AMS Direct Change #& = (DCM) &EiZ 24X AMS Advanced Plus & %k /B9 441 AWS 177 8] £ R
KREEMEH AWS BIR , N\MIT BT AMS BLTEEE, B IAM AGRESEEEIERNNREN A
FaLAMERRLE AWS API 5 RIS PREE AMS Advanced Ik P RELBEME R AR, B MATUEH
HEREM IAM &€ RFCs £/ AMS SRTEERE, EXFHMERLT , AMS BEL2XHFRRREER,
DIEWE, BT, 20, SHPNNEE, EXEKFPEEELSACHAFP XHER AMS Advanced
TEEE RFC REH#HITER.
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AMS &8 AR AMS B4R FIEMHE S

TEEEAH

HFZ£ZE , AMS Advanced FHIRLEFH R EITEEBET FHE (RFC) REXKT

M. AWSManagedServicesCloudFormationAdminRole{XBRF &I CloudFormation (CFN)
I 1TEh. BXWMAIEE DCM lE#KRNEZEE , S [ E A Direct Change &5 6223
. AWSManagedServicesUpdateRolefX R T LA T#4E,

BRBNEERAENES  SEEE | HEKS | EEEIUER | BA (ct-3rd4781c2nnhp) ZEEXRH
BESH HEMES M0 , THRESRYTH AMS SRERRBESELTHFRE,

AR S5 Action
AWS Key Management Service (AWS KMS) B
AWS Certificate Manager Create
AWS ldentity and Access Management (IAM) 27

Site-to-Site VPN

£47
AMS RRFERR
AWS Backup BIEZ 41T Xl
AMS THERZIEA () WIGS
AMS B MALZ Ik E =20
Amazon GuardDuty
AMS & F T R PR =20
I 5% Elastic Block Store (EBS) X Z & i B
I 5% Elastic Block Store (EBS) ERiAtn%2 B ABRIAINZR
Amazon Elastic Compute Cloud ( Amazon BERENAE
EC2)
T 3 # HLESMRE ( AMI ) M. 9=
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AMS BHR AR AMS ERIKFIEAHE R

RS Action

Lo EC2 Z&4A

AMS &% SSP

£
AWS 3k AD £E
AMS BRI RERR
Amazon Simple Storage Service ( Amazon B2 S3 FHEREL
S3)
AWS Systems Manager Create
EH ‘EEEW KX 02K

AT ik AMS EEHkAWSManagedServicesCloudFormationAdminRole , £ CloudFormation £
A SRR ERNESR ;

. BiRAMBEANsStackTransform,
o MERBHRSILGERFFK |, stack-FR—NM7 N EFNEZBREZ/HH,

®

Note

ERINEAANsStackTransform , AN BRI HERER TS

RICAPABILITY_AUTO_EXPANDIB&E , A& CloudFormation (CFN) SIS E#H#k, it ,

B LARFCAPABILITY_AUTO_EXPANDYEN BB E R — S0 12iE, MRERF IS

IhEERT AR BIARLTHAE , W CFN £3E461Z1E K, AmsStackTransformil R EM R h A5

?ﬁz CFN % & WA ZE S L IhEE , ER2 LB CFN #5155 CFN # TR ER , A&E
3 tbThEE, APIs

%ﬁzﬂ RIEALLT CFN API A |, #4508 LIhEE :

» CreateChangeSet

* CreateStack
» UpdateStack
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https://docs.aws.amazon.com/AWSCloudFormation/latest/APIReference/API_CreateChangeSet.html
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AMS BHR AR AMS ERIKFIEAHE R

£/ DCM SIZREFHERES | REHER EHIT CFN Ingest AR EHM CTs HERIEMNIERE , &
XEZER , BZH#CloudFormation AfE§m. SESEMRESH. E—HBHIAR , AMS BRiAL£4A
(SGs) T &kt inZE Auto Scaling A EY{EMIIRIL EC2 EC2 K= Auto Scaling A (ASGs) HHISEHl,
fEFIM I EC2 £l 812 CloudFormation #4REt ASGs , AT LAKT tNERIASEHI SGs,

(® Note
MEAUEAEMEE IAM AAWSManagedServicesCloudFormationAdminRole,

AMS R\ SGs EAAOMEOMN , REKGIKZNES) , FAVFHEH AMS REMEET SSH =
RDP #1T1AR. MRERXIM AMS WBIARE AT TRM , MAILGEZECHESAE , F SGs E£RE
FERR B AU R EL R N BN RAY SR 6, BRRREMAAVEN AMS BEA R ESH R LB EZESH,

AMS BFRINZ AT :

- SentinelDefaultSecurityGroupPrivateOnly: B] BUEIS It SSM S8#E CFN #Ax P # 1Ti5E /ams/
${VpcId}/SentinelDefaultSecurityGroupPrivateOnly

- SentinelDefaultSecurityGroupPrivateOnlyEgressAll: AI BUEN tt SSM S3/1E CFN AR 3t 1717 3]
/ams/${VpcId}/SentinelDefaultSecurityGroupPrivateOnlyEgressAll

AMS #%#

1 CloudFormation ##xTransform®ARiNFER, XFFHRIN—/ CloudFormation & , B FER K
iR HF EE M B AMS,

JSON 7=~

"Transform": {
"Name": "AmsStackTransform",
"Parameters": {
"StackId": {"Ref" : "AWS::StackId"}
}
}

YAML R4

Transform:
Name: AmsStackTransform
Parameters:
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AMS ERARRIERE

AMS ERIKFIEAHE R

StackId: !'Ref 'AWS::StackId'

EEHUAHRNERN |, EERMZTransformid .,

JSON 7R
{
"AWSTemplateFormatVersion": "2010-09-09",
"Description" : "Create an SNS Topic",
"Transform": {
"Name": "AmsStackTransform",
"Parameters": {
"StackId": {"Ref" : "AWS::StackId"}
}
b

"Parameters": {
"TopicName": {
"Type": "String",
"Default": "HelloWorldTopic"
}
b
"Resources": {
"SnsTopic": {
"Type": "AWS::SNS::Topic",
"Properties": {
"TopicName": {"Ref": "TopicName"}

YAML =4I

AWSTemplateFormatVersion: '2010-09-09'
Description: Create an SNS Topic
Transform:
Name: AmsStackTransform
Parameters:
StackId: !Ref 'AWS::StackId'
Parameters:
TopicName:
Type: String
Default: HelloWorldTopic

B " EEE N R0
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AMS BHR AR AMS ERIKFIEAHE R

Resources:
SnsTopic:
Type: AWS::SNS::Topic
Properties:
TopicName: !Ref TopicName

HE A

ﬁ*ﬁ%*"\ﬂ\’ UABIRIT K |, stack-RR—M 17 NN FZRBBFFRE. XRNTRESHE AMS #
*f.J: E’JE@ AMS %/me%ﬁﬁ IDs,

AT R AR A HEAR B 5 7A R4 IDs

Bash :

echo "stack-$(env LC_CTYPE=C tr -dc 'a-z0-9' < /dev/urandom | head -c 17)"

Python :

import string
import random

'stack-' + ''.join(random.choices(string.ascii_lowercase + string.digits, k=17))
Powershell :

"stack-" + ( -join ((0x30..0x39) + ( Ox61l..0x7A) | Get-Random -Count 17 |
{[charl$_}) )

o\

5 132 5 A& =X A 5
UTREZFEXEXNAA
S TAHRBEMEEREIR CloudFormation

« 4 CloudFormationETMAE T EFMHIE,

RFENBEREENEN

FRFZA) , REEIE.
« ARFEBIFHHAZ RFC #HITHER.
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AMS B ABRIST AMS K S AHE 2.
« EEFE4 AWS APl FRIEEH T E,

« MRELTEBHE , WAILAER DCM A€, TBHERAKIA DCM B RR A B 1& SUtEK,

- DCM A& AL % CI/ICD EEFATHENAE AMIs, 82 Amazon ECS 5%,

AMS ERFFREEN

£

« AMS ERFREERXAIT

- FREEXTHZEMEEMN

s AREEXTHEEERE

« £ AMS FREEX TEEEMEN

« AMS FF R E#E X THY Detective 124
« EAMS FREEATIER, KENSHERE
« AMS TR EEXTHSHERE

* AMS AREBRA T T EE

« AMS FRAARBX THESMERE

« AMS FREEX THZLMiHEEE

AWS Managed Services (AMS) 7 & &R X A AMS SR IGEM A S RARK F VIR FNPRE AMS
BRTEEERBINEENEHR AWS BR. AMS BRFRXAZREXEZIFE AMS SR ENFLE
= (VPC) R R4 AWS APl BAREIX — K , FEREBERERE PRI EEMIZERNNAR
Fo

FRABRATHRXEEINK,E | FAET AMS BERTEEERERFER AMS Amazon R
(AMI) EEMN B RIEHEEMHERE, AN EEBENETEEE, B2 , X AMS EBINETFEATEIS AR
. AWS APIsEL E Y TR

EATREZE AMS Advanced EEEERBZAEENEMIRERR, FRERASEFNFLEFT
ERBRT. BTESNNR , EREESHRERBRET N ERIEH,

/A Important
HAEMFEH AMS Advanced TEEBERECERSFERAF A EENVNEN TR 8EH AMS

Advanced B,
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AMS BHR AR AMS ERIKFIEAHE R

FREGRRETURAY AVS BRERZ —. BXESEER , #50 EX8A,
AMS ERFF K EEAA]

THER AMS SRT R EENNER AMS SRIKF R MK KIFF R ERRX,

£

- JTtaER AMS FREEX 28]
« AMS R EEARY ERFH

« M{AEI AMS BRFREERX
« AMS ST REEARR

FraeER AMS FF R BRI 25
EXPFRERN 2, R ZAE/LHE,

AMS Advanced TEEEE AMS Advanced EEEEREZABEL T EFERCIER DevMode ik 7 &
MIME KRS EIR (RFCs)o BER , KL T BIRESH DevMode , AMS Advanced 44 FERAE
@it AMS Advanced TEEBRIZAERN RFCsHIR,

BREESEA DevMode Tk, AR BN HEE#RA AMS Advanced EBH N AERFIKF
AMS FF &k BEEX I o RFZ 4
LT RRIF R EES LRSS

o WA AMS Advanced BF , #BEDE -1 EEMAEY AMS Advanced Plus Si&RKF .
o IR A EAIK &AM E AMS Advanced Plus SR IKF .

« BKFEFRKKX (MALZ) : B4 FfFEFHAWSManagedServicesDevelopmentRoleFiE X Y AWS
Identity and Access Management (IAM) A&, {REBEXMNA®, T—THTEUNARETFREER
PR o

- BIKFEFEKX (SALZ) : B HER customer_developer_rolefiE XK AWS Identity and
Access Management (IAM) A€, {REEXMNAR, T—TENTANAREIT X EEXNR,

MR AMS BT R ERRK

R LB E RN A& RMAH AMS Advanced IKFELETFUE LAY IAM BEREIAF R ERR
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AMS BHR AR AMS ERIKFIEAHE R

* MALZ : AWSManagedServicesDevelopmentRole

« SALZ : customer_developer_role

R, ERZABIBRAKEMEHIAXAT.

AMS Advanced BB RF A EEXNEAFSEBHNAIDIREERNIAE , BAFABEERLTK
FANEZEEE : AMS Advanced EEHRIRH AMS Advanced TEEBLURHNNE (ERBINE
P EENRRNEFREEAGEKE, BA AMS Advanced RIENMATARINNER , BAEEE
MEFREMZEFIELRE,

B AMS SRIKF PSRBT R EERN

1. BAEEEFRERATEANKSFESH I HHERAMS FT & EEXH TR

2. fERZERE(CT)EE | REK, | FTRERX | BA (KEAIL ) BXEEER (RFC). BX
WAER L CT BIRH , TSR REES | ER (EEBL) .

WIBCTfF, FEERNKFHPEEMENR IAM 6
( AWSManagedServicesDevelopmentRoleXfcustomer_developer_roleF MALZ , XF
SALZ ) .

3. EREBHABRERENFTEFREEXTRNRNAFIEANNEE,

AMS Advanced ZUUERHITERIAER | AR L N A E SR EHE I 1t e i 3 T SR IR

AMS SRFF R EBRINR

FEN A (EAAWSManagedServicesDevelopmentRoleF

MALZ , customer_developer_roleXF SALZ ) RF1E AMS &% VPC HalZMN AR EMIZE
BRIFHR , IE IAM A€ , ARFIHEIE AMS Advanced EEMHEZRSAEH (fHlwm , EEE
M, EHEEIEE. BBERE EPS, E2FFXEFN AWS RE ) . ZABKERFIX L THRAMNIGR AWS
B&%5 : Amazon GuardDuty, AWS Organizations AWS Directory Service APIs, # AMS Advanced

B&.

BRZABATELUERHM IAM AE , BEFXARERFRNBERISHHEBENRES tBEA T B
BHEM IAM B fAWSManagedServicesDevelopmentRole,
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AMS ERARRIERE AMS ERIKFIEAHE R
FREEATHRZEMHESHM

Z2BE&5#H 2 AMS Advanced MIEERRINEF LR RE. AMS Advanced Developer &3 F &
ErEEEREZAREN R RN EITEEEREEEATAEEINRENRNARNLARREERR
BB, BRPERENEZELR |, 55 AWS Managed Services,

EEEIW

« DevMode AR FEFEHIRNE ST AMS Z£ M0 deny-by-default RN, A4 B BhARSS .
BALERF AMS RS MBRE , FAABAUELZLEARTABENER TIRTEET BB R
B, ATEAFAERNEZEFXENNEIETRRBE SN , RALPHNEARNA AT LUETT
XLERR CTs HEAXEER,

s BOTRNEHRAFPBEPERE CT TR,
« AMS R"EIE CT HITINR

B

- RIP
- BERTLUBIMERELEGEL CT , BERER IAM £ &Kk 7 B R HI R
- BEEHEAIE (HIWITSM RS ) KELEX I CT A5 E]

o FIARSEHIKE (SCPs) , RIFEFEMILKEEMITH , BESH AMS Preventical # Detective
Control s FE

« N

- BHRE RFC REEEHRITXLERNSE CTs ( BAFAEE ct-1opjmhuddw194 FiE #F HiE
3 , B A ct-3rd4781c2nnhp ) FH 4% A8 B2 B g B2

« BF andlor BRKFREERE IAMBR , LBEHBTHAAEEAREZTEFEXHNIK,
o [EN
s BEZEEEFAEEXTEBRIK,

FREEATHREM

AMS Advanced B HEMHNERX, TEEBEREMHEERRE THANNE, ERHAT
REEINXR , AMS Advanced W Z£EBE £ A 5454 AMS Advanced ik~ #H B HI K P EL &
SRR AMS Advanced EZ£E , ZKFEES AMS Advanced WEHEZ £ {LMEHEE,
P 4% 2 £ & chea H AT PR IL SR BV R Y ( AWSManagedServicesDevelopmentRoleXdF
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AMS BHR AR AMS ERIKFIEAHE R

MALZ , customer_developer_roleXF SALZ ) , iXBR#&IT AP BIREIRENK S BT NS HFR
#,

i, EEZAGKAF TLL5R Amazon Route 53 , B2 AMS SR ASBREXEZRIRH, XIel2
B IAM £ 58 &l 1T R AR SRAWSManagedServicesDevelopmentRole , M BR & A F 5%
PRIk P N A AMS Advanced BT IS8R, AWSManagedServicesDevelopmentRole

TFREEXTHENME

FREEAELEFHIESTEARRS. EERTHERETEMENIRE (Fl0
PHI, HIPAA, PCl) , AR & AR ERXKEARFS SR A ZBIRFEZL MR A,

FREEATHEEETE

TEEER AMS Advanced REAXREHEEEFERNRE. TEER (RFC) B24E5 AMS Advanced
B3 AMS Advanced RESIZNNEERRHITERANER , HP S REFERENEREE (CT) ID,
BEXEZER , FoH BadEEES,

ERFIF R EENNRN AMS Advanced I, TREFIMITEEEE, BIRE IAM SEHNFRER
HANPR ( AWSManagedServicesDevelopmentRoles&fAF MALZ, customer_developer_role
SALZ ) WA P AT AEAR4E AWS APl R RER AMS 84K PEEMERER, EXLEKSF
SREHNABKHAF AR AMS Advanced EEEBREHTER.

/A Important

REMSEH AMS Advanced TEEEBRIEVNEREFEAT A ERERVNENRBREFEEHR AMS
Advanced ¥, X FE AMS Advanced TEEEREZABENEIR , IR3XH AMS
Advanced BN E XiFR &4 AMS Advanced 14 , B R XLEFERSTRELE,

HBIE & RS API BRI

R BER LA AMS Advanced BITEREBRS . X ETEB RS RS SRS HERAFE
BIER S FRER PR, MBEENFAEERNACTEEAATRENERS  WITBIFLEERNER
RABEBREFHAE,

U BRSS T REN RS T2 RR APIs
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AMS &R AERIER

AMS B4R FIEMHE S

BERSETRERXTZ R

AR3S

Amazon AP| Gateway

Application Auto Scaling

AWS CloudFormation

AWS CloudTrail

Amazon Cognito ( FFith )

AWS Directory Service

=

ARFFFEMNK APIs FERY | {B A 18R BR
Jh\SetWebACL

REEEMPECEEM AT BB , URBE M
BRY R RS,

T BB RISIERBIBIR A CloudFormation
MR, mc-

To R RIS B R EI S AR CloudTrail &

JRo. ams- and/or mc-
TERBRRETHE,

TEGEAPM, AFSAES. BRESHR
B RMHE.

ConnectfWorkSpaces BRFERFE Directory
Service AT T#RE, FAEENNRAREK
& 3548 FiT /5 E b Directory Service 1E :

* ds:AuthorizeApplication

* ds:CreateAlias

* ds:CreateldentityPoolDirectory
* ds:DeleteDirectory

* ds:DescribeDirectories

* ds:GetAuthorizedApplication
Details

* ds:ListAuthorizedApplications

* ds:UnauthorizeApplication

FEEIKF landing zone I A |, I SRR EKEA T
B4 a AMS Advanced AT 4B AT X

TEEH
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AMS &R AERIER AMS B4R FIEMHE S

i £E
XA K 815 R PR A AMS Advanced #£%&
H %o

Amazon Elastic Compute Cloud TEFRIIEULTFRFE EC2

APIls B9 Amazon : DhcpOptio
ns Gateway. Subnet, VPC, FIVPN,

To & R S48 AR L R 4%
HFAMS, . mcManagementHostASG ., and/or
sentinelfy Amazon EC2 &R,

TWEE EC2 (e ) NEBEFEENR ( TEEMBK ) . EE : Amazon
EC2 Reports IEFEE#T. “RE" ELTUFM
Amazon EC2 2l & S ML kR, EEMIER
BEEEEN Amazon EC2 FRBERIRE , FE
F AWS Billing I AEEBZH A,

AWS |dentity and Access Management (IAM) TERBRMN BN RRR , LT EER IAM AP
R R,

BRIEZFERERN IAM A€ ( F MALZ ,
¥fAwWSManagedServicesDevelopme
ntRole + SALZ) , customer_
developer_role AHNFEZEBIESR &N IAM
BIRo

T EEHBIR N ams, . mccustomer_
deny_policy . and/or sentinel#y IAM
BIRo

BIEFH IAM B (AE, APRE4Y)
B, A INARBRE R ( MALZ: AWSManage
dServicesDevelopmentRolePer
missionsBoundary . SALZ:ams-app-i
nfra-permissions-boundary ) o

AWS Key Management Service (AWS KMS) TR B RIS N AMS SREEH KMS F4,
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RS £x
AWS Lambda To &G R SIS R BEIR H AWS Lambda B
;. AMS
CloudWatch B& TR BRI BIEIZE N :mc., . awslambda. and/

or AMSHY CloudWatch B &

Amazon Relational Database Service (Amazon  Fo3& 15 B & XB FREIEB N :mc- WL T < R

RDS) FEERS (Amazon RDSDBs) BIEE ().

AWS Resource Groups HeeihRlIGetList, MSearch®IR4A API &
(=

Amazon Route 53 FoEV E RS H Route53 AMS & F 4E37 1Y &
o

Amazon S3 TEB B BB N ams-*, | amsHH

Amazon S3 F &, ms-amc-a

AWS Security Token Service M — RN L LTRSS API DecodeAut
horizationMessage o

Amazon SNS T BRI B R B2 N :AMS-Energon-Topic .
oMY SNS £, MMS-Topic

AWS Systems Manager £ (SSM) Tk ams, mc=H A BIRH SSM &
. svc

FoiESendCommand XNARZAT4R 9 S AY Amazon
EC2 =4I H SSM APl, ams mc

AWS #rig ORI RIBIERNE AWS #5128 APl B4E, Get
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AMS &R AERIER AMS B4R FIEMHE S

RS £
AWS Lake Formation LA AWS Lake Formation API 2 {EMIE4 -

+ lakeformation:DescribeResource

* lakeformation:GetDatalLakeSe
ttings

* lakeformation:DeregisterRes
ource

* lakeformation:RegisterResource

» lakeformation:UpdateResource

e lakeformation:PutDatalLakeSe
ttings

Amazon Elastic Inference & 28218 A Elastic Inference API #
fE, elastic-inference:Connect LR
‘@& TEcustomer_sagemaker_admin_po
licy FRMIR9RBRHcustomer_sagemaker
_admin_role . BREARFEIAE Elastic
Inference HIEEF.

AWS Shield To AT R ARSS APIs B2 &

Amazon Simple Workflow Service To3EH RMEMEARSS APIs ShizEH A

£ AMS FREEN TE EEAZEH

EBRAFAEEXMIKF HAWSManagedServicesDevelopmentRole |, & BHF X EEX IAM
AW XBEF A AMS Advanced 9 AMS EREEEEHE, AMIsAR®IER ( MALZ
AWSManagedSexrvicesDevelopmentRole, SALZ:customer_developer_role ) 8 F AJLLfE
A AMS Advanced ZEEE RS M AMS Advanced , AMIs BEFR2H%EM,

(® Note

KBS AWS AMS SR THEMFHKBELESRTE AMS BRIKF HEIZEN AMI FAREE AMS
Advanced FRrEWELE,
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AMS T & &I TH Detective 24

W2 EHEBBER , RAEEBES AMS ZLEXRNBBEE., LEETET AMS BH & XHRE. B
1518 AWS Artifact , &R LABR R & HY CSDM FREXiH BA 5 &1 & AWS Artifact Al o

£ AMS FFRERATIER, BENSHEE

X4 F £ AMS Advanced EEEEREZABREN AR  NEESXEEREEARARHAEATREEN
PIRAKFERNRR , FAIERAIRER, BRENEHEE,

AMS F REZBEBEXN THNEHERE

EHEMNEREEL. NTEEFEEREZHBRENRER , AIFEITEEEEENTR , AEH
FRFAEEANBENIKAH#HITER , MR AOBREMS,

(® Note

AMS RESERIPIN (SLA) TEATE AMS TEEEREZHBEREHFNERR ( BEEX
BERHFRFCs ) , BEFAELAGER ; At , EARERER TENRAUBHNERFRSBHRBREA
P3, AMS XEHEZR MR,

AMS FREEX T4 T EE

ITEEBTREHATE AMS Advanced TEEEREZHAEZENER , 8 FTATEITEEERER
EHERAFEAEERANBENKSERWER. S atE :

s NTEENRZLEH  #NBA T ESIEEEEREARAGHERATAEENNBENIKF EXNERE
10 MNI¥EBRA,

- EEEH  ANEATESREEEREN AR  REHAEMATRERIROKSHITE LB ER
F21MAA

AMS FFRAREX THEEMEEE

EEMERETRERTHE AMS Advanced TEEEFRREZABRENRER , AR TESITEEEERE
REHRFERTT X EER R E K TR,
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AMS BHR AR AMS ERIKFIEAHE R

X4 F £ AMS Advanced EEEEREZABREN AR , NEN TEIXEEEEERGHEATRE
BANRAVK S ERR IR |, TR IRE B3 e AT s+ 12 Pt

AMS FREEXTHZEMFREE

PR BB AR REEXE AMS Advanced TEERREZAREN TR , HENBEIXETERE
REHAFEATRERINROK S BRI RFRNTE. WRET AMS SRZEEEEEREN T SiEh5E %
TE I (Amazon EC2) SKAIRY 5 R ATRE A B EAXT 12 H] , MARREMHEKE L RMNIR.

AMS 1Y B BIBRS B ER

AWS Managed Services (AMS) HBI RS B & (SSP) N BEX AMS F£EKF h R4+ AWS RS
API THEERI T2 AR R, B LUBFRHELR, SBEZ/NRY AWS Identity and Access Management
AEXRFERS. AMS REBRFERVNE4EE, BiR. KE, i2x. B 2ONTEEERE
WEFE. EFZERT , BRSEERS (SSP) REEREERLRSHEN , FTEEETERERES
%, plmigsh, £ AMS FPEENHIELRANERAXERSHEEZR |, £ 1AM B ( SRS
XEAG, RESAE. BRKFACIEKRER ) #FEEIRES AMS Operations H#tt A , IEFFEH
HEHLZe2M, ZALFA CloudFormation 4Rk B e BBBIX LRSS |, B 3EPTE SSP RS # 21k 2h

L
Beo

/A Important

81 AWS Managed Services (AMS) Ik~ fEH SSP =X 5 RIFER AWS BRS , BRI
m EFmR,

IR AWS RS 05 AMS Ik, BERFEERE AMS BIAIER. ATWHE 7T BMRFSEEENXRS
( f&i%F SSP ) . AMAFFEATRMEIER AMS 1K AR FAQs BIURS .

BBEREBRSIREKEM  BAREEXERS., AMS THEXLERSHENERIBHEIR. W52,
FBiEF B4, AMS B IAM B | FEEB LS ER AMS K PH RS . AMS SLAs 15&
Ao

NTEBEDEMRSEENAR , AMS BYRFSEREREHEE. MREFNPE, KRG, BEER
R (RSN ELEBEMERYIN ) . Z2MBRBRUARERZR, A, BEANBERT , EARE
AMS ZEEBRENEERNEEN A RNESEEE, I TEE, EMREKENTEEE,

ZEMFREER M7 May 12, 2026 132



AMS ERARRIERE AMS ERIKFIEMER
AMS H1#) SSP XA ]
HERERAAMEANSK S ERK (MALZ) ) AMS BRZ—. BXESEE , H2H B8k,

NTRHBBRSEEIE , AMS 12 T EANRRARNEAN IAM A€, LURHIERE AWS RS
FENEAER, XEABHTEMELMEER , EXFETFABEFHMEMABER , ARIEFFE AWS
RS ERANABGRERNEMENINE XRABREERN. AX AWS MM ERNEMAEE , S
FIAWS &1,

E@EHZIKF landing zone Application i PRt B BIELE AWS RS , BIRBRSWIHAFEHEE |
RS | BERERS | AIMEERE (CT), BIFEEFHEMN CTHE3 CT,

@ Note
EiFR AMS REFINY BBIRSEERS , WRRKFIER.

£ AMS SSP Z{RHY AMS K ElE Amazon APl Gateway

5 AMS BBIRRSBE (SSP) = , EEEELEN AMS FEE K F #1151\ Amazon AP| Gateway I
B2. Amazon AP| Gateway #—MZERENRS , LT RXARTURREMAERIR., £,
. BEMRYF APIs . £ AWS EEZEF|S A0 REST WebSocket APIs , B I LAMERN N A
EFLREHBRSHEE. LHBERIIEENE] , flnEl SeE it E R (Amazon EC2) LiE1T
W IERE., £ LEEETHRBAWS Lambda, £ Web NAREFREMBENARERF

AP| Gateway AT BB ES NGB ZEZR AN HE AP BRAFTSRNFIEES , SBREEE. BN
MimmEdzsl, KSR AP IRAEE, AP| Gateway REREZARBIHI AL, BRENKEH API
BRMEHNBIEENE , MA |, £8) APl Gateway ZEEMER | B LIKERE AP FRENYT KM
fRAEKE. ETHESEE , i5ZH Amazon APl Gateway,

FEEE : AMS HHY API Gateway
@] afAfE A ERE AMS K BB 17 B I 5% AP Gateway ?

FREE | AWS RS | BEE RS | %0 (ct-1w8z66n899dct) E kK AR
X RFC , &3R5 API Gateway, It RFC AZEMNIKFEELT IAM £
£ : customer_apigateway_author_rolefl, customer_apigateway_cloudwatch_rolefE

FHKFHERER  BOTNEREHBRERPMAAE,
8 : EFKH AMS Ik R {E A Amazon API Gateway B BFLEFR &) 2
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AMS SR ABRIERE AMS &Rk - IEME S
- API Gateway Bt BN R T 77 BIZRAMS - MC - BIZRAV IR , BABH IEXY AMS Eat i Hed TS
X

« CREATERIXPREZ VPCLink A , By IE A2 W Eith 0| 253 4 A5 HEE. R VPCLinks BE , &
2% App lication Load Balancer | Creat e

| : FEFRH AMS K A Amazon API Gateway B BRLE o RSB RTIR R ?

XBURTAREZEN AP| Gateway BVRE, ©RILRIMIRS , B LERIGRNERS (H0,
P& B ITERR ) o

£ AMS SSP 7£{RHY AMS Ik P # BLiE Alexa for Business

£ AMS BBIRRSELE (SSP) &= , BEIEEEMN AMS FEE MK F #1178 Alexa for Business I

fiE. Alexa for Business 2 — RS , AILBALM A T Alexa REKEZ T, BT Alexa for
Business , {RATLAEF Alexa (ERBREBIF , EAWE. DARE , BEEFACKRERPHRIEFFE
A Alexa REZFRES THEME, IT MigELE LA Alexa for Business kKRS TEH AN
BaWENFIAR,

ETHEZEER | BEZH Alexa for Business,

AWS Managed Services kY Alexa for Business & I (7] & fi# &
[ : A E A IERA AMS K= B 51517 Alexa for Business ?

BERRERE | AWS RS | BEERS | &0 ( £EB3ML ) (ct-3qebiostejtny) F KBk
BERIFENR, It RFC HEMKFEEL T IAM £&f:customer_alexa_console_role.
Ecustomer_alexa_device_setup_user Alexa for Business IRMtIRZRETERET A ; A
EAUUSEALERERETIEREELNERZR. EENKFIREARKE , BXLAERESHBRERHRMA
AR,

Alexa for Business P <f# & a] LAfF Alexa for Business & 2| 2 & Webex # Poly Group %

DKis , NEREZ BN, MAXREEENAEEHS LT, TZSNSNESN

Alexa for Business KRB BR K, MXBEMN AWS Eiz7 865 Alexa for Business &

. RINBHAEMIRIZRMWIAMAF : customer_alexa_gateway_installer_userbd

K customer_alexa_gateway_execution_userf&fYAlexa for BusinessMx , — N T Z &N
X, —MNATERERX ; TUBIEADE | SRHEREAH | FHOFMBRIEE (IAM) | B2 SEAHSR KK
(FEEBML ) Fh3EHE (ct-3dpd8mdd9jn1r) X RFCEREHE,
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https://docs.aws.amazon.com/managedservices/latest/ctref/deployment-advanced-application-load-balancer-create.html
https://aws.amazon.com/alexaforbusiness/

AMS BHR AR AMS ERIKFIEAHE R

® Note

BEAREABRRE HFHAZE Amazon S3 , FE BB EBRS RFC FiEE Amazon S3 7
RS Mo

| KR AMS K fEF Alexa for Business B BRLEPR &l ?
SZREEIBREl, Alexa for Business £ EBIhRE A& Alexa for Business BITELE RS A IKRE.

8] : EEK AMS Ik~ {EH Alexa for Business Bt )R FZ B RIS 2

- MREITEFEA E WPA2 nterprise Wi-Fi RIEEHZRE , BHERFREILEFIEELNERZRELEK
# O ZITEEEMFH, AWS AEIEHMENE

« AMS R I LA & 22 [H “A4B” FFA B, XXNRT L& ZHE,

@ : Alexa for Business FYBFLETHEEEE RFCsHEIHEA ?

E [ Alexa for Business SEfift Alexa iB&Z RS (AVS) i% % |, HIRMXT Alexa AIEB 1R % Hl1E P& HY 17 8] X
BR. Jit , FETE Alexa for Business ##HAHEIEZ—1N IAM A6 | ZACUUFEREE | Hit | Hib
KB H TR, XA AVS REZFHIEE R REE Alexa for Business LEMAERIZE,

F/H AMS SSP £ &K AMS WorkSpaces Ik~ Bit & T &% N A2 F

FH AMS BBIRRSELE (SSP) B |, BEIEEEN AMS FEE MK f ik R 5% WorkSpaces
WorkSpaces AR ( NATERF ) TheE. WorkSpaces MARF AW BN EENARFBE AWS
MEEEETA]. BN NARFLZER WorkSpaces NARRF L , RBEBFEE , HENARR
AEAF A, WorkSpaces Applications 12 7 ZfELIYLEI , ALEAUEERHFENARFE
REKEHIZER | HREEANERSEH , MERNFHEERLAFRNER. WorkSpaces R ARRFEERE
BEECHNERZINAER , XERELZVNARFAIUEINE AWS BRFETRE,

Amazon A WorkSpaces pplications {£2 88 £ AMGERFRERN MM ZE, MAMEHFNARERF.
T EMER Windows Server 2012 R2, Windows Server 2016 5 Windows Server 2019 L3z 1T {1
BARR , REEHTEMER. WRAEKE , BULLERENAEFBIERE. BRIARFIEE , HEH
E&AEAFER,

ETMEZER |, 5 WorkSpaces R FHEF,
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AMS BHR AR AMS ERIKFIEAHE R

WorkSpaces AWS Managed Services B R T2 F 7 I B SR &

@] : AfATERE TG R ERAY AMS K 7 R BY WorkSpaces B ?

FHAEE | AWS RS | BECERS | A0 (ct-3qebio8tojtny) EREHER
RFC , 3K 158 WorkSpaces M AR, Ltk RFC RIENIKFEEZELT IAM £
f:customer_appstream_console_role.

HEBE A customer_appstream_stream_role URN ‘A M ERFA P Active Directory ERX&E
EHTEMRINNARRF.

ELENKPPREEAESE , BUTNEHRABREEDMAAE,
| : FEFRA AMS K R WorkSpaces R T2 FFH BRLER & 2

« UTFIhee4 i AMS Support EIRA#ITELE , H# EFERTE RFCs. BXERHEMINEERN A E
54 TR E,
- WO VPC &inT RAIEFRNEH.
« X¥# Amazon S3 KT R , ATEXHRNMNARFREELEME LAV A K,
o RIS ERREMBAIIRSES AT AN IAM B,
BN WorkSpaces Ri T2 7B\ 5l M BR 5 4 X 88 Microsoft SEz) B Fi,
812 WorkSpaces NARFBEENFERBERIRE.
- BRIFXEFBEENL R,

[ : FEERH AMS K~ HEA WorkSpaces N AREFH BRFMHSHMBIRERMTAL?

FEM@ME A WorkSpaces MAREFIER RFC Bt , i533EA T WorkSpaces MAREFFEAERIREH
Amazon S3 TF#E @B M. FEMBMcustomer-appstream-usagereports-policy 75 NZE 0
# WorkSpaces Bi T2 F I 812 H,

@] . BRLE WorkSpaces R AR FINEEFE D FF RFCs ?

« E WorkSpaces MARFIEFEZEO VPCARTR , BRREE | Hfb | Hitt | EFHE R
RFC AEZEWIKF P eIE VPC AT R. BEXANARFCREEN AT RNSR |, BHSH
WorkSpaces WorkSpaces B AREFAFEMPHMNED VPC Lin T S A1 ZF R & .

- BOMFER CEE | Hi | Hf | Hftt | SIBFXEEE RFC” B3R Amazon S3VPC LixT = , BNAEE
NEXHXRNMNARFREELEMNE LHNBFAENZEF., RFC AMBFESIREEXHRANEN
B ¥ Amazon S3 BN AEFiRE Amazon S3 %1, It RFC ¥ WorkSpaces B T2 F
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AMS &8 AR AMS B4R FIEMHE S

R4t E Amazon S3 VPC LinTi RFTENNR. BXNRUBBEENLRT RNSR , ESHN
RAEFRAFEEFIN Amazon S3 VPC KinTh S A T EXHXH WorkSpaces NAEFREFA
o

- EQBMEFRAEFEIIRES LERN IAM AR | FRIMDE | SHEREAY | BHOMHREE
(IAM) | BIZSAS KR (REBBIML ) EREE (ct-3dpd8mdd9jn1r) RFC &R £ A AT & KB MY 1AM
A, IAM ABEHRIAL LB “customer_appstream” FF 3k,

- I 7E Active Directory (AD) FIRRERE | Hfty | Hb | Hfitt | EEXXE RFC, B FI S
# WorkSpaces i F#2 7 BA 51| F BR {5 4 5 25 0 A E Microsoft Active Directory BV, A
Microsoft Active Directory FIr I &KX R £ WorkSpaces B T2 F X 4R R FOIEFEE Active
Directory 1T E L3 RN PRF E Lo

- EQ|BBE N WorkSpaces MARFERABRIRE , BRXEE | Hit | Hit | QIEERKE RFC
BRUATHEA :
« “AppStreamUsageReports” CFN % 1 2

- TEMKF HBELE “customer_appstream_usagereports_role”
- A BEREUTHAGE :
« Rt CRON RiIAXKZHE Crawler i517. BMINMBERT , 8RN RFRHERE 23:00,
« A T3IREN Athena EHL R Amazon S3 77#H ARN, XNEEBAZERSR : aws-
athena-query-results

« Amazon S3 1748 ARN WorkSpaces B AR FERABERIRE B X,

BEAGE  FZAGMALHNKEBRERAZR , AREACRABRIREAGTR AWS
GlueAWS Glue 1 Athena &K BE X IkE. BXEH WorkSpaces N AT A 1ER R B 1E4H
§R , 2R WorkSpaces M AREFXEF I LIE B E LIRS M2 WorkSpaces MAREFEAE
B

£ AMS SSP £ {RHY AMS K/~ R fiL B 5 #h Athena

FH AMS BBIIRSELE (SSP) &= , BEEEEMN AMS FEEMKF F i RIS # Athena ( Athena ) If
fE. Athena B— IR EXERRS , AIFBEEARA SQL 74 Amazon S3 FHIEIE, Athena ’%
BREEE , REEEENEM SR , RENSTHERMNTE, &IEME Amazon S3 FRIEKIE , EXE

1, RETTRERRE SQL #1TEH, KSBERSE/LWHNREIE, BT Athena , ToFE extract-

transform-load & Z<#Y (ETL) FESRERHRBBUM DM, XFEBEMEER SQL HeeMI AT AEZER
EOMAAEBIEE, ETHRESZEE , HSRILS# Athena,
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AMS BHR AR AMS ERIKFIEAHE R

FE RS : AMS 8 Athena

8] : anqalfsE A B Y AMS K F BB 5 B 53 Athena ?

FHEE AWS | RS | BE B RS | A0 (ct-1w8z66n899dct) EHKHIEX RFC , B3R A1
Athena, It RFC REEMIKFBEEUT IAM Bf:customer_athena_console_role. E&EMIK /- &
BREZAGRE , BUNEREHBRARFMAZAE,

8] : FEEH AMS K A {E T Sk Athena B BRLEPR &l ?
HEEMRG, & AMS Ik - IR E Z# Athena B £ EBIhEE,
@ : R AMS IKF A {E A Amazon Athena B B R R B MBFHEERT AL ?

Athena EEMKH AWS Glue ZRSF , RN EEAEANENEIE. catalog/metastore AWS GlueR
It , AWS Glue RREEERK K Athena RFC H,

Z At customer_athena_console_roleB& Amazon S3 1FEEM L REZH . ERIEFMNIFME
¥, BEABEZ CTct-1a68ck03fn98r ( HE | SRR AH | S3 & | Q12 ) . HEEHAKE
z1 CT 5 Athena B2 S3 7R , FREBBE ML R L. athena-query-results-*

£ AMS SSP 7E£{REY AMS ik P #EtiE Amazon Bedrock

/A8 AMS BHBIRSEE (SSP) =X , EiEEEMN AMS F£E K Fi5[F Amazon Bedrock I

#€. Amazon Bedrock 2 —IE£EEMIRS , ATHEIERBALHN Al F18]A RN SHEEEMER
(FMs) , #EIS—8 API AWS & FER, BUUNEHRERERFIRR  RIBESENBHNE
&, Amazon Bedrock M T —RFIZHTIEE , IUHBERRXAIERENARR , WERHTtZS
AENEBAIERRS. A Amazon Bedrock , BRI A BRMIZE AT EAGNERBEER  FH
AN REBEER (RAG) EHEAR , BIEBCHEBEHTESES , HEEFHAL L RSEFNHEXRR
RATESHRE,

f&Bh Amazon Bedrock B TCERSZ 2261 |, WA LUREA[] , FHECHKRELTEENEMER | H
A AWS TERNZ e HHERNTENENNARFS K MEEEEETMEMEK. BXEZE
B &2 H Amazon Bedrock,

EAA : AMS FH Amazon Bedrock
| : anqalfE A A9 AMS K P ER i 15 18] Amazon Bedrock ?

EiER15 R Amazon Bedrock , i5ERAERE | AWS RS | BITEERS | A0 ( £E
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AMS BHR AR AMS ERIKFIEAHE R

f:customer_bedrock_console_role. EENKFHAEREZAGRSE , BURNERSHERS RPN
AiZAt,

@ : FEERH AMS Tk A Amazon Bedrock & BRLERR &Il ?

« BIABERT , B SSP A —&% , 7%3F Amazon Bedrock HiRE |, B R AL D2 LIRS
£% OpenSearch RS , AMS B BI A X iZRS .

- HTHKBIESHERZTZFNRS , T Bedrock Studio, DataZone

8 FEFKA AMS K Amazon Bedrock B WL S REZ G R HK R ?

- FEE AWS Marketplace RRHE=FERITRALAHRABETER
( AWSManagedServicesAdminRolefE MALZ 1 SALZ Customer_ReadOnly_Role £ ), X2
X R ERIAA B BFE AWS Marketplace X BR,

- MBFEAKENR , NEBERCIZEG A A G SRR AWS KMS %48 ARN, Lok, EEFERB
Amazon S3 FENBHRPSLIME “BER7,

£ AMS SSP CloudSearch £ &/ AMS Tk F° # Bt i& I 5 %

5/ AMS BBIRRSBLE (SSP) = , EEELN AMS EEKF F 15 R E# CloudSearch Ih

B, Amazon CloudSearch 2 —1l AWS =i ERS , BAULFERHEATKRE, EEMT R
IEHIM LSRN ARV IE R IR F 3., Amazon CloudSearch i 34 fhiE S MM 12K IHAE |, Hlmze
HER, BIERMHEBEZEER, ETHREZEER , 1555 Amazon CloudSearch,

(® Note

AWS H 2024 % 7 B 25 B2 CloudSearch , EXH#HERFRTL D HHINE. Amazon
CloudSearch MEE P AU SLERECER LRSS AWS HERETF Amazon HRLM, ATH
M A M BEE CloudSearch , BRI EH#E HETThEE,

E 7RI 5% CloudSearch FIL &% OpenSearch RS Z B X B , LA K a3 E 2|
OpenSearch fRS , FBR LN =EMIT (CA) FKIES. BXIEE OpenSearch [RFHE
ZER , HSRMNID#IE CloudSearch | & # OpenSearch BRS RS -
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AMS R AR AMS BRI EMHE &
FHEE | AWS RS | BTEERS | %0 (ct-1w8z66n899dct) K AR

X RFC , &R 15 S # CloudSearch . Itk RFC NIEMIKFEE LT IAM £

& : customer_csearch_admin_role#l, customer_csearch_dev_rolefE&RINKF FE &%

AthE , BUFERSBRARPMAZA R,

i@ : CloudSearch K AMS K = = {5 F I I 20 45 R LE BR &l 2

&1 AMS Tk 3244 CloudSearch T Amazon £ EBTh8E. Amazon B B Z#EAE AMS ZiFHEE
FERITR, CloudSearchiEXE , &7 , DynamoDB M — T ERB I RS AWS FEERIEER R
jj_*o

@] . KK AMS ik CloudSearch AfEH Amazon B A RFHRIKBIK4 BT A ?

Amazon CloudSearch K58 Amazon S3 S E R IREBFESEREI I TMABRBEHBEERFTR, It
RFC F#&% Amazon S3 BYiFRAXER , E itk AMIEIRSERPEIRERE,

£ AMS SSP Z{RHY AMS K~ HFELE Amazon CloudWatch Synthetics

5/ AMS BBIRRSBLE (SSP) = , EFEELEN AMS FEE MK F F15 Amazon CloudWatch
Synthetics Ihag, RAILAER Amazon S CloudWatch ynthetics 812 “MFBRIE S KEBIRHNLIRT
R, RF. APIs

Canarie A Node.js & Python REMN AT B EMZA |, #&itXiE1T. ©1124 Node.js 5 Python FIEZRE
BRI B2 Lambda BB, €4 BN HTTP M HTTPS Hi MY T4E, Canaries 2R ERML
W RE A AMERIIER | R LAEM NI EREN Ul REEBR, i1k ~E80 REST APIs M 15
NE , HALREMEZHNE, REBEIATNBENAEREFEERLRNNER, URLs

IARFE & EE SR S EERNRAMNTHBNERAE , RLEIEENNARRF LXBEEAEFRE
BETUEFEERIEES G, CASLE  ZUNURTEFEATRIARNE. ETHESEERE , B

Amazon CloudWatch : EREE A,

AWS Manage CloudWatch d Services REYIL 5 #h Synthetics & I (7] & f#F &
[ : fAIE A K AMS K P BiE 1A AL S S CloudWatch ynthetics ?

FHEE | AWS RS | BE B RS | A0 (ct-1w8z66 CloudWatch n899dct) F th 2k

HIZRX RFC , &K iAE Amazon Synthetics, It RFC AIEHIKFEELL T IAM &

£ : “customer_cw_synthetics_console_role” # “customer_cw_synthetics_canary_lambda_role”, 1E&
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@] : £ AMS MK~ F 6 Amazon S CloudWatch ynthetics 8 BFLEPR #l 2

88 AMS Tk P R £ Amazon S CloudWatch ynthetics ;& BEA R &, Z1E7E AMS BENERE A
& “customer_cw_synthetics_canary_lambda_role” 2 A A MARIBE S SIE A,

8] : FEERH AMS K~ S5 Amazon S CloudWatch ynthetics 1 BBLE 5 R S SRR BSR4 2

DNARF B 5 6172 H 5 FH ERIAEY Amazon Synth CloudWatch etics S3 4§ : cw-syn-results*--"
${accountnumber} ${default-region}

£ AMS SSP £{REY AMS ik =~ El & Amazon Cognito A it

£ AMS BBIERSSELE (SSP) B , EEEEMN AMS FEE MK #iR Amazon Cognito A F#iZh
BE. Amazon Cognito AF MR T 1M L22WAFER , IV BREBLZAF. A —DEE2REENR
%, Amazon Cognito AAF AR ELEH ORSH[EM ZHEHNEZRE, MRS EEEEEERLR
P, BaUERXERFERNBRARFER. LRSAERET BEEXBEFESINESBINARE
FRABFBEZNERS R, B, Amazon Cognito AFMIRE T BEZRENEEDRE , HINRBER
B, ZRESHRIE. FRREMBEEMERS. EATFZMARFRESHREMRITHLOHES ,
f5lanOpenID, Facebook, AmazonzGoogle.

I % Cognito Z AN EE~ M. T Di# Cognito At T Cognito F M IRERE., ATES
48 Amazon Cognito A FPith | XL A PR X S # S3 = DynamoDB S H i AWS BREH 17
B X PR. ZBRS A FEFER Amazon Cognito AP M5 = 5 17 1R LR SRIB T AR SS#Y 175 R A BR o
AWS BB ERHEIHREEY AWS BREMHE. BT Amazon Cognito A Y58 K4&E
T case-by-caseE NIBEFHRSHTFHEE , LEBEKFSIEENLZLREH. ETHRESES
B | &2 Amazon Cognito F F b,

AWS Managed Services & I [A B ## & #Y Amazon Cognito F 7 5tt
FEREBMER

@] : A{ATERE IR RI AT AMS IK = H#Y Amazon Cognito A it ?

£ AMS H3EjE Amazon Cognito APt A NS R -

1. BRRXEE | Hfth | Hfth | 812 (ct-1e1xtak34nx76) EE R HiERIEEH AMS K F 8] Amazon
Cognito AF M, BIFUATER :
* AWS IZiﬁo
- Cognito A Y& 5,
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o INRIEAAME A D a2 B8 T AR ARSS (Amazon SES) KA X HEEFBEH , M A2 ERIAK A EB
Cognito BRHFERS , MFEF NEKF RIRE—NELRX T RIEA Amazon SES ARS8 FHB 4t it
Leib bR A FEREERY “REAN" M ‘BEER" FBR. ©IHESTUEABEL S# SES Mt X ( us-
east-1, eu-west-1 =} us-west-2 )

- MREEERBERT - REBRBANRIE , NEFFREHR,

2. BIRREE | AWS RS | BEERS | AINERRE (ct-1w8z66n899dct) KiE R A F LRI R,
It RFC AEMNIKFEELNT IAM A&
& : customer_cognito_admin_role#l, customer_cognito_importjob_rolefE &K~
TREZARRE K BUNEREMRIRPIMAZAR, XEAEAFEEE Amazon Cognito A
P, EEMPNASNEL. FAFCESAES. BRBEANITEES., SNARFXKEA
i, BTEE @RS RS AR MIBR 2SI/,

B : EFEE AMS Ik F{E A Amazon Cognito 5t BRLERR 41 2

BT E B Amazon Cognito AP M, ZREFZECE IAM BEFEEF AL T# Cognito 8K AR
%, Bl Bk SES I 55k & 2B AN ARSS (Amazon SNS) Service,

| : EFKH AMS Ik FR{E A Amazon Cognito f P 5t R R Z B RABI K R 2

RS MEH Amazon SES B B FEBAF RGN AFMAZEEMNBEL | iINZEREKF FEBE
Amazon SES RS , AHELRIF T NECKEEFEN “EE4A7 M “BEE” ZERPFERANSEFEHF
Hodit, HXEH Amazon SES Kl FopHFiti it W EZELR | ESHE Amazon S ES A3 IE B8 FH
5 3k,

£/ AMS SSP Z{RHY AMS Ik~ F ElE Amazon Comprehend

5 AMS BBIRRS B E (SSP) = , EEEEN AMS FEEMKF £158 Amazon Comprehend Zh
#E, Amazon Comprehend 2 —HHARBSAIE (NLP) RS , ©ERISBEIEXARDER N HEM
KRR, TEEAHNEEFEI LK., Amazon Comprehend #8553 REBBIE L I IEE ML EIEDH
NBHMRR. ZRSEBIRIXAKES ; BEBEIE. ., AY. REREH ; B SXERHRAK
SUHIEE B S AMAMREINNE ; ARTBEIEBNAXHE, BETTLUER Amazon
Comprehend H#) AutoML IRERME —HERNBHNEALERES EHIN B E L EEH AR D HEE
B, ETHEZELR , B2 S% Comprehend,

AWS Managed Services & I [A] @ fi# & #Y L & Comprehend

| A E AR AMS K BB 15 RIS Comprehend ?

Amazon Comprehend MRS May 12, 2026 142


https://docs.aws.amazon.com/ses/latest/DeveloperGuide/verify-email-addresses.html
https://docs.aws.amazon.com/ses/latest/DeveloperGuide/verify-email-addresses.html
https://aws.amazon.com/comprehend/

AMS BHR AR AMS ERIKFIEAHE R

AT LAUEE IR R FE A AMS JREREE Amazon Comprehend & & FMBIEFRIAE : RFCs

BYREREE | AWS ;% | BEERS | A ( BEB3L ) (ct-39e6io8t6jtny) B K iE K 15 7] #X
BR. Itk RFC HEEMIKFE BT IAM Bf:customer_comprehend_console_role. &K IKF &
BEEZAGE , BUNEREHBRARFNMAZAE,

@] : FEEH AMS K~ H £ Amazon Comprehend A& BFLEPR & 2

B3 Amazon Comprehend 2 &l & RIE I IAM B&IHEEZ EIFREH], &N , Amazon Comprehend Y
2 EBIHEERR AT LATE/REY AMS Ik AR,

| - FEFRH AMS K A Amazon Comprehend 4 BBLE 5o R R SRR R ?

MR E# S3 FHEEABHME , WAMEH Amazon S3 1 AWS Key Management Service
(AWS KMS) = 8 Amazon Comprehendo, AWS KMS

£/ AMS SSP £ {RHY AMS Tk FE & Connect &F°

(@ Note

KL REBFE | BATVREM 2026 £ 5 B 20 HEL LEX Connect EF1EE ID BXF. M
2025 5 A 20 A2 , Connect EFiEH ID FIrBEEZHEF. ENHBKRFE 2025 F 5
B 20 B2 aEMZBRSHIMNEEF , BRI L FEH Connect HFBE ID ThaE, 2026 & 5
A 20 BzfE , BR/FLEBMER Connect EF1EE ID,

£ AMS Self-Service Bt & (SSP) X EZEZH AMS FHEMK - A5 R Connect I

fE. Connect Customer 2 — N2 REZRBKEH L , IR A RUERHN AR RZEEHHNE R

%, Connect Customer A EFMERAARMEENES NP RAK, XBE—EETHENEHRT
B BANINMNAEIMUARSZ TEANENEERIER K MAEXETEISEANARNSEN.

A LATE AMS Z K landing zone 2% 820K 7= & bl X K /= AP B 22 R U BR 48 HR O SE BB — N R Z AN L4
B LAERAIE SAML 2.0 B RMEr#HTRETR , A LAEA Connect Customer R4 X 31T A
PEawAREE,

LS | BE[ UM Connect B 124 & BBEA Connect B LR UNER free/direct B S HIFSTH, &
AUERASTEANEFEAFRAEVNEETENHKRLRRE  USUMENEAERNRH, BERRATUF
A AWS Lambda BB E AR BB F6E M APl £K ., RETLLER Kinesis Streams Hl Firehose & A
R
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BiEiER, DRICEFNBREFEEFER AWS KMS Z4A 118 Amazon S3 Z#E@T ., ATLUNERE R H
EHR1EZ CloudWatch BH&EAH,

ETHMEZEER |, B3 Connect F,
£ AWS Managed Services & R R EHBRREF
| : anfafE A AV AMS ik iE K518 Connect &7 ?

BIREXRERE | AWS BRE | Self-provisioned RS | 7 i0 ( £EB3L )
(ct-3gebio8t6jtny) B KB KB EFRIMNR, Itk RFC AEMNKFEEMNLT IAM £
& : customer_connect_console_rolefl, customer_connect_user_rolefE &K F FHE

ZABRE , BUONEREBRARPIMAZAR,
| K AMS K £ Connect Customer 8 RLEFR i ?
SR EEMPRH], Connect Customer Y2 ZFThEE R £V AMS Ik~ FR{ER

8 : ERH AMS K A {EF Connect Customer B HFLE AR B RMBI< R ?
- IBATERFRE AMS RFC 8122 AWS KMS Z4A#1 Amazon S3 26 #@ ; Amazon S3 FMEE =2 176
BEZZIMORIZEAISEN,

- WMREEH Active Directory (AD) 55 , MFEE AD E1ZE5 T 8E7E AMS-hosted Connector & = 345
MBI A B FRF 2 AHITER. TUBIER “BE | Ht | Hftt” RFC EENIKFPEE AD

Connector,
s BOULUBRBEENRIRERBAUTAENBITERERS.

« AWS Lambda : B0 LAER Lambda BT BERRE , LR AN AN ARt BIEFE#E DR AP, &
AILAE A Lambda BYTELE RV RS SR 812 Lambda BREL

« Amazon Kinesis D ata Streams : & A A B EIBRUAZM @A AEFEREBIE. BLURR
EHBRRABRBRICRRRESEH,

« Amazon Kinesis D ata Firehose : #& A LA 812 Data Firehose , N AXEBRRABRIEZFANEZHE
NN ARERF.

« Amazon Lex : BRI LARIA Amazon Lex I RVIZF A BB EEBRRRE | AT S# Alexa BRS
XMEEMEF KRB,

o B AAIESRA IR e A BB R B SR/ X B R 7

ERNRHFABRENER/MXIE , FBE AMS ERESER.
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£ AMS SSP 7E£{REY AMS ik P A #it & Amazon Data Firehose

£/ AMS BBIRRSBLE (SSP) = , EFEELN AMS FEE MK F #1573 Amazon Data Firehose i
fE. Firehose R RBFBAIE M BIHKEHN. BREEENI> M TENZERGZE. © IR,

HIR TSR FHE N E Amazon S3, Amazon Redshift, Amazon S OpenSearch ervice # Splunk
B, MNMERAREEAEEANNERLEE I ENNRREIEFRNN DT, Er—NTELHEE
WiRS , TR BURRHRESEHEER , HELEHTEEEE., A, T UEMEKFEX
BAEFITHALIE, E45. BN  MMRWsB O ERRUE SANGERHE K BiESZS M,
ETHMEZSEER , BSAMTLRL S BEIE Firehose ?
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BYRREE | AWS ;S | BEERS | A0 ( B B3t ) (ct-3qe6io8t6jtny) B3 K&K 15 7] #X
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FHRAEEZACRRE , BUNEKEBRAERPMAZBE,
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SREEAR%], Amazon Data Firehose BY £ SBIhBERIEIERY AMS K
| : ERH AMS IKF AR {E A Firehose M B RFEBIRBIKEE2T A ?

DRABN R RBRFOBRS X IAM A, SEERAFENERNE (215 S3 EiEM/
KMS #4A/Lambda Functions/Kinesis it ) EfiAGKE K MNMAMEERESEFERALENMNRSHERA
B,

&R RFC LRI Firehose f& , AMS ZE I RN BIRFZERELEKR , HREBEE Data
Firehose HEZH AR ( Hla0 S3 AWS KMS, Lambda #1 Kinesis Streams ) - ARNs

£/ AMS SSP 1£{RHY AMS Ik~ H i E Amazon DevOps Guru

FH AMS BBIIRFECE (SSP) X , BEIEEEN AMS EEMKFF F 15\ Amazon DevOps Guru If
fE. Amazon DevOps Guru 2 — 2 HEMNEERS , JUEFAARNRERBNESHENARER
AIMERER AT M. DevOpsGuru AJBALEREI T SR BIRERIBAEXNERMES |, XFIRHL AT SURIESE
e B AR FIEN ., DevOpsGuru Bl 7T R BN ILAR | &) LA B X LE 0 % Sk oh ot S8 9 N AR
BF. CRAEMENNGE  BEEBRERTEH N AEFNRERB, DevOpsGuru AN
BEIRDMENEEBREUARNARFERNEYS , LRIFREEEREERHNITH. % DevOps
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Guru M ERERBRXEER , BLRBIBAH, X FENEB , DevOpsGuruEBLIBHAENEI ,
LAf# R 24 51 AT B9 R Kz E B

ETHMESELR , ES1T L2 Amazon DevOps Guru,

AWS Managed Services % I [A B fi# & #Y Amazon DevOps Guru
| ;A E A A AMS K P BB iE 5 1Rl Amazon DevOps Guru ?

EFERARNER , BRXEE | AWS RS | BERERS | M ( £EB31L ) (ct-3qebio8t6jtny) T ek
2, It RFC AWK FEELT IAM &f:customer_devopsguru_role. MWK & EiZA
BF , BUREREMRARRMAZALR,

@] : FEFHH AMS Ik~ F 5 Amazon DevOps Guru B HRLERR & 2
SR EEMPREl, Amazon DevOps Guru BY£ZBThEE AT 1E IR M AMS KPP R
| : FEFRH AMS K P A Amazon DevOps Guru By o RSB RMBREF R AL ?

RB FR%F M. DevOpsGuru FA LT AWS BRSS : Amazon Log CloudWatch s, RDS Insights,
AWS X-Ray AWS Lambda, #l, AWS CloudTrail

£/ AMS SSP Z4RHY AMS 0K~ &L &3# DocumentDB ( A
MongoDB )

£/ AMS BBIRRSEE (SSP) = , EEEELN AMS EEMKF F15R S ¥ DocumentDB ( &
MongoDB ) Th#&E. Amazon DocumentDB ( &% MongoDB ) 2 —HiRiE, AIF E. aETAERS
FRENXEBIEERS , 71X MongoDB T{Ef# ., Amazon DocumentDB J &1t KM G R 1E
EH R EE MongoDB TEMEFIFEMNERE. AT BMEMATAM. Amazon DocumentDB J&id #& 1)
MongoDB & F i B2 M. MongoDB AR %5 853K 18 Y g Rz >k 33 Apache 2.0 FFiR MongoDB 3.6 API
ARAFEET % DocumentDB EEAIM AR MongoDB EzhEFF T E, £ Amazon DocumentDB
B, FHANTERESEN , AFRERLYT B , TRENBE XS mM |, S&w U RMmZE 15
RIER RRE A ENAEE MBI T EHE I NER. Amazon DocumentDB &7 99.99% Ky A A 1%
migit , IE=N AWS JRAXEFIABHFERIR (). AZSERLEZRFERA AWS Database Migration
Service (DMS) ( ANMNA ) FAtBIEFE R S#hsE 1T E = (Amazon EC2) MongoDB HiEE T % %
TEBEBEE  LFEEEN. ETHEZER , 2RI IR XREIEE (3% MongoDB ) .
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AT LA R R AN AMS RFCs ( 1251 &6 B X PR FEHE 75 [RIAXPR ) SKiERK Amazon DocumentDB 12 i
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fEFEE | AWS RS | HEBRS | R0 (ct-1wsz66n899dct) B AR RFC , ERIFATLD# T
REIEE, It RFC RIEMKABEELLT IAM Bf:customer_documentdb_role. fEZEHI K FL
BEZARRE 6 BUNEKSBRASRPIMAZAE,

8 FEERH AMS Ik A fE I S DocumentDB & BFLERR H 2

I 5% DocumentDB ZEE 5% RDS FEMNNE. AT AMS T2 EE T S RDS , Hitk Amazon
DocumentDB #J IAM A& SIEX T 5 RDS RAEMN —LLREl, A TREER :

« XfDeleteDBInstanceMiifaDeleteDBCluster APls EZ2IR%], EfFHixX LM BRInaE
APls , BIRR RFC , EFIE2EE | a#R4EAH | BHMARER (AM) | EFRAHKE (1TE
B3t ) B A (ct-27tuth19k52b4),

o BF3ETE Amazon RDS S5 B i sk i BR AR
o BITENENT D3 XABIEEXFIR A NS,

8 : EEM AMS Ik~ B {E BT % DocumentDB & MBLE o R Z A K BIT R ?
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£ AMS SSP E{RHY AMS K/~ F fL E I 5% DynamoDB

#/A AMS BBIRSEE (SSP) 3 , BEAELEMN AMS &K FifE D% DynamoDB
(DynamoDB) Zh&E. Amazon DynamoDB R — M x@BEMXEHKEE , IEEANE EREMIEH
EVRME. ER—IZTERENZXE,. ZEIREE , EENELTSM. FHNIIRETIRE , URE
ATEEMAENARFNARET. ETHESEER , 2K Amazon DynamoDB,

Amazon DynamoDB Accelerator (DAX) @ —HEE&RF RS , 8 ERLFEFRIMNE DynamoDB %%
W2, DAX ERATHRESHEEIRNNARRF,
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DAX RSB ®EM : customer_dax_service_role

« DynamoDB RE§EZ# : customer_dynamodb_policy

DAX BREBUR : customer_dax_service_policy

EENKFFEER , BAREBKEMRIT Rcustomer_dynamodb_roled N,
| : EEH AMS K~ H A DynamoDB & HFLER I ?
X %PF7B DynamoDB IhgE , ‘@3E& DynamoDB liE2§ (DAX).

NIEMAERSBEIRE |, BIREHAHEL “customer” NHIER ; HlE , o customer-employee-
table-high-put-latency

A DynamoDB #|# Amazon SNS £&Brt , KFUFEEGBE N : - dynamodb

EfiBr DynamoDB #IZ# Amazon SNS £ , B1RX “BE | Hitt | Hib | Efb | EERER
RFC”,

8 : EFKE AMS Ik R {#E A DynamoDB & BBLE 5o R4 KB R R ?
8K AMS K 5 R £ DynamoDB & ARl 5o R SR B Ro

£ AMS SSP 7£/& 8 AMS ik P A ELE Amazon # 4R FMER

£/ AMS BBIERSELE (SSP) xR , BEESRN AMS HEMKF RS #HE YR EME
(Amazon ECR) Container Registry 1€, Amazon Elastic Container Registry 2 — 1M T2 EH
Docker RERAME , AILF R A RBWIFMHE, EEMELE Docker BEHEH. Amazon ECR 251
Dhsa R ERARSS (Amazon ECS) Service &5 , b 7T MFF R B L~ THERE. Amazon ECR
UL EEEREBCHEAFEMREE , T2 ELREEM RENYT B. Amazon ECS FEHNMGIEE
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AMS BB ABIST AMS BERIK P SEAHE &
B (FEEB3L ) Eik3E R (ct-3dpd8m AWS dd9jn1r) &K EventBridge lRE A, AWS Batch

CloudWatch IEEEERENRS AN BZRANERS. ETHRARBGMENNR , F2AEAET
FIRH KRS, EventBridge

EventBridge 5 AWS CloudTrail—ITi RS LR , ZBRFRUEAF. SEHBBMNTERE AWS AR
%5 K923 EventBridge. CloudTrail 498 AHX AT EF AEXHEZ#E S3 FE+T., FE B
AMS k192 CloudTrail BA , R TTERITEMIRE,

8] : A customer_eventbridge_scheduler_execution_role EEZ4AN EREZMS (MRABTFMEH , N
A% ) . AWS Key Management Service J1RJ1E 8 b /4% HiBt SR Al AWS KMS CMKs Z#E % 2

EIABR T |, S EventBridge cheduler 2 INEHF T AWS BEZHA TS AHBFENEEHE (&
A% ), EventBridge HESREFERHEMEZRZS (TLS) (ZEHTHMNE ) F7E EventBridge AERF
MEMARS 2 [BE IS BB TN,

MRV E ABIER SR E M=K EventBridge it RIRF LR ENBIENMBRHA , NATLER
EFREEH.

£ Ama EventBridge zon AR 2 81 , BAMEAEE AWS RS | | BITEERS | W0 (3
EBL ) EXXKEHEF RFC, AWS KMS

£ AMS SSP =Ry AMS Ik 7~ A ELiE Amazon Forecast

£H AMS BBIBRFELE (SSP) iR= |, EEEE/ AMS FEEIKF H ik E Amazon
Forecast ( Forecast ) 1€, Amazon Forecast R —MTE2RXENRS , cEANBEIREHEEHE
BE TN

® Note

AWS B 2024 £7 B 29 B , EXMA#HERIGIN Amazon Forecast BIfXPR. Amazon
Forecast 1B FF AILABEREMFEAZERS. AWS $EEHR BT Amazon Forecast BN Z £,
A MR RE T | 1B AWS FITEH#EHF AL,

WMRRAEEH Amazon Forecast , iEBRRREY CSDM , #4171 LAt — 2518 SR a0 [ REY
Amazon Forecast £ A% B E|I 5# Can vas, SageMaker

ETT D EANMERBRR , Forecast AV ZEIGRBEFIHEESHMOTERLESUEIM
M, Forecast FEEFTMYIR[FIRRENTAKRER, BREZREAFEHIE , URBIARTER T
N EREABEE, fln , HEEHENHLHNERTEAEEETNEENENTtmEL, X
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AMS BHR AR AMS ERIKFIEAHE R

EXENXRBEEMAE  BRNKFZFIFEESRIZXMNXR, EEREHBIESE , Forecast FFE3H
NHBTRE  BEBLATEEN , AER—MNER | SR BEES MH L RINE T ot iE 7 5 8iE
B 50% BTN ER .

ETHMEZEE |, 525/ Amazon Forecast,

AWS Managed Services & NL[EIBH #Y Amazon Forecast
| aqaE A A AMS 0K 7 B iE 15 8] Forecast ?

AWS Firewall Manager B EAEE | AWS kS | BELERS | A0 (ct-1w8266n899dct)
FRERAIER RFC KABFHRIMNE, Ltk RFC AENKFEELNLT IAM £
f8:customer_forecast_admin_role. EEHNKFHAREZAGRE , BUMEKRSHBRAFRFMA
ZAG,

8] : EEH AMS Ik R Forecast B HRLEFRFI 2

2R\ S3 FER I RN RN AT EIF R s BB R “customer-forecast-*” W E# . MREXNHIFFHF
WEHCHWGHBAE , BEENTEEIT (CA) iTibE#E 2 Xa& MMARIFRNERE, Fla0

o O LAE MBS ER Amazon Forecast RS A€ |, 8B R “AmazonForecast-ExecutionRole-
»  HREXAERIM S3 FEBIT AR, £ IAM B4lA P EEF RS A/ AmazonForecast-

ExecutionRole-Admin#l IAM K B&-customer_forecast_default_s3_access_policy,

o FWUREFEEGMHERN S3 FHMIHRINREXKE IAMBRREAEGF, £ IAM BHAEPEF IAM BUX
——customer_forecast_default_s3_access_policy,

8 : FERH AMS Ik AR {EF Forecast B £ RFHRBRERMT AL ?
« fE{EH Forecast 28I , MBI EHA Amazon S3 Z# 1@, 13318 , BRiA S3 FE@IA RN EMEH
wEER “customer-forecast-*"

- WMREE S3 F#EBLFERARR “customer-forecast-*” ZANHEER, , UMSTMBE— IR EERBER
S3 BRI H RS AR

1. ER|E—1 BN “AmazonForecast-ExecutionRole-{suffix}” BT IRS A,

2. EHRIEMF IAM FBEE customer_forecast_default_s3_access_policy £l , HHEFHWRSAE
MEXNEKASEERAE® (I “customer_forecast_admin_role” ) <8k

i8] : £ A Amazon Forecast B , Z1{A[i8aiE L £ ?
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AMS BB ABIST AMS BRI EAHE 8.
s WTFBRAIHENE , B FEAREERZFEERN CMK AWS KMS R&R# Amazon S3 RS EHIEE
714 -
- FAREFAEFHEBLERARANE , HEEEBRBKIZENERE AWS KMS BIERE3Z 3
i,
« J3 B Amazon Forecast k% £ & 'AmazonForecast-ExecutionRole-* MEXEEEE R A ( Hla
customer_forecast_admin_role ' ) fERXEBAF, AWS KMS
« NFEHMPHUHEME , BAILLZE HTTPS il , X 2R HIE Amazon S3 74 i R EE1% i XS RS AR
PHER.

o X REHEIR B — S BRE] | HAmazon ForecastiR S £ €& “AmazonForecast-ExecutionRole-*” f&
ERA® (a0 “customer_forecast_admin_role” ) B E#L AT RS 2548 K

i8] : 88 Amazon Forecast BRI REMERMT AL ?

« £ Amazon Forecast F#f S3 TR , BNZFE D T ## B S EBIE D XSS H AR R B BIE
ZEEKR,

« XF Amazon S3 F#BEE , RIVEZIBWIETE S3 FHEREH B A HTTPS s@&lH 1T,

- BUTAEEE R AR “customer_forecast_admin_role” X3 S S3 F M TIF WA ( S3
¥ RGet/Delete/Put ) , a8 & A “customer-forecast-*", ¥ = : IRBEENZNHARRFITRANH
RS, EHEEATHOE

- EXENETHARNIBRNR IAM 54 ( A&/AF ) , XX Amazon S3 FEFEARIENIR
7 PR

- team/project ETF 81 AWS KMS CMKs #FIX MK IAM B HELHHENRER. ( AFHRINR
F 'AmazonForecast-ExecutionRole-{HRA /T B},

- EABIENIRE S3 FHEBIMIAME AWS KMS CMKs.
« 1 S3 FEEERM EER HTTPS hEFIIMIT S3 API &,

« XFHX IAM B4 ( B iE R BR A “AmazonForecast-ExecutionRole-{team/project}” ) B9 & #tt
5 IR 770 A8 A& I 4T S3 IF ML E .

- MREAE “customer_forecast_admin_role” AT —ixFAi& , HFEZ R EI HAORYF S3 EHENE
5

/AN O

@ : %< Amazon Forecast WEMEEEME ?

BESHAWS RS EMITR,
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AMS B4 ATRIET AMS B FERE 8
£/ AMS SSP FSx £/ AMS K = FR it (& YL & b

£/ AMS BBIBRSSELE (SSP) B3 |, EEEEMN AMS REK/ PRI D FSx ZhEE. Amazon
FSx RIETLRENE=FNHRL, Amazon FSx NERMBE=ZFXHRENEEREY , HY
REEEEATET Windows f977f. SMEEITE (HPC), #HlaR¥IMEFRITE3NL (EDA) FLER
o Amazon FSx Al B ITRN N ERES |, fINEHEE. BHEE. B NZ4. Amazon FSx
BXHRESTRE AWS RSEK , EENE ZHTHERRENEA.

WS FSx NIZIRMAMIH RS FSx HEBER - EBRATET Windows BN AREFH Amazon
Windows X RZ 2B MEBRA FIHERER THEAEM Amazon fo FSxr Lustre, ETHEZER | 15
2% Amazon FSx.

AWS Managed Services FSx A #Yl I i#h & DN, (5] &3 fif 25
[ : AR AMS IKF BB RIS # FSx ?

EREE | AWS BS | BEEBRS | 0 (ct-1w82z66n899dct) E MK MIB3x RFC |, R HL D
FSx . It RFC AHEMKFBEELLT IAM At customer_fsx_admin_role. MK FEEiZA
BE , BUANEHKEBRERPMAZAE,

@) : FSx &K AMS Ik~ £ Amazon & HLER & ?
FHEEMRE, ZRFZHEEBIHEERR T A,
&) : FEFRA AMS K FSx B {EH Amazon B £ RFZ BRI KE R A ?

BB RRGZM, BR , N TZUAXESREE , BYALRENEE DFS EH|A DFS wn & ZH AR
%, AXEZFEERE , BEAMES THXXHRLE,

@] : A ERM Amazon FSx XHRESEMZMKF landing zone 3£& AD £ ?

BT D% FSx XHREA , BAILUNER MALZ F£E AD #8E RN “AWS F£ER Microsoft Active
Directory” , FiF Windows BRI, BXEZEE , BSH “FI ¥ FSx 5#% Active Dire AWS
Directory Service ctory & Bt 5"

BRI IEE AD HELNARFKS, . Fit , iEFEHAEE | Directory Service | Directory Service
| Directory | #Z B FE XK H! (ct-3690dosk0pdIw) 3R RFC,

[ : WERAFET AWS EIR FSx BEXEAH ?
REIT XHERSHREER, ZANMEXHAERESZTE2HENR,
M WRENZEAEERE FSXREMEZNMNXHRE (HE) ?
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AMS BHR AR AMS ERIKFIEAHE R

T, BNTRVEAEEENMUANXHRE  IRE, EAMBEARTFEEHENR , XER 7 HENX
[REN, #Hk , TUAMBEPMIBELXHHRE | BUARERLEER.

B AL FNEEAREAEENXHHE?

BREUZAENXHHAENER , BERNHEHRE. ERRERRERENREX N XHEHZN TR
PR

i AMS SSP 1E4RII AMS Tk P o FSx T D#h Bl OpenZFS

£/ AMS BBIBRSELE (SSP) = , BEERMN AMS 3 FSx Bk A5 R Si# OpenZFS ThEE,
FSx for OpenZFS R—HME£EENNHFHES  TEEINARFRBEIHEEESX , AR
WA Ay ZFS SEEHMET Linux I XHRFEFFIBEZZE AWS, EREETFFIR OpenZFS X
HRENBETRE,. AT E. SUENEEFEENXHEM , IR OpenZFS X4 RGRBHHF MM
Thee , AR EE R RERSHBELE. Ay BHENEEME, AWS N THESRENARFNITAA
B, CRETHEHE, SHENTSE K HEEFENWERELEIN,

FSx openZFS X# R £ AT ALAR A NFS i ( v3. v4.0, v4.1, v4.2 ) M Linux, Windows ¥
macOS Tt ERFIFAEH S ZiH R, OpenZFS HH AWS Graviton 20 EEERA R HFTH AWS BiE F1 X
ERAR (2 AWS AT BRI EHFERM LR AWS Nitro R5 ) #EXE , TRESE 100 A4
IOPS |, #E3R FSx AMBEWMH . EEXIEINT point-in-timetR BB IE 7 ESE OpenZFS REMN £ E X

¥ , FSx For OpenZFS & ] AR MM h A tth X R SBR B IR N IR BB X B R A TIEER AWS 7
it , HETLEHT A ENERRIANEIARERSEREWNENARFRIE, mMA , B&IN OpenzZFS
BIEEEINREMRATIRES R AWS BARH S HEEERM K AR RIELE S |, for OpenZFS EERRER FIE
BITEMEE. FSx BIEHERNAERF.

ER—TTLEE FSx WARS , for OpenZFS AL, BTN B REN 4RSS
AWS |, BB EAR BT XHRS R , BANA TRHEFNREEMERNKE, £EA f FSx
or OpenZFS , BAMKBELRENBEENHRSHmMEFEE, SHHBIE. ZREMNEIXHRSH/K
. RAMBREGHEARFIRTED, SERHT SHM AWS RFEIFEERK , Hln AWS
Identity and Access Management (IAM), AWS Key Management Service (AWS KMS), Amazon
CloudWatch #1 AWS CloudTrail,

WS FSx NIRRMMAH RS FSx HBER - BT ET Windows BN AREFH Amazon
Windows X4 RESBMERATIHERER TEMNFHM Amazon fo FSxr Lustre. ETHEZER | iF
2% Amazon FSxe

AWS Man FSx aged Services % M. [0) B f# & YL 5 # OpenZFS

8] : Al ER B E AV AMS IK P AR {EF FSx OpenZFS BV 17 [R]#XBR ?
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AMS R AR AMS BRI EMHE &
ERASE | AWS BBS | BEBRS | R (ct-1w8 FSx z66n899dct) EHKAIER RFC , BRBHL D
# OpenZFS, It RFC NEMWIKFEELLT IAM f&f:customer_fsx_ontap_admin_role. £
KRFREBZARE , BUNEKREBRALTRFNMAZAE,

| . KK AMS ik AR fER FSx OpenZFS B ERLEFR &l ?

Hik Amazon FSx MM E#ED (ENIs) LWEZ2AFELRX “EE | “Hf" | “Hftt" | "€, RFCs
AR ZEER AMS IERREIDR . X2ME—RIRS,

| : FEFRH AMS K FSx OpenZFS B HRLE o R E SR BIR< R ?

BREFRREM. BR , BXMEFEA AMS SSP FSx &M AMS K LB 5 #h T3,

i/ AMS SSP £/ AMS I/ # FSx 39 NetApp ONTAP B &l 5 5%

£/ AMS BBIBRSELE (SSP) = |, BEERMN AMS & FSx Ik 1 ij[a Amazon for NetApp
ONTAP IfBg, Amazon FSx f NetApp or ONTAP -2 ENRS , CE T/ ZXWH ONTAP
NHRERUSETE. TR, SHENEFENXM4EMR. NetAppERA THBMNSM, £
BE. IhBERN APIs NetApp XHRE , HEEZERENHEYE., AV BEMEEME AWS BF.

Amazon FSx f NetApp or ONTAP IRt IEEF E. REARENHEXHFM , AIER MR HIZIT
B Linux, Windows #l macOS i+& =6 £/ 2 A REIXLEFMZEE. AWS FSx for ONTAP IRt EF L
EWERMNEMEE SSD FiF , ERFE T —TRMETIRR, TEMNEH M , N URERZ W i
EEHE, eRUUBFENBESEEIRAETENEMETE NI EENMEREERE , HATE
SRR SSD Heedsl , AN RFERN—NBO2HIEX( SSD FiEFHA, EEBIXTLRENR
PRESETANMANERE K HIBEBEXSERE , AXBFERTHEELLNRENARER , &£
R MRFBIEEBEMNES. N TERER NetApp ONTAP K& FSx Ki% , for ONTAP =2¥%
ETXHHNNARENE TR, EORRRIEHHNBEBREE , AWS TEFRNARFRABR
BIEEEHN

ER—TELEERIRS , Amazon FSx for NetApp ONTAP AI AR ESH BT BAE. a4
BEMZNHEXHEFM#,. BT Amazon FSx for NetApp ONTAP , &R KB/ MR B ME B U4 AR
FEMEFEEE. EHBE. TENBSHI GRS HHRG. RNMBERE4GHE, EEHRERBNHRE
MEURFHHNITED. TERMET EHM AWS BRS ( Fla0 AWS Identity and Access Management
Amazon WorkSpaces 1 ) BIFEE &K AWS CloudTrail, AWS Key Management Service

T 5% FSx NSRRI SRS FSx HIR1ER - A FET Windows BN BAREFH Amazon
Windows X RS EMEBERA T IHERER THEMEM Amazon fo FSxr Lustre. ETHEZEER | iF
2% Amazon FSx,
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AMS BHR AR AMS ERIKFIEAHE R

AWS M FSx anaged Services & I (8] B f# Z YIS #h NetApp ONTAP A

@] aqafE A A AMS K - BB 7 R L S FSx NetApp ONTAP iR ?

FEHEE | AWS RS | BITEERS | %0 (ct-1w8z66 NetApp n899dct) B i3k &

X RFC , iERiA R E# FSx ONTAP iR, tt RFC AZMIKFEEIL T IAM &
B:.customer_fsx_ontap_admin_role. EEHWKFHAEREZARE , BUMEKRESHERF RPN
AZzAe,

| : ERH AMS Ik~ £ Amazon FSx f NetApp or ONTAP & BFLEPR 4l 2

£ Amazon EHI RS H B FSx 7 NetApp ONTAP MM KIE N (ENIs) EELRER ‘B8 | Hitt | &
fi | Efth | EF, RFCs RAZEHR AMS SRERREDL R, XM —HIRH,

| : FEFRH AMS KPP Amazon FSx for NetApp ONTAP 4 BLE SE IR FH Rk BiIK R ?

BB EREZY, BR , BURCHEH AMS SSP FSx &K AMS K il B B 2%,

£ AMS SSP £{REY AMS Ik = Bl & Amazon Inspector Classic

(® Note

LI IFEA - 2026558208 , AWS [4& 1IEXAmazon Inspector ClassicI X ¥, 2026 &
5820 B2/E , BFLEBIHRBIILE% Inspector Classic &AL 5% Inspector Classic
%R Amazon Inspector Classic FFBEEA THIKFMER EANAARTR TGS
NFRRBEEMIKS |, HRINPEFE 2026 F 5 A 20 A2l BN , 258G EHE RIS #
Inspector Classic ##|& 3 Amazon Inspector Classic &R, BXxEZEE , 25 Amazon
Inspector Classic £ 1E % #,

FH AMS BBIRRSEE (SSP) &R , BEIEEEN AMS FEE MK F ik R Amazon Inspector Classic Zh
#€. Amazon Inspector Classic 2 —M B3I Z 2T tRS , UBHREHBEEE LNNARFNRZS
HFMEHE AWS, Amazon Inspector Classic 2 B3I &M ARFHNRE, REURSHESENR
=, WITIE/E , Amazon Inspector Classic 24K — PR EREHIR EINFN L XN FHAF
B, XERNUTUNEEEE , B ERNFATHREN —HFo#HTHEE , XLIRERET Amazon
Inspector Classic #Hl A APl 3818, ETHMEZEE , 12 Amazon Inspector £ # K,

AWS Managed Services & JL[RIB L 5k Inspector

| A E AR AMS 0K BiE 15 Rl Amazon Inspector Classic ?
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AMS BHR AR AMS ERIKFIEAHE R

ERATE | AWS BRE | BTERERS | 5 (ct-1w8z66n899dct) EH K AIZR RFC | ER 5
Amazon Inspector Classic, It RFC HEEIMKF customer_inspector_admin_rolefti& IAM &
&, ZABS8IE AWSIEE AmazoninspectorFullAccess K&, EENKFHFREZARRE , BXME
BREMREFRPMAZAR,

[ : FEEM AMS K P FEF Amazon Inspector Classic 5 BB R F 2

SR EEMBR%l, Amazon Inspector Classic By £ ZFZhBERI IRV AMS Ik~ S fEf .

| : FEFRH AMS K Amazon Inspector Classic 8 BRLE 5o R A A HI < R 2
EIZH AMS K F{E B Amazon Inspector Classic ;& B 1E Al o )R SR T K R o
£ AMS R {F F £ 3T Amazon Inspector

WIE , PRATBATEIRHY AMS IK 7= H {E A #THY Amazon Inspectors

¥ F Amazon Inspector ClassicAmazonInspectorFullAccess , ZAZfE
Fcustomer-inspector-admin-role-ssm-inspector-agent-policy#l.

B2 , SSPS A E E#Hcustomer-inspector-admin-role , MEBIE—NH
#policyAmazonInspector2FullAccessH &, XUWHFHEE LT FERAFHMAH Amazon Inspector
# API X PR,

A AMS SSP 7£/RHY AMS Ik HfitiE Amazon Kendra

FH AMS BBIRRSE B E (SSP) = , EEEELEN AMS FEE K F #1158 Amazon Kendra If

f€. Amazon Kendra 2 —MEB#H#ERES , EEABRESAENSRNEFEZIEL , NEHEIE
FIREEZRFRBHNEAER, SRENETXEFHNEERTRE , Amazon Kendra EAHEIE XM LETX
ERMERBEXNRESERENERX, Amazon Kendra 2R E BB K EFZKR |, RS KKRE
IHEFEAEXERED, Amazon Kendra EESEN AT Bt , BB R EMEEFE K , 5 Amazon S3 #
Amazon Lex EH M AWS RS EZER , HIEHI L REZE2M, ETHRESZELR |, i55H Amazon
Kendra;o

AWS Managed Services & . [A B ## & HY L 5 # Kendra
| fAIE AR AMS 0K BiE 5 RIE Sk Kendra ?

EHiEF15 R Amazon Inspector Classic , i5fEAEE | AWS RS | BECE RS | A0 (ct-3ge6io8t6jtny)
EHERARER RFC, Itk RFC HEM K customer_kendra_console_rolefii& IAM A&, ESE
MKFHAERES , ELTEREBAFRPIAZAE,

| EEAK AMS K E A Amazon Kendra & BRLERR &l 2
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AMS BHR AR AMS ERIKFIEAHE R

SREEAIBRE, Amazon Kendra FI£EBThAE AT 1EIEHY AMS IKF AR {EF,
@ : R AMS Ik A {E A Amazon Kendra B B RFERIRBIREET A ?

Frea6ER Amazon Kendra SR BEMERFZHHEBIKRR. B2 , RELNEEAH  ETEEERTH
Hfth AWS RS

£ AMS SSP 7£{F8Y AMS Ik H B & Amazon Kinesis Data Streams

£/ AMS BBIERSELE (SSP) X , BIEEMRMN AMS FEE K F 4R Amazon Kinesis Data
Streams (KDS) Zh&E. Amazon Kinesis Data Streams 2 —ISE A &, A S8 5IER R

%, KDS SR ANBFELHRKEN T LANKR (FlOMERER. BEESHR,. WERH. £
BER, IT BENMNERGREN ) WTRFTHRE. BENBRBAEEVLHNRE , UEZAXNS A
Bl , BIINERU KRR, KRRERN. ISENE. ETHESFER , 1§5H Amazon Kinesis Data
Stream s.

AWS Managed Services H#J Kinesis Data Streams & Il [7] B 2
ENEBEMNER .
| BN KR AMS 0K P BB E RIE Sk Kinesis Data Streams ?

BYEE | AWS RS | BERERS | AMEREE (ct-1w8z66n899dct) 3 RFC

BRI E I S # Kinesis Data Streams, It RFC AZEHKFEELT IAM £
f3:customer_kinesis_data_streaming_user_role. BN KFPEEZA/RE , BHLTIEK
ERRFERMAZAC,

A : EERKN AMS KPR EA TS Kinesis Data Streams & BRLEPR &I 2

S BEAIRREl, Amazon Kinesis Data Streams #y £ ZBZhAE A EIREY AMS Ik R ERA,

7] : M AMS Ik £ Amazon Kinesis Data Streams 8 WLt R F M4 HABAR ?
FESRH AMS Tk 7 1 2 Amazon Kinesis Data Streams S& B {E A 5 R KA R AKX R

£ AMS SSP 7£{REY AMS Ik~ #H #id & Amazon Kinesis Video Streams

FH AMS BBIRSEE (SSP) &= , EIEEEMN AMS FEE MK #1578 Amazon Kinesis Video
Streams (KVS) Z&E, Amazon Kinesis Video Streams 7] # B & & £ #t fF MMM B 1% % R R A& 56
AWS ZEIHF 24, ¥ (ML), BHRAMEALENER. Kinesis Video Streams B] B 3 Bt & H 5
MFRMNEBETARZBIRIUMBEMENMEREMEN, EXEAUGEAMFME, MEMNRSIEE
R ISAERIE | H A TFEEI B EERIE, easy-to-use APIsKinesis Video Streams & BEW & KB
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FEENIIBUENI , HESEE Amazon Rekognition Video JA% Apache Fl OpenCV MxNet &
TensorFlow#lB8# I ERMWESN , RIEMEFATENAXENABMoTONAREF. ETHREZE

B , 2 Amazon Kinesis Video Streams.,

AWS Managed Services FEIIL 5 # Kinesis Video Streams & I (7] &2 & 2
FHRRIBMER :

i8] : A EE A IRAY AMS K P BB iE 5 (8] &% Kinesis Video Streams Amazon Kinesis Video
Streams ?

FEHEE AWS | kS | BB ERS | ANEHRER (ct-1w8z66n899dct) 3R RFC

ER GRS Kinesis Video Streams, It RFC AEMIKFE BT IAM &
f:customer_kinesis_video_streaming_user_role. EENKFhEBEZARE , BA4MIE
BREBRARFMAZAE,

A : EEK AMS KPR EAT S Kinesis Video Streams B HILERFl ?

S BEAIBREl, Amazon Kinesis Video Streams H £ ERZhAE R EREY AMS Ik R ER .

7] : M AMS Ik £ Amazon Kinesis Video Streams 5 BLE o RF A4 HABA R ?
FE{REY AMS I 7= F f F] Amazon Kinesis Video Streams J& 8 o R4 RAKHI X R,

A AMS SSP 7£{RrY AMS Ik HELiE Amazon Lex

FH AMS BBIRRSEE (SSP) &R , EEEEMN AMS FEE K FijE Amazon Lex ZhEE, Amazon
Lex 2—MEAEZN X AEEANAREFFHENERENRS. Amazon Lex RESRREZ I
e, BRATHESIERINANEHIEZTIRG (ASR) MAFIRFIXAZEEK BRBESEME (NLU) ,
FREEBHEEESERSIANAFERMEEN T EEINNAEF. &8 Amazon Lex , A %
EH A LA A X 3F Amazon Alexa FREZIHEAR |, FREBREZWNBHBEFZNBEAES. XEN
BEATHKRAEA. ETHRESZER , HSH Amazon Lexo

AWS Managed Services FHYIL S Lex F I (A B &
FNEBEAMER
| anqafE A A AMS K 7 BB 15 8] Amazon Lex ?

BERXEE | AWS RS | BEERS | RINEHRKE (ct-1w8266n899dct) K F A FRIR, It RFC
HNIEHNKFPEELT IAM B :customer_lex_author_role. EZEMNIKFATEEBZARE , UM
EREMRARFMAZAE,
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AMS & NS AMS BRI ERE S
@ KK AMS K {EH Amazon Lex & BRLEFR & ?

R TBHLEXT AMS ER&FEH TE{AE K , Amazon Lex 5 Lambda FERN R T&E “AMS-" BRI/
Lambda E?&o

8 : FEIRH AMS Tk A {EF Amazon Lex B BB 50 RGZ A RIS 2

T AMS Tk B Amazon Lex 3B 1EA £ RZA REMAE R,
fEA AMS SSP &8 AMS K~ HELET S MQ

£/ AMS BBIIRSELE (SSP) xR , BIEEAMN AMS FEEIKF Fi5R Amazon MQ Thgg, Amazon
MQ £ —I15&E A F Apache ActiveMQ I EEHERERS , AIRBEESHIREMREEER

B, HEREATTEANHLG4RE (BEFATRANGRESNTRANTES ) RKBEMNIRE

B Amazon MQ BEEERITHITFEENRE ActiveMQ BWELE., REMET KERENZ
B0, FEYRTH N ARFEEES Amazon MQ ERITALHRE APIs FEBE R DI |, 215

JMS, NMS, AMQP, STOMP, MQTT #l, WebSocketEHirEERE , EAZHEBERT , TR
AWSHEZZEERMHEAERBE, ETHESER , BSHM4LE Amazon MQ ?

AWS Managed Services & I [R @ ##ZF T S MQ
FRRIBMER :

[ : A EEARN AMS IKF BRIE T RS MQ ?

FEEHN AMS IKFHRERTLS#H MQ IEREDAFRS ¢

1. BELS#H MQ R, ik, FEZITESLSE MQ Broker B9 RFC 123X CFN #ix , HPa &
£ | Ingestion | Stack CloudFormation from template | 8122 E i3 A (ct-36cn2avfrrjov) , =& A
BER | Hfh | Hfth | QIBRF LR (ct-1e1xtak34nx76) EREHIER RFC , HREEIL T MQ
Broker 2 AEHIKF

2. HEISE MQ 24 &, BEETDE MQ Broker f§ , FHEE | AWS RS | BEERS | AIIE
WA (ct-1w8z66n899dct) 125X RFC , B AH AL i# MQ #2414, I RFC NENKATEUT
IAM B €:customer_mq_console_role.

EENKPHIEREEZARRE , BX4TREMAEHNEBREHRRAERS,
| : FEFEH AMS K A {EFH Amazon MQ & BRLEPR & ?

Amazon MQ £ ZFIHEER £ AMS IKF AR {EA ; ER , HTHRERANR , AT 2B ZBR
Bt & I 5% MQ Broker, BXIMMAELZRMNIKF R EE Amazon MQ 2LENFEMAEER |, F5 R L.
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[F] : EEM AMS IKF A Amazon MQ B BRLE R FHRABIKR ?

FEEH AMS TP s Amazon MQ 3@ EE e RF A RKMAER .,
5 AMS SSP 7EREY AMS ik # N Apache Flink Bt &Y &# £ E RS

£ AMS BBIERSSELE (SSP) &R , BEFEELMN AMS FEE MK - A7 E5E A F Apache Flink B93E 52
KERS EE, SEA T Apache Flink WIEE RS B2V REIE. RS YR 1THY N A LA K 356 0 B7
SMEFERNWEE L HE, Amazon Apache Flink TERSBRETHE, EBRNARFUARSEHM
AWS BRFEMMNEZRME. SQL AR AUEABRMRER SQL f#iEsE , BANERRBFEIWEEN
FREBAREF. Java FFE AR TUERTIR Java EM AWS ERIREFWES LN RIEANARSF , LK
RHEE#R A 0 AT BB, EF T Apache Flink B9 Amazon FEE RS R BFEE TR NARFAEN
—4] , AEST EUALCEEABBENBRENELE, FHEAT Apache Flink WIS #HIEERS , &
RER umﬁ%f’ﬁﬁ&f?;ﬁﬁﬂ’]ﬁﬁﬁﬁ'o RERBEASLTENLR,. ETHEZSER , BSHEATA
pache Flink B9 B2 £ &

AWS Managed Services & I [AI B fi# & #Y Apache Flink FEE RS
NEBEMER :
[ : afAIfE A IR AMS K P BB 5 15 [B13& A T Apache Flink B9YE S #h i E BRSS 2

BERRXEE | AWS RF | BEERS | A ( £E B3 ) (ct-39e6io8tbjtny) B el H K iE R i (A4
PR, It RFC AEMKFEELT IAM £
f:customer_kinesis_analytics_application_role. EZMNKFHEREBIZARRE , BSMIE
BREMRERPMAZAR,

[ : EEH AMS K EAER T Apache Flink B9IE 52+ E AR S H WRLEFR & 2

- BEMNRTIRE ‘AMS-" & “MC-" BIRRVF IR , SAB5LEX AMS ELAh iR fE 3t TS Ko

i BR =R 81 2 # Kinesis Data Streams 5 Firehose X FREMNBER T MR, RATEE R —I X
A B,

| : EERH AMS K A {EFH Amazon Kinesis Data Streams B BB o RFZERKB AR ?
BIMNMEBIRZR -

- &M T Apache Flink Wi B# it ERFEREEMAER T Apache Flink WIEERFSEENARFZ
Bl , %A% BI22 Kinesis Data Streams = Firehose,

- ETHRRNRBENRNERIZEEN @ ABER,
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£ AMS SSP E{REY AMS Ik 7 #°5 Apache Kafka Bt &I & #h E & R IR
Kafka

/8 AMS BBIRSE B (SSP) = , EEEEMN AMS FEE K Fi5R5EMA T Apache Kafka IS
HIEEREMAR (L D# MSK ) ThaE, EA T Apache Kafka B9 Amazon Managed Streaming £ —I 5
£ AWS EENRBIFERS , ATLERMENIZTEA Apache Kafka A B RBIENNARERF , M
E RN Apache Kafka EEMIRIELT R, Amazon MSK N EEE Apache Kafka 52851 Apache T =)
L&, BLEMLAEY . ZooKeeper Y Si#h MSK E1EIEHI A E R T Apache Kafka B < BEIEHT.
AWS

Amazon MSK J#&# Apache Kafka EEF RS NMREFIN L L RY , B VPC MERE. ATESFE
M API 21X AWS IAM, BN, R TLS 3. ET TLS WIEHEHRIE. SEFHNSH
IiF, SASL/SCRAM AWS Secrets ManagerE 7 #EEZEE. , 5 Amazon MSK,

AWS Managed Services & I 7] @ ## 2 B9 &7 MSK
FENEBEMER
[ : A EAIRE AMS K BB 15 R S MSK ?

BEERREE | AWS RS | BEERS | AN ( F£EB3hL ) (ct-3qebiodtsjtny) F k2 B K iE R 7 [|] 4L
BR. It RFC NEMMKFEENLT IAM KEMNAL .

* customer-msk-admin-policy.json
* AmazonMSKFullAccess

* customer-msk-admin-role. json

EENKFPRBZARTE , BUNEHKERRAERFMAZAR,
i8] : 8 Amazon MSK B HRLEFR &l ?

E il Amazon MSK fFIE B E& X FEE B BRI | FRARFZAmazonMSKFullAccess 5 B
INEE IAM B, Bt , T2 iHENERELEN,

8] : £ Amazon MSK By & RZH MBI HFRT L ?

FERIE MSK & 2 Hl , BT E —1 VPC HEZ VPC AHEBEFM, BMIAMERT , AMS E6IE
AMS VPC FRI&NHESEEAN,

ETHRIOEH MSK RS , FS RIS % MSK R,
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AMS SR ABIER AMS B FIEMER
£ AMS SSP 728 AMS K~ # -/ Prometheus BELE T S #IEE RS

£/ AMS BBIRRSELE (SSP) X , BEEEEMN AMS HEIKF Fi5REA T Prometheus B S
#IEE RS (AMP) Th8E, Amazon Managed Service for Prometheus 2 — i H 6] B85 5 ¥r i T IR 25
Prometheus A IERS , A TERMXIN BRIFRHAFEKZE, B8 Amazon Managed
Service for Prometheus , &R LAE A B BIFT AR FFIR Prometheus BEER N EMHIES KIEEARL
THERENMEE , EATUEZESHNAT B, TAMNZSM K MEAEEERKEEMIZE,

Amazon Prometheus T ERZ SR TEMBNT XA PAEM BT BRERBFHER, &
HHEH, ©5 AWS Z2RFEK , TURIRE, ZeiFEEdE. BXEZELR | BSHMTLE
Prometheus B9 &3 T & RS ?

AWS Managed Services & Il Bl B ##E H YL S # Prometheus £ E RS
FEARBMER :
8] A fE A A AMS K P BB 1A A& A T Prometheus BYYE &%k Prometheus & RS ?

BEURREE | AWS RS | BEERS | AN ( £EB31L ) (ct-39e6io8tbjtny) B el K iE R i A4
BR. It RFC AEMIKFE BT IAM A f:customer-prometheus-console-role. FEEHI K F &
BEZARE , BONEKREHERERHRIMAZcustomer-prometheus-console-rolef&f,

8 : ERH AMS MK A {E FER T Prometheus BYIE 5% Prometheus £ IR H HFLEFR 41 2
XA R

8 : FEEH AMS Ik A {EFSER T Prometheus BYIE 5% Prometheus £ 5 IR S5 B HRLE 5t R S 44 5 4%
BiXxR?

FFRERAEA T Prometheus ML LR IEERSFXBEMERFATKBXR, B2 , BREENELA
Bl |, BT REFE TR E M AWS BRSS .

£ AMS SSP 7£{REY AMS ik P A &it & Amazon Personalize

FH AMS BBIRSELE (SSP) &= , EEEEMN AMS FEE K #1178 Amazon Personalize Ih
B, Amazon Personalize 2 —WHlERZEI RS , AIEAAARBMACEAENARFNEF IR /M
{LHEE,

NEFEIWRBZATEIREMALNTRANRHEE., ESEFNERERENEHNHENE SR
HERREBEFSEE, B2, HTEZRM , FRHEXEEF:NHEREMSLENNREIGELIERE D
TEHSRKSBALAMEEN, Amazon Personalize A FAENEEYSRFEILZRNARECEAZLLZFE
Amazon.com EEAMEENIHREZIFER , RO EHNARFPRESE N /MELIhEE,
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&8 Amazon Personalize , A UMM ARFFRMAEDR ( REE. TEXNRKEE, FMHIEHK., WX
RBE ) URGCEEHENER (HINXE, Fm, IHEER ) WEE, S LU%EEQ Amazon
Personalize RIEEAFHNEMAOSIHEE , HIMNFRHMIE(MIE, Amazon Personalize b H]
REHE A BEWLENRIEENL , RBREBNEZL , HFIEMECE X B BIEE SR MEE

&, Amazon Personalize DI EHREHRZERZR: , HANATENESHE, EABEYFEL
7 APl AT RIERNMLEE, ERFRENEGRAENR  BUSERERA , 6t XFEMI R,

ETHREZEER |, i2F Amazon Personaliz e,

AWS Managed Services & I [7) B ## 2 P YL S NMEAL
| : afa]fsE A F AV AMS Ik F BB i§ 158 Amazon Personalize ?

BERRERE | AWS kS | BEERS | &M ( £E B3 ) (ct-3gebio8tsjtny)
FRXRBRBERFRNE , HEEEEEEWB S EHFEIERAT
MECEREZNBIE, AWS It RFC RIEMIKFEEZELLT IAM A

€ : customer_personalize_console_rolefl, customer_personalize_service_role

- FEZHIKFPEEcustomer_personalize_console_roleFREEfG , BMAMER A BERF RSN
AZAR, B aLUNMilcustomer_personalize_console_policyZBre AN EMINEA
Customer_ReadOnly_Role,

- AENKFREE  EUNERFNBESEEANSER

ARN, customer_personalize_service_role
LBt , AMS Operations JEfF1E R BV IK - R &2 1 RS B
€ : aws_code_pipeline_service_role_policy,
| : EERK AMS Ik P {#EH Amazon Personalize 8 BREEFR F ?

Amazon Personalize Bt E{X R F3&F “ams-” & “mc-" BRI FIR , MBS L3 AMS E AR FE 3 1T
&k,

@ : EERM AMS Ik B {EH Amazon Personalize 8 BFLE % R KA AR K ?

- MREFEHBIEN S3 EEBSNE , NAFUIRME KMS Z4H ID , XBERAIF TR EF Amazon
Personalize AN A B ZZIEER.

Amazon Personalize X #FEIA KMS S3 %4, MR EEMFEH KMS |, FRIE—1MNBENFESH , A
BEIZITIF RFC HERAEHERE KMS Key | Create ( FEEBEFNML ) MERMA TR
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JSON

{
"Version":"2012-10-17",
"Id": "key-consolepolicy-3",
"Statement": [
{
"Sid": "Enable IAM User Permissions",
"Effect": "Allow",
"Principal": {
"Sexvice": "personalize.amazonaws.com"
},
"Action": "kms:*",
"Resource": "*"
}
]
}

- PTFERUTEHEEREAE S3 5. Nt | BB RFC , B3 # ) S3 174k | IBRKE, %
BUR /o iF Amazon Personalize 5 RIEIE ;| ZF# @GS S HIT 2L EBIE,

JSON

{
"Version":"2012-10-17",

"Id": "PersonalizeS3BucketAccessPolicy",
"Statement": [

{

"Sid": "PersonalizeS3BucketAccessPolicy",
"Effect": "Allow",

"Principal": {

"Sexrvice": "personalize.amazonaws.com"
},

"Action": [

"s3:GetObject",

"s3:ListBucket"

1,

"Resource": [

"arn:aws:s3:: :bucket-name",
"arn:aws:s3:::bucket-name/*"

]

}

]
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}

£/ AMS SSP 7£/RHy AMS Ik~ B EZiE Amazon Quick

/8 AMS BBIRSEE (SSP) = , EEZEEEMN AMS &K 15[ Quick TheE, Quick 2 —IiRk
E, ET=ELEERS , THEAATHNEMNANRRLE, EH -T2 ENRS |, Quick AJiLE
RMBIBNMA G EENEEEY (ML) LBENRERNERR. ETHEEZELR , 25 Amazon Quicke

AWS Managed Services & M. [8] B #F R E N L8
FARBMER :
@] : fAIE R AMS K~ H EE Quick BY G RIAXBR 2

BT EREE | AWS B | BEBERS | FMERRR (ct-1w8z66n899dct) SREIFIFFAR, Ik RFC
RNIEHKFEET IAM BAf:customer_quicksight_console_admin_role. FE &K HEE
ZABRE , BUONEREBRARPIMAZAR,

| : EEH AMS Ik~ HEA Quick Bt ARSI ?

- AWS BT IAM KEKBRR |, /T LT Quick L RIFIRE, ER , AMS IR RIFEE A
AR S5 HY 18 K 1 28 A BTUR IR,

« WEXATIEFNMNABFMNEANTRFENR , BALNEERAFEBERAERER AMS Btk
# 1AM X PR,

- HTEHIAM IFFRRE , QuickSight AL R FHMAEREF IAM F4,

* Quick Service IR MRA : BARFITAR, AEHRMA T AMS XM 8 LB F (SSO) ETL,
BR , AR LUERERSE Quick & Active Directory (AD) £5%. BT AMS Ik & ESRRETER
F#%A , Quick on AMS A5 AD £/,

B : £ AMS Ik B E A Quick B A RZHREBEGRTL ?
- % AMS KEIZRIN Quick B RFC B , BB — B RFER , ERERUESEFER ; AR
HUUTER :
- POEIKF B (Bl CustomerName-quicksight
o PUERAR (FREMRES LA )
- BRRERSH AWS X ( BRIASERT AMS AWS X3 ) o
* Quick K F B9 i8 &1 88 F R ¢ b it o

Amazon Quick MRS May 12, 2026 175


https://aws.amazon.com/quicksight/

AMS BRI AMS BRI P SERHE S
(A ) BEOMTAVRIRE XA AERY S3 1R MR,

« 3£ IDs E| Quick B VPC FMFM X F R0 VPC EZRINEE | X IWBERFE Quick FIKF WIYE
R B2 FEERE,

AMS BERRKREHITIMRRBEHEEH D QuickSight THEE :

- B RIBIER.
« VPC E#.

@® Note
XLBREZER AMS BEAT , ANEEXIEFRZFZREAHN IAM F VPC R,

£/ AMS SSP 1£4RiHY AMS K~ & Amazon Rekognition

£/ AMS BBIBRSELE (SSP) = , BEEAMN AMS B Fi5[R Amazon Rekognition I

B, Amazon Rekognition EFA AL ER. SETT REREFIER , THEVEFI T W AR AR
PAt R B G RN SR 2 AR B R RRFA,. f5B) Amazon Rekognition , & 7] SUIR Bl B & M 4155 49 4
7§, AY. XK, BEMED , UERMMEAFRZERNAE. Amazon Rekognition A2 E E B A E D
DWAEIBERIE , TATRMN, 2HAERTFREAR , UATSHAFRKRIE, ARTENAHZS
EEEIVR

f&Bh Amazon Rekognition BE YAFE |, B LLURAIRGBH B ETF ENLEZSERNNRMNZ S, F
m, BRI E - NMERERNERLA ENRENSFRTHRETIRIRMNZITRRTMENTI . Amazon
Rekognition Custom Labels RGN BERFLENEETE , A TEEMAYVRFEIL R, BRREER
HMERFNPHESIZENERG , M THREZRSEIA,

ETHREZEER , B2 R ILS# Rek ognition.

AWS Managed Services & IL[F B i & YL S Rekognition
EREBNER

| fAIE AR AMS 0K BB 15 RIE S Rekognition ?

BERREE | AWS RS | BEERS | A ( £EB31L ) (ct-39e6io8tbjtny) B KA KIERF
B PBR. Itk RFC REMIKFE BT IAM A customer_rekognition_console_role &
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customer_rekognition_service_role. EEHNKFPEEZARE , BM4AEKREHE RS EH
mAZAE,

| : FEEH AMS K~ H £ AL S Rekognition & BRLE PR & ?
I 5 Rekognition By £ ZBIhae Al @S ML S # Rekognition BfTELE RS A BRIRE.
| : FEFRH AMS K P Amazon Rekognition 8 BBLE &R FH KB R K ?

MR EERA N L E# Rekognition Video FRAME SR REBERIBHIF R MM Kinesis Video Streams £
79[ Kinesis Data Streams EAIERN B 45 , BE 02 RFC Bf[@ AMS 2%, kinesisStreamName

£/ AMS SSP 1£{RHY AMS K = i & SageMaker Amazon Al

£/ AMS BBIBRSELE (SSP) =X , BEEHLRMN AMS B Fijh[E SageMaker Amazon Al Zf
BE. SageMaker Al ABMUFAARMBEFERFREEH T RENE, NSNBEVEFIEERIEE

J. Amazon SageMaker Al R—IELFEENRS , BET7TEMIBZIITERE , SERICNAER
BIE, EREE, JISGER, BEANNCERDUHTHE, METNNXERT. ENERESEUED
NWIEENERNAETERMBALE>™, ETHESZEE , S H Amazon SageMaker Al,

SageMaker AWS Managed Services I A T & #EE I |7 &
FNEBEAMER
| anfAfE A EHY AMS 0K 7 B iE 17 /8] SageMaker Al ?

BERREE | AWS RS | BEERS | AN (ct-1w8266n899dct) F ok 28 B 3k B iF 17 18] £ fR .

It RFC AEHKFEELLT IAM B : customer_sagemaker_admin_rolefR%E A

. AmazonSageMaker-ExecutionRole-Admin, &K HEE SageMaker Al f5 , &AM
EBREMBRARFIMAZcustomer_sagemaker_admin_roleffs, B EEEFRRSAE ;
SageMaker Al RS ERITEZENERZA® , TR : £EAE,

| : EEH AMS K= A SageMaker Al 5 HRLEBR FI 2

« AMS Amazon A SageMaker | IAM &R XELLTAS -

- SageMaker B I T X% ¥ Al Studio,

- SageMaker A% Al Ground Truth REEFAR T , BN HIIEFEN TR 5R Amazon
Cognito #iR. MRFEEBEMART , MALREFE—-IEE A SageMaker | 1 Amazon Cognito
NERHEEENEENL IAM A, &N , RMNBWUFEALHF 30 ( B Amazon Mechanical Turk
REX$E ) L AWS Marketplace FRS R i 3 T HIERIC,
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- B2 VPC KinT R XS SageMaker Al BR$5#9 API 8 ( aws.sagemaker, {X
1} .notebook , com.amazonaws, {region} .sagemaker.api & com.amazonaws., X
{region} .sagemaker.runtime ) , A AR R T A TEEMXHNRS . SageMaker EXZFitt
R, ERXERE | Hfh | Hft RFC LEIEMEXH VPC LinT Ko

« SageMaker "X # Al In L B3I , B SageMaker Al EEEM () BIRAIDeleteAlarmiX
R, EXHFimR \ﬁzsbﬁﬁiﬁil BIRX “EE | Hftt | Hfb | Hft RFC” 3k 73 SageMaker Al LT RikE
B 30 48 o

8] : EFKH AMS Ik R {E A SageMaker Al B9 o RZ 4 RGBZH R AL ?

« UTRHAFEEEEAHTEREE

- MREMER S FHERKFHEERTHNKE , NSTEARE | SFHEREAH | S3 174 | 0l
RFC &R —/MNAFFEXREF (7. SageMaker “Sagemaker’, “sagemaker” 5 “aws-glue” ) 3% #Y
S3 FiEM.

- MREEABE 74 (EFS) , WARER—NFMPEE EFS 76 , FELABIREEAN

o

- MREMERFEZEREISE SageMaker Al RS ( £ieA&, APl E1T0F ) , MAFTBEIU TS
NEREE :

« X RFC AN LR
- BEXEE | Hit | &

TROUBZSAE (HT | SYHERAH | 224 | 81 (auto) )
f2 | B2 RFC LLURBAIXM VPC LT A,

@] : X Fcustomer_sagemaker_admin_rolef[AE#EFRINER , IEFNTEACTEMLE? (A
TAREATEFRFNBERNE ; IREBEEHMITFNRETEAE , BBKR AMS Cloud Architect
TE&MH. )

- ®IR : k% AmazonSageMaker-ExecutionRole-*A

- IR : SageMaker Al BITELEM RS B BXIFEMEA SageMaker Al RFHE

(AmazonSageMaker-ExecutionRole-*) #l AWS Glue AWS RoboMaker, ., AWS Step
Functions

« %R : Secrets Manager EH) AWS #%7
- PR : fFAAmazonSageMaker-*BIZRER, B, JRE. EFHEH
- PR : HSageMaker BFEHRZIRE NN , IR, REWFtrue,

- R . BEEF S AWS CodeCommit
- PR : BIE/MIBRTAmazonSageMaker - *BI R B,
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o MR : EFAUT RN FMHE Pul/Push LE M Git *sagemaker*, *SageMaker*,
M. *Sagemaker*

« %R : Amazon ECR ( L S M REFME ) FHE

« NXBR : R : FAUTHERGALEN , RE. BERFHERKMN LEBBRHEBR*sagemaker*,
« BR: LS S3 FHAE

« MR : HRFEBLUTRRN , FJREL, KRE. BRXR, PilboBRLEME S35

R : *SageMaker*, *Sagemaker*#l, *sagemaker* aws-glue
« PR : HSageMaker{FZiZE N ATIREN S3 W KRtrue,
« %R : Amazon CloudWatch B&4

« WER QI ASATR, REREEMH, FIH, FH. IR, BEREUTIRN BESEE : /aws/

sagemaker/*,

« %R : Amazon CloudWatch ¥E#x

o PR : AT IR MABREIE : AWS/SageMaker, AWS/SageMaker/. aws/
SageMaker, aws/SageMaker/. aws/sagemakeraws/sagemaker/. #/aws/
sagemaker/.,

« %R : Amazon CloudWatch 24| E 4k
« BUPR:fEALL T RIZRETHY Create/Delete X R :customer_*.
« B®JE : Amazon SNS ( B2 BHRS ) =

o BR : AL T BI4RAT Subscribe/Create 9 £/ : *sagemaker**SageMaker*,
o *Sagemaker*

@] : AmazonSageMakerFullAccessHfl B+ XX 5lcustomer_sagemaker_admin_role ?

customer_sagemaker_admin_role&customer_sagemaker_admin_policyiR2{tHIRJLF 4
@ , B —# AmazonSageMakerFullAccess @R :
« ¥E3Z Amazon Cognito 1 AWS Glue ®RHIPR. AWS RoboMaker

« SageMaker Al iIs R BB M. BATEAEE | S43EREAH | BHOMFREE (AM) | EFZAHR
KB (BB ) B AE (ct-27tuth19k52b4) 13X RFC , LIRS K ARA BT BRER |, &
RNEFT BEENRESWFAHRMNE, CloudWatch

[ MAEBRSBENEZEDRA AWS KMS HEFEEZEH ?
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AMS BHR AR AMS ERIKFIEAHE R

BYMBEREERFSEEZA LEWRERARRE , LEMAXH IAM AFRAEe T UERARXLERNA,
BXEZER , RS HAWS KMS FHA KR,

£/ AMS SSP £&#) AMS Tk A EL & Amazon &£ B TR 4RSS

£/ AMS BBIERSELE (SSP) Bx , BIEERN AMS FEE MK F /i a1 B #h {5 & 6, 7l 4 BR 55
(Amazon SES) Zh#t, Amazon Simple Email Service 2 —TE F =B FIRHLIERS , EEHBIH
FEHARNNAREFRARRIZEH, BANRS B4,

B L ER SMTP #ZORE P —MEOF Amazon SES EIZERK AWS SDKs 2EMINE R ARF
B, BT LAE Amazon SES BB FEBHF R IXTHAEE R BB C KX FERAN BT |, fINESREMB T
BB s o

ETHESER , 3 Amazon &8 8B FHFAIRS .

AWS Managed Services FHYIL 5i# SES 5 I 0] & ## &
@] : anfafE A A AMS 0K 7~ B iE 15 /8] Amazon SES ?

FRAERE | AWS RS | BEERS | 0 (ct-1w8z66n899dct) B AIE R RFC , iFR 1A\ Amazon
SES, Ilt RFC AWK FEE LT IAM Af:customer_ses_admin_role. EEMNKF P EEZA
B , BUNEHKEBRAERPMAZAE,

@ : ERM AMS Ik~ {EH Amazon SES B B 5o RF M SRARBIRM 2

. IBUTEE S3 FEMERLLAY Amazon SES ME#EXMmEH,

o IBATERERIA (S AWS ES) RELE CMK %48 , LLAF Amazon SES HNZ 8RB 4 H B4 HEx
NETFZEFNEMEES AR , Hli0 Amazon S3. Amazon SNS, Lambda # Firehose.

@ : I AMS K~ {EH Amazon SES ERFLERRH] ?
BAINEEE RFCs FeERIZLUUTEIR :

« PutEvents XA Al Kinesis Firehose E&# SMTP A IAM RS AR,

o BWATEHR AMS BB 6|2E S3 17548, Firehose 7. SNS =B AWS BB |, iIXEELZH
Amazon SES I FMBELE LR B IrF e HIX LR IR,

o SMTP Zif, ERFEHI SMTP Eil , BEAENRER (B8 | Hih | Hfb |81 ) . AMS 2R
B EUE H G H A NE| Secrets Manager #,
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AMS %% AR AMS B SEHHE B
£/ AMS SSP Z&1 AMS Ik~ Hfit & Amazon & & TERERS

£/ AMS BBIRRSEE (SSP) X , EEEEN AMS HEK - iF R S &£ THERRS
(Amazon SWF) Simple Workflow Service Zhgg. Amazon Simple Workflow Service AI #BIFF & A &
ME, ETNTBEEHTIHINFSRAEEEL, ELE Amazon SWF A RRTE £ EERR
SEBRIERBRNES AR, MRENNARFNIREEZEL 500 ERFETHK , NFEERRLER
A, BBEESAMNFEMERER , Amazon SWF AILURRIR AR, ETHREZER , BSH
Amazon & # TERERS .

AWS Managed Services & I [7] & #F & P YL S SWF
ENRBHER :
&) : anqalfE A A9 AMS K F ER i i R S SWF ?

BERERERE | AWS RS | BEERS | AINEHERE (ct-1w8266n899dct) KHEF I E MR, 1tk RFC
RNIEWKFEEUT IAM B customer_swf_role. EEMNKFFREZARRE , BURERKEHR
REZHRMAZAE®,

| : FEFEH AMS Ik A {EFH Amazon SWF & BRLEPR &) ?

Lambda InvokeFunction fX[REBEEZRFH , B= , RMEIFFE AMS
customer_deny_policy BEF A GBI AMS BHEIEL 5 R AMS Lambda BEA AMS B R IR
E7£ Amazon SWF FHRIESEUERIC AR |, FiRR “BE | Hit | HtbFE SRR,

[[] : EEH AMS K A Amazon SWF 5 BRLE 5 R F M S kB S 4 2

Amazon SWF &% F1% AWS Lambda kS5 , Rtk , ZAREMHE THEA Lambda BWIXPR , HEEEH
X PREN AT ML Sy 52h SWF @ Lambda. &N , fEH Amazon SWF & B E M R4,

£/ AMS SSP 7£/RHY AMS Ik HfitiE& Amazon Textract

5 AMS BBIRRS B E (SSP) &= , EEEEMN AMS EEMKF 15| Amazon Textract Th

g8, Amazon Textract @ — £ EENNBRZIRS , TEINAENIREGREITEOHER, FE
MEMHBE  XEREBH T HENXEZFING (OCR)SEE , ATLURS], HEFIEIKREMKRESD
WEIE. ETHREZER |, S H Amazon Textract,

AWS Managed Services % I [a] B f## & HY I L # Textract

FERLEBMER :
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AMS BHR AR AMS ERIKFIEAHE R

@ ; AT ERETE R AMS K A& B I 5% Textract ?

BEREREE | AWS RS | BEERS | A ( £EB311L ) (ct-3gebio8tbjtny) i3 B R IE K 15 7] X
BR. It RFC HENKFEENLT IAM A&

8 : customer_textract_console_rolecustomer_textract_human_review_execution_role,
M, customer_ec2_textract_instance_profileEEMNKFHAEBZARE , BUNEKEHE
RFAZFEcustomer_textract_console_roled I AZAE,

| : FERH AMS MK E AL S # Textract B BLERE ?
EZH AMS kP AR AL S # Textract SR EERIEF,
@ : FERH AMS K A {EF Amazon Textract B BB 5o RFZAERIKBIZME 2

BB IRR RFC #8 | SR A |S3 76E | 812 (ct-1a68ck03fn98r) KiF KA S3 FHEM.
£ AMS SSP 7£{REY AMS Ik P A #it & Amazon Transcribe

5 AMS BBIRRS B E (SSP) &= , EEFEEEN AMS E£EMKF 158 Amazon Transcribe I

B, Amazon Transcribe @ —M T2 E BFZVSH B EZTRARS , TEINEMXHEFERTE
Bt (R B AV SCABI A, {8 B Amazon Transcribe , 7F & A & A LA #A 9 H speech-to-textRi A 72 77 il
Ihee. TEANLFATREEEMD I EFMEE. Hiit , RENBEFTEEERNIXXEK , ARTEATN
RERF. NAELE , BERS4ASHZEHEEE , EREBERGNIITBRNERE , HERESE
REMBAT B AR R PREHNXIMES ., XEREBFPETFSEASHNER | TERFHEN TR
e, PINEREFOLELNERRERESTM , X2SBUERLEE,

Amazon Transcribe A — 57 BF1EF IR (ASR) HYRE 3 3 12 SRR MW B F i X
X, Amazon Transcribe AIATHZREFRFEIE. BFNRBREXNFENFTE | URERFEER~H
THEEL BT L AEENRER, B LUER Amazon Transcribe Medical i Ifi Bk 3 44 51 A 12 7R bl =
7 speech-to-textIhgE. ETHEZER , 1SR Amazon Transcribe,

AWS Managed Services iYL B #h &% 3% & L [7] B fF &
FEREBHMER :
8] : aNMAIERiEE BRI AMS IK P ARi%iE Amazon Transcribe ?

BERREE | AWS RS | BEERS | A ( £E B3 ) (ct-39e6io8t6jtny) B e K& R i A4
R, Itk RFC HEEWIKFBEEUT IAM Bf:customer_transcribe_role. EEMKF P EEZA
BE , BUANEHKEBRAERPMAZAE,
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AMS BHR AR AMS ERIKFIEAHE R

@ KK AMS K {#EFH Amazon Transcribe B BREERR & ?

£/ transcribe B , BAFEER “customer-transcribe*” ER FHEMBHIFIS , FR3IE RA MIBH A,
8T EHE Amazon HFHEIE IAM B,

BAEFEARSIEE S3 FREBEFMEMIA SSP A HEIE (MREE , BRRENKS CA) .
MREEERATET AMS B ZHMNF 7 EEHN KMS B4, NATHRR “KEE",

[ : FEEKM AMS K 7 6 Amazon Transcribe 8 BRLE 55 R KA SRR B KA 2

S3MMENIFR BN “BFRFEREY NEEE, WREN S3 EHEMER KMS ZHANE , NIEEM4EH
KMS F8Ef£ A Amazon Transcribe, MREF#BAEEZINE , N7 LABIER “KMStranscribeAllow”,

£ AMS SSP WorkSpaces £ &/ AMS Ik - & Ei & T I 2

£ AMS BBIRRSELE (SSP) A BEEGHEM AMS FEE MK 1 #Y WorkSpaces H&E,
WorkSpaces LiF RN A FEBE T =MERL Microsoft Windows 3 Amazon Linux £ , #H
WorkSpaces. WorkSpaces TEMEMTBEH R REEFZNTMY, BAUBEFRNVTE , REFF
Nk BRA o FAF 5 WorkSpaces XM E& LN EFIHmNABRFERE (X F Windows , | H
Web | 55858 ) #1715 R WorkSpaces , R/EEAIM BRI A Active Directory (AD) EHEE %,

ETHEZEER |, 21 Amazon WorkSpaces,

WorkSpaces £ AWS Managed Services % I 7] & A
ERNEBEMER
&) : I{A[1E AMS K WorkSpaces H EE & i [@) 1 PR ?

BYREREE | AWS ;S | BEERS | A0 ( B B3t ) (ct-3qe6io8t6jtny) I K&K 15 7] #X
BR. Itk RFC HEMIKFE BT IAM Bf:customer_workspaces_console_role. &K K
BEZAGE , BUNEREHBERARFPMAZAE,

| : WorkSpaces &I AMS K = FE A T ARS 2
Amazon WorkSpaces BITELENRFABRM T TEZ RIS EBTNEE,
| : K AMS K WorkSpaces AR EA K X RFZHRRB RG22 AL ?

« WorkSpaces 2 AWS XiEfR# ; Ett , AD Connector 4/ B % WorkSpaces EHIH[E —
AWS X1,
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AMS B9 ATRISTE AMS G0 P SEFHE 8.
EPAIAERLTHA A L2 — WorkSpaces iEEEIZEF AD :
1. £/ AD EZSEX A Active Directory BRSSHY B 3 381F ( BIE ) -

8K WorkSpaces 25l 544 B RRFEKZH , EEH AMS 1K~ HEE Active Directory
(AD) iE#88. AD Connector T HEMIE AD AF ( RBEWE ) WARE , k14 WorkSpaces
FERIIERM AD EEHITIERE. X2H% , B WorkSpaces BT ABEZEMA R F YA ith
g, ZERXIREN , XTHAFMK , ANMiERETEF S EEGIN,

BXEZEER | BHSREE Amazon BH{ESEE WorkSpaces (375 1) o
2. ¥ AD Connector 5 AWS 3 AD, HZERF VPC RN AR E @EFE—EEM :

BRI AR E N AMS EER AD ISR AD W @& HEE , NTEAARLE %X‘IFEF'L
THHRIE, WorkSpaces 5 H AD Connector A AMS B2 AD, WorkSpaces RJfF ,

8] A BRIF @ AMS FEEH AD EifR4A WorkSpaces 3241 | %%‘—-_fﬂﬂ’ﬂiﬁﬁﬁiﬁﬁﬁﬂﬁﬁﬁo
EXMERT , AR TES AD F |, BEMEZT AMS EER AD # ( JLUEBE RFC 18
R AMS B AD #HITER ) . HEE , WorkSpaces VPC fliz1T AMS & AD #9 MALZ
HERS VPC Z[EREERET Transit Gateway 3K,

BXEZER , HSHEE Amazon BH{ESEE WorkSpaces (= 6) o

@ Note

ALENRER “EE | Hit | Hib | Hib | QIZFE XK E RFC” KELE AD Connector , HH 3
BEREZH AD BLENFARFE ; BXEZELRE , BSHLE AD E#ESF. RFERAE2
£ AMS "“IEE’J AD Ha|ERRN , FEIET AMS EIEM AD £ AMS HERSIKFF1R
RE—NEE | Hith | Hfth | QIEZERKE RFC,

£ AMS SSP &1 AMS IKF HFELE AMS KBRS

£/ AMS BBIRRSELE (SSP) X , EEEEN AMS EEKF Fi5E AMS Code RS HIEE. AMS
Code RS = AWS RBBEERSHETERHA R , BFA T, BALUEERER AMS Code RS E AMS
PERBFIEARSS , B AT LATE AMS A2 ERE X LRSS .

AMS KBRS BB T RS :

« AWS CodeCommit : —fdZ£EENFRNBEE RS , ATHREET Gt WL EME, SEHR
AUEZEBSERT BENESREHIMEL BRI, CodeCommit TEREECHIRNDIEF
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AMS &8 AR AMS B4R FIEMHE S

REFELT BEERZEY, BALEA CodeCommit FERERBHN AN B L2 b FaE S — 3 304
O HEEAEZUAN Git TEX%IME, ETHRESZER |, 5HE AWS CodeCommit,

EFHIMIF AMS Code FRSEBEBEEH AMS Ik |, S FEEH AMS SSP AWS CodeCommit
£IBH AMS K P ITRBLE .

« AWS CodeBuild : —fI £ RENFEENRS , ATHRFREAB, ST 4EKER ] ALE
WEHE. £A CodeBuild , ZEFEME. EENYT BECHMERSEE. CodeBuild IH&Y RH
BB Z MR | A ENEETASHREE, SUEAT AT SRS RETE |, AL
SIREAEZECHHNBEIENBENWEFE, £ CodeBuild , By HIUTBRAMEANITERR, E
TWMEZEER , iH5H AWS CodeBuild,

ENHEIMIT T AMS Code FRF B ZIEH AMS Ik~ |, ESREH AMS SSP AWS CodeBuild 1£
BH AMS K R ITIELE

« AWS CodeDeploy : —IE£EENDERS , TENFREGBERNETITERS , Al Amazon
EC2 MZH A fR585. AWS CodeDeploy #EhEIRE X M IhEL , #BYZE & N AR FIBEH
BHEY  HOEBEEHNARFNE SN, ELER AWS CodeDeploy BE{L 4S8 | TTE
HITRZHENFIRE, ZRFARBENTBEERH#ITVB. ETHEZEE , B8 AWS
CodeDeploy,

ENHIMY T AMS Code IRFEHEEIEHN AMS Ik~ |, BEZHEH AMS SSP AWS CodeDeploy
FEEH AMS IKF P ITIAL S,

« AWS CodePipeline : —MEE£RENFER VRS , IHBEXIA X AEEBHNEL , NTIZIR
EUSNNARFMEMIREERH. CodePipeline BXAERBENN , HABELENNW L HIE
HEZRTEAIBNEE, MAMIPBHNER, XILEATUREM A F i RS ZFHEEMEFH ., &0
LU #AH AWS CodePipeline S8 =5RFERK , HlW0 GitHub X 5EBCHWEENEHER. FH
AWS CodePipeline , BRENXEMRAEA R, TOHER , TKEAE, ETHESEE , BZ5H
AWS CodePipeline,

EFNHIMI T AMS Code IRFZBEEIEHN AMS Ik |, EZHEEH AMS SSP AWS CodePipeline
EIBH AMS Ik P TR E.

AWS Managed Services & IR B FEF I AMS KBRS
@] : anfafE A A AMS K B8 158 AMS Code RS ?

BERREE | AWS RSF | BEERS | AN ( F£EB3HL ) (ct-3qebiodtbjtny) FE kK E KER
WHEIBR, It RFC HEMKFEELL T IAM £&f:customer_code_suite_console_role.
EENKFFERERS , BOTNERSBRERFMAZAR®, LA, AMS Operation
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AMS BHR AR AMS ERIKFIEAHE R

customer_codebuild_service_role s BFELEHIKF # CodeDeploy
Faws_code_pipeline_service_rolefg%#=E CodeBuild, . CodePipeline fRFE A
B, customer_codedeploy_service_roleMIREFEZEHM IAM R , HIRRX AMS RFE
3R, customer_codebuild_service_role

® Note
BB A AR MR INIX LRSS ; BXRER , B2 AZSNEH AMS SSP AWS CodeBuild £ &/
AMS Ik 77 s 1T EL B AMS SSP AWS CodeDeploy #E &8 AMS Tk F° fh i 17 T B & 1 A
AMS SSP AWS CodePipeline FE&H AMS IKF A #1TEE., H.

| FEERH AMS Ik A {ER AMS R 15 RSB BRLEPR & 2

« AWS CodeCommit : Z1REFBIE SNS EBHHHXNR , CodeCommit NIIFF /5 KR & BETh RE
2R, BE#HTEORIEZEIRS ; AP REA Cre CodeCommit dential Helper # 1T & 3 %1iE .
R KMS s S ZEIRE] . kms: %, kms:f##%, kms:ReEncrypt, kms:GenereteDataKey
kms:GenerateDataKeyWithoutPlaintext, #. kms: DescribeKey

« CodeBuild : 3F AWS CodeBuild ZH|AEE A FRINXE , NBEELRRINZERS ; Al , N4
ERIBREH CloudWatch BREZ RIPRF| , iam: PassRoleiX PR32 Z#2 4,

« CodeDeploy : B #1{X CodeDeploy X#7E Amazon EC2/A#E&8, T #FiEiE CodeDeploy ECS
# Lambda # 17E8E

- CodePipeline: CodePipeline Th&E, MERFRMEMNRTFUTHE :
- EPEMER : W% S3 A AWS CodeDeploy
« RIRBNEX : Amazon S3. AWS CodeCommit, Bit Bucket # GitHub
- BEME : AWS CodeBuild i&4& Jenkins
- HEMER - WI# SNS

o MABTEX : AWS CodeBuild, Jenkins, . Ghost Inspector Ul Ui®, Micro Focus Loa
StormRunner d. Runscope BlazeMeter

- VA ER : Step Functions 1 Lambda

(@ Note

AMS Operations customer_code_pipeline_lambda_policy EEWNIKF HIE : ©
MIE Lambda @A EXEY Lambda TR EMEKE, RBESEEZRMLEKEEN Lambda
service/execution A&, WME&E BE X Lambda service/execution &€ | | AMS
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LBIE—NEBRANFABcustomer_code_pipeline_lambda_execution_role ,
ZABENMM customer_lambda_basic_execution_rolel
7R, customer_code_pipeline_lambda_policy

[[] : EEM AMS K EA AMS Code FRSHI ERFHHMBRM4 R A ?

« CodeCommit : TN S3 FEWEH AWS KMS Z4A10% , AWS KMS NI % {EH AWS
CodeCommit S3 #1,

« CodeBuild : MR E X H AWS CodeBuild RESABEEHM IAM XFR , 58T AMS BRFFERER
X LER PR,

« CodeDeploy: T&,
« CodePipeline: to AWS X #F# RS AWS CodeDeploy—AWS CodeCommit AWS CodeBuild, .

_ MRERT 2 RENED. CodePipelinefB £ | X2 AMS TRITERE,
£ AMS SSP AWS Amplify TE&8 AMS Ik R TEE

£ AMS BBIERSSELE (SSP) IR BEEIGAEH AMS FEE MK F 9 AWS Amplify TheE, AWS
Amplify X2 —NTBWBRAR , AFFTK Web MIBHIFEZARBIMWNE, EENEESRNARE
Fo. BEERAGIKET , Amplify AfAREMFIA AWS RS E. Amplify BE#ATFHES#K I0S, &
2. Flutter, Web # React Native NAEFN~m. ETHEZEE , BSHEAWS Amplify,

AWS Amplify £ AWS Managed Services & M [a] & #
FARBRMEE :
B : AWS Amplify 24T BB FER A AMS T /= Rt TR 2

BERXEE | AWS RS | BEERS | A ( £E B3It ) (ct-3qebio8t6jtny) F et B SKiE K iF A #X
BR. It RFC AEMKFEET IAM A customer_amplify_console_role. Bt EEI&HY K
&, BUREBREBRARPIMAZAR,

WA, BUAREXRES |, BRE AWS Amplify I EEMERNTENR. At , BSEHNERER
232 (CSDM) &1k,

| : AWS Amplify TEEE AMS Ik s EH AT ABRE ?

£/ Amplify B , BAER 'amplify* "ENEHBHEIR , BRIERA NS HHHA,
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AMS BHR AR AMS ERIKFIEAHE R

[l : ERA AMS K AWS Amplify AR RY SERFA TRBSFRA4F BT L ?

FEIEH AMS IK = AWS Amplify H 8RR B[ R &4

X PR Malz 335 : Amplify BIERIAZR A A& R “customer_amplify_console_role”’s B BEXNAE ,
BEEAIE IAM £k, RE , BEIE—1 RFC , HENBENLAGNNENARFKF RS ZRHIRE
ARFSIERF,

£/ AMS SSP #{THLE AWS AppSync

£ AMS BBIERSSELE (SSP) RN B G AEM AMS FEE M - Y AWS AppSync Theg. AWS
AppSync AFECIERSEN API RE£iFR, BREMNEHRKE MRS MNBRTFRHBEIE , NmE1L
MARKFIFA. AWS AppSync 2 —TEERS , ©FEA GraphQL it FARER o] AR A it B IREXFT

& AWS AppSyncBl , S BIE— R FIEIEIR ( Hl20 NoSQL BB, <RBUEE. HTTP APIs Ml B
EXBER) LHETTENNARRF , SRBEESEXINERNRARRF. AWS LambdaXf T83h
M Web NARERF , AWS AppSync i& A 7E18 & B4 R A BB L RANR |, HEIRZEMBRYIIATR
HUTBENHRBRAARNBIERSLS, ETHREZEL , HSHEAWS AppSynce

AWS AppSync £ AWS Managed Services & Ml [a] & #
FARBMER :
| fAEA KR AMS 0K BEE RIXBR AWS AppSync ?

BERXERE | AWS RS | BEERS | AMEHREE (ct-1w8z66n899dct) SKREEFEIHE X PR, Ltk RFC
NENKFEENLT IAM £

£ : customer_appsync_service_rolefl, customer_appsync_author_rolefE &K~
BER , B4R EKRSHERSGRcustomer_appsync_author_roled fingg,

8] : A WLRE AWS AppSync ?

« EEF L AppSync SIRHFER , FEEELNGEZNRSAE , TATCEFAR , Hit2RE
3 Rl 4B 48 1955 B

 AppSync ABEENRFIXZE ‘AMS-" = “MC-" BIZRHY R IRAIINR , SABALEX AMS Bt iR Mt 1T
EME R,

| : ERA R REG AR AWS AppSyncE 4 ?
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ZRFATHZANEMBESAERER  ALEAXLEREFSHNELANRISERFTAE
(customer_appsync_service_role) A , BEFEARSHNLAFHERRSHAE,

{FF AMS SSP AWS App Mesh TE&H AMS Ik R TEE

5 AMS BBIRRS B E (SSP) WX EZEHREH AMS FEEMKF 8 AWS App Mesh ThEE, AWS
App Mesh IREtR ARFREKMN , FENRSTUBRMBES LN ITEEMIEEZ REER
f&o App Mesh Rl TENRZERFE AN , WERME end-to-end AT M H RN AR FH S A A%,

AWS App Mesh B A B ZXBNITEEMIZEHAENRSREE—BW I ENRERELRS |, £
RFZTEBEMES. App Mesh TEEHNARFABE , I ERGEEHENKRES XSRS ER
ENEHEAR, App Mesh ETIRSEEN S HEERE , AEBNNAEFPZI —BWESEH
BE, XETUBRMREERERNVBYMNE  HELIRESZEHENBERN B EMKHME
HEe, ETHMESELR | S HEAWS App Mesho

AWS App Mesh £ AWS Managed Services & I [&] @ A
FNEBEMER
| AT E A ER AT AMS Tk P ER 5 15 R AXBR AWS App Mesh ?

BT EREE | AWS 5SS | BEBERS | FMERRR (ct-1w8z66n899dct) SREFIH AR, Ik RFC
RIEHKFEEIT IAM B&f:customer_app_mesh_console_role. EZHNKkFFEEZAR
B, BUREREBRARFMAZAR,

8] - fE B WLERF AWS App Mesh ?
MY 2 ZRThRE AT AE S8 AWS App Mesh B9 AMS i P FR{E
8] EFBY e RZ MBI R AWS App MeshZ21t 4 ?

&B AMS Tk AWS App Mesh #3& B S & AT A HEH,
{FF AMS SSP AWS Audit Manager &8 AMS Ik 3 (TR EL B

/8 AMS BBIRSEE (SSP) = |, EEZEEEMN AMS FEEMK 15| Audit Manager Zhag, Audit
Manager A& BB IFE T 1T AWS EAER , UARMEITFE KBS A RIS ER T WA AN S RIEN

o Audit Manager Al B INEIEHRE , MEE R AT EHERRE, SEMEIREENET. HFEE
#ITH AT , Audit Manager AT AES B R SRR EX EXNRFIBRNTE , HEWEUELNFHT
ERERAIHFITNREG. ETHEZER , 5ZH Audit Manager,
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AMS BHR AR AMS ERIKFIEAHE R

AWS Audit Manager £ AWS Managed Services & I (8] & #

FNEBEMEE
& : I{a[1E AMS K AWS Audit Manager H BB G R AR ?

ZA LUBT 1IR3 AWS BRSS RFC B | AWS RS | BELE RS | W ( £EB31L )
(ct-3qe6io8t6jtny) KiFERGRIXPR. It RFC EEHKF HEEZELT IAM B customer-audit-
manager-admin-Role. EEMKFHAERES , BLAEREBRAFRFIMAZHE,

&) ;{5 A LR &) AWS Audit Manager ?

FEEH AMS IKF AWS Audit Manager R {EREBEEMRSH. RME T AWS Audit Manager £ EB2h

BE,
| EAEEREZ MBI X R AWS Audit Manager2 1+ 4 ?

1. IBEEM[ AMS BHE reports/assessments EF Y s3 & i@

2. MREEFERZRSHITNE , WEEM@ AMS REEFEAH KMS CMK ARN,

3. MREEEENEBAIE SNS BA , M AR ZEBHBEFIR arn,

4. (Alik ) NRIEAEIE Audit Manager /3 A Organizations fE N 2 &2 X EM —282 , A BRE
EZREEAKS, , WEE - NN EREH - £ RFC ( BE | AWS RS | HRERS | A0 ) B8
RFEF  RREEE Audit Manager REFFERAZREEAKS, , ARMUTHFHARE
« KMS CMK ARN ( &#] A Tig& Audit Manager )

« Audit Manager AIAAELRZK B XX —HorWEREEATKS ID ( ATAZ MALZ R ARF
)

£ AMS SSP AWS Batch &1 AMS K R#E1THE E

£/ AMS BBIIRSELE (SSP) X E#IHRIEHN AMS EEKF~ H /Y AWS Batch Zhag. AWS Batch
EHFEAR., RERNIEMEBBRMSREIETHRT EAHNERITEFIL AWS, AWS Batch 1R
EXHHLEFLINBTENFERRER , ISBEETERRNREREMRE ( Fla0 CPU HAEFL
LEXH| ) . HTE AWS Batch , BEFRENEERA T ETFLHSL BT ERG SRS BER
XEERARTEITONERNBRAZ, BTHESEE , FSHAWS Batch,

AWS Batch £ AWS Managed Services & M. [ & #

FRBMESE
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AMS BHR AR AMS ERIKFIEAHE R

i8] : Z{ATER A Bl AWS Batch B AMS Tk ?

1. EREFHRIER AWS Batch , 512X RFC B2 | AWS RS | BEERS | 70
(ct-1w8z66n899dct), It RFC EEMIKF HEE T LT IAM AR FKE

IAM B8 :

 customer_batch_console_role
 customer_batch_ecs_instance_role
 customer_batch_events_service_role
 customer_batch_service_role

 customer_batch_ecs_task_role

REE -

* customer_batch_console_role_policy
» customer_batch_service_role_policy

* customer_batch_events_service_role_policy

2. BIEMKFHEER , BXNEBREE ARG Ecustomer_batch_console_roled il AZA .,
| : EHAAEMT ARSI AWS Batch ?

BIEITERER |, BfF EC2 SEHIFRIEH “customer_batch” = “customer_batch”, IR AKIRIZIEH |, N
EESERI TSt EL 1ESLH,

[ : FEFAY SERSFAF MBI R AWS Batch2 {4 ?

BH AMS K AWS Batch &8 S & R4 aAcmiu Al £ /A,
£ AMS SSP AWS Certificate Manager £ &8 AMS Ik 7= gt 1T El B

FH AMS BBIRSELE (SSP) R BEEEEK AMS IEEKF 5@ AWS Certificate Manager
(ACM) ZhEE., AWS Certificate Manager @ —HARS , AJiLETIE, EEMBER TRS NN EBIEREE
R AHMFAEZEERETF Layer/Transport &£ (SSL/TLS) iE$H. AWS SSU/TLS iE B A TFRF W
ZBEHBIEBRNEENUEN S HBURLENE LW RIER, AWS Certificate Manager JEBR T 3K,
& FLEIT SSL/TLS iEBHIFER F B,
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f&Bh AWS Certificate Manager , A LAREIE |, FHIPBLEER ACM B AWS FiFE L |, Hlans

M A E 9% 2. Amazon CloudFront 2B Al API APIs Gateway £ , AAF1itF& 415k AWS Certificate
Manager 20 BB BEEIT, BEAMUEAECIABEFUERBILES , HEFEBIEHEREH, B
B E R AWS Certificate Manager A T5 K ACM BWERSH ABMNABIEPREREN. BRENNE
TRARFMEIEN AWS BRAF%R, £/H AWS REIUEPMANY , 85 A RiEE AWS FAF CA
EMENARBILERINERR,. ETHESZFELR , S5 AWS Certificate Manager - AWS 344,

AWS Managed Services F#Y ACM & I (5] & f 2
ERRBAMER
8] : I{AIERE G A1 FR AWS Certificate Manager #9 AMS ik /= ?

BERXERE | AWS RS | BEERS | AINEHREE (ct-1w8z66n899dct) SKREREFIHE X PR, Ltk RFC
RGN KFEELT IAM B :customer_acm_create_role. B[ AEA A EFK O EMNEIE
ACMiE#H, EZEMNKFHREEZAGE , BOMERESBRARIIMAZAR,

ENESE S AR IAM 6 |, Wl AEAU T ERELRBBE AC customer_acm_create_role M i
+ -

« ACM | B2/ HIE$
- ACM | BIZEFBIUEPH
- ACM iEP R Hh SANs | Bl

8] : {E FA G BRLEPR ] AWS Certificate Manager ?

BAIE AMS R ERRE (RFC) THEMBRBEXMNBILED , FAXEREFETLHEERE R HEN
R (FRAERE | @AY | ACM | MIBRIEPEREE (ct-198956cmwajIm) ) » HEEE , IAM KB
THERBENRZ B (me*, ams* F ) BEBRIR. IEBFR=ERH , H LM BRAR 65 AP 3T a8 R85
=%

/CN O

8] : £/ Certificate Manager By £ RFM MK R L ?
MEK/NE DNS ZEFHMAIE DNS BB IERMHRNE , EXEIEREEREEREK, H,
£/ AMS SSP AWS FABIEBMA A EER AMS K P REITTEE

£/ AMS BBIRRSELE (SSP) EXNEEILRIEN AMS EEWK, FHY AWS RBIEBME N ThEE,
ABIEBATRINERPLREME LERFRZANBE , FINRSER. BahRENWEMIRE M A
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AMS BHR AR AMS ERIKFIEAHE R

AREF. AWS FAF CA R—TMHEEFE CA RS , IR BEZRAR L EBEAE PN EGE,
AWS FAF CA A RMUEETHNFIAE CARS , TEXNEZEECHFAE CA NI HIR G NS4
PHA. AWS FAFE CA ¥ ACM WIEPEREINEET BEFRBIEH , FRERETABRNERELAETNR
BiEH, SAILMER AWS EEEH| A5 ACM APl B\t 7 EH AWS BRAIZNBEBAEIEH, X
F EC2 324, BE. WHMEZMNAHER , BUURMCIENRBERAGIER , AEABCHEF K
Bal{tRBHTHBE. WTEEEEEREWEAY, FHELIRREMHONARER , BETURE
OB BIERHBITEEXLIER, ETHREZER , BSHAWS #F CA,

AWS FAH CA £ AWS Managed Services & I [a] & &
ENEBEMER .
[ : afAlfE A IRAEY AMS K= BRB 5 R AR AWS 48 CA ?

BIIER AWS RS RFC ( B | RS | A AWS RS ) REFIHEMNE, Bk RFC |, FEEN K
PHREELUT IAM B : . customer_acm_pca_roleEEHNkFhEEZARE , BLREHRARE
REZRFIAZER,

[ : EEAEWLEPRSG AWS FAH CA?
B &l , AWS Resource Access Manager (AWS RAM) T aE A FHEZEM AWS A CA BIKF,
| AN ERFESMKBIXR AWS FAF CARA ?

1. MREITRIBIZE CRL, FEE— S3 FHMREFEHEE. AWS FAF CA B3 CRL EARIEEN
Amazon S3 FEFEH , AEHNEBTERH. £iRE CRL 281, S3 FHBAMSAEAUTEEEER
B, BUSELABIIER | BRUOTAHARMER ct-0fpjixa808sh2 ( BE | HRMIKRAH | S3 76 | EFE
B% ) 812 RFC :

- 121t S3 FHBAEHI ARN,
« FUTEKESIE RFC £ |, Fbucket-nameBF#NATEMN S3 FHEBEE .

JSON

"Version":"2012-10-17",
"Statement":[

{
"Effect":"Allow",
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"Principal":{

"Sexvice":"acm-pca.amazonaws.com"

},

"Action": [
"s3:PutObject",
"s3:PutObjectAcl”,
"s3:GetBucketAcl"”,
"s3:GetBucketLocation"

1,

"Resource": [
"arn:aws:s3:: :bucket-name/*",
"arn:aws:s3:: :bucket-name"

2. IR iR S3 FHEMEME |, MPRS E4F acm-pca.amazonaws.com EERRINR, B I
BER , BROMT AR ct-3ovo7px2vsabn ( BIE | SIUtERAH | KMS 248 | B35 ) 812 RFC :

- RELTEHREEH KMS 2240 ARN,

« FLUTERESIR RFC £ |, Hbucket-nameBE#NFTEM S3 FEHEB o

{

"Sid":"Allow ACM-PCA use of the key",

"Effect":"Allow",

"Principal":{
"Service":"acm-pca.amazonaws.com"

},

"Action":[
"kms:GenerateDataKey",
"kms:Decrypt"

1,

"Resource":"*",

"Condition":{
"StringlLike":{

"kms:EncryptionContext:aws:s3:arn": [
"arn:aws:s3:::bucket_name/acm-pca-permission-test-key",
"arn:aws:s3:::bucket_name/acm-pca-permission-test-key-private",
"arn:aws:s3:::bucket_name/audit-report/*",
"arn:aws:s3:::bucket_name/crl/*"
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]
}

3. AWS FAH CA CRLs 7% S3i&E “FHIEBEIFH G REHIFIR (ACLs) BTN E#ERBAIT R
AT B RINPR", AT S3 K FMEMBERAIRETEEATFEA , CRLs MN1{A % £ ih 6 22 F
#fi# ACM Private CA By CRL AT, mNREBEH | 5 A ct-Oxdawir96cy7k ( B | Hfth | Hth |
T ) IR RFC HM EXRIESH, AWS FAE CA RGN R RIZEZ HEMER |, FEHR
N e E AL

5/ AMS SSP AWS CloudEndure £&8 AMS Ik PTG E

(® Note

R IH#EH A AWS Transform MGN , CloudEndure T B BREIEEME AWS #XEH, A
BIUEFERA AWS Transform MGN # k& F# % | GovCloud XM E I X B, BXE
B, BSR4 AR AWS Transform MGN ? .

mREEEH AWS Transform MGN , BB REH CA , UEMII A EBREES.

£/ AMS BBIBRSSELE (SSP) X E# T R &R AMS EEIKF FHY AWS CloudEndure Zh8E,
AWS CloudEndure & A fai{t, MRMECNYIE, EUNETNEMEHRNANETE.
AWS CloudEndure R¥XE (DR) AR5 ILEM R ( SEHRRAEMIRS[MRA ) ERBEHNEHE
EXKo

AWS CloudEndure £ AWS Managed Services % I [6] &/
@] : an{a] ERiE 15 A1 K CloudEndure B9 AMS Ik ?

BERXERE | AWS RS | BEERS | A ( £E B3 ) (ct-3gebio8tejtny) T3 Bk iE R R
BR. It RFCHET IAM AP BB ZIEHIKF :customer_cloud_endure_user. FEEH K P EE
IR HEAF 4SS |, FF7E Secrets Manager FEZZ AW IHE 24 AWS F4A,

X LR Bt B B E 2K
F? : customer_cloud_endure_policy#, customer_cloud_endure_deny_policy

e, BRIRERASZEED , RNATRARFER CloudEndure RKERE R RS REFEM
RUEENR, At , FEENERSZNELE (CSDM) &1,
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AMS BHR AR AMS ERIKFIEAHE R

@ : CloudEndure £ &K AMS Ik R{ER B ALRE ?

SR BZEEFNERIPIREEEEENFNIE,

8] : FEFEH AMS IKF CloudEndure RERAR EARFZHRMBFZ 42T AL ? BY RFC NEBEREFEHEI
THE :

- ERFNEFIMERELIN VPC FREMER.
- MR EBS EEME , N KMS Z4AL L FIRAE R (ARN),

£ AMS SSP AWS CloudHSM &1y AMS K 7 R 1T B &

/A8 AMS BBIRS BB (SSP) R E#ET H &M AMS FEEIKF F ) AWS CloudHSM Ihag, AWS
CloudHSM B E AWS =ZHFERA T ANEHZ£ER (HSM) 354l , BBEHFRDIL, SRFMEEN
BRNBIEREHNEAMER, AWSH AWS Marketplace SYEN IR T R R RIR H RRRP AWS F
AANBRBHEE K ERNTRELZCRARUEERARNEENEZZANNARFNEIE , JEEEN
HEIRF . AWS CloudHSM 4 M BN BERFBRAR , HAFERFEPNMNE R HSMs
XERAREBREFRERATERERITHRIEN, AWS CloudHSM AU RGBT EEH RIS
NREeEN., FHRNEEATHRENZNMERSA,. ETHREZER , HSHAWS CloudHSM,

AWS CloudHSM £ AWS Managed Services & I {8 & #1
FEARBMER :
8] : anqalER i G R B AWS CloudHSM B AMS ik 7= ?
HEEHN AMS IKFHRERZARNTIR
1. iR AWS CloudHSM &, Hilt , BIRX RFC , HHIEEE | Hfb | Htt | 2l
(ct-1e1xtak34nx76) BEEE, FLEUATFHEES -
® AWS Iziﬁio
- BRI RFC ETE—KF# VPC ID/ARN. Provide a VPC ID/VPC ARN.,
- NEBEEEIRIMNTAK,
o FERED HSM £ S EC2 3£41 1D,

2. ihE#EH AWS CloudHSM &, Fit , BEEAEE | AWS RS | BEERS | &
B (ct-1w8z66n899dct) B kK H 23X RFC, It RFC REHMKFEELT IAM &
f8:customer_cloudhsm_console_role.
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EENKFAREZAGE , SLMFEMALHNIREBRA RSP,

@ : AWS CloudHSM 3K #E AMS K R ERE ARSI 2

ihE AWS CloudHSM 2 #H| AR AFEAE, XIERMEERH, EMXLEER , FREX B2 | Hib |
Hith | QBT ERA (ct-1e1xtak34nx76)” TERKH,

[ : FEEH AMS MK AWS CloudHSM R {E ARV SERFH MBI RMA BT A ?

B AVE TCP MEME AR A 2225 B VPC WK E F ik Amazon EC2 £l , & ZEiHE HSM &

BERY A< BR 5585 A Direct Connect VPN, AWS CloudHSM #k$t T Amazon EC2 Ri2 it % & 4H MK
giEO, WFAEUEREFIT , HSM K Hi CloudTrail ( AWS API #4E ) #l CloudWatch B &R4L I

FrEZA# HSM &% 5E30,

A : #EFFS AWS CloudHSM % /= i MAE X B BEE AT BB 2

BHRNAENEFIREN. BFEEM CloudHSM A7 £ 12 &I E LM , AEEA Cloud
HSM & i RN A E# o

(® Note
HSM & & M54 %h T 184 Hi% AWS CloudHSM BRSS B3R A

£/ AMS SSP AWS CodeBuild &8 AMS K = th# (T il &

£ AMS BBIERSSELE (SSP) &R E 5 EEM AMS FEEMKF Y AWS CodeBuild ZhgE, AWS
CodeBuild @ —ME£EEMNRFEERRS , ATHRFRNRE. SN ML KRR AT A EN R4
‘Do, £ CodeBuild , #LEME, EENT EECHWHERSES. CodeBuild IF&Y BRI E
ZANNE | AEHHETSERIIGERS, BULUERTEATSNHERMEPREITR , a2
REECHHEETIENEENHERE, £/ CodeBuild , o H I BEMEANITERR, ETHES
E8 , S FEAWS CodeBuild,

@ Note
Ehn# CodeCommit, CodeBuild CodeDeploy, #1 CodePipeline £ %4 RFC ,
BRXE®E | AWS RS | BEERS | A ( £EB31L ) (ct-3gebio8tejtny) Bk
KRHFER=THRS : M. CodeBuild CodeDeploy CodePipelinef&fE , FIE=1A
. customer_codebuild_service_rolecustomer_codedeploy_service_role,
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AMS BHR AR AMS ERIKFIEAHE R

Faws_code_pipeline_service_role#HELNWKF, PEE, EENKFPHRHITEHE
&, BUMEREBRARFIMAZAR,

CodeBuild £ AWS Managed Services & I {8 & #
FRRIBMER :

A : I ER & (8] 3 AWS CodeBuild #9 AMS Tk 2

AWS CodeBuild FE#&# AMS Ik ARER D IR NS IR -

1. MEMERELLE AWS S3 7. Amazon CloudWatch 1 B E4A # 171h18 CodeBuild
Service Role

2. 53k i5 A&l CodeBuild &

BRI LUBNYEE | AWS RS | BELRS | RINE SRR (ct-1w8z66n899dct) 32X RFC , IERELM
AMS Ik HEIZRERE. ELNKFPEEZACRE , BEUAEREBRARFMAZAE,

B : AWS CodeBuild &K AMS k= R {ERE T ALBRE 2

3tF AWS CodeBuild #2#| A EE G HRNE , NRZERRINGES ; i | NFERFEN
CloudWatch B #EZ 2IPR&] , iam:PassRoletX PR ¥ 4l,

[A] : FEHRA AMS IK™ CodeBuild R EERRY ERFH B FH R A ?

MR E YK AWS CodeBuild REABEEEHAM IAM R , H@ET AMS BREER#ITHIE,

£ AMS SSP AWS CodeCommit £ &Y AMS K~ TRl &

(® Note

AWS H 2024 £ 7 A 25 B AWS CodeCommitig , EXHAHBEFHRNE. AWS
CodeCommit IEEF A ASEREFEAIZRT. AWS RERFTLeM, THMENMERE
Bt AWS CodeCommit , B EAIFITHE 5| AFTIhEE,

Ef AWS CodeCommit Git & T B E HAib Git R4 , BERRREN=EMIT (CA) FRiE
g, BXIB Git ZHEENESZEER | FSRNMFERN AWS CodeCommit 174 EFBEIH
i Git 124,
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AMS BHR AR AMS ERIKFIEAHE R

/A8 AMS BBIRS BB (SSP) X E#E1H &M AMS FEE K F A AWS CodeCommit ThAE.
AWS CodeCommit E—H £ EENRRBEHRS , ATRERT Gt WL FME. T UL
HNERZELBESETT BNESRSEDHMELE R, CodeCommit TEREBHCHRABEREIRS
RELT BEEMEY, BOLUFER CodeCommit Z& iz WRRBE —# I SXHNFMERS , #
BEAUEINE Git TELH4IME, ETHRESZEER , BZHAWS CodeCommit,

(@ Note

Ehn# CodeCommit, CodeBuild CodeDeploy, #1 CodePipeline fEf %/ RFC ,
BRXE®E | AWS RS | BEERS | A ( £E B3t ) (ct-3qebiodtbjtny) E ik
EAHER=WIRS : M. CodeBuild CodeDeploy CodePipelinefAja , FIE =1

. customer_codebuild_service_rolecustomer_codedeploy_service_role,
Faws_code_pipeline_service_role#FHELHWK,PEE, EENKFPHRHITEHE
&, BUTMEREMRAERPMAZAE,

CodeCommit £ AWS Managed Services F I [7] & A
@] : {a[1E AMS K CodeCommit 5 B i 17 [RI AR 2

AWS CodeCommit AILUET R FH N AWS BRSS RFCs. &I & i 8 Mk 3E 15 B X PR Sk i R4 &
BREFEAG

« AWS CodeCommit B FEAERE | AWS RS | BEE RS | %0 (ct-1w8z66n899dct)
EWRBRER RFC KEBFIFFRINER, tt RFC AENKFEELLT IAM £
f2:customer_codecommit_console_role. EZEMNIKFHFEEZARSE , BATNEKREHBARTS
EhMAZAER,

BEIE (FIIVGMRAIIR ) EXRSMRIRFRSD 5 CTs 55 S3 KRR (41H ) . ALEER
(4E ) MKMS ( Wik ) . AEFMARBREERTFHEAR , RT2XEIE AWS CodeCommit
Bl 2EMEMARE. ERBFRRBANR , FEEER | Hih | i | 032 (ct-1e1xtak34nx76)
X RFC,

@ : AWS CodeCommit £ AMS Ik R {ER BT ARRH 2

MREEBIE SNS FBAEXNPR , CodeCommit MSZEAF AL, BEEHTEHE
IEZRR& , AP REA Cre CodeCommit dential Helper # 1T & 310 F, FLE KMS @t Z ZIR

#l : kms:Encryptkms:Decryptkms:ReEncrypt. . kms:GenereteDataKey., kms:GenerateDataKe
HMkms :DescribeKey,
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| : FEEERH AMS Ik AWS CodeCommit M A RFH MBI ZHRMTAL ?

MRFEH KMS Z4AN% S3 64 |, N4 EH AWS CodeCommit S3 1 KMS,
£ AMS SSP AWS CodeDeploy TE#&H AMS Ik it (Tl &

£ AMS BBIRSELE (SSP) RA B G EEM AMS FEE MK /9 AWS CodeDeploy ThAE, AWS
CodeDeploy R~ £ ENIEBRS , I B FRUBBERZTITERS , A0 Amazon EC2
AWS Fargate, AWS Lambda, FEH AR RSEF. AWS CodeDeploy #BIERIE L METINEE |, &
BB eNAREFSERRNET , HUOEEHNAREFNE SR, SR AWS CodeDeploy B
WEREEE , EEHTERZHENFHERE, ZRFARBENBEZRH#ITTR. ETHRESE
B | B3 AWS CodeDeploy,

(® Note

E % CodeCommit, CodeBuild CodeDeploy, #1 CodePipeline /%4 RFC ,
BRXEE | AWS RS | BELERS | & ( £EB311L ) (ct-3qebio8t6jtny) Bk
EKAHER=WIRS : M. CodeBuild CodeDeploy CodePipelinefAjia , FFIE=1A

. customer_codebuild_service_rolecustomer_codedeploy_service_role,
Faws_code_pipeline_service_role#HELENWKF, PEE, EENKFPHRITEHE
B, BUREREBRARFMAZBE,

CodeDeploy £ AWS Managed Services & AL [&] &
8] : an{afERiE 15 1R 3X CodeDeploy By AMS K ?

CodeDeploy B3 FHEE | AWS RS | BEERS | A0 (ct-1w8z66n899dct)

BEWRAERER RFC RBABEHBENR, It RFC AENIKFEENLT IAM £

€ : customer_codedeploy_console_rolefl, customer_codedeploy_service_rolefEf&
NIkFHEEZAGRE , BUXTNEREHBRAERFMA

#Zcustomer_codedeploy_console_rolef&f,

[ : CodeDeploy £ AMS Ik R ERE ALRE 2

BEl , BIMXEHITEFE S — Amazon EC2/Z s, Blue/Green T X #FEBE,
[ : FE&H AMS K~ CodeDeploy AR ERFHREBEM4 BT AL ?
&8 AMS JIiK /7 CodeDeploy R B X & S SRBI AT
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£ AMS SSP AWS CodePipeline FE&H AMS Ik 7 Frt 1T EL B

£ AMS BBIBRSELE (SSP) A BEEG A EM AMS FEE MK F R #9 AWS CodePipeline Th&E,
AWS CodePipeline @ —ME£EEMFERGRS , USBHEIARAEEN B3N , ATSEZIIRIE
AN AEFMEMENELRH. CodePipeline BXAERBEXN , BEBELENNERIERF
BHITERSENEE, NiLNBEMN R, XIEETUREN TR R AR IIEEMELH. BTUR
¥Atth AWS CodePipeline 5 =HFRESER , #li0 GitHub RELBECHWBEELAEHER. £H AWS
CodePipeline , ERENZRARMGHR, RHBHRA , TEBEAE, ETRESEL , BHSHEHAWS

CodePipeline,

(@ Note

E g CodeCommit, CodeBuild CodeDeploy, #1 CodePipeline fEf %4 RFC ,
BRXEE | AWS RS | BEERS | A ( £E B3t ) (ct-3qebiodtsjtny) E ik
KAHER=WIRS : M. CodeBuild CodeDeploy CodePipelinefAja , FIE=1A

. customer_codebuild_service_rolecustomer_codedeploy_service_role,
Faws_code_pipeline_service_role#HHELNWK, PEE, EENKFPHRHITEHE
&, BUTMEREMRAERPMAZAE,

CodePipeline £ AMS & | X R ERH “Amazon Ev CloudWatchents” , AAEEEES
IR R RS ACTERE , NMELRENRERN AMS TEEERE.

CodePipeline £ AWS Managed Services & M. [8] & F1
| : anqa]ERiE 15 R 3 CodePipeline #9 AMS Ik ?

CodePipeline B 7E#8% K F° customer_code_pipeline_console_roleH RS ERFKER
HERER, EENKFPEEZARE , BXNEREBRERFNAZAR,

LRt , AMS IEE S TEREENIKS P B LHRS A
£ : aws_code_pipeline_service_role_policy,

@] : CodePipeline FEEH AMS K R ER BT LRSI 2
=M, CodePipeline Zhag, MEFMBEHEXBETUATHE :

1. SPBMER : XPRTF Amazon S3 , BAK% AWS CodeDeploy
2. RREMER : {XBRTF Amazon S3 AWS CodeCommit, BitBucket, 1 GitHub
3. BEMER : {XBRTF AWS CodeBuild , ™A Jenkins
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AMS BRI AMS BRI P SERHE S
4. HLEER  XRTILS# SNS

5. M - NPRTF Jenkins AWS CodeBuild, . Ghost Inspector /i SREM . Micro Focus
StormRunner & Runscope API 112 BlazeMeter

6. WRAMER : {XBRTF Step Functions 1 Lambda

(® Note

AMS BREFFEEMIKF customer_code_pipeline_lambda_policyH

' ; EH4AE Lambda B A K Lambda TR BHEXE, HiR

HISE BRI KB Lambda service/execution A& &, MER&HE

B E X Lambda service/execution B | AMS He|B— N EBRHNWFHA
fBcustomer_code_pipeline_lambda_execution_role , iZA&FFER
#lcustomer_lambda_basic_execution_roleZ, customer_code_pipeline_lambda_pol

8] : FEEH AMS ik CodePipeline FERK X RZFM KB EMFRMTA ?

AWS X #FH RS AWS CodeCommit AWS CodeDeploy A1E & # 2 B =X G B4 /3 35 CodePipelines
AWS CodeBuild

£ AMS SSP AWS Compute Optimizer ZE&H AMS Ik = it (T BB

£/ AMS BBIBRSELE (SSP) N E#E1HE&E M AMS FEEK - F# AWS Compute Optimizer 3
fE. AWS Compute Optimizer ERANEEF IR DAL RARIER , WEN TEABHERE AWS
TTERR , NTBRERAHIESMRE. IEREITE (Amazon EC2 fl ASG ) AR S BT X EMNE
MiZEEA , MItERET RSB ARFMEETE, Compute Optimizer AT #S By AR IEF A R HIE
B BEMN Amazon EC2 EHIE R | GHEE T Amazon EC2 Auto Scaling AKIEHIRE, ETHES
E£8 , HZFEAWS Compute Optimizer,

AWS & RS H A Compute Optimizer & I 7] F 2
| : fAIE AR AMS 0K B &5 Rl Compute Optimizer ?

BEURREE | AWS RS | BEERS | A ( £E B3 ) (ct-39e6io8tbjtny) B el H Sk iE R i A4
BR. It RFC NEHMKFE BT IAM Af:customer_compute_optimizer_readonly_role. 1
EHKFHEREBZARE , BOREREBRAERDNAZAR,

| : FEFAY AMS K R Compute Optimizer 8 BRLEBR & ?
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AMS BHR AR AMS ERIKFIEAHE R

SREEMRE, HIPTHEET IR AWS Compute Optimizer B9 AMS Ik~ FEf
| : EERK AMS Ik EH Compute Optimizer 8 BFLE R Z AR MBI AR ?

- WU RFC (B | Hith | Hfh | EH ) , ®IXAMS Ops T~ HEAZRSF. &
HEHE , FUBR-NMRSXEKAE® (SLR) , LA RERIEMERRE . B RAVRE
“AWSServiceRoleForComputeOptimizer’s BXEZER , BSRFEARSHEIAE AWS
Compute Optimizer

« CloudWatch 2707 LA T #8¥R /8 FR¥E#R -
« CPURIAR . Sl L EEFERNE2E Amazon EC2 itE# VW BE D th. ZIEHRFEE T HEEESS
Bl L BT ARFFIENAERE D,
- AEFAR . EXHBEUERSXEANANEE, ZENATREEEESRS LETNARF
ENRE, NHNZET S — CloudWatch REBHWERBEHITHNEFNAERS . BEXEZEE , FS5H
f£H CloudWatch REESARNEMAR (103, ) .,

- MEHA : EHEFMEMEEZED LERNFTER. ZiERATRAIENEHNEZARNERE,
- MEHE  EOEMBEMKZEO LRENFZTE. ZEFRATIRBIREENZFNEERERE.
« MR input/output (1/0) : AHbEEE BV input/output IREXER, ZIER A TiRBISEHIR SR M AL

fEF AMS SSP AWS DataSync TE£80 AMS Ik = st 1T B

£/ AMS BBIiRSELE (SSP) BB E &M AMS FEE K- FH AWS DataSync ThaE. AWS
DataSync FE A b FFE MW S S3, WEBHBMNHRE (L SHHEM XGRS ) KL Si# 2
EEBHKRERIE FSx. BRFEERHBEXNFHNESTREQREBIBREHS IT EZEFKRAE,
DataSync JHER BN BEIMNTFZES , SREREEEIELMA, RHMGEREH,. BIFHIEN
BRAEAEMERIAE, DataSync B REEZIEBHMEXH RS (NFS) MRS 2HER (SMB) &7
it , HBEFBRRAREF. DataSync AILUER Internet 2 AWS Direct Connect §& &M B
TB MBEFANXH , BEELEFRIER 10 5, S LAERFEIBREERENTE DataSync Fl=
i AWS |, NHBEEAHESHAERNBITOAMNLE | SEFEEES I iR AWS I FiELE
8

ETWMESZER , HZHAWS DataSync,

DataSync £ AWS Managed Services & ML [&] 7
8] : an{afERiE 15 A Ik DataSync BY AMS K ?

BEURREE | AWS RS | BEERS | A ( £EB31L ) (ct-39e6io8t6jtny) B el K iE R i A4
BR. It RFC REMIKFE BT IAM A customer_datasync_console_role.
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AMS BHR AR AMS ERIKFIEAHE R

EENKFFRER , BXTEREBRARTIMABE,

BT HRAEHES CloudWatch BHER AEH R “/aws/datasync’s

& : DataSync £ &K AMS Ik FR{ERB T ALRRE ?

Hy 2 EBIhAE AT £ & AWS DataSync #9 AMS K P £ F

[[] : &K AMS K~ DataSync HE K ERFMHHEBIRE R AL ?

- B A DataSync fRE A customer_datasync_service_role#l{TH DataSync £ <K
FiE S3 FEmER LM ERA Amazon S3ARNs ( IZ#BEFRER ) o

- EMFEA VPC AT RZHE , XERAEE | Hftt | Hfth | 812 (ct-1e1xtak34nx76) EREEK RFC
3K DataSync fREH VPC KirT RMEZ 24,

« AWS DataSync REENIRETE AMS FIE1T. ZRFEX AWS DataSync KE#HITIEFNERT ;
BXEMEER , BHSHRAWS DataSync F IL[6) FfEE

- B33 AWS DataSync R , BIRXTEEE | Hft | Hf | 82 (ct-1e1xtak34nx76) EREHK
RFC , i&RZBNRE, B AWS DataSync Amazon EC2 AMI ID, SEHIZERE, FW, 44 ; #35l
FIMEBH Amazon EC2 ZAXN RIER I B I ZHX

® Note

AMS RFEXZEF FIEE AWS DataSync R , H BFFEZEE Amazon AWS DataSync EC2
AMI E#1T WIGS BREURE.

£/ AMS SSP AWS Device Farm 289 AMS Ik TG &

/8 AMS BBIRSEL B (SSP) X E#E15H &M AMS FEE K A AWS Device Farm ZhEE, AWS
Device Farm 2 —W M ARFNHRS , Tt ZBEIES N SENKSMNELRIREZ LMiE Web
BHNAEFRESHERE  MEEMENEETMANSEMEN, ZRSELEBES/NSERK
REXIZE LRAMETNE , SUNRAZEHNRITEE |, H 4RI B & ES B SRR IR 5 R A 2
FEENEE,

ETHMEZEER , S FAWS Device Farmo

AWS Device Farm £ AWS Managed Services F L [7] & A

@ : Z{a1E AMS K AWS Device Farm H B iE 14 8] R ?

AWS Device Farm MRS May 12, 2026 204


https://aws.amazon.com/datasync/faqs/
https://aws.amazon.com/device-farm/

AMS BHR AR AMS ERIKFIEAHE R

BYREREE | AWS ;S | BEERS | A ( £E B3t ) (ct-3qe6io8t6jtny) B3 E K iE K 15 7] #X
FR. Itk RFC HEEMIKFBEELUT IAM Bf:customer_devicefarm_role.

EENKFPEREARE , BXNEREHRARPMAAE,

[A] : AWS Device Farm £ &K AMS Ik R ERB ARSI 2

BRTE B R EA AMS s B ZE A |, BRMITiZ AWS Device Farm fRFHI 5T £ 7 B HBR
A : K AMS K AWS Device Farm F{EFA M ERZ G RMBR U R A ?

7to

£/ AMS SSP AWS M RMEIRE EEH AMS Ik~ i 1TEE

£ AMS B BIBRSECE (SSP) A EEIL IR AMS FEEIKS Y AWS BERHEIRE 8E,
AWS EMRERE ERALFTRENFE, RPN UTENRE , RIE, Wik point-in-timelk & A<tz 7
ETZNNARERF , R KRERBDEVNRMBIBEBER. SEEH AWS BERERE S HEXE
E’JEEVIE%VJLJ:C?TE’JZIHM*J%%thji%ﬂ:z:ﬂ’]f'ﬁﬁzrlﬂ‘ LRSS IT #%. /A AWS EEREHS
REEEHFHMEIHRE, LEKEEFUREBIATREFIREN K,

BETHEZER , BSHAWS BHRERE,

AWS # RS £ AWS Managed Services & IR @
A : EEERE TG (R 3 AWS B RERE B AMS IKF ?

BYRREE | AWS ;% | BEERS | A ( B B3L ) (ct-39e6io8t6jtny) B E K iE K 5 7] #X
FR. Itk RFC NP BEELUT IAM Bf:customer_drs_console_role.

EENKFAREZAGE , EXAEREBRFRFMAZAE,

[l : AWS BHRMEIRE EE AMS IKF R ERBHLRS ?

FEIEHY AMS K~ AWS 3R ENRE P ERZ B IEAR S,

[l : FEFAY AMS K AWS BB RERE PEANERFAFERBFHRTL?

- BREBHEBBE  BLAIEIL Elastic RIEMERS , AEEKS P EIRFIEN IAM BE,

« BUOTMBRXEXRXBER | NAREF | IAM ZFIEESXH | 2122 (FEEB3L ) EkR
ct-O0ixp4ch2tiu04 RFC F gE B KBIf B XM H e EH M N2 BE . customer-mc-ec2-
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AMS BHR AR AMS ERIKFIEAHE R

instance-profile AWSElasticDisasterRecoveryEc2InstancePolicy &4 isE BN
T SR B B AN EU R LE 1T B AL,
- MRELHIRFEABRINEGIBEEH , I AMS
AWSElasticDisasterRecoveryEc2InstancePolicy AILUEN BaI{LH 1T,
- BUPEREFAEN KMS ZEAHITEKFRE. DAERBRRBEEFTRIKSH KMS ZHUAFE
RIKFER, BXELZEER , TSRS ENRKS £= EBS MEEH,
- MREFEYRACHITESR , WATEH KMS BEARBIUATFR
Hcustomer_drs_console_roleZEE KR,
« WTFBKF, BXEREIRE , AMS XIFFRIKSFMBRKFRENAEKS |, HBEIEFHER
EMANEENAEAWS, CloudFormation

£ AMS SSP AWS Elemental MediaConvert 75289 AMS Ik P R ## {TH &

A AMS BBIRRE B E (SSP) B EEHEEH AMS FEE K F F# AWS Elemental MediaConvert
IhgE. AWS Elemental MediaConvert 2 —fE T X4 MEBRS , BB B IheE, ©FERRE
% 612 video-on-demand ( VOD ) W& , AT AHE BN Z FLiE. ZRS G SRR Z 5520 6E
S %M Web RS EAM pay-as-you-goEM LS. f& AWS Elemental MediaConvertBfy , &8 A
TEATRMASIAAMNEEAER K MAXECHENIZE B HAMGEERIZEN S Z=1H4,

ETHMEZEER | 53 HAWS Elemental MediaConvert,

MediaConvert £ AWS Managed Services 7 I [a] @ &
@] : a{a 8 &5 A1 3 MediaConvert 9 AMS JiK F~ 2

BEREREE | AWS ;S | BEERS | A0 ( B B3t ) (ct-3qe6io8t6jtny) T3 K&K 15 7] #X
FR. Itk RFC AN IKFEELT IAM B f:customer_mediaconvert_author_role. E&ERIIKF
FEREZAGE , BUREREBRARPNIAZAR,

FIREAFE /M EBcustomer_MediaConvert Default Role , ZB®ATMER S3 FE#RiEEEK
EXEREEABN S3EME , 2ATESERFHRNEE (DRM) 1A APl M>X, MediaConvert

A : MediaConvert fFE3&H AMS Ik 7= SR E B+ ARSI 2

£ AMS MediaConvert # {8 f & B EAAIBR #l,

[/ : FEHE AMS I MediaConvert F ) e RZH ARBISE R AL 2
&1 AMS Tk MediaConvert F& B S & R4 AT AT LA
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AMS BHR AR AMS ERIKFIEAHE R

5/ AMS SSP AWS Elemental MediaLive £ &#) AMS Ik &~ it 1THl &

£ AMS BBIBRSELE (SSP) X E#EHRIEM AMS EE K H# AWS Elemental MediaLive Ih
f€. AWS Elemental MediaLive @ —TJ &N ER ML ERS . ©ESESLESTENTIM
W, DMEEEBRUNRKANSFIRE , HINEKMIRE, FAREM TVs, SEFIAMNTRE. %R
SHWIERER  NENERMGURETENRE |, RER KN UMERE , AEREESRRR /DR
A REIBHIMAR. BBIERS #EINAE AWS Elemental MediaLive, &7 FASEMEN , BB
N EEE ML RIREIRBERE, pay-as-you-go AWS Elemental MediaLive it&EAI AL EFH
MARBE S| A AR IRAE K MEFTERMHENZE BRUMGEEMEN,

ETHRESELR , S HAWS Elemental MediaLive,

MediaLive £ AWS Managed Services & M. [ & #
8] : MRl R i 15 B & MediaLive B AMS K ?

BERREE | AWS RS | BEERS | A ( £EB3HL ) (ct-3qebiodtbjtny) F k2 B K iE K 7 8] £
FR, It RFC AEEMKFEELU T IAM Bf:customer_medialive_author_role.

ERA RFC I —E0 , E-NACFERBRENK, ;
Zcustomer_medialive_service_roleAGBA NS EABNWEAERTEMNEMA , WMESHMAR
% ( %1% Amazon S3 # CloudWatch B&E ) #173XH, MediaStore

EENKFFEREEARE , BXNEREBRERPMARE,

@] : MediaLive £ AMS Ik RERE T LRE 2

1£ AMS MediaLive & & A {E AR 4.

[\ : EEH AMS 1K MediaLive F{ERAM ERFHSAKBRERT AL ?

&/ AMS K7™ Medialive KB X & SR SURBII A HHE M

{FF AMS SSP AWS Elemental MediaPackage £ &/ AMS ik = & 3 1T B
=

/8 AMS BHBIRSE B (SSP) = E#E15E S AMS FEE K 9 AWS Elemental MediaPackage
IheE. AWS Elemental MediaPackage A S ith A& MR G , UEBES EBRMEH . B £
M A , AWS Elemental MediaPackage B Z#&= 1L AT FH TVs, THEN., FAReB A5
HAL EBHRIMAR. ©ANABRAAMAKIRITONMINEE (EE, 5. fFF) , BELE

EILHIhEE—H ., DVRs AWS Elemental MediaPackage i& o] LAM{F A B F MR E I (DRM) R B
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AMS BHR AR AMS ERIKFIEAHE R

&, AWS Elemental MediaPackage RIEMEE Bz FK , R EHMAGFHLIRBHEBWEAR |, ™
FREEEBTMNFIENEE,

ETHESZER |, HSHAWS Elemental MediaPackage.

MediaPackage £ AWS Managed Services & I [&] & A
@] : a{a B iE 5 A1 F AWS Elemental MediaPackage #9 AMS Ik 7= ?

BURREE | AWS k5 | BEERS | AN ( £E B3 ) (ct-39e6io8t6jtny) B el H Sk iE R i A4
BR. It RFC AZMIKFE BT IAM Bf:customer_mediapackage_author_role. &K K F
FEREZAGRE , BUNEREBRERFMAZAR,

FRHBE = NABcustomer_mediapackage_service_role , AU E 2 B4 EH RAAEBINE
M A, LESHAMERS ( H10 S3 M Secrets Manager ) #1TR E,

@] : MediaPackage ZEFKH AMS i R {E A B T LR ?

£ AMS MediaPackage A& EEAAR S,

[ : EEHK AMS K~ MediaPackage R EAMNERFHREBIRUGRH AL ?
&8 AMS K= MediaPackage HR B 4 & R4 KB AT EER

£ AMS SSP AWS Elemental MediaStore &) AMS Ik hi#HTHE B

@ Note

AT FMEE , REEF MediaStore , AWS H2025F11B13H24E M. NMRERERE
F® MediaStore , M AT LA BB E FE A MediaStore , B2 2025 F 11 A 13 BiZRSHXIFFL
Ik, EBHIZE , BN EBEEARRSIRMEN MediaStore FIIEE,

FH AMS BBIRRSEE (SSP) X EEGHEN AMS FEE MK #Y AWS Elemental MediaStore I

fE. AWS Elemental MediaStore & — T3 S K# 1T T RLH AWS ZERS . ERNERUERGFERE
MSRAARFIEMMRE, —BHAIKIEIR, AWS Elemental MediaStore TEEH AN TEREF £ YR 1H
Fit, HEMERURERTANREERNITEAZNER , BMLKBELFRENTFE, ETH
EEEER |, 55 FEAWS Elemental MediaStore,

MediaStore £ AWS Managed Services % I [&] & F

i8] : 4] R &G Bl MediaStore B AMS K= ?
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AMS BHR AR AMS ERIKFIEAHE R

MediaStore B3 FAEE | AWS RS | BECE RS | AN (ct-1w8z66n899dct) FE kKA IER RFC 3k
HEFEMNR. It RFC HEMKFAEEBEUT IAM £f:customer_mediastore_author_role. 4
AR RFC N —E% , BELHNIKFPHBE /BB : MediaStoreAccessLogsAE , MRFIEREF
B F1ZIh8E CloudWatch , Ml MediaStore RFFERZARKREREN . EENKFFEREARE , &
DREBRERRARPMARE,

LEEt , AMS IEE I TEFELRNIKS P B HRS A
€ : aws_code_pipeline_service_role_policy,

@ : MediaStore TEFK A AMS Ik~ R ERE T ABRE ?

# AMS MediaStore H £ FIZ B EM R,

A : FEEH AMS K~ MediaStore HE K B RFMHHHBIRMF R AL ?
&1 AMS K™ MediaStore HIR B A& A RBIN AT HEH.

£ AMS SSP AWS Elemental MediaTailor &8 AMS Ik P i TFREE

FH AMS BBIRRE B E (SSP) WX EZHHEH AMS FEE K F F# AWS Elemental MediaTailor If
f€. AWS Elemental MediaTailor 2 F LSRR 12 AR #E quality-of-service R B W 155% T ~F &3t
EENSHEASEMNIRS . X AWS Elemental MediaTailor , &Y B %5 S B 57 I A EB & UK
- NMNEENAHNARESEHNMIN ML EMEENERE. B2 , BEMMEHL EBRAARTE ,
AWS Elemental MediaTailor S&EYEEANISIR ( MRS F ) AT BRI MTRTEIZK , AXEW AR
K%, AWS Elemental MediaTailor 2t E T & Fin MRS EFIH S RBUERN B3RS |, SUEH
HEERTRABAURITH. BAUBENREESZELTINSERNEEZIRA , MEEXFEATHE]
Hi%EFH. AWS Elemental MediaTailorExEAI R E SR ME , BHENEN UM APREBES KSR ,
HEAUEEZRHENABRAANE, ITERARBRFSENEFAHRREERSER.

ETMEZEER , S FEAWS Elemental MediaTailor,

MediaTailor £ AWS Managed Services & I 7] &/
8] : F0fAER B 1 R1EX MediaTailor B9 AMS K/ ?

MediaTailor Bid EAEE | AWS RS | BECEARS | A0 (ct-1w8266n899dct) FE kK AR RFC %k
B HRIMNER, Ltk RFC AZEHNIKFEELT IAM &f:customer-mediatailor-role. &K
FEREZAGRE , EUXNEREBRERFMAZAR,

@] : MediaTailor EEH AMS K hERAETARE ?
£ AMS MediaTailor & £ F & B AR &,
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AMS BHR AR AMS ERIKFIEAHE R

8] : FEEH AMS IKF MediaTailor FERAMN EARARZHRMBRHG 2T A ?

&8 AMS Tk~ MediaTailor Hi& B A& RSB AT HER,
£ AMS SSP AWS Global Accelerator Z£88) AMS Ik h# Tt E

5 AMS BBIERSEE (SSP) = , EEEELEN AMS EEMKF Fi5R<EKNEEFINEE, Global
Accelerator —IMEXRERS , B EEF R ENRBFZURSSERIREANERFNARFHN T
AMFMEE, ETHMESFEL | BSREKINEES,

AWS Managed Services 1 #Y £ 3K fNiE 25 & ML 7] B fF &
REBREE :
8] : AfATERETE A AMS K i E £ BRNEES ?

BidRR AWS RS RFC ( B | RS | BEL AWS RS ) RiERIFRINR, Bkt RFC , FEEZNK
FPHEELT IAM & : , customer_global_accelerator_console_rolefE &Mk &l E
BEHEAGE , BUNMERESHBRERPMAZEFEAE,

| : EERH AMS K~ R EA L IKMESFE WLLRH 2
Global Accelerator 2 —I£ KRS , X3 AWS X ERF 5 HBZPNAWS XEH KT =,

[ : ERA AMS IK - A fE A £ BRI BT A B RFAFRBIRMF R L ?

AL KINERREIRIFE , AT SUFERAS IP ik RERE — PN AWS KB KL mRT R, Xt
THOEINER: , KIRTTREMEATIGERE. NARFABIGER. Amazon EC2 SKHITEE IP i
e WTFBEEMBRAMESR , KT /AREE -S4 EC2 KHIMELFEBE = (VPC) M,

A AMS SSP AWS Glue 788 AMS Ik~ 3 THE

£/ AMS BBIIRSELE (SSP) B E#E1HE &M AMS FE£EK - P H AWS Glue ThEE, AWS Glue
2T LEEMNIRE, BREMMEK (ETL) RS , IHEBEAEZNMBBEARToOM. AFEEHE
H/LTFEN A BIZEFZ1T ETL fElk, AWS BEEEI A EIE AWS Glue [EF#E LA EIE AWS , AWS
Glue KIEWEIEHFFRERMN THIE ( FlanRE LML ) F#EF AWS Glue Data Catalog. Xf#&
MBEHTREE BB RNENR  ATATETLRAE. ETRESEE , HSHAWS Glue,

AWS Glue £ AWS Managed Services & I [a] & #

NRBEMER :
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AMS BHR AR AMS ERIKFIEAHE R

A : AWS Glue MfAIERFEEHN AMS K- RHITIRE ?

AWS Glue BIEE | AWS RSS | BELERSS | AINESEEE (ct-1w8266n899dct) 23X RFC RHE 15
FIfXPR. 1tk RFC AEMKFEELT IAM B

* customer_glue_console_role

* customer_glue_service_role

HI Y £ & 245 LU T MY ISR g

« customer_glue_secrets_manager_policy

» customer_glue_deny_policy

EENKFPREAGS , ELIFEMALZHNIREBRERP,

EpEeR, FLNFELETR (BERAGMENAEG ) , BEAIE | S4tEREH | BHMTHIE
EIE (IAM) | SIS KA (ct-3dpd8mdd9jn1r) 3R RFC,

B : AWS Glue &I AMS Ik~ R ERB ARSI ?

SREEMARE, NEERThee AR AWS Glue B AMS Ik, EIRE T LACENNE ETL B
AR EBERIRE | i5EH AWS Glue Studio EHEiE4, AWS Glue Interactive Sessions # Job
Notebook 2 TIREBEThAE , RATATEF AWS Glue X LETHAE | b AT LARIA AWS Glue RS AR,
AWS Glue

AWS Glue 2.0 ZBIMRA : AWS Glue £iE A2 —fIERERR , IEKF P /S3) Amazon EC2 3£
fil, RIEMZERBHEBCH Amazon EC2 EHIHZEZFERRAKRENMFRIIENRYF. BXE
ZER , BSRHE ; REA# Apache Zeppelin £12AKMIH MR ETL BALU R FERF Xk R
REIA,

Al : AT AMS K™ AWS Glue FERBY SERSFAFSMMBSR A RAT A ?

AWS Glue #&#tF Amazon S3 CloudWatch, # CloudWatch A&, 1&i% Ak o< 3 K2R F 7] 58
ZXEMEM AWS Glue REIhEEM = ( Al#0 : Amazon Redshift, Amazon RDS, Athena ) .

£ AMS SSP AWS Lake Formation &8 AMS Ik i TH &

£/ AMS BBIiRSELE (SSP) R B[R &M AMS FEEIKF FH AWS Lake Formation Zh&E,
AWS Lake Formation 2 —IRS , AILLZBE/LIRZABMREZSWEIE R, BIEHE —FEFN,
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AMS BHR AR AMS ERIKFIEAHE R

REN., ReF#E  BTHE#MERE  eBREEANMERETONOEN, BIERES TR YR
% , RFRRENDTE|ER , REEERABSELHFNLIZRE,

£/ Lake Formation BIZZEIENREE , URENANBEHRIMNZLKEE, RS , Lake Formation
AIHS B IR MBIR EE T A7 ISR M 4w B 503 |, HEIEB I EIFH Amazon S3 BiE4 , ERAVES
IEEBFBENDEBIE , K2 RBERE. SNAFPTABEERTABREEREEYSAZNESF
RNBFEE R (BXEMER , BSHAWS Glue ENRFEHRE ), RE , ENAFPNXEHREESH
TERA PR FEI RS LSRR , Hlanill S# Redshift, Amazon At hena 1 (MR ) EAT
Apache Spark #J A ma zon EMR. Lake Formation ¥ 3 1£ F 2 #t#I ThEE 2 EAWS Glue,

ETHREZER , BHSHAWS Lake Formation,

AWS IEE RS T B Lake Formation & W [0 S i &
i8] : fn{al R iEiG [ 3R AWS Lake Formation B9 AMS K/ ?

BERREE | AWS RF | BEERS | A ( £E B3 ) (ct-39e6io8t6jtny) B el H K iE R i A4
BR. It RFC NEHMKFE BT IAM Af:customer_lakeformation_data_analyst_role. £
EHKFPEELEARE , B4R ERSBRARZDIMALE,

s, ATFRABERANER

* customer_lakeformation_admin_role

 customer_lakeformation_workflow_role

EREBEERANER , B LLUEREA®customer_lakeformation_admin_rolefER#HE SSP &
KA (ct-3qe6io8t6jtny ) I —EZF D M A,

WMRETE AWS Lake Formation ##HE AP RIRER , NEERIEE | AWS iR

% | BEERS | A ( EBE3L ) (ct-3qebiostejtny) T K H H & X7 n LA S

£, customer_lakeformation_workflow_roleff RFC ¥ , 1R AIZEEHZEREIR , W44
IR S3 FEREMEBF. MRERKAENR AWS CloudTrail Classic Load Balancer A &SN ARF AEH
BHEE AL, N S3 FHMEEM.

@ : AWS Lake Formation £ AMS Ik REHRE T ARSI ?
Lake Formation Y £ 28 Ih8EE1E AMS 1R,

@ KK AMS K AWS Lake Formation R{EAM A ARZHERMBMFZERT A ?
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AMS BHR AR AMS ERIKFIEAHE R

Lake Formation 51%Z AWS Glue BREZERK , E itk AWS Glue A F REETH B4 1388 Lake Formation
NERHBIEEMER. I, AWS Athena 1 Amazon Redshift FiF° REEZE#ftt{13A Lake Formation
PR AWS Glue BIBURERM .

£ AMS SSP AWS Lambda £ 8 AMS K 3 T &

£ AMS BBIERSSELE (SSP) IR BEEGAEMH AMS FEE MK 9 AWS Lambda ThaE. AWS
Lambda AFEBEFTEREERSHNERTETAB. BREANFMERNITTENEGTSE , YENRK
BRETHFTKEEAERA. &B) Lambda , BILFIUNFEMEBENNARFEREHRSEITRE ,
FIEXEEHLTEEMAEE, LEAEHNARE , Lambda 2N EBETHT BERBMEN— , FEEGST
A, ZBALUFRBIEEAMNEM AWS [RFZ EIftKR , REBEZMNEM Web B NARFER.
ETHMEZER , BSHAWS Lambda,

AWS Managed Services F i Lambda & I [7] & fiF &
8] : 0fATERE A R1E AWS Lambda B9 AMS K/ ?

BERREE | AWS % | BEERS | AN ( £EB31L ) (ct-39e6io8tbjtny) B el k& R i A4
BR. bt RFC AWK EEIT IAM &
8 : customer_lambda_admin_rolef, customer_lambda_basic_execution_rolefE &

KrHEBEEARRE , BANEREBERASRDNAAR,
8 : AWS Lambda &K AMS Ik EH AT ARE ?

* Lambda B EHEHEMHRAR. BXAHAE Lambda SHRNES IR , TSR SEARS AWS
Lambda —#E A, Bl , AFMAEXLRSEE AMS KFHTH. IREFENRSFTA , &
5481 AMS CSDM &ER XIS HRIE

- BABERT , AMS RiZRHEE
EAWSLambdaBasicExecutionRole#AWSXrayWriteOnlyAccessiXPREVEZ Lambda #1284
& ; BAXEES , BSHAWS Lambda A, MREFTEHMNR , FlWEEHEEHN AMS VPC
B & Lambda E2 , EEAEE | AWS RS | BEERS | RN ( EEEIL ) (ct-3qebiost6itny)
BB RER RFC,

[A] : A AMS MK AWS Lambda i {E AR o RFH MBI BT A 2

FRRDE B A RFZ M BABI R AWS Lambda ; BER , RIBENEARS , B EEHRIEM AWS
REFTaEAIBEHR , IELNEBREZT/NNNRT ERITERIRE, MRFEEHMNRE , EEHAE
B | AWS RS | BELERS | A ( EEB3L ) B R (ct-3gebiodtsjtny) 32X RFC,
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AMS BHR AR AMS ERIKFIEAHE R

Al : EEBENEMAKS PIETT Lambda BE , BEEMMT AL ?

EEZOKF PEE Lambda Bk , BTEAUTIERS :

- BIRENFK SSP f AWS Lambda oro

- AEEN AMS BRZIFEPEEN , AMS BT TR B ILX I EH EARE,

- WMREFE AMS Bl Lambda B , WA E SEEAFTRMER SSP £, AWS Lambdafifs |, W0
REMHFE AMS HEIBBR X IFZIheE , HERREN CA HEEEERE (00S) HifE,

£ AMS SSP AWS License Manager £ &8 AMS Ik = Fr it 1T Bl B

£/ AMS BBIERSELE (SSP) BN E 15 E&E M AMS FEE MK F# AWS License Manager Zh&E,
AWS License Manager 5 AWS RS , B ¥ AWS —IKF#E{LZ4 AWS Ik, 1T B R4t
WFANEWEE, AWS License Manager A FEE A BELE F A MUERW BESCF TR |, RE
£ Amazon EHI/EshEt R FIHATX LM N EC2 ,» HEIHN AWS License Manager 1888 833 SEFR
FRIEEBIB R G ERTABHNERERARBHFTERTH. ETHRESFER , HSHAWS License
Manager.

AWS Managed Services H#Y 1T I i & FE 25 5 I (] & AR &5
ERRBRMER :
[ : AWS License Manager fI{ BB iEE KK AMS K R TIRE ?

AWS License Manager B F HEE | AWS BRSS | BELERSS | A0 (ct-1w8266n899dct)
EWRBRER RFC REBFIFFRINER, tt RFC AENKFEELLT IAM £
f:customer_license_manager_role. E&EM K FE E License Manager IAM B&J5 |, R4
EREEHRIEBRERFMAZAE,

@] : AWS License Manager £ AMS Ik REREH ARG 2

WA LUFAN 5 AMIs 2B 28 AWS License Manager $LNIAEXEX ( £ “TI\AE” THIE ) . MEE
B E 5 AMI I PRFIER ( Hlan - REERFLE AMIBY 100 /4N vCPU ) HFERBRSI , W RKEHZ
AMI WML , HIRE—KEBIRER , B SETRTFANLE . XRXRBRFSHTHTH (TR
FFTIEER ) , MRELEARRH , EFEERBXZ3 AMI, NAFTERPEEHIHN AWS License
Manager,

| : FEFHRH AMS K~ AWS License Manager I By o REB RGBSR H 2T AL ?
&9 AMS K AWS License Manager & B4 & A SR B Al #E A,
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£ AMS SSP AWS Migration Hub TE&8 AMS i F R 1T B E

£/ AMS BBIBRSBLE (SSP) R BT E &M AMS FEE K ) AWS Migration Hub Zh#t,
AWS Migration Hub 12t 7 —MIE , B UEHFREEE S MERSG R AWS FEEREERA RN
NMARFEBHE, F£H Migration Hub , BRI MERHZESBSERWEB T E AWS MEENH#E
B A UEERNMNNARFHAESHITIBIRA. Migration Hub T EEZ NN ARFHRBIERNBHE |
TRFERAMTE#TER, XEETURERIMAAEIBNHEER , BRI REAEE | H
BAOEEIBWME LRENEENENEL. ETHESZEE |, S HAWS Migration Hub,

AWS Managed Services F BV /0 & L [0 B AR 2
ENRBMER
[\ a{aE A A AMS 0K 7 BB iE 15 8 Migration Hub ?

FRAERE | AWS RS | BEBRS | 50 (ct-1w8z66n899dct) EE HIRX RFC , iER 1AM
Migration Hub, It RFC AZMIKFEEI T IAM B&:customer_migrationhub_author_role.
EENKFHEEZAGRE , BUXNEREBRAIREFTMAZAR,

& : Migration Hub & HRLEPR %l ?
oo
@] : /5 A Migration Hub B ERFEH B A ?

FEIER AMS TIK P R FF R 46E A Migration Hub FEZEEMIER%Z M. BER , EEERSHR , AI6EHE
£ Migration Hub Z S\#9XBR , fl20/@ Amazon S3 B A L& RS 2515 RHINER,

£ AMS SSP AWS Outposts £/ AMS K R BETHELE

£/ AMS BBIBRSEE (SSP) X EHE T ER AMS EEMKF /Y AWS Outposts ZhaE. AWS
Outposts 2 —H £ EMNIRS , AR AWS EtiZR¥) APls, AWS RS M T EY R JLFEMI#%dE
Fi, REZRFERMGIRE , REH-BHEBEEHK. AWS Outposts &A T HEIRIEIR 15 R A R
&, AHBELEI S BEFENTERS. ETRESER , FSHAWS Outposts.

AWS Outposts £ AWS Managed Services % I [7 & #
FUEBEMER :

@] . AWS Outposts tIAEREE KK AMS Ik RHHITIRE ?
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AMS B9 ATRISTE AMS G0 P SEFHE 8.
AWS Outposts Bid EFAEE | AWS BRS | BEE RS | A0 (ct-1w8266n899dct) KA ZR RFC

SREAEH AR, Itk RFC AEHIK BB LT IAM Af:customer_outposts_role. &R K
BEZAGE , BXTEEMALHKEHRRERF,

@] : AWS Outposts I AMS Ik RERE M LRE ?
E2H AMS K AWS Outposts H 1 A& B 1EA R &,
8] : EEH AMS ik AWS Outposts A AR B RFH R MBIKHERTA?

B8 AMS Tk~ AWS Outposts & B A& KA AKB I Al A,
£ AMS SSP AWS Resilience Hub TE&#) AMS K i Tl &

FH AMS BBIERSELE (SSP) X B LR AZH AMS FEE K- HEY AWS Resilience Hub Zh&E,
AWS Resilience Hub #BhE 3 & HRP AWS RMARF R ZH R, Resilience Hub 12458 14 ¥4
MBI , TERBEHORETFLEGERG , LEAINHEMITER, Resilience Hub 7T &5 Bh 1844 B &MY B A
REFESHEIRERE BFR (RTO) MMRE S B (RPO) BFr , HERBA M B EFHE 2 sl & B R IR
BB, & AWS NHARFHEBINESHERE |, BAILUEA Resilience Hub 4442 B8 B 51 12 AV 3 4R
Mo WMREAEFM , Resilition Hub 2EBERKIZBEH , EXRHBHEXNIRERE.

AWS Resilience Hub £ AWS Managed Services & I [7] @ &
ERRBHNER :
@] : f{afE AMS Ik AWS Resilience Hub A ER & 5 R BR ?

FRAERE | AWS RS | BEE RS | 0 (ct-1w8z66n899dct) BRI X RFC |, &R i8] 3#
o It RFC ABMIKFEELT IAM B &K

IAM B &

 customer_resiliencehub_console_role

» customer_resiliencehub_service_role

KRB

* customer_resiliencehub_console_policy

* customer_resiliencehub_service_policy

AWS Resilience Hub M7 May 12, 2026 216



AMS BHR AR AMS ERIKFIEAHE R

EENKFAREZARE , BUMERKESHBRIT Rcustomer_resiliencehub_console_roleH
hAZA,

A : AWS Resilience Hub 3K AMS Ik~ HERB T ARSI ?

REEMRS. Resilience Hub K& E3ZhEE R EIRHY AMS K= R ER

[ - K AMS K AWS Resilience Hub H A L RF U RKBME 42T A ?
FEZH AMS Tk 7= 5 Resilience Hub S& B E i o R & A 2 ik #i x Ko

£ AMS SSP AWS Secrets Manager £ &/ AMS T~ Rt 1THL 2

£/ AMS BBIBRSELE (SSP) B BT E & AMS FEE K ) AWS Secrets Manager Thag.
AWS Secrets Manager #B1ERIPFRIBARF. RSN IT BRAMENIIE, ZWRSLEATUE
BIEESIE, API ZANEMBANBENEGARNEAN TR, EENRE, ARNNARE
B A Secrets Manager KR ZEHLZ APls , TEUA XA XN BRE E#HTERIB, Secrets
Manager £/ Amazon RDS, Amazon Redshift #l Amazon DocumentDB KA E £ K IR A5
B!, A, ZRFSEAT RIEMEINNE | I API Z4AHM OAuth ©hE. ETHEZEE , BS
EAWS Secrets Manager,

® Note

FRIANBER T , AMS BR4ER A LATA B E A K BRIAZE AWS KMS 48 (CMK) INZEMHLE. AWS
Secrets Manager 1R & #HLE AMS Operations FTEFRIEHNE |, EERAEEN CMK , HF
‘A& —1 AWS Key Management Service (AWS KMS) B4R | ZRBEN T SF7#EZH
R B 33 AR R Y AR o

AWS EE RS HH Secrets Manager & L [0 B2
| : fn{a &G A1 AWS Secrets Manager B9 AMS JiK P ?

FEHEE | AWS RS | BEERS | A0 (ct-3qe6io8tejiny) ERXEHER

RFC , &3R4 [| Secrets Manager, Lt RFC HZEMIKFEENL T IAM A

£ : customer_secrets_manager_console_rolefl, customer-rotate-
secrets-lambda-role AEEERAGKEENEEZNA , HAERRE
#Hcustomer-rotate-secrets-lambda-rolefy Lambda ¥ HY Lambda 174

5, customer_secrets_manager_console_roleEZEMKFHPEEZARE , BANEKEHE
RIFRBHIAZcustomer_secrets_manager_console_rolefAt,
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AMS BHR AR AMS ERIKFIEAHE R

@ : AWS Secrets Manager &K AMS Ik~ R ERB T ARS ?

By 2 ERINRE AT E S8 AWS Secrets Manager B9 AMS Ik AR | BEIRHE IR B 3 5 247 09 ThAE,
BR , BEE , TXEEA “QIEM Lambda BHBCRIITHRIR RKIZERR , ENEFEESHN
PR BE 812 CloudFormation 3##% ( IAM B &% Lambda EHEBIZE ) , NTIEL T EEERE. AMS
Advanced X% ¥ “EEAIAE Lambda EEIITR IR , B LA Lambda SSP E# & A& EE K
Lambda EEUAR#RER4E, AWS AMS Advanced T &I EE Lambda RER 4R,

| : E£FKH AMS K AWS Secrets Manager R AR ZHREBZHERMT AL ?
UTwAZRRES AMS £/ , TREENEZFRIN -2 A : AWS Secrets Manager

* arn: aws: secretsmanager: *: *: secret: ams-shared/*
« arn: aws: secretsmanager: *: *: secret: customershared/*

« arn: aws: secretsmanager: *: *: secret: ams/*

£ Secrets Manager (AMS SSP) #Z24f

L RFC, RFBERFEMHRENANAFEXE AMS HEHNRLSHEEMESH , AMS 2NEHH
MERXEREE , AEREERERESR.

PRATLAIE XN B Z2 A S AWS Secrets Manager(Secrets Manager) customer-shared,

£/ Secrets Manager X Z &40 & WL [0 B A Z
| : AAEEF Secrets Manager EBFPE R HL 2R ?

—EREITFEATLE VPN WA ZF4,. BHRIEREA (IAM, SSH) ., FAIEFAMZEENER
4,

@] : A fE A Secrets Manager 5 AMS X E%4f ?
1. FERENBRESHRENBRMENNARE R AWS EEEFHE -
XF SALZ XKii , Customer_ReadOnly_Role

XF MALZ k1% , AWSManagedServicesChangeManagementRole,
2. SMEIAWS Secrets Manager #£#l 8 , AEE T “FHFEH,
3. EEHMEPARE,
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AVS BRANRER AMS 40K FEME R
4. BUEXARREABAEAEHRIAKMS %, BET—5,

5. WABABHMIER | BFIEL L customers hared/FFk, Bl , B HE /mykey2022, BT
_io

6. ZEREMRKR, BHT—F%
7. BERFRG FE UREFER,
8. BEERFER. RFC HEMHREEERMNHARRINERR , MERIMABMERIE.

@] : EF Secrets Manager REZAFEMHAMNR ?

SALZ : & customer_secrets_manager_shared_policy# & IAM K BE H I if
RENXHERESUTRIES RPN R XEMERE, BWIAZREEHMEISLT IAM &
& : Customer_ReadOnly_Role,

MALZ : ®iFAMSSecretsManagerSharedPolicy , R B EMINE LT & Eams-sharedd & ZEH
FGetSecretValueiTR{EAAWSManagedServicesChangeManagementRole &,

T~

{
"Action": "secretsmanager:*",
"Resource": [
"arn:aws:secretsmanager:*:*:secret:ams-shared/*",
"arn:aws:secretsmanager:*:*:secret:customer-shared/*"

1,

"Effect": "Allow",

"Sid": "AllowAccessToSharedNameSpaces"
}

® Note

AR B B AR SS Bl B AR SS AT AWS Secrets Manager , 52 F A EHNR,

£ AMS SSP AWS Security Hub CSPM E&K AMS K (TR EL 2

FH AMS BBIRSELE (SSP) R E G EEMN AMS FEE MK H#Y AWS Security Hub CSPM I
fE. AWS Security Hub CSPM it 22 H 7T B SN R MBS URERN BT FRE AWS MHRESREK
BB ER. Security Hub CSPM R4 IERE AWS Ik, IREMZBHE=ZSEENENRZENE
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AMS BHR AR AMS ERIKFIEAHE R

ABPELERABEELER , UBHLEIMZLBBHBEALEEISESNELRAE, ETRESZER
BESRAWS Security Hub CSPM,

AWS Managed Services & N[ @ ## &Y Security Hub CSPM
8] : wfATERE G A AWS Security Hub CSPM B AMS Ik = ?

EREE | AWS BS | BEBRS | 0 (ct-1w82z66n899dct) B MR RFC |, &R ifH Security
Hub CSPM, It RFC RZMMKFEELL T IAM Bf:customer_securityhub_role. fE&EHI K F &
BREZAGE , BUNEREHBRARPMAZAE,

8 : EEH AMS Ik 5 A Security Hub CSPM & BREER 4l 2
FRNEEHEANBENZENREXNR , ABENBEERSZ2ACHN —E 5 ZRIRE,

| : EFKH AMS Ik AWS Security Hub CSPM F R AR ZHRMBSZHERT AL ?

& AMS ik AWS Security Hub CSPM H5& B 4% KA ST A 5

£ AMS SSP AWS Service Catalog AppRegistry &8 AMS Ik 31T
[

£/ AMS BBIRRSSELE (SSP) X ERILRIER AMS FEEMK T HHY AppRegistry Zhag.
AppRegistry XIFMPOMUBERTNARFER, RENERRE. WEERIEED AWS K/ 6
BNARERF. SNE8FREGEAYMR (FlMALR, WAL ) ROBUARFEIR. AppRegistry
RFEXNIEENLE AWS K- AR BREHRTTANES,

£ AppRegistry , BRI AFE#EZHN AWS NARER. EENNARFRXBENRRESURNARERE
MH, ETHESZEE , HSHEM LR AppRegistry,

I RBAEZ : AWS Service Catalog AppRegistry £ AMS
&) : Al ERE AR 3 AWS Service Catalog AppRegistry B9 AMS K= ?

AppRegistry BEFEAERE | AWS RS | BECERS | & ( F£E B3t ) (ct-3gebio8tejtny) FE ik
BRI RFC KBEH RN, th RFC AEMKFEELT IAM B customer-appregistry-
console-role. EERMNIKFHEER , BUAEREBRARPMAZAE,

i@ : AWS Service Catalog AppRegistry T K AMS Ik = s {EH A+ ABRE 2
BR 7 7 'Name ' FREHREH AMS B ZE I | R AEFT 1% AppRegistry BRS5HI 5T £ 17 [E AR,

| : FEERH AMS IKF AWS Service Catalog AppRegistry B B B R FH SR B SR B R L ?
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AMS BHR AR AMS ERIKFIEAHE R

BH AMS TK = AppRegistry & B A& FE BT AT FE A
£ AMS SSP AWS Shield Advanced £ & #) AMS Ik F it 1T Bl &

£/ AMS BBIERSELE (SSP) BB E &M AMS FEE K ) AWS Shield Advanced Zh#g.

AWS Shield Advanced B —TEEMN 7 M RNIELIRSE (DDoS) R RS , IR EEESITHRARERF
AWS, Shield Advanced R4t R ETH MM B 3 NERZ R E 1 , A& ARE B D N AR FEVAE
FIBE | M FTES Su AWS pport SEEIATM S R 235, DDoBFAZHK AWS Shield — 47
HEMEE ; AMS 124 Shield Advanced. ETHEZEER , 55 Shield Advanced,

e AWS ZEF A E S BE1RH AWS Shield Standard , TEX#SAFEH. AWS Shield Standard
BEAHFEZONEREARFNREL, BEXENNENEZHE DDo S i, H& AWS Shield
Standard 5 Amazon CloudFront 1 Amazon Route 53 BB &R , ZRREBEX A B HEMIRHE
(EIENE 4R ) WENLETAERY,

ERBESRINRY , BHHNELD#HEMITE = (Amazon EC2), Elastic Load Balancing (ELB)
CloudFront AWS Global Accelerator, I &z &% Route 53 BIR LETHNARFHKRE |, &1
BAiTIE, AWS Shield Advanced

R 7 BE AWS Shield StandardFffHY M £ M4 /RS |, & AWS Shield Advanced 1R 7N AR E
Z5f9 DDo S WMV E MM A R AR IR e, E PR IT I WK 5 AWS WAF Web R FAREF B
KIEMIER . AWS Shield Advanced i& 2 #R£& X{& 15171 AWS Shield T Ri/NE (SRT) , HBFLET S
Mt ER (L SE), BMAERTE (EEARTH EC2) . LE#HMILE CloudFront# Route 53
FRAY$ 5 DDo S <K IZ{E, AWS Global Accelerator

AWS Managed Services & . [A B ##Z HH Shield Ad
@] : an{alEIKEY AMS Ik 7 AR ER 1558 Shield Advanced ?

FEHEE | AWS RS | BEERS | A0 (ct-1w8z66n899dct) B H12

R RFC , #&3K 1719 Shield Advanced, It RFC REMKFEELT IAM £

& : customer_shield _rolefl, aws_drt_shield roleZEZMKFIEEARE , BN RITE
ERRAERMAAE,

FAGHEBIENK,E , B UAEREcustomer_shield_rolef&H MK~ AWS Shield Advanced
REEIAT

(® Note

BEE  FRAEEXNAZN—SHEFAER AWS Shield Advanced. Ilt4k , AWS Shield
Advanced £ AMS A &EN AMS A4 E| AWS Shield (SRT) , & AT LATE 2D 1 X IE 4 AR

AWS Shield M7 May 12, 2026 221


https://aws.amazon.com/shield/

AMS BHR AR AMS ERIKFIEAHE R

%5 (S AWS WAF) =474 Hi 8] 58 S8 HY Web BRI AR5 X 3% (DDo) MM, XETERS
AMSTHERETT

| : FEERH AMS Tk A {FEF Shield Advanced & BFLERR &l ?

RETRER4 , B{RAiZBA B , A Shield Advanced £2Zf&aws_drt_shield_role, X7
¥ AWS Shield BA{E (SRT) £ S =4 F 4 DDoHiEI X AMS K A AWS WAF MNH#ITESE
W, AMS BIUXFMERN T HMRH#18E DDo S W , AH4S%E AMS HHZE SRT 25 R4,

8] : FEFRM AMS K A Shield Advanced B L £ REZ MR R ?
EEH AMS K~ B {E A Shield Advanced & BEA L RFJ B HALRBI A R,

{FFH AMS SSP AWS Snowball Edge 7E &8 AMS Ik 7 Fh it 1T EL B

£ AMS BBIBRFELE (SSP) #Rx , EIEEEM AMS FEEIK /- H ik R Snowball Edge Ih

B, Snowball Edge 2 —f PB M BEAMBRER , eFEATAZERITNERFRELRELWE
MMM =L o AWS Snowball Edge f# R 7T AMERIEZRMNELRE , SESSHRERAK,
BREWERSAMEZSBE, EBaLER Snowball Edge B2 kiR, ERAFHIE. WHE.
BiFME. &0, HEEBIBEFOXA, BHERINAEFIBIME., A Snowball Edge 1%
RBERERE, RE, FRe A MEREFELISRERNEABENARETNEDZ—,

£/ Snowball Edge , BLFHREE ML REMAEFEI A Z R, BXER AWS EEEHE
A Snowball 8325 AF5 , Snowball i ZFF BN KIELE, RBEEG | MREIEREDEH A i B
& | TEHHZ1T Snowball Client ( “BF i ) WEBIERE , AREAEFREREXAHENRZNXHE
Fo RE , BERHRSMEXHHATHESREREER, HBRERIHERRERERE , B FEKNEHE
LLBEEH , BB T S #E £ @RS (Amazon SNS) Simple Notification Service, &S5
EEEEHAEPREESRS. ETHREZEE , HSHEAWS Snowball Edge.

AWS Managed Services & ILIAEF A Snowball Edge
ERNEBEMER

[ : f04a ERE 5 R R AWS Snowball Edge B AMS /= 2

£ AMS H3EjE Snowball Edge B ARSI -

1. BB | Hfth | Hfth | 812 (ct-1e1xtak34nx76) EXERH | RFNIREY AMS K F FiE Snowball
Edge IR A,
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AMS BHR AR AMS ERIKFIEAHE R

2. B RREE | AWS k% | BEERS | AMNERER (ct-1w8z66n899dct) K 1E K A 7~ i AN R
Itk RFC REMNKFEENT IAM £
£ : customer_snowball_console_rolecustomer_snowball_export_role,
Mo customer_snowball_import_roleEEMNKFHEEZARRE , B4 EKSHBARS RS
MAZEE,

@ : AWS Snowball Edge &K AMS Ik~ {EAE+ ARS ?

Hy 2 EBIhAE AT £ & AWS Snowball Edge B9 AMS ik 7= £,

| : EEH AMS Ik AWS Snowball Edge H i BY o RZ 4 RGBSR 4R AL ?
TR BN TR RS ABKS,

£ AMS SSP AWS Step Functions 7E&H AMS Ik 7 it 1T Bl B

£ AMS BBIERSSELE (SSP) RN E G EEH AMS FEEMK - Y AWS Step Functions ThEE,
AWS Step Functions &—11 Web BRS , FEESFERA T IERKDES 7N NARFMMRS
WAH, BUBELERTERREE (RHMNES ) WEEMAGRENARER , XEZEBRET B
MEHRBARERF. Step Functions 2T —RUFEMNFERIDALGEHZIHITRRAEFHNEE. Step
Functions 2t 7 — M NEFEH & , INNAERFNAGTRILA —RISER. ©BMEMBIRS
ANSR  HELNERNER , RSN ARFSRE e ZMBZINFZ1T. Step Functions £18F
BNSRORS , IHEHIERN , EREBRERZSHH BARAE, ETHRESER , B3HAWS
Step Functions,

AWS RERSFSEN RBFEEF R Step Functions
ENEBEMER
&) : {a[1E AMS K AWS Step Functions 5 B & 7 @) i R 2

AWS Step Functions B EE | AWS k% | BEERS | AINERZERE (ct-1w8z66n899dct) IR
RFC REFHRIMNPR, Ltk RFC RIEMNIKFEELT IAM &€ customer_step_functions_role.
EENKPFPEREBIZARSE , BUREREBRAEFNAZAR,

@ : AWS Step Functions ZEE&EK AMS Ik~ R EA G+ ARS ?
Hy & ERIHRE A £ 4& AWS Step Functions B AMS K R {E A,

[B] : EERA AMS K~ AWS Step Functions REAH ERZFEHEBEZERMT 4 ?
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AMS BHR AR AMS ERIKFIEAHE R

FEIZ1THY , Step Functions £ #Y & & LME R RS H KB FAERRNIRS . Flan , St B e
T Lambda BN, SIELZBRESEAI AR ATEERI BT €1 Lambda BI% , H BEAMER G RIZRS o

£ AMS SSP E&8 AMS ik - Bl E AWS Systems Manager S ¥ 1= f#

EH AMS BBIELE (SSP) X BEEEEK AMS EEMKF FihHE AWS Systems Manager 317
B€. AWS Systems Manager Parameter Store Nl ERIEEENZAEERETLN I RFME, LA
DNEB, BEEFHABNTFAEIRBEREFTENSHE. TUREER N EXESNBRE, R
&, TAERABSHNIEENE— BRI AX NE, Parameter Store EEEEN AT B4, TH
M AYE , B AWS ZmEMRIEF, ETHREZEES , HSHRAWS Systems Manager 2874,

(® Note
MRERE-NEEEGAYERDRNETABAFREE , BEALEA AMS SSP AWS
Secrets Manager TE8H) AMS IKF R # TR EM T RS ¥HFE. Secrets Manager fL1F#&
B RRZESA  MNMEBEHEZEMEMER, Secrets Manager £ Amazon RDS £
MySQL., PostgreSQL 1 Amazon Aurora f2ft T NESE R , AIEE BE X Lambda B H
FEIHMEBENNE,

AWS Systems Manager AWS Managed Services S B F 6 F L0 &
ENRBRER
| A EFRA AMS 0K S iE R 5B Systems Manager 577X ?

BEEE | AWS RS | EREBRS | FERAEE (ct-1w8z66n899dct) 123 RFC KH &
¥ AWS Systems Manager S8 Z AR R. btk RFC AENIKFEELT IAM A
f:customer_systemsmanager_parameterstore_console_role. EEHNKFHEEZAR

B, BUTMEREMRFRFMAZAE,
| : FEFRM AMS KPP A P AWS Systems Manager arameter Store 5 BFLEFR % ?

LEEMA AWS REZA ; BB E N KMS AN A ENRZEIRE. B2,
MRFEAENES , FIRX RFC MUEAL IAM BEHEHE | SSERAH |

KMS %48 | BB kKR (ct-1d84keiriljhg) ER NS BN ERCIEEFEENS

#A (CMK), customer_systemsmanager_parameterstore_console_role
IAMPrincipalsRequiringDecryptPermissions
IAMPrincipalsRequiringEncryptPermissionsPrincipal#li KMS Z4i/5 , B UERE
BELLF /B,
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AMS BHR AR AMS ERIKFIEAHE R

| : FEHRH AMS Ik fEH P AWS Systems Manager arameter Store 4 BBLE %o R Z A AR R ?

SREFRSEM ; BR , SSM Parameter Store fk#i KMS R tlZ%L £ F&FH , KILER UMBR N R RIE
HESHEEDHE,

£ AMS SSP £ &#) AMS AWS Systems Manager i & & Bzt

£/ AMS BBIRRSELE (SSP) X , BEEEEMN AMS EEIK - Fi5[R AWS Systems Manager B
MLINEE. AWS Systems Manager Ba{LERZTFM. BEMRSEHE/L T Amazon Elastic
Compute Cloud £ ME M AWS BRIFENENLF NIPBES. SELEE ANELE, BTG E
Bzi{t, Systems Manager Automation 2 —fRAEERXN , EEN T REEESRNEBNWIETERHI
RATHEBRE, —XNESTFM, ATRTELNEFNTBES , SINERERFPE TSR E 3L
7K, Systems Manager @& —%3Ihge , IHBEFERAL S HREM T ESIREEMNRESLF , ARAEL
EREE LR BREIH HE R RE RS, ZTFMREMA JavaScript I RFRE (JSON) = YAML 47
Ef, B2 , BIFEMA Systems Manager BaI{L P X EKES , BOULCIBETFEM L mEAEEA
Z&H| JSON = YAML Bl¥E, =& , B LA Systems Manager I2IHETFEM , HPBEEEE
ERNTAEN LT TR, ETHEZELR , 151 AWS Systems Manager 3847 #9612 17 F fifto

(® Note

R%& Systems Manager Automation X% 20 M A EZTFMHEANRERE  BEUEE
£ AMS SRIKF R ERANETFEMRE , BUUERNRERESR, AF , REAEESRM
WZTFMHBEER , BUEREER , W UMNBCHNETFRSER. GXiFAEE | &
SRUTEREBFEEPRIRS o

AWS Systems Manager AWS Managed Services F i B3It & ML [0) B R &
ENEBEMNER .
@] : anfaiEI FHAY AMS Ik 1§14 8 Systems Manager Automation ?

BIEE | AWS RS | BEERS | FME XK (ct-1w8266n899dct) 1238 RFC k&
& AWS Systems Manager Ba{LH T EINR. It RFC RENKFEENLT IAM &
fB:customer_systemsmanager_automation_console_role. EZEHNKFHEEZARE , &

MMEREERARPMAZBE,

8 : EFKH AMS Ik R {EHA AWS Systems Manager Bt B LR &) ?
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AMS &R AERIER

AMS B4R FIEMHE S

REEREZITFM , LEEREXFIHz{Terw and/or BIZAE | Systems Manager X #FHIRIER
BRo T XA T Al & IT R EL R MIBR &,

AWS Systems Manager B zh1{t R &l

B’

aws : assertAwsResourcel} =

aw: aws: branch —

AWS: BB —

AWS: #7831t —
aws: HITHIZA —

aws: & —

aws: runCommand

aws: sleep —

aws: waitForAws ResourceP
roperty —

oL

WS AWS FIRIRSHEMHIR

N

BT BRI

N AWS RIRBIEIRE

BiITE— B3t

N

TS

(%

LEAIL

EREXH LETHT

HER B3

F1F AWS BIREM

BR 5

PR EC2 34

BB R

GERTEBREN SSM B3
{LE 1T F

REZRENBILEITF R

M — A3 E AT BR S5 38 1T 4E 4R
API i A &Y B 2

R RS

REARSEERFRMHX
4 — AWS RunShellScript #
AWS-RunPowerShellScript

BB R

1Y BR EC2 =4

B AT LU R FE A Systems Manager 28| & H 21T S BEEE EERunPowerShellScript £ /A
Systems Manager 2 #91= 17 F M AWS RunShellScript 1 AWS iZ1TFMHEITHR P REIAR, FE 7T LA
FXEZEITFMREESTFMRP , LUBRFAE and/or FHIRIESEMERNELERE,

ZABERKENREN , NEHRLME., RITHIRREEERESRHIFHITHS and/or BIAH
runbook I ITIEMEBFTENMNR. EF N AWS Systems Manager BRI RV H b ThRER#
BR. BRZIEATFEEEEDLEITFM , EFEFETFMRORITERD AMS HENRIR.

B : EEKH AMS Ik F{E A AWS Systems Manager B LR o RFH RE RG24 ?
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AMS BHR AR AMS ERIKFIEAHE R

RAFREMN ; AR , ERESTFME , SR and/or BFARPREBS MRS, RIMNERWIE
BRELEFRERITETFME , NE#TEEN .

@] : Systems Manager KB customer_systemsmanager_automation_policyAE& i inE| H b
IAM B ?

AU, BREMEABTEENRS TR , EXBREIBEACEENRIAA

€, customer_systemsmanager_automation_console_role

BEH#h SSP A EKEETE , tk SSM SSP FHFREEHEMBEEN IAM ARHEE | HAHL AMS RE
NATERAEXRFPZETHSREN LA, MRAFFXERREHMNBEMEEN IAM A€ ( A8
BEHMBRSHNER) , WAFNRECETREST BRRERS , HUEREEKFHZSRR.

ERFBNH AMS BARIETEEMEEIFR (RFCs) , FELZENZRUMIBRSINELES
£, BSH RFC 22 H &,

(® Note
AWS Systems Manager A EERAEENKFRENEITF M. RINBNEEEAREE
TFEMTEETSHHITRINRAE , HEREWITSITFMZAEETERNE LT ## command/
scripts HE1THER. BXRFHFEE , TS HHEE SSM XEH &IERE,

{EF AMS SSP AWS Transfer Family &8 AMS K i THE B

£/ AMS BBIBRSSELE (SSP) R EHZELRK AMS FEE K 15 E AWS Transfer Family

( Transfer Family ) Thg€, AWS Transfer Family 2 —Hl5E£EEH AWS RS , AFRBEEZ S X H4
fERITIY (SFTP) XX 12 5 B 52 B £ 7% BRSS (Amazon S3) Simple S3 Service F#E & HIL S
a1 B 17 1% AR5 (Amazon S3) 77fi%. SFTP tB#i N Z & /85 (SSH) X #H&Hmthil. SFTP AT RETT

WHBERRIERE , fINSEES. BETRE. TEI15ES%,

£ AWS SFTP , £ AWS TLEIZTE MRS BREMEIEN A E SFTP lRF 8. BAIAEA RS
HET SFTP WIERBEERE , AWS ARREZLAFPNE/AHRMNEERE. BARENENA

5 SFTP BR&F 2=/ _RHAXE , AEAMENAFRHANHEREE LN HRRG. TRE , FEENEN
AWS SFTP BRSaRin /A ERAFNERIER, ETHEZES AWS Transfer for SFTP , B#%ZH 4]
B SFTP RS 5.

AWS Transfer for SFTP £ AWS Managed Services & L [&] & #

ERRBANEE
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AMS BHR AR AMS ERIKFIEAHE R

i@ : fn{a B8 i A (A ;R AWS Transfer for SFTP B9 AMS K/~ ?

AWS Transfer for SFTP BB | AWS BRS | BEERS | AINEHRZER (ct-1w8z66n899dct) 3R
RFC RKEFHRINE, BN RFC , FELHKFAPEBIUT IAM AR

« customer_transfer_author_role, WAGEHFEILEBEIZREAERE SFTP RS,

« customer_transfer_sftp_server_logging_role, LtABEHEKINE SFTP RFeR L, ©
7AVF SFTP AR5 281REVAE. CloudWatch

- customer_transfer_sftp_user_role., WAREEMMNE SFTP AF& L, ©AW SFTP A
F 5 S3 FEHITRE,

« policy customer_transfer_scope_down_policy. LtREE—ITCEESR/NKE 6 TNAT
SFTP AF , Rf1xt S3 1AM RV 5 M A PR PR il 9 H E 30 3%,

« customer_transfer_sftp_efs_user_role, WAGBSHEMKNE SFTP AF& L, EAW
SFTP AAF 5 EFS X RSE#H TR EH,

EENKFPREAGTE , EUAERERREFRTMAAE,

@ : AWS Transfer for SFTP £ AMS Ik P R ER T AR ?

AWS SFTP fit B £ #i X PR T8 8 “AMS-" 2 “MC-" BIZHEIR , LB LEX AMS ERE% e TR 15
W,

@ : EERM AMS K AWS Transfer for SFTP RN A RFHF R RG24 ?

- HERIBRRSB/MAF 28, BATPEBHRIEREFE “transf AWS Transfer for SFTP er” By
Amazon S3 FEHE,

« BEABEFRIEMRE  BX4MEE APl Gateway, Lambda EERFEH A P 12468 FE
( AD, Secrets Manager % ), BXEZER , BSHEAFEBEHRKIELL AWS Transfer for
SFTP £ AWS Secrets Managerfl £ f & 71247,

£ AMS SSP AWS Transit Gateway £ &H AMS Ik /= Fr it (T EL 2

£/ AMS BBIiRSELE (SSP) BB E &AM AMS FEEIKF FH AWS Transit Gateway Zh#E.
AWS Transit Gateway 2 —URS , Al iE#&fF Amazon Virtual Private Cloud (VPCs) 2R ith R 48 1% 4%
FBEAWX, BEBESITHIEMSBENENAWS , BEEEBEZANKS M Amazon T REHN
&, VPCs LR F KN F K, WS, BAUFERANEEEEZNXHA VPCs mazon, B , t1R
ToEEFREE point-to-pointEEZ KL VPCs , MIEEF % Amazon PEZETREEEE LRASHEE
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AMS BHR AR AMS ERIKFIEAHE R

Bl EXNUAHER , BZEZF AWS VPN EEFIS Amazon VPC, LFRA RMTETREIEEFE
i, MEEHRE VPCs #HMEIBBENNtEENEE, ETHRELEL , HSHAWS Transit Gatewayo

AWS Transit Gateway £ AWS Managed Services F I [7] &
FNEBEAMER
&) : I{A[1E AMS K AWS Transit Gateway H E & 5 [@) 1R ?

AWS Transit Gateway B3 EE | AWS RS | BEERS | AMEREERE (ct-1w8z66n899dct) 1R
RFC REBiFHRINPR, tk RFC REEMNKFEELLT IAM B8 customer_tgw_console_role. £
EHKPPREZARE , BUAEREBREFREFMAZAR,

@ : AWS Transit Gateway £ AMS Ik~ R ERB T ARE ?
BR T Trans AWS Transit Gateway it Gateway BB L RIELI , B8 AMS 2K &R XK i
HTHNEEIIEE, BIRXEE | Hf | Hfib | QIBEIRE (ct-1e1xtak34nx76) K15 K E & H K.

@ Note
RSN FEKFEMX (SALZ) , FXFZKFERKX (MALZ).

| : FEFRM AMS K AWS Transit Gateway R {EFA N ERZH MBI RERTL ?
&K AMS TK = AWS Transit Gateway F& B 4R &G SRRBIT AT HER,

£ AMS SSP 7£/&1 AMS ik P R ELE AWS WAF -Web N FTEF B X i

£/ AMS BBIRRSELE (SSP) R E#E1H &M AMS FEEMKF FH AWS WAF Zh8E, AWS WAF
2 —fh Web MR X% (AWS WAF) , ATRIBH R IEH Web B AEF2ZE N Web JRRHE
T XERETRESEHINARFTAYL, BREEMIERELIZRIR. AWS WAF BEIEXTH
EXH Web ZEHN |, &) LA H] A i 25 P LE BRLE R B3 A SRH) Web AR, EAILMER AWS
WAF 82 IEE R KTHER (Fli0 SQLEASB W RBA ) HEEXHAN ; AR T HIEHISE A
BRI,

ETHMESER , 5 AWS WAF -Web AR XS,

AMS #5412 ( CloudWatch BIR/EH/FE1RE ) . AWS WAFH THIMR AWS WAF |, &40
NMARFAEAENHN ; R RENARFN LT , AMS TENEE{LNCIEER, ETHES
8 , 318 AWS WAF -Web R T2 FBh X1,
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AMS BHR AR AMS ERIKFIEAHE R

AWS WAF £ AWS Managed Services F L [7] & A

FRRBEMESR
B : AWS WAF H{AIERIEEFKAT AMS K R#EITIRE ?

AWS WAF B & | AWS RS | ERBIRS | FME SRR (ct-1w8266n899dct) 123X RFC KH i
FHEBR, It RFC HEMKFEEL T IAM A&t :customer_waf_role. EIEMNKF P EE | AWS
WAF AM 5 , BARERESHRIEBRAARPMAZEE,

[ : ERAB ARSI AWS WAF ?

RENRRE , SRMENLETHEE. AWS WAF

[ : EAKERFHAHKBIXR AWS WAFRH A ?

BHI AMS TP AWS WAF H3&H S & R4 R ATHER.

£ AMS SSP AWS Well-Architected Tool £&8 AMS ik i {TFREL &

£/ AMS BBIBRSELE (SSP) X E#EHREMN AMS EE MK i AWS Well-Architected Tool Ih
BE. AWS Well-Architected Tool AJ# BB EE TEMBHVIRES , HEEHSHHH AWS EHRESSE
BITHR, ZTEE T Well-Architect AWS ed Framework , EEHEI =R MIFHELZS, SMae, @&
MAESRONAEMEN, ZEENBITHELRET —R—BWEZE , B AWS R REEHEBA
HITHBARITEARTERER , HREHETESUSYIETRENBNEBRNAEFRERMT B
iRit. ETHEZEER , BZHEAWS Well-Architected Tool,

AWS WA Tool £ AWS Managed Services & I [7] & #
FNEBEMER
A : f{AI7E AMS K F° AWS Well-Architected Tool B i 15 [R] #X R ?

AWS Well-Architected Tool B EE | AWS RS | BEERS | AINERER

(ct-1w8266n899dct) 3% RFC KRB EH MR, It RFC HEMKFERELUT IAM £
f:customer_well architected_tool_console_admin_role. MK TREBZE®ST ,
UM EREHRRARRIMAZAR,

@ : AWS Well-Architected Tool £ AMS Ik~ ARERE T ARH ?

B2 ZBINRE AT £ 48 AWS Well-Architected Tool B9 AMS K h{E .
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AMS BHR AR AMS ERIKFIEAHE R

8 : EERH AMS K AWS Well-Architected Tool R{E AR S RFZE KB RERTA?

K AMS Tk AWS Well-Architected Tool 3% 8 % & 4 SHKHIN alEE A,
£ AMS SSP AWS X-Ray £ &8y AMS Ik 7 3t T8 &

£/ AMS BBIRSELE (SSP) X EEELRN AMS EEIKF H1ijE AWS X-Ray (X-Ray) Th&E,
AWS X-Ray #BIFRARA DM A RE~RI> T XNARSE , fIUERABRSEEEENNARER.
&8I X-Ray , B L 7AW AR RERERSHMRE | MR B FBERR ML B B M IR AR A
FH, X-Ray REEREMARFFEHBIN end-to-endB , HE RN ARFERAFNEE, &
AUEA X-Ray 7 FRMEFFHRARRF , NEEN=ZENARFIHETMNRSHRNE R
RENARERF. ETHREZEER , B HAWS X-Ray.

AWS EERSH I X-Ray F LA B EE
EEBMER
8] : an{a e iEiF R AWS X-Ray B9 AMS Ik /= ?

BENEREE | AWS RS | BEERS | A0 (ct-1w8z66n899dct) F K B SR B F A AN PR . Lt
RFC REEMIKFBEELL T IAM At customer_xray_console_role. EENKFHEEZAE
B, BAREREBRARFMAZAR, I, BLTHEFEHREMNELN Amazon EC2 E4HI#E
#Ecustomer_xray_daemon_write_instance_profileZ] X-Ray M PR, IthEHIE B4 2T
B E et BIE M customer_xray_console_role,

& A LAE AMS Operations IR RFERANGH S BAINERFIEEXH , LRI ER AMS
Operations A &F A X-Ray it 8|22 HEHIEE X4, customer_xray_daemon_write_policy

[A] : AWS X-Ray &K AMS K/~ RERA B ARSI 2

BRT £/ KM AWS X-Ray S 40 ( KMS # AWS 48 ) #1TinE4 |, B8 AMS Ik - s R BT ETh
fE. AWS X-Ray BRINER T2 MBAAREREIE, BIABERT , X-Ray X8R ERMAB R BIEH#IT
&, MRZFECABEAMBBRSHIE , WA LLUEEBEEN KMS 247 (aws/xray) 3 KMS & F~
AWSEENZHH. X THT X-Ray MEZEHN KMS BEFEER , BIRERERE | Hitt | Hft | fIEBERE
B (ct-1e1xtak34nx76).

[l : EHRA AMS K AWS X-Ray F{ERH BRFAFSEBIZ MG R L ?

AWS X-Ray ##t T Amazon S3 # CloudWatch B& , B2 AMS lKF #3£#, CloudWatch
BB KB REBRERNE TS Z X ENHAM AWS RS AWS X-Ray ( 20 Amazon
Redshift, Amazon RDS, Athena ) &,
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£ AMS SSP Import/Export &K AMS ik F° AR Bt & R L 41

£ AMS BHBIEE (SSP) # = Import/Exportcapabilities EZ1EEH AMS & Ik 7 F 17 8] B L 4L.
BB , Import/Export £ 7] LU A i 1 B ARG M I B IRE S A El Amazon EC2 k5| , AEH
HSHEARMIFR, Z7~=mA TSR EC2 ¥EH ready-to-use3E 5| A Amazon , N FI A &R
HREITRE, REEENENERMUENEUNNIAERE. L& 7 SUFS AN K615 B A i 5 1l
{CERZEM , M ATSATE IT EMEMDHBEIENR. ETHRESZEE , FSRAERMWNS /S H,

AWS Managed Services Import/Export # #9 5 #L HL & I [a] &
ERRBHER :
[ : A EEARA AMS K BRIEEE LAY Import/Export 15 RIAX R ?

Import/Export BX EE | AWS IRS | BELERS | AT KR (ct-1w8z66n899dct) 123X RFC kiE
RiFEIER AL, t RFC REHKFRMELT IAM BUR:customer_vmimport_policy. &K K
PRBZAGE , EUAEREMAATRRMAZALR,

BREZE—NFHANAE | ENELHL Import/Export RS A ® | FREIEEHIIKF FHITIRE,
& : Import/Export £ AMS K A VM & BRLERR %l 2

« AMS VM Import/Export 15125 A BE XHBEMEMKEFEEN 8L, ER , X SSHWNEBEES
g0, NEERSIcustomer-vmimport-*EEZMHELENEF#EEL , NMRHEXKSREEN
iE,

- AMS B S A/SHEZHBGRREBS A, B , HTZLEK , 26S AFEHS HIhEERT
A,

o WA, ATRESHSRVISBRBEARKE , SHIEESHER,

@] . FEEH AMS IKF Import/Export F{EHA VM BBLE SR ZH MBI RK ?

- BRATNREIFNHUERGTEES AR AWS IKEF, BXRELR , BZHEELWL Import/Export Z

« Import/Export 7To3EEE AWS ZBH| B G RELB Y. B24HES AWS CLI AWS Tools for
PowerShell, 1A RILERS AWS SDKs, & , BB R R EHEE ct-117rmp64d5mvb :
E | EStRAL | BHMNBEERE (IAM) Management | 12 32451 B 324 5k i SR 32461 B i 3044
EC2 WEPIE B4 A F TEMNEFMITH S,
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AMS BHR AR AMS ERIKFIEAHE R
EREERN

AWS Managed Services (AMS) EFEBEEXRH 7T — MR FATURBENERH#ITAENEER
B, XALERN AMS BEAZZTHRFNNAREFNZAET. AMS FEEREEHEN T
EBNKFPHEMRE, B2, EANEKEXTHNAEFRNZKFAEERE, RHEXT , AURANLT
LK B RXIEIEE

- BIKFEE

- B ML FEY Transit Gateway #1TIEE

- AMS Config M E

- FEFEIFFHEEEZKSH

- FEFEEMN Guard Duty BiIRCEEZ 2K,
Blks

- BRBEEXRSEFIERE,

f5lan . REABTE Ubuntu Pro LIETIERE , MIZBRERETZE AMS EEMNRMERS , ML
AEFEENKFRIEE. SETUNBEIEFRERFESITEMR , UFIABTE AWS AR 2 E
EMIKBHTAE Instances/Sharing it XIBI#EE T,

FraERErEEBERN
AMS F 1 EEER BB S0 landing zone R FIKF RS,
BXHAES  AENAURESRENARFKS  BEAES ERNNARFIKS .

AMS FHI AWS Service Catalog

AWS Managed Services (AMS) ##J Service Catalog R IFALRBIEMEE AWS EERAR (IT) BRFH
BR, HATITEERVNE, EENRAEKFPNRAAR2XLENTRER , REMHMINTRE
MECH RSP R IGRIMENTR. EEATTNERGHMERFERGRSR™ R , BEAHEFALR N
SHE, EEAXTALIRERAR®  XHEKLAF REZEHR Service Catalog B9 IAM 5 [R] £ R EI A 2
Bt /ERN R IR, Service Catalog RN ALEBNESH R EHMNEBRHNKATZE , AAKRLAR
RENEEHNE RPERNEZAHBNEEN™ R

Service Catalog H &Rt AMS ZTE R (RFC) REMNBREFE , ATESLENW AMS REKF~HEE
MEHER. AMS HiET Service Catalog BLEWFIEEM R ERREEAMNEZIT AWS PRENFT
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AMS BHR AR AMS ERIKFIEAHE R

BEMREEERS  SFERE, &0, BE. AN, 3T, K2 B8R, RS BSHBEEMEL
Lit. LR AMS FEEIK T H A Service Catalog AT LR —FhEHERERAIFN IT BRSHN
&, ABBEXI AR |, FARER SR REMENEZENLILEN IT RSHBIHLERE
o

Service Catalog Al

EFHBER AMS ) Service Catalog , BB AMS #H AR R RS ERUBERIHE RS B R, X
BRE , NOE8NKFHE=N IAM ABUE—1NEE1HA AMS 19 CloudFormation ZH) AMS &
M Transform ( MBEIFTR ) |, MERMNTLUAERSGEHEM=FH , HXET Service Catalog Bt EHY
ERiEEHRITIRE. BBERN=IAM BREE T EERAURSHE i%ﬁﬁﬁ’ﬂ%ﬁ”éﬁ?:ﬁﬁ’gﬁ@ ; —
MM AREFMEENRLAFGE. B NEEFRNAE  UR— 1 AEBHIRNAE , ATE
X Service Catalog £ /3 31 2% B #7 7= G i 1 52 F B9 A BR o

FFia 28 AMS Ry Service Catalog
Service Catalog EB BRI ER AMS T EHE (RFC) RIE ?

B AT Service Catalog WK , EFZYTEEERSG , ZAMUEZHABIMENN~RE
RTE AMS Ik HECEMEF IT BRS ; AMS F1RMHERIA portfolio/product B & , &89 IT EEA A
D2 MEE 52 B %, Service Catalog R 2¥IAEIT Service Catalog E&R K Htk, FEH , &
X Service Catalog 2t HY RS th T 328 1S AMS RFC Afg# 1715k , BN 1E Service Catalog 2%+
WIS FEHRRELIEN™REE,

REERHE AVS 2H e FEF BT RS B FEERYHEXK ?

o BAILE AMS 2H A EEEIYRS B XEEN ALK, BERS A XEEN#ELTED
“SC-" HyiEtk ID BMRF. REWLE AMS £HI 5 EFH#Kk , BENEEEY AMS RFC #iiE
HITEH. X AMS TEEBE RS (RFCs) MARNRTIHREIER, T HEEFNZH RFCs .

MR FE@EI Service Catalog ELi& and/or EFTHtk , AMS BHI AP REXBHNM RFC?

AMS #2515 i — 2 E R RFC BE&VEEHALET[E AMS ST #4 K RFC, Itk RFC B AMS
BWIEREBZAR , ZRABEMLEEN Service Catalog Bkt XK, FIEEHMEEMNE X
EBIEIETE Service Catalog FH TRER , t I A ERS B ZRBEHEPESF., I, BETUFEH
Service Catalog FHYTREL &/~ mitXIZHEEREBEE R RN EN ™ m Z BN BIRPTMH E s &k,

EEN AMS REKFHEES M , REEMEMEANSED ?

2. £ AMS Ik HEERFTE Service Catalog 7= mEBMMTEE LiZ=mB) CFN BRHPBEUT
JSON 1T :
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"Transform":{"Name":"AmsStackTransform", "Parameters":{"StackId":
{"Ref":"AWS: :StackId"}}}

EIEH AMS EEK A PEERFEZH , XE& CloudFormation RI3& AL FIEN AMS Rif, £F
FENLTRBENIFRENN -2, IRAEEERN , IEEFAMHAESRUATHEIRER ‘%
ERIE~ M. WKFH AMS B2, AMS IKF AT B mAER P E4ME AMS Transform
KB, ”

ERWE , RBEBEMEAT and/or BRF AMS & Service Catalog Zh&E ?

=K, LT SC e E B XK AR TERAT AMS &/ ¢

- B Service Catalog &2k F

- BEWSIEI Service Catalog £ AMS EXEHIKF R EZFTE AWS BRF. AWS BRSHI A] AR
F AMS XENRS (XREMBTHRE ). BXx AMS XENRSHNESZEL |, 55K AMS RS
BiE,

» Service Catalog IT RS EESR (ITSM) EERTEES AMS EHRENRSEREITER.

« THRIBKENATRIA Service Catalog TREAIMSERLK, FidfE , AMS K HY Service Catalog
FmARNBELT —1T JSON K55 :

"Transform":{"Name":"AmsStackTransform", "Parameters":{"StackId":
{"Ref":"AWS: :StackId"}}}

£ CNF #BiRH, #H3EE , ITTRHAEM AWS CloudFormation iRH —& % , SEAHR
tne
« AMS B 817 %#F Terraform K& & Service Catalog 7 f.
- AMS X AWS CFN H#1R &,
- BEREVEBEN IAM A,
« IRSBHEMNRT :
+ AWS-RebootRdslInstance
- AWS EC2 E/53:4l
« AWS E315K6) EC2
« AWS-StartRdslInstance
« AWS-stop 3£l EC2
+ AWS-StopRdslInstance
» AWS-Createlmage
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» AWS-CreateRdsSnapshot
« AWS-CreateSnapshot

(® Note
BIERSRER , BULLEFHRTACEBENSZAAFHUNE. BaAGREEENE
EMNIAM B8, FREHITACKINES ZBHNN RS EBRITRS®RE , HEXHER
A1F Service Catalog fX A TrustPolicy ZRFHREMNNIRE , B ZRFEE[FERIT
TR, BAMNEWERER EWRNXRMESEREY , TRAERSRE. AWSManaged

ServicesServiceCatalogLaunchRole

REEEFH AMS RFC R&t4 ?

EXET (GA) Ja , B#MEEMEA RFCS KRIZTUT#HRIE
- BEAT iR
- BEZHDXRK
o &R SEAITA A AR
- BIEMSEARFE AMS HENW L LA,
o HITIEREIRE (WIGS)
- BIE IAM AB
K BEA A Service Catalog CLI T5RIFEK AMS EEKFFHIRFZE X ?
=Y , Service Catalog APIs ATA} &I CLI EA. M Service Catalog ¥ REYE IR Efig & F LK 1EiX
L ERIRERT A, BXESZEER , 555 AWS Service Catalog &R , S FES&HH AWS FF
R ITEAH CL
WHlE, EENREFNSETmBER?

ERFWEREER and/or IT EERARD AN BRAREEER Service Catalog B FM#L AR
Ao

KO LAEA AMS AMIs 15 ?
2020 ¥ 3 B2Jg AMIs 45/ AMS AT LUEIS AWS Service Catalog # T8,

WA fE A Service Catalog F#E| AMS ?

E M Service Catalog FF TEAFHIBE AMS , BAERB TEAFBEWIGSH () RIEE AMS #
B AMI, ERIBAER WIGS £ HI AMI 1 Service Catalog F 812~ m. AWS Service Catalog-
ATHRIFEMTE T AT IR,
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AMS Z k& landing zone (MALZ) A7

MALZ P 4525844
X F %K E landing zone M 4& 4R

EFF IR E S AWS Managed Services (AMS) Multi-account &bt X (MALZ) 281 , B4 T & AMS K
RECIENEHRNSE/MX, HAHBFIIEE,

AMS multi-account landing zone 2 —fh %MK A28 |, FAERE 7 EMiZE , EHFHRIE, T2,
BRMF B &HidFo

(® Note
BREAME , BZH AMS ZIKF landing zone SMEEZARA 4,

ES ]

- REXE

- HABTT

« REIZERBEN AWS AR

TEBR T MK 4589 AR T Bt ik e X 0 AN A

ARSS X 13

BT Active Directory 1 Transit Gateway Z B/ EEXFRS , AMS LK &M XANATE RRBIEE
FEEREENEN AWS XKEA,

R TT
HAR AMS S/ & X B AN RRA LR B AL (OU) HRK

- BROALBEN (OU) ( ATHKFEAEE—RB , EA—1NERHITER )
- MAERF OU
- BEFEERN OU
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- fniE OU

AMS-managed multi-account landing zone & A iF RS2 F 2 AMALR AWS IKFHBEEX OU , 3#
FHBEEN SCP 5iXLIKFRENEXR ; BXMITHRENTS , BoASHAEEKS | QIEZEEL OU

MEEKS, | BIEEEN SCP (EEBZE ) » AMS £ THANIMAER OU , TUAEXLHMATHIF
¥RV OU Mtk P : ik, NARRF >RE. NARRF > TRXANEFAEE,

« HNiE OU :

X2 AMS ZIKFERX (MALZ) FERTRIRAR LN, It OU THKF B AMS 124 RFC ( & | £

EEMX | EEK, | SIZMNEKS, |, FE3EE ID : ct-2p93tyd5angmi ) o 1EIX L hNiE N A1 ik
B, EBAUZRTINREZERS , flERENER, EHEE, Z2EEBENR0EE., AXESFEA
E8 , ESH AMS MEIKF .

- NRAERF>EEOU:

ENARERF OU XN TFHLRE Y , KR T2H AMS R |, 3EAMEREES. SEXSEER
SEREE, SHEE. 2B, EEMEE, N TEE, AR, KENSE4EE, XEFEH
RERATEBLNEMEMMHIITH. £ AWS ALAREHRE OU WHRARFIZE , TREEESE
EZNF OU, BXHFHAER , ZH AWS Organizations FYELH,

- MNARRF > F & OU:

£ landing zone # AMS-managed R FfEF OU W FALREBENT , MPRFAXEERXKF , ATRE
REE AVMS TEEEREZABEEMNEH AWS BRASHNIRE, It OU EXFBIEEEQETN
FI OU,

. BEREEN OU :

X2 AMS ZIKS landing zone FEYTRZ OU, 1t OU THYAK/H AMS Bt RFC, XL/ ,
TAERERMN AWS RRNBEHEARE, I OU EXFHREFEFEEMTN 7 OU,

FERBERXER , BNBURERL OU MAEXNERN FIULFETTHIKF N EMKENEHRTS
4,

AR S5 R SREE A AWS A7
AWS 1 AWS ALARNRFREZRHRS R H KM (SCP). SCP AT RAFEBN OU A LUAITHY

BREENFANFE, BMIAMBERT , AMS Rt —4H SCP HBEEEK "+ , XEK/FEREAIERIA
OU H AR, MFTH SCP RE| , BECRER CSDM,
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BT LRI B EN SCP HIFHKM M4 EN OU, AILAMERATERA ct-33steSyc7hprs O EH EIE
KFEBEEl. RE , AMS 2F&EFMERNBEN SCP , AEBNENATEM OU, BXRH , &

SHEEKS, | fIEAEN OU MEEKS. | ¢IBBEX SCP (KERFL ).

EFEREAN MALZ HZ MALZs

TRERTEENSKFBEREX (MALZ) ESANSKFEREX (50, mAZSKP&ERX-Prod A non-
Prod ) 2 EHRENN —EFLRIRET, BE , BRIURTMAFER, ZRERNEE XK,

ENZKPERXEZNZKFERMRX

AT B AMS EfEX ZN(ANEESD ) BEKX
Eat A BIE , £33t , AL R3,000% BE , BMNENIIAKARLY S 3,000
TCo ETo

it %% B—Nke HTHE-—IKB/EEKS, BN ZIKS landing zone FFE £ 1T
%%, B, AWS Org TR E % —
KEHZSEERIKS,

MEMEEHE K. AWSRIs BRITEESNKEK, FEX. SFNEHRARAEHERIs IFE

AT BAEME () ZBBITHRIR, RANSAERREH  ZKS landing zone EH1TH Ko

Rls Ris AT Z & F landing zone.

FmaREN 8. SRER. K. ZR#EHR,

VIRIREFE K. Active Directory, BAMMEQBER @&, BFAENERBXHIT Active

( ¥ project/
migration B}

(SSO) ERNB— R

Directory, M&EER M SSO £/, X
ARELSBEMIBIE HIMER,

BFRITE )
FERARSTE FAERRZH, BOLIEE DNS, & HHEENE D, FEHTINW
ERE 3, ¥, BFIEHEZE common/shared MK , SR HERMZERRSH
i KEFME, E8MNERKX (landing
zoneTGWs ) FZEBZNARMXK () B
RETESSBINTA,
Y EM F%E, AMS B HIfSERRERHI A BN % BEB R A Z 120K landing zone

KSEMX 150 NMKF . ER—1K
FHRETNAEFNS NS HE R

B
ROEKS , FKIKFHNAERF
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AMS B4R FIEMHE S
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i
Toft
1
N

% AWS X1

T 7= E R = A
BE

AR w42
el

B AMS BREX

AT LG R T E AR B Y ik, AT SAE
I #2% ServiceNow EX S ER AREF
HEAR B9 T 8] SR R FRIX T PR 6 (BT SRR
AMS Conn ServiceNow ector R T2 F
HERFRL ) . R AMS HEARRNE

H (TDMs) S =Zf (CAs) n{as£I
X — o

(ABERTE ) K. BEBRSHEZR
HR—Ro RERBHATREMLEE D,

BAAWS Xif, AMS ZIKF landing
zone R FEAN AWS XiF, EEH
ZANAWS XiF , BFEAZSINZKS

landing zone.,

Bo HER— AWS ALARFKS M-
OU %#& 2% —1 OU R H &M,

FE, X TGW. Active Directory (AD)
HH (HO ) FERLAGFTRAME
BRAREaTmS KA ERXPHRE
TR, B2, Xt AMS EEMNAH
PRV EE kB ERE A EBREATR , H I
RN EFE NI,

(MBERME ) MREBEETERIA

#th, ADs FMEESRALIBAE = MIFLE TE
M, WEEFF R, SAML BEk&. TGW
WMEZ LA (SGs) th Al LA BRI AR

AR

ZN (MM HES ) BEKX

HRELD . EBABKFURRSH
EE KT H.

(MBERTE ) K. SHESNEER
o, HWHE K ES N MERXRERB T
SFBURENK.

% AWS X1, 1EBIZNZIKF &R

X , & LCREN MALZ BEBE-IMKX
B, AERLRMR (TCGW) HEER
EREIEE,

TR, AMS FXEBERKX (B AWS
Organizations ) EBMKF . TR
DB &M< (TGW) 5 VPC W& R
EBEEEXEE .

K. X TGW, AD SiiHss (Hi0 ) &%
TR it TR B S REE R I Z 45
Z K landing zone H Y TEAE.

(ABERME ) MREBEETERIA
#h ADs M LR AR A = M4 T4E
nE, MR TEERES, EARM
MERXUBZ =R EMNER,

ERBEAN MALZ %A MALZs

fZs May 12, 2026 240



AMS BHR AR AMS ERIKFIEAHE R

K& BN AMS EREX ZN(FIRES ) BEEX

EHERSE (UBERME ) MEEFEEWEAER  (MERME ) High as multi-account
FHEFEYR IEARTE DT , W landing zone B BUE S 5 41 L #1 IE¥ T
HIK. AMS FRAMTIBF FMMEEHEE ITHEETLEENRBESSIN=ENEN
2 &4, ER, AMS FRAEMTRS AR E R HiE
B 2L,

B MPRRETRNEARZXEHER , AEAN AMS ZIKF landing zone s , BATAERAE, =
£, FHEENEIRERECANERIFNTE, MREIMEMKSSALSSRE , /RA]SBER IR E#H S

89 landing zoneo

ENZRFERXEZNZKFERX FAQs
ERRBENSKSERGX RSN S0 B XA — L% WA

R 1 MREBIMEAKSRBEIRLSRE , REBNENSKFERXTH , RAERBISNPSZKS
AEREX ?

% BN, BUNERERMNLENRERES —MSKSERMKX :

- FEREBFNKENLRAKS ( BAT AWS TXEFEN AWS ALAPHZHARAKS ) o

« EBEZIKF landing zone B&J5 , ZIKF Landing Zone EMEBRHZEE 2 AWK ETE,
o B1MNZIKF landing zone EWRES A MY 3K ETHEE KA,

o ¥THY MALZ EEHERK N/W, AD, DNS # SSO,

- FERNHHOZIKST landing zone R EEMTRE LA (RIs), RATHEITX (RIs FAEILL ),

- AMS ZIKFEMXAXFEZKFERMXKFAEBK, ; fla0 , BAWS Orgs, B2 , FEARHET
BALZANGNAREN—NEFPEBEIS — MK,

B & 2 : AMS ¥ MALZ updates/changes B9 underlying/shared B/ B ELZF F REEH 52—
4?7 BEARAREFISMERIE, FF WMAL MALZ updates/changes T&ZEINEF ? BFE
EX BT 5 He Sk B L AT 2

% AMS XAFHNEERE , FARSIE  FRINEBENL, FE, REIRTHEFHENE
Ko
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R ERNLERFNITRBFEE, KANIR. % gamma H beta SREFEE , LUK K beta M

gamma IFHRFTHANMEN AN , RAEBREEESTE, IARSHELESERERF , #%

‘U?yﬁ*ﬁllﬂb&&ﬁﬂﬂ%ﬂiﬁi}??&ﬁﬁ’ﬂME’\J?%’G)JH’E??:O RARSEEXRT AMS AAEMEHRNHEK, FiT
, BRNBAZEDMIT—DRRA.

11 4 N

« AMS RFERDPIGER . BIFEAMSERS IR  EHEEMIRGELET B ERHENEASAHEFE
MR EYBRSS FRIDIL , LAIRE ﬁﬂu"&)‘a‘fjﬁqzo

« BERERRAVEBREI TR IEHERES LA HEMIREF R, FFX AWS Org S0 OU MK/ 8 R iz
R, BtEFTEN MALZ %O ERTEMRIMEE R, FAXNKOEMIREBHAEEREBE
E AMS ByEE ML,

* SCPs/Roles N AEF OU KAEREER 28l , FF AN HELALRANER , FlNENAE
AR RBIHTER. AMSERER LA ERZMNAERF OUs (202055 =FE ) |, XF#E—
SHREHTELEORCGHRIIERNNE, MALZ ABREZ N “WEERX" KR H T HIRH OU , LA
REABX 2B AR LI R H B,

- HPARSHEERAMSEEBUERMNERN A RNBEETIEAS , A BT —EQEREFHTER,
MR AMS WHHEERREZESNEFNITEARTLERRE , BAMMNR2EEFANEEEAR
-3

BREW , MRHIAUTER , MNSADMSIKF &R XET S

- EREB AU ESIEARENSAM.
- MREFBECERZ X,

- WMREMARH ADs FM L Prod/Material 5 3E T 4518 [EProd/Non-Material workloads, to clearly
segregate b/w,
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AMS BRI AMS BRI P SERHE S
- NAEFK/RE
- AMS TEIKF (EB TR )

B

EEKF 2EFHRER AMS R #E AWS IKF . ©fFEHA AWS Organizations fEREEIKF ( R
SRFERAKFHANARAKS ) | XEZKFESUIERAKSHNEATUSEE, E28
AWS landing zone (ALZ) 2R, WK ECEHiRE. AWS HALARRSIEHIKR (SCP) &,

BEXEREEKFNESFER , BSHEEKS WREXEK,
TEHZSRT EEKS P EENEIR.

B Y R

B ERFRAERS A , EARBEAFRSEEEIKF PRETAN AWS BIFE, EMNA AMS H| , EEH
AUTAHA :

- EEIKF ID : RYBEELIEN AWS IKF 1D,
o BOKF BTG  RUEESSMOKF XN E R4 - ME, HERS. BENLLEK,,
- REX1F : BEHEHP AMS landing zone HWATE BREF G B EIH AWS X1,

HRIK S

Networking M~ 722 AMS Z 0K/ landing zone Ik, Z<ii & F & H Internet B9 OR & 2 (B3 1T
PGB P ORA, A, ZKFEEELAHE DMZ B2 | XERL22 AMS ITREIT5R AMS RiE
FENHPAOR. BXEFEAEE , SR TENNEKFSRRER,

P 45 T P 2R 4

THE#ELZ T AMS ZIKF landing zone M8 , ERTKFENMERE , HERSTAMRERN A

AMS BIEBRMNOIRHERRF IS AR ERENERETR N CEEMNENEN A HE. WwEMN AWS
M EIRITER F B AWS IKF | RERECIE—1 VPC , #&iT VPN = Direct Connect i£1ZZ|
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AMS B & AR AMS BRIKFHEMIES.
AMS., B> Direct Connect WEZ{EE , 25 AWS Direct Connect, ¥rAt VPC 23 DMZ, HEMR

SHMNARF M. EARERER , T2 BERFCIEEA VPC BURRENFER (Hlm , ZFHEI.
BENRE) . AlNE, BFRE-KNEE . —HHEXN , HRLHMNERIMATREN,

(@ Note
BRAAERSHMIARSRFMRENES , HSH AWS BRS5 BR B3,

BRI E S Amazon B “SIENREN" BB, I TEAX—BHR , RTREAENENRE
A, BRIT2BE DMZ BREFMERE ( AODMED ) ., E—AIEHNNE2EIER VPN 1 AWS Direct
Connect (DX) EZH AR IRERM VP and/or C 2 RIEEM MK, BEFEAELEHRFIHENE , N
by LB RMERE=RR. EBNFENAEFAEERSBUTTEL ARATEERHEHNIAE T
P, AHHEOREBEIHDO VPC ( EMEIKF H ) FH NAT R E Internet Gateway , AEREE
B, & , RETTLUERZA VPN = Direct Connect i 6] &I A b PR 15

5 AMS ZIKF landing zone FRE /Y & B 4% $52

AWS @I E VT AL (VPN) S #EH AWS Direct Connect (W& AL R IBEHAEIERE, EENZ
KEHRER  AEEEREATRSZZ —RER :

£/ Transit Gateway K & Hih &
» ¥} Direct Connect (DX) and/or VPN ZE#ZIK - EMFE = () VPCs

ER N MRKRIEPID FIERE

AWS Transit Gateway 2 —UlRS , Wit VPC ARt M EEZB B MK, AWK (TGW) 7]
BATFEAENENDEERZFFEKRAT$E ingress/egress Ko Transit WX 2EER AMS Z 0K
BN MEKF RRIEHN . BRAOXMXNEZSFMAEFEE iﬁ%l}ﬂ AWS Transit Gateway,

AWS Direct Connect (DX) M>x Fi Fi&id Hp % iE 138 D81 DX EEEZ T ENE RPN XK VPC

= VPN, ¥ Direct Connect x5 H#EMKKE, AR , BES Direct Connect Mx<# AWS Direct
Connect EZER B —NMEMELIEO, X DX EREONEE , i5SE AWS Direct Connect FE #l##
e

BB R BT FLL, RATM

- EEBMNTRE— AWS X2 VPC = VPN MV EAMERE,
o SFEIBEMNAEMEFHE AWS | M\ AWS K7 B2 1h,
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AMS BHR AR AMS ERIKFIEAHE R

® Note

BXTEAWS RS+ FEA DX KWEELR , S HHMTE 385 Classicc BXESFEER , HEH
T ransit Gateway X Bk,

RTRERESEENREME  RMNBIAERBETEH AWS Direct Connect I BHZEDHAME R ELIEZOE
# % Direct Connect W%, BXEZEE , 5% AWS Direct Connect 384221,

% DX = VPN E#ZIK~ VPCs

EFILIRIN | 8B VPCs AMS 2k F & bl X A2 B #2% # 2 Direct Connect 2 VPN, REEEM
i@ Direct Connect % VPN , TE@ESIE£#WM*<, VPCs

AL 3K P AR Y SRR

MMEKFER , U TFTAHREZKF REN , FELRAA,
MK P ZEMA VPCs : 10 VPC MEE X VPC ( 2#:H5\E VPC )
AWS W 4% 1225

AWS Network Manager £ —TRS , AL B A ML B &M X (TGW) Mg | MEER[ AMS X+
FNTA. e AWS BREMANENEPFXMEZEERE | EHINENGESRPRUEEET AN
EWRE—2BNE , URAMARER , Hl8=%Tin/out, packets in/out, packets dropped, and alerts for
changes in the topology, routing, and up/downiZ R3S, BXRELR , HFZHAWS Network Manager.

ERUT A TR IR :

« AWSManagedServicesCaseRole
« AWSManagedServicesReadOnlyRole
« AWSManagedServicesChangeManagementRole

0O VvPC

HO VPC EEATFME Internet WHORE , BN THRZ=/1THKXH public/private F MK
() o AZSMEibttik#R (NAT) MXELABFHAEE |, £HMNXx (TGW) VPC MHERLE FMF 4l
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https://docs.aws.amazon.com/directconnect/latest/UserGuide/direct-connect-transit-gateways.html
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AMS BHR AR AMS ERIKFIEAHE R

B, REMEMENHRNHEERMRERET TGW BIREFRHEA , REET VPC BHARER
E| NAT,

FNFELAEFMH VPCs B EHEBAXNNARFHNAF |, JRE Internet WREEZE7EZ VPC #, R
EREFLKHEE TGW HH O VPC , MEEE VPC F/ BB M x (IGW) BBk,

(® Note

4% VPC CIDR 3B : 82 VPC Bt , KA ATEREE A (CIDR) RBFE X7 VPC EE IPv4
#utSEE ; 40 10.0.16.0/24, X2 EH VPC BEE CIDR R,

AMS ZIKF landing zone FIBAEBSEE N 24 ( EEEZ IP #ulit ) |, UEERFRBEBEME
RNRE R — &,

B+ (DMZ) VPC

S\El=k DMZ, VPC 8% AMS & TEMiAR AMS REFRENSERR, CEESEM 2-3 MAH
FM AZs , £ Auto Scaling 4 (ASG) @& SSH 22 X4l , AMS ZE IR A LB FZHELFEEE
o, MnZEEXE20LZ2EITERELLRHNTMENTO 22 AEHN,

DMZ VPC CIDR SB[ : 812 VPC B , AT AR A (CIDR) SRR VPC IEE IPv4 H#iiitsE
E ; %0 10.0.16.0/24, X2EH VPC WWEZ CIDR R,

(® Note

AMS FBABIRHEEIRN 24 ( EEES P #hit ) , WEENRIFBEMER ( Hlmp5 X )
BHRHt — L2,

AWS Transit Gateway
AWS Transit Gateway (TGW) R —IiRS , Wit DB E A = (VPCs) A R 48 E 2T

MK, ZHRMRZLAIE AMS kP NEMABHE 2 BERBEHMNEET. Hx Transit Gateway BV{E
B, #5/ AWS Transit Gateway,

RELIT A LB LR

« Transit Gateway ASN 4R5 * : NN LARMKRRERILEBRREHES (ASN). X B iZ 218 R M
I (BGP) &iEH AWS iwHY ASN, 16 (L HISEE 8 64512 % 65534, ASNs
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AMS BHR AR AMS ERIKFIEAHE R

HERS K

HERSKFRASH AMS B FHBSHFORE. ZKFSEHEER (AD), IhRELEE (B
BN MENEMERNER , £TEEFE2L (SSHRDP), TERERTHERSHKFAHPISHHE
R SRR

HEMRS VPC B AD M. EPS FRM=/1TAKX (AZ) PHWEFELTNAK, TEHIIHTEHRE
ARSS VPC RelZMRIR , EELERE A

- #Zf§%% VPC CIDRSEE : 12 VPC B , LA 3K Inter-Domain #H (CIDR) 3REIFER 8 VPC
8 IPv4 #3itSEE ; 60 10.0.1. 0/24, XEEH VPC HWENER,

(® Note
AMS FBARBIH FHTE R /23,

« A@@ ctive Directory i#1& : Microsoft Active Directory (AD) B F user/resource BEFfHE AMS %K
P EM XK DNS,  authentication/authorizationAMS AD & EZE 7 X #&#Y Active Directory By
BafEE , UHTETEENSHRIE. IEZAD FEUTHA :

- HETLBREER (FQDN) : AWS FEEHK Microsoft AD B XN £BREEHR. ZEFANERINEAE
RMEHIEFHN 7,

« 15 NetBIOS &# : MIREKRIEE NetBIOS HF , AMS 2 ZBAMEIANEHNE F DNS HWE—
&85, Bl | corp X3k B 3% DNS corp.example.com,

- BEMR-mKARIPRE (EPS)  BHEMKRE KR (EPS) 2 AMS RATRERGRZENEES
. ZREHEBRERSBRERLH P REEE L (DSM), EC2 £f, gk EC2 RHIUKTF
ETARAEHFEFENES EC2 KAIFHNREAN,

EHAERARZERSKS  FTRAESREESINRRSRRELLH RS (BYOL) AMI EHH
REBNERES R RELSHHIP RS (Marketplace)s EPSMarketplaceSubscriptionRole

Bl EPS FEUTRIANGA (MREEEXMINE )

o FRZESCHIRA - BRIAE-mb5.large

« DSM EHIZEH : BRIA{E-m5.xlarge

« BIEELHIK/ - BRIAE-200 GB

- RDS LR ;. BRIAE——db.m5.large
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AMS BHR AR AMS ERIKFIEAHE R

- BEFRL2  HERZKFA P RHEEME SSH R RDP 82 (HFmERMAEZ ) , ATIHRIEN AMS IR
BHRNEMEN. ZELAF SH15R AMS M4 (SSH/RDP) , BATER “EF” 82FEFAOR,
PERRER B AR MM | 233 DX/VPN i< (TGW) , RAEBHBIIHRERS VPC, —BIREEH S
AR | BB E AMS SREBERME ALY |, BIIR2THEEREIREH A,

- SSHE2Z2FEUTH A,
- SSH Z2EXHIARE : FINE-2,
« SSH 22 F KKHIE : BRIAE-4.
- SSH E2 &EXHI% : BINE -2,
- SSH B2 pIKA : EBRIAE-m5.large ( AILAERATE KA ; Fli0 t3.medium ) .
- SSHE£AO CIDR : &MEFHAFNPIEHE SSH B2 IP #hitSEE.
« Windows RDP 22FZLTH A,
- RDP B23%HI3KA : BRIAE-t3.medium,
- RDP Bastion FTEERN&/N2EH : BUIAME-2,
« RDP B ALEH : BIAE -10,
- RDP Bastion BiEXE : BRI LUEERNATEREZ —
« SecureStandard = — MNP KRB —MNEL , BERE-NMHPATLNEEIEL,
 SecureHA = AFEFRNMN RN TAXKEIAAN B2 0 4ERE , A BRE-—NMAFPTLUERES
72,
» SharedStandard = —PMRHFRE —NMNEEENEL | FAOBAF RN EESIE -MEL2,

* SharedHA = AP ERNTEIN AZ PIREIMANBL2 &R , AR RN EERIRE—
MRE,

« % RDP AO CIDR : &My AP RMAP TR RDP 2218 IP it eE.

HERSEH : ZH/BERX
AMS B A EFEEKS KM BT FERE , BF5TEA.

AMS AL OU BN 2K ERXIEHA SRS |, flwisn, BN, EPS, AEEM. BHRR
G0 AMS AR AXLE RS RFZWIKE, E4FMHEB, AMS 2EHEHMATIREXERSZRISHE
B, ERF TG RSRFDEMNZEEH.,. EHMEESA#T X, XEFEHHIENERE :

- BT#&D OU WK,
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AMS B4R ABRIE’E AMS B FIEMER
EEKF, HERSKF, MEKF, 22PN BSE/KFBERT RDP #1 SSH 2,
B EEFNANERES: EPS)NAER , XLRREREESAEH —R. AMS FRHAFTE EC2 #E
ERHERSEMBEN —Z9,

« AMIs 2 ERZFEFHIF AMS,

® Note

AMS 4 R ERATHIRE P H E kAR ERIDHEXRE (CT), #EEZ CTH RFC 2E
REEH RFC 5k, XREN , EHEREFERAN , SHEMBHATRERLKA, BN
B3, B, REBEARLHI CPU BESHMIIE , Nt R EREFEFBHELX
MER. METKE  BRIEMEEMRERBTERZT , AEHEHER.

B EF K

HEFHIKF 7 HE AMS ZIKF landing zone SMERFR BEMNFOH . KA HE—1 S3 F#
¥, EPEE8 AMS LK &k XEREIKF# AWS CloudTrail 1 AWS Config B EXHHIEIAR
BRI AR K 7 A 5 AWS Firehose = Splunk EMXHEFR AEHRG R, AMS XRDHAF
THREILEIK = ; PR iTHM A =2 B A3 1T 5K P 5Es B e A FMEBUERE,

Z2KS

Z2K P REEREMEXIBRENTORA , tREOAMSES HNRFZSEKEZEMMERNEER, It
S, REKFIEERT Amazon Guard Duty B MK~ #1 AWS Config BR& 285,

NARFK/FEE
BARFKF 2EZAREE TEAEHN AMS EEH landing zone £ HHI AWS Ik, AMS 2=
MEBYNARFEKS

- AMS EENNARFKST
« AMS PN /=
- ERFRENARFKS

BREMNAREFKFFER  AWS Organizations OUs AN ARFK A BRTENEF
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AMS &8 AR AMS ERIKFIEAHE R

* root OU :
1. RA#ERF OU
- ¥£E OU : AMS EEHKF
« JFR OU : BRFREERNXN AMS EEMIKF
2. I3E OU : AMS 1niE 57 F 72 Fr K P
3. EFEEMN OU : EFEENNARFIKS

MARFKFBIEEK, R RFC #ITEE !

- £/ VPC BIENARERFIKF ct-1zdas mc2ewzrs
o BIEMEIKF ct-2p93tyd5angmi
- SIBEFEEBENNARFKS ct-3pwbixz27n3tn

AMS EIR/Y R R R IK

TEH AMS EENRARFKSHN AMS EENNARFIKS, , EhEoRNeREES |, HIUR
SEREE, FHEE, R2EE, EEMEE (7). #TEE, RAUCREMRENEEZNE
fHEE , B AMS 1T,

AMS RITHESHEBER T EEENETEEEEN, AMS EENKF XFTRANETEEERN

» RFC #=

« AMS PR EEE RER

« AMS #1 AWS Service Catalog
« AMS 84T REEX

- AMS HH BB RSB ERR

BXREEEBNTRARANESER  FEREREEER,

B AWS RS TLUESEN AMS REKFFFER , MEAEEE AMS, BRSEEBDNE TIXLE
AWS BREH9 51 R LA K JaF EOR N BN IEHY AMS TK

AMS H03E K /=

AMS Accelerate & AMS Z2E1tX , AILLUEITXEFTEATEH AWS Efiig i, BRI LAM AMS
Accelerate EERS ( fINEZENER. SHEE, RLEENRIOER ) h2x , MEFTHITHINT
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https://docs.aws.amazon.com/managedservices/latest/ctref/deployment-managed-management-account-create-application-account-with-vpc.html
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AMS BHR AR AMS ERIKFIEAHE R

%, EHIRERAWS WEASFK. AMS Accelerate BN FEEHBSIN EC2 ET ITEASKIEMHTH
EEANT o

f&Bh AMS Accelerate , BRI LAIE M EARSFERAEETEFER, BREMBBRE AWS RE. &5
FEAEEMNIHRMEENG , @ AMS FHAN—bXAALREZRNIE , BEET KERRAE, €1
B, BREZsHNMEHESHEM,

(® Note

AMS Advanced 9 AMS Accelerate ik 7% 8 AMS ZEEEE (RFCs) 5 AMS 54 IE#&,
R , 418 AMS Accelerate 4|4 FThRE,

InEmK - ReEEE B AMS Z 0K landing zone EEBIKFH TR E. MREHRTRNEZERED. BT
MEZELR , BSEMNERRSRHA,

- BRKEEZZK/AEMX (MALZ) BOKF W RELIEE | flaEPicR, 2—KE, Z2KFAHH
Config Aggregator ., SCPs

 AMS Accelerate TRHFEL AMS SRS , Hl0 EPS, HREE, TEEEMEE. BINEWE
BB LT 5 BRIREL B AR H B EAZ S PIX (TGW)o

BEXMENEZFAER , BSHEMTLEME,

B 22 & /Y hnIE K P

EQIEMEKS, |, HRBIAL S HE SR OIE IR

5 8] 429 H3E K =

FEBMZIKF landing zone (MALZ) ik 7 Bt B Accelerate Ik /2
JGAccelerateDefaultAdminRole , lKF N E—NMEFEEF N RHNABHRENKA,

EHRFAVIEKS | FHATUTRAE

1. FERZAGBEXEEIKFM IAM#H A, CustomerDefaultAssumeRole
2. EIAMEZBHIANSEL  REBRENAFR.

3. ERYMAR, MRXRELBRNERZEN , W2ER-—MEEESEENTHE, ERIRZERE
&, FEEMmAE, MEBFREMNRKEE Cookie, Nt NESEHRBLHIM,
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https://docs.aws.amazon.com/managedservices/latest/accelerate-guide/acc-sd.html
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AMS BHR AR AMS ERIKFIEAHE R

4. fEYARE TEL , BAMERKF ID MERANSER
R : AccelerateDefaultAdminRole,

MAELRTLAGERT , USRI IAM A GRS RIBHNIRE, MRERN SAML B8 5/ RIEA
FEINEK S |, FSEEH SAML 2.0 BkE& A iHE AWS EEE4 5,

FHREY DR DK 7 5 Transit Gateway X< Eki2 K

AMS FEE MR- HMEIRE, BATLLERER AWS APIs (21
&  tELAER AMS MALZ HERZBH LA Transit Gateway (TGW) &
&,

MEERLE ) EEACHW
EEIH AMS EEH MALZ M

(® Note

RESMEKS NV TRE— AWS XER |, 83 8F VPC XEKE TGW, BXEZEER , S
NP

EJF/RIY Accelerate ik R NE Transit Gateway , BEAIE | HEEMX | MEKS | A MESE
4 (ct-3r2ckznmtOa59) B KB RFMIRL , B/EUTEER

« Blackhol e : True XRRELHWBIRA A, & Transit Gateway EEHFBRAKHBNRER | HHTLH
BE, IRNRERBIEEN TGW M4 ID , IIAR. BIAER false.

« DestinationCidrBlock : Fi T B+#RrIEEH IPV4 CIDR BB, MEHKMERESZEANTRBEEN., =
5] : 10.0.2.0/24,

- TransitGatewayAttachmentld : AR AR BFRH TGW Mi# ID, 2R Blackhol e B{& , Mt Z
WA HED , BNFLSHEZE, =6 . tgw-attach-04eb40d1e14ec7272,

« TransitGatewayRouteTableld: TGW E&H Y ID. R : tgw-rtb-06ddc751c0c881c.

£ TGW B E 3k 7P 62 3% B BUE Rk VPC :

1. RINBERT , bt VPC FELEEEN MALZ M4 VPCs RIV{EME AL VPC &S,
2. SIENEERE RN —ERE VPCs BHEIX/ Accerate VPC 5EHALEE.
3. BREE | LEEMX | MEMKFT | AINERSEEH (ct-3r2ckznmt0a59) Bk E | FIELUTEER -

« Blackhol e : True RRELW BT T A, & Transit Gateway EEFBSBRHANFTER |, BT
HiRE, MBS HRERBIIEERN TGW K4 ID , MR/, BRIAER false,
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AMS BHR AR AMS ERIKFIEAHE R

« DestinationCidrBlock : FiF B#:ICEH IPV4 CIDR SBE. HEHKERESZEANTEREEMN,
R~ : 10.0.2.0/24,

« TransitGatewayAttachmentld : ffR{ERE B &R BHRHY TGW i ID., #0R Blackhol e AR , M1tk
SN MED , BNFHSHEZE, =G tgw-attach-04eb40d1e14ec7272,

« TransitGatewayRouteTableld: TGW E&H R ID. R : tgw-rtb-06ddc751c0c881c.

FEREY DR 7~ VPC E#EE AMS ZIKFER XM 4 (612 TGW VPC Ki# ) -

1. BN ZIKF landing zone MK/ H , TFF Amazon VPC #Z#l &,
2. EEMERT |, &F Transit Gateways ( FEMX ) . IBFEBFIHNLRZMXH TGW ID,
3. EEEMMEK S |, AL S VPC 1§ &8,
4. ESMBERP , &#F T ransit Gateway Mk > 812 Transit Gateway Bf#F, A TFiER -
« XF T ransit Gatew ay ID , {HEREELSER 2 RIEFKH LMK ID,
« XF Attachment type (E#ERH) | %4 VPC,

« 7£ VPC Attachment (VPC #¥#) T , ( 7i& ) 7 Attachment name tag (BEEBHIRE) AR
Mo

- E£$F 2% S A DNS Support and S u IPV6 ppor to
« ¥F VPCID , BREMMEB|IPEMKXE VPC, It VPC BAELEH —NTFREERE,

. HFZFIDs, HEATAREE—A TR, ERRXATHERE, CARELRE—1T
IX—XJO j@Rﬁgﬂggﬁ\ﬂFﬁlziﬁﬁ?%_/'\%MO

5. 1£#% Create attachment (8122 #%). iICFFOIZEN TGW M4 ID,

T TGW M RBEREIBERH &
1. REZLERF VPC 5B TGW BHKRXEK., RIEW VPCs FAME | REEMEX | MEKF |
BARXMXEEHER (ct-3dscwaeyibeup) BEEKE A Accelerate K SIZFTHIN A FEBHR.

2. EMEKF LIRRERE | LEEMX | MEKF | <B TGW i (ct-3nmhh0qr338q6) RFC , ¥
VPC = TGW Mi#REXEIRIE R EEH R,

£ TGW B H 3k P 6 2 3% B BUE R ik VPC -

1. RINBERT |, bk VPC FLESEMNZIKF landing zone M4 VPCs HEEMEAM VPC BIE.
2. BEENBRRTRE T —BRE VPCs BHEXA Accerate Ik~ VPC 5 LBfE.
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https://console.aws.amazon.com/vpc/
https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/managedservices/latest/ctref/management-managed-networking-account-associate-tgw-attachment.html

AMS BHR AR AMS ERIKFIEAHE R

3. BRXEE | HEEMKX | MK, | #H3 MEIKF AR NE S H (ct-3r2ckznmt0a59) RFC LA I 2 4R
FEWN TGW BH.,

FHEM VPC SR XREE NIER AMS ZIKF landing zone 2R M :

1. BENBRFTREMT—EREEMD AMS ZIKFBRX AR MXKEBLERE.

2. BRRXHE | HEBMX | MAEIKS | #XI M EIKS AR NE AR A (ct-3r2ckznmt0a59) RFC LA 4R
FEMN TGW BH.

ERRENAERFKS

BT LRI AMS SRR ER NEENIKS . XEKFHRMNELEEKS |, SIEET AT 22
TR ERMRE , BRNEZHA AMS EENEP ARG

BEFREEKSTRIAME AMS 25 & S EMNRHBEMBRS (T, 2HF ),
EFRERKF RE@ETEN AMS ZIKF landing zone EEK P #H TEE

TEN AMS EXXNNARFEKFHEAFRTE ; ETHEXXEREXANESESR , 38 AWS
Managed Services &3\,

BEORBENEFEFRENARFKS  BSREEKS | SI2EmERNNAEFK .

EMREFEBENNARFKS , EEAEEKS | Offvoard NAREFIKS. (BWINEIR CT FEAT
EREENNARFKS. )

RSN E S EEKS

EZIKF landing zone FELEFFEEIKS (CMA) &, KFPFFRE—-INEERAE
(MALZ)CustomerDefaultAdminRole , #ft#&&id SAML BRER ARBEEMK

Ei5F CMA |, BIATEATR4E

1. FRAZABGSREEKFH IAM #Hl&, CustomerDefaultAssumeRole

2. £ IAM BHENSHE L | RBRENAFE,

3 EFRYVIRARG, MRXELBEERZIEN , WLER—NIEELFEENITE, ERRZER
B, BERTB®RAR, WRBREMNNIKE Cookie , Mt TTEHSEHRBLHIN,

4. EYBRAR THL , BAZFEENKF, ID NEEEINACHE
# : CustomerDefaultAdminRole,
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AMS BHR AR AMS ERIKFIEAHE R

WMAELTLAERT |, LSRN IAM A ERELET RIEHNIRE, IMREERN SAML B4 5/ RIEA
FIEE CMA K | FSHEEH SAML 2.0 Bx& B iR AWS BIEE4l A,

£ CMA B Transit Gateway #E#Z#2 K

AMS A EBEFEEIKF (CMAs) WREZIRE, BRI UERER AWS APIs (SIEBEMBRALR ) E
BEEHCHME , b AER AMS MALZ R EBEMINAE Transit Gateway (TGW) EREE|IH AMS EEH
L0k X W%

® Note
REZ CMA L TR — AWS XEiat , &F et VPC E#EE TGW., AXESER , HZHAAL

ERREY CMA R INZEI Transit Gateway , B MK B1E —FIEL | A NEESEH
(ct-3r2ckznm t0a59) ERXBHATEUTER :

« Blackhol e : True RTKLW BT T A, H Transit Gateway EEFBSEBNRER |, BT
BE, MEFRERHTIEEN TGW K4 ID, MAEB. BRIAER false.

« DestinationCidrBlock : i F B#rCEAY IPV4 CIDR ST, BHHUMERESZEANTEBEN . T
% :10.0.2.0/24,

« TransitGatewayAttachmentld : AR B #RHY TGW Ff#F ID, #0:R Blackhol e A& , Mtk
B ED | BN SHEZE, Rl tgw-attach-04eb4@dlelsec7272,
« TransitGatewayRouteTableld: TGW B H %K ID. Rl : tgw-rtb-06ddc751c0c0c881c,

HHNEFEEN VPC EEE AMS SR EMXEME (212 TGW VPC kit ) -

1. LW ZIKF landing zone MLEKF H |, 3TFF Amazon VPC il &,

2. ESMBERT , ERABRMNX, EREFEHLRMKXH TGW ID,

3. ELMNEFEEKF, Y , $7TFF Amazon VPC #Z§ &,

4. TESMERERT , &F T ransit Gateway M > 812 Transit Gateway Ffi . A TEE

a. XF Transit Gatew ay ID , FBEFELELSR 2 PFIEFHARMX ID,
b. XIF Attachment type (EIZERH) | & VPC,

c. 1E VPC Attachment (VPC #&() T , ( A% ) ;v Attachment name tag (BEZBHHRE) A
B Mo
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https://docs.aws.amazon.com/managedservices/latest/ctref/deployment-managed-networking-account-add-static-route.html
https://console.aws.amazon.com/vpc/
https://console.aws.amazon.com/vpc/

AMS B9 ATRISTE AMS G0 P SEFHE 8.
d. %&#ZE R A3 F DNS Support and S u IPv6 ppor to
e. XFVPCID, EREKMEIFEMXH VPC, Lt VPC BRELE —NTFREHXEK,

f. XFFMIDs, AP THARKEE-—NFH , HEANXATHHRE, S4RAEDRE—
TR, EREERNTAN AT XEIEE - TR,

5. 1%#F Create attachment (BI2#E2), IEFFHAIER TGW KiH#Y ID,

 TGW B RBRZBE B

RELEN VPC 5B TGW BH KX, BRIMNBUIEREE | #£58 VPCs BREX | MK | 2
BARMKEEHRK (ct-3dscwaeyibeup) RFC , AR EECIEZHNWNAEFEER. 28 VPC 5
TGW Mt XERFZEFNRER , TENSK, LRXEE | ®EBMEX | MEKS | B TGW M+
(ct-3nmhh0qr338q6) RFC.

£ TGW B H 3k P & 2 3% B BUE R ik VPC -

1. IABIRT | it VPC FEREELNZ K/ EMX ML VPCs RAVEHM VPC B,

2. BIEMERS REM T —BRE VPCs BHFLENZFFREEN VPC EHLBE. BXHE | REEM
X | MK | &% MK R NER SR M (ct-3r2ckznmt0a59) RFC LA IREER TGW B8 H.

® Note

It CT ( ct-3r2ckznmt0a59 ) F /¥ [m &%/ 0 g R A INERZS B EgressRouteDomain ; 1R 4R
B CMA ZEEAWHOARE |, BF A ct-Oxdawir96ecy7k X EHE | Hftt | H4t (MOO) RFC,

FHER VPC BRHRECE N IEE AMS Z 0K/ &Rk X R R

EENBRERER T —BREEG AMS ZKFEMXARMIKIEMLRE, EHE VPC B
REVHRERET 2 AT 0IZR TGW i
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AMS BHR AR AMS ERIKFIEAHE R

REBXREFEEKSHNEERE

AMS T HEFIEEKFEME AMS Accelerate SREEBI G IREEZTFEEK S HEEMN TR
#Ho fBBI AMS Accelerate , BAIAMNEEFNER, SHEE, TL2EBENRNERSEZERSHE
W, MEFHTHHNIB., EVNRERFEH AWSHR ., AMS Accelerate i EEE R4 EC2E
FIERERBMET EMNFT iEH. FH8 AMS Accelerate , BRI AR T A EE TEFH,
ELEMIBPEBFAE AWS RS ; BEBER AMS SR ERERK, —#, SEAEERNTFRIMEENS ,
M AMS NIRAXLERNKE , BEIEYT KERME, RILEE, REREMNRERHESHME, E
THMEZEER , SR INERSZRHA,

ENENE R EEIKFEME Accelerate , BB REH CSDM FH IR AMS Accelerate A TS E
TR,

® Note

AMS Advanced F#J AMS Accelerate Ik 7&8 AMS ZEERE ( ZEiFERZ RFCs ) 5 AMS
SREHAE. R , #4118 AMS Accelerate % & FMIhEE,

AMS TEKF ( EBITIERE )

& Multi-Account Landing Zone TEMKF ( £/ VPC ) BB TRIFEZ I/ |, ReT il , BRIK
RAMERMY | HFIRHELLENERER,

TEKFRHEUTRAR

« AREERFEEFT TEAB TR EHIKEIRME THBIL R,

« AWLE-ITRENER , LRETIFAHPREFEEERGIARANMERE , AFEREE
AEBHMTERRIKS,

« FRENHNIKFIRE | ©RERN TEABIB M ERNER,

- RENMERBBIRBEAM-> TEMKF- CloudEndure > AMS REMNERGHNEZERE, RIVEG
B, AT AMS B2 | BEMARE L | AMI | £Z (ct-1eiczxw8ihc18) RFC B &L =3 B 47
K o

BREE -
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https://docs.aws.amazon.com/managedservices/latest/accelerate-guide/acc-sd.html
https://docs.aws.amazon.com/managedservices/latest/accelerate-guide/getting-started-acc.html
https://docs.aws.amazon.com/managedservices/latest/accelerate-guide/getting-started-acc.html

AMS BHR AR AMS ERIKFIEAHE R

EREE | HEEMX | EEKS | SIZTEKS (£ VPC ) E3REA (ct-2j7q1hgf26x5¢) , E&ER
XIRE AP IRIEEE TR HROE THEABREURE. Multi-Account ZREEKS” , TEK™ : 4
2 (EAVPC),

(® Note
BNEWERNTAKX (AZ) , BAXR—NEBF O,
RANBRT , AMS EENMNKFREEBUTHAANZ LA (SG)o WINXFA SC Ei7, WMRMA]
T , 56 AMS BIRRRHAVARSS HRiE |, ERMAA,
+ SentinelDefaultSecurityGroupPrivateOnlyEgressAll

* InitialGarden-SentinelDefaultSecurityGroupPrivateOnly

HWREFAE FMF 612 CloudEndure E#IRHI , MEFRE A ER, BAUBELHRIE
FREEHREZFETEIRE TGW HERIABEBEREIAX — K. 82 , 11T CloudEndure 1+ E#14]
RIRERH A “TRE” REFW ﬂBEJQﬁi@@ZIKi&E’JE%EE R AW Internet HILHE, BRTE
BEFMPHTI®R , ABEEA R RHEABEDNE  X—[IEXEE,

FERFAF

1. BRFERZFTFRA.
2. #0E AMI By KMS BARNRIAREFIKF 1D,
3. TEKF , simifrid,

AWS RIRRRFIEBIRSE (AWS MGN)

AWS RIAERIEBERES (AWS MGN) ATLUBR £ T Bk B E HiE B 3h S
AWSManagedServicesMigrationRole IAM S&EZK MALZ Tools Ik~ FER, &AL
AWS MGN EB1EZEFRAH Windows # Linux I2ERS EETH N AREFNKREE,

Ax AWS XiF XFH KEBS up-to-datefS B |, S HAWS KRS HIER,

R AWS MGN AWS Xig B eI A X FEHWEIE |, & AWS MGN B eI A XFETRAREFIRE
RS  BEERAIEKFFHCloudEndure I,

IE#EiER AWS MGN #1#31L
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https://docs.aws.amazon.com/managedservices/latest/ctref/ex-malz-master-acct-create-tools-acct-col.html
https://docs.aws.amazon.com/managedservices/latest/ctref/ex-malz-master-acct-create-tools-acct-col.html
https://aws.amazon.com/application-migration-service/
https://docs.aws.amazon.com/mgn/latest/ug/Supported-Operating-Systems.html
https://aws.amazon.com/about-aws/global-infrastructure/regional-product-services/
https://console.cloudendure.com/#/register/register

AMS BHR AR AMS ERIKFIEAHE R

AWS MGN £ BERfE R BT AIEA AMS #1780 1. EFRFEHAY Tools IKF , IR XK Tools MK/~ FHIE

B | Bt | Hft RFC , EHh AU TH#ASE

RFC Subject=Please initialize AWS MGN in this account
RFC Comment=Please click 'Get started' on the MGN welcome page here:

https://console.aws.amazon.com/mgn/home?region=MALZ_PRIMARY_REGION#/welcome using

all default values
to 'Create template' and complete the initialization process.

AMS B IN5ER RFC H &M Tools Ik H#)#H1L AWS MGN J5 , & AT SAEA&REERRIAER
#AWSManagedServicesMigrationRolel# R B ER,

JB FIXI % AMS Tools T /= #9175 5] £ BR
PIRTEKS A, AMS 2N ERERHEKS ID. T—IREEXNFHKFHIBRNR, RITATIR.
1. FFAERIHY Active Directory 4 37 # R AY MK/ 1D,

B # AMS-created Ik BLE T ReadOnly AEKREURATFAFERX RFCHAE,

Tools Ik FE B —1NEAE IAM AEFAFTA :
« IAM &€ : AWSManagedServicesMigrationRole
« IAM BB : customer_cloud_endure_user

2. BREMMBEBIUATRSERAMRAREESRIINTE,

SME AMS 248 HRERELT RFC :
a. B2 KMS %47, A EIZE KMS %] (auto) SiEIE KMS ZH (EEBHIL ) .

LIRER KMS INF I ERN , FA5HEM Landing Zone NARFIKF HEMHEAN KMS

AN BRNEGRERZ2RY , XEEBG T LE Multi-Account B #RIK - HEER
b. /\? KMS &nﬁo

FHERE | SfHEREANF | KMS B4 | HE (EEB3ML ) EhZER (ct-05yb337abg3x5) iR &

EiREE AMI FRER N AR FIK P R ZHE KMS 24,

RAKFIRENRAIE
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https://docs.aws.amazon.com/mgn/latest/ug/mandatory-setup.html
https://console.aws.amazon.com/mgn/home?region=AP-SOUTHEAST-2#/welcome
https://docs.aws.amazon.com/managedservices/latest/ctref/ex-kms-key-create-auto-col.html
https://docs.aws.amazon.com/managedservices/latest/ctref/ex-kms-key-create-rr-col.html

AMS BHR AR AMS ERIKFIEAHE R

AMS FRE#HE AR IAM CloudEndure B R4l

EEEF AMS TS HLER IAM CloudEndure BUR : #FE WIGS Cloud Endure i& Fifi X 3 /= 5 ST 3T
F7t. customer_cloud_endure_policy.json

Mix AMS Tools M = % 32 ik 2w 1% &

1. BAEEEFIE AMS #9RSS 85 LBLE CloudEndure %% CloudEndure R,
2. =982 B CloudEndure,

3. BT secrets Manager i AT R RF 4N HLERH AWS EiF,

4. & “EHREP :

a. & AMS “Sentinel” 244 ( XFRFEH EgressAll ) |, ER “EBRENFATEHREH=NEZ S
4" &I,

b. AItEM ( £hl ) ELFKIRET.,. BXER , BRI E 5, VI
c. ¥FM : ABEFM,
5 Z&4 .

a. EATEFE AMS “Sentinel” 224 ( {XFRFABF EgressAll ) o

b. Y1#3L %5 Act AMS-managed ive Directory (MAD) 1 AWS A H K ixT 2&(E :
i. HMIP: T
i. AFIP:&E
iii. IAM B : & mc-ec2-instance-profile

c. RBENNIIRERHIREBEIRZ,

6. 1T HEH L& 3 CloudEndure XIE , R/F1E EC2 #H AP EREHIELRN AMS 1K/~ Y &S HISK
Blo

AMS FREUIEE :

AMS Tools ik~ B4
ERFHREZET AMI HBETBEEEFHINXplcm , BEEHRITERE :

« X6l WIGs BEUSE :
« YRS ELETHETRGE , BT AWS 25 5 F 1L L 1E KA
« BREUET AMI Z 4D © AR B AN #h KB 44 1E R EL BR
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samples/wigs-ce-lz-examples.zip
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-factory-cloudendure/step5.html

AMS SR ARIERE AMS &Rk - IEME S
« AMS BEWRISESI - EH=E AMI B AMERELLE
« AMS-inge AMIs sted : 5 B #xlk F° £ = 52 5 5 il BR
- IBLERER  CFREIFRAREIFBORE , UBKRERMTEER , fiw
« BE4A
- BEEHEABIRNEIR
« M% ACK
- X
« VPC
- BHEXK
- A
- APk

AAEER- TR

H2 ¥ AWS CloudEndure T8 I A F EZ/No

MALZ : &0 P Al

FEEF AWS ZK S landing zone ZOKF R, BEBEERNXBESOT.
£

+ £ AMS 82 AWS ZIKS landing zone /U K&

- B2 1AM A& AMS i[RI ER K

« £ AMS #A root AP ERAZESHEIE (MFA) fRIFHIKS

« 1T AWS Marketplace A TR i b3 (EPS)

- REBRN

- REGEEE

WAANRE , EHRRENEREM,
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https://aws.amazon.com/about-aws/whats-new/2020/06/introducing-aws-cloudendure-migration-factory-solution/

AMS BHR AR AMS ERIKFIEAHE R

£ AMS A8l AWS ZKS landing zone &/ U\k&

AMS ZIkFEMXEEOE — MWL S MNEIRS (AWS) IKF |, FEETE AMS Sk P &R XERE
REUEFEIKF, B2 AWS IKF |, iB5RBELT step-by-stepii BBIRAE : 2047 6 22 FEUE #8911 5 i#
Web Services K/ ?

FEMNTTRR : 5 QUK. , & “MEEM , ABETANITE L2 & “QIEHRKS” AWS
WP, RERELNRARTIRE , SREREENEABRFRERA PIN, SEEEMAESH
+o. AMS R ILIK P 4E R EEIF Z 0K landing zone HY & IR MK P s FRATK 6

® Note
ARG, BERNENTRFINELE (CSDM) , THRINMMHKENMNEAFEBILRERR, ©
FEUTER:

« KELTRBF

« KPERRALR

« IKEERRABRESH
« IKBEERR AR FHRMF
o TKE it

&K CSDM [ BNETERILER. TG , BEERNRAR , HSAEEEN AWS FF75
o

@ Note

BDRENFHKF KRN ENEERS A RAIK .
BREHNIK S T R2IMEMKF N —E 49 AWS Organizations ; BXEER , BSR4 2 AWS
Organizations ?

/A Important
HRE TR (BHASR , MARNANE FERAFibi ) MBESBHEZKS AR ,
X—RFEEE , IHETREIINEBEELZLEHNBN, IRTEEKSEDL , ML EER
K7 B BB iR SRR A R FER A3 b | X3S AMS RIKFRIER —BUREMNES. NARXLEER

B8l AWS ZK S landing zone B OK S M7 May 12, 2026 262


https://aws.amazon.com//premiumsupport/knowledge-center/create-and-activate-aws-account/
https://aws.amazon.com//premiumsupport/knowledge-center/create-and-activate-aws-account/
https://aws.amazon.com/resources/create-account/
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/manage-payment-method.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/manage-payment-method.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_introduction.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_introduction.html

AMS &8 AR AMS B4R FIEMHE S

BFRE , BEENMNATXNERREEEXEE , REGETURAIRER, RFEAUERHFA
R FERMFRI B, AEFBRESHERRFNME  RE-— N TUUERFANLAABNS
BmARMANSE,

EiFATREEEN Core IKF &R AMS S EEXHNEE , HSHMH R : ZIKS landing zone
(MALZ) ABEESETUEHR,

B IAM B &ik AMS iH R E K~

EEREELMIIBIE T HIKS AWS IKF | #ETRIZBRENT —FZR AV AMS THRIFIKS |, LLaIZEH
BLEZH AMS S5 | AREEERTHEINEREER. AXRFHAFEE , ESRER IAM ABZEIk
B AWS K 15 R AR

AWS Identity and Access Management (IAM) 2 —Il Web RS , AI&#BIE T 2R F A AX AWS &
R R AR, BATLAER 1AM SRIZHIH ] SUE B AWS BIR ( BHRIE ) . fbdi] o] SAfE I Lk
FRARAATER (TN ),

BUE 1AM X AWS 2= 4 & B9 175 18 AR

1. FERLHNRKSERE (SR TR B FH4MED AWS K ) &5 AWS EEZH A, FOME
REM IAM FiEE K, AWS EBE#EHEERITH.

2. ERESMES , TAKFEMH THRE | REEEKS. KEETHF.

3. ETRFIE IAM AFNAGNKEEENGRNR , RARERRE, [T BUE IAM” 7E X
o

4. ERZEIRE  RREE EH . BIERER IAM policy 2 & F 7 Al 5 B 8 R H

BIE— IAM B e AMS £
1. FREX—/ JSON & YAML X# , ZXHEX T AMS AT oI ZENERIRERN IAM A6, &

. 889 AMS ZZRIIT (CA) 2N IR — 4 JSON T YAML 4,

« YREJLAT 8] onboarding_iam_roles.zip FiEB LA T &Iz — :
- onboarding_role_admin.json ( R%E , RFEZLEERHRINR )
« onboarding_role_minimal.json ( BB E K , FFHNEFR) )

2. BF AWS EE#E&EIA FHIE https://console.aws.amazon.com/cloudformat ion L3 FF
CloudFormation %14,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_cross-account-with-roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_cross-account-with-roles.html
samples/onboarding_iam_roles.zip
https://en.wikipedia.org/wiki/Principle_of_least_privilege
https://console.aws.amazon.com/cloudformation/

AMS BHR AR AMS ERIKFIEAHE R

3. EEeIEMKk, LFEIUTRE.

4. LR EERERXM , £E 1AM B8R JSON & YAML X, RREET—%. BFFIUTR
o

5. ams-onboarding-rolei#t AMkEME D , REQM T RAHEET—F , EFIFIALTNE,

6. WBREFZERE , REEEFQNEMEK,
7. BEERTRINAIE,
£ AMS F root BFEAZE S HBRIE (MFA) RIFFIKF

WD EWMER , AAERIESE AMS ZEMXHNBRELS . WESTET AMS 245 XHKRET. E
1 AWS Artifact , 7] LABR RAEH) CSDM ZRERULFA SR BT4E AWS Artifact A7,

T ¥ AWS Marketplace F TR 2 Bhi (EPS)

HBENFEHSARF (EPS) 2 AMS HATREREZENETEAHN., EEFHOE AMS BEXEE
B EPS , £FREZFZHERSR UK AT HEERFERNERFHBRE LT LT RS AMI AWS
Marketplace, #&# CSDM = CA fF R BB E L

1. ERASEARRAERNSFEENACHTAFER AWS 2H5
CustomerEPSSubscriptionIAMRoleOrUser

2. I YmAe BE.

« K/ o B AMS 824
- A® : EPSMarketplaceSubscriptionRole
- &REM : EPS ITHAE

FERBAFNZESHRIE (MFA) RIPFHIKF WA May 12, 2026 264


https://aws.amazon.com/artifact/getting-started

AMS BHR AR

AMS ERIKFIEAHE R

EEPITRAESMFTESERNEBRARERSHRERZLT RS AWS Marketplace , i51EZE I

BRYRABENITUTSIR

1. S E AWS Marketplace,

2. £ “BERFREERN AWS Marketplace =@ T, R LA TIEIN
a. HNE  BERE
b. EMitXl : MREFGFAHE , FEFEFTUE , RERERIT T
c. BiEA X : Amazon HEEHR&R

3. EAMMERA B & “HEITED,

4. EERNRNEZY , AT A LA “EIERR,

5. XHHZKF, , RAEMEN=REMEIAZIRES TR,

LRt , AMS HEMIZEIEREN AMS IREF | FREZENEHREHRNERS ,

%A,

KB B M

AMS IR3E 9 B P 3 22 E P 48 4%/ K PR AL B

E} AWS Managed Services (AMS) i BEW , EEZEKJLNHRE
o NI AMS TR D EL IP Z2 8]

- BITRAMEKIERE AWS

« REBHNIFEL R AMS B1E

NIEH AMS SE S EL IP Z2E

HEIEEARRFSN , RNZELAERMITEEENLT AMS R IP Z2H,

AWS £ AMS HEV T AN KEE

PR (E A A

AWS {E VPN EZIREHIAIERE | @3 Di AWS rect Connect 2t E AL, ATLABEAMAE R

BIAERE

£/ Transit Gateway SKI & b &
« ¥ Direct Connect and/or VPN %#%] VPCs

RERRM
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https://aws.amazon.com/marketplace

AMS BHR AR AMS ERIKFIEAHE R

£ Transit Gateway LI & b 4

AWS Transit Gateway 2 —URS , ATt Amazon BIFAE = (VPCs) M2 ith () L& iE ) 2 N
Ko Transit Gateway Al i TESEINEN U SEZHGHIE BT L ingress/egress Ko BXREZF
MELR , S T AWS ransit Gateway,

¥¥ Direct Connect i##%| Transit
Ol LAERII A/ Direct Connect iE#; , B A LAEIAE AWS Ik F F 812 #H Direct Connect &
$#, Direct Connect E#EMNIZELL 1 Gbps REBWEEZITHE ARNIEEIERE,

@ Note
BX1E AWS R H# H Direct Connect W{EE |, S % Di AWS rect Connect iZiE Al

EF A A/ Direct Connect £ AiEE , ZEE AENERELEOREET 3 1. X2ENR
Direct Connect T FIEEZESMEZENEZRELIZO LRI 4 1N

£ 5% Direct Connect R&EINEZ{E L. , H2 @ AWS Direct Connect BR4l,

Direct Connect EETARE , @XEUTER :

1. AMS £ &Kk - 82 — 4 Direct Connect M3x, &40 Direct Connect MxiREBARSRE
(ASN) BAK 440 M Direct Connect M & 19 BT 4%. It ASN A{EIL S# ASN,

BRI LRI TR Transit VIF A HEBEOMBEERENMEK, .
AMS B RMEMK 7 HEZEERR.

AMS & 5 M X 5 Direct Connect M%< BkiE K,

AMS [ 52 i1 Transit Gateway ¥ &R KRBk R,

o ~ @D

(® Note
1 Direct Connect B3 #1 Transit Gateway £ ## ASN HATRE,

RNTESEENHEM  FEMERIRBATER Direct Connect (VB E A 2 N ERIEZOEES
AWS Direct Connect Mx, BXEZEE |, 5 Direct Connect 3421,
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https://aws.amazon.com/transit-gateway/
https://docs.aws.amazon.com/directconnect/latest/UserGuide/getstarted.html
https://docs.aws.amazon.com/directconnect/latest/UserGuide/limits.html
https://aws.amazon.com/directconnect/resiliency-recommendation/

AMS BHR AR AMS ERIKFIEAHE R

HE$ZZ Transit Gateway

B VPN EEEZIPENX  KTEEEFMX, BXEFMXERNESER , F5H Amazon
VPC MEER R EMPHEFMIXER,

BEEIRM BGP ASN 518, BA5LE IP it M HIET ( BSHFID ) ., BHXEFHAER
J& , AMS JF8IE VPN E#H [ ZM 4 541k Transit Gateway & B &RX<E#ER,

AKX Transit Gateway MR EZFMER |, BHSRLKZMK VPN K,

S8 5% and/or VPN E#Z| K~ VPCs

&t 7] LA E 2% 32 Direct Connect 5% VPN, VPCs #iZ2EBE# MM Direct Connect 5 VPN , TE
B3 EmM*x, VPCs

(® Note
HERS VPC MR ARFEKF VPCs 241i%E# % Direct Connect 5 VPN £ T e T FAHE
#,

Direct Connect £ AMS iR E

RBEIZH Direct Connect AMS BIER VPC MBI A ZBM K 2 B # TS,

@ Note
BX1E AWS REHfEA Direct Connect FIE & , 5 Direct Connect L& A [T,

E1R & Direct Connect & , ERBUTSR :

JEM} Amazon Web Services ( AWS )

123 Direct Connect E#ZE R,

SERX Cross Connect,

( ®J3i% ) f5E A B & JTRE$E Direct Connect.
B AMS 1T : BIEEBEO,

B AMS 1T : TEERBSRRE.
RiIFEMELEQ,

N o o bk~ w0 D=
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https://docs.aws.amazon.com/vpc/latest/tgw/tgw-vpn-attachments.html
https://docs.aws.amazon.com/directconnect/latest/UserGuide/getstarted.html

AMS BHR AR AMS ERIKFIEAHE R

VPN i%&
AMS 7Ei% & VPN LATE &/ AMS BIEH VPC R EPME < A3 T EEERNELRSRE,

(® Note

E2HE 7RO VPN 5 AWS RFEEER |, B2 H{T 4L =E AWS Site-to-Site VPN F1ERHY
EFEMX (EH VPN RE ) o

AR AWS VPN AP e A TN Site-to-Site VPN E#EEB D SERATHER ¢

1. #4889 AWS VPC & | BIEZEF WX,

2. TEEM AWS VPC |, sl EEVE ARX,

3. &M AWS VPC & | EEMER B RF S A BERE,

4. EBH AWS VPC #F , EFIZRNZ2ALUS A ALE SSH, RDP # ICMP TR R,
5. EZRHWAIMES , Al VPN EEHREE MK,

6. Wi VPC FMEH AEBM LK Z B VPN £,

REIGREE

£ A AWS Managed Services (AMS) EEHNFZEXRER T AMS EBENZEMIREHNR, &
FERE—THEAEMERN AMS ZHRLEENS . EAERE —LRE

« AMS API/CLI F#Z=#| &1 RNPR : BMEELLE AMS CLI ( AN FRIRME T HEXIHEE ) . B LEER
AMS ZTEEE API [a AMS EHEEER , 5 AMS SKMS API 3R 7 f#RIEH) AMS EENER. £
A Active Directory Bx& B RIEARS (AD FS) , &R LLiGR AMS $##H &S

- AFHENER : EEHE AMS imM AD (B ERERS ) ERAXRERRAFNE RZBEILERE,

« BIAE : EHIRBRESEGEEEREETK. B XKREZEFEEN CORP AD HWELE , /iF AMS
In YR A F A CORP &R,

(® Note
AMS R E{S1ER Active Directory (AD) £ 2B ERIE AR AWS BRHVAFKFWE
Fo
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https://docs.aws.amazon.com/vpn/latest/s2svpn/VPC_VPN.html
https://docs.aws.amazon.com/vpc/latest/adminguide/Introduction.html
https://docs.aws.amazon.com/vpc/latest/adminguide/Introduction.html
https://docs.aws.amazon.com/vpn/latest/s2svpn/SetUpVPNConnections.html
https://docs.aws.amazon.com/vpn/latest/s2svpn/HowToTestEndToEnd_Linux.html

AMS BHR AR AMS ERIKFIEAHE R

BIAEYEFEE

EEVEMT , AMS SELBHIEZHIET “ANbFRE > ‘L 2IRT-> “MEHE : JUEZFRNGEE
B” , 5 Netlogon fl | sarpc B, XLEEBERINIILE , EHTFZEERE , BSBMIER, SEFEL
J& , LB E NI R R,

BLERMERER

1. 7£ AD DNS EE > SIZHNFX MK LD , EDNSHT : £/ AMS BHAENEE ; Flm
A523434123 .amazonaws.com ( FHEXNEARBFERBSHREEHNESR ) -

2. HEEMRSHM IP #AULT : A0 AMS RERY 1P at, RIEFR Mt BRIEERERE,

3. &E RMUFMERIB|[FMAE Active Directory 7, RERMTHRHEITES : L RIFTHE DNS
Rs5ER , REERBEE,

ELE AD fE1F

K EX R Microsoft AD MEE M AT IR R ENIET , NEER — 75 012 £ mfE ANMIERE.

1. 717 “FE-> BB IE > E A RENEE W€, RBETESCBIYGENENETR ,
RERT B> “BE> WEESE UITHH “HEEEAS . #A AMS RHLEGHEHBENE
EEHN , RARET -5,

£EEERE T, EREYNEERA (HUHEMEET ). B T—F%

EEEERN T, &R B0 £FA% BNext ( F—F ),

EEER T, &R NREE, B Next( T—% ),

EEEER T, BAGERNEB, BNext ( T—%F ).,
ZFEEEERCEHAGECEERR , RERT—FHT,

EBINMEAGE T, &R ‘D, THIAMEAGE . BNext (T—% ),
EEREHEGERS T , &F TR, REERE BE X,

REGEEED (HTREER , TEIYEN CSDM WBEEFESBERREAN ) . AMS HEREEER
o

© © N o g &~ 0N

&5 B &M MRS

ERAERIER |, 1§ VPC CIDR SEEFE|EH Active Directory 3h R FIRS (“FFig"-> “BEET
B> SEHEFR MRHMRES ) . ¥ VPC CIDR SEEARME S & KIERL AWS FIERHI25H Active
Directory ¥ =,
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AMS &8 AR AMS B4R FIEMHE S

i CSDM #BEEE1THAT AMS WMILH S~ &ML E . AMS 1 AD B9 AMS — i E 5 2 BRI\ G
R, FESRMNBIHMECTE,

mE B XBMAEREH
By RamEER , BERATSRARIEEREH
1. &EfE>BEERF>EEIAET , £ A ctive Directory BIM{EE.

Active Directory Hf{E{E1=H & F I
2. ARBEFEENATAEE , ABEEH B

FHT T R E T EE
3. B&EE EIF,

FHHF “EFE TH,
4. BiH Amazon BB , REEET “BMH

4T HF Amazon HEEEW ‘B WH,
5. B ‘BMEREH, RAEED “RIF

BHRXBHR , BIBRRS E4AEH (SPNs) AILUBT FERER.

SENESI B 5 AMS IAM AR Sk

RENE 5 AMS IAM B8RENBENRERL AFEBEREARIERS AWS ZF &M AWS 3
TXXE APIs , N & AMS 2| &M AMS #2F 53T E. APls

BREWLE RS

I RBIGEF Active Directory Bx& B IRIEARS (AD FS) ; ER , XFHEMXIF AWS IAM BR & B A%
ERE R, BX AWS XEHH IAM BRRESHRIENESEER , HSHE IAM SEKER FH1RMHRE L
BEE. &8 CSDM FHBATRILERE , XEESEM AD HBAF AMS #£EF% 1.

BXRERK SAML #1T API TFRINFAFEE |, BSRELk AWS 8% (wfaE A SAML 2.0 #1 AD FS £
B4 API # CLI iFAY o

BXZ%E AMS CLI 1 SAML B9R~HI |, 5SS R : AD FS EEEHMNF SAML & E,
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https://aws.amazon.com/iam/partners/
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers.html
https://aws.amazon.com/blogs/security/how-to-implement-federated-api-and-cli-access-using-saml-2-0-and-ad-fs/
https://aws.amazon.com/blogs/security/how-to-implement-federated-api-and-cli-access-using-saml-2-0-and-ad-fs/
https://docs.aws.amazon.com/managedservices/latest/userguide/apx-adfs-claim-rule-saml.html

AMS BHR AR AMS ERIKFIEAHE R

[ AMS 2l A B BB S (MALZ)

TRAFRHN IAM BEM SAML &G RHEE ( AESKE ) EAFHN AMS ERtiRiEN — 80 #TEE,
XEHBATEFZNEE AMS BOIKF,

At R

AWSManagedServicesReadOnlyRole ARFEBEROIKFPEEF AMS Efi%EH,

AWSManagedServicesCaseRole AT EBEBEMNABRFEKS PN RRHRER
AMS EHFRFE R,

AWSManagedServicesChangeManagementRo  RFEBREEZ LK FH AMS Efig, =#X
le AWS Support Zif H B iF—L RFCs,

BRTEAKF THAARHNTESIXR  FSHAMS F87 IAM AF A6,

W5l & h R A PR

®EB ADFS HHHERTEMRIEMN AMS MitfE , HRBLU T SERIRE,

£/ Active Directory Bt & IRSS (ADFS) BB , B A LURBU T S RIBE -

1. {FFRRB[EA , HANEWIKFRENZZTTE. BHKFH ADFS IdplinitiatedSignOnTa E BE
BT FF

EFR BRIATE-HR" BN EERE, BRMIEERIIRENEHRS.

1%£3#% s ignin.aws.amazon.com Mk H [EE R, BALWEILMNET 2T,

WALH CORP &£iE , REREH &%, AWS BEEEEIA 77,
£ AMS #Z#| A8 URL ML Bt rh | ARE3R Enter. AMS #2#&3TH,

o M 0N

ISUE API 5 8] PR
AMS {5 AWS AP| , EF @& — 43T TF AMS Wyig4E |, IBALA1E AMS API S ZH[[iEi1X iR E,

AWS 1=B4#t T JLFh SDKs Al &R S M & RS TE, MREFAEEH SDK , N oA E#E A
APl, BXEHRIINEER , FSHZE AWS APl E3R, IREEEFERABEFAIEG , 1FEFE
ERH HTTP APl iE3R , M AT LAERA AMS CLIs #{TEEEE (CM) M SKMS,
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https://aws.amazon.com/tools/
https://docs.aws.amazon.com/general/latest/gr/signing_aws_api_requests.html

AMS &8 AR AMS ERIKFIEAHE R

&% AMS CLIs

AWS CLI 2fEA AMS CLIs ( ZEEEMN SKMS ) By XR% M

1. BREAWSCLI, FZREE AWS i S1THRE , AERBAEANN AR TRE, HEE,
ZREKSEFERATEZERSF (Linux, MS Windows, mac O S, E#IE, HHLEREF
( Linux, macOS = Unix ) BitEA,

2. REZMIG , BT aws help LARIELZEE R

3. ZEAWSCLI /B, EZEHHAR AMS CLI , iETEH AMS AI Z1TXH zip XHHBESR. B
BT AMS 2HI A EN SRR XY 45821518 AMS CLI X1THR , B BEN RS AFRE
(CSDM) @& %&3E zip X,

4. BRBPLENBRERS , HFFREE=D K-> CLI-> Windows HIEE =X 17X 4-> CLI-> Linux/
macOS B% , ARG :

5. XF Windows , IFHITHNMN ZERER (L5 EXER T Windows 32 2 64 R4 )

« 32 {Z : ManagedCloudAPI_x86.msi
« 64 £ : ManagedCloudAPI_x64.msi

6. XIF Mac/Linux , EITUTHESHITERN : MC_CLI.sh B934 : sh MC_CLl.sh, iFEZE , amscm
F amsskms B ZRERNBHIME MC_CLl.sh X TFRE—B x4+,

7. MREHLNTEBRETS AWS WEE BHRIE (AMS RIAEE ) FAKN , NS RALER LIS
BENKEENRIIBSHEIIEETE, fin , £TUERLL AWS Z2ERN{TFEH SAML
2.0 1 AD FS =IBx& API 1 CLI FRIREBBIEELNEZITIEEIT AR,

8. RETM/G , iEfTaws amscm helpaws amsskms helpH&EEFE S ML,

MALZ : B AREFIKS Al

EHRBEFNMARFK, 28 , BXTERAROKFIREZIKF AWS Managed Services (AMS) IR
B, ATRREMEFFEXRMNI R,

£}

- FEFNNARFKS

- i%i& Active Directory JA4 —3 AMS IAM A & 1917 B X FR

o SERRTHY R AREFIK IR E B

- ERAEFKF VPCs iz B H MK,
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https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-install.html
https://docs.aws.amazon.com/cli/latest/userguide/install-linux.html
https://docs.aws.amazon.com/cli/latest/userguide/install-bundle.html
https://docs.aws.amazon.com/cli/latest/userguide/install-windows.html
https://docs.aws.amazon.com/cli/latest/userguide/awscli-%20install-virtualenv.html
https://docs.aws.amazon.com/cli/latest/userguide/install-bundle.html
https://docs.aws.amazon.com/cli/latest/userguide/install-bundle.html
https://aws.amazon.com/blogs/security/how-to-implement-federated-api-and-cli-access-using-saml-2-0-and-ad-fs/
https://aws.amazon.com/blogs/security/how-to-implement-federated-api-and-cli-access-using-saml-2-0-and-ad-fs/

AMS BHR AR AMS ERIKFIEAHE R

AXANEE , FHREN SRS KNELE (CSDM), RESHNARFK, : AMS £E8, FREE
X, BEAEE, BXEAN—KRER , 558 AMS #EXAWS Managed Services I RS EIE,

BRNABRFKFHNARERNER  FSANAEFKS,  AMS £E, AREERX, EFEE. &
FEXHW—REE , ESH AVS B,

FRE TR N AR 7K P

EREMNNARFERS 28 , B0 E AR OKFIREZIKF AWS Managed Services (AMS) ¥R
B, BEXEAKOKFRESKFIMENGEE , BZHEMALZ . BOIKFE AT,

AU NN BREFEKFP R VPC iR LT Amazon VPC KBz —

- AE W VPCREEZEBRMNMX, XEATAEERRREERM to/from NIABNARERF.

« NE : Ik VPCEHT Internet X , HELEFMMAEFN, XEAFEEH R EBRKMN to/from
HAHRNBARERF,

B LUEE 3R R Deployment | Managed landing zone | BB | SI2MEARFKF, ( ££8 VPC)
(ct-1zdasmc2ewzrs) RFC H7E RFC F MU TEXRBEFHNNAREFRKS

- KFE  KPFHNBEXNEN. BEE , KFEBMHNRAKER 50 MNER.

o« DKFERFERHF ;KRB IRAESIREB FHb4E, thEE F B4 ID AT AIE AWS IKF,

- XERH : AWS Support &5l , BRI EH AR

« VPC &% : VPC &R,

. MAXKE (AZs) : 2 H 3.

« VPC CIDR : VPC ¥y CIDR 3£,

o BRMEAKA : mLARroutablemsisolated, Routable&X’/~E Transit Gateway (TGW) B AR F
R VPCs XEXH N AREF AT LUEEEI VPC, Isolated®RE TGW MAREFHMEAR VPCs X
BN ARFTEEZETL VPC, BRIAMERN routable,

« Transit Gateway BN AREFEHEX - MARFIKF VPC %952 XEBH Transit Gateway BB K. 40
RRBMHEIME , defaultAppRouteDomainlIfEABRINE , XEWREZK/SFEB SR —KBER
THAEHtulk B 1E.

* PublicSubnetATAX 1 A/AH FMKY AZ <1-3> CIDRCIDR : ATAKX 1 A2 E FMKY CIDR,

* PrivateSubnet<1-10>AHKX 1 AAE FMH AZ <I-3> CIDRCIDR : AKX 1 A 8F MK
CIDR,
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https://docs.aws.amazon.com/managedservices/latest/userguide/application-account.html
https://docs.aws.amazon.com/managedservices/latest/userguide/application-account.html
https://docs.aws.amazon.com/managedservices/latest/onboardingguide/ams-modes.html
https://docs.aws.amazon.com/managedservices/latest/userguide/application-account.html
https://docs.aws.amazon.com/managedservices/latest/onboardingguide/ams-modes.html

AMS BHR AR AMS ERIKFIEAHE R

BbEt , AMS ERIEER VPC B ERFHTHY N AR 70K 7 &R 8 ZI 8/ AMS EEIKS .

RIE Active Directory A4t —3F AMS IAM £ & /Y17 B X bR

FEMN RS AVS IAM BBBEARRK , £l AFEBEALARESS AWS 2557 AWS UK
AMS APIs 2| &M AM APIs S # 17X B,

REIRRA

I RBIGER Active Directory Bk & BB IIEARS (ADFS), BR , XIFEMxF AWS IAM Federation
R, X AWS XHFW IAMBKREFHRIENEZSEER , BSH IAM SENAERN B4R 458 U R B
&o B CSDM FHRIBIET KL ERE , XFESEMN AD HIRAF AMS HEZE 5,

BXREM SAML #1T API FRINFMES , St AWS &% ({AfEA SAML 2.0 #1 AD FS £
Bx& API # CLI 15 [ED

BXRZ% AMS CLI f1 SAML #9RHI , iS5 (AMS FAFIERE) B : AD FS FBEH A SAML
BB,

[ AMS ZH A B ERKES

TRAFRH IAM B SAML B RHER ( AESKE ) EEEHNFTNARFKSFRE. XEAE
RVFEFH RN N ARFIK S M4 RFCs, BA S3 iFEAURMITHMERE,

At R

AWSManagedServicesReadOnlyRole AW EEEHMNARRFKS PR EIR,

AWSManagedServicesCaseRole AT ECEFFNNARFREKF PO ERARRK
AWS Support Riif,

AWSManagedServicesChangeManagementRo A FERENAREFKF HFEEFE AMS Eftigik.,

le IH#4 RFCs AWS Support Zif, EA S3 77
. B Secrets Manager B4R BB I
#MITE = (Amazon EC2) & 354,

AWSManagedServicesSecurityOpsRole ANEBEFENAERFRK,FH AMS Eiti% e,
&2 Secrets Manager %43, B Web MARE
R RERN, EERIEPFIER AWS Support

Fik,
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https://aws.amazon.com/iam/partners/
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers.html
https://aws.amazon.com/blogs/security/how-to-implement-federated-api-and-cli-access-using-saml-2-0-and-ad-fs/
https://aws.amazon.com/blogs/security/how-to-implement-federated-api-and-cli-access-using-saml-2-0-and-ad-fs/
https://docs.aws.amazon.com/managedservices/latest/onboardingguide/apx-adfs-claim-rule-saml.html
https://docs.aws.amazon.com/managedservices/latest/onboardingguide/apx-adfs-claim-rule-saml.html

AMS BHR AR AMS ERIKFIEAHE R

At R
AWSManagedServicesAdminRole AW EBEBENAERKSFH AMS EffiZHE,

‘B Marketplace iT#, & Secrets Manager
FEA. BE Web NARBRERBFIEAN, EE
iE$H, B, EE Amazon & EC2 =4l
RFCs. BEA S3 77f&#. &3 AWS Support =
IELA K B AWS Artifacts %

[ AMS 2Bk BB HRiF

MREXEENE—NMKS |, F5EH CSDM C and/or loud Architect 84 , WG B2 REFIRME T
#E XML XX,

MREEEIMEMKS NG ORMHR , ARTATRERKFHAENNARFIKS | FREUTS
BRIRAF,

1. M AMS 25| & 82 RS E R,

® Note

- MRNNAREFKF RS GRMAE  FMNNARFKSASREEK, RRUIFER,
« WMRAN AMS RAOIKF IR FHRER  BMEEKSRERILER,

- MEANEEKFOESORUD , FESEEKRKFERLFER , AEKRERN CSDM F
REE,

ERSFERT , BREMMSFOREEFFENFARER

 Accountld fFEBANK - R RIZFN B RERS,

- TENSHIEEFEH (MBEREMR) |, WBIAF customer-saml ; BE , ZBHSAEHKEF
PIRHEEPEENIREETE,

- WTUEKS , FHARMNHNSORAECBIFEUNENET AR , EREHRNEEN
SORHENABSIXR.

« MBS RIES HE TEEE XML SRS ST HE BT I EI AR ST 18 Ko
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AMS BHR AR AMS ERIKFIEAHE R

2. EZQBRSFERNE MK/, €£H CT-ID ct-1e1xtak34nx76 ( EE | Hf | Hfth | Hftd | ¢
B) RN RFC , HPEEUTEER.

« B : “<Name>lkF < Accountld > By fn& SAML IDP”,
« Accountld fF1E BN - 122 5 R EE,
- BRREEERR.

s WTHREKS : RENFEFHRHMECEIMANANEFEAE  ERNEEHFHRHEEN
AR,

« BESR 1 ROIZR RS ERARS ID , HRHIT THHE XML X,

W3l & E R X PR

®E AD FS }#3R%E AMS URL AT HHRIEE , B MRTUTIR,

£/ Active Directory Bt & BRSS (AD FS) BLEB |, BAILURBU T S HRIRE -

1. FFRNRB[EO , HARNEHKFRENEZIAE, BHIKS R AD FS IdplnitiatedSignOn 11 [ &
BNFTFF,

R BRIAUTE-ER SHHNEREE, BFRMUETIRTREZIRS.

1% 8 signin.aws.amazon.com M5 iR B R, WALRNEIENET 2T,

HAEH CORP ZREHER “BHF, AWS EEBEH AT,

T AMS ZHI A K URL MU E a2 s | RISIE Entero AMS 2§ & 3T,

o & w0 DN

ISUE API A R BR
AMS £ AWS API , EFEE— 4T T AMS HIEE |, BRI LT AMS AP| & fhRiEix Lig 4k,
AWS 12t T SDKs — A& iR S M & RS TE, MREAFAEFERH SDK , NI E#EEA

APl, BEXEBHBIINEER , HSHEEE AWS APl iER, . MBLEEMEA SDK , 1B EEA H
HTTP APl i&3R |, M ATEAfERA AMS CLis #{TZEEEE (CM) A SKMS,

{5E P T RY B2 F A2 o 1K P iR iE Bk Y

7 B FARE ik P iR B Bk P e SR i By A AL U LA R BB iR B EAth Transit Gateway (TGW) B&H %o
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https://docs.aws.amazon.com/managedservices/latest/ApiReference-cm/index.html
https://aws.amazon.com/tools/
https://docs.aws.amazon.com/general/latest/gr/signing_aws_api_requests.html

AMS &8 AR AMS ERIKFIEAHE R

R EF K iE

EMEAE AMS MEFREBNNARR , SKNIE - L/ ABAN, EFFEX LN BN ;R ERYK
Bl | & AT BBk £ 22 3 A SRRYSEB

Rz FA 2 /7 15 B] 49 Bl K s 0 0
MABIER KB REFT T AT RA

o WEERZAH MK B LN NAERF VPC CIDRs , ZFEAOME LA,

- NEWFRARRF VPC CIDRs B|EMAMME , S/FAOMERFE (MRENCNARFEED
RGN AN ARERF ) o

% O i BR%S =EJES 2/8

80 TCP HTTP M &4 8 7 3l P £ AMS R RREF
VPC

443 TCP HTTPS MEifm 23 4% AMS N RRERF
VPC

REHMARZMAINARERFKBEE

AWS Managed Services (AMS) M4EIEHE RIE , ZIFE B A B,
- E—0KF VPCs AN AR ZRINBERS.

- TEKF VPCs AN AR ZRINBERS.

- FEKF VPCs RN AR ZRNRE,

- E—0KF VPCs RN AR ZRNRE,

MRBEML unique/special BEXR , BHREH AMS =EEIT , A1FHIEITR , iE AMS FEEHY
HREBNER,

BENNARFEKPMHENEKMRE VPCs , BAUBTRERHE | HEBGX | MEKP, | 2lEAR
M >< B8 i 3% (ct-3dscwaeyibeup) RFC R8I Z 4 Transit Gateway (TGW) N AR FEH &,
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AMS &8 AR AMS ERIKFIEAHE R

BRRBEEREIEETransitGatewayRouteTableName ( TGW BREHERNAEEZ UM A
M ) TransitGatewayId, FMTGWRouteTableType,

® Note

MR ERE “ createCustomRoutels” TGWRouteTableType , M AIEHEH R A ZE, RUMAEID
B | REERMKX | WEKS | AINEEASEH (ct-3r2ckznmt0a59) B EER R FC,

ENAREFKF VPCs FiREH ik~

A BT RXEE | REEMKX | MARFIKF | 812 VPC (ct-1j3503fres5a5) RFC 5k B E & S HY B2
RZEFIKS VPCo

XENFEAEFKSEE VPC WARXMER, BXEFHAFE  BSRAHEENNNAEFK .

ftF : ZIKS landing zone (MALZ) ABRSE ZEIE

FEMX AMS ZIKF landing zone B ER , BREZFRTSREIZZI, BHIEENN AMS REAT
ENER  UBELEENEMRELAY. ENENT (CA) FAEZRME—DRAERS , UiHBEE
BX I TAE,

FH

+ AMS Z K5 landing zone Ik F° Bl &

« AMS ZJKF landing zone 4= E1R

- MEEE

- EHBEREE

- BHERRIRLBEHF (EPS)

- BRNR : £2, SSH M RDP

- BRESHKIE

(® Note
BXRAELPIEBNEZEER |, i5SH Amazon EC2 SEHISER,
BXRXBBEBEXFREMNEZELR |, 55 H Amazon RDS SEHIZKHE,
MRBEEEEZERE | F5H AMS 2IK5E X1 A 7HE B K 812 Direct Connect E#2,
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https://docs.aws.amazon.com/managedservices/latest/ctref/deployment-managed-networking-account-add-static-route.html
https://docs.aws.amazon.com/managedservices/latest/ctref/deployment-managed-networking-account-add-static-route.html
https://aws.amazon.com/ec2/instance-types/
https://aws.amazon.com/rds/instance-types/

AMS BHR AR AMS ERIKFIEAHE R

ERWBIRBE SRS RNAELE (CSDM) WARBERE , EH A28 XENKFAERERERF
B, ESZBREZE , F5EHN CSDM &K BER S,

AMS Z K& landing zone Tk F &it &
- ¥ ID

7 AMS ZIKS landing zone BIZE# AWS IKF ID. FRIF I AWS AL —EF 5.
- REXE

EBE AMS Z K landing zone BRI £ E X i,

- ATFREBHANZOKFEFIE, (SNNZBER—MNETF ) . AEARME—EFEBHFit
ik

- BHRSRE , ERRFESRR

XORTE T B IRIZHYERE AP ) B AY AR S5 R A T (SLAS)

AMS Z K landing zone M1k

AMS NIZRHE T —MERBRIZLERERNVIEE (MARKREAMS RFEA ) AEK. EEi,
FHRERENTELIT (CA) REBSRNELE (CSDM) WEILTEES :

ERERE TR  SEREFE AMS AHAEFELEETRRNERA B FIbfribut, BXMLEER
EEREEEFHHNFAEE  F2H (AMS BRAFERE) B AMS ELLEER, HX AMS
EENESER , BZH AMS EKFERXEBAFEETHEREE,

P 4& BiE i
« Transit Gateway ASN &=

X2 RMAMI (BGP) iFEHR AWS iInHI BAERSEHS (ASN) , 4T —1 , HETESA
F &9 Direct Connect = VPN H48[E, 16 {ZHISEE 7 64512 F) 65534 (& ) » ASNs

« &M AMS ZIK AR X EER iR VPC CIDR SEE,
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https://docs.aws.amazon.com/managedservices/latest/onboardingguide/monitoring-default-metrics.html
https://docs.aws.amazon.com/managedservices/latest/userguide/monitoring.html

AMS BHR AR AMS ERIKFIEAHE R

XL CIDR SEETREEENAEMEZES

B LA E /22 CIDRSBE |, il AR EE 4 VPC CIDR, BEE , XAWERALLT CIDR &
HE :

* 10.0.0.0 - 10.255.255.255 ( 10/8 B4R )
« 172.16.0.0 - 172.31.255.255 ( 172.16/12 HI{R )
+ 192.168.0.0 - 192.168.255.255 ( 192.168/16 HI& )

BEEE , TEEH IPSEE 198.18.0.0/15 ( B AWS Directory Service R ) -
. BOERIRHE VPC CIDR SBHE ( # /22 BE )
- W% VPC CIDR S8 ( #%& /24 8/ )
. #ZPRS VPC CIDR SBE (#5123 8H )
. DMZ VPC CIDR SB[ ( #& /25 55/ )
« VPNECMP ( BR=EZHR )

3t F VPN ECMP support (VPN ECMP %3%) , MR &EE VPN EEZZHEESENZKE (ECMP) B
M, MiEER enable (BA). WREZBEEMERE CIDRs , MFREFECIZBFIDE,

R 2515 IR 2 1 5 & (NACL)

& imREE SR (NACL) 2EH VPC AR Z SR , R YA  ATEH#HE—INZANTFR
HRE, BLUER ACLs 5EZMZEAMUUMMNKIZEMLE , UEREH VPC BNFNNEZ S
B, BXLZLANMEZ 2z BAERNEZEE ACLs , HFSHALLEMMEH LR ACLs,

B2 , £ AMS ZIKF landing zone 1 , 1 Tik AMS ARt EE ML ERZHE , A8 NACLs X R
FUTER :
« NACLs *X%#FZIKF landing zone &/O\KF : B, BN, XZRSFS. BENELE,

« NACLs X#ZKF landing zone R ARFKF , IR CIXAE B4 5k, ih | 014 E
iE “Allow All All” , AR AMS WX B NEEZ1T.

EARENSKFREF |, SR TR AEFR B O X ES RS B REN/H AMS K&
B X #9 Tr AWS ansit Gateway BHXRBEMLEHRE, VPCs
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AMS BHR AR AMS ERIKFIEAHE R

&5 B REIE

AMS $EETEDN B FHE FQDN

BHE R mKBEF (EPS)
« JZBYSEHIFN Auto Scaling /Y EC2 3245 K/

BEMRIE[RYT (EPS) 2 AMS FRTRERGLZEMNEEAN, ZREHEBRRRSHFRE
Z2PPREEEP L (DSM) EC2 EC2 3kfl, FHXFILURFETAE AMS HIEFEMER EC2
KB PR RIRA Ko

o FIZKSEBIZRE (AMS X &/MER mb.large )

o BIRBESEBIR/N (#7EF 200 GB)

« RDS 3EfI2EE (XA db.mb.large 2 db.m5.xlarge )
« DSM #FA[ESE A ( Marketplace 2 BYOL )

WMREELBWHIL , HEF BYOL ( BHF AL ) o AMS FEEEBRRUIREVE X T A[EN MK ERE

- AWS BEMERSH[RELZLHFRAETHN IAM AFRSACTS#HEREN (ARN) ( AE
ARN : arn: aws: iam::: role/ ) ACCOUNT_IDROLE_NAME

EEMNRE—N IAM A&, ARN REERBRBIE AWS IKF AEHEY IAM AP ARN., AMS &
BH AMS Z K landing zone Shared Services ik HRIE— IAM A& , HEXZRSH RIS
IAM BEEERENACIAF , IHERITURAZASKITHEBRNERSHREZLHPR
%, AWS Marketplace

B AXPR - 82, SSH # RDP
- SSH 82% &

AMS BN HEZRESK PR SSH 22 |, AT R AMS SRERMEN., ELL SSH AR B 415
B AMS P4 | AR SSH 82/F A AN R, MERFREAMMNE , 2 EHMNXx (TGW) ,
ARG H DX/VPN Bl EZRSE VPC, —BEBEEB R 2 | FAT BT AMS ISR EME
¥, sRREHET EWM G IREER,

- FREMNRGIE (#HE2)

« RAKHIH (HEFELD)
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AMS R ABRIER AMS K S AHE 2.
- RIKEBIT (HE2D)
o SEIFEH (#FE mb.large )
- A CIDRs : M B0 F S FMF1HE SSH R249 1P #h3H58/ (1P SBE 1. IPEE 2, IPBE
3F)
« RDP 221 &

AMS TR EEHNEZ RS K, P24 RDP 22 | LUiFE AMS SMEFHEH. ELULRDP AF &
Bi5E) AMS R | B4 TER RDP 22FEAA0K. MERFREAHME , 2 TGW , REK
B DX/VPN EI#EfR% VPC, —BEBEEBIHRIEL | BBk R AMS SREFRHEMEN , 5718
R EHHET EWBERER,
- EHIFKE ( H#E t3.medium )
- FFIENRDSERE (HE2R)
- FTENRAXER (#HE10R)

- RDP Bastion BiERH, HEFMRHERHEE HA ( RIANHERAE)

SecureStandard = — MNAFPWEI—/MNE2 | BRE—NAFALLEERIR S,
SecureHA = AFERNMNTENTHARIKEIHANR2 0 #iEE  HERE—NMNEFPJLUEERIR 2,
SharedStandard = —PMNAFRE—NMEEZENELZ2 BRI URMEZETIR—MNEE,

SharedHA = AP ER N TR/ AZ PIREIRANE2 T HERE , WA AIUEREESE-IME
2,

BReSHmRit
HARA4tE (IDP) &R

ZRIAE N customer-saml
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AMS BHR AR AMS ERIKFIEAHE R

AMS B k5 landing zone (SALZ) Al]

AMS SALZ AERRFE

EI M AMS #£JKF landing zone (SALZ) IKF , (REEXEUAT SR :

1. BIE—NEH AWS Ik , AMS FHEE N MEIKFREEH NI, FEEHN AWS AL N QIEH
WP (WRE ). AMS [ EREMEEE AMS IkFHRERF , A TBEFMEFENAMEEER (flm
CIDR. EPS ¥ AEMMAF ). % : CIDR 2 EH /24 AT

2. EERBENHORENKSFMBR Internet M (IGWSs),
3. WBELCBHENEE, AMS B4 Bt ENEEFIRKE A BRKIE ; ZIRITUBEE R,

4. BELHTHEHEBAEFEANESIRD. BRIAMERLT , ZRFAREBRMNEAIBRIERFLE
7 350Mbps B m4.xlarge KGR EIZEH ., AMS AT AR/NMEMBIFTHAAELE N 1.25 Gbps #Y
C4.8xLarge 3=,

5. 1 AMS MENMAMEZEREMSE, XERILMES :

a. 28 IP Z=[E

b. EI5 AWS HNIBEMEIESE

c. REFFAKIE

d. REHREE

e. itXIZEH
6. @ AMS X ESIZK S 8 EAR R,
7. BIE AMS RS REBEEET.

AMS FEEBERYFFZBR 2 F (10 MR ) ANENKFHTKSY 2 (AR ) . FAFEE
sHERAILAE A AMS THRISHHEE (PEM) #1470

(® Note

- XERE (FHEFEL)
- XERL (WAFELILE )
- XEREL (RBRM )
- XEREP (@EXEM )
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AMS % ABRIERE AMS 40K FEME R
. &K (B )
. BEN (ZRT)
. BN ( BRE)
o BN (E2mIE)
. BN (6% )
. FREAFEEE (B )
- WAMK (EF)
- WAK (&R )
- WAMK ()
- WAMK (ER )
- WA#K (53R )

ZEPMFXE, FX&EHMIIE , HSH AWS XM AT H X,

SALZ W48 58 £

TE#RT AWS Managed Services (AMS) #0k P&k X (SALZ) VPC REmR , S TAMIREN
=Bl

AMS RIERNOFFEERMEE AR RN ERET N CEENENS NS E. REN AWS

FZITERTEN AWS IKF , RENECIZRELFAE R (VPC) , HiET VPN = Direct Connect E31%
B AMS, £ AWS Direct Connect F1#4 7 ## Direct Connect, ¥r/ VPC 2k DMZ, HERSFM

RAREFTM, EARSRES , ATt BERHACEBREM VPC LUBREWER (Flt0 , BRI, S1ENX
). Al'E , REBE—kNEE, X2—HHEXY , RBARHNNERNAREN,

(@ Note
BT REED RS WIRIARS REMERS , S5 AWS A5 R H130 4,

BATHMERITESE Amazon B “SERREN" W&, N TRIMWX—B4F , RT KRB ATEMEHR
B, RMNBIMXBHAERE , S/AVNMBWLRE, H-AEHMNERBEIEA VPN M AWS
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https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html
https://en.wikipedia.org/wiki/Principle_of_least_privilege

AMS &8 AR AMS B4R FIEMHE S

Direct Connect (DX) TE&HI AR #bEREFH VP and/or C Z [HIELEMN M &, B FHEL2K61%F1h RN
BR , MBS L B RMEA A~ TR BNMENARRFENRREMN T B AL A ESRHRNT
s, AHHOFREESHRINWECQRERM Internet Gateway , AERBEBRMN, HE , REA
LUES &9 VPN B Direct Connect i [6] & A it IR 3R

AMS B IKk& landing zone £ Z RS

HERSFHITE AMS BXRS. BIRENERESHNEREN. FHHE (TrendMicro) B MRS 27
MAERE L2 EA
« AMS B &BRSS = AD E#E 688

£ AMS Ik 7 R 8% Active Directory , 82 AMS 3 , 1£/3 i iR B HEAR 10 A X35,
- EEIHL=AMS BB ( BEIWEENELES)

% 24 | T {& X Directory Service# 5 Directory Service {2 #|25X B API ik =0

- ®2MR% : Bh%E (TrendMicro) B2 RS 88 = EPS DSM + EPS Relay
FABBNE™ BHERFBBERERSHREZLHF REHRMY (DSM) , EEFHRSHFERTE
7, AEEEHBERE , SEABRERSBREZREHF RAEESE. REMPL,

- NBER2FH =FFE2

BHRARNBRSREERNERMNNEIERAR , HRELEMNEAM Amazon EC2 KRR,

SALZ : A AMS 8|2 — 481 AWS IKF

53 AWS Managed Services (AMS) SIZ# AWS IkFHENTRZ -

1. I —1 AWS IK/™

2. REEESWKE —FHIKS REKE S RAKS

3. BLEL AWS K~ By AMS 17 [E] £X R

4. I AMS 5 root AP EAZESHREIE (MFA) R FHIKF
5. 1T ¥ E AWS Marketplace PS

MREBEMER , FHRRENFFRSINEE (CSDM),
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AMS BHR AR AMS ERIKFIEAHE R

B — AWS Ik

AMS it R EREE H I T Web Services (AWS) K. LA TMSAHIRME T 25 WEA - A alZE A
BUEHTILZ5% Web Services K ? RIEMNPTRE

SEMEREL AWS K

THERD AWS | (REE— AWS K, BXOIZIESD AWS K> | #2H (AWS K- EE 5
E£158) AWS IKF A TIS R,

(® Note

MRBEZE—NKF , MAUFIEEAWS NMTHE , RERTLRERK, ., BSSLEDE
it EC2 BRSS. M —TBRSENAIIA R R AT B RS AWS, ZBREFAEANRS 5,
MBEBIT RIS SARAKFRRUFTESKSE , WEEELEINRRHBASRERE
B, Mk, #AFERAGHFEERR , RAESMEFNTY., EEEREHSSRAKSXEKY
B F R b F BE R E RS billing/linked K BiE |, ¥1ERE T —FHEFEHAN SR,

/A Important

B AR B FHR 4 ut M B E S EIZIKFREK | XA BB ER SR
B, MRAEEKSED R EZERKFABIESDNE TR |, XX AMS RIKS XK
WR-IRENES, NARXLEERERE , EREEMATXNRREREREE , XERE
BAggaRET, EFAEOEAN D FER45IE. ERFBEFESHAERRERREM
& IER-AIUUERFASLARENSENIRNANSE,

REESIKE —RFHIKS R RAKS

MREBFHLEFEFHH AMS B AWS K Ik Eit ABAE AWS Organizations EEIKF AR, NEE
REESKEHXEKIK,, EXPTHBRENFARFR , BSH

&Mk #E AWS OrganizationsFIAWS ik 7= ik B 5 BE .
« BiE AWS Ik I ASRRA LR
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AMS &8 AR AMS B4R FIEMHE S

® Note

BRERNKFBRS AMS 2RTTXESR, BX/E , AUEBESZEEERETRIMA
ALANSIR (WEFRR ) . WRFEHE , FENENTZRSINZLE (CSDM) R
(CA)o

EXOEEEESKEEAN—MEKLEEE , BSHMTLE AWS K, BXKF- OAHETEN—®K
AWS Organizations § 8 , &SR 4 & AWS Organizations, BXxEEBEKFHWMABHEIES , FSH
AWS Organizations EEKF ., A{EHRNENZREE A

BLE & AWS K/ B AMS 15 R PR

TR LERESRE , BERDRESFNZTL2RE , AWS K/~ HBARMEXZEASIELNITE, ZIE
M&E—F R AV AMS TRIFIKS , Lt THHEHEREE  ARREERTHERNEEER, AX
HAEE , BIREA IAM ABZERE AWS K15 REINR. ANT#R T ERDER,

BUE AWS B85 175 8] #X BR
EIERFEN IAM ARG REKF K2R EEMNTENNR , BUFUECEZEE.

BREBULT SRATIRE

1. AWS EE#EFE FRENRIK,EIU ( BAKLENE FEA4MZD AWS K/ ) BF, BFRE
FEREN IAM AP EIEER,

AWS EEZH & T .
2. HERERSMES , TIFKFBHNTARE | REEE “BHKS,.

MK F T FFo
3. BETRIE AM AFRPHRKEEE XE , AREEAENNSE. The area does not

appear unless you are logged in with root credentials.

FHTF “BUE |AM” 1 [7] X35,
4. EHZEREHES EH

EIAETEA IAM policy #E| AP R[5 RIA R H,

BREEENEZSFMER AWS |, BESHE R R R,
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AMS BHR AR AMS ERIKFIEAHE R

BIEZEHHRIMNERERN IAM A AWS i

AWS Identity and Access Management (IAM) & —1l Web RS , I #B1ERL &R HIAAX AWS &
TRE A EAXPR, EWATLAEA 1AM SRIZSIH A SUE IR AWS BIR ( SRIE ) . fb41 77 SUfE A L
BRARAMAEE (B ) .

1. BI{E IAM EEEFE , RHENSMERTHASR,

AEEENETR  HFEZ2EX IAM AEHNEE. CEAR RTNAEAGIXK,

2. BEQIEAG
T B2 ACRREAERANRE TH, £ AWS KA EHM , THRITF —MREXE,

WA AMS ORI AMS AIEK S 1D, BUHEAR “FEEAEP ID” M “FEE MFA” £,

3. B & Next: Permissions.

EAGHINRRRBEREITT , AR T OIEH R,
R UEAME R A REAET, RETABBERNIIR,

4. EFEAdministratorAccessEKlg , AFRE “T—% . EF

T 2 AE®HE" TH.

5. FFHARHE N aws_managedservices_onboarding_role , RAGEA EHERPEA “AMS AR
&, EEFACGNRE K NRFE  BEH 2BAR,

AGEENETI , HPJIETENHFAC,

1T ¥ E AWS Marketplace PS

AMS i 2 Z %€ (EPS) WHRHTEREREEIITH TrendMicro BE R RS SRER LB RS AWS
Marketplace H1ZZ BH&K o

TrendMicro PR F AR : F 2RI SLHI/N B B VF ATE (BYOL).
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AMS B4R ABRHER AMS 7 R0 SERHE 8.
« BYOL :
1. B BAEAEE A REM R B © BV AT,
2. Bim AMS REFE T AT Z4A T eI 22 EPS ER RN, B URMF IEERNBUE
B, A REETIRERRNENBED. AMS R 82 5ERENBOED I MY VF /T UES 4.
BT ANERE R EARBRBTH , REFLE AMS BETREITM CSDM EHHNER T

ZizES.

3. kA, BT E BYOL TrendMicro Market Place AMI 1T, 5 M#E BRI BEB R RESER
EZ2BhF RS (BYOL),

« BNZRP LD
1. ZERITHES , BEFHEEMEEEN Trend FAIE,
2. B2 , YT R Marketplace 1T,

3. EtER G  FFEEE AMS AEWWEES , ANESEAERBIITEN , SFERMHVFAIE+
EC2 Bt iIRENEAER. FEREENRESNERSHFRELZEHT R,

BiTHBEHNE , FHRTUTIR -

1. ERIREY AWS 0K/

SMEBESREEDNERSH/RER SRS ( BYOL SILZ R SLH/NEER ) = mRAHE,.
AN ER RS HEITHE,

KREALAN BRI

> 0N

HEHBDEEBNERSFREZ 2B RSEFER IDS M IPS

IERLAER AMS NIEHIK B BB BRARRN RS (IDS) MARHF RS (IPS) ( FERRIND

BE) o

A, FRRXEMER (EE | Hto | Efb | F ) , FH LA TEW IDS M IPS BAIAY & B 4 3t i
PR, XEMIFFRIMBEKS FH SNS EBH |, AMS 2 W EeB2ZEE,

(@ Note
AMS FEERIMEMI AT RE T TRARHE EAtb AMS BRSHVEBREIRS .

T—2%: 7 AMS 1 root AP ERZE S HRKIE (MFA) &R k-
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AMS BHR AR AMS ERIKFIEAHE R

1] [ Cent AWS Marketplace OS 7.6

AMS IMIER A CentOS 7 (x86_64) , HHEFHH HVM H Centos.org ¥ AMS AMI HE, EfEMAL
AMI , IBAFER R FRH Cent OS W AIIE , HTEFTE AMS K EEZZF T,

EiTH , BETEAWS Marketplace 7 2 BRIE 2 b A #9154 BE 3t 1T 1R 46,

BARENERETRITERGRA , BENFEAEREME AWS A , 2F EC2 £AR. NREXR
“BEVFANE ~m , WA R RV R e sefEMA

#RATLATE CentOS 7 (x86_64) L & & WHAMIES | LR ELH HVM.
£ AMS #H1 root AP ERAZESHBRIE (MFA) R Ik~

o EWMER , AAERIEE AMS Z2MXHNBRELE . WESTET AMS 248 X HKRE. E
1R AWS Artifact , 7] LABR RAEH) CSDM ZRERUEFA SR BT E AWS Artifact A7,

SALZ : IRE MK

E 1 AWS Managed Services (AMS) REBKM , EETHJLINRE :

1. HIEH AMS IRE S B IP Z2[H]
2. By 5 AWS HFAE W & 1E 22
3. RERHFNE LAY AMS BRE

NIEHY AMS SR D E IP ZE[A]
AMS {5 /16 CIDR RAEN BB R %2 BT RN AN . EEE AVS T ERELAERS

2BLsh AMS B9 CIDR SRFAEEH CIDRR | X—R2REE, Xt BiRERUFAE = (VPC) MM
FIAEN, X AWS WEZEE VPCs , 5 IL 5% VPC BR&IFIL S VPC FAQS,

B /16 CIDR RAIGEFERKGRZ IP iyt , ER VPC —BRIE , i B. At , XM 5 H AIHE
RIEMN AMS EER VPC BB EHIA KN —RIFEAIRNEEETT. & CIDRRF , BHAED N RN FA
BFMMANNEFRNDE P it SEE,

AWS EZ B FEE AWS EilT AL (VPN) ThaES AMS SEMERE, RAME , XAES
AWS Direct Connect (DX), E# VPN =% # VPN kXH, £ AMS 5 , BRIVERE M Ihae
VPCs.,
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AMS BHR AR AMS ERIKFIEAHE R

EXRRFAHF

A Network-to-Amazon VPC ZE #234& 1

&4 VPN BYMZEMSE ERWMKiRZ R EES VPC £
By AMS EEH M E iR Z R EAF VPN EE,

AWS Direct Connect (DX) FIF AWS Direct Connect 2 3 \ IR K ITFE M &
E| Amazon VPC WA BZHEEE (MRS VPN
—EEAN N IMEEE) .

344 VPN BN E L% % E Amazon VPC Wiz
THAPEEMNHEHS VPN IRZ/ VPN E#E,

@ Note
AMS ZUCRITRFAE VPN EET DX E#, BNEFRSXNEE (CSDM) FELEMKS
Bt Bh# AT IRIE

EiUE AWS 1R M 4R

F AMS HFINERN N RES B RN ERE, SHEEEES T ANGERERNTERRESAF I
MR, AWS BIE4 VPN EEME ALK Direct Connecto DUTEREBPNMS AMS §ERINE—
(RHE ) EEFN.

VPN 1% &
AN BIEE VPN LUEE AMS B VPC MINSME 2 M TEENELASE,

(® Note

E4E 7T HBNAE VPN 5 AWS RESESER , BSR4+ 42 AWS Site-to-Site VPN AR E
KIENEFMX (B8 VPN 2% ) WIREE R,

R BB AWS VPN AP A H Site-to-Site VPN E D TRIA T HE,

- SH1: BEMN AWS VPC |, BIEEFMX
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AMS SR ABRIERE AMS &Rk - IEME S
- $| 2 EEN AWS VPC # | BIREBIF AR X

- SI3: BEM AWS VPC F |, ZENBHALRTEARBEE

- FB] 4 EEH AWS VPC H |, EFEN L LA LUS A AL SSH, RDP #l ICMP 15 [RIX R

- S|5: EENRBMES |, 818 VPN EEHEEBEEF MK

« SE6: Mk VPC MEN A ML 2 BIH VPN E

Direct Connect & &

AATTBIRE Direct Connect (DX) LM AMS EEH VPC MMM &z B ITBENER SR,

® Note
EXN DX 5 AWS REEEFERANEELR | S HDirect Connect #2 Al

EiRE DX E#E , BFEZKATIR :

1. JEAL S Web Services

2. 1235 AWS Direct Connect iE#iER
3. S Cross Connect
4. (W% ) £/ AWS Direct Connect Bit B T RIiEE
5. HAMS 17 : SlZ2EEO
6. H AMS 1T : THEHRERE
7. RIFEMELIEND
& SRV e X 1%
WED EHMER , BATE2ES5 AMS Z2HEXNEBEE, HEEET AMS 2§ A XHRE, E
58 AWS Artifact , R 8] LABX RABH CSDM FREVIH BE =% 5T & AWS Artlfact INEE

FRiEHA A A AMS 22 3% Migrations/Onboarding
RNTEIBIRFHNEEESEAE , LUTE AMS B 8 7] AR A& EIRIR
« B EREL2NATERIHE (HTEE2ER , EhlartERk 82

;:tl\ll

LB ) o
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https://docs.aws.amazon.com/directconnect/latest/UserGuide/getstarted.html#ConnectionRequest
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AMS %R A BRE AMS B K P SEAHE 8
AR ERIERMFRG , LR AMS AT EESMER.
« &M 2 : EAFTE TERIT SSH RBE S ; Bl Putty , MEFTR,

NFUIED , RERNIMRAHCELFTBEERNE.

AMS R E b BB M B

fEH Putty 31T SSH RREZ MV SR

£ PUTTY & |, BEEAER2FHHLE IP 8 SSH £1F |, £ AUTH S35 124 PEM %48 , RE0IE
PiE, BRERYIREm O R R AREANARMYGO (5120 5000 ) , IP 2T RDP WO BIHREMN (&
ZiGEA Windows &F ) BV IP (3389 ) » BHEMREFLENEE , RN ETREBSRBFENEEIX
M. EZTEL2EN , RAEEF. AF , B3l localhost: 5000 ( REEFHEMHOD ) B RDP &
o

1. IREELFIHNENZHILE IP
2. £ SSH->Auth A | A XHIZE N .ppk &=

3. £ SSH->R3EH , FMFWELR KO, FBHONANEERFERANKD , BN IELENEFHENE
PRS- ESHY 1P, H B0 RDP % H,

4. B Putty EEFRL2FNHEZR,

5. B#1 5 localhost: 5000 #Y RDP £ 1% LAZik B ¥R RS 85

SALZ : IRE1H A EE

£ A H AWS Managed Services (AMS) EEHMXERER T AMS EEZNZEM RENNR, &
FERE—MHEAEMEN AMS 2B Z2EZEN AL, BEERELERMBMNIGRIMNRER

- Z@@ 78 AMS API/CLI FI#EHI& - BMEERE AMS CLI ( AXEHPRME THXERA ) . &AM
£/ AMS TEEE API [a AMS 2EEZFEFER , £ AMS SKMS API 3k 7 12K AMS EE M HE
R. H Active Directory Bx& S8 EBRSS (AD FS) , BHJLAiFE AMS BH| &,
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AMS BHR AR AMS ERIKFIEAHE R

® Note

MREEREEHCH ITSM , NEEFH AWS Support API (SAPI) R4 AR S 18 SR B4R
. SAPI Bi2FEE (Su AWS pport APl &) i,

« WXFAFIER : TitE 2 Windows Active Directory (AD) & & Linux/LDAP fi#R75 REE H
P, #BFERE AMS imf AD ( B B RS ) SENEFZRELERE,

o BlaEE KRG R REL R RHFRMEEEETKE . BRRSEEE CORP AD FHER , it
YF AMS im R RY AR S VR E A CORP & %,

BEEE , AMS IR BS1EH Active Directory (AD) 2470 2 A BB G E &K AWS &R B F K P
B o

/A Important

ERERMEME , AMS EELRH IR HES A REE-> ZLIEI-> MKLGA - AT AERHRIE
WREE , 5IH Netlogon | sarpc BB, XLEEEBERINGIL , BEHTFZELER , B SBMH
Bro SEREIME , ATAERNEMMNTIRFMIER,

B AR HE R (AD) 51

EFF B NER AWS Managed Services (AMS) Il 237EZN B (AD) EE2 8 , FRASITFHEMK
B K 3w O,

AMS EIEH Active Directory MM AT B XKBRFSHEEATEAERA L REENERELE AMS EEHN
KB, MHITH R, M EEINRE,

BIEEEEENEI D AHBS -

B, BEESMHHE KR , BN DNS BLE , LA{E DNS EWHEZE R W DNS AR5 25,

HR , BEfS1E , B Active Directory (AD) 458 , RF—MNEFHAFHR S —MIFH R R,
BERMHE RS

BRERIX & Microsoft AD XERNFH B n MLk , AREHAUTREFEIN
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AMS BHR AR AMS ERIKFIEAHE R

1. 7£ AD DNS EE-> Q1B R MK H , £ DNS T : £ AMS BELALENIFHE ; Fl
N, A523434123.amazonaws . como

2. EEMRSERAY IP kT - 00 AMS RERY IP bk, WUEFMMbit , BERXEEERE,

3. & “FUIL A R FMHE Active Directory 7, RIERIM T HANHETES : EPRIFFE DNS
RS8R REEREE.

BLEfS1E

ENIEW AWS Managed Services (AMS) Ik FELEE1E , 5EBIXE MicroSoft | &EXEFEAART H
BHRMRENETNEEN —FH B R @& AMNEE,

1. #17F “Freg > 8B I E-> B EFRENEE XNEE, AREGTESCENGFENGNETR ,
RERT ‘B> “ER"-> “WEER UITF HREEEST . MA AMS RELENEBENE
FEW, RERT—F,

FEERE T, &R MEE. BNext( T—F ),

EYEEER T, &R B AN BNext( F—F ),

EEER T, &E R, B Next ( T—F ),

EEERE T, BARERENRE, BNext( T—F ),
EEEAELEFECEXAGECECSTEK , RERT—FHEIT,

T BNMEAGE T, &R R, TRIAMEAGE . ENext( FT—% ),
K ERRMEGEDNS T, &% ‘TR, RRGERE BE XM,

REGEEED (HTREER , BTEIYEN CSDM WBEEFESBERREAN ) . AMS HEREEER
o

© © N o g ~ w0 Db

&3 B R M A MRS

ERAERIER |, 1§ VPC CIDR SEEFNE|EH Active Directory 3h S FIRS (“FFig"-> “BEET
B> EHER WRFRS ) . ¥ VPC CIDR SEEFAMEI TS HIFIL AWS RYIFIEHIBFH Active
Directory ¥ =,

A R BN RRRH
B BBMEERE , EEREMBSR,

1. EFRB>FERR>EEIAET , £ A ctive Directory HFEE,

BIESE R (AD) 5F MRAS May 12, 2026 295


https://technet.microsoft.com/en-us/library/cc756735%28v=ws.10%29.aspx
https://technet.microsoft.com/en-us/library/cc756735%28v=ws.10%29.aspx

AMS BB ABIST AMS BERIK P SEAHE &
Active Directory Hf{E{E1=HI & F I
2. ARBEFEENATAEE , ABEEH B

FHT T R B T EHE
3. B&“EE &I+,

‘S EIT .
4. B Amazon BB , REEET “BMH

4T HF Amazon HEEEW ‘B WH,
5. B ‘BMEREH, AL “RIF

X LS TR AR RS 458 F5 (SPNs) 8% B FERITHET

A BB E

MRBRIFRG | AT — L5

- FEAVH AMS EIER Active Directory kR £ H BT ERY CIDR R ( fl40 10.27.0.0/16 ) HE#
B EEHER.

« T AWS 25 A FERNEEHIRIEIRFRNEL  RERENMERE4A,

- MR AFEBRMNEZEHEEMIL (ICMP) , HHEFRIREE® ping B AMS EEH Active Directory 512 %l
2o

- BRSNIFGEFEF TS AWS BRESBEE.

- BREGERRBBTHIIRIE,

- MREE FEEE BSHREEE Forest Trust, MENWRHH LSBT EEEIFE
« £/ nslookup &Mz 2 PR
- ZHENBIE G

AMS $EEES B X

AMS IERMKT —TH N REFEDER ( XBHEE AD ) BWFRS , BV AMS EEENES E X
(AD) EftixfEizE , FErYiLERHE3) B RN EE,
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AMS BHR AR AMS ERIKFIEAHE R

AMS XIHEE AD B35 AMS XL Sz REIEEF RS (Amazon RDS) B FREL, FEXHIER
T, AWS (2 AMS ) B FeIZNMEBRSTRSNVEMENR |, B ETRITHREHNAEE
EIhgE, ZREERUTUR

- [REIZEXEE : AWS 1 E AMS TEELWNEHE N EENR,
- EEER  BRLUERSINERERFNEE AD £/ , MEFS AMS #0.

£iE

« AMS FEEITEF RIENIEE AD HiRFIsE , AT A EEHEHE LR MHGt. X—_RE
E, AATATERTHEFSE LLRRGENE=ABRAR,
IR PRAY TYEREE R IXBERY -
« AWS Directory Service FRA : BRI RIEEFIET.

- AMS : EfiGIA] Directory Service APls U B TR ERE, XLERESERBADRRE, &
% AD M HEH AR,

« & AILUARIE (AD) ARIZRAF, A%,

« BAEWEEEB R AD 28X FEE AD BTEUSRIE , BN HHIEESE AD HEFRRI A IhREE T
LEFEE AD TMEHER,

* AMS F2EEEN SEERRBAXEN TEENES. HlU , AMS TamdBRBfust, 4
K, AD AP BN ESRHES
CHTERERIXHM

1. AMS AWS Ik RIBRET —NFH , 581 AMS Ik 27 HRNEERH AMS Ik 254 |, FEE
Directory Service BLi&SEz B 5 (AD) 38 ( B ESH L2 AWS AWS Directory Service ? )o

UTRASERBEENERERENER , SAMEL AMS IIAEE AD :
- KFER
- NI AMS EE AWS K/ By HeIZMIKS, ID : ¥ AWS 1K™
- ENREISNRIGKE . AWS KiF
- REFEHBAFREER :

« PR AD BR : FRAERR/S AR, AWS Microsoft AD ( FRERR ) 2FE 1 GB B R RIFMEZE
B, WARERZ WX 5000 MNAFH 30,000 NEFHNR , BFEAF. BAMITEN. AWS
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AMS BHR AR AMS ERIKFIEAHE R

Microsoft AD ( {®MfR ) B & 17 GB BB XX REMZ=E , &Z A XF 100,000 MNAFEH
500,000 NI &K,

BXEZER |, iHSF AWS Directory Service FAQs.
- 13# FQDN : & AMS £ & AD F &8 FQDN,
- i NetBIOS E#5 : &H AMS & AD HH NetBIOS &5,

- BHLEEREE AD XK AMS FREKF RIS ( AMS ECEMN AMS FRAEKS B AD EIFEE AD
By £ [E1E )

- ERRESNEDEREN? MREE , EEHTHLES XK ?
« MABAT , 2EERNEEHR. FEFEEZBH? NRR , REESD 2HTHALRERE?
- EEENBZHNEMNER :
. HIEFIZFHIEE AD VPC CIDR ( £E AD 12 HI23MFAE TRSBEE N/ CIDR)
. EHHISEHF M CIDR 1 : &1 CIDR , B2 AMS & AD VPC CIDR #—B%]
. SIS H F M CIDR 2 : [ CIDR , 42 AMS & AD VPC CIDR #—&B%]

filgn
« 3% AD VPC CIDR : 192.168.0.0/16
- FHEHIZFH CIDR 1 : 192.168.1.0/24
- SEATEHEHIZEM CIDR 2 : 192.168.2.0/24
R P itz | BEAEIEENEE AD VPC CIDR EEE LT ME £ ANEMHE T
EFM CIDR M8,
« VPN #7 ( /i ) : [Direc Connect/Direct t Connect 1 VPN]
- BHMXH BGP BJAR G4 S (ASN) : [BFRRALHY ASN]
o MXATZEONERMATIEH IP it |, Zibut AR EHSH  [FFRMEWN 1P thit]
- &M VPN EEREFEHDKHE | [B/F]

2. AMS RIERE AD MENEERAKSFEEY , AZRECEEERD , XN AMS TEMMTEZBHRE
HY AD B3R 7 o

. EEEEEAKSZRB |, iEF A Active Directory A Mit &4l (ADUC) EZZIEH Active
Directory 3348, ADUC FHEmfERSI[EE T E (RSAT) NESRIEIE AMS BN LERENE
BN LZEFZETT. Microsoft BRFILXEBFHMNRESLKR, BXER , BSARINZENE
EEH, BUUERXEEEEYRERE Active Directory Bk,
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AMS SR ABRIERE AMS &Rk - IEME S
4. E B ERESD , AMS 2EE AWS Ik EZ AWS Directory Service FEMEE ; Hli0 VPC &

B, AD 17, AD SENCIZMMERSE. BEANEEREHN AD 35 ; flm , AFeE, F4ael
B, #EARBIURS,

BRE&FMH RACI X , SR EFRFZHA FH “AEMRAK &7

¥ Active Directory 5 AMS AWS Identity and Access Management £ Bk

PaN
(=]

THEM B RS AMS IAM BEBA N B 1250 L A B ER RN TEIES AWS EREBHA AT
RXEH AWS APIs , \TT 5 AMS #2 &5 F APls,

Hf’é“ SR EmNY]

Lt~ I{E A Active Directory Bx & B0 %IEARSS (AD FS) ; B2 , XFEMF AWS Identity and
Access Management Bk & BRI R, Bx AWS ZHW IAMBEERRITINESEE , S
5D 1AM SERERM B RIREBUEES, £/ CSDM FHBETRILESE , XEESEM AD HB M
AMS H[E% 1,

BXRERK SAML #1T API IFRIMNFAEE |, BS R AWS 8% (wfa#E A SAML 2.0 #1 AD FS £
B4 API # CLI iFEY

(® Note

FXRE AMS CLI f1 SAML B9 =Bl , S F : ActiveDirectory Bk & S0 K IEARSS
(ADFS) 7 B30I F1 SAML & &,

[ AMS 2% A B EBkS (SALZ)

TRAFRHN IAM BEM SAML 5 G RHER ( AESKE ) EENKFEMN —BoHTERE, XEH
BAFERINELR RFCsIRFEFRMEMFRE , SARIREBRERN VPCs HfERNIESR
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AMS BHR AR AMS ERIKFIEAHE R

y=:f=:) BoRMHE MR

EF __fA ReadOnly SAML ERATE AMS K. ARTFERER
RFCs BAE X AMS EIEAVERLZRA | L
NI IRSS FRMEH,

EREENTSRPAG SAML ERAT AMS REEF B RKKF, RFE

B AMS 2§15 LRI RSERFNEH
(A RFCs) o

EXTEKFTUHARNTEY R , BSHAMS Al IAM AP AR,

AERFARA — B R A ENRE FHRRIEBRAARPIABEG LB AREN S P IREME,
RIGMMIEFRE SAML 19 I1dP ( B431214t7 ) ( #I0 Shibboleth = Active Directory Bx& B3 BIEARS )
ZEEBIEE , MELHLFRNAF AL E AWS BIR , NI AER SAML §4R#%E, IAM B H
SAML B RREFEEE LRARKN IAM EEXRBEHRAEZIE A

BREMEKSHRAREMHT AWS WERHA |, B AMS B2MMEA, FANATEEXE (FEH
Windows Active Directory, AD FS l SAML 2.0 55 AWS BWEXE) , AR THEHSAEHWIEK , FE
ZE i A PR B BN X B AR 24N AWS IKF .

BESEXEQZEHRAEESE , BRUATHAEEREAN

« Nameld: X IFERENE.
» RoleSessionName: fEALL T {E :
- FEBAHMMEF : RoleSessionName
- BYEEEM  EFEXR
- LDAP E : SAM-Account-Name
- AHMREER : https://aws.amazon.com/SAML/E 1%/ RoleSessionName
- REUEHA  XEBEXE,
- ABFH  XIBEEXE , BEXTEEXAN , EEAUTHEA :

c:[Type == "http://temp/variable", Value =~ "(?i)~AWS-([~d]1{12})-"]

=> issue(Type = "https://aws.amazon.com/SAML/Attributes/Role", Value =
RegExReplace(c.Value, "AWS-([~Ad]{12})-",
"arn:aws:iam::$1:saml-provider/customer-readonly-saml,arn:aws:iam::$1:role/"));

¥F Active Directory 5 AMS AWS Identity and Access Management & &E& MRS May 12, 2026 300


https://aws.amazon.com/blogs/security/enabling-federation-to-aws-using-windows-active-directory-adfs-and-saml-2-0/
https://aws.amazon.com/blogs/security/enabling-federation-to-aws-using-windows-active-directory-adfs-and-saml-2-0/

AMS BHR AR AMS ERIKFIEAHE R

f£H AD FS it , XAUZB T RAT AKX IENABBLIE Active Directory Z£ 4
( customer_managed_ad_user_role {fGEA T AMS & AD K/ )

2] At
AWS-[AccountNo]-&F _ _fA ReadOnly EF __Af ReadOnly
AWS-[AccountNo]-customer_managed_ad_ EREENI EAFRAE
user_role

BXEZEE  FERNEORIEMNEE SAML #i S,

® Tip
ER BB ITHIEHERR , B T EER T &R KM SAML tracer 4o

B AMS 123 BREEHiE
HNRXEBENE -k | F58H8 CSDM C and/or loud Architect &4 , RGN 5P IRHEIRMEA T
# XML 32,

MREEEIMEMKS S ORMHRE , ARTRGRERKFHABFNNARFKS, | FREUATS
BRERE,

1. M AMS £F88I2RSER , REFNS O RABAENFHAREE

« Accountld 7 BRNK 7 AU HTEY B 4 1R E R,

- FIENBHREBEEN (WRKEM ) , WBERIAR customer-saml| ; BE | ZBHSAERKE S
pRREEPEENREMETHE,

- WFUREKF, , BRARMNMNSORUERBIMENENEFEAR  ERRENEEN
FHRRHEENARIIR,

« FMERERES HHTEHIE XML XHER ST R RSB R

2. HEZEVERZBEROBE—NKFS | A CT-ID ct-1e1xtak34nx76 ( EIE | Hfth | Hfh | Hfb | &)
B)SE—MNIW RFC , HEFEEUTEE,

« R : “<Name>MKF < Accountld > By in& SAML IDP”,
+ Accountld FEBNK - FEIE B IR ERS,
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AMS % ABRIERE AMS S&K FEMER
. BHIEREEH,
- RTFREKS | RAENGSRELELBIFENENRHAAE  TRNEEFHEREY
BEdE,
. TESW 1 holRI RS EROES 1D, Eeh KT THIE XML .

W3l & h R A PR
%E ADFS HHER T EHRIEN AMS Mitj5 , HEBUT S ERIRE,
{# A Active Directory Bx & RS (ADFS) LB , BRI AR BUT S RIBHE -

1. IARRHR[EQ , HFARNECNKFRENERE, BRIKS B ADFS IdpinitiatedSignOn 1T [ &
BT FF

EFR BRIATE-HR" ZENEERE, BRMIEERIIRENEHRS.
1%£3% s ignin.aws.amazon.com Mk H [EEFK, BALWEILMNET 2T,
WMAZH CORP £1E , AFRT B8R, AWS EEEFIA 47T,

& AMS #ZH A K URL #M5Btbut 2 | A5 Enter. AMS 2HI BT FF,

o ~ w0 b

U API A R BR
AMS £ AWS API , EFEE— L ET AMS HIRE | BAILITE AMS AP| S2& rhFiSEix L igE,

AWS 124t T SDKs — &AM RN S M & RS T E, MBEFEFEA SDK , NI AEREE
A APl, BXEBHBIINEER K BESHEZEE AWS APl iER, MBHEEFEH SDK , ¥ EEA S
HTTP API &R |, W ATLAE A AMS CLis #{TZEEE (CM) F SKMS,

&% AMS CLIs

BAXLZERT SAML B9 AWS Managed Services (AMS) CLI B3R , FS M : ActiveDirectory Bt
&5 HRIEARS (ADFS) FEAMN A SAML &,

R EE ISR 7 R X PR F BEIREXNFN 2 % AWS Managed Services (AMS) SDKs , &2 A I8 AMS 2
#l & 1 [ AR o
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AMS BHR AR AMS ERIKFIEAHE R

AWS CLI 2/ F AWS Managed Services (AMS) CLIs ( ZEEEM SKMS ) B RE M

1. BREAWSCLI, FZREZE AWS i S1THRE , ARRBHENNGARTRE, HEE,
ZRHEKSEFERATEZERSF (Linux, MS Windows, mac O S, E#IE, WYL EREF
( Linux, macOS = Unix ) BYi% 8,

ZETRIG , BfTaws helpARiE &%,

2. R¥EAWSCLIF , ERERAR AMS CLI , i T AMS AMS C LI 5 AMS SDK 8 % & X # zip
NUHBRER, BaLUET AMS B8N SMEPRW T & E T IREEHR AMS CLI Z1THR.

3. README X#R# T EMZ &R,
T FE—1%IN :

« CLI zip : {X &1t AMS CLI,
s BUEAFAXITETERS : RHFTE AMS APIs 1 AMS CLI,

X F Windows , HE{THNMNRZERF (R 32 U5 64 LRE )

« 32 1 : ManagedCloudAPI_x86.msi
+ 64 {I : ManagedCloudAPI_x64.msi

3 F Mac/Linux , HiE1TA T H$i21T8 B :AWSManagedServices_InstallCLI.sh B3 : o sh
AwWSManagedServices_InstallCLI.shi&&E , amscm Hl amsskms B ZREABHLME sh
XN FER—1NEB FH, AWSManagedServices_InstallCLI

4, MBLHNANTEPRBEITES AWS WEE BHRKIE (AMS BRINEE ) FAK , MSAMELET L
BIENEBEEHRRIERSNEIEIEETE, il , Wl AEA L AWS Z28F A #FEH SAML
2.0 71 AD FS RI1Bx& API fl CLI IFRIRE R ELSNEIIEEIER,

5. REZMKJG , BfTaws amscm helpaws amsskms helpHEEF®H LI,

(@ Note
AMEHE AMS CLI FREEXERmTER. EXE AMS API = CLI, BRIE AMS 24l
AR EXEBRRAE. B> AMS CM API 5 AMS SKMS APl §&E %% , ESH (AFE
) P “AMS EERR" B, BAREEIMIHBRIL--profilel®E ; HIM0 | aws
amsskms ams-cli-command --profile SAML. ZBAAEEEERIZ--regionik
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AMS BHR AR AMS ERIKFIEAHE R

I, ARFRE AMS @8 S & E A us-east-1 ; B, aws amscm ams-cli-command
--region=us-east-1

£ VPC 45| %5 AMS & 17

2Bt B ¥rEHIHY VPC H 89 AWS Managed Services (AMS) #1311 X 2 EK P AR SIEN |, 7
VPC BIBREFFERABRIMIE, BHRERIFEZ VPC IERLTHRBHINIT, LB BIERSER
kiEHREtE R, BEXEZELR , B VPC X HERIAE,

BRZMHMINE , BSR T AMS FIAE

SALZ : BINRE

&1 AWS Managed Services (AMS) MEXARAENLFREE , KEZBRFHXARINKRE,
ATNEAMS TR, FE, K2, BRER, EEMUAREBHINEENRINRE,
BRERMBURARNRE  FSAERA M,

FRERAE T By KA 1% B SRR B N

mREE (EPS)

&7 AMS Advanced MEAREN R FEEHI BELRERIRR[ELSE (EPS) BIEEFim, LIETHESX
RS 3F AMS Advanced EERRIR. 5 , AMS Advanced 2% A RIEESN |, RN E
FAREEH , RatIBEH,

(@ Note
REEHENSHLE ; AXESFEERE  BSHEAEA,

mRARZERUEREERGERT  BAMS | FUTRE :

- EC2 [a EPS JEHISEHI

- EC2 M EPS BUHEM#YSE A
« EC2 RHISEm BB R4 RP
- EPS RIEE AT BE
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AMS BRI AMS BRI P SERHE S
- EPS RERBEHN X H

- EPS EHEA

- BRBSERE

AMS Advanced EREHHEZLNK[LL L (EPS), XEEMIAEPS RE, ETHAEREBNENE
ZER  FEARABNEESNMEBRSHREZEHPREHEH PO ; IR, FLDHEETRERIE
X, BRBTEA.

LTEWNET AMS BRZKFEMRX (MALZ) HERINRE ; BXEBRIA AMS ZIKFEREX EPS 8
& , B2 AMS SR ZIKF &M X EPS JERINRE.

(® Note
{RAILAB & EPS , 55 AMS B EPS,

M EPS RE

IHmRREEAMZRE.

BRWSEERIAE

wE Default

P kgm0 ( SRAINEE4 ) EPS BEME RSB RELZLEHF REEREF
R EE (DSMs) 247 FT FFiwm O 4120 Agent/Rel
ay TeESEBPLEBE , NEBERLEHA
THFHI®A 4119, EPS AR AMITHim O 4122
Manager/Agent FeESHHRBF, TR ANEFFE
Bl ASLBEITASEN RO , EARELB5
FIBEER.

Y8 75 [ EPmNEE BB

ey T8

BRI M 0B B =

RSt Rz B ATFHNRRRE (=) 72 PR
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https://help.deepsecurity.trendmicro.com/aws/welcome.html?redirected=true
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https://docs.aws.amazon.com/managedservices/latest/userguide/ams-byoeps.html

AMS &R AERIER AMS B4R FIEMHE S

RE Default

XA FIFESRS ( BEMERERA ) WEBH &
5l & B ALEE IR

ARIA R BE EXRBE ( FTXRNA)
ERMERENRBEZAITEN WV

ER S EE RN ER tXRE

EXMARERH AVMS B BiIRRE BN EEENRBSHRER

2P REEE DL (DSM) BB RS /R
EZ2BIPFREFFim (DSA) REGEHMBEA
REEH, B2 , AMS T4 EFHK SLA, #
EREHIR , AMS FF & HBAEE LA SE B A Hh
1TEH

DSA/DSA E#ic FEB BB DSM RESH
B, AMS RRIAERREXLEEH 13 8. B
KUNBENY , FZREBNEESR RS
REZL2BPREBYPOFHNRESH. BE
X425 HET % CloudWatch#y B &4/ aws/
ams/eps/var/log/DSM .log,

ERAHE HEBEREEHRSES (https://ipv6-iaus.trendmic
ro.com/iau_server.dll/)

I BREH=% B £ 3R EHMBEFELXEMN DSM 53z B+ il B

RERGBREERE BZHAND

EHANEHRHERE 5%+

HEFH RABERT , BEX 4L FM#EE Amazon
S3# , B AI LA EEFAE| Amazon

Glacier , ABS BB 2 FitRIEMER,

WREE (EPS) MRAS May 12, 2026 306


https://help.deepsecurity.trendmicro.com/12_0/aws/Events-Alerts/ref-events-system.html

AMS BHR AR

AMS B4R FIEMHE S

EXRBUER

i AR 2 B RIEIMIARE.

BRWSEEARBE
RIE
E/5 AR
E XA IER

5=
el

B S HB A

Jlﬁlﬁ Rélz)lj-ll_.\ = $A1q:i'ﬁ%o

EPS BAEEHRHEIAE
BB

SERfAH

Default

B K 15
ARBH
TEMRE
BEHEE

R1 A2 12 5l

Default
REMERNS

% Day/All X (24 /1B )

#ix

FREFTE A RmE
BH IntelliTrap
spyware/grayware &

o

R Ee S =k e
éﬁﬁk F)lJ-ll_.\ = ZFA#F#
SHZT B HRE.

HmREE (EPS)
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AMS &R AERIER

AMS B4R FIEMHE S

RIE

FHEAH

TR

Erefrir

P B Y 34

B R &l

SAVFRY E IR R SR IR B R A
i EAEA

ZEH

Default

HEFRFEAR

HEmEAR

EEH

BARERBRERSERERS
B3R RAEE AL (DSM)

BEH R DSM

T

=
=

#&x

BHER |, REERE
RINRY SRR B E

(o]

ETHNMANRRE
—1NEHRBR , RL6
M

FEH

MR KXY 1GB WYBE
RATRE.

H#EE RN

£ AWS H VPCs , AWS Z2HFYELBH AN | 2H —PRS N ( —PNH—ERH ) BURE.

BN |, TaE— ARSI RLEMEE | XERLERET AEH

LB TR

s WFLAEFMAPHHE  RINZLAEIRKEFMENE (BEBKM ) B HTTP (80) # HTTPS (443) i
B, XEHRAIEZIRKREENLATIMEN AWS 221 HNEF SSH A1 RDP g, ARG , XLHEK A
DESEMmOSHIERMN, eihEalmbRENiAE FRMNE T+ E ik,

« RE TR PR HER A B H B AR TR R R E AR | HF B PR SK AT OB R AR B

TEEE,

/A Important

ME TN EERNMINZ AR TFLE FRPNREHR EZIAE TP EMERERE. W

RERFIFE FFAMER 2 B VEE

W ATRE B HERRFN L EA, Fln, WREERF

Eage ot
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AMS BHR AR AMS B4R FIEMHE S

BREERSF/OERE , Ei%AE T WPk AREE 5 E iR O M E R N A ZEF RS 2R
ITBE , BERRENZEH, AT FTBMERMITIERE,

MINZEA
MALZ

TRERTHRNBRIAANELZLYA (SG) &EB. SGEN
“SentinelDefaultSecurityGroupPrivateOnly-vpc-id” , EF 2 ID AMS Z ik F &G Xk~ @y VPC
D, RWFIEREETIZ2AH LT SentinelDefaultSecurityGroupPrivateOnly “mc-initial-
garden-” ( RAFHKRFRAMAERERE ) o

F-ANL2A  AFFAEREHEE 0.0.0.0/0, SentinelDefaultSecurityGroupPrivateOnly
® Tip
MEBEN AMS F KB IR R L LA | Hli0 EC2 B2 OpenSearch B2 , NN EA

WHEBRNMINEZ Az — , RECRAECENLSH, ERLE AWS EC2 2F| A VPC
ZEHAEPHRIEN VPC IERRATIXR,

EEEMATHRE AMS BERVHRIAZ 4,

AMS RINZE4H ( AURE )

Type 730 % 03B KR
FRER Al =0 SentinelDefaultSecurityGroupPrivateOnly ( FR#I[E
= —REEARANHERE )
FRER Al = SentinelDefaultSecurityGroupPrivateOnlyEgressAll
= ( FREHLRE )
HTTP., H TCP 80/443 ( KR SentinelDefaultSecurityGroupPublic ( 7 BR#IH 4
S. SSH. 0.0.0.0/0 ) HE )

ARENEL TR

SSH #1 RDP

rge | M7 May 12, 2026 309



AMS BHR AR AMS B4R FIEMHE S

Type i i OSEE KR
MALZ &2 :
SSH TCP 22 SharedServices VPC CIDR 1 DMZ VPC CIDR ,

UREFRENAHERE CIDRs
SSH TCP 22

RDP TCP 3389

RDP TCP 3389

SALZ B2 .

SSH TCP 22 mc-initial-garden-LinuxBastion SG

SSH TCP 22 mc-initial-garden-LinuxBastion DMZSG

RDP TCP 3389 mc-initial-garden-WindowsBastion SG

RDP TCP 3389 mc-initial-garden-WindowsBastion DMZSG
SALZ

TRIER T HERWBRIAA IR LA (SG) I®iE. SG &R “mc-initial-garden-
SentinelDefaultSecurityGroupPrivateOnly-ID" , EFIDR M —#FiRF. ATFMEREESZLHA
H 35 2 SentinelDefaultSecurityGroupPrivateOnly “mc-initial-garden-" ( fo ¥tk 7 M R BT AR itk

TE) o

FZANRELA “me-initial-garden-- RFFTERE HGE
0.0.0.0/0, SentinelDefaultSecurityGroupPrivateOnlyEgressAll ID

® Tip
WMEBREHN AMS BERBERZ LA | it EC2 IE S OpenSearch &2 , MR E ALt
RN ERINZEH e — |, EFERAELENZSA, BLTE AWS EC2 #F| & VPC
BHAEPREFTND VPC HEATIRK,

EEEMA TR AMS BEMHERIAZ 24,

el WA May 12, 2026 310



AMS &R AERIER AMS B4R FIEMHE S

AMS BRIAZ 24 ( AWRE )

Type I % O3B Bl IR
FRER Al g SentinelDefaultSecurityGroupPrivateOnly ( BR#I[E
= —REARANEHERE )
FrER Al =B SentinelDefaultSecurityGroupPrivateOnlyEgressAll
= ( AR RE )
HTTP. H TCP 80/443 ( KR SentinelDefaultSecurityGroupPublic ( BRI H 14
S. SSH. 0.0.0.0/0 ) FE )

RIFNE LT

SSH #1 RDP
MALZ &2 -
SSH TCP 22 SharedServices VPC CIDR #1 DMZ VPC CIDR

UREFRENZEERE CIDRs
SSH TCP 22

RDP TCP 3389

RDP TCP 3389

SALZ &2 :

SSH TCP 22 mc-initial-garden-LinuxBastion SG

SSH TCP 22 mc-initial-garden-LinuxBastion DMZSG
RDP TCP 3389 mc-initial-garden-WindowsBastion SG
RDP TCP 3389 mc-initial-garden-WindowsBastion DMZSG

o2, ERTMirLEdA

BAILERBENREH, MRMRUNZEATRBEENNARFHALKNER , WA SRR oI 2T
MZEEA, KRB HEREANFTELRE , FFHAMSEERARRITHFE,

el M7 May 12, 2026 311



AMS BHR AR AMS ERIKFIEAHE R

ik 2 NI E R £ 4H VPCs , iE#HADeployment | Advanced stack components |
Security group | Create (managed automation)®E 3K H (ct-10xx2g2d7hc90) IR
RFC.,

EEYUES B R (AD) T2 |, FEAUTEHRER .
- WAF : AR | Directory Service | AP FEA | FAFPRINBIEA [ct-24pi85mijtzask] IR
RFC

- ERBRAF . £HAEE | Directory Service | AP FEHAH | NBFHBPBBRAF [ct-2019s9y3nfml4] 12
32 RFC

® Note

e FahiRMERT CTs , AMS BUWUEEM “RIREZHE EIN ( EEH A FIEFE R, AP/
CLI Rt ML ReFRIFEZE ) , BAX CTs FE AMS BFRAKE RFC , FAIGEEH#/ENZ
T EEAE, MRERIIXLTES RFCs , BFHLEHED 24 NHEE, WREMEFF
et 2 BT RIRGHAE | RFC R B 3hIE4,

EXRREA

EERMMEER AN EZ LA |, FER EC2 2 A, REBERIKNHE , BAUERSHEHXEK
FBRE4Y,

BREGTIPERZTLEHFERBMENS L , S Mdescribe-security-groups,

EC2 IAM EHIf & X4

KPMEXHZ IAM ABHNESR , BTN EMAZERE EC2 XA FABESZELKM.

MALZ

BHAD AMS BRIAEHIE B X customer-mc-ec2-instance-profilefcustomer-mc-
ec2-instance-profile-s3, XLELHIEE X R T RPPIREIIR,

EC2 IAM =45l Bi & 3 # MRAS May 12, 2026 312


https://docs.aws.amazon.com/cli/latest/reference/ec2/describe-security-groups.html

AMS BHR AR AMS B4R FIEMHE S

R HER

B & R
customer-mc-ec2-in AmazonSSMManagedInstanceCore . Ao Ec2 324
stance-profile £/ SSM K,

AMSInstanceProfilelLoggingPolicy : AAiF Ec2
KIS A EHE X E S3 F CloudWatch,

AMSInstanceProfileManagementPolicy - R
Ec2 SKBIHITEaN#R4E , Blanin A Active Directory.

AMSInstanceProfileMonitoringPolicy - R
Ec2 2fi[m AMS B#ZERFZHREFEE R,

AMSInstanceProfilePatchPolicy . A Ec2 3%
Bl T o
customer-mc-ec2-in AMSInstanceProfileBYOEPSPolicy : A Ec2 3%
stance-profile-s3 BIEFA AMS B EPS,

AMSInstanceProfilelLoggingPolicy : o Ec2
LI B E#EE S3 M CloudWatch,

AMSInstanceProfileManagementPolicy - R
Ec2 SEHIHITE 3 IRVE , Hlanin A Active Directory,

AMSInstanceProfileMonitoringPolicy - R
Ec2 £fi@ AMS 2RSSR EFESE R

AMSInstanceProfilePatchPolicy : fA1F Ec2 3%
Bl AN T .
AMSInstanceProfileS3WritePolicy . A1 Ec2

245 read/write R HY S3 1FE .
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https://docs.aws.amazon.com/managedservices/latest/userguide/ams-byoeps.html

AMS &R AERIER AMS B4R FIEMHE S

SALZ

AH— AMS BRIALPIEE X customer-mc-ec2-instance-profile , AF#EF IAM EHI%K
AR customer_ec2_instance_profile_policy. MWRHIEEXHRE T XRPFTIRH
BR, ZEEXHEEXRG LETHNAREFRFNR , MA2EEFREFINHFR TR,

EHBELESSMEY , AP EMEIRTFTHFARRENNRIERERF TR TR,
Iiief4t = CloudWatch, ARN = I BRE#, * = BEMN (EE) .
EC2 FRIA 1AM LB B S BR

JiiEt £t = CloudWatch, ARN = L S#RRE . * = BEMF (EE).

KRB MR BRI R M BIR (ARN)

Lottt Es (LD EC2)

EC2 HE# R AcknowledgeMessage, AW ERBIKS 4T S EC2
ystems Manager B8 B &% 18
DeleteMessage, e
FailMessage,
GetEndpoint,
GetMessages,
SendReply
Ec2 #iR R * (£EB) AFEHE L REKF EC2 HHVE
EFAER.
REERERAEID RF GetRole EC2 o Maws:iam::*:role/

customer-* FIREUZH IAM
ID aws:iam::*:role/cu
stomer_* ,

tEZBEEHNE AT BIZAEA AWEUATERER
il & :aws:logs:*:*:log-g
roup:i-*
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Jiiiet4t = CloudWatch, ARN = LD EFREAM, * = BEM (£E) .

K HE B MR BE R FE IR (ARN)
BIZE B ER AFF A ERNAL
#| : aws:logs:*:*:10g-g
roup:i-*
CW for MMS R DescribeAlarms, CloudWatch i1 IR B -~ Fhie
REHR,
PutMetricAlarm,

_ AT CWRABIEHREIRHNEE
PutMetricData Ho T e b B

JAVF CW [ RHYIK 7~ & fr e AR B
i

/ANO

Ec2 #r& R CreateTags, AW EEKF R EERS LR
n, BEMBERRZ,

DescribeTags,

BiIE4 CW AR B4 DescribeLogStreams, RAATSIE, HERIKREAT
NAMWBER : aws:1logs:

FilterLogEvents, *:%:10g-group:/mc/*

GetLogEvents
I 5% S EC2 imple Systems Manager (SSM)
SSM #&1E RAF DescribeAssociation, AT ELENKS PEAZT SSM
IjJﬁbo
GetDocument,

ListAssociations,

UpdateAssociationS
tatus,

Updatelnstancelnfo
rmation
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AMS &R AERIER

AMS B4R FIEMHE S

Jiest £t = CloudWatch, ARN = LD #FRE R, * = BERF (EE) .

SR 7 B

S3 I HY SSM 1518
PR

MR

BRyE

GetObject,

PutObiject,
AbortMultipartUpload,
ListMultipartUploadPorts,

ListBucketMultipar
tUploads

T 5% EC2 B8 F#BRSS (S3) Simple Storage Service

£ S3 HIREXI &

EFMEBE S3
77 R £ R
EFN IR BN R
S3

NBECHWBEE L&
F S3

IREX
kS

PutObject

PutObject

PutObject

HRAEIR (ARN)

AT LH SSM 3R EUH B #7 B XY
R, PO ZEs LENZSE
IR, HHHAHEZ S LEN
wmOFMF#M. EC2 aws:s3:::
mc-*-internal-*/aws/

ssm*

L1 EC2 N A RN FI H 420K
PR S3 FEBF RN R

AW EC2 NAREFEHHPHXNR
aws:s3:::mc-*-logs-*/
encrypted/app/*

AV EC2 AR SN EIE
EFREIEH S3 FiEN , Witk
7 aws:s3:::awsms-a*-
patch-data-*

A EC2 NARFNBENAE
E4£F : aws:s3:::mc-a*-log
s-*/aws/instances/*/
${aws:userid}/*

EC2 IAM 3:45I B & X 4
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AMS &R AERIER AMS B4R FIEMHE S

Jiest £t = CloudWatch, ARN = LD #FRE R, * = BERF (EE) .

REEF MR B’ R BTR (ARN)
FAEELE MC 8 R4 GetObject* TR EC2 NAEFMNATVEIR
Z2jH S3 A& o WS BEEAXR :

aws:s3:::mc-*-logs-*/
encrypted/mc* |,

aws:s3:::mc-*-logs-*/
mc/*,

aws:s3:::mc-a*-logs-*-

audit/*
BRTEIE4E S3 Ml BR a4 * (£ E) TRF EC2 NARERFXN AT RN
TERE

aws:s3:::mc-a*-logs-*/*

aws:s3:::mc-a*-int

ernal-*/*
BAHEIE4 S3CFN  3E4t Delete* ARV EC2 NABRFMUATHE
FhEW MIBRAERIFT R : aws:s3:::cf-
templates-*
BAEEIEL4E Y| 7 B4 ListBucket TARTFEFIHRBUATARTHE
¥ S3 mzE, FZALEHRE (mc) X

&R :aws:s3:::mc-*-logs-*

AWS Secrets Manager £ & ¥ EC2
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AMS BHR AR AMS ERIKFIEAHE R

Jiest £t = CloudWatch, ARN = LD #FRE R, * = BERF (EE) .

KEEFEER MR B’IE HHRFNEIR (ARN)
BBES—ERWHRE AW GetSecretValue EC2 AN 5% i\ Trend Cloud
8] X PR One TBHIWLZ :

aws:secretsmanager
:*:*:secret:/ams/eps/
cloud-one-agent-tenant-
id*

arn:aws:secretsman
ager:*:*:secret:/ams/
eps/cloud-one-agent-
activation-token* ,

aws:secretsmanager
:*:*:secret:/ams/eps/
cloud-one-agent-tenant-
id*

aws:secretsmanager
:*:*:secret:/ams/eps/
cloud-one-agent-tenant-

guid*
AWS Key Management Service £l & ¥ EC2
Trend Cloud One RF Decrypt EC2 AL B A 5l & /-migrati
2 2 4R onf AWS KMS # 48 ams/eps/c
loudone

arn:aws:kms:*:*:alias/
ams/eps/cloudone-migrat
ion

MR EAREBTE Amazon IAM BUER |, B85 IAM BIEBIR T HBEEE L,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html

AMS &R AERIER AMS B4R FIEMHE S

® Note
KBBEELSZMEG , HEH8MEFARTFRTAGRENNRIERERLS TR FNIR,

mRERRIAE
TRERTUBHATARUBRAE, LTUBIEEEEEEER (RFC) REKBIAE,

@ Note

CloudWatch 2016 £ 11 A 1 B# i TEKEHRREH. EXEZEE , S HCloudWatch
Rl

KREELBIZENER
i ZE BB AMAR R EE
Bk

NTFEMERH (*) Bk , AMS 31T F IO HETEEMNER FTHTHNE ; MR TTEHH1TH

K, AMS RieERER. WREHTEMERBE , AMS SBHEERRA , Hit AMS TG
25, ki, XEREAUEZELZIEHNE 4P ( MREEEEFMA Direct-Customer-Alerts
SNS & ) ,

Applicati B RejectedConnectionCount CloudWatch IR F A SE

on Load y o 1 s . " A B & KB MEIE 4 BV E UK
Beleraen B >0, F4E1 98, EL 5K, EEin

(ALB) =4

Applicati = TargetConnectionErrorCount CloudWatch R s #9828 #F
on Load Ml 2 B AR ThER SR,

Jm] 3 M 43 Na
SelErEEy B >0, 58108, EE5R, M) % HEIR,

(ALB) B#7

To#EC2 & SecureChannelFailure CloudWatch £ Windows 2451 =
245 — 5 5 KXEEBR , UEERLSEEIEE
. ERF 1S MBERT  FA0OMEE  pupt i g,

l@k? O-OO
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch_limits.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch_limits.html

AMS &R AERIER

AMS B4R FIEMHE S

AR

Aurora S

AWS
Backup

AWS
Outposts

ZE
Bk

i

fim

fim

BB AR R

CPUUtilization

KT 85% , 1542 5 08, ELL 2

Ko
DeleteRecoveryPoint

BN IAM ABZREAS IAM A
FPZEEAMBRT AWS Backup &

/AN O

AMSOutpostsinstanceFamilyCa
pacityAvailability InstanceF
amilyCapacityAvailability

=80% 4L 5 D |, EL 12 K,

AMSOutpostsinstanceTypeCapa
cityAvailability TypeCapacityAvaila
bility

=80% 4L 5 D8, ELE 12 R,

AMSOutpostsConnectedStatusC
onnectedStatus

<1,5E&558, EL 1R,

AMSOutpostsCapacityExceptio
nCapacityExceptions

0RR5DH , BE1K

CloudWatch 23R,

CloudWatch E4, RS BIXE
R & H,

CloudWatch ¥ AWS Outposts
FRHEBIRIIBE T AR
Bk,

CloudWatch ¥ AWS Outposts
BRARFIRBERETAMEA S
Bk,

CloudWatch AWS Outposts RS
HREENAEHER 2T 14
T E .

CloudWatch &3 % R BV =613
HREFTEHRRHER AWS
Outposts

WIRIEREOAE
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AMS BHR AR

AMS ERIKFIEAHE R

AR

EC2 3k4i-2
8 OSs

i

a

fim

i

BB AR R

CPUUtilization*

R LHITE M Systems Manager
B , NEL 6 X , HEE
o 95% , 4L 5 25

StatusCheckFailed
>0, &S5 78, EL 3R,
BREBERER

KT 95% , 545 04 | &

Nrd
/Ao

S
o

3E root BEHAER
KT 85% , ¥F4E 5 ohh | EL 2
Ko

BRABR T TERARS ; BXE
%58 |, {55 #fnttps://docs.aws.
amazon.com/managedservices/

latest/ctref/management-monitoring-

cloudwatch-enable-non-root-volume

s-monitoring.html#management-

monitoring-cloudwatch-enable-non-r

oot-volumes-monitoring-info,

NEAA *

MemoryFree ‘NF 5% , 54 5 7
B, ELR 6 R,

EPSEEHH4

EXRBIP R T EBERL

CloudWatch &1k, CPU FIA
EXERANABRFRSRETE
1t , BlmzEsi, LREKR. BE
WEMHEMRE,

CloudWatch 218,

CloudWatch E4,

WIRIEREOAE
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https://docs.aws.amazon.com/managedservices/latest/ctref/management-monitoring-cloudwatch-enable-non-root-volumes-monitoring.html#management-monitoring-cloudwatch-enable-non-root-volumes-monitoring-info
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https://docs.aws.amazon.com/managedservices/latest/ctref/management-monitoring-cloudwatch-enable-non-root-volumes-monitoring.html#management-monitoring-cloudwatch-enable-non-root-volumes-monitoring-info

AMS BHR AR AMS ERIKFIEAHE R

AR ZE BB AR R EE
=1k

BREREITRERRBR
EL 6 R, 5 THAFEHEKRT

T % EC2 95%. CloudWatch %38, {UERT
SR fl-Li E Linux 3241
SE4B-Linux . inux 3245,

N <5% , H4E5 o8, EE

6 R
ElastiCache & CurrConnections = 65000 L E 3R B A AMS ElastiCache &=
- ¥:cd HUHY B AOEERR &,

CloudWatch &R, MREEEH
WHRE , HBKR AMS AR,

W ERRIAE IRAS May 12, 2026 322



AMS &R AERIER

AMS B4R FIEMHE S

s #%
%1

ElastiCache &

TR

ElastiCache &
TR-WEE
=

BB AR R

CPUUtilization

Pi(E > ENE | B4 2 R, B
15 5348,

SwapUsage

ELES5R,5 THARKREKRT
50,000,000 F7,

SN
EE

CloudWatch Bk, ERIAER
90, MR Z Redis , MBHEXHI
KAFHUTEZ— :

» cache.t1.micro : 90%

» cache.m1.small : 90%

» cache.m1.medium : 90%

» cache.m1.large : 45%

» cache.m1.xlarge : 22.5%

* cache.m2.xlarge : 45%

» cache.m2.4xlarge : 11.25%

» cache.c1.xlarge : 11.25%

» cache.t2.micro : 90%

» cache.t2.small : 90%

» cache.t2.medium : 45%

» cache.m3.medium : 90%

» cache.m3.large : 45%
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2. RIFEEIH EC2 BAPRMENHRIIRIRGMEER DB TIHFRINEE, EAGIHR , “AIHHE" 2EL
FEEET EC2RAFBETHSRECDES EC2 EB1THEA,

3. AMS T AR TUBREEEHRERN EC2 XHIRMZE1T (BT healthy-host-
thresholdiRE#HTEIE ) , NMIFEHEKRRIFEEEZT

4. PRE EC2 KABIMEFMRIETT ARG , AMS &% RFC B AEAMNRA « 20, BoRIIAM, X
TBR Success ZHMEMIRE , REBIBR-KITE | HHRERRIEINERHREEMY E
B,

KiF AMS RS (SALZ)
77 WIE AWS Managed Services (AMS) fRFZ 2B RTHIET , ZRENE 7B LI — 43,
B AMS kIR E

RT3 AMS RFCs, REBREZHMBEEEBBANIK,IRE.

EEGEREARBECEN  FEERZBERTEEN, BRNIZIETXEKSFAERE  BAEEEE
AMS BERFERAXLEER :

- i MREEFEERE AMS AFEHE , BHRAREH AL IT EER
Active Directory,

« TIRFRNELIE (CSDM) : tkAREE AMS HERE A , IEIERSFEBE, LFEARMNREBLA
WERER , HROFHERMHSALPE AMS BEFNAE A, ERIUHEMNEABEREFEXREN
AMS BREH A ERE

- BEHAHRNR  SABRENENKFRERN URL 15 AMS 2§ &, SR UM CSDM 3RE
P4k,
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* AMS CLI : BRI BUBE AMS 251 57T % &R IR TEIREL AMS CLI , tH A LUEE CSDM 3REM A1 5
RBHERM. RERTHREFRE , BFREBLZEDIFHR AMS CLI FHEIRE SERETIRE.

o HPRTER . B I BOREMA X B EC2 K T84, AWS Managed Services 43 & O
(R4EHBEO ) I AWS Managed Services (AMS) T4 7Es) , HEARFEFRBESMNANE=-/
EHNTFIRETF 4 REE. AMS TEEATE 48 NITBHEERE R, B 67 ABRATIE
BT TAREME , BidREERNETF I,

.« Y58 . AMS BRIARH—4 CloudWatch 1845 , (BB AT LAE R EMIEIR, WMRRXEM , BiEET
*o

- BE : RIMERT , B8 BEFMHE ams-a-ACCOUNT_ID log-management & | REGIONIX 2 4 BX
BER X, REGION

o ZfE - EABR , AMS £ICREERNERIER U XX ENEROBESHFRT, i,
BRREL A, HALADE AMS BB ABEREBXEER,

o Xif : SO LUE AMS B HI5HREE VPC FETH, Bt LlEZ % AMS SKMS CLI Fia1Ttir®
(SR SAML BB , MELNENRIEAETR , BHFEMBR)

aws --profile saml amsskms get-vpc --vpc-id VPC_ID

/A Important

(® Note
AMS API/CLI ( amscm Fl amsskms ) LixT R F AWS #EE BT X, us-
east-1IRFELN FHRILRE A XN AR ENIK S MBIRFTERN AWS XiF |, EA8E
EEEREWD--region us-east-1HTRM, WRIXZENFHBEIEF%--
profile saml , M AIREEFE R0,

£ AMS FQDNs H&#

AWS Managed Services (AMSCTs) AR IXREXKE () EREHW AMS EEEBHNZLREZH AR
FQDN , =\ N, (844273800838 .amazonaws.comEBLXIMIEM AWS FQDN , FHITUTE—E
1E -

- AWS #2#l4& : £ AWS Directory Service B AM ‘BEXZREW JHEF,
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e CLI : BXIFEBRERAUTHS :

Windows ( JREIFA 1 FQDN ) :
whoami /upn
5 (DC+DC+DC=FQDN)

whoami /fqdn

Linux :

hostname --fqdn

(® Note

AMS API/CLI ( amscm Hl amsskms ) LixT RN T AWS #F L ILFHXiH, us-east-148
FENSMRINRES NUAREHNIK S MR RPAEN AWS Xif , BAgeZEEZ A HBS--
region us-east-1B#HTHRM. WRXBENFHBRIESE--profile saml , M ATgEE
FERM,

£ AMS RER AKX (AZs)
TAK : FiEKFHZELERNTARK. BABKIGHTRRXEH , EAFEHEXBKN TR D,

« AMS 2#|&  MBXE VPCs , ESMERTES , RAFRTHEXMN VPC. # VPCs FHAEE H
L, EFFRPIEFEERB TR, T HFEXREKARAXERRNFMEFEHEETHE,

+ AMS SMS SMS API/CLI :

aws amsskms list-subnet-summaries --output table

aws amsskms get-subnet --subnet-id SUBNET_ID
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® Note

AMS API/CLI ( amscm Fl amsskms ) LixT [ F AWS #BEFRLILFXIH, us-east-14R
REENFHRILRE R XNUREHIKS R RPAEN AWS Xif , BAEEEEREGS--
region us-east-1B#HTHRM. WRXBENFHBRIESE--profile saml , M AT gEE
FERM,

£ AMS & SNS EF&

21 SNS TBRE T ESHRER T ESWEIELN, AMS ZH#EX AMIBA (SR 4H SNS ) AMS
AMI B ) . CloudWatch B EC2 BRIR ( ESHEW AMS £ RN ER ) EH SNS £, EXIN
ZIEH SNS FA , BIITUATIRE

- AWS #2%|5 : £/ SNS Z#HAEEMEEA. NARFMITANUMEEER, EALIZ, Bl
BR. TN A M £,

- API/CLI ( BFIEH AMS K5 , EE AWSCLI )

HIHYREY SNS F -
aws sns list-topics
Sl 2K SNS 1T -

aws sns list-subscriptions

(® Note

AMS API/CLI ( amscm # amsskms ) K% S F AWS s ERLALBRIF., us-east-118
BENFHRILRE R XNUREHKSNRRPAEN AWS X , BAEEEREGS--
region us-east-1B#HTHRM. WRXBENFHBRIESE--profile saml , M ATEEE
FERM,

& AMS FERZNIRIE

ZHMIREEH AMS B ARHAWS Backup R TEE,
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https://docs.aws.amazon.com/managedservices/latest/userguide/ams-ami-notifications.html
https://docs.aws.amazon.com/managedservices/latest/userguide/ams-ami-notifications.html
https://docs.aws.amazon.com/managedservices/latest/userguide/sent-alert-views.html
https://aws.amazon.com/backup/
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BB @13 AWS Backup it RI#ITEE, &L AWS Backup HIEZ MR, FHEAREHE
BREZ I RIAMRE REEME XK, BEEREMN AMS K AWS Backup &E , &M https://
console.aws.amazon.com/backup ##l &% AWS CLI i TS ERMZ BT F.

H% AMS MW E S158 AWS Backup , BSHELHEE,
EHKRHI 1D = IP #biit

BEE LA IP HnkF g8 B F32,

BFERTEKG, BEFRRAHEIE AMI, BLTHAEEA] ID. X TF EC2 K4 (IR KHISHERRY
—#B45 ) EBIEESSS] , TEE LM FAENARER D :

« ASG R HSEfIR AMS #24|A : £ RFC FHAFENMH LEFUEMEKRMN RFC, 7 “WMITH "
o, FRFIRE ASG HIRMHEL ID , AR AT EC2 #25]& A uto Scaling Gro ups T H #
RiZHEWK ID HAREEREH, KREEKPIE , FHEP , THEBFHFITF-—NISEABTENKX
W, HhasaiE P it E RN EAEE.

« IR SRB EC2 SEIEEF (DB) EHIHy AMS 2% & : £ RFC HAE S NE LEF 612 EC2 ik
HMFEEIPIN RFCo EMITHHER D , LOFREISKHI ID M IP it

-« AWS EC2 #Z5l|A :

1. ESMMBEKF , iE£4F Instances (326, FFITFH “S£6)” TWHE,

2. REREE ID B9KHl, ERFFMAEFEEREITTFHER ID M IP bt
- AWS BiEFZHIE

1. BET L ERBIEEIG, FITFF 6" TH,

2. FESAEE ID WBIEESS, XFFAFEEREITIFHER ID.
« AMS CLI/API,

(@ Note
AMEEE AMS CLI FREEIXERTENR. ERE AMS API = CLI , FAIE AMS #2
FAEFRERFERE. X AMS CM API 2 AMS SKMS API SERH |, 5
RAFEETH AMS EERERID . BAEEERMEHBRIE--profileikn ; 4l
i, aws amsskms ams-cli-command --profile SAML. f&TE[EEZEEERM
%Z--regionitW , BAFE AMS e S &I FEA us-east-1 ; B, aws amscm ams-
cli-command --region=us-east-1
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https://docs.aws.amazon.com/managedservices/latest/userguide/continuity-mgmt.html
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® Note

AMS API/CLI ( amscm Fl amsskms ) LixT R F AWS L RTLILF X, us-
east-1RFELN FHRINREH X AR ENIK S MBRFTER AWS XiF |, &AI8E

EEERHEWS--region us-east-18#HITRM, WRIXZEN F BRI E--
profile saml , M AIREEFE RN,

BT T i & MEREUE R TR H X AER
aws amsskms get-stack --stack-id STACK_ID

BHEWM TR, Instanceld £ REKRZHIETOUtputs ( 2RHNERRH) :

"Stack": {

"StackId": "stack-7fa52bd5eb8240123",
"Status": {

"Id": "CreateCompleted",

"Name": "CreateCompleted"
b
"VpcId": "vpc-01234567890abcdef",
"Description": "Amazon",
"Parameters": [

{

"Value": "sg-01234567890abcdef,sg-01234567890abcdef",
"Key": "SecurityGroups"

"Value": "subnet-01234567890abcdef",
"Key": "InstanceSubnetId"

"Value": "t2.large",
"Key": "InstanceType"

"Value": "ami-0123456789@abcdef",
"Key": "InstanceAmiId"

EH,EH) 1D = IP it MRAS May 12, 2026 339



AMS BHR AR

AMS ERIKFIEAHE R

}
1,
"Tags": [1,
"Outputs": [
{
"Value": "i-@b22a22eec53b9321",
"Key": "InstanceId"
1,
{
"Value": "10.0.5.000",
"Key": "InstancePrivateIP"
}
1,

"StackTemplateId": "stm-s6xvs000000000000",
"CreatedTime": "1486584508416",

"Name" :

"Amazon"

DNS R FHELHF5

MALZ

FFZKFERX (MALZ) |, 91 AMS EE# Active Directory B FQDN A &2 8|2 DNS ig
Fo AMS BIEEZEZEEMX Linux M Windows BV &2, fli0 , R NMEBBIHEL AMI , 2 DNS
BRSIBDEFUERFHNEREL,

1. Ei5A SSH (Linux) 22 | AW TARA DNS id
3% : sshbastion(1-4).Your_Domain.com

g0 |, 3% A Your_Domain :

* sshbastionl.Your_Domain.com
 sshbastion2.Your_Domain.com
* sshbastion3.Your_Domain.com

* sshbastion4.Your_Domain.com

2. EijE RDP (Windows) &£ | BB XA DNS i2
X : o rdp-Username.Your_Domain.com

DNS RIFHIELE/M

MRZAS May 12, 2026 340



AMS BHR AR AMS ERIKFIEAHE R

Fltn , Eh AP EZRalextest, demobob, = , #EYour_Domain.com :

* rdp-alex.Your_Domain.com
* rdp-test.Your Domain.com
* rdp-demo.Your_Domain.com

* rdp-bob.Your_Domain.com

SALZ

Bk ERMKX (SALZ) TRIBEBZEEE Linux # Windows 82, Hla0 , MR SHAHBIHNEL
AMI , ££2 DNS iR SEFHUERFHNEREL,

1. EiFE SSH (Linux) &2 |, #FEA M TFTRAY DNS i
3% : sshbastion(1-4).AAccountNumber.amazonaws.com.

Blan , STE12345678901 2L :

* sshbastionl.A123456789012.amazonaws.com
* sshbastion2.A123456789012.amazonaws.com
* sshbastion3.A123456789012.amazonaws.com
* sshbastion4.A123456789012.amazonaws.com
2. Ei5iE RDP (Windows) 82 , EEABIXER DNS i2
3k . o rdpbastion(1-4).AACCOUNT_NUMBER.amazonaws.com

Blan |, WES1E12345678901 2L -

* rdpbastionl.A123456789012.amazonaws.com
* rdpbastion2.A123456789012.amazonaws.com
 rdpbastion3.A123456789012.amazonaws.com
 rdpbastion4.A123456789012.amazonaws.com

BREL P it

AMS ZF Al LAE A BIEIDNS R R EL2 BV #ERR SSH M RDP 22 | thalLAERE2 P #hilt,

EEREKSFHESL P #hit (SSH M RDP ) , BT TRE :
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AMS B E AR AMS BRI EAHE 8.
1. GEATFZKF landing zone : BFHZREZIKF,
2. 3T7F EC2 25l & HikFi=1TEHl,

FHHTFF “E2H61” TTH
3. HEMEPAITFIEMEH |, 3 A ssh-bastion = rdp-bastion,

ETMERFHRIEES | A customer-ssh 2 customer- rdp
8 RIEMKF #9 SSH and/or RDP £22,

FEE , BRT SSHE24 , BEAREINRTER AMS AENKEL  BXEERLFTTA,

4. %# SSH = RDP &£, MRRFEH R Windows TTE A HAEZF Linux K4 , W T LAEH
SSH &2, MRRAEEF Windows 3£4l , fRATLAER RDP 82, MRREAMN R Linux BER
4 48 % F Windows 341 , {RATLAEE RDP FREEA SSH &2 ( iX# R A LA B Windows
£H ). BEM Linux BERSHE Linux 356 , SEEFEH SSH ££,

EC2 k4 : 62
SR SAE AMS 24| A3 APICLI IR % A% #) Amazon EC2 T D% EC2,
Bl MK

EREH & el2 EC2 KA

TEERT AMS 24| 8 P ERRE,

TERE :
1. &M E “GlZ RFC” WHE : £ AMS B#HI AN ENSMEE S |, 2§ RFC 7 RFC BIRTTE , RiE
B & “f12 RFC,
2. TEBIAR XM F KR R ERERAEHRRE (CT), REE REFER WEH%ER CT,
- BMEWESEBRE SR BTG “REQE KiGFHMER CT, MEFTFF “&E17 RFC” WHE, &iE
B BTREERTERYERKIEERIBH CT RA,

BN CT#THF , BEAFFARIRENEPNAEESCREXSE, £EF—UEP , &HFE—
NCT, A& "8l RFC” 17T “B17T RFC” WH., MREA , ‘6l RFC” HHAZ I L HI ‘&
FIHRRA G2 i3,

EC2 £f : tI2 MRAS May 12, 2026 342
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o BERPER EFERF, FRH. MBEMNRE , CT HAGERERTT , AER “EAHIBRAGIE
B ((RER ) . B "8l RFC” 17T “&1T RFC” WH,
3. £ “iz{T RFC" WA L , J7F CT BEMXEUEE CT FAESE, LFEEEH ( MREHE RK
FUCERE MEFPIEE CT, WAaNEEEBRTER ) . 177 “HtEE” XEEFM AR RFC 915
£

/BNO

EHTEEXESS , FRATHANTHIRIBARESHNE BERETENRNITSH , HITTH
fb B B X o

4. TRfE , BE BT, MRREHIR , WSERENEIEN RFC TH , EFIEERXM RFC #
AEENMEITHR H,.

5. IAGTSHXEUERLREINEE. RIFTEULEFH RFC HWMITIRES. ( Wik ) BUE RFC =
{5 FA ST TEN TR P A9 3 B 1 22 — > RFC B &I,

£/ CLI 812 EC2 =4l
TERE :

1. £/ Inline Create ( A HBEMEA RFC MMTSH M create-rfcin® ) RERCIE ( HIBHEAN
JSON X# , —MNATF RFC 28 , —MNATHRITSEH ) , ARUXBANXHERMA K Hcreate-
rfc@v. XEHRTXBMAZE,

2. BEXHAEIREHK RFC ID B9 RFC: aws amscm submit-rfc --rfc-id ID &%,

¥4 RFC: aws amscm get-rfc --rfc-id ID &%,

EXEFUCRBRA , EEANTHS :

aws amscm list-change-type-version-summaries --filter
Attribute=ChangeTypeld,Value=CT_ID

(® Note

B LU EMCreateRfcSHEEM RFC —EFERH , TR EMREBE TEERENEN
W—E85 . Hltn , B RFC RAEXMNKEEA , EF LT HMEIE RGN RFC SHIH

( FRIITSH ), --notification "{\"Email\": {\"EmailRecipients\" :
[\"email@example.com\"]}}"BXFiE CreateRfc SEH %X , ESH (AMS TEEE
API &) ,
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RERBE -

£ AR BRERNMITS A create RFC 7% ( ABREHMITSHATER LGS )  REREEH
RFC ID, fltn , fRATLARHNREERAR

aws amscm create-rfc --change-type-id "ct-14027q@sjytlh" --change-type-version "4.0"
--title "EC2-Create-RFC" --execution-parameters "{\"Description\": \'"Create a new

EC2 Instance stack\",\"VpcId\": \"vpc-0a60eb65b4EXAMPLE\" ,\"Name\": \"My-EC2\",
\"TimeoutInMinutes\": 60,\"Parameters\": {\"InstanceAmiId\": \"ami-1234567890EXAMPLE\",
\"InstanceDetailedMonitoring\": false,\"InstanceEBSOptimized\": false,\"InstanceProfile
\": \"customer-mc-ec2-instance-profile\",\"InstanceRootVolumeIops\": 3000,
\"InstanceRootVolumeType\": \"gp3\",\"InstanceType\": \"t2.large\",\"InstanceUserData
\": \"\",\"InstanceSubnetId\": \"subnet-0bblc79de3EXAMPLE\" ,\"EnforceIMDSV2\":
\"false\"}}"

BEARBIE

1. MEEEHRRENHRITSEH L E JSON X ; LT RHIFHE®E CreateEC2Params.jsonf :

aws amscm get-change-type-version --change-type-id "ct-14027q@sjytlh" --query
"ChangeTypeVersion.ExecutionInputSchema" --output text > CreateEC2Params.json

2. fBWHIRTFE createec2Params X4, fHlan |, RO LA AXHENRAZTRAR -

"Description": "Create a new EC2 Instance stack",

"VpcId": "vpc-0a6@eb65b4EXAMPLE",

"Name": "My-EC2",

"TimeoutInMinutes": 60,

"Parameters": {
"InstanceAmiId": "ami-123456789QEXAMPLE",
"InstanceDetailedMonitoring": false,
"InstanceEBSOptimized": false,
"InstanceProfile": "customer-mc-ec2-instance-profile",
"InstanceRootVolumeIops": 3000,
"InstanceRootVolumeType": '"gp3",
"InstanceType": "t2.large",
"InstanceUserData": "",
"InstanceSubnetId": "subnet-0bblc79de3EXAMPLE",
"EnforceIMDSV2": "false"
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3. ¥ RFC BiRAE B LA X HKPH —PI XS ; LT ROFHE CreateEC2Rfc.jsonfs B A :

aws amscm create-rfc --generate-cli-skeleton > CreateEC2Rfc.json

4. 1EWHRIFZ CreateEC2Rfc.json X, flan , IRATLLAXENRBZERAR :

{

"ChangeTypeVersion": "4.0",
"ChangeTypeld": "ct-14027q0sjytlh",
"Title": "EC2-Create-RFC"

}

5. B2 RFC , $87E createec2rfc X4 H createec2Params X4 :

aws amscm create-rfc --cli-input-json file://CreateEC2Rfc.json --execution-
parameters file://CreateEC2Params.json

BEMB PR EIR RFC W ID , AATUEATRIERMEE RFC, BRI ZA , RFC N4t T4
BRSAFTERI

"R

® &4
MUEEREREW 3.0 AT , MREEEECHWRZEA , AMS T2 MBERIA AMS R£4,
MREREBERPIEEEBCHZTEH , AMS 20 AMS BRIALZ 24, EZRIKMRAEF |, Tig
ZREARETACSHZEE  AMS H2M mMBRIARL 4,
BEl , MREEEAELZEA , WEXTNENIKFIEERIN AMS Z£4AM ID , mc-
initial-garden-SG-namelAK&mc-initial-garden-SG-name,

@ EpHIER
AMS R#EEMEA t2, micro/t3.micro M t2, nano/t3.nano F &, XLERE/NHSSFIKRE | T
BEELREEHNNAERM AMS TEMNMEE, BRTNARFIEARIN , EC2 RFIEEERY
HNAEXREZHE EPS. SSM # Cloudwatch & AMS T B, BXEZEE , BSHA AN NATRE
Frif 2 IE#aRY EC2 S5,
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EORESTINEM EC2 itk , FSH EC2 ik | 812 (EFRAEMS ) .

BB Z LRI 50 MR | BEXHMY , B4 AEGEENE,

WMREE , 55 EC2 LHER 6 KW,

DM (BEHMESE )
SRR AR EC2 KAIMEMLS

TERERT AMS 24 & h it ElRE,

THERE .

1. &M E “GlZ RFC” WH : £ AMS B#I AN ENSMEE S |, 2§ RFC 7 RFC BIRTTE , RiE
B & “f12 RFC,

2. HRUAR RN ESCRE” AR P EREERERRE (CT) , HEE ERFEER WEPIEE CT,

- REUCRENRK - BB E REE XEFNER CT, LT Y217 RFC” WH, i#XE
B, BFeERREERKEERIAM CT A,

BN CT#THF , BEAFFARIRENEPNAEEICREXSE, £EF—UEP , &FE—
NCT, A& "8l RFC” 17T “B1T RFC” WH., MREA , ‘6l RFC” HHAZ I LI 6
FIHRRA G2 i3,

o BERAER EERF, FRH, MBMNRE , CT RAGRERTT , AER “ERIBRASGIE
RO ((MRER ) . B ‘8l RFC” 17T “&1T RFC” WH,
3. £ “BfT RFC" WA L , T7F CT BMXELUEE CT FHAFEE, LIEEEH ( MREE WK

FUCERE EFIERE CT, AN BEERTE ) ., 177 “HttEE” XEEFMAX RFC B35
B,

EHOTEEXESS , FRATAN THIIRIBAFESHNE. ERETENKITSH , FIFH
b EC B X3,

4. TRRJE , B BT, MRRBHIR , WERANEIZN RFC TH , HFIEEREXMW RFC #
WEESMIEEITHE.

5. IASTSHXBUERLRIVEE, RIFTEMLENR RFC HITIRS. ( Wik ) BUE RFC 5
{5 FA TN TR BP9 3 B 1 22 — > RFC BRI,
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AMS BHR AR AMS ERIKFIEAHE R

£/ CLI B2 EC2 SZPIMH 5

THERE :

1. £/ Inline Create ( X HEEFTE RFC MiiTS B create-rfcin s ) SEREYE ( BIEZHD
JSON X# , —MNATFT RFC 2% , —1MNATRITSEH ) , RBUXHENXHERmM AL Hcreate-
rfcimt. XEHERTXFHEMS %,

2. BZHEAIREAM RFC ID B RFC: aws amscm submit-rfc --rfc-id ID @y

O

¥4 RFC: aws amscm get-rfc --rfc-id ID &%,

EREERRBERE , EEANTHT

aws amscm list-change-type-version-summaries --filter
Attribute=ChangeTypeld,Value=CT_ID

® Note

1&'&—1J«XHEHCreateRfc*?ﬁlﬁﬁtﬂ RFC — A , TitClI—REE TR EREMNEN
B —EB5. flan , BEFE RFCRAEXNEE A |, EFLLTRMEIE R RFC SHE 0
( TE#H‘_I%}%Z ) o --notification "{\"Email\": {\"EmailRecipients\"

[\"email@example.com\"]}}"HEXFH CreateRfc SHHIFIEK , HSH (AMS TEE
APl ZZ&E) .

RERBIE -

EANKEHRNHITSE AR E create RFC 8% ( NEREHMITSHABER LGS ) , AFRXIREMH
RFC ID ( ROURERHESE ) o Sl , RATARHENREERAS

aws amscm create-rfc --change-type-id "ct-laqsjf86w6vxg" --change-type-version "4.0"
--title "EC2-Create-A-V-QC" --execution-parameters "{\"Description\":\"My EC2 stack
with addl vol\",\"VpcId\":\"VPC_ID\",\"Name\":\"My Stack\",\"StackTemplateId\":

\"stm-nn8v8ffhcal6llbmo\",\"TimeoutInMinutes\":60,\"Parameters\":{\"InstanceAmiId\":

\"AMI_ID\",\"InstanceSubnetId\":\"SUBNET_ID\"}}

BRBIE -

1. FHERRBEMNRITSEHE L EE I JSON X4 CreateEC2AVParams.json,
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AMS &8 AR AMS ERIKFIEAHE R

aws amscm get-change-type-version --change-type-id "ct-laqsjf86wébvxg" --query
"ChangeTypeVersion.ExecutionInputSchema" --output text > CreateEC2AVParams.json

2. 1BWHRTF createec2avParams X ( RBIERT AZHSE ) . HlW , RO LLBXBFENRAEE
BRRA

{

"Description": "EC2-Create-1-Addl-Volumes",

"VpcId": "VPC_ID",

"StackTemplateId": "stm-nn8v8ffhcal6llbmo",

"Name": "My-EC2-1-Addl-Volume",

"TimeoutInMinutes": 60,

"Parameters": {
"InstanceAmiId": "AMI_ID",
"InstanceSecurityGroupIds": "SECURITY_GROUP_ID",
"InstanceCoreCount": 1,
"InstanceThreadsPerCore": 2,
"InstanceDetailedMonitoring": "true",
"InstanceEBSOptimized": "false",
"InstanceProfile": "customer-mc-ec2-instance-profile",
"InstanceRootVolumeIops": 100,
"InstanceRootVolumeName": "/dev/xvda",
"InstanceRootVolumeSize": 50,
"InstanceRootVolumeType": "iol",
"RootVolumeKmsKeyId": "default",
"InstancePrivateStaticIp": "10.27.0.100",
"InstanceSecondaryPrivateIpAddressCount": @,
"InstanceTerminationProtection": "false",
"InstanceType": "t3.large",
"CreditSpecification": "unlimited",
"InstanceUserData": "echo $",
"VolumelEncrypted": "true",
"VolumelIops": "I0PS"
"VolumelKmsKeyId": "KMS_MASTER_KEY_ID",
"VolumelName" : "xvdh"
"VolumelSize": "2 GiB",
"VolumelSnapshot": "SNAPSHOT_ID",
"VolumelType": "iol",
"InstanceSubnetId": "SUBNET_ID"

}
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AMS BHR AR AMS ERIKFIEAHE R

3. M RFC BiRAE B LB X HKPH—PXXHF ; LT ROIMFHE CreateEC2AVRSc.jsonti & A :

aws amscm create-rfc --generate-cli-skeleton > CreateEC2AVRfc.json

4. {BWHR1FEZ CreateEC2AVRIfc.json X #, Hli , FRATSLAXBHEARAEZERAS :

{

"ChangeTypeVersion": "4.0",

"ChangeTypeld": "ct-laqsjf86wbvxg",

"Title": "EC2-Create-1-Addl-Volume-RFC"
}

5. 6|2 RFC , $8E createec2avrFC 3 M createec2avParams X4 :

aws amscm create-rfc --cli-input-json file://CreateEC2AVRfc.json --execution-
parameters file://CreateEC2AVParams.json

EIEM R U EIH RFC 89 ID , AWTERAERERMEE RFC, ERRRZHT , RFC Nt T4
BRSATER

=R

/A Important
XMTERBE-—NMRA v4.0, EFERATFRNEERER StackTemplateld ( stm-
nn8v8ffhcal611bmo ) » MRBEEBTITRXFELENREN RFC , IX—[BEE, #
A A T HAFSE ( RootVolumeKmsKeyld#l CreditSpecification ) , HE®R T —NAAE
S ( InstanceType ) FIERIAE,

© ZhI%n

- MRERBEENRBIEER , WSMAFHEHIEEE, FHAS
#InstanceCoreCountfMInstanceThreadsPerCore, EEHRMNBEMLES cores/
threads , EZSREMSEHISEEM CPU IS CPU RN LIEL.

« AMS THEMEA t2, micro/t3.micro = t2, nano/t3.nano EHIZEE, BAIAR/D |, BRT W
W THERRI , EFTEXIF EPS, SSM # Cloudwatch & AMS T &, BXEZEER , &
SRANENNARRIERIERN EC2 SEHIKE,
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AMS B9 ATRISTE AMS BERIK P SEAHE &
« £ 4.0 lRAH |, BRIAKFM t2.large A S t3.larg eo BRIANERT |, T3 EHILL “ERIAD” /5
. BIERHIEFETFTE CPU Ry , B FLEBE CPU BRFIMNIER. Mk , B LUERF
T2 £ £ CreditSpecification FoPR £,
« B Amazon EC2 WEZER , BREADEN , BSRL S #sE M T8 =308,

EEOREEAL S ERGH EC2 #ik , WS EC2 M - Fif (EREMS )
v, WK
B 1B B 2 15 [ A PR

EREHAEREER T FMNR

TERERT AMS 246 &Pt ERE,

THERE .

1. M E “6lZ RFC” WH : £ AMS #B#HI AN ENSMEE S |, 2§ RFC 7 RFC BIRTTE , RiE
B “fl2 RFC,

2. HRUAR RN ESCRE” AR P EFREERERRE (CT) , HEE ERFEER WEPIEE CT,
« BREWREHIRE  BUNES RECE XEHWER CT, ME¥TIT “B1T RFC” WH, #HiE
B, BT ReEARECEREFRIAR CT MR

BEX CT #THF , BEAFAAERREARTNABEERREXE, EE—ABSP , E&F—
NCT, R & "8l RFC” 17T “B1T RFC” WH., MREA , ‘6l RFC” HHZ I LI 6
FIHRRA G2 i£T,

o BERAER EERF, FR7, MBMNRE , CT RAGRERTT , AER “EHIBRASGIE
R (MRER ) . B ‘8l RFC” 17T “&1T RFC” WH,

3. £ “BfT RFC" WA L , T7F CT BMXELUESE CT FHAFEE, LIEEEH ( MREE WK
FUCERE EFIEE CT, WaNBEERTE ) ., 177 “HttEE” XEEF AR RFC B35
B,

EHOTEEXESS , FRATANTHIIRIBAFESHNE. ERETENKTSH , FIFH
bl iE X3,

4. TRE , B BT, MRRBHIR , WERKNEIZN RFC TH , HFIEERXM RFC #
WEENMEETHE.
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AMS BHR AR AMS ERIKFIEAHE R

5. IABTZHEXBUEETLRINEE, FIFTELER RFC WIMITIAS. ( Ak ) BUE RFC &
{5 I TR TET T #P AV I T 6 32 — > RFC B EIAS,

M CLI EREE R HRNR
THERE .

1. £/ Inline Create ( X HBEFE RFC MTSH M create-rfcint ) RERCE ( BIEHA
JSON X# , — NATF RFC S8 , —1MNATHITSEH ) , RABRUXFENXHERM AL Hcreate-
rfCﬁ%o ﬁi;ﬁm?ﬁﬁﬁﬁiio

2. BXHE ARG/ RFC ID B RFC: aws amscm submit-rfc --rfc-id ID &%,

¥#: RFC: aws amscm get-rfc --rfc-id ID &%,

EXEFUCRBEMRA , EEANTHS :

aws amscm list-change-type-version-summaries --filter
Attribute=ChangeTypeld,Value=CT_ID

(® Note

BRI LA ECreateRfFcSHEFT RFC —REA , TRl IRBEE TEEXREWEN

W —EBo. BN , B RFC RS E R W EEH , HFLATHRMEIERN RFC 83 %
(FARWMITSE ), --notification "{\"Email\": {\"EmailRecipients\"
[\"email@example.com\"]}}"BXFiE CreateRfc ZH KK , HSH (AMS T EEE
API £E) ,

RERBIE

FERRNBKERNNITSHAE create RFC it ( ABEHIITSEINEZR ST ) , REERXIREH
RFC ID, flgn , {RETLAAXHENREERAR

aws --profile saml amscm create-rfc --change-type-id "ct-1dmlg9g1191h6" --change-type-
version "3.0" --title "Stack-Admin-Access-QC" --execution-parameters "{\"DomainFQDN
\":\"TEST.com\",\"StackIds\":[\"stack-01234567890abcdef\"],\"TimeRequestedInHours\":1,
\"Usernames\":[\"TEST\"]1,\"VpcId\":\"VPC_ID\"}"
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AMS BHR AR AMS ERIKFIEAHE R

BEAROIE -

1. FHEERRENNMITSI JSON B EEIXHH ; hROFERE

GrantAdminAccessParams.json#y :

aws amscm get-change-type-version --change-type-id "ct-1dmlg9g1191h6"
--query "ChangeTypeVersion.ExecutionInputSchema" --output text >
GrantAdminAccessParams. json

&M H R 1F1Z GrantAdminAccessParams X#, It , fRAILAXENREERNS

{

"DomainFQDN": "mycorpdomain.acme.com",
"StackIds": [STACK_ID, STACK_ID],
"TimeRequestedInHours": 12,

"Username": ["USERNAME" , "USERNAME"],
"VpcId": "VPC_ID"

}

HEE |, ZTimeRequestedInHoursiEMERIA N — /Mot BERZALARE+ = /DA,

2. f¥ RFC &A% H B LR )X RPH— N ; AT REIFHE GrantAdminAccessRfc.jsonin &
N

aws amscm create-rfc --generate-cli-skeleton > GrantAdminAccessRfc.json

3. &R HRIFEZ GrantAdminAccessRfc.json X, Hil0 , (RATLAXBENEAERANS

{

"ChangeTypeId": "ct-1dmlg9g1191h6",
"ChangeTypeVersion": "3.0",

"Title": "Request-Admin-Access-to-EC2-RFC"
}

4. 1% RFC , #8& GrantAdminAccessRfc X H GrantAdminAcessParams 44 :

aws amscm create-rfc --cli-input-json file://GrantAdminAccessRfc.json --execution-
parameters file://GrantAdminAccessParams. json

BERB P IKREH RFC K ID , ATUEAERIERMEE RFC, BEBRRZH , RFC NLT45
BRSATERI
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AMS BHR AR AMS ERIKFIEAHE R

EBESELEFRXA , FERT -SR] KHE R RO #ITERE.

=R

(® Note

BEAEGRERIBZARIEEN. AXER  FSAEREERABRNR | EHF.
BEERET ASG L6l , BFEEERIGE ASG Hitk , X H &R 7] S5 R Fr A R ERHY 3261,

BXiEXR ReadOnly HRIXBRH A , iHSHReadOnly FRIER : EF3Ko

Fi% ReadOnly a4 BR
fERAEF A 1ER ReadOnly 1 R R

TEERT AMS 24| 8 Pt EhRE,

THERE .

1. &M E “GlZ RFC” WH : £ AMS B#I AN ENSMEE S |, 2§ RFC 7 RFC BIRTTE , RiE
B & “f12 RFC,

2. HRUAR RN ESCRE” AR P EFREERERRE (CT) , HEE ERFIEER WEPIEE CT,
« BREWRBEHIRE  BANES RECE XEHWER CT, M “B1T RFC” WH, HiE
B, BFeERREEREERIAM CT A,

BEX CT #THF , BEAFAARIREBARTNABEERREXE, EE—ABSD , &F—
NCT, Rl & "8l RFC” 17T “B1T RFC” WH, MREA , “0lE RFC” IHEAZ L L HI 6
FIBRRZA B2 £ T,
o BRRFNERE EFERKH. FRH, MENRE, CT FAGEENITH , AETR “EAIAMRAECIE
BRI ((MRER ) . B "8 RFC” 17T “&1T RFC” WH,
3. £ “i21T RFC" WHE L , #J7F CT EMXEUEE CT FAEEE, LFEEETH ( MREHE “RK

FUCERE EFIEE CT, WaNBEERTE ) ., 177 “HttEE” XEEUF AR RFC B35
£

JBNO

EHTEEXESS , FRATHAN THIRIWARESHNE, BERETENRNITSH , HITTH
kBB X o

R, ER WA May 12, 2026 353
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AMS BHR AR AMS ERIKFIEAHE R

4. TRfE , BE BT, MRREHIR , WERENEIEN RFC H , EFIEERXMW RFC #
AEENDEEITHR .

5. I BT HXBUEETLRINEE, R UELER RFC MMITRS. ( Al ) BUE RFC &
{5 FH TU TED TO 4P A9 3 T 6 32 — > RFC BRI A,

£/ CLI &3k ReadOnly @] X BR
TERE .

1. £/ Inline Create ( A HBEMEA RFC M1TSH M create-rfcint ) RERCIE ( HIBAEAN
JSON X# , —MNATF RFC S8 , —MNATHITSH ) , RARUXAENXHFERNRA L Hicreate-
rfcin . XBEWRTXHISE,

2. BXH#HAIREK RFC ID B9 RFC: aws amscm submit-rfc --rfc-id ID 5,

¥4 RFC: aws amscm get-rfc --rfc-id ID &%,

ERNEFERRBERAE , FEANTHT

aws amscm list-change-type-version-summaries --filter
Attribute=ChangeTypeld,Value=CT_ID

(@ Note

B LU {EMICreateRfc S HEEM RFC —EFEAH , TR EMRBE TEERENEN
W—EBo. BN, B RFC RSB R W EEA , HFLATHRMEIERN RFC S8 %

( FRMITSE ), --notification "{\"Email\": {\"EmailRecipients\" :
[\"email@example.com\"]}}" & XxFHE CreateRfc ZHHFIFK , HESH (AMS TEERE
API BE) ,

RER B -

FEARBRENHITSH ( MBREMNMTSHIERAK SIS ) R create RFC 8%, RERRIEE
B RFC ID, flt , RATLLARXHNREERAR

aws --profile saml amscm create-rfc --change-type-id "ct-199h35t7uz6jl" --change-type-
version "3.0" --title "Stack-R0O-Access-@C" --execution-parameters "{\"DomainFQDN\":
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AMS BHR AR AMS ERIKFIEAHE R

\"TEST.com\",\"StackIds\":[\"stack-01234567890abcdef\"],\"TimeRequestedInHours\":1,
\"Usernames\": [\"TEST\"1,\"VpcId\":\"VPC_ID\"}"

BRI
1. FHERREHNITSER JSON B H B X HH ; IWRbIFED S

GrantReadOnlyAccessParams.jsony :

aws amscm get-change-type-version --change-type-id "ct-199h35t7uz6jl1"
--query "ChangeTypeVersion.ExecutionInputSchema" --output text >
GrantReadOnlyAccessParams. json

&R HR1EZ GrantReadOnlyAccessParams (4. Hlt0 , fROTLLAXENERERAE :

{

"DomainFQDN": "mycorpdomain.acme.com",
"StackIds": [STACK_ID, STACK_ID],
"TimeRequestedInHours": 12,

"Usernames": ["USERNAME", "USERNAME"],
"VpcId": "VPC_ID"

}

HEE |, ZTimeRequestedInHoursiEMERIA N — /Mot BERZAILABRE+ =/ at,

2. ¥ RFC &4k % B H B X4 RPE— AN ; BUTFREIEHE GrantReadOnlyAccessRfc.jsondn
=

aws amscm create-rfc --generate-cli-skeleton > GrantReadOnlyAccessRfc.json

3. U HRTFZ GrantReadOnlyAccessRfc.json X4, Hlin , fRATSLAXHENREERAR

{

"ChangeTypeld": "ct-199h35t7uz6jl1",
"ChangeTypeVersion": "3.0",

"Title": "Request-ReadOnly-Access-to-EC2-RFC"
}

4. BI# RFC, 8% GrantReadOnlyAccessRfc X ##1 GrantReadOnlyAcessParams 3 f+ :

aws amscm create-rfc --cli-input-json file://GrantReadOnlyAccessRfc.json --
execution-parameters file://GrantReadOnlyAccessParams. json
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AMS BHR AR AMS ERIKFIEAHE R

IBTE MR U EFT RFC 8 ID , AR ERIBRMILEIE RFC, ERIBR2H , RFC NPT
MIRASBETERD.

EELELBFXA] , BFRET—NSR KO R R #HITRE,

RBR
@ Note
BRI EHREREP 2 RERRAEE#H., BXRIFHARFE , S F K Read-Only HEMR | &
#o
EZRXET EC2 Auto Scaling 4 (ASG) W3kfl , BEZERFR ASG #Htk | XEEF AT LR
8] AT B < Bk B9 36l

AXERERRAGARRORS , BSHEERBENE  #FR.
Hfty | Hftt RFC , IEfE 8% (CLI)

RGBT BR Il E B | Hfth | Hftb | 812 CT (ct-1e1xtak34nx76) ERERFTAE T A CTs it

LERTIFFEEICREN , BERALK CT; ER , IRETHERSERINA CT HEESH , K
FRIBSFERUATREY . BREXRSHERNEE , HSRARSIERTH,

XMRBEH RFC FEREBHE  XERBECEE AMS #EF X, X RFC 5 , AMS BRER
EEBRR , WL EELBNHEK,

(@ Note

FHEME CTs , AMS BIUEER “RIRETHE I ( EEH A FIEE "R, £ AP I/CLI H
FABMERMNEEZ ) , RRHXLED CTs ER AMS RERKE RFC , H A seEH AN
T EEHEB, MRERIIXLTES RFCs , BFLEHED 24 Nt ETE, WMRETRETF
R E 2 BIRIRGHLAE | RFC R B3R,

IEBIE

« Comment: RFC B9 A&,
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AMS BHR AR AMS ERIKFIEAHE R

« ChangeTypeId#lChangeTypeVersion : fH Other | Create (ct-lelxtak34nx76) ERFE
R , £ Other | Update (ct-0xdawir96cy7k) EXIMERIR ; HEER v,

ALEZAE Priority: AI#EZMENHighMedium, FHKLow,

REXBIZE -

- ERNKEHINITSHAR L create RFC 8% ( RBARERITSHRERE LSS ) . TEIER
“HAth | 81

aws amscm create-rfc --change-type-id "ct-lelxtak34nx76" --change-type-version "1.0"
--title "TITLE" --execution-parameters "{\"Comment\": \"What you want created\"}"

- EABGIZE RFC BEFIREM RFC HFHIRRX RFC, ERXZHl , RFC N FiZEditingREs , F
2B ET
aws amscm submit-rfc --rfc-id RFC_ID

- B RFCRBHEFMITAE

aws amscm get-rfc --rfc-id RFC_ID

BRI

1. ARITSHEIEHRTF— JSON X# ; REFHEE N OtherParams json , I EH
EPriority3# :

{
"Comment": "What you want created",
"Priority": "Medium"

}

2. 7 RFC SHABIBHREFE— JSON 3 ; REINES AN OtherRfc .json,

{

"ChangeTypeId": "ct-lelxtak34nx76",
"ChangeTypeVersion": "1.0",

"Title": "TITLE"

}
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AMS BHR AR AMS ERIKFIEAHE R

3. BIE RFC , {EE OtherRfc X4 #1 OtherParams 344 :

aws amscm create-rfc --cli-input-json file://OtherRfc.json --execution-parameters
file://0therParams. json

£ B E Rfcld PUREIHT RFC BIEE. Hla :

{
"RfcId": "RFC-ID"

}

4. ERXRFC:
aws amscm submit-rfc --rfc-id RFC-ID

MRRBEHIR , MWRRBEERTD.
5, BEMBBERIWRSHERTNTHE  FHITUTRAE

aws amscm get-rfc --rfc-id RFC-ID

EAHEK : BER, ER. B3, FIib

O LAER AMS 2| A 5 API/CLI B, ER. BaI={E1E AMS ik,

i B 3tEAR
15 2 & M BRrtEAR

AMS ZH &P BESCRENFFER !

THERE .

1. $ME 02 RFC” A : £ AMS 2H AN ENSMERF , B RFC 17T RFC JIRIE , AR
2 “BI& RFC”

2. FERVARY R EIRE ME P EFEEHEIRE (CT) , WEE HRAEER AEPEE CT,

o REWRERRK AN ETE “RECE XEFNER CT, X HEHTH &84T RFC”’ WH. FE
B, BTRERRZECIEKERERIBN CT 4.
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AMS B4R ABRHER AMS 7 R0 SERHE 8.
BX CT#THF , BEAFAARIRBARTNARTERREXE, ®#E—ABSD , &F—
NCT, ARET "0 RFC” 17T “B1T RFC” WH., MEREAR , “6lE RFC" RHEZ L L HI &
FBRRA G2 1T,

o BERPNER EERF, FRH, MBMRE , CT RAGRERTT , AER “EHIBRASCIZE
B (RER ) . B "8l RFC” 17T “&1T RFC” WH,
3. £ “BfT RFC" WA L , T7F CT BMXELUEE CT FHAFEE, LIEETH ( MREE WK
FUCRE IEFIEE CT, AN GEBRTE ) , FTTHMEEXFNNEX RFC BER.

EHOTEEXESS , FRATANTHIRIWARESHNE BERETENRNITSH , HITTH
fb BB X o

4. TRfE , BE BT, MRREHIR , WERENEIEN RFC TH , EPIEERXM RFC #
AE BB ITHR H,.

5. IAETSHXBUERLRINEE, B TELEHR RFC BIMITIRS. ( Wik ) BUE RFC 5
{5 FH U TED TO 4B A9 I T 6 32 — > RFC BRI A,

£ CLI Ml BRtERL

THERE .

1. £/ Inline Create ( X HBEFE RFC MTSH M create-rfcant ) RERCIE ( BIEHA
JSON X# , — NATF RFC S8 , —1MNATHITSEH )  RABRUXFENXHERM AL Hcreate-
rfCﬁ%o ﬁi#ﬁm?ﬁﬁﬁﬁiio

2. BZHARMEM RFC ID B RFC: aws amscm submit-rfc --rfc-id ID &%,

¥4 RFC: aws amscm get-rfc --rfc-id ID &%,

EREERRBERAE , FEANTHT

aws amscm list-change-type-version-summaries --filter
Attribute=ChangeTypeld,Value=CT_ID

(® Note
B LU E{ICreateRfcSHEEM RFC —REA , Tt I—REBE TR ER AW
B —EB2 . flan , BfE RFCRAEXTNEEH |, FFFLTHRMEIERN RFC S 32
( FRIITSH ), --notification "{\"Email\": {\"EmailRecipients\" :
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AMS BHR AR AMS ERIKFIEAHE R

[\"email@example.com\"]1}}"HEXFiE CreateRfc ZHWFIXK , HFSH (AMS TEEHE
API &%) ,

RERBIE -

EANERREHRNVMITSHEA N create RFC 8% ( RERRHIMITSHABER LGS ) , AERXIREM
RFC ID, fltn , fRATLLARFENREERAR

aws amscm create-rfc --change-type-id "ct-0q@bic@ywgk6c" --change-type-version "1.0" --
title "Delete My Stack" --execution-parameters "{\"StackId\":\"STACK_ID\"}"

BRI
1. ¥ RFC #ii B H e XX 4R P — N3 ; AT RFH DeleteStackRfc.jsonip & H :

aws amscm create-rfc --generate-cli-skeleton > DeleteStackRfc.json
2. 1B HR1FE DeleteStackRfc.json X4,

ExecutionParameters JSON ¥ B YR ER 5| 5 A R FHT (\) #1758 L. SRETFF AL RS
8] 9 =1

{
"ChangeTypeVersion": "1.0",
"ChangeTypeld": "ct-0q0bicOywqgkéc",
"Title": "Delete-My-Stack-RFC"
"ExecutionParameters": "{
\"StackId\":\"STACK_ID\"}"

}

3. fIERFC:

aws amscm create-rfc --cli-input-json file://DeleteStackRfc.json

IBE R P U R RFC B ID , HAILAMEAERIBRMILIE RFC, EHEIERZH , RFC AT 4
BRABETLER,

B MR, ER. B3, FLE frZs May 12, 2026 360


https://docs.aws.amazon.com/managedservices/latest/ApiReference-cm/API_CreateRfc.html
https://docs.aws.amazon.com/managedservices/latest/ApiReference-cm/API_CreateRfc.html

AMS BHR AR AMS ERIKFIEAHE R

=R

® Note
GRMIBR S3 7R , W AFERE RN REZE,

/A Important

B EREEAR AT RESTH RBIEFIMNBRAINER, EXEZIEE , 5551 RFC EHEER
=00 “M BR3tERREY RFC”,

EN=F:: 353
£ 2 G & BB K
AMS ZH &P BESCRENEFER !

THERE :

1. SE 022 RFC” WH : £ AMS 255N EMSHERS |, £§ RFC I RFC HIRTTE , RiF
B & “812 RFC,
2. EBRIARY M E A YRPEEERAERER (CT) , RNEE “HEFER WE Fik#E CT,
« BREUESEABRNE SRR “RECE KiGFMWER CT, M “&E17 RFC” WH, &E
B BT ReERAPORGIERERRIAMN CT iR,

BN CT#THF , BEAFAFARIRENEPNAEESCREXSE, £F—UEP , &EFE—
N CT, ARRET "0 RFC” #17T “B1T RFC” WH, MERER , “6lE RFC HHZ L LI &
FIBRRA G2 i3,
o BERPNER EERF, FRH, MBMRE , CT HAGRERTT , A2 R “EAIBRASCIE
B (RER ) . B "8l RFC” 17T “&1T RFC” WH,
3. £ “iz1T RFC" WA L , J7F CT BEMXEUEE CT FAEEE, LFEEEH ( MREHE R
ERRE QEFERCT, WaNBEEREH ) . THFHEMEEXEIRFMNER RFC HER.

EHRTEEXESS , FRTHAN THNIRIWARESHNE. BERETENRNITSH , BITTH
fbBL B X o
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AMS 5 NRIET AMS BRI FSERE S
4. ZRE , BT BT, IRREHR, W2ERANEIEN RFC RH , EHE22RXM RFC #
AEENDEEITHR .

5. IAETSHEXBUETERINEE, B UELER RFC WIMITIRS. ( Ak ) BUE RFC &
{5E I TUTEN T EP AV I T 6 2 — > RFC B EIZS,

£/ CLI ER ik

THERE :

1. £/ Inline Create ( BAHBEMEA RFC M1TSH M create-rfcin® ) RNERCIE ( RIBHEAN
JSON Xt | —1MATF RFC S8, —MNATHITSE ) , ARUEXAMN 4 ERm A K Hicreate-
IfCﬁi%o ﬁi;ﬁm?ﬁﬁﬁﬁ;fo

2. BXWAHIREM RFC ID B9 RFC: aws amscm submit-rfc --rfc-id ID @%,

¥4 RFC: aws amscm get-rfc --rfc-id ID %,

ERNEFRRERAE , FEANTHT

aws amscm list-change-type-version-summaries --filter
Attribute=ChangeTypeld,Value=CT_ID

@ Note

B LA EfICreateRFcSHEME RFC —2FEA , TR EIRER TEEREWEN
W—E5. Hltn , £ RFC RSERMNKEEA , B F LT HRMENE R RFC S840

( FRMITSH ), --notification "{\"Email\": {\"EmailRecipients\" :
[\"email@example.com\"]1}}"HEXFFE CreateRfc SHHFIX , ESH (AMS TEEE
API ZZ&) ,

NER B2 -

£ A RBRENMITS A create RFC 7% ( ABREHMITSHABER LGS )  REREEH
RFC ID, fltn , fRATLARXHNREERAR

aws amscm create-rfc --change-type-id "ct-02u@hoaa9grat" --change-type-version "1.0" --
title "Reboot My Stack" --execution-parameters "{\"StackId\":\"STACK_ID\"}"
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AMS BHR AR AMS ERIKFIEAHE R

BEAROIE -

1. N RFC BERHEHI Y XHRPH— NP, IMIFEERTINEF
RebootStackRfc.json., EEE , B TRE—NATEL (EBTE3) ) EHIHMRMITSEH , Hitkh
TSI T JSON XA FH |, TFENELIMHNHITSE JSON X,

aws amscm create-rfc --generate-cli-skeleton > StopInstanceRfc.json

2. &% R 1F RebootStackRfc.json X # .

ExecutionParametersJSON § BHFHNIB5| 5 LM ERARFT () #HITHE L. =~F) :

{

"ChangeTypeId": "ct-02u@hoaa9grat",
"Title": "Reboot-My-EC2-RFC",
"TimeoutInMinutes": 60,
"ExecutionParameters": "{

\"StackId\":\"STACK_ID\"
yn
}
3. f|ERFC:

aws amscm create-rfc --cli-input-json file://RebootStackRfc.json

ETEM A R U BIH RFC 89 ID , AWTERERERMEE RFC, EERRRZAET , RFC Nt T4
BRSATER,

=R
BXNABRFASGSERENESR  BeRANARFAHI9ESR.

I8 3 Ak

£ AR & )5 3tk

AMS ZH &P ESCRENFFER !

THERE :
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AMS BHR AR AMS ERIKFIEAHE R

1. $ME “@I2& RFC” WH : £ AMS ZHANANSMERS , 25 RFC T7F RFC JIRTE , AJE
g “BI& RFC”

2. ERUAR RN ESCRE” AR P EREEREWRRE (CT) , HEE ERFEER WEPIEE CT,

- REUCRENRK - BT RECE XEFNER CT, LT Y217 RFC” WH, i#E
B, BFeERREEREERIAM CT A,

BN CT#THF , BEAFFAEIRENEPNAMEEICREXE, £F-—UEP , &EFE—
N CT, ARRET "0 RFC” 17T “B1T RFC” WH, MEREAR , “6lE RFC" HHZ L LI &
R B ARS8 £ T,

o RRFNERE EFBRH. FRI, MENRE , CT FAEEEFITH , AETF “EAIBMRAECIZ
B ((RER ) . B "8l RFC” 17T “&1T RFC” WH,

3. £ “iZ1T RFC" WH L , #J7F CT EMXEUEE CT FHEEE, LFEEETH ( MREHE “RK
FUCRE IEFIEE CT, AN EEBRTE ) , FITHMEEXFSMNERX RFC BESR.
EHOTEEXESS , FATANTHIIRIBAFESHNE. ERETENKTSHS , FIFH
b EC B X3

4. TRRfE , BE BT, MRRBHIR , WERKNEIZN RFC TH , HFIEERXMW RFC #
WESMIBEITH L.

5. HABETSHXBUERELRINEE., RIFRNEUERH RFC WRITRS. (7l ) BUH RFC =
R E AR LI 622 — 1 RFC M EIA,

£/ CLI B3tk

THERE :

1. £/ Inline Create ( A HBEFME RFC MTSH M create-rfcin® ) RERCIE ( RIBAEAN
JSON ¥ , — NATF RFC &% , —1MNATHITSEH ) , RABUXFNINXHERM A K Hcreate-
rfCﬁi%o ﬁi#ﬁm?ﬁﬁﬁﬂifo

2. BX#HAIREIR RFC ID B9 RFC: aws amscm submit-rfc --rfc-id ID s,

¥4 RFC: aws amscm get-rfc --rfc-id ID @,
EREERRERE , BEAUTHS

aws amscm list-change-type-version-summaries --filter
Attribute=ChangeTypeld,Value=CT_ID
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AMS BHR AR AMS ERIKFIEAHE R

® Note

B LA EfICreateRFcSHEMET RFC —2FEA , TR EMNREE TEEREMEN

W —EBa. Bl , B RFCIRAE R W EEH , HFLHTHMEIERN RFC S5 %

( FRIITSE ), --notification "{\"Email\": {\"EmailRecipients\"
[\"email@example.com\"]1}}"HEXFiA CreateRfc ZHWFIXK , HSH (AMS TEEHE
APl Z&) ,

RERBIE -

£ AR B RN MITS A W create RFC 7% ( ABREHMITSHATBER LGS )  REREEH
RFC ID, fltn , fRATLLARHFNREERAR

aws amscm create-rfc --change-type-id "ct-1h5xgl9cr4bzy" --change-type-version "1.0" --
title "Start My Stack" --execution-parameters "{\"StackId\":\"STACK_ID\"}"

BRI

1. ¥ RFC ERM BB YT XHRPW -, XNMIFEAEETNEF
StartinstanceRfc.json, EEE , HFRE—NATEHKRNNTSEH , AHBITSHRITULT
3t JSON XA GH , TERERIMHINITSE JSON X #,

aws amscm create-rfc --generate-cli-skeleton > StartStackRfc.json

2. EHIHRF StartStackRfcjson X, Bl , RATLAXENREBRAE -

{

"ChangeTypeId": "ct-1h5xgl9cr4bzy",
"Title": "Start-My-EC2-RFC",
"TimeoutInMinutes": 60,
"ExecutionParameters": "{

\"StackId\":\"STACK_ID\"
3n
}
3. f|ERFC:

aws amscm create-rfc --cli-input-json file://StartStackRfc.json
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AMS BHR AR AMS ERIKFIEAHE R

IBTE MR U EFT RFC 8 ID , AR ERIBRMILEIE RFC, ERIBR2H , RFC NPT
MIRASBETERD.

=R

BEXNABRFASMGERENEER , BRANARFAHI9ESR.

12 1L 3R
{5 F 2 5 & 7 L

AMS BH AP LHERRBENRREER :

TERE :
1. &M E “GlZ RFC” WH : £ AMS B#HIAMNENSMEES |, 2§ RFC 7 RFC BIRTTE , RiE
B & “f12 RFC,
2. TEERIAMY XM EHRE URPEREHAERER (CT) , RNEE REFER MEDERE CT,
« BREUESEABRNE - SRR “RECE KiGHMWER CT, M “&E17 RFC” WH, &E
B BT ReERAPORGIERERRIAMN CT iR,

EX CT #1THRF , BEAFAFMNEASREMNETPNAEERREXE, £E—MNEH | &EF—
NCT, AREETE ‘912 RFC” T “121T RFC” TH, MRER |, ‘6l RFC” R EZEDL L HI “6E
A IBRR A B 2" IR,

o BERAER EERF, FR7, MBMRE , CT RAGRERTT , AER “EHIBRASGIE
RO ((MRER ) . B ‘8l RFC” 17T “&1T RFC” WH,

3. £ “BfT RFC" WA L , T7F CT BMXELUESE CT FAFEE, LIEEEH ( MREE WK
FUCERE IEFIEE CT, AN GEBRTE ) , FTTHMEEXFSNNEX RFC BER.

EHRTEEXES , FATANTHIIRIBAFTESHNE, BERETENRTSH , FIFH
b Ee B X3

4. TG , B BT, BIRREHR , WSERANEIEN RFC TH , EFES 2RI RFC #
WEESMIEEITHE.

5. I BT HXBUEETLRINEE, R TELER RFC HIMITRE. ( Al& ) BUE RFC &
{5 FA ST TR BP9 3 B 81 22 — > RFC RYEIAS.
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AMS BHR AR AMS ERIKFIEAHE R

£/ CLI =1Ltk

THERE :

1. £/ Inline Create ( BAXHBEME RFC MM1TSH M create-rfcint ) RERCIE ( HIEAEAN
JSON X# , — MNATF RFC 2% , —1MNATHITSEH ) , RBRUXHENXHERmMAL Hcreate-
rfcint. XBERRT XIS %,

2. BZHARMEM RFC ID B RFC: aws amscm submit-rfc --rfc-id ID &%,

¥4 RFC: aws amscm get-rfc --rfc-id ID &%,

EXEFUCRBRA , EEANTHS :

aws amscm list-change-type-version-summaries --filter
Attribute=ChangeTypeld,Value=CT_ID

(® Note

BRI LA ECreateRfFcSHEF RFC —REA , TR ElIRBE TEEXRENWEN

W —EBo. BN , B RFC RSB R W EEH , HFLATHRMEIERN RFC S8 %

( FRMITSE ) o --notification "{\"Email\": {\"EmailRecipients\" :
[\"email@example.com\"]1}}"HXFE CreateRfc ZHHFIFK , BHESH (AMS T EERE
API B£) ,

NER I -

£ A RBRENMITS A create RFC 7% ( ABREHMITSHITBER LGS )  REREEH
RFC ID, fltn , fRATLLARXHENREERAR

aws amscm create-rfc --change-type-id "ct-3dgbnh6gpst4d" --change-type-version "1.0" --
title "Stop My Stack" --execution-parameters "{\"StackId\":\"STACK_ID\"}"

BRI

1. F RFC BB HEESB XHRPH - HH. XMIFLERTANEF StopStackRfc.json,
FER , BTRE-NTMRATEL (EBRRED ) XOANKTSH , RUEHRITSHA LM TRY
JSON X#A G | THRUZLMANITSE JSON X,
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AMS &8 AR AMS B4R FIEMHE S

aws amscm create-rfc --generate-cli-skeleton > StopStackRfc.json

2. & H4RTF StopStackRfc.json X, Flan , fRATLAXEFNREBRAR -

{

"ChangeTypeld": "ct-3dgbnh6gpst4d",
"Title": "Stop-My-EC2-RFC",
"TimeoutInMinutes": 60,
"ExecutionParameters": "{

\"StackId\":\"STACK_ID\"
}Il
}
3. BIE RFC:

aws amscm create-rfc --cli-input-json file://StopInstanceRfc.json

BEMB PR EIR RFC W ID , AATUEATRIERMEE RFC, BRI ZA , RFC N4t T4
BRSAFTERI

"R

BRIFEMER AMS BRI HEFITRIER , BN EF LAY SEHRFRIFE LIRS

MREFE , BS5M EC2 LHPERIF LR,

177 8] 74

XERGIE R T EIRSE RFC HRINEG , ABSRLBF6, EXxBFHRNENFMES | iF
S EER,.

@ Note

B Auto Scaling 4 8122 EC2 LA EBFEAH HEY 1P it , BMATER EC2 BHI &K
ERiZ P it

FTEEHIE -
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AMS BHR AR AMS ERIKFIEAHE R

« 22 DNS KIFEME IP it : EAPAERR DNS REFBAFHDNS RIFHEL EMBIRFPAIRERK
B2 P ik, EREZL IP Hbik

- AP # ( Hla username@customerdomain.com ) M= : K~ EIE,
o R IP Mk BEIREUWLEER , BEE AMS 2H SR TE , RIEEEFZNHEK , RFE EC2
A PRSIk YRR ID. W TR EC2 3261 , BRI LAEA AMS SKMS ai 5B X AMS

SKMS API 2%& | {5 AWS Artifact 2 H &R “HRE" R+, BEERMEK ID, REEER
AMS SKMS API 2% | i§Z 5] AWS Artifact #2&| & F Y ‘& ET~, EERMEK IP i,

REZFEHRE2L P it (SSHH RDP ) , AEEAUTEREZ —EF.
M Linux it &2 Linux
5/ SSH iE#:%| SSH &2 , AFEZEE Linux =41,
MALZ
BEXREFELEMNESER , 5 DNS £2,
EEEF Linux 261 , BABEEREE SSH B2,

1. I shell EOHH A :

ssh Domain_F@DN\\Username@SSH_bastion_name
or SSH_bastion_IP

MR YREY domain_FQDN =2 “corp.domain.com” , fREVIK & 2 “123456789123" , {REVE B 2
“amazonaws.com” , fRIEREL 4" {RWAFER ", BLREXHE : JoeSmith

ssh corp.domain.com\\JoeSmith sshbastion4.A123456789123.amazonaws.com

2. FERENLATNES B RERER,
3. HHI Bash BREY , £ SSH EXEH , ABHA :

ssh Domain_F@DN\\Username@Instance_IP

qE , IRAERAEFERE ()

ssh -1 Domain_F@DN\\Username@Instance_IP
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AMS BHR AR AMS ERIKFIEAHE R

SALZ
EXRFERL2BMNEZELR |, HESHE DNS &2,
EEHEE Linux 324 |, BAFMEERES SSH 842,

1. fTF shell BOHBA :

ssh DOMAIN_FQDN\\USERNAME@SSH_BASTION_name
or SSH_BASTION_IP

WMRIRAIKS = 123456789123 , fRIEFREL 4 , {(RVAFER © JoeSmith

ssh corp.domain.com\\JoeSmith sshbastionl.A123456789123.amazonaws.com

2. FRENATNEYEZERER,
3. HHI Bash IBRAY , £ SSH EXEH , RERA :

ssh DOMAIN_FQDN\\USERNAME@INSTANCE_IP
HE | RASMERABRFRIRE ()

ssh -1 DOMAIN_FQDN\\USERNAME@INSTANCE_IP

Linux T &E#LE Windows =4
£/ SSH R2:E M RDP & Fim MIREY Linux 1T EHLEEE] Windows K81,
MALZ
EBRFEEAT Linux WZRREEREETFin ; R THIEA Microsoft IR RE ( ATiERES

Windows 2 R HRFZ IR UNIX EFi% ) » Rdesktop 2% — iR,

® Note
B3R Windows KBIM S X AT RES R EAMIZE REEF ki Fo

B EEI SSH BBiE , REEF.
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AMS &8 AR AMS B4R FIEMHE S

BXRHEBLETNESER , BSFIDNS KIFHNEL2E .

FFEawTRI R TIE :

- ERFALEEZENERS ; BRER , BERIBEHER,
« EFE—NKIFH DNS SSH B2 Z R 1TiERE ; i

sshbastion(1-4).Your_Domain

MR YREY domain_FQDN =2 “corp.domain.com” , #REJ AMS EEH Your_Domain_Domain 2
“amazonaws.com” , fRIEEREL 4" {RWAFER ", BLREXHE : JoeSmith

ssh corp.domain.com\\JoeSmith sshbastion4.amazonaws.com

- EREEEEXLIN IP it ; BXRER , FSHAERESH D P ik,

1. @il SSH B3iEi&E RDP , M Linux £EZ Windows 3£6l, EfFFA FEMELXHsshind , &
AR JLFh 555 ] BASREE -

« £ Linux AEF [ RETE , REW A SSH EERGD

BASTION="sshbastion(1-4).Your_Domain""
WINDOWS="Windows_Instance_Private_IP"
AD="AD_Account_Number"

USER="AD_Username"

ssh -L 3389:$WINDOWS:3389 A$AD\\\\$USER@$BASTION

Blan , MREAUTE :
BASTION="sshbastion4.A123456789123.amazonaws.com"
WINDOWS="172.16.3.254"

AD="ACORP_example"

USER="7john.doe"

- FEEEEEFMEsshar T H,

ZieBiER  ERNNERBEXHE (RIRTEEHEE ) :
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AMS BHR AR AMS ERIKFIEAHE R

ssh -L 3389:172.16.3.254:3389 ACORP_example\\\\john.doe@myamsadomain.com
2. F— {IFZERESKEE K, W ARE MU FiEO 127.0.0. 1:3389 , REITFER,

HE , NFH Linux RENFEFE Windows =61, MREEA RDesktop , MasH M FATR :

rdesktop 127.0.0.1:3389

Windows SEHIMIZREREE S RESLEM Linux £E L.

® Tip
NMREREHERXELERY , BETR 1 PRIUEREAFET shell
A% 0 3389 B SSH £2 5 Windows EHIR Y MEER (EHE
¥eprivate_ip_address_of_windows_instance) :

nc private_ip_address_of_windows_instance 3389 -v -z
Ih

nc 172.16.0.83 3389 -v -z
Connection to 172.16.0.83 3389 port [tcp/ms-wbt-server] succeeded
netstat -anvp | grep 3389
tcp 0 0 172.16.0.253:48079 172.16.3.254:3389 ESTABLISHED

SALZ

BRFERXFHUIEEEEAT Linux WERSEEER PR ; %~ HIEA Microsoft IZfE £
H ( ATE#EZE Windows LA RSFHIFFIR UNIX B ) o Rdesktop %5 — ik,

® Note
B3R Windows KBIM S X ATREL R EAMIZEREE S ki Fo

B EE I SSH BBiE , REEF.
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AMS BHR AR AMS ERIKFIEAHE R

BXRHEBLETNESER , BSFIDNS KIFHNEL2E .

FFEawTRI R TIE :

- ERFALEEZENERS ; BRER , BERIBEHER,
« EFE—NKIFH DNS SSH B2 Z R 1TiERE ; i

sshbastion(1-4).AAMSAccountNumber.amazonaws.com

MEIREIIKS B 123456789123 RGIREREL 4, BLRIXH

sshbastion4.A123456789123.amazonaws.com

- EREEEEXHIN IP it ; BXRER , FSHAEREH D P it

1. @il SSH B3iEi&E RDP , M Linux £EZ Windows 3£6l, EfFFA FEMELXHsshind , &
AR U 5 7E v AR EE -

« £ Linux AEF [ RETE , AW A SSHIEERGD

BASTION="sshbastion(1-4).AAMSAccountNumber.amazonaws.com"
WINDOWS="WINDOWS_INSTANCE_PRIVATE_IP"
AD="AD_ACCOUNT_NUMBER"

USER="AD_USERNAME"

ssh -L 3389:$WINDOWS:3389 A$AD\\\\$USER@$BASTION

Blan , MREAUTE :
BASTION="sshbastion4.A123456789123.amazonaws.com"
WINDOWS="172.16.3.254"

AD="ACORP_example"

USER="7john.doe"

- FEEEEEFMEsshar T H,

ZieWER  EVNFERBEXHE (RIRZEEMEE )
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AMS BHR AR AMS ERIKFIEAHE R

ssh -L 3389:172.16.3.254:3389 ACORP_example\\\
\john.doe@sshbastion4.A123456789123.amazonaws.com

2. F—  fIFZRREEF,W , WMAREHFFO 127.0.0. 1:3389 , AEITHiEE,

HNE , NFTH Linux KEANFEFRE Windows 3E4l, 1R RDesktop , M S M RAIR :

rdesktop 127.0.0.1:3389

Windows SEfIMZRE £ EHE O F.E RESEM Linux £E L.

® Tip
NMRERFERXELZEZRD , FEFR 1 PRIUEREAFIET shell
A9l O 3389 @Y SSH £2 5 Windows EHIZE M MEERE (EH4E
#private_ip_address_of_windows_instance) :

nc private_ip_address_of_windows_instance 3389 -v -z
I
nc 172.16.0.83 3389 -v -z

Connection to 172.16.0.83 3389 port [tcp/ms-wbt-server] succeeded
netstat -anvp | grep 3389

tcp 0 0 172.16.0.253:48079 172.16.3.254:3389 ESTABLISHED

Windows it & #1% Windows 3£ 45l

£ Windows iZf2 S HIEEZE FimM Windows 1T E#HiE#EE| Windows 34,

MALZ

BEXRHELEMNESZER , BSHDNS KIFHNELE .

1. IFZEREEEERF (FEN Windows BF ) |, RIEHE “EHE” FERFPHEA Windows E2
YR %F DNS & #5.
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AMS BHR AR AMS ERIKFIEAHE R

2. EREE, TERKAEEZHER22 ) RDP &,

MR, WRITHF—NEREXNEE. BERBHENR , BEEMREN LT Active Directory &
&, BBEA Windows E6]—#,

3. HEE2HTHERKEEERRF , M ATIEEMN Windows EHI#Y IP st (4540
10.0.0.100 ) , SREIE#E Connect, TEIEH#EE| Windows 3£l 81 , BIXEEEMN T Active
Directory E#E,

SALZ

BXRHFELETNESER , BSFIDNS KIFHNEL2E .

1. ITAZREMEERER (FEHN Windows 85 ) |, RABEENE FEHMA Windows 82
IR % DNS &% ; fflilrdpbastion(1-4).AAMSAccountNumber .amazonaws.com ,
MBRAIKS R 123456789123 HERER TERL2 4, MZBVFUO TR
o rdpbastion4.A123456789123.amazonaws.com

2. BEFREE, sEREEEZEHS222 1 RDP E#,

MR, MNETF—NEEXNEE, ERESHRNE , EEABEH T Active Directory &
&, BB Windows SEHI—#,

3. HELZ2MTHAZRISEEERR , MAZEEMN Windows EHIAY IP sk ( fi0
10.0.0.100 ) , SR/F1E$F Connect, 1EiE#EE| Windows £Hl2 81 , BXEEEM T Active
Directory Z#&,

Windows 1+ &E#1ZE Linux SE41
EM Windows S EHXT SSH £2# 1T RDP , BREBUT I RIRE,
MALZ

FERBTR AR T

- BERGAEEEZENKS ; BXRER , BSRBEHER,
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AMS &8 AR AMS B4R FIEMHE S

o EF—NKIFH DNS SSH B2 Z Wit 1TiE R ; Hlm .

sshbastion(1-4).YOUR_DOMAIN

R YOUR_DOMAIN & myamsaddomain.com” RIGIRIEBREL 4 , MERIXHF :

sshbastion4.myamsaddomain.com

- EREEEEXHIN IP it ; BXRER , FSHAEREH D = IP it

E M Windows it EHLEREZS Linux S5 , HMEFERES| SSH 84,

5 R4 Windows OpenSSH & Fimsl EE AR ITEN EZZE P uTTY, ET# AKX OpenSSH 9
EZER , H25 Windows ##) Op en SSH,

1. {ERAZAH Windows HFTF PuTTY H# A SSH B2 EHZ R SSH EL2HK IP bk, Hi
M, 10.65.2.214 (22 FAF SSH W% 0 ; RINER TFHIRBiZIKOD ) -

2. OpenSSH = PuTTY ZiREY SSH EZFIELHITHAARTE D,
3. fERAZMTF Active Directory EERIRBIHENR , BEEA RDP £ —#,
4. H I Bash BRAY , A SSH #H AEHl, A -

ssh DOMAIN_FQDN\USERNAME@INSTANCE_IP

SALZ
FFUA BT AR T
- BRALEERNES ; AXER , BBRIEAER.

o EF—NKIFH DNS SSH B2 Z Wit 1TiE R ; Hlm .

sshbastion(1-4).AAMSAccountNumber .amazonaws.com

MEIREIIKS B 123456789123 RGIREREL 4, ML RIXHF

sshbastion4.A123456789123.amazonaws.com

- EREEEEAXHIN IP it ; BXRER , FSHAEKRESH D P it
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EM Windows it EHEREZR Linux S5 , KM EERES| SSH B4,

EARE Windows OpenSSH B inREEARMITEN LRE P uTTY, ETH#HAEX OpenSSH By
E%EE , H50 Windows F# Op en SSH,

1. ERAZAH Windows RITFF PuTTY M A SSH BL2MEHZ M SSH R289 IP #rut, Hi
i, 10.65.2.214 (22 2FAF SSH Wk O ; RIMBER T RBZHRO ) .

2. OpenSSH = PuTTY ZiRBid SSH E#ZFELHITHAARTED,
3. FEAEM T Active Directory EHEFRIRBIHRINPR , BEEA RDP EH—#,
4. X Bash RRAET , EFH SSH #AEH, WA :

ssh DOMAIN_FQDN\USERNAME@INSTANCE_IP

ESTE S
R AVS 2HIAREEH, HEMTAERAER - MHEHREE, EIF SEERMAXHRM
o, REMAXNROIGS LRERY  XHRNRTUSE U4

@ Note
MARBIEHRE TRBEZD , AMS BER TRELSEREEIRFMOEH.

E{EA AMS RAAREEH | WATATRE
1. MENSHREHEE B4

EHFIRTH

MRENEHIERNZE , WBEREEFENSIISRR[EEN “FE RS

MRCHEEFEABRESIHX , BT EXHFPOIREH", £ Support Center Console H§T
FEHCERTE , ZNHEHXB3ER AMS RFEH,
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/A Important
o DUFLMEBIE XF QBT  MEEFHIZEMAEE N, MRERBEL , RRETUET
Support Center REIEIE , AWS &G E BHHLH,
- BENPXXGEEHBYHAZIGRS., EHMERESFER , MAR RFC HRLEH,
« XF RFC [[& , EFEMAMEX RFC FAFEE N HEH LHBERFEIER AMS TE/,

« WTRLAA , BOESHER (P1HP2) XXM, INPXDEFTERTREE
o

2. MRBERIBEN  FETHIIRPERSHIRESIRILES.

- FRAEREBROEH.

- EARDEBFHEH.

- EOENEH

- (REFFENSEN,

- —IMESEN. EFXRNEH

- RELET —I2nRHRBENEH.
- BRICEXEENEHF,

- —INEZERNEH,

- KPP HRRAAESES,

3. EESIE.

BIRSEHRETIT

4., EBREER
- 1K : 5 AWS/AMS &R <8I RS =R AR FH Non-critical ZheEZ B2,
- F1: 5 AWS/AMS BRHEXPLSRESINARFZIHER N , BET4FRERS,

- B BNLESRIFELE, SNNRARFTE AWS/AMS BRAXHXBIERTRA, TH
FMEF= RGN R ENFEIMIRIT.
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5.

6.

EHE—PRH,

® Note

MREENXAEHIEE , BESHHEFRMFREITIHIRE
(AMSTestNoOpsActionRequired).

WMALTEE :

FR  BHREHERERE
« YWIARFHRM  —EFER SR | SRR EHEREFRENBRSROAER.

- FHAEE  2EHEREN. BRRNREUARBRALROTHL R, ASFMRNEE , EFH
1 BR 3 AMEATAE R AE B

ERMMA | BEE DM JBRBFFENKYE  REEE T, EMERK4 , B i
¥R

EFRRER

RAF—NEACEERE , EFESEXEANER , AIMRE, &, SeI&, ID MRS, %
R—NMas el 2R ERERHN BE X,

BHEE UTHEEXE , ARBREZFAEERIRSEN.
EHERE , 2d RARM
NMREHBEEL -AFERANEHRE  FR2E MEES

AT RBIT S !

EHSEHFERE B4 FIRTE L.

BIE RSB X

E#H AWS Managed Services (AMS) #Z#| & AIERSER , BHITUTRE :

1.

MEM SRk BRSER
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AR5 ERFIRIT I

C

MRENRFERIIRAZE , WERMFERENLFEREEN “E= RS

MREMEEFEABEFRIK , ¥ o5 Support Cent er FH “BIERRSER” , £ Supp ort Center
Console FITFFIRFIERAVNETE , ZNHEH<E3ER AMS BRFEE,

® Note

B X FOLAKENBESHRET , LEFHIRESMNEED, MRXKBEL  RATE
& Support Center RHIEE , AWS & B E BHEHLH,

/A Important

BIENIRZEEEHEBLEXERS, EHFNERFIER. R RFC [ |, EFEAHEX
RFC #4{EE M H LB EIEEKR AMS T2,

2. MREERIARSER , FE TAIRFERRSERRSHLSR,

« PRI REERAY RS E R

o HARDERHFRSER

- BESERRSEER,

- BEHTTNRSER.

- BESER. EXRBBREFER.

- FEBET D2 RHRBAIRSER.
- BEIERERERESNRSEER,

« RFEREE R,

- KPR RSER.

3. GEEBIE.

RTI “BIZRSER TWH,
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4, :\li?%—/l\?é%']o

® Note

MREEN RS ERINGE , BERSERFEPRM “FREUTE” #5
HAMSTestNoOpsActionRequired,

5. MANTEER:

- EFEXFEIRRT LIRIE[RS FRIFAEENEE,
o YRR FERF  BRTBRIRAR FEBERR AN | XEB FERHESBEREHF,
- F#E5  BEELREHRTRERZHESR.

ERMEHE | B R, NEBFENMY , REEET T . EMERMH , BT M
BR

6. EERXR.
RAF—PEAGERNE , EFESEXRBRSHERNEE , flwkRE, £, 26/, ID MR
D, BAE-NMEE L ENFRERBEXSE,
A ERRFER2EFERFERIIRTE L, HERIIBREERWTIRE AMS #IHSE
B, T 6E A RS
B EE T EEXEHREESFAREEIRSERN.
RSERBRE , Bd “BREAZ,
BENMBES UERETESVKRTENEMES.

AT RMBIT S

NFKEMEXESR , HEA AMS BHIAPHWEMES ; AMS CM API ChangeTypeld
ct-lelxtak34nx76 FHIEL AWS Support APl IssueType=AMS H#Y,

BIERSFIER M7 May 12, 2026 381



AMS BHR AR AMS ERIKFIEAHE R

AR SRR

BERIEBZEMT AMS IKF |, LR EFIRES AMS X, FSFH T !

« BTk, A HA NEHK CT 2IZEThEEFT 2/ WordPress RN HEEM T TEH AMS &KLk,

- AMS FF R - AMS AP HEE#IR T AMS RIZhaE , 51 TxBARE, BE. 8O, A8R T AR
By AMS EEERIREEM, WA , BRHETIHREERAEEN AMS BINE. ERHETHXUM
£ AMS ZEEE RGN EMGEA , ARMT —LES. £ERTHOEEHRR

« AMS API 2% : It API SZRETAE AP HRAMNER , 2FiER. WA R,
« AMS NAER : ( AMS AERM) #iR TE AMS AHEBMEF NAREFNAREM G,

Hiz

UTHRERFANETEASTHYE (F% ) CT ( ct-06mjngx5Sflwto ) . £ CLI FMEAEH A GIERE
RN S R, BME T HXEPE Linux Auto Scaling 4 (ASG) FEE Windows ASG HI#iE,

A CT &I (2 ) B985 ChangeTypeld AT AMS B KRS EhHKF,

CLI ##2 : SAMNEH (Linux/RHEL)

AT BUAER AMS CLIF S A (HA) REHEREE R AMS iz,

(® Note
REBELEE AMZN Linux M RHEL FRER# 1T 7 M,

FEAFAEESHE RFCs

1. BIEREMENE (HA NEHEK )

2. 73 CodeDeploy R AREF B S3 771

3. B2 WordPress N AREFEZHMH &R S3 F61H
4. EREFE RN ATREF CodeDeploy

5. 118]3% WordPress M H & F R SE
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FHauinE® T/E

HE | SLHEREAY | STAMENEHKRSHR | 012 CT A6l Auto Scaling ., AFHSHEE.
FEE LR CodeDeploy B ARFEMMBEL (ELNNARFEENENER ) . BXEER,
CodeDeploy #EZ 51+ 42 CodeDeploy ?

KEGEASTHENEHK (B4 ) RFC , HPE1E UserData H iR T i ol 2 AT HBEH
WordPress CodeDeploy #4843,

Tl UserDataE RV BT Eif) http://169.254.169.254/|atest/meta-data/ £ 12 #9354 7T 3k 3R

RS , NERIZITHSEBIHRIREN EC2 SRl T #dE |, Hlansefl ID, XigE, AFHEMAPHIX—
1T : REGION=$(curl 169.254.169.254/1latest/meta-data/placement/availability-
zone/ | sed 's/[a-z]%$//"') , BARARKEBEHNTHERS KRB RNZHFXEHH SREGION &
B  HERATKREETHAEMN S3 Z#M/ URL, CodeDeploy 169.254.169.254 IP R EEFE VPC
NEEH ( FTE ABALERZES ) . VPCs BXREZBRFNEES , BSHARMIABENACEE. 5
BEEE , LE B A UserData FBIZEL “root” AF BT , FEEMFEA “sudo” BT

FEGHUTSHREENRINE (MEFRR) -

- Auto Scaling ##4 : Cooldown=300, DesiredCapacity=2, EBSOptimized=false,
HealthCheckGracePeriod=600, IAMInstanceProfile=customer-mc-ec2-instance-
profile, InstanceDetailedMonitoring=true, InstanceRootVolumelops=0,
InstanceRootVolumeType=standard, InstanceType=m3.medium,
MaxInstances=2, MinInstances=2, ScaleDownPolicyCooldown=300,
ScaleDownPolicyEvaluationPeriods=4, ScaleDownPolicyPeriod=60,
ScaleDownPolicyScalingAdjustment=-1, ScaleDownPolicyStatistic=Average,
ScaleDownPolicyThreshold=35, ScaleMetricName=CPUUtilization,
ScaleUpPolicyCooldown=6@, ScaleUpPolicyEvaluationPeriods=2,
ScaleUpPolicyPeriod=60, ScaleUpPolicyScalingAdjustment=2,
ScaleUpPolicyStatistic=Average, ScaleUpPolicyThreshold=75,

* Load Balancer : HealthCheckInterval=30, HealthCheckTimeout=5,

- BUIEE : BackupRetentionPeriod=7, Backups=true, InstanceType=db.m3.medium,
IOPS=0, MultiAZ=true, PreferredBackupWindow=22:00-23:00,
PreferredMaintenanceWindow=wed:03:32-wed:04:02, StorageEncrypted=false,
StorageEncryptionKey="", StorageType=gp2.

- RFATEF : DeploymentConfigName=CodeDeployDefault.OneAtATime,
+ S3 77648 : AccessControl=Private,
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HiigiE

RequestedStartTimeRequestedEndTime M RIRELHE RFC : YRATLAEA Time.is K E [E Y
UT C BiE], AT FTiIREEMRAIHTEYSRE, MEFHE ST , RFC FLE%E, RNE , BAIMN
EREIX LEE LB 8 — N ASAP RFC , ZRFCE#t B /5 3 BN 1T

® Note
FBAERRETZEMRTENSH. ROIFERNXESHNESLIN R , EAERE
-p

B E R

EFBBTWEL T EIE T MR BIEE,
PENRIEE MR

AutoScalingGroup:
« UserData : ZHBEFHIRE T E, ©BRENHRERIR CodeDeploy #/F 31 CodeDeploy LY

who
« AMI-ID : WW{ERE T #&H Auto Scaling A (ASG) M3 Hfh EC2 k4, BESHELHIKF F
TR LA “customer-” FFk B EEMERERSN AMI, IDs £ AMS SKMS APl & &# AMI |
BEZ 5 AWS Artifact #2=HI 2 /Y “IRE” ETR. BE (CLI: list-amis) = AMS 2 & &-> FERH,
VPCs VPCs ASELREA T ASGs Bt E £ Linux AMI,
o BUEREE :

- RERFIFETRHECKINRE | BiXESEEngineVersion, . MLicenseModel MiRIEEH
15R# TR E. DBEngine

- BN AREFENEEMasterUserPasswordix&£s
¥RDSSubnetIdsDBNameMasterUsername, . . M. XfF RDSSubnet ID , FEFEAHTNE
FM,

LoadBalancer:

« RERHIFERHNECKINE | BiXESEHEngineVersion, . MLicenseModel MiRIEEH
HIR#ITIRIE, DBEngine

« ELBSubnetIds : FRAAMNAE FM,

MR : iZApplicationNamefEi&i& CodeDeploy i AT & # M CodeDeploy ZB&4H & Fro
RO AERTBIRNNARERF. SEKFHLTNEHE—N, EEFEMNKF FH CodeDeploy
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% , {515\ CodeDeploy ###l& . ZRHBIER “WordPress” , B2 , MRBEMFHZE , FRRZE
e RBEH

WHREASTRERE R (&R ) CT (ct-06mjngx5fiwto ) MEIZE S3 F
CT ( ct-1a68ck03fn98r ) » EA T HFHRWIFMWIK,F , EWSITHHRITUT SR,

1. B EREHEK,

a. T HAXEH CT WIRITSE JSON ¥ E B HF X HRFER
CreateStackParams .json B X #,

aws amscm get-change-type-version --change-type-id "ct-06mjngx5flwto"
--query "ChangeTypeVersion.ExecutionInputSchema" --output text >
CreateStackParams. json

b. EHEM. REBEvariablesER. HiM , XTF ASG FEGIRM EC2 RfI , EAFEM
BAERS, @R FRApplicationName , BN EHEBEACRBBLARF. FIE, £
& Z A BAR I 50 MR

{
"Description": "HA two tier stack for WordPress",
"Name": "WordPressStack",
"TimeoutInMinutes": 360,
"Tags": [
{
"Key": "ApplicationName",
"Value": "WordPress"
}
1,
"AutoScalingGroup": {
"AmiId": "AMI-ID",

"UserData": "#!/bin/bash \n

REGION=$(curl 169.254.169.254/1latest/meta-data/placement/
availability-zone/ | sed 's/[a-z]1$//') \n

yum -y install ruby httpd \n

chkconfig httpd on \n

service httpd start \n

touch /var/www/html/status \n

cd /tmp \n

curl -0 https://aws-codedeploy-$REGION.s3.amazonaws.com/latest/
install \n
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chmod +x ./install \n

./install auto \n

chkconfig codedeploy-agent on \n
service codedeploy-agent start"

},

"LoadBalancer": {
"Public": true,
"HealthCheckTarget": "HTTP:80/status"

},

"Database": {
"DBEngine": "MySQL",
"DBName" : "wordpress",
"EngineVersion": "8.0.16 ",
"LicenseModel": "general-public-license",
"MasterUsername": "admin",
"MasterUserPassword": "p4ssw@rd"

},

"Application": {

"ApplicationName": "WordPress"
}

c. ¥ CreateRfc JSON #&E 4% i £l X 5] XK & H CreateStackRfc .json B9 .

aws amscm create-rfc --generate-cli-skeleton > CreateStackRfc.json

d. RO TAHXER RFC ERHRE , NATRBRNZFRANET. BE
& , RequestedStartTimeMIERequestedEndTime R LM ; HEBREMILBIE -
ASAP RFC , ZRFCEREGH#HEF AT (BERXBFLRE ) . ZERXITXH RFC , HR

hnix LeqE,
{
"ChangeTypeVersion": "3.0",
"ChangeTypeId": "ct-06mjngx5flwto",
"Title": "HA-Stack-For-WP-RFC"
}

e. fBJE RFC, $E%E CreateStackRfc .json X #f#.js CreateStackParams on 1T304 :

aws amscm create-rfc --cli-input-json file://CreateStackRfc.json --execution-
parameters file://CreateStackParams.json
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BERNDPUWE RFCID, #1F ID UHEELBRER,
f. I RFC:

aws amscm submit-rfc --rfc-id RFC_ID

R RFC &2 , MAF W EMEMHH,
g. ERERFCRE , HE1T

aws amscm get-rfc --rfc-id RFC_ID

12 RFC ID,
2. JRTh S3 FHEW

FEIT I8 2 B ER AT B dE ] A BN IR B B R o
HENEIE S3 TS

« VPC-ID: WWEREELMN S3 FEBEF T4, FHREZEERR VPC ID,

« BucketName : W{HIRE S3 FHBEEN , EUUFEACXRLEAENNARFRS. EEKFRE
XBALAZE— , HETEITEAEFTE, TERFENKS ID R HEFH BucketName
— &y , BEUUERNMENGFIRFEE. EEERK, TP EEMLE S3 FHEBEMN , BiHRE
HY K B9 Amazon S3 25I&

a. ¥ S3 FfE6lEE CT HWITSE JSON % HEE 1 createS3 StoreParams .json #J JSON
X,

aws amscm get-change-type-version --change-type-id "ct-1a68ck@3fn98r"
--query "ChangeTypeVersion.ExecutionInputSchema" --output text >
CreateS3StoreParams. json

b. BUMTHIBREN , TURBRMEREFHNRNR, VPC_IDELMER, RETHEEELY

Wi, BT ESE.
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® Tip
EXFFEXERNBucketName A M2 —H , HEFREEEAREEH, TERFR
A ID fE N HF# BucketName —&8% , B AERWEL G R F#EE, E
EEKFHRFERL S3 FHERH , FHREMNIKF A Amazon S3 #8414,

{
"Description": "S3BucketForWordPressBundle",
"VpcId": "VPC_ID",
"StackTemplateId": "stm-s2b72beb000000000",
"Name": "S3BucketForwP",
"TimeoutInMinutes": 60,
"Parameters": {
"AccessControl": "Private",
"BucketName": "ACCOUNT_ID-BUCKET_NAME"
}
}

c. f¥H JSON #E#x%i i CreateRfc E|ZH ] XK F & H createS3 StoreRfc .json WX HH

aws amscm create-rfc --generate-cli-skeleton > CreateS3StoreRfc.json

d. {8 HIRTF createS3 StoreRfc .json X , IRATUMIBRMBREFHRNE, EE
E | RequestedStartTimeMIfERequestedEndTime R AL ; HERREMISBIE—A
ASAP RFC , ZRFCTEREGH#EFILEINIT (BERXBFILRE ) . ZERXITXH RFC , HH

hnix L5148
{
"ChangeTypeVersion": "1.0",
"ChangeTypeld": "ct-1a68ck03fn98r",
"Title": "S3-Stack-For-WP-RFC"
}

e. fBJE RFC, $E%E createS3 StoreRfc .json XM createS3 .json StoreParams M 1TZ X
# -

aws amscm create-rfc --cli-input-json file://CreateS3StoreRfc.json --
execution-parameters file://CreateS3StoreParams.json
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BLTEME Rfcld PIREIH RFC ER. &RTF ID UHEESRER.
f. ®’XRFC:

aws amscm submit-rfc --rfc-id RFC_ID

R RFC &2 , MAF W EMEMHH,
g. ERERFCRE , HE1T

aws amscm get-rfc --rfc-id RFC_ID

i, LENRENRER

B % , 812 WordPress NATEFE , A& CodeDeploy CTs £ ASIZ BN AEF
1. T# WordPress, f#EZXH4HBIR. /scripts B %o

wget https://github.com/WordPress/WordPress/archive/master.zip

Windows : #ilihttps://github.com/WordPress/WordPress/archive/master.zipZ|
FYEEFE O HTE zip X,

SR THERR4F2ZRIIEET B R

Linux :

mkdir /tmp/WordPress

Windows : 8122 —1 “WordPress” B % , #/ENERZ B ZEBE,
2. F WordPress R IB R E4RZE] “WordPress” B FZH8IEZ—1, /scripts B %,

Linux :

unzip master.zip -d /tmp/WordPress_Temp
cp -paf /tmp/WordPress_Temp/WordPress-master/* /tmp/WordPress
rm -rf /tmp/WordPress_Temp
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rm -f master
cd /tmp/WordPress
mkdir scripts

Windows : 3 Z{RBIZER “WordPress” B ZHEBEIE— ‘B4« B .

MRIEIE Windows SRR |, EFAFHIAXHR P EREIZE N Unix (LF). 7 Notepad ++ 1,
XEEOLTAN—MNEDT,

3. %&£ WordPress B & #|2 CodeDeploy appsec.yml X4 ( R E 4R , BRESEHE | S/
MREE ), BEE : BRN WordPress X ( EAHIH 7 WordPress BxH ) EFIFITHIB ¥ (/
var/www/html/WordPress) B “JR” B8R 2 IEHM, ERBIF , appsec.yml XHAL T XHFFER B
xP, AERFE ", WordPress S5k , BIfEYRIE Auto Scaling A+ {EA T RHEL AMI , B E{R
B “BRIERS : linux” —1TF7%E, appspec.yml X :

version: 0.0
os: linux
files:
- source: /
destination: /var/www/html/WordPress
hooks:
BeforeInstall:
- location: scripts/install_dependencies.sh
timeout: 300
runas: root
AfterInstall:
- location: scripts/config_wordpress.sh
timeout: 300
runas: root
ApplicationStart:
- location: scripts/start_server.sh
timeout: 300
runas: root
ApplicationStop:
- location: scripts/stop_server.sh
timeout: 300
runas: root

4. TEHBIEE bash XA, WordPress /scripts B o
B , config_wordpress.shERUTARAME (WREEE , JLERESE wp-config.php
HE) .
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® Note

DBName&#:y HA ##k RFC A HME ( Hl40 , wordpress ) o
DB_MasterUsername&#: 1 HA ##k RFC F4 HiMasterUsernamefd ( 4l

W, admin) o

DB_MasterUserPassword&¥kA HA H#tk RFC F 45 HAIMasterUserPasswordf&

( #l7 , p4sswOrd)

£ HA % RFC BY30 1T H R B #RDB_ENDPOINT } &% ¥ 5 DNS & # ( 4l
Wsrtlcz23n45sfg.clgvd67uvydk.us-east-1.rds.amazonaws.com) . #REJLA
B33 GetRfci®4E ( CLI : get-rfc--rfc-id RFC_ID ) 22 B#23H) HA Stack RFC £ AMS 2
#lA RFC #HEREAFHREIX— K,

#!/bin/bash

chmod -R 755 /var/www/html/WordPress

cp /var/www/html/WordPress/wp-config-sample.php /var/www/html/WordPress/wp-
config.php

cd /var/www/html/WordPress

sed -i "s/database_name_here/DBName/g" wp-config.php

sed -i "s/username_here/DB_MasterUsername/g" wp-config.php

sed -i "s/password_here/DB_MasterUserPassword/g" wp-config.php

sed -i "s/localhost/DB_ENDPOINT/g" wp-config.php

5. EE—/1EZ#FHEEinstall_dependencies.sh8EUTRHREBHNAR :

#1/bin/bash

yum install -y php

yum install -y php-mysql
yum install -y mysql
service httpd restart

@ Note
HTTPS RERZIEMEN AP BIEN — 82 REN , MESTRAREN—TFHEREE
Ao

6. ER—1TBEZFRTFBEstart_server.sh8UTHENKHE :
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o WFILDE Linux 3246 , HEAUTHS

#!/bin/bash
service httpd start

« XF RHEL X4l , EFEAUTHS (FANBSRAN SELINUX 2R ) © WordPress

#!/bin/bash

setsebool -P httpd_can_network_connect_db 1

setsebool -P httpd_can_network_connect 1

chcon -t httpd_sys_rw_content_t /var/www/html/WordPress/wp-content -R
restorecon -Rv /var/www/html

service httpd start

7. EE—/1EZzPEEstop_server.shBEUTHRENHAEA :
#!/bin/bash
service httpd stop
8. AIE zip W,
Linux :
$ cd /tmp/WordPress
$ zip -r wordpress.zip .
Windows : BI{E “WordPress” B RIEFMBE NG HBE -/ zip X, —EENHEGER
wordpress.zip.
1. FNAERFRSLEE S3 F#E.
ERGHBHEEK K HAHIFTEELIHRE,
BRI LAB 3G R B S eI BEM S3 FmEpl,. BalBEdELs S3BEHAHEE , A L&
WordPress #1482 drag-and-dropEi3l ¥ 3£ 4% zip X#-
BRI LATE shell EOHREARALTEGR T ; FEARSEH zip XABEIER
aws s3 cp wordpress.zip s3://BUCKET_NAME/
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2. #B& WordPress B AREF S,

FEFFIR 2 I E L T BIE AT AR SR B E E

MIERHE

« VPC-ID : H{ERELN S3 FREMF/NL T ML, FAEZHERKN VPC ID,

« CodeDeployApplicationName#CodeDeployApplicationName : R1E HA 2
EH#i% RFC FEMAMApplicationNameffi&i& CodeDeployApplicationName F,
CodeDeployDeploymentGroupNameiz R~ BIfE A “WordPress” , {B&AJREER 7 FRIMNE,

+ S3Location: XF S3BucketBucketName , EEAEZHI8IEMN, S3BundleTypeIRK
BS3Key & HAE S3 M &R IR,

a. ¥ CodeDeploy R AEFZE CT 1TSS E JSON ZE#%i L F5 5 Deploy p CDApp

arams.json B9 JSON X #FH,
aws amscm get-change-type-version --change-type-id "ct-2edc3sdlsqgmrb"
--query "ChangeTypeVersion.ExecutionInputSchema" --output text >
DeployCDAppParams. json
b. RUTHXNBRREHFESENR , BAUBBRMNERAR,
{
"Description": "DeployWPCDApp",
"VpcId": "VPC_ID",
"Name" : "WordPressCDAppDeploy",
"TimeoutInMinutes": 60,
"Parameters": {
"CodeDeployApplicationName": "WordPress",
"CodeDeployDeploymentGroupName" : "WordPress",
"CodeDeployIgnoreApplicationStopFailures": false,
"CodeDeployRevision": {
"RevisionType": "S3",
"S3Location": {
"S3Bucket": "BUCKET_NAME™",
"S3BundleType": "zip",
"S3Key": "wordpress.zip" }
}
}
}
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c. T9#Y JSON #EiR%tH CreateRfc EIZ 8l X#XkH %7 Deploy CDApp rfc.json B3+

aws amscm create-rfc --generate-cli-skeleton > DeployCDAppRfc.json

d. {8 H1R1F Deplo CDApp y rfc.json X4 |, RATAMIBRFI B E PR BT, HiE
E , RequestedStartTimeM I ERequestedEndTime B LR ; HERREMNSBIE—A
ASAP RFC , ZRFCTERSEGH#EF AT (BERXBIRE ) . ZERXITXH RFC , HF

hniX LE4E
{
"ChangeTypeVersion": "1.0",
"ChangeTypeId": "ct-2edc3sdlsgmrb",
"Title": "CD-Deploy-For-WP-RFC"
}

e. fI# RFC , $£5E Deploy CDApp Rfc X #F1 De CDApp ploy Params #1TS 83 4 :

aws amscm create-rfc --cli-input-json file://DeployCDAppRfc.json --execution-
parameters file://DeployCDAppParams.json

B2TEME Rfcld PIREIH RFC ER. &R1F ID UHEESRER.
f. ®’XRFC:

aws amscm submit-rfc --rfc-id RFC_ID

R RFC &2, MA W EMEMHH,
g. ENERFCRE , HET

aws amscm get-rfc --rfc-id RFC_ID

WiIFNAEFEE

ERF LSRN AR ERMNLIHET 2 (ELB CName) , WordPress ZREBHIEEERN : /o WordPress
filgn

http://stack-ID-FOR-ELB.us-east-1.elb.amazonaws.com/WordPress
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HERN AR EE

ERAHER  BNFFEERERNE  IHEREFNRRM R,

BT 2 —NERARHEARRBRIRE, BRERXMR , —RAT HA2 Btk , —IRAT S3 FEfH
#o &E , BXRSFIER , EXRMER S3 FRBNFIERERE (ERSERPE S3 F#EFEHRID) .
EANSE 10 XKEEFIMER , BREMBRENTUTE — KR

FESGRM TR AMS #2H AMER S3 #HARK RG] ; LI RER TER AMS 25 & Bl BRIEH%

® Note
WMRMBR S3 FhEHE , WARNEFEFPHNREE,

IEEIE

« StackId: EfFFAMNHIR, RAUTLLBIEZEE AMS Console Stack s THEI¥RKIE , ZREm B AL
NS EEREIRSE. FH AMS SKMS API/CLI =17 X AMS SKMS APl & | 25 AWS
Artifact BHIEHH “RE” ETM+. B4 (£ CLI Flist-stack-summaries ).

o AEGMEDERE ID Nct-0q0bicOywgkée , FRAR “1.0°, EERBHIRAE , BETUTHS :

aws amscm list-change-type-version-summaries --filter
Attribute=ChangeTypeld,Value=ct-0q0bic@ywgk6c

NER I -
- EANBKEHENHITSHR L create RFC 1 ( NEARHMITSBNER®%R LGS ). E

aws amscm create-rfc --change-type-id "ct-0q@bic@ywgk6c" --change-type-version "1.0"
--title "Delete My Stack" --execution-parameters "{\"StackId\":\"STACK_ID\"}"

- EABIE RFC REFIREHN RFC HFE5]RR RFC, ERRZA , RFC 14 TiZEditingRE , F
S EIT

aws amscm submit-rfc --rfc-id RFC_ID

- W1 RFCRBSHEFMITAH
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aws amscm get-rfc --rfc-id RFC_ID

EiRBIZE -
1. ¥ RFC iR E M8 XK — N3 ; RENFHEB R R DeleteStackRfc .json :

aws amscm create-rfc --generate-cli-skeleton > DeleteStackRfc.json

2. {B3HRTF DeleteStackRfc .json 3 #. HTHIERHERRE —MITSH , HERITSHRATE
DeleteStackRfc .json XX EFH ( THELEHFERITSHIRIHH JSON XH )

ExecutionParameters JSON BRI ER5| 5 A MERARFBL () #HITHE L. ZETFHMLE R
B #Y Pl

{
"ChangeTypeVersion": "1.0",
"ChangeTypeId": "ct-0q0@bicOywgk6c",
"Title": "Delete-My-Stack-RFC"
"ExecutionParameters": "{
\"StackId\":\"STACK_ID\"}"

}

3. fIERFC:

aws amscm create-rfc --cli-input-json file://DeleteStackRfc.json

2B E Rfcld PUEIHT RFC BIEE. Hla :

{
"RfcId": "daaal867-ffc5-1473-192a-842f6b326102"

}

RTF ID UHBESRFER,
4. RBXRFC:

aws amscm submit-rfc --rfc-id RFC_ID

MR RFC A2, WA LESTITREMEMEIA.
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5. BERRERWRSHERWNITHE , HHITUTRE

aws amscm get-rfc --rfc-id RFC_ID --query "Rfc.
{Status:Status.Name, Exec:ExecutionOutputl}" --output table

EHEHRE - SURAMENEH#RK (Linux/RHEL)

AT N BamER AMS #2558 A% (HA) WordPress 3 SEE 2| AMS FREH,

(® Note
AEBEL 2 AMZN Linux F RHEL FR3EH# 1T 7 M,

ESNAAEESHE RFCs :

BIEEMZENE (HA NEHRK )

73 CodeDeploy i A2l S3 77k

BI% WordPress R AR F G H L& 2 S3 Fi 1S
EHEE N AR CodeDeploy

5 [Ali% WordPress Pk 3 B R K UEERE

FRRERE

2 e

FrE CT #In (25 ChangeTypeld ) BYEIREGAIE AMS EELESEZRHRE,
FrIARTM AR THE

HE | SPHEREAH | S AMEXNEMERK | 82 CT W8l2 Auto Scaling 4A. HfE9ER. BREUR
CodeDeploy NARBRFEMMIBL (GENNAEFEENENMER ) . EXELE , CodeDeploy i&
St 42 CodeDeploy ?

TEGEASTRAMNEHEK RFC , Ef8#EUserDataFF iR T {4122 A ZpEH WordPress
CodeDeploy #4832,

R~lfFUserData® REVEN Ef http://169.254.169.254/latest/meta-data/ 12 44 #9345 7T 5 4E
BRSS , MIETEIEITHSEAIHPIREN EC2 LI n sz , HlmsEfl ID, Xim%E, AP BEMATIIX—
1T : REGION=$(curl 169.254.169.254/latest/meta-data/placement/availability-
zone/ | sed 's/[a-z]%$//') , MAARXKEHNTHERS KRB RN ZHFXEHL SREGION &
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AMS % ABRIERE AMS S&K FEMER
B HEATKEETHAEN S3 17648 URL. CodeDeploy 169.254.169.254 IP R &E1E VPC

NEH (FFIEABALERIZES ). VPCs BXZBEZWER , BRI BUENAFEE, 3
BEE , LB HH A UserData WIS LA “root” AF B HHIT , FEEME A “sudo” 85,

FEEFUTSHRENBRNE (WBEAFRT) -

« Auto Scaling 84 : Cooldown=300, DesiredCapacity=2, EBSOptimized=false,
HealthCheckGracePeriod=600, IAMInstanceProfile=customer-mc-ec2-instance-
profile, InstanceDetailedMonitoring=true, InstanceRootVolumeIops=0,
InstanceRootVolumeType=standard, InstanceType=m3.medium,
MaxInstances=2, MinInstances=2, ScaleDownPolicyCooldown=300,
ScaleDownPolicyEvaluationPeriods=4, ScaleDownPolicyPeriod=60,
ScaleDownPolicyScalingAdjustment=-1, ScaleDownPolicyStatistic=Average,
ScaleDownPolicyThreshold=35, ScaleMetricName=CPUUtilization,
ScaleUpPolicyCooldown=6@, ScaleUpPolicyEvaluationPeriods=2,
ScaleUpPolicyPeriod=60, ScaleUpPolicyScalingAdjustment=2,
ScaleUpPolicyStatistic=Average, ScaleUpPolicyThreshold=75,

* Load Balancer : HealthCheckInterval=30, HealthCheckTimeout=5,

« ¥¥EE : BackupRetentionPeriod=7, Backups=true, InstanceType=db.m3.medium,
IOPS=0, MultiAZ=true, PreferredBackupWindow=22:00-23:00,
PreferredMaintenanceWindow=wed:03:32-wed:04:02, StorageEncrypted=false,
StorageEncryptionKey="", StorageType=gp2.

- R F : DeploymentConfigName=CodeDeployDefault.OneAtATime,

TESH :
BEARNFRBEREET “RIR &R |, AESBWERZIET, ASAP 2E#EES BT
RFC,

@ Note
FBALLIERRBTF S EMRTRNSH, ROIPETRHNXESHNEDLINE , BEERE
B8, ROIPNERSIEE, NEXreplaceableZEE , RRNENRENKFFEEN.

B B R 2R A
e EEASATAENRZE R CT , REHEM Create S3 f7f# CTo
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FETT #A 2 BUULER AT 3048 AT LA DN IR B B iR B

BB BIREHS -

» AutoScalingGroup:

UserData : AHREHIRM T IHE, EBRENEHIEBERIR CodeDeploy #5355 CodeDeploy XEH
WHo

AMI-ID : BLERTE T &9 Auto Scaling 4 (ASG) FF/3 30 EC2 RHIMNRERS, EENKF H
1EFE—NEL “customer-” FFL B EBEMERERSH AMI, IDs £ AMS #£#l& VPCs -> VPCs i#
BEREPEL AMI, AEZIER T ASGs BLiE AR S# Linux 2 RHEL AMI,

- BIEE

RERFHPIERHECLI N , BiXLESEEngineVersion, . FlLicenseModel MR $E R HY
1B TR E, DBEngineZ#E 5 BIEATE : MySQL, 8.0.16, general-public-
license,

ERE p AR F 8 EEMasterUsernameiX (65 DBNameMasterUserPassword, . . AN#FE
DRMERALLTE : wordpressDB, p4ssw@rd, admin. X% , DBName REEEEEZRHKF

=/,

LM A RDS BIEEN , THUBAXERETR , AERREZREEAEUAEZBUBRENE

%, MasterUsername

tF RDSSubnetlD , EFEABEMNLAEFN. EX@MA— , RFE “Enter’s IDs £ AMS
SKMS API 2Z&#, ¥ , 1S @ AWS Artifact ##| & FHIREXRT =, B4 (CLI: list-subnet-
summaries) = AMS ###l&-> VPCs VPC 4E R TNHE,

* LoadBalancer:

Tk S8 Public iRE R true , A AARHIZFERNE ELB M,

ELBSubnetlD : ERBMEFM, XA —1N , REE “Enter’s IDs £ AMS SKMS API
SEBRTM , BESH AWS Artifact 25 & PR EEDTF. B4 (CLI: list-subnet-summaries)
= AMS #4lA-> VPCs VPC i#AE SR E.

- MATEF : ZApplicationNamefBi% & CodeDeploy N FAFEF & ## CodeDeploy FEBAZ . fRT]
DRAEXRBEMHNARERF. EERKFPSTRE—HN. EEFEMNKS FH CodeDeploy # % |
#1518 CodeDeploy ###l&. ZRBIERAT , WordPress{BER , MBLEFHZE , THRERIZEM
REBEA

1.

J5 o & ] A AR

#i2
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a. H“@I& RFC’ WHE L , \IIRPIAFERF “HFE", PR 7R, & RENE L
Ml B,

b. EE: iH ‘S, RAEWMEMRREE.

BCRAFZRNCMER (*) WETAAE , mOIFERTNRE ; SRS ERN ZRITE

c. XTF RFC #irZ% :

Subject: WP-HA-2-Tier-RFC

d. & “BRELR o , F “BIEE” AutoScalingGroup, “BAREF" M ‘5L RES
¥, LoadBalancer

b5k, “AppName” Hr K2 B VB LLE A SIE N7 EC2 255 F R ASG 6] ; &7

LU AR RAMN B EAEMBERZNRHEBN. HER , BRZALURM 50 MF
s

<Xy aflo)

UsexData:
#!/bin/bash
REGION=$(curl 169.254.169.254/1latest/meta-data/placement/availability-zone/
| sed 's/[a-z1%//")
yum -y install ruby httpd
chkconfig httpd on
service httpd start
touch /var/www/html/status
cd /tmp
curl -0 https://aws-codedeploy-$REGION.s3.amazonaws.com/latest/install
chmod +x ./install
./install auto
chkconfig codedeploy-agent on
service codedeploy-agent start

AmiId: AMI-ID
Description: WP-HA-2-Tier-Stack
Database:
LicenseModel: general-public-license (USE RADIO BUTTON)
EngineVersion: 8.0.16
DBEngine: MySQL
RDSSubnetIds: PRIVATE_AZ1 PRIVATE_AZ2 (ENTER ONE AT A TIME PRESSING

"ENTER" AFTER EACH)
MasterUserPassword: p4ssw@rd
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MastexrUsername: admin

DBName: wordpressDB
LoadBalancer:

Public: true (USE RADIO BUTTON)

ELBSubnetIds: PUBLIC_AZ1 PUBLIC_AZ2
Application:

ApplicationName: WordPress
Tags:

Name: WP-Rhel-Stack

e. TEREET “RX
2. BRIGIBNBEEFERED,
3. B3 S3 IFEMmHk,

FETT 48 2 BTHLER AT 3048 AT BADN IR BR B R B
HENEIE S3 TS

« VPC-ID : WERELRH S3 FHEFM T4, IDs F£FABH>X AMS SKMS APl ZE&#HK
VPC , i5Z[#] AWS Artifact 5| & RRIIREETF. 4 (CLI: list-vpc-summaries) = AMS 1%
#l& VPCs WEF,

« BucketName : WW{EIRE S3 FHFEEMN , BUUFEACRLEENNARFS. CEKFAE
XFAXARE— , HETHIEAEFTE, TERFGEAKS ID EHEFH BucketName
—&5 , BEUUERNMENFIRNFEE. EEFK, P EEMRLE S3 FHEEEN , BiHRE
HI K F B9 Amazon S3 214,

a. 7 “@l& RFC”" WHE L , \ RFC CT & FIRFEFEIFERS]. FR3 "SLHFERAH". ‘W
B S3 1=t M gl B4

b. REMING “BEAX"EI , AMEARREE.

Subject: S3-Bucket-WP-HA-RFC
Description: S3BucketForWordPressBundles
BucketName: ACCOUNT_ID-BUCKET_NAME
AccessControl: Private

Vpcld: VPC_ID

Name: S3-Bucket-WP-HA-Stack
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TimeoutInMinutes: 60

c. TEHERT RX. EALEICRERENFEBAFNBANKSEITTE read/write 751X
PR o

2. LENNENRER

B %, 812 WordPress NFTEFE , A& CodeDeploy CTs £ ASIZ BN AEF

1.

T8 WordPress, f#E48 34 H A2, /scripts B o

wget https://github.com/WordPress/WordPress/archive/master.zip

Windows : #khttps://github.com/WordPress/WordPress/archive/master.zipZ%l
NYEBFE O HTE zip X,

SR THERRARIIEET B R

Linux :

mkdir /tmp/WordPress

Windows : 8122 —/ “WordPress” B & , #8/5 £ HZ B FBKE,
fF WordPress JRXB#EERE “WordPress” B EH B2 —/, /scripts B .

Linux :

unzip master.zip -d /tmp/WordPress_Temp

cp -paf /tmp/WordPress_Temp/WordPress-master/* /tmp/WordPress
rm -rf /tmp/WordPress_Temp

rm -f master

cd /tmp/WordPress

mkdir scripts

Windows : 3 ZR{RBIZER “WordPress” B ZHEBEIE— ‘B4« B .

MRIEE Windows HIBH | ESAFFHIAXHR P EREIZE RN Unix (LF). 7 Notepad ++ 1,
XREOLTAN—MNMED,

iz
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3. 1 WordPress B FH 1% CodeDeploy appsec.yml X4 ( MMRE IR , ERERH , 8 E
HREE ), EE : BERS WordPress X ( EAHI®H 7 WordPress BxH ) EFIZITHIB R (/
var/www/html/WordPress) B “JR” BB R 2 EHW, ERHEIF , appsec.yml XN F XHFIER B
9, B REZEFEA /" WordPress B4, , BIfE{R7E Auto Scaling A A T RHEL AMI , 2
ERE BERS : linux” —1TF%E, appspec.yml XH4RHI

version: 0.0

os: linux
files:
- source: /
destination: /var/www/html/WordPress
hooks:
BeforeInstall:

- location: scripts/install_dependencies.sh
timeout: 300
runas: root
AfterInstall:
- location: scripts/config_wordpress.sh
timeout: 300
runas: root
ApplicationStart:
- location: scripts/start_server.sh
timeout: 300
runas: root
ApplicationStop:
- location: scripts/stop_server.sh
timeout: 300
runas: root

4. TEHBIE bash XA, WordPress /scripts B o

B , config_wordpress.shfF AU TAHARLE ( MREEE |, AILIEESE wp-config.php
X))o

(@ Note
DBName#i# 7 HA H#itk RFC G HME ( HlN , wordpress ) o
DB_MasterUsername&i )y HA ¥ RFC A4 HifIMasterUsernamef® ( 4l
w, admin) o
DB _MasterUserPassword&i )3 HA #tk RFC 4 HMasterUserPassword{E
(Bt | p4sswOrd)
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£ HA 4% RFC #9317 % R B #DB_ENDPOINT A& 3% 5 = DNS B #: ( 4
Wsrtlcz23n45sfg.clgvd67uvydk.us-east-1.rds.amazonaws.com) . #RH]
L@ GetRfci®4E ( CLI : get-rfc--rfc-id RFC_ID ) SR&EE Z B2 X # HA Stack RFC 9
AMS #2%l& RFC #EREPKEE,

#1/bin/bash

chmod -R 755 /var/www/html/WordPress

cp /var/www/html/WordPress/wp-config-sample.php /var/www/html/WordPress/wp-
config.php

cd /var/www/html/WordPress

sed -i "s/database_name_here/DBName/g" wp-config.php

sed -i "s/username_here/DB_MasterUsername/g" wp-config.php

sed -i "s/password_here/DB _MasterUserPassword/g" wp-config.php

sed -i "s/localhost/DB_ENDPOINT/g" wp-config.php

5. EE—/1HEHZz%H8Einstall_dependencies.shEUTRHRBHNAR :

#1/bin/bash

yum install -y php

yum install -y php-mysql
yum install -y mysql
service httpd restart

(® Note
HTTPS RERZEMEN A BIEN — 30 REN , MESTRAREN—TFFHEREE
Ao

6. EE— 1 BFRFAEstart_server.shB8LUTHENAZR ;

« XNFLE5# Linux K6, BEAUTHS

#!/bin/bash
service httpd start

« XF RHEL X4l , EFEAUTHS (FANBS AN SELINUX 2 KR ) © WordPress

#!/bin/bash
setsebool -P httpd_can_network_connect_db 1
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setsebool -P httpd_can_network_connect 1

chcon -t httpd_sys_rw_content_t /var/www/html/WordPress/wp-content -R
restorecon -Rv /var/www/html

service httpd start

7. EE—/1EZPEEstop_server.shBEUTHRENAEA :
#!1/bin/bash
service httpd stop
8. BIE zip #HLH,
Linux :
$ cd /tmp/WordPress
$ zip -r wordpress.zip .
Windows : BI{E “WordPress” B FiEZEMENXHHBE—/ zip XM , —EENHEGER
wordpress.zipo
1. FRARRFELEE S3 FHF
ERSEHBHEK  KHETFTEERIRE,
BRI LB 315 R B 2RI EM S3 FEHESRAl, BuLUEE Bastions ( 55 M 15134 ) = S3
BHAERERTIAR , AEFEMA drag-and-drop XX 58 H % 2 X4 3K L% CodeDeploy 54
Do
BB LATE shell BOFERUTHT ; FHRKREH zip MHBRIER .
aws s3 cp wordpress/wordpress.zip s3://BUCKET_NAME/
2. #B% WordPress CodeDeploy MAREFE
PDENBERETBRNAREFTE
- CodeDeployApplicationName: ¥R45 CodeDeploy R FAREFEMN B F.
« CodeDeployGroupName : B F CodeDeploy N 25 ME & 2B TETIE HA #k RFC AR
CodeDeploy MAREFIEEN B HLUER , AliZE#HES,. CodeDeployApplicationName
- S3Bucket : #R45 S3 FREBENEF.
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AMS SR ABRIERE AMS &Rk - IEME S
- S3 BundleType H S3Key : Ef12EZBEMN WordPress NARFEIHN— 5,
* Vpcld : <K VPC,

a. 71£ “fl3 RFC” WAL , M\ RFC CT 1£&F 5K Hi%EEF “ZE", “CodeDeploy MARF" F£
B, “BRIARR" M @E BEXRI,
b. RPN BEAR" &EW , HUNEFREEE.

® Note
5|z a2 # CodeDeploy B2, CodeDeploy ZEB4H, S3 Ffk#E ML
‘Do
Subject: WP-CD-Deploy-RFC
Description: DeployWordPress
S3Bucket: BUCKET_NAME
S3Key: wordpress.zip
S3BundleType: zip
CodeDeployApplicationName: WordPress
CodeDeployDeploymentGroupName: WordPress
CodeDeployIgnoreApplicationStopFailures: false
RevisionType: S3
Vpcld: VPC_ID
Name: WP-CD-Deploy-0p
TimeoutInMinutes: 60

c. EREEE R

KiENHEFEE

SR EFCIRHATRIIESMNLIHT ] (LoadBalancerCName) , WordPress Z5& #Y 3% &
A : /o WordPressfil#n :

http://stack-ID-FOR-ELB.us-east-1.elb.amazonaws.com/WordPress

RN ZSE BN :
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HFEREATRAMEEE

EHUHEE |, B BRERH N HA XEHEKR N S3 FM R Delete Stack CT , AR A LAFERMIBR RDS
RE (EMHETREEINER , EELBABILRLERA ) . IRE HA H#1L IDs M S3 1761
RYtER , RAERBUTSRIRME, SRHER | Bk,

i : SALZ AER A%

£

=

okk
=

ERE

« MREMEEEM

- BKPERXEZRER
- EF R

- BESR

XREEEMKS 2 NBEERN —LER,
HERE

BRI, Bl

« Ltk AT Line-of-BusinessBAREFHE (MR mNARFIHE )

- BESRKFHW AT FME DMZ FRAKN BT B ARP (23 SHRIENRE@OKE ),
- Web MINARFRSFHFBERFHAEFMF,

« EFFTENK I FAE TR F 82 RDS ( Amazon Relational Database Service ) 34,

- IR%58 (ARP., Web, RARRF. BEE. ABHEHRE ) s ATFENLL4E,

- ZRFEEBETHAKX () W HA ( @ AMAZs ) &It , B “ZAAK,

IRRHER
ERENARBEFENEGN | FERUTHA,
« MR B DA S EAE S A T ML 2
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AMS SR ABRIERE AMS &Rk - IEME S
- BBIMA AWS DirectConnect kRS54 2 FE E# DirectConnect BRS ?
- BREEEHE VPN EZEREFTEHN VPN RS ?
o BALSEHNASRHUHN ATAN CIDR RBERZD ? (#HEF /16, FTHEELTANZLEER )
- BHERBEPFOREFTEEKRMNEA?
« BITEFRBNXE ? (Sydney/N. Virginia/Dublin)
- RREEHERSFRAXRREESHMEHMTFNEENNARER ?
- BEEDFWLALQITERLBHFRIEE. NFEA:
- BEESHMFRNMTAERE?
- FRAREFEEHRMEA?
s ZFMRBEEANARFIERS ?
- ZFRMREBEMESENMEZER?
- FRERWMPTF L and/or WIRIFEL 2 (FEFERAZRSEA , ETFHERHE )
- BHRBEHVERRMHA?
- BREEHERENNBLP REIMNTERD ?
- BHHBEMERRML?
- BEEMEIERZERG? (40 AD, LDAP)
- BHEATHBRERENTHETEERRESD?

BIK P A R X A R B R

AMS HERMT —MERRI KL HRBEIRAVIZE (M ARIRIM AMS RSB ) HAR. BEM,
FRARENENT (CA) REBSFRMNELE (CSDM) WEIUTEER :

EEERE TR XEREHFE AMS AEREELEETHRNERN B FERFibit, BXMBLER
EELEIEFHANFMAER  FSMH (AMS EKFERXAFERE) F AMS 2L ERER,
BX AMS BKENEZEER , BSH AVMS 2k ERXBAFEEPHSEREE,

HE3P B B

REBCNE—NEPEQ , LEETRANNARFER AWS X8, TRNENBRNTENELH, &
RV RT R R AMS NAAMNT RIBSEl, THEHR - LRSI

- ERFXNAFHNENE , FR\EEHFREDE AWS X VERAKI LT R,
« REEER TENEZAURTAT £ RS LN RERD IR,
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- BE , EMEMHEKREESAER,
« REFRREZHED 300 78, RERSEHIFE 60-90 28 , EitigfEH#ERISIHFEE 180-300 &

AMS ABREABA R BYIESE R B] AMS EMIKF B —F THF, XERARER :

- BB AWS K AT AMS XMt — AWS K/ ID,

« FEMENTIIREFATER Support H 7,

- BIEEKS, IAM SEL0RT AMS BEK - 15 RN RA N A &8 R4S AMS,
« WK 753102745277 H 0 AT{E K 4K,
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fif3% : ActiveDirectory Bx & & P 1RIEARSS (ADFS) FEAF N
M SAML & &

BXRIMMEZEMBEE AD FS BiE4 step-by-stepift B , S5 # H Windows Active Directory, ADFS
A SAML 2.0 A5 AWS BER&.

ADFS F=EAM N & &

MREEELE ADFS £, BRITUTERE

- KB ISEE
- RIEAN

ERAESENEZEANLSEEM “FH Windows Active Directory, AD FS 1 SAML 2.0 [a] AWS 5
REE BRI BEFNE

o TREHM

« Nameid : BREEXENEE

- RoleSessionName: &0 53X # 1TH &
- FEAHNEF : RoleSessionName
- BMEHM : Active Directory
« LDAP 1% : SAM-Account-Name
« AHMREER : https://aws.amazon.com/SAML/Attributes/RoleSessionName
- RELAD 4 : BREEXENEE
- ABEFHR RO THFRBHTEE

c:[Type == "http://temp/variable", Value =~ "(?i)~AWS-([~d]{12})-"]

=> issue(Type = "https://aws.amazon.com/SAML/Attributes/Role", Value =
RegExReplace(c.Value, "AWS-([~Ad]{12})-", "arn:aws:iam::$1l:saml-provider/
customer-readonly-saml,arn:aws:iam::$1:role/"));
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Web &5

O] LAGE A LA T 85215 1] AWS Web 25| & | NE[ADFS-FQDN]E ) ADFS X1 FQDN,

https://[ADFS - FQDN ]/adfs/Is/IdplnitiatedSignOn.aspx

G/ 1T EB AT BUBE A KBS LR eE AR BRI A 8 P

£ SAML 58] API F CLI

w{aEA SAML EE API 1 CLI 58X R,
python HHEBREBUTEEXE :

o NTLM : znfalfEH SAML 2.0 1 AD FS SEIEXS API F1 CLI 418
o KRB WAEH SAML 2.0 SEINEXS API/CLI i RIAERERE R
» PowerShell: 20 {# H Windows & EX AWS HEXS API 75 A X BE PowerShell

N T

1. f£H Notepad++ FRRIAXFE K EFRIY X1
2. {£A Notepad++ , TEMHMFF KIFEHER SSL KiE
3. {£H Notepad++ El&E idpentryurl

https://[ADFS-FDQN]/adfs/ls/IdpInitiatedSignOn.aspx?
loginToRp=urn:amazon:webservices

Windows Eti&

LT3 BAE R T python RS, E£BMIEHFE 1 PERER,

1. TEHZZE python (2.7.11)
2. THHARFEAWSCLIIE
3. %% AMS CLI :

a. THENZBRSXMNEE (CSDM) RHEM AMS AIR 1T X4 zip X4 F R ES.
BB FMXHTH.
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10.

11.

b.

d.

BESHNRERS T EE=D XX H-> CLI-> Windows SIEE = K 17 3X4F-> CLI-> Linux/
macOS B% , A5 :

X F Windows , EHAITHMMNRERERF (I3 ELGER T Windows 32 = 64 U R4t )

« 321 : ManagedCloudAPI_x86.msi
« 64 fZ : ManagedCloudAPI_x64.msi

3 F Mac/Linux , IEHITE R MC_CLLsh B934, RABRIETX N HRMEIX—K:sh
MC_CLI.sh. #&3&EE , amscm #l amsskms B ZRRHEABHME MC_CLI.sh X FR—4
B&H,

MRENATEBHRBET S AWS WERE S MRIE (AMS BIAEE ) FAN , MXTLER
PUAEEERE BARIIRSWETIERTIE, S0, B EALL AWS Z2BE I H
SAML 2.0 #1 AD FS SEZIBXS APl # CLI i kBB B EMNEZIEEE TR,

e

TETRIG , EfTaws amscm helpaws amsskms helpHEE @Sk,

THFrER SAML Bz

T #ZF c:\aws\scripts
T#HPIP

T# % c:\aws\downloads

5/ PowerShell , 23 PIP

<pythondir>, \ python.exe c:\aws\downloads\get-pip.py
5/ PowerShell , % boto 183k

<pythondir\ scripts>pip £ /35188
£ PowerShell, RI#EFRER

<pythondir\ scripts>pip Zi&K
£/ PowerShell, ZZEERLZEER

<pythondir\ scripts>pip Z%&i1ER [££]
5 PowerShell , £ beautifulsoup &3k

<pythondir\ scripts>pip & %% beautifulsoup4

£/ PowerShell , AP EE X HH0IE—NE H.aws BIXHXK (%userprofile%) .aws)
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mkdir .aws

12. fEF PowerShell , #£.aws 3443 # 6 B EUF 344
Y MUK B X 4 —force
FIEXHTEEXGT RE

NHEBUREBANEHERTEREIL
13. EALRSEATTEZEXHHBMEATRIE | EEEBHXE

[default]

output = json

region = us-east-1
aws_access_key_id =
aws_secret_access_key =

14. fEF PowerShell SAML Bl s F1 & %
<pythondir>, \ python.exe c:\aws\scripts\samlapi.py
AF& : [AFA] @upn

ERMREBEENAE

Linux Eti&

A RBIERFE 1 /DERER.

1. £/ WIinSCP {&£%i SAML 7
2. fERA WIinSCP & #iR CA L (N TFMHAMF X , B2 )
3. ¥ ROOT CA FMEIZEEMBIERF (N TNHAMFT R , FLK )

$ openssl x509-inform der-in [certname] .cer out certificate.pem ( Ui FFF % B ZBE )

¥ certificate.pem BIRBRINE/ etc/ssl/certs/ca-bundle.crt XHHIKRE ( XN FMHFF & A 7K
W, ZEEIEIRE )

4. 1E homelec2-user 5 H 613 . aws X%
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[default]

output = json

region = us-east-1
aws_access_key_id =
aws_secret_access_key =

5. A WinSCP FHE$ XL 5 F.aws X HX
6. %I boto KR

$ sudo pip ZEBHEF
7. ZTERBFERER

$ sudo pip ZEER
8. HREHER

$ sudo pip &3 beautifulsoup4
9. FHIAE #IE| home/ec2-user

REMMFEANR

HITHIZR : samlapi.py
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A 18 %

TRERT B LRAE AMS RN XN EEE R,

 API fiRZ : 2019-05-21
o ERWTXAYERT 2025 F 9 A 23 H

B iR H &

FH T SALZ : RINREZD 2 RN E AERBENER, 2026 £ 2 A

R B EREFNRIRERIAE _ 11 B
3 7 HX AWS CloudTrail BENEE,

£ AWS Managed Services £/ AMS SSP 7Ry AMS IKF L E 2025 £ 9 A

FEAEEREIERT A SageMaker Amazon Al, 25 H

SageMaker | F& IR S B3 _ ‘ .

RN E SRR FRERE | S4CtEREAH | BHMAREE

(IAM) | EFFSEAH KR (EEB3L ) Bokk
A (ct-27tuth19k52b4) 323X RFC , BAIEET a7k
ARAEHTEBNR , RN BHBRAFENRS
HF A G [E AR, CloudWatch

RHENERRBESE B2, EXIBBREEA, 2025%8 A8
H
WIAF A B8 | “BERS | AR
A B RFC | 'MAFPRMBIRFA [ct-24pi8
5mjtza8k] FPERAF : FHAEERER RFC
| BEXRSE | BFRMEE | NBESBRAR
[ct-2019s9y3nfml4]
O BERE FhEE S KB TOC AWS 5L R EEHE, 2025%8H8
H
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EMTAR

MALZ : SRR RIIE
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=

Direct Connect T FiEZENEFTMEEZEZRZ REE
B4 NMERERED

BE “RAE B4 5K AMBE “Allow All
Al | LAFB1E AMS KIRMEIEIE1T.
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EHTHR. TEKSAER 2N A EZFEH CustomerMigrationA AWS R T2
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