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HFRNBBRE , AEEENENHEBNEFR 2B ZRE L. RENTAERBHFLEIG/AFE
Bl , AR TRABRFRREAERMSBREEN ( BURTHKREE ) .

« RRA  BHKGINELBPIAE , BTEHABNBERE, RL2EEXFRINZT , MARTFRE
Ao Rt , &8 VPC FRANZFN R ALUNESE - ATRNZE4H,

« RSRFIHIL (SLAs) : BLEZITH AMS SR —&8S , HPEX T RS K 5.
* SLATTRAMAATH :

- BRI SBEIRK APl EXR,

« BRIXMWBHEERER 5Sxx HTTP IR ( IRFB|FLEHITIER ) -

« flService Health Dashboardffi~ , £ AMS &2 /Y E A% K 5 ¥ B 30U R R AV AWS BRSS
FmELT RS PR RS

- HFHRERSRI AR , FEBRAMSHGRMERER AES BN TAM. RIERSHFETTH
P, BN AT,

« IRSFRFIE R (SLOs) : ELELITH AMS SR —&2 , HPEX T AMS IRSHI EAIRS B #7.

XN
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https://status.aws.amazon.com/

AMS HniE A = 1ER AMS INEEESFER

- BEHIFNT  RBEZLEH , ATHRUTRERENIEHKSZL2RSHRE, “KBRELEH ZH
AMS XFEFHRERSHENEITAN B NREEH,

« BRI TEERAHT M TEERUIMNAANET, R TRERIAFTEHNTHERN , BF
TAZE I TREEM,

o ANTBEANAH : £33 AMS EHIFTE FRZEMEH , ©FIA AWS Systems Manager (SSM) Zh&E
(R bt 4% 7T DA 8 R A ARG (BB 9 B AR AC SR 51 H 3o 3 L6 S5 Bk 1T 5 %Mo

- ANTHE:

o BB BT E I KBRS RN

« AMI B#xhT : B ERIMA A EC2 uto Scaling ABFEEH AMI SESBRTRIEH
o ITRES (BRERGHNE. £=4) N THAEARFNEEEREEGRE,
o ANTRE

- XKBRLEH (CSV) : WXIEMBRERENHNEITN TE NLEEHM.

- BEEEH (V) : BXBNRERENHEBH TN EE WREERITRN TE" WFELRLE
#o

- HAsEH (OU) : X T Z CSU 5 IU I IRERSGHEH.

o TEHMAT  AMS TEHRERZERMN T, ANEEATARRN TERELZEREIFHMERIIESH
BE, BXYETXZEFMNFIEK OSs , ESH Supp ort BLiE,

- Det@@ ective ControIs : H AMS SI2= /5 AMGEERSRARNE , ATHENEEFRENFEN
TR, UxkIERS, SERFFEFT—HNEE , ABIBAAMEE. ETHERFLLERIR
RXEATE,

RS HREH -

« BRSER  LBERREUTE , FL AMS RRIERIITE,

- BB : AMS EfR AMS BREEENERESERIIRTE LR BNER, 7ERKSE SR B
RAtLLBEEEN S E (HlOE k4t ) WRBH, WRENKH/FERLEBRRARE , HE
ERZEN SRS RXFELE (CSDM) WA THENELN , WELBAREFHNERAGE (EH
18 ) BUERENE 3 HY AMS B,

« IRSFEH : AMS K6 R ER RS ERFIRTENEH,

HiARE -
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https://docs.aws.amazon.com/managedservices/latest/accelerate-guide/acc-sd.html#supported-configs

AMS HniE A = 1ER AMS INEEESFER

« AWS Managed Services #0 : &HF AMS : AWS Managed Services m%iZ#l&. AMS CM AP
X 1 M APl, XIF AMS Accelerate : X #&| AR XiF APl

- BEFAEE (CSAT) : AMS CSAT B RADMREBEE | LEESNRABEHHRGIEHITHR (W
Rt ). FERESE,

« DevOps: DevOps @—fF &K FE , BBIESEMELSREIINBZ{LFKEE, DevOps EEBEN
EEFLEM T EEAG LMV FRNZEDRE , FEF LAY , REBBMENEAIRENLM.
HFAEARAUNEREZE K EENFRRHEEN , AIBEMNRERSEREZIFMER , IS EIRE
EASXEH,

o ITIL : EEBAREMRERE (A ITIL) 2—NITSMAER , EEFFANL T RSHERER. ITIL
DRABENNE , BET IT RFSEGEARY : RSEK, RS, BREIE. RIFEE MRS .

- ITIRSEE (ITSM) : —EiL IT REELNULSERFRF —HHEER,

- REWRERS (MMS) : AMS ZEHCHKERSE , BIREKRERS (MMS) , ZREMEH AWS
EHHFCEL SR HIE AWS RFHMEMEIE , FiE8T CloudWatch I 5 #h & & 38 KR S5 (Amazon
SNS) Simple Notification Service £ BB E A ERBANAMSERER ( £XRIEEL ) -

- WHRZERE : ELIE IAM KEHER Amazon FIRE R (ARNs) B , ZA[LAE A& 2= EKIR 5.
AWS FRSs £ 7] LAGE A a8 22 [H RARIRBRAER AR

Ak 55 HE 8

AMS Accelerate & AWS Managed Services [RFH—ITUEEITX , ATEE AWS ERiZENIZE,

AWS Managed Services (AMS) AMS 1li&iz & 1+ %I Zh s

AMS Accelerate Rt LT IIEE

- BHEE
SHEER AMS RS AR E MIEHR ENEHNRE,

AMS Accelerate XM A MBI B4 |, HiHBHRHEAFRBIE, BELAER Support Center £
KIREXZR AMS Accelerate I2E THEIF , TRATE SLAs BURF &R IK P ERHN MBS, AWS

« Monitoring ( ¥&#% )
BER AMS RS ARREREHN FRNTRE,

SEM AMS Accelerate B9 ELiE T Amazon CloudWatch E4MEBHRNEEIPE | XEEHNE
RELKR I , TR S HIRBI TTREEI A ENEH. WERIEBIRE , AMS HNER B3 KE

R #HER WA October 3, 2025 7
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B, ARFRERARIREIRERS , AEELNESENEARED , LEHEBXTHZI AR MMA
MBI AN, MRAIEK , AMS HEHEHERRE. BUTUELEHRRUNEEXHRER
i,

- Tt

ZEEE R AMS RS ARRIP BN TR HRIE. AWS Managed Services &Y fif f 2 fhiz 5 35
B ( ‘23E AWS Config LN S ) KR EHE SR~ HEBRIZEN AWS EMiZENZ S
GuardDuty.,

AMS Acceler AWS Config #l| ate 44 & — M RIERE , LAREHNAMEKFBFELEMENEZE
ExBMEMNTLIRE, AWS Config BN FEBREFENERcBANEEER, NREERERT
EAANGZLE , AMS 2REHPELER | AR T EREBESAN ™ ERE B3 HBRBFEBERF TN,
AWS Config M0 {23 BFHEEBMZ£H {0 (CIS), EEEFRIFESHEARMER (NIST) ZREHESL
(CSF), (BERREHMNFTEER) (HIPAA) IR ZN 1T (PCI) HiEZ £ 5RE (DSS) &IEMN
PR,

L4k | AMS Accelerate & F|F Amazon GuardDuty RiRBIEH) AWS FRE I o] gE1ZE R R R TBAE
WERIES . GuardDuty AMS £ XREMBAEL R, AMS FEZEE , RERESKREBWNTHAE
BERMIRIBHENEM, AMS EX#F Amazon Macie RFRFEHNBBEIE |, SIMNMAREES
(PHI), NABMEER (PI) MM SHE. RE , AMS X REMKF P EKMFTE Amazon Route 53
Resolver BRI EREHHITHENSE , U —SREMZREH EREBNEED,

« AINTERE :
HITEER AMS RS AREH BRI HRE.

FFHEENTHINEAHE AWS IKF , AWS Managed Services £ BEFRNEF ERA AN ZFHNER
RGP S# EC2 SKHIRAH LRMBEEH. AMS 2EBINZBICIREFIAIRE | BB T
ZEER , ANERBAE, MBITERK , AMS FiEELAMH QEHESERTNRELSR, =
E , MREHER , AMS 2FEFIRENERRS. AMS 2RHIIT ENBSTENIRE , HOLE
TGEE RSN ITH AR,

 Backup B :
AMS AR N EBERBRENRIFRIRE,

AWS Managed Servic AWS es I XFFH RS 0, HIRMFEIREB AWS Backup, ERILAER1E
SERK R RE Y 818 AWS Backup ITRISRE X 41X, MBRMEEH, BALLFITRIE
TRXEK, AMS RBRFFIEZMAES , HROEFTAME , 2RERNVEARH#ITEE, WELL

AWS Managed Services (AMS) AMS 1ni%iz & it Zh &g MRS October 3, 2025 8



AMS HniE A = 1ER AMS INEEESFER

E , AMS 2R RAEHNRBESHHANITIRERE. AMS HIEREZHBERRENZ MRS

e =
Ho

- OBER :

AMS #{TEH D HULRFINBFERNBEHBERRRERR, FETUESTEST ERKAFRG FHT
88, LB LSRR HIIZE B future BRSEME, 1 ‘& B4 —LBR , G ERREHERR
& (PIR). PIRfE#E T RARRMATRE AP , SETFH BRI K.

- EBEERR:

AMS Accelerate X SEE—BZRERFALE (CSDM) M—B =R EIM (CA) SEEBMALEE , #
HEHNWEENLZEMH, &H CSDM #l CA 2B EHR Mz F N BRIZHIES AMS Accelerate , 12
HZ BRI A ERE , A5EE% , £H AWS Cost Explorer, BANERERIREZETEHBEE
EHEATTY, Trusted Advisor

- IREIER .

AMS Accelerate ATEARBE AWS F TEAREM R ERMGEEE., BRIV T. R0, &
ENE4EERSEB TN RFEH# RIS, HESHT D% EC2 L4 L REMAEE AWS Systems
Manager (SSM) # CloudWatch VI8 , HEATBRE(1E SSM M Amazon lRFREH IAM KHFIH
BX M. CloudWatch AMS Accelerate 12t T IR RIFICERZ KN T E |, A/ HBEZREFEANFRIZ
BR, UERATESEN Amazon R REFMEREN B EC2RPIEE, MERBE/IAIEMNE
REZRHMISERER | M ] LA $EFE 84 A 5 infrastructure-as-code &k & 52 AR o IR & Ao

« BAEAL

AMS BRAERTH B NEF LT SHE M ITER (Amazon EC2) L6, WE#EHXRHBIERFRS
(Amazon RDS) 3£4i#1 Amazon A EC2 uto Scaling 44, AMS Resource Scheduler A= 1E K {5 F 1Y
R, ALFERENEMBHXLERE , NBBEREZE KL,

- BEMRE

AWS Managed Services SL & H 776 7E CloudWatch CloudTrail, 1 Amazon VPC i BERIRER
AR BEE. MAMS #HITAFZERETERMBREGAMH#ITRET 1T, AMS Accelerate &R
FRHEAERSHRE , HPCET AMS HXBSARIESRT , SFEMITHRENLE, SEER. BER
R, AMS BRSZKF I (SLA) BEFER , URBXXH, TEMRFLILHTSER. IREBREE
LHIEH AMS TS RRAELE (CSDM) R,

- RSFREE :

AWS Managed Services (AMS) AMS 1ni%iz & it Zh &g MRS October 3, 2025 9
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EEREXRECHNREENRE, AMS 5 AWS RF=mBEER |, iEFEA AMS Accelerate 2 # 8 RRR RS
BR, BRI URRRESERIF , BEER AWS BRFSFINEER “RERE B |, LR EHEM AMS
RS

B AMS Accelerate EF #MNEHEE, KiE, T2k, AEFERK, YFIE FHEEMRED
BEFF MR, &M LABIAMT BN AMS b T BB A 4,

(® Note

BXPARZEFMINEESI R AWS GovCloud (US) , i5Z 1 AMS Accelerate IR E 24 AWS
GovCloud (US)

XFEREE
AMS M3 A FELE -

RS = ., H+>
« 1B | ®|iE,

- XiF : £ AWS XigRSM T A EE AWS Managed Ser AWS vices X#FHI X,

® Note

2019 £ 3 A 20 B 2RI HE AWS XEHA N “Rig” X8 , RIANER TATERRS. &
LWEHBZEEIANKERE EB#MA” Xig , RINER TATFERARS. NRENKFERS
MXiH , FH B SR AMS Accelerate IMAMIKF R EE A “EFMA" XEERRIAXSE , 1

AMS REDEEREZXE A, MRERIEERIAXE , WE_LRTE I XIEH 280 ERIA
X3,

EGAXE , B2REAXE. BRERIAXE , TSREEXE. BXx8NXENERN

ARAFIER |, 35 Amazon Elastic Compute Cloud F 3= /Y °] A X 13,

- BRIERZKLEM (x86-64 X ARM64 ) : S ystem s Manager Hl, CloudWatch
- XENRERS

« AlmaLinux 8.3-8.9, 9.x ( AlmaLinux X #F x86 23 )

* Amazon Linux 2023

« WEF Linux 2 ( filit AMS &I RAEIR 2026 £6 A 30 H )

- BBEX Linux9.x, 8.x

TEHWEE WA October 3, 2025 10


https://docs.aws.amazon.com/govcloud-us/latest/UserGuide/govcloud-ams-acc.html
https://docs.aws.amazon.com/govcloud-us/latest/UserGuide/govcloud-ams-acc.html
https://aws.amazon.com/about-aws/global-infrastructure/regional-product-services/
https://docs.aws.amazon.com/general/latest/gr/rande-manage.html#rande-manage-enable
https://docs.aws.amazon.com/awsconsolehelpdocs/latest/gsg/select-region.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-regions-availability-zones.html#concepts-available-regions
https://docs.aws.amazon.com/systems-manager/latest/userguide/prereqs-operating-systems.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Install-CloudWatch-Agent.html

AMS HniE A = 1ER AMS INEEESFER

o L4k Linux (RHEL) 9.x, 8.x
« SUSE Linux )l fR%5-88 15 SP6
- EAT SAP 15 SP3 RESRAHK SUSE Linux il iR 5588
« $4% Windows Server 2022, 2019, 2016
« Ubuntu 20.04, 22.04, 24.04
- XEFMWAL LR (EOS) BIERS !

® Note

End of Support (EOS) BRERGANERERSHIERFN — IR , Hitt=2 X E M,
REY AMS ERNRABXSRERSGHE... i, EOS BRERSFI AN ZFHNEE

1. RERBRERGHUNENT BXE , ATEEKER , &

2. {EAEMA EOS MAERZNTIHEIET AMS £ (IEMAFISE) higEmz e R
W,

3. 2585 AMS EXRNE A HMIME R L HIE .

WME AMS TiEB X EOS BIERSE , AMS 24 FARBREREN BRI

AMS FRENRETRESFEETRT : CloudWatch, AWS Systems Managerll B#h, if s
%4 (EPS) X E # Active Directory (AD) Bridge ( 1XPFR Linux ) o

* Ubuntu Linux 18.04

+ SUSE Linux ) fR$58% 15 SP3 SP4, # SP5
- SEAT SAP f§ SUSE Linux 1)l AR %588 15 SP2
« SUSE Linux ) R385 12 SP5

- &M T SAP # SUSE Linux 1l fE%5 12 SP5

« $%% Windows Server 2012/2012 R2

o Ltk Linux (RHEL): 7.x

« A& Linux 7.5-7.9

- WMRIEFEH AWS Control Tower EEZKFIRE | THFRSITHEZFRALN , LUEE Accelerat
AWS Control Tower e %, TX#&EFEH 2.7 Z 8 AWS Control Tower fRAs (2021 £ 4 B &% ) By
IRE, Ax{AEHHEE AWS Control Tower , {52 HEH TN EHX,
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https://docs.aws.amazon.com/managedservices/latest/accelerate-guide/key-terms.html#CritRec
https://docs.aws.amazon.com/managedservices/latest/accelerate-guide/key-terms.html#CritRec
https://docs.aws.amazon.com/managedservices/latest/accelerate-guide/key-terms.html#CritRec
https://docs.aws.amazon.com/controltower/latest/userguide/update-controltower.html

AMS HniE A = 1ER AMS INEEESFER

ZXFFHNRS

AWS Managed Services AU TRFRERHEZEEE I AWS kF. 8 AWS RFEHETEH ,
Hit , AMSHIZE BB XK FHEEM AWS RENVERFFEMF. WREFER AWS Managed
Services AT HIRPARABEEN IHHNRGRRFRMERES , WRERFENK , AEXREFBER
HY B B R LAY AWS Managed BREEREM A it ARARS o

=4 : B AWS RS
RSESK : FTE AWS RS
IEfE8%M : Amazon EC2

ZHMIXE : £ AWS RS X3F AWS Backup. BXZIFHIRSE 5K AWS Backup , 55
IEAWS Backup X315 &R,

RERAES  ITER#EMITEZR (Amazon EC2) 34, TE#x REIEERS (Amazon RDS) L
¥ A EC2 uto Scaling 44

HXZESHEEMNRS | ZEFWZM Trusted Advisor, M ARFAEESS. Aurora,

I ¥ EC2, Elastic Load Balancing, &M FSx F NetApp ONTAP Wi &k, &M FSxF
Windows X #4IRFEFAL S#h, NAT B3 ( MEibuk##% (NAT) BR%5 ) . . OpenSearch Health
Dashboard, Amazon Redshift, 5 #hxREIEEIRS ( Amazon RDS ) Site-to-Site, VPN, Ei¥
4 7 #% AMS Accelerate fENIRF I — A EEMIENAR |, HSH AMS EENER HNER,

ZRLEEANEIZNIRS : AWS IKF, . Macie GuardDuty, Amazon API

Gateway. . . . . . . AWS Certificate Manager. . AWS Config, . CloudTrail, CloudWatch
AWS CodeBuild, Y %i# DynamoDB AWS Database Migration Service, Y&, 5 EC2
ElastiCachei# Elastic Block Store (I &% EBS), W E#h M TH#H RS (LS# EFS), TG

i# Elastic Kubernetes Service ( L Bk EKS ) ., Elastic Load Balancing, W 5#RS, 15
AWS Key Management Service EMR. (IAM). . . AWS Identity and Access Management I
0% Redshift, I3k ZIIFERS AWS Lambda, T 3# S3, WS# Al, . OpenSearch
SageMaker AWS Secrets Manager I 5 f&] i@ H RS AWS Systems Manager, I 5

VPC ( R£4H, %, M IP #hut, VPN EE, EERMMX ), 5% VPC ALK, BXEZHFAH
BE , BZHA mMEFHERESHME M R PHBERF. EUNERIMNNIAELLERHRKREH
i AMS Z2{E 5 , AIE AWS Artifact AWS Managed Services B9 “IR&” I =15 B)IX EE B,

TR EFNRS W7 October 3, 2025 12


https://docs.aws.amazon.com/aws-backup/latest/devguide/whatisbackup.html#supported-resources
https://docs.aws.amazon.com/managedservices/latest/accelerate-guide/monitoring-default-metrics.html

AMS 1niE A F 18R

AMS IEEESMEF

® Note

FZR (UAE) #XH#Y AMS Accelerate X#F—RIBE RN TIEE , M FRATR, X izt X# AMS
K 7= 422 60 & M HIRY T B 2 A AV BRS1E Rt R 8230, Bx Accelerate TEH 7R (UAE) i
XWAAMNESER TR BENEFLEH AWS ZlRERFEZLE (CSDM),

AMS HEHZR (UAE) i XHYSEE N A Zh e

EHEE

ITER

Backup B

ThRetE ik

AMS REEH0E R AB |, LARE BY &Y A BA %
REE, H Tk AMS BEIERITEHER , &
FERRXBFIER, AMS T E3 M =R 5
%3t XY B4,

HEWEEWARSTERE , AMS A BAHBI#EAT 5

RIEE. AMS R EZBE. ARMREF/E

R FIRE D RERS. AMS A EZXEHEE

£ CloudWatch SHMER. MRERFUA/H
BIRTE  MALRERRYIE (CA) #M1 CSDM
Tl E 3 IR ERIERY IR

HEWEZHRSERE , AMS AT UHBIEE R
2@, AMS THBLLBFIERE , fln AWS
Config M  GuardDuty /sR &2 Z it X2 £
¥, MREEENENLZLIE  NAgESET
CA 1 CSDM ¥Rt xS 2 £ 512,

AMS T BATE 1% TE B9 4 37 B BR P {4 I 7 BB T B
BT XEHNIRERSH Amazon EC2 354l |, 3#
BIETEIMREE, F T ik AMS FHEHEREE A
T, BEERXBRFER. ZXTRME AMS
HTBEHFIRE .

AMS T BRI RMF i AWS RS HIFWIRE
AWS Backup , FihBhi#t TR MIEE. ATk
AMS HBIIEEBZH , BEERIRSER.
AMS FERERiZit XN & BES.

EXEFNERS
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AMS BRI (UAE) i XHISEE MR ZhEE ThRetE ik

BELTR AMS fETE — B =MW (CA) M—B =BRS AT
£33 (CSDM) EEFALAEE , P EBNEE
Mzt

RSEREE BEFERBAXRENEERE, AMS =X AWS RS

Fm/REHER |, BB AMS Accelerate 2%
ABEXBESHER. BAUERKRSZER , ARE
< AWS BRSS FIThEERY “BRIESE” B , BT
LLRREiZt X AT FHHY AMS RS , I RFTR,

AEN=RE

AMS Accelerate ATRE., 7R, BHAMAES RACI EEFEEINETERTTIEALAZT R AMS,
TRERTE (“BF) BRESEA] ( “AMS Accelerate” ) FITR4E,

ZAAMS Accelerate T A ESBEITHIH T AMS BNERENIKF Y EMEIER ; Ak AMS MRS
H RN TR,

AMS 1niE RACI %EfE

AMS INEREEEH AWS B, TRER T ERERERZTHNARFEG AR HEFN AMS
Accelerate WA GBHMEIR,

s RRERAETERESHEES.

« CHREX Consulted ; BEENEFBLTRUERELN—F ; E2HITEAE,

¢ | X% Inforded ; ZFBEREBEESERET 2BENHEB R

(® Note
REHFDELEHX AMS MEFH R XREN , EFRME AWS HIBEKF , AMS MEFSH

B8 Rt E4th R i A AN A2 e R A PR A o
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AMS IEEESMEF

)z

AMS 1=

tlETRR

BN EE EN

MR HBRER

R ARFEWEH

NARFITA
NARFEMEHER, oHMRIT
NARFEE

AWS FiRERE

N P72 e i 12

RI A2 Bl /4R 4L

Xt B2 FA 72 i (6 B 3 1T AR HE RR D R
S X i 25 A 7 R 8] B

AWS E7ihi% i 3 s

AWS ) 45 7] B3 55 44 1 2

AWS IR 8] 73 = 44 W 2

REKS AT

[ AMS ERAR FihHE AWS FEE K- T ERRER

Customer AWS

Managed
Services
(AMS)

® R

R I

R B

R ®

R ®

R £54

R #x

R #®

R #®

R #®

R E24

C R

C R

C R

R C

AEINRE
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AMS INE A FiEE AMS INEEESFER

SEB) Customer AWS
Managed
Services
(AMS)

ERFIFEPEHETEEUALATERFCPFHBEIE, flw, RSEFERE R C

B E K (SCPs)

ERpIP %L SSM X EC2 & R C

ZRMEERMY AMS RSAMEMNITE, @, CloudWatch I, {&%b ® R

IR, Bk, AEF

EIE AMS TREIMAY 5 E) AR & 404 a5 B HA E24 R
RSB AMS FRESFIEMNFIER A, Bl , X THP B, HaEatE, R ®
B iE) 2= A B AR

BEREE AMS RS HRHATELENHE A R ®
BIEZEFHNEREKE AMS RS, i, #THPED, BRICHENE C R
REER

EEATIHR AWS IKFMEFN AR B FRSHAFNERRARARAENR R E23
PR

HEMELFIMR " R
[@] Trusted Remediator STk C,I R
ITER

WEFELENRMAURBNTHPED, I TEERBIR R ®
EREBANTEPFEONEE  ARERMELENAA R ®
BEEFHEREBNTEPFED. M TEEMBH C R
BEXEFHRERENIEAEN , URMERET XHNREREHEC2 X R
34
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AMS IEEESMEF

)z

Customer AWS

Managed
Services
(AMS)
REXENRERGROEFNEFIRBEEEE ® R
ENAEH 2o HEEFI1IRER ® R
BEXFOEXN EC2 EZAIHITEMR *® R
& EC2 LHIEH KW C R
B oh 48 BB 1Y E T AMIs F3Edk () ASGs R C
B LRERIERS LW Windows BIERZEMFZ Windows BEFIZEHIN &K R
REH2
&% R Windows Update EEH ELZEXNWNARERF. FHFIBNARFK R Eo
&40 Linux BERENETMATRERERERGCOEEREENRS4E &K R
( B30 Yum, Apt. Zypper)
EXNKRE Linux BEREN AN R4 CEEREENECRENARZRRF. 8 R ®
435 N A 72 R ki
%15
WEMBLENRA , UEERM TR EFER R ®
1ERELE Backup it XIHIRMEAIELFENEA R ®
BEZFHNEREERZBITIANB IR C R
EBEZRMRERMBIREIR R ®
RitXpiTE 5 ® R
WEXMH =B ENL ® R
ABNRE WA October 3, 2025 17



AMS INE A FiEE AMS INEEESFER

&SN Customer AWS
Managed
Services
(AMS)

BEZDESRENZHESEE E23 R

K& % R ®

FERNEHEEN— , BRI ZFR AWS RS HRBENFRETEMR R ®

g

NXEFH AWS RSB RMITRDIREED) ® R

MEZHHNEELNARFRIE=ANAERF R &

Bk

BREMEEFEEIKS VPCs IGWs, EEEMEM AWS BXMRS R &

EFEE K F Groups/NAT/NACLAH Bt E MR 1E AWS £ 4 R ®

B MEPR M EEE MR (4520 DirectConnect ) R ®

T AWS 4% B B 3K e ) 4% R E24

AMS I MZLEENNKRSE , SFRLE4 E24 R

MERBESREMEE (VPC REEF) E24 R

BERE

BRAMENAERFERRE R E24

2% AWS Bt EE A& ® R

BRAMCE AWS it iRER ® R

SCESRE AWS BRI B & ® R

BENEE
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&SN Customer AWS
Managed
Services
(AMS)
WEMB LR AR BEREER, HRINCHENERSEE R E23
FREEBREER[ARAMBLFNREA R ®
BEFFNERGEBREESR. ARFCHENERRE, C R
BIEEFEE&E AMS CloudWatch E/& IR FER E24 R
fE A& CloudWatch fEPR B R G 12 X IFHY AWS H IR #x R
RWEXRE AWS BRNER C R
BEEXHEESEER  NOIESH E23 R
EX, BEMPERFBENKMNES R ®
BEXRBNARFEENER R C
ELE 4 Trusted Advisor & R C
Ba 8 EXFHRE Trusted Advisor 59 R
FHBEEXFNRE Trusted Advisor R C
& *MROCRAS ® R
188 R W28 3 B2 R C
gogc s 37
EE AMS FIRMAE | T#HZ £ RENEERHD ® R
£ AMS FRMAH KL 2126 LR E R £ X B E24 R
FERXEN AWS RS, AEXNKS RHE AWS BREITEZE2EE E24 R
EE AMS TRITHK SR EENRERZ L RRR ® R
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AMS 1niE A F 18R

AMS IEEESMEF

)z

ERBRERE

Wt

BT EN AWS RFU#ITEEER |, #1800 GuardDuty F Macie

E N H I AMS EXHY Config MW , SN AWS BIREREFEEHKMN

L& d0 (CIS) M NIST 2B {ESNE,

¥5#%E AMS E LK Config FLII

& Config BN A —BHMHIRES

E X FiiEH Config N5k H X H #1718 1E
WAE1EE AMS E XK Config 0 #Y F2 0

£ AWS ik P B RIEE AMS TE XLHY Config #LI
EBIRAZ AMS E XK Config ALY RAY 7 R
B8 AWS K= X358 AMS TE LHY Config L1
B8 AWS IKF A X AMS E XK Config FI
EX, BEMFERETEFH Config AN
EHER

BH AMS £ AWS BRI BN EH

EH AWS BRPHEH

RIFUEIEEA AWS BIRHNEH

b 32 N7 FA A% P 1 B [B) B3 o B
NEHLERHITH R

Customer AWS

B

)

Managed
Services
(AMS)

$ 0% =% 4

Py

s

AEINRE
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AMS 1niE A F 18R

AMS IEEESMEF

)z

RAtEF IR A

MATARNARFRRHEEMAERE RREMERRE
REBHMN-HEZ

i

RUHAEFBEFLZLBRRAAEMAEE , UME AMS ELRL2SE4. BANR
SR A

CHENEEEENBTLAZ2HRIARAEE  LEELZ2E4NLTE AR
HA 8] 52 A

[P

EEAHBASE P EEF R A I AMS B3

ERE I ANERIREIREPRERFEHLE

RIREE

AWS RS AR, BRXEK, BRUNHEAANEEXFNRZEEE

i HEH AWS BIFE%E ( Amazon EC2, Amazon S3 %) , BE&SmM
BENLZSHNENEERNFAGE. XEEENEHTREERNE
il SR B

£/ AWS #RZEFRIA B B IR M TERE
EXMEE B SREMEFE

BN AWS K/, RENMBRIEEEUMEBALANRZERBENEE |
ByZemE#E

R4 BRI

Customer AWS

R

R

Managed
Services
(AMS)

R

R

AEINRE
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AMS 1niE A F 18R

AMS IEEESMEF

)z

L%, iR

BB B ARiE R MG RS ASSAIMK S E4EE
XEFERZEER AWS RS WSS
HENERRILETE

ERARRE 2 EERRA LHBRERG
BEHIEERBAEFRNBINESF

AN EEXEABNASERIES | LA 50 RAE

EN., EBEBEM4EHF AMS FRER MRS ( fI20 Amazon GuardDuty F
AWS Config )

B3k AWS EftiRiEEE B &
FERANEERLCRK, BEUAEANARFNSHERE

X3 AWS R LIRS ( Bl Amazon ) R4 RiFRE, 54
ZHEMEE KN GuardDuty

ZEEHRE
MASEDREEHTHLZEFEBEAAMS
MRMNFNZEEHNEFEHNES
BAITTREALR 2B RRIZH T RIS 4
RESEHBR-D

BWEM D

Customer AWS

Managed
Services
(AMS)

B R

® R

R B

R ®

E24 R

R ®

C R

R #x

R C

R R

R E24

® R

R ®

AEINRE
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AMS INE A FiEE AMS INEEESFER

&SN Customer AWS
Managed
Services
(AMS)
X X RV IR A R 2R S BIRINITHI AN KL E23 R
ERAIMB IR T false/true BAMY R R
BEZEEFHRE  MEEEENSEFAAE " R
PATEUEES |, HlinEEsE. XHRESH. AFBAEN =# &2 4 R C
WENAERFBSUHERE R &
WEHFENAE , UBHRAELLEIR R R
SMEs 25 AWS k% 22 BE C R
HRERRSEFRAERE AWS RS ARKBEERE E24 R
JhiE
M AMS BITFRR FEE R RRIEERNE A E23 R
EENAEFRZESHNERMNERN R E24
EZESHEEHE GRS REBRRAZA R E24

ZL2ENHBN-EBE

3B HI R B M NAT

TRk KBS 58 B8 B SR RS |, BINEEAY RS R0 R C
ENZEXMNREUMH’ —FSo E24 R

BENRAEFNIEAR (BERARFBENEEREAES ) R C

RIFL B4 Z WA 3R E SO8 HI R B R

BRAZZMARSHNERLZ DN MNENR S 76 C R
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AMS INE A FiEE AMS INEEESFER

SEB) Customer AWS
Managed
Services
(AMS)
X AWS BiR (2 EC2 =461, WEZH IAM ) TSRS HIERAE ® R

R LB -1 BR

RBRERBERIRAT

BEZL2SHNEFNARF AR LEZERE FRKE JUEREDR C R
REBEERNRBRE M, MITRERNENRMER R E23
RELZLEHM AMS RE LEAR L ZEWHRIRE LIRS &R C R
HEREED 581 AWS BIR , 238 EC2 3541, MM IAM 1RER R C
HER B H BN ARFN AR (BINARFHENEBRWASE R ®
2 )

22 BHNN-RE

RS R AT

BREFFNEREER G E R E54 R
BEFZMITRINIRE AMS EHN TR R #x
X ZIFH R IRNAT R IR ETES) AWS RS B R
FNEFNAERF. NARFRENSERE , AEFZ0ITX , UEE R #®

ERREEFNRAEFMITFERE

MENARFNES TELR (BINARFRENRESR ) R £54
REEHBN-EERE

EERE
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AMS 1niE A F 18R

AMS IEEESMEF

)z

BREEESEFESRIEEIANELRHIIMNITHI B
(7] i T 3

RERE 4 LUR B 8] &

X A Bt 1T AR AR E 24T (RCA)

&5 &

R NS E N AR RE

ERARSERERER

B & kS5 ER
R

EZRARIAERSHE

ATERENEPRENENRAFNEEEERENTE

S NRREFEERR

X TEPRFEIRV 4 & DR EA

B AMS EE BRI AV E R

B

WEEFRE L FAV I A LR B R IRAE 2R
RERREERNARNEEFREMBELFTNHA

Customer AWS

ZO - R

Py

$ % 0=

Managed
Services
(AMS)

R

£ % 0=

X

AEINRE
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AMS HniE A = 1ER AMS INEEESFER

SEB) Customer AWS
Managed
Services
(AMS)

BEXFREDBRRAES C, I R

EEFKF LZ2RAMNBRARRAES R C

BIE. MR, #HERFMEFITX C R

B2, MIBR, #ERFNEHETER C R

FERRRRERFEMNRRRE ® R

BERT&EBRBAES R ®

MK P o 38 BR 75 R A B 2R c,I R

AMS Accelerate 1T EBH

AMS Accelerate XX T XFHRMSE BN AERFITER. AMS RIEEMIZHERBIHITER , £
AEHADR APIs, AMS XZFRLEREHNARER. BHREE, SALlEARINNTEESAEES
AMS ( EMAF ) M EMER ; ERITIRE , BSRBEREN AMS Accelerate Ik~ FH &
Xo

AWS resources
AMS Accelerate (RFELATER T EPEBHE H AWS TR :

- FEBMER AMS FTEN TEMR IR,
- BN AMS BN -85 , B THAS4MER.
« FREBEZERBEN oW NE FEATANEN (EFREANTRFELREHERK ) -
- EEENREHE , FEASHBAN—ED,
- BEEINEFEE AMS ZhEERViERET , 0
- BiREER
« BIRFRICER
- AT EENEFEN

AMS Accelerate A1THIZEF B E MRS October 3, 2025 26



AMS 113 f = 457 AMS HE BRI
- WRAERR
- ZitXl

EXLEBERZI , AMS Accelerate T2EBREFH TR, WREBEE AMS WHEBFEEHEMBERT
HMITENR , HEEFERZRERE,

BRIERSGHMS

AMS Accelerate AIAE T EFERABEE RN RS SRIDIUFEXLNEHBRARITEHRERZER
HHITER, AMS BTN EBWRIERSHITER , EHNEF I —EBDAMS Accelerate F#Y B 3 =45l
EB.

NMAEFABNEE

AMS Accelerate N\ & IEEIEE ( 5la0 AWS CloudFormation infrastructure-as-code #4x, H
A€ Lambda B# ) , BERAIAESENHARRTHEE X T BB REZENLTLEEK, AMS
Accelerate J3 208 R FA 2 Fr B9 B A% HE 7] B AR At i FE HERR A5 BY |, 1B AMS Accelerate o3& 15 RIS R E
R AREFEE.

Accelerate FEI N T X IRIER SR ThEE

TREFNRERGREREPIHNEMRERS. IENEEAMS FHREREF TN KGN
“BEFERNEE” , NIRRT RRSZAWS SFRVLI R,

LT ERE AMS DR E A THRERSGT ISR

Thee #&x

EHER AMS R EE 4G R,

RSSiEREE AMS 3% AR 5518 3K i Hi (= BT

B AMS Y5231 5 Amazon EC2 REVIRASKR ERKFRZS

B, RERSRESRE | NEEETH. REBRPH
IR A B9 R R) B LA R RN PR 4% T 175 ) 4 B D3R =
Ml LAY RE 4 R

KOARSRESE  NEHEHEETER, AFER,
NHRERIRUAR AT RE

TEXEHHNBRIERS W7 October 3, 2025 27


https://aws.amazon.com/managed-services/features/operations-on-demand/
samples/acc_sla.zip
https://aws.amazon.com/service-terms/#2._Betas_and_Previews

AMS HniE A = 1ER AMS INEEESFER

Thee =

ZEERE AMS ¥ #2 3 [E 5 Amazon B9 EC2 GuardDuty A& 45
REHMAWS Config #,

ZHhER AMS & Accelerate 5 EC2 £ AMS E &I AWS
Backup it XA REFEREESEMEE,

xR MR

BEREENTRERAFZIE (CSDM) , fiTRfE AMS Accelerate RIZHZAFR) , HiFfdH 7THRITEHNE
WABIMEREE, CSDMs EEFZE, FAREFLE, AWS Managed Services =R I (SAs)
FMAWS BRFREMIT () &1E (WER ) , UEBBEHFME , HEEBMNRGEFAMNZEIEHSIR
HER{EKEREIN, CAsCSDM 2 AMS HEEB RS, £H CSDM WEEMER :

s HAHFEBEEFNAERSZSFESW,

- BHBEXLZEME, REHHFEFRNEAI B FAMER.

. XEFEMER , BFE AMS Accelerate I ZhBEIF R,

o [R5 H R Rk 2 MRS IR EFE R,

« AMSMBEMRICEIURH AR,

EEANE

ZBO L H T AENREREFRE R AT E KR AMS Accelerate,

Thee AMS Accelerate
BRER
RS ER 2 Xi&
EHEE (P2-P3) £ XIR
R NRE 2 Xi&
T EE EP N

ERRMFA R WA October 3, 2025 28


https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_finding-types-ec2.html
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_finding-types-ec2.html
https://docs.aws.amazon.com/managedservices/latest/accelerate-guide/acc-sec-compliance.html
https://docs.aws.amazon.com/managedservices/latest/accelerate-guide/acc-backup.html
https://docs.aws.amazon.com/managedservices/latest/accelerate-guide/acc-backup.html

AMS HniE A = 1ER AMS INEEESFER

IheE AMS Accelerate
ERER
s g nie AR 2 KR
=ERS XA E=ER (CSDM) B—ZRE : 08:00 — 17:00 , %ty THEESH
Bl At E]
IhEE AMS Accelerate
ERER
RS R £ KR
EHEE (P1) KB
BHER (P2-P3) 2R R
EHAMRE £ KR
WTEE SRR
s iR AR £ KR
SRS XNEREE (CSDM) B—ZRAE : 09:00 — 17:00 , %t THERTH
F R 82

AMS RIEEATIKFH AMS RFERMN , N EFREBELEFE IG5 X, BR24 /D, BATX, &
X 24 PR EHEBNRSEREES#E,

EREZNENREERRN AWS 5 AMS RSMHEERE |, FEA AMS 268 HARRXBHEM, BxX
BELEE , B30 1 Accelerate R E#. BX AMS EHEEN —MREE , HSHAMS Accerate
HNEHEE,
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AMS HniE A = 1ER AMS INEEESFER
Em@ AMS WRER AW , FEREMAERS , 5EA AMS 2FEARREFER. BXEZER

SR £ Accelerate FEIERS1ER, BX AMS IREERN—REER |, 55 @ Accelerate RHY RS
BREE,

BT IR ERE

AMS Accelerate EPEEIEH AWS K~ KB PTE & RERSIEresource_inventory.zipX#
resource_inventory.xlsx BF&E ( ESR ) &,

® Note

ERBEZHFSD | B4 CFN: &R CloudFormation 248 ID MA R R BR B . XLEREX Kby
BHRIR (0 S3 FHBRE ) 2R,

AMS #E T —HIRS , MPARSERR, HEINZKSE , BFENHIAERE  EREEFAR
RV, RABLEM. fln, SIZAE , AERFRER FAEEMAN,

HNEERANBITZREXRN , TESMHEAZSANRESAEEAR , \MSBESHEAR. R RIEE
tE A F CloudWatch T4 #3L 6189 Amazon , B SR BREA , RERAFRBSE, AWS Backup
=EF—MF, MREBEFERHTZINEN , RERBHPEK , UIRTEFEANFEZREZ , IEAXELE

o

at

XEHFRETN, EERRFRNAEZIE (CSDM) #HITHEALFZITEF , RETCHS B ERK
FAHY AL G

=
5
bl
33
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samples/resource_inventory3.zip

AMS HniE A = 1ER AMS INEEESFER

AMS A [TH0iE

WMRIEIEZAE AWS Managed Services (AMS) EEMKF |, FAEEABEIIA AWS Managed Services-Bx
ZYEETHEKRTDBMERS (AWS) HERRK.

EZ5EM AMS /5 , AMS Accelerate BRI IES B R EFN AMS LA T ABRRE. AWS K/

FEHAEFIIEESE : AWS Managed Services ZIHE

® Note

AMS 1NiEZ#F GovCloud Xig, MRENRSFHHEEESH AWS GovCloud (US) Region , 518
S A7 AWS GovCloud (US).

Accelerate B9k P XA

K P SEME AMS Accelerate 4 N ER

1.8 1% & “IE PRIKS TEEKSWHPRES , ARERRKS BN RARERS,

2. 58 2 %5 : Accelerate P AR E IR F R ERGIEZ ZRHMEM ; H 7 AMS Accelerate =213
(CAs) B2 — M ABRERY |, ZEMMEHEBRRELZEEHBREESEMRRBE,

3. %34 : ERARMIAREEIME AMS ThEe T IEINEE , Hlantsie, B MZH.
4. F 4% EME PEELNEBRAENNAEFEAEERR (2 EC23%6 ),

DR ABR SE RS A

EFBAITREZE , BS54 T Accelerate A PRk AV R KB < R,

(® Note
E#F A AMS Accelerate , BU4MFERARNZEFN ZiF iRz — Al RAOZHBIR, FF X
AR RMEITREE BEIKIKE AMS Accelerate A&, ETHAEXTRAEENEZESR |, FS
BHE i EE,
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https://pages.awscloud.com/AWS-Managed-Services.html
https://pages.awscloud.com/AWS-Managed-Services.html
https://aws.amazon.com/managed-services/features/
https://docs.aws.amazon.com/govcloud-us/latest/UserGuide/getting-set-up.html
https://aws.amazon.com/premiumsupport/plans/

AMS HniE A = 1ER AMS INEEESFER

AMS INiE VPC LKimTh K

VPC KinTi R Al ERH VPC 5EXXEM AWS BRFUKRBHIEMIIFN VPC KinT SRS ZBEL
FEERE AWS, NMREBEEHEHMBEBRMNERE | BFEELT VPC REFLKimT 2 , LUBER AMS
Accelerate SHRFHKBIE L IEE,

® Note
FELUTHIERSF | regionftk AWS XBHIPRIREF , flilus-east-2KEREP (BXZBEM ) i#b
X B9 FRIRF o

com.amazonaws.region.logs
com.amazonaws.region.monitoring
com.amazonaws.region.ec2
Ccom.amazonaws.region.ec2messages
com.amazonaws.region.ssm
COm.amazonaws.region.ssmmessages
com.amazonaws.region.s3
com.amazonaws.region.events

BXRUAEE AWS VPC KT JEVER , HSH V PC LinT Ko

® Note

MREEEKS PR ERFERS I VPC KimT R , FEF UL RHI CloudFormation 4R,
& T AR E B © A9 A BISE R AR T M BRI 0 VPC KT RE Lo

h3ER R RY H G BB P % 4

1. T8 egressMgmt.zip,

2. TF ams-egress.jsonX .
3. 7£ JSON B URLs T3k E :

* WindowsPatching

* RedHatPatching

* AmazonLinuxPatching
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https://docs.aws.amazon.com/vpc/latest/privatelink/vpc-endpoints.html
https://maxis-file-service-prod-dub.dub.proxy.amazon.com/issues/d2db9efe-7f92-4e17-98c6-1522449f43aa/attachments/d0469f4d1fadfa88580a640666f0886bdef5dccfc6272104ab4ca37c3c7a1eb4_f317b3ec-e76b-43cc-8ca2-847f0671d445
samples/egressMgmt.zip

AMS HniE A = 1ER AMS INEEESFER

* EPELRepository
4. RVFIHRIXL URLSs,

FE DRIE” RO s v E

ER BT iRz — iR uhiE

® Note
FEETHAR/GSZE , BLBregionB RN BN XEIRRRFF , fl, us-east-1

Windows PowerShell s

$region = 'region'

@('logs', 'monitoring’', 'ec2', 'ec2messages’', 'ssm', 'ssmmessages', 's3','events') | °
ForEach-Object { °

Test-NetConnection ("$_" + '.' + "$region" + '.amazonaws.com') -Port 443 } | °
Format-Table ComputerName, RemotePort,RemoteAddress,PingSucceeded, TcpTestSucceeded -
AutoSize

Linux a3

for endpoint in logs monitoring ec2 ec2messages ssm ssmmessages s3 events; do nc -zv
$endpoint.region.amazonaws.com 443; done

HEA B Amazon EC2 Systems Manager

IBTIEFRE AMS BB MFTE EC2 £4) LR/ AWS Systems Manager 3 ( SSM RE ) , BIEE
ERN SSM REFFEMN I ENE. BXx81E Amazon IR EC2 , 2 HE 3 % : FARINER
e AMS Ih&E,

IRAEY IAM

EANEHAPEEMEE AMS Accelerate Thag , BNz R AMS 2 AREERZ D , BLITE AWS
Identity and Access Management (IAM) AR FHITXLRENBHBNE. BX IAM KEHNRE , B
SR AMS IR
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https://docs.aws.amazon.com/systems-manager/latest/userguide/ssm-agent-minimum-s3-permissions.html#ssm-agent-minimum-s3-permissions-required
https://docs.aws.amazon.com/managedservices/latest/accelerate-guide/acc-access-customer.html

AMS INE A FiEE AMS INEEESFER

1L IR PRIKS

EWRFAIEE , AMS 252484 , IEEAKFHITRS , HREBERKFFIENEREE, AMS
FEKFEZINBREEEERS . AMS FEHAWSServiceRoleForSupportfRE#Hx A EKIRFIFK AR
RE , RAREEEEHRITI , REHAKPRATIHN R,

Accelerate FHIIK F X IR

NT BRI MRIENKS , AMS 2FTRERE | BE Rk AP FARBIKRESRE. £ERN
KA AMS 5 , RERERFZEFHIT , MRBKFRES. EFEN , AMS 2588#F , HE5XE
KEMXEEARIAETIR. AMS ERANRTRERENRE AP BEENKF RN —E5

BRIERE Rz AWS fEREY API i A

AWS Control Tower lxZA~iF{E 518 AWS Control Tower fRA& ¢ ControlTower:GetlLa
IR S N EE =1 0f 52 (M1 ndingZone

Ao AWS JiKF e ControlTower:ListE
nabledControls
e ControlTower:ListL
andingZones
AWS CloudTrail 1#{& WELH AB AWS CloudTrai  * CloudTrail:GetTrail

| RERREEE , AWSIKF Bl . cloudTrail:ListTra
B ABRE &K CloudTrail i§ ils

EREAR o * S3:GetBucketOwners

hipControls
* S3:GetBucketPolicy
* KMS:GetKeyPolicy
* CloudTrail:GetEven
tSelectors

* S3:GetBucketLogging

+ S3: GetBucket
LifecycleConfigura
tion

F£15 KSKN WA October 3, 2025 34



AMS HniE A = 1ER AMS INEEESFER

BRIERE Bz AWS {ERA/ APl 1A A
e S3: GetBucket
Encryption
CloudFormation ¥ %44 NHIE AB AWS K #BH » CloudFormation:Lis

BEE AWS Ik EE AMS tTypes
BRSHY CloudFormation 44,

Amazon EC2 SEiF(4 RB& AWS IKF R RIELT « EC2:DescribeInstan
AWS Systems Manager {32 ces

(SSMfLE ) M AMS FX¥F . Ec2:DescribeImages

A S=451
#y EC2 K41, « SSM:DescribeInstan

ceInformation

AMS Accelerate BETTAL REREK , UFEHRISEMN R, AMS Accelerate Discovery X #&K F #Y
B BR 2 AWS CloudTrail @3 AWSServiceRoleForSupport fFREEX A EIEEZN, XEBTHERZY
BRFITER, BXHELE AWS CloudTrail , 258 (AWS CloudTrail AFERE) .

£ 2 &5 : Accelerate PRI AR EE R IR

XERAREEFFREZNER,

IR R

BN ERSRAEE (CSDM) FHESBTRRBRBRE, EREEIFZRMEZME AWS X , EEH A
H MRS FRPIL (SLA).

&m AMS AR TR

BEERFI AMS REMZERHAPIFRNR. Ak , EALLAENARE— CloudFormation
K, B2 AMS ABWERARE N IiEaws_managedservices_onboarding_role
CloudFormation MeIfE, BXREZFMEE , BSHAMS FHY 50 EEMNIE,

AMS 2EELNEE

BT (CA) RLBERENKF RO REEENEE R , FlinRSIZEFIKEE (SCPs) , AR A&
FH1E AMS Z28 AMS FFEMN TEMRENLZEXKIM, B CA 258461 |, BEHEIRENHBK
AMS T EMBRFRIBEWFTEER,
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https://docs.aws.amazon.com/awssupport/latest/user/using-service-linked-roles-sup.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html

AMS HniE A = 1ER AMS INEEESFER

AMS £ F&EZH AWS CloudTrail BEREE

B ERN (CA) FHEEELM CloudTrail lRIREE , HEIAERFE AMS ZFE LI CloudTrail iR
5% , B2 Accelerate 5488 CloudTrail KPP RA LB R RER ., WREIEF Accelerate 51EH
CloudTrail BREREERX , MEH CA FESEZKI CloudTrail REE B RE BN L EEFH

AMS HEER TR

AMS HFIRAERE T B M AWS BIRRKE M AMS Accelerate W RE RS . TRE , AMS EEI AWS
Managed Services 7 , AMS &8 &R EH K- EBUE,

AREERFEMRIILE R, EAUNEEEAARRENT—F:58 35 | ERAMARBINE AMS I

Lk
BE.

® Note
DELSNIKS EB0E , EASUERRTUATE—ES :
- £/ Support Center #5857 AWS EftiZEIBZEHMRFZER. HSHAMS Accelerate
PREHIRE. RS ERFMIKSE &=,
- EENIKFHEEF AMS BEH AWS Config A —HHERS. MEFHEESHE
« ENLF %M GuardDuty SAK Macie ( A% ) BELE R, ESHEH KT GuardDuty,
- VAR FBE# CloudTrail B&
- JBEREH AMS Accelerate I FE{L, FSFEREREHN AMS Accelerate Ik 7 H Y B i,
- ERARFINCEUERE., BSRMNERRIRICE.
- EAiE Patch, Backup 1 AWS Config k&, BS RS FED,

EEHEHENVEE , it AMS Accelerate fEB &8 CloudTrail IRER

AMS Acc AWS CloudTrail elerate Ik EE XK EBEAKF FERRNTITMESHAE, EARMBE ,
O] LA TR Accelerate RTEERHEE AWS X1Z8# CloudTrail BRER , X2 EHIAE CloudTrail ik~
HRALRIFERNEN, NRENKF REERE , N Accelerate FF1E ABRH R EFFBFEE CloudTrail
BRIz,
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AMS HniE A = 1ER AMS INEEESFER

/A Important

CloudTrail R L &% #E#E ™ AMS Accelerate SR CloudTrail lF SRALRIRERNT , TF
EHTAZEERE,

SENREMIF (CA) —BEFEM CloudTrail BRERELE. Amazon S3 ZFEFKEEF CloudTrail 5E3)
RAFTB I HbHI AWS KMS Z4A KB

£ Accelerate AT AE ARV CloudTrail lRERZ Bl , BAMEERHNEMIT (CA) SEFEMNEFHEN
BELEBLUBZ Accelerate BN EXR, MREEZFT Accelerate 5#& 1 CloudTrail ALRRIRER , NEH
CA £5#ZEEEHEH CloudTrail EH RSB F5 Amazon S3 FEMEF AWS KMS ZAKRE , LA
MIEH) Accelerate Ik P #TEEMK B, K Amazon S3 FAE#E AT AL T H Accelerate B /YK /-
B, A B T REEMNIKF S, £ ABRHEE | Accelerate 2R UE R A O] LA EIEHY CloudTrail AR R
RE4ARFENHTER , MREBEIK , WLEEA], E5EHN CASEEEXLERE , SUEA
PR E A BRR AR

EEHEHEM CloudTrail KPP HA LB IRE B

EERKINIE CloudTrail BEEEEH CloudTrail K RALBEERR , EEHRHTUTEE

« &K CloudTrail RIRE B E R ICKAIEEH AWS Xig,
« &K CloudTrail RERE B A RBREZE=H,

« #&H) CloudTrail WP SRARBRIRICRAEEEEN , SFERHAEASZH |, AWSKMS ¥ E
Amazon RDS Data API 4 HEERE A,

« &1 CloudTrail RERE B A HENXHZEMERIL,

- J&#Y CloudTrail BREREY Amazon S3 LA SSE-S3 5 SS E-KMS MZE KA HMSBH MBS
o

« B8 CloudTrail BEEHEAXIEEHH Amazon S3 FEBE B ARSEEEHE AEIEH.

« & CloudTrail IRER&ZIZZEHE Amazon S3 F A HY A n B HIEL E v 5 &8 CloudTrail IR EEIER
BEL 181N A,

« & CloudTrail RERBEH X ZEEHM Amazon S3 EHBERINKRAAENRE N REIFEHBREE,
« Accelerate AJLLi5 B4 /Y CloudTrail BRER[E H & X EHH Amazon S3 1Z6E4.
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-concepts.html#cloudtrail-concepts-global-service-events
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/logging-management-events-with-cloudtrail.html#logging-management-events
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/logging-management-events-with-cloudtrail.html#read-write-events-mgmt
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-log-file-validation-enabling.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/UsingServerSideEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/UsingKMSEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/ServerLogs.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/how-to-set-lifecycle-configuration-intro.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/acl-overview.html

AMS HniE A = 1ER AMS INEEESFER

EFHEHEH CloudTrail 5E31 {3 H BV HY Amazon S3 FEMRBUR

FEARAE K SFEESLENTEEIT (CA) &1 , ¥ Amazon S3 174 1 5K & 7 BB A i 2 R WY
CloudTrail SEz1 RS B Mtth, A T L@ A EBMIER Accelerate Ik~ &) CloudTrail B4R
B 4% Amazon S3 FEEEFMNENR , BRI EALF H Accelerate EBH B NKF P HB—1NGE—
WEN IAM A6 | HFFERMBIFFE Amazon S3 FHEEEREFBEMWaws : Principal Arnl&RH,
FRLKEE , B AF LR Athena 7 Accelerate F&E R 2 #7 &K F #9 CloudTrail A4 IR ERE
. BXRUWMAER Amazon S3 FRBRBNEZERE , BRI IREEFERSAFEETRNER
Amazon S3 & & A I i KBS .

/A Important

HBETE Accelerate 5FEHEZEXZIEFR S3 FHEMEH CloudTrail IRERERKET , TEEEHE

#) Amazon S3 ZfE@E RS, Accelerate TXIFE£ XTI EHEFMEEE AWS AL T EEKF
B CloudTrail IRERE K

(@ Note
HEEHEMN Amazon S3 FREBERM 2] , B red 7 RERNEMNE

« amzn-s3-demo-bucketfEFRBE &K P IREREHH Amazon S3 FHEREI B .
 your-organization-idEREMNIKFFIE AWS AL4H ID,
« your-optional-s3-log-delievery-prefixfEREH CloudTrail BREH Amazon S3

FEBEETR, HMmy-bucket-prefix , B CloudTrail RERAI ATEEEIRE K
B

R &1 R N BRERELE Amazon S3 FEEREERIER , BMELT Amazon S3 171 K g 7 BA
FiBR your-optional-s3-log-delievery-prefix “ FMEEMERAT (/)o

LLF =4 Amazon S3 12K F B F Accelerate THRIAPR , ATLAMIERY AWS Accelerate K
KRB HIZIT Athena Eiff , LA #7 CloudTrail #BME43 1+ B Amazon S3 FEEHRHNEH,

{
"Sid": "DONOTDELETE-AMS-ALLOWBUCKETCONFIGAUDIT",
"Effect": "Allow",
"Principal": {
AWS":
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/add-bucket-policy.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-a-trail-using-the-console-first-time.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-a-trail-using-the-console-first-time.html
https://docs.aws.amazon.com/managedservices/latest/accelerate-guide/acc-change-record.html

AMS HniE A = 1ER AMS INEEESFER

1,

"Action": [
"s3:GetBucketLogging",
"s3:GetBucketObjectLockConfiguration",
"s3:GetLifecycleConfiguration",
"s3:GetEncryptionConfiguration"

1,

"Resource": "arn:aws:s3:::amzn-s3-demo-bucket",

"Condition": {
"StringEquals": {

"aws:PrincipalOrgID": "your-organization-id"
I
"ArnLike": {
"aws:PrincipalArn": [
"arn:aws:iam::*:role/ams-access-*"
]
}
}
},
{
"Sid": "DONOTDELETE-AMS-ALLOWLISTBUCKET",
"Effect": "Allow",
"Principal": {
"AWS": MM
},
"Action": "s3:ListBucket",
"Resource": "arn:aws:s3:::amzn-s3-demo-bucket",
"Condition": {
"ForAnyValue:StringEquals": {
"aws:CalledVia": "athena.amazonaws.com"
},
"StringlLike": {
"s3:prefix": "your-optional-s3-log-delievery-prefix/AWSLogs/*"
I
"StringEquals": {
"aws:PrincipalOrgID": "your-organization-id"
},
"ArnLike": {
"aws:PrincipalArn": [
"arn:aws:iam::*:role/ams-access-*"
]
}
}
I
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AMS HniE A = 1ER AMS INEEESFER

{

"Sid": "DONOTDELETE-AMS-ALLOWGETOBJECT",
"Effect": "Allow",
"Principal": {
"AWS™ . MM
I
"Action": "s3:GetObject",
"Resource": "arn:aws:s3:::amzn-s3-demo-bucket/your-optional-s3-log-delievery-
prefix/AWSLogs/*",
"Condition": {
"ForAnyValue:StringEquals": {

"aws:CalledVia": "athena.amazonaws.com"
},
"StringEquals": {
"aws:PrincipalOrgID": "your-organization-id"
.
"ArnLike": {
"aws:PrincipalArn": [
"arn:aws:iam::*:role/ams-access-*"
]
}

EEFEHEF CloudTrail 5E31#%5% B Y AWS KMS KEBBUER

EARRHE , BFEESZNEYIN (CA) SEEHA T MBEEZIEEEH Amazon S3 FEFEHY
CloudTrail BREREAHY AWS KMS B4R, HRF5IA AWS KMS BRI EAMINBIIE AWS
KMS Z4H, X2 Accelerate BLiE N 5&EINE R CloudTrail BRERE#H1% % B #5 Amazon S3 77
ERERHBEEN., AT iLEWAF B MR Accelerate Ik &) CloudTrail B4R T B#R
Amazon S3 FHBPHER , BULUEALFRH Accelerate EEBNWEBNKFPHB—INE—TEHN
IAM A€ , HFERE “aws:PrincipalArn” 5I&kF, FHLEE , ZHAFTUEREH,

BETRH AWS KMS XBBEREM A REEZR, BA8ER A CloudTrail REFEE T AT NHE
=48 AWS KMS F41 , TR ENZREH Amazon S3 EEBEHIT R AWS KMS %48, :E , &1
BEE —1 AWS KMS Z4AH T InZ £ %S4 CloudTrail , 3 — AWS KMS 240 B T &4 £ 18
B9 Amazon S3 FHEBEPNFTEN R, HEBEHN AWS KMS ZAR , BAILLEFHFENRHANE AWS
KMS 4A3RBE , LR F Accelerate 5 RIZRHY CloudTrail EHHINR. EEHFBH , BELHFSE
AWS KMS # AWS KMS $ABUERF RIS N N E R R, BRUOMAER AWS KMS ZHAXRKBINES
8 , S HAWS Key Management Service Al i8R R B R 4A KR
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https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying.html

AMS HniE A = 1ER AMS INEEESFER

/A Important

HETE Accelerate 5B T HEXH SSE-KMS &/ CloudTrail SRERERE , B EEFH
2 AWS KMS 43K HE,

(® Note
EF I AWS KMS Z4ARBEF AN A T A T & &£ E Amazon S3 FE# AWS CloudTrail
HEHH AWS KMS B4 28l , BT redZBREBMNEANE -

* YOUR-ORGANIZATION-IDEREHIIKF FTE AWS ALR[ ID,

K AWS KMS REBBKRFBHEF Accelerate 1R WAL MK &£iXE Amazon S3 2RI A
MEHRESEHRE |, B EEXPET Athena , Accelerate R ERERNM D HTEH. CloudTrail

o

"Sid": "DONOTDELETE-AMS-ALLOWTRAILOBJECTDECRYPTION",
"Effect": "Allow",
"Principal": {
"AWS™ . MM
I
"Action": [
"kms:Decrypt",
"kms:DescribeKey"
1,
"Resource": "*",
"Condition": {
"ForAnyValue:StringEquals": {
"aws:CalledVia": "athena.amazonaws.com"
},
"StringEquals": {
"aws:PrincipalOrgID": "YOUR-ORGANIZATION-ID"

I
"ArnLike": {
"aws:PrincipalArn": [
"arn:aws:iam::*:role/ams-access-*"
]
}
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https://docs.aws.amazon.com/managedservices/latest/accelerate-guide/acc-change-record.html
https://docs.aws.amazon.com/managedservices/latest/accelerate-guide/acc-change-record.html

AMS HniE A = 1ER AMS INEEESFER

}

21 AMS B e &R

AR AMS A EEN AMS =T (CA) TR, AT zip XHBE Terraform KEBF
CloudFormation #4x , AIfE{t IAM A€, NREREMEERENCE, EXEZEE , BEHEEN
CA,

BBEWR O/SE ) TOIER
aws_managedservice AMS A 51X 1E ABREA[E 5 A onboarding_role_minimal.zip

s_onboarding_role

® Note

ERHTHRHER (ENMNER—) F, BFIEXLEEIRIERN CloudFormation 4B E X
&3/ hliEaws_managedservices_onboarding_role CloudFormation i #l4E.

N hniEaws_managedservices_onboarding_role CloudFormation i/

& LA CloudFormation MH €12 AWS Identity and Access Management A& AWS B IB2H|
A. aws_managedservices_onboarding_role=#& , A LAEAF IS AWS CloudShell kP
EAG,

£/ AWS EEZH &

(® Note

Fazal , BEZEENAEH JSON B YAML XAt EE, BXERER , B2H tIE
AMS AERER,

ENPOIEAE AWS BEEEHE , FTRATIR

1. EF AWS BEIERF|A HE hitps://console.aws.amazon.com/cloudformat ion 3T FF
CloudFormation #4154,
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samples/onboarding_role_minimal.zip
https://console.aws.amazon.com/cloudformation/

AMS HniE A = 1ER AMS INEEESFER

2. EERGIEMR > ERAFER () . BREIATRE,

3. ERELEERXXH , & IAM BEH JSON = YAML X4, RARERT—FH. BFEIUTRH
Mo

4, TEMRBHRFZRDIW AL BT ans-onboarding-role “, DateOfExpiryEF “YYYY-MM-
DDT 00:00:00 Z" XM A a ( BB LR AR 30 X ) . #EMTRFHER T, EF
B3R AE :

5. BREPZERE A AFEFCEHER,
6. WREKREEIBIE,

FEAFRBENS AWS CloudShell

E#® aws_managedservices_onboarding_role IAM B | EEHRETU TGS AWS
CloudShell :

AWS CLI

curl -s "https://docs.aws.amazon.com/en_us/managedservices/latest/accelerate-quide/
samples/onboarding_role_minimal.zip" -o "onboarding_role_minimal.zip"
unzip -q -o onboarding_role_minimal.zip
aws cloudformation create-stack \

--stack-name "aws-managedservices-onboarding-role" \

--capabilities CAPABILITY_NAMED_IAM \

--template-body file://onboarding_role_minimal.json \

--parameters ParameterKey=DateOfExpiry,ParameterValue=""date -d '+30 days' -u '+
%SY-%m-%dT%H:%M:%SZ2"' *"

AWS Tools for PowerShell

Invoke-WebRequest -Uri 'https://docs.aws.amazon.com/en_us/managedservices/

latest/accelerate-guide/samples/onboarding_role_minimal.zip' -OutFile
'onboarding_role_minimal.zip'

Expand-Archive -Path 'onboarding_role_minimal.zip' -DestinationPath . -Fozrce
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https://docs.aws.amazon.com/cloudshell/latest/userguide/welcome.html
https://docs.aws.amazon.com/cloudshell/latest/userguide/welcome.html

AMS HniE A = 1ER AMS INEEESFER

New-CFNStack °
-StackName 'aws-managedservices-onboarding-role'
-Capability CAPABILITY_NAMED_IAM °
-TemplateBody (Get-Content 'onboarding_role_minimal.json' -Raw) °
-Parameter @{ParameterKey = "DateOfExpiry"; ParameterValue = (Get-
Date).AddDays(30).ToString('yyyy-MM-ddTHH:mm:ssZ"')}

BIEABRE , FEENTEMIN (CA) BETRIZE 2 & . Accelerate FABREE R RLRE. &
AMS BRI P FESNRASE , BRMALEZIE6T

3L ERARMIAREEINE AMS Thee

FEUHM B , B EABIARIINE AMS ZhEE, HAPBERIMN Amazon EC2 241 , ARRIFEEN RIF
FlENSIE, &1, AWS Config {EEF*NT ( 20RERA , AMS Patch Orchestrator 2 & 4045 5l BB iF
W NAH ) . RANBEHF , B AT LURIBEREVE AER AMS L4 ThEE, E@ AMS ER#BE) , &
BIRBRFSERHFRUABELENBAUATZTHES. FidE , RFERTIUEERHHR,

® Note
BN ATREERARMIAREERTEAD, AT e , BFEXNRIFERTIA T S8R RIRY SR
3
£
( IE ) IR AT FRIR A 4R 4R
« AR 2

. fnE EC2 SEHILA IR

« 1£ “HN3E” AWS Backup # ABR
- Accelerate FEYAIT4NT

- £ PEETFEHRE

(T ) AN A BRI AT TR

PRI A THEAR T /S A IR AWS ZhRER K - R B SBBMELE AMS BRIRHricE. SFHREML ,
R U ENENE D, BEEERALEERE - NKFPE L ERE, SN2 0E/AR, RF
FFH B 4EFE Organi StackSet zations Units AR FRE , LFRELZNKFIRE,
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AMS HniE A = 1ER AMS INEEESFER

BT UAHEENBIKHNEECHAEN AMS BRI CREEXH , AEAXHFPHNRRKRUEE
ERHRETE Lo

RIEA R NR I BE
PRIE AR AT TE R TESS

« A AMS FiRPR IR IR M I BB BEMRA,
- FHRENATEA AMS EEA B SRR IR Amazon EC2 R4,

(AL ) RN A THEE EC2 X0, EENRBEMENIT R TEX , FelBEINEFEON
FEEH

/A Warning
RANBERT , ROIERH BB EFENKFNLZENT

( /i ) RS A THRE EC2 =46l , FEseBRBIMIA AMS R4 1T RIPHELHITER.

o (HiE ) FHRZN A TFIEER Amazon Relational Database Service (Amazon RDS) &R , LAEIR
FEEBEAZHITINERTER, FOITRIEZFEF Amazon RDS R EIRIRE (PITR), MRKEFH
Amazon RDS BaI&#% , WHEEFEZET 1N E20EONNEBREHRZ3.

RIE A T4 AR 7B 25 A HE BRI
EALERGBRIZEADER G , BEAATSRFEERGIPREER/ G, BHREFH 25

- BEMEEE . BN EC2 EHIHERE AMS EEMLE 2 |, BHIARSRINEZE
il : ExcludeFromAMSQuickStartMonitoring=true,

o 840 : BEIRIEAENRFE T Auto Scaling A, T Sha#E 4 RS IRS I Db M4 Kubernetes
Service B R Y EC2 EHIHEBRTEISAMNEE Z 5N

EXAMEEIE DX EC2 SKHIHITESH T HXMIRIE , HRHEKRSHIRE N, CloudFormation
EnablePatching=false

ENEAN EC2 EHIBERREREZ SIE4MNE O B2 AEnablePatching=true , B LFRZR N
B ZEH:ExcludeFromAMSQuickStartPatching=true.

« Z4  LBEATIRARFES Auto Scaling A, ECS 5 EKS &K A M EC2 KAIPBRER D2
o
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https://docs.aws.amazon.com/managedservices/latest/accelerate-guide/acc-backup-select-plan.html#acc-backup-plan-default
https://docs.aws.amazon.com/managedservices/latest/accelerate-guide/acc-backup-select-plan.html#acc-backup-plan-enhanced

AMS HniE A = 1ER AMS INEEESFER

EFEAN EC2 RAIHEBREBRIA AMS Backup 1T XI# B ¥Rz EnableBackup=true , i %L
FRIIEAT#R% : ExcludeFromAMSQuickStartBackup=true,

® Tip
WO LARLEFRIC EC2 3E6l, FANRSRESE—NTRPMEBEFNIRICHR. AWS EEE
HE

RIEATRRS 2L

BRI AT THEMR T Resource Tagger BliE 7 ¥ FrZEams : rt: ams-managed=true R MEIMK - FHI AR
B EC2 4| , TBEZmERMEXcludeFromAMSQuickStartMonitoring=truefr XM L4, 1R
FENEREAUTSHORZEG RN AIES S

CFN 2# =l MR
EnableBackup ‘true' ( BAIA ) BIEBRIA AMS Z241tX , FIE

AMS EEH EC2 3£l (ams:rt:am
s-managed=true ) #BFr
idams:rt:backup-orch
estrator=true HNBREE 4R

(BB ) HITR D,

X FFiE RDS SKBIMER | RIFE
BEZMUN , ZERERAEER
KREH (31K ) K ams:rt:ba
ckup-orchestrator-
enhanced=true ‘“B&E&%#H’

MRXEHTEN PITR REH , Y
ERELEERT I ENE I RE
B, Bl mRERHASLERE
B E
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https://docs.aws.amazon.com/tag-editor/latest/userguide/find-resources-to-tag.html
https://docs.aws.amazon.com/managedservices/latest/accelerate-guide/acc-backup-select-plan.html#acc-backup-plan-default
https://docs.aws.amazon.com/managedservices/latest/accelerate-guide/acc-backup-select-plan.html#acc-backup-plan-default
https://docs.aws.amazon.com/managedservices/latest/accelerate-guide/acc-backup-select-plan.html#acc-backup-plan-default
https://docs.aws.amazon.com/managedservices/latest/accelerate-guide/acc-backup-select-plan.html#acc-backup-plan-default
https://docs.aws.amazon.com/managedservices/latest/accelerate-guide/acc-backup-select-plan.html#acc-backup-plan-default
https://docs.aws.amazon.com/managedservices/latest/accelerate-guide/acc-backup-select-plan.html#acc-backup-plan-default
https://docs.aws.amazon.com/managedservices/latest/accelerate-guide/acc-backup-select-plan.html#acc-backup-plan-enhanced
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_WorkingWithAutomatedBackups.BackupRetention.html
https://docs.aws.amazon.com/managedservices/latest/accelerate-guide/acc-backup-select-plan.html#acc-backup-plan-enhanced
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_WorkingWithAutomatedBackups.BackupRetention.html
https://docs.aws.amazon.com/managedservices/latest/accelerate-guide/acc-backup-select-plan.html#acc-backup-plan-enhanced
https://docs.aws.amazon.com/managedservices/latest/accelerate-guide/acc-backup-select-plan.html#acc-backup-plan-enhanced
https://docs.aws.amazon.com/managedservices/latest/accelerate-guide/acc-backup-select-plan.html#acc-backup-plan-enhanced
https://docs.aws.amazon.com/aws-backup/latest/devguide/point-in-time-recovery.html#point-in-time-recovery-rds

AMS HniE A = 1ER AMS INEEESFER

CFN &% =l WR
'false' BRI A TR AR AR AFHEAI SR BIVE N &
4 B #%o
EnablePatching  'false' ( BRiA ) BEARIE A [ AR AR AR 5T /I SE 5 17
1B 1h,
= FiE AMS BRI KB (ams:rt:am

s-managed=true ) &R

&, ams:rt:Patch Group=AMS
QuickStartPatchWindow #8H
2BBEARK SSM EFEORE ,
DAE R IE H E LAY B (8] TR 1T IS 40

o CronExpression

Effams:rt:Patch Group &R
BT EC2 =6 , BRI ZEHI
HYSE B T IR P AR R 15 R A R o

CronExpression - HERIAERIETimezone S G E A
HE=-NEHNcron(0 30 19 ?
* SAT#2 *)IRENHKEL 7:30, £
cron &,

X - BiRE BN ENE TR =R
fECronExpression B, A IANA
i

TERIEATHE R

T & AMSQuickStart.zip X4

HE , EHETUT@SAWS CloudShellSREFBAMSQuickStart.yaml :

AWS Command Line Interface

curl -s "https://docs.aws.amazon.com/en_us/managedservices/latest/accelerate-quide/
samples/AMSQuickStart.zip" -o "AMSQuickStart.zip"
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https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-maintenance.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/work-with-tags-in-IMDS.html#turn-off-access-to-tags-in-IMDS
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/work-with-tags-in-IMDS.html#turn-off-access-to-tags-in-IMDS
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-create-rule-schedule.html#eb-cron-expressions
https://docs.aws.amazon.com/athena/latest/ug/athena-supported-time-zones.html
https://docs.aws.amazon.com/athena/latest/ug/athena-supported-time-zones.html
samples/AMSQuickStart.zip
https://docs.aws.amazon.com/cloudshell/latest/userguide/welcome.html

AMS HniE A = 1ER AMS INEEESFER

unzip -q -o AMSQuickStart.zip

for region in regionl region2 ;
do

aws cloudformation create-stack \

--region $region \

--stack-name "AMSQuickStart" \

--template-body file://AMSQuickStart.yaml \

--parameters \
ParameterKey=EnableBackup,ParameterValue="true" \
ParameterKey=EnablePatching,ParameterValue="false" \
ParameterKey=Timezone, ParameterValue="US/Eastern" \
ParameterKey=CronExpression,ParameterValue="cron(@ 30 19 ? * SAT#2 *)" \

done

AWS Tools for PowerShell

Invoke-WebRequest -Uri 'https://docs.aws.amazon.com/en_us/managedservices/latest/
accelerate-guide/samples/AMSQuickStart.zip' -OutFile 'AMSQuickStart.zip'
Expand-Archive -Path 'AMSQuickStart.zip' -DestinationPath . -Force
@('regionl', 'region2') |
ForEach-Object { °
New-CFNStack °

-Region $_ °

-StackName 'AMSQuickStart'

-TemplateBody (Get-Content 'AMSQuickStart.yaml' -Raw)

-Parameter @(

@{ParameterKey = "EnableBackup"; ParameterValue = "true"},
@{ParameterKey = "EnablePatching"; ParameterValue = "false"},
@{ParameterKey = "Timezone"; ParameterValue = "US/Eastern"},
@{ParameterKey = "CronExpression"; ParameterValue = "cron(@ 30 19 ? * SAT#2
*)"}
)
}

BRBNSHNER  FSRE —TREATERS K,

ABR B0k s 42

ZRIABERT , BRT Amazon EC2 £\ , FREFTRRENE A 7 %12, BuLUBIRICEMN EC2 KK
Frig s #4289 Amazon 324,
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AMS HniE A = 1ER AMS INEEESFER

EHRTANGE  EXERRENEERZEHFE AMS BENRFR , HAKREFLEC BB TR,

SERBMER BT CloudWatch (XERRKFRBZ D HIFRZE AMS lEZNIRCHBIR , URBEZDFEE
BRRR. BEENKS S , SHF#2EH CloudWatch ERZHIE , REEFRA TR Z—

« AMS BREER/REEFER
« AMS FIRFRIC SRR & 12 HIE R

BREFHEREFRNTREA |, HSH

- EREREEREENNERFERE
- EERBHRICHREENAFRHE

E7E Accelerate 512 ABR AR

Pl , EBEIINTH , BAXIFEC2 RN INGIE , EFECEABENEEXHFEUEN X LR IR
HIFRIC. BRNEERRMMITENESEER , FSHIEPREE,

FEIREM EC2 Pz 8l , KAIMERFATREARS , BEERBELEEBEXHHRICENEN, T—
TR 4R EC2 SEfl hn#k.

£ Accelerate #0282 M5 12 Bl B XX 4

- BXAFEARAEENEER B INEEREESR,
- BEXEAAENERENEE , BEREUINEERMIALE.

hn# EC2 KB LA pniE

EC2 @B I BN “BEEHIEE” HIFEMA AMS Accelerate , ZERBIBHRENEFIEAERBKNA
FEHRHEWEIER , 1L AMS EREEXH, BRIFRIFHIFE AMS 2B —L EC2 326 , BNIRAZ
MAFERAl. BFXRPIEEERFR AT AMS BEEXFINBESRYE (AXFHARFE , BSRAMES
BAHERFINEREZNH ). REENRFHR , FETLFE AMS HEEENS Amazon EC2 £
5 £ %% AWS Systems Manager ¥ ( SSM R¥2 ) , HX SSM REWNEZEL , S RFEH SSM
RE,

FRAERR T T SSM , BT IE AMIs

EENUATRERS AWSIRHEA AMIs ERET SSM RE,
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https://docs.aws.amazon.com/systems-manager/latest/userguide/ssm-agent.html

AMS HniE A = 1ER AMS INEEESFER

« Amazon Linux # Amazon Linux 2

- SUSE Linux £l B %588 (SLES) 12 7 15

+ $E Windows Server 2019, 2016, 2012 R2, 2012
« Ubuntu Linux 18.04 #1 20.04

MREFERANE AWSRREHEH — AMIs , FSFEMEFFRIEEH,

1£ Accelerate FF 3 SSM Z % SSM

NTUTRERGHEABEL AMI B, B F R SSM R, HE , BAILERA AMS SSM
Agent BZIREINEE, ETHAX SSMauto ZENEZER , FZMHSSM KEEHLE. BXFH
ZERNVA |, BRREESLNRERS I R

« CentOS SSM %3

- REREX SSM

- RELIE SSM

¢ SUSE Linux )l fR&5 88 SSM R
« &% Windows SSM

£ HNE AR IC KA

% SSM REfF , BLFIRCERIES, FSFIE AMS R IR IR,

E “HE” B B BB E SR
BHYSEHIIRICSE , AMS 2WMITEBIKRAIERE , EHaiF

- IEFBRERS BENER
« 3 AMS TREJME RIZE R

« EXRf EHITEESRT

XEFSETTF AMS 5. AP THMAEBRESUR AMS MM E4EXEE, BXxiREBEHMIEBHIF
MELR |, HSFAMS Accelerate FHIEHZEHIE S,

B RHIEETKRE , BRED
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https://docs.aws.amazon.com/systems-manager/latest/userguide/agent-install-centos.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/agent-install-oracle.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/agent-install-rhel.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/agent-install-sles.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/sysman-install-win.html

AMS hniE A F g AMS tnE#EEfEF

- £/ Support Center ##|5 5 Amazon EC2 EHIMBRERSE VN ESHMERZER. BXEZESR
EZH AMS Accelerate FRIEHRE . RS ERFMKE B &,

 HEAEF It Amazon EC2 B&

- BT HE

£ “hNiE” AWS Backup H AR

ERERD  KEZCERBNZDUNNZHRE. FOUNEEEZHWLE AWS BR, FEZHHN
MBR ZHREH. BNBUTERALNESYE, ZEMNEAMER , UAEEEEBLZ01T
o

EE A

- FREUTSEAR AWS Backup RENKF ., XiGMERER G AiZINEE
AT 1 IREEEMA
(&) Al 2 : EREZH LOIE,

EFEZ DI
- BRBEZHIUN , BSHILEE AMS 2411,

AN 0BT R
RINFRT , BRTEZHITRIXREK. ENFERMMEZM0ITRIF,

- ZEFHURFMER , FSHARICENFFRANA AMS Z 411X,
- EEAGEXNARRE AN , BSRE MR PEERORE,

Accelerate Y AT 14N T
BEER BT LLBRENRERTE up-to-date HFF S BN S H MK BE,

AWS Backup FEREZMH : EATFEBSIEFREBEACIZBERE | HREBUT S REMR AWS Backup
7 Amazon EBS BREHMBANKAMXEEAZRE : A1 RFIEFEMA, ( BEFEHE “Al]
2 BIERERM . )

IR ERN | EEPRABAITES, BRI EF R , WERETR R EANAFT .
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https://docs.aws.amazon.com/aws-backup/latest/devguide/service-opt-in.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/create-on-demand-backup.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/service-opt-in.html
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EEINAR | BLTRFESI Amazon EC2 SKHIS44 i EAERER, BFF LA 54 o ERKEK |
XY Amazon EC2 SRIFITARIC , F B4 BT BRI LR ZEAF R B 7o

ERRMPEIT AT EE , EULREANNA BB AR LRBENIT | SIMRERSEHESE
BT o BERLUSERN B BISNER , Hla0 , 5 H L BB ETIEL A T FIR,

BXRLDE EC2 4 T BRMES , BERIEHE

- EFREEINTERE , BS 0 7 # AMS Accerate FIXN T BEIE
- EQEBAENKNTEE , BSRAMEH AMS Accelerate BEE X 4N T o

£ IR hPEFEFEHRE

AMS #E /Y AWS Config MU A& B RIRBIE R BB Z £ 50 (CIS), EEERFESHRFEE
(NIST) R 21E2 (CSF) FIENIRENITH. BRINBWESRAHAK—BEEFERRE , BENK
BRI EIRTF , SMERENKSIRENSIRES.

E4% &R FEENIEE

HLHER , BEZTFHBEARARBRTEE, B2 H0. NE , EANSCEELKBUREENFE
Ko

BAI DU R ERARIARBEEITENS, FOBKEE , B UREFELREAE KK, AMS ERRER
RFEEZEREAEREK. AMS BT RFRICEHE , AT ERENRARF2ASE s AZBIEE MM
FRENAT AWS BIRAAN ., BXREZSER , FSHAMEFFERICE.

ERRHFREIIEATER AMS BRAINMBIEREELRE. BXREZER , 55 M Accelerate 1
& RENIRE,

£}

« E R P REXER
HIE P EENED
EIE P EENAT

£ iR BB E X E iR
ERFENABRFERBELNZRRNGER , BIITUTERE
1. B2 B E SRR, FSRENRERMALE.
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2. FERMREN BN BENKM, FSH IR,
3. HERARZLRRAMEE. FEHETIHENEREA.

SERBMER T CloudWatch (XERRKFRBZ D HIFRZ AMS EEZNIRCHBIR , URBEZ DT EE
BRIR. BENKSH , SHE#2H CloudWatch ERIZHI A , AFEFATRIZ —

« AMS BREERIRERHER
« AMS FIRARIC SRR H 12 HIE AR
BREHERERNTREEE |, HSH

- EEEREESREENNERFRHRE
- ERRBRIMICREENTRKE

£ g hEENZD

BTEAEX AMS RINZMD TR, BMAZEZ , REFEEHNAZFERCIBFOZ0ITX , RS
ERFREF R IR SN BEITRIF. AMS NEGBLFR, FOMBURREHRHEE SR
Eo BMNBVOMERARNES M, REMNSAMER , IBELFTEBLRZ DT,

- ZRERMUTN , BSHLEZH IR,

- ERNRHURIEAR , TSR ED TS EEIR,

£ i B ESXANT
BT RGN TS up-to-date H FFE BN EMMEBUER.
fAIRHERN - L B EBRRARITIE, EATULH LT TR , BUEREFRNRRAMA*NT

EEINAR | BLTRFESI Amazon EC2 SKHIS44 i ERAERER, BFF LA 54 o ERKEK |
XY Amazon EC2 SRR ITARC , F B4 TR LR ZEAFE R B 7o

ERRMPEIT  £ANTEE , EULREANNA BB AR LRBENIT |, SIHRERGEHETE
PN T o R R BUSERN B BISNEDR , Hla0 , FIH L BB ETIELI A T FIR,

« BXR—REVIBHNEW , TS RIEHE
- ZREAE NG IR , BTSHRE AMS FOIEI TEFE D,
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https://docs.aws.amazon.com/aws-backup/latest/devguide/creating-a-backup-plan.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/assigning-resources.html

AMS H1ERAF = AMS HEEESMEF
- BEQIEEENKNTEE , BSREMEH AMS Accelerate BEE XM T o
- EFNTERAELAERMEE , 5SS T # AMS Accelerate YA T @AIFN AN T HFE,

£/ AMS 3l &

AWS EEIRHEISPH AMS 2§ A TR E AMS RE HRERH AMS Advanced BEEE IR AMS
Accelerate BiR. AMS ZHIEMNITHBESEM AWS EHEE ; ER , BHF AMS BRAAALR |, Btk
REBHA AMS K FREGRIIESIS. EENKFRERA AMS 5§, EALEBESESE —BREFER
“Managed Services” RiF R & A

(® Note
BEZNKF A6 B LTERE AMS S92 H A3 AMS Accelerate ##15

£ AMS EHLEY , FEBUATEREM :
« AMS Z£HIARBETK/N, Rit , REFEAPHIERD MRtk WITEEZALRE “Prod”
KRR EERR. B, B4R E AMS SRABT BT E AMS SRIZFIA,

- HEEHTHORIEN , AMS BHESNA IAM KB | ZRBERE 7 877 LT R B2 6 & BUR AT L
EMEMAT A BHEER ATUNERIA AMS KEER A HMKEE | LRBIEERSE A LLE FIAH
1THYRAE,

AMS tEREHI S BB T I8 -

- IARE : FARNEISSESEMESE  ETEBRSESH. RSERNERE.
- TERE , £NSMEKRFAVEEE
- BHEER  BRENIKS HERES , 25

- BHRRLENEH - BT E AWS Support Center FH A EHRFINZRA , UREZSVEHRH
FHESESHERTELXT  LURESOEBAENEHEH

o ERMERE  ERAESHA RS AN R =

« BRZ1ER : T 1E AWS Support Center R IRFERRFINZEME , UREZDVEREESES
HHEHEELIZUREZS L EAEAH

- KPEEZE KRN GuardDuty & RUKRBFELR L MEEF Macie BES RN FAE 6
=
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AMS IEMA F1EE AMS tnE#EEfEF
o PURIRME : TFF Backup REED Patch E4IEL E T H
o E I RE REMARIANRE, ‘SRR, AT M SAKE"
- BLE : BRIZBENAEREREN TR,
- ZH SSMRE : FE SSM RE
- BESCHN : TFF AMS FIRFrICER
- BEER : TFF AMS CloudWatch BiRE &
- BLE4MT TRl : 3TFF AWS Systems Manager #2#|&
- BEAT EA : ITFF AWS 4T EESHEH A
- BMEZMITRI : 3TFF AWS Backup ###|&
- EERE  BXENEFEFNESR
« 34 : AWS Managed Services X4 & FH

AMS #E =

AWS Managed Services (AMS) &R —fERAMRAR , IR AMS EREFHN—RFIAH,

HIEE AMS & LIZER , AMS ZRWIT (CAs) 25EBEEUBRENLESNZEFER, 2R AMS
ERUBENANEE  BRIEBIFFEUERCNALN, EXMERT , ARKINEENRET
{EENT] CAs BIZRA TSN EFIMER B ARG BERZ ER,

AMS 3 SERBEIE AMS B R4I08E | BEHIEHERNES OIS CA W2,
AMS ERX W TERE

EEREXBHEANEZFMAEE , SEDBBEAFTEMN cloudformation iR , FER AMS RS
BER, BN BEREMEXEINEZFMESPattern_Name” ( BIFIENER ) , AR RHERN
AMS =Z I (CA) FNE “EMBRR A A,

AMS B EA T HM (2) 3K :

- —RAR  BXBANNERREN , BRAEIIE®HSZ) AMS B EEMER

« TN  AMS BWEFEFHEREHEM LR UHTRIE , AEBBNSENZRBIMITIEH
B,
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AMS fniE A s

AMS IEEESMEF

/A Important

AMS EX R FEEHERIA AMS RS H B AR F 5 X (SLAs) MARS 4 5 B #5 (SLOS).
ZAEINHY Support MEFBER DTN ER LK

N AWS AR REZAWS F /LY

o
% TA

EMEA Sarl ( “AWS BXM” ) SiF & 2 BH E B E DA R,
RGP ITENMRIE B BEREE , TRETMATR, BRIEMEINER , BFEEF
PR F X445 7€ B #93iE A W EER,

AMS #E =R,

AMS &=,

AMS #=

=1

HE X CloudWatch
BiREA

WEERBRRE

Prowler Stack

B

B & X CloudWatch
BEREBEANNZERE
SHIREHES , 5l
MEBIER, NARE
5 ID %,

MEFERABRIREE
RNKWEZIRARRF
TS HFEZE R
HES Athena RE1f
IhBEfE Amazon S3 H
UEHRRELXEN
ZR,

WEEFEALE
# EC2 B9 /- 3t
1T Prowler B &,
CloudShell

L

FEEREA RN E

TXEEREERE
B, ARMATE

FERES.

RAT I RS
REMER , URE
BRRAHNL,

MRABFRERERE

Af B CloudShel
| BEEA , mMfa
PSR NE L E=3< RV
R EEAEE |, F

5 D M 45 AR S5 2 B S IE D i R 45 AR S5

Wi

BUAEAL
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https://docs.aws.amazon.com/managedservices/latest/accelerate-guide/acc-supp-ex.html
https://docs.aws.amazon.com/managedservices/latest/accelerate-guide/acc-supp-ex.html
https://aws.amazon.com/agreement

AMS 1niE A F 18R

AMS IEEESMEF

B B VR %3
5 Bh FRBRXY MR A
(Prowler) B9 £ 41,
FEABEENLN R £ %) Amazon S3 £ Amazon S3 £ ATSEM
1T AMS Amazon S3 BT HREFE T Hi 8] B & U REZH
g4l FEAXNRZA (XM (X#xk) , TEH
K)o B A< B AT R B
) E e R
1 R EB 0 R 3T R 5 A
, REEEHIES
BIZEENBFHRNR
4
T 5 EBS (REEMIBR  ETF Lambda # # BhEBRTE AWS FRAAEAL
CloudWatch E## B  Backup Orchestrator
it , ATRIEREH ZINAEH ARG
AWS Backup Baiffikx |, BEER E A HERT
ENSRIHEN Amazon  BEFAKA,
EBS R,
AMS I 5k RDS # 5/ CloudFormation Bz HIEERA Ze
AR BiR , BB E , AERIR AR MATIR
# Amazon RDS %} @ 2L,
$EEE. Redshift
DocumentDB # #2257
HAMENMELER
JR (Lambda Bk, &
4, BEMKED
= ENIs )
Ba BRI B CloudWatch = FRAMERIGR IAM ZeM
## Lambda B35 AP WG RINERNZ
1AM AFBERI A
PRAZ 40,
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B B VR %3
Amazon EBS EREB  FALS®# EC2 3% FABE KR Frig ( AL IL, &
FriDEs Bl PR AR FTE %1.:. B, #EIX A &, EHEENEY
Amazon EBS & 1R ﬁﬁa‘?ﬁﬂﬂﬂfw M 1t)
i MERMHERITES
CETHE  HAWN
MRS H B TR R
EABZ. AWS K
AR EUHE
W B3R,

AMS Accelerate Y B 3 35| B (&

AMS Accelerate Rt B KHIBERS . ZRS ATHEMAREHIKR K EHEH B EMIER , JUE AMS EH
EEZXAl, BFXRFIBEEFTHCHERFEMNANSR , AT EERX LFITNA

FH

- BaEHIBLETE Accelerate F I TERE

« SSMREBHLE

- B EREHIRE

B35 HIB B 7E Accelerate FH T/ERE

B a1 K PIELE £ AMS Accelerate BEB B AN LB IR MNEERBNFLEENEZFMTRELERE.
bR B zh B E SE B B R &4

AT B IX L BElE AMS Accelerate X1 & SR HIH T RIE RN B 3R 1E,

SSM REBE &%

AMS Accelerate 1332I B EE %% AWS Systems Manager SSM R,

BREM AMS SSM Agent B ZERENEE , FSRSSM REBF L3,

BRFHRE SSMARENER , FSAUATRE :
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AMS IEAFIERE AMS RS MEF
e Linux : 73 F Linux B9 5 # EC2 =4l EF3h %% SSM X E- AWS Systems Manager

« Windows : &M T Windows AR 2RI S EC2 E4I EF 3 %% SSM K- AWS Systems
Manager

SSM REL THRERSE

AMS INEBSIEHIEREZERIZITH SSM KB, HML%E SSM RIE |, # 8B Amazon EC2 SEHI44A5R
HFRERS, BXEZEER |, BHSHE AWS X “EH SSM L E”,

B3 iRiERAIE E

BRIZSHBEEREZMGE , NRMNEBEER Amazon EC2 SR ZE 4 HZI B3 AMS Accelerate Bz SE 451 ft
B, FRAUTAHEZ —FRFIMERE :

1. (FRZUHEE ) A AMS INEREFRIRICES

BENENKFEERSEE , FSRMICH TEFRE, fRicTE , FELEREN B 3 K6 E
o

2. FRAMIRE

FIFUTHRZRNME Amazon EC2 R4 :

#4H : ams: rt: ams-managed , B : tr ueo

(® Note

£ ams: rt: ams-managed frENAT KOG , RABERFSRXZHZNAMEN AMS BBE, &
HRPIB B UARFIT AMS BHEBRERN |, ZRFZEBLHE AMS FTENEE.

SSM KEBFHRE

Eit AMS ERENIT Lz 4 it E = (Amazon EC2) 24l |, B4 TEFANEHI L% AWS Systems
Manager SSM I, MREHEHIRZEE SSM R , MATLAERA AMS SSM RE Bz R IhEE,
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https://docs.aws.amazon.com/systems-manager/latest/userguide/sysman-manual-agent-install.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/sysman-install-win.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/ssm-agent.html
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® Note
o MREHIKFTE 2024 £ 3 A 6 HZ/EMA AMS Accelerate , NItk THEEBRIALL T /8 FIRAS,
EXALLThEE |, BEREM CA = CSDM,
« E7£ 2024 F£3 B 6 HZAEMEIKF /g AL IhEE , BB REH CA = CSDM,

 BEIhEE{GE A T F1E Auto Scaling A# Biz21T AMS X ## Linux I2ERSH EC2 K46,

£ SSM RIEHY SR M

- MREBEFRERFIXRBKHEFIREEXHEFUTER - (RTFATREPHFRNR ) -
* Amazon SSMManaged EC2 InstanceDefaultPolicy
* Amazon SSMManaged InstanceCore

- BRZEREIEL FIRKEEH AWS Organizations 5l 891 PR B9 AR & 322 I SR BE .

BAXEZER , HSHEE Systems Manager FTERYSEHIRR,

- ERHIEHEHRE | BFEAREBFREFIFAEN VPC LEAUTEOKE TR (A ER URL FH
‘X)) -

. ssm.<region>.amazonaws.com
. ssmmessages.<region>.amazonaws.com

* ec2messages. <region>.amazonaws.co

BXEZER , HSEMERAERT Systems Manager #J VPC K ixT S KIES EC2 AN R £ M4,

BXRERARETRUAMSRNE# THERN —BIRT , FSRABAREE2  RITRBENKMEE
7 1AM P E S (XFBREC2 E41 ) o

(® Note

FERNEHREIEN—8D , AMS KFELEMBIHBANKE, SREFLN  FREXGFHES
PHBENF#EE RAM ERNBIEHFER, BXESEE , BEAFLEAR SR EF XL,
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https://docs.aws.amazon.com/systems-manager/latest/userguide/setup-instance-permissions.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/setup-create-vpc.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/troubleshooting-managed-instances.html#instances-missing-solution-2
https://docs.aws.amazon.com/systems-manager/latest/userguide/troubleshooting-managed-instances.html#instances-missing-solution-2
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/Stop_Start.html#what-happens-stop
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BERELHLH L BEB R SSM K

MEREH K E A AMS Accelerate #M T #F , BRI EAN T EHFEO (MW), BE—EELEE
Z1THY SSM REF s TR IS4 MNE 2. WREH| LD SSM RE , AMS 2 HEXNT EFNBRRNBE3
RRIZRIE,

(® Note

FERNEHREIEN—ED , AMS KFLFEHENRKG, HKPFLE |, FHEEXGIFES
PHBENFHEE RAM ENBEHFER, BXESEE  BEAFLEAR 2R ET L.

SSM REAZ L EMN TEFRE

AMS £/ EC2 R P BIRHEERYSE B LT REMA, ZRA P BEREM A H 2 S/ SE 6 L2171
A, AMS BAEIEHF B FHFANE,

MRENZPIEBRAFHEMAE , I AMS REENREIRPTRA TSR !

1. SIRIBAFHEMENED.

2. Fl SSM REZRFEMAEHRIIE A/ HIER A,
3. ERXHINEE SSM R,

4. FIERHIFRERBREIA,

5. ERFREMAERRM,

EEL S [
AMS Accelerate SEHIELE B{L 2 ELMIKF FHTUTEXR ;
1. IAM X PR

ANINRF L4616 B AMS Accelerate Z&RMWRIBWINEMEN IAM & KBE,
2. FEfE

a. Amazon CloudWatch REB AR X AIRERS HEMIEIR. XHIEE B3t AT#R CloudWatch
KRB LR HI=1T AMS Accelerate S{EMR A

b. AWS Systems Manager SSM REAREXRF LEZTEEGT. EHIEE B3t ATHEER SSM £
= 1T AMS Accelerate S KR,
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/Stop_Start.html#what-happens-stop
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3. CloudWatch Eti&

a. NTHEREAEAENERMBE , AMS Accelerate WEEHTTEHEN . CloudWatch BXE %
E8 , S FCloudWatch BLE T EFE—T,

B 2 LIl B & F SR INER 1AM EHIE B ST#HH CloudWatch BiiE.
IAM B RZEEF15
BIMNREXRHILIE—NEEUTRERKERN AWS Identity and Access Management A :

* arn: aws: iam:: aws: Policy/Amazon SSMManaged InstanceCore
« arn: aws: iam:: aws: policy/ CloudWatchAgentServerPolicy

« arn: aws: iam:: aws: policy/ AMSInstance ProfileBasePolicy

BN AWSHERM, AMS EENRKE
AMSiInstanceProfileBasePolicy

JSON

"Version":"2012-10-17",
"Statement": [

{

"Action": [
"secretsmanager:CreateSecret”,
"secretsmanager:UpdateSecret"

1,

"Resource": [
"arn:aws:secretsmanager:*:*:secret:/ams/byoa/*"

]I

"Effect": "Allow"

}I
{

"Action": [
"kms :Encrypt"
1,

"Resource": [

g

1,
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"Effect": "Allow"

MREBAKGIEZHMT IAM BE |, BRDIXLEREPFOEFM— , B4

AMS & [ R RBERINEIER IAM BEh, NMRENZFEE IAM A

& , ) AMS £t iz AMSOSConfigurationCustomerinstanceProfilelAM &

5, AMSOSConfigurationCustomerlnstanceProfilelAM & & B8 AMS Accelerate Fr BRI FFE KB,

@ Note

WMREE] 10 HERRIAKHIBLE SXHPRE , N AMS £ FFBR&IEANE] 20 , LA AT AR b AR 7 HY SE
PIBLE S o

CloudWatch Bt @ T E i 15

B X CloudWatch BEiEME ZFMAE L,

+ CloudWatch &4 LY Bl & SXHLE :

* Windows : %ProgramData%\ Amazon\AmazonCloudWatchAgent\ amazon-cloudwatch-
agent .json

« Linux : /opt/aws/amazon-cloudwatch-agent/etc/amazon-cloudwatch-agent.d/ams- iR EL & .json
+ CloudWatch Bt i& X ¥ Amazon S3 FHE :

* Windows : https://ams-configuration-artifacts-REGION_NAME .s3. REGION_NAME.amazonaws,
com/configurations/cloudwatch/latest/windows-cloudwatch-config.j

 Linux : https://ams-configuration-artifacts-REGION_NAME .s3. REGION_NAME.amazonaws,
com/configurations/cloudwatch/latest/linux-cloudwatch-config.j

- WENERR
* Windows:
« AWS Systems Manager SSM {32 (CPU_Usage)
« CloudWatch ¥ ( CPU_Usage )
- TEHMENHEZANAR (TAZEABESL)
- N7 (EEAESREXFTNESL)
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* Linux :
« AWS Systems Manager SSM X (CPU_Usage)
« CloudWatch ¥ ( CPU_Usage )
« CPU ( cpu_usage_idle, cpu_usage_iowait, cpu_usage_usage_user, cpu_usage_system )
- Hi&E (EAB2 . inodes_used, inodes_total )
- Diskio ( io_time, write_bytes, read_bytes, B A, i£H )
« 7F ( mem_used_percent )
- R (RREABDL)

- WEMNBE :

* Windows:
« Amazon SSMAgent H&
» AmazonCloudWatchAgentLog
« Amazon SSMError BH&
» AmazonCloudFormationLog
» ApplicationEventLog
« EC2ConfigServiceEventLog
« MicrosoftWindowsAppLockerEXEAndDLLEvent H &
» MicrosoftWindowsAppLockerMSIAndScriptEventLog
* MicrosoftWindowsGroupPolicyOperationalEventLog
» SecurityEventLog
» SystemEventLog

* Linux :
+ /var/log/amazon/ssm/amazon-ssm-agent.log
* /var/log/amazon/ssm/errors.log
+ /var/log/audit/audit.log
+ /var/log/cloud-init-output.log
+ /var/log/cloud-init.log
* /var/log/cron

/var/log/dpkg.laog
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 /var/log/messages
« /var/log/secure
* /var/log/spooler
* /var/log/syslog
« /var/log/yum.log

* /var/log/zypper.log

B H AMS Accelerate

AMS Accelerate 2% 7 —fiR/ED L FIRER BN S @E S 7%, ME , AMS Accelerate 3 AWS iT&
FREHT XEFEHEMIEREEEN, B2 , F£FEH AMS Accelerate 2 f5 , BAIEESREN AWS &
MIREZERTNEREFIBAEMER, At , BATRFENIK SN AMS RS FBER,

ZHIEM AMS Accelerate SEMIK BT , AMS & FRAWIRSHBAPENNWFIBEREREAE. Hlm,
BEEERPDE AMS ZIENEHRRSZER. B, RIMVESEIRMMEN T T EEHRE
# Accelerate Ik , XERMNETEBESITRR. TAM, Z2MNEHAMBAEELER, EWAWS T
YEAE AT LA EETE AMS ZE M REIK F FE1T,

DA BIEARKFHRITEMIZREERSHERA , SAE L EAccelerate BB EREAMLEA R, TEFRK
B AMSRET—Y AMS TE | iR BE |, UEF X “RAXAY BERBENELR, BHFHE
DUTRXH , THETLSESEFERN T BRI RERHKS,

AMS IETHLRR

EHERIEH Accelerate B |, FiZ{F AT EEEI,

- HEPR : EXams-access-management AWS Identity and Access Management B & ams -
access-management CloudFormation & AW MR, T&E , XERBRMATE , BEBTHH
AT AR, &R SRR RRER N A,

« AMS BRRE : BIRfG , & AMS RIRNRBELHNKF, P, EEFRE 7 WL R RARE AL
BEelM4 , 5 fresource_inventory.zipBFR%E (ESR ) -
- B3t : T&JE , AMS EXIH AWS SSM B31{tiz1TF M AWS Lambda BRECRFAB A A,

- ROEE  AMS FARMEEXRBEENTRRER, BIRE , EUNSEER LEYNEAIT
X, SAERMREH | AMS Z131T % AWS Backup BR4 ; ESREE AMS %4 11%l. AMS Backup
Orchestrator 812 #) AWS Identity and Access Management &R EBER , EF 2B AMS SI4E
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samples/resource_inventory3.zip
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NZDREFEMMENNZER, AWS KMS Accelerate TBSZZ2HESHESH R EHRHBITIRE
B1E,

« AL : T&E , AMS BIREE M BER. AMS Resource Scheduler BJ{Z 1k R fE Y RIR |

HAEFERENEFRBIXERE , NMHBBEREEZERE. AMS TEBHERERALILEL,
BRARAEBRNFAFE , BSREM AMS BIRFESFHET R,

- BEELTR: BRRE , FEEN SRS XNEIE (CSDM) MMM (CA) HTBHNENEL

Accelerate IKF1ZHIES . IRE[HIITHMEZEMNZ L4,

- BHEE  S4EER AMS RFAXRENERENBHNRE. BIRE |, Accelerate FF BRI

M EH , B FLBHBIIEHNEARBERREIB, BFTES Accelerate JILEBEHNRZBFERBE , &
B Accelerate K B9 Accelerate &1 & 15 RN R EE A,

- BEMRE  BHE , £ LMREHE CloudWatch CloudTrail, f VPC B EME#HW B E. &7

DUX RSB ERERERS  LEXEEHAE ; BR , AMS TBSEIERE, Accelerate &
BRMALCE AMS <BHaEERNAERSIRE. SUREES BBIRSIRE (SSR) £ K BIE
(BESREBIRE ) , B Accelerate T&4E RFTHIEIE,

o ¥R EIER AMS RS ARRIEREHRIRHLE, EFRHE , AMS 28R AMS HENIE | 4

MERSEENBRIRICES , LUK AMS 47 AMS M= E AR — 282 2B {E1T EventBridge B4
H A CloudWatch 1R, T4 /5 , Accelerate A BIMNERSNEEHTHVER, BXRERFESEMN
BREMFICENEAEE  FSRETHRINEREESZNRFIRICE.

. BETE : AMS Accelerate LA 7 AWS AR TEM S EMEHIRMIFEEE., BH

Accelerate I F g , BRTEBEEABENRFTF LR IRV T EXRBEEREANFRIZHEIER , BFTE
£ A B3R BI B E R E EC2 KA REFIFMNRE, CloudWatch B , KB EH SSM K32
REENEEEH, AMSOSConfigurationCustomerInstanceRolelAM & & X4 F B M EHYSE
5l sh 53 B FH BB Accelerate Ik i Bk, AMSInstanceProfileBasePolicy

#HTEE W TEER AMS RS FKERH EC2 SLAINRE. HEE , AMS THEB M2 IEE
BINRIR , FTELZENERITRE , BF2BRERBAE, SAURETECENTEENR
B, o A THFEONERENARE , BAccelerate TERR4NT o

RIBEE : WG , Accelerate TBHIT M LIRAIMBAERBEARBERERR.

72 Z2BEER AMS REFAXRRFP LN RBREHNRE. T&E , EULUREBEL Amazon
GuardDuty BRI B5F & M RUA K BB Z B FTE AWS Config #1l, AWS Config Accelerate &
AN EMIER. Accelerate THEK#E, IR EXLETENFELR,

BRESALEBRE : RFALBHEXEN 0 RALBHNHLERENWETANERE —X. MRSV ENL
IEMEARE BT ANE20R2E , NRELXILEBHAT—NBFANBERE—K, U TRLILBH
B RBlE =R,
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https://docs.aws.amazon.com/managedservices/latest/accelerate-guide/acc-resource-scheduler.html
https://docs.aws.amazon.com/managedservices/latest/accelerate-guide/acc-mem-tag-alarms.html
https://docs.aws.amazon.com/managedservices/latest/accelerate-guide/acc-resource-tagger.html

AMS HniE A = 1ER AMS INEEESFER

- MRLXIBHRE4R12BRMH , MABOKRNBEHFTFSA12BE R, RFLLEBHANS5A3
Ho

- MREAA29B R HLIEEA , NN H0RWBEHNFTSA29BE R, RFSLIEBHN 6 A 30
Ho

K E IR E IR FEIRIRICES , M AMS Accelerate # i £ m

LR H AWS Managed Services BY , S ESERER B[ T FRICHEERNEENBEN
CloudFormation 4% SA% AMS 2t HY 2 4R B 18 28 MK RAR 1085 B B AR N R B ELHIK .

EEERSEPHER AMS BEH# | B4R EMNBE X CloudFormation ik # R Alarm Manager
% Resource Tagger LHEIMKBIXRFEIA , AEBREIELRE. BRI AETRAEAESEH
AMS B 1E B it M S8R 69 T 7= o B BR3EAR o

/A Important

EFBREIRECH , BRAREER CloudFormation AR 3 M Br 3 B3R & 12 85 71 & R AR 1S
BNAAESIA. TXEMARLSBXEHKREEENK,d , BIEESRE AMS 25t
=W, HEE , RAX LMK TS Alarm Manager ] Resource Tagger 13 EWEEE R |
BEMNFEETEFERENTASTA,

A Accelerate Ik P 3R EXES BR #5 BY

AMS FEUE|ZED 30 KEY AMS K IRSFLIEERBHG |, FENK/IEH. BRSLILEABHR0ORLE
MALBAMERENETANGRE—X ; AliER , IRLSENLIEBAPNERERRANSE20R
Zia , NRFLERBFRET—1MAFAN&E—X.
BERIFEHKS |, S0H
1. ERARSEREREXNFF , BEREBEEKS, —HBRFEKR (SR) , CREBRHNAEKS , HE
BOKF —1 SRo
FiERS , 24 IDs BRHEMNIKF I KR, HRERUREFAEMEEZED,
2. EHIER CSDM BERHEWIKS |, FERMAIIABIMITERRE.
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AMS IEMA F1EE AMS e HiEF
HNIE P RYE AR B

&M AMS 2B ABE SRR

- BERERERCZENSEH

- BHRFEH (WRESEFRMABINERF )

- RFERNEMHHRE

« FEHAWS R EENE (WRFELEXIEA1TS , L8 CSDM 258K R )

FRIAEEMEERESEARS A T ERRENEFHBARE. B , BAFRETEEARS G AMS
REMFINE FERFibit. A TRERSENBFHRAFAVER , R BRMNEVECER o] AR ERTRY B
PR FERM, AMS EERNELRBRELENAEEHN , AEMEOE 2N ERITOH.

FBAFEAEHBNRRAFRREEZFETRRNBA , flZNE T GuardDuty =
AWS Config B &R, Hltn , BAlgEBE — 1L HSecurityContacts, Z—NEHHF
FKOperationsContacts, AMS [EIiX 5K & IX IR AE A,

BAXEZELR , BHSHAWS Config BE|I&HMIRE
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£ AMS HRIIFRSE N IE

RZH Accelerate ZRE ( 184h. &1D, K2 ) BEAMENEEXHRREZEEPLRIR, KA
EREUARMANAEN]. RERENATHRNIFE, BEXAHAESSETXEREAMN,

BUMEDEBEBCHFICER, FEHREREEABENTRE , mME - LUl A EERES
RV AR

EXFIERZENEER |, FSWAccelerate FHEF EERZE,

BXAULUEMAEFPHRENEER , S H Accelerate I FFIR{EMIRE

B %
« AMS H R pNE
- BRERMAL?
FRiCH TYERIE
Accelerate P B P EEBIRE
o IIERAFH NI
* 7£ Accelerate ¥ EC2 SLflf B
o TE iR PEEEMIRE
IR EENRE
Accelerate R &P REMNIFE
- ATMENIZEETER
o IR FRFRICER
. HARKIRIRICER?
- BREMICENIERE
« AMS FH R IRARIC BB XA R
o EBENEN
« AMS Accelerate F# B JRARic 28 A 6l
- EERBRICENANRE
- FRBRRFICEMIERE
o BELEFIRFRIC RIS SUR IR
o BEXHRG
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AMS hniE A F g AMS tnE#EEfEF

s EAMINERE
- ERMIARE
s BREFRICENANRE
s EERERRFRIFICHAE
- MEEREEN
« $F Terraform F & 1 2B R IRAR 1L 8RR E
- EERERHICHREENRRKE

« AT CloudFormation 3 AMS Accelerate BIEZ#rZ

+ CloudFormation AMS Hiz i F 45l

 {#H for Accel EC2 erate CloudFormation #5ic <4l
« {EMA#HRIC AutoScaling B4H (ASG) LK 15 hiE CloudFormation
« {£ 3 for Accelerat CloudFormation e S EHt & X4

« ffH Terraform 3 AMS Accelerate BIZEFRE

AMS HEIFRZ INE

Bx
- BERMHL?
FRICHY THERIE
Accelerate P B~ EEIRE
o IEAH G
* 7£ Accelerate 7 EC2 SKflfL EFRE
o &R PEEZMIRE
INEEENRE
Accelerate R &P REMNIRE

mERMTA?
FEREHES AWS BRNFE, SMEHREELN — MR- TikE,

R MERRELUARRN AN AWS RiRFITH X |, SIMNERAR, AAEEIHRERITH R, flm, &
ALAIKF B Amazon EC2 KBIE X —4HRE |, IHEBEREEENLFIRIFE & M#ERR B,

]
B3
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FREX Amazon R BEMEBEYE N EC2 |, FHEERERNF/HH,

ETRESEL , BBENAWS BRRIFE,
FICH TERE

BZRAETURNENERMARES, SIBRRN , BUNEREEST AWS RENIZH AP R ERR
nAWS 5% FARZEESENSNRERARM, BRIEFEERZ ; S&EFEMA CloudFormation & JRIR
LERET R, AMS Accelerate B 1R AMS IRFRIRICER , BUUEAEREX BIFEERE
HAEEIRMIMM ., BHXTE AMS Accelerate FERARFIFICERNER , BSRINEERIfICEE. AMS
Accelerate IR HE FRHENIRE | AT EER AMS ZRIRINFM R B E UARZL, BXFAEENR
LWEZER |, S Accelerate F & FIREMIFZ,

Accelerate FHIEF EEBIRE

FER LIS e R &5 AMS IERE.

Bx

o PnEAEY IR

* 1£ Accelerate 1y EC2 SEHIEE ERE
o MR PEEZMIRE

DR Y SR 4

AMS Accelerate B EFNRFENZTRR, TRAEMNTEME, BXEBRSHNESZER | BESHRAMS
Accelerate PRy SIENEHEIE,

BT ELBEA  AMS E&EHEN AWS IRSE EiE, MREME A Resource Tagger FIERIAELE |
NXEEHLBHEBBIEWNKS, , HEFBENERLRBREIZFHERR L,

EiR 1L AMS Accelerate BIERH) Amazon EC2 3E£4| |, EAAE R HH B ENEE X4 AU TR
X AppConfig ; BXEZER , BSHIP R 3 . BIER BB B s

FHUTHREN A TENRR

e I

ams:rt:ams-managed true
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https://docs.aws.amazon.com/general/latest/gr/aws_tagging.html
https://docs.aws.amazon.com/ARG/latest/userguide/tag-editor.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-resource-tags.html
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https://docs.aws.amazon.com/appconfig/latest/userguide/appconfig-creating-configuration-and-profile.html

AMS HniE A = 1ER AMS INEEESFER

plan | BRI SGIRGXEFNEELEENS  MrEMATAE AMS XEFMN IR EC2 :

"AWS::EC2::Instance": {
"AL1EC2": {
"Enabled": true,
"Filter": {
"Platform": "*"
.
"Tags": [
{

"Key": "ams:rt:ams-managed",
"Value": "true"

/A Important
BiCBEERRESBHITHE, & SSM H AppConfig , BUMIE IR E B /55D B FThRAH
BB,

Amazon USRS EC2 X ARIANE AL, EiERIRH AMS Accelerate YR EIR |, AL
B E N E X REERIFERFES AWS RS, X AEE T LR HL R RN EF SRS U EE
HEBIREN ., HSFEAMS Accelerate P& RFRICES A A,

£ F R IRFRIC 88
WMRERFAIXANRZ (ams: rt: ams-managed ) , BHIKFFH AM S INRBFIRCREEG THRA
B HEUTIHE,

EREBIUATHEENATEXFNELZEERR.

i3 =l A
ams: rt: ams-monitoring-policy ams &% EAT AMS X #EWFTE EC2
TR
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it =] A
ams: rt: ams-monitoring-pol ams-monitored-linux EATAEEZELT Linux BEXR
icy-platform Sy IL Sk EC2 K4
ams: rt: ams-monitoring-pol ams-monitored-windows B AT FrEEZE1T Windows &4E
icy-platform REMNIL S EC2 =41

N T H A 7RSS

BFLENAN , FUTHRENATENRIR :

yicd =l AL

ams: rt: ams-monitoring-policy — ams &2 EAT AMS mniEREs 13 X FH
Fﬁ-ﬁ.ﬁlﬁo

ams: rt: ams-monitoring-with- ams-monitored-with-kms OpenSearch £/ KMS Hyig &

kms

ams: rt: ams-monitoring-with- ~ ams-monitored-with-master OpenSearch H#EZAET R

master Y15

MRARE B ER RTINS AR

ERFEARBFICERNER FINERZEXER AMS BIRFRICER UK 77558 A E SRR XA &
Eb, ﬁ?lﬁ'—.lo

1£ Accelerate 'y EC2 LflEl BFrZ

AMS Accelerate BB &M Amazon EC2 =4I| EHIRIE |, Hla0 SSM KE M CloudWatch RE, Bxit
REWEZEER |, 55 AMS Accelerate 1 BB SLHIE B

Eix$#F1iE AMS Accelerate BB T EC2 26l |, BATCRLATHREINATF RN S EC2 32
i -
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e I

ams:rt:ams-managed true

£ R FEEZ IR

AMS Accelerate EBZ X BFRRNEZ D, BXRUBRFSNEZEER | BSHAMS RRELSEMEE IR,

AMS Accelerate R ERFEARERKIRGIN BN ZHWLER ( EREFHRMOIIGE ) . EAUFEH
EAIFRZ key: value A FENRRSE M ITRIMERER, EiEF M A Zams-default-backup-plan AWS
Backup itXI#TEZI &M , BUATFUTHRENATIENER

e (=]
ams:rt:backup-orchestrator true
® Note

£ ABRHAE] | AMS Accelerate {8 ams: rt: backup-orchestrator-onboarding ¥ri2FiE &R |
HERN true , AT ERAERR. EREHHHRE, XHams-onboarding-backup-plan®& 3 it X &
B, BX AMS Accelerate £ & AWS Backup itXIWNEZELE |, BHSH, E£F AMS Z4 11X

BRI AR

EMA AMS Accelerate Hil8] , BHKF SEBEBZ N AWS BiR. At , B LURBIEA] |, XERFFR
BUTAHE :

B &
AMS: ®BRFFEE AMS
ams: resourceOwnerService 124 &SRR N AMS Accelerate BREHY

IR BT AMS # &, Backup. Controls
. Monitors, Patch .,
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ied =1
Appld AMSiInfrastructure
AppName

Environment

@ Note

XL R ER CloudFormation R AN FRZER AR |, FF B K T KFrZ CloudFormation
FEIVNENER,. BXESZSER , BSRARNE,

Accelerate P EFIREMNIRZ
TAREFPRENIRE ?

BEFRMENIFER AMS Accelerate B —T RS TIEE , A TIEEEE K/ P I{A#Ric AMS EIRHM
N, FRAZEFRHNTE SR ERENKFHN AMS BREAMAFPEXNHN BENIFE, HB
FERAENLRSRA RS RTEES (CSDM) BRI , EFREIIRLINEES B R INEIE R K-
., HEE , BLEEZ AMS /3%, AMS #R& L “ams:” FF 3k,

&R LAAPRE AMS Accelerate BIREN BERFE (R ) AEEXERENIIEE, ERBEMA
AMS ZBTRHIXERE |, LEEZNEEPNA AMS REMEHN B EIRE, HE , RAUEAR
ERERE,

WA N PR AR 2

EFREEHRFPRIMNXERL | BHRRLEH CSDM, XEFRERN A TEKS HH AMS iR

REWTERMTAL?
tEZhEE B BT 0GE R T INEE M AWS Bk XiF, SN 8BS MENE K S ERN K P 5 R F 0

R,

(® Note
XERENERT AMS iR , T2FWER S AR,
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-resource-tags.html
https://docs.aws.amazon.com/managedservices/latest/accelerate-guide/acc-tag-infra.html
https://docs.aws.amazon.com/managedservices/latest/accelerate-guide/acc-resource-inventory.html
https://docs.aws.amazon.com/managedservices/latest/accelerate-guide/acc-tag-intro.html
https://docs.aws.amazon.com/managedservices/latest/accelerate-guide/acc-contact-escalate.html

AMS EAFIERE AMS ME#E S FMEF
AFMENRLEEERTE
A

o DR EIRPRICET
» T CloudFormation § AMS Accelerate B8|ZZ#rE
o {#H Terraform 3 AMS Accelerate 8|25 %

bR BRAPR 10 2R

f&Bh Resource Tagger , BRI UEEMNREEK - AWS BIRARIE AR, EAMKSE , AMS

Accelerate 2EBENRZEER | LBRENFTEEKF AR T REHERIC,

Bx
« HARFRIFICER ?
s RFEFRICENTIHERE
« AMS IR IRAR I 3R EL B XX IR
- BENEH
« AMS Accelerate HH) B R R ic 25 F 51
- BEFERFRICEMANEE
s FERBRRMICEUEBRE
o BELEFIRFRIC IS SRR
« BEXHRG
- EHRARE
- EARUNERE
- BRRRIRICENMANTE
- BEERERRRIFICREE
- HBEREEN
* fF Terraform Bt & 7 Z B R IRITICBRIRE
- BEERRMICREENRRHE
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T ARRBIRIRICER ?

Resource Tagger £ —U1 AMS Accelerate fRS , BHLAEREREBEANRKERKF F AWS &BIRH
BRiEAR. EERUNREL THRRSRNANAT AWS BRI,

Resource Tagger 2RFEAEREX P EENHFICHAN , BFEZFN AWS RIRLAIZE, EFHM
HIBRIRE . flan , BELUIEE —ZFAN |, HRERATF —4A Amazon EC2 £41 |, I8 REAIRH AMS
Accelerate BIE , NTNIEIRRZ DX LESKH, BT LA RIXHNIRESIRIE AWS AppConfig B & X 4
E YRS RIZ S AWS BRI SRS, BXEZER , H5H AWS AppConfige

AMS Accelerate I2HBIANITERZSEE , B EA L AMS Accelerate WIREREIR, &BA
BATE X HRLE BRI B AMS Accelerate B8 , REHRIHN THBRAREGEHNFSIHNRFEZE AMS
Accelerate Hyi532,

MREBE |, B LAEH Resource Tagger Z& B E AN AMS Accelerate T EHRE |, #HHBECS
FFRIEHAN OB 2 BEER | HEREMYLE ( HIW0 Terraform ) kKBRRE, BULUREBSHIRE
ENEHABINER. Flan , WEUENEKE  SRENATHMEXRFTANITS# EC23:4] ( filun
Windows # Linux ) , 3 BB 4 E KB IDsHFRIE.

/A Important
BRFRIC IR BN R FTAET A ams: rt; BIBMRE ., FTA LU BT B TT K B AR K H0 I 4 A
B, RIFCNEFEETERRIFCENEEANS, EMS 2, FAL ams: it FANZZHRR
RN BIRIRICEIFIE. Hlin |, R EFER ams: rt: FEHRIERLERNE , MMRREH
F—ANEFIRCEREERE XA HIEEZNE | NZARZEE 8 3 MR,

RIRPRICERH TAFRIE

HIBWIK A AMS Accelerate Bt , 2 F N JSON BLE X EHHERENIKS. AWS
AppConfigiX BN XM NELEEEXH , 252 “AMSManagedtnZ” ( A BRIABEX 4 ) #
CustomerManagedTags‘BEXEBENXH", BUUFEABENEEN G NECHNIK,EX B 2K
MAN | XLERBE AN T 24 AMS Accelerate B,

PN E X85 BB /£ AMSResourceTagger M AR F MAMSInfrastructure3 i g H, RiRR 12T A
T B RS BRI RIIN ams: i,

B E BB XA
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https://docs.aws.amazon.com/appconfig/latest/userguide/what-is-appconfig.html

AMS HniE A = 1ER AMS INEEESFER

MPoEME , BEENBEEXHRAINE ; BR , RTRIAEEXHHIANN | ELEHINITEEX
B ENFREAN, BENBEEXAFNEARETEHEER  RIFEEVER , BUFSH AMS

Accelerate B= .

WA LAEX N AWS BIRMN B E LB XA IS EFFENEM B EXFRISAN | toa] LA a8 ER
AMS Accelerate EEBMWERIANBLEMIE K , 5. AMS Accelerate YRR IC 2T F

/A Important

MREEHHERENH , BRITICHR2EIELNAERXRTRPEFMITER. AWS K/
ERLBAFEN , ERZSTRFE 60 28T REN.

B LAE A SIEN AWS CLI/SDK TEEFMLEENH. AWS BEEEGHISEXEH B E B E A
ER , BZH AWS AppConfig AFER : 142 AWS AppConfig ?

RIAE B -

ERIAEL B XX XL F AMS Accelerate AEB , HHEE AMS Accelerate IR BRIAFN |, BFEK
IS BRIXLERM N, AMS Accelerate T LABERT EF UM AN BRI HIBBABET ;| EBXNEFTHH
FAEREHLBMER. WREESHRZEATMERINEERNY , FEABENRENXHS , ESHAMS
Accelerate 1 & R#R 128 A Blo

AMS FR Y B R AR 10 85 B i S iR
BEXHETHAEDRNENMESEAPRNFRES —NATHER.
BENEH

BEXHEEBLUTEMR JSON WK :

"Options": {
"ReadOnly": false

},

"ResourceType": {
"ConfigurationID": {
"Enabled": true,
"Filter": { ... },
"Tags": [ ... 1]

},
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AMS fniE A s

AMS IEEESMEF

iy

"ConfigurationID": {

}

"ResourceType": {

}

BRI (k) BELFEMITHNIE R ResourceTagger i, B ARER T RMERITIRENE
BRiNE, BXxTHNETNRE , HSNTX :

« ReadOnly: ( AIi% , BRI false ) : EBERFRIFICETMN ReadOnly R, i&E ReadOnly 7§ true o]
ZHARFINCERTE AWS BR LI BRBIRRE., BXEZEE , B5H LT RFICHEHE

3
o

ResourceType: It ZAMTMRUTZHFENFHFEZ2— , HERKEMRBREEMEXNMEERE :

« AWS:
« AWS:
« AWS:
« AWS:

:AutoScaling::AutoScaling &4
:DynamoDB::Table
:EC2::Instance

:EC2::NatGateway

« AWS:EC2::: VPNConnection

« AWS:
+ AWS::
« AWS::
« AWS:
« AWS::
« AWS::
« AWS::
+ AWS::
+ AWS::
+ AWS::
+ AWS::

:EFS::FileSystem

EKS::Cluster

ElasticLoadBalancing::LoadBalancer

:ElasticLoadBalancingV2::LoadBalancer

Elasticsearch::Domain
FSx::FileSystem
OpenSearch::Domain
RDS:: DBCluster
RDS:: DBInstance
Redshift::Cluster
S3::Bucket
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» AWS::Synthetics::Canary

ConfigurationID : WWERAEEREX P LA —0 , HEXNUTEERHTHE -GS, MRE—
RN ELEResourceTypetR EBE#EM C onfigurationld , M E X H P H/EHIMEBRER,
MREEBENEEXHFIEER ConfigurationlD SERIAXFIEENEEXHER , N EEXEE
X E B ERFER

/A Important

ConfigurationID Bi5 AMS Acceleration BLE X #rnotERE ; fli0 , EXNZ2
AMSMonitoringLinux 8 AMSMonitoringWindows , & & &2 FAAMSManaged#r & Bt i& X4
Ry M R i

BRA (L, AR true )  BEEEERREBEN. HHEIREN false TREARER, ZBANEKERT
BER.

kR BEEREEZANRR. SMRESRNRAUEUTER -1 (BEREE-—1) 7R

« AWS::AutoScaling::AutoScalingB¥4a.:
- AutoScalingGroupName: B BH B, FERIZFBEERFITE,
« AWS::DynamoDB::Table:
- TableName: DynamoDB &RH B ¥, btFERZFFEEAFITHEL.
+ AWS::EC2::Instance:

« AvailabilityZone : fREFHTEIEERAXFH EC2 K4l, FrBRZFERFEHE , Eit *a ITH
us-east-1a, ap-northeast-1a &,

« Instanceld : EESZHEE EGIEE EC2 34 ID B93=6l, FEXIFEBRAFICE , Ktk i-00000*
S IEEE S ID LA i-00000 FF kAR (AISE 4,

« ¥E  HERMAF EC2 RHISEEFAERITTE. BREN Windows, linux SBERF * ( SALE
EFAFE) o

« AWS::EC2::NatGateway:
« NatGatewayld: NAT M<K ID, bt ER 358 Bl A THL,
o JRE 0 NAT RIKXHPIRES (SR8 | kK | TTA | EERIBR | ERIBRIBERF )
« Vpcld : NAT RXFIIERY VPC 19 ID, W FER IS EBE AT .
* Subnetld : NAT FIXPFRIER F MY ID. It FERXFEFEEAFIEE
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AWS:EC2::: VPNConnection:

« VpnConnectionld: FE$Z# 1D, btFE XIS @EE AFCHE,
AWS::EFS::FileSystem:

« FileSystemld : EFS X# R4 ID, FERIIFBERFTE.
AWS::EKS::Cluster:

« ClusterName : £ENEH, LFRIFBEEAFTE,
AWS::ElasticLoadBalancing::LoadBalancer ( Classic Load Balancer ) :

« LoadBalancerName: & LoadBalancer %, ltFBX#FHBEAFLTE.

« AR ANUR ‘HEERKRM", ‘NEF RBERF 7,

- VPCId : BRFNHHGERN , TARBESNF . VPCId
AWS::ElasticLoadBalancingV2::LoadBalancer ( Application Load Balancer (ALB) ) :
« LoadBalancerArn : LoadBalancer I Z# &R & # (ARN)o

- DNSName: DNSName #9 LoadBalancer. b= Bt X 5@ B £&F L

« LoadBalancerName: % LoadBalancer . It 5@ E £FTHL.
AWS::Elasticsearch::Domain:

« Domainld: Domainld ElasticSearch %R, 1t B X 5@ E £F ThL.

- DomainName: DomainName ElasticSearch &R#, It FERXIFEERFFTH,
 HasMasterNode : i/RENEDHR. WRBEETANET L, WTHE.

« HasKmsKeyf RENEHR. MR ZFEFRTHSMERN KMS 40 |, WTE,
AWS::FSx::FileSystem:

« FileSystemld: FSx X# RSk ID, btFER X @Bl fFTE .
AWS::OpenSearch::Domain:

« Domainld: Domainld OpenSearch &IRE . ItFER 35 EE FFITE,

« DomainName: DomainName OpenSearch &R, ttFER G BE RFITE,
« HasMasterNode: fi‘R{E ; MIRFEETANET R , WALLFHIRER true,
« HasKmsKey : MM RFE#HSMEZL KMS Z4H , MATSAFHEIEE R true,
AWS:: RDS::: DBCluster

* DBClusterfRiRff : fHik25Rf RDS SE IR RN SHEERRAFRITIEE, tbFRAFIFBE RFT
Bo , Rt ATUEE SRR

- 5|2 : RDS RfIEEFEANGIZE, KFRIFBERAFTE,
« EngineVersion: 5|ZMA, IFHEZFBERFLTE,

=
iy
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« AWS:: RDS::: DBInstance

« DBInstance#RiRAF : fiksk#r LB EFEERS ID B9 RDS Kb, ttFERAIFBERFITE
b 7S E SR AIFRIR ST o

- 5|% : RDS RHIEEERANGIZE, HWFRIFBEEAFTE,
 EngineVersion: 5|27, tF B ZEFBHECRFTE.,
« AWS::Redshift::Cluster:
« Clusterldentifier: SEEFRARF. HLF BRI FBEE AT,
+ AWS::S3::Bucket:
* BucketName: S3 @M B #ho M FERZIFBEEFFITAE.
* AWS::Synthetics::Canary:
« CanaryName: Synthetics €4 &ZH & F,

HtdmaE it

- L GRFEATENALERENEMRF. LEENESLARIEUT FER JSON HR :
- B BAR-NMRENFAE  AEERRSAERTRZBHANRE,
- B BEERENTEE, XIFBESN , Hit Samp le WESEMLLFRFEH Samp le L ERIET

[

* Fn: AND: —NH JSON XY RA KK JSON HA, BNMNNRBEFEITIRFEERMERIAN, X
EESIRERITE 5MRA 7R R E R A R,

* Fn:: OR : JSON &R JSON A, M NRFEF/ELRFEERMARNAN, XEETERE
E 0] F LR BS DU BC A9 £ 47 3R A IR EC o

» Fn: NOT : BEEHEREERMAREMNA JSON MR, XEETIERAET TELE[S FHESR
PCECRY B, e RS EFR SN B BEER DL,

BE ENATERERENRE, (BFSRBREHEMERARES, ) EFBRE— 1 HBEXNHKIE
4 :

- B ENANRFENEH,
- B ENANRENE.
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® Note

Resource Tagger M AMNREHZRARL L ams: rt: Tk, MREREREXHFHIEELE
&, NEFRINCERANEBIBEAZAR, XFR Resource Tagger FHHENEENIRZE EH b
TEATHMBENNRIXSFFRH AR,

AMS Accelerate FH & REr1E 25 A
ATHH T ERRBERICESEMITHNE BiRE,
EFRFEWRICENANRE

Resource Tagger B A FI B RS ZEA IR ED 2 ams: rto HlI0 , UTHREE L ERNIRSZH R
ams: rt: sampleKey , {8 sampleValue. FiEHH LB BRI EFE IR RIS — 25 o

{
"Key": "sampleKey",
"Value": "sampleValue"
}
/A Important

MREFHONEBSWHE ams: rt: FIRHKRE , MZHZFHANBRFRFCHEERE, XE
& , MR RIFEH Resource Tagger B8 |, BEEENHARIERNMMANIE , MEFRIFICES
BREFHRMNIEE, MREEFHRICHRBERICREENRR , BFEERSRPER
ams: rt: 814k,

£ R IRPRIC 2R B 2R

AMS IR JRARICER = E AMS Accelerate A THRIFBEZEMNKS PHHH . Resource Tagger B
—HARENAN , ATFEXMARIEENRR , AEECSBFIMTXLERN , BanERIERE LA NFM
BRIFZ |, IBREMNFEENHAN,

MR IGIEME A R FFRC R KARC BN EIR |, BS IR FIRIRICER.

DTREFRRCSREEREBRS , EAMBLEEEFERMTEARN true B ams: rt: ams-managed ¥7
%, EC2 ams: rt: ams-managed #5& R FRIEFLE AM S Accelerate ¥ {REV IR
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{
"AWS::EC2::Instance": {

"SampleConfigurationBlock": {
"Enabled": true,
"Filter": {

"Platform": "*"

3,
"Tags": [
{
"Key": "ams:rt:ams-managed",
"Value": "true"

/A Warning

NEFEEREZMHINE/N D ( SampleConfigurationBlockfEIRMMRAIH ) | FREATAE
2TEBEHREAHEBNEMEEZH AMS EENEE.,

PR LE BFIRAR 10 B8R 18 SR IR

AU RRPRC R IRE N RRER | BB LE HE SR LRSI BRAE PR, MREBRME E S AR
o, XREM.

FEREERXT , Resource Tagger TaREREREXHMEFEEXHFHIEENFEAN |, H
RAETHEXEREANNER,. TATEHANRRBLIERER, AWS ConfigfRAILEHKNE
HIAMSResourceTagger-4%., AWS Config LM Hl40 , ZAMSResourceTagger-EC2Instance
AWS Config BN RIEE B X4 AR ENAWS: :EC2: : InstanceBREIE T EHNWIFZE,

Resource Tagger WLEHELE , TN BRI R BEHTEMER ( RARMBIBHREZ ) .

ER OB S SR P BB XA SR ReadOnly B A G B “EI SR KE AR KRN, flm, UTEE
XHRBRERTERANR

"Options": {
"ReadOnly": true
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iy
"AWS::EC2::Instance": {
[... the rest of your configuration ...]

}

Resource Tagger HEZEBTHK G MBI LB EME RN , HF E1E TR D RNFMBRIRZ,

(® Note
EENEAREMBY , B 1ZReadOnlyEE XN false , HETEMBEREA , RARINER
falseo

BX BTV RENESEREENEN , F5H “T—%
B & X Rl

LT RHGIEE XM ER T CloudFormation #ik* 4k B FTHE Windows EC2 49 H AMS
Accelerate B : B2 , B8#HEBR T ID ¥ i-000000000000000000001 By 4% E EC2 324,

"AWS::EC2::Instance": {
"AMSMonitoringWindows": {
"Enabled": true,

"Filter": {
"Fn::AND": [
{
"Platform": "Windows"
I
{
"Tag": {
"Key": "aws:cloudformation:stack-name",
"Value": "stack-*"
}
I
{
"Fn::NOT": {
"InstanceId": "i-00000000000000001"
}
}
]
},
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"Tags": [
{
"Key": "ams:rt:ams-managed",
"Value": "true"
}
]
}
}
}
/A Warning
NEFEEEEZHIFE/ND ( SampleConfigurationBlockfEIREHIRAIF ) |, FRETATAE
2TEPERAHEENENESH AMS EENEE,
EHERIARE

BRIAECE X B AMS Accelerate MK iEMET R #, IELE X AR HERFE SR IKS RAIRRIAAN

SRETEESMUNEEX S , BEETUBESEAENREEREXFHEESRINEERMEEN C
onfigurationID KYELERRBEIMINE B XM, MRXHM , ENRERFESMIAREER

Blan , ERLATRIAE B XA

{
"AWS::EC2::Instance": {
"AMSManagedBlockl1": {
"Enabled": true,
"Filter": {
"Platform": "Windows"
1,
"Tags": [{
"Key": "my-tag",
"Value": "SampleValueA"
1]
}
}
}

BTt N A AR EE M SampleValueAE I SampleValueB , HIFFREMA FRAESEAF , AR
X2 Windows X4l , BEERMUTEENEEXH :
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AMS IEEESMEF

{
"AWS::EC2::Instance": {

"AMSManagedBlock1": {
"Enabled": true,
"Filter": {

"Platform": "*"
.
"Tags": [{
"Key": "my-tag",
"Value": "SampleValueB"
1]
}
}
}

/A Important

BB EEdRRERBHITHE. BXEZEER
AppConfig , BAMNECIRE EFHBEMRENEE,

ZERMANLE

BRI ZARIABEMN , BERFEBMEE Configurationl d B EL & 3R 7 N E
o, AN BRA FERIEIRR false,

i, MRMRANEEXHFFRFEUTEE :

{
"AWS::EC2::Instance": {
"AMSManagedBlock1": {
"Enabled": true,
"Filter": {
"Platform": "Windows"
},
"Tags": [{
"Key": "my-tag",
"Value": "SampleValueA"
}]
}
}

ESH HEREER, £ SSM H

By B E B E M
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}

BANBYEAENBREXHAFEEUTARREALIRIEAN

{
"AWS::EC2::Instance": {
"AMSManagedBlock1": {
"Enabled": false
}
}
}

/A Important

FICEEREERGHITHE ; AXER , FERHAFLEE R, & SSM & AppConfig , &
A BB E B /SRR E M ARARE B

BRA RSN AR

NREEREEXHPAEEEMU ams: t RBHORE |, EF , IRXERSIHEEFEE |, NIFERYE
TIEE , NRRRICEANEM R, XEWREETLUBEHITUTE —RERBRERIRICEEN AR
X .

« BREXIRENEENLEBEERD
- ABERBRNGIN , EEFESIHRSFAFTE,

flgn : R Linux EHIEBUTHRZ :

"Tags": [{
"Key": "ams:rt:MyOwnTag",
"Value": true

3 {
IlKeyll: IlmyTagll’
"Value": true

]
REEEBUT RIFEFRICBREENH

{
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"AWS::EC2::Instance": {
"AMSMonitoringWindows": {

"Enabled": true,

"Filter": {
"Platform": "Windows"

.

"Tags": [{
"Key": "ams:rt:ams-managed",
"Value": "true"

]

Resource Tagger &XJ #TRYELE F i R B , K6 LRI HE—FRZETE K

"Tags": [{
IlKeyll: IlmyTagll’
"Value": true
1]
/A Warning

NEFEREREERHIE/N D ( SampleConfigurationBlockfERHM RAIG ) | ERE AL
2TEFERAHEENENEEH AMS EENEE.,

/A Important

FEREREERGRHITHE ; AXELE , FEAHEREE R, £ SSM F AppConfig , &
A B E B /SRR ARARE B,

EENERFRINCAREE

AT LUEE B APl EF A JSON ELE X 4 CustomerManagedTags , BIAMSManaged# s & Hl , 1]
AppConfigfE AI'1BTERF HEE AWS HEVIKF |, HIEETE AMSResource Tagger MARFHF ,
K AMSiInfrastructure¥f 5, AppConfig GetConfiguration

LAT 2% GetConfiguration i F B9 7R
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aws appconfig get-configuration
--application AMSResourceTagger
--environment AMSInfrastructure
--configuration AMSManagedTags
--client-id ANY_STRING
outfile.json

NMARREF : RA4LThEEM AppConfig BE# T , X T RIFIRICERIR , X2 AMSResourcetr & 28,

« If3E : AMSInfrastructure,

- BE : EEF AMS Accelerate BIARZEE X , N AMSManagedirE , MEEEEZFHRIEN ,
{3 CustomerManagedTags.

« B ID : NARFRAINKE—RRA , AIURE[AFRFS,
« PRI LAESE ERY B H 30 ( EABIF A outfile.json ) REBHREE Lo

RE A LAEIS E R 3L ( EARBIF A outfile.json ) FEFERE Lo
o] LAUBE & &AMSInfrastructure I M EAR S ZHN BB REFELNIKF PR T B MRAEVEE,
EBEENRZHN | BRATUTRE

BIFAREHRFEENE B Y , A for Accelerat CloudFormation e Z8E i & X4
HEEFERAER AppConfighy APl , ATABZF MM BEWFHRZHN, CloudFormation
CreateHostedConfigurationVersionf£ 48R # ConfigurationID R BRIAE BRSNS B ZBRIAM
n, HEmMAZHRBEHN,

EEFE X CustomerManagedTags X REFTMEI E ok , EMITUATR4E -

NEENEEXHHITERE , MANETEENR. EFBHMENR , AppConfig@hifER AWS
AppConfig ###| &3 CLI i=21TH StartDeploymentAPI,

HEMRBEENR

HEMNSTERGE , HAUET AWS AppConfig StartDeploymentAP| SPEBIX LT R, LA i3 87 i3 B9 an4al
B TERE AWS CLI, AL , R LAER AWS BEEHIA #TXEER. BXEE , BRI E
5: MEEE.

aws appconfig start-deployment
--application-id <application_id>
--environment-id <environment_id>
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--deployment-strategy-id <deployment_strategy_id>
--configuration-profile-id <configuration_profile_id>
--configuration-version 1

MR ID : AR AMSResource Tagger WM AT ID, ListApplicationsi@id API & A 3kE
XA

IR ID ; 3% ID ; ListEnvironmentsi@id API & FZREL,

ERBREE ID : EPBIREE ID ; ListDeploymentStrategiesi@E API i F3REL,

El B H &S ID : MIELE X4 ID CustomerManagedTags ; ListConfigurationProfilesi@id API 8 F
FREW,

BLEMRAS - BET BRI E SRR

/A Important
Resource Tagger M A B X H#HIEENIRE, BN REREFT AWS BEEIZH & MO EMRF
Z& ek ( A CloudWatch CLI/SDK ) < B3R E , B iEEAEH E AR BT HRIRIC
BRENHN, BEAEMERLERHAFRINCHUEN , BERINBANITERE, ams:rt:

{85 Fi StartDeployment# StopDeploymentAP| R4EF B G R RIR N 7 0 B RS BME BRI R
ERNERWAERF.

EFA T MRa{alER AWS AppConfig THEERBIZFEBBEE , HSHEFER AWS F R
AppConfig.

 Terraform Bt B 7 Z B FIRFRICEIIRE

WMREMER Terraform KEERR , HBBFERARFEIRICEKRICER , MR FEIRICEHTFSIESH
Terraform $riR RER,

A LAE A A A HE E R ignore_tags £ R ELE R Terraform Bt & 1 ZBEFI B RIRFRICESIR
X, BXxEZEER , 55 H Terraform Xx T R BRFRICH XA R RFFIC,

LU 7R 4505 B 2] ) B2 2 5 B B LA 2 BE AT B LA Resource Tagger #r&EBi8kams : rt : FF L MARE

provider "aws" {
# ... potentially other configuration ...

ignore_tags {

=
iy
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AMS INE A FiEE AMS INEEESFER

key_prefixes = ["ams:rt:"]
}
}

ERERFFICREENRRHRE

Resource Tagger &/t [EAMS/ResourceTaggerin & Z=E HH Amazon CloudWatch ZiEfE#R. 1%
X TRAR IS8R R IF Y B IRE B R I FT.

EREN Dimensions i
ResourceCount A , ResourceType EZXEIHEN (BERREEN ) BRRHE.
BAT IR
Resources A4 , ResourceType BREREREXH , FERENRSEHEARBARR
MissingMa FRCERARICHY R ( EERIRRE ) HBE.
nagedTags .
B I
Unmanaged ‘A1 , ResourceType Resource Tagger KRR AEERSHRIR (15
Resources ERRER ) WHE, BE , XERREEM
Resource Tagger ELEREF A TE , =& 4% BA 15
HERRTEERLE R Z Ko
BAT TR
MatchingR A, ResourceType, 5 Resource Tagger BiERM TR RIR ( EE
esourceCount ConfigClauseName TWRRE ) BB, EFRREEERTHE , N
MPERZSR , FEARBSLNESX RS IEEFT
[T
BT IR

X LEFE Rt AT LAFE AM S-Resource-Tagger-Reporting-Dashboard F AR R EE, EEFEHE
R, BEL S # CloudWatch BB A Fi%#¥ AMS-Resource-Tagger-Reporting-D ashboard, ERiA
BRT , WEFERPHERERE 12 DA OBE,

AMS Accel CloudWatch erate 2@ &K HBER , LENERERRBEENE E8 N , I
m , AMS REFRICESHIREEE 2/ AR, AMS Operations FiAEFFEE R RN INER |, XL
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REBS=AHEXEENER K NEEAERBENFIERFEEM I8N 50%, MRTELUFFRERE
B , AMS Operations FJRES BB RUTFELE,

AT CloudFormation 3 AMS Accelerate SIZErZ

A LAE A CloudFormation 7E##& 5 ( 2 CloudFormation X4 , HIRIRE ) o N IRE 5
(Flan , SRFRIZER Amazon EC2 HiR ) MARE,

/A Important

R AMS INERFZEGFESH ams: rt: BIERMIFE ., Resource Tagger I\ HE AL
B, MERFFFICIFEEANFAE , MSFEBER. BIFEEFERNR CloudFormation
Terraform , BB RAFTERN X LRSI RIFIRICEFEE X4,

CloudFormation AMS }ni&E gy /A 4l

AHBHE T EHARITHIERE CloudFormations
FI;
« {#FH for Accel EC2 erate CloudFormation #xi2 2451

« fEA#FRIE AutoScaling BE4H (ASG) LAZR18 13E CloudFormation
« {# 3 for Accelerat CloudFormation e P&t & x4

£ /A for Accel EC2 erate CloudFormation ¥xi2 245l

LA 7R 45135 BR I RHE A true B9 ams: rt: ams-managed s XN A THEEN T L EH6], EC2
CloudFormationams: rt: ams-managed #5% A FfRIEFE L AM S Accelerate M= {RIV B IR

Type: AWS::EC2::Instance

Properties:
InstanceType: "t3.micro"

# ...other properties...

Tags:
- Key: "ams:rt:ams-managed"
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Value: "true"

{F FA#RiC AutoScaling B¥4H (ASG) LA3RBINIE CloudFormation

LARRBIRER T 2 E A true B ams: rt: ams-managed A& 5 A FHEEM Auto S caling 4.,
CloudFormationig ¥ &. , Auto Scaling A FHRLEABEEHHAZENT Z# EC2 EHl, ams: rt:
ams-managed #R&E R IFIRIEFELE AM S Accelerate ¥ IR {REV R IR

Type: AWS::AutoScaling::AutoScalingGroup
Properties:
AutoScalingGroupName: "SampleASG"

# ...other properties...

Tags:
- Key: "ams:rt:ams-managed"
Value: "true"

£/ for Accelerat CloudFormation e ZpE & X 4

MREZHLEFEAEECustomerManagedTagsELiE X 4 CloudFormation , M AT SAEA LT
CloudFormation 14X, fEAMSResourceTaggerConfigurationVersion.ContentZEA i AFT
=/ JSON BLE,

£ CloudFormation #k Stk R P IPBEARET , R EREB/EEFTFHN JSON &£ |
MAMSResourceTaggerDeployment BRIREFFEAMK. BEXMBBRNBENEHNEFEMER | S
5%

BXREXEEIREBE N CloudFormation HEL SR HEL R EBY | ES R LL T M%< AWS CloudFormation
XAy
« 1£ AWS CloudFormation 4 & 6 %

- {ERBIEMER AWS CLI
. BIEMEREE
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AMS HniE A = 1ER AMS INEEESFER

® Note

MREERAHEP - MERBEBERERZE , AEMER CloudFormation kIS | N ZEARE
BIRARFRESHENRE , HEFTQRTHMEE, IREFEMEIRUEE , NFE
FHHEEEE (EHRAEY , R2{}) K WEMPEREFHNZEE , T2 FREXK.

JSON

"Description": "Custom configuration for the AMS Resource Tagger.",
"Resources": {
"AMSResourceTaggerConfigurationVersion": {
"Type": "AWS: :AppConfig::HostedConfigurationVersion",
"Properties": {
"ApplicationId": {
"Fn::ImportValue": "AMS-ResourceTagger-Configuration-ApplicationId"

3,
"ConfigurationProfileId": {
"Fn::ImportValue": "AMS-ResourceTagger-Configuration-CustomerManagedTags-
ProfileID"
3,

"Content": "{\"Options\": {\"ReadOnly\": false}}",
"ContentType": "application/json"
}
1,
"AMSResourceTaggerDeployment": {
"Type": "AWS: :AppConfig::Deployment",
"Properties": {
"ApplicationId": {
"Fn::ImportValue": "AMS-ResourceTagger-Configuration-ApplicationId"
1,
"ConfigurationProfileId": {
"Fn::ImportValue": "AMS-ResourceTagger-Configuration-CustomerManagedTags-
ProfileID"
1,
"ConfigurationVersion": {
"Ref": "AMSResourceTaggerConfigurationVersion"
I
"DeploymentStrategyId": {
"Fn::ImportValue": "AMS-ResourceTagger-Configuration-Deployment-StrategyID"

}I
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"EnvironmentId": {
"Fn::ImportValue": "AMS-ResourceTagger-Configuration-EnvironmentId"

YAML

Description: Custom configuration for the AMS Resource Tagger.
Resources:
AMSResourceTaggerConfigurationVersion:
Type: AWS::AppConfig::HostedConfigurationVersion
Properties:
ApplicationId:
!ImportValue AMS-ResourceTagger-Configuration-ApplicationId
ConfigurationProfilelId:
!ImportValue AMS-ResourceTagger-Configuration-CustomerManagedTags-ProfileID
Content: |
{
"Options": {
"ReadOnly": false

}
ContentType: application/json
AMSResourceTaggerDeployment:
Type: AWS::AppConfig: :Deployment
Properties:
ApplicationId:
!ImportValue AMS-ResourceTagger-Configuration-ApplicationId
ConfigurationProfilelId:
!ImportValue AMS-ResourceTagger-Configuration-CustomerManagedTags-ProfileID
ConfigurationVersion:
IRef AMSResourceTaggerConfigurationVersion
DeploymentStrategyId:
!ImportValue AMS-ResourceTagger-Configuration-Deployment-StrategyID
EnvironmentId:
!ImportValue AMS-ResourceTagger-Configuration-EnvironmentId
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£ Terraform 3 AMS Accelerate Bl Z2irZE

AMS IEEESMEF

MBRRAAEE A AMS Accelerate Resource Tagger , #RAJ AEF Terraform R B WHRE, BER ,
MREAEERFRIRCE , BN ECERN Terraform EXERE , BAE - A EA L RER TR
FRCESH BB TEKNER ; B2, ¥ Terraform BLE N B FRIFICEHRE

/A Important

Hi AMS RS EHFEESH ams: rt: BIRIRE, Resource Tagger NN B HAXLE
BE  MRBREIRCSEREEAN TG, NFEMBR, BIEZKERA R CloudFormation =
Terraform , tB AR X LEIRL IR R IRIRICETE E X4,

LA RBILER T 20EISFHE R true B9 ams: rt: ams-managed #& R A F Terraform &AL D2 3841,
EC2 ams: rt: ams-managed 15 A F#RIEFE 1L AM S Accelerate Y5 2RI B IR.

resource "aws_instance" "sample_linux_instance" {

# ...ami and other properties...
instance_type = "t3.micro"
tags = {

"ams:rt:ams-managed" = "true"
}

LARRABIEER T 2fAFE R true B ams: rt: ams-managed #R& R F Terraform EE/Y Auto S
caling 44, #EEE , Auto Scaling A FHEHFRLZEEIHHGIZEMN Amazon EC2 X4, ams: rt: ams-
managed ¥ R IFRERLE AM S Accelerate R {REV &R

resource "aws_autoscaling_group" "sample_asg" {
# ...other properties...

name = "terraform-sample"
tags = {

"ams:rt:ams-managed" = "true"

}
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}

BXWMMAERE Terraform BIEZNRFEHRZNRE |, 5SH. & Terraform BLE N ZRE G IRIFICEIRE
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0ja Rz B ] AR 55 R BI MY (SLAS)e AMS Accelerate 28 TR IM £ A AR M BHNEEENERH
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AMS Accelerate 2t 7T —RIEERS , IR AT EHZE AWS, ERIE T ## AMS A F B &K
1 — X BIZE ThEE ( B2FE round-the-clock RS &. FohiEE, T2, #MT. AERLERMEZMR ) K
HEEHWERAEMBASHEZEE | 55 AMS SZ £ #B, AWS Cloud

£l

« AMS Accerate FVEHEE

« Accelerate FHBRSEREE

* Accelerate PHYEH R & MRS 1E RN
« AMS B0 AY K & ) &

AMS Accerate I EHEHE

£ AMS Accelerate F# AWS Support Center Console , BRI AMEARBEREHHRE . EHRF RN
FEEIMER AWS RS e B |, 1 AMS Accelerate SIERE . AMS Accelerate HFIRAIR BIRI B4 &
RERNEH (LEBRORGTRSENL ) B2, IRRFETHRENVHRE , WZB42MEER , R
Bk, AMS Accelerate ZEHIRAARBESH LW, B4 ( RSHERER ) E2RZ ( — =
ENEHHBRERER ) .

(® Note

AMS Accelerate HRAE 2 ZE WA EAH B RS K Bservice-ams-operations-report-
incident® AWS Support APl BU4wiEH R IS4,

BAEANER X&  HBHAI XK,
TARSEHEE?

EHEER AMS ARiER, RT3, ABEIEHAERNE/BANRE,
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EHNRHIERE (BFRT ) MEEEPIMHER, #EH API TENHITRESKIIT (HW, &
BERY ) o

TE#HRT &M@ AMS HRE NS4 TERRE.

LE#L T AMS EIERENE4N TERE.

SHLER

fE AWS Support f/dy, #EIARZH API (SAPI) ORI B SIE AMS 25 AR RN BHEET
CEPES

- BRL SRS HAARFHS AWS B AMS FIRAX N X RIS TR0,

+ & ;5 AWS andjor AMS BBMX ML S BEREARFIHRERN | BETLTRERS,

. W ARLSSETERN, 5 AWS andior AMS BRABX N RIARFNXRDET TR, THY
sk = R B B AL R It

(@ Note
AWS Support ZHl 8 REZNEHEERF] , RATPRFEFEZRN = AMS £ 3.

E4 N AR RE R TERE
AMS Accelerate £/ IT RFERE (ITSM) EHEEBERESIER , EEENRRRERS.

RiMNBESH RS HEE P ORMES KR follow-the-sunziE , TITHIRIER TR E IS BN RIRA
EHRAG,

BAINEZEIRIMEARNSEHRETERIRG, 2%, 2K, BEEHLLER, 2. BRA<A
=4 ; &A1& Support Center #1 Su AWS pport APl RHIGIRHAMAXLEEINEFEE. AWS B4
WIZEBAASTHAL AWS XEFTERBYTERAMEXLED, XLZEEX AMS Accelerate Z#r
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BY , Premium Support 1 AWS BRSS Bl BABE AT 1565 o
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@ Note
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- BREH
- WEHBEFEHTIED.

BAUR R BIN B an{a 8 A Support Center 225 # . G , AMS Accelerate FIRA N &S | IRIBR
# AMS Accelerate SLA f#RE4,
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® Note

EENFERR AN A, BEMXNBREE , URTRAE TR T AR B H
8. flm , BErEERE , TRHENABMBE. X TIHRERI—KRIESHER , BFRMHE
XM B RV R, EFRERMIF |, BEEMRHIIRERZ R LA Description Guidance
(HEREF).

BRHERTRESHIFAGEERERA T RIEFFREHIRY TR,

ISR LA B A RS AT /Y AWS Support APl service-ams-operations-report-incident
KiIRESH.

5= FEH Accelerate 4

A LAE A Support Center i A4REF N EA X F APl DescribeCasesiBEXREH. BMIENEEE
HIREMBRFER (FINERRBES ),
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1.
2.

£ AWS EEEH A H , X5 F Supp orte
MEMSMEFER “BUZERG , WEERG , AEER T EEUITH IS LIRS
BEAANEMAEETE,

MBI AEFERABFRBIK |, E8E £ Su pport Center FITH A" , £ X3F b OITF
BOIENH , ZNHEH2SB3EFE AMS RFEH,

2 Accelerate EEHEFH EIREFNBHHRFZBERRHIAT , BAETE Support Center FURE|— %
BB RS HaEEE | DUESMHE R,

® Note
BFEEE E S BT REE ROIE 4.
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(® Note
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£

- AEF API #1E

- 3 THE (8BH)

- Backup IR (8H)
- BHRE (8A)

- KERE (BA)

« SLEIRE

« AMS HBIARS IR & KRR
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https://console.aws.amazon.com/kms

AMS i i P 157 AMS MR SRR
- BIEREBRE
« M SSR H A &

N API 21E
MBI AP| B4 , NI TTAEA B BIXT LA TR R ERIRAERS I A -

* GetDashboardurl
* ListReportsV2

B API #4E . GetDashboardUrl

% AMS ZHI A AALRERN , HRERXETEREBED, ©REHMAS.,. ETEEEEEER,
IREMER RSB EBRA RN RMR URL, ItIREEF dashboardNameiREfIListReports,

BERIBE

HTTP/1.1 200
Content-type: application/json

{
"dashboardName": "string"
}
BERTE

dashboardName : ERM LAY QuickSightX RAREVBEFr. 7E ListReports V2 HIR B TR A Fro
KH . FHH
I B 8 5%

HTTP/1.1 200
Content-type: application/json

{

"url": "string"

}

e B 7T 3
MR BRERTN , MZARFHFEKIER HTTP 200 MR, ARSI JSON #& IR E A THEE.
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AMS fniE A s

AMS IEEESMEF

url: JREFFERA QuickSight MitdashboardName,

BXRAMBREFELNERNESR  BERELER.

BadRequestException:

RXMNBERTH. fln, MRRMATTERTER. BXEAER , FSHEHNE

HTTP IRZSXEE : 400

NotFoundException:

RIFFERNE R, FHHEFRY URI EBELTIR.
HTTP RS : 404
TooManyRequestsException:
ZERERFHRFIRS, EEENHNEREER.
HTTP R : 429
UnauthorizedException:

FRBIEL , B RBENNRTE

HTTP R : 401

MEB API #24E : ListReportsV2

N =R
REE.

3 AMS 2F 5 FAR , It APl 2HIERSEER, ©REEMAMN. ETRERHEEER,

IR B4 E K - AT A RV IRAEIR & B R

BEREZE
ZIFERIRBERE
e B i

HTTP/1.1 200
Content-type: application/json
{

AER AP 124E
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AMS HniE A = 1ER AMS INEEESFER

"reportsList": [

{
"dashboard": "string",
"lastUpdatedTime": "string",
}
1,
"reportsType": "string"
}
g RZ T3

MRPLIRERID , MZRSHELEKIER HTTP 200 WAL, BRSSEL JSON #& IR E A TEHIE,
reportsList: MBETEHIREF L,

R  URBRNRHA

reportsType : RIRERBBE S MNKFILE,

RE . FHRH

iR

BXAEREPELNERNESRS , BSRAELE R,

BadRequestException:

RBXMNBERTH. Sl MARTEHFER, BXEFHAEE , BTEABHMNERER.
HTTP R : 400

NotFoundException:

REBFEROA R, BFEARBERB URI EBTIR.

HTTP IRZSHE : 404

TooManyRequestsException:

ZERCETHRHRS, ERENNEREER.

HTTP RAHEE : 429

UnauthorizedException:

WRUIEL |, BAREEWRBETR,
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AMS HniE A = 1ER AMS INEEESFER

HTTP RS : 401

(THRE (FH )

AARE
« AMS XK FFHAEERHE
- I THE

« EEAT AR

AMS &M EFNFEMEEHE

XE—MEEMIRE , AAEBRAIEMA AMS Patching WATESSHI, KPR, KAFHRES. %P
NRESTE., #FRIITE, #EREAEEMTARE,

ZHERRMA

o IKFHEFMFEEFKFINBIE. £EF-MEEFHERREAKFE , MAREHIFZ,

- REPAERBRDHZF 2 HEITE. 2 Sy AWS stems Manager (SSM) 2RI EAELER , e
I N/A” EHREH,

« ARXRGIRE DM, EFEEBIT. FLEHAILAKHIHRERNIE,

EHEFREN BREFREN E X
7 ] BR 73 1] BR 1 77 16 32 PR A 1t [X
0K 4w 5 aws_account_id AWS 3241 ID FRIE I ID
EERKS, ID aws_admin_account_id H&E AR AE AWS
Organizations K,
K = & account_name AWS Ik F= %
Tk PR 7S Tk PR ZS AMS T FARZS
account_sla AMS K P BR 55 A i
Account Type (Ik 3£ &) malz_role MALZ B &
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AMS 1niE A F 18R

AMS IEEESMEF

BHEFZREN
Ba¥ AR

K41 1D
K& 75

KBIxT A

KBIAhT A RE
KBIFaRE
KBS BB
KBRS

K BIPRE

&R X

P tRESTE

437 B ERNAT B HA/R i)

4t 37 Bt R 1T B HA/R [R)

BREEFERER

instance_asg_name

instance_id
L5115

KBI_HT_4A

KBI_HT_H_RE
KBIFaRE
KBI_FEa_BW
KBRS

ec2_tags

malz_flag

mw_covered_flag

B2/ window_execution_t
ime

B EH window_execution _t
ime

E X

‘FELHIK Auto Scaling A
(ASG) &

EC2 3XHI8Y ID
EC2 KHBIRY & 5

EXMAR PR T RSB0 BT
— i FF 1 AB B Y 4547 B B

AT AR
BIER S (0S) %A
BIERS (0S) &
EC2 SRl 4 A MRS

B 5% EC2 3541 ID XEXHY
PR

#IR5 MALZ HEXHIKF

MRARFIED>E-—INEEH
M4t , BHITEER
future , NZLBFIHARNEE
=, AR EEERN

TRTALT RI0IT4E BT ER

TORFALT 20T 4E BT ER

7=k Fmiks AMS prod, JFEXEF=0KF#Y
FRRAFF , EFEBURTIRF A
MESEEHE “PROD’, “N
ONPROD”,
HTHRE (8R) M7 October 3, 2025 136




AMS 1niE A F 18R

AMS IEEESMEF

BEAFERER
254k B B A /A
HER R TR

HERR SRR

#TIHEE

ZRERM T EREFNHT FRERNEFHRBEEE,

ZARERA

- BRI TARHERBENHIE.

BIEEFEREWN
BIEE_ B HART A
SE 5 HEAR A R

KA SR A

E X
5 B9 A R B AT A
BE RGN HER BT

AMS % ( B IK S FH
AMS ERtiZEH ) & Hk
( XBEFRNARFHN AMS
FEEEMZEN )

- BXRGPNR. BENE, BUENE, £RPNRPITHRKBEH (1R ) URENMEOHZ WA

DIV EIRE

- ZKF TAERERGSHBEUARZEZRERENIZFIHE,

FERA

248 B B A/
K P 4 5

K = A&

K FHRZS
BA-KE

EA-5

BEEFZREN

AR _ B HatE

aws_account_id
account_name
T AR

BN _KE

Cp Ao

E XL

&R B EAFETE
AWS 324 ID FRIE YK 7 1D
AWS Ik F= %

AMS Ik AR 7S

FERR B ORENTHR

==1

FEMN & NRENTHE

#THE (8H)
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AMS 1niE A F 18R

AMS IEEESMEF

FREA
BA-HE

BA-K

EA-EEM

BA-RIEE

é;m'/é\ -\L-I-
K41 1D

KB &

SPIT %R
SPIF A &

I TR

KB TA

KBPRES

KBIFRE

BEEFZREN
BA_HE
CrRER
BA_ER

BA_KRIEE

EAEIT
instance_id
KBI&
account_sla
KHIFERE
KBI_FEa_BWH

SKBI_#hT_ A RE

KBI_FT_4A

KBPRES

ec2_tags

E X

FFEMRN PE BRBNTH

=28
FEMRN R WRENTHE

FEMN EEN WRENT
7

FEEMRN “REE" BREMNT
HE

EMINTHRE (FTEEEN )
EC2 s:6i# ID

EC2 BB R

AMS K RS ER
BRIERS (OS) £E
BIERS (0S) &M

BRIA - BUARN T AMBER AL
TR, B3PI ERY:True
AMSDefault PatchGroup #x&
HE

P BEFOIROATA
AROE : ROEATA

EXMA R PR TR Bl o B
— i 3 1 A A B Y 454 B B

EC2 R4l E S ABAIRE

B S EC2 354 ID KREXHY
PR
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AMS 1niE A F 18R

AMS IEEESMEF

FRE

ERIATHYE O
#HBTER ID

LI E QRS
BRI A

447 BT ER T ORBAT B HART ]

4 I B ()

PR RESRTUE

TEM-FE

TaM-5

TEM-PE

TEaM-K

TEM-ERH%

TEM-KRiEE

BREFTREWN
ERPATEDO
window_id
window_state
BOXE
window_next

execution_time

& O Eeat i

mw_covered_flag

ey

TaM_&

TEM_HE

TEaM_K

TEM

E X

BRIT —IRINAT 447 B B RV B[R]
#HBTER ID

LI E QRS

BRI A

TRt 2RATEF R

43P BT ER VISR RT B) ( BA/DEY
NEAL)

MRRFELE-—INEBH
WP , BHITRER
future , MZEBIER N EE
=, SNFIEER

FERR FE OTARNT
W

FEEN B T AR TH

2

FEEMRN ‘RE BNAEANT
HE

FEEMRN R R T

2

FEM RSB BF A
THE

FEEMR “KRIEE" N TER
THE

#THE (8H)

M7 October 3, 2025 139



AMS INE A FiEE AMS INEEESFER

FRE BREFREN E X

FTEMR-E1t TEMEH TEHINTHE (FIETE
1)

HITEHEID patch_baseline_id HEIMTEEHIRIAT B

N TIRES N TIRES BT SRS, MRE

DRD—DHT |, WIAF SR
TEaM , BNAAEN,

A=K Fmiks AMS prod, JE4ETF=0KF#Y
FRRAF , EFEBURTIKF A
MEATEE ‘PROD”, “N
ONPROD7,

HR R SRR SR B AMS itk ( B Y
AMS Btz ) SF Pk
( XBEFRARFHN AMS
FEEERZEN )

window_next_exec_yyyy window_next_execution_time

By &R

window_next_exec_mm window_next_execution_time

R vy

window_next_exec_D window_next_execution_time
SNEPN )
window_next /et :window_next_exe

cution_time B % £ &8
_exec_HHMI

HE*NT RIE A
SR IRG T 1E ERAT A I B R ST T R Bl AR R

ZIRERE
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AMS INE A FiEE AMS INEEESFER
« #MT ID & BIAYER K AM T B
* BREDRD DN THAMBERGIARINT =EME, REIRE. I TEENIT 247 BBEFEEN

iz,

FRE BREFREN E X

244R A 2R A im s _H et iE] & & B9 4 BX B A A B ]

K 4w 5 aws_account_id AWS 341 ID FRIERIK S ID

K& account_name AWS Tk = &

BEFHERNF BER_HE KRR

EFER customer_name

=l P miKS AMS 4 7= K 7= 3 JE 4 7= K
FHVFRRAF | BEBURT K
FEMEEE ‘PROD” &=
‘“NONPROD”,

K PR ZS K P IRAS AMS K FIRZS

Account Type (T /7 35 ) .9t dit)

account_sla AMS I 7= BR S5 S &

324l ID instance_id &8 EC2 =418 ID

KHIE R K6IE &) EC2 =B B 5

KB FAKE KB FARE BIERS (OS) KE

KBPRZS KBPRES EC2 £l n B HI AV IR

SEHIPRE ec2_tags 5 5% EC2 =4l ID <BXH
RE

T RS *MT _id EXMTH ID

#THE (8H)
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AMS D13~ $5 78 AVIS DIEBERFIRF
FRE BREFREN E X
AT EEM patch_sev BINRITEWNAINT ERE
T 53 #T 3 T RBEXNSIT B 53K
*NT %% BHARYE (UTC) release_dt_utc BNRITENANT x4 B H

T ZFIRES
REH R

REIRBCEH

Backup & (8 H)

LHIRAS

days_unpatched

days_unpatched_bucke

81 SSM EXRB| LLFAT
L7

B LR SSM B BARSE B R
XN R K

— REREHI R IR

ENRERETENREXE (WREA ). EBETRBORRS ( BHI/EAK ) URARRBATE

#zo
ZIRERA

+ Backup &

- HENRBHE

- MER

 Backup It XIMREERFE

FERB
R & B HastE
I\ ImE k=3

EERIKF ID

K P &

BEEFRAEN
BIEE B HART A
aws_account_id

aws_admin_account_id

account_name

X
1R 45 0 AR B RN D,
S 1D PR/ B AWS BKF 1D

M S AN EE AWS
Organizations ik .

AWS JIK 7= & #5

Backup & (EH )
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AMS 1niE A F 18R

AMS IEEESMEF

FREA

K SLA

Backup 1R &R it X7 % B Hi/8s
1]

Backup 1R B8 SEFRFT 45 H Hi/A
1]

Backup 1R &R 52 X B HA/8 8]
Backup 1R ER 2 HA B HA/6 8]
Backup Job R7S

Backup 3 #

Backup Job ID

Backup K/ ( F¥ )
Backup Plan ARN

Backup Plan ID

01 RIE

Backup 1t Xl MR4x

Backup # ID

Backup Vault ARN

B0 AR

BREFTREWN
account_sla
malz_flag
malz_role

77 ] PR A5

start_by_dt_utc

creation_dt_utc

completion_dt_utc
expiration_dt_utc
BHESRE
backup_type

ZE ID

backup_size_in_bytes

backup_plan_arn
#2itRI_ID
ZMITRIBR
DT RIARA
backup_rule_id
backup_vault_arn

BEORREFERN

E XL

AMS 0K /= B S5 & &
#iR5 MALZ MEXH K
MALZ £ &

5 8] 32 BRAY i X

T XITF 25 1R BR A B (8] B

1R B& SEERIT 48 Y B (R 24

1R BR 52 A Y B ) 2

PR ERIT HA Y B B 2R
REBHVRAS

FRE

FAMES M —FRIRA
PSR sl R E =% NN
#1201t %] ARN

Backup it XM —FRIREF

Backup it XI& %5
Z 1T XA A

ZHBHN 1D
Backup REFEE ARN

FMEBR

Backup & (EH )

M7 October 3, 2025 143



AMS 1niE A F 18R

AMS IEEESMEF

FRE

IAM £ ARN
41 1D
KBRS
EHIRE
%R ARN
iR 1D

7R X1

R
& < ARN
’E < 1D

RE RIRZS
RS [ MR

NXE , MEREBER

RE [LINBIRES

k& = in% %48 ARN

S
H B

FRZ : AMS BRIAKNT A

BREFTREWN
iam_role_arn
instance_id
KBPRZS
ec2_tags
resource_arn
iR _id

wR_XE

resource_type
recovery_point_arn
MR8 < _id

MRE RS

k& = _delete_delete_
delete_days

recovery_point_move_to_to_t

o_cold_storage_days

recovery_point_t& &

recovery_point_cryption_key

_arn

stack_id

stack_name

tag_ams_default_patch_group

E X

IAM &€& ARN

iE—#YSSHI 1D

KBPRZS

5 EC2 =4 ID REXHIFRZ
Amazon FIRE

it — B B R AR IR AT

RENEE (URARERX ,
WMEREA) -

RIRAYRE

E KK ARN

TE KHYHE—PRIRRF
E RRES

MRE R LR = M BR

TR A ERERRBEE

RN R
RE [RINBIRES

k& = in% %48 ARN

TSI BHERR ME — PR IR AT
H B

REME  AMS BRIAKT A

Backup & (EH )
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AMS 1niE A F 18R

AMS IEEESMEF

FREA

PR

S

R
R
R
BE

BE

%

PR
BRE g
& -
R
R

R

: NARERF ID

: NRARFEWN
Backup
BHAELR
BN AR /T

T [ B BB F HB 4
T4

Support £ £ %K

FERES

S4BT (E2A)

ZIRERBRTEHLEFIREER LR, FERENRITRES |

BREFTREWN
tag_app_id
tag_app_name
nE &5
REEMER
tag_cost_center
BE BF
E_BIE_ DK
R IR KA
PR IR VR A
tag_owner_team
tag_owner_team_email
tag_patch_group
HE_ X LR

FERES

- WARNEEKS ESHNIFREI BT
« AL EKPNEHERTENSHER
« AXREEEHIEMRIMARRSHBIE

BESHRGHRETLNEE,

E X

REME : NAERF ID
HEE  NAEFEW
¥R¥{E : Backup
REME | EMER
PREME : RAF O
REE B

2
<

WEE : BiED

ok

EE  MRRE

(=

PREE  BALEtHE

REME - FREERER

REME  FrE BRI BT R4
REEAT4A

FRE{E : Support Priority

FERES

aIE

BEfNMRE (88)
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AMS S0 5T AMIS RS FAE R
« AIALATBAEE K, PR AMS 23 88N RE RERTHER.

- ERUTRYHBBEREATELEEKS P S3 FEBHTIHER.

- ERRENBEHFER , RESHCIBIHMRNA. ZE. B, andlor BIFESEH,

FRE BREFREN E X

& B et e im s _H et iE] & B9 4 BX B R A B i

K 4w 5 aws_account_id AWS EHFTERIIKF IDo

EERKF ID aws_admin_account_id & B AR AE AWS
Organizations ik .

K& account_name AWS K&

EZVP S, case_id E41 1D,

tIZA 4 tIZA 4 EHRENA®D,

£ R priority EHNLER

FEM severity BEHNTERE,

R R SHEVRES.

K3 yuma_ZE 3 EHAIEF,

UE=A= created_day BLYYYY-MM-DD#& R 872 =
HHEY AR — Ko

=95 created_wk EHLLYYYY-WW & 6l 2

MAB—E. EMBEEEHAE
FE—RANFBNER. BAMN
01 8 52, 28 01 FBLRS
S—FPE-RNWB—AE. 5
m , 2023-12-31%12024-01-01
#£2024-017,
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AMS 1niE A F 18R

AMS IEEESMEF

FREA
BREE

EfRNE T

EERE

Ef#RA 0

ERRNEE

E8IE 5 AN

32451 IDs

BERHE

BIET

1R ARNs

BREEFERER

created_qtr

resolved_day

resolved_wk

2 # R month

resolved_qtr

H\
AN

\

B A

K BI_id

BERHE

created_at

alarm_arns

E X

BLYYYYY-Q 18X el 2B/
ZFE., 01/01 2 03/31 #WEX
NE—FE | MILRHE,

L YYYY-MM-DD#& X fif RS
RV AR — Ko

BLYYYYY-WW &R iR REH
HH—F, EHHEEHRAE
E—RBANFRIER, SAM
01 % 52, % 01 ABRLKES
E—FHE—RWIB—E. B
| 2023-12-31#12024-01-01
1£2024-01/38,

EHEIMRNASD , BN
YYYY-MM,

BLYYYYY-Q #8 R EHHY
ZE. 01/01 F 03/31 HEX
NE—FE , MKILRH,

BERATEHND AN
N, “no_grouping” = “SE 4%
47,

BEE 4R KHG,

SZE4HENERBE.
RIGEBRATHAE , NtE=F
AILUKTF 1, WREBRERAD
H, MeFHRER 1.

ERENRER.

NS ERHNEIRN
Amazon ZERBH (“arn”),
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FREA BREEFERER EX
MR ER MR ER EEHAXNMBERN S %
Ao

IKERS (FH)

K2R AIER

IR AR T KBRIK S RARIRY AWS FRSSE) AMS Tk A,
ZIR IR -

« AX AMS REERAFH. BABDTLE. KPR AMS BREFRM AMS 52 FHAVEE.
- KRERKFH AWS AT ANERIEE.

/A Important
AEKERENELHNEENLSRAKS (MPA) SEEXHMERRKSPITH, XEKF 2 RESR
W AMS BEKENKF ., MRETERENXLRF , FRABHWZRSRFZXE (CSDM) F
RESBD
FERE BEEFERENR E N
K % A 5 date BRS5 1T /Y A B M E 4
NRAIKF ID payer_account_id AT RAIAFXT AMS A
AT P B9 12 2305 A
KEXKF ID linked_account_id ATHIR AMS K Y 12 13
FID, ZKFERATERT R
Y BR$5
AWS BREE R product_name FERAK AWS RS
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AMS IEEESMEF

FREA

AWS 5%

EMIT X

AMS BRS54E

LEF B

W AWS A

REHEE AWS

S£45] EC2 RDS X H
i 88 2 451 %% F

LR 5 88 S 51 52 A

Savings Plan % f

Uplifted Savings Plan %% F

BIEEFEREN
aws_charg
EM TR

tier_uplifting_groups

EABEDL

WS aws_usage

uplifted_aws_charges

instances_ec2_rds_spend
ris_charges

uplifted_ris

sp_charges

uplifted_sp

ENX

AWS BREBHE AWS RE A
By AWS #FH

BRBRIK P RB B EM TR

ATHERA B LK AMS
AR5 4H RS

ET pricing_plan, SLA FAR
SHRAB D ( A+ HtH
V.WXYZ %R ) AWS

AWS Bttt AMS BEERE

AMS E AWS KB B 2
ke ; adjusted_aws_charges *
uplift_percent

£ RDS 3= £ EC2 164k
T L1 52 A

[ AMS WLERHY 771 & 3K 51 2%
BB ; ris_charges *
uplift_percent

SavingsPlan f£ f %

[ AMS WERRY i Z it Xl 5%
BABZL ; sp_charges *
uplift_percent

AMS % ams_charges ams N ZFmNERA ;
uplifted_aws_charges +
instance_ec2_rds_spend +
uplifted_ris + uplifted_sp
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FERE BEEFZREN E X

R Hl o ENRIESEA Rl o B &/IME BMNhBRER&EERMK
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XERIKF AMS 22 S8 RERIK P St RERKFRAERAEM

ams_charges
RAKF AMS #& S8 NRAKF Bt NRAMKF A &R S
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REBMERFHE (SSR) N ERMHELALARE., BRKLCENINEERSHENRE, XELT
THRERNTFAEKFHH AMS EENMEKFNXEBZERSR , s TERAE, 2HBESCENSE
£ AWS Organizations.

FrB 1R AWS Managed Services AWS X1 Bl iRIFIRHRE SSR. BXTAXENTEIIEK
BEHAXE xR,
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B BBEEREIKS AWS Organizations EIEREH SSR. B AWS K 244 A Sk 8 2 A L /9 Ik
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EHE2E % AMS B AWS Organizations EEKF EARE SSR , BEiAEEN AMS 25 & H S E
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Resources:
AMSAccelerateAdminAccess:
Type: 'AWS::IAM::ManagedPolicy'
Properties:
ManagedPolicyName: AMSAccelerateAdminAccess
Path: /
PolicyDocument:
Fn::Sub:
- |
{
"Version": "2012-10-17",
"Statement": [

{
"Sid": "AmsSelfServiceReport",
"Effect": "Allow",
"Action": "amsssrv:*",
"Resource": "*"
},
{
"Sid": "AmsBackupPolicy",
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "arn:aws:iam::${AWS: :AccountId}:role/ams-backup-iam-role"
},
{
"Sid": "AmsChangeRecordKMSPolicy",
"Effect": "Allow",
"Action": [
"kms:Encrypt",
"kms:Decrypt",
"kms:GenerateDataKey"
1,
"Resource": [
"arn:aws:kms:${AWS: :Region}:${AWS: : AccountId}:key/*"
1,
"Condition": {
"ForAnyValue:StringlLike": {
"kms:ResourceAliases": "alias/AMSCloudTraillogManagement"
}
}
I
{

"Sid": "AmsChangeRecordAthenaReadPolicy",
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"Effect": "Allow",

"Action": [
"athena
"athena
"athena:
"athena
"athena

:Get*",
List*",

"glue:GetDatabase*",
"glue:GetTable*",

:BatchGetNamedQuery",

:StartQueryExecution",
:UpdateWorkGroup",

"s3:GetAccountPublicAccessBlock",

"s3:ListAccessPoints",
"s3:ListAl1MyBuckets"

:AccountId}-athena-results-${AWS: :Region}",
:AccountId}-athena-results-${AWS: :Region}/

:AccountId}-cloudtrail-${AWS: :Region}",
:AccountId}-cloudtrail-${AWS: :Region}/*"

:AccountId}-athena-results-${AWS: :Region}/*"

1,

"Resource": "*"

"Sid": "AmsChangeRecordS3ReadPolicy",

"Effect": "Allow",

"Action": [

"s3:Get*",
"s3:List*"

1,

"Resource": [
"arn:aws:s3:::ams-a${AWS:
"arn:aws:s3:::ams-a${AWS:
"arn:aws:s3:::ams-a${AWS:
"arn:aws:s3:::ams-a${AWS:

]

"Sid": "AmsChangeRecordS3WritePolicy",

"Effect": "Allow",

"Action": [

"s3:PutObject",
"s3:PutObjectLegalHold",
"s3:PutObjectRetention"

1,

"Resource": [
"arn:aws:s3:::ams-a${AWS:

]
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"Sid": "MaciePolicy",

"Effect": "Allow",

"Action": [
"macie2:GetFindingStatistics"

]I

"Resource": "*"

"Sid": "GuardDutyPolicy",

"Effect": "Allow",

"Action": [
"guardduty:GetFindingsStatistics",
"guardduty:ListDetectors"

1,

"Resource": "*"

"Sid": "SupportPolicy",
"Effect": "Allow",
"Action": "support:*",
"Resource": "*"

"Sid": "ConfigPolicy",

"Effect": "Allow",

"Action": [
"config:Get*",
"config:Describe*",
"config:Deliver*",
"config:List*",
"config:StartConfigRulesEvaluation"

1,

"Resource": "*"

"Sid": "AppConfigReadPolicy",

"Effect": "Allow",

"Action": [
"appconfig:List*",
"appconfig:Get*"

1,

"Resource": "*"
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"Sid": "AppConfigPolicy",
"Effect": "Allow",
"Action": [
"appconfig:StartDeployment",
"appconfig:StopDeployment",
"appconfig:CreateHostedConfigurationVersion",
"appconfig:ValidateConfiguration"
1,
"Resource": [
"arn:aws:appconfig:*:${AWS: :AccountId}:application/
${AMSAlarmManagerConfigurationApplicationId}",
"arn:aws:appconfig:*:${AWS: :AccountId}:application/
${AMSAlarmManagerConfigurationApplicationId}/configurationprofile/
${AMSAlarmManagerConfigurationCustomerManagedAlarmsProfileID}",
"arn:aws:appconfig:*:${AWS: :AccountId}:application/
${AMSAlarmManagerConfigurationApplicationId}/environment/*",
"arn:aws:appconfig:*:${AWS: :AccountId}:application/
${AMSResourceTaggerConfigurationApplicationId}",
"arn:aws:appconfig:*:${AWS: :AccountId}:application/
${AMSResourceTaggerConfigurationApplicationId}/configurationprofile/
${AMSResourceTaggerConfigurationCustomerManagedTagsProfileID}",
"arn:aws:appconfig:*:${AWS: :AccountId}:application/
${AMSResourceTaggerConfigurationApplicationId}/environment/*",
"arn:aws:appconfig:*:${AWS: :AccountId}:deploymentstrategy/*"

]
I
{
"Sid": "CloudFormationStacksPolicy",
"Effect": "Allow",
"Action": [
"cloudformation:DescribeStacks"
1,
"Resource": "*"
I
{
"Sid": "EC2Policy",
"Action": [
"ec2:DescribeInstances"
1,
"Effect": "Allow",
"Resource": "*"
I
{

"Sid": "SSMPolicy",
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"Effect": "Allow",
"Action": [
"ssm:AddTagsToResource",
"ssm:CancelCommand",
"ssm:CancelMaintenanceWindowExecution",
"ssm:CreateAssociation",
"ssm:CreateAssociationBatch",
"ssm:CreateMaintenanceWindow",
"ssm:CreateOpsItem",
"ssm:CreatePatchBaseline",
"ssm:DeleteAssociation",
"ssm:DeleteMaintenanceWindow",
"ssm:DeletePatchBaseline",
"ssm:DeregisterPatchBaselineForPatchGroup",
"ssm:DeregisterTargetFromMaintenanceWindow",
"ssm:DeregisterTaskFromMaintenanceWindow",
"ssm:Describe*",
"ssm:Get*",
"ssm:List*",
"ssm:PutConfigurePackageResult",
"ssm:RegisterDefaultPatchBaseline",
"ssm:RegisterPatchBaselineForPatchGroup",
"ssm:RegisterTargetWithMaintenanceWindow",
"ssm:RegisterTaskWithMaintenanceWindow",
"ssm:RemoveTagsFromResource",
"ssm:SendCommand",
"ssm:StartAssociationsOnce",
"ssm:StartAutomationExecution",
"ssm:StartSession",
"ssm:StopAutomationExecution",
"ssm:TerminateSession",
"ssm:UpdateAssociation",
"ssm:UpdateAssociationStatus",
"ssm:UpdateMaintenanceWindow",
"ssm:UpdateMaintenanceWindowTarget",
"ssm:UpdateMaintenanceWindowTask",
"ssm:UpdateOpsItem",

"ssm:UpdatePatchBaseline"

]I
"Resource": "*"
}I
{
"Sid": "AmsPatchRestrictAMSResources",

"Effect": "Deny",
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"Action": [
"ssm:DeletePatchBaseline",
"ssm:UpdatePatchBaseline"
1,
"Resource": [
"arn:aws:ssm:${AWS: :Region}:${AWS: : AccountId}:patchbaseline/*"
1,
"Condition": {
"StringlLike": {
"aws:ResourceTag/ams:resourceOwner": "*"

"Sid": "AmsPatchRestrictAmsTags",

"Effect": "Deny",

"Action": [
"ssm:AddTagsToResource",
"ssm:RemoveTagsFromResource"

1,

"Resource": "*",

"Condition": {
"ForAnyValue:StringlLike": {

"aws:TagKeys": [
"AMS*",
"Ams*",

"ams*"

"Sid": "TagReadPolicy",

"Effect": "Allow",

"Action": [
"tag:GetResources",
"tag:GetTagKeys"

1,

"Resource": "*"

"Sid": "CloudtrailReadPolicy",
"Effect": "Allow",
"Action": [
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"cloudtrail:DescribeTrails",
"cloudtrail:GetTrailStatus",
"cloudtrail:LookupEvents"

1,

"Resource": "*"

"Sid": "EventBridgePolicy",

"Effect": "Allow",

"Action": [
"events:Describe*",
"events:List*",
"events:TestEventPattern"

1,

"Resource": "*"

"Sid": "IAMReadOnlyPolicy",
"Action": [

iam:ListRoles",

"iam:GetRole"
1,
"Effect": "Allow",

"Resource": "*"

"Sid": "AmsResourceSchedulerPassRolePolicy",
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "arn:aws:iam::${AWS::AccountId}:role/
ams_resource_scheduler_ssm_automation_role",
"Condition": {
"StringEquals": {
"iam:PassedToService": "ssm.amazonaws.com"

}
- AMSAlarmManagerConfigurationApplicationId: !ImportValue "AMS-Alarm-Manager-

Configuration-ApplicationId"
AMSAlarmManagerConfigurationCustomerManagedAlarmsProfileID: !ImportValue
"AMS-Alarm-Manager-Configuration-CustomerManagedAlarms-ProfileID"
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AMSResourceTaggerConfigurationApplicationId: !ImportValue "AMS-

ResourceTagger-Configuration-ApplicationId"

AMSResourceTaggerConfigurationCustomerManagedTagsProfilelID:
"AMS-ResourceTagger-Configuration-CustomerManagedTags-ProfileID"

AMSAccelerateReadOnly:
Type: 'AWS::IAM::ManagedPolicy'

Properties:
ManagedPolicyName: AMSAccelerateReadOnly
Path: /
PolicyDocument: !Sub |
{

"Version": "2012-10-17",

"Statement": [

{
"Sid": "AmsSelfServiceReport",
"Effect": "Allow",
"Action": "amsssrv:*",
"Resource": "*"

iy

"Sid": "AmsBackupPolicy",

"Effect": "Allow",

"Action": [
"backup:Describe*",
"backup:Get*",
"backup:List*"

1,

"Resource": "*"

"Action": [
"rds:DescribeDBSnapshots",
"rds:ListTagsForResource",
"rds:DescribeDBInstances",
"rds:describeDBSnapshots",
"rds:describeDBEngineVersions",
"rds:describeOptionGroups",

"rds:describeOrderableDBInstanceOptions",

"rds:describeDBSubnetGroups",
"rds:DescribeDBClusterSnapshots",
"rds:DescribeDBClusters",
"rds:DescribeDBParameterGroups",
"rds:DescribeDBClusterParameterGroups",

!ImportValue
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1,

"rds:DescribeDBInstanceAutomatedBackups"

"Effect": "Allow",
"Resource": "*"

"Action": [

1,

"dynamodb:ListBackups",
"dynamodb:ListTables"

"Effect": "Allow",
"Resource": "*"

"Action": [

]I

"elasticfilesystem:DescribeFilesystems"

"Resource": "arn:aws:elasticfilesystem:*:*:file-system/*",
"Effect": "Allow"

"Action": [

1,

ec2:DescribeSnapshots",
"ec2:DescribeVolumes",
ec2:describeAvailabilityZones",
"ec2:DescribeVpcs",
ec2:DescribeAccountAttributes",
"ec2:DescribeSecurityGroups",
ec2:DescribeImages",
"ec2:DescribeSubnets",
ec2:DescribePlacementGroups",
"ec2:DescribelInstances",

ec2:DescribeInstanceTypes"

"Effect": "Allow",
"Resource": "*"

"Action": [

]I

"tag:GetTagKeys",
"tag:GetTagValues",
"tag:GetResources"

"Effect": "Allow",
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iy

"Resource": "*"

"Effect": "Allow",

"Action": [
"storagegateway:DescribeCachediSCSIVolumes",
"storagegateway:DescribeStorediSCSIVolumes"

1,

"Resource": "arn:aws:storagegateway:*:*:gateway/*/volume/*"

"Effect": "Allow",
"Action": [
"storagegateway:ListGateways"

]I

"Resource": "arn:aws:storagegateway:*:*:*"

"Effect": "Allow",

"Action": [
"storagegateway:DescribeGatewayInformation",
"storagegateway:ListVolumes",
"storagegateway:ListLocalDisks"

1,
"Resource'": "arn:aws:storagegateway:*:*:gateway/*"
"Action": [
"iam:ListRoles",
"iam:GetRole"
1,
"Effect": "Allow",
"Resource": "*"

"Effect": "Allow",

"Action": "organizations:DescribeOrganization",
"Resource": "*"

"Action": "fsx:DescribeBackups",

"Effect": "Allow",

"Resource": "arn:aws:fsx:*:*:backup/*"
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"Action": "fsx:DescribeFileSystems",
"Effect": "Allow",
"Resource": "arn:aws:fsx:*:*:file-system/*"

"Action": "ds:DescribeDirectories",
"Effect": "Allow",
"Resource": "*"

"Sid": "AmsChangeRecordKMSPolicy",
"Effect": "Allow",
"Action": [

"kms:Encrypt",

"kms:Decrypt",

"kms:GenerateDataKey"
1,
"Resource": [

"arn:aws:kms:${AWS: :Region}:${AWS: : AccountId}:key/*"
1,
"Condition": {

"ForAnyValue:StringlLike": {

"kms:ResourceAliases": "alias/AMSCloudTraillogManagement"

}
}I

{
"Sid": "AmsChangeRecordAthenaReadPolicy",

"Effect": "Allow",

"Action": [
"athena:BatchGetNamedQuery",
"athena:Get*",
"athena:List*",
"athena:StartQueryExecution",
"athena:UpdateWorkGroup",
"glue:GetDatabase*",
"glue:GetTable*",
"s3:GetAccountPublicAccessBlock",
"s3:ListAccessPoints",
"s3:ListAl1MyBuckets™"

1,

"Resource": "*"

iy
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"Sid": "AmsChangeRecordS3ReadPolicy",

"Effect": "Allow",

"Action": [
"s3:Get*",
"s3:List*"

1,

"Resource": [
"arn:aws:s3:::ams-a${AWS: :AccountId}-athena-results-${AWS: :Region}",
"arn:aws:s3:::ams-a${AWS: :AccountId}-athena-results-${AWS: :Region}/*",
"arn:aws:s3:::ams-a${AWS: :AccountId}-cloudtrail-${AWS: :Region}",
"arn:aws:s3:::ams-a${AWS: :AccountId}-cloudtrail-${AWS: :Region}/*"

"Sid": "AmsChangeRecordS3WritePolicy",
"Effect": "Allow",
"Action": [
"s3:PutObject",
"s3:PutObjectLegalHold",
"s3:PutObjectRetention"
1,
"Resource": [
"arn:aws:s3:::ams-a${AWS: :AccountId}-athena-results-${AWS: :Region}/*"

"Sid": "MaciePolicy",

"Effect": "Allow",

"Action": [
"macie2:GetFindingStatistics"

1,

"Resource": "*"

"Sid": "GuardDutyReadPolicy",

"Effect": "Allow",

"Action": [
"guardduty:GetFindingsStatistics",
"guardduty:ListDetectors"

1,

"Resource": "*"
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"Sid": "SupportReadPolicy",
"Effect": "Allow",

"Action": "support:Describe*",
"Resource": "*"

"Sid": "ConfigReadPolicy",
"Effect": "Allow",
"Action": [
"config:Get*",
"config:Describe*",
"config:List*"
1,

"Resource": "*"

"Sid": "AppConfigReadPolicy",

"Effect": "Allow",

"Action": [
"appconfig:List*",
"appconfig:Get*"

1,

"Resource": "*"

"Sid": "CloudFormationReadPolicy",

"Effect": "Allow",
"Action": [
"cloudformation:DescribeStacks"

1,

"Resource": "*"

"Sid": "EC2ReadPolicy",

"Effect": "Allow",

"Action": [
"ec2:DescribelInstances

1,

"Resource": "*"

"Sid": "SSMReadPolicy",
"Effect": "Allow",
"Action": [

fE R ZhEERY AR
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"ssm:Describe*",
"ssm:Get*",
"ssm:List*"

1,

"Resource": "*"

"Sid": "TagReadPolicy",

"Effect": "Allow",

"Action": [
"tag:GetResources",
"tag:GetTagKeys"

1,

"Resource": "*"

"Sid": "CloudtrailReadPolicy",

"Effect": "Allow",

"Action": [
"cloudtrail:DescribeTrails",
"cloudtrail:GetTrailStatus",
"cloudtrail:LookupEvents"

]I

"Resource": "*"

"Sid": "EventBridgePolicy",

"Effect": "Allow",

"Action": [
"events:Describe*",
"events:List*",
"events:TestEventPattern"

]I

"Resource": "*"

AMS 77 [B] S& B9 K P 9 [ X A B 1]

ERELEBERT , AMS Accelerate ( 1R ) #RAER TG RSN KA EEEFKE , AEBEEIR.
X L5 R B4 K ELM AWS CloudTrail (CloudTrail) BES, BXWMAZEE AMS Accelerate BE
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RAF] AMS Accelerate BEI{LHIK PRSI RIEMER | FS B EER AMS Accelerate IKF I E
Xo

DLTEEMBRT AMS (R EMIKFHERER. EMAE .
AMS Z Ik 7 i A it & 85

AMS EFIKFIGREZ HAL KBS R3N . SRIVALR R RERNWRBMEE RS S WA Amazon
CloudWatch (CloudWatch) BRI EH AR SRV EHIRERRSERMOIEN AWS Eif, BRIF
B AT BE AT Z N RS LA A BIHES .

TRIHTIHREH, MEFNMRRNEIE,

i (7] fit & 25

(8] RieE fib & 28

20N AMS T R

REBEBFE AMS R EE ( SHEERNREMHER
& )

BIRAEMAMK AMS AWS Systems Manager iz & T
{ETE (SSM Opsltems)

EWIAEMRK 1= AU HFRG (BRINEHDS

FiER )
AFE RSB REIE i®

AMS ZFFIKF A RIXER IAM &6

AMS ZEBEREUAT AT RN EHNK/RERS

(® Note

AMS HRIA B LY AMS BIER 5 RER R RS AMS Thag ( BERRSHAE ) » HEX
LEaeRRPHRMNERXERINGED. NMREFEEXAMS FRAE , FERENS
SR

T 19 ik & B MRS October 3, 2025 174



AMS INE A FiEE AMS INEEESFER

AT AMS FRIZFFIKFH IAM &

y=R=E=A i BF
ams-access-admin AN EHNIKFHETENEERNR , TZEAR

#lo AMS IR ARSREMESTERE—BER
XLERMERE] T HFE AMS Bt iR RESH K,
R BR.

ams-access-admin-operations LABRT AMS RIEARELKFNEENIR, A
EBFRRFNEEREBRBEEHENRS ( H120I 22k
BIFHRS. Do REBIERE AWS RS, TS
DynamoDB, Amazon Redshift I & ) FEEF A
BHIRE, EASMIBRIXBR, ElastiCache R BEA
EEFHEERZERENERNER AMS BER T 8E
BEkAE, XLEREAXSHREERTH LIRS,
F 175 9] SR B ik 2 LA R AMS $24E R B 17 ) R L,

ams-access-management EABRHBEFHEE, AMS Access RAEEIA
fkams-access-roles EEFams-access-
managed-policies &,

ams-access-operations HABENELZNKFPHITERTS. LABKE
EREBREFHNRS (ST S 3 E L FHERS.
T Sk REFEE AWS BRS. L 5# DynamoDB,
Amazon Redshift M & ) P EFRNBZEIRE,
EASMBRIXPR, ElastiCacheltt & &EFREIFEHIT
AWS Identity and Access Management B AR #ERITX
PRo. AMS Accelerate IZ2E A B =2 #4H (CAs) AT A
BEkAE,

ams-access-read-only AN ENKSER RIERFENE. AMS Accelerat
e ZE ARF=EHIM (CAs) TREBEFILAR, KRR
T3 EE BERFEE®EN AWS RS (620 Amazon
S3. Amazon RDS, DynamoDB, Amazon Redshift
ElastiCache # ) F & AR REUX PR,
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ABEWN i BA
ams-access-security-analyst It AMS 2 B8 NEEHN AMS K- R TE]

NZELBREZENLZE2EHLE, RERDEBELEN
AMS Security AR AT ABELAE,

ams-access-security-analyst- R i3 It AMS Z£ A& RTFE AMS Ik Y RIiENER
ATHITEINNZ2BREENT2SH4A4E,

@ Note
X & ams-access-managementB B ENR., XE=ZEMIT (CAs) £ AR ERIIK - F )
IBBHYHER : management-role.yaml o
XE2FERFRENNFELEAERENR . ams-access-read-only, . ams-access-
operations, :accelerate-roles ams-access-admin-operations. ams-access-admin y aml,

AMS 04a] i 8] & 89 ik

ERELEERT , AMS Accelerate #4E & AT LA (7] & B9 K 7= #2281 & RS2 461,

AMS ZEmEFEA NI AMS Accelerate THE RS , AR £ BATFITH AR HRIEHKS . EiFRIE

Efl , AMS EERFERASKREMBENRE AMS HE RS , ERFIHENERE , AMS Accelerate #
ERERA SSM 2EEERBI L FERILERBIHRMNR, Windows SEHIK RDP i B X R 2 &L 2 17 3
SS9 O ¥5 & HE A SSM SIS A FRIZB MY, it P EIEA T RDP 18] H 1 & 15 45 R Al

BRo

W] LA R ARTBF £ AMS F{E F root i Ik

root AF & AWS IKFHHBEAF. AMS BEBRAFFEARER. RIEUEMNF root ATFLH
EECMMES , SN ERUKFIRE. BUE AWS Identity and Access Management (IAM) i 2 F 5% <
EENR, FEREZBIURBHAZREZSHRIL (MFA), B3R (AFPERE) v “EZRAFPEEN
AWS Identity and Access Management £5”,

£/ AMS N3E Root :
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https://ams-account-access-templates.s3.amazonaws.com/management-role.yaml
https://ams-account-access-templates.s3.amazonaws.com/accelerate-roles.yaml
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
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AMS REIHEFERBRAFKF . {82 , AMS Operations and Security B EFERRN N EZRAEN
B, BRERBNFBLRRENZEHR,

RANEUUEIRR 24 /NTEBRREH CSDM H CA |, & H A 1EITE TR R T4,
AMS BEFMFT root AFFERABRNLZ A

£/ root AP MK R , AMS £IKEI R, WRRITXIEARIED , i12EKER AMS Security HRAF
B P ERN , ARIEX R B R TMENES . MRTETMENES , AMS 25E8NELRLENSERE
&) &,
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AMS Y &£ E1E INE

AWS Managed Services £ ZMZFIE KA ENER R~ HBHERF AWS EftiIREN &
%, AMS Acceler AWS Config M| ate & — NI ERE , MBRENVAEKFBHFELEM
MIZE TEMEMITIULIRAE, AWS Config MMl HERFREFRFNERZENEEER, MREIUE
RT7TEMANEZE , AMS 2FEHRBEELER , AATFEZREBEEAN™ERE B RABEF KI T4
. AWS Config MM €3BT EBEMELZEH 0 (CIS), ZEERMESHEARMER (NIST) ZRE1E
28 (CSF), (BERREEMMTMEER) (HIPAA) R XA (PCl) BigZ £4rE (DSS) $IE
HIAR A

A, AMS E R Amazon GuardDuty RiREI&E AWS FREF A REFEEN KL RINEEEME

. AMS £XZMN GuardDuty AELE R, AMS E#£6#% , THRBAELERNEN , A EERESSR
BIBEAIEE, AMS E A Amazon Macie SRR B BRBEE , HINMAREEFER (PH), N
ABMEER (PI) MMEEHIE,

® Note
Amazon Macie 2 —IA[ERS , BRINBER T REB A,

AMS Accelerate 2 7 —RIZERS , JHBESUEHIZE AWS, Ei¥4 7 AMS @it
AMS XBIZEINEE ( BELXRRBRS A, ke, £2. B3, BERCEKNEZH ) KB BHEME R
SPBASHZE , FS AMS SEZE B, AWS Cloud

F&

 f£/ Log4j SSM X #43k &3 Accelerate F HILH 1R
- AMS FHEMISEEZ £ 5T

o “PNE" PRV EIER

« AWS Identity and Access Management £ AMS A h0iE
« AMS HF R 2 EHHA

 7£ Accelerate PiERMEELZLEH

- EFHESENRMY

o DN A Y S 4 e R

o PIEAAYEEME

« end-of-supportiRER G Z & 15 Fl
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https://d1.awsstatic.com/architecture-diagrams/ArchitectureDiagrams/AWS-managed-services-for-operational-excellence-ra.pdf

AMS 113 f = 457 AMS HE BRI
ChnE) FNERLRESKER

- ERERZLHFE

- Z2ENRIBEE

£/ Log4j SSM X #4K & I Accelerate H HIMHIEF R

Log4j AWS Systems Manager X4 ( SSM X1 ) AJ & B B SIRENH T E &R Apache Log4j2
Fo B3 RM T Logdj2 FEAL TIiEZIRASH Java NARFHHTE ID MRS

ZIRESTEEREBEZ IndiLookup EHIEEREFHREIM Java R (JAR XH ) HIEE. &fE
HoER N AN EARBNSZHOTRARAR, AR ATEHBES CVE-2021-44228 R ZERBIRIT
(RCE)s M Apache TEHBRHMRAM Logd) E. BXREZEER |, BESR FE Apache Log4j 2.

ZXHEEHELFIAEMAMMEN XE, BHEZXY , BERATIR

1.  $#TFF AWS Systems Manager #&&& , Pt Jhttps://console.aws.amazon.com/systems-
manager/o

ESMERTP , EFXH

TR BERAE,

EERES |, i A AWSManagedServices-GatherLog4j Information,

£ AR R 2 H KARIZE 1T XA,

o ~ w0 D

AWSManagedServices-GatherLog4jIinformation XU E T LTS -

« Instanceld: ( %1E ) &8 EC2 E£4I8Y 1D,
- S3Bucket : ( Wit ) BIYLR FETI S3 FZH URL 5 S3 URI (s3://BUCKET_NAME),
« AutomationAssumeRole: ( %18 ) RFBHINRRERITRENAEH ARN,

REFERARRREIRIZSITH N, B UERRIZEHSHIRE N Instanceld , RENE P EEFFIE ,
RENANLEBASKEVNEGRENRZWATE EC2 £6l, AWS Managed Services i Z I IRIRH—
ML S E 2 7RSS (Amazon S3) MR LELER |, UEETTUIRTEFME S3 PRBIEE IR
o BXRUME SIHRELERNRY , HSIEC2 EH#ix | E Logdj R,

MRETEARRHS , BEREA AWS T2 RS, K©NAMBAL Logdj i AWS RS MR
RHES . EBEMER IndiLookup KIEEREMEIFE , 5 Java MAEFNEETT Logdj #4h
T BXANTHWESEER | HSRERT Apache Log4j UK T 6
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https://logging.apache.org/log4j/2.x/download.html
https://console.aws.amazon.com/systems-manager/
https://console.aws.amazon.com/systems-manager/
https://docs.aws.amazon.com/systems-manager/latest/userguide/automation-working-targets-and-rate-controls.html
https://docs.aws.amazon.com/managedservices/latest/ctref/management-advanced-ec2-instance-stack-gather-log4j-information.html
https://aws.amazon.com/blogs/security/using-aws-security-services-to-protect-against-detect-and-respond-to-the-log4j-vulnerability/
https://aws.amazon.com/blogs/security/using-aws-security-services-to-protect-against-detect-and-respond-to-the-log4j-vulnerability/
https://aws.amazon.com/fr/blogs/opensource/hotpatch-for-apache-log4j/
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BXREACH A HRMASERNEBEEEBORE , FRIXRSE

%

o

AMS FREMIREL &5

L&A AMS Accelerate , AWS ZBELLT AWS Config E/EEMIEEMN —AMN et , AMS
Accelerate & FiX L1 | Sk U5 2= IR Y K P

« AWS Config RS XA : AMS Accelerate BBBRZ WHBRESHXAE
AWSServiceRoleForConfig , %t AWS Config B FEBHEMRSHIRS. AWS
AWSServiceRoleForConfiglR %5 #H3< A &5 1F AWS Config RSk R EZAE,
ZAWSServiceRoleForConfig & I X R R B EX AWS Config BRIEH REMRAENR ,
DR HA IR RS S RIRMN RIEMNR. AWS Config MR EREZLX N A®EE T AWS Config
Recorder , AMS Accelerate 2RiIFNEABREH T AWS Config FEE R, BN , AMS
Accelerate £ 1Z A BN RS HEXHBAWSServiceRoleForConfig.

« AWS Config I8 X2 MR FRE : AWS Config FAREBICZRHZRNEFREEPHER , HFXLEE
IR NEEDTH . AMS Accelerate EFTERRFSFEIEBEEiCRKEE AWS X , HISLICRKER
Ro AMS Accelerate B8 TE B &HRE , Bl Amazon S3 i , ATiER AWS BRHPEER
B, BERRFEIRTREEHEEBRS. FERBICFRI|NEERE AWS Config FREEETL
#E. AMS Accelerate B HBI2 7T ZEH AWS XiF , FRAREETH — AWS XiF, MREEH
EREFZEVNHRFRE AWS X5 , BFL AMS Accelerate TaMiBRIIAE AWS Config BIR , T2
ERITNEFZENMZFREEEZEERE , AMS Accelerate 2R EM BN ZENNRXNRE, B
RI{AFE{EK AWS Config RANEZELR , BSHE IR FEIK AWS Config B4

« AWS Config M| : AMS Accelerat AWS Config M0 e 43 & — NNKIEEE | BB ETLZS
MMZETEENTILIRE. AWS Config N FHERFEFHNERZBAINEEER, MEFN
ERTEARANEYE , AMS 2BEHRELER , AATERBEEANTERE DI BRBEERET
#R. AWS Config SN {23 EFEBRMEZ £ H 0 (CIS), XEERNESHARMZER (NIST) =%
+ELE (CSF), (BERREEMMTEZER) (HIPAA) Uk X F+F1TI (PCl) BiIEFLR £45# (DSS)
FIER AR A

« AWS Config REEN : REFZ NS NKFMZA AWS Config X5 U L & F & ML Bz
# AWS Config BIRZEHE, AMS Accelerate FZENKFEREIBERSEF | AMS Accelerate 2 M1
REBPLELAKFNBRREEFEENEESHAMEKE , HEREHAMKIRE. MRE AMS HENK
FHEETHAEREE , Il AMS Accelerate FIBBIMANREE , HETXBRIBENRER.
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® Note
Config REB/AIBELNIKSFIREN ; MEE AMS HENKF PIRER , BNK/EM
AZRE®H

ETHEZ{E 8 AWS Config , 551 :

« AWS Config: 1+ £ =2 Config ?

- AWS Config LI 1 BN T4 5 R

« AWS Config MN: ZhSE MR E: AWS Config N — = RIS
« AWS Config RE88 : ZKF ZXEKRERE

p
&
[
2
73

BXBENEER , BHSFEAWS Config 24| & MRS

£ AMS Accelerate F{EARSHRAR

AMS HniEEH AWS Identity and Access Management (IAM) fRSiEx A, REMHEXAR (SLR) 2
— P4 1AM AEERE | EiEXEE| AMS Accelerate, BRSHEXAEE AMS Accelerate TiUE M.
AIFEZBRSRREERAEHM AWS BREFAENRENRE.

REHEXBERTTUERNMIZRE AMS Accelerate , RN B EEFHRMAERNNE, AMS Accelerate
EMTEHRSHEXAEUNER , BRIESEEN , BN RE AMS Accelerate AIAIBEEHEE, E LN
FREBIEEEREMNPRKEE , ™ BN PRREE T8k B ETE A IAM 3E4K,

BXAXERSHEXACHEMKRSNER  BZHE IAM BEEEANAWS RS , AERSHEAXARS
PEHINE ‘B WS, ERENEE  EFZRSHRFHEXABH,

AMS Accelerate W BT EERSHEXAE

AMS Accelerate £ f§ & AWSServiceRoleForAWSManagedServicesDeploymentToolkit#d B 55 5< Bk
£ (SLR) , ZA®R AMS Accelerate ERIZRHEZEERIZ K,

(® Note
ZBRBIEEESH ; BXUAER , BSRMNRESHEXASHEH.
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https://docs.aws.amazon.com/config/latest/developerguide/WhatIsConfig.html
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://aws.amazon.com/blogs/aws/aws-config-rules-dynamic-compliance-checking-for-cloud-resources/
https://docs.aws.amazon.com/config/latest/developerguide/aggregate-data.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
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AMS INERZHEBLEA SLR

AWSServiceRoleForAWSManagedServicesDeploymentToolkit FRESHx B BET U TRERAKAZA
& .

* deploymenttoolkit.managedservices.amazonaws.com

£ N K EBEAWSManagedServicesDeploymentToolkitPolicy St ¥F AMS Accelerate 33 A T &R (TR
£ -

* arn:aws*:s3:::ams-cdktoolkit*
 arn:aws*:cloudformation:*:*:stack/ams-cdk-toolkit*

* arn:aws:ecr:*:*:repository/ams-cdktoolkit*

It SLR ##F Amazon S3 SIZMEE T BFHEBHINER , AMS AT REIR ( Hla CloudFormation
EiRE Lambda B4 ) EEFATAHGEBAKS,, t SLR BRFHBENLHERF

fi& CloudFormation Ay H#4% ) CloudFormation X PR, AXFAEERTHEXK |, 5

¥ AWSManagedServices_DeploymentToolkitPolicy.

BATMBEENR , 2 IAM R4 (AR, AAE ) 212, FEIBERBESHXAR. BXESE
B, EZH (AM BFERE) PRRSHEXABNR,

A AMS Accelerate IS ET ES SLR

BEEFHCNERSZHERAR®, HEE AWS EEEGIA. = AWS APl 0 A AMS B AWS
CLI , AMS Accelerate 2 A BRI SRSHERNAE,

/A Important
MEBIRIE 2022 F£ 6 A 9 B2 BifEH AMS Accelerate IRS |, ZRZHEXARTT
MEEFRSHERAER | ARE AMS Accelerate ERHKF IR T ZA® | NiZ
AWSServiceRoleForAWSManagedServicesDeploymentToolkit BR S5 # < & & W[ sE & H B 1 18
WkFF, ETHREZSEFER , BZHEN IAM KPP HIAFHE,

MBEBIBRIZBZEXAE  RAEEEFME , AULUERAERRREKFAFDEFUBLAR, Y&
A AMS Bt , AMS Accelerate 2BX N EQEERZHERN AR,
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security-iam-awsmanpol.html#security-iam-awsmanpol-DeploymentToolkitPolicy
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#service-linked-role-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/troubleshoot_roles.html#troubleshoot_roles_new-role-appeared
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Y748 AMS Accelerate FIEE I B4 SLR

AMS Accelerate T /o iF & 4% AWSServiceRoleForAWSManagedServicesDeploymentToolkit Ak 5548
rAE, QERSEXACRRE , BRETEEXABNENR , RATREZHAEIAZARG, B2
£/ IAM REAERR, BXEZEE , BZH (AM AFER) PHRERSHEXAE,

i B&R AMS Accelerate FIEE T E4 SLR

BT EF S MIBRZ AWSServiceRoleForAWSManagedServicesDeploymentToolkit &, 4 &E AWS
EEEFA. B AWS API FIBH AMS Bf AWS CLI , AMS Accelerate &5 &R H 79 1 BRAR S5 48
XA,

WA LAER IAM $24&. AWS CLI 5 AWS API FHIMIBRESEXAR, Nk , DREFoHERR
SHRXAGWER , REFEF MR,

(® Note

R IEZ A MIBREIRET AMS Accelerate REEEFEHZAE® , NIBIBRTES LK. IREE
XiER  BEFLoHEER,

fHIB%k AWSServiceRoleForAWSManagedServicesDeploymentToolkit FRES/EX A &R K AMS
Accelerate %R

£ AMS BB K = AR X8 il BRams - cdk - toolkitH#tk ( BHARERELRFHEE S3 7
8 ) o

£/ IAM Fah BRIk X B &

5/ IAM #2414 AWS CLI, = AWS API filB&
AWSServiceRoleForAWSManagedServicesDeploymentToolkitlREZ A AT, EXEZER , F5H
IAM AP iEmP RIS HEXRAE,

Detective %] AMS Accerate WIREHEXx AR

AMS Accelerate A NHRFZHEXBE (SLR)
AWSServiceRoleForManagedServices_DetectiveControlsConfig— AWS Managed Services f# F it Ak
SHEXAGRNKDPEREICKSE. BEAMF S3 FEHIUN =4,

Ff I0EIAWSServiceRoleForManagedServices_DetectiveControlsConfigh RS Hx AN R U TIEER
B : AWSManagedServices_DetectiveControlsConfig_ ServiceRolePolicy, BXILRIEHWEL , 55
B HNER AWS FEE R EH .
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https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
security-iam-awsmanpol.html#security-iam-awsmanpol-DetectiveControlsConfig
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IR PRI 4] AMS Accelerate By R 4841,

AWSServiceRoleForManagedServices_DetectiveControlsConfig BFRE #x B BEE U T RE KRR A Z
y=h =2

« detectivecontrols.managedservices.amazonaws.com

ZABMH I RAWSManagedServices_DetectiveControlsConfig_ServiceRolePolicy
AWS RERE (S RIZRSEMAAWS EEFEE: AWSManagedServices_DetectiveControlsConfig_
ServiceRolePolicyiZ & B E &M K - 6B & AMS Detective Controls , XEEZE s3 F#EH. B
ERNMREBERR, BUXAMENRUASLY IAM B4 (FlUAF, B4A5AR ) A2, KER
RIS XA, BXRXEZEER , B2 (ldentity and A ccess Managem AWS ent FIF1E/E) &
Y AR S5 #E < A B XBR.

B2 IR 4] AMS Accelerate By R #B41,

BREEFHCNRBRSHERAR®, HEE AWS EEE4A. 5 AWS API B AMS B AWS
CLI , AMS Accelerate 2 N BB EERSZSHEXNAE,

/A Important

MEREIE 2022 F£ 6 A 9 A2 fEA AMS Accelerate BRS , NiZRESHEX AR TERESHIE
BHKFE T ZRFSEXACTRISERSHEXAE , RE AMS Accelerate EEHIK - H 6l
# 7 i% AWSServiceRoleForManagedServices_DetectiveControlsConfig &, BT EZE
B, BSREN IAM KPP HEIFAR,

MBEERBRIZBRSHXAER  RAEEEBRCE , S UFEREAEREREKFAFFEFCELAR®, B
A AMS Bt , AMS Accelerate 2BIX N BBIEERZHEXNAE,

YREE IR AT LA 4] AMS Accelerate B9 = AH#

AMS Accelerate K A i #2458 AWSServiceRoleForManagedServices_DetectiveControlsConfig fRS%
HXxAe, SIBRRSHEXACE , BRTEEXNACHEN , ENTREEZSHXEASIAZAR, BT
DER IAM REAEHRER, EXEZER , BZ2H (AM AFER) YHRERSHEXAE,
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AMS HniE A = 1ER AMS INEEESFER

i BRI IR 232 4] AMS Accelerate BY 2 KR

BT EF S MIBRZ AWSServiceRoleForManagedServices_DetectiveControlsConfig &, Y&
AWS BB A, = AWS API FiBH AMS B AWS CLI , AMS Accelerate 75 %R} J9 1811 B AR
SHEXAE,

BH A LR IAM #41&. AWS CLI 5 AWS APl F3IBRIRSHERAR. Hit , DREFIHERR
SHXBRNER , RETEEF B,

(@ Note

R IEZ A MIBREIRET AMS Accelerate RESEEFEHZAE® |, NIBIBRTESEK. REXE
XiER  BEFLoHEER,

fil B AWSServiceRoleForManagedServices_DetectiveControlsConfig RS < B & EH N AMS
Accelerate &R

£ AMS Hams-detective-controls-config-recorder , NEHIIK F I0 A B FRE X1
i Brams-detective-controls-config-rules-cdkfams-detective-controls-
infrastructure-cdk#i% ( BRIBEEEXFINET S3 FHM ) o

£/ IAM FahIBRRS X B E

558 IAM ##A AWS CLI, = AWS API Bk
AWSServiceRoleForManagedServices_DetectiveControlsConfigl RS HEx A, BEXEZER |, BS
5 (IAM FFER) RIS HEXAE,

Amazon EventBridge #| AMS Accelerate YRS HEXAE

AMS Accelerate fEA B NIRFZ XA (SLR), AWSServiceRoleForManagedServices_EventsiZ
A’FEE AWS Managed Services lRFZEF A ( events.managedservices.amazonaws.com ) {X{&18
FiZAG, ZREERIZAEFREE Amazon EventBridge FEEH N, HHN Z2EH AWS K HFTE
WERMIZHE , BT RBIRRSTEEENEHIKF ZI1EE AWS Managed Services.

AMS Acc EventBridge elerate #J SLR X &
AWSServiceRoleForManagedServices_Events [RFHEXBBEEUATRERRAAZAE

« events.managedservices.amazonaws.com
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AMS HniE A = 1ER AMS INEEESFER

ME Tt A& A RAWSManagedServices_EventsServiceRolePolicy AWS HEXME ( S
BAWS FEEF# : AWSManagedServices_EventsServiceRolePolicy ) » ZREE A Z A S FEIRR
SEREENENKFEEE AMS, BATEENR , £ IAMRE (AR, 45AE ) B2,
REDRBRESHERACR, BXELZEEL , 5H (AWS Identity and Access Management F F 8
M) FHERFSHEXAENR,

PRA AR 80X NE 48 3L AWSManagedServices_EventsServiceRolePolicy F#Y
JSON : EventsServiceRolePolicy.zip.

I AMS Acc EventBridge elerate #2228 R #24)1

BEEFHRNERSHEXAR®, HEE AWS EEEHA. =L AWS API AiIA AMS B AWS
CLI , AMS Accelerate 2R E BB ERSHEAN AR,

/A Important

WMREIE 2023 F 2 A 7 HZBIfER AMS Accelerate RS , MiZRSHEXABAUE RER
B & | % AWSServiceRoleForManagedServices_Events IRSS 4855 & & H I 1E S 19 K 7
h, ETHRELZEE , BZRAEN IAM KPP HIAFHAES,

MBEBIBRIZBZEXAE  RAEEERME , AULERAERRREKFAFDEFUBLAR, Y&
A AMS Bt , AMS Accelerate 2BX N EQEERZHERINW AR,

4 AMS Acc EventBridge elerate 4748 % [ #8141

AMS Accelerate £/t iF #8454 AWSServiceRoleForManagedServices_Events FREZ X FA R, IR
SHEXAGE , EHLTLEEXACHNEN , BENARESHXIAKS|IAiZAE, BERANUER IAM &1
AR, BXEZEE , BS2H (AM AFER) FHRERSEXAR,

f#l B AMS Acc EventBridge elerate B8 [z ##l

BT EF M BRZ AWSServiceRoleForManagedServices_Events A, XH&E AWS ERZEA,
5, AWS AP| B AMS B AWS CLI , AMS Accelerate &5 &R H N IEMBRRSHERA R,

B A AR IAM #4]&. AWS CLI 2 AWS APl FEIIBRIRSHEXB®., NIt , XMEFIHERR
SHXABRNER , RETEEF B,
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AMS HniE A = 1ER AMS INEEESFER

® Note

R 2 MIBR R IRET AMS Accelerate REEEFEHZAR® |, NIBBRTTEES LK. REXE
XiER  BEFLoHEER,

fil B AWSServiceRoleForManagedServices_Events RS Hx A& FE A AMS Accelerate &R
/A 1AM FIRIESHEAAE

5/ IAM #24%|& AWS CLI, 3 AWS API i Bk AWSServiceRoleForManagedServices_Events &S5
XAGB, BXESZEER , BESH (AM AFERE) RHRBRESEXAE,

EX&E A AMS Accelerate WIRSHEKX AR

AMS Accelerate fEF & RHHBRS <A (SLR) AWSServiceRoleForManagedServices_Contacts—
ZABATRSENZIENERNAENRIHRRMNRKRANCRES R4 , NETESHRE
Bz R HBA,

XEME—EALRSAXABHNERES.

K N ZAWSServiceRoleForManagedServices_Contacts [REHX B BN R U TIHER
& :AWSManagedServices_ContactsServiceRolePolicy. BXx It KN EH , FHSEMR AWS FHEE
BE Y B,

AMS Accelerate FYBX R AMBR SLR

AWSServiceRoleForManagedServices_Contacts FRSHX*ABEEUTHRZRAAZAE :

« contacts-service.managedservices.amazonaws.com

A EM AR AWSManagedServices_ContactsServiceRolePolicy AWS HEEXRIE ( S
MAWS FEEEBE : AWSManagedServices_ContactsServiceRolePolicy ) » ZIRE R Z A &Kk
BE AWS &R ERRRE |, ARIRZIH TS E FR4 |, EHRERNERMEKRA. AR
T AMS ERZENR R LNREHRREFIYE , NIETESHAENBIREBEH. BXESE
B | 2 (ldentity and A ccess Managem AWS ent AF1EE) HIVRSH < A ERUR,
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AMS HniE A = 1ER AMS INEEESFER

/A Important

BEAENRERFEIAFOLEE (PI) HEMBIBRBRBEE . AMS ERARENGRUEE
B, ETES AT RBRBESE.

BANABNRER AWSManagedServices_ContactsServiceRolePolicy ftiF AMS Accelerate X118
ERBRTERATRE

- B ATBRRARSEREINRENTE AMS EEA AWS BIR E XX EH BN B FHRE4RAR
at

o

PRA[ AT 8IX NE 48 3L AWSManagedServices_ContactsServiceRolePolicy # #J
JSON : ContactsServicePolicy.zipo

A AMS Accelerate BIZ2Bx R A £ AL

BEEFHURRSZEXAR, HEBE AWS EEZEF A, = AWS API Fi0A AMS Bf AWS
CLI , AMS Accelerate 2 A GBI EZERSHANAE,

/A Important

WRAETE 2023 £ 2 A 16 B 2 HIEMA AMS Accelerate BRSS , MZRFHEXAETTULHINE
LRSS ZRSAXBEFRIFRSHERAEE , AT AMS Accelerate TEERIKF A 61
# T & AWSServiceRoleForManagedServices_Contacts A5, ETHEZER , BSHEEN
IAM Ik R I A .

MREMEBRZBRSHKXAR  AREEBRCE  SuLERAMHEREEKFHPERCELAR, L&
A AMS Bt , AMS Accelerate 2BIX N IESIEERSZHEXN AR,

A AMS Accelerate 4mEEEx R A £ AL

AMS Accelerate 7/t iF#&4%%E AWSServiceRoleForManagedServices_Contacts [RE XA, BIE
RSHEXBREE , BENLTEERACNEY , ENTRESHEAS|IAZAR, BERAUNUER IAM %
BEABHER, BXEZEER , B2 (AM AFER) PN RERSHEXAE,
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AMS HniE A = 1ER AMS INEEESFER

HIER AMS Accelerate BYEX R A 2 kB4

IETEF 3MIBRiZ AWSServiceRoleForManagedServices_Contacts £, M&EE AWS EEEEA,
= AWS API HiBH AMS Bf AWS CLI , AMS Accelerate &8 R BEH N IEMRREZHEXAE,

B A LAER IAM 84l&. AWS CLI 2 AWS APl FIBRIRSHEXB®., NIt , XMEFIHERR
SHRXAGWERR , REFEF MR,

(@ Note

R IEZ A MIBREIRET AMS Accelerate RESEEFEHZAE® |, NIBIBRTES LK. IREE
XiER  BEFLoHEER,

fHI Bk AWSServiceRoleForManagedServices_Contacts FREZ X A & HH AMS Accelerate &R
£ IAM FE RS HEXHE

R IAM 254 AWS CLI, =% AWS API ffi Bk AWSServiceRoleForManagedServices_Contacts fRS5
HXAR, BXEZEER , H50 (AM AFER) RHRIBRRSHEXAS,

AMS Z#ER X RS HEX B &

AMS Accelerate XIFERBERSHAIEMXEARSHEAXAG. BXRXESER , H5H AWS XEH

Lol
Ui S o

DOAR AR S5 #E < £ €8 Y SEHT

EEEXBZBRSARBERSHEXACTEURIEEHRNEFMAEE., EREBEXMTHEENES
RE8 |, BT “InE” AMS Accelerate FAF BRI A2 125% TMHE LA RSS RE,

B iR B
EHWBER-ZE o ABREBARMTUTHNRarn:aws:ecr:*:*:re 2024 £ 4 B 4
ITET pository/ams-cdktoolkit* . H

ecr:BatchGetRepositoryScanningConfig
uration
ecr:PutImageScanningConfiguration
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AMS fniE A s

AMS IEEESMEF

BEX

B IE-DE

TEY

DU

o RARFEHRMTLLTHNBRarn: aws: cloudforma

tion

clou
clou
clou
clou
clou

:*:*:stack/ams-cdk-toolkit*

dformation:DeleteChangeSet
dformation:DescribeStackEvents
dformation:GetTemplate
dformation:TagResource
dformation:UntagResource

« AERBBMTLATFHNBRarn:aws:ecr:*:*:re
pository/ams-cdktoolkit*

ecr:
ecr
ecr:
ecr:
ecr:
ecr:
ecr:
ecr:
ecr:
ecr
ecr:
ecr:

"5 N

1 + + + + 1

+ + + + 4+

s3:
s3:
s3:
s3:
s3:

s3:
s3:
s3:
s3:
s3:
s3:

CreateRepository

:DeletelLifecyclePolicy

DeleteRepository
DeleteRepositoryPolicy
DescribeRepositories
GetLifecyclePolicy
ListTagsForResource
PutImageTagMutability
PutLifecyclePolicy

:SetRepositoryPolicy

TagResource
UntagResource

—EHAREFNANERENEES DB ENMR

DeleteObject*

DeleteObject
DeleteObjectTagging
DeleteObjectVersion
DeleteObjectVersionTagging

GetObject*
GetObject
GetObjectAcl
GetObjectAttributes
GetObjectlLegalHold
GetObjectRetention

B

2023%5H9H
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AMS 1niE A F 18R

AMS IEEESMEF

BEX

EREHNBUR —

Det ective Con t

ERTEBR —

Det ective Con t

MRS EXA
&-Bk&EA SLR

RS XA
& — EventBrid

ge

[
)
it

s3:GetObjectTagging
s3:GetObjectVersion
s3:GetObjectVersionAcl
s3:GetObjectVersionAttributes
s3:GetObjectVersionForReplication
s3:GetObjectVersionTagging
s3:GetObjectVersionTorrent

+ + + + + o+ 4+

- cloudformation:UpdateTermination*
+ cloudformation:UpdateTerminationProt
ection

s EEZEMBRANBING , EF—FHE DT
CloudFormation 1Tz H93E E
« Lambda BESMNBERFHIER , BReMNTEEMmEE

onboarding/off

T RN T AR KR

Accelerate A BHFZBRZHMT —NFHRSHEXAE,

28 AV BRSIREN S R AR BR80T R BR
RANEEEL T4  MNMETESHRENBIRE
‘A,

Accelerate 3 Amazon EventBridge F N 0T — N
RSHEXAE,

Z A BS54 AWS Managed Services FREZEIEA (eve
nts.managedservices.amazonaws.com ) fXI&IEEZA
B, ZREFERZABXRKEZE Amazon EventBridge £ &
AN, AN ZEE AWS KPR EREMRE , AT
FEHRRSTEREENEHN KT 1£1%F AWS Managed
Services,

B

2023 4 A 10
H

2023 £ 3 A 21
H

2023 2 A 16
H

2023 2A7
H
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AMS fniE A s

AMS IEEESMEF

EX iR H &
EFHTHRSHMEX  AWSServiceRoleForAWSManagedServicesDeployment 2023 1 A 30
A-HEIET Toolkit FEAFHK S3 NIRMREFEE., H

AT AT#R

"s3:GetlLifecycleConfiguration",
"s3:GetBucketlLogging",
"s3:ListBucket",
"s3:GetBucketVersioning",
"s3:PutLifecycleConfiguration",
"s3:GetBucketLocation",
"s3:GetObject*"

INERFIRIRERE  Accelerate F R RIERERSHERACRHNTIL, 2022 £ 11 A 30
X |
RS EX A Accelerate {i T — NS AR ARRIPEMEMIR 2022 F£ 10 A 13
& — Detective =4, H
Contro Is

- AWS Managed Services A LLRFZHEXABKIPER E

1B3%es., BEMNF S3 Fa @ N =4,

MRS XA Accelerate i1 T —/NETEY BRSS M < A B R ] iR E A 2022 F 6 A 9
e-HBETESD 2, H

LAY AMS Accelerate EMEHEHEBEIEF, K,

AWS AMS iR £ & R B§

AWS HERBZHMIENEENILL KK AWS, AWS RERBEENTZELRAFIRMENR , UE
BRIBFIBAAF, ANBesENR.

FicE , AWS RERBURTSNENRBERGIR TFTHRENRNE , BAEMNAHME AWS F/ £
M. BMNBUBEIEXBRETENERAZSNE S EEERBERE -SRI NR,
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AMS HniE A = 1ER AMS INEEESFER

BT EEHR AWS HERBPE LR, MR AWS B AWS RERBPELHNR , MEHFLE
I3 ZREATXBRNFTEZERASH (AP, ANAE ). AWS BREAREERIFHN API HERS A
LAER#T AWS BRSS BY API R 1ERT E 3 AWS EE R,

BXREZELR , F5H (AM BFERE) i AWS HE XK.
BREER , SRR AWS FHE R EH.

AWS IEEXRIE : AWSManagedServices_AlarmManagerPermissionsBoundary

AWS Managed Services (AMS) fif
FAAWSManagedServices_AlarmManagerPermissionsBoundary AWS & KR,
AWSManagedServices_AlarmManager_ # { f lt AWSHEE KB ServiceRolePolicy kBRI i
AWSServiceRoleForManagedServices_AlarmManagerg| 2 IAM A& &R,

BEERBERFAERNH P — 20 0IEH IAM AT AWS BEIFEEREESN THERE. AWS EW
Config BAZREX Alarm Manager Bt & AR 6| @ % EH Amazon CloudWatch Bk ERENR.

iZAWSManagedServices_AlarmManagerPermissionsBoundary 3 B& R i
F|AwWSServiceRoleForManagedServices_DetectiveControlsConfiglREHEX AR, Hxit
BENEN , BTSRMNRESEXACHER.

ST LR SREEHTINE R IAM &1,
R FAE R
ZERBEBEU TR,

* AWS Config— fVFiTALEE M N Ak F 7 IRE BN R,

« AWS AppConfig— A iFIREX AlarmManager Bt &KX PR,

« Amazon S3— A iF#E4E AlarmManager 124 R REIABR

« Amazon CloudWatch— AFEREFA M AlarmManager 3£ B R MIEFRHI PR
« AWS Resource Groups and Tags— AFEEE RSN,

« Amazon EC2— AiFiEEN Amazon EC2 &R,

« Amazon Redshift— /¥ 3E Redshift LIS FF MR,

« Amazon FSx— AFHRXHRE., BMEFEFRZHNR,

« Amazon CloudWatch Synthetics— A ¥FiEEL Synthetics & IREVINFR

- Amazon Elastic Kubernetes Service— A iF#iR Amazon EKS E&HINR,

« Amazon ElastiCache— A FAEFRHNER,
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AMS HniE A = 1ER AMS INEEESFER

WA ATt E 48 2 B SR BE ST RecommendedPermissionBoundary.zipo

AWS IEE XK BE: AWSManagedServices_DetectiveControlsConfig_ ServiceRolePolicy

AWS Managed Services (AMS) f#
FAwWSManagedServices_DetectiveControlsConfig_ServiceRolePolicy AWS FEE KK,
It AWSHEE KB 0
FJAwWSServiceRoleForManagedServices_DetectiveControlsConfighR

ZHX A ( FS M Detective #2%] AMS Accerate FIRZHXER®R ). B
XAWSServiceRoleForManagedServices_DetectiveControlsConfiglRESHAXA RN ER ,
BSFMNMREBESHEXABHERN.

LRI AVFIRSHEXABNETRRE.

&\ LU AWSManagedServices_DetectiveControlsConfig _ ServiceRolePolicy & BBt i1 ZI &89 IAM
SRR,

EXEZEER , 52 £ AMS Accelerate FERRSHE<AE®,

RiIFMEER

LR EBLLTER , £ Det AWS Managed Services ective Controls SPEBMBEL BEFfE X ENR

Ro

« CloudFormation— f2iF AMS Detective Controls ZpBADE s3 7R, BEEMNMNEBIZRZESE
BiREY CloudFormation 4%,

« AWS Config— #AiF AMS Detective Controls ]2 AMS EtEM NI, BEERES[AIFICER.

« Amazon S3— 23 AMS Detective Controls EIEH s3 2@,

YRAT AT # bt ZIP XY JSON FREE U4 : DetectiveControlsConfig_ ServiceRolePolicy .zip.

AWS IEEXRRE : AWSManagedServicesDeploymentToolkitPolicy

AWS Managed Services (AMS) f£ fAWSManagedServicesDeploymentToolkitPolicy AWS #
EERE, It AWSTEE KBS IO
FJAwWSServiceRoleForAWSManagedServicesDeploymentToolkit RFHEXAE ( HSHAMS
Accelerate WHZETEQRFEXAEL ) . ZRBEATRFSHEXACHEBTERRE. BT eI RBEH
INEEE IAM £k, BEXEZEL |, BS R £ AMS Accelerate FEARSHEXAE,
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using-service-linked-roles.html#slr-deploy-detect-controls
samples/DetectiveControlsConfig_ServiceRolePolicy.zip
using-service-linked-roles.html#slr-deploy-acc

AMS HniE A = 1ER AMS INEEESFER

HxAWSServiceRoleForManagedServicesDeploymentToolkitPolicyREZ X B BIWER |
BHSFAMRESHEXABHNERN.

RPRFAE S
LR EBLLTBR , o Det AWS Managed Services ective Controls SPE M B EFTE X ENR
o

« CloudFormation— A AMS BT EIERA CDK FrER S3 BIREEE CFN HEtk,
+ Amazon S3— A AMS HEBIEITEEH S3 FiEH.

« Elastic Container Registry— R AMS BT ETEEH ECR EME , ZEHER T
E AMS CDK N ARFAEINA.

PRAT AT X ANESR X #Y JSON KBS X : AWSManagedServicesDeploymentToolkitPolicy.zip.

AWS FEE KB . AWSManagedServices_EventsServiceRolePolicy

AWS Managed Services (AMS) £ AWSManagedServices_EventsServiceRolePolicy AWS
FEERE, b AWSIEEFRH INBIAWSServiceRoleForManagedServices_EventsfRSHxA
B, ZRBATRISHEXABHETHIRIE, BFEFLREHMMBIEH IAM KE, BXESZEE
ES M £ AMS Accelerate RERARSHEXAE,

BXAWSServiceRoleForManagedServices_EventslRZSHX<ABNER , TSI MIRRSHEx
ABHNERH.

RERFMER

HERBEEBUTNR , AFLDEHNERRSTERFEENENKF L% EventBridge E| AWS Managed
Services,

. events— fiF Accelerate 8|2l & #h EventBridge FEEHMN, LN 2 HFERRSEEEENE
MK = 4235 AWS K FEE K~ PSR R B At 3849 AWS Managed Services,

PRATA T EHRIXMNESE XA FH JSON FEE X : EventsServiceRolePolicy.zip.

AWS IEEXRRE : AWSManagedServices_ContactsServiceRolePolicy

AWS Managed Services (AMS) £ AWSManagedServices_ContactsServiceRolePolicy
AWS IEE X, It AWSHEE RKHM INFAWSServiceRoleForManagedServices _ContactsfRs:
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samples/AWSManagedServices_DeploymentToolkitPolicy.zip
using-service-linked-roles.html#slr-evb-rule
using-service-linked-roles.html#slr-evb-rule
samples/EventsServiceRolePolicy.zip
using-service-linked-roles.html#slr-contacts-service

AMS HniE A = 1ER AMS INEEESFER

HXAE (1ESHE N AMS Accelerate BIEBKR AE R ) o KRBT AMS BKR A SLR EFZ
£ AWS BR LN RFERERHEE. BTENILRBEMMNEEN IAM Xk, BXEZER , E2H &
AMS Accelerate FERRSHEXBE,

/A Important

BAENRERFENMAZBEE (PI) HEMBIBRBREE. AMS ERARENGRHEE
BS5. MRETES A TR BRBHSE.

BXAWSServiceRoleForManagedServices_ContactsREHEXBRBNWER , HS R INRKRSE
KABHNEH.

RRFAE R
LRBEEAUTRR , AEKRRA SLR BRENRFRE , LRZRERINRENTREKRAGR.

« IAM— AFBRREARSESE IAM &1 IAM APHRE,
« Amazon EC2— AFEKRARSZEE Amazon EC2 BR LRE,

« Amazon S3— AFERRARSZESE Amazon S3 FEH LMWHRE., HIBEFRASERER AMS £
A HTTP #4053k, Sigv4 EHZMIEARER TLS 1.2 RESRAK HTTPS I HEN F#ERZ,
BEXELER , BFSRAFHRIESEM Amazon S3 EE A 4 BHRKIFISE R R4,

« Tag— AWBRRABRSEFTHE M AWS FIRLHIRL,

* “lam : ListRoleTags”. “iam : ListUserTags”. “tag : ”. GetResources “tag : ", GetTagKeys
“tag : 7. GetTagValues “tag : ”. DescribeTags “ec2 : ”, “s3 : GetBucketTagging”

PRET AT EOXANES XY JSON KEE U - ContactsServicePolicy.zipo
IR AWS 1T & R BB EHT

BEHXHIZBSITRIERIX LT RN Accelerate AWS B R EHMNFAE S,

B miRr =R
BHNBE-BE - AEBRPFMTATHNBRarn:aws:ecr:*:*:re 2024 F 4 A 4
ITET pository/ams-cdktoolkit* . H
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using-service-linked-roles.html#slr-contacts-service
https://docs.aws.amazon.com/AmazonS3/latest/API/sig-v4-authenticating-requests.html#auth-methods-intro
https://docs.aws.amazon.com/AmazonS3/latest/API/bucket-policy-s3-sigv4-conditions.html
samples/ContactsServicePolicy.zip

AMS HniE A = 1ER AMS INEEESFER

EK DU SpG

ecr:BatchGetRepositoryScanningConfig
uration
ecr:PutImageScanningConfiguration
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AMS fniE A s

AMS IEEESMEF

BEX

B IE-DE

TEY

DU

o RARFEHRMTLLTHNBRarn: aws: cloudforma

tion

clou

clou
clou
clou
clou

:*:*:stack/ams-cdk-toolkit*

dformation:DeleteChangeSet

dformation:DescribeStackEvents
dformation:GetTemplate
dformation:TagResource
dformation:UntagResource

s NRBHRMTLATHFHNPRarn:aws:ecr:*:*:re
pository/ams-cdktoolkit*

ecr

ecr:
ecr:
ecr:
ecr:
ecr:
ecr:
ecr:
ecr:
ecr:
ecr
ecr:

"5 N

+ + 4+ +

s3:
s3:
s3:
s3:

:CreateRepository

DeleteLifecyclePolicy
DeleteRepository
DeleteRepositoryPolicy
DescribeRepositories
GetLifecyclePolicy
ListTagsForResource
PutImageTagMutability
PutLifecyclePolicy
SetRepositoryPolicy

:TagResource

UntagResource

—EHAREFNANERENEES DB ENMR

:DeleteObject*

DeleteObject
DeleteObjectTagging
DeleteObjectVersion
DeleteObjectVersionTagging

:GetObject*
:GetObject
:GetObjectAcl
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s3:GetObjectAttributes
s3:GetObjectlLegalHold
s3:GetObjectRetention
s3:GetObjectTagging
s3:GetObjectVersion
s3:GetObjectVersionAcl
s3:GetObjectVersionAttributes
s3:GetObjectVersionForReplication
s3:GetObjectVersionTagging
s3:GetObjectVersionTorrent

+ + 4+ + + + + + o+ 4+

- cloudformation:UpdateTermination*
+ cloudformation:UpdateTerminationProt
ection
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CloudFormation 17355 E
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EEREIREESEMN THEFRENR -T2 12N IAM B
BT 614 ER Amazon EventBridge 3 & HL N HI R,

WINT S3 WMPRLAZEZEF M Accelerate RE 4,
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HRSFZ MK AE | LUERERE Accelerate {UIRIE 4,

Accelerate il T —IHTBUR |
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AFRRAITEREE R

BFERNEIREESEN T/ERENRE -2 0IEN IAM &
BIITEI AWS B & ¥4, 3EE Con AWS fig LAIRENE
REWEEmME, 2EMLEM Amazon CloudWatch iR
B’E,

Accelerate FFIAIRERH AWS EBERBHETE,

DR EPBAESS AN T LKA

MRFEXAERTHEMERSHEHEXN Amazon
S3 EERE MR A AWSServiceRoleForAWSManaged
ServicesDeploymentToolkitiX PR, CloudFormation

“BIRIE” PRV ERE R

AMS Accelerate I &% GuardDuty, Amazon Macie ( Ali% ) MEMAZEHE T EFMHE AWS AR

5 ERETENMRERFEBIZENTEE
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B
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% AMS Accelerate M BB Z L REEFEENITH AWS HENFEEER AT , Accelerate &
WEEE , BRI RRNTMEEBHERXWER, AMS Accelerate £ X1 follow-the-sunx
¥, BRI REAZIFENREMEREKR S WERMNRIR, BHRATIFIRSER. Accelerate &
SERABLZ2ER—BRERELR , U5 MEIHBELEZKF DI EHNLEARKRABEHE,

BIFAELR | Accelerate 258 ES, MREBRXIEHARLEBENRALE , AMS 25861 , 1B
BB HIRB, B GuardDuty Lb4E B HY F L & 13K B B SR IR £ Accelerate R BRI 45 e 2 B ¥4
IAEM, 30 , GuardDuty B4R KA UnauthorizedAccess : IAMUser/ConsoleLoginZk R I&H) —
MRAPNTIENVLERESR ; AMS 2BAEHERECEFTRELERUBAIMITHARESE E.

A S% Macie #1742

AMS Accelerate X% Amazon Macie | KM+ HNVBREE , I MNAREEE (PH)., MAE
BMER (PI) MW FHE , X2 —FHESXEK,

&R LA Macie BCiE N FE1E/T Amazon S3 R L EMEIT. BEENENMERE  XALE LT
FERPHNIEIINN R, EREZLRELERE , AMS 2BALHAREFTESLSEN LRI T
Ko

EXEZEER , 29 # Amazon Macie THELE R,

£ A M EE GuardDuty

GuardDuty 2 —THEZN T2 EEKS , ©EABMBIRR ( HIZEES 1P it ME& 5% ) ARAl=R
FIKIAE AWS IMEF BN B AJRARLRNNEBEED . XARSEEOINRALR, FAKENE
BREBE IP i SE# TEE 2R EIR, GuardDuty Y512 AWS K HRIITHREFEARE
R, HINREFZNNEMIREIRE, EEMREHATH AWS KR EFREHl, GuardDuty & 7T 5L
RAUFEN APILER , fINEXBRDRE AR ERDEE. BXESER , 55 W GuardDuty (A
B o

EBEFMDHEN GuardDuty X3 |, BERUATESE :

1. $TF GuardDuty ##l& , Wik https://console.aws.amazon.com/guardduty/o

2. BEEPBELR K ARERBENRAELERUEETFAGR. SMRINFACGERRRIRE,
R R IRENER R T o

BXRAHERFBRNESZER , 5 MGuardDuty ERERFHAEE.
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/8 GuardDuty 3P H|# N 751k 45

MEIAN R —AFRAE , ALERBEENEERIS AR &7 LE R D HIAL N SR 5% ST T EREUT R K
MEXD , SIMRRBAELERK AT, HEEHNRIEYTEEAIRBI AN BN R &K
R 2B

EREERER  NHAN BN FHFEEEERENFTERER, FENRIT2RIEE S AWS
ecurity Hub, Amazon S3 = CloudTrail &z, Eit , tIREES Security Hub =7 SIEM B1R A
SSNARRMER GuardDuty K3, M HITIRBF R DT T RENBIE,

AVS B —ERBNIRERBEESNEERFHHEAN, SEERKFHFSUEER , AMS 2N AT
FUHHBERRSFIER (SR) , FHARACHENMEITIRE,

B LGB SR &5 AMS BfE , MEWEIRE M HITL IR,
EEFHNEESER

GuardDuty BIffX & R TS BN EIAN |, 2R EERBRLER, RENERLERGHRIENER
¥, GuardDuty BIEFERERERT 90 Ko BINFAELERKRPEFEHEN , AL GuardDuty
BEERERX 90 KNEFHRAEL R. 3% , £ GuardDuty API BY API EEFENRES

& , findingCriteria 4 s ervic e. archived % F true, ListFindings

ZE1E A B R
UTRERANRBEEREANFANNELNRAZR.

« Recon: EC2 /Portscan : RRINUEEIHERZFR , SRS B FHEEXIANE R,
« UnauthorizedAccess:EC2/SSHBruteForc e : ERMNEIMNEEH N E LG B ERBEL R,
« Recon:EC2/PortProbeUnprotectedPort : ERMNEMNEEERENF LB FRAELER,

AN 5 Route 53 fF4TEs DNS Bh A iE#H (TG 12

Amazon Route 53 Resolver JiEH 5 X Rk B 2125 AWS RIR, T S# VPC $EM DNS &
#F Amazon Route 53 FAEFEE X 1B DNS &ifl , RIANER T2 H. VPCsfEA Route 53
Resolver DNS Firewall , &7 LAFFIEFE I Virtual Private Cloud (VPC) K34 DNS &, At , &
F=E1E DNS Firewall INA QIR EEFEANKEANES |, FRNAXKEEN VPC , REKE
DNS Firewall B &HMEFRHEESN, BIEESN , B SUAE R 2 DNS Firewall 91T R, BXEZE
B, EZREA DNS By X %I E H ¥ DNS RE.
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EEENEE Route 53 #4258 DNS A RBEIE , B ERA T SRIRE

1. BF AWS BEEIEH A HITH Amazon VPC #2&I1& |, Wik https://console.aws.amazon.com/
vpclo

2. 7EDNSBRAIET , EEMANA,

3. EE. REIMMRIABEE , HIBHHOANE, BEXEZELR , 55 Route 53 i85 DNS
B K BB THERE,

Amazon Route 53 #4785 DNS Pr X iF KGN Z £

Amazon Route 53 DNS Br K& E R AN KER, AMNURENMANFELERSER . BIIRREEN
M4AAEY DNS Firewall AN pEAN—HATEEERANENT, SEXEKANES VPC &t , DNS
Firewall 24388 DNS £ SN P ERAVEFIRIITLLR, R DNS B XEHEHREITED , TS
RIECE M AR FLLE DNS B, AXRAMNANANKNEZEE , ESH DNS By XEEH N H MM
e

BHHIRDRAAEK :

- REFHEIIR, AWS AT RHEQIBALERF.
- BECHERIIR , AECIRMEY,

R IEH A B R ER AL SE RIS BT H#E 1T 1T
AINER T , AMS ERE 8y EHEEC B B A T AL AN LE 48 R

s —ANERWHNEDefaultSecurityMonitoringRule, N FEANEBANIME VPC , MNATE
ENEERSNXEKMEER AWS XiF,

o HMAH—MEELRRA DefaultSecurityMonitoringRule 1
fDefaultSecurityMonitoringRule#M N , AW HEIRIE ALERT
#IAWSManagedDomainsAggregateThreatListfEEiH %I &K,

NMRECAEE , IHBEERENAERETIREE, ENIAEERMAELE. MRENINE
BEEXAREARNALEEABRMNESLERNES , WAER AMS EEREFNBTTRY
BB, EEARBREERE , BRITUTREZ—

- BRRENERFRNIEALE (CSDM) HER T (CA).
- BIERSFER.
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AMS Accelerate ERZ 7575 AWS BRSS BHITEIEINE,

Amazon Simple Storage Service 12t 7 ZRX KRMBIED , JRIPERPIRTFENSESHIE. RSSH
mMZERNRRFIABRFEFONEELZANBENR , AEETEXNRNNBEHTHE. RELR
ETENERFBRAEFRNE , ZHRMBEMNRMNBNRAOAIREEXG. BXEZER , HSH
Amazon S3 FHHFERF .

AWS Identity and Access Management 7 AMS A filiE®

AWS Identity and Access Management 2 —I1 Web RS , AI#HBIEZ £ iR HIXT AWS BRI H
A, AIBAFER IAM RIZFIHEES T HORIE ( AFER ) HREEN ( EEMHEENR ) REAR R,
£ AMS Accelerate ABRHAE] , BAREBNEERFFRIEEKS IAM EERAG,

£ AMS Accelerate 1 , BAREENNE AWS IkF REKERROIGRNRE , FluisREEFRS
R, HTRXBNEXRE. IEREEUUEEAFEGER. BRRSNBREMKEFHRIERS , U
IR AWS #ZHEI AT AWS APIs, A THBHEEBIGRIFRS R , AMS Accelerate TBE 7 M E LK
IAM £iRBCERY AWS Config MR |, HRRMEIKBEH, BEXEZER , i5Z AWS Config Managed
Rules,

£ AMS INEARFEH B 01T E BRI

AMS £/ IAM B , XE2—# IAM 514, IAM BE85RFRL, RAER—MEANRRBN S
7, ZERBRE T 2SO ANTEERT A AWS, ER , —PMNABREEZXENEIL , 5H
E-NMABH-XE K MEAUHEMEECHALL, IAM AF MEEAGKEMIRGHIEHE
ESHTEMR.

nAASHRNIEAKREHREE  ABARREREZEEERTEENEHRFTE, AMS ERAUT
IAM B,

(® Note
AMS 3R B & R 1F AMS R4ER 15 R ERY TR AR AMS Thee (S RBRSHL ) o HEX
LEAGURSNFHRMNEAXEEINED. NREFEERXAMS HHAR , TEWENT
LRI
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ams_ssm_automation_role
ams_ssm_automation_role

fFH%E (3£4K ) : AMS Secur ity

i B3
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ams-access-security-analyst

ams-access-security-analyst- R i$

FHA (KK ) : AWS RS

ams-access-admin

ams-opscenter-eventbridge-role

AMSOSConfigurationCustomerinstanceRole

mc-patch-glue-service- & &

L
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ams-backup-iam-role

ams-monitoring--AWSManaged ServicesL
ogGroupLimitLamb <8-digit hash>
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AWS Config N 144,
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o
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®HEAE , AT/ Amazon RDS B4 K %4
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esourceTagg-<8-digit hash>
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ams_os_configuration_event_rule_role-<AWS Amazon 1% fFE 4N E K- F & EventBrid

Region> ge B ERXERN AMS BERSE BRS
EventBus .

mc-patch-reporting-service B AMS ¥ T BIER S8 MR E £ R B RIZ.

@ Note

X & ams-access-managementB B ENR., XE=ZEMIT (CAs) £ AR ERIIK - F )
TREB A HER - man ag ement-role.yaml,

XEFRERFRASHIGERFAEENR : ams-access-read-only, . ams-access-

operations, :accelerate-roles ams-access-admin-operations. ams-access-admin y amlo

E T ##HX AWS Cloud Development Kit (AWS CDK) (AWS CDK) ¥riR%F ( BfEHE ) NEZELR
2 Uni q IDs ue,

AMS Accelerate THEERS ATUARBES X HRIIKS , ELEREHEEXE THENMIIEERS (4l
wm, *T. &4, KBEE ), ams-access-admin

AMS Accelerate BETI GRIEXRK , UBEEHRISEH R, AMS Accelerate XJ &Kk F #9158 218 %
£ CloudTrail & , BHE AT UBSTERFHTHEFE, EXATATREUMLEENEANEE , BTSHIE
ERIREY AMS Accelerate K P R RY E Ko

FHAREEERR

& AMS Accelerate X#HBA , SIMIZE TR, ZRMMA=RSFRIEE (CSDMs) , BENEE
TR RE K F F BENE RN AR SSE R B4, A8y 78 F RN EFAMSTH B RS AR |, 1ZIRS 58 ISR
FERE , Gl SEH, RSER., SETMBAMIHRA. BRINGRNERIRE , HESREMIZRAR
BiHENER ; BESHIBEREERN AMS Accelerate K F° 1 Y B 2,

E IAM FR

AMS Accelerate THRIRG2EHMELZNKFAFRINERARS (ELE 24 /MF—R ) , ARIERIINAE
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RNTRIPEHKS , AMS Accelerate B—1 “& 4%, AT%#ZE LR IAM BN FENRESR

HE R , HRHEBR, 22LELTEHEFZams-access-read-only & & H Xt & H ik - &
CloudFormation #1 IAM APl i, £#4#21F{4 AMS Accelerate 7B B BEIRE , LBREMNBEL
RBUEHR , H H. up-to-date WSEFSEMKF H A2 CloudTrail B,

WMAPFTR , £4 %8 AWS Security Token Service (AWS STS) £i&& # N ams-access-roles-auditor-
{uuid4 ()} , HBEL#HITLULT APIERA : CloudTrail
« =R API W : describe_stacks()
- IAM API AR :
« get_role()
« list_attached_role_policies()
 list_role_policies()
« get_policy()
* get_policy_version()

« get_role_policy()

AMS H Y &4 =400 57

Z42 AWS Managed Services (AMS) WEHF ZE, AMS FEZEWIK - A IR R FRAMZERGHH#TE
B, AWSE—IREHAEEN : AWSEEZNZE , RARSPHNEE, AMS BEFEAREE
MEFHUREZLEE , REPEHBEFENE> , ABBBHEREN AWS EfgERE, XEHEERHEE
NEAWS ZHETHNARFRIZSE R, AVMS BEIZLSEHRNEEEE , MEHEW , RS
RIE R E SR EBUH T8 FI MK

HHARBEELNER (HINEEHRIINBRENZ ) i, BFBEMHLENHARTEE, EXINM
IAX—R, BFETHE AMS REFR2BHRMNERES. LEMM T RERERBRE 6B
HEE. HENRSEHARNER, EENEE THRETUERAMESEMEE , $NELNZ2EE (5
AP R PR AR ) SIEAX TR, HEECER B3 UKRESEAEE M — BRI
o WA, BRETHRENSANBEEER , RNl EHER2BHRAITRIERXEEREX,

ZEEHPNIREREZSR , BREGNEERSE , EAUELRRE , HATSHBABERNETRER
RN AR R~ RSEXERE, EXIEEP , BNEERHE AMS ATEAWANT
&, AMS THERERF (RACI), WA ZEEH T ER, NMERESHHES AMS ## , BUR AMS
15 FI Y — L SR 10 0 REIRAE F 1R
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AMS Z2EH R TERE
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https://docs.aws.amazon.com/config/latest/developerguide/guardduty-enabled-centralized.html
https://docs.aws.amazon.com/config/latest/developerguide/guardduty-enabled-centralized.html
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https://docs.aws.amazon.com/config/latest/developerguide/eks-endpoint-no-public-access.html
https://docs.aws.amazon.com/config/latest/developerguide/eks-endpoint-no-public-access.html
https://docs.aws.amazon.com/config/latest/developerguide/vpc-default-security-group-closed.html
https://docs.aws.amazon.com/config/latest/developerguide/vpc-default-security-group-closed.html
https://docs.aws.amazon.com/config/latest/developerguide/vpc-default-security-group-closed.html
https://docs.aws.amazon.com/config/latest/developerguide/vpc-default-security-group-closed.html
https://docs.aws.amazon.com/config/latest/developerguide/iam-password-policy.html
https://docs.aws.amazon.com/config/latest/developerguide/iam-password-policy.html
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https://docs.aws.amazon.com/config/latest/developerguide/iam-root-access-key-check.html
https://docs.aws.amazon.com/config/latest/developerguide/iam-root-access-key-check.html
https://docs.aws.amazon.com/config/latest/developerguide/iam-root-access-key-check.html
https://docs.aws.amazon.com/config/latest/developerguide/iam-user-mfa-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/iam-user-mfa-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/iam-user-mfa-enabled.html
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(A) 164.308 (a) (4) (i) (B)
164.308 (a) (4) (i) (C)
164.312 (a) (1) ,164.312
(a) (1) ,164.312 (e) (1) ;
PCI : 1.2,1.32.2,1.2.1,1
3.1,1.3.2,2.2.2 ;
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https://docs.aws.amazon.com/config/latest/developerguide/restricted-ssh.html
https://docs.aws.amazon.com/config/latest/developerguide/restricted-ssh.html
https://docs.aws.amazon.com/config/latest/developerguide/restricted-common-ports.html
https://docs.aws.amazon.com/config/latest/developerguide/restricted-common-ports.html
https://docs.aws.amazon.com/config/latest/developerguide/restricted-common-ports.html
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1.3.1,1.3.1,1.3.1,1.3.1,1.3
2,1.3.2,1.3.4,1.3.4,1.3.6,
222
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https://docs.aws.amazon.com/config/latest/developerguide/s3-account-level-public-access-blocks.html
https://docs.aws.amazon.com/config/latest/developerguide/s3-account-level-public-access-blocks.html
https://docs.aws.amazon.com/config/latest/developerguide/s3-account-level-public-access-blocks.html
https://docs.aws.amazon.com/config/latest/developerguide/s3-account-level-public-access-blocks.html
https://docs.aws.amazon.com/config/latest/developerguide/s3-bucket-public-read-prohibited.html
https://docs.aws.amazon.com/config/latest/developerguide/s3-bucket-public-read-prohibited.html
https://docs.aws.amazon.com/config/latest/developerguide/s3-bucket-public-read-prohibited.html
https://docs.aws.amazon.com/config/latest/developerguide/s3-bucket-public-read-prohibited.html
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C@@ 1S : CIS.13, Cl
S.14 ; NIST-CSF :
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https://docs.aws.amazon.com/config/latest/developerguide/s3-bucket-public-write-prohibited.html
https://docs.aws.amazon.com/config/latest/developerguide/s3-bucket-public-write-prohibited.html
https://docs.aws.amazon.com/config/latest/developerguide/s3-bucket-public-write-prohibited.html
https://docs.aws.amazon.com/config/latest/developerguide/s3-bucket-public-write-prohibited.html
https://docs.aws.amazon.com/config/latest/developerguide/s3-bucket-server-side-encryption-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/s3-bucket-server-side-encryption-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/s3-bucket-server-side-encryption-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/s3-bucket-server-side-encryption-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/s3-bucket-server-side-encryption-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/securityhub-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/securityhub-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/securityhub-enabled.html
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https://docs.aws.amazon.com/config/latest/developerguide/ec2-instance-managed-by-systems-manager.html
https://docs.aws.amazon.com/config/latest/developerguide/ec2-instance-managed-by-systems-manager.html
https://docs.aws.amazon.com/config/latest/developerguide/ec2-instance-managed-by-systems-manager.html
https://docs.aws.amazon.com/config/latest/developerguide/ec2-instance-managed-by-systems-manager.html
https://docs.aws.amazon.com/config/latest/developerguide/ec2-instance-managed-by-systems-manager.html
https://docs.aws.amazon.com/config/latest/developerguide/cloudtrail-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/cloudtrail-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/cloudtrail-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/access-keys-rotated.html
https://docs.aws.amazon.com/config/latest/developerguide/access-keys-rotated.html
https://docs.aws.amazon.com/config/latest/developerguide/access-keys-rotated.html
https://docs.aws.amazon.com/config/latest/developerguide/acm-certificate-expiration-check.html
https://docs.aws.amazon.com/config/latest/developerguide/acm-certificate-expiration-check.html
https://docs.aws.amazon.com/config/latest/developerguide/acm-certificate-expiration-check.html
https://docs.aws.amazon.com/config/latest/developerguide/acm-certificate-expiration-check.html
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https://docs.aws.amazon.com/config/latest/developerguide/alb-http-to-https-redirection-check.html
https://docs.aws.amazon.com/config/latest/developerguide/alb-http-to-https-redirection-check.html
https://docs.aws.amazon.com/config/latest/developerguide/alb-http-to-https-redirection-check.html
https://docs.aws.amazon.com/config/latest/developerguide/alb-http-to-https-redirection-check.html
https://docs.aws.amazon.com/config/latest/developerguide/api-gw-cache-enabled-and-encrypted.html
https://docs.aws.amazon.com/config/latest/developerguide/api-gw-cache-enabled-and-encrypted.html
https://docs.aws.amazon.com/config/latest/developerguide/api-gw-cache-enabled-and-encrypted.html
https://docs.aws.amazon.com/config/latest/developerguide/api-gw-cache-enabled-and-encrypted.html
https://docs.aws.amazon.com/config/latest/developerguide/api-gw-execution-logging-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/api-gw-execution-logging-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/api-gw-execution-logging-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/api-gw-execution-logging-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/autoscaling-group-elb-healthcheck-required.html
https://docs.aws.amazon.com/config/latest/developerguide/autoscaling-group-elb-healthcheck-required.html
https://docs.aws.amazon.com/config/latest/developerguide/autoscaling-group-elb-healthcheck-required.html
https://docs.aws.amazon.com/config/latest/developerguide/autoscaling-group-elb-healthcheck-required.html
https://docs.aws.amazon.com/config/latest/developerguide/autoscaling-group-elb-healthcheck-required.html
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https://docs.aws.amazon.com/config/latest/developerguide/cloud-trail-encryption-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/cloud-trail-encryption-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/cloud-trail-encryption-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/cloud-trail-encryption-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/cloud-trail-log-file-validation-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/cloud-trail-log-file-validation-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/cloud-trail-log-file-validation-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/cloud-trail-log-file-validation-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/cloudtrail-s3-dataevents-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/cloudtrail-s3-dataevents-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/cloudtrail-s3-dataevents-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/cloudtrail-s3-dataevents-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/cloudwatch-alarm-action-check.html
https://docs.aws.amazon.com/config/latest/developerguide/cloudwatch-alarm-action-check.html
https://docs.aws.amazon.com/config/latest/developerguide/cloudwatch-alarm-action-check.html
https://docs.aws.amazon.com/config/latest/developerguide/cloudwatch-alarm-action-check.html
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(A) ,164.308 (a) (7) (i)

(B) ; PCI : FEH;
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https://docs.aws.amazon.com/config/latest/developerguide/cloudwatch-log-group-encrypted.html
https://docs.aws.amazon.com/config/latest/developerguide/cloudwatch-log-group-encrypted.html
https://docs.aws.amazon.com/config/latest/developerguide/cloudwatch-log-group-encrypted.html
https://docs.aws.amazon.com/config/latest/developerguide/cloudwatch-log-group-encrypted.html
https://docs.aws.amazon.com/config/latest/developerguide/codebuild-project-envvar-awscred-check.html
https://docs.aws.amazon.com/config/latest/developerguide/codebuild-project-envvar-awscred-check.html
https://docs.aws.amazon.com/config/latest/developerguide/codebuild-project-envvar-awscred-check.html
https://docs.aws.amazon.com/config/latest/developerguide/codebuild-project-envvar-awscred-check.html
https://docs.aws.amazon.com/config/latest/developerguide/codebuild-project-envvar-awscred-check.html
https://docs.aws.amazon.com/config/latest/developerguide/codebuild-project-source-repo-url-check.html
https://docs.aws.amazon.com/config/latest/developerguide/codebuild-project-source-repo-url-check.html
https://docs.aws.amazon.com/config/latest/developerguide/codebuild-project-source-repo-url-check.html
https://docs.aws.amazon.com/config/latest/developerguide/codebuild-project-source-repo-url-check.html
https://docs.aws.amazon.com/config/latest/developerguide/db-instance-backup-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/db-instance-backup-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/db-instance-backup-enabled.html
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https://docs.aws.amazon.com/config/latest/developerguide/dms-replication-not-public.html
https://docs.aws.amazon.com/config/latest/developerguide/dms-replication-not-public.html
https://docs.aws.amazon.com/config/latest/developerguide/dms-replication-not-public.html
https://docs.aws.amazon.com/config/latest/developerguide/dynamodb-autoscaling-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/dynamodb-autoscaling-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/dynamodb-autoscaling-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/dynamodb-autoscaling-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/dynamodb-pitr-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/dynamodb-pitr-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/dynamodb-pitr-enabled.html
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https://docs.aws.amazon.com/config/latest/developerguide/dynamodb-throughput-limit-check.html
https://docs.aws.amazon.com/config/latest/developerguide/dynamodb-throughput-limit-check.html
https://docs.aws.amazon.com/config/latest/developerguide/dynamodb-throughput-limit-check.html
https://docs.aws.amazon.com/config/latest/developerguide/dynamodb-throughput-limit-check.html
https://docs.aws.amazon.com/config/latest/developerguide/ebs-optimized-instance.html
https://docs.aws.amazon.com/config/latest/developerguide/ebs-optimized-instance.html
https://docs.aws.amazon.com/config/latest/developerguide/ebs-snapshot-public-restorable-check.html
https://docs.aws.amazon.com/config/latest/developerguide/ebs-snapshot-public-restorable-check.html
https://docs.aws.amazon.com/config/latest/developerguide/ebs-snapshot-public-restorable-check.html
https://docs.aws.amazon.com/config/latest/developerguide/ebs-snapshot-public-restorable-check.html
https://docs.aws.amazon.com/config/latest/developerguide/ec2-instance-detailed-monitoring-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/ec2-instance-detailed-monitoring-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/ec2-instance-detailed-monitoring-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/ec2-instance-detailed-monitoring-enabled.html
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S.14. CIS.9 ; NIST-
CSF : PRAC-3, P
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https://docs.aws.amazon.com/config/latest/developerguide/ec2-instance-no-public-ip.html
https://docs.aws.amazon.com/config/latest/developerguide/ec2-instance-no-public-ip.html
https://docs.aws.amazon.com/config/latest/developerguide/ec2-instance-no-public-ip.html
https://docs.aws.amazon.com/config/latest/developerguide/ec2-managedinstance-association-compliance-status-check.html
https://docs.aws.amazon.com/config/latest/developerguide/ec2-managedinstance-association-compliance-status-check.html
https://docs.aws.amazon.com/config/latest/developerguide/ec2-managedinstance-association-compliance-status-check.html
https://docs.aws.amazon.com/config/latest/developerguide/ec2-managedinstance-association-compliance-status-check.html
https://docs.aws.amazon.com/config/latest/developerguide/ec2-managedinstance-association-compliance-status-check.html
https://docs.aws.amazon.com/config/latest/developerguide/ec2-managedinstance-association-compliance-status-check.html
https://docs.aws.amazon.com/config/latest/developerguide/ec2-managedinstance-association-compliance-status-check.html
https://docs.aws.amazon.com/config/latest/developerguide/ec2-managedinstance-patch-compliance-status-check.html
https://docs.aws.amazon.com/config/latest/developerguide/ec2-managedinstance-patch-compliance-status-check.html
https://docs.aws.amazon.com/config/latest/developerguide/ec2-managedinstance-patch-compliance-status-check.html
https://docs.aws.amazon.com/config/latest/developerguide/ec2-managedinstance-patch-compliance-status-check.html
https://docs.aws.amazon.com/config/latest/developerguide/ec2-managedinstance-patch-compliance-status-check.html
https://docs.aws.amazon.com/config/latest/developerguide/ec2-managedinstance-patch-compliance-status-check.html
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AMS Config #1 0 FE

WA October 3, 2025 235


https://docs.aws.amazon.com/config/latest/developerguide/ec2-stopped-instance.html
https://docs.aws.amazon.com/config/latest/developerguide/ec2-stopped-instance.html
https://docs.aws.amazon.com/config/latest/developerguide/ec2-stopped-instance.html
https://docs.aws.amazon.com/config/latest/developerguide/ec2-volume-inuse-check.html
https://docs.aws.amazon.com/config/latest/developerguide/ec2-volume-inuse-check.html
https://docs.aws.amazon.com/config/latest/developerguide/ec2-volume-inuse-check.html
https://docs.aws.amazon.com/config/latest/developerguide/efs-encrypted-check.html
https://docs.aws.amazon.com/config/latest/developerguide/efs-encrypted-check.html
https://docs.aws.amazon.com/config/latest/developerguide/eip-attached.html
https://docs.aws.amazon.com/config/latest/developerguide/eip-attached.html
https://docs.aws.amazon.com/config/latest/developerguide/elasticache-redis-cluster-automatic-backup-check.html
https://docs.aws.amazon.com/config/latest/developerguide/elasticache-redis-cluster-automatic-backup-check.html
https://docs.aws.amazon.com/config/latest/developerguide/elasticache-redis-cluster-automatic-backup-check.html
https://docs.aws.amazon.com/config/latest/developerguide/elasticache-redis-cluster-automatic-backup-check.html
https://docs.aws.amazon.com/config/latest/developerguide/elasticache-redis-cluster-automatic-backup-check.html
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https://docs.aws.amazon.com/config/latest/developerguide/opensearch-encrypted-at-rest.html
https://docs.aws.amazon.com/config/latest/developerguide/opensearch-encrypted-at-rest.html
https://docs.aws.amazon.com/config/latest/developerguide/opensearch-encrypted-at-rest.html
https://docs.aws.amazon.com/config/latest/developerguide/opensearch-encrypted-at-rest.html
https://docs.aws.amazon.com/config/latest/developerguide/opensearch-in-vpc-only.html
https://docs.aws.amazon.com/config/latest/developerguide/opensearch-in-vpc-only.html
https://docs.aws.amazon.com/config/latest/developerguide/opensearch-in-vpc-only.html
https://docs.aws.amazon.com/config/latest/developerguide/elb-acm-certificate-required.html
https://docs.aws.amazon.com/config/latest/developerguide/elb-acm-certificate-required.html
https://docs.aws.amazon.com/config/latest/developerguide/elb-acm-certificate-required.html
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https://docs.aws.amazon.com/config/latest/developerguide/elb-deletion-protection-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/elb-deletion-protection-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/elb-deletion-protection-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/elb-logging-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/elb-logging-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/elb-logging-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/emr-kerberos-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/emr-kerberos-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/emr-kerberos-enabled.html
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https://docs.aws.amazon.com/config/latest/developerguide/emr-master-no-public-ip.html
https://docs.aws.amazon.com/config/latest/developerguide/emr-master-no-public-ip.html
https://docs.aws.amazon.com/config/latest/developerguide/emr-master-no-public-ip.html
https://docs.aws.amazon.com/config/latest/developerguide/encrypted-volumes.html
https://docs.aws.amazon.com/config/latest/developerguide/encrypted-volumes.html
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1,11.451.2 ;
ams-nist-iam-  |AM Config EX & CIS : NA ; NIS T-
group-has- CSF : PR.AC4 , P
users-check R.AC-1 ; HIPAA : 164.308

(a) (3) (i) 164.308 (a) (3)
(i) (A) ,164.308 (a) (3) (ii)
(a) (3) (ii) 164.308 (a) (ii)
164.308 (a) (i) 164.308
(a) (a) (4)) (ii) (A) 164.308
(a) (4) (ii) (B) 164.308 (a)
(4) (ii) (C) 164.312 (a)
(a)(1) : PCl : 7.1.2,7.1.
3,7.2.37.21,7.2.2 ;

ams-nist-cis- IAM Config Bk & C@@ IS : CIS.16 ; NIST-
iam-E1E R 15 CSF : PRAC-6, P

[&] policy-no- R.AC-7 ; HIPAA : 164.308
statements-wi (a) (4) (i) (B) 164.308 (a)
thi IR (5) (ii) (D) ,164.312 (d) :

PCl : 8.2.3,8.2.4,8.2.5 ;
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https://docs.aws.amazon.com/config/latest/developerguide/guardduty-non-archived-findings.html
https://docs.aws.amazon.com/config/latest/developerguide/guardduty-non-archived-findings.html
https://docs.aws.amazon.com/config/latest/developerguide/guardduty-non-archived-findings.html
https://docs.aws.amazon.com/config/latest/developerguide/guardduty-non-archived-findings.html
https://docs.aws.amazon.com/config/latest/developerguide/iam-group-has-users-check.html
https://docs.aws.amazon.com/config/latest/developerguide/iam-group-has-users-check.html
https://docs.aws.amazon.com/config/latest/developerguide/iam-group-has-users-check.html
https://docs.aws.amazon.com/config/latest/developerguide/iam-policy-no-statements-with-admin-access.html
https://docs.aws.amazon.com/config/latest/developerguide/iam-policy-no-statements-with-admin-access.html
https://docs.aws.amazon.com/config/latest/developerguide/iam-policy-no-statements-with-admin-access.html
https://docs.aws.amazon.com/config/latest/developerguide/iam-policy-no-statements-with-admin-access.html
https://docs.aws.amazon.com/config/latest/developerguide/iam-policy-no-statements-with-admin-access.html

AMS HniE A = 1ER AMS INEEESFER

yIIE=E AR Ss fit & 2% BR1E HEZR

ams-nist- IAM Config B hE C@@ IS : CIS.16, ClI
cis-iam-u S.4 ; NIST-CSF : PR.AC-
ser-group- 1. PR.AC-4, PR.PT-3;
membership- HIPAA : 164.308 (a) (3)
check (i) ,164.308 (a) (ii) (A)

164.308 (ii) (A) 164.308
(@) (4) (a) (a) (4) (a) (4)
(@) (4) (a) (4) (a) (4) (a)
(4) ii) (C) ,164.312 (a)
(1) ,164.312 (a) (2) (i)
PCl :22,7.1.2,7.21,7.2

1,8.1.1;
ams-nist-cis- IAM Config EX & C@@ IS : CIS.16 ; NIST-
iam-user-no- CSF : PR.AC-1, P
policies-check R.AC-7 ; HIPAA : 164.308

(a) (4) (ii) (B) ,164.312

(d) ; PCl : 8.3 ;
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https://docs.aws.amazon.com/config/latest/developerguide/iam-user-group-membership-check.html
https://docs.aws.amazon.com/config/latest/developerguide/iam-user-group-membership-check.html
https://docs.aws.amazon.com/config/latest/developerguide/iam-user-group-membership-check.html
https://docs.aws.amazon.com/config/latest/developerguide/iam-user-group-membership-check.html
https://docs.aws.amazon.com/config/latest/developerguide/iam-user-group-membership-check.html
https://docs.aws.amazon.com/config/latest/developerguide/iam-user-no-policies-check.html
https://docs.aws.amazon.com/config/latest/developerguide/iam-user-no-policies-check.html
https://docs.aws.amazon.com/config/latest/developerguide/iam-user-no-policies-check.html

AMS HniE A = 1ER AMS INEEESFER

yIIE=E AR Ss fit & 2% BR1E HEZR

ams-nist- IAM EH & C@@ IS : CIS.16 ; NIST-
cis-iam-u CSF : PR.AC-
ser-unused- 1. PR.AC-4, PR.PT-3;
credentials- HIPAA : 164.308 (a)
check (3) (i) 164.308 (a) (3)

(i) (A) 164.308 (a) (3)

(i) 164.308 (a) (3) (ii)
164.308 (a) (3) (i) 164.308
(a) (3) (i) 164.308 (a) (3)
(i) ,164.308 (a) (i) ,164.308
(a) (i) ,164.308 (a) (i)
164.308 (a) (i) ,164.308
(a) 4.308 (a) (4) (i) (A)

164.308 (a) (4) (ii) (B)
164.308 (a) (4) (ii) (C)
164.312 (a) (a) (1) ; PCI :
22,71.2,7.1.3,7.2.3,7.21,
722 ;
ams-nist-cis- EC2 Config EX & C@@ IS : CIS.11, CI
ec2-instances- S.12, CIS.9 ; NIST-
in-vpc CSF : DE.AE-

1. PRAC-3, PR.AC-5,
PR.PT-4 ; HIPAA : 164
308 (a) (3) (i) 164.308
(@) (3) (ii) ,164.308 (a)

(i) ,164.308 (a) (i) 164.308
(a) (i) 164.308 (a) (4) (ii)
(A) 164.308 (a) (4) (ii) (B)
164.308 (a) (4) (i) (C)
164.312 (a) (1) ,164.312
(@) (1) ,164.312 (e) (1) ;
PCI : 1.2,1.32.2,1.2.1,1
3.1,1.3.2,2.2.2 ;
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https://docs.aws.amazon.com/config/latest/developerguide/iam-user-unused-credentials-check.html
https://docs.aws.amazon.com/config/latest/developerguide/iam-user-unused-credentials-check.html
https://docs.aws.amazon.com/config/latest/developerguide/iam-user-unused-credentials-check.html
https://docs.aws.amazon.com/config/latest/developerguide/iam-user-unused-credentials-check.html
https://docs.aws.amazon.com/config/latest/developerguide/iam-user-unused-credentials-check.html
https://docs.aws.amazon.com/config/latest/developerguide/ec2-instances-in-vpc.html
https://docs.aws.amazon.com/config/latest/developerguide/ec2-instances-in-vpc.html
https://docs.aws.amazon.com/config/latest/developerguide/ec2-instances-in-vpc.html

AMS fniE A s

AMS IEEESMEF

LI A 5

ams-nist-cis-
internet-gatew
ay-authorized-

vpc-only

ams-nist-cis-
kms-cmk-not-

scheduled-for-

il R

ams-nist-
lambda-co
ncurrency-#

| It

ams-nist-
lambda-dlg-#
&

ams-nist-
cis-lambd
a-function-
public-access-

prohibited

e
BERM MR

KMS

Lambda

Lambda

Lambda

AR % Ae

EH

Config EX

Config B

Config EX

BRI

HER

CIS : CIS.9, CIS

.12 ; NIST-CSF :

NA ; HIP AA : NA ; PCI :
NA ; PCl : NA ; NA ;

CIS : CIS.13, CI

S.14 ; NIST-CSF :
PR.DS-1 ; HIPAA : NA ;
PCl : 3.5,3.6 ;

CIS: A&H ; NIST-
CSF : NA : HIPAA : 164
312 (b) ; PCl : NA ;

CIS : AE&H ; NIST-
CSF : NA : HIPAA : 164
312 (b) ; PCl : NA ;

C@@ S : CIS.12. Cl
S.9 ; NIST-CSF :
PR.AC-3. P

RAC-4, PRAC-5

. PR.DS-5, PRPT-3, P
R.PT-4 ; HIPAA : 164
308 (a) (3) (i) 164.308
(a) (i) 164.308 (a) (4) (a)
(4) ii) (C) 164.312 (a)

(1) ,164.312 () (1) ;

PCI : 1.2,1.3,1.2.1,1.3.
1,1.3.1,1.3.1,1.3.2,1.3.2,1
3.2,1.3.2,1.3.2,1.3.2,1.3.
2,1.3.2,1.3.2,1.3.2,1.3.2,1
3.2,1.3.2,1.3.
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https://docs.aws.amazon.com/config/latest/developerguide/internet-gateway-authorized-vpc-only.html
https://docs.aws.amazon.com/config/latest/developerguide/internet-gateway-authorized-vpc-only.html
https://docs.aws.amazon.com/config/latest/developerguide/internet-gateway-authorized-vpc-only.html
https://docs.aws.amazon.com/config/latest/developerguide/internet-gateway-authorized-vpc-only.html
https://docs.aws.amazon.com/config/latest/developerguide/kms-cmk-not-scheduled-for-deletion.html
https://docs.aws.amazon.com/config/latest/developerguide/kms-cmk-not-scheduled-for-deletion.html
https://docs.aws.amazon.com/config/latest/developerguide/kms-cmk-not-scheduled-for-deletion.html
https://docs.aws.amazon.com/config/latest/developerguide/kms-cmk-not-scheduled-for-deletion.html
https://docs.aws.amazon.com/config/latest/developerguide/lambda-concurrency-check.html
https://docs.aws.amazon.com/config/latest/developerguide/lambda-concurrency-check.html
https://docs.aws.amazon.com/config/latest/developerguide/lambda-concurrency-check.html
https://docs.aws.amazon.com/config/latest/developerguide/lambda-concurrency-check.html
https://docs.aws.amazon.com/config/latest/developerguide/lambda-dlq-check.html
https://docs.aws.amazon.com/config/latest/developerguide/lambda-dlq-check.html
https://docs.aws.amazon.com/config/latest/developerguide/lambda-dlq-check.html
https://docs.aws.amazon.com/config/latest/developerguide/lambda-function-public-access-prohibited.html
https://docs.aws.amazon.com/config/latest/developerguide/lambda-function-public-access-prohibited.html
https://docs.aws.amazon.com/config/latest/developerguide/lambda-function-public-access-prohibited.html
https://docs.aws.amazon.com/config/latest/developerguide/lambda-function-public-access-prohibited.html
https://docs.aws.amazon.com/config/latest/developerguide/lambda-function-public-access-prohibited.html

AMS fniE A s

AMS IEEESMEF

RS 7 RS
ams-nist-cis- Lambda

lambda-inside-
vpc

ams-nist-cis- IAM
mfa-enabled-
for-iam-con

sole-1f 7]

ams-nist-cis- CloudTrail

multi-region-
cloudtrail-
enabled

AR % Ae

Config EX

EH

BRI

[=]

H

[=]

HER

C@@ S : CIS.12. Cl
S.9 ;: NIST-CSF :
PR.AC-3, PR.AC-

4, PRAC-5, PR.PT-3,
PR.PT-4 ; HIPAA : 164
308 (a) (3) (i) 164.308
(a) (4) (ii) (A) ,164.308
(a) (4) (ii) (C) 64.312 (a)
(1) ,164.312 (e) (1) ;

PCI : 1.2,1.3,1.2.1,1.3.
1,1.3.1,1.3.2,1.3.2,1.3.2,1
3.2,1.3.2,1.3.4,2.2,1.3.2,
134,222 ;

CIS : CIS.16 ; NIST-
CSF : PR.AC-7 ; HIPA
A :164.312 (d) ; PCl: 2
2,8.3;

C@@ IS : CIS.6 ; NIST-
CSF : DE.AE-1, D
E.AE-3. PR.DS-5, PR.
MA-2, PR.PT-1 ; HIPAA
: 164.308 (a) (3) (ii)

(A) ,164.312 (b) ; PCI : 2
.2,10.2.1,10.2.1,10.2.2,10.
2.3,10.2.4,10.2.6,10.2.6,10
.2.6,10.2.6,10.2.6,10.2.6,1
0.2.6,10.2.6,10.2.6,10.2.6,
10.2.6,10.2.6,10.2.6,10.2.6
,10.2.6,2.7,10.3.1,10.3.2,1
0.3.3,10.3.3,10.3.4,10.3.5,
10.3.6 ;
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https://docs.aws.amazon.com/config/latest/developerguide/lambda-inside-vpc.html
https://docs.aws.amazon.com/config/latest/developerguide/lambda-inside-vpc.html
https://docs.aws.amazon.com/config/latest/developerguide/lambda-inside-vpc.html
https://docs.aws.amazon.com/config/latest/developerguide/mfa-enabled-for-iam-console-access.html
https://docs.aws.amazon.com/config/latest/developerguide/mfa-enabled-for-iam-console-access.html
https://docs.aws.amazon.com/config/latest/developerguide/mfa-enabled-for-iam-console-access.html
https://docs.aws.amazon.com/config/latest/developerguide/mfa-enabled-for-iam-console-access.html
https://docs.aws.amazon.com/config/latest/developerguide/multi-region-cloudtrail-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/multi-region-cloudtrail-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/multi-region-cloudtrail-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/multi-region-cloudtrail-enabled.html

AMS HniE A = 1ER AMS INEEESFER

yIIE=E AR Ss fit & 2% BR1E HELR

ams-nist-rds- RDS Config EX & CIS : NA ; NIS T-
enhanced-/3 CSF : PR.PT-1 ; HIPAA :
AlisE 164.312 (b) ; PCl : NA ;
ams-nist-cis- RDS Config X wE C@@ IS : CIS.12, ClI
rds-instance-p S.14, CIS.9 ; NIST-
ublic-access- CSF : PR.AC-3. P
check R.AC-4, PR.AC-5

. PR.DS-5. PR.PT-3, P
R.PT-4 ; HIPAA : 164
.308 (a) (a) 164.308 (a)
164.308 (a) 164.308 (a)
(4) (ii) (C) 164.312 (a)

(1) ,164.312 (e) (1) ;

PCI : 1.2,1.3,1.2.1,1.3.
1,1.3.1,1.3.1,1.3.2,1.3.2,1
3.2,1.3.4,1.3.4,1.3.6,2.2.

Z
ams-nist-rds-  RDS Config X & CIS : RE&H ; NIS
multi-az-suppo T-CSF : ID.BE-5, P
rt R.DS-4, PR.PT-5. RC.

RP-1 ; HIPAA : 164.308
(@) (7) (i) ,164.308 (a) (7)
(7) (ii) (C) ; PCI : NA ;
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https://docs.aws.amazon.com/config/latest/developerguide/rds-enhanced-monitoring-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/rds-enhanced-monitoring-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/rds-enhanced-monitoring-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/rds-instance-public-access-check.html
https://docs.aws.amazon.com/config/latest/developerguide/rds-instance-public-access-check.html
https://docs.aws.amazon.com/config/latest/developerguide/rds-instance-public-access-check.html
https://docs.aws.amazon.com/config/latest/developerguide/rds-instance-public-access-check.html
https://docs.aws.amazon.com/config/latest/developerguide/rds-multi-az-support.html
https://docs.aws.amazon.com/config/latest/developerguide/rds-multi-az-support.html
https://docs.aws.amazon.com/config/latest/developerguide/rds-multi-az-support.html

AMS HniE A = 1ER AMS INEEESFER

HI| & R AR S5 fih % 2% 1BR1E ELR

ams-nist-cis- RDS Config EX & C@@ IS : CIS.12, CI
rds-snapshots- S.14, CIS.9 ; NIST-
public-pr CSF : PR.AC-3, P
ohibited R.AC- 4, PR.AC-5

. PR.DS-5. PR.PT-3, P
R.PT-4 ; HIPAA : 164
308 (a) (a) 164.308 (a)
164.308 (a) 164.308 (a)
(4) (ii) (C) 164.312 (a)

(1) ,164.312 (e) (1) ;

PCI : 1.2,1.3,1.2.1,1.3.
1,1.3.1,1.3.1,1.3.2,1.3.2,1
3.2,1.3.4,1.3.4,1.3.6,2.2.

2;
ams-nist-cis- RDS Config EX & C@@ IS : CIS.13, CI
rds-1F & Nz S.5, CIS.6 ; NIST-CSF :
DE.AE-1, DE.AE-3, PR
.DS-1, PR.PT-1;

HIPAA : 164.312 (a) (2)
(iv) ,164.312 (b) ,164.312
(e) (2) (ii) ; PCI : 3.4,10.1,
10.2.1,10.2.2.1 (ii) ; PCI :
3.4,10.1,10.2.1,10.2.21
2,10.2.3,10.2.4,10.2.5,10.3
.1,10.3.1,10.3.2,10.3.3,10.
3.4,10.3.5,10.3.5,10.3.6,8.
21 ;
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https://docs.aws.amazon.com/config/latest/developerguide/rds-snapshots-public-prohibited.html
https://docs.aws.amazon.com/config/latest/developerguide/rds-snapshots-public-prohibited.html
https://docs.aws.amazon.com/config/latest/developerguide/rds-snapshots-public-prohibited.html
https://docs.aws.amazon.com/config/latest/developerguide/rds-snapshots-public-prohibited.html
https://docs.aws.amazon.com/config/latest/developerguide/rds-storage-encrypted.html
https://docs.aws.amazon.com/config/latest/developerguide/rds-storage-encrypted.html

AMS HniE A = 1ER AMS INEEESFER

=R RS fit & 25 BE LR

ams-nist- RedShift Config B wE C@@IS : CIS.6, CIS
cis-redshift- .13, CIS.5 ; NIST-CSF :
cluster-config DE.AE-1, DE.AE-3, PR
uration-check .DS-1. PR.PT-1;

HIPAA : 164.312 (a) (2)
(iv) ,164.312 (b) ,164.312
(e) (2) (i) ; PCI : 3.4,8.2.1
10.1.10.2.2.1 1,10.2.2,
10.2.3,10.2.4,10.2.5,10.3.1
,10.3.1,10.3.2,10.3.3,10.3.
4,10.3.5,10.3.5,10.3.6 ;

ams-nist-cis- RedShift Config X & C@@ IS : CIS.12, ClI
redshift-clust S.14, CIS.9 ; NIST-
er-public- CSF : PR.AC-3. P
access-check R.AC-4, PR.AC-5

. PR.DS-5. PR.PT-3, P
R.PT-4 ; HIPAA : 164
.308 (a) (a) 164.308 (a)
164.308 (a) 164.308 (a)
(4) (ii) (C) 164.312 (a)

(1) ,164.312 (e) (1) ;

PCI : 1.2,1.3,1.2.1,1.3.
1,1.3.1,1.3.1,1.3.2,1.3.2,1
3.2,1.3.4,1.3.4,1.3.6,2.2.

2;
ams-nist-cis- RedShift E Hf = JhER{K : CIS.13, CI
redshift-requi S.14 ; NIST-CSF :
re-tls-ssl PR.DS-2 ; H

IPAA : 164.312 (a) (2) (iv)
164.312 (e) (1) ,164.312
() (2) (i) ,164.312 (e) (2)
(i) ,164.312 (e) (2) (i) ;
PCI : 2.34.1 ;
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https://docs.aws.amazon.com/config/latest/developerguide/redshift-cluster-configuration-check.html
https://docs.aws.amazon.com/config/latest/developerguide/redshift-cluster-configuration-check.html
https://docs.aws.amazon.com/config/latest/developerguide/redshift-cluster-configuration-check.html
https://docs.aws.amazon.com/config/latest/developerguide/redshift-cluster-configuration-check.html
https://docs.aws.amazon.com/config/latest/developerguide/redshift-cluster-public-access-check.html
https://docs.aws.amazon.com/config/latest/developerguide/redshift-cluster-public-access-check.html
https://docs.aws.amazon.com/config/latest/developerguide/redshift-cluster-public-access-check.html
https://docs.aws.amazon.com/config/latest/developerguide/redshift-cluster-public-access-check.html
https://docs.aws.amazon.com/config/latest/developerguide/redshift-require-tls-ssl.html
https://docs.aws.amazon.com/config/latest/developerguide/redshift-require-tls-ssl.html
https://docs.aws.amazon.com/config/latest/developerguide/redshift-require-tls-ssl.html

AMS fniE A s

AMS IEEESMEF

LI A 5

ams-nist-cis-
root-account-h

ardware-mfa-
enabled

ams-nist-cis-
root-account-
mfa-enabled

ams-nist-cis-
s3-bucket-
default-lock-
enabled

ams-nist-cis-
s3-bucket-logg

ing-enabled

e

IAM

IAM

S3

S3

Config EX

Config B

BRI

&

HER

CIS : CIS.16 , CI
S.4 ; NIST-CSF :
PR.AC-7 ; H

IPAA : 164.312 (d) ;
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« FARINZR S3 FHEMHMANBNER N BERMAE. XERTHRERE LE B HKEE &
RERY S3 FHER

BRTLURMEITEENERGRFIENF A, Hl0 , FTFEEMZZANAKIERK , BALAE AMS
IDs Rt F4H, BAUEREEZTFRNWMASE , BERE AMS FX#EFEBE X runbook K. BX
Config R&E Xt AMS M RUE1TFEMHER | S REAWS Config =5l S MRS o
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AMS HniE A = 1ER AMS INEEESFER

JN3E R HY 55 44 e R

WERIERSE , AMS BIRA AR B3 M Fah I ERR A RIRE S ERRS. MRIKKRM , AMS Fi5
HEMEERE , BENEAREE. ETNBEEEFREREXHFIRMIARERERE L,

AMS Accelerate A Y544 I B2 K1 A BRZ 1|

£ ABREAE , AMS Accelerate Z1IEESINNEBENFTENRRLUESH ; MR , BENZRFIAGEES
(CSDM) &R ZIRE—BIEFMBETEARANFERNRE K HEFE, BEFE AMS EEHHRN

&, 7£ Cent X#F er BHIAFRIERSER , HHAXLERNMER, UTRSERERREFE AMS
RENFHEETEAETRNBERRE, MR AMS ZEHMEE , RNSERSERFELREE , W

EFRFENER.

Hello,
Please remediate the following resources for the Config Rule "ENCRYPTED_VOLUMES".
Resource List:
"Vol-12345678"
"Vol-87654312"
Thank you

ABURTESTRE , AMS Accelerate 2 B3 AFRIEN “BEIEH NANNENTEARRIESH.

PR B HY 3R

AWS £EREMIRERE S AWS X TRAXHERN. AWS XE RHSIMMEIRIRENTAX ,
XETAXEIRLEERE, SEHENSETROMEERZ, GHTHX , BRI NRETERXEZ
HEF#THEEBMASTHMNNRARFNREE, SESNE -—RSHUEHOEMEBEWMAL , T
XERESHN AL, REENTT BX.

BX AWS X MATAXNESER , BSRAWS £ IRER BN,

BX AMS IEELEMEEENESE , BSHAMS RV ES M EE IR,

end-of-supporti@fE R G Z £ 12 Hl

FTHERERZHIEEH “end-of-support” 3 EOS BWEMZIFHN , HARKBZEEHWIRIERSEH
ZENE LM,

AWS 124t — RS SR EBBIAL BB ER S end-of-support, B3 Windows #{E & end-of-support , {52
1¥5&E A F Windows BRZ858Y End-of-SupportiT B2 F o
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® Note
BEXHEITTNESZELR , EIH A AWS Artifact IRE. BXEZELR |, 55T Amazon
Artifact P T &R E. Eifal AWS Artifact , R0 LUBX REH CSDM ZREVH AR g 1E AWS

Artifact A"l WIERREEEFAFERET AN ECESBRNREANE.

ChngR) PRYZREHEREK

AMS Accelerate iEfi—EM4E , eRET —NMNEANESHIER K SEFELEEFEARERBENL AWS
Config #M| LAK AWS Config MR GIELZ 2, BSERRAMCAERE, BXNMAIRKIFHEE
XE-FHHEIWEER , BFSHE AWS ConfigNIST CSF BERESSEM CIS 5l 20 BNEEHIERE,

ERFEREZEFE

AWS Managed Services EEERFEREAEMR AMS EZHKF PR REELEZEFNFTBERNER
HITREFE,

AMS ITEFKIRAIREE X KELZ2RE, BENRE  UBAKSFNEERAREME, 2 AMS KHER
ERNZER , RISEEXERE,

AMS HE AMS BEARPMETEFFIEZEFR, EfA A6 R fm & KRARIR AR FEKS 2RV EEER
BEZVLZLTERE. EUERESD , AMSLBEMEXNE , FHEHRNXRFLARTEEML
B, LFEEERE2MLSFER,

EFRZEXNKREERRE

AMS INEEFREXKRERE (CSRM) RER W TER RN A REATLEEENMEE. LIE
IRAREM#EREFRTRHEEXE , FRDERIINEHFREZETH,

MINBERT , SRA[PHEAER AMS M EHWEERFEHRITERN , AMS SFEERUBEZF
REBBHTHEARIRE , XURELRELERKTNLZERR. IRFESHFESNREXNEE , NENR
RNELARREZHIELTEFFE, ERTEAMERNEERERNAMSHIKFEERI=ETHE
i, MRFERAAVENFRZE , NFEEAMSA P TN FEMLLHE,

NTFERRFEIEESHRE , BZALLERERE CSRM REFETHFHN IHERE. EFEEKSH
CSRM & TIMAR#HE CSRM B A “XNREA” , EELEN RS INELESFCIE —IREXEKRES

B, MREERHEFER XERBH ET , WELKELEFMME , AMS BLKFEFAERNER, M
B, AMS 2B EH RN EEZENELBEAN , MAREZERREH T RALHE, FERNENTER
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AMS HniE A = 1ER AMS INEEESFER

MM EZRSRAELE , THEX AMS CSRM Rig, MAEZEMH AMS K 8FE 2R IA CSRM ik
R MAEHRNBKFHESER

(® Note
AMS 58 ZUBEWURAE B IK 7 o 6 BN BI PR CSRM 3E T,

AMS DEKIE AR
AT R IRBARITHELS)

ID el

AMS-STD-X002 AWS ldentity and Access Management
AMS-STD-X003 Mgz EH

AMS-STD-X004 & E M 15

AMS-STD-X005 Amazon GuardDuty

AMS-STD-X007 BERE

AMS DR 7 Y PR AR
AT R AMS FEHR 24 -

AMS-STD-X002- AWS Identity and Access Management (IAM)

ID BRI

1.0 7B A 45 2 B )

1.1 BRIBAFHBRIABNSER—/t , RS ALE
pi1ESIP RN

1.2 %k Windows Server By RDP & #IRE N

5 7%, W LAREE A HIREITHER
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AMS 1niE A F 18R

AMS IEEESMEF

ID

2.0

2.1

2.2

3.0

3.1

3.1.1

3.2

3.3

4.0

4.4

BARPRIE
AWS EIKEERFER

MRHTFEMERERTRES , U GuardDuty
RAIIRF Amazon BLE R £ RAEXFEL R,

B OIRARIK > B 5 4R
A elRAE %

7o 55 fE I At (8] BR %1 5K B& BN AT 8 2 users/roles &
BHRBFRPR RIENEREN IAM, B2 , TR
¥ A REUK 7 R FTE Amazon Simple Storage
Service FEMPHIITIR ( Bl S3:GetObject )
HYAX PR

A LA A Bt (B PR 5l 3R & ( B 180 K ) B2
F & A T E M RENRE IAM AZKRF

T B 18] PR ) SR BE S 4 X BB A, removal/
renewal/extensionfB & , FAFEREK PG
S3 FHMPHIXR (B0 S3:GetObject ) FIX
BR o

EREZIXNRNERT , FEERFSIKS 42
EERMEMBREZEENR (EANNRER )
B IAM AP A TR ENEZTRNAR, S
SHRBREARREFEFAMERN , REBENF
ERIETER , FENIE AMS XA TR
BRE , NEFEZXE,

FEHER Windows BRS5 28 £, AFEE QI EHMEE
AREERSKS (GMSA),

BUR., 1731 APIs
EFEZINENELT KA ESOEERREM

ZRT MR AW AR AR R
B WE,

AMS D3E R #Y R IR
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AMS IEEESMEF

ID

4.6

4.8

4.9

4.10

4.12

4.13

4.14

4.15.1

4.16

417

BRARFRAE

TEAFHNES IAM REEFH AMS EftiR5E
ZHK KMS BRHARERT AP A

A B AWEHR Amazon Route 53 Y AMS &
% HE DNS 10 FZHYR1E,

RRESEFZNERESEHRNRG IAM
AKRF  RTEEXRE. KAAGIRES K
S\, DS EZEMIMEIREE,

ARER-KFPOENSERARTEZERE
A1iEEL AWS Secrets Manager tXBR#I Amazon
EC2 SEff & XX

IAM RSB EMIEEEMT AMS
Amazon HEH L/ “/1F A& DeleteLogStr
eam ” DeleteLogGroup #1 “H CloudWatch &:”
BRIENRE,

FEAY YRS KEHH.

BEERRE TR S3 K42 3 BE
MK, BR&IE KX B R T3 RIAUR
BIET 5 (A i RAE B PR K P R B2 B S3 74k M

ARN, ResourceAccount

BEESE, o2, FIHMBERERN S3 F&
X BEXAER,

A LA F 5 SQL Workbench % T £ R |,
roles/users A FE A Amazon Redshift Z(#&
B,

A LURHEAA AWS CloudShell I IEEFEF AR
ERN CLINEBR AR,

AMS D3E R #Y R IR
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AMS IEEESMEF

ID

4.18

4.19

4.20

4.21

4.22

6.0

6.1

6.2

6.3

6.4

BRARFRAE

BLAWS RS AT EZFEAN IAM BREEESR
& 1AM EARER A,

ARSS REXA € (SLRs) £ AMS IAM AR
AR , AREATA IAM AR5 F AT R 4 3

o

IAM ZREE A R R VFIREUIK - H Er B S3 f7 i i@
BIXI & ( fl20 S3:GetObject ) -

A EEFRTERER “savingsplan” BIFTE
IAM PR,

AMS IRMABEEMUBEFEEFFEKRS (W0
5% S3, Amazon Relational Database
Service, Amazon DynamoDB % ) Si2EX &K
XHURGEHRFHEFNRBHEAHIE ( XH.
SIXR., BFEEE)

B IK P R

REFEEFFIER, IUEEETR—FFH AMS
K2 ER 1AM & BEERE,

RELHEAMS IKFHE— AMS BB,
ZFMEE AMS 0K MIE AMS K7 2 [R1RY
IAM & &EEXRR (BIBiAelE TR -1
AWS Organizations i P S B FHR 4 EE 5&F
FHARIBMIITER ) .

MEFEZIXE , WFABEE AMS IkFFE=
FK P ZEE IAM BEEEER,

ALAE EEIKS REE , UEER—FFH AMS
JKF CMKs 815 RE A& EENKS, .

AMS D3E R #Y R IR
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AMS IEEESMEF

ID

6.5

6.6

6.6.1

6.7

6.8

6.9

6.10

BRARFRAE

A BABL B ST 7 5K g, B AMS K 7 1R 3F
AMS K /= VR KMS Z4.

EREINRNBERT , FEATE=FK,1A
[B]AMSHK 7= R BV ER KMS Z 8B IK -~ BUR

HREHIE AMS kP HE— AMS ZEFEER
FTHEELE KRB | RI1FIE AMS IK 15 [R]
AMS Tk F RN YT KMS Z4A,

ALUEEEKS XK , ATHEAZEE—F
FHY AMS K P 2 [8] 77 fd BB BV 27T S3 12 4i&
MBIEREIR ( F120 Amazon RDS, Amazon
DynamoDB 3% Amazon Redshift )

A LAE BB, KA , NERRRIHRNRN
AMS K F= 5 B AT E 3 AMS I 7= Z i B
M S3 BB RIR ( B2 Amazon
RDS. Amazon DynamoDB 3 Amazon
Redshift ) o

REZHEAMS KFHE— AMS /TR (&8
BHEINMEE TE - MK SFE SRS
EFTEAR )  FHAEEEWKS R, 8
V5 BT S3 174k 17 243 = AT DA i SRR Y B R
( #1420 Amazon RDS., Amazon DynamoDB
Amazon Redshift ) , 2B M AMS EIJE AMS
TP ( R3E AMS E| AMS K ) B AR
NEBM ). AWS Organizations

AUEEEKSRE , RTFNERRENR
#9 AMS K 7= 175 8] 58 = 5 Ik 7= o B] AR EdE
HI1E{TT S3 EEMBIESRIR ( H20 Amazon
RDS. Amazon DynamoDB 3 Amazon
Redshift ) o

AMS D3E R #Y R IR
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AMS IEEESMEF

ID

6.11

6.12

7.0
7.1
8.0

8.4

8.2

AMS-STD-X003-M & L4

LT 2 X003-M &R £ MPRER N

ID

1.0
2.0

3.0

BRARFRAE

FEREBEKSERRE , ATMNEEBEANR
B AMS Ik = 17 8] 28 = J5 i = R i) A TR i 38R
H4E{T S3 FFEMBIED AR ( AlE0 Amazon
RDS., Amazon DynamoDB = Amazon
Redshift ) o

RERRES  FEEEF=AK-ATiHE
AMS & S3 17 fA sk 1] LATE i B /Y 5 IR

( #lEn Amazon RDS, Amazon DynamoDB B
Amazon Redshift ) B ¥k F KB

RF4
A ERRENBRMIEZRNEREN IAM FH4E,
BT RIFH R

RI3&E S B i EL T 3R IR BV SR B SRARY AMS &t
BRFEREZRERZNN S HNEE,

BRIEFFABIEETERNKE , SNNERET
R R B RN REEKREBE S R

BARFRAE

Bx X

B RSl

JEVFAE EC2 SR/ EEA M IP

MMER AMS F2EIFE | 3R E S E
A TLS 1.2+,

AMS D3E R #Y R IR
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ID BRI

5.0 MRLLERER 9.0 EEIATHESE , WH
AMEF N AFEFRRIRE N 0.0.0.0/0

6.0 RERRES , T8 S3 EFREBIXNRLTT.

7.0 RS E|EEM O SSH/22 B SSH/2222 ( K

& SFTP/2222 ) . TELNET/23. RDP/33

89, winRM/5985-5986. VNC/5900-5901 TS/
CITRIX/1494 5 1604, LDAP/389 = 636 LA K&
RPC/135, NETBIOS/137-139 LM IA R R,

8.0 FEATFAHEO ( mySQL/3306, Postgre
SQL/5432, Oracle/1521, MSSQL/1433 ) =8
ENmO#THEFEERRE , FEATFRED
DX. vpc-Peer BT Z£HHE VPC L

/\ﬁl—l'll"ﬁljo IPs

8.1 FEAAUAFREFRENRRBINEERER
NHEBRM L,

9.0 R AT RS ERELKO HTTP/80, H

TTPS/8443 F1 HTTPS/443 EH#iH RN ARF ,
FARFEERREMITERR , flansksl, Bes
%, EC2ECS/EKS/Fargate

10.0 AAYNBAREFESRA HTTP/80 M
HTTPS/443 \NEF . E IP SEE# T,

11.0 RENRES , FHEAVEXRS AMS 2R
R R RSB TEMNER.

12.0 BIRBERGLEAKM INE SIS , AMS Security
oS EX LR,
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AMS IEEESMEF

ID

14.0

15.0

16.0

17.0

18.0

19.0

20.0

21.0

22.0

23.0

BRARFRAE

RBESHIE AMS K HE— AMS FF (BT
AMEAE TR — AWS 4HLR0K 7~ 505853 R/ 8 1 Hf
HEEEFNARBREITTE ) 6, FSTE
AAMTEEERFEEXESE VPCs M\ AMS
FI3E AMS IKF* ( Z3F AMS E| AMS IKF? ) BVi5
T P R BR o

AUATETE—FEFHNIKF 2B VPC NE
EEE,

RERNKFHBR-NMNEFE ( B HEiAL
NETR—ANKF , AEFEFHRFHEEEES
AT BFHITEE ) , AMIs BNAIERARIT
B 53E AMS AWS Organizations Ik % AMS
FEo

RENRIANT , FREEAREATEE FTP
%A 21,

RERAKFEBESARE , WATBEIT AN
REATEEMK W EEE,

xt

FARIFUEF RN LB TR

FEAUSE=FKS (REESFE ) B
VPC X ZiE 2,

FEAGERE= SRS ( FARSHE ) &

Transit Gateway,

AMS B%&FFREBRSAENERAMERESRT
BHEEF/MEH O RWFR.

EC2 \EREMIZ R Amazon X HEYAE
ICMP #EREZEXBEA,

AMS D3E R #Y R IR
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ID HEARFRE
24.0 FESZ2AEN DX, vpc-Peer 5 VPN M

i
/v3E IPs BB ZEl Amazon VPC B A d5iE KR

25.0 KRB ALER IPs IR K& DX, vpe-
Peer = VPN Bd %2 4 & B F Amazon
VPC , NEEEZI X,

26.0 M Amazon EC2 [EI{E{A] B By #b & H H uk
ICMP #&3K,

27.0 e HE

27 1 MRLZEAFEMTEIRE | N A LAE R — MK
FHRIE—44 VPCs Ak 2 B X ZEZEZ S
48,

27.2 MBZEATHFELIIRAE | HALZSALEE

EEIXE , W VPCs EFEZ I VPC K
FRENERT , FAYER K/ 2BE=HE—
AATNIKS 2B ERZSALZINEE,

AMS-STD-X004-i£3% M 1z
BUTR & X004-2 BN A Ay ir = 4

1. AMS FX$F pentest EAt 1. XRF/HNTME. Fl0, Kali 72 AMS X#EFH Linux Z1THR.
2. ERREET2ENH,

3. MRFFIEEKS NRATEAIRAEZEN |, NIRRT 24 /Nt EH AMS,

4. AMS FREFEFEXEFRIBSERFTABUANEFEXREERF S 2ENLEMIRE.

5. BB ENHEMREN S HDEERES AR,

AMS-STD-X005- GuardDuty
LR 2 X005 By ¥R A4~ GuardDuty

1. GuardDuty AR AEMEEFKFAFER.
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AMIS 103 B P 457 AMS HE BRI
2. GuardDuty BR 4 IFEER — K/ S E - AR THEMEETEEKS F.

3. GuardDuty TEERMY “FI{E IP FIKR" Tae. MK ZHR , B FRETURERERSTR T
FITENREA,

AMS-STD-X007-H &1 %

LU & X007- B & 18 FHy bR 4

ID BRI
1.0 Eoegid
1.1 BRERZEAE A ENMLRERHEDNEN

SORIESEH. FrEERREARRN T RIEAHL
RGRMRXREENFTEERNTREMH , 2F
R R W

1.2 AWS CloudTrail : %48 A HBLE CloudTrail
EEEHAFRICHFLUN BEEIXE S3 FEE.

1.3 VPC it B : 448 VPC it A E1ERKAE M

ERERF

1.4 Amazon S3 fRSE514 R BE : AMS 58 #§|1Z4 B
B S3 FEEAME A RS 2515 1R H & 12,

1.5 AWS Config B8 : AWS Config A MieFZFAE
XiBHAESZZHRENEEER , HESXE
D E R B R IE R S3 FER — IR,

1.7 MARFES  BEFEREENARFPERAE
FIEFKH 7@ E CloudWatch AFE BEA S3
TFHERE

1.8 SIWNHRHFBFIEK : FFENEH S3 FHEM
FEANRE B FIEF.

1.9 RS BE B A BEMZORS —&E B
¥R SSP BR&5H B
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ID BRARFRAE

1.10 Elastic Loa Classic/Application Load Balancer/
Network d Balancing ( Load Balancer ) B :
HE AR AESK B SIFMEE AMS 2.0 £E

B S3 FEEREH,

2.0 T )42 4l

2.3 ERNFHERBHHELN , AMS HlENEZM#AB
EW S FREBABAUE=AKFAFPEAR,

2.4 REABFPENNZEBRRABBIOE | TEMHER
CloudWatch BEHBEAFH B E,

3.0 HERE

3.1 AMS M ER CloudWatch BE& BEAHR HER

HHMMEDRN 90 XK,

3.2 AMS MIEW A T4 B &M S3 FHEN AL
REBHBMHAEDLR 18 MNA,

3.3 AWS Backup EXEMN AR L | RBERNEDRE
31 Ko

4.0 &

4.1 PAIRFE AMS Teams ERHZ% B EHFTE S3
FHESEAMNE,

4.2 ME 0K P o) 4E 4 E A ik P 5 & B E [ B S &4
MEZ T N,

5.0 TN

5.1 M A B EX GBS, XEREE

AMS EIBAER#Y AWS CloudTrail IRERHEE
“BEXHFRAE,
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AMS IEEESMEF

ID

6.0

6.1

6.2

BRARFRAE
AEH%R

£ B EE AT AN — AMS K # 2 EIE —&F
FR %S —1 AMS K/

REZHEAMS IKFHE— AMS BFFE (B
S#EIANEAE TR—NKF , &5 B 7R
HEE5EFNARBMMARATE AWS
Organizations Mk P # 4TI ) BF , FREREF
NEB LT EFEM A EM AMS ¥ & ZIFE AMS Tk
s

BIENIME T REIFEENLEE NI E R

T ERRLIERIERS

SHEREHEESNEEXE

AWS Identity and Access Management

* High_risk-iam-001

* High_risk-iam-004

D AARIK P 1215 R 2 4R
 High_risk-iam-002 :
 High_risk-iam-003 :
 EEFP K PRI role/user BERIEMTENR ( BEA. XREEIFFIC )
 High_risk-iam-005 :
+ High_risk-iam-006 :
+ High_risk-iam-007 :

£ SCP SKBE LA SR H b i 7] £ BR
SCP BURIEH A RES TR AMS E Atk hE

AMS IKFFE=FKF ( FTAZFFFE ) 2EH IAM BEEEKEE
EK PR, RS =AM AMS TK P 5 RER KMS %248 )
REBE=ZAKFHNEKFEE , BFihRE AMS BF S3 F# @ 0] LUz R

B BR (10 Amazon RDS. Amazon DynamoDB % Amazon Redshift )

 High_risk-iam-008 :
 High_risk-iam-009 :

M2

* High_risk-net-001 :

NEFKF PR EAEMIREZENRDE IAM X R
JEVR S MREUK - FRYFTAR S3 A1

MEBM EITFFIRER S EEIw O SSH/22 5 SSH/2222 ( T2

SFTP/2222 ) . TELNET/23, RDP/3389. winrm/5985-5986. VNC/5900-5901 TS/CITRIX/1494 =
1604, LDAP/389 % 636 F NETBIOS/137-139
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AMS hniE A F g AMS tnE#EEfEF
« High_risk-net-002 : T HEEE = IH O
mysql/3306. PostgreSQL/5432, Oracle/1521, MSSQL/1433 = BBk £ AIEEE FimH

- High_risk-net-003 : BT B RIR L ITFF R AREFH O HTTP/80, HTTPS/8443 Hl
HTTPS/443, #iltn , Sk @ BBt EC2 2l, ECS/EKS/Fargate R

« High_risk-net-004 : X{#2 %] AMS BRI RMN R HH#H T EMER
« High_risk-net-006 : 58 =3KF ( TAZEFAE ) B VPC X

« High_risk-net-007 : RNE B XEERNFTE AMS RENEH O K

« High_risk-net-008 : S AFEE =75 1KF % Transit Gateway

» High_Risk-S3-001 : 1£ S3 F#M P EERE AL H T ENR

AEREG

« High_risk-log-001 : 2, CloudTrail
« High_risk-log-002 : 2/ VPC R H&.

« High_risk-log-003 : B EfAI 5% ( S3 BHEAI. SIEM REREL. SIEM RE#ZZ ) FAE
AMS REIKFH#RBIE=AKF ( FTHAZEFME )
* high_risk-log-004 : £/ 3E AMS BRER# 1T CloudTrail

Hity

« High_risk-enc-001 : 1R B A TEMERNME , IFEEH

ZE2HE N F BB

AMS BEid £ Bkiz § /O R4 K& follow-the-sunX . TEIH AMS 2§ TRRIMEh KBRS
HRAF, BE , AMS 2B EHLREBENIK, . EMPHERT , EEXENHEHERIBEL
AR, AMS 128 TRRIF A gES H RIEH AWS Ik

LTREX AMS ZE IR B3 AR HRIEHIKF BT AMS Accelerate R Z £ HIEREK, &
#, e EE T I EIRE R RS,

AMS 1z E T2 Vf1aI et vl LATG (Rl FR AV ER R 2

AMS ZEIRIFLZEKAFRIEHIKAHEH, AMS ZEFREESENLESAMIFIFREFIKS ,
BlaneEsR, EH. TFEIFRE, HMEICKE AWS CloudTrail BER,
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AMS HniE A = 1ER AMS INEEESFER

B iFEER, MASHMERENENELS  BSHAMS LMK AL,
AMS EEIRMEHFRENKFEFAEE ?

ERDBERT (Y 5% ) BEEARTREWHE | AMS BE TEIT&EHERIAN RiE5 R R &
BNKF. RMABEENFTREEFEEREFEINETARASR , AINLSHELEFERS. LDEX
RBEERS. T 3# DynamoDB, Amazon Redshift M1{I &b, ElastiCache

BXRAMS EEIRITMRSELNKS P RERSAENARIIR | FSHAMS FF K, 15 RERR
IAM B,

AMS 28 TR am 1A B EA K ?

BRFEFEFKS , AMS EE TREIMER AWS RER AMS R ARSS. WATIRSREBEE ZENMARE
"HE, QX EHNKFNTERZEN , FRLEFIT,

1. AMS EEIRITEANE AMS E#EARS SFHRIENNAZSGRIE. ME , 2T TEITLHAE
SR ( BHEHRSFERES ) , BRTGRIEN AWS IKFEIER.

2. BEZEIRFNRN , AMS HR RSN IRITREMNN A E (RE-only/Operator/Admin ) F
BH AWS ZFI A E R URL, WENKFNTHRENRREEN , FEREREN.

3. EiAiE Amazon EC2 3kfl , AMS ZE IR MEASKEMHBNAE AMS FRIERS. &BF1HER
BRI , AMS iz TEIM#EH AWS Systems Manager Session Manager % i &5 & iE 1 8] 8 #9 38
i,

AT 7 Windows EfI1Rft RDP HEIMXIR , B|AETREIMAEA Amazon S EC2 ystems Manager £
SOl AR A S HR I EZZFINE DR, 28 TRIMEAARHA P EIEX 43 1T RDP
HiEe At PRI &5 45 RATHBR.

TEBZART AMS 2& T2 IM iR &K P 6E AR R AR

WMAEER AMS EEH AMS £E AWS K- R ATMAEYE X ?
i = 17 1] A% BR

N T HBERERE B3t AMS Accelerate 12 E HIBAFT Y E X , AMS 7£ Amazon Athena &l & H12
HT7EHIZFE SQL REF AMS Accelerate A&, XLERFREMUTER

« WUR T IRAVIKS

AMS ZE IRRITEHEZHKSEFTLAE ? WA October 3, 2025 271



AMS hniE A F g AMS tnE#EEfEF
o MK PRI AR I IE]

o AT WLENRE I EEHIKS

« AMS Accelerate X & B 7t 17 7 LT i,

« RNATAEXNENKFHITER,

RREE

& & CloudTrail BEUREE X 90 KW AWS BRFWEE, MREHWEESEE 90 X , BiHRE
Amazon S3 Y B &,

KB B &

Amazon CloudWatch REBIRERERSEBE, EEH CloudWatch & , EELENBREREZEFENER
MEAMREBRFR,

EXEZER |, 551 BEREEN AMS Accelerate K I E X,
AMS ZE TEIM 7[R FH Y IK - B TR 618 L 2

EMAAMSZHI , GEIRMEBEZNREREE, AT AMS TRIMAREERF - EMEN , Hitfh
MNELTHTFEERAE. RIBMKRKESERAE , WiHRNRFFHEE.

FiE AMS 28 TRIMEBLMTRAMEN R EEZI| , fIMEMRETE, BETENEABN RS
REIR B R IR T H AR,

MAEE SRR ?

— 800 AP AR FARNE Y FHRFERGRANRT RIREESHIHRNR. NERMERERZET
KEME T, AMS F4FR T FIR B ERFHRER T HRENRIE BT EHRENFERS, FRGEEE
B EFRHEY.

AMS IZE TRRIME2EFER MFA?
2. FIEEPSSMER MFA M5 F 820 SR 4RSS
HAMS AIBEHELKEXRT/EACR |, MIINIHFRINRESERE?

BYAMEAKRAREEEXNESKSMERNGRNR, XABKRETEHRONE , QBEENTE
By, RESLENAMSHRLRR . MRZE TRITH TR RETCHEAF, IDHEA , MiFE
P PRAFF I o

AMS ZF T2IT 5 R KA K - B SRR 15 4 B R L 2 MRS October 3, 2025 272



AMS HniE A = 1ER AMS INEEESFER

UERLE 1 [E] $R 4R ) AMS 28 T2 UM 3T 3 A K = B9 75 (R X BR 2

BEZERAREBEHERTTLRFNT “SEMNE M “RENER" BEN KGR EHIRFE, A TR2IFRZES
%%k -

« FFEEEIRIMMAMRBIEALE AWS MWK , FREHRFS K MER, FHARRBEHE=HK
ETEERHNENERM , ARENE XWIRERITENL,

« AMS X EIFEEIT “FERFAML” HRINE, XEKE AMS BRIEFTEH AWS K~ #9175 [F X R 2
AEHREREMN just-intime s REERXAFZR TR ULSREER ( RFER. B4, TEEE
BREF ) ZfFE, TERHEEHIKS.

- AMS BREHENREN, Hit , RIAMBERT , RNEEIRMREIAZHEANR. AELYHTEH
FEFFRMESNIMRHITERN , TRTF2EABEANR,

- AMS fERAMRAHER. FTFIRBIE AWS Identity and Access Management £ €& 3k i 13§ & 12 & B9 Tk
P, xERE[HER “ams” B, FIBHRNREIEEF AWS CloudTrail #&® 11,

- EXERITHEFLEERIEMNE , AMS £A B3 5k AR EKF N RERNHER,
AMS eI #2248 A P 15 B AR 2

root G RINPRIAL L A EHMAIRIE, AMS £/ Amazon GuardDuty %R =B A FES). W
R GuardDuty =K ER , I AMS 8|2 —NEHUHK —FRAE, MELNUBZINE root K IE
3, AMS £ BEHE | AMS Z£HNASBFRE,

AMS tfa XS & & E 4 ?

AMS A& R #E NI 3% GuardDuty, Amazon Macie ZEMWENRZURFFIRE N R £ RIBFAT
FENZLENH. AMS SZNZLMNEANRESEZSITEZEEHA (SIR) HKifE. AMS SIR REE
F NIST SP 800-61 Rev. 2 (it EHLZ£EHAEER) EL , BEHL2XEZLIER, follow-the-
sunAMS 52 &1 , REITFEFRLEH,

AMS B<rBRLEAT AL AR AETAIE NI AESR 2

SH{ AWS RS —# , AWS Managed Services 13R85 7
OSPAR, HIPAA, HITRUST, GDPR, SOC*, ISO*, FedRAMP ( /& ). IRAP Ml PCI iAif, B
X AWS FFEHNEFEHIANE, EZANERNEZEE , BSH AWS &M,

ZEPE

TR L5 75 (B 422 42 ) AMS JEE T2 TX F A9 K 7= B9 35 [R1 A BR. 2 M7 October 3, 2025 273


https://csrc.nist.gov/pubs/sp/800/61/r2/final
https://aws.amazon.com/compliance/

AMS HniE A = 1ER AMS INEEESFER

AWS Managed Services £ ZMEFIE KRR ENERR~=HEHERF AWS ERtiZENZ

£, AMS Accelerate 43 & —1 AWS Config MU T FEHEE , UBHERRENKFFERSM
MZEZTEMMNTUIRE, AWS Config MM SFLERFFIERNEFRNEEE R, NMRETEFERTH
MKEG , AMS 2EZREEFEL R, RESEANTERE , £ B HREFEERF TN,

AMS £/ AWS Config NI SRAB BB FHRAENER !

- BEEMZ2HL (CIS)

- XEERFESERFAEE (NIST) X £4ES (CSF)
- REARTBEEREZER (HIPAA)

« X417 (PCl) BIER £ (DSS)

BXESES , HSH AMS F RS EEIE,
AT BT RAXRZEIALE, ERMENEHZHIRE AWS ?

BRERANT I EER AWS RSN LHA T2 5EMMRE -

« BRI LAER THAWS ArtifactBX AWS RS Z &M, TRENNBEENSEHHRE,

« BRAZSBHFELIREMNELREM AWS BRS ( ‘23F AWS Managed Services ) B3k |, S
B https://aws.amazon.com/compliance/services-in-scope/, Hl#N , i&# PCI ##8 % AWS Managed
Services,

WA LA E “AMS” , M AMS F£E AWS IKF AREHR AMS B ENZEHF., AWS Managed
Services £ S OC 3 HISEE A,

- SAWS OC 2 ( REMALEH ) IREC KME| AWS Artifact 26 E ., RIREHIFE T HFEXE M
£1TIH4 (AICPA) TSP 28 100 T “ERRSIRA” v, TRAMEMYIZMIREN AWS 2 H1E
i

AMS BREHE AMS e N E A HNSERHE ?

EEE AMS SERM , FTEATEEER AWS Managed Services PDF,

AMS H{AIER ERiE TR 7 FAI MK 7 AR 1A R ERAI K P RV SR 2

RATEZEHRSEEMEFNEKF RS , AMS REEHFETRRARLES . ETRRBLZEEH. 1TRIED)
HEFIERE S RS HE B, EEK 15 R AR 2 BE AMS Accelerate 17 [0) 18 35 FF FTik

mEFEEHRIBERREINE, BRMERENZIIRE AWS ? M7 October 3, 2025 274


https://aws.amazon.com/artifact/
https://aws.amazon.com/compliance/services-in-scope/
https://d1.awsstatic.com/whitepapers/compliance/AWS_SOC3.pdf
samples/AWS-managed-services-for-operational-excellence-ra.zip

AMS HniE A = 1ER AMS INEEESFER

B AMS MEHITEN, XEBENRESEHIE | ABLEEEFHFZHTFE, EHHRIREN—5
2, AMS RFEWFFE RN BRARSGRMARS . LASHERTEREENK,KRENITHEIE | Sl
[ AMS RXKIRAF, WE , WHEFRAEBEENNITERE , flNBHERER. METRHEER
HIEH , RS AMS RERT A SHNSKESIIE, BIEMRN , BUEBRERELSERRE -2

MEXBARBLSEER , AMS ZE IR ML EZRRENIKS, . FRAKS TR RMME XA LSS FE
SREBFRIEFE AWS K~ RBY AWS CloudTrail 5B F, XM T Z2MNERE , AEEEN 2T
HENFITNRE, RTENREN , AMS RRHABHRE , ARBEFEXNHRERBITFIRE ,
HANTEMARBRHATHEIL , LFEFEHRRR,

AMS IREIMEER A RIFMEE AWS BIEE# RS ( LS S3, T S#Eh
RDS. DynamoDB #1 Amazon Redshift ) B Ek#E ?

AMS IRIMTEHREEEEERTHEEZ#EN AWS BESHHNEF KNSR, AWS APIs A FiEE,
BEA, SHEMBRXLERSHPHIBFOHENRZESHTF AMS TERMIFRAN IAM A XEKABEEN
IAM IE4ESRREAVBR &, LEAN | NEE AMS P EFM Bsh{LIhEETRE IE AMS iZ2E T2 MMl BR R & i 4 5%
#%,

AMS TRRIMEERIF R ZEET 5% EBS. Amazon EFS I &% FSxH#Y
ZPEE?
AMS ITRE2MaJULAEE R & %% Amazon EC2 324, EEEERT ( BEETRTRIERS (0S)

RIBMAITHE ) K FEEERABENRTEHITEE. AMS TRMBESXHRRESRKIEERLNE
RRIE, B2 , AMS ITRMNILRNBRAZREFENRBIZRE,

TR F SR FH N RO RRERSNRN B ABK T RINR ?

Zams-access-adminA&{XHE AMS Ba{LER. XLEZHLAUTE, EENET AMS FHEE
BHIRERFIENRR , ATREEN, STRENZEEBIE , INTREDIEE. AMS ITRIFxLEE
FEHLAE , HEZINFRETACKRFNRE, EZE1TE , AMS 2 HIFETE /DI REN
REFERENATENE. LFEREKRES T B31{LH THEER IR,

AMS zn{aIs=I Well-Architected Framework 5 AWS Bzi{t B AT E S #
AKX R RN ?
Eiz1T8 , AMS 28N EtEATTE%E ). NERENSIERK, X4/ NEENASIEFRIERE

T BLAVHRERIN R, ANEIEZ IAM HRN X EREIEFTEZM MNRIL R, AR FEE TR
AREIREE, FAERNERFIE T 4% BA £ B 218 KBS

AMS TRIMEER T RIFM#E AWS BIEF# RS ( flnl S S3. WH# RDS, DynamoDB Fl Amazon M7 October 3, 2025 275
Redshift ) FEIZRIE 2



AMS hniE A F g AMS tnE#EEfEF
FEAMLE A EMERERERENRERRV BRI TR EFLBENT
RE3ED) ?

AWS i SRR | R B AT AWS RSEANEER. X BEFHE

Amazon S3 H , ERREN T B, WMAMMAAE. AWS RE , RSHAKATUAEHR B SRS
PIRE, FENEFRS B

LRVEFEN AWS BRERATEERGIEN . EERGER T —ARENRKEMNRE  SRETRE
BAVRVICFE MR, XERTFEENR , AWS Z2FARATNERXLERS , MEERERLURZEENH
EFTRARR Do

HEIHM BETEAEZENGARER. HRTLE B SFERBENZ LD,
AR EE B LERIRBEERNREE4TIRE , WEDIAE BT HRER
RrFI &A% ?

AWS BRITRIMBAREFRELHANRETATRA, FF, FEMIERLBANITENRE. X
Lt MITHFRLERESAMEEE RN BERERENIES T

REEHXN B LA REHRTREITME, FEPEMZENR ?

AWS Z£ & MER S TEERX AWS RN ENRERS. Web NAREFMBIEERTREH
. AWS Z2HRELITHERNHNEREVITERE | 3 X3 IS4 N a0 R s H i X RiE
=BT,

AR PRI A R = gt 0] B3 {L B At 22 2

AWS R R PR BIERERRETOE , FHIENARAE, RIEMNTESE (HW, HRERHM
i, TEEEFRNAE, TEFER, WEHANEES ) EFRARZADT , LB N REHARELR
RBLTER AWS B FER, TATERSGSLARNERABFARILZRS,

REUT BPLEIEESRE Y R AEFH B L BRI L EE R RE RN 77 R HEHE
M EE ?
TR (DHERS, 4. MERE LR Windows F1 UNIX 4 ) #9155 BRI T & BT R AL

AWS TERREERSGFHE, NREFETEBSHRGRINRERFER. Job RENER2BIIH
HR TN ERAVBRNR, SR FHEZR THORERRNR,

FERAHL AEMEZRERENRERNNFRZHAG SR B LAEHTEREEFD ? R4 October 3, 2025 276



AMS HniE A = 1ER AMS INEEESFER

AWS ZEEBEL LA ENMBBEHRTNARSHRIE , TERMNZEULEX AL AWS REH#THHR
iE, By ASEIRE RSB ITTEIRENEFE , BETTERFNLR , AR EFMEN TR

LENBRERN TRPFIHEEMNFIHT IEESEREENNILR, BRMBER, Fitickas —A%E
TR, AXFLENDIER, A, FITERAESNAFREZSERTRER S, LENERE
PSR A N RS X SN

BAPEX AWS R& (FluRE, NARRF, TES ) WiFRNRSELLEREREHN 24 /Dt ABE
8, 2% 90 XE and/or B— X TEERBABAFKF,

RETRE T RERN LR ATIE RIS E 1T B S PR AR 1 7k
FLAEZIREE AMS HIBA ?

HTREEZER AWS | NEFENER T BEIDE. ZRSFSIEXENLHANRE  SFZ2R. BRS
HABMEH, XERTFEER , AWS Z2HRTRTRXERRE , MEERERULZEEHFaiidH
TRARR D, LEZVHESBAHEBEAZENNEAKER. flikB S TEATHRSHARER
HASU#TRENZ2 9, XHABRN THEBRF BSNFITTEREREERWTR, B
MER. AWS Z2HRBITEE D , BIFEXNRKREEZS KRS

M AMS FEEMK S FIRENT WLERB N EF BT |, R AAEH M FMEIX LR
& ?
AMS F& i FEMB B HREACHAE. AMS FEFARELNES REMRL A EH AWS

ATAE, FHEIFEENRE (2R/VRERK ) . BdE. XA, T8, UREER , UREFREKL
APFESEA ERRBBENEMTESR, AWS RS AWS RS

REFR T RERN R B TR SR 1T B SN R A S 510 A A EZ 1R EE AMS HIBA ? R4 October 3, 2025 277



AMS HniE A = 1ER AMS INEEESFER

AMS Accelerate ISR EHEE

AMS Accelerate 5B R AL ISR IEM AWS BREEFEME., HETERMEZEEE,

ERFEEIKF , AMS Accelerate TJ RER AWS BREEMIBER , KBEXLERE , HEZTERR
1T

AMS Accelerate S IZRAMBATE |, FlIRFRIFICEEMBREES , URTS# () AWS AR
%, AWS AppConfigil & CloudWatch EventBridge ( BABI#:J3 CloudWatch CloudWatch ) , 5
#, Y% GuardDuty, Amazon Macie #l. AWS Health

AMS Accelerate £t 7T —RIEERS , IR ESIEHZE AWS, ERIE T ## AMS T F B &K
I — X BIZE WA ( EFESRIRBS A, s, 22, T, BREEMEH ) KEBENH
ASEMBAEBIZE | 55/ AMS 228 MB., AWS Cloud

£l

- fHLRKE?

- RN IERE

- kKB AMS EL BN N ER

- AMS N AREFBAS KB

- IRBEREIER

- AMS BB ER

- £ AMS R Si# EventBridge FEEHN
- AMS FESEBNBES

Bx5# Amazon EKS BE R |, i3 AMS Accelerate X Amazon EKS #H{Ta i MS=HE1E

fraR s 2
AMS IR IZE B LT AL

c —HRINEE , ATEENREKRKSPALEENAMAERFREN AWS BREIE, EEMEEX
A&

C WREBE  DECAERRERSREETRENR  ANEARANRPRI. EXESEL
BHH KE AMS BLUNHEHA.

AR ? W7~ October 3, 2025 278


https://docs.aws.amazon.com/appconfig/latest/userguide/what-is-appconfig.html
https://d1.awsstatic.com/architecture-diagrams/ArchitectureDiagrams/AWS-managed-services-for-operational-excellence-ra.pdf

AMS IEAFIERE AMS RS MEF

- BEBEENEETRERUFERZENER,

- WA TREE , AMS Operations 2 BFEEER , U LHEINNARFHNEmE, Sl , MREFEH
fY 23RS HY Amazon EC2 3:4l , BiZRfIRBEREEITRARE , AMS 22 HBIFLHERZ
BRI E ZEH. BEXEZER , BHSH AVMS BFEEER,

- FREEFEIERMN A CHERIER OpsCenter, Bl |, MREEFE D Amazon EC2 £4] LK
CPU FAXRERS , M LLERE AWS Systems Manager ##|& ( @3E15 17 OpsCenter 12l
B ) , RS OpsltemE#E7E OpsCenter EHAHEE.,

- AEBERUABEEINRIE, BXEZER |, HSH AMS Accerate PV EHEE,

- REBPENIKFFMZEFN AWS RSP EEERNER. KAWKEEREEKS POZERN
FIERFRSH. KPP EERE B2$E CloudWatch BIRE L M4 K EIR EventBridge ( BIR=
CloudWatch B4 ) ( REIMAEH ) . EXBRRSBNESZRFER , BSHEXKE AMS ELENHNE
o

s XTFKRFAPEENEEKZEAM=ENENAEN, FEN, HRNIBENHE, METRIRZLE
BB (FRRER ) . ERHORHIEIE CloudWatch iR, BHIEKE AWS RSHWRAEER |, 4l
¥ GuardDuty 5 AWS Health,

SR THERIE

S ILEL T A% AWS Managed Services (AMS) 2RI B &,

TE#ERT AMS kLR,

BIEGEAFRAMCRE XN RN EN R FHRTINCABZIERENLG , ATHRELRT AMS BHi2HK

o

« ER EKFEME , AMS 2N EEREKS POIZNA AR REEER K CloudWatch
( (CW) BRAM CW EHANMNES ) . LR CW BIRSER CW B4, EEKERESE
R

- RE  BNRFERNAEEREBFEIHENEDRWKS HH SNS TBERKIEEF AMS KR
5, BIETLBE AMS DA% Amazon EC2 IREEHEHE —i#2, AMS ELFERE— EC2 KFIHEX
NI ERD AN ENEH , BEARBEENRENSIERIZ -S4, BTUENERRS M
ZERRNMEFEESEE,

« A AMS DT ERABBEHEEXSMBITLE, BRRT AR ITLE,
- BEAEAIRFYENER  XLEBRLSHOIBFTNEARE  AMS BEEAHEERE.

RN TERE M7 October 3, 2025 279



AMS HniE A = 1ER AMS INEEESFER

B4R RH : Amazon EC2 LR BIEREZTIRRKE , AMS =it iB 3 F 1k H B B2k R E %
51,

s WEPFEMARENER N T XERBHER , AMS 2XEXEHRE , BFSERT , BERE
£ AMS XETEI 2RI, B K NRSEMIRHEHEXHREET , 1] AMS F&mE K%
EHHRE

530 : Amazon EC2 324l E CPU A E BT 85% BiF4&EatEEN 10 2 HMBIRAFAEENASE
NEH  BARFEEAER , T HNXMTH. ELRGH , AMS Automation Xt & RIITE
HiZHEANRE, IRXERERY , BIfEf CPU £AZXET 99% , AMS i FR& KX BIRE
H, R Automation &N EF R L SEMIZEMEXHRELRY , Il AMS 2K FBRBAHRKRE
REEEEEZMERE. ATREATCEREN, AMS EEHMFEETEHET, YEOSHINE
RABHREHE | AMS 2 BIEBHFNEHRE , AMS SHEBREMEIFHR. MRRSEHDKE
‘NEFEEEM NP , IEE=RKAZTZXEEE , MSRIEAEHR , HEHBREIRICH
[

"EIMEFHER R AMS EiITAEREZERNEFREXE , NIZBR/XH,

Blf | AWS Health BAZE &M EC2 24l , BRZAIHFELL

EC2 =% ¢H @ A

BRI AMS 5B E N RRAE— EC2 KON BIRAEHENEH, EHNBRFIINELERER
MMAI AN EHTERE, BUARNEN AMS EENKFEED NS,
1. BE : BRKFEERE THREAEE.
- ZEEERATZKAPEAN EC2 KAIMEE , FIEFTE = KFEE.
- ERECERATZERFAHEREREH EC2 XHIMNEE , Bk scope = based tag.
2. AN : EFREL B LH
s EAKPFANBINRRERESFIRSE , FEFEE = KFSEEMNSERN = K61,

- ENKFPHRERREENEAXARIN DA , FRICXEXS , AREFTE = ETHEM
DARN = KBIEKH

s ERNKFHNERFERALHIDE | FEBRDHAMN = c lassic.
3. S5&M ;&R L, NRIKE” =H BRI
o Eff AMS EEREL TEIRESHNFEEEHREHAERBXLEFTRVER , HiERE L

EC2 245 i@ &l 7~ October 3, 2025 280



AMS IEAFIERE AMS RS MEF
- Eit AMS EEELA T EHRSHNTOES4R BN EREXERENER , tFTEZTEHE
& Systems Manager X#% , BEEREREP I EXLEEHMNICE , FERNRE, NREERI 5
CZEFNEHIRFRFIHBE  AERLERFHHELESES (HIMFEEFKRFPINEYS ) FFEY
x| XAeE2BRE A,
- Eil AMS L BENER. STENCEFHEZTENCIESHRA] , HEFERIA
4. ZIRRRR &R 24 /MR, 48 DS 72 DY, &fE , BEEMRN BEIXASHERS. RN LRESH
NN HI R RIA BB BN “MRERR E , WS4,

ERE A

EREIRAER —EB4 , AWS Managed Services (AMS) 2R FEZ WO MEIBEH , HEBEZWG
BHBEHEBRREH TR, MELZHE I , AMS 23813 RS 18 &6 5 85 K P < B #Y 6B F#p
it KX REBEM, EELEBRT , FARENEREBEA, flm , IRSEMEHEEXHRERT
CPU FAXRSER , WF2RAEREEREH., EXEZEER , BSAPEXRERLELEN AMS
GEENR RN TIERE,

ETHRENERBEA

EANGSNRRNERBALAD TRV E Fif4iit, FREMEREAETHRENRERA , BN Y
ENFREDKNEAR —MRSE |, REB BN B FERAF U BATRELSERBIL. ETHRENER
BHAFZEIERENEC2 P 5 ABAIRENFIE,

ERAETHRENERER , BT

o E4SEREFHRu ZIXZER - FRAMRICEAMAKAZEE SR Fob4 bt N ERAkey =
OwnerTeamEmail®&JRvalue = EMAIL_ADDRESS.

o EZNEFERu KIZER  EFEAZSANBE T | FIEELLESSRNEYIR,
a0 key = OwnerTeamEmail, value = EMAIL_ADDRESS_1, EMAIL_ADDRESS_2,
EMAIL_ADDRESS_3, ..., EFBNFZFEHTEELET 260,

- FREEMNHZZ EFAEENHRER |, BER T4 EERN CSDM BB E VIRL 54
Z2% , FBRRREENETHRINBEEEET BN, REMERNMEXRFMNRRNBKRARSE
AR MFRIC R,

® Note
BEOwnerTeamEmai I F 4R REEKNE, BR , MEXOAXNE | RIEMERERAHENE
Ko

ETHRENERBEAN MRS October 3, 2025 281



AMS HniE A = 1ER AMS INEEESFER

MIMTTEIEE B FER Mt | HA “at 5" (@) FEE 2 5HE 2. TRBFfHiut
MGl : Team.AppATabc. xyz®,john.doe, BXIFCEKEN —MRXIES , BSHAKIEER,
AWSTEEHRZFRMMNAFBEL (Pll). RAKFEABAATIIRRIE.
LTIEEHRSHERZZEETRSNERBA | EC2, #MREFM (EBS). BRUEARTE
(ELB), MARFAEIIIHEEE (ALB)., MEBAHHESRE. XRHBIEEFERS (RDS) OpenSearch,
HMEXHRSE (EFS) M VPN, FSx Site-to-Site

kB AMS EL& WG REIR

THAX AMS INREZFRINRENES . BXREZER , FSH AMS Accelerate PRI GIENEHE
H,

TRERTEZHANBZNRIANERHE, EUUAEABENBEXNHERERHE , AT URERRESHE
Ro BXREXNAENEREENGA  FEREMEERLE, EEEREISHENZBERN , RT
AMS AR EBRREN , EEATUEZEREE, AXUH , BSRMEEREESR,

Amazon CloudWatch 2%t T EKWIEIRBH, BXEZEE , i5ZRCloudWatch R,

@ Note

AMS Accelerate 2 EHRHEHELZ LN, FKFBACEASRFNEHAELE  ZRE\BRBRTHMA
kPR EEKEE, AMS Accelerate 2 EHEFHIUEKFPWEHAKE  EEHIMVZH , B8

KBRHER,
KREELGIRVER
ARS5 /IR BRRR M AR A4 BERBMMEE

FTFEMEIRN (*) Bk , AMS £ ZiFEEMHETEENER THITHRK ; BT EHFHTH

B, AMS eERER. MERBILTELIERB , AMS SBHEEHRRA , Hikt AMS IRETS
5, A, tnRE%EF A Direct-Customer-Alerts SNS =& |, NiX iR EIE A ET RPN EF
BRI,

Application Load Balanc ApplicationLoadBalancerErro N AR LoadBalancer HTTP
rCount 5XX £ it

kKB AMS E4& BN R M7 October 3, 2025 282


https://docs.aws.amazon.com/tag-editor/latest/userguide/tagging.html
https://docs.aws.amazon.com/tag-editor/latest/userguide/tagging.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch_limits.html

AMS 1niE A F 18R

AMS IEEESMEF

ARSS/BIRR A

Application Load Balanc

R FAFEF Load Balancer B #r

R FAFEF Load Balancer B #r

BHRRRM AR R M

(HTTPCode_elb_5xx_count/
RequestCount) *100

EHM>15% , F&1 0% , &
£ 5%,

RejectedConnectionCount

B >0% , F& 1 048, ELE
5K,

TargetConnectionErrorCount

(HTTPCode_target_5xx_count/
RequestCount) *100

M >15% , 541 0% | &
& 5K,

ApplicationLoadBalancerTarg
etGroupErrorCount

BEF>0%,
5K,

&1 o8, ER

BRBMMEE

CloudWatch £ g9 #ss &
B HTTP 5XX iR L8 3k &
T2t & HER,

N ARF LoadBalancer #3E
4t B EREITT R

CloudWatch R K H 71539
#8531 B | R E MARIE 4 1Y iE
BERAEHER

$ {ElasticLoadBalancingV2:::T
argetGroup:FullName}-R A #2
Ff LoadBalancer B #RiE #2485
=1t #-$ {ElasticLoadBalanc
ingV2:::TargetGroup: UUID}

CloudWatch 2§ B ¥4 B HY
HTTP 5XX M RIS HET %
& HER,

$ {ElasticLoadBalancingV2:::T
argetGroup:FullName}-Ri A&
FF LoadBalancer B#x HTTP
5XX X1t #-$ {ElasticL
oadBalancingV2:::: TargetGro
up UUID}

CloudWatch f0 £ 11 839785
FIE ML 2 18] AR B Th 28 3
B, R HER,

RE AMS EL U5 A 4R

M7 October 3, 2025 283



AMS 1niE A F 18R

AMS IEEESMEF

ARSS/BIRR A

Amazon EC2 3£4l-£ %8 OSs

Amazon EC2 3£4l-£ %8 OSs

T 5 EC2 SE4l-Linux

EiRSRIRM AR R M4
CPUUtilization*

KT 95% , 45 o8, ELE
6 R

StatusCheckFailed

KT 0%, 1545 0% , EL 3
Ko
RPOAFEEAED L

S

KT 95% , #5425 0% | &
6 R

BREMARE
$ {EC2:Instanceld}: CPU K&

CloudWatch &k, CPU KA
RERENARFRSRET
MY, Flnsesi. FTBRIER,
BERGEMEMRE,

X £t 2 Direct-Customer-Alerts
iR,

$ {EC2:Instanceld}): AR E
KM

CloudWatch ik, RE®K
BAMKRREFEE IDW
Amazon EC2 3£l R EiE —In
RZMEIRIRE, XE
BZROER TRA , SBH
TAEEREBITRT LR

$ {EC2:Instanceld} : REFER 2

CloudWatch ik, NEFEA A
FRIEE Amazon EC2 34l £
WA ANE (RAM) EREE YL
WRENLT. XTELXSBRN
FRBMREHAR , FREX
BIFREREE S RAM,

X £t 2 Direct-Customer-Alerts

Bl

RE AMS EL U5 A 4R

M7 October 3, 2025 284



AMS 1niE A F 18R

AMS IEEESMEF

ARSS/BIRR A

I 53k EC2 SKHl-Linux

I 5% EC2 SE45l-Linux

I 55#h EC2 £45]-Windows

BHRRRM AR R M
FHERHERB DL

KT 95% , 45 o8, EXE
6 R

RACAWMEET L

KT 95% , 45 08, ELE
6 Ko

EfANKRPIAFERRFT
HETL

KT 95% , 45 08, EXE
6 R

EREMAMZE
$ {EC2:Instanceld} : &=

CloudWatch 21k, A

EC2 mazon 41 E#F15
swap_used_percent 3R~ 2 i
FANE D ERIRZERFES
B LEEEITE L HRE,
XA RER S BMREMRK, MR
MAF R,

XL & Direct-Customer-Alerts
iR,

$ {EC2::Instanceld} : Bi#& FH
L X5-$ {EC2:: Disk:: UUID}

CloudWatch &1k, R FEH
¥ ERTEE Amazon EC2
RERAEE EWREF AR
BELHAE, XURESHM
gERRIK, NARFHEIRNRS
FRE.

x££ 2 Direct-Customer-Alerts

B,
$ {EC2:Instanceld} : REFER 2

CloudWatch ik, NEFERHA
FRIEE Amazon EC2 =4l £
WA ARE (RAM) EEEE XL
WRENLT. XTELXSHBRN
FRBMREHER , HREX
BIFREREE S RAM,

X £t 2 Direct-Customer-Alerts

Bl

kB AMS E& N R

M7 October 3, 2025 285



AMS 1niE A F 18R

AMS IEEESMEF

ARSS/BIRR A

I 55#h EC2 £45]-Windows

Amazon EFS

Amazon EFS

Amazon EFS

BHRRRM AR R M

B KA A Z [ LogicalDisk B %
[ud

<=5% , FE50% , EL6

Nrd
Ao

AMSEFSBurstCreditB
alanceExhausted.

BurstCreditBalance + 1 % 4f
A4 F 1000,

AMSEFSClientConnec
tionsLimit.

ClientConnections > 24,000
S+HDE,

AMSEFSThroughputUtilization
Limit.

— /IR EFS HHEFIAHE>
80%.

BRBMMEE

$ {EC2::Instanceld} : Bi#& FH
L X G-$ {EC2:: Disk:: UUID}

CloudWatch ik, &{=
Amazon EC2 Windows 3£ 45|/
BEHME (XHRESTX ) W
AAZEEES LEBETENX
WERE. MEZETZETES
BREZRT R

X £t 2 Direct-Customer-Alerts
iR,

$ {EFS::FileSystemld}: EFS :
REERAREA

CloudWatch Amazon EFS X
HREHEIR, BurstCred
itBalance

$ {EFS::FileSystemld}: EFS :
B imiEER S

CloudWatch Amazon EFS X
HREHNER, ClientCon
nections

$ {EFS::FileSystemld}: EFS :
FEHERRARRS

CloudWatch B3x Amazon
EFS XHRENBFHENAR
HER.

RE AMS EL U5 A 4R

M7 October 3, 2025 286



AMS 1niE A F 18R

AMS IEEESMEF

ARSS/BIRR A

Amazon EFS

Amazon EKS

Elastic Load Balancin

Elastic Load Balancin

Elastic Load Balancin

FSx @A T ONTAP

EiRSRIRM AR R M4
AMSEFSPercentlOLimit.

B 7Lt IOLimit > 95 , F4&t+
B o

2l Amazon EKS AMS
Accelerate F#Y Amazon EKS
CENEHERERWEFEE
o

SpilloverCountBack
endConnectionErrors

>1, FE&1 98, EEL 15

Sk
Ao

HTTPCode_elb 5xx_count

EFM>0, 5545 0% , ELS

Ko
SurgeQueuelLength

RTF 100, 41 0%, EXE
15 1Ko

AMSFSXONTAPIOPSUti
lization.

FSX : ONTAP IOPS R A X >
80% , FEFHA /AT,

BRBMMEE

$ {EFS::FileSystemld}: EFS :
B 2 b IOLimit

CloudWatch £ Amazon EFS
XHREGEH A 2 EIOLimit E&
HEIR,

# 88 | oadBalancer iz it %k
Eik

CloudWatch 208 B 88 kA
5 2 MAIE L BB R 2
% NAxHER.

CloudWatch 023k B 71839
BTE5 89 HTTP 5XX I RI{XEE 2K
EXNZ  NExHER,

2 B | oadBalancer JE&EBA %
KEEZEHR.

CloudWatch 1R B % £HiE
REFRA , A HER,

$ {FSx::FileSystemld}: FSX:
ONTAP IOPS Filf =

CloudWatch X4 ONTAP 3£
flEY IOPS R ZREH| & HE
. FSx

kB AMS E& N R

M7 October 3, 2025 287



AMS 1niE A F 18R

AMS IEEESMEF

ARSS/BIRR A

FSx & AT ONTAP

FSx & AT ONTAP

FSx &M T ONTAP

FSx & A T Windows X RS
25

FSx & AT Windows X #RS
25

BHRRRM AR R M

AMSFSXONTAPThroughput#|
Ax,

FSX : ONTAP EHEFIHZR >
80% , BL&EH N Iat,

AMSFSXONTAPVolumel
nodeUtilization.

FSX: ONTAP EET /RIAX
>80% , FEFANET,

AMSFSXONTAPVolumeC
apacityUltilization.

FSX : ONTAP BRERAX >
80% , HLEHN ML,

AMSFSXWindowsThrou
ghputUtilization.

fsx : Windows &M ERIFHEX >
80% , HLEHANIAT,

AMSFSXWindowsIOPSU
tilization.

fsx : Windows IOPS FIA =X >
80% , FLEFM NI,

BRBMMEE

$ {FSx::FileSystemld}: FSX:
ONTAP &t &7 %

CloudWatch X ONTAP &
B FSx &Mt £ R &l & HER,

$ {FSx::FileSystemld}: $ {::
ONTAPFSx::} FSX: ONTAP
Inod Volumeld e F|F =

CloudWatch X ONTAP &
WXHBREFNRARRHLAHE
j:ﬁo FSX

$ {FSx::FileSystemld}: $ {:FSx:
ONTAP::} Volumeld

CloudWatch % ONTAP &
NEREFNRARRH LA HE
j:ﬁo FSX

$ {FSx::FileSystemlId}: fsx:
Windows &L 2 F| A =R

CloudWatch X4 Windows X
H RS 2526 FSx WAL ER
B E HER,

$ {FSx::FileSystemlId}: fsx:
Windows IOPS Fl| =

CloudWatch X4 Windows X
RS 2L IRy IOPS R A =R
PR&I&X HER, FSx

RE AMS EL U5 A 4R

M7 October 3, 2025 288



AMS fniE A s

AMS IEEESMEF

ARSS/BIRR A

GuardDuty fR%

Health

IAM

BHRRRM AR R M

TER ; FFERI (R E
By ) M IR, SN RIER
Xf R — M ERo

GuardDuty RELE RN Z1L,
X LAY DIEFTE R R
BEEAWINE XM,

AWS Health Dashboard

I 5% EC2 IAM S5 Fe & 3T 4
TEE,

IAM 3K BIES B XA & Ko

BRBMMEE

BHRZHEHW GuardDuty EFHKHE
BEHK , S M GuardDuty &
HERLR,

HE5 AMS G0 RS ERH
AWS Health Dashboard (AWS
Health) BHRS K EZLET ,
REQREBH, BXESE
B, BZRXENERS.

Bx & EC2 Amazon IAM 3£
BIELE XV RER |, BSRE
1AM B E IAM X4,

kKB AMS E4& BN R

M7 October 3, 2025 289


https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_finding-types-active.html
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_finding-types-active.html
https://docs.aws.amazon.com/managedservices/latest/accelerate-guide/acc-sd.html#acc-supported-services
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/iam-roles-for-amazon-ec2.html#replace-iam-role
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/iam-roles-for-amazon-ec2.html#replace-iam-role

AMS 1niE A F 18R

AMS IEEESMEF

ARSS/BIRR A

IAM

Macie

NATGateways

BHRRRM AR R M

EC2 Amazon |IAM 32l & 3
HERZHERRE,

IAM KBIEESXHHF 10 MR
B, TR EAE SRR

AERK BRI A ERN
B

Macie XK IAELEREEAE
It XETBIEFHFERN K
NREEHINMELI,

PacketsDropCount : 218

packetsdropcount 1£ 15 4 &
MBS 0, WA HER

BRBMMEE

& IAM B AWS BRSSEL
M, e AENEERR
HER/ME 20, HXRFSHE
HNEES  BEREERS
[

. BB ST HI X B
IAM B &M TR EEEE
e, 3 R R P
S HT 1AM BHA T, 5%
R AMS BEHRE.

. BEBA SXERHIXBY
IAM B el R | FREE
B B R P L) 4 BT 1AM LR
BT, H5BRE AVS £
BB,

B% AMS BEMNER | ES
B AMS i F = 35 < 1AM
R E 1S,

5 # Macie 12, BXXE
# I I Macie BRIER 5
=, BZHAI ML S# Macie
REER, BEE , HFME
T ;= &85 A Macie.

NatGateway PacketsDr
opCount

RTENETRERET NAT Mx
B R R,

RE AMS EL U5 A 4R

M7 October 3, 2025 290


https://docs.aws.amazon.com/servicequotas/latest/userguide/gs-request-quota.html
https://docs.aws.amazon.com/servicequotas/latest/userguide/gs-request-quota.html
https://docs.aws.amazon.com/macie/latest/user/findings.html
https://docs.aws.amazon.com/macie/latest/user/findings.html

AMS fniE A s

AMS IEEESMEF

ARSS/BIRR A

NATGateways

OpenSearch £ &

OpenSearch 13

OpenSearch 13

OpenSearch 13

BHRRRM AR R M

ErrorPortAllocation : #1588 NAT
WK EHET 15 28I EER
TEAEmA |, NAHER

ClusterStatus

JesKEN>=1, FE£19
TS 1R

KMSKey4six

>= 1 FE 1 58, BE 1K

KMSKey 7 & 4 i8]

>= 1108, EE 1R,

ClusterStatus

BERERKEN>=1, FE£19
BB 1R

BRBMMEE

NatGateway ErrorPortAllocatio
n

NAT WX T2 3% 2 Bl iR iim H BYIR
Ho RTENEXRTHTNHA
REEKRS,

ClusterStatus 4 &

CloudWatch &k, AT AWS
KMS 1Nz AR &S 5z R hn
REZACERH. EFEHRE
AMEERERE ETHES
{£8 , 52 Red Cluster &
A

Bho

KMS #Z4R 4R

CloudWatch ik, ZLH—
NESRHEREBEIRARDESET
R. ETHEZEE BN
Amazon OpenSearch JREH

BABIEME.

KMS Z A TTE VI R 8 iR

CloudWatch ik, ZLH—
NESRHEHREBEIRARDESET
R. ETHEZEE , B5H
Amazon OpenSearch JREH

BABIEME.

ClusterStatus &Ef

ELE-PEIERD R RDES
TR BETHMEZER S
FEEBEERS.

kKB AMS E4& BN R

MR October 3, 2025 291


https://docs.aws.amazon.com/opensearch-service/latest/developerguide/aes-handling-errors.html#aes-handling-errors-red-cluster-status
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/aes-handling-errors.html#aes-handling-errors-red-cluster-status
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/encryption-at-rest.html
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/encryption-at-rest.html
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/encryption-at-rest.html
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/encryption-at-rest.html
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/aes-handling-errors.html#aes-handling-errors-yellow-cluster-status

AMS fniE A s

AMS IEEESMEF

ARSS/BIRR A

OpenSearch 13

OpenSearch 13

OpenSearch 13

OpenSearch 13

BiRSRRM ALK 4
FreeStorageSpace

B/MEAN <=20480 , FHE& 1 5
o, ELZ 1R

ClusterIndexWritesBlocked

>= 1 &5 08, EE 1K

TR
RME<x, HFE1 X

CPUUtilization

BEL 3R, 15 FEHAFHEK
T 80%.

BRBMMEE
AAFHEZETE

EHERTNTRERE
20GiB AT Ff =R, ET
MEZER BN AFE
ZRTE.

SHRSIEACHL

EBTFERLEEARER, EY
MREZEER |, i5ZSFClusterBl

ockException,
TREXA

X BRIENERPNT RB. It
BRERTENBEEREDR -
AN RTTIET R AV A R B3R E
—X. BETHRESZER , 55
PEET R,

BETH RN CPU BAXRES

100% CPU RIAEAENR , B
=EFEN S THERAREN
o ERABIAXRPIRAEHK
ANEFAYI IR

kKB AMS E4& BN R

M7 October 3, 2025 292


https://docs.aws.amazon.com/opensearch-service/latest/developerguide/aes-handling-errors.html#aes-handling-errors-watermark
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/aes-handling-errors.html#aes-handling-errors-watermark
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/aes-handling-errors.html#troubleshooting-cluster-block
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/aes-handling-errors.html#troubleshooting-cluster-block
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/aes-handling-errors.html#aes-handling-errors-failed-cluster-nodes

AMS fniE A s

AMS IEEESMEF

ARSS/BIRR A

OpenSearch 13

OpenSearch 13

OpenSearch 13

OpenSearch 34

BIRRIRM AR A G
JVMMemoryE 77

BARK>=80%, ¥&5 948,
ELE 3R,

K CPUULtilization

5 3 BAFEHEKRT 50% , =

£ 3%,

FJVMMemoryE 1

BK >=80% , L& 15 74,
BEE 1R

AutomatedSnapshotFailure

RRERN>=1, B&1 54,
HELE 1R

BERBRANEE
BRETINAFERAERRS

MREHAEEM , FETEE
BEANEFETREIR. ZREE
4. OpenSearch FF3EHIHY
RAM By —¥ A TF Java # , &
KHER/PR 32GiB, EBE&EZH
LSRN RAM EEY B E
64GiB , LbAY B LUEE 7 hnsE
BIKET B

FHWRCPUBERAES

ERANENETHAETRERE
REVSEPIRE, BTHAESES
REMME/SZIBERNER |
TRETRWFE CPU A=
B LE BT RUE

FTREIVM RTFESD

EZRNENETAETRERE
REVSEPIRE, BTHAEES
REMME/SZIBERNER |
TRAETRNFE CPU ERAR
B LE BT RUR

B3 RIB R W

CloudWatch 21k, B3R
KM, LHEREHLEH

EETRASEH. ETHRES
§8 , 2 Red Cluster Ik

Ii%
o

kB AMS E& N R

M7 October 3, 2025 293


https://docs.aws.amazon.com/opensearch-service/latest/developerguide/es-managedomains-dedicatedmasternodes.html
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/es-createupdatedomains.html#es-managedomains-configuration-changes
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/es-managedomains-dedicatedmasternodes.html
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/es-createupdatedomains.html#es-managedomains-configuration-changes
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/aes-handling-errors.html#aes-handling-errors-red-cluster-status
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/aes-handling-errors.html#aes-handling-errors-red-cluster-status

AMS fniE A s

AMS IEEESMEF

ARSS/BIRR A

Amazon RDS

Amazon RDS

Amazon RDS

Amazon RDS

Amazon RDS

Amazon RDS

BRI M AR L M
CPU ¥ FIA X

KT 90% , 54 15 044 | =
%2R,

#9 5. F DiskQueueDepth

RF75% , &1 o8 | EE
15 R,
SE#9{E FreeStorageSpace

N 1,073,741,824 %5 |, $5
%508, EE 2K

FREATZER

TN IR R S0 0 BC Ry 17 6 22
B A ST At

R B SRR W

HTENMNREBESRRT
R , BUEERFIE XM,
M point-in-time-restore 243 FE
IR,

=113 RDS -0034 #FE4]
28

Amazon RDS &R A EiRE
SE45) b 8RR IR ik B A 3 T
HERHBEREE,

BRBMMEE

$ {RDS:: DBInstance ¥riR%F}:
CPUUtilization

CloudWatch 1R,

$ {RDS:: DBInstance ¥riR#F}:
DiskQueue

CloudWatch 1R,

$ {RDS:: DBInstance #rRfF}:
FreeStorageSpace

CloudWatch 23R,

RDS-EVENT-0007 , #15i&%
M 5% RDS S4EH,

RDS-EVENT-0031 , &%
Amazon RDS B4 B M=EH4
HERBEEFE,

RDS-EVENT-0034 , i&51E
Amazon RDS B4 3| B4
HEREEFE,

kKB AMS E4& BN R

M7 October 3, 2025 294


https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_Events.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_Events.html#USER_Events.Messages
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_Events.html#USER_Events.Messages
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_Events.html#USER_Events.Messages
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_Events.html#USER_Events.Messages

AMS fniE A s

AMS IEEESMEF

ARSS/BIRR A

Amazon RDS

Amazon RDS

Amazon RDS

Amazon RDS

Amazon RDS

BHRRRM AR R M

RDS-0035 HIEEXRHIS KT
A

Blan , BT ZKBIRH N 1748
RXSWIREB/AE , MySQL T
ERD , R EHRERENK
NS HHERBFEESSH,

F M IDs BAEERBITH

BIRERFIRL T R REGNE
., RLEIEEH TR IDs T
HRFE.

RDS-0045 #iEEESHl Rz Rl
ARERIR

FiRIEHEEFHE, BX
WAER , FSAEHER.
BRPERRERERDIE
B, #2/ MySaQL RiEEIA&

(] BRUE S AR

RDS-0057 % statspack A
Pk et S

RizBIA ENEFELE R

RDS-0058 #u#iE B Kl iEE
HELER

8l Statspack F F ik F
PERFSTAT Kt HH45. EARDD
Statspack JET 2 &I , 18 Sl Bk
o

BRBMMEE

RDS-EVENT-0035 , i5#
Amazon RDS E43E 3 B4
HEREEEFE,

BR&E4. RDS-EVENT-003
6 , 1 Amazon RDS B4
BIMEEEEREEIES,

RDS-EVENT-0045 , &%
Amazon RDS E43E 3 B4
HEPREEFE,

BR$E4. RDS-EVENT-005
7 , 57 Amazon RDS =43
BIMEEEDBEEIEE,

BR$E4., RDS-EVENT-005
8 , IH1E Amazon RDS =43
BB EEREETFE,

kKB AMS E4& BN R

M7 October 3, 2025 295


https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_Events.html#USER_Events.Messages
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_Events.html#USER_Events.Messages
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_Events.html#USER_Events.Messages
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_Events.html#USER_Events.Messages
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_MySQL.Replication.ReadReplicas.html#USER_ReadRepl.Troubleshooting
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_MySQL.Replication.ReadReplicas.html#USER_ReadRepl.Troubleshooting
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_Events.html#USER_Events.Messages
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_Events.html#USER_Events.Messages
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_Events.html#USER_Events.Messages
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_Events.html#USER_Events.Messages
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_Events.html#USER_Events.Messages
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_Events.html#USER_Events.Messages

AMS fniE A s

AMS IEEESMEF

ARSS/BIRR A

Amazon RDS

Amazon RDS

Amazon RDS

Amazon RDS

Amazon RDS

Amazon RDS

BHRRRM AR R M
iR BRIk E T 1R

SQL Server B#EEEHIEE
ENEVHGR, EREE
WM 28, RN TR,
RIEBIE FULL REERXH
BiEE, REEXEERED
TEEXAATHREGRE.
(<dbname>: <recovery model
found>[, ...])

BREEHENHEERBEX
Mo

IR E TS S3 7l

BT i5RZER Amazon S3 17
RS 1T SQL Server 2541
ZFMMNXEHN IAM AEEET
EFH, BEXEZER , BEZH
] B A4 Backup ik F,

Aurora 3= M Amazon S3 17
it 18 2 # R D BIE.

HBPFEEREE T H B
TFEZ=EM 90% LB, 2%
H 7 =2 E A 2 ER.

Aurora THRF e BIEEERY
& 25 Bt B9 38 EN PR 55 o

BRBMMEE

BREE4. RDS-EVENT-0066
£ Amazon RDS =4I FE
HEERBEEFEFE.

RDS-EVENT-0069 , 5%
Amazon RDS E43E 3 B4
HEREEEFE,

BREE4. RDS-EVENT-0081
£ Amazon RDS =4 B FE
HEEREEFFE.

RDS-EVENT-0082 , &%
Amazon RDS B4 B M=EH
HERBEEFE,

BR&E4., RDS-EVENT-0089
£ Amazon RDS =435 =
HEHEREEFFSE.

RSE4. RDS-EVENT-0143
£ Amazon RDS =435I =
HHEEREFIEE,

kKB AMS E4& BN R

M7 October 3, 2025 296


https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_Events.html#USER_Events.Messages
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_Events.html#USER_Events.Messages
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_Events.html#USER_Events.Messages
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_Events.html#USER_Events.Messages
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/SQLServer.Procedural.Importing.html#SQLServer.Procedural.Importing.Native.Enabling
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_Events.html#USER_Events.Messages
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_Events.html#USER_Events.Messages
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_Events.html#USER_Events.Messages
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_Events.html#USER_Events.Messages
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_Events.html#USER_Events.Messages
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_Events.html#USER_Events.Messages
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_Events.html#USER_Events.Messages
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_Events.html#USER_Events.Messages

AMS fniE A s

AMS IEEESMEF

ARSS/BIRR A

Amazon RDS

Amazon RDS

Amazon RDS

Amazon RDS

Amazon RDS

Amazon RDS

Amazon RDS

Amazon Redshift &£

BHRRRM AR R M

HIEERBILL T ERRS. T
FREURE. BEMBEERN
Eid,

BIRERFIESEE FHEERR
B, FEBEEEXA,

EHFR R Amazon RDS =4
FHETEEDT R, BT B
KM R R TEER 2,

T o8 M R 48 ALK AL R
FREMES  ZESHEE
RAFHRE,

E B SR B P 2R B B BT
AAXPRRATA, BUEHES
BERER,

Amazon RDS T 3E AR EE E
RE , HAEHNFRFEER
B IP ik,

B EMZR AWS K EE
UG R ] i

R4 T 4P R R BFAIETT
R

<1E£&5 9%

BRBMMEE

RDS-EVENT-0219 , i5#
Amazon RDS E4E 3 B4
HEREEEFE,

RDS-EVENT-0221 , 5%
Amazon RDS B4 3 B4
HEREEEFE,

RDS-EVENT-0223 , 5%
Amazon RDS E4E 3| B4
HEPREEFE,

RDS-EVENT-0224 , &7
Amazon RDS B4 B M=EH4
HERBEEFE,

RDS-EVENT-0237 , &%
Amazon RDS B4 B M=EH4
HERBEEFE,

RDS-EVENT-0243 , i&51E
Amazon RDS B4 3| B4
HEREEEFE,

RDS-EVENT-0254 , i&1E
Amazon RDS E#43E 5 MEH
HERBEEFE,

RedshiftClusterHealthStatus

EXEZER , BSHEEH
RIS Amazon Redshift
CloudWatch »

kKB AMS E4& BN R

M7 October 3, 2025 297


https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_Events.html#USER_Events.Messages
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_Events.html#USER_Events.Messages
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_Events.html#USER_Events.Messages
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_Events.html#USER_Events.Messages
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_Events.html#USER_Events.Messages
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_Events.html#USER_Events.Messages
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_Events.html#USER_Events.Messages
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_Events.html#USER_Events.Messages
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_Events.html#USER_Events.Messages
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_Events.html#USER_Events.Messages
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_Events.html#USER_Events.Messages
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_Events.html#USER_Events.Messages
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_Events.html#USER_Events.Messages
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_Events.html#USER_Events.Messages
https://docs.aws.amazon.com/redshift/latest/mgmt/metrics-listing.html
https://docs.aws.amazon.com/redshift/latest/mgmt/metrics-listing.html

AMS HniE A = 1ER AMS INEEESFER

BR S5/ 7R L BiRSRRM ALK 4 BREMARE
Site-to-Site VPN VPNTunnelf@ & $ {AWS::EC2::VpnConn

ectionld}- VPNTunnel [@ T
TunnelState <= 0 ¥4 1 9

o EL 20 X, TunnelState =i 7 k28 #8< A
B 0, H—KPEEEFFFat
R 5 HHRBERTFZA

1.0,
Systems Manager Agent EC2 &H Systems Manager EEHME RS H Systems
B LA Manager fREHRT ; BXEZS

e \ . ER, BBARETATAM
*ﬁz‘z SSM 'f'bﬁo SSM 'ftﬁ ﬁiﬁﬁ’i‘é:o

EREEXRG L BERERS
KE1To SSM RIEE&EZR S
AWS ystems Manager FRSHY
P 4% 8% H o

BRIBITHENER , HSHAMS B EEER.

MNELEESNIML THEESZEE (7:03)

AMS YN HEFRASHEA

FANARFRBAEEHEHELM , 7 AMS RREVENIFRFBEL BN ABEAKR, HEFER
LEIhRERY , AMS NP RFEBENLTHEAREED , FAEXENNARFN THIEAWS Service
Catalog AppRegistry> RFE &M AMS EHERFE , HEENL AMS REREZAUENZRHRFINTEHL, E
ERLLIhEE | A% EFK AWS Service Catalog AppRegistry,

ETHRAX AMS INRKIERIANBENEZE R | 55 HAMS Accelerate FIRY I E4HEE,
I AppRegistry 8l R AREF

EMA AppRegistry , 2 (AWS Service Catalog AppRegistry B2 R 35R) AppRegistry Y “A
7" ARG, FRAUTHEZ—OIENARR

1. AWS 4|5 : ET#EX AppRegistry Bid AWS 24 ACIZNARFENESEL | 525 (AWS
Service Catalog AppRegistry EE R 15r) FHCIERNHAEF.
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AMS HniE A = 1ER AMS INEEESFER

2. CloudFormation : ] MR E LA E M RIR —##E X AppRegistry NAREF. BXEZEER |, #
25 (CloudFormation FAF#/) FH AWS Service Catalog AppRegistry &iRERSZE,

3. AMS Bzhit : AT E{LNARFEMRE , AMS HERMT SSM B3I X
#4AWSManagedServices-CreateAppRegistryApplication. EFHILSE , BHM AWS
Systems Manager &l & 8 F 38 https://console.aws.amazon.com/systems-manager/ , Mk
AWS CLI AR ERA T RABIATIR,

# The following registers a new application with customized severity
aws ssm start-automation-execution \
--document-name "AWSManagedServices-CreateAppRegistryApplication" \
--parameters '{"ResourceAssociationType":["TAGS"], "AppTagValue":
["MyApp"],"CFNStackNames":[],"ApplicationName":
["BananaStand"], "ApplicationDescription":["This is my banana stand
application"],"AppCriticality":["normal"], "AutomationAssumeRole":
["arn:aws:iam::123456789012:role/SSMAdminRole"]}"' \
--region us-east-1
# The following registers a new application with no customizations
aws ssm start-automation-execution \
--document-name "AWSManagedServices-CreateAppRegistryApplication" \
--parameters '{"ResourceAssociationType":["TAGS"], "AppTagValue":
["MyApp"],"CFNStackNames":[],"ApplicationName":
["BananaStand"], "ApplicationDescription":["This is my banana stand
application"], "AppCriticality":["unset"], "AutomationAssumeRole":
["arn:aws:iam::123456789012:role/SSMAdminRole"]}"' \
--region us-east-1
# You can also register applications using CloudFormation stacks
aws ssm start-automation-execution \
--document-name "AWSManagedServices-CreateAppRegistryApplication" \
--parameters '{"ResourceAssociationType":["STACKS"], "AppTagValue":
[""],"CFNStackNames":["arn:aws:cloudformation:us-east-1:123456789012:stack/
stack-2343eddq/la2b3c4d-5e6f-7g8h-9i0j-1k213m4n506p"], "ApplicationName" :
["BananaStand"], "ApplicationDescription":["This is my banana stand
application"], "AppCriticality":["unset"], "AutomationAssumeRole":
["arn:aws:iam::123456789012:role/SSMAdminRole"]}"' \
--region us-east-1
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HE A REE
ams & true
ams:rt:ams-managed true

NIENNARFBEN AMS ZERMNEMN

BALBESEECHNNARFNEALANEERERBENL AMS tIZNXBFRFINTERE. IIREHR
th 58K N AR R R A 2% AppRegistry, BHABHTMEMRBAFEATES

AMS . <ApplicationName>.CommunicationOptions

FELREXF |, ApplicationNameXMSAIE N ATREF AppRegistry B {58 #Y & ¥4 THC

RMIRE

{

"SchemaVersion": "1.0",
"Criticality": "low"

}

SchemaVersion

XRE T B EFE LR R SRR AR AN AR AT 62 R Y h BE 7 58

SR RR A Thre
1.0 BEEEMEAENIEFRANTENS
e 5314

HWRARFHNEEHRET AMS BI{LREC BN BRIV ™EH.,
BME :

low|normal|high|urgent|critical
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BXFEMRINESER , BSH AWS X#F APl ZESeverityLevel 7l

BEERMENR

EfFALIIEE , AMS EZHE LT AWS Identity and Access Management X R :

- IR : ListRoleTags

- 3R : ListUserTags

- HRAPRIC api: GetResources

* servicecatalog-appregistry: GetApplication

* servicecatalog-appregistry: ListAssociatedAttributeGroups

* servicecatalog-appregistry: GetAttributeGroup

/A Important
HBRIZ AL ERBRER IAM K& ARS 126K EE (SCP).

APl {8 Hams-access-adminAa k% H, UTE REE RN RNBERRE

arn:aws:sts::111122223333:assumed-role/ams-access-admin/AMS-AMSAppMetadatalookup-*

INREREERS

AMS Accelerate fEAE TSN EREFERIXNEH AWS BREXHER , UKEEA KRR | HB
RIZHTE AWS BEHBZILZEMRY . BEISETHRINEREERER , BULURE AWS BR
WER, FENMEMRSEENERERE , MBREFEZ BT, ZARME , BREERSIEEER
B9 Accelerate IKF7 o

BEIREERN TFRE

HIRHIK DA AMS Accelerate B |, REEBH K AEEFEHRS JSON XA , MAEBREXH. AWS
AppConfigHi/NEL & M &R T B IR B 25 R AR F M AMS Accelerate EREZHERIEF,
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XFANEL & X 2 Bl d5 B AMSManaged A Alarms ( BRIABLE X4 ) # CustomerManagedAlarms ( B
ENRERENH)

- BUABLEXXH :

- WEREXHPWEEZTE AMS Accelerate EFIEEFKFAHENRIAEE. EEITEHIA
AMS Accelerate Y512 REE | A RIEHZKEE , BN AMS Accelerate A LABERT B AT L & X
-, T BRIZ AR B E AT 3B 2K
- MREBAKZEAXLEELHNEM— , ESFEISONEE R IR E ME A RAN IEEIRAE
Bo

- BEMBEEXH :

- WEREXHPNEAEEHIZTLHLER ; RIFCHBER , TN AMS Accelerate T2 B EILEL
B,

« BUNENEEXHPIEEMENEMEENLERENL , B LIEEX AMS Accelerate BRI R
INBEEWEHR, BXEZEL , BSREIUINERRKARENZEAR AN INREREE,

- MREBEHUANAER , Alarm Manager £ BEHTEE AWS Ik R FTE X R IR A HHITEN
Fll, BEE , BRACNERREIENN , ERZTEEE 60 DT EEEM.

o WAILAER AWS BEEEH A H AWS CLI/SDK TEFHUENMAER, BXEHEEMNHA |, &
2| (AWS AppConfig AF#EE) -

- BEMBEEXHREANZE ; BR , RTRIAREN , CLBHHPITEREXHFRENFIEERE
o

EREEROEMNAE CloudWatch B #H I 45X ams: alarm-manager: managed , &R
true, X2HN 7T HREMEERNEEHUENER , HEF2TNEBCNEAER. SUERAL
Ii# CloudWatch ListTagsForResourceAP| & & X R,

/A Important

MR FEAMERER ConfigurationID EE B E X BIRE X HMEINERE N (BFSH RS
W) B ESE AR T BRIAMM,

MEEREERA]

BIABRT , HEMMA AMS Accelerate B , BB FEF S AWS AppConfig , MR EHRIRE
VEBREH, BRELSGERTHE ams: rt: * SN ER. RATEWEE LT A 35 RN A iX EFRE ik
BRERICE  BRBEEARNRFRICEREE , BUELL AMS Accelerate ZIE R EEE L RIR,
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H

Ch

AMS INEEESFER

"AWS::EC2::Instance":

1 {
"AMSManageAllEC2Instances"

s 4
"Enabled": true,
"Filter": {
"InstancelId": "*"
1,
"Tags": [
{
"Key": "ams:rt:ams-managed"
"Value": "true"
}
]
}
}
BRUNMNARBREIRCEEENER , BSREERENAEIrcETEE
IR ER EIEERIRE
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AMS HniE A = 1ER AMS INEEESFER

fE R RARIC 2 IR Z

HETFHRZENEIREEREESNER CloudWatch BRI ERER . ER , cEREENEREEH
AMS Accelerate E X I ERE, BEMRRFIFICERFMING AMS EENEHRENATET Linux
# Windows HI3E4 1ﬁ&HEJ«XT‘F9¥? (=

1. EEWIKF Fx 58 B AppConfigiZ#l &

2. %$% ResourceTagger N AR

3. &R BEXMH &+ , RFE%EECustomerManagedTags,

4. B aE AIEHNEE X4,

5 %% JSON HENZMEE, BXRIRFBNTLEENNES RG] , BSREMNERRIRIDE.

{
"AWS::EC2::Instance": {
"MonitorAllInstances": {
"Enabled": true,
"Filter": {
"Platform": "*"

1,
"Tags": [
{
"Key": "ams:rt:ams-managed",
"Value": "true"
}
]
}
}
}

6. B QIEEEERERE
7. B TTIRERE
8. EMUTHBAT

Environment: AMSInfrastructure Hosted configuration version: <Select the version
that you have just created>
Deployment Strategy: AMSNoBakeDeployment

9. B TFIRERE"
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AMS HniE A = 1ER AMS INEEESFER

BRI W EFRZ"ams : rt:ams-managed": "true" , XF R LRGN "ams : rt:ams -
monitoring-policy": "ams-monitored""ams:rt:ams-monitoring-policy-platform":
"ams-monitored-linux"® and MA T XA, RE , XERZLEBRNEZKRFIEMNNER. B
KT ENESEER | FS0 ke s,

WM& Himanshu B T B ZE S (11:04)

ERFERRFEFRCEENER T NERZE

ETHZENEIREEREEFSNEARE CloudWatch BRI A AR ; BR | bgﬁﬁmﬂﬁﬁfﬁ,\ﬁﬁﬂ
AMS Accelerate E X M43 EFRZ ., AMS Accelerate It 7 —MNBUIABLE S |, ZBLE UH BRI EHER
SEHRRFRFRICEENA

MREREH S —F A ENREINATRIR , H30 CloudFormation = Terraform , M A= Resource
Tagger , EEZHRFIRICE , IETRISNENRBENANE , 8 F25REENIRIEHESE
%, BXERBEEN Resource Tagger Bt E X AE A RIEEXNIEE |, ST RIFICEIE S
HRo

HRBRCHRRENAREXABBEREXE , BEUTEN | £RGERNRICTERENAT
ENRIR

IRRE RE 4R REE

FTIEXFENREIR (MR ams: rt: ams-monitoring-policy  ams &%

& )

EC2 341 (Linux) ams: rt: ams-monitoring-pol ams-monitored-linux
icy-platform

EC2 3£ (Windows) ams: rt: ams-monitoring-pol ams-monitored-windows
icy-platform

OpenSearch £/ KMS #9181 ams: rt: ams-monitoring-with- ams-monitored-with-kms

kms
OpenSearch BT AET R ams: rt: ams-monitoring-with- ~ ams-monitored-with-master
Ry master

SEXERZENENTREA AMS INEEREEREE,
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£ A 1EFRZ CloudFormation

® Note
EEANAREZH , BELEFRFRIFICEFIEE N RiEERX CloudFormation , &N & IRFRID
B ARESRIBE B X HERHIRE, BRI Resource Tagger IREB N RIEEXHE B URIEHRE
BCMIRSNIER , FZRETEARBRICENERL T INERL,

EFANAMRZ CloudFormation , AT SATE#EMR R B R A#RE ( i HZ 0 CloudFormation FIRIFE )
A REREMNRRERRBNARE (fl , ESEAE EC2 EHIFE )

LA R MR AMS Accelerate 2R EEBFHRZ N AT HEEH Amazon EC2 SE4I#Y 7= 451
CloudFormation :

Type: AWS::EC2::Instance
Properties:
InstanceType: "t3.micro"

# ...other properties...

Tags:
- Key: "aws:rt:ams-monitoring-policy"
Value: "ams-monitored"
- Key: "aws:rt:ams-monitoring-policy-platform"
Value: "ams-monitored-linux"

LA 2 {a5F AMS Accelerate BIRE RSN A THEER Auto Scaling B4 #Y R4l
CloudFormation, i&*X , Auto Scaling A& HFRZABIHHEEMIT Z# EC2 L4

Type: AWS::AutoScaling: :AutoScalingGroup
Properties:
AutoScalingGroupName: "TestASG"

# ...other properties...

Tags:
- Key: "aws:rt:ams-monitoring-policy"
Value: "ams-monitored"
- Key: "aws:rt:ams-monitoring-policy-platform"
Value: "ams-monitored-linux"
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AMS 113 IS
{5 F Terraform 1EFRZ

(® Note

AMS INEEESFER

HEEANAREZE , BELEFRRIFCRRE
27 1 e R RIBE B XAHE AR E

HRiEE R CloudFormation , BN & RFRIC

(=]
B < f# Resource Tagger & &N REEXHE B UK RS
BCWIRSNIER , FZRETEARRRICENER T INERL,

BxWAER Terraform BB & RFEH R

H3EN
52515 Terraform XA & FEFRIC,
AR 2 AMS iR EREERSNA T Terraform EE ML S EC23E4IH R A1,
resource "aws_instance" "test_linux_instance" {
# ...ami and other properties...
instance_type = "t3.micro"
tags = {
"aws:rt:ams-monitoring-policy" = "ams-monitored"
"aws:rt:ams-monitoring-policy-platform" = "
}
}

ams-monitored-linux"

LR 2 AMS BiIREEIRE M AT Terraform EIEH Auto Scaling BHAK RHl. EEE , Auto
Scaling A & FHARSABEIHH A/ EH EC2 L4

resource "aws_autoscaling_group" "test_asg" {
name = "terraform-test"

# ...other properties...
tags = {
"aws:rt:ams-monitoring-policy" = "ams-monitored"
"aws:rt:ams-monitoring-policy-platform" = "ams-monitored-linux"
}
}
SRBTERRS
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s B 4 38 /5 i & S A

LRI P DA AMS Accelerate B, ANE N ELE X HH JSON AT ZI R K R AWS
AppConfig ( &M What is AWS AppConfig ) » AMEEXHEHTEREESRNAERFT AMS
Accelerate EMREIFEH,

£

o IREE M MR

- EERBXH : hSHER
o PIREIREE B

- BEEENNERREEREE
- ERNEEREE

o ERINEERRIALE

- BEMNEFEREEER

« ENRMMEERER

- REMEER

- ZFRRIANINEEIREE

M

M

IRBCE M ;R

ARIAEC B XA S B E BB XA XA E MRS

"<ResourceType>": {
"<ConfigurationID>": {
"Enabled": true,

"Tag": {
"Key": "...",
"Value": "

.

"AlarmDefinition": {

}
iy

"<ConfigurationID>": {
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}
}I

"<ResourceType>": {

}

« ResourceType: WRAMBMRU T ZFHNFRHFEZ—, Ltk JSON HRAWEEF{NEIEEN AWS
TRER X, XN RRER .

AWS: :EC2::Instance

AWS: :EC2::Instance: :Disk

AWS: :RDS: :DBInstance

AWS: :RDS: :DBCluster

AWS::Elasticsearch: :Domain

AWS: :OpenSearch: :Domain

AWS: :Redshift::Cluster

AWS: :ElasticlLoadBalancingV2::LoadBalancer
AWS: :ElasticlLoadBalancingV2::LoadBalancer: :TargetGroup
AWS: :ElasticloadBalancing: :LoadBalancer
AWS: :FSx::FileSystem: :ONTAP

AWS: :FSx::FileSystem: :ONTAP: :Volume

AWS: :FSx::FileSystem: :Windows
AWS::EFS::FileSystem

AWS::EC2: :NatGateway

AWS::EC2: :VPNConnection

- ConfigurationID : WHRAEREX P LA - , HEXNUATRERHTHE—FHE. NRE -1
X 3R b B9 N B B Resource TypeR EF # B C onfigurationID , NI E B X 4 5 &3 .E R E BT
£, MBHEEBEENEEXHHIEER ConfigurationID SEINE B X4 S5 ENE EXH4HHER |
N B E BB M E LB B £

- B : (FiE , default=true ) EEBRERZRBEN. FHIREN false TEAERER, ZAME
BERVITARGEEXHPTFE

- ¥ BEEHBREGEANKS., T MESRFRIENMENRR (HNERER ) BHEERAE
E X BIE CloudWatch Bk, LLFERE—1P JSONXJR , BEUTFR :

- B4 ELEMNARSHZA, BidE , IREFERARFERICEERINATRR , MR Z4
FIRA L ams: rt: T3k,

- B ErEERENE.
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AMS HniE A = 1ER AMS INEEESFER

« AlarmDefinition : EXEQIENEHR. X2 —1 JSON IR , EFERIRFEH/EEL CloudWatch
PutMetricAlarm API AR ( AR ; BXEZER , BSRMNEREXH . hSHE
). BXRXBEFERNMBEFERNER , HSFPutMetricAlarm 3 #4,

G

CompositeAlarmDefinition : EX ERIENESEIR. IEESEBRN , BEERBHREE AN

NFRERN , ZRERNSEZERZLBHEMBRNWERRS, X2 —1 JSON XK , EFBRZEHF

234, CloudWatchPutCompositeAlarmREHMNMFIERHEBEHFERER K E4EE

£t AALARM (S8 ) "RES. EEAEENANRERNFEEN S BT SEEREENE M
EEE, BXBEFRAMVEFENEES , S HPutCompositeAlarm3#4,

XN RTERRHE LT F R

« AlarmName : EEENRFRVIBHBERNBNR. ZFEMNIAN SPutMetricAlarm X IEE
AN TLERE ; B2, BTEREHE I XEHPLTEH—H , AHBEREESREE -
FANER . BXREBRBMPEEE —FFRFHSH (BN , BREESSCEBRETHN
B T B AN TR B ME —FRIRAT ) o Bl |, X FAWS:EC2::Instance ®RERE | IBAUMEEIRB
M${EC2: :Instanceld}FEE , FENERXRMEERBMIIT L. BXRIFAFHIIE ,
BSUINRBRE G - hSBER,

A Bt 2 BRI fEPutMetricAlarm 8 PutCompositeAlarm X R E .

« AlarmRule : EEETHMLHMBIRUBELLESBHRNRS. X TESIANSNER , 1]
HRMEE T EMK B Alarm Manager Bt & X #H CloudWatch SiEHHPIEE,

/A Important

S&T LAE Alarm Manager i & 3 #4CompositeAlarmDefinitionF #g EH & —
MNAlarmDefinitions), , B E4 1T sER B A,

HUTRAS  SMMEENERERESHREN , RE0ZER

{
"AWS::EC2::Instance": {
"LinuxResourceAlarm": {
"Enabled": true,
"Tag": {
"Key": "ams:rt:mylinuxinstance",
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_PutMetricAlarm.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_PutCompositeAlarm.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_PutMetricAlarm.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_PutMetricAlarm.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_PutCompositeAlarm.html

AMS HniE A = 1ER AMS INEEESFER

"Value": "true"
.
"CompositeAlarmDefinition": {
"AlarmName": "${EC2::Instanceld} Resource Usage High",
"AlarmDescription": "Alarm when a linux EC2 instance is using too much CPU and
too much Disk",
"AlarmRule": "ALARM(\"${EC2::Instanceld}: Disk Usage Too High -
${EC2::Disk::UUID}\") AND ALARM(\"${EC2::InstanceId}: CPU Too High\")"

}
}
}

}

/A Important
2 Alarm Manager BT Bt & Al 7o 3% 8 2 R BR B4R , © 2@ KA E) Direct-
Customer-Alerts SNS &, IR 2418 A AlarmDependencyError,
BABZUEWEEIATELE SNS £, EERAAIEZFADEE , SXER L inT ST 5H
ZEE, BXRFAEE , BSRATER 1 SIEFH,

® Note

PIERERNERS  BREESCHINEEERCEMENRERNER, BIRFERN
BiRE , BEIREESRT2NBRXBENRZERNER,

Amazon CloudWatch FR&l 7 BHEAE AWS KigF A U AENRERNERNHE, MRER
HTESESD , UEREESFTVNEFNFERNER. BLTRBRREANES K SES
B0 AMS SERFEERBER SR,

AMS Accelerate 1R HY1F Z EEBIRE LEN SNS =B MMS &% 7 B¥r. XATF AMS
Accelerate ¥ 2RSS , b 2N EIRB A KIEE] AMS Accelerate B{Z5HLEl, &2 MMS-
Topic EEENBREEPRUNBRZANEMAERNVER (UARZBROEBRI ) , BRIZR
ZLRBEAANER, XTL2SH AMS Accelerate I &M B E L EREEITH .

IRE B S HER
EE—BEXHH , STUEESROHSH , MTFAR :
- 2R-REXHRNEMLE
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https://docs.aws.amazon.com/sns/latest/dg/sns-create-topic.html
https://docs.aws.amazon.com/sns/latest/dg/sns-create-subscribe-endpoint-to-topic.html#sns-endpoints
https://docs.aws.amazon.com/sns/latest/dg/sns-getting-started.html#step-create-queue
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch_limits.html

AMS HniE A = 1ER AMS INEEESFER

« $ {AWS::Accountld} : E &R EK AWS IKF ID

 $ {AWS::Partition} : BN FIRFTER AWS XiE 27X ( N TFAZEXE , X2 “aws”) ; BXE
%28 , 5 ARN 2EHHN D X%KE,

« $ {AWS::Region} : BN RRIBB RN M X XEHEF ( HlE0 us-east-1)
FEAWS::EC2::Instance BRI R R A -

« $ {EC2:Instanceld}: ( ¥RIRFAF ) BN IEH Amazon EC2 SEZBIRISEHI ID,
« $ {EC2:InstanceName} : B 7 EH Amazon EC2 SZHIME .
FEAWS::EC2::Instance:: Disk &Rk :

« $ {EC2:Instanceld}: ( #RIRAF ) BN EH Amazon EC2 SEFIRYSZ I ID.
$ {EC2::InstanceName} : i 7&K Amazon EC2 SRl & #ro

$ {EC2:: Disk:: Device}: ( FriRfF ) BRNMEANEM . (N Linux , &M FHCloudWatch X
HEENXH ) .

$ {EC2:: Disk::FSType}: ( #riR%F ) B NHWENXHRSERE, ({XBR Linux , EATHEEN
45 CloudWatchAgent ) o

$ {EC2:: Disk:: Path}: ( ¥riR#%F ) BN WERER, £ Linux £, XRHUBHERS (Flw,/)
M7 Windows A , X2 zEFHZ (I ¢/ ) ( XFECloudWatch REEEBIEHI L ) .

$ {EC2:: Disk:: UUID}: ( #RIR% ) HAAERKE UUID KM —FRRELE | IR 2ERH
UUID , HIEZEHRNEBIHFIEE , BN AWS::EC2::Instance::Disk BRER THEIRGHNENS
BB —NEIR, IEE $ {EC2: Disk:: UUID) RHRIFEIRBFAAIME— 1,

FEAWS::EKS::Cluster& JRE R e

 $ {EKS::ClusterName}: ( #RIRFF ) iR FEH EKS SBENE M.
FEAWS::OpenSearch::Domain & RE R -

« $ {OpenSearch::DomainName}: ( ¥RIRAF ) HiRHEH EKS 3B B Mo
FEAWS::ElasticLoadBalancing::LoadBalancer & R &k b -

- $ {ElasticLoadBalancing:::LoadBalancer: Name}: ( #8R%F ) B#2 78 V1 Load Balancer B8
o

F£AWS::ElasticLoadBalancingV2::LoadBalancer’@ /RE Bk -
« $ {ElasticLoadBalancingV2:::: Arn}LoadBalancer: ( $81R%F ) E#H V2 Load Balancer 9 ARN,

« $ {ElasticLoadBalancingV2:::: Name}LoadBalancer: ( ¥riR%F ) i 7 &H V2 Load Balancer 9
& o

« $ {ElasticLoadBalancingV2::::FullName}LoadBalancer: ( MR %#F ) E# 7&K V2 Load Balancer
WEE,

B
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https://docs.amazonaws.cn/en_us/general/latest/gr/aws-arns-and-namespaces.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Install-CloudWatch-Agent.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Install-CloudWatch-Agent.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Install-CloudWatch-Agent.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Install-CloudWatch-Agent.html

AMS HniE A = 1ER AMS INEEESFER

« TEAWS::ElasticLoadBalancingV2::LoadBalancer:: TargetGroup &REH R :

- $ {ElasticLoadBalancingV2::::FullName}TargetGroup: ( #8iRAF ) E#2H V2 Load Balancer #9 B
FRB B o

- $ {ElasticLoadBalancingV2:::: UUID}TargetGroup: ( #xiR#F ) B R &M V2 Load Balancer £ &K
# UUID,

« 7EAWS::EC2::NatGateway®REH R :
+ $ {NatGateway::NatGatewayld}: ( ¥RiRAF ) B NAT W< ID,
« 1£ AWS:: RDS:: DBInstance BRFXH X :
- $ {RDS:: DBInstance ¥riR %} ( #RIRRF ) BIR N A RDS BIEFESZFIFRIRET
« £ AWS:: RDS:: DBCluster BRE R Xk
 $ {RDS:: DBCluster #rIRfF}: ( #RIRFF ) BRNEH RDS BIEFEEFHIFRE.
 EAWS::Redshift::Cluster & RE R R AF -
- $ {Redshift::Clusterldentifier}: ( ¥RIRAF ) RN IRI Redshift EEFFFIRA,
« TEAWS::Synthetics::Canary &R TR -
- $ {Synthetics::CanaryName}: ( #RIRAF ) iR FIREY Synthetics £ ##H& CloudWatch F,
 1£ A WS:EC2:: VPNConnection BREH XRAF :
« $ {AWS::EC2::VpnConnectionld}: ( #RIRAF ) E# R &K VPN ID,
« TEAWS::EFS::FileSystem & RE R R -
- $ {EFS::FileSystemId}: ( #RIRfF ) BN EFS XHREMXHRS D
« TEAWS::FSx::FileSystem:: ONTAP #iRE &b -
 $ {FSx::FileSystemld}: ( #RIR%FF ) BN FSX XHRENXHRE ID,
« $ {FSx:FileSystem: FH &} : Bt FSX XHREHNFHLE,
« $ {FSx::FileSystem: lops} : Bt FSX XHREH IOPS,
« 7£:: ONTAPAWS::FSx::FileSystem:: Volume #&iRR S :
 $ {FSx::FileSystemld}: ( #rIR%FF ) HIRHA FSX XHRENXHRE ID,
« $ {FSx:: ONTAP::Volumeld}: ( ¥riRAF ) BN % 1D,
« TEAWS::FSx::FileSystem:: Windows &RE & R -
 $ {FSx::FileSystemld}: ( #rIR%FF ) HRHA FSX XHRENXHRE ID,
« $ {FSx:FileSystem: FH &} : Bt FSX XHREHNFHLE,
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AMS fniE A s

AMS IEEESMEF

® Note

FIEREHRRANNSHHBRECLZEREBMVNR , RIFELEBREMPIEEZINRAN.

iR 5 4 B i 7 451
EUTRAS , RESTERBITEY Linux ZHIN S S IR ER.

"AWS::EC2::Instance::Disk": {
"LinuxDiskAlarm": {

"Tag": {
"Key": "ams:rt:mylinuxinstance",
"Value": "true"

I

"AlarmDefinition": {
"MetricName": "disk_used_percent",
"Namespace": "CWAgent",
"Dimensions": [

{

"Name": "InstanceId",

"Value": "${EC2::InstanceId}"
.
{

"Name": "device",

"Value": "${EC2::Disk: :Device}"
.
{

"Name": "fstype",

"Value": "${EC2::Disk::FSTypel}"
.
{

"Name": "path",

"Value": "${EC2::Disk::Path}"
}

]I

"AlarmName": "${EC2::Instanceld}: Disk Usage Too High -

${EC2::Disk: :UUID}"

BEREESRREXH
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AMS fniE A s

AMS IEEESMEF

}

EUTREIP , RESNEEIICER Windows LA SN HE CIZER.

"AWS::EC2::Instance::Disk": {
"WindowsDiskAlarm": {

IITagII: {
"Key": "ams:rt:mywindowsinstance",
"Value": "true"

3,

"AlarmDefinition": {
"MetricName": "LogicalDisk % Free Space",
"Namespace": "CWAgent",
"Dimensions": [

{
"Name": "InstanceId",
"Value": "${EC2::InstancelId}"
b
{
"Name": "objectname",
"Value": "LogicalDisk"
b
{
"Name": "instance",
"Value": "${EC2::Disk::Path}"
}

1,

"AlarmName": "${EC2::Instanceld}: Disk Usage Too High -

${EC2::Disk: :UUID}"

ERELNMEBEREEREE

AMSManaged® 1k #1 &8 CustomerManagedAlarms 7] LA £ 1 & AppConfig& GetConfiguration,

AR 2#GetConfigurationBiEH =Ml

BEREESRREXH
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https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_GetConfiguration.html

AMS iR FERE

AMS INEEESFER

aws appconfig get-configuration --application AMSAlarmManager --environment
AMSInfrastructure --configuration AMSManagedAlarms --client-id
any-string outfile.json

- RIFARER : AppConfigiX 2IZHINEEMEEE T ; N TEBIREEESXKIN , X2 AMSAlarmManager
« BB ; X R AMSInfrastructure ¥FiE

7 CustomerManagedAlarms

- BE : EEF AMS Accelerate EHEIR , (ENAMSManagedAlarms ; EEEEZFEREN , BE

Ch

« B ID : XR— M E—NNRAEFRHIRAN , ATAREAFRS
« AINEEENREXHPETERENL , EARHFIHHA outfile. json
7

A LB & & AMSInfrastructureif BT EN B REE

BRI P EE T AR NEE
B UnER B R E
ERMBEFFOVBEREN , B LAEREE & X CloudFormation B T &8 E HNiEEe & 5 5 E A
CreateHostedConfigurationVersionAPlI,
X2
(E=N
fign

\

—N Linux 8RBT T , ©1E base64 AR SHE , XIER AppConfig CLI TR B ATHIEMN ., Bx
2% AWS CLI 3X#4 B inary/Blob ( Z# & AKX R ) o

aws appconfig create-hosted-configuration-version --application-id application-id --
configuration-profile-id configuration-profile-id --content base64-string
--content-type application/json

- MARER ID : NARRF AMS # ID AlarmManager ;
50

=
ElE 4 ID : BLiERY ID CustomerManagedAlarms ;
KEX— =,

A L@ ListApplicationsAPI i A # Blix —
O

0N

AI LA ListConfigurationProfilesAPI 8 A

- WA : NAHK Base64 FRF , FBINEXHFHEB RN base64 KBIE : cat alarms-v2.json |
base64 ( £ Binary/Blob ( ZH &I AR ) )

NAEKR : MIME K& | application/jsonE R EHRENZHA JSON FEM,
EREEEREXH
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https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_CreateHostedConfigurationVersion.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-usage-parameters-types.html#parameter-type-blob
https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_ListApplications.html
https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_ListConfigurationProfiles.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-usage-parameters-types.html#parameter-type-blob
https://docs.aws.amazon.com/cli/latest/userguide/cli-usage-parameters-types.html#parameter-type-blob

AMS HniE A = 1ER AMS INEEESFER

/A Important

FFStartDeploymentHl StopDeploymentAP| #4ER T3[R X FR R &9 7 ## 16 B #r i B Hl B A 32
EMERVAAEHAF,

EFEW T HIAER AWS AppConfig Zhae Sl 2 MMBERE , FSHEA AWS AppConfige

& INRER A INEE

SRETEESXRMNEEX M , BEATUBSERAENBEENHFIEESRIAEERARL
Configurationl d BYEL ER RBEERINEE X #F. MBXHM , VBN EERNBEZENARSEERN
AIABE IR

Blan , R BRIAR B X4

{
"AWS::EC2::Instance": {
"AMSManagedBlock1": {

"Enabled": true,

"Tag": {
"Key": "ams:rt:ams-monitoring-policy",
"Value": "ams-monitored"

.

"AlarmDefinition": {
"AlarmName": "${EC2::InstanceId}: AMS Default Alarm",
"Namespace": "AWS/EC2",
"MetricName": "CPUUtilization",
"Dimensions": [

{
"Name": "InstanceId",
"Value": "${EC2::InstanceId}"
}

1,
"Threshold": 5,

}

}
}
}
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https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_StartDeployment.html
https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_StopDeployment.html
https://docs.aws.amazon.com/appconfig/latest/userguide/appconfig-working.html

AMS HniE A = 1ER AMS INEEESFER

BERUHERNEEERN 10, BLTREEBHEREL , MARX2EERNE 2. Fla, &8
RUNATEENLEEXH :

{
"AWS::EC2::Instance": {
"AMSManagedBlock1": {
"Enabled": true,
"Tag": {
"Key": "ams:rt:ams-monitoring-policy",
"Value": "ams-monitored"
.
"AlarmDefinition": {
"AlarmName": "${EC2::InstanceId}: AMS Default Alarm",
"Namespace": "AWS/EC2",
"MetricName": "CPUUtilization",
"Dimensions": [
{
"Name": "InstanceId",
"Value": "${EC2::InstanceId}"
}
1,
"Threshold": 10,
}
}
}
}
/A Important
BB EEUERESBHRHITEE, £ SSM F AppConfig , AT B B EL & J5 2P B RAH
A=
ERE IR ERAEE X

EREENE , EEMFEA AppConfig SiX E# 17Z8E CloudFormation,
B

 AppConfig AT HEMEBIRAEEZEE X

« CloudFormation F T Z8 & h1REL & & X
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AMS HniE A = 1ER AMS INEEESFER

AppConfig AT HEMREIREEE X

BEMSERSE , £ AppConfig K& B &1 & i StartDeployment,

aws appconfig start-deployment --application-id application_id
--environment-id environment_id Vdeployment-strategy-id
deployment_strategy_id --configuration-profile-id configuration_profile_id --
configuration-version 1

B FFER ID : BAREFH IDAMSAlarmManager , A LUEN ListApplicationsAPI HAKEIE,

« IME ID : BRI LUENE ListEnvironmentsAPI BB EIE.

- EPEREE ID : BALUES ListDeploymentStrategiesAPI K EIE

- BLEXM ID : B9 IDCustomerManagedAlarms ; &R LUEH ListConfigurationProfilesAPI 18 F %

e,

- BERA : ERNFHEEXHFIRA.

/A Important

BIREESNAREXHHIEENEBIRE L. BEHA AWS EE#EH A = CloudWatch CLI/
SDK Xt CloudWatch E#R#THNEMFHNERHF2EFNME , A EFRRENELIRETLE
REBEEUN, ETHRPLERESHEIREEECNEN  BUUEREEENans: alarm-
manager :managed#s&true,

fFStartDeployment®l StopDeploymentAP| #4ERY G R PRPR I8 T 0] B FrEfEBFELE R R
ENERNAERF.

EFA T MR E R AWS AppConfig THEESIZ M BEE , 555 AWS AppConfig L4,

CloudFormation A FEZBE INIRELEE X

MREFLEFEAEBCustomerManagedAlarmsEi & X # CloudFormation , M AT SAER AT
CloudFormation #4#x, fEAMSAlarmManagerConfigurationVersion.ContentFE&HH AFTE
# JSON ElE.,

£ CloudFormation Mk Stk SEF PBERE , MREBKREF/EEFTEMN JSON R |

M|AMSResourceTaggerDeployment BIREBBF A M. AXTHEAINELE XM | IEENFHAE
B, B3,
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https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_StartDeployment.html
https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_ListApplications.html
https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_ListEnvironments.html
https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_ListDeploymentStrategies.html
https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_ListConfigurationProfiles.html
https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_StartDeployment.html
https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_StopDeployment.html
https://docs.aws.amazon.com/appconfig/latest/userguide/appconfig-working.html

AMS HniE A = 1ER AMS INEEESFER

BRFXLEIRERE S CloudFormation HEik iR ERNEEY , S LLT X AWS CloudFormation
XAy -

« £ AWS CloudFormation 2l & £t 2%
« £ AWS CLI B2k
o BIEMEREE

® Note

MREERAHEP - MERBEBERERZE , AEMER CloudFormation kSRS | N ZEARE
BIRARFRESHENRE , HEFTQRTHMEE, IREFEMEIRUEE , NFEE
FHREZHRE (MRR ()  AEMEREFHNZEE , MT2MERERK.

JSON

"Description": "Custom configuration for the AMS Alarm Manager.",
"Resources": {
"AMSAlarmManagerConfigurationVersion": {
"Type": "AWS::AppConfig::HostedConfigurationVersion",
"Properties": {
"ApplicationId": {
"Fn::ImportValue": "AMS-Alarm-Manager-Configuration-ApplicationId"

3,
"ConfigurationProfileId": {
"Fn::ImportValue": "AMS-Alarm-Manager-Configuration-CustomerManagedAlarms-
ProfileID"
3,

"Content": "{}",
"ContentType": "application/json"
}
I
"AMSAlarmManagerDeployment": {
"Type": "AWS::AppConfig::Deployment",
"Properties": {
"ApplicationId": {
"Fn::ImportValue": "AMS-Alarm-Manager-Configuration-ApplicationId"
I
"ConfigurationProfileId": {
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-console-create-stack.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-cli-creating-stack.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/stacksets-getting-started-create.html

AMS HniE A = 1ER AMS INEEESFER

"Fn::ImportValue": "AMS-Alarm-Manager-Configuration-CustomerManagedAlarms-
ProfileID"
1,
"ConfigurationVersion": {
"Ref": "AMSAlarmManagerConfigurationVersion"
},
"DeploymentStrategyId": {
"Fn::ImportValue": "AMS-Alarm-Manager-Configuration-Deployment-StrategyID"
1,
"EnvironmentId": {
"Fn::ImportValue": "AMS-Alarm-Manager-Configuration-EnvironmentId"

YAML

Description: Custom configuration for the AMS Alarm Manager.
Resources:
AMSAlarmManagerConfigurationVersion:
Type: AWS::AppConfig::HostedConfigurationVersion
Properties:
ApplicationId:
!ImportValue AMS-Alarm-Manager-Configuration-ApplicationId
ConfigurationProfileld:
!ImportValue AMS-Alarm-Manager-Configuration-CustomerManagedAlarms-ProfileID
Content: |

{

}
ContentType: application/json
AMSAlarmManagerDeployment:
Type: AWS::AppConfig::Deployment
Properties:
ApplicationId:
!ImportValue AMS-Alarm-Manager-Configuration-ApplicationId
ConfigurationProfileld:
!ImportValue AMS-Alarm-Manager-Configuration-CustomerManagedAlarms-ProfileID
ConfigurationVersion:
!Ref AMSAlarmManagerConfigurationVersion
DeploymentStrategyId:
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AMS HniE A = 1ER AMS INEEESFER

!ImportValue AMS-Alarm-Manager-Configuration-Deployment-StrategyID
EnvironmentId:
!ImportValue AMS-Alarm-Manager-Configuration-EnvironmentId

BRI E R E X

B BRI AV ER BB EDRERE N , FIEREE LR MVE B X R4 FH1Z1T StartDeployment.

R INIEE R

MR AMS i ERE , BREESCHINREREEFNXLERRUEBNFEER. WREEHT
Hit, EAMIALENFEERERELEIR , BFEA Alarm Manager R B Fri2 T EE,

ERERNERRREMBRENEREER , BEBRNBEXEEP RN "ams:alarm-
manager:retain" ¥ , AT RHIFTR,

{
"AWS::EC2::Instance": {
"AMSCpuAlarm": {

"Enabled": true,

"Tag": {
"Key": "ams:rt:ams-monitoring-policy",
"Value": "ams-monitored"

},

"AlarmDefinition": {
"AlarmName": "${EC2::Instanceld}: CPU Too High",
"AlarmDescription'": "AMS Baseline Alarm for EC2 CPUUtilization",
[...]
"Tags": [

{
"Key": "ams:alarm-manager:retain",
"Value": "true"
}

]

}

}
}
}

LG RIRL LR | Alarm Manager A2 B BREMA "ams : alarm-manager:retain"#HXHELE
HEIR, RENEIRS CloudWatch TRRHEIRE , BEREEAFIITFEMBR. CloudWatch
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https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_StartDeployment.html

AMS HniE A = 1ER AMS INEEESFER

ZRARANINEEREE

AMS Accelerate IRIFEEBIRELNK S PRURIANEEXH. B2 , TNBLBETAERE K
ZRALRKAEE, ZAUBENEZEEEXBEEXHFRMNUE C onfigurationID HIEEME N false HE A
FEREEZRARAEERN,

flan , MRBMABREXHHPFEUATERE :
"AWS::EC2::Instance": {

"AMSManagedBlock1": {
"Enabled": true,

IITagII: {
"Key": "ams:rt:ams-monitoring-policy",
"Value": "ams-monitored"

}

"AlarmDefinition": {

}

BALBESEAENEEXHFEEUATAEREM RN

{
"AWS::EC2::Instance": {
"AMSManagedBlock1": {
"Enabled": false
}
}
}
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ERENREERKENMERREE
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EEREMTTE , REFBEFERERE BRI
B itk

2 H A CloudWatch 4R M7 October 3, 2025 324


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/mon-scripts.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/mon-scripts.html

AMS 1niE A F 18R

AMS IEEESMEF

BB

MatchingR
esourceCount

Dimensions

A4, ResourceT
ype. ConfigCla
useName

358

5 Alarm Manager Bt B3R EE I ER ( EERIRE
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o

BB

REREXR
1

AMSLinuxD
iskUsage

L

A RERY BE A PR S SR Ay
HEIRE.

HEH EC2 KBl L1 A
ERR (BLWEER

EEE 30 7HA , %R
BEETEXEN 6 Ko

12

AMS a1 E SRk

KOIRBAEE, MRE
EVIRIZSEA , Wiz Sl
RELEAEFHED, FLE
B ) R VFSRHIER 25
NEREH. BXEZE
B, BSHRNT “EC2 K
SREXMAIKEL

B

AMS B31EE B K2l bk
B 3, ANRIX T EERE
HERBHEEZE , N

AMS BzIEEE1R

WA October 3, 2025 325



AMS 1niE A F 18R

AMS IEEESMEF

BB

AMSWindow
sDiskUsag
e

RDS-
EVENT
-0089

458
B ) KR AR
B

HEH EC2 KBl L1 A
KR (BLEEZ
A ) NHEEEREER
B

BIEEXGEERESE
M fZfEZ= BB 90% B L,

BB

RS 30 28R, HE
=T EXER 6 KXo

B2 B a7 = R BT
90%.

®IE
VEEEURLEESEH
INEEY ]IS

AMS Bzh8E B £ MikR
Rt S, INRIX FAERR
MEBHEZZEE , U4
VREEUMLEESEH
FHEHLo

AMS BZEE B R
IEBEEREL T IE
B TAHE#EE AR
Do Rl , eoazdBEY
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ut".
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EC2 ZEEMERAHK B3I

AWS Managed Services (AMS) Bzi{&E t{a4b 32 EC2 BEMAE&

EC2 RBREAW : K EFHLETEEM R4 October 3, 2025 329



AMS HniE A = 1ER AMS INEEESFER
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® Note
REMESTE EC2 T RIRAI LizfT , B MK T CPU M4 RIFLET.

« ¥ Linux £, BE{L ST B EXT2 EXT3, EXT4 # XFS EBEWXHREK,

« £ Windows £ , BE{LAEZIFFERH RS (NTFS) M H RS (RefS).

- BILF 2T BRETEESEES (LVM) = RAID BEIIHNE.

- BTV BRAE®REE.

- MREZFINZSECKXAT 2TiB , N B L TAREUEMITE.

- BYEMLHTHT BRINEARZ=ZR , ERENBENEGAPRARS REEH#HTHEX.
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- =Y B Amazon RDS KHIFME =R Al , BEI{LSMITZTRE , SIEE{R Amazon RDS 3E41
L& F & S B AT AR A7 22 R 2R IR A
- RN E CloudFormation Hikfm= , N&EiT Amazon RDS API #1T4MK.
« EUTERT , BEREFTRIET :
« Amazon RDS RfIHPRST 2 ‘AT A" & “FRZERE R .
« Amazon RDS k776 B el A f§ck ( Hlan , I EANPRRERT FEZERE ) .
« Amazon RDS 3E4IE /3 A B 31 48 74 2218
« Amazon RDS 3E6I7F 2 CloudFormation %/ 19 %R .
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- YXEFERKER , AMS 258KR , FHAHLES  WBET —$1730,

Amazon RDS F# T 2E41 kB30t WA October 3, 2025 330



AMS H1ERAF = AMS HEEESMEF
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AMS Accelerate £ 5 EventBridge F£EHMN, FEEMNZE —F 5 AMS B ERBA R4S AN
B, XLMUCEREANSHEHGEREDNBRETLE, REANSH AMS IEN , BERZEEE
FIKFFENEHER , BRIEZEENL , BNRERENRS FEEAXLERERN,

AMS HRFEEMN Sevents.managedservices.amazonaws.comfRS X E, XEXEHN
N3@EFAWSServiceRoleForManagedServices_EventsREHAARFHITEER, EMRIXLEMN
n, FEEEFRIEILA. BXEZER , BSHEMER AMS EEMN,

BEXANMNESEER , iS5 Amazon EventBridge A FIERH A,
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I &% EventBridge £ &M N

yIIE=E L E M
AmsAccess LA A T i
RolesRule UT4$E AMS {
Accelerate & "source": ["aws.iam"],
ENMEBRHAHN "detail-type": ["AWS API Call via CloudTrail"],
B, "detail": {
"eventName": [
"DeleteRole",
"DeletePolicy",
"CreatePolicyVersion",
"AttachRolePolicy",
"DetachRolePolicy"
1l
"requestParameters": {
"$or": [
{
"roleName": [
"ams-access-admin",
"ams-access-admin-operations"”,
"ams-access-operations",
"ams-access-read-only",
"ams-access-security-analyst",
"ams-access-security-analyst-
read-only"
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"policyArn": [

"arn:*:iam::*:policy/ams-ac
cess-allow-pass-role",

"arn:*:iam::*:policy/ams-ac
cess-deny-cloudshell-policy",

"arn:*:iam::*:policy/ams-ac
cess-deny-operations-policy",

"arn:*:iam::*:policy/ams-ac
cess-deny-update-iam-policy",

"arn:*:iam::*:policy/ams-ac
cess-ssr-policy",

"arn:*:iam::*:policy/ams-ac
cess-security-analyst-read-only-policy",

"arn:*:iam::*:policy/ams-ac
cess-security-analyst-policy",

"arn:*:iam::*:policy/ams-ac
cess-security-analyst-extended-policy",

"arn:*:iam::*:policy/ams-ac
cess-admin-policy",

"arn:*:iam::*:policy/ams-ac
cess-admin-operations-policy"

]
1,

},
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ange", "Cloudwatch Alarm State ange"],
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Systems
Manager
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1.
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YmiE AMS B FEEA N
AMS A EREREAN. SMEEANNEHMEHERGH AVMS FE L
MER AMS BV FEETNY

BRFFHMEREEAN, HE8E AWS BEEEZH A, HAWS APl B AMS /Y , AMS 21 1EFE
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A AMS BIZEFEEMRN MR October 3, 2025 333



AMS HniE A = 1ER AMS INEEESFER

MR AMS EE IR E RBEMBRIEEMAN , Bt A LAEA Amazon EventBridge ##&. AWS CLI 5%
AWS AP| FEHMIBRIEEMM, ikt , BSAHEIBE AMS |, REEEIMBRIEEAN,
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Remediator 2 B3I HIEENKREEITEERE, XTBIHERT FHTRMHER.
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AEEEENTERE
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1. BEEFZRIMITIR , BE ‘BT o iEFE 1T ID” 3%, LT 2 Systems Manager
BEHENRY , ERTMEBNLHRITIR :

2. ERREZN KW TR, UT2EREETRA :

* NoSuchBucket - An error occurred (NoSuchBucket) when calling the
GetPublicAccessBlock operation: The specified bucket does not exist

BERRTEEERENTEESHTFEENFHBEHTER,
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ERLEIR  BEAEBNEFERBENFHESTEI M. ABLELREBRRE  EEALER
E’\Jﬁﬁ%ﬁ%%%*ﬁﬂéﬁﬁﬂ?ﬁo

« DB instance my-db-instance-1 is not in available status for

modification.
BIRRTAHTHEEESRSFL TEMRES , Bal{t T E#HITTENE R,

BRRIEHR  EFIETEI

AEBEEFNEERE

Trusted Remediator €2 JSON XMW HEHFH LB T LB EFZFHRS. BEXHE £
AMS BIEH BB S3 FiEHM. ams-trusted-remediator-{your-account-id}-logsAMS
EEZEREBRAKF FE/22 S3 EEM. B LUF HEXHS AT F QuickSight AR B E XSS IR

= =
Ho

BEXEZER , BZ2H AEBEES QuickSight,

&8 B A&

AIEIEIEE S TER|E S ERemediation item log Opsltem K12, tBEBEFFEE Opsltem
MBEZIEE Opsltem, EALAfFEFHRemediation item logﬁﬂﬁﬂ,ﬂi—iﬁﬁﬁ{lﬁEE’Jﬁ

Compute Optimizer B MEEME B &L E

s3://ams-trusted-remediator-delegated-administrator-account-id-logs/
compute_optimizer_remediation_items/remediation creation time in yyyy-mm-
dd format/10 digits epoch time or unix timestamp-Trusted Advisor check ID-
Resource ID.json

AT Trusted Advisor REMIEIEI H B ELE

s3://ams-trusted-remediator-delegated-administrator-account-id-logs/
remediation_items/remediation creation time in yyyy-mm-dd format/10 digits
epoch time or unix timestamp-Trusted Advisor check ID- Resource ID.json

EE W B BERHINXH URL
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s3:///ams-trusted-remediator-111122223333-10ogs/
remediation_items/2023-02-06/1675660464-DAvU99Dc4C-
vol-00bd8965660b4cl6d. json

Compute Optimizer &5 H A £ X

{
"AccountID": "Account_ID",
"ComputeOptimizerCheckID": "Compute Optimizer check ID",
"ComputeOptimizerCheckName": "Compute Optimizer check name",
"ResourceID": "Resource ID",
"RemediationTime": Remediation creation time,
"ExecutionMode": "Automated or Manual",
"OpsItemID": "OpsItem ID"

}

Trusted Advisor {&1EI B B EHER

{
"TrustedAdvisorCheckID": Trusted Advisor check ID,
"TrustedAdvisorCheckName": Trusted Advisor check name,
"TrustedAdvisorCheckResultTime": 10 digits epoch time or unix timestamp,
"ResourceID": Resource ID,
"RemediationTime": Remediation creation time,
"ExecutionMode": Automated or Manual,
"OpsItemID": OpsItem ID

}

Compute Optimizer §EW H B EB X ROINE

{
"AccountID": "123456789012",
"ComputeOptimizerCheckID": "compute-optimizer-ebs",
"ComputeOptimizerCheckName": "EBS volumes",
"ResourceID": "vol-1235589366f77aca7",
"RemediationTime": 1755044783,
"ExecutionMode": "Manual",
"OpsItemID": "0i-b8888b38fe78"

}

Trusted Advisor £ B BERRA RHIARA
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"TrustedAdvisorCheckID": "DAvU99Dc4C",
"TrustedAdvisorCheckName": "Underutilized Amazon EBS Volumes",
"TrustedAdvisorCheckResultTime": 1675614749,

"ResourceID": "vol-00bd8965660b4cled",

"RemediationTime": 1675660464,

"OpsItemID": "oi-cca5df7af718"

Ha{EEH1THE. Compute Optimizer H Trusted Advisor

Trusted Remediator &7 Bz1i21T SSM X#45EAutomated remediation execution loghisl
B, WAFEEE Opsltem AT EZEEN SSMETEMAEE. BUUFEANBEXHREBERED
BE.,

Compute Optimizer B3118E B & E

s3://ams-trusted-remediator-delegated-administrator-account-id-logs//
remediation_executions/remediation creation time in yyyy-mm-dd format/10
digits epoch time or unix timestamp-Compute Optimizer recommendation
ID.json

Trusted Advisor B3I E BEME

s3://ams-trusted-remediator-delegated-administrator-account-id-logs//
remediation_executions/remediation creation time in yyyy-mm-dd format/10
digits epoch time or unix timestamp-Trusted Advisor check ID-Resource
ID.json

Compute Optimizer Bz118E A &L BRI

s3://ams-trusted-remediator-111122223333-1ogs/
remediation_executions/2025-06-26/1750908858-123456789012-compute-
optimizer-ec2-1-1235173471d2cd789. json

Trusted Advisor B 311§ E B &ML & R HI

s3://ams-trusted-remediator-111122223333-1ogs/
remediation_executions/2023-02-06/1675660573-DAvU99Dc4C-
vol-00bd8965660b4cl6d. json

BHEE AEHARHIRE
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{
"OpsItemID": "0i-767c77e05301",
"SSMExecutionID": "93d091b2-778a-4cbc-b672-006954d76b86",
"SSMExecutionStatus": "Success"}
AR IKS &

Trusted Remediator £7E&HI K F I A EHEMember accounts logRiglE. EAILAEAMember
accounts logREHRBNMNRAIKFHKS, ID AWS XiF, S FMFAHMITHE,

RS B S E

s3://ams-trusted-remediator-delegated-administrator-account-id-logs/
configuration_logs/member_accounts. json

B R K P B S RG34 URL

s3://ams-trusted-remediator-111122223333-1ogs/configuration_logs/
member_accounts. json

B R TK P B SR

"delegated_administrator_account_id": Delegated Administrator account 1id,
"appconfig_configuration_region": Trusted Remediator AppConfig Region,
"member_accounts": [

{
"account_id": Member account id
"account_partition": Member account partition (for example, aws),
"regions": [
{
"execution_time": Remediation execution time in cron schedule
expression,
"execution_timezone": Timezone for the remediation execution time,
"region_name": AWS ## name
}
]
}

15
"updated_at": Log update time,
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}

RAMKS AR RAINE

{
"delegated_administrator_account_id": "111122223333",
"appconfig_configuration_region": "ap-southeast-2",
"member_accounts": [
{
"account_id": "222233334444",
"account_partition": "aws",
"regions": [
{
"execution_time": "0 9 * * 6",
"execution_timezone": "Australia/Sydney",
"region_name": "ap-southeast-2"
b
{
"execution_time": "@ 5 * * 7",
"execution_timezone": "UTC",
"region_name": "us-east-1"
}
]
},
{
"account_id": "333344445555",
"account_partition": "aws",
"regions": [
{
"execution_time": "0 1 * * 5",
"execution_timezone": "Asia/Seoul",
"region_name": "ap-northeast-2"
}
]
}
1,
"updated_at": "1730869607"
}
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AMS hniE A F g AMS tnE#EEfEF
AM{E18E#& 5 QuickSight

&R LR 765 7E Amazon S3 VAR E & B E 55 QuickSight , LER BEXNEERE.
QuickSight SERR FIER . HIIREEAVEMER B ERME B E IR ENRIR. BRERKRWMAFEIE
EHIRE , BEIRREHN CSDM, AXAANAIEEEERENESEE , FSRAAGEEBEERS.

BXREFTICBENEZER QuickSight , IHSRHP M T EIE. QuickSight
QuickSight FIEE T B B ERNEIEE
= QuickSight FIEETE BERMBIBELE , FRHITUTSER

1. &% QuickSight %15, EAIEEM AWS X1 QuickSight Z#FH QuickSight MR AR & 2k
£, BR , A TEESHEMNBERE , &RIFE Trusted Remediator B & 17 FT1E R X3 0122 3R

Ho
2. B‘EBUES.
1%&# S3,
EFH S3 BIEFRP , WALTE :

o BIFRABM: trusted-
remediator-delegated_administrator_account_id-account_region-
remediation-items.

- FRBREXHY  (IBEBEUATHARN JSON XHHERE. AIENXHE , £ URIPrefixes 2
#Alogging_bucket_named &,

{
"fileLocations": [
{
"URIPrefixes": [
"s3://{logging_bucket_namel}/remediation_items/"
]
}

1,

"globalUploadSettings": {
"format": "JSON",
"delimiter": ",",
"textqualifier": "'",
"containsHeader": "true"
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AMS fniE A s

AMS IEEESMEF

- EERIE

%,

- EUERBESCR EOS , &R T,
* QuickSight T #EY DR TE. T , BAIUEREEDE BESQIEIMBI DT,

T RBRDHT :
QuickSight 3 B E 1T B ERMAFE R

1. %% QuickSight ##1&, &R BIFEEM AWS XiF QuickSight Z#FH QuickSight MR AR &Ik
&, BR , R TIRESMEEMBERA , RIFTE Trusted Remediator B & 1F i FFT1E R XIF 8122 3R
H

2. EERBIREE.

3. 1%&$#¥ S3,

4. FEFHY S3 BIEFRP , MALLTE :

o BIEREEBM trusted-

remediator-delegated _administrator_account_id-account_region-

remediation-executions.

- LEFRXH  SIETEUTHEMN JSON X4, AEEAIH, SIEXH4 , &
URIPrefixes #4i1ogging_bucket_name &ik,

"fileLocations": [
{
"URIPrefixes": [
"s3://{logging_bucket_name}/remediation_executions/"
]
}
1,
"globalUploadSettings": {
"format": "JSON",
"delimiter": ",",
"textqualifier":
"containsHeader": "true"

EE£ /& QuickSight
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- EEREE,
- EERBESCR EOS , EE T,
* QuickSight T #EY DR TE. BT , BAIUEREEDE BESQIEIMBI DT,

T REARDHT

(AfEEEE) PRREXEK
ST R A B P A S 1S IE SR M0 B AE 3RE%

« MREFHEIRER , BNFIRTEXTE. B, N\-FHBNIRNABHINITITRLSH
BETINER,

- BEXFNIE R T —IREM Opsltems , RA T B AEEEENER.

- KAKPFH#AZREEAKSNESE. Hit, EENREN-—RMEHTEEEEFHAREEN ZMK
PR B HRBEKS . B AERARERFFRIEBRERIAREE 25

ZEENIEIEE FAQs
UTREXRTEIEEENEN R
+ 4 & Trusted Remedicator ? X RE T A4 ?

24 Compute Optimizer XEEMI1TH Trusted Advisor A B WA |, Trusted Remediator 2R 1E &5
ENREHTEAEL , FERMAKEBE, BIFHEETRIE , REEBFRIRHN A E S EH
(MBR) 3R &N RIETE, MNROFEBH Fik4M A BRIt KB 1T, Trusted Remediator fE&REER B BY
BR S5 H 3 Trusted Advisor X ZEXETH) , HEATUR EFHMFMERENEEXE. AMS HELT
MW E  BINAZERENER AWS RESSE , THMZILESENIKS, RENEER
BERIEEXHEME , BF2WEEHN, AMS AP ATBUEE A Trusted Remediator , TTEFIMT 57,

Trusted Remediator 5 Hftt AWS R A B A< R FHE ?

ERIAELI ZHFITRN -2 , B LLFR Trusted Advisor X Z ] Compute Optimizer 2

W, Trusted Remediator & Trusted Advisor Compute Optimizer £/ , AR AWM EH AMS B3t
Ihae., BRmE , AMS EF AWS Systems Manager B31{L X ( B1TFM ) #H1TEHESE. AWS
AppConfig A FE B1EE TERRE. B LUEE Systems Manager OpsCenter EFFIE Y eI fI EH
HIRIERE, 188 A EEMIE Amazon S3 EEFEF. BUUFER BEEEHRSANEE B E UIREFMNRR
QuickSight.
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HWEREEARIETE ?

BHNKFHNEEBEDEHRE, EEENEERENTE. BUURKREN CA W CDSM , FREER
BB, SETUBIRSZERES AMS BKR |, MREBEEXR. FIHMRNBERUWHELRR,

A& 4 SSM Bai{L3XH ?
SSM BFL XL B HETAEEMN AMS K.
AMS HENRRE BN 2
AIEEIEE T 2FriC AMS B EIR. Trusted Remediator R EBRI IR,
AWS [Xi5 Trusted Remediator R EBL A AR ERUERE ?
AEEESRER T AMS Accelerate &F . BXXBXENRHIIEK , BSHAWS RS Hiw XI5,

AEEEESSBRRRERD ?

HTF SSM Bt XHEEET AWS APl EFEIR , Rt AREa M B RRE, BRI LAE AR KRG
EETME CI/ICD 8elENER. BRI LU Trusted Remediator BEE R EEE B MR RN EZREE
RIS R,

WAL ESHF L ATFEEEE ?

B LUBS AWS AppConfig BI AR FXH “AIEEEE". EEEHAFLAUGEBIEE K BEHATS
-3

1. 7 https://console.aws.amazon.com/systems-manager/appconfig £ ¥TFF AWS AppConfig 3l

AN
Ho
2. EEWFEBLEE,
3. EEENHLEFRE.
4. BEF “GEUGFEBEE 515
5. fiZsuspendedBHMNEREN. true
(® Note

ERLEESEREN , FARXRKFLLAAERRKIZREE R K NIKS R Trusted

Remediator,
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AMS HniE A = 1ER AMS INEEESFER

WMAEERAEBEETIFNRE ?

RS EETRFIZE (O0OD) 5 AMS BxR , REITXHHX R, AMS AI#HEBEHIRILERE, B
*XEZER  FEREFEERF.

AfEEEEEBER MR AWS Config ?

AWS Config 8ER % —MERAT R , ISR RFEHRENREZEKNEAM. ATEXMH
BRTRZ BN —EREZR

« Trusted Remediator £/ Trusted Advisor #1 Compute Optimizer FER &M A&, AWS Config & 1E
£ /8 AWS Config SIUER M HLH,

« XJF Trusted Remideator , &}z BETE X WIEEITRIFH 1T, £+ AWS Config , ¥MR =R
1789,

« Trusted Remediator P BHEEMNS KA URBENAFRMBEEN , F BT UBIERR LR
Rk BHEERFHEE.,

- AIEBEERBRETIEE,

« Trusted Remediator £EARLIE—HEBFIHFELN , EP IS ETRAEERS,

F L Trusted Advisor ¥ & F Compute Optimizer ZiX AIREBHERIHAN . AWS Config il R 17 7E PThL
# AWS Config BN F Trusted Advisor & , N HEMERNE A — D KiEkE. BXEW Trusted
Advisor & AWS Config MUME LR , i M Trusted Advisor ZEEBEEZFNRE,

Trusted Remediator & HFLE B IR BB EHIK 2
A EEERGEEEERNEEAKFAIBUTERR :

« —ANEN ams-trusted-remediator-{your-account-id}-logs #9 Amazon S3 1&f#
o, Trusted Opsltem Remediator Remediation item log T BIZE*MKIEHERTEL JSON KR 61
B HNAEXH LB EEE,

- ATREXZIEFH Trusted Advisor £ ZEH Compute Optimizer 2K ¥MKELE R AWS AppConfig BI
RAERF.

AEEEEFEAGEEEERAKS PEERIR,
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AMS Accelerate B3 Amazon EKS # TS MEH4 ST

Amazon EKS HisE MEHEE IS IREM Amazon EKS BREEEEHE, M TRNZ S
B, AMS Accelerate BLEMEFEEA T Prometheus W DT E RS EIREIEEIMN | WIREIR |
REEMAXLEERMNMITEHEE, Amazon EKS W5 FEHEEAKB AMS Alarm Manager 7
FIAFEE AWS RS |, Hla5E A F Prometheus BT S EE RS, W EEE Grafana, W EEH,
GuardDuty AWS LambdaAWS Config

® Note
T % EKS ISR FNEHEETZE AWS GovCloud (US) Windows T Rk Windows &2

AMS Accelerate 3 Amazon EKS WIS EHEEEMF AL ?

Amazon EKS WS EHEBRMHUTRHEA -

- —HERANERE , ATEENEER, PN EEEN Amazon EKS 5012, EEMNHBRIRH[NR
B

- ENMEIR&AE RN Amazon EKS S B EEMHE ML , BT[iEEM Amazon EKS TEHHIESTAM
HisiEEE, BXxEZER , 55 AMS Accelerate HJ Amazon EKS iR =4 EEP W E#
i,

- BAEH Amazon EKS SR EIEMNEHAMEERNEBEHN, XEBAEHRNER. IHMEFERE
W, FEN, EEHANFEBEENWE, HETRIZLEBN , RREKER. BRORGTIE
Prometheus Bk, EH KB AWS RS ( FlMT S ) WA, GuardDuty

- BIRIAE , HRHAXETURIMNWELIRERENIES. BXEZEER , 55 AMS Accelerate
P EHIREFRSIER.

« EARENERT , 2E&HHE | AMS EEZ TN ERMBHFIHITINE , U ILERBP BN N ARERF
NEE, BXEZER | 5 AMS Accelerate FRIEHIR S RS E R,

- AEMTE X Amazon Managed Grafana #ZHIEMR , ATiLE T HERAAR, %68, CoreDNS By
ETRR, EHERMN I CHRNER, MEEER AMS RENERE BT D#EE Grafana ,
M A AT F W B+ E Grafana 124 ARk EFL L7 EKS EHFHNERMRZE,
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Amazon EKS W5 MEHE B I{a7E AMS Accelerate X 3FE/EFA

£ ER EKS ARGEMEAETEN —9 , AMS @R EERE K, PiEEHN Amazon EKS £8
FEEHEILE, AMS £48FEHERT Prometheus ML ST ERZS BIREEEZMN A CloudWatch
Lo EAANREEE ESE, EBETEE T AMS B Prometheus BRS 85 2 1F4RHY Prometheus 1§
B HZREEAR - XL D#HIEE RS Prometheus LT 2. LA Prometheus BiREEES
ANFEREHN , BERGERERESERER. CloudWatch

- AMS BYMENERERNFIEERERZIH AMS EEH Amazon BEBHRSEE | HH
Ziﬁgu AMS BB RZ,

LBREMDAT : AMS @0 ER , AGRBEEBEZEHETLE, AMS IBRUT AR ERETH
e

- BREHEFEENER XN TXLEER  AMS EASHEEREEFNSHRE.

- NEFEBETHENER : N TFXLEER , AMS 2RESHRE, ERZBERT , XEBRIE
RIEE AMS XETH 2 BT IR, XF TR , AMS é?yiL@ElﬂHﬁn%E’Jﬁ"?ﬁﬁﬂ i
EEREEOTERNEHER. AMS EEAFRMH T ZHREBAIET, MRENEEBHNERRS
#, AMS ot R QBTN EAREHBHEAHEERE. EAKRS WEFREFW BER=X
NEEXEEENRSBNEREIRICHEHER, I, ANNEREEIRICH EHEIR,

NEIHEFHER - R AMS EiMAEBEZERNEFRBEMEME , WZERFHXA.

AMS SEE4ERE (RACI)

J\m'ﬁ.c MR, BEHMHAEN AMS = RACI EMENEMEINETETTOEALAFT K AMS, T&REE
RTEFM AMS A Amazon EKS K MEHEENNARFHEIN =T,

 RERATERESHRES.

- ARKRRMER

- CREREW ; ERBAN—7 , BEERFAETFERIERBAN—77 ; UREZHTNLEE —
Fo

- BRARAE ; BRERBRN—F  BEERBEESHARMNKRTRET WEH,

& Customer AMS

X AMS ZRH R £54 R
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AMS 1niE A F 18R

AMS IEEESMEF

)z

REEHFINE B AMS R
(RBAC)

MRIETRLEEERE
Amazon S EC2 ystems
Manager K12 | B REZEE
ITHEFRLE

BEZFERERF LT AMS
44 | flEn Prometheu

s. Prometheus Node Exporter
M AMS & Z=H, kube-stat
e-metrics

£ AMS 2| FEH A

Prometheus B¢ & I & £ & Ak

5%

£ AMS 24| F i E
Prometheus 1R &1 28

BETO#IEE Grafana 1R
HihEh#TEE

/B8 A GuardDuty EKS ®# B &
W

/B A Amazon EKS #4I¥EH&EH
FioE

W5#E Amazon EKS #4|E HE /Y
BEITRR M M BE

Y Amazon EKS (8 ( &£
B TR, IEARK. BH. A
Pl fR5585F1 CoreDNS ) iz
TR A RE

Customer

R

C

B

C

AMS

AMS ZE1EERE (RACH)
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SEB) Customer AMS
A Amazon EKS M E&#H#H1To &K R
K H IR MBI

EEHAEHPRETIZHTS E5 7 R
EE4HEITEE (B ® R
EM pod BE )

AWS M £% 8] 8 25 44 ] |8 & R
B3 GuardDuty EKS ®#% HE R
ool

RABENEFIREBEAEXRIKE ES R
HHThES

AMS Accelerate 1Y Amazon EKS 12 S=4EHE by E A ZIR

BWIFEIRE , AMS &7 Amazon EKS BRUATER , RAEXFTIEA Amazon EKS & 1T
MEHEE, WAt E RS %5 (SLAs) MRS K7 B 5 (SLOs) HY)J&?“"&FFEI’JLKF PR %5 4% 5l
( Plus, Premium) ., BXEZELR , HSH AMS Accelerate F I EHIRE FIRSE R,

BRI

THRFIHET Amazon EKS B K AMS REXE MR ERE

1R RE BRE

A5 OOM #3 EZE 10 28R, BRBE AMS £iFZ& OOM KX 1IEEHATF
BHREXBELN 1, Pod IR B A2 PR HE 2 M 12 PR #S
F# Kubernetes @%%’EH EFEAMSH , ARBRNEX
£ 10 28RN ELLE , ERR B IE$E 5 o
“OOMKilled”,
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AMS 1niE A F 18R

AMS IEEESMEF

gk

i1

Pod Job &K

StatefulSet [ T

HPA ¥ R 8

HPA f8#r Al A

PR RER L

A B R A ER

e

Kubernetes S5 TEE K. W
REEZEDL—PERMAHESRK
A, MRREB,

EED 1 o8N, £RIE®RR
ENEIAKEESE/) StatefulS
et BIZAH Y aI i E TR PTHEL,

B FIRAS %Y “AbleToScale”
EEL208MARRBR, KES
BB 4888 (HPA) &y
B

B TIRE &Y “ScalingActive”
EEL258MANR, KER
fe By 4888 (HPA) TiEUE

EHRo

Kubernetes Pod &b F IEiz TR
A (Bl FaE, RAH
‘M) Vet EEE 15 5.

Pod R:RELE 156 HHER
—R, FE 1 DT,

BRI

AMS 4% Kubernetes
A S AB B BY cron el Sk I AY
FRR , RAEBEWEFRELY IERE
Heo

AMS B EE pod BRI
RHEM pod BEFHEEIRE
B EBSRTAE pod ARAER R
HWERER , AREWERNELE
Bt

AMS HE B4 Kubernetes 7k
FAREIYT JEs (HPA) Tt
NHEHBETEATRIR (Bl
EBED ) ¥ & pod. StatefulS
et

AMS FE HPA FToEWE BT
W RE | Blin 5 AR S5 2Rl & )
B RBAC B | B A XAV 5
Fro

AMS 2 REZ WA pod L3R
HiFAEE K E5AR[/AE
REAFEMEXNERNES ,
RIBBIWIER Y EfE k.

AMS £18% Pod B HH
RRA , g RETR. XHH
F—NAEYUE. BEERES
—NBRYUE. RSKEBXR
KM, HEBARSHY DNS [RI &R L
KEE IR,

BiRAMRE
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https://docs.aws.amazon.com/prometheus/latest/userguide/AMP_quotas.html
https://docs.aws.amazon.com/grafana/latest/userguide/AMG_quotas.html
https://docs.aws.amazon.com/grafana/latest/userguide/AMG_quotas.html
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2.

\I
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(® Note
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https://docs.aws.amazon.com/aws-backup/latest/devguide/how-it-works.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/whatisbackup.html#supported-resources
https://d1.awsstatic.com/architecture-diagrams/ArchitectureDiagrams/AWS-managed-services-for-operational-excellence-ra.pdf
https://www.youtube.com/embed/fzrP6eeTJyg
https://docs.aws.amazon.com/aws-backup/latest/devguide/whatisbackup.html#features-by-resource
https://docs.aws.amazon.com/aws-backup/latest/devguide/point-in-time-recovery.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/getting-started.html#service-opt-in
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/A Important

BENRBEN AMS RINZMDITX , AN GV ERATESER, MMKWRE , NIEHE
EMEREFEFNITX. BXREZER , HEZRLEZ MBI,

I AMS &7 1T X
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https://docs.aws.amazon.com/aws-backup/latest/devguide/recovery-points.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/create-on-demand-backup.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/cross-region-backup.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/whatisbackup.html#supported-resources
https://docs.aws.amazon.com/aws-backup/latest/devguide/point-in-time-recovery.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/whatisbackup.html#features-for-all-resources
https://docs.aws.amazon.com/aws-backup/latest/devguide/creating-a-backup-plan.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/point-in-time-recovery.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/point-in-time-recovery.html
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https://docs.aws.amazon.com/aws-backup/latest/devguide/point-in-time-recovery.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/point-in-time-recovery.html#point-in-time-recovery-supported-services
https://docs.aws.amazon.com/aws-backup/latest/devguide/point-in-time-recovery.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/point-in-time-recovery.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/point-in-time-recovery.html#point-in-time-recovery-supported-services
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https://docs.aws.amazon.com/aws-backup/latest/devguide/point-in-time-recovery.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/point-in-time-recovery.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/creating-a-backup-plan.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/point-in-time-recovery.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/whatisbackup.html#features-by-resource

AMS H1ERAF = AMS ME#E S FMEF
FRICIEHEIR ARSI B AMS &1t X

E@ AMS RIS ERAER , BFEAZITIAFRZBENIREZER. BaLAERA AMS BIRIRICES
T AMS RMUTRKINATFEN B RBRIKF PRAEXFNRR. IREEEAHMG EZHRENAT
BRI EIR | B0 AWS CloudFormation 2 Terraform , &% &IRIRICEE , IR ER TS5 EIERNFR
BEZEREAFRR, BXEZER , H5R LR RFRICEIESE R,

LR RBIER T il 68 A B IRARIC 2 BRIA AMS & 01T X B A Tk - B9 Amazon Elastic Compute
Cloud 41, X FZBitR , ENARSRams :rt:backup-orchestratorfMEtrue,. ZEFEHAH
EAiTX , BERRAERXNSEAERZMITVOFZRAHETE, E T # AMS Resource Tagger 7 7
RO AT 5| A EL E XX 5 Accelerate IRF PV YE] ( EBE ) BBEXHER , BSHAMERIR
FrigERo

1. f£ https://console.aws.amazon.com/systems-manager/appconfig £ 3TF AWS AppConfig &1 5.
2. % ResourceTagger R AR

3. EFE ‘BMENXH &+ , AR/F1EFE CustomerManagedTags

4. %3 Bl LI EHTIRA,

5. 1&$F JSON , AREHEIHKIELLT JSON MR :

{
"AWS::EC2::Instance": {
"AccelerateBackupPlan": {
"Enabled": true,
"Filter": {
"Fn::AND": [
{
"Platform": "*"
}
]
I
"Tags": [
{
"Key": "ams:rt:backup-orchestrator",
"Value": "true"
}
]
}
}
}
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8. EMLATEREAT :

Environment: AMSInfrastructure
Hosted configuration version: Select the version that you have just created.
Deployment Strategy: AMSNoBakeDeployment
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ams-onboarding-backups ams: rt: backup-orchestrator-onboarding
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https://docs.aws.amazon.com/aws-backup/latest/devguide/listing-backups.html#list-by-protected-resources
https://docs.aws.amazon.com/aws-backup/latest/devguide/recovery-points.html
https://docs.aws.amazon.com/managedservices/latest/accelerate-guide/daily-backup-report.html
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BRI LAE A AMS Accelerate 184b R4t , BI4MNTEYINAH |, FRARESHEXENMEMRBENERN
RASHNEHIEH, IERANT HER - AMS EHIRHETHRSHNELMITHEE. ERIA AWS
Systems Manager (SSM) Th&E , Kt & 0] LAfE B S B A & O FRICSE 6 H IS FMX L6, AMS
Accelerate ¥ T AR —NATTED , MRFBEMA Accelerate i T RIRE , BRREBWERFZ R
458 (CSDM) 3RE,

AMS Accelerate ¥ T B {E A Systems Manager #h T EAETHEERIZHIR A TRHIANT WE L. #b
TEETEMARAENITIIE ; flWn , AIEREHT . EHNEAERBESH IR AN T BEAERE
EN, BRIABERT , AMS Accelerate L&A AT AW T AEXRHIRSFHZITRES.

(® Note

AMS Accelerate {XRIAEBRERS (OS) M T . Hlgn , XF Windows , XN A Windows E#f ,
TR AR EH

BRHENEE , BSRAMS EHEERE,
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AMS 113 f = 457 AMS HE BRI
AMS Accelerate 2t 7T —RIZERS , IHBPEAXNINETHIZE AWS, ERIE T # AMS I{ARIAE

NN —LEXBEZEDE ( SRERERBFE. ETHEE, T2, T, BIEENZH ) REBENE
AKHIBAEHIZE |, 5201 AMS ZER A, AWS Cloud

£

- EXEI

- £ AMS FRIZXNT4EFED

- HEHNNT

- AMS fEAT Ef

- Bl 1AM A e LIREZI AMS Accelerate

« Tf# AMS Accelerate YN T BENFN4N T #fE

ERNEW

NRESENREFREMBENEE , ERSBEARERS (0S) BHMERLSRNEREN , ZBRA
RERBREFEATR , TURRENARFAKRNTEER. FHRHENENS , —ENAREFHRER
MR RATERG , MBE—ENAEFEARNETEXEG EBENARERF.

BXREN AWS BEENESEER , FEHREAES BN ES TR AIERLSH, AWS Systems
Manager

(® Note

IERANT fEE— —TH AMS ESIREE THRZMNEIThEE, EFIA AWS Systems
Manager (SSM) ZhAE , B4 a] LA A B R G E B A E O ARICSE A FH S M L34, AMS
Accelerate ¥ TR —NATTEI , MREEMA Accelerate Ik BT RIRE , BHRREN =
RS X2 E (CSDM) 3REL

T AR
KA MBI IS INT RIS R ST EAR R4 -

- MR (DevOps) HFIR\RIENAREFHR, RERGREJHMIMENERSHELAITAH, ©
MNEEXLTEM TARENEPrEN., WERNFHEEMMBIKFINIRE L, HEENTREEHN
“INTE M EFEO. EEMTEARS , NAEFEARBENEIMUER , EEIENENARE
FF, FEESNRE X R AREFNERERS WM RBRITHREIERR.
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https://d1.awsstatic.com/architecture-diagrams/ArchitectureDiagrams/AWS-managed-services-for-operational-excellence-ra.pdf
https://docs.aws.amazon.com/prescriptive-guidance/latest/patch-management-hybrid-cloud/welcome.html

AMS HniE A = 1ER AMS INEEESFER

- R2ZEARNNARNEANSHBRERGRBEATEAE | BT Systems Manager Patch
Manager &#4TEF,

- BREIMERAREHET , ABRERASELNTAMEFTRBENT EEFELNFT .
« SRENEMEE AT AR HISNREN .

BXEZEE , BSM A% EC2 A EFMERE RiRit.

5 H A5

- EEHBBUMACNRNEERLEYED , ETHESZEER , BZHAWS Systems Manager £ & O
MEZE SSM £ B O T, THREFEONSELEHNAE  TURBETHNRTECEE
FEOMA , IEERHPLEER,

- WFETAYE HA) RE , TSN TAXMESNMERE—NEFED (Dev/Test/Prod), iXfFH
RIEXNER B Y FF 42 T A M

o BUWHHE BT ERIFERTEIA 4 /N6, PEFESER 1 /DET, AAnE 50 NSEEIE N 1 /e

o EFEAFMIHRAR 2B E BB EFTER , XER T IE L= B4 2 51R Bl B E 7B/ )
i

- ¥ SSM Bal{t B HATE RS BIFEINEES , HERENEFEOESET. BEE , X
FEAIEHNES , BLTERIEZBHEE , BN —BRBBILNE , FEHRT2E3.

c MBWNTEAEREDNGE , AEHRAMTEMRENBHMELR  XTRTRABEREELETHN
FARIANT DeviTest FREEEFHRNA. BXFHARFE , BSRAXTHT EH,

ZEEERERM

- EREARBITELE. I THAENBGHALE  AHEETEANANED, EXEZEE , ESH
AT TEHE,

* Dev/Test/Prod SR ABERNIEAEREHNER , ARHESIEERBEXLEFRR,

SREMEMNHBAIE R

- AN IZE— EFIRE e, NEERAEFEONBSIRIE , LBREEBE/AREIHIHHA
&, AMS Resource Tagger AI A BRI MNEE ; E5ELNRHYIN (CA) =RFRXNEE
(CSDM) WS ttiE I , SURENEHEIE S o
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https://docs.aws.amazon.com/prescriptive-guidance/latest/patch-management-hybrid-cloud/design-standard.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-maintenance.html
https://docs.aws.amazon.com/managedservices/latest/accelerate-guide/acc-patching.html#acc-p-maint-window
https://docs.aws.amazon.com/systems-manager/latest/userguide/about-patch-baselines.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/about-patch-baselines.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/about-patch-baselines.html

AMS HniE A = 1ER AMS INEEESFER

- FENTHENNERBEHRIEARREAN X, ERESLREE (CISO) EMFHE Mt £RE
YEE,

« M@ Patch Manager #2#%1&. Security Hub iR AREREFEHREN T AL,

= 7 A1 Windows N AR FRIRITRAI

BR -

- SNMTRAX-NMEFED

- BMRERE AL EN.

« BIRE—NHNT EE
« FRAR : 0 RE#EFRBFEESEND X
« WK E O REHERBREENKNT , 7 REHEMBEMBTEREN X,
« Prod : £ 0 RKEHEXRBLZEEMRIT |, 14 XKEHEMBEMTEMN DK,

CloudFormation BZ& :

XEMANRERN T EA LREARERERNRANATHX Windows HA EC2 NAEFHE%ET &
A, EEMBIMES

« Windows Dev CFN 34k =] : ha-patching-dev-stack.json
« Windows Jlis, CFN #t#% =45l : ha-patching-test-stack.json
« Windows Prod CFN 4% 7”45l : ha-patching-prod-stack.json

#*MNT I FAQs
i@ d{AALER <07 RIRIE M T RISMER ?

& . SSM X#F “S EMEXN ThEE | ZIBEFERASHIRERSEN HFTRIARE, AMS £EB —HBRIAM
WITEE  ZEHESTE O REMHEFTE4NT . BR , £ M EMEX ThEER , T2RBASKMETAIR
B, AR aSIEZEIT AW RunPatchBaseline S-SSM X84, EABWEEBI 2o #HITFEHEZH.

[l 1 AMS BREXIFHEF BN HRLEA () ASGs FHIKA] 2

% : F2. BB, Accelerate B2 T~ X1 ASG B4,
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samples/HA-Patching-Dev-Stack.zip
samples/HA-Patching-Test-Stack.zip
samples/HA-Patching-Prod-Stack.zip

AMS HniE A = 1ER AMS INEEESFER

A EFRERREREMREFERICE?

Z =W, BNIZFE—LRE,

s BNKFI4EFRTER - 50

BN REBRNESE : 20

s BNV REBNHREAHAXBNLEE : 20
s HELPREBHNRAHE : 5

BXERIA SSM PRAFIFTEFIEK | ESFIAWS Systems Manager i 15 = FELET

£ AMS RN 43 E O

T EPE QIR EN TR B ¥R Amazon EC2 E4IiZ21T AMS %N T B31i21T. BFrE —4A=fIM—
NEEMRIEENL, RANBEZEH T sIEH BHARM BRIZEER B R , LA LER cron {ik
RNEMFEEK, BXEZELR , 5/ AWS Systems Manager AP IEREHRHNSE : SEFA T Systems
Manager B cron # rate F&ix. EB4NZH , AMS 2BIEZSNRHIBRENIRB, R AMS &N ZF
BAINSEEEFWETIRR , REWNREBHENINNARFHEMBEL AMS |, Il AMS &M ILIRE
TR B MR E FUE X BT RV IRES

AMS RN T 4E 47 Bt ER R

AMS {&xMEFH AWS Systems Manager ( Systems Manager ) . BR T Systems Manager 8BRS FR i
A, BMINTEFBEOR AMS EXMREI 300 MNE#REHl, BRIRENEFIRNT AT E — %A 30
S TRIEAM T 457 0 BRE ML B8 RH6,

BRI HE3P BT ERIFELRTE) (/DAY ) EEHITEFED
100 1 1
200 1 1
300 2 1
600 3 2
800 4 3

BIEATEQ M7 October 3, 2025 425


https://docs.aws.amazon.com/general/latest/gr/ssm.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/reference-cron-and-rate-expressions.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/reference-cron-and-rate-expressions.html

AMS HniE A = 1ER AMS INEEESFER

E & EHI dE 3Rt RIS EERT | (/AT ) EEHTHYEO

1200 6 4

1500 8 5

/A Important
XL RPIMRIZE A HAth Systems Manager £ & Q4 FE3IIRES , EBEEMBEILEFE
=170

BXREIMEZFEL | BSIIAWS Systems Manager L im T = M ELE,

£

- MAMS #£HatlZEHN T EH =" 4P ED (HE)

- f# 8 CloudFormation AMS Accelerate Sl T 4 & QO

« B3I Systems Manager £l & 51 AMS Accelerate B4 E O

« f£ AMS Accelerate B Systems Manager @8 5175 E (CLI) BIE4EHE O

M AMS ZH B eZEH T 2H =" P EQ (#EF)

Microsoft E 8 BB =AM 2H= (EHNHT 2= ) RHEBERZHIT. BHF Windows
Linux SAIMIBSHEARHFER =M T2 L. BRERNTEPRARFER N T 2E0E— H
—AER , HIE AMS A 3 RIB T SRR

1. REOHTEPEDRE— B,

2. [AE] REHN T LR E DN RIE,

3. BESE=HTHEXHAMB,
4

B hh: mm R #ff AK T £ E AT RetE,. Hla, F&=Z 00:00 , B L 11 L2 23:00, A&
RiEFE—IEX,

[Flik] ERiFEatE LUR R ENFER. AMS BUEDFHEM /I,
6. WMABMNITIREZANE. BXRER , BERMTLERE? .
7. [HE] B MESHLEARARE, HiRBENERNE OB LRE,

o
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https://docs.aws.amazon.com/general/latest/gr/ssm.html
https://docs.aws.amazon.com/managedservices/latest/accelerate-guide/acc-tag-intro.html#acc-tag-what-is

AMS HniE A = 1ER AMS INEEESFER

1. AREFERHMENZ D BIRERH. Fla, 10 MEIRKRGINAREN 50% , —XIEXITEY 5 1
K6, ™ 100% B3 R EREMEXAE 10 K61,

2. HFREREHEFBHEF AN ERETE, flm, 0RE 10 NEHFEHERERN 100% ,
MERLEZDRBIRY , BRHEIFTESES , M 50% WEIRE[E 5 MEFHATEBI TS
#bo AMS EUWEHIREN 100%.

3. BAMERFEY E DB EESEX T £ 6 RE RN EE N EEREINEINTH , M
B ILEAMEF 447 B O IRA, Hlan , BUEetES 1 /et (#EF ) L NEENTEFEQS
HRET 1 /NEHMFIERTERNT 553D,

/A Important
BUE T XIATRY I
HE SSM & E N EF S, #REMOBNAI T EPED , ARIETAMITRE, WREE

FAEANFRRBATETED , BRIRRFERNUE AMS T TRIK

EFEATHET Cron BWiNT #3783 B’ CloudFormation , 2. £/ CloudFormation AMS
Accelerate BN T 4£H & O

£/ CloudFormation AMS Accelerate 8|24 T 4 & O

EFABIE AMS Accelerate ¥ T 4E37 & O AWS CloudFormation , i 5t & & I&H Accelerate Ik |, &
JRikE BFREBIFTTE AWS Xi8 fWfIiE, ARBTE hitps://console.aws.amazon.com/cloudformat ion £
BRRUTSREHE

1. MBEINBEEN Accelerate &% CloudFormation &k ik —1,

« A=%TitXl : Microsoft EBMNAMNE_NEH = (R4 T EH = ) RHHBRERSZHX
T, B TEFPNEZEENTRAZZENE—NMNRE-NER : BRMEEFHEE , EALE
$# PatchTuesdayScheduling CloudFormation #& 4.

- CRON itXl : 2 /A CRON bl THFEORKENEKRBE |, BEA LR
CRONScheduling CloudFormation #4%. i&id{¥ , Systems Manager CRON &5 1-7 X
( B} Systems Manager CRON Wi 4{E 5. , 182 @Z% . Systems Manager # Cron #1%% %
RERX ) o

EEREHP -/ NEZLFEER B3 INEE CloudFormation #2#|1&8 £, REHEEE Next ( T—F ),
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https://console.aws.amazon.com/systems-manager/maintenance-windows
https://console.aws.amazon.com/cloudformation/
https://console.aws.amazon.com/cloudformation/home?#/stacks/create/parameters?templateURL=https://ams-patch-templates-us-east-1.s3.amazonaws.com/AmsPatchMaintenanceWindowTemplatePatchTuesdayScheduling.yml
https://console.aws.amazon.com/cloudformation/home?#/stacks/create/parameters?templateURL=https://ams-patch-templates-us-east-1.s3.amazonaws.com/AmsPatchMaintenanceWindowTemplateCronScheduling.yml
https://console.aws.amazon.com/cloudformation/home?#/stacks/create/parameters?templateURL=https://ams-patch-templates-us-east-1.s3.amazonaws.com/AmsPatchMaintenanceWindowTemplateCronScheduling.yml
https://docs.aws.amazon.com/systems-manager/latest/userguide/reference-cron-and-rate-expressions.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/reference-cron-and-rate-expressions.html

AMS HniE A = 1ER AMS INEEESFER

2.

EIEEHKRFACEENE (EBHEKTHENE 2S5 ) £ | MAHEKIHANERSE ( ERNERIA
SR AMS #HENERIASH , BRAENAGIEE ABMtE ) . TRE , B Nexto
BB AR ET ( A1k ) . BRXLERTWER , BSHIEE AWS CloudFormation ##%EI, 58
Ja , ¥ Nexto

BEEWHRE (k) , AEXEEERIEIACSEUGEREINES | BSHEEHENEEHR
A, ERRER , £ “0IEH#EKR

HRBEZARFE—DHTELUE. RWCEHERE  ENHNTEFPEOFEEENNEET. &
A LAE I B2 M 1T CloudFormation B £ ( #%EF ) ( BXWMITHRENFMER , BSHEEAR
TEEOEHRK ) RTE Systems Manager EHF EORFHE LEFATEFED () KERT 4

FE&EO ( ). https://console.aws.amazon.com/systems-manager/maintenance-windows

WM& Namrata WL THRESER (5:41)

JEIE Systems Manager %5 7 AMS Accelerate 8|43 & O

E M Systems Manager 2% & 6122 AMS IELPED |, BFHRTUTSE -

1.

i EREER XENEMNSHES B4 480", ARETRFALAN CIBEPEO
EERE, AXEMETINFAER  FSHGBENED (ZFE ). THE , BT “QEBEF
£ mgs

HFRRFIRTET .
it golfe 3 0b:2iali N IS8

#FHRFEAEETEITIT,
%I BRATF , REEFREM B AR,

FHTFT EM B 5" TH,

ARV IR B AR, BXBAMNER  FSAM B RS ET R (2HE ). TlE , £
SEMBEFR . EFEEIZT B R

ZPHNRFEAEENEE ‘B BB~ LEHRITT  HPIEFERHIIXR.

REFRBREAGSENENESERFL , BFEEMES , RAEMNTASIRFPIEEIM B LE
%o EERE. MEZEILC :

s BREH—MNEENNESBE#M. Hl : AcceleratePatch,
- EEIEXEXEF , RHIERE , ZBFAEE , AREBRREE N,
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-console-add-tags.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-using-console-create-stack-review.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-using-console-create-stack-review.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-console-create-stacks-changesets.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-console-create-stacks-changesets.html
https://console.aws.amazon.com/systems-manager/maintenance-windows
https://www.youtube.com/embed/6fSfFeFn6Vc
https://docs.aws.amazon.com/systems-manager/latest/userguide/sysman-maintenance-create-mw.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/sysman-maintenance-assign-targets.html

AMS HniE A = 1ER AMS INEEESFER

- ERREPEEHERXEBEHNR->FT , RAEEA: , AEFEEHNIX
¥4, AWSManagedServices-PatchlnstancefR /584 £ZAWSManagedServices-
Patchinstance 3 A% #Y 8 1% 12 $1 SR IE F 1% X %o

o TECXHERRA T, & BITR R BRIARRE,
- EBR BoH
- WERREN  EFEDEMBBRE,
- EEHRIKRP , EREEBRERFHEME BT,
- ERMASH By, EERE,
 Instanceld: {{TARGET_ID}}
- Startlnactivelnstances: True MRXHIFEF T EH E O HRFELE , NS 3hiXLERH,

® Note
InstanceldSHEX 2 K/NE | StartinactivelnstancesSE{E A LA A True = Falseo
LHBIREEMR , BEELENEFLTER. BEXREZER , BSESEIHITHE
o

o £ ERBEE] EHod  EBBESLL. AMS Accel erate BIUHAERN 100% , £iRFER
100% , LEZ X EMEXNFTESXRS , Tt BaNLE R, Hli , MREFLE— RGN —E1
Bir , MRBHEFEHEEEN —FEHREMEZET , BFHKIRERN 50%.

- £ IAM RS Be3r  EREAEENRS AR |, RFIEF ams_ssm_automation_roles

B & SEMEzmtES,

EXEFEOEE, £ HE EWFT , BRI TRAITHIE,

{5 AMS Accelerate BJ Systems Manager =175 H (CLI) BIE24 & O

EFAGTITREAE AMS IRLEFED |, EHITATRE

1. &8 SSM g 1TIR1E  CIENEEL ED (AWS CLI)o NTAHENENINTR , UTERATE
#Y CLI S5 RO,
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https://aws.amazon.com/premiumsupport/knowledge-center/ssm-no-invocations-automation
https://aws.amazon.com/premiumsupport/knowledge-center/ssm-no-invocations-automation
https://docs.aws.amazon.com/systems-manager/latest/userguide/maintenance-windows-cli-tutorials-create.html

AMS HniE A = 1ER AMS INEEESFER

® Note

XL RFIEETF Linux 3 macOS., HAILLUEITIXEd S , A AWS CloudShell X RS
AREL EAM It Elawscli LBIEE RS2, AXFMEE , 55 HEFEH AWS CloudShell,

a. EAHEMNE 1 SH  EOBEEFED , BTHITUTERE

aws ssm create-maintenance-window \
--name Sample-Maintenance-Window \
--schedule "cron(@ 30 23 ? * TUE#2 *)" \
--duration 4 \
--cutoff 1 \
--allow-unassociated-targets \
--tags "Key=Environment,Value=Production"

IR Ewindow-id , iRME,
b. EAHKENE 254 , EXMEFHFTR , BHITUTERE :

aws ssm register-target-with-maintenance-window \
--window-id "mw-xxxxxxxxx" \
--resource-type "INSTANCE" \
--target "Key=tag:Environment,Values=Prod"

RIIEMRSE , JRE WindowTargetID s,
c. EXRHEMNE ISP , BIMES , BHITUTERE

aws ssm register-task-with-maintenance-window \

--window-id "mw-xxxxxx" \

--targets "Key=WindowTargetIds,Values=63d4f63c-xxxxxx-9bld-xxxxxfff" \

--task-arn "AWSManagedServices-PatchInstance" \

--service-role-arn "arn:aws:iam: :AWS-Account-ID:role/ams_ssm_automation_role"

\

--task-invocation-parameters "{\"Automation\":{\"DocumentVersion\":\"\$DEFAULT
\",\"Parameters\":{\"InstanceId\":[\"{{TARGET_ID}}\"],\"StartInactiveInstances\":
[\"True\"1}}}" \

--max-concurrency 50 \

--max-errors 50 \

--name "AutomationExample" \
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https://docs.aws.amazon.com/cloudshell/latest/userguide/working-with-cloudshell.html

AMS HniE A = 1ER AMS INEEESFER

--description "Sample Description" \
--task-type=AUTOMATION

AR T

BT LAER AMS % T H R AMS SN BN E BB M ZFBITRERS (0OS) R3IW G T, &£
P AMS % T #4#321T SSM Command XHEUEEHZBIF LRSS , RAEEBWMNEEIRS , NEE
T T UBNEHNNARFEBINERBBITER.

EEA AMS X THH , BEEMITUTERE

1. B3 SSM & & XA LR MEFN T 4,

2. B2 AMS 4N T # P &E DO , HEAMBW AMS 3 TEFENO, BXFMEER |, BESHR AMS 3T 4
F&EO,

3. EBEAMS # TEHFED , UEEABLK SSM i LKA E AMS 3T #H44,

AMS #MT #%9 RACI

ARME, QK. ZHNAEELSR RACH BB EHED N EBRESBAT R AMS, FTREET
B AMS FEER AMS 3T 40 S AR R R,

© R RRAXZAESHRES

© ARKRER

« CREREW ; ERBAN—77 , BERFANETFERUERZEAN—77 ; UREZHTRULHBENYE
A

- BRARAE ; BRERBRAN—F  BERBEESHARNEURTERETREBEHRER

SETH Customer AMS
2% pre/post AT SSM @ R C
MHEFMXEAE

N AMS BB T HEHS R C

"
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https://docs.aws.amazon.com/managedservices/latest/accelerate-guide/acc-p-maint-window.html
https://docs.aws.amazon.com/managedservices/latest/accelerate-guide/acc-p-maint-window.html

AMS HniE A = 1ER AMS INEEESFER

SESN Customer AMS
1T pre/post ¥h T SSM TS ® R
XY

FHANT HEGHER TR K R

N

BHEF T EASE #x R
MREFER , AJERREAFT C R
AR

AT HEHBIE SSM X4

AMS #MT HEHEHEEANAE A Amazon S EC2 ystems Manager (SSM) 344, £ # TS 4 MY bk
BIE SSM ip S XEFLZIMEW SSM I H X, BX SSM XHEHNEE ( BERS ) , ESHALE
SSM 3 #4,

EH|E SSM R X, BRITUTESER .

1. BIE—/> SSM XY , IREAE R “B5"

2. £ ‘AR o ALNGTT. BXRELEE , FESHAE SSM XA,

@ Note

AT LAfE A AWS CLI 5 CloudFormation®lZ AMS b T #4989 SSM XY, IMREBERN AMS
T HYGE SSM XN EERB) , BERRREN =AM,

BlE AMS %M T 437 5 O LAEAEZH SSM ti & 3 HE1EN AMS T 4
AMS T 44 & 02— Systems Manager £3& 0 , ATFHITEEEH AMS 3T Ba1t,
EREBAMS I THPEOLUFERAT ES , BEREBUTIRRE

1. EEMNSMERNTEEETET , EEFH4FE O, hitps://console.aws.amazon.com/systems-
manager/
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https://docs.aws.amazon.com/systems-manager/latest/userguide/documents-ssm-sharing.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/documents-ssm-sharing.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/create-ssm-console.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/documents-creating-content.html
https://console.aws.amazon.com/systems-manager/
https://console.aws.amazon.com/systems-manager/

AMS 113 f = 457 AMS HE BRI
T NS LIMEEF BN RE.
2. R mw- FFXHMED ID,

I A ZEV EOMNFAEETE,
3. &R FS M FMTFEES ARN H AMS- B O1FS ID |, Patchinstance A58 &5 “4RiE”,

4. BITRHE “SB BB HEFRMU TS,

AMS ¥ T HE#SE -
« PrePatchHook : EEIT# T ZBIEITHIRE R “G R 1Y SSM XN B . MREBEBINZHRE
BIOGS , BEEZEREA “AWS-noop” ( RO KPME ),

. PostPatchHook AT EEIZITH SSM HEMEFR , KBR ‘. MREBEEBWNEEREETH
, BREZZEHBA “AWS-noop” ( KB KNE ),

 ExecutePatchBasedOnPreHookStatus: #8#&12 17 K Zh 2 kM PrePatchHook iz 1T74M T , 1B —1 :
» OnPreHookSuccess : XK EIEIT AMS # T B3i{b, PrePatchHook
o FRYR : BINFIAMETIZIT AMS b T B3{t. PrePatchHook
« OnPreHookFailure-{X f£ PrePatchHook %M A$iZ1T AMS %M T B3i1t.
« \F: REEIT AMS ¥ T Baft. XEMNRIREIET ATERHE A PrePatchHook.
- ExecutePostHookBasedOnPatchStatus: & AMS #N T Bl {L I Sh R A BUZ TN T EHEH | %%

—N
« OnPatchSuccess : {X PostPatchHook 2 AMS T HEH{L R Ihiz T8 F & 1T,

« M44% . PostPatchHook 2§ AMS #MT B Zh{t 5 Zh Fl &k M BHZE 1T o
« OnPatchFailure- PostPatchHook X £ AMS %M T B a1t R M EIZE 1T,

® Note
MRXLETEPEMA—NMRDEXAFAE |, i§@ LR EIE—NE LA ‘B &5 |, &
BREMXH , RAREFERRE XERBERXNEE, X2RFRASH J«,{E"‘—IL)\RTHJ&
TR,
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AMS EAFIERE AMS ME#E S FMEF
AMS IER4T &

WTEEEUHEEENEG ERENHNT . BALUERMEERESIELNINT . LA SIEZ B #E
AN, EENBHENFEEEHRE (HIMERER), ELITIRFERXLEAN NI AESIR,

AMINKNT B

LI A AMS Accelerate ¥M T B, BRIAKN T BT IRERSH AMS Accelerate BRIAKNT E A
B,

* Windows

* Amazon Linux 1
* Amazon Linux 2
+ CentOS

+ Suse

* Rhel

« Ubuntu

/A Important

ERINANT BER AMS B, BORBERINITEHE  BALZNEHRREEEL, Hik , Hal
BRAENANTEAE, HSH FH AMS Accelerate BEEMNFMT o

(@ Note

E XA product = * B9 AMS Accelerate 1M T EEERBEFMETHEATRELZE M D LR
il

£ AMS Accelerate BENAT

E7E AMS Accelerate PERABEXANTEE | BEBREEHTAH , AGCEBENEE,
BEXEZER , BZHEUTER :

- FRAMNTA
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https://docs.aws.amazon.com/systems-manager/latest/userguide/sysman-patch-group-tagging.html

AMS IEMA F1EE AMS tnE#EEfEF
- BIZEBENAT EE (Windows)

- BIEEENATEA (Linux)

- EFSMBREENANT EE (EHE )

B2 1AM B LUIREE 4 AMS Accelerate

FEEZBNIKF A AMS Accelerate #MT /& , AMS Accelerate 2B E KB |, B
amspatchmanagedpolicy. LtEREETEEHA AMS B3l X BAWSManagedServices-
PatchInstance#{TIRFMBIFIFENNR. EFALBNXE , KFEERFENAFCIE—1
IAM £, RBUTSEREITIRE

ERAUTHEGEA® AWS EEEZFH A -

1. B AWS BEEEZH G HITTT 1AM £H 5,

2. HRHAENSMERT , ERA® K REERUIERASG,

3. EEFEHM AWS IKF B ERE,

4. EIKF ID 1, MABRERERTFRRTENEREG AWS IKF 1D,

EBEKFHWERR A EIZKF; PR EM IAM ARFRFETZACHONE, At , EBRAOAFSR
BAM MM —1EKEE , ]RF sts: AssumeRole IREMNNPR, ZREEAIFARE Amazon BIRA
(ARN) EERBIR. BEEUTILR :

- MREBERBELERHNKFWAFRRTFNR , HEXEAFRGUEESRNEBELHAR | ik
B EEANBID, A ID IUREME=AKFEERZEEK —BWEAFARKTF. LD
2B RETRBERIN—N&EG , BREEERESSEREM STS: externallD & , AP FEERAZ
B, BXEZER , BSRERNE=FETIER AWS R T 8] £ BR et 2n4a 68 F 2658 1D,

- IREFEAGRSAEAZESHRIE (MFA) 2ZFNAF | BEREE MFA, XTFEACGNER
REPRIMATRE MFA BFHEH, SEETACGHAFRXMERAEEN MFA 8% VIt
—RMEZBHITER, XE MFA SHRIEINAFTEEBEFZAR, BXMFANESZER | B85
FHRRNERAZESHRIE (MFA), AWS

5. BT —H: MR,

IAM 2 EMF PRREEFIR, £ RMNR" T , EFIEMEP R A amspatchmanagedpolicy , R /E1E
PR EIEE, £ T —F,

6. EAERFMEET , WAABEN PatchRole , Hli , RNBEMR (#E ) , FRMIRZUFEE
LRtk Ae, ABEENFAXSANE | BAMEHE - AWS K. ElE , 2& ClEA®
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https://docs.aws.amazon.com/systems-manager/latest/userguide/create-baseline-console-windows.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/create-baseline-console-linux.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/patch-baseline-update-or-delete.html
https://console.aws.amazon.com/iam/
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user_externalid.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html

AMS HniE A = 1ER AMS INEEESFER

® Note
AEEMNERBE T EH#ITRE.

7 & AMS Accelerate YN T B EIFNKM T HFE

/A Important
M2025 52 A1 B2, AMS EFHABEREERSPRENTEFEQNZENEA,

#MT BR S5 18 SR A BB F- B 4 38 Al

AMS EF— M THFBEOZa MR AIBFHHRSER, Fla0 , £H 7 App1 PROD WA T #HE O
BTEIE X , AMS  App1 Prod for Account [l ID] 812 T —NE R ‘WA TP ED” WRSE
Ko MRBFEZREEITRANTRBI BT ABNAT |, BEANT RFERES AMS A8, BIERS
BRE , RELOENN T EA MBI RE —HITERSIEREZN L FIH. Y AMS EFRFER
B, BESUE — B E NG B F R4,

(® Note

BIEXN T E P EOREITNETH AR ERGIERN , AMS &0 ZHAY RSB R
EBIEFEFEOLTLT B RS T eEIRS HREA,

BT R —/NBf , AMS KB4 T RS ERBHE, B THE , AMS £RE[E Patch
Manager ##| & BV EEEEE R4 T BRSER. ERAZEREFITEPEOMENNRENIT SN
38

(® Note

Patch Manager ###| & FH4EEE R TSN YRS, MR AMS SERIEXNE 77 0] 45
BZRAKMATHAT M T EERSFRPETRTITEN,
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https://docs.aws.amazon.com/systems-manager/latest/userguide/sysman-maintenance-disable.html

AMS HniE A = 1ER AMS INEEESFER

B CloudWatch B & ix4NT @ H
EXTERESE , AMS %% =X CloudWatch B4 , AiF :

« B TEFBEOETIER,
« T HEFEOETE— /DT,
. ?I‘T‘:‘E?FEEI@EEEE#O

LTRITHPENSRBAEHRN

"version": "Q@",

"id": "37004d81-458d-2cef-felc-8afa8af30406",

"detail-type": "AMS Patch Window Execution State Change",

"source": "aws.managedservices",

"account": "145917996532",

"time": "2021-05-20T02:00:00Z",

"region": "us-east-1",

"resources": [
"arn:aws:ssm:us-east-1:123456789012:maintenancewindow/mw-00000001235",
"arn:aws:ec2:us-east-1:123456789012:instance/i-0000000aaaaaaaaaa",
"arn:aws:ec2:us-east-1:123456789012:instance/i-0000000aaaaaaaaab"

1,

"detail": {

"State": "PREEMPTIVE",
"StartTime": "2021-05-24T02:00:00.000000",
"WindowArn": "arn:aws:ssm:us-east-1:123456789012:maintenancewindow/
mw-00000001235",
"Results": "[{\"instanceId\": \"i-0000000aaaaaaaaaa\"}, {\"instanceId\":
\"1-0000000aaaaaaaaab\"}]"
}

TRER T T P EOTMEBANELRM -

T BAEE
EMEH L R
WA B B BRI TS PREEMPTIVE-# T & 0it%

RRFT 8
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AMS fniE A s

AMS IEEESMEF

J& R R

RS

StartTime

WindowArn

UTRHWTHEFEOSEREMHEN .

{"version": "0Q",

i BH
EXMES & O RVIRE

B RO T IR | R
FA ISO #=

EXNES B O B ME —ARIAAT

#NT & AP X 8K A5 &R

"id": "@f25add5-44a9-0702-d2bc-bd2102affefe",
"detail-type": "AMS Patch Window Execution State Change",
"source": "aws.managedservices",

"account": "123456789012",

"time": "2021-02-03T22:14:06Z",

"region": "us-east-1",

"resources": [

BAME

B I-FRE SR A B8 4b5EEE |
AHEIHIE

AW — ZLBH—NROITEE
b

2021-02-03T 22:14:05 .814
308

arn: aws: ssm: us-east-1
:123456789012: maintance
window/mw-00000001235

Instanceld — B #r 3= 4l #Y S 451
ID

"arn:aws:ssm:us-east-1:123456789012 :maintenancewindow/mw-00000001235",
"arn:aws:ec2:us-east-1:123456789012:instance/i-0000000aaaaaaaaaa",
"arn:aws:ec2:us-east-1:123456789012:instance/i-0000000aaaaaaaaab"

15
"detail": {"State":

"[COMPLETED]",
"Status": "SUCCESS",

"StartTime": "2021-02-03T22:12:00.814308",
"EndTime": "2021-02-03T22:14:05.814309",
"WindowArn": "arn:aws:ssm:us-east-1:123456789012:maintenancewindow/

mw-00000001235",

"WindowExecutionId":

"e32088eb-c05f-4c63-b766-6866e163c818",

"Results": "[{\"instanceId\": \"i-0000000aaaaaaaaaa\", \'"status\":
\"Success\", \"missing_critical_patch_count\": @0, \"missing_total_patch_count

&X CloudWatch &% T @A
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AMS fniE A s

AMS IEEESMEF

\": 0} }, {\"instanceId\": \"i-0000000aaaaaaaaab\", \'"status\": Success},
\"missing_critical_patch_count\": @, \"missing_total_patch_count\": 03}]"

}
}

TRERTHTHPEOLREMFRY

WTEOLERAT
BHEA
R

RS

StartTime

EndTime

WindowArn

WindowExecutionld

i EH
1SRN B ERBVIRTS
EXMEH B O IR

&3 B R BV FF B8 Bt ] | 3K
A I1SO %=

XN BT BRIV 5 R BT R] |, R
A I1SO #&=X

& XM 37 B R Y ME — FRIR AT o

BOMIT ID, ATAM SSM 4
FEOZEEHATFEE

#MT & F R ERY SR B B R

HAME
EER-E4NE O B

B I-FR B SRAIE B8 4b 55 |
BB HIEE

KRB — ZDLPBE-NRBITEE
b

2021-02-03T 22:14:05 .814
308

2021-02-03T 23:14:05 .814
308

arn: aws: ssm: us-east-1
:123456789012: maintance
window/mw-00000001235

€32088eb-c05f-4c63-
b766-6866e163c818

Instanceld — B #x3E4l ID
RS — ZHFTIRE

missing_critical_patch_count-

KB ERDB KB T HE

missing_total_patch_count-3E

Bl EERKREVAN T BB
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& A LAE A Events CloudWatch 43k it & —%& CloudWatch BN |, iZH N & E KX EINEFE O
SBEATEANE, Atk , BEALUTEEEE CloudWatch HM

{
"source": [
"aws.managedservices"
1,
"detail-type": [
"AMS Patch Window Execution State Change"
1,
"detail": {
"State": ["PREEMPTIVE"]
}
}
(® Note

FTENBERETIIFOEPICEMN T AUWER , W TN ELTFRBRNFLERNSSOI6ZAT
RBER.

AMS F# T KRBRE

AWS Managed Services (AMS) AR EBEN T HBIEANT HEEE, EHKME , AMS EZEIFTLUK
FIBR , HZIR LB AWS AMS F{E KRB TANRABE R B 7R,

<instance-id>fR T KM , AMS £7EMKF Opsltem F8|E—4 SSM , # BT : AWS Managed
Services — Blansh T SLBIHEE,

AR, AMSEITIAE. Opsltem R AMS A BLERBETMRBER THUERE , AL AMS R
Ro OpsltemMRFELEN T , AMS 2BZ T2 RELERNEBVAMIRTROBS ERENE. WR
A REIEERBRFB , AMS K=HE T —MUEMANT 44 & O HEMEXNKA,

(® Note

X THERERLS Opsltems TXIFHISHH] , WEEAN T LEPIHRALT ‘EFLE"RESHRH , F
SERAT KMo
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£/ AMS FIRBESREIT AL

AMS Resource Scheduler on AWS R A RBIFIERFEANTR AWS AEZERERN B RIREXR
B R RRARA AMS BIRAS, a0 , WA EF KR EHFER AMS BRFERSR , AWS E8XI{Ert
BB EIEEl, MBEUFTERFIUFZGAFAREZIT , MLBRSRITESBREEFIFAE , N
AR IR B B A 1T X FRAR B B AR

£ AWS Managed Services (AMS) RIRiT XIFEF ZHEMK & Auto Scaling 4. Amazon EC2 3E45iF1
Amazon RDS £ BB FEFEL, ERBEARFTITELXRRESITHERT , XEBTRERM R
R, ZBRAREINFEAWS EHAERE 2L , BEEHN AMS EFERWEALINAER B E ik
B, BEMNZEXZHE Auto Scaling BELHMI X, CloudWatch Elastic Load Balancing 1R 9 & R #]
Hgg., WL G ZA AWS Systems Manager 3 E O EC2, RATEMEIRUK AMS =
BEXHE

AMS BFRAESRFEABABMNITY. AEESERFRRZITHRE , FlanFFaetE, &ReEMY AP

LK, iHRIEEEENHEERAREMEE (SSM 4R, /X, (KIEE ) , FEERRMANE

17, BT LAER AMS BEH AWS Systems Manager B 31L& 1T F M KE B iX Lot | R FMitkl. 84
TTRISAEBEEL —IRBE , ATFENEHIRZTHRE, —MREXRATUEES MR, MRITK
RERT SRR, WLHELE—NAHANNER |, ZHTREBFANAEMNNEEIRE, BX1TR
MEBNEZFMES , BSH AWS 261t RIEF R R REH,

AMS Resource Scheduler £/ AWS BRIFEFITE AN RSN EIFRBERER , UERXLRRERN
ERN B MELRENBIR. BUUERITVEFPERENFERA ( BIANSchedule ) RIFIEHE
R, R RBFENE. ERETE Scheduler WA {EE B8 ThBEHR AWS Cost Explorer Bit & 5 B2
PEFSHEROFERA , UBREMRERATEBER.

AMS BRAERR R —TUERIMATIEE |, BRILURKF B A,

Y AMS BRBAESRFERARIR
Amazon EC2

 {E Auto Scaling 44 —E8% 9 Amazon EC2 ST & H AL E |, hF&H AMS RIRITXIFEFBE
o, BMEEME#ARIE,

- MRBEREHBREER AWS KMS BEF EF4 (CMK) nZE , NIFTEQLNRRBES IAMAE
WINE SN kms : CreateGrantiX R , BT FEBEHHLESEF, I TRELZEM , BIAE
MTAR2EAERRBMENRER, MREFEINE , WA SUED E#H CloudFormation ek k7 04X
BRams-resource-scheduler , ¥} CMK ZIR{ENUseCMKSEE ( EAKIN ARNs FH—
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https://aws.amazon.com/solutions/instance-scheduler/
https://docs.aws.amazon.com/solutions/latest/instance-scheduler-on-aws/components.html

AMS HniE A = 1ER AMS INEEESFER

MRZA CMK F4Harn:partition:kms:region:account-id:key/key-idmT 2 KMS 3l
A)o

- WREW Amazon EC2 EHIELE TH5EN K H A EE M N AJiE AWS License Manager ,
N&RAE R FEEIRBISTE AWS License Manager i aJiE PR BEB 311Z 356, &7 LUBN [F
A[IE ARN FIZR AN B ams -resource-scheduler (R AMIE B IR EFUF ATS K () AWS License
Manager F , EC2 I B RIFAERR TS ENNPE, CloudFormation

Amazon A EC2 uto Scaling

« AMS BRAESBIHELE Auto Scaling AN EZIT R, MARAFHNENKH, tRmIE , BAE
25X & Auto Scaling AKI K/ ( FF1E ) IFAR/MEER O (FLE) o

- ERABEMNIRZRN Auto Scaling ARINIFE | MARZAHPHIESH,

- EFLHE , AMS BRAESS A4 Auto Scaling AN &G/, FIENSAREE , HESPNFE
BFEREN 0, EEFHIA , FESFLHTF Auto Scaling AW K/MERE R FIEFHIRES. ELt |, Auto
Scaling AEFIARFEAELNAERE , XHEZFINLLNEHFSHMTSEIMIE Auto Scaling 44
TR AT

o MREZITHRIEXR Auto Scaling d ( ZRPFERABTE ) , NiTXIEBFSFMFTH Auto Scaling 4
KA, HEFEETTRISG RS REZARFERIZK D,

Amazon RDS

o FESRTLAERELL RDS E4l 2ok R ( &R T Aurora BHIBESEE ) . IIsEBINLTFHE
RA |, B2 RDS E4IHRER AWS CloudFormation #EiRSEHIRE N true. REBEN—ERBZB T XEL
Amazon RDS =4I H Sl Z RN 1k,

- FERTURETERN start/stop Amazon RDS Aurora HEESRZTHAKX (ZTAKX ) BB/
Amazon RDS %6l, B2 , HitXBFELEELE Amazon RDS =46 ( AERZ AKX ) &, &
# & Amazon RDS BR#l,

« Bk Aurora EBNEFIREL | BERLTHE Aurora EEEERSE ( BRIAN true ) o Aurora 8
( FREFFHEANIH ) XA EEHEEXWRSRFTIRE , HRITIBFMERNRZE
KRB ZER.

(® Note

REAERTRIEIFRREEEITFL. ENMERERS KL API B FHEFH, 0K API
BFRAAY , EQEFERUMAE,
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AMS HniE A = 1ER AMS INEEESFER

AMS #RAESRTXF AWS Backup B0, MREF AWS Backup/E T RDS =6 5RIR
TTRIBFIT RIS TERE | NEFEKRGERMBZET , FHEOAXIMLTIHRINEITE RN,

Al AMS #IRVEE 25

LIBHIIK AN AMS Accelerate 2 & it XA "‘E’JLKF‘ T2BFMA AMS BiRitRIRERF, BR , 1F
RIKFSEM A AMS Accelerate 125 it XIB — , REZENE AR , BRI LS 'J?"‘E’Jz.-\ﬂﬁx"
21 (CSDM) FFiZKF A AMS ﬁﬁl‘l‘izlﬁzVO Eif}EI’J CSDM tnAMKF 5 , BEERIAEER AMS
HIRAESREIRM CloudFormation ik B3 Bl B EI B K F &,

EENKFPEE AMS BRRAERE , BRIMNENEEFRIANLGE , AEFENREECHRFEEN
BE , oA, X, HHIRSE. BXxEENEENTNFHAEREEEN AMS #REAES ,
-lﬁ/lﬂ'—.l T f o

BENX AMS #iRiEAE 2=

B3fE , AMS BREEEFLL CloudFormation #i%# X EBE LM AMS Accelerate ik 7~

BEE AWS XifiFams-resource-scheduler , ##E8&#. BULUEFEECHRFES
CloudFormation %S B M THR EFHRKE B AMS HRAERNE M. BXEFH CloudFormation
HERNER , B RBEEEMER,

BNBUGEENUATEY , AFEREERENRIAE | LUIREBREEE.

- REER  RRAESRSTATIE6 SR BEREKRNOFZENEN. BRIAMERN Schedule,
- ZEREMRS : WESTRHNRRAESRTUEENRSIIR. BRIAE
N ec2,rds,autoscaling’s BRERN “ec2”. “rds” M “BINMEH

« AKX : EERFRAEREFERANRANX, BIAMER UTC

- 1% EBS &# CMK : LUES 2 FEHY Amazon KMS EF & %4A (CMK) 5% ARNs |, FRiFESS
A AR 515 BRI BR

« EC2 filzn , VFRIIEEEERFA : AL ARNs BZEIRERESRE TRRNELES 2B AWS ¥ aTiE
EHERIIx,

(® Note

AMS BREKMINBENEERF , UELHKS P AMS BRAESRFRIEFRITRS, REX
Mg | BB HERS BN AMS B IR S E 85 AR P AV 2 B E LERRHR E o
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-updating-stacks-direct.html

AMS HniE A = 1ER AMS INEEESFER

BENBUAEEEN AMS HRIAERFNEMAGRRETEMEENL, XEMETE
RFRBAERFHEEAR AMS BERRFZIRSHEED,

£H AMS RIRFAESE

WMEIAE AMS DEDK - R ER AMS FIREERE .

EHALT —4 AWS Systems Manager B3I {LIZ1TFME AMS BRIt EFPEEMENNERNE
B,

® Note
XL& SSM BRI LIREFMAEEKFHNEE AWS XEHHKE,

AwWSManagedServices-AddOrUpdatePeriod
AWSManagedServices-AddOrUpdateSchedule

» AwWSManagedServices-DeleteScheduleOrPeriod

AWSManagedServices-DescribeScheduleOrPeriods

AWSManagedServices-EnableOrDisableAMSResourceScheduler

AL, AMS EHE T —4 AWS Systems Manager EEFAEH AWS Identity and Access
Management A& gEFEHZE1TF M. ams_resource_scheduler_ssm_automation_rolelAM

AGKNEEBERERRABEBERE , ZRKKER T Runbook ZIEEFTERER SSM IR,
FRFA
FEFFRER SSM BaLETFEMA AMS BRITKEBFZH , BRITUTSER,

FLUT R MBI EHZEATEEABILETFERERE AMS TIRITRIFERF A9 TR B 27 A9 48 52
IAM R4k ( AP, A5/ )., NREN IAM ZEELNIKF PHEEE A PowerUser &R , Y
TEERZBUER,

JSON

"Version":"2012-10-17",
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"Statement": [

{
"Sid": "AllowPassingResourceSchedulexrRole",
"Effect": "Allow",
"Action": "iam:PassRole",

"Resource": "arn:aws:iam::111122223333:xole/
ams_resource_scheduler_ssm_automation_role",
"Condition": {
"StringEquals": {

"iam:PassedToSexvice": "ssm.amazonaws.com"
}
}
},
{
"Sid": "ListAndDescribeAutomationExecutions",
"Effect": "Allow",
"Action": [
"ssm:GetAutomationExecution",
"ssm:DescribeAutomationStepExecutions"
]I
"Resource": "arn:aws:ssm:*:111122223333:automation-execution/*"
}I
{
"Sid": "ListAndDescribeResourceSchedulexSSMDocuments",

"Effect": "Allow",

"Action": [
"ssm:ListDocumentVexrsions",
"ssm:DescribeDocument",
"ssm:ListDocumentMetadataHistory",
"ssm:DescribeDocumentParameters",
"ssm:GetDocument",
"ssm:DescribeDocumentPexrmission"

1,

"Resource": [
"arn:aws:ssm:*::document/AWSManagedServices-AddOxUpdatePexriod",
"arn:aws:ssm:*::document/AWSManagedServices-AddOrUpdateSchedule”,
"arn:aws:ssm:*::document/AWSManagedServices-

DeleteScheduleOxPexiod",
"arn:aws:ssm:*::document/AWSManagedServices-
DescribeScheduleOrPexriods",
"arn:aws:ssm:*::document/AWSManagedServices-
EnableOxDisableAMSResouxceScheduler"
]
}I
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"Sid": "AllowExecutionOfResourceSchedulexSSMDocuments",
"Effect": "Allow",
"Action": [
"ssm:StartAutomationExecution"
]I
"Resource": [
"arn:aws:ssm:*::automation-definition/AWSManagedServices-
AddOrUpdatePexiod:*",
"arn:aws:ssm:*::automation-definition/AWSManagedServices-
AddOrUpdateSchedule:*",
"arn:aws:ssm:*::automation-definition/AWSManagedServices-
DeleteScheduleOxPeriod:*",
"arn:aws:ssm:*::automation-definition/AWSManagedServices-
DescribeScheduleOxPeriods:*",
"arn:aws:ssm:*::automation-definition/AWSManagedServices-
EnableOxDisableAMSResourceScheduler:*"

]
},
{
"Sid": "AllowListingAllDocuments",
"Effect": "Allow",
"Action": "ssm:ListDocuments",
"Resource": "*"
},
{
"Sid": "AllowListingAllSSMExecutions",
"Effect": "Allow",
"Action": "ssm:DescribeAutomationExecutions",
"Resource": "*"
},
{
"Sid": "AllowListingIAMRolesForStartingExecutionViaConsole",
"Effect": "Allow",
"Action": "iam:ListRoles",
"Resource": "*"
}
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AMS IEAFIERE AMS RS MEF
A LAM AWS Systems Manager 2 #| & fEH AWS CLI Z1TBzI{t. MR AWS CLI, N AT&E

FELRRNEETH AWS TR (MRERE ). PowerShelFXER , BERLEDAR AWS @i
TI&.

W& Navish BT TREZEER (4:52)
£ AWS Managed Services &R 1T X752 = = 4 22 B+t ) B M it X

Ba LAER AMS BIRIAEEETE AMS Accelerate TK P 7R H0, 5837 SR BR it XISk Ad ER o

£ AMS BRI E R A IR EHTE A
AR AMS Tk P o R SIS B 2R 1R A A
REEMHIE

o B BEWMITHVIRMERE, MREFME , BERA BN MREEHANEHE , FEA EF
- B BEEN. MREMNFEAL , W 4GS EE—E.

» AutomationAssumeRole : AWS Identity and Access Management
(IAM) &8 ARN , RAFEITFRRREFTNKEFEALR. FACERE

Jams_resource_scheduler_ssm_automation_role,
o IR (W) NHBENEEXAHER,
 BeginTime ( A% ) : BEEHRRNEIE , XA HH: MM B,
- EndTime ( W% ) : BEFLEFFRSE , XA HH: MM %=X,
« A(WE)  LESH2RNAGIRIAEFRFEENAMEE , #RNELIREZT,.
« MonthDays ( Ali% ) : UES 2 RS A XRBIIRFUEFZFR VB RESITRECEE,
« WeekDays ( Ai& ) : BUESHREHIIR , SIHBRRNE —BAPN/LRS—BAHRNE/LXEE,

B4 :

« EUTUBEEXR AWSManagedServices-AddOrUpdatePeriod ( A EE EiE R EH AR X
5/ ).

ERASHEDPEEER , RAREERT. BETHE £ ‘Al ERFFERSER,
« AWS CLI :

BITUTH BB, placeholders A EEHER B,
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https://www.youtube.com/embed/iEfvPYFBoMg
https://console.aws.amazon.com/systems-manager/automation/execute/AWSManagedServices-AddOrUpdatePeriod

AMS HniE A = 1ER AMS INEEESFER

aws ssm start-automation-execution --document-name "AWSManagedServices-
AddOrUpdatePeriod" --document-version "\$DEFAULT"

--parameters '{"Action":["add" or "update"], "Name":["NAME"],
"Description":["DESCRIPTION"],"BeginTime":["TIME"], "EndTime":["TIME"],
"Months" :["MONTH"], "MonthDays":["DAY"], "WeekDays":["DAY"],
"AutomationAssumeRole" : ["arn:aws:iam::ACCOUNTID:role/

ams_resource_scheduler_ssm_automation_role"] }' --region ONBOARDED_REGION

-

LR RBIERT W0fmER AWS Systems Manager 12§ & R INF R, BRINECLHRTAREH , H+
HHEBARESAT 15 XKNA—ZAELFIRETF 6 Ko

1. ELLF AWS Systems Manager fZE&E & Bzt 3X# AWSManagedServices-
AddOrUpdatePeriod ( A REFEEF 2 LENXE ) .

2. NSHRMRE,

3. B “WIT" , FEEBLTAK.

£ AMS BIRAESP RN EFHITX
1£ AMS Accelerate Ik R NS E#H EIR 1T XK,

REENHIE

o B ERITHRERE., mREFMITR , BER R MREEFHRNEITR , BER EF

o B NEXRHEBENR. WRERMFFITR , WATIEERE—E.

« AutomationAssumeRole : RFETFMRRER MK EFITXIH
AWS Identity and Access Management (IAM) B &# ARN, EEH
fBams_resource_scheduler_ssm_automation_role.

o IR (WL ) W EERNEELHWHEIR,

« IR (HE)  EEEATHITRKNRERAES2RYIR. SNEHBLMELEE,

» RetainRunning ( Ali& ) : MRBFRRESTABARZOFHEIHN , WIEE “true” A LERIR
EREZTAPERNELEEETHER. RABERLT , RRRAESSFLER,
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AMS IEAF SR AMS IEEE S MER

- StopNewlnstances ( AJi& ) : #EE “false” A L B RBAEREE X ICRRNEFELZER (WNRZ
RBEEETHZNEIT ). BMIAMBERT , RRAESRSFLRIR,

« SSMMaintenanceBE O ( A& ) : IBELLES 2 REY AWS Systems Manager (SSM) 43 Bt E: 5
*x, BEFEHRFNAITRNNESITRHER, SEAI0F “ 818 EUseMaintenanceWindowly “true”s

« TimeZone ( Ali% ) : EELHFERRAESRFEANNX, BABERT , BRAESRER UTC,

« UseMaintenanceWindow ( Ali% ) : MR BRFLER R R ES NI S ZHIEERS (RDS) £ &
A#M 7 Amazon RDS AT XIAZ1TH , & AWS Systems Manager (SSM) £ Bt EBRIERNIZ1T
BB RN S KBt XS | FHEE “true”s EC2

« UseMetrics ( AJi& ) : $87E “true” AT RIRBI/Z A CloudWatch #5#x , 53 “false” M|ZE
CloudWatch 1E¥5. EELLBHELBEEHEKRRIIRER CloudWatch EFRRE.

BAM :

« EUTUBEEXR AWSManagedServices-AddOrUpdateSchedule ( #EA8EE Bk RN AR KX
/).

B RASH BoPEEER , REEE 1T, BETHE , & Al RMFHEEER,
« AWS CLI :

ETUTHSUEEEB. placeholdersAIEECHEBRER,

aws ssm start-automation-execution --document-name "AWSManagedServices-
AddOrUpdateSchedule" --document-version "\$DEFAULT"
--parameters '{"Action":["add" or "update"], "Name":["NAME"], "Description":
["DESCRIPTION"],
"Hibernate":["true or false"],"Enforced":["true or false"],
"OverrideStatus":["running or stopped"],"Periods":["PERIOD-A, PERIOD-B"],
"RetainRunning":["true or false"],"StopNewInstances":["true or false"],
"SSMMaintenanceWindow" : ["WINDOW-NAME"],"TimeZone" :["TIMEZONE"],
"UseMaintenanceWindow":["true or false"],"UseMetrics":["true or false"],
"AutomationAssumeRole" : ["arn:aws:iam::ACCOUNTID:role/
ams_resource_scheduler_ssm_automation_role"] }' --region ONBOARDED_REGION

-

AR RBIRB IR AMS RIRBAESRFARMITR. EHRAH |, BFMT7T —NEROTR , &R
CustomSchedule £ CustomPeriod,
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https://console.aws.amazon.com/systems-manager/automation/execute/AWSManagedServices-AddOrUpdateSchedule

AMS HniE A = 1ER AMS INEEESFER

1. LR AWS Systems Manager L& & Bz{t ¥ AWSManagedServices-
AddOrUpdateSchedule ( B FEEERFES LLHNXE ) o

2. WS BRME,

3. B “WMIT , FEBEHLTK.

£ AMS &R 8 EEES = i BR et 8] B = it X
EBR AMS Accelerate ik P RV ERIBES AR TR , BEELUATEHIE :

« ConfigurationType : EMBRMELERE, MREMRBRE , EER AE ; MREMERITX , B
A i,
o B EMIBRAY RIS HAB B & #Ro

« AutomationAssumeRole : AWS Identity and Access Management (IAM) & ARN , E A FIE1T
FRARREBERITRIH TR, IEEL®ams_resource_scheduler_ssm_automation_role,

B4 :

« EUTNBEEXH AWSManagedServices-DeleteScheduleOrPeriod ( & A gE S AR IEME L
ZXHEH ),

ERASHHOPEEER , REEERNT, BEXKE , £ WH RAFFERELER.
« AWS CLI :

ETUTHSUEEHEBI. placeholdersAIEECHEBRER,

aws ssm start-automation-execution --document-name "AWSManagedServices-

DeleteScheduleOrPeriod" --document-version "\$DEFAULT"

--parameters '{"ConfigurationType":["period" or "schedule"],"Name":["NAME"],
"AutomationAssumeRole":["arn:aws:iam: :ACCOUNTID:role/

ams_resource_scheduler_ssm_automation_role"]}' --region ONBOARDED_REGION

-

LU 7R 4505 BA 2Nl F§ AWS Systems Manager 2 #i & Ml Br 9 =

KR E R AR R HE MRS October 3, 2025 450


https://console.aws.amazon.com/systems-manager/automation/execute/AWSManagedServices-AddOrUpdateSchedule
https://console.aws.amazon.com/systems-manager/automation/execute/AWSManagedServices-AddOrUpdateSchedule
https://console.aws.amazon.com/systems-manager/automation/execute/AWSManagedServices-DeleteScheduleOrPeriod

AMS HniE A = 1ER AMS INEEESFER

1. LR AWS Systems Manager L& & Bz{t ¥ AWSManagedServices-
DeleteScheduleOrPeriod ( A EEERFE LEHNXE ) .

2. WS BRME,
3. BE “MIT , FEEHLTR.

£ AMS R R E 28 P iR et B R s B R 2 HE
RNTHR (EFFHE ) AMS Accelerate IKF W RRAEFRS TN , EFEUATHIE -

- ConfigurationType : BEHRNWEERE, MREERFAENER , BEA BH  MREHRFRE
BfE SR , BEA BEK

» AutomationAssumeRole : AWS Identity and Access Management (IAM)
AEHN ARN , EATEITFMARFRERBELZHRNR. BEES

fBams_resource_scheduler_ssm_automation_role,

EAM
« EUTMEEENH AWSManagedServices-DescribeScheduleOrPeriods ( R AJREEEREREE L4k
X ) :
1. B “MASH BoHPEEER , RFER ‘BT
2. BEZRG , £ ‘Wl BB FHEFER
« AWS CLI :
1. BT THSLUEE B3, placeholders A EHCWEEE R,

aws ssm start-automation-execution --document-name "AWSManagedServices-
DescribeScheduleOrPeriods" --document-version "\$DEFAULT"
--parameters '{"ConfigurationType":["period" or
"schedule"],"AutomationAssumeRole":["arn:aws:iam: :ACCOUNTID:role/
ams_resource_scheduler_ssm_automation_role"]}'
--region ONBOARDED_REGION

-

LR RGIERT a0 ERA AWS Systems Manager 12§ & $#iR — /Nt R
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https://console.aws.amazon.com/systems-manager/automation/execute/AWSManagedServices-DescribeScheduleOrPeriods

AMS HniE A = 1ER AMS INEEESFER

1. FELLT AWS Systems Manager (L E&E & B3I X# AWSManagedServices-
DescribeScheduleOrPeriods ( Al gEF ZiEFE LLNXIEH ) o

2. WS BRME,

3. BE “WMIT , FEBEHLTR.

A AMS BRI ERFIF SRR
9 AMS R R FIR DA,

[ AMS ZRITRIAMItMMEARE  SFEFEARFRITIEFREZMEAGER  RECLRAEEARE
MHVFRE R UK TR B RMEANREERIFER R, BXRUATTE AMS Accelerate Ik /= R IE F IR A i+ 40
B8 , BSHE AMS FRMRZE,

(® Note

R fE A Resource Tagger RFRiERIR , M4 R R RESNRIANMILERBENNEFIR
“ams:rt:” , AARFERICEHNANFERSHEERATNR 7. ams:rt: &N , FHRER
EEFIENERETcERREAESRER, ETHREXNARAESEENLRIAMIEHANE
ZELE , B2H. BEN AMS BRAESR

AMS # 58 E 28 F R R AL E 2R

NTREREATEBER , AMS BRBAESRES —MNEH , ZEA48/IHiITERITNEFEEN
Amazon EC2 #l Amazon RDS #RIEITRAT N, RE , XERATEHTEFHERN CloudWatch 1§
¥R (AMS/ResourceScheduler) &% , ABBEX H#H 1TIRER, AT B AESFNGEXHIZ1TAE
TEWNE, EFEREMEAMAA |, 5058 R <8 BIEE 8RR

FERRRAESRBEATHRATAMGERS. ©B8/IIET—IR , HMH AWS Cost Explorerit 3 5 A< F
REHE. eRBZBFEITELEMSFIXENFEEEPINHEER , AETUERITINERLTET—EBX
IR, TEPKARATE BT A5 Cost ExplorerfySRBRIR & A 2 8] Y Z 4,

il , MERG ANBRRBEREEANNLF 9 REITHF 5 BT, WEALAE—XPETAANN
B, Cost Explorer ARG RN 1 £ , FHERSE N 8. Hilt , EPRHFERARN0.125% T,
MRLFIAREARBRFAERHTITN , MZZFFEHRIZIT 24 Mif, EXFERT , HAFER
24x0.125 = 3% T, BRAERBYETE T2ETHRA,

NRBUEFRE M7 October 3, 2025 452
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AMS HniE A = 1ER AMS INEEESFER

NTEAAETEEERRL KB Cost Explorer PR FRAREFEENRRANANEAE , FEEK
B REERTBOERRBESRATEVRRNRERAENRESERL. IRZKFETENMA
NRZEZALANEERKS PBUERERR. AXITHRENER , BSRBERFE LA RA D
RS A P E B A S BLARE

FRERZARACEN N D EARET , AWS 0K 5 TF 16 2R B2 7% R 13 B2 25 5 12 /Y 30 R B9 RS A 2 A
B, EXERFEATAZRE , RATEGERTRITET ENRAFTFRIER B ERNAMS/

ResourceSchedulerfg#rap&ZEE T, CloudWatch

MBARBERARSEARL , MWEERRA T &iER , AESRUTETETENRAHFRHBIZER.

® Note
RATEEHEBFEURERTEERMERM, FBUTREN. EHEEFM Cost Explorer FiZE
ERARA , ARITER RS/ NN FEIRE, EXESHMAES , BSH "7 ALK AWS A
BIEE  E5E

AMS 758 E 25 R BRI H =R

AMS #REAESRMTH CloudWatch BiRHIFIZE , ZHIFIBZEH BAMSALlarmSuppressor i H £ IR [
Lambda BEEpE , A FH#/{L T Elastic Load Balancing. Application Load Balancing 5 Network
Load Balance EEIMVE BN E IR, ZEHHE 5 28E1T—X , REKFPEFENFMEER , HE
BB TR ERFITOA ; HlIn, AWS/ELBAWS/ApplicationELB, AWS/NetworkELB., XiF
AR , NEHR[HBLRBARYEEZZ M and/or BHR4A ( £ XJALB/NLB) from alarm dimensions,
finds the instances that are registered with the load balancer and/orB#r4 ) , AR EXFPRS L
MXLEXLPFIREH AMS BRAERBAE. NRXFIBARRAERFE , AHRRAESRSL , WHD
FIBR AR ICBRANEZER., NREMEHINRFELE —ANRFERZIT , WG BRXIRICHEN
MERUBAMICHEANER , HERAFICHNZEANER, XA HEKN BEF#EE/aws/Llambda/
AMSAlarmSuppressor HEAH,
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https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/custom-tags.html
https://aws.amazon.com/blogs/aws-cost-management/understanding-your-aws-cost-datasets-a-cheat-sheet/
https://aws.amazon.com/blogs/aws-cost-management/understanding-your-aws-cost-datasets-a-cheat-sheet/

AMS HniE A = 1ER AMS INEEESFER

AMS Accelerate HHJ H & EIE

AMS Accelerate 3235 AWS RSB BELE N WE BE, AMS Accelerate # fixX £ H E R RIEHI K
NRRHNERERETIT,

AMS Accelerate 2t 7T —RIEZE RS , IHBEE AWS EEMEBIZE, BEHRIE T #H AMS I1AF
RARIMNN—EXBEENRE (BRELRXBRBSE. IH%E. 14, B3N, BENZH ) REBENH
RATE AWS =HRURASHIZE | B2 AMS SE24£HA,

i
- BEEE — AWS CloudTrail
- BEEIE — Amazon EC2

- BEEE — 9% VPC R A&

AEEHE — AWS CloudTrail

AWS CloudTrail2—IATKFEEBNERS - 0%, SEFITHMXREIT, & CloudTrailBh , &7 LA
BF., BEBENFEREEREAN AWS it ZE i ERXN K SES.

AMS Acc AWS CloudTrail elerate EEER XS REEBEKFAAAIE R RN FITRSAME, £ARN
A LLUE R L T ®IZz —

- AMS EXPEBIRER | MRBEFIIEDT , AMS FEEZWE AWS XigaliE, IEMEE CloudTrail %
XIERER |, 43 F &K A EMIRNE RER,

- BFET  MREHEBEEBACHIKFRALS CloudTraillRER , N AMEEH=LREIT (CA) &1 ,
HREBE Accelerate FTENEE, MRELEFILATETRTRHEBSHIRE , W Accelerate &
BB ECDH CloudTrail BRER , MRBRFENZ2NFITEECE. IREHEREECHER
BR, AMS 2HIBREEEHBNERE , LBRTRNANARRH, XS EZEHTEENKS FEP—%
SEERHY CloudTrail BRER , HBFLEEE W BERA,

(® Note

MRIEHKF EH CloudTrail RER , HELEARBERETITEHEDHER AMS EER
E% , AMS Accelerate & Bz \NIEHIIK F FIER AMS SPBHVIRER. XEFEAIUBIEESE IR , £
L RIBRERAHTETMARA,

AEEE — AWS CloudTrail MRS October 3, 2025 454


https://d1.awsstatic.com/architecture-diagrams/ArchitectureDiagrams/AWS-managed-services-for-operational-excellence-ra.pdf
https://aws.amazon.com/cloudtrail/features/

AMS HniE A = 1ER AMS INEEESFER

AMS Accelerate 7 iNERZPER CloudTrail BRERAIE — Amazon S3 FHBENSHEZIEBE N |, H
£ AWS Key Management Service (AWS KMS) iM%, AMS Accelerate &4 5 8] LA [R] {2 49 iR BR S8
LU TRERNZ . MREEFL Accelerate £ ATHAEIZPE Accelerate EERER , MZKFER
FIAE CloudTrail BRER , ML BRERBR I Z Fho

AMS Accelerate Z%& AWS Config #NIRIEREH CloudTrail Ik IRER ( BIEMEEFEH CloudTrail
RER ) SEIEWRENME, ETHMESESR , HSHAWS Confige ATREANAN , SUERIX L
HMNE AWS X EZFXEN -

« multi-region-cloudtrail-enabled, ##& AMS Acc CloudTrail elerate iR BR A EHAEEIER,

« cloud-trail-encryption-enabled, BtE&E AWS CloudTrail A RFESwNZ (SSE) #l AWS KMS &
FE®4 (CMK) ZMWRE,

« cloud-trail-log-file-E2 8 A, BAE , 2RER?A AWS CloudTrail | 2H B AENELSBERHEX
., RIBZBWEERERER LR XHRIL,

» s3-bucket-default-lock-enabled, BAE , K E Amazon S3 FHBREE R ASIE.
« s3-bucket-logging-enabled, BRAJE , R ZE Amazon S3 FHMEEBEA T AERIESR,

AMS Ac AWS KMS celerate i T IIZ &M F A iR EPE R CloudTrail IRERIEZREH. ZAHRKF
EE R, AMS Accelerate #R4E & F12=H| H ol H 5\ CloudTraile BXHWEZE R AWS KMS |, 5
BEAWS Key Management Service HAEF= G X4,

Bl FE# CloudTrail H&E

CloudTrail AMS Accelerate EpFHY CloudTrail IRERE H EFZ LMK P EY Amazon S3 FEREH,
1765 1E Amazon S3 FE T R IREREIEME A CloudTrail FIRELE TSI AWS KMS Z4A3E (TN
,

Amazon S3 Ff&#EEH ams-a-aws account idcloudtrail-AWS Region ( 50 : ams-
a123456789--1a ) W BE X , FTESEHEBEL AWS/ BT4%Fcloudtrail-us-eastf. CloudTrailXf £ F %
W FTE F R ERFIC R TR , HX BENRET B MMRAZES |, SIEFIT,

EXBEERNEHNATHESEL | BSABESN AMS Accelerate I P I E X,

{R3P F14RE CloudTrail BE

AMS Accelerate RFFEABEERDIE Amazon S3 K , ATFIMEZER CloudTrail IRER , A
RAFPESBEREHRNBEHNERTLEBZERIMBRNRBAREXEBERE, BXEZER , 5S5H
Amazon S3 X RIE,
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https://aws.amazon.com/config/features/
https://docs.aws.amazon.com/config/latest/developerguide/multi-region-cloudtrail-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/cloud-trail-encryption-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/cloud-trail-log-file-validation-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/s3-bucket-default-lock-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/s3-bucket-logging-enabled.html
https://aws.amazon.com/kms/features/
https://docs.aws.amazon.com/AmazonS3/latest/dev/object-lock.html

AMS HniE A = 1ER AMS INEEESFER

BINERT , KEEEHOAE B SBEERARE, IREEEXREE , THEE Cent AWS %
# er BXRSERNEB TR R ERE,

BRI S# EC2 B

A LAE A5 1R Amazon EC2 26l H&E AWS BB FIA . KHIF AWS BRSERK BETE
CloudWatch BEF#ZI , AMS Accelerate BEEHNENKFHEAIH,. BXHRIBENEER | BESH
CloudWatch B &34,

{8 Amazon EC2 B &

BIAMERT , Amazon EC2 356l B S AT RERE, MBLBERREH | LB Cent AWS 5
er BRBSERUG BTN REHE,

HEEE — Amazon EC2

AMS Accelerate 2EZHERN AMS INEITEWAME L # EC2 £fl L% % CloudWatch XE, 1zt

R RSERK BELIEE Amazon CloudWatch B, BXEE |, 5T 4 2 Amazon CloudWatch H
2

700N

AR BEX MR REE Lo CloudWatch gs , HREAX*EEAXEFENAEAF.,. EBNMNEEATF
FHEA Amazon EC2 EHIBIE—NBER , ZBERBIFEL S EC2 3546l ID 58,

Linux

* /var/log/amazon/ssm/amazon-ssm-agent.log
* /var/log/amazon/ssm/errors.log

+ /var/log/audit/audit.log

« /var/log/auth.log

« /var/log/cloud-init-output.log

* /var/log/cron

* /var/log/dnf.log

+ /var/log/dpkg.log

+ /var/log/maillog

* /var/log/messages

« /var/log/secure
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https://console.aws.amazon.com/support/home#/
https://console.aws.amazon.com/support/home#/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
https://console.aws.amazon.com/support/home#/
https://console.aws.amazon.com/support/home#/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html

AMS HniE A = 1ER AMS INEEESFER

* /var/log/spooler
+ /var/log/syslog
* /var/log/yum.log

* /var/log/zypper.log

BREZER , BERFIERSEE CloudWatch RIRE B X4,

Windows

- Amazon SSMAgent H&

* AmazonCloudWatchAgentLog

« Amazon SSMError A&

» AmazonCloudFormationLog
 ApplicationEventLog

+ EC2ConfigServiceEventLog

« MicrosoftWindowsAppLockerEXEAndDLLEvent H &
» MicrosoftWindowsAppLockerMSIAndScriptEventLog
* MicrosoftWindowsGroupPolicyOperationalEventLog
» SecurityEventLog

» SystemEventLog

BEXEZER , BSEREAT : AFI=1T Windows Server 2016 B9 Amazon EC2 S:4l{EH
CloudWatch BEXIE[E CloudWatch BE A% B *&.

BEEE — T5#% VPCRAX

VPC i HER—INIhEE , AlHIRAXFHEMN VPC FNFZEON IP REMEER.,. REBEBEATUL
A ET % CloudWatch A&, Amazon S3, R EEBREREF AT MNESFHEERER, Er L6l
Ejﬂﬂ“ F% AL H o I_'I'ﬁjf:%%f Ix—.l %’lvlt ﬁbjﬁ: EEH—L%"[‘L

TEETHBRLESMES , Fla

L]
\

P TN LA
o BRSNS HINRE
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-Agent-Configuration-File-Details.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/QuickStartWindows2016.html#send_logs_to_cwl_json
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/QuickStartWindows2016.html#send_logs_to_cwl_json
https://docs.aws.amazon.com/vpc/latest/userguide/flow-logs.html

AMS HniE A = 1ER AMS INEEESFER

- BEEMKEQD LFRHOAREN ST

BRAEIEK R A B NHEIRN VPC BA VPC R BE. AMS fFEH ams-nist-cis-vpc-flow-logs-
enabled Config MM Bz VPC REERAE. MREKRBA VPC RAXE , AMS HBICEFEE
ENFEN VPC RAZRBHNEBHTEE, HMNXLEFERFE AMS MEFEBEF#bIEIE VPC 7
B, THMBKEIXR, FRMNEERERBZ R MNEREHD.

BREEFVNERRASHER , BEREARB T,
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https://docs.aws.amazon.com/config/latest/developerguide/vpc-flow-logs-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/vpc-flow-logs-enabled.html
https://docs.aws.amazon.com/vpc/latest/userguide/flow-logs.html#flow-logs-custom
https://docs.aws.amazon.com/vpc/latest/userguide/flow-logs.html#flow-logs-custom
https://docs.aws.amazon.com/vpc/latest/userguide/working-with-flow-logs.html

AMS HniE A = 1ER AMS INEEESFER

REREH AMS Accelerate Ik I E X

/A Important

H2025F7 A1 HBE, TFEREERRFZTEHEEA,
KPP FTEMA “BERiEK RS .
EERER AMS Accelerate K~ F /Y CloudTrail 2k , Bl MEA LTRSS :

« 7ZE® AWS CloudTrail , EFEEHA L REZHERAERBEMFESH, SLEANESEES
JSEST , kB, s3.amazon.aws. comiE EEHRFIEEH A LIcE , L LLUERRAF BT
EEHFTERICFK, BXEZELR , HSREFER CloudTrail E4 7 £12 %,

- f£ AWS CloudTrail Lake BEEHWEELHIE. £+ AWS CloudTrail EF 8" , AL
B &), ZuLtZECNEN. FRAESHERSREARIERRKERETESHHHK
&, Hlmn | o Llif @ EEHWMIER T Amazon EC2 £6l, BXEZELR |, BSHET AWS
CloudTrail JE M CloudTrailLake Zif) 8l 2 ¥ 3E#.

+ AWS CloudTrail £ F 8|2 Amazon Athena & , H RN EFE#MNEBIRE N SEHN RN
Amazon S3 7. WIEZERRIRMN EXEHM Amazon S3 FEBREHEE. £ Amazon
Athena & , £ A B EEZ1T Accelerate 1RH 5 Athena EHIAE S EANIRIAE
W, BxMBIZE Athena &K CloudTrail EHHENEZEE , HSRERNHEE, AWS
CloudTrail

£}

- EELNEFICHR
- RNEW

« EICFEMNR

AWS Managed Services I 5 Athena ( At hena ) #&|AF AMS ME A SEREE T EHN R
| , #BBERIRIR AMS INIEIZE F AR AMS H0iE B 3L ET i HY E Ko

Athena R—MREREHRS , BRI UERARELEHLERIES (SQL) K2 Amazon S3 HHEIE
( 2. Amazon Athena B SQL % ) . Athena & BRRSGER , REEEEMNEMZE , RENETH
B {15%. AMS Accelerate BT EE H A& X CloudTrail B Athena ¥k , HiRMHBEXEMN AWS
FEXIHMITEARNIBNER, ams-change-record@ Al LR FEMRAEAHBEZTEZTEN. E
THREX Athena THEANEZER , ESHIEAN TERE,
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AMS HniE A = 1ER AMS INEEESFER

® Note

REYINESENALRIRER |, Accelerate F B Athena Z&if] CloudTrail #&H
Accelerate ¢ CloudTrail WEH4# , BRIFSCWALEERNET IAM AE |, LUEE AR EF
F Athena &8 CloudTrail 24T &K~ PS4,

FEAENIERK , BABEMEEIL TR :

- i (AMS INERSAR AMS IRZER ) R T EHIKS
« AMS Accelerate Xt &I K 31T 7 BREFE K

« AMS Accelerate =2t ABRHERIYREYIK = 3 1T Y

- EMEEFKRFPAMBHENR

« At A AMS Accelerate & EX RV IK P #1TE K

« MAMERERLIREATEIE AMS TERFHER

BERENEEICR

E(FH Athena &if) , FRFZEEES|AHF AWS SMEIEXE P Athena &5, AWS

(® Note

MRBERITEMLSERETEZ Amazon Athena AT E , H8 & “FFHE”. EFEERR “Ekid
* HBHE Ry , BHAREAFINER,

1. M Athena A0 L S ERPERE “THEH",
2. & ams-change-record T/EH , ARG T “YIRTHEAH",

3. ams-change-record-databaseM “B#EEE" A E P # 1T1%EEF . ams-change-record-database’®
¥Eams-change-record-table 1.

4. N E AR SERP®RE BRENENA,

5. “BRENEN BOE R AMS Accelerate IRIEMEIRFIEK , B LlETXEERN, N\ BRENE
W HRPEREZITHER,. Bl , ams_session_access_v1 &Eifl.
BXRIMiZ AMS INEEHNTEYX | BHSEHRINEN,

6. REEEREEARESETH AHNEEIES ; RIABRT , EAMRES L —XRELLHER,
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AMS fniE A s

AMS IEEESMEF

7. BREITEN,

MINEH

AMS Accelerate 121 7 JLNERIAEW |, B O LAE Athena BHIEFFERH, TXRIIE TRIAEN,

(® Note

- FREEWERES A R ESEEEN ALETRESRYS ; RIABRT , IEERHEIL S 24 et

Niz1T. BXRTAHNEA |

FZRUA TN T EXERTR B HrEEERR.

s IUREEERNS M A<PARAMETER_NAME>S A RIES —HEREERAP, ALNS
BEBRSVUTNAES,

- FIENIEESMRMIEN, EEHAY , —EMLEANTRSBETEANBITS () TBE, M8
EHHFERECTIINBERTET , HEARIASH, URBEHXLEMERIERFIEESHK
B, BRBRZITALONEFTS (), AEREZFTEZRS .

- IEERERBREIAM PincipalIdIAM SessionIdHEHiH e

- BITEANITERBAIURT R ZKFERE CloudTrail BEHE, BEITERAK |, EFEH
AWS Athena Efftit &g,

MiREH

B Ry /R

A

Hi#fHEM : ams_access_session_query_vil

BRER AMS BN R 2 1F

REEBEXEE AMS i
BRISENEE, ZEi
EZ IAMZERAIDER
AETRIER MG HIREE
fEatiE, TRk A LS
=R, BREE,

&R OB BURERT
AHEERRBRPRFS

( ATiE ) IAM
Principalld : =5
5] R IREY IAM ZE1EAFR
RBF. MR NUNIQUE_ID
ENTIFIER :RESOURCE_
NAME . BXFHEER ,
BSRAM—IRIRE. &7
DAEA 6 A b IR IR SR A BN
R TEITEN , LBE

i

EventTime: k1817 [F] #X BR &9 B+ (8]
EventName: AWS 5&E31 & #5
(AssumeRole)

EventRegion: Y EiE KK AWS X
Eventld: CloudTrail =4 ID
BusinessNeed 38 : i[RIk YL 5
RREEE, RIFHENR : SupportCa
se. Opsltem, [, X7,

i gl
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AMS fniE A s

AMS IEEESMEF

B RY/H#R

M&FIAM Principal
Id BHRREBE D KFE
2#E IAM Z$EA ID,

183& W] LB ) BR & 1 Y
WHERE FAHRB AR
B HiEER TR i IE AMS
WA &iE,

A

E&Fi% Principalld B4
IAM,

EF#HZH : ams_events_query_vl

IR ER AMS Accelerate &
R FTEZEZRBE

IRE f#HiZ AMS
Accelerate £ &0 % 25 X4
kP SERRFTEB AR
1E,

&5k A LUB I NE

8 WHERE ¥ ‘& = il B&

useridentity.arn fEiE251T

SRERERIE AMS A& FT#
VEERE,

(A& )

X PR B Hit B e . ES

B R E 1 PRy B A i

Tigas.

i

BusinessNeed: Al 5 EZE 5 7] iZ Kk 7~

o $lt0 |, Support Case ID, Ops Item
ID &,

BRE . HEZKFHRER ID HiE
[\ Z K B B {b R4,
RequestAccessType: B3R &EXH ( R
£:. . OpsApi OpsConsole, Ki&

B )

Accountld: AWS IKF ID
RoleArn: RoleArn 3§ Fi&ER#&
EventTime: k1517 7] #X BR &9 B+ [
EventName: AWS &z & #r
(AssumeRole)

EventRegion: Y ZiE KK AWS XI5
Eventld: CloudTrail =4 ID
RequestParameters : &R E RS

ResponseElements : M 57 Y I 57 75
E

UserAgent: AWS CloudTrail AP XE

BB - ams_instance_access_sessions_query_vl

i gl
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B By/4ER TN i
B AMS Accelerate 1B X PR datetime * Instanceld: 34 1D
ﬁ?@“iﬁlﬂ’%)ﬂ rangeo. %%ﬁlﬂﬂgaﬁlﬁiﬂ ¢ SSMSession ID : SSM éiﬁ ID

\ H J ZIBE :'E' o

KB AMS Accelerate il RISETDIbORS B « RoleArn: RoleArn 3t Fi#&ER &
EHIFRISIR ; B%&id  EventTime: 3k 514 8] 4X PR 49 &+ 8]
N TEBEHTE, T « EventName: AWS &z & i
#XE, =46/ ID, 1AM (AssumeRole)

ZHEA D, IAM £iF
ID. SSM £ ID. SSM
215 ID, ZAILUERA
IAM Z$EA ID B At

ams_access_session

 EventRegion: W EiERH AWS X1
« Eventld: CloudTrail &4 ID

s_query_vl hena &
HIRENE 5% 175 [7] 32451 9 olle
SERNEZFHER.
BRI AR SSM £1iF ID
RIRENE KX 3K Bli5 Rl < 1E
NWEZHFHAER , 22
T RAMLERRTE, H
BEHEE AR FERAEA
AWS XEHH AWS &iF
EEEEHA

A P& BOB S i BR & 18
WHERE T+AFHAF &
B EER TR S HIE AMS
S5 [E] A BR

HFiREF : ams_privilege_escalation_events_query_ vl
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B RY/H#R Al A i

ERER AMS M3E AMS A ( A% ) ACTIONEDB Accountld: i F 45
KA (7R ) B4 Y_PUT_USER_NAME : . ActionedByf % ActionedBy :

R — ;ctiO\;eﬁdng fi'\ﬂfz;j + EventTime: 3K{8-15 1A 4R BRAY B 4]
o A = g
SR ARNE4 g5 B ams-access. | EventName: AWS BEH/ETR
&k, ZERIES admin (AssumeRole),
ActionedBy 73 AJiE L8 - EventRegion: W ZIi&RM AWS X3
% EventName , F+iR[H ( ATiE ) datetime « Eventld: CloudTrail £ ID
Eventld EventTime, . range. BHZHAENER

%, X2REEZEH FREY B HA R B3R 2R o
KEWAMEFER, R

FERTZEHS , NF

BRzE, MABRT ,

ActionedBy JXiE g4t T

BARS ; ERAZY

B , WMIZIT I ER

o

ZRIANER T , ActionedB
y ik ERa FEARS
(ENERMERAFH
BRAREHR ). EE
TRERAFSAGHNE
# , M WHERE 74
AP 55 iiEssTH
I BRIRBE TS () , F
5 RFACTIONEDB
Y_PUT_USE
R_NAME_HERE #i®R
IAM AFsAEEH. &
AIAE R E AL
MTEETEN , LBEE
RN RAF,

EFHZH : ams_resource_events_query vl
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AMS IEEESMEF

B RY/H#R

REAGE LR AMS = 3F
AMS HEAE#

REEHFERRLSERE
SHHYIR, ERERRE

R 1D 1ER ik Ray — & 2

( BMEB/HP WHERE F
AJRESOURCE_INFO Hy
SNAF) |, FREXZE
BHATHRMEB ARE,

A

( #418 ) RESOURCE_
INFO : BIRARIRRFA]
LA K = R 4EfaT AWS
REH 1D, FTENH
BE&JRE ARNsSEE.

flan | SEHIEY S5

ID, DynamoDB 3%
& logGroupName ., B&
#y &R CloudWatch &%,
EC2

( A[i% ) datetime
range. BZHAEHEN
F Y B Hed e R AR .

BB : ams_session_events_query_vl

IR ER AMS Accelerate 1£
BESFHERITHEA
RIE

REEREREPTERX
NEHIIR, ZERE
2 IAM £ A ID fER
TRIERMN—Z2 (B
®EIWH WHERE ¥
AIPRINCIPAL_ID WHy
SN ) |, FREXZ®E
BHATHRMEEBE ARE,

( %418 ) PRINCIPAL
_ID : £EMEAID,
N AUNIQUE_ID
ENTIFIER :RESOURCE_
NAME . BXFHAEFE ,
BSRAME—RIRR. fRA
LUZ1T&E#) “ams_sess
ion_ids_by_requester_v1”
RIREUERER IAM &£
FEAFIFK, IDs EtA
DEFEA L TRE RN
BRTETENR , WAE
Principalld Z 1% # #4])
IAM,

( A& ) datetime
range. BZHAEHEN
Y B HRT TR AR

i

Accountld: Ik F 45
ActionedByfl 7 & ActionedBy :
EventTime: 3R 15 17 [7] X PR &Y A%t [&]

EventName: AWS E4Z
(AssumeRole).

EventRegion: Y EiE KK AWS X
Eventld: CloudTrail &4 ID

Accountld: Ik 45
ActionedBy A 7 #& ActionedBy :
EventTime: 3R 15 1/ [7] X PR &Y A%t [&]

EventName: AWS SEzH & 5
(AssumeRole)

EventRegion: Y EiERK AWS X5
Eventld: CloudTrail B4 ID
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AMS HniE A = 1ER AMS INEEESFER

B RY/H#R Al A i

BB F : ams_session_ids_by requester vl

IRERHSFEE R Principal/ ( %18 ) Requester : * 1AM Principalld -&iE# IAM &
Session IDs & IAM, TRk - BV VES ID (4l A IDo A NUNIQUE_ID
w:BRERNSE ) = ENTIFIER :RESOURCE_NAME .H>x

PEWER WRE (R pupgcnanitRe #EER, #SEE-—HRE, 4T
REWH WHERE ¥ (Bl : OsConfiguration  LAETREEM MR ARIER FiEST

HRequester HHIELL AlarmManager, % ) . £, LAE Principalld Ei &K
&), AREZERERE £ 1AM,

BENBSEE N FIE ( A% ) datetime _ . ‘
IAM Z#E A 1D, range. ESEBUEH :QM Sessionld -5 R &K IAM & 1F

Ry B RS [E)E R 2.
+ EventTime: 3R 1§15 R A PR AV B[]

12 E P RY B MRS E 2R
FREEHES A BNEEEN TRTEE. RAERT , AASRHRET A —XRIETH.

B A e (B FERE A VA =X A yyyy/MM/dd ( fBl4n - 2021/01/01 ) . HidfE , EREF#BEH , MAREAN
BB, X TFEANEE , E6EMH e ventime FE |, iZFELL ISO 8601 #& X 12 BT E B yyyy-MM-
dd T HH: mm: ss Z ( f5l#0 : 2021-01-01T23 : 59:59Z ) , R , BT XREE A EFER L#TH
X, HtEEEN AR MNE4at AR SR AEA TR, BAUT Rl

® Note

EERMAAESINEUERENG X , FZAET LA T B BB EHBMNEELFH Athena
SIZRRAKI & Presto B A , THEESCEEN A TEIZNHN,

BHEARA : IE 1 RFILE 24 /het ( BRIA ) "B 208 CURRENT_DATE="2021/01/01" , NIi5i%&2s
M EE BB RREE - R FEERNC N B #edE > '2020/12/31

datetime > date_format(date_add('day', - 1, CURRENT_DATE), 'SY/%m/%d')
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datetime > date_format(date_add('month', - 2, CURRENT_DATE), '%Y/%m/%d')

BE%5 : 2 MEHZERA

datetime > '2021/01/01'
AND
datetime < '2021/01/10'

RSB : E& 12 PMERA
Mo XBEAMIIKIE 1 X, AEHEI X 12 MIRBAESEH

datetime > date_format(date_add('day', - 1, CURRENT_DATE), 'SY/%m/%d')

AND

eventtime > date_format(date_add('hour', - 12, CURRENT_TIMESTAMP), '%Y-%m-%dT%H:
%1:%sZ"')

RSB : £ 2 MEBEZE R
FRERFE 2021 £ 1 A 1 B T4 12:00 £ 2021 £ 1 A 10 B4 3:00 ZERES.

datetime > '2021/01/01' AND datetime < '2021/01/10'
AND
eventtime > '2021-01-01T12:00:00Z' AND eventtime < '2021-01-10T15:00:00Z'

HKIAE I/ RHI
ams_access_session_query_vl

Name: ams_access_session_query_vl

Description: >-

The query provides more information on specific AMS access session.

The query accepts IAM Principal Id as an optional filter and returns event time,
business need for accessing the account, requester, ... etc.

By default; the query filter last day events only, the user can change the datetime
filter to search for more wide time range.

By default; the IAM Principalld filter is disabled. To enable it, remove "-- " from
that line.

AthenaQueryString: |-
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/*
The query provides list of AMS access sessions during specific time range.

The query accepts IAM Principal Id as an optional filter and returns event time,
business need for accessing the account, requester, ... etc.

By default, the query filters the last day's events only; you can change the
"datetime" filter to search for a wider time range.

By default; the IAM Principal ID filter is disabled (it shows access sessions for
all IAM principals).

If you want to only show access sessions for a particular IAM principal ID, remove
the double-dash (--) from

the "IAM Principal ID" filter line in the WHERE clause of the query, and replace
the placeholder "<IAM PrincipalId>" with the specific ID that you want.

You can run the query without the filter to determine the exact IAM Principalld
you want to filter with.

By default; the query only shows AMS access sessions. If you also want to show
non-AMS access sessions,
remove the "useragent" filter in the WHERE clause of the query.

For expected inputs and scenarios, refer to AMS Documentation -> Tracking changes
in your AMS Accelerate accounts -> Default Queries

*/

SELECT
json_extract_scalar(responseelements, '$.assumedRoleUser.assumedRoleId') AS "IAM
PrincipalId",
json_extract_scalar(responseelements, '$.credentials.accessKeyId') AS "IAM
SessionId",
eventtime AS "EventTime",
eventname AS "EventName",
awsregion AS "EventRegion",
eventid AS "EventId",
json_extract_scalar(requestparameters, '$.tags[@].value') AS "BusinessNeed",
json_extract_scalar(requestparameters, '$.tags[1].value') AS "BusinessNeedType",
json_extract_scalar(requestparameters, '$.tags[2].value') AS "Requester",
json_extract_scalar(requestparameters, '$.tags[3].value') AS "AccessRequestType"

FROM
"{DATABASE NAME HERE}".{TABLENAME HERE} <- This should auto-populate
WHERE
datetime > date_format(date_add('day', - 1, CURRENT_DATE), 'SY/%m/%d')
AND eventname = 'AssumeRole'
AND useragent = 'access.managedservices.amazonaws.com'
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-- AND json_extract_scalar(responseelements, '$.assumedRoleUser.assumedRoleld')
= '<IAM PrincipalId>'
ORDER BY eventtime

InsightsQueryString: |-

# The query provides list of AMS access sessions during specific time range.

# The query accepts IAM Principal Id as an optional filter and returns event time,
business need for accessing the account, requester, ... etc.

#

# By default; the IAM Principal ID filter is disabled (it shows access sessions for
all IAM principals).

# If you want to only show access sessions for a particular IAM principal ID, remove
the # (#) from

# the "IAM Principal ID" filter of the query, and replace the placeholder "<IAM
PrincipalId>" with the specific ID that you want.

# You can run the query without the filter to determine the exact IAM Principalld
you want to filter with.

#

# By default; the query only shows AMS access sessions. If you also want to show
non-AMS access sessions,

# remove the "useragent" filter from the query.

#

# For expected inputs and scenarios, refer to AMS Documentation -> Tracking changes
in your AMS Accelerate accounts -> Default Queries

filter eventName="AssumeRole" AND userAgent="access.managedservices.amazonaws.com"
# | filter responseElements.assumedRoleUser.assumedRoleId= "<IAM PrincipalId>"
| sort eventTime desc
| fields
responseElements.assumedRoleUser.assumedRoleId as IAMPrincipalld,
responseElements.credentials.accessKeyId as IAMSessionlId,
eventTime as EventTime,
eventName as EventName,
awsRegion as EventRegion,
eventID as EventId,
requestParameters.tags.
requestParameters.tags.
requestParameters.tags.
requestParameters.tags.

.value as BusinessNeed,
.value as BusinessNeedType,
.value as Requester,

.value as AccessRequestType

NN RS
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ams_events_query_vl

ams_events_query_vl.yaml
/*
The query provides list of events to track write actions for all AMS changes.
The query returns all write actions done on the account using that AMS role filter.

By default, the query filters the last day's events only; you can change the
"datetime" filter to search for a wider time range.

You can also track mutating actions done by non-AMS roles by removing the
"useridentity.arn" filter lines from the WHERE clause of the query.

For expected inputs and scenarios, refer to AMS Documentation -> Tracking changes in
your AMS Accelerate accounts -> Default Queries

*/

SELECT
useridentity.principalIld AS "IAM PrincipalId",
useridentity.accesskeyid AS "IAM SessionId",
useridentity.accountid AS "AccountId",
useridentity.arn AS "RoleArn",
eventid AS "EventId",
eventname AS "EventName",
awsregion AS "EventRegion",
eventsource AS "EventService",
eventtime AS "EventTime",
requestparameters As "RequestParameters",
responseelements AS "ResponseElements",
useragent AS "UserAgent"
FROM
"{DATABASE NAME HERE}".{TABLENAME HERE} <- This should auto-populate
WHERE
readonly <> 'true'
AND
(
LOWER(useridentity.arn) LIKE '%/ams%'
OR LOWER(useridentity.arn) LIKE '%/customer_ssm_automation_role%'
)
ORDER BY eventtime
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ams_instance_access_sessions_query_vl

ams_instance_access_sessions_query_vl
/*

The query provides list of AMS Instance accesses during specific time range.

The query returns the list of AMS instance accesses; every record includes the event
time, the event AWS Region, the instance ID, the IAM session ID, and the SSM session
ID.

You can use the IAM Principal ID to get more details on the business need for
accessing the instance by using ams_access_session_query_v1l athena query.

You can use the SSM session ID to get more details on the instance access session,
including the start and end time of the session and log details, using the AWS Session
Manager Console in the instance's AWS Region.

You can also list non-AMS instance accesses by removing the "useridentity" filter
line in the WHERE clause of the query.

By default, the query filters the last day's events only; you can change the
"datetime" filter to search for a wider time range.

For expected inputs and scenarios, refer to AMS Documentation -> Tracking changes in
your AMS Accelerate accounts -> Default Queries

*/

SELECT
useridentity.principalld AS "IAM PrincipalId",
useridentity.accesskeyid AS "IAM SessionId",
json_extract_scalar(requestparameters, '$.target') AS "InstanceId",
json_extract_scalar(responseelements, '$.sessionId') AS "SSM SessionId",
eventname AS "EventName",
awsregion AS "EventRegion",
eventid AS "EventId",
eventsource AS "EventService",
eventtime AS "EventTime"
FROM
"{DATABASE NAME HERE}".{TABLENAME HERE} <- This should auto-populate
WHERE
useridentity.sessionContext.sessionIssuer.arn like '%/ams_%
AND eventname = 'StartSession'
ORDER BY eventtime
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ams_privilege_escalation_events_query_vl

ams_privilege_escalation_events_query_vl.yaml

/*
The query provides list of events that can directly or potentially lead to a
privilege escalation.

The query accepts ActionedBy as an optional filter and returns EventName, EventId,
EventTime, ... etc.

All fields associated with the event are also returned. Some fields are blank if not
applicable for that event.

You can use the IAM Session ID to get more details about events happened in that
session by using ams_session_events_query_vl query.

By default, the query filters the last day's events only; you can change the
"datetime" filter to search for a wider time range.

By default, the ActionedBy filter is disabled (it shows privilege escalation events
from all users).

To show events for a particular user or role, remove the double-dash (--) from the
useridentity filter line in the WHERE clause of the query

and replace the placeholder "<ACTIONEDBY_PUT_USER_NAME_HERE>" with an IAM user or
role name.

You can run the query without the filter to determine the exact user you want to
filter with.

For expected inputs and scenarios, refer to AMS Documentation -> Tracking changes in
your AMS Accelerate accounts -> Default Queries

*/

SELECT

useridentity.principalld AS "IAM PrincipalId",

useridentity.accesskeyid AS "IAM SessionId",

useridentity.accountid AS "AccountId",

reverse(split_part(reverse(useridentity.arn), ':', 1)) AS "ActionedBy",

eventname AS "EventName",

awsregion AS "EventRegion",

eventid AS "EventId",

eventtime AS "EventTime",

json_extract_scalar(requestparameters, '$.userName') AS "UserName",
json_extract_scalar(requestparameters, '$.roleName') AS "RoleName",
json_extract_scalar(requestparameters, '$.groupName') AS "GroupName",
json_extract_scalar(requestparameters, '$.policyArn') AS "PolicyArn",

$

json_extract_scalar(requestparameters, .policyName') AS "PolicyName",
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json_extract_scalar(requestparameters, '$.permissionsBoundary') AS
"PermissionsBoundary",

json_extract_scalar(requestparameters, '$.instanceProfileName') AS
"InstanceProfileName",

json_extract_scalar(requestparameters, '$.openIDConnectProviderArn') AS
"OpenIDConnectProviderArn",

json_extract_scalar(requestparameters, '$.serialNumber') AS "SerialNumber",

json_extract_scalar(requestparameters, '$.serverCertificateName') AS
"ServerCertificateName",

json_extract_scalar(requestparameters, '$.accessKeyId') AS "AccessKeyId",

json_extract_scalar(requestparameters, '$.certificateId') AS "CertificateId",

json_extract_scalar(requestparameters, '$.newUserName') AS "NewUserName",

json_extract_scalar(requestparameters, '$.newGroupName') AS "NewGroupName",

json_extract_scalar(requestparameters, '$.newServerCertificateName') AS
"NewServerCertificateName",

json_extract_scalar(requestparameters, '$.name') AS "SAMLProviderName",

json_extract_scalar(requestparameters, '$.sAMLProviderArn') AS "SAMLProviderArn",

json_extract_scalar(requestparameters, '$.sSHPublicKeyId') AS "SSHPublicKeyId",

json_extract_scalar(requestparameters, '$.virtualMFADeviceName') AS

"VirtualMFADeviceName"
FROM
"{DATABASE NAME HERE}".{TABLENAME HERE} <- This should auto-populate
WHERE
(
-- More event names can be found at https://docs.aws.amazon.com/IAM/latest/
UserGuide/list_identityandaccessmanagement.html

eventname LIKE 'Add%' OR

eventname LIKE 'Attach%' OR

eventname LIKE 'Delete%' AND eventname != 'DeleteAccountAlias' OR
eventname LIKE 'Detach%' OR

eventname LIKE 'Create%' AND eventname != 'CreateAccountAlias' OR
eventname LIKE 'Put%' OR

eventname LIKE 'Remove%' OR

eventname LIKE 'Update%' OR

eventname LIKE 'Upload%' OR

eventname = 'DeactivateMFADevice' OR

eventname = 'EnableMFADevice' OR

eventname = 'ResetServiceSpecificCredential' OR

eventname = 'SetDefaultPolicyVersion'

)

AND eventsource =
ORDER BY eventtime

'iam.amazonaws.com'
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ams_resource_events_query_vl

Name: ams_resource_events_query_vl

Description: >-
The query provides list of events done on specific resource.
The query accepts resource id as part of the filters, and return all write actions
done on that resource.
By default; the query list the accesses for last day, the user can change the time
range by changing the datetime filter.

AthenaQueryString: |-
/*

The query provides list of events done on specific resource.

The query accepts the resource ID as part of the filters (replace the placeholder
"<RESOURCE_INFO>" in the WHERE clause of the query),

and returns all write actions done on that resource. The resource ID can be an ID
for any AWS resource in the account.

Example: An instance ID for an EC2 instance, table name for a DynamoDB table,
logGroupName for a CloudwWatch Log, etc.

By default, the query filters the last day's events only; you can change the
"datetime" filter to search for a wider time range.

For expected inputs and scenarios, refer to AMS Documentation -> Tracking changes
in your AMS Accelerate accounts -> Default Queries

*/

SELECT
useridentity.principalld AS "IAM PrincipalId",
useridentity.accesskeyid AS "IAM SessionId",
useridentity.accountid AS "AccountId",
reverse(split_part(reverse(useridentity.arn), ':', 1)) AS "ActionedBy",
eventname AS "EventName",
awsregion AS "EventRegion",
eventid AS "EventId",
eventsource AS "EventService",
eventtime AS "EventTime"
FROM
"{DATABASE NAME HERE}".{TABLENAME HERE} <- This should auto-populate
WHERE
datetime > date_format(date_add('day', - 1, CURRENT_DATE), 'SY/%m/%d')
AND readonly <> 'true'
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AND

(
requestparameters LIKE '%<RESOURCE_INFO>%'
OR responseelements LIKE '%<RESOURCE_INFO>%'

)
ORDER BY eventtime

InsightsQueryString: |-
# The query provides list of events done on specific resource.
#
# The query accepts the resource ID as part of the filters (replace the placeholder
"<RESOURCE_INFO>" in the filter of the query),
# and returns all write actions done on that resource. The resource ID can be an ID
for any AWS resource in the account.
# Example: An instance ID for an EC2 instance, table name for a DynamoDB table,
logGroupName for a CloudWatch Log, etc.
#
# For expected inputs and scenarios, refer to AMS Documentation -> Tracking changes
in your AMS Accelerate accounts -> Default Queries

filter readOnly=0
| parse @message '"requestParameters":{*}' as RequestParameters
| parse @message '"responseElements":{*}' as ResponseElements
# | filter RequestParameters like "RESOURCE_INFO" or ResponseElements like
"<RESOURCE_INFO>"
| fields
userIdentity.principalld as IAMPrincipalld,
userIdentity.accessKeyId as IAMSessionld,
userIdentity.accountId as AccountId,
userIdentity.arn as ActionedBy,
eventName as EventName,
awsRegion as EventRegion,
eventID as EventId,
eventSource as EventService,
eventTime as EventTime
| display IAMPrincipalld, IAMSessionId, AccountId, ActionedBy, EventName,
EventRegion, EventId, EventService, EventTime
| sort eventTime desc

ams_session_events_query_vl

Name: ams_session_events_query_vl
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Description: >-
The query provides list of events done on specific session.
The query accepts IAM Principal Id as part of the filters, and return all write
actions done on that resource.
By default; the query list the accesses for last day, the user can change the time
range by changing the datetime filter.

AthenaQueryString: |-
/*

The query provides a list of events executed on a specific session.

The query accepts the IAM principal ID as part of the filters (replace the
placeholder "<PRINCIPAL_ID>" in the WHERE clause of the query),
and returns all write actions done on that resource.

By default, the query filters the last day's events only; you can change the
"datetime" filter to search for a wider time range.

For expected inputs and scenarios, refer to AMS Documentation -> Tracking changes
in your AMS Accelerate accounts -> Default Queries

*/

SELECT
useridentity.principalld AS "IAM PrincipalId",
useridentity.accesskeyid AS "IAM SessionId",
useridentity.accountid AS "AccountId",
reverse(split_part(reverse(useridentity.arn), ':', 1)) AS "ActionedBy",
eventname AS "EventName",
awsregion AS "EventRegion",
eventsource AS "EventService",
eventtime AS "EventTime",
requestparameters As "RequestParameters",
responseelements AS "ResponseElements",
useragent AS "UserAgent"
FROM
"{DATABASE NAME HERE}".{TABLENAME HERE} <- This should auto-populate WHERE
useridentity.principalid = '<PRINCIPAL_ID>'
AND datetime > date_format(date_add('day', - 1, CURRENT_DATE), '%Y/%m/%d')
AND readonly <> 'true'
ORDER BY eventtime

InsightsQueryString: |-
# The query provides a list of events executed on a specific session.
#
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# The query accepts the IAM principal ID as part of the filters (replace the
placeholder "<PRINCIPAL_ID>" in the filter of the query),

# and returns all write actions done on that resource.

#

# For expected inputs and scenarios, refer to AMS Documentation -> Tracking changes
in your AMS Accelerate accounts -> Default Queries

filter readOnly=0 AND userIdentity.principalld = "<IAM Principal>"
| sort eventTime desc
| fields
userIdentity.accessKeyId as IAMSessionlId,
userIdentity.principalld as IAMPrincipalld,
userIdentity.accountId as AccountId,
userIdentity.arn as ActionedBy,
eventName as EventName,
awsRegion as EventRegion,
eventSource as EventService,
eventTime as EventTime,
userAgent as UserAgent
| parse @message '"requestParameters":{*}' as RequestParameters
| parse @message '"responseElements":{*}' as ResponseElements

ams_session_ids_by_requester_vil

Name: ams_session_ids_by_requester_vl

Description: >-
The query provides list of IAM Principal/Session Ids for specific requester.
The query accepts requester and return all IAM Principal/Session Ids by that
requester during specific time range.
By default; the query list the accesses for last day, the user can change the time
range by changing the datetime filter.

AthenaQueryString: |-
/*

The query provides list of IAM Principal IDs for a specific requester.

The query accepts the requester (replace placeholder "<Requester>" in the WHERE
clause of the query),
and returns all IAM Principal IDs by that requester during a specific time range.

By default, the query filters the last day's events only; you can change the
"datetime" filter to search for a wider time range.
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For expected inputs and scenarios, refer to AMS Documentation -> Tracking changes
in your AMS Accelerate accounts -> Default Queries

*/

SELECT
json_extract_scalar(responseelements, '$.assumedRoleUser.assumedRoleId') AS "IAM
PrincipalId",
json_extract_scalar(responseelements, '$.credentials.accessKeyId') AS "IAM
SessionIId",
eventtime AS "EventTime"

FROM
"{DATABASE NAME HERE}".{TABLENAME HERE} <- This should auto-populate
WHERE
datetime > date_format(date_add('day', - 1, CURRENT_DATE), '%Y/%m/%d')
AND json_extract_scalar(requestparameters, '$.tags[2].value') = '<Requester>'

ORDER BY eventtime

InsightsQueryString: |-
# The query provides list of IAM Principal IDs for a specific requester.
#
# The query accepts the requester (replace placeholder "<Requester>" in the filter
of the query),
# and returns all IAM Principal IDs by that requester during a specific time range.
#
# For expected inputs and scenarios, refer to AMS Documentation -> Tracking changes
in your AMS Accelerate accounts -> Default Queries
filter eventName="AssumeRole" AND requestParameters.tags.2.value="<Requester>"
| sort eventTime desc
| fields
responseElements.assumedRoleUser.assumedRoleId as IAMPrincipalld,
responseElements.credentials.accessKeyId as IAMSessionld,
eventTime as EventTime

B e RNR

BITERCEKERAFTEUATR :

» Athena
« FHEEHE - GetWorkGroup
« HEBEP : StartQueryExecution
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. FEEHP : ListDataCatalogs
- MEHEP . GetQueryExecution
. FEEAHE . GetQueryResults
. TEEHP : BatchGetNamedQuery
o FEEHP : ListWorkGroups
o FEEHP : UpdateWorkGroup
o« B : GetNamedQuery
- FEBAHE - ListQueryExecutions
- FEEAHE - ListNamedQueries
« AWS KMS
» kms:Decrypt
« AWS KMS B9 AMSCloudTrailLogManagement#4A ID &8 AWS KMS Z4f ID ( TN
Accelerate EREK CloudTrail IRERE 4 Amazon S3 1R EIEEM , WA SSE-KMS N
) o
« AWS Glue
« &K : GetDatabase
« &K : GetTables
« KK : GetDatabases
- FRK : GetTable
- W% S3 EEXAR

- 5% S3 2% CloudTrail BiE 6% : ams-a AccountId-cloudtrail- , &primary
regionfRNIL Gk S3 FHEWEM , RERSEH Ama CloudTrail zon S3 FEBBIEEE.

- W S3 EANIR
« Athena B4 &L R Amazon S3 Zi%#F : ams-a athena-results-AccountId primary region
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--name AWSManagedServices-DOCUMENTNAME \
--output text --query "Document.Hash"

WMERMA SSM X FHEICE , NEMN2MEE.

Systems Manager E#

AMS IR SSM #4175 B NURBUYEM R A, ST EIKARE SSM XK, SRMZE/TH KM F.
BEXREZELR , ESHEAWS Systems Manager 1o
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