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ft AR S FEE XREE (AMB) &if ?

Amazon Managed Blockchain (AMB) @ — B2 ENRS , EEBWEELHRNABX R L2
HMH Web3 RIARERF. £/ AMB Access Xt ZNXIREEH TR LRSS | 1HE. TEWBEEZITH
XHrgEEMREHREFEXREMNZNERE , TR EF Web3 WA ARERF. 58 AMB Query , &
AR RARKFH AP RERIG MK B SN XREMNSZN T LHIE, AR XRERIE T

5 AWS RSER , TELITHWXRAEEMIZES ETL ( I2E., #RFMMEK ) . FiE AMB hagig
T2V B, EATHIHREMERERENARFEE,

Amazon Managed Blockchain (AMB) EH#Z X RN, ZXREBFEEN RS SH[HEART T X

ARKEFW API 46, LAILAERA AMB Query IRIBEAFRERE —PMNHS ML XREFIENNARE
F, MEEXAHEMXREHRE, RESANLEFTIINRSIEMZHENTE. TRERSHTERLR
MERTAERRTNAERTRE (NFTs ) , EEATCHBHUNRBALIER , EENUABE

FEEMZHE TN D HmITEESH , AMB QueryEB R 1R BT A] X3R5 5IE .
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FEMS  LERHEERXRE (AMB) £

® Note

FEERREATZESIWXRER . XEFSLFEEP L. R, &4, X5 proof-of-
work, . &2, XHNRA. BE. XF. BFESF

Amazon Managed Blockchain (AMB) & & Al L5 {E #1757 2 KR EM B IR | XFEEAIUERA
#h IR AN XIREESESN MR £ T XXBIE. B LAER AMB Query M XREEM L (il a0t 4F T E W
MEUAARSHER ) BTREBE, SETSEREVER |, Hlinith it §9 L5 F7A R , & BT AIREVA E /T E
BHANXRERZ IR, A, BEATURREESSNEAEE , IURZEH , BALUH—F 5
XLEAT  RENEATHNARFNLSZEETF,

AT S EE XHREE (AMB) &8/ )T E =10 R F
£/ AMB B , BEERUTILR :

- AARXE

EZERI (FHHFELILE ) us-east-1XEFZHF AMB &Eif,

« RS KU
AJEAER LT iw [R5 IR AMB &1

https://managedblockchain-query.us-east-1.amazonaws.com.

© TIERRYXIREEM 45

AMB Query XA T A HXIREEM L -

« T ER — @3 proof-of-workHIRRIF R A H ST XREEM L | Lh43™ (BTC ) MZEHET R
EZRNELERITHNRZN, TN ENRZEEERNE (B2 , SN EXRFREAR ) , Hig
REAHXHREE L,

o LEEFETMIER — S ERBN LR, ZME ENEET (BTC ) 5EXMEET R , #A
BEREEANE,

FERT S EEXREE (AMB) K EE BT R F 2
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o DUIKRHHEMN — 2 H ARG XREE proof-of-stake N EM K, TM LW Z EBKFHME ( BRER
W, EMNSFEXREGERA ) , AEFREIHAKS L.

» Sepolia WX — LUAHLEMBN AN, ZMEZ LRELAT (ETH ) 5EW ETH 22 7F6Y , # 8
BERAEEMANE.

- XEHXRERTNEY

AMB Query X#E T REMFHEUKR B EAKRT,

o NHXREFENRT
- M (BTC ) — XRLAFMMEXXRENRENRT,
« LK™ (ETH) — XRUKRHHEXXRENRER T,

« BIKIHEAIRIHE

- ERC-20 X Ti#5H — ERC-20 RAIHERKTWIcTE, EE—NEMY , IAFEEN ERC-20 K
E%ENS —1MNERC20 RME£MERE (EXREMNEL ) , XEKRE —MHOIMEFERESE
TrREREMR T, RTHESZEE |, 55 H Ethereum.org £# ERC-20 X H#5/E,

« ERC-721 A HERAMIrAE — ERC-721 RFABERRTHIRE ()o NFTsIXFPREWAHEIE
—Z=H , HNMETRESR—EYFN S —MAMAFE , XUERHTHFR, FEERHMWE
MBS, MTMEZEL , S Ethereum.org £# ERC-721 R TitR/E,

ERC-1155 ZR MR — ERC-1155 R —MIBEAFEOMNIRAE |, ZFEOUUKRTMZEFTE
BENTERMTATERANNATRE, BdxfHAF R , ERC-1155 K TMIEE A LA 5 ERC-20
# ERC-721 K TAERE , EE AL EN X EREHNEA. ERC-1155 KTt T ERC-20 F
ERC-721 R THEE , FHEMSM , BNYETHIENENE R, KTHREZER , BSH
Ethereum.org £#) ERC-1155 X M54,

- KR

EXRER  KEMBREFRNRZ T ATREREEE, N THEHER , AMB QueryIN AR 56
MRERATER. HTHGMAUHAN , BNARBENXRHE0THETEK , AL ENE X
FXEFHUKRLEMEE , AMB Query NARZE 64 MNXRERL T

AMB Query WX MREFEY API BREMUREIEERAIEIE, B2 , AMB Query WR BN ZE
# AP BETLUREI XREEM L FERIAN X BNETE | AIEXEREHARLABEE,

« PxFzEdt



https://eips.ethereum.org/EIPS/eip-20
https://eips.ethereum.org/EIPS/eip-721
https://eips.ethereum.org/EIPS/eip-20
https://eips.ethereum.org/EIPS/eip-20
https://eips.ethereum.org/EIPS/eip-721
https://eips.ethereum.org/EIPS/eip-1155
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- LERAE 45 AP FARITER

A AMB &ifjit APIs , B BEFERASARA 4 ERAREHITEHRIULMN HTTPS E##HTH
B. XERERE AWS Ik HIREBIZNH IAM ZIEATEEAH AMB i APl, Jitk | 2504 Ry
iR AWS iE$ (AR 240 ID MAEHREZR ) .

/A Important
TEEEOAFHNNARFPRAT S RER.

- AMB Query XEFLXEFTRZFIRFNRZ G H

X F LTRSS , AMB Query APl R ERIRN XX BIFIRAF (transactionId) MR HM
% (transactionHash), transactionId23XZHMN SHA B&HE , TEENIEAR
&, transactionHash@XZWN SHAKBFHE , LELIEARE (EHARIEAKRSZ ID) .

ERETMEIEAGetTransactionsx ListTransactionEventsAPI B4ERT |, A LUIE
EtransactionId®., transactionHashittd) , tb4EH WL EFTAEIRE a transactionId 5 a
# AMB Query #{E#transactionHashiFEN T EXHMEERNERE —F 5

ERALDEEE XHREE (AMB) K EZ ST R 4


https://docs.aws.amazon.com/general/latest/gr/signature-version-4.html
https://docs.aws.amazon.com/managed-blockchain/latest/AMBQ-APIReference/API_GetTransaction.html
https://docs.aws.amazon.com/managed-blockchain/latest/AMBQ-APIReference/API_ListTransactions.html

Amazon Managed Blockchain Z i FERARER

RET D ITEXREE (AMB) £1f

EEERERALDBHIEEXRE (AMB) EZ8l , FRBATHHNSROE AWS K/~ UTHD
IMAF e ER AMB Eif,

FRFEFEFEEM
EBXBEH Amazon Web Services Z 81 , A H —N AWS K,
®kEZ S AWS

L AESEM Amazon Web Services (AWS) B |, #&8) AWS Ik BEMATE K S AWS RS |, 2L
Ot E XH4E (AMB) £ifl, BRENFEANRS %,

MREAWS IKF BLE , BT -5, MREBEEE AWS IKF , EFERAUTRESZE.,
B AWS K/

1. $TFhttps://portal.aws.amazon.com/billing/7E AR
2. EBERELNHBARE.
XM, FEIEELWIERE , EREABEFRERMA —NRIEBE,

HIEEMET AWS IKF , RS BZAWS IKFRAF —1 RAFBERGRIZKS PHRE AWS
RS MAR. ENZEZEXEK , FARFIEERBRMNER , FAREARAFKRNITEER
AP HRRRNES

REEFRINEN IAM AF

EQEMFERA AMB Query , BATMBIE—/ AWS Identity and Access Management (IAM) £ A
(AFPEEYE )  ENRATHLENREXRERE,

HE IAM ZE AL H AMB &£if] APl i8R, A AMB &ifIff APIs , Al LUBE R X E A 4
ZZRERITERRIEN HTTPS EE#H T AR, XEKRERE AWS K- hIREENN IAM EEAS

A AMB £if) APl, Fitb , AFERIFRIRHE AWS iIE$ (FRZESA ID MRBHREH ) -

BXRUOFAGE IAM AFHNER , BSHEEN AWS IKF 012 IAM A . BX{amE A XERR
KHENEZEE , BERERIAM AFBNRER. BXATATRAFRTFEH AMB Query BI R R B
ARG, FZRTDBEEXRE (AMB) EANE T SO ERK RO,

FRFMFEEE 5


https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/general/latest/gr/signature-version-4.html
https://docs.aws.amazon.com/general/latest/gr/signature-version-4.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html
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ZHENBE AWS Command Line Interface

MREERZFM , FREZHH AWS a5 1T5RE (CLI) AERARBL IR AWS HiR. BXEZE
B, BEARESEH AWS CLINRFRA.

(® Note
BT CLIEH , BFEWRREYA ID NRWBHFRFEH, MRARE , FEARNETIERE Y
WREH, GRIESEERZSA ID. BEBRZR , AR—MERFIEANIHNZES
. BXREZEER , HZH IAM AF EEFHRIERERS AWS BIRE S FER.

FEHERATDHEEXREE (AMB) EHEIHXREE AWS
Management Console

& E] LAE A Amazon Managed Blockchain (AMB) &1if] , H7E X 15K X REEM K £ AWS Management
Console#1T&if], A THRER T WAHRITELERAE -

I Dz XREE BRI E A , Bt A https://console.aws.amazon.com/managedblockchain/o
M Bl &80 FikF ‘BERRER .

MEZRHHXIREMEHEFE -,

EREETHERERE,

RMAFTEERRBENEXRSE , AREITER,

o M w0 Dd =

AMB Query HETENENR , BREEALREOPEIER.

ZEFEE AWS Command Line Interface 6


https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://console.aws.amazon.com/managedblockchain/
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T D #h & X $R 45 (AMB) ZifJ Al

[T ) step-by-stepBIER S ST AT AT DEHEE KRG (AVB) BWRAITES, KL
BE—ERRH, MRETHE AVB Query , THUEEREENRERS. HXESEL  H5H
% B T DI R EE (AMB) i),

(® Note

XERFPH—LEXERUREEFEN. ESTXERMZE , BRENBERNEECSHEYR
o

.
- BIBATIAE AMB Eif) API RIEHN IAM KB
£ Go R L #hEEXREE (AMB) Eif] APl R
£/ Node.js X H S EE X4 (AMB) Eif] APl 53K
£/ Python & HI S E XREE (AMB) Eif) API iF3K

£ E# Amazon Managed Blockchain (AMB) &1 AWS Management Console iz 1T 1E
GetTokenBalance

SIZ A F 5 AMB £ API /ERY IAM KB

ExRH AMB E£i) API R , BATEANT SHEE XRE (AMB) ZEG M IAM RBRHY A FIE
$ ( AWS_ACCESS_KEY_ID #1 AWS_SECRET _ACCESS_KEY ), £ AWS CLI % 7 W&+ |
ETUTaSeIZA TR AMB Query API I24EHY IAM SRRE

cat <<EOT > ~/amb-query-access-policy.json
{
"Version": "2012-10-17",
"Statement": [
{
"Sid" : "AMBQueryAccessPolicy",
"Effect": "Allow",
"Action": [
"managedblockchain-query:*"

1,

"Resource": "*"

BIZ IAM KR 7
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}

}

EOT

aws iam create-policy --policy-name AmazonManagedBlockchainQueryAccess --policy-
document file://$HOME/amb-query-access-policy.json

BIERME , XK ME IAM AFNABUERELER, £+ AWS Management Console , S E]
IAM ARE |, HIFERBEHE flAmazonManagedBlockchainQueryAccess 2 Bl 44 6 iZ RS HY 1AM
AFNAG, BXELZER  BZRMEACHIES IAM AR,

(® Note

AWS BIER FXEE API BENTBENR , MAREABRER. *AXEZFER , HF5H
R4S ER L D E XREE (AMB) Eif) API #R1F,

FH Go A HIT ST EXREE (AMB) &if] APl B3R

& B Amazon Managed Blockchain (AMB) &1 , Bl X EHIE R KRAWE , SR UMEKRKR T
BB i 8] KR EE BB N AT . AMB Query XEFZRAH , flIEXHINRZH LR, BREX

PRFRHEEARZNVLETXER , IFRIURENR TR ERC-721, ERC-1155 1 ERC-20 X #Y

RE

UTREIER GoiEStIE |, A48 AMB &if] API 12/, BX GoNEZER , H5 Go X4, A
X AMB &if] APl WEZELR | HSRT L EEXHREE (AMB) Eif] APl 52& 1 #4,

AR RPIEMAListTransactionsf GetTransaction APl #24E B £IREVA K35 = W £ 44 E SN ERA
Bttt (EOA) WFRERZWIKR , AR T N REIMNIRFIRRBERFHNRZIFMAELR,

Example — £ Go 31T ListTransactions API &/E

FFUTRIBEHZListTransactionsB FlistTransactions.goh & R XHH,

package main

import (
"fmt"
"github.com/aws/aws-sdk-go/aws"
"github.com/aws/aws-sdk-go/aws/session"
"github.com/aws/aws-sdk-go/service/managedblockchainquery"

£/ Go Kyl 8


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user.html
https://go.dev/doc/
https://docs.aws.amazon.com/managed-blockchain/latest/AMBQ-APIReference/API_Operations.html
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Iltimell

func main() {

// Set up a session
ambQuerySession := session.Must(session.NewSessionWithOptions(session.Options{
Config: aws.Config{
Region: aws.String("us-east-1"),
I
1)

client := managedblockchainquery.New(ambQuerySession)

// Inputs for ListTransactions API

ownerAddress := "0Ox00000bf26964af9d7eed9e@3e53415d*******x"
network := managedblockchainquery.QueryNetworkEthereumMainnet
sortOrder := managedblockchainquery.SortOrderAscending
fromTime := time.Date(1971, 1, 1, 1, 1, 1, 1, time.UTC)
toTime := time.Now()

nonFinal := "NONFINAL"

// Call ListTransactions API. Transactions that have reached finality are always
returned
listTransactionRequest, listTransactionResponse :=
client.ListTransactionsRequest(&managedblockchainquery.ListTransactionsInput{
Address: &ownerAddress,
Network: &network,
Sort: &managedblockchainquery.ListTransactionsSort{
SortOrder: &sortOrder,
},
FromBlockchainInstant: &managedblockchainquery.BlockchainInstant{
Time: &fromTime,
I
ToBlockchainInstant: &managedblockchainquery.BlockchainInstant{
Time: &toTime,

}I

ConfirmationStatusFilter: &managedblockchainquery.ConfirmationStatusFilter{
Include: []*string{&nonFinal},

iy
1)
errors := listTransactionRequest.Send()
if errors == nil {

// handle API response

£/ Go Kyl 9
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fmt.Println(listTransactionResponse)
} else {

// handle API errors

fmt.Println(errors)

RIFXMfE |, #EListTransactions B FRFEAU T HIETHRE : go run listTransactions.go.

UTRERUTUTAR

Transactions: [
{
ConfirmationStatus: "FINAL",
Network: "ETHEREUM_MAINNET",
TransactionHash:
"Qx12345ea404b45323c0@cf458ac755ecc45985fbf2b18e2996af3c8e8693354321",
TransactionTimestamp: 2020-06-01 ©01:59:11 +0000 UTC
.

{
ConfirmationStatus: "FINAL",

Network: "ETHEREUM_MAINNET",
TransactionHash:
"Ox1234547c65675d867ebd2935bb7ebe®996e9ec8e432a579a4516¢c7113bf54321",
TransactionTimestamp: 2021-09-01 20:06:59 +0000 UTC
},

{
ConfirmationStatus: "NONFINAL",

Network: "ETHEREUM_MAINNET",

TransactionHash:
"@x123459df7clcd42336cdlchbbcae@ebb60ccfl3ef3al59f05061232a24954321",

TransactionTimestamp: 2024-01-23 17:10:11 +0000 UTC

}

Example — £ Go # 1T GetTransaction API #£{E

WRHIEREMBMEPHRBREH. HUATRIBE HE GetTransaction B XGetTransaction.goH
BRI,

package main

£/ Go Kyl 10



Amazon Managed Blockchain Z i FERARER

import (
"fmt"
"github.com/aws/aws-sdk-go/aws"
"github.com/aws/aws-sdk-go/aws/session"
"github.com/aws/aws-sdk-go/service/managedblockchainquery"

func main() {

// Set up a session
ambQuerySession := session.Must(session.NewSessionWithOptions(session.Options{
Config: aws.Config{
Region: aws.String("us-east-1"),
},
1)

client := managedblockchainquery.New(ambQuerySession)

// inputs for GetTransaction API

transactionHash :=
"0x123452695a82868950d9db8f64dfb2f6f0ad79284a6c461d115ede8930754321"

network := managedblockchainquery.QueryNetworkEthereumMainnet

// Call GetTransaction API. This operation will return transaction details for all
// transactions that are con#rmed on the blockchain, even if they have not
// reached #nality.
getTransactionRequest, getTransactionResponse :=
client.GetTransactionRequest(&managedblockchainquery.GetTransactionInput{
Network: &network,
TransactionHash: &transactionHash,

1)
errors := getTransactionRequest.Send()
if errors == nil {

// handle API response

fmt.Println(getTransactionResponse)
} else {

// handle API errors

fmt.Println(errors)

RIFXMHfE , EGetTransaction B RHFEAU T REITHREE : go run GetTransaction.go.

TR Go B bl 7
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LTRERUTUTAR

{
Transaction: {
BlockHash: "@x000005c6a71dlafbc@@5a652b6ceca71cd516d97b0fc514c2alddf2ca3912345",
BlockNumber: "11111111",
CumulativeGasUsed: "5555555",
EffectiveGasPrice: "4444LLLLLLL",
From: "©0x9157f4de39ab4c657ad22b9f19997536* x**x*x %!
GasUsed: "22222",
Network: "ETHEREUM_MAINNET",
NumberOfTransactions: 111,
SignatureR: "0x99999894fd2df2d039b3555dab80df66753f84be475069dfaf6c61@3******* 1,
SignatureS: "0x77777al1l01e7f37dd2ddobf878b39080d5ecf3bf082cObd4af40de783e*****x**xx1
SignatureV: 0,
ConfirmationStatus: "FINAL",
ExecutionStatus: "SUCCEEDED",
To: "@x5555564f282bf135d62168c1e51328Qd******x*",
TransactionHash:
"@x123452695a82868950d9db8f64dfb2f6f0ad79284a6¢c461d115ede8930754321",
TransactionIndex: 11,
TransactionTimestamp: 2022-02-02 01:01:59 +0000 UTC

}

Z GetTokenBalance APINZRM T —FIREURER™ (ETHMBTC ) REMAGE , ZRFAAT
FREVEANET B SASRERNK S ( EOA ) WY AR,

Example — £/ GetTokenBalance AP| 2{E3REX Go RR4ER T HIRE

FEUTRBIF , &EH GetTokenBalance API TELAAR Y EM EIRENut ARy (ETH) RE. HAUAT
X3 E #1F|GetTokenBalance B &GetTokenBalanceEth.goH & N I X #H .,

package main

import (
"fmt"
"github.com/aws/aws-sdk-go/aws"
"github.com/aws/aws-sdk-go/aws/session"
"github.com/aws/aws-sdk-go/service/managedblockchainquery"

func main() {

fEF Go K9 Rl 12
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FRARER

// Set up a session

ambQuerySession := session.Must(session.NewSessionWithOptions(session.Options{

Config: aws.Config{
Region: aws.String("us-east-1"),
1,
)

client := managedblockchainquery.New(ambQuerySession)

// inputs for GetTokenBalance API

ownerAddress := "OxBeE510AF9804F3B459C0419826b61225* ****xxxn
network := managedblockchainquery.QueryNetworkEthereumMainnet
nativeTokenId := "eth" //Ether on Ethereum mainnet

// call GetTokenBalance API
getTokenBalanceRequest, getTokenBalanceResponse :=

client.GetTokenBalanceRequest(&managedblockchainquery.GetTokenBalanceInput{

TokenIdentifier: &managedblockchainquery.TokenIdentifier{
Network: &network,
TokenId: &nativeTokenId,

},

OwnerIdentifier: &managedblockchainquery.OwnerIdentifier{
Address: &ownerAddress,

iy
1)
errors := getTokenBalanceRequest.Send()
if errors == nil {

// process API response

fmt.Println(getTokenBalanceResponse)
} else {

// process API errors

fmt.Println(errors)

REFNXME , EGetTokenBalance B FHRFERA U T HETHAHB : go run
GetTokenBalanceEth.go.

MTHERUTUTRS :

AtBlockchainInstant: {

Time:

2020-12-05 11:51:01 +0000 UTC

£/ Go Kyl
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},
Balance: "4343260710",
LastTransactionHash:
"Qx00000ce94398e56641888f94a7d586d51664eb9271bf2b3c48297a50a0711111",
LastTransactionTime: 2023-03-14 18:33:59 +0000 UTC,
OwnerIdentifier: {

Address: "0x12345d31750D727E6A3a7B534255BADd* * % ** x % %"
.
TokenIdentifier: {

Network: "ETHEREUM_MAINNET",

TokenId: "eth"

f# Node.js & H I O# £ & X R4 (AMB) Zif] APl R
EZ1TiXE Node =6l , EEREUTEREH -

1. BRI EH ESRELET SIRAEESE (nvm) M Node.js. EBRAILAE AR BIRERTHRE A,
2. fffnode --versionm S HWEINEEAMNE Node R4S 14 HESHRA, MREE | EAIUUE

Anvm install 14%S$Hnvm use 14t S TERZA 14,
3. METEAWS_ACCESS_KEY_IDFIAWS_SECRET_ACCESS_KEYM4MBE 5K <EBEMEIL,

EAATHTRXELTEBENFHESHIF W, FMUATREEROEZERN IAM A7 IKS B
EJVRIER

export AWS_ACCESS_KEY_ID="AKIAIOSFODNN7EXAMPLE"
export AWS_SECRET_ACCESS_KEY="wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY"

(@ Note

- ERFBESLREZFNGE , BRLUEE HTTPS R XA M IE R RIS+ E X 3Rk (AMB)
Eif) API BB A Node.js FEYRAE hitps EIRIBHER , LA UER AXIOS FE=%
EEH M AMB Zifj i RHIE,

o XERBIFEAE=F HTTP E % Node.js , BB AT LAER AWS JavaScript EF AT
B &M AMB Query & HiEK,

« LUTRROIBERTRT W{aI6ER Axios 1 Sigv4 B9 AWS SDK 3Rk H AMB &if] API &R,
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U Tpackage. jsonXHE H B A IFH TR FF

{
"name": "amb-query-examples",
"version": "1.0.0",
"description": "",
"main": "index.js",
"scripts": {
"test": "echo \"Error: no test specified\" && exit 1"
I
"author": "",
"license": "ISC",
"dependencies": {
"@aws-crypto/sha256-js": "*4.0.0",
"@aws-sdk/credential-provider-node": "~3.360.0",
"@aws-sdk/protocol-http": "7A3.357.0",
"@aws-sdk/signature-v4": "A3.357.0",
"axios": "Al.4.0"
}
}

Example — £/ AMB &if] API NS EM AL (EOA) K ZEF £ TR GetTokenBalance

ZABMER GetTokenBalance APl SKERE & T ( flf ERC2 0 ERC721, F ERC1155 ) R
M (HlEl ETH M BTC ) WRE , B MEAXERTGBIEF L timestamp ( Unix B EIE-F ) JREWIL
I ERNIKS (EOCA) WY RIRF, THRHIHP , BEA GetTokenBalanceAPl £ AR Y5 £ M EIRER
ERC2 0 ™ USDC Hyib it K&

ZENH GetTokenBalance APl , iR TRIBEHEI B N XHF token-balance. js , FFHiEX
HREIED - NIEERS

const axios = require('axios').default;

const SHA256 = require('@aws-crypto/sha256-js').Sha256

const defaultProvider = require('@aws-sdk/credential-provider-node').defaultProvider
const HttpRequest = require('@aws-sdk/protocol-http').HttpRequest

const SignatureV4 = require('eaws-sdk/signature-v4').SignatureV4

// define a signer object with AWS service name, credentials, and region
const signer = new SignatureVa4({

credentials: defaultProvider(),

service: 'managedblockchain-query',

region: 'us-east-1',

sha256: SHA256,

& A Node.js B R4l 15


https://docs.aws.amazon.com/managed-blockchain/latest/AMBQ-APIReference/GetTokenBalance.html

Amazon Managed Blockchain Z i FERARER

1)

const queryRequest = async (path, data) => {

//query endpoint

let queryEndpoint = “https://managedblockchain-query.us-east-1.amazonaws.com/
${path}";

// parse the URL into its component parts (e.g. host, path)
const url = new URL(queryEndpoint);

// create an HTTP Request object
const req = new HttpRequest({
hostname: url.hostname.toString(),
path: url.pathname.toString(),
body: JSON.stringify(data),
method: 'POST',
headers: {
'Content-Type': 'application/json',
'Accept-Encoding': 'gzip',
host: url.hostname,
}
18

// use AWS SignatureV4 utility to sign the request, extract headers and body
const signedRequest = await signer.sign(req, { signingDate: new Date() });

try {
//make the request using axios
const response = await axios({...signedRequest, url: queryEndpoint, data: data})

console.log(response.data)
} catch (error) {

console.error('Something went wrong: ', error)
throw error

let methodArg = 'get-token-balance';

let dataArg = {

& A Node.js B R4l 16
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" atBlockchainInstant": {
"time": 1688071493
iy

"ownerIdentifier": {
"address": "Oxf3B0073E3a7F747C7A38B36B805247B2*x****%*\" // externally owned
address

iy
"tokenIdentifier": {
"contractAddress":"0xA0b86991c6218b36c1d19D4a2e9EbQcE********" = //USDC contract

address
"network" :"ETHEREUM_MAINNET"

//Run the query request.
queryRequest(methodArg, dataArg);

BETRT , WEXHAERRTIFAE , AEETUTHS |

npm i
node token-balance.js

B IETHIA , EARBRELNSE , BLUERAARHEM L5 HAEOCAR ERC2 0 USDCRH, 'd
RRLPTFUTAR :

atBlockchainInstant: { time: 1688076218 },

balance: '140386693440144",

lastUpdatedTime: { time: 1688074727 1},

ownerIdentifier: { address: '@xf3b0073e3a7f747c7a38b36b805247b2****x***x" 1

tokenIdentifier: {
contractAddress: '©xa®@b86991c6218b36c1d19d4a2e9ebce******x*x!
network: 'ETHEREUM_MAINNET'

£/ Python & iH I S FEE XREE (AMB) Eif] API iF3K
EiZ1TX Python "l , EEREUT EREZMS

1. YREGITE N E SRR E T Python, BELAE AR IIRIERZHI L LA,
2. REFEHT Python ¥ AWS FF & T E4 (Boto3).

2
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https://wiki.python.org/moin/BeginnersGuide/Download
https://aws.amazon.com/sdk-for-python/
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3. ZEAWS th ST REHETEHFaws configureNAccess Key IDSecret Access Key, A
®REZERegion,

SERFTESREME |, B LUEE HTTPS /A AWS &R T Python WEETF & T EG%k % HI 5
B X R4 (AMB) Zif] APl 3R,

LA Python 7RI boto3 HEVIEIR[E] AMB &if] AP| REL XM H S E Sigva RkHE
Ko ListTransactionEventslt REIKFEUAFEN LA ERZ X HHNEHIIEK,

ML Flist-transaction-events.pyX# S4B A IR EHN TER FH :

import json

from botocore.auth import SigV4Auth

from botocore.awsrequest import AWSRequest

from botocore.session import Session

from botocore.httpsession import URLLib3Session

def signed_request(url, method, params, service, region):

session = Session()

sigv4 = SigV4Auth(session.get_credentials(), service, region)
data = json.dumps(params)

request = AWSRequest(method, url, data=data)
sigv4.add_auth(request)

http_session = URLLib3Session()

response = http_session.send(request.prepare())

return(response)

url = 'https://managedblockchain-query.us-east-1.amazonaws.com/list-transaction-events'
method 'POST"

params {

'network': 'ETHEREUM_MAINNET',

'transactionHash': 'Qx125714bb4db48757007fff2671b37637bbfd6d47b3a4757ebbd0c52229841905"

}
service = 'managedblockchain-query'
region = 'us-east-1'

# Call the listTransactionEvents operation. This operation will return transaction
details for

# all transactions that are con#rmed on the blockchain, even if they have not reached

# #nality.

& A Python 8R4l 18
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Amazon Managed Blockchain Z i FERARER

listTransactionEvents = signed_request(url, method, params, service, region)

print(json.loads(listTransactionEvents.content.decode('utf-8')))

ENRHANRBIETEIListTransactionEvents , BN XHREEI/EEZRH , REETZS®
Spython3 list-transaction-events.py. WaSETHA , EARBARELNSE , LEXR
DA EMESELERZWHFERNES, WAERLUTFUTHAS :

{
'events':
[
{
'contractAddress': '0x95ad61b0al50d79219dcf64elebcc@lf**x*xx*xx*t
'eventType': 'ERC20_TRANSFER',
'from': 'Oxab5801a7d398351b8bellc439e@5c5b3*****xx%xx1
'network': 'ETHEREUM_MAINNET',
'to': 'Oxdead00000000000000004L20694206942* ****xk* 1
'transactionHash':
'@x125714bb4db48757007Fff2671b37637bbfd6d47b3a4757ebbd@c522* **x**x%x 1
'value': '410241996771871894771826174755464"
}
]
}

£ /A £B# Amazon Managed Blockchain (AMB) &if) AWS
Management Console kiz1T#{E GetTokenBalance

UTRREIBRT WAERALSEEE XRE (AMB) EWEUAY M EREEHREA AWS
Management Console

Example

1. FIFLEHXREEEEFE , Wik https://console.aws.amazon.com/managedblockchain/o
MBIl &0 Pk ‘BRRER

R DA B £ M AE R XR8P 45

1% ¥ GetTokenBalancefE R &K H,

AR R XIR b3k

BMARTHNEYHUL,

o g bk~ w b

fi F 7~ 45) AWS Management Console 19


https://console.aws.amazon.com/managedblockchain/

Amazon Managed Blockchain 2] FEARIERE
7. BWATHEEESME D,

8. EENAMRTMHELABAHE,

9. ANRMRFHAMEN Attime,

10. EBEZTEMN,

AMB Query FE{TENER , ZNEEREREOFFIE

fi F 7~ 45) AWS Management Console 20
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I 53 E X365 (AMB) 18 A 4l

AEFTERMET AMB Query AHIFIR,

£}
ER S MALRTREA

- RRALRZHE

« IRERGEE 3 BYFRA K T RER
- JIHARZ R HNEHF

- RENBENFANRT

« JIHENHRIERES

B L B M7 LA TR

GetTokenBalanceAP| S\ ERIHE B IK /= A9 @ A Bt [E B ( Unix BY[E1& ERC721 , ERC11550%
NEBN ) FREZEFNART (ERC20, . ) MRLEEM (ETH, BTC ) R , LRI HFAER
(). EOAsfilan , BT LAEF GetTokenBalance API RETELAAISEMN EIREX ERC2 0 X
USDC Byttt K&, EEATLAER BatchGetTokenBalance API R EHER KRR TMEETHNR
o

BXEZER , BRI I HEEXHREE (AMB) EHSEER,

RRNERZHHE

f&Bh Amazon Managed Blockchain (AMB) &if] , A UM A ARSEFI LS M E N R XK REFK R F
o LWMREXEZHAL , SRR REEB LN EAFIERIBERZIBFRMEXRRZINLT
XER, BALIER ListTransactionsAPl BRETELAARIF XM EIREVA ESN SR A it (EOA) B9
RFHER , RETLAEER GetTransactionAPI REMIIRFIRREERZNRZEFAEE,

BREZER , FERLIREEXRE AMB) EWSEERE,

FRENGR TE b 31k Y PR X T R &

WA LAMER ListTokenBalancesAPI BERREEE. AFRE. web3 EARBRFENRI, It API
BEEAEN API BEREBILENHXREE LHAT (ERC20 ERC721, . ERC1155 ) FIR4E™

ERLFMAERHRA 21


https://docs.aws.amazon.com/managed-blockchain/latest/AMBQ-APIReference/API_GetTokenBalance.html
https://docs.aws.amazon.com/managed-blockchain/latest/AMBQ-APIReference/Welcome.html
https://docs.aws.amazon.com/managed-blockchain/latest/AMBQ-APIReference/API_ListTransactions.html
https://docs.aws.amazon.com/managed-blockchain/latest/AMBQ-APIReference/API_GetTransaction.html
https://docs.aws.amazon.com/managed-blockchain/latest/AMBQ-APIReference/Welcome.html
https://docs.aws.amazon.com/managed-blockchain/latest/AMBQ-APIReference/API_ListTokenBalances.html
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(ETH, BTC ) WFRBREAFIR, il , SRR HAIHARN L (EOA) MM ( AAHEN ) |
H B R BAFE W B AP I B 48 T FURAE R 5 R

BREZER , FERLIBEEXRE (AMB) EWSEERE,

JIH ARG X ENEH

WA LAEA ListTransactionEventsAPI BERREZERNAERSZMAHNEABHIIER |, XEEH
HERSE ( RIFIREF) 818, Fl | BALAERAKEListTransactionEventsAASH XREE i
A ERC2O0RTENHBNXRZNEREN , flNEKEHHFKE ERC2 0 SANIRREH,

BREZELR , FERLIREEXRE AMB) EWSEERN,

RMEANBENRERT

LRSI ER AR |, BAILMER ListTokenBalancesAPl #ERE & A B EN A IFH
™ ( ERC20 ERC721, . ERC1155) Hy%ilsk, fltn , e LAEA APl BRERREU A X HEE L
ERC721 BAMEBEN T ERAM (NFTs) HXHEE. ListTokenBalances

BREZER , FERLIBEEXRE (AMB) EWSEERE,

FIH SN HRMERER

O LAEMA ListAssetContractsAPl BES H AL E - EFA ERC-721, ERC-1155 5
ERC-20 €49, Mt , MR EEEA i , MBI LAEA GetAssetContractAPI BIERKREANE
M B4 LR 2 E wh ik MR X BT TTERIE,

BREZER , FERLIBEEXRE (AMB) EWSEERE,

PN RZ R HNEHF 22


https://docs.aws.amazon.com/managed-blockchain/latest/AMBQ-APIReference/Welcome.html
https://docs.aws.amazon.com/managed-blockchain/latest/AMBQ-APIReference/API_ListTransactionEvents.html
https://docs.aws.amazon.com/managed-blockchain/latest/AMBQ-APIReference/API_ListTransactionEvents.html
https://docs.aws.amazon.com/managed-blockchain/latest/AMBQ-APIReference/Welcome.html
https://docs.aws.amazon.com/managed-blockchain/latest/AMBQ-APIReference/API_ListTokenBalances.html
https://docs.aws.amazon.com/managed-blockchain/latest/AMBQ-APIReference/API_ListTokenBalances.html
https://docs.aws.amazon.com/managed-blockchain/latest/AMBQ-APIReference/Welcome.html
https://docs.aws.amazon.com/managed-blockchain/latest/AMBQ-APIReference/ListAssetContracts.html
https://docs.aws.amazon.com/managed-blockchain/latest/AMBQ-APIReference/ListAssetContracts.html
https://docs.aws.amazon.com/managed-blockchain/latest/AMBQ-APIReference/Welcome.html
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I 533 E X365 (AMB) £if) APl &

TSt E XREE (AMB) EHRMATERAZIFNXREN APl B1E, XBIE APIs EART., X5
MEeEY, BXEZER , BHSHR AMB &if) API 3 Z,

23


https://docs.aws.amazon.com/managed-blockchain/latest/AMBQ-APIReference/Welcome.html
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I 5t E X EE (AMB) R Z M

ZEEAWS REFZE, N AWS &F , BUUNETABEARZHLZEHRBBEA LN ERMAEN
BREHOMMEZRIGPZ R,

ZERNA AWS WHERE. REHBEEREHRNRRENZEM , BRTRNEE

« TRE — AWS ARKFEZRIZIT AWS RSEIEM I AWS Cloud, AWS &R ERE AT L%
EEANERS. FEH AWS EMMITRIN -2 , EZAFRARFERN ANRIER S ENEN
t, ETHERTIDHEEXRE (AMB) EHMNEMRITR , TSR EAITHEEARAAWS RS

« DIREE-BHNRERSERAN AWS BSRE, EEFENEMRARNT , SFENHFHHR2
. BRANERANERREREN,

R TREBERY. BHRRIEMIRES] , Amazon Managed Blockchain £/ T £ & XREEFIZIT
HFFRIEZRAThEERM AWS IhEE,

XY T EBER T BREFE A AMB Query RIIAIR ARAERBER, UTEHRENFUOAEE AMB
Query VB RENZEFEMME B IR, BETTUZT WA EAE M AWS RS REBBIE L EMFRT 20
AMB Query &R

EH

- BEMER

- TR EEXREE (AMB) EiHM 54 M50 S8

AR InE

HEMBRB T IERZEZRVA S MNKIREMZNERNBFEFERGRIBE. XTEERNEHE
WA T REM =BV IR | BIE R P R BdE.

& %8 R &

MINBERT , HEXREMEF HTTPS/TLS ZEER MBI AWS CLI % P it 5 2RSS i REYFT B 8
. AWS
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/
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I D#h e B X B EE (AMB) i B 3 15 R &8

AWS Identity and Access Management (IAM) AWS fg$s TJ#EBIEE R T2 iR HX AWS BR8]
R, 1AM B RIEFI WA AR ITHORIE (B3R ) MBR ( BNR ) £/ AMB Query FiR, &AL
£/ IAM AWS RS , TEXSENAEH,

ES

=

K

=N

- ERSHHITEHKIUE

- ERARKEE I

- TOEEEXREE (AMB) ERIAE IAM & & £

- TOBEEXREE (AMB) ZEHNE T 5 480 KB R

- IEREEXREE (AMB) 5E¥ B EE 0 5 14 F 15 R R

Z AR
B E A H N AWS Identity and Access Management (IAM) @8 AE , E4AERTEE AMB &if
HR PR T4E,

RS A F-IREER AMB Query RS TR T , WENEER SN EREFENFTIEMNE. H&
EREZH AMB Query ZhRERER TIERY , A REFEEMINRINIR. THRNAEEHRNEEETE
EEERERESHNR. MRETEL R AMB Query HHIZIEE |, B ML D #HIEEXREE (AMB)
SRR EE W S 0 MG R UR.

RFEER — MREBATAL T AMB Query BIR , M ATEEHAE X AMB Query 2 HENR, EHY
TEREELRK RS FF RiAE BL AMB Query ShEEFIER, RE , B4 E IAM BEERERER
DEURRS AN, BEEZRNELNERNUTH# IAM WEARBS., EifH 7T #5056 A
IAM 1 AMB &£ , SR S E XREE (AMB) ERAS IAM BEEFE A,

IAM BEER —MNMRZE IAMEER , WWREEE{FMA 7T HRMMEERIEREE AMB Query B 15 [A]
MR, EEFLZAULUE IAMAERANETSHH AMB BHRE RS , E5H, T3 ITE XREE
(AMB) EHHE T 5 191 K #E R4

£ & 02 1T B AR IE

SNRIIEE AWS FRAEHELIEZN AR, BH4F IAM BF BASEIIE AWS IkKFRAFE
IAM £ @347 B B ( BF AWS ) .

SHMAREE 25



Amazon Managed Blockchain Z i FERARER

B ERABEY & MRRENEREIL AWS BRE 518K, AWS IAM Identity Center ( IAM Identity
Center ) AP, RAOFIMNE S B FZE MR LK EH Google = Facebook ERMEKE & 108 =G,
BB EBRERN , SNEERALGER IAM S8BT BRKESRIE. HIREMAKSIHR AWS
i, R EREDE- 1AL,

BFBEHNAPER | EALIEF AWS Management Console 2 AWS 5HIIF, BEXBEZFNEZER
AWS |, S (AWS &5 AFEmR) PR AEZEE AWS KFH,

WMRIE AWS BURIEHZ IR, W& AWS RERATT R EH (SDK) Man w170 (CLI) , MEERE
MEFRNBERBTIMBLEE., MRETFTER AWS TE , NXTMECEFRER, BXRERAHEENTER
TEBBERNEZER , FS0H (AM AFER) PRAHATESE APLIERHVAWS L RA 4,

TeFERAAMSMRIESE , SRNURFERHEEMLZEER. i, AWS BNUEFERZESHRIE
(MFA) RREKFH LM, ETHREZEER , 55H (AWS IAM Identity Center A1/ FHZ
EHHBRIEM (IAM AFER) £/ IAM FHAWS ZE SHRKIT,

AWS K F root FiF°

BIZEf AWS IKF , BEXBER—IMNEBREN , ZEOTUAT2LRAKS FHMERR AWS RS M#E
Ro L H DI AWS IKF root B, R GIERIK P B 62 F A9 B8 R 44 3t ik AN 22 40 & S BN AT 15 )
ZH M, BARWESEERARAFNITERRES. RPFRAFEIE | AERAXERIERNITRIEA
FPRIBRITHNES. BXEREGUBAFSOEZRNESHTRIIR , 55H IAM AFERAHNEER
BASEIENES,

oS- g7

EARESRER , ERALXAF (SREEEEAHRANENAR ) FASEHREENEKS S HRIE
AWS RS B IErHEB BT,

REGH_REZNLULAFBER,. Web BSR4, Identity C enter BRAMWAF , REFAEH
AWS RS BN BRI ENEEFTIHEAAF, AWS Directory Service B4 & 1415 8] B AWS
WP, i EAe | ACEMAIGHES,

EEHMERFRIMNER , BUIUEFER AWS IAM Identity Center. &8 LATE IAM Identity Center F1 612
FREE A UEEHESIEECHNEORTPHN—EARFNEYE  UMETENRE AWS K-
RARFHEM. H> IAM Identity Center ISR , iESH AWS IAM Identity Center Fi 3SR 1T
Z & |IAM Identity Center ? .
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https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_sigv.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/enable-mfa.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/enable-mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
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IAM A P a4

| AM AP =& AWS K~ RERXNASRNARFEARENRN S M. EAENBERT , RINBWUE
ARG EILE  MARCBREAKHEIL (WEBMEEESR )W IAMAF, B2, IREA-LERE
MEAZRFERBTIEUR IAM AP, BUERRIGRZRH, BXESES %%ﬁl}ﬂ C{IAM B4
M) PRNTERERBEIUENASL , NEFEENEH TR ESA.

IAMAR—NMEE—H IAM AFNEH. BETFEERANSHESR. EUUAERAR-RENSIA
FEENR. IREXEAF , FRAATUERNEERAFNR, flw , ZaUBE-—NEANE
4, IAMAdminsH A Z AR FEE IAM BRHNR,

RrPEAGTE. AFrE—#EENMARSNARFXEK K MACEELFTECHEANARA. AFE
BARANKHELE , MAGRAKNTIE. ETHRESER , 558 (AM AFiERE) #1 IAM AF
By £ A = B

IAM A&

| AM B ERZLNBEERENR AWS IKF W& M. BERLT IAM AR , BE5EREARTXE. EXE

FIGRETEE IAM & AWS Management Console , SBE LM A FEI#E] IAM A€ ( BFE ) . BT

Lj\ﬁi‘f_*ﬂﬁﬁ AWS CLI 5, AWS API R #ERFEHABEEX URL RRA AR, BEXEFRABNAFENEZE
, BZH (IAM AF#EmRE) PHRAAEN S E,

B A IREIER IAM SEeELTERTRER !

- REAFER  EARKEFHAIENRE , FURAGHNAGENNIR., HRE5OHTEHLR
iEE‘I ZEMNEAGHEXEAERTHEARE NN, BEXATHEIARIENABGNE
, B2 (IAM AAFERM) PRHNE=F SO REBUEAE (MESHRIE) . ZZD%!&R\EFH
IAM Identity Center , M ZEEFRENRE. NEFHENSHEHRHTEARIUEFTRIERANE ,
Identity Center FHXRES IAM FHVAEMEXEK, EXNEENER , H3H (AWS IAM Identlty
Center AF#Em) FHNESE.

 ImEt IAM BPRER - IAM AR AARA IAM AFSAS , LERREHXNBEESHTENR,

- BIKFFE : £ LER IAM A2UATFTEKSFHEMNA ( IEEE ) HREHKS DT
/J?\O AERBRTEKFHRRBNEESR, B2 , W TFELERE AWS RS , S USRI EZH
NZERR(MAREAACENRE ), ETHRATEKFHTRANACGNETRRNER ZRNE
|J BESE IAM BFREETH IAM YK FRER
- BIRS R — B AWS BRSS EREM AWS BRFRS HHIThEE, Bl , HBERS PIRITHIE
i, ZIRZBEESTE Amazon FETRAREF EC2 HTE Amazon S3 HEFEII R, RS TRELFER
ZHAANEENNER, FRAKRSAGSERARSHEXAGRNITILRE,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/gs-identities-iam-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/gs-identities-iam-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage-assume.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
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- RRIGFILE (FAS) — HEER IAM AR A SEPHRITRER AWS |, BEANEREA, £A
RERSE , BAESMIT—NMEE  RABLBREEEMRSH B35 —MRE. FAS EREA
ZRANRUK AWS RS @ TSR HIERNER, AWS RS RBIRFSKEFTESH b
AWS RS RER BT RETARRIERAE , T 2K FAS #HR, EXMBERT , BLHERRIT
XFABURERNR, BXAKH FAS ERIPREFE , BSRERL A 21E

- BSAE - RSALERSAREELNIKS PRITEREM D RN IAM £E, 1AM EE R AT
IAM FEI2, BRABBRESAC, BXESER , 28 (AM AFERE) 9 6IER AWS AR
SERRENEE,

* BESHEXAL-RSHEXAGRE—MERSHEXBENRS AR, AWS RFRFATURARKRER
TRENAE, RSEXAGHAEENT AWS K/ |, AHRKRSHAE. IAMEBERAANUES
B Re4mE RS X A BRRR,

« £ A@@ mazon LETHNARER EC2 — ZRAILAMEA IAM AREEE EC2 Kfl LE1TH A H
AWS CLI 5 AWS APl IR N AR FHIEFHES, XHE7E EC2 SKflPF R RIZAETR, E
N EC2 k608 AWS AEHEHTHEMENAERRER , BFE0E MM ZSE IR K5
BEXH, ZABEEXHETEZAR , HAWYE EC2 XMl LETHEFRERMER, BXESE
B, E2H IAM AFEETHNEA IAM AEE7TE A mazon EC2 32| LETH N AREFR TR,

£ F SR E IR 1 ]

BT LA AWS B o2 R EM NS AWS SO A RKZHFAHRNER, KEREPH -
XNRAWS | SEFHHARREKN , EQELENR, AWS EEEA (AP, root AFHAGS
H ) RHERTAERXLERE, REFHRRBERATERELER, KSBERMELL JSON X4
By AWS FERFEEH. BX JSON KB XHENEMINANBTNESEE , HSH IAM AFEEHH
JSON ZREEHEN

EE R WLAER AWS JSON REERIEEHERRIBEMF L, BREHR , BN EETUANT AR FERITER
B, UREF ARG THIT,

RABRT , AFNAERENRR, ERTHPNARERRRTRENNR , IAM EE 7 62
IAM K, EERABETUAEAENMIAM K , BRAIURABE,

IAM SREEE IRENNR , TXFEFERAMR G EZHITRE. 0, RIREF—NAYF iam: GetRole
BRENKE, HEIZFERNAP UM AWS Management Console AWS CLI, X AWS API 3XEXA &
E5,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#access_policies-json
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ET 508K

ETEHNRBETMMESZH (0 IAM AF, AFASAER ) 1Y JSON RRREE A, XL R
EHRFMASAEMPRA TN BERRRITHBLERE, ETHRNTOERET HHRRRE  FSH
(AM RF$Em) FHVEAE S EERBE L EE YL IAM IR,

ETEHNRBALR -SARNAKRKEREEA KK, ARKBEERALEINAS, 4HAG
. RERBRMIMAVKE , SULLEEMMIFHSIRAS, HEANAE AWS K, RERKIE
AWS HEXRBMEFEERE, BT HRNMEEERBNARKE 2BRTER , BS6H IAM BF
B PRERERBSRNBRERR < BFEITEE,

BT HIRM R

ETRIFHRE MR R JSON RN, BETRFMNRENRESE IAM ABEERKEM
Amazon S3 FHEMEKE., EXFETHRVRBHRS T , RSEE R JLMER EIREZHII 4 E R
FREVEE . N THEERMIMREA TR , REEE IS EE AN 2R RINTREREAREF LSRN
THIT, BUFEETRBENRBEPEEEE, ZEEATUEEKS, AR, A2, KSR/ AWS

e

ETRFHNRERNM T ZRSFHRNEKERKE, ETREETRARNKBEHERM IAM P AWS EX
B

HEEFI5] R (ACLs)

REFIFIR (ACLs) 2HBLERFEA (KFKA, ARRA® ) BNBRER, ACLs SETHIRM
REERL , RETMAEEM JSON RME K,

Amazon S3 # Amazon VPC R X FM RS =¥l ACLs. AWS WAFE T EZ{SE ACLs , iEZH
(IO EAFEFRSTT X EERE) FHhRES FIER (ACL) #ER,

HREgRE
AWS XFHMAIAERAREERE, XERBRETLREERE ANKBERERER TFHRANR.

« RRBFA : NRLAR—ANSREBAL , AT REETSHHREETLRN IAM =K (1AM AR A
&) BFHRANR. EUTAEBRENRILR, XELERNBEEZEETHRNRERENROR
M, £ Principal PEEAFSACHETREN KRBT ZNRLARH, E—MXKFHE
NELFBEAR Y. BXANRURNESZEE , HSRIAM AFEEDH IAM ESEHRRII R,

. RS 124 (SCPs) — SCPs 2 JSON %8 | AT ISERAMRAL BT (OU) B & AR AWS
Organizations, AWS Organizations  —H A FTXZHN B HENZ AWS K~ T T2 HMEH
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/acl-overview.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
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EENERS. MREBEAHALTRNFMETIEE , WA LUSARS 26K EE (SCPs) NA T ENERRME
k. SCP PRI R, PSR (BIEEN AWS IKFRAF =4 ) BXPR. A Organization
SCPss MINEZE L |, 210 (AWS Organizations A 1E/) YIRS 3 HI R,

- BIREHIZERE (RCPs) — RCPs & JSON KB , WA MERAERREKS, PEFRHNHARAN
R, MEZEEFHMEEHEENENREN IAM K#, RCP FR&IK R MK P RREHNNE ,
AREEMENR (2ESH ) HERNR AWS IkKFIRAF , TieXESHRERE TENAS,
A< Organizations FE Z{E 8 RCPs , 8 AWS RS ZX M %IEK RCPs |, i55 1 (AWS
Organizations FAF1ER) M EIFRZEHIFKE (RCPs).

- 2FERE  RERREAEUREARNNACTKEAF RGN K ENENSBEZN S RER,
HRAFENNREAFSACHET SN RENSERBEAIRE, NREIURBEETRRNE
B, F—MEBPNEXIELFEZAT. BXREZEFER , F2H IAM AFEBEHRHNSERE,

S REERE

S NRBEMRBEEA T —MERE , ERNNREMERNEIER, BETHRELSRSHREREN
WA AWS BER B AWER , HSH IAM AP EEHRHERITEEE,

T D@3 & X85 (AMB) R IMAES IAM B & 1A

EER IAM EEX AMB EHMIFRINRRZE] , BT HBAEHLE IAM hRET B F AMB £if,

B ET DR EE XREE (AMB) EHRFERR IAM Zh8E

|IAM 4HiE AMB B #F
EF 5K =
EFRRH R B
RERIE =
RERR 3
S B
ACLs B

ABAC (SEBEHRIIRE )

7|
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_rcps.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
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|IAM 43HiE AMB B X%
F AR =
REAE &)
RSHEXAE B

E4£MH T f## AMB Query F1E M AWS BRI E X2 IAM TheeE &R |, 50 IAM AF SR+
M5 IAM BLEFEAMNAWS RS

AVB EHHNE T B 41 KB
TREFEHNER : 2

ETEHNRBETMMESZH (0 IAM AF, AFASAER ) B9 JSON RRREE A, XL R
EHIRFMASAEMPRA TN BERRTHBERE, ETHRNTEZRET HORRE  FSH
(AM FiFiEE) FNEATmEEARKE L BE X IAM RIR,

LR IAM BT 5 HHRN | SANERAFRIELWRERNDRUR A FRUELRIENRIE, ©
FEEEETSONERAEETS  RACEATEMNGALRAE, BTHTE JSON HHh(E
ROFAERTE  WEH (AM FFHER) B IAV JSON S THEEI A,

AMB M E T 5 1719 K BE R

EEE AMB Query ET HMNERBRG , 5560, LDHEEXHRE (AMB) EWHNET 578 KK
NG

AMB Query FE T &RV K BE

XEFETRRRE &

ETRIFHREE M N FRAY JSON KM, ETRFMNRENRESE IAM ABEERKEM
Amazon S3 FHRMERE., EXFETHRNRBHRS T , RSEE R JMER CINREHII 4 E R
BREVEE. N THEERMIMKRBEHO TR , REEE IS EEMAE AN 2R RNTHREREAREF LSRN
THIT, BXTEETRFENRBREEER, ZRATNSEKS, AP, A, BREAFH AWS

e
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
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ESABK/ER , SR LHEANKSSHEMKS P IAM XEEEANE T RFRNREHOEE, &
SRS ERFMBETRFENRBARBUGERRIEN—¥ME. HERANGRL T AEER
AWS K/ |, AIEIKF HEY IAM EE R ESMEEEARE (AFRAR ) RTFBRIBRHNR, i)
BEFETSMNRBHIMBIKNEUR TR, ER , RETHRVKBEDE —NKS R EERT
WERR , WFREZINNETEONRE. BEXESER , 558 (IAM AFERE) P/ 1AM B8
B K = B R 5 ]

AMB EifH) R REIR/E
TRERIRE 2

EERWLER AWS JSON REERIEEHERRIBEMF L, BR2E , BNEETUANT AR FERITER
&, ARIEMHAZRHETHIT,

JSON ZREEHY Action TRBMA A THERK P A IEL TR AVIRE, RBIREEEEXEKHN AWS
APl BERIE. B—EHIAER , GlaEE T AP BRENNRNR 81, & - LREZZERE
PRITSNMEE. XEMIRER N ERERE.

HREEF 2 ERFEUR FHATRBIRERIRR,

EEE AMB EH#RESIR , BZHE (RFEXSE) BH Amazon Managed Blockchain (AMB) &1
EXHBRE,

AMB Query FHRBBIRIETIRETFERAUATEIR

managedblockchain-query:
EEEMEAPEESIRE , BERAESRENRT.
"Action": [
"managedblockchain-query::ListTransaction",

"managedblockchain-query: :GetTransaction"

]

EEE AMB Query ET HMNERBRG , 550, LDHEEXRE (AMB) EWHNET 578 KK
NG

AMB ZEifjHY R BE IR
THEHREBER: &

T Dt E X HREE (AMB) ER S 1AM BL& 32


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_your_service.html#your_service-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_your_service.html#your_service-actions-as-permissions
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EE R WLAER AWS JSON REERIEEEERRIBEMF L, 2R , BN EETUANT AR FERITER
B, UREF ARG THIT,

Resource JSON KB TRIEEERMHMNAREN —NHZ IR, BAXIEE Resource
NotResource t&, ENBESE , FHEMAHE Amazon BEE# (ARN ) BERR. W FXEEE
FRER (MR BBRRNR ) WIRE , BIURITIERE,

NTFAXZFERBRRENRORE (WIHRE ) | FEABES (*) BENEONATHRERR,

"Resource": "*"

EEF AMBEHRFERERHESRK ARNs , HZH (RFENSE) FH Amazon Managed
Blockchain (AMB) EHIE L EIR. BETHRETTUERAMEREREESTHEIERN ARN , ESH A
mazon Managed Blockchain (AMB) &1 7E Y K R 1E.

EEE AMB Query ET B MHRE RG] , 2SR, TZHEEXHRE (AMB) EHNE T BRI ER

AMB &M KR4 24A
TREETRENERZLR &

EIE R A LAER AWS JSON REERIEEW ARG RMF L, HHRY , BN EATATLIM AR RIRITER
&, BAREAARETIT,

f£ Condition Jt¥& ( = Condition k) # , AT EBAERNEM. Condition TEETE
B, BUCIERERARGZER (i, FTFHNT ) BEHRER , UERBPHNREESERPHE
MTE,

MREE-—MEAPEESZ A Condition THE , WEEA Condition TEFIEESZME , N AWS
EFAZHE AND BEITH TN, IRENENFHREESME , NERZBBORZER AWS TESR
o ERTIEDNMR B LIUR BT BRISA.

EEESHR , ZUAUERSUFEE, S, REEFEA IAM AFEB4512 IAM AR, 8 8E%
HETFHRARRNNER, BXEZER , F2H (AM BFEE) 78 1AM ERTE  TENHE,

AWS XEF2RFHABANBETRSNFM4E. EEEHME AWS 2R/5%4E , 55K IAM AFE
FMFRIAWS £REH ETXER,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_your_service.html#your_service-resources-for-iam-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_your_service.html#your_service-resources-for-iam-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_your_service.html#your_service-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_variables.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
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EEF AMB &R HEYIK , HZH (RFENSE) F 8 Amazon Managed Blockchain (AMB) &
HHWERHEZH, ETHRETUEAZEENRENRR , 1525 Amazon Managed Blockchain (AMB)
ERENLHRE.

EEE AMB Query ET HMNERBRE , 5560, LDHEEXRE (AMB) EWHNET 578 KK
NG

ACLs 7= AMB &ifj#

X¥ ACLs : &

mREFIFIR (ACLs) Z2HMERFTEA (KFKA, AFRAR ) ANBRER, ACLs SETHIRN
REERL , RETAFEEA JSON REE KN,

A AMB EifZhEER ABAC
%% ABAC ( EBHMIRE ) : &

ETEMMERES (ABAC ) BR—RERNEE , ZRBETEMERENR, £F AWS , XLEEM
MARE, BAILE IAM SHHE (AR RAE ) MFS AWS BIRMINRE, FR2SSEMRIFER ABAC
ME—H, RFIRIT ABAC K , SIEZHFMHFRE SN2 15 R R FIRE B A R RE,

ABAC EREBRKWARFIFERH , HERBERLSRIUNITR T TR HERE B,

ERETHRZIEGERE , BMEEMFEH aws:ResourceTag/key-name, aws:RequestTag/key-name
% aws:TagKeys U BERBANZHTEPREFRZIER,

MRENMRSN TENRARREBIGAEX =GR WNTZRS , ZEAR. IRENRSX
NTFEHIRREEIGAMEX =GR, WZENBD

BX ABAC WEZER , E5H (IAM A 1ER) FHVEM ABAC BRRNEXRR, BEEFIRE ABAC
SROHE , FSHE (AM AFER) PREAETEMEN T RNEZES] (ABAC ) .

£ AMB &) 7 i A I AT IEF
XA IR : 2

HIREAIGFHEP R R , BL AWS RS FTRER. BXESZRER , SEWLE AWS RS ERATIE
BRHES |, B IAM AFERPHAWS S 5 IAM BEEANER.

MREEARAF B NEBZANERAEERER , Il AWS Management Console {8 F B =2 I BB
filgn , H&AWS FRALTINE QB R (SSO) iE#THEN , ZEIBLX B IRIRAER. HE
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https://docs.aws.amazon.com/IAM/latest/UserGuide/list_your_service.html#your_service-policy-keys
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_your_service.html#your_service-policy-keys
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_your_service.html#your_service-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_your_service.html#your_service-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
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RPahEREfEe  RAEURAGE , EE2E30RIGREILE. AXURAGHNESESR , F5H
(AM FFisRE) MRS IRE IAM A6 (258 ) .

B LAER AWS CLI 2 AWS APl FEIIZIGRHES, ARG , &0 LUER X LI HE B # TR
AWS, AWS BIUZHIZERIGEFHES K MAREAKBHRZEA. BXEZELE , BESHR IAM FH
IS Bt & 2 &I,

AMB &89 B RS E AR
YERELFRAE (FAS) 2

HEER IAM BFRBeEFRITRIEN AWS , BEUANERA. EARLERSH , W27 —
MRIE , ARMBREEEMBBRSHEHSE —MEE. FAS ERAAAZRANNRUK AWS RS @T
RS A HERBER. AWS RERFURFSKIFTESHMM AWS RS REFRXES BESTRRIER
B, F2RH FAS iR, EXMBERT , BLMEERITXMIURENNIR, BXAKH FAS 1EREH
RS , BERER TR LE,

AMB B RES A
TRBSAR &

RE AR -—TRSEE, KRRENTREN IAM A€, IAM EER AL IAM PO, SRl
BRESAR. AXESER , 2R (AM AFERE) FHVEIER AWS RSZERIENEE,

/A Warning

EARRFSACHNRAESTM AMB ZEHIEE. XE AMB Query REMXIES I RIERS
A,

AMB EHH RS HX AR
XBRSHAXAE &

RSHEXRABRE - TEEINERS AR, AWS RFRFSAIURARREHTRENASE, RSHEX
AEHAEEHND AWS IKF |, HEARSAE. IAM EERATUEEETEEEBRSHEXABHR
PR o

BXREUBRFEERSERACHEMAEE , FSHEEES IAM BEEHANAWS RS, ERPEXRRS
MXABIHPEE Yes R, BEREEUERTZRSVRSHEXABN,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
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I BB EEXRE (AMB) M E T & 14 # K I =B

RINBERT , AR FMAGENSIERIE N AMB Query BiR. ffltbFEER AWS Management
Console, AWS Command Line Interface (AWS CLI) 2 AWS APl #1TE%. EBRFRAFNAERR
BATIRENNIR |, IAM EE G OB IAM KBE, BEEABE A ARAERM IAM KiE , AR UK
AFB,

BT RMAERXLRSE JSON REXHGIEET IAM BHNERE |, E56 (IAM BFiEE) P8
2 IAM K (#2F8 ) o

BX AMB Query EXHWRENRZREE (BRSMRRERENER ) WFEHAEE , 555 ( ARNs Bk
ZENS#E) P K Amazon Managed Blockchain (AMB) &i#1RVi& ., FRMEHEZE,

EH

- FBRESSE

- RATAFPEFEMINBESHNE

- FRIBENT DHEEXRE (AMB) Eif) API R1E

REERIEREK

ETHONRBRE T EARBAUEENK/ PRI, THRISMER AMB Query iR, XERERTEE
S AWS IKPFERAE, tIEREEE T H DR  FHERUATERMER

- JFHAER AWS RE R A RO RENBENR — BEFHOAFPMITERER TR , EEANTS
FEIRAGIRTRRNAWS HE R, ENEMRNRERITR AWS IKF, FRITZVEET E LEHXS
BRI AWS ZEFRERBRAE-DBINR. BXESZEE , HZH (IAM AFERE) F/Y
AWS FEE XK TFIRAENAWS FEE XK.

- NMARENR : EEH IAM REERENRER |, BEBEFRITESFENNR, Atk , BALUE XL
ERERGTUIUNBERFRRITHRE , B NRENRIEFTT, EXEH IAM BMANRHNESE
B, BZHE (IAM AFErE) R IAM F YR B FNIER .

« fEF IAM FKREP R4 — SRS E AR ;480 LG 5K ORISR BR #IX R R R R T E
Bl |, B LUR BRI RIEESMER SSL £ EFIEHER, NRRSZBRERBEIEE AWS R
S (Bl ) AR, N ERARHRRE TN RS RIENHEINE AWS CloudFormation, B3k
BZEE , BZH (IAM AFiEm) H/Y IAM JSON KEE TR « &,

* £ IAM Access Analyzer BIEZHY IAM KEE | LUBRRRHZ S MEMIDEEM - IAM Access
Analyzer 2K IEF REEMIM B KR , LIBERBERAS IAM KBEIES (JSON ) M IAM HESE
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_your_service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
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B2, 1AM Access Analyzer 12 100 ZTURBERL EMAIRENEI , HBBEFIELZ S BINREMRN
KEk, BXEZEER , BESHE (AM BFigm) PMEA IAM Access Analyzer i SR B,

- FEEZEFHRIE (MFA)-TNR AWS IKFEZNZEFE IAM AFRSRAF , EFEHA MFA RS %
=, ZELEAR AP BERNEE MFA , B MFA RERNMBZHNERD, BXEZER |, FS
F (IAM A F#8r) M ERA MFA RF API 1A,

BX IAMHHREIRNESER , 20 (IAM AFER) #1 IAM F R 2 HEXE,
ARHPEFEMIE SR

ZORBIGER T BRI EE |, BLAAYE IAM AP EBM MBI EAS SO NERNITE R, R
SREEERHE LSEERA AWS CLI T AWS API BU4wTE 75 = 58 B R AR AR

"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",

iam:ListGroupsForUser",

iam:ListAttachedUserPolicies",

jam:ListUserPolicies",

iam:GetUser"

]I

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",

iam:GetPolicyVersion",
"iam:GetPolicy",

iam:ListAttachedGroupPolicies",

iam:ListGroupPolicies",

iam:ListPolicyVersions",

iam:ListPolicies",

jam:ListUsers"

1,

"Resource": "*"
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}

HREEMN L DR IEE X HREE (AMB) Zi) API #24E

@ Note

EipE AMB B A H API A , BFEESR AMB E18fEA IAM ARRAY A FIEH
( AWS_ACCESS_KEY_IDFAWS_SECRET_ACCESS_KEY ) o

Example 5 RIFTE L S 5 X 3R (AMB) EifjH IAM BUX APIs

WRBIIRFEFE IAM AP AWS K BRI FTE AMB i) APIsBEIRER .

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AccessAl1AMBQueryAPIs",
"Effect": "Allow",
"Action": [
"managedblockchain-query:*"
1,
"Resource": "*"
}
]
}

Example 7RI S E X R 4E (AMB) ZEiffListTransactionsfy IAM BIZ # GetTransaction
APIs

RGBT EFH IAM AP AWS IKF 58 AMB EifjListTransaction®IfR , ARk
GetTransaction APlIs

(® Note

BA USRI APIs R BIRSURIN A B4t APIs |, AR T B HMHES APIs, X< AMB &
HWHFIER APIs , HSRT E#EE XHEE (AMB) Eifl APl &1/,
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{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "AccessAMBQueryAPIs",

"Effect": "Allow",

"Action": [
"managedblockchain-query:ListTransactions",
"managedblockchain-query:GetTransaction"

1,

"Resource": "*"

}
]
}

Wi 58 $E 5 X3R5 (AMB) £EMERR 2 & 18 5 4 177 8 AR
AU TS BRIBY AL MRS B A AMB Query F 1AM AT 4B 2R3 A,

&

« ERELNIE AMB Query HITIRIE

RENE AMB Query FITIRIE
MREBBERETR | WAGTARTENMRE | W LREH KAV RATRIRAE,

% mateojackson IAM AR ZAFERAEHEHAEETEREM my-example-widget BRIRHNIFHAEFE. |

BFR#HEE managedblockchain-query: :GetWidget RBRES , 2K EUT REIEEIR.

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
managedblockchain-query: :GetWidget on resource: my-example-widget

FEHRBERT , BHOEH mateojackson AFKIEE , LAAFHEM managedblockchain-
query: :GetWidget BYEHE my-example-widget BEiRo

MREFEHRD , BHRREN AWS BEER, ENEEARRHEREILEN A,

R
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I 5 hitE XREE (AMB) EIL S ¥ 218 API SEAEFR
CloudWatch

W 5% E#Y API 21845 CloudWatch

KK APl ERERST DT EXREE (AMB) B RS E & CloudWatch F8Xf R, B U EE
R, UEEEASZIIRSHEANIRES, EXE5RSEM CloudWatchERNEZER , HZSH A
mazon CloudWatch {5+ AWS £ A E35¥5,

AMB Query £AWS/Usage@n & Z AP XML APl $8%rA K Amazon Managed Blockchain
QueryfRF Ao

FEFR iR
CallCount £ AMB EFNEN API K ERAB R, S

UM RREREER BB AN APl BT8R &5

Amazon Managed Blockchain (AMB) &) F £ 15 & 1 BIAWS /Usagetn A Z2E , HEEWT,

gE iR

R S5 BERFH AWS BRFHEH. Amazon
Managed Blockchain Query fFHRAR %4
ENE,

E3it] WRIRM SRR, APINBRARZEENE

TR ERENRIREKE, FIEMAN AMB Eif) APl 2
ERNERRZEENE.

% FEBRENRENZES, NoneFHRARZAEE

BB,

T 5%k E#Y API £ FAZR$EHR CloudWatch 40


https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-Service-Quota-Integration.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-Service-Quota-Integration.html
https://docs.aws.amazon.com/managed-blockchain/latest/AMBQ-APIReference/API_Operations.html
https://docs.aws.amazon.com/managed-blockchain/latest/AMBQ-APIReference/API_Operations.html
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AMB Query X#EF MR FIE

RN ZEH

¥ Amazon LHJ API ERE

}8§#5 CloudWatch

Support ZFHARERAR S

EEXRZHREEBEGHFH
ZstatusBM

%t Sepolia Wik MHY 2 i

L

X FHAFTm ML , AMB Query
AP| B 1ERIBY XFRX B IR IRFF
(transactionId ) MIX S
% (transactionHash ),

AMB Query £ L350 T 3 API
£ EIEFRH CloudWatchX
¥, XEFEHAEERS AMB
Query AR5 ECERAME XY B o

AMB Query #8107 X} 8 R 5E
BHRZNXZH. BXER
MGetTransaction g
f9 e B AR BR XY Z s tatus/®
MR X, Mk, &8
AconfirmationStatus
MexecutionStatus B
FREWESFHRED
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n (AMB) EHEH AR % HIE
KB hPstatusEME, BM
fffAconfirmationStatus
MexecutionStatus F
BRBEXRBstatusER
AFINALZFAILED,
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