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AigiE LEIEY Y R , Rt SR A EXRENARF,

AMB Access AR MHARMTRIFEMN XREEM RS - S/ XREMLIGR AP BEAR %
FRXRET SFME, BT ANXREREMIZHE , B AR ER O HA LUK XREET S
FABH Hyperledger Fabric X3RN EZHEBE2FER, B2 , ETAPINZHE/A ™M , HIIAMB Access
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tEEmR—NEPOMEHXREM L |, ATASKIAZMEWREMZEL T HSET (BTC) it E2
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Amazon Managed Blockchain (AMB) Access Bitcoin , A BUBM X34 is 15 = 77 8] b 45 = A
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Fi#9 JSON-RPC &R, EBIERSSHEFITRFETR , BAUTEITHENARE , MASRRTE
EZRNIE, fIEE, 4FNARFHLEFITHR, TREREMELSTERE. BIMNEHRTRS
Fr, dRDHIST XRERE | £ A EFEHAAMB Access Bitcoin i@ b4 M iR & H BV iE R A5 5%
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MRER2EHREFHAMB Access BitcoinfI AP |, RINBWBLFELTEY
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HESS TSR EXRE (AMB) 7R LT

® Note

RIEFERIEEBABLBENSLTFTITLAB S, XERSBEEHROME. TR, KB proof-of-
work, &8, LHAMAEA. B¥E, E£H Amazon Managed Blockchain (AMB) 17 /8] b 4% T
2, BOBWERRES T AXEAZELET,

Amazon Managed Blockchain (AMB) Access Bitcoin &2t Lb4G ™ XIREEMN TIRS 22 RNER |, T
TEMBENERTMALSTEMER  SETR. EUUFERALREERSREREHRLFTRHE , N
T R AR SR8 B A,

AMB Access Bitcoin A B ETHEFT R OBTF RN TET QAR SIS | ENER&EY
g , HEXEFZNISONZERRF (JSON-RPC ) A, AR JSON RPCs SREXHEEE
BEWESTTRHETERS , N\MESETREHITRE, AT JSON-RPCs , &0 LUSREREIEH
EAXRS , B#EEA Amazon Managed Blockchain RS EHHIEMELLETNERRX S,

/A Important

FBOROE, 4, ERANERESNLSTu, SENNEN STt RNB AR,
AWS FfE AT DB E X R & ERV LA M W REBZ A AN ERARZBMA AR,

FERT DT EXREE (AMB) B EZEIMARF5 0 L4E™
« TENLESETMSE

AMB Access tb4FH U T N HM L -

« £M — & proof-of-work HiRRIF M A HLASTHXHREE , LLiF™ ( BTC ) K T REIZXIREE
FEITHNXREZN. TN ENXZEEXERMME (EREHR , EMNSFERBRRA ) , HieRELH
XiréE L,

« Testn et —NiAM A FN R BR ST XS, WiAMEHSRFRALET (BTC) 22 H
B, FEBEESEEANE,

AR BT R 2


https://developer.bitcoin.org/
https://github.com/bitcoinbook/bitcoinbook
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® Note
TRIFEMLE,

- XEFHXE

AT RULBRSS SKIFHY X8

XA (8T X5

EERS (FFRILMILE ) IAD us-east-1
TWA#X (RR) NRT ap-northeast-1
WA#X (BR) ICN ap-northeast-2
0 A X (703 ) SIN ap-southeast-1
Rt X ( BR= ) DUB eu-west-1
ROt X (22 ) LHR eu-west-2

« BREFLHETR

LAF 2 AMB Access LM RS v R, BEERS , E4TNERETEEP — M IEFNXEHN LR
T Ko

* mainnet.bitcoin.managedblockchain.Region.amazonaws.com

+ testnet.bitcoin.managedblockchain.Region.amazonaws.com

f5ltn : mainnet.bitcoin.managedblockchain.eu-west-2.amazonaws.com
- TXREEY

AMB Access tbM A FLHL4ET (BTC) 25,
o LEMRA 4 4T JSON-RPC BiFERITER

RPCs £ Amazon Managed Blockchain EiffLL4E™ JSON i, BA LB AL EZMA 4 L2 H
EHRHTEORIEN HTTPS EZ#HTEA. XEKRERE AWS IKFHENH IAM ZFEASEE#ITE
™ JSON-RPC @M. At , AIEMFMLGIRME AWS iEH (HRIZA ID MABHREZH ) .

AR BT R 3


https://docs.aws.amazon.com/general/latest/gr/signature-version-4.html
https://docs.aws.amazon.com/general/latest/gr/signature-version-4.html
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/A Important
s FEAEEMAFPHNARFYRATFHER,
o BAEEMER IAM KEESREHIXT EALL4FT JSON M5 EIRPCs,
s REBRERFEBRS
£ sendrawtransaction JSON-RPC R E#FLLF T X RERSHR S
« AWS CloudTrail B&X#

A LABLE CloudTrail i FEM 4T JSON-RPCs, BEXEZER , F5H 2FZTLHEEX
R4E (AMB) EF AR b4 HEH AWS CloudTrails

EEETUA R 4
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RETSEEEXHEE (AMB) 15[ t4sH

R ERER Amazon Managed Blockchain (AMB) 5 R4S M2 8l , BRBATT RS ERLE AWS
WP, T—EiieWAFFHRERAMB Accesstb o

ERZGFFREESIN
IR AWS E—RERZ 8, IRAFAE— AWS TKF,
IREZS M AWS

LREMET AWS |, SREBBIEMATE AWS IKF IKF AWS RS |, 21T SR EE XREE (AMB)
Access Bitcoin, BRENFERNRS A%,

MREAWS IKF BLE , BT -5, MREEEE AWS IKF , EFERAUTRESZE,
B AWS K/

1. $TFhttps://portal.aws.amazon.com/billing/5E Mt o
2. ZEBEELMHBARE,

EMERN—HIoSRBEFTEERERS , HERERE LA ARIEH,

HRGEMET AWS IKF , IR BIZAWS IKFRAF —1 RAFERGRIZKS RHFRE AWS
RS MRF. FANREREIEK , FAAFIERERLRANR , A ARERARAFKKTEER
AP R RNES

RIEZEEEHNIREN IAM AF

Ea|ZMEA AMB Access Bitcoin , 4B E — AWS Identity and Access Management (IAM) &
A (RAPSEYE )  ZERAMTEEATHITHENITE XRERENR,

RE IAM ZF AT LR IT 4T JSON-RPC . RPCs £ Amazon Managed Blockchain LiE ALt
$ JSON Bt , B BRI EALEERAE 4 EEREHRTHHRIAN HTTPS EEHT A, XEMK
BERAE AWS Ik FRNH IAM ZEATEEHTH4S™ JSON-RPC @A, HIt , H97E RO IR 43
AWS iE ( 7EZ4A ID MFBHFRER ) .

FRFMFEEE 5


https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/general/latest/gr/signature-version-4.html
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AXMAGIE IAM AFPHNEER | BSREEN AWS K- F2 IAM B, BXxMAmE AP BN ER
KHENESZELR , BZRERIAM AFRPNNR. BXAATERTFAF®A AMB Access Bitcoin X FR
HEERH| , FS 0 Amazon Managed Blockchain (AMB) 5[] b 43 T BV B T 5 4 B9 SR BE R8I,

ZHENBE AWS Command Line Interface

MR RIXFE , BRERKEHH AWS @i 5175 E (CLI) AERARBLIRN AWS BiR. BXESZE
B, BEHARESEH AWS CLINRFRA.

(® Note
BT CLI G , BFEWRREYA ID NRHHRFEH, MRARE , FEARNETIERE Y
WREH, GERIESEERZSA ID. MEBRZR , AR—IMERFIEANIHNZES
. BXREZEER , HZH IAM AF EEFHRIERERS AWS BIRE S FER.

REFEE AWS Command Line Interface


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
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FraafE AL S & X3REE (AMB) 5B LE4F ™

FERAART PR step-by-stepFERE S afaE AL B E X H4E (AMB) Access Bitcoin RHITES
XL RHIERIBTER —LERRE M. MRETHTE AMB Access Bitcoin , BEEAREREMNIREL S |
BRECERXLEEREZNE. BXELZEL , F2H RELIAREEXREE (AMB) HE M.

FH

. BIE—IAM KBEKIG R LE4S T JSON-RPCs

£ AMB Access RPC 4riEas & it 5 minEE 2 A (RPC) &K AWS Management Console
£/ awscurl & i AMB 5 [E LtE45 ™ JSON-RPC &3k AWS CLI

£ Node.js B & i HL4FM JSON-RPC iF3K

£ AMB 157 te 4§ T AWS PrivateLink

B2 —/ IAM K&K 5 A b4 ™ JSON-RPCs

i [A] He 43 =3 BRI 3 P Y 2 H i S LA AT JSON-RPC B A |, S4B REMENN IAM R A
PIE# ( AWS_ACCESS_KEY_ID 1 AWS_SECRET _ACCESS_KEY ) , FaEiFRItE4ET. £ AWS
CLIZETHREH , BITUTHRZATFHRB N EETLIET 2R IAM KR

cat <<EOT > ~/amb-btc-access-policy.json

{
"Version": "2012-10-17",
"Statement": [
{
"Sid" : "AMBBitcoinAccessPolicy",
"Effect": "Allow",
"Action": [
"managedblockchain:InvokeRpcBitcoin*"
1,
"Resource": "*"
}
]
}
EOT

aws iam create-policy --policy-name AmazonManagedBlockchainBitcoinAccess --policy-
document file://$HOME/amb-btc-access-policy.json

BIZ IAM KR 7
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® Note
B AN RO AT ERNGREFTERN LN, ZHRBFERS , HEATActionds
Lol

* "managedblockchain:InvokeRpcBitcoinMainnet"

* "managedblockchain:InvokeRpcBitcoinTestnet"

BIERIEE , FZRBHINEEHN IAM AFRFHNAGUERER, £+ AWS Management Console , &
fnE 1AM RS ?F%J%H%IH‘UJDAmazonManagedBlockchalnBltc01nAccess§|J B4R 12H IAM A
FHAE, BXELER , FZRUEAGH I ES IAM A,

£/ AMB Access RPC 4riEss R HiLt4smzEEEFA (RPC) X

AWS Management Console

& LA AWS Management Console £/ AMB Access £ FREFIRRZENLEZAA (RPCs). B TIX
L RPCs , fREL AT ATELEAS MG LIREEIE. BANRERR S,

Example

T RBIERT WA fEA RPC 3REVE X
00000000c983704a73af28acdec37b049d214adbda81d7e2a3dd14a3dd146f6ed09 blockhash HI{E
E. getBlock A ZECHWAABRRBEETHNTE  FEERIIENEM RPC FiEz— , REWA
PR A,

1. FIFFEEXREZRE S , Wik https://console.aws.amazon.com/managedblockchain/o

2. %% RPC $RiEES.

3. EBERIHHF , EFBITCOIN_MAINNETHES XIREEM L%,

4. EBgetblockfER RPC ik,
5

I A00000000c937983704a73af28acdec37b049d214adbda81d7e2a3dd146f6edo9tE
RAXRE HEF0EREAREE,

RfE | IEFREX RPC,

7. BREARW EE BoREBER. RE , EUUEHZBNRERZURH -—SoMIA TN
RAEFNILSSZE,

o

#4%l& RPC Rl 8


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user.html
https://console.aws.amazon.com/managedblockchain/
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MTHMEZELR , 55 AMB Access b4 MRPCs 23&HY

R awscurl X1 AMB 58 tb4EH JSON-RPC E3K AWS CLI

Example

FERZERA 4 (Sigvd) FERER IAM BFIEPZEER , LUEDB AMB Access 4% mim st 1TEE 4
M JSON-RPC M. awscurl s F1{TTE A LAE B2 A Sigv4 LB X AWS REMER, BXES
{£8 , {2 awscur | README.md,

FERESENIREREN S ERE awscurl, £ macOS L |, #%H HomeBrewfE B LT R ARF :

brew install awscurl

MRECLKLRHABET AWS CLI, NIEE IAM AP IEBMERIA AWS XEEFESNIMERIREH T
LAix 1R awscurl, A awscurl , B A RPC @ LE4FH EM AN LM IZRER, getblocktb A
SELERRACENXREFEN NN FRESH

DT sfEAparans AT XRIBHFRIEFRERZFLWFEXIR , AT ER ERRXR
SEE, WRBIEAus-east-1KIRT R, RALUEEBRNREEN ST JSON-RPC MRS

I E XIREE (AMB) 5 R LE4S T X0 AWS XiF, AL, Ba B Ed S ERmainnety |, @
MNP EmM A REMEZEHER, testnet

awscurl -X POST -d '{ "jsonrpc": "1.0", "id": "getblockheader-curltest", "method":
"getblockheader", "params":
["0000000000000000000105bebab2f9dd16234a30950d38ecb6ddc24d466e750a0"] }' --service
managedblockchain https://mainnet.bitcoin.managedblockchain.us-east-1.amazonaws.com
--region us-east-1 -k

ZRUBXFIRAPHNEFACEURBRERFEENRZRHIIR, BESRUT RO

{"result":{"hash":"0000000000000000000105bebab2f9dd16234a30950d38ec6ddc24d466e750a0",
"confirmations":2,"height":799243, "version" :664485888, "versionHex":"279b4000",
"merkleroot":"568e79752e1921ecf40c961435abb41bc5700fe2833ecadc4abfc2f615ddcl1b8"”,
"time":1689684290, "mediantime" :1689681317, "nonce":2091174943,"bits":"17053894",
"difficulty":53911173001054.59,
"chainwork":"00000000000000000000000000000000000000004F375cf72ff64e2404c1589c",
"nTx":2135,

"previousblockhash":"00000000000000000002ffetefe@7ae74ec8b92c7696f5e12b5da506f@15babb",

awscurl RPC R4l 9


https://docs.aws.amazon.com/managed-blockchain/latest/ambbtc-dg/bitcoin-api.html
https://docs.aws.amazon.com/general/latest/gr/signature-version-4.html
https://github.com/okigan/awscurl
https://github.com/okigan/awscurl#readme
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"nextblockhash":"000000000000000000038f05ddcf3f483fdcb74f4be606c022bcb673424fFa4ca"},
"error":null,"id":"curltest"}

1E Node. js & Hi Hb45 JSON-RPC #R

B LAMER HTTPS RRXZZMERR BRI LS ERFNIRMin S , HEH Node.js FEYEAE https
HERFH 4T JSON-RPC API VA , th T LAMERE=5FE |, #lin AXIOS., UTREIEERR T M
AMB Access tb4Fmim 2 & H 4™ JSON-RPC iE3K,

Example
EE1TURPI Node js BIZAS |, BERIABLT BiRSEM

1. BT EN EMMBET SMRANEESS (nvm) 1 Node.jso BAISAEIAL KR BIBRERSEHN L E A,
2. Ffnode --versionm S HBIAEEARNE Node IR 14 RESHRA, NMREE | BOLUFE

Anvm install 14%SHnvm use 14 S RERK 14,

3. IMETEAWS_ACCESS_KEY_IDFIAWS_SECRET_ACCESS_KEYXA4MAESEMIKF REAMIES, I
A EAMB_HTTP_ENDPOINTAM B E K AMB Access Hbi4Emim s

EAATHTRXETEENFHRSHIT K, HUTFAFRFREETHEERNEHN IAM
PP R E

export AWS_ACCESS_KEY_ID="AKIAIOSFODNN7EXAMPLE"
export AWS_SECRET_ACCESS_KEY="wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY"

SERFIBERREME , FRRESN T package. jsonXHMindex. jsHIAE HIF| A IR FEH

T json
{
"name": "bitcoin-rpc",
"version": "1.0.0",
"description": "",
"main": "index.js",
"scripts": {
"test": "echo \"Error: no test specified\" && exit 1"
},
"author": "",

Node.js RPC 45l 10


https://nodejs.org/api/https.html
https://axios-http.com
https://nodejs.org/api/https.html
https://axios-http.com
https://github.com/nvm-sh/nvm
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"license": "ISC",

"dependencies": {
"@aws-crypto/sha256-js": "74.0.0",
"@aws-sdk/credential-provider-node": "~3.360.0",
"@aws-sdk/protocol-http": "7A3.357.0",
"@aws-sdk/signature-v4": "A3.357.0",
"axios": "Al.4.0"

index.js

const axios = require('axios');

const SHA256 = require('e@aws-crypto/sha256-js').Sha256

const defaultProvider = require('e@aws-sdk/credential-provider-node').defaultProvider
const HttpRequest = require('@aws-sdk/protocol-http').HttpRequest

const SignatureV4 = require('e@aws-sdk/signature-v4').SignatureVs

// define a signer object with AWS service name, credentials, and region
const signer = new SignatureV4({

credentials: defaultProvider(),

service: 'managedblockchain',

region: 'us-east-1"',

sha256: SHA256,
1DF

const rpcRequest = async () => {

// create a remote procedure call (RPC) request object definig the method, input
params
let rpc = {

jsonrpc: "1.0",

id: "1001",

method: 'getblock',

params: ["00000000c937983704a73af28acdec37b049d214adbda8ld7e2a3dd146f6ed@9"]

//bitcoin endpoint
let bitcoinURL = 'https://mainnet.bitcoin.managedblockchain.us-
east-1.amazonaws.com/"';

// parse the URL into its component parts (e.g. host, path)

Node.js RPC =4l 11
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const url = new URL(bitcoinURL);

// create an HTTP Request object
const req = new HttpRequest({
hostname: url.hostname.toString(),
path: url.pathname.toString(),
body: JSON.stringify(rpc),
method: 'POST',
headers: {
'Content-Type': 'application/json',
'Accept-Encoding': 'gzip',
host: url.hostname,
}
1)

// use AWS SignatureV4 utility to sign the request, extract headers and body
const signedRequest = await signer.sign(req, { signingDate: new Date() });

try {
//make the request using axios
const response = await axios({...signedRequest, url: bitcoinURL, data: req.body})

console.log(response.data)

} catch (error) {
console.error('Something went wrong: ', error)
throw error

rpcRequest();

BIE R RO ER Axios B MiK /K H RPC EXR , HEAEHSH SDKv3 TR |, FEAMEMAE
BRRA 4 (Sigvd) FRAXNXEFERFTER, AWS BETRE , FEXHFAEERTITALE , ARG
BITHATEHS :

npm i
node index.js

ARG RFRUTUTARAR

Node.js RPC =4l 12
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{"hash" :"00000000c937983704a73af28acdec37b049d214adbda81ld7e2a3dd146f6ed@9", "
confirmations":784126,"height":1000, "version":1,"versionHex":"00000001",
"merkleroot":"fe28050b93faeablfa88c4c630f0elf0alc24d0082dd0eldd369e13212128F33",
"time":1232346882,

"mediantime" :1232344831, "nonce":2595206198, "bits":"1dooffff", "difficulty":1,
"chainwork":"000000000000000000000000000000000000000000000000000003e903e9039",
"nTx":1,

"previousblockhash":"0000000008e647742775a230787d66fdf92c46a48c896bfbc85cdc8acc67e87d",
"nextblockhash":"00000000a2887344f8db859e372e7e4bc26b23b9de340f725afbf2edb265b4c6e",
"strippedsize":216,"size":216, "weight":864,
"tx":["fe28050b93faeablfa88c4c630f0elf0alc24d0082dd0el0d369e13212128F33"]},
"error":null,"id":"1001"}

@ Note

B — NP R RBIERE R 5/ awscurl &4 AMB 5 1R tE4$ ™ JSON-RPC &K AWS
CLIRBIHRNMASHXREFHTgetblockiBA., B THMEA , BEATRMN LT
JSON-RPC &I AR rpcT R, BAILAHENBEHIETMNEHR N EAET | testnet MEHEZ
im s E R ITEBAE,

£ AMB 58] tb4E ™ AWS PrivateLink

AWS PrivateLink 2 —fE@EAH. AT BHNER , EAUERAEXRATEREEN VPC MBS ,
BIX LRSSV TEN VPC F—, BFRLERAEBRMMK, NAT &%, F IP tbik, AWS Direct
Connect E#EH AWS 5 R EE = VPN EZEI TN ENFAE FR SRS EE. BX AWS PrivateLink
REIRBEHE ZEE AWS PrivateLink , S 42 AWS PrivateLink ?

AT LA AWS PrivateLink £/ VPC K in¥5 =@ AMB Access Bitcoin &i%Lb43™ JSON-RPC &R, X
ZABARSHNERTSEIF RN EBRMEE | RS LAERHERBRN Sigv4 B RIEREREREL
ERLETIRS. BXEZELR |, FSREN AR AWS J§SS AWS PrivateLink,

EEERFEN , BEAWS IRFEHER Amazon Managed Blockch aine BXESER , SH5E
SERHAWS RS AWS PrivateLink, KinT RBRFBMFRALUTHER : com.amazonaws . AWS -
REGION.managedblockchain.bitcoin.NETWORK-TYPE,

5140 : com.amazonaws.us-east-1.managedblockchain.bitcoin. testnet,

AMB &3 15 [R Lb 4% M PrivateLink 13


https://docs.aws.amazon.com/vpc/latest/privatelink/what-is-privatelink.html
https://docs.aws.amazon.com/vpc/latest/privatelink/privatelink-access-aws-services.html
https://docs.aws.amazon.com/vpc/latest/privatelink/aws-services-privatelink-support.html
https://docs.aws.amazon.com/vpc/latest/privatelink/aws-services-privatelink-support.html
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https://docs.aws.amazon.com/general/latest/gr/signature-version-4.html
https://console.aws.amazon.com/support
https://console.aws.amazon.com/support
https://developer.bitcoin.org/reference/rpc/#blockchain-rpcs
https://developer.bitcoin.org/reference/rpc/getbestblockhash.html
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https://developer.bitcoin.org/reference/rpc/getblock.html
https://developer.bitcoin.org/reference/rpc/getblockchaininfo.html
https://developer.bitcoin.org/reference/rpc/getblockcount.html
https://developer.bitcoin.org/reference/rpc/getblockfilter.html
https://developer.bitcoin.org/reference/rpc/getblockhash.html
https://developer.bitcoin.org/reference/rpc/getblockheader.html
https://developer.bitcoin.org/reference/rpc/getblockstats.html
https://developer.bitcoin.org/reference/rpc/getchaintips.html
https://developer.bitcoin.org/reference/rpc/getchaintxstats.html
https://developer.bitcoin.org/reference/rpc/getdifficulty.html
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https://developer.bitcoin.org/reference/rpc/getmempoolancestors.html
https://developer.bitcoin.org/reference/rpc/getmempooldescendants.html
https://developer.bitcoin.org/reference/rpc/getmempoolentry.html
https://developer.bitcoin.org/reference/rpc/getmempoolinfo.html
https://developer.bitcoin.org/reference/rpc/getrawmempool.html
https://developer.bitcoin.org/reference/rpc/gettxout.html
https://developer.bitcoin.org/reference/rpc/gettxoutproof.html
https://developer.bitcoin.org/reference/rpc/createrawtransaction.html
https://developer.bitcoin.org/reference/rpc/decoderawtransaction.html
https://developer.bitcoin.org/reference/rpc/decodescript.html
https://developer.bitcoin.org/reference/rpc/getrawtransaction.html
https://developer.bitcoin.org/reference/rpc/#rawtransactions-rpcs
https://developer.bitcoin.org/reference/rpc/#rawtransactions-rpcs
https://developer.bitcoin.org/reference/rpc/sendrawtransaction.html
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https://developer.bitcoin.org/reference/rpc/testmempoolaccept.html
https://developer.bitcoin.org/reference/rpc/createmultisig.html
https://developer.bitcoin.org/reference/rpc/estimatesmartfee.html
https://developer.bitcoin.org/reference/rpc/validateaddress.html
https://developer.bitcoin.org/reference/rpc/#util-rpcs
https://developer.bitcoin.org/reference/rpc/verifymessage.html
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/data-privacy-faq/
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-trails.html
https://aws.amazon.com/compliance/fips/
https://aws.amazon.com/compliance/fips/
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https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_sigv.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/enable-mfa.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/enable-mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/gs-identities-iam-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/gs-identities-iam-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage-assume.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
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1, AREMAAZRHETHIT,

Resource JSON REE T RIEEEQHNAREN —IRZB N R, BAXNEE Resource
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KEk, BXEZEER , BESHE (AM BFigm) PR IAM Access Analyzer i SR B,
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{
"Version": "2012-10-17",

"Statement": [

{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [

"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console

AMB /8] Eb 4% T FEANGIER
"iam:ListUserPolicies",
"iam:GetUser"
iF
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
iy
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
15
"Resource": "*"
}
]
}
5 [R] b 4% T P 4%
® Note
R TiHE ST ARLKET AamainnetMtestnet# 1T JSON-RPC
WA , IBEEEH AMB Access Bitcoin BIFERL IAM X BREY A FiE$
(AWS_ACCESS_KEY_ID*ﬂAWS_SECRET_ACCESS_KEY) °
Example 75 RIFT A LL4F M M &R 1AM BUER
WRBIRFEFH—N IAM B AWS KPP 5 1E FrE L4 T R KRR R .
{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AccessAllBitcoinNetworks",
"Effect": "Allow",
BT 558K e =P 35
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"Action": [
"managedblockchain:InvokeRpcBitcoin*"

1,

"Resource": "*"

Example 1778 b 4% U= I M 48 59 1AM BUR
LWRBIRFEFH IAM AP AWS K iR tb4S M testnet MERI R,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AccessBitcoinTestnet",
"Effect": "Allow",
"Action": [
"managedblockchain:InvokeRpcBitcoinTestnet"
1,
"Resource": "*"
}
]
}

Amazon Managed Blockchain (AMB) 58] b 4% & 4 1 175 0] 4% BR %% 3 #2225
FERUTEERSECHFAIEEEMEH AMB Access tL4FM M IAM B ] 828 A9 F I 7] &,

FH

- REIE AMB Access Bitcoin RHITIRIE

- REBIT iam : PassRole

o REAFBRAAHAFRIIEK AWS K # AMB Access LT &R IR

K FLIE AMB Access Bitcoin B 1T#

MREWRERETR |, BRETIITEMRIE | W AFER KU AVFRITIZIRE,

WEEHERR 36
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X mateojackson IAM AP ZRAFERAEHEHAEETEXREM my-example-widget BRIENIFHAEFE. |
BEF BT managedblockchain: :GetWidget MBRES , 2K £ T REI4EEIR,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
managedblockchain: :GetWidget on resource: my-example-widget

EWBERT , BAEH mateojackson AFHEKRE | LA ER
managedblockchain: : GetWidget ¥4EGIR my-example-widget BiRo

MBBEERE  FHRRAEHWAWS EEG, FNEEBRSRHEZEILEN A,
KL IT iam : PassRole

MREBRZEEREE | RIETLIITZiam: PassRoleldtE , MIAMEFHENEE , UATFESAR
1&3% 45 AMB Access Bitcoin,

BE AWS S A ERIEAGKRZEAZES K MAREUERFTNERSALIBSAXEE, Ak,
LY MERRABLEIRSHINER.

LLZ R IAM A FPmarymajor=id A2 H & 7E AMB Access Bitcoin RHITIRIER , 2HIIA TR
flsgiR. BR , RESTNEERSHCHR FHRBRS AMTHIRE, Mary TEEFACEKERIRS
LR

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXMBERT , BAEFH Mary B KB L F 1T iam: PassRole #&1E,

MBREBEEHE  FHRRAEMNMAWS EER, FHNEERRRHEFZEILIN A,
RAEALTFRIUNM ATFEIER AWS K- B9 AMB Access b4 &R
BAURE— /At K UEEMKFANAFPSEALNANAGTUERZAGFRKIFRENER, &HA

LEEH#EREY , AURARE, XN TIXHETHRMNRBEIHIEFZH TR (ACLs) KBRS , &RIE
158 P IX L5 SR BE (0] ATV R T 173 (R BB B R A A PR

ETHRESZER , BZRAUATREA :

- E T AMB Access Bitcoin BB X IFIXLINEE | SR DRI EXHREE (AMB) GRS H A E
IAM BL&1E .
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- ETHRIMRENERENERNTENERE AWS Ik | H358 1AM B EER B EEE AWS
K 0% —1 IAM AR E R,

- ETHNMAEE=SRENEHNEROIHRILE AWS KF , E5H IAM AFEBTHEE=5R
HiFENR, AWS 0K

- ETHNMES S HRERIERMFRNER , H2H (AM AFERE) PR AELENET S BRI
AP ( BRKRERIE ) REHRNER,

- ETHEAACNETRRNREBTERSHRZBNZS , 20 (AM BFER) $1 1AM
o Y S K P BR 5 ]
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
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BRI O EE XREE (AMB) ERAGE ST EH AWS
CloudTraill

@ Note
Amazon Managed Blockchain (AMB) Access Bitcoin T X S BB EH,

Amazon Manage AWS CloudTrail d Blockchain S—IRSERK , AiEKAF. AR AWS RESER
EXREEPREWIEIE, CloudTrail #IREEA T HEXIREER AMB Access Lb4% ™ im S BIEF
HEH,

MREZBBETELI EHRENRRUBZWAMENRELESH , N ATLUELERS AMB Access
Bitcoin ¥ <K E 4 &% E| Amazon CloudTrail S3 7. FAKERNER CloudTrail , B LAE R
BEHEH— AMB Access Bitcoin it R A H TEXR, BERKEWA IP ik, #AH THER, KEHBER
Y B (8] LA R HL A iE AR B

ETHWEZ(EE CloudTrail , FZFAWS CloudTrail A5,

AMB 17 [A] Ltk 4F T {E B CloudTrail

AWS CloudTrail B2 2N TFEAIRS AWS IKF, B2 , EEFH A T AMB Access tbismim
8, BAEE CloudTrail HieEHEFEEH,

BEEEIRRENEYS AWS Ik | BFEAMB Access BitcoinfI B IEFEE4 | B4R ERE., B
BRI BA CloudTrail 3§ B &3 & 5 E) Amazon S3 7. RIABERT , HEEPIERERR AWS
Management Console , ZERENNATFRERE AWS Xif, BERIEFEK AWS 2 XHFFEZ XX
WEH | HNBEXHEEZEIEER Amazon S3 F6 . LA, BAILIE B H M AWS RS Bl —
T XLERTHX CloudTrail BEFRENSHBEXERT. BEXEZERE , BFSRATIAE

« AT CloudTrail i&ERtb45 ™ JSON-RPCs

- BIERERICFRER

» CloudTrail XFHERFMER

- BLi& Amazon SNS E4%I CloudTrail

- BEWCKBEZ i XH CloudTrail BEXHMERK B SN K/ Y CloudTrail BEXH
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/configure-sns-notifications-for-cloudtrail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
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B 94 CloudTrail IS4 |, Bl A% EA T AMB Access b4 Mim =,
BINEASIAERXEHEEEXRERBERNWARER. BHEEEMTEREUTHS :

- BEREMARIEFRZER AWS Identity and Access Management (IAM) A F&EIEA Ho
- BREEAACERKEAFNRNZEEIEAHN,
- EREREHEM AWS RFAH.

BXEZER |, iS5 CloudTrail userldentity T3,

T % AMB Access tb43m B EX 4% B

NTHEFESEH , RBERE—NEE , APHSHEN BEXHEESIEEN S3 7\, 81
CloudTrail BEX#AHEE—IHSZNMNEERE , EFBARREFEMAKRFENENER, XEFBER
HEXRBFREFENFAGE , SHEFEFEN B BN EUREFEXNERSH,

® Note

CloudTrail B EXHHHHIESHTE AMB Access Bitcoin API AN EFH#iRER , Hite
MNFSREMEERIRF HI,

HF CloudTrail iIB¥RtE45 T JSON-RPCs

B LAE A CloudTrail RERERGHIKF P H# AT AMB Access Lb4Fmim R , AREMA 7 HL JSON-
RPC fERBIESMH. RIABERT , HEBQREBERN , TRIERBESH. Elﬂ%l’EH AMB Access
Bitcoin ¥ R YA H CloudTrail BIEEH , EAMBABRBMERN HIKRETFN N ZHFH TR RIRE

#, Amazon Managed Blockchain #f£fH AWS Management Console., AWS B#4F A% TEIH%K
WINBIEEMH AWS CLI, BXEZEE , S HAWS CloudTrail AFIEEHPNEASREREFIIRS
.

EEREFICERBUESH , BELEREREFMput-event-selectorsi®4E, #RiZ--advanced-
event-selectorsitM#EEAWS: :ManagedBlockchain: :Network ®RER | LUEFRICEEE
=4, N\mBEHTEA T AMB Access Bitcoin it 5.

Example FTETIK P #9 AMB Access LL4FMim R iE RN BESHAELKE

AT RBERT WA EAiZput-event-selectorsiBERIEREMK Fus-east -1 Z X R Emy -
bitcoin-trail#FTEAMB Access Bitcoin& i1 R Ko

T & AMB Access Lb4ET HEXH%E 40


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/logging-data-events-with-cloudtrail.html#creating-data-event-selectors-advanced
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/logging-data-events-with-cloudtrail.html#creating-data-event-selectors-advanced
https://docs.aws.amazon.com/cli/latest/reference/cloudtrail/put-event-selectors.html
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aws cloudtrail put-event-selectors \

--region us-east-1 \
--trail-name my-bitcoin-trail \
--advanced-event-selectors '[{
"Name": "Test",
"FieldSelectors": [
{ "Field": "eventCategory", "Equals": ["Data"] },
{ "Field": "resources.type", "Equals": ["AWS::ManagedBlockchain::Network"] } 13}1'

TG , B REREEE - NMROIFIEENREN S3 FRBTHERBR.

UTERERTHKENER CloudTrail WEIEEMHHESKE CloudTrail, & LAHE L4 JSON-
RPC &R 2mHEF —4 AMB Access Bitcoin i RA Y , iIERK BB IP #bik , R TiER , A
RARHER , AREMFHAER.

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROA554U062RJI7KSB7FAX:777777777777",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/777777777777",
"accountId": "111122223333"

I

"eventTime": "2023-04-12T19:00:227",
"eventSource": "managedblockchain.amazonaws.com",
"eventName": "getblock",

"awsRegion": "us-east-1",

"sourceIPAddress": "111.222.333.444",
"userAgent": "python-requests/2.28.1",
"errorCode": "-",
"errorMessage": "-",
"requestParameters": {

"jsonrpc": "2.0",

"method": "getblock",

"params": [],

"id": 1
I
"responseElements": null,
"requestID": "DRznHHEjIAMFSzA=",
"eventID": "baeb232d-2c6b-46cd-992c-0e4033aace86",
"readOnly": true,
"resources": [{

AT CloudTrail i8R tb4%E™ JSON-RPCs 41
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"type": "AWS::ManagedBlockchain::Network",
"ARN": "arn:aws:managedblockchain:::networks/n-bitcoin-mainnet"
11,
"eventType": "AwsApiCall",
"managementEvent": false,
"recipientAccountId": "111122223333",
"eventCategory": "Data"

AT CloudTrail iBERtb4E™ JSON-RPCs 42
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AXETHRBERE, EARXANBEREBERERXFEER , W —EUERXEXX RN,

xliii
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