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# A WebRTC B9 Amazon Kinesis Video Streams 24 4 ?

WebRTCR —IHF MEARAME , AFEIHEMNAXZIN K ENBNARFZ B ERE
(RTC) . APISEEANEFREEZNNER]ZRIFITRNBIERR , HiEM human-to-human3
B EMRIER B . WebRTCHSEBFE —AIETFIMY , @EEVYRENERE, FANATEEN S
#EA (TURN) AATEIEENNAT 2ERBFASEAER (STUN) , URAT peer-to-peeriZ 1%
ENATUENZ 202 EEFBERO DT,

Amazon Kinesis Video Streams I2HEF SR HER WebRTC SEIMER T EHNIINEE, B LA
Amazon Kinesis Video Streams with WebRTC &£ it 1T AR Kot RN 12 |, RAEEATHTEEK loT
REERFE WebRTC HBBIZ Web IBHEE 2 BIHTNEFMIEMMRE, EENXILEITERI
B, BAME, BESYT BEAES WebRTC XMW =EMZMH ( FlESHFESAFARSES ) EE
Z 4 1 B AR F MR B R A% R

A H WebRTC B Kinesis Video Streams , IR AR EN AR , AT peer-to-peerE &R &
R, EHNZM A EREYEKMIRE. W%,XIJ WER MBHIRE ZBAIH TR FMFEMMRE, X
#E’\JJ\“‘FE%EF—IJ«X%E‘EJJ CRFGER)LNER , FEEUUEAUMIIRRRERED , FXERGL
HHBEARLBNREETUBSETEFI LHOENBEELRRZEBEHNBA L EF,

WREE Kinesis Video Streams with WebRTC WEFTAF , BWEFAIEUTHE :

- ITHEFK

« WG Kinesis Video Streams A WebRTC FAXTEAK CESRA , EATHARIERE
« 48 WebRTC F & T E&HK Amazon Kinesis Video Streams 3& i T W& N B 2 JavaScript
s ERATZEMITE# Kinesis Video Streams WebRTC SDK

« SERAT i0S Wil & # Kinesis Video Streams WebRTC SDK

- PHIRE APIs

o B¥E¥H REST APIs

- BETFEMNEZEEF APIs



https://www.ietf.org/rfc/rfc5245.txt
https://tools.ietf.org/html/rfc5766
https://tools.ietf.org/html/rfc5766
https://www.ietf.org/rfc/rfc5389.txt
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/what-is-kinesis-video.html
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_Operations_Amazon_Kinesis_Video_Streams.html
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_Operations_Amazon_Kinesis_Video_Signaling_Channels.html
https://docs.aws.amazon.com/kinesisvideostreams-webrtc-dg/latest/devguide/kvswebrtc-websocket-apis.html
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X35 AT A 1

(® Note

B 814 F X &% 8 WebRTC #9 Amazon Kinesis Video Streams, AWS GovCloud (US)
Region

Amazon Kinesis Video Streams with WebRTC ThEE 24 T 5l X FF 1% :

X 15 & 5 AWS ith X5
EERI ( HEEM) us-east-2
EERE (FFRILMILE ) us-east-1
EEEI (HEBXM) us-west-2
IEM (FER) af-south-1
TWA#X (FE) ap-east-1
TA#BX (&X) ap-south-1
WA#X (BR) ap-northeast-2
MUK X (FTinig ) ap-southeast-1
TWARHX (&E ) ap-southeast-2
Asia Pacific (Tokyo) ap-northeast-1
MEX (HER) ca-central-1
ROt X (E=RE) eu-central-1
KR X ( FR=) eu-west-1
ROt X (62) eu-west-2

X35 7] A i 2
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$E AWS i X X53
Rt X (B2 ) eu-west-3
EEM ( E2RT) sa-east-1

TR

#H WebRTC Y Amazon Kinesis Video Streams XM &I KEEE. BaigZF MEMIF WebRTC By
MARFZENENAMBERE. ENNBRUIMRNARER. LBES. BAERUREHEM AWS BREE
REFFRETZLAT BENEMEN, XTNERFSHVEERE. A4NIERE  SHBRBRHR
THER N A ALH

&

- EEHE

- BAREEE

« STUN, TURN #1 ICE 2fthE T4EH
- A

BEEH=
LT B4 % F Amazon Kinesis Video Streams with WebRTC B ERiEFE S
EHEE

—RRE , FNAREFEBEIRRESHEEREIN, RE, BH ML peer-to-peerEiZ, 55
SEHERWAMNNARFHERUEI peer-to-peeriE ZM TIE, TR SFEAREDI NS
RIS SR EARMEAEER |, R R AR B ABERE S 17350857 =0 4% 5 o) 88 468 A A9 R 4% 4R 1%
Bx,

RAERRNARFUUSESREERFFEEE  ASFHONARFEEREN]. 3E
REYEMEEXRMREAR , TREEIETRE, EoREFA —MNFHEEF SN
EERNES  FANARFAEBE one-to-fewlBH b HEERE, AREENNAREFER
ConnectAsMaster APl FBE X R EWNRE , HESEFREE. AF , ZE 10 /MNNABRFAU
EI @A ConnectAsViewer API REAEEEFRTE , MEZTZETRE, EE(IEEEETHE
BE , ENARFNEESNABRFUUNEHERAGESHEE , LB BEHBEK peer-to-peerifi BV iE
#.

THEAR 3
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PUE

FAIELE BT HHE WebRTC B Kinesis Video Streams #7358, WEEFBNEE RN BRF
(flm  BHINENARERF. WEREGEL, REZSRGL, BILLEMNHRSE) .

34

REEBEFAEZICETRENNES , #BRARECHEEMAETEEN CERESSRIMES,

/A Important
Bel, —MEREERRE —IMERRE,

EEE
EEIETBENNESREBLETRENTRERANTRESR, EERTEBLLENET
BEARHMAEERNEERE, —/METEREKRZILUE 10 MNEENEER

BARBER

MIRFFHRE T WebRTC B Kinesis Video Streams Bt |, #RIE AT LAMZES] JLi0HE B RBRA L
#= , WebRTC H AR 22X L APIs BYHE K ZF 2

NAT BV 2iEEF XA TE (STUN)

— i, BT ARNEN A E U H i ER B[ PELESNES EEEENTMARSE,
A gkseis NAT BB (TURN)

BE IS TURN RS EBENEERA BT 2RSSR P AMEE S REIN I NAT REIF RS 2R,
SRR (SDP)

—MEREENSREERNBTNRE , floHR, KX, FEEE. NEF  UE-BERHE
AN ER R A EERE,

SDP 21X
HAEARIER SDP R , REENSEHREUIRHIERLTE, CHEAMFEEABENENT
[T

EAREE 4
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SDP N&

RIEE WM MBI ARSI BRI TR EN SDP HE ., NEEHTEESINENAH. S, R
FREVFRE F MR R T BMRESZ

REREHER (ICE)

SVFIER Web 328 5N F R EEAESR.
ICE {Ri&I1

RENESHREB A TRENS %,

STUN, TURN # ICE 2 {a#ET/ER

UEBIMNRBEFHINES AN BHER , ENERERH WebRTC Xt ER @ EMARA L5 (Hla0 , M5
WMRNAEF ). 3 ABTHRIESBRIREMFL?

EEEIBHNARR , ANNAREFYSMER SDP 121, SDP RUNITEFX ANNABRFERY
M2ENEER  SRECANEFREDSR, XEFM2EFLERWM2ES., ©EEE ICE RERFIX ,
XEARIETIR B N AREFATUZIRARERS A® IP MigOX,

EE ICE RIEMYIR , AWNARRFTE STUN RES|AE —R5ER, BRE[REKEEROLAE
IP bk Fs OX. A BRAREFENXNRMNE ICE BEmSRP |, aiFR , ©UWE ICE {RIEA,
—B ANRNARFZRWE ICE Ei&Mm , ©r LURE SDP,

ETR, ANNARFSAIESIXENAREFHATEENESEEN SDP &4 B N AR
Fo WebRTC #R/ERKRIEER TR EA RPN, ©ALUET HTTPS WebSocket, &2 EF
M E B E IR IT.

% , BWNARFLHEK SDP NE. B HNAEFER A EL—SHERANARISER . K ICE
RiETE, Rje , BHNRAEFFEERRNI SDP NEFIRELS A NARRF

£ A Ml B R#RTEST SDPs , 1T —RIEBUERE, BIMNARFPH ICE BEEEHRIEIP/
port pair from the list it received in the other party's SDP, and sends it a STUN request. If a response
comes back from the other application, the originating application considers the check successful and

marks that IP/portXf R BMH ICE {REXT R,

A IPHRAXN EERERERERS , NABRFDEAREEARNRNBERN 2 — HEE—IX
B, REFHENARRF 2 ERD.

STUN. TURN # ICE 2a{athE TR 5
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MREEA-—NMNARFERTIED 7T EEMERERN IPARAX , B4R E TURN BRSSER& H STUN i

SREGREUE hrpdisthnt, kit R —MAH IP it Mix0 , AT RERNBESRAINARFH
MNAERFRERRIINEES , LiREPHbit. RiF , Jvflzqﬂilii&ilt?@bu FRiEmFI&RS |, FES
ERBEEHITRR,

Zikes

Kinesis Video Streams with WebRTC AIEFLL T A& :

- BERE@

I ERA G AR E N4 Kinesis Video Streams with WebRTC 5588, EXEZELR , &
2 Amazon Kinesis Video Streams APl &%,

- EEREES

ERTHHEEWebRTCETHR , XEIRIATNAEFZEHEEEREU#HITENEAR, peer-
to-peerlE TE K 2IE Amazon Kinesis #1571 APIs REST 1 —4H Websocket, APls

« STUN
HEAHEE STUN KT R, SELRTRAENARFEGERLT NAT Sl AERENARNAER
£ IP ik,

« TURN
HEHEE TURN If R, XERIRTENAREFTERIE WIFEEBEE R imdt TEEFP % peer-
to-peer,

* Kinesis Video Streams Streams WebRTC SDKs

BALERENNABRFEFHR LT, ZRMEEXLERGE , FEBWebRTCINEER VLY EX
1% % BEfB 3 171K peer-to-peerfEI R IRMAETR, ©11 SDKs R ERE, iOSFIM LR FAREF & imee
%I FKinesis Video Streams 5WebRTCE 4. TURNFISTUNIIRES(EAHFEWebRTCHREN B
0 =

« 5% Kinesis Video Streams /8 WebRTC FA T EAW CESHRA , EATHARRE
« 48 WebRTC F & T E&HK Amazon Kinesis Video Streams & T W& N B2 JavaScript
s ERATZEMITE# Kinesis Video Streams WebRTC SDK

« SERT i0S Wi & # Kinesis Video Streams WebRTC SDK

At 6


https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_Operations_Amazon_Kinesis_Video_Streams.html
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_Operations_Amazon_Kinesis_Video_Signaling_Channels.html
https://docs.aws.amazon.com/kinesisvideostreams-webrtc-dg/latest/devguide/kvswebrtc-websocket-apis.html
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REER

RN R Amazon Kinesis Video Streams & WebRTC Bl & FEANEARRSEER , BIEMEERM
g, ehaEaxifiiERENER.

Bx X 25K

Kinesis Video Streams with WebRTC HE SRS HAN —MEERE :

« HTTPS AEETE https://*.kinesisvideo. {region}.amazonaws.com B93H =
« WebSocket SimRERK wss://*.kinesisvideo.{region}.amazonaws.com

« {4 F stun:stun.kinesisvideo.{aws-region}.amazonaws.com:443 B9 STUN fRS523%

« fF turn:_._.kinesisvideo.{aws-region}.amazonaws.com:443 F
turns:_._.kinesisvideo.{aws-region}.amazonaws.com:443 9 TURN ARS5 85
@ Note

IPv6 STUNFITURNBRSS 25 B Bl X it tit o

¥EA RTCPeeriE#ZY —& 7 , WHFMK 2B LRI ATAE T TCP 5 UDP,

REHBNARFHIEEBEIBESNTEAD IP ik LR B4R ICE 1Rk O MM SRELE
# peer-to-peeriEfE, XEFRETA TEHFERAXEBRETEEER, G253 , ERTLUE
MIEE,

SIS

MRBERBEEES[WHEHELAXBFREZHIERKTEM No valid ICE candidate 2ZEWBEZE , N
AERBEMEEZER, WREHANIEHEIEEEERE  SINELEHR , NAESEEXTER.

EFREEEB | BT TERE
- MREBLREZTRZWER TURN | BS54 B A TURN,

TURN £ C SDK HBRIAKLF /B FAIRA. £ JavaScript SDK # , TURN only#E NAT &7 Hik
FSTUN/TURNER,

« NTERBROME , flmilMeg  FEAEMATANME (BERHTENE ) .

REER 7
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MRIEEREZERE VPN |, BT ER.

® Note

& O] LLZ B Kinesis Video Streams TURN RS 251REIfY 403 Forbidden IP 48i%. AR ER4E
2@@’%‘localhost IPs192.168. *5 23K ICE {&%i%X110.0.0. *,
ARESSH—L& ({EFR2EP ) ICE fRiEX LM,

i IEFE R THYIE S
BNAFETELSHERIN, B4 WebRTC EZMIAME , BRE AWK,

BT LA R & export AWS_KVS_LOG_LEVEL=1 HIFETENRFEIARKE SDK #9 VERBOSE £ 3|
B &,

@ Note
AR 2 B RV R B B B R B BMRIERY |, ICE RIEFFIR E 5 1IRIRAS 0x52a00000d.

EXBELFINEZEE , BSREGIitHuUb,

export AWS_KVS_LOG_LEVEL=1
./kvsWebrtcClientMasterGstSample TestChannel

FBEERRCTUTHRNAE. MXERAESP , BUUBIARERNEZE] (ICE) REXNR (IP i
MO ) MATEREXS

2023-02-13 05:57:16 DEBUG  iceAgentReadyStateSetup(): Selected pair wlUdVSfE+_/

CuBellpl, local candidate type: srflx. Round trip time 7 ms. Local candidate priority:
1694498815, ice candidate pair priority: 7240977859836116990

2023-02-13 05:57:16 INFO onConnectionStateChange(): New connection state 3

2023-02-13 05:57:16 DEBUG rtcPeerConnectionGetMetrics(): ICE local candidate Stats
requested at 16762678365731494

2023-02-13 05:57:16 DEBUG logSelectedIceCandidatesInformation(): Local Candidate IP
Address: XXX.XXX.XXX.XXX

2023-02-13 05:57:16 DEBUG logSelectedIceCandidatesInformation(): Local Candidate
type: srflx

B EER TR ES 8


https://github.com/awslabs/amazon-kinesis-video-streams-webrtc-sdk-c/blob/master/README.md#setup-desired-log-level

Kinesis Video Streams Amazon Kinesis Video Streams WebRTC FF & A R 155

2023-02-13 05:57:16 DEBUG logSelectedIceCandidatesInformation(): Local Candidate
port: 38563

2023-02-13 05:57:16 DEBUG logSelectedIceCandidatesInformation(): Local Candidate
priority: 1694498815

2023-02-13 05:57:16 DEBUG logSelectedIceCandidatesInformation(): Local Candidate
transport protocol: udp

2023-02-13 05:57:16 DEBUG logSelectedIceCandidatesInformation(): Local Candidate
relay protocol: N/A

2023-02-13 05:57:16 DEBUG logSelectedIceCandidatesInformation(): Local Candidate Ice
server source: stun.kinesisvideo.ap-northeast-1.amazonaws.com

2023-02-13 05:57:16 DEBUG rtcPeerConnectionGetMetrics(): ICE remote candidate Stats
requested at 16762678365732111

2023-02-13 05:57:16 DEBUG logSelectedIceCandidatesInformation(): Remote Candidate IP
Address: XXX.XXX.XXX.XXX

2023-02-13 05:57:16 DEBUG logSelectedIceCandidatesInformation(): Remote Candidate
type: srflx

2023-02-13 05:57:16 DEBUG logSelectedIceCandidatesInformation(): Remote Candidate
port: 45867

2023-02-13 ©05:57:16 VERBOSE signalingClientGetCurrentState(): Signaling Client Get
Current State

2023-02-13 05:57:16 DEBUG logSelectedIceCandidatesInformation(): Remote Candidate
priority: 1685921535

2023-02-13 05:57:16 DEBUG logSelectedIceCandidatesInformation(): Remote Candidate
transport protocol: udp

A WebRTC RSECEH ML Z# Kinesis Video Streams
Kinesis Video Streams with WebRTC EB U T IRERE :
/A Important

UTRSEFMELRKREH [s] ( TLAEM ) , ELARELH [h] ( TEEM) o ETRF , &
HEEMRSEFHZLEE [s] M [h.

(@ Note
TPS KRERBUHIRZ KB

ES}

RE 9
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o ¥ E API BRSS B E
5% API RS Bi &l
TURN AR5 B &
WebRTC $REUARSS ELdl
HUEBEBR

2P H AP RS BLHR

T—T ARG EONRSE APIs,

API AT K API ER
ER AWS ik F

CreateSignalingCha 50 TPS [s]
nnel

DeleteSignalingCha 50 TPS [h]
nnel

DescribeMediaStora 50 TPS [h]
geConfiguration

DescribeSignalingC 300 TPS [h]
hannel

GetSignalingChanne 300 TPS [h]
IEndpoint

ListSignalingChannels 50 TPS [h]

ListTagsForResource 50 TPS [h]

B ARBRASNE AWS
TP ) AWS X5

- NREERED ( 35
HFRWLALEB ) (us-
east-1) MEXEHA
BB (BB ) (
us-west-2 ) ——
10,000

- AEMXIFHEX

1-5,000

FEH

TEH

FEH

FEH

TEH

TEA

BB S A API

ERE

RER

5 TPS [h]

5 TPS [h]

5 TPS [h]

FEH

FEM

5 TPS [h]

PRI E AP RS B



Kinesis Video Streams

Amazon Kinesis Video Streams WebRTC FF X A R I8

API

TagResource
UntagResource

UpdateMediaStorage
Configuration

UpdateSignalingCha
nnel

E5 APl RS BLE

FAREZAK API B3R
HEER AWS JiK

50 TPS [h]
50 TPS [h]

10 TPS [h]

50 TPS [h]

BANZAYE AWS S MNMIUENERK AP

T B AWS X BERE

FERA 5 TPS [h]
FER 5 TPS [h]
FER 5 TPS [h]
FER 5 TPS [h]

LU &85 T 4R Kinesis Video Streams with WebRTC FIE A BN RSB, EXEZEER , B

7 TYEFR K.

API KIBEEZEINRA BNEE BNMEEN EREEN SAKZERE

GO_AWAY HE TR HA WEKRKAPI BAHKRE K $E R [A]
BERER BE#

ConnectAs 1 %F (h) 3 TPS (h) 1(h) 1 /B (h) 10 & (h)

Master

ConnectAs 1 %4# (h) 3TPS(h)  10(s) 156 (h) 10 240 (h)

Viewer

API B K APl iFRER RIHBE B KD

SendAlexaOffertoMaster - B/MEFIEE 5 TPS (h) FER

%&1% ICECandidate

- AWS X1 B AWS IKF= (s)

100 TPS

= WebSocket E# 20 TPS 10k (h)

(h)

55 API FRSSBLER
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API B K AP| iEREE BAHE AR KN
&% SDPAnswer S WebSocket #E# 5 TPS 10k (h)

(h)
&% SDPOffer S WebSocket #E# 5 TPS 10k (h)

(h)

TURN BRS5ELEh

AT E5 M4BT Kinesis Video Streams W|th WebRTC H Traversal Using Relays around NAT
(TURN) AW IRFRM. BXEZER , HZ5H TEH.

APl ZR&H =]
GetlceServerConfig - BNMETIEE 5 TPS (h)

« AWS XiF & AWS IKF (s) 100 TPS

Heag R 5Mbps (h)
EE 4 A AR 5 2% (h)
LR HMETEE 50 (h)

WebRTC SEUAR S5 B &

LT &9 48 T Amazon Kinesis Video Streams WebRTC FiE4AF&IA GRS BEH. BXxEZE
B, #®2 FA% A WebRTC B9 Amazon Kinesis Video Streams RiREUF 176 H1E

JoinStorageSession

« API| :
- 8 AWS Ik /= -50 TPS (h)
- BNMIE-2 TPS (h)

- MAEDH
 HE4F2R-1 Mbps

TURN BR&ELER 12
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o 2EEHK-1 /DA (h)
- ZERER-3 2% (h)

R HEER
BREE— P EREN-— RS EERERTEMEDBE,

&
THRSS N ERHBERIEMETEE,

£ WebRTC i8] Kinesis Video Streams

B LABEE A T EM AR EA Kinesis Video Streams with WebRTC :
AWS Management Console

Al7 AWS Management Console

ZEFHAR—NMETRREMNAR , BTHRIMER AWS RS , 2FHHE WebRTC B Kinesis
Video Streams,

AWS SDKs

AWS REBRHTTREHN (SDKs) , EFSFERATEMREESNFE (Hlm

Java, Python. Ruby, .NET, iOS. Android & ) BEMTRHINKB, X SDKs 12t 7 —fiEid
WebRTC #8237 Kinesis Video Streams H 4w HRINXRVERHFX. HXELE AWS SDKs , &
MATHEMEZREN] , HSHEER T Amazon Web Services T E,

Kinesis Video Streams with WebRTC HTTPS API

YRA] LB WebRTC i518] Kinesis Video Streams , L A LAEH T A We AWS bRTC HJ Kinesis
Video Streams LA4RTEH 151 Kinesis Video Streams , © A FREEB RS XL APIs API &
R, BXREZELR , FS L D% Kinesis Video Streams Video Streams APl &%,
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https://docs.aws.amazon.com/awsconsolehelpdocs/latest/gsg/getting-started.html
https://aws.amazon.com/tools/
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_Reference.html
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Al

K ¥ 418 aN{a] £ Amazon Kinesis Video Streams with WebRTC F#1T FEMES :

- REBEWN AWS IKF HAIBEER,
« £/ WebRTC E5iBiEA|Z Kinesis Video Streams,
+ 7£ Ingenic T31 B4 £ WebRTC 1% & Kinesis Video Streams,

MRS EEHEH Kinesis Video Streams with WebRTC , W &k T/EH .

RE— AWS Ik

B X fEA Kinesis Video Streams with WebRTC #i , B2 TES :
i

o SEMFRER AWS K F°

- SIEEEEEGERRNAS
- B2 AWS K 24

EMERE AWS K 7~
MBASRA AWS IKF |, BREA T SRR~
ZE AWS I

1. $TFhttps://portal.aws.amazon.com/billing/3E AR
2. EZEBE®ELMHBARE.

FEEMET , FHETBRENREIEE  EREAREREHA — MRS,

HIGEMET AWS IKF |, LR BIZAWS IKFRAF —1 RAFERGRIZKS RHRAE AWS
RS MRF. FAREREREK , FAAFIEERLRANR , A BRERARAFKKTEER
AP HRRRNES

AWS EMERERELEERE —HBINB FEH. &AL 8IE https://aws.amazon.com/F 1%
“BOKF” , E5EYINKFENHEBEENK,,

RE—N AWS K- 14


https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://aws.amazon.com/
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SIEEREEGRNRNAF

AEME , FRIPENZS AWS IKF AWS KPR AF AWS IAM Identity Center , /& A SI2EEH
P, XEERT 26 root AFHITHEES,

R IREY AWS K 7= 48 A 7

1. %3 Root A i AZK AWS IkF B FapfFihit , UIKFFIEENSHEF. AWS
Management Consoleft F—W £ , i ABH L,

ERIMEABRAFRERIENEE , B35/ (AWS &% AF#ER) H M Signing in as the root

usero.

2. RENBAFPBRZESHRIE (MFA),

BXRUEA , FSEIAM BAFEETHN AWS K- RAFSEAEL MFA R% (BHE )

BIEEEER T E R A
1. J3 A 1AM Identity Center,

BXUE |, BSHE (AWS IAM Identity Center FiF1§8) ##Y Enabling AWS IAM Identity
Center,

2. £ IAM Identity Center 7 , AP R FEEIHRINR,

BXREA IAM Identity Center B & N S RNHE , 25 (AFIERE) 1AM Identity Center
B A B9 A BRIAREELEAWS IAM Identity Center FA P 17 R4 R

UERERBRNRNAFSHER

EE A 1AM Identity Center A B0 %% , BERSBELIZE IAM Identity Center i PR & )%
B SR B B T R 44 b 1k Y B Fe P Ak

BXMEH IAM Identity Center AP ZZH#HE , B HAWS 2% AP EEFHER AWS iFE)|]
o

AR R 2 Eo 4 H o P

1. %E IAM Identity Center 7 , SI2 —MXPRE , ENREEREN A K BN R REME.

BIZEFEE I RR A 15


https://console.aws.amazon.com/
https://console.aws.amazon.com/
https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
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BXRUHA , HSHE CAWS IAM Identity Center A $§R) F#Y Create a permission seto
2. MAFPSEE—NE , RARRZEDEE LB FIHENR,

B , H30 (AWS IAM Identity Center FAF#ER) ##Y Add groups.

212 AWS ik F 22 4A
REE— AWS Ik /7 2340 = R8T WebRTC U 42 /5 R 5 [l Kinesis Video Streams.

EOZ AWS IKF & |, BHITUTRE

1. &% AWS Management Console 3] FF IAM #2#|& , Bt Fhttps://console.aws.amazon.com/
iam/,

2. ESMERER Users (AF) , AFERE Administrator (B2 R) A,
3. ERRLFEINEVF , RFEFRCIEHEHA.
4. BRHEEA ID, ERBFRIZAITERETR , AREEWETFRIEHR,

BEET

w8 WebRTC S EEM Kinesis Video Streams AJ{E# £ WebRTC & Fim 2 B 2 3 M4 E#PE
HETHERK, peer-to-peere LB LFHIRININ (SDP) INMMLSESHERNWINGE , URKRER
HEREEY (ICE) B8 M4EE B,

E|BEHEE , FAA CreateSignalingChannelAPl, AT A &R RIAIE A AWS Management
Console AWS CLI, fEH—kFA 1% APl AWS SDKs,

/A Important
I T8 ARN , HRIR& R EIAY,

AWS Management Console
RATUATR4E -

1. 1£ HOME/#/Signal ingChannels £ 3$JFF Kinesis Video Streams 15§ ¢ S8 12 %l & https://
console.aws.amazon.com/kinesisvideo/,

I AWS K= Z47 16


https://docs.aws.amazon.com/singlesignon/latest/userguide/get-started-create-a-permission-set.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/addgroups.html
https://console.aws.amazon.com/iam/
https://console.aws.amazon.com/iam/
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_CreateSignalingChannel.html
https://console.aws.amazon.com/kinesisvideo/home/#/signalingChannels
https://console.aws.amazon.com/kinesisvideo/home/#/signalingChannels
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2. %$® Create signaling channel (B|Z{ESEE).
3. HAUEFMNESEERHEL , MAGETEENEN.

FFERIA Time-to-live (Ttl) EREH 60 B,

i%£3$% Create signaling channel (BI2E % &EE).
4. —HAEENBRE  EEENFAGENHA LEFHIFAER.

AWS CLI

HWINEE AWSCLI ZEHEET. BXEZEEL , 55 AWS Command Line Interface {fF
}EE) .

BXRLHWE , 25 (AWS Command Line Interface AFE®E) . REZTHRGE , AWS CLIER
EREMXEHITES,

H# , TS AWS CLI REFEEM AWS CloudShell L%, BXEZEE , HSH AWS
CloudShell B8/,

FERALUT&SIEITLLT Create-Signaling-Channel #54% : AWS CLI

aws kinesisvideo create-signaling-channel \
--channel-name "YourChannelName" \
--region "us-west-2"

HNEERSUTHEEL

{
"ChannelARN": "arn:aws:kinesisvideo:us-
west-2:123456789012:channel/YourChannelName/1234567890123"
}
AWS SDK

WRBEBRBERERRT OAEREAT v2 9 SDK 8l2#H A WebRTC 55 BEH Kinesis Video
Streams. AWS JavaScript &2 5HMIELTRE AWS SDKs , E—fRESMHEE. ELEEFRE
WA RHIGitHub,

2% Kinesis Video Streams &, XZH T CreateSignalingChannel APl B & F i,

const clientConfig = {

HEEFEE 17


https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html#getting-started-install-instructions
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-quickstart.html#getting-started-quickstart-new
https://docs.aws.amazon.com/cloudshell/latest/userguide/welcome.html#how-to-get-started
https://docs.aws.amazon.com/cloudshell/latest/userguide/welcome.html#how-to-get-started
https://docs.aws.amazon.com/cli/latest/reference/kinesisvideo/create-signaling-channel.html
https://github.com/awslabs/amazon-kinesis-video-streams-webrtc-sdk-js/blob/master/examples/createSignalingChannel.js

Amazon Kinesis Video Streams WebRTC FF X A R I8

Kinesis Video Streams

accessKeyId: 'YourAccessKey',
secretAccessKey: 'YourSecretKey',
region: 'us-west-2'

13
const kinesisVideoClient = new AWS.KinesisVideo(clientConfig);

FRAZEF®IAA CreateSignalingChannel APl

const createSignalingChannelResponse = await kinesisVideoClient

.createSignalingChannel({
ChannelName: 'YourChannelName',

1

.promise();
T EN M@ RZ
console.log(createSignalingChannelResponse.ChannelARN);
BERB RGN KR M AE EFEAGItHub, MIAZRKXIE, AWS FIEMESIHEN A K.

TR BIRIE,
5 Ingenic T31 £/

(® Note
AWS REEAARNIATIZGHA , R RIEERSEEZT. AIEEETIL L Kinesis
Video Streams Video Streams HIBARINiX , EERBIEFEFIREIRR

BREBLLT HBRIE Ingenic T31 FEH EEH WebRTC & B & Kinesis Video Streams.

TR
1. RBEEKB .
EARHFER |, E£DownloadsX#HFingenicFEIE— MBI E F,

mkdir ~/Downloads/ingenic

RIEAIT @ Ingenic T31


https://awslabs.github.io/amazon-kinesis-video-streams-webrtc-sdk-js/examples/index.html
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cd ~/Downloads/ingenic

2. FUTEMEEREIEINETE ZT : https://github.com/aws-samples/amazon-kinesis-video-
streams-media- interface.

git clone https://github.com/aws-samples/amazon-kinesis-video-streams-media-
interface.git

REEIRR

1. REBEIEHEMNTMERN docker EEHFEBMANHR, ingenic

/A Important
TE#ETRRERM CPU KREMR, BEHENEHERERN TR,

2. f0# d Ingenic-T31-app-build.tar.gz ocker &%k,

docker load --input ./Ingenic-T31l-app-build.tar.gz

FERsa

580272b5675c: Loading layer [==================================================>]
1.666GB/1.666GB

Loaded image ID:
sha256:76d41ef9b2f53ad32a33f00ael10df3d1b491378a4005e19€a989ce97e99bcl

i FImage Id. T—%H{RE o

3. BEITUTHSHENLMNYEIEF (~/Downloads/ingenic) ##F Docker BEEHNHY/
ingenicMappedFolder B &,

A %JIJE LR BEERBEER TIETER. REFEAERERAM Bash shell 7, ERFRE

docker run \
-v “pwd’ :/ingenicMappedFolder \
-it 76d41ef9b2f53ad3f2a33f00aell0df3d1lb491378a4005e19€a989ce97e99bcl \
/bin/bash

REMEHRR 19


https://github.com/aws-samples/amazon-kinesis-video-streams-media-interface
https://github.com/aws-samples/amazon-kinesis-video-streams-media-interface

Kinesis Video Streams

Amazon Kinesis Video Streams WebRTC FF X A R I8

4. BFZ/ingenicMappedFolderXHRHNBLUBINBEESESRE KM,

B

1s /ingenicMappedFolder

el R

AWS-Solution-Remote-Diagnostic-Media-Interface Ingenic-T31-app-build.tar.gz

5. I8 docker REERBRETHELE -

B

env

el R

CC=mips-linux-gnu-gcc
CXX=mips-linux-gnu-g++

PATH=/mips-gcc540-glibc222-64bit-r3.3.0/bin:/usr/local/sbin:/usr/local/bin:/usr/

sbin:/usr/bin:/sbin:/bin

6. WIF docker A EAREE T E4EH Ingenic SDK, BMiZM F/ingenic-sdko

B

1s /

el R

bin
boot
dev
etc
home

ingenic-sdk
ingenicMappedFolder
lib

1ib32

lib64

1ibx32

media
mips-gcc540-glibc222-64bit-r3.3.0
mnt

opt

proc
root
run
sbin
SIv

sys
tmp
usr
var

REMEHRR

20



Kinesis Video Streams Amazon Kinesis Video Streams WebRTC FF & A R 155

£ WebRTC RN HEFME Amazon Kinesis Video Streams

1. BAUTHE :

cd /ingenicMappedFolder/AWS-Solution-Remote-Diagnostic-Media-Interface

cp -r /ingenic-sdk/* \
/ingenicMappedFolder/amazon-kinesis-video-streams-media-interface/3rdparty/T31/

export LDFLAGS=-W1l,--dynamic-linker=/1ib/1d.so.1

mkdir build

cmake -B ./build -DBOARD=T31 -DCMAKE_BUILD_TYPE=Release -DBUILD_WEBRTC_SAMPLES=0ON \
-DBUILD_KVS_SAMPLES=0ON -DBUILD_SAVE_FRAME_SAMPLES=0N

cmake --build ./build --config Release

Zkvswebrtcmaster-staticMAE~F{ZF/ingenicMappedFolder/AWS-Solution-
Remote-Diagnostic-Media-Interface/build/samples/webrtc/,

2. BITLLTHSIEY docker 2% :
exit

3. EEMENL  ¥iFkvswebrtcmaster-staticMARFERFE.

1s ~/Downloads/ingenic/AWS-Solution-Remote-Diagnostic-Media-Interface/build/
samples/webrtc/kvswebrtcmaster-static

MMARF LETIRE

1. EENENL  FHSHH XA EHZE micro SD R,

cp ~/Downloads/ingenic/AWS-Solution-Remote-Diagnostic-Media-Interface/build/
samples/webrtc/kvswebrtcmaster-static /Volumes/IngenicSDCard

2. TEIXA .pem XHAHFEBA micro SD £ , @, cert.pem
3. ¥ micro SD =M A micro SD R,

Connect EEZNEE

1. HHETROTEEEIER , WTAR.

£ WebRTC R AR FHITHE 21


https://www.amazontrust.com/repository/AmazonRootCA1.pem
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2. FMUARMEFELBEBAIRSE., 46 LED R,
3. FEHEVIEZEIETHAOTE R micro-USB 1,
4. REEZENIRE :

1s /dev/tty.*

(® Note

MREEZANTTY BE , FEEBD TTY 8% 2 Ingenic T, MFFREZESEVMIE
B, IsRAREHMET. kRS THEAREER.

5. fffscreensEMBTIHOTE (HIW Tera Term ) EER T, FRIEFRRERN 115200,

screen /dev/tty.usbserial-XXXXXXX 115200
6. RFEERAVRTEEHENERE

« WR shell 2ENER# , WEHEHFM, EAbootaw TR Linux BIERS , REHREMITIL
SROHERED

Connect E#EEE % 22
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« WA shell 2FEREEF , FRALHNEZE,
- MERFFNZEH , 5 Enter,

- MRRBIE REEIRCannot exec '/dev/tty.usbserial-XXXXXXX': No such file
or directory , BFHAREFZIRMEN 2 BN FTEWIEEE,

¥ micro SD FZEEERL

1. BIEBF:

® Note
EXANMIFH , HEANRsdcard,

mkdir /tmp/sdcard

2. BALLTHZAS micro SD FRERIX 4K :

mount /dev/mmcblk@pl /tmp/sdcard

3. EFRXMHRHIANE:

1s /tmp/sdcard

EITNARER
1. SMIEZEWEZR
cd /tmp/sdcard

2. NEBLSHENTUEMHEMES !

export AWS_ACCESS_KEY_ID=ID

export AWS_SECRET_ACCESS_KEY=key

export AWS_DEFAULT_REGION=us-west-2
export AWS_KVS_CACERT_PATH="pwd /cert.pem

& micro SD FZEEER L 23
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3. BITNARER:

./kvswebrtcmaster-static channel-name

EERRK
EEERG  AUEEESMERIESINE. AXTH , FSANTHS

« JavaScript
AWS Management Console

* Android

- 08

i BEBEBR

AT IEBRMERHE N [A) B A 6 &

HERGEEREZIRNVENHZTHLs /dev/tty.* | RRETFSHI,

RIDEENARLARERE , URRERBEH . BE USB-to-TTYIRZ LMFTHE LED BRI R
Beid, MREMARIBIFEE , BEHRHENEHUE — S LM EREE R,

BARFLEEEIES

MR THEIRZ—

SSL error: certificate is not yet valid
®E

2024-09-19 08:56:34.920 WARN lwsHttpCallbackRoutine(): Received client http read
response: { "message": "Signature expired: 20240919T085634Z is now earlier than
20240919T155135Z (20240919T155635Z - 5 min.)" }

XEWRE Ingenic TR LAVREAFER, BIIZ{T date TR ITHIE. RIFHANEHHBRERH |
REBREITRNRAER.

EFENE 24
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BIENHERE , NARFBEITER

MRBIRW TR

-sh ./kvswebrtcmaster-static: not found

XERERERETERIINARFI ELF FREP I HAKBI, 40, libcEiRE L
i

¥ BERTAEANTEESTRARTRE , REFESFIRE (LDFLAGS) K IEW S [0 i 75 B B B%
£, NS BS TR RARER,

BRI TESE (uclibcSHRAXNL ) glibc 5SER EWEAEICE , HLDFLAGSIEIEH 3
1Tthe section called “fEf WebRTC M AR F#HTHERE.,

L04a] EN &% micro SD & ?

E % microSD F , HERAUTHS :

umount /tmp/sdcard

R 25
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[E B (SDKs)

£ Amazon Kinesis Video Streams WebRTC A , W F ik ZF 2B ENBIESEEH TEN, NEEH
Hi&k%, %48 WebRTC B Amazon Kinesis Vid SDKs eo Streams easy-to-use R #FE , B LG H
TEHARREEE A EGTRERENINEREFNRENNAREEPin L,

#H WebRTC B Amazon Kinesis Video Streams BIELLTHZA : SDKs

« WG Kinesis Video Streams w8 WebRTC AXTEBW CEERAE , EATHRARER
« 48 WebRTC & T E&HK Amazon Kinesis Video Streams 3& i T M & N B2 JavaScript
s EATEEMIS# Kinesis Video Streams WebRTC SDK

- &R T i0S Ml B3 Kinesis Video Streams WebRTC SDK

B SDK #EEMHNK RHIM step-by-steplii B , AIHBEHEMZTXENAREF. BUUERAX
L # RIEWeb/Android iOSR AR F RMARNRENEMAS B ITEREER, E7E. NEFMAN

SIRA R AR SR, RAE W |, B USSR F MMM R A R KR B R A AZ 8 2| Android 5
Web MARERF , HEM Android N AREF 2RI TRINEH.

I 5% Kinesis Video Streams w8 WebRTC A AT EEZH CiES
MRA  EHTFR®RARIKZ

AR step-by-stepii AR T A A BARIRE T8, WENETHAE WebRTC SDK# CIESF X
T EAM Kinesis Video Streams & E 48R R4,

XFA T 4migao s

o B
 G.711 A-Law
+ G.711 U-Law
* Opus

< 4
+ H.264
+ H.265
+ VP8

ERATMARIZREN CSDK 26
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& SDK

ETE C hERATHARIZEZM Kinesis Video Streams with WebRTC F AT ES  EETHUA T

A .
T .

$ git clone https://github.com/awslabs/amazon-kinesis-video-streams-webrtc-sdk-c.git

% SDK

/A Important

£ macOS LERXEL R |l , IRIFEM macOS WA |, BAMIZIT xcode-select
--install THHFEGFTTIENGRLNHMH4 T, ARFBEHTF/Library/Developer/
CommandLineTools/Packages/mac0S_SDK_headers_for_mac0S_10.14.pkgHizBR
ZREFZEDTITIENRL, XEREIFEEAA cmake BIIT—R. MREEL R
KTwSITIENGRL  WEEBRETRSES,

SERUATSER -

1. &% cmake :

« £ macOS Liz1T brew install cmake pkg-config srtp

 f£ Ubuntu £321T sudo apt-get install pkg-config cmake libcap2 libcap-dev

2. FRIERTIERE AWS K 815 B 24340,
3. EITUTHESHELTEHN WebRTCC FATEQFBE—4 build B , FMBHIT cmake :

$ mkdir -p amazon-kinesis-video-streams-webrtc-sdk-c/build; cd amazon-kinesis-
video-streams-webrtc-sdk-c/build; cmake ..

4., IM1E , SHMBINER ERSREIEMN build B , ABE1T make A WebRTCC F XL E
SR EIBEHE RG],

T & SDK
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=[]

@ Note
MRREEAREE gstreamer )”U%}”ﬁ*@@ kvsWebrtcClientMasteertSampleo
EWRER (£ macOS L ) MEWN , BAUIIZEIT : brew install gstreamer gst-

plugins-base gst-plugins-good

1Z4T SDK R4
TR ERNRERE  RERAAESN build ERHEANUTROSERERS |

« kvsWebrtcClientMaster-tb AR ERE T EIE RIEHEAR H264/0pus M ( & Z : /[samples/
h264SampleFrames and /sampIes/opusSampIeFrames ) o BHEZEANTM (WRENKSEFR
BRA ). ERRBFBPAERN , ©RITENLiREP USRS RBESH TBE.

« kvsWebrtcClientViewer - tb N AR $Z3 R~ H264/Opus M H 3T EN H 3K,
« kvsWebrtcClientMasterGstSample-bt R AR NE B K EF A H264/Opus M. GStreamer

BETEMXLERE , TERATER
1. EREN AWS K/ FRIREERIINR

export AWS_ACCESS_KEY_ID=YourAccessKey
export AWS_SECRET_ACCESS_KEY=YourSecretKey
export AWS_DEFAULT_REGION=YourAWSRegion

MREFEANRIGH AWS IE$ |, FRNSHENFSHE
export AWS_SESSION_TOKEN=YourSessionToken
MREETREEHEN CAEREE , WALAFERAUTEZEHITIRE !

export AWS_KVS_CACERT_PATH=. . /certs/cert.pem

i=1T SDK R4l
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® Note
ZRIAER T , SSL CA MEHIRE RN ... /certs/cert.pem , B 18 [ # bk F 4% FE 1 #9 3T
. GitHub

2. BYFAERETRERMNBEMERATRINARFRETE—NARF. NARFEAEGEM
WEMBIREFEE, F, EGIE—NE R myChannel WESBEEHF KRBT IZEE X% RHE
H264/Opus 1l , HETUATHT :

./kvsWebrtcClientMaster myChannel

L SITRARFITH Connection established Bt , BA[ AL T — 45,

3. HELNESEECHE  HEEENFTRELEFEARRERITE , EAUEFILR. Hla,
WO LATE Web N ARFHEFRLERMR. Ntk , BRBERROINARZEFPHNSRITH WebRTC
SDKMiATE , HEALRE LEAETRZ[EEN AWS HEEEFNERNESBEEIRELUT
' :

R E4A ID
PR 173 [7) B2 4H
STEERWN
/A ID (Wi )

%% Start viewer (B EFER) LS 30 RHI H264/0Opus A S5 AT 905505 =X A% 481 o

MR AE

RMSTCER T MANEE R B A H T B ERER T WebRTC #) Amazon Kinesis Video Streams.,

#HAH WebRTC FF & T E&H Amazon Kinesis Video Streams i&
T W& R A FERF JavaScript

YR 7] LATE R 48 B A2 F P # ZIH A WebRTC SDK JavaScript B Kinesis Video Streams K E N R
#l, GitHub

£
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- &% SDK

« WebRTC #4#F & I B JavaScript @3
- FATRBINARERF

- WEREINARERF

% SDK

REUR A Z%HH WebRTC SDK B Kinesis Video Streams BURF B 2 E&E IR JavaScript Fih
1738 = BB AN TNode . jso

NodedS module

£ Node.js # &% H WebRTC SDK JavaScript #J Kinesis Video Streams Y &% 75 3% =2 £ F
Node.js B E 2 npm,

ZE MBI EE https://www.npmjs.com/package/amazon-kinesis-video-streams-w ebrtc.

E7fENode. jsUH AR SDK , HFEALRSME ST EMEREMN B Zpackage. json :
BAUTHEA :

npm install amazon-kinesis-video-streams-webrtc

RAT AR BB Node.js #EIR —#F A SDK 2% :

// JavaScript
const SignalingClient = require('amazon-kinesis-video-streams-
webrtc').SignalingClient;

// TypeScript
import { SignalingClient } from 'amazon-kinesis-video-streams-webrtc';

Browser

BREREFRAIEGUERREMAFFERE, EAILE HTML WEF AWS 6 A4 EZ g
& SDK &,

EENEIBRPEA SDK , BESEK HTML REAP NI TEIATE

<script src="https://unpkg.com/amazon-kinesis-video-streams-webrtc/dist/kvs-
webrtc.min.js"></script>
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https://www.npmjs.com/
https://www.npmjs.com/
https://www.npmjs.com/package/amazon-kinesis-video-streams-webrtc?activeTab=readme
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RESPMEFEAIEBZE , AINEFEE KVSWebRTC ( = window.KVSWebRTC ) fERFF AT
84,

530 , window.KVSWebRTC.SignalingClient,

WebRTC #4474 T & JavaScript &3 #4

SDK J7 3Ry AL T GitHub BHIRIIHHY X" o

TERE B, RETHEXF SDK SATHERET Web # JavaScript EE SN AREF AWS
SDK £ EZE L.

BEXTENARRF (BREIABNEEEAR ) WA, HZHexamplesB &,
FERARBINARERF

# A WebRTC #Y Kinesis Video Streams £ E 7T — N ROINARRF , B AERZNAREF LI EH
NESEESEEIVEMEFTHAEEZMESEERR.

#H WebRTC # Kinesis Video Streams RHINABFMN T, GitHub

~INAREFAARBAM Fexamples B FH,

=30

- peer-to-peer \ R~ N AEF R & H E] AWS Management Console

« peer-to-peer \ R B AR R IAE i B RGN AR
- peer-to-peerff i WebRTC Ingestion M /=451 77 HE & 1% 2 /=451 A

peer-to-peer M\ Rl B AT 7 iR & Hi 2 AWS Management Console

1. 3TFF Kinesis Video Streams with WebRTC R 5 FARF H TR IA T81E -

« AWS XiF, I , us-west-2,
- BB IAM AFSRARK AWS FRZAMNZH, IREFEANRKE AWS IE$H |, BHSETHE

B 5o
EEIEE'O

- EEENETEEN AN
WMREEFEEIFNESHEIE , HiL#F C reate Channel AEAEFRENENR-NMETEE

WebRTC ##4FF & L& JavaScript B3 31
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https://github.com/awslabs/amazon-kinesis-video-streams-webrtc-sdk-js?tab=readme-ov-file#usage
https://awslabs.github.io/amazon-kinesis-video-streams-webrtc-sdk-js/examples/index.html
https://awslabs.github.io/amazon-kinesis-video-streams-webrtc-sdk-js/examples/index.html
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® Note

NTFHAKF X | ENECTMESHLARE -, BANERAFE. HF. T
% () MEFF (), BETREERZEE.

« BRREEH, OHERHE.
* WebRTC JEVM7fE, BT RARBUATEIZ— :
- R BHERIUER,
- BERRER BIBERIER" , AFFHERREN XA

® Note

B3R EREER LN BAREF B A DescribeMediaStorageConfigurationAP| R EE
EPMER TIE1T ( = Peer-to-peer WebRTC H]EL ) » XANFIK API VL1840
DERBHE,

MRAEGRIAENRETBEEMMHEXTET , EEAFHEALRI L APIBA,

- BEBRIEA—K, RESTUN/TURNIEFIRASHRIETrickle ICERARS.
2. %3% Start Master LUEEFESEE,

MREFE , AFHREHNEELAN/RERN
3. TEHITIF Kinesis Video Stream s ##l&. AWS Management Console

WREE T EWAYXE,
4. EEMSHES , BRESINE,

ELHERESEENEN. URFE , FEARRE,
5. BT “HRUBHRERR 0.
6. EEMIIBMER LNEBRIEE, XEN—PAMATWebRTCLRiE, viewer

EE RN E L RENEFEAERE RE AWS Management Consoles

peer-to-peer\ RN ARF RN ZREIRGINARERF

1.  $TFF Kinesis Video Streams with WebRTC RGN AREFEHIEEUTEER :

A WebRTC RN ARERF 32


https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_DescribeMediaStorageConfiguration.html
https://console.aws.amazon.com/kinesisvideo/home/
https://console.aws.amazon.com/kinesisvideo/home#/signalingChannels/
https://awslabs.github.io/amazon-kinesis-video-streams-webrtc-sdk-js/examples/index.html
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« AWS Xig, #lf0 , us-west-2,
- W IAM AP ZRAEKN AWS HRIZANZH. MREFANSKE AWS IE$ |, BNSETHE

g2

o

- BEEENETEEN AN

MBEFEEIFNESEE |, FikER C reate Channel AMEREFRENELNEZE—PMEREE,

(® Note

NTHAKFMBX |, ERECMEBHLARE -, BAUANERFE, HF. T
% () MEFF (), BFBEERAZERS.

« RERZEEH, QHERRE,
* WebRTC HREMFfE. BIF T RARFUTERIZ — :
- G BIBERIER,
- BRAER BIRERNER , AFFHERREN KA

(® Note

Bz REBIER LN AR A DescribeMediaStorageConfigurationAP| R#E &
EWMER TE1T ( = Peer-to-peer WebRTC #EL ) o XANFIE API V& 18 40
DERBHETE,

MRSREAEREFTBEEWRHEXTZE/T , BEAFHEARBEI L API B,

- BREBRIEA—R. RESTUN/TURNIEFIRAS HRETrickle ICERARA.
2. i%&$® Start Master Amaster 8 & S MiEEIESEE,

WMRFE , AFHRIEHBREAAN/FTERZN.

3. HAZB—M%eEkm+ , RAEITFF Kinesis Video Streams with WebRTC RN AEF, £—
ST EE B EB R NE T EE,
4. BTRBHERE BHEER", Uviewer BB EEIIESHE,

BRI ZeE BlmasterMz B EEXR R EAVviewer,

A WebRTC RN ARERF 33
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peer-to-peerff | WebRTC Ingestion M~ T2 H E & B R FI TUE

1. the section called “M | K 2R EVEA R BIGEEE TS SEHBREACEZEIFELE,
2. ¥REB#E{Ethe section called “FMARRIME BN S FRHRIMMEESSE,

ERESEENERFEEANPEBEME, A0 ALE FMAEE 7L,

FHAENTRBAENTSEENEEESSEMERIINE LR  REEELESIEN B ik,
3. RALUER Kinesis Video Streams Bk ZEE M 57 AR H 14K,

miE R BI N R
BT B MR SOK ARGIRARE | HREUT HPRTRIE
SE RS A

NodeJdS A 16+

(@ Note
FEAMEB WM https://nodejs FTEJFH KR (LTS) lR%F. org/en/download.

mE RPN RAEF
1. TE# %A WebRTC SDK # Kinesis Video Streams, JavaScript
HELWPRBALUTRA
git clone https://github.com/awslabs/amazon-kinesis-video-streams-webrtc-sdk-js.git
2. SMEFEE package.json XHH B F., ZXH N TEHEENRE FRF,
HELWPRBAUTAR
cd amazon-kinesis-video-streams-webrtc-sdk-js
3. RERMBI,

FELIHPRALT npm CLI 87 :

mBEROINARER 34


https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/how-playback.html
https://nodejs.org/en/download
https://docs.npmjs.com/cli/v10/commands
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npm install

4. J33h Web RS EBFUTFTIHIEHM T,

FELRIHRHPEALT npm CLI 7 5 :

npm run develop

5. TEXYERT , WG hitp:/localhost:3001/,

Ba L B RiBexamples H RPN X HRIEEM T,

FRTFREMNT % Kinesis Video Streams WebRTC SDK

LA step-by-stepix BRI T 0455 Fl 2 =Mk WebRTC SDK T &, #EFi=1T Kinesis Video
Streams & H 8N =45,

(® Note
I 53 Kinesis Video Streams  IPv6 XIFZHiIRE LW it, EFBXEELH Android 1% %F
IPv6 FEZRHNESZELR,
T# SDK

E £ Android T8 WebRTC F X T EA |, HZTUTHS :

$ git clone https://github.com/awslabs/amazon-kinesis-video-streams-webrtc-sdk-
android.git

& SDK
E £ Android 2 WebRTC FAXIEQ , BERKATLTR :

1. EBUIM B X ITFFHTFF amazon-kinesis-video-streams-webrtc-sdk-android/
build.gradle , % & WebRTC SDK & A Android Studio £ RXFF &£ IF4E (IDE )

2. MREBE-RTHME , LIRS, MEFTR , WERES, HEBIRFERN , BEBER
&Rk SDKs MY SDK #1-3 , ABER ‘B2 HEREZE , NTTERLZEMENEANSE.
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https://docs.npmjs.com/cli/v10/commands
http://localhost:3001/
https://www.cactusvpn.com/tutorials/how-to-disable-ipv6-on-android/
https://www.cactusvpn.com/tutorials/how-to-disable-ipv6-on-android/
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3

EiiE Amazon Cognito ( AP G4 ) iRE, EXFALR , FSRANBRHEARIECTEE
Amazon Cognito, X&4% R Android WebRTC FF 4 TESFEN FHRIEMBUIRE,

£ Android IDE & | $TFF awsconfiguration.json ( M src/main/res/raw/ ) . 32440
TR :

"Version": "1.0",
"CredentialsProvider": {

"CognitoIdentity": {

"Default": {
"PoolId": "REPLACE_ME",
"Region": "REPLACE_ME"
}
}
.
"IdentityManager": {
"Default": {3}
},
"CognitoUserPool": {

"Default": {
"AppClientSecret": "REPLACE_ME",
"AppClientId": "REPLACE_ME",
"PoolId": "REPLACE_ME",
"Region": "REPLACE_ME"

FRBEZETHSEHF % T ESEE Amazon Cognito P B S B AE K EE

awsconfiguration.json,

H{RIER Android 8% EiEERIZ1T Android IDE Bit & #l. 7£ Android IDE & |, &R EEE
% , R HI=1T WebRTC Android F X TEa,

L E B E R Android 8% EZE—1EH AWSKinesisVideoWebRTCDemoApp KN AE
F. ERALKNARRE , S URIEBZ)., MEHM loT REFF KB K SER WebRTC F5/4507H
A& 5o

13% SDK 36
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BT BN AR

SERATESER -
1. TES&H Android %% £ |, 3TFFAWSKinesisVideoWebRTCDemoR TR F H E A M ( Bl ) =
A Amazon Cognito K & &,

2. TEAWSKinesisVideoWebRTCDemo AREFH , SMEIEERERHE , AR EFNESEESR
EENEETEE

® Note

Bal, EAL SDK R RGIBARER , LR BEE AWSKinesisVideoWebRTCDemoApp
PIE{T—MERRIE,

3. mik: MREBBLUEFRSMEZTLIEE |, FEZEH—M Client Id (BEF % ID). NHEZNNEF
BREEI—NBERN , TEEEFFRID. XEPTEENFRRRISENESES.

4, EEAWS X URREBEREEMIMWMBE , FEFRERME Z.

5. BRI peer-to-peerBEE , HHITUTE—RE :

® Note
BSYERERPHEANMEE K LIEEMHENETMESEH. AWS X, WA ID
AWS B 1D,

« Peer-to-peer M A Android RZ& ZBIHITERE : TIRENEESR
- ERALERFE , £ Android IR& LT &, ¥EFE1T Android WebRTC FF R T E A,

« f£—#A Android % LA EE K FTFAWSKinesisVideoWebRTCDemoM TR (% S
TART MASTER ) , FFHARTHIAIE (E91E8E) .

® Note
Bal , EMAEETEEREE —MNEIRE,

- EEHSEERX THEFE=A Android %% LITFFAWSKinesisVideoWebRTCDemoR T2 |, KA
EEINELRSRPBINERINE (21F ) (1E£F START VIEWER) .

BT RGINRAERF 37
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RITEEREAUUFEIERENZI/MMNEIE,
 Peer-to-peer EHA R SDK EU MR R RBZEFRZAH TR LMH
« BEEGLEE L, T8, W22 T 5% Kinesis Video Streams /A WebRTC FA TEAH C
BEMA  EATHRARNEE AUFIEZFERETE,
o A EIRPE | £ Android 8% L&, WEMEZ1T Android WebRTC FATEE, EEE
258 X Ttk Android 18 & LT FFAWSKinesisVideoWebRTCDemo M FAEF , BIAEFE T
UEE AR SDK RS20 F /M SR EIE
* Peer-to-peer EEN R ZEH Android IREFENEBFIRNM LR TR 2 EFH TR LR

- FRALERDSE , £ Android ®FE LT, WEMIZ1T Android WebRTC F AT EE, X
EX T F bt Android 1% % EBIAWSKinesisVideoWebRTCDemoR T2 F ( i£3F S TART
MASTER ) , FFBR#FINAXE (EFEE) -

« T#. 322 #48 WebRTC F AT EAHK Amazon Kinesis Video Streams & T M & 5 AR
FF JavaScript HUBEFRFMETE , HRIEEFR[EB TIUEEF Android EigR 1 Z5/M
5o

NEHIF x TEBEE Amazon Cognito
FoRFH

- BWMEA Android Studio BE, HRBFETRABRFAB., RINBNUEARFTHIRERZ,
- ERfIREH  BEERMELSE Cognito Fi,

REBLLT S BIRE Amazon Cognito B FSthFl & 145t
RE P

RE R

1. %% Amazon Cognito ##| & H BRI XFHESEEH,
2. EEMSmELH | &E AP,

3. EARMIS , EFANEAF M,

4. FTRATET :

a. ®E1% MEZFRAR-7E Cognito AP MEFIEIE 2 |, LR HEBHIED,

NEPHF X T EIEE Amazon Cognito 38


https://developer.android.com/studio/index.html
https://console.aws.amazon.com/cognito/home
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iij:%-lt_io
b. |2 BERLER-EFEMEMAED,

iij:%-lt_io
c. 3% BMEEMAEK-EFEMERRTIED,

iij:%-lt_io
d. R4 BEEEAE-EFREBED,

£ IAM AeiEFRS  ARIGACHGERAE,

iij:%-lt_io
e. HE5F  ERENNARERF-EFHERMNIED,

EUREARFESE TR | BE NEESR,

EET—F,
f. SH6: EFEACR-ERTLENEBYPNER , REERCZR i,

5. EAFMREL , ERENN 62,

EHIAFM ID HiETRAZFEA. Fawsconfiguration.jsonX#d | X
x=CognitoUserPool.Default.PoolId.

6. ®EENABRFER ETF , RAREITEHESR.

7. ENRARREFRIIKED , ERENINCIEZNNARFEF RS M.
SEHEFE ID HIETFRUZFEMH. Fawsconfiguration.jsonX#H |, X
x=CognitoUserPool .Default.AppClientId,

8. HWREFHIZBHIETRULZREH, Fawsconfiguration.jsonX#H , X

=CognitoUserPool.Default.AppClientSecret,
RE S0
REH 4t
1. %% Amazon Cognito ##| & HRIFXFHIEEEH,
2. EEMSmESR , EEFHM,

NEPHF X T EIEE Amazon Cognito

39


https://console.aws.amazon.com/cognito/home
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3. EERAES MG,
4. BESDH,

SR BESHBEE-TRATHS

0

o AP R BR-ERZ & 1750 10E #9753 AR
- &3 5 RIEH F19R-1£#¥ Amazon Cognito A i

iij:%-lt_io

b. FEW2: K BENR-ZE EI5HRIUENAR By , EEUTFER
- 1AM BE-EF0EH IAM BE
- IAM ABER-MABMHA L T REEEIREA,

iij:%-lt_io

c. W 3: Connect BRIREME-E AP MFE BoEBUTFE :
« APt ID-EREZHIOIEN AP,
- NARFEPIR IDARECHENNARFEEF D,

iij:%-lt_io
d. R4 BEEBM-ESOLBERFRPRBAENH.

iij:%-lt_io
e. B55  EFEMUBR-ERFELESNBoPHNIER , RARERNES O,

5. EEMMTELE , ERERNTE D,
S5 5/ ID HIETFRUREH, fFawsconfiguration.jsonX#H | X

x=CredentialsProvider.CognitoIdentity.Default.PoolId,
6. FE# IAM AR,

[

a. &% AWS Management Console F3TFF IAM #2#|& , Rk https:/
console.aws.amazon.com/iam/,

b. HEEMSMES , EFE ‘AR,
c. KEFAZBRLELHEGENASG,

NEPHF X T EIEE Amazon Cognito 40
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® Note
MRFE , FEALRE,

d. EFEM IR RE,

it
e. & JSON LI+ , RERREERANUTAR :

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"cognito-identity:*",
"kinesisvideo:*"
1,
"Resource": [
i
]
}
]
}

iij:¥-|:_$o
f. WMREREP FLHITREIR N ERIARR" SRS IEE,

ERREFER.

FERATF i0S B 5% Kinesis Video Streams WebRTC SDK

AT step-by-stepii BA#EIR T a0{AI7E iOS R 8. B RMIZ1T Kinesis Video Streams WebRTC SDK
R EL A R Rl

T SDK

EEIOSH T8 WebRTC FAIEE , EETUTHS :

iOS SDK 41
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$ git clone https://github.com/awslabs/amazon-kinesis-video-streams-webrtc-sdk-ios.git

43 SDK
STRATETER :

1. BEidKinesisVideoWebRTCDemoApp.xcworkspaceiTF ( B&4& amazon-kinesis-video-
streams : webrtc-sdk-ios-AWSKinesis VideoWeb RTCDemo /Swift/ App.xcWorkspace ) , i
XCode iOS WebRTC SDK £ A iOS =% _EtHERFT £ E (IDE).

2. WMREE-IRITTFZME , e2EHHE, MRRE , WTHHE,
AR EBIUTHEIR

error: The sandbox is not in sync with the Podfile.lock. Run 'pod install' or
update your CocoaPods installation.

MRERFWEIR , FRITUTRAE

a. FYRIEBEFERHN amazon-kinesis-video-streams-webrtc-sdk-ios/Swift }#
EaSITHRETUTHS

pod cache clean --all
pod install

b. YR IT/EBFEHRN amazon-kinesis-video-streams-webrtc-sdk-ios HEMHMS
THETUTHES

$ git checkout Swift/Pods/AWSCore/AWSCore/Service/AWSService.m

C. Build,
3. EL& Amazon Cognito ( AP S5t ) REB. BXRFMASK , FSRANBRMHARXIEGTORE
Amazon Cognito, X444 K% iOS WebRTC F A TEGFEN &R IIEMBTRE.

4. 71£ IDE A | TFF awsconfiguration.json X ( KRB /Swift/KVSi0SApp ) . WXHWT
= -

"Version": "1.0",
"CredentialsProvider": {
"CognitoIdentity": {

% SDK 42
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"Default": {
"PoolId": "REPLACEME",
"Region": "REPLACEME"

}
}
I
"IdentityManager": {
"Default": {}
},
"CognitoUserPool": {
"Default": {
"AppClientSecret": "REPLACEME",
"AppClientId": "REPLACEME",
"PoolId": "REPLACEME",
"Region": "REPLACEME"
}
}

FRBEZETHSEHF % T ESEE Amazon Cognito R B S BRAE KK EE

awsconfiguration.json.

5. % IDE # , TFF Constants.swift X ( KB /Swift/KVSi0SApp ) o WXHIM TR :

import Foundation
import AWSCognitoIdentityProvider

let CognitoIdentityUserPoolRegion = AWSRegionType.USWest2

let CognitoIdentityUserPoolId = "REPLACEME"
let CognitoIdentityUserPoolAppClientId = "REPLACEME"

let CognitoIdentityUserPoolAppClientSecret = "REPLACEME"

let AWSCognitoUserPoolsSignInProviderKey = "UserPool"

let CognitoIdentityPoolID = "REPLACEME"

let AWSKinesisVideoEndpoint = "https://kinesisvideo.us-west-2.amazonaws.com"

let AWSKinesisVideoKey = "kinesisvideo"

let VideoProtocols = ["WSS", "HTTPS"]

let ConnectAsMaster = "connect-as-master"
let ConnectAsViewer = "connect-as-viewer"

% SDK
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let MasterRole = "MASTER"
let ViewerRole = "VIEWER"
let ClientID = "ConsumerViewer"

ERABTETARNT X TESEE Amazon CognitoR Y HERE KBV EEH

Constants.swift,

6. WRIRH IOS RECEEIREMLEIZITH Mac BiX XCode, 5 XCode , %EFIEEMRE , A
BHEHIZIT WebRTCIOS F AT EA,

BTG i0S RE L REEE N AWSKinesisVideoWebRTCDemoApp KR FTEF. FEF LR
B, B LURIEEs), MK loT 8% EFF inZ B B SSEt WebRTC & 55/ 857 =0 1% il o

Z1T RPN R

SERATETER :
1. TEYRHY i0S &% L , ITFFAWSKinesisVideoWebRTCDemoR TR F , RE R K ( KL BIE)
HIAH Amazon Cognito K 7 & %,

2. TEAWSKinesisVideoWebRTCDemo M FAREFF , SMEBGEERERHE , AECEFNESEEDR
ERINEETEE.

(® Note

Bal, AL SDK R RBIBARRF , BREEE AWSKinesisVideoWebRTCDemoApp
PIET—METIRE,

3. (WiE) MREBLUERRSOERIMEE , HEFME— Client Id (F/F % D), RIZNE
BERREEI—NMEER , IFZEFM K ID. XEPTEENERZRITEHNESRR.

4. EFAWS X URRBREREZMBUMBE , AERMERMEZ.
5. ERIF peer-to-peeriEE , HMITUTE—RE -

® Note
BELERERTRTFEANMEE K LIEEHRNESMERT. AWS X, J IDH
AWS K7 1D,

T~ AR 44

fEil
an
‘-|I



Kinesis Video Streams Amazon Kinesis Video Streams WebRTC FF & A R 155
* Peer-to-peer EM A i0OS RBEZEFHTHRAGH : TREFNEESR
- FALRLSER , RN IOS RELTH, WEHMEZ1TIOS WebRTC FRITES,

« £—A i0S &’ & L UEEKFTFFAWSKinesisVideoWebRTCDemo M AR F ( kR E3 &
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jitterBufferEmitted it %k KBRS R P X W FIEARD
PRI AY 5K

packetsDiscarded LR EAHXEHA T ENGE

REBEAHEPE , THERSE
#o XA LARRITEEREER

BREFNHESTINE DL,

framesDropped %iAA onFrameDr
oppedFunc() HB&EHIL
=

lastPacketReceived RRWER| K SSRC WERF—1

Timestamp BESHEE,

headerBytesReceived WE RTP BEfE |, 1HERERED
2F

bytesReceived BEUNFTEH. EPAIER
LFV, LEFRTHATITER
A4,

packetsFailedDecryption % SRTP i Y % 28 K M A
, ZELRIEE,

BIEREIER

R iR

label HEREERENBIEBEN
E o

protocol BT RN HRER SCTP

Rt il igiE N EE SCTP,

C SDK X W3C #rEEHR 64



Kinesis Video Streams Amazon Kinesis Video Streams WebRTC FF & A R 155

B¥R iR
dataChannelldentifier AT —mRBREEENER

REFHIRNRF. MR SDK 212
WE K NEHATHE ; 1R
SDK 2 NZE&E , NEHRER
B,

state BEWHITHE RN BEEENIR
. BEl , TEFEAFAARS
= RTC_DATA _CHANNEL_S
TATE_CONNECTING ( &
EelZat ) M RTC_DATA_
CHANNEL_STATE_OPEN
( £ onOpen() EHHi%

B)o

messagesSent % SDK B HiEEERIEHEE
B, ITRES S EH,

bytesSent Zit#BARIEHENERR
HETEH. XALLAXRT#
BZOFTHTAMMEELR
= BRI, TULAXRT #
RENFTE DL,

messagesReceived ZISHFRTE onMessage() [E
TR iE,

bytesReceived ZIEFRTE onMessage() M[E
T4 R
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FER#H B WebRTC # Amazon Kinesis Video Streams 3k
EXFN 124 E 4

Amazon Kinesis Video Streams X 35&3i3 WebRTC A Z ML MBI =imH T2, BRAD
WAL, FF Al LAEA R8BI WebRTC SDKH APls =R S2E Sk A 7R S5 44 LA K [6] = i 42 B A% .

B% , BUNEERALZEBE L AWS loT B I ME RN IRE LREHH WebRTC SDK HY
Amazon Kinesis Vide o Streams , REEAAPIsENINRE BERE T 1 WHEARUAR =imH &
IAMEM, BEE , B LUESEKIIM easy-to-use APIsM UL 1A B &I BkIE. Amazon Kinesis Video
Streams FZEH BN TEBN LB ENMIT , BT ST S# Rekognition Video M Al £
PRIRMIEF AT EV IS MR SageMaker 7T R AT

« XEFZETEN WebRTC IFE ( TRAR )
- API B4

- ft4AR™H WebRTC SREUHZ & TEERY Amazon Kinesis Video Streams ?
- BIEETEE

- BIEMITR

- BFR

- BERMIH

- REUEE

o BERRERY IR

- Connect ElIF#EL1E

« BREFHESIEEZN EB

X FZEER WebRTC Y5k ( LR )

@ Note
BERSZIFHVEN , XEHEZEAEMKEES (AR ) BWWebRTCUF AT M AR 2N 124
AWS | Algee XK ET{t, T HEIMXIE us-east-1 (IAD) A A,
ESEMK , <kvs-webrtc-multi-view########-preview@amazon.com>,
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https://github.com/awslabs/amazon-kinesis-video-streams-webrtc-sdk-c/tree/Release-WebRTC-Streams-Ingestion-Public-Preview
https://github.com/awslabs/amazon-kinesis-video-streams-webrtc-sdk-c/tree/Release-WebRTC-Streams-Ingestion-Public-Preview
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_Operations_Amazon_Kinesis_Video_Streams.html
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Amazon Kinesis Video Streams MERFZMMARET WebRTC INA R MSNERE S E. B ARED
ALUMEREARMIN , WA LLEMESEERZKRMEZZN , AHEE £ 2 =i,

AP| 124k

FERALLT API #&4EH B Amazon Kinesis Video Streams WebRTC 12HY :

DescribeMappedResourceConfiguration

» DescribeMediaStorageConfiguration

JoinStorageSession

JoinStorageSessionAsViewer

UpdateMediaStorageConfiguration

T4 R®H WebRTC BEMZM# ZhEER Amazon Kinesis Video
Streams ?

Amazon Kinesis Video Streams 3@ WebRTC F#1 57 F 5L it £ # B =iw it (T 12468 . 1B
PIIE, AEBFRMEZEMEAEININ WebRTC SDK 1 APIs =imhY step-by-stepBi Bl , LASE
I =im Y SERT R IR R R AR R EL, X BAEEEA AWS Command Line Interface Hl Kinesis Video
Streams ZH| & IE™.

B XA Amazon Kinesis Video Streams with WebRTC 81 , 52 the section called “i%i& —
AWS MK =7,

T f# WebRTC By EUA 77 4i%

LLT&WiRBE THA WebRTC B Kinesis Video Streams #1 7] K B AV 126 % T,
F3

- REEESE5EH

s FAFMARSEEE—E
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https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_DescribeMappedResourceConfiguration.html
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_DescribeMediaStorageConfiguration.html
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_webrtc_JoinStorageSession.html
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_webrtc_JoinStorageSessionAsViewer.html
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_UpdateMediaStorageConfiguration.html
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RS EE

FE A ELEET WebRTC E51E#7 Kinesis Video Streams. the section called
“ConnectAsMaster’## T~ X , #4138 JoinStorageSessionAP| it 7% &E B3 WebRTC iE#E, &
WebRTC E#/5 , BEGHIREMEIEERN Kinesis M5RH,o

WebRTC Ingestion Flow

Master participant Mz Yedse Gl wlll Kinesis Video stream

WebRTC Storage Session

[1] ConnectAsMaster

Y

[2] JoinStorageSession >

Wait for SDP c-ﬁerDI

> [3] SDP offer
< [4] ICE candidates
SDP answer
(3] >
[6] ICE candidates >

Connected via WebRTC DI

[7] [8] Media stored to

Audio and video frames > Kinesis Video Streams >

Master participant Mz Yedse Gl wlll Kinesis Video stream

WebRTC Storage Session

FANMARSEEE

(@ Note
BRERFFFRNEN , XFZHEEN TSR (KR ) BWWebRTCUR AT Mx 2 X 12 14
AWS | AIRES X% {t, © B BMXTE us-east-1 (IAD) A H A,
ESEBEMN , <kvs-webrtc-multi-view########-preview@amazon.com>,

-t

AL

T ## WebRTC HYEREXM 74k
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https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_webrtc_JoinStorageSession.html
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MxSEEE KB WebRTC E5E#Z Kinesis Video Streams, the section called
“ConnectAsViewer'# T3k , #2419 A JoinStorageSessionAsViewerAP| ik 176% &% 53 WebRTC i
B, B WebRTC &5 , REXSE5EEY , REXSSENMEAASEENASREARSHK
FEIE B Kinesis SR

FRLXESAMBNEESEENINANERRGS IS EE, ERESEEBREUKREETSEENAS
REU R FRLKEPREEAHMEETESSENT M,

WebRTC Ingestion Flow with Viewer

Kinesis Video Streams with

Master participant Viewer participant Kinesis Video stream

WebRTC Storage Session

Connected via WebRTC D'
ConnectAsViewer
-
< JoinStorageSessionfsViewer
By
Wait for SDP offer
SDP offer
-
ICE candidates
-
SDP answer
-
ICE candidates
-«f
Connected via WebRTC b]
Audio and video frames Audio frames
> Viewer participant's audio Master participant's media >
Combined media ingested (stored) to Kinesis Video Streams >

Kinesis Video Streams with

Master participant Viewer participant Kinesis Video stream

WebRTC Storage Session

SR E2EEI WebRTC E#

BT EMESENT Amazon RER , R EELERLES5E KL relay (TURN) RiELTE, IR
SEENME YT , MATBER srflx (STUN) RETUEZRFHFE. RAOEFENE K MNS5ENAEX
B, UHRBNBREBFREATLURsrflxHrelay , MEEBRBREABRL Rrelay,

ERAEERE |, FFhostiRIEALERFEME T, 2EETrickle ICEEREFE# ST,

ERRARBREY WebRTC EE >


https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_webrtc_JoinStorageSessionAsViewer.html
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the section called “X FfE S FEFEHITHESBR EMREE#H SFTWEZRZ , ESH,

BIEETEE

WA WebRTC S EEM Kinesis Video Streams AJ{E#H £ WebRTC & FimZ B M M4 EEPTE
HETEHERK, peerto-peerB4BEAFHRIMN (SDP) RN ML ESHERNNE , UERXER
EEE Y (ICE) 1R MKEBN R,

EHEESEE , A CreateSignalingChannelAPl, ATV [ &R R A A AWS Management
Console AWS CLI, FIHEAF—KiEAZ APl AWS SDKs,

/A Important
iZ FHUE ARN |, FERIHR2AEIN,

AWS Management Console
PATAT#RE -

1. 7 HOME/#/Signal ingChannels E3JFF Kinesis Video Streams 15 378 #2 #l & https:/
console.aws.amazon.com/kinesisvideo/,

2. i%#% Create signaling channel (BIZZ{E S EE).
3. HEOIEFMETEEREL , HAGTEENEN.

SFERIA Time-to-live (Ttl) EIREH 60 B,

i%# Create signaling channel (B1Z{ESEE).
4, —HEBESEE , tEENFAGENHLEFHIFARGEE,

AWS CLI

BWIAEE AWSCLI REHBEE T, BAXEZEER |, 5 AWS Command Line Interface (A F
B o

BXRLHEWHE |, 5 (AWS Command Line Interface AFE®E) » REZTHRGE , AWS CLIER
ERANXEHTEE,

HE , ITFE AWS CLI REMEEH AWS CloudShell &it, BEXEZER , H5H AWS
CloudShell FF 5/,

BEETEE 70


https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_CreateSignalingChannel.html
https://console.aws.amazon.com/kinesisvideo/home/#/signalingChannels
https://console.aws.amazon.com/kinesisvideo/home/#/signalingChannels
https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html#getting-started-install-instructions
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-quickstart.html#getting-started-quickstart-new
https://docs.aws.amazon.com/cloudshell/latest/userguide/welcome.html#how-to-get-started
https://docs.aws.amazon.com/cloudshell/latest/userguide/welcome.html#how-to-get-started
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FERALUT®SIEITLLT Create-Signaling-Channel &84 : AWS CLI

aws kinesisvideo create-signaling-channel \
--channel-name "YourChannelName" \
--region "us-west-2"

IHNEERSATHEEL

{
"ChannelARN": "arn:aws:kinesisvideo:us-
west-2:123456789012:channel/YourChannelName/1234567890123"
}
AWS SDK

LARBEEREERRTIAERERT v2 89 SDK SIEHH WebRTC 55 EEM Kinesis Video
Streams, AWS JavaScript {EEF 5 HMIEET R AWS SDKs , E—fgRENER. £ LEER
BB RFIGitHub,

B2 Kinesis Video Streams & i, XA T A CreateSignalingChannel APl & F i,

const clientConfig = {
accessKeyId: 'YourAccessKey',
secretAccessKey: 'YourSecretKey',
region: 'us-west-2'

};

const kinesisVideoClient = new AWS.KinesisVideo(clientConfig);

FAZEFI®AA CreateSignalingChannel API,

const createSignalingChannelResponse = await kinesisVideoClient
.createSignalingChannel({
ChannelName: 'YourChannelName',

1

.promise();

§T ED WA RZ

console.log(createSignalingChannelResponse.ChannelARN);

SEMARBRAIMNERMRT AT £ EFEAGtHUb, MIAZKKIE., AWS ZIERE S MEN B .
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https://docs.aws.amazon.com/cli/latest/reference/kinesisvideo/create-signaling-channel.html
https://github.com/awslabs/amazon-kinesis-video-streams-webrtc-sdk-js/blob/master/examples/createSignalingChannel.js
https://awslabs.github.io/amazon-kinesis-video-streams-webrtc-sdk-js/examples/index.html
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I BIRIE",

BIEMR

REUATSROBEZWFEANR. MRECZLET BHRR , BRI SR,

/A Important
WebRTC Ingestion EEHFERBZER AT 0 B Kinesis #3R. &EHN 1 8T,

EHEERE , B#H AWS Management Console AWS CLI, sHEH—4 AWS SDK i
CreateStreamAPI,

/A Important
I TFE ARN , HERSAFM.

AWS Management Console
PATA TR 4E -
1. TEFRFITFF Kinesis Video Streams 2 #lhttps://console.aws.amazon.com/kinesisvideo/ &/,

2. 1f Video streams (fl4A5R) WE L , %&$F Create video stream (812 WI5R)o

3. £ “DIEFHWIR RELYourStreamName , BIAEBE M. REF ‘BIAERE” B4 Ti&
IR ES

X — M EREREERKTF 0 k.
%% Create video stream (B M ITR).
4. Kinesis Video Streams B2 E#EfS , BEB R ME YourStreamName LW EME L.
AWS CLI

HINEE AWSCLI ZEHEET. BXEZEEL , i55H AWS Command Line Interface {fF
BE) o
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https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_CreateStream.html
https://console.aws.amazon.com/kinesisvideo/home/
https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/cli/latest/userguide/
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BXAREHE , H5M (AWS Command Line Interface AFIERE) » RETHK/GE , AWS CLI{ER
ERMXEHTOHE,

% , fTFF B AWS CLI REFBEH AWS CloudShell L%, HXESEL , H5H AWS
CloudShell B/,

EHALLTCreate-Stream@® S EITA TS AWS CLI :

aws kinesisvideo create-stream \
--stream-name "YourStreamName" \
--data-retention-in-hours 24 \
--region "us-west-2"

NEERSATREELL

{
"StreamARN": "arn:aws:kinesisvideo:us-
west-2:123456789012:stream/YourStreamName/1234567890123"
}
AWS SDK

WA BRBERR T WMAER AWS &R JavaScript T v2 BEETF X T ESHI2Z Kinesis M5
o EENESHMIBELTRE AWS SDKs , B —fRENHEE, £LEFEZENRBRHIGItHUb,

f12 Kinesis Video Streams & Fim, X2 A T A CreateStreamAP| B & F i,

const clientConfig = {
accessKeyId: 'YourAccessKey',
secretAccessKey: 'YourSecretKey',
region: 'us-west-2'

};

const kinesisVideoClient = new AWS.KinesisVideo(clientConfig);

FEREFHAA CreateStream AP,

const createStreamResponse = await kinesisVideoClient
.createStream({
StreamName: 'YourStreamName',
DataRetentionInHours: 48,

1)

.promise();
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https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html#getting-started-install-instructions
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-quickstart.html#getting-started-quickstart-new
https://docs.aws.amazon.com/cloudshell/latest/userguide/welcome.html#how-to-get-started
https://docs.aws.amazon.com/cloudshell/latest/userguide/welcome.html#how-to-get-started
https://github.com/awslabs/amazon-kinesis-video-streams-webrtc-sdk-js/blob/master/examples/createStream.js
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_CreateStream.html
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3T ED WA KL

console.log(createStreamResponse.StreamARN);

BE AT RGIAYSERS N T AT E EEAGItHUb, MAZKIXIE, AWS ZIERMETIER & .

BRI WebRTC BEVMFHET R , BRAEREN , ARERCEER, REEOXWREEERSE
EREHBENPES. MA—DNAT 0 E , RAEEEGER.

R TR

PRATERE 1AM A FEBN RS 8281 WebRTC £ Amazon Kinesis Video Streams 1 #i% E
%,

(@ Note
RS ABRMH—TURSEME. KRERTREDN AM A6, IAM EER AJSUE IAM R,
ERNBBRRSHE. BXESES , H5H (AM AFER) PRelEE AWS RS ZIRKN
[RIVAE,

FRABHNEEER/REMSMEBDescribeStreamGetDataEndpoint, AKX [ Kinesis Video
Streams YEREAFRIPutMediatX R,

ESHATEANESSEN IAM HFERH

JSON

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"kinesisvideo:DescribeSignalingChannel",
"kinesisvideo:DescribeMediaStorageConfiguration”,
"kinesisvideo:GetSignalingChannelEndpoint",
"kinesisvideo:GetIceSexverConfig",
"kinesisvideo:ConnectAsMaster",
"kinesisvideo:JoinStorageSession"

BFIR 74


https://awslabs.github.io/amazon-kinesis-video-streams-webrtc-sdk-js/examples/index.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
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1,

"Resource":" arn:aws:kinesisvideo:us-
west-2:123456789012:channel/SignalingChannelName/1234567890123"
},

{

"Effect": "Allow",

"Action": [
"kinesisvideo:GetDataEndpoint",
"kinesisvideo:DescribeStream",
"kinesisvideo:PutMedia"

1,

"Resource": "arn:aws:kinesisvideo:us-
west-2:123456789012:stxeam/VideoStreamName/1234567890123"

}
1

BLiE B 8y

f12 Kinesis Video Streams ®BRE , REESFRESMEBGERFIHNEEF,

MREMRERESITERMITR , DA EECEKEK, FZS#the section called “BUHE T 418 # B 1%
SESNE

ﬁ_j:%{n T J’J %u %

£/ UpdateMediaStorageConfigurationAPI F4i A E Bk ARNs # Kinesis Video Streams &R

/A Important

BHAJEStorageStatus , FABEXEER peer-to-peer ( TEFET ) EE, WEHBEEERE
BFHAE, BX4MIAA JoinStorageSession APl FAEfit R SDP MM ZEHERNZHM
B EZREILEE,

AWS Management Console

(® Note
Kinesis Vid AWS Management Console eo Streams B 8] X it 1E,
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https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_UpdateMediaStorageConfiguration.html
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ITFFE AWS CLI RERMBEEH AWS CloudShell &%, BXEZEL , 5 AWS CloudShell
BAFiEmm.,

BB AWS CLI T~ A Ry Ut B 2t 1T 4R 4F
AWS CLI

WIAEE AWSCLI REHBEB T, BXEZER |, HSHEAWS Command Line Interface 3244,

BXLHEHE , F5 (AWS Command Line Interface AFEE) » RETHKGE , AWS CLIEA
ERMXEHTOE,

HEF , ITHE AWS CLI REMBEEM AWS CloudShell &%, BEXEZELR |, 5 AWS
CloudShell BF¥E®™.

ffUpdate-Media-Storage-Configuration A N EiE{Tan+H AWS CLI :

aws kinesisvideo update-media-storage-configuration \
--channel-arn arn:aws:kinesisvideo:us-
west-2:123456789012:channel/YourChannelName/1234567890123 \
--media-storage-configuration \
StreamARN="arn:aws:kinesisvideo:us-
west-2:123456789012:stream/YourStreamName/1234567890123" ,Status="ENABLED" \
--region "us-west-2"

AWS SDK

RBHEREEERROMAFEAERT v2 19 SDK BEEE S BELUFEAHIEEIEEN Kinesis #1507
Fio AWS JavaScriptiZ B 5 HMIEETRE AWS SDKs , E—fRiERHEE. £ LEETENR
B RHIGitHuUb,

f2 Kinesis Video Streams & i, X2HH T @A UpdateMediaStorageConfigurationAPl H%& F~
o

const clientConfig = {
accessKeyId: 'YourAccessKey',
secretAccessKey: 'YourSecretKey',
region: 'us-west-2'

};

const kinesisVideoClient = new AWS.KinesisVideo(clientConfig);

FEAEFI®AA UpdateMediaStorageConfiguration AP,

HEETENERE 76


https://docs.aws.amazon.com/cloudshell/latest/userguide/welcome.html#how-to-get-started
https://docs.aws.amazon.com/cloudshell/latest/userguide/welcome.html#how-to-get-started
https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html#getting-started-install-instructions
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-quickstart.html#getting-started-quickstart-new
https://docs.aws.amazon.com/cloudshell/latest/userguide/welcome.html#how-to-get-started
https://docs.aws.amazon.com/cloudshell/latest/userguide/welcome.html#how-to-get-started
https://github.com/awslabs/amazon-kinesis-video-streams-webrtc-sdk-js/blob/master/examples/updateMediaStorageConfiguration.js
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_UpdateMediaStorageConfiguration.html
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await kinesisVideoClient
.updateMediaStorageConfiguration({
ChannelARN: 'YourChannelARN',
MediaStorageConfiguration: {
Status: 'ENABLED',
StreamARN: 'YourStreamARN',

iy
1)

.promise();

BE A RAIAY LR T AT E EEAGItHUb, MAZKIXIE, AWS ZIERMETIER B .

RIT WebRTC REIMERT R , BRAEREN , AR EMREFAFREE. ZIEFHEE N
R R E R,

HUHE B HUE MIERBHY X Bk

/A Important
RERHETIMERER 2R RE , =8 =M kR,

MREFRHEFESMENEERIREEREH , FFEA UpdateMediaStorageConfigurationAP1 BUE X
Bk Kinesis Video Streams # R, BUESUEEER , AR EEHE peer-to-peeriE##,

AWS Management Console

(@ Note
Kinesis Vid AWS Management Console eo Streams B 8 X it 1E,

TFFE AWS CLI ZEMBELEM AWS CloudShell £ix, BEXEZER , 25 AWS CloudShell
AP,

IR AWS CLI &I+ PRy B B 1T IR 1F
AWS CLI

WIAGEE AWSCLI REHBEB T, BXEZEER |, HZHEAWS Command Line Interface 3244,

BUBE T 508 ME Y < B 77


https://awslabs.github.io/amazon-kinesis-video-streams-webrtc-sdk-js/examples/index.html
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_UpdateMediaStorageConfiguration.html
https://docs.aws.amazon.com/cloudshell/latest/userguide/welcome.html#how-to-get-started
https://docs.aws.amazon.com/cloudshell/latest/userguide/welcome.html#how-to-get-started
https://docs.aws.amazon.com/cli/latest/userguide/
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BXAREHE , H5M (AWS Command Line Interface AFIERE) » RETHK/GE , AWS CLI{ER
ERMXEHTOHE,

HE , T E AWS CLI REMBEEMN AWS CloudShell &%, BEXEZEL , 5 AWS
CloudShell HFIE®M.

f£Update-Media-Storage-Configuration A TLEZTHT AWS CLI :

aws kinesisvideo update-media-storage-configuration \
--channel-arn arn:aws:kinesisvideo:us-
west-2:123456789012:channel/YourChannelName/1234567890123 \
--media-storage-configuration \
StreamARN="null",Status="DISABLED" \
--region "us-west-2"

AWS SDK

WRESEROERRNAEAERT v2 1 SDK BLE S S EE LU RAHIX RIS EM Kinesis Y157
o AWS JavaScriptid &z 5 HIEEZTE AWS SDKs , B — R MEE, £ LEEFTENAR
B R HIGitHub,

£1% Kinesis Video Streams & i, X2 T iAA UpdateMediaStorageConfigurationAP| % F~
Ui o

const clientConfig = {
accessKeyId: 'YourAccessKey',
secretAccessKey: 'YourSecretKey',
region: 'us-west-2'

};

const kinesisVideoClient = new AWS.KinesisVideo(clientConfig);

FAZEFI®AMA UpdateMediaStorageConfiguration AP,

await kinesisVideoClient
.updateMediaStorageConfiguration({
ChannelARN: 'YourChannelARN',
MediaStorageConfiguration: {
Status: 'DISABLED',
StreamARN: 'null’',
.
)
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https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html#getting-started-install-instructions
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-quickstart.html#getting-started-quickstart-new
https://docs.aws.amazon.com/cloudshell/latest/userguide/welcome.html#how-to-get-started
https://docs.aws.amazon.com/cloudshell/latest/userguide/welcome.html#how-to-get-started
https://github.com/awslabs/amazon-kinesis-video-streams-webrtc-sdk-js/blob/master/examples/updateMediaStorageConfiguration.js
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_UpdateMediaStorageConfiguration.html
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.promise();

BE MRS RBIAYKRS M T AT E EEAGitHub, WAL XIE, AWS FIENESIMEN A .

BJF WebRTC BEUMEF#ET R , Wk “REW FREEBNZE , RAELE ENHFEEREE . %
S8 T B EL B [G18 E B B HEE AR

HE EUER AR
AT BRHE I -

- REFERE  —/E, BAE
- EHEE  BRABKERERS , SMNEFSS 100 4

ES ]

« MR RS RRERIR 4K

« M\ WebRTC C SDK H iz EUE &
o AR INE RIS FF

MR 5 25 FR BN R A

/A Important
Chrome = B 8 M — 2 5H% 588

1. ERPITESRHTFFE WebRTC B#4F & T E 3K Amazon Kinesis Video Streams. JavaScript
2. ERUTEER:

« KVS BipT J- ‘K" FRAP , mBENXE,

B0 us-west-2,
« AWS &1

EEUTFE

- HERIZEE ID

REVR 79


https://awslabs.github.io/amazon-kinesis-video-streams-webrtc-sdk-js/examples/index.html
https://awslabs.github.io/amazon-kinesis-video-streams-webrtc-sdk-js/examples/index.html
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. WV A4
- RETHE-TAMNARFXFHRNMKBILES, NREFEANRKE IAM i | BT FERE
o BXEZER , BZH IAM R Z£iEH,

TEE-E “GERW FBY  BALCZIEENESEENEM. BXEZELR , H5H
the section called “Eti& B 193",

o B B-EER CREG M CRIEFHR

« WebRTC EEMEFM#-BA T RHER ‘HaEERBUER", HIEDUE RGN ARFEA
DescribeMediaStorageConfigurationAP| LA T E £ B Fp#E X T & 17

3. ﬁ#:FEﬂJE-LX%O

mERFEA DescribeMediaStorageConfigurationAPI FESTBERENER , WRFINARFEE
EEINESBEER AN AZEA JoinStorageSessionAPl LS WebRTC EBE TE#RE.

M WebRTC C SDK A2 BV &

R ER the section called “SEA THRA N IZREZH C SDK” IBER RGN AER,

1. EREH AWS IKF R IREZAVRE

export AWS_ACCESS_KEY_ID=YourAccessKey
export AWS_SECRET_ACCESS_KEY=YourSecretKey
export AWS_DEFAULT_REGION=YourAWSRegion

MREFEANRIGE AWS iE$ |, FEANSHENXTFSHE
export AWS_SESSION_TOKEN=YourSessionToken
2. BT :
N
SMEIZbuildX#X , HER 1" ERE=ANSH, K& .

./samples/kvsWebrtcClientMaster channel-name 1

GStreamer XK

SEMEZbuildX 4% , REME A audio-video-storage “” ERE NS, KA .

M WebRTC C SDK HREUE 80


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_DescribeMediaStorageConfiguration.html
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_DescribeMediaStorageConfiguration.html
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_webrtc_JoinStorageSession.html
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./samples/kvsWebrtcClientMasterGstSample channel-name audio-video-storage testsrc

X B3 WebRTC #=RE,

@ Note
BRUNESBESNE BN TEM. A DescribeMediaStorageConfigurationAP| 31T
Ao

R AR IR BREL = 1

@ Note
BERSZIFHVEN , XHEZEAENKEES (KR ) BWWebRTCUF AT M AR 2124
AWS | AlgEe XK ET{t, EHEIMXIE us-east-1 (IAD) A A,
ESEMK , <kvs-webrtc-multi-view########-preview@amazon.com>,

EEEEH AWebRTCEEERE , UEESEENTHERERI XS 5L, EFESEEFEREE
BEIEMLE, EFESEEBERESEERENELR  UEESSETURESEERETEZ I,
REFSEHEDEZIFE#ESE , URKENEMZMET LA EZDFHESFEHIKFE Kinesis
Video Stream W HMWIIE S,

LTFRBIE S :

c RAMEBEAL : 3
s BXEQQ@ ESEEEZNERT , EEESEZTNEEIFHSENRKNE : 3 24

/A Important
NMREEEMTEFHENERE (RANFEE )  WHEHES (EFERS ) FE1 28R
RIFHEE. EXNM 28R, EFETLUMERMARNE SR ID WAL API LEHRMAZE
MEFHEFNNNEEEH. 1 745 , AREFERN , ATHEEMBRARMNA,

TR B KA E 81


https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_DescribeMediaStorageConfiguration.html

Kinesis Video Streams Amazon Kinesis Video Streams WebRTC FF & A R 155

R

/A Important
Chrome M —Z#FHYX 587,

1. ERHITEFITHTAE WebRTC SDK HII & #h Kinesis Video Streams FHY 5 — PNk,
JavaScript E—TIWFIEEEEHNEZER. WRFR , FEEIUTER !

« KVS BipT J-f ‘K FRYP , mBENXE,

BN us-west-2,
- AWS E1E

EELTFER
- REH ID
o MERIGEFEH
s 2ETHE-ROINARFZERNMKERITER, MREEANEKE IAM EiE | HBFLFERS
T, BREZER , FSH IAM FIGR Z2iE 5,

- EEEE-EGERN ZBRP , BALZIEENESEENE. BXEZEE , B3R
the section called “Bi & B #Yh”,

o HB-EERESTIM, BEE , RGP AWM, NERE “BHEER N EEUHER
f,

« WebRTC EHMFM#E-BRA T RHER HIWERBUER", HIEDE RGN ARFEA
DescribeMediaStorageConfigurationAPI SAT E 1 B fp 8 =X T 17

2. ‘R BHEFRR

NARFEEEIESEERYEAZEA JoinStorageSessionAsViewerAP| , L& & iFEREE
EREH SDP #Rift.

(® Note

£ peer-to-peer WebRTCH , EEESEEREFINES , TS 5EERZIEXNE
Fo £ WebRTC BBERT , B SFENEREHNERK, EEIESHEARARE

TR B KA E 82


https://awslabs.github.io/amazon-kinesis-video-streams-webrtc-sdk-js/examples/index.html
https://awslabs.github.io/amazon-kinesis-video-streams-webrtc-sdk-js/examples/index.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_DescribeMediaStorageConfiguration.html
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_webrtc_JoinStorageSessionAsViewer.html
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JoinStorageSessionAsViewer , EF & FE EMBSDPIRY , HBEIWebRTCRI SFMHFEN

E#,

(® Note
FHELSERSRETURNRIEA. NSEENAERSE —WICERIEARN , ZRHEEAFHLR
FKHrelayi,

& PR EL Y SR AR

BALESERF A TEFREARBERERARERSE , I CIRERBXANER (HLS) MR FIRE
BAESENNRARERF.

EEHahERRE

EB— M HEERET £ |, ITFF AWS Management Console, #E Kinesis Video Streams 2|
A, EFEWIR.

HERIXRTFEREHNERBEN. NELE , BEAERE,
RIT ‘BB 0. MRWMPELE , WaERZWM. MR EEETR , FEREERE X,

£/ HLS fE A EAHE

B LAERA HLS B2 AR B Kinesis MSTRNBENZEF RN AR, BXAEBFER HLS JHERMK
BIRENMARFNEER |, 12 H Kinesis Video Streams &,

ERAROEGEEESRNARFERRE

T % Kinesis Video Streams #1227 — /N 8EB7E HLS = DASH F#& X Kinesis Video Streams B i%
HEEFERVRAMIAEN, BoUEERABGHHbLHZAFERFTTEN T,

1. 3TFF Amazon Kinesis Video Streams E{4x&E & 25,
2. EEBELTZFE:

o Xig-i%$## us-west-2,
« AWS 158 Z24A

B ER A R A 83


https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_webrtc_JoinStorageSessionAsViewer.html
https://us-west-2.console.aws.amazon.com/kinesisvideo/home?region=us-west-2#/streams
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/how-playback.html
https://github.com/aws-samples/amazon-kinesis-video-streams-media-viewer
https://aws-samples.github.io/amazon-kinesis-video-streams-media-viewer/
https://aws-samples.github.io/amazon-kinesis-video-streams-media-viewer/
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3.

« AWS 4R

. RAEH

- EIRIER-ER ‘EE,
BT 1R R R

Connect B|Z#&iE

REUTSROBTFHELEH SN WebRTC EETRE. TS 5FHNHBJoinStorageSession, MRS
5 & BB 8 JoinStorageSessionAsViewer,

XEEFRHAEEIEETRNEYEEN IS SEEABIERNIEEEEESEE KX EFthe section

called “ConnectAsMaster’ , ZASDPI RN FIICEIRIE A . the section called “ConnectAsViewer”

1.

%Hy'fn%{n EIJ ARN .jj —F_iﬂg%iﬁﬁlo ﬂﬂ%fﬁaﬁﬁuﬁ ARN s i%é%ggé-lt_io
AWS Management Console

1.  $TFF Kinesis Video Streams {E S E 45,
2. ﬁ*¥ﬁ§ﬂlj1n 'I'J/"Js E’J%?-\o
3. EETMEFEEIM+FT , KEEHWESIEN ARN,

AWS CLI

BWIAEE AWSCLI Z&EHBEE T, EXEZEE , ZH AWS Command Line Interface
(AP

BXREHEUH 2 {AWS Command Line Interface AF#EME) . EEZHKE , AWS CLI
Eﬁﬁﬁﬂ[ﬁ TEE.

HE , ITFFE AWS CLI REMBEEMN AWS CloudShell &%, BEXEZELR |, 5 AWS
CloudShell HFIE®M.

FERUTHSEITET D escribe-Signaling-Channel 5% : AWS CLI

aws kinesisvideo describe-signaling-channel \
--channel-name "YourChannelName" \

MR EEREUTRAERL
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https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_webrtc_JoinStorageSession.html
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_webrtc_JoinStorageSessionAsViewer.html
https://console.aws.amazon.com/kinesisvideo/home/#/signalingChannels
https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html#getting-started-install-instructions
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-quickstart.html#getting-started-quickstart-new
https://docs.aws.amazon.com/cloudshell/latest/userguide/welcome.html#how-to-get-started
https://docs.aws.amazon.com/cloudshell/latest/userguide/welcome.html#how-to-get-started
https://docs.aws.amazon.com/cli/latest/reference/kinesisvideo/describe-signaling-channel.html
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{
"ChannelInfo": {
"ChannelName": "YourChannelName",
"ChannelARN": "arn:aws:kinesisvideo:us-

west-2:123456789012:channel/YourChannelName/1234567890123",
"ChannelType": "SINGLE_MASTER",
"ChannelStatus": "ACTIVE",
"CreationTime": "2024-07-07T23:28:24.941000-07:00",
"SingleMasterConfiguration": {
"MessageTtlSeconds": 60

I
"Version": "WsOfZvFGXzEpuZ2CE1s9"

}

B EXNRPHEESEE ARN, ChannelInfo
AWS SDK

RBFBOEZRT T NAFEAERT v2 19 SDK 2IEHHE WebRTC EFEIER Kinesis
Video Streams, AWS JavaScript & 5 HAMIE AT R AWS SDKs , B —#RENHEE .

& 1] LAE & JoinStorageSession 24 Y ST B 18 Rl JoinStorageSessionAsViewer,

B2 Kinesis Video Streams & F i, XA T A DescribeSignalingChannel APl,

const clientConfig = {
accessKeyId: 'YourAccessKey',
secretAccessKey: 'YourSecretKey',
region: 'us-west-2'

};

const kinesisVideoClient = new AWS.KinesisVideo(clientConfig);

FAEFIRAA DescribeSignalingChannel API,

const describeSignalingChannelResponse = await kinesisVideoClient
.describeSignalingChannel({
ChannelName: 'YourChannelName',

D

.promise();
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https://github.com/awslabs/amazon-kinesis-video-streams-webrtc-sdk-js/blob/master/examples/joinStorageSession.js
https://github.com/awslabs/amazon-kinesis-video-streams-webrtc-sdk-js/blob/master/examples/joinStorageSessionAsViewer.js
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_DescribeSignalingChannel.html
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RIFWE R o

const channelARN =
describeSignalingChannelResponse.ChannelInfo.ChannelARN;

2. 3REXWEBRTC AT R, SAMEHEIEERR K HJoinStorageSessionAsViewerd 4 EE T iEEH
R JoinStorageSession T &t X %5 FBE R E Ko

AWS Management Console

(® Note
Kinesis Vid AWS Management Console eo Streams B 81 &z £ iR 4,

TFF B AWS CLI ZEME B AWS CloudShell K%, HXESEL , S AWS
CloudShell HFIE®™.

R AWS CLI &I+ 19 i B Bt TR 1,
AWS CLI

BIAEE AWSCLI ZEHEE T, BXEZEE |, IHSHEAWS Command Line Interface X
=

BXLEHE , 3 (AWS Command Line Interface AFERE) » RESHKG , AWS CLI
FRAEENMXEHITEE,

& , T2 AWS CLI ZEMBELEH AWS CloudShell £, BXEZELR , 20 AWS
CloudShell A F#Em.

f£Get-Signaling-Channel-Endpoint A R U EiZ1T8 < AWS CLI :

aws kinesisvideo get-signaling-channel-endpoint \
--channel-arn "arn:aws:kinesisvideo:us-
west-2:123456789012:channel/YourChannelName/1234567890123" \
--single-master-channel-endpoint-configuration
"Protocols=['WEBRTC'],Role=MASTER" \
--region "us-west-2"
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https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_webrtc_JoinStorageSessionAsViewer.html
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_webrtc_JoinStorageSession.html
https://docs.aws.amazon.com/cloudshell/latest/userguide/welcome.html#how-to-get-started
https://docs.aws.amazon.com/cloudshell/latest/userguide/welcome.html#how-to-get-started
https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html#getting-started-install-instructions
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-quickstart.html#getting-started-quickstart-new
https://docs.aws.amazon.com/cloudshell/latest/userguide/welcome.html#how-to-get-started
https://docs.aws.amazon.com/cloudshell/latest/userguide/welcome.html#how-to-get-started
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BRI RIIZE BT FHAE

"ResourceEndpointList": [

{
"Protocol": "WEBRTC",

"ResourceEndpoint": "https://w-abcdl1234.kinesisvideo.aws-
region.amazonaws.com"

}

AWS SDK

HRBFEBOESRTR T OAERAERT v2 B SDK HATHE WebRTC EHBIEM Kinesis
Video Streams BY GetSignalingChannelEndpoint APl, AWS JavaScript i&&NE5

HiEETRE AWS SDKs , B —fxRfEEFHEE. EF JoinStorageSessionZH K TE R R
il JoinStorageSessionAsViewer,

£1% Kinesis Video Streams & i, X2 T A DescribeSignalingChannel AP| By & 2
Uit o

MREZHBET Kinesis Video Streams & Fiw#t{TDescribeSignalingChanneli@fA ,
NAULEEFERAR—MNEF iR,

const clientConfig = {
accessKeyId: 'YourAccessKey',
secretAccessKey: 'YourSecretKey',
region: 'us-west-2'

};

const kinesisVideoClient = new AWS.KinesisVideo(clientConfig);

FRAZEFIRmIAA GetSignalingChannelEndpoint APl

const getSignalingChannelEndpointResponse = await kinesisVideoClient
.getSignalingChannelEndpoint({
ChannelARN: channelARN,
SingleMasterChannelEndpointConfiguration: {
Protocols: ['WEBRTC'],
Role: 'MASTER',
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https://github.com/awslabs/amazon-kinesis-video-streams-webrtc-sdk-js/blob/master/examples/joinStorageSession.js
https://github.com/awslabs/amazon-kinesis-video-streams-webrtc-sdk-js/blob/master/examples/joinStorageSessionAsViewer.js
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_DescribeSignalingChannel.html
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}I

D

.promise();

RIEFEMR R

const webrtcEndpoint =
getSignalingChannelEndpointResponse.ResourceEndpointlList[@].ResourceEndpoint;

3. fERSE ARN 1 WEBRTC im=#1T APl A, MRS EEE
i#ConnectAsMasterConnectAsViewer WebSocket APIsE{E FHWebRTCE S I[EHaiE T
Kinesis Video Streams , MF# & F [0S 58 L ESDPIRMNFMICERIEHER. WebSocket

AWS Management Console

(@ Note
Kinesis Vid AWS Management Console eo Streams B 8] X it 4k,

ITHE AWS CLI ZZEFMBEE K AWS CloudShell £ix, BXEZEE , 550 AWS
CloudShell HF¥Em.,

IR AWS CLI &I+ PRy B B 1T R 1F
AWS CLI

BWIAEE AWSCLI ZEHEE T, BXEZEER |, IBSHRAWS Command Line Interface X

4,
BXREHE , B2/ (AWS Command Line Interface AFIER) » RETKG , AWS CLI
FEREEM Eﬁb&ﬁ@o

§EF , TS AWS CLI ZEMEER AWS CloudShell Kix, BXEZEER |, i55H AWS
CloudShell HF¥Em.,

AWS CLI ERETE LS BRFAISME ARN Hl WEBRTC iR A5 5%&21T7Join-Storage-
Sessioni® :

aws kinesis-video-webrtc-storage join-storage-session \

--endpoint-url https://w-abcdl1234.kinesisvideo.us-west-2.amazonaws.com \
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https://docs.aws.amazon.com/cloudshell/latest/userguide/welcome.html#how-to-get-started
https://docs.aws.amazon.com/cloudshell/latest/userguide/welcome.html#how-to-get-started
https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html#getting-started-install-instructions
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-quickstart.html#getting-started-quickstart-new
https://docs.aws.amazon.com/cloudshell/latest/userguide/welcome.html#how-to-get-started
https://docs.aws.amazon.com/cloudshell/latest/userguide/welcome.html#how-to-get-started
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--channel-arn arn:aws:kinesisvideo:us-
west-2:123456789012:channel/YourChannelName/1234567890123 \
--region "us-west-2"

Biz{T/E | REZ=EA AT HEFTRE.

MRARNUNXRZS5#E , F AWS CLI A ZHTH & ARN 1 WEBRTC in REHIZITLA T Join-
Storage-Session-As-Vieweri® :

aws kinesis-video-webrtc-storage join-storage-session-as-viewer \
--endpoint-url https://w-abcdl234.kinesisvideo.us-west-2.amazonaws.com \
--channel-arn arn:aws:kinesisvideo:us-
west-2:123456789012:channel/YourChannelName/1234567890123 \
--client-id "ExampleViewerClientID"
--region "us-west-2"

RIETIE , BEZEEN AR EARR.
AWS SDK

RBAFROERR T MAERERT v2 HER4FF X TESHEA Kinesis Video
Streams # WebRTC £ E&# Kinesis Video Streams BJoinStorageSessions}
JoinStorageSessionAsViewer APl, AWS JavaScript & F SHEMIEET

@ AWS SDKs , {E— &R RE. &EF JoinStorageSession=Zh#I TR IL R
$lJoinStorageSessionAsViewer,

B2 Kinesis Video Streams WebRTC F# & F i, XZAFIFAJoinStorageSessiond
&% , JoinStorageSessionAsViewer S 2 BIZ B AIER Kinesis Video Streams &
FiwTE,.

const webrtcStorageClientConfig = {
accessKeyId: 'YourAccessKey',
secretAccessKey: 'YourSecretKey',
region: 'us-west-2',
endpoint: webrtcEndpoint
};
const kinesisVideoWebRTCStorageClient = new
AWS .KinesisVideoWebRTCStorage(clientConfig);

FERAEFHENESSERA JoinStorageSession AP,
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https://github.com/awslabs/amazon-kinesis-video-streams-webrtc-sdk-js/blob/master/examples/joinStorageSession.js
https://github.com/awslabs/amazon-kinesis-video-streams-webrtc-sdk-js/blob/master/examples/joinStorageSessionAsViewer.js
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await kinesisVideoWebRTCStorageClient
.joinStorageSession({
channelAxrn: channelARN,

1)

.promise();

MRENEESEE , WEAZFFI®AMA JoinStorageSessionAsViewer APl

await kinesisVideoWebRTCStorageClient
.joinStorageSessionAsViewer ({
channelArn: channelARN,
clientId: "ExampleViewerClientID",
D)

.promise();

BE AT ROIAY KRS T AT LR EIGitHUb, MAZHIXE, AWS FEMETIMEN B
Mo BIT WebRTC REMMF@E TR , BUREH B3 AEREUER.

FFHBEUHRAFBHIERE RRMUUFHEA JoinStorageSession APl and/or & REH
SkF YA JoinStorageSessionAsViewer API,

IR ‘B EREEE N BHEFR N, ENAREFETConnectAsMasterRiEEEIE
S GConnectAsViewer , FHIN—PMRM |, Lt FESEEHIENZSH WebRTC &R , M
TRMARFEEZIESKALENRA API,

BARAEEESEEZENEER

ARG R BRI B T 55 A0 77 22 6 10 S5 RS H T,
£

. BHRESIES

. BEXHNERDE

e A HIE AT

FEWebRTCH |, 2|3 EAFBH KIASDPHRINTKE I EZEXNFHMNERE, N T peer-to-peerif , M
FES5%BH Signaling XS 5ERERNMKBIERE, EEDFE2FHITWebRTCERENT |, 7
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https://awslabs.github.io/amazon-kinesis-video-streams-webrtc-sdk-js/examples/index.html
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ESEREREXNEE, NTESEE  DARZESESE, BR K NEESEENEHTRIR
7,

B JoinStorageSession= At JoinStorageSessionAsViewer , FIES 5 EH X4 MEIE SDP X |, #5
F i SiERR ICE Rk A,

BXFHHE , 5 Nthe section called “ T fi# WebRTC HYIEELFI 174"

EEXFNRAEDR

FER% SDP BERH EFHLERR ICE REARE , RIMNEBWEE R correlationId9 88 a.
EiEiBcorrelationId9 88 AT E#SEREstatusResponseiH B, XEEEFIEMHMAH
BcorrelationId¥HRE , AFERERIZHEEstatusResponseB THSHE, X8 |, BR AL
S ENKEI B X B SDP ZRUIEL K R R A R 15,

BX correlationId # statusResponse WEZEE , 55 the section called “F & H B #

”
o

FEEREIEYSE SDP BEEN N ELREREHAEL L EZIERPEEN RFEBESE. &
flstatusResponseAIEEM R PR :

"correlationId": "1700186220273",
"errorType": "InvalidArgumentException",
"statusCode": "400",

"success": false

EEE SDP ZERNAN , BEFUTF LN Ta=rtpmap AR FHRBRREEFHLEXIRFNRAD
ERAEEEL, AT REBopusE BN SDPRAIZRM R, VP8

a=rtpmap:111 opus/48000/2

a=rtpmap:120 VP8/90000

JoinStorageSessionBX X IFHN RAERNIIEK , S,
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https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_webrtc_JoinStorageSession.html
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_webrtc_JoinStorageSessionAsViewer.html
https://docs.aws.amazon.com/kinesisvideostreams-webrtc-dg/latest/devguide/SendSdpAnswer.html
https://docs.aws.amazon.com/kinesisvideostreams-webrtc-dg/latest/devguide/SendIceCandidate.html
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_webrtc_JoinStorageSession.html
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ZEH

ZEEAWS REFZE, FNAWS BF , BRZBTINREARSHLZEHREALANERMBE
Y BIE O M 45 2R K

RERMFHEEE AWS W E, REHEEXFEFHRAISHN 22N Eh WEEH .

« TRE — AWS ARFEHFE AWS =HE1T AWS RESHEMZEHE, AWS BN GEEETULRLER
HRSS. YER AWS EHEITRIN —3 9 , RITNZ BN EREEHHRE=Z S FITRF TN
FMEIE, BT #EMAT Kinesis Video Streams WA MEITR] , HSREAMITREENAIAWS R

Fo
« SIRBE-BHREHEERN AWS BRSRE, BEFENHMRRAR , SHENBENBR
., SARNERUNERREREN,

AT EEBY I8 T R 4E WebRTC # £ Amazon Kinesis Video Streams A 20{a 57 f 0 B RAFE R,
LT EEOERERT MR WebRTC ELiE Amazon Kinesis Video Streams , LISRIEHZ £ MEH
B¥r. B G2 maERAEM AWS RS , XERS TS EEET WebRTC BREZEMRF EH
Amazon Kinesis Video Streams,

ES]

« A WebRTC &R HIF T 5% Kinesis Video Streams BJ15 8] &R AWS Identity and Access

Management
« Amazon Kinesis Video Streams with WebRTC B4 M M5 iiF

« 5 WebRTC =I5 i# Kinesis Video Streams A58 4

+ fF WebRTC 3 Kinesis Video Streams FHVEMIRELZ £

- fEF WebRTC =I5 i# Kinesis Video Streams H & £ {FLEE
+ WebRTC %

£ WebRTC &JRi=#IFT % Kinesis Video Streams K1/ [8] X
PR AWS ldentity and Access Management
B’ AWS Identity and Access Management (IAM) & Amazon Kinesis Video Streams 5 WebRTC

BAER , Sl shfdhimArRRE T LERER WebRTC API BEM4EE Kinesis Video
Streams U 1TES , ARMIIRE T AEABEERR. AWS

2R 1AM 23T 3R89 15 B X R 92


https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/services-in-scope/
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BXIAMNEZEE , BSRENUT XY :

* AWS Identity and Access Management (IAM)
« Al
- IAM AAFiEm

AEN

- REIEE

AP| B4

I 5% 3 /R B 75 (ARNS)

o H Aty IAM K P % F 5 8] Kinesis P70 X R
R g

REEIE A

IAM policy 22 & — N ZMEDH JSON X, BMEDHEHANT :

{

"Statement":[{
"Effect":"effect",
"Action":"action",
"Resource":"arn",
"Condition":{

"condition":{
"key":"value"
}
}
}
]
}

HRBANENTEUT -

« Effect : It effect ATLL2Z Allow = Deny, FEEINERT |, IAM A& EFERRRM AP RER
A, Bt , FrIEERESKELE, EXAPREERIAAN, EXELNBEZEFAAET,

« Action : action ER‘IEE%ZE?E%WFEE’JCF%E APl 21,

+ Resource : ZREZMHNRR, EXEIREERR , EFEEFEAH Amazon BREEF (ARN)
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https://aws.amazon.com/iam/
https://docs.aws.amazon.com/IAM/latest/UserGuide/getting-started.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/
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o R FARTEN. N H A TEREIREE SRV ETE,

ERIEMEE IAM policy B , BATREHRZEMEA IAM Policy £ R E5H IAM Policy Simulators

API #

£ IAM policy IBAH , BRAILMNEZE IAM BE RS P IEEEM API #E, X TF Kinesis

Video Streams with WebRTC , fER AT AI4A APl #4E85 & : kinesisvideo:. #i

i : kinesisvideo:CreateSignalingChannel, kinesisvideo:ListSignalingChannels
M kinesisvideo:DescribeSignalingChannel,

EEaMEAPEESZIRE , BEAESHElRT , TR :
"Action": ["kinesisvideo:actioni", "kinesisvideo:action2"]

U U ERABRFEESTURE, fla , BAILIEEB AR E Get" FF KM MBERE , TR :
"Action": "kinesisvideo:Get*"

E{EE Kinesis Video Streams WATE R , BRUOTHAXEAES (%) BEA :
"Action": "kinesisvideo:*"

Bk Kinesis Video Streams APl R TE XK , i§Z M Kinesis Video Streams APl &%,

WU B 5% 5% R & #5 (ARNS)

B4 IAM BERFARER TEERAEEEN R IR ARNs,

iF3¢ Kinesis Video Streams AL T ARN &EKRR :

arn:aws:kinesisvideo:region:account-id:channel/channel-name/code

fFln -

"Resource": arn:aws:kinesisvideo::*:111122223333:channel/my-channel/0123456789012

& AT LAE FFREUAIERY ARN, DescribeSignalingChannel

AP| 124k 94


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html#access_policies_create-generator
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_testing-policies.html
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_Reference.html
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_DescribeStream.html
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o E At IAM K #5157 Kinesis #5505 B X PR

BO e EE M HEM IAM K F 3¢ Kinesis Video Streams with WebRTC E S @EiEHITIE/ER AR,
BESACGREH—TURSEME. AKREHTREN AM A6, IAM EE R A LE IAM e, SR
BREREZAR,. BXESZELR , 558 (AM AFERE) FM6IE[D AWS REZERNEN AR,

R B A

LA SR R 05E SR anfaf 322 46 A P X4 Kinesis Video Streams with WebRTC EiE/Y i 8l

Example 1 : o ¥FF P MEIE & EERIEHE

I ERRE AV B PP SR XHEAT DescribeSignalingChannel S5 @EHT
GetSignalingChannelEndpoint, ListSignalingChannels # ListTagsForResource #
.

JSON

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"kinesisvideo:Describe*",
"kinesisvideo:Get*",
"kinesisvideo:List*"
]I
"Resource": "*"
}
]
}

Example 2 : RFAFRIEES

LR EE A P A 1T CreateSignalingChannel 4,

"Statement": [

mEAM IAM K7 R F 156 Kinesis #4557 B PR 95


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
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{
"Effect": "Allow",
"Action": [
"kinesisvideo:CreateSignalingChannel"
1,
"Resource": "*"
}

Example 3 : A FHRIFTA Kinesis Video Streams # Kinesis Video Streams with WebRTC #J %
i

LR RE Ao A P RASHEA R R ITE Kinesis Video Streams B4, WEBEATEER.

JSON

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "kinesisvideo:*",
"Resource": "*"
}
]
}

Example 4 : ¥R MNEERE S EERIESE
LR B oV A P AN E R T BEERIBE.

JSON

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

R R 96
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"Action": "kinesisvideo:DescribeSignalingChannel",
"Resource": "arn:aws:kinesisvideo:us-west-2:123456789012:channel/
channel_name/0123456789012"

}
1

Amazon Kinesis Video Streams with WebRTC I & #1456 iF

ETHBREERTRESHIINNER , BZHAWS RS ‘Baf It XX 2EE"" , RFERERN
BHEMITR. AWS RS AX—KREE , BSHAWS ST HAWS,

EAMEATRE=FFIHRE AWS Artifact. BXESEL , BSHTH “TFRIE FH “AWS
Artifact,

EHEMER AWS RS TN EATEBUR T ENHRENHRBME, RLOTANENBRUARBERNERNE
Mo AWS RE T U T HRRKAEYNIAEMME

« Security Compliance & Governance : X R REBIEEITIETRWERRE , HERTHER
M ERETIREN TR,

« A HIPAA ERHRESZ : FIHFS HIPAA ERHRS . HIEFFE AWS RS AZRFE HIPAA
B

« AWS £ HRIRAWS — L THEERNIERmE T ER TEMENTLMAERX,

- AWS BEFEHIERE —MNERAETHREHREER, XEERELETRFNRESE , AWS RS
HAEEERHIBESMEE ( BREEEFRFAESEARFRR (NIST), IAFTLZEHREZRS
(PCI) MERRAR AL (1SO) ) BSR4,

- EFAAWS Config J7F & A R 5 FE R BV AL P15 R — 1% AWS Config RS T ZHNBRREBEES K
BELRAENIRE, TULESFHMEM,

« AWS Security Hub— X AWS RS iRt T EABLRSRESNLEAE AWS, Security Hub BiE &
SRFBEITEEN AWS BRAREHERAFELZETUINENRESRE, BXIXERSRES
B Y|R , S5 Security Hub 24l ES #,

« Amazon GuardDuty — BB EEZRH AWS IKFIMEFREFE T RFEEES , kR AWS kS
BN TEAR, RENBRERGNEERM. GuardDuty BIHZREESHAMELAENAR

RMER , IUBHERESHESHAMEER , 0 PCI DSS,

« AWS Audit Manager— iX AWS Bg$s T AR BB IFEH it AWS FERER , ANTEI{E RS EE UK
FERFAT AR ERN SR,
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https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://aws.amazon.com/solutions/security/security-compliance-governance/
https://aws.amazon.com/compliance/hipaa-eligible-services-reference/
https://aws.amazon.com/compliance/resources/
https://d1.awsstatic.com/whitepapers/compliance/AWS_Customer_Compliance_Guides.pdf
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-controls-reference.html
https://docs.aws.amazon.com/guardduty/latest/ug/what-is-guardduty.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/what-is.html
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£ WebRTC =2 &#h Kinesis Video Streams B34

AWS £IRERIRIERE S AWS X TRAXHWERN, AWS X RESMEIRANRBENTAKX ,
XETAXBIRLER, SEHENSELRHMEGERE, SUUARNATAXKRITMESTEATAXZE
it B RIS ERBNNARFNRERE, SEENENHSIMREROEMEMEL , TAK
ERERHNTRAME. REENTT B,

Bx AWS Xig IATAXNESESR , TS HAWS £RER %,

£ WebRTC 3£ Kinesis Video Streams R EMiZEZ 2

ER —IHEE RS , Kinesis Video Streams ( @IEHWebRTCIhgE ) % AWS L S#HMNE RS | ZEMR
BERAREBPRHRNSERMNEREEFNRY,

IEATLAER AWS EX Y APl BB M58 Kinesis Video Streams. B HM M IFERER
2 (TLS ) 1.2 RESHRA. BIMEWUEA TLS 1.3 FESERAR. BEFHESLTLXIFEEETLEFIR
% (PFS) MWZIBEH |, HlI0 Ephemeral Diffie-Hellman ( DHE ) =% Elliptic Curve Ephemeral Diffie-
Hellman ( ECDHE ) . AZEIANRRE (W0 Java 7 RESHRAE ) R FXLEER,

o, HAERFRIZES ID M5 IAM EEXBRAOREZ TR BARNBERFTEL, HE , EUUER
AWS Security Token Service ( AWS STS ) £ Init Z £ FUERIT B RFITZR,

£ WebRTC =2 5% Kinesis Video Streams I &2 & B{EStik

Amazon Kinesis Video Streams ( @& H WebRTC Th&t ) fH} T REF AMNEEECHZERIENE
EERNTFEZRLINE. UTREXEKE—MESEN , HIRKEBELEMRAR, XEHKESNKA
RETEEHERITHEMRER , BHHANEANZERERMA2HR B,

BXAERRENRLRESR  BERRERBNTLRESE,
KSR PR 15 7]

ERFIRE , B LUREEIRB WL Kinesis Video Streams RIRAYEFLEN R, E o] LA IX LR IRE
AHREATFNEERE. Bt , BNNRFHITESHENNR, ERKENERH RN FR/DNEZEXE
LR AERE AR EEERERNENEXREE,

f5lan | @ Kinesis Video Streams &ZIEIFEHN IR ENFEE PutMedia, GetStreamingEndpoint
H DescribeStream, FEZMAIEENARFR FAABRME (*) SHEHMIEE ( Sl GetMedia ) B
PR o

e %8


https://aws.amazon.com/about-aws/global-infrastructure/
https://d0.awsstatic.com/whitepapers/Security/AWS_Security_Whitepaper.pdf
https://docs.aws.amazon.com/STS/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/iot/latest/developerguide/device-defender-DetectMetricsMessagesBestPract.html
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BXEZEER , B5SH Apply least-privilege permissionss

FH IAM A

BIEENME N AREFSAMEBB RV EIUERIE A Kinesis MR, SRR AWS IEH ERFME
EFFim B AR F S Amazon S3 FEREH. XERTEFIERRNVKHFIL , MRENZIRE , Tae
N FF=EERENE,

Mk, EBNZER IAM BEREECIZB[NEF in SR EF Y I8EHEIE LT Kinesis MR, E4E
RAGR , 874 ERKBFEIERE R HE TR,

BXREZEE , F5H IAM AFEEFRNUATER

- IAM Bt
- BENERLZR AF, NARFNES

CloudTrail AT %= API 1§ A

#4H WebRTC B Kinesis Video Streams AWS CloudTrail 55— REZER , ZRFEMAF. AGH
RS 1EE A WebRTC B9 AWS Kinesis Video Streams A X ENH EEHN I8 F,

FERAUERNE B CloudTrail , &7 LU E 8 FAWebRTCEKinesis Video Streams X HHER, XHER
AP st #IRHEER, [ArtxHERAREMIFAEE,

EXEZEELR |, 1§51 the section called “EH1i2F APl A CloudTrail”,

WebRTC 1%

wBIRNZE 2 H A WebRTC B Amazon Kinesis Video Streams 2% IEE | Kinesis Video Streams
EESREFTNEGAIBEBREANFEAEG LEREFEAREIHKME, TILEE R peer-to-peer@T
Kinesis Video Streams Video Streams TURN ixRiE 24K , FTE WebRTC &1E & B3 #5 /£ hn 2 1
WHITREME,

%4 Websockets (WSS) RIRETEE , FABERERERT S (DTLS) WEHBERITME |, H&K
TR £ EmE R (SRTP) #1T N,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios.html
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WEERAN APl EH

Wi 2FH WebRTC MER AR A E43 Amazon Kinesis Video Streams B R 5EtE, TR M4 AEE

WEEALARID. AWS ERIZM AWS RFENFIE S 7 WEKERE , SMEEHIN S SRR A
DERMMR ERTIAR, T3, EF BRI Kinesis Video Streams with WebRTC 281 , &R #IE

BT RHETRPEE TS EE

- BERENRMAAL?

« B BREBERIR?

o« WEIRIX LR IRAY SR Q04 2
- RERMLEEZRTE?
« WRERNITHEZRES?

o« HIEEIRET RE A ?

EENGEBERHACRKEZRITRE , T—SRELENIFEPREL Kinesis Video Streams with WebRTC
EEMENEE, BNZETENBENMTREAZESFHE TUE Kinesis Video Streams with WebRTC %
gt, M5¥Z Kinesis Video Streams with WebRTC B |, &R FAEFTURERN MKW FidRk. B
LBl Kinesis Video Streams with WebRTC MeESXLHEHF#H TR , XEFETEAEEMEN
EFEEXNBEEN | SUREE B ERRX AT 88 H A BB,

T3
« {E M WebRTC Y12 Kinesis Video Streams
- A2 APl @ AWS CloudTrail

£ WebRTC % # Kinesis Video Streams

BRI LAE AL S 7 83T WebRTC %12 5%k Kinesis Video Streams , I 5i# i@ WebRTC WEXH
CloudWatchill B Kinesis Video Streams K RIGE#E , HHHLE R AEN, EFEMNNIER X

ESUTBBELREF 15MNE , NEEREBIHRIFELER , HEBEFih T HREN Web R ARFRR
SHHITHER.

I 53 Kinesis Video Streams 12U TIE#r :

£}

fiE /] WebRTC %12 Kinesis Video Streams 100
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- ETER
« TURN f5#r
« WebRTC REUER

ERER

ATRHEXWAFERA A EEENBRAEESHEIWEBENELSE, CloudWatch

EBRaH iR By Dimension
s
Failure R4 E R FAVIREIRE 200 RER T BE
B , MR EO0" . BUR, Signaling
ChannelNa
me
HER 187 2 PR 55 122 & Sk F3R [2] M 57 Ffr 7E; 3% /Y Z28 BE ,
B Al o Signaling
ChannelNa
me
MessagesT —MUE &KX R AYE B B8, T Signaling
ransferre ChannelNa
d.Count me

ZOperation#EEATIUTHSA APIs :

+ ConnectAsMaster

+ ConnectAsViewer

» SendSdpOffer

» SendSdpAnswer

+ SendCandidate

+ SendAlexaOfferToMaster
+ GetlceServerConfig

» Disconnect

FERER
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TURN #E%5

AR A {AE A CloudWatch B &SRB ARBSHEXBIBNE L,

BB DU B

TURNConne XNF—28#AATFRINEZRBIIENEN TURN T
cted 7§ PEE A 1,

WebRTC #EUE#HR

ATIRHE L MAIER B EEEMNHRWebRTCIEEE < B EMEE, CloudWatch

BB iR B
Failure MR4EErs| AWRERRE 200 RSB , & T

REE'0; BMSKEHE"T,

TotalBitrate FSEERENELLER bps

TotalPack ZEUtEIE | MASTER S 5& X EMBUERE T8
etCount .

Dimensions

Signaling
ChannelNa
me

Dimensions

%
Signaling
ChannelNa
me

BRIE
ChannelNa
me

BIE
ChannelNa
me

X F WebRTC #BEUER , OperationiZ4EEEATLT APl : . JoinStorageSession

FERic APl 1 FH AWS CloudTrail

#H WebRTC B Amazon Kinesis Video Streams AWS CloudTrail5 WebRTC £5 , iZREZ 24 A
. Afm AWS RS1E WebRTC I L% Kinesis Video Streams X EVHE/EIEF, CloudTrail
LL WebRTC ¥R E#4FRT B #h Kinesis Video Streams BFATE APl BH. BHFENIAASIERR

TURN $g%5
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Amazon Kinesis Video Streams 2] & #Y 18 A LA KX Amazon Kinesis Video Streams with WebRTC
APl IREMRIBIAR, WREQZERER , WAL AFR CloudTrail 44 & A% Amazon S3 7
e , FEET WebRTC R G# Kinesis Video Streams N EH., NRETEERKRICHE ,
{3 AI1E CloudTrail ##| &8 Event history ( B4 L 1ER ) PEEENEH. FAKRENER
CloudTrail , &R LA EEIL WebRTC B Amazon Kinesis Video Streams & HEYIER, & HiERM IP
hut, #RHEER, ARARHERAREMFAEE.

ETHEZELR CloudTrail , SIEMAEEMNBS AT , HSEAWS CloudTrail A F 18,

I 5% Kinesis Video #id WebRTC E#E Kinesis Video Streams #
CloudTrail

CloudTrail E& 48] AWS IKF IR EEZNKS EEH. AXFNE4EEHINETRHE WebRTC £
Amazon Kinesis Video Streams F B , Z5E31N AWS SEHMRSEH —#212R7E CloudTrail E4H
FiExkF, BUUEHSHW AWS IKFHEE, BEANTHRERENSH. EXEZER , BSHAK
AEHAEIEREF CloudTrail B4,

ERZICREN AWS P FINESH |, BEF A WebRTC #9 Amazon Kinesis Video Streams FYZE
%, BOIRRIR, RERAY CloudTrail £ BENX K& HE] Amazon S3 FEf. MIRERT , £EHAE
FelZRERICRA , WRIRIEERMATFAE AWS XiFf, RERIZE AWS 2 XHMEXISWELH |, H5
BEXEEBIBIEEN Amazon S3 T, Lbo , BRISIEEHEHM AWS RS |, W — o Hs
# CloudTrail BEFRENSHEIE, EXEZER , BZATIRA :

o BIEREEIA
+ CloudTrail X RSMERK

« B Amazon SNS &ZXI CloudTrail
o EWXRBZANXIEM CloudTrail BENXHMEWER B Z 4K F# CloudTrail B &34

Amazon Kinesis Video Streams with WebRTC &7t CloudTrail BENX AU T RIECZIEH -

» CreateSignalingChannel

* DeleteSignalingChannel

» DescribeSignalingChannel

» GetSignalingChannelEndpoint

» ListSignalingChannels

 ListTagsForResource

I 55k Kinesis Video #3Y WebRTC E# Kinesis Video Streams #l CloudTrail 103


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html#cloudtrail-aws-service-specific-topics-integrations
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/getting_notifications_top_level.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_CreateSignalingChannel.html
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_DeleteSignalingChannel.html
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_DescribeSignalingChannel.html
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_GetSignalingChannelEndpoint.html
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_ListSignalingChannels.html
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_ListTagsForResource.html
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« TagResource
« UntagResource

» UpdateSignalingChannel

BNEARBEZEHTEEXRERBERVWARGE. FOEEEMTEREUATHES !
- ERREAHRIEPIER AWS Identity and Access Management (IAM) A F&IE 4 Ho
- BRREAACERKREAFNBNZLEIEREHN,

- EREEHHEM AWS RF K H.

BEXEZER , 25 CloudTrail userldentity 7T,
Bl BEXHSE

BRE—MERE  AFSE4ENBEXEERIEEEN Amazon S3 F##. CloudTrail BEXX#
BE—NESZNMEELRE. BHARKRRKRBEMRENENER , BEEREROBRIE, BREN B M
B, BRSHBENFELR. CloudTrail BEXHTRAHR AP BANEFHKRRE , HELET2RE
A4S EIRFF .

AR RBIE 7R T 5& R iZCreateSignalingChanneli##E# CloudTrail B &% B,

"eventVersion":"1.05",
"userIdentity":{
"type":"IAMUser",
"principalId":"EX_PRINCIPAL_ID",
"arn":"arn:aws:iam: :123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"EXAMPLE_KEY_ID",
"userName":"Alice"
},
"eventTime":"2019-11-19T22:49:042",
"eventSource":"kinesisvideo.amazonaws.com",
"eventName":"CreateSignalingChannel",
"awsRegion":"us-west-2",
"sourceIPAddress":"127.0.0.1",
"userAgent":"aws-sdk-java/unknown-version Linux/x.xx",
"requestParameters":{
"channelName" :"YourChannelName"
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https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_TagResource.html
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_UntagResource.html
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_UpdateSignalingChannel.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_CreateSignalingChannel.html
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},
"responseElements":{
"channelARN":"arn:aws:kinesisvideo:us-west-2:123456789012:channel/
YourChannelName/1574203743620"
},
"requestID":"df3c99c4-1d97-49da-8569-7de6c92b4856",
"eventID":"bb74bac2-964c-49b0-903a-3501c6bde632"

. BEXHRE 105
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AP| &#&

B
« WebSocket K37 = APIs

- RIHEER

WebSocket £ i1 & APIs

LA £Amazon Kinesis Video Streams with WebR WebSocket TC K37 & : APls
£

» ConnectAsMaster

» ConnectAsViewer

ConnectAsMaster

NFERZNFHEEIHL T RIEENETEE. £ WebSocketiR ik FEER A A TiEZETIM
Get51gna11ngChannelEndp01nt API| i H3R1BHI T £ websocket (WSS) iR, EHEER
Amazon BIRE T (ARN) ZFERNERAFHESHREL, FEMNLRETRATATENTRENESR
FRHTEE, URSINEFFRENTRZJEEIRERE , NSENERLE. FNEETBENES
MEEETBIE.

2=
HR
"X-Amz-ChannelARN": "string"

« X-Amz-ChannelARN - E$&E/ ARN,
- R . ZRFEA
- KERS : RDKER 1, KELERR 1024,

« R : arn:aws:kinesisvideo:[a-z0-9-]+:[0-9]+:[a-z]+/[a-zA-Z0-9_.-]1+/
[0-9]+

WebSocket 4375 = APls 106
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a5

200 OK HTTP RARB LUK — M ZEIE X,
Fix

* InvalidArgumentException
EENSHEHERS,

HTTP IRZSAH : 400

* AccessDeniedException

ABRDRARABHRSENBERTEEIH,

HTTP RS : 403

* ResourceNotFoundException
BEREFHE,

HTTP RZSMREE : 404

 ClientLimitExceededException

é/lfj\ l_JEIJ $ﬂﬁﬁ APl ETo ﬁ;&%%'ﬁ: BN,

TEXFRLEEM. BREZER

’ i%%lmi&@ﬂg;\ﬁ/§\o

BHSRTHE WebRTC RS EF ML Z# Kinesis

Video StreamsF iR B F IS EIR, AWS

HTTP RZSE8 : 400

J5 PR /BR

MR SHERFEA API, It AP FEKF R ZFIRE . ZEIRFITIREHERUK
ClientLimitExceededExceptlono

BE

WMREEM clientld MBEEFHEERE , NERAFEREMERETHE.

EiRl1TH

XA AP B

ConnectAsMaster
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H %8 A
AFHKXRA N TFESNARABLETMEZETHIE.

ConnectAsViewer

NEERFNERIHA KT RIEENETEE, £ WebSocketF AR FEER T A TEZEIIM
GetSignalingChannelEndpoint API A H3REM T £ websocket (WSS) iR, EFEIERY
Amazon FIRETR (ARN) MZF % ID BTENEAFHESHRE, FEMNKRTRITATHERE
BENEER[/HTEE., WRBEESEREEN ClientId HENNEERE  WFNHEZERKE, FHES
FNEZEZETHE.

H3R

"X-Amz-ChannelARN": "string",
"X-Amz-ClientId": "string"

« X-Amz-ChannelARN - S EEH ARN,
- RE TN
- KERS : PhKEN 1. RAKER 1024
- #3 : arn:aws:kinesisvideo:[a-z0-9-]+:[0-9]+:[a-z]+/[a-zA-Z0-9_.-]1+/
[0-9]+
- HFE R
* X-Amz-Clientld-& = in B9 HE — #RIR 5o
- KRB FHH
- KERS : PIEKEN 1. RAKENR 256,
« X A(?1(?1)AWS_.*)[a-zA-Z0-9_.-]

(@ Note
X-Amz-ClientId—F B FRITAWS ,

a5

200 OK HTTP RSB UK — N IE X,

ConnectAsViewer 108
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Hix
* InvalidArgumentException
EENSHELERS, FTIXFRALEER. BXESEE , FSHEEESR.
HTTP R : 400
* AccessDeniedException
AENBERALHESLAENBERTHETH,
HTTP R : 403
* ResourceNotFoundException
BERFE.
HTTP IRZSEE : 404

* ClientLimitExceededException

HLUNENERFH API R, REEZIBENEETRHEBIIENREABEN, BXESE
B, BZHT A WebRTC FREEH AL 5% Kinesis Video Streams Y48 1= B ik M5 EE .
AWS

HTTP RS : 400

[ PR /BR

MEUSSHERFHZ AP, REEEINZBENEFSHEEIZIFNEAYBERN , 2EK, L5
BR#I1Z APl, ZZIPRHIFHREIHIRAKL ClientLimitExceededException,

BE

MRIEEN ClientId MEEEFLER  WEANEEEMEZTHERE.
BiTH

AR FE AP A

R

AUFHEAR  NTEMIABLENERTHRIE,

ConnectAsViewer 109
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M/
S EHBER

FRIEMRLE BEENSHRSERAER (i , SDP RN SDP jERZE )  ATREBHHEEE
L8

S

{
"senderClientId": "string",
"messageType": "string",
"messagePayload": "string",
"statusResponse": {
"correlationId": "string",
"errorType": "string",
"statusCode": "string",
"description": "string"
}
}

« senderClientld-& # A& P im AY I —FRIARF o
- KB . PR

KERS : &/ PKEN 1. RAKERN 256,

« R : [a-zA-Z0-9_.-]+

- messageType - -EHHIER,
« FH : ENUM

- BAE
B : SDP_OFFER, SDP_ANSWER, ICE_CANDIDATE, GO_AWAY. RECONNECT_ICE_SERVER, STATUS

- KERS : RPEKERN 1, FRKENRN 256,
- & : [a-zA-Z20-9_.-]+

- messagePayload - JA base-64 wBBHEE N R,
- KB FHH

- KERS : &PKERN 1. RAKERN 10K,

.Nﬁ : AN
REHSER - T 110
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« correlationld - RAFIERVE B —PMRARF, XREFFmHES (Hl , SDP 2. SDP N&E ICE
{RIEIN ) PIZMEEVAERE correlationld,
- RH . PR
- KERS : I KERN 1, ZRAKER 256,
« R : [a-zA-Z0-9_.-]+
« errorType - A THE—RIRE RN BA R,
- KB . PR
- KERS : PMEKEN 1. ZRAKER 256,
- ¥ : [a-zA-Z0-9_.-]+
- statusCode - S0 R HY TR RIEY HTTP RA&REB,
- R FHEH
- KERS : I KERN 1, RAKER 256,
- B : [a-zA-Z0-9_.-]+
« description - SRR FR B R,
- KA . PR
- KERS : &PKEN 1. ZFAKERN 1K,

SendSdpOffer

FRWAKIZEABRERS. IRZHEEFHULINELIEZZEIM GetSignalingChannelEndpoint
API| 3REXHY WebSocket it Ko

MBEEHLAEEESR , WELFRUARAFIES, A REXERE
RecipientClientId , H#¥f#ZBEAN RecipientClientId IEEMNEME, MRKES
KHRFIRE , BIFKRIEZFIH RecipientClientId EEMNBHREESR, EXMER
T , RecipientClientId R&4EMH A

AT ERBEFHNABRFOAEAEERAERY , MAAEERFTAREARFFRUAERER
BEEFRNARERF. IREERFARMNARFZROEMERRENRNARFRASREY , WAL
ZZiER, MRE-FFHHARTREIE AR , MZRCHEHIRNES.

SendSdpOffer 111
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HR
{
"action": "SDP_OFFER",
"recipientClientId": "string",
"messagePayload": "string",
"correlationId": "string"

- action - EEREHEERFERE,
« KA : ENUM
« BXE : SDP_OFFER, SDP_ANSWER, ICE_CANDIDATE
- KERS : RPEKERN 1, FRAKENRN 256,
- B : [a-zA-Z0-9_.-]+
- BFE R
- recipientClientld-W # A B9 1 —FR1RAF o
- KB . FHH
- KERS : mPhKER 1. ZRAKER 256,
- B : [a-2zA-Z0-9_.-]+
-+ messagePayload - LA base-64 fiIBHEE AR,
- KB FHH
- KERS : &RPKERN 1. ERKER 10K,
« correlationld - JH S HYME —#RIRFF. SN ATESH.
- KB FHH
KERS : &/ PKEN 1. RAKER 256,
- B : [a-zA-Z0-9_.-]+

SendSdpOffer
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W

MRESHRRINZVCEHE |, NI F2REEAEA, MREKESERER, HEEBRPEET
correlationId , NM4EiR1FLME B /F/EN STATUS_RESPONSE ;HEIRE, EXxEZEER |, 554
the section called “F5 8 BB W,

Fix
* InvalidArgumentException
EENSHELERS, FTRXFRALTEER. BXESEE , FSAEREMESR.

HTTP IRZSAH : 400

* ClientLimitExceededException

HUNSWERFA APl Bt, BXEZELR , HSHTHE WebRTC RS ELENAY I 5% Kinesis
Video StreamsF W EEREXFMIEBES ., AWS

HTTP IRZSAH : 400

[5 FR/BR

MR SHZERIFA API, it AP REKS RBIZRRE, 23 REBIIREHEIRAKR
ClientLimitExceededException,

B

It API TRESH,

BiATH

XA R FE AP A

RV

AR EARA. BRAARE— KR

SendSdpAnswer

FRERIZABERERS. IRZFHEEFHULINCLIEZZIM GetSignalingChannelEndpoint

API| ZREXHY WebSocket i 5o

SendSdpAnswer
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MRREFEKBEEEFRS , T2 PRNERELEFRE. I, FEXEEE
RecipientClientId , # &N RecipientClientId IEEMNEME, MREIES
EBHFRE , NEFRIEZIA RecipientClientId EENBHFREER, EXMER
T , RecipientClientId 2&4EMNH A,

AUFRBEEFHNABRFOEAEERRENE , MAATEERFNRNARFFINERETER
EEFHNARRF. IREERFIHNARFZROEMERSSRENFRNARFROEINE , NT 2
RiZHER, MRE-—FFIWNARTHREEE RN, WiZNEFEHTNEBS,

R

{
"action": "SDP_ANSWER",
"recipientClientId": "string",
"messagePayload": "string",
"correlationId": "string"

}

action - IEfE KIxHHBRIZER,
« KA ENUM
B3 {8 : SDP_OFFER, SDP_ANSWER, ICE_CANDIDATE
KERS : &/ PKERN 1. BRAKER 256,
- B : [a-zA-Z0-9_.-]+
- recipientClientld-U # A B9 1 —FR 1R 5F o
- R FHEH
- KERS : ZFPMKER 1. ZEAKENR 256,
- B : [a-zA-Z0-9_.-]+
. PE -2
- messagePayload - JA base-64 wBBHEE N R,
- RH . FHEH
- KERH : &R/PKERN 1. EAKER 10K,
« correlationld - JH 2RI ME—FR IR,
- R FHEH

SendSdpAnswer 114
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- KERS P KEN 1. ZAKERN 256,
« B3 : [a-zA-Z0-9_.-]+

e

MREFEREDZBCER , WARLEREEMEN, MRRFEFHER  FEEERFEET
correlationId , MI4&iR¥ 405 254 STATUS_RESPONSE HEIREl., EXEZELR , SR &
$HEER,

Fix

« InvalidArgumentException
EENSHEHERS, FEXHFRALTEER. BXESEE , FEAREMNES.
HTTP RZ&AES : 400

* ClientLimitExceededException

LN ENERIFAA API BHRE, BXEZER |, 55T HE WebRTC RS EL & A & # Kinesis
Video StreamsHF W EEREXFMIEBES ., AWS

HTTP IRZSAH - 400

J5 PR /BR

MRS SHEFFA API, Ik AP FEKFRBIZEIRS. A
ClientLimitExceededException Bt 1TPR#IRIRE4EiR,

BE

It API TREEH,

BiATH

AR FE AP A

R

AV FHEAM. 8IRIAMERE— KB,

SendSdpAnswer 115
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SendlceCandidate

& ICE RETURIEL B ERS . ARFGEEFRANELEETIN
GetSignalingChannelEndpoint API 3REXEY WebSocket i R o

MRRFERBREERR , WeLF ICEREMARELERE. A, FELEEE
RecipientClientId , # &M N RecipientClientId I EEMEMME, MREIEHFHK
R FIRE , ICERIEVUNXEEIA RecipientClientId FEEMN B R, EXHERT ,
RecipientClientId 2&4EMNB A,

AT EREBFFHNARFOEAEERAKIE ICEREDN , MRAATERREFKNAREFF ICE &
BIAERETREEFHNARF. MREEREMREARFZAOEMERRE N AREFRIE
ICE fRi&T , MF2ERZFR,

HR

"action": "ICE_CANDIDATE",
"recipientClientId": "string",
"messagePayload": "string",
"correlationId": "string"

- action - EFE RIAMEERER,
« A : ENUM
B M{E : SDP_OFFER, SDP_ANSWER, ICE_CANDIDATE
- KERS : ZPKERN 1. ZFAKENR 256,
« R : [a-zA-Z0-9_.-]+

« recipientClientld-W # A By i —FR1R5F o
- RE . FHH

- KERH : ZPMKER 1. ZAKENR 256,
« BR : [a-zA-Z0-9_.-]+
- BE A
« messagePayload - bA base-64 fwmBBAEERNE
- RE . FNEH

SendlceCandidate 116
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- KERH : ZPKER 1. EAKENR 10K,
- correlationld - J& 2./ M —FRIRFF,
- RH . PR
- KERS : ZPMKER 1. EAKENR 256,
- B : [a-zA-Z0-9_.-]+
. RE B

e

WRESFHANBUVCER , MRLREEMBA, WMREFERER , HEEBERPEET
correlationId , M4EIRI¥4E 2 F4ER STATUS_RESPONSE SHEIRE, BXEZFELR , BZHA &
B ER.

Hix
* InvalidArgumentException
EENSHELHERS, FPIXFRALEEH. BXESEE , FSAEEMESR

HTTP RZSAH : 400

 ClientLimitExceededException

M ESHERFA APl it, BXEZELR |, 5T A WebRTC FREE &R &% Kinesis
Video StreamsF W EE =B FMIEHES ., AWS

HTTP RZSAHE : 400

=i BR/FR 1

MRUISHERFA AP, Itk AP REKFRBIZRRE, =Z2IRGEHREHIRUKR
ClientLimitExceededException,

B»F

Itk API TR EFH,

SendlceCandidate 117



https://docs.aws.amazon.com/general/latest/gr/api-retries.html

Kinesis Video Streams Amazon Kinesis Video Streams WebRTC FF & A R 155

BiATH
XA R FE AP A
R

AREHRBAR. SXEAARE— KRB,
Disconnect

FEFum ] SARERT R ERE. WebSocketRBREIGFRAIIAE, XMEER , REIHEFIRRICH
HNBEETERELTHIRE , #EF2ZHEBEMER. BTN HERTERERERE
Ho

ZRSE B FFmAOEMTEREER , fli , EHEIRSR[EF A, UTRELHETRER
« GO_AWAY : IWHEERATREEREXM, EEFFIREBEFLEZANER, MTERE , AREF
EEMEZIETEE.

- RECONNECT_ICE_SERVER : IHE AT REFRYEREKRA , AEF S inae® EF A ERE | &K
Y ICE FRSS2RECE , A EF BN EMEETFHRSSR.

Disconnect 118
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Amazon Kinesis Video Streams with WebRTC #[EHER&

fE AL T E B kHEZE Amazon Kinesis Video Streams with WebRTC A 8282 /Y ¥ . [a &,

1] peer-to-peer&iEAY A A
WebRTC A 546 B4 A i T A e L B8 7 3L ) 5

o M HEEER (NAT)
- B
« WHFREZZEHRE

WebRTC ## 7 —/MEZ , IENFEF EEH AL EE. CRRE®T —RELENSE
peer-to-peeriEZ B )R T B TURNAR S 25 Fh 4k IR AR R AL #5

ZRIEBNEEMFNEANY  ALETHR - EAREPHERSFELIAXEAENTE,
£

« 2TEHARPI (SDP) RWHMME

il ICE fRIEIRAY £ A

- BEMEA T WRLARIETURE M &

- EikExmER

SEFER I (SDP) BILH B Z
SERRY (SDP) BIA M EFX G188 2 B RTC 2iF# TR,
TTHAX SDP MUMESES , BSHNT.

o EEB WA ERK , 15 LE T WebRTCTEKinesis Video Streams® L “F AN B0 5EZERE
TIHENNE S EITRR,

- NEBRRWHEREEK,

RWMBEBRERTIRERN , RECATREIZESHIEELWERN ICE RED,

#1I peer-to-peer& iE#Y B8 119


https://www.rfc-editor.org/rfc/rfc4566#section-5
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FERAT C 1 Kinesis Video Streams WebRTC SDK 88— M2 WFETE | RAULUFHRIRELIZHE
SDP, XEBIT 7 HBIRBIRVIR I E KA R E

SDPs EstdoutM SDK &3k , BiIREMUTIFEZLE : export DEBUG_LOG_SDP=TRUE., #&i&TA]LA
B iZsdpOfferEH7 JavaScriptE TE WA EF P iR ik SDP WIRNMNER, EEFWET
EZHGitHub,

BEXEZELR |, 55 the section called “f#H WebRTC %12 Kinesis Video Streams”’,

MRAKIEE SDP &R , WA RERNFRETEESR SDP R1L , EAZRUFLEEAREHNEE SR
fRiEER. BRFEIRUUATRENAR

I/webrtc_video_engine.cc: (line 808): SetSendParameters: {codecs:
[VideoCodec[126:H264]], conference_mode: no, extensions: [], extmap-allow-mixed:
false, max_bandwidth_bps: -1, mid: videol}

E/webrtc_video_engine.cc: (line 745): No video codecs supported.

E/peer_connection.cc: (line 6009): Failed to set remote video description send
parameters for m-section with mid='videol'. (INVALID_PARAMETER)

E/peer_connection.cc: (line 3097): Failed to set remote offer sdp: Failed to set remote
video description send parameters for m-section with mid='videol'.

E/KinesisVideoSdpObserver: onSetFailure(): Error=Failed to set remote offer sdp: Failed
to set remote video description send parameters for m-section with mid='videol'.

D/KVSWebRtcActivity: Received SDP offer for client ID: null. Creating answer

E/peer_connection.cc: (line 2373): CreateAnswer: Session error code: ERROR_CONTENT.
Session error description: Failed to set remote video description send parameters for
m-section with mid='videol'..

E/KinesisVideoSdpObserver: onCreateFailure(): Error=Session error code: ERROR_CONTENT.
Session error description: Failed to set remote video description send parameters for
m-section with mid='videol'..

£EE SDP RUMAAR , EERI a=rtpmap FFXEMT , AEFERN WL FEAKRBFILDR.

a=rtpmap:126 H264/90000

a=rtpmap:111 opus/48000/2

WMREMEA Safari EAEEREETIRIE H.265 EENEN , MLBEIUTHER

* InvalidAccessError: Failed to set remote answer sdp: Called with SDP
without DTLS fingerprint.

AFHENW (SDP) BUAME 20


https://github.com/awslabs/amazon-kinesis-video-streams-webrtc-sdk-c#getting-the-sdps
https://github.com/awslabs/amazon-kinesis-video-streams-webrtc-sdk-js/blob/983b62f07330e05277fd072f8062fecd8233bce7/examples/master.js#L123
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* InvalidAccessError: Failed to set remote answer sdp: rtcp-mux must be
enabled when BUNDLE is enabled.

BN RN S B E Y SDP 3R £, 1£ SDP #ite |, R L H.265 FFkM&k B a=rtpmap , &
EREERA H.265 W&, ENITAR :

a=rtpmap:104 H265/90000

MR ZREMBIBETFE , BT Safari iIREF S A WebRTC 9 H.265 4mEIEER
£ Safari X REBRMEPSMAE=S |, AT TR

« & Safari FIER > RE... > BR. &P “ER Web FTFREMNTHEE" EiRAE,
o EIR THEERRE", % WebRTC H265 4 fifiEes 8 iE4E,

EMB R RRUEE RERK,

P ICE fRIZTAY 4 X,

ICE RIS mE STUN IRZ 82X HARMNEFIRERK. X F Kinesis Video Streams with WebRTC
SR , STUN fR%S85 2 stun:stun.kinesisvideo.{aws-region}.amazonaws.com: 443,

BRT7AA STUN RS BIIREURIE TN , B ImEEIESEA TURN BRSE8, IS THBARANTETL
SRS B3 peer-to-peernEZMNF P A RF B AERZ RS,

SERIBAER LT TEREMK ICE RIENR :

« Trickle ICE WebRTC ##7% , H{# Trickle ICE RUKEIRIEIN

* |lceTest.Info

FERXHANTE, B A STUN F TURN BRS 2815 B SR IN & (R IE TR,

E@ENT WebRTC 3RHY Kinesis Video Streams B TURNBR S 25E E ML EREIE |, & LLAA AP 2
{E, GetlceServerConfig

LR AWS CLI i FER 7 AMARBUL S B LA T RHE AN TR,

export CHANNEL_ARN="YOUR_CHANNEL_ARN"

44 ICE 1RIE TR £ B 121


https://webrtc.github.io/samples/src/content/peerconnection/trickle-ice/
https://icetest.info/
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_AWSAcuitySignalingService_GetIceServerConfig.html
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_AWSAcuitySignalingService_GetIceServerConfig.html
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aws kinesisvideo get-signaling-channel-endpoint \
--channel-arn $CHANNEL_ARN \
--single-master-channel-endpoint-configuration Protocols=WSS,HTTPS, Role=MASTER

get-signaling-channel-endpoint @A EM TR :

{
"ResourceEndpointList": [
{
"Protocol": "HTTPS",
"ResourceEndpoint": "https://your-endpoint.kinesisvideo.us-east-1.amazonaws.com"
},
{
"Protocol": "WSS",
"ResourceEndpoint": "wss://your-endpoint.kinesisvideo.us-east-1.amazonaws.com"
}
]
}

f£H HTTPS ResourceEndpoint {E3REX TURN fRF 885K , W TFA R :

export ENDPOINT_URL="https://your-endpoint.kinesisvideo.us-east-1.amazonaws.com"

aws kinesis-video-signaling get-ice-server-config \
--channel-arn $CHANNEL_ARN \
--service TURN \
--client-id my-amazing-client \
--endpoint-url $ENDPOINT_URL

G R ‘=& TURN RS 2BBMIFMES , 2IE TCP M UDP Wik KR AR F B e B i,

(® Note

MRIRE TTL ERE T XEE N B RER ( A REN ) . FE Trickle ICE WebRTC R4l
=K.Info IceTest P ERXLEE |, £ Kinesis Video Streams & RS R4 K ICE {®Rik{E,

BEMH T WL RE TR E M E

THEhERI XENFERTHERETNTERXEMEE,. MRENMNNEZFFKRETETEEUNS
i, WA BAE A MER webrtc-internals X 27 7£ Google Chrome HEEIX LFEE.,

TERE A T LR LT SR 22 3 i 52 122


https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_GetSignalingChannelEndpoint.html
https://webrtc.github.io/samples/src/content/peerconnection/trickle-ice/
https://icetest.info/
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=R AT+ P FF WebRTC 2iF,

EB—MEW+d |, 3ITFF chrome://webrtc-internals/., EAUERIEMFHEEMHITLEN
mMAEE.

FEIRRCEMEENER. Hlu

» Create Dump
Read stats From: | standardized (promise-based) getStats() AP| ~

R

AN

Note: computed stats are in []. Experimental stats are marked with an * at the end and do not show up in the getStats result.

GetUserMedia Requests

https://awslabs.github.io/amazon-
Kinesis-vid: brtc-sdk-
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https://awslabs.github.io/amazon-kinesis-video-streams-webrtc-sdk-js /examples/index.html, { iceServers: [stun:stun.kinesisvideo.ap-northeast-1.amazonaws.com:443, turn:3-113-249-125.t-6618366e.kinesisvideo.ap-
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transport=udp, turns:18-183-42-89.t-6618366e.kinesisvideo.ap-northeast-1.amazonaws.com:443?transport=tcp], iceTransportPolicy: all, bundlePolicy: balanced, rtepMuxPolicy: require, iceCandidatePoolSize: 0 }

ICE connection state: new => checking => connected
Connection state: new => connecting => connected
Signaling state: new => have-local-offer => stable
ICE Candidate pair: 6950 <=>

» ICE candidate grid
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¥ Stats graphs for candidate-pair (state=in-progress, id=CPaYGwieso_EsxKSWoY)
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https://awslabs.github.io/amazon-kinesis-video-streams-webrtc-sdk-c/structKvsRtcConfiguration.html
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icelLocalCandidateGatheringTimeout: 10000 ms
iceConnectionCheckTimeout: 12000 ms
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iceConnectionCheckPollingInterval: 50 ms
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