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Eventsit# MQTT EBEJINMXEBEE. BT MQTT ETULHH Z26EH , elSYENERES
EHFRAM, XEFFULULERBARZRENAEREE , NIRRT EBt. SIEAFRERNEZR
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IhEE AWS loT Events , & 7] LUSE A0 R 5E 42 H ¥ BX R BB AL B B 1B
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T HIE P X Kinesis Data Streams fMA TRSZEH 1 T4ES Lambda B, BE2RBIEFEMEE
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Bi& RFR =R

BIERE — \WE™N  AWS loT Core NEZFEFRNTEN MQTT £8 : — M METE
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SHEBO-FEARE  AWS loT Core BR4E  RIFHEBEHEBEIIEE  EREEEEQE
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Hix BRBR =R

2T IR S ¥#{4#& Lambda EUfX AWS loT Events #RMZ5ERE  @&IRKBM

b H b &R 1E TR TERZBIRMET B E LHIREZ BT
iy

REAEE-4Hig&IR  DynamoDB % REEZREBKAFZENHAHE , B TR

) AWS loT Events IRAEE

Ze-EERSNE IAM At EHEHNNRIESFE A Kinesis Data

Streams, DynamoDB LA EventBridge Tl & X
PR AWS loT Core

S (A ) S H AWS loT Events RN RS E

EREFHAR A, FSHEN AWS loT Events HRAUBEEE L. eSS ENEHLEZE , AT
FEAXEHBERERNAELSE,

Console

FARTUTESRUS BENRNESEREE : AWS loT Events AWS Management Console

EFASHENFER AWS Management Console

1.

2
3
4.
)

%% AWS loT Events #2#l &,

EEMNSHMERS , EFRRNZJ[EE,
ERESHONENSRFES,

RS H. BEEXEENERER , ARERER “SH.
NESHASMNMRNUBEREE ZIE,

BERNEREELAY JSON B A E AR INEH EERAY TR XK, BRI SUERRFEFN RN =
BB B SR B 7 L 3R

AWS CLI

FEAETUTHSSHENIFNF[EREE . AWS CLI

ST, (T ) SH AWS loT Events RN ZH SH B 6
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EEAS HHENREE AWS CLI

1. SRS PRABERNERRES

aws iotevents list-detector-models
2. NFENMNFNB[ES  BEETUTHSSEHEERE

aws iotevents describe-detector-model \
--detector-model-name your-detector-model-name

3. RESNMRURESHAE,

|2 012 IAM AR

Bl 1AM A | LURHE HIZhHEEM R AWS IoT Events, ARHIFH A EE Fi5E DynamoDB LA 1T
IRAEE EventBridge, . Kinesis Data Streams B T%3& AWS loT Core BH, &/ HEMIZH
R BR. CloudWatch X £EfR <5 EE BB 4EA AWS loT Events,

1. BIEEBIUTHERN IAM &, X602 IAM AENES MR , FSH 1AM AFEEHH
BIEAGIAE AWS BRSERNR,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "DynamoDBAccess",
"Effect": "Allow",
"Action": [
"dynamodb:GetItem",
"dynamodb:PutItem",
"dynamodb:UpdateItem",
"dynamodb:DeleteItem",
"dynamodb:Query",
"dynamodb:Scan"
1,
"Resource": "arn:aws:dynamodb:your-region:your-account-id:table/
EventsStateTable"
.
{
"Sid": "SchedulerAccess",

SE2: BE IAM AL 7
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"Effect": "Allow",

"Action": [
"scheduler:CreateSchedule",
"scheduler:DeleteSchedule"

1,
"Resource": "arn:aws:scheduler:your-region:your-account-id:schedule/*"
1,
{
"Sid": "KinesisAccess",
"Effect": "Allow",
"Action": [
"kinesis:GetRecords",
"kinesis:GetShardIterator",
"kinesis:DescribeStream",
"kinesis:ListStreams"
1,
"Resource": "arn:aws:kinesis:your-region:your-account-id:stream/*"
1,
{
"Sid": "IoTPublishAccess",
"Effect": "Allow",
"Action": "iot:Publish",
"Resource": "arn:aws:iot:your-region:your-account-id:topic/*"
1,
{
"Effect": "Allow",
"Action": "logs:CreatelLogGroup",
"Resource": "arn:aws:logs:your-region:your-account-id:*"
1,
{
"Effect": "Allow",
"Action": [
"logs:CreatelLogStream",
"logs:PutLogEvents"
1,
"Resource": [
"arn:aws:logs: :your-account-id:log-group:/aws/lambda/your-lambda:*"
]
}

SH]2: 8EIAM AE 8
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2. AT IAM ABEERE, FERBEATEEN AWS RSEE IAM A6 |, UEEITT T
HRENRE, BXOE IAM EERBNESHAGEA , F2H | AM AFERPNEABENEE
KEAIEAG,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {

"Service": [
"scheduler.amazonaws.com",
"lambda.amazonaws.com",
"iot.amazonaws.com"

]

b
"Action": "sts:AssumeRole"
}
]
}

% 3 % : 812 Amazon Kinesis Data Streams

5 A =82 Amazon Kinesis Data Streams AWS Management Console . AWS CLI
Console

EF A Kinesis BiER AWS Management Console , i&#Z# {(Amazon Kinesis Data Streams
FREER) POERERTE NSRRI TRE,

BEENRZFBENHEARANMIED F it
AWS CLI

£/ AWS CLIfIZ Amazon Kinesis Data Streams , M#E 18 % P 2 XE#IE.

EARREZ D EA Kinesis Data Streams SREVK I BIEIRENINAE, AWS loT Events Bt 7 —
AV BRESMNAERKE., LB MK EYEMTZWERFRIE , B RERFNEIEL
HHUARSEM AWS BRSHER.

% 3 % : 812 Amazon Kinesis Data Streams
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aws kinesis create-stream --stream-name your-kinesis-stream-name --shard-count 4 --
region your-region

BREFEZNRZHENEEAR KX NAZS FiTE.

S 4. BIZIEFH MQTT EEEBAN
BRI LABIZFH MQTT SHEEBAANREHRREIN,
Console

1. HRERBFEFNN MQTT EERAAN , REREBTUEHRAETAN,
FTF AWS loT Core BEZHIA

ESMBEES , &R HERE , REEEF AN,

EEERD , EERHMAER , REEEAN,

EFEIEMN,

EEENNBEEREL , #i A AWS loT Core ML BFHHIMNBF, £ N IER-A%” F |
WAERUPMREEELBEHH G HE X T Kinesis Data Stre ams,

7. & EBESQLiEA L, R SQLEAMALLTAZR : SELECT * FROM 'your-
database' , RAR®EET—F,

8. TEMTINAMNIEETTEMANIRET | &R K inesiso

9. NEBEERIRH Kinesis BiF. N T2 X% , A your-instance-id. 7 IAM AiEEH
R AE | REERNMANIRE,

o o A~ D

BXEZRER , BSMAME AWS loT ANSUFEE BIER BT E MRS
AWS CLI

1. ERAULTRAACIZE JSON XX . it JSON BEEXHEX T — AWS loT Core MM , ZAN
ERRA ID R XE  NEBPEEMBEERARERRIEEN Kinesis o

{
"sql": "SELECT * FROM 'your-config-file'",
"description": "Rule to process events and forward to Kinesis Data Streams",
"actions": [
{

"kinesis": {

SW 4 QIEHEH MQTT SHEEEAMN 10
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"streamName": "your-kinesis-stream-name",
"roleArn": "arn:aws:iam::your-account-id:role/service-role/your-
iam-role",
"partitionKey": "${your-instance-id}"
}
}
1,

"ruleDisabled": false,
"awsIotSqlVersion": "2016-03-23"
}

2. FEAGIEMQTT EEMN, AWS CLILSBRERAFEAevents_rule. jsonXHHELHWEE
Bl AWS loT Core EFH N, AWS CLI

aws iot create-topic-rule \
--rule-name "your-iot-core-rule" \
--topic-rule-payload file://your-file-name.json

FE 5 REEBEHF MQTT EFEMLIwmT R

SEAEFR MQTT TEEELNETTLME L HENME , S Z28IH AWS loT EventsfC BRI IhEE, 4
T REEN AWS KPP Mt XFriaEr.

Console

1. FTFF AWS IoT Core BB &,

2. TEENSHERE Connect % |, B TEE

3. 1R I0T: data-ATS HE ELAIT B EMIFMEETTH,

4. EHFEE, HERLRETR. RELETRE , AASEEULENSRHRERT,
AWS CLI

BITUT oS UREAF A m K % HEE R AWS loT Core £ Mo

aws iot describe-endpoint --endpoint-type iot:Data-ATS --region your-region

SB5: KRB MQTT TEMKRIFHT R 11


https://console.aws.amazon.com/iot/

AWS loT Events FEANGIER

6% . 4|ELS% DynamoDB #*

Amazon DynamoDB FKREUX, T AWS loT EventsHVRSEETHEE , REMBRAFZRHPRENEE R
FREMFENFERSBIREME T —FAFBAREN AR,

Console

£]E Amazon DynamoDB RIRBRNBEEKVRES. BXEZER , HZHL % DynamoDB
Fr & &5 B4 DynamoDB H 8| K,

ERUTRABRRMEBEFAREE -

- BEREP , WALEENRE,
- WFDEERH , FRALESHEA D,
- IBEBMER “RIEREM BN RE

AWS CLI

BT T a5 82 DynamoDB %,

aws dynamodb create-table \

--table-name your-table-name \

--attribute-definitions AttributeName=your-instance-
id,AttributeType=S \

--key-schema AttributeName=your-instance-id,KeyType=HASH \

HER T : Bl AWS Lambda B# ( #2518 )

Lambda BB AERZOLALESIZE , K TR F[ERTMEZE, AWS loT EventsERBIF , Bi1E
Hft AWS BRSSER , SURIRIEE KM B E A SR, ERRSNMARE.

FERZTEBIE—/ Lambda E#k. NodeJSERAUTRBAER K BhERENEE
1. 3TF AWS Lambda console,

2. EEVNERI

3. HMARBBHIETR.

4. 3%3#F NodedS 22.x fERIZ{THTEL,

%6 % A|ETLD# DynamoDB & 12


https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/getting-started-step-1.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/getting-started-step-1.html
https://console.aws.amazon.com/lambda/

AWS loT Events FEANGIER

5. EEXRUMTASTHIRY  ARERNGAE  REEREE NS RPCIEZN IAM £
@IO

6. EFUBRERI.
7. BEMBEREDEEE MU TRBAR.

8. EHIAIESF , £ “RE EWMFTHEUATRBRA , iR EHkiBSWyour-destination-
endpointi® =,

import { DynamoDBClient, GetItemCommand } from '@aws-sdk/client-dynamodb';

import { PutItemCommand } from '@aws-sdk/client-dynamodb';

import { IoTDataPlaneClient, PublishCommand } from "@aws-sdk/client-iot-data-plane";
import { SchedulerClient, CreateScheduleCommand, DeleteScheduleCommand } from "@Eaws-
sdk/client-scheduler"; // ES Modules import

//// External Clients and Constants
const scheduler = new SchedulerClient({});
const iot = new IoTDataPlaneClient({
endpoint: 'https://your-destination-endpoint-ats.iot.your-region.amazonaws.com/"

1);
const ddb = new DynamoDBClient({});

//// Lambda Handler function
export const handler = async (event) => {
console.log('Incoming event:', JSON.stringify(event, null, 2));
if (levent.Records) {
throw new Error('No records found in event');

const processedRecords = [];

for (const record of event.Records) {

try {
if (record.eventSource !== 'aws:kinesis') {
console.log( "Skipping non-Kinesis record from ${record.eventSource});
continue;
}

// Assumes that we are processing records from Kinesis

S8 7 : 8l AWS Lambda BEER ( 2414 ) 13
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const payload = record.kinesis.data;

const decodedData = Buffer.from(payload, 'base64').toString();

console.log("decoded payload is ", decodedData);

const output = await handleDecodedData(decodedData);

// Add additional processing logic here
const processedData = {
output,

sequenceNumber: record.kinesis.sequenceNumber,

partitionKey: record.kinesis.partitionKey,

timestamp: record.kinesis.approximateArrivalTimestamp

i
processedRecords.push(processedData);

} catch (error) {
console.error('Error processing record:', error);
console.error('Failed record:',6 record);

// Decide whether to throw error or continue processing other records

// throw error; // Uncomment to stop processing on first error

}
}
return {
statusCode: 200,
body: JSON.stringify({
message: 'Processing complete’,
processedCount: processedRecords.length,
records: processedRecords
b
};

i

// Helper function to handle decoded data
async function handleDecodedData(payload) {
try {
// Parse the decoded data
const parsedData = JSON.parse(payload);

// Extract instanceId

const instanceld = parsedData.instanceld;

// Parse the input field

const inputData = JSON.parse(parsedData.payload);
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const temperature = inputData.temperature;
console.log('For Instanceld: ', instanceld, ' the temperature is:',
temperature);

await iotEvents.process(instanceld, inputData)

return {
instanceld,
temperature,
// Add any other fields you want to return
rawInput: inputData
I
} catch (error) {
console.error('Error handling decoded data:', error);
throw error;

//// Classes for declaring/defining the state machine
class CurrentState {
constructor(instanceld, stateName, variables, inputs) {
this.stateName = stateName;
this.variables = variables;
this.inputs = inputs;
this.instanceld = instanceld

static async load(instancelId) {
console.log( 'Loading state for id ${instanceId}’);
try {
const { Item: { state: { S: stateContent } } } = await ddb.send(new
GetItemCommand({
TableName: 'EventsStateTable',
Key: {
"InstanceId': { S: ‘${instanceld}’ }
}
1)

const { stateName, variables, inputs } = JSON.parse(stateContent);
return new CurrentState(instanceld, stateName, variables, inputs);

} catch (e) {
console.log( 'No state for id ${instanceId}: ${el}’);

S8 7 : 8l AWS Lambda BEER ( 2414 ) 15
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return undefined;

static async save(instanceld, state) {
console.log( 'Saving state for id ${instanceId}’);
await ddb.send(new PutItemCommand({
TableName: 'your-events-state-table-name',
Item: {
"InstanceId': { S: ‘${instanceld}’ },
'state': { S: state }
}
1)

setVariable(name, value) {
this.variables[name] = value;

changeState(stateName) {
console.log( "Changing state from ${this.stateName} to ${stateNamel});
this.stateName = stateName;

async setTimer(instanceld, frequencyInMinutes, payload) {
console.log( 'Setting timer ${instanceId} for frequency of ${frequencyInMinutes}
minutes’);

const base6b4Payload = Buffer.from(JSON.stringify(payload)).toString();
console.log(base6b4Payload);

const scheduleName = ‘your-schedule-name-${instanceld}-schedule";
const scheduleParams = {

Name: scheduleName,

FlexibleTimeWindow: {

Mode: 'OFF'
},
ScheduleExpression: ‘rate(${frequencyInMinutes} minutes)",
Target: {

Arn: "arn:aws::kinesis:your-region:your-account-id:stream/your-kinesis-
stream-name",

RoleArn: "arn:aws::iam::your-account-id:role/service-role/your-iam-
role",

Input: base64Payload,

S| 7 : Bl AWS Lambda B ( 248 ) 16
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KinesisParameters: {
PartitionKey: instanceld,

},

RetryPolicy: {
MaximumRetryAttempts: 3

i

const command = new CreateScheduleCommand(scheduleParams);
console.log( 'Sending command to set timer ${JSON.stringify(command)}');
await scheduler.send(command);

async clearTimer(instanceld) {
console.log( Cleaning timer ${instanceld}’);

const scheduleName = “your-schedule-name-${instanceld}-schdule";
const command = new DeleteScheduleCommand({
Name: scheduleName

1)

await scheduler.send(command);

async executeAction(actionType, actionPayload) {
console.log( 'Will execute the ${actionType} with payload ${actionPayload}
await iot.send(new PublishCommand({
topic: ‘${this.instancelId}’,
payload: actionPayload,
gqos: @
1)

setInput(value) {
this.inputs = { ...this.inputs, ...value };

input(name) {
return this.inputs[name];

)
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class IoTEvents {

constructor(initialState) {
this.initialState = initialState;
this.states = {};

state(name) {
const state = new IoTEventsState();
this.states[name] = state;
return state;

async process(instanceId, input) {
let currentState = await CurrentState.load(instanceld) || new
CurrentState(instanceld, this.initialState, {3}, {3});
currentState.setInput(input);

console.log( "With inputs as: ${JSON.stringify(currentState)l}’);
const state = this.states[currentState.stateName];

currentState = await state.evaluate(currentState);
console.log( "With output as: ${JSON.stringify(currentState)l}’);

await CurrentState.save(instanceld, JSON.stringify(currentState));

class Event {
constructor(condition, action) {
this.condition = condition;
this.action = action;

class IoTEventsState {
constructor() {
this.eventsList = []

events(eventListArg) {
this.eventsList.push(...eventListArg);
return this;
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async evaluate(currentState) {
for (const e of this.eventsList) {
console.log( ‘Evaluating event ${e.condition}’);
if (e.condition(currentState)) {
console.log( Event condition met’);
// Execute any action as defined in iotEvents DM Definition
await e.action(currentState);

return currentState;

////// DetectorModel Definitions - replace with your own defintions
let processAlarmStateEvent = new Event(
(currentState) => {
const source = currentState.input('source');
return (
currentState.input('temperature') < 70
)i
}
async (currentState) => {
currentState.changeState( 'normal');
await currentState.clearTimer(currentState.instanceld)

await currentState.executeAction('MQTT', “{"state": "alarm cleared, timer

deleted" }°);
}
g

let processTimerEvent = new Event(
(currentState) => {
const source = currentState.input('source');
console.log( ‘Evaluating timer event with source ${source}’);

const booleanOutput = (source !== undefined && source !== null &&
typeof source === 'string' &&
source.tolLowerCase() === 'timer' &&
// check if the currentState == state from the timer payload
currentState.input('currentState') !== undefined &&
currentState.input('currentState') !== null &&
currentState.input('currentState').toLowerCase !== 'normal');

console.log( ‘Timer event evaluated as ${booleanOutput}’);
return booleanOutput;
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5o
async (currentState) => {
await currentState.executeAction('MQTT', “{"state": "timer timed out in
Alarming state" }°);
}

);

let processNormalEvent = new Event(
(currentState) => currentState.input('temperature') > 70,
async (currentState) => {
currentState.changeState('alarm');
await currentState.executeAction('MQTT', *{"state": "alarm detected, timer
started" });
await currentState.setTimer(currentState.instanceld, 5, {
"instanceId": currentState.instanceld,
"payload":"{\"currentState\": \"alarm\", \"source\": \"timer\"}"

});

);
const iotEvents = new IoTEvents('normal');
iotEvents

.state('normal"')

.events(

L

processNormalEvent

1)

iotEvents
.state('alarm')
.events([
processAlarmStateEvent,
processTimerEvent

);

£ 8 &5 : %0 Amazon Kinesis Data Streams fifi & 85

£ A3 Kinesis Data Streams fit & 237" 1% Lambda E#H, AWS Management Console AWS
CLI

EZH Lambda EEF AN Kinesis Data Streams fifi & 28 Al £ S BB RN E B MAL B2 2 B E L
EE  FHER B ITEEANYBRBER AN EHMMERN , XUTFLERANSX. AWS

loT Events

% 8 & : 0 Amazon Kinesis Data Streams fi % 8% 20
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Console

BREZER , BSHRAWS Lambda FF R A R HEmFHY 12 S4HRIR S LA A Lambda B8

FRAUTARTHBEHRMRGHNFAGSE

- ERBEHF  WAFERARN lambda B, T 7 : 812 AWS Lambda BE ( #25]A )
« WFHEFE-LE , B ALEH Kinesis EEH ARN,

o XNFHAE XD | BWA 10,

AWS CLI

EITUT 502 Lambda B ¥l & 55,

aws lambda create-event-source-mapping \

--function-name your-lambda-name \

--event-source arn:aws:kinesis:your-region:your-account-id:stream/your-kinesis-
stream-name \

--batch-size 10 \

--starting-position LATEST \

--region your-region

SR 9 MR BB BRI 4 i TheE ()AWS CLI

BRELAEFENBERPEXNAETD MQTT TERXHERAE. U T2 MQTT W R~FlHARyour-
topic-name , A FMHA=I;,

{

"instanceId": "your-instance-id",
"payload": "{\"temperature\":78}"
}

BRIZEEE —FXKMEEBN MQTTHE , HPIEUT (KL ) IE .

"state": "alarm detected, timer started"

HPR 9 1 MIABE BRENA fa Hi Th BB (JAWS CLI 21


https://docs.aws.amazon.com/lambda/latest/dg/services-kinesis-create.html#services-kinesis-eventsourcemapping
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i AWS loT SiteWise BRI IZRF AWS loT Events

AFNBBRBRARE , XEFREREETBETRHERUAERIIEE AWS loT Events.

StFEA AWS loT Events Z3RAJ AWS loT SiteWise B , &7 LLEHAE CloudWatch3iRiE# 2 ## R
FR, XMHGERHETRAMKIEIIAE | SLAs HEGKBAMKMTINTHAE , FlnFER NI 2 HEIR,

LR

%8 AWS loT SiteWise BRI AWS IoT Events BE1RElE % EAssetModelCompositeModelsiE
FERBOE , WAWS loT SiteWise FAF BRI E LA SBEIRP AR, AWS IoT SiteWiseXd # R
FRENEVOEEEST AWS loT Events B H| AR ITERE,

IR G ZR A EIRIEME CloudWatch BiREE, b5 EFEH AWS loT SiteWise 82158 M3
T &xHE AWS IoT Core MQTT £ , A/5H Lambda BE#H1TAE, ZIAEHIX L@ MR
CloudWatch ¥8%5 , MT1ET CloudWatchHy ZRAE LRSI B4R I 322,

Bz RIRFR =R

BER-E M HIERE AWS loT SiteWise fFE#EW loT Events EEXE#R KB AWS loT
AWS loT SiteWise MQTT &40 SiteWise B M MQTT B4
BIELE-HHREME  Lambda EREK 432 AWS loT SiteWise BB H N EELR R
= CloudWatch ¥E#%

BRI G- 1E PR H I 5% CloudWatch A AWS loT Events ZfREUY CloudWatch &
filh & Z R ik iR, REEHMIIEE | FlUFERN

EX — EH AWS loT  AWS loT SiteWise #h  ®JiEIh8E , A4F CloudWatch B3k AWS loT
SiteWise HER SiteWise fE N A E RS B E

S| ZERTEELEA MQTT BA

WREFEA AWS loT Events 58 AWS IoT SiteWise 1R , MaI A ERIENEMNELE A MQTT
B4,

1. BREBHHESRE~ER AWS loT SiteWiseBBFHITRE , EFITREBER~HEEBEND R,
2. NTEIBHNESNEM , F MQTT BERSERR &,

4
res
p=ol

22


https://docs.aws.amazon.com/iot-sitewise/latest/userguide/define-external-alarms.html
https://docs.aws.amazon.com/iot-sitewise/latest/userguide/configure-alarms.html#configure-alarm-threshold-value-console
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MQTT Notification status

Properties
Property Type ~
Attributes
[ 0 Attributes (1) ]
"Alarm-Recipient:
O Measurements (2) [

] [ ACTIVE

O Transforms (0)

O Metrics (2)

W

3. LETHMENEHNEREMLANERL TR ETERE,

BREZER  FSRANTXHRAR

Must be less than 2048 characters.

Motification will be published to topic $aws/sitewisefasset:

models/

« 7£ (AWS loT SiteWise AF$ER) 7 MQTT £FH I E=E %o

« (AWS loT FRARERE) FH MQTT £&,

HB 2 : B2 AWS Lambda EEEX

822 —/ Lambda BE% , A TFiEE MQTT B A MM TQV B4 , HFE/MELXFAE, CloudWatchI
IS4 ALtk Lambda BIZER1E AWS loT Core SHEH N & & & B B FrigE,

1. $TFF AWS Lambda console.

2. EERBIEE.

3. BMARBEHNEN.

4. 3% NodedS 22.x ERZEITHIE,
5

EESRRUNRITABTHNIIRS , #RERANAAR  REEREEZANSRF CEN IAM £

&

(® Note

HUBBREELEBT RUBME, NREE AMBE , HSH222,

6. EEBIBREHK.

7. BEMBEREDEER MWL TRBAR.

import json
import boto3

S 2 : 82 AWS Lambda B

23


https://docs.aws.amazon.com/iot-sitewise/latest/userguide/mqtt-topics.html
https://docs.aws.amazon.com/iot/latest/developerguide/topics.html
https://console.aws.amazon.com/lambda
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from datetime import datetime

# Initialize CloudWatch client
cloudwatch = boto3.client('cloudwatch')

def lambda_handler(message, context):
try:
# Parse the incoming IoT message
# Extract relevant information
asset_id = message['payload']['assetId']
property_id = messagel[ 'payload']['propertylId']

# Process each value in the values array
for value in messagel[ 'payload']['values']:
# Extract timestamp and value
timestamp = datetime.fromtimestamp(value['timestamp']['timeInSeconds'])
metric_value = value['value']['doubleValue']
quality = value.get('quality', 'UNKNOWN'")

# Publish to CloudWatch

response = cloudwatch.put_metric_data(
Namespace='IoTSiteWise/AssetMetrics’,
MetricData=[

{
'MetricName': f'Property_your-property-id’,
'Value': metric_value,
'Timestamp': timestamp,
'Dimensions': [
{
"Name': 'AssetId’,
'Value': 'your-asset-id'
1,
{
"Name': 'Quality’,
'Value': quality
}
]
}
]
)
return {

'statusCode': 200,
'body': json.dumps('Successfully published metrics to CloudWatch')

S 2 : 82 AWS Lambda B %X 24
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}

except Exception as e:
print(f'Error processing message: {str(e)l}')
return {
'statusCode': 500,
'body': json.dumps(f'Error: {str(e)}')

FH12 3 6|7 AWS loT Core HR4E& B # N

- REBHE  ENAH MQTT BEESE#HTERE , ZHIARTRHMANLTER :

a. TABHEEKBMNSiteWiseToCloudwatchAlarms,
b. WF&EWR , BALMEAUTHE

SELECT * FROM '$aws/sitewise/asset-models/your-asset-model-id/assets/your-
asset-id/properties/your-property-id'

c. TEMNIRESD | % Lambda BAELUF A R EIE L IXE AWS loT SiteWise . CloudWatch
5ign -

Rule actions info
Select one or more actions to happen when the above rule is matched by an inbound message. Actions define additional activities that occur when messages arrive, like storing them in a database, invoking cloud functions, or sending notifications.

You can add up to 10 actions.

Action 1

Send a message to a Lambda function
Lambda function Info
( ListenForSiteWiseUpdates v ) @ ( View E) ( Create a Lambda function [2 )
Lambda function version
[ $LATEST v ) @
Add rule action

$I 4 . &F CloudWatch IEFr

MG HIE RIS 2 BNk R E Rt AWS loT SiteWise , A HIERBINRINEF SR £EA~E
M EEHA MQTT B418I22/ Lambda Bk, $ % 2 : 6)22 AWS Lambda REHER SRS |, EablE
& Lambda RENEHNERAEE, CloudWatch

1. $TF CloudWatch AWS Management Console,
2. EEMSMES | EFER , AREREER.

S 3 : B8lE AWS loT Core BB AN 25


https://docs.aws.amazon.com/iot/latest/developerguide/iot-repub-rule.html
https://console.aws.amazon.com/cloudwatch/
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3. EFEERM URL FEITI,

4. 1E Source WM+ T , CloudWatch R F R, REEBINERBBEERAZ
CloudWatch,

"view": "timeSeries",
"stacked": false,
"metrics": [
[ "IoTSiteWise/AssetMetrics", "Property_your-property-id-hash", "Quality",
"GOOD", "AssetId", "your-asset-id-hash", { "id": "ml1" } ]
1,

"region": "your-region"

SB 5 8l2 CloudWatch Bk

#588 Amazon CloudWatch AFERHPHNETBHSHELIZE CloudWatchBEHRERF , HENMEXERE
BER.

(® Note

Amazon FE T ZEIREEILWM, X< CloudWatch 3R CloudWatch WEZEE. |, F5
5 CloudWatch FAF$ER) /) “ER 5 CloudWatch Z1R”

S 6: (1WiE ) fF CloudWatch BikS A AWS loT SiteWise

AT LU’ CloudWatch Z3RE & AWS loT SiteWise #/ CloudWatch ZiRiE4ER Lambda iz A
EEE, XTERMSREEBIE Monito SiteWise r 1P R EFEHRIRSHE .,

1. FAREREENA-ERIN-—MEML. BXRESZEER , FSH (AWS loT SiteWise A~ 15
) AWS loT SiteWise K E LA T ETR.

2. BIE—/ Lambda E# , ZEHERAAWS loT SiteWise A FiEEHRY
BatchPutAssetPropertyValueAPl @E &IXBHREIE. AWS loT SiteWise

3. i%{& CloudWatch BiRIR/E , A EEEBIRRS KX LT BAA Lambda B, BXEZELR , B
2@ {Amazon CloudWatch AF#EFE) HM “BiREE" o,

S 5 : BlE CloudWatch 4R 26


https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.aws.amazon.com/iot-sitewise/latest/userguide/define-external-alarms.html
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_BatchPutAssetPropertyValue.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html#alarms-and-actions.html
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iZiE& AWS loT Events

ATRMEIREIER AWS loT Events , B8 AWS k7, EESLENNRAREYATERRIRED
R PR A€,

i
« REBE— AWS IKF°
o NIZEXPR AWS loT Events

®E—N AWS K/

SEMZRER AWS Ik 2
MBREEE AWS K |, BERUTSERUE—,
M AWS K

1. #TFFhttps://portal.aws.amazon.com/billing/5E Mt -
2. EBERFLNHBARE.
M , FHEI B FRRIER , EREARFRER A — PRI,

HREOEMET AWS K, IR BIZAWS IKFRAF —1 RASERGRZKS RIFRE AWS
RS MRF. FANREREIEK , FAAFIERERLRANR , A ERERARAFKKTEER
AP R BRNES

AWS FMEREEKE BB RE—HEIABFER4, BB a1 hitps://aws.amazon.com/H & #F
“BAKF” , E5EYINKFENHEBRENKS,

SIZEREELRNRNAF,

AME  BRPENZE AWS IKF AWS KRS AWS 1AM Identity Center , 8 A I EE A
P, XHEERT2ER root AFHITEEES.

R IREY AWS T 7= 48 A 7

1. 1&#% Root A HH ALK AWS Ik B 7Rt , AKFFAIEEN B HERK. AWS
Management Consoleft F—W £ , ¥ ALK E,

RE—N AWS Ik 27


https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://aws.amazon.com/
https://console.aws.amazon.com/
https://console.aws.amazon.com/
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ERIMEABRAFRERIENEE |, B35/ (AWS &% AF#ER) HH Signing in as the root

usero.

2. RENBAFPBRZESHRIE (MFA),

BXRUEHA , FSHEIAMBFREETHN AWS K- RAFSEAEL MFA R% (BHE ),

BIEEBEER T E R A
1. J3 A IAM Identity Center,

BXUE , BSE (AWS IAM Identity Center FiFF1E§8) ##Y Enabling AWS IAM Identity
Center,

2. £ IAM Identity Center 1 , AP R FEEIHRINR,

BXREA IAM Identity Center B & N S RNHE , 525 (AFIERE) 1AM Identity Center
B A B9 A BRIAREELEAWS IAM Identity Center F P 17 R4 R

UERERBRNRNAFSHER

EE S 1AM Identity Center A B0 %% , BEERSBELIZE IAM Identity Center i P BT &%
B SR B B T R 44 b 1k Y B Fe P Ak

BXMEH IAM Identity Center AP 2 ZH#HE , B HAWS 2% AP EEFHER AWS iHE)|]
o

77 4R BR 40 Bic 4 EL At A P
1. f£ IAM Identity Center 1 , B —PMXRE , ZANREFERE R A RIKANBRAY R AEME,

BXRUHA , HSHE CAWS IAM Identity Center A $§R) F#Y Create a permission seto
2. HNARSEE—ME , RAERNZEDEE L BFZIFRNE.

B , H30 (AWS IAM Identity Center FAF 58 ##Y Add groups.

BIZEFEE I RR A 28


https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
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https://docs.aws.amazon.com/singlesignon/latest/userguide/get-set-up-for-idc.html
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https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-started-create-a-permission-set.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/addgroups.html
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HigBNRE AWS loT Events

SMBEBHWNRFN FLZEERFEAFEFEEE AWS loT Events, TN A E R LETHEEFT ERIR
AWS loT Events, A BAfERA AWS CLI @552 AWS Identity and Access Management (IAM) 2 &
SIZAEMMEXRNNRRE , IARFRIEPIMITRELIIEE AWS IoT Events,

| AM I ISR T BXxZ 224 AWS BRIGERINBENEZFMER ., BEXRIFERFE AWS loT
Events , B RMIRE, FTIRERMFZL4E AWS loT Events,

EFEA IAM Z2HE0ENEEAGNNR , H3H IAM HiE : £/A IAM S8 AWS IKF Zi)is [F11X
PR o

(® Note
ZA TR 1-128 M2, I2HE

. AEFRRNEFR a-z
. BF (0-9)
- BREE-. Ko

KR VER R AWS loT Events

AWS IoT Events fE#&geg it 2 EAH M AWS BREWIRIE, Hitk , BXAR FRKRERITXLEIRIEN

AWS loT Events iR, AT BEREFIRMROIRE , ZEBENN LN RFRRITAELERE. R
BEEFRregionMaccount-idsl A, WETEE , BENZEIBEA (*) , A5 AR ENFHERE
Ro BAILUER IAM 2414 AWS loT Events FXIX 8 E XL H Amazon SNS 2ERHIER,

AWS loT Events X#FUT AFEBER TSR RETEMIRE

o setTimer BIZ1TATES,
e resetTimer EEITAIEE.
« clearTimer MBRiITETSEE,

« setVariable BIEZTE,

AWS loT Events Z# U T AFEER AWS BRZHVIRE

« iotTopicPublish A X MATT £BHEE,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awsiotevents.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_cross-account-with-roles.html
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« iotEvents FMHELUBM ABNFERLEZE AWS loT Events ,
« jotSiteWise FEHIFELIZZE AWS IoT SiteWise I E~B 1%,

« dynamoDB [l Amazon DynamoDB & &K ¥z,

» dynamoDBv2 [ Amazon DynamoDB &k &K # 1z,
 firehosef§##E &% Amazon Data Firehose .
« lambda @A AWS Lambda B ¥

* sns HHBERHIEBHRIE,

* sqs FFEIEAHE Amazon SQS BAFI,

Example &
{
"Version":
"Statement": [
{
"Effect":
"Action":
"Resource":
I
{
"Effect":
"Action":
"Resource":
},
{
"Effect":
"Action":
"Resource":
I
{
"Effect":
"Action":
"Resource":
},
{
"Effect":
"Action":

"2012-10-17",

"Allow",
"iot:Publish",
"arn:aws:iot:<region>:<account_id>:topic/*"

"Allow",
"iotevents:BatchPutMessage",
"arn:aws:iotevents:<region>:<account_id>:input/*"

"Allow",
"iotsitewise:BatchPutAssetPropertyValue",

"

"Allow",
"dynamodb:PutItem",
"arn:aws:dynamodb:<region>:<account_id>:table/*"

"Allow",
[

"firehose:PutRecord",
"firehose:PutRecordBatch"

]I

BRAERUR
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"Resource": "arn:aws:firehose:<region>:<account_id>:deliverystream/*"
.
{
"Effect": "Allow",
"Action": "lambda:InvokeFunction",
"Resource": "arn:aws:lambda:<region>:<account_id>:function:*"
},
{
"Effect": "Allow",
"Action": "sns:Publish",
"Resource": "arn:aws:sns:<region>:<account_id>:*"
.
{
"Effect": "Allow",
"Action": "sqgs:SendMessage",
"Resource": "arn:aws:sqs:<region>:<account_id>:*"
}

{R3P 5 A B3E AWS loT Events

SFHEREAURFHRMMERVNBERPFEANGABRTFEANR. IREERHENAFREMEHE
HRR , BEATHAESEMRERUIFER | NATRNEAFSEEE#H M ARBHNNR, XEKRE ,
BrAEiotevents:CreateDetectorModel#Miotevents:UpdateDetectorModelEF RSN |

&k MmN iotevents :UpdateInputRouting®R FXFR,

Example
LT RA iotevents:UpdateInputRouting IR PRI KB o

"Version": "2012-10-17",
"Statement": [

{
"Sid": "updateRoutingPolicy",
"Effect": "Allow",
"Action": [

"iotevents:UpdateInputRouting"

1,
"Resource": "*"

}
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]

&R 7 SEE M AR Amazon FIRE 5 (ARNs) 5% , MAREERF * 7, MR PR PR &4 4%
ER Ao ResourceiX Al LALk & PR HIX R 25 4R 2465 A FF 0 A 7 2SR AR 6132 S0 SE T BY A B8z A9 15 R AX
PR o

FERAF Amazon B9 CloudWatch BEA®EE AWS loT Events

DUTR R R T AR KREME CloudWatch E323 HE AWS loT Events B9 A & 5K BE F{S KR
AGEKE

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"logs:CreatelLogGroup",
"logs:CreatelLogStream",
"logs:PutLogEvents",
"logs:PutMetricFilter",
"logs:PutRetentionPolicy",
"logs:GetLogEvents",
"logs:DeleteLogStream"
1,
"Resource": [
"arn:aws:logs:*:*:*"

EEXR

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {

Amazon CloudWatch B & A @K 32
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"Service": [

"iotevents.amazonaws.com"
]
I

"Action": "sts:AssumeRole"

R FEEMNE IAM AFH 1AM RREKEE , AT ZRAFRUAT AR ERAR, BXESER , BS
59 IAM AP iEE R TR/ AWS RS tEiE A SRR,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "",
"Effect": "Allow",
"Action": [
"iam:GetRole",
"iam:PassRole"
1,
"Resource": "arn:aws:iam::<account-id>:role/Role_To_Pass"
}
]
}

B LAEALLTHSH CloudWatch BERRERREKE, X1 AWS loT Events fF HEZSHBA
CloudWatch 4,

aws logs put-resource-policy --policy-name ioteventslLoggingPolicy --policy-
document "{ \"Version\": \"2012-10-17\", \"Statement\": [ { \"Sid\":
\"IoTEventsToCloudWatchLogs\", \"Effect\": \"Allow\", \"Principal\": { \"Service\":

[ \"iotevents.amazonaws.com\" ] }, \"Action\":\"logs:PutLogEvents\", \"Resource\": \"*

\"} 11

FERANATHTHERRIZFKIET, fF roleArn EMAZLENBERCZAE,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_passrole.html
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aws iotevents put-logging-options --cli-input-json "{ \"loggingOptions\": {\"roleArn\":
\"arn:aws:iam::123456789012:role/testLoggingRole\", \"level\": \"INFO\", \"enabled\":
true } }"

BT Amazon SNS jEEf%i2 AKX AWS loT Events

AWS loT Events & Amazon SNS EREEFMANNRERE , TEZEEMMAEBH, KNERESI
SEREREE IAM BEFEKE AWS loT Events LA 21 @ Amazon SNS =B X 7 HEHITE,

UTRBHERME T AGRKBMNEERRE , ©A11a L AWS IoT Events &3i% SNS JHE.
y=hsh

"Version": "2012-10-17",
"Statement": [

{
"Action": [
"sns:*"
1,
"Effect": "Allow",
"Resource": "arn:aws:sns:us-east-1:123456789012:testAction"
}
]
}
EEREE
{

"Version": "2012-10-17",
"Statement": [
{
"Sid":. "",
"Effect": "Allow",
"Principal": {
"Service": [
"iotevents.amazonaws.com"
]
.

"Action": "sts:AssumeRole"

Amazon SNS JHEf&i% £ & Kk 34
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}
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AWS loT Events 3#&|& Al

ARTFE T MAEEA AWS loT Events 25| & 2w AMBRNFEE, ST 5| BN W MRSHITE
B EERSHNBERS. S5|BhUENENES —EREN , BRANEBRSTEIBERS,
ARG, EQKIE Amazon SNSJHE |, RERRARZIERBR. HEX=ANENRHEZHELTE ,
BRI E B IEFRSHKIE S — % Amazon SNS SHEERHEIA,

BIREES=METENRERNRE , SUBREFLEREMN RFEDRBFEER T TEHIAN
HESEEEENFRIAR,

HEHE L, EETUERR LT B E XN HRN R EBEER, BRI ERZRHESARMBAR
ENHFRNFERFSHENRNBREEAETEN AWS KigHEAEN]. IRESARNFER | 15
BRAFMXBLBAFNHARIERIREAN] , FAEHFT ARNs E£ANEMEE,

£ AWS IoT Events ##I8 THUATHNE,

TE M A
EBEMENEEZENRE , SMXMEEFENBES A AWS loT Eventsi 5%, X2\ @EAIE
SEHEERB AR AWS loT Events, BJLiP A = AT LSS -

- 5/ BatchPutMessage #&1E,

« £# AWS loT Core , A& EEEIERE X E| AWS IoT Eventsiy AWS loT #LNI 5| ZHRE —
22AWS loT Events 2/EFIN, BAMIZEFRRBI 58 Ao

« £ AWS loT Analytics , £/ CreateDatasetiR QI B #FEE contentDeliveryRules, X
MUEET B RIEBIEEARR AWS loT Events fi A

HEERNRZFURXTARNREBE 2, BUAEL—IHZMA. Ak, FAFIMRAEE—
A, ARERMALNE S BEFNBLEFER.

SIS RS E
ERARSEE - M RUB[ERE (ENRFIARHER ) . XTEWRS , BELEH (HRE)
B, ZZBIEEANBALRNERSSH, JRNB[ERLNINSEM4T , SR EREMD

AWS BRSESRSHE 3 BELHTE L RE, BUNEXHMEEH , XESHFERATR
HEMRSURBREANRY (L) BRRBRE,

EAHRES , SRF2IEEEREATREBERSH , AAREENEEN Amazon SNS HE.
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https://console.aws.amazon.com/iotevents/
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https://docs.aws.amazon.com/iot/latest/developerguide/iot-rule-actions.html#iotevents-rule
https://docs.aws.amazon.com/iotanalytics/latest/userguide/automate.html#aws-iot-analytics-automate-create-dataset
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BEHiRFRHERE

MRBERNSNMREZIHE , BESMAATEE—NFER , ATHRRRAREBMIERE D
E. 2N CreateDetectorModel ¥ key FB., ZHH key HRIRH I AFERIRGE —NHE
i, MRRAH - REHBRRENEE, BMEUSBZBE — MRV SBER A, FHOENSF2 %
SRR BiZEFNAA , BRI ERN 2548 B 4 5 M BR.

MREEZREANHRE (AIESNMRBRFHBEELXEBA ) , RSB EH —HIRE key FE,

EXMERT , HFE—NRAZKER | ERAME—NRNEE (X6) .
FHEENRAREZENERNIZER

BOBEEZREE  BRERBFIAHEBENWHEENMAKIZZE AWS loT Events FNZF , EFEE

EIHHERITEHMRLIRIE, EAREIES |, LG 6EH AWS loT #4548 R EEBIER X E AWS
loT Eventsfy AWS loT M N 5|4 EAWS loT Events #2/EH N,

A, EFEREHRRBBA , REREER AWS loT 2HIEERERMAKKEREER AWS loT

Events,

® Note

AHEFEHZEEACEMRBN input M detector model , &1 AWS loT Events |32 &
B RBIFT Ro & T LAE A It JSON TROISR#EE B8 3 A% A2,

F&:

o A EZME AWS loT Events

- EFRERCERBA AWS loT Events

o TEFRIEHNEFEE AWS loT Events

o RIEFTALUNHERNBZFHER AWS IoT Events

A4 % AWS loT Events

WMRERE AWS 1KF | BRI -1

1. BREHNIRIBERE AWS loT Events , BRIK PR EMNPRIER,
2. BIEH/ Amazon Simple Notification Service (Amazon SNS) &,

TR 37


https://docs.aws.amazon.com/iot/latest/developerguide/iot-rule-actions.html#iotevents-rule
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AHE ( UARENHRA ) BRIZRERNE T AN Amazon SNS &, XLEFBE R
A :arn:aws:sns:us-

east-1:123456789012:underPressureActionflarn:aws:sns:us-
east-1:123456789012:pressureClearedAction, ARNs f§iXLEE RN EEIZE ARNs
#9 Amazon SNS £, BXEZEE , 5 (Amazon Simple Notification Service Jr & A 11§
) https://docs.aws.amazon.com/sns/latest/dg/.

BR T[] Amazon SNS EBAR A ER 2/ , BEALUILRNB[BRIEHFEEEEZEN MQTT HE
fEFLLIRIN , SERTBAER C AWS loT ore 24| AT FME R ZIX XL MQTT EBAER Mﬁ'ﬁ
RIFEHRNB[ERRDEEEXS  URXELPIREEREER. BIETUERAERNRE
Bt ZNAMASEEESITHREIDME L MQTT B A o

3. IEFREXIF AWS XiF B9 AWS [oT Events, BXEZEER , BSHAWS —fk5E Hi) AWS
loT Events, MEHEY , S (AI1¥EE) AWS Management ConsoleH #I B 55 A1 AWS
Management Console,

EFRAERGIZEM A AWS loT Events

EAREHERAN  BNEBUEBRESESROIDERAFN XY | BN REFHBRIEXLE 4 UHRE
HZTRR. WAL A AFBBIRE LAENE A

SERLUEE AT AR IR B ST SRR BB R A

£I2 — 1 JSON % A X 4
1. BE , BEAXHRE LB —NEN input. json WXH , HPEBEUTAHZR :

"motorid": "Fulton-A32",
"sensorData": {
"pressure": 23,
"temperature": 47
}
}

2. BE , BBETEANAlNinput. jsonXf , ATBIZ—NEA. BRMAETUGERA, KT
EFAAWS loT Events #HI & PN SMER G ERAA, HE , WA ERNBFERCRFEE S
B
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https://docs.aws.amazon.com/sns/latest/dg/
https://docs.aws.amazon.com/general/latest/gr/rande.html#iotevents_region
https://docs.aws.amazon.com/general/latest/gr/rande.html#iotevents_region
https://docs.aws.amazon.com/awsconsolehelpdocs/latest/gsg/start-service.html
https://console.aws.amazon.com/iotevents/
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B2 M & 5 A

A BRE R RN SRR B B2 A

1. BFAWS loT Events #2§| & SE#F “0IE#H AWS loT Events 1K =" £ 51,
f£ AWS loT Events BHIANE LA , EBRHABTFSMER.
EEMSMERS , ERRA.

ERHENAELS | EFEBA,

RBEHM—FT =1 InputName.

ATE-5 A AR IR,

E L% JSON input.json Xf , BEMEFERECIENHEIE — JSON A, #EF
WMABMEELIN  HP I fH ANESNIIR.

8. WTERBMAEMY A GARECANEMN  ABEFCE. EURHIH , Fi1EEmotorid

sensorData.pressure,

A 1-FE 5 A R R IAE R AR

N o a M b

©

(® Note

LT LAFEAWS loT Events ZHI SR RABREPoIZHEMMAMA, BXESZEE , HSHA E
B RER oI A AWS loT Events.

EHEN S ER PR A AWS loT Events

PRYERA R A AWS loT Events THBIBRMFNBRRE 2 BBFR. FURBMARERBHSE , B
MEHRNNBE3NLIhRER A R AWS IoT Events, FIJELEHRM AT A , LUHS B AR 278 g B
YERRM ESRE PN EXRSHMEH

TS 48 G04A) 9 BRI BR AR B TE S A SUR BB SRR .
NEEMBRR B E L A

1. FTFF AWS IoT Events BIE#4|4,
2. 1E£ AWS loT Events #£#I&H | R0 BFNFE B,
3. &R EE,
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https://console.aws.amazon.com/iotevents/
https://console.aws.amazon.com/iotevents/
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4. EFCIEBA

5 XMF@A , WATInputNamelE IR , REEFE L&Y, EE RO FESD , EFEEHRD
BIZMinput. jsonXHBIE — JSON #i A4,

6. NTEEMARY 6 EZREECEANEY , ARERVE, EXNMIFH , BI1EET motorlD

sens ordata.Pressure,

EHRZEIFENFETE AWS loT Events
EiZEBH | BEARTIRKEL —NMENFEE (B RZAHENER ),

NTHHRS , BEXNGMH (HRE) B8 , ZEBITMEEANBANRNEZESH, SRVIEH
B, EESCRSH AR EtbiRF, XESHMNTESH.

FEENRET , LOE T LAE LERNEEH AR H ZRS R E 8 AR AT S TIRIENSEH (XLEE
HEFAONEnter, OnExit M OnInput B4 ), REBHNFEFEZBEITENRN true iV, BETRE
7o

I RN SFHE R

1. BRECIETE-NMRUZRRS, EXHBITER , FETRBEZEPIEFEIRA State_1 IREHE
&l

2. HERBERP , BWAMNBH OnEnter , RFEFRMEH

3. M0 OnEnter BHREL , MASHENAEHFM. EUHRAIF , WA true URRIHA
RAR , BHRELTEIHRS

4. E BHRE TH , &R MNRAE,

5. EEBEMHEET , PUTUTRE :

a. EERELZE
b. WTEEBEH , EEME.
c. XNTEZEEWN , WAERRENZENREW.
d XNTEEE WAE(F),
6. ‘&R

AUEHRNFBERANEMSHPRERZE (IBE) , fINEELNEE, RAEERUBJEIRES
AETELHRELEBNRIFSGS , TRIAZENE (HlN , EEHNFHEESD ),

7. EWREA EES , EEREZLH X BLEEZHEN B[R BB
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8.

10.

11.
12.
13.
14.

15.
16.
17.
18.

19.

EOEE-NRNEBRS , BEFNBERFERD , ERRSHNEEHEZEHEZRA, X[
B—/NEH untitled_state_1 BIRAS,

EE—MAS (ER ) TEF. RSWAKESHA-MEIL,

BEHFKAFENE —MRSEFE MRS, FHAME - MPRSIE = MRSHEBL (4R
IR TR ) o

EE TR 1T, EIESHERT , AASHBNNEHAMEERE,
ELESHERT , mRERFNRE,

EAMITESHREER L RERMEE.

HRFRED R REXE.

a. NTEEEE , EERE.

b. WNT ZEEH , WAZTENEN,

c. XF BE, WAE, Hl0: $variable.pressureThresholdBreached + 3,
d. EERF.

%EF 5 MRS untitled_state_1o

ERBERP , MARSEYN , AFEON EnterFEFRIMEBH,
FEANDD OnEnter B4 TE L , MASHEMNEMHRME. EERNMRE.
FEEFRES | EFE RIX SNS HE.

a. XF SNS Ef , iE%i A Amazon SNS EM B #x ARN,

b. EERF.

GETERBIPAINSEH

a. XTF Onlnput , EZFARMEH , ARWAHREATEHER.

Event name: Overpressurized
Event condition: $input.Pressurelnput.sensorData.pressure > 70
Event actions:
Set variable:
Variable operation: Assign value
Variable name: pressureThresholdBreached
Assign value: 3

b. T Onlnput , EFEHFNEH , RAERAHREFEUATEHEE
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Event name: Pressure Okay
Event condition: $input.Pressurelnput.sensorData.pressure <= 70
Event actions:
Set variable:
Variable operation: Decrement
Variable name: pressureThresholdBreached

c. XIF OnExit, EBHFMEH , AEFEHRECIEMN Amazon SNS EFH ARN A HREUT
EHEE,

Event name: Normal Pressure Restored
Event condition: true
Event actions:
Send SNS message:
Target arn: arn:aws:sns:us-east-1:123456789012:pressureClearedAction

20. EEEZMRE (R ) . ZREWEAKLSHIA-PFIX
21. BESIAHFRENE D/ NRBED FE —MRS. FHEA-FARBETHREIRENE @MLK,
22. EREEHRBIT , RARELESHERTD , €FAUATEERASHENNEHRREE,

{

Event name: BackToNormal
Event trigger logic: $input.Pressurelnput.sensorData.pressure <= 70 &&
$variable.pressureThresholdBreached <= 0

}

BXRBENAMEMAREEPNIR $input EM $variable ENEZEER , H5H AWS loT
Events #RAZRESREIM RS FEREBETHENZE.

23. EEFTIEIRE. MNBRT , WRSRE G BHFN[EE QIR ) . £ FHRERP , EEE
PRRZS (B0, IEE ) 6

24. BTk, BEESHFRNRBEEUETHA. EFALANKSK
25. ERHHNB[ERTE , AT TERE,

a. WARNBEEEZYN, HEANALER. FHEURLAR,

b. EENBNME-—RECERNRE. ZCENEAACHAR , FER NIRENR AWS loT
Events RS RIRE , AEILREFENBREA,
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26. WFHENEFNEFH , FEBREBZENHNMANEF —NEEN B, BERIERNREN[CIER
FANEMMAFETENEERAYT  HENTEARXHENRZELMEH -1, LLRAIER
motorid & 1.

27. EERTFHES,

® Note
NEERNBER OB —FUROBREFRRTRENBAEE . QIERNF[ERS , 2M
RMABMPERE-—IEH, LBAREECABNRUIRZLE, WRUFTMRAZEESR (T
HRNBREE ) | ML —NERIBRNIBRSRM. RGN IER , RINEASZEHAEM
X RV B A BRI 2R SRl

AT AFIER B EELE N EIA (KA JSON B ) |, EMMCIEREMFNREDR | AT
HAFEERRES —MRNSFEE,

BADMNEHEHEALLT CLI s T TIRE, MEXLE  FEXRNB[ERNEY , £HESEE
L — % R fn e fE R Y A FRAR IR AL

aws iotevents describe-detector-model --detector-model-name motorDetectorModel >
motorDetectorModel. json

XR B — N (motorDetectorModel. json) , ERARELUFUTHRR.

)

"detectorModel": {

"detectorModelConfiguration": {
"status": "ACTIVE",
"lastUpdateTime": 1552072424.212,
"roleArn": "arn:aws:iam::123456789012:role/IoTEventsRole",
"creationTime": 1552072424.212,
"detectorModelArn": "arn:aws:iotevents:us-

west-2:123456789012:detectorModel/motorDetectorModel",

"key": "motorid",
"detectorModelName": "motorDetectorModel",
"detectorModelVersion": "1"

I

"detectorModelDefinition": {
"states": [

{
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"onInput": {
"transitionEvents": [
{
"eventName": "Overpressurized",
"actions": [
{
"setVariable": {
"variableName":
"pressureThresholdBreached",
"value":
"$variable.pressureThresholdBreached + 3"
}
}
1,
"condition": "$input.Pressurelnput.sensorData.pressure
> 70",
"nextState": "Dangerous"
}
1,
"events": []
},
"stateName": "Normal",
"onEnter": {
"events": [
{
"eventName": "init",
"actions": [
{
"setVariable": {
"variableName":
"pressureThresholdBreached",
"value": "0Q"
}
}
1,
"condition": "true"
}
]
},
"onExit": {
"events": []
}
},
{
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"onInput": {
"transitionEvents": [
{
"eventName": "Back to Normal",
"actions": [],
"condition": "$variable.pressureThresholdBreached <= 1
&& $input.Pressurelnput.sensorData.pressure <= 70",
"nextState": "Normal"
}
1,
"events": [
{
"eventName": "Overpressurized",
"actions": [
{
"setVariable": {
"variableName":
"pressureThresholdBreached",
"value": "3"
}
}
1,
"condition": "$input.Pressurelnput.sensorData.pressure
> 70"
},
{
"eventName": "Pressure Okay",
"actions": [
{
"setVariable": {
"variableName":
"pressureThresholdBreached",
"value":
"$variable.pressureThresholdBreached - 1"
}
}
1,
"condition": "$input.Pressurelnput.sensorData.pressure
<= 70"
}
]
I
"stateName": "Dangerous",

"onEnter": {
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"events": [

{
"eventName": "Pressure Threshold Breached",
"actions": [
{
"sns": {
"targetArn": "arn:aws:sns:us-
west-2:123456789012:MyIoTButtonSNSTopic"
}
}
1,
"condition": "$variable.pressureThresholdBreached > 1"
}
]
},
"onExit": {
"events": [
{
"eventName": "Normal Pressure Restored",
"actions": [
{
"sns": {
"targetArn": "arn:aws:sns:us-
west-2:123456789012:IoTVirtualButtonTopic"
}
}
1,
"condition": "true"
}
]
}
}
1,
"initialStateName": "Normal"

KA A LU ERN S EE AWS IoT Events

B EPOEN BIERY T 5E AWS loT Events ( F2 5 I57E P E N BUR M AL SR ERVIR/E AWS loT
Events ) o AEBITEMATE AWS loT EFIEHEIE AWS loT MU , FHEBENEAKE LKL AWS
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loT Events MBS, EALAER AWS loT 124158 MQTT BB AENXEE, B LAEA LA EIR
BUENERIE | T HRIEHIRE AWS loT Events {AIRTEEBFEREERELXIE MQTT JHE., AWS loT

F3E B A LA I BRI 2R A B

1. $T7F AWS loT Core EEZHI &, EEMEMERNEERT , ERHEHE , REEEAN,
2. EEALEANGIEMAN,
3. EMEMANTEL , TRATHER :

1. 815 EEANEYE, EEUTFE
« AMEF. MARNNEHR , fl0 MyIoTEventsRule,

(® Note
TEFEMZE,

o MR, RN AED,
- EE T,
2. %525 BESQLEA, HBELUTFE :
« SQL MRA, MIZ5IRHPIEFREELHWEDL
- SQL iEA, WA SELECT *, topic(2) as motorid FROM 'motors/+/status’'.

BEERET—F,
3. 3% : IAMNIRE, EANIRERS |, TERATERE
« BIE 1. &R loT B, ERUTFR
a. WAEM. NZFIRFPEFRELNET, NRENWMARETR , HFlkE RIF

BEHEFWMA , HEFRE oT EHHA, EEUTFE :
s BWAZ#. WA Pressurelnputo
° #ﬁmo i?(:@'iﬂgﬁ.riibo

« bf&—4 JSON Xf, LZIERY JSON XHMEIAR, MRLEREXHS  NEFFLELE
—MNMERIRBI R B, 2B EHE

{
"motorid": "Fulton-A32",
"sensorData": {

"pressure": 23,
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"temperature": 47
}
}

« EERBABME. EEAENYIET

« R, BTN LT
it i fe 8

EEEZMANRSHRBFAABHTR, BEECIRNEA.
b. #tE&EX, ZWN LT, MRAUBE—AHEE , FRFLIET
c. JHE ID, B BMIEREF , BERINEBUEXHM,
d. IAM B8, NZIIXRFERELINAR, URRIIHZAS , FERCIEFAE,

RAABEN , REERLE,

ERMEATN | EEF NINFN BRI
o HIRBE. Mo RAEN, ERMRE , BERBFNERRE , RABEMIIRFPEERNH
BR1E,
EER S FR.
- BET—%,
4. 845 ARANGERERFLNESR , RRGEE &,
4. HEESMBERLRNET | &FE MQTT it EF ik,
5. EERHIEE, EELUTFR:

s THEM. MARATIREEENER , Hlf0 motors/Fulton-A32/status.
« SHEAE. MmAUTEER :

{
"messageld": 100,
"sensorData": {
"pressure": 39
}
}

pURERE-= il 48



AWS loT Events FRARIER

® Note
BRRAIEENEFEE KR messagelds

6. WFEH , BREXTBETRE , BFAFEFH "pressure" ERAXRFEAEFRN[ERFIEENE
ER{E (f5ltn 85) ,

7. 1EE R

BRI NN ZRRBI £ H B RIE—% Amazon SNS JHE ., BREREE D ERETIETELE
B (ARFIAT70) HEE , LEBFRNBENZTER.

ELRRFIH | BBMRE=ZFRENERETRENEESEEREERRES , AR -FXABER
R EERREY Amazon SNS JER., BRIERREGE , —RENRBBEIRRAEELSBHRNRFEAR
RS H RIE—FKRBAZIRLH Amazon SNS HE.

Wi, BELUBT —MIEAEMAMFRNR[EE | FZHUATRAE,

- EEFHELEFESHRNBERRS (BER )

o MBANPSERER CLI AR ME AWS loT Events #2545 F d 25 A FIIE N SSE T AWS
CLI

o THEHPFERN BTiHE, B BESHRIENREN NiFHAER.
o T XEFEPBEREENALZIRIENIRE AWS loT Events,
- MRELERBREER , BSH HEHEER AWS loT Events,
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LT A EMEREXE AWS loT Events

RBIX L B {ESSRER AT LAM AWS loT EventsFR B 5 KBV IFAL,

F&

« TEFF X AWS loT Events N 2§4E 285 /5 | Amazon CloudWatch BH&ig&
« TEHIA# LAE AWS loT Events #&1 & & TR ZEN RN ES1E R

EF & AWS loT Events #0252 5t /5 H Amazon CloudWatch H
g3

Amazon £3K8t CloudWatch ¥ &H AWS BIRMZIZ1T AWS R AR, & CloudWatchBl |
WO LEREBWNBRERAER. NARFHEMEZTRANERET M, HRFAXHFiR AWS loT

Events #RNESHE A At | CloudWatcha] AZS BIYRENE AWS loT Events IEEMT AL , AR EERIWEMA
HiRo

E 2 A CloudWatch

1. WMBEHEERE , FERBHHNEENE AWS loT Events T BRUIZEEMINERN AR | ZRKE
T MEIE CloudWatch HERIEE AWS loT Events,

2. %% AWS IoT Events ###l &,
3. HESMBEET , % Settings (IZE ) -
4. ®ERE'THL , EFERE",
5. & “REBFEI WEHMN “AFED 2 , AT TERE
a. EFHEE" P, EE-NETL
b. EEFEAE S , EE-—IEFEBNRNSSKMITATERN B EERE,
c. (A& )MRELERT WA ERNFARS , WA LUBRITUATRERFMNFE B
i EEERBER T, &R RMERED,
i. HMARNBEESZHM ( Wik ) KeyValuellis & Eid Z RN 25 2 5 M4 E R RN 25
(3=1) .
6. EEEH.

EFF % AWS loT Events #8548 # 5§ /5 A Amazon CloudWatch B&I12S 50
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&M BERTE R E

FEH & 7 MAFE AWS 0T Events 32414 i TERHR 2400 B SR Y

£/ AWS loT Events 2% 88t , EERTHERGREFERBIKLEST. B2 , LHEER KM 6
FRMERAEE R FE] AWS loT Events, HEERARMNFEESS , BRI THFEERA KT RKSHY
RT3 L ER R Ro

(® Note

MRETRHTIHE , WFRERF. ROERNF[EEG  ELEBEREEN, BR , &7
BAK SRS S HL E o

EHI & B LLIE AWS loT Events $#24|& s T/ERRIZERI RN 2518 2 51
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AWS loT Events A% 8

AWS loT Events #2127 — X 5|iEF8 AWS IoT Events , HETMNEXREEIEEANAFANZTN
FHE. BMNHREEER T EBRZ SN RG] |, I EHBYEEESFR A2 IFN S8 T EEEﬁU\\ SEBIREURE
Hfth AWS RS ERRIZER KK loT BRA ENEFRIXEE

AEF™ERIENA -

« BEIERENARNBERRES , BELRFE-MRUBRRFIER S,

- REBEERA AWS CLIK RHIERE,

- DIERAE , UEERKRARZINENHE, ¢EEE  SIERNRERERZRZIHRES
- BEXNBA, FWUF[ERM AWS loT Events RS HIBRE,

- THENREENESERTRS , 325K,

F&:

« AWS IloT Events F T & &8 Y Bx M 1% %

- £ CLI IAFIRASBIZE AWS IoT Events # 85

« AWS loT Events #2825 IR i 7 FR

- —ANETRHEIF - BBZEBEZES AWS loT Events

AWS loT Events B T 1512 &1 Y1 Bk M ik &

O LAE S8 AWS loT Events BN RBHE |, HIRBEEAXEHXEUTH. At , BREUTER
SRRIRE

UE=2TDN
BB — EW FEFRE N EPENBIES A AWS loT Events, BEEHITIIRE , BHF
SHEERBMAKIEZE AWS loT Events, BHER AT ARKEERBMALEL
. f£fiZ BatchPutMessagei® 1k,

« AAWS loT Core #INI5|ZE X —NiotEventsHNiE{E, MNIRELFTFEM AN EERFERE L
£ AWS loT Events,

« £ AWS loT Analytics , £ CreateDatasetiR ¥E I HIESE contentDeliveryRules, XL
MNIEE T B3I RIEBIEERN B AWS loT Events i Ao
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« £ AWS loT Events RN BRI KB4 E X loteVents ZI¥E. onInput onExit
transitionEventsX THMBERLFIFRESHEHES  HFENBARBRERSE , &
MHNEBIEEN BT

HRBTRAXTARNREBE 2, BUAEL PRSI MEA. A, FAEMRAEE—

BN, ARERALNE EEBERNBELEFTER. AWS loT Events LA JSON B MBI X 12

WRESMIKIENEMA. STMATERRE  ISHAMALASRE , MRNEEZNEHS,
BIEERN B R E

ERARSEE - M RUBEE (ENRFIRERNERE ) . XTEWRES , BELEH (hRE)
B8, ZZBIMEEANBAURNERSH, SRNIEH , CAIEREMAWS RFEXR
RAEREFBELSHTAELHRIE, BRINELHEMES | SESHRERATIR HEMREAR
WEENEM (TR ) IFREREF,

EAHRESD , 2] EREHARREFERSH , DAREENEREN Amazon SNS HE.
BERRFRHER

MRBEFEEMSNRZRHE , WALEBMAFEE—NFER , AT RIBAKENEER
B #HE, (EZMNCreateDetectorModelHiY key FB, ) HiRBIHFRZET ( EkeyiREl
NRAFBRPEI-—INHE) , RRUB—NMRNZE. (SMRNBERE—MREUSFERS, )
R, FERNBSAEE  RNSk BiZRZ A M A | B2 EHRN 2548 B4 5 5 =Ml BR o

MREEEBRNENARE (AESMRBAFHBEERERA ) , WERIEEE—HRIR key F
B, EXMERT , HE—RBARKE |, HeIBENRNE (K6) .

TH B R A SO B RN S AE R

BNRAETLUERBERRHENESERMAKEE AWS loT Events T , MEZEXNHE

BITHMERNIL, EARKED | LA AWS loT 24 & N H S 5IEH X 2 AWS loT Eventsky
AWS loT Core #|5|Z4wBEAWS loT Events #EMN, Ht , EFERBEMIREAA. AE , &
HREEER AWS loT BHIEER—LEHE | XEEHEEN M AK LS AWS loT Events.

BMAAEERN [ ERFFEFTLARS?

ERAECHENBFEENFIRS , BLNBEERNARRAE, Flw , MRENEERVH , &
AUEFHRITENETRER , THREEFTENH, XPERTHERER  SHBERASIH . B
Fﬁﬂlﬂ%ﬁ#ﬁmﬁgﬁﬁhﬁ CRERAREIR N EBIFEIE . BE , BENESNARNRERE
— MRS, BATEENREEL —MRE. IERERSFLEREZNVBER T HEN. HlM, &6
*E'@#z#%)\ﬁ%ﬁ TR RS EERMNMTNER , ERIBRE EZIHRERN | B2XEM.
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EREETREH#ABIRS , BEEHRA. AABERELNZLTAHRSAENER. E0IE
—MNEA , FERBIRBRENEEFEE - NHSNEYTERENFR. FRRES  BFE—
NMaA , FIFREHAARIEM (“FRBE D) . HIFREEEALZRESZTENER , 8RER
HIESNMNTENTR, EEUELAA , BLXTERZEEURATRE LSIHEN TR, NELE
B, EAIXTREKE ("SERMHNERE ) BITEED ; SAERAFETERE, SFRERANIT—
B8 (ZINEE RGNS DOME ? FEHTERKERBATENTRER (ZRIECHFHMNE
BN BMERER ) . BUMITERITE | AESHPREER.

BAZEEMMMEN— TN HA. ERESHLTE RS, IRBHARNTIHE , HRERETHEE
FZFRES, WANESEMH (transitionEvents RS onInput E4FIRP, HRWBE RS
A B, SHRTYERIE RS , IREFEEHM condition, ) HENKE —MIRSE ,
BETEHRAZRSEMLNEEEE, (BFEA onEnter B, HAFEZFHRAN , WEHNEEHE
B. TESFHMA A, ) CEHMRESEH  BEXNMEGENTOIRTE THELENS.

HXBWEHR onExit M onInput. WEHAFHFREEZMT , onInput EHFRSWMITEET
. HRERHHYIRSHBEFRESRME , onExit BMHFMTIEERKE.

BRERETHAL? B8, MAESE —MEFFEINH RS ? mENHEE , MAETHED
o HEZMIRET , EEEIESHEIE —RE , PRSERIWMANRE (EE MRS
onInput: B4H ) . IRITELERERERNHMERZUILERERENLT |, HIERSE —FRES.

XHMEEMEIL, BORNF[ERBIANATRREZRA (MARXNEAERNERE ) HREMEBE
mEZ, flm, FEFRBENRMNBERS | TRAEZFPRES  "EERES, “ERREMNBERER
Do HEEABSE-—EKRFULE , BEXBEXBIARN , RAEIFEERB RS, MRIBERE
156 7L RAFTEREER, MRFELCIBEEREER , RAUBFNREZEERS. A TEE

R, MRTRIETES MR, FUBRLKISEIIRRESHAREZER. EUAEAZTEN-AF
BEENEHRM , TREFNERE, BXGLE  FAS - TREFERITELERBEEERS.

BMAAEE S RFERNFZN —NMRFIERZA ?

NREZENXLFIHE | BRI ESREMETF L ?” RREEMESKPHRTRR. THTHE (R
D) ? BFEEFRE (173 ) B? EE-MERENERSE, —MAEEENERSR , URERES
E. R, K@, BRkEMEMERSR, EREXNARNENMEXLEERR , MBERSRES (K.
E. AR, BX ) NEXDMWELT (ENCIRHHEE ) . REARBRBEARS , BENFERD
BN SDPIERMRRES , AEHECSERDBT.

BR , MRERAMEBXHRSTRA , BURFZSNXHNERRETIKG , e T ZHEHF
EfE, SMENABTETHEAMELENKRSBER. BERIERT , EREBESNMEN=RZEH. 845
VENSMRBRRENBELTNITEEEEN key FRNWFR. ZFELL AWS loT Events AJBLH
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ZXEOIERFENESES , RARECIEN , SN XEEERATZENBELM, FEEOLENKER
LTl

AL, MREEEMN—HBFR (—MERIMLE ) , WEB—NEUREXRH, IREBEASHER
(IE, #E) , WEBSMRNZRXEH,

A CLI AFAFIRASBIZE AWS loT Events 1 85

FERGIH | AV usin AWS loT Events APIs g AWS CLI s B3R 812 —MNFRNES | ZIRWEEX &
PP MRS TEE | EERBSNBERS,

L ZBhNBNWELES —ERER , BRLSYEBEZTEBEIRDS , H&IiE Amazon Simple Notification
Service ( Amazon SNS ) JHE |, REBARARFTEZER. HEIBREEE=ENEBWREALAT
i, EAEIREETEERS , HEXES —% Amazon SNSEE | BUAINZIROR BIEBR. RITEERSE
BTEDREN=MELES , SUBREIFEKMEMEN BH — A MFERERKMIER T e LMy
E/EEHEEFHIR,

TR T HRN 2R e B IR
BIZR A

BUMENIRRZRARE , eNSAEEFENBIES A AWS loT Eventsfy 3%, X 2B @ AE

SHEERSW ARSI AWS IoT Events, BJLFh AR AT LASEN -

A% BatchPutMessaget#®{E, LA ERESE , BEEREHNREZHHIZFEHB AWS loT Events B
I SDK = AWS CLlI,

« % AWS loT Core , FFEHEELHIER X E AWS loT Eventsiy AWS loT Core #LNI 5|2 HRE
—2%AWS loT Events I2EMN, REBEFRIRBBA. MREMEZIHBUURELBET LIEHE
B MR AZE AWS loT Core, XMAEZBEINZZNITERIERTE,

« £# AWS loT Analytics , £/ CreateDataseti{EBIEHIEE contentDeliveryRules , ¥
FEEATIEE AWS IoT Events i A , BEEAXIFEHDP B RIX, WREEREE AWS loT
AnalyticsHSC B2 MW BIEE BN R R HE |, BERAL AL,

HERNRZFURXTARNREBE 2, BUAEL—IHZMA. Ak, FAFIMHART -1
BN, ARERMAZRNE SR BEFNBLEFER.
SIS RS E

ERRSEE-MRNBER (ENRBFIHENER ) . ¥ TEHRS , BENLEH (HRE)
B, ZZBIMEEANBALRNERSESH, SRNISEH , S EREMAWS RFEXR
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RAEREZ BELSHTE LHRE, EAIELEMES  SESHRERASIE HEMRESAR
WREANRM (AR ) RREBRE,
BREMREHHE

MEREELEMSMERRHE  HALRERMERSMEZRHE , BESMNAAPEE—INTF
B, AT IRABARBNFERRI#HZE. HSMCreateDetectorModel Y key FE, H
RBHIRZR (FEkeylRNBMAFZEPEE —NE) , RetlZ—MHRUEEEM. FHEvHEM
BRFLBBZIMNRKEFERRZNEA , EERNB[EREHRGEMER. SH9HE—RNSF ( =61)
BESH AkeyFENWHKE—BEHEE,

B EMREEHEHE
MREEEBRENARE (AESMRBAFHBEERERA ) , WERIEEE—HRR key F
R, EXMERT , SE - XAAREE , FeZRENFNZR (K6) . flwn, —PEENENE

AEALZEEREARS  BRRAF-—ERBEZFAATHBNE FHENG R, Bit , MESNEE
NEAEMEFELEMMNNKRE (WA ) LR, B ReEEFEENENHERITIES,

FRERBZIHBAEEENBAREEZRNFER

RMER T MERERHEBEZEEE/ER®H AT AWS loT Events IFEN SN HW AN LI A E, QIE®
AHMBIENSBERT SR AUTUFEBEEKRE,

(® Note

PIRERN R R BN ERATHRNBRE G , MO EFNERNBRREFE LD S RETT a4
WOE S MBIZERMER (K61 ) o MRFNBRECER , MELBRETERSHKERINET
FEBRRABIT R

£l

- BIEHA THRIZZHIERN AWS loT Events %A

- BIEATRRZBRSHENMZREE AWS loT Events
« FEHEBERNMARELEHRNMEE AWS IoT Events

B2 A T HRIRZHIERN AWS loT Events A

NIREH A AWS loT Events , £ A AFIA AWS CLI KE iR & t{a: ik B iz, fla , mR
ERIRE RIEH B BYSMRARFANL BERIZHAY JSON BAAES , NI LB CIZMGFERPRER

BIER AR ERZ IR 56



AWS loT Events FEANGIER

M ( BlInEDFEBEAN ID ) B ASKBRXLEHIE, ZIRBE LT JSON XHEFRENHEA |, IEEMERXK
WIER , AREEATMH A AWS IoT Events, AWS CLI iX 1§ AWS loT BE# 1R IESERT £ RES B
P22 0 R < R A

lan , RIREHRBBRUATHERARIEEE,

{
"motorid": "Fulton-A32",
"sensorData": {
"pressure": 23,
"temperature": 47
}
}

BT LMER LT AWS CLI 582 A FiifkpressurefiizMmotorid ( A FARR AR HEMNEEIR
%) WA,

aws iotevents create-input --cli-input-json file://pressurelnput.json

pressurelnput.json X#HEEUTHA,

{
"inputName": "Pressurelnput",
"inputDescription": "Pressure readings from a motor",
"inputDefinition": {
"attributes": [
{ "jsonPath": "sensorData.pressure" },
{ "jsonPath": "motorid" }
]
}
}

tIZBE AR , YHIEENERRZHFHELRE JSON XHFXANROVEE. ErFLESA T
BRkBEH A% CLI AR A

B TR ANKBRSHENEZEE AWS loT Events

£ 622 T HIRIEZHIEN AWS loT Events A , BBEENEHBEREHE , ¢IE Tinput, £
GG, BN EBEYEESHRNEEER,
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B LABIEFHFIRE : “Normal”’HM“Dangerous’s BIEE , SR NES ( =41 ) HL A “Normal™ik
Do HEAFH—keyEM ‘motorid’ i AZAR |, ATRIEEHI,

N R RN 25 SR BB B E D E R 70 UL E | ©fEH# A“Dangerous™ RS H &% Amazon SNS JHE
ERESLS, MREE=ZRAANEDEHRIREERE (DT 70) , HEAUEHRE Normal"RES , HEIE
5% —% Amazon SNS JHEE N BIRERES

BRI N BF R B RIZ BB T B Amazon SNS £& |, HII B#h %

BB (ARNs) EEX HERA"targetArn": "arn:aws:sns:us-
east-1:123456789012:underPressureAction"#l, "targetArn": "arn:aws:sns:us-
east-1:123456789012:pressureClearedAction”

BXEZER , HSR (I EREEBARSTAERER) , EEAE | ESH (T35 E£BAR
% AP| &) iy CreateTopiciREIT#4,

WRBIERIZE S I EEBEHEBNPRA AWS Identity and Access Management (IAM) B, ZA
8 ARN ERNBEREN A F RA"ToleArn": "arn:aws:iam::123456789012:role/
IoTEventsRole", ENIZEMNFE AWS loT EventsH S REIZB AR | HABH ARN EFZHFEN
BEBEYNESENVE,

BRI AEALLT AWS CLI s B Rl B2 IR B E R,

aws iotevents create-detector-model --cli-input-json file://motorDetectorModel. json

"motorDetectorModel.json" XHBELULTRHE,

{

"detectorModelName": "motorDetectorModel",
"detectorModelDefinition": {
"states": [
{
"stateName": "Normal",
"onEnter": {
"events": [
{
"eventName": "init",
"condition": "true",
"actions": [
{
"setVariable": {
"variableName": "pressureThresholdBreached",
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"value": "0Q"
}
}
]
}
]
},
"onInput": {
"transitionEvents": [
{
"eventName": "Overpressurized",
"condition": "$input.Pressurelnput.sensorData.pressure > 70",
"actions": [
{
"setVariable": {
"variableName": "pressureThresholdBreached",
"value": "$variable.pressureThresholdBreached + 3"
}
}
1,
"nextState": "Dangerous"
}
]
}
},
{
"stateName": "Dangerous",
"onEnter": {
"events": [
{
"eventName": "Pressure Threshold Breached",
"condition": "$variable.pressureThresholdBreached > 1",
"actions": [
{
"sns": {
"targetArn": "arn:aws:sns:us-
east-1:123456789012:underPressureAction”
}
}
]
}
]
},
"onInput": {

BIERNBFER AR RIRERS
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"events": [

{
"eventName": "Overpressurized",
"condition": "$input.Pressurelnput.sensorData.pressure > 70",
"actions": [
{
"setVariable": {
"variableName": "pressureThresholdBreached",
"value": "3"
}
}
]
},
{
"eventName": "Pressure Okay",
"condition": "$input.Pressurelnput.sensorData.pressure <= 70",
"actions": [
{
"setVariable": {
"variableName": "pressureThresholdBreached",
"value": "$variable.pressureThresholdBreached - 1"
}
}
]
}
1,
"transitionEvents": [
{
"eventName": "BackToNormal",
"condition": "$input.Pressurelnput.sensorData.pressure <= 70 &&
$variable.pressureThresholdBreached <= 1",
"nextState": "Normal"
}
]
},
"onExit": {
"events": [
{
"eventName": "Normal Pressure Restored",
"condition": "true",
"actions": [
{
"sns": {
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"targetArn": "arn:aws:sns:us-
east-1:123456789012:pressureClearedAction”
}
}
]
}
]
}
}

1,

"initialStateName": "Normal"
1,
"key" : "motorid",

"roleArn": "arn:aws:iam::123456789012:role/IoTEventsRole"
}

FHEEN M ARIZLEEHTENET AWS loT Events

RELEELT—MNAA , BT RIAMNEZRZRZENEETNEETR (S ALEA THRIREZHEY
AWS loT Events #IA ) o ELE—Tr , BAIRT —{detector model , EHJAMBN BN ES
# (SAHERATRTEZRSHIRNEFER AWS loT Events ) o

ERBLRS , FRRERE (AR NERE AWS CLI Bt &L ) BHBERNMARIEERNER.

(® Note

BIRBRIENB[ERARFEFNEFRNIZERS |, FOREFNIFNSI[EREE 9 5 rEFFHRIEZW
SHEFMGIZRFEMNES (=6 ) . MREFHIFRMSER | NELEE , BUESREENET L
BIARAEIIT R

AT AWS CLI s 5 R IX B =l R ENBERNEE

aws iotevents-data batch-put-message --cli-input-json file://highPressureMessage.json
--cli-binary-format raw-in-base64-out

X#H“highPressureMessage.json"@ &8 THR.

"messages": [
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{
"messageld": "0000l1",
"inputName": "Pressurelnput",
"payload": "{\"motorid\": \"Fulton-A32\", \"sensorData\": {\"pressure\": 80

\"temperature\": 39} }"
}
]
}

BB NFEREREEEPH messagelds ﬂﬂ%f’d‘\TR‘JHi&ﬁEE& AWS loT Events &%
A HEHTEEBIEMBER. AWS loT Events MR —FKEESHRIE RS # R KIEN S —Hif
frmessageIDME , MZRIZIE B

BERT , BRI —NRMES (326 ) UEMEBEYEBH"Fulton-A32", ZFENEFEH
ErtH# A "Normal" K&, B , BATFENRENELESTRE , HttE LA
¥ "Dangerous" R, EHEED , HMEFSME ARN Farn:aws:sns:us-
east-1:123456789012:underPressureActionfy Amazon SNS i R &% HE.

BT AWS CLI s T REBERTENRENBELER.

aws iotevents-data batch-put-message --cli-input-json file://normalPressureMessage.json
--cli-binary-format raw-in-base64-out

normalPressureMessage.json XHEELULTRE,

{
"messages": [
{
"messageld": "00002",
"inputName": "PressurelInput",
"payload": "{\"motorid\": \"Fulton-A32\", \"sensorData\": {\"pressure\": 60
\'"temperature\": 293} }"
}
]
}

BREEBER»HANAABatchPutMessagefn it , UAE XX HFF HImessageld, BX

RZEEWX, HEEEZRE , BHFulton-A32"#IIRNES ( £41 ) 2@ Amazon SNS i

,'f—:"\"arn aws:sns:us-east-1:123456789012:pressureClearedAction" XKE—FKHEHEH
# A "Normal"R7ZS,
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® Note
A LA EABatchPutMessageRAIRN RIEZRER., ER , FRIFAEXLEHENINF. N
FREINFLEEE (AA) , BERRE-FER , ARSEEFSXER API 835 Zhm L,

BUF BAST AR RY R 2R R BRI 212 /Y SNS SEBR B RE R =B,
EHEREDHE

IoT> {
"eventTime" :1558129816420,
"payload":{

"actionExecutionId":"5d7444df-a655-3587-a609-dbd7a0f55267",

"detector": {

"detectorModelName" :"motorDetectorModel",
"keyValue":"Fulton-A32",
"detectorModelVersion":"1"

.

"eventTriggerDetails":{
"inputName":"PressureInput",
"messageld":"00001",
"triggerType":"Message"

1,

"state":{
"stateName":'"Dangerous",
"variables":{

"pressureThresholdBreached":3
.
"timers":{}
}
1,

"eventName":"Pressure Threshold Breached"

EHMEERED"

IoT> {
"eventTime":1558129925568,
"payload":{
"actionExecutionId":"7e25fd38-2533-303d-899f-c979792al2ch",
"detector":{
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"detectorModelName" :"motorDetectorModel",
"keyValue":"Fulton-A32",
"detectorModelVersion":"1"

I

"eventTriggerDetails":{
"inputName":"PressureInput",
"messageld":"00004",
"triggerType'":"Message"

},

"state":{
"stateName":'"Dangerous",
"variables":{

"pressureThresholdBreached":0
I
"timers":{}
}
},

"eventName":"Normal Pressure Restored"

MREEXLTEMITEER , WEHIPRStESE SNS HEBRBRAFER.

HEARBEESHBREN (BHEZ1T SNS B4ER ) WERNER (K46 ) REEE. BUUER

https://docs.aws.amazon.com/iotevents/latest/apireference/AP|_iotevents-data_DescribeDetector.html

BERIRAEXFENZPRSHWELUER,

AWS loT Events N 25 B -5 BR &l 0 PR Fl
BIEBFENZERR  FEEEZELULTE,

tn{afE A actions FE&

actions ZERE—IMXRIIK, BALBZIHNR , BENINRXNE —KIRE,

Example

"actions": [

{
"setVariable": {
"variableName": "pressureThresholdBreached",
"value": "$variable.pressureThresholdBreached - 1"

}

PR BRAE B R B R PR
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}
{
"setVariable": {
"variableName": "temperatureIsTooHigh",
"value": "$variable.temperatureIsTooHigh - 1"
}
}

W{AIEA condition FE&
condition & transitionEvents WY4IEM |, EHEMIE R TR Tk,
R condition FEEAFERE , WERETF "condition": true,

ZUREANVITEERN AN RE. MRERFERRE , WEeERTF false, BFE2 %
factionsHEFM N EHPIBEEN nextState,

TEERNTH%E

HRABERT , IR ESHPRETZEE , WHFEFTTARLTEZA T TEAEHEMEHNRYE.
FEFATH , tXEATFHEBonInput, onEnter = onExitFERMNEHZM4.

EHFNFERE Y HIZE evaluationMethod SEHUAERIITH. & evaluationMethod
RIEN SERIAL B , NEHTE , HRBEHNERFTMES4EZG. &N,
LevaluationMethodiZBEABATCHRERIARN T , RBZXELEH , FEREBEIMETHES
HE G2 BT 2MITRENES,

£ "Dangerous" RAM onInput FEH , MBHFZERM (SR ANEDNTFHEFET 70
Bf) , M"Pressure Okay"E#H M "$variable.pressureThresholdBreached" @ —

{
"eventName": "Pressure Okay",
"condition": "$input.Pressurelnput.sensorData.pressure <= 70",
"actions": [
{
"setVariable": {
"variableName": "pressureThresholdBreached",
"value": "$variable.pressureThresholdBreached - 1"
}
}
]
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E"Normal"™ixE| 0 B (EFRH , HFENBJELBWRI=NMNTET 70 WEDEKE ) |, &
MESRZIKE R "$variable. pressureThresholdBreached™iR#, "BackToNormal"H
WtransitionEventsEHA4FMiRX "$variable.pressureThresholdBreached" N F&F
1(3E0) , HEBXRBIUE"$input.Pressurelnput.sensorData.pressure"#EH M FI{E
BNTHFET 700

"transitionEvents": [

{
"eventName": "BackToNormal",
"condition": "$input.Pressurelnput.sensorData.pressure <= 70 &&
$variable.pressureThresholdBreached <= 1",
"nextState": "Normal"
}
]

BN, MRFHEONAZTENE , AN ERZBER - NEEZHE
WRFZMHHTEE"Normal RS, RURERFE LR ERAREHN
{E"$variable.pressureThresholdBreached", "Overpressurized"EH4HFHNEEBEE
73, BERYEHHFERERERFEMcondition.

BIAMBERT , 8XEEH A onInput FEE , condition RAESRENE B ETF IR B A BT AYE |
REFT 2B TonInput FIEENEMIREER, onEnter M onExitth 2iMtt, HEANH#EARER
HIZRASE |, W EEFAHOEMEREHTER THEE onEnter = onExit FERHPIBENHAE
.

TR BR AR B R IR

MREFFH, BIBRMEFCIRFNEZER (SN UpdateDetectorModel ) , NI FEMIBRFRT 4 4 R BY
MEE (E6] ) AERFERERCUERNEZE , 2F LR, FFENSFER 4N E i AZE
B, BEFHLETI]. ELEE , SATESUEH RN RNBF[ER LRV FERNBFLE, &
LEERRl , ARSI B R LRI RN B E R E LN ER.

MARPH =R

MARTAVNERAZE  ERERRERMABMNENLS , EREREA TSI ARER , LA
REISFEEXNRNEIA. flw, REMTHSBRNE

{
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"motor id": "A32",
"sensorData" {
"motor pressure": 56,
"motor temperature": 39

}
}
ERAUATRARE A,
{
"inputName": "Pressurelnput”,
"inputDescription": "Pressure readings from a motor",

"inputDefinition": {
"attributes": [
{ "jsonPath": "sensorData. motor pressure'" },
{ "jsonPath": " 'motor id'" }
]
}
}

ERHRERXF , BESIERREIS5RE|AEMLRRNE,

$input.Pressurelnput.sensorData. motor pressure’

—NEEeH Bl F - BEZREREES AWS loT Events

LT RENBER (£ JSON 3K ) B9 JSON X 4Rl XL RHISERRAS ( TER ) AT RA -
HVAC ;jRE# 4|5 AWS loT Events.

LRBISKEL T —MEBRSREHRE | ZEEEREBNITI TR,

« NEXL—NMTRATREAMZEFSNMXENHRNREE, HENSXEHCE—NMRUBF[KHE,
- NENMEHIXERNZMERESRRBURERIE

« ERENMXEHERERE Ko

« AENXBRERFESH , AEEAXFNEEXLESH.

o« BRI BRE A XA 15 2R

- BERESITHREUHENFISRE.

- EAREARSREY
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s EMEREER , WRFMERBSERENEESTRETAERE , ZRERXIEFHHERH
A
/T o

- BERBRUBIOREIZE,

£

o PERNFERNHAEL AWS loT Events

« BIEH AWS loT Events JIEERE Y

« BatchUpdateDetector /i T B # AWS loT Events RN SFEH
+ BatchPutMessage i TH #%i A AWS loT Events

« EFRIMQTT JHE AWS IoT Events

« FEFR4E K Amazon SNS JHE AWS loT Events

+ £ E DescribeDetector API AWS loT Events

* ¥ AWS loT Core #MI5IZ AT AWS loT Events

FRiR N SR B A 5 A E X AWS loT Events

BMNEE—NMENEFRE TR THEANZEFNZSNTERXENEE. 8MKETUAEZNMNRERSE
RizR, RMNBESMXHOEZ - AHBREEN —GFIARKE , HABUITHF A UG ZXEE
E. S XEE S HEN Bl

HTFRMNEUANEZESHNFTRXETEEERRNGE , FEETENEHSH , RERIE

X 'seedTemperatureInput' , AEASNMXEREXLESH, YRINFEF-FKAAERREE
AWS loT Eventsht , FAIZ—PMAHFENBEESS , HPEEBRNEEZXEEANSH. UTR2
ZHMARE Lo

CLI % :

aws iotevents create-input --cli-input-json file://seedInput.json

seedInput.json 34 :

{

"inputName": "seedTemperatureInput",
"inputDescription": "Temperature seed values.",
"inputDefinition": {
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"attributes": [

{ "jsonPath": "areald" },
{ "jsonPath": "desiredTemperature" },
{ "jsonPath": "allowedError" },
{ "jsonPath": "rangeHigh" },
{ "jsonPath": "rangeLow" 3},
{ "jsonPath": "anomalousHigh" },
{ "jsonPath": "anomalousLow" },
{ "jsonPath": "sensorCount" },
{ "jsonPath": "noDelay" }
]
}
}
e RS
{

"inputConfiguration": {
"status": "ACTIVE",
"inputArn": "arn:aws:iotevents:us-west-2:123456789012:input/
seedTemperatureInput",
"lastUpdateTime": 1557519620.736,
"creationTime": 1557519620.736,
"inputName": "seedTemperatureInput",
"inputDescription": "Temperature seed values."

£

s N MHERIKBINENE—"areald RIBFIFENEZEH, SN 'areaDetectorModel ' EX
B key ' FE,

- BUEZXENEHERFISEER , FTI9BETREE desiredTemperature' RE , HJRESHH

= 'allowedError',

s MREMERSFIRENEEST 'rangeHigh' , MRN B[R EEBEH LENF o HSEE,

s MBREMERBSFIRENBEERT rangelow' , MEFENBFBLIREBEHLESHEEEE

s MBREMERBSFIRENEEST 'anomalousHigh' HAETF 'anomalousLow' , NMIFMEF SRS
FERBSREY , EZBIRENEREIRI.

 'sensorCount' HHRNZF[ZXEIREEZBBNKE, ?ﬁi“ﬂ%%ﬂ]ﬁl?%ﬂ&ﬂﬂ’]ﬁ’l\ﬁﬁiiﬁéﬁtﬂﬁ'ﬁ
HPNERHY , N\MITEZXENET9RE. At , ®BUFFLERSMERBRENAS , AT
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UREFEEIDERRRAB[NE, B , IRENMERBHRT L, FUBRHLEEZAERERZX—Ro &K
MNEWERES - EZNATEAS M RRERRSHENB[RE, ERAMNEIERMFEE T
L &R Rt

* 'noDelay' {EA#ER true W false, HEHFSREFTEE , RMERFTBRSEE —ENHKER

I LXR?F&%E’Jx%’&#L&IVE%uDO MR 'noDelay'iREN false , MM ZZKHFI 2FEX
FAMMHEREECHRBFLER , LARCIINETEI&ENE, ERVHEERNBEEE L PE

Wi, BARNEEEAZEERREIT AR

"temperatureInput' AT & BEBHTFELWMETMZEEH],

CLI %5 :

aws iotevents create-input --cli-input-json file://temperatureInput.json

temperatureInput.json 34 :

{
"inputName": "temperatureInput",
"inputDescription": "Temperature sensor unit data.",
"inputDefinition": {
"attributes": [
{ "jsonPath": "sensorId" },
{ "jsonPath": "arealId" },
{ "jsonPath": "sensorData.temperature" }
]
}
}
0 7
{

"inputConfiguration": {
"status": "ACTIVE",
"inputArn": "arn:aws:iotevents:us-west-2:123456789012:input/temperaturelnput",
"lastUpdateTime": 1557519707.399,
"creationTime": 1557519707.399,
"inputName": "temperaturelnput",
"inputDescription": "Temperature sensor unit data."
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}

&ix

o RBITRNB/KRBIFEER sensorld' REEZEFLLENEZBEF. E2BHEREZHRMBFEFIRENE
A, Mt , ETATIRAIHIHENEZRES (S0, ERREFFRBNERB[ UL )
REBLNEZRS (HTHAELNNRZEERUENTNMRNBERNRAN ) . MREMXFHHEE
BAEETIHETRE , 'sensorld' & A LAHE BYR 5% XA BB E S X,

« 'areald' AT fERBNHBEBHRHZHNMERNBZRG. HMEMESPRIINEN
—'areald' BIEHEMEEFRHl, HS N 'areaDetectorModel ' EXHH 'key ' FE,

B2 4F AWS loT Events JSFEE FE X
'areaDetectorModel' RHIETERNEERE,

CLI 5 :

aws iotevents create-detector-model --cli-input-json file://areaDetectorModel. json

areaDetectorModel. json X# :

"detectorModelName": "areaDetectorModel",
"detectorModelDefinition": {
"states": [
{
"stateName": "start",
// In the 'start' state we set up the operation parameters of the new detector
instance.
// We get here when the first input message arrives. If that is a
'seedTemperatureInput’
// message, we save the operation parameters, then transition to the 'idle'
state. If
// the first message is a 'temperaturelnput', we wait here until we get a
// 'seedTemperatureInput' input to ensure our operation parameters are set.
We can
// also reenter this state using the 'BatchUpdateDetector' API. This enables
us to
//  reset the operation parameters without needing to delete the detector
instance.
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"onEnter": {
"events": [

{
"eventName": "prepare",
"condition": "true",
"actions": [
{

"setVariable": {
// initialize 'sensorId' to an invalid value (@) until an actual
sensor reading
// arrives

"variableName": "sensorId",
"value": "0Q"
}
},
{
"setVariable": {
// initialize 'reportedTemperature' to an invalid value (0.1) until
an actual
//  sensor reading arrives
"variableName": "reportedTemperature",
"value": "0Q.1"
}
I
{

"setVariable": {
// When using 'BatchUpdateDetector' to re-enter this state, this
variable should
// be set to true.

"variableName": "resetMe",
"value": "false"
}
}
]
}
]
},
"onInput": {
"transitionEvents": [
{
"eventName": "initialize",
"condition": "$input.seedTemperatureInput.sensorCount > 0",
// When a 'seedTemperatureInput' message with a valid 'sensorCount' is
received,
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// we use it to set the operational parameters for the area to be
monitored.
"actions": [

{
"setVariable": {
"variableName": "rangeHigh",
"value": "$input.seedTemperaturelnput.rangeHigh"
}
},
{
"setVariable": {
"variableName": "rangelLow",
"value": "$input.seedTemperaturelnput.rangelLow"
}
},
{
"setVariable": {
"variableName": "desiredTemperature",
"value": "$input.seedTemperatureInput.desiredTemperature"
}
},
{
"setVariable": {
// Assume we're at the desired temperature when we start.
"variableName": "averageTemperature",
"value": "$input.seedTemperatureInput.desiredTemperature"
}
I
{
"setVariable": {
"variableName": "allowedError",
"value": "$input.seedTemperatureInput.allowedError"
}
I
{
"setVariable": {
"variableName": "anomalousHigh",
"value": "$input.seedTemperatureInput.anomalousHigh"
}
I
{
"setVariable": {
"variableName": "anomalousLow",
"value": "$input.seedTemperatureInput.anomalouslLow"
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}
I
{
"setVariable": {
"variableName": "sensorCount",
"value": "$input.seedTemperatureInput.sensorCount"
}
I
{
"setVariable": {
"variableName": "noDelay",
"value": "$input.seedTemperatureInput.noDelay == true"
}
}
1,
"nextState": "idle"
},
{
"eventName": "reset",
"condition": "($variable.resetMe == true) &&

($input.temperatureInput.sensorData.temperature < $variable.anomalousHigh &&
$input.temperatureInput.sensorData.temperature > $variable.anomalouslLow)",

// This event is triggered if we have reentered the 'start' state using
the

// 'BatchUpdateDetector' API with 'resetMe' set to true. When we
reenter using

// 'BatchUpdateDetector' we do not automatically continue to the 'idle'
state, but

// wait in 'start' until the next input message arrives. This event
enables us to

// transition to 'idle' on the next valid 'temperatureInput' message
that arrives.

"actions": [

{
"setVariable": {
"variableName": "averageTemperature",
"value": "((($variable.averageTemperature * ($variable.sensorCount
- 1)) + $input.temperatureInput.sensorData.temperature) / $variable.sensorCount)"
}
}
1,

"nextState": "idle"
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"onExit": {
"events": [
{
"eventName": "resetHeatCool",
"condition": "true",
// Make sure the heating and cooling units are off before entering
'idle'.
"actions": [
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:heatOff"
}
I
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:cool0ff"
}
},
{
"iotTopicPublish": {
"mqttTopic": "hvac/Heating/Off"
}
I
{
"iotTopicPublish": {
"mqttTopic": "hvac/Cooling/Off"
}
}
]
}
]
}
I
{
"stateName": "idle",
"onInput": {
"events": [
{
"eventName": "whatWasInput",
"condition": "true",
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// By storing the 'sensorId' and the 'temperature' in variables, we make

them

// available in any messages we send out to report anomalies, spikes,
or just

//  if needed for debugging.

"actions": [

{
"setVariable": {
"variableName": "sensorId",
"value": "$input.temperatureInput.sensorId"
}
1,
{
"setVariable": {
"variableName": "reportedTemperature",
"value": "$input.temperatureInput.sensorData.temperature"
}
}
]
1,
{
"eventName": "changeDesired",
"condition": "$input.seedTemperaturelnput.desiredTemperature !=

$variable.desiredTemperature",

// This event enables us to change the desired temperature at any time by
sending a

// 'seedTemperatureInput' message. But note that other operational
parameters are not

// read or changed.

"actions": [

{
"setVariable": {
"variableName": "desiredTemperature",
"value": "$input.seedTemperatureInput.desiredTemperature"
}
}
]
1,
{

"eventName": "calculateAverage",

"condition": "$input.temperaturelnput.sensorData.temperature <
$variable.anomalousHigh && $input.temperatureInput.sensorData.temperature >
$variable.anomalousLow",
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// If a valid temperature reading arrives, we use it to update the
average temperature.

// For simplicity, we assume our sensors will be sending updates at
about the same rate,

// so we can calculate an approximate average by giving equal weight to
each reading we receive.

"actions": [

{
"setVariable": {
"variableName": "averageTemperature",
"value": "((($variable.averageTemperature * ($variable.sensorCount
- 1)) + $input.temperatureInput.sensorData.temperature) / $variable.sensorCount)"
}
}
]
}
1,
"transitionEvents": [
{
"eventName": "anomalousInputArrived",
"condition": "$input.temperatureInput.sensorData.temperature >=
$variable.anomalousHigh || $input.temperaturelInput.sensorData.temperature <=

$variable.anomalousLow",

// When an anomalous reading arrives, send an MQTT message, but stay in
the current state.

"actions": [

{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/anomaly"
}
}
1,
"nextState": "idle"
1,
{
"eventName": "highTemperatureSpike",
"condition": "$input.temperaturelnput.sensorData.temperature >

$variable.rangeHigh",

// When even a single temperature reading arrives that is above the
'rangeHigh', take

//  emergency action to begin cooling, and report a high temperature
spike.

"actions": [
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"iotTopicPublish": {
"mqttTopic": "temperatureSensor/spike"
}
1,

"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:coolOn"
}
I
{
"iotTopicPublish": {
"mqttTopic": "hvac/Cooling/On"
}
},
{
"setVariable": {
// This is necessary because we want to set a timer to delay the
shutoff
// of a cooling/heating unit, but we only want to set the timer
when we
// enter that new state initially.
"variableName": "enteringNewState",
"value": "true"

}
]I

"nextState": "cooling"

}I

"eventName": "lowTemperatureSpike",

"condition": "$input.temperaturelnput.sensorData.temperature <
$variable.rangelLow",

// When even a single temperature reading arrives that is below the
'rangelLow', take

//  emergency action to begin heating, and report a low-temperature

spike.
"actions": [
{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/spike"
}
I

BIEHRNBE R E X 78



AWS IoT Events

FRARER

{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:heatOn"
}
},
{
"iotTopicPublish": {
"mqttTopic": "hvac/Heating/On"
}
I
{
"setVariable": {
"variableName": "enteringNewState",
"value": "true"
}
}
1,
"nextState": "heating"
},
{
"eventName": "highTemperatureThreshold",
"condition": "(((($variable.averageTemperature * ($variable.sensorCount

- 1)) + $input.temperaturelnput.sensorData.temperature) / $variable.sensorCount) >

($variable.desiredTemperature + $variable.allowedError))",

// When the average temperature is above the desired temperature plus the

allowed error factor,

// it is time to start cooling. Note that we calculate the average

temperature here again

//  because the value stored in the 'averageTemperature' variable is not

yet available for use
// in our condition.
"actions": [

"targetArn": "arn:aws:sns:us-west-2:123456789012:coo0lOn"

{
"sns": {
}
.
{
"iotTopicPublish": {
"mqttTopic": "hvac/Cooling/On"
}
},
{

BIEERMN AR BE L

79



AWS loT Events FEANGIER

"setVariable": {

"variableName": "enteringNewState",
"value": "true"
}
}
1,
"nextState": "cooling"
I
{
"eventName": "lowTemperatureThreshold",
"condition": "(((($variable.averageTemperature * ($variable.sensorCount

- 1)) + $input.temperaturelnput.sensorData.temperature) / $variable.sensorCount) <
($variable.desiredTemperature - $variable.allowedError))",

// When the average temperature is below the desired temperature minus
the allowed error factor,

// it is time to start heating. Note that we calculate the average
temperature here again

// because the value stored in the 'averageTemperature' variable is not
yet available for use

// in our condition.

"actions": [

{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:heatOn"
}
},
{
"iotTopicPublish": {
"mqttTopic": "hvac/Heating/On"
}
I
{
"setVariable": {
"variableName": "enteringNewState",
"value": "true"
}
}
1,

"nextState": "heating"

}
iy

BIEERMN AR BE L

80



AWS loT Events FEANGIER

"stateName": "cooling",
"onEnter": {
"events": [
{
"eventName": "delay",
"condition": "!$variable.noDelay && $variable.enteringNewState",
// If the operational parameters specify that there should be a minimum
time that the
// heating and cooling units should be run before being shut off again,

we set
// a timer to ensure the proper operation here.
"actions": [
{
"setTimer": {
"timerName": "coolingTimer",
"seconds": 180
}
},
{
"setVariable": {
// We use this 'goodToGo' variable to store the status of the timer
expiration
// for use in conditions that also use input variable values. If
// '"timeout()' is used in such mixed conditionals, its value is
lost.
"variableName": "goodToGo",
"value": "false"
}
}
]
I
{
"eventName": "dontDelay",
"condition": "$variable.noDelay == true",
// If the heating/cooling unit shutoff delay is not used, no need to
wait.

"actions": [
{
"setVariable": {
"variableName": "goodToGo",
"value": "true"
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}
}
]
.
{
"eventName": "beenHere",
"condition": "true",
"actions": [
{
"setVariable": {
"variableName": "enteringNewState",
"value": "false"
}
}
]
}
]
.
"onInput": {

"events": [
// These are events that occur when an input is received (if the condition
is
// satisfied), but don't cause a transition to another state.
{
"eventName": "whatWasInput",
"condition": "true",
"actions": [
{
"setVariable": {
"variableName": "sensorId",
"value": "$input.temperatureInput.sensorId"
}
I
{
"setVariable": {
"variableName": "reportedTemperature",
"value": "$input.temperatureInput.sensorData.temperature"

]
iy
{

"eventName": "changeDesired",
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"condition": "$input.seedTemperatureInput.desiredTemperature !=
$variable.desiredTemperature",
"actions": [

{
"setVariable": {
"variableName": "desiredTemperature",
"value": "$input.seedTemperatureInput.desiredTemperature"
}
}
]
},
{
"eventName": "calculateAverage",
"condition": "$input.temperaturelnput.sensorData.temperature <

$variable.anomalousHigh && $input.temperaturelnput.sensorData.temperature >
$variable.anomalousLow",
"actions": [

{
"setVariable": {
"variableName": "averageTemperature",
"value": "((($variable.averageTemperature * ($variable.sensorCount
- 1)) + $input.temperatureInput.sensorData.temperature) / $variable.sensorCount)"
}
}
]
I
{
"eventName": "areWeThereYet",
"condition": "(timeout(\"coolingTimer\"))",
"actions": [
{
"setVariable": {
"variableName": "goodToGo",
"value": "true"
}
}
]
}
1,

"transitionEvents": [
// Note that some tests of temperature values (for example, the test for an
anomalous value)
// must be placed here in the 'transitionEvents' because they work
together with the tests
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// in the other conditions to ensure that we implement the proper

"if..elseif..else" logic.

// But each transition event must have a destination state ('nextState'),

and even if that

// is actually the current state, the "onEnter" events for this state

will be executed again.

// This is the reason for the 'enteringNewState' variable and related.

{
"eventName": "anomalousInputArrived",
"condition": "$input.temperaturelnput.sensorData.temperature >=
$variable.anomalousHigh || $input.temperaturelnput.sensorData.temperature <=

$variable.anomalousLow",
"actions": [

{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/anomaly"
}
}
1,
"nextState": "cooling"
1,
{
"eventName": "highTemperatureSpike",
"condition": "$input.temperaturelInput.sensorData.temperature >

$variable.rangeHigh",
"actions": [

{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/spike"
}
}
1,
"nextState": "cooling"
1,
{
"eventName": "lowTemperatureSpike",
"condition": "$input.temperaturelnput.sensorData.temperature <

$variable.rangelLow",
"actions": [
{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/spike"
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}
I
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:cool0ff"
}
},
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:heatOn"
}
I
{
"iotTopicPublish": {
"mqttTopic": "hvac/Cooling/Off"
}
},
{
"iotTopicPublish": {
"mqttTopic": "hvac/Heating/On"
}
I
{
"setVariable": {
"variableName": "enteringNewState",
"value": "true"
}
}
1,
"nextState": "heating"
},
{
"eventName": "desiredTemperature",
"condition": "(((($variable.averageTemperature * ($variable.sensorCount

- 1)) + $input.temperatureInput.sensorData.temperature) / $variable.sensorCount) <=
($variable.desiredTemperature - $variable.allowedError)) && $variable.goodToGo ==
true",

"actions": [

{

sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:cool0ff"

iy
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{
"iotTopicPublish": {
"mqttTopic": "hvac/Cooling/Off"
}
}
1,
"nextState": "idle"
}
]
}
},
{
"stateName": "heating",

"onEnter": {
"events": [
{
"eventName": "delay",
"condition": "!$variable.noDelay && $variable.enteringNewState",
"actions": [
{
"setTimer": {
"timerName": "heatingTimer",
"seconds": 120
}
},
{
"setVariable": {
"variableName": "goodToGo",
"value": "false"

]
},
{
"eventName": "dontDelay",
"condition": "$variable.noDelay == true",
"actions": [
{
"setVariable": {
"variableName": "goodToGo",
"value": "true"
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}
]
},
{
"eventName": "beenHere",
"condition": "true",
"actions": [
{
"setVariable": {
"variableName": "enteringNewState",
"value": "false"
}
}
]
}
]
},
"onInput": {
"events": [
{
"eventName": "whatWasInput",
"condition": "true",
"actions": [
{
"setVariable": {
"variableName": "sensorId",
"value": "$input.temperatureInput.sensorId"
}
I
{
"setVariable": {
"variableName": "reportedTemperature",
"value": "$input.temperatureInput.sensorData.temperature"
}
}
]
I
{
"eventName": "changeDesired",
"condition": "$input.seedTemperatureInput.desiredTemperature !=

$variable.desiredTemperature",
"actions": [

{
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"setVariable": {

"variableName": "desiredTemperature",
"value": "$input.seedTemperatureInput.desiredTemperature"
}
}
]
},
{
"eventName": "calculateAverage",
"condition": "$input.temperaturelnput.sensorData.temperature <

$variable.anomalousHigh && $input.temperaturelnput.sensorData.temperature >
$variable.anomalousLow",
"actions": [

{
"setVariable": {
"variableName": "averageTemperature",
"value": "((($variable.averageTemperature * ($variable.sensorCount
- 1)) + $input.temperatureInput.sensorData.temperature) / $variable.sensorCount)"
}
}
]
I
{
"eventName": "areWeThereYet",
"condition": "(timeout(\"heatingTimer\"))",
"actions": [
{
"setVariable": {
"variableName": "goodToGo",
"value": "true"
}
}
]
}
1,
"transitionEvents": [
{
"eventName": "anomalousInputArrived",
"condition": "$input.temperaturelnput.sensorData.temperature >=
$variable.anomalousHigh || $input.temperaturelInput.sensorData.temperature <=

$variable.anomalousLow",
"actions": [
{
"iotTopicPublish": {
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"mqttTopic": "temperatureSensor/anomaly"
}
}

1,

"nextState": "heating"
1,
{

"eventName": "highTemperatureSpike",

"condition": "$input.temperatureIlnput.sensorData.temperature >

$variable.rangeHigh",
"actions": [

{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/spike"
}
},
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:heatOff"
}
1,
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:coolOn"
}
},
{
"iotTopicPublish": {
"mqttTopic": "hvac/Heating/Off"
}
1,
{
"iotTopicPublish": {
"mqttTopic": "hvac/Cooling/On"
}
},
{
"setVariable": {
"variableName": "enteringNewState",
"value": "true"
}
}
1,
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"nextState": "cooling"
1,
{
"eventName": "lowTemperatureSpike",
"condition": "$input.temperaturelnput.sensorData.temperature <

$variable.rangelLow",
"actions": [

{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/spike"
}
}
1,
"nextState": "heating"
1,
{
"eventName": "desiredTemperature",
"condition": "(((($variable.averageTemperature * ($variable.sensorCount

- 1)) + $input.temperaturelnput.sensorData.temperature) / $variable.sensorCount) >=
($variable.desiredTemperature + $variable.allowedError)) && $variable.goodToGo ==
true",
"actions": [
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:heatOff"
}
},
{
"iotTopicPublish": {
"mqttTopic": "hvac/Heating/Off"

}
]I

"nextState": "idle"

1,

"initialStateName": "start"

BIEHRNBE R E X 90



AWS loT Events FEANGIER

iy
"key": "areald",
"roleArn": "arn:aws:iam::123456789012:role/IoTEventsRole"

M 7

"detectorModelConfiguration": {
"status": "ACTIVATING",
"lastUpdateTime": 1557523491.168,
"roleArn": "arn:aws:iam::123456789012:role/IoTEventsRole",
"creationTime": 1557523491.168,
"detectorModelArn": "arn:aws:iotevents:us-west-2:123456789012:detectorModel/
areaDetectorModel",
"key": "areald",
"detectorModelName": "areaDetectorModel",
"detectorModelVersion": "1"

BatchUpdateDetector A T E 1 AWS loT Events 0 8518 1Y

B LAMEABatchUpdateDetector BAEFFMEFEFIE T EARS , BEITHNSINEEE, EUT
T ilf |, BatchUpdateDetector #ELEBLA TEERMAMES 2 THXEHNRESH, BItR
£, BEERER. EFCIEREHMFNEZER,

CLI 5 :

aws iotevents-data batch-update-detector --cli-input-json file://areaDM.BUD. json

areaDM.BUD. json X# :

{
"detectors": [
{
"messageId": "0001",
"detectorModelName": "areaDetectorModel",
"keyValue": "Areabl",
"state": {
"stateName": "start",
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"variables": [

{

"name": "desiredTemperature",
"value": "22"

"name": "averageTemperature",
Ilvaluell. II22II

"name": "allowedError",
"value": "1.0"

"name": "rangeHigh",
"value": "30.0"

"name": "rangeLow",
"value": "15.0"

"name": "anomalousHigh",
"value": "60.0"

"name": "anomalousLow",
Ilvaluell. Il@ 0"

"name": "sensorCount",
Ilvaluell. II12II

"name": "noDelay",
"value": "true"

"name": "goodToGo",
"value": "true"

"name": "sensorId",
Ilvaluell. II@II
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}I

{
"name": "reportedTemperature",
"value": "0.1"

}I

{

"name": "resetMe",

// When 'resetMe' is true, our detector model knows that we have reentered

the 'start' state

//  to reset operational parameters, and will allow the next valid
temperature sensor

// reading to cause the transition to the 'idle' state.

"value": "true"
}
1,
"timers": [
]
}
}
]
}
0ja] Rz
{
"batchUpdateDetectorErrorEntries": []
}

BatchPutMessage FA T # % A AWS loT Events

Example 1

£ BatchPutMessage BELIE—%"seedTemperatureInputHE , AZREZEFIMEL
MHAEXTIRBIRIES . EMKEIBHHE AWS loT Events #H BRI EE# A "areald"$
BB ER6, B2, EH&EU%ﬁEiEQE’\J"ldle"%MHU RN B R[N T 2FRESEHR
Ji"seedTemperaturelnput" , B FR&FFRLTBEE. EHEIHERES,

CLI 5 :

aws iotevents-data batch-put-message --cli-input-json file://seedExample.json --cli-
binary-format raw-in-base64-out

BatchPutMessage A T# A
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seedExample.json X4 :

"messages": [

{
"messageld": "00001",

"inputName": "seedTemperatureInput",
"payload": "{\"areaId\": \"Area51\", \'"desiredTemperature\": 20.0, \"allowedError
\": 0.7, \"rangeHigh\": 30.0, \"rangeLow\": 15.0, \"anomalousHigh\": 60.0,
\"anomalousLow\": 0.0, \"sensorCount\": 10, \"noDelay\": false}"
}

"BatchPutMessageErrorEntries": []

Example

2

£/ BatchPutMessage IR#ELXZE "temperatureInput" HE , LURFAERHMLNXFBRER

BEHEEAREBREE,
CLI &% :

aws iotevents-data batch-put-message --cli-input-json file://temperatureExample.json --
cli-binary-format raw-in-base64-out

temperatureExample. json X# :

"messages": [
{
"messageld": "0Q0005",
"inputName": "temperaturelnput",

BatchPutMessage A T# A
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"payload": "{\"sensorId\": \"@5\", \"areaId\": \"Area51\", \'"sensorData\":
{\"temperature\": 23.12} }"
}

"BatchPutMessageErrorEntries": []

Example 3

£ BatchPutMessage L% "seedTemperatureInput" HE , LERAEX BN FIERE
=

CLI %5 :

aws iotevents-data batch-put-message --cli-input-json file://seedSetDesiredTemp.json --
cli-binary-format raw-in-base64-out

seedSetDesiredTemp. json X4 :

{
"messages": [
{
"messageld": "0Q0001",
"inputName": "seedTemperatureInput",
"payload": "{\"areald\": \"Area51\", \"desiredTemperature\": 23.0}"
}
]
}
0ja] Rz
{
"BatchPutMessageErrorEntries": []
}
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EHIEE MQTT B E AWS loT Events

MR E R ITE R R EMER "BatchPutMessage" APl , BR[LAERARESR MQTT & ik
FFEHBIERIEZ AWS loT Core JHERIE , MIATLAGIZE AWS loT Core EEHMN LU EEBIEERE
2] AWS loT Events #i Ao A F2 AWS loT Events MMM E L , ZMUEA MQTT EBH
W"areald"M"sensorId"BWAFE , URHEMAHK "sensorData.temperature""temp"FHH
MFE , HEXEHFRNBIEINMN. AWS loT Events "temperatureInput"

CLI % :

aws iot create-topic-rule --cli-input-json file://temperatureTopicRule.json

seedSetDesiredTemp. json X4 :

{
"ruleName": "temperatureTopicRule",
"topicRulePayload": {
"sql": "SELECT topic(3) as areald, topic(4) as sensorld, temp as
sensorData.temperature FROM 'update/temperature/#'",

"description": "Ingest temperature sensor messages into IoT Events",
"actions": [
{
"iotEvents": {
"inputName": "temperaturelnput",
"roleArn": "arn:aws:iam::123456789012:r0le/service-role/anotheRole"
}
}

1,
"ruleDisabled": false,
"awsIotSqglVersion": "2016-03-23"

R : [F]
MRERBB[ESUTERRABELET —FBEXETE "update/temperature/Area51/03"KIHE,

{ "temp": 24.5 }

XS HBBUIEHEEE , BLF AWS loT Events #1177 LA "BatchPutMessage" APl A —#%,
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aws iotevents-data batch-put-message --cli-input-json file://spoofExample.json --cli-
binary-format raw-in-base64-out

spoofExample.json X4 :

"messages": [
{
"messageId": "54321",
"inputName": "temperaturelnput",
"payload": "{\"sensorId\": \"@3\", \"areaId\": \"Area51\", \'"sensorData\":
{\"temperature\": 24.5} }"
}

Ed 4K Amazon SNS EE AWS loT Events
AR 2 "Areabl" MBS SZH K EY SNS SHE RHI,

AWS loT Events AJ A& Amazon SNS &5 , BERMBINEHERMAAEH. KXTETR AWS loT
Events #RMESSLHI ( 45512 “Area51” ¥ 25 ) LK Amazon SNS JHE, XERFIERT AWS
loT Events ¥R 28 A B RSB 4L M Amazon SNS BAINLEHMAZR , WA T E Amazon
AWS loT Events SNS &4 f A T SERT Z4R FE S K38 K Ih Bk,

Heating system off command> {
"eventTime":1557520274729,

"payload":{
"actionExecutionId":"f3159081-bac3-38a4-96f7-74af0940d0a4",
"detector":{

"detectorModelName":"areaDetectorModel", "keyValue":"Area51", "detectorModelVersion":"1"}, "event
{"inputName":"seedTemperatureInput", "messageld":"00001", "triggerType":"Message"}, "state":
{"stateName":"start", "variables":

{"sensorCount":10, "rangeHigh":30.0, "resetMe" :false, "enteringNewState":true, "averageTemperature
{}1}}, "eventName" : "resetHeatCool"}

Cooling system off command> {"eventTime":1557520274729,"payload":
{"actionExecutionId":"98f6alb5-8f40-3cdb-9256-93afd4d66192", "detector":
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{"detectorModelName":"areaDetectorModel", "keyValue":"Area51", "detectorModelVersion":"1"}, "event
{"inputName":"seedTemperatureInput", "messageId":"00001","triggerType":"Message"}, "state":
{"stateName":"start", "variables":

{"sensorCount":10, "rangeHigh":30.0, "resetMe":false, "enteringNewState" :true, "averageTemperature"
{}1}}, "eventName" : "resetHeatCool"}

EH B E DescribeDetector API AWS loT Events

F Y DescribeDetector API AWS loT Events RIFER ZERISERMBELFIMNFAEE ., gk
ALRA T BRIRI B HAPRES, ZEEMESITEEE. BIEAL API, Za LI AWS loT Events
TN ERPRES , MR BRE4LBE TEREN AR, 2WNEE,

CLI % :

aws iotevents-data describe-detector --detector-model-name areaDetectorModel --key-
value Area5l

el R

"detector": {
"lastUpdateTime": 1557521572.216,
"creationTime": 1557520274 .405,

"state": {
"variables": [

{
"name": "resetMe",
"value": "false"

},

{
"name": "rangeLow",
"value": "15.0"

},

{
"name": "noDelay",
"value": "false"

},

{
"name": "desiredTemperature",
"value": "20.0"

},
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]I

"stateName":

"name": "anomalousLow",
"value": "0.0"

"name": "sensorId",
Ilvaluell: Il\ll@l\llll

"name": "sensorCount",
"value": "10"

"name": "rangeHigh",
"value": "30.0"

"name": "enteringNewState",
"value": "false"

"name": "averageTemperature",
"value": "19.572"

"name": "allowedError",
"value": "0.7"

"name": "anomalousHigh",
"value": "60.0"

"name": "reportedTemperature",
"value": "15.72"

"name": "goodToGo",
"value": "false"

"timers": [

{

"idle" ,

fit & DescribeDetector API
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"timestamp": 1557520454.0,
"name": "idleTimer"

iy

"keyValue": "Areab5l",
"detectorModelName": "areaDetectorModel",
"detectorModelVersion": "1"

£ AWS IoT Core M1 5|22 A F AWS loT Events
BAUTRHNRE AWS loT Core MQTT SHEERAE FERBERBEEHR KM, BRI AWS loT

Core NHFENB/ERZFNENMNXBENL 7T MAKENHHNEE, BIRAAF , BITEXTERN
"Area51HeatingUnit" 1 "Area51CoolingUnit" M3,

CLI % :

aws iot create-topic-rule --cli-input-json file://ADMShadowCoolOffRule.json

ADMShadowCool0ffRule.json X4 :

{
"ruleName": "ADMShadowCoolOff",
"topicRulePayload": {
"sql": "SELECT topic(3) as state.desired.command FROM 'hvac/Cooling/Off'",
"description": "areaDetectorModel mqgtt topic publish to cooling unit shadow
request",
"ruleDisabled": false,
"awsIotSqlVersion": "2016-03-23",
"actions": [
{
"republish": {
"topic": "$$aws/things/${payload.detector.keyValue}CoolingUnit/shadow/
update",
"roleArn": "arn:aws:iam::123456789012:role/service-role/ADMShadowRole"
}
}

A AWS loT Core M N3] %

100



AWS loT Events FEANGIER

}

Wa R : [ZE]

CLI % :

aws iot create-topic-rule --cli-input-json file://ADMShadowCoolOnRule.json

ADMShadowCoolOnRule. json X4 :

{
"ruleName": "ADMShadowCoolOn",
"topicRulePayload": {
"sql": "SELECT topic(3) as state.desired.command FROM 'hvac/Cooling/On'",
"description": "areaDetectorModel mqgtt topic publish to cooling unit shadow
request",
"ruleDisabled": false,
"awsIotSqlVersion": "2016-03-23",
"actions": [
{
"republish": {
"topic": "$$aws/things/${payload.detector.keyValue}CoolingUnit/shadow/
update",
"roleArn": "arn:aws:iam::123456789012:role/service-role/ADMShadowRole"
}
}
]
}
}

aws iot create-topic-rule --cli-input-json file://ADMShadowHeatOffRule.json

ADMShadowHeatOffRule.json X4 :

A AWS loT Core M N3] % 101
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"ruleName": "ADMShadowHeatOff",
"topicRulePayload": {
"sql": "SELECT topic(3) as state.desired.command FROM 'hvac/Heating/Off'",
"description": "areaDetectorModel mqgtt topic publish to heating unit shadow
request",
"ruleDisabled": false,
"awsIotSqlVersion": "2016-03-23",
"actions": [

{
"republish": {
"topic": "$$aws/things/${payload.detector.keyValue}HeatingUnit/shadow/
update",
"roleArn": "arn:aws:iam::123456789012:role/service-role/ADMShadowRole"
}
}

R : [Z8]

CLI % :

aws iot create-topic-rule --cli-input-json file://ADMShadowHeatOnRule.json

ADMShadowHeatOnRule. json X4 :

{
"ruleName": "ADMShadowHeatOn",
"topicRulePayload": {
"sql": "SELECT topic(3) as state.desired.command FROM 'hvac/Heating/On'",
"description": "areaDetectorModel mqtt topic publish to heating unit shadow
request",
"ruleDisabled": false,
"awsIotSglVersion": "2016-03-23",
"actions": [
{
"republish": {
"topic": "$$aws/things/${payload.detector.keyValue}HeatingUnit/shadow/
update",

"roleArn": "arn:aws:iam::123456789012:role/service-role/ADMShadowRole"
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}
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X B E PRI EIE AL & RIEAIR/E AWS loT Events

AWS loT Events A SAER B IEEEH I ESH A RE. EREXRNEREUERA TR
RETE , WEFBIEROEBHM AWS B, THRNAEENBESUXLERE |, SIOIEN &R YER M
EHH B3 IE R,

® Note
ERNBFREPREITHN , TUNFRRBBERENSHREARER,. AXRESZER , F5
B &RIE o

AWS IoT Events X#FU T AT EBFEA TR IRETEMNRE :

e setTimer BIEitTATES,
e resetTimer EEITATES,
« clearTimer MIBRITETES,

« setVariable B|EZTE,

AWS loT Events XU T AFEER AWS REAVIRE -

« iotTopicPublish &#mAXx MATT EBRIEE.
 iotEvents FMEIFEURMAENF I KIEZE AWS loT Events o

« iotSiteWise FHIERIEZE AWS loT SiteWise FHI R =& 1o
» dynamoDB [l Amazon DynamoDB & K& ¥z,

» dynamoDBv2 [] Amazon DynamoDB & &% ¥z,
 firehosef§##E &% Amazon Data Firehose o
« lambda A AWS Lambda B %

* sns HHBERHIXBHRIE,

* sqs FEIERHE Amazon SQS BAFI,

£/ AWS loT Events NiE 1Tt 28F AT 30 4E

AWS loT Events X#FUT AFEBER TSR RETEMIRE

FERRNEZE 104
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« setTimer Sl itAI&s,

« resetTimer EEITHIES,

« clearTimer MBRITREIES,

« setVariable t|ETE,

RE T ERIRE
Set timer action

setTimer 4B LALL &6 —MSERaT A AR 7y B A T AS 25,

More information (2)
SIS , XAEEUATSH.
timerName

T B BR B9 B FRo

durationExpression
(A% ) itedERAvIRELatE , AR N B,
BEMNBRIXNITEEROA TEANKBENER, i, WREFITERREN 60.99
¥, NEZNRREXNVITESE RN 60 ¥,

BEXEZEER , 3 AWS loT Events APl ZZh# SetTimerAction,

EE I8T33
Reset timer action

resetTimer RERLILEFITHRRENMAITENFENRAREXNER,

More information (1)

EEITAEN | EATUEEA TSI,

timexrName
1T 23V B 7o

REITHERERE 105
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AWS loT Events EEITE 2T A2 EMITERFEAEREN,

EXEZELR , 5 AWS loT Events APl 2Zd ) ResetTimerAction.

BERIT B BR IR 1F

Clear timer action

clearTimer BT LALL &I BREN A 1T AT RS

More information (1)
BRIt AT ERRT , BATUEEA TS,
timerName

A BR A B #Ro

EXEZELR , 5 AWS loT Events APl ZZd ) ClearTimerAction,

BEEERME

Set variable action

7!

setVariable BETLILEZCIEZEEREEENTE,

More information (2)

BIRTER , BYTIEEATSH

variableName
TENER.

value
TENHFE,

EXEZELR , 5 AWS loT Events APl 2Zd 1 SetVariableAction,

ERRIT Y BRI A
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AWS loT Events FEANGIER

AWS loT Events £ &b AWS BRSS

AWS loT Events X#FLUT A FEFER AWS RS RIIRE -

« iotTopicPublish Z#mAx MATT EBRIEE.
 iotEvents FFEHE M AEN X KIEZE AWS loT Events .

.+ iotSiteWise JNHIEAIEZE AWS loT SiteWise I E~E .
« dynamoDB [ Amazon DynamoDB F& &% #1E.

» dynamoDBv2 [ Amazon DynamoDB &k &K ##z.
 firehosef§##E &% % Amazon Data Firehose o
« lambda A AWS Lambda BI#,

* sqs HEIEAHE Amazon SQS BAFI,

/A Important

o BRABATE AWS loT Events AR EFEAH AWS BRSEFRERN AWS XiF, BxXF
HXEFIER , S Amazon Web Services —fi&xZ#Z H 8 AWS loT Events i & M ELEl

« £ AWS loT Events RESIZRH M AWS BIRAT , XAFEAMERH AWS Xig, mMREL)
e AWS X3 |, M35 AWS BRI sE LB 3| &,

BIAERT , AWS IoT Events @ REMIRELER JSON HERITERR. LBREERARETERX
BB EEIF MM ERIENBHNEENERY/EN ., EREREAS , BAEARRRER,
BXEZEERE , A TRE, ERMLESABENRELXTAWS loT Events API ZE R E
AEBE.

AWS loT Core

loT topic publish action

iZ AWS IoT Core BEAF LB T EHERELXH MQTT AWS IoT BHE, BAXxZEHENXEIRK , &
2, Amazon Web Services —fi&&#% #H#y AWS loT Core xR M B,

AWS loT JEEREBEI MK AWS loT FFiREITHEFHAISHEEREEET K, AXESE
B, F5H (AWS loT FRARERM) PHRFBEEDL.
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https://docs.aws.amazon.com/general/latest/gr/iot-events.html
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AWS loT Events FEANGIER

More information (2)
A MQTT SHER , BUTIEEA TS,
mqttTopic
BWIZEER MQTT £&.
FBANEAERNFERTCENTES WA , EETHNREI[HE L MQTT EBE .
payload

(T ) RABRAR B EXRNBEREHIRA KBNS ESNFEEE/EN. 1
W EEAMEEN AR, BXESEL , HSHAWS 0T Events (APl 2%) miENHA
.

® Note

BRI EIIREY AWS loT Events (RS BENEKRIERF 7 Ziot:PublishiXfR, BXRES
E8 , FSHR WS HMiFREE AWS loT Events.

BXEZ[EER , B3 AWS loT Events APl & H) lotTopicPublishAction,

AWS loT Events
loT Events action

% AWS loT Events 24E 2 F G 5k3E AWS IoT Events ER I AR % T, BXXENXETFK ,
HS M Amazon Web Services —fix5#& i AWS loT Events i = FELEl,

AWS loT Events A F SR EZFRNEZHEAHIBESRZTEN , HERKEH R ERAIRE
e, BXEZER , HSHETALE AWS loT Events ? £ AWS loT Events FXARIEE) #,

More information (2)

b & IEHIERT AWS loT Events , AMIBEAX TS,
inputName

BUREIER AWS loT Events i A & #ro
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payload

(L) MABRARBEE TN B[ BRI MK IRENSESHENEENMERE/ER. I
A, BETLLBEN AR, BEXEZEEL , HSFEAWS loT Events (APl &) HWEMHR
Ho

(® Note

WARKT INZIEH AWS loT Events RS A GHREERT T
Ziotevents:BatchPutMessageX R, BXEZEE , HZH WE A IEREE AWS
loT Events,

EXEZELR , 5 AWS loT Events APl 2ZdH lotEventsAction.

AWS loT SiteWise

loT SiteWise action

% AWS loT SiteWise REAFENBIELE R PR R ~ZE M AWS loT SiteWise, BRI #FH X
5k | ES M Amazon Web Services —fi&&#& F 8 AWS loT SiteWise i s FELE o

AWS 0T SiteWise B —IHEE RS , AILLBARERE, AAMND KA TULRZHHE. EXE
ZER , B2 (AWS loT SiteWise AF#EE) HHITLE AWS loT SiteWise ?

More information (11)

&) PR B M RIEFIERT AWS loT SiteWise , I8 ELL TS,

/A Important
EZIWHIE , BXIER AWS loT SiteWiseF I B A~ EB 1.
« WMREFEM AWS loT Events #2#|& |, N SHIEEpropertyAliasAFRiR B iR ™R
38

- MBEM AWS CLI , M BMIEEEH —propertyAliasHm
ANpropertyld , assetIdfA/E 3 BEARIA B AR A B o

AWS |oT SiteWise 109


https://docs.aws.amazon.com/iotevents/latest/apireference/API_Payload.html
https://docs.aws.amazon.com/iotevents/latest/apireference/API_Payload.html
https://docs.aws.amazon.com/iotevents/latest/apireference/API_IotEventsAction.html
https://docs.aws.amazon.com/general/latest/gr/iot-sitewise.html
https://docs.aws.amazon.com/iot-sitewise/latest/userguide/what-is-sitewise.html
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BXREZEE , S FAWS loT SiteWise (AFERE) RV T BRI R =8
o

propertyAlias

(A& ) REEHEMNIE. BEUEERER,
assetIld

(k) BEEEBHENE~H ID, BHAUEERER,
propertyld

( A& ) BB ID. BHAILUEERER,
entryld

( Ak ) WREHME—PRRAN., SUERRKE D, REEENHENBERFERESHTIE
Ro RINMENHTAVME—FRIAR, BRAUEEREN,

propertyValue

BEAEXBHEFMAEENEN,
quality

(A& ) REEBHENRE, EAJ0 GOOD, BAD 5 UNCERTAIN, & aJLIEERIER,

timestamp

(I ) B EBEFEENEN, NREREELE , WERIANSHEE,

timeInSeconds

KA Unix Lt E&XAe RS (AW REN ) . BREEE 1-31556889864403199
2, BRI EERER.

offsetInNanos

( /i ) MtimeInSecondsEHBRHNARNRBE. EICBETE 0-999999999 2 [H, &b
ALEEERER,

value

—NMEERFEMENSEN.
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https://docs.aws.amazon.com/iot-sitewise/latest/userguide/connect-data-streams.html
https://docs.aws.amazon.com/iot-sitewise/latest/userguide/connect-data-streams.html
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/A Important

BUTIEENTERE— , EABURTEENR~EMRN dataType, BXRES
E8 , HZ R AWS loT SiteWise APl ZZ 1y AssetProperty.

booleanValue

(L) BFEEBHER—IMRE , ZEMLTAN TRUE 5 FALSE, B aJLUigERE
Ro MRFARKN , WIHEERN N HRES

doubleValue

(AL ) AEBHEENRNBEE, SwalEEREN, NREARER , NITEERN
ARNBEE.

integerValue
(k) BEBHENBRE, SEUMUEEREIN. MREAREN , WiITEERNH
BWE.

stringValue

(k) REBHENFHR. BEAMEERER. NREARZEN , MITELERNN
FRSBE,

(® Note

TR M DN BN IEH AWS IoT Events RS AEBHNERBRTT
Ziotsitewise:BatchPutAssetPropertyValuetXfR, BEXxEZER , FSHRA W5
A5 E EE AWS loT Events,

EXEZELR , 5 AWS loT Events APl ZZdH lotSiteWiseAction,
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Amazon DynamoDB
DynamoDB action

Amazon DynamoDB #/E A LA it G H3E &% E DynamoDB &, DynamoDB {HFE—NJIAT#
BIEEREERNEFTHIMEBREMEXN . BXxZEFENXEIIER , B2 M Amazon Web Services —
>Z5 8 Amazon DynamoDB i & F B E .

Amazon DynamoDB & —f£ £ & NoSQL HIEERS , RMUREM AN ERE | BB ST T4
V'R, BXEZELR , 5519 (Amazon DynamoDB FF X &1ER) HHIH+ L2 DynamoDB ?

More information (10)

f£[@ DynamoDB &/ — 5l K = HIERT , BATIEEUTSH,
tableName

EWBIEH DynamoDB £&Z 5. tableName EH4H S DynamoDB REI KRG B HITE, &b
ALEEERER,
hashKeyField

BHEE (BB XE ) B hashKeyField EA4HE DynamoDB REI 2 X EILHE , &
A EERER,

hashKeyType

(it ) BEBNBUERR, BHEBEBWESIN STRING 5 NUMBER, BRIAN STRING, &
A BUEERIER .
hashKeyValue

R&HBIE, hashKeyValueff AEHRER. XLEERESITHRERBE, SEATUIEERR
o

rangeKeyField

(k) SEER (MR EEFR ) WA, rangeKeyField {E&415 DynamoDB REVEEF 2
th, S ALIEERER,
rangeKeyType

(k) SEERMEBIERE, BHBRAMWESIN STRING 5 NUMBER, BRIAR STRING, &
WA LIEERIER,
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https://docs.aws.amazon.com/general/latest/gr/ddb.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/Introduction.html

AWS loT Events FEANGIER

rangeKeyValue
(% ) SEERME. rangeKeyValuefFABRER, XLEBIRTZS/TRIBHEE. BHA
EERER,

operation

(AL ) ERTHRERE, SUTEERER. REEBXARATEZ—
« INSERT - ¥R N #FHUUE A E DynamoDB &£H., XZHMINE.
* UPDATE - £ ¥ ##E E %1 DynamoDB &AM B LI,
« DELETE - Bk DynamoDB XH K I E T,
payloadField
( miE ) BUBUREB XA EL DynamoDB FIE#. BRINBFA payload, B AILIEER

payload

(T ) RABRAR B XN BEREHIRM R BAENEHNESNFEREE/EN. 1
B, EETNAEL NS, BXESEL , HSHAWS loT Events (API BE) hiE MM
.

MERENERATLRERFRHSR , N DynamoDBAction &¥F3E JSON HELU—#HFFRE
A DynamoDB %, DynamoDB 2% #& LA Base64 w3 XA RN E REIE. payloadField &
N payload-field_raw, EBAILAIEERIER,

(® Note

FR M INEIEE AWS IoT Events RS A KN KR T T ixdynamodb: PutItemiXfR. &
XEZEE , BSH W OMIEREE AWS loT Events.

BXEZER , iF2H AWS loT Events APl & DBActionf # Dynamo.
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https://docs.aws.amazon.com/iotevents/latest/apireference/API_Payload.html
https://docs.aws.amazon.com/iotevents/latest/apireference/API_Payload.html
https://docs.aws.amazon.com/iotevents/latest/apireference/API_DynamoDBAction.html
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Amazon DynamoDB(v2)

DynamoDBv2 action

The Amazon DynamoDB(v2) #4E Al SAiL S B I#EE A DynamoDB k. DynamoDB &{HH—4
BN ATEREEREERABTIHESEEN,. BEXxXFENXEIEK , 5 ML Amazon Web
Services —fi§SZH M Amazon DynamoDB i 5 Fl EL &l

Amazon DynamoDB & —f£ £ & NoSQL HIEERS , RMEREM AN ERE | BB ST T4
VB, BXEZEER , 20 (Amazon DynamoDB F .4 &E1ERE) FHI T4 E DynamoDB ? ,

More information (2)

EFHIERIEZE DynamoDB RIS ANFIET , BATIEEUA TS,
tableName

BEREIES DynamoDB {RE . EBaJUIEERER,
payload

(k) MABRNBEBEAXRRNBER O N LRENSHENEENFMERS/EX, It
A BEARBAENNE . BXEZELR , TS HAWS loT Events (API 2Z&) FRERN

.
/A Important
BRAREBELIRZ JSON, FBHAIEERER,
@ Note

B4R B AN ERHY AWS loT Events FREA B KB R T 7 iZdynamodb: PutItemXfR. B
REZER , FSH NS B RIEE AWS loT Events,

BXREZELR , 52 AWS loT Events APl £/ Dynamo DBv2 4k,
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AWS loT Events FEANGIER

Amazon Data Firehose

Firehose action

Amazon Data Firehose 2 E R 1F S EIE KX F Firehose fE#if. BXxXFNXEIIR , FSH
A Amazon Data Firehose & i1 m MELET, Amazon Web Services —fix5#

Amazon Data Firehose 2 —M T2 ENRS , AT S ELFERS (LD E 2 F7#R
% ). L G#Redshift, 3% ARS ( OpenSearch RS ) M Splunk £ B /Yt 32 S mh R IR,
OpenSearch EXxEZ{EE. , 5 (Amazon Data Firehose FF 4 A RIEF) FHHLE Amazon
Data Firehose ? o

More information (3)

[0 Firehose &R AIEHBIER , XM EU TS,

deliveryStreamName

EIRBIEM Firehose & 57RH & #Ro
separator
( mik ) B LAMERA F R 2 RA RS B AIEE Firehose R HIREVELBE. P RFAESLIZ
"\n' (#THF). "\t' (HRF). '\r\n' (Windows 1T ) H"',"' (iEF ),
payload

(L) MABRARBEE TN BB ML IRENEHNERNFMERHE/ER. L
N, BIERLBENAE.,. BXEZEE , HSHEAWS loT Events {API &%) HWEMHR
Ho

(@ Note

HRH NN EHY AWS loT Events RS AR KIERF 7 1Zfirehose : PutRecordf R,
BEXEZEE , BESH WEHMIHRIEE AWS loT Events,

EXEZELR , 5 AWS loT Events APl ZdH FirehoseAction,
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https://docs.aws.amazon.com/general/latest/gr/fh.html
https://docs.aws.amazon.com/firehose/latest/dev/what-is-this-service.html
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AWS Lambda

Lambda action

Z AWS Lambda #EATFZIA A Lambda K., BXXFNXEIEK |, HS N Amazon Web
Services —f%8&#£ HKY AWS Lambda i = M ELE,

AWS Lambda 2 —Wit&ERS , AFEETTMEREEBRSHNBATETRB, BXEZEER ,
BSRE T AR AWS Lambda ? £ (AWS Lambda F& A R¥EE) =+,

More information (2)
@A Lambda AT |, BATIEELUL TS,
functionArn

EiFAM Lambda BEH ARN,
payload

(Wit ) RIAERARDEE XN EERTH AR NS ESNFTEEM/E, L
W EEAMEEN AR, BXESEL , HSHAWS 0T Events (APl %) hiEMHR
.

® Note

R NN EEY AWS loT Events RS AR KIERF 7 1Z1ambda: InvokeFunctioniX
R BXEZER , BHSH WEHMIHRIEE AWS loT Events,

BEXEZELR , 3 AWS loT Events APl 2 LambdaAction.

Amazon Simple Notification Service
SNS action

Amazon SNS =BT K A IRETLLLLE X Amazon SNS SEHE, BXXFNRXEIIXK , F5
E Amazon Web Services —fi%#ZZ H A Amazon Simple Notification Service i = F B E o
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https://docs.aws.amazon.com/general/latest/gr/lambda-service.html
https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
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AWS loT Events FEANGIER

Amazon Simple Notification Service (Amazon Simple Notification Service) & —I1 Web RS , A
FHAMBEERITRARSREFHEERNRKRE, BXRELEEL , 52H (Amazon Simple
Notification Service FF X E#E5®) WL =Z Amazon SNS ?,

® Note

Amazon SNS B % i EFR X #Amazon SNS FIFO ( &3tk ) =8, ATMNGIZER
—M5x£ 2 mRERS , R ATaEF %, Amazon SNS BELEBRNIEEIRFE RES,

More information (2)
K% Amazon SNS JHER |, BATUHEEU TS,
targetArn

EUCHE 2B Amazon SNS B 589 ARN,

payload

(A% ) RAERAREEE XN EE R HIRA KBNS ESNFEEE/EN. Lt
W EEAMEEN AR, BXESEL , HSHAWS 0T Events (APl %) hiEMHR
.

® Note

BRMTINZ ISR AWS loT Events RS BB REIZRF T iZsns :PublishiX{fB. BEXEZ
E8 , B2 B HMFREE AWS loT Events,

BXREZER , B3P AWS loT Events APl $Z H#y SNSTopicPublishAction,

Amazon Simple Queue Service
SQS action

Amazon SQS #ER LU HIERIXZE Amazon SQS BAYl, BEXXENXESIR , 5
E Amazon Web Services —fi&5 & 5 Amazon Simple Queue Service i 5 F EL &l o
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https://docs.aws.amazon.com/sns/latest/dg/welcome.html
https://docs.aws.amazon.com/iotevents/latest/apireference/API_Payload.html
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AWS loT Events FEANGIER

Amazon Simple Queue Service (Amazon SQS) £ T —1MNZ2, FAETHWEERS , LA
WEERNMIPESHABRGEREEANLE., EXEZEER , B2 (Amazon Simple Notification
Service F A &Hm) HH XL ZE Amazon Simple Queue Service>,

® Note

I 5 SQS #ETZF >Amazon SQS FIFO ( EALH ) £B. BATFHNGIZER -7
29 HRBSE , R AT A Amazon SQ S BERERMNIEEIRFE B,

More information (3)
IR K EZE Amazon SQS BAFIEY , BATIEER TS
queuelrl

IR Amazon SQS BAFIEY URL,

useBaseb4

( Wik ) INREIEE , NRHHE AWS loT Events 45187 Base64 XA, TRUEERIARN FALSE,

payload

(L) MABRARBEE TN BB ML IRENEHNERNFMERHE/ER. L
N, BIERLBEEN AT, BXEZEE , HSHEAWS loT Events {API &%) HWEMHR
Ho

(@ Note

HR M INEIEE AWS IoT Events RS A KRR T T i%sqs: SendMessagef PR, Bx
EZER , S W ORI EE AWS loT Events,

BXEZEER , H55H AWS loT Events APl 3£ H ) SNSTopicPublishActiono

B Al LA A Amazon SNS 1 AWS loT Core #L 5| Z kA & ¥, AWS Lambda X1 7] LA
HABRSS ( 0 Amazon Connect , EZE 22 A FRMK (ERP) AR ) REEURE,
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https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/welcome.html
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FRARER

(@ Note
EXRREMGCEBERERTFEICR ,

R

R4\

ATLAE A E M AWS RS , fl#0 Amazon Kinesiso 5 ,

BRI RS o , REFLER AWS loT Events 475 A KIS FIHRN R

Amazon Simple Queue Service
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ATk, HiRNGBEEHAHRENRIEN

REXNAFIHEEABE, FTITEURBENEMMHRZET XESERESRSELR. AWS loT
Events 2t T /LM EQIZMEFHFN[ERSIBEEEN T X, BUUFERAREAKRIBEXFE , th
AWS loT Events AIAEREEREBZ BN RIERXRE,

FT
o AT SRR R IR E IRIENIEE AWS loT Events
« WFRIA RAEIFFHE AWS loT Events

T 6% 1% B HIERNE IEENTEE AWS loT Events

REXEE T A TIHERZHBIENE IRENEE. EAILLFE AWS loT Events REARFEAXF, &
BER, W¥. sIAMEBRER. BQASXEAN | &0 L6 A M R 5E#YFRIE R B M £
7. BUTIHE, BREFHS  AERNFERFMEHS FEENRE.

BN

o FEEH
- FREH
- WR{E

EEA
—TizE
* FEE (FR) !
« FEE (B&L) @~
« BE (BR) -
FIRFER
o BREE o+

AN RERBLTMRFRE, FHEXRLAFELESS () R

TR AR IAE L 120
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gl : 'my' + 'string' -> 'mystring'

=/
« fn(+)
A MNRIEBR B L NREF
« W -
« BR:/

BRAGERNOSAANERE , RERER ( RBSEBREK ) PELE - IMRDPBE.
« F ok
B (BH)
o T |

flgn 13 | 5->13
- 5:&

f5ltn : 13 & 5->5
. ﬁgﬁ:/\

i@ - 13 A~ 5->8
e JE:~

Bt : ~13 -> -14

WRE

« PF i<

« PFHET : <=

« &F ==

« NET 1=

« KFHET : >=

« KF:>

- 5:88&

- w: ]
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® Note
|| WFREXBERENNBIEN , ZFRIEFHEAN false,

B S

R LMERABEESNREXFHREBRITSEH,

E £ AWS loT Events KA H AR B

AWS loT Events 2t T —ARN BB , A THEBRFRNB[ER KA, SERBIFITRRE
H, REHEGR, ZERLSE, MRSRRER. WARIE, FHRRENRULEZE. BIFAXLEDRE ,
EA AR MR AWS loT Events L3225 |, MRS B M B AR F R BARE,

timeout("timer-name")

MREENITNSRES , MITERN true. ® “timer-name” BRNIEE LM THEIBRN B
(AEIEXRT ). EEHRETR , BAUENITNE , AEBITIE. EEITNSEIERE
BIENXBITETE. S M FE detectorModelDefinition.states.onInput|onEnter|
onExit.events.actions.setTimer.timerName,

MRS T RENITA SR ATUES — MRS THEI A, EHASIAITTNERIVRS 2, S5
[A] S B2 T B BR AT AL BV IR ZS

Flan | HRNBFEHAEFHAIRA , TemperatureCheckedfRecordUpdated, EBIET —
MNTemperatureChecked4 FiZRASHIITAIER. BYLBE R ZTemperatureChecked M ,
ARG F BEfE iZRecordUpdated N A it Bt 85,

N T HREEYE | ITEER AR N &ERE S 60 B

(® Note
timeout () RFEITAIESEFREHE EXREMIRE true , Z/FIRE false,
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convert(type, expression)

TTEANERRNEERBENREIXNE. ZtypeEHXIAStringBoolean, HDecimal, FH
HP M XBFHIUENTEZRBEFITNFIHENRER. REUATERERDHREERE :

« WRE-> Z/H

REFA/FER "true" = "false"s
- NBE > FRH
- FRFH-> mRE
- FRB->/DRE

EENFHRLARNBENERRRER , BN convert() HEMK.

WR convert() RKREIERE , UCHBEBHRERNLEN, LEREZRTF false BEF2fX
actions Y EEMERAREIXNKENEHN — O MIEEM nextState,

isNull(expression)

ERARNBRERNZERITE true, Fl0, IR A MyInput WEERE { "a": null }, WA
Tit&A true, 1B isUndefined($input.MyInput.a) itE A false,

isNull($input.MyInput.a)

isUndefined(expression)

MERAIXKRENL , MitERtrue, Hla0 , MEHHwA MyInput WEEE { "a": null },
MEATItER false , 1B isNull($input.MyInput.a) IT&E RN true,

isUndefined($input.MyInput.a)

triggexType("type")

type {ETBER "Message" W "Timer"., MRE N IR E T MY H HIMOEHF 43T
G, WiTER true , MTFHIFFR.

triggerType("Timer")

HEWE T RAHEE
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triggerType("Message")

currentInput("input")

MRRAKBTIHEENHAHEMNEHANE4ZEHRTIEMEG , WitER true, Hl0, MR
A Command WZEIHE { "value": "Abort" }, MEATITER true,

currentInput("Command")

ERALEBRBIERER N EWRESEM A Bitetsf RS B EETERG , WA TRAKXAR
Ro

currentInput("Command") && $input.Command.value == "Abort"

FAF R IUE B

startsWith(expressionl, expression2)

MRRB-NFRHERAIXAE-ANFRHBREXTTL , MWIFER true. Hlt0 , MRHA
MyInput WEEE { "status": "offline"}, M TITENRN true,

startsWith($input.MyInput.status, "off")

AN REAWITEERLANFZHEE MREF-REANITEERBIEFZHFRE , NEHHW
GRAENL. THTEMELR,

endsWith(expressionl, expression2)

MBE-NEFEREXNUEFEANAFZTHFERERNLERE , MITER true, Bl , MEBA
MyInput IKEEE { "status": "offline" }, MUATFITEXR true,

endsWith($input.MyInput.status, "line")

ANRBANITEERSANZHEEH, IRE-REANUTEERBAIRFRHRE , MK
FERREL, FHITEMER,

contains(expressionl, expression2)

MREF—-NFHERERBEENFEFBERER , WitER true, 0, MEBA
MyInput WEEE { "status": "offline" }, MEATIHER true,
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contains($input.MyInput.value, "fli")

ANRBANITEERSANZHEE, IRE-REANUTEERBAIRFHRE , MK
ERREN . THATEMER,
B BRBIRERE

bitor(expressionl, expression2)

TTEERRERAWIRME ( NEBEHOMENVRT#HREE ) . e, RHE A MyInput I
FEE { "valuel": 13, "value2": 5 }, MUTItER 13,

bitor($input.MyInput.valuel, $input.MyInput.value2)

ANREAWITEERBLANBHE NREF-XREAVITEERBIRERE , NHHNS
RAEX . FHTE[AELR,

bitand(expressionl, expressionZ2)

TEBRREANENS (NEBRWHEBRNToH®EEEZE ), Fln, MEHA MyInput I
ZEE { "valuel": 13, "value2": 5 }, MLATit&XR 5,

bitand($input.MyInput.valuel, $input.MyInput.value2)

ANREAWITEERBLANBHE NMREF-REAVITEERBIRERE , NHHNS
RAEX . PRHTEAELR,

bitxor(expressionl, expressionZ2)

TTEERRARNNVIRURS ( NEBWERURIT-HGEHFHEE ). flin, WREA
MyInput WEEE { "valuel": 13, "value2": 5 }, MEATFitER 8,

bitxor($input.MyInput.valuel, $input.MyInput.value2)

ANRBANITEERBETNBEREH, IRE-REANUTEERBIRBYE , NRHBNE
RAEX. FHTEMELR,

bitnot(expression)

TEERREAAWRMVER ( NEHPNMITZHIIRREE ) . a0, RHE A MyInput K
BEE { "value": 13 }, MEATFITER -14,
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bitnot($input.MyInput.value)

ANRBEANITEERBLTNBEREH, IRE-REANUTEERBIRBYE , NEHHNE

RAEX. THITEMELR,

AWS loT Events RIEAFm AT ENSZE

A
$input.input-name.path-to-data

input-name & A CreatelnputiRYERIE R 5 Ao

Bl | MRIEHE—NEHN TemperatureInput WEA (BREENLT

inputDefinition.attributes.jsonPath %&B ) , MXEETESEAEUTITHAFEF,

"temperature": 78.5,
"date": "2018-10-03T16:09:09Z"

E5|AiZ temperature FERWE , EEAUTH R,

$input.TemperatureInput.temperature

NTEARANFE , BASMER [n] ReIAHRARNKR. flW, SEUTE :

{

"temperatures": [
78.4,
77.9,
78.8

1,

"date": "2018-10-03T16:09:09Z"

}

78.8AILAEA LA T an 5 5 AiZfE.

$input.TemperatureInput.temperatures[2]

REXFRANZENSE
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TE
$variable.variable-name

variable-name & {E A CreateDetectorMode i@ EE X NETE,

Fln , MREFERAENLT —1MNE AN TechnicianID WEE ( &BEH
detectorDefinition.states.onInputEvents.actions.setVariable.variableName
ENTZEE) , WAUEAUL TSI ARER T ZEEN (F/RH) E

$variable.TechnicianID

HEEFEH setVariable BERRETENEH. THRAREAFVEERE, TETEHFEUER
Eo ﬁ“ﬂﬂ , fﬁz:ﬁﬁﬂgﬂﬁmﬁ null,

@ Note

EFEATER ( EMKRER ) EX[a-zA-Z2][a-zA-Z0-9_] *WFRiRFMEI A , KR
515 () MXERIRFEER, flan , NEFEHN _value BWFBERHNEN MyInput BH AH
S|SB ZFERIEEN $input.MyInput. _value ',

HEEREAPEASI AN , FREUTRAE :
- HERSIAEFEN NS NEEFNRERN  BRESIANMEREREGRE,

Blan | EUTRERXA , B 2 2 == M & EEFNVRER. N BREERE
A , $variable.testVariable + 1 f $variable.testVariabledJ 5| B I,

A, B 1 RZEF+RIRER, Eilt |, $variable.testVariable 405 AR K/,
‘$variable.testVariable + 1 == 2 && $variable.testVariable’
- HEEASIAENEREARBPVEZTEN , FRRIZERZIEZE5|ANKRIERE,

Fln | LA timeout("time-name") HBEBEEHENSI SN EZRNBENBZTE, NREHASIHAE
Ntimer-nameld , NSHRERANE|ISE5|HAFZHFE,

timeout("timer-name")
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® Note

XtFconvert(type, expression)BE#¥ , MREFEASIAERNtypefd , WA ITES
R4 RStringDecimal, ZBoolean,

AWS loT Events RIAXNFEIY, T, FHRNHREFERE, TREHRT FTRENVREHT
&Ko

B, FRB
B, ®wRE
PE. FRS
PMRE. fRE
FREH, WRE

AWS IoT Events F&RiATH ERIER

'${expression}"’

${} HEFEIRIDNIFE EERTE, expressionT LAREM AWS loT Events XiER, XEIFEizE
B, EBFASIA,

il | & A SetVariableActioni2ERENZE, variableName & SensorID, value £ 10,

&R A0 2 LU B AR

B R GZRFRER

'${'Sensor ' + $variable.SensorID}' Sensor 10
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EHRAR ERFRER

'Sensor ' + '${$variable.SensorID + Sensor 11

1}

'Sensor 10: ${$variable.SensorID == Sensor 10: true

10}

"{\"sensor\":\"${$variable.SensorID
+ 1I\"}'

"{\"sensor\":11}"

"{\"sensor\":${$variable.SensorID +

13}

R E XN REIF 3= AWS loT Events
ST OB A T 77 AR SRR R 1

« 1£ AWS loT Events 2#|& P AZFHRIER,

o JFFRIERX AWS loT Events APIs tERN S #htEi# 45,

REXXFNF, BEAF, B SIAMBRER.

/A Important
ERREIALTE| HBHR, MUE., FHFRIHRE.

E AWS loT Events RiE=
BSRUT REIAFEBIERE AWS loT Events RiER :
XA

NFXFE , KEAMAEBELS| T, — M REMHAR true 5 false,

"{\"sensor"\:\"11\"}"

ERE
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'123" # Integer
'123.12" # Decimal
'hello' # String
"true' # Boolean

2=

MNTFEIR, BAEEXENEAE,
- UTwmAsIR/IE 10.01,

$input.GreenhouselInput.temperature

« LTEZESIHAZASE Greenhouse Temperature Tables

$variable.TableName

B R

NFERENR , BXER ${} , BERSINERS| SR, BRERETUNEENE, 2ER. B
¥, sl AMBRERNAS,
s LTRIEXAWITELERE—INFERE 50.018 in Fahrenheit,

'${$input.Greenhouselnput.temperature * 9 / 5 + 32} in Fahrenheit'

s UTREXVITELERE —NERHE {\"sensor_id\":\"Sensor_1\",\"temperature
\":\"50.018\"}.

"{\"sensor_id\":\"${$input.GreenhouseInput.sensors[@].sensorl}\",\"temperature\":
\"${$input.Greenhouselnput.temperature*9/5+323\"}"

FRIBEE
NTZRRREK , BAEM +. FHREREAUIENT. SEN. BH. sIANERERNE
PAN

c LTREXMWITELRE —NFRFE Greenhouse Temperature Table 2000-01-01,

'Greenhouse Temperature Table ' + $input.GreenhouseInput.date
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AWS loT Events #Rll 2518 84 R

ATRM T ERNMAEE R T AWS loT Events ZhEERI RGBT R, ROSEEMNEERESELRL
NEESENFERMNMNBZZIZSR, BNROIBTEIRMRBLE , ATHBBEIEE AWS loT
Events &, REMER, XL RHIETRTZ AWS loT Events IREZ I R5EM |, AR a4 R EIHY
YIBR N M A B E#HTEEN . EIHREK AWS loT Events THEEREE LA ER N R B 3L THGR
EWESE , S RLLTmE,

£

« 2Pl : ¥ HVAC JRE# &5 AWS loT Events

o 1Bl —BERUTHERMNZANEESI AWS loT Events
o ROE T SANE R RN E# &4 AWS loT Events

- —RATRENKSEN AWS loT Events FRMIZRE R

» AWS loT Events A TEEVEZATH A

- EAREERNEEES AWS loT Events

o 1l ERLERBBENNARERFHIT AWS loT Events B4

o =il : HeartBeat B F iR B iEERIRE AWS IoT Events
o 5 Y ISA iR AWS loT Events
I

o R EHER—NMTENEIR AWS loT Events

A~ HVAC SEE#HI5 AWS loT Events
EBE

RGISSI T ERLUT R RERHER (18R ) !

« BELH—NMFRUBERTUEANEZH S NS, (FASMKEE - RUB[XH, )
o FMRNERSRAHIZUCR B REE S MNMEHIXEN S M BESRAVBE IR,

« BN ERFMNXBNRAERE (IRER ) -

« BULRN BN XKEELBRESBOER ERXESH,

oS8T LABERY (8 A XA 0 4% = 2R M AP I BR 42 BRER o

s BULAMANASNEES ARESITHE , URFENEZHRA,

- FNESRHELFIRERERNZRARRH,
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« BUNUELZERBRERER, NREA-—MERFMEEES THETEENLHRER , WINAR
REHRERIUEGS , FNBRRFHREZRERE,

ZRBIER AT I0RE

- BIEEHRNBER,

- BIEB A

o MR ABBEXEIRVF[ERE,

o hALARH

- SERXRUPHURSEE  HRERHRETENE.
- ZEZHDPNITERER  HBREFHFRETEER.

- XEUEREAIE Amazon SNS 1 MQTT JEE.

HERBEZFRENEAE L AWS loT Events
A seedTemperatureInput A FAENXEFOIERENB[KROIHEXHBRESE.

FEH AWS loT Events BCBRRBZ ARG AAN TERNRZEFEEEE, tREIGBIMARER
THRBE. BE., SARNEEHESSENEA. 2IELAARYE. BERERMREMALEN
W, SAFBNER RN B E R RUUER, RENES , NTIERREEENRR,

EAM CLI %5 :

aws iotevents create-input --cli-input-json file://seedInput.json

X4 : seedInput.json

{
"inputName": "seedTemperatureInput",
"inputDescription": "Temperature seed values.",
"inputDefinition": {
"attributes": [
{ "jsonPath": "areald" },

{ "jsonPath": "desiredTemperature" 3},
{ "jsonPath": "allowedError" },

{ "jsonPath": "rangeHigh" },

{ "jsonPath": "rangelLow" },
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{ "jsonPath": "anomalousHigh" },
{ "jsonPath": "anomalousLow" },
{ "jsonPath": "sensorCount" },

{ "jsonPath": "noDelay" }

M 7

"inputConfiguration": {
"status": "ACTIVE",
"inputArn": "arn:aws:iotevents:us-west-2:123456789012:input/
seedTemperatureInput",
"lastUpdateTime": 1557519620.736,
"creationTime": 1557519620.736,
"inputName": "seedTemperatureInput",
"inputDescription": "Temperature seed values."

MEMLE , 8NN B ME RSB ER KX temperatureInput,
fEFAM CLI @ -

aws iotevents create-input --cli-input-json file://temperatureIlnput.json

X4 : temperatureInput.json

{
"inputName": "temperaturelnput",
"inputDescription": "Temperature sensor unit data.",
"inputDefinition": {
"attributes": [
{ "jsonPath": "sensorId" },
{ "jsonPath": "areald" },
{ "jsonPath": "sensorData.temperature" }
]
}
}
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Ma R

"inputConfiguration": {
"status": "ACTIVE",
"inputArn": "arn:aws:iotevents:us-west-2:123456789012:input/temperaturelnput",
"lastUpdateTime": 1557519707.399,
"creationTime": 1557519707.399,
"inputName": "temperatureInput",
"inputDescription": "Temperature sensor unit data."

EFA HVAC RS RN SSE R E . AWS loT Events

areaDetectorModel ESLT%A%N%?WUE’JIVEE'R B state machine EHIEFBEEGEE
ERERER  ARBREXEEREIRSH L X ZFHEE,

EAM CLI 5

aws iotevents create-detector-model --cli-input-json file://areaDetectorModel. json

X4 : areaDetectorModel.json

"detectorModelName": "areaDetectorModel",
"detectorModelDefinition": {
"states": [
{
"stateName": "start",
"onEnter": {
"events": [

{
"eventName": "prepare",
"condition": "true",
"actions": [
{

"setVariable": {

"variableName":
Ilvaluell: II@II

"sensorId",
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},
{
"setVariable": {
"variableName": "reportedTemperature",
"value": "0.1"
}
},
{
"setVariable": {
"variableName": "resetMe",
"value": "false"
}
}
]
}
]
},
"onInput": {
"transitionEvents": [
{
"eventName": "initialize",
"condition": "$input.seedTemperatureInput.sensorCount > 0",
"actions": [
{
"setVariable": {
"variableName": "rangeHigh",
"value": "$input.seedTemperaturelnput.rangeHigh"
}
},
{
"setVariable": {
"variableName": "rangelLow",
"value": "$input.seedTemperaturelnput.rangelLow"
}
},
{
"setVariable": {
"variableName": "desiredTemperature",
"value": "$input.seedTemperatureInput.desiredTemperature"
}
},
{

"setVariable": {
"variableName": "averageTemperature",
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"value": "$input.seedTemperatureInput
}
},
{
"setVariable": {
"variableName": "allowedError",
"value": "$input.seedTemperatureInput.
}
},
{
"setVariable": {
"variableName": "anomalousHigh",
"value": "$input.seedTemperatureInput.
}
},
{
"setVariable": {
"variableName": "anomalousLow",
"value": "$input.seedTemperaturelnput.
}
},
{
"setVariable": {
"variableName": "sensorCount",
"value": "$input.seedTemperaturelnput.
}
},
{
"setVariable": {
"variableName": "noDelay",
"value": "$input.seedTemperatureInput.
}
}
1,
"nextState": "idle"
I
{
"eventName": "reset",
"condition": "($variable.resetMe == true) &&

($input.temperaturelnput.sensorData.temperature < $variable.anomalousHigh &&

.desiredTemperature"

allowedError"

anomalousHigh"

anomalousLow"

sensorCount"

noDelay == true"

$input.temperaturelnput.sensorData.temperature > $variable.anomalouslLow)",

"actions": [
{

"setVariable": {

RMBFERE X
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"variableName": "averageTemperature",
"value": "((($variable.averageTemperature * ($variable.sensorCount
- 1)) + $input.temperaturelnput.sensorData.temperature) / $variable.sensorCount)"
}
}
1,
"nextState": "idle"
}
]
I
"onExit": {
"events": [
{
"eventName": "resetHeatCool",
"condition": "true",
"actions": [
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:heatOff"
}
},
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:cool0ff"
}
I
{
"iotTopicPublish": {
"mqttTopic": "hvac/Heating/Off"
}
},
{
"iotTopicPublish": {
"mqttTopic": "hvac/Cooling/0Off"
}
}
]
}
]
}
},
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"stateName": "idle",
"onInput": {
"events": [
{
"eventName": "whatWasInput",
"condition": "true",
"actions": [
{
"setVariable": {
"variableName": "sensorId",
"value": "$input.temperatureInput.sensorId"
}
},
{
"setVariable": {
"variableName": "reportedTemperature",
"value": "$input.temperaturelnput.sensorData.temperature"
}
}
]
},
{
"eventName": "changeDesired",
"condition": "$input.seedTemperatureInput.desiredTemperature !=

$variable.desiredTemperature",
"actions": [

{
"setVariable": {
"variableName": "desiredTemperature",
"value": "$input.seedTemperatureInput.desiredTemperature"
}
}
]
1,
{
"eventName": "calculateAverage",
"condition": "$input.temperaturelnput.sensorData.temperature <

$variable.anomalousHigh && $input.temperatureInput.sensorData.temperature >
$variable.anomalousLow",
"actions": [
{
"setVariable": {
"variableName": "averageTemperature",

RMBFERE X
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"value": "((($variable.averageTemperature * ($variable.sensorCount
- 1)) + $input.temperatureInput.sensorData.temperature) / $variable.sensorCount)"
}
}
]
}
1,
"transitionEvents": [
{
"eventName": "anomalousInputArrived",
"condition": "$input.temperaturelnput.sensorData.temperature >=
$variable.anomalousHigh || $input.temperaturelInput.sensorData.temperature <=

$variable.anomalousLow",
"actions": [

{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/anomaly"
}
}
1,
"nextState": "idle"
1,
{
"eventName": "highTemperatureSpike",
"condition": "$input.temperatureIlnput.sensorData.temperature >

$variable.rangeHigh",
"actions": [

{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/spike"
}
},
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:coo0lOn"
}
1,
{
"iotTopicPublish": {
"mqttTopic": "hvac/Cooling/On"
}
},
{
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"setVariable": {

"variableName": "enteringNewState",
"value": "true"
}
}
1,
"nextState": "cooling"
1,
{
"eventName": "lowTemperatureSpike",
"condition": "$input.temperaturelnput.sensorData.temperature <

$variable.rangelLow",
"actions": [

{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/spike"
}
},
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:heatOn"
}
I
{
"iotTopicPublish": {
"mqttTopic": "hvac/Heating/On"
}
},
{
"setVariable": {
"variableName": "enteringNewState",
"value": "true"
}
}
1,
"nextState": "heating"
I
{
"eventName": "highTemperatureThreshold",
"condition": "(((($variable.averageTemperature * ($variable.sensorCount

- 1)) + $input.temperaturelnput.sensorData.temperature) / $variable.sensorCount) >
($variable.desiredTemperature + $variable.allowedError))",
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"actions": [

{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:coolOn"
}
I
{
"iotTopicPublish": {
"mqttTopic": "hvac/Cooling/On"
}
},
{
"setVariable": {
"variableName": "enteringNewState",
"value": "true"
}
}
1,
"nextState": "cooling"
I
{
"eventName": "lowTemperatureThreshold",
"condition": "(((($variable.averageTemperature * ($variable.sensorCount

- 1)) + $input.temperaturelnput.sensorData.temperature) / $variable.sensorCount) <
($variable.desiredTemperature - $variable.allowedError))",
"actions": [

{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:heatOn"
}
I
{
"iotTopicPublish": {
"mqttTopic": "hvac/Heating/On"
}
},
{
"setVariable": {
"variableName": "enteringNewState",
"value": "true"
}
}
1,
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"nextState": "heating"

"stateName": "cooling",
"onEnter": {
"events": [

{
"eventName": "delay",
"condition": "!$variable.noDelay && $variable.enteringNewState",
"actions": [
{
"setTimer": {
"timerName": "coolingTimer",
"seconds": 180
}
},
{

"setVariable": {
"variableName": "goodToGo",
"value": "false"

}

}
]
},
{
"eventName": "dontDelay",
"condition": "$variable.noDelay == true",
"actions": [
{

"setVariable": {
"variableName": "goodToGo",
"value": "true"

}

}
]
},
{
"eventName": "beenHere",
"condition": "true",
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"actions": [

{
"setVariable": {
"variableName": "enteringNewState",
"value": "false"
}
}
]
}
]
},
"onInput": {
"events": [
{
"eventName": "whatWasInput",
"condition": "true",
"actions": [
{
"setVariable": {
"variableName": "sensorId",
"value": "$input.temperatureInput.sensorId"
}
I
{
"setVariable": {
"variableName": "reportedTemperature",
"value": "$input.temperatureInput.sensorData.temperature"
}
}
]
I
{
"eventName": "changeDesired",
"condition": "$input.seedTemperatureInput.desiredTemperature !=

$variable.desiredTemperature",
"actions": [

{
"setVariable": {
"variableName": "desiredTemperature",
"value": "$input.seedTemperatureInput.desiredTemperature"
}
}
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},
{

"eventName": "calculateAverage",

"condition": "$input.temperaturelnput.sensorData.temperature <
$variable.anomalousHigh && $input.temperaturelInput.sensorData.temperature >
$variable.anomalousLow",

"actions": [

{
"setVariable": {
"variableName": "averageTemperature",
"value": "((($variable.averageTemperature * ($variable.sensorCount
- 1)) + $input.temperatureInput.sensorData.temperature) / $variable.sensorCount)"
}
}
]
I
{
"eventName": "areWeThereYet",
"condition": "(timeout(\"coolingTimer\"))",
"actions": [
{
"setVariable": {
"variableName": "goodToGo",
"value": "true"
}
}
]
}
1,
"transitionEvents": [
{
"eventName": "anomalousInputArrived",
"condition": "$input.temperaturelnput.sensorData.temperature >=
$variable.anomalousHigh || $input.temperaturelInput.sensorData.temperature <=

$variable.anomalousLow",
"actions": [

{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/anomaly"
}
}
1,
"nextState": "cooling"
},
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"eventName": "highTemperatureSpike",

"condition": "$input.temperaturelnput.sensorData.temperature >
$variable.rangeHigh",

"actions": [

{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/spike"
}
}
1,
"nextState": "cooling"
1,
{
"eventName": "lowTemperatureSpike",
"condition": "$input.temperaturelnput.sensorData.temperature <

$variable.rangelLow",
"actions": [

{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/spike"
}
1,
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:cool0ff"
}
1,
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:heatOn"
}
1,
{
"iotTopicPublish": {
"mqttTopic": "hvac/Cooling/0Off"
}
1,
{

"iotTopicPublish": {
"mqttTopic": "hvac/Heating/On"
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},
{
"setVariable": {
"variableName": "enteringNewState",
"value": "true"
}
}
1,
"nextState": "heating"
I
{
"eventName": "desiredTemperature",
"condition": "(((($variable.averageTemperature * ($variable.sensorCount

- 1)) + $input.temperaturelnput.sensorData.temperature) / $variable.sensorCount) <=
($variable.desiredTemperature - $variable.allowedError)) && $variable.goodToGo ==
true",
"actions": [
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:cool0ff"
}
},
{
"iotTopicPublish": {
"mqttTopic": "hvac/Cooling/0Off"

}
]I

"nextState": "idle"

iy

"stateName": "heating",
"onEnter": {
"events": [
{
"eventName": "delay",
"condition": "!$variable.noDelay && $variable.enteringNewState",
"actions": [

RMBFERE X
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"setTimer": {
"timerName": "heatingTimer",
"seconds": 120
}
I
{
"setVariable": {
"variableName": "goodToGo",
"value": "false"

"eventName": "dontDelay",
"condition": "$variable.noDelay == true",
"actions": [
{
"setVariable": {
"variableName": "goodToGo",
"value": "true"

"eventName": "beenHere",
"condition": "true",
"actions": [
{
"setVariable": {
"variableName": "enteringNewState",
"value": "false"

"onInput": {
"events": [

{
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"eventName": "whatWasInput",
"condition": "true",
"actions": [
{
"setVariable": {
"variableName": "sensorId",
"value": "$input.temperatureInput.sensorId"
}
},
{
"setVariable": {
"variableName": "reportedTemperature",
"value": "$input.temperatureIlnput.sensorData.temperature"
}
}
]
},
{
"eventName": "changeDesired",
"condition": "$input.seedTemperatureInput.desiredTemperature !=

$variable.desiredTemperature",
"actions": [

{
"setVariable": {
"variableName": "desiredTemperature",
"value": "$input.seedTemperatureInput.desiredTemperature"
}
}
]
1,
{
"eventName": "calculateAverage",
"condition": "$input.temperaturelnput.sensorData.temperature <

$variable.anomalousHigh && $input.temperaturelInput.sensorData.temperature >
$variable.anomalousLow",
"actions": [

{
"setVariable": {
"variableName": "averageTemperature",
"value": "((($variable.averageTemperature * ($variable.sensorCount

- 1)) + $input.temperaturelnput.sensorData.temperature) / $variable.sensorCount)"

}
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},
{
"eventName": "areWeThereYet",
"condition": "(timeout(\"heatingTimer\"))",
"actions": [
{
"setVariable": {
"variableName": "goodToGo",
"value": "true"
}
}
]
}
1,
"transitionEvents": [
{
"eventName": "anomalousInputArrived",
"condition": "$input.temperaturelnput.sensorData.temperature >=
$variable.anomalousHigh || $input.temperaturelnput.sensorData.temperature <=

$variable.anomalousLow",
"actions": [

{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/anomaly"
}
}
1,
"nextState": "heating"
},
{
"eventName": "highTemperatureSpike",
"condition": "$input.temperaturelnput.sensorData.temperature >

$variable.rangeHigh",
"actions": [

{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/spike"
}
},
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:heatOff"
}
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},
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:coolOn"
}
I
{
"iotTopicPublish": {
"mqttTopic": "hvac/Heating/Off"
}
},
{
"iotTopicPublish": {
"mqttTopic": "hvac/Cooling/On"
}
I
{
"setVariable": {
"variableName": "enteringNewState",
"value": "true"
}
}
1,
"nextState": "cooling"
"eventName": "lowTemperatureSpike",
"condition": "$input.temperaturelnput.sensorData.temperature <

$variable.rangelLow",

"actions": [
{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/spike"

}
]I

"nextState": "heating"

"eventName": "desiredTemperature",
"condition": "(((($variable.averageTemperature * ($variable.sensorCount

- 1)) + $input.temperatureInput.sensorData.temperature) / $variable.sensorCount) >=
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($variable.desiredTemperature + $variable.allowedError)) && $variable.goodToGo ==
true",
"actions": [

{

"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:heatOff"
}
I
{
"iotTopicPublish": {
"mqttTopic": "hvac/Heating/Off"

}
1,

"nextState": "idle"

]I

"initialStateName": "start"
1,
"key": "areald",
"roleArn": "arn:aws:iam::123456789012:role/IoTEventsRole"

Ml R

"detectorModelConfiguration": {
"status": "ACTIVATING",
"lastUpdateTime": 1557523491.168,
"roleArn": "arn:aws:iam::123456789012:role/IoTEventsRole",
"creationTime": 1557523491.168,
"detectorModelArn": "arn:aws:iotevents:us-west-2:123456789012:detectorModel/
areaDetectorModel",
"key": "areald",
"detectorModelName": "areaDetectorModel",
"detectorModelVersion": "1"

FONBREE X =



AWS loT Events FEANGIER

BatchPutMessage BRIBEZE B RS RY R AWS loT Events

FEARRBIH , BatchPutMessage AT HENXE QIR BZZFIH EXDBEESHK.
fEFAM CLI % -

aws iotevents-data batch-put-message --cli-input-json file://seedExample.json --cli-
binary-format raw-in-base64-out

X4 : seedExample.json

"messages": [
{
"messageld": "0000l1",
"inputName": "seedTemperatureInput",
"payload": "{\"areaId\": \"Area51\", \"desiredTemperature\": 20.0, \"allowedError
\": 0.7, \"rangeHigh\": 30.0, \"rangeLow\": 15.0, \"anomalousHigh\": 60.0,
\"anomalousLow\": 0.0, \"sensorCount\": 10, \"noDelay\": false}"

"BatchPutMessageErrorEntries": []

FEARRBIF | BatchPutMessage A TIREFEAN Xig # £ 4ME BRBF R E & BREF 1R,
ERAM CLI &%

aws iotevents-data batch-put-message --cli-input-json file://temperatureExample.json --
cli-binary-format raw-in-base64-out

X4 : temperatureExample.json

"messages": [

{
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"messageld": "00005",

"inputName": "temperaturelnput",

"payload": "{\"sensorId\": \"@5\", \"areaId\": \"Area51\", \"sensorData\":
{\"temperature\": 23.12} }"

"BatchPutMessageErrorEntries": []

EARPIH | BatchPutMessage ATEHENMNXEBHAAERE.
fEF/ CLI 7% :

aws iotevents-data batch-put-message --cli-input-json file://seedSetDesiredTemp.json --
cli-binary-format raw-in-base64-out

X4 : seedSetDesiredTemp. json

{
"messages": [
{
"messageld": "0000l1",
"inputName": "seedTemperatureInput",
"payload": "{\"areaId\": \"Area51\", \"desiredTemperature\": 23.0}"
}
]
}
e Rz
{
"BatchPutMessageErrorEntries": []
}

Area51 M BFSLHIE KA Amazon SNS JEERHI :
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Heating system off command> {
"eventTime":1557520274729,
"payload":{

"actionExecutionId":"f3159081-bac3-38a4-96f7-74af0940d0a4",

"detector":{
"detectorModelName":"areaDetectorModel",
"keyValue":"Area51",
"detectorModelVersion":"1"

1,

"eventTriggerDetails":{
"inputName":"seedTemperaturelnput",
"messageld":"00001",
"triggerType'":"Message"

.

"state":{

"stateName":"start",

"variables":{
"sensorCount":10,
"rangeHigh":30.0,
"resetMe":false,
"enteringNewState":true,
"averageTemperature":20.0,
"rangelLow":15.0,
"noDelay":false,
"allowedError":0.7,
"desiredTemperature":20.0,
"anomalousHigh":60.0,
"reportedTemperature":0.1,
"anomalousLow":0.0,
"sensorId":0Q

1,

"timers":{}

}
.

"eventName":"resetHeatCool"

Cooling system off command> {
"eventTime" :1557520274729,
"payload":{

"actionExecutionId":"98f6alb5-8f40-3cdb-9256-93afd4d66192",

BatchPutMessage il %
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"detector":{
"detectorModelName":"areaDetectorModel",
"keyValue":"Area51",
"detectorModelVersion":"1"

},

"eventTriggerDetails":{
"inputName":"seedTemperaturelnput",
"messageld":"00001",
"triggerType'":"Message"

.

"state":{

"stateName":"start",

"variables":{
"sensorCount":10,
"rangeHigh":30.0,
"resetMe":false,
"enteringNewState":true,
"averageTemperature":20.0,
"rangelLow":15.0,
"noDelay":false,
"allowedError":0.7,
"desiredTemperature":20.0,
"anomalousHigh":60.0,
"reportedTemperature":0.1,
"anomalousLow":0.0,
"sensorId":0

},

"timers":{}

}
.

"eventName":"resetHeatCool"

L RBIF , FAIEEA DescribeDetector API RIREVE X IRM 2732 HI 2 BPIRAS M E B

aws iotevents-data describe-detector --detector-model-name areaDetectorModel --key-
value Area5l

Ml R

"detector": {
"lastUpdateTime": 1557521572.216,
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"creationTime":
"state": {

"variables": [

{

"name" :
"value

"name" :
"value

"name" :
"value

"name" :
"value

"name" :
"value

"name" :
"value

"name" :
"value

"name" :
"value

"name" :
"value

"name" :

"value":

1557520274 . 405,

"resetMe",
"false"

"rangelLow",
"15.0"

"noDelay",
"false"

"desiredTemperature",
"20.0"

"anomalousLow",
IIQ.QII

"sensorId",

Il\ll@l\ll n

"sensorCount",
II1®II

"rangeHigh",
Il3®.®ll

"enteringNewState",
"false"

"averageTemperature",
"19.572"
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"name": "allowedError",
"value": "0Q.7"
},
{
"name": "anomalousHigh",
"value": "60.0"
},
{
"name": "reportedTemperature",
"value": "15.72"
},
{
"name": "goodToGo",
"value": "false"
}
1,
"stateName": "idle",
"timers": [
{
"timestamp": 1557520454.0,
"name": "idleTimer"
}
]
.
"keyValue": "Areabl",
"detectorModelName": "areaDetectorModel",
"detectorModelVersion": "1"

BatchUpdateDetector LABREZE A R 5 7] AWS loT Events

FEARBIF | BatchUpdateDetector AT ERIERE TEMNRNZBFZGINRES T,

BEMNEREZAREEEEEFTENSMRNBHTHEEN ., FATERUMERRM AWS loT
EventsERMIHt B EMIhEE, FLRMEXSNEFSH , EMRE , UEETLIARREF T RIBA
BE, NMESAEUEEARERENREN.

EAM CLI 5 :

aws iotevents-data batch-update-detector --cli-input-json file://areaDM.BUD. json
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X4 : areaDM.BUD. json

"detectors": [
{
"messageId": "0001",
"detectorModelName": "areaDetectorModel",
"keyValue": "Areabl",
"state": {
"stateName": "start",
"variables": [
{
"name": "desiredTemperature",
"value": "22"

"name": "averageTemperature",
"value": "22"

"name": "allowedError",
"value": "1.0"

"name": "rangeHigh",
"value": "30.0"

"name": "rangelLow",
"value": "15.0"

"name": "anomalousHigh",
"value": "60.0"

"name": "anomalousLow",
"value": "0.0"

"name": "sensorCount",
"value": "12"

BatchUpdateDetector R4l
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"name": "noDelay",
"value": "true"
},
{
"name": "goodToGo",
"value": "true"
},
{
"name": "sensorId",
"value": "0Q"
},
{
"name": "reportedTemperature",
"value": "0Q.1"
},
{
"name": "resetMe",
"value": "true"
}
1,
"timers": [
]
}
}
]
}
el R
{

An error occurred (InvalidRequestException) when calling the BatchUpdateDetector
operation: Number of variables in the detector exceeds the limit 10

}

AWS |loT Core M| 5|ZF AWS loT Events

AT HNAF AWS loT Events MQTT SHEERNE FEMBEREEEM A M, EAERIZ AWS loT Core 79
HEFENSEERREINENXIEEN T NREEMAINEE,

W REIF | RINENLTBHA Area51HeatingUnit M Area51CoolingUnit BT,

A/ CLI 5 :
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aws iot create-topic-rule --cli-input-json file://ADMShadowCoolOffRule.json

X4 : ADMShadowCoolOffRule. json

{
"ruleName": "ADMShadowCoolOff",
"topicRulePayload": {
"sql": "SELECT topic(3) as state.desired.command FROM 'hvac/Cooling/Off'",
"description": "areaDetectorModel mqgtt topic publish to cooling unit shadow
request",
"ruleDisabled": false,
"awsIotSqlVersion": "2016-03-23",
"actions": [
{
"republish": {
"topic": "$$aws/things/${payload.detector.keyValue}CoolingUnit/shadow/
update",
"roleArn": "arn:aws:iam::123456789012:role/service-role/ADMShadowRole"
}
}
]
}
}

R : [ZE]

FEAK CLI & :
aws iot create-topic-rule --cli-input-json file://ADMShadowCoolOnRule. json

3 {4 : ADMShadowCoolOnRule. json

{
"ruleName": "ADMShadowCoolOn",
"topicRulePayload": {
"sql": "SELECT topic(3) as state.desired.command FROM 'hvac/Cooling/On'",
"description": "areaDetectorModel mqgtt topic publish to cooling unit shadow
request",

"ruleDisabled": false,
"awsIotSglVersion": "2016-03-23",
"actions": [

AWS loT Core M| 5|%
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{
"republish": {
"topic": "$$aws/things/${payload.detector.keyValue}CoolingUnit/shadow/
update",
"roleArn": "arn:aws:iam::123456789012:role/service-role/ADMShadowRole"
}
}

M7 : [ZE]

EAM CLI 5 :

aws iot create-topic-rule --cli-input-json file://ADMShadowHeatOffRule.json

X : ADMShadowHeatOffRule. json

{
"ruleName": "ADMShadowHeatOff",
"topicRulePayload": {
"sql": "SELECT topic(3) as state.desired.command FROM 'hvac/Heating/Off'",
"description": "areaDetectorModel mqgtt topic publish to heating unit shadow
request",
"ruleDisabled": false,
"awsIotSqlVersion": "2016-03-23",
"actions": [
{
"republish": {
"topic": "$$aws/things/${payload.detector.keyValue}HeatingUnit/shadow/
update",
"roleArn": "arn:aws:iam::123456789012:role/service-role/ADMShadowRole"
}
}
]
}
}

ARz : [ZE]

A CLI 5 :
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aws iot create-topic-rule --cli-input-json file://ADMShadowHeatOnRule.json

Xt : ADMShadowHeatOnRule. json

{
"ruleName": "ADMShadowHeatOn",
"topicRulePayload": {
"sql": "SELECT topic(3) as state.desired.command FROM 'hvac/Heating/On'",
"description": "areaDetectorModel mqtt topic publish to heating unit shadow
request",
"ruleDisabled": false,
"awsIotSglVersion": "2016-03-23",
"actions": [
{
"republish": {
"topic": "$$aws/things/${payload.detector.keyValue}HeatingUnit/shadow/
update",
"roleArn": "arn:aws:iam::123456789012:r0le/service-role/ADMShadowRole"
}
}
]
}
}

ARz : [ZE]

T~ —BERAUTHAERMNZHNEEY AWS loT Events

TZRENNREARFEQLNIBMANFEZLEFRER , AMRKENNERN, SaRENHEDZE.
DRAHBEENMBEEEMNER (BA ). REAZTENNRINSBHHRNER

- EBENRBIEHERNF
« DIERBNEHRN R

FARBEENES (HHPEE craneld M motorid WtiE ) |, BIEA LA EYMEHENT
AR EHFNEE, HBEEHKMER , NEMEMA Amazon SNS K EBAH, BMAERTTUE
ERNFZERE XERTE2EHEENBE,

ZRBIER AT II8E
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- BIEE, REL, EF. MBR (CRUD) %A,

- BIEE, |EL, FFH. MIER (CRUD) ESHHRN 2548 H MR [E R AR S HEHRN L.

« F—MNEARBISNEHERNER,

o FFHMARARNSER,

- WEMEZXGNEGBHEN,

- BEBERHPSIARSTEHRESFHREHE.

- BEEN., RE., MRFIIABFENBERITENETHRGEHEE.

« {8 SNS B#RE ActionsExecutor FIITIERME,

KA An 5 AN B2 A A U B A9 &4 AWS loT Events

ATIRMETEH AWS loT Events i S IREM A, SIRIFNSFE T L IXEL L BBI[FEITREH R, XL
RELER T WMAFIA AWS IoT Events RSB MBENZE T WIZE.

#Create Pressure Input

aws iotevents create-input --cli-input-json file://pressurelnput.json
aws iotevents describe-input --input-name PressureInput
aws iotevents update-input --cli-input-json file://pressurelnput.json

aws iotevents list-inputs
aws iotevents delete-input --input-name Pressurelnput

#Create Temperature Input

aws iotevents create-input --cli-input-json file://temperatureInput.json
aws iotevents describe-input --input-name TemperatureInput
aws iotevents update-input --cli-input-json file://temperaturelInput.json

aws iotevents list-inputs
aws iotevents delete-input --input-name TemperatureInput

#Create Motor Event Detector using pressure and temperature input

aws iotevents create-detector-model --cli-input-json file://motorDetectorModel. json
aws iotevents describe-detector-model --detector-model-name motorDetectorModel
aws iotevents update-detector-model --cli-input-json file://

updateMotorDetectorModel. json

aws iotevents list-detector-models

aws iotevents list-detector-model-versions --detector-model-name motorDetectorModel
aws iotevents delete-detector-model --detector-model-name motorDetectorModel

#Create Crane Event Detector using temperature input
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aws iotevents create-detector-model --cli-input-json file://craneDetectorModel. json
aws iotevents describe-detector-model --detector-model-name craneDetectorModel
aws iotevents update-detector-model --cli-input-json file://

updateCraneDetectorModel. json

aws iotevents list-detector-models

aws iotevents list-detector-model-versions --detector-model-name craneDetectorModel
aws iotevents delete-detector-model --detector-model-name craneDetectorModel

#Replace cranelds
sed -1 '' "s/100008/100009/g" messages/*

#Replace motorIds
sed -i '' "s/200008/200009/9g" messages/*

#Send HighPressure message
aws iotevents-data batch-put-message --cli-input-json file://messages/
highPressureMessage.json --cli-binary-format raw-in-base64-out

#Send HighTemperature message
aws iotevents-data batch-put-message --cli-input-json file://messages/
highTemperatureMessage.json --cli-binary-format raw-in-base64-out

#Send LowPressure message
aws iotevents-data batch-put-message --cli-input-json file://messages/
lowPressureMessage.json --cli-binary-format raw-in-base64-out

#Send LowTemperature message

aws iotevents-data batch-put-message --cli-input-json file://messages/
lowTemperatureMessage.json --cli-binary-format raw-in-base64-out

— A FREVIEIEMN AWS loT Events |25 E R

BERENRBFHIRZHRTHIAMERETRL , FERREARERMRIRE, ETLAH JSON E
NRNBFER , ATEERS, ANMEREE, XEETUGREEENELISFRA , RERESAER
HEREER, IERFIERTEENNBHNNRUF[ER  BTRULARRE , HAEBEDRENH
Amazon SNS R HBEH, ERILENHMTEZNER TERREUELTH.

X# : craneDetectorModel. json

"detectorModelName": "craneDetectorModel",
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"detectorModelDefinition": {
"states": [
{
"stateName": "Running",
"onEnter": {
"events": [

{
"eventName": "init",
"condition": "true",
"actions": [
{
"setVariable": {
"variableName": "craneThresholdBreached",
"value": "OQ"
}
}
]
}
]
I
"onInput": {
"events": [
{
"eventName": "Overheated",
"condition": "$input.TemperatureInput.temperature > 35",
"actions": [
{
"setVariable": {
"variableName": "craneThresholdBreached",
"value": "$variable.craneThresholdBreached + 1"
}
}
]
I
{
"eventName": "Crane Threshold Breached",
"condition": "$variable.craneThresholdBreached > 5",
"actions": [
{
"sns": {
"targetArn": "arn:aws:sns:us-
east-1:123456789012:CraneSNSTopic"
}
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]

.

{
"eventName": "Underheated",
"condition": "$input.Temperaturelnput.temperature < 25",
"actions": [

{
"setVariable": {
"variableName": "craneThresholdBreached",
"value": "0Q"
}
}

]

}

]
}
}
1,
"initialStateName": "Running"
.
"key": "craneid",

"roleArn": "arn:aws:iam::123456789012:role/columboSNSRole"

FHIENRERNFER, X4 : updateCraneDetectorModel. json

"detectorModelName": "craneDetectorModel",
"detectorModelDefinition": {
"states": [
{
"stateName": "Running",
"onEnter": {
"events": [

{

"eventName": "init",

"condition": "true",

"actions": [

{
"setVariable": {

"variableName": "craneThresholdBreached",
"value": "OQ"
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},
{
"setVariable": {
"variableName": "alarmRaised",
"value": "'false'"
}
}
]
}
]
},
"onInput": {
"events": [
{
"eventName": "Overheated",
"condition": "$input.TemperatureInput.temperature > 30",
"actions":
{
"setVariable": {
"variableName": "craneThresholdBreached",
"value": "$variable.craneThresholdBreached + 1"
}
}
]
},
{
"eventName": "Crane Threshold Breached",
"condition": "$variable.craneThresholdBreached > 5 &&
$variable.alarmRaised == 'false'",
"actions":
{
"sns": {
"targetArn": "arn:aws:sns:us-
east-1:123456789012:CraneSNSTopic"
}
I
{
"setVariable": {
"variableName": "alarmRaised",
"value": "'true'"
}
}

iy

R ERE R L
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{
"eventName": "Underheated",
"condition": "$input.TemperatureInput.temperature < 10",
"actions": [
{
"setVariable": {
"variableName": "craneThresholdBreached",
"value": "0Q"
}
}
]
}
]
}
}
1,
"initialStateName": "Running"

iy

"roleArn": "arn:aws:iam::123456789012:role/columboSNSRole"

X4 : motorDetectorModel. json

"detectorModelName": "motorDetectorModel",
"detectorModelDefinition": {
"states": [
{
"stateName": "Running",
"onEnter": {
"events": [

{
"eventName": "init",
"condition": "true",
"actions": [
{
"setVariable": {
"variableName":
"value": "OQ"
}
}
]
}

"motorThresholdBreached",

R ERE R L
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]
.
"onInput": {
"events": [
{
"eventName": "Overheated And Overpressurized",
"condition": "$input.Pressurelnput.pressure > 70 &&

$input.TemperatureInput.temperature > 30",
"actions": [

{
"setVariable": {
"variableName": "motorThresholdBreached",
"value": "$variable.motorThresholdBreached + 1"
}
}
]
},
{
"eventName": "Motor Threshold Breached",
"condition": "$variable.motorThresholdBreached > 5",
"actions": [
{
"sns": {
"targetArn": "arn:aws:sns:us-
east-1:123456789012:MotorSNSTopic"
}
}
]
}
]
}
}
1,
"initialStateName": "Running"

iy
"key": "motorId",
"roleArn": "arn:aws:iam::123456789012:role/columboSNSRole"

FHU AN ER, X : updateMotorDetectorModel. json

"detectorModelName": "motorDetectorModel",
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"init",
"true",

"setVariable": {

"variableName":
"value":

"detectorModelDefinition": {
"states": [
{
"stateName": "Running",
"onEnter": {
"events": [
{
"eventName":
"condition":
"actions": [
{
}
}
]
}
]
I
"onInput": {
"events": [
{
"eventName":
"condition":

"motorThresholdBreached",
II@II

"Overheated And Overpressurized",
"$input.Pressurelnput.pressure > 70 &&

$input.TemperatureInput.temperature > 30",

L

"actions":

{

"setVariable":
"variableName":

"value": "$variable.motorThresholdBreached + 1"

"eventName":
"condition":
[

"actions":

{

"targetArn":

east-1:123456789012:MotorSNSTopic"

sns 2

{

"motorThresholdBreached",

"Motor Threshold Breached",
"$variable.motorThresholdBreached > 5",

{

"arn:aws:sns:us-

R ERE R L
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1,
"initialStateName": "Running"

I
"roleArn": "arn:aws:iam::123456789012:role/columboSNSRole"

AWS loT Events A T EH S8 A

EHTROIF  RITERTAERARNEENISIEREIZER A AWS loT Events, EHIRE D TERE R
A, BUHBAINAI A S0 Tl i g S EHm A

X4 : pressureInput.json

{
"inputName": "PressurelInput",
"inputDescription": "this is a pressure input description",
"inputDefinition": {
"attributes": [
{"jsonPath": "pressure"}
]
}
}

X4 : temperatureInput.json

{
"inputName": "TemperatureInput",
"inputDescription": "this is temperature input description",
"inputDefinition": {
"attributes": [
{"jsonPath": "temperature"}
]
}
}
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R AIEERFIBEIEEE AWS loT Events

B EHEABERENEEREFIEETEE, AT NEUMMEE AWS loT Events LLALIE Fa 575k B
EENARBSNEMHEHERE, BRISEHERESIRTLAABEEN, FHiEFEERSEH LA E
M IRE,

X4 : highPressureMessage.json

{
"messages": [
{
"messageId": "1",
"inputName": "Pressurelnput",

"payload": "{\"craneid\": \"100009\", \"pressure\": 80, \"motorid\":
\||200009\|| } n

}

X# : highTemperatureMessage.json

{
"messages": [
{
"messageId": "2",
"inputName": "Temperaturelnput",

"payload": "{\"craneid\": \"100009\", \"temperature\": 40, \"motorid\":
\nz@@@@g\n } n

}
]

X4 : lowPressureMessage.json

{
"messages": [
{
"messageId": "1",
"inputName": "Pressurelnput",

"payload": "{\"craneid\": \"100009\", \"pressure\": 20, \"motorid\":
\||2®®®®9\n } n
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}

X# : lowTemperatureMessage. json

{
"messages": [
{
"messageId": "2",
"inputName": "TemperatureInput",
"payload": "{\"craneid\": \"100009\", \"temperature\": 20, \"motorid\":
\'"200009\"}"
}
]
}

w5 EREBEE NN AEFH1T AWS loT Events 40
ZIERMZET Z AWS loT Events 5| A RRENERZ2—. AEERLN , E8E5EMLL.

Lt RBIVES AWS loT Events T EAE BB BBENNABRFEHRN. CERTNFAIZATHAEE
E4NENSER | LUEETUMEEYNIRE, EUUNBRSMEBEEA, EXNEENEHEL4MN

RIE 2 R RIHLE

{
"detectorModelName": "EventDetectionSensorsAndApplications",
"detectorModelDefinition": {
"states": [
{
"onInput": {
"transitionEvents": [],
"events": []
1,
"stateName": "Device_exception",

"onEnter": {
"events": [

{

"eventName": "Send_mqtt",
"actions": [

{
"iotTopicPublish": {
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"mgttTopic": "Device_stolen"
}
}
1,
"condition": "true"
}
]
I
"onExit": {
"events": []
}
I
{
"onInput": {
"transitionEvents": [
{
"eventName": "To_in_use",
"actions": [],
"condition": "$variable.position !=
$input.AWS_IoTEvents_Blueprints_Tracking_DeviceInput.gps_position",
"nextState": "Device_in_use"
}
1,
"events": []
},
"stateName": "Device_idle",
"onEnter": {
"events": [
{
"eventName": "Set_position",
"actions": [
{
"setVariable": {
"variableName": "position",
"value":
"$input.AWS_IoTEvents_Blueprints_Tracking_DeviceInput.gps_position"
}
}
1,
"condition": "true"
}
]
},
"onExit": {

R ERERSREITEARN
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"events": []

"onInput": {
"transitionEvents": [
{

"eventName": "To_exception",

"actions": [],

"condition":
"$input.AWS_IoTEvents_Blueprints_Tracking_UserInput.device_id !=
$input.AWS_IoTEvents_Blueprints_Tracking_DevicelInput.device_id",

"nextState": "Device_exception"
}
1,
"events": []
},
"stateName": "Device_in_use",

"onEnter": {
"events": []

},
"onExit": {
"events": []
}
}
1,
"initialStateName": "Device_idle"

R~ . HeartBeat AT 4B B IEZEMIZRE AWS loT Events
ZIRMEAEAE AWS loT Events #4512 BHNERS —. NHEEN , ©aSEMkA.

D BRERFE (DHB) RBIBEA T AWS loT Events SMAIEETT RBYEN R R bR 515 BA an{a el 24
FREBERDTORESE, RAUFANEXHMEELWEN, FIREWA. ELREMEEEE O
RIBER , R HEXETTRESA AWS loT Eventsiy ZZhgE

"detectorModelDefinition": {
"states": [

{
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"onInput": {
"transitionEvents": [
{
"eventName": "To_normal",
"actions": [],
"condition":
"currentInput(\"AWS_IoTEvents_Blueprints_Heartbeat_Input\")",
"nextState": "Normal"
}
1,

"events": []

iy

"stateName": "Offline",
"onEnter": {
"events": [

{
"eventName": "Send_notification",
"actions": [
{
"sns": {
"targetArn": "sns-topic-arn"
}
}
1,
"condition": "true"
}
]
I
"onExit": {
"events": []
}
I
{
"onInput": {
"transitionEvents": [
{
"eventName": "Go_offline",
"actions": [],
"condition": "timeout(\"awake\")",
"nextState": "Offline"
}
1,
"events": [
{
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"eventName": "Reset_timer",
"actions": [
{
"resetTimer": {
"timerName": "awake"
}
}
1,
"condition":
"currentInput(\"AWS_IoTEvents_Blueprints_Heartbeat_Input\")"
}
]
},
"stateName": "Normal",
"onEnter": {
"events": [
{
"eventName": "Create_timer",
"actions": [
{
"setTimer": {
"seconds": 300,
"timerName": "awake"
}
}
1,
"condition":
"$input.AWS_IoTEvents_Blueprints_Heartbeat_Input.value > Q"
}
]
},
"onExit": {
"events": []
}
}
1,
"initialStateName": "Normal"

A~ PRy ISA 23R AWS loT Events

ZIRM[ERZ AWS loT Events B #HI A RENERZ —. NAHEEN , ©BEELL,
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"detectorModelName": "AWS_IoTEvents_Blueprints_ISA_Alarm",
"detectorModelDefinition": {
"states": [

{
"onInput": {
"transitionEvents": [
{
"eventName": "unshelve",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"unshelve\" &&
$variable.state == \"rtnunack\"",
"nextState": "RTN_Unacknowledged"

.

{
"eventName": "unshelve",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"unshelve\" &&
$variable.state == \"ack\"",
"nextState": "Acknowledged"

.

{
"eventName": "unshelve",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"unshelve\" &&
$variable.state == \"unack\"",
"nextState": "Unacknowledged"

.
{
"eventName": "unshelve",
"actions": [],
"condition":
"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"unshelve\" &&
$variable.state == \"normal\"",
"nextState": "Normal"
}
1,
"events": []
},
"stateName": "Shelved",

ISA iR
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"onEnter": {
"events": []

},
"onExit": {
"events": []
}
},
{
"onInput": {
"transitionEvents": [
{
"eventName": "abnormal_condition",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.value > $variable.higher_threshold ||
$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.value < $variable.lower_threshold",
"nextState": "Unacknowledged"

.

{
"eventName": "acknowledge",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"acknowledge\"",

"nextState": "Normal"

},

{
"eventName": "shelve",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"shelve\"",
"nextState": "Shelved"

.

{
"eventName": "remove_from_service",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"remove\"",

"nextState": "Out_of_service"

},

{
"eventName": "suppression",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"suppressed\"",
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"nextState": "Suppressed_by_design"

1,

"events": []
},
"stateName": "RTN_Unacknowledged",
"onEnter": {

"events": [

{
"eventName": "State Save",
"actions": [
{
"setVariable": {
"variableName": "state",
"value": "\"rtnunack\""
}
}
1,
"condition": "true"
}
]
.
"onExit": {
"events": []
}
.
{
"onInput": {
"transitionEvents": [
{
"eventName": "abnormal_condition",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.value > $variable.higher_threshold ||
$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.value < $variable.lower_threshold",
"nextState": "Unacknowledged"

},

{
"eventName": "shelve",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"shelve\"",
"nextState": "Shelved"

iy
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{
"eventName": "remove_from_service",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"remove\"",

"nextState": "Out_of_service"

},

{
"eventName": "suppression",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"suppressed\"",
"nextState": "Suppressed_by_design"

}
1,
"events": [
{
"eventName": "Create Config variables",
"actions": [
{
"setVariable": {
"variableName": "lower_threshold",
"value":
"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.lower_threshold"
}
I
{
"setVariable": {
"variableName": "higher_threshold",
"value":
"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.higher_threshold"
}
}

15
"condition": "$variable.lower_threshold !=
$variable.lower_threshold"

}

},
"stateName": "Normal",
"onEnter": {
"events": [
{

"eventName": "State Save",
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"actions": [

{
"setVariable": {
"variableName": "state",
"value": "\"normal\""
}
}
1,
"condition": "true"
}
]
.
"onExit": {
"events": []
}
.
{
"onInput": {
"transitionEvents": [
{
"eventName": "acknowledge",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"acknowledge\"",
"nextState": "Acknowledged"
1,
{

"eventName": "return_to_normal",

"actions": [],

"condition":
"($input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.value <= $variable.higher_threshold
&& $input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.value >=
$variable.lower_threshold)",

"nextState": "RTN_Unacknowledged"

},

{
"eventName": "shelve",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"shelve\"",
"nextState": "Shelved"
.
{

"eventName": "remove_from_service",
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"actions":

"condition":
"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"remove\"",
"nextState":

}I
{

"eventName"

"actions":

"condition":
"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"suppressed\"",
"nextState": "Suppressed_by_design"

L1,

: "suppression",

L1,

}
1,
"events": []
},
"stateName": "Unacknowledged",

"onEnter": {
"events": [

{
"eventName": "State Save",
"actions": [
{
"setVariable": {
"variableName": "state",
"value": "\"unack\""
}
}
1,
"condition": "true"
}
]
I
"onExit": {
"events": []
}
I
{
"onInput": {
"transitionEvents": [
{
"eventName": "unsuppression",

"actions":

L1,

"Out_of_service"

ISA iR
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"condition":
"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"unsuppressed\" &&
$variable.state == \"normal\"",

"nextState": "Normal"

},
{

"eventName": "unsuppression",

"actions": [],

"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"unsuppressed\" &&
$variable.state == \"unack\"",
"nextState": "Unacknowledged"

1,
"eventName": "unsuppression",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"unsuppressed\" &&
$variable.state == \"ack\"",
"nextState": "Acknowledged"

1,
"eventName": "unsuppression",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"unsuppressed\" &&
$variable.state == \"rtnunack\"",
"nextState": "RTN_Unacknowledged"

}
1,
"events": []
I
"stateName": "Suppressed_by_design",

"onEnter": {
"events": []

.
"onExit": {
"events": []
}
.
{
"onInput": {
"transitionEvents": [
{
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"eventName": "return_to_service",

"actions": [],

"condition":
"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"add\" && $variable.state
== \"rtnunack\"",

"nextState": "RTN_Unacknowledged"

},
{

"eventName": "return_to_service",

"actions": [],

"condition":
"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"add\" && $variable.state
== \"unack\"",

"nextState": "Unacknowledged"

},
{

"eventName": "return_to_service",

"actions": [],

"condition":
"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"add\" && $variable.state
== \"ack\"",

"nextState": "Acknowledged"

},
{

"eventName": "return_to_service",

"actions": [],

"condition":
"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"add\" && $variable.state
== \"normal\"",

"nextState": "Normal"

}
1,
"events": []
I
"stateName": "Out_of_service",
"onEnter": {
"events": []
I
"onExit": {
"events": []
}
I
{

"onInput": {
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"transitionEvents": [

{
"eventName": "re-alarm",
"actions": [],
"condition": "timeout(\"snooze\")",
"nextState": "Unacknowledged"
},
{
"eventName": "return_to_normal",
"actions": [],
"condition":
"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"reset\"",
"nextState": "Normal"
I
{
"eventName": "shelve",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"shelve\"",
"nextState": "Shelved"

},

{
"eventName": "remove_from_service",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"remove\"",

"nextState": "Out_of_service"

I

{
"eventName": "suppression",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"suppressed\"",
"nextState": "Suppressed_by_design"

1,
"events": []
I
"stateName": "Acknowledged",
"onEnter": {
"events": [
{
"eventName": "Create Timer",
"actions": [
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{
"setTimer": {
"seconds": 60,
"timerName": "snooze"
}
}
1,
"condition": "true"
},
{
"eventName": "State Save",
"actions": [
{
"setVariable": {
"variableName": "state",
"value": "\"ack\""
}
}
1,
"condition": "true"
}
]
},
"onExit": {
"events": []
}
}
1,
"initialStateName": "Normal"
.
"detectorModelDescription": "This detector model is used to detect if a monitored

device is in an Alarming State in accordance to the ISA 18.2.",
"roleArn": "arn:aws:iam::123456789012:role/IoTEventsRole",
"key": "alarmId"

T~ ERER —EENEIR AWS loT Events

ZIRMERFERZ AWS loT Events ZHI G RHNERz—. AHEER , EBSEIL

"detectorModelDefinition": {
"states": [
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{
"onInput": {
"transitionEvents": [

{
"eventName": "not_fixed",
"actions": [],
"condition": "timeout(\"snoozeTime\")",
"nextState": "Alarming"

},

{
"eventName": "reset",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_Simple_Alarm_Input.command == \"reset\"",

"nextState": "Normal"
}
1,
"events": [
{
"eventName": "DND",
"actions": [
{
"setVariable": {
"variableName": "dnd_active",
"value": "1"
}
}
1,
"condition":
"$input.AWS_IoTEvents_Blueprints_Simple_Alarm_Input.command == \"dnd\""
}
]
},
"stateName": "Snooze",
"onEnter": {
"events": [
{
"eventName": "Create Timer",
"actions": [
{

"setTimer": {
"seconds": 120,
"timerName": "snoozeTime"

fE R
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}
1,
"condition": "true"
}
]
I
"onExit": {
"events": []
}
I
{
"onInput": {
"transitionEvents": [
{
"eventName": "out_of_range",
"actions": [],
"condition":
"$input.AWS_IoTEvents_Blueprints_Simple_Alarm_Input.value > $variable
"nextState": "Alarming"
}
1,
"events": [
{
"eventName": "Create Config variables",
"actions":
{
"setVariable":
"variableName": "threshold",
"value":

"$input.AWS_IoTEvents_Blueprints_Simple_Alarm_Input.threshold"

.threshold",

}
}
1,
"condition": "$variable.threshold != $variable.threshold"
}
]
},
"stateName": "Normal",
"onEnter": {
"events": [
{
"eventName": "Init",
"actions":
{
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"setVariable": {

"variableName": "dnd_active",
"value": "OQ"
}
}
1,
"condition": "true"
}
]
I
"onExit": {
"events": []
}
I
{
"onInput": {
"transitionEvents": [
{
"eventName": "reset",
"actions": [],
"condition":
"$input.AWS_IoTEvents_Blueprints_Simple_Alarm_Input.command == \"reset\"",
"nextState": "Normal"
I
{
"eventName": "acknowledge",
"actions": [],
"condition":
"$input.AWS_IoTEvents_Blueprints_Simple_Alarm_Input.command == \"acknowledge\"",
"nextState": "Snooze"
}
1,
"events": [
{
"eventName": "Escalated Alarm Notification",
"actions": [
{
"sns": {
"targetArn": "arn:aws:sns:us-
west-2:123456789012:escalatedAlarmNotification”
}
}
1,
"condition": "timeout(\"unacknowledgeTIme\")"
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iy
"stateName": "Alarming",
"onEnter": {

"events": [

{
"eventName": "Alarm Notification",
"actions": [
{
"sns": {
"targetArn": "arn:aws:sns:us-
west-2:123456789012:alarmNotification"
}
},
{
"setTimer": {
"seconds": 300,
"timerName": "unacknowledgeTIme"
}
}
1,
"condition": "$variable.dnd_active != 1"
}
]
I
"onExit": {
"events": []
}
}
1,
"initialStateName": "Normal"
},
"detectorModelDescription": "This detector model is used to detect if a monitored

device is in an Alarming State.",
"roleArn": "arn:aws:iam::123456789012:role/IoTEventsRole",
"key": "alarmId"
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BT LAER AWS loT Events BiRRIEZBEHNEIE , HERBRERKIEHN, BREHBATRIE
BEERERNSE, B LiEH AWS loT Events ##| A3 AWS loT Events API k6|32 =5 fi & B R &
B, BEZIRELN  FarEEHBIEN 2R M ER.

=R
BIRERER T REEU TER,

o B CIEBERER RGP AEMY AWS loT Events SRV E &% AWS loT SiteWise.
- MRERFEPLEZ@MABYE AWS loT Events , NEQRBREREP HEZZH A AWS loT

EventsZ Bl o
o MBHERISEAEEM , NAF AWS loT SiteWise EFAIEA~ER  RETHOEERE
il I8

o BUME AT ENBIRINTRENTE AWS BIRHN IAM B&., BXEZEE , HSHRI AWS
loT EventsiZ B R,

- RYREERNRE AWS BIREBLTUN T B - AWS X,
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SIEERER (2FE )

LTHARERRT AR EIRER LIS AWS IoT Events 3241 & /) AWS loT Events & ¥,

1. EF AWS loT Events ##l &,

2. ESMERP , &R BRER,

3. HEEBRER mMEL, EE BRBIRER,

4. HEEBRERFAEERDP , HITUTERE

a. WAME—RR,
b. (A& ) BWA#R,
5. # BB Ho , PUTUTERE

/A Important
WMRIERE AWS loT SiteWise BB , MAMEFE AWS loT SiteWiseH B 7 =&
B,

a. %&£ AWS IoT Events #i AB 1%,

b. EHEH A
c. EEBMABMER. W ARMEAERERNZH, AWS loT Events 5 ZAXKNE
AR BB,
/A Important

MRRMAHENZTIEMABER  IBFZFZHATEZHPIEEN JSON BE
o, GE 2T EEEY AWS loT Events,

6. HBEEX #o , EAILEXATERERIRSH AWS loT Events BAE . RENLEIZ
L_ESH

a. ERABNT , ZREHEZRHEM.

R AR EFRBER |, BAX H BTG A E BRAVRES.
b. WTEZER , RRLREEN., CEARENAAREEREENRERITLER,
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ML TR T AR ATIASRE

« > KT

« >= KFHFT
« </pF

« <=/NFHFTF
- =FT

« =FFT

c. XNTFHE, EH AR AWS loT Events A — N FHEFE—NEMH, AWS loT Events FFit
BEEZERN M ABENER TR,

d. (Hit)XTFmEY , FEAEHEESERNETRRRILERO™EM%E,
7. (Hit) BEHRERD  KEBERNEHNRE.

BE&ZAIAM 10 MEH, NTERM 1, AT TRE
a. XF B, BMATIRBIFEE

- BTHHNER - Bl REEEBAME FHRA B,
- BTG - BRSREBETHAREA,
- BE - BRAEREEEEA.
b. NTERHA , BEEWUREEXIEREA B FHRFibit,

EMREAINRPFIINES BFERHF L | FERFRMRE A
c. (Hik)R‘EWHEAS , EEBHEA.
EERHEANRPRINESAF, |, TRBERMFAS . LT ERHAFHINEER IAM

Identity Center ZfH , AEFENERNBERER P, EXEZEE , BSR THEE
iR AR IAM B4 5015 R BE AWS loT Events,

d. (&) NTHEAEEE , FAA-—FRER , fIREHRQN TN A LUK WA AR REHY
B1E,

8. HEXGIERS , BUUEAREAETHERER BN RERKSG,
9. ERRREHBIH , HITUTHRAE

a. XTHEINR , BUAEARERABA.
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- MREFRBA , SBHRRSRETLE , BLRFEHN, EBIRSTIRERERER , B
UL INEH

- MREFRZR , WEFHRTEARAE. SNEEREIEECEUAN , BR2EHITES
IEI%'H(/IL\O

EXEZEER B |ﬂI@UwMﬁo
FNFNER , HEETIEDZ — -

« BELUAE AWS RIERCIEIM A G AWS loT Events B3I N IEGIE IAM B &,
« BULERA R ERERRNTRENTGRHEM AWS BRFENIE IAM A6,

EXEZEER |, iB5ZH AWS loT EventsH &4 15 B SR EHE,

SN TFHMBENIEE | B UREBEN AWS Lambda THEEUA B IR EIRE AN, NEH AWS
Lambda BREUER LA T &2 — -

o BIZEZF AWS Lambda & %k- AWS loT Events 7 &8l Z2 % AWS Lambda B %k,

« FAIA AWS Lambda B#-BT %32 AWS Lambda B E HREHINAE AWS Lambda
BB

BXAREIRIEMESZER |, 155 AWS loT Events {# 5 EH AWS RS

(Al ) £ “RERSERE &, BAILUAIN— N SANAEBIRRS K ETLEE AWS loT
Events H1THVIRE,

0. (L&) BALURIIRERERBR,. BXEZEER , BSHAFIZER AWS loT Events &R,
11. EEROE,

[E B Y EZ R AWS loT Events

BRI EREEEYRMREN —NEESE AWS loT Events, Fﬁ,ﬁﬁﬂ%%ﬂkﬁﬂiﬁﬂ’]%ﬂlﬁi

aiE

REBARE, EXLBREFNXEAZWMIEREE, FIMABARAMNERSRS , BE

WYL R , HEHM AWS RFSER , NENDBERNNEAGEBNXNBREERS.

MRBABIAL  HERRSRERH , B2RIBH, ERMER , SAIABEIA, £/H. BA.
EBENEEFER.
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Console

UTHBBERER T HAIE AWS loT Events 24| & &g 57235,

1.

2
3
4,
5

API

ERN—MNRZNER , B LUERLLT AWS loT Events API #24E :

%% AWS loT Events ###1&.
ESMERP | EFE BRER,
TR EREIREE,
EERIKRBD , EEEFER.
BRI MR R T E T — -

- ¥iA - BIRZE 7 ACKNOWLEDGED 7o

- ¥/ - BT ) DISABLED K75,

« BA - BRE N NORMAL 7.

« HiE - EHRE ) NORMAL R7.

- EE, RRRITUTERE
1. R HERNKRHABELEFK,
2. BERERF

iR N SNOOZE_DISABLED IRA

BEXBEBRRENEZFEER , B5H BIARE,

» BatchAcknowledgeAlarm

BatchDisableAlarm

BatchEnableAlarm

BatchResetAlarm

BatchSnoozeAlarm

AN ER
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EREREEREH AWS loT Events

AWS loT Events 5 Lambda 55X , IR BENEHAEIIEE, AT ERITMMEER AWS loT Events U
EREEARREA Lambda R, FREBINITEZREZE,. SENBRZIREURENEFNEGHLE,

AWS loT Events £/ Lambda BRER EBEERE X, BaJLAEARMMN Lambda B% , AWS loT
Events 18 7] SA6 2 — N BB

£}

« FEFBIZE Lambda ¥ AWS loT Events

£ AWS loT Eventsi2£#9 Lambda %k

- EREBEBRKAAN IAM 54505 REMXER AWS IoT Events

£ B8] Lambda BIEL AWS loT Events

AWS loT Events $#&ft 7 Lambda B# , FEREEW L= MFW B FEREFEFEA.
ER

NERBIZE Lambda BERETRIBREATER :

- MREHBEHRAIEEGEEA , EWEAR Amazon SNS BE N RIEREE.
- BREZER , BSRANTXN

s IO ERBEHRESIF L ERRPERTDE SNS H O rigination & &5 &i# SNS EEH
BaERE.

- fTAR AWS RLFAFEREE? & (AWS SMS AF#ER) .

- MRENERKZEFIREREEEH , NEXMNEE T AWS Lambda A Amazon SES #
Amazon SNS #J IAM &,

ISR B

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
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https://docs.aws.amazon.com/sns/latest/dg/channels-sms-originating-identities.html
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https://docs.aws.amazon.com/sns/latest/dg/sns-mobile-phone-number-as-subscriber.html
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"Action": [
"ses:GetIdentityVerificationAttributes",
"ses:SendEmail",
"ses:VerifyEmailIdentity"

1,
"Resource": "*"
},
{
"Effect": "Allow",
"Action": [
"sns:Publish",
"sns:0ptInPhoneNumber",
"sns:CheckIfPhoneNumberIsOptedOut",
"sms-voice:DescribeOptedOutNumbers"
1,
"Resource": "*"
},
{
"Effect": "Deny",
"Action": "sns:Publish",
"Resource": "arn:aws:sns:*:*:*"
.
{

"Effect" : "Allow",

"Action" : [
"logs:CreatelLogGroup",
"logs:CreatelLogStream",
"logs:PutLogEvents"

1,

"Resource" : "*"

}

}

« BB AWS loT Events R B AHER AWS XI5 AWS Lambda, BXxZEFNXEIIR , FSH
Amazon Web Services —f#85#& HhEIAWS loT Events i = R E &1 A R AWS Lambda i 5= FE &

ZRZE Lambda B LA ER AWS loT EventsAWS CloudFormation

A#HIEEA AWS CloudFormation # 4k %F& Lambda &, WHERSBFMNE N IAM &6 |, ZAE
foiF Lambda & # 5 Amazon SES F 5# SNS B &{FE M,

LTRAEBERRT MAEH AWS Command Line Interface (AWS CLI) £/ CloudFormation ##%.
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1. FEIRBWLRIETF |, iB1Taws --versionBIREBEREBLET AWSCLI, BXEZER , HSH
{AWS Command Line Interface FAF#8/) HHY Installing or updating to the latest version of the
AWS CLlI,

2. i&fTaws configure listUKEHEER AWS CLI EE2EXRHKEME AWS AR AWS X1
FHRET,. BXxESEL , 525 (AWS Command Line Interface AFER) FWNERAGSIEE
MEERERE

3. T# CloudFormation #4k notificationLambda.templat e.yaml.zip.

(® Note
MRIEE TN RIRME , Al BAFE CloudFormation 84 F & E &R,

4, BEBABHNEMENRN notificationLambda.template.yaml RIFEAM,
5. HEERELITFLRE , SMEITEH T notificationLambda.template.yaml X4 B %o
6. ZEB|E CloudFormation #4#% , FIZITUT @S :

aws cloudformation create-stack --stack-name notificationLambda-stack --template-
body file://notificationLambda.template.yaml --capabilities CAPABILITY_IAM

& 7] L& Btk CloudFormation #AREL B E X Lambda BEIR E1T R,

® Note

AWS Lambda B ERHEIRMAX. WRZHBXBEEZBNEERLEMBEAER , WEH
ARSERSI P EFBUNHBRF RERETZEH R, SR ERHR EEERERE BT
(DLQ) AR AR DL ENEH. BREZFEERE , FZH AWS Lambda FF R A RIERFHF
FEA,

& 0] LATE CloudFormation #2H| & RSl EL Bk, BXEZEER |, S H AWS CloudFormation
B P iEr Ry R

FolEZBEN Lambda B % AWS loT Events
B A LA B2 Lambda BB SIS AWS loT EventsiZ2 A B ER.

BIEZBEN Lambda R NERBUTEK,
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samples/notificationLambda.template.yaml.zip
https://docs.aws.amazon.com/lambda/latest/dg/invocation-async.html
https://docs.aws.amazon.com/lambda/latest/dg/invocation-async.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/stacks.html

AWS loT Events FERARER
o ANINAVER Lambda BEEHITIEEREMIAE AWS FIRAIER,
- MREFEHRMEM Lambda BIEL AWS loT Events , 555 %1% Python 3.7 & 1TH,

Lambda BRI

import boto3
import json
import logging
import datetime
logger = logging.getlLogger()
logger.setlLevel(logging.INFO)
ses = boto3.client('ses')
sns = boto3.client('sns"')
def check_value(target):

if target:

return True
return False

# Check whether email is verified. Only verified emails are allowed to send emails to
or from.
def check_email(email):
if not check_value(email):
return False
result = ses.get_identity_verification_attributes(Identities=[email])
attr = result['VerificationAttributes']
if (email not in attr or attr[email]['VerificationStatus'] != 'Success'):
logging.info('Verification email for {} sent. You must have all the emails
verified before sending email.'.format(email))
ses.verify_email_identity(EmailAddress=email)
return False
return True

# Check whether the phone holder has opted out of receiving SMS messages from your
account
def check_phone_number(phone_number):
try:
result = sns.check_if_phone_number_is_opted_out(phoneNumber=phone_number)
if (result['isOptedOut']):
logger.info( 'phoneNumber {} is not opt in of receiving SMS messages. Phone
number must be opt in first.'.format(phone_number))
return False
return True
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except Exception as e:

logging.error('Your phone number {} must be in E.164 format in SSO. Exception
thrown: {}'.format(phone_number, e))

return False

def check_emails(emails):
result = True
for email in emails:
if not check_email(email):
result = False
return result

def lambda_handler(event, context):
logging.info('Received event: ' + json.dumps(event))
nep = json.loads(event.get('notificationEventPayload'))
alarm_state = nep['alarmState']
default_msg = 'Alarm ' + alarm_state['stateName'] + '\n'
timestamp =
datetime.datetime.utcfromtimestamp(float(nep['stateUpdateTime'])/1000).strftime('%Y-
%m-%d %H:%M:%S')
alarm_msg = "{} {} {3} at {3} UTC ".format(nep['alarmModelName'], nep.get('keyValue',
'Singleton'), alarm_state['stateName'], timestamp)
default_msg += 'Sev: ' + str(nep['severity']) + '\n'
if (alarm_state['ruleEvaluation']):
property = alarm_state['ruleEvaluation']['simpleRule']['inputProperty']
default_msg += 'Current Value: ' + str(property) + '\n'
operator = alarm_state['ruleEvaluation']['simpleRule'][ 'operator']
threshold = alarm_state['ruleEvaluation']['simpleRule']['threshold"']
alarm_msg += '({} {3} {})'.format(str(property), operator, str(threshold))
default_msg += alarm_msg + '\n'

emails = event.get('emailConfigurations', [])
logger.info('Start Sending Emails')
for email in emails:
from_adr = email.get('from')
to_adrs = email.get('to', [])
cc_adrs = email.get('cc', [1)
bcc_adrs = email.get('bcc', [1)
msg = default_msg + '\n' + email.get('additionalMessage', '')
subject = email.get('subject', alarm_msg)
fa_ver = check_email(from_adr)
tas_ver = check_emails(to_adrs)
ccas_ver = check_emails(cc_adrs)
bccas_ver = check_emails(bcc_adrs)
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if (fa_ver and tas_ver and ccas_ver and bccas_ver):
ses.send_email(Source=from_adr,
Destination={'ToAddresses': to_adrs, 'CcAddresses': cc_adrs,
'BccAddresses': bcc_adrs},
Message={'Subject': {'Data': subject}, 'Body': {'Text': {'Data':
msg}}})

logger.info('Emails have been sent')

logger.info('Start Sending SNS message to SMS')
sns_configs = event.get('smsConfigurations', [])
for sns_config in sns_configs:
sns_msg = default_msg + '\n' + sns_config.get('additionalMessage', '')
phone_numbers = sns_config.get('phoneNumbers', [])
sender_id = sns_config.get('senderId')
for phone_number in phone_numbers:
if check_phone_number(phone_number):
if check_value(sender_id):
sns.publish(PhoneNumber=phone_number, Message=sns_msg,
MessageAttributes={'AWS.SNS.SMS.SenderID':{'DataType': 'String', 'StringValue':
sender_id}})
else:
sns.publish(PhoneNumber=phone_number, Message=sns_msg)
logger.info('SNS messages have been sent')

BXEZEER , B5 AWS Lambda FF X A RIS T AR AWS Lambda ?

CloudFormation &4y
EALLT CloudFormation iR 812 &K Lambda BIE,

AWSTemplateFormatVersion: '2010-09-09'
Description: 'Notification Lambda for Alarm Model'
Resources:
NotificationLambdaRole:
Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:
Statement:
- Effect: Allow
Principal:
Service: lambda.amazonaws.com
Action: sts:AssumeRole
Path: "/"
ManagedPolicyArns:
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- 'arn:aws:iam::aws:policy/AWSLambdaExecute’
Policies:
- PolicyName: "NotificationLambda"
PolicyDocument:
Version: "2012-10-17"
Statement:
- Effect: "Allow"
Action:
- "ses:GetIdentityVerificationAttributes
- "ses:SendEmail"
- "ses:VerifyEmailIdentity"
Resource: "*"
- Effect: "Allow"
Action:
- "sns:Publish"
- "sns:0ptInPhoneNumber"
- "sns:CheckIfPhoneNumberIsOptedOut"
- "sms-voice:DescribeOptedOutNumbers"
Resource: "*"
- Effect: "Deny"
Action:
- "sns:Publish"
Resource: "arn:aws:sns:*:*:*"
NotificationLambdaFunction:
Type: AWS::Lambda::Function

Properties:
Role: !GetAtt NotificationLambdaRole.Arn
Runtime: python3.7
Handler: index.lambda_handler
Timeout: 300
MemorySize: 3008
Code:
ZipFile: |
import boto3
import json
import logging
import datetime
logger = logging.getlLogger()
logger.setlLevel(logging.INFO)
ses = boto3.client('ses')
sns = boto3.client('sns"')
def check_value(target):
if target:
return True
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return False

# Check whether email is verified. Only verified emails are allowed to send
emails to or from.
def check_email(email):
if not check_value(email):
return False
result = ses.get_identity_verification_attributes(Identities=[email])
attr = result['VerificationAttributes']
if (email not in attr or attr[email]['VerificationStatus'] != 'Success'):
logging.info('Verification email for {} sent. You must have all the
emails verified before sending email.'.format(email))
ses.verify_email_identity(EmailAddress=email)
return False
return True

# Check whether the phone holder has opted out of receiving SMS messages from
your account
def check_phone_number(phone_number):
try:
result = sns.check_if_phone_number_is_opted_out(phoneNumber=phone_number)
if (result['isOptedOut']):
logger.info( 'phoneNumber {} is not opt in of receiving SMS messages.
Phone number must be opt in first.'.format(phone_number))
return False
return True
except Exception as e:
logging.error('Your phone number {} must be in E.164 format in SSO.
Exception thrown: {}'.format(phone_number, e))
return False

def check_emails(emails):
result = True
for email in emails:
if not check_email(email):
result = False
return result

def lambda_handler(event, context):
logging.info('Received event: ' + json.dumps(event))
nep = json.loads(event.get('notificationEventPayload'))
alarm_state = nep['alarmState']
default_msg = 'Alarm ' + alarm_state['stateName'] + '\n'
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timestamp =

datetime.datetime.utcfromtimestamp(float(nep['stateUpdateTime'])/1000).strftime('%Y-
%m-%d %H:%M:%S"')

alarm_msg = "{} {} {3} at {3} UTC ".format(nep['alarmModelName'],

nep.get('keyValue', 'Singleton'), alarm_state['stateName'], timestamp)

cc_adrs,

{'Data"':

default_msg += 'Sev: ' + str(nep['severity']) + '\n'
if (alarm_state['ruleEvaluation']):
property = alarm_state['ruleEvaluation']['simpleRule']['inputProperty']
default_msg += 'Current Value: ' + str(property) + '\n'
operator = alarm_state['ruleEvaluation']['simpleRule']['operator']
threshold = alarm_state['ruleEvaluation']['simpleRule']['threshold"']
alarm_msg += '({} {3 {})'.format(str(property), operator, str(threshold))
default_msg += alarm_msg + '\n'

emails = event.get('emailConfigurations', [])
logger.info('Start Sending Emails')
for email in emails:

from_adr = email.get('from')

to_adrs = email.get('to', [])

cc_adrs = email.get('cc', [])

bcc_adrs = email.get('bcc', []1)

msg = default_msg + '\n' + email.get('additionalMessage',6 '')

subject = email.get('subject', alarm_msg)

fa_ver = check_email(from_adr)

tas_ver = check_emails(to_adrs)

ccas_ver = check_emails(cc_adrs)

bccas_ver = check_emails(bcc_adrs)

if (fa_ver and tas_ver and ccas_ver and bccas_ver):

ses.send_email (Source=from_adr,
Destination={'ToAddresses': to_adrs, 'CcAddresses':

'BccAddresses': bcc_adrs},

Message={'Subject': {'Data': subject}, 'Body': {'Text':

msg}}})

logger.info('Emails have been sent')

logger.info('Start Sending SNS message to SMS')
sns_configs = event.get('smsConfigurations', [])
for sns_config in sns_configs:
sns_msg = default_msg + '\n' + sns_config.get('additionalMessage', '')
phone_numbers = sns_config.get('phoneNumbers', [])
sender_id = sns_config.get('senderId')
for phone_number in phone_numbers:
if check_phone_number(phone_number):
if check_value(sender_id):
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sns.publish(PhoneNumber=phone_number, Message=sns_msg,
MessageAttributes={'AWS.SNS.SMS.SenderID':{'DataType': 'String', 'StringValue':
sender_id}})
else:
sns.publish(PhoneNumber=phone_number, Message=sns_msg)
logger.info('SNS messages have been sent')

5 AWS loT Eventsi2 49 Lambda B %X
AWS loT Events 3 T&REH , BRI LUERRMER Lambda BBREE B RBEA

WAREH AWS loT Events 128 Lambda R EEEIRBE AT , MERBUTER :

o SBAMBAIETE Amazon Simple Email Service (Amazon SES) H A& 3% B8, F BB 438 &1 89 B8 T BB 4 b dik o
BXEZEER , 551 (Amazon Simple Email Service FF X A RIEFE) FHRIEE FEp(Fibit 5

.

MREWB U | BRE T ZEENR TSN B FERibit, ST UERIRMHXHRFRE

BRUEER4,

- MRENBERAZEFEH , NXAEM E164 ERFRBESBEIENLESE, RIS

+<country-calling-code><area-code><phone-number>,

BESBR
Country 7K i B8 1E 515 E.164 A F
=B 206-555-0100 +12065550100
-3 020-1234-1234 +442012341234
VA T 8+601+12345 +37060112345

EERER/H XIS | i§i5[ countrycode.orge

RHH Lambda E# AWS loT Events 2R EEREEM E.164 BANBESH, BR , eFRIE
BESH, MREHERBATEBNEESE  BXARIEEEN , WAILKRBEZER, 58
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EHEEERWMS AL IAM 45015 E R AWS loT Events

AWS loT Events AWS IAM Identity Center A T EZR B EWER SSO HEMNE. 7 AWS loT
Events BRI AL IAM AR ORI IERLZEMENALFR, EFEREBROKGAREEA ,
&3 B 1AM Identity Center S W4 AR INEIERY IAM Identity Center 1264, BXEZEE | &
2% (AWS IAM Identity Center A #EE) SRR MAF,

/A Important

o BRAMA AWS loT Events AWS Lambda, H IAM &3 0ERMEREE AWS X,

« AWS Organizations — /XX Z&F—1 IAM S0 X, 0REEEHAqXFIRA IAM
Identity Center , Tl 2470 5l B 2 BTHY IAM Identity Center Bt B, BEXEZER |, B2
% {AWS IAM Identity Center A 1EEE) HHIIAM Identity Center XiZ##z.
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Z4 M AWS loT Events

TEEAWS REFZE, FANAWS FF , BAUZRT TN REASHLZEHRBEALNERMHY
BOBEHROMMERN,

RERNA AWS WHERME. TEHBENREHRNCH Z2UENTF NE2H

« TEXEL — AWS AFFRHFE AWS ZHIZ1T AWS RESHWERZEHE, AWS B RHEERHATLIRZSEH
RS . ER AWS EHEITRIN —3 49 , RITNZ BB EHHRE =S FIT R TN
Wif, ETHREAMNENITR AWS IoT Events , FSAREMITRIR 2 HSEE RNHAWS RS,

s RIRES-BNFEHEERN AWS BRERE,. BEEENHMERENT , SEENKRENBR
., BALMERUREREREN,

ARG R B IR T MR R e AT R A 9 B AR R AWS loT Events, SA T EB @SR a3 T H
B AWS loT Events AU Z RN ZE£FEA B IR, BEFET maEREAM AWS RS REBBE K 1E
FRIIEH AWS loT Events & Ro

£}

- WEMBMIBRIEE AWS loT Events

o U5¥E AWS loT Events LAMREFRIEME, AT AMFIERE

« EHMRIE AWS loT Events

« ¥ AWS loT Events

- PHEMIZEEZ S AWS loT Events

B 54 RiGREE AWS loT Events

AWS Identity and Access Management (IAM) 2 —I O] # B EE [ T2 #hiH AWS BIR 5 R PRIY
AWS RS, IAM EE R W T UM ITEHARIE (B F ) MBI (HENR ) FH AWS loT Events
BiR. IAM 2—IMELETINMMTBRENTERHE AWS RS,

=3

© ERX

- EFRAEMPHITEHRIE

. FRAKRKBEIER
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https://aws.amazon.com/compliance/programs/
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- BEXEHNGTREENESER

« 304q AWS loT Events 5 IAM BE& 1A

« AWS loT Events &F 5 4B K B& R 51

- BRSIEE T BIFHTBT AWS loT Events

« X AWS IloT Events &1 M A1 17 i EHERR

2R

B E A AWS Identity and Access Management (IAM) @8 AE , E4AEUR T IEFT#MA T4
AWS loT Events,

BRI FP-REER AWS loT Events RFZHIE , MEE RSN ERUMENZIENNR, HR
EAE % AWS loT Events ZHEER TR TIERT , {RATREEEMAINIR, THRNAIEEHENRER T
BEEERBEREENNER, MRETEIFR AWS loT EventsHRYIFE | 555 X AWS loT Events
5 8 i 6] 1T i B HERR

REEER-MREMTTA TN AWS loT Events HIR , N AT gEH B T2 A EINERE AWS loT Events, &
B T4 2T E SR IRSS B P BRI R HREE AWS loT Events SHEEFIR IR, RJa , B4 E IAM BEE R
RERUNESRSAHAFWNRR, BEFZREALNEENAT#® IAM WEAES, EiFAT7THRENLNT
WA EF IAM AWS loT Events , SR 2111 AWS loT Events 5 IAM & A,

IAM BEER : MREE IAMEER , BAEFLE THRNMEERIEAEEX AWS loT Eventsfy i =] #X
FRHFAEE, EEFEHTAUUE IAM R{EHN AWS IoT Events ET SR KB RA , 55, AWS
loT Events & T 5 178 K& R~

£ B 02 1T B AR E

SHKIFEE AWS FHSHEIEREN AR, B4 IAM AR S4E38 AWS KRR T
IAM B3 TERRIE (B2FAWS ),

B A EABEY S MRRENEREL AWS BRE 511 EFK. AWS IAM Identity Center ( IAM Identity
Center ) AP, RLAFANEQIEZEHRIELUREN Google B Facebook M EKE B KRB,
LEUBKEBRERN , SNEERLGER IAM BB T BHRKERIE. HIREMRKSHR AWS
i, R R EREE— 1A,

BFEEHNAFER | S LIES AWS Management Console 3 AWS 15[H7TF, BEXBEZNEZER
AWS | FZ5 (AWS B F AP IER) PRVATE FEE AWS 1K /Y,
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MREAWS UEEBARHFE |, M4 AWS RERGF REH (SDK) MarH1T#0O (CLI) , SMEFERAE
WERNBERBITNRZE, WREREH AWS TE  NMXABECZEER, BXREAEENSEE
TEEBERNEZFE , H2H (AM BFER) PHATEE APLIERIWAWS ZERRAE 4,

TeFERAAMSMRIESE , SRURFERHEEMLZEER. i, AWS BNUEFERZESHRIE
(MFA) RREKFH LM, ETHREZEER , 55H (AWS IAM Identity Center A1/ W%
ESHRIEM IAM AFERE) FH 1AM FHAWS ZE 5B RIE,

AWS K F root FiF°

BIZEf AWS IKF , BEXBER—NEBREN , ZEOTUATLLRAKS FHRMERR AWS RS M#E
Ro ME MBI AWS K/ root AP, £ A SE 012 K 7 B F 49 B8 F iR 4 3tb 41t 1 22 4 2 3R B AT 15 ]
ZH M, BARWESEERRAFNITERRES . RPFBRAFZIE | FERXERIERRKITRIE
AP EBRITHES. BXFEECURAFSHERNESHNERIIE , B2H (IAM AFERE) +
MEERASE u'tE’JE

IAM AP B4

| AM A= RI& AWS Ik RSN MNARNARFEARBENRNE G, ETERNERT , RINBWE
RIS FIE , MARGEZEAKBEIL (MFHBMFEEH ) BV IAM AF, BER , MREE-LHBE
MERAZSFERATIENAR IAM AP, BUERRITAZR. AXESER ﬁé}lﬂ C(IAM B8
M) PN TEERHZENAS , NEFTERNEHBTEZEH.

IAM AR —NEE—H IAM AP BB, BTeEEREANEHESR, BUUERAXR—XIERIZIMNAE
FEENR, MREXERF , FRAATUERAMEBRAFNIR, flin , S BE— 1N aINE
4B, IAMAdminsH EZEA B FEE IAM ZRIBR,

RPREAeTE. AFE—5ENMARINARFXE K MAGSHEILFTECNEAARA. AFE
BRANKHEILE L MAGRHARNELE ETHRESELR  F5H (AM AFERE) F/Y 1AM A
REIEESVS

IAM B

| AM AERENIBEFTRENR AWS K WEMD, ERET IAM AR , BEEREARTXEK. EE
FIGRETEE IAM & AWS Management Console , AL A FEI#E] IAM A6 ( BE5 ) . &1
LUEd A AWS CLI 5t AWS APl RERFERABEN URL RRAEE, BXEAACNEENESE
2 ,1E2H (IAM AFER) PHRARSENEE,

BEHIGREIEN IAM BRELATERLTERER :
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_sigv.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/enable-mfa.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/enable-mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/gs-identities-iam-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/gs-identities-iam-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage-assume.html
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- REAFR  EAKEFHRIENE , FUEAGHNABGENNIR, HREGHHTEHR
iER , ZEAFSAREXKABERTHLACGENWNIR, BXATHREEHRIINACKHE
B, iEZH (AM AFER) PNHNE=FSHEEEUEAE (KESHRIL) . MREFEH
IAM Identity Center , I EEEENRE. N EHENEHREHRTEHLRIEFTIHFRINAZSE , IAM
Identity Center X RES IAM VA EHEXEK, EXNBEENER , ESH (AWS IAM Identity
Center A #EF) PHINRE,

o I&EEF IAM AFERR  IAM AP AIEA IAM AR SE® , LENREHNEEESHN TR R,

o BIKFFEE : B LAER IAM AL ATFFRREIKFFHNENA ( ATEER ) HREHNKF RNE
R BERERFEKRKFHENEBENEELSR. ER2 , N TRELERR AWS RS , &0 LU R IE EZH
EER (MARERAACGENIRE ), ETHATERKFHEONACGHNETRRENRIEZ BNE
B, ESE IAM AP EEFR 1AM FRERK P 7RG

- BIRSIFR — B AWS RS FEREM AWS BREREHPHIThEE, Flin | ¥EERSHIKRITHRIF
B, ZRSEE ST Amazon RE{TR AR EC2 HIE Amazon S3 FEEN R, RS TEELER
RXEARANEENNE, FARSACSMERRSHEXASERNITIHRE,

o BERGEALE (FAS) — HZEA IAM AR A BEFRITIRER AWS |, BHEMAEZIEA. EH
RERSZH , BAERIT—MRE  ARRBREEHMBERSPEHE —MNMRE, FAS FAREH
ZIRAWRAK AWS RS B T RS AHBERNER. AWS RSREYBRSKEEESH
AWS BES RBRREFRETRNERN , T2%H FAS iR, EXAERT , BUMEFRT
XFTHRENNR. BXAH FAS ERNWKREEEE , BSREXTRSE,

- RFAE - RSACGRRSAREELWIK, PRTRIEM S R IAM A€, 1AM EE G A E
IAM R8I, ERFRRES AR, BXESEL , BES5H (AM AFER) FH6IED AWS iR
SERNBRHNAE,

c BEHEXAL-RSHEXAGRE—MERINESHE, AWS BRSRSTURARRENITERE
MAe, RSEXAGHIAEEHT AWS K/ |, FRERSAAE. IAM EEAUESETRE
YmiB RS MR A BRIRR,

- £ A@@ mazon LE{THIRI AR EC2 — EBAILAEA IAM ABREEE EC2 Rl LETH AL
AWS CLI 5% AWS API iERE N AR FHIEEHES, XHEE EC2 SKflhFR TR ZHETR, E
7 EC2 £fl0E AWS AEHEETHREMENAREER , BFEE0E — MM EZEHIH K6
BEXH., ZfREXHETEZAR , HAWHE EC2 26l LiEZTHNREFREBRIRE, BXESE
B, #EZH IAM APEETNER IAM BAfEE A mazon EC2 4l EiZ1TH N AR FZ TR,

fE AR EE TR

BT LA AWS B o2 R EM IS AWS SO A RKZHFHRNER, KEREPH -
XNRAWS | SEFHHARXEN , ERELENR, AWS EEHEA (AP, root AFHAGS
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
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H ) RHERTAERXLERE, KEPFHRNRBERATERELER, KSBERMKELL JSON X4
By AWS FERFEEH. BX JSON KB XENEMINNBTNESEE , HSH IAM AFEEHH
JSON ZREEHEN

EIE R A LAER AWS JSON REERIBEW ARG RMT L. HHRYH , BNEAATLIMF AR RIMITER
&, BAREAARGETIIT,

MIANBERT , ARPFMARXENR, ERTFRAPNAERFITRENNE , IAWM EER T2
IAM K, EERABERUEAGRNMJIAM K , BFAIRKASE,

IAM SREEE IRERNNR , TXFEFERAMRSG EZHITRE. B0, RIREF—N AW iam: GetRole
BRENKE, HEIZERNAF UM AWS Management Console AWS CLI, X AWS API 3R EXA &
1%’%‘0

ET BRI REE

ETEHNRBETMMEEZH (N IAM AP, AFASAR ) B9 JSON RRREE A, XLREE
BERHAFNASEMAMEA T BLERFRITHERE, BETHNMGTEZETSHNNRE , SR
(IAM FiF{EmE) FVEATSEERBENX BEX IAM R,

ETESHNRBALR -SARNAKREEREEARK, ARKBEERALEINAS, 4HAG
o, HERBRIMMAERR , SrLEERMIIFHSINAF, HANSE AWS K, RERKIE
AWS RERBMNESEERE. BT HNAERERBNRRRE 2ERTIERE  F3608 (AM AF
ER) PRERERBSRNBRERME < BFITEE,

HREgRE
AWS ZIFHMAAE R REERE, XERBRAETLREEE ANKBERERER TFHRANR.

« RRBFA  NRLAR—ASREE , AT REETSHHRETLRN IAM =K (1AM AR A
&) BFHRANR. EUARBRENRLIR, XELERNBRREET S BRI RERENRDR
M, £ Principal FEEAFSACHETREN KRBT ZINRULARS, EF—MXKFHE
NELFBEAR Y. BXANRURNESZEE , HSRIAM AFEEDH 1AM SSEHRRII R,

. RS 124I% M (SCPs) — SCPs 2 JSON %8 |, AT ISERAMRAL BT (OU) B & AR AWS
Organizations, AWS Organizations  —H A T ZHN B HENZ AWS K~ DU T2 HMEH
EEMNRS. MRESAALATHFIEINEE , WA LUFRSEHIKEE (SCPs) AT ENEARATE
Mk, SCP PR#&IAK R MK HRIsEik (2SN AWS kB AP EE ) PR, B 3% Organization
SCPs s MIWNE Z{E 8 , 5510 (AWS Organizations A {ER) HHY RS 15 6 K B,

- BREFHIFKEE (RCPs) — RCPs £ JSON K |, Al LAMERAERIZEMKF FRIRNE&R KT AR
R, MEEEFHMMBESBENES NEERMN IAM FB ., RCP FREIHK R IKF- D& RONR , i
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ARG (DIEFHD ) WERNR AWS IKFIRAF , TRXESHRETE TEWAL,
A< Organizations FIE Z{E 8 RCPs , 8% AWS RS ZX#EH%IEK RCPs |, i55 1 (AWS
Organizations FIF 1) P FERZEFIFKE (RCPs).

- RERE  RERBREIALUREARANACIKEAF RGN QENENSBEZN S RER,
ZRCENNRRREAFFACHET SN RENQERBARE, NEECAURBETHRFRENE
B, F—IMEBINENELFEEZAT. BXESZER , S8 IAM AFEEFHN2ERRK,

S RBERE

SN REWRBEA T —MERE , ERHRREMERNENIER, ETHES RS HRBEE R
WA AWS ER B AVER , HSH IAM AP BRI ERITEEE,

BEXBEMHMAREERNESER
EXEMMHEEENEZESE AWS loT Events , B & HRILLTRE :

o HI{A AWS loT Events 5 IAM B2 & & A
« Xt AWS loT Events B 3 #1/ [7] 3 1T 8 FE HEBR

n{a] AWS loT Events 5 IAM Bt & H

EFEA IAM BB G RINR 28 AWS loT Events , #881% 7 #AWFLE AT FHAY IAM ThéE AWS loT Events.
E2MH 7RI AWS loT Events fEAM AWS RFE IAM BLS#ER |, 555 IAM AFRERYNS
IAM B2 & EHEAWS RS,

£}

« AWS loT Events ET 520K B
« AWS loT Events E T & RAV KB
« BT AWS loT Events #r & HI X
« AWS |oT Events IAM &2

AWS loT Events £ T F 191 K

FHIAMETERNER  SUUEEATRIELNRENER , URIEEEMT ARG T ATRIEL
B’1E, AWS loT Events XIF4SERIE. BIRMZHHE, ETHE JSON KBEPEANMERTE | iF
25 (IAM BFIERE) i IAM JSON ERTESE,
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BRI

ET IAM SRR Action TEMERIZRKE R AV TIELN B EREF. RBRFEEREEXREKN
AWS API RIERI B . BLSRIEMA T RBE B MR T AT RERIRFRI R,

FEHEHRITH R BIRELEIRAED AWS loT Events fEALL T HI&:iotevents:. i | &

BFHEAMER AWS loT Events CreateInput APl #4ESIZE AWS loT Events % ARIX

IR, B#EENZiotevents:CreateInputiREEEEMITN KBS, BERFEA AWS

loT Events BatchPutMessage®®id APl BREAIER AN , BEEfFZiotevents-
data:BatchPutMessageRETEEMITN KR P, KEFHLMITEActionFNotActiontk,
AWS loT Events EX 7 B W —HRE , XEREFR T ERTUERLESHITHES.

EESENBADEESWMRE  BEAZSYENRT , TR :
"Action": [

"jotevents:actionl",
"iotevents:action2"

B LUERABER (*) BESMRE, i, EIEELLEIE Describe FFAMWFIEERE , @BUT
B’IE -

"Action": "iotevents:Describe*"

E&EEFH AWS loT Events #/E5IK |, H55 IAM B8R AWS loT EventsH BYE V21,
TR

Resource TEEEERMEMNABRENXNR, BAMXMEE Resource 5 NotResource t&, &7
5/ ARN REEERR , REABEHESF () LERZIBI9ERTFRERR.

& AWS loT Events NZFE R FREF LT ARN :

arn:${Partition}:iotevents:${Region}:${Account}:detectorModel/${detectorModelName}

BXERANWEZELE ARNs , BHSREFEH Amazon BIRBFIRE AWS &R (ARNS).

Bl , EREFEAPIEE Foobar HRMB/EE , BEEALUT ARN :

#4a AWS IoT Events 5 IAM B2 & H 215


https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awsiotevents.html#awsiotevents-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
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"Resource": "arn:aws:iotevents:us-east-1:123456789012:detectorModel/Foobar"
EEERTHEKRFWAESES , BERABES (%) :
"Resource": "arn:aws:iotevents:us-east-1:123456789012:detectorModel/*"

H L AWS IoT Events 1€ ( flNBIBRERNRE ) TEXNBERFERIT. EXEERT , B4 EH
BEA (%)

"Resource": "*"

5 AWS loT Events APl ##ES R ZNMNER. Bl , CreateDetectorModel EEZ BB+ 5| A
WA, FTABFP SIIREHENNRTREFERZM AMBENIFZER, EEEMEAFIEEZNER , B
ARNs BES 2.

"Resource": [

"resourcel",
"resource2"

EEFH AWS loT Events BIFREE K H%|F ARNs , BZH IAM AF 8 AWS loT Events BV E X
MR FR. BETHETUEBLEREDIEESNAREN ARN |, iBESHE AWS loT EventsTE X VR 1E,

ESLR

f£ Condition Jt¥& ( = Condition 3t ) A , AT EBAERMNEH. Condition TEETE
N, BUUMEFERAZGZER (i, FFHNT ) BEHRER , UERBRPHNFEESERPHE
HTE,

MREE-—MEAIPEEZ D Condition THE , MEEA Condition TEFEESZME , I AWS
EFAEHE AND BEIFHEN. IRENENMFHREESME , NERBBORZER AWS WESK
fro ERTFEUINNRZALTRBBENRMSE,

EEESRMN , BUAUERSNFEE, f , RYBFPFERAEAFE#THRIEHN , EBFTRERT
BHRERNNR, BXEZEL , B IAM AR F8 IAM policy T# : TEMNFZE,

AWS loT Events TREFMZBETFRSHFZEFR , EeHIIRFEARELRIX4ZRA. EEFM
B AWS £R% 48, 52H IAM AFERFPHAWS £ H5%H4 L TXHH,

Bl
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https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awsiotevents.html#awsiotevents-resources-for-iam-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awsiotevents.html#awsiotevents-resources-for-iam-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awsiotevents.html#awsiotevents-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_variables.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html

AWS loT Events FEANGIER

EEE AWS loT Events ET BRI RE , E5H. AWS loT Events ETF B 4RI K BE R

AWS loT Events E T &R KBS

AWS |oT Events A XFHETHFN KK, " EEFFANE T RRNRERE RS , FSH https:/
docs.aws.amazon.com/lambda/latest/dg/access-control-resource-based.html,

EF AWS loT Events frZ B

EA AR AWS loT Events R IR AR A E R P1EIEHRZE AWS loT Events, EE FHrZ 24
A, BMEEMA iotevents:ResourceTag/key-name, aws:RequestTag/key-name
aws:TagKeys ZRHRBERBNEZUH T EZPRHEFZES . BXIFIE AWS loT Events BIRHEZ(E
B, BZERIZERRIR AWS loT Events,

EEEETHANER (ATRERR LVRZIRBHFZERNEE ) BRE , BHSHE RERSE
E AWS loT Events i A,

AWS loT Events IAM & &
| AM A ERENTBEFRFENR AWS MK HISE4E,
FIEeTiEH 5 AWS IoT Events

AILAE A ImE EIEH TR E SO RIERR , 20K IAM AR o REKS A€, S B A
AWS Security Token Service (AWS STS) API #4E ( HlaAssumeRoles} ) KIREUIE A &= £ ik
F GetFederationToken,

AWS loT Events F Xz A I rtHiEH,
REHEXAE

fRE <A E AR AWS RS REMBESTHRREUARRETRIRE, REHEXERERE IAM IK
P, HIAZREE. IAM BB A UUEEETRERERSHXABHNR,

AWS IoT Events T X #FRFHEXAE,
REAE

BHREATFRSAREEBERSAC. LAGATRSHREMRS FHRRUNRETREE. KBS
AEERE IAMK,H , ARZKFAE. XEKRE , IAM EERATUERZACHNR, ER , X
B F] RE 2 P T AR S5 HY Th BB
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https://docs.aws.amazon.com/lambda/latest/dg/access-control-resource-based.html
https://docs.aws.amazon.com/lambda/latest/dg/access-control-resource-based.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_AssumeRole.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_GetFederationToken.html
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AWS loT Events X&EERS AR,

AWS loT Events & F 5 1989 5K #& 7R 4l

RINVERT , BRHNARLTNEIERIEHR AWS loT Events iR, i1t FTEFEH AWS Management
Console AWS CLI, = AWS APl Hi1T{ES. |IAM B R XHEIE IAM R, LEARFNACET
WERUANFIENIEERBHRITIHEEN APl BE, AE , B A XTUFIX LR IR FEEX LRRN
RBP4,

BT AL RX LR JSON KEE 62 IAM ET S HNEK , 5K (AM BFERE) FH7E
JSON JET+ L 63 KK

£}

- REEXE

« f£/ AWS loT Events ###l&

- AFAFPEREFB SR AWS loT Events
« i5[E—/ AWS loT Events i A

- BEFZEESF AWS loT Events i A

REERIEREK

HETENNERIIEEBRKR, SNREREEATUELZNIKS 62, TR MIER AWS loT Events &
Ro XLERIETRELME AWS IKFF=AERA, tIBRNEEETHEHONERER | HERBUATEENE

« FFEAMER AWS FEE KB — E AWS loT Events BORFFIAER |, EEA AWS EERKE RN R TIRM
FIENNR, XERBEELSNIKS PIRE , HE AWSEVNEH, BXEZELS 558 IAM A
PIEEPNER AWS EEFKBAINREA T,

« BRFRENR - QIZBAECKRERN , ABEFRITESHENTT, RITFBRIARTHRENRR , RER
RBREERTHENR, XIFEMLE-—FEREFEITRANNEMEEZRKRENRRAENL S,
BXREZER , F5H IAM AP ERE PR THRENR.

« ABRBEER MFA- N8R eM  BERAFEASESHRIE (MFA) R R BRBR RN API #
. ETHRESEE , BZH IAM AFEMPHE AWSHEAZSESHGREIE (MFA).

- ERARBRAREBRLZEM - EYXTTHEER , EXETEONKBEBERR T ARERR
Ro BN, BAREFRAREEFERSHKE AN IP USEE. SHAIUREESRA , LERRY
EEBHSNEEERNER , HEERMEA SSLH MFA, BXEZER , 52H IAM AFEE
F#Y IAM JSON KRETTE : &l
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£/ AWS loT Events 124&l|&

Ei5iE AWS loT Events ###1& |, B840 HE —HRENR, XLENRLAATFEIHNEFEERE
B AWS loT Events BRAFMEE AWS K, NNRAEBHAXENBEENEEN“KRNETEHNE
B, XTFHMNTZREOXE (BFRAR) | BHATEERMBEREET.

NRIXLEREMARATLEER AWS loT Events #2815 |, BERLT AWS FEE R MM INRIX LXK,
BXREZER , F5H IAM AP BTN A AR

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"iotevents-data:BatchPutMessage",
"iotevents-data:BatchUpdateDetector",
"iotevents:CreateDetectorModel",
"iotevents:CreatelInput",
"iotevents:DeleteDetectorModel",
"iotevents:DeletelInput",
"iotevents-data:DescribeDetector",
"iotevents:DescribeDetectorModel",
"iotevents:DescribeInput",
"iotevents:DescribeloggingOptions",
"iotevents:ListDetectorModelVersions",
"iotevents:ListDetectorModels",
"iotevents-data:ListDetectors",
"iotevents:ListInputs",
"iotevents:ListTagsForResource",
"iotevents:PutLoggingOptions",
"iotevents:TagResource",
"iotevents:UntagResource",
"iotevents:UpdateDetectorModel",
"iotevents:UpdateInput",
"iotevents:UpdateInputRouting"

1,

"Resource": "arn:${Partition}:iotevents:${Region}:${Account}:detectorModel/

${detectorModelName}",

"Resource": "arn:${Partition}:iotevents:${Region}:${Account}:input/

${inputName}"
}
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}

NFREA AWS CLI 5t AWS API WA, BEFHNEREFEEZHENR, R , _RFHRSE
ZIAMITHY API R4EM TE RV IRAE,

ARFAFPEFREFEB WX AWS loT Events

LRI ERIERT MM G2 KM , MEART AREERNIEAF SONRNBNTERKE. RTFRS
EEHCH IAM RBRNTREZEZ RN BRSHEFEETH. LREIFERRS S EHER AWS
CLI 3% AWS API L 4m#2 77 =0 58 B I R AR IR

"Version": "2012-10-17",
"Statement": [

{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": [
"arn:aws:iam::*:user/${aws:usernamel}"
]
I
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"ijam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}
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]

| —4 AWS loT Events i A

X AWS loT Events 3 ARATRALREFIN TEF SHAPRSARPRPINREMFEER, KT
I A MBI IAM REESKIR T I 4FE AWS loT Events i AR A RN ER |, 5] 8t PR i 5 4t 5 A BY 177 8] X
PR o

W RGIF | BAEAILRFAF AWS IKF B RIEBHEF —4 AWS loT Events i A#IHX
BRexampleInput, ZEA AR PRI, FEETAMIERE Ao

ZREARPFET

iotevents:ListInputs, iotevents:DescribelInput., iotevents:CreatelInput. iotevents:D
M iotevents:UpdateInput R, BXREAFKRTFNREHEAEG AT EH#ITMUIXH Amazon

Simple Storage Service (Amazon S3) B RBIES: , 155 R A A 7 R B2 65X 76 A 15 R X BR.

"Version":"2012-10-17",
"Statement": [

{
"Sid":"ListInputsInConsole",
"Effect":"Allow",
"Action": [
"iotevents:ListInputs"
1,
"Resource":"arn:aws:iotevents:::*"
},
{
"Sid":"ViewSpecificInputInfo",
"Effect":"Allow",
"Action": [
"iotevents:DescribeInput"
1,
"Resource":"arn:aws:iotevents:::exampleInput"
},
{

"Sid":"ManageInputs",

"Effect":"Allow",

"Action": [
"iotevents:CreatelInput",
"iotevents:DeletelInput",
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"iotevents:DescribeInput",
"iotevents:ListInputs",
"iotevents:UpdateInput"

1,

"Resource":"arn:aws:iotevents:::exampleInput/*"

BRIEFRZEEE AWS loT Events #i A

PRE A H B R R IE AWS loT Events HiR. BRI AERET 5 GO RBEPHFABRIFEREZHIXT AWS
loT Events ZHRAV TG R PR. R BIVEBA AN 612 R EBRI R input. BR , RE input $rF
Owner ERFZAFNAFBNER , IR FUINR, WREER FEESE LTRIRERN S ER
PR o

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ListInputsInConsole",
"Effect": "Allow",
"Action": "iotevents:ListInputs",
"Resource": "*"
b,
{
"Sid": "ViewInputsIfOwner",
"Effect": "Allow",
"Action": "iotevents:ListInputs",
"Resource": "arn:aws:iotevents:*:*:input/*",
"Condition": {
"StringEquals": {"aws:ResourceTag/Owner": "${aws:username}"}
}
}
]
}

A SO R B N B K R AP, MRBANMWAFrichard-roeZ iR &EE AWS loT Events
input , Winput HFFEFRIENOwner=richard-roesowner=richard-roe, &M , FiE4H
WAl ML Owner IEE Owner #l owner , RARHEEMFAEX S K NE, BEXELZER B
S (IAM FF#8R) ## IAM JSON KRBT © &t
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B HRSIEE T BIFERTRES AWS loT Events

@ Note

« 1Z AWS loT Events RSN A FEERAACECRRENE —NKF R EIRE. XBBIT
By LE HIEELAY Bl FE B AWS loT Events.

- WIEAERNSZE LT HEILWEIF R E 2 MMAE/ER , 18 AWS loT Events IREHF 1t
W ERBKFRR , MR,

BERERER -1 22ERE , DTFEFRERENTHIRNXAAEQIEEETE SRRV AMIT
ZRE. R AWS , BRSEHTRSSBRILNEIF R,

— MRS ( WIYBERSS ) WA S —TURSS ( FRBRYERSS ) BY , ATRE2 REBIRSEL, ATLURMEA RS
BEAENRN S — M EFHNRRETERE , BN ZRSTIERHRNE. A THIEXMER , B
AWS R T —ETH | HBHERFABRSHEE , XERSEXACHTR T RIEKS P EIRIN
PR o

RINBWERRKRBEHRFEHaws : SourceArnHlaws : SourceAccount £ BHRHF LT XZRBRBREHI N E
J& AWS loT Events 12 HEMARS AN, MR aws:SourceArn EREZEMK S ID , fli0 Amazon S3
Zi% ARN , BXATEARNEBEH LT XEAXRRFINR. MREANEALBEEFLTXEHAM
FEMF ID B aws:SourceArn {8 , M aws:SourceAccount {EH aws:SourceArn {HHHI K
ER—REBEAFEAN , XAEAERNKF 1D,

MREBRAFBEF —NMNRBESERSHRIMERE , H#H aws:SourceArn, MRERE A FZIKF A
NIEMREEERSFERIREMRRE , BFH aws:SourceAccount. aws:SourceArnfES4ME
Bsts:AssumeRoleERREXIVIFN SFE B HF EIRE T,

SR ERERBEERN A EREA aws :SourceArn £B&HF L TN ERNTE ARN,
RTHERRNTE ARN , REEEREZSNER , BHXY ARN KA FEHAHEELHR (*) B
aws:SourceArn 2B LT3 E&H44#, Hl0 , arn:aws:iotevents:*:123456789012:*,

AT RAGIEBE T ifaEA P aws : SourceArnHaws : SourceAccount 2 B4 E T XE AWS loT
Events 3&Bf 1L IR B &IF R &

FHT

« Rl Z£5E AWS loT Events #8548 &

« Rl Z£i5E AWS loT Events B3R E#H
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o 1 iFRIEEXIFEAFE AWS loT Events &R
o 1P AEEBEEI AWS loT Events

R~ Z4iFE AWS loT Events #| 254& B

L RBGUER AN IZ — N IAM REER R £ #0352 F X R4S ER N BRE R A5 RIFR AWS loT Events, %
REEAZERBRABEEN AWS KR AWS loT Events IR T aEBBEZAER , NEMT —&F
FANREM, EUHREIF , AEREEHRENNERNB[ERWIndTurbinedl,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": [
"iotevents.amazonaws.com"
]
},

"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "account_id"
1,
"ArnEquals": {
"aws:SourceArn":
"arn:aws:iotevents:region:account_id:detectorModel/WindTurbinedl"
}
}
}
]
}

T~ 24358 AWS loT Events BiRiERY

L RBIE R A 822 S AWS loT Events 2150 BiIRERH IAM FrE, ZRBEAZKERBRR
BIEEN AWS IKF 1 AWS loT Events FRE T ReBEiZ AR,

EROIF | AETTLFREE AWS IKF AEMZERER | mERER ARN R BERFAT
o aws:SourceAccountHaws:SourceArnFH4EE/ER |, AT LRI W EIF R E,
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"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Principal": {
"Service": [
"iotevents.amazonaws.com"
]
1,

"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "account_id"

iy

"ArnEquals": {
"aws:SourceArn": "arn:aws:iotevents:region:account_id:alarmModel/*"

}
}

B ERfEEXIEFH AWS IoT Events BIR

MRBIERMAEE IAM AL R4EE AWS XEiHH AWS loT Events BiR. @i TE IAM K
ARNs FERBE T XIBH KR , BA LARSIX T E#IE XIHA AWS loT Events BIRIGE, XS
SER USSP ZXERENZESEMENAME, RAPHXEBRus-east-1,

"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Principal": {
"Service": [

"iotevents.amazonaws.com"

]

.

"Action": "sts:AssumeRole",

"Condition": {
"StringEquals": {
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FRARER

"aws:SourceAccount": "account_id"
.
"ArnEquals": {
"aws:SourceArn": "arn:aws:iotevents:us-east-l:account_id:*"
}
}
}

B NEE B EIET AWS loT Events

Emp AFREREN TSR, BT AWS loT Events RARFIEEE, AR T HRHEMNBE

1EFIET AWS loT Events,

R BE R A B & S VPR AR IE & AWS loT Events BB ERY 1AM B &,

PERBEA (*) TULEIZFEAN AWS loT Events ERiZRH,

{
"Version": "2012-10-17",

"Statement": [
{

"Effect": "Allow",

"Principal": {
"Service": [

"iotevents.amazonaws.com"

]

.

"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "account_id"

},
"ArnEquals": {

"aws:SourceArn": "arn:aws:iotevents:region:account_id:

CloudWatch £ &8 ARN
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X AWS loT Events 5 145 17 [0 3 17 & E HEBR

FERAUTEERBBELHIEEEEHE AWS loT Events 1 1AM B 7] 8238 2 #Y 3 0 (7] &3,

U

« BRENEULTNERITRIE AWS loT Events

« REMIIT iam:PassRole

o« BEBAFRUAHA AWS IKF iHRIFEE AWS loT Events 7R

EENEUTLENITERE AWS loT Events

R AWS Management Console HFiFEETXNMITREIURIE , M XATRREE AT KRB, EEAR
ERHEAFENEBHAR,

MR mateojackson IAM AR ZiAFERABEEHAEERFTEX input WFEHAEE , B)%E
iotevents:ListInputs R , MaHIUT RAIEIR.

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
iotevents:ListInputs on resource: my-example-input

EXAERT , Mateo BRI EERAENEHKE , LA TFMER iotevents:ListInput BEH
B my-example-input &iRo

RT3 1T iam: PassRole

RN E| —MNEIR | RIBEBTHINIT iam:PassRole B , XM EHFERUA TGS A BEDRLS
AWS loT Events,

BE AWS B AR ABKEAL1ZKRS , MAREIRMNBSALIRSHERAER, it ,
LY MEB R A ELERSHINR,

L EZ N marymajor B IAM AP 2R EAEH A 1E AWS loT Events PITIRIER , 2R ELUT R4
%o BR , RELANEERFEACMBTFHNRST AIRITIHRE. Mary TEEFABKETRFHN
PR o

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXMBERT , XIEH Mary B KB L A F#EINAT iam: PassRole #1E,
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MBRESHE  BHRRAEHWAWS THE, FNEEREZEHERETNA,
ERALTFRIUINA AWS IKF 15RFA AWS loT Events IR
FALGE—NAE  LWEEHKARHAPREALANANARTUERZAGKG RSN ER, BT

BIEERESEY , AURAAG, X TXHETRIFRA R EZEHFIER (ACLs) WARS , BTN
150 R 3 L5 SRl o) A1 3R T 1 8] S8 B9 BHR VAR BR

BEFAT B EREEE

- ETHE?S AWS loT Events XIFIXLEINEE |, {55 W0/ AWS loT Events 5 IAM BEL& 5 o

- BETHUNMARENSRENERNIGRNERE AWS K |, FHSE IAM AP EEFR N EERE AWS
K 8% — 1AM B P IR 15 ) 4R .

- ETHRNAEE=AREXNEHERRAOGRENE AWS KF , ESHE IAM AP ERTHEE=51E
HiFRER, AWS K

- ETHNIEL S HRERIERMHBRNR , H2H AM AFERE) PHALIATSHEIEN
AP ( BHRBEERIE ) RETHRNE.

- ETHRERAACNETRRNRHATER,FRIZENZS , H2H (AM AFERE) F8 IAM
RV IK - R IR I E

¥5#= AWS loT Events LAMREFTSEM, AT A4 EE

BERHET AWS R RN AFEME, ATAMMMENERARID. AWS loT Events #&RIZM
AWS BRAFRAEZ NP WERELEE , UEEENSIHEN TUERAMHTER. EFRKEE
Z 8] AWS loT Events , BNIZEIZ— NI U T RIBHERMERITR -

- BEBENRMTAL?

o SRIFUETRIRLE BRIR 2

o WEPRIXLE R RAY IR a0 2
- BRNERAMLEETE?
- ARMITHERES?

- HIEEIRET ROE M ?

T—SREBEIMNEFRENBEMARARZETHMEE , RREFRIWIEE AWS loT Events eV E
Ao TEYSIE AWS loT Eventsht |, 1A L MSEHE | UENLEBES Yt RiE#HTHE K BELE
EHREEXNNMERE | HiRITHBREEN 5 E,
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Hlan | INREER R Amazon EC2 , NS #ESEHIRY CPU MAZE, Wi 1/0 MINER AR, MR
HEETEMBINELE K NETREFEEMHEHMLEA , ARE CPU RIAER, h#iE 110 5

WM ETRE

F&

- AEENTATIE AWS loT Events

« AWS loT Events £/ Amazon #17##2 CloudWatch
- {£FA1E3% AWS loT Events APl A AWS CloudTrail

A s RT B T E AWS loT Events

AWS R T &M AT HEEANTE AWS loT Events, B AEREHEFPHN — LT ERNEHITEERE
S, BEEEIEZEEFHTH. BWERATEINEEES L.

Bz iETE
BT LMER T B 3h A3 T B35k AWS loT Events F3R & et I [A) & -
 Amazon CloudWatch Logs — ¥, Z&MiAEK B AWS CloudTrail i EMKIFEH AEX 4. B

XEZER , BZRL % CloudWatch AP igR V£ A Zi# CloudWatchiZ HE 4R o

« AWS CloudTrail BEKZE-EKF 2B HZHEXH , BN CloudTrail BENXHXIEE “BE K
SRS #E CloudWatch BEX 4 , A Java REBELENARSF , HRITEMWEEXHEELEER
EAXRER, CloudTraillExEZEER |, 52 (AWS CloudTrail BF¥Er/) FHEA CloudTrail B
B3

FHEETR

153#2 AWS loT Events 5 — 1MNEEZD B F3H 42 CloudWatch BIRARBENINE., AWS loT
Events CloudWatch, FMEM AWS 2 &M RIRRHE T AWS IIRIREH at-a-glanceB B, FATE
ZENEE BEXH AWS loT Events,
« 34| AWS loT Events BE 7R :

o FNBFERE

o NS

. WA

- RE
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« CloudWatch EE R :
o HEEBEIRE
- SENRFREE
- REETH
LA\, SR BAER CloudWatch $4T LA R IR 14E -
« B0 CloudWatch{ RARAEREX LIRS
- LEEEBIER , UHREIEH FEEES
- BRAZNNKEENAE AWS BIRER
- IR M4mLE S B AR R EE A

AWS |oT Events /A Amazon #1714 CloudWatch

F &= AWS loT Events RN BSE R Bt , (REEHE AWS loT Events IEFEH|AT AL , ARTE
BENEMEEIR. Amazon 23Kt CloudWatch %28 H AWS RIRMIEZT AWS WA AREF.

& CloudWatchBh , BRI LRBRRREAER. NARFHENZTRINERETLE, &
FF & AWS loT Events ¥R 858 # i /5 A Amazon CloudWatch BERIZREM T EXWNMARE A
CloudWatch A&IZFKHIEE AWS loT Events, EXRM TR AL , DTFFALRFRERN R
B, HRE- AN NRHER , RNBESEHMATIEE . KeyValue

LUTRBIERT BHERKE CloudWatch DEBUG 28 HE% B AWS loT Events,

"timestamp": "2019-03-15T15:56:29.412Z",
"level”: "DEBUG",

"logMessage": "Summary of message evaluation",
"context": "MessageEvaluation",
"status": "Success",

"messageld": "SensorAggregate_2th846h",
"keyValue": "boiler_1",
"detectorModelName": "BoilerAlarmDetector",
"initialState": "high_temp_alarm",
"initialVariables": {
"high_temp_count": 1,
"high_pressure_count": 1
},
"finalState": "no_alarm",
"finalVariables": {
"high_temp_count": 0O,
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"high_pressure_count": 0@

iy

"message": "{ \"temp\": 34.9, \"pressure\": 84.5}",
"messageType": "CUSTOMER_MESSAGE",
"conditionEvaluationResults": [

{

"result": "True",
"eventName": "alarm_cleared",
"state": "high_temp_alarm",
"lifeCycle": "OnInput",
"hasTransition": true

"result": "Skipped",

"eventName": "alarm_escalated",

"state": "high_temp_alarm",

"lifeCycle": "OnInput",

"hasTransition": true,

"resultDetails": "Skipped due to transition from alarm_cleared event"

"result": "True",

"eventName": "should_recall_technician",
"state": "no_alarm",

"lifeCycle": "OnEnter",

"hasTransition": true

fEAIE 3 AWS loT Events API A AWS CloudTrail

AWS loT Events 5 AWS CloudTrail— B RSFSERK , ZRFEMAF,. SH AWS RFEFHITH
B/ERIZ 3 AWS loT Events. CloudTrail /& API B3R AWS loT Events RE4 |, 81X B
AWS loT Events #Z & & 89 1E A FXT B RIE A AWS loT Events APls,

WMRERE T IRER , WA LAY CloudTrail SHFLEEHE] Amazon S3 FiE#E , 2REMNEH AWS
loT Events, MREREERER , BMAR A LIE CloudTrail BHI AW “SHM LK PEFHFNNSE
o FERAWKEMNES CloudTrail , &7 LAHE @ BMERKZ H AWS loT Events, & HERMY IP ik,
WRETHER, AR HERUEREMFERES

ET7THMEZ{EE CloudTrail , 52 {AWS CloudTrail HF1EFE)
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AWS loT Events 1§ E % CloudTrail

CloudTrail &8I AWS IKF R EEENKS EEA, HEHREEPE AWS loT Events , ZIESD
RIEFE CloudTrail E4F 7, MEM AWS BREZHNIERESHALIEEP, BAILEESH AWS
KARER, BRNTHKOERENSEN. BXRXESZEEL , 55 REMA CloudTraill EHF £12%,
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- BREEARAFEIIZER IAM AFREIEAXHW,
- BREREAACKRKASAFPNIENZEEIELXEHN,
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=5 : DescribeDetector #4EA T CloudTrail

LT RPIE R T ERiZDescribeDetectori® M CloudTrail BE%H.

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QHS8DHBEXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/bertholt-brecht",
"accountId": "123456789012",
"accessKeyId": "access-key-id",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-02-08T18:53:58Z"
.
"sessionIssuer": {
"type": "Role",
"principalld": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
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"userName": "Admin"

}
.
"eventTime": "2019-02-08T19:02:447",
"eventSource": "iotevents.amazonaws.com",
"eventName": "DescribeDetector",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.168.0.1",
"userAgent": "aws-cli/1.15.65 Python/3.7.1 Darwin/16.7.0 botocore/1.10.65",
"requestParameters": {
"detectorModelName": "pressureThresholdEventDetector-brecht",
"keyValue": "1"
.
"responseElements": null,
"requestID": "00f41283-ea@f-4e85-959f-bee37454627a",
"eventID": "5eb0180d-052b-49d9-a289-0eb8d08d4c27",
"eventType": "AwsApiCall",
"recipientAccountId": "123456789012"

=~ : CreateDetectorModel ##4EMH T CloudTrail

LT RPIERTERIZCreateDetectorModel#4ER CloudTrail B&E% B,

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalld": "AKIAI44QH8DHBEXAMPLE:IotEvents-Lambda",
"arn": "arn:aws:sts::123456789012:assumed-role/IotEvents-RoleForIotEvents-
ABC123DEF456/IotEvents-Lambda",
"accountId": "123456789012",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-02-07T22:22:30Z2"
.
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::123456789012:r0le/IotEventsLambda-RoleForIotEvents-
ABC123DEF456",
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"accountId": "123456789012",
"userName": "IotEventsLambda-RoleForIotEvents-ABC123DEF456"

}

}
},
"eventTime": "2019-02-07T23:54:437",
"eventSource": "iotevents.amazonaws.com",
"eventName": "CreateDetectorModel",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.168.0.1",
"userAgent": "aws-internal/3",

"requestParameters": {
"detectorModelName": "myDetectorModel",
"key": "HIDDEN_DUE_TO_SECURITY_REASONS",
"roleArn": "arn:aws:iam::123456789012:role/events_action_execution_role"
.
"responsekElements": null,
"requestID": "cecfbfal-e452-4fa6-b86b-89a89f392b66",
"eventID": "8138d46b-50a3-4af0-9c5e-5af5ef75ea55",
"eventType": "AwsApiCall",
"recipientAccountId": "123456789012"

Bl : CreatelnputiR¥EA T CloudTrail

LT ROIERTERZCreateInput 4 CloudTrail B&E%E.

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalld": "AKIAI44QH8DHBEXAMPLE:IotEvents-Lambda",
"arn": "arn:aws:sts::123456789012:assumed-role/IotEventsLambda-RoleForIotEvents-
ABC123DEF456/IotEvents-Lambda",
"accountId": "123456789012",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-02-07T22:22:30Z2"
I
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
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arn": "arn:aws:iam::123456789012:role/IotEventsLambda-RoleForIotEvents-
ABC123DEF456",

"accountId": "123456789012",

"userName": "IotEventsLambda-RoleForIotEvents-ABC123DEF456"

}

}
},
"eventTime": "2019-02-07T23:54:437",
"eventSource": "iotevents.amazonaws.com",
"eventName": "CreatelInput",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.168.0.1",
"userAgent": "aws-internal/3",
"requestParameters": {

"inputName": "batchputmessagedetectorupdated",

"inputDescription": "batchputmessagedetectorupdated"

},

"responseElements": null,

"requestID": "fb315af4-39e9-4114-94d1-89c9183394cl",
"eventID": "6d8cf67b-2a03-46e6-bbff-ell3a7bdedle",
"eventType": "AwsApiCall",

"recipientAccountId": "123456789012"

R~ : DeleteDetectorModel 4R T CloudTrail

LT RBIERTERZDeleteDetectorModelE/ER CloudTrail BE% B,

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE:IotEvents-EventsLambda",
"arn": "arn:aws:sts::123456789012:assumed-role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456/IotEvents-EventsLambda",
"accountId": "123456789012",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-02-07T22:22:30Z2"
},
"sessionIssuer": {
"type": "Role",
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"principalId": "AKIAI44QH8DHBEXAMPLE",

"arn": "arn:aws:iam::123456789012:r0le/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456",

"accountId": "123456789012",

"userName": "IotEventsLambda-RoleForIotEvents-ABCD123DEF456"

}

}
.
"eventTime": "2019-02-07T23:54:117",
"eventSource": "iotevents.amazonaws.com",
"eventName": "DeleteDetectorModel",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.168.0.1",
"userAgent": "aws-internal/3",

"requestParameters": {
"detectorModelName": "myDetectorModel"
},
"responseElements": null,
"requestID": "149064cl-4e24-4160-a5b2-1065e63ee2e4",
"eventID": "7669db89-dcc@-4c42-904b-f24b764dd808",
"eventType": "AwsApiCall",
"recipientAccountId": "123456789012"

M5 : Deletelnputi4ER F CloudTrail

LR RBIERT E RiZDeleteInputi®4ER CloudTrail HES%E

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE:IotEvents-EventsLambda",
"arn": "arn:aws:sts::123456789012:assumed-role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456/IotEvents-EventsLambda",
"accountId": "123456789012",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-02-07T22:22:30Z2"
},
"sessionIssuer": {
"type": "Role",
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"principalId": "AKIAI44QH8DHBEXAMPLE",

"arn": "arn:aws:iam::123456789012:r0le/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456",

"accountId": "123456789012",

"userName": "IotEventsLambda-RoleForIotEvents-ABCD123DEF456"

}

}
.
"eventTime": "2019-02-07T23:54:38Z7",
"eventSource": "iotevents.amazonaws.com",
"eventName": "Deletelnput",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.168.0.1",
"userAgent": "aws-internal/3",
"errorCode": "ResourceNotFoundException",
"errorMessage": "Input of name: NoSuchInput not found",

"requestParameters": {
"inputName": "NoSuchInput"
},
"responseElements": null,
"requestID": "ce6d28ac-5baf-423d-a5c3-afd009c967e3",
"eventID": "be@ef@ld-1c28-48cd-895e-c3ff3172c08e",
"eventType": "AwsApiCall",
"recipientAccountId": "123456789012"

T~ : DescribeDetectorModel &4 A F CloudTrail

LT RBIERTERZDescribeDetectorModelE4EH CloudTrail H&E% B,

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE:IotEvents-EventsLambda",
"arn": "arn:aws:sts::123456789012:assumed-role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456/IotEvents-EventsLambda",
"accountId": "123456789012",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-02-07T22:22:30Z2"
},
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"sessionIssuer": {
"type": "Role",
"principalId": "AAKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::123456789012:r0le/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456",
"accountId": "123456789012",
"userName": "IotEventsLambda-RoleForIotEvents-ABCD123DEF456"

}

}
.
"eventTime": "2019-02-07T23:54:20Z2",
"eventSource": "iotevents.amazonaws.com",
"eventName": "DescribeDetectorModel",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.168.0.1",
"userAgent": "aws-internal/3",

"requestParameters": {
"detectorModelName": "myDetectorModel"
},
"responseElements": null,
"requestID": "18al1l1622-8193-49a9-85cb-1fa6d3929394",
"eventID": "1ad80ff8-3e2b-4073-ac38-9cb3385beb4",
"eventType": "AwsApiCall",
"recipientAccountId": "123456789012"

7~ : Describelnput #4E B F CloudTrail

AR RBIERT & RiZDescribeInputi®E /R CloudTrail BER B,

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE:IotEvents-EventsLambda",
"arn": "arn:aws:sts::123456789012:assumed-role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456/IotEvents-EventsLambda",
"accountId": "123456789012",
"accessKeyId": "AAKIAI44QHS8DHBEXAMPLE",
"sessionContext": {

"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-02-07T22:22:30Z"
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}I

"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::123456789012:role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456",
"accountId": "123456789012",
"userName": "IotEventsLambda-RoleForIotEvents-ABCD123DEF456"

}

}
},
"eventTime": "2019-02-07T23:56:09Z2",
"eventSource": "iotevents.amazonaws.com",
"eventName": "DescribeInput",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.168.0.1",
"userAgent": "aws-internal/3",

"requestParameters": {
"inputName": "input_createinput"
I
"responseElements": null,
"requestID": "3af64lfa-d8af-41c9-ba77-ac9c6260f8b8",
"eventID": "bc4eb6cc@®-55f7-45c1-b597-ec99aal4c81a”,
"eventType": "AwsApiCall",
"recipientAccountId": "123456789012"

5 - DescribeLoggingOptions &4 HF CloudTrail

AR RBIERT E RiZDescribelLoggingOptionsi®4EHR CloudTrail H&E%E

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE:IotEvents-EventsLambda",
"arn": "arn:aws:sts::123456789012:assumed-role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456/IotEvents-EventsLambda",
"accountId": "123456789012",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-02-07T22:22:30Z"
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iy
"sessionIssuer": {
Iltypell: IlRolell’
"principalId": "AKIAI44QH8DHBEXAMPLE",
" "arn:aws:iam: :123456789012:role/IotEventsLambda-RoleForIotEvents-

arn":
ABCD123DEF456",
"accountId": "123456789012",
"userName": "IotEventsLambda-RoleForIotEvents-ABCD123DEF456"

}

}
},
"eventTime": "2019-02-07T23:53:237",
"eventSource": "iotevents.amazonaws.com",
"eventName": "DescribeloggingOptions",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.168.0.1",
"userAgent": "aws-internal/3",

"requestParameters": null,

"responseElements": null,

"requestID": "b624b6c5-aa33-41d8-867b-025ec747ee8f",
"eventID": "9c7ce626-25c8-413a-96e7-92b823d6c850",
"eventType": "AwsApiCall",

"recipientAccountId": "123456789012"

R~ : ListDetectorModels #&4EA F CloudTrail

UTRHIERTERZListDetectorModelsi&/ERY CloudTrail B&E%H,

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE:IotEvents-EventsLambda",

"arn": "arn:aws:sts::123456789012:assumed-role/IotEventsLambda-RoleForIotEvents-

ABCD123DEF456/IotEvents-EventsLambda",
"accountId": "123456789012",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {

"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-02-07T22:22:30Z2"
I

"sessionIssuer": {
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"type": "Role",

"principalId": "AKIAI44QH8DHBEXAMPLE",

"arn": "arn:aws:iam::123456789012:role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456",

"accountId": "123456789012",

"userName": "IotEventsLambda-RoleForIotEvents-ABCD123DEF456"

}

}
},
"eventTime": "2019-02-07T23:53:237",
"eventSource": "iotevents.amazonaws.com",
"eventName": "ListDetectorModels",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.168.0.1",
"userAgent": "aws-internal/3",

"requestParameters": {
"nextToken": "CkZEZXR1Y3RvcklvZGVsM19saXNOZGVOZWNOb3Jtb2R1bHNOZXNOX2V10OWIKZTk1YT",
"maxResults": 3

},

"responseElements": null,

"requestID": "6d70f262-da95-4bb5-94b4-c08369df75bb",

"eventID": "2d@la25c-d5c7-4233-99fe-celb8ec05516",

"eventType": "AwsApiCall",

"recipientAccountId": "123456789012"

=Pl : ListDetectorModelVersions #&4EMH F CloudTrail

LT RBIERTERIZListDetectorModelVersionsiE/EH CloudTrail B&E% B,

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE:IotEvents-EventsLambda",
"arn": "arn:aws:sts::123456789012:assumed-role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456/IotEvents-EventsLambda",
"accountId": "123456789012",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-02-07T22:22:30Z2"
},
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"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::123456789012:r0le/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456",
"accountId": "123456789012",
"userName": "IotEventsLambda-RoleForIotEvents-ABCD123DEF456"

}

}
.
"eventTime": "2019-02-07T23:53:337",
"eventSource": "iotevents.amazonaws.com",
"eventName": "ListDetectorModelVersions",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.168.0.1",
"userAgent": "aws-internal/3",

"requestParameters": {
"detectorModelName": "myDetectorModel",
"maxResults": 2
.
"responseElements": null,
"requestID": "ebecb277-6bd8-44ea-8abd-fbf40ac4see",
"eventID": "fc6281a2-3fac-4ele-98e@-cab560b8b8be",
"eventType": "AwsApiCall",
"recipientAccountId": "123456789012"

7~ ListDetectors #&4EFF CloudTrail

LT RPIERTERIZListDetectorsiEfERY CloudTrail BES B,

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE:IotEvents-EventsLambda",
"arn": "arn:aws:sts::123456789012:assumed-role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456/IotEvents-EventsLambda",
"accountId": "123456789012",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-02-07T22:22:30Z"
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}I

"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::123456789012:role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456",
"accountId": "123456789012",
"userName": "IotEventsLambda-RoleForIotEvents-ABCD123DEF456"

}

}
},
"eventTime": "2019-02-07T23:53:547",
"eventSource": "iotevents.amazonaws.com",
"eventName": "ListDetectors",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.168.0.1",
"userAgent": "aws-internal/3",

"requestParameters": {
"detectorModelName": "batchputmessagedetectorinstancecreated",
"stateName": "HIDDEN_DUE_TO_SECURITY_REASONS"

},

"responseElements": null,

"requestID": "4783666d-1e87-42a8-85f7-22d43068af94",

"eventID": "@d2b7e9b-afe6-4aef-afd2-a®bble9614a9",

"eventType": "AwsApiCall",

"recipientAccountId": "123456789012"

il - Listinputs#®¥E A F CloudTrail

LR RBIERTE R ZListInputsiE/ER CloudTrail BE%R B,

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE:IotEvents-EventsLambda",
"arn": "arn:aws:sts::123456789012:assumed-role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456/IotEvents-EventsLambda",
"accountId": "123456789012",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
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"creationDate": "2019-02-07T22:22:30Z"
.
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::123456789012:r0le/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456",
"accountId": "123456789012",
"userName": "IotEventsLambda-RoleForIotEvents-ABCD123DEF456"

}

}
.
"eventTime": "2019-02-07T23:53:577",
"eventSource": "iotevents.amazonaws.com",
"eventName": "ListInputs",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.168.0.1",
"userAgent": "aws-internal/3",

"requestParameters": {
"nextToken": "CkhjYW5hcnlfdGVzdF9pbnB1dF9saXN@ZGVOZWNOb3Jtb2R1bHNOZXNOZDU30GZ",
"maxResults": 3

.

"responseElements": null,

"requestID": "dd6762al-1f24-4e63-3986-5ea3938a03da",

"eventID": "c500f6d8-e271-4366-8f20-da4413752469",

"eventType": "AwsApiCall",

"recipientAccountId": "123456789012"

5 - PutLoggingOptions #&4EF F CloudTrail

AR RBIE R T & RZPutLoggingOptionsi® M CloudTrail B &% B,

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE:IotEvents-EventsLambda",
"arn": "arn:aws:sts::123456789012:assumed-role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456/IotEvents-EventsLambda",
"accountId": "123456789012",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"attributes": {
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"mfaAuthenticated": "false",
"creationDate": "2019-02-07T22:22:30Z2"
},
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::123456789012:role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456",
"accountId": "123456789012",
"userName": "IotEventsLambda-RoleForIotEvents-ABCD123DEF456"

}

}
},
"eventTime": "2019-02-07T23:56:437",
"eventSource": "iotevents.amazonaws.com",
"eventName": "PutLoggingOptions",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.168.0.1",
"userAgent": "aws-internal/3",

"requestParameters": {
"loggingOptions": {
"roleArn": "arn:aws:iam::123456789012:r0le/logging__logging_role",
"level": "INFO",
"enabled": false
}
I
"responseElements": null,
"requestID": "df570e50-fbl9-4636-9ec@-el50a94bc52c",
"eventID": "3247f928-26aa-471le-b669-e4a9e6fbcs2c”,
"eventType": "AwsApiCall",
"recipientAccountId": "123456789012"

5 - UpdateDetectorModel #4EF F CloudTrail

AR RBIE R T E RiZUpdateDetectorModeliZ4EH CloudTrail B&%H,

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE:IotEvents-EventsLambda",
"arn": "arn:aws:sts::123456789012:assumed-role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456/IotEvents-EventsLambda",
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"accountId": "123456789012",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-02-07T22:22:30Z2"
},
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::123456789012:role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456",
"accountId": "123456789012",
"userName": "IotEventsLambda-RoleForIotEvents-ABCD123DEF456"

}

}
},
"eventTime": "2019-02-07T23:55:517",
"eventSource": "iotevents.amazonaws.com",
"eventName": "UpdateDetectorModel",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.168.0.1",
"userAgent": "aws-internal/3",

"requestParameters": {
"detectorModelName": "myDetectorModel",
"roleArn": "arn:aws:iam::123456789012:ro0le/Events_action_execution_role"
},
"responseElements": null,
"requestID": "add29860-c1c5-4091-9917-d2efl3c356cf",
"eventID": "7baa9al4-6a52-47dc-aea@-3cace@5147c3",
"eventType": "AwsApiCall",
"recipientAccountId": "123456789012"

5l . Updatelnput#4#E AT CloudTrail

AR RBIE R T E RiZUpdateInputi®4ER CloudTrail BES%E,

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE:IotEvents-EventsLambda",
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ABCD123DEF456/IotEvents-EventsLambda",
"accountId": "123456789012",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {

"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-02-07T22:22:30Z2"
},
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",

ABCD123DEF456",

"accountId": "123456789012",

"userName": "IotEventsLambda-RoleForIotEvents-ABCD123DEF456"

}
},
"eventTime": "2019-02-07T23:53:00Z",
"eventSource": "iotevents.amazonaws.com",
"eventName": "UpdateInput",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.168.0.1",
"userAgent": "aws-internal/3",
"errorCode": "ResourceNotFoundException",
"errorMessage": "Input of name: NoSuchInput not found",
"requestParameters": {

"inputName": "NoSuchInput",

"inputDescription": "this is a description of an input"

},

"responseElements": null,

"requestID": "58d5d2bb-4110-4c56-896a-ee9156009f41",
"eventID": "c2df24la-fd53-4fd0-936c-ba309e5dc62d",
"eventType": "AwsApiCall",

"recipientAccountId": "123456789012"

7~ : BatchPutMessage #&4EFF CloudTrail

AWS loT Events AILAfE A CloudTrail £ # THIEFE APl BERiEF, RAIE

dBatchPutMessageBRERMT BXBIFEBEHHFHMES.

arn": "arn:aws:iam::123456789012:role/IotEventsLambda-RoleForIotEvents-

arn": "arn:aws:sts::123456789012:assumed-role/IotEventsLambda-RoleForIotEvents-
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{
"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE:PrincipallId",
"arn": "arn:aws:sts::123456789012:assumed-role/my-iam-role/my-iam-role-
entity",

"accountId": "123456789012",
"accessKeyId": "AKIAI44QH8DHBEXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::123456789012:role/my-iam-role",
"accountId": "123456789012",
"userName": "sample_user_name"
.
"attributes": {
"creationDate": "2024-11-22T18:32:417",
"mfaAuthenticated": "false"

}

}
.
"eventTime": "2024-11-22T18:57:357",
"eventSource": "iotevents.amazonaws.com",
"eventName": "BatchPutMessage",
"awsRegion": "us-east-1",
"sourceIPAddress": "3.239.107.128",
"userAgent": "aws-internal/3",

"requestParameters": {
"messages": [

{
"messageld": "e306d827-b2e4-4439-9c86-411d4242a397",
"payload": "HIDDEN_DUE_TO_SECURITY_REASONS",
"inputName": "my_input_name"

}

},
"responseElements": {
"batchPutMessageErrorEntries": []
.
"requestID": "cefc6b63-9ccf-4e31-9177-4aec8e701lbfe",
"eventID": "b994b52c-6011-4e3c-ad5f-e784e732fde",
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"readOnly": false,
"resources": [

{
"accountId": "123456789012",
"type": "AWS::IoTEvents::Input",
"ARN": "arn:aws:iotevents:us-east-1:123456789012:input/
my_input_name"
}

1,

"eventType": "AwsApiCall",

"managementEvent": false,

"recipientAccountId": "123456789012",

"eventCategory": "Data",

"tlsDetails": {
"tlsVersion": "TLSv1.3",
"cipherSuite": "TLS_AES_128_GCM_SHA256",
"clientProvidedHostHeader": "iotevents.us-east-1.amazonaws.com"

}I

SHMIIE AWS loT Events

ETHRREBTRESAIURAEE , BSHAWS RS “REAIT KK DHEE" ", RFEFEEHERN
BHEMITR. AWS RS AXx—HKREE , BSHAWS &M HAWS,

A AEA FRE=HFIHRE AWS Atifact, BXESEL | WSHHM TRIFE" FH AWS
Artifact,

B AWS RS R EAREBR T ENBENERBME, BRATNEN B R UK E R ERENE
Mo AWS RE T U TRIRKRAEBSZIASIMLE

« Security Compliance & Governance : X&fRFREEHBIEMITIC T RWEREIR , HER THEX
MM ENEIREN TR,

- fFE& HIPAA EXRHRFSE : SILAFE HIPAA ERBVRS . HIEFRE AWS RS ABRFE HIPAA
T,

« AWS EMFEIRAWS — tk TEZNIEMERREER TERMENTLRNAEBRX,

« AWS EFEHliE —NENAETHREREEN, XEEFLETRIFHVRESRK , AWS RE
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- EAAWS Config FF & A & f5F F AN T4 %R — % AWS Config RF TSN B REEE S K
BELRFENIRE, TLIESHHMEMR,

« AWS Security Hub— X AWS RS iRt T @A BLLRSNLEUE AWS, Security Hub Bid &
£ ERFBEITEEN AWS BRAREHREFELETUIVENRESRK., AXIXERFSREZES
EBHEMFIE , SR Security Hub 2 #liEHES E,

« Amazon GuardDuty — BB ¥IREH AWS IKFIRERREFETRABEED , K AWS RS
BNEHN ITEAR., RRENIBEDRONEBERM. GuardDuty BIHERLEESHMERENAENAR
RNER , JUBSHEFERTHEMNEER , fila0 PCIDSS.

« AWS Audit Manager— X AWS RS A ARS B B4 s it AWS SEAER , M fai{bXUBS & 38 LA K
Y EMRFITAFRERN SR,

¥ AWS loT Events

AWS £k EfRERE S AWS XEEMTAXMEN, AWS XKERAESANEYE FM BREN T
AX , XEAXBELEREK. FHESAETREENNEEEE—E, FIATARX , B LURIT IR
EETRXZ BT B SAMEEBNNARFIRERE, SEENENRSIRERLEMEE
M TAREEESNTAY, REENATT EX.

AR AWS XEMAAXMNESEE , BERAWS £REM IR,

hREMIEEEZ S AWS loT Events

ER —IEE RS AWS loT Events , ¥ AWS £ERNEXZ MR, BXx AWS T2 RS AR A
AWS R EMZENER , BSHAWS =% ¢, EFAEMEREZSWRESTERFRIZITERN AWS IR
¥ , #2019 S AWS ecurity Pillar Well-Architected Fram ework A8y &A1& HER .

B LAMER AWS EX R API A AWS loT Events B MG 1TIHE, BFRLNZFHUATAHES :

- RBBEREMMN (TLS ) o HANERMFEA TLS 1.2, BIEA TLS 1.3,
- EEZ£EMBIRE (PFS) WHBEH |, 610 DHE ( a8t Diffie-Hellman ) 5 ECDHE ( Il B4 & #h
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& AWS RS EH.

EERREGRSES , FEIEROBEHEPRERIER. BXEZER , 551 (Service Quotas
BAFigr) FRESRIEME .
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- EER/H , FRURERNWANFTESHLTRME—/,
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FRICIBRYE IR AWS loT Events

ANTHEEEMARRNBEENBA , EALEEFECSHTHBEURENERAIBELEEFENR
o AEBS ST BHRE U B 204 B AR

R E AR

REEZREB UTENF X AWS loT Events HIRFEITHR |, HIARARE. AIBEEHIMRHAITD R
XELETSHERENRRNSFETA. EUREDEIEHERRIVRERIRER B Z TR

B EHEEBENN MR —NALEE, flm , BUNBAEL —RIRE |, UHBBREREIE
BRAEXERMANRE, RNBUWENESXBARUE-ATRZENFERNIAER, A -AESLMR
X8 B AR SEMEMR,

ST DR B SR AR E R RANEIL TR |, AR D RMBERRA | I& 7] BUE AR 2 HI %7
RAVTARIRPR |, ZAWS loT (FFREERE) FHEL IAM EK#EHAREFR,

NEFER , PIRZEREERT AWS Management Console 2t 7T —f&Ed, S—MAXRUIENER
BE, BXEZELR , 2 (RX AWS RRNGSHEESFAFER) PHRSEHEBSEAD

B a] LAEFH AWS CLI F1 AWS IoT Events APl 2 IBFR&, BIEFRER , BaEALTHS
H"Tags"FE , FrX SR N S E R F i A BEREX :

* CreateDetectorModel

» Createlnput

BRI MERN TSR IR EHN AR FRM, 15X BRIRE

« TagResource
» ListTagsForResource

« UntagResource

BRI ME SR ZANE | BT ARER B BRFTRNARE, SRR ENERANZNFZRS , BRT
RERHIRNZE, NRAMPFENRBEZRF LAGRENENEE , HERSBSRAE. WRBBRE
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FREEAAIR 253


https://docs.aws.amazon.com/iot/latest/developerguide/tagging-iot-iam.html
https://docs.aws.amazon.com/tag-editor/latest/userguide/gettingstarted.html
https://docs.aws.amazon.com/iotevents/latest/apireference/API_CreateDetectorModel.html
https://docs.aws.amazon.com/iotevents/latest/apireference/API_CreateInput.html
https://docs.aws.amazon.com/iotevents/latest/apireference/API_TagResource.html
https://docs.aws.amazon.com/iotevents/latest/apireference/API_ListTagsForResource.html
https://docs.aws.amazon.com/iotevents/latest/apireference/API_UntagResource.html
https://docs.aws.amazon.com/whitepapers/latest/tagging-best-practices/tagging-best-practices.html

AWS loT Events FEANGIER

PR PR
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- BNMNRRHREH LR - 50

- BRREKE - 127 4 Unicode F%F (XA UTF-8 #8=)
- BRREKE -255 4 Unicode F%F (XA UTF-8 #§=)
- FERENEX S KNE,

« BOESZEMBEREA aws: "7IR , RACEREM AWS EA, BT EHRE M BRI ATR
MREBMBE. ERLIENIRETITASNRFENREHRS,

« MEHFRZFRANS MRS ARER , FiLBEMRS TN SN FHERS. BEAFERAN
FRHEE TR UTF-8 BRARTHFR, ZRIBFURATREFRF +-=._1/ @-

1AM KB E AR

A LATE AT AWS loT Events APl ##/ERY IAM SREEP R A E THREN R BRERNE, X A1 E F i3z
SRR, 1EiE A mMERIR,

£ IAM policy F4F Condition jt¥& ( B#4E Condition 3k ) EUTRHLTXRMELSFERAX
ETREREEFAFHE (R ) -

- £/ aws:ResourceTag/<tag-key>: <tag-value> Al R HIEL T ENRSHERLNAF
B,

- £/ aws:RequestTag/<tag-key>: <tag-value> WJEREXR HAIEBRIERA TN TR
APl IEREERA ( HAER ) HEFRZ,

- £/ aws:TagKeys: [<tag-key>, ...] AIERERHOUIETEXAFHFENEIRET APl ER
RER (HFEA ) —ABEERSE,
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IAM RBEHF IV £ T XRMNESCER FEBFIEN B ROIFRFTRLES AL AWS loT
Events #1E,
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AWS Identity and Access Management Fi P i§r Y AR F 5 MR B 2B X FERARSN I
EE. ZIEFEM IAM JSON XS EZH P22 E IAM HH9 JSON KM tE, TEMITHESENIEME
. R FRB

UTREROINAMNETIRENRS, ZUHRERBIOA,

o TERNBRBRREIEL ‘env=prod” ( ERBIF , iHZ T "aws:RequestTag/env" : "prod"

o TEEHRRHREENERZ ‘env=prod’ &R ( ERHIF , FESHIT "aws:ResourceTag/
env" : "prod" ).,

"Version": "2012-10-17",
"Statement": [

{

"Effect": "Deny",

"Action": [
"iotevents:CreateDetectorModel",
"iotevents:CreateAlarmModel",
"iotevents:CreatelInput",
"iotevents:TagResource"

1,

"Resource": "*",

"Condition": {

"StringEquals": {
"aws:RequestTag/env": "prod"
}
}
},
{

"Effect": "Deny",

"Action": [
"iotevents:DescribeDetectorModel",
"iotevents:DescribeAlarmModel",
"iotevents:UpdateDetectorModel",
"iotevents:UpdateAlarmModel",
"iotevents:DeleteDetectorModel",
"iotevents:DeleteAlarmModel",
"iotevents:ListDetectorModelVersions",
"iotevents:ListAlarmModelVersions",
"iotevents:UpdateInput",
"iotevents:DescribeInput",
"iotevents:DeletelInput",
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"iotevents:ListTagsForResource",
"iotevents:TagResource",
"iotevents:UntagResource",
"iotevents:UpdateInputRouting"
1,
"Resource": "*",
"Condition": {
"StringLike": {

"aws:ResourceTag/env": "prod"
}
}
.
{
"Effect": "Allow",
"Action": [
"iotevents:*"
1,
"Resource": "*"
}

RN EEREREESMEE , FERFENBEEIRD , MTAR,

"StringEquals" : {
"aws:ResourceTag/env" : ["dev", "test"]

@ Note

MREETHEAFRIELAFIHRIZR , WAREREXIEL A XA R FR R st Ml BRix
ERENEED. B0, AP R 8 R RIS RS SR PR FIHHIRG EIR T R ER.
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BRIRTT B
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ARESBSEWEIRETIFENB[EEEUNRE, BELEF 7 20, ACBEFREEFREREE
Ro

BRAEAR R R (RRRAFET )

LW R, BRNSRTEM R RETITEEFIRS

FRIRTT B

RUFFRNEENFZHREANITEEREANHRE,. MRERTEHRE , WEERT false BT 2
ik action RERANEHPIEEN nextState, BXEZER | BSRKXERERIEE,

BREMAERN (EREER )

HAERAREAPHNEERIEEER , RUBFBF2MRIREISHELR.

MM BR B R ) 85 45 B 3R B EE # 258


https://docs.aws.amazon.com/iotevents/latest/apireference/API_UpdateDetectorModel.html
https://docs.aws.amazon.com/iotevents/latest/developerguide/iotevents-conditional-expressions.html

AWS loT Events FEANGIER

BRIRTT B

MRERNonInput, onEnter, HonExitEFHsetVariable , NIE L a4 B AN T E
fAlcondition N R EAHE. HR , RAESESNABREZRE —EFEA, BB RENFE
HENigEevaluationMethodZ ¥ , LAESRITH., IR FevaluationMethodi®EHSERIAL ,
NZREBENELNFEHRTEH TEEHEYE. IR FevaluationMethodiZREHNBATCH ( BRiA)
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BREERATHERINZE. macOS AF AREEEH 4 OpenSSL,

InvalidRequestException JH &

L H 2R $T #HiF InvalidRequestException BT3B B
T CreateDetectorModel , UpdateDetectorModel APIs.

BRRTT B

BEFEUTHE , UBPHRREOE, EXELEER , 5
¥ CreateDetectorModel fMlUpdateDetectorModel,

- BRAERNFERAsecondsHdurationExpressionfENSetTimerActionfiS#,

- FEHRENdurationExpressionFHEREZXER. FHEXREIXTUTERF. TE
($variable.<variable-name>) S A{E ($input.<input-name>.<path-to-datum>),
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Amazon CloudWatch H#&action.setTimer4siz

AT LLi% & Amazon CloudWatch Logs k¥ AWS loT Events #RMESE R, AT 2EEEA T
£ B AWS loT EventsE lLE1Raction. setTimer,

« HiR  BEFB A <timer-name>MITEIEBRNIFEM B REXRENHF
FRIRT B

HREMNdurationExpressionFRBRAXAUERNBT, TATEAEMBIERE , AR
=T

o $8IR - B R <timer-name>KIit TRV IFER B RERXNVITELE R KT 31622440, RBRAEBRME |
BHRENFENBRERXENT 60 F 31622400 ZBEHE,

RRFR
FREITRBHFER BN TFRETF 31622400 B, BEMENITEERBA TS ANRIBZBEMNE

o §EiR - B R <timer-name>KIiTITBIMNIFER A REXNITELR/NT 60, NARERY | HHEEFR
B LR ERERNIEN T 60 M 31622400 2 HHIE,

RRFR

BRUTASFRNEFENAATRET 60 ¥, FENANTESRATEANREIINEYR.

« HiR 1 BA<timer-name>MITHRIBRNVEFENEAREANEREETE. REXEEN, WABKN
MBEEE  UBREIATIHARZENAAE,

fRRTT B

BRENFHERAXSIATHENZENRAE, FREXXXTUTEHF. TE
($variable.variable-name) M A{E ($input.input-name.path-to-datum).

o iR TEREBN<timer-name>MIitaiss. BRELEWIFEFNBERER , ARER,
RIRF R

BEEESetTimerActionRELBREIEE T EBHNSH , ARBRIZEITHTEE,

EXEZEER , BSF KX AWS loT Events #FN 23 B 54 /5 | Amazon CloudWatch B &g .
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Amazon CloudWatch B354 iR

BA L% & Amazon CloudWatch Logs K¥#E AWS loT Events RN ESEE LA, T REBEEER
EE AT E UK AWS IoT Events E LS IRFI B S,

« HiR  RINEERBLEHREREN, BREEL|H, AABHNBIERESIATIAEZENAEA
B, i, BRIUEBRABRNKNRENT 1 KB, IBRAHBNZARFRN.

FRIRTT B

BREALBNZTEEN, AASHNBERE. NRBEERABAT 1 KB, BN
HiRHE

« WX BRINEEBEN <action-type>BRNBHNABRER, MAFEEBNABTRER,
R B

NBREXNTUEEFER/SE ('string')., B E ($variable.variable-name), B AE
($input.input-name.path-to-datum), ZFFRBE , UREE ${INEHE,

« BiR  BNABRKRER {expression} BN, ENXMAELEN JSON , B ATIEE AWS loT
Events —MTEZRNFHEHNRER,

RRAR
MBEENREZEREN JSON , N AWS loT Events B AR ERS EFTUNENRERITERNFZH
B, TELRTEBAGREIEF. WRBIEKY , BHESKBILEIRER,

- BE . LBRESHT , ERNETEFREABNHNAEREXNRENERE JSON, EXHWERATE
# JSON,

RRAR

MBHEFGEMAEEBENR |, FHEE AWS IoT Events AILUHEEREW AR R AR ITHHERDN
JSON JSON, AWS loT Events Bl{# AWS IoT Events T2 FABREIRTEENBERH JSON |, 1
KB TIERE,

EXEZELR , BSHEIF KX AWS loT Events HRMI2FE T 8 /5 F§ Amazon CloudWatch H &2 .
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BIERBTRE

HE  BUTRAXHKRE T FHFBEN<inferred-types>HiERa
[<reference>] : <expression>

PSS

BRI ERVERTREEATE—RE :

- BB ANITEEREREXPHEMBRERTRE.

- TXREZERBHBZERRE,

HEERSAPEASIAN , FREUTRAR :

o HEBFEIRHEFN—IHSPEEFNRERN  BRESIANAMBEREREIRE,

Flan | EUATRIERNSF , B 2 B == M Q& SEFVIRER. T BRISERR
A& , $variable.testVariable + 1 ] $variable.testVariable4 5| A& MK,

Lo, B 1 REEEF+IRER. Bt , $variable.testVariable 45| K DK,

‘$variable.testVariable + 1 == 2 && $variable.testVariable’

- HEERSIRENMEEARBNETEN , FRRZREISESI ARRIERE,

Blan , BLF timeout("time-name") MBEBEEHFENGI SN FRHFHENELE, WREMASIAE

Rtimer-nameld , MAREANE| S5 BEHFE,

timeout("timer-name")

(® Note

Xt Fconvert(type, expression)B® , MREERASIAENtypeE , NI ANITELS

R RStringDecimal, ZBoolean,

BEXEZEELR , 3 AWS loT Events RIAR P AT ENSE,
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[ &EHE XM AWS loT Events

HE  TEOYBRMNEHRIZER

IR 2

HIME RNV ERNT -

- WMAHEAMAHE T EE Input attribute Key,
« Input attribute KeySHAEXFIEEHN JSON BEFRE,
- BAHEES AWS loT Events i A E L H R FITHL

® Note
His RSN BFE R E S HI KK,

Example

flan AWS loT Core , FEH , AWS loT ANFEM , HERUTEE Verify the Input
Attribute key.

EFRFRXNEE , FRARRM A REEH SRS AWS loT Events BIAE X BInput
attribute KeyfUELE., BXEZEER , BZEETRTHEZQERH A AWS loT EventsBA T #E a01d]
TE S AWS loT Events #i A,

B 7E Iz 17 20 A X R 25 48 B 1T BE BERR AWS loT Events

AWS loT Events 7o [ #2748 B & S ABURED Al 0 AT IRV IR M SRR B H E D4R AWS loT
Events HUTARTFTRH — RIS M AR ELNRNB[ER, WSRHEHRBRS RIELCE T2WE
B, BRFERIINMULE  UEESTURELRDNEE RN B REFNEERE, BRENHFN[RE
ML ERRRENEENESER , FS5H WIRNFERE S M AZH{ES AWS loT Events.

& LAMER AWS loT Events ###|&. APl, AWS Command Line Interface (AWS CLI) 8 AWS SDK
EFERNFEI S LN IEIRE R

(@ Note

« ERAERNB[ER 271, XTUEEFRBHEIR,

6] %3558 B &M AWS loT Events 263


https://docs.aws.amazon.com/iotevents/latest/apireference/
https://docs.aws.amazon.com/cli/latest/reference/iotevents/index.html
https://docs.aws.amazon.com/iot/latest/developerguide/iot-sdks.html
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- BNBUGEESHNEPERRNBER G, TEFEEARDLENTI. BN, HFN
BRI B A RETT R R TR TR,

s RZUHEA 10 Mo R TF RUNNING RS,

ETHNADHENFZER | FSHE 2 MENUBIEE AWS loT Events ( #Hl& ) = £ AWS loT
Events (AWS CLI) o AR ssEH

FH

- NENFBEE S AL HIEE AWS loT Events

o DHIRMEZERE AWS loT Events ( #2#IA )

« £ AWS loT Events (AWS CLI) #o #riRN sg & F

AR B3 8 5 A F 12 BT {5 2. AWS loT Events

FRABER S TRELL T IZHES -

« 3 - DWERNTERRA . BRETFEMELD  IWERI A=A

« {55 (INFO) - ERERGFERNBEEPN —NEEFR. XRERBEEFAFELARET
o

« BE (WARNING) - BEHERSREHINITTRSISFEHRNBRE LI RTN FR, RMNEBUE
HEEFHRRRERRNB[ER 251 , AEFESHRILENT. BN , HUBRER TRITER

T,

* %1% (ERROR - fHRGERSBHEHEN B[ EH P RIANAZ, JEZHRBHRVB[ERR , AWS

loT Events 2 BFIHITXA D, ERBHRNB[ER 25 , XTEEFRBHEIR,

- & - BETATERNSZERPEVAHRIMERSIANFENER. LEBETHERSER.
SUEEHEH. BHEBHMREN (HW0 in state TemperatureCheck in onEnter in
event Init in action setVariable),

« RE - WERRE, sHREZHUTILE

 supported-actions— AWS loT Events AJ AER N B EESHR I BEEH A ARE, &9
DENABREUAERITHSERRETE , FEFHRBEBREZNEM AWS RS, E AWS REEERES

By AWS X1 , B4 EEER T Eit AWS RSSRVERE.

« service-limits— RZEH , B ARE , REMN AWS KF RSB RBIRIENRAHEZRND
WE, RIEZEHE , BN , BIMEFRXEREN, BEENLIZER , BAAEHIFEN[ER

ZHER
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BLE B2 REI SR EEME . ST EREMELERS , BEM - LEFLEEM. BXES
8, FZH B,

« structure — IFNFERLNEEFRBELENWAY , HIZIRES , HIERE AWS loT Events ZIFH 4
., BUNBEBLNZEDLER RSN —NETEMABRBEURVNEEEHNEYS. SRNFSH
B, JRAUBSERESTER T —MNRESHATURARE, IEEH4HAITESH., SESHLAEIST
— NEH ARIRES,

« expression-syntax— AWS IoT Events $&it 7 ZRE QM EM RN B RN IEEEN ST E.
BRI UERKIRPEAXT,. CEF, B, s|ANERER,. EUUFEAREXAREEXFE , 1
AWS IoT Events AIAEIEEREBZANRAXRE, BHREXALMNEF/AAENEEL. BXES
B2, BZ2H BTHiE, BRALESHEENRER,

RN B E R RIX X AWS loT Events ATLAS| R4S EMNBIES FIR.

- data-type— AWS loT Events X#FE#H, NKE. FRBENHREIEXRE, R AWS loT
Events JAERAZAREDE BN F—BBEXBENBFEHRN S —BIEXE | MIXLEHIEEX
HERBH,

(® Note
- BERR/DBERM—F AWS loT EventsXIFMRABIERE,

« AWS loT Events T2 ITEERRKRIER , AN AWS loT Events T EFBRE RN FZRT
B

- referenced-data — ATEE RN B[ EEFS|ANEIE K RAETEFERXEHRE, Filwm
WMRE[M DynamoDB RAXEIE , MMAAEENL —NEIHREBNEE | REFRERER
($variable.TableName) FEHAZEE,

- referenced-resource — FNB[EHFANRRELANATH, BRUREENLER , R
BFEgEFERTE]. flin, EEQRFEN[ERDULEBEENEE, DMEEL—NAA
($input.Temperaturelnput) , FEANBERFEEAHIRERMNSEER K AETeEEH

$input.TemperatureInput.sensorData.temperature K5 RAEE,

BSEUTED , FHERFITHEDR , HBEIFNSFERN DRI T RENBRA R,
X FR A RN 2548 B R F 1T HUPE HERR AWS loT Events

LERRBERBEHAEXRNFERNOWES , AFETRERRIIAERMEXI L, EHXLHSEMER
Y ERIR 5 SRR BEBR IR BR 8 B A9 5 iR o
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AWS IoT Events

HEMEERTS =

Location

supported-actions

service-limits

structure

FRARIEE
expression-syntax

data-type

referenced-data

referenced-resource

Location

‘@8 Location HXEENOMERI NI T£
c HE -@EEXIMERNWEMER, 1
HIRESIR

'Li/ﬁ
XOULURER, BE3
BARFR . MREBIEERIERIE AWS loT Events HEIFX#F , N ATeES N EI LR
F

Eﬁiﬁ% o
supported-actions

58 324515 AP R R R A Al R IR B RV R 4F AWS 0T Events,
ae

FioHB. AREXE

supported-actions XEEN T MERTNUATHIRER
HE  EENPFELTRNIRERE
RRAR . MRES

L)
& nIRe
DHEE

action-definition,

BVIR/E AWS loT Events HBEI 715 , MBS R EILEEIREE, BXZXE
HIRESIR ) 3% 5 7E AP OBGE M Ak & IR VERV IR /E AWS loT Events,

« JHE : DetectorModel EX Haws-servicel®E , Bzt XA X HFiZaws-servicelRSFregion-
name.
BRER . IREEENREZIE , B ZREELSHNHEXAT T H AWS loT Events , &1
él&ﬂlﬂ: FioHE, HBEHMEZMXAT AN AWS RS AKEBHER |, ARt kEXTE R, BiE
TMAFE AWS loT Events AR BIEEFE AR AWS RS EZFHME R X,
service-limits

A& service-limits #X{E

BEHNOMERNNUTHIRESR
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« HE  BREAPATHNABREREE T event-namekt FIRSHEHcontent-expression-
sizeFT ¥ PR&BIstate-name,

BBRAR  MRBEABHNABTRERXKRT 1024 74, WARSBWILEIREL. ARNRABTRE
ARDPHRZAN 1024 FH,

« HE  MNBEEENF ATFVRSHES TRFlstates-per-detector-model,
RRAR  MREBWFENF[EEARSET 20 N, MATgEL KRB LERES . HFNSFERSZOH
A 20 MAE,

« SHE : it 88 LRt B timer-name I E Y Aminimum-timer-duration L%,
ARBR  MRIUTFRENFENELT 60 , NAgESKREIEIRERE. BIMNBWITESSNFER

[E] RI7E 60 % 31622400 ¥z, MREEE IR B[EFLENANRER , NIFENBREXNITES
RETEANREINEL,

« SHE  BNEBEHATNBRERERY THRMNB[EEE Lactions-per-event A HYBRFl
BRAR  MREBHNREEBT 10D, B2 REILERES. X THEUSZERPNENES
BZAA 10 MRE,

« HE 8 MMBATHYESHEERS THRMEERE L transition-events-per-state
Y BR 1,
BRAR  MR—MREEFES 20 MNEESH , WAL KREILERER. FUSRERPHNESMR
ARZUHEE 20 MNIEEH.

« HE MDA EHBEBET THRNSB[EBEE Levents-per-state P HIPRH
BRAR : MR—MNREEES 20 MNEH , B2 REILAEIRERE. FNHIERPHNEMNMESK
LA 20 NEH,

« SHE  AIEENMNHAXRKNSARNEFZERKE TS BIRE, WAinput-nameH
Fdetector-models-per-inputiRNFER R,

BRATR  MREZ R ARBIEST 10 MRUBFER | NARSBIILESHE . BRZSTLU
10 M EINHFN B[R E S BN RN BFAERARREK

structure

@8 structure HXEENIMERN MU THEIRER -
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« HE IMETRRAEN T —#MERE  BRIMNT —NEBnumber-of-typesKEBHZ{E, BFH LM
HIR1E,

RF R MRIEER AP BERGEZBNERRUFEE , EENZRPEETHIHSMRE
ML W B EIREE . BASEN —4H Action R, BWRFEMRERE N —NEIHATX
Ko

« HE : TransitionEventtransition-event-namedEEFREFEENIRDS, state-name

BERFER - R AWS loT Events FELESHEIAN T — MRS, WA KFIERES .
RENLT F—MNREHBAT EBAVRES B

 HE  BE—/1MHEWIRASEF : DetectorModelDefinition B3k ZElstate-name®Bnumber-of-
statesBEERNBRIRE,

BRER  MREN —ARSMRSERARNEN , WARSKEIRERES . BERIEN
SREHPNEMRSEEE -BNR. REBEMLAER 1-128 N F/F. BRFR : a-z. A-
Z, 09, _( TX%)M-(EFH)

« GHE  EXEEYHIRA initialStateName initial-state-name Xt Rl
BRAR : MRVBRESBMTER , B2 REIBERER, EMAZNEZE , FNB[ERGR

B8R (7T ) KB MATRE , RUB[ERL VI ER T — MRS, BROBRSEHREEE
SURSHWERR , HESWMA T EBHNER,

- HE  BNSBERE UMM E—NFREFERAZEL — M A
BRAR  MREREZGPEERA , WARELKKEILER, BUAEED—IMNEZETERAED—
N A. BN , AWS loT Events FiF{fE& AR,

« HE  REEEFREVBRIFLMNERER, SetTimer
RAR  MBEEBRNITASERENEER seconds # durationExpression , N AJEE & W B b £51RH

B, BHRER seconds = durationExpression £ SetTimerAction WS, EXEZ
E8 , 2@ AWS loT Events APl ZZH ) SetTimerAction,

« ER  WNBERPRWRELELR. RERHRENSFM4.

BRFER  MRENBFERDWEMRETEZTR , NZBHOFATEN false. RETSRF
EHNERS  BREUTES RN true. SEHBIRMAITENR true B, RIENTF LA,

- HE  EEREGRARY , BXTERAITISRTHEEN.

FRRTTHR - HHIBTE—FRES , AT LAREU ABMEAYE -
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AWS loT Events FRARIER
- SIREIFTEY 3 AES
- HENBPHITeIRETH,

NERERE AN FERN XYW AE TR, BERGPBER
triggerType(“Message”) BREWAR , MTFR

RN BRE R P I AR RIA SR
if ($input.HeartBeat.status == “OFFLINE”)
XUFUTFHR :
if ( triggexType("MESSAGE") && $input.HeartBeat.status == “OFFLINE”)

Hrp X triggerType(“Message”) BB BAARERHFHPRUNM B A ZBIHITH, BIFE
AiXMER |, triggerType("Message") EHEMWITEL RFE RN true H BB BRI W ABHNSTE,
BX triggerType BBAZEMNESZER |, IBEAWS loT Events (FRARIER) B “Fixx" o
F¥ER triggerType

- HE  BNHFENBRREPRRETEZTR. REQSFBSEIAFRSHN &ML,
BRITR  MEFRNBEEAHNEMRESTAE |, VSBUEADER RSN ZMETMENR false. 1

EHFRNBRRE P EANDERZA TERESHFARE TGN true , XHEAEIVRSHAIZRN T
Al

« HE D UTRSREIH R RS S BREBINBENHEE

RFE  ABLEENRERNFEER TR IHMHAREBEANABRENEENTRRES , BERE
FNBFERNRETERAXN triggerType("Message" ) RMBW AR , M TR :

RN R B P IE VAR R Ia SR AT -

if (timeout("awake"))
SECARBTUTRENFAF

if (triggerType("MESSAGE") && timeout("awake"))

Heh X triggerType(“Message”) ERBMIAH S FE R4 RIEHNDNGHE A Z BIH T,
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S R AT B IR BRI BR B B 1T A BRIRAE | MTBR L RS T RIEIFHES . AXRMAERNB[HER
TTESRRENEZEER , B2 H (AWS loT Events F R EIEM) W “EARNERE WE

expression-syntax
‘D& expression-syntax HXEENIMERNNUTHIREER

« HE  BABRKRIER {expression} B, EXMAEELEN JSON , REXLTIEE AWS loT
Events —MIEZRAFRBENRIER,

FRRFR : MRIEERAFEE N JSON , M| AWS loT Events B AR ERS RE AJ LB RIER
TENFRSE, TEERTENAREINT. NRBIETKY , ETRIKELER.

« JHE : SetVariableAction.value MR KRER ., T EMMWE " variable-value

BRFR : EBOJLAEA SetVariableAction REX EH name M value WEE, value AT A2
FHE, BFEIMRE. BN value EERIER . BXEZEE SetVariableAction , S
AWS loT Events APl £y,

- HE  BONFTEBTIRIS DynamoDB BRIEME M (attribute-name) T/ikX. A EBNIEER
AFRIER,

fRRF R . AGX DynamoDBAction. HEMERPHWAMESHFERARER. BXEZER , BEH
AWS IoT Events APl 2% DBAction# #J Dynamo.

« SHE : BRI EBEATIRX Dynamo 24EH TableName &&=, DBv2 FHIEEMIEERMARER,

fER7TE : DynamoDBv2Action H#Y tableName %R FERFE, HMEM tableName X
BR, XERBKEZI T, SEHF, B, sIANERER, BXEZER , 56 AWS loT
Events APl ZZ /Ay Dynamo DBv2 1k,

- SHE  RITTHEFEN R IR ITME I ERHP JSON, Dynamo DBv2 #4EN X1 JSON BRAE S

A,

fRRA R - DynamoDBv2 MY A E KB KA JSON, HRE AWS loT Events Al UG A B RIA
RNIEERERE JSON., BXEZEER | i55H AWS loT Events APl 2Z H /) Dynamo DBv2 #
1E

« SHE  BINTEBMIRNWHNBEREXWERE . action-typef ABEERHNNAREN,

BRAR : ARREXN NI EFERE (string'). ZE ($variable, variable-name), #AE
( $inpute input-name., path-to-datum), ZFFREZENITE. WERFHR, ${3
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- HE : BEX BTN IERE,

FRIRTTR  MRERNBREEERET BENAR , BIXRBE AWS loT Events & FHARNBTRER |
NARELWELEIRERE ., MRERAELAE , WAFEAELRABE TRARBTRER. AXES
58 , 12 (AWS loT Events API &) HHERAH.

- SHE : TEMBITITETES “duration-expression” RIFERTBEIRIE “timer-name’s
BRAR ISR FENBREXNITESERSLMENTF 60—31622400 2 HHE. FLEREINIT
BERB TR ANRBENENR,

- HE  BEMBMKRIAN “expression” action-name
BRAR  MREERENKREIRNELZFES , NTESXKEIHER, FHRAREAEBHNIELIEAR
KR, BXEZER , BFEH AT HEEZHIENE URIENIEE AWS loT Events,

- HE : IotSitewiseActionToAMT¥RfieldNamely for, HMIERIEN P FEHEBIIEE,

RARBE : 1R AWS loT Events TR IEH for , NI ATEES IR EI k45
iRfieldName, IotSitewiseAction®{RfieldNamefEA AWS loT Events AJ LB RIER,
EXEZEER , iESH AWS loT Events APl ZZ 11 IotSiteWiseAction,

data-type

‘@& data-type HXEENIMERTNRNAUATHRER

« JHE : itfRtduration-expressiongsIFE R BIRIAR timer-nameTM , ©H4IURE — N
o
fRRFZE - R AWS IoT Events o it BBV AIRE XN ITERN KT , WAL WMEI R
SHE ., BREM durationExpression AIRBRART ., FXEFHMBIERRE | flWAHRE,

- HE : RiERKcondition-expression T R2ERNEHERER,
ARG R MR AWS loT Events T2 F &K condition-expressionfBitE N m/RE , N AAE

WEEEIRES . BRELMN TRUE 5 FALSE, FARENFHREATUERNFRE. MRE
RTARMRE , WEFERT FALSE BEFAFRARFEIIEREHFIEER nextState,

« HE  BUT&RIENreferencePHE 7T FRBMNKIERE [inferred-types] : expression

BRER  BRAR  FNBRERDAEEAHERRABREREENRENE LA 5| AAER Y BIESX

A,
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AWS loT Events FRARIER
fE A LA T E B AR R ) & -
- HEGS|AEEN NS NZERFVRERN , BRESIANFMEREXREEGRS.

Flan | EUATRIENXNSF , B 2 B == M Q& EEFNRER. N BRIEERE
A& , $variable.testVariable + 1  $variable.testVariableX4 5| AR /MK,

L B 1 RZEF+VIRER., At , $variable.testVariable %475 A& MK,

‘$variable.testVariable + 1 == 2 && $variable.testVariable’
- UIRFERASIFAENERZARBNETER , FHRRIZEBZIFES| ANKRIEEH,

Flgn , LA timeout("time-name") R EBETENSI SN FERBENEBETE, NMEFEHSHA
ERtimer-nameld , MAAERANS| S| BEZHFE,

timeout("timer-name")

(® Note

Xt Fconvert(type, expression)BEH¥ , MREERSIAERNtypedE , NSIAWITE
SR UM BStringDecimal, HBoolean,

BEXEZEER , S AWS loT Events RIAR P AFNTENSE,

- HE  BEEANBIERE [inferred-types] FFkBreference, XAIBERSFHEITRI RS HIR,

BRER  MRFA-—NMAABMREENANREXSI A THRMEIERRE N RFHEEHE
B, BRE—WABMILENRERNEFRNFZEERF S| AMBHNKBIERE,
« SBE  BRNBER [inferred-types] M AWEBIELRE [operator] ST REXTFHF

& :'expression'

BRER : MRENRERNAES T EEESEFIRENGSERE , WURSBRSILERES. Fl
W, BUTRERFP , 258 + BEH, MENFTHEHLERERE , EFTREBREEREN
BRIER,

true + false

VABRREZEF-REANBERERS.
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« SHE  REIMBIRERA [inferred-types] input-attribute T3#A , WS BUE TR

BRAR  MRE—MRABMENFNRERXS|IATHAMBIERE (ELARREN
OnEnterLifecycle , EARMRAM OnInputLifecycle M OnExitLifecycle ) , MIAJEES
WK ESLERIRE R, BfRONEnterLifecycle ( 2% OnInputlLifecycle # OnExitLifecycle)
FRREXTTHFN B RN B HRSEH 5| AERBBIERE,

« HE  BRABKIAN [expression] BN BEE—NMEETRRZITEERAIFREARIEN ,
R HEEE N JSON K,

FRAR  MREBIEENAEEEF JSON , 1B AWS loT Events TEFHREIRITERZRFH , N
AREXWEILER. BRTEEZRRZHE  MARBREIHF.

- HE  BNAERER {interpolated-expression} BT S AT ERNBBRA/RE. B
N, BOARRER {payload-expression} EEITHFTEBET N ERH JSON,

fRRFZE - IR AWS loT Events TEFBERERNITTE N BRI HRE , W ATsE W E 4 iRE
B, FEARBERKIXAUKRNBRIHARE , ENTZIRHHEMOBELRE | flFRS,

« JHE : IotSitewiseActionFEBRHPHFRIANEETE LexpressionAE B defined-type , HHK
NEBinferred-type. ENXHIEEFHEMAYR B AMAERE.

ERAR : MR IotSitewiseAction HH) propertyValue RIEXNMBKIFERETE LS AWS loT
Events# M BIEX ARG , N ATHESREILEFRER, BREFMNSER PN ZRIAXHAESE
il fE M R Y BB 8L,

« HE  NFUTREX , AFsetTimerBENBIERE [inferred-types] Integer HWitE4LE
TR : expression

BRAR  MRFENERAXNHVEMBBEBREFIRERS/NHE , NTESWREIRERER. AR
durationExpression AIRRAT, TXHFHMHKFERE K NARENF/HEH,

- HE . BHREER [inferred-types] WIRER—EEANBIEELR operator] U THRIER
FARF#RA : expression

BRAR : RN[EHNRHERIER (expression) operator FIRERMHEMBIER B RTITE,
BERXTMERNSBERNME M, PR TERKERE —EEA,

® Tip
BRI AR convert RERFNBERPRKIXWBIELRE, EXELEL , FZH EE
AWS loT Events =X\ A Y B E
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referenced-data
‘@& referenced-data X EENOMERNMNUTHEIRER
« SHE  BNBIRIFNITETES ; itefg8timer-name BT RERD , BENKRIZE.,

BRF R MREFEARREN TR , WAIKWEERER . EREXPERITEIRZA , &
MEREITEIER. B5 , FHRE A EBA TR 2RE .

« SHE  RNBRIAWETE : variable-nameERERPFEATETE , BEMNKREEITE,

BRATR  MREFEARRENZE , WARKIKEERER. EREAPERAZTEH , BHE
NEEHITIRE. B, FEAAAT EBHNEEER.

« HE  RNFZXEBHRA  TEERENEZHEREXFER,
BRITR  BHERNBNZEE —ME , RAEFRERSAPHNZEH#TRE. BREANHERE
TEMNE, AMEALURREE, 55, FRRBWAT EBHNZERN,

referenced-resource

‘@& referenced-resource HXEENIMERNMUATHIRER :
« SHE - RNSBEREVEEN A EEN AN A,

BRER  MREFEARKIXKSIAFTEFEENEA , WAL RELERER. BRENKEXSIA
NENRMAF @S ALBNBRAZT. RZERA , BRE-—NaA,

- HE  IRNBEERE L EELM InputName : input-name
BRAR  MREZNFENBFZERIELRNHMAZH , WTELXKEIHERES. BREAATER

AR, MABMMLAMESR 1-128 NFRF. BRFEN 1 a-z. AZ, 0-9, _( TXRIL ) M- (EF
F)o

DTN BFHE R AWS loT Events ( #2#18 )

AWS loT Events RFEE I NEHHEH AWS loT Events API fill & 35 /£ 3k 4 352 W Bk B 20 3E H
RBi. AT BER AWS loT Events ##| & 2 #T RN E R,
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@® Note
AWS loT Events FFIA DT IEHHNEBBER T | K ZHE 24 PN EREEDTE R,

BN E 5 A AR BB LB R, RFBERBEHBRENEMBAET. flm, £XEZ L, FU
REHSMALBREERERERBRIEAEBRZFENETREHE, RE , IREREREES
REBTHENEBMEENER. BIREINTERE , EUNUXETNELEY , BOENEEF
REREKRRESNE,

AR AR A

1. BF AWS loT Events 4|4,
2. ESMERT , EFEHRNF[EE,
3. EHRNJ|RET , BEBIFRNEREE,
4. ERNBEEREL , EERRE,
5. BALA 6 & EToH.
R . Cmperreetarodel < T runamatyas || creme ot |

+ Detector model palette
Detector models

Inputs To build a detector model, drag

Alarm models w and drop to add states. Draw
& connection arrows on the canvas
o to add transitions between states.
Settings (O state
9 @ Start
c
TemperatureCheck

2 events

LA R AWS loT Events #2#1 A R RBI D HTE R,
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temperatureDetectorModel Eedit Rerun analysis ‘ | Create input ‘ Publish
loT Events X P ' v P
+ Detector model palette
Detector models
Inputs To build a detector model, drag

and drop to add states. Draw

Alarm models @

=] ‘ ) :
@ Start I : connection arrows on the canvas
o \ / \ to add transitions between states.
(O state

Settings
i 5 TemperatureCheck
2 events
c
Detector model analysis Learn more [2 v
(1) All & (0) Error /A (0) Warning @ (1) Information

@ Info: data-type
Message: Inferred data types [Integer] for $variable.temperatureChecked

£ AWS loT Events (AWS CLI) 4 7R 2548 £

LUmE AR DM AWS loT Events FRNBFER | AJRMHEXHEN, THNMENERNF, XTHE
FAPIHWAFEATES N, BEUEIEREER , AEBES MRNSFSERRTHEBRE, BIF
A StartDetectorModelAnalysisAPI , A A BZINERKRARE , FBERIRBIEBEERE , LZ28
R, HERENYERNS4LEFSENLFZER,

LT HBRER AWS CLI kD RN BRE R,
BEERA D RN REE AWS CLI

1. BITUATHTURE D

aws iotevents start-detector-model-analysis --cli-input-json file://file-name.json

® Note
file-nameE RN IS RN LA TE LK XA B
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Example FM2FEE E L

"detectorModelDefinition": {
"states": [

{
"stateName": "TemperatureCheck",
"onInput": {
"events": [
{
"eventName": "Temperature Received",
"condition":

"isNull($input.TemperatureInput.sensorData.temperature)==false",
"actions": [
{
"iotTopicPublish": {
"mqttTopic": "IoTEvents/Output"

1,

"transitionEvents": []

I
"onEnter": {
"events": [

{
"eventName": "Init",
"condition": "true",
"actions": [
{
"setVariable": {
"variableName": "temperatureChecked",
"value": "OQ"
}
}
]
}
]
},
"onExit": {

"events": []
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}
]I

"initialStateName": "TemperatureCheck"

MRIEER AWS CLI RO ENRMB[EE | FEREBEUATEI . —REZHRUFERE X :

- WNREFH AWS IoT Events #2414 |, EHITUTIRE -

1.

6.

HESMERT , ERRNBF[ER,

2. ERMBERT | R ERENBER,

3. NBREHEZRS HIFMSFE R S THRFN [ ER, HHRNBFERLL JSON BXRTF
4.

5. fAEE detectorModelDefinition R, BBRUATHE :

FTTTERM 2248 E JSON X+

- TEMEPHE-—PMKES ({)

- detectorModel £

+ detectorModelConfiguration Xf&
- THESHRRE-MKRES (1)
RIEFZX M

- MREMER AWS CLI, BHITUTERE :

1.

2.
3.
4.
5.

EAXRPEITUTH D,
aws iotevents describe-detector-model --detector-model-name detector-model-name

detector-model-name &N FNBH SN B,
ffdetectorModelDefinitionMN REHIEX AR ESR
ffdetectorModelDefinitionZAEFRMATES ({3)o
LA JSON B RF LI

Example M 57 7 4

{

"analysisId": "c1133390-14e3-4204-9a66-31efd92a4fed"
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2. MmHmPEH D ID.
3. EBITUTHT , MRRDITRS.

aws iotevents describe-detector-model-analysis --analysis-id "analysis-id"

@ Note
analysis-idBRNEEFIN D ID,

Example 13 5z 7R

"status": "COMPLETE"

RASAURUATEZ—
« RUNNING— AWS loT Events EFE DT IERIRNZZIEE, TREERETREZEE— 258,
« COMPLETE— AWS IoT Events B BT RN 25 E B 29 47 o
« FAILED— AWS loT Events T E D WTEM RN ER, FHREER,
4. BIUTHT , MER—INHZNMNEN[ERSTER,

(® Note
analysis-idBRNEBEFIN D ID,

aws iotevents get-detector-model-analysis-results --analysis-id "analysis-id"

Example M 57 7R 45

"analysisResults": [
{
"type": "data-type",
"level": "INFO",
TR BEHEE (AWS CLI) 579
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"message": "Inferred data types [Integer] for
$variable.temperatureChecked",
"locations": []

1,
{
"type": "referenced-resource",
"level": "ERROR",
"message": "Detector Model Definition contains reference to Input

'Temperaturelnput' that does not exist.",
"locations": [

{
"path": "states[@].onInput.events[@]"

(@ Note
AWS loT Events SR D TIEHNIRN[ERF | BHZE 24 PR ERERDTE R,
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AWS loT Events fi 5
AERNPRRETAN APl E/ERM T LHEAIEE AWS loT Events, B TIFMANMAE , S9IFERR

B, WRIAK ZIFH Web RS MU P BIURMENEEHE IR, 7THIXE AP BEBBTEEM AWS
loT Events SEREMEXM B A S , 3 Ba T EHRNMBA TERE,

AWS loT Events 173}

BRI AR AWS loT Events API ap 5812, REXL, EFAMMPIBRMAFRNUEEER  HIHEEER, B
XEZEER , iBESH AWS loT Events APl & AWS loT Events X ER IR EREIESE R,

(AWS CLI fs5%&) HHIAWS loT Events ET ZIFATATFEEBMIREEN AWS CLI 55 AWS loT
Events,

AWS loT Events iz

AT BAEF AWS IoT Events Data AP| in S RN RER A, JIHENBIRUAREEREFHHFN
BHRS. BXEZER , HSH AWS loT Events APl ZEHH) D AWS loT Events ata XIFHR

CAWS CLI tn 522 ) FRBIAWS loT Events ZiiEE 0 2FE T A T4 AWS loT Events Zi#EHY AWS

CLI &8,
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