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Hgg*,
Amazon Athena E it
—% | AFREEX
176 7€ Amazon S3 H
WEIEIZIT SQL &
W, METEEEMA
EiR K,
AL AWS loT Analytics 5  « Amazon QuickSight  QuickSight 1B #E&
£ A QuickSight , X REMFERANZBABE
BFeOIBFEN TR gk |, flan
MR MM TR Amazon S3,

TBiEE

ELHETHZEMES | AWS loT $3E AWS loT Analytics B33 AWS loT Core #IMIR AWS loT Core [
Fizho AWS loT Analytics A BB#RER, A 1EFM .

AWS loT Analytics

8—| b8

Datastore

Channel Pipeline

AWS loT Core

loT Core
Rule

Messages

BERRER  FRORNSR
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£

- SR 1 EEHEERTHREER

- S| 2 SHFHERNKE

. IFRERBETREEH

BE

SR EEEERFITRHIERE

IBNE-LRNEFENBERNEEQIFRS . BIMBREEHEECRHEERER

real-time
Pattern 1 - Enrichment, @
o Filteri g
7o itering —=

\

Amazon Kinesis Amazon Managed Service
Data Streams for Apache Flink
AWS loT Core loT Core A 58
5 Rule =
near I-ti
Publshing NQTT Pattern 2 ear real-time
Messages Amazon Data
Firehose

(Optional)

AWS Lambda

I Transformation

B 1 : LS Kinesis Data Streams £ A& T Apache Flink B S# T E RS

ExfERT |, BEEL TS Amazon Kinesis Data Streams SR EIAE | XBEE R ] LASEa YR EE,
LAEMD T REFTHWEIE, AWS loT Core

AR 2 4

1. |EEKIE . AWS loT ##ES2ed% A Z) Amazon Kinesis Data Streams #, Amazon Kinesis Data
Streams AL EREHBE T AWS loT B RBFNSEHERE , NMEIMER 2 HRMFERN,

FR] A EEAEERITHRIERE 10
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2. RNEHBUE . FAHEAT Apache Flink WIS #HEERSRAE, FEMMFIERBILS# Kinesis
Data Streams B ¥#E. Flink A EZMNEHLABIRME TEARWIIEE | SRS, BFEMIGERE,

3. IR : Flink MAOEFHIER HZ] Amazon S3 L& MNE —F 0. ARG , AILAER
Amazon Athena S5 H 15 MIRFER AWS REIFXEHEE,

MRENNARFSIRESTRABBAAZTESRLE (HIMENTEREN ) , WEMLES , it
BABREE,

B 2 : A% Data Firehose

EXfERT , HIEFAHE AWS loT Core5 Amazon Data Firehose 5 , A S SGHIE BT
1£ Amazon S3 1, EXIELZFEH AWS Lambdait 1TE A,

AR DA

1. BEUZRIE : AWS loT BIREZNERZ PIRIE S A AWS loT Core Amazon Data Firehoses

2. RIEBEIHE : Amazon Data Firehose X EBH ITEARNWER IR | FlagNERMT T, BOTA
JB i Firehose BiiE## | H 2R NEBEENEZRER BEir2 8B AWS Lambda EREUCR ##1%
AWREIE,

3. FHEEBIE  ABENWEREE UL F XM 5 N4 E Amazon S3, Amazon Data Firehose £ H3)
FERUALCREABRBENELE  MNMBRTE. SRWBERMT,

NTFEBEAREFHRMNMLIBN THERE , BEEALESN, ks , Amazon Data Firehose i& 7 Fi# 7E
Amazon S3 FH BB IREBIEE M A D XIhEE , ML 7 RE,

HR 2 . S H 2R B IE
3 F 2 eI iR EUH Z4E T2 PRI ERIE AWS IoT Analytics , BEEFH S HZ Amazon S3, 7 7 Lt

2 , B LAE A AWS CloudFormation R Bah ITENKIES H TERRE. S AFERZM A3
THy (ETeEEE ) HEER.

SR 2 SHZARRKE 11
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RAriEmE

loT Anlaytics Datastore

~

Dataset

Customer Account

Input Parameters:
- Datastore Mame
- TimeRange

= Export 53 Bucket

l\sﬂflm generated dataset /1

i

CloudFormation
Template

Content >
| Delivery rule Run Expoﬂ] @

53 Buchket
{ Customer chosen)

AWS CloudFormation i T ##ES H 2 Amazon S3 MR R

L BB T £H AWS CloudFormation AR #E & —##E AWS loT Analytics 7P RIZEIEE , Am
ATETREBHTERNIRE, XATAFEMENNEEEARZRENRER. A, ERIET
NEERBAN , AT RHEES HE Amazon S3 F# .

TSR T IXELSR,

1. H&HF AWS CloudFormation R FHESFH YAML X4, Bl migrate-
datasource.yaml,

# Cloudformation Template to migrate an AWS IoT Analytics datastore to an external

dataset

AWSTemplateFormatVersion: 2010-09-09

Description: Migrate an AWS IoT Analytics datastore to an external dataset
Parameters:

DatastoreName:
Type: String
Description: The name of the datastore to migrate.
AllowedPattern: ~[a-zA-Z0-9_]+$%

TimeRange:

FR 2 FHZA R KE
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Type: String
Description: |
This is an optional argument to split the source data into multiple files.
The value should follow the SQL syntax of WHERE clause.
E.g. WHERE DATE(Item_TimeStamp) BETWEEN '09/16/2010 05:00:00' and '©9/21/2010
09:00:00'.
Default: ''
MigrationS3Bucket:
Type: String
Description: The S3 Bucket where the datastore will be migrated to.
AllowedPattern: (?!(~xn--|.+-s3alias$))”[a-z0-9][a-2z0-9-1{1,61}[a-2z0-9]1%
MigrationS3BucketPrefix:
Type: String
Description: The prefix of the S3 Bucket where the datastore will be migrated
to.
Default: ''
AllowedPattern: (~A([a-zA-Z0-9.\-_1*\/)*$)|("$)
Resources:
# IAM Role to be assumed by the AWS IoT Analytics service to access the external
dataset
DatastoreMigrationRole:
Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:
Version: 2012-10-17

Statement:
- Effect: Allow
Principal:

Service: iotanalytics.amazonaws.com
Action: sts:AssumeRole
Policies:
- PolicyName: AllowAccessToExternalDataset
PolicyDocument:
Version: 2012-10-17
Statement:
- Effect: Allow
Action:
- s3:GetBucketlLocation
- s3:GetObject
- s3:ListBucket
- s3:ListBucketMultipartUploads
- s3:ListMultipartUploadParts
- s3:AbortMultipartUpload
- s3:PutObject

SR 2 SHZARRKE 13



AWS loT Analytics ArfEm

- s3:DeleteObject
Resource:
- !Sub arn:aws:s3:::${MigrationS3Bucket}
- !Sub arn:aws:s3:::${MigrationS3Bucket}/
${MigrationS3BucketPrefix}*

# This dataset that will be created in the external S3 Export

MigratedDataset:
Type: AWS::IoTAnalytics::Dataset
Properties:
DatasetName: !Sub ${DatastoreName}_generated
Actions:

- ActionName: SqglAction
QueryAction:
SqlQuery: !Sub SELECT * FROM ${DatastoreName} ${TimeRange}
ContentDeliveryRules:
- Destination:
S3DestinationConfiguration:
Bucket: !Ref MigrationS3Bucket
Key: !Sub ${MigrationS3BucketPrefix}${DatastoreName}/!
{iotanalytics:scheduleTime}/!{iotanalytics:versionId}.csv
RoleArn: !GetAtt DatastoreMigrationRole.Arn
RetentionPeriod:
Unlimited: true
VersioningConfiguration:
Unlimited: true

2. BEZEESHHBIENEIEE AWS loT Analytics i, EAREES , RITFEH
Fiot_analytics_datastore NI RBIBIBEBEM-

AWS laT Analy > Data stores

Data stores (1 & Create data store

Name Status Last message arrival time Storage information File format Created Last updated Data partitions

Jun 12, 2024 9:55:08 AM -0400 Service managed JSON Jun 11, 2024 1:59:17 PM -0400 Jun 11, 2024 1:59:17 PM -0400 Not enabled

3. SIESBEENHIES HEH Amazon S3 F#E., EAEEH , BA1EFEMiot-analytics-
export o

SR 2 SHZARRKE 14
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azon 53 ) Buckets
* Account snapshot - updated every 24 hours () View Storage Lens dashbeard
Gentral purpose buckets Directory buckets
General purpose buckets (6] 1o C Copy ARN Empty Delete Create bucket
1 @
Mame v | AWS Region ¥ | 1AM Access Analyrer Crantion date v
| [:] - i Ny L e 1 I US East [N. Virginia) ui-east-1 Wilw analyzer for us-aadt- Jurve 12, 2024, 09:56:18 (UTC-04:00)
4. #I#8 AWS CloudFormation ##%.
+ S E https://console.aws.amazon.com/cloudformation.
1S . [YERN —
- B RIBMR  REGERE “ERMER (FRE)
+ k4% migrate-datasource.yaml3#,
B Create stack
Prerequisite - Prepare
Prepare template
B © Choose an existing template Use a sample template Build from Application Compaser
R
Specify Iern_plate
Template souwce
Amazon 55 UAL 0 uplcad a template file Sync from Git - new
Upload a tamglate hle
[ Choose file
migrate-datascurce yaml X
$3URL  hitps (/33 us-east-1 amazonews.comycf-templates-dagumrjd movk-us-east-1/2024-06-127134305. 780 Zrer-mgrate-datascurce yaml View i Application Composer

5. RAMRBWMARHUTSH

+ DatastoreName : EX# AWS loT Analytics IR E# B .

« M@Q@ igrations3Bucket : F#EEBEHIEN Amazon S3 17 .

+ M@@ igrationS3 BucketPrefix ( A[i% ) : Amazon S3 F#E MY AR,

« TimeRange ( AJi%& ) : ATMEERESHAKIENSQL WHEREF A , ATFRIEEERESEE
FHRBERD NN

SR 2 SHZARRKE 15



https://console.aws.amazon.com/cloudformation/

AWS loT Analytics ArfEm

CloudFormation » Stacks ) Create stack

Specify stack details

Step 1

Create stack

it Provide a stack name
Specify stack details
Step 5 Stack name
Configure stack options I iot-amalytics-data-export
Stack name must be 1 to 128 characters, start with a letter, and only contain alphanumeric characters. Character count: 25/128.
Step 4

Review and create

Parameters

Parameters are defned in your template and aliow you to input custom values when you create or update 3 stack.

DatastoreName

The name of the datastore to migrate

I iotanalytics_datastore I I

MigrationS3Bucket

The 53 Bucket whera the datastore will be migrated to

I iat-analytics-export I I

MigrationS 3 BucketPrefix
The prefix of the 53 Bucket where the datastore will be migrated to

| Enter 5tring |

TimeRange
This is an optional argument to split the sourcs dats imto multiple fles. The value should follow the SQL syrtax of WHERE clause. £g WHERE
b tem_TimeStamp) BETWEEN '09/16/2010 050000 and 08/21/2010 05:00:00

| Enter String |

Cancel Previous | -

6. # BEMKRAI BFRLEH T2
7. EREERELUEIAGE IAM BT , AERE RX

The followi {3} require bilities: [# le]

This template contains Identity and Access Management (LAM) resources that might provide entities access to make changes to your AWS account. Check that you want to create each of these resources and that
they have the minimum required permissions. Learn more [

1 that AWS CloudF might create IAM resources.

Create change set | Cancel Previous Ii

8. T “EH LM FLEEHKRUBRTERER,
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iot-analytics-data-export ® X
Delete Update Stack actions ¥ Create stack ¥

Stack info Events Resources Outputs Parameters Template Change sets Git sync - new

Events (8) : C
Q Seorch events ®

Timestamp v Logical ID Status Detailed status Status reason

2024-06-12 09:59:54 UTC-0400 iot-analytics-data-export @) CREATE_COMPLETE - .

2024-06-12 09:59:54 UTC-0400 MigratedDataset © CREATE_COMPLETE - -

2024-06-12 09:59:54 UTC-0400 MigratedDataset @ CREATE_IN_PROGRESS - Resource creation Initiated

2024-06-12 09:59:53 UTC-0400 MigratedDataset @® CREATE_IN_PROGRESS

2024-06-12 09:59:52 UTC-0400 DatastoreMigrationRole @ CREATE_COMPLETE - -

2024-06-12 09:59:35 UTC-0400 DatastoreMigrationRole @® CREATE_IN_PROGRESS - Resource creation Initiated

2024-06-12 09:59:34 UTC-0400 DatastoreMigrationRole (@ CREATE_IN_PROGRESS

2024-06-12 09:59:32 UTC-0400 iot-analytics-data-export © CREATE_IN_PROGRESS - User Initiated

9. MUTERMEKE , FMZE AWS loT Analytics - BIFELUEETIBHEIREE,

|.«ws loT Analytics > Datasets |

Datasets (2) c | Crustedatmet

1 @
[ Name Type Triggers Status Created Last updated
[ iotanalytics_dataset Query No trigger has been set yet. @ Active Jun 11, 2024 1:59:19 PM -0400 Jun 11, 2024 1:58:19 PM -0400
C intanalytics_datastore_migrated Query No trigger has been set yet. @ active Jun 12, 2024 9:59:55 AM 0400 Jun 12, 2024 9:55:53 AM -0400

10. RERERNHBESE  REET UEIZET SHBES.

AWS 16T Analytics > Datasets > lotanalytics_datastore_migrated

iotanalytics_datastore_migrated Delete

Overview

Dataset ARN into Created
arncawsdotanalyticsus-east-1:276334286 71 3:dataset/lotanalytics_datastore_migrated Jun 12, 2024 9:59:53 AM -0400
Type Last updated

TQuery Jun 12, 2024 9:59:53 AM -0400
Status

© Active

Details Content Schedule Dataset content retention settings Dataset content delivery rules Tags

1. I EREENARETNFLELEERNS,

SR 2 SHZEEROEE 17
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A 1A > Dat > iatanaly datast ted
iotanalytics_datastore_migrated runnew || oatere |
Overview
Dataset ARN Infe Croated
armawsiolanalylicsus-east-1:2763342867 13 .dataset/iotanalytics_datastore_migrated Jun 12, 2024 10:21:26 AM -0400
Type Last updated
Query Seni3rRE WE1IE AN a0
(:\J AClive
Details Content Schedule Dataset content retention settings Dataset content delivery rules Tags
Dataset contents (1) C
1 @
Dare Name Status Duration
Jun 12, 2024 12:00:22 PM -0400 02015e7-4580-4902-943 2. fafd ce 56500 & Succeeded 2415 ms

12. &5 , B TE Amazon S3 24| & 3T Fiot-analytics-export Z WK EE S HH AR,

Amazon 53 ) dets > jot-analytics-export ) iotanalytics_datastore/ > 17 2652/

171(.._--_2652/ (P Copy 53 URI

Objects Properties
Objects (1) s (&) Actions w Create folder @ upload
Obiacts are the fundamental entithes stered in Ammazo: e bory [ 10 et 2 bsk of all sbyects = your b % For athers be access vour shiects youtl tn exziicitly grant them peemes e 2]
Q 1 ®
] Name - Type v Last modified ¥ | Size v Storage class v
M 102157 433
e rE— v | June e 12, 2024, 12:00:28 (UTC-04:00) 38MB Standard
ol 565l <8

XHMEXNBEITREEN

LIRF AWS loT Analytics THEREFITBEL L #: Kinesis Data Streams 3 Amazon Data Firehose
B, FARM AWS Glue Y B# Athena B LU — LB BIE D TRIE. AWS Glue &1L T BiE &
FFER | ™ Amazon Athena NI ZFFF BN BIEH TRIE, THRFB|NER, SNIEEIDH AWS
loT ZIERM TEK, AT RELFEENHRARE

NRAMEXBZTEREER 18
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¢ N

AWS Glue

AWS Glue AWS Glug
Crawler Catalog

Amazon 53 Amazon Athena

S

FHEE AWS loT Analytics TEGEMMITEE AWS loT Analytics ] Amazon Kinesis Data
Streams, Amazon S3 , FIEEELEAHE, AWS loT EFBIENREL. ZEMREHITT E. WA
(Y 770 F58 KBV D AT THAE | EARREM SERt NIBX M EIE P IR SR A L #E

BEEA G2 EFIR AWS CloudFormation X THEEIBTEXKEREBAKELEREE,

BXEETIBMSRNEA , iS5 H AWS loT Analytics EN A H. & RTE TG M BRET 021 5 E
£, UBREATLENT X,

EEREESE  EETHTEAETHENFINBELTSHETENEIESE  SETUER AWS
loT Analytics 12 & H AR IR BN BT,

BEEERIBER , SUUTADEHREENANLEEE , NTRREETENHRER. FIH AWS
Glue 1 Amazon Athena #— &L T BB ERNEN , FELTESBEEMEMIREEATHMITEZN
Do

XM J5 AR BT K AWS [oT Analytics TAEHE , MM B2 Mt E N AHTERALFER
FM AWS loT BITEHREZRAMNE.

BE 19
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AlTAWS loT Analytics ( %15 )

ERARHZE QI EFTER AWS loT Analytics BIR ( BN EH ) , URREXDEMRZHEFENEAR
o

© &%
s MRBEUTHERBMAKREZSE , Il AWS loT Analytics 2 B EER R NEZE,

« AWS loT Analytics ZBHIEEF—BA1TheE , AT RIEME, EE. HEFEANKIES,
&3 AWS loT Analytics 2 %I & 5 BN I & El it TheE.

o AYEFEISETRAIE AWS loT Analytics BRI BN TR,

R T RBAIE AWS IoT Analytics $TE, BB, BIEFHENKES. THBEQERR T MAER
AWS loT Core #2#|& KX EXREZ AWS loT AnalyticsHIH .

=

x
« E3F AWS loT Analytics %14
- BIEBEE

- BIEBIEEM

- BIEEE

- DIBBES

. SERRIEEEBIE AWS loT

- BEF AWS loT HEW#HE

- HRERE

- RELHEIE

- ZiEAER

& F AWS loT Analytics #2414

EFRER , BXNE - AWS k7. WREBEZLEF - AWS kP |, ES M Elhttps:/
console.aws.amazon.com/iotanalytics/,

3 AWS loT Analytics 141 & 20
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LUES

1%/ AWS 1k |, FERBRUTIREEZE -1,

B AWS K/

1.
2.

$TFhttps://portal.aws.amazon.com/billing/5E fff o
ERRE LWRBARE,

FESEMES , REREE  EREABERENA —INRIES,

HEOEMET AWS IKF , RS BIZAWS IKFRAF —1. RAFBERBRIZKS PERE AWS
RS MRF. FAREREXE , FAAFIEERLRANR , ABRERARAFRKTEEZER
AP HRRRNES

&3 AWS Management Console 3 S Elhttps://console.aws.amazon.com/iotanalytics/o

BIEEE

BEWEHATFHRLEN, FEEHHEREE oT REBE. ZRUTIROUEBENEE,

PIREE

1.

£ “nttps://console.aws.amazon.com/iotanalytics/ & & AWS loT Analytics” E 9/ , IEEEE
SHE

AWS loT Analytics X
Prepare your data with AWS loT Analytics

Channels
» Pipelines
.\
Data stores ..
Datasets ) O :_:_'.
Notebooks

Settings

Documentation [ Channels Pipelines Data stores

Forums [2 Use your channel to collect raw and Convert raw data from your channel into useful Store your processed loT device data to use for
unprocessed loT device data from other AWS data with activities that transform, filter, and data analysis.

Contact us [ services. enrich your raw loT device data.

@ New console experience View channels View pipelines View data stores

Tell us what you think

® Tip
WA AN S E R IEE EE,

tIEEE 21
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2. 1£ Channels ((&i&) WHA L , i£#* Create channel (BIZZ&EE),
3. HEEBEEFBEREL , MAEXREENFAEFEE.

a. WAM—BZTRINBEESE .

b. (™) EHRZEHR , F—AIRZBNMEBENGRE (BEX ) FNBBEED, HRZEBTIRRER
AWS loT Analytics & Z 8 & IR o

C. ﬁ?¥—|:_$o

4. AWS loT Analytics fF Rk 240 3B HY R 24 ¥ Bk 1% & B IR 1764 72 11 I 0 181 38 776% AR S5 (Amazon S3)
T, BULEEFEBESH Amazon S3 17 E , BRI R MEE ZFENE , AWS loT
Analytics th A LA & E 3 Amazon S3 7 ##.

a. EAHEP , NXTFHEERE  ERRSEERFMH,
b. NTERFRRBEBIENFEETE , EFETRA,
c. EET—-F,
5. EEERTEL , WA AWS loT Analytics EMAFIKEHBEHIEME S AWS loT Core,

a. %A AWS loT Core B FEESH , Hlflupdate/environment/dhtl, FEAKEN EHEED
o, BRI E BRI R mRE R EE B BUIE.
b. ZIAM A€ XEF , &F FE. £ EFTACECTD , AACGH B , ARER 0EA
B, XBNCEHINTHERRBHNAE,
c. EET—F,
6. RELZWIER K ARERURRE,
7. WINEHFBEES REBREREL,

DIEHE T

BREFHEBERAFHRENERRE. BREFEFIRYERE. MR , HIEFM# R Amazon S3 FHMEH A
FREVTEANFEE, ERUUAREBTEARBJVENEEEASINEEFE, HE , EUUAREE
BB B M R i H S R

BB TSRO ZBIERH,
IR RIE 7

1. fEhttps://console.aws.amazon.com/iotanalytics/ & BIESE A AWS loT AnalyticsEp |, R E
BREFHE.

BIRBIE T ik 22
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2. & BEEE TEL , &F IEBEFE,
3. EEEHEFHFAGENEHL , MAREFHEEXNERER,

a. HEREFE DD, WA -HNBIEFME D, % ID ERIBRELEER,

b. (W% )XNFHRL, EBANFEREL , F—INEZANEBENGRE (RBEX ) FMBIKEEE
B, REEBITHRIRER AWS loT Analytics 812K &R

c. EET—%
4, Eﬁﬂlﬁﬁﬁ%?‘cﬁb HE , EENAFEEE.

a. NTF@#EE 6 EERFEEFME.
b. WTFEREERESLHEBIERNE , EFLRA,
C. iij:¥-|:_*/'=o

5. AWS loT Analytics #i#E17f# x3F JSON # Parquet XK R, X TFHBEE#EHESLR , ik
JSON = Parquet, B3 AWS loT Analytics XEFENXHEXBNEZEE |, BSH UHHER,

ﬁ#%T_Z’Fo
6. (®i%&) AWS loT Analytics XIFHBEFRHINEEN S X , HETUAERASEHENEIEUESE
HR, AXIFNEENSPENESEER , FEHEEN S X,

ii;xl:-l:_io
7. REENGEE  ARER CIBERERE.
8. WIAFHEFHEREHREFEIE L,

BIEEE
AR — BB EENEEN. EATEREEREREQEE  HRRANS LRI
ﬁﬁﬁ%oﬁ%ﬁ%mé,%é EEE.

EAHES , SRE—MUFBEEEIREFHENEE, Ua , EUU5| AEEENREELHK
o

WITU TS REIBREE,
BIREE

1. fEhttps://console.aws.amazon.com/iotanalytics/ & BIEE A AWS loT AnalyticsEpa H , R E
BEEE,

BIEEE 23
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® Tip
WA NS EE PR B8

2. EEEREL, &F IEEE,
3. WARXEENFARFEE.

a. TEREEE D FMRP , MAEESEN.

b. EREEEHXRE , XRENEENMNPEREUEEH AWS IoT Analytics Ri&,
EEEENH L , EMELEERBENEIEFE.

d. (&) ZHREP , F—IHEMEEXRE (REX ) FNBEESP,

e. HHMIEHEERMREL K WABRMBNNRAE  MIRPEFELERE  RREERNE
28

f. NAEBRENBEMESL-IRE, RAEEET -5,

9. HELTIMINEMEEED, BFE. RRNFBEREEREL , &8 T—F,
4. RELNIEE  REIER tIEEE
5. BINEHHEEE REEERE L.

-+|-

C.

® Note
&8I AWS loT Analytics IR N 7L BRI SAIT AT RE -

« ERBEEREARLERNRLR loT REEBHEE.
« RHEM loT RBEERBEFHERFEFED,
- ERAEERE, ik, RRNFEHRE.

BETXR, 8021 AWS loT Analytics SQL #iE&E , URABRENPHEMNRZHNERAR
2o

BEEE 24
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BIERESE

(® Note

BREBERBENES  XERETRURKEAZN , B TURBEAZHN, Mtbz
T, BENBEFEEPHEIENA SQL K AWS loT Analytics BIEHIEE.

FREEE—NEEUNS RS SRR MIEE | RSN R ERE U LR AR,
TEURE  CRETOE— M RRE. WEESLATEWRETMHN SQL BANRER , URES
$ETE Ry B HIRIEY 6 B R E WA Wik iR, EABEA%AT Amazon CloudWatch i %I ZA B Rk
RROIB AL

BIRBIESE

1. FEMYhttps://console.aws.amazon.com/iotanalytics/ M S EK S |, B BIRE,
2. ERIEZBESEEL , EF6ZE SAL,.
3. EEEHESFHEENEL , EEHEENFAEE.

a. WABIEENEN.

b. NWTHEF#F , EFERTIRALRI e ZRIEF#EBOE— 1D,

c. (FE)ENRER , F—AHSNMEEXRE (REN ) DMBIBEEF,
4. A SQL REAEWREHEESTRE. BNERLSRFHELBIEES,

a. EFEENFERTD A WACREEMETIRZATHIEN SQL Eif,

SELECT * FROM my_data_store LIMIT 5

AXPXEN SQL AN E ZEE AWS loT Analytics , 2R F ) SQL RiEZH AWS loT
Analyticso
b. FBAULUARNEEARKIEIEHHMAREER  HESREURKETER,

(® Note

« BEAHED , KRN ENBREFETENEZ, EZHERFME LIZ1T SQL ERF 2R
B4R, AETERRASEE _ dt.
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o BBFUNLHEFF SQL BERRE N SEMN R/ NARKEREIZET , B Athena [RF T
BITHRAERR, Bt , BTN 05 SQL EHREIN SEH KD,

BNERVONRBREEAPER LINIT F49, WHKINE , &0 SRt F4a.

o

(TiE ) EAEERBESEE NN EECIZBIEENAN |, REBETRTERNERLE, EAY
MR | MIEEERBESNEE, EXEZEL , B3R BJ Amazon Ev CloudWatch ents JREUZEIR
B E A,

LRt EFE ERFER R TFESRMF, EREEHRFEAREFERFREL K BET -5,
6. (Hik) BAURERSTUHERURMBESR. SN IRNRERESITI,

e, BRXTRERZETER , @itk , £ RETHITR TELER T—%,

7. AWS loT Analytics HEIZILBBEAN BTN RAH FRIEENBERANDTER. RINEIW 90
X, BEALUERRERELRERE, BEARIBBENBTERBRTHHE,
BRI CHRIABEEREHARRENTRY , AZARSEH, T BESHER NEL , EE T
_Z’Fo

8. (Wi ) ATESREREELRELAN | FRALBEERGE , S AWS 10T Events.

BAEAHENEMiTEAEER  AERBEREENREEANTELE , 2B T -5,

9. RELMILE , RRRECIBBIES,
10. BINEHWHBEEE REREERE L,

&35 BB EIE AWS loT

MRECEE—NBENANBERHIEE  ZEENREFHEREFHEATHPXNEH#TER , N
ATLUR loT IRB BB K EE] AWS loT Analytics, R B]BAEA AT £ AWS loT Analytics JFE3E &%
2 :

- £/ AWS loT SEERE,

-« fEF AWS loT Analytics BatchPutMessage API #&4E,

ELUTESES | M AWS loT Core #Z#HIAHH AWS loT SHEREBLIXEEHRIE , AWS loT
Analytics LAEZEHUX LEEHE,

i R I%H B HIE AWS loT 26
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RAriEmE

® Note
ERNEEAEETFEFE  FEEUATILA :

s FBEMFRDARNE, B—HEHPE RN example M EXAMPLE HEEB#HUNEEFER,

o EBEMTEU § FRTTX. K § TN EBG N RGEH AWS loTEANTE E=Z,

- BOEETFEHRHPEEMAFOEE , EARXEEETRLHAERMNBHEEHNHRE .

« AWS IoT Core o327 AWS K s AWS #1[X 2 [8] KiEH B

£ A R 3% H B BHE AWS loT

1. BF AWS loT E#HlB,

2. ESMBHRFIERENL , AFEEMQTT WXEFH .
3. EMQTTMHAE s |, EFE R EH,
4

NTFEBEEWN , FAASREI RN AN EBETRIEFAETEN B WREIER update/

environment/dhtl,
5. EEHEAEBDH , mALT JSON BE,

{

"thingid": "dht1",

"temperature": 26,

"humidity": 29,

"datetime": "2018-01-26T07:06:01"
}

6. (A& ) EERINEESEREVE tH B IGETL,
7. EE R,

RERH—RECHBERRILS., RE , CHEELEH BB INEER,
BEE AWS loT JHERBHE
EANERA TSRS N B RTRBEHEER,

EE AWS loT JHEHNEE

1.  EFF https://console.aws.amazon.com/iotanalytics/o

EE AWS loT HEHNHE
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2. ESMERT | EREE , AREREUECIENEEE .

3. HEBEEMNFAGERNEL , @ TRIFKEZEES , R RBERWEESEE (1h 3h 12h 1d 3d
1W)o iﬁj::%_/l\ﬁ ( @Jﬂﬂ 1w ) J‘;LEEJ:EE’J%&EO

BRI ERRONDREEEEN AR NH LEEEEEI ST MER, EAHEDR , BRERE
HIEENEEN -7 , BT NEIEMETIER,
BEREEE

1. ESMERT  EEEE , ARERLMEIZEENE .

2. EEEMNFHAEEREL , O TRIIEES , ARELER - ESEEEREF (1h 3h 12h
1d 3d 1w) KA E R ESEE .

HEERLER
BIBENER CSV BRWXH KA ENLR,

1. M https://console.aws.amazon.com/iotanalytics/Z M S E K F , EFRHIEE,

2. & BiEE WHE L | BN BRNBIEENB .

. EBEEEFENEL , EALAEEFEIAETT,

4. EREVFEERECERZHRE  BEREETHEE KX UTECRYBEHBEEEHIE
B, BEENALETFIEERNERHAEREHKT.

5. EMUE AN ERNER , BEBBEABREMFL  RBEREN, & TH XREFSIRFEESE
LR CSV X,

(® Note

AWS loT Analytics A LU Jupyter £12ARH HTML S0 MRAZBEENETR AL, BXE
ZER , FZ5R FREH S I AWS IoT Analytics 3.

RBEENHE

BRLEE S EEME. oMM TR LR,
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Amazon Simple Storage Service

B USSR ENBR KIEE Amazon S3 F#ME , NTTA TSI BERIEBER
-, REMNABEARFMITRCTEP#THR. SN CreateDataseti®
fEcontentDeliveryRules: :destination: :s3DestinationConfigurationFHFE,

AWS loT Events

BRI LU IR EE N B AE R B A R IE B 1ZBRSS AWS loT Events , ZBRS £ RERS IR IR B SR RRY
HERREZ(L , AEMREARER B EMERE.

A, EEMCreateDatasetiRIFRIRBUIREH EFERPIEE AWS

loT Events #i AcontentDeliveryRules :: destination ::

iotEventsDestinationConfiguration :: inputName., BN TIEEAENroleArn ,
ZABEFIZIT AWS loT Analytics X BRiotevents:BatchPutMessage. B AIBHIEER
A6t , #S AWS loT Analytics FENMNRBEEN B FBIENEERIZEIEEN AWS loT Events Hi
Ao Bl , MREHBTFEELEUATHR.

"what", "who", "dt"

"overflow", "sensor@l",'"2019-09-16 09:04:00.000"
"overflow", "sensor@2",'"2019-09-16 09:07:00.000"
"underflow", "sensor@l","2019-09-16 11:09:00.000"

G AWS loT Analytics KX ZE U T FERIVES.,

{ "what": "overflow", "who": "sensor@l", "dt": "2019-09-16 09:04:00.000" }

{ "what": "overflow", "who": "sensor02", "dt": "2019-09-16 09:07:00.000" }

BREUER—DTRANEBRNBHZE (. FH—IHZdt ) B9 AWS loT Events i A
whatwho , 8| — AWS loT Events /% Uz EE | SR E AP EAXERE A 7BERMAE
FRIRERNTEE,

Jupyter Notebook

Jupyter Notebook 2 FEAMAESETIRNBERRZINS RS TN RBRE R, BRI LURAMR
HNAEEENDN , HX loT REFVBBEERVBZZEIF L, fIOATMEN K 9EEFNETE

A,
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AWS loT Analytics £ Amazon SageMaker Al £i2AEFIFEEE Jupyter EiCAREN, ECIRE
BRI 8, BATIE AWS loT Analytics 1 Amazon A SageMaker | Z [ 8IEX X :

1. 5%l A SageMaker | #25| & H BB L ILAEH -

a. EEFMEER , REIEER Create anewrole (RIEF AR), iBFZAE ARN,
b. BIELIZAREH,
2. HIfE IAM 25| & H &k SageMaker Al B :

At ENZEE-—MERK.

EBRIMABRRRE | X FRS |, %8 iotAnalytics, &R EFRE , REEEREDBA
GetDatasetContent}iERE, 1%£1F Review Policy ( EF X ) .

c. KREXRBIEREME K NEBMARBKN , RAEEE 0ERK,

C

XAFCIBNAGCREM T NPIREBIEBENE AWS loT Analytics.

1. BREHELMNSHBEEFIER “EIEA", https://console.aws.amazon.com/iotanalytics/FE % 12
ANELE , EREELIERK,

2. BEEBRERTEL , &% oTA ZHER.

3. EREZLEA NEHL , NERTRARBN, ERRBESEERD &4  RAGERE A6
MBIESR, ERBREIEERXFG , EFEEE SageMaker Al FEOIZEIZAKH,

4. BEFLNGERRE , BERAIBREIER,
5. HEZiLANHL , BWEIEARZEHPFIE Amazon A SageMaker | B #1 58 R,

Z1IEARR

AWS loT Analytics ZiEAEMaE AWS SIMENHLER BB M ATILHR , AHBEF 18 AWS loT
Analytics fEFARHI. EAUEARLLLRIERRTHRESEE , BANEEERATIIRER loT &
& IR R EIEHE,

A LATE AWS IoT Analytics #ZHIl &R REIA T E B ARER :

- RAUBEERFE - EABRERNNZEZFT (PEWMA) BE | EUENKEFRAERZERN,
- APFAREEIMARM HTAN - NA DB, W, LiEediEF 5B SR TN AR A8 Bt AR A9 fai
« BSRFPMTIN 4 - RASTEKFHICIZ (LSTM) #82 M 4 M2 58 B 3 KN B< K 3 AL

f=,
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- BRERBEEFASD - NA KHEMERD 2HE (PCA) 24 , NEERECABERRIATEEF
£

o EEREEHRBETON - MA LSTM B H ETFEBHFIAE,

- EREWHZESRETRN - A LSTM FUN 3 A O X B BUR Y55 2148 o
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AT AWS loT Analytics

AR ARKE, i, LENEHRZHIENERGT AWS loT Analytics, bbib & REY R
£ AWS Command Line Interface (AWS CLl)o HXEZEE AWS CLI #2015 (AWS Command
Line Interface AAF¥ER) » BXA AN CLI i SWEZEE AWS loT , i§5H (AWS Command
Line Interface & & H) FM iot,

/A Important

f#faws iotanalytics&a5 AWS loT Analytics EA#1TXE AWS CLIl, fEH AWS
CLI, B aws iot@® 5 loT REMNHMIPIRE

(® Note

LT R A AWS loT Analytics SE4& ( 5B, BIESE. BIEFHANEE ) WA,
AR REcBREEANTAARAEFBERINNEFE, RENBMRMLD L)\’J‘E—?—ﬁﬁ
L, HERGEIENEFRE, TIEAHKF,

eIEEE

BEWREAFERCENRIGEERE  RAEBRZBEAFIEE. fARERREIEE , FHit
B-SRABFELRBE,

aws iotanalytics create-channel --channel-name mychannel

MR BAELT AWS loT HEWFEEZIME AWS loT Analytics , M AT LABIE AWS loT #NISIZMA | F
SHERATE, XFEREN EENBEREE AWS loT Analytics FE R, FEIES ASER
— M ERAFER AWS loT Analytics anSBatchPutMessage,

IHEELGENBE

aws iotanalytics list-channels

REBEXBENESER.
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aws iotanalytics describe-channel --channel-name mychannel

NGB EE EFEEHEEEMN Amazon S3 FREBIAEEER AWS loT Analytics Amazon S3 77
&M@, AILAEMA channelStorage ZHUEEMMNMFEE. MINRERRSZEEMN Amazon S3 7
R, MRBIERFINEEEEEELEEN Amazon S3 F#MEH , M ABIRF AWS loT Analytics
PR F BER TRIEXERH Amazon S3 FERBMITIATIRIE : s3:GetBucketLocation ( BIEFMEFN
iE ) s3:PutObject ( ¥ ). s3:GetObject (iEHY ). s3:ListBucket ( EFLLE ),

Example

"Version": "2012-10-17",
"Id": "MyPolicyID",
"Statement": [
{
"Sid": "MyStatementSid",
"Effect": "Allow",
"Principal": {
"Service": "iotanalytics.amazonaws.com"
1,
"Action": [
"s3:GetObject",
"s3:GetBucketLocation",
"s3:ListBucket",
"s3:PutObject"
1,
"Resource": [
"arn:aws:s3:::my-iot-analytics-bucket",
"arn:aws:s3:::my-iot-analytics-bucket/*"

NRERFFEENBEFRNETHINR , KAURFEEMLEBERRE , LBRATRRNHES
EEBREENEF. BEREFLEBELRIE.
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BIERFEFE

BREFHEBEVAERENER. BEFETRBERE , EER— My REUTEANERF#E. &
AL RSN REFEREERETERFIUENHES , LA UER R NEREFMKEZRRE AWS

loT JEE.,

aws iotanalytics create-datastore --datastore-name mydatastore

P H R B L ZNBEFMH,

aws iotanalytics list-datastores

REAXBEFENESES.

aws iotanalytics describe-datastore --datastore-name mydatastore

I % S3 AWS loT Analytics RIRBUER

B LU BN W BIEEMEH EFEHEREEERN Amazon S3 1 AWS loT Analytics SiIEEE K
Amazon S3 FEF. BIEHIEEMAT , £/ datastoreStorage API SEULEFTEMR Amazon S3
. MNRERRSEEMN Amazon S3 1F& .

MR EER G RIFEFEEEFEELEEN Amazon S3 F#EBF |, NMAHR FEE Amazon S3 176%
M ERITUAT RN AWS loT Analytics X R :

* s3:GetBucketLocation
* s3:PutObject
* s3:DeleteObject

MRSERABIEFHEEN SQL ERBBENFRIR , BIRE— Amazon S3 FHEBERE , RFXIFME
B A @A Amazon Athena i AWS loT Analytics X PR,

(@ Note
RIMNBWEFEEREBPIEE aws : SourceArn , U BB ERELZLRE, XBEIN Y
XBEEKFWIERFKRHTHE, BRBEERBRENEZEFEE |, 5 @the section called “Bf
IEERSBERERE .
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T RERTFAENRNROIFEBRE,

"Version": "2012-10-17",
"Id": "MyPolicyID",
"Statement": [

{

"Sid": "MyStatementSid",

"Effect": "Allow",

"Principal": {

"Service": "iotanalytics.amazonaws.com"

1,

"Action": [

"s3:GetBucketLocation",
"s3:GetObject",

"s3:ListBucket",
"s3:ListBucketMultipartUploads",
"s3:ListMultipartUploadParts",
"s3:AbortMultipartUpload",
"s3:PutObject",
"s3:DeleteObject"

1,

"Resource": [
"arn:aws:s3:::D0C-EXAMPLE-BUCKET",
"arn:aws:s3:::DOC-EXAMPLE-BUCKET/*"

1,

"Condition": {

"ArnLike": {
"aws:SourceArn": [
"arn:aws:iotanalytics:us-east-1:123456789012:dataset/DOC-
EXAMPLE-DATASET",
"arn:aws:iotanalytics:us-east-1:123456789012:datastore/DOC-
EXAMPLE-DATASTORE"

BXREZEE , 52 (Amazon Athena AF1EREE) FHBIK/ 1G],

Amazon S3 K& 35
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® Note

o MREFEFEENBFEFENEIINR , LURFEEFLEBERE , BIBRKRHN
FIRRINBIEESEHREERNES. AXESER  FEREMLEEERE,

M

AWS loT Analytics ##E 7% B 81X #F JSON H Parquet XX, BRIASH#EI R JSON,

« JSON ( JavaScript W RERZE ) -— X IFEH-EXNEFEIIRHXEER,
 Apache Parquet - — M3 XFEEX , ATEREERNERKEHRE.

EFE AWS loT Analytics BB 7 HI AR | 7] BATE I B2 Bz 77 B 52
ZFileFormatConfiguration¥ &,

fileFormatConfiguration
BEXHRIANEBESR. AWS loT Analytics 174 % JSON # Parquet,

BIN BN JSON, REelEE—MN, SIBMEERE , TEERXFHEN,

jsonConfiguration

BE JSON BAMEERE S

parquetConfiguration

‘@& Parquet AW EEE R

schemaDefinition

EMRMAENES.

columns
EEEHEBEN -2,
BNEWHRZTHE 100 5, 85HZTH 100 FHREXRE,

name

7] DR=E Y
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KERS : 1-255 NFHF
type

HENRE, BRIXFNBBFERENESFE , 525 (AWS Glue FFRARE
M) PHELHBERE,

KERS : 1-131072 NFR

AWS loT Analytics X3 Amazon Athena ZiERE N E LY HWFIEHIERE |, 8-
S\o DECIMAL(precision, scale) precision

PEBIEFE (EHE)
LA SR BA ] 6 22 LA Parquet SRR EHIENEIE 6.
BB BIE T4

1. B FF https://console.aws.amazon.com/iotanalytics/o

2. ESMBERT  ZRBIEFHE.

3. EBEFME NEL , EF IERETFM.,

4., EEEBREFEFAGENEHL  WABBEE#MEHNELREER.

a. EHEFME DD WA -—NBIEFME ID. % ID HEOIBEEEER.

b. (% )NTHE , EFRANMFHE , F— I HSNMNEENGFE (BEX ) RNBIBEFE
F, FREFBTIRIRER AWS loT AnalyticsBI 22 # %R

C. ﬁ?%jt_io
5. EEREFMEENEL , 5% A7 BIE.

a. NTFEHXH  ERRSEEEMH.
b. WTFEEBERECABEIENNE , EETRA,
c. &ET—%,

6. EEEBHBEANEL  EXBELZRNLEHMER,

a. XWTF 293, & Parquet, BIBBEEMEE , TEEHZEN,
b. NFHER , BRNENBIEFMERE JSON FREH,
c. NTFFHFH, FHNIJSON BRMALZWEN | M THFIFFR.
AR 37
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{
"device_id": "0001",
"temperature": 26,
"humidity": 29,
"datetime": "2018-01-26T07:06:01"
}

d. EFRHMEN,

e. TEHE Parquet BT , BIAEXE JSON ROIMECE, MBEERRXTTE  HFHEH
Parquet Z8%4,

MRFLERMWERESS , FRBRMII , MASE , AEERBIERE,

(® Note

HRABERT , ENEMALE 100 5, BXEZEE , BSH AWS loT
Analytics ELEl,

RO NERRBINBIERE, AAZIZHNBERENESELR , F5H (AWS Glue
FRAGERE) FHEILHIESRE,

(® Note
EBEEEE  TEERIFINBERE,

EMRIAET , FERBERT,
f. EET-—F,
7. (A3 ) AWS IoT Analytics XRFHBEFHPHEEN DX , AE T UERZLS & 50 53E 48
MR, AXXFNAENSEKNESELR , BSREENS X,
®ET—%,
8. EEFNNE MHEL , EFENERE K REER BRIEEM®.

/A Important
PIRRERERE  TEERFINKERFME ID, XA RBIERE,

9. WINHBERF#EREREF#TEL,
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=\ £\
BENS X

AWS loT Analytics XEFHIED X , Ht @I ARBRFEFEPAOBIE. ERAKES XRELQLKER ,
ANERDFENEE. XEL TEREARENREEH R TER,

FLARFEERHEREIEIEEENRNBNEYE , XNBEHTOX,

B, BABEEHINBEIX, EE— MRS NMEIXLE , Y7 XEHNBIEFHEES
AWS IoT Analytics B8, R/ , %5 FIfA WHERE Fa{L L aER&=if,

IBRBERME (2FE)
THHNIEERNMAER BEX D KR ZBHEFMHE,
DI TP 17 i

1. %&F AWS loT Analytics &l &,

2. ESMERP , ERBEEMR.

3. T BEGM REL , &EF IEKEEE.

4., EREEBEREFHFAGENEL , AABEEEEXNEREER,

a. HEHEFHE DA, WA -NHKIEFME D, % ID EUIBRELEER,

b. (% )NTHE , EFRAMFHL , F— I HSNMEENGFE (BEX ) RNBIBEFE
. PR ATCAF B RIR B0 HAIZH R IR AWS loT Analytics.

C. ﬁ?%jt_io
5. EEREFMEAETEL , 5T A7 BIE.

a. NWFTEMEE  ERBRSEEFMH.
b. NTEEERZSAEBHENE , EELRE,
c. &EE T—%,
6. EEBHEXATEL , EXHBEIEZNERAER,
a. NTFHEFHEBERRNSE , & JSON = Parqueto X AWS loT Analytics #3443
BHEZER , BSR4 ER,

(@ Note
BIBBERME  TEERZEN,

BEXDX 39
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b.

ii?% -F_Z'Fo

7. NEBEFFEUEZAEND X,

0

e.

X FAMBRESX , mEE M.
X TFHEDXR , HEEDXFHEXHERES

1%# Samp le sour ce , ARFIEF N LHIFEFEUEEEH AWS loT Analytics RE.,

FEHEROIEES , RBEERTHREFEHTOXAGEEEME. ETXR , FEEERN
NBEETHEES XEER BB X4EE.

(@ Note
15 R — AN B KOR BB

NTHEMBEF#IXEE K BFENAXIXEENELEFE, SEL-—SHERNENE
ERBIEEEREAN D XOEE, FRAUTEREELSME !
- PXRE-BEEKSXEERREMEERNRAB D XKE,

- BUHEEMMEEEHR-BRIANMERLT , AWS loT Analytics ¥ F £E 2 H H B HE AR Y
BEMENBRE D XERENRAR, RERMEBEMUBEN S XKEENE. BUUER
WHERE ¥R R4 E B MRMAICERMEEE,

s FAPXEMHLEENEMNIITTHE __partition_ BI,

s WFatRB S XER | AWS loT Analytics BIBUATHEANEE_ year , B
. __month__day., _ hour,

- BEF - EFHRSI 0 XER LR EEANIER,

NTetRBEN  FEE TS REP RN RBREENEE D XN, ERTM
AWS loT Analytics 5| HEYE AT AIEE — , B AT BEE - M EENHFES XA TE AL
B, 47T #MMEE R BB g tERF.

ENNTREEEMNMERE | BEE S5 X,
iijaxF -F_io

8. EEFMUE NEL , K EFENER , RAEER CIBBEEM,

BEXDX
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/A Important

- DIBEBIERME  TEERBERME D,
- EREBUAIKX , #F0ERS — M EFH T BT EEENLERIE

9. WIAFBEFHESEHRFEFMTEL,

BIEEE

EEEAKRBBERNER AR ERFREREFFEZAATELENFLEE, EFBEEEEIHK
EEe  FE-1MEE, BENENEERTE EH&E%EE’JEJEﬁ*T\IHHHEk CHERNBEF#
A, FEESEAHMED. AXEEREENEE  BZHEEED.

HEITIRES , RINBWECR-IMNEE  ZEENFBEERIBEFH M ARTEAEMWBERE, R
= Eﬁ%ﬁ&é‘?&ﬁu&ﬂ?&ﬁﬁ%)‘ &R BAB| AN BB TR B AL BB 12 R

ETUTHRUEEE
aws iotanalytics create-pipeline --cli-input-json file://mypipeline.json

mypipeline.json X#EBEUTHAA,

{
"pipelineName": "mypipeline",
"pipelineActivities": [
{
"channel": {
"name": "mychannelactivity",
"channelName": "mychannel",
"next": "mystoreactivity"
}
},
{
"datastore": {
"name": "mystoreactivity",
"datastoreName": "mydatastore"
}
}

BEEE 41
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}

EBITU TR T A5 HAAEE

aws iotanalytics list-pipelines
EBITU TR AEEE N EENERE.

aws iotanalytics describe-pipeline --pipeline-name mypipeline

IEESHIEFREZE AWS loT Analytics

NREEF-NBENFRERHIEE  ZEENBEFRERBEFEMAEEDNERTER , WA
LUREE B EIE ZIEE] AWS loT Analytics, tb&L , AT B 7RG EIEEZIEE AWS loT Analytics#y
Tk, AR E B RESHEA AWS loT Analytics BatchPutMessage APl %&3% AWS loT JHE.

&
- £/ AWS loT HERE
- {# A BatchPutMessage API

£ AWS loT SHERIE

EFEMH AWS oT HERE , SEEFAHANSIZ6IZE AWS loT BN, ZANFFEZEEENHEE
B E| AWS loT Analytics, BE % , ZHANERENE—NAGURFIIENNR,

S 1AM A&

Ef AWS loT JHEHBEE AWS loT Analytlcs B, BEZRENAN, BEE%E , BLTOIE— IAM
AERZFIZMNE AWS loT Analytics SIE 4 1% 58 EBIEHN R,

BT T UeEAE,

aws iam create-role --role-name myAnalyticsRole --assume-role-policy-document file://
arpd.json

arpd. jsonXHHABRNEUTRABERLL.
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{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "iot.amazonaws.com"
},
"Action": "sts:AssumeRole"
}
]
}

RIE , HREESUEMMEZA R,

aws iam put-role-policy --role-name myAnalyticsRole --policy-name myAnalyticsPolicy --
policy-document file://pd.json

pd.jsonXHFHIRNBENEUTABRLEL

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "iotanalytics:BatchPutMessage",
"Resource": [
"arn:aws:iotanalytics:us-west-2:your-account-number:channel/mychannel"
]
}
]
}

2lE AWS loT AN

B — KO B SNE K% HE R AWS loT MM,

aws iot create-topic-rule --rule-name analyticsTestRule --topic-rule-payload file://
rule.json

rule.jsonXHHABRNEUTAERLL,
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{
"sql": "SELECT * FROM 'iot/test'",
"ruleDisabled": false,
"awsIotSqlVersion": "2016-03-23",
"actions": [ {
"iotAnalytics": {
"channelName": "mychannel",
"roleArn": "arn:aws:iam::your-account-number:role/myAnalyticsRole"
}
} ]
}

I iot/test B MERHAAVEER MQTT £, NEEAHNACBRNEENEET PLIENE
BENAE,

& MQTT SEEKEE AWS IoT Analytics

EFANMABEE, BEMATEARNEEMARBREFEZE , AAEEZANCENBIEREEN
7R AWS loT Analytics MIZIEFME , BER AT LA ITE R, EXT LSBT , B LER AWS loT 245l
ARIEHER.

(@ Note
BREZIEEAR (BIE ) WFEBREM. AWS loT Analytics
- XARDVEFRBFFHNTIEL () ; TAFEAEMESKRFTF.
- BIAFBFHARENTRL () FFk
- FEEQEEFH ()0
o EMFRIEZXARIE : "[A-Za-z_]([A-Za-z0-9]*|[A-Za-z0-9][A-Za-z0-9_1*)%.
- KETREE 255 NEH
« FRBARNE, A—RAFEFEHR foo M FOO WEEBHANEEFE,

flan | FEHERAESP , {("temp_01": 29} = {"_temp_01": 29} BX , {8 {"temp-01":
29}, {"01_temp": 293} = {"__temp_01": 29} T,

1. 7 AWS loT #ZH BN EMN SME K FEE Test (M),
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= Sample period Time range
f&]]} AWS IoT Monitor
One day v Week v

® P

| Monitor
Successful connections
Onboard
Manage
Greengrass
Secure
L]
Defend
Act
Test
Feb 14 Feb 15 Feb 16 Feh 17 Feb 18 Feb 19 Feb 20

#- Successful connections

Messages

2.t MQTT ZFig WA L , £ Publish 4 #9 Specify a topic # , A iot/test., 7EHEMEIB
7, BRIELT JSON RERERFRE , MEFEFRE , WEAEA].

"message": "Hello from the IoT console"

3. %% Publish to topic ( £ EIEA ) ,
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WJ%nMnJmWﬂJﬂ%wwuﬂWw

© 0 - This client will not acknowledge to the Device Gateway that _Q?
ﬂﬁa AWS loT messages are received @
1 - This client will acknowledge to the Device Gateway that

messages are received @

MQTT payload display
© Auto-format JISON payloads (improves readability)
Display payloads as strings (more accurate)

Display raw payloads (in hexadecimal)

Publish
Specify a topic and a message to publish with a QoS of 0.

ot/ | [ |

BEOR0 DO

Test

©® 0

"‘--——-h.a_‘:- | M’NMMJW*J RNy
XaRm—FHEE , WHEBHIZZA BN BIEFE.

& BatchPutMessage API

REUH EBUIER 5 — 7575 AWS loT Analytics 2 BatchPutMessage APl ii 5. WLAEREE
IBIZE AWS loT AN |, B H AR EE T HERAIENIE., B e ERE5ME & X BIEE
BEMRZEBIZITHEA AWS SDKOIZN S HeEB EMAAA. AWS CLI BatchPutMessage

1. Bl — N fmessages.json , HHAIEEREMNER (EATRAP , RRE-FKEE ) -

{ "messageld": "message@l", "payload": "{ \"message\": \"Hello from the CLI
\Il }Il }
]

2. i&1T batch-put-message 5o
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aws iotanalytics batch-put-message --channel-name mychannel --messages file://

messages.json --cli-binary-format raw-in-base64-out

MERBER , FERU TR,

"batchPutMessageErrorEntries": []

4 12 fR BT B fiE

AT LAE R AWS loT Analytics AR EBZRLIEMEERRRINEIEHNEET,

0N

1. 7 AWS loT Analytics #ZHlaH , EEM SME K F%EEF Prepare (M%) Hi&#E Channel (B
E) (WMEXE)  AREREZABIENBEERN ST

B Channels -
Analytics @
I QCha""EIS Name Status Created Last updated
Pipelines
my_channel ACTIVE Sep 13,2019 10:47:17 AM_.. Sep 13, 2019 10:47:17 AM...  see

Data stores
Data sets

Notebooks

2. EEERAGERE L , A TR FEZRBD. REFE , 2REPHN - EEEERRF (10
B 3/ef12/heF1 R3XR1E ) LERETHNECEE. F2EFI -FEXREL , UEREEER

B8 B AR E R Z B8R HE R

W BE
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Channel size

9.5e-7 GB as of Feb 27, 2019 4:00:00 PM -0800.

@&®OP

Tags Edit
No tags

Monitoring

1h 3h 12h 1d 3d 1w \El

IncomingMessages

2.00

1.50

1.00 —_—
0.5

0
17:00 1715 17.30 17.45 18:00 1815 1830 18:45 19:00 19:15 19:30 19:45 20:00

A ERARUN SRR EEEEDNIT. BN EEENFAFERE LEEEHNITHIR, W
RARFEDEENEEN—HD , FETR 0 MUTHER.

1. 7 AWS loT Analytics #ZHlaH , EEMNSME &P 1EEF Prepare (£%) , %% Pipelines (B8) ,
REIEBRE BN EENE M.

B Pipelines .
Analytics @
[° Channels
== Name Created Last updated
I Pipelines
my_pipeline Sep 13, 2019 11:21:01 AM -0700 Sep 13, 2019 11:21:01 AM -0700

Data stores

Data sets

Notebooks

2. TEERAGENEL , A TRIFEERD, REFE , AREPH - HEEEERF (10
B 3/hef 12 /hef 1 R3 XK1 F ) WARETRHNESEE. F2FH -1 EFL , UEREERE
SEENNEEEIHITHIRE.
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Monitoring
ih 3h 12h 1d 3d 1w \El

@&®0P

ActivityExecutionError-DatastoreActivity-my_datastore_33

1.00
0.8
0.6
04
0.2

0
17:45 18:00 1815 18:30 18:45 19:00 1915 19:30 1945 20:00 20115 20:30 20:45

PipelineConcurrentExecutionCount

1.00

0.2

0.6

0.4

02

0
17:45 18:00 1815 18:30 18:45 19:00 1915 19:30 1945 20:00 20115 20:30 2045

BIEHESE
EALEN B2 SOL REERDEREENMRFRFRARIE. AWS loT Analytics AHLEHKIE

REZFDTEE, BRBBEEETSRYERE |, BEFUER SQL REAREWHIEH ERFEEHRSE
EFNER,

- HRIERNEE
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BINWAE

EERRE , FEEVNER-IMNRE, BEEEsATERNREFMERN SQL AR EEEEN B Hi et
BEEZERNALHETR. BRILERERLITF Amazon it XIFRE R FRIEX K ZE A% CloudWatch
1l

BITUT SR BHBEE,
aws iotanalytics create-dataset --cli-input-json file://mydataset.json

Hed mydataset.json XHFBELUTARE,

{
"datasetName": "mydataset",
"actions": [
{
"actionName":"myaction",
"queryAction": {
"sqlQuery": "select * from mydatastore"
}
}
]
}

EAUTHS , BRI EARIBMEEANE,

aws iotanalytics create-dataset-content --dataset-name mydataset
EHIL04  EREBRENERE , EUSE,

iR BRI

BHERRU CSV XHBAFHENBIEERNS, FET Amazon S3 @GR LM, AT REIEHA
TUMAREEZREBCHEZME, XHRBETH.

BEITLLT get-dataset-content % :

aws iotanalytics get-dataset-content --dataset-name mydataset
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MEHBEESEEMEKIE , N get-dataset-content #HE status FERFEE "state":
"SUCCEEDED" , #1A T RHIFTR :

"timestamp": 1508189965.746,
"entries": [
{
"entryName": "someEntry",
"dataURI": "https://aws-iot-analytics-datasets-f7253800-859a-472c-aa33-
€23998b31261.s3.amazonaws.com/results/f881f855-c873-49ce-abd9-b50e9611b71f.csv?X-Amz-"

}
1,
"status": {
"state": "SUCCEEDED",
"reason": "A useful comment."
}

dataURI BRAHERNZE URL,. EEREN—BRINBEIAB® JLN) e, REBELENITER , Ba6E
EEAEHRABZIHELAA get-dataset-content , BN ARG TSERFTHZSR URL,

RZEZE AWS loT Analytics ##E

Ba B A RFM. oML AWS loT Analytics ##E,

AmnmEmENES :
* Amazon S3
« AWS loT Events

* QuickSight
» Jupyter Notebook

Amazon S3

A LU BB E RN A XIEE Amazon Simple Storage Service (Amazon S3) FZE# , M
MATESRERERERE—E , AENNTRLARFANATRCTERIHTHR. S
FcontentDeliveryRules: :destination: :s3DestinationConfigurationf =
EXCreateDataset.
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AWS loT Events

ZAI LU BIRSE N B E R A KIEXB1ZBRSS AWS loT Events |, 2RSS L8R W5 121 & S IR Y iR =
FRFRL , AEUREARENAREMERE,

A, BEASRKIEE CreateDataset HE FERHIEE AWS loT Events #i
AcontentDeliveryRules :: destination ::

L=

iotEventsDestinationConfiguration :: inputName, #&&EMAAIEERE FHIT “iotevents:”
AWS loT Analytics fXBREI S, roleArn BatchPutMessageE L SIBHIBENRNER , #4 AWS
loT Analytics HENMNBBEENBRXBERNEHERIZEIEER AWS loT Events fii A, flan , 21REHEK
REEIE

"what", "who" , "dt"

"overflow", "sensor@l",'"2019-09-16 09:04:00.000"

"overflow", "sensor@2","2019-09-16 09:07:00.000"
"underflow", "sensor@l","2019-09-16 11:09:00.000"

RS AWS loT Analytics 2 X IZBEUTFERHAHER :

{ "what": "overflow", "who": "sensor@l", "dt": "2019-09-16 09:04:00.000" }

{ "what": "overflow", "who": "sensor2", "dt": "2019-09-16 09:07:00.000" }

REEVNE - NEBRBRBXNBHFER (. PFH—NEZNdt ) B9 AWS loT Events % A
whatwho , HOIB—NEEHPFERAXLEMAFTERMAKZBERZENIFEEN AWS loT Events 1
MESHER,

QuickSight

AWS loT Analytics 1Rt 58 E#5 KX QuickSight. QuickSight & —TURIEN W SF DRSS , TR TH
BAWAt, T2 ARRIENIE R IREVL S A, QuickSight EALRREBYT BREIKN T LAH
AP, FESFERBRKNAFSIZ (SPICE) REMA X S, QuickSight FEiX L X AT A,

Jupyter Notebook

AWS loT Analytics Jupyter Notebook 2 AT ABE#EFERIKIESE , LHITERD MHBIERE. Jupyter
Notebook B —MNFRERA R, EAILUM http://jupyter.org/install.html ZEH T &, FREHEE
SageMaker Amazon EEZICARBRA R Al HFIANEK.
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RAriEmE

RE S MRV BIESE

B GBS A M A EdEEretentionPeriod and versioningConfigurationFRIEEE
REBRERBHBIFERN BN E CreateDataset SA & UpdateDataset APIsfR & ZK AT

"retentionPeriod":

"unlimited": "boolean",
"numberOfDays": "integer"

iy

"versioningConfiguration": {

"unlimited": "boolean",

"maxVersions": "integer"

iy

XRNMSHHNRE—BER , NESUATAXBERENBFEEABTREBNRE XL

versioningConfigur
ation :

[RIETE]

versioningConfigur
ation :

unlimited =
TRUE , RiIRE
maxVersions

retentionPeriod

[RIEE]

R BR R AR AS BA R 8%
AR INRRAS (R
@) &R 90 Ko

FHRET X 90 RAVrRr
BRAE , mMEiLER
Z DANRA

retentionPeriod :

ThRE = & ,
numberOfDays =
RIZE

R TE BRI fr BB IR FThR
AN BA R B #T Y B DD AR
K (MRRRE ) o

X R E BV R A BUR B
ERBRE

retentionPeriod :

TPRE =&
numberOfDays =
X

R BRRTARAS BA R 8%
AR INRRAS (2R
TE ) &RE X X,

FHRET X X XA
BRAE , mEiLER
Z DR

REZS MM RANBES
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versioningConfigur MREBTE 90 KT FHRZBREZBY MR FREBEEX KAFR

ation : B Y MRS, K MmMERLENERE B Y MRS,
ZKAtE,
unlimited =
FALSE , max

Versions = Y

\ﬁgﬁ AR g

/0N J\ -LIZI /.

BRIEFIEEAR (BIE ) WFBREN :© AWS loT Analytics

&
S
@

EFERFFH/ATIE () ; FATEARMESRFH
FRFENTRIL () FFk.
EFRF (o
o EMFRIEZXARIE : "[A-Za-z_]([A-Za-z0-9]*|[A-Za-z0-9][A-Za-z0-9_1*)%.
- KETHEET 255 N2/
s FARXDKNE, B—REHER 0o’ MFOONZERBEM N EEFE,

2 &
® S S
@ X
Ny 4
#

Flan | EHEAEF , {"temp_01": 29} = {"_temp_01": 29} BH¥ , 1B {"temp-01":
29}, {"01_temp": 29} = {"__temp_01": 29} TR,

LI AWS loT SiteWise #iE

AWS loT SiteWise 2 —TEERS , AATAMKEKE, BE, DM AHRLRE T RZHHE,
ZRFREET —MRTEERER , AREETLRE, RENRBHRRIER,

f&Bh AWS loT SiteWise B=#H SO LENEFAMN T U REEHEE , LR NASFHEELCERE 2
IENR. BRIMEER-EILE AWS ZinENLGERIE. EXEZEEL , 55 (AWS loT
SiteWiseFHF'?aﬁ>> 0

AWS loT Analytics S8 AWS loT SiteWise , EIL&E A LAXT AWS loT SiteWise E3Ei=1T M= HE
SQL &iff, EFHREMER AWS loT SiteWise #E , iEEBAWS loT SiteWise AP I8 AL E 7 &
BREFNSROUEHEFE. Ae , ERPNVEABELIEBIES (2515 ) AWS loT SiteWiseH 5
B2 AWS loT Analytics ZU3E 5 7 5 A EidE 61722 AWS loT SiteWise ZIEE (AWS CLNHXT & Tl Bi4E
=17 SQL Eifl,

SHE MBI L 54
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£}

« £ AWS loT Analytics Zx#ERIZ AWS loT SiteWise FIEE
- FRIBEEANR

« HIE . EHEH AWS loT SiteWise FHE AWS loT Analytics

£ AWS loT Analytics 23812 AWS loT SiteWise g

AWS IoT Analytics BIEE TS A TERBEFE PHEEN SQL BaMKER , UR—NMEEEEN
AEAR B ESEE RN TIETR. BRIERREITF Amazon CloudWatch it RIFIE K B FRIE R eI 2E
Ak,

(@ Note
BREBERBENES  XERFETRURKEAZN , B TURBEAZHN, Mtbz
T, BEINBEFEEPOBIENLA SQL Ei#I5k AWS loT Analytics BIEEHIESE,

BRBLUTSBRFHBRAEIELNE AWS loT SiteWise HiEE.

F&
- FRABEMNEKIEE (#H A ) AWS loT SiteWise
. EEBIEAIE AWS IoT SiteWise $IEE (AWS CLI)

FRBENERIESE (85 E& ) AWS loT SiteWise
ERIXLESTRIE AWS loT Analytics 2§l & N EH AWS loT SiteWise B iESIEHIESE.
BIERIEE

1. fEhttps://console.aws.amazon.com/iotanalytics/ EM S B |, EBRHIEE.
2. #EoIEHEENE L , EFE SAL.
3. HEEEHESFHEENEL , EEHEENFAEE.

a. WABIEENEWN.
b. XNTHEEHE , EFATHIRER AWS loT SiteWise B iFEF@EEIME— 1D,
c. (FE)ENREDR , F—AHSNMAERE (REXN ) FMBIBEEF,
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4.

£/ SQL RAXEMIIEIH B E 5 #iE o
a. EFEEEAFERTD K WACREENETRRZATHIEN SQL i,

SELECT * FROM my_iotsitewise_datastore.asset_metadata LIMIT 5

BAxhHIEFH SQL THEEWE ZEE AWS loT Analytics , 2R F#H SQL RiER AWS loT
Analytics, & , S HIE . EPEIR AWS loT SiteWise Ei#E AWS loT Analytics T FREER
REBENLBHNSITER R

b. ZBALLEFRNHAEN RRIIMARSER , AEEARNRETERER,

(® Note

BT Amazon Athena [R#] T iZTE MM HEAHE , LA SQL EHRHEINSER
R, BEERARKEEIZT.

(TiE ) FAEERBESEE NN EECEBIEENARN |, REBETRTERNERLE, EAY
MR | MIEERBESEE, EXEZEL |, B3R BJ Amazon Ev CloudWatch ents JREUVIEIR
BAEE A,

HEREBHFEARRIESFANE LRESFEARRIERMAS BT -5,

(Tt ) EREEWHYREL , TRESWRED THETARTAERE, CTMN IRNRE
et BRI

® Note
AWS loT Analytics 875/ Bt AWS loT SiteWise $EXN— IRV EIE, HANTEBBGEZE /DT
BRI ERREUNE,

ERFR | REEE T—F,

AWS loT Analytics 8l L BIREABTWRAFH FiEEEN B ERAN DL R, RIMNEWK 90
R, BEALERREEE N RERE. SHARFIBEEANRFEREHHEE.,

EREHEESRUE LEFRTE BT -5,
(ALt ) BBSREREEEREENAN , FEAEIBEEB MM , /20 AWS loT Events.

EREBBEEABREEANTE LEREDF , BT -5,
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9. RELZMGEE K ABERVBBES.
10. BWINEHWFBFEEE REBEENE L,

FEABIECIZE AWS loT SiteWise Bi#EEE (AWS CLI)
Z{TUUT AWS CLI s ST IR ERER AWS loT SiteWise #iE.

L4k R R BIEA AWS Command Line Interface (AWS CLI), BEXxEZEE AWS CLI , ESH
{AWS Command Line Interface FAF3E/) » BXA A CLI i SHEZFEE AWS loT Analytics ,
BES0 (SERKB) HH iotanalyticse, AWS Command Line Interface

BIRBIESE

1. 1Z{TULTF create-dataset S LARIEEIEE,

aws iotanalytics create-dataset --cli-input-json file://my_dataset.json

He my_dataset.json XHBEUTHAR

{
"datasetName": "my_dataset",
"actions": [
{
"actionName":"my_action",
"queryAction": {
"sqlQuery": "SELECT * FROM my_iotsitewise_datastore.asset_metadata
LIMIT 5"
}
}
]
}

AXPXEN SQL HAENE Z/EE AWS loT Analytics , 2R F ) SQL FiEZH AWS loT
Analytics, & , 2 & : EHEH AWS IoT SiteWise 23E AWS IoT Analytics T fiBEB IR {H
BENBNSITERRA,

2. J1B{TLLTF create-dataset-content 9 , BEETEHRUEHIEERNS,

aws iotanalytics create-dataset-content --dataset-name my_dataset
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HRIBEERNS

SQL EWERRLL CSV XA FRMNBEFEEANE . FEY Amazon S3 [ERMHZENMF, UATHER
HWHETUNMAREEZRERCEZNME., XHRBETH.

EH
« 7£ AWS loT Analytics ( ##l& ) PIARBEERNSR
« 518 AWS loT Analytics (AWS CLI) P BBERNR

£ AWS loT Analytics ( #Z#l& ) RIFRIBFEEANR
MBAWBIBEDSEABIR , W LE AWS loT Analytics 24| & FRB M TE SQL THLER.
WRIEHY AWS loT Analytics BIEEL R

1. EEFENBEERNE L  EREVRNBEENE.
2. HEBEEWERE L  EREABTETF,
3. HEBEERNERYP 6 EREWMRLERITHERMN csv XHNEBER,

8 AWS loT Analytics (AWS CLI) R BIEERNR
MEHFEESSEALKRIE , WTHREHN TR SQL EHLE R,

b4k & R R BIEA AWS Command Line Interface (AWS CLI), BEXxEZEE AWS CLI , ESH
{AWS Command Line Interface FiF718F/) - BXx<T MM CLI S S EZEE AWS loT Analytics ,
BEZH (SERH) FH iotanalytics, AWS Command Line Interface

A4 H AWS loT Analytics ZRIEEE 4 R (AWS CLI)
1. B1TBLT get-dataset-content W UEFEHE R,

aws iotanalytics get-dataset-content --dataset-name my_iotsitewise_dataset

2. MEBEESESEMEIE , W get-dataset-content HHH status ZERFAEE "state":
"SUCCEEDED" , S0 P Ro

{
"timestamp": 1508189965.746,
"entries": [

BRBFEEAR 58
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{

"entryName": "my_entry_name",
"dataURI": "https://aws-iot-analytics-datasets-f7253800-859a-472c-aa33-
€23998b31261.s3.amazonaws.com/results/f881f855-c873-49ce-abd9-b50e9611b71f.csv?X-

Amz-"
}
1,
"status": {
"state": "SUCCEEDED",
"reason": "A useful comment."
}
}

3. get-dataset-content % HE$E dataURI , XRWHLERNZ R URL, SEREMN —ERAT
BRABER JLANDE. A dataURI MukBAiEE SQL B4 R,

@ Note
RELHTER , EUREEETRARBTZEBLAA get-dataset-content , BX
AR T2ERTNES URL.

HIE . T EIH AWS loT SiteWise F#E AWS loT Analytics

AHIEER T WAIEHZEH AWS loT SiteWise 3E AWS loT Analytics, AR R RF R EIE
AWS loT SiteWise , ETRREM T XN DK BIHNHERBIESE,

/A Important
tERGIEMER AR REW R

£}

- RRFH

hnEF U TR

BAEERR

- BISUTEN
BERBERIR

2 . &=if) AWS loT SiteWise $iE
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FoRFH
EHHED , BFEUTHER

o RUME—D AWS Tk FREFF 2 E A AWS loT SiteWise 1 AWS loT Analytics, 1R &iE& K
P, B REIE AWS IKF R SR ITIRE,

* JZ1T Windows, macOS, Linux 5 Unix F9FF &K1t E#L ( AT 1A E AWS Management Console ) o
BXEZER , 559 AWS Management Console A |7,

« AWS loT SiteWise & X AWS loT SiteWise BEFR=WEHIE , URRXEFRRARN DK BIZRE
BIENHIE. BEOIEBEE | BHKE (AWS loT SiteWise A #8E) F 8l AWS IoT SiteWise &
RSB ITRE

- W AWS loT SiteWise ETRN B RZHRFEFRETLESENNERFEFE . BTN HE
BIBRBEEHENEZELR |, 5300 (AWS loT SiteWise A/ FHEEF#IZE, AWS loT
SiteWise

(® Note

BB AWS loT SiteWise 7t AWS loT SiteWise BB SIZEF A4S HIELN EIE
FET B2, EBRBESRZWEZEEANDMRIEE R, B, EATLLIE AWS loT
Analytics BIEEH X T HTFEHITEN,

RS R
hogk St B E iR
N F R IE R

BEAYEDPERNEIER —HHEE AWS loT SiteWise 23E , ATHRR O RBZHHIRN DK BALRE
PHEITEE,

(® Note
EXHET , EREARBEFRTFH=1%

« raw- BERMAF RELLENRBREIE.
« asset_metadata - @EZWMAE~WN—MRES.
« asset_hierarchy_metadata - BEEXA~T 2 AXRZNEL,
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BITAHERHN SQL &l

1. BRBEABRENEBIEE (#2454 ) AWS loT SiteWiseZ A IESIZE AWS IoT SiteWise $iE
£ (AWS CL)H LB A EH AWS loT Analytics Zi3E 812 AWS loT SiteWise HiE%E.

2. EEMAHEPHRBEEENR , BIITUTERE.

a. 7& AWS loT Analytics HIA&H “BiEE" MEL , EREEL—TN EENBEEN B,
b. EHEERENE L , ERFBIURE SQL Eifl,
c. EEBHENRDIETRER , FEFENHENR,

®NE , BALER AWS CLIZ{TLL T update-dataset @ RIEH SQL &Eifl,
aws iotanalytics update-dataset --cli-input-json file://update-query.json

update-query.json AR :

{
"datasetName": "my_dataset",
"actions": [
{
"actionName": "myDatasetUpdateAction",
"queryAction": {
"sqlQuery": "SELECT * FROM my_iotsitewise_datastore.asset_metadata
LIMIT 3"
}
}
]
}

3. 7E AWS loT Analytics ¥ #lAFHFEA S AWS CLI , WENEIEZTUTER , SRS
Masset_metadataREBERINNE,

SELECT COUNT(*) FROM my_iotsitewise_datastore.asset_metadata
B , B LARIE asset_hierarchy_metadata Hl raw RERABNZE,

TSR
IR
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HIEERR

Bl AWS loT SiteWise BIEH FE M EKFEFMEE , SR LIQIEEKIE AWS loT Analytics £HEH
1Z1T SQL &ifJ , AWS loT Analytics A AT BX BN LHE, U TERERT UAEETRITERZ
HREHRIE,

£/ SQL ERRELIE
1. BFENR (HIUNRSBER ) FOSIAERNRH,

SELECT * FROM my_iotsitewise_datastore.raw LIMIT 5

2. SELECT DISTINCTA TZ&EiHEMasset_metadata&H5IH AWS loT SiteWise H=H ( M
- ) g*ﬂ_\o

SELECT DISTINCT assetname FROM my_iotsitewise_datastore.asset_metadata ORDER BY
assetname

3. EHHAEXREE AWS loT SiteWise B=BMMNEE. |, B H FWHEREA,

SELECT assetpropertyname,
assetpropertyunit,
assetpropertydatatype
FROM my_iotsitewise_datastore.asset_metadata
WHERE assetname = 'Demo Turbine Asset 2'

4. fEH AWS loT Analytics , BRI BRIERBBTFEFEPANESNROEBIE , AT REIFTR.

SELECT * FROM my_iotsitewise_datastore.raw AS raw
JOIN my_iotsitewise_datastore.asset_metadata AS asset_metadata
ON raw.seriesId = asset_metadata.timeseriesId

EERATZENFFEXRR , FEANTERHH JOIN ZhEe,

SELECT DISTINCT parent.assetName as "Parent name",
child.assetName AS "Child name"
FROM (
SELECT sourceAssetId AS parent,
targetAssetId AS child
FROM my_iotsitewise_datastore.asset_hierarchy_metadata
WHERE associationType = 'CHILD'
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)

AS relations

JOIN my_iotsitewise_datastore.asset_metadata AS child
ON relations.child = child.assetId

JOIN my_iotsitewise_datastore.asset_metadata AS parent
ON relations.parent = parent.assetId

BEAREBEZRN KT AWS loT SiteWise H#E , MAILLETSRITENR , BN T RRBEHREZHNE,
UTERERTETUREN —EEER,

X AWS loT SiteWise JE RN EZHBZ1TRITEN

1. BITHUT SQL &% , ERBER” CRRRRIA 4) RERERMNRIE,

SELECT assetName,
assetPropertyName,
assetPropertyUnit,
max_by(value, timeInSeconds) AS Latest
FROM (
SELECT *,
CASE assetPropertyDataType
WHEN 'DOUBLE' THEN
cast(doubleValue AS varchar)
WHEN 'INTEGER' THEN
cast(integerValue AS varchar)
WHEN 'STRING' THEN
stringValue
WHEN 'BOOLEAN' THEN
cast(booleanValue AS varchar)
ELSE NULL
END AS value
FROM my_iotsitewise_datastore.asset_metadata AS asset_metadata
JOIN my_iotsitewise_datastore.raw AS raw
ON raw.seriesId = asset_metadata.timeSeriesId
WHERE startYear=2021
AND startMonth=7
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AND startDay=8
AND assetName='Demo Turbine Asset 4'

)
GROUP BY assetName, assetPropertyName, assetPropertyUnit

2. FRBERVNFHBRREEER  BEMBRAS ( RBRFERI ) WERAKIERE M,

SELECT child_assets_data_set.parentAssetld,
child_assets_data_set.childAssetlId,
asset_metadata.assetPropertyld,
asset_metadata.assetPropertyName,
asset_metadata.timeSeriesId,
raw_data_set.max_speed

FROM (

SELECT sourceAssetId AS parentAssetlId,
targetAssetId AS childAssetId
FROM my_iotsitewise_datastore.asset_hierarchy_metadata
WHERE associationType = 'CHILD'

)

AS child_assets_data_set

JOIN mls_demo.asset_metadata AS asset_metadata

ON asset_metadata.assetld = child_assets_data_set.childAssetId

JOIN (

SELECT seriesId, MAX(doubleValue) AS max_speed
FROM my_iotsitewise_datastore.raw
GROUP BY seriesId

)

AS raw_data_set

ON raw_data_set.seriesId = asset_metadata.timeseriesid

WHERE assetPropertyName = 'Wind Speed'

ORDER BY max_speed DESC

3. BEEREF (CERRERIAT2) WEBERM (XE ) WEE9E , HETUT SQL v, Y
my_bucket_id BN FMHN 1D

SELECT AVG(doubleValue) as "Average wind speed"
FROM my_iotsitewise_datastore.raw
WHERE seriesId =
(SELECT timeseriesId
FROM my_iotsitewise_datastore.asset_metadata as asset_metadata
WHERE asset_metadata.assetname = 'Demo Turbine Asset 2'
AND asset_metadata.assetpropertyname = 'Wind Speed')
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RS R

BREERR

B BRHBIRRIR

ERAHES , FERBRUBRFERA,
Ef BRIEHI AWS loT SiteWise SER

— A , % AWS loT SiteWise JET 2 B1THIER. MREBEXZBIERTIRAMER , W] LR Bl BRE
N FRAUTEZTRF oM BRER

S ZE AWS CloudFormation 4|4 .
MHER I 3% P %R 10T SiteWiseDemoAssets.

1
2.
3. EEMIBR. ZEMIBREARET , NIERGIZKFTA B IREF M R
4. FEEINTEES |, E&F BER

I BRHEAR LA FE 15 D 4PRdiEl, MBERTEMBR , FEOEREGE LA MR, MERERTEFRM
Br , B1Z B AWS CloudFormation 2% & TR BIBR A MM RR , ARER,

i BR B4 9 A i

. ERIRENITEERIEFM  B21T CLI 85 delete-datastore , MM FHIFT R,

aws iotanalytics delete-datastore --datastore-name my_JIotSiteWise_datastore

T BRIE B AWS IoT Analytics ZiEE

. ERRBRENBUEE | HE1T CLI 8% delete-dataset , MM THIFFTR. EHITHIREZR , B
AR BRBIE AR

aws iotanalytics delete-dataset --dataset-name my_dataset

(® Note
Sean T AN E AR TR
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BEED
EEENEESTHNEETN —MNEEERIBEEE , SEERNEGRINVEINEE | —1

channel &z — datastore &3, FBA LB EEERNMFINNES) , KT FE R A HEELE
IhBE,

& A LAME A iZRunPipelineActivity R ER BV E L RENEENR LETEEEINER. EFXKMNAE
HEEEN , B2 RKIXBRERB., RunPipelineActivity ROIER T ©2UAERI,

BIEED)

EEDMNE -—NEIHSIARE channel FE , EHEEAENEBENFRIR,

{
"channel": {
"name": "MyChannelActivity",
"channelName": "mychannel",
"next": "MyLambdaActivity"
}
}

BREEMEED

datastore SEFR&ZE—MED , EERLEENEEFMEIFL,

{
"datastore": {
"name": "MyDatastoreActivity",
"datastoreName": "mydatastore"
}
}

AWS Lambda &z

lambda SES AT AT EEMITERMLAIE, Fl0 , BAEANRBEAL AP BEHHABIBREEH
B, & R#EXRE Amazon DynamoDB KB EFIEEE, B2 , EHABEFMZE , B EEAL
EEED RPN INEALE S S BRIEH R
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lambda’&Ez) P EAEY AWS Lambda BRBAFHEWR FIRE — 1> JSON W REE. BXRRH , HSHthe
section called “Lambda B # R 17,

ERTF A Lambda BEEH AWS loT Analytics fXBR , BATURMEKRE, Hla0 , EITUATF CLI &%
HexampleFunctionNameHEIRAIEW Lambda BB B , B FE AWS Ik ID , AREHFEA
1234567890124 E Lambda EREIE BRI S # & RE R (ARN),

aws lambda add-permission --function-name exampleFunctionName --
action lambda:InvokeFunction --statement-id iotanalytics --principal
iotanalytics.amazonaws.com --source-account 123456789012 --source-arn
arn:aws:iotanalytics:us-east-1:123456789012:pipeline/examplePipeline

Zm T ROEE A T

"Statement”: "{\"Sid\":\"iotanalyticsa\",\"Effect\":\"Allow\",
\"Principal\":{\"Service\":\"iotanalytics.amazonaws.com\"},\"Action\":
\"lambda:InvokeFunction\",\"Resource\":\"arn:aws:lambda:aws-region:aws-
account:function:exampleFunctionName\",\"Condition\":{\"StringEquals\":
{\"AWS:SourceAccount\":\"123456789012\"},\"ArnLike\" : {\"AWS:SourceArn\":
\"arn:aws:iotanalytics:us-east-1:123456789012:pipeline/examplePipeline\"}}}"

}
AXEZEL , BSHAWS Lambda FF R A REBHFHN AWS Lambdaf A £ T 5 IR F .
Lambda BSBURHI 1
FZREIH , Lambda BEREREEEPHBERMES. REAT —REEXLUTUTHAENE

/CN 0

{
"thingid": "00001234abcd",
"temperature": 26,
"humidity": 29,
"location": {
"lat": 52.4332935,
"lon": 13.231694
3,
"ip": "192.168.178.54",
"datetime": "2018-02-15T07:06:01"
}
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ARZRBERUTEEE L,

{
"pipeline": {
"activities": [
{
"channel": {
"channelName": "foobar_channel",
"name": "foobar_channel_activity",
"next": "lambda_foobar_activity"
}
1,
{
"lambda": {
"lambdaName": "MyAnalyticsLambdaFunction",
"batchSize": 5,
"name": "lambda_foobar_activity",
"next": "foobar_store_activity"
}
1,
{
"datastore": {
"datastoreName": "foobar_datastore",
"name": "foobar_store_activity"
}
}
1,
"name": "foobar_pipeline",
"arn": "arn:aws:iotanalytics:eu-west-1:123456789012:pipeline/foobar_pipeline"
}
}

LR Lambda Python B9# (MyAnalyticsLambdaFunction) ¥ GMaps MutfBE ( LML KERE
i ) RIEEEAF,

import logging
import sys

# Configure logging

logger = logging.getlLogger()

logger.setlLevel(logging.INFO)

streamHandler = logging.StreamHandler(stream=sys.stdout)

formatter = logging.Formatter('%(asctime)s - %(name)s - %(levelname)s - %(message)s')
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streamHandler.setFormatter(formatter)
logger.addHandler(streamHandler)

def c_to_f(c):
return 9.0/5.0 * c + 32

def lambda_handler(event, context):
logger.info("event before processing: {}".format(event))
maps_url = 'N/A'

for e in event:
#e['foo'] = 'addedByLambda'
if 'location' in e:
lat = e['location']['lat']
lon = e['location']['lon"']
maps_url = "http://maps.google.com/maps?q={}, {}".format(lat,lon)

if 'temperature' in e:
e[ 'temperature_f'] = c_to_f(e['temperature'])

logger.info("maps_url: {}".format(maps_url))
e[ 'maps_url'] = maps_url

logger.info("event after processing: {}".format(event))

return event

Lambda BREURH 2

—MERNGERESRFFIMCEE AR , MR EERMFERE, H£ZE NPT , Lambda BE
BREBEABRTEERHUAFZ TR XEHIT Basebs 43 ( FF5I{L ) BY JSON Ria#dE. ©RER
% JSON,

import baseb4
import gzip
import json
import logging
import sys

# Configure logging

logger = logging.getlLogger()
logger.setlLevel(logging.INFO)

streamHandler = logging.StreamHandler(stream=sys.stdout)
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formatter = logging.Formatter('%(asctime)s - %(name)s - %(levelname)s - %(message)s')
streamHandler.setFormatter(formatter)
logger.addHandler(streamHandler)

def decode_to_bytes(e):
return base64.b64decode(e)

def decompress_to_string(binary_data):
return gzip.decompress(binary_data).decode('utf-8')

def lambda_handler(event, context):
logger.info("event before processing: {}".format(event))

decompressed_data = []

for e in event:
binary_data = decode_to_bytes(e)
decompressed_string = decompress_to_string(binary_data)
decompressed_data.append(json.loads(decompressed_string))

logger.info("event after processing: {}".format(decompressed_data))

return decompressed_data

AddAttributes SEZ8

addAttributes SEFRFEHEFIUBNEERINEME. X , ERATUEFM I ESCEENE
B, Bl , B LAERA addAttributes ALK B FRAHIR & B MR,

ZRU TR AHE.

{
"device": {
"id": "device-123",
"coord": [ 47.6152543, -122.3354883 ]
}
}

addAttributes SEFELUTFUTHR,
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"addAttributes": {
"name": "MyAddAttributesActivity",
"attributes": {

"device.id": "id",
"device.coord[@]": "lat",
"device.coord[1]": "lon"

}I

"next": "MyRemoveAttributesActivity"

ZEHFFIRE ID BERE B , HRE coord BMAHTME , FHEMRAFMNA 1lat M lon WIARE
o FERNIEINER |, W AHSFERN LT RO,

{
"device": {
"id": "device-123",
"coord": [ 47.6, -122.3 ]
},
"id": "device-123",
"lat": 47.6,
"lon": -122.3
}

FERiIEBEHENAELE. NRERRE , B LAEH removeAttributes &3,

RemoveAttributes &30

removeAttributes SEIMEEFMIERE M, Hli0 , FELUTIEE , ©2 addAttributes JEZIHY
“£R,

{
"device": {
"id": "device-123",
"coord": [ 47.6, -122.3 ]
.
"id": "device-123",
"lat": 47.6,
"lon": -122.3
}
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RATACIZER , FHRETERRINFIENIE , BFERALT removeAttributes 5&30,

{
"removeAttributes": {
"name": "MyRemoveAttributesActivity",
"attributes": [
"device"
1,
"next": "MyDatastoreActivity"
}
}

REFEREBRIIMITHEE.

{
"id": "device-123",
"lat": 47.6,
"lon": -122.3

}

SelectAttributes &3

selectAttributes EHREARKEEFTNIEEEBHCIEFHE ., HuEHEHTHE
#, selectAttributes REAEHEMNRUE TEFTEM. Hit , AFMRHE -

{
"device": {
"id": "device-123",
"coord": [ 47.6152543, -122.3354883 ],
"temp": 50,
"hum": 40
},
"light": 90
}
FLSESD :
{

"selectAttributes": {
"name": "MySelectAttributesActivity",
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RAriEmE

"attributes": [
"device.temp",
"device.hum",
"light"

1,

"next": "MyDatastoreActivity"

ZRFRAEEENUATHE

{
"temp": 50,
"hum": 40,
"light": 90
}

El# , selectAttributes REEBIEBRBIFT K,

Filter 3538

filter FHIRFEEEBHFTEER, WESIPFEANREIRFTEFRE— SQL WHERE ¥4 , ©4M

RE—MHRE.

{
"filter": {
"name": "MyFilterActivity",
"filter": "temp > 40 AND hum < 20",
"next": "MyDatastoreActivity"
}
}

DeviceRegistryEnrich &30

JBidiZdeviceRegistryEnrichiEsl , A LARF AWS loT RZFM TP BB RMEE R AZKD,

Bl EETUTHEE

"temp": 50,

Filter 5&3
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"hum": 40,
"device" {
"thingName": "my-thing"

MELITEHXBH deviceRegistryEnrich &3 :

"deviceRegistryEnrich": {
"name": "MyDeviceRegistryEnrichActivity",
"attribute": "metadata",
"thingName": "device.thingName",
"roleArn": "arn:aws:iam::<your-account-number>:role:MyEnrichRole",
"next": "MyDatastoreActivity"

0 HH BT 20 L R B R

{
"temp" : 50,
"hum" : 40,
"device" {
"thingName" : "my-thing"
},
"metadata" : {
"defaultClientId": "my-thing",
"thingTypeName": "my-thing",
"thingArn": "arn:aws:iot:us-east-1:<your-account-number>:thing/my-thing",
"version": 1,
"thingName": "my-thing",
"attributes": {3},
"thingId": "aaabbbccc-dddeeef-gghh-jjkk-11lmmnnoopp"
}
}

BYBMIEENE LK roleArn ZERPIEECHMELSNRNAGR., ZABLMERRBUT RHIAIN
PR R HE o

"Version": "2012-10-17",
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"Statement": [

{
"Effect": "Allow",
"Action": [
"iot:DescribeThing"
1,
"Resource": [
"arn:aws:iot:<region>:<account-id>:thing/<thing-name>"
]
}

MREN T WS ERES

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": ",
"Effect": "Allow",
"Principal": {
"Service": "iotanalytics.amazonaws.com"
1,
"Action": [
"sts:AssumeRole"
]
}
]
}

DeviceShadowEnrich JEZf

deviceShadowEnrichiEzIfF 3k B Dev AWS loT ice Shadow RS EERMEEE S, fln |, A4 F
LLTEER

{

"temp": 50,

"hum": 40,

"device": { "thingName": "my-thing" }
}
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FLLTF deviceShadowEnrich $&3) :

"deviceShadowEnrich": {
"name": "MyDeviceShadowEnrichActivity",
"attribute": "shadow",
"thingName": "device.thingName",
"roleArn": "arn:aws:iam::<your-account-number>:role:MyEnrichRole",
"next": "MyDatastoreActivity"

GERERRLUTUTROINER

"temp": 50,
"hum": 40,
"device": {
"thingName": "my-thing"
.
"shadow": {
"state": {
"desired": {
"attributeX": valueX,
},
"reported": {
"attributeX": valueX,
.
"delta": {
"attributeX": valueX,

.
"metadata": {
"desired": {
"attributel": {
"timestamp": timestamp

},
.
"reported": ": {
"attributel": {
"timestamp": timestamp
.
}
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RAriEmE

1,
"timestamp": timestamp,
"clientToken": "token",

"version": version

BYBMIEENENLK roleArn ZERPIEECHMELSNRNAG, ZABLXAERRUMDTHNRE

H%O
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"iot:GetThingShadow"
1,
"Resource": [
"arn:aws:iot:<region>:<account-id>:thing/<thing-name>"
]
}
]
}

MR TR EERRE

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "",
"Effect": "Allow",
"Principal": {
"Service": "iotanalytics.amazonaws.com"
b
"Action": [
"sts:AssumeRole"
]
}
]
}

DeviceShadowEnrich &3
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RAriEmE

Math &3

math B EAEENEREITEERRER, REXAMLFIREHF, Hlm,

"tempF": 50,

A3 LT math SESLESF -

{
"math": {
"name": "MyMathActivity",
"math": "(tempF - 32) / 2",
"attribute": "tempC",
"next": "MyDatastoreActivity"
}
}

ERRCERELT ¢

"tempF" : 50,
"tempC": 9

&R BAE math B RER AT EER

+ il
; 2
* 5
/ BR

BEUTHMAHE

Math &3
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RAriEmE

%

&R LAE math SEB R EA TR :

* abs(Decimal)

» acos(Decimal)

+ asin(Decimal)

» atan(Decimal)

+ atan2(Decimal, Decimal)

* ceil(Decimal)
 cos(Decimal)

+ cosh(Decimal)

» exp(Decimal)

* In(Decimal

* log(Decimal

* mod(Decimal, Decimal)

» power(Decimal, Decimal)

* round(Decimal)

+ sign(Decimal)

+ sin(Decimal)

* sinh(Decimal)

* sqrt(Decimal)

* tan(Decimal

+ tanh(Decimal)

+ trunc(Decimal, int)

abs(Decimal)
REHFHLITE,

R~ abs(-5) RME 5,

modulo

BRI E A ME K
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PR &R

Int Int , SHHEXIE.

Decimal Decimal , ZHM LI E

Boolean Undefined .

String Decimal, ERERSHNENIEH. WRFHFHEL
EEER ML RR Undefined o

A Undefined .

PIE Undefined .

Null Undefined .

KRE X Undefined .

acos(Decimal)
BlERN B ERBFHRRZLE. ERABEBZE , Decimal Z2HEARNBEE,

Bl - acos(0) = 1.5707963267948966

SR g8

Int Decimal (NBE) , SHHRRZE. BEHER
iR[E Undefined o

Decimal Decimal (NBE) , SHHRRZE. BEHER
iR[E Undefined o

Boolean Undefined .

String Decimal (NBE)ZHHNRRZLE, WRFHRFH

Tkt  MEERHA Undefined » S
iIR[E Undefined
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WA Undefined .

PO Undefined .

Null Undefined .

REX Undefined .

asin(Decimal)
EIERNBMIREMFHRERXE, ERAEBZE , Decimal ZHEAZNBE.

7~ asin(@) =0.0

SR “£R

Int Decimal (MBE) , BN REZE. BHER
iIR[E Undefined

Decimal Decimal (MBE) , ZBHNREZE, BHLER
JRE Undefined

Boolean Undefined .

String Decimal (MBE) , SHMREZE. MRFH
BTk | MR Undefined . EEE
RIRE Undefined

il Undefined .

PUE Undefined .

Null Undefined .

RENX Undefined .
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atan(Decimal)
LEIENBMREMFHREYE, ERAEBZE , Decimal ZHEAZNBE.

R~ atan(@) =0.0

SRR “R

Int Decimal (BE) , ZHHNREVIE. BHER
iIR[E Undefined o

Decimal Decimal (NBE) , ZHHREVIE. BHER
iRE Undefined

Boolean Undefined .

String Decimal BE) , SN R EVIE, MEFH
BT LR | MERN Undefined . EBEE
RiRE Undefined .

e Undefined .

R Undefined .

Null Undefined .

RENL Undefined .

atan2(Decimal, Decimal)

BElERNFEE x BIERBESHBNMSHRENL (xy) RLANSE, EREHNA  AENER (£
¥FE,y>0) , RE4EHE , BENUE ERARBZAE , Decimal SHEARNBE.

A~ atan(1l, 0)=1.5707963267948966

SHRR SHRR ZER
Int /Decimal Int /Decimal Decimal (RBE) , x A5

EW (xy) RZBEINEE

BRI E A ME K 82
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e ELit] e ELit] ZR
Int /Decimal /String Int /Decimal /String Decimal , PR S MY R IEE4]

B, MBFRFRLEFKR , N
£ 8N Undefined »

Hib(E Hib(E Undefined .

ceil(Decimal)

A ER Decimal M ERARKIERN Int,
ROl

ceil(1.2)=2

ceil(11.2) =-1

SR “Z£R

Int Int , SHUE,

Decimal Int , FRFENHEER A Decimal HE LS
AZRIEMN Int. MRFHETEERR
Decimal , MR 7 Undefined

HitE Undefined .

cos(Decimal)
LUME R S IREBFHRZEE. ERAEBZET , Decimal ZEHEBATNEE.

A~ cos(0) =1

Sy R

Int Decimal (BE) , SHHRZLE, BHRERR
[E] Undefined o

BRI EFNEK 83
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SWRE

Decimal

Boolean

String

wA
&R
Null

AREX

cosh(Decimal)

ZR

Decimal (BE) , SHWRZE. EHERIR
| Undefined o

Undefined .

Decimal (MBE) , ZBHNRZLE. WRFHH
ToiE#H#R N Decimal |, MR A Undefined
o EHEERIRE Undefined o

Undefined .
Undefined .
Undefined .

Undefined .

BlERN B R BFHNRERLE. ERARBZE , Decimal ZHEABINBE,

Bl : cosh(2.3) =5.037220649268761

@

et

Int

Decimal

Boolean

String

ZR

Decimal (RBE) , ZHHNMRLE. EHE
RiR[E Undefined

Decimal (RBE) , SHHIN M RXE. EHE
£iRE Undefined

Undefined .

Decimal (RBE) , SHHIXNN M RKE, 0
REFETEE N Decimal , MERNR
Undefined . E#4RIRE Undefined .

BRI E A ME K
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SHAR &R

A Undefined .
PIE Undefined .
Null Undefined .
KREX Undefined .

exp(Decimal)
RE e WSBIRTE. ERAEEZE , Decimal SHEAZINBEE,

M exp(l) =1

ez Eill ZR
Int Decimal (RBE) , e * S,
Decimal Decimal (RBE) , e * S
String Decimal (RBE) , e * 8. WR String &
EFRHRN Decimal , ML RNA Undefined o
HAth{g Undefined .
In(Decimal)

BESHE B AN E. ERARBZE , Decimal SHEAZNEE,

A~ In(e) =1

SR ZR
Int Decimal NBE) , SHH BAT K,
Decimal Decimal (BE) , ZHH B AN I

BRI E A ME K
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SHRR
Boolean

String

A
PUE
Null

AREX

log(Decimal)

REISEEVEL 10 AR, ERARBZE , Decimal SHEARNBEE,

il - 1og(100) = 2.0

@

il
Int

Decimal
Boolean

String

s ¢
PUE

Null

ZR

Undefined .

Decimal (NBE) , SR B AN . MEFHF
BT AN Decimal , ML R A Undefined

o

Undefined .

Undefined .

Undefined .

Undefined .

&R

Decimal (RBE) , ZHEL 10 AIEMXE,
Decimal (MBE) , ZHEL 10 HEMXE,
Undefined .

Decimal (RBE) , ZH,EL 10 AEMIXTE,
IR String FoEFIRN Decimal , MERKA
Undefined o

Undefined .
Undefined .

Undefined .

BRI E A ME K
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SRR “Ze
RENL Undefined .

mod(Decimal, Decimal)
REIE —NSBEBRUBEZNS BRI LETTUER S EANHBEBUEIEER EAZER.

A~ mod(8, 3)=2

MR ER AMRER Tl

Int Int Int, B—1SBNE-NS
BEUE

Int /Decimal Int /Decimal Decimal , FB—1NSHWEZ
NSHEUE,

String/ Int/Decimal String/ Int/Decimal MRFAEFRFREHRA

Decimals , ME£&RAE—N
SENEZNSHEHENE,
ENH Undefined .

HiE HiE Undefined .

power(Decimal, Decimal)
REIE—NSBNE-NSBRENE, ERAEBZAE, Decimal 2B ATNBE,

R~ : power(2, 5)=32.0

SEKR 1 SREKRA 2 i

Int /Decimal Int /Decimal Decimal BE) , REIE
—NSBNE—NSBUREN
=
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SHEEH 1 SBERA 2 Al
Int /Decimal /String Int /Decimal /String Decimal (BE) , IREE

—NSHEHNE-NSBRE
WE. PTEFRRIO®RRN
Decimals, MIR{EM String
ToEEHR RN Decimal , MER
A Undefined .

Hib(E Hi(E Undefined .

round(Decimal)

45 EM Decimal FARRKIEK Into MR Decimal EETHEA Int EEEAEE (W
0.5) , Decimal ¥ [ £,

Rl
Round(1.2) =1
Round(1.5) =2
Round(1.7) =2
Round(-1.1) =-1

Round(-1.5) =-2

SR &R

Int S

Decimal Decimal 2@ FT&HAEZRIEH Int,

String Decimal @B TEAZRIEMN Int, MRFHF
RITERRIRN Decimal , ML R A Undefined

Hit{E Undefined .
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sign(Decimal)

BRESERFNFS, SSBNFSHEN , FRE 1, SSBOFSHA , FRE -1, MRSHBH
0, MRE 0,

ol
sign(-7) =-1
sign(0) =0
sign(13) =1
PR &R
Int Int, Int ENFS.
Decimal Int , Decimal EMRFS,
String Int , Decimal EHWAS. FRHEFHREN
Decimal {8 , }iR[E Decimal EHNRFS.
R String FoiE# N Decimal , MER N
Undefined .
Hfth{E Undefined .
sin(Decimal)

BlERN EMREHBFHIERE. ERARBZE , Decimal ZHEATNBE,

R~ sin(@) =0.0

e e ZR

Int Decimal (NBE) , ZHH EZKIE,
Decimal Decimal (MBE) , SHHEZLE.
Boolean Undefined .
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SWRE

String

Array
Object
Null

Undefined

sinh(Decimal)

ZR

Decimal , MM IEKE, MRFHRTEHER

7 Decimal , M4 RA Undefined .
Undefined .
Undefined .
Undefined .

Undefined .

LIRSy B AR E BRI E{EH, ERAEBZA |, Decimal EHEAZNEE. ERENFEMN

Decimal B,

Ml : sinh(2.3) =4.936961805545957

@

R
Int

Decimal
Boolean

String

Array
Object
Null

Undefined

&R

Decimal (FBE) , SEHI I B [EX{E,
Decimal (RBE) , SEHIXN th E%{E,

Undefined .

Decimal , SHEMNHMIERKE, MRFZRFBELE

¥ Decimal , MEZ RN Undefined o
Undefined .
Undefined .
Undefined .

Undefined .

BRI E A ME K
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sqgrt(Decimal)

BEBFHFER, ERARBZE , Decimal ZHEATMBE.

R sqrt(9) =3.0

PR
Int

Decimal
Boolean

String

Array
Object
Null

Undefined

tan(Decimal)

&R

SHHF AR,
ST AR,
Undefined .

SHNESR, NMBRZFELEERRN
Decimal , MZ£ XA Undefined

Undefined .
Undefined .
Undefined .

Undefined .

BElERN BVEEBFHETNE, ERARBZE , Decimal HEAZNEBE.

Al - tan(3) =-0.1425465430742778

SHRR
Int
Decimal

Boolean

gZR
Decimal BEE) , SHMIELIES
Decimal (MBE) , ZHH ELIE.

Undefined .

BRI E A ME K
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SWRE

String

Array
Object
Null

Undefined

tanh(Decimal)

ZR

Decimal (BE) , ZHHEYIE. MRFHH
ToiE#H#R N Decimal |, MR A Undefined

o

Undefined .

Undefined .

Undefined .

Undefined .

LUIE RN BALREI B F N EYIE, ERAEREEZE , Decimal EEAZNBE,

Al tanh(2.3) = 0.9800963962661914

SR
Int

Decimal
Boolean

String

Array
Object
Null

Undefined

&R

Decimal (RFBE) , ZHHIXN th EYNE,
Decimal (XBE) , ZHHI XN M [EYIE,
Undefined .

Decimal (BE) , ZHHI XN ELIE. W
REFRETEREIN Decimal , MERNR
Undefined »

Undefined .
Undefined .
Undefined .

Undefined .

BRI E A ME K
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trunc(Decimal, int)

BRE-ANSHIEEMN Decimal MBI E - IS, MRE-ANSHITE , W2RENT. WX
SWEZKRT 34, MAREN 34, FMNERFRBREENE,

T~

trunc(2.3, 0) =2
trunc(2.3123, 2) =2.31
trunc(2.888, 2) =2.88

trunc(2.00, 5) =2

SR 1 SR 2 e

Int Int TR,

Int /Decimal /String Int /Decimal B NSBWBHEIRE-
SHFMEENKE. £S5
BMRFR Int , FE TS
AZHIEW Int. FIEZEH
BRI Decimal EH, W
REFFREHREN , MERR
Undefined o

Hib(E Undefined,

RunPipelineActivity

AT RAERMMAEERA RunPipelineActivity SR EEES) . EARTRAEF , BRATHURBEE
o

1. B — maths.json X# , HHESEENHNEEFHHE L.

"math": {
"name": "MyMathActivity",

RunPipelineActivity 93
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"math": "((temp - 32) * 5.0) / 9.0",
"attribute": "tempC"

}
2. Bl — payloads.json X# , EFEZA TN HEEE KRB AR

"{\"humidity\": 52, \"temp\": 68 }",
"{\"humidity\": 52, \"temp\": 32 }"
]

3. Nis 1T A RunPipelineActivities 1k,

aws iotanalytics run-pipeline-activity --pipeline-activity file://maths.json --
payloads file://payloads.json --cli-binary-format raw-in-base64-out

XAFEENTER,

{

"logResult": "",

"payloads": [
"eyJodWlpZGl@eSIENTIsINR1bXAiOjY4LCIOZW1wQyI6EMjB9",
"eyJodWlpZGl@eSIGNTISINR1bXAiOjMyLCIOZW1wQyI6MHO=""

]

}

ZRPIIHN AR Baseb4 RIBINFRFH, N XEFRFEEBDEN , BRREBUTER,

{"humidity":52,"temp":68,"tempC":20}
{"humidity":52,"temp":32, "tempC":0}

RunPipelineActivity
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BN EEERR

AWS loT Analytics E2eEB EFMAEMERE. XEATHERTRER :

- BHRLEHRIBCRDVEE  MAREHTH.
- BNEERITTEN , AFERABERIE up-to-date 5ER—EEA.
- BELQSHEERAFTFREFMAT, BENRIBIEFFE AR HE,

FRBESEEEFHLEIEH SR AWS loT Analytics , XTIEELUATEER :
StartPipelineReprocessing

BaELEEEMLEBRERE

ChannelMessages
EEEEHLEN—HRZABEHES.

MRFEMA channelMessages XK , MAFEH startTime M endTime IEEE,
s3Paths

BE—1NRBANH , ATFFRREEEHE M Amazon Simple Storage Service (Amazon
SR, BULIMERZFEANTERRE,

BB
5l : 00:00:00/1582940490000_1582940520000_123456789012_mychannel_0_2118.0.

ARG BRE - 1-100 B,

KERS : 1-1024 NFEFRF

endTime
EFAENBERENLSREE (TE).

MRN endTime SHIEEE , WAREBHEMA channelMessages XK.
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KA pfE B

startTime

EFAENFEEHESERENTFANE ().
WMRR startTime SEIEEME , WABMEA channelMessages K.

i R 11 F5

pipelineName
EFREFLENEENER,
RE . FNEH
KERS : 1-128 NFH.

EFEEE L (25 )

RYROEIERRUWAE AWS loT Analytics 2% & R B EF 4 EHEE Amazon S3 X R FHYFUEH
=

EFFtRzEl , FHRANESHLCENBREERRFEEFREEN Amazon S3 F#EETF,

1. &% AWS loT Analytics &l &

2. ESMERYP , EFEE

3. EREBHEINREE

4. MNBREFEREHLEER.

5. EEEEHMLENEL , FEHLEEEER S3 R,

AWS loT Analytics #Z &l &R LA T & -

- FIETAEE - EMAERERNIE BRI,

o HIF 120 X - EFLEHRIF 120 REEHEIE,

o HIF 90 X - EFAERIL 90 REIAHEIE,

- BIF 30 X - EFAERIE 30 REEWEIE.

- BENSHE - EMABEEEENRSSEANEENEIE. SuUEREMANEEE,
6. HMARTEMHBEEHEHN Amazon S3 W RIHH.

ENMLEBERE (2F8) 96
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EERTH , FHRITUTERAE

a. ®ifE Amazon S3 ##l&.

b. %3 B %8 Amazon S3 ¥ K.

c. ERMTHXNRBRIS , EFEH,
7. EBRFTHREMLE,

EHLEBEEER (AP
f£fEf StartPipelineReprocessing API B , HEELUTILA :

« startTime M endTime Z¥HIEERBURKREIENEIE , XL 2ERME TR, BAUEA
FIRBEN /DY, startTime B4 , 18 endTime FEERHK,

- T SRIBHENLEHEIRE,

s TRIEEFLBEEENINFSERNBIRFER,. XABMEE , BFE2—o

- 824 PERHRZA A H 1000 4 StartPipelineReprocessing APl iEXR , AT EIEEEHLE
HREWBEEHES.

- EMAERRBEENSETANER,

BXEZER , 5519 StartPipelineReprocessingAP| & HEJAWS loT Analytics APl

HUEBEE ML EED)

EFCHEEBALEES |, 15 CancelPipelineReprocessingAP| SRIEE &I A/ “SEZ)” WHE L& “E
SHEHALE", AWS loT Analytics MMREUEEFHLE , MFLEFHLEBERRNWEE, BXRNB %5 —
NEHLLEBER,

{# A DescribePipelineAP| ® BB AL BHRDS. SHI@RHH reprocessingSummaries FE,

BEFLEBIEEE(AP]) 97


https://console.aws.amazon.com/s3/
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_StartPipelineReprocessing.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_CancelPipelineReprocessing.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_DeletePipeline.html

AWS loT Analytics ArfEm

XU TEREBIL

AWS loT Analytics & RKLEIE DT AWS loT., ERILERABIESTANEFI T EBFIWE loT B
B ABEBEUARTFEHENSTHE. ZUURTREZECHBEE LS MBI Jupyter Notebook HY
BEE  BEFEAF=FEENRBRS  MELTEEMENEN I TE, BT IEEME
BEE#PRIUGARE , ANERRESENCITERRE

BRREMITYEREERNR

£ CreateDataset RHEEMABUITX B IEBBEENS
( triggers:schedule:expression) . BEFEFNHBERATRRREERNS. EALUEA
SQL &Eif) (actions:queryAction:sqlQuery) EERFIENFE,

ENFEBMELMEIRERE , UBRHFBEENBZTNITEELREXZGFEENHE. £A
actions:queryAction:filters:deltaTime H] :offsetSeconds FEIEEEE/TH B,
RiE , BEE— Mk UEENBERFKSRNCIBRBIEENS. ESHthe section called “7=~4l 6
- BIEEFEENEBMN SQL BIEE (CLI)

S - M EEETANUEREENS

ES—MBREENNECIETRE AR QI EFVBIEENR triggers:dataset :name,
B TEN D TNARER
HEECHEENBESTNARFRSRL , AEUES —MEEN N B ALK SUZE1TIX LN A

BF. X, ERAUINARFRERBRERITNAUBABBEENBTTHEE. EAUNNAE
FAR B DT RIITIRME, (actions:containerAction)

ES - MNREEZRNUEBEENS

ES— 1M REENHNBAETRMN AR SIETNBIEEANSR triggers:dataset: name,
BAETEN SR ARER
HEECHEENBESTNARFRSRL , AEUES —MEEN N B ALK SUE1TIX N A

BF, X, ZRAUANNARFREZBEHITRCENBEEARTTFHEE. SUUMNSARE
FH BN DTS RNITERE, (actions:containerAction)
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Bz &7 m i 8 LA K OpEx

BHREEETNERED, EEMEENERE, RATCHEEEH K HAELERERLEEHA
RIBEH | GIARITITIFR< AT, 8 AWS loT Analytics , BAILLEZ# T4 , SCEKRBEX
EEHEONTESRE  HUBEXRATRREEN KPI kg, LBEMUAGE , SOLUNER
FRRE  ABERRKLETERBREZEXH.

B3 2 ik & A5

B8 15 7 HNBESERRERNBIESIT—ROW (BEZx, BHENED KPIHEEY ), 84N%
WRABBESERHEZE T XD METHRS. XT8N, EHFERAEAEREENEEOR
KR EE, EBhILIhEE | AWS loT Analytics BRI URHED T , AEXETEIR KPI MikE |, A
EEEBREUAZ RS W,

Bai TR ERN
AWS |oT Analytics fE288 BT RERN TERRE , ZTEREBLAE 15 2HFET—
R, MEBEERRBEEENTEE, ZEUUEERESEER , HPEREEENBEBRANNIRE
FERBRMIRERF

Tl Tl SR R R

FLEBETAEF S, FERAKIEE AWS loT AnalyticstI#iiE ( SHETANTEBUNEE ) |, BAIUER
DM THERBUMNIRER, EROBEATUHSIE Mx N ERES |, EHBTEERAXE
KREHEAINFEELNEEIE. AWS loT Analytics BE 2B EE O HERARERZIEE
KPIs MRFNERZEARE , HBEXH S THERERNRE.

{5 Docker & 28

A AeEXxNAEEEBECH Docker BENEE, MREEFEAE=FHEEN Docker A28 , NF
ERZENRE  XER[UREFERAEZNAFPNRIITEERE, EFEAZH , FRREEETEMNE=ZHE
BRNESE,

ERAUATSRANREH X B EIRHAT O UREE W BITEN ER BT
1. BIE— Docker Bzf , HP IS LN HENARF AR LEN EHH KB

lotAnalytics Jupyter 7 BIRH T —NE2 L API RKiDBIAB[E IR, BEATLLZTESHEAR
WG  HP LR BFARTNARFIES  UWITENBES HItE. B AWS loT

EIEESY) 99
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N o g &~ w0 b

Analytics , BB BRE L RRLNARFH B ABIERMN Docker B HBTENEF. (B
EX Docker B A/MHTEUERARFEEEAENRREAHANESER. )

A8 £ 5 Amazon ECR &,

BIEHEEE , UBRHFEREEEZEANER (BIE ) (iotanalytics: CreateDatastore)
BIEEE KX BE(iotanalytics: CreateChannel),
BEATRBEEEEREFMMEE (iotanalytics: CreatePipeline),

B — IAM AR F [ AWS loT Analytics 3B &35 H B BIBANR (iam: CreateRole.)
BIE— loT M , LAFEA SQL ERFEEEZETEEBIER (iot: CreateTopicRule FE
topicRulePayload:actions:iotAnalytics )., FIRZFBEN MQTT XEEBMENEHMHE
B, e BB IENEBE, RE , B FEMiotanalytics: BatchPutMessagefFHEM
AERE A AWS SDK MYiR & BRI EISE , S#& AWS CLI.

B — SQL #iEE , HelZBatEitR] (iotanalytics: CreateDataset, FE
actions: queryAction:sqlQuery ) fi %,

R IEEENATHERENTIFES , LB HEEREN B LRHITRELIRENLMHE
B, (FE actions:queryAction:filters:deltaTime:timeExpression B TAIATF
BEHENRNRAR |, MFER
actions:queryAction:filters:deltaTime:offsetSeconds MIEE T HERKA AT BELE
B, )

s MR F[ITRIHEEE 7T EANEERNR. 81N SQL BIEEREAE LIXGIZE SQL
BREEFRIERAEN. ( BXEIE SQL HIEE R MAISSIM ? RTFE TR ERMEE L
REBBIEENE, )

RS —IMRES  ZBESEHESE — M UIEE ( CreateDatasetF B trigger:dataset ) fit
Ko NFHBIEE , BFEEE—NMEQEBEE TP AEH Docker B H R MZ1T1% Docker &
BFIEEEMN AR ME ( FR actions:containerAction) . HiXE |, BE A LUIEE :

o IBREIK P R 1EE R Docker 22589 ARN (image).

- AEMNARN , ZABGATRFHAMERRMENRENR , UEETERERE
(executionRoleArn).

- BITASRBRENRRWERE (resourceConfiguration),

- ATHITARS[BENITERFENER ( computeType , ATREMER : ACU_1 [vCPU=4,
memory=16GiB] or ACU_2 [vCPU=8, memory=32GiB] ).

- ATHITERSRRENTFRSFITAEANFAMFHENO KRN (LGB AE[)

(volumeSizeInGB),

f# A Docker 528 100


https://docs.aws.amazon.com/iotanalytics/latest/userguide/automate.html#aws-iot-analytics-automate-custom-docker
https://docs.aws.amazon.com/iotanalytics/latest/userguide/automate.html#aws-iot-analytics-automate-custom-docker
https://docs.aws.amazon.com/AmazonECR/latest/userguide/docker-basics.html#use-ecr
https://docs.aws.amazon.com/iotanalytics/latest/userguide/api.html#cli-iotanalytics-createdatastore
https://docs.aws.amazon.com/iotanalytics/latest/userguide/api.html#cli-iotanalytics-createchannel
https://docs.aws.amazon.com/iotanalytics/latest/userguide/api.html#cli-iotanalytics-createpipeline
https://docs.aws.amazon.com/IAM/latest/APIReference/API_CreateRole.html
https://docs.aws.amazon.com/iot/latest/apireference/API_CreateTopicRule.html
https://docs.aws.amazon.com/iotanalytics/latest/userguide/api.html#cli-iotanalytics-batchputmessage
https://docs.aws.amazon.com/iotanalytics/latest/userguide/api.html#cli-iotanalytics-createdataset
https://docs.aws.amazon.com/iotanalytics/latest/userguide/api.html#cli-iotanalytics-createdataset
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- ENARFNRTEITXHEANTZEE (EFXLRERENARFNSH ) (variables),

EHTRESN , FERXETE, XN, ERTUAERAEEREEATHRENTREZE (5
) KiZTHEM AR, lotAnalytics Jupyter I RBEE BN IRBECATNEEHFEAENR
SRIES M —H 0 RAARALE TR, ETNERERINZERFNECHEELERE. HIE
TR:|ZA , REFENTENEBR NPT HAIE,

s HAW—NZERHEENEN , BEENSETIASRENNAERGA (XREBEL—F P4
BHOBIEEN B ) (datasetContentVersionValue:datasetName)s

FEARATERBESEN SQL EHNEEED , URTENABRFNWASE , WL AWS loT Analytics 6
BUNEFRIES  ZBEEREGEEEEOPEENNRIRFRET , ERFAENSHHEREEA,

BRI LR EEENEFREENARERF , AEBRE, EREETRIEENAZEFET AWS loT
Analytics , BRIABIR T , 2R B ERPATURIE B EHRET O MWABRE, EETEIRIT—F
IELET , REEMELFHEEFELEOAKENSR. HE , BETUESRABRESEEN RN
BEEXPNFISHERREEBREENAERF.

EORNE X HEMHEENZAANBESER , EERUTRS

- AERSRBEETH SQL HFEEMA
« — SQL BFEEHZ W LAE 10 MEBFHESE.

HOZH SQL MEEMRNERBESRLN , TRIRELL TR

- “Triggering dataset can only be added on a container dataset’( R 86 £ RS BIBE F IR ML & BIEEE)
« “There can only be one triggering dataset’( RAETETE — M A BUIEE)

MRLZHEXBAFANTE SQL BHFEEMEANBBRES | W REREIR,

« “The triggering data set <dataset-name> cannot be triggered by a container dataset’(f & $#E &£ <
BIFEEBY> TREEARBIEEME)
MRAEGZHENHHMARBREEMANBR[BESE  MaRERER,

- “<N> datasets are already dependent on <dataset-name> dataset’ (228 <N> MIBEEXKB T <

BREEST> BMER)

MREZHEUN S — I BRBEERHCHER 10 MERBIEEN SQL HFEEMEN , WaHN
ZE IR

f# A Docker 528 101
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- “Exactly one trigger type should be provided” (R ¥ t0 2 &t — fhfih & B85S #Y)

MREZHENLENBEITHMRBENEEEMLFMANBES , WarERER,

HEMX Docker BREsii A/ HETE
AAEREH B E X Docker RIGEITHREFIREMAZTEH FEEm LY,
S S

MAZEURENHE AT E N EFEEE— JSON XA |, B TFIIT Docker MR HY S £ #Y
/opt/ml/input/data/iotanalytics/params #, FHERZXHHNRE R,

{
"Context": {
"OutputUris": {
"html": "s3://aws-iot-analytics-dataset-xxxxxxx/notebook/results/
iotanalytics-xxxxxxx/output.html",
"ipynb": "s3://aws-iot-analytics-dataset-xxxxxxx/notebook/results/
iotanalytics-xxxxxxx/output.ipynb"
}
},
"Variables": {
"source_dataset_name": "mydataset",
"source_dataset_version_id": "xxxx",
"example_var": "hello world!",
"custom_output": "s3://aws-iot-analytics/dataset-xxxxxxx/notebook/results/
iotanalytics-xxxxxxx/output.txt"
}
}

BRTHIBEBEMBMHAARA ID 4L , Variables 0@ E T iotanalytics:CreateDataset B
FIEENETE - EREIF , BT E example_var AEE hello world!, & custom_output &
EPERHETEE S E URl, ZOutputUrisFREESRFTUNEAE LEFNWRKIAMLE—ER
Blh | 39 ipynb H html i URIs #RMHE 7 ERIAR H

MAZE

B Docker MR B EF M params XH4FIENEE, THNWREHBFMITH params X4,
X 4R ITD M HITE example_var TENES

import json
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with open("/opt/ml/input/data/iotanalytics/params") as param_file:
params = json.loads(param_file.read())

example_var = params["Variables"]["example_var"]

print(example_var)

LRt

B33 Docker &S BN BV FE 738 AT LU E 4 B 248 £ Amazon S3 &, #iH 4R “bucket-owner-
full-control” 17 (8132 & 5l R iNEk . THRIFIR LF AWS loT Analytics IR 125 LM H. TR
B, BTN E—ROIHTYT B , & example_var WAA LEZE params X#HHH custom_output
E X H Amazon S3 L&,

import boto3
import json
from urllib.parse import urlparse

ACCESS_CONTROL_LIST = "bucket-owner-full-control"

with open("/opt/ml/input/data/iotanalytics/params") as param_file:
params = json.loads(param_file.read())
example_var = params["Variables"]["example_var"]

outputUri = params["Variables"]["custom_output"]
# break the S3 path into a bucket and key

bucket = urlparse(outputUri).netloc

key = urlparse(outputUri).path.lstrip("/")

s3_client = boto3.client("s3")
s3_client.put_object(Bucket=bucket, Key=key, Body=example_var, ACL=ACCESS_CONTROL_LIST)

PR

BATRERN A, —NAGBRFZE5 SageMaker Al SEHIFIR | MEXNEZ BRI TERE. ]
TRARFECAS 1N AG,

B ENRFHUNBE—NAG, MREMEH AWS loT Analytics ¥l & Bl E Y SageMaker
Al 26, MAT LR B OIRF AR |, ZABR FHIT SageMaker Al SEHIFI B BRILE AR
ENMENR, XE , CLUUAFHUREEXLENRNAR, EFHCIE , BLIE—SHM
AmazonSageMakerFullAccess REEH A BRI T REE,
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"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"ecr:BatchDeleteImage",
"ecr:BatchGetImage",
"ecr:CompletelLayerUpload",
"ecr:CreateRepository",
"ecr:DescribeRepositories”,
"ecr:GetAuthorizationToken",

"ecr:InitiatelayerUpload",

"ecr:PutImage",

"ecr:UploadLayerPart"

1,
"Resource": "*"
1,
{
"Effect": "Allow",

"Action": [
"s3:GetObject"
1,

"Resource": "arn:aws:s3:::iotanalytics-notebook-containers/*"

BYRAFHERE-NAG  ZAGHRTNITREMFNNR, BEEERA AWS loT Analytics 12l
BEFEERE-NAE , HLTMITIIRE, IR - NI TRENEERBHNEE,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"s3:GetBucketLocation",
"s3:PutObject",
"s3:GetObject",
"s3:PutObjectAcl"
1,

"Resource": "arn:aws:s3:::aws-*-dataset-*/*"
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},
{

"Effect": "Allow",

"Action": [
"iotanalytics:*"

1,

"Resource": "*"

I
{

"Effect": "Allow",

"Action": [
"ecr:GetAuthorizationToken",
"ecr:GetDownloadUrlForLayer",
"ecr:BatchGetImage",
"ecr:BatchCheckLayerAvailability",
"logs:CreatelLogGroup",
"logs:CreatelLogStream",
"logs:DescribelogStreams",
"logs:GetLogEvents",
"logs:PutLogEvents"

1,

"Resource": "*"

},
{

"Effect": "Allow",

"Action": [
"s3:GetBucketLocation",
"s3:ListBucket",
"s3:ListAl1MyBuckets"

1,

"Resource": "*"

}

LT RBERBE =B,

"Version": "2012-10-17",
"Statement": [
{
"Sid": "",
"Effect": "Allow",
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"Principal": {
"Service": ["sagemaker.amazonaws.com", "iotanalytics.amazonaws.com"]

}I

"Action": "sts:AssumeRole"

B Java £/ CreateDataset APl 1 AWS CLI

BIEBIESE., BIEEEMHBESNA queryAction ( SQL Eif) ) 5 containerAction (34T
ARUNARE ) NBBEEEPRENKE. HRENEBEENEE, ZBEETUEIRA
CreateDatasetContent FziE% , WA URFELIEEN trigger BIER, BXEZEERE | 18
Z i CreateDatasetflCreateDatasetContent,

ES ]

« R 1- 012 SQL HIRE (java)

- ROl 2- bIEEFRENERN SQL HIEE (Java)

« 13- IEAT IR BN ERBIRE (Java)

« R4 - BIE SQL BEFEEENMARENBHFERESE (Java)
- 1Pl 5 - 83 SQL FHIEE (CLI)

- ~fl6-lEEFEEERMN SQL HIEE (CLI)

1 - Bl SQL BIEEE (java)

CreateDatasetRequest request = new CreateDatasetRequest();
request.setDatasetName(dataSetName);
DatasetAction action = new DatasetAction();

//Create Action

action.setActionName("SQLActionl");

action.setQueryAction(new SqlQueryDatasetAction().withSqlQuery("select * from
DataStoreName"));

// Add Action to Actions List
List<DatasetAction> actions = new ArraylList<DatasetAction>();
actions.add(action);

CreateDataset ( Java fl AWS CLI ) 106
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//Create Trigger
DatasetTrigger trigger = new DatasetTrigger();
trigger.setSchedule(new Schedule().withExpression("cron(@ 12 * * ? *)"));

//Add Trigger to Triggers List
List<DatasetTrigger> triggers = new ArraylList<DatasetTrigger>();
triggers.add(trigger);

// Add Triggers and Actions to CreateDatasetRequest object
request.setActions(actions);
request.setTriggers(triggers);

// Add RetentionPeriod to CreateDatasetRequest object
request.setRetentionPeriod(new RetentionPeriod().withNumberOfDays(10));
final CreateDatasetResult result = iot.createDataset(request);

R ITh st B9 5

{DatasetName: <datatsetName>, DatasetArn: <datatsetARN>, RetentionPeriod: {unlimited:
true} or {numberOfDays: 10, unlimited: false}}

=~ 2 - elZ2EBEERERR SQL #iELE (Java)

CreateDatasetRequest request = new CreateDatasetRequest();
request.setDatasetName(dataSetName);
DatasetAction action = new DatasetAction();

//Create Filter for DeltaTime
QueryFilter deltaTimeFilter = new QueryFilter();
deltaTimeFilter.withDeltaTime(
new DeltaTime()
.withOffsetSeconds(-1 * EstimatedDataDelayInSeconds)
.withTimeExpression("from_unixtime(timestamp)"));

//Create Action

action.setActionName("SQLActionWithDeltaTime");

action.setQueryAction(new SqlQueryDatasetAction()
.withSqlQuery("SELECT * from DataStoreName")
.withFilters(deltaTimeFilter));

// Add Action to Actions List
List<DatasetAction> actions = new ArraylList<DatasetAction>();
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actions.add(action);

//Create Trigger
DatasetTrigger trigger = new DatasetTrigger();
trigger.setSchedule(new Schedule().withExpression("cron(@ 12 * * ? *)"));

//Add Trigger to Triggers List
List<DatasetTrigger> triggers = new ArraylList<DatasetTrigger>();
triggers.add(trigger);

// Add Triggers and Actions to CreateDatasetRequest object
request.setActions(actions);
request.setTriggers(triggers);

// Add RetentionPeriod to CreateDatasetRequest object
request.setRetentionPeriod(new RetentionPeriod().withNumberOfDays(10));
final CreateDatasetResult result = iot.createDataset(request);

pRsil:ng: ok e

{DatasetName: <datatsetName>, DatasetArn: <datatsetARN>, RetentionPeriod: {unlimited:
true} or {numberOfDays: 10, unlimited: false}}

=3 - glZBH TR AR BFNBRBIES (Java)

CreateDatasetRequest request = new CreateDatasetRequest();
request.setDatasetName(dataSetName);
DatasetAction action = new DatasetAction();

//Create Action
action.setActionName("ContainerActionDataset");
action.setContainerAction(new ContainerDatasetAction()
.withImage(ImageURI)
.withExecutionRoleArn(ExecutionRoleArn)
.withResourceConfiguration(
new ResourceConfiguration()
.withComputeType(new ComputeType().withAcu(l))
.withVolumeSizeInGB(1))
.withVariables(new Variable()
.withName("VariableName")
.withStringValue("VariableValue"));

// Add Action to Actions List
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List<DatasetAction> actions = new ArraylList<DatasetAction>();
actions.add(action);

//Create Trigger
DatasetTrigger trigger = new DatasetTrigger();
trigger.setSchedule(new Schedule().withExpression("cron(@ 12 * * ? *)"));

//Add Trigger to Triggers List
List<DatasetTrigger> triggers = new ArraylList<DatasetTrigger>();
triggers.add(trigger);

// Add Triggers and Actions to CreateDatasetRequest object
request.setActions(actions);
request.setTriggers(triggers);

// Add RetentionPeriod to CreateDatasetRequest object
request.setRetentionPeriod(new RetentionPeriod().withNumberOfDays(10));
final CreateDatasetResult result = iot.createDataset(request);

BRI A5

{DatasetName: <datatsetName>, DatasetArn: <datatsetARN>, RetentionPeriod: {unlimited:
true} or {numberOfDays: 10, unlimited: false}}

R4 - I SQL HFEFFENAR B[R B[BIEE (Java)

CreateDatasetRequest request = new CreateDatasetRequest();
request.setDatasetName(dataSetName);
DatasetAction action = new DatasetAction();

//Create Action
action.setActionName("ContainerActionDataset");
action.setContainerAction(new ContainerDatasetAction()
.withImage(ImageURI)
.withExecutionRoleArn(ExecutionRoleArn)
.withResourceConfiguration(
new ResourceConfiguration()
.withComputeType(new ComputeType().withAcu(l))
.withVolumeSizeInGB(1))
.withVariables(new Variable()
.withName("VariableName")
.withStringValue("VariableValue"));
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// Add Action to Actions List
List<DatasetAction> actions = new ArraylList<DatasetAction>();
actions.add(action);

//Create Trigger
DatasetTrigger trigger = new DatasetTrigger()
.withDataset(new TriggeringDataset()
.withName(TriggeringSQLDataSetName));

//Add Trigger to Triggers List
List<DatasetTrigger> triggers = new ArraylList<DatasetTrigger>();
triggers.add(trigger);

// Add Triggers and Actions to CreateDatasetRequest object
request.setActions(actions);

request.setTriggers(triggers);
final CreateDatasetResult result = iot.createDataset(request);

pRsil:g: Ok el

{DatasetName: <datatsetName>, DatasetArn: <datatsetARN>}

5l 5 - 812 SQL BIEE (CLI)

aws iotanalytics --endpoint <EndPoint> --region <Region> create-dataset --dataset-
name="<dataSetName>" --actions="[{\"actionName\":\"<ActionName>\", \"queryAction\":
{\"sqlQuery\":\"<SQLQuery>\"}3}]1" --retentionPeriod numberOfDays=10

pReiling: ok e

"datasetName": "<datasetName>",
"datasetArn": '"<datatsetARN>",
"retentionPeriod": {unlimited: true} or {numberOfDays: 10, unlimited: false}

= 6 - IZEFEERERR SQL #IEE (CLI)

BENBRR—RIAFENNFTEEBELENM BRI, BYFERAEENE , BUUERE XD
FERBREENFTRBEVUEREENS , HAFRBERITON. SAUBIEREENFiltersH
PdeltaTimeHiREBRGIZIMEBE O (CreateDataset)s queryActionBE , Bk FH L& BT A8 FE

Tl 5 - B2 SQL BIEE (CLI) 110
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LB LA BRI B BIEERN A (triggers:schedule:expression), EA L | XFEE T LATEEE S
ENBEORIEMNER , XERBUNEEONEEFIENREFRES T

HEiZRFIH  BIIGE-NHBES  eREATELREEFIENHIERR 15 28 831 12K
BENE, BIEE3 2484 (180 ) 1 deltaTime fRE , LA FEIRIEERTFEFHENERILR 3
S8, Bt , IRBFEENBFRELF 10:30 Q1B , NEANKE (SSEREERES ) AI8THE
BELF 1012 B L4 10:27 2@ ( BI LS 10:30 - 15 0% - 3 28 E| E4 10:30 -3 %% ) -

aws iotanalytics --endpoint <EndPoint> --region <Region> create-dataset --cli-input-
json file://delta-window.json

delta-window.json XHBELULTRE,

{
"datasetName": "delta_window_example",
"actions": [
{
"actionName": "delta_window_action",
"queryAction": {
"sqlQuery": "SELECT temperature, humidity, timestamp FROM my_datastore",
"filters": [
{
"deltaTime": {
"offsetSeconds": -180,
"timeExpression": "from_unixtime(timestamp)"
}
}
]
}
}
1,
"triggers": [
{
"schedule": {
"expression": '"cron(@/15 * * * ? *)"
}
}
]
}
FRIIETRY S
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{

"datasetName": '"<datasetName>",
"datasetArn": "<datatsetARN>",

AELEER

A GEERUWMAMER Jupyter notebook ¥JE Docker BRESHIEE., MREEFRAE=HAHWENEIZ
K, NEFEERELXR  SENARTEEALZHAPNBRNTEERB, A, EiERERH HTML
AILLE 7RTE AWS loT Analytics #HIEH , NMEE R HTML Wit EN L RBEENREFEN ., £46£
Az, FEREGEEEMNE=FELIEERNES,

RITERD TR — NMER R Jupyter £i8748, Jupyter Notebook 1258 K BKIERIZTE | 7
DIATHIEEZ I M— R 2. BEXEZEL , BFSHLEAER, (BIE , RINEHAXER
B JupyterLabZ® 231t ) BATLARF Jupyter Notebook FEITEEI—/NAH | ZARASEHE—#H
BIE E21T , EAXERERELRE LK delta AWS loT Analytics BB & O RUREIR . & 7] AT K6
AASFNEEENBEOPBROT 2 BBRIENSTEL , REFHZELEEUATUEHITRS
o

MBI 2018 £ 8 A 23 HZEEH AWS loT Analytics #3&| A 812 T SageMaker Al 354 | A
BT BHNRZECENTR , BUUTFHRLERF MG, BN |, HRBAT F 5 HESBRIEEH
SageMaker Al 356l LIS AEiE AR L. EETRIWNED , BIHERER SageMaker Al HITAE
LAV EIBEEMEGE L4 R Amazon , EC2 RELREBBILT R,

AR EBEIZES A ENEILARSEHEABEEE AWS loT Analytics

BINEEBEE AWS loT Analytics #§| & I #HY SageMaker Al 3£6l , MARRBUT T RIRE,
RpFIF I EREL,

MRIEHE S ARRLEER SageMaker Al K6 ( MTFIR ) , MEFBEHFM IAM BENKE , B
DREHELRY B, MR —FFTo

1. ERFEMNELICAEHGR Amazon ECS HIXER |, 7 SageMaker Al T1H LiE R ERH
SageMaker Al £ :
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AWS loT Analytics

RAriEmE

Amazon SageMaker

Dashboard

v Notebook
Notebook instances

Lifecycle configurations

v Training

Training jobs

X Amazon SageMaker

Notebook
instances

Q, search notebook instances

Name

exampleNotebookinstance

2. TEIAM At ARN T , i£$F SageMaker Al iITAE,

Amazon SageMaker

Dashboard

v Notebook
Notebook instances

Lifecycle configurations

v Training
Training jobs

Hyperparameter tuning jobs

v Inference
Models
Endpoint configurations

Endpoints

X

Amazon SageMaker Notebook instances

exampleNotebooklnstance

Notebook instance settings

Name

exampleNotebooklInstance

ARN

arn:aws:sagemaker:us-east- 1| Sl n otebook-
instance/examplenotebookinstance

Lifecycle configuration

Status
@) Pending

Notebook instances

Instance Creation time

ml.t2.medium Jul 03, 2018 21:25 UTC

exampleNotebookInstance

Notebook instance type

ml.t2.medium

Storage
5GB EBS

Encryption key

IAM role ARN

arn:aws:iam:: S :role/service-
role/AmazonSageMaker-ExecutionRole-20180620T141485 [4

3. 1%# Attach Policy (FfinRRg) , AEE LHM IR ERAYRME, 205R = AR
AmazonSageMakerFullAccess KB , MIF INZKEE,

Permissions

Trust relationships

Attach policy Attached policies: 7

Access Advisor

Revoke sessions

IBE LM Amazon S3 THRARCRBHFELREELNEEREH L, FE—LHR1HE SageMaker

Al SKBIEY L8

1. 7E Jupyter A, %&$% 8,

WNARRBEEF A IENEICARSEHIE AR AWS loT Analytics
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" Jupyter S

Files Running Clusters SageMaker Examples Conda

n Upload New~ &

2. HERWRHBH  %iT K,
Other:
Text File
Folder

Terminal

3. EAWA , MANUTHSRTH, BEENZERB., FiE K XEGTSELRRENEICREL
SageMaker Al 326 Lz TR T E #1E,

C Jupyter

sh-4.2$ |}

cd /tmp

aws s3 cp s3://iotanalytics-notebook-containers/iota_notebook_containers.zip /tmp
unzip iota_notebook_containers.zip

cd iota_notebook_containers

chmod u+x install.sh

./install.sh
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RAriEmE

FEH—MoH , LENT BETHRIENZE,

EMEILARRLT B

MR ETE 2018 &£ 8 A 23 B 2/F®T AWS loT Analytics #2414 012 T SageMaker Al 3£4] |, N4 B
HREBRB[T B, BALUEM SageMaker Al B4 AEBLFIREHT BRF. NREFHRET
FRER , WHUESEHRETNABIRFAENEIRARFEARE LI HNLREGSRNE

BITEH. AWS loT Analytics

BIE AR LR

EATS , BIPFEIKRANLEABTHRILAZTNL R, B, BERE

SRILAMEIER,

B Jupyter £iEA |, RIEEER

1. B Jupyter EiEARF | 1% New (FTE) , AN TRIIRFEFMEAKER, (KA
BERB RN “Containerized” 713k , AURAZEERENEARNKLER, fll0 , IRRE—4
£ “conda_python3" X B K 4 Python 3.0 3% , &% “Containerized conda_python3” ) »

~ Jupyter

Files Running Clusters SageMaker Examples Conda

Rename ' Move n
1|~ | m/

3 loTAnalytics

@ O lost+found

&) Untitled.ipynb

2. EEMELCAFHNIEFAREFERRN , FEERRFERE,

Quit

Upload (57

e

Notebook:

Containerized conda_chainer_p27
Containerized conda_chainer_p36
Containerized conda_mxnet_p27
Containerized conda_mxnet_p36
Containerized conda_python2
Containerized conda_python3
Containerized conda_pytorch_p27
Containerized conda_pytorch_p36
Containerized conda_tensorflow_p27
Containerized conda_tensorflow_p36
Sparkmagic (PySpark)
Sparkmagic (PySpark3)
Sparkmagic (Spark)

Sparkmagic (SparkR)
conda_chainer_p27
conda_chainer_p36
conda_mxnet_p27
conda_mxnet_p36
conda_python2

conda_python3
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File Edit View Insert Cell Kernel Widgets Help

+ <</ @ B 4 ¥ [MRun |l C MW RawNBConvertv

3. WMARBELLTNER. B AIERR,
m 2. Input Variables 3. Select AWS ECR Repository 4. Review 5. Monitor Progress

Container Name *

¥ Containerize

Beer-Tastiness-Calculator

Container Description

Mext

Exit

4. IBENATHEAZLIEAH Input Variables (i AL E) ( S8 ) . BALUERNEZARF BRI
FMNMATE  HENEBENEE, (FEE , XEZ ST IEiEARR , Fae N EHm AL
B, ) NF8MNaAZE , RB—fEH, ZETURARATEN TEER,

DIEREBRLRE
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RAriEmE

1. Name 2. Input Variables 3. Select AWS ECR Repository 4. Review 5. Monitor Progress
Name Type Description
ounces Double = X
brand String = X

Showing 1 to 2 of 2 variables

Previous E Mext

Add Variable
Previous Mext
Exit
5 EFEMHEMNERERPLIEAIREG ELEIR Amazon ECR 77 &,
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1. Name 2. Input Variables 3. Select AWS ECR Repository 4. Review 5. Monitor Progress

Please upload different notebooks to different repositories.

Repository Name Create Search: |Repository Name

Mame

my-repo
my-repod

my-repod

Showing 1 to 3 of 3 repositories Previous m Mext

Previous MNext

6. &FE AL TFHRBERMCIRE

BREBEILEMABRNBR, EI% , FHFRCSERIEELEIE, ZIBARKE— /T,

DIEREBRLRE
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1. Name 2. Input Variables 3. Select AWS ECR Repository 4. Review 5. Monitor Progress

Container Name: Beer-Tastiness-Calculator
Container Description:
Upload To: my-repo

Variable Name Type Description
ounces Double
brand String
Showing 1 to 2 of 2 variables Previous E Mext

Exit

7. T-RHERHE,

1. Name 2. Input Variables 3. Select AWS ECR Repository 4. Review 5. Monitor Progress

The containerization process typically completes within 30 minutes.

Creating Image...

Exit
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8. MREBENXMATRHIWE , WATM AWS loT Analytics #EH ANEIEA D BN B R[CIEAVIR
P

9. ZUEBEZEME , ReR{LBERFME Amazon ECR # , BEES Al =M

Containerize Notebook

1. Name 2. Input Variables 3. Select AWS ECR Repository 4. Review 5. Monitor Progress

Creating Image... £J

Uploading Image... £4

You can now use this notebook for scheduled analysis of your Data Sets. Be /sl LR EE=T 0

Exit

EHBEENBRH‘ITON

A ZEFXUMMAAFER Jupyter notebook #3% Docker REEMEE, WRESHFRAFE=SFWENEZIC
K, NEERZLNR . SENBBTREEAEHAPNBRIITEERB, A, EiERERH HTML
A LAE /RTE AWS loT Analytics ##lAF , ANMEE R HTML Wit EH LIRHEENRGEN. £
Azl , FHREZEEEME=FELIERNES.

BALBIEBECHW B ENBEEHERIZ AWS loT Analytics REZE1TE. Hik , BEELRZ Docker B
BHFE £ 3 Amazon ECR , AR REHRBEEREZITRRIE. ZTRHE—NMER Octave I TE
o

EHERBRE :

o A#iTEH E 2 %% Octave

o A#bit&E# L 2i&E Docker K

« #%E Amazon ECR = AWS loT Analytics 1 8] R AWS Ik =

ERABEEXNRER 120
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RAriEmE

$B 1 i%E Docker MR

FHEREFE=NEEXMNH. HEMNRABUWT :

* Dockerfile -

FROM ubuntu:

# Get requir
RUN apt-get
RUN apt-get
RUN apt-get
RUN apt-get

# Get boto3

RUN pip3 ins
RUN pip3 ins
RUN pip3 ins

# Move scrip
ADD moment m
ADD run-octa

# Start pyth
ENTRYPOINT [

* run-octave.
Amazon S3,.

import boto3
import json
import os
import sys
from urllib.

# Parse the

AT Docker Bef{t IR RIRE

16.04

ed set of software

update

install -y software-properties-common
install -y octave

install -y python3-pip

for S3 and other libraries
tall --upgrade pip

tall boto3

tall urllib3

ts over
oment
ve.py run-octave.py

on script
"python3", "run-octave.py"]

py— fB#T K B JSON AWS loT Analytics ,

parse import urlparse

JSON from IoT Analytics

1217 Octave BIZAS | RS R4 L& F

with open('/opt/ml/input/data/iotanalytics/params') as params_file:

params =

variables =

order = vari
input_s3_buc

json.load(params_file)
params['Variables']

ables['order']

ket = variables['inputDataS3BucketName']

ERABEEXNRER
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input_s3_key = variables['inputDataS3Key']
output_s3_uri = variables['octaveResultS3URI']

local_input_filename = "input.txt"
local_output_filename = "output.mat"

# Pull input data from S3...
s3 = boto3.resource('s3"')
s3.Bucket(input_s3_bucket).download_file(input_s3_key, local_input_filename)

# Run Octave Script
os.system("octave moment {} {} {3}".format(local_input_filename,
local_output_filename, order))

# # Upload the artifacts to S3
output_s3_url = urlparse(output_s3_uri)
output_s3_bucket = output_s3_url.netloc
output_s3_key = output_s3_url.path[1l:]

s3.0bject(output_s3_bucket, output_s3_key).put(Body=open(local_output_filename,
'rb'), ACL='bucket-owner-full-control')

« moment - —/MEHERY Octave MIAS |, RIARYEfar A S W X4 38 E RV IR i EBS %o

#!/usr/bin/octave -gf

arg_list = argv ();

input_filename = arg_list{1};
output_filename = arg_list{2};
order = str2num(arg_list{3});

[D,delimiterOut]=importdata(input_filename)
M = moment(D, order)

save(output_filename, 'M')

1. TEEMNXHNAR, gl B, FRMBEXHHRAZE R , REcdEZE .

2. BT T @5,
docker build -t octave-moment .

3. BRZATE Docker FEEHFE — MG, BIBITUTHTRIEE,

FEREENESE 122



AWS loT Analytics ArfEm

docker image ls | grep octave-moment

SR 2 : ¥ Docker & £ & F| Amazon ECR F&FE

1. 812 Amazon ECR Ff# .

aws ecr create-repository --repository-name octave-moment

2. 3REY Docker SR EM B FKE R,

aws ecr get-login

3. EHlAMHHAETE. MHNEUTRERLL,

docker login -u AWS -p password -e none https://your-aws-account-
id.dkr.ecr..amazonaws.com

4. A Amazon ECR Zf# ERZHRIC B 2R &,

docker tag your-image-id your-aws-account-id.dkr.ecr.region.amazonaws.com/octave-
moment

5. TG #HEIX E| Amazon ECR

docker push your-aws-account-id.dkr.ecr.region.amazonaws.com/octave-moment

HIR 3 FFRBIBSE L Amazon S3 i

1. FUTAHBETHEXHinput. txt,

0.857549 -0.987565 -0.467288 -0.252233 -2.298007
0.030077 -1.243324 -0.692745  ©0.563276 0.772901
-0.508862 -0.404303 -1.363477 -1.812281 -0.296744
-0.203897 ©0.746533 0.048276 0.075284  ©.125395
0.829358 1.246402 -1.310275 -2.737117 0.024629
1.206120 ©.895101 1.075549 1.897416 1.383577

2. BIEBF A octave-sample-data-your-aws-account-id 9 Amazon S3 Ff& .
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3. FF3# input.txt EEARERINIGIEH Amazon S3 FEE. WK , BRNZET —1MNER
octave-sample-data-your-aws-account-id WFEM#E , HHREEXH input. txt,

S|4 QIEBRBFNITHEE

1. MU THABREHZEIBE N rolel. json WXHH, your-aws-account-idEHBRNER AWS kP
ID aws-region FEHK AWS FIR AWS XiF,

(@ Note

WREBFE—IE2BEFHLETXESR , AT LEEREZSRE, EXEZEE , B5H
the section called “Bf IE B IR SZIEEBEE” -

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": [
"sagemaker.amazonaws.com",
"iotanalytics.amazonaws.com"

]
},
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "your-aws-account-id"

1,
"ArnLike": {

"aws:SourceArn": "arn:aws:iotanalytics:aws-region:your-aws-account-
id:dataset/DOC-EXAMPLE-DATASET"

}
}

}

2. ERE TSI AWS loT Analyticsrolel. json , 81— @\ SageMaker Al 1% F 15 R X PR Y
At
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aws iam create-role --role-name container-execution-role --assume-role-policy-
document file://rolel.json

3. FUTHETHRER N policyl. json X , H4F your-account-id BN EHIKS ID (B
2 Statement:Resource FHE=/N ARN ),

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"s3:GetBucketLocation",
"s3:PutObject",
"s3:GetObject",
"s3:PutObjectAcl"

1,

"Resource": [
"arn:aws:s3:::*-dataset-*/*",
"arn:aws:s3:::octave-sample-data-your-account-id/*"

"Effect": "Allow",
"Action": [
"iotanalytics:*"

1,

"Resource": "*"

"Effect": "Allow",

"Action": [
"ecr:GetAuthorizationToken",
"ecr:GetDownloadUrlForLayer",
"ecr:BatchGetImage",
"ecr:BatchCheckLayerAvailability",
"logs:CreatelLogGroup",
"logs:CreatelLogStream",
"logs:DescribelLogStreams",
"logs:GetLogEvents",
"logs:PutLogEvents"

1,

"Resource": "*"
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},
{
"Effect": "Allow",
"Action": [
"s3:GetBucketLocation",
"s3:ListBucket",
"s3:ListAl1MyBuckets"
1,
"Resource" : "*"
}
]
}

4. {EFRERIN TEHXH policy. json BIE—/ IAM policy,

aws iam create-policy --policy-name ContainerExecutionPolicy --policy-document
file://policyl. json

5. fF REEMMNEZAE,

aws iam attach-role-policy --role-name container-execution-role --policy-arn
arn:aws:iam: :your-account-id:policy/ContainerExecutionPolicy

SRS ERABRRRFCIER-IMRES

1. FUTHAETHEEEN cli-input. json XA |, HAMBENHEER your-account-id H
region MIFRE =PI,

{
"datasetName": "octave_dataset",
"actions": [
{
"actionName": "octave",
"containerAction": {
"image": "your-account-id.dkr.ecr.region.amazonaws.com/octave-
moment",
"executionRoleArn": "arn:aws:iam::your-account-id:role/container-

execution-role",
"resourceConfiguration": {
"computeType": "ACU_1",
"volumeSizeInGB": 1

+
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"variables": [

{
"name": "octaveResultS3URI",
"outputFileUriValue": {
"fileName": "output.mat"
}
},
{
"name": "inputDataS3BucketName",
"stringValue": "octave-sample-data-your-account-id"
},
{
"name": "inputDataS3Key",
"stringValue": "input.txt"
},
{
"name": "order",
"stringValue": "3"
}

2. ERAERINTEHEHREN MY cli-input. json BIE—PMEIREE.

aws iotanalytics create-dataset —cli-input-json file://cli-input.json

SR 6 HRABBEERATER

J\i )\THD'DO

aws iotanalytics create-dataset-content --dataset-name octave-dataset

S]RT7  KEBEERR

Jg J’)\TEDTJO
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aws iotanalytics get-dataset-content --dataset-name octave-dataset --version-id \

$LATEST
2. IR EEZE S/ Lo 8hetE |, B3R DatasetContentState 3 SUCCEEDED,

S, 8 : 1£ Octave HITEN % H

1. £/ Octave shell BIIZ1THA SMNAEBHITEHN@E

bash> octave

octave> load output.mat

octave> disp(M)

-0.016393 -0.098061 0.380311 -0.564377 -1.318744
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AL B HE AWS loT Analytics

Z M1 AWS loT Analytics #i#E , BRI LAERA AWS loT Analytics #2 & & 8 QuickSight.
FH

- EAEEA T AWS loT Analytics 1

o ERAATMIL AWS loT Analytics #i3E QuickSight

ER#EEIA AT AWS loT Analytics #xi&

AWS loT Analytics ATEAZEAWS loT Analytics 2 BN BB HREENETNH LBRABRFBIEEN
HTML & i ( FES0F P Bloutput.html ) o 0 | BIREE X —MNE1T Jupyter notebook KR EFE
EE& , H1E Jupyter notebook FEIZAIMILAA , BHBBEBETERLUTAR,

JUD}’tEI’ spéctmgram Lasd Chackpoint an hour age (sulosaved H
1 ’
B + » a3 0B + + W B C v Coll Toolbar pee
In [1]): from icipy.lo import wawfile

rate, X = wavflle. read( test

In [2]:  import matplotlib.pyplot as plt
fig, (axl, ax2) = plt.subplots(l, 2, figsize=(12, 4))
axd.plotdx); axi.ser_uivle('R gnal’y
axl.specgras{x); ax2.set_title( Spect
plt . show()

RE  FUEBRBEEANRRE , EUUEEFENEEERNENEH LEFTZTALLAR.
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Hame Versbon Datg Created

BXRBIEIZ1T Jupyter notebook WA RHEENE R , BSHEH T TERRE,

F A A1t AWS loT Analytics #3E QuickSight

AWS loT Analytics R it 5/ E#E & K QuickSight, QuickSight & —TBUREM L 2RSS , ATA TS
B, AT 2T RIRENBIEDIREUL SN ##. QuickSight EHLREBT BEIKT LW
AP, FEdFERBRANAFSIZ (SPICE) REtMA X HEE. EALAE QuickSight 124 & ik FEH
AWS loT Analytics BIEEH F BRI MU RRMATWLHR. QuickSight FEIX Lo X AT A,

EFF A A QuickSight fLRR |, BL4TeIE — QuickSight 1k, EIREKFH , 5%

& QuickSight L ¥F 15 E#&H AWS loT Analytics #ig, MREELE ik, , FEL®RR &
BR”, “EB QuickSight’, “Z£ MR 3k QuickSight G [E &K AWS loT Analytics #iE., 7
“QuickSight 758 AWS BRS” T , &#F A" = “BBR” , AFEPZLHEIEEAWS loT AnalyticsH
EE EH
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https://docs.aws.amazon.com/iotanalytics/latest/userguide/automate.html#aws-iot-analytics-automate
https://aws.amazon.com/quicksight/
https://docs.aws.amazon.com/general/latest/gr/quicksight.html
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Account name:
Edition: Enterprise

Manage users

Your subscriptions

SPICE capacity

Account settings

Security & permissions

Manage VPC connections

Domains and Embedding

Security & permissions

QuickSight can control access to AWS resources for the entire account in addition to individual users and groups

. QuickSight access to AWS services

- Amazon Redshift . Amazon RDS 1? 1AM * Amazon S3 E AWS loT Analytics

By configuring access to AWS services, QuickSight can access the data in those services. Access by users and
groups can be controlled through the options below.

Add or remove

. Default resource access

(@ Users and groups have access to all connected resources.

QuickSight can allow or deny access to all users and groups by default, when an individual access control is not in
effect for a particular user or group

Change

. Resource access for individual users and groups

Resource access is controlled by assigning IAM policies.

| IAM policy assignments ‘

REKFE , NEERA QuickSight &I & TUHENER “FES M M “FERBIEE" , RFI1EE AWS loT
Analytics fEA KRR, BARBERNER , ERESANRESE , RAEER SIBBER,

AL () QuickSight
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Jiilpti=l]

New AWS IoT Analytics data source

Data source name

radiant_load_test_dataset

Select an AWS loT Analytics data set to import

2 radiantloadtestdataset

®' radiant_load_test_dataset

Cancel

BIBBIRRIE , LT BEF QuickSightBZ AT LM R,

Elﬂﬂ Fields list

........ |
Vrualize B3 radiant_load test.. | ) Importing: "
V 9 o 0 rows were imported to SPICE
Filter $# fromiambda 0 rows were skipped )
ptions
Q H ey
Suggested
Story
Chooze 1 or more fields and let QuickSight choose the most appropriate chart
Visual types v
- 8 -
[£]= 4l = i
- li 77 ad HH
| B et
!' S e .l. “' ":
RN A1 :
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B X QuickSight X RARMBIBELEMNER , BZHQuickSight X4,
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https://docs.aws.amazon.com/quicksight/index.html
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JBRAN I AWS loT Analytics #r&

5T HEERANEE, KEE, HRFHRAEE  ATNEEETHENTAN S ERIBEET
HTRIB, RENBARE I 5 WA IR,

301

. EEERAR

.+ 12 IAM SR P ERIRE

. EERS

R E AR

REFEZREB UTENF X AWS loT Analytics RIR#HITH K |, flNBRAR, AIEERHEHRITS
R, XELRETZRREFRABEA - EAILMRED BARFRNARZRBIAZNBERR. FMRE
HLELELN—NREM—NAIEE. flwn, BAUABEE L —EAF% , MRIEARSMNEERNEE
RREBRE, BMNEBWEHNERFARRI AR, LUBRENEE, FA-HEENRERE &
B BB SEMEN, &0 SRR IR PR L1 R TF 1L 5 R

IR T SME AR SN RARIT O RMBRE, SEFIRENATEE, BEE. BEFRIEEN ,
AWS LER—ESFRE (CSV) XHFFANKADERE , ZREBRIFELEENEHRMAA.
BRBLR BRI SR (FIEAHO, NARFEUMHAMEE) S | UEZRESMIRSHIX
Ko BRANRADEERAFRLENESEE , HSH AWS Billing A BRI EARE D BEREL.

RNEFER , BEAAWS KEERAEE BH PR RES , o7 &P, E—HAHEX
REBMEEREL, BEXEZEE |, B2 AWS Management Console A | 1B F AR L 4R

& AT LAER AWS CLI F1 AWS loT Analytics APl & B#rE, AHEAERSHTHSEE, BEE.
BREEENEEXER ; AU THSHPER Tags (5X) FE

* CreateChannel

* CreateDataset

* CreateDatastore

» CreatePipeline

B DA ZEAREN B RRARN, ERIMEBRFLE, EANRTHT
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https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/billing-what-is.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/cost-alloc-tags.html
https://docs.aws.amazon.com/awsconsolehelpdocs/latest/gsg/getting-started.html
https://docs.aws.amazon.com/ARG/latest/userguide/tag-editor.html
https://docs.aws.amazon.com/iotanalytics/latest/userguide/api.html#cli-iotanalytics-createchannel
https://docs.aws.amazon.com/iotanalytics/latest/userguide/api.html#cli-iotanalytics-createdataset
https://docs.aws.amazon.com/iotanalytics/latest/userguide/api.html#cli-iotanalytics-createdatastore
https://docs.aws.amazon.com/iotanalytics/latest/userguide/api.html#cli-iotanalytics-createpipeline
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« TagResource

« ListTagsForResource

» UntagResource

B ME SR BANE , BT AERR R T RNVARE, BURFENERNEZNFZHS  BREFR
RHIRNZEE, NREFNNFENESZEE LNEFENENER , FNERSBSIBE, WRH
BRELR , MIPAE 55 IRAR X AU PR S ED R BR

£ 1AM KB E PR

& AT LAE |IAM KBEHORF Condition 7t ( 8759 Condition R ) EUTHRA LT XRME—EE
A, BURER RV SZGIR P HRRR (MR ) -

- fff iotanalytics:ResourceTag/<tag-key>: <tag-value> AW RIEL T ENRIHNE
B LW AP B’RE,

- £/ aws:RequestTag/<tag-key>: <tag-value> JEREXR HAEBRIERATFHREN TR
APl EXREIIER ( XA EA ) BEHRZ,

- A aws:TagKeys: [<tag-key>, ...] AIERERHAUBRERATFIRENEREN APl FK
RER (RFER ) — AR ERSE,

(® Note
IAM policy FHI&4 £ T XR/MEMGER TEBIRICH R RNINRAFRLESHA L AWS
loT Analytics #4E, i , ZFrLAER , DescribeloggingOptions A 2 allowed/denied on
the basis of condition context keys/valuesE 7 thiER PR 5| AEM AR IEHBIR (58,
EE. BIEERIAEE ).

BXREZER  BF5H (AM AFER) FREARSERIFR. ZEM IAM JSON RS E —T
BE IAM Ry JSON R TR, TEMTMEEZENFMEE, FHRNRHE.

LT RBIRENAMNETIRENRS, ZURERBINA,

1. TERABREMRIRL env=prod” ( BZR RHIHPH "aws:RequestTag/env" : "prod" 17 ).

2. TEERR B R EFIEHRZ env=prod’ N ER ( ERHIF , HSRE
"iotanalytics:ResourceTag/env" : "prod" 1T7).
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https://docs.aws.amazon.com/iotanalytics/latest/userguide/api.html#cli-iotanalytics-tagresource
https://docs.aws.amazon.com/iotanalytics/latest/userguide/api.html#cli-iotanalytics-listtagsforresource
https://docs.aws.amazon.com/iotanalytics/latest/userguide/api.html#cli-iotanalytics-untagresource
https://docs.aws.amazon.com/iotanalytics/latest/userguide/api.html#cli-iotanalytics-describeloggingoptions
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_tags.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies.html
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RAriEmE

{
"Version" : "2012-10-17",
"Statement"
[
{
"Effect" : "Deny",
"Action" : "iotanalytics:*",
"Resource" : "*",
"Condition" : {
"StringEquals" : {
"aws:RequestTag/env" "prod"
}
}
1,
{
"Effect" : "Deny",
"Action" : "iotanalytics:*",
"Resource" : "*",
"Condition" : {
"StringEquals" : {
"iotanalytics:ResourceTag/env"
}
}
1,
{
"Effect": "Allow",
"Action": [
"iotanalytics:*"
1,
"Resource": "*"
}
]
}

BRETUNEENREREESIMMEE , BERFENEESRT , ML TROIFR

"StringEquals" : {
"iotanalytics:ResourceTag/env"

[Ildevll’

"pIOd"

lltestn]

1£ IAM KB R ERRE
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® Note

MRERFEHEAFAELRFHRRR , HF5L4ERENIEL A EMEE R 7R BRix
LAREMNThEE, BN , AP AR B WG RRSE ST BRIRE |, FIREBIZFR T FIER,

PR PR &
TEREMFRENEARS :

. BMNERNEAIRZH -50

- RAFHKE - 127 1 Unicode FF ( KA UTF-8 =R )

- RAREKE - 255/ Unicode % ( XA UTF-8 &= )

- RERNEX D KINE,

« HZaws: prefixENZEMBEDRSEA , BACESREBMH AWS F£H, BT EHBEDM BRI
BOIRLEENDE. EFLIENTERITABNERNFEHRS,

« MRBREFRANSIRENARER , BIEBEMRS TR N FZRHERE . BEATFEAN
FHEE A UTF-8 BXARTHFR, ERNMBFURUTERFRF+-=._ 1/ @

RZPRE 137



AWS loT Analytics ArfEm

By SQL FRixZ AWS loT Analytics

BIRERFEABEEMEPEEN SQL RENERKN. AWS loT Analytics £/ 5 Amazon Athena 18
FEM SQL i), HEMEZES.

AWS loT Analytics X35 ANSI #r# SQL BEK F5.

SELECT [ ALL | DISTINCT ] select_expression [, ...]

[ FROM from_item [, ...] 1]

[[ INNER | OUTER ] LEFT | RIGHT | FULL | CROSS JOIN join_item [ ON join_condition ]]
[ WHERE condition ]

GROUP BY [ ALL | DISTINCT ] grouping_element [, ...]1 ]

HAVING condition ]

UNION [ ALL | DISTINCT ] union_query ]

ORDER BY expression [ ASC | DESC ] [ NULLS FIRST | NULLS LAST] [, ...]1 1

LIMIT [ count | ALL ] ]

| e IO e O e I ey N |

BEXRSEHHEIR | HS 5 Amazon Athena X KIS HEZD 2
AWS loT Analytics ™ B Amazon Athena FXEFHUTHE :

« WITH ¥4,

« CREATE TABLE AS SELECT i&4

« INSERT INTOiE4

- MigmFIER , LFER USING 1297 EXECUTE,
« CREATE TABLE LIKE

- DESCRIBE INPUT #1 DESCRIBE OUTPUT

« EXPLAIN &8

- AP EMHIBEI ( UDFs 5 UDAFSs )

F&
- BX¥FH SQL TheE AWS IoT Analytics
« &R AWS loT Analytics® SQL &l E N o) &

138
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RAriEmE

35 SQL ThEE AWS loT Analytics

BIEERMEH SQL RIEAMBBEFHPIBTFEERN. RETHWEBRE AWS loT Analytics F Presto

0217,
XN HIERE
AWS loT Analytics B Amazon Athena 35X L FER A,

 primitive_type
e TINYINT
 SMALLINT
 INT
 BIGINT
 BOOLEAN
* DOUBLE
* FLOAT
* STRING
« TIMESTAMP
* DECIMAL(precision, scale)
* DATE
« CHAR (EEEEKENKEREENFZHFHE)
* VARCHAR (EEEEKENKEJZN FRHIE)
« array_type
* ARRAY<data_type>
* map_type
* MAP<primitive_type, data_type>

 struct_type

* STRUCT<col_name:data_type[COMMENT col_comment][, ..

1>

X9 SQL Zhee
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https://prestodb.io/docs/current/release/release-0.217.html
https://prestodb.io/docs/current/release/release-0.217.html
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® Note
AWS loT Analytics i B Amazon Athena T EHR LEHIERE,

X

0 5% Athena AWS loT Analytics #1 SQL ZHEEE T Presto 0.217, AXREXREE, SEFMRERDN
BE , BZH RBHNZER LUK Presto XA T EAKET,

- BBEHEY

- EREBIEERF

« FHERKR

- HIREH

- BERBMNEER

- BRIVEEK

o TRERBMEERF
- FRERBMNEERF
- ZHHEREK

- BRASNRERBENEZER
o ENREXEEK

« JSON EE Mz HRF

« URL ¥

- REEE

- BOBEK

- BBEK

- BARBNEER

- RERBIEZERF
 Lambda RiAXME LK
- Teradata BEH%X
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® Note
AWS loT Analytics M B Amazon Athena A AP E XK BEKEUDFs ( UDAFsE ) o fFf#
U =N

BRIR AWS loT Analytics SQL Eif#IE N 7] &
FRALUTEETHEEIEHEE AWS loT AnalyticsH Y SQL &A1&,
- ERVUSEES  BEHIEMNLES —NRSIS, FTENXMERENEISRE.,

Example R4

SELECT '0''Reilly’
- BERUTNE , JEMERREISFHUTRILIT XN BEF#E B HEER,

Example R4

SELECT "_myMessageAttribute’ FROM myDataStore

- ENEBRFENENHTEY , FANGI S HEERFNREFHEBEHREREXR,
Example R4l

SELECT * FROM "myDataStorel23"

s ENREBREFHITENL , FANGISHREBFIERERK, MEFEZEELE , 551 SQL SELECT
BAPFREBXBFZNYIXR,



https://docs.aws.amazon.com/athena/latest/ug/reserved-words.html#list-of-reserved-words-sql-select

AWS loT Analytics ArfEm

Z£ M AWS loT Analytics

TEEAWS BREFZE, ENAWS BFF |, BAUZRTENREASHZEBREALNERMY
ERBAER OMMLZEY,

RERMFHEEE AWS 3T, REREEXFEHRNCZNRZEMNEZTIN LTS

. TEE-AWS AFRIPE AWS mHIZIT AWS [RSHERZEN, AWS ERBRETUZSEHN
BRSS. fER AWS EMMITRIN—889 , RINZLERNEREEHHE=FITAFTNXFE
if, BETHEANEMITEI AWS loT Analytics , IES RSN iTRIK 2 HISEERNHIAWS RS

- DIKEE-BNREABEAN AWS BRFRE, EEFTENHMARNE , SHELENBFEHHR
., SARNERUNERREREN,

AR ARG E BY IR T ARAE F A B i R R - B SRR R AWS loT Analytics, AT EBEIE ST 48 a8t 17
ElE AWS loT Analytics LUBRE BN EZEFEN M B IR, BB FES maEREHM AWS BRS K& B &
W MR R AWS loT Analytics &R

AWS ldentity and Access Management in AWS loT Analytics

AWS Identity and Access Management (IAM) & —I1 AWS RS , AISBIEE A R mIZHT AWS &
REAE, 1AM EE ARG TR ITEHRIE (%) MEN (FAENR ) A AWS loT Analytics
BiRe IAM B2—IIEFEIINTREIAEAN AWS BRF.

2

&y A3 AWS Identity and Access Management (IAM) B8R RE , E4EURTEFT#ME T4
AWS loT Analytics,

RS AP -mREEH AWS loT Analytics RETRIAE , MENWERE 7 2N S REPTENEUE K
R, HIREAEZ AWS loT Analytics ZHEERTTR TAERT , IRATREZR ZHINNINR. THRMNFAIEE
RINREB TEREERERBEREEGHWNR, WRETZEIE AWS loT AnalyticsF 4L , ESH Xt
AWS loT Analytics & 13 #1175 [ 3 1Tt FE HEBR

REEER-MREMFTL M AWS loT Analytics ZR , M ATAEHRE T2 17 RMRE AWS loT
Analytics, K TEREESRMIIRS FF RiERIBL AWS loT Analytics ShEEFI'RIR. RfE , BAA M
IAM BB RRRERUNEFUBRSAFBNR, FEEZNELNESNUTH IAM HEERHS, Ei¥A
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T RIS A T IMA IAM B A B8 AWS loT Analytics , SR 2117 AWS loT Analytics 5 1AM Bt
&M,

IAM EER : IRER IAMEER , BUREFE THRIAIRERKEAEEI AWS loT Analytics#y 14
ERRAEMER, EEFETLUE IAM REAB AWS loT Analytics EF SRR RA |, 5
. AWS loT Analytics & F & 138 5K #E = 51

£ & 21T & 0 IR AIE

ENRIIRE AWS FRAEHEIEEZN AR, 4T IAM BF 5ASETIE AWS IkFRAFE
IAM £ @317 5 BT ( BFE AWS ) o

B ERABEY S MRRENEREL AWS BRE 510 E K. AWS IAM Identity Center ( IAM Identity
Center ) A, RLARAMNEREFSHRIEUAKREN Google = Facebook ERHMEEE F 108 R,
LELBREBMERN , ZNEERUGER IAM ABIEE T SHKERIE, HREABKSETHE AWS
i, IRRRERERE -1 A,

BFEEHNAFER | EALIEF AWS Management Console 2 AWS 5[ETTF, BEXBEZNEZER
AWS | EZ [ (AWS &F AFEmR) PR NAEZEE AWS KF W,

WMRE AWS BUREHZRIGRE , e AWS REBM4TT R EH (SDK) Manw178A (CLI) , UEFERE
MERNERFTMNELE R, NRETEHAAWS TE , MIXFECEBER, BXEABENSEE
TEBBERNEZFER , FZMH (AM AFER) PHATEE APLTERHAWS EERA 4,

TRERAAMBHRIESE , SHMUTREERMEMEZLER. S, AWS BULEASZESHRIE
(MFA) RREKFHNREM, ETRESZER , 256 (AWS IAM Identity Center AF1ERE) FHNZ
ESHRIEM (IAM AFIERE) F/ IAM FHAWS ZEFHRIT,

AWS K P root FIF°

Bl AWS K, BEER—NEBRXEH , B0 UNAZEHRKS RRMRAE TR AWS RS M7
Ro L H DI AWS IKF root BF7 , QI MK P Bt 62 F A9 B8 7 BB 44 3t ik AN 22 0 B S BN AT 15 )
ZH5 M, BARWESECRRAFNITERERES. RPEFBRAFEIE , AERXERIERRKITRIE
AP EBRITHES. BXFEECURAFSHERNESHERIIE , B2H (AM AFERE) +
MEERASEIENES.

IAM AP a4

| AM AP =& AWS K~ RERXNASRNARFEARENRN S M. EAENBRT , RINBUE
ARG EILE  MARCBREAKHEIL (WEBMEEESR )W IAMAF, B2, IREA-LERE

ERBHENEHRE e


https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_sigv.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/enable-mfa.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/enable-mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
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MEAZRFERBZIELUR IAM AP , BUERRIBRRHA, BXESEE , B2H (AM AFE
M) PRNTEERBEIUENASL , NEZEZENEHHRER.

IAM AR —NMEE—4H IAM AP SR, BTECERAEANEHER. BULUERAAR—RIERNZNA
FPIEENIR, MREEAEAF , FRAATUERWMEERAFRNIE, it SaUBE—1 8 NNE
48 | IAMAdmins H O iZE AT FEE IAM BRI E,

RArREAGTE. ArE—#5ENMARBNARFXEK K MACEELFTECHNEANARA. AFE
BARANKHELE  MACRAKNTIE, ETHRESER , H5H (AM AFER) #1 IAM A7
FOREIEESHS

IAM A&

| AM SEREZNBEERENR AWS IkF W&, BERLT IAM AR , EEREARTXKEK. EXE
FIRRTELE IAM & AWS Management Console , B LM A F 12| IAM A6 ( 248 ) . BT
LB A AWS CLI 5 AWS API R ESEABEEX URL RRAAE, BXxFRACHEEZNESE
B, #ZH (AM AFER) PR ABEBNE Z.

B AR EIER IAM SEeELTERTRER !

- REAFIER  EMKESHIENIR , BFUEAEHNACGENNIR., HKESO0HITEMK
iR, ZEONEACHXEABER TFHEACE LHNNR, EX<ATHRESARIEINACNE
B, #EZH (AM AFER) PREXNE=ZFSOREFCUEAE (KREFHRIE) . MREFER
IAM Identity Center , N EEF BENRE., NIZFHENERERTEARIEETAHRINAR |, IAM
Identity Center fH X REES IAM VA EHEXEK, EXNEENER , ESH (AWS IAM Identity
Center AAF#E®) PHINRE.

o IGEY IAM AR  IAM AP ARA IAM AR SAS® | LERRFBHNBEESHTENR.

- BIKFFEH  EUER IAM AU ATFFRIKSFHENA (EERE ) HRENKS R
R ABRRTEKFHRANBRHNEELN, BR , X TELERR AWS RS , &0 LU RIS E 2
MERR (MAREAAREANIRE ), ETHEATEKSLRANAGNET RIFRARE 2B ZE
Bl , ESH IAM AP ErRPRY IAM A ESTIK 7~ BR T3 [

- BIRSIFR — B AWS RS FEREM AWS BRERESHPHIThEE, Flin | ¥EERSHIRITRIF
B, ZRSEE ST Amazon RE{TRARRF EC2 HIE Amazon S3 FE#EN R, RS TEELEH
RXEARANEENNE, F£ARSACSMERRSHEXASERNITIHRE,

- RRIGFILE (FAS) — HEER IAM AP A BEPHITRER AWS |, BHANEFEA, £EA
RERSE , BARESWMIT—MEE  RABLBREEEMRSH B35 —MRE. FAS EREA
ZREANMBRUK AWS RS [ FilERS R HBERNER. AWS RERBLUBRSWIFTESHM
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https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/gs-identities-iam-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/gs-identities-iam-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage-assume.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
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AWS BRSs SRRER BT RETARRIERAET , T 2K FAS #HR, EXMBERT , BLHERRIT
XFABURERNR, BXAKH FAS ERIPREFE , BSRERL A 21E

- BSAG - REARRRSAREELNIK S PHITREM DR IAM A, IAM B 5 7 E
IAM 812, ERAMERRS AR, EXEZELR , 55 (IAM AFER) Rr6lZER[ AWS iR
ESERNENEE,

- BEHEXAE-RSAXBER—HERSEXRBENBSTAG. AWS BREESTURARKRER
TRENAG, RSHEXSGHIAEENP AWS K/ , HEARSME, IAMEERAIUNESR
B ERERSEXABHNNR,

- £ AQ@ mazon LIETHINAERF EC2 — &R LAER IAM AREEE EC2 XMl LiE1TH AR H
AWS CLI 5 AWS APl IERH N AR FHIEEHES, XH7E EC2 SKflhFR TR ZAE TR, E
71 EC2 £fl0 8 AWS AEHEETHEMENARFEER , BFEZ0IE — M EZSEHIH £ 61
BEXH., ZHBEBXHTEZAE , HAWHE EC2 R4l LETHREFREIRMESR, BXESE
B, &SR IAM AFREEFHNER IAM AfE7E A mazon EC2 £ LiETH N ARF R FNR.

£ F SR = I 1 ]

EREL AWS B el 2 RS EM IR AWS SRR FRZEF FAHRNR, REREFH—
MR AWS |, SEEHHRFEXREKN , ESEXENR, AWS EZHA (AF. root AFRAES
E ) REFERMITAXLERE, REFHNRBERATERELIFER, KRSBEREERL JSON X1
By AWS FEX 7 EH, BX JSON RBNHENEMNAETNESEE , SR IAM AFErREFRY
JSON SREEHE

EE R WLAER AWS JSON REERIEEHERRIBEMF L, BR2H , BN EETUANF AR FERITER
1, AREMAAZKHETHIT,

RIANBRT , BRPANAREKENR. ERFAFPNMERRIITRENDTIR , IAM BEER TSI
IAM KiE, EERABEERAAMA®NNJIAM XK , AFRFAIURAAE,

IAM ZRBEE IRMERIINPR , TR FAFERAMA S ZHITRE, Bl , RIREEFE—NAW iam:GetRole
BRENKRE, WA ZERNHEF M AWS Management Console AWS CLI, = AWS API SRER& &

B .
ET 5O RE

ETEHNRBETMMESZH (0 IAM AF, AFASAE ) 1Y JSON RRREE A, XLRE
EHERFMASAEMPRA TN BERRNTHBERE, ETHRNTOERET HHRRE , FSH
(AM RF$Em) FHEAESEERBE L EE YL IAM IR,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#access_policies-json
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
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ETEHNRBALR -SARNAKREEREEA KK, ARKBEERALEIAS, 4HAG
o, HERBRIMMAER , SALEERMIIFHNSIAF, HANSE AWS K, RERKIE
AWS RERBNEFEERE. BT HNAERERBNRRKRE 2ERTIERE  F360H (AM AF
B PRERERBSRNBRERR < BFITEE,

HREgRE

AWS X#EFEMAANE NNV RBERE, XERMRBTLIREE R A RBERE @SR TR &R AR,

« RRLA : NRLAR-IERBE, AT REETHORRBERLN IAM K& (1AM AFHA
2 ) BTFHHEANR, EAUNXARERRLR. SEERNBEXGCET S ORI RERERRLR
MIREE, 1 Principal FEEAFRACHETHRVRBAZNRLARE, F-TREPINE
RNELFEZAT. BRANRLANESEE , BSHIAM BFERFH 1AM EEARRID .

- PRFIEFIZKRE (SCPs) — SCPs & JSON Kt , A TIEEPHLAHHL RN (OVU) HE AR AWS
Organizations, AWS Organizations & —T A TX @ HBERNZ AWS Ik DU T o HMEH
EENERS. MRESAHALTHMETIEE , WA LUFARSEHIKEE (SCPs) NA T ENEMRME
Mk, SCP FREIRK R IKF AR E (FEEN AWS KB AP R4 ) R, BX Organization
SCPs s fINEZEE , 2 (AWS Organizations FAF1ER) P HI RS IEHIR R,

- BWIREEXKEE (RCPs) — RCPs & JSON ¥ , B LMEA T RIZEK S H R RO KA THAN
R, MAEEHHMBERENENERMN IAM £B, RCP BR&IRK AP P ERNNER |, 3
AEEFMEH (BEEHM ) WERNRE AWS IkKFIRAF , TRXLEFHERE TENAEL,
A X Organizations WEZ{EE RCPs , ‘&% AWS R% ZXEH%|&K RCPs , 25 (AWS
Organizations FIF /M) I FEIRZH EE (RCPs),

- 2EXRE  SERBREIAEURELFANBECRKES A/ B IGR 2EMEN SBUL BN S KK,
ZROFENNREAFIBENETHHNRBMNSERBHTE, NREBALUKBEETHRAR
B, F—URBHPNEXNELFEZAY. BXRESER , H5H IAM AP EEPHSE R,

S REERE

SN REWRBEA T —MERE , ERHRREMERNENIRRE, BT HES RS HRBESE R
WA AWS ER B AWER , HS5H IAM AP EEHR I EREITEEE,

#n{a] AWS loT Analytics & IAM B2& &£

EER IAM BB G RRPR 281 AWS loT Analytics , #ERN1% 7 SEBRLE T /Y IAM ZhEE AWS loT
Analytics, E£TH 7 #1Ma AWS loT Analytics ME i AWS lRF 5 IAM BLE&EH , 52 IAM AF
EEHNE IAM BEEEANAWS RS,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_rcps.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html

AWS loT Analytics AriEE
ATUEEHES :

« AWS loT Analytics & F 513 K

« AWS loT Analytics B F & REVBUER

« EF AWS loT Analytics ¥R HI I

« AWS loT Analytics IAM &

AWS loT Analytics &F BRI KB

8 IAM ET BHHER , B LEEA Y RIELNIRENTR , LR AWRIELIRENZE, AWS
loT Analytics TIFHFENRE., RRMZMHE. ETHE JSON KEHPEFEANMERE , B5H (AM
FBFIERE) HM IAM JSON R TESE,

BRI

ET IAM BRI Action TEERZREF AFFIELNIERE, KBRBFEBEEXEN
AWS API #1ERI B . MERERTREEH IR FHITREIRENNR,

REGIRVETEIRIERT AWS loT Analytics fEA AT B4R : iotanalytics:flm , ERFEA

£/ AWS loT Analytics CreateChannel API #2/E6I2 AWS loT Analytics 578 HI R |
BEENZiotanalytics:BatchPuMessageREBEEMATN TR B, KEFHLMNT
EActionZNotActionst®E., AWS loT Analytics EX T EEHCHW —AHIRE , XLIREHRT ETTL
EALRSMITHES

EEEMEAPEESM BE  FEAESF/ENRIT , MTFAR.
"Action": [
"iotanalytics:actionl",

"iotanalytics:action2"

]

BB ERABES () BEESMRIE, Sl , EIRELEE Describe FFAMWAARE , HEEUT
B1E,

"Action": "iotanalytics:Describe*"

EEF AWS loT Analytics IBEFIZK , S50 IAM A F#8R AWS loT Analytics & Y BV IR 1E,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html
https://docs.aws.amazon.com/iotanalytics/latest/userguide/list_awsiotanalytics.html#awsiotanalytics-actions-as-permissions
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=R

Resource TEEETERMHEMNARENNR, BAXMEE Resource = NotResource Jt&, &1
£ ARN REERE , AEABESR () WIEHZETERATHRERR.

AWS loT Analytics IEE R REEEF LT ARN,

arn:${Partition}:iotanalytics:${Region}:${Account}:dataset/${DatasetName}

BXEAMWEZE S ARNs , HSH Amazon FRB# (ARNs) # AWS JREan & ZE 18l o

fign | BEEFEAFIEE Foobar BIEE , EEALT ARN,

"Resource": "arn:aws:iotanalytics:us-east-1:123456789012:dataset/Foobar"
EEERTHEKSHNAAERS , BEABERS (M)

"Resource": "arn:aws:iotanalytics:us-east-1:123456789012:dataset/*"

R L AWS IoT Analytics #1E ( flaIBIRERNRE ) TENBERFRRNT. EXEERT , BLAE
RABEAF (%)

"Resource": "*"

R L AWS loT Analytics API #1ES R ZNEIR. BN , CreatePipeline S|ABEMHKESE ,
b, ARPXTEEFERBENBEENNR, ZEEMEAPEESMNER , % ARNs AiES5 5.

"Resource": [
"resourcel",
"resource2"

]

E&EF AWS loT Analytics BREHR & HFHIFR ARNs , FSE IAM A8 AWS loT AnalyticsH E X
HER. BT A ERLRIEFIBESNERN ARN |, 555 AWS loT AnalyticsTE X VIR 1E,

i

f£ Condition Jt¥& ( = Condition 3t ) & , ATAIEEBAERMNEM. Condition TEETE
Vo BALMEFERAZGZER (W, EFHNT ) BEHRER , UERBPHNREEBERPHE
MTHE,
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https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awsiotanalytics.html#awsiotanalytics-resources-for-iam-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awsiotanalytics.html#awsiotanalytics-resources-for-iam-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awsiotanalytics.html#awsiotanalytics-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html
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MREE-—MEAPEESZ D Condition THE , WEES Condition TEFIEESZME , I AWS
ERZ M AND ESHEITMEEN]. IRENENZHREESME , M AWS £RZ 1 OR EEXRITMESR
o ERTEWNNRZATLTURBABNRME,

EEESRMGR , BETUER SNVFEE, §ln, REAFPEAERFZ#HTHRIER , BT AERT
HRIBRENNR, BXEZELR , B5SH IAM AFER B8 IAM policy T#E : ZEFKRE,

AWS loT Analytics TREEMBIETRSHFMAE  ECHIXIFEARLELRENHR. BEEEHE
AWS £ /&4 , BFSH IAM AP EREPIAWS £ EEMH LT XRH.

=l

E&EEF AWS loT Analytics E T SRR RA , ESH. AWS loT Analytics EF 517 #) K& =51

AWS loT Analytics & T &REHBUER

AWS loT Analytics AXFHETARNEKRE, EEFFANETRRNERAEH =G , FSHAWS
Lambda FE A RIEEH N AWS Lambdaf i E T &R KRS,

ET AWS loT Analytics ¥r& K2

A LAR AWS loT Analytics B IR IIFRE HIEE R PLZIEIRE AWS IoT Analytics. ERIEFR
ZEEARE  CEEERBNEZMETEPEM iotanalytics:ResourceTag/{key-name},

aws :RequestTag/{key-name} 5 aws:TagKeys FHRBIEHIRZELR, HXF AWS loT Analytics
FRANIRENESER , BSEAR RSB AWS loT Analytics #1755,

EEEETHHNRERY , ZRBATRERR LWFSREIX ZEROFERR , BSRRERS
#&& AWS loT Analytics 58,

AWS loT Analytics IAM &
IAM £ 2 AWS K P EFRFENRHESE,
FFim et i 58S A AWS loT Analytics

AIAE A ImE IR TR E SO RIEZER , 2K IAM Ao REKS AR, S B EA
AWS Security Token Service (AWS STS) API ##4E ( HlaAssumeRoless ) SKRIRENIGE A 22 £ iE
$ GetFederationTokens

AWS loT Analytics 7 X 35 A I B IEPB,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_variables.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/lambda/latest/dg/access-control-resource-based.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/iotanalytics/latest/userguide/tagging.html#aws-iot-analytics-tagging
https://docs.aws.amazon.com/iotanalytics/latest/userguide/security.html#security-iam-id-based-policy-examples-view-input-tags
https://docs.aws.amazon.com/iotanalytics/latest/userguide/security.html#security-iam-id-based-policy-examples-view-input-tags
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_AssumeRole.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_GetFederationToken.html
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BSHAXAG

RS & A BV AWS BRS TR E MRS PR BRUARETRIEE. BSHAXABERE IAM K-
B, HBZERSFE, IAMEERTUEEERREERSHAXBEHNR,

AWS loT Analytics TX#FRESHEXAE,
REAE

HHREATRSAREEERSAC, LABARFRSHRIEMAERS FHTRUARETHRIRE. RS
AEERE IAMKSH , ARZKFRE, XEWKRE , IAM EERAIUERZAEHNR. B2, X
B T RE & P T AR S5 HY Zh RE.

AWS loT Analytics X#FRE A,
Bh IE S AR S5 R B R FE

BERERNER-IM22MRE , DTFEARFEIITRNRNXETERSIEEERESNRNEENIT
Z#RE, EF AWS , BRFSEGTRLSERANBIFRE. — MRS ( FURS) BA S —BRS
( ABRYBRSS AT |, AIRERREBRS RN, TTEURINE R RS LAERENEX S — M EFNRIRHET
BE , BNZBRFFNBHRNR, N THEXFER , AWS RETHEBERFFIERSHRSZER
ABENTE , XERSZEAGNRTRK S HH R R

RMNBNERBREEBPER aws :SourceArn M aws:SourceAccount £R&FHF L TX 4, XR
# T @B IR AWS loT Analytics IR HMRSHNR, MREAFNEREFHLTXE , EE—KKE
AHRFEAR , aws:SourceAccount {EH aws:SourceArn EF I~ SIE A HERBRIIK S ID,

bR ERERBEZRERNF EZREAEERIETE Amazon Resource Name (ARN) £y
aws:SourceArn £REZH L TR, NMREFTMERRHVTE ARN , FEEEESNE
R, B ARN RAB L EAFEBESR (*) B aws:SourceArn £/ E TX&F4%E,
W, arn:aws:iotanalytics::123456789012:*,

F&

- Amazon S3 F KB

£ Amazon CloudWatch BHE# 1Tk

« NEFEERN AWS loT Analytics BiR# 1T SBEELAY Bl F ks
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-role
https://docs.aws.amazon.com/%20IAM/latest/UserGuide/reference_policies_condition-keys.html%23condition-keys-sourcearn
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourceaccount
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Amazon S3 FE @RI B 1

MR ENEFFEER Amazon S3 Z& T AWS loT Analytics 2iiE1Z4% |, M E6EEHEIER Amazon
S3 FHMURELER RN EIF B,

%40 | Nikki Wolf EFEF#BEK BN DOC-EXAMPLE-BUCKET Amazon S3 7. EM#BEMEZ
# X B2 AWS loT Analytics BB Z#EME Rus-east-1, MIBET —H AR AWS loT Analytics
RSB ZFEARTRMDOC-EXAMPLE -BUCKETH {TE WM KIS, NKkKiNEEZEHABECHIKFHTE
WDOC-EXAMPLE-BUCKET , #ALERVET —MBIEE, R , RELINGHNIKF R#TTER , B
AWS loT Analytics BR%5 138 A& R FERLIEH T NikkifyAmazon S3TF##,

R T BHLIEXFER | Nikki ATSAIE R R I DOC - EXAMPLE-BUCKETE $§
Eaws:SourceAccountaws:SourceArnEHHEH.

fEEaws : SourceAccount F4-LL T E BRI RAIIEERE Nikki 1K/ (123456789012) HHy
AWS loT Analytics &R = BE1A B DOC-EXAMPLE -BUCKET,

"Version": "2012-10-17",
"Id": "MyPolicyID",
"Statement": [

{

"Sid": "ConfusedDeputyPreventionExamplePolicy",

"Effect": "Allow",

"Principal": {

"Service": "iotanalytics.amazonaws.com"

I

"Action": [

"s3:GetBucketLocation",
"s3:GetObject",

"s3:ListBucket",
"s3:ListBucketMultipartUploads",
"s3:ListMultipartUploadParts",
"s3:AbortMultipartUpload",
"s3:PutObject",
"s3:DeleteObject"

1,

"Resource": [
"arn:aws:s3:::D0C-EXAMPLE-BUCKET",
"arn:aws:s3:::DOC-EXAMPLE-BUCKET/*"

1,

"Condition": {

BILERS RALR =
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"StringEquals": {
"aws:SourceAccount": "123456789012"

JEE aws:SourceArn & - HE , Nikki B A aws : SourceArn &4,

"Version": "2012-10-17",
"Id": "MyPolicyID",
"Statement": [
{
"Sid": "ConfusedDeputyPreventionExamplePolicy",
"Effect": "Allow",
"Principal": {
"Service": "iotanalytics.amazonaws.com"
I
"Action": [
"s3:GetBucketLocation",
"s3:GetObject",
"s3:ListBucket",
"s3:ListBucketMultipartUploads",
"s3:ListMultipartUploadParts",
"s3:AbortMultipartUpload",
"s3:PutObject",
"s3:DeleteObject"
P
"Resource": [
"arn:aws:s3:::D0C-EXAMPLE-BUCKET",
"arn:aws:s3:::DOC-EXAMPLE-BUCKET/*"
P
"Condition": {
"ArnLike": {
"aws:SourceArn": [
"arn:aws:iotanalytics:us-east-1:123456789012:dataset/DOC-
EXAMPLE-DATASET",
"arn:aws:iotanalytics:us-east-1:123456789012:datastore/DOC-
EXAMPLE-DATASTORE™"
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£ Amazon CloudWatch B E#H 1TBs

£ A Amazon Lo CloudWatch gs B {T¥5 12t , BRI ARG I HIURELMW EIF BB, U TRERKE T
T anAT B LB R E IR (BRI RR

s 2RFHLETNEM |, aws:SourceArn
« aws:SourceAccountfEAEH AWS IKF ID
« Efifysts:AssumeRoleiERKEBXHNE - EIR AWS IoT Analytics

TEUTRBIF |, 1234567890128 NIERI AWS IKF ID Mus-east-148 AWS loT Analytics i = Fit
ERHX,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "iotanalytics.amazonaws.com"
},
"Action": "logs:PutLogEvents",
"Resource": "*",
"Condition":{
"ArnLike":{
"aws:SourceArn":"arn:aws:iotanalytics:us-east-1:123456789012:*%/*"
},
"StringEquals":{
"aws:SourceAccount":"123456789012"
}

BXBHAMEE Amazon CloudWatch B EMNEZE R |, 55 [[the section called “H FH1dF M K27,
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FEFEER AWS loT Analytics &Rt 1TBASEREL M BIF MBS

MRIER T3S AWS IoT Analytics FIRHATIRIER AWS 0T Analytics R , X LR R AIRELEER
ILRERS, A THIEHIGRILNARERE | S LUE AU T REIERER AWS loT Analytics KR
H8F AR

FA

« BASE AWS loT Analytics 2RIE M IEF 6

- BIRSIEET AWS loT Analytics ZIBE RN E R FHN M &I F Fph

BASE AWS loT Analytics RiEMBIEEME

AT LAER IAM A eKIEE AWS loT Analytics AT AR RZH R AWS BiR. A THLEARNARE
IEEELAARIBRIE |, fRAILATEaws : SourceAccount TEHIEE AWS K/ |, IEMHINRIAE® AWS loT
Analytics BV EERBE & P aws : SourceArniEE R RAY ARN,

FEUUTRBIF |, 1234567890128 N IEH AWS K ID AR arn:aws:iotanalytics:aws-
region:123456789012:channel/DOC-EXAMPLE-CHANNEL AWS loT Analytics 5738 =% B 3E 17 fi&
B ARN,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ConfusedDeputyPreventionExamplePolicy",
"Effect": "Allow",
"Principal": {
"Service": "iotanalytics.amazonaws.com"
},
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "123456789012"
I
"ArnLike": {
"aws:SourceArn": "arn:aws:iotanalytics:aws-region:123456789012:channel/DOC-
EXAMPLE-CHANNEL"
}
}
}
]
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}

ETHREXBENREFENESIEE S3 ERETNEZER , H5H (AWS
loT Analytics APlI &) ##y CustomerManagedChannelS3Storage #
CustomerManagedDatastoreS3Storage,

SRS IRE T AWS loT Analytics BIEE R A XA MY &I FFabA

AWS loT Analytics fR1% @ Amazon S3 SR EEERBEBEERNLE RN IAM A€ AWS loT Events AJ8E
RQBFEANEIF B, NP LEHIUBERIFHEE , EEaws:SourceAccount TEHIEE AWS ik
P, HEEKMINE A BHEE R aws : SourceArnTtEFEE AWS loT Analytics &JREY ARN,

{
"Version": "2012-10-17",
"Statement": [

{

"Sid": "ConfusedDeputyPreventionExampleTrustPolicyDocument",
"Effect": "Allow",
"Principal": {

"Service": "iotanalytics.amazonaws.com"
},
"Action": "sts:AssumeRole",
"Condition": {

"StringEquals": {

"aws:SourceAccount": "123456789012"

b
"ArnLike": {
"aws:SourceArn": "arn:aws:iotanalytics:aws-region:123456789012:dataset/DOC-
EXAMPLE-DATASET"

EXREBRREENBZEEANNEZFMEER , FSH CAWS loT Analytics APl &) HH
contentDeliveryRules,

AWS loT Analytics T & 389 S 8% =45

RIAMBERT , ARFMARLEAEREH AWS loT Analytics BIRHNR, tA1EFTEER AWS
Management Console AWS CLI, 2 AWS APl #11TE%. |IAM EE R LTI IAM K , SIENA
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FHABRTFRRAUANFAENEEDRNITREN AP R4, RAF , B R LIURX LR NEF
EXERRIVAFRE.

BT RNMERIXL RG] JSON KEEXHBIE IAM ET BN EE , 55 IAM AFRERHHNE
JSON &I+ kB2 KB

ARELENESR

- RMREXE

. fEREE AWS loT Analytics &

- AAFEFEMIB SRR

1R — AWS loT Analytics % A

- BEFERLEF AWS loT Analytics $iUIE

REERIEREK

ETHMNREIEERK, EMNRERBTEATUEENKS, P, HEHMBIBR AWS loT Analytics
BRIR XEBETRERE AWS IKFFERAE, SIERFEEETHHNERN |, FERUTIERMNE
W™

o FFEREA AWS EEKBE-E AWS loT Analytics TRIRFFRER , IBFEH AWS EREE N A TIRMFT
ENNR, XEFRBOELENK, PIRZE | Hh AWSEFNEH, BXxEZEL | 558 IAM AR
FEREPRER AWS IEERBUREA T,

« BRYFRENR - QIZAECRERN , XBEFRTESHENTT, KITBRIARTFHRENR , RER
BEERTHENR, IFMLEE-—FHARRTITRARHNRAEBEZRHKENRRREN LS.
BREZER , F5H IAM AP ERE PR THRENR.

- NBRREBHA MFA- RigmEeM  EXAFPFERZESHRIE (MFA) R RIBUREIRI API #
. BXREZEER , BEZHR (IAM AFER) ¥ME AWSHERAZESHRIUE (MFA)

- EARBRAREBRLZEM - EYXTTHEER , EXETEONKBEBERR T ARERR
Ro BN, BAREFRAREEFERSHKE AV IP USTE. SHAIUREESRA , LERRY
EEBBSNEEERNER , HEERMEA SSL H MFA, BXEZER , 52H IAM AFEE
F#Y IAM JSON KRETTE : Ffto
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FE2E AWS loT Analytics &

E iR AWS loT Analytics &4 , B4AHE —HRENR, XENBLAAFEIENEFEEXE
) AWS loT Analytics BRI FHER AWS IKF ., MRVIZBXAFENHRENRENRANETSOH
REE , WFMMNT ZRENZ4E (AFRAR)  BHANETEEMBEEEZT,

NERXLETEMA T LAER AWS loT Analytics 2 & |, EERFUT AWS & RIS hF)X L3
. BXEZEE , EZH (AM AFEE) 83 A7 AR,

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"iotanalytics:BatchPutMessage",
"iotanalytics:CancelPipelineReprocessing",
"iotanalytics:CreateChannel",
"iotanalytics:CreateDataset",
"iotanalytics:CreateDatasetContent",
"iotanalytics:CreateDatastore",
"iotanalytics:CreatePipeline",
"iotanalytics:DeleteChannel”,
"iotanalytics:DeleteDataset",
"iotanalytics:DeleteDatasetContent",
"iotanalytics:DeleteDatastore",
"iotanalytics:DeletePipeline",
"iotanalytics:DescribeChannel",
"iotanalytics:DescribeDataset",
"iotanalytics:DescribeDatastore",
"iotanalytics:DescribeloggingOptions",
"iotanalytics:DescribePipeline",
"iotanalytics:GetDatasetContent",
"iotanalytics:ListChannels",
"iotanalytics:ListDatasetContents",
"iotanalytics:ListDatasets",
"iotanalytics:ListDatastores",
"iotanalytics:ListPipelines",
"iotanalytics:ListTagsForResource",
"iotanalytics:PutLoggingOptions",
"iotanalytics:RunPipelineActivity",
"iotanalytics:SampleChannelData",
"iotanalytics:StartPipelineReprocessing”,
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RAriEmE

"iotanalytics:TagResource",
"iotanalytics:UntagResource",
"iotanalytics:UpdateChannel”,
"iotanalytics:UpdateDataset",
"iotanalytics:UpdateDatastore",
"iotanalytics:UpdatePipeline"

1,

"Resource": "arn:${Partition}:iotanalytics
${channelName}",

"Resource": "arn:${Partition}:iotanalytics
${datasetNamel}",

"Resource": "arn:${Partition}:iotanalytics
${datastoreName}",

"Resource": "arn:${Partition}:iotanalytics
${pipelineName}"

}
]
}

:${Region}:${Account}:channel/
:${Region}:${Account}:dataset/
:${Region}:${Account}:datastore/

:${Region}:${Account}:pipeline/

X FARFA AWS CLI 5t AWS API SR P, BEFNEREFEZHENR, R , IRFHRESE

SHRATH AP R TR R AE,
RTAFERMIB SRR

RIS RIER M@K , SMEART ARFEERMNIEAF SONNBRMNTERKE, LHERKI

FEERE S LSERA AWS CLI 5t AWS API BA4wiE 75 = e B IR AR IUBR

"Version": "2012-10-17",
"Statement": [

{

"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [

"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": [
"arn:aws:iam::*:user/${aws:usernamel}"
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},
{

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

}

P E — AWS loT Analytics A

FELeRBIR | BERBRFAF AWS IKF GRIEHE B —4 AWS loT Analytics 338 B X
BRexampleChannel, ZXREEARFZAF R, T MMPIRIEE,

WEREBAF®F iotanalytics:ListChannels, iotanalytics:DescribeChannel,
iotanalytics:CreateChannel, iotanalytics:DeleteChannel, and
iotanalytics:UpdateChannel &R, BXNAFLRFNRHEAEZESE N X LR Amazon
S3 RSHWEL ARG , BSRES ARG - RS KBRS FEEIER,

"Version":"2012-10-17",
"Statement": [

{
"Sid":"ListChannelsInConsole",
"Effect":"Allow",
"Action":[
"iotanalytics:ListChannels"
1,
"Resource":"arn:aws:iotanalytics:::*"
},
{

"Sid":"ViewSpecificChannelInfo",
"Effect":"Allow",
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RAriEmE

"Action": [

]I

"iotanalytics:DescribeChannel"

"Resource":"arn:aws:iotanalytics:::exampleChannel"

"Sid":"ManageChannels",
"Effect":"Allow",
"Action": [

]I

"Resource":"arn:aws:iotanalytics:::exampleChannel/*"

"iotanalytics:CreateChannel",
"iotanalytics:DeleteChannel”,
"iotanalytics:DescribeChannel",
"iotanalytics:ListChannels",
"iotanalytics:UpdateChannel”

RIFFRZEF AWS loT Analytics $UE

BOERET S HNREPHZRGRERSIESFT AWS loT Analytics BRI TFEINER. RFEIE R
WA BIEZRE LA R ESE channel, B2 , X3 channel #+% Owner EEZAFNWAFZ2HNER
FTERFUNR, ZRBELRFEERH A EERIZIREFFENR,

"Version": "2012-10-17",
"Statement": [

{

"Sid": "ListChannelsInConsole",

"Effect": "Allow",

"Action": "iotanalytics:ListChannels",
"Resource": "*"

"Sid": "ViewChannelsIfOwner",

"Effect": "Allow",

"Action": "iotanalytics:ListChannels",
"Resource": "arn:aws:iotanalytics:*:*:channel/*"

"Condition": {

"StringEquals": {"iotanalytics:ResourceTag/Owner": "${aws:usernamel}"}
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}

BRI LU L R IR KRR . IRBAWAFrichard-roe=id&E& AWS loT Analytics
channel , Mchannel %X Ei# {TFridOwner=richard-roe or owner=richard-roe. &
N, MR R4 G, RERZE Owner IEE Owner M owner , RARBBEMFTXDKRNE., &
XEZEE B2 H (IAM AFERE) F# IAM JSON ErETE | &4,

Xt AWS loT Analytics & 13 %0177 Al 3t 17 S FE HERR

£ A AT E BORF By &2 M MS S AL E e AT sEi& B % L E8 AWS loT Analytics.

£

« BENXEUTNHERITRIE AWS loT Analytics

- EFEBIIT iam:PassRole

- BBATRIUANA AWS IKF HRIFEKEY AWS loT Analytics %R

BENEUT A ERITRIE AWS IoT Analytics

R AWS Management Console FiFEETXNHITREIURIE , M XK REE A I KRB, BHER
ARENECRHEAFPBNEBHIN A,

% mateojackson AFZIRFEARFAEEEX channel HNiFMELR , EFEAR
iotanalytics:ListChannels fXPREY , @ X EUT RHIEHEIR,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
iotanalytics: ‘ListChannels”™ " on resource: "~ my-example-channel’’

FEIXMERT , Mateo RV EIE R EHERE , LAFMAEA iotanalytics:ListChannel
B4V my-example-channel &R
EFTAINAT iam: PassRole

MREBWE —MEIR , "KPBENIHIT iam: PassRole B , MIXMEHRBEUA T ETAREKES
AWS loT Analytics.

BE AWS B AR AGBRKEALIZKRS , MTAREIRMNBSALIERSHEXAR, Nit,
LY MEBRACLEIRSHINR.
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LR marymajor B9 IAM AP ZiRE AR H AT AWS loT Analytics I ITIRER |, 2% & LR R4
BiR. B2 , RELTNEERFSACHER FHNRT AT EE, Mary TEEFAGRKEEIRSFH
R

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXMBERT , HAEFH Mary B KB F 1T iam: PassRole #&1E,
MRGBEERY , BEHRRAELH AWS EERA, FNEEBERARRHEEREILIN A,
BEATFEUNBNA AWS IKF 15 RIFER AWS loT Analytics %R

gabtlE—1ae  WEREMKSPHAFREARANARTTUERZABRIGRIEHNRIR, &0
IEEEESGEY , AURAAR., X TXHETRFNREIHTFREZHFIR (ACL) RIS , &7
150 PR 3 L SRS o) A B 3% T X AR B B IR Y 1 R A

BETREZEE , RSAUTRE

- ETHREA AWS loT Analytics THXLEThEE |, ESRE W1 AWS loT Analytics £ 1AM,

- ETHIMAERHNERAENRENIFENE AWS IKF | E35E IAM AP EEHR N EEEE AWS
MK %S — 1AM B PR3 1 B ER,

« ETRIAEE = FREN BN ERNIHRINERE AWS IKF |, i55H IAM AR EEFWNEE=HI1R
HIFER. AWS K

- ETHRUMBIRKE SHRIERMEFERNE , 28 (AM AFERE) PR ALEABE BRI
AP (K& 5/RiE ) REHRNR,

- ETHRERAACNETRENREHATERKFFRZENEZS , H2H (AM AFERE) F8 1AM
AGSETRENREEMATE,

BEFMEIE AWS loT Analytics

AWS R# TR TYHENTE AWS loT Analytics, BB AN — LT ELUFEH TR, —L&
ITEZEEFHTH. BWERTEXIN RIS B3,

BalsiET A2

BOLEALTEsSEETEREM AWS loT F4R &S AT HIR @& -
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« Amazon CloudWatch Logs-¥12, Z#&MiFRISKE AWS CloudTrail i EMRKIRH AEX . BXE
Z{ER , 5 Amazon CloudWatch AAFER B+ 42 AWS CloudTrail #5322 B & X

« AWS CloudTrail BE%#ZE-EKF 2B HZERAEXXH , BIFF CloudTrail BRENXHAER “BE”
SERFWS#8 CloudWatch BEXH |, A Java WREHTZNENARR , ARIIESNBENHEEZEGRE
EAXRER, CloudTrailExEZELR , 52 (AWS CloudTrail AF¥Em)Y FHFEA CloudTrail B
B3

FHEAETR

¥ AWS loT B —NEEEH 2R F 3% CloudWatch B R HEMNITE. AWS loT
CloudWatch, FHEftt AWS RFEZEH BN TRMRBM T AWS IFFIRESH at-a-glancel B, EINEWE
B EE BEXH AWS loT Analytics.
. 2| AWS loT Analytics AE 7R :

- RE

* Pipelines

- BiEFME

- BiEE

- £iER

- RE

- 3
« CloudWatch EWE R :

- HEHBENRE

- FENRFEEX

« RFETIRR

BEsh , BETBAERA CloudWatch $4TIA T IR4E -
- BIEEHEVEFERAGEZRER OB RS

- LRIERBIER , SHRRIBEA FERES

- BRANKEENAE AWS RIRIER

- BIEM RSB EIEEA
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-working-with-log-files.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Dashboards.html

AWS loT Analytics ArfEm

£ Amazon CloudWatch B &3t 1Ti5#e

AWS loT Analytics X5 H Amazon &3 CloudWatch, A BAEA PutLoggingOptionsAPI
BAER AWS loT Analytics /5 FAFIELE Amazon CloudWatch A&i2F. AT 4E40
flPutLoggingOptions& AWS Identity and Access Management (IAM) Bl & E Ak ELE RS A
Amazon CloudWatch B&ig% AWS loT Analytics.

A% CloudWatch BEMEZES. |, 219 Amazon CloudWatch BEFAFIERE. X AWS IAM WE
ZER , S EAWS Identity and Access Management Fi 15/

@ Note

/2 A AWS loT Analytics AERIER2Z 8l , IFHRE T # CloudWatch A& G RINE. B
A8 CloudWatch BEM AP AIAEEZHNRHER. BXEZEE , HZH Amazon
CloudWatch B EH 5 1730 UF #i5 [8) 2 &l

22 1AM AL A RAEKIER
B2 IAM A& LUE A Amazon B BEiE2H CloudWatch

1. fEA AWS IAM 2 H| ST AWS IAM CLI f SR ZEBEEXRER ( BEXE ) B IAM A
&, CreateRolefSERBE[ME4E ( 520 Amazon CloudWatch ) #FEEZ BRI,

aws iam create-role --role-name exampleRoleName --assume-role-policy-document
exampleTrustPolicy.json

exampleTrustPolicy.json XHEEUTHE.

(® Note

HROIBE—I2RFHELTXER , ATHILEBERBERZEBB, 123456789012%
NIEH AWS IKF ID aws-region FIEH AWS BIR AWS Xifi, BEXEZELR | 2R
the section called “Bf IE % RSB E BEE” .

"Version": "2012-10-17",
"Statement": [
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https://console.aws.amazon.com/iam/
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{
"Effect": "Allow",

"Principal": {
"Service": "iotanalytics.amazonaws.com

},
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "123456789012"

I
"ArnLike": {
"aws:SourceArn": "arn:aws:iotanalytics:aws-region:123456789012:*"

BEERRAZGSR , BFEALAE®KN ARN, AWS loT Analytics PutLoggingOptions
2. A AWS IAM PutRolePolicyfF X PRZE#E (arole policy) MZIEELSE 1 FaIEN AR,

aws iam put-role-policy --role-name exampleRoleName --policy-name
examplePolicyName --policy-document exampleRolePolicy.json

exampleRolePolicy.json X#HEEUTHRE,

"Version": "2012-10-17",

"Statement": [

{

"Effect": "Allow",

"Action": [
"logs:CreatelogGroup",
"logs:CreatelLogStream"

1,

"Resource": [
"arn:aws:logs:*:*:*"

]
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3. E AWS loT Analytics & F R S# & B ESEHHIXER CloudWatch |, &£ Amazon
CloudWatch @5+ PutResourcePolicy,

® Note
ABREREZERE , RMNBWERFRREEFPIEE aws:SourceArn, XEH T1H
EIPR , NIEZREEBEKFWER, AXEEREREBMNESZEELR , 15 @the section
called ‘B IL B RSFE B ERE

aws logs put-resource-policy --policy-in-json
exampleResourcePolicy. json

exampleResourcePolicy.json X#HEEUTREREXKE,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "iotanalytics.amazonaws.com"
.
"Action": "logs:PutLogEvents",
"Resource": "*",
"Condition":{
"ArnLike":{
"aws:SourceArn":"arn:aws:iotanalytics:us-east-1:123456789012:*%/

Pl

o
"StringEquals":{
"aws:SourceAccount":"123456789012"
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;:FF% H/Ll\lai

f£APutLoggingOptionsip R ELEFME A Amazon CloudWatch A&iEF AWS loT
Analytics. loggingOptions FEHH roleArn BN AZRE L —THUIENAEHN ARN, ELEA
DecribelLoggingOptions &R EELEMW HHILFKIETIRE

PutLoggingOptions

ENEH AWS loT Analytics AFEET, WMREEFHMEM loggingOptions FERHNE , IKRZHFE
— e ERFEEER. A, MREERERMMEEE roleArn FRPFTIEEAGHER (Sl &
ERMERE) K NRZEELDH , ERTEER. BXEZEE , B2 PutLoggingOptions,

DescribeLoggingOptions
% AWS loT Analytics B EETN HIRE. BXEZEE , 5 DescribeloggingOptions
WwARZEE, ERMNEE

AWS loT Analytics A T 3EFR A Amazon CloudWatch 4 :

mEZEH
AWS/Io TAnalytics
B iR

ActionExecution
ActionExecutionThrottled
ActivityExecutionError
IncomingMessages

PipelineConcurrentExecutionCount

HE

ActionType

ERTHRFNHE,
ZREIAVERER,

WATE &R B A A AR SR IR B
HABEERHE,

FENITHEBEDHE,

iR

IEEEARIRERE,
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https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_PutLoggingOptions.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_DescribeLoggingOptions.html
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HE iR

ChannelName EE SR EIERN & W
DatasetName EEBNHNBIEENE R
DatastoreName EESNNBIEFEN BN,
PipelineActivityName FEBANEEENE R
PipelineActivity Type FESINEBEERNNER,
PipelineName EESIHEIERNE M.

5 Amazon CloudWatch 3EzhaE 1T 122

AWS loT Analytics & iR R EZ TR IREY , 2 B34 CloudWatch B4 & % Z| Amazon Event

AWS Lambda s, tEH4HTEFMANEIREEURFHERGEBEESH Amazon Simple Storage

Service (Amazon S3)F R ZF4A, EAIEH Amazon S3 ZRAEFHLEBERUEBNBEEHE, BXEZ

EEREEFNEEEHE , F5 K StartPipelineReprocessingAPI & HFAWS loT Analytics API %
I 53 CloudWatch &z A 1EF) R W “H AR L 5# CloudWatch B4,

R T LARL B B ¥R , £ Amazon E CloudWatch vents REW & 3% & H = R EUH — £ 1750, fl

m | S&ELL& A B &1E) Amazon Simple Queue Service (Amazon SQS) BAFIH | ARS8 A
StartReprocessingMessage API R4 ER1FE Amazon S3 R KEEHEE. Amazon Ev
CloudWatch ents X ZHERAM B R , filL0

« Amazon Kinesis
« AWS Lambda B %k
« Amazon Simple Notification Service ( Amazon SNS ) £

« Amazon Simple Queue Service ( Amazon SQS ) BA %l

BXRAIENERIEK , 5 (I 5# EventBridge A5 F ML 5% EventBridge B #%o

& CloudWatch 5Ezh &R F M k< B #r A0 T B 812 AWS loT Analytics FIRH AWS Xigi, BXxE
ZER , BSH AWS —5E dRF i S M B,

#3F CloudWatch 5EZ) F #IZ TR 4E IR &% 45 Amazon Even AWS Lambda ts BIBEHIRAUTHER.
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/events/WhatIsCloudWatchEvents.html
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"version": "version-id",
"id": "event-id",
"detail-type": "IoT Analytics Pipeline Failure Notification",
"source": "aws.iotanalytics",
"account": "aws-account",
"time": "timestamp",
"region": "aws-region",
"resources": [
"pipeline-arn"
1,
"detail": {
"event-detail-version": "1.0",
"pipeline-name": "pipeline-name",
"error-code": "LAMBDA_FAILURE",
"message": "error-message",
"channel-messages": {
"s3paths": [
"s3-keys"

3,
"activity-name": "lambda-activity-name",
"lambda-function-arn": "lambda-function-arn"

~IEA

"version": "Q",

"id": "204e672e-efl2-09af-4cfd-de3b53673ec6",

"detail-type": "IoT Analytics Pipeline Failure Notification",

"source": "aws.iotanalytics",

"account": "123456789012",

"time": "2020-10-15T23:47:02Z",

"region": "ap-southeast-2",

"resources": [

"arn:aws:iotanalytics:ap-southeast-2:123456789012:pipeline/

test_pipeline_failure"

1,

"detail": {
"event-detail-version": "1.0",
"pipeline-name": "test_pipeline_failure",

f# A CloudWatch B4t {Ti4
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"error-code": "LAMBDA_FAILURE",

"message": "Temp unavaliable",
"channel-messages": {
"s3paths": [

"test_pipeline_failure/channel/cmr_channel/__dt=2020-10-15
00:00:00/1602805530000_1602805560000_123456789012_cmr_channel_0_257.0.json.gz"
]

.

"activity-name": "LambdaActivity_33",

"lambda-function-arn": "arn:aws:lambda:ap-
southeast-2:123456789012:function:lambda_activity"

}
}

&3 Amazon Ev CloudWatch ents 3Rk BUAEIR #44E 3@ &l

LHERARBEENERABENERESEN B ERRETRLTERMNERLGE, I T AFER ,
B B R AqueryAction ( SQL &if] ) RiEEE I EHIESEQueryFilterfiMdeltaTimem®
E, AWS IoT Analytics A2 BT delta BRINEEWHE , HELHNBEENRFENBEER,
FRIEIRBHIHEE AWS loT Analytics /o iF7E I8 2 8T8 2 /5 BB EIAATIEE Amazon Ev CloudWatch en
ts KIXBH,

IETTLAE A AWS loT Analytics #&1&. APl, AWS Command Line Interface (AWS CLI) 2 AWS
SDK N¥IEE 5 EHER BHEMMI,

£ AWS loT Analytics APl | LateDataRuleConfigurationX RERSBIFEEMN EHHEMNE
B, WIWREE CreateDataset fl UpdateDataset APl #2{EXEXE Dataset NRH—E 5.

S8
FERAANBEEQNBIERIHIEAN ST AWS IoT Analytics , HTIEEATEER :
ruleConfiguration (LateDataRuleConfiguration)

BEEEHEANEERFS NS,

deltaTimeSessionWindowConfiguration
AEEENRXEEONEESENEW,

DeltaTime {EER @ ER. EALES DeltaTime F A LXINITE R EIBFE N IEQZEK
BERNS, BX DeltaTime WAl , BSRMEHAEEEF O (CLI) BIE SQL HIEE,
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https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_CreateDataset.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/events/WhatIsCloudWatchEvents.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/
https://docs.aws.amazon.com/cli/latest/reference/iotanalytics/index.html
https://docs.aws.amazon.com/iot/latest/developerguide/iot-sdks.html
https://docs.aws.amazon.com/iot/latest/developerguide/iot-sdks.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_DeltaTime.html
https://docs.aws.amazon.com/iotanalytics/latest/userguide/automate-create-dataset.html#automate-example6
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timeoutInMinutes

—/NBFIE] BB, PRAJLAEA timeoutInMinutes soh 3k AWS loT Analytics #tE4E B £
RHATUSRERWIEEHIEE A, AWS loT Analytics —)X @ CloudWatch B4 k1% —#L&
A,

KR B

BCEE : 1-60

ruleName
HEIR B AL B9 B #5 o

KE . FRHEH

/A Important
EIEE lateDataRules , BIBRE XL TER DeltaTime fHikaS,

BB IR BIEMN (3 H &)
LTRSBNEB T WaER AWS loT Analytics #2244 Bt B iR £/ IER BIEH N,
Ef B R HIEA N

1. &% AWS loT Analytics &l &
ESMERP | EFE BEE.

EHEET , EREGRES.
ESMERD , & FHER.
EHEEFOSH , ERERE.
ERERFEEREMERGET , ITUTRE

o o kw0 N

a. XNTHFEEHFEEO , EEREEE,
b. WTFmEE A WA-—ITREE, AEEHE-NEAL

c. WFHERBRER , GA—NTERER, XAURHEBFZRNEZH , Al LLE A LAHS Bt EI/
SQL RiER |, Hlffrom unixtime(time)o
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BRIMITEERBBREIXNNEZELR |, 5SH (Presto 0.172 X4#4) F#Y H Hi 56718 BEA

d. WFEEHRFEEH , BEFHE,
e. NTHEEmHE , FRA-—ITEH. BYCEER 1-60.
f. BEERE

UPDATE DATA SET

Configure data selection filter

When creating a SQL data set, you can specify a deltaTime pre-filter to be applied to the message data to help limit the messages to those which
have arrived since the last time the SQL data set content was created. Learn more

Data selection window

Delta time -

Offset
Specifies possible latency in the arrival of a message

¥

Timestamp expression

| from_unixtime(time) |

Late data notification
Enable late data notification to receive CloudWatch events if late data is detected.

-

Delta time
loT Analytics will emit a notification if late data is received within the value below

Minutes
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Fig B HEIR HIEAL N (CLI)

£ AWS loT Analytics APl /| LateDataRuleConfigurationX‘I%ﬂ%ﬁ?&ﬁ%E’JFEﬁ?&ﬁfﬂﬁ"ﬁﬁ
B, IWREE CreateDataset l UpdateDataset XBKH) Dataset R —Ipo. BRI LAEH
APIl, AWS CLI, 3 AWS SDK NEEEEEIERHEAN ., TEHNRAIFERT AWS CLl,

EFAEENERBEANNERIES , BFETUATHS. A THHREZ dataset. json XHMNUTF
A EHFF,

(® Note
EALAE A UpdateDatasetAPl| EHMAEHIEE.

aws iotanalytics create-dataset --cli-input-json file://dataset.json

Zdataset.jsonXHRNBEUTHE :

« demo_dataset&#N BRBIEEBRM.

« demo_datastoreBi N B BITEFME B

o from_unixtime(time)B#RAATUHE SR EHFERD SQL XA B
BXRMARENBEBRREXANESESR , F3H (Presto 0.172 X14) HH B H S HHBMNEZE
o

o timeoutBE#N 1—60 Z B EL,

« demo_rule BEEEZME#R,

{
"datasetName": "demo_dataset",
"actions": [
{
"actionName": "myDatasetAction",
"queryAction": {
"filters": [
{

"deltaTime": {
"offsetSeconds": -180,
"timeExpression": "from unixtime(time)"
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https://docs.aws.amazon.com/iotanalytics/latest/APIReference/
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}

1,
"sqlQuery": "SELECT * FROM demo_datastore"

}

1,

"retentionPeriod": {
"unlimited": false,
"numberO0fDays": 90

},
"lateDataRules": [
{
"ruleConfiguration": {
"deltaTimeSessionWindowConfiguration": {
"timeoutInMinutes": timeout
}
.
"ruleName": "demo_rule"
}
]
}
1T R WGE R Bz B A

&I LATE “ CloudWatch B4 2 MN |, B LA B RIERVEER Bdz@ A AWS loT
Analytics. =i Ev CloudWatch ents EBHIEY , EEAMANPENWIEE B nE

f2 CloudWatch B4 MY 5 R &4
£ 7812 CloudWatch EHHNI 281 AWS loT Analytics , MRITIA T IRE -

- BAESHPHSEH. ANAMBFR, CloudWatch

- BIEMEE LAY CloudWatch BHMNFAMN Err. MU FAZKESR , Sl .
« Amazon Kinesis
« AWS Lambda K%K

« Amazon Simple Notification Service ( Amazon SNS ) £/

« Amazon Simple Queue Service ( Amazon SQS ) BA %l

&Y CloudWatch ZE4H N F><BX B $r A0 T & 812 AWS loT Analytics BIREY AWS X, Bx

EZER , 2 AWS —#RZSZE B RS R LA,
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https://docs.aws.amazon.com/eventbridge/latest/userguide/eventbridge-targets.html
https://docs.aws.amazon.com/general/latest/gr/aws-service-information.html
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EXEZER , 514 R CloudWatch B4 ? L& (IS CloudWatch SEFIAFER) H R “IU
L% CloudWatch 5Ez1 A7

HER B fE B S
IERHBEBEANSHFERATER,

"version": "Q",

"id": "7f51dfa7-ffef-97a5-c625-abddbac5eadd",

"detail-type": "IoT Analytics Dataset Lifecycle Notification",

"source": "aws.iotanalytics",

"account": "123456789012",

"time": "2020-05-14T02:38:467Z",

"region": "us-east-2",

"resources": ["arn:aws:iotanalytics:us-east-2:123456789012:dataset/demo_dataset"],
"detail": {

"event-detail-version": "1.0",
"dataset-name": "demo_dataset",
"late-data-rule-name": "demo_rule",

"version-ids": ["78244852-8737-4650-aa4d-3071a01338fa"],
"message": null

£1% CloudWatch E4FH N LA WEER By 0348 18 %1
UTEBOERETOMEIZERE Amazon SQS BAFIAE AWS loT Analytics 2ER Z3E B B HN o
8|2 CloudWatch E4M NI

1. %&3% Amazon CloudWatch & &

2. ESMBHETE Events (B4 ) T, %&4% Rules (# M )
3. TE AN TUmE , & eIEAN,

4. EBEHRT , EESH4ER,

5, HEEREHERNUERSTERSH4ES , AT T®RAE

a. XFRFAEM , BIEF loT Analytics
b. XTFEMHER  FEER loT Analytics BIEE LA EH,
c. EBRBEBREEEYN , RAEWABNKEENEN.
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/events/WhatIsCloudWatchEvents.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/events/CWE_GettingStarted.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/events/CWE_GettingStarted.html
https://console.aws.amazon.com/cloudwatch/
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6. ‘BT , EFRHFMBIR
7. %% SQS RAF , RIEWMATATHERE

XFRASI* , 155 B HRRASI,
8. %% Configure details ( BEEBFMEE ) -
9. EHR2: MEMMFEMAEE WHL , WMABHIAHR.
10. EFQIEMN,

£ A 12 AWS loT Analytics API i AWS CloudTrail

AWS loT Analytics & AWS CloudTrail— RS ERK , ZRFREHEAF. AGHE AWS RFEFRITH
B 1ERIZE AWS loT Analytics, CloudTrail #3k —&B% API @A AWS loT Analytics fERSEH , 21
3k B AWS loT Analytics 2% & # @A MBI EA AWS loT Analytics APls, IIREGIE T IRER |

AT LA A2 CloudTrail B4 E) Amazon S3 (%18 , 2FEMEH AWS loT Analytics, IR
BAREERE , BMA LI CloudTrail BH AN “SHHLER PEERFNEYS., EAKENE

B CloudTrail , &7 LA TE a1 BB N E R & tH AWS loT Analytics, & HiEREY IP sk, & H 7K,

et & HiERUA R HABFAE R

ETHMEZEE CloudTrail , & # (AWS CloudTrail AFEFE) o

AWS loT Analytics 1§ 2.7 AWS CloudTrail

CloudTrail &8I AWS KPR EEENIKS EBH. HESNAKEEDE AWS loT Analytics , i%5&
FELEHM AWS RS CloudTrail B4 —RiICREZHHFLIERHP, BULEECSH AWS IKFHE
E. BEEZANTHRREFELAENSEML, EXEZEE , BSEEASHAHELESE CloudTrail B4,

EFZIEFE AWS KPR EH |, SI/EEPHEMHS AWS loT Analytics , iHBIZRER., REAYTF
CloudTrail ¥ B EX #&#ZE Amazon S3 F#H. FUREBRT , EEE AP LERRERN |, WRENA
TrrE Xig, REFIEK AWS 2 XHAMEXENEYH |, HiE B EXHFEIEREIEEN Amazon S3 7%
o LA BB EH M AWS RS , LU — S 2 A4 2 CloudTraill BERRENEHEIE, Bx
EZEE , ESH :

. BIEBRIFEIE

« CloudTrail Z##BRSS FEERK

« BZE Amazon SNS EHI CloudTrail

o BWKRESZANXER CloudTrail BEXHMZBWREZNKFH CloudTrail BE
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html#cloudtrail-aws-service-specific-topics-integrations
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/configure-sns-notifications-for-cloudtrail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html

AWS loT Analytics ArfEm

AWS loT Analytics XL T BRAEEN B H12%4E CloudTrail BE 4

» CancelPipelineReprocessing

* CreateChannel

* CreateDataset

* CreateDatasetContent

» CreateDatastore

* CreatePipeline

* DeleteChannel

* DeleteDataset

* DeleteDatasetContent

* DeleteDatastore

* DeletePipeline

* DescribeChannel

» DescribeDataset

* DescribeDatastore

» Describel.oggingOptions

* DescribePipeline

* GetDatasetContent

* ListChannels
« ListDatasets
» ListDatastores

* ListPipelines
» PutLoggingOptions

* RunPipelineActivity

+ SampleChannelData

» StartPipelineReprocessing

* UpdateChannel

» UpdateDataset

* UpdateDatastore

* UpdatePipeline
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https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_CancelPipelineReprocessing.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_CreateChannel.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_CreateDataset.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_CreateDatasetContent.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_CreateDatastore.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_CreatePipeline.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_DeleteChannel.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_DeleteDataset.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_DeleteDatasetContent.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_DeleteDatastore.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_DeletePipeline.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_DescribeChannel.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_DescribeDataset.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_DescribeDatastore.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_DescribeLoggingOptions.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_DescribePipeline.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_GetDatasetContent.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_ListChannels.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_ListDatasets.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_ListDatastores.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_ListPipelines.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_PutLoggingOptions.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_RunPipelineActivity.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_SampleChannelData.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_StartPipelineReprocessing.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_UpdateChannel.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_UpdateDataset.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_UpdateDatastore.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_UpdatePipeline.html
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BIMNEHHATREBESEXRERBFRNARER. BOEEABTEHEUTRE !

- BHREFEHREIEER AWS Identity and Access Management A FEIEA HEY,
- BREEAACGKERKREAFNIENZEEIEREN,
- BEREZESHHEM AWS BRFAH.

BXREZER , 2 H CloudTrail userldentity T,

T AWS loT Analytics B & X445 B

RIFE—MEE , AFFSEHENBEXHEREIBIEEN S3 F#M. CloudTraill BEXHEE
REIPMAEFRE. BHARRRBEMRENENER , BFEARERNIRE. RIEN BHAMTE, 155}?
SHEMNEL, CloudTrail BEXHFREAH AP BANEFHKRE , A eNT2RE B EN
JB R 3R

LT RBIERTERIZCreateChanneli&4ERY CloudTrail BES B,

{

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "ABCDE12345FGHIJ67890B:AnalyticsChannelTestFunction",
"arn": "arn:aws:sts::123456789012:assumed-role/AnalyticsRole/
AnalyticsChannelTestFunction",
"accountId": "123456789012",
"accessKeyId": "ABCDE12345FGHIJ67890B",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2018-02-14T23:43:12Z"
},
"sessionIssuer": {
"type": "Role",
"principalId": "ABCDE12345FGHIJ67890B",
"arn": "arn:aws:iam::123456789012:role/AnalyticsRole",
"accountId": "123456789012",
"userName": "AnalyticsRole"
}
}

iy
"eventTime": "2018-02-14T23:55:147",
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"eventSource": "iotanalytics.amazonaws.com",
"eventName": "CreateChannel",

"awsRegion": "us-east-1",

"sourceIPAddress": "198.162.1.0",

"userAgent": "aws-internal/3 exec-env/AWS_Lambda_java8",
"requestParameters": {

"channelName": "channel_channeltest"

.

"responseElements": {
"retentionPeriod": {
"unlimited": true

.

"channelName": "channel_channeltest",

"channelArn": "arn:aws:iotanalytics:us-east-1:123456789012:channel/channel_channeltest"
},

"requestID": "7f871429-11e2-11e8-9eee-0781b5c@ac59",
"eventID": "17885899-6977-41be-a6a®-74bb95a78294",
"eventType": "AwsApiCall",

"recipientAccountId": "123456789012"

}

LT RPIERTERIZCreateDataseti&4ERY CloudTrail BE% B,

{
"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "ABCDE12345FGHIJ67890B:AnalyticsDatasetTestFunction",
"arn": "arn:aws:sts::123456789012:assumed-role/AnalyticsRole/
AnalyticsDatasetTestFunction",
"accountId": "123456789012",
"accessKeyId": "ABCDE12345FGHIJ67890B",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2018-02-14T23:41:36Z"
},
"sessionIssuer": {
"type": "Role",
"principalId": "ABCDE12345FGHIJ67890B",
"arn": "arn:aws:iam::123456789012:role/AnalyticsRole",
"accountId": "123456789012",
"userName": "AnalyticsRole"
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}

}

},

"eventTime": "2018-02-14T23:53:39Z",
"eventSource": "iotanalytics.amazonaws.com",
"eventName": "CreateDataset",

"awsRegion": "us-east-1",

"sourceIPAddress": "198.162.1.0",
"userAgent": "aws-internal/3 exec-env/AWS_Lambda_java8",
"requestParameters": {

"datasetName": "dataset_datasettest"

I

"responseElements": {

"datasetArn": "arn:aws:iotanalytics:us-east-1:123456789012:dataset/
dataset_datasettest",

"datasetName": "dataset_datasettest"”

},

"requestID": "46ee8dd9-11e2-11e8-979a-6198b668c3f0",

"eventID": "5abe21f6-eela-48ef-afc5-c77211235303",

"eventType": "AwsApiCall",

"recipientAccountId": "123456789012"

}
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"rule": {
"awsIotSglVersion": "2016-03-23",
"sql": "SELECT * FROM 'iot/your-rule-name'",
"ruleDisabled": false,
"actions": [
{
"iotAnalytics": {
"channelArn":
"arn:aws:iotanalytics:region:your_account_id:channel/your-channel-name"

}
}
1,

"ruleName": "your-rule-name"
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