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&% CloudWatch WE %15
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CloudWatch ? < AWS loT
Core 1A 5 CloudWatch 1&g
BIRERNSENER , S
£ CloudWatch ¥ AWS
loT HEMIET.

HUEHEER

R REHEHRESMUTRRNARG R | UFEBIEEN Fleet Hub BEE R BRRFE,

R BRTTE

R Web MARFHEETRIER, SREABREE , TRBELA T B S
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{"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {

"Service": "iotfleethub.amazo
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Y
"Action": "sts:AssumeRole"

}
]
}
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2. ENHMZIHXE L , £ Allfields ( FIEFE ) Hi%#F Connected ( BiE#E ) . EFTRXEZY
X AEFHA false,
test app Dashboard US East (N. Virginia) ¥
Dashboard
Connected v | Q false X m
B Summary = Device list | C | | Create alarm |
Total devices

Total connected devices

Total alarms monitored Total in alarm
4 Alarm widgets in the dashboard Alarm widgets in the dashboard
B don't support filtering.

don't support filtering

3. ERITEER , Bk Search (B3R ) , BULUIFEFREREE AWS loT Core BB IZRZHFI&K,

BREWFBENRHIEANESFER , FEAERNEE EYEATRFINMENAERRA.
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2. MREHWNWBPFEN—HIZE , FUEBEER, BXINAIEMEERVIRE , HZSH the section
called “BIEEBHNE—NER", MRBEZECUNEER , ENEERNATINEPNMERRZ.

3. FEBRIAWEHIMEARTAME L , %3 Create alarm ( RIBEE ),

4. 7£ Build aggregation metric ( R EEN ) THL , RIEENERRS L RE Target query ( B
P& ) B, 7E Configure fleet metric aggregation ( BELEN B EIRR S ) 2 FH Choose
field (IEBFER ) ¥ | iR Connected ( Bi%E1E ) . ZAWSHEFRIERREREBEREDT
AWS loT Core, Choose field ( £FFE ) X2 TE AWS EEFERMEE AT AWS loT HLER
SIRFHEIENEENLFE,

5. ¥TF Choose aggregation type ( EBRRERE ) , BMUTRIHIEER,

« Maximum ( && ) — BE&SBRE
« Count (it ) — IR EITHEENRE.
« Sum ( &M ) — FEMEENRE
« Minimum ( &€ ) — BlE&EKBHE,
- Average ( ¥35 ) — BLEFHHE,
6. XF Choose period ( EFFERTE ) , EFFEXLEFPIEENFMGFLNE , IR EE,

RELBHEFERRSNROILNT !

Configure fleet metric aggregation

Choose field
Choose a searchable field from your device's data.
Connected v
This field is a Boolean field. True will be converted to 1, and false to 0, to help aggregate data
statistically.

Choose aggregation type
Choose how would you like your field to be aggregated. Different field types may trigger different
aggregation options.

Count v
Choose period
Choose the frequency on which this alarm will be based.

1 minute v

ﬁj:%-lt_io
7. 1 Setthreshold ( iR ERE ) WE LK Trigger the alarm whenever... ( E Bl 554 ) o+ |
ERLAT®&IZ —,
« Greater ( KF ) —REEHRNEXBEEIEEENKEEE,
- Greater/Equal ( KF/ET ) —REEFRNXEETIEIEEENAEHEE,
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Trigger the alarm whenever...

Metric is
Define alarm conditions

Greater © Greater/Equal
= threshold >= threshold
Lower/Equal Lower
== threshold = threshold
Than
E z old vz

J\i?%-l:_io

£ Notify user ( BEIAF ) J\E_t £ Notify — optional ( BX - A% ) FoH , W A B FHR4E5
RNEN , ZIRNTELEBRBENALPFERBENNAF. @ALUES 2 EH B FHl it
W HRIEFT I HI R,

£ Alarm details ( FBFAEE ) 30 , MASTENER , HUTEEREWMASTENER, &
BT—%,

£ Review ( ¥# ) WAL , FZEE A NHEBMANGES . ERRR, BESMIAZHER.
ERNZHERE , B8 PNEHFERECBRIAESEREE.

Total alarms monitored Total in alarm

3 1

Alarms 1

MyDisconnectAlarm violationCountAlarm

11 -
A\ Inalarm ® Insufficient data

disconnectAlarm
0
@ ok

EEFERUENSTEBFAGE  BELENSMERPIERF Fleet Hub alarms ( Fleet Hub 5 )

PRENE-—INEE 13



AT AWS loT RZEEHIABA A O Fleet Hub AWS loT R&ZEEIEE

Fleet Hub alarms Create alarm
(® Sshow triggered alarms 1
Alarm name Status Latest update
MyDisconnectAlarm A_:“'-_.[:]‘n‘l_ November 17, 2021 18:20 (UTC)
disconnectAlarm @OK Movember 17, 2021 06:15 (UTC)
violationCountAlarm @ Insufficient data November 17, 2021 06:12 (UTC)

EERFHAGR
AEEHESLERREEBXREANRENRMERN SR,
TORFRAM

- EGEREM AWS IoT Core Ik F X Bk Fleet Hub R F,
« ALOFENER Fleet Hub X ARRFHKF

wEA

LHIRZRE Fleet Hub Web R ARFH , BT LM S ER L FZ Device groups ( 1R%F
48 ) , Device groups (&% ) WEHIH T Fleet Hub Web N ARRFHMAEIRRH, BEEFREYA
HiFMEE , M Device groups (IRZA ) F|FIEREBEMNREZAH,

test-0119 test-0119 Device groups US East (N. Virginia) ¥

Dashboards .
Device groups
Device groups L @
Jobs Group name Parent group Group type Query Group description Created at
LightBulbs - Static group - - March 11, 2022 18:59 (UTC)

Fleet Hub alarms

MyDynamicThingGroup1 attributes.wattage:75 - October 17, 2021 22:15 (UTC)

MyStaticThingGroup March 11, 2022 18:49 (UTC)

MysStaticThingGroup2 LightBulbs March 11, 2022 19:01 (UTC)

English (US)

Logout

REAFAEE

Device group details ( RZFHFMAEE ) THBEEXMERZFLANER. EEFRENFEMER ,
B M Devices in XXX ( XXX YR % ) T2 #Y Device name ( IRZFBF ) P ERBENRZ

ERREFARR 14



AT AWS loT R& &I AIALRA H 0 Fleet Hub AWS loT R&ZEEIEE

test-0119 Device groups MyDynamicThingGroup1

MyDynam|CTh|ngGroup1 View on dashboard H Run jobs

Group details

Name Group type
MyDynamicThingGroup1 Dynamic group
Created on Query terms
October 17, 2021 22:15 (UTC) attributes.wattage:75

Devices in MyDynamicThingGroup1 (2)

Q 1 ©
Device name

MyLightBulb1

MyLightBulb

Groups in MyDynamicThingGroup1

Group name

BERIFHER
Device details ( RBRFAFE ) THBSEXMERZENER

® Note

MREFIREEEES AWS loT RMEANEF iR ID EEYEHARE |, NKFIERSIFL2AE
BB EERSEFIRSE]

HAREE

Details (1 #4EE ) P2 BEUTEXRENEZNEE -

ERREFARR 15



AT AWS loT RZEEHIABA A O Fleet Hub AWS loT R&ZEEIEE

» Device name ( RE&EW ) - RARBENBNREFENEN. BEXEZEERE , BSHNAEAEIMERE
BEY.

* Thing type ( S¥MRE ) - BEEMNRBARBRNEYRE, EUUERASYREXFREFMEEEYR
BENFEENHAENGER. AXRESEER , BSREYRE,

« Last connection timestamp ( LXEEE BRI ) - R& LIXEEE| AWS loT HETEIE.,

« Shareable device link ( IRZRZ4#E ) - — N AIHENEE | EOATEIRZR Device details (18
FFMER ) WH,

- Last connection status ( E/UGEEIRE ) - RZ 2| AWS loT HEZRDS. MREMWREFEEE , N
BA true. WMRKREE , MERN false.

- Disconnect reason ( WifFiE#RER ) - REZJMTEENER.

REHEE
Reported data ( IREMEIE ) B BEEXREFWEMREE. RBEEFREBEBNEWENER.

« Device fields (IRB&FE ) - AWS loT lBERSIPRENRSIFR, EZEE , BZRAEENER
Blo

- Device shadows ( IZ& & ¥ ) - EEMNEEXBENE T, REETUNEELHBRNEF FNS®
o AXREZEER , BZH AWS loT REE o

« Device groups ( R&Z4H ) - EERWRZRRNIERA, SFETUSEHISEVANDIDEYA,
BEXREZER , FEHABRSSENENITEY4L,

el

Jobs (55 ) P ETREBELEITHAMERES. SMESBE—NMFAGETNE , HPEREXME
SHREEE , S/EFNEZTHMESR. BXEZEER , 121 AWS loT Device Management &
Fleet Hub FEAES MESERNES

EERREFMAER 16


https://docs.aws.amazon.com/iot/latest/developerguide/thing-registry.html
https://docs.aws.amazon.com/iot/latest/developerguide/thing-registry.html
https://docs.aws.amazon.com/iot/latest/developerguide/thing-types.html
https://docs.aws.amazon.com/iot/latest/developerguide/managing-fleet-index.html
https://docs.aws.amazon.com/iot/latest/developerguide/managing-fleet-index.html
https://docs.aws.amazon.com/iot/latest/developerguide/iot-device-shadows.html
https://docs.aws.amazon.com/iot/latest/developerguide/thing-groups.html
https://docs.aws.amazon.com/iot/latest/developerguide/dynamic-thing-groups.html
https://docs.aws.amazon.com/iot/latest/fleethubuserguide/aws-iot-monitor-technician-job-templates.html
https://docs.aws.amazon.com/iot/latest/fleethubuserguide/aws-iot-monitor-technician-job-templates.html
https://docs.aws.amazon.com/iot/latest/developerguide/iot-jobs.html

AT AWS loT RZEEHIABA A O Fleet Hub AWS loT R&ZEEIEE

Defender 1545

Defender metrics ( Defender 3645 ) # 9 & REZHBIFTEIRZXEBKH AWS loT Device Defender 15
¥ro BAFERAE RWERBBEESERENRESEERNTILIRRZETER. EEF Fleet Hub NATRE
Ay Defender IE#R84E , £HY Fleet Hub BEE A M H K IRESEFEIRZ XA AWS loT Device
Defender 45, B WMABIRFIZEIZZ M AWS loT Device Defender IEHNEZEER , BSHEE
NIEHR. BRBWIBAN =iRERTR.

IoT Fleet Hub Devices > MyLightBulb1
MyLightBulb1

nnnnnnnnnn

Last connection status

;;;;;;;;;

Mar29 Mar 29 Mar 29 Mar 29 Mar29 Mar29 Mar 29 Mar 29 Mar 29 Mar 29 Mar2s Mar 23 Mar29 Mar 29 Mar29 Mar 29 Mar2s
2026 2028 2050 2032 2034 2036 2038 2040 2042 044 2046 2048 205 208 2084 2056

rrrrrrrrr

ThEMR

Behavior violations ( 1T HEM ) 75 EREEREIH AWS loT Device Defender ¥ El 5 =4 i Frik
RERBROEAKE, THEABETUASESEAITHR, DXEANBERN LDXERIERE, EEF
Fleet Hub M ARFHHITRAENEIE , Fleet Hub BEE RN IZEZ LB EXHHiZE AWS loT Device
Defender T REH , HEVLEZs|HEE AWS loT Device Defender H#H, BXRUMMIE AWS loT
Device Defender R B EXHHRBEITHNENANELEES , 1S H AWS loT Device Defender )l
BRWMAEE AWS loT Device Defender EMMELEE , TSR EE Fleet Hub B AREFMNEER
SIMEEREMERS

ERREFARR 17


https://docs.aws.amazon.com/iot/latest/developerguide/dd-detect-custom-metrics.html
https://docs.aws.amazon.com/iot/latest/developerguide/dd-detect-custom-metrics.html
https://docs.aws.amazon.com/iot/latest/developerguide/detect-device-side-metrics.html
https://docs.aws.amazon.com/iot/latest/developerguide/detect-cloud-side-metrics.html
https://docs.aws.amazon.com/iot/latest/fleethubuserguide/aws-iot-monitor-admin-fleet-indexing.html
https://docs.aws.amazon.com/iot/latest/developerguide/device-defender-detect.html
https://docs.aws.amazon.com/iot/latest/fleethubuserguide/aws-iot-monitor-admin-fleet-indexing.html
https://docs.aws.amazon.com/iot/latest/fleethubuserguide/aws-iot-monitor-admin-fleet-indexing.html
https://docs.aws.amazon.com/iot/latest/developerguide/managing-index.html

AT AWS loT RZEEHIABA A O Fleet Hub AWS loT R&ZEEIEE

B M 7k S

& T LAME A Fleet Hub for AWS loT Device Management RS ZMEFRZNFTINEYH R,

G T REIMBIBEBREPNAE AWS REXFE., BENFERATMEMESTRAEERRESRY. &
A LAER AWS loT SEfIER S| B2 B E L FEREX the section called “HE " BER G, BXRIFH
REIMNEZEL , S Fleet 51 RS.

ES}
- EFEHER
- EABERGCIEEH

EREHER

% F AWS loT Device Management Web M AEFHSEZFIER O , ZFFE —MEHEKR , &
PEREXREPEPRZNRNRERE,

Summary

REARE REXREIHTFABERFBFELEAE. HPRHEUATESR.

« REBEEH

- BERIREH

- IRFMIFEENRERSIXR

« BRANEENSYREUNEBHRENRZHE
« BANBECENEYAURSMMINRERE

ERMEERMG 18


https://docs.aws.amazon.com/iot/latest/developerguide/iot-indexing.html

AT AWS loT R& &I AIALRA H 0 Fleet Hub AWS loT R&ZEEIEE

Dashboard

‘ B Summary | i= Device list | @] || Create alarm |

Total devices Total connected devices Total alarms monitored Total in alarm

40 - 2 —-l

Disconnect reasons Alarms 1
There's something wrong with data loading. Contact your AWS loT Fleet Hub admin for test-alarming-alarm test-ok-alarm
help. 40 40

A Inalarm ® oK
Device types Device groups
There's something wrong with data loading. Contact your AWS loT Fleet Hub admin for There's something wrong with data loading. Contact your AWS loT Fleet Hub admin for
help. help.

-2 TIES
REJNRMBER—NE , SIHTHIEPNRE. ZRATVRFOEMRERHUTER.

 RFBEH

< RFHEERS

« IRF LIREERY A R B

« T AREZENIRE , AT EZENER
- RENBYRE

- REFNEYA

< BHENBERSIBSHEENBELFTR

EREGHER 19



AT AWS loT RZEEHIABA A O Fleet Hub AWS loT R&ZEEIEE

| B Summar y | iZ Device list ‘ Create alarm

Devices (40) Export current page | ‘ Run jobs ‘

Name Thing type

® false
® false
® false
® false
® false

waterSensor17 model-1

waterSensor11 model-1

waterSensar16 model-1 ground-sensors ® false

waterSensor33 - - ® false

ETHEENHLERHIREN CSV X , BERZIRDERSHYTNE. HIE , WRIIRR
DTH, MXNTEHYGMRAELERVEE , MA2THEETE LR RNOHTE,

A UERAERNFERERENEE—IMMNBPERFEREAE RERBINRIOREHE, X
FREAMFERERIEXRVNBEPEENEZLEAEFEENEHAFSE |, BESH the section called “B 72
=if)7,

e TR Rt B E S

KEZAN L Fleet Hub for AWS loT Device Management Zij# T4 RIE H N5 S E TR FE A IFiES
HOIBEWHNMES R,

ER L ERERRHEFHEHRBENSRNE LE RN IRBFRENRE, ETLM AWS loT EHIER
SIFREER AWS HEXFER., BHEXFERIUARES TR INBERFETNEAEEXRFBEER, BX
BREINEZEE , SR NEEE

R RBFZRMEENR, XBFERATARITERFR, EMNERXUTABTUERENERWREA
By =NR ISR AR PR Ao

LTS At Z BB ERFRERNS R,
BIEEN
LTSRN AN ZETER,
FRFA

« EHZF AWS IoT Core BEZMER (Y ) WIKF M Fleet Hub MARERF
- BEEMA Fleet Hub R AR FHI K

ERFERTCIEER 20


https://docs.aws.amazon.com/iot/latest/developerguide/iot-indexing.html

AT AWS loT RZEEHIABA A O Fleet Hub AWS loT R&ZEEIEE

R E & P ERA R RA IR BRI E — Fleet Hub Eif)

1. SM2EH Fleet Hub M AREF,

2. ERIAZEHEERLE  BIEEEBTLLEER Device list (IREFIR ) EIMF AR <EB AWS loT Core
KPPRRE (B9 ) S8,

3. TERIAEFIEMR L , & Device list (1RZEIIXK ) EUIF, RIILRAREFTINTERERUENBE
NEMENERENIIR, BEXBEHIE attributes ( B ) 1.

4. ENEHNS AAZTEEERPNEAXEF. XBFEASZATAEFR.

5. TETNETNER , #%&$F Filter ( HERMH ) o

6. 1E Filter ( TFIESMH ) B , &£ Field ( FB& ) B , B ERERERHFNFE., 7 Operator (1=
BERE )T , B —NEW, &5, ¥TF Value (B ) , RBREEFESGHEANFERE.
BRETNM=EANTFESRS. XRBFERMITALKE,

7. BWITEW , HEE Apply filters ( NATRIERY ) . ERNETREERATERNABEIRE

£ A Fleet Hub for AWS IoT Device Management FH{EF FESH
X

@ Note
ESERIDBEN TR , ARER R EREAL,

EF—RWRIEE — AL AREET AWS loT WRBHEXLRE LETHIZRRE, Al , BAINE
X—MESF , ZESER—ARETEHRENARFIEGEH. EF. RRIEBINTEEREE
BRIZVE, SETLAM Fleet Hub for AWS loT Device Management Web R T2 & FiE Tl B M ES -
HAOAMEERE AWS loT 251 & | BESEARH MY N6 SR B LUEE AR AT 4 Fleet Hub AFEA. &
Fleet Hub NAREFH , BALEEETEFHRETIRELH,

EEAGGERRE  IHREENARFTES, BEEERXEY , FESMEB LR Device
groups (IRZEAH ) o FRFAERENBIRET , AIEEATAMRENET 2 — , NTEEESHE
73

- RE  EFET X

- FEM  BRETRE  F5EFERMNIEPNEMRSE £E1T.

{# A Fleet Hub for AWS loT Device Management FF f91E 55 M{E S #E4R 21



AT AWS loT RZEEHIABA A O Fleet Hub AWS loT R&ZEEIEE

BXREUBNEEESERNESER  FEHESER, BXESUMNIENESER , FSHES

EITIES
SR BUM Fleet Hub RIFIRRF RIS MIBETES | BUATSRALRERE,

1. EBE-NTEF-—IPHZMRBEN B

2. %$# Runjob ( BITES ) -

3. 7 Job target selection ( &5 B #riE$E ) &, %R continous ( #F£21E ) =& snapshot ( R )
4. EBR—MESENR. BIA Job summary ( EFHE ) THXAERTEZTHESRE,

5. (Hi% ) WMAEFHE

6. EFEZ1T.

&R LAE Fleet Hub R AEF AP EA T LB LR B AR FH R R LT SITRIEE,

- BHEIERLNREIRED R,
- BERENFMHEERE.

- REATHE,

- BERZFANFMAESTHE,

EENERES
FEANEA T BEENR T EEETHES.

« EFFRAE — KRERIHEPSITHREES. EEFRAE , TESMEKPIERE Jobs (F
%) SMEKH.

- BRERBHFAEENE — LTERREF LETHABEES.

BMESHE - FAGERE , EFEFAXRESHRHERSS , 2RERNETHER. KRERE
BRE LAESHNEITRIRES. EAESERUATEITHE,

- BITHHE.

- BHUENETHE,

- RUHEITHE

EITES 22


https://docs.aws.amazon.com/iot/latest/developerguide/job-templates.html
https://docs.aws.amazon.com/iot/latest/developerguide/iot-jobs.html

AT AWS loT &% BRI H 0 Fleet Hub AWS IoT &% B =I5
- KBWEBEITHE.

- EENZEITHE.

- BERAMZEITHE.

- EEZBITHHE.

- ERRNIZITHRE.

- BRNEITHE.

ERUHES |, BiERIZES , AFIER Cancel ( BUH ) -

KERD BT Fleet Hub for AWS loT Device Management 58 T/ERE R Hia 5| S ETREIE
SEMENS R,

IR Fleet Hub H B , ERENATYHE RERFERPOFAEIRE. MREBANAEMFNES ,
NEENNATIEPHMERE. BXxFARFERMUBREBANEES , BHSH the section called
“ERFTEIEZHE

& EFH Amazon CloudWatch (CloudWatch) 38455 AWS loT #lER5I RS EN T RFERIEB KA
# CloudWatch &%, il | Bl ZENBEPNIREZFEEMBEER T 50% BF4E K Amazon Simple

Notification Service (Amazon SNS) JHEHNEE,

Fleet Hub £ &AM E R 5| RS FH GetStatistics M GetPercentiles THRERERR S HIE. |, 24
O EBRREENBETRNSGERN AU BRNATIEEEENUTHEN G ERE,

ant

. B2
- i

-t

. B

. FiME

« %10, 350, 590, F 95 HE PV NVATHFNE

BRENHRSIBSHENREBENESEE , BSZAERARSHE,

TRIHTATATAWSHEMAE L FRIREXE RO,

==
=

3

% 23
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https://docs.aws.amazon.com/iot/latest/developerguide/index-aggregate.html#get-statistics
https://docs.aws.amazon.com/iot/latest/developerguide/index-aggregate.html#get-percentiles
https://docs.aws.amazon.com/iot/latest/developerguide/index-aggregate.html

A

F AWS loT R& EZ KA O

Fleet Hub AWS loT R&ZEEIEE

BRTIEERESFZERMEE 2N |, BRI HEEL T E,

FE

EYRE (AWSHEFHRFR)
EMA (AWSHEFRHFER )
EEE (AWSHENHRFR)

true WERN 1, false BWERN 0,

shadow.reported.batterylevel ( EHE & 5| RS
RO EZNBERESTER)

Aggregation type ( RE&EH )
it
it

. Fi9E
» p10 (10th percentile)
» p50 (50th percentile)
* p90 (90th percentile)
* p95 (95th percentile)
* p99 (99th percentile)

- BEENSEREMRSEMENSEAE (1 2085 2% )
- ENATEENREFRAURENUATEREENFZ—

- BHNALDEHENEERALR R EI Amazon SNS JHEH A & #Y 8B F BB 4 ith 31k 51 2k,

. KT

- AFIEF

. I

. NFIEF

B SR EEE S — RERANE,

of

g

24



AT AWS loT RZEEHIABA A O Fleet Hub AWS loT R&ZEEIEE

- BERM

E |2 Fleet Hub 552 |, i35 the section called “BIZ2E1R",
BIEER

AEBG 5| S E TR BIZE Fleet Hub for AWS loT Device Management £ BFrEN S B, ERELH
E1E R EMB R shadow.reported.batterylevel ik R FZRHUEREFR, WBENFRIERE
FWHEBEE, FEEFEERE AWS loT NIBERSIRSHEEZTERNEENLER,

HENBFPRENFHEMBELT 50% AT , BUENEBELE 1 7HNOERALANARTIREK

3% Amazon Simple Notification Service (Amazon SNS) B =..

%1% Fleet Hub Z&if

1. SMEIEH Fleet Hub R ARF.

2. WMREHMIBEN-—HREZ , BFEIRER, BXUOMTEFGEERMNUA , HSH the section
called “FEAMERGFCIEER ., WRESEVUNEER , FNEENENATENBEPNAMERE,
EERIAWEHIHRITE L , i%£3F Create alarm ( IR EE )
£ Build aggregation metric ( WER &6 ) NH L , RIFENERNRE L RE Target query ( B
¥rE ) F, 7E Configure fleet metric aggregation ( B ENBEIERRS ) T5 , X¥TF Choose
field (IEBFE ) , £ shadow.reported.batterylevel, R EBEAWSHEFERNEERRTE
AWS IoTHLE RS RFHLIEN B ENLFR.

5. XITF Choose aggregation type ( %ERRERKE ) |, & Average ( F15 ) . LLIETETIEZINEH
R BN EEEE,

6. XF Choose period (EZREH ) , HiEE 1 minute (1 24 ) . HENRZVNBERBIEENEE
RS—2 8t , IRMFMREEE,

EET—%,
7. 1£ Setthreshold (RERE ) REL , F£#9 Trigger the alarm whenever... ( 3. L5 )
Ty , EE Lower/Equal ('NF/ET ) . BFFEMBEEETRIEENERN , MR EE,
8. 7t Than ( BAREUE ) XAEF | #iA 50,

EET—F,

9. 7£ Notify user (BHAF ) WAL , £ Notify — optional ( @40 - Al ) Fo & | W A B FHR45
RNEN , ZIRNTELEBRBENALPFERBNNAF. @ALUES 2 BEH B FHf it
B RAE TSR,

BIEER 25



AT AWS loT RZEEHIABA A O

Fleet Hub AWS loT R&ZEEIEE

10. 7£ Alarm details ( T BFHAEE ) H7o , WA

#%T_io

11. £ Review ( % ) TEHL , ¥FREEZH NHEHBMANEE . ERER, &R

SENEN , AUTERRERATENER, &

[ I R IA 2 B E AR

12. EERIARSIERL , EEMNSMBERD , % Fleet Hub alarm ( Fleet Hub 8 ) . RIFREEE

FEBEBNEE

HUEHEER

RE D RUBELRESMATGRAERRG R |, LA B A ##R Fleet Hub RYRIE,

AR
BEZN BN ERRNES W IHEFATAE.

BB BE ISR,
BNEBE AL RMEAHEE.
BEREFURNEEHNNIRE

BERHERPERXEANER T HIR.

KOIEREI RN RN BY I E RS RH R
5lo

BRIRTT B

BHERE
%IJO

RBERF AN EWARE M EIESFAHR

EREE R ENEHREIRS + IZER.
SEHREFR/L DT REmB TR
FREEN R ERA ENER,

FENEERBRECERNXEHBOE T HIE
#5l,

HRE P inEEES AWS loT BE AN E Fin
ID 5EENEHMEE, WREFFIREEES AWS
loT B EMAR ID EEYRMTE , MKPER

Bl RN B B E RS R FI KRB

R

26



AT AWS loT RZEEHIABA A O Fleet Hub AWS loT R&ZEEIEE

#5422 Fleet Hub for AWS loT Device Management

B2 R RIF Fleet Hub MEHHETE AWS RS RE W HRME, TAMNMENEEZESH. AWS=H#T
BUF — 4542 T AR Fleet Hub, £ HIUE RSB AT & HE R B 31 REVE FEo

« AWS CloudTrail #3RHEMAWSIK P HARZIKF £ HE AP BAMAEXEH , FHFAEXHEA
BIRIETEM Amazon S3 FEH. B SFMRAMER MK/ EA T AWS, X HERIR P ik LA
KRN KERE, BXEZER , 5/ AWS CloudTrail (AFERM) .

FB;
« 5/ AWS CloudTrail id3% Fleet Hub for AWS loT Device Management AP i

£ AWS CloudTrail 123 Fleet Hub for AWS loT Device
Management API &

Fleet Hub for AWS loT Device Management &5 AWS CloudTrail &, CloudTrail BREBEA .
ABHAWSIRSK1E Fleet Hub HFAFHITHIIRIEIE R, CloudTrail ¥ Fleet Hub BFFE APl BAERE
3R, WIRMWAASEXREB Fleet Hub BHIAHREA , B EE Fleet Hub API IR EMARIZ R A,

MREBNERERICT , WAL CloudTrail B4R I1XE| Amazon S3 i ( ‘2% Fleet Hub W E
#) ., MRETEBRE , NI CloudTrail =4lAHH EHHLICE FEEEFEL,

£/ CloudTrail WEEME R , BRI ABEE M Fleet Hub A THAER, KRHEFERM IP bk, AAXK
HEVIER, FROREABEAREEFAEER.

ETHAEX CloudTrall WEZEE , 55 AWS CloudTrail AFEE,

CloudTrail ## Fleet Hub E &

& 612 AWS CloudTrail i B , BIETXZMK B A T AWS, 2 Fleet Hub R AESEBIRT |, iZ5E3D

12 %7 CloudTrail E#H , HE5EHT AWS lRFEH4—ERFE Event history ( EHHELIEF ) F,
BELE AWS IKFHEE, BRANTEEHEN. BXEZER , HSH FA CloudTrail E4HE
BREEEH .

ERLZICFKAWSIKF RV EH ( 21E Fleet Hub EH ) |, BRIBRERIZR. REIZFKLE CloudTrail
AT LUK B E X &£ E Amazon Simple Storage Service (Amazon S3) Zf& i@, FIRIER T , E#2 4

fEF AWS CloudTrail i23% Fleet Hub for AWS loT Device Management API 1 F 27


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html

AT AWS loT RZEEHIABA A O Fleet Hub AWS loT R&ZEEIEE

BFREZREN |, RN TAE AWS X, RERICEKE AWS 2 XFIEEMEXEFNEH ,
FHF BE AR EEIIEER Amazon S3 F#E M.

BRTUEERT AWS RS , #—F 57 CloudTrail B EFRENSHHEHXIEK, BXES
R, FZHETIARR

. BIRBRIDEER

CloudTrail supported services and integrations

A CloudTrail EEi& Amazon SNS &4l

MEAN X EW CloudTrail BEX 4

MNEANIKF W CloudTrail B &

CloudTrail ig3%Fi & Fleet Hub #&4F, E41id&%E AWS loT API 5|9, #ltn , X4
CreateApplication Ml UpdateApplication BEM AL CloudTraill BEXHHERFKE,

BIMNEHHATREBESEXRERBFRNAREGR. BOEEABTEHEUTRE !

- BEREFEHBRAFPEIELER AWS Identity and Access Management i FEE & H#Y
- BRECEAACERKEAFNGRNZEEIEREHN
- ERESHEM AWS RF A H
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"userIdentity": {
"type": "AssumedRole",
"principalld": "principal-id",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/test-user-name",
"accountId": "123456789012",
"accessKeyId": "access-key",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "principal-id",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
I
"webIdFederationData": {3},
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2020-12-04T19:59:53Z2"

},
"eventTime": "2020-12-04T20:02:3872",
"eventSource": "iotfleethub.amazonaws.com",
"eventName": "CreateApplication",
"awsRegion": "us-east-1",
"sourceIPAddress": "72.22.186.61",
"userAgent": "console.amazonaws.com",
"requestParameters": {
"applicationDescription": "Test application description",
"applicationName": "Test application name",
"clientToken": "c9bc7f45-3737-4ee9-9b0f-5delaabl69b2"
I
"responseElements": {
"applicationUrl": "https://application-id.app.iotfleethub.aws",
"applicationArn": "arn:aws:iotfleethub:us-
east-1:123456789012:application/application-id",
"applicationId": "application-id"
I
"requestID": "5456304e-31c5-4336-9bbe-a375e3728eee",
"eventID": "9ffb5d72-9267-4f4e-88e6-d26051133c8c",
"readOnly": false,
"eventType": "AwsApiCall",
"recipientAccountId": "123456789012"
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IAM 4F1E Fleet Hub %
ET S5 ORER =
BT R IRH RS &
RERIE =
MR R =
ACLs =

ABAC (SEBEHRIIRE )

fim
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html

AT AWS loT RZEEHIABA A O Fleet Hub AWS loT R&ZEEIEE

IAM 4%F1E Fleet Hub %
E L =
REAE =
RESMEXBE B

E2H 7 # Fleet Hub MEM AWS RS MASKEZH IAM BEEEER , 28 IAM AFEEYE
IAM BLEEFARIAWS BB

EHA T Fleet Hub WE T B ORISR
YEETEHHXKE :: 2

ETEHNRBETMMESZH (0 IAM AF, AFASAER ) B9 JSON RRREE A, XL R
EHIRFMASAEMPRA TN BERRTHBERE, ETHRNTEZRET HORRE  FSH
(AM FiFiEE) FNEATmEEARKE L BE X IAM RIR,

BEMEMA IAM ET S HKRE | SHLUSE R TFRELAVRENTRUR R FRELEENZS. &
TEEETEONRBHIEEESE , ENTCERTEMMNAFRA®, BT HE JSON KEEH AL
ERANAMAETE , EZH IAM AP ERPH IAM JSON XTSI Ao

& AT Fleet Hub WY E T & 4 H R B& 7R

EEE Fleet Hub EF BRI RE , BFSR ET 5O MK RH Fleet Hub for AWS loT Device
Management,
Fleet Hub F I E T &R KBS

XEFETRRRE &

ETRIFHREE M N FRAY JSON KM, ETRFMNRENRESE IAM ABEERKEM
Amazon S3 FHRMERE., EXFETHRNRBHRS T , RSEE R JMER CINREHII 4 E R
BREVEE. N THEERMIMKRBEHO TR , REEE IS EEMAE AN 2R RNTHREREAREF LSRN
THIT, BXTEETRFENRBREEER, ZRATNSEKS, AP, A, BREAFH AWS

e
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AT AWS loT RZEEHIABA A O Fleet Hub AWS loT R&ZEEIEE

ESABK/ER , SR LHEANKSSHEMKS P IAM XEEEANE T RFRNREHOEE, &
SRS ERFMBETRFENRBARBUGERRIEN—¥ME. HERANGRL T AEER
AWS K/ |, AIEIKF HEY IAM EE R ESMEEEARE (AFRAR ) RTFBRIBRHNR, i)
BEFETSMNRBHIMBIKNEUR TR, ER , RETHRVKBEDE —NKS R EERT
WERR , WFREZINNETEONRE. BEXESER , 558 (IAM AFERE) P/ 1AM B8
B K = B R 5 ]

Fleet Hub BYSRB&IR/E

(@ Note

Fleet Hub R TR F A AWSIoTFleetHubFederationAccess B XM, BXxEZER |
BB 222,

£

XIFRBEIRIE : R

EIE R A LAER AWS JSON REERIBEW ARG RMT L. HHRY , BN EEATLF AR RINITER
B, UREFARHETHIT,

JSON ZKEEHY Action JTEIBRT A FERE B A FRIEL 5 R VIRE, REREEESXEKN AWS
APl 2#ER&., E—EHIHNER , HlIIEETE AP BENNEBRENER 8E, 2 —EREZEEERKE
FIRITSMNMRE, XM INIREFR N HERIRE,

HREEFEERFEUR FHATREIRERRR,

EEE Fleet Hub RAERENIIR , BSHRSENSZEHRHH Fleet Hub for AWS loT Device
ManagementiE X B 1R 1E,

Fleet Hub RV RIGRFERFRIEA U TRIR :

iotfleethub

EERMEUPEESTURE  BEMAESHENRT.

"Action": [
"iotfleethub:actionl",
"iotfleethub:action2"
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AT AWS loT RZEEHIABA A O Fleet Hub AWS loT R&ZEEIEE

]

EEE Fleet Hub ET BRI RE , F5H ET 5O KB RH Fleet Hub for AWS loT Device
Management,

Fleet Hub HYZRB& &R

XEFRBER : &
EIE R A LAER AWS JSON REERIEEW ARG RMT L, WHRY , BNEAATLIF AR RRITER
&, BAREA ARG TIIT,

Resource JSON KB TRIEEERMHMNAREN —NHZ IR, BIAXIEE Resource
NotResource T, ENBEXE |, HFERH Amazon BEE# (ARN ) ERR. N TFXIFHE
BRER (MR BBRENR ) WigE , BIUBRITHIRE,

X FAXEFRRRNROERE (W HRE ) | EEAEES () ENEANATHERR.

"Resource": "*"

EEE Fleet Hub RIRXRE K HFIR ARNs , HZH (IRFENXSE) Fleet Hub for AWS IoT Device
Managementf E XL H R, BT HRETAEBRLEREDIEESNERHN ARN , S Fleet Hub for
AWS loT Device ManagementE X BV 4E.

EEE Fleet Hub ET B MR R , ESH ET 50K RH| Fleet Hub for AWS loT Device
Management,

Fleet Hub HY SR B& 4% 4R
YTERBRETHRSORBZMGR . 2

EER WLER AWS JSON REERIEEHERRIBEMF L, BRER , BNEETUANTLARFERITER
1, URIEMAAZRHETHIT,

£ Condition Jt%& ( =% Condition R ) # , AILMEEEEFEAERNEZH. Condition TERAE
o BRAIGIEFERAXREZER (fl, EFHNT ) WERHFRER |, IERBAPNFZEEERPHNE
MTE,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
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AT AWS loT RZEEHIABA A O Fleet Hub AWS loT R&ZEEIEE

MREE-—MEAPEESZ A Condition THE , HELE Condition TEFIEESME , W AWS
EFZ % AND EHEITMHEEN]. IRENENZHREESNME , NERABBOREER AWS 1155
o ERTEWNNRZATLTURBABNRME,

EEERGN , BETUEASUREE. Sl , REEEARA IAM AF &2 IAM AP, 86K
HEFHRARBEHNRR. BXRXEZEE , H55H (AM AFERE) FH9 IAM R TE  TENRE,

AWS XF2RFHBHNBETRSHFAZH, BEEEME AWS £2/5FM4E , SR IAM AFE
FMFHAWS £R/&EH ETXER,

EEF Fleet Hub RSB IR , BSRBRFTENSEHH Fleet Hub for AWS IoT Device
Managementfy & H 8. ETHRUUFERARFBRNWIEENRER , 3SR EE L IEE Fleet Hub for
AWS loT Device Management,

EEE Fleet Hub ET B MR RE , F5H ET 5O KB RH| Fleet Hub for AWS loT Device
Management,

AL BA FR /O R R 5 [R] 42 3 B &R (ACLs)

X3 ACLs : &

mEEH IR (ACLs) ZHIMLERIEA (KFKA, AFZAR ) ARBRAR. ACLs SETRIFR
REEREL , REEANIAER JSON KRB HEER,

Fleet Hub EF & MY 15 [R1#2 % (ABAC)
¥ ABAC ( EBHMRE ) : 2

ETEMMGRES (ABAC ) B—RENE , ZRBETEMERENR, £F AWS , XEEM
MAIRE, BAILE IAM SHHE ( AFRAE ) MFS AWS BIRMINRE, #Ri2SSEMRIRRE ABAC
HE—F, RFIRIT ABAC KB , SUEEEHFRE SN2 15 R 89 R IRRE IUE A R VFRE,

ABAC EREBRKWARFIFERH , HERBERLSRIUNITR T IR HERE B,

EETHRZEEE R , BEEMFEA aws:ResourceTag/key-name, aws:RequestTag/key-name
= aws:TagKeys U BERMBMANZHTEPRERZER

MRENBRSEN TEMERREBIEMEX=AFMGR , X T RS , ZENR. MREMRESN
NTEHIRRREXISAMEX =1 %G8 , WZENBD

EX ABACHEZEE |, 2R (IAM AFE®E) RWEA ABAC BIUE NN, EEFIRE ABAC
SHRNHEE , TSR (AM AP ER) PHEAETEMNIHRIMNRES] (ABAC) .
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AT AWS loT RZEEHIABA A O Fleet Hub AWS loT R&ZEEIEE

et EAE B F Fleet Hub
Y HFIRFEIE - 2

HIREAIFHER R R , HL AWS RS TRER. AXESZER , SBEWHLE AWS RS ERTIE
BHES |, B IAM BFERFHAWS S 5 IAM BEEANER.

MREEARAFBENBB 2 ANEFAEZF , W AWS Management Console £ A 2 IGEHES,
fflan , HE AWS RN RS QEF (SSO) fE#t TR |, ZIB2Ba B IEFHESR. HEMN
ArREHREFREHE , RAETRACKH , ZEcB3tIBIGREIl. EXUIRBENEZER |, HSH
(AM AR RRMNAFT3RE IAM A6 (2FE ),

BRI LAER AWS CLI 5 AWS APl FaitlZIREHER ., RE , BALME R X EIREHE R HITIH
AWS, AWS BIUZHTERIGFNES , MAREAKBH LR ®HA. BXEZELR , BESH IAM FHY
[N AT

Fleet Hub BV 5 RS ZEFE AR
TEEEBRILSTE (FAS) | 2

HEER IAM AR ABEPHITRIEN AWS , BEUNERA. EARLERSH , AT —
MNMEE  RBLBREEHMRS PR S —MRE. FAS FREAZEANNRIUKR AWS BRS @T
RS R HERNER. AWS BEFRBLURSZSBRIFTESHM AWS RS HARRKES BETTHIIFER
B, F2KRH FAS iR, EXMERT , BLMEBFRITXMIURFEAINIR, BXAH FAS 1ERETHY
REEFE , FEAEREE2E,

Fleet Hub WIRE A&
YERSAR 2

RBREACEH—WRSEE. RREWITIREN IAM B, IAM EE R ALE IAM a1, SR
BREES AR, BXEZER , 551 (IAM BFER) FMelE D AWS REZRNEN AR,

/A Warning

ERRS AN RATEES T U Fleet Hub Zh8E, X =i Fleet Hub RMEAAXRIE S S wmiIEIRSS
y=h=

Fleet Hub B BRZH<AE
TERSHEXAG A/
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html

AT AWS loT RZEEHIABA A O Fleet Hub AWS loT R&ZEEIEE

BSHAXAGR—PHEEINEBRSAR. AWS BRSRSAUKARKRERTRENEE, RSHEX
AEHAEEHND AWS IKF |, HBARSAE, IAM EERATUEEETEEBRSHEXABHR
PR

BARUZBFEERSAXBENFACE , FSREY S IAM BEEABAWS 5. ERTFERRS
MXAEINPITE Yes Wk, ERRBEUEFZRSHRSHEXA B,

BT 5 MK RH Fleet Hub for AWS loT Device Management

RIANBERT , BRPANAREXEQESIEH Fleet Hub BIRIIRR, 41t T EE A AWS Management
Console, AWS Command Line Interface (AWS CLI) 2 AWS APl 1 {TE%. ERFRAFNAERR
BATIERENNIR , IAM EE G OB IAM KBE, BEEABETARAERM IAM KiE , AR UK
ABB,

BT RUNAERAXLRE| JSON REXHEGIEET IAM HHNEE , 56 (IAM AFiERE) P8l
2 IAM KB (258 ) .

BX Fleet Hub EXHREFNEREE (BRERSMHARELENER ) WIFHAEE , F2H (REENS
#) Fleet Hub for AWS loT Device Management® BV 2/E, HIRMFZH %4, ARNs

£

- RMREXE

- £/ Fleet Hub #Z#l&

- AAPEEMI]B SRR

R R fESR R

ETEONKBHEEENART AR, RSB EREK S HE Fleet Hub HBiR. XLRIETRSME
AWS IKFF=E R A, IR REET SRR , HEEATEEINR

- FFHAfER AWS RE R A KRB RENBRNR — BFBEAAFPNITERBR TR , BEANTS
ERLAPIRTFNRNAWS FHERE, SIEMRNRARTH AWS IKF, RMNBUEESYELEHN
LR RAPIEY AWS BEFIEERBKAE—SRONR, BXESEE , B2 (AM AFERE) HH
AWS FEEX RIS TFRAEERNAWS FHEEX KK,

- NASENR : £EMA IAM RERENRE , BREFRITESENNR. Ak, EAIER

ERERMET AAUNBERRRNTHRE , RN KERRTFAT. BXER IAM NARBRNESE
B, EZH (AM BFERE) P8 JAM 8y KB F R,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
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AT AWS loT RZEEHIABA A O Fleet Hub AWS loT R&ZEEIEE

o {8 1AM RKBE R B S — S BREITH RIAR ;48 A7 LA [ 5K B 7 00 5% 44 SR BR A X R AE RN BR A 17 ) o
Bl | WA LURE RS RIEEXTMER SSL XEFFEER, MEBRSBEREIZRENHXE
FARY , Tt AT BAE A SRR B T30 RS R AERY U5 R BR AWS BRSS |, lEn AWS CloudFormation. &
REZEER , 72H (IAM AF1ERE) B/ IAM JSON KEETE | &,

 fEM IAM Access Analyzer BiFZH IAM KBS | IR RN LR IhEEM — IAM Access
Analyzer 2 IEFT RS M B KR , LBAREBAFS IAM KEIES (JSON ) M 1AM FH{ESE
B, 1AM Access Analyzer 12 100 ZTURBREM AIRENEI , SUHBBEFIELS HINEMEN
K, BXEZELE , BZH (IAM AFER) FHEA IAM Access Analyzer K KB,

- FRZEHHRIE (MFA-OR AWS KF BN ZRFE IAM AFSRAS , BEA MFA RS X
ft. FEERM AP RENEE MFA | BF MFA RA4RMEIEHRESD. EXEZER , B
5 {IAM AFPiEm) RREA MFA &R¥F APl I5[El,

BX IAM HHREIRNESER , 20 (IAM AFER) #1 IAM AR £ HEXEK,

£ Fleet Hub &l &

E /7] Fleet Hub for AWS loT Device Management 2§ & |, B4 THE —HRIENR, X LR %
MAFEIEFNEFTEXREN Fleet Hub BRMWIFMES AWS K/, MRBBLESFEHNRENRER
FROETSONRE  NTHMNTZREBHSME (AFRSAE )  BRAREERMBEEEZET.

X FAXFA AWS CLI X AWS API SR, BEFANEREFEEHFHENR, R , AIRFHREH
ZEHMITHY AP RVEME LB VIR AF

NERAFPMACNHARTLER Fleet Hub #2414 , £ EZfF Fleet Hub ConsoleAccess
HReadOnly AWS L ERBEK INZEIKEK, BEXREZEE , HSH (IAM AFER)Y 8 AP A1
.

RIFRAFEEMITE S HNR

ZRGIGEER T B G RKRE |, Y IAM BFEENNBIEAF S ONNBRMEE R, R
DIEEEFE LR AWS CLI X AWS API SRR 5 TR LR ERN R,

{
"Version": "2012-10-17",
"Statement": [

{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
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AT AWS loT RZEEHIABA A O Fleet Hub AWS loT R&ZEEIEE

iam:GetUserPolicy",

iam:ListGroupsForUser",

jam:ListAttachedUserPolicies",

iam:ListUserPolicies",

iam:GetUser"

1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
I
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}

3t Fleet Hub for AWS loT Device Management & 15 #01/ [&] 3 1T & FE HERR
FERUTEE TS FIEEEFER Fleet Hub 1 IAM B BT 8EB EIAY & I 17 &,

F&

« BRFEME Fleet Hub M 1TIRIE

o BRILINIT iam : PassRole
« KA AT AWS Tk 2 SN A5 R R B Fleet Hub &R

KR FTAE Fleet Hub 1T E

R AWS Management Console HFiFEELXNMITREIURIE , MR REE AT KRB, EEAR
AR AR REIEN A

P HERR 46



AT AWS loT RZEEHIABA A O Fleet Hub AWS loT R&ZEEIEE

® Note

Fleet Hub R R A AWSIoTFleetHubFederationAccess B FH, BXxEZER |
BHSHE 72?77

£

% mateojackson IAM AR R RAERAEGFHAEETEEXEN my-example-widget BIRNIFHER ,
BFREEEN iotfleethub:GetWidget HRET , K AL T RAIEEIR,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
iotfleethub:GetWidget on resource: my-example-widget

EXFERT , Mateo iIF RN EE R EMEKM , LAVMAER iotfleethub:GetWidget ##
iE my-example-widget &iRo

R LRI 1T iam : PassRole

RSB E] —NEIR | RIBTHINIT iam:PassRole B , MK TMEFFERUA T LS A BEDELS
Fleet Hub,

BE AWS B AR ABRKEAL1ZKRS , MTAREIRMNBRSALIRSHEXAR, Nit,
LY MEB T A BLEIRSHINR.

KA N marymajor B9 IAM AP ZIHFE RS AL Fleet Hub FIHITRIER , 2 R EUT RAIE IR
BR A RFELTMEERFSACHETHNRS AIHITIEE. Mary FTEENARZEEIRFZHNE.

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXMERT , XEFH Mary RIREE LR F bR 4T iam: PassRole #&1E,
MBRETHEE  EBHRIALEWAWS BER, FHNETHER SEMEREITN A,
HBEARTF AWS kP 2 A ATBRIFED Fleet Hub IR

ZBRLGE— I Ae  WEHMEKS PR REALNANARATUERZACKBREN TR, &7
LEEH#EREY , AURARE, XN TXHETHRMN RN FZH TR (ACLs) KBRS , &RIE
15 P IX L5 SR BE (0] ATV R T 173 (R R B BER A A PR

ETHREZER , BZRAUATREA :

R 27



AT AWS loT RZEEHIABA A O Fleet Hub AWS loT R&ZEEIEE

« BT Fleet Hub A XX 43E |, ES 18 2047 Fleet Hub for AWS loT Device Management 5
IAM Bt & F o

- ETHENMARERSHENRRNIGRNE AWS K F23E 1AM B iEEP R EHEE AWS
KBS — 1AM A PR AR

- ETHNMAEE=SREXNENEROIHRILE AWS KF , E5H IAM AR EBTHEE=5R
HIFRENR, AWS 0K

- ETHNMEES S HRERIERMEHRINE , H2H (AM AFERE) PHAELEAE S BRI
AP ( BRKRERIE ) RBEHRRER.

c ETHREAACHNETRENRBEHITER,IGRIZEANES , H2H (IAM AFERE) /1AM
HR Y BB K P B R 1A [ o

BT AWS loT iZZEEH Fleet Hub BV & H I IE

ERNSTMEAIT KN -85 , F=FFITIHITE Fleet Hub BIR S AWS HEMEM M, HPBEHE
SOC. PCIl, FedRAMP, HIPAA R Hftt,

ETHRERETRESMUXNEE , FZHAWS RF “ZEEA XIS HTE" ", RERFEERX
BHEMITH. AWS RF AXx—KREE , BSHAWS SMITHAWS,

SIS T E S A HITRE AWS Attifact, BXESELE , BSHHRMN “THERE FHAWS
Artifact,

BEMEA AWS RS R EAREBR T ENBENERBM. RARNEN B iR U RE R ERENE
Mo AWS RE T U T HRRKAEYNIAEMME

« Security Compliance & Governance : XL R A RENEIEEITIE T EMERRE , HRETHER
£MMEAEIIREN TR,

« & HIPAA ERWIRESSZE : JIHFFE HIPAA ERMRS . HIEFTE AWS RS AZRFE HIPAA
B,

« AWS EAWS B ER — Ik THEBNIEMES RER TEMNTLMAELX,

s AWS ZEFEMER — NEHAETHREARERES, XEEREALE TRIPHRESRRE , AWS kF
HHERMHA R ESNMER ( BEEEERFESHEARFZEER (NIST), XFFTULEZLFEERS
(PCI) MEFRTEALAL (1SO) ) Mz 24,

« EAAWS Config 7 & A & $5 5 HYHN PF {4 3R — % AWS Config lRSIHEEHN BREEE S X
BELREAREK, Tl AENNER,

EMMERAE 48
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://aws.amazon.com/solutions/security/security-compliance-governance/
https://aws.amazon.com/compliance/hipaa-eligible-services-reference/
https://aws.amazon.com/compliance/resources/
https://d1.awsstatic.com/whitepapers/compliance/AWS_Customer_Compliance_Guides.pdf
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
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« AWS Security Hub— X AWS frSs ATLA2H T RERN R 2R AWS, Security Hub B 24125l
BREITEEN AWS RRHAREHREFELETUMRENRESR. BXRZTIFRSZEEHERN
BIK , S5 Security Hub &S £,

« Amazon GuardDuty — BB K&K AWS IKFIRERERFENRZIEBEES , 5k AWS RE
BMNEHNTEAR, REMBERGNEERMP. GuardDuty B HEELEAHERNAEHNAR
RAUWER  JUEBEHESHEMNEER , Hlan PCI DSS.

« AWS Audit Manager— X AWS RS A AR B R4 w1t AWS SEAER , M fai{bXUBS & 38 A K
Y EMFITAFRERNERE,

Fleet Hub Y AWS loT iR &% &R M

AWS £IREMIRERES AWS XEMATAXHEN. AWS XEBRESNMEREMEEN A
X, XETAXBIRERE, SFRHENSERNRNMERE, MATAX , BULUZITRNREETH
X2 ELHiit BRI ABEBNNARFNREE, SEENENRSNMNREFOLEMERMEL
AAXEEESHTAYE. FEENTYT B4,

BX AWS KEMATAXNESFEER , FSHAWS £ REM IR,

AWS AT AWS loT 8 & EEH Fleet Hub FIFEE R

EZmAF. BEANBEFNNE , FH AWS REXKRIELECRERKERZBS. SIBRNAEANE
HAFEMRRN IAM FEFEEHAFEREENAMETWEIR, EPREAN] , BAREARIN AWS £E
KEE, XEBKEHEENLAM , TEEN AWS IKFHFERH. BXx AWS REXBNESER , 51
IAM B ISP IAWS EE R,

AWS BRS 43 MEH AWS RE R, BT EER AWS RERBHIHNR, RSBER2ME AWS
ERRMRINFMANDRAZIGIFE. WRXEFL WM MRBNFAESH (AR, ANEE ). 3B
IR ERFRETAN , RSHEATRSER AWS BEXAKMK . RESTa2M AWS HERKHPBER
MR, IR EH A BN E AT R,

W | E AWS SIS MRS TN EER, BIM  ReadOnlyAccess AWS & RS2
SFE AWS RS HZ R/ QR B ERR, MBS B3 —TF NN , AWS &% FRERRERNR
AR, A% THIRAZKNFIZNNE | B5H AM A SRR ERT TARENANS EERE
B,
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https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-controls-reference.html
https://docs.aws.amazon.com/guardduty/latest/ug/what-is-guardduty.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/what-is.html
https://aws.amazon.com/about-aws/global-infrastructure/
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
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AWS IEEFBE . AWSIoTFleetHubFederationAccess

B LURF AWSIoTFleetHubFederationAccess FEEHMIINEI IAM B4,

WBED AT AWS loT RZEER Fleet Hub Bk & F R F7E Fleet Hub Web R HRERF R HITIR/E
AWS loT ME M AWS BREFIERR R,

BXRRFAPRNE Fleet Hub Web NAERFHNESEE , HS6 777
B AEAWS 1275 & R ER LR

RRFAE R

ZERBEBEUTNR :

o iot-K3F& AWS loT & & BUE H 1T BA R Bl A9 R 4E
« iotfleethub-® % Fleet Hub N AR F Tz,

« cloudwatch-# 3 CloudWatch BIRMIEFREIE. & AT CIZBRAMIERER T Fleet Hub BIRHV IR
£,

« sns-ATRIEE, BREN, MIBR. TTRMBUBITREERE. XLREEMT Fleet Hub SNS £&,

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"iot:DescribeIndex",

iot:DescribeThingGroup",
"iot:GetBucketsAggregation",

iot:GetCardinality",
"iot:GetIndexingConfiguration",

jot:GetPercentiles",
"iot:GetStatistics",

jot:SearchIndex",
"iot:CreateFleetMetric",

jot:ListFleetMetrics",
"iot:DeleteFleetMetric",

jot:DescribeFleetMetric",

AWSloTFleetHubFederationAccess 50


https://console.aws.amazon.com/iam/home?#/policies/arn:aws:iam::aws:policy/service-role/AWSIoTFleetHubFederationAccess$jsonEditor
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Fleet Hub AWS loT R&ZEEIEE

iot
"jot

iot

iot

iot
"jot

iot

"iot

iot

iot
"iot
"iot

iot

iot:
:ListMetricValues",
"iot:
iot:
"iot:

iot:

:UpdateFleetMetric",
:DescribeCustomMetric",
iot:

ListCustomMetrics",
ListDimensions",

ListThingGroups",
ListThingsInThingGroup",
ListJobTemplates",

:DescribeJobTemplate",
"iot:

ListJobs",

:Createlob",
:Cancellob",
:DescribeJob",
"iot:

ListJobExecutionsForJob",
ListJobExecutionsForThing",

:DescribeJobExecution",
:ListSecurityProfiles",
:DescribeSecurityProfile",
iot:

ListActiveViolations",

:GetThingShadow",
iot:

ListNamedShadowsForThing",

:CancelJobExecution",
:DescribeEndpoint",

"iotfleethub:DescribeApplication",
"cloudwatch:DescribeAlarms",
"cloudwatch:GetMetricData",
"cloudwatch:ListMetrics",

"sns:

]I

ListTopics"

"Resource": "*"

"Effect":
"Action":

"sns:

1,

sns:

sns:
"sns:
sns:

"Allow",

[
CreateTopic",
DeleteTopic",
ListSubscriptionsByTopic",
Subscribe",
Unsubscribe"

"Resource": "arn:aws:sns:*:*:iotfleethub*"

"Effect":

"Allow",

AWSIloTFleetHubFederationAccess
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"Action": [
"cloudwatch:PutMetricAlarm",
"cloudwatch:DeleteAlarms",
"cloudwatch:DescribeAlarmHistory"

]I

"Resource": "arn:aws:cloudwatch:*:*:iotfleethub*"

ALBA FR /DX AWS B RBEH E £

EEBHZBSHBRERIXLEERELRK Fleet Hub AWS IEBERXHMEFNIFHAEE, BXxEZEL | HS5
%] Fleet Hub X447 5212 5% 7 Mo

B iR H HA
AWSIloTFleetHubFede Fleet Hub 1N 7 $THYA R | 2022 4 A 22 H
rationAccess — Xt Bl A K BEHY DUARENARERAFKE Fleet
i Hub M AR+ H AWS loT

Device Defender 18+rE3E
AWSIloTFleetHubFede Fleet Hub %0 7 #TRYA R | 2021 &£11 A 15 H
rationAccess — XY I B FKEEHY AENRAERFRAPRREREME
B FER#ITREl, BHFMNT W

NMRAZERFAFEENAERFR
AWS loT E5ITHI R

AWSIloTFleetHubFede Fleet Hub AN FARERHF 18 2021 £5 A 24 H
rationAccess — XTI A R EEHY M7 RREYABIEMIT AWS
B loT £551T CRUD RERF

R
AWSIoTFleetHubFede PR LB TAZIHFNM 2021 F4 A 12H
rationAccess — I H KK RARR MR HIE AR APISEYI PR o
B
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B iR H HA
AWSloTFleetHubFede Fleet Hub A N7 —IHBR , 2021 %4 A 12 H
rationAccess : ¥R B F Fleet Hub M ARRFAF
BFRIRZBIEMHMIT AWS loT
BAEFTEM IR
Fleet Hub FF B IRERT & Fleet Hub FF i8R ERE AWS £ 2021 £ 4 A 12 H
ERBEINTE,

Fleet Hub T AWS loT IR Z EENEMIZEHEEZ S

ER—THEERS , BT AWS loT IRBEEMW Fleet Hub Z (I D#MERS : £ REMR) AK
PHFRN AWS 2N X ZLEFRT,

B LAMER AWS E XM API HABE P& E Fleet Hub, BEF RSN FERMELRS

M (TLS ) 1.2 RESRAR, RMNBWEA TLS 1.3, FEFWRESAXIEEE T L EHRE

( PFS ) WZBEH |, Hl Ephemeral Diffie-Hellman ( DHE ) 5% Elliptic Curve Ephemeral Diffie-
Hellman ( ECDHE ) ., KZEINRRE (W0 Java 7 RESHRAE ) HRFXLER,

o, AAERFRIZEE ID M5 IAM EERBRAORZFRBARNBERHITER, HE , EUUER
AWS Security Token Service ( AWS STS ) £ R I it Z £ FUERITFERFIITZR,

B L 85 AR S5 B B U

BERERZER -1 22ERE , DTFEFRFEIITNRNXETRERSIEEERESNRNKAENIT
ZRE, ER AWS , BRFEGTRLSBERANBIFRE, — MRS ( FIURS) WA S —BRS
( FRBRARSS) Y , ATRES R AEBRSELL, AT BURIE R BRSS LAE A EAXRY 5 — N~ R IRFEAT
B, BNZBRFFNBTHRMNR, N THEXFER , AWS RETHEBEERFFIERSHRSER
ABRENITE  XERSELEABNREGAKS HHER.

ERR &l Fleet Hub A RFIRM S —IMRFZHINPR , MANBIWEA aws : SourceArn
aws:SourceAccount RIERBANERZHE LT R, NRERAFNRZFHLETXE , £E—
KEBE AP A , aws:SourceAccount B aws:SourceArn {E YK = A 4E A HH E A9 K P
IDo

bR ERERBEZREMRN A EZREREERIRETE Amazon Resource Name (ARN) £Y
aws:SourceArn £REMH ET X8, X TF Fleet Hub , aws:SourceArn AT EUTE
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https://d0.awsstatic.com/whitepapers/Security/AWS_Security_Whitepaper.pdf
https://d0.awsstatic.com/whitepapers/Security/AWS_Security_Whitepaper.pdf
https://docs.aws.amazon.com/STS/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourcearn
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourceaccount
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I : arn:aws:iot:region:account-id:*, WRregionSEHMF LXGHEEE , FEER
WEFKF ID account-id ¥EE,

LA 7RI T e @53 A Fleet Hub AB{EERIEHH aws :SourceArn M
aws:SourceAccount £RFH ETXRHILEERERE, EEHREDN Fleet Hub A ARN | i
BI{E AWS loT & & Fleet Hub £ , AEIEZREN Fleet Hub NARBFUEENAEFFER
Ho

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "iotfleethub.amazonaws.com"
},
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "123456789012"
.
"ArnLike": {
"aws:SourceArn": "arn:aws:iot:us-east-1:123456789012:*"
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AR H /0 end-of-life (EOL) FAQs

AL BA 2 end-of-life FAQs

o ARBAH /M ABHEE end-of-life ?

« HXEHM Fleet Hub R ATEF 2 end-of-life’5 4 ?

- BREZERNWEM AWS BRS end-of-life B ?

* ffAI1E end-of-life B #i 2 BB Fleet Hub AR ?

» MIBR Fleet Hub NAEF < B REEFIRD ?

« WAMBREHIEE AWS BIF ?

« BNE end-of-life B Hi 2 B 2 EAPISTF R B2 ER ?

* Fleet Hub I A IhAEA WL 2 B AN{AIE 34 A F i B iX LEThAE 2

AL RA AR T A BHR & end-of-life ?

AWS FF 2025 & 10 A 18 HEA AWS loT IRZEEMRAF L. Fleet Hub FFEOLZ B BRI IE 2
H, Fleet Hub 122 hEEtL AT £ AWS loT Device Management =&l A A , UKL FHEHLSE
ERo

1.2024 £10 A 17 B , AWS HEILLEMARLEBEREF . MRETE 2024 F£10 A 17 2% E
{E17 Fleet Hub RIARERF , MBEATELFEINERN Fleet Hub FEF ., BN , BRFHIAE R Fleet Hub
NEEF,

2. £ 2025 €10 B 17 B2®l , 1B Fleet Hub FF TJ LASEEF A Fleet Hub BIAREF. M 2024 &

10 A 17 BE/ 2025 £ 10 B 17 B , Fleet Hub FF2BEMUEEEH , AWS H X FXBHEIRE
£,

3.2025 €10 B 18 B , AWS J¥E L3 AT AWS loT 8 Z S =M Fleet Hub I X#%, EX/NBH ,
AL BA H O FFEIR end-of-life® , BT EBFEAMBAF L, Fleet Hub WERATLEN AWS loT
Device Management R R E i Thae, AT SAMEfE AIREH AWS loT Device Managementil g
heE. BXEZEER , S 277

HRXFEH Fleet Hub N AR £ end-of-life’ B4 ?

2025 £ 10 A 18 B , {ZAVARBA R/ O A2 P 48U BR | SR 3E B 15 1R] Fleet Hub, EOLSES Fleet
Hub <BEXEY AWS BIRFT 2 BaMIBR, X L8R DIE AWS loT Device Management 1Eill, A BA
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https://docs.aws.amazon.com/iot/latest/developerguide/iot-jobs.html

AT AWS loT RZEEHIABA A O Fleet Hub AWS loT R&ZEEIEE

DERAH (B AWS loT Device Management filBATE#F ) . CloudWatch®#& 1 Amazon SNS £
B, WAL T, LR RX LR R AWS Management Console AWS CLI, AWS SDKELH 2 &
MEEER. EREREMER AWS #IR , HSH227

VREZERNWERM AWS FERE4S end-of-life EFE ?

& T LABKEE IR ST 15 R 5 Fleet Hub <EXHYEEE AWS &R , AWS Management Console LU 2 &Y
WBEER, XLRIRDIE AWS loT Device Management 4E)l, ARRA AR/ OBEIRAH ( Flan AWS loT
Device Management LA #E#% ) . CloudWatch®#i 1 Amazon SNS &, Fleet Hub AR FHA

FHEBSNENAMERHROLAFBHROE., MREBIEMN Ident IAM ity Center AR RRA TR

@] Fleet Hub AR , MK EFEA T H M AWS RS , M LAEIREI A PR EM Ident IAM ity
Center ¥ “APFMBARE EIFHHR. BXEZER , BSH 277

W] 7£ end-of-life B 88 2 B B Fleet Hub NFRTERF ?

EZEOLHH I Z Bl BRIZH Fleet Hub AR , B AWS loT #H A= - -delete-
application AWS CLI &85

® Note

B Fleet Hub M ATEFETFAMIERE Fleet Hub X<EXHIEE AWS &R, EMIBRIXLERIR , B
Zthe section called “RI{AIMIBRE M KE AWS BIR 2

EFEH AWS loT #4| 5 MIk Fleet Hub R AR |, FIRBLUT S ERIRME,

1. A AWS loT #4545 , NEMSMEFIER Fleet Hub , AREBRNARERF.
2. ENAREFREL , EBREMBRK Fleet Hub NERERF. ERMER,. BFEEI—NMEREQD , EX

EHEIANBEBRZEARER. EEWEIAMER , B8 A delete , AREIEZMBR,
EFFAMBR Fleet Hub RIATER AWS CLI |, BFIRBUT S BRIEE,

1. EFERAMBREN Fleet Hub TR AWS CLI , BEZEMENARRF ID. HEBIT--1ist-
applicationsCLIGF A5 HFTA Fleet Hub NAREF R E N AREFIDs,

EH|HEW Fleet Hub NARFRENARFIDs , BEITUTHS,

aws iotfleethub --list-applications --region us-west-2
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https://docs.aws.amazon.com/iot/latest/developerguide/iot-fleet-metrics.html
https://docs.aws.amazon.com/iot/latest/developerguide/iot-jobs.html
https://docs.aws.amazon.com/iot/latest/developerguide/iot-fleet-metrics.html
https://docs.aws.amazon.com/cli/latest/reference/iotfleethub/delete-application.html
https://docs.aws.amazon.com/cli/latest/reference/iotfleethub/delete-application.html
https://docs.aws.amazon.com/cli/latest/reference/iotfleethub/list-applications.html
https://docs.aws.amazon.com/cli/latest/reference/iotfleethub/list-applications.html
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It 85 B B AT BB 20 T AT R o

{
"applicationSummaries": [
{
"applicationId": "68d0603a-66c9-43bf-b93f-a90e7ee5cf76",
"applicationName": "test_appl",
"applicationUrl": "https://12ad0603a-66c9-43bf-b93f-
a90e7ee5cf76.app.iotfleethub.aws",
"applicationCreationDate": 1698174116,
"applicationLastUpdateDate": 1698174117,
"applicationState": "ACTIVE"
I
{
"applicationId": "b6198497-cd5b-400c-9b82-1c82b69cb66c",

"applicationName": "test_app2",
"applicationUrl": "https://c6198490-
cd5a-400c-9b82-1c82b69cb66¢c.app.iotfleethub.aws",
"applicationCreationDate": 1684355213,
"applicationLastUpdateDate": 1684355214,
"applicationState": "ACTIVE"
}
]
}

2. EMEREN Fleet Hub AR , BIZ{TUT AWS CLI 88 %,

aws iotfleethub --delete-application --application-id b6198497-
cd5b-400c-9b82-1c82b69cb66¢c --region us-west-2

EZHSTSEREMEE. B LLE{Ti%--1ist-applicationsCLIGSREERENNARF
=B S HMIER.

B Fleet Hub RIEREF £ BaIMERER &R ?

T 2. MER Fleet Hub ERARF T2 BFIMBRER TR, EMERS Fleet Hub XEXKY AWS #HIR , 5

#2727,
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FAF AWS loT & & EERIANBA O Fleet Hub AWS loT iR E EEIER
WA BREEZE AWS &R ?

Fleet Hub 7% FF 812 AWS loT Device Management T/EFIALRA /O BEIRE AWS BIR. MIBR Fleet
Hub M ARF T M BRIX LR | S ASRE X LR RRFRENLSZER , 222 FrR, Zi
BRIXERRTR , FITU TSR,

A0 4eT A BRAE AL 2

EMIRRMEL | SIEECHIZ/EN ., BATLAEEOLB B2 B EEM Fleet Hub BUBES . &t o] LARERT{E
F AWS loT #2%| & BUE A M BRVE .

MIEH Fleet Hub B AR F FEUHE/EL

1. BIEER Fleet Hub RARRF , EEFURETF,
2. EBREBUHAVEL,
3. EEBEUHMFL,

M AWS loT 2%l & BUH R BRES

1. BHMEZEHRE  EERFLIETF,

2. EBREBUHAVEL,

3. IEFEEUH.

4, HEE—ELETF L EERERERAEL,
5. EEMER.

W{AT i BR Fleet Hub 23R ?

& T LAE #7E Fleet Hub R FATEF FMIBR Fleet Hub 1R, X Bz MIBRFIEEMEH | HlIE
BA3E#R. CloudWatch 1R H Amazon SNS £, &M Fleet Hub AR+ , SinZF Fleet
Hub BRETF , R ERRAEIR , RABEEEMER. HE , BTSEABBR Fleet Hub Bk AWS
Management Console., AR ERBUT S RBRZ N E AWS XEBHNAERF.

M Fleet Hub R A2 F FIBR Fleet Hub iR

1. £ Fleet Hub N AREFF , M Zl Fleet Hub BiRiEIF,
2. EBRERBRIVEIR , REIEERBBR. WRESHBRMERKEAH.

MAMBRAORRE AWS B ? =
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M AWS loT #2514 Al BREA Sl 5 4R

1. MAWS loT £HIENENSMERRIEE, MNBREH , BEXFIEER.
2. IEBRBHRTE offleethub BT &1 FTE LBl L IE#xR.
3. EEMIBR.

M CloudWatch #2 &l & Bk CloudWatch Z1R

1. ®@IfE CloudWatch #2#| &K “FAIEBIR” EIMF,
2. %EEEZHEE otfleethub”BI B AT E 1545,
3. HI{EIRME |, AREIEEMER.

T BRER UMD S SNSRI & 6 2 Ay B R AV D2 SNSE &

1. HI{E Amazon SNS &I & H/ “EB” EI+,
2. EBREZBWHE A otfleethub”BI BHIFTE &,
3. IERERMIER.

W BR M Fleet Hub BIZRIAMEB B 0AF ?

MRZBIEM Ident IAM ity Center B R 2 T 1A Fleet Hub N ARRF , MR ERERTHAM
AWS RS , M AT BATE$R &I A BF E M Ident IAM ity Center 89 “F P MR AR i1 = BR

HANE end-of-life B Hiz BI M 2 FAPISH A BiR/ER ?

AT T 2025 & 10 A 18 BELLFIEAPIsS Fleet Hub AR FE R EHEEHAXNERS. 5E
E | APISE/ X5 Fleet Hub XBk , AR M{EME tt AWS loT Device Management Zh&EE, A HIALRA
FOE P A LAE20255F 10 517 BAPIs Z B k& E B E 11,

» CreateApplication

« DeleteApplication

» DescribeApplication

 ListApplication

 ListTagsForResource
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https://docs.aws.amazon.com/iot/latest/apireference/API_iotfleethub_CreateApplication.html
https://docs.aws.amazon.com/iot/latest/apireference/API_iotfleethub_DeleteApplication.html
https://docs.aws.amazon.com/iot/latest/apireference/API_iotfleethub_DescribeApplication.html
https://docs.aws.amazon.com/iot/latest/apireference/API_iotfleethub_ListApplications.html
https://docs.aws.amazon.com/iot/latest/apireference/API_iotfleethub_ListTagsForResource.html
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« TagResource
» UntagResource

» UpdateApplication

Fleet Hub Il B Zhae B WL ? WA E RS & F I EX LI EE ?

Fleet Hub 12 A T A hEEMER X BISEFEE AWS loT Device Management ZhaE, iXLEIhEES
£ Fleet Hub I AR F 2/ MEH, BAIRALTF AWS loT Device Management & A | BT LASKEE TS
[A] X L5 T gE Sk B BRI L FFFE KR,

KRBIEEERSHE

Fleet Hub R HIEMCE T loT EHIEMNEERSMIERZEE, HPERTEERE, ST EEN

BENHEURZNTEZERERISNWEHMFIZREN S HIER. AWS loT BHIAK KL &I+
TERETSEWNEZERSEZRER, BTG RANHREZEIGGEZENZZHE, HARMETT
EENERER, BXEZELR , B35 AWS loT Device Management 1 T 45 — KO 25 bR A 542
Hl E R o

Fleet Hub 3§

Fleet Hub BiRiL AR SIBIZMERE TRENER. Fleet Hub BiRFIAMBAZRS|H Amazon
CloudWatch ZiR12## AWS loT Device Management Al BA3E¥R. BB LLFE Amazon CloudWatch
BEHlAPEEEEXLATER , HERFHEPNERTENEE. AWS loT B “otfleethub”
N ETRHIALRAFE#R A CloudWatchB 1R 5 Fleet Hub #xBk, BRI AL MNEBEH ABEEN]. &0
LA Amazon CloudWatch ¥ iRiX SiEii HEFBEE ., L& UM AWS loT 251 & a2 H MRS
E#R , RIS Amazon FXIEH# TR HIEEER CloudWatch, BEXEZEE , BZHTHNES
BA B 54K CloudWatch,

REFER

Fleet Hub it B AT AE ARSI BTBERIFRFHRMGNASNMEERERLICREE R, LR
TEPIEZSIMNERINAE, TTUAEEES AWS loT Device Management & AN S REWEER
HFEAREEE, ERISHREYEENE , ENEEREESEY , ARERMERE. ESYR
HNAELALRERERER,

FEHRIT
BE LB REYRAERN BFR , EiEM Fleet Hub 1 4T4EN ., & T LAM AWS loT Device

Management 2 &l & EL TEHRITHEL , BEZREF , EALNGEEY. BSEARBSHE L RE
AT B #Ro
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https://docs.aws.amazon.com/iot/latest/apireference/API_iotfleethub_TagResource.html
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