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BIZEFEIE AWS loT TwinMakerfI RS A€

AWS loT TwinMaker EREFERARZ/AERAFZRSARBFREMRSZSFNER. kABULRS
BIMEERFR AWS loT TwinMaker, BIZZ T#HERXEN , #FFHACIBRAZIEX, LLETIEHA
a1 & 37 S B E A PR Y SR B R

7 EEE

UTRBESHNAGNZEEL TEEXRR AWS loT TwinMaker, FFUEEXRIESA T ITEXH
ﬂ@lo

JSON

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "iottwinmaker.amazonaws.com"

},
"Action": "sts:AssumeRole"
}
]
}

Amazon S3 B

LUTXREEAFACT Amazon S3 FEBNITIRE, BIRMBARE,. TEXFRREFEME Amazon
S3 H , ALk E TEXEEE Amazon S3 IR,

JSON

{
"Version": "2012-10-17",

BIEFMEE AWS loT TwinMakerfI RS B & 7
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"Statement": [

{
"Effect": "Allow",
"Action": [
"s3:GetBucket*",
"s3:GetObject",
"s3:ListBucket",
"s3:PutObject"
1,
"Resource": [
"arn:aws:s3:::*"
]
},
{
"Effect": "Allow",
"Action": [
"s3:DeleteObject"”
]I
"Resource": [
"arn:aws:s3:::*/DO_NOT_DELETE_WORKSPACE_*"
]
}
]
}
(@ Note

BIZ T/EZEEAET , AWS loT TwinMaker £ E &8 Amazon S3 FEEHR IR -4 , RET
YEZE B IEEE A IZ . HFEEE AWS loT TwinMaker 5 i #2872 il B& T 4 X o5 il B iZ ST 4
AWS loT TwinMaker ME S &M TEXHEXNWEMIT R, MR T/EXE |, &85 1 BRIX Xt
E

F4EE Amazon S3 FEH#E 9 EAR

£ AWS loT TwinMaker &1 & FRIZ T/EZEE AT |, B LUER R E AWS loT TwinMaker 812
Amazon S3 F#EfE. ERAILMERLLT AWS CLI S EHR A XM EEENER.

aws iottwinmaker get-workspace --workspace-id workspace name

R4S E Amazon S3 EiER 2 BN R 8
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THHN RS RS EHER

{
"arn": "arn:aws:iottwinmaker:region:account Id:workspace/workspace name",
"creationDateTime": "2021-11-30T11:30:00.000000-08:00",
"description": "",
"role": "arn:aws:iam::account Id:role/service role name",
"s3Location": "arn:aws:s3:::bucket name",
"updateDateTime": "2021-11-30T11:30:00.000000-08:00",
"workspaceId": "workspace name"
}

EFHENRBUAFERE NIEE Amazon S3 FEB D BNR |, BEHAE. bucket name
UTEBATABXNIEE Amazon S3 FEEHITIZE. MERNEA,

JSON

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [

"s3:GetBucket*",
"s3:GetObject",
"s3:ListBucket",
"s3:PutObject"

1,

"Resource": [
"arn:aws:s3:::bucket name",
"arn:aws:s3:::bucket name/*"

]

}I

{
"Effect": "Allow",
"Action": [

R4S E Amazon S3 EiER 2 BN R 9
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"s3:DeleteObject"

]I

"Resource": [
"arn:aws:s3:::iottwinmakerbucket/DO_NOT_DELETE_WORKSPACE_*"

]

}
]
}

R B EER YR

MREEWITEZRFEANEEZSRSSHM AWS RFHITRE |, NAMERIEP T EX LIRS HN
PR, R fEA com.amazon.iotsitewise.connector A4 H | NI AMAIEXT AWS IoT SiteWise IR
R, BXREHKRENELZER , BSH 277

(® Note
MREERBENAHFREESHM AWS RFHITRE , MA@ ZABR T ETEEHNEH
REPLYZEHME Lambda RBBINR. BXEZER , BZH 227

LLTFREERT AEENEE AWS loT SiteWise HEAER A,

JSON

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"s3:GetBucket*",
"s3:GetObject",
"s3:ListBucket",
"s3:PutObject"
1,
"Resource": [
"arn:aws:s3:::bucket name",

M B E R NR 10
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RAriEmE

W RIEE A com.amazon.iotsitewise.connector A &£ R H B EEMN FIREUE 4 EFE AWS loT

"arn:aws:s3:::bucket name/*"

]
},
{
"Effect": "Allow",
"Action": [
"iotsitewise:DescribeAsset"
]I
"Resource": "asset ARN"
}I
{
"Effect": "Allow",
"Action": [
"iotsitewise:DescribeAssetModel™
1,
"Resource": "asset model ARN"
},
{

"Effect": "Allow",
"Action": [

"s3:DeleteObject"
1,

"Resource": [

"arn:aws:s3:::*/DO_NOT_DELETE_WORKSPACE_*"

SiteWise , N AMERE P IS TR,

"Action": [

1,

"ijotsitewise:GetPropertyValueHistory",

"Resource": [

]I

"AWS IoT SitelWise asset resource ARN"

NEEERIR
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"Effect": "Allow"
},

R EEH com.amazon.iotsitewise.connector AHFEHRH BFEMEEARE HIHIE AWS loT
SiteWise , N AMEREH I E L TR,

"Action": [
"iotsitewise:BatchPutPropertyValues",
1,
"Resource": [
"AWS IoT SiteWise asset resource ARN"
1,
"Effect": "Allow"
.

MR YREA com.amazon.iotsitewise.connector.edgevideo A#ERH | N A EIEM Kinesi s Video
Streams KPR, AWS loT SiteWise LA T 7R 45 S B& 1% BA IR £ BV SR BE P D2 AWS loT SiteWise
Kinesis Video Streams X bR,

"Action": [
"iotsitewise:DescribeAsset",
"iotsitewise:GetAssetPropertyValue"

1,

"Resource": [

"AWS IoT SiteWise asset resource ARN for the Edge Connector for Kinesis Video
Streams"
1,
"Effect": "Allow"
I
{

"Action": [
"iotsitewise:DescribeAssetModel"

ABEESRNNR 12
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]I

"Resource": [
"AWS IoT SiteWise model resource ARN for the Edge Connector for Kinesis Video
Streams"

1,
"Effect": "Allow"

},
{
"Action": [
"kinesisvideo:DescribeStream"
1,
"Resource": [
"Kinesis Video Streams stream ARN"
1,
"Effect": "Allow"
.

X S BB 24 7 SRR % 2 25 R R

R GIRAYVA A B R B SN BESROR AV B By, WA @ BR S5 A & R T A SR BNz B By
Lambda ESEEIINR, BRUBEAFRENESEER , FSH 777

LT RGIE RS AR T HEM Lambda BREEI R,

JSON

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"s3:GetBucket*",
"s3:GetObject",
"s3:ListBucket",
"s3:PutObject"
1,
"Resource": [
"arn:aws:s3:::bucket name",

X S\ ERER I SRR E SRR Y AR 13
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"arn:aws:s3:::bucket name/*"

]
},
{
"Action": [
"lambda:invokeFunction"
1,
"Resource": [
"Lambda function ARN"
]I
"Effect": "Allow"
}I
{

"Effect": "Allow",
"Action": [

"s3:DeleteObject"
1,

"Resource": [
"arn:aws:s3:::*/DO_NOT_DELETE_WORKSPACE_*"
]
}
]
}

BREAM IAM 258, MIAMAPI IZBEBURNBAECSTERBNEEXRRNESELR , FSHLE
[ERNBRHAE AWS fRF. AWS CLI

ERTIEX IAM BELUER Athena BiEE#ERR

ZE#FH AWS loT TwinMaker Athena FRAEEIEEREST | BYUMEH AWS loT TwinMaker R THEZE (g
IAM B, OIEXJIAM BRI TR :

® Note
It IAM B GE R F 7% 7 Amazon S3 R Athena REHIE. AWS Glue EfF Athena &
HBIERR—RER , 498 Athena BLE IAM A | i5SF Athena FH S/ MG EE
I,

BB ITEX IAM BELER Athena BIEEESR 14


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/iot-twinmaker/latest/guide/athena-tabular-data-connector.html
https://docs.aws.amazon.com/athena/latest/ug/security-iam-athena.html
https://docs.aws.amazon.com/athena/latest/ug/security-iam-athena.html
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RAriEmE

"Effect": "Allow",

"Action": [
"athena
"athena
"athena
"athena
"athena
"athena

1,

"Resource":
"athena

]

:GetQueryExecution",
:GetQueryResults",
:GetTableMetadata",
:GetWorkGroup",
:StartQueryExecution",
:StopQueryExecution"

L

resouces arn"

},// Athena permission

{

"Effect": "Allow",

"Action": [

"glue:GetTable",
"glue:GetTables",
"glue:GetDatabase",
"glue:GetDatabases"

]I

"Resource":

L

"glue resouces arn"

]
},// This is an

{

example for accessing aws glue

"Effect": "Allow",

"Action": [

"s3:ListBucket",
"s3:GetObject"

]I

"Resource":

"Amazon S3 data source bucket resources arn

]
}, // S3 bucket

L

for storing the tabular data.

"Effect": "Allow",

"Action": [

"s3:GetBucketLocation",
"s3:GetObject",
"s3:ListBucket",

"s3:ListBucketMultipartUploads",
"s3:ListMultipartUploadParts",
"s3:AbortMultipartUpload",

BB ITEX IAM BELER Athena BIEEESR
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"s3:CreateBucket",
"s3:PutObject",
"s3:PutBucketPublicAccessBlock"
1,
"Resource": [
"S3 query result bucket resources arn"
]
} // Storing the query results

BX Athena IAM BB E ZE LR |, B HIE Athena T B4R 15 A B,

BEIEX

EORAIRESE M IHEX , FEATIRRE,

(® Note

HEBNMBUAERAENRROBREENTHEX, BREEFSHRRNINAET M THEZ
|, H= i A6 Github i EIAWS loT TwinMaker REIRE,

£ AWS loT TwinMaker ZHIEER L , EREMSHERPHN IEX,

£ Workspaces ( T4EX ) TWEH , 1%£3%F Create workspaces ( BIEZT#EKX ),
£ Create a Workspace ( 812 T/EX ) RE L , WA IEXHE R,

( Al ) A THEXRMER,

ESIARRT , &F02E S3 FMAF, bkl —/ Amazon S3 AWS loT TwinMaker Zi&#8 |
BTFE#EIEZRAMHXXNEENER. SN TIEXHEEGCHNEEE,

6. HHTAGT , ERAFLERFTALHINMTEXYUBHEEN IAM A,

o M oD~

MBLEEEDERTAE | MLFEBE AWS loT TwinMaker HiiI— NS | 1% B0 15 RS
£ EETHE M AWS BSORR | QERRMEASE L —$ ST Amazon S3 BB
BB, BXEZACSENBNESEL , #5H 272,

7. 1%&3#%F Create Workspace ( RIETHX ) . A THIEE R ETEXTTERINE,

1S (@ We recommend you update your IAM policies

Copy the json and go to 1AM to update your policies. It is recommended to create a new IAM policy called MyFirstWorkspaceSceneViewerPolicy and attach it to an 1AM role MyFirstWorkspaceDashboardRole. [ earn more [

8. IEFIREL JSON., HRANTEWENFRH IAM KRB RNEE Grafana AWS loT TwinMaker
BHEROAFAKFSEN IAM Adh, KAGHBEFERUTER  workspace-

BIETHEX 16


https://docs.aws.amazon.com/athena/latest/ug/security-iam-athena.html
https://github.com/aws-samples/aws-iot-twinmaker-samples
https://console.aws.amazon.com/iottwinmaker/home
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nameDashboardRole , BX MM AR R HNFEHI MBI ACRWIEE | ESRIENAGNRERE
(#EHE) .

T RGIZEERMMNEZHERA @K

JSON

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"s3:GetObject"
1,

"Resource": [
"arn:aws:s3:::iottwinmaker-workspace-workspace-name-lower-
case-account-id",
"arn:aws:s3:::iottwinmaker-workspace-workspace-name-lower-
case-account-id/*"
]
},

{
"Effect": "Allow",

"Action": [
"iottwinmaker:Get*",
"iottwinmaker:List*"

]I

"Resource": [
"arn:aws:iottwinmaker:us-east-1l:account-id:workspace/workspace-name",
"arn:aws:iottwinmaker:us-east-1:account-id:workspace/workspace-name/

* 10

]
},
{
"Effect": "Allow",
"Action": "iottwinmaker:ListWorkspaces",
"Resource": "*"

BIETEX 17


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.htmlroles-managingrole-editing-console.html#roles-modify_permissions-policy
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.htmlroles-managingrole-editing-console.html#roles-modify_permissions-policy
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ERETUFRER S —AREH TERURRERD, SXNARTILBIENHT  BSH tRE
B — b,

BB E — KRR
BORE—AKM, BEAUTSR.

1. EIEXTH , #RENTEX  RAREELNERPIREIE,
2. HXATE , EFCE  REERIEXE,

Entities fbr workspace "MyWorkspace" (0)

All entities are displayed by default. You can search, group and expand/collapse to customize your view.

Q

Entities (0) Actions /¥ Components (0)

Create entity
Component

Entity Entityld Status

No entities

Mo entities to display

Create entity

3. HEHRIMAEOS , WASKNEH. HRHIEA CookieMixer 4k,
4. (k) B AR,
5. Mi% BIERRE

BIRIRHH — N SRE 18
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XEETEEXRIEXRBENME NEBIE. SN RMINA S BIEBRASEES, AWS loT
TwinMaker 2t T UL TR EAHHE R,

- B AM—ARERM.

o XHY : AEERMBMERE SR ME M URL,

o BIR . EEIBReEFSIBERIR,

+ SiteWise E#8F | REUAFHE NN AFIIEMSE. AWS loT SiteWise

« Kinesis Video AWS loT Greengrass Streams BVl 40E 2R © M KVS Wil G 1R BB IR
AWS loT GreengrassEXxEZEE. , S H AWS loT TwinMaker #1515 Ko

EEERTERAHREEEXEAFREREEL, RN EAFRETEHZRANVAFRE, 7
FXEBAHRBENESFER , TS0 EHMIRAMFRE,

FERGIF , BATQE T — MR XEAH | B TARNBRKXEERERE S
1. EREREL , EFEXE , REEFERNAHF,

Entities (1) ctions CookieMixer Components (0)

Entity Entityld

CookieMixer 01a602c¢5-f172-404-854b-720753aa97c0

2. EFAMEAHEOS , NAHFRA—INEN. BT RAERFTRESFIE , RUERNESHRFR

# A MixerDescription,

BIRIRHH — N SRE 19
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Add component

3

Name

MixerDescription

Type

lypes of components include documents, time-series data, structured data, and unstructured data.

com.amazon.iottwinmaker.documents v

® Edit form Edit JSON

Document editor

Mo docs associated to the entity
Add a doc

¥ Properties

Property Data type is Timeseries  Storage

Add another property

Cancel

3. &R MY, RERAXEBEHRAAL URL BB, EAXKHEAH | BAILFM# URLs 283K
HEEEENNIIR,

4. E&EF RMAH,

BIREHE - K
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BIETUGIRE - MR, BRMAMITHIBENRR , BSH IEN%E AWS loT TwinMaker 1%

=3

o

BB AWS K

WMRERE AWS IKF |, BRI TEZRKGIZE -1
RES I AWS K~

1. $TFhttps://portal.aws.amazon.com/billing/3E AR
2. ZEBE®LMHBARE,

FEEMET , FHETBENWREIEE  EREAREREHA — MRS,

HREGEMET AWS IKF |, IR BIZAWS IKFRAF —1 RASERGRIZKS RIFRE AWS
RS MRF. FANREREIEK , FAAFIERERLRANR , A ARERARAFKKTEER
AP R RNES

SEMFREN AWS K 7

WMRERE AWS IKF |, BRI T SRR GIZE -1
RES M AWS K~

1. $TFhttps://portal.aws.amazon.com/billing/3E A
2. ZEBEELMHBARE,

FEOEMET , FHETBRENREIERE  EREAREREHA —DNRIES,

HRGEMET AWS K, LR BIZAWS IKFRAF —1 RAFERGRIZKS RBFRE AWS
RS MRF. FANREREIEK , FAAFIERERLRANR , A ARERARAFKKTEER
AP R BRNES

AWS FMEREEKE BB RE —HEIABFIR4, B LA a1 hitps://aws.amazon.com/Hi&#F
“BOKS” , E5EYaINKFENHEBEENK,,

RE AWS K 21


https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://aws.amazon.com/

AWS loT TwinMaker AriEE

SIEEREEGRNRNAF

AEME , FRIPENZS AWS IKF AWS KPR AF AWS IAM Identity Center , /& A SI2EEH
P, XEERT 26 root AFHITHEES,

R IREY AWS K 7= 48 A 7

1. %3 Root A i AZK AWS IkF B FapfFihit , UIKFFIEENSHEF. AWS
Management Consoleft F—W £ , i ABH L,

ERIMEABRAFRERIENEE , B35/ (AWS &% AF#ER) H M Signing in as the root

usero.

2. RENBAFPBRZESHRIE (MFA),

BXRUEA , FSEIAM BAFEETHN AWS K- RAFSEAEL MFA R% (BHE )

CIREAERIERNRNAF

1. J3 A 1AM Identity Center,

BXUE |, BSHE (AWS IAM Identity Center FiF1§8) ##Y Enabling AWS IAM Identity
Center,

2. £ IAM Identity Center 7 , AP R FEEIHRINR,

BXREA IAM Identity Center B & N S RNHE , 25 (AFIERE) 1AM Identity Center
B A B9 A BRIAREELEAWS IAM Identity Center FA P 17 R4 R

UERERBRNRNAFSHER

EE A 1AM Identity Center A B0 %% , BERSBELIZE IAM Identity Center i PR & )%
B SR B B T R 44 b 1k Y B Fe P Ak

BXMEH IAM Identity Center AP ZZH#HE , B HAWS 2% AP EEFHER AWS iFE)|]
o

AR R 2 Eo 4 H o P

1. %E IAM Identity Center 7 , SI2 —MXPRE , ENREEREN A K BN R REME.
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https://console.aws.amazon.com/
https://console.aws.amazon.com/
https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
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BXRUHA , HSHE CAWS IAM Identity Center A $§R) F#Y Create a permission seto
2. HMARSEE—1ME , RAERNZEDEE L BFZIFRNE.

B , H30 (AWS IAM Identity Center FAF#ER) ##Y Add groups.

BIZEFEE I RR A 23


https://docs.aws.amazon.com/singlesignon/latest/userguide/get-started-create-a-permission-set.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/addgroups.html
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ERMEIZEAFRE

KEBESISETHBTEIE AWS loT TwinMaker A4 KB WEMLEE, SRERERTR T MACIZE AL
{1845 CreateComponentTypeAPI BIiERITSR , th AT LAEA AWS loT TwinMaker 2 $I& A B 4H #3
RREIRRUNEFTRIR,

AHRAEXRBRKEHEENBERHE LT

NIEHHFRE

7 AWS loT TwinMaker 28I 8% |, ¥R THK , AREANEKTESAHRTN | BAEHL
TaM%R,

- com.amazon.iotsitewise.resourcesync : —#MA KR | A BB EFER AWS loT SiteWise 5 7= H
BEERNEEE A, AEFAHEE, AWS loT TwinMaker X AWS loT SiteWise
REEINEZER , BSHEETEE AWS loT SiteWise.

« com.amazon.iottwinmaker.alarm.basic : —PMNEARWEIRAHF , TEERBBMAZIRKIRIZEFIE
i, WAHRSEEEIBERRERFRENEY. IERFERAGFRHMRN , T HS —FAFER
MR | ZAMHRRIETE T BIERIREMMIZEIERRISEER BB,

« com.amazon.iottwinmaker.documents : ‘@& AR E SN IRANFRE S| URL IR EME,

« com.amazon.iotsitewise.connector.edgevideo : —fh{# il &% %285 for Kinesis Video Streams
H RIS M BR 1% 1R BN B SRRV 4 . AWS loT Greengrass Kinesis Video AWS loT
Greengrass Streams Y Edge Con AWS loT TwinMaker nec tor AR 24A4 , MR —NBEEY
BXMig & LAY At AWS loT Greengrass T4 4,

« com.amazon.iotsitewise.connector : —FffF AWS loT SiteWise HIFIRENZIS{A A4,
« com.amazon.iottwinmaker.parameters : — ¥ @ SRR INEE S EEX A4,

« com.amazon.kvs.video : MM K inesis Video Streams B FISEANA S, AWS loT
TwinMaker

RBA KRR 24


https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_CreateComponentType.html
https://docs.aws.amazon.com/iot-twinmaker/latest/guide/tm-sw-asset-sync.html
https://docs.aws.amazon.com/greengrass/v2/developerguide/kvs-edge-connector-component.html
https://docs.aws.amazon.com/greengrass/v2/developerguide/kvs-edge-connector-component.html
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Component types (6)

ovember 12, 2021, 16:25:32 (UTC-8:00)

ovember 12, 2021, 16:25:34 (UTC-8:00)

jovember 12, 2021, 16:25:30 (UTC-8:00)

C

N 1

N 1

November 12, 2021, 16:25:35 (UTC-8:00)
N 1

Novi 1

ember 12, 2021, 16:25:38 (UTC-8:00)

August 24, 2022, 12:12:57 (UTC-7:00)

AWS loT TwinMaker 4 428 B By 8 DM IE

THHIRNE T HAHRENRORHE.

- BMEENX : ZPropertyDefinitionRequest i REX T — NI U EZ REERPIETHWEMN , LAl BUE
AMARHBRERNBIEHTER, BRENSSEEEMEEDP AWS loT TwinMaker. MEIER
R IRERAY B 8] 5 U R 4 N H 0B A 7 SN ER

A[LATE PropertyDefinitionRequest MHFMNFREFIEERBEE L. ENFRAEX TR LM
;EEHE_EIgo

« B : ZFunctionRequestX RIEE — Lambda B , ZERBMIEREIRRILEH o] s B A S EPEK
FERo

MRAHXRBEES—NEY  HEFREREADEIEHNNEBRRRXLEE , WEETHRAMHE
B, B UMNHRAGRBT REANAHERE, B EOZETIMBRAGRE, SNTF2HIE
HRmERRT .

BRI LATE FunctionRequest MEIMFREFIEERH R, ZFFRLMBEUT —NE L EHHZE

2,

« dataReader : — PMAZBRIRIEEBTFEAEHE.

« dataReaderByEntity : —/NAAZBRIRIZEUETEA BB,
86 P X 2R Y B B RiSE ERBR AT |, GetPropertyValueHistoryAPl 4B Z#F 4 M 1Z A H LN E
MHEEBEER, ( RAEER componentName + entityIld WEMERLIEFK. )

« dataReaderByComponentType : — MM ZBRIRIZEVERIE A B B

8 P X 2K A B BIRiSR ERBS AT |, GetPropertyValueHistoryAPI 4B Z#FXZA 4K b E
MHWEXAEEIR, ( RBEEXR componentTypeld WEMEIFIER. )

AWS loT TwinMaker 28428 2§ 8% UM E 25



https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_PropertyDefinitionRequest.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_FunctionRequest.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_GetPropertyValueHistory.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_GetPropertyValueHistory.html

AWS loT TwinMaker AFEE
« dataWriter : —FSHIEE AN ZBRIFRH R EL
« schemalInitializer : —{MNESXEBSESAGFXENANEHL B VIBILEEEN R,

SFMRAMREFTE=MRBENBIERIHREEZ—

XU EFENAHE (2FEIR ) B Lambda EHEH R , 5SS HAWS loT TwinMaker R4
By BRI ENES

® Note

ATEREZESHKAGHMRERAMELE | Hik Lambda BEEAFURE alarm_key {Eo
MEZBREPAE , Grafana FEEFHRFABR. XN FAAEREBIRNAGERLE
9,

o PR AHRBEBEEHERESABHTERN. —MAREAUSARERS 10 MRAHRE,

£/ extendsFrom ZHIEEHMHRE | BWHGFRI /N BEHRAEENEH T,

- isSingleton : REAHTEEM , NELKR , FEEUHE - NREPFEBEZR. F
isSingleton ZHMEREN true , RTAHXRBE —IPEAEPRETE IR

BIEEMEN

T&RIER PropertyDefinitionRequest IS,

S8 iR

isExternalld —MNRE , CEEZEEREER—RNNBEENE
MEE R ME—PRIREF ( BlE0 AWS loT SiteWise &
FID)o

LEMENERRIAMEN false,
isStoredExternally EERBENBEHEENHRE,

R R ERIAME R false,
isTimeSeries EERMRBFENREFIBENHRE,

BIEEME XL 26


https://github.com/aws-samples/aws-iot-twinmaker-samples/blob/main/src/modules/timestream_telemetry/lambda_function/udq_data_reader.py
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RAriEmE

S

isRequiredInEntity
dataType

defaultValue

configuration

BIZERE

TRIER FunctionRequest KIS,

2

implementedBy
requiredProperties

scope

DU
LR ERRIAES false

—MERME , BT EER MR R
S BT LAEE — M

—DataTypeX R , A THEER A HIERE
(PIFRFR, wE, JIRNEBLM )

—MeEERERNIMINMERNDataValueXt Ko

— 1 string-to-string & , A T8 EEZET /I
BIERAMENHEMER,

EEPU

—/\DataConnectorf R , ©isEE#EF| /2B
#ERM Lambda B,

2B B M BB BRI 3R BRI B A S ER R SRR
RN SR,

HBHSEE, Workspace ATFSEEE#MEAN
THEXWER. Entity AT EBEXRBTFEEZ
ISR B B

BXEAMAGRAT RAHXBHRH  HSH 222,

ROIE R A

FB RO T AU AHFRE N KBS

BIZEE
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https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_DataType.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_DataValue.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_DataConnector.html
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RAriEmE

BR (MR )

AT R 2 AWS loT TwinMaker 2 #I AR E RN HKRERAHLR, e3P HEE
implementedBy {EH) dataReader AWM functions Fl&K,

{
"componentTypeId": "com.example.alarm.basic:1",
"workspaceId": "MyWorkspace",
"description": "Abstract alarm component type",

"functions": {
"dataReader": {
"isInherited": false
}
.
"isSingleton": false,
"propertyDefinitions": {
"alarm_key": {
"dataType": { "type": "STRING" },
"isExternalId": true,
"isRequiredInEntity": true,
"isStoredExternally": false,
"isTimeSeries": false
},
"alarm_status": {
"dataType": {
"allowedValues": [
{
"stringValue": "ACTIVE"
},
{
"stringValue": "SNOOZE_DISABLED"
.
{
"stringValue": "ACKNOWLEDGED"
},
{
"stringValue": "NORMAL"
}
1,
"type": "STRING"
},

"isRequiredInEntity": false,

B (R
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"isStoredExternally": true,
"isTimeSeries": true

2%

componentTypeld #l workspaceID W{EN%FEE. componentTypeld WEXN TIEX M2 M —
MM, alarm_key WEREBTATMASBKERZEBIRBIBHOKE MR, BHANEILEN , H
FEEH AWS loT TwinMaker, alarm_status BEFSIEFEFEABRBRES,

ELRHIS N AWS loT TwinMaker =4l

B [ 7R 1

UTFROIR—MERNAHRE  SMNBKRERRERBERBAN (HIMEHRHK Cookie BER )
REN YR, CREETAMFREYED Lambda B

"componentTypeId": "com.example.timestream-telemetry",
"workspaceId": "MyWorkspace",
"functions": {
"dataReader": {
"implementedBy": {
"lambda": {
"arn": "lambdaArn"

.
"propertyDefinitions": {
"telemetryType": {
"dataType": { "type": "STRING" },
"isExternalld": false,
"isStoredExternally": false,
"isTimeSeries": false,
"isRequiredInEntity": true
.
"telemetryId": {

A ] 37 M 29
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"dataType": { "type": "STRING" },
"isExternalld": false,
"isStoredExternally": false,
"isTimeSeries": false,
"isRequiredInEntity": true

[

Bif (A FREHRER)

ALlE

BT R AU E R SR AT
17,

"componentTypeld": "com.example.cookiefactory.alarm",
"workspaceld": "MyWorkspace",
"extendsFrom": [
"com.example.timestream-telemetry",
"com.amazon.iottwinmaker.alarm.basic"

1,
"propertyDefinitions": {
"telemetryType": {
"defaultValue": {
"stringValue": "Alarm"

1,
"functions": {

"dataReader": {
"implementedBy": {
"lambda": {

"arn": "lambdaArn"

ITENAMLE, BIEET BOM Lambda B, ATFRRERY
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® Note

HTEREZSPREMRERAHRE | Bk Lambda BEUNLTURE alarm_key B, MR
SRBIREIME , Grafana FIEFHIRFIANER. XN TFRAEREBERNAFRHZLEN.

R&E R

REB 7 B RBIGE B A A E IR B RATER . W AMER XL REIR T BA[7E 5 SHREF N IRE
TEE,

(5 ik )

LR R4 A B RS RREN A HRE, ©RAHTRAVAERRENREREE T FINYEE F5IE 4.

{
"componentTypeId": "com.example.cookiefactory.mixer",
"workspaceId": "MyWorkspace",
"extendsFrom": [
"com.example.timestream-telemetry"
1,
"propertyDefinitions": {
"telemetryType": {
"defaultValue" : { "stringValue": "Mixer" }
I
"RPM": {
"dataType": { "type": "DOUBLE" 3},
"isTimeSeries": true,
"isStoredExternally": true
},
"Temperature": {
"dataType": { "type": "DOUBLE" },
"isTimeSeries": true,
"isStoredExternally": true
}
}
}
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K58

LT REIGEBRRRENAMHRE, ©HKENAFRNREREE T FIMN T E F5IE K.

{
"componentTypeld": "com.example.cookiefactory.watertank",
"workspaceId": "MyWorkspace",
"extendsFrom": [
"com.example.timestream-telemetry"
1,
"propertyDefinitions": {
"telemetryType": {
"defaultValue" : { "stringValue": "WaterTank" }
},
"tankVolumel": {
"dataType": { "type": "DOUBLE" },
"isTimeSeries": true,
"isStoredExternally": true
b
"tankVolume2": {
"dataType": { "type": "DOUBLE" 3},
"isTimeSeries": true,
"isStoredExternally": true
},
"flowRatel": {
"dataType": { "type": "DOUBLE" },
"isTimeSeries": true,
"isStoredExternally": true
b
"flowrate2": {
"dataType": { "type": "DOUBLE" 3},
"isTimeSeries": true,
"isStoredExternally": true
}
}
}

ZEE{VE

UTRplaEeEY , HEFHEDR AWS loT TwinMaker, HTFXEERAFEEHEHERND , Hit
TEEAEBAATRETH]. ZREIEFER RELATIONSHIP BEXRERIEES S —HHAXENX R,

R’Z RG
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ZAMFRET —HATARFZFFEMLETXNEELNS, AR ERMNEHEMFREMLERN TR

2. RALEZEPEAXLEEE  ATHEBLRELTUEIRZRZE , ERA T AEDAHRA
FE A R

{
"componentTypeld": "com.example.cookiefactory.space",
"workspaceId": "MyWorkspace",
"propertyDefinitions": {
"position": {"dataType": {"nestedType": {"type": "DOUBLE"}, "type": "LIST"}},
"rotation": {"dataType": {"nestedType": {"type": "DOUBLE"}, "type": "LIST"}},
"bounds": {"dataType": {"nestedType": {"type": "DOUBLE"}, "type": "LIST"}},
"parent_space" : { "dataType": {"type": "RELATIONSHIP"}}
}
}
&’ & Bl
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AWS loT TwinMaker #t 2% 4

fEF A#E metadataTransferJob #EBHMEEER AWS loT TwinMaker &R, A
metadataTransferJob A iF&EEMF Amazon S3 Z A TH EEE/E AWS loT TwinMaker AWS loT
SiteWise 4% % &R

AL ELTER TERALLERE

« ERFZRAAEIBEF=NBE , SIONTFREKF IR E~KS,
« KAERF-ER , fIWANE LEF&RE AWS loT &=,
o FEHOBEFHES A AWS loT TwinMaker 1 AWS loT SiteWise,
o MIMBEARMEXH (HliirevitHBIMIH ) FHES A AWS loT TwinMaker 34k,

&

- XEBSHAIE

- RITHESATS HBE

« AWS loT TwinMaker JtEiE/& mES RN

KBRS FAE
AWS loT TwinMaker #t 2R /EMFE AU T BESMAIE -

o S EREBA AWS loT TwinMaker THEXBIRE, a0 , MK 4. Amazon S3 F#EE T
B XM AWS loT SiteWise ] AWS loT TwinMaker T4EZE[H] .

« B FRIREM AWS loT TwinMaker T4EZE B B3 B At it E L5 Amazon S3 FE @IV IRE,
« KR BERIRRNERUE,

a0 , Amazon S3 FZEEES AR , AWS loT TwinMaker T#EZ R E S HIR.
- BN BENAREBINMENE.,

fflgn , Amazon S3 FEEE S HB R , ™ AWS loT TwinMaker T/EZE B 25 A B #7.
« AWS loT SiteWise %) : BTSAFMS EEIRAIZER AWS loT SiteWise,
« AWS loT TwinMaker 2% : A TS AMS HRIRAVZEX AWS loT TwinMaker,

« AWS loT TwinMaker K FIR : MERFEPEANEIR APls, BEFEME , —PNEHH
ComponentType.

REFSMAE
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« AWS loT TwinMaker ¥R FIR : TBIEELPEANRERTRRE, B4AmMS , B4AH.

o TR RIS AR S HTENE AWS loT SiteWise 15 21 AWS loT TwinMaker %o

* metadataTransferJob : E{TERIBIERH I R CreateMetadataTransferJob,

AWS loT TwinMaker metadataTransferJob Th&g

ARETREA T iz THEER/ER AWS loT TwinMaker FTEERIITH , metadataTransferJob BN #0{a[4k
B, eXiiA T AERAZERRIIENTHIERE LEH. AWS loT TwinMaker #t 2REZIFUT
IhEE :

« MERRBIBHE®R : AWS loT TwinMaker FRIZFERXEHRMEBETIR ID HE—RRHNMNER
o
Flan | MRRZEHFELE DT, MHZEEE SCFHIZEntity B4 TERF E LA F KK E LFTE
Ko

- FRECIERER

£ EntityComponent X7 , BRENBRERA M, ZZAXMELEE , BN , ZREFER
ValidationException.

EEMEXRRINL , EREQESBREMSIXR , HETEWEMHEZX R EntityComponent %
MERFE,

o FRIFMER :
AWS loT TwinMaker & X #HIBR F R IR, FRFATARAH. BHEHXR,
R EMIBRA A | AT SRR B THIBR
MREMBRBHESKR , MATM “SZ4K” = “ EntityComponent <= F il BR.

ERBRFRR  FEFES RO FRA G T HARNE L.

o THIBRTREEIR : AWS loT TwinMaker KIZ RSB BRTIR ER. TR ER2HETMA-H
ComponentType,

« E-MERFIRBHNE -TRRHRNFRREX :
EARER —MERPRAR —KENZEEXEELNFRR (WEHE ) EXo.

WMBRKKFFERT EntitylD , M FREEFESE/K EntityComponent, BMSXZFFERAMERLN ID,

AWS loT TwinMaker metadataTransferJob Zh&E 35
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MREFFERT EntitylD = componentName A4 EntityComponent , NI REETE
EntityComponent, BMESHXxRHPFEAMERNAE.

MREBMUHRKXZBDEEH T EntitylD, componentName, PropertyName (A& , NIFEEFERE S x
RPEAMERNASE.

« Externalld 2 7% AWS loT TwinMaker : Externalld 7] i T # By &R 51 'E &,

HITHES AR S HR

REBN BWARTHES ANS HREARNTLEERESFHER SRETHER CLI 5k
BES B RB,

AWS loT TwinMaker APl &Za &8 % CreateMetadataTransferJobF1E M APl BENE L.,

£

- metadataTransferJob JERE 4

- 1AM X R

- BTHERE

« SATHBIEER

« AWS loT TwinMaker metadataTransferJob 5l ¥

metadataTransferJob ZciR&4

EE1T28 , BRI T EREZEMH metadataTransferJob :
« 812 AWS loT TwinMaker T4EZ=EE, THEXALULRMNS A B 55 IR metadataTransferJob, B
XUNEIEZENER , HSHUEIEKX,

« B2 Amazon S3 FEBUFEMEEIR. BXEH Amazon SSHWEZEER |, HSR “H AR Si#
S37?
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https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_CreateMetadataTransferJob.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/Welcome.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/Welcome.html
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IAM R

hITHtERER |, BEEQE— IAM KB |, ZKEEE AT Amazon S3, AWS loT TwinMaker
AWS loT SiteWise, FRHYA 1T EHLZ B3 AWS BRNR. BXREIE IAM RN ESZER
BSREGIE IAM K,

LLTF5IH T AWS loT TwinMaker,

« AWS loT TwinMaker BUR :

JSON

"Version": "2012-10-17",

"Statement":

[{

"Effect": "Allow",
"Action": [

"s3:
lls3

PutObject",

:GetObject",

AWS loT SiteWise 1 Amazon S3 IR F R :

ListBucketMultipartUploads",
ListMultipartUploadParts"

"s3:GetBucketLocation",
"s3:ListBucket",
"s3:AboxtMultipartUpload”,
"s3:
"s3:

]I

"Resource": "*"

}I

{

"Effect": "Allow",

"Action": [

1,

"jottwinmaker:
"jottwinmaker:
"jottwinmaker:

"iottwinmaker

"iottwinmaker:
"iottwinmaker:
"iottwinmaker:
"iottwinmaker:
"iottwinmaker:

"iottwinmaker

"jottwinmaker:
"jottwinmaker:

GetWorkspace",
CreateEntity",
GetEntity",

:UpdateEntity",
GetComponentType",

CreateComponentType",
UpdateComponentType",

ListEntities",

ListComponentTypes",
:ListTagsForResource",
TagResource",
UntagResource"

IAM #X PR
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"Resource": "*"

« AWS loT SiteWise BUER :
JSON

"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": [
"s3:PutObject”,
"s3:GetObject",
"s3:GetBucketLocation"”,
"s3:ListBucket",
"s3:AboxrtMultipartUpload"”,
"s3:ListBucketMultipartUploads",
"s3:ListMultipartUploadParts"
]I
"Resource": "*"
}I

{
"Effect": "Allow",

"Action": [
"jotsitewise:CreateAsset”,
"iotsitewise:CreateAssetModel"”,
"iotsitewise:UpdateAsset",
"iotsitewise:UpdateAssetModel"”,
"iotsitewise:UpdateAssetProperty",
"iotsitewise:ListAssets",
"iotsitewise:ListAssetModels",
"iotsitewise:ListAssetProperties"”,
"iotsitewise:ListAssetModelProperties",
"iotsitewise:ListAssociatedAssets",
"jotsitewise:DescribeAsset”,
"iotsitewise:DescribeAssetModel”,
"iotsitewise:DescribeAssetProperty"”,
"iotsitewise:AssociateAssets",
"jotsitewise:DisassociateAssets",
"iotsitewise:AssociateTimeSeriesToAssetProperty”,
"iotsitewise:DisassociateTimeSeriesFromAssetProperty",

IAM #X PR 38
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"iotsitewise:BatchPutAssetPropextyValue",
"iotsitewise:BatchGetAssetPropertyValue”,
"iotsitewise:TagResource",
"iotsitewise:UntagResouxce",
"iotsitewise:ListTagsForResource"

1,

"Resource": "*"

- WO S3 UK :

"Effect": "Allow",

"Action": [
"s3:PutObject",
"s3:GetObject",
"s3:GetBucketLocation",
"s3:ListBucket",
"s3:AbortMultipartUpload",
"s3:ListBucketMultipartUploads",
"s3:ListMultipartUploadParts"

1,

"Resource": "*"

HE , B LUGFER Amazon S3 FKEESEE R &I 8GR £ Amazon S3 F#4 | i

%o

Amazon S3 B EFE TR BUR

"Effect": "Allow",

"Action": [
"s3:PutObject",
"s3:GetObject",
"s3:GetBucketLocation",
"s3:ListBucket",
"s3:AbortMultipartUpload",
"s3:ListBucketMultipartUploads",
"s3:ListMultipartUploadParts"

SHRUTH

IAM #X PR
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"Resource": [
"arn:aws:s3:::bucket name",
"arn:aws:s3:::bucket name/*"

Fi% B if 4] metadataTransferJob

EREHAFP LG RMNESER | BEUT IAMEBANEIATAANAES AWS loT TwinMaker,

(@ Note
LR B R FTH R £ Amazon S3 Z BB R IRNS AWS loT TwinMaker AF1S HES

{
"Effect": "Allow",
"Action": [
"iottwinmaker:*DataTransferJob*"
1,
"Resource": "*",
"Condition": {
"StringLikeIfExists": {
"iottwinmaker:sourceType": [
"s3",
"iottwinmaker"
1)
"iottwinmaker:destinationType": [
"iottwinmaker",
ngzn
]
}
}
}

BT ERE

AT AMARMITHES AN S HERE.
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FFEAFTEM Amazon S3 & A AWS loT TwinMaker

1.

fEA AWS loT TwinMaker metadataTransferJob 2218 E BE MM RIR. ISR HT
H 17T 88 Amazon S3 1FEf .,
BREWRAE , FSRS A THBIEENR,

BIBBFERENHFEESERN JSON X, BEREEEERBELVEMB IR, BHHLFEN
Amazon S3 FEEIEERIR , H/FERM AWS loT TwinMaker TEZERIIEE R B #5o

AR R RIEXK RA

"metadataTransferJobId": "your-transfer-job-Id",
"sources": [{
Iltypell: Ils3ll'
"s3Configuration": {
"location": "arn:aws:s3:::amzn-s3-demo-bucket/your_import_data.json"

}
3,
"destination": {
"type": "iottwinmaker",
"iotTwinMakerConfiguration": {
"workspace": "arn:aws:iottwinmaker:us-
east-1:111122223333:workspace/your-worksapce-name"
}
}

ERTENBEREXRENXHE , T—IRFJFEC, BEFAF , BREXSR

JHcreateMetadataTransferJobImport.json.

B1TULT CLI ot 1T CreateMetadataTransferJob ( ¥ inputjson X BB AR NIE
REXRBEHER) -

aws iottwinmaker create-metadata-transfer-job --region us-east-1 \
--cli-input-json file://createMetadataTransferJobImport.json

XfF 812 metadataTransferJob R B AL AR IR,

BEITHERE 41
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FHBEBMNSE AWS loT TwinMaker ] Amazon S3

1. BIEHFAMALIEERR JSON FREMMUERES HN AR, EXMIFH , RINEA

"metadataTransferJobId": "your-transfer-job-Id",
"sources": [{
"type": "iottwinmaker",
"iotTwinMakerConfiguration": {
"workspace": "arn:aws:iottwinmaker:us-
east-1:111122223333 :workspace/your-workspace-name",
"filters": [{
"filterByEntity": {
"entityId": "parent"
13,
{
"filterByEntity": {
"entityId": "child"
13,

{
"filterByComponentType": {

"componentTypeId": "component.type

1}

1,

"destination": {
Iltypell: "53",
"s3Configuration": {

.minimal"

"location": "arn:aws:s3:::amzn-s3-demo-bucket"

ZfiltersBARWEREEESHN TR, BHROIF , BilKentity, MEITIR

1%L componentType,

FHSBFEN AWS loT TwinMaker TEZEEIEENIR , & Amazon S3 FEBIEE N THIEEL M

£3589 B #7o

REFEENEREXHLERNHE , T—IHFEE. BEURHP , RSB THEKRE

X createMetadataTransferJobExport. json,

BITHERE
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2. BT CLI @a$s# T CreateMetadataTransferJob ( f¥ input-json X#4& B NIRHE
REXRMHE) :

aws iottwinmaker create-metadata-transfer-job --region us-east-1 \
--cli-input-json file://createMetadataTransferJobExport.json

X fF 812 metadataTransferJob H B FME R RN IITE,

EREREMEMESRS , BEAUTHS

« EEUHEMES , i§fEMA CancelMetadataTransferJobAPI 46, 4 &iF A et
CancelMetadataTransferJob , API R&BUHEIE 1217 metadataTransferJob , # B2 S HEH S
ANRBRE T LZE | API BRI,

- ERFEFXRBEASHWEER , BFEH GetMetadataTransferJobAPI #£4E,

FE , B LMEALT CLI %518 GetMetadataTransferJob AM B EHES :

aws iottwinmaker get-metadata-transfer-job --job-id ExistingJobId

RSP A TEE GetMetadataTransferJob B9 AWS loT TwinMaker S AH S HESE , ISk
F|ResourceNotFoundException4t iy E &,

o EHIHYEEN | FEA ListMetadataTransferJobsAP| 4,

LR 2L destinationType # SourceType AWS loT TwinMaker s3 #ERIREH
ListMetadataTransferJobs F#Y CLI ;R4 :

aws iottwinmaker list-metadata-transfer-jobs --destination-type iottwinmaker --
source-type s3

(® Note
BRI LB 2 SourceType # destinationType Z#ME , FHES AHSFHESHIRMEB FF
FTE

BEXRARIXLE AP| BEH CLI S EZRH , ESHEAWS loT TwinMaker metadataTransferJob 4l
f,

BITHERE 43
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MREEERREFSHEBEIEMNER , FSHRERLE,
HixAb I
BIEHEITEBMESRE , B L GetMetadataTransferJobZ E.12 W H E B (R AT 45 iR

aws iottwinmaker get-metadata-transfer-job \
--metadata-transfer-job-id your metadata_transfer_job_id \
--region us-east-1

BRI RAZTHFCOMPLETED , ENAIRIEFIE R, GetMetadataTransferJob IRE —4NE HHY
FI|R MetadataTransferJobProgress , EFEELUTELR :

failedCount : R REXBIER HIHEN T IRHKE,
skippedCount : R REFHFB IR BT EREE,

succededCount : R REEBIER NN FRHBE.
TotalCount : R REBIER I RN ERLEK.

A, ELRE—NIETNEE MU reportUrl TR, NMRENEBESEFEEER , BE8#H -5
& N LAERE M T TSRS

$ A TTHIEER
BAEE — KBS ARIESASMAME, BHFRBRTE, AT R RAIHE T OTRTIBIE

template: Importing entities

WNFHASEHENL | BEAUTERER

"entities": [
{
"description": "string",
"entityId": "string",
"entityName": "string",
"parentEntityId": "string",
"tags": {
"string": "string"
},
"components": {
"string": {

R 44
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"componentTypeId": "string",
"description": "string",
"properties": {

"string": {

"definition": {
"configuration": {
"string": "string"
.
"dataType": "DataType",
"defaultValue": "DataValue",

"displayName": "string",
"isExternalId": "boolean",
"isRequiredInEntity": "boolean",
"isStoredExternally": "boolean",
"isTimeSeries": "boolean"
.
"value": "DataValue"
}
},
"propertyGroups": {
"string": {
"groupType": "string",
"propertyNames": [
"string"
]
}
}

template: Importing componentTypes

3 FS A ComponentTypes BIEML , BRI TERER :

{
"componentTypes": [
{
"componentTypeId": "string",
"componentTypeName": "string",
"description": "string",
"extendsFrom": [
S A TBIEER
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"string"
1,
"functions": {
"string": {
"implementedBy": {
"isNative": "boolean",
"lambda": {
"functionName": "Telemetry-tsDataReader",
"arn": "Telemetry-tsDataReaderARN"
}
},
"requiredProperties": [
"string"
1,
"scope": "string"
}
},
"isSingleton": "boolean",
"propertyDefinitions": {
"string": {
"configuration": {
"string": "string"
},
"dataType": "DataType",
"defaultValue": "DataValue",
"displayName": "string",
"isExternalId": "boolean",
"isRequiredInEntity": "boolean",
"isStoredExternally": "boolean",
"isTimeSeries": "boolean"
}
I
"propertyGroups": {
"string": {
"groupType": "string",
"propertyNames": [
"string"
]
}
I
"tags": {
"string": "string"
}
}
G A THIEER
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]

template: Importing components

WTFEAAHENEL , FEAUTERER

{
"entityComponents": [
{
"entityId": "string",
"componentName": "string",
"componentTypeId": "string",
"description": "string",
"properties": {
"string": {
"definition": {
"configuration": {
"string": "string"
},
"dataType": "DataType",
"defaultValue": "DataValue",
"displayName": "string",
"isExternalId": "boolean",
"isRequiredInEntity": "boolean",
"isStoredExternally": "boolean",
"isTimeSeries": "boolean"
},
"value": "DataValue"
}
.
"propertyGroups": {
"string": {
"groupType": "string",
"propertyNames": [
"string"
]
}
}
}
]
}
S A THRER
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AWS loT TwinMaker metadataTransferJob 4l

FERANA T SERLN THEEM

« CreateMetadataTransferJobAPI #24E,

CLI sp R4l -

aws iottwinmaker create-metadata-transfer-job --region us-east-1 \
--cli-input-json file://yourTransferFileName. json

« EEUHMES , iR CancelMetadataTransferJobAPI &4k,

CLI sn =Rl -

aws iottwinmaker cancel-metadata-transfer-job
--region us-east-1 \
--metadata-transfer-job-id job-to-cancel-id

HIRF AT CancelMetadataTransferJob , E REBUEREN THBEAETS , HEEMNESELS
ANBREBTFLZENEM,

- ERREXRBEASWEER , BFEH GetMetadataTransferJobAPI #1E,

CLI sp R4l -

aws iottwinmaker get-metadata-transfer-job \
--metadata-transfer-job-id your_metadata_transfer_job_id \
--region us-east-1 \

o BHIHYFIEN , FFEA ListMetadataTransferJobsAPI 24,

B A LA JSON 34 ListMetadataTransferJobs &k REIME R, FH CLIEEUTHE :

1. 8% CLI A JSON X# LB EEE AT IERS

{
"sourceType": "s3",
"destinationType": "iottwinmaker",
"filters": [{
"workspaceId": "workspaceforbulkimport"
3,

AWS loT TwinMaker metadataTransferJob i+ 48
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{

"state": "COMPLETED"
1]

REHLEZXMHE , @A CLI S SIREFEEE,
2. fER JSON XHEANLLT CLI s SIS

aws iottwinmaker list-metadata-transfer-job --region us-east-1 \
--cli-input-json file://ListMetadataTransferJobsExample.json

AWS loT TwinMaker JTERIE/E M{F S48

metadataTransferJob § A %843 : EIF3IE L% 2] Amazon S3 et , AL AWS loT TwinMaker
TOHIE R MR IE BB -

"$schema": "https://json-schema.org/draft/2020-12/schema",
"title": "IoTTwinMaker",
"description": "Metadata transfer job resource schema for IoTTwinMaker",
"definitions": {
"ExternalId": {
"type": "string",
"minLength": 1,
"maxLength": 128,
"pattern": "[a-zA-Z0-9][a-zA-Z_\\-0-9.:]1*[a-zA-Z0-9]+"
},
"Description": {
"type": "string",
"minLength": 0,
"maxLength": 512
1,
"DescriptionWithDefault": {
"type": "string",
"minLength": 0,
"maxLength": 512,
"default": ""
1,
"ComponentTypeName": {
"description": "A friendly name for the component type.",
"type": "string",
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"pattern": ".*[M\\u@000-\\Uu@@LF\\u@@7F]*.*",
"minLength": 1,
"maxLength": 256
1,
"ComponentTypelId": {
"description": "The ID of the component type.",
"type": "string",
"pattern": "[a-zA-Z_.\\-0-9:]+",
"minLength": 1,
"maxLength": 256
},
"ComponentName": {
"description": "The name of the component.",
"type": "string",
"pattern": "[a-zA-Z_\\-0-9]+",
"minLength": 1,
"maxLength": 256
1,
"EntityId": {
"description": "The ID of the entity.",
"type": "string",
"minLength": 1,
"maxLength": 128,

"pattern": "[0-9a-f]{8}-[0-9a-f]1{4}-[0-9a-f]1{4}-[0-9a-Ff]1{4}-[0-9a-f]1{12} | [a-zA-

Z0-9][a-zA-Z_\\-0-9.:]*[a-zA-Z0-9]+"

1,
"EntityName": {

"description": "The name of the entity.",

"type": "string",

"minLength": 1,

"maxLength": 256,

"pattern": "[a-zA-Z_0-9-.][a-zA-Z_0-9-. 1*[a-zA-Z0-9]+"
},

"ParentEntityId": {
"description": "The ID of the parent entity.",
"type": "string",
"minLength": 1,
"maxLength": 128,

"pattern": "\\$ROOT|~A[0-9a-f]1{8}-[0-9a-f]1{4}-[0-9a-f]1{4}-[0-9a-f]1{4}-[0-9a-f]

{12} |~"[a-zA-Z0-9][a-zA-Z_\\-0-9.:]1*[a-zA-Z0-9]+",
"default": "$ROOT"

iy
"DisplayName": {

"description": "A friendly name for the property.",
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"type": "string",
"pattern": ".*[M\\u0000-\\uQ@1F\\u@@7F]*.*",
"minLength": 0,

"maxLength": 256

}I

"Tags": {
"description": "Metadata that you can use to manage the entity / componentType",

"patternProperties": {
"ACO\N\PLLINNP{ZI\\p{N}_. : /=r\\-e]1*)$": {
"type": "string",
"minLength": 1,
"maxLength": 256

}
iy

"existingJavaType": "java.util.Map<String,String>",

"minProperties": 0,
"maxProperties": 50
1,
"Relationship": {
"description": "The type of the relationship.",
"type": "object",
"properties": {
"relationshipType": {
"description": "The type of the relationship.",
"type": "string",
"pattern": ".*"
"minLength": 1,
"maxLength": 256

}I

"targetComponentTypeId": {
"description": "The ID of the target component type associated with this

’

relationship.",
"$ref": "#/definitions/ComponentTypelId"
}
},

"additionalProperties": false

}I

"DataValue": {
"description": "An object that specifies a value for a property.",

"type": "object",
"properties": {

"booleanValue": {
"description": "A Boolean value.",

"type": "boolean"
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iy
"doubleValue": {

"description": "A double value.",
"type": "number"

}I

"expression": {

"description": "An expression that produces the value.",
"type": "string",
"pattern": "(M\\$\\{Parameters\\.[a-zA-z]+([a-zA-z_0-9]1*)}$)",
"minLength": 1,
"maxLength": 316
I
"integerValue": {
"description": "An integer value.",
"type": "integer"
I
"listValue": {
"description": "A list of multiple values.",
"type": "array",
"minItems": 0O,
"maxItems": 50,
"uniqueltems": false,
"insertionOrder": false,
"items": {
"$ref": "#/definitions/DataValue"
I
"default": null
I
"longValue": {
"description": "A long value.",
"type": "integer",
"existingJavaType": "java.lang.Long"
},
"stringValue": {
"description": "A string value.",
"type": "string",
"pattern": ".*",
"minLength": 1,
"maxLength": 256
I
"mapValue": {
"description": "An object that maps strings to multiple DataValue objects.",
"type": "object",
"patternProperties": {
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"[a-zA-Z_\\-0-9]+": {
"$ref": "#/definitions/DataValue"
}
I
"additionalProperties": {
"$ref": "#/definitions/DataValue"
}
I
"relationshipValue": {
"description": "A value that relates a component to another component.",
"type": "object",
"properties": {
"TargetComponentName": {
"type": "string",
"pattern": "[a-zA-Z_\\-0-9]+",
"minLength": 1,
"maxLength": 256
I
"TargetEntityId": {
"type": "string",
"pattern": "[0-9a-f]{8}-[0-9a-f]{4}-[0-9a-f]1{4}-[0-9a-f]1{4}-[0-9a-f]1{12}]
A[a-zA-Z0-9]1[a-zA-Z_\\-0-9.:]1*[a-zA-Z0-9]+",
"minLength": 1,
"maxLength": 128
}
I
"additionalProperties": false
}
},
"additionalProperties": false
},
"DataType": {
"description": "An object that specifies the data type of a property.",
"type": "object",
"properties": {
"allowedValues": {
"description": "The allowed values for this data type.",
"type": "array",
"minItems": O,
"maxItems": 50,
"uniqueltems": false,
"insertionOrder": false,
"items": {
"$ref": "#/definitions/DataValue"
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},
"default": null
},
"nestedType": {
"description": "The nested type in the data type.",
"$ref": "#/definitions/DataType"
},
"relationship": {
"description": "A relationship that associates a component with another
component.",
"$ref": "#/definitions/Relationship"
I
"type": {
"description": "The underlying type of the data type.",
"type": "string",
"enum": [
"RELATIONSHIP",
"STRING",
"LONG",
"BOOLEAN",
"INTEGER",
"DOUBLE",
"LIST",
"MAP"

]
1,
"unitOfMeasure": {
"description": "The unit of measure used in this data type.",
"type": "string",
"pattern": ".*",
"minLength": 1,
"maxLength": 256
}
1,
"required": [
"type"
1,
"additionalProperties": false
},
"PropertyDefinition": {
"description": "An object that specifies information about a property.",
"type": "object",
"properties": {
"configuration": {
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"description": "An object that specifies information about a property.",
"patternProperties": {
"[a-zA-Z_\\-0-9]+": {
"type": "string",
"pattern": "[a-zA-Z_\\-0-9]+",
"minLength": 1,
"maxLength": 256

}
},
"existingJavaType": "java.util.Map<String,String>"
},
"dataType": {
"description": "An object that contains information about the data type.",
"$ref": "#/definitions/DataType"
},
"defaultValue": {
"description": "An object that contains the default value.",
"$ref": "#/definitions/DataValue"
},
"displayName": {
"description": "An object that contains the default value.",
"$ref": "#/definitions/DisplayName"
},
"isExternalId": {

"description": "A Boolean value that specifies whether the property ID comes
from an external data store.",
"type": "boolean",
"default": null
},
"isRequiredInEntity": {
"description": "A Boolean value that specifies whether the property is
required.",
"type": "boolean",
"default": null
},
"isStoredExternally": {
"description": "A Boolean value that specifies whether the property is stored
externally.",
"type": "boolean",
"default": null
},
"isTimeSeries": {
"description": "A Boolean value that specifies whether the property consists
of time series data.",
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"type": "boolean",
"default": null
}
I
"additionalProperties": false
I
"PropertyDefinitions": {
"type": "object",
"patternProperties": {
"[a-zA-Z_\\-0-9]+": {
"$ref": "#/definitions/PropertyDefinition"
}
},
"additionalProperties": {
"$ref": "#/definitions/PropertyDefinition"
}
},
"Property": {
"type": "object",
"properties": {
"definition": {

"description": "The definition of the property",
"$ref": "#/definitions/PropertyDefinition"

I

"value": {
"description": "The value of the property.",
"$ref": "#/definitions/DataValue"

}

},
"additionalProperties": false
},
"Properties": {
"type": "object",
"patternProperties": {
"[a-zA-Z_\\-0-9]+": {
"$ref": "#/definitions/Property"
}
I
"additionalProperties": {
"$ref": "#/definitions/Property"
}
I
"PropertyName": {
"type": "string",
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"pattern": "[a-zA-Z_\\-0-9]+"
I
"PropertyGroup": {

"description": "An object that specifies information about a property group.",

"type": "object",
"properties": {
"groupType": {
"description": "The type of property group.",
"type": "string",
"enum": [
"TABULAR"
]
1,

"propertyNames": {

"description": "The list of property names in the property group.",

"type": "array",
"minItems": 1,
"maxItems": 256,
"uniqueltems": true,
"insertionOrder": false,
"items": {
"$ref": "#/definitions/PropertyName"
},
"default": null
}
.
"additionalProperties": false
.
"PropertyGroups": {
"type": "object",
"patternProperties": {
"[a-zA-Z_\\-0-9]+": {
"$ref": "#/definitions/PropertyGroup"
}
},
"additionalProperties": {
"$ref": "#/definitions/PropertyGroup"
}
},
"Component": {
"type": "object",
"properties": {
"componentTypeld": {
"$ref": "#/definitions/ComponentTypeId"
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},
"description": {
"$ref": "#/definitions/Description"
I
"properties": {
"description": "An object that maps strings to the properties to set in the

component type. Each string in the mapping must be unique to this object.",
"$ref": "#/definitions/Properties"
},
"propertyGroups": {
"description": "An object that maps strings to the property groups to set in
the entity component. Each string in the mapping must be unique to this object.",
"$ref": "#/definitions/PropertyGroups"
}
},
"required": [
"componentTypeId"
1,
"additionalProperties": false
I
"RequiredProperty": {
"type": "string",
"pattern": "[a-zA-Z_\\-0-9]+"
I
"LambdaFunction": {
"type": "object",
"properties": {
"arn": {
"type": "string",
"pattern": "arn:((aws)|(aws-cn)|(aws-us-gov)|(\\${partition})):lambda:(([a-
z0-9-1+) | (\\${region})): ([0-91{12} | (\\${accountId})):function:[/a-zA-Z0-9_-]1+",
"minLength": 1,
"maxLength": 128
}
},
"additionalProperties": false,
"required": [

"arn
]
.

"DataConnector": {
"description": "The data connector.",
"type": "object",
"properties": {
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"isNative": {
"description": "A Boolean value that specifies whether the data connector is
native to IoT TwinMaker.",
"type": "boolean"

},
"lambda": {
"description": "The Lambda function associated with this data connector.",
"$ref": "#/definitions/LambdaFunction"
}
I

"additionalProperties": false
I
"Function": {
"description": "The function of component type.",
"type": "object",
"properties": {
"implementedBy": {
"description": "The data connector.",
"$ref": "#/definitions/DataConnector"
I
"requiredProperties": {
"description": "The required properties of the function.",
"type": "array",
"minItems": 1,
"maxItems": 256,
"uniqueltems": true,
"insertionOrder": false,
"items": {
"$ref": "#/definitions/RequiredProperty"
I
"default": null
I
"scope": {
"description": "The scope of the function.",
"type": "string",
"enum": [
"ENTITY",
"WORKSPACE"

}
}I

"additionalProperties": false

iy
"Entity": {
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Iltypell: Ilobjectll’
"properties": {
"description": {

"description": "The description of the entity.",
"$ref": "#/definitions/DescriptionWithDefault"

iy
"entityId": {

"$ref": "#/definitions/EntityId"

iy
"entityExternalld": {

"description": "The external ID of the entity.",
"$ref": "#/definitions/ExternalId"

iy
"entityName": {

"$ref": "#/definitions/EntityName"

iy
"parentEntityId": {

"$ref": "#/definitions/ParentEntityId"

I
"tags": {

"$ref": "#/definitions/Tags"

iy

"components": {

"description": "A map that sets information about a component.",

Iltypell: Ilobjectll’

"patternProperties":

{

"[a-zA-Z_\\-0-9]+": {

"$ref": "#/definitions/Component"

}
iy

"additionalProperties": {

"$ref": "#/definitions/Component"

}

},

"required": [
"entityId",
"entityName"

1,

"additionalProperties":

},
"ComponentType": {

"type": "object",

"properties": {

false
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"description": {
"description": "The description of the component type.",
"$ref": "#/definitions/DescriptionWithDefault"
I
"componentTypelId": {
"$ref": "#/definitions/ComponentTypeId"
},
"componentTypeExternalld": {
"description": "The external ID of the component type.",
"$ref": "#/definitions/ExternalId"
},
"componentTypeName": {
"$ref": "#/definitions/ComponentTypeName"
I
"extendsFrom": {
"description": "Specifies the parent component type to extend.",
"type": "array",
"minItems": 1,
"maxItems": 256,
"uniqueltems": true,
"insertionOrder": false,
"items": {
"$ref": "#/definitions/ComponentTypelId"
I
"default": null
I
"functions": {
"description": "a Map of functions in the component type. Each function's key
must be unique to this map.",
"type": "object",
"patternProperties": {
"[a-zA-Z_\\-0-9]+": {
"$ref": "#/definitions/Function”
}
},
"additionalProperties": {
"$ref": "#/definitions/Function”
}
},
"isSingleton": {
"description": "A Boolean value that specifies whether an entity can have
more than one component of this type.",
"type": "boolean",
"default": false
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"propertyDefinitions": {
"description": "An map of the property definitions in the component type.
Each property definition's key must be unique to this map.",
"$ref": "#/definitions/PropertyDefinitions"
1,
"propertyGroups": {
"description": "An object that maps strings to the property groups to set in

the component type. Each string in the mapping must be unique to this object.",

}I

"$ref": "#/definitions/PropertyGroups"
iy
"tags": {

"$ref": "#/definitions/Tags"
}

"required": [

1,

"componentTypeId"

"additionalProperties": false

iy

"EntityComponent": {
"type": "object",
"properties": {

compone

"entityId": {
"$ref": "#/definitions/EntityId"
.
"componentName": {
"$ref": "#/definitions/ComponentName"
},
"componentExternalId": {
"description": "The external ID of the component.",
"$ref": "#/definitions/ExternalId"
},

"componentTypeId": {
"$ref": "#/definitions/ComponentTypelId"

I
"description": {
"description": "The description of the component.",
"$ref": "#/definitions/Description"
I
"properties": {
"description": "An object that maps strings to the properties
nt. Each string in the mapping must be unique to this object.",

"$ref": "#/definitions/Properties"

to set in the
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},
"propertyGroups": {

"description": "An object that maps strings to the property groups to set in

the component. Each string in the mapping must be unique to
"$ref": "#/definitions/PropertyGroups"
}
},
"required": [
"entityId",
"componentTypeId",
"componentName"
1,
"additionalProperties": false
}
},
"additionalProperties": false,
"properties": {
"entities": {
"type": "array",
"uniqueltems": false,
"items": {
"$ref": "#/definitions/Entity"
}
I

"componentTypes": {
"type": "array",
"uniqueltems": false,
"items": {
"$ref": "#/definitions/ComponentType"
}
},
"entityComponents": {
"type": "array",
"uniqueltems": false,
"items": {
"$ref": "#/definitions/EntityComponent"
},
"default": null

this object.",
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LTR—1NRE, E8l2 7T —/NB RHIE ComponentType , component.type.intial ¥ 8|27 —

NE AT : initial

{
"componentTypes": [
{
"componentTypeId": "component.type.initial",
"tags": {
"key": "value"
}
}
1,
"entities": [
{
"entityName": "initial",
"entityId": "initial"
}
]
}

LT REMUA KA RA

{
"componentTypes": [
{
"componentTypeId": "component.type.initial",
"description": "updated"
}
1,
"entities": [
{
"entityName": "parent",
"entityId": "parent"
},
{

"entityName": "child",

"entityId": "child",

"components": {
"testComponent": {

"componentTypeId": "component.type.initial",

"properties": {
"testProperty": {
"definition": {
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"configuration": {

"alias": "property"

},
"dataType": {

"relationship": {
"relationshipType": "parent",
"targetComponentTypeId": "test"

I

"type": "STRING",

"unitOfMeasure": "t"

},
"displayName": "displayName"

}
1,
"parentEntityId": "parent"
}
1,
"entityComponents": [
{
"entityId": "initial",
"componentTypeId": "component.type.initial",
"componentName": "entityComponent",
"description": "additionalDescription",
"properties": {
"additionalProperty": {
"definition": {
"configuration": {
"alias": "additionalProperty"
1,
"dataType": {
"type": "STRING"
1,
"displayName": "additionalDisplayName"
1,
"value": {
"stringValue": "test"
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AWS loT TwinMaker EFAE TIEZBENEN , REETTUNE S HNEEF#EPHBIEEED,

AWS loT TwinMakeriX EREBRTEFEFEH 2B B EHIE AWS loT TwinMaker, B &I, AWS

loT TwinMaker X35 — &SR, AWS loT SiteWise Il RIE1E 1764 BEFE HEHIE AWS loT
SiteWise , M EFEXMBCHIEERE, NRETREIEMBEEHERGKRERES , flm
Timestream, DynamoDB =} Snowflake , %% AWS Lambda SE81 7548 BRI 1285 132 O AU 18288
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« AWS loT TwinMaker $iE:E 1225

« AWS loT TwinMaker Athena FRA& EIEEEES
o FF& AWS loT TwinMaker B8] 7 5 $x3E 1% #2588

AWS loT TwinMaker ##@E&E 28
EEREEPALHEMMBEH RN RENE R EES BB,
ETHAMERESE. FREONNAEOES  BSANTIM,

BXEEBEOFFHNEENESER |, 51 GetPropertyValueHistoryAP| ##4E,

(® Note

o EZSREERNBAZEOBR NN EEFE , 25 RRER B FLE R EE

£, startDateTime M endDateTime FAKBFRTLERY , TEXFXMERTAER. I
TREOERAMY , BINNM2RZFERENBESEE , ERMNEBNERAS AP HEEHEX —3
B startTime # endTime FE,

&
- B EERSR
« DataReaderByEntity
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B EEeS 67


https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_GetPropertyValueHistory.html

AWS loT TwinMaker AriEE

 DataReader

« AttributePropertyValueReaderByEntity

« DataWriter

« T

R mREER:SR

BRI RAHRBEGENEAREARGNREREDN , INEMBERRRIRAGRESAHFREYE, 2R
MRERENBZ S AAHREFAGEYE , TRENFAA APl RFIRE properties,

Schemalnitializer iR 0

{
"workspaceId": "string",
"entityId": "string",
"componentName": "string",

"properties": {
// property name as key,
// value is of type PropertyRequest
"string": "PropertyRequest"
}
}

(® Note
WiEREOFRME MRS R PropertyRequest, BXEZER , S MPropertyRequests

Schemalnitializer " R 320

{
"properties": {
// property name as key,
// value is of type PropertyResponse
"string": "PropertyResponse"
}
}
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® Note
iERZEODWESEBE N PropertyResponse, BEXEZER | S
¥ PropertyResponse,

DataReaderByEntity

DataReaderByEntity & — MNSIEFHEiEESS , ATREENA 4P E I EEFSI{E,

BxIEEZSNEEER, EEMERXNELR , S GetPropertyValueHistoryAPl ##4E,

DataReaderByEntityi& R {Z M

"startDateTime": long, // In epoch sec, deprecated
"startTime": "string", // IS0-8601 timestamp format
"endDateTime": long, // In epoch sec, deprecated
"endTime": "string", // I1S0-8601 timestamp format
"properties": {
// A map of properties as in the get-entity API response
// property name as key,
// value is of type PropertyResponse
"string": "PropertyResponse"
.
"workspaceId": "string",
"selectedProperties": List:"string",
"propertyFilters": List:PropertyFilter,
"entityId": "string",
"componentName": "string",
"componentTypeId": "string",

"interpolation": InterpolationParameters,

"nextToken": "string",
"maxResults": int,
"orderByTime": "string"
}

DataReaderByEntityld 573

"propertyValues": [
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{

"entityPropertyReference": EntityPropertyReference, // The same
as EntityPropertyReference
"values": [
{
"timestamp": long, // Epoch sec, deprecated
"time": "string", // IS0-8601 timestamp format
"value": DataValue // The same as DataValue

}

}
1,

"nextToken": "string"

DataReaderByComponentType

ERECRAMBEAGRENERBEENE B FSE , FERAKIEFEERESR DataReaderByEntity, 4l
m, MBRERAMHRBE LN EFSIEYE , HELZESMIRBAYS | BUUAERAENDETERNHAE
EHHEN. FRAGIM  HEBEEWS M AN ERRS LRI 2B UE A,

AXRIEEENEMRE, EENBIANESR , B35 GetPropertyValueHistoryAP| ##4E,

DataReaderByComponentType &K # O

"startDateTime": long, // In epoch sec, deprecated
"startTime": "string", // IS0-8601 timestamp format
"endDateTime": long, // In epoch sec, deprecated
"endTime": "string", // IS0-8601 timestamp format
"properties": { // A map of properties as in the get-entity API response
// property name as key,
// value is of type PropertyResponse
"string": "PropertyResponse"
.
"workspaceId": "string",
"selectedProperties": List:"string",
"propertyFilters": List:PropertyFilter,
"componentTypeId": "string",
"interpolation": InterpolationParameters,

"nextToken": "string",
"maxResults": int,
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"orderByTime": "string"

}

DataReaderByComponentType M 5733 O

"propertyValues": [
{
"entityPropertyReference": EntityPropertyReference, // The same
as EntityPropertyReference
"entityId": "string",

"componentName": "string",
"values": [
{

"timestamp": long, // Epoch sec, deprecated
"time": "string", // IS0-8601 timestamp format
"value": DataValue // The same as DataValue

}
}
1,

"nextToken": "string"

DataReader

DataReader 2 — M iE L HEE#ESS , A LARR4E DataReaderByEntity MV 1ER
DataReaderByComponentType.

AXRIEEENEMRE, BEENBIANESR , B35 GetPropertyValueHistoryAP| #4E,

DataReader i&3R##Z O

EntityId f componentName 2A[IEM,

"startDateTime": long, // In epoch sec, deprecated

"startTime": "string", // IS0-8601 timestamp format

"endDateTime": long, // In epoch sec, deprecated

"endTime": "string", // IS0-8601 timestamp format

"properties": { // A map of properties as in the get-entity API response
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// property name as key,
// value is of type PropertyRequest
"string": "PropertyRequest"

iy

"workspaceId": "string",
"selectedProperties": List:"string",
"propertyFilters": List:PropertyFilter,
"entityId": "string",

"componentName": "string",
"componentTypeId": "string",
"interpolation": InterpolationParameters,
"nextToken": "string",

"maxResults": int,

"orderByTime": "string"

DataReader M p7 3% O

"propertyValues": [
{
"entityPropertyReference": EntityPropertyReference, // The same
as EntityPropertyReference

"values": [
{
"timestamp": long, // Epoch sec, deprecated
"time": "string", // IS0-8601 timestamp format
"value": DataValue // The same as DataValue

}

X
]I

"nextToken": "string"

AttributePropertyValueReaderByEntity

AttributePropertyValueReaderByEntity & —MNRIEFEERESE , IR THRIENEHFEHESEHEN
=

BRIEESNEMER, EBENMENER | BESH GetPropertyValueAPI #4E,

AttributePropertyValueReaderByEntity 72
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AttributePropertyValueReaderByEntity &K # 0

"properties": {
// property name as key,
// value is of type PropertyResponse
"string": "PropertyResponse"

}

"workspaceId": "string",

"entityId": "string",
"componentName": "string",
"selectedProperties": List:"string",

AttributePropertyValueReaderByEntity i 575 0

"propertyValues": {
"string": { // property name as key
"propertyReference": EntityPropertyReference, // The same
as EntityPropertyReference
"propertyValue": DataValue // The same as DataValue

DataWriter

DataWriter 2 —MNEFPHEEESR , TATRERFIIHELRELREHREFMS , BEIRRENAHF
PRE M,

AXRIEEENEMRE, FZENBRANESR , B3 BatchPutPropertyValuesAPI ##4E,

DataWriter i&E3R#0

"workspaceId": "string",
"properties": {
// entity id as key
"String": {
// property name as key,
// value is of type PropertyResponse

DataWriter 73


https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_PropertyResponse.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_EntityPropertyReference.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_DataValue.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_BatchPutPropertyValues.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_PropertyResponse.html

AWS loT TwinMaker

RAriEmE

"string": PropertyResponse
}
3,
"entries": [
{

"entryId": "string",

"entityPropertyReference": EntityPropertyReference, // The same

as EntityPropertyReference
"propertyValues": [
{
"timestamp": long, // Epoch sec, deprecated
"time": "string", // IS0-8601 timestamp format
"value": DataValue // The same as DataValue

DataWriter Tg 574 O

"errorEntries": [

{

"errors": List:BatchPutPropertyError // The value is a list of

type BatchPutPropertyError
}

=~
LA JSON 7RI 2N 5235 49 Wa B2 71 18 SR E £ R Bl
+ Schemalnitializer:
TR RBIFR R A A HREER B R AR ERER,

E3R:

"workspaceId": "myWorkspace",

ayt]|
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"properties": {
"modelId": {
"definition": {
"dataType": { "type": "STRING" },
"isExternalId": true,
"isFinal": true,
"isImported": false,
"isInherited": false,
"isRequiredInEntity": true,
"isStoredExternally": false,
"isTimeSeries": false,
"defaultValue": {
"stringValue": "myModelId"

},
"value": {
"stringValue": "myModelId"
}
},
"tableName": {
"definition": {
"dataType": { "type": "STRING" },
"isExternalId": false,
"isFinal": false,
"isImported": false,
"isInherited": false,
"isRequiredInEntity": false,
"isStoredExternally": false,
"isTimeSeries": false,
"defaultValue": {

"stringValue": "myTableName"
}
3,
"value": {
"stringValue": "myTableName"
}
}
}
}
el R
{

ayt]|
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"properties": {
"myPropertyl": {
"definition": {

"dataType": {
"type": "DOUBLE",
"unitOfMeasure": "%"
iy

"configuration": {
"myPropertylId": "idValue"
I
"isTimeSeries": true
}
1,
"myProperty2": {
"definition": {
"dataType": { "type": "STRING" },
"isTimeSeries": false,
"defaultValue": {
"stringValue": "property2Value"

« REERBPHRBDBERER

ER:

"workspaceId": "myWorkspace",
"entityId": "myEntity",
"componentName": "myComponent",
"properties": {
"assetId": {
"definition": {

"dataType": { "type": "STRING" },

"isExternalId": true,
"isFinal": true,
"isImported": false,
"isInherited": false,
"isRequiredInEntity": true,
"isStoredExternally": false,
"isTimeSeries": false

ayt]|
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3,
"value": {
"stringValue": "myAssetId"

}
},
"tableName": {
"definition": {
"dataType": { "type": "STRING" },
"isExternalId": false,
"isFinal": false,
"isImported": false,
"isInherited": false,
"isRequiredInEntity": false,
"isStoredExternally": false,
"isTimeSeries": false

I
"value": {
"stringValue": "myTableName"
}
}
}
}
M L
{

"properties": {
"myPropertyl": {
"definition": {

"dataType": {
"type": "DOUBLE",
"unitOfMeasure": "%"
},

"configuration": {
"myPropertylId": "idValue"
},
"isTimeSeries": true
}
b
"myProperty2": {
"definition": {
"dataType": { "type": "STRING" },
"isTimeSeries": false
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3,
"value": {
"stringValue": "property2Value"

 DataReaderByEntity #1 DataReader :

.
1B >K:

"workspaceId": "myWorkspace",
"entityId": "myEntity",
"componentName": "myComponent",
"selectedProperties": [
"Temperature",
"Pressure"
1,
"startTime": "2022-04-07T04:04:427",
"endTime": "2022-04-07TQ4:04:457",
"maxResults": 4,
"orderByTime": "ASCENDING",
"properties": {
"assetId": {
"definition": {
"dataType": { "type": "STRING" },
"isExternalId": true,
"isFinal": true,
"isImported": false,
"isInherited": false,
"isRequiredInEntity": true,
"isStoredExternally": false,
"isTimeSeries": false
b
"value": {
"stringValue": "myAssetId"

b
"Temperature": {
"definition": {
"configuration": {
"temperatureId": '"xyzl23"

ayt]|
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},
"dataType": {
"type": "DOUBLE",
"unitOfMeasure": "DEGC"
},

"isExternalld": false,
"isFinal": false,
"isImported": true,
"isInherited": false,
"isRequiredInEntity": false,
"isStoredExternally": false,
"isTimeSeries": true

iy

"Pressure": {
"definition": {
"configuration": {
"pressureId": "xyz456"

iy
"dataType": {
"type": "DOUBLE",
"unitOfMeasure": "MPA"
iy

"isExternalld": false,
"isFinal": false,
"isImported": true,
"isInherited": false,
"isRequiredInEntity": false,
"isStoredExternally": false,
"isTimeSeries": true

Me R

"propertyValues": [
{
"entityPropertyReference": {
"entityId": "myEntity",
"componentName": "myComponent",

ayt]|
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"propertyName": "Temperature"
I
"values": [
{
"time": "2022-04-07T04:04:427",
"value": {
"doubleValue": 588.168
}
},
{
"time": "2022-04-07T04:04:437",
"value": {
"doubleValue": 592.4224
}
}
]
}
1,
"nextToken": "qwertyuiop"

« AttributePropertyValueReaderByEntity:

ER:

"workspaceId": "myWorkspace",
"entityId": "myEntity",
"componentName": "myComponent",
"selectedProperties": [
"manufacturer",
1,
"properties": {
"assetId": {
"definition": {
"dataType": { "type": "STRING" },
"isExternalId": true,
"isFinal": true,
"isImported": false,
"isInherited": false,
"isRequiredInEntity": true,
"isStoredExternally": false,
"isTimeSeries": false

iy
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"value": {
"stringValue": "myAssetId"
}
1,

"manufacturer": {
"definition": {
"dataType": { "type": "STRING" },
"configuration": {
"manufacturerPropId": "MoQl1l"
.
"isExternalId": false,
"isFinal": false,
"isImported": false,
"isInherited": false,
"isRequiredInEntity": false,
"isStoredExternally": true,
"isTimeSeries": false

M R

"propertyValues": {
"manufacturer": {
"propertyReference": {
"propertyName": "manufacturer",
"entityId": "myEntity",
"componentName": "myComponent"
.
"propertyValue": {
"stringValue": "Amazon"

« DataWriter:

.
=
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"workspaceId": "myWorkspaceId",
"properties": {
"myEntity": {
"Temperature": {
"definition": {
"configuration": {
"temperatureId": '"xyzl23"
.
"dataType": {
"type": "DOUBLE",
"unitOfMeasure": "DEGC"
.
"isExternalId": false,
"isFinal": false,
"isImported": true,
"isInherited": false,
"isRequiredInEntity": false,
"isStoredExternally": false,
"isTimeSeries": true

}
1,
"entries": [
{
"entryId": "myEntity",
"entityPropertyReference": {
"entityId": "myEntity",
"componentName": "myComponent",
"propertyName": "Temperature"
1,
"propertyValues": [
{
"timestamp": 1626201120,
"value": {
"doubleValue": 95.6958
}
I
{
"timestamp": 1626201132,
"value": {
"doubleValue": 80.6959

ayt]|
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"errorEntries": [
{
"errors": [
{
"errorCode": "40@9",
"errorMessage": "Conflict value at same timestamp",
"entry": {
"entryId": "myEntity",
"entityPropertyReference": {
"entityId": "myEntity",
"componentName": "myComponent",
"propertyName": "Temperature"
},
"propertyValues": [
"time": "2022-04-07T04:04:42Z",
"value": {
"doubleValue": 95.6958
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AWS loT TwinMaker Athena FA&IIEIE 1288

BA[ET Athena RAGHIEIEIZRSF R M MEA AWS loT TwinMaker 126% 89 Athena 2iE. BRI LUER
Athena BIEMERFZELE K MEEAEIBIHIE. S UFERMAHENEZESEHAEBEN Athena
EHEBERIA B3k H Athena BRI EKIE,

AWS loT TwinMaker Athena $RIEiEZES £ R4

A Athena RIGHIFEZRRT 28l , BTN T BRFEA

« BIEIEE Athena KX EXEH Amazon S3 BiR. BXEH Athena WEE |, S Athena 314,
o )2 AWS loT TwinMaker T4EZE 8], & A LLTE AWS loT TwinMaker #8241 & 4l TEX,

o £/ Athena INRREFHZW ITIEZE IAM A, BXEZER |, HSH EXTHEX IAM AGLIFER
Athena BUIEIE#ERS.

« FE AWS loT TwinMakerfy KA A H R GEU R MAGIEKE, BXREZFEE , FSH RGNS —
SR,

o B3& AWS loT TwinMakerfI B iEiE RS, BXEZEER |, iB5S R AWS loT TwinMaker ZiEiE#
2%,

A Athena HIEE

ZEF A Athena BIEERESS | UK A Athena EESMEAH., REHFAHEEEE AWS loT
TwinMakeriz 5 A {8 B #Y 54K,

BT Athena BB E ROl 2 A HRR

FRAUTZRER Athena RIEHIEEZESAIE AWS loT TwinMaker A4 H -

-

SH#E AWS loT TwinMaker 2 #1&

2. {IARBIEXSCIEH TEX,

3. EEMSMIERFIEF AM4RE  AREFRUBAGRIDUTFEAHLBIETME,
4. 1 oBRAMRE TH , EECERSAHFR ID,
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Component type information

ID

com.test.athena.connector.example

Description

Example athena connector child component type

Must be less than 2048 characters

Base Type
Choose a pre-defined Component Type or create your own

com.amazon.athena.connector

5. & EER, WNTHIHIRS , EFEFRISHcom.amazon.athena.connector B Athena RI&EIE
ERER,

6. BYRUTFERERE Athena &R , EBAHRBHEFRR -
+ i%&$% Athena BIER.
. % Athena BIEE,
< EE REE
+ 1£3$% Athena TE4,
7. EBREREREFEFREN Athena BRE , NEREPEREITENI,

8. EBRIE ID B, ME—SAEE—F , ERNEBID 5, 4 F ID A FERR Athena &=
HRFE ST BISSRAY ID, AWS loT TwinMaker
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Athena Data Connector

Athena datasource
Select an Athena datasource

AwsDataCatalog

Athena Database

tabular_test_database

Table Name

tabular_test_data_service_record

Column Names
Select columns to include

V4 Table name Data type

v recordid bigint

assetid string

description string

dateperformed string

performedby string

datevalidated string

validatedby string

comments string

nextservicedate string

servicerecordurl string

External ID Column

assetid

Athena workgroup
Select an Athena workgroup

TestWorkgroup




AWS loT TwinMaker ArfEm
9. (W) FNIXLFFERMAWS FRZ | MEZR LI SA13# 1T oA MAE,
10. %3 QIBAHRE UTEHROIEAMHRE,

BIZEH Athena BiEEERRENAHF , FRHEMMERAE

FRAUTSRUESTHE Athena RIEBIZIERESZM AWS loT TwinMaker A4 H 1 F HiE B BISL/K

® Note

EETHRIER , "‘E’ijuﬁéﬁﬁ%‘éﬂuz\ R Athena RIEHIBERB[IENBEXRER, EEH
REEFT AR ER |, BT Athena HIEEREESOIBA MR R

1. S#El AWS IoT TwinMaker ##l &,

THRATEXHEEH TEX,

MEN SRR FERE KA, RFEFE @ ERINE IR RARR K,
B8 — MR,

ETREERMNAH , ®AHFENFRPEELEZAHIRR R
HAHRBETHNRES  AREENREFH IR A4KE D,

MAAHER. AHEF , ABEEZ B ComponentType BIZEH FUl, X2
ComponentType &£ A Athena BIEEZSRLIEN.

8. T ‘BM o+ , W AAHH athenaComponentExternallD,

Properties

¥ Properties

Property Data type isTimeSeries Storage isRequired Value
False Internal  True A0001

Add another property

9. EE RNIMAHNUTERAHFEIE,

MELERNBIR T W Athena BIBERRNAM , FEENEIANAMARE | FEEEINE,
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£/ Athena RIEEIEERZRT JSON SEFH

LAUF 2 Athena RIFBIBEERNTE JSON SERRRA, MEMAFELEZBE N BEEZRURAS
REWN TR,

"componentTypeId": "com.amazon.athena.connector",
"description": "Athena connector for syncing tabular data",
"workspaceId":"AmazonOwnedTypesWorkspace",
"propertyGroups": {
"tabularPropertyGroup": {
"groupType": "TABULAR",
"propertyNames": []

1,
"propertyDefinitions": {

"athenaDataSource": {

"dataType": { "type": "STRING" },
"isRequiredInEntity": true

.

"athenaDatabase": {

"dataType": { "type": "STRING" },
"isRequiredInEntity": true

.

"athenaTable": {

"dataType": { "type": "STRING" },
"isRequiredInEntity": true

.

"athenaWorkgroup": {

"dataType": { "type": "STRING" },
"isRequiredInEntity": true

.

"athenaExternalIdColumnName": {
"dataType": { "type": "STRING" },
"isRequiredInEntity": true,
"isExternalId": false

1,

"athenaComponentExternalld": {
"dataType": { "type": "STRING" },
"isStoredExternally": false,
"isRequiredInEntity": true,
"isExternalld": true
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}I

"functions": {
"tabularDataReaderByEntity": {
"implementedBy": {
"isNative": true

}

A Athena HIEE#EEES

B O LATE Grafana F E /R EH Athena RIIK{E, BXEZEE | EFSHE AWS loT TwinMaker
Grafana & #IERE K .

BREENER Athena REMEBIENES. , HBIIE Athena X1,
HEBR Athena BB E R R

BEFNFEBEBE Athena BIEE R EY ATREEEI FE WL [FE,
Athena TELAfIE :

L 4|2 Athena #E3£88 ComponentType B , Athena T/EAMTREM BB, BEF THEANTE
R,

IAM £ &R RERK

£ 812 ComponentType, [EISEAFRIN Ca A4 ZI=1T API BF , AWS loT TwinMaker; workspace
AET LD Athena APl 7RI PR, GetPropertyValue EE# IAM IR |, ES I 2 M EE MR
£ A AWS loT TwinMaker,

B E Grafana 1 Athena RIEHIE

Grafanatfi{i& 0] A T £ Grafana L o] #l{L IR BV RAEEIE |, Grafana — MUKRARE R , EBEHMIhEE
BlARIEPTE B M THERE TG | A EXTAthena#t ITAPIE A H SAthena# T E, AWS loT
TwinMakerZx £ B [0 2T B WAL B Grafana LAEFE Athena RIEEIE,

FRFZMH
EBE Grafana FHEHLUGEE Athena REHKIB 2T , BEBUT LREH :
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o SEEATE Q00T 0 R T 2 i AR KD R DN E AR o

& F Grafana Y Athena REHIE

IR E SR R IN{Ai% & Grafana HIRIAEE Athena REHIE.

-

FTFFREY AWS loT TwinMaker Grafana 13 #I R
EERREPERFE RIEER.

EEREEFERBIERR,

1% Get Property Value ( SREUEM{E ) Eifl,

HEFE— SR,

ERITET E Athena EAH #HE B H ComponentType A4,
%4 Athena RIBHIEEEFA.
MEFRATERIEHRENE M,
BEMERANBEEINFSIR , BERESRG, EANTEDR
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Panel Title

crit {componentName=" description {component equipment_type {compo status {componentNam: total {componentName= won {componentName=

Shutdown valve inspec.. VALVE COMPLETED 90563 128355
Damaged cable on SDV  VALVE COMPLETED 90041 128461
BYTN-04-TV-02385 do... VALVE COMPLETED 85611 128361
Shutdown vlv inspection VALVE COMPLETED YETLN 128531
RYTN-N2-XV-NA517 do VAIVF COMPIFTFED 71326 19R4RR
B Query 1 &3 Transform (0
3 W UEL FIUPE LY Vaue

TabularEntity1

Component Name TabularComponent

Property Group tabularPropertyGroup (TABULAR)

Selected Properties won (INTEGER) X status (STRING) X  total (INTEGER) X  crit (INTEGER) X  description (STRING) X  equipment_type (STRING) x

Filter @  crit (INTEGER)

5

W ®
OrderBy @  total (INTEGER)

DESC

W @

FF & AWS loT TwinMaker B (8] 7 5l 3038 1 13288

AN BUAAE step-by-stepiRIE R FF & Bt B 7 I B IBIEERT . A |, RADERBE T E T EA cookie
RGN E FES 3R ERESS R Hha3E 3D #H, stk A4, BIRFERESE. Cookie I
RBLERIFEEAWS loT TwinMaker =4I GitHub 17# FEEF K,

£

« AWS loT TwinMaker B [8 7 5l 5038 & #2288 SE R & A4
- NEAFIIBFEEERER

o« JERBYIR 5 BEIE R

- WHEHNBIEEES

o MR IRHERERS

- B2
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« ]2 AWS loT TwinMaker &R
o ETRRMHTA
« AWS loT TwinMaker cookie H ]~ ;x5 8 8] /F 5ll5E 1288

AWS loT TwinMaker B [B] 7 5 BB E #5288 o R4
F& R FIISREEE S, BNEERUTES |

« B2 AWS loT TwinMaker T4EX,
212 AWS loT TwinMaker A#KH,
812 AWS loT TwinMaker 4%,
(A% ) B9 EA A G EA MR,
( A% ) FEIRAWS loT TwinMaker ZiEiEEE O AR T #8 AWS loT TwinMaker i iEiE #388.

(® Note
BXREEXBHEZESR R , BFSREAA cookie K RAISEMATE,

B (6] S B E AR B =

BR-T , BEEE—RI 6 , BEF—EHFRIFNN— DK, SEWEXLEYEEN
AWS loT TwinMaker #ZMfafa , LAEETLUBE KR E &M HF S ERREZENNETRES.

BEAZEDZRE TR , HABLZEGNERFE R LM E Timestream BIBE., BHLEREH L
RPN ERAEFMEBE AWS loT TwinMaker RN EERIE, & 0] LAAE A A E] 7 51 BR 3B E 132 85 ST AL 1E
%, TRMRABMNRTRG , ZREIEFYEESRER,

Rows returned (1000+)
Results are paginated. Scroll through the result pages to see more query results.

Q 1 2 3 4 5 6 7 ..100 > &
TelemetryAssetld TelemetryAssetType measure, ._name time measure_value::varchar measure_value::double
Mixer_22_680b5b8e-1afe-4a77-87ab-834fbe5ba01e Mixer Temperature 2022-04-19 00:28:00.241000000 - 99.1292877197266
Mixer_20_0568f25f-116¢-429c-a974-5ceec065a6ac Mixe RPM 2022-04-19 00:28:00.241000000 - 59.4233207702637
Mixer_22_680b5b8e-1afe-4a77-87ab-834fbesba0le Mixe RPM 2022-04-19 00:28:00.241000000 - 59.9421195983887
Mixer_24_7ff0b75b-f0fa-43f0-bc89-b96337586d00 Mixe Temperature 2022-04-19 00:28:00.241000000 - 99.1292877197266
Mixer_25_cf42effc-ba19-48ba-bbc3-d21d2508ce31 Mixe RPM 2022-04-19 00:28:00.241000000 - 59.8453979492188
Mixer_20_0568f25f-116¢-429c-a974-5ceec065a6ac Mixer Temperature 2022-04-19 00:28:00.241000000 - 99.1292877197266
Mixer_24_7ff0b75b-f0fa-43f0-bc89-b96337586d00 Mixe RPM 2022-04-19 00:28:00.241000000 - 60.4532585144043
Mixer_15_0bbS66cd-d6f3-4804-9fe1-7d2abead82d0 Mixe RPM 2022-04-19 00:28:00.241000000 - 58.397144317627
Mixer_2_dBe76844-e739-4845-2748-a83983279376 Mixe RPM 2022-04-19 00:28:00.241000000 - 60.206958770752
Mixer_6_b66db3d3-c144-47b5-afb9-3a0150c53456 Mixe RPM 2022-04-19 00:28:00.241000000 - 60.206958770752
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https://docs.aws.amazon.com/iot-twinmaker/latest/guide/twinmaker-component-types.html
https://docs.aws.amazon.com/iot-twinmaker/latest/guide/twinmaker-gs-entity.html
https://docs.aws.amazon.com/iot-twinmaker/latest/guide/twinmaker-component-types.htm
https://docs.aws.amazon.com/iot-twinmaker/latest/guide/data-connector-interface.html

AWS loT TwinMaker AriEE

REBE T ERAOBIEEM Timestream RAJEAWS loT TwinMaker =4l GitHub FZEEHHEE. 2
BSREAXHM cookie H REEREE:S  HERMaENREBER R

B (8] Fr S & 38 1 R BR TR

NTFHIBELTEER , NAGEFAHERTE P AWS loT TwinMaker 3REV4E 4 F4H 4 B AERE o
AWS loT TwinMaker S B 4 52Z i {ET APl RS —EiE K %S AWS Lambda Bk,

AWS loT TwinMaker £/ Lambda E# 15 R MK B HERNER , FREXEEHANE
£o Lambda WBERABEFEPNAFMEAFREBEHEETDHBTFTR,

Lambda EH# Y4 RFREE API R IREIA R,

AWS loT TwinMaker E X IEERESFEOD , HEMA1ZEOS Lambda RE#H TR E, B @S KIEE
$#38% , M AWS loT TwinMaker APl EWHIENRFR , MEZHTEMHEFEITR, TEELR T 8 JLRER
HERBER.

Service-Owned Customer-owned

Connector Request

= properties from queried component type
+ properties from queried component (if specified component)
+ validated parameters from API

API request B Connector request query
» TwinMaker Data Plane APIs - > 3P Comnectors ————————> ngerying Data
API response N Connector response query result Source

Tt & B8] B B 48 % 2 2m

UTERFESRT —fFAER  ZERNLUEE A WEINEEMR B 7Y BiEEERE. EXRTRUTAT
N

1. SIERARAVEMAFRE

FAMRER , BUNELEAHRAZNEARYE. ETHRAEXAHREEUNESER , F5
PAfERMOIEEHRE,

AWS loT TwinMaker AR A-AHEZERN | RS MABERES - K&, RNBWEFRE
MNIETEZEN —IPRE , AEATENAFRENTRNBERETEE,

LT RBINET w—INEHEMEHN Timestream ExH #EH -

{"componentTypeId": "com.example.timestream-telemetry",
"workspaceId": "MyWorkspace",
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https://en.wikipedia.org/wiki/Entity_component_system
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"functions": {
"dataReader": {
"implementedBy": {
"lambda": {

arn": "lambdaArn"

},
"propertyDefinitions": {

"telemetryType": {
"dataType": { "type": "STRING" },
"isExternalId": false,
"isStoredExternally": false,
"isTimeSeries": false,
"isRequiredInEntity": true

},

"telemetryId": {
"dataType": { "type": "STRING" },
"isExternalId": true,
"isStoredExternally": false,
"isTimeSeries": false,
"isRequiredInEntity": true

.

"Temperature": {
"dataType": { "type": "DOUBLE" 3},
"isExternalId": false,
"isTimeSeries": true,
"isStoredExternally": true,
"isRequiredInEntity": false

LA RBENXBLIEDT

« ZtelemetryIdEMFRRMENHERFYIET H WM -4, BIEEZSFEALBEEERNMRE
&, REOESLETE RKNE, I, MREN telemetryId BEBEMNALRIETEE API
A , MEFIKSIKREZ ID , YENATURITREER,

« 3% lambdaArn ZEIFBAMHREFTAMN Lambda B,

* 1% isRequiredInEntity #EEHICIE ID. XMrERY , XHEEA AR, BN
ID tE &=l
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« FTelemetryIdERNINER ID RIMBIA KB D | LERLAE Timestream FkAIRBIZIE
2. HAHRBCIEAH

EFEACENAMRE | KHBAHTREMNNERBERRBEIRRE, UTSRIFANE T I
A ERE

a
b.

- o o o

EME AWS loT TwinMaker 2% & o

ERHITHAEEHTSIBAHXRNE —NITERK,

SMEXAERHE,

BIEIEA , IMNREFEFRE LK,

EREFANIEE | EF RMAG LT R NAHRE,

BIEAHER , X TAHARE | EREEEIRRCENAMHRE, CIREMNERAHE

#,

3. BEAEXREFA Lambda EZS

Lambda E#ERFZHRIBERER , ARERMALERNERETAFERRERERER. AT RHIE
AT HAT IR IER JSON HEREMR,

"workspaceId": "MyWorkspace",
"entityId": "MyEntity",
"componentName": "TelemetryData",

"selectedProperties": ["Temperature"],
"startTime": "2022-08-25T00:00:00Z",
"endTime": "2022-08-25T00:00:05Z",
"maxResults": 3,
"orderByTime": "ASCENDING",
"properties": {
"telemetryType": {
"definition": {
"dataType": { "type": "STRING" },
"isExternalld": false,
"isFinal": false,
"isImported": false,
"isInherited": false,
"isRequiredInEntity": false,
"isStoredExternally": false,
"isTimeSeries": false
},

"value": {
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"stringValue": "Mixer"

},
"telemetryId": {
"definition": {
"dataType": { "type": "STRING" },
"isExternalId": true,
"isFinal": true,
"isImported": false,
"isInherited": false,
"isRequiredInEntity": true,
"isStoredExternally": false,
"isTimeSeries": false
.
"value": {
"stringValue": "item_A0Q1"

.
"Temperature": {
"definition": {

"dataType": { "type": "DOUBLE", },
"isExternalId": false,
"isFinal": false,
"isImported": true,
"isInherited": false,
"isRequiredInEntity": false,
"isStoredExternally": false,
"isTimeSeries": true

}
}
}
}
FRRBER

« selectedProperties @—M3K , BAEFEE Timestream N ENE .

« startDateTime., startTime. EndDateTime ] endTime FERIEEFERWAIETE, X)R
ETIRENEBENERTEE,

« entityld REENPERBIEHNEEE .
« componentName REEMNPERKIFEHALHE W,
« £ orderByTime FEREEBL RN E RIAF,
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EREBREGERD , RNFEHELENEE O ARATER EIRFIRGLS EDE 9 —RIIBER, @

NIEAABFET :
{
"propertyValues": [
{

"entityPropertyReference": {
"entityId": "MyEntity",
"componentName": "TelemetryData",
"propertyName": "Temperature"

1,

"values": [

{
"time": "2022-08-25T00:00:00Z",
"value": {
"doubleValue": 588.168
}
.
{
"time": "2022-08-25T00:00:0172",
"value": {
"doubleValue": 592.4224
}
.
{
"time": "2022-08-25T00:00:027",
"value": {
"doubleValue": 594.9383
}
}
]
}
1,
"nextToken": "..."

4. RENAMRE  FHISHHEM

LT JSON BiRER T ZEaWM AN BN A RAMFRE
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"componentTypeId": "com.example.timestream-telemetry",

"workspaceId": "MyWorkspace",
"functions": {
"dataReader": {
"implementedBy": {
"lambda": {

arn": "lambdaArn"

},
"propertyDefinitions": {

"telemetryType": {
"dataType": { "type": "STRING" },
"isExternalId": false,
"isStoredExternally": false,
"isTimeSeries": false,
"isRequiredInEntity": true

},

"telemetryId": {
"dataType": { "type": "STRING" },
"isExternalId": true,
"isStoredExternally": false,
"isTimeSeries": false,
"isRequiredInEntity": true

I

"Temperature": {
"dataType": { "type": "DOUBLE" 3},
"isExternalId": false,
"isTimeSeries": true,
"isStoredExternally": true,
"isRequiredInEntity": false

},

"RPM": {
"dataType": { "type": "DOUBLE" },
"isExternalld": false,
"isTimeSeries": true,
"isStoredExternally": true,
"isRequiredInEntity": false

}

5. BE#H Lambda iE#Ee , LA EBEZEMH
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AWS loT TwinMaker ##&FH APl XFEENERFERASNEM , FABEIRHEZIRFK AWS loT

TwinMaker BRERXY E RV £ NiEKRselectedProperties,

LT JSON R R A HRENER , ZERIAEISHHNEENER.

{
"workspaceId": "MyWorkspace",
"entityId": "MyEntity",
"componentName": "TelemetryData",

"selectedProperties": ["Temperature", "RPM"],
"startTime": "2022-08-25T00:00:00Z",
"endTime": "2022-08-25T00:00:05Z",
"maxResults": 3,
"orderByTime": "ASCENDING",
"properties": {
"telemetryType": {
"definition": {
"dataType": { "type": "STRING" },
"isExternalIld": false,
"isFinal": false,
"isImported": false,
"isInherited": false,
"isRequiredInEntity": false,
"isStoredExternally": false,
"isTimeSeries": false
},
"value": {
"stringValue": "Mixer"

},
"telemetryId": {
"definition": {
"dataType": { "type": "STRING" },
"isExternalId": true,
"isFinal": true,
"isImported": false,
"isInherited": false,
"isRequiredInEntity": true,
"isStoredExternally": false,
"isTimeSeries": false
.

"value": {
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"stringValue": "item_A0Q1"

iy
"Temperature": {
"definition": {

"dataType": { "type": "DOUBLE" },

"isExternalId": false,
"isFinal": false,
"isImported": true,
"isInherited": false,
"isRequiredInEntity": false,
"isStoredExternally": false,
"isTimeSeries": true

}
},
"RPM": {
"definition": {
"dataType": { "type": "DOUBLE" 3},
"isExternalId": false,
"isFinal": false,
"isImported": true,
"isInherited": false,
"isRequiredInEntity": false,
"isStoredExternally": false,
"isTimeSeries": true
}
}

B4 | EIE T BIEHAA R B AT -

{
"propertyValues": [
{

"entityPropertyReference": {
"entityId": "MyEntity",
"componentName": "TelemetryData",
"propertyName": "Temperature"

}

"values": [

{

"time": "2022-08-25T00:00:00Z",
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"value": {
"doubleValue": 588.168
}
I
{
"time": "2022-08-25T00:00:01Z",
"value": {
"doubleValue": 592.4224
}
I
{
"time": "2022-08-25T00:00:027",
"value": {
"doubleValue": 594.9383
}
}
]
I
{

"entityPropertyReference": {
"entityId": "MyEntity",
"componentName": "TelemetryData",
"propertyName": "RPM"

I

"values": [

{
"time": "2022-08-25T00:00:00Z",
"value": {
"doubleValue": 59
}
},
{
"time": "2022-08-25T00:00:01Z",
"value": {
"doubleValue": 60
}
},
{
"time": "2022-08-25T00:00:02Z",
"value": {
"doubleValue": 60
}
}
]
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}
1,

"nextToken": "

}

(® Note

RAFDIME , BRPVNTEANMERATHRERYE. XEREEATALNEYE , WE
RANR 100, MBEFHEEBHHEL , WSNMNEENE 100 MER , 2545 500 M
&R

BXSLMRA |, 55 LR Snowflake E#EEE R, GitHub

Cit SR Y R R BT

WERE

Lambda E#ZR UL HFE., EHIEEE APIBAF , AWS loT TwinMaker IRFEFF
Lambda EFUREIME, MREZBFZUNE|ILXFE , MRFFERE AWS loT TwinMaker Fxif
HAConnectorFailure , ik API HEF IR EIRBEHES AL L T B,

A5 T

ERBIH | Timestream B TSEAEKE , AT AMTES T, B2 , W TFHMAM>ERED (5
msSQL) , TREFEEFNMEESEXINESN D MEE, Snowflake EEESRRHITTLALLE SQL # O
Do

2 AWS loT TwinMaker @i & #2250 N 32 MR B #T S AT | ZFEEREE| APl EF iR 2 Bl S
mER, YS5BasERS —NERPE |, EXNE#IT AWS IoT TwinMaker 8% |, R B NHELXST
Lambda 188, RIMNBWEE2OSEPRNBRESR,

i SRRV EHERR

REEGEESEEZSAHEB G , BNATULEH K , ERMNBNEBVESIEER AWS loT
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https://github.com/aws-samples/aws-iot-twinmaker-samples-snowflake/blob/main/src/modules/snowflake/data-connector/lambda_connectors/data_reader_by_entity.py
https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/timestream-query.html#TimestreamQuery.Client.query
https://github.com/aws-samples/aws-iot-twinmaker-samples-snowflake/blob/main/src/modules/snowflake/data-connector/lambda_connectors/data_reader_by_entity.py
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AXMid Lambda BEMELEL  HSMN Lambda BMAMA N AR ARF. AWS CDK
REH

BX Timestream RIEZEHEXHY , i5SH Timestream Z £k,

Bk SQL XA HRA] , SR AWS loT TwinMaker Rl GitHub 7% FEF#I LA Python BIZR,
B2 AWS loT TwinMaker ‘&R

LI Lambda EEE , EBAILAEILAWS loT TwinMaker #2414 3 AWS loT TwinMaker AP| &2 i &
PHRRB SEMAGZRKNER,

® Note

MR BIZBR GitHub RGP A% E U BB 1TIRIE , WFTHE AWS loT TwinMaker BIRER R B3 7]
o BAILATEAWS loT TwinMaker GitHub AR EFAHRBEEN ., —BEMAHER T I
PHREB MELEEFZAGERBENEME L FMEEK,

SRR i

BNBWUESHITERN L AWS loT TwinMaker , ARIEHIEFEEBR BB X end-to-end, E B LB
& GetPropertyValueHistoryAPl SR#EAWS loT TwinMaker $2#| & B RIT IR E,

AWS loT TwinMaker Workspaces » CookieFactory

MixerComponent

Component information

Name

Mi; nt

Type
com.example.cookiefactory.mixer

Status

roperties JSON

Test connector

Select the properties from "MixerComponent” and a tim

Timeseries properties (max 10 supported)

erties (max 10 supported)
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https://docs.aws.amazon.com/lambda/latest/dg/testing-functions.html
https://docs.aws.amazon.com/serverless-application-model/latest/developerguide/serverless-cdk-testing.html
https://docs.aws.amazon.com/timestream/latest/developerguide/security.html
https://github.com/aws-samples/aws-iot-twinmaker-samples/blob/main/src/libs/udq_helper_utils/udq_utils/sql_detector.py
https://console.aws.amazon.com/iottwinmaker/
https://github.com/aws-samples/aws-iot-twinmaker-samples/tree/main/src/workspaces/cookiefactory/component_types
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_GetPropertyValueHistory.html
https://console.aws.amazon.com/iottwinmaker/
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£ AWS loT TwinMaker ##l&F |, HREAHFMAEE , AFE WA T , BLFINAGPNAE
BHEERSIFEARE . &I A KM X A v S8 M= Bt (8] 7 5B A R non-time-series B, Xt T A
FHEMY , Bl LAER GetPropertyValueHistoryAPI , ¥ F non-time-series B , th a] LAfE R
GetPropertyValueAPl, RZH Lambda EZSRIFZEMER , NATLLERSTEM,

JSON

Test connector

BT R A

IE |, BATLURE AWS loT TwinMaker Grafana = #IE R AE B IEFR. &iE 7 LAERH GitHub 174#
JE A3 5 E A B AEE S BSAWS loT TwinMaker Rl , AEFENREBZESEMAH,

AWS loT TwinMaker cookie 1~ /=i & 8] /F Il 132 88

cookie T Lambda BRI THE LHKE, GitHUDREEGEEZBERETHGFRBZE , &1

ARATLAEF R |, BRIEZIEBNIEIEER AWS loT TwinMakerZ BIRIE Lambda iE#Eeg, BAILE

Lambda 2§ & M Lambda B%R , A LAE AWS CDKZA iR, B <Nix Lambda B E 215
BEZ MR Lambda BERA AN XN AREF, AWS CDK

cookie ] AR R B

AHRBENTHBAGRENBEARM. XT cookie T/ Rl , HEREMNYBEHAHHLZMERINE
B, REERMNATREAHRBEPECNERY, fimn , ATREPELTRERFRKE,
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https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_GetPropertyValueHistory.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_GetPropertyValue.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_GetPropertyValue.html
https://docs.aws.amazon.com/iot-twinmaker/latest/guide/grafana-integration.html
https://github.com/aws-samples/aws-iot-twinmaker-samples/tree/main/src/modules/s3
https://github.com/aws-samples/aws-iot-twinmaker-samples/tree/main/src/modules/s3
https://github.com/aws-samples/aws-iot-twinmaker-samples/blob/main/src/modules/timestream_telemetry/lambda_function/udq_data_reader.py
https://docs.aws.amazon.com/serverless-application-model/latest/developerguide/serverless-cdk-testing.html
https://docs.aws.amazon.com/lambda/latest/dg/testing-functions.html
https://docs.aws.amazon.com/serverless-application-model/latest/developerguide/serverless-cdk-testing.html
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{
"componentTypelId": "com.example.cookiefactory.mixer"
"propertyDefinitions": {
"RPM": {
"dataType": { "type": "DOUBLE" },
"isTimeSeries": true,
"isRequiredInEntity": false,
"isExternalId": false,
"isStoredExternally": true
1,
"Temperature": {
"dataType": { "type": "DOUBLE" },
"isTimeSeries": true,
"isRequiredInEntity": false,
"isExternalld": false,
"isStoredExternally": true
}
}
}

Blan | YIREHFATBETE Timestream BIEEHRIENEE , 7 SQL BIEEH IS4 ICRK , RELE
RRSGFILSERBE, QESMEAM , HRENEXEXEK , STRNSERREREXEHERSE
FAEAE, EXHERIT , SMMEEBEE—MtelemetryIdEMRIFIRMENBIRR P 2 A4 MHE—
. EEZtelemetryIdEMHAEMNFA : AJMERBEEERPHZEERAERERNS  REAS
EAEHNE ; MREEHETE API IHNF I EZtelemetryIdEHEE , NEFIKLIREM D, H1E
HENTURITREERK.

WMRFERINED ID FMBAMHRE | MELXETimeStreamFRBHIFIRZAH, TelemetryId

"componentTypeId": "com.example.cookiefactory.mixer"
"propertyDefinitions": {
"telemetryId": {
"dataType": { "type": "STRING" },
"isTimeSeries": false,
"isRequiredInEntity": true,
"isExternalId": true,
"isStoredExternally": false
.
"RPM": {
"dataType": { "type": "DOUBLE" 3},
"isTimeSeries": true,
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"isRequiredInEntity": false,
"isExternalld": false,
"isStoredExternally": true

I

"Temperature": {
"dataType": { "type": "DOUBLE" },
"isTimeSeries": true,
"isRequiredInEntity": false,
"isExternalId": false,
"isStoredExternally": true

B , WELT JSON REIFTR , BATKEARE K WaterTanko

"componentTypeId": "com.example.cookiefactory.watertank",
"propertyDefinitions": {

"flowRatel": {
"dataType": { "type": "DOUBLE" },
"isTimeSeries": true,
"isRequiredInEntity": false,
"isExternalld": false,
"isStoredExternally": true

.

"flowrate2": {
"dataType": { "type": "DOUBLE" },
"isTimeSeries": true,
"isRequiredInEntity": false,
"isExternalId": false,
"isStoredExternally": true

},

"tankVolumel": {
"dataType": { "type": "DOUBLE" },
"isTimeSeries": true,
"isRequiredInEntity": false,
"isExternalld": false,
"isStoredExternally": true

.

"tankVolume2": {
"dataType": { "type": "DOUBLE" },
"isTimeSeries": true,

AWS loT TwinMaker cookie T|~ ¥ #EE #85
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"isRequiredInEntity": false,
"isExternalld": false,
"isStoredExternally": true

.

"telemetryId": {
"dataType": { "type": "STRING" },
"isTimeSeries": false,
"isRequiredInEntity": true,
"isExternalId": true,
"isStoredExternally": false

NREXHFEENERNEMLE , TelemetryType R IENEHEBEM BXRH , BSHAWS
loT TwinMaker Rl GitHub ZfEEFENMAHRE, B—IPRPERATERRE , HEATENL
TelemetryType , BT TelemetryId # TelemetryType EENEHEMERXRAHLE |
Dt H A FRBHE,

Lambda =4l

Lambda EEREBHEHEERR , A EEAALEREREUHFHELZZTHEIERR. LT JSON R
BIERT KEZE Lambda B RHBIER,

'workspaceId': 'CookieFactory',
'selectedProperties': ['Temperature'],
'startDateTime': 1648796400,
'startTime': '2022-04-01T07:00:00.0007"',
'endDateTime': 1650610799,
'endTime': '2022-04-22T06:59:59.000Z",
'properties': {
"telemetryId': {
'definition': {
'dataType': { 'type': 'STRING' },
'isTimeSeries': False,
'isRequiredInEntity': True,
'isExternalld': True,
'isStoredExternally': False,
'isImported': False,
'isFinal': False,
'isInherited': True,

}I
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'value': {
'stringValue': 'Mixer_22_680b5b8e-lafe-4a77-87ab-834fbe5badle’

}
'Temperature': {
'definition': {

'dataType': { 'type': 'DOUBLE' },
'isTimeSeries': True,
'isRequiredInEntity': False,
'isExternalld': False,
'isStoredExternally': True,
'isImported': False,
'isFinal': False,
'isInherited': False

}
'RPM': {
'definition': {

'dataType': { 'type': 'DOUBLE' },
'isTimeSeries': True,
'isRequiredInEntity': False,
'isExternalld': False,
'isStoredExternally': True,
'isImported': False,
'isFinal':False,
'isInherited': False

1,
'entityId': 'Mixer_22_d133c9d0-472c-48bb-8f14-541f3890bcofe’,

'componentName': 'MixerComponent',
'maxResults': 100,
'orderByTime': 'ASCENDING'

Lambda BB B BHAEXZANAENEHRIE. AWS loT TwinMaker 121 7T HHEEHME | &
MiZAEH ID IBE—PEFLNE, Fln  BERBAGRBRINER (XEBIRAGHEER ) H+
BETEXFMEEAHNERRS , IEHREFAGEXEBEHEE L,

NTREENER , MEENENERT % , RNFEELENEEQRNRNEAFNEEAHRY
—RIBEHAR, ERFHAHELT

SELECT measure_name, time, measure_value::double
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FROM {database_name}.{table_name}

WHERE time < from_iso8601_timestamp('{request.start_timel}"')
AND time >= from_iso8601_timestamp('{request.end_timel}"')
AND TelemetryId = '{telemetry_id}'

AND measure_name = '{selected_property}'

ORDER BY time {request.orderByTime}
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BIENEmE AWS loT TwinMaker 7=

DRERBFFENZLEAN. ENRRERFFENTELSN, THRNAFER. HEFIHE. 5
B8, FRENAXANRNEZR  UERFFEATACEERHRAGRE -3

IR MTBUTER :

- BIEE—NFRA

o F%RE L& F AWS loT TwinMaker %R E
- BIEHE

o [ESEHRINEERGL

- HRIEBRE

. RESNGE

- 3D BRER KX

- BIRFR

IEE —MARE

GREBPABREINKFZFE, WRFRH 3D RE, BERGCGEXHERK. REHANNEZRME, RSP
MITE (BlansT S ) AR ENEHEH 20 AWS loT TwinMaker R 48, EAATEEEHME
B, DA E RS SRR,

ERNRBESAZBNEHITMHEIL AWS loT TwinMaker

&R BAER AWS loT TwinMaker SEHNBFREBHITRNRE, A TREKEZRER , ZIMEW
AR IRERN IR PR ER

D BHAEELNMEFLER N, EFERAFXRIMEMEEMRE, S0, T CAD EEXY
AHERRS. BNBUAERXLEEBYNMEHBLOESOHEEE  RAEENERATH AWS loT
TwinMaker &, MRERHCIEFH 3D EH AWS loT TwinMaker , NN EMAT K EHEFFEER G
FRIFIZAKFE, NERDBRTE A G AT R ER AN AT,

BEEREHABDXERD  BEEATTFEMEESTE |, 20 DRACO 3D HiEKESE.

REACGEBELLFMMERE, WRETFTELEPETERE , TERIERE PEGC AKX , TFE
PNG X, BUUFERAFRECEEES TE (0 Basis Universal SUEESR ) E4RSCE XK,

Bl =A 110


https://google.github.io/draco/
https://www.khronos.org/blog/google-and-binomial-contribute-basis-universal-texture-format-to-khronos-gltf-3d-transmission-open-standard

AWS loT TwinMaker AriEE

AWS loT TwinMakertt BERY B £ /5 R

EIREHEMBE AWS loT TwinMaker , i&F LT BR&IF & E KK,

* AWS loT TwinMaker 3% ERMBEEUR T M. ZMEREFRNITENEHEE T R,

o BATEWIER AWS loT TwinMakerFr B X R ZA 2 S8R /NTF 100 F7o

« BIEWEMNMZENXNREBN 200 1 FAFRFHNRBEBEINE 200 UL, 2FRZ IR
£,

o BMNEBWARPMHE— 3D BRFEMNEKRNFTET 100 KFF, EU , BREX K[NEGNTRE , B9
RERIBEMBRE S A RE T FRAIFRIE,

« MABRT , ZRERHEXR, ATUEZERRMFANTE , LMEEXEXNRRE , IEENRE
BRERE. BNBUBIIREA—=RA, EFTENHRGERARE , ABREZEDEFEXLT

hY 74
o

THEZ

ERXERR , TRESHTRESZSMEENMLLRT,

« AR OBJ HE A EF ) GLTF LA ER AWS IoT TwinMaker
- HENITAEMLL 3D HE

- RILFFUIREE TR WebGL tERE

&R E&E AWS loT TwinMaker &R E

B ERARRERHNERSFEMARFTEENAZSTHNEMER. E AWS loT TwinMaker 7
XLERR  BERARREZRS AR LAXERR,

e B8R LA RRE
BB SBRAEM AWS loT TwinMaker 25 &35 X 4 R MBI R .

1. EEMNSHMEEN “TEZA"T , &&F FRE"
2. EE HRMAR, REEFRE LR
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https://aws.amazon.com/blogs/iot/how-to-convert-and-compress-obj-models-to-glb-gltf-for-use-with-aws-iot-twinmaker/
https://medium.com/@michael.andrew/6-things-you-havent-optimised-in-your-webvr-content-272d74d541f0
https://www.soft8soft.com/docs/manual/en/introduction/Optimizing-WebGL-performance.html

AWS loT TwinMaker

RAriEmE

Resource Library i«

Resources (4)

‘ Q. Find resources
File icon Name

CookieFactoryWaterTank.glb
CookieFactoryMixer.glb
CookieFactoryLine.glb

CookieFactoryEnvironment....

BlEg =
RS | EHRE—

BENMTHXEGRMVERNEMRE,

® Note

EOIEGRZE , BACIR-DNTEZH,

FRAUTSREDCIEZG S AWS loT TwinMaker,

1. BfIFZRE%,
2. %32 Create scene ( BIE#H SR ),

3. ERCEBERT  WAFZENIHNER
BERE, BWERNSTZ R

4. HEBEFHIRRASE,
IS

BR , UMERRBHRFFE. &
bﬂ?&“:##HJ:"Ii%&ﬁéﬂiiﬂﬂ%%mﬁkﬁﬁ’]%&—T—XXH’&Hn

iR Create scence ( 8IS )

1 &
Created v

April 28, 2023 at 14:27:45 (...
April 28, 2023 at 14:27:44 (...
April 28, 2023 at 14:27:44 (...

April 28, 2023 at 14:27:43 (...

LS A LERFIRER 3D R |, REH
BENRUUSEZENEFRYHZER , twA[BL

BFEIERNEN SREFRE 95
AV R eI 2 EREEENT T .
o WA

BRRERDEEEEMITY , WA &R

Wi REEEITT |, WEAFTIAERA

BEGF
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EZ = AWS loT TwinMaker {EH 3D Sfin

AWS loT TwinMaker 3 R85 —A Sz , AR TEZ RN 3D ZAFSHEM. BEHRAMAER
K9 3D ZRIMNRRE , ATLAERANT /N MR RIET

« REF  FAREFEOEFTNRBERRAEHPEERAHAFNBEENRE.

- HREH  HREMZ 3D 2, ALERZREQCNEBZERANEM 3D iR

- REBRREH  TUERARARREEGRPFENRERE. CHAEEOMNEM,

« IRPMITHR: EARNPTEEER EMLBHNR. CHAEZRERPILEE 3D HREH L.

c WEBRELNIR  FRRERGEL N IARRERGSUBRGINIMELHERAA, A
EZSUENETAKIRNTE,

- BREN  BESRES LS BROERABEBYN T AED . et BREERH DU
e, BER  BEARFLNRE , AEELICARMWALRR LESFREI DT,

%5 AWS loT TwinMaker F{#f 3D S#7 113
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g

Edit{cameralGizmo]

RREHER LN RREARBEZATRNIIFSIE T AT 6

- B BREESEPHRE—RER.

- B ERBEPHRE-RER.

o INE (+) : FEARATLAGRIATIRE : FMNZET R, A/ 3D HE, RIFRZ., IR FZRM
BREEESS,

« BERSMAEE  TRZRBELSNER , BEMFB,
o EURYE (IRR ) : fERR LR T BREZ RAP RVIEEX R
s WERBHATE  ERALKREAT TR, EENEREENR.

[B] SE 4R 778 0 [ E 5% 48k 2k

LA LU EENES Y E KM INE AWS loT TwinMaker 17 2S04k, XEEGLTIEMAEX 3D &
HYEENS , FEURERM 7 ShHNIBER D B IR,

1. 1& AWS IoT TwinMaker 4| & P S EIENIZ =,

DN E Bk 114


https://console.aws.amazon.com/iottwinmaker/
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2. EGRBRREMFELED | EBRENEGLEESINSE,

3. BT +#&Y , AN THRETHEFENEFARRMNEFEL, SEFLHGAANEBERLANATE
%,

4. HEREHRP , TUBEESGLHRAEUATRE :

- REBXEW
« REAMUENGERE
- REBKKEE
« BHRRR
- EEENTERNETYH
5. ERERBXFHRBZEX, ERRGHPIERENEPMBEKATME, ERKET 5 HIHAR
&K B o

6. MEREHPERRENRELRE , IRRESVNEFERERERBGINRENAFBIRER.

17 S 1858 n 8
AWS loT TwinMaker R85 —ATE , ATHB, HENRESRBEEN R,
R B HALAE AWS 10T TwinMaker 55 56 3 7 1638 0 4588 2 B

. ER B B &
. FEEE
. YRR R A

XM IET R R

AWS loT TwinMaker R EEGRPREHREN NN R, XFPERREIEE T AL EEF IR HIE
BRERPRERE. RE, XRVERENVE,

1. #& AWS loT TwinMaker 1Z & P S B BN 7 R,

2. BT +#E ARBNTHETHREREF—MNET. XARERER, XF, HREH + XEPNE
fAIZRP

HEE RN 3D ZRPBI KR | HiZSEXIREEE R —MEE,
3. ERENFEHEEFTENEETRT.

RS 115


https://console.aws.amazon.com/iottwinmaker/
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TR

AWS loT TwinMaker ¥ I&HERFIEE 3D BEN FEEANENARERY |, fIIIRE, THEH
A,

D WENHERNEEHE  IEAKFETLUFREN FREEENBRAREPHN FER, 5, &

BALRLERSE , ARANEAN S ( MR, SEREH ) FFENDERES SERN 7
A,

HERPRFEFN 3D XHFHEN : GLB M GLTF,

1. £ AWS loT TwinMaker 12| & RS EIENF R,

2. MAGEPRAERE , NAREIMN + REFHTEERFN—MEER,

3. ERZSRRREHFTIIHNER ERE, BEAGHNETEETINAA FEE,

(® Note
MEEEFIFHNEMFRE , NZRETRAREEN S SEMFEE,

4. BYRTRERNTAYE  FRTHELTREREHD FERZHANNRER.

5, BEREFEERE (UWEHINE )  IRRESNEERFEERTT, CAKRERXEETRR
ERFREHE,

6. ERTHEFIGFE. XF. ANRREESE  BERRENTLETRENE +.

iR SR IR R SE4R
AWS loT TwinMaker 7 R A F L ERREBEEXEMRPRENEN. UTTREBETUBEERE
P AR T R LE R4

1. £ AWS loT TwinMaker 2 &l & P S ENIZ =,
2. ABEEREN  REEBRERINZANFTE,
3. EBZRER, B+ 1R, RAENTHRIIRPIEFE—NEIR :

i %\iﬂug-ﬁ_l\\\
o in3DEH
« NINIR

FHER %R 116


https://console.aws.amazon.com/iottwinmaker/
https://console.aws.amazon.com/iottwinmaker/

AWS I0T TwinMaker Tt
« MR E AR
o« ANIIFRE
- MINREEEIR
« AINETIERER
4. MNTHRIIRFERE—NETE , MEABTFEASR 2 PEEREN FAENATIR.
5, RRFRAEAEBRREHFTEANIFHNITER , AIUNFARNEERRAERTENFF.

R SRAR A IERE

% AWS loT TwinMaker 44888 L FIRAN KRB REWPREATRRNINER. ERHZEM Markdown
BIER,

BXREH Markdown RENEZEE | SR AEX Markdown EZEHE 5 XEARIEE,

® Note
AWS loT TwinMaker X FREFEFE i1 Markdown i&3% , mMA= HTML.

[ SRR A D oE R
1. 1£ AWS loT TwinMaker & & RS MBI ENF R,
2. MNZSRREHPEEEIRNTR, NRXBERERREMTEMTE , WA SAERRFI0E

o

3. BS + B , RBEFRINERIED.
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https://www.markdownguide.org/basic-syntax/
https://console.aws.amazon.com/iottwinmaker/

AWS IoT TwinMaker

Hierarchy Rules Settings EmMTotEy ¥ Inspector

¥ Properties

No node selected.
Add empty node
Annotation

Add 3D model
D« Cameral
Add light

O« Camera2
Add camera from current view

H ot = Add tag
@ MIXER Add annotation
@ MIXER Add model shader

Add motion indicator

@® Tag

Scene Statistics
Vertices : 107,892

Triangles : 162,180

4. ®EEM
o

BXxfEA Markdown REMNEZEELR , SR A X Markdown B2 E H XHERIEE,

Hierarchy Rules Settings (Ut L Inspector

Q Findreso +

v Properties

®  Annotation Name

Annotation
o« Cameral

¥ Transform
£« Camera2

Position

*  Light X | 1.560

@ MIXER S Rotation
X

EHS® MIXER

@® Tag X

® T

v
3 ¥ Annotation

/ - Markdown Content
@® Tag ® =

Scene Statistics
Vertices : 107,892

Triangles : 162,180

ASRARR IERE



https://www.markdownguide.org/basic-syntax/

AWS loT TwinMaker AriEE

5. ZEFf AWS loT TwinMaker 7 RBBEREEER |, WERBRMNBBEHE , PMK4E D, REEAEE
ETRBENSENAHENTREEN. BUUERHEEHUFHERAE Markdown BE |, H1E
AR EREE,

HRAERIER 119
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Inspector

_|_

|

¥ Properties

Name

Annotation

¥ Transform

Position

X | 1.569

Rotation

X

¥ Annotation

Markdown Content

Add data binding




AWS loT TwinMaker

Inspector

_|_

A

¥ Properties

Name

Annotation

¥ Transform

Position

X | 1.569

Rotation

X

¥ Annotation

Markdown Content
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RAriEmE

6. AEBHATRRZIBNEE,

WMALEERN
B : ${var1able-name}

Bign , LB R FES

=
L
.. Annotation

alarm status: ${mixerOalarm}
v

ARERINEBINEZE

AT LA AWS loT TwinMaker 728 EEMNE., FREBNESHE

Scene Statistics

107,

RV BHIE. BINERA Markdown BI4ENIERAT,

BXEH Markdown (RENEZEER | &

& AWS loT TwinMakerZ &8 27 5F B & RS B F AN HFHHE

BiE% ${mixer0alarm} KEBHF E R mixerQalarm M{E,

Camera View v
Inspector

4L
¥ Properties
Name
Annotation
¥ Transform

Position

X | 1.569

Rotation

X

X

> ¥ Annotation

Markdown Content

### Annotation
alarm status: ${mixerOalarm}

Binding Name

mixerOalarm

Entity Id
Q_ Mixer_0_cd81d9fd-3f74-437a-802b-9747ff240. X

Component Name

AlarmComponent

Property Name

alarm_status

MXE , TRTEREZFERMEX

%}'}qﬁ* Markdown n/fE’J EHI*élEZ'S n/fo

AFRER B E
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https://www.markdownguide.org/basic-syntax/
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® Note

BRABRT , RAEEREBMEXRBENIRER , T2EGRP AL, RAUNEZRIRES KR
HRE , XEFAEENEE AT LENEL,

1. 1£ AWS loT TwinMaker & & RS MBI ENF R,
2. AWS loT TwinMaker 8112 EREHFAXEK | A UEH I BIRETMINFIRZL,

Camera View v

Hierarchy Rules Settings

Annotation
o« Cameral
O« Camera2
¥ Light
ES® MIXER
® EQ® MXER

@® Tag

3. EGMM Insp ector EARH , EF + (15 ) R4 , REEF HmE ",

1)

L
%

o

Bis + B4 , REIEFRNRZILED.

Add empty node

Add 3D model

Add light

Add camera from current viey

Add annotation
Add model shader

Add motion indicator

g

‘ \«‘ :

,\\,«"”

Ny

-

v Properties
Name
MIXER
v Transform

Position

X | 3184

Rotation

X  23.085 Y | 0.000 Z -12.823

Scale

X | 1.000

Constraints

Snap to floor
¥ Model Reference

Model Type

Model Path

Shadow Settings
Cast Shadow
Receive Shadow

Unit of Measure

AFRER B E
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https://console.aws.amazon.com/iottwinmaker/

AWS loT TwinMaker

Inspector

+

A

Add overlay

Add entity binding

IH:

Default Icon

Entity Id
Q

Component Name

Property Name

Rule Id

Link Target




AWS loT TwinMaker

4. $ZE& Markdown &% , E T LB IEE R A,

BXREH Markdown RENEZEE |, SR AEX Markdown EZEHE 5 XEARIEE,
5. EN AWS loT TwinMaker Z S HIBEHERNBME |, BERRFMBELE,

Inspector

+

A

P Properties

» Transform

P Tag

¥ Overlay .

Markdown Content RN

Remove overlay

ARMPBEBHMEE D, AREREE RBENSANAFEHMBELERN.

AFRER B E
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AWS loT TwinMaker AriEE

6. EALUET AWS loT TwinMakerZEEFEEZEENEF E REMAKREFIBRIENTRH I E
{B:${variable-name}.

Flgn , kBMEEBMEFFEHREE mixer0alarm R ${mixer0alarm} K&,

RRERMEBNE 126
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Inspector

+

|

P Properties
» Transform
» Tag

¥ Overlay

Markdown Content

### Overlay
alarm status: ${mixerOalarm}

Binding Name

mixerQalarm

Entity Id

Q, Mixer_0_cd81d9fd-3f74-437a-802b-9747ff240 X

Component Name

AlarmComponent

Property Name
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7. ESGAEBMERALY  BAFELAN REETF , HER BN WRFTFRETIT , LMEFR
REBMEERAR,

® Note
HABRT , RAEEREEBNEXBRNGER , T2EHEHRAR,

RRERMEBNE 128
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Hierarchy Rules

¥ Current View Setting

Toggle visibility

Motion indicator

Tags

Overlay

Annotation

¥ Scene Settings

Environment Preset

¥ Tag Settings

Scale

5.000 B Fixed scaling

Overlay
Visibility settings
® Alwayson

¥ Data Binding Template

sel_entity
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RAriEmE

wELENZ R

SIBZ R/ , ANEZSHARNRE, AHNEEEB NG, FAXGCAHNNAGENENRFTEE

HATEAE | FRAES M A AR AL
REEFMELENGR

FEFRERNEZR  BEAUTERF.

(® Note

EENEIRNNZEZ S | BN RER F£ZE AWS loT TwinMaker BIRE. BXEZE

B B2 §RELER AWS loT TwinMaker &R E,

1. EGREBESRTE , REMNS (+), REEEHM 3D RE,

2. TENREBERNNERE OGS | %F CookieFactorMixer.glb X# , REIRFRM. FTH S RE

o
ik ORBINS(+) , RBIEEHMS.

4. EFBMINED , LERCINEARRG R

¥ | 0.000 Z | 0.000

X | 0.000 ¥ | 0.000 Z | 0.000

Scale

X | 1.000 Y | 1.000 Z | 1.000

v Light

Light Type

Directional

REBENGR
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® Note
HEXARANIMELR, NEEWERIRA , FEEREZEPRENEMIT AHE,

MREF®RE®EAY Ul AR MNEIT R

BREBEEREGAIUEEELNRATEINRNH R, M, SN2 e 84 ZDNEH
ARERFVEESRREESI TG TREESRNAE,

ER LT SRRENEEXN RINIEE & BIRZNT,

1. EPREHTPEFEERBRNPNAAFNERTR. BT + B , RekFE BHEEH

2. ERMFEAMMNE , FEZEBUTRARIZE ColorRule , RFFEMN ID KA Inspector EHR
Fi%$EColorRule,

3. EBRENERZGIRHMERMN E PropertyName ntityld ComponentName, . o
N5 =02 e AN
B LAMERA TN RS RIEERER I NZERMG , XERGLFIEEAFREES ( HlUNRZHRE

BHiEtds ) BUXNN, SaERERENRAMN , ReIZEELAM, LTFROERT -
A,

ANDn/NR 131
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RAriEmE

— Expression

temperature == 40

Target

lcon

Remove statement

Expression

temperature >= 20

Target

lcon Warning

Remove statement

Expression

temperature < 20

Target

lcon Info

Remove statement

Add new statement

Remove Rule

P sampleTimeSeriesColorRule

Rule Id

YIRS
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LEERTANBREFEERELINENLN ID AN BE NWEERMENAN, Flm, mR BE” KTH
FT 40, MIZRESSFHRENANEI NI BRE, £ Grafana BFEMOEEBEFRE , FEXREENR
{55 FH 48 [ EE SRR AY 13 4045 B ARG

LTEEFNMAT AN MRS SER Ul BERANFHTARNA,

1. HEEHER AN ETFT , MABH (FW ColorRule EXAFERH ) , ARFERE “HNNFHAN
gﬂ’,o

Hierarchy Settings

» rule_1

> rule_2

MNew Rule Map:

ColorRule

Add New Rule Group

2. AEMABGEFHAN, Fla , BAUREHERYE BRE” IZ2—1 , HPREWEDNT 20, Xt
AMMNREXFERAUTEEL . MNFET <, KTET >, MFHEET <=, KFSEETF >= , &F
==, (BXEZEE , 23/ Apache Commons JEXL &%, )

3. FERFREN—MHE, EENHE , flll4fcbad3 , EFEATRHFE. (BXRTARHFEN
EZER , FEA+TAHS, )

NIENT R BB

RERPNERE x,y, z GRERNVERN TR, ZREERAXAEYE  F2RE0EEZAMRAEIE,
BAESHEREZSHENTE (HIWER ) WITHHAIEAN,

YIS 133


https://commons.apache.org/proper/commons-jexl/reference/syntax.html
https://en.wikipedia.org/wiki/Hexadecimal
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® Note
BENRZARMEE , EFENRENAARERN,

BRUTREFRIREFNEENT R,

1. ERXEMFERENR , &EFE + B , AFIERE Add Tag ( FINRE ) .
NirEwmE, AE , FENAUERN , FEFAXEFA D,
ETRIHIERP |, EFZ4EID. F. ComponentName PropertyName
BIER ‘BERE” FR , iHi&F "8I DataFrameLabel’,

> w0 D

3D BERIEEERN
i RPAEM 3D B3R

WMREBEIE 3D F=aEEStEEER , AWS IoT TwinMaker 2E £33 % S 2419 3D E R ERM
TE, NAREEEMER RN 3D B3R, ATNAT 3DV EXMUANE=ZSTE, FHHERIE
LA E 3D Tiles REESEAHIFIRELAIHB,

& FH B

WMRER AWS loT TwinMaker 3= #) 3D REFELU T &4 , WA sE2SHERERIE | Ha0inEk et
B Z 18 M S AR

« R HXHKRPKTF 100MBo

- BE  THAE LT NMNTRBMELK.

- B MBLAGERET N =ZAFAUERERNTER.

3D AHRBER
3D Tiles BRAR—MATRINEHELLABTANES 3D EXLMENBRER, EXIFE AWS loT

TwinMaker 7P EIET 0% 3D #E , A BT REFERGIAB P T LNABR D RMBERRKM(L 3D X
H,

R Er 3D EH 134


https://www.ogc.org/standard/3dtiles/
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3D Iﬂﬂ‘ﬁfEE Cesi um BlE, Cesium H—IE R Cesium lon HIEE RS , AT 3D EHEER
3D Iiﬁ’% = HRAIOE D BRNFEMRRER , RINBVUEEZEEANERERPFEALLRRRE
£ —IJ«X'T:T: Cesium HEMN A LM Cesium HIBIFEEA L S ERIEFSENIT TR

EHEZALURINEI AWS loT TwinMaker 578 3D Tiles 8 | 5388 Cesium lon 12 FZ M A #H 1T
BIE

o JFERS A Cesium lon

$F Cesium 3D 3k L& F| AWS

FERERY 3D YIAE , THRBEREXA , ARITE EASEH AWS loT TwinMaker TH22H
Amazon S3 77 #E

1. BIEHTHRER 3D Tiles HEBE,

2. FEFEEMERE—NXHRAP,

3. J¥EA 3D Tiles XHX £ T 5EH AWS loT TwinMaker TYEZE 8] < B#Y Amazon S3 1Z 4
H, (S Amazon S3 AFEBEHPMN LETR, )

4. WMREM 3D BHREHRE RN L&, BFE AWS loT TwinMaker BREHBEEHFHREH
Amazon S3 XX EEETiles3D,

® Note
AWS loT TwinMaker BREAFR X IFERE L1%& 3D Tiles RE,

EhEA 3D B3R AWS loT TwinMaker

AWS loT TwinMaker &I3E B 1ET 3D Tiles R L& F &M THEZEE S3 FikiE. EHEMUME a
tileset.json BFFEMEI X ( .gltf., .b3dm, .i3dm. .i3dm. .cmpt, .pnts ) &4 F[E— Amazon
S3 B, Amazon S3 B R EARNEXE - BHIAEREEHTiles3D,

B4t 3D Tiles BEFMEZ R , THITU TSR

1. ESSREESRAE , EFNS (+), RBEFERM 3D HE,
2. EMNERERMNEREOS , EBREELEEMN 3D Ties ERHBERTiles3D , REEZTRM,
3. BEEAEERAKEEZSD,

EHRPERA 3D BR 135


https://cesium.com/
https://cesium.com/platform/cesium-ion/
https://cesium.com/platform/cesium-ion/
https://cesium.com/learn/3d-tiling/tiler-data-formats/#supported-data-formats
https://cesium.com/platform/cesium-ion/pricing/
https://cesium.com/learn/3d-tiling/tiler-data-formats/
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BEHERGR Y, ARETE WA,

/A Warning
MR RIIZHRNERETAEN,

— rarchy Rules Settings - B - ~ — 3 5 Ins tor

¥ Current View Settings - - ~ ¥ Properties

Toggle visibility - No node selected.

Motion indicator
Tag
Overlay

Annotation

P Scene Settings

P Tag Settings

» Data Binding Template
» 3rd Party Resources

¥ Convert scene

Convert to entities

Converting your scene to entities enables auto updating,
filtering and querying your scene.

Refresh cycle

Auto update (every 30s)
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Select price mode

Basic O Standard (current price Tiered burvdle

Jaskc pricing mode is determinee made) Tiered bundle pricing mode

w the data access calls sent Standard oo - ) based on 4 f usage. Each
during the current hilling cycls -'I.'-n:' I.‘--c':'u .|.'|'|' — tier is set t a1 of antitic
Ines not include Knpwlege ;I' s |.;|I| nd dats .:.;_H and a8 o bhased ¢

bil

Standard pricing

The Standard pricing mode is detarmined by the entities wsed, queries made, and data access calls sent during the current billing cycle
Pricing element Pricing unit Usage threshold

Unified data access calls per MM nfa

Queries per 10K nfa

Entities per entitymanth nfa
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Ln: 3, Col: 34
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SELECT ahu, vav, r FROM EntityGraph
MATCH (vav)<-[r:feed]-(ahu)
WHERE vav.entityName LIKE 'vav_5%'
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aws1 Services v Resource Groups

@ Feedback (@ English (US)

Rules Settings

+
Add entity binding
Add overlay
Cell value Mixer1

® Mixer 1
¥ Transform

[l cell value B
Position

Cell value X | 0.000 Y| 0.000 Z| 0.000
Cell value Rotation
@Ml - X| 0.000 Y| 0.000 Z| 0.000
[# Cell value ¥ Tag
Default Icon
Info
Entity Id
Q Mixer-1
Component Name
Temperature
Property Name

Temperature_F

Link Target

5, MNBIEMRETHRED  EEERSE 3D EEAKE ID, £ “BHEW M BEEBWR FRYP
EREHENAGTEE,
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_ X | 0.000 Y| 0.000 Z| 0.000
Cell value
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Default Icon
Info
Entity Id
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Component Name
Temperature
Property Name
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Link Target
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Entity Id
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AWS loT TwinMaker Zif)4R%E 25X R

E7 Grafana A AWS loT TwinMaker Ef4wiE2T , BLMBEHERENRN IAM &
B, iottwinmaker:ExecuteQueryfFZMRAMEIEH THEXMURRAGF , WATROIFAR :

JSON

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"s3:GetObject"
]I
"Resource": [
"{s3Axrn}",
"{s3Axn}/"

"Effect": "Allow",

"Action": [
"iottwinmaker:Get",
"iottwinmaker:List",
"iottwinmaker:ExecuteQuery"

]I

"Resource": [
"{workspaceAxrn}",
"{workspaceArn}/*"

"Effect": "Allow",
"Action": "iottwinmaker:ListWorkspaces",
"Resource": "*"
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Visualizations
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Visual graph Summary

Results returned (25) Exportas Vv

Q

vav

{ "arn": "arn:aws:iottwinmaker:us-east-
1:086801877023 :workspace/SmartBuilding/entit
y/vav_66461816-02ab-355f-afd2-62a2cc92d336",
"creationDate": 1667895664133, "entityId":

{ "arn": "arn:aws:iottwinmaker:us-east- "vav_66461816-02ab-355f-afd2-62a2cc92d336",
1:086801877023 :workspace/SmartBuilding/entit "entityName": "vav_2", "lastUpdateDate":
y/ahu_23565bbb-3ec6-3cad-9fce-e9b@cfeae7bl", 1667895665269, "workspaceId":
"creationDate": 1667895668496, "entityId": "SmartBuilding", "description": "",
"ahu_23565bbb-3ec6-3ca@-9fce-e9b@cfeae?bl"”, "components": [ { "componentName":
"entityName": "ahu_0", "lastUpdateDate": "VavComponent", "componentTypeId":

{ "relationshipName": "feed",
"sourceEntityId": "ahu_23565bbb-3ec6-3ca@-
9fce-e9b0@cfeae7bl", "targetEntityId":
"vav_66461816-02ab-355f-afd2-62a2cc92d336",

1667895669319, "workspaceId": "com.example.query.equipment.vav",
"sourceComponentName": "AhuComponent",

"SmartBuildin "description” 5 "properties": [ { "propertyName":
= 5 = e "sourceComponentTypeId":

"components": [ { "componentName": "airTerminalUnitCertificates",

"com.example.query.equipment.ahu" }

"AhuComponent", "componentTypeId": "propertyValue": [ "AHRI", "UL" ] }, {

"com.example.query.equipment.ahu", "propertyName" :

"properties": [1} 1} "airTerminalUnitBranchCount",
"propertyValue": 2 }, { "propertyName":
"airTerminalUnitDimension", "propertyValue":
{ "width": 15, "length": 30, "height": 15 }

113113

REBEBRXETHEERNEE, TUERRPERBENERIERNTE, HFE T JSON
5 CSV A F .

c BITHRE

Visual graph Query results Summary

Status Response Statement Duration

SELECT ahu, vav, r FROM EntityGraph MATCH
2022-11-15 11:36:08 UT! 25 returned (vav)<-[r:feed]-(ahu) WHERE vav.entityName LIKE 0.833 sec
'vav_%'

EITREL RERANEXEWRSH THRE,

AWS loT TwinMaker 112 B 1% H b & )R

ATRBTHTEANRREPREREEBN PartiQL {EENEARRE , UREHAAEEHFEERMERE
B PartiQL Ry 88,

HIREEE MR 155
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 PartiQL BZIEIE R 1Y
 PartiQL B&E#3#Y

RARPERTEAEAREWE, AENSERFEECHENR,

BEXEH
« ERATHEIEIRIRER A S

SELECT entity
FROM EntityGraph MATCH (entity)
WHERE entity.entityName = 'room_0'

WEHRE TEZRAPEHRNFIESEroom_0,

FROMFH : EntityGraphR @& THEZRFAEXGEREXRNERES. LESRE AWS loT
TwinMaker IBIE TEXFHWSEEHCIRNEEN,

MATCH %’7 - EESRR—MBOMECENER, EXHERT , ZEX (entity) TEEEAH
iSRRI =\ #éﬂb’iﬂ%ﬁ:}{;o FROM FAI/GEM A2 MATCH ¥4,

WHEREF A : ETT RiVentityNameF R LIBE — NS , HPESLATE room_0,
SELECT¥H : EEentityZ & , EREENEET R,

el R

"columnDescriptions": [
{
"name": "entity",
"type": "NODE"
}
1,

"rows": [

"rowData": [

{

"arn": "arn:aws:iottwinmaker:us-east-1: 577476956029: workspace /
SmartBuilding8292022 / entity / room_18f3ef90@ - 7197 - 53 d1 - abab -
db9c9ad02781 ",

"creationDate": 1661811123914,
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"entityId": "room_18f3ef90-7197-53d1-abab-db9c9ad02781",
"entityName": "room_0",

"lastUpdateDate": 1661811125072,

"workspaceId": "SmartBuilding8292022",

"description": "",
"components": [
{
"componentName": "RoomComponent",
"componentTypeId": "com.example.query.construction.room",
"properties": [
{
"propertyName": "roomFunction",
"propertyValue": "meeting"
.
{
"propertyName": "roomNumber",
"propertyValue": 0
}
]
}
]

columnDescriptionsiREIEXZIINTEHIE , HlMBMMEE, REHEEZ NODE, X&KT
BANRBRE, ZEBENHMETUREDGERTXRNWE , t I URRTIFEE ( HIMNEHR
FRFER ) K{E. VALUE

rows BRE{TH &R, HTRE-—NMEAETE , Rt 2EE - NMEEXEHRAEFERR rowdata,

(® Note
EReEREREERN SQL TR , ATAEA PartiQL BE—MXKR (£ JSON ) .

BT REDEFIERARFE (HlentityId, arnFl ) components, AHHRKFE ( Hlun
M) URBERFER ( HlicomponentTypeldflproperties ) componentName , £EF4ER
H#REM JSO propertyName N propertyValue,

HR R E AR 157
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- ERAHIERKEFAIERR

SELECT relationship
FROM EntityGraph MATCH (el)-[relationship]->(e2)
WHERE relationship.relationshipName = 'islLocationOf'

WEHREI TERHPEFXRZBM isLocation0f HWFAFEX R,

MATCHF A : BE—HEX , ZBRACEFRIMTR (BERQ) ) , WM KRELERY ( B
R-[1->) EEAHNET B NNZEErelationship,

FWHEREH : fEii%MrelationshipNameFER LIEE—1MIiEsS , HE
HNislLocation0f,

SELECT ¥ 8 : BEXRTE , LMERBEENLET =,

0ja] Rz
{
"columnDescriptions": [{
"name": "relationship",
"type": "EDGE"
1,
"rows": [{
"rowData": [{
"relationshipName": "islLocationOf",
"sourceEntityId": "floor_83faea7a-ea3b-56b7-8e22-562f0cf90c5a",
"targetEntityId": "building_s4ec7f9e9-e67e-543f-9d1lb- 235df7e3f6a8",
"sourceComponentName": "FloorComponent",
"sourceComponentTypeId": "com.example.query.construction.floor"
1]
},
. //rest of the rows are omitted
]
}

FHFEEE columnDescriptions 2EDGE,

N B rowdataRRX —FHTERLUFERMNIL % relationshipName, X5 EENHXRE
M Z#HME. sourceEntityId, sourceComponentNameHsourceComponentTypeIdigfi
BREBNEAFAG LELXRBENER, targetEntityIdigE X RIgE B EME,
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- FEREXREBRBEXRNAERME

SELECT e2.entityName
FROM EntityGraph MATCH (el)-[r]->(e2)
WHERE relationship.relationshipName = 'islLocationOf'
AND el.entityName = 'room_0'

WERREEZE{FEExisLocation0f R T A SEEMI FT B room_0SE4EE o
MATCHT 8 : BE—HEX , ZRXESERAE[Y (e2) WEERIMT R (el,r) HEHE,
WHERE F : I8EXN X R B HMRIFL4AE MR THiEaR.

FSELECTH : IREe2T KM entityNameF &,

0g R

{

"columnDescriptions": [

{

"name": "entityName",
"type": "VALUE"
}
1,
"rows": [
{

"rowData": [
"floor_0"

7 ColumnDescriptions # , 5IHERH R | VALUEER HentityName 2 F R Ho

BB —{floor O3E{K,
PUig

MATCHF AR X FLUTE :
- EEREOTRa WTAD :
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FROM EntityGraph MATCH (a)-[rel]-(b)
c EEREEATR D"HTR @ :
FROM EntityGraph MATCH (a)-[]->(b)
BRRFIBEAERRLEERILS , WFAFEHERXRNEE,
s EREEDTR DUHTR ‘@ MiEATA @ R b :
FROM EntityGraph MATCH (a)-[rel]-(b)
XFHREIRANTED : — M a' Bl D', 5D Bl ‘e, Rt BWRATREERAERL,

- XRENELREBMHRNIRLEntityGraph , AER UM EMETS () FEHEEXREN , M
RAFEWHEREFArel.relationshipNameFiEETE S,

FROM EntityGraph MATCH (a)-[:isLocationOf]-(b)

o BREE NSRS MEXUES N RRTE,

FROM EntityGraph MATCH (a)-[rell]->(b)-[rel2]-(c)

- AEMNRREIETUABESNTAMNLS

FROM EntityGraph MATCH (a)-[]1->{1,5}(b)

BEWERAEMEANS S o & HBEE 1 5 5 NRRANER, BENRE”Y -
{m,n} - AF m M n RELZH

{m,}-mRIEZREE.
FROM :

KEHTRUTNEERERE  SINEXSTSESHRERE (HIUNEMN ) WA, SN TLETE
HERE MATCH X & RR1G .

SELECT e
FROM EntityGraph MATCH (e), e.components AS c, c.properties AS p
WHERE c.componentTypeIld = 'com.example.query.construction.room',
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AND p.propertyName = 'roomFunction'
AND p.propertyValue = 'meeting'

BESX . TEXRFRRKENTFR, 25 () ATEUERE ( RNiEE ) XESHIHNA

B, RAEMBRIXLEHFNBNEENRE (HEE ) . ASATRHTEHESIRREN
T8, MEENIAILTE o WHERE r SELECT FAHREA. LEHREELAGZREEN ID
com.example.query.construction.room WAHHREEE N roomFunction, ER

meeting B MM FT A&
EWHE-NFEBENSIMREFE |, flNSEbNSNEY  BERESRRERHTIERE,

SELECT e
FROM EntityGraph MATCH (e), e.components AS cl, e.components AS c2

SELECT :

o REI - R :

SELECT e
FROM EntityGraph MATCH (e)

o RE—NiBs :

SELECT 1
FROM EntityGraph MATCH (el)-[r]->(e2)

« JREIREE :

SELECT floor.entityName, room.description, p.propertyValue AS roomfunction
FROM EntityGraph MATCH (floor)-[:isLocationOf]-(room),
room.components AS c, c.properties AS p

BEMEA AS WaHFRAEMETIBRUREEREEN, LLIREHNRE roomfunction , MIFE
I 37 A R 51 B #89 propertyValue,

- REFIEA :

SELECT floor.entityName AS floorName, luminaire.entityName as luminaireName
FROM EntityGraph MATCH (floor)-[:isLocationOf]-(room)-[:hasPart]-
(lightingZone)-[:feed]-(luminaire)

WHERE floor.entityName = 'floor_0'

SR EE R R R o1
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RAriEmE

AND luminaire.entityName like 'lumin%'

BABWEARS  UREHBEN  EETRM , FEESERH HIE[R L

WHERE :

XEFRNZEEEFEANDNOT, FOR.
XENEREZEFR <. <=, >, =>, =M !=,
MREBER -—NFREBESNOREKY , BEAINKEF,
RIELE, A4SEEFRIITHIL

FROM EntityGraph MATCH (e), e.components AS c, c.properties AS p
WHERE e.entityName = 'room_0'

AND c.componentTypeld = 'com.example.query.construction.room',
AND p.propertyName = 'roomFunction'

AND NOT p.propertyValue = 'meeting'

OR p.propertyValue = 'office'

FconfigurationBM#H T E. unitXREEEPHE , Celsiustb2{E,

WHERE p.definition.configuration.unit = 'Celsius'

REHEREMEREESHENENE !

WHERE p.propertyValue.length = 20.0

KREHMEBRMRELSLENRE

WHERE NOT p.propertyValue.length IS MISSING

REJREMHREEESLRER :

WHERE 10.0 IN p.propertyValue

£/ lower() BBHTAR S K NENER, BIAMBRT , MBELREBX S K NE,

WHERE lower(p.propertyValue) = 'meeting'

LIKE :

ETHERENFERNBNEEITUNEEZRITEXERNREM. s ARFISZ,

HR 1 E A5 R
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RAriEmE

WHERE e.entityName LIKE 'S%room%'

FEREE  SToom
BIZRIE R : room%
JERIEZE : Sroom

WHERE e.entityName LIKE 'room\%' ESCAPE '\'
DISTINCT :

SELECT DISTINCT c.componentTypeld
FROM EntityGraph MATCH (e), e.components AS c

« DISTINCT XBF I HBRRALERHIHNEED,

DISTINCT NERBIEXAE LK,
COUNT

SELECT COUNT(e), COUNT(c.componentTypeld)
FROM EntityGraph MATCH (e), e.components AS c

« COUNTREFITEERLERPRIINE .
s COINTAXEFHEEXFERARXREXFE,
« COUNTDISTINCTHHREZTHTAXZIERSE,

a0 , X3 COUNT(DISTINCT e.entityId)o
B

ERARERFHTERN IFUATRARS
- ARBENR

SELECT p FROM EntityGraph MATCH p = (a)-[]1->{1, 33}(b)

EACE A REMEXNT I THE | XERXNEEBEE 1 3 3 MBER,

- BEIEBEREH

MRRERE %', NEPRBMA—NENLFER , LIKEXAFERAIEER L FRFESCAPE,

HR 1 E A5 R
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RAriEmE

SELECT p FROM EntityGraph MATCH p = (a)-[]1->(b)<-[]-(c)

L&) LE SR A 2 AL B T IE AR EERZE b,

- FEEEN

SELECT p FROM EntityGraph MATCH p = (a)-[]-(b)-[]1-(c)

teERL 1 BMEXTE A RTED b 5 a M c VT KB THIE

{
"columnDescriptions": [
{
"name": "path",
"type": "PATH"
}
1,
"rows": [
{
"rowData": [
{
"path":
{
.
{
1,
{
}
]
}
]
},
{

"rowData": [

{

"entityId": "a",

"entityName": "a

"relationshipName": "a-to-b-relation",

"sourceEntityId": "a",

"targetEntityId": "b"

"entityId": "b",
"entityName": "b"

HR 1 E A5 R
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"path": [

"entityId": "b",
"entityName": "b"

},

{
"relationshipName": "b-to-c-relation",
"sourceEntityId": "b",
"targetEntityId": "c"

.

{
"entityId": "c",
"entityName": "c"

}

WWPATHE RN R B E FTTEHIE | XL TEIEES b #51R a # c path/pattern Z B &8N 2L
TR T R R,

PR &I FEH -

SELECT e.entityName

FROM EntityGraph MATCH (e)
WHERE e.entityName LIKE 'room_5%'
LIMIT 10

OFFSET 5

LIMIT EEEEEWPFIREIMNE RE , OFFSET I8 EEMT MV E RE
PBREIFBZEARER :

UTROIERT —ANEH , ZEHSHIRDE 500 MER |, B8R API B —RRER 50 MR,
BEXTATEERFERERBEN LT , HlW0, HAHFREHRIRETR 50 MR,

aws iottwinmaker execute-query \

--workspace-id exampleWorkspace \

--query-statement "SELECT e FROM EntityGraph MATCH (e) LIMIT 500"\
--max-results 50

HR 1 E A5 R 165



AWS loT TwinMaker ArfEm
s LIMITXEFAEMERHRHLERT, NREBFEEETRFIRELEREBNVIER TEEEX
APl BRREINERE , BEEALIMIT,

« max-results® ExecuteQuery API 2EM AT IES . max-results{UEA T API MUK tn{a7E
ERERNTTENIRIE R,

max-resultsEEWFEA A EEFRHIREERNSSGRHREBHER TR ERE RV

=
==NY

THHNEHSEATT—TTWER, tERFEA ExecuteQuery API HAIRESE 51-100 17 , EH T
—NERHBEBE , EXRFIPIRIEN . next-token "H7kyGmvK376L"

aws iottwinmaker execute-query \

--workspace-id exampleWorkspace \

--query-statement "SELECT e FROM EntityGraph MATCH (e) LIMIT 500"\
--max-results 50

--next-token "H7kyGmvK376L"

« Znext-tokenFHHREET —THNER. BXEZEE , 2 ExecuteQueryAPI B4k,

AWS loT TwinMaker iR EiEZ=AHLLTEH :

PR &l & R [T Al

BHHATERNE 10 ® B

BRI 10 =

BHEIOINWRAHE 20 =
EFRBEABE 20 =

FEREANEABE 10 =

(AND,OR,NOT)

LIKERZAEXNZRAKE 20 =

( BEBEE R LF )

—ANINFHTRALIEENZTK 10 =

1 H 8%
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RFiERE
BR %l 2 % [T CIRGE
HYER R{E OFFSET 3000 =
HYER R{E LIMIT 3000 =
&K B KB (+) OFFSET 3000 =

LIMIT
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£ AWS loT SiteWiseSE I A=

AWS loT TwinMaker X587 M B~ REMF=FH ( AWS IoT SiteWise B=FZ ) . LA AWS
loT SiteWise AH-28 | EREFSHKEINE AWS loT SiteWise B A= # R | H IR FE#RN
AWS loT TwinMaker 354k, @HFMAHRE, UTETRESNANAEER~FL , URBL AWS
loT SiteWise &= F'& 7= &8 7] LLE 25 BNERY AWS loT TwinMaker T4EZE[H],

&

« @i AWS loT SiteWiseff &~ E%

o BEMNIT{EZEMERIAT/EZEE ZEH XS

o B3I AWS loT SiteWise[G £ &R

s DPWERIPREEHEIR

o JHIBREZE 4

s BRERSRBREISZHE

Ed AWS loT SiteWisefF A& ~EE

REBEERRIATT S MEE AWS loT SiteWise B=EH, RIFEEANTEZRXE | RBMEN
By SRR ITIRE,

/A Important

BEXREEMNIEZAMBRATEXZEHNXBINER , S Hthe section called “BE M T/EZE
B FERIA TAEZE 18] 2 B AT X 517,

EH
- FAREMNTIHEX
« {8 lo TSite WiseDefaultWorkspace

FHEENTHEKX

EFBRFRDHE , FEEXLLREMF

&3 AWS loT SiteWisefE A R =R 168
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FRF M

FEERA Z B0 AWS [oT SiteWise , AIMFER A T4

« fRE— AWS loT TwinMaker Z{EZE ],
- MRERFMEFEE AWS loT SiteWise, BXEZER , FSHMIER~EE,
- BHELT AWS 0T SiteWise BAERZERHINE IAM B
* ListAssets
* ListAssetModels
* DescribeAsset
* DescribeAssetModel
- IAM BEXLNEFUTEANR AWS loT TwinMaker :
* CreateEntity
* UpdateEntity
* DeleteEntity
* CreateComponentType
* UpdateComponentType
* DeleteComponentType
* ListEntities
* GetEntity

* ListComponentTypes

ERET IAM BEERNFEAGRNENR :

// trust relationships
{
{

"Version": "2012-10-17",

"Statement": [

{
"Effect": "Allow",
"Principal": {
"Service": [

FARABENITHEKX "iottwinmaker.amazonaws.com" 169


https://docs.aws.amazon.com/iot-sitewise/latest/userguide/create-asset-models.html
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RAriEmE

iy

"Action": "sts:AssumeRole"

// permissions - replace ACCOUNT_ID, REGION, WORKSPACE_ID with actual values
{
"Version": "2012-10-17",
"Statement": [{
"Sid": "SiteWiseAssetReadAccess",
"Effect": "Allow",
"Action": [
"iotsitewise:DescribeAsset"
1,
"Resource": [
"arn:aws:iotsitewise:REGION:ACCOUNT_ID:asset/*"

]
.
{
"Sid": "SiteWiseAssetModelReadAccess",
"Effect": "Allow",
"Action": [
"iotsitewise:DescribeAssetModel"
1,
"Resource": [
"arn:aws:iotsitewise:REGION:ACCOUNT_ID:asset-model/*"
]
.
{
"Sid": "SiteWiseAssetModelAndAssetlListAccess",
"Effect": "Allow",
"Action": [
"iotsitewise:ListAssets",
"iotsitewise:ListAssetModels"
1,
"Resource": [
" n
]
},
{
"Sid": "TwinMakerAccess",

"Effect": "Allow",

ERBEEXTHEX
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"Action": [
"iottwinmaker:GetEntity",
"iottwinmaker:CreateEntity",
"iottwinmaker:UpdateEntity",
"iottwinmaker:DeleteEntity",
"iottwinmaker:ListEntities",
"iottwinmaker:GetComponentType",
"iottwinmaker:CreateComponentType",
"iottwinmaker:UpdateComponentType",
"iottwinmaker:DeleteComponentType",
"iottwinmaker:ListComponentTypes"

1,

"Resource": [
"arn:aws:iottwinmaker:REGION:ACCOUNT_ID:workspace/WORKSPACE_ID",
"arn:aws:iottwinmaker:REGION:ACCOUNT_ID:workspace/WORKSPACE_ID/*"

BRBLTRFEFBSHEE AWS loT SiteWise A=EH,

1. £ AWS loT TwinMaker $£&l & , S ZE Settings ( RiE& ) WHo
2. T BERRIEDF,
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Settings

Settings for your TwinMaker account

Pricing options Model sources

AWS loT SiteWise connector info Open AWS loT SiteWise [4 ‘ [ Connect workspace
Connector status Workspace Last updated
© Disabled

3. 1%&$% Connect TEZE(E |, &/ AWS loT TwinMaker TEZ2 (84512 21489 AWS loT SiteWise ‘&
o

(® Note

BABETE RN AWS loT TwinMaker THEXHFERAEFEE, MREEEEMTHEXKHNE
¥, MIOMFREIEXERE  AREEES —TEKX,

4. ETX, SMEEEHPRFERAR~RSH IEX,
5. 1% Add sources (RITIR). 3T 7 pnizt B2 2 SKR T HE

FREENIEX 172



AWS loT TwinMaker AriEE

AWS laT TwinMaker Warkspaces cookieFactory Add entity model source

Add entity model source

Add an entity model source to your workspace,
Add entity model source

Select a source to connect with your AWS 1oT TwinMaker workspace. With external sources, you can connect the work you have already configured

and import it into this workspace.
AWSE 1aT SiteWise
This will connect your AWS 0T SiteWise data with this worksgace. Descriptive text about what the connector does.

1AM role

Thes male w [ ed for X¥.L

6. EMMERFEERNRERE , BIARFRETR AWS loT SiteWise, EFREFMOIERN IAM A
HNIAM BB FRFM,

7. IE , LETFE AWS loT SiteWise =R, BN ZLEERE TEX TENEE B IAEE
WINRFRSATEDRS. DE , BENZE BISHFERRIRE 2 5 HEH KR,

cookieFactory e | view v || Detete
Workspace information [ Edit l
MName ARN 53 resource
cookieFactory @ arnawsiottwinmaker-us-east-1:2345workspace roci-workspace-myws-348503018462
Description Date created Execution role
This is a fully functioning cookie factory December 17, 2021, 14:32 (UTC+3:30) executionRole
workspace.

Last modified
February 2, 2022, 13:18 (UTC+3:30)

Entity model sources (1)

Source Status Date last updated

AWS loT SiteWise ® Synced March 28, 2022, 14:32 (UTC+3:30)
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M lo TSite WiseDefaultWorkspace

LIRERE I AAWS loT SiteWiseAWS loT TwinMaker £/ A |, FFaIE—4
FIoTSiteWiseDefaultWorkspace AWERIATEX H Bz 5H AWS loT SiteWise@

BT LAE AWS loT TwinMaker CreateWorkspace APl 8I2& NH T/EZ
BlIoTSiteWiseDefaultWorkspace,

FRFMH
ERIE A IoTSiteWiseDefaultWorkspace , FHREETRA T IRE -

« B2 AWS loT TwinMaker RS XA, BSRERSZSMEXFEHT AWS loT TwinMaker T f# 58
ZEE,

- fF https://console.aws.amazon.com/iam/ TFF IAM 2%l &

EEFZACGSAFR  HRIIHERESENXFMiotsitewise:EnableSiteWiseIntegration,

WRFE , NACSHAF RN :

JSON
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "iotsitewise:EnableSiteWiseIntegration",
"Resource": "*"
}
]
}

BEN THEZRFERIAT/EZE 2B X5

/A Important

# AWS loT SiteWise Zh&E ( $140 ) CompositionModel{X{EAF A]
FIoTSiteWiseDefaultWorkspace, BMNBWMUEEARAIEXMAREEN KX,

f5F lo TSite WiseDefaultWorkspace 174
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EHARIoTSiteWiseDefaultWorkspace , EEATRTREASHENBEEN ITEXEF—LEFNX
Ao

. BIEEIAT/EZAEET , Amazon S3{UEM IAM A EAH%EMN,

(® Note
A LAfE AUpdateWorkspacez it Amazon S3 L EM IAM B,

« IoTSiteWiseDefaultWorkspace ¥ BRRHERS| , AR AWS loT SiteWise &R AWS
loT TwinMaker.,

- H{REIL K B W ERET AWS loT SiteWise , E411SyncSourcefFRSITEWISE_MANAGED, X2
FEEntities#HComponentTypes,

« ¥ AWS loT SiteWise Ih#g ( %/ ) CompositionModel{X7E A A]
AIoTSiteWiseDefaultWorkspace,
-4 ERKIIoTSiteWiseDefaultWorkspace , B4R :

d L:/fﬂﬂlj B?Eﬁl}\lyﬁ |E-.Io
EMIBREIR , L0 5MIBR AWS loT SiteWise BIR , ABMIERFE AWS loT TwinMaker 8 5 &R

BXE AWS loT SiteWiseEF &R

AREFHS|H T EA LUMBFLE R ERE 2 AWS loT SiteWise E AWS IoT TwinMaker T4EX

/A Important

BXREBENTHEZEMMALER 2BNXBINER , SR EENL T/EZE MBI T/EZE
ZIE—JH’JETJUO

BE X FMEIAT/EZH]
UTHRREES , AIEBEN THEZHFMEINTEZEPFER :
BrEER

AWS loT TwinMaker I BN A~ BRI 2 —MNETRIA 43 E AWS loT SiteWise,

BT AWS loT SiteWise[E % &R 175
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« BEERETypeldWAMFRERAUTERZ—
=]

- BEMNTHRX- iotsitewise.assetmodel:assetModelId
« BIATIEZH- assetModel Id

- REERTHNESINEUEBRZAHRETHN—IHEY , EFUTwmEERNZ—
- BENXI%KX- Property_propertyId

« BIAT{EZE- propertyId

Y E B #R1FM AWS loT SiteWise displayNameEE M E X #,

s BEERFNESINEREWBE—NHHWEMLIST , & nestedTypeRELATIONSHIP A 4
KB, BREWRFABUUTERZ —NABRNEM -

- BEXNIMERX-Hierarchy hierarchyId
« BIAT/EZE- hierarchyId
B
AWS loT TwinMaker 3 1 8T8 7= 0l 22 — NSS4 AWS loT SiteWises
- entityId5 assetIdin #H[E AWS loT SiteWise,
o XEXEGE—NEN sitewiseBase WAH , HAHFRB S E=HE = EER A B

o FRFRIAOER (HIREBERNBRITERN ) R KT AWS loT TwinMaker/ #9324&
H,

X PRERIA T/EZE(H]
LTFRBEERS , RERAIEXFP A, IoTSiteWiseDefaultWorkspace
AssetModelComponents

AWS loT TwinMaker JAssetModelComponentsHF B MNA 4 AIZE —NFAA AR AWS loT
SiteWise,

« BEEETypeIdWAHEERLTER assetModelld.

- BEEETHNES NEMBRAFLENTENE  HEMEBMN propertyld. FHEMEHEMR
AWS loT SiteWise displayNamefEE HE XL H,

s BEERFNESINEREWEBE—NHHWEMLIST , & nestedTypeRELATIONSHIP WA 4
RKE, BREWMFZEBMHBRN hierarchyId HE M.
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AssetModelCompositeModel

AWS loT TwinMaker HAssetModelCompositeModel FHI B NA MBI — NIV AEHRE AWS
loT SiteWise,

« BEERTypeldWAGERLLT#E R assetModelId_assetModelCompositeModelld.

- REERTHNESINEUEBREAARENTEYE , HEEEMN propertyld. FHEM AT
AWS loT SiteWise displayName EE HE XL H,

AssetCompositeModels

AWS loT TwinMaker JJAssetCompositeModel FIENAH IR — NS SHMH AWS loT
SiteWise,

« componentName& assetModelCompositeModelId in #H[E AWS loT SiteWises

BRRREZL
RELATPE :
HEL R SR HE
- BIREAHERN CompositeModels % , B 7 F 5B REXNHMBETLEAS,

« AWS |oT SiteWise #iEfiAREL, NELSAR-RENERE K.

c ME, T, REMNAHBEUE (HNLARNMED ) ERHETRL., XRELEXEEN T
7, AlmplE, EERMMBIERE, AUERAEM AWS loT TwinMaker BiEE R API £
XLEEE, GetPropertyValueHistory

EHRFERARDSHISSARFNA ST AWS loT TwinMaker

MRS EIRE AWS loT SiteWise , FEIHHYE 4K T JEEE FIEEL, AWS loT TwinMaker{E A E 3 5
i BRIZIERR A MFE P TTRX AWS loT SiteWise , 2158 SyncJob {34k FiEZNIRE , AWS loT TwinMaker
NXEERLELF,

BE& B SR F AWS loT SiteWise ERtAHFth 2 Rk, AWS loT TwinMaker23& B SR 5 B0 E 14
( BIINIEIRE entityName 5 ) , BRI B RS R R ME b IER S AH K

BoRFEATHRERIEERENFR. BXEERSZENRRERFHRE S ZET 0 754K,
A, BRI BMNES AR RINFESHMRE,
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https://docs.aws.amazon.com/iot-sitewise/latest/userguide/manage-data-streams.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_GetPropertyValueHistory.html
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@® Note
R TE I BR B R AWS loT SiteWise SRl BREI Sl | T £l B H 248 4 F1 354,

&R LAE Grafana Z#HIHEARTEAXER LS KME , AFENUREREARNEZREER , REEE
KE—#, BRTUNXERLSKMER KB AREEEN,

@® Note
KREZBHRWEL =R EE |, BURE AWS loT TwinMakerd 34T T ER , MEE R ix L
B2, Bl MBREBRERSHRERNMIERS AL , N ZRAEMESHUE, AWS loT
TwinMakerEXEZ{EE |, IS FEAWS loT TwinMaker E4T

DIEZRESEHIR
AEBART XM RS RS

/A Important

BEXBEMNIEZEMBRIAIEX 2B XBINER |, i§SRthe section called “BE X T/EZ
B FZRIA T/EZE B 2 B X 517,

RIZESRES
AHELBUNTREZ — , BABRT RS,

o ESEACREATINGIRA TR RMEN IEFE# EAR H M A INE BIE AWS loT SiteWise LUER RS,

« EFZESFSINITIALIZINGRESEREFWFIBIERIR AWS loT SiteWise #E R 2,
AWS loT TwinMaker#l 82 A~ 1E AWS loT SiteWise P B KB A~ TR~ ER | NS BRATRE
FSEFKNBEFETRK. EaLUERE AWS loT TwinMaker #2&| & h&EEFHES4EN RKEH
ListSyncResources API 51 E RS ERME,

o EHEN ACTIVE RARTHRILSRETR. ZESUCHEZRE , LRSS FRKE AWS loT
SiteWise FI{E A £ E #7o

« EHEN ERROR MAR T EREMRSEHEEEIR. EEERHEE. IAM BRIRETREFERE,
MBEEERFTHN IAM A |, ERIBRHBNBRNESES , RARERFACNE—IMHES,

SHRERB SRR 7


https://aws.amazon.com/iot-twinmaker/pricing/
https://console.aws.amazon.com/iottwinmaker/

AWS loT TwinMaker ArfEm
EAXEREEREENAPET , TBLT TEXFPHRAERRFEREFRIZAE, EEKEREHER
BSAMHBRREL, BFFELLENEXASHER  ERURFRZFERE , WZARHRE
ERROR RZ, L ALAERA ListSyncResourcesAP| JREVEIRFIRK o

EEFNRRNAIASIHNER , BERAUATER.

1. 1 AWS loT TwinMaker 2 &l &P S MEITHEX,
2. &R “KMEHERE AWS loT SiteWise KR B HHHKIR |, ST A R=RELSIFEMEETTH,

Workspaces SWSync Source: AWS loT SiteWise

AWS IOT SlteWise source ‘ Disconnect

Overview
Data Source Status Date created
AWS loT SiteWise January 20, 1970 at 02:23:23 (UTC-5:00)

Role Status reason Last modified
syncRole - January 20, 1970 at 02:23:23 (UTC-5:00}

Totalresources  InSync  Error
8

Errors (2)
la
Resource name External Id Status Status reason

e8a7fff4-289c-4b28-8814-6dc3e5a13612 {"code™:"SYNC_INITIALIZING_ERROR","message":"SYNC INITIALIZING ERROR"}

18fd0d54-a268-4558-b40a-34c3f7af9228 {"code™"SYNC_INITIALIZING_ERROR","message™:"SYNC INITIALIZING ERROR"}

3. WHIARFERMAT , HRERPIETAEFEREERNTER. EUAEALRRBENEEES
ERFAERIER.

ARE IR LT -

« B AWS loT SiteWise XIFEENRFERZH , 1B AWS loT TwinMaker fXEROOTKRF L XIFE
ENBRREHN , MAXBER—IMREAET, UREEFNREATERNERHEST AWS loT
SiteWise , W EHR —NTERLS. BEEELEEIR , BERDP AWS loT SiteWise Z BIMIBREFH —N&E
BRF—NRRBEE —IPRERT,

- MRBEELZE—/E5 AWS loT SiteWise &7 ID tHEIH ID BISE{ER |, NEEBIBRIME K28 |, Z&E
FRETERS,
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https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_ListSyncResources.html
https://console.aws.amazon.com/iottwinmaker/
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i BR [ 25 1l

BRUATRFHERE S AL,

/A Important

BEXREEMNIEZAMBRATEXZEHNXBINEER , S Hthe section called “BE M T/EZE
B A ERIA THEZE 18] 2 B AT X 517,

1. S§MZE AWS loT TwinMaker ##15&.

FTFF A8 MIBRE SRl B THEX,

FERAERRIRET , %38 AWS loT SiteWise J] , T RIFMAEERNE,
EEZEIERSE |, %R Disconnect ( BiFFIEE ) . BIARIEERTELMERE L E,

nal S

Disconnect AWS loT SiteWise sync? X

This will delete all resources including entities, comnponents, and component types,
that have been synced from AWS loT SiteWise.

The sync must be disconnected in order to delete a workspace.

RZELBERE S EMEERTEN TEXBREZRSF,
WRIEZRPEEMRELSEL , MTERMBRZTEZE, EHRIEXE , EEHBREDFEL,

REMBRE D E L I E P HIEMEEIR , WE S FRE DELETING RAEF BRI ER. NREH
BRERET HIEERR |, M AT SAF S BRAE B B 2 By SRR S A #2322,
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https://console.aws.amazon.com/iottwinmaker/
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@® Note
Sl BRM AWS loT SiteWise FRISWFERIR , REMBRELSELERE,

77 [ 25 BRI S 4

/A Important

BEXEBEMNIEZEMBRIAIEX 2B XBINER |, 55 Rthe section called “BE X TEZ
B FIZRIA T/EZE B 2 B X 517,

BTtk AWS loT SiteWise Eizi & T ERIA AWS loT TwinMaker Bigi , Rt ERATEITM AWS loT
SiteWise 1 [E 5 ISR 4L B PR 438 hn LA T FR 41,

- TEXHE 1000 MNEELTHAHRERE K HRE RBEM AWS loT SiteWiseF [EH 1000 NE~=1E

#,

« —AMIEZRFHE 100,000 MERLHIRME , BT ReERLSHKE AWS loT SiteWise 100,000 N5
o

« BMRPAFHZEA 2,000 B F3K4E, EALUABSMEBNRXERFRL 2,000 MFHE>

(® Note

GetEntityAPI fUR Bl R IX
NPT E 3R 5 R 1T 0

SREMNE 50 N FSEE | BETLER GetPropertyValueAPI
AR,

- BIRELSEHE 600 NEM AWS loT SiteWise , AISURFR~EE S E H# 600 MNEMEMRREHE
&,

(® Note
XERHNERATERS KM, MREFENRKBSRFRSEH , 5P FEMEH,
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https://docs.aws.amazon.com/iot-sitewise/latest/userguide/quotas.html
https://docs.aws.amazon.com/general/latest/gr/iot-twinmaker.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_GetEntity.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_GetPropertyValue.html
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AWS loT TwinMaker Grafana #Z$IE & K

AWS loT TwinMaker &3 1 T2 F il X 1 Grafana £, £8 Grafana ikZ~ 10.4.0 RESRAE
BOMENBERAREHRHITRE, iZ AWS loT TwinMaker {412 7T B E L ER, NRFRERFA
FiEER B E AR EBIE R,

BXRUWAEA Grafana BHEHA N EFERZENRNEZER , ESHEUATESR :
FB

» Grafana 72 & &2 CORS Bl &

« %@ Grafana ¥}

- SIEEFIEIR IAM A6
« 8|2 AWS loT TwinMaker 3573 fk 25 B3R

(® Note

IREEB N Amazon S3 F#EH CORS ( BIRERHLE ) BlE , LAE Grafana AF RE#E
ERERME AR, X8 , BHSMH Grafana S EFE5H CORS BlE,

BX AWS loT TwinMaker Grafana MW E ZEE |, S HEAWS loT TwinMaker B B F X4,

AKX Grafana @ XBEAHNESEE , FSRAUTAR

« AWS loT TwinMaker &R
- EHERER

- BEETERER

o PSR PR ERE AR

Grafana 275 & &25H CORS Bl &

AWS loT TwinMaker Grafana #i#EZ CORS ( BIRAERHE ) B E , XA iF Grafana AP REM
Amazon S3 FEEME RIR. WMEEE CORSBE , B EHREFHR KT —KHBRELS , B‘A
TWEHE |, Nk 3D HE LW , BHF Grafana HF%E15 1 Amazon S3 ZEHE K E IR,
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https://grafana.com/grafana/plugins/grafana-iot-twinmaker-app/
https://github.com/grafana/grafana-iot-twinmaker-app/blob/main/src/datasource/README.md
https://github.com/grafana/grafana-iot-twinmaker-app/blob/main/src/datasource/dashboards/README.md
https://github.com/grafana/grafana-iot-twinmaker-app/blob/main/src/panels/scene-viewer/README.md
https://github.com/grafana/grafana-iot-twinmaker-app/blob/main/src/panels/video-player/README.md
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EfH CORS B Amazon S3 24 , BIRUT S RIRE :

B IAM 2§ & HHTFF Amazon S3 ZHl &,

£ Buckets FIF&R A | EFEHAHE AWS loT TwinMaker TEZE (8] & R 1265 F 0 E 5 M0 B 75,
Bk EPermissions ( fXBR ) o

£ BRERLE (CORS) WMo , HkBimE,

#£ CORS configuration editor ( CORS ELE4wmEDT ) XAEF , BASEFIFH LT JSON
CORS ELi& , 7%=~ Grafana TYFZE (A8 GRAFANA-WORKSPACE-DOMAIN &7 1.

o K~ 0N~

® Note
BEEE "AllowedOrigins": JSON TEHNFLREES * 5,

[
{
"AllowedHeaders": [
nxn
1,
"AllowedMethods": [
"GET",
"PUT",
"POST",
"DELETE",
"HEAD"
1,
"AllowedOrigins": [
"*GRAFANA-WORKSPACE-DOMAIN"
1,
"ExposeHeaders": [
"ETag"
]
}

6. EEREFENLATHK CORS BE,

BXERA Amazon S3 B CORS WEZEE. , BZRAFEABRERLE (CORS),
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https://console.aws.amazon.com/s3/
https://docs.aws.amazon.com/AmazonS3/latest/userguide/cors.html
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% & Grafana &

& LARF Amazon Managed Grafana A TE£EENRS , B LLREHE B S EER Grafana IR
¥, f&Bh Amazon Managed Grafana , A AMRIEEH W ERRETE, BREMY BFR Grafana,
®EF , B LURE B CHWEMIRERERE Grafana IRS 28,

B X Grafana MELRTNESZEE , BSRUTEA -

« Amazon Managed Grafana

- BITEER Grafana

Amazon Managed Grafana

T S #EE Grafana BT AWS loT TwinMaker — M4 , RLIE AT AR S Grafana S AWS
loT TwinMaker . B F Amazon Managed Grafana A& EE Grafana fR$%588 , BB LEERE, HR
REPBEAEH HEAME M Grafana Ef iR TSI EBIE T ML, BX Amazon Managed Grafana
MWEZER , H5H 42 Amazon Managed Grafana ?

(® Note
I 53t %E Grafana B BIX$#F Grafana {4/ 1.3.1 lixe AWS loT TwinMaker

Amazon Managed Grafana B %t R &4

= AWS loT TwinMaker £ B# % Grafana B&IERTPEA |, BATRUA T EREM

- B3 AWS loT TwinMaker T#EZ[H, BXBIBITHERXNESES , ESH AT, AWS loT
TwinMaker

(® Note

LR EEEEF A AWS 82 Amazon Managed Grafana T/EX AT AWS loT
TwinMaker , RFIH. BiZE4HEREEME TEXHD, KAIUEFFIR Grafana SR K
2| AWS loT TwinMaker it . EATLLEKE] AWS loT TwinMaker B3R , B a2 EBIER T
H L& RN INBIER

iR & Grafana I8 184


https://docs.aws.amazon.com/grafana/latest/userguide/what-is-Amazon-Managed-Service-Grafana.html
https://docs.aws.amazon.com/iot-twinmaker/latest/guide/twinmaker-gs.html
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£ 612 Amazon Managed Grafana TEXAE , RES B BIE—1 IAM A€KEE Grafana EHI8Y
MR, XMATHX IAM B, XRFHRIHRMEFED , AT H Grafana BEEFTHE AWS loT
TwinMaker ##EJR. Amazon Managed Grafana A% B3 AWS loT TwinMaker7 iNAX PR , & Lt 4&
PRFHREXLENR. BXREFHINENESEFEL , FSH CIBEHER IAM A€,

BHI{TEEK Grafana

FBa LU RIEE B O ERMZEMRKIZIT Grafana, BXEITEN LA MIZ1T Grafana WEE |, S
¥ %% Grafana, AWS loT TwinMaker @4 a2 F Grafana B ZH#H E, X1 Grafana HhEF R
HEIFEHENEER |, 538 AWS loT TwinMaker RLHREF.

HIVEARMIZIT Grafana B, B EZBENMHEERFERR@ZMNAFREBENER. BXRERARM
Grafana R EZZ2 | EARMARNPIRAITIERE , 555 AWS loT TwinMaker RHIFE#E, ANEIRE 5]
SIB5ERKIE Cloud9 E1EE Grafana HREMELAH LT 2 LT EC2 Amazon RER TR,

AT E BB FHRITIREREFREE TwinMaker 33ER. BAILAREERINEIESE N INER
EEI (BSREARAEEREERFE ) . RASITEAIUREMNAFRRAGSHKAEIE, 0, mE
87 EC2 W B#h £1=4T Grafana , MIBRIAZIESE AT LATG Rl EC2 WS #HITAE , ZABERIEN S
HRIERMR., £ EEFER IAM BE NSRD |, FEEFHRIEREREFH IAM Amazon &RE
# (ARN ) .

S EHIEMR IAM A&

&8 AWS loT TwinMaker , & 8] LA#2 &l Grafana X F/Ax LB EIE A RINPR. Grafana &I ERAF N
EETRNNREEREETEHE , FEBATEEEEARENNIR. il , BRBELSITESEE

EMHHONR  MERERAPEFMEREMNNPR, Grafana BEIHERE AR , MEILEM IAM BE1E
BIERPREM, AWS loT TwinMaker BIERRINEF ZABNEN AWS iE$H, MRRREMER IAM A

& , Grafana FERIERHER |, ZCETEE4E N AWS loT TwinMaker

E £ Grafana REA AWS loT TwinMaker £ $IHR , BEZE—N IAM A& H M INKEE, &AL
F LA T EARSRE Bh 8 B IX L 3R IR

B IAM KRS

£ IAM 24 B BIB— 18R YourWorkspaceIdDashboardPolicy BY IAM policy, Itk 3R #E /it ifF 18
# T4EX 5 R Amazon S3 2 #H AWS loT TwinMaker %R, &t 8] LUREEMAEH T Amazon
Kinesis Video Streams FJAWS loT Greengrass Edge Connec tor , IXEEXJ Kinesis Video Streams
AWS loT SiteWise M A ZAHEENR=HNNR. ZEESENAL , BEBEUATREERZ —.

B{TEEM Grafana 185


https://grafana.com/docs/grafana/latest/installation/
https://grafana.com/grafana/plugins/grafana-iot-twinmaker-app/?tab=installation
https://github.com/aws-samples/aws-iot-twinmaker-samples
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/credentials.html#credentials-default
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/iam-roles-for-amazon-ec2.html
https://docs.aws.amazon.com/iot-twinmaker/latest/guide/video-integration.html
https://docs.aws.amazon.com/iot-twinmaker/latest/guide/video-integration.html
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1o FTHSAAN PR K BE

WMRETIEMER Grafana MSEHERER , FEM L TRERCZ R,

JSON
{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"s3:GetObject"

1,

"Resource": [

"arn:aws:s3:: :bucketName/*",
"arn:aws:s3:::bucketName"
]

}I

{

"Effect": "Allow",

"Action": [
"iottwinmaker:Get*",
"iottwinmaker:List*"

]I

"Resource": [
"arn:aws:iottwinmaker:region:accountId:workspace/workspaceId",
"arn:aws:iottwinmaker:region:accountId:workspace/workspaceId/*"

]

},
{

"Effect": "Allow",

"Action": "iottwinmaker:ListWorkspaces",

"Resource": "*"

}
]
}

FAENITHEXEIE Amazon S3 FiEE, TEEEEEFER LEEEN 3D ER 7
=o SceneViewerEMHRMXMEPEAY Mo
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https://github.com/grafana/grafana-iot-twinmaker-app/blob/main/src/panels/video-player/README.md
https://github.com/grafana/grafana-iot-twinmaker-app/blob/main/src/panels/scene-viewer/README.md
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20 ST A/ YL SA PR R B

ERRFIXS Grafana 5B KA EARM A RIARR |, HRFRZEXEHF Amazon Kinesis Video Streams

AWS loT Greengrass #J Edge Connector BRE#1THH. BXFE NG RNRECENESZE
B, EZH 812 AWS loT TwinMaker 1 373% i 28 BUR .

3. FIE S R

WMRBFEXN WA T HH , MALUER Grafana MSRE K SHEIPEE N AiHE, AR
15 18] Grafana T {EZ2 8] BV A BB AT LA BUEIK P R E AV LM |, 3 B o LA R A RERE =S
AWS loT SiteWise X 2[RI BN FIE TR

8 AT AR AR B 2 KB
JSON

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"s3:GetObject"
1,
"Resource": [
"arn:aws:s3:: :bucketName/*",
"arn:aws:s3:::bucketName"
]
}I
{
"Effect": "Allow",
"Action": [
"jottwinmaker:Get*",
"iottwinmaker:List*"
]I
"Resource": [
"arn:aws:iottwinmaker:region:accountId:workspace/workspaceId",
"arn:aws:iottwinmaker:region:accountId:woxrkspace/workspaceId/*"
]
},
{
"Effect": "Allow",
"Action": "iottwinmaker:ListWorkspaces",
"Resource": "*"

BIEE IAM E B
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RAriEmE

},
{

"Effect": "Allow",

"Action": [
"kinesisvideo:GetDataEndpoint",
"kinesisvideo:GetHLSStreamingSessionURL"

1,

"Resource": "*"

},
{

"Effect": "Allow",

"Action": [
"iotsitewise:GetAssetPropertyValue",
"iotsitewise:GetInterpolatedAssetPropertyValues"

1,

"Resource": "*"

},

{
"Effect": "Allow",
"Action": [
"iotsitewise:BatchPutAssetPropextyValue"

]I

"Resource": "*",

"Condition": {

"StringLike": {
"aws :ResourceTag/EdgeConnectorForKVS": "*workspaceId*"

BEERBEARAR R AL LA T ANER -

X S3 7R R A R PR A 847 = o

THEXFFEEERMAH AWS loT TwinMaker #9 RisE 15 B 4R

TR KB IS P F T A Kinesis Video Streams #13HY R 15 [E] X BR o
RS RIER F FFTE AWS loT SiteWise &7 # M =B £ 12 %,

FTHAEEA BB Z4HEdgeConnectorForKVSHER AWS loT SiteWise &= K{EMAIE 1%

F, workspaceld

BIEE IAM E B
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AWS loT TwinMaker AFiEmE
FricEBV A AL AWS loT SiteWise & RIRERM edge E& LM

£/ Grafana MR RKRR , AP AU F3ERFMMMIL L EF L1Z 2 Kinesis Video Streams,
BAI LA 5188 Amazon Kinesis Video Streams AWS loT Greengrass i3 4 1Z85 X Bk Bin G Z M
£ AWS loT SiteWise &7=/8 Atk IhEE. EdgeConnectorForkVs

FREETURHUTEEZR 2RI WorkspacelD IR : . : + = @ _ / -. #ilt0, nR&EE
5 AWS IoT Greengrass i & #2835 <BKH9 AWS loT SiteWise &= F AWS loT TwinMaker
T4EZ2 A AY Amazon Kinesis Video Streams , N AT LAE ABELA THEXFRZ : . WorkspaceA/
WorkspaceB/WorkspaceCGrafana #4358 % f£F WorkspacelD AWS loT TwinMaker X% % 7= $t4Z %
#7948, AWS loT SiteWise

[E] 428 751 TR i R W& 778 B0 3 25 A PR

AWS loT TwinMaker Grafana 4 B &8 B 5 K IF IR =2 K AssumeRole 18 F & 812 /Y12 &I E AR
A, TR , ZdHE ‘ITI: AssumeRole 1 F A A & 18 SR B& Sk BR & G AR5 8] Y & KPR SE B
BEXRQERBNELZER , BRI EERK,

XEHEA LN AWS loT TwinMaker TEX B 4IHEHRARIEEN R KA TFFE

JSON

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"s3:GetObject"
]I
"Resource": [
"arn:aws:s3:: :bucketName/*",
"arn:aws:s3:: :bucketName"
]
},
{
"Effect": "Allow",
"Action": [
"iottwinmaker:Get*",
"iottwinmaker:List*"

1,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
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"Resource": [
"arn:aws:iottwinmaker:region:accountId:workspace/workspaceId",
"arn:aws:iottwinmaker:region:accountId:workspace/workspaceId/*"

]
},
{

"Effect": "Allow",

"Action": "iottwinmaker:ListWorkspaces",

"Resource": "*"

}I
{

"Effect": "Allow",

"Action": [
"kinesisvideo:GetDataEndpoint",
"kinesisvideo:GetHLSStreamingSessionURL"

]I

"Resource": "*"

}I
{

"Effect": "Allow",

"Action": [
"iotsitewise:GetAssetPropertyValue",
"iotsitewise:GetInterpolatedAssetPropertyValues"

]I

"Resource": "*"

}I

{
"Effect": "Allow",
"Action": [
"iotsitewise:BatchPutAssetPropextyValue"

1,

"Resource": "*",

"Condition": {

"StringlLike": {
"aws:ResourceTag/EdgeConnectorFoxKVS": "*workspaceId*"
}
}
}

ARIME SR
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MREFMEBALLoWwE SREED , MXLEAFHTIEE AWS loT TwinMaker fE#F LE1T, X=
AT ERZEFEARELSENRMIZITA.

BETLUE — S5/ REE. BXEER , S 812 AWS loT TwinMaker #5035 125 BUER
8172 Grafana #£#IEHx IAM &

£ IAM 2#A&% |, 8IBB N YourWorkspaceIdDashboardRole Y IAM &,
YourWorkspaceIdDashboardPolicy MiinZEl&& L,

EiREE4ERACNEERR , S4BT Grafana SHRIFRUEBFEAZRSERAR® L
AssumeRole YN PR, AU TEREFHEERE

JSON

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"AWS": "ARN of Grafana authentication provider"

3,

"Action": "sts:AssumeRole"
}
]
}

BRUMMBIE Grafana REMNEXR FHRITREEFNESZELR |, FSH 18E Grafana 35,

B2 AWS loT TwinMaker f 5B S B SR

LUTE—1NREENR , HPEE7E Grafana F£EH AWS loT TwinMaker iE&FrERFT A TSR -

JSON

{
"Version": "2012-10-17",

"Statement": [
{
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RAriEmE

},
{

"Effect": "Allow",

"Action": [
"s3:GetObject"

]I

"Resource": [
"arn:aws:s3:: :bucketName/*",
"arn:aws:s3:: :bucketName"

1

"Effect": "Allow",

"Action": [
"iottwinmaker:Get*",
"iottwinmaker:List*"

1,

"Resource": [

"arn:aws:iottwinmaker:region:accountId:workspace/workspacelId",
"arn:aws:iottwinmaker:region:accountId:workspace/workspaceId/*"

"Effect": "Allow",
"Action": "iottwinmaker:ListWorkspaces",
"Resource": "*"

"Effect": "Allow",

"Action": [
"kinesisvideo:GetDataEndpoint",
"kinesisvideo:GetHLSStreamingSessionURL"

1,

"Resource": "*"

"Effect": "Allow",

"Action": [
"iotsitewise:GetAssetPropertyValue",
"iotsitewise:GetInterpolatedAssetPropertyValues"

1,

"Resource": "*"

"Effect": "Allow",
"Action": [

B2 AWS loT TwinMaker #5738 fR 88 B3R
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"iotsitewise:BatchPutAssetPropextyValue"

1,

"Resource": "*",
"Condition": {
"StringLike": {
"aws :ResourceTag/EdgeConnectorForKVS": "*workspaceId*"

BARBERNESEL , B 22 IAM %5 850 AA AR H B AR,
57N 3R] B2 IR B A PRST B

Grafana F R STIE LB E AR E 1 A Kinesis Video Streams SiteWise # loT , MR #t T2 A 50 IE
AR, R REZLENIGFSERN AWS loT TwinMaker T4EZR B oM RIR |, IHE T/EZE A2 &IH
AR IAM KBRS E,

48/ GET X FRSEE

BT LB RIS R IR R4 /N 3T S8 Amazon Kinesis Video Streams AWS loT SiteWise 1% == B i5 []
B, EAEEEZLE T AWS loT TwinMaker WorkspacelD 3 AWS loT SiteWise ##HLE =50 7 5
X, NS AU L& ERIhEE , S RN S LA ER, YRA]SE AN E B R 8B XY R PR XY
AWS loT SiteWise &K GET G [RIXIR , tL AT LA AR 5 AR IERHY Kinesis Video Streams.,

KRG, B LU RINE YourWorkspaceIdDashboardPolicy HHY kinesisvideo %l
iotsitewise B4 :

"Condition": {
"StringlLike": {
"aws:ResourceTag/EdgeConnectorForKVS": "*workspaceId*"
}
}

BEXAEFERG  NEREKHToAE

ElZRT  BERENFELEN T HEH THIRE, RENGTEMEEHZHE BT
Bk, T EBBERE. SIBERBERES , TANEERAANR D ILASI IR, EFEFA
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BREABRESATHEENRN. EAGT WEKRFFEN , FANRENTHERX , BREANRTE
EETERXIDEE.

BRI LB B ERG AN Groupingld FRICEBLARENXFNESE, EXHER

T , GroupingID 7 BatterRoom FreezerRoom. #l, BakingRoom#&E N5 B HY Fx &k &R E £ F) Kinesis
Video Streams , # B NiZ B —MEN EdgeConnectorForkVS, {E BatterRoom MI#RE, ZET
DRBAUATEMZFI»ROPEASER: . : + =@ _ / -

E{&® YourWorkspaceIdDashboardPolicy , iR THRIEIED

.oy

"Effect": "Allow",

"Action": [
"kinesisvideo:GetDataEndpoint",
"kinesisvideo:GetHLSStreamingSessionURL"

1,

"Resource": "*",

"Condition": {

"StringlLike": {
"aws:ResourceTag/EdgeConnectorForKVS": "*groupingId*"
}
}

"Effect": "Allow",

"Action": [
"iotsitewise:GetAssetPropertyValue",
"iotsitewise:GetInterpolatedAssetPropertyValues"

1,

"Resource": "*",

"Condition": {
"StringlLike": {

"aws:ResourceTag/EdgeConnectorForkVS": "*groupingId*"

}

}

3,

XLEE ARG T X 5 4 P E R IRA R FE A E KA AWS loT SiteWise B 4 7 £ 18 X5 04X
BR. groupingId HIEHABIEN . EBEANZEH , ©F =2 RoomlID,
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SEE 48/ AWS loT SiteWise BatchPutAssetPropertyValue 1R

R AN BR O] FF 3 05045 P B R A E A5 155K ThEE, LAERLSNAT | WA LASE— et ESEE |, HE
Grafana #Z#IHR L FRRIKERBER,

E#&F iotsitewise: BatchPutAssetPropertyValue R , i&# FERIAKHE -

.oy

"Effect": "Allow",

"Action": [
"iotsitewise:BatchPutAssetPropertyValue"

1,

"Resource": "*",

"Condition": {
"StringLike": {

"aws:ResourceTag/EdgeConnectorForKVS": "*workspaceId*"

}

}

1,

B ERAEE , AP aLLA BatchPutAssetPropertyValue | AWS loT SiteWise ¥#17%& ™= £ {EM
B, BB EEANREPIEERE PropertylD KRR &3 © R RN

"Condition": {
"StringEquals": {
"iotsitewise:propertyId": "propertyId"
}
}

Grafana F1#Y “M A ES" EHCHFEIEIRENE VideoUploadRequestZ AEMERE S |, LIS A
SR 45 8 77 L 1& F Kinesis Video Streams WViRE, EERFH S PRI ZEENEM ID. AWS loT
SiteWise B8 YourWorkspaceIdDashboardPolicy , iR TERIEIEA
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"Effect": "Allow",
"Action": [
"iotsitewise:BatchPutAssetPropertyValue"

1,

"Resource": "*",
"Condition": {
"StringlLike": {
"aws:ResourceTag/EdgeConnectorForKVS": "*workspaceId*"

1,
"StringEquals": {
"iotsitewise:propertyId": "VideoUploadRequestPropertyId"

iy

LEiE A SR B R PR HI7E 24512 K AWS loT SiteWise &L R EE .
FAWS IoT SiteWise M5 IAM && .

BXEZER  FS

SBEZE /N AWS loT SiteWise BatchPutAssetPropertyValue R
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£ AWS loT SiteWise BiEHZ| AWS loT TwinMaker
Grafana 2| E i

AWS loT TwinMaker BEBIFE4E AWS loT SiteWise I8 S A 2| AWS loT TwinMaker A&, XFEH
TENBEIBINEENBEEESRINUTERABIRRSHNEEERRE. AWS loT SiteWise 7] 5L
£ AWS loT TwinMaker Grafana $&#F7E Grafana R AL BIRRSHE EZREE , TEXN Bk
TAPI AAREESERRE, AWS loT TwinMaker AWS loT SiteWise

® Note
HLIETIEEH - 2026 £5 A 20 H , AWS L IEXTHE, AWS loT Events 2026 & 5 A
20 BzfE , KB E AWS IoT Events $#2#| A3 AWS loT Events &R, BXEZE
B . S EAWS loT Events & 1E %15,

AWS loT SiteWise ZIRf0 & K RFZH
BIBEHRHTEHERZE Grafana BHIERZE , BFRRECEFBUTLREH :

- BAZ& AWS loT SiteWise BV ER M B=R5%. BEXEZER , BHSHEAWS loT SiteWise AFER
el R EREMNABE,

« B3 10T Events BIRIE R DR G HiEEE] AWS IoT SiteWise 8, BXEZER , BS
EAWS loT SiteWise FAFERAHIE L AWS loT EHER,

« AWS loT TwinMaker & Grafana £/ , IX# /R 0 LAE Grafana iR B S/ AWS loT
TwinMaker &R T. BXEZEER , FSHEAWS loT TwinMaker Grafana 32 &I E R EE K

E X AWS loT SiteWise ER4EH IAM A€

AWS loT TwinMaker B T/EZ2 A IAM B &£ Grafana PERHNEEERFE. EE Grafana 715
AWS loT SiteWise #1735 H , AWS loT TwinMaker TEZBAREZLU TR :
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{
"Effect": "Allow",

"Action": [
"iotevents:DescribeAlarmModel",

1,

"Resource": ["{IoTEventsAlarmModelArn}"]

3o
"Effect": "Allow",

"Action": [
"iotsitewise:BatchPutAssetPropertyValue"

1,

"Resource": ["{IoTSitewiseAssetArn}"]

EAWS loT TwinMaker & &F |, BIE —MEKREH AWS loT SiteWise BF-MISEE, HRE
Fcom.amazon.iotsitewise.alarm@HFEE N IZRERMAHF , AEEFRENHNEF-NERE

A,

Add component

Component information

Name
DustAlarm

Type

Types of components include documents, time-series data, structured data, and unstructured data.
com.amazon.iotsitewise.alarm

Asset Model

Choose an asset model.

ConstructionSpot

Asset
Choose an asset.

Spot1

Alarm Model
Choose an alarm model.

ConstructionSpotDustAlarm

tTENREBRRFERAERGZELZEN RFlcom. amazon.iotsitewise.alarm,

B A R , AWS loT TwinMaker £ B z1 M AWS loT SiteWise F15 AEX I EIRE 4 AWS loT
Events, LA ES HERAGFRBEER , W ITEXIPAENMERTIEERAH,

E X AWS loT SiteWise BiRAH IAM A& 198
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BXE AWS loT TwinMaker API # 17218 F E &

BIEBRERAHET , BAILUET AWS loT TwinMaker APl ZEHERIRA. REMNEHERRE.

LT RERRSEWIFRTH

aws iottwinmaker get-property-value-history --cli-input-json \
{

"workspaceId": "{workspaceId}",

"entityId": "{entityId}",

"componentName": "{componentName}",

"selectedProperties": ["alarm_status"],

"startTime": "{startTimeIsoString}",

"endTime": "{endTimeIsoString}"

}l
LT REHREEERFERTH,

aws iottwinmaker get-property-value-history --cli-input-json \
{

"workspaceId": "{workspaceId}",

"entityId": "{entityId}",

"componentName": "{componentName}",

"selectedProperties": ["alarm_threshold"],

"startTime": "{startTimeIsoString}",

"endTime": "{endTimeIsoString}"

}I
LT REREEENFRTH

aws iottwinmaker batch-put-property-values --cli-input-json \

{
"workspaceId": "{workspaceId}",
"entries": [
{

"entityPropertyReference": {
"entityId": "{entityId}",

"componentName": "{componentName}",
"propertyName": "alarm_threshold"
},
"propertyValues": [
{

B3 AWS loT TwinMaker API 317 & F1 S #T 199
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"value": {

"doubleValue": "{newThreshold}"
},
"time": "{effectiveTimeIsoString}"

it B 8K Grafana 12 i HE i LAFR ER 2 4R

FERBRE_NSHBEAYENNERIAM A XR—IEEAR  BEENE
{Eiottwinmaker:BatchPutPropertyValuesi#nZl TwinMaker T4EX arn B FR , 20 BiFAT
No

JSON
{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"iottwinmaker:Get*",

"jottwinmaker:List*",
"iottwinmaker:BatchPutPropextyValues"

1,

"Resource": [
"{workspaceArn}",
"{workspaceArn}/*"

]

}I
{

"Effect": "Allow",

"Action": "iottwinmaker:ListWorkspaces",

"Resource": "*"

}
]
}

BB &M Grafana #2HIE R AIREVER 200
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HE , BULHENE IAM BERERMEATIE

"Effect": "Allow",
"Action": [
"iottwinmaker:BatchPutPropertyValues"
1,
"Resource": [
"{workspaceArn}",
"{workspaceArn}/*"

BREENBEASE , BIEFREA ARN RE.

EREN 1AM B85 , BREM Grafana BHERUAAERTNAE amn. & “HEREBEERE XL

BEANR E1%E K RAEEFHBEABSEH amn.

BB &M Grafana #2HIE R AIREVER
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tl} Settings

AWS loT TwinMaker-4 Default

Connection Details

Authentication Provider ) AWS SDK Default
Assume Role ARN

External ID

Endpoint

Default Region & us-east-1

Assume Role ARN

& Specify an |AM role to narrow the permission scope of this datasource. Follow the
documentation here to create policies and a role with minimal permissions for your
TwinMaker workspace

TwinMaker settings

Workspace

»" Define write permissions for Alarm Configuration Panel

Assume Role ARN Write

Explore

B Grafana #Z &I EMRSEINEIR AT 1L

BRUTER , NEREEFENMESHEHER , HXHH#TRE,

1. EERETHIEETEX,
2. EEWEEFREHER.

BT Grafana 12 HIERSZIMEIR TR
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FEALTENHER : Get Property Value History by
ERERERMBER BIRRGEEE,

EERAE , RBREAHRAGETE , UNARK.
SFiZEM , %1% alarm_status M alarm_threshold,

EEEE , ENZSBRER ID RELEEHE,

® Note

Entity,

NHFRBRF2ERMEABH, BNZEEEHRRESNRNE , LARBEEBNA,

RIERMINN A FENR , UEEREFHE.
ERNFER[BOTEE, TBEEEMTEMT :

€ Grafana Labs Alarm Config Test / Edit Panel

@ Last6hours ~

Panel Title

Alarm ID
OverheatAlarm

Thresold
10

Notifications

Edit Alarm

B Query 1

Datasource % GrafanalabsAlarmTest + @& Query options  MD=auto =792 Interval = 30:

A
Query Type Get Property Value History by Entity
Entity ReactorCore

Component Name OverheatAlarm

v Stream [ ]

Selected Properties alarm_status (STRING) x  alarm_threshold (DOUBLE) x

Filter

9.
10. 1E#ESave (&E ) LIREFHHE.

@  Discard  Save

Q AWS loT TwinMaker Alarm Configuration

v Panel options
Tide
Panel Title

Description

Transparent background
[ ]

> Panel links

> Repeat options
A ~  AWS loT TwinMaker Alarm Configuration
Workspace

GrafanalLabsAlarmTest (GrafanaAlarmTest)

Interval

EAEdit Alarm ( REBER ) RE , ALEEXNEE , LERLERHRE.

B Grafana #Z2HIEREINE R THL
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Edit alarm

Cancel

(® Note

L FEARATEHAEANINNEEER. FERREREN LRER , FHEEY
RERNFT B ESEE —EBEA TR SHE REIME.

BT Grafana 12 HIERSZIMEIR TR 204
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AWS loT TwinMaker Matterport &£

Matterport IRt S IHERED , ATRABENSERRRENCES IGHIZR 3D EE | ¥ Matterport
WFFE, XEEBEFN Matterport ZE[E], AWS loT TwinMaker X3 Matterport £/ , 7] LU
Matterport Z1FZE4E S A AWS loT TwinMaker 5. &I IF Matterport 217 XX f2fE 5 Matterport Bi Xy
AWS loT TwinMaker , £ 7] LAfE B2 #A 3R 35 A AT L M G R S B F B2 R R4

vt

ccccccc

i

e > PN!mmr

BXRBEH Matterport WEZE L |, 52 AWS loT TwinMaker F1 Matterport T8 HE £ Matterport 3

=

ERER

 Matterport SE Y £ RFMH

« £ K18 Matterport EiE

« RRH Matterport FUFfFiE1E AWS Secrets Manager

I Matterport ZE[8] S A#H = AWS loT TwinMaker

« TEYREY Gra AWS loT TwinMaker fana 32 & E 4R £/ Matterport ZE ]
« FER AWS loT TwinMaker B9 Web R 25 F £ H Matterport Z2
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BE SR AR LE S8 AT AT LT 4R 4E

« 7£ AWS loT TwinMaker B AR FEH R FEARE Matterport FREFZE 4%,

+ 7£ Graf AWS loT TwinMaker ana ##|ERF&EEES AH matterport Bi¥E. BXEEH AWS loT
TwinMaker 1 Grafana WEZ{E R , {551 Grafana 12 Hll AR 5 5 XX 14

« JHREY Matterport Z2 8] S AfREY AWS loT TwinMaker &/,
s ERHSAEHRERZEPHIEN Matterport F5ZL, AWS loT TwinMaker
« £ AWS loT TwinMaker 5=/ Bz & RER Matterport ZE B FMIFICE R , HLHEEE S HEE K,

SRR 3 MRESTRAMN

1. HE R FH 183 Matterport EiE
2. fHREY Matterport FEIE 71 £ AWS Secrets Manager
3. ¥ Matterport Z2 [ S A= AWS loT TwinMaker

ATLATE AWS loT TwinMaker 25 A FRER. EEHENIEEREMNE=AERT , ITF Matterport
SR ERFIENTERR.
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Services v

Resource Groups ~ * / N f nt \. Virginia ~ Support v

AWS loT TwinMaker

How it works
Waorkspaces

Workspace

Component types

Entities

Resource library

Scenes
Query editor

Settings

What's new [4
Documentation [
FAQ A

Pricing [4

@ Feedback (@ English (US)

AWS loT TwinMaker Settings

Settings

Settings for your AWS loT TwinMaker account

Pricing options

Model sources

3rd party resources

3rd party software integration. You can configure AWS loT TwinMaker to work with 3rd party software. This pages lists which software is available for integration

¥ Matterport integration (1) info

How it works

Step 1. Contact Matterport

In order to integrate your Matterport
assets into AWS loT TwinMaker you
need to contact matterport directly
to request an integration with AWS
loT TwinMaker. We recommend that
you reach out to your point of
contact, or request a contact here so
that they can provide guidance on
the necessary components for
enabling the integration.

Step 2. Record your
Matterport SDK credentials
Record the client id and client secret
for your Private Model Embed (PME)
application and the SDK key from
your Matterport account.

Step 3. Add your
Matterport credentials into
AWS secrets manager.

Add your Matterport credentials as a
secret in the AWS Secrets Manager.
When adding you secret in AWS
Secrets Manager, you will have to
add a tag with key
'‘AWSloTTwinMaker_Matterport’ to
this secret since it's a 3rd party key.

Step 4. Select your
Matterport account in a
scene composer scene,

Add Matterport scans to your scene,
by selecting the connected
Matterport account from within the

scene settings page.

Contact Matterport [2 |

‘ Go to Matterport [4

AWS Secret Manager [4

Go to Workspaces

Connected accounts

Name

Description

ARN

No connections

Copy you Matterport SDK credentials key into AWS Secret Manager.

AWS Secret Manager [4

Terms of Use

Matterport £ R Y SRS

£ 5 Matterport £/ Matterport Z 87 , AWS loT TwinMaker &R B LT STREH

« BELMRET 2K Matterport Ik 7 FE KT =R Matterport ™. AWS loT TwinMaker

o /RE—/> AWS loT TwinMaker T¥EZE[E, BXEZER

HSE AT AWS loT TwinMaker,

« WMBRAREHT AWS loT TwinMaker THEZH AR, EXBIEXEEGNESZER , BSHIEMN

&I AWS loT TwinMakerfI RS A€,

NIEXABRFIUTAE .

Matterport 52 B9 56 R & 4
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AWS loT TwinMaker
{
"Effect": "Allow",
"Action": "secretsmanager:GetSecretValue",

"Resource": [
"AWS Secrets Manager secret ARN"
]
}

MEX R Matterport AL E S FAERKN AL EF T, Matterport BTG NER B ARLBEERTZA
(PME)o

MRBELZLHE Matterport EFZE | FEESMAIIEKR,
MR IE&AE Matterport BRR A |, BB TS BREKR Matterport FHERIEHITEK :

1. 3TF Matterport #1 AWS loT TwinMakerT Ho
BRERRBARAUITFFERR KSR,

R EEEMEREEER.

HEBMEE | 1%3F SAY HELLO &R &% 2| Matterport,

nal N

BRERG , B NERSREERIEAFERN Matterport SDK MFABEE A (PME) &Zi,

® Note
XA RE SRR mE RS mA£R,

4 % H 18 % Matterport EiE

E¥F Matterport 5 Matterport &£ AWS loT TwinMaker , & 247132t Matterport AWS Secrets
Manager £if, A TREF4EK Matterport SDK Fiif o

1.

2
3
4.
5

FKIZH Matterport IKF7 o
SMBENIK/IRERH,
HARENEE , ERTAEIEIRD,
EFAETIERE, 61k SDK BAEEL S
# A SDK ZAEEE S /5 , EFRMF SDK HARIED,

Matterport SDK ZiE
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https://matterport.com/partners/amazon-web-services
https://authn.matterport.com
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6. 3R18 Matterport SDK Z40/5 , 1 Grafana fRZ585H9 AWS loT TwinMaker Z R M A, MR
BERABZ AWS loT TwinMaker ARFEMS , BFLENRMNENEEEHE.

7. ETXR, KI NABRFEKEERD , BNZ2FTIHN PME NRARERF. HESUATER !

« BEFus D
- B iREH

(@ Note

HTEFHRZRANREMAEE R, HERINENBNRIETEFRR. SE AWS
Secrets Manager &l & R 7 i 5 47 F sE 4 L2 33 1T Matterport 5 5o

LEME T HEREEH B Matterport ERNEHKSBEHET PME & , XEEITIHLBEG6
B, MRXEZIERHI , B8R Matterporte EARFEREKR |, S Matterport F1 AWS loT
TwinMaker BxRF&K ¥,

A X Matterport SDK ZIENEZE R |, iS5 Matterport B9'E 77 SDK X #4 SDK X #4#ER

FHREY Matterport FZiE 7% £ AWS Secrets Manager

FEAUT SREFER Matterport EIFFEER. AWS Secrets Manager

® Note

BEBERIE £ HIZF Matterport EiF TBHHN S ROIEMNEZ FIRER4E F e Lttt 1T
Matterport £

1. &3 AWS Secrets Manager 2%/ &,

SMEIRARE , AREERFETER.

NFHARE | FEFRHMEHARE,

ERMEXNES , ARIMATREX , H¥F Matterport FIEENE :

> Wb

o BIE—MREX , HP® R application_key , R <## Matterport ##>,

fF Matterport &EUE 771 £ AWS Secrets Manager 209
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o BIB—NMREX , EFE8RN client_id , B <## Matterport ##>,
s BIE—MBREX , HHh®N client_secret , N <## Matterport ##>,

TG, BRESBERTUTRAINEE

Key/value pairs info

Key/value Plaintext
application_key matterport_application_key Remove
client_id matterport_oauth_app_client_id Remove
client_secret matterport_oauth_app_client_secret Remove
+ Add row

NFEZRE , HEFEBRIAINERE aws/secretsmanager,
ERET—SPHEREFPARE,

EERPARAMNERFR,

ERER D N EZEBRAFIN—MRZ,

© N o o0

B EFRZR | BUTREBBEAWSIoTTwinMaker_Matterportfina B &4 :

fF Matterport ZIE#7 6% £ AWS Secrets Manager 210
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AWS Secrets Manager » Secrets » Store a new secret

Step 1

Configure secret

Choose secret type

Step 2 Secret name and description info

Configure secret

Secret name

Step 3 o X
A descriptive name that helps you find your secret later.

Configure rotation - optional
‘ AWSloTTwinMaker_MyMatterportConnection-1 ‘

Secret name must contain only alphanumeric characters and the characters /_+=.@-

Step 4
Review Description - optional
Access to MYSQL prod database for my AppBeta
z
Maximum 250 characters.
Tags - optional
Key Value - optional
‘ AWSloTTwinMaker_Matterport ‘ ‘ Enter value ‘ ’ Remove
(® Note
RFURM—NMRE, REFSH SN Ak , 8@ AWS Secrets Managerf il 58 = 75 Z 47 A
MEERZ,

EFRAAMED, RBE-MEE , BULERMMEET -5,

9. EEERENE, EE Next( T—% )., REZPRLBLNMILIRIE, WREFLETHABHENS
MEREERGR  FERXEE Next ( T—F ) . BXFBHERBRNESZEE |, ESREHE AWS

Secrets Manager %4,

10. EEENHLBINRALRE. ERFANBHE , BEEFMH®,

BHXREAWEZ(EE AWS Secrets Manager , 52 LT AWS Secrets Manager 34 :

- FERAMEMEEZ AWS Secrets Manager
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Hierarchy Rules Settings

¥ Scene Settings

Environment Preset

¥ 3rd party resources

Matterport integration Info

Connecting your Matterport account enables viewing

spaces in your TwinMaker scene.

nnection name
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Hierarchy Rules Settings
Scene Settings

Environment Preset

¥ 3rd party resources

Matterport integration

Matterport integration enables you to integrate your
Matterport account with AWS loT TwinMaker.

No connections

Connecting your Matterport account lets you view

Matterport spaces in your AWS loT TwinMaker scene

Learn more
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Hierarchy Rules Settings

Scene Settings

Environment Preset

¥ 3rd party resources

Matterport integration Info

Connec

ting your Matterport account enables viewing
es in your TwinMaker scene.

Connection name

cookieFactory

Matterport space

Factory1234
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Hierarchy Rules Settings

Scene Settings

Environment Preset

¥ 3rd party resources

Matterport integration Info

Connecting your Matterport account enables viewing

es in your TwinMaker scene.
Connection name

cookieFactory

Matterport space

Factory1234

Import your Matterport tags so you can bind them to
Twinmaker data.

Mo Tags imported

Import tags

& A Matterport $3E 5 |, ZIRMTEEFIRSIZAFTEU . & LAT BT EFIEH Matterport #5
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Hierarchy Rules Settings

Scene Settings

Environment Preset

¥ 3rd party resources

Matterport integration Info

Connecting your Matterport account enables viewing

es in your TwinMaker scene.

Connection name

cookieFactory

Matterport space

Factory1234

Import your Matterport tags so you can bind them to

Twinmaker data.

Last updated March 17, 2023, 14:32)

Update tags
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TwinMakerE X Y2 1E,

EEE AWS loT TwinMaker ET SRR RE , 5580, ET 5 HHEREETRH AWS loT
TwinMaker

R BR324 AWS loT TwinMaker
TREETFRSNERRZER 2

EERWLER AWS JSON REERIEEHEARIBEMF L, B2 ER , BNEETUNT LR FERITER
1, UREFARHETRIT,
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AWS loT TwinMaker AriEE

f£ Condition Jt¥& ( = Condition 3t ) A , AT EBAERMNEH. Condition TEETE
N, BUCIEFERAZRGZER (i, FTFHNT ) BEHRER , UERBPHNREESERPHE
HMTE,

MREE—MEAPEESZ D Condition THE , WEEA Condition TEFEESZNME , U AWS
EFAEHE AND BEIFHEN. IRENENMFHBREESME , NERBBORZER AWS WESF
o ERTIEINNR B LI B BRISA.

EEERMGN , BEUTUERASUNEE. flm, REEER IAM AF &2 IAM BFet, 88N
HETFHRARONR. AXESEELR , H2H (AM AFERE) B0 IAM EBTE TENFEL,

AWS X EERFHZANBETRSHFMHER. BEEEME AWS 2/FHR , F5H IAM g
MTNAWS £REH LT XEHR,

EEE AWS loT TwinMaker 4%k , BS5H (RFTENSZE) AWS loT TwinMaker s By 54427
o BETHRAUNUEARHRNVRENTR , BSHAAENLWIRAE AWS loT TwinMaker,

EEE AWS loT TwinMaker E T SRR RG] , E5H. ET 5 HHEREETRH AWS loT
TwinMaker

Y5 AR EI 5 FR (ACLs) AWS loT TwinMaker
¥ ACLs : &

TREFIFIR (ACLs) 2HMLERFTEA (KFKA, AFRA® ) BNBRER, ACLs SETHIRM
REERL , RECAEEA JSON BN,

ETEHMHEIZES (ABAC) AWS loT TwinMaker
X# ABAC ( BB HIRE ) : BoX#

ETREMENIGREES (ABAC ) B—HEDRE , ZRBETEERENR, £5 AWS , XEFEMK
MAIRE, EAILE IAM Kk ( AP SAS ) MiFZ AWS RIRM IR, FRicSHEMEIRZE ABAC
ME—H, RFIRIT ABAC KB , SUEEHEHNHRE SN2 15 R 8 R IFRE ICE A R VFRAE,

ABAC HREBKHWIMEHIIEERA , AERKEERFEBAVER T AT R HEA B,

EETHREEHER , BFEMFE A aws:ResourceTag/key-name, aws:RequestTag/key-name
% aws:TagKeys U BERBANZHTEPREFRZIER,

WRENBRSN TEMERREBIEMAEX=AFMGR , XN TZRS , ZEANR. NREMRSN
NTEHIRRREISAMEX =1 &G , WZERBD
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsiottwinmaker.html#awsiottwinmaker-policy-keys
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https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsiottwinmaker.html#awsiottwinmaker-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
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BX ABAC WEZER , 5K (IAM AF1ER) FHVEM ABAC BRRNEXRR, BEEFIRE ABAC
SROHE , FSHE (AM AFER) PREAETEMEN TR NS (ABAC ) .

G etEIE S AWS loT TwinMaker
Y FIGFEILE - 2

HREAIFHER R RS , BL AWS RS TRER. AXRESER , SEWLE AWS BRSE ERTIE
BHES |, FZH IAM AFEEFHAWS S 5 IAMBEEANEE.

MREFEARAF B NEZEBZANEMRAEER , Il AWS Management Console {8 F B =2 I BB
flgn , H&EAWS FRALTINE QEF (SSO) iE#THEN , ZEBLBFIRIRAER. HE
AP emEREGs  ARYMRACH K BEBHRIGHNEILE., BXURABGHNESER , FZH
(AM BFPiEm) RMMNAFTRE IAM S (BFE ).

BATLAER AWS CLI 5 AWS APl FaitlZIREHER ., RfE , BALMERIX EIEHE R HITIH
AWS, AWS BIUZHBERIGFNES , MAREAKHILERZHA. BXEZELR , BESH IAM F Y
IS Bt &2 2 EALE,

B B8 AR S5 £ X PR AWS loT TwinMaker
TRERIBEAE (FAS) : 2

HIEER IAM AP RBeEFNITREN AWS | BEANERA. EAXLERSEH , EFSHRIT—
MRIE , ARHBREERMBRSHEHSE —MEE. FAS ERRAAZRANNRUK AWS RS @T
RS R HERBER. AWS RERIBFHRZFURIFTESHM AWS RS HARRKES BESTTHIIER
B , 2K H FAS B3R, EXMERT , BLMEERITIFHTURFEAINER, BXRKH FAS iFRETHY
RBEFAFEE , FERERTRSTE,

AWS loT TwinMakerf RS A &
YERSAR 2

REACEH—VRSEE. REEHITREN IAM B, IAM EE R TLE IAM a2, S
BREESAR, BXEZELR , 55 (IAM BFER) PMelE D AWS REZRNEN A€,

/A Warning

EURSACNNERIGEAS ST AWS loT TwinMaker ZhaE, REBETE AWS loT TwinMaker 24
BREEBSHIRERSAE,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
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MRS AKX A AWS loT TwinMaker

XEFERSHEXAG &

BSHAXAGR - PHEEINBRSAR. AWS BRSRSAUKARKRERTRENAE, RSHEX
AEHAEEHNP AWS IKF |, HBARSAE. IAM EERATUERETEEEBRSHEXABHR
PR o

BAROUZEFEERSAXBENFAEE , FSHEYE IAM BEEANAWS RS, ERTPERRS
MXABIPEE Yes R, BEREEUETZRSNRSHEXRABNE,

HEF 5K RAE AWS loT TwinMaker

RINVERT , BRHNAGZECIEREH AWS loT TwinMaker BIRINR, i1t TEFER AWS
Management Console, AWS Command Line Interface (AWS CLI) 5, AWS API #{T1E%. ERTH
FPRAERBRHRITRENNR , IAM EEZ ATLAGE IAM Kig, EEABEAUAQARRN IAM X
B, AFAURABE,

BT RUNMAERXL RG] JSON REEXHEGIEET IAM BHNEE , 56 (IAM AFiERE) P8l
2 IAM KB (258 ) .

B H AWS loT TwinMakerE X HIREMERER (BESHEREBENES ) WiFAEE , BSH
(REEBERSE) AWS loT TwinMakerd #yi2/E., RIFEFM %424, ARNs

£}

- RMSEREK

- fEF AWS loT TwinMaker 2%l &
- ATHAPEEMHAITIE SR

R R fE SRR

ETEMNEBRRETEAREUUELHWIKFFEIZE, HEsMBER AWS loT TwinMaker &R, XL
BRIETBEARE AWS KPP =E KA, IR FEE TSR REN | BHEFUTERMEIN :

- FTIREER AWS RE R F RO RENRNE — BFMAASMITERRR TR , SEANTS
FIRAGIRTRRNAWS HEREE, ENEMRNRARITR AWS IKF, FRITZUEET E LEHXS
BRI AWS ZEFRERBRAE-TBINR. BXESEE , H2H (IAM AFERE) F/Y
AWS FEEA KRR TFRERNAWS EEXEKK,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsiottwinmaker.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
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- NASENR : EEA IAM RERENRE , BXEFRATESHENNR. At , EAER
ERERGT AAUNBERRRTHRE , RN RENRTAT. BXER IAM NANRBRNESE
B, B2 (AM AFEmR) P8 JAM R EYKEE AR

o FA 1AM KRS — S REIH IR © 4477 LA ) 58 B 7 I 5440 Sk BR I X 182 4E R SR A 17 ) o
Bl | A LURE R Z M RIEESAMER SSL EREFMEER, NMERSBRERBEIHENSNE
A, WA AR RARE T RS RENTHRINE AWS RS , il AWS CloudFormation. &
XEZEER , 5Z2H (IAM AF1ERE) P/ IAM JSON KHETE | &,

£/ IAM Access Analyzer BiEf&RY IAM KBS , UBRNENZ £ MR IhEEM — IAM Access
Analyzer 2 IFF RS M B KR , LHREHAS IAM KEIES (JSON ) M IAM FH{ESE
B, 1AM Access Analyzer 12 100 ZTURBKREM ATIRENEI , UHBBEFIELS BINEEMEN
K, BXREZELE , 520 (AM AFER) FHEA IAM Access Analyzer iiE K B,

- FEZEHHRIU (MFA)- IR AWS IKFENZREE IAM AFSRAF , BEA MFA RS X
&M, EEEEA AP BERNEE MFA |, B MFA X4 RMEIENERES, BXEZELR , B
7 <IAM AFiEm) PR MFA /3 APIIAE[HE,

BX IAM FREXENESELR , BZH IAM AP EREFH IAM PR Z £ HESR,.

£ AWS loT TwinMaker 3241 &

EifEa AWS loT TwinMaker 12414 |, B4 RHAE —HRENR, XLENRLAATFEIENEFEER
&1 AWS loT TwinMaker ‘BIRIVIEMEE AWS IKF, MRCIZBEAENRFRIENBRENEHNET S
PR  NTFHMT ZEBROSE (AFRPSAR )  BHANLTERFMBEEZT,

N FNFHA AWS CLI = AWS API AP , BLEERNHBREREEHENRE, Ak , RATFFHRSHE
2R MITH APl B/EM TE R 1E,

NEEBPRAEDARALER AWS IoT TwinMaker 2&l& | FEFH AWS loT TwinMaker
ConsoleAccessHiReadOnly AWS I E XM INEIEE, BXEZEE |, 55 AWS IAM Identity
Center AP $8R P #Y 9 A PR DA BR o

AFAFEEHITE SR

ZORBIGER T A B R |, LAY IAM AP EENR MBI EAS S ONNERANEE R, R
TDREERHE LSERA AWS CLI X AWS API BU4wiE 75 = 5E B LR AR IR

"Version": "2012-10-17",
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
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RAriEmE

"Statement": [

{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
},
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}

3 AWS IoT TwinMaker & 13 1/ [8] 3# 17 # FE HEBR

FEALUTEERBEE LK ANEEEFER AWS loT TwinMaker 1 1AM B 7] RE38 289 & WL [ &,

FA

« BREREUATNERITERAE AWS IoT TwinMaker

o TEMIAT iam : PassRole

« REAFRUAHA AWS IKF 5B K AWS loT TwinMaker R

R
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EERELULTLERITIRIE AWS loT TwinMaker

MREWRERETR |, ERETIMITEMRE | W AFER R ARVFITIZRE,

% mateojackson IAM AP ZRAFERAEHAEFTEXREM my-example-widget BRIRNFHAEFE. |
BARMEEN iottwinmaker:GetWidget WRRAY , &K &£ LT RHIEEIR,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
iottwinmaker:GetWidget on resource: my-example-widget

EHBERT , BAEH mateojackson AFKER , LAWFER iottwinmaker: GetWidget B1E
BB my-example-widget &Ko

MBREEIRY  EHRALZHAWS EER, FNEERAREAEZETIN A
R FILIN1T iam : PassRole

MRBUE| —NMEIR | RIPBTLINIT iam:PassRole B4 , MAMEFHRELUAF RS ABERS
AWS loT TwinMaker,

BE AWS RS A ERIAEABKEL1ZRS , MTARAIRMNBSAGIRSHEXAE, it ,
BB MEBF A ELEIRSHNR.

L EZ N marymajor B9 IAM AP ZiRERAEH AT AWS loT TwinMaker R TIRIER , @ X EUT R
flfEiR, BER , REXNEERFACHMBTFHNRST THITHIRE, Mary TEERABGEZETIRS
HIAX PR .

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXMERT , XEH Mary RIREE LR F bR 4T iam: PassRole #&1E,
MBHETHE BEHEIEHAWS EER, GHEERSIEMHEIETN A,
FAAAFREUINB A AWS IKF THRIFERA AWS loT TwinMaker &R

gaptlE—1ae  UEREMKSPHAPREERANARTUERZABRIGRIEHNRIR, &0
BIEEEESEY , AURAAR, X TXHET R R RZEH IR (ACLs) WARS , BT
158 PR 3 L5 SR B o) AAT1 4R T 1 ) S8 B9 BR VAR BR

ETHREZER , BZRAUATREA :
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- ETHRE AWS loT TwinMaker X#FXLEIThEE , S FE 01T AWS loT TwinMaker 5 1AM EL& &
;i

- ETHEIMAREXEHENTRERNE AWS kP | FS55E 1AM A EES i EEREE AWS
K %= IAM B PR 7R HBR

- ETHOMAEE=SRENEBHRFHHENE AWS KF , BHSHE IAM AFERETHEE=HE
HIFER, AWS 0K

- ETHNIMEL S HERERIERMHRNR , F2H AM AFER) PHALINTSHRIEN
AP ( BRBKERIE ) BETHRXER,

- ETHREAACNETRRNREHTEKFHRZBENZES , F2H (AM AFIER) F8 1AM
HR Y BB K P 3 R 1A [ o

FRSHEXABBHET AWS loT TwinMaker

AWS loT TwinMaker £ AWS Identity and Access Management (IAM) RS XA, REHEX
ABR— RS ZEEXEKN IAM AGMNIHIERTE, AWS loT TwinMakerfR S < A BH RS TE X
AWS loT TwinMaker , @FEZBRESAREFHEM AWS RS FFENFTE R,

REHEXAEREIREZS AWS loT TwinMaker ENNA S , RA BT LFHRMAENNE, AWS loT
TwinMaker EXERZSHEXBEHNIR |, BRIESEENL , BN AWS loT TwinMaker REEEEEH AR,
EXHN R BIEEERBEANNRREE | AR M N EETE AL IAM SEAHY X PR SR BR o

REEEEMBREXERE , BT ERBRBRSHEXAE®, XETLURIPER AWS loT TwinMaker &
R, BREFRSTE MR R ERER

BEXXFERSHEXAGHEMRSNEES , F2HAE IAM BEEEANAWS RS , AERSHEXEES
REHINE ‘B WS, ERENEE  EFZRSHRFHEXABXH,

KRS AKX B EBNPR AWS loT TwinMaker

AWS loT TwinMaker {8 & 8 AWSServiceRoleForloTTwinMaker BIIRE<EX A€ — AWS loT
TwinMaker R FRTREFAHEM AWS RS HEZHE R

AWSServiceRoleForloTTwinMaker RS HEXBEBETATRERRAAZAE :

 iottwinmaker.amazonaws.com

BAHABNRERE AWSIoTTwinMakerServiceRolePolicy AWS loT TwinMaker 52 ¥F 3318 & & IR 52 5
AR #8R4E -
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
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« #4E : all your iotsitewise asset and asset-model resources
M iotsitewise:DescribeAsset, iotsitewise:ListAssets,
iotsitewise:DescribeAssetModel, and iotsitewise:ListAssetModels,
iottwinmaker:GetEntity, iottwinmaker:CreateEntity,
iottwinmaker:UpdateEntity, iottwinmaker:DeleteEntity,
iottwinmaker:ListEntities, iottwinmaker:GetComponentType,
iottwinmaker:CreateComponentType, iottwinmaker:UpdateComponentType,
iottwinmaker:DeleteComponentType, iottwinmaker:ListComponentTypes

BYABBEFERF, ANACEBCRE, FREINBRBSHAXAGHNIR. BXESER , BS
5 {IAM R 1ER) HE RS HEX A BNER.

HNOIZRSHERXAE AWS loT TwinMaker

BEEFHCEBRSHERAR, HEBE AWS Management Console,  AWS API #[E% AWS loT
SiteWise BFE=MA~EE ( B=EL ) it , AWS loT TwinMaker 2 A B BIERSHEXRAR, AWS
CLI

MBEBRZBSHEXEE , RAEEEEME , SUUFEAMEREEKFAPEMIEZLAR®, Y&
B2 AWS loT SiteWise #=MA~RE ( #~R[F ) i¥, AWS loT TwinMaker 2 FX 7 Z 2RSS
Hxae,

AT LA IAM 85| & BT “loT TwinMaker -FEEA®” AHICIERZMEX<AEB, £ AWS CLI 5
AWS APl & | EFRARSEBHBERSHERXAR®, iottwinmaker.amazonaws.comBEXEZEER
BEZE IAM AFPER PHERSHEXAR., NRERERTLHERSHAXAR®  TUEARENSRER
REBAE,

RENRSHEXA® AWS loT TwinMaker

AWS loT TwinMaker F 21 #8458 AWSService RoleForlo TTwin Maker FRE <A, BIZERSHE
XABE , BELTEENAENEN , RN UREEZSHIAEIAiZA®, BRI EA IAM REAE
iR, BEXEZEE , BSH (AM AFER) PNERERSHEXAE,

MR RS <A AWS loT TwinMaker

NRFTEZEEFAENEERSHEXACGHIIESRS , RINBNEHRZAER. XEREEREE
SRR ETF RERESE, BR , BXTEEFEFENESERENRSHEXAEH ServiceLinked-
Workspaces , AAEFEEF MR ZAE,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#service-linked-role-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#create-service-linked-role
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® Note

R Z A MIBREIRET AWS loT TwinMaker REEEFERZAE |, NIBIRTTEES LK, R
REXMER , BEF/LoBHEER,

£/ IAM FaMIBRIRSHEXBE

fEA IAM 2 4|& AWS CLI, = AWS API il Bk AWSService RoleForlo TTwin Maker lRE <A,
BEXEZEE ,BESH (AM AFER) PHRIRESEXxAE,

AWS loT TwinMaker RZ KX A ZIFN X

AWS loT TwinMaker X FHERHBSHAEXBFEABRSAXAG. BXESZER , HEHAWS X
13 i R o

AWS HITEFRBE AWS loT TwinMaker

ERAF., HANALRMKR , FH AWS REXRKILLECHEERBRERZ B, AIBRMNNHAKER
FIERRN IAM B EERKKFENEMZL AR, BWREA] , BASEREIN AWS HEX
B, XERMESERERARS , AIEEN AWS IKFHEA. X AWS REXBNESER , 2
B IAM AP ER R AWS HE R,

AWS BRSSP MEH AWS RE R, BT EER AWS RERBHHNR, RSBERME AWS
ERRBRINFMANDRAZIGIFE. WREFSLBHMRBNFTAESH (AR, ANEE ). 3B
BB ERFRETAN , BRSHBEATRSER AWS TEXKRK ., RSTaM AWS HERBHBER
R, B REEH WA ENATNR,

A & AWS ZEBE S MRS T/EIREENIEE R, Hl20 , ReadOnlyAccess AWS & KEKIE H

FFTE AWS RS MERM RIRGENR. HRS B —TMFIhEERt , AWS @ RAFREFNEFRMNR
ENR, BXx TEIREERBMGIRFKEE , F25 IAM APERTRER T TEIRAEMAWS FEERE
B,

AWS IEE KB : AWSloTTwinMakerServiceRolePolicy
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https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
https://docs.aws.amazon.com/general/latest/gr/iot-twinmaker.html
https://docs.aws.amazon.com/general/latest/gr/iot-twinmaker.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
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& To LM i AWSIloTTwinMakerServiceRolePolicy EJ2HY IAM 324, WIREEHIMERSHEXAR , 1

T RAREHTRE. BXRESZEER , B5R HRSHEXA SR AWS loT TwinMaker.

BHAHABNRERE AWSIoTTwinMakerServiceRolePolicy AWS loT TwinMaker 52 ¥ 3318 & IR 58 5

AT 84E -

« ¥4 : all your iotsitewise asset and asset-model resources
E# iotsitewise:DescribeAsset, iotsitewise:ListAssets,
iotsitewise:DescribeAssetModel, and iotsitewise:ListAssetModels,
iottwinmaker:GetEntity, iottwinmaker:CreateEntity,
iottwinmaker:UpdateEntity, iottwinmaker:DeleteEntity,
iottwinmaker:ListEntities, iottwinmaker:GetComponentType,
iottwinmaker:CreateComponentType, iottwinmaker:UpdateComponentType,
iottwinmaker:DeleteComponentType, iottwinmaker:ListComponentTypes

JSON

"Version": "2012-10-17",
"Statement": [{

"Sid": "SiteWiseAssetReadAccess",
"Effect": "Allow",
"Action": [

"iotsitewise:DescribeAsset"

]I

"Resource": [
"arn:aws:iotsitewise:*:*:asset/*"

"Sid": "SiteWiseAssetModelReadAccess",

"Effect": "Allow",

"Action": [
"iotsitewise:DescribeAssetModel™

1,

"Resource": [
"arn:aws:iotsitewise:*:*:asset-model/*"
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]
}I
{
"Sid": "SiteWiseAssetModelAndAssetListAccess",
"Effect": "Allow",
"Action": [
"jotsitewise:ListAssets",
"iotsitewise:ListAssetModels"
1,
"Resource": [
wxn
]
},
{
"Sid": "TwinMakerAccess",
"Effect": "Allow",
"Action": [
"iottwinmaker:GetEntity",
"iottwinmaker:CreateEntity",
"iottwinmaker:UpdateEntity",
"iottwinmaker:DeleteEntity",
"iottwinmaker:ListEntities",
"iottwinmaker:GetComponentType",
"iottwinmaker:CreateComponentType",
"iottwinmaker:UpdateComponentType",
"iottwinmaker:DeleteComponentType",
"iottwinmaker:ListComponentTypes"
]I
"Resource": [
"arn:aws:iottwinmaker:*:*:workspace/*"
1,
"Condition": {
"ForAnyValue:StringEquals": {
"iottwinmaker:linkedServices": [
"IOTSITEWISE"
]
}
}
}
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AWS loT TwinMakerAWS 3£ & F BB E 3T

ERHZRSTHRBEXLEELLAR AWS HEXBEFRNEAREE . ARUAEEXNEDRTE , &
T3 XA E1ERAE LK RSS ERIR.

BX iR H HA
AWSloTTwinMakerSer AWS loT TwinMaker 70 2023 £11 A 17 H
viceRolePolicy— i1 7 B TRANNABKNRRE

AWSIloTTwinMakerSer

viceRolePolicy %Kk AWS
loT TwinMaker VXI5 E %
RTER AT IRE

- ¥4 :all your
iotsitewise asset
and asset-model
resources Lt
iotsitewise:Descri
beAsset, iotsitewi
se:ListAssets,
iotsitewise:Descri
beAssetModel, and
iotsitewise:ListAs
setModels,
iottwinmaker:GetEn
tity, iottwinma
ker:CreateEntity,
iottwinmaker:Updat
eEntity, iottwinma
ker:DeleteEntity,
iottwinmaker:ListE
ntities, iottwinma
ker:GetComponentTy
pe, iottwinma
ker:CreateComponen

AWS REFKH 249



AWS loT TwinMaker AriEE

B iR =g
tType, iottwinma
ker:UpdateComponen
tType, iottwinma
ker:DeleteComponen
tType, iottwinma
ker:ListComponentT
ypes

BEXEZER , BEEHN
RS HEXHERER AWS loT

TwinMaker,
EHFRBEERER FIBEREE AWS IEERKIKH 2022 £5 A 11 H
B

AWS loT TwinMaker ## 0 VPC £ w7 & (AWS PrivateLink)

BHEN 82 VPC #NRK/EERFIE = (VPC) #l AWS loT TwinMaker Z B 8| R EER, EOHK
SEBAHEHREMZE , AWS loT TwinMaker APIs To&E BB M 3<AWS PrivateLink, M4 ihitiiR (NAT)
®#%. VPN iE# Di AWS rect Connect JE#ZBI AIEAE QiR LH TR B, AWS loT TwinMaker
BYHZEORRENXE IPv4 f IPv6 ( MKk ) o B0 VPC FNRGIFFELE IP thutfiAf 52
B1E AWS loT TwinMaker APls, &#) VPC # VPC Z BIfIFE AWS loT TwinMaker A& FF I 5 i#h
N

BMEORR/REHA TP —PHSNEEMNEEORT,

BEXEZER , 52K (Amazon VPC AAF1ERM) FMED VPC ix = (AWS PrivateLink),

AWS loT TwinMaker VPC i 11 SRV EE S

ERIEEEO VPC KixT 2281 AWS loT TwinMaker , i5Z& & Amazon VPC AP EEHRE ORI
T B R &l

AWS loT TwinMaker Z#EMEH VPC BEEFFE API 214,

o WFHFEFE AP RE , EERAUT RS

VPC %% & ( AWS PrivateLink ) 550


https://aws.amazon.com/privatelink
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-eni.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html#vpce-interface-limitations
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html#vpce-interface-limitations
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data.iottwinmaker.region.amazonaws.com

BIEFE API BESEUTHE :
» GetPropertyValue

» GetPropertyValueHistory

» BatchPutPropertyValues
o EXIERFIFE APIRE  BEAUTESR :

api.iottwinmaker.region.amazonaws.com

XEFWEETFE AP RETEUTHE !

* CreateComponentType

 CreateEntity

* CreateScene

» CreateWorkspace

* DeleteComponentType

 DeleteEntity

* DeleteScene

» DeleteWorkspace

* GetComponentType

* GetEntity

* GetScene

» GetWorkspace

* ListComponentTypes

» ListComponentTypes

* ListEntities
» ListScenes

» ListTagsForResource

» ListWorkspaces

TagResource
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https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_GetPropertyValue.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_GetPropertyValueHistory.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_BatchPutPropertyValues.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_CreateComponentType.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_CreateEntity.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_CreateScene.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_CreateWorkspace.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_DeleteComponentType.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_DeleteEntity.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_DeleteScene.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_DeleteWorkspace.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_GetComponentType.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_GetEntity.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_GetScene.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_GetWorkspace.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_ListComponentTypes.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_ListComponentTypes.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_ListEntities.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_ListScenes.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_ListTagsForResource.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_ListWorkspaces.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_TagResource.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_UntagResource.html
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» UpdateComponentType

 UpdateEntity
« UpdateScene

» UpdateWorkspace

1 AWS loT TwinMakertl|Z2# 0 VPC &

BRI LAE A Amazon VPC # %14 2 AWS Command Line Interface (AWS CLI) 3 AWS loT
TwinMaker R 812 VPC AT K. BXEZEE , 2 (Amazon VPC User Guide) HH
Creating an interface endpoint,

FEAUTREZSEHN AWS loT TwinMaker 6|22 —4 VPC Kig¥ &,

o WFHIEFEHE AP BE , BEERAUTRS B :

com.amazonaws.region.iottwinmaker.data

o X TFIREEE APHRME |, BEAULTRS B

com.amazonaws.region.iottwinmaker.api

Flan |, MRERNLIHT LS ARG DNS |, N LAERAZLmT SBERIA DNS E#i @A AWS loT

TwinMaker i APl iE3Riottwinmaker.us-east-1.amazonaws.com,

EXEZEER |, 5 (Amazon VPC AF1ERE) P ENEZE Dim AR RS,

AWS loT TwinMaker PrivateLink A T XS % # :
e us-east-1
AT A X X% ControlPlane BR% : usel-azlusel-az2. Flusel-az6,

AT XX #1Z DataPlane BR%S : usel-azlusel-az2, fusel-az4,

e us-west-2

AR X X #F ControlPlane # DataPlane RS : usw2-azlusw2-az2, Flusw2-az3,

* eu-west-1

F AWS loT TwinMaker#lZ# 0 VPC i & 252


https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_UpdateComponentType.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_UpdateEntity.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_UpdateScene.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_UpdateWorkspace.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html#create-interface-endpoint
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html#access-service-though-endpoint
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* eu-central-1
« ap-southeast-1

+ ap-southeast-2

BEXAARNESZER , BZRAEW AWS BRI AT A X-Resour IDs ce Acces AWS s Manager.

AWS loT TwinMaker @3 # 0 VPC KT Rt 1T R

BIEEOLKIET LB, AWS loT TwinMaker 2R AR TEZBENART L4FEM DNS EH8.
AWS loT TwinMakerBRiN1ER T /2 A DNS, BEXEZEE , 1558 Amazon VPC BFEEH
MERLEREXE,

RN S S AFE DNS |, MALUBES LT VPC &S @ AWS loT TwinMaker & 1 APl iE3R,

o XN THFEER APIRE , FEAUTHER. F region BHRNER AWS X,

data.iottwinmaker.region.amazonaws.com

 XTEHER AP BE , BEAUTHR. & region BERNEN AWS X,

api.iottwinmaker.region.amazonaws.com

MRERNFSZRAFE DNS |, N AT TRE | FTeEE T IS5 R AWS loT TwinMaker :

« & API FRF$EE VPC iR URL,

« NTHIEF®E API B4 | EEALUTHR URL, fFvpc-endpoint-idfregionEi &M
VPC LinT & ID FMX i3,

vpc-endpoint-id.data.iottwinmaker.region.vpce.amazonaws.com

o XTFEFHIFmE AP 24 , HEEALUTHR URL, fvpc-endpoint-idflregionEi &M
VPC &in T R ID MXH,

vpc-endpoint-id.api.iottwinmaker.region.vpce.amazonaws.com

« BEHEIHABEAIEE, £ AWS CLI HAS AWS SDKs API 24t , RS S 80N L &5
FHIR. X253 AWS CLI #1 AWS SDKs E&IEE VPC LigT = AWS loT TwinMaker B4 %k
URLs »
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https://docs.aws.amazon.com/ram/latest/userguide/working-with-az-ids.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-dns.html#vpc-private-hosted-zones
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/A Important

BT ETE AWS CLI 5 AWS Tools for PowerShell M Z B EHEIREAN ., XEWRE , W

REZEHTFE DNS |, BFFLEFEH AWS CLI 2 AWS Tools for PowerSheII AWS loT

TwinMaker B VPC L imT Kt 1TiH R, MREEFEHIXLTE AWS loT TwinMaker &3
Lig T [QELITIRE |, S ATE DNS,

BEXRNMAERZERAENINEEIANELER AWS SDKs , IS HE SDK LT XS5 -
« HEAT C++ 9 AWS SDK

« EAT Go By AWS SDK

« AT Go By AWS SDK v2

« SERT Java 9 AWS SDK

+ AWS SDK for Java 2.x

« @A TF JavaScript By AWS SDK

« AT NET 8 AWS SDK

« & T PHP 8y AWS SDK

+ @A TF Python (Boto3) By AWS SDK
+ J&FF Ruby B AWS SDK

EXEZEER , 521 (Amazon VPC AF1E®E) PRIEEE DK A1A R RS

NAIE VPC KT S KM AWS loT TwinMaker

&R BAA VPC i KB N4 &3S AWS loT TwinMakerfy 15 [RIRY i SR BE . ZRBEIEEN TEER -

o AHUTRERN EE,
- AHITHVERE.
« ANERITRENTIR,

BXREZEE , 550 (Amazon VPC A iERE) HPMEA VPC in S HIXI BRSS R 15 Ao

R~ BT AWS loT TwinMaker 248 VPC KinT S K

HEIE VPC LiHT7 2 5K A& AWS loT TwinMaker 254


https://sdk.amazonaws.com/cpp/api/LATEST/struct_aws_1_1_client_1_1_client_configuration.html#a3579c1a2f2e1c9d54e99c59d27643499
https://docs.aws.amazon.com/sdk-for-go/api/aws/#Config.WithDisableEndpointHostPrefix
https://docs.aws.amazon.com/sdk-for-go/v2/api/aws/#Config
https://docs.aws.amazon.com/AWSJavaSDK/latest/javadoc/com/amazonaws/ClientConfiguration.html#setDisableHostPrefixInjection-boolean-
https://sdk.amazonaws.com/java/api/latest/software/amazon/awssdk/core/client/config/SdkAdvancedClientOption.html
https://docs.aws.amazon.com/AWSJavaScriptSDK/latest/AWS/Config.html#hostPrefixEnabled-property
https://docs.aws.amazon.com/sdkfornet/v4/apidocs/items/Runtime/TClientConfig.html
https://docs.aws.amazon.com/aws-sdk-php/v3/api/class-Aws.AwsClient.html#___construct
https://botocore.amazonaws.com/v1/documentation/api/latest/reference/config.html
https://docs.aws.amazon.com/sdk-for-ruby/v3/api/Aws/IoTSiteWise/Client.html#initialize-instance_method
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html#access-service-though-endpoint
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-endpoints-access.html
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LT 2L T S KRG AWS loT TwinMaker, HXBEXEILKRHET 26t |, LEREEF AWS IKFFHH
IAM FAF iottwinmakeradminl123456789012X Fr B &R 1T HHY AWS loT TwinMaker ##EH
T A A PR o

{
"Statement": [
{
"Principal": {
"AWS": "arn:aws:iam::123456789012:user/role"
},

"Resource": "*",

"Effect":"Allow",

"Action":[
"iottwinmaker:CreateEntity",
"iottwinmaker:GetScene",
"iottwinmaker:ListEntities"

S IE AWS loT TwinMaker

ETHBREERTRESHITNNER , BZHAWS RS “BeaR It XX 2EE"" , RFERERN
BHEMITR. AWS BBS AXx—KREE , BSHAWS SMITHAWS,

EAUEATRE=FFIHRE AWS Artifact. BXESEL , BSHTH “FRIBE FH “AWS
Artifact,

BHEMEA AWS RS TN EATEBR T ENHRENHRBME, RLOTANENBRUARERNERNE
Mo AWS RE T U T HRIRKAEY IS

« Security Compliance & Governance : X4 R REBIERITICTRWERRE , HIERTHER
£MMEAEIIREN TR,

- ff& HIPAA ERHRSSZE - JIHAE HIPAA EXRMIRS . HIEFTE AWS RS AEBFS HIPAA
T,

« AWS EMEIRAWS — It THAEMIEFI S v 883E A T IEFFE AV T L M PR 1E 3 X

- AWS EFEHER —NENAETHIEHREENX, XEEBELE TRFVRESE , AWS RS

HEEERHABBEZMER ( BEZEERIVESEARTZEER (NIST), XFFRTILEZEREZEAS
(PCI) FERRRALAL (1SO) ) K214,

EMMERAE 255


https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://aws.amazon.com/solutions/security/security-compliance-governance/
https://aws.amazon.com/compliance/hipaa-eligible-services-reference/
https://aws.amazon.com/compliance/resources/
https://d1.awsstatic.com/whitepapers/compliance/AWS_Customer_Compliance_Guides.pdf
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- EAAWS Config FF & A & f5F F AN T4 %R — % AWS Config RF TSN B REEE S K
BELRENIRE, TLENFEM,

« AWS Security Hub— X AWS RS iRt T @A BLLRSNLEUE AWS, Security Hub Bid &
£ ERFBEITEEN AWS BRAREHREFELETUIVENRESRK., AXIXERFSREZES
EBHEMFIE , SR Security Hub 2 #liEHES E,

« Amazon GuardDuty — BB ¥IREH AWS IKFIRERREFETRABEED , K AWS RS
BNEHN ITEAR., RRENIBEDRONEBERM. GuardDuty BIHERLEESHMERENAENAR
RNER , JUBSHEFERTHEMNEER , fila0 PCIDSS.

« AWS Audit Manager— X AWS RS A ARS B B4 s it AWS SEAER , M fai{bXUBS & 38 LA K
Y EMRFITAFRERN SR,

¥ AWS loT TwinMaker

AWS £IREm 2R S5 AWS Xif aTAXMWEN. AWS XiF RESAMNERENRENTAX ,
XETMAXBEIRIER, aFEHENSERRNNEEE, MATHX , BALLRITTNREETARZ
BTt B SEIM A BMEBRNBARFNEERE, SEENENS SN EEROEMSEWIELE , TH
XEEESHNTAYE, REMENATT B,

BXRAWS X MATAXNESER , FSRAWS £ IREM R,

BRT AWS £ IKERRMS | & AWS loT TwinMaker 12 S ZhRE R A B R IF BN BIERMENZ 0 F
Ko

PR ERIEEERZ S AWS loT TwinMaker

ER—TRERS , AWS loT TwinMaker Z 2| {Amazon Web Services : Z£REMA) AEBHIHE
RH) AWS £ ERM % %2 4 B FRRP

ST LAER AWS EXHI AP A AWS loT TwinMaker B W& #TiHE. B BSMAZIFERE
Z2H (TLS ) 1.2 RESHRA, BINNBWMEA TLS 1.3 REFHRAE, FFWRESAXIEEE TS EHE
R% (PFS ) WEZBEH , 620 Ephemeral Diffie-Hellman ( DHE ) 8 Elliptic Curve Ephemeral Diffie-
Hellman ( ECDHE ) » AZEIRRLE ( W Java 7 REFHRAE ) HZFXLEEN,

Lo\, HAERGRIZEE ID M5 IAM EAEXBRAORZT B BARNBERH#TZEE, HE , BUUER
AWS Security Token Service ( AWS STS ) £ Ifit Z £ FIERITFRFITLEE,
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https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-controls-reference.html
https://docs.aws.amazon.com/guardduty/latest/ug/what-is-guardduty.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/what-is.html
https://aws.amazon.com/about-aws/global-infrastructure/
https://d0.awsstatic.com/whitepapers/Security/AWS_Security_Whitepaper.pdf
https://d0.awsstatic.com/whitepapers/Security/AWS_Security_Whitepaper.pdf
https://docs.aws.amazon.com/STS/latest/APIReference/Welcome.html
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- AXBRESHANEER , 2K AWS loT TwinMaker BRS i 50
- BXEHMNER , S AWS loT TwinMaker FRESBLER
« BX API TARBRHINEER , B2 AWS loT TwinMaker AP| 757 R &l o

BX AWS IoT TwinMaker i S EHMEE

BELURESFNERE AWS loT TwinMaker , 5EARR. MREHR HTTP EFiR , NEEKR APIs T
FRAAEHFEMBIFELERMNEGIR, BR , EEHLERE AWS SDK #l AWS Command Line Interface
WEHRRMEER , BRSNS B3RINAERNE&.

- FEHAEEFEEAapidigk APIs, 0 api.iottwinmaker.us-west-1.amazonaws.coms
- FEHABIEFEdatadigk APIs, Il data.iottwinmaker.us-west-1.amazonaws.coms
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https://docs.aws.amazon.com/general/latest/gr/iot-twinmaker
https://docs.aws.amazon.com/general/latest/gr/iot-twinmaker#iot-twinmaker_region
https://docs.aws.amazon.com/general/latest/gr/iot-twinmaker#limits_iot_twinmaker
https://docs.aws.amazon.com/general/latest/gr/iot-twinmaker#limits_iot_twinmaker_throttling_lim
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https://docs.aws.amazon.com/iot-twinmaker/latest/guide/using-service-linked-roles.html
https://docs.aws.amazon.com/iot-twinmaker/latest/guide/using-service-linked-roles.html
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