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HIEEERK T AWS loT Device Management ZBI ¥ BX MR A RIBHBE S — XN RKEHREBRFEEFNY
BRMEZNERENEE, SUFERAREEFRREIRMTERREIERE , HXFFZEE2ENE
BEM  TRREFHNEIEEDNNMA, XATRRFRERECEAE-AFRRAEN—HAAFRE
APIs k24|, EENBRE—RIIRZ,

£}

- BREXEAREERNASSE ?
- EFEEARBR

- FEEAARE

BREXEHAEESEKBAFE ?
MELREREREEEROAS | BNRUSEHRATED -

- RIBFEEEMK

- FIRERAITLEER AWS loT Device Management

RE SRR

TEREHETEEERNSRER

RERERARE

EREERT , BHSHSFNRENTEEECHRBRAEXEE, UTETHR T XEXEH M
RiE , AMEEFERITE LN

BREERRARE
SEYMEL  EEERBEERN —NEZHSRLE AWS loT Core B4,

« AWS loT Core =4 : AWS loT Core E¥ R — M2 F R TH AWS IoT Core £, AFRARE
EEHEERRE, BEEFEME. AN, B4E. MQTT TBUR OB EEEHIRERES. BXMT4LE AWS
loT Core EYINEZER , BSHFERAEEIRE AWS loT,

BREREREEEKHAFD ? 1


https://docs.aws.amazon.com/iot/latest/developerguide/iot-thing-management.html
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- REERTEESY  BIRESY , BNBERT —MERKELRZFRE , FETEEFRARCIE
M, BE. MQTT TENRMEEWME,

Cloud-to-cloud 7R1E

EREERERNYBERZUEREE=AEHE, A THXEEEMAREERASE=A=iRMH
EBE , UTRBEE T XX ETEREN —LXEHS
« Cloud-to-cloud (C2C) #2588 : C2C EEREREERNE=ZS IRME BB ILIEE,

c BoAEREEE  NTFERTERZAHIENETENEE  E-ASEHEATRKRA P EHIX TG
%, MEEERNEF=AREEREHTTERE (HMRFST ) #HITEE

HIEEBRE

RESEREABFEEERALBIENIREZ ZHE B end-to-endBF. A TRERS T EBIXH A BIEE
By —LEXEHE

« RE RRYEBERE (HWOARITE ) G , ZXEEG AT RME TEARETENIES.

s WK IWARET —TUMIMThEE (RFE. SR, THIIEFNEEA ),

o IIEE : — MG KRERK/PRUEDEAENAG (AN ARITRNIT MR FETE) .

- I AREERDENRENIMAE (RERIEFEEOD ) .

- Eff  ARKRBRBDEMNSHAEMA, REFTUREEHRIRETincident/alarm, an activity from
a sensor etc. (e.g. there is knock/ring L&Y )

- B RFRBURETHEBMENIH (BMT , NETRT , RENELEFS )

- BEEE  JEERNNTEM TXHENARFIENBENSEALE, SEERSREXEN , NAR
FAFXEHBLEFITIRE, RTHRESER , FSHEMM LM c onnectedhomeip. GitHub

- 34 R JSON AR REBEER,

Cloud-to-cloud 7RiE 2


https://github.com/project-chip/connectedhomeip/tree/v1.4-branch/src/app/zap-templates/zcl/data-model/chip
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REFEEREK

DTN HESETHERARESEKNIRIRE,. AWS loT Device Management

FB
« SEMIRER AWS Ik F°
- BIEREFERIGRNXERENAF

SEMZRER AWS Tk 2
MBEEH AWS IKF , BB TETBRERIE -1,
E3EA AWS K/

1. $TFhttps://portal.aws.amazon.com/billing/3E A
2. ZEBEELMHBARE,

FEEMET , FHETBRENREIEE  EREAREREHA —MNRIESE,

HRGEMET AWS K, IR BIZAWS IKFRAF —1 RASERGRIZKS RHFRE AWS
RS MRF. FANREREIEK , FRAAFIEERLRANR , A BARERARAFKKTEER
AP R BRNES

AWS FMEREEKE BB RE—HEIAB T4, BB a1 hitps://aws.amazon.com/FH & #F
“BOKS” , E5EYaINKFENHEBEENK,,

SIEZEEEEHRNERNAF

AEME , FRIPENZE AWS IKF AWS KPR AP AWS IAM Identity Center , /B A X SI2EEH
P, XEERT 26 root BAFHITHEES,

R IREY AWS Tk 7= 48 A 7

1. %3 Root A i AZK AWS IkF B FapfFihit , UKFFIEENSHEF, AWS
Management Consoleft F— £ , i ABH L,

SEMERER AWS TK 2 3


https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://aws.amazon.com/
https://console.aws.amazon.com/
https://console.aws.amazon.com/
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ERIMEABRAFRERIENEE |, B35/ (AWS &% AF#ER) HH Signing in as the root

usero.

2. RENBAFPBRZESHRIE (MFA),

BXRUEA , FSEIAM BAFEETHN AWS K- RAFSEAEL MFA R% (BHE )

BIEEEER T E R A
1. J3 A 1AM Identity Center,

BXUE |, BSE (AWS IAM Identity Center FiFF1§8) ##Y Enabling AWS IAM Identity
Center,

2. £ IAM Identity Center 7 , AP R FEEIHRINR,

BXREA IAM Identity Center B & N S RNHE , 525 (AFIERE) 1AM Identity Center
B A B9 A BRIAREELEAWS IAM Identity Center F P 17 R4 R

UERERBRNRNAFSHER

- EFRER IAM Identity Center AR F &% , BFERAEE0IZ IAM Identity Center A P B &I%
B SR B B T R 44 b 1k Y B Fe P Ak

BXMEH IAM Identity Center AP Z2ZH#HE , B HAWS 2% AP EEFHER AWS iHE)|]
o

77 14X BR 40 Bic 4 EL At A P
1. f£ IAM Identity Center 1 , B —MXRE , ZANREFERE R A RIKAXBRAY R AEMWE

BXRUHA , HSHE CAWS IAM Identity Center A $8R) Y Create a permission seto
2. HMARSEE—ME , RAERNZESEE L BFZIHRNE.

B , H30 (AWS IAM Identity Center FAF#ER) ##Y Add groups.

PIZEEER G RNRA A 4


https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-started-create-a-permission-set.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/addgroups.html
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FEaERIEEE /K AWS loT Device Management

ATESERT FUEAREERBEXRN SR,
3

. BEER

. BE B

. ABRHET

RERE

REERTUEESHRENREZ, BARFBETUT =Rz —:

- ERSEEMNRE  KRRFEBRERIKEEK RS, BF , FERZFARIHEHHWENEE H
REEATEREENITESERLIRIRE SDK.

« EEELARNRE  XERFBEIYZTHEESEK Hub SDK ELRERINITERK , ZELREE
RERI, ANMEGZHEE, RLAAFATLNESR TREGI BRI ERMBIXLRE .
XBUTANTERERMNBERLF[EEZENIRS
- BTRARAFBINRARTFKIRERI
« ETRFBIVEHENITIRE KRB

« Cloud-to-cloud (C2C) 8% : XL RZFHMANERITNER , XEMNEBLEF BN =EMEHNA
FiEZERFNREBINAREF. REEREZFATRIGRIMEREN C2C EERERIUEEHCH
EER  UARERSE— OS2 E = HNBE SRS EANYEBRNERS X,

HBRLAPERITE C2C REN , LAREMNNE=ZFZRHERITRESER , WRBAERED
REMTEE, TREETFERERS  REEKAURRKAAFERRFNE=FoRHEHTE

=

(® Note
SEBETRLIEIHNFERERE, HENEXYHEREREFRFNEHE , HEREREEK
ER=roRHEANEE, CRAMEN LEFIHARERE U URAERLS,
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BLiE MNEE 1A

NTHERLAF, REERNE=ZAZARBANYE K Z2UEXEE, RIMNIXBFRPENRZHIE
M7t —REAZEM end-to-endNBZARTINE , A THEBAENHE.

FEAREERNEF , BUNERUTAM S A ERMBZRSR

- FARIANRKEEREENEZA.
. 2% AWS KMS key #6128,

BX AWS KMS RSHNESEE , FZHEFAEERS (KMS)

EI @A (PutDefaultEncryptionConfigurationfE B8R APl & 18/) T API , BRI UEHRE
FEANMBZEAED. RABRLT , RFEEREARIANEEERNEEMERR. SRR ER
PutDefaultEncryptionConfigurationAP| T I&H INZZHEAE B .

4L, A GetDefaultEncryptionConfigurationAP| s s &R E A X< BRIASIEEXEH AWS K #90
RRENER.

ABRETH

THEHIEHT ARYRA

EEEENRE L&
MEABXBAEERENSR , H5H.

Hub AHER
HENELB[NMAREERBXRNBELEFZNIR , S,
EEELSFENIRE L

MFRFAEELFTNEATREFRBFAEZELBINREFNIR , BSH.

Cloud-to-cloud &% £ 4%

£/ C2C (IR ) EEFARNOREFMNEZAHNEMHIITERKNIR , FS6H,

BE mHEHA 6


https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_PutDefaultEncryptionConfiguration.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_PutDefaultEncryptionConfiguration.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_GetDefaultEncryptionConfiguration.html

HIEEE R AWS loT Device Management FERARER

R & T A

RBEEEMCTRZFLERE  KETEMNRZEWASR , HIREEANHEHM S E T AHRBNIRES
BEVETFREE. TEERRET MTATEERHRBRENS — D , IZMEL RZAGT X
EH (SDK) SiBEN 54 2518 % HZ853E M commercial-off-the-shelf (COTS) R ZFBEEEZENE— 1 F
FiR%&,

REERTNEERE , RILRFRENM , ME—HH amanagedThingId #YL KM —FRIART,
AEMRZLEGEHT , ZIMAATRENANNEE, exehREEREE , ABERMERESR
BASMRZBERZFAMAN, AWS KERZFHAMMIEERKE , REQUIBUIMARF A
MMEEEERTHNIEESY . TESVREEEXNPYERBNRFRTERX , ATREEVEREN
FIERERBIE. WTE=ZFRE , RTdeviceIdFRERRYERBNREEEXPHF RGN, E
NAERERECH, $HXNHEE=HF IR —FRRRF,

UTFABRRERTHNHOEERESEMX

RENELFMARESEN | REZROEERMPUERENES , SINTUABETEALERZSHR
iE, BIEMRE,

RETUTAITRE , BTHhELREENRERERESEN .

- WEIRE (SS) : REAFLHTMHEMRENER , AEARZIHEFNNARFARE 4B, A
B, REFNEMBIEEER A EZIWERM A O

- FABEIRE (ZTS) : RRFBECMARKIENERN LiF, fli , FRAAFEFHABRZ 4B, M2
REITRLSER , MR RETARBKE T K

- AFESRE (UGS)  RAAFPFERZFABRBREASREEMARESK. XTRSFEET loT
PO ERNRE, ERARZFFNEFHNNARFRENE TELHFMNREZ LNRE, IRFERERY ,
Jul = BAGE A b 75 0

(® Note

REERTHRZFEETEREERENANERER, TRRBJRBIREZHLOMA , £E
SERERETELCHASRE  ETHFERNEERRS
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REMRBEE XL B

EERENEGERNRZEEX A ITBRENREFRZEESNET,

ES ]
- RE

- REHBENXH

i%

ERANARSREF , RELCEEN “RESY NWYEBERENHEFRRERX. Managed Th
managedThingID ing EF— N2kl —#R% , ATEMEXENEESERFIRARE, REETE
EHE SR ELSREN , MESKEERFTRNEBRE , ABNF=AREREE=H =, RELEES
FAIE&EMXE , ZMEEHAESYHN 2 Frowner APIs SE#RIR |, fliGetManagedThing, RIFR
FEH  FROEEIIMNMRREE XM

(® Note
NMREFEANEFEF TZREEYERE , WZRFARBSRIER.

RELEGEAEMER API EREERTRAIBIEEEYI S , BIFFFEA CreateManagedThing API
BIBRIEEEYRIE R, DeleteManagedThingi®RZEMNEGMAHAHUTAKER APIs :

+ CreateManagedThing
* ListManagedThings
* GetManagedThing

* UpdateManagedThing
* DeleteManagedThing

R B IE S

REBENAAR-—MIERBENRE , flIITARITR. ©EHEFAXEK , @82 RENMEE. RE
BEXfF 7 T REEKNRFEZREFERMENSDRIEME. EANSBRIEMERIREZFE
B,

R’E& 8
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HERZHEIREP , HEFIUERREEREIMARBREX 4. XEFEHEBEANEETE
REPMNEEEKPRIRFEMZFNME, RFEEXFPHTHREFEEYE RS LRI HNEIRZR
., HHEFEREERTHBRREEEXH , RFEEXHNESAREES R,

REEEXMHF 9
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HEEE

BREERTREFPHEFENA[/ARREN, I, CEIFEBMNMRZRIZE#T end-to-endi@
B WTHEEK , FATHAHBERE., RESRBEEEN AWSYRBEER” WK, BNH
Bz, BHEAMNES | FEATEETHERE,

MNTE=FRE , SAPREERERATRELAF. REERNF=SCREFENERS. BRRXK
BRMBEEENRENSMRESM4EHEE , ABFIA Conn Cloud-to-Cloud ector Zh&E

F&

- RESERHBEER

« AWS 4 HIFEHEE YK

RESRHERE
EEEASERNEERA R SEEER 2 ANFTAEE.
BB R RGN
endpointHlcapability BT EM FHAEEEABBREHHEE,
endpoint

endpoint R NZWRERENZBEOZRS.

{
"endpointId": { "type":"string" },
"capabilities": Capability[]
}
Capability

capabilityfR&®iZ& Ihek,

{

"$id": "string", // Schema identifier (e.g. /schema-versions/
capability/matter.On0Offel.4)

"name": "string", // Human readable name

RESHBERER 10
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"version": "string", // e.g. 1.0
"properties": Property[],

"actions": Action[],

"events": Event[]

JtFcapability##EtEk , E=/MEBE MWK ZIME : propertyaction, fMevent, BiITATE
WERXBEMKEE,

- Bl RIBRERES , FINTIARTH LS REERE M,

"name": // Property Name is outside of Property Entity

"value": Value, // value represented in any type e.g. 4, "A", []

"lastChangedAt": Timestamp // ISO 8601 Timestamp upto milliseconds yyyy-MM-
ddTHH:mm:ss.ssssssZ

"mutable": boolean,

"retrievable": boolean,

"reportable": boolean

}

o B WHMRITHES , BIWENS LS. BETRLFERBME R,

{
"name": { "$ref": "/schema-versions/definition/aws.name@l.@" }, //required
"parameters": Map<String name, JSONNode value>,
"responseCode": HTTPResponseCode,
"errors": {
"code": "string",
"message": "string"
}
}

s B AR ERIERBELRNICR, RS HpropertyRERYFTAVIRES , BRI EM AL,
SREEFBIEHVITHREE. HABANREER,. SlZEFEHERRSER | URTERSSUNHRERE
#property,

{

"name": { "$ref": "/schema-versions/definition/aws.name@l.0" 3}, //
required

"parameters": Map<String name, JSONNode value>
}

REERKBIEER 11
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FRARER

AWS FAFHFEE B YK

AWS Matter BIEEHENLREEREEREE =T REF2HNMBEES.

BXREZER , BZH M atter BIEEE . FREBFR

RERIREN
ERANBETERATHERIRR : endpoint, Hcluster,
endpoint

endpointRNZIRERHNEBEORRS.

{
Ilidll: { Iltypell:llstringll}'
"clusters": Cluster[]
}
cluster

clusterf{ T/ IR INEE,

{
"id": "hexadecimalString",
"revision": "string" // optional
"attributes": AttributeMap<String attributeId, JSONNode>,
"commands": CommandMap<String commandId, JSONNode>,
"events": EventMap<String eventId, JsonNode>
}

MNFclusterBiEBxE , E=Z/TMBHKIZIEB : attributecommand.
EXEMEEE,

- Bl RBRERES , AT IAXTH LS REERE M,

{

"id" (hexadecimalString): (JsonNode) value

}

Fevent, EMfITHTFER

o W MRITHES , SIWENH LS. ST AURAERBREME R,

Ilidll: {

AWS S BIERE R AR


https://csa-iot.org/resources/developer-resources/page/2/?dr_keywords&dr_solution%5B0%5D=935&dr_lang=1019
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"fieldId": "fieldValue",

"responseCode": HTTPResponseCode,
"errors": {

"code": "string",

"message": "string"

}

s B AR LRSI ERAERNICTE. BEAREHattributesRERYFIAVRA , BRI EMARIE ,
SIEREEIEITEEE. HEBMNMRELER. SNIFERRAER , URTERSRUNEER
attributes,

Ilidll: {
"fieldId": "fieldValue",

AWS =AHFERBH K 13
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EE loT IRETM T MEH

REVTRMUTZEEEYERZBNIDE  RTHITREBN TS, RENEGERIN , ETBAXRE
MEeEE. N TEANRERH , AEREMINITHTAUNBMIEXRARITEE. REDTHE
FEMRMERBREEYR , IERIRX LBV RZEMH. LRBFBARMEADREIEFTERE
HY B RV RV E A

=

F

N

S
b

5

s
#E

=

S5

REZ T

WEERBARBRAENTS. BPERIE—NERAR , ATEEERITHERE , HINITHTAE,
ERFEREZEDD , KEERRRKRLAFAA SendManagedThingCommand API , REF &G SIERE
REENRE,

B X SendManagedThingCommand API 2EMEZE LR , EZ @ SendManagedThingCommand,

UpdateState i1

EEMEEORE , flaT R TEEE , BEBA SendManagedThingCommand API B {8
FUpdateStatelRfE, REAEFEHHHREEREMHMFEparameters, AT RO THIBE
¥0nTime SendManagedThingCommand APl &3R5,

{
"Endpoints": [
{
"endpointId": "1",
"capabilities": [
{
"id": "matter.OnOff",
"name": "On/O0ff",
"version": "1",
"actions": [
{
"name": "UpdateState",
"parameters": {
"OnTime": 5



https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_SendManagedThingCommand.html
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ReadState &1k

ERIRZAZIRS , SEMEREEREEENZSRE , 5E A SendManagedThingCommand
AP| Bt FReadState®E, fEHpropertiesToRead , EATLAE A LA TILIR :

- RUBENSFEEREMURIRSHE , FlmonoffEETRFERXR.
- ERABEEMSEN (*) BRETYENARIRZRESE T,

LARRHI5EEA T fEFIReadStatel® 3 T SendManagedThingCommand API BRI IZ & :

{
"Endpoints": [
{
"endpointId": "1",
"capabilities": [
{
"id": "aws.OnOff",
"name": "On/0ff",
"version": "1",
"actions": [
{
"name": "ReadState",
"parameters": {
"propertiesToRead": [ "OnOff" ]
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{
"Endpoints": [
{
"endpointId": "1",
"capabilities": [
{
"id": "aws.OnOff",
"name": "On/0ff",
"version": "1",
"actions": [
{

"name": "ReadState",
"parameters": {
"pIOpeItieSTORead": [ nen ]

REEH

RESHBFRBFNYGIRE, XTRERERBEESRS , AEAERSKER , B EEREER
Do CEEEREEETFENNEERENEMS. BSHTRRERIERETEX , REERBRCEIK
LRAFRENEIRRE.

RESHBEA

LR ALITAMNAERBERESHAMURNBETEENENG, ZOREFEENAMN
i1, 15 M CreateDestination APl, HIRFARERKBEREFZMHN , IRFEREZEF , I
SEAEFEEN BN,

RESMH 16
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RESKEA

REERBEANEEOES RENFAERA , ETEMINRE LRHERNDENKADE, TR
HEFRFES, RELEDAYPERRBRS , TEERNBANEHRRAEFCRIAHEEERER
HERM. BERHATRENER , FRUUMUEBAENREA MR RRNAR,

i%

EFEERAEA

BREXEREKEA , FREUTHRIEF

1.

#12 Amazon Kinesis #3E 7

B Kinesis BER , FRBLIERNEE Kinesis BIER P BLRH ST TR

BHl , XX Amazon Kinesis BIERENZEF EBENITEER BB /I,
B2 Amazon Kinesis EiEiFH A€

B2 AWS Identity and Access Management B i (A 2 NI K 4] 2 #Y Kinesis BEENHRIAE

BXEZER , B2 (AWS Identity and Access Managementf F#5R) FH IAM A& 612,
EAFEFEA CreateDestination API IR

LLTEBEN T AP AR CreateDestinationAPl BIER, IR KIZE , M3
CreateDestination API BB &M,

EREUTE E R WpassroletX R , iESHAWS Identity and Access Management P 38 7 BV 3%
FRPEABEKIELS AWS BRFHNER.

"Version":"2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Action":"iam:PassRole",
"Resource":"arn:aws:iam: :accountID:role/kinesis_stream_access_role",
"Condition":{
"StringEquals":{
"iam:PassedToService":"iotmanagedintegrations.amazonaws.com"



https://docs.aws.amazon.com/streams/latest/dev/working-with-streams.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_CreateDestination.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_passrole.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_passrole.html
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}

1,

{
"Effect":"Allow",
"Action":"iotmanagedintegrations:CreateDestination",
"Resource":"*"

}

}

4. 1AM CreateDestination API

12 Amazon Kinesis i AMARIB R ARSE , A CreateDestinationAPI| Bl ENE R EER
Bir , FEERBANLXERZE N, 3 FdeliveryDestinationArnS 3 , FE R BRI
Amazon Kinesis #iE R+ M. arn

{
"DeliveryDestinationArn": "Your Kinesis arn"
"DeliveryDestinationType": "KINESIS"
"Name": "DestinationName"
"ClientToken": "Random string"
"RoleArn": "arn:aws:iam::accountID:role/kinesis_stream_access_role"
}

5. M CreateNotificationConfiguration API

BiE , BECEENEE B FEMKA B HEN Amazon Kinesis BIERR RN EFEEN
B | BHEPTENEHER, @A CreateNotificationConfigurationAP| K| 2B HME &
ftdestinationNameZ¥# , FHS&YEH CreateDestination APl SIZEFEEN B
B I Y B B M AE R B AR B 7.

"EventType": "DEVICE_EVENT"

"DestinationName" // This name has to be identical to the name in
createDestination API

"ClientToken": "Random string"

EREESEN B ENSHRE

UTREARESERNBAKLENEFRE

EREEERERNEHRE 18


https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_CreateDestination.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_CreateNotificationConfiguration.html
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» DEVICE_COMMAND
« SendManagedThingAPI i S HIRAS. BMEN succeeded T failed,

"version":"Q",
"messageld":"6a7e8feb-b491-4cf7-a9f1-bf3703467718",
"messageType" :"DEVICE_EVENT",
"source":"aws.iotmanagedintegrations",
"customerAccountId":"123456789012",
"timestamp":"2017-12-22T18:43:48Z",
"region":"ca-central-1",
"resources":[
"arn:aws:iotmanagedintegrations:ca-central-1:123456789012:managed-
thing/6a7e8feb-b491-4cf7-a9f1-bf3703467718"
1,
"payload":{
"traceId":"1234567890abcdef0",
"receivedAt":"2017-12-22T18:43:48Z",
"executedAt":"2017-12-22T18:43:487",
"result":"failed"

* DEVICE_COMMAND_REQUEST
« REMERETERE (WebRTC) BB HE R,
WebRTCHMEARRNN EH 2 A ITER. XENFETUE RN, SMMEEHE,

RESEMXIFEWebRTC , MEEFFNBINABEFNRLAFNIRE ZAKIX LREHRN
e, BX WebRTC IRENEZESR , FZS I WebRTC,

"version":"Q",

"messageld":"6a7e8feb-b491-4cf7-a9f1-bf3703467718",

"messageType" :"DEVICE_COMMAND_REQUEST",

"source":"aws.iotmanagedintegrations",

"customerAccountId":"123456789012",

"timestamp":"2017-12-22T18:43:487",

"region":"ca-central-1",

"resources":[

"arn:aws:iotmanagedintegrations:ca-central-1:123456789012:managed-

thing/6a7e8feb-b491-4cf7-a9f1-bf3703467718"

1,

EREEERERNEHRE


https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_SendManagedThing.html
https://webrtc.org/
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"payload":{

"endpoints":[{
"endpointId":"1",
"capabilities":[{

"id":"aws.DoorLock",
"name" :"Door Lock",
"version":"1.0"
1]
1]

* DEVICE_DISCOVERY_STATUS
« RFHRIVRT

"version":"Q",
"messageld":"6a7e8feb-b491-4cf7-a9f1-bf3703467718",
"messageType" :"DEVICE_DISCOVERY_STATUS",
"source":"aws.iotmanagedintegrations",
"customerAccountId":"123456789012",
"timestamp":"2017-12-22T18:43:48Z2",
"region":"ca-central-1",
"resources":[

"arn:aws:iotmanagedintegrations:ca-central-1:123456789012:managed-

thing/6a7e8feb-b491-4cf7-a9f1-bf3703467718"

1)
"payload":{

"deviceCount": 1,

"deviceDiscoveryId": "123",

"status": "SUCCEEDED"

» DEVICE_EVENT
- REBHRENEH,

"version":"1.0",
"messageld":"2ed545027bd347a2b855d28f94559940",
"messageType":"DEVICE_EVENT",

"source":"aws.iotmanagedintegrations",
"customerAccountId":"123456789012",

EREEERERNEHRE 20
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"timestamp":"1731630247280",
"resources":[

"/quit/1b15b39992f9460ba82c6c04595d1f4f"

1,
"payload":{

"endpoints":[{
"endpointId":"1",
"capabilities":[{

"id":"aws.DoorLock",

"name" :"Door Lock",

"version":"1.0",

"properties":[{
"name" :"ActuatorEnabled",
"value":"true"

1]

1]
1]

« DEVICE_LIFE_CYCLE
- RBAEWERIRS.

"version": "1.0.0",
"messageld": "8d1le311a473f44f89d821531a0907b05",
"messageType": "DEVICE_LIFE_CYCLE",
"source": "aws.iotmanagedintegrations",
"customerAccountId": "123456789012",
"timestamp": "2024-11-14T19:55:57.568284645Z2",
"region": '"ca-central-1",
"resources": [
"arn:aws:iotmanagedintegrations:ca-central-1:123456789012:managed-thing/
d5c280b423a04213933eed@9cf408657"
P
"payload": {
"deviceDetails": {
"id": "d5c280b423a042f3933eed@9cf408657",
"arn": "arn:aws:iotmanagedintegrations:ca-central-1:123456789012:managed-
thing/d5c280b4233042f3933eed@9cf408657",
"createdAt": "2024-11-14T19:55:57.515841147Z2",
"updatedAt": "2024-11-14T19:55:57.5158415592"

iy

EREEERERNEHRE 21
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FRARER

"status": "UNCLAIMED"

- DEVICE_OTA
« REZH OTA BAH,
* DEVICE_STATE
© REBRBERATHEA,

"messageType": "DEVICE_STATE",
"source": "aws.iotmanagedintegrations",
"customerAccountId": "123456789012",

"timestamp": "1731623291671",

"resources": [

"arn:aws:iotmanagedintegrations:ca-central-1:123456789012:managed-

thing/61889008880012345678"
1,
"payload": {
"addedStates": {
"endpoints": [{

"endpointId": "nonEndpointId",

"capabilities": [{
"id": "aws.OnOff",
"name": "On/0ff",
"version": "1.0",
"properties": [{

"name": "OnOff",
"value": {

"propertyValue":
"lastChangedAt":

1}
13
1}

Il\llono.F.F\ll n ,
"2024-06-11T01:38:09

.0004142"

EREEERERNEHRE
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Cloud-to-Cloud (C2C) £ #25

cloud-to-cloudiE#2R R F R ZNER L =HFIRZEE BN EERF. AWS

T

« 4L Cloud-to-Cloud (C2C) 3288 ?
« fHAR C2C EHBEFR?

« AWS Lambda F{E C2C i85

- RESREZRIHERE

« ff C2C ( =R ) HEEBENIERE
s WE C2C ( =¥ == ) EE:S
« f C2C ( =3z ) iE#EsH

f+ 42 Cloud-to-Cloud (C2C) £33 ?

cloud-to-cloudiE 2 2 — M AEWENRHE , TR LH5EE AWS & HFE=1FZRHENIKR.
5/ C2C iE#ERS , BARFHRIZEEPE A LLRIA AWS loT Device Management B 1T & 5 AL SRIZFIEZE|
E=F=HIEE,

REERSEEERER , AWS EFTUEHPERNEREERNEESR, BXEZELR , FEH
fT4R C2C EEFAF?,

RESERERFEMEESRERN — AWS Lambda ZhEEHRK I,

fT4AR C2C E#RA X7

AWS loT Device Management BVt E R iEEZ B T2 —R%| C2C E#ESR , I{E#t AWS loT Device
Management WREEEREE=A=REFZEHNEEEF, &7 LAE AWS Management Console 3%
hEFIEZS AWS CLI,

EREHEEERESNEERBE R

1. HAREERESE
2. HEEMSMERSD , EEREENX

f+ 4 £ Cloud-to-Cloud (C2C) #2288 ? 23


https://console.aws.amazon.com/iot/home#/managed-integrations/intro
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3. ERESEKZEFHENENSMESRSD  EEEBF.

AWS Lambda F{E C2C iE$#35

£/ C2C E#EES Lambda HBEREERME=Z AP A LNMENIRECBARRNEHGSNEG, B
X Lambda WEZELR , ST L2, AWS Lambda

i, RIRKLAFREBEE =77 OEM HENEREIT A, 58 C2C EE:R , RAMAFUETEE
ERFAERETERXALITHGT. R, ZHTRHEERIEZR[PIEEN Lambda BH , ZE
BFBERERNENE=FFEN API AR , BT HIXARE,

MRFEA AP B, EEF A Lambda E#, CreateCloudConnectorZfEZ| Lambda PR
AR ARB P EZEONMINEE, WE C2C ( == ) E#ESE

RESKERERSTHERRE

FEARMAERITEEREM C2C EREET, AWS loT Device Managementltt S E A& 612218
EESRTR , B AR EZR RS R IZERES.

(® Note

C2C EBEB[EREILEEMF RN AWS loT Device Management S 2H —4H THIE , A FHRE
e,

THR#ERT C2C BTN TMNBIRNABRFRAIEESNRZNFIIMENAG, C2C EESRR
% AWS IoT Device Management B EERME=A R FE AR ZENHEIRE,

£/ C2C ( == ) EES=NIEE

ERIZMNEM C2C EEF[HRENAR , MELRWAEMES IZNEM C2C EEHFHRE=H
NBE. AWS TRIZHEEE C2C EEFJENREEKR —HBD

BRI EEMREERETSLZEN C2C EHESR., MREXHEM , NWERK AWS R ER RS RHE
FIE AWS 1248 EFIHX L C2C EESF[MMAXKRELR , FEENEHM AWS B A2 58EK
Ro BERNRERTEL RGN C2C EEBNNR , UREBEHM AWS F /15 EER C2C E#ER
KSR

AWS Lambda FfE C2C &S 24


https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
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f3 C2C ( =i ) E#ESH

UT&FNEBA AWS loT Device Management FIIEEERME C2C ( 2= ) EESFNI R,

e
FREMH

- C2CEBESBER

» OAuth 2.0 Ik RERER

« X C2C EEREORE

- FAMRK C2C ERER

- NEH 1AM & & 75 IR

o FHMHBH C2C EEES

FRFAF
HERIR C2C ( SEE ) EEB2H , CEERRUTRMA -

« AWS K ATHRESRH C2C EESESHEIREERH#ITIM. EXEZELE , BSRGIE AWS
T~ o -

s BREESBAHXNNE=ZAREBFZE OAuth 2.0 B, BXEZER , iF3H OAuth 2.0 Ikf~
FKERER,

A BENRERES  EESNFRARSIAERUTRYE :
- XEE=A=MNEFKID, ATE C2C EZsSKEK
- REE=ZANEFRENR , ATEEMN C2C EERF KK
« OAuth 2.0 R Mt
« OAuth 2.0 X M1t

- BWE=H API FTEHEM APl 47

C2C E#EBRER
BT A B C2C iE3ZESEH T AWS loT Device Management T EER 5 HE = HHNE =2 B I N E

BE. EREFRLAATHAEELNED , AWS loT Device Management F BEA R &L A P ATIRE,

8 C2C ( =¥ ) E#ESR 25



https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-creating.html
https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-creating.html

HIEEE R AWS loT Device Management FERARER
XEEORHRTLAIRELAFRE. B3IM AWS loT Device Management B ER KX R Z a5 LA
RETFRISHRBIAFNINGE. 7T XHREFRE , EZEBJLIEE AWS loT Device Management
REERSHERE=ZF T A ZBHE R0 RE B AR,

LA 2 C2C H 2RV ER !

s EZHBNRSB/YLABTE OAuth2 .0 FRE KR FOAuth BLEERFIHWE E.

- EEMFA C2C EESERERYRABIEER AWS S AHAHIRATF , HAXTMKEFEYREIEER
AWS EHWImN FEH, BEXEZEE |, HSHE AWS E24BUEER S,

« C2C EIZES M IEEB B & M KIEAA AWS loT Device Manag APIs ement (I EE &R, SigV4Xy
F SendConnectorEvent @i APl KEMNFLEH , HAERAFIEMHERESNER AWS kP &
ERZ E % SendConnectorEvent &K,

o EREIFMNIMZIWAWS . ActivateUser, AWS.DiscoverDevicesAWS.SendCommand,

FAWS .DeactivateUserig,

o YIZM C2C EERUITERZH T MNRERZLATHEXNE=ZSEHN , CHIFEHELES API
HIEEERK . SendConnectorEventBXiXEEHF SendConnectorEvent APl NEZEER |
&2 SendConnectorEvent,

(® Note
SendConnectorEventAP| 2 EERK SDK I —249 , BTREFIHENZLEEBER,

OAuth 2.0 Tk P RERE K

/A C2C E#EZIREAB OAuth 2.0 BRBFHN KL A HITHORIE, BILERSH , RLRASE
HE=AKFEEFNREFFEXREKER, KFAXBRERARFER C2C EEFFHHNREFMENS
—%, BXRKFKEM OAuth 2.0 P FEIABHNESZER , BEAKS XEKAR,

RAREH C2C EEBFAFEXRNBFENLFZTEERZFRIARE , E5 C2C E#EERXEAY OAuth2 .0
R RSS 2R LIR R, OAuth Bt E R

(® Note

AWS IoT Device Management {E A FHREER X FTERNABRN OAuth 2.0, BXE
ZEE , HZH RFC 6749,

OAuth 2.0 Ik 7 R BXER 26


https://amazonaws.com/iot-mi/latest/APIReference/API_SendConnectorEvent.html
https://datatracker.ietf.org/doc/html/rfc6749#section-1.3.1

HIEEE R AWS loT Device Management FERARER
KEXBER—IMATRESENNEZEEFRABRTEBTRIRAAFRENEE. ESBRARLAFPTH
B AWS IoT Device Management 12t FEEEK , MEEES[TLUES AP BASRL AP WEEH
TRXEB, BXELZER , H5H KAXBKIERE

MFEEE R AWS IoT Device Management FREZEKRBIFRITHE ; MBI BB RNEEIREHH
T, B% , AWS loT Device Management BNt ESE KL TRBERENB. ARG , e HRBRRB I
SEARBFSE. RFTHATEBRAESHIBEERFOHESH, MRIGRSEFMRBIFSESE
SH , MARBERHBITK XA, RATLUEN StartAccountAssociationRefresh APl #1E

FMENX — Ko

/A Important
RBRNFRSENERSLTHERAF XS |, B8R OAuth BFRHLIIS . ZTERMEHRXNE
Fis T PrE R P E IR Z R 75 RIXER,
BRRSBRBTHATU T RIEZ— -

- RITEEURIMNWRLAF (BRFAEE ) IDWIBRSHE , HlI0 JWT-Token,
- REIENEMENHESEORZRLEF ID,

OAuth BEEE>R

TRUEAT OAuth FRBRSS 25+ A THEEER AWS loT Device Management LARITIK = < Bx AT FB #Y
S

OAuth fRS285 3K

FE OS] it

clientId = SEH B A RE R R HARIART
CATEIERRIERE , H
B AFHE,

clientSecret = ATEI RSN NARE

F#tiTHHRIENZES , LH
REERARNEIRIF T
i RFEHRE , AELATTH

=
o

OAuth 2.0 Ik 7 X BRER 27
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authorizationType = LRI E S R B R,
A, “OAuth 2.0 2 —X 3%
1B,

authurl = B=ZH=RHEFHERMR URL,

tokenUrl = BFZAREENSE URL,

tokenEndpointAuthe B “HTTP_BASIC”
nticationScheme ‘REQUEST_BODY_CRED

ENTIALS” W S RIES R, H
TTP_BASIC R TREFIHEILE
BERDRLST , MR
28 FEERENXF,

R IEFEF Y OAuth FRESBFHITEE , AR SEFZAFBELMER UTF-8 ZAFE# 1T Base64 4
5,

I RERA S

EOZ C2C E#:R , IREE—1 OAuth 2.0 BRBRFBHBMNKF KB, BXRESER , F5H Ko KEK
TERE.

OAuth 2.0 ERIKF RN EXL T THEMES
1. IR 25

2. RIRFAAEE (&RERAF)

3. BIRARSS =R

4. B i

UTHREENTIXE OAuth ABHRHE—1
RRS 2R

BNERSRRBIANMBIUEE =S P REAT HFONRSTER. RS/ EHN TR S AT LR
AWS RERFHNEFFEKFSEHE=LFatkPREkER, WEERRAIKS KB,

BRRURS BB T R AT A AR IR KB

OAuth 2.0 Ik 7 X BRER 28



KIHE B E R AWS 0T Device Management FRARIERE
- ERBERNE , #RELAFERENRSE, XBEEBEHNRNIHS.
- NREHFNHLRAFHITEHRRIL,
- ARG KL ARG,
« JFRINEBLEL AWS loT Device Management BIIEEE Ko

« 33 AWS loT Device Management £t EE MR , HiREHRISE , AWS loT Device
Management WIEEERATATHRIREFRZRLAFNEE, XEEBEL LM URI (FFATHE
URI iR ) EKo

/A Important

RN BRS S OAuth 2.0 RINEBHRIE , 865 AWS loT Device Management
Connector HITEER — A, AWS loT Device Management N IEEERIEZFHFENR
BRI R4 (PKCE) BWERABR.

RIXRS LM

- RMEEURBNKALAFPIRIRFAEE ID WIERISE , Bl jwt-Tokens

- BEBREFNERANERTENKRLAR ID
BN, BHEESRF T EXGIENAWS . ActivateUserig e, XFHILEREERPE
&R,

MBEEBFRESFFEELELEF BCHERNRSE , WEANBRNRSSESMNEESRTR
EE=ZFFAEENRREHEN, XERERESERMNENRSSH[ZRNEMASEEBLRER
ZF(BER) LREEEUNZ2IR, i, RRAAFSERTATES —BRLAFIERE LTH
T ZTERENRRAME B FARNNER. L Lights AT R, HRLAFBHEHEZEN
K PR BORIERT |, 1R EE R B RAURS2FEEA L ights In corporated &k MH., — Bftf]
BEHAOEBFHRTINR , BB\ —NSE , AT EZSEFHRE L ights In corporated i F~
H YR

RRFABEE (RERAF)

ERRBEE , BRI UBIHRITEF REBR L1 AWS loT Device Management B BEEE
B G B SR K o< BRIV B R. Blan | AR R P B %% Lights Incorporated Bzh N A8 &8
TRAG. BREMEEREUEHEREENRAAFKS. ERNORAF , REMEEHEERE
71 Lights In OAuth2 corporated .0 Ik P . EFRRIRAIEE , LK RERHGSHERRZHN
PR,

OAuth 2.0 Ik 7 X BRER 29


https://www.rfc-editor.org/rfc/rfc7636
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R IRBRSS 2R

XEREZEERNT AN ZIRFER (REFHIE ) WRSEHE. AWS BEFRFEERRRLRAFT
B ZRIPERIR , AT UEE MK X B /9 AWS loT Device Management iE 385 T E E KK
HRZHRFER, LaiEee T2 6l , ®IEIRSEFZL ights In corporatedii B —IE T
RS , ATEIELLEXNEHRTERE., BIRRRSS , REMEETUBERET AL ES
T, Gl EITAMXA, SREFVWTRERN@HRLAFIKS LK accounts/entities 1R BEE 12
ALY PR AY LAt ik = 3R AR o

&P i

EXMERT , BEFimm 2 C2C R, EFIMENNIRARFLAFRTHNRRKRSHRA
RENERANRONAERF. WAXBREIEAREES (FMR ) , BREAE=ZFFRLAF
BB R

REEREEER OAuth /% , 18 AWS loT Device Management BYFEE S A RIE T ITIRIE,
f5lzn , AWS IoT Device Management RV FEE S 5L A RAARSS 88 & HIREVA B S ER, EZSS
MEAREFE , AAECRHRRRBRSHEPZRIPER (REFHIE ) WEE—AH4,

URARAFPZENE-EI ARG, EFFFEAFL ights In corporated R AR 5585 2 [ 5 A Ik 7 < Bk
B, EESASNERERSHERE  UREEXRAAFERITEANGER. ARG, EESTUE
KREBLAFPHNGS, X 2B Lights Incorporated BIRIRS BARRMATIT A X AT, B
I, BRIV EESFEENEF .

K P REx TERTE

WFEFBES C2C #EEEFE AWS loT Device Management ¥4 EH KR IRAFREHITRENITEESE
B, ERBYEUT ITERBRIIG RIS

1.

YAPESEFNARFBHE=ZHIRZNZ 3NN , AWS loT Device Management IEEER &
IRERN URI LK. Associationld

N AR FERIEM Associationld N SEABAFEEMRE=FFANEZTE.,

REAFER, RAAFRTEFL R AR RZFHEANR,

FE=FFENERNE, RELAPEHEER@E AWS loT Device Management & B URI #Y
REER , SEEEMFERFIMHRBE,

HEERSFHREBEE=AFFAESIE URI ik,
ThE URI BIFRINEB HIRE S5 4 B P RB OAuth2 .0 58w & Rl 3 &,

OAuth 2.0 Tk P RBRER
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6. EEMIAR C2C EZRFHHITAWS . ActivateUserig e , LLSE BRIk F X BXRFE H IREL
Userld

7. REEM OAuthRedirectUrl ( MIEERRRKEE ) FRINSORIINEERERESNARF.

@ Note

MR HIHEE | AWS loT Device Management FIEE &£ R 2 fF451% M error_ description
EWSHHMEEEFNARFRESERFEE ML,

8. BPNARFNZRALAFPEEMER, OAuth RedirectUrltkEt , MARFBIHME — S /A8
Associationld T xBk.

3T C2C iE$EES[ AWS loT Device Management T EE KR E=H =P A X HNFTEREE
R, fIRIREMEEGTHRT , HFITE OAuth2 .0 THRI T,

TEERTKPRERRXBARED 2 BHEIRR :

SR C2C EiEss i OBE

KIFEEEE R AWS loT Device Management X T & AWS Lambda %43 /Y O MEET B RN
EERR, B8 C2C EESB[LIERINUT BIIRE

1. AWS.ActivateUser- AWS loT Device Management JRESHIITEE R AL APl RERSIRMHN
OAuth2 .0 T hEXBXRY £ BRI — A FARIRAT, ATLUARE A IRERPITK A B I BN E M HbE
Ko

2. AWS.DiscoverDevices-AWS loT Device Management BRS BV IEEER AR Lk AP BIEHEESS
DRIMAFHRE

3. AWS.SendCommand-AWS loT Device Management IR HIFEEER &1t AP B B B IR 10 E 2
2, UENAPEERETS

4. AWS.DeactivateUser-AWS loT Device Management REZHIIEEE LTtk API 8 B & /Y& 332
2=, UERARAFPNIERTE , MEEENERNRSEPEUEEE,

WFEE SR AWS loT Device Management A& B R ERATHE JSON FRE MM Lambda &
¥, AWS Lambda invokeFunctioniERBELNESMNERAEKPEE —NoperationNameF
B, BXEZEE , HZH AWS Lambda APl E R,
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BEl, SRAREMNREN 158 , IRAALK , WFEHLRR.

BN EERTUMA Lambda FHoperationName NiBERERAF F#ET—4 , H DU S AY ThAE AR &
NE=H=:

public ConnectorResponse handleRequest(final ConnectorRequest request)
throws OperationFailedException {
Operation operation;
try {
operation = Operation.valueOf(request.payload().operationName());
} catch (IllegalArgumentException ex) {
throw new ValidationException(
"Unknown operation '%s'".formatted(request.payload().operationName()),
ex

);

return switch (operation) {
case ActivateUser -> activateUserManager.activateUser(request);
case DiscoverDevices -> deviceDiscoveryManager.listDevices(request);
case SendCommand -> sendCommandManager.sendCommand(request);
case DeactivateUser -> deactivateUser.deactivateUser(request);

Iy

(® Note
T $E AR T & B A4S YL il T R 5] 51

MactivateUserManager.activateUser(request)deviceDiscoveryManager.listDevice
FMdeactivateUser.deactivateUserigfE,

UTROIFANBTREXEERNEREERER , AP 28 M4 FRONLHFZER. NRHlF
BAABRBERERIRK , REBERAH, BRBAESMREZOFBRER,

2

"header": {

"auth": {
"token": “ashriu32yr97feqy7afsaf”,
"type": “0OAuth2.0"

}
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},

"payload":{

"operationName": "AWS.SendCommand",
"operationVersion": "1.0",

"connectorId": “exampleld”,

BRIAH A7k

ARINRRAF R TR

{
"header": {
"auth": {
"token": string, // end user's Access Token
"type": ENUM ["OAuth2.0"],
}
}
}

EEFRITERNEM API BAFAEBUTIRASH

ERIAPRB N FEY
FE RALE/ AR iR
header:auth = C2C E#EesE N esEiE ST

AR R E R RARE B

header:auth:token = HE=F=REHEEK
HEZZNWAFPHNRNS
F#connectorAssociati
onID o

header:auth:type = FrEE M IRINEREL,
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® Note

XM EEBRNAAERBEMINZLAFNTRTE, SUURRERLAFEREERES
Z B B2 0K R Bxo

B3R sk

BRT BRAMRKI  SMERBEE-—IPERAR. EARLERREANEHREREFIE-—NFR , B
BN ERBAHE -~ ARBRLFENRIAFTR.

BERERBAFE :

- operationName : FEFRWRE , ETUTEZ
— : AWS.ActivateUser, AWS.SendCommand., AWS.DiscoverDevices, AWS.DeactivateUser,

 operationVersion : 8MREMEMAES , UAEESNANEBIEE , ANE=ZFEE
FRURENEOENL, REEREMBERNEREBRZE —MREFER,

« connectorId : EMEKIEFERWIERZSIEZHN ID,

BRIANE RIR K

FIWMACKIREED R IET AWS loT Device Management B EEE KBTI , BIAEH C2C EEESRD
WEIERHFRLEEFER, ATRLEREENERTH

"header": {
"responseCode": 200
1,
"payload":{
"responseMessage'": “Example response!”
}
}

BNMRERNBLIHEF AT BARL

"header": {
"responseCode": Integer
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}

TRIIE T BRIARYIE RAR K
BRIANE BI#R Sk M By
FER IS ETIp s Wit

RRFFERPUTIRSHERN K
2,

fim

header:responseCode

ERNEPEARN S ERESFIZEORN AP 2% | #F —/responseMessage®MessageFH, X
2—NEFE , AT C2C E#8] Lambda KN BEXFEREERTHEAL T, RFRZ , FAS
BUASBZ AN IRE 200N B EHRE IR EEE

ffEA API lm R C2C iE #2258 /E1E R SendConnectorEvent

HIEEERER AWS loT Device Management &R EZBEED and BEDHURS HFR =
{TAWS .SendCommand. AWS.DiscoverDevicesiXZE &Y X LERIEN VBTN IR “HIN” BH
C2C E#HEBR B WEIER,

£/ SendConnectorEvent API , RV EES R T I RPN EHEE L% for and

operations , AR EZREEMH ( HIMMFHFBSMKXMALT K ) o AWS.DiscoverDevices

AWS .SendCommandEFEAXXLEEH LB R HEAFNIFMILER , FSHEEHKE AWS,
DiscoverDevices {E3E#E AWS, SendCommand #4E, FEH SendConnectorEvent APl ZiX 18 &
=4,

Bl , mREK C2C LE%’%H&EUDiscoverDevices%ﬁ? , Tl AWS loT Device Management H 3t &
ERFECES LAEXNHNERBL MR, RE , BLFERPERE AWS, DiscoverDevices 2
EE N HiERE 97 DEVICE_DISCOVERY $1¢F1ﬂﬁﬁ SendConnectorEvent APl, API i ] LAfE
EMEENGE C2C EHEEF AWS IKF Lambda ZIERI# 51T, SendConnectorEvent?E AWS
loT Device Management T E SR W EILLEH 28l , REXIRET 2H I,

(® Note

HEF , MEMSE |, SendConnectorEventAPl id A B LAfE C2C & #2858 Lambda 18 Ik B 2 &
#H1T, BR , X RESHRHEFANRSEREFE,
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« SendConnectorEvent-#&HIiE3Z25 8 A AWS loT Device Management APl FIFEE &R , FREEH
KIEE| AWS loT Device Management BN E LK. HREERIES =RBHEH .

- “DEV ICE_DISCOVERY” — WWEHBRENA T RIEF=ZA P RIANIREZ T RUREUSER T H

%H‘I—o

* “DEVICE_COMMAND_RESPONSE” — WWSE#HRENA T RIEENBTHITERNBERES
o

- ‘DEVICE_EV ENT-LE4RENATRARZATRETAFANG STHERERNEMSH. X
ALMERN —MEABHRE  ATEIRERZBREZLHEA.

XHE AWS, ActivateUser 1

AWS loT Device Management BV FEE &£ T EMITIZAWS . ActivateUseri®fE , TEEMNZRLRAFH
OAuth2 .0 SRR RAFFRRAF. WIEEER AWS loT Device Management fF1E & KRRk 1£i%
OAuth<wh& , HHIERMEESENN AT ETELRBE—WAFPRRE. WRELXEEKFXBERE
BINZE.

AR BIRBLR 7T EREBRHVESR | LUEFH K IIBVAWS . Activate AP .

- &) C2C iE#85 Lambda AJLALLE R B AWS AWS . ActivateUser loT Device Management 3£&
%mmﬁ{lﬁiﬁiiﬁz§\o

- J&HY C2C %2R Lambda AI LARTE OAuth2iRH1Y.0 T HEBEM —WA PR, B%F , RR
JWT T, AT NGRS HIRIE , B EY TRMARRRSSHFERE.

AWS.ActivateUser T/EHR

1. WIEEERFEHALLTERA AWS loT Device Management £ i8 B #&# C2C #E #2858 Lambda :

"header": {
"auth": {
"token": "ashriu32yr97feqy7afsaf",
"type": "OAuth2.0"
}
b
"payload": {
"operationName": "AWS.ActivateUser",
"operationVersion": "1.0.0",
"connectorId": "Your-Connector-ID",
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}
}

2. CCEESREITHIBEIERNENE=ZFRERSH/RKRBEETSEAWS . ActivateUser g
FEAF 1D,

3. C2C E#884 MM Lambda AWS . ActivateUser B4ERA , BEFERIANEHEURFERANAEANH A
FFrR%F, userId

{
"header": {
"responseCode":200
},
"payload": {

"responseMessage": "Successfully activated user with connector-id "Your-
Connector-Id.”,
"userId": "123456"
}

e AWS, DiscoverDevices ##4E

RELZNASNRLAFHENYEIRE XS AWS loT Device Management T E &R 4 R AL
APREFNBFRTERARE . RBEEAFES AWS IoT Device Management BV 1EE & B 2 8 T
BRIKFXEE , AWS BERFFTERKAAFHAAENIRE LRTHIEE, ERLANRE—INRLSIRE , He
AWS loT Device Management IR EE KA AEESRREHZRFZLINER, C2C EEBFRIIRELE
RIONRALAPREIR , HHIEREEHNERNSERRE ( HHdeviceDiscoveryld),

TEEAT AWS loT Device Management WA AR MR EEX Z BN IEE XA TIERE

AWS, DiscoverDevices T{ERTE

1. BRFRRELAFPBIEZERIARE,
2. MFEEEK AWS loT Device Management 24 R — NS EFRRF |, ZFRREF
deviceDiscoveryIdA AWS BFEKMIZE LZTER,

3. WREESENMEAAWS.DiscoverDevicesBERMEM C2C E#EEE AWS loT Device Management
KRR EEINER , BFEER OAuthaccessTokenWRAL A F LK. deviceDiscoveryId
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4.

10.

11.
12.

B E RS F M deviceDiscoveryIdA@EEDEVICE_DISCOVERYEZI F., HWEHTFEZEE
FONRLKLAFEENIR |, HFESTHEKZEES AWS loT Device Management BT EERK , H#
¥ SendConnectorEvent APl #EADEVICE_DISCOVERYE# %1%,
B C2C EEBNRAARRRSBFBREIMKZLAFAENAME RS,

& C2C iE$ZES Lambda £ Lambda YA invokeFunction () , 7@ AWS loT Device
Management FIEE S K H ACK MIRL , ERIRIEMWIRIRAL, AWS.DiscoverDevicesit®E
ERET ACK BHEF EFﬂJE’J'&%ZiE‘LmﬁEo

LR RRSFLOERERLAFAENRENREIIR.

BHEEBRNESARLAFIRRBELR N AWS loT Device Management FFEEIRBRANMWITEEK
ConnectorDeviceIdConnectorDeviceName , BESAIREZNENIRE

C2C E#EBERMUser IdERAMRBFMEENFEE. THURERZRRIIRN —30 NERETRR
SEPRE , LA RMAR , EARRTEN R RRZEZZN,

ETR , 81 C2C EZETER AWS Ik EiEHRESHIRE N
“DEVICE_DISCOVERY”SendConnectorEvent , X sigv4 BH AWS loT R R EE

APl IIEEE K. £IEE AWS loT Device Management T EE KN RE I RFNE AR

ZHSHER B ENSHFR RconnectorDeviceld , ffltlconnectorDeviceName., Fl
a, capabilityReport

. BRELHERRRSSHWE , BEEMHMMEH AWS loT Device Management BIFEE £ K.

g, MBRENERRZENZLAFKANWRRIRET T oM , BANTFEBRER ,
BE A LLRIE— N statusCodeS BN 3xx £ NDEVICE_DISCOVERYIREEH, MREW
RERNMERTH , BEELERS. 6 /7,

WIEEERLBEF AWS loT Device Management X 2 EXEXNFLAFRZHEH,

WRIER C2C E#EBE KIEWDEVICE_DISCOVERYE#ESHstatusCodeSHEFH N 200 , NIFE
%%EZ'HJE%]%F'Lﬁﬁ'jifﬂl'ﬂfum&amﬁko

/A Important
MREE FR7E 1M1 UUESE6 ZH#HT, flin, MBREHWE=Z/FFEEE—
ATAHBELBAFIZRERN APl , NIATLA#E C2C #E3E88 Lambda FHHEA K ACK Ia
RiSendConnectorEvent 2 81 %)% DEVICE_DISCOVERY E4,
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RERIM C2C EHERER

BTF3IRBER T C2C EHBMNER , LETHRIRIRZ

« C2C & #2858 Lambda a AJLA4LEE SR B AWS loT Device Management JEEE R NIR R XTBERHEE
HAL BRI, AWS.DiscoverDevices

- W C2C E#ERIUAEA A T IEAhERESFMNEIL APIs Bid Sigv4 A AWS IoT Device
Management B AWS Ik IEEE K,

RERNIRE

UTSBREBRT FERAEH C2C EHEESSMITLE LR AWS loT Device Management Bi& & XL &,

RERYIRE

1. RESEHSMEARERN

« {FHALT JSON fi¥DiscoverDevicesE Xix POST &K :

/DiscoverDevices
{
"header": {
"auth": {

"token": "ashriu32yr97feqy7afsaf",
"type": "OAuth2.0"

}

.

"payload": {
"operationName": "AWS.DiscoverDevices",
"operationVersion": "1.0",
"connectorId": "Your-Connector-Id",
"deviceDiscoveryId": "12345678"

}

}
2. EESRBIAK]
. EERKETELT JSON [ HEIA

"header": {
"responseCode":200

LI C2C HEERENRE 39



KIFEEERK AWS loT Device Management FERARER

1,
"payload": {
"responseMessage": "Discovering devices for discovery-job-id
'12345678"' with connector-id “Your-Connector-Id™"
}

3. EESFRAREBRIEBH

-  fERLLT JSON fi#/connector-event/{your_connector_id}@E %% POST &K :

AWS API - /SendConnectorEvent
URI - POST /connector-event/{your_connector_id}
{
"UserId": "6109342",
"Operation": "DEVICE_DISCOVERY",
"OperationVersion": "1.0",
"StatusCode": 200,
"DeviceDiscoveryId": "12345678",

"ConnectorId": "Your_connector_Id",
"Message": "Device discovery for discovery-job-id '12345678' successful",
"Devices": [
{

"ConnectorDeviceId": "Your_Device_Id_1",

"ConnectorDeviceName": "Your-Device-Name",

"CapabilityReport": {

"nodeId":"1",

"version":"1.0.0",
"endpoints":[{
"idvoriv,
"deviceTypes":["Camera"],
"clusters":[{
"id":"0x0006",
"revision":1,
"attributes":[{
"id":"0x0000",
1,
"commands":["0x00","0x01"],
"events":["0x00"]
1]
}]
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}

4 DISCOVER_D CapabilityReport EVICES E4#3i& — 4

WEEENNEHLEWFTR , £ DISCOVER_DEVICES B4 HIREMN ST AIREHENR
FFAWS .DiscoverDevicesEEMN IR , #HFEE CapbilityReport SRIERHE S 1% % #I Ih
fE, “CapabilityReport' LARF& Matter B9# X3~ AWS loT Device Management & Z eI EE
. * CapabilityReport AR T ZE -
* nodeld , FHH : BEUTAHABMNREZT LMARIRAF endpoints
« version, String : WIRFTRMRA , HEESFTRERE
« endpoints , <Cluster>%ll%k : R Fim A XN RA4HIFEESR AWS ZHFIK,
- id, FFFHR  EESTAERBENRSIRRE
« deviceTypes , <String>%ll5k : b RFIKRAVIRZXEFIK |, B) “BRE&L",
« clusters, Lis <Cluster>t : ltin R FHNRGBIFEERM AWS LI 5k,
- id , FRFSH ; Matter FrAEE X EEFRART,
« revision , B : Matter R EENXHNREBITS,
« attributes , <String, Object> #1E : BMIRRAFREX N YR B RSEWIRS |, FRRA
MBRE B RBEREE Lo
- id, FFH  REHBEERH AWS STAENXHEX ID.

« value , WK : HEM ID EXHEMHNYFIE, ‘B WEBIJLUBEEEMEIL,
ZvalueZBNWNFTEINEHHEAEN , LB YHEHWIERESS lambda ATAE XD H B E X810
KRB, TREEZFER,

« commands , <String>%3k : &R Matter FREMNTE N , LEE IDs TENH IR,
« events , <String>%ll5k : B#E Matter FR/EME L , ILEEF IDs ZIHFMWEHIIR,

BRYFBEEREZFNIEREENAWS STH HI5IR | FS SR BIERE N,

e AWS. SendCommand 24k

ZAWS . SendCommandi®4E 2 iF AWS loT Device Management (It EE K BT AWS BEFFHLAHF
BaNa T REEENERRSEE. CNERRSHFTEISSHLBENER , HhESEANEH
CHIERER, GERTRE—IMRSITRE , Hb AWS loT Device Management It EER K EHH

“TracelD” I THITIER . BWEREEFEEEET “API” SendConnectorEvent & 3% [B1 3£ & £ i #Y
SEI C2C EHESEORE 4

1
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MBI, AWS loT Device Management B9 3£ 8 5 X B S8 %R AR &5 2518 B — N TA B U E a5 /Y 1)
BI , BF—EXRRHBDERIT,

TEUAKRLRFZRIT A BRI XN REIUE T S HITRE

REFWSHITTERE

1. BRARFPERAWS BEFRFPNARFREFITHGS.

2. BEFEaSEEERLAFPNREEEEELS AWS loT Device Management BT EE MK o
3. REERSER “TracelD” , BV IE #2512 19 o W RL& % B BR 55 B A iZ AR R
4

AWS loT Device Management HY1E& £ 5% £ FHAWS . SendCommand i/ 5 H [ &MY E s K IE on
'LEEE-KO

- WEOENNERFEFSRBIRRZFIRRRF. B Matter XX &I E #918 % 85 S endpoints/clusters/
commands, RAAFWIHRTERUREMSLENSI,

5 #HHEEEE#traceldEAsERTHEMNTHNAR,

BHEERSNREER D T ERER N ARRSBF[AEMER,
6. EHEEBUserIdMNEHENFRLAFWHRSEPRE , FRESHTHEXEK,

a. EUserIdAFEARMMNEARANEHNRRESHRFRE , EAM IWT FRL T PRI E
=,
b. SRHBURTEMEIRRSFAN 15 BT EEFHAESS.
7. ZNEESF[ARRRRSI/L T RLAFLT,
8. RRBRFH/ERERE,
a. EERDUIFTRRESHZE TLADDH AWS loT loT Device Management FEE &R , H A
ACK & )% B 5 5 = B R 1T W8 BL o
b. RfE, REENNETHREFANARERF.
9. REFIRE , ZNHERBRFSBIWRZRESH.
10. B RBERSB|FRBSHRARERES,
1. BNEZERTRARRSF[BLERNZRZBHERRNITEEELER DEVICE_COMMAND_RESPONSE =
HrigERE,
12. #BHEREER A SendConnectorEvent APl , #E7 “DEVICE_COMMAND_RESPONSE”,

CAENRIERDH EHA AWS loT Device Management £ B &K traceIdiREHN AR,
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13. REERQXBHAEFAXKRLRAFNRBREE.
14. EFBHARLAFREZIERE,

(® Note

TR RRSFBEEAE THEBAMNERGTERNOAEENZE, XBENDD
FAEEM referenceld HITHEFiX 2,

MITIRB TSR C2C HEEER
LUTRHIRBART C2C EZEBIMWER | LUEHRBE DR IIMIT,

« C2C iE#:8% Lambda T LAAWS . SendCommand4L ¥R B AWS loT Device Management £ & & Y
*gk{lﬁlﬁ -.klﬁzu\o
- B C2C EEBAMBRRLATNENRFERSHFNGS , FHHFHBHFRAERH “TracelD”,

- WA LAER A TIEM C2C EZESRM AWS ZiF & Sigv4 A AWS loT Device Management fRSS
API B9 AWS Ik £ E S Ko

1. REERK

T

EERREDT (BFSHLETHESRA) .

/Send-Command
{
"header": {
"auth": {
"token": "ashriu32yr97feqy7afsaf",
"type": "OAuth2.0"

}

},

"payload": {
"operationName": "AWS.SendCommand",
"operationVersion": "1.0",
"connectorId": "Your-Connector-Id",
"connectorDeviceId": "Your_Device_Id",

"traceId": "tracelId-3241u78123419",
"endpoints": [{
"id". "1,
"clusters": [{
"id": "@x0202",
"commands": [{
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FRARER

"OxFFOL":

{
"0x0000": "3”

]

]

2. C2CHEESBACKDT (BFZHALEGNEZR 7, HPEESRE AWS loT REEBERSHEES

B &K% ACK) o

"header":{
"responseCode":200

},
"payload":{

"responseMessage": "Successfully received send-command request for

connector 'Your-Connector-Id' and connector-device-id 'Your_Device_Id'"

}

3. EEFRERBDTHNEHN (FSHLEFHLR1) .

AWS-API: /SendConnectorEvent

URI: POST /connector-event/{Your-Connector-Id}

"UserId": "End-User-Id",
"Operation": "DEVICE_COMMAND_RESPONSE",
"OperationVersion": "1.0",
"StatusCode": 200,
"Message": “Example message”,
"ConnectorDevicelId": "Your_Device_Id",
"TraceId": "traceld-3241u78123419",
"MatterEndpoint": {
"id". "1",
"clusters": [{
"id": "0x0202",
"attributes": [

{
"0x0000" : “3”

KU C2C R OBRE
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}

1,

"commands": [
"oxffol":
{

"Qx0000": "3”
}
]
1]
}
}
(@ Note

Eiﬁi_ AP| Ik 2|48 Bi %9 DEVICE_COMMAND_RESPONSE E# 2 &1 , HTF@mHif

TS HNIEZRETL TSR BRI AWS loT Device Management HITEER TP,
SendConnectorEvent XEIKE , ERESERNREGESR 3 WEH 2 , BB ESE
BHAAMNRERTAID , BERSBTLERH.

R AWS FEEM “RigTT K" SendCommand &K

REERFERARZFRANBERENRBDERBERZUTUAEZIBLES T, SNMREDEBIEL
AWS IR BFFERRITERDY ; Bt , AR ANGTERMNEEEF T ‘commands” F ik
o B E?&%ﬁﬁfﬁﬁﬁ ‘MR FER , WEMBA Matter 5%, ARNERTEEF , MEEBNSS
FERE, BE , XEWES Matter BUEERER N ERE AP ER,

RITHTRE , CHNEZSTYATHYRBEERN AWS SIELHHLE ‘BY B xE TEL. A
a8, XEFEUEN APl XiE# API DEVICE_COMMAND_RESPONSE E#4#1k &4 AWS loT Device
Management I E & K. SendConnectorEvent

ZEUTREAMFEHPIEN A" FE : AWS.SendCommand

"endpoints": [{
"id": "1",
"clusters": [{
"id": "0x0202",
"commands": [{
"oxffol1":
{
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"0x0000": "3”
3
1]
3]
1]

BEENR , EEFTUBEATAR

3.

REL T QMEFHER -

a. FwKAIREIIN “17%

(® Note

MRBFENLTZNRK , FlaENEE ( Hl200n/Off) can control multiple
capabilities (i.e. turn a light on/off as well as turning a strobe on/off ) , M{EAL ID
o SRR EEREIhEE,

b. FEBIZEidRN “0x0202” ( AimiEH|IER ) .

REMSER

a. FoSRIRFIRERN Oxff01” ( EFRSHTHEN ). AWS
b. FERABERPEHENEFTHTENE IR,

EHEM

a. THEMFRREFREN “0x0000” ( MFEEHIEEFanMode EHHEM ) o
b. HEMHEREN I (ENBEEE ).,

REEHENTHAM BEN HRE | XERBFZAYMRBFEERN AWS K=K E LD
ReadState #l UpdateState &5 5. EIRENFIZE Matter EXHNEHEY , TEER TR ENIEESE
3= —MAWS . SendCommandifk , EFE@E 5 UpdateState (id: 0xff01) = ReadState (id: 0xff02) IDs
MANES , URAHNEFRRNENEESH. NTRENTE (TEH ) XTKRE (7[R )
MEMY , TN EARZBRBFAXLERT , XERMETUMNMEBA Matter ZIEEE AWS KT AHE

R
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£ 8 SendConnectorEvent APl X3%i8% =4

’% B B4 ELR

& SendConnectorEvent APl TR LM AWS . SendCommandFAWS .DiscoverDevicesi®
£, BEetATEHEMEZEINEHENREEER. BREEINEHITUENAERESXERFE
P THER TERNEMAEY,, ILEERFEHTVESEERETRZRSZTNL, SFHRN, B
BZ, BuLMERW R4 DEV IC E_EVENT #J SendConnectorEvent API X EEHRIXEIEEE
o

UTE 7 AL R ERTWERREL NG, H—FHAXEEHH TERE

RESBHIERRE

1. BB 2RNEZE , NTTER —NRIZEEENERRSF|HES,

2. ZHRBRFI|GEZBHHFFHRIEATEN C2C EHESR.

3. BHIEESRAFIILEHERIN AWS loT Device Manag DEVICE_EVENT ement O MEEE K.
4. BB C2C EREBRMARIEIRE N “DEVICE_EVENT” SendConnectorEvent B API iR R E
HRIEEIFEE SN

RESEHARAEXER, , ANLSHEREAER,

6. BEFRIME4HBIAFHRANEEREAF,

o

X SendConnectorEvent API IREMNEZELR |, 52 SendConnectorEvent AWS loT Device
Management £ E &K APl ZE15H,

REBFINEMHER
UTRRFRINEHH—LEER,

« I8 C2C EEBRARMZEBMNEN A RRSSFZEVRS RESEH
« 8K C2C TR RMIZAL A A TiEM C2C EREEFH AWS EiEEiT Sigv4 @A AWS loT &
ZEHERS API B9 AWS K/ FEEE K,

LT RBER TEZESRFBENY APl HEFETFIREMVEH : SendConnectorEvent

AWS-API: /SendConnectorEvent
URI: POST /connector-event/{Your-Connector-Id}
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"UserId": "Your-End-User-ID",
"Operation": "DEVICE_EVENT",
"OperationVersion": "1.0",
"StatusCode": 200,
"Message": None,
"ConnectorDeviceId": "Your_ Device_Id",
"MatterEndpoint": {
"id": "1",
"clusters": [{
"id": "0x0202",
"attributes": [

{
"0x0000": "3"

}

]
]

MUATREIH | BIOATABIUATARR

« XXKRBIDEFT 1 HRFWRo
- SZEHEXIVIRBINENES ID 7 0x0202 , SR FEEGIRBEEFEX.
- CEXHEMA ID N 0x000 , EEFHPHNEREANEER, CEEMNES3, 5 High HEEX

 HFconnectorIdR=RSECIZENIREINSE , Ktk Connectors A7 fE &1
GetCloudConnector FiEiEfAk#E1ambdaARN, M Lambda.get_function_url_config APl &
i’lﬂ lambda B 2 WARN{E. XCloudConnectorId f2iffE lambda REIAGE , MA2& 2 5 IR

HITRSEE,

SEHE AWS, DeactivateUser 24k

R P Z AR

HEFHBREESKS  IBEKRLRAFBREIEEERSETHNKS, S AWS BEF RGN XEREN |, T8
FRERNAFTRTE. AWS EXMMAGIH , FEEKBEEMREA C2C EEAFRALILTHER
o

TEUA T WMMEBCERLR ik~ 5RERKEK
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Fﬁ F rﬁﬁ IVEI)IL

1.
2.
3.

AFEz AWS BFIKF 55 C2C EZERSEXBRNE= A RIURS 2 2 A M #RRBRTE,
ZE i@ AWS loT Device Management B35 & 5 5 /S h I Bk A P < Bk,
RESNBENFERREREMEESRKHBERRENEATE, AWS.DeactivateUser

«  Juser WiHRI I EHEIEROIRLF,
IEHY C2C EHERER R A I A B RBURS 85 K BUE & M R R EMN A7 R AXER.

o flun  RBRXBKAFPKFNEAERTETINBAIEZZXEEER. AWS.DeactivateUser
&9 IR AN BR S5 B3 1B0H 5 7] A BR HofF I B2 & & Bl I8 HY C2C E #2858,

&) C2C EIEEZ 2 AWS loT Device Management BYFEE S5 & 3% F P 15 18] 5 58 B 8RS 1Y
ACKG,

RESER2NRELAFREN., SENHRKRSBHFRBENAE TR,
REERKM[EF KIE ACK , iHASENREMRXMATE REKE S M ER.
ERBHARALRAFEKS ESER T ABUEXRE,

AWS, DeactivateUser E3R

« C2C E#£3% Lambda EHEUZYCR B EE M B REE LA B iZIB#E, AWS.DeactivateUser
o C2C E#EZB[AIHERNRS I A R4 OAuth2.0 MM B8V Bl .

AT R EHEESZFWEIA REIAWS . DeactivateUseridk :

"header": {
"auth": {
"token": "ashriu32yr97feqy7afsaf",
"type": "OAuth2.0"

}

I

"payload":{
"operationName": "AWS.DeactivateUser"
"operationVersion": "1.0"
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"connectorId": "Your-connector-Id"

AR RAY C2C E$=8R

AWS Lambda A& TR IRHN KT E T LAFA Lambda, BT AWS loT Device Management )
REER= AWS 5 , Rt @AM ATRESKBEY RRRE AR C2C iEESE Lambda,

HELBEBLUTHRENRA R IFRMEM INEER C2C E#EER Lambda, X T 5 Lambda BSEUEH
RRAVIEE SRR

{
"Version": "2012-10-17",
"Id": "default",
"Statement": [
{
"Sid": "Your-Desired-Policy-ID",
"Effect": "Allow",
"Principal": {
"Service": "iotmanagedintegrations.amazonaws.com"
1,
"Action": "lambda:InvokeFunction",
"Resource": "arn:aws:lambda:connector-region:your-aws-account-
id:function:connector-1lambda-name"
}
]
}

NIER |AM BRI R

FIERRESEKE APIs EE AWS Sigv4 B RIUEFEEAA. Sigv4 EEZEBHIL , FRHEMHN AWS K-
EEX AWS APl ER#TH BRI, SR THARAREERN IAM € APIs XM EB L TR FBE/K
AR : APIs

"Version": "2012-10-17",
"Statement": [
{
"Sid": "Statementl",
"Effect": "Allow",
"Action": [
"iotmanagedintegrations:Your-Required-Actions"
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]I

"Resource": [

"Your-Resource"
]
1]
}

BXRMXENRNEZER , BHRR X#H

H At 3R

EEMEM C2C =S , BFEEREUTERY
« RRBEIMAVERESRR Lambda ARN,

FaMiAEH C2C E#eF
EF Mk C2C EHE end-to-end , BARNERESMRLAS.
EREEUATRR :

o RREBE AWS Lambda Wik BYEREESH ARN,
- REENZF AN OAuth 2.0 AF K,

« £ AWS loT Device Management T E &R P FMIVEEZSR, BEXEZER , BSHA FAH C2C (=
BT ) EERS,

5 C2C ( =2z ) E#ESS

C2C EEBEEBRNMAEENER  AXFREENEE=SHABZEANERS. BE# T
TERZRE, FPEMPAS —2H , NIAIUNENEEE=HRE

NIRRT A C2C EESFENIR

2/ C2C iEHEBRN SR

1. CreateCloudConnector
REEERUBAREEREF = FHNB Z BN EES.
REEESFN , FRHENATHFHAGE
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I FEEER AWS loT Device Management FRARIERE
o BY O NIEESF[ERE - NEREER,
- R MESRERESFNARNIEE,
« AWS Lambda ARN : 1EE N IEESFH BN AWS Lambda BREHITE S EIRBEF (ARN).

MENNBEE=HHNEEEN AWS Lambda B %k APIs U BIEEERS, BTX , EEEE

B i8R CreateCloudConnectorAPI , H#i2#t AWS Lambda BI# ARN # 1T/, H{RiZ AWS
Lambda BN BEIEEER P OIEEZRN AWS K, REFRES B — N E—KERES ID
KRB ERK .

CreateCloudConnector API & 3k #1157 =451

Request:

{
"Name": "CreateCloudConnector",
"Description": "Testing for C2C",

"EndpointType": "LAMBDA",
"EndpointConfig": {

"lambda": {
"arn": "arn:aws:lambda:us-east-1:xxxxxx:function:TestingConnector"
}
3,
"ClientToken": "abc"
}
Response:
{
"Id": "string"
}
BIERRE
@ Note

B $E F EF A GetCloudConnectorUpdateCloudConnector, DeleteCloudConnector,
ListCloudConnectors APIs , Hi{TIHETE,
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https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_CreateCloudConnector.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_UpdateCloudConnector.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_GetCloudConnector.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_DeleteCloudConnector.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_ListCloudConnectors.html
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2. CreateConnectorDestination

BEEARMEESEE =AU REI RS EEMENREN S ARIIEE. £
Destinations FENE=F SO RIEEREEMBITESEK , 0 OAuth 2.0 BRIFAFE , SIER
N URL, SMRIEFRUREPEFRN{LE AWS Secrets Manager,

TR

£ 812 2 8 ConnectorDestination , &AM -

@A CreateCloudConnectorAPI BlZ3% %85, £ CreateConnectorDestinationAPI API i
ERAZEBOREH 1D,

K FiERE tokenUrl2EH 3P EEM. (RALAA authCod e R AccessT oken ) o
KRERERA 3P FAM authURL, ( RELAFAUEREAFRSNZRRETIHRIE ) .
EKFHNFPEESEPFEAclientIdMclientSecret (KB 3P F& ),

CreateConnectorDestination API i& 3R 108 57 =41 -

Request:

{
"Name": "CreateConnectorDestination",
"Description": "CreateConnectorDestination",

"AuthType": "OAUTH",
"AuthConfig": {
"oAuth": {
"authUrl": "https://xxxx.com/oauth2/authorize",
"tokenUrl": "https://xxxx/oauth2/token",
"scope": "testScope",
"tokenEndpointAuthenticationScheme": "HTTP_BASIC",
"oAuthCompleteRedirectUrl": "about:blank",
"proactiveRefreshTokenRenewal": {
"enabled": false,
"timeBeforeRenewal": 30

}
}
b
"CloudConnectorId": "<connectorId>", // The connectorID instance from response
of Step 1.
"SecretsManager": {
"arn": "arn:aws:secretsmanager:*****:gsecret:¥F*FrE*N,
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https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_CreateCloudConnector.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_CreateConnectorDestination.html
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FRARER

"versionId": "xkxkEkxEkAN
I
"ClientToken'": "***"
}
Response:
{
IIIdII : "String"
}
ZSEQ*FﬁUEEum
® Note

R IEF E M A GetCloudConnectorUpdateCloudConnector, DeleteCloudConnector,

ListCloudConnectors APIs , 3Tt E5E.

3. CreateAccountAssociation

KRR TBRAAPNE=ZF K EEZRERCANKR, EEIBXRAFRLAFERESEX

%H?U‘ f M1 AY IR Z AET ME—AYREX ID #ATHR, XMERIIF=/XEDEE

Ea T MRS
FRFM

EBIZE 28 , AccountAssociationi& 4%

« i@ CreateConnectorDestinationAP| B2 B With, ZEFORER ID AT
CreateAccountAssociationAP! 8,

» M CreateAccountAssociation API,

CreateAccountAssociation AP & 3R 0@ 5z ;=41 :

Request:

{
"Name": "CreateAccountAssociation",
"Description": "CreateAccountAssociation",

ARTERA TN 4E -

KPR E, K

£/ C2C ( =¥ ) E#ER
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https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_UpdateCloudConnector.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_GetCloudConnector.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_DeleteCloudConnector.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_ListCloudConnectors.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_CreateConnectorDestination.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_CreateAccountAssociation.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_CreateAccountAssociation.html

KIFEEERK AWS loT Device Management

FRARER

"ConnectorDestinationId":

destination creation.

"ClientToken'": "***"
}
Response:
{
IIIdII : "String"
}
® Note

"<destinationId>", //The destinationID from

1B HE FEE# HGetCloudConnectorUpdateCloudConnector, DeleteCloudConnector, #l

ListCloudConnectors APls , 1Tt 52,

AccountAssociationB R 7 2 M GetAccountAssociationfListAccountAssociations APIsH 2]

B, XL APIs ERTIHEMIRIR, StartAccountAssociationRefreshAPI 514 1 il 7 < k% 21 2 6 il

¥ AccountAssociationtR 73,

4. ®FRI

BIMNEESYHERBRENFMEEMEKE , SINEFISHMBIEEREE, HEERERTIRE
MIhee , RAEBRIE, FFx, ERFBERHMEAENIRE, BEAI P REHANZ P RELE
ManagedThing , ABURIRFRITAT SR,

a. A StartDeviceDiscoveryAP| FF i & £ T E 18,

StartDeviceDiscovery AP i& R F1E R R B

Request:

{

"DiscoveryType": "CLOUD",

"AccountAssociationId":

"ClientToken": "abc"

}

Response:

{

Mikkkkxl
4
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https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_UpdateCloudConnector.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_GetCloudConnector.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_DeleteCloudConnector.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_ListCloudConnectors.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_GetAccountAssociation.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_ListAccountAssociations.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_StartAccountAssociationRefresh.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_StartDeviceDiscovery.html
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"Id": "string",
"StartedAt": number

b. @M GetDeviceDiscoveryAP| & & X M I ZAVIRA
c. @A ListDiscoveredDevicesAP| 3| X IHIEE -

ListDiscoveredDevices API i& 3R 10 87 7= 5 :

Request:

//Empty body

Response:
{
"Items": [
{
"Brand": "string",
"ConnectorDeviceId": "string",
"ConnectorDeviceName": "string",

"DeviceTypes": [ "string" ],
"DiscoveredAt": number,
"ManagedThingId": "string",
"Model": "string",
"Modification": "string"

]I

"NextToken": "string"

d. @M CreateManagedThingAPI N EIFIRAEFRES AR EERKNEE

CreateManagedThing API & 3R F10d 52 ;=45 :

Request:

"Role": "DEVICE",

"AuthenticationMaterial": "CLOUD:XXXX:<connectorDevicelIdl>",
"AuthenticationMaterialType": "DISCOVERED_DEVICE",

"Name": "sample-device-name"

"ClientToken": "xxx
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https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_GetDeviceDiscovery.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_ListDiscoveredDevices.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_CreateManagedThing.html

KIFEEERK AWS loT Device Management FERARER

}

Response:

{
"Arn": "string", // This is the ARN of the managedThing
"CreatedAt": number,
"Id": "string"

}

e. V@A GetManagedThingAPI REEFX M EIEMmanagedThing, RN
72 UNASSOCIATED,

f. @M RegisterAccountAssociationAPl managedThing HES#EX
BXaccountAssociation, HIHEY RegisterAccountAssociationAP| 53R
J& , ASSOCIATEDIRZAS£managedThing X 43 1b,

RegisterAccountAssociation AP &R F0& Sz 7R

Request:

{
"AccountAssociationId": "string",
"DeviceDiscoveryId": "string",
"ManagedThingId": "string"

}

Response:

{
"AccountAssociationId": "string",
"DeviceDiscoveryId": "string",
"ManagedThingId": "string"

}

5. M@ 3PEREREDD

BRI L& iR% |, B#E A SendManagedThingCommandAPI | A 5 ai 8l 2/Y <8k ID FE
TFiRBEZFNINEENIEGIRE, EEBEAKFAXBKEIERFENEROE=S=#THHRIEH
A ARERNMER AP EA.

SendManagedThingCommand API & 3R F1 W& 52 ;R4
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https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_GetManagedThing.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_RegisterAccountAssociation.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_RegisterAccountAssociation.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_SendManagedThingCommand.html
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Request:
{
"AccountAssociationId": "string",
"ConnectorAssociationId": "string",
"Endpoints": [
{
"capabilities": [
{
"actions": [
{
"actionTraceId": "string",
"name": "string",
"parameters": JSON value,
"ref": "string"
}
1,
"id": "string",
"name": "string",
"version": "string"
}
1,
"endpointId": "string"
}
]
}
Response:
{
"TraceId": "string"
}

6] 3P RERBREDT

6. EESBOIXEEKRIESZH

SendConnectorEventAP| R MIEZR[ X EERNN MR BNEMH |, B O peration Type S

AT HREERR :

- D@@ EVICE_COMMAND_RESPONSE : 3§88 3 W 51 %04 1 & 3% 19 F.25 1 7,

£/ C2C ( =¥ ) E#ER

58


https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_SendConnectorEvent.html
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- DEV@@ ICE_DISCO VERY : A THNiZ&ZNIR , EESHEH AP FRIWRZIREIE
BIEEE K. SendConnectorEvent

- BREH  REBERINEREMS.
- D@@ EVICE_COMMAND_REQUEST : MiR& R HHIER, Flm , WebRTC TR,

EESRE A ERATH A RuserIdS K SendConnectorEventAP| 3 %18 & E4-

s FHFBUTHBNRRZESEHuserId:

SendConnectorEvent AP & 3R K08 R R~ 51

Request:
{
"UseIId": ||*****||’
"Operation": "DEVICE_EVENT",
"OperationVersion": "1.0",
"StatusCode": 200,
"ConnectorId": "****!",
"ConnectorDeviceId": "***",
"TraceId": "*#**",
"MatterEndpoint": {
"id": ||**||’
"clusters": [{
}
}]
}
}
Response:
{
"ConnectorId": "string"
}

« WF&Buserld : WigZEH

SendConnectorEvent API & 3R I B =41

Request:
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https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_SendConnectorEvent.html
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{
"Operation": "DEVICE_EVENT",
"OperationVersion": "1.0",
"StatusCode": 200,
"ConnectorId": "**x#%*",
"ConnectorDeviceId": "#**#**",
"TraceId": "*x#**",
"MatterEndpoint": {
"id": n**n’
"clusters": [{
1]
}
}
Response:
{
"ConnectorId": "string"
}

EMBRIFEMK X BimanagedThing MK/~ X Bk 2 B AV KRB |, FHERIEHILH -

DeregisterAccountAssociation API & 3R F0a 57 ;R4 :

Request:

{
"ACCOUHtASSOCiationId": n****n’
uManagedThingId": k% % %10

}

Response:

HTTP/1.1 200 // Empty body

FIEBHR

7. FEEBSRSEFRN BLWH, EENHEAREERES TR

£/ C2C ( =¥ ) E#ER
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MINBERT , EERELEN , A 0EBEESIN AWS K/ FaB . SANERIULHMIEES
R P A BIEERR

ESHMAFREENERESS | BFEAERSBFFMEETRE AWS Management Console EHY “i%

REN R, FEHERESS ID BRA AWS HFKZ, —BREBHLE | EESETHERESE
BAFER. AWS Xt , &AL IDs B3 § BUEERR X< Bk AWS Lambda ZhBERY 75 8] SR #& 5k

BREIZT4FE AWS KBV IFRIPR, NAREHEES[IHEMES,FER , FEEZH Lambda &
BME A AWS Ik /= ZI 7] ILERESRR 1AM 15 B AR

ERERFRENAMEEEXT/ AR ZA , FEEEEERSFLEZNHRNRE AWS BRS
KRMALBEK,

£/ C2C ( =¥ ) E#ER 61
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FEEERK Hub SDK

fEFA AT P EBRE S A E A E £ R Hub SDK MNELREE loT k&, BXEEEMLIRIR
# SDKHMEZER , BEH, HEERLIRIRE SDK

.0 SDK 2843

RE L&
HEITIRERTEER 2 , BHRER Hub SDK AHMAIFRE L4k, AT NERBAAENER
AN  SFE%OEESRNDIE BE4a@hE THEULERE S ORI, BEMRE.

A TFi&& e Hub SDK A4

SDK A

« BRUOBNES

- BET A ENEREN
o BET LAY PIE G

BRI ER

BROBBREE loT AOHMBFHERZEINZOEAH., EHRIEEERSENIMUISERBEEH
ZENFEBRE A BREZBIZELTR., YEMFREN , ROEERLBEI LT IHAEAE B H K
AE, BEE MQTT HEHAEBIRZIEK :

MQTT & #

EMQTT REEMEE , MEXHNITRRESR,
HEBFIMALEREF

RIF A B AE AR IR BR IR B 18 K o
hilEAER

BIEESARIENTLEMAER , SIHUBENEERBEHESER , ATREAN

Fdy SDK 2843 62
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H.0 SDK & i APls

BYCRBE R ENILA COMB BANRZURERS , ARHEERRIEEEN.

15 E T iRy R R R 1

BRETHUNEERFAEGHRATEETRAEEMUNRZMNENE, SMABIRIREROEERRF
Ky SRR BN IR B VS E T I RAE, IXEFBAMITATERE

o BET LAY PRARISHY
« ETROHNRBERNELBMAEREE
- BEFEE AP BABRIRE

BET PR PEF

BETHUNFEARLRZDUANEEER ZBANERE, ZAFLERGBE—EBRE HNR
NG T REREI DR |, AERERBRZFNBAFBIREFEBRED X,

RE LELRE

EE A Hub SDK MR F T RENREINF, ATERTAGEANNIRPHRELSR , ABRET
XEFEH I E,

ABRTRE

- HEIRE (SS)

- EMETEIRE (ZTS)

- AFESIRE (UGS)

IR E (SS)

REARPHTYBRMREFNER , AEARZIHEINNARFABE 418, A5 , REFIMIE
EERTFHEED B O

FARIRE (ZTS)

FAEIRE (ZTS) BYEMHME LFMXKIRFZRELIRE L. flU , RELARAFTEA#HRZ 4%
B, MRENTHLESR , AEFREZAERKIFSKS, Fli0, AUEEEFR LTRSS,
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HRELAFRIRZHTIN , EEHIEIMIAREERHHERIYBENF L , EREAHEMRE
]:;T%#o

ARS8 (UGS)

RARAPFRRZFARBIEXNSREEMARESER, XARESEET loT fOEHNRA, FRARE
FEBNNARFREMIZTRELHFNREZ LNRE, MRERRERW , WA SERLLSEE,

R

RESERTABRZIM. SEHRITNES, STUERAEHNENDRETRNRZEEEE, EXT
R Z R EMUAVER TITERL AR,

BERERE  GUUEFNERRZBRES , AINTERESRMIE, ZUWEIHIPRSELEESE
, BECHERAT oM. AN E,

FEHE

& W IREIRZ RS

BIERERVEENEIREEM. BALHE

« REWRS : HAlREEME

o EERE  RFTEEMERS

« He@@ alth status : RE{E , B MEBEFNEFSRE (RSSI)
RESZEBEH

HRFBUERNERRSRKEZ LRSS, Sl axERERBIRSE L,
B&EN

B B ERMER , REFWESE —PEHENF L ENHMBIRZEE, MEEEE , RBRS2E
=RF.
N CE7

RIRKBZIHRIE, REFEFNARFNFIIREBFENRSE,
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EFBENRESEKEHRZAMEN Hub SDK AHFRRE. REFNLE Edge Agent, Common Data
Model Bridge (CDMB) F45E F B HF WAIHE TH , UABRED S, EERBFRSTLER
[0 170 1S B9 M) Rz

REZFIRE

TEHBEIHRRKL AP AT ZigBee & REIALFKIER end-to-endif F I HIHRE,

BTFig& &8 Hub SDK A4

Hub SDK ZR¥IE AN T ARG BN BYERMII PN RZEHG T, B TERNRER
., EERBRSNLERESE , SEMABESBENER. UTETERANR T XEAHEEHN
#BF P T E T

Hub SDK A FEHARK , ETFEWHMNA O LB FMEHEE,
FEAM
DGR

R EYERM FOMITERKZ AR MK,
B BAEE RS (CDMB)

£ AWS BIEE B A 25 IR E R (10 Z-Wave M Zigbee ) ZE#1THiR. BEE MO
CDMB M4 E T i #y CDMB f&fF.

BEEE
LERREMMEL, eBEATEETFHMUHAINTESHNZOEBRMSETF MW E EFE
Vi o

REARAH

Hub $1F A7

NELBRHEEF A IWIEBMNESR , AXALENEBERE.
MQTT X2

REEREEKTSH MQTT &,
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AEIERERF

HESEAXHEREERS.

REHBIEFEESEK Hub SDK

FEUTEEBR EZRHITIER K EENRE LREXESEK Hub SDK , AWS loT Greengrass AT H
HEBBRFHLREMAR, KN NARMSEMNIEENBIUES R,

DEFHE
« FRAUTHSE%E Hub SDK AWS loT Greengrass

o FRAMAEE Hub SDK
- FARZEE Hub SDK

FERALT &S %% Hub SDK AWS loT Greengrass

£/ AWS loT Greengrass ( Java iR#4s ) HEMNIRZIFBIEESEK Hub SDK A4,

® Note

BB RZBEHE T H AWS loT Greengrass, BXEZELE , i5SFAWS loT Greengrass
F X EIER X AWS loT Greengrass I A A,

AWS loT Greengrass AP A EFB BRI T B FHNR

» /dev/aipc
+ /data/aws/iotmi/config
+ /data/ace/kvstorage

e

- ERMIEAY

© SEE

- WIFELBERE

- if CDMB HE{THER
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https://docs.aws.amazon.com/greengrass/v2/developerguide/what-is-iot-greengrass.html

KIFEEERK AWS loT Device Management FERARER

- BIUF LPW BLERNEITER

FE A 3t EPE 4R

{8 1% & £ CreateDeployment AWS loT Greengrass B9 AP £ Hub SDK A #, RAST 25
AW, RS ERANREmT. AU THEIFZRversion : com.amazon.io, TManaged
IntegrationsDevice AceCommon=0.2.0,

/greengrass/v2/bin/greengrass-cli deployment create \
--recipeDir recipes \

--artifactDir artifacts \
"com.amazon.IoTManagedIntegrationsDevice.AceCommon=version" \

-m "com.amazon.IoTManagedIntegrationsDevice.HubOnboarding=version" \
"com.amazon.IoTManagedIntegrationsDevice.AceZigbee=version" \

-m "com.amazon.IoTManagedIntegrationsDevice.LPW-Provisioner=version" \
"com.amazon.IoTManagedIntegrationsDevice.Agent=version" \

-m "com.amazon.IoTManagedIntegrationsDevice.MQTTProxy=version" \

com.amazon.IoTManagedIntegrationsDevice.CDMB=version" \
-m "com.amazon.IoTManagedIntegrationsDevice.AceZwave=version"

nEbE

BEBAWS loT Greengrass 7f X EIEF P RVIRBHITU T RR -

1. 1 E L& 3L 5% S3,
2. Bt 5 A8 E Amazon S3 THHLE,
3. BB L AHAHCESHE,

WIFSELRREIE

BIRELNEEXHRBINEERK, FTF/data/aws/iotmi/config/iotmi_config.jsonX
HHBIPAS R EIRE HPROVISIONED,

K UF CDMB Mz 1T1ER

REAZEXHFREE COMB BalHEMBE U #HRIL. logs fileNERRERLEME AWS loT
Greengrass o

tail -f -n 100 /greengrass/v2/1logs/com.amazon.IoTManagedIntegrationsDevice.CDMB.1log
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https://docs.aws.amazon.com/greengrass/v2/APIReference/API_CreateDeployment.html
https://docs.aws.amazon.com/greengrass/v2/developerguide/upload-first-component.html
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ANl
[2024-09-06 02:31:54.413758906][IoTManagedIntegrationsDevice_CDMB][info] Successfully
subscribed to topic: south/bF|gi_044F8821D0193608C8D5BF80858E20A56E3A8490/control

[2024-09-06 02:31:54.513956059][IoTManagedIntegrationsDevice_CDMB][info] Successfully
subscribed to topic: south/bF|gi_044F8821D0193608C8D5BF80858E20A56E3A8490/setup

BUF LPW BLERRREITER

BEAENXMHFREE LPW-Provisioner B31H B II#AEIL. logs filefNUBRARERZRERMNE
AWS loT Greengrass 1M o

tail -f -n 100 /greengrass/v2/logs/com.amazon.IloTManagedIntegrationsDevice.LPW-
Provisioner.log

=l

[2024-09-06 02:33:22.068898877][LPWProvisionerCore][info] Successfully subscribed to
topic: south/bF|gi_044F8821D0193608C8D5BF80858E20A56E3A8490/setup

5 AR A EF 2 Hub SDK

EAREMATHBELERA Hub SDK A, RERTENE, ABNAMANTSRARELE,

£

- ERFENRE

* 1217 Hub SDK HiZx

- BIFELERE

- BUFRERE

« WiF LPW BLEBRNEITIER

HZ T IEHE
HI21T SDK ZRMAZ 8 , FERU TSR

1. EXHFEmiddleware A BIE—NE hartifactsBIXHXK,
2. G EL BT P M X E HIFZ X Hmiddleware¥,
3. £/83%) SDK 2 BIET¥ Bt v,
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FRARER

/A Important
BRAESKRENBIFEENRILH T

#Get the current user
_user=$(whoami)

#Get the current group
_g9rp=$(id -gn)

#Display the user and group
echo "Current User: $_user"
echo "Current Group: $_grp"

sudo mkdir -p /dev/aipc/

sudo chown -R $_user:$_grp /dev/aipc

sudo mkdir -p /data/ace/kvstorage

sudo chown -R $_user:$_grp /data/ace/kvstorage

1=1T Hub SDK Bz

SEMBEHE FRHETstart_iotmi_sdk.shiiiad, LEIARZEBWIAFE3 Hub SDK A4, EF

UTREIBEARUEREKINES :

® Note
FMIBEEETHWAHN BETHTEZartifacts/logsXHRFHRE,

hub@hub-293ea release_Oct_17% ./start_iotmi_sdk.sh
——————— Stopping SDK running processes---
DeviceAgent: no process found

All middleware libraries exist
——————— Verifying Middleware pre reqs---

55 B A<E8 28 Hub SDK
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AIPC and KVstroage directories exist

/data/release_0Oct_17/middleware/AceZwave/bin /data/release_Oct_17
/data/release_0Oct_17

hub 6199 1.7 0.7 1004952 15568 pts/2 S1+ 21:41 0:00 ./iotmi_mqtt_proxy -
C /data/aws/iotmi/config/iotmi_config.json

Process 'iotmi_mqtt_proxy' is running.

hub 6225 0.0 0.1 301576 2056 pts/2 S1+ 21:41 0:00 ./middleware/
AceCommon/bin/ace_eventmgr

Process 'ace_eventmgr' is running.

hub 6234 104 0.2 238560 5036 pts/2 S1+ 21:41 0:38 ./middleware/
AceZigbee/bin/ace_zigbee_service

Process 'ace_zigbee_service' is running.

hub 6242 0.4 0.7 1569372 14236 pts/2 S1+ 21:41 0:00 ./zwave_svc
Process 'zwave_svc' is running.

hub 6275 0.0 0.2 1212744 5380 pts/2 S1+ 21:41 0:00 ./DeviceCdmb
Process 'DeviceCdmb' is running.

hub 6308 0.6 0.9 1076108 18204 pts/2 S1+ 21:41 0:00 ./

IoTManagedIntegrationsDeviceAgent

Process 'DeviceAgent' is running.

hub 6343 0.7 0.7 1388132 13812 pts/2 S1+ 21:42 0:00 ./
iotmi_lpw_provisioner

Process 'iotmi_lpw_provisioner' is running.

—————— Successfully Started SDK----

BWIF SRR ECIE

KEPFMWiot_provisioning_state¥E/data/aws/iotmi/config/iotmi_config.jsonz
AIRE NPROVISIONED,

WIFRIEIRME
REASIHPREENRER MR ANHL.

tail -f -n 100 logs/agent_logs.txt
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Bl

[2024-09-06 02:31:54.413758906][Device_Agent][info] Successfully subscribed to topic:
south/bF|gi_044F8821D0193608C8D5BF80858E20A56E3A8490/control

[2024-09-06 02:31:54.513956059][Device_Agent][info] Successfully subscribed to topic:
south/bF|gi_044F8821D0193608C8D5BF80858E20A56E3A8490/setup

(® Note
BEEWartifactsBFKAREFEEZiotmi. dbBIERE,

WiF LPW BEESHEITHER
REAEXHEHRREBELPW-Provisioner BaIEE MR INF B,

tail -f -n 100 logs/provisioner_logs.txt

THHRBERT —MNRE

[2024-09-06 02:33:22.068898877][LPWProvisionerCore][info] Successfully subscribed to
topic: south/bF|gi_044F8821D0193608C8D5BF80858E20A56E3A8490/setup

FERRESEE Hub SDK

/A Important
E#readme .md & release.tgz X#FhubSystemdSetup B ZH K AR IREZFTEH.

AFNMEEET Linux WHOIRE EBBNEERSHANIE,
R

HELEHA N EEMAAR

&

« copy_to_hub.sh: EEH LETUFSLEXHEHEIRLSE
« setup_hub.sh: EE4% S LETUERERENEBERS

ERARLEIE Hub SDK 71



HIEEE R AWS loT Device Management FERARER

A, Esystemd/deploy_iotshd_services_on_hub.shiE#E5|SIRFMHARNRER , 3#
Hsetup_hub.shBzifi %,

FREZMHF

I ERE FEER RS H B o RE M

- 43 EA systemd RE A A
- B3 SSH FRARLIRE

o BELKEREF LM Sudo R

s SCpREEENLMEAER

« sedREEENLNIARF

« FNERET unzip ERERF

N
NHEHEREETHRMNEEAZI MRS , ANTKIABH S RIS M.

hubSystemdSetup/

### README.md

### copy_to_hub.sh

### setup_hub.sh

### iotshd_config.json # Sample configuration file

### local_certs/ # Directory for DHA certificates

### systemd/
### *.service.template # Systemd service templates
### deploy_iotshd_services_on_hub.sh

£ SDK R1ThR tgz XHH |, SAENXHENR

IoT-managed-integrations-Hub-SDK-aarch64-v1.0.0.tgz
###package/
###greengrass/
###tartifacts/
##t#trecipes/
###hubSystemdSetup/
### REAME.md
### copy_to_hub.sh
### setup_hub.sh
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### iotshd_config.json # Sample configuration file

### local_certs/ # Directory for DHA certificates

### systemd/
### *.service.template # Systemd service templates
### deploy_iotshd_services_on_hub.sh

tE RE

BEHBMHTRAIERSS

tar -xzf managed-integrations-Hub-SDK-vVersion-linux-aarch64-timestamp.tgz

SMBBERNEFHEZIRGS -

# Create package.zip containing required artifacts
zip -r package.zip package/greengrass/artifacts

# Move package.zip to the hubSystemdSetup directory
mv package.zip ../hubSystemdSetup/

AN INIR % B B S
BRBIIHN AN S RO RFEE X AR EEHBIELRS

1. AINRFEE X GEENIRFZE B, SDK M X HRRIE IR
2. EHEEXALROIENEE XS FIRISELER.

X EFIBIR KSR
MBI ENZATERBHIA -

chmod +x copy_to_hub.sh
./copy_to_hub.sh hub_ip_address package_file

Example R4
./copy_to_hub.sh 192.168.50.223 ~/Downloads/EAR3-package.zip

XEHT :
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FRARER

- BHaNH (EELI|/LEEWE N package.zip )

B 3
o AEP
° %édbﬂﬁﬁij[FF
REELER
SHXHE , B SSH ERIELBHEITE

ssh hubehub_ip
chmod +x setup_hub.sh
sudo ./setup_hub.sh

AP MEARE

R

RANBRT , BITRASHROMBLADOAT SDK A, BSMHAEATUNEHITRE

- ERBEXAFEE

sudo ./setup_hub.sh --user=USERNAME --group=GROUPNAME

- EBEITREMAZEFIHEIREAN

sudo groupadd -f GROUPNAME
sudo useradd -r -g GROUPNAME USERNAME

- FEFRM&SSsetup_hub.sh,

B RS

EENEIMERS , EM hub BTUTHIA

sudo /usr/local/bin/deploy_iotshd_services_on_hub.sh

ZRHAFORLENE R, REELSNNRHAH BBERS. MRERER SSH/SCP , N4

Jcopy_to_hub. shit3 B4 E ST 5 L

EHERE,

TiBtR, EEBEZE

, FRABILEEXHNEESE

RS EE Hub SDK
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FHENEL B MATEE R K

BEEREMEMNEREN, EPFMREREXH , FENPLRZRENSREENHTER. XU
BELB[HATRGAGOAHE T, EPNEREXHNFEVE. ARG HIRZEEXHA
RrERELFIELIENSR,

Hub AITFR%

ELBBATREEAUATROAHRERERZHEENEE :

Hub AT %

BEBIERORE, BERENSQRIEMEREEROARRE.
RF BB XA

EREZE L GEHEENELSIRERE , 5

- REREREBRS (BEERKEE )

- EBMBHME

- BRBRITEEEM SDK #HI2 ( Hla MQTT RE ) 5| At X4 RBEELBFRASMERZRE,
ERABRERED

REATERANSEARSFIEPNBANIARFED, RUUASIXMEOXRSEA !
- XHREFHE
- BHZLER (HSM)
- AEFAER (TPM)
- EHRETFHEBRAR
MQTT RIEBHH

FERALTHEEE device-to-cloudi@fE :
. FELE N E RIS FEA

- BEXHPHNRZRBEE

- SREE/RMN MQTT E#Z

TEH#HRTELBHGAFRERUREAYS, WREFTER AWS loT Greengrass , Tl AT LA Z R& B F Y
ZAH

B LEBNELSR 75
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Hub ABRIZE

HEFFRBASIBEATREZH , BEREBEPORENXLERESR, ATNMHBUMCIRIEESY.
5 B REHMEEFTFERNIES.

RIES R

- SH|1EMBEENLR

- R 2 BIEFREXH

- S]3: RIERESY (BAIIBE )
 FR4 . AEBEREN

- F£5% . @FLEZRME BEIEME
- SR 6 NERREEXH

75 SEREXHEFIEELES

B EAMBEN KR FETR

ABRLTANEERR , FNERFERAZRSSHEEERREEIE, ik NFTE device-to-cloudSH 2
(BIFRBEDD. ROEHAEHN ) BIRESHERES,

+ £/ RegisterCustomEndpointAPI 812 A F device-to-managedfE BB E MK R o

RegisterCustomEndpointig 3K 745l
aws iot-managed-integrations register-custom-endpoint
M L

{
[ACCOUNT-PREFIX]-ats.iot.AWS-REGION.amazonaws.com

}

® Note
T?‘ﬁ%*m/ \\i&iﬂ:o «R'I"fﬁ'ﬁg b;EJ&’fT future -LX%JE{EIO

ARIRE

76


https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_RegisterCustomEndpoint.html
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ERERAFEE , BFEA GetCustomEndpoint APl

BXEZEE , H2H (RegisterCustomEndpointfE B MR GetCustomEndpointAP| SZ5F )
By APl AP,

SR 2 CIREE XM
BEXHEE 8N REERIREERNFTFNREFIENEERE
B2 S B & S A

« @A CreateProvisioningProfileAPl £ A TA A :

- ATENRZBEEIRBENEBRER
- ATiIRE SO RIER R M AL

/A Important

ZEWFHERBIER., RHENER ID, EFEXLEZRIEFRIMARESER. URE
ERTXEZHE , L6025 rY BB X4

CreateProvisioningProfilei& R /R4

aws iot-managed-integrations create-provisioning-profile \
--provisioning-type FLEET_PROVISIONING \
--name PROFILE_NAME

el R

{
"Arn":"arn:aws:iotmanagedintegrations:AWS-REGION:ACCOUNT-ID:provisioning-

profile/PROFILE-ID",
"ClaimCertificate":

————— END CERTIFICATE-----",
"ClaimCertificatePrivateKey":

ARRRE 77
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"Id": "PROFILE-ID",
"PROFILE-NAME",
"ProvisioningType": "FLEET_PROVISIONING"

S| 3: QERESY (IIEE)

£/ CreateManagedThing APl HEW R LR R VERESY ., BN OHEEBCHREERAEN
N FHRIEME. BXEZER , BEH (KB KK CreateManagedThingAPI %) HH API,

BIRIEESYR , FHEEUTSH

* Role : FfUL{EIRE N CONTROLLER,

« AuthenticationMaterial : @EUTFE,
* SN: WiREHIME—FF 515
« UPC: lLiRBEHER™ MR

* Owner: WIEESBYH A ERAF.

/A Important
BARREBN S OHRIEME P BAE —NME—HFHIS (SN),

CreateManagedThingi&ER R4l :

"Role": "CONTROLLER",

"Owner": "ThingOwnerl",

"AuthenticationMaterialType": "WIFI_SETUP_QR_BAR_CODE",
"AuthenticationMaterial": "SN:123456789524;UPC:829576019524"

BEXEZER , BESHIEEERK APl 3#&CreateManagedThing® #y,

ARIRE
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( ALk ) REFEESY

fEProvisioningStatus#k&E R MEUNCLAIMEDZ Bl , XA EZRITEES., £H
GetManagedThing API RiIFEN I ESYREFEEC AR HHITHRE., E?&E%&.m BSHE
EE MR APl 32 GetManagedThing®H #,

S|4 IREREN

NEWEEXHFIERERFK. BRIABERT , Hub ABRFREER, /data/aws/iotmi/config/

iotmi_config. json

BUNEREXHPNIERMMAEEBELERE. KRisEERAMIAEE/data/aws/iotmi/

certse

mkdir -p /data/aws/iotmi/config
mkdir -p /data/aws/iotmi/certs

/data/
aws/
iotmi/
config/
certs/

5 5% 1 [FORZ RIS DR

FEBMZAEFTENPORE , REURBRZIRENRENH. EREIESD , XEXFATEEH
EUBRNTEER AR LZLHER.

£ HREIEBFNZH
o NXEEHRIEXHM CreateProvisioningProfile API MR & & BB FORE -

« claim_cert.pem: EREIEH ( MERZEH )
« claim_pk.key: ZIEIE Y FA4H

PN EEBIE/data/aws/iotmi/certs B &+,
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/A Important
B PEM B FFIEBAMFAAR |, HEL EBELERITHARBEREIXER, T PEM 45
BYSZHE , (\n) BACRHRITRFER A KEGRRT O RA , BN {RIFEE XV IRITRURRTE
13720 g

(® Note
MREFERALLER  BEXLEERFRECNZLERUEMTIRXHREH., BXE
ZER FEHA QEA TR F#N B EGEBALERERF.

SR 6 : BIRIRBE B

\|

BRI EM—RBRRN, IEBNENEBRENEEN . SDK FEELERIE 3 HiE 6 A 1t XA &
MIREHTHORIE, EEREBRSNEFHERRE,

® Note
BARLBRENFTRZEACHEEXH , HP2EH N IRBR/EE,

FRUATIEAESERENEEXY  AENEERBIELES.
RIS RECEXH (RAIIERE ) .
EREFRENXHFPEELUT HEFE :
- IFPREE
1. iot_claim_cert_path: BRI RBFIEHMME (claim_cert.pem)
2. iot_claim_pk_path: BRI FAAMMNE (claim_pk.key)
3. ERURLEFHIEBLERERN , XANFEREFEMA SECURE_STORAGE
. EERE

1. fp_template_name: ZBIfProvisioningProfile®& ¥,
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2. endpoint_url : 3R H RegisterCustomEndpoint API TRAYFEEERLIRT =
URL ( —MNXEBRMFAERZEMERE ) o

- RERIRA
1. SN: BE&# CreateManagedThing API A EE M EZFIE (BARZHIM—H )

2. UPCR BI&HY CreateManagedThing APl HAKER~mAB ( =@ MEIRE &#HE
&)

"ro": {
"iot_provisioning_method": "FLEET_PROVISIONING",
"iot_claim_cert_path": "<SPECIFY_THIS_FIELD>",
"iot_claim_pk_path": "<SPECIFY_THIS_FIELD>",
"fp_template_name": "<SPECIFY_THIS_FIELD>",
"endpoint_url": "<SPECIFY_THIS_FIELD>",
"SN": "<SPECIFY_THIS_FIELD>",
"UPC": "<SPECIFY_THIS_FIELD>"

},

"rw": {

"iot_provisioning_state": "NOT_PROVISIONED"

BEXHHAR

BEFEiotmi_config.jsonXHHA,

NAE
e =] HEFR X
hn 2
iot_provi FLEET_PROVISIONING = EEEFEANEE A Z,
sioning_m
ethod
iot_claim B EN X H RS = EEEFEANXHEBRE
_cert_path SECURE_STORAGE . B SECURE_STORAGE

fltn , /data/aws/
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i =] HEFPR £x
hn 2
iotmi/certs/claim
_cert.pem
iot_claim IR ER SRR b3 EEEFRNXHRE
_pk_path SECURE_STORAGE . 5{SECURE_STORAGE .
ltn , /data/aws/
iotmi/certs/claim
_pk.pem
fp_templa RA Bl Bt B 1= AR & 5 = ERITZREANER
te_name NETFZrIERAN ProvisioningProfile
Z#. Provision
ingProfile
endpoint_url REERNARmT R = BRI R AL URL E#EET
URL, REERT. EREBUEER ,
& # A RegisterCustomEndp
OINtAPI,
SN REFHS, flan = BATMABRRZIRELE—F
AIDACKCEVSQ6C2EXAM B,
PLE o
UPC REZEBERAFBAE, fln 2 BATREZREERER,
841667145075 ,
managed_t EEEYH ID, B HWEEHREERLSRIERFHA
hing_id BURAZ AN,
iot_provi HRIRES = DI ERRTIRE
sioning_s ANOT_PROVISIONED o
tate
iot_perma YIBRIE PR, Bltn/ & WEEHREEELSHERHA
nent_cert data/aws/iotmi/io BRI
_path t_cert.pem
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i =] HEFR £x

hn 2
iot_perma YIBRMFAEA SRR, BBl & HWEEREERLSRIERFHA
nent_pk_path W /data/aws/iotmi/ :I05% 7y I

iot_pk.pem o

client_id FHF MQTT EENEF & WEEBEHELBIERNA
% 1D, ITREEAR , EE bE
.
event_man ERIAE R 500 B WEEHEHELSEERHA
ager_uppe IIRAER , A E b E - E
r_bound Ho

B7H  REENHERTELS

M EEXHEH 2 /data/aws/iotmi/configE B B E X B FBE, BFEATIREHIREM
ltHubONnboarding =3t & S4B 1R,

T ARAES &

/data/
aws/
iotmi/

config/
iotmi_config. json

certs/
claim_cert.pem
claim_pk.key

EIR B HERL RPN HBAITIRIE

BEEEERFANFEEEIELSE  FRFRENMBIXERKP O, TUBEIRENREHA
FESNRERRZ NI ELER,

F&

- EAMENRERMBNRFERE

InEREHEEL RPN ERITRAE 83



KIFEEERK AWS loT Device Management FERARER

- FRAFPESRERBANRERS

5 FA 2] B2 A9 iR B SR AN B A R AF iR

BYGREERZEFFHEZIELESE  FRERENNHILREEXP V. FATNMEAEARRRET
it & ELREN SR,

TERZAMF
EXRMBREZH , FERUTSR

- HELF[RBBAREERP OO
TR (HESER AWS CLI 755 AWS CLIZE) HH &R
1T DEVICE_L IFE_CYCLE S#E4,

RIBSHR

- BB, BIETIUEE

« £ 24 REUERNE LA PO
- FR3: FRAERECNEBRESY.

c B4 BARBAREHERS

« B 5 FREVRZ ThEE

- FR6: MREEYREDT
B75 NELBPBHREEAR

1: BIEFEIERE
NIERIRE B8 —MEIAE,
BIRFIUERE

+ f{#H create-credential-locker ¥, TG ML FIEHERTRNCIE , 2 WI-Fi
®E key pair FiZFIEH,

create-credential-locker =4l
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aws iot-managed-integrations create-credential-locker \
--name "DEVICE_NAME"

e R

"Id": "LOCKER_ID"

"Arn": "arn:aws:iotmanagedintegrations:AWS_REGION:AWS_ACCOUNT_ID:credential-
locker/LOCKER_ID

"CreatedAt": "2025-06-09T13:58:52.977000+08:00"

BEXEZEER , B3 (EEEHKcreate-credential-lockerin$2#£) F# AWS CLI 55,

582 & REUER IR ER O
FHEIEER B ERY O
(6 S8 /Y FR /DA DN S IEAR

- FERAUTHSHEIE#YIERNEEHELSE.
aws iotmi --region AWS_REGION --endpoint AWS_ENDPOINT update-managed-thing \
—-identifier "HUB_MANAGED_THING_ID" --credential-locker-id "LOCKER_ID"

S 3 FRERENERESY.

FERAREEZREUERESY. BARBVEEZACHREE RS,

BIEEESY

« f{ffcreate-managed-thing@ S HANEHNRZEILEEY.,

create-managed-thing R4l

#ZWAVE :
aws iot-managed-integrations create-managed-thing --role DEVICE \
--authentication-material '900137947003133...' \ #auth material from zwave gr code

--authentication-material-type ZWAVE_QR_BAR_CODE \
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--credential-locker-id ${locker_id}

#ZIGBEE:

aws iot-managed-integrations create-managed-thing --role DEVICE \
--authentication-material 'Z:286...$I1:A4DC0@."' \ #auth material from zigbee gr code
--authentication-material-type ZIGBEE_QR_BAR_CODE \

--credential-locker-id ${locker_id}

(@ Note
Z-Wave # Zigbee EZ BRI TS

el R

"Id": "DEVICE_MANAGED_THING_ID"

"Arn": "arn:aws:iotmanagedintegrations:AWS_REGION:AWS_ACCOUNT_ID:managed-
thing/DEVICE_MANAGED_THING_ID"

"CreatedAt": "2025-06-09T13:58:52.977000+08:00"

BXEZER , 53R (FEEE MK create-managed-thing@s $5#) F# AWS CLI &5

B4L BARBAREERS

BARZBHREHRS,
« ffMget-managed-thingm TR EIZRZ RS,

get-managed-thing =%l

#KINESIS NOTIFICATION:

{
"version": "1.0.0",
"messageld": "4ac684bb7f4c4ladbb2eeccle7991xxx",
"messageType": "DEVICE_LIFE_CYCLE",
"source": "aws.iotmanagedintegrations",
"customerAccountId": "12345678901",
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"timestamp": "2025-06-10T05:30:59.8526596507",

"region": "us-east-1",
"resources": ["XXX"],
"payload": {

"deviceDetails": {
"id": "1e84f61fa79a41219534b6fd57052XXX",
Ilarnll: IIXXXII’
"createdAt": "2025-06-09T06:24:34.33612017972",
"updatedAt": "2025-06-10T05:30:59.784157019Z"

1,
"status": "ACTIVATED"

}
aws iot-managed-integrations get-managed-thing \
--identifier :"DEVICE_MANAGED_THING_ID"

el R

"Id": "DEVICE_MANAGED_THING_ID"

"Arn": "arn:aws:iotmanagedintegrations:AWS_REGION:AWS_ACCOUNT_ID:managed-
thing/MANAGED_THING_ID"

"CreatedAt": "2025-06-09T13:58:52.977000+08:00"

BAXEZER | H5 (FEEEMget-managed-thingli 55 %) H#9 AWS CLI &5

SR 5 FREUR B ThAE

A get-managed-thing-capabilities@ HREVEHNARET R ID HEFRZ TREHRITHRES
o

FREVIR & Y Th B
« f{fMget-managed-thing-capabilities®SHiZTHSA Do

get-managed-thing-capabilties 74l

aws iotmi get-managed-thing-capabilities \
--identifier "DEVICE_MANAGED_THING_ID"
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el R
{
"ManagedThingId": "1le84f61fa79a41219534b6fd57052cbc",
"CapabilityReport": {
"version": "1.0.0",
"nodeId": "zw.FCB10009+06",
"endpoints": [
{
"id": "ENDPOINT_ID"
"deviceTypes": [
"On/0ff Switch"
1,
"capabilities": [
{
"id": "matter.OnOff@l.4",
"name": "On/0ff",
"version": "6",
"properties": [
"OnOff"
1,
"actions": [
"off",
"on"
1,
"events": []
}
}

BXEZEER , B3R (FEEE MK get-managed-thing-capabilitiesti 5% ) F# AWS CLI &
To

FR6: AREEBYREDRS

f#£HiZsend-managed-thing-command@ S EIENIEEEY KA RBER D,

RN EEEYRIETS

- ffMsend-managed-thing-command®@ S EENIEEEYELEDT T,

{5 7 (R L B IR E SR NS MR 1R %
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FRARER

send-managed-thing-command R4l

json=$(jq -cr '.|@json') <<EOF

[
{
"endpointId": "1",
"capabilities": [
{
"id": "matter.OnOffel.4",
"name": "On/O0ff",
"version": "1",
"actions": [
{
"name": "Toggle",
"parameters": {3}
}
]
}
]
}
]
EOF

aws iot-managed-integrations send-managed-thing-command \
--managed-thing-id "DEVICE_MANAGED_THING_ID" --endpoints "ENDPOINT_ID"

@ Note

XANGIFERT jqcli, BIREAILMEZEANFRFE endpointId

Ma R

{
"TraceId": "TRACE_ID"

}

BXEZER , B2 (EEEMsend-managed-thing-commandis 52#) H# AWS CLI &
PN

T o

{5 7 (R L B IR E SR NS MR 1R %
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B7H NEERTBRIEEANR

BYBREENRERBEELSE.
HIBRIEESY
« f{ffdelete-managed-thing@ S MNREZEHLBRIEERNR.

delete-managed-thing <4l

aws iot-managed-integrations delete-managed-thing \
--identifier "DEVICE_MANAGED_THING_ID"

BXEZEER | B3R (FEEEMdelete-managed-thing@fi 5 2#) S AWS CLI 5.

@ Note

MRIZEAL T EMDELETE_IN_PROGRESSIRZ , B ffiZ--forcetrEMMEl, delete-
managed-thing command

(® Note
XF Z-Wave %% , EFEENTH T ERRBFETENER,

EAAFESRERBEANBRERS

BEGRREEREFFHERIELSE  FRERENMHIREEXP V. FTNMEEARAFESR
BRERIEE LERENS R,

TORFAM
EXWMBRE 2, EERUTHE -

« FELB[REFEALEERF Vo
« BE (FEEEHK AWS CLI t5 5 AWS CLIZE) HRRHMRAR
- TRARBRIRSEHBEH,.
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APFESNIREDSR

- FB]1: FBRRBEED

]2 EWRIES ID

F3F  NENRZVERERNS
SRA . ENEEEY

B5F  KREEESYINEE
SR6 : EEEYRIERT

s BT RERESYRVRS
c B8 NELBTBRIEEAT

HEA  FFRRBERI
NIENELBRBHRERI , IR AT AT N REHZIES IDo
FIaRERIN

«  ffstart-device-discovery@n S IRE L TES ID,

start-device-discovery R4l

#For Zigbee
aws iot-managed-integrations start-device-discovery \
--discovery-type ZIGBEE --controller-identifier HUB_MANAGED_THING_ID

#For Zwave

aws iot-managed-integrations start-device-discovery --discovery-type ZWAVE \
--controller-identifier HUB_MANAGED_THING \

--authentication-material-type ZWAVE_INSTALL_CODE \
--authentication-material 13333

M R
{
"Id": DISCOVERY_ JOB_ID,
"StartedAt": "2025-06-03T14:43:12.726000-07:00"
}
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® Note
Z-Wave # Zigbee EZ BRI TS

BEXEZER , ESH (BEER AWS CLI 855 E) FH start-device-discoveryAPl,

S$B2 . BHEIMES D
ffAlist-discovered-devices@ HIREUEEZ M B BRI E,
EHENEZDES ID

.  {FRAKXIIES ID F list-discovered-devices i S IREVIZ & 1Y B 0K A £,

aws iot-managed-integrations list-discovered-devices --identifier DISCOVERY_JOB_ID

Wa R
"Items": [
{
"DeviceTypes": [],
"DiscoveredAt": "2025-06-03T14:43:37.619000-07:00",
"AuthenticationMaterial": AUTHENTICATION_MATERIAL
}
]

B3 NENRZAUERENS
fEfcreate-managed-thing@® T ALEMNRZUERESY. B4 REBREACHIEERE.
CIRRESEY

« f{f£Mcreate-managed-thing@ TN ENRZVNERESY,

create-managed-thing 7~ 4l

aws iot-managed-integrations create-managed-thing \
--role DEVICE --authentication-material-type DISCOVERED_DEVICE \
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--authentication-material "AUTHENTICATION_MATERIAL"

) 8

"Id": "DEVICE_MANAGED_THING_ID"

"Arn": "arn:aws:iotmanagedintegrations:AWS_REGION:AWS_ACCOUNT_ID:managed-
thing/DEVICE_MANAGED_THING_ID"

"CreatedAt": "2025-06-09T13:58:52.977000+08:00"

BAXEZER | B (EEEMcreate-managed-thing@ $5#) H# AWS CLI @85,

B4 BHREEY

B L MERAget-managed-thing TR ERXREEYWEREBUE,

EHREESY

« ffHget-managed-thingm TREXESYNEERSEBIRENACTIVATED,

get-managed-thing 7~

aws iot-managed-integrations get-managed-thing \
--identifier "DEVICE_MANAGED_THING_ID"

Ml R

"Id": "DEVICE_MANAGED_THING_ID",

"Arn": "arn:aws:iotmanagedintegrations:AWS_REGION:AWS_ACCOUNT_ID:managed-
thing/DEVICE_MANAGED_ _THING_ID,

"Role": "DEVICE",

"ProvisioningStatus": "ACTIVATED",

"MacAddress": "MAC_ADDRESS",

"ParentControllerId": "PARENT_CONTROLLER_ID",

"CreatedAt": "2025-06-03T14:46:35.149000-07:00",

"UpdatedAt": "2025-06-03T14:46:37.500000-07:00",

"Tags": {3}
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BXEZEER , H5R (BEEMget-managed-thingin 55%) K AWS CLI &5,

B 5% RERESYIRE

BRI ERAEERESYN JAEESRget-managed-thing-capabiltiies,
FREVIR % Y T BE

- ffRget-managed-thing-capabilities@HIREUHR ID. BiEFE WJRENIRIETI XK.

get-managed-thing-capabilities =4l

aws iotmi get-managed-thing-capabilities \
--identifier "DEVICE_MANAGED_THING_ID"

el R

"ManagedThingId": "DEVICE_MANAGED_THING_ID",
"CapabilityReport": {
"version": "1.0.0",
"nodeId": "zb.539D+4A1D",
"endpoints": [
{
"id": "1",
"deviceTypes": [
"Unknown Device"
1,
"capabilities": [
{
"id": "matter.OnOff@l.4",
"name": "On/Off",

"version": "6",

"properties": [
"Onoff",
"Onoff",
"OnTime",
"OffWaitTime"

1,

"actions": [
"off",
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"on",

"Toggle",

"OffwithEffect",
"OnWithRecallGlobalScene",
"OnWithTimedOff"

1,

BXEZER , 53R (FEEE K get-managed-thing-capabiliiesti 55#£) F# AWS CLI#

A
T o

F|6: AREBYREGT

#& 7] LU A i% send-managed-thing-command@ S B BN IEEEYW R R TRBED D
ERARBREMREESYRIED T,

- ffAsend-managed-thing-command@ & & EIRBERT

send-managed-thing-command R4l

json=$(jq -cr '.|e@json') <<EOF

[
{
"endpointId": "1",
"capabilities": [
{
"id": "matter.OnOffel.4",
"name": "On/0ff",
"version": "1",
"actions": [
{
"name": "Toggle",
"parameters": {3}
}
]
}
]
}
]
EOF
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aws iot-managed-integrations send-managed-thing-command \
--managed-thing-id ${device_managed_thing_id} --endpoints ENDPOINT_ID

(@ Note
EXNBFERT jgcli , BIREAIMREEANFFE endpointId

Ml R

{
"Traceld": TRACE_ID

}

BEXEZER | E2H (EBEERsend-managed-thing-command@ &%) i AWS CLI &
o

B75  RERESYHIRS

RERESYHRS AR TIRBERET R .

KRERXEBUHNREBRES

- f{ffget-managed-thing-statem S RIETIIRIBERT KN,

get-managed-thing-state <4l

aws iot-managed-integrations get-managed-thing-state --managed-thing-
id DEVICE_MANAGED_THING_ID

M 7

"Endpoints": [
{
"endpointId": "1",
"capabilities": [

{
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"id": "matter.OnOff@l.4",
"name": "On/0ff",
"version": "1.4",
"properties": [

{
"name": "OnOff",
"value": {
"propertyValue": true,
"lastChangedAt": "2025-06-03T21:50:39.886Z"
}
}

BXREZER | B (EEEMget-managed-thing-state@a $5&) FH AWS CLIGT

B8 L NELRTBRIEEANR
BEBREENFRANRBEELS
BERFEESY

- ffMdelete-managed-thing@ B BRITESY,

delete-managed-thing <4l

aws iot-managed-integrations delete-managed-thing \
--identifier MANAGED_THING_ID

BAXEZER | B2 (EEEMdelete-managed-thing@s 3£ ) 1/ AWS CLI &5,

(® Note

MR IR ZEHIEDELETE_IN_PROGRESSIRZS , delete-managed-thingi&EEwmH/EHE
Bt AN - - forcebrHo
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® Note
NF Z-Wave 8% , BREENTH T EHRZETENER,

EATREEMNBEGEBLERRF

EMARSERDON , BRIIPEEEXEE, BARIMER FIEBEREXERSES | BETLO
EEENTBABRFINBER SN IN SREE,

B R End device SDK W RS EHEORME TIIBLERRE , £ULUTEIMNLENR (s0)
B, WEZSEESHLUERMEALES , RISEETAGE 453 HubOnboarding H i,
APl EMFMAH

BEE L  Fsecure_storage_cert_handler_interface.hppX# , THEHNSIMN AP HHME
2

ES}
« API EX
- XEAH

APl EX
secure_storage_cert_hander_intexface.hpp AR

/*

* Copyright 2024 Amazon.com, Inc. or its affiliates. All rights reserved.
* AMAZON PROPRIETARY/CONFIDENTIAL

* You may not use this file except in compliance with the terms and
* conditions set forth in the accompanying LICENSE.txt file.

* THESE MATERIALS ARE PROVIDED ON AN "AS IS" BASIS. AMAZON SPECIFICALLY

* DISCLAIMS, WITH RESPECT TO THESE MATERIALS, ALL WARRANTIES, EXPRESS,

* IMPLIED, OR STATUTORY, INCLUDING THE IMPLIED WARRANTIES OF MERCHANTABILITY,
* FITNESS FOR A PARTICULAR PURPOSE, AND NON-INFRINGEMENT.
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*/
#ifndef SECURE_STORAGE_CERT_HANDLER_INTERFACE_HPP
#define SECURE_STORAGE_CERT_HANDLER_INTERFACE_HPP

#include <iostream>
#include <memory>

namespace IoTManagedIntegrationsDevice {
namespace CertHandler {
/**
* @enum CERT_TYPE_T
* @brief enumeration defining certificate types.
*/
typedef enum { CLAIM = @, DHA = 1, PERMANENT = 2 } CERT_TYPE_T;
class SecureStorageCertHandlerInterface {
public:
/**
* @brief Read certificate and private key value of a particular certificate
* type from secure storage.
*/
virtual bool read_cert_and_private_key(const CERT_TYPE_T cert_type,
std::string &cert_value,
std::string &private_key_value) = 0;
/**
* @brief Write permanent certificate and private key value to secure storage.
*/
virtual bool write_permanent_cert_and_private_key(
std::string_view cert_value, std::string_view private_key_value) = 0;
};
std: :shared_ptr<SecureStorageCertHandlerInterface>
createSecureStorageCertHandler();
} //namespace CertHandler
} //namespace IoTManagedIntegrationsDevice

#endif //SECURE_STORAGE_CERT_HANDLER_INTERFACE_HPP

REAH

« CERT_TYPE_T-5£48 FFEIZEEMIESR,
« CLAIM-BRAIEEL ST N RBIEPF HRR K AES,
« DHA-EBFREH,
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o KA-ATEEREERRR/NKRLES,

« read_cert_and_private_key- ( EEEFSEH ) RIEPMBZ4AAEIEZASERM A, HWEREBATAESIEE
CLAIM FIK KIEH , HRE LRI REBEBHTX D,

- write_permanent_cert_and_private_key- ( BREFEI ) AR AU PHNZAEBEAFMEBENNLE,

It

FAZBRIIRL SN H##E O (secure_storage_cert_handler_interface.hpp) 27 , MREF
ARIMBE S, BIXMIE , ZUUENETIBLEEFNENERELRAMAEAY,

@ Note

Efisecure_storage_cert_handler_interface.hppA2aF,

N

e

- MBE4%H

« PRAEEEO

+ CMakelList.txt

WA 4

gRAIEO

B —NEEREOMNEMASE, FUAXHMEMXARRBERIBNERT , LEEHWEN ATUERRX S
MEMDHRK,

#ifndef IOTMANAGEDINTEGRATIONSDEVICE_SDK_STUB_SECURE_STORAGE_CERT_HANDLER_HPP
#define IOTMANAGEDINTEGRATIONSDEVICE_SDK_STUB_SECURE_STORAGE_CERT_HANDLER_HPP

#include "secure_storage_cert_handler_interface.hpp"
namespace IoTManagedIntegrationsDevice::CertHandler {

class StubSecureStorageCertHandler : public SecureStorageCertHandlerInterface {
public:
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StubSecureStorageCertHandler() = default;

bool read_cert_and_private_key(const CERT_TYPE_T cert_type,
std::string &cert_value,
std::string &private_key_value) override;

bool write_permanent_cert_and_private_key(
std::string_view cert_value, std::string_view private_key_value) override;
/*
* any other resource for function you might need

*/

};
}
#endif //IOTMANAGEDINTEGRATIONSDEVICE_SDK_STUB_SECURE_STORAGE_CERT_HANDLER_HPP

SEE
XU EEENHEFEM®SE | stc/stub_secure_storage_cert_handler.cppo

/*

* Copyright 2024 Amazon.com, Inc. or its affiliates. All rights reserved.
* AMAZON PROPRIETARY/CONFIDENTIAL

* You may not use this file except in compliance with the terms and
* conditions set forth in the accompanying LICENSE.txt file.

* THESE MATERIALS ARE PROVIDED ON AN "AS IS" BASIS. AMAZON SPECIFICALLY

* DISCLAIMS, WITH RESPECT TO THESE MATERIALS, ALL WARRANTIES, EXPRESS,

* IMPLIED, OR STATUTORY, INCLUDING THE IMPLIED WARRANTIES OF MERCHANTABILITY,
* FITNESS FOR A PARTICULAR PURPOSE, AND NON-INFRINGEMENT.

*/

#include "stub_secure_storage_cert_handler.hpp"
using namespace IoTManagedIntegrationsDevice: :CertHandler;

bool StubSecureStorageCertHandler::write_permanent_cert_and_private_key(
std::string_view cert_value, std::string_view private_key_value) {
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// TODO: implement write function
return true;

bool StubSecureStorageCertHandler::read_cert_and_private_key(const CERT_TYPE_T
cert_type,
std::string &cert_value,
std::string
&private_key_value) {
std::cout<<"Using Stub Secure Storage Cert Handler, returning dummy values";
cert_value = "StubCertVal";
private_key_value = "StubKeyVal";
// TODO: implement read function
return true;

SUFBAORENW I BEBsrc/secure_storage_cert_handler.cppo

#include "stub_secure_storage_cert_handler.hpp"

std: :shared_ptr<IoTManagedIntegrationsDevice::CertHandler: :SecureStorageCertHandlerInterface>
IoTManagedIntegrationsDevice: :CertHandler: :createSecureStorageCertHandler() {
// TODO: replace with your implementation

return
std: :make_shared<IoTManagedIntegrationsDevice::CertHandler: :StubSecureStorageCertHandler>();
}
CMakelList.txt

#project name must stay the same
project(SecureStorageCertHandler)

# Public Header files. The interface definition must be in top level with exactly
the same name
#ie. Not in anotherDir/secure_storage_cert_hander_interface.hpp
set (PUBLIC_HEADERS
${PROJECT_SOURCE_DIR}/include
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# private implementation headers.
set(PRIVATE_HEADERS
${PROJECT_SOURCE_DIR}/internal/stub

#set all sources

set (SOURCES
${PROJECT_SOURCE_DIR}/src/secure_storage_cert_handler.cpp
${PROJECT_SOURCE_DIR}/src/stub_secure_storage_cert_handler.cpp

# Create the shared library
add_library(${PROJECT_NAME} SHARED ${SOURCES})
target_include_directories(
${PROJECT_NAME}
PUBLIC
${PUBLIC_HEADERS}
PRIVATE
${PRIVATE_HEADERS}

# Set the library output location. Location can be customized but version must
stay the same
set_target_properties(${PROJECT_NAME} PROPERTIES
LIBRARY_OUTPUT_DIRECTORY ${CMAKE_BINARY_DIR}/../1lib
VERSION 1.0
SOVERSION 1

# Install rules

install(TARGETS ${PROJECT_NAME}
LIBRARY DESTINATION 1lib
ARCHIVE DESTINATION 1lib

install(FILES ${HEADERS}
DESTINATION include/SecureStorageCertHandler
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FRARER

EHE

WIFTERSE , BN AE —NlibSecureStorageCertHandler.soXREMN RN REXH R HEKRBKNEFS

BRI, NENXHFMFSEEEEHE HubOnboarding Z# #I XM FrEMNEMNE.

ES ]
- EEFEEM
- ERAREFHE

EEER

- BIFEHNAP kP 2EES HubOnboarding =t &l 344
MlibSecureStorageCertHandler.soFEMIEENR,

« fR8Bsecure_storage_cert_handler_interface.hppAME—H N HL X4, FrEH ML #

AR E BRI RA K,

- RIFFHHAENRERN. EWER1ibSecureStorageCertHandler.so,

HubOnboarding

AREEEEX AP ERABSENRE |, flinlibSecureStorageCertHandler.so.1.0, £

RAldds SREFRBXZAREZTEUENSHE.

« MRAZENXIERNBRBKR |, HFEFHEE HubOnboarding AILAGRIKY B F A |, fltn/

usr/lib or the iotmi_commonH .

EHREFHE

BidfFiot_claim_cert_path#iot_claim_pk_path#Bi& &N R EHE
fiotmi_config.jsonX 4 SECURE_STORAGE.,

{

"ro": {
"iot_provisioning_method": "FLEET_PROVISIONING",
"iot_claim_cert_path": "SECURE_STORAGE",
"iot_claim_pk_path": "SECURE_STORAGE",
"fp_template_name": "device-integration-example",
"iot_endpoint_url": "[ACCOUNT-PREFIX]-ats.iot.AWS-REGION.amazonaws.
"SN": "1234567890",
"UPC": "1234567890"

},

"rw": {

"iot_provisioning_state": "NOT_PROVISIONED"

com",

ERE
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}
}

HIZEEIE (IPC) B % APIs

FRESEKF /O LAATRA S MERERBAGNEREERE (IPC) EREESEX Hub SDK B, &
SR LN —NMABAHROIREERHENTIERF (—MEERESTHEAER ) . BBEIRE
F,IPC BEFmRRF R TREMBERURITHASAHNNTAL. IPC BRSFBEEXEER DL SDK #
WREALG. BXEZEER , FZHRE IPC B/ i,

RNTHE IPC B , RITEBMT IPC BEFEIotmilocalControllerClient, HWEREEF,
W% , APIs T 71E Agent 15 IPC [REE#HTEE , @RAXEGTTER., EWIRRBMRE, TREH

( MERRAEH ) URLEBETEHNRE,

E=3-

- iRE& IPC B i%

- IPC EOE X MBEREA

RE IPC B ik

#ZIotmilLocalControllerClientFEREZR IPC 8% APIs , Eff{L M@t T ENBREF P
IPC 38, UTRTIEIAT APIs EFFRIEHH,

@ Note
REBEIEHNER IPC EFRANSBEAMF , MTR IPC RS ERAIKIL,

1. BIE IPC B ik

RIMFENRIL IPC BFIR , AT REFEHERLEIEFR, AL
EIotmilLocalControllerClientFEHEAMERE , ZMWERBIFITEE L TFX char
*subscriberCtx#ERNSH , HE T ZHWERKEIE IPC EFIREER. UTR2EE IPC BEFf K
R

// Context for subscriber
char subscriberCtx[] = "example_ctx";

R HEBIE (IPC) B i APIs 105
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// Instantiate the client
IotmiLocalControllerClient lcc(subscriberCtx);

2. 1TER&ED

BELA[E IPC BFwIT R B4R IPC RSN EH. H IPC REB[AGELHBEITHNESHN , &F
PR ZESH. BiTH , HFEFAregisterSubscriber B 24 IDs BEiTRMNEHUR B
E X EE,

AT RiZregisterSubscriber BB E X R E AL R

iotmi_statusCode_t registerSubscriber(
std::vector<iotmilpc_eventId_t> eventlds,
SubscribeCallbackFunction cb);

// A basic example of customized subscribe callback, which prints the event ID,
data, and length received
void customizedSubscribeCallback(iotmiIpc_eventId_t event_id, uint32_t length,
const uint8_t *data, void *ctx) {
IOTMI_IPC_LOGI("Received subscribed event id: S%d\n"
"length: %d\n"
"data: %s\n",
event_id, length, data);

iotmi_statusCode_t status;
status = lcc.registerSubscriber({IOTMI_IPC_EVENT_DEVICE_UPDATE_TO_RE},
customerProvidedSubscribeCallback);

HEMstatusB A TRERE (MITHIEAEER ) REKII. MRBERDD , NREIRES
FHIOTMI_STATUS_OK (= 0),

(® Note
NFITRPWITREMEHNRAKRE | IPC EEGUTRSE :
s BANHENRARITHER : 5
E M IOTMI_IPC_MAX_SUBSCRIBERE IPC FEH,
s EMWERAREHE : 32

RE IPC B ik 106




HIEEE R AWS loT Device Management FERARER

EMIOTMI_IPC_EVENT_PUBLIC_ENDE IPC FEH,
s BMTREHE - N2 VUHNEHFE , EPFEMINBE—INMNEXHEHS,

IPC BFFIRiEER RS 25

IotmiLocalControllerClientFEHH connect BEIN T M IB{L IPC B UK., EMiTRE
MITHAERBFRENEHZENIHE, registerSubscriber& LA IPC B Fim L FER
B8

status = lcc.connect();

ERZEBERFHTEMIBEIOTMI_STATUS_OKZ Bl , THIAMREIRIRAS R
REMSERMETBRESEN

/1

REFH IPC RFHJ| AU E G T ERITRERSTER,
WRIER

/

SiE

\

RGBS ERERBEFZRTSE , REEMAsendCommandRequest BT E &%, HIa0 :

status = lcc.sendCommandRequest(payloadData, iotmiIpcMgr_commandRequestCh,
nullptr);

/**

* @brief method to send local control command

* @param payloadString A pre-defined data format for local command request.

* @param callback a callback function with typedef as PublishCallbackFunction
* @param client_ctx client provided context

* @return

iotmi_statusCode_t sendCommandRequest(std::string payloadString,
PublishCallbackFunction callback, void *client_ctx);

BEXSHERBEANEZSEFERE , BEETSI1ER,
Example [E]8 B

IPC R85 E £ IPC B iR X% EHEHiACommand received, will send command
response back. WELHEING , IPC FF iR UM< HI S EH,

RE IPC EF % 107
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void iotmiIpcMgr_commandRequestCb(iotmi_statusCode_t ret_status,
void *ret_data, void *ret_client_ctx) {
char* data = NULL;
char *ctx = NULL;

if (ret_status != IOTMI_STATUS_OK)
return;

if (ret_data == NULL) {
IOTMI_IPC_LOGE("error, event data NULL");
return;

if (ret_client_ctx == NULL) {
IOTMI_IPC_LOGE("error, event client ctx NULL");
retuzrn;

data = (char *)ret_data;
ctx = (char *)ret_client_ctx;
IOTMI_IPC_LOGI("response received: %s \n", data);
}
c  BEMRB[ER

5iZsendCommandRequest B3 , bsendDeviceStateQueryERBIEEZ HERRATF
e, HNMERENZEFRLET .

status = lcc.sendDeviceStateQuery(payloadData, iotmiIpcMgr_deviceStateQueryCbh,
nullptr);

IPC #0O0E X MBRE M

ANER/MAZTRATRENNBAF 2 BBEEN IPC £#0O , ARETXHENEH APIs 2 BB IPC
KRBl HULTRBIF | AEBEAFEBRAREIRE.

f£IoTManagedIntegrationsDevice-IPCER , AREMABAG ZBNBEFEEL TATHSH
=4,

typedef enum {
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// The async cmd used to send commands from the external component to Agent
IOTMI_IPC_SVC_SEND_REQ_FROM_RE = 32,

// The async cmd used to send device state query from the external component to
Agent

IOTMI_IPC_SVC_SEND_QUERY_FROM_RE = 33,
Y coo

} iotmiIpcSvc_cmd_t;

typedef enum {

// Event about device state update from Agent to the component
IOTMI_IPC_EVENT_DEVICE_UPDATE_TO_RE = 3,
// ...

} iotmilIpc_eventId_t;
A ANE
ap T

BHERERK

« Example B3R

{
"payload": {
"traceId": "LIGHT_DIMMING_UPDATE",
"nodeId": "1",
"managedThingId": <ManagedThingId of the device>,
"endpoints": [{
"id": "1",
"capabilities": [
{
"id": "matter.LevelControl@l.4",
"name": "Level Control",
"version": "1.0",
"actions":[
{
"name": "UpdateState",
"parameters": {
"OnLevel": 5,
"DefaultMoveRate": 30
}
}
]
}
]
IPC £ O LA MR
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]

[a

IR

- MBEREABAHNBTERER , WRESFHERIEE COMB ( BAKERES ) . ATAES
TERENE , AtIea tRITHRMEMAE SN SGRa SN A2 RXEASAN. i siE
RIRARIEER BN EAL (20N ) o R EIFAFAGREERERTZHT , WREEERNAEM
ThE NS E#TAERFEER. BN AZFREARE,

std::string errorResponse = "No valid token for local command, cannot process.";
*ret_buf_len = static_cast<uint32_t>(errorResponse.size());
*ret_buf = new uint8_t[*ret_buf_len];
std: :memcpy(*ret_buf, errorResponse.data(), *ret_buf_len);

REBIRDER

ABAHEMREBLZRZRSER, BRELREMHIZEREmanagedThingIdty , AERELEEZIZEN
RS

REFRSEREN
o FBHIERIRB BRI B EmanagedThingIdFFE IR R M
"payload": {

"managedThingId": "testManagedThingId"
}

REZERS BRI
« MRRBRSFRER , REFUAFFERXREERES,

Example B %iE R B9 1% Z AR S e B2

{
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"payload": {
"currentState": "exampleState"

MRRBRBERTR (FIIRBEERNTHE, TELEBEERARFEMBERER ) , WRELFE
RI&[El, e R EHE IR A MEIREE,

Example 7o30iE 3K B9 1% AR 7S e B2

{
"payload": {
"response": {
"code": 111,
"message": "errorMessage"
}
}
}
n 3 e R

Example 5% 1 B #&

"payload": {
"traceId": "LIGHT_DIMMING_UPDATE",
"commandReceivedAt": "1684911358.533",
"commandExecutedAt": "1684911360.123",
"managedThingId": <ManagedThingId of the device>,
"nodeId": "1",
"endpoints": [{
"id": "1",
"capabilities": [
{
"id": "matter.OnOff@l.4",
"name": "On/0ff",
"version": "1.0",
"actions":[

{3
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]
1]
}
}
BAEH
Example BHE 4%
{
"payload": {
"hasState": "true"
"nodeId": "1",
"managedThingId": <ManagedThingId of the device>,
"endpoints": [{
"id". "1",
"capabilities": [
{
"id": "matter.OnOff@l.4",
"name": "On/O0ff",
"version": "1.0",
"properties":[
{
"name": "OnOff",
"value": true
}
]
}
]
1]
}
}

SRl

ELBRGRREEERLRZE SDKWT & , A1FE5 Hub SDK FHIMQTTProxy HHRE, fEBISE
LB , BAUUEALRIRE SDK EURE , ABIRESEREFRN LN RBIEHEHNELSE,
54 25125 SDK fFHER LI E 4T 7E Hub SDK HiRft |, #RridNiot-managed-integrations-
hub-control-x.x.x,

ES}
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FRARER

. BREMH

- RIRIEE SDK A4

« 54 ImiIE® SDK £
- TP IRELERENS
. X0 RHI

- XEBHTEAE

FRFAF
ERBEABLH  CEERRUTRHE

« B A Hub SDK HI5ELER , R4 0.4.0 RE S MRA,
o« NTHERIMAK L iH18 % SDK AWS Management Console,
- EELELZETHMQTT KREAH | IRA 0.5.0 E SRS,

KR % SDK A H

AR HIEE SDK PR LA TAH :

© HIEER R AR E KRR
- HEEEBLERR

HF Hub SDK ERXEEF A TAREN=RERE , IEBFAFEELLTEHG

. g A

« PKCS #0
o El s EE
- MQTT RE

B4 im18% SDK £/

1. BRRBEEEZENEE RPN HBEERES C K18,
2. RBREANLIRRE SDK PR HBIRITATERE

TR
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a. RIEMEHE

FERFEEN , FL D Linux 2023/x86_64 LHEKB, ZRLEMRIFMRBIN
dnf install make gcc gcc-c++ cmake
b. FREHEREEEK

FESSIEH O FRE 2, BT # API N IERE, RHIER On/Off &M OnOff B 1%
RIBFIRZBIIEE. BX API WFEAEE , BSER C WEH API BE,

struct DeviceState

{
struct iotmiDev_Agent *agent;
struct iotmiDev_Endpoint *endpointLight;
/* This simulates the HW state of OnOff */
bool hwState;

};

/* This implementation for OnOff getter just reads
the state from the DeviceState */
iotmiDev_DMStatus exampleGetOnOff(bool *value, void *user)

{
struct DeviceState *state = (struct DeviceState *)(user);
*value = state->hwState;
return iotmiDev_DMStatusOk;
}

c. WREWAHEEEHLE BRI
SSMEBE |, SIBIRSFFEMENEF, TRATES :

i RIRFRE
i. AEXFNSINEHEHEREERBR
iil. REBXRWRET RAEMSIFHER

struct DeviceState

{
struct iotmiDev_Agent * agent;
struct iotmiDev_Endpoint *endpointl;
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/* OnOff cluster states*/
bool hwState;
13

/* This implementation for OnOff getter just reads
the state from the DeviceState */
iotmiDev_DMStatus exampleGetOnOff( bool * value, void * user )

{
struct DeviceState * state = ( struct DeviceState * ) ( user );
*value = state->hwState;
printf( "%s(): state->hwState: %d\n", _ func__, state->hwState );
return iotmiDev_DMStatusOk;
}
iotmiDev_DMStatus exampleGetOnTime( uintl6_t * value, void * user )
{
*value = 0;
printf( "%s(): OnTime is %u\n", __func__, *value );
return iotmiDev_DMStatusOk;
}

iotmiDev_DMStatus exampleGetStartUpOnOff( iotmiDev_OnOff_StartUpOnOffEnum *
value, void * user )

{
*value = iotmiDev_0OnOff_StartUpOnOffEnum_Off;
printf( "%s(): StartUpOnOff is %d\n", __func__, *value );
return iotmiDev_DMStatusOk;
}
void setupOnOff( struct DeviceState *state )
{
struct iotmiDev_clusterOnOff clusterOnOff = {
.getOn0ff = exampleGetOnOff,
.getOnTime = exampleGetOnTime,
.getStartUpOnOff = exampleGetStartUpOnOff,
I
iotmiDev_0OnOffRegisterCluster( state->endpointl,
&clusterOnOff,
( void * ) state);
}

BE41%18% SDK £/ 115
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/* Here is the sample setting up an endpoint 1 with OnOff
cluster. Note all error handling code is omitted. */
void setupAgent(struct DeviceState *state)

{

struct iotmiDev_Agent_Config config = {
.thingId = IOTMI_DEVICE_MANAGED_THING_ID,
.clientId = IOTMI_DEVICE_CLIENT_ID,

13
iotmiDev_Agent_InitDefaultConfig(&config);

/* Create a device agent before calling other SDK APIs */
state->agent = iotmiDev_Agent_new(&config);

/* Create endpoint#l */
state->endpointl = iotmiDev_Agent_addEndpoint( state->agent,
1,
"Data Model Handler Test

Device",
(const char*[])

{ "Camera" },
1);

setupOnOff(state);

R R R RN

£ im M ER Hub SDK B —Hn 12, LB FARE5RLBUNIEE SDK TR
FE , iot-managed-integrations-hub-control-x.x.x}3} BE8&TRME,

1. HRBERN BRI X FexampleX :

cp codegen/out/* example/dm
2. EMBRELHEH BETUTHS

cd <hub-control-root-folder>
mkdir build

cd build

116
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cmake -DBUILD_EXAMPLE_WITH_MQTT_PROXY=ON -
DIOTMI_USE_MANAGED_INTEGRATIONS_DEVICE_LOG=ON ..

cmake -build .
3. FRKE%ES EHMQTTProxyHH4Z1TRHAl , #121THubOnboardingMMQTTProxy4H £,

./examples/iotmi_device_sample_camera/iotmi_device_sample_camera

REERBEEEEXBERE  F3H. BRBRIPNIR S FREALHRE SODK RELA KA EER
LB P52 [E/E{S iot-managed-integrations,

X IR RBI

EREANR T AT RE

* iotmi_device_dm_air_purifier_demo
* jotmi IR EEARIZHR
* ijotmi_device_dm_camera_demo

XEFHNFE

TRERT XEFNELHFEFF A

£ BRIERS BESEZRRMRAE  Binutils lRA
X86_64 Linux 10.5.0 2.37
aarch64 Linux 10.5.0 2.37

/B F CloudWatch B &

Hub SDK 12t£ MM BEICFKINEE. BIAMERT , Hub SDK & B EBEAR M X HERS, BHR |, &7
DFAZ= API ' HERBE N CloudWatch BHE |, B4t :
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BEREMEE  BRFANETNEE , #ITEHRBEE, EENRERTEASRBESMAE
7

HIEHERR « ERBAN B RSB URITREZH DT, ERRENBMARFREAUHRITRARE,
REMEPHATILR  THREELARFAAHTEZEATEE. IRASMRENAERSE -
NAERNEFHEESD,

FRF M

HEERBHADR. BXEMAESR , FSHHub AFIRE,
BiE Hub REERHHAIMMKIL. BEXREHMEE , BERLEARIEFEESER Hub SDK,

@ Note
EQEALEE , #1555 PutRuntimeLogConfiguration APl

/A Warning
BRABETADREMITE. BiNBAERFSBESHEEEMBAIA KA,

i% & Hub SDK A& E

X

BEEA API RIREETH AEEE , B & Hub SDK BEIRE,

Example API i& 3K =4l

aws iot-managed-integrations put-runtime-log-configuration \
--managed-thing-id MANAGED_THING_ID \
--runtime-log-configurations LoglLevel=DEBUG,UploadLog=TRUE

RuntimeLogConfigurations J& t

LTEHR %R , aTLA7E RuntimeLogConfigurations APl I {TELE,

LoglLevel

BREZTHRENFEK™EMES 5. B : DEBUG, ERROR, INFO, WARN

%
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BRIA : WARN ( ERAIRZA )
LogFlushLevel

WEMNEIEHEER B AR FEN™EMHH S, E : DEBUG, ERROR, INFO, WARN

2R1A{E : DISABLED

LocalStoreLocation

EEESTHNRERENEF#HNE, BIAE : /var/log/awsiotmi
« J&EZHE : /var/log/awsiotmi/ManagedIntegrationsDeviceSdkHub.log

- ¥ A : /var/log/awsiotmi/ManagedIntegrationsDeviceSdkHub.N.log ( N &R
BIRIRF )

LocalStoreFileRotationMaxBytes

= B ST 18 E AR/ R AR SRR

/A Important
NTREBRENRR , BEXHRNMRIFE 125 KB LT, FEFRHIAT 125 KB K&,

LocalStoreFileRotationMaxFiles,

REBETFHPERFATHR KR T,
UploadlLog

BESZTHNREEREIRR. AEFMTE/aws/iotmanagedintegration CloudWatch A&
A,

ZRIAE : false,
UploadPeriodMinutes

EME TR IRER EAARSRER, BIAE : 5
DeleteLocalStoreAfterUpload

e LR R STAHIBR. BRINME @ true

iZiE Hub SDK AXEE 119



HIEEE R AWS loT Device Management

FRARER

® Note

MBIZE R false , M LEHXHFE®RAE RN - /var/log/awsiotmi/
ManagedIntegrationsDeviceSdkHub.uploaded. {uploaded_timestamp}

R B &S

S TEM CloudWatch B &I RAI

X Zigbee Ml Z-Wave 8 &L H

ARSI T EBEIREERN A ST RN EELBDERNEERN, TEERANSERLEE
(SS)MAF IESEE (UGS)BRATXLER,

RYH T XM ZigBee %%,

Zigbee & & XKH

EReSTa/AAYEAT/RGB T

X RE

OnOff, LevelControl, ColorControl

Beemmk OnOff
S RETF < OnOff
LED ¥T% OnOff, LevelControl, ColorControl
K& OnOff
AUAER R 1858258 , itAf OnOffEs
(ENEE 18;88%. . FanControl, ER OnOffgs
EENFEEH WindowCovering, OnOff, LevelControl
TR EES BooleanState, OnOff TemperatureMeasurement, 11825,
fRE COAlarm
1= 315 Rk ER BooleanState

F#H Zigbee M Z-Wave R Z A

120



HIEEE R AWS loT Device Management

FRARER

Zigbee & & KA

S A/ ANGFEE RS
& 1% B2

WK AR 2R

o1& 28
BENTEL RS

TRYETXEFR Z-Wave &,

Z-Wave g% EH

EReSTa/AIE AT

g
B

=3 15 BER
& &R
Rk tE BER
mE AR
— R bH L Bas

X R IThEe

BooleanState, OccupancySensing
BooleanState

BooleanState

BooleanState

TemperatureMeasurement, RelativeHumidityMe
asurement

XY TRE

OnOff, LevelControl
OnOff

OnOff, LevelControl

ElectricalEnergyMeasurement, ElectricalPowerMea
surement

LevelControl

LevelControl

BooleanState
BooleanState
BooleanState
TemperatureMeasurement

/A COAlarm

F#H Zigbee M Z-Wave R Z A
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Z-Wave iR &K A 2= 0Pl
R 1% g 4R COAlarm

IATREERP O
Hub SDK RN RIEBLR

SLUBRELAIESFELR N AWS & EEREHTBIR, YTiwAREDeleteManagedThingiERet , i%
SREAUKAANEEZEFF

BEIRIRE

- EEELBENRNIPRE

o MIBRFRA AR R 12 R B IR

o RIRBMITFHR | UEFERTEEFH L&
SimiRE -

- BREFLULOXRBENFERRR

. LW S EFIKF HIERE
ERFBEEUATERTEIELSETL -

« ERROBRERKF
- AFTRBBRIBELSR

ZHBRABRESLFEECHIA TS, T2NTE , NKALLMRZEENKS REFHE.

FRF M

« IRBAB—PNEHANELSR, BXUHA , BHSH Hub ANKRE,

« TE{1F/data/aws/iotmi/config/iotmi_config.jsonfI X/ , B2
Aiot_provisioning_state RPROVISIONED,

HAREER RO 122
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- WIAFSIANKAERMFZEHiotmi_config. jsonFE TFHIBERESF,
- #{R{E HubOnboarding, B&&M MQTT REEEREEH IEEET.
- WIAELRZEFRE. EREEMEZH , BEMA DeleteManagedThingAPI BERFIE FiR %,

Hub SDK Z4\iiiE
BREUTSRBHELSS
¥ 3 hub_managed_thing ID

Ziotmi_config.jsonXHrATFERREEEHFLONEESY ID, IR RAFRATELSES
AWS loT REERRSBENRRBEE. TEZEWID T?—ﬁ%"(j‘: JSON XH#H rw ( IRE ) SO ZER
Tmanaged_thing_ido EUTRAIRERAIUERIX—K :

{

"ro": {
"iot_provisioning_method": "FLEET_PROVISIONING",
"iot_claim_cert_path": "PATH",
"iot_claim_pk_path": "PATH",
"UPC": "UPC",
"sh_endpoint_url": "ENDPOINT_URL",
"SN": "SN",
"fp_template_name": "TEMPLATENAME"

1,

"tw": {
"iot_provisioning_state": "PROVISIONED",
"client_id": "ID",
"managed_thing_id": "ID",
"iot_permanent_cert_path": "CERT_PATH",
"iot_permanent_pk_path": "KEY",
"metadata": {

"last_updated_epoch_time": 1747766125

}

}

}

EYAELELEGT
RS EIE , HERA E—F Fmanaged_thing_idRRFIMWEREITH S :

aws iot-managed-integrations delete-managed-thing \

Hub SDK %5\ %2
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FRARER

--identifier HUB_MANAGED_THING_ID

BMIFELFTE T
FEREBNIKFEIL , HERA L —FPmanaged_thing_idRRZEWERESITHS :

aws iot-managed-integrations get-managed-thing \
--identifier HUB_MANAGED_THING_ID

IR W7 =
BRI =

MRBDIMT T BHELFNGS |, WS HIAT REIEAL

"Message" : '"Managed Thing resource not found."

A MBELBEELD ORI , Miotmi_config. jsonaMES LT REl, BiE rw
o RENIETkiot_provisioning_statelItHiE. RO THIBER TLUIESZMN,
iot_provisioning_state# 72 NOT_PROVISIONED,

"ro": {
"iot_provisioning_method": "FLEET_PROVISIONING",
"iot_claim_cert_path": "PATH",
"iot_claim_pk_path": "PATH",
"UPC": "1234567890101",
"sh_endpoint_url": "ENDPOINT_URL",
"SN": "1234567890101",
"fp_template_name": "test-template"
1,
"rw": {
"iot_provisioning_state": "NOT_PROVISIONED",
"metadata": {
"last_updated_epoch_time": 1747766125

Hub SDK 7 4A 52

124



HIEEE R AWS loT Device Management FERARER

ELEE

MBTEELFNETRY , WIS BT T ROIER :

{
"Arn" : "ARN",
"CreatedAt" : 1.748968266655E9,
"Id" : "ID",
"ProvisioningStatus" : "DELETE_IN_PROGRESS",
"Role" : "CONTROLLER",
"SerialNumber" : "SERIAL_NO",
"Tags" : { },
"UniversalProductCode" : "UPC",
"UpdatedAt" : 1.748968272107E9
}

MR ProvisioningStatus/DELETE_IN_PROGRESS , &% Hub |t & F #Y i BF # 1TIRE,

« R T ProvisioningStatus2DELETE_IN_PROGRESS , MERXEER=F XA ELBNG I ELL
W, BEAREREEER=ER. ER Hub RS Y%A TERE,
o MRBLKAM , NEMiotmi_config. jsonXHRFELLTF T EAY RBISTHE

"ro": {
"iot_provisioning_method": "FLEET_PROVISIONING",
"iot_claim_cert_path": "PATH",
"iot_claim_pk_path": "PATH",
"UPC": "123456789101",
"sh_endpoint_url": "ENDPOINT_URL",
"SN": "123456789101",

"fp_template_name": "test-template"

},

"rw": {
"iot_provisioning_state": "PROVISIONED",
"client_id": "ID",
"managed_thing_id": "ID",
"iot_permanent_cert_path": "PATH",
"iot_permanent_pk_path": "PATH",
"metadata": {

"last_updated_epoch_time": 1747766125

}

}
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}

( 'i% ) F4J5 Hub SDK

/A Important

BT R5H T HEREL% Hub SDK AMEERIM AILRE , HELRERERLREMMA
R4k R AT ERENAYV IR /R

BE#EA

MR T4, BRBE 3D  gIBEESY (AIEE ) URERNRBRER TN Hub
SDK.,

S4HME
REFPORD TENTR FTEARAW

MR GetManagedThingAPI A &KiREIManaged Thing resource not foundEHE , BX
friotmi_config.jsonE#HBER. BXRH json X , BSHEEWF =,

ENXHERFIRE , 555952 51 Ex.
REHOTLRB

XMERRE X Fiotmi_config. jsonKRIEWEIE . BXTH json X , BSHE LW =,

ENXTERDPIRE , ESHEEGMER. WRAREY , iotmi_config. jsonl AT L
BMEHRE,
BEPOLBLNIREL AW

EXFERT , Miotmi_config. jsonkKBAl , ELEIRASNACTIVATED,
5, DISCOVERED

ENZXTERPIRE |, ESFEGIMER. a05R58 I BR & MR
#l, iotmi_config. jsonAIFELBMEL RE.

SE4RLTELRSBERLIRIAS ) DELETE_IN_PROGRESS
EXMERT , REBRLTEERS , cRBEIELS S
ENXTERPRE , FS 558 HII R,
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https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_GetManagedThing
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5 15 BR

EREREHORK FTENBERTHRZRER , FREUTIRRE, KRETEL2SBHTHRMNKR
BRET -8, MM ATRES B RAVIREHI R,

A4 28managed_thing_id# f orc e A DeleteManagedThing API :

aws iot-managed-integrations delete-managed-thing \
--identifier HUB_MANAGED_THING_ID \
--force

ETX , A GetManagedThing APl #} % if© R &iREIManaged Thing resource not
found. X¥IAZ IR EHM R,

(® Note
FEWEAZRTGTE , EACTRSHENRBRET . BF , EZEMREH R
Bl , REFBHFRIZZP ORI TL.

137E T R R (B 4

/A Important
LA RN RBHER T B NS ESI, EFREN SDK B —Ho RHELEN,

BETHUNFEGAESEEDIERESHEEEXEENEM. EEEK Hub SDK HYiRE ATH
REERHAGHBEACRELRRFFITRE,

FR ] AT BA T ZhBE

- BEREHE— APIs BRI , NTRHEERNIRFZHUCERFHER, APIs
- REBHRIITER  SINLBERESR. SHRIEENBERE.

(B 2R
TENASEBRRT Zigbee RN, HMBHIL (M Z-Wave ) HIFHANEIT B,
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https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_DeleteManagedThing
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_GetManagedThing
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BETHUNFEEE=1"EELH.

« ACS Zigbee DPK : Zigbee X ZBHEEMH (DPK) A TRMENEKEEEHFIRERSHNHR , M=
ABHEN, BEAXL | XALBEAANEFBRE (HAL) , CRET —4HBRAE APIs RIEH KRBT R#H#
RIFEH) Zigbee TLBHEZBIE. Zigbee HIAIMZE Silicon Labs Zigbee R AR FIELRR DPK
API 3£,

 ACS Zigbee BR% : Zigbee RSENTRAFTHERFEZET. ©a3E—NAPILEBRERF , BY IPC BiE
ARBEFFIRNARSEN APl BRAEMERS. AIPC A Zigbee EE2SM Zigbee BRS 2 AIMY IPC
BiE, ehREEMIbEE , HlILEIXFA async/sync i s, IR B HAL BEH LR ER ACS
EHEESHTESHEM RS,

« ACS Zigbee 5&Fi8s : Zigbee B ZEENARFHEDZTHE (EXFIH , NARRFZ CDMB
) . Zigbee BEIRIRME T —HAMHEFIHNARERF ( 5120 CDMB/Provisioner MY IEH ) A |
ATEHLREEHEZERE. APls

End-to-end F B4 57 =5l

AT 2B ZigBee HEIHFH G =R R A,

LT 2B Z-Wave R EHHITE SR KA

1 E T PR PEAFRBAR

A¥i@E&HKIotManagedIntegrationsDeviceSDK-MiddlewarefZ i EHR S MNAHFHNRBMAE
MER. UTRUFMHEDRXHRLETINTH,

./IotManagedIntegrationsDeviceSDK-Middleware
|- greengrass

|- example-iot-ace-dpk

|- example-iot-ace-general

|- example-iot-ace-project

|- example-iot-ace-z3-gateway

|- example-iot-ace-zware

|- example-iot-ace-zwave-mw

£
- Zigbee FEIHRBLAL

End-to-end A 8] #5557 128
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« Z-Wave FEHRBALR

Zigbee FE]HEELA LR

UTERT ZigBee ZEHEHFRBLL,
F&

* ACS Zigbee DPK

« ERRE Zigbee SDK

+ ACS Zigbee BR%

+ ACS Zigbee 5@ fii 25

ACS Zigbee DPK

Zigbee DPK BB F AT RAIF S HH B FH -

./IotManagedIntegrationsDeviceSDK-Middleware/example-iot-ace-dpk/example/dpk/ace_hal/
|- common

|— |- fxnDbusClient

|— |- include

|- kvs

|- log

|— wifi

|— |- include

|- |- src

|— |- wifid

|— |- fxnWifiClient
|— |- include

|- zibgee

|— |- include

|- |- src

|— |- zigbeed

|- |- ember

|— |- include

|- zwave

|— |- include

|- |- src

|— |- zwaved

|— |- fxnZwaveClient
|— |- include

FEARBAR =5



HIEEE R AWS loT Device Management FERARER

|- |- zware

HEERE Zigbee SDK

Silicon Labs SDK £ ;R7EIotManagedIntegrationsDeviceSDK-Middleware/example-iot-
ace-z3-gatewayX#HXH, X/ ACS Zigbee DPK E R R iX4 Silicon Labs SDK EIH,

./IotManagedIntegrationsDeviceSDK-Middleware/example-iot-ace-zz3-gateway/
|- autogen

|- config

|- gecko_sdk_4.3.2

|— |- platform

|- |- protocol

|- [— util

ACS Zigbee RS

ZigBee FRZMIRBM FZXHK A, IotManagedIntegrationsDeviceSDK-

Middleware/example-iot-ace-general/middleware/zigbee/BtuER srcHMinclude X
HkBEE ACS Zigbee BREHERHIFAE XL

IotManagedIntegrationsDeviceSDK-Middleware/example-iot-ace-general/middleware/zigbee/
src/

|- zb_alloc.c

|- zb_callbacks.c

|- zb_database.c

|- zb_discovery.c

|- zb_log.c

|- zb_main.c

|- zb_region_info.c

|- zb_server.c

|- zb_svc.c

|- zb_svc_pwr.c

|- zb_timer.c

|- zb_util.c

|- zb_zdo.c

|- zb_zts.c
IotManagedIntegrationsDeviceSDK-Middleware/example-iot-ace-general/middleware/zigbee/
include/

|- init.zigbeeservice.rc
|- zb_ace_log_uml.h

|- zb_alloc.h

|- zb_callbacks.h
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|- zb_client_aipc.h
|- zb_client_event_handler.h
|- zb_database.h

|- zb_discovery.h
|- zb_log.h

|- zb_region_info.h
|- zb_server.h

|- zb_svc.h

|- zb_svc_pwr.h

|- zb_timer.h

|- zb_util.h

|- zb_zdo.h

|- zb_zts.h

ACS Zigbee & i 25

ACS Zigbee S&ELe I RBAL T XHFK AN, IotManagedIntegrationsDeviceSDK-
Middleware/example-iot-ace-general/middleware/zigbee/apiltfuiE

WsrcMinclude FXHHREEE ACS Zigbee Adaptor FEFE X B FTE X4

IotManagedIntegrationsDeviceSDK-Middleware/example-iot-ace-general/middleware/zigbee/
api/src/

|- zb_client_aipc.c

|- zb_client_api.c

|- zb_client_event_handler.c

|- zb_client_zcl.c
IotManagedIntegrationsDeviceSDK-Middleware/example-iot-ace-general/middleware/zigbee/
api/include/

|- |- zb_adapter.h

|- |- zb_command.h

|- |- zb_network.h

|- |- zb_types.h

|- |- zb_zcl.h

|— |- zb_zcl_cmd.h

|- |- zb_zcl_color_control.h
|— |- zb_zcl_hvac.h

|- |- zb_zcl_id.h

|— |- zb_zcl_identify.h

|- |- zb_zcl_level.h

|- |- zb_zcl_measure_and_sensing.h
|- |- zb_zcl_onoff.h

|— |- zb_zcl_power.h
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FRARER

Z-Wave A EI{FCHEH LR

LUTERT Z-Wave SZH B4 RBELE,
i

» ACS Z-Wave DPK

o BRIEBRE ZWare # Zip M%<

« ACS Z-Wave RS

+ ACS Z-Wave iEfii28

ACS Z-Wave DPK

Z-Wave DPK 9B FiZXHF< MW, IotManagedIntegrationsDeviceSDK-
Middleware/example-iot-ace-dpk/example/dpk/ace_hal/zwave

./IotManagedIntegrationsDeviceSDK-Middleware/example-iot-ace-dpk/example/dpk/ace_hal/

|- common

|— |- fxnDbusClient
|— |- include

|- kvs

|- log

|— wifi

|— |- include

|- |- src

|— |- wifid

|— |- fxnWifiClient
|— |- include
|- zibgee

|— |- include

|- |- src

|— |- zigbeed

|- |- ember

|— |- include
|- zwave

|— |- include

|- |- src

|— |- zwaved

|— |- fxnZwaveClient
|— |- include
|— |- zware

AR ER
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SRR E ZWare M Zip Mk

Silicon Labs ZWare # Zip Gateway #9453 FIotManagedIntegrationsDeviceSDK-
Middleware/example-iot-ace-z3-gateway XXM, X4 ACS Z-Wave DPK EZH Z-Wave
C APIs 1 Zip MR,

./IotManagedIntegrationsDeviceSDK-Middleware/example-iot-ace-z3-gateway/
|- autogen

|- config

|- gecko_sdk_4.3.2

|— |- platform

|- |- protocol

|— [— util

ACS Z-Wave RS

Z-Wave BRI AL T 1% 34 R H 5Il H /Y S04k
M. IoTmanagedintegrationsMiddlewares/exampleiot-ace-zwave-mw/Lth{E

BWsrcMincludeX#ERAEE5 ACS Z-Wave BREHEFXHFFE ST,

IotManagedIntegrationsDeviceSDK-Middleware/example-iot-ace-zwave-mw/src/
|- zwave_mgr.c

|- zwave_mgr_cc.c

|- zwave_mgr_ipc_aipc.c

|- zwave_svc.c

|- zwave_svc_dispatcher.c

|- zwave_svc_hsm.c

|- zwave_svc_ipc_aipc.c

|- zwave_svc_main.c

|- zwave_svc_publish.c
IotManagedIntegrationsDeviceSDK-Middleware/example-iot-ace-zwave-mw/include/
|- ace

|- |- zwave_common_cc.h

|- |- zwave_common_cc_battery.h

|- |- zwave_common_cc_doorlock.h

|- |- zwave_common_cc_firmware.h

|— |- zwave_common_cc_meter.h

|- |- zwave_common_cc_notification.h
|— |- zwave_common_cc_sensor.h

|- |- zwave_common_cc_switch.h

|— |- zwave_common_cc_thermostat.h
|- |- zwave_common_cc_version.h
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|- |- zwave_common_types.h
|— |- zwave_mgr.h

|- |- zwave_mgr_cc.h

|- zwave_log.h

|- zwave_mgr_internal.h

|- zwave_mgr_ipc.h

|- zwave_svc_hsm.h

|- zwave_svc_internal.h

|- zwave_utils.h

ACS Z-Wave EFi 88

ACS Zigbee S&EL2 I RBAL T XH KA, IotManagedIntegrationsDeviceSDK-
Middleware/example-iot-ace-zwave-mw/cli/MtMEMNsrcMincludeXHREBES ACS Z-
Wave &t 28 B A< P XX

IotManagedIntegrationsDeviceSDK-Middleware/example-iot-ace-zwave-mw/cli/
|- include

|— |- zwave_cli.h

|- szc

|— |- zwave_cli.yaml

|- |- zwave_cli_cc.c

|- |- zwave_cli_event_monitor.c

|- |- zwave_cli_main.c

|- |- zwave_cli_net.c

e E4E SDK £/

BT &SI H ES 2 by rh R
T3

. BEBIEEL (DPK) API £

. BETHARBAS

REBEEMH (DPK) APl £

AT REMSHEMREN SDK SR EIHAER , REE DPK (IREBHEEH ) BRI TIRAHEN API
B0, REEARSRMAESE ODMs FE APIs RIEBHEYEXM F .0 EERAH Zigbee/Z-wave/Wi Wi-Fi
WHASHNERRE SDK REIIX LRSS

FFhEHE SDK &£/ 134



HIEEE R AWS loT Device Management FERARER

ZEZXRYMRBALR

BRAPEMESN , TR HAIRE SDK A# , HIMFEEEREK Device Agent &R HIEEEHT (COMB) , TF
EERENAER , AZRBERXXRF,

FEGHEIMETEAT Zigbee f Z-Wave B9 Silicon Labs SDK, 1R A [E4AH#Y Silicon Labs SDK
SEHHELFTPFERN Z-Wave f Zigbee A , WEFEFABXRENTERASEDEGE, RRAFTER
XimFEREMYG , AEERAUERNELSE LIE1T,

Zigbee HJ DPK ( X R #HEEMH ) APIs AJLAEH K Flacehal_zigbee.c , DPK 9ZELI APIs i
FizxX#HRH, zigbee

IotManagedIntegrationsDeviceSDK-Middleware/example-iot-ace-dpk/example/dpk/ace_hal/
zigbee/

|- CMakelLists.txt

|- include

|— |- zigbee_log.h

|- src

|- |- acehal_zigbee.c
|- zigbeed

|- |- CMakelLists.txt
|- |- ember

|- |- |- ace_ember_common.c

|- |- |- ace_ember_ctrl.c

|- |- |- ace_ember_hal_callbacks.c
|- |- |- ace_ember_network_creator.c
|- |- |- ace_ember_power_settings.c
|- |- |- ace_ember_zts.c

|- |- include

|- |- |- zbd_api.h

|- |- |- zbd_callbacks.h

|- |- |- zbd_common.h

|- |- |- zbd_network_creator.h

|- |- |- zbd_power_settings.h

|- |- |- zbd_zts.h

Z-Wave APIs 9 DPK AJ LA EEF # Blacehal_zwave.c , XX FH DPK APIs 12 Z L8, zwaved

IotManagedIntegrationsDeviceSDK-Middleware/example-iot-ace-dpk/example/dpk/ace_hal/
zwave/

|- CMakelLists.txt

|- include
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|- |- zwave_log.h

|- src

|- |- acehal_zwave.c
|- zwaved

|- |- CMakelLists.txt
|- |- fxnZwaveClient

|- |- |- zwave_client.c

= |- |- zwave_client.h

|- |- include

|- |- |- zwaved_cc_intf_api.h
|- |- |- zwaved_common_utils.h
= |- |- zwaved_ctrl_api.h

|- |- zware

= |- |- ace_zware_cc_intf.c
|- |- |- ace_zware_common_utils.c
= |- |- ace_zware_ctrl.c

|- |- |- ace_zware_debug.c

= |- |- ace_zware_debug.h

|- |- |- ace_zware_internal.h

AN TEHNRE SDK 53 DPK EMNER , AIMERANE NS ERY, BEXFTRMAMRE SDK
FEHRTUTHIUS XK

1. RSB RIE SDK B 74 B AV T LRI SDKG
2. APIs RIFEFTHIF N SDK KB R E 4 DPK (REZFBHEEH ) o
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REERK AL mR®E SDK

ME—MIBEMES  FERRZFEEIRESEN , HEISE—HWEEFHAELERS, LiRiRE SDK
A EENRZEMER , HBY SDK L&A RAHRILAIIRE , AWS loT Core AR5 AWS loT &
REENLLEE. NTEHEIRAENLIRHIZE SDK AWS Management Console

REENAMAEEFPRIMLIHIRE SDK, EERY., AHMNERIR , FHUEENII,

F&:

« fTARARIRIZE SDK?

o KRimikE SDK ZEFI A

- BEA

- ElAEE

- BEERKRBERRS

- R C B API R1E

- REERTFHYEMEERE
- FREALIHIZE SDK

fT A RL KRR SDK?
HARL RS SDK?

KRR E SDK RHEMMIERE., ENIENES AWS loT, ZRHEFRXIESTETNRREERNIFE
M , TFNFEE 512 KB # 4 MB RFHRE , HIIERRAI Linux FSKEHRERS (RTOS) £
BITHREGLFMZES2LER. MAWS loT EEEH A THEFIRAHLIKIZE SDKo

BB

SDK&&TATZEREHN MQTT KE, ATESEENFLLERFNREESR (BEERLE
) o XEAHMETHE , AEENREFNEESEK A RHRLZEWEZENBHBFE LR,

BXRAWHAER , BSABARSE,
LRHIR % SDK A 4

AN BLIHIRE SDK R REAAMASEE C WHBRE, TEHEAT SDK ERFHZ A K
HX %,

X FAIHIEEZ SDK 137


https://console.aws.amazon.com/iot
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Kimik % SDK A4

KimiRE SDK BB EUTHTREERIEERNAH -

& A
EREERSTRURRERR , 8FEATEE MQTT BEMNRZILPBAIA, XEZIFAELSNR
E5REER BRI AEIERE,

MQTT {3
BE4ERZREL CEFREERE MQTT £, HEAREBELEZLEREFNG TS , TIRNE
ZROZREE/YI KD, HEBIREERHITLE,

e 43R &
WEBIEREH, REIT FMSUHFEIER over-the-air (OTA) BT, WRERSEEFIE S EMER
IR EH,

IR AL TR ES
A AWSYIRHIEEE S |, EEEERFNESR C Bz htinigE, BXEZER | FS
# L/ M atter X#4GitHubo,

ZEAFNUE

B PKCS #11 API EEZIRE , BN FEHZEERMNZOFHHEI, PKCS1114k API £
TLS EREHAEI4L IR Provisionee F MQTT X E A H RV B IR 4E,

g A

provisionee RIEEERNWARILD , XIFEFABTAYEE, FHAEREE K KUl B ELRN
BE, SDK N EREBCETHXENAR , HEhE@RMNEEER =TI RRIEP AT, LHEE
ERBIREN K RENREEMEXNVREESELEFHERSE , WOLAERAMEE.

E=3-uil

° %ﬁkl'ﬂzuw

® 'LXIEHURXE

« FMEENAETR
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https://project-chip.github.io/connectedhomeip-doc/index.html
https://github.com/FreeRTOS/corePKCS11
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- BIEE S XM
BEREESY

SDK A Wi-Fi it &
R IE R A
RESY R

=% A LERE

ZHEREEDHMRZRITRE. FFrEESFR , SINEENRR, REXHNMEESY. ®&E

BERFTHLES , N E

1. EAFRIEPEEIREREK KR
B SIERBEHBRIIRZESH

3. HiR% EIREUHF 176 K AU M FAHH

4. REERKAEPERERE

5. RIIRBIEEHFHHE LEIREEEK

RUIBRER , RENEESREERH#ITERS, MEENEEMIETSBUE.
BEIMETE
EENZMERIRELT AWS &7 .

$ export AWS_ACCESS_KEY_ID=YOUR-ACCOUNT-ACCESS-KEY-ID
$ export AWS_SECRET_ACCESS_KEY=YOUR-ACCOUNT-SECRET-ACCESS-KEY
$ export AWS_DEFAULT_REGION=YOUR-DEFAULT-REGION

EM B E LR R

EEN=IRER A RegisterCustomEndpointAPI 5w 812 A F device-to-cloudiBEH B E X L im T

/AN O

aws iot-managed-integrations register-custom-endpoint

W& 2 7R 451

BEAILERRE
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https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_RegisterCustomEndpoint.html
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{ "EndpointAddress":"[ACCOUNT-PREFIX]-ats.iot.AWS-REGION.amazonaws.com" }

(® Note

GHATEERESHN IR tit, FH GetCustomEndpoint APl I RExRER. BXE
%E R , 3R GetCustomEndpoint (& MK RegisterCustomEndpointAPlI $E358) F Y
API 1 API,

IR E XA

SIE AT ENEHRAFIE BT ENEEXH. EERINEIFEFIEZEIT CreateProvisioningProfileAPI BUR
B A Fi&R S MU FRIEB TS -

aws iot-managed-integrations create-provisioning-profile \
--provisioning-type "FLEET_PROVISIONING" \
--name "PROVISIONING-PROFILE-NAME"

W& 52 7R 451

{ "Arn":"arn:aws:iot-managed-integrations:AWS-REGION:YOUR-ACCOUNT-ID:provisioning-

profile/PROFILE_NAME",
"ClaimCertificate":"string",
"ClaimCertificatePrivateKey":"
"Name" :"ProfileName",
"ProvisioningType":"FLEET_PROVISIONING"}

string",

BRI ISR OPKCS11 FE KR E (PAL) , &%/ UPKCS11 ESENRBEREHEA. %0 PKCS11
PAL i O AJUR M7 REIE BN ANNVE. FALDIEE , ZANRSEFEHRZNFAANESR,
FEA LU AATIE B IFHEEARESER (HSM) HAIEEAER (TPM) L.

EREESY

£ CreateManagedThingAPI 2Nk & IMEEEER =, BHEIREFWFIIS (SN) MEA~RK
@ (UPC) :

aws iot-managed-integrations create-managed-thing —role DEVICE \

BIRR B X 0


https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_GetCustomEndpoint.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_RegisterCustomEndpoint.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_CreateProvisioningProfile.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_CreateManagedThing.html

HIEEE R AWS loT Device Management FERARER

--authentication-material-type WIFI_SETUP_QR_BAR_CODE \
--authentication-material "SN:DEVICE-SN;UPC:DEVICE-UPC;"

UTERT API a5 =Bl

{
"Arn":"arn:aws:iot-managed-integrations:AWS-REGION:ACCOUNT-ID:managed-

thing/59d3c90c55¢c4491192d841879192d33f",
"CreatedAt":1.730960226491E9,
"Id":"59d3c90c55c4491192d841879192d33f"

APl REITATFERERIINIEESY ID. ZEERMIREZFHS (SN) MBEA~ MK (UPC) , XLEFF
FISMBERA~RAE (UPC) EERRZHASHENTKEESYHETE, ZRXRFREMNERELUTUT
AR :

/'k'k
* @brief Device info structure.
*/

typedef struct iotmiDev_DeviceInfo

{
char serialNumber[ IOTMI_DEVICE_MAX_SERIAL_NUMBER_LENGTH + 1U ];

char universalProductCode[ IOTMI_DEVICE_MAX_UPC_LENGTH + 1U 7;
char internationalArticleNumber[ IOTMI_DEVICE_MAX_EAN_LENGTH + 1U 1;
} iotmiDev_DeviceInfo_t;

SDK B F Wi-Fi Bt &

BREHEBHNBERFRRESBHEECHETEWI-FIRERS , A TEKMEEWI-FiZiE, Wi-Fi BLE
REFBEEFATRANBINARER., BBWFES BLE) EENMEMT AN , EYBREIEFZE
Ho4%  Wi-Fi ik,

LIH1R % SDK M E A & LRI Wi-Fi BLERRS |, RBEFBEERET Wi-Fi W&,
B R IE R A AL RA
£/ provisionee , RAAFALUREH —MIEH , HFEAZEFPARENFH IMBITEER.

Z P ID o] U B B EARNG R FIREY , Al AMIRZIE B FIRE <common name>“_"<serial

number>
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= ab
REEY6E

Provisionee X MMEEEYIHEE , RAEFHXLEWRE LEAFREER. CENAREFMEMARS AT
XLERE, RE. HM Web HFFimMRS ATAER MQTT MEREH MQTT EREH 8L , Al BE
P REST API A HTTP KE#ZhaE,

el 4R F

HEERTESAHERFRFE —MNETERIIZIZE over-the-airBEFMWAH, SEMAT TEHEENEILX
BUHTEHEHFRPTIZRBR/ENIIEE. OTAEHIUATEHRRZE N, BESEMZTEZTFTNLSE
[E BRI HREZEM T IEEERNIRE .

EN A FBSSHY TEIR TR

EEAELLEREF 2, FEERRNRFZFHRDITUTRES R,

- IR FHE , REHEE RN over-the-air (OTA) EFHERBEHEH H %,
- ERl , BERER—HBEEXHELXY , HRmRREMIZEIL,

ZEREEESHMRRHETIRE. RFFHEBHEEFES TEENCIEE TS K E AT S E 4
B AR, YR IEREN

1. RERRFULEBEFIIE

2. FLAEBRFAREIRPREE —NRSMSFIT , REEE—MES

3. LA EBRR AT R TR P I E A IR 1E

4. LA ERFEWNESHITER , REEASUCCESSHEMELIRZA FAILED

Bl A B FE SRR
FEERNIEE LSRR T2 over-the-air (OTA) BRI XBIRE, BF/RHESHYIZE Amazon S3 1

BAXER , BT API 812 OTA %, BERBE LABESXH , HEK OTARE, TEHFWISRIHAET
K I%ik % SDK 5% INAEZ BIRY 32 B HN{A4L I over-the-air (OTA) BE#iER.

AL AL IRRE BT LA T R RBIRFAL R OTA EH

il

ii
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- FEABIERM

- BiiE Amazon S3 i R PR

- QB IEXHY

- 3XHE OTA RE

LEHABER

FENBEEES XA (JSON KX ) &2 F| Amazon S3 7ik#@ , ARG CreateOtaTaskAP| 8
OTA 155, BRUTSH :

« S3Url: #BH T/EX M URL (L&
« Target: ARN BEZE&Z[ES (&% 100 AiE% )

RIE R

aws iot-managed-integrations create-ota-task
--description JOB-DESCRIPTION \
--s3-url "s3://amzn-s3-demo-bucket/your-file.txt \
--protocol HTTP \
--target "arn:aws:iot-managed-integrations:AWS-REGION:ACCOUNT-ID:managed-thing/
${MANAGED-THING-ID}" \
--ota-mechanism PUSH --ota-type ONE_TIME \
--client-token foo

Bt i@ Amazon S3 5B R

ANI0 Amazon S3 R R RES , RTIEE LT EERES STAERINER -

"Version": "2012-10-17",
"Statement": [
{
"Sid": "PolicyForS3JobDocument",
"Effect": "Allow",
"Principal": {
"Service": "iotmanagedintegrations.amazonaws.com"

I
"Action": "s3:GetObject",

s B2 R SR 143


https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_CreateOtaTask.html
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"Resource": [
"arn:aws:s3:::YOUR_BUCKET/*",
"arn:aws:s3:::YOUR_BUCKET/ota_job_document.json",
"arn:aws:s3:::YOUR_BUCKET"

REEE TS HY

B OTA E58 , FHABREFLELENRE LEITUTSR, SEEFHATAR , E2EET MQTT &
RES X

1. 1T MQTT BAEE

2. NEFEBHES AR StartNextPendingJobExecution API

3. BINATAMN T HEXH

4. RIFEIETE HY B AT B (B R 2R B T

ERAELLERE , NARFTLRAESTEREITE , T2Z2E T/t atE,
SCHE OTA K18

HEWBREREERNES AR, ELTEXTEEH OTA RE |, ZREBEATULEESXE. T
FEFARITEMLRERE, OTAREZEERITUATIR,

1. #RATE 4 Amazon S3 HI1ES 344 URLs

2. BE HTTP TRENHEH

3. RIIMFER

4, BRETKRUFNER

5. iotmi_JobsHandler_updateJobStatus{EASUCCESSERFAILEDIRZSIRITEiE

HIZMIRR RIIER OTA BIEF , EXFUAARST M iotmi_JobsHandler_updateJobStatus
APl JobSucceeded FREIRE R IIAY#EML

/**

* @brief Enumeration of possible job statuses.

Bl 4 2252 SR 144
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*/

typedef enum

{
JobQueued, /** The job is in the queue, waiting to be processed. */
JobInProgress, /** The job is currently being processed. */
JobFailed, /** The job processing failed. */
JobSucceeded, /** The job processing succeeded. */
JobRejected /** The job was rejected, possibly due to an error or invalid

request. */
} iotmi_JobCurrentStatus_t;

/**
* @brief Update the status of a job with optional status details.
*
* @param[in] pJobId Pointer to the job ID string.
* @param[in] jobIdLength Length of the job ID string.
* @param[in] status The new status of the job.
* @param[in] statusDetails Pointer to a string containing additional details about the
job status.
& This can be a JSON-formatted string or NULL if no details
are needed.
* @param[in] statusDetailslLength Length of the status details string. Set to @ if
“statusDetails”™ is NULL.
*
* @return @ on success, non-zero on failure.
*/
int iotmi_JobsHandler_updateJobStatus( const char * pJobld,
size_t jobIdLength,
jotmi_JobCurrentStatus_t status,
const char * statusDetails,
size_t statusDetailslLength );

BRERENBENKR

FIMAERABBERENRBERS. EXNAB AR TFIMENRFILERRNIRE ZE KRN
B,

TEE#ESEATOE C ABEREEELEEFNABERTE, UATEEHR T ABERSFNT
ERE.

£}

- RIBERTE
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- IMEIRE

« NIRBERNRD

RBERTEE

RIBERBEFE=ZAETERACIE C R : AWS“KH Zigbee £ E (ZCL) 8 RFANYRHKIE

BH (.matter X ) BWSEH, AEFLLIEM Python IEAME L RIBEFI Jinja2 Bk, EERITE
H , Python BRI FMEFEEEN, BEHEXENKBARRALBEXRBUREXERER
8 BRI . matter X4

TE#ERT 62 CIRXHRBERSR,

L% % SDK ‘BIEAIFET B codegen.pyFHE MK Python 4  Jinja2 4R, connectedhomeipiX fi
HE 2 RTBEMN . matter XHMANBNEFERZ N C X

T FEBHER T XL M,
- Python &

- Jinja2 iR

- (Fli%E) BHEMEN

Python 4

B4 R ESEEAT . matter X4 | FHRHIX LS BN Python ¥R KX ZERHEMH. codegen.pyEHEXHES
FXLEBIEiotmi_data_model.py#HTALE , HEARMNWERZEIVRE S, LETHE -

1. WA AR {E BEcodegen.py , fline B/
2. WNBIELBHPATHRIMNER LR L EHRIE LURF

® Note
RIMNEF T REBRBERBARRZEEN , TieHRHBIRF 01T,

Jinja2 11

Limig# SDK BTN RERBLERFNER C WHE S EFIAY Jinja2 EiR.
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https://github.com/project-chip/connectedhomeip/blob/master/scripts/codegen.py
https://github.com/project-chip/connectedhomeip/tree/master
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Jinja2 R

B AR A B HY SRR £x

cluster.h.jinja iotmi_device_<clus BIEEKS C BBk,

cluster.c.jinja

cluster_type_helpe
rs.h.jinja

cluster_type_helpe
rs.c.jinja

iot_device_dm_type
s.h.jinja
iot_device_type_he
lpers_global.h.jin
ja
iot_device_type_he
lpers_global.c.jin
ja

( Ak ) BEXERY

KimiR%E SDK TR LR BERSEEBENRUHBELES. XA H
BiEER, BENEH AR IRZ R device-to-cloudiBISEE N

ter>.h

iotmi_device_<clus
ter>.c

iotmi_device_type_

helpers_<cluster>.h

iotmi_device_type_

helpers_<cluster>.c

iotmi_device_dm_ty
pes.h

iotmi_device_type_
helpers_global.h

iotmi_device_type_
helpers_global.c

ERASEERELERFKIM
SEA B A B E s £

NIGETEEFRE, 1HE,

B R MG £ R IE R BB
JE?AO

NERBIERBE N C HER
i

NERBREENL C BIERE,

FRARERRERE , aFHR
B, BY, FR]¥. FHH,
VB, FIRMEH,

TR R FIEZ MY B Matter

BREEERYFERENFAREE , 2FEX. GUNER  FSREEERBIEERE,

fFMcodegen.pyTENBENEHER CRXMH , MRS :

RBERTE
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® Note
WNFUT=4AXH , BINEENEFHHETEMERNES D,

- BIEEENEN , HISONRKXRAEIRERUEFENKRTER | MEESPUEFNBEENE
B, IS Fcodegen/custom_schemas/custom.SimpleLighting@l.®.

- LEE5EENERERERNXMLIER A2 ZCL ( Zigbee S8 EF ) EXXH. £
B ZAP TEM ZCL XML £ RAREY Matter IDL X4, RIS Fcodegen/zcl/
custom.SimpleLighting.xml,

« ZAP TEHWMER , ©EN TMatter IDL File (.matter)5#&MBTE N EMHEX A Matter
B, XRNALIRIRLE SDK £ C RXHF K codegen.pyTEW# A, RFGISLHALF codegen/
matter_files/custom-light.matter,

BXRUNMGEENREERBERRERIRBER TEREPNIFAER , FSRE N EEZERILBE.

HIEIRE

T R fl B IRV IR B LAE A codegen. py REBE B B8

&

- KREH

- BEHE

FRFAF
ERBFRH A, BREUTHA

» Git
« Python 3.10 RE FARA
« BT 1.2.0 REFRAE

(=2
FEAUTIRFENREERENFEA codegen.py KIBER R

1. MNTEERFRAHNLiREE SDK AWS Management Consoles

INERE 148
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2. 1%{& Python ¥R, RKBAEKILE E T python , £ Poetry B ITHKBI X REE,

fEcodegen B XH A poetry Z3IN B KN

poetry run poetry install --no-root
3. REZLHNEHE,

a. ZePEconnectedhomeipfFf&E. ©FEA{L Fconnectedhomeip/scripts/X#4k A
M codegen.pyMIBRER KB, RMTHEZFEL , HSH LK c onnectedhomeip, GitHub

git clone -b v1.4.0.0 https://github.com/project-chip/connectedhomeip.git

b. MHRMEFSIoT-managed-integrations-End-Device-SDK BXH4RMEEHEKS, &
X HREMN ST AAHETE :

| -connectedhomeip
| -IoT-managed-integrations-End-Device-SDK

(® Note
RAFERE AR FIER,

NRZFERNKE

FERAREERRBERTIENENRZAUNEBEN C KRB, XTNMBMMM SDK B # RIS
BEWABHERNRB, FINAEAERME, THRIEREARNAGIEFSREERNRB,
£}

. FREH

- FBEN matter XHE B

- RBBERIERE

FTRGFZM

1. Python 3.10 B & B AR AN
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https://github.com/project-chip/connectedhomeip
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2. \.matter XHFFHERRB, LimigE SDK BT XH4FHRME T RN RHIXHFcodgen/

matter_files folder :

* custom-air-purifier.matter

* aws_camera.matter

(@ Note
X LRGSR M AR R R E A,

EFo AL
BT T B out XK ALK :

bash ./gen-data-model-api.sh

7B E X . matter T4 BARES

ENRE matterXNHERRBRRERMEBCH . .matter X , BHRITUTES.
7B E . matter XHERREB

1. HERFIRE.matter X4

2. BITER@T :

./codegen.sh [--format] configs/dm_basic.json path-to-matter-file output-directory

(A ) 2R B E SRR E RS

1. RISONBX HEZBENEN
2. BITERGS :

./codegen.sh [--format] configs/dm_basic.json path-to-matter-file output-directory
--custom-schemas-dir path-to-custom-schema-directory

LENGSEASMEFEN matter XA4FHRIR I CRE

NIRE LR AED 150
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+ codegen.py3k B ConnectedHome &1iR 7= X1 B
« Python #&E# L F codegen/py_scripts/iotmi_data_model.py
o KA Jinja2 AR codegen/py_scripts/templates

ZHEGENTERES Jinja2 BIHENEE , AGEAXLETEERZLAN C KBHE. ANix--
format#rELW Clang &M A T ERKHKB,

RBERTERE

KRB E BRI TR ARBANAIEF RALEH .matter XHBIBEER, topsort. pyX#E A LAHER
BIEBRBRHERBRRNEBEEF,

RIE , ZHZARFEN . matter XHAEE Python BHALENEES , MERMBRLAENER. &
Ja , ENA Jinja2 BB ARGIEZLR C KRB,

It TAERE AT R . matter XA FHRBBEEREBBERNEREERNRSERNIIEN C R
B,

R C HERY API

£ A RHVELR C-Function FEMNRBLTARBEREEMER. APIsSETTE AWS HFEREFF
NEFHTAN AP RE | LI RBIZHNESURE, THIOMKSNEERE, RESEH. BARE
MERUAR N RELinT ROEMER

XEH APl HH3IE -

1. BN SHEERBEHE
2. B RHEE

3. EMEEEAAE

4. EEOTMITNEE

BRI LEINEE APIs , B NERZNYERENTEERXN IR ERE—EHR , NTBART
sEENEE,

AT &4 588 7 OnOff 5= 8E AP,

&% C mE APIs =


https://github.com/project-chip/connectedhomeip/blob/v1.3.0.0/data_model/clusters/OnOff.xml
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OnOff £&F API

EOonOf xmIBEXFUTEEMG .

- B

* OnOff (boolean)

* GlobalSceneControl (boolean)

* OnTime (intl6u)

« OffWaitTime (intl6u)

* StartUpOnOff (StartUpOnOffEnum)
we

« Off : () -> Status

e On : () -> Status

 Toggle : () -> Status

 OffWithEffect : (EffectIldentifier: EffectIdentifierEnum, EffectVariant:
enum8) -> Status

e OnWithRecallGlobalScene : () -> Status

 OnWithTimedOff : (OnOffControl: OnOffControlBitmap, OnTime: intlé6u,
OffWaitTime: intl6u) -> Status

NTEM RS, BIOEMEHET 11 RENEBES , RUUREREHRIEIIR,

BHMGTHAEQRAHRENERRAR C LR ENN,

R C &

struct iotmiDev_clusterOnOff

{
/-k

Each attribute has a getter callback if it's readable

Each attribute has a setter callback if it's writable

The type of ‘value' are derived according to the data type of
the attribute.

‘user’ is the pointer passed during an endpoint setup

OnOff &5 API 152


https://github.com/project-chip/connectedhomeip/blob/5bb5c9e23d532cea40476fc0bd1d3008522792ba/data_model/clusters/OnOff.xml
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- The callback should return iotmiDev_DMStatus to report success or not.

- For unsupported attributes, just leave them as NULL.
*/
iotmiDev_DMStatus (*getOnTime)(uintl6_t *value, void *user);
iotmiDev_DMStatus (*setOnTime)(uintl6_t value, void *user);
/*

Each command has a command callback

If a command takes parameters, the parameters will be defined in a struct
such as “iotmiDev_OnOff_OnWithTimedOffRequest ™ below.

‘user’ is the pointer passed during an endpoint setup

The callback should return iotmiDev_DMStatus to report success or not.

For unsupported commands, just leave them as NULL.
*/
iotmiDev_DMStatus (*cmdOff)(void *user);
iotmiDev_DMStatus (*cmdOnWithTimedOff)(const iotmiDev_OnOff_OnWithTimedOffRequest
*request, void *user);

i
BRT CEMN , R NFMEEHEN TEMEEREEHK.

/* Each attribute has a report function for the customer to report
an attribute change. An attribute report function is thread-safe.
*/
void iotmiDev_OnOff_OnTime_report_attr(struct iotmiDev_Endpoint *endpoint, uintl6_t
newValue, bool immediate);

EXRERERNAERETEENSHENN, HTEONOfFERE EMSEH , U TR
ZCameraAvStreamManagement £ & KRB,

/* Each event has a report function for the customer to report
an event. An event report function is thread-safe.
The iotmiDev_CameraAvStreamManagement_VideoStreamChangedEvent struct is
derived from the event definition in the cluster.

*/

OnOff ££8% API
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void iotmiDev_CameraAvStreamManagement_VideoStreamChanged_report_event(struct
iotmiDev_Endpoint *endpoint, const
iotmiDev_CameraAvStreamManagement_VideoStreamChangedEvent *event, bool immediate);

BINEBHEERTEFHRIIE

iotmiDev_DMStatus iotmiDev_OnOffRegisterCluster(struct iotmiDev_Endpoint *endpoint,
const struct iotmiDev_clusterOnOff *cluster, void *user);

21% 45 & 17 3R BN EREY Al P I IR 45 B B B

REERFPNINENRERE

AFNAT C-Function EMPEAURRREREERRBINEZRNR E,
FB

- REBZEDD

. REBFREERNEH

ZRERTHARIRE SDK 5122 MM RERLE, UTREHER T MAERLRET BN R

MQTT & FiniE A A B LR A HIEE B ER

UBEAZBGTR , MQTT BEFIRAEW JSON BN EEERER. RE , ©NEXEEE
ii*Ai‘SIE*E*“&LIEEFO flan | RIGREERARESERRITIIT A, 788 —NXFOnOFEEFH

KIHTR#1. EXMERT , HLREETFTRANGSE , REERALBET MQTT @&&E KIEF
X, XRREERERS#1 LEA On &,

HREEHELERFRERFRBFFAAE]
BERBLEEF#EN JSON FR, HRFERTEBUIRE , WHERBELEBEEF2KRIHIH

BIG A AR E AR, fla, T, HHEEELERFRE MQTT EER , EQRE
BOnOff B E XK On i TN NH EEEHBRE SEMBLRT R #1 £

BERELH 5
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WERFM C BHBEIMITH S

WREALERFERCRINANEBEEHAAETI. R/5 . C-Function I VA MR EH
HHCR BB ERRTER, Sl TR | REERL R A AR FRA
FER, RE  BRERLTFTA,

BB TANBIE IR Bl AT L

BARAMAEERARSE  BEEELERFLEHTEER. RF , ©LL JSON BRAIT WAL , HE
A MQTT ZEFinRERRAIREERTH. NTHE , WAEHH MQTT HENITE R ARKT
FHTBNE R,

SLEAFEBERNEHN
KixigE SDK SHPHEL AWK EBRLEREZERNEM. UTRERR T RES %,
R % A HIRE R B R KRB

HREBMERRELN , HIMERE LR TYIEZEMER |, C-Function R SERRELBERNEH
B, HEAENNBARBRENLE A BREEELEERF,
BRERERLEEFBFREL

HEHEALNEREFLBEREIENFEERRN AWS BfEEE,
HEHEIANEREFORRAHEA

RE , BEEELEEFER MQTT EFRRNRZLEBERNEHFRBIEEERET.

FafE A4 iRiR&E SDK

BREBU TSR Linux RE LBTRIRIRE SDK, ATHESEEHHRERE, MEXEE, W6
KI MR [REE

/A Important

examplesBZFHETRNARFREFHNFEEHRE (PAL) EXH;platform/posixXtZ
Z. BAEEFHERFERAEA.

FREEUTIENENMNTR , UBRRBSEEEUNEBER,

REBRE B RSB 155
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ER L IRIRE SDK

7
i% & Amazon EC2 3E44I

-_—

& 3% AWS Management Console 3£ AL Sk Linux AMI B3I S EC2 K6, &S5 (L5
B RIREMRATIERE) EC2HHy “WIF AT,

2. RIEMEHE

ERFFEEN , FEL T # Linux 2023/x86_64 EHRNKIE, RELENHFMRBIA
dnf install make gcc gcc-c++ cmake
3. (HE) REBEME
LiRiIRE SDK R EYEEHESER. WRER Amazon EC2 , EFREMITILS IR,

MREEERRBINARRF EC2 ZRIAREMA Amazon , FH) LM 4 H FFEMY IR B EES W AR
Wi-Fi M, HiIRFEEZHITTRMERE !

/* Provisioning the device PKCS11l with claim credential. */
status = deviceCredentialProvisioning();

4. BEEEZSH

® Note
EMEIRIECZ R, FIEE Provisionee ZREVZE R IE B FMFALA

example/project_name/device_config.shfEH L T BS S RE & ST -

BES
BMSE iR WTIREULE R
IOTMI_ROO B CAEB X4, B LAMAWS loT Core F X &1E
T_CA_PATH MM T2 Amazon 18 CA iEBE5 T
U X

FreafE A 4RI % SDK 156


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EC2_GetStarted.html
https://docs.aws.amazon.com/AmazonECR/latest/userguide/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EC2_GetStarted.html
https://docs.aws.amazon.com/iot/latest/developerguide/iot-dc-prepare-device-test.html#iot-dc-prepare-device-test-step3
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EMS iR AR ERBLAE B

IOTMI_CLA T X BB R EREFRIEHMNFALR |, EFEA

IM_CERTIF CreateProvisioningProfileAP| €12 E

ICATE_PATH BMXH., BXHHA , BZHEMERE
X

IOTMI_CLA AR X HI B R,

IM_PRIVAT

E_KEY_PATH

I0OTMI_MAN FEE SR L iRT R EFXREEER RS , BEA

AGEDINTEG URL, RegisterCustomEndpomtAPIo B

RATIONS_ENDPOINT B, ESREM B E AR o

IOTMI EEEK_THa_ REERRANIKOS ZRiIABERT , 0O 8883 AT MQTT

- m| EAEFMITRBRE, WA 443 KB RNIK
& {5 A K B A B il i (ALPN) TLS
R,

5. MEAETERINAERF

RERT WA LinuGERRARE | —IMIENZERELM—PNER2LEE  HEEH CMake
RERRERS.

a. FMENZEREINAERF

EXERHAZTNRER , BRTUTHS

>cd <path-to-code-drop>

# If you didn't generate cluster code earlier

>(cd codegen && poetry run poetry install --no-root && ./gen-data-model-api.sh)
>mkdir build

>cd build

>cmake ..

>cmake —build .
>./examples/iotmi_device_sample_camera/iotmi_device_sample_camera

SRR AT A RTC RFEFISRMFHEFNEMUREIRIA TER C B, EBTERATL
R 2 B TR F IR B RE.

FFiaME ALK I%IR % SDK 157


https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_CreateProvisioningProfile.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_RegisterCustomEndpoint.html
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FRARER

RN AR RE

[2406832728]1[MAIN][INFO]
[2406832728][MAIN][INFO]
ats.iot.region.amazonaws.
[2406832728][MAIN][INFO]
[2406832728]1[MAIN][INFO]
[2406832728][MAIN][INFO]
[2406832728][MAIN][INFO]
[2406832728][MAIN][INFO]
[2406832728][MAIN][INFO]
[2406832728][MAIN][INFO]

Device initialization and

com

pDeviceSerialNumber: XXXXXXXXXXXX
universalProductCode:
rootCertificatePath: XXXXXXXXX
pClaimCertificatePath: XXXXXXXX
pClaimKeyPath: XXXXXXXXXXXXXXXXX

WIFI provisioning

fleetProvisioningTemplateName: XXXXXXXXXXX
managedintegrationsEndpoint: XXXXXXXXX.account-prefix-

XXXXXXXXXXXX

deviceInfo.serialNumber XXXXXXXXXXXX
deviceInfo.universalProductCode XXXXXXXXXXXXXXX

[2406832728][PKCS11][INFO] PKCS #11 successfully initialized.

[2406832728][MAIN][INFO]

[2406832728][PKCS11][INFO]
through PKCS#11 interface
[2406832728][PKCS11][INFO]
[2406832728] [PKCS11][INFO]
[2406832728][PKCS11][INFO]
[2406832728] [PKCS11][INFO]
[2406832728][PKCS11][INFO]
[2406832728][MAIN][INFO]

into label
object.
into label
object.
object.

Writing certificate
Creating a 0x1 type
Writing certificate
Creating a 0x1 type
Creating a 0x3 type

Fleet-provisioning-by-Claim

Start certificate provisioning

Loading Root CA and claim credentials

"Root Cert".

"Claim Cert".

[2025-01-02 01:43:11.404995144][iotmi_device_sdkLog][INFO] [2406832728]

[MQTT_AGENT][INFO]

[2025-01-02 ©01:43:11.405106991][iotmi_device_sdkLog][INFO] Establishing a TLS
session to XXXXXXXXXXXXXXX.account-prefix-ats.iot.region.amazonaws.com

[2025-01-02 01:43:11.
[2025-01-02 01:43:11.

[MQTT_AGENT][INFO]

[2025-01-02 01:43:11.

connected

[2025-01-02 01:43:11.
[2025-01-02 01:43:12.

[MQTT_AGENT][INFO]

[2025-01-02 01:43:12.
[2025-01-02 01:43:12.
[2025-01-02 01:43:12.

[MQTT_AGENT][INFO]

[2025-01-02 01:43:12.

clean session.

405119166][iotmi_device_sdkLog] [INFO]
844812513][iotmi_device_sdkLog][INFO]

844842576][iotmi_device_sdkLog][INFO]

844852105][iotmi_device_sdkLog][INFO]
296421687][iotmi_device_sdkLog] [INFO]

296449663][iotmi_device_sdkLog] [INFO]
296458997][iotmi_device_sdkLog][INFO]
296467793][iotmi_device_sdkLog] [INFO]

296476275][iotmi_device_sdkLog] [INFO]

[2406833168]

TLS session

[2406833620]

Session present: 0.

[2406833620]

MQTT connect with

FFiaME ALK I%IR % SDK
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[2025-01-02 ©01:43:12.296484350][iotmi_device_sdkLog] [INFO]

[2025-01-02 ©1:43:13.171056119][iotmi_device_sdkLog][INFO] [2406834494]
[FLEET_PROVISIONING][INFO]

[2025-01-02 01:43:13.171082442][iotmi_device_sdkLog][INFO] Received accepted
response from Fleet Provisioning CreateKeysAndCertificate API.

[2025-01-02 01:43:13.171092740][iotmi_device_sdkLog][INFO]

[2025-01-02 ©1:43:13.171122834][iotmi_device_sdkLog][INFO] [2406834494]
[FLEET_PROVISIONING][INFO]

[2025-01-02 ©01:43:13.171132400][iotmi_device_sdkLog][INFO] Received privatekey
and certificate with Id: XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX

[2025-01-02 ©01:43:13.171141107][iotmi_device_sdkLog][INFO]
[2406834494][PKCS11][INFO] Creating a 0x3 type object.
[2406834494][PKCS11][INFO] Writing certificate into label "Device Cert".
[2406834494][PKCS11][INFO] Creating a 0x1 type object.

[2025-01-02 ©01:43:18.584615126][iotmi_device_sdkLog][INFO] [2406839908]
[FLEET_PROVISIONING][INFO]

[2025-01-02 ©01:43:18.584662031][iotmi_device_sdkLog][INFO] Received accepted
response from Fleet Provisioning RegisterThing API.

[2025-01-02 01:43:18.584671912][iotmi_device_sdkLog][INFO]

[2025-01-02 ©01:43:19.100030237][iotmi_device_sdkLog][INFO] [2406840423]
[FLEET_PROVISIONING][INFO]

[2025-01-02 01:43:19.100061720][iotmi_device_sdkLog][INFO] Fleet-provisioning
iteration 1 is successful.

[2025-01-02 ©01:43:19.100072401][iotmi_device_sdkLog][INFO]
[2406840423]1[MQTT][ERROR] MQTT Connection Disconnected Successfully
[2025-01-02 ©1:43:19.216938181][iotmi_device_sdkLog][INFO] [2406840540]
[MQTT_AGENT][INFO]

[2025-01-02 ©1:43:19.216963713][iotmi_device_sdkLog][INFO] MQTT agent thread
leaves thread loop for iotmiDev_MQTTAgentStop.

[2025-01-02 ©1:43:19.216973740][iotmi_device_sdkLog] [INFO]

[2406840540] [MAIN][INFO] iotmiDev_MQTTAgentStop is called to break thread loop
function.

[2406840540] [MAIN][INFO] Successfully provision the device.

[2406840540] [MAIN][INFO] Client ID :

) 9.9.9.9.9.0.0.9.9.9.90.0.0.9.9.0.0.0.0.99.9.0.9.9.9.9.0.0.9.9.9.9.0.0.9.9.9.0.0.9.9.9.0:¢

[2406840540] [MAIN][INFO] Managed thing ID : XXXXXXXXXXXXXXXXXXXXXXX
[2406840540] [MAIN] [INFQ] ======================== gpplication loop

[2025-01-02 01:43:19.217094828][iotmi_device_sdkLog][INFO] [2406840540]
[MQTT_AGENT][INFO]

[2025-01-02 ©01:43:19.217124600][iotmi_device_sdkLog][INFO] Establishing a TLS
session to XXXXXXXXX.account-prefix-ats.iot.region.amazonaws.com:8883
[2025-01-02 01:43:19.217138724][iotmi_device_sdkLog][INFO]
[2406840540][Cluster OnOff][INFO] exampleOnOffInitCluster() for endpoint#l
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[2406840540] [MAIN][INFO] Press Ctrl+C when you finish testing...
[2406840540][Cluster ActivatedCarbonFilterMonitoring][INFO]
exampleActivatedCarbonFilterMonitoringInitCluster() for endpoint#l
[2406840540] [Cluster AirQuality][INFO] exampleAirQualityInitCluster() for
endpoint#l

[2406840540][Cluster CarbonDioxideConcentrationMeasurement][INFO]
exampleCarbonDioxideConcentrationMeasurementInitCluster() for endpoint#l
[2406840540][Cluster FanControl][INFO] exampleFanControlInitCluster() for
endpoint#l

[2406840540][Cluster HepaFilterMonitoring][INFO]
exampleHepaFilterMonitoringInitCluster() for endpoint#l
[2406840540][Cluster PmlConcentrationMeasurement][INFO]
examplePmlConcentrationMeasurementInitCluster() for endpoint#1
[2406840540][Cluster Pm25ConcentrationMeasurement][INFO]
examplePm25ConcentrationMeasurementInitCluster() for endpoint#l
[2406840540][Cluster TotalVolatileOrganicCompoundsConcentrationMeasurement]
[INFO]
exampleTotalVolatileOrganicCompoundsConcentrationMeasurementInitCluster() for
endpoint#l

[2025-01-02 ©1:43:19.648185488][iotmi_device_sdkLog][INFO] [2406840971]
[MQTT_AGENT][INFO]

[2025-01-02 01:43:19.648211988][iotmi_device_sdkLog][INFO] TLS session
connected

[2025-01-02 ©1:43:19.648225583][iotmi_device_sdkLog] [INFO]

[2025-01-02 ©1:43:19.938281231][iotmi_device_sdkLog][INFO] [2406841261]
[MQTT_AGENT][INFO]

[2025-01-02 ©01:43:19.938304799][iotmi_device_sdkLog][INFO] Session present: 0.
[2025-01-02 01:43:19.938317404][iotmi_device_sdkLog][INFO]

b. REMNZERRIRNA

BEAERABITRRAER , BETUTSHS

>cd <path-to-code-drop>

# If you didn't generate cluster code earlier

>(cd codegen && poetry run poetry install --no-root && ./gen-data-model-api.sh)
>mkdir build

>cd build

>cmake ..

>cmake --build .
>./examples/iotmi_device_dm_air_purifier/iotmi_device_dm_air_purifier_demo
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SRR AN EAR MR/ T IFNEFNRN 2RI TRR C WK

ERARHRAIFNESR

LIRT R i
KR #: 2R OnOff
R R

HEPA i3 8 85 ¥

i M B R RR

B BRRRAERE TSRE
—ECBRE N &
FRGREN R
Pm25 RE &

Pm1 iR EN &

BEAMEEINEYRENE

WMHSHIVERNARFRL  EXEFENERETE,
6. BEIE:
REERKRRRHHF AT ESIERNARFNSEELEN Amazon EC2 R4l Liz1T, XER

AUEECHYEESG EFAMNEANARF. BIWIRE , S7 R AREESERRS KZH SN
AWS loT &%

a. FTREFEEREK

RN E AR A, FETH#E AP N ITHERE, tRGIER On/Off BEEMONOffE i
REBFIRZIIEE, BX APIWHFAEE , BSFER C WEM APl 21E,

struct DeviceState

{
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struct iotmiDev_Agent *agent;

struct iotmiDev_Endpoint *endpointLight;
/* This simulates the HW state of OnOff */
bool hwState;

i

/* This implementation for OnOff getter just reads
the state from the DeviceState */
iotmiDev_DMStatus exampleGetOnOff(bool *value, void *user)
{
struct DeviceState *state = (struct DeviceState *)(user);
*value = state->hwState;
return iotmiDev_DMStatusOk;

}
b. RERKRQFEEBEMEHEK

KOG , BB RQUISFEMENE R, TR TES :
i flEREAE,

A. TEARAEMEM SDK BEEiotmiDev_Agent_new()Z 8l , FHAMIEIRZNRIE,
EHREXMELDEE thinglD # clientlD S,

C. fFHiZiotmiDev_Agent_initDefaultConfig()EE NI K/ NMMBERIKERE
SHRESENRIAE,

D. ERAE®RE , FHZiotmiDev_Agent_free()EFFEHBK, XH AT LB IER
FtRABRENARFPHTEINEREE,

i. NEXBNSIMEHSWEZERRBEH
ii. U T R EM SFRI R R

FRAGERLIET SiotmiDev_Agent_addEndpoint() , XEE :

A HE—RILIRT R ID,

Rt iR RB R

—FRSHFE AWS BIEEEE VHREERE,
IBLRTRE , ERAMNNERSEIMEEMER.

BIMEFHIMBREEAEEN S THNEARE. REFENAFT LT UEH%E
LEE , BERIRIERZEEREPRES.

m o O W
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struct DeviceState

{
struct iotmiDev_Agent * agent;
struct iotmiDev_Endpoint *endpointl;
/* OnOff cluster states*/
bool hwState;

}i2

/* This implementation for OnOff getter just reads
the state from the DeviceState */
iotmiDev_DMStatus exampleGetOnOff( bool * value, void * user )

{
struct DeviceState * state = ( struct DeviceState * ) ( user );
*value = state->hwState;
printf( "%s(): state->hwState: %d\n", _ func__, state->hwState );
return iotmiDev_DMStatusOk;
}
iotmiDev_DMStatus exampleGetOnTime( uintl6_t * value, void * user )
{
*value = 0;
printf( "%s(): OnTime is %u\n", __ _func__, *value );
return iotmiDev_DMStatusOk;
}

iotmiDev_DMStatus exampleGetStartUpOnOff( iotmiDev_OnOff_StartUpOnOffEnum *
value, void * user )

{
*value = iotmiDev_OnOff_StartUpOnOffEnum_Off;
printf( "%s(): StartUpOnOff is %d\n", _ func__, *value );
return iotmiDev_DMStatusOk;

}

void setupOnOff( struct DeviceState *state )
{
struct iotmiDev_clusterOnOff clusterOnOff = {
.getOnOff = exampleGetOnOff,
.getOnTime = exampleGetOnTime,
.getStartUpOnOff = exampleGetStartUpOnOff,
};
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iotmiDev_0OnOffRegisterCluster( state->endpointl,
&clusterOnOff,
( void * ) state);

/* Here is the sample setting up an endpoint 1 with OnOff
cluster. Note all error handling code is omitted. */
void setupAgent(struct DeviceState *state)
{
struct iotmiDev_Agent_Config config = {
.thingId = IOTMI_DEVICE_MANAGED_THING_ID,
.clientId = IOTMI_DEVICE_CLIENT_ID,
I
iotmiDev_Agent_InitDefaultConfig(&config);

/* Create a device agent before calling other SDK APIs */
state->agent = iotmiDev_Agent_new(&config);

/* Create endpoint#l */
state->endpointl = iotmiDev_Agent_addEndpoint( state->agent,
1,
"Data Model Handler Test

Device",
(const char*[])

{ "Camera" },
1);
setupOnOff(state);

c. MERAMENLLERRFIREUEL Y
i KEXER OTA NARFWEA .

static iotmi_JobCurrentStatus_t processOTA( iotmi_JobData_t * pJobData )
{

iotmi_JobCurrentStatus_t jobCurrentStatus = JobSucceeded;

// This function should create OTA tasks
jobCurrentStatus = YOUR_OTA_FUNCTION(iotmi_JobData_t * pJobData);

return jobCurrentStatus;
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}

i. J@HAiotmi_JobsHandler_ startLAfIIB{b{ELLERRF,
ii. iotmi_JobsHandler_getJobDocumentBEMNIEEER TR RES X,

iv. FRINIREVES XH4fE , EprocessOTAREFBE ALK EE L OTA BEH R
Bl JobSucceedediA %o

static void prvJobsHandlerThread( void * pParam )

{

JobsHandlerStatus_t status = JobsHandlerSuccess;

iotmi_JobData_t jobDocument;

iotmiDev_DeviceRecord_t * pThreadParams = ( iotmiDev_DeviceRecord_t * )
pParam;

iotmi_JobsHandler_config_t config = { .pManagedThingID = pThreadParams-
>pManagedThingID, .jobsQueueSize = 10 };

status = iotmi_JobsHandler_start( &config );

if( status != JobsHandlerSuccess )

{
LogError( ( "Failed to start Jobs Handler." ) );
retuzrn;

while( !bExit )

{
status = iotmi_JobsHandler_getJobDocument( &jobDocument, 30000 );

switch( status )
{
case JobsHandlerSuccess:
{
LogInfo( ( "Job document received." ) );
LogInfo( ( "Job ID: %.*s", ( int ) jobDocument.jobIdLength,
jobDocument.pJobId ) );
LogInfo( ( "Job document: %.*s", ( int )
jobDocument . jobDocumentLength, jobDocument.pJobDocument ) );

/* Process the job document */
iotmi_JobCurrentStatus_t jobStatus =
processOTA( &jobDocument );
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iotmi_JobsHandler_updateJobStatus( jobDocument.pJobld,
jobDocument.jobIdLength, jobStatus, NULL, @ );

iotmiJobsHandler_destroyJobDocument(&jobDocument);

break;
}
case JobsHandlerTimeout:
{

LogInfo( ( "No job document available. Polling for job
document." ) );

iotmi_JobsHandler_pollJobDocument();

break;

}

default:

{
LogError( ( "Failed to get job document." ) );
break;

}

while( iotmi_JobsHandler_getJobDocument( &jobDocument, @ ) ==
JobsHandlerSuccess )

{

/* Before stopping the Jobs Handler, process all the remaining
jobs. */

LogInfo( ( "Job document received before stopping." ) );

LogInfo( ( "Job ID: %.*s", ( int ) jobDocument.jobIdLength,
jobDocument.pJobId ) );

LogInfo( ( "Job document: %.*s", ( int )
jobDocument . jobDocumentLength, jobDocument.pJobDocument ) );

storeJobs( &jobDocument );

iotmiJobsHandler_destroyJobDocument(&jobDocument);

iotmi_JobsHandler_stop();

LogInfo( ( "Job handler thread end." ) );
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R iRiR#E SDK BRI IRE L
FLA L% SDK BRIEHREFA. REUTSRITEHRES AWS loT RE FEEERK,
THARIELRRE SDK

1. MEESEREH S FTHEMRAHLIRIRE SDK,
2. RIEEHFARBEXFNFEIRFSE | XFWFE,

(@ Note
£iRiRE SDK ERBEF A LHT TN, EFEAEAR , BEREINH,

3. i SDK XH{RH ( BESR ) BEH TIEX.
4. FERAUTREEELNHRIFE

o RXHERE
- AXHBEF
- FRENE
o miIF/ANEESFIITE
5. EBHETAMRE PAL) 25l , BRAFANELRYREEHKIL. TEEEHE .
- BERGES
- AERE
- MO
- BEFFANER

’ PAL BHERERYiRZ £

1. EHNATFEERPIBETFEANENCE— B R, flwn, MREFEH FreeRTOS , BEL
BB —1B %, platform/freertos
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Example SDK B &4

### <SDK_ROOT_FOLDER>
### CMakelLists.txt
### LICENSE.txt
### cmake

### commonDependencies
### components

### docs

### examples

### include

### 1ib

### platform

### test

### tools

HOH OHF OHF OH O OHF OH OB O OH R

2. fFPOSIXZEXINH (.c F.h) M posix XHREFIFIFHFEBFH, XEXHNREESE
DA R BRME T — MEMR.
- EREENNEFEE
- PKCS #11 3=
- MgEmED
- REES
- REERNEEYRE
- BFIEFENH
- BETREBNWERE
3. FATLS REZHERE (TLS) B KiE, MBed

- MREBEZLEE5FE LR SDK IRASHMETE R MBed TLS R4S , & AIREH POSIX 3£,
o FRATREN TLS A , B LAERAMR A TLS R IMEmES. TCP/IP

4. FHEFEW mbedTLS BESFHHRHFAIETER#ITHR, platform/posix/mbedtls/
mbedtls_config.hiBRFTEXFWEIME S/ M.

5. ZERHFRXITESEKE CoreMQTT SRIGHITRE, Rt , BAHSRIE A AT S8 & 4% 5
Z
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typedef struct TransportInterface

{

TransportRecv_t recv;

TransportSend_t send;

NetworkContext_t * pNetworkContext;
} TransportInterface_t;

BXEZEE , BS11 FreeRTOS Mk L /Y& 5 O 3T,

6. ( ™ik ) SDK £ PCKS #11 AP| SRAEEIE B {E. CorePKCS AT REZITHIIEEHISEM
PKCS #11 K¥l, RMNBWUEEEFHREFFEAZENMEZLESS |, I EFEEER (TPM), &
HREER (HSM) L TE

« BEMA Linux XHREFTEREEN PKCS #11 XHRHE| , it R, platform/posix/
corePKCS11-mbedtls

o FELAT{ZESLI PKCS #11 PAL R, commonDependencies/core_pkcsll/corePKCS11/
source/include/core_pkcsll.h

« £ EXH Linux X FR S platform/posix/corePKCS11-mbedtls/source/
iotmi_pal_PkcsllOperations.co

s EERUENEHERBENEF#HMMEI8Eplatform/include/iotmi_pal_Nvm.h,
o FEFSEIMIRAESIHIHBINRplatform/posix/source/iotmi_pal_Nvm.c,

BXREMNBERE , FZH FreeRTOS AP EMHPHBIER OPKCS11E,
7. ff SDK #SERMNEENHRFRS

© IRIEFBEUEREEEERRIB TSR
- WIFFFBMEBIX KRR A EHXE

A AR Y v O

A EARNEN RO ARERNSENED, FFETRNSLIEEETAHRRES.

(® Note
BRMNBWEMNRTRAENZSESLENARFTR. SMINARFREHER T SRNZESLE
&e.
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1. TEFERRHIRAERFexamples/[device_type_sample]s
HIME , AERM—1N&BXRBAIER main () B,

2. Fmain.cX AT

3. BWINEWLRYEFERNARERF.
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HEF AT ESMAH ZRER (ERAFET)

ZRIA MQTT RE & SBASI 480 =15 ( TR E )

i\ MQTT XE1E AR 320 7 ( AT UAELE )
=\

REDFIH T IEE TEE APIRAE,

/* return code for data model related API */

enum iotmiDev_DMStatus

{
/* The operation succeeded */
iotmiDev_DMStatusOk = 0,
/* The operation failed without additional information */
jotmiDev_DMStatusFail = 1,
/* The operation has not been implemented yet. */
iotmiDev_DMStatusNotImplement = 2,
/* The operation is to create a resource, but the resource already exists. */
jotmiDev_DMStatusExist = 3,

/* The opaque type to represent a instance of device agent. */
struct iotmiDev_Agent;

/* The opaque type to represent an endpoint. */
struct iotmiDev_Endpoint;

/* A device agent should be created before calling other API */
struct iotmiDev_Agent* iotmiDev_create_agent();

/* Destroy the agent and free all occupied resources */
void iotmiDev_destroy_agent(struct iotmiDev_Agent *agent);

/* Add an endpoint, which starts with empty capabilities */
struct iotmiDev_Endpoint* iotmiDev_addEndpoint(struct iotmiDev_Agent *handle, uintl6
id, const char *name);

/* Test all clusters registered within an endpoint.
Note: this API might exist only for early drop. */
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void iotmiDev_testEndpoint(struct iotmiDev_Endpoint *endpoint);
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https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html
https://docs.aws.amazon.com/database-encryption-sdk/latest/devguide/what-is-database-encryption-sdk.html
https://docs.aws.amazon.com/kms/latest/developerguide/kms-cryptography.html#enveloping
https://docs.aws.amazon.com/database-encryption-sdk/latest/devguide/concepts.html#data-key
https://docs.aws.amazon.com/database-encryption-sdk/latest/devguide/concepts.html#wrapping-key
https://docs.aws.amazon.com/database-encryption-sdk/latest/devguide/concepts.html#keyring-concept
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- HERKYERRNEESYN I ERERZLRUEIEMNRREEXH. B REFMRZEEXHH
FHED , BEHEENEE.

s BXEEBXAFNFEHNEEENEH. EXREEHNBANESZEE , BSRAREREENEA,

- RAAFPHNMNASHER (PI), flINEZFHRIEME. BREFIS., RELAFER. RERRA
FiZE Amazon BRZFF (arn).

RESEK AR X R AWS KMS

NTo<ZARBRNRS A  AEEANFERARBSRERACNNERH, FHAZARKHERRD
™

- DUREHSXENEM AWS ZERAEAMNEZSR,

BAREREEKTATEENZZRA T ANRNBARE RS |, FS6H 2 INE RN

(@ Note

NTF AWS HEMERSR L TEERAXRK , AN AWS HENZREHMEA AWS |, BREE
5, BEHMHERATE. MABERT , REERER AWS BENZEAXRBINEENBRATSHK
=

BRTEABARBREESTE AWS KMS ZANMBEES , REEREER IAM Kbt BX IAM %
BHNEZELR , BSEFHRBEFNRE AWS Identity and Access Management.

B2 hn 2 2 1A

IEALAE A AWS Management Console 2812 tnZ %47 AWS KMS APIs,
Bl N4

% B AWS Key Management Service Fr & A R38R €22 KMS 2240 09 5 Bt 1TIR1E,

Cagi

ZEABEFEBHEEIX AWS KMS Z4R R IR. B AWS KMS B4R XEBE — N ZAKRKE, Z
ZEARBERE T BFLE AWS EIE AT LAE AR AR NAER . BxEARARKEHER
AWS KMS ZHHIF M MERANEZER |, B REARXREE G RINR,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/kms/latest/developerguide/create-keys.html#create-symmetric-cmk
https://docs.aws.amazon.com/kms/latest/developerguide/access-glossary.html#security_iam_access-manage
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LT RFABKRFHN RS , BU A EACREEXEERPEMN AWS KMS %41 AWS Ik 895
B FEEAER :

{
"Statement" : [
{
"Sid" : "Allow access to principals authorized to use managed integrations",
"Effect" : "Allow",
"Principal" : {

//Note: Both role and user are acceptable.
"AWS": "arn:aws:iam::111122223333:user/username",
"AWS": "arn:aws:iam::111122223333:role/roleName"

1,
"Action" : [
"kms:GenerateDataKeyWithoutPlaintext",
"kms:Decrypt",
"kms:ReEncrypt*"
1,
"Resource" : "arn:aws:kms:region:111122223333:key/key_ID",
"Condition" : {
"StringEquals" : {
"kms:ViaService" : "iotmanagedintegrations.amazonaws.com"
1,
"ForAnyValue:StringEquals": {
"kms:EncryptionContext:aws-crypto-ec:iotmanagedintegrations": "111122223333"
.

"ArnLike": {
"aws:SourceArn": [

"arn:aws:iotmanagedintegrations:<region>:<accountId>:managed-thing/
<managedThingId>",

"arn:aws:iotmanagedintegrations:<region>:<accountId>:credential-locker/
<credentiallLockerId>",

"arn:aws:iotmanagedintegrations:<region>:<accountId>:provisioning-profile/
<provisioningProfileId>",

"arn:aws:iotmanagedintegrations:<region>:<accountId>:ota-task/<otaTaskId>"

}
},
{
"Sid" : "Allow access to principals authorized to use managed integrations for
async flow",
"Effect" : "Allow",
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"Principal" : {

"Service": "iotmanagedintegrations.amazonaws.com"
},
"Action" : [

"kms:GenerateDataKeyWithoutPlaintext",
"kms:Decrypt",
"kms:ReEncrypt*"
1,
"Resource" : "arn:aws:kms:region:111122223333:key/key_ID",
"Condition" : {
"ForAnyValue:StringEquals": {
"kms:EncryptionContext:aws-crypto-ec:iotmanagedintegrations": "111122223333"
},
"ArnLike": {
"aws:SourceArn": [
"arn:aws:iotmanagedintegrations:<region>:<accountId>:managed-thing/
<managedThingId>",
"arn:aws:iotmanagedintegrations:<region>:<accountId>:credential-locker/
<credentiallLockerId>",
"arn:aws:iotmanagedintegrations:<region>:<accountId>:provisioning-profile/
<provisioningProfileId>",
"arn:aws:iotmanagedintegrations:<region>:<accountId>:ota-task/<otaTaskId>"

}
I
{
"Sid" : "Allow access to principals authorized to use managed integrations for
describe key",
"Effect" : "Allow",
"Principal" : {
"AWS": "arn:aws:iam::111122223333:user/username"
},
"Action" : [
"kms:DescribeKey",
1,
"Resource" : "arn:aws:kms:region:111122223333:key/key_ID",
"Condition" : {
"StringEquals" : {
"kms:ViaService" : "iotmanagedintegrations.amazonaws.com"
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"Sid": "Allow access for key administrators",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:root"
},

"Action" : [
"kms:*"

1,

"Resource": "*"

BREAENESER , FEREAE.

B INEEIE

THREHNBGEENEIN TERLEERNBENZREERERE, SERVNEAEEEXN , R4
FRREEEMBERE, SALLEREERIAAWS HENZADEEESHE AWS KMS 4.

AWS Management Console

B EHREHIMNZEE AWS Management Console , i53FF AWS loT RE £ , AESMEIE—
BREINREEEN > 1RE > NF, EMBREEOPR , BB IEREHNE AWS KMS AREFHEN
MEBRE , LRETANMERT . £F BENNBRE (SR )" UEFRIE AWS KMS 4] |, t
ATLUER “BIE AWS KMS 47" REIZB M EFREZER.

AP| 55

EREERT , BRTEE APIs A TEE AWS KMS Z4R8 & E
B : PutDefaultEncryptionConfiurationflGetDefaultEncryptionConfiguration,

EFEHRIAMFEE , HAAPutDefaultEncryptionConfiuration, B
PutDefaultEncryptionConfiuration WEZEER , i§ZFHPutDefaultEncryptionConfiuration,

EEFRIAMFBE , HHHEGetDefaultEncryptionConfiguration,
BX GetDefaultEncryptionConfiguration WEZER | &S
% GetDefaultEncryptionConfiguration,
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https://docs.aws.amazon.com/kms/latest/developerguide/key-store-overview.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_PutDefaultEncryptionConfiguration.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_GetDefaultEncryptionConfiguration.html
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FRESRNF O RIEE

AWS Identity and Access Management (IAM) AWS fR$s T #EIEE R T2 i iZHIX AWS BIRY 5]
PR, |IAM BE BRI A SUH TS BRI (2% ) MR (BNR ) EAREERRR. BAILUE
A IAM AWS RS , TEXNENTEA.

FA

- ENX

- FASHHITIHRIE

- EARKBEERR

« AWS RESERNIEE XK

- REERNAS IAM BEEEA

- REERNET S BRI KA

s WHEESER. SO A E#HITHEER
- ERABRSHEXAGHITREEN

R

&I E A 5 AWS Identity and Access Management (IAM) @B FE , E4AEURTEEXEER T
P E T4E,

B AP MRLEATEERBSERITAE , WEHEER &N SREF BN TIERRR, UIREA
FEMAEERDERER TN | ATEEEIANRR. 7ROAEEHHRREHTFEREER
EREANNE. MRATERAEEER TR , ESANEEER. 5OV 0H TS
B.

BESERR-MREARLTANEEERRR , WARABNEEERANTEHEANR, ENITFERH
LRSS AP RGRIBEREESER. DRNAR. RE , B&400E IAM EERERERAERRS
APFANRR, FEFZRELNERNATHE IAM WEXRES, EFA T HENLQANAF IAM 57EE
EX—BER , FEREEERNAS IAM BEEEH.

IAM BER — REE IAMEER , N AEEEFHA 7RI MAERERKEELEERNIH RN,
EEFLETUE IAMFFERANETEANREEERRE RS , H5H. TEERNETEHANERRR
il
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A SMHITE ORI

BRBIERE AWS FASMEIERFNAR. BXTE IAM AR BHHETE AWS KRB E
IAM BeHTEHRRIE (B2FAWS ),

B ERBEY A REMNERENL AWS BRE 514 %%, AWS IAM Identity Center ( IAM Identity
Center ) AP, RLOFINERBEZE MR LAKREN Google = Facebook EIRMEKE F 108 =Hl,
LEUBKE B REREN , SNEEALGER IAM BERET BHKERIE, HIRERKSHR AWS
i, R ERERE—1NEE,

BRIBEWAFER | EOJLLEF AWS Management Console 2 AWS HRITF, BXERXRNEZEER
AWS | B2 (AWS &F AFERE) PHIAEREE AWS IKF 1,

WMRIE AWS BURTEAXNIFR |, N4 AWS BERETF AEH (SDK) MéarH1THE0 (CLI) , MEFEAE
HERFNERBITNZEE, NRERFFEHAWS TE | NIXFTEHCEBER, BXERABENSE8
TXEERNEZELR | B55H (AM BFERE) WA TEE AP i5REAWS £ A 4,

TFERAMSMARIESE , FHUREEERHEEMRLER. HlU1, AWS BUEFEAZSES R
(MFA) SkiREKFHNREM, ETRESELR , 550 (AWS IAM Identity Center A 1ERE) FNZ
EHHRIERNM (IAM BFER) F1 1AM FHAWS ZE 5 A KIE,

AWS Ik FF root A F°

BIZet AWS Ik, BEREE—NEBEREN , ZEOTUAT2LRKS, FHRAERIE AWS RS M
Ro MWEBEHI AWS K™ root FF , A & 01 MK 7 B F 49 B8 F iR 4 3th 41t T 23 68 2 S B /] 13 ]
Z5M. BARNETEEARAFNITEREES. RFPFRAFEILE , HAEAXEZIERKITRA
FPRIMPITHNES. BXERGUBAFSFOEITNESHTEIIR , 5K IAM AFEEFNEE
BAFFIUENES,

S

FEARESRER , ERXRAXAF (SREEEEAHRANENAR ) FASEHREENEKS B HRIE
AWS RS B IErHEB BT,

RESMREZNDLAFBER, Web 124, Identity C enter BRFHAF , HEEMAFEA
AWS RS BN 5 oRIBEHIEEFHTIHEAAF, AWS Directory Service Bk & & 1015 18] 84 AWS
e, iEgnEAe | ACREIEHESR,

EEFEBIHRINE , BWWEFER AWS IAM Identity Center, & A BLFE IAM Identity Center AR 8% F
FRMEL , SO UERARSIEECHEMRTIN—HAFNEAL , LEEENAE AWS K-

ERBHENEHRE Y


https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_sigv.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/enable-mfa.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/enable-mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
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RIRARFHER. X IAM Identity Center S 2 , iS5 AWS IAM Identity Center Fi 38R 11
Z & |IAM Identity Center ? .

IAM AP B4

| AM A 24 AWS IKF AR NMNARNARFEERENRN S B, ETENERT , RIMNEBIE
AIEREIE , MARMEEEKEI (MEBMBRZH ) B IAM AP, B2, IREE-LEE
WERZSEERHEIELR IAM AP | BUUERHRIE R 34, E%E%Ew,m/@<mmth
M) PN TEEKHREIENAS  NEZFENEHIHEER.

IAM AR —NMEE—H IAM AR B R, BTeEEREANEHESR, BUUERAXR—XIERIZIMNAE
FEENR, MREXERF , FRATUERMMEBRAFNR, flin , SBE— N a2 hNE
4B, IAMAdminsH EiZEA B FEE IAM FRIBR,

AFREAGFE., AFE—ESEMNARBRNARFXEK K MAREEILEECHNEMAKRA. AFE
BAKANKBEL K mAeRHRNZE. ETHEZEER , BEZH (AM AFER) 98 1AM AR
RS ESA

IAM B

|AM AERENIBERRENR AWS IKF HWEM. ERET IAM AR , EEREARTXEK. EE
FIRRTELE IAM B AWS Management Console , & LM A F 12| IAM A6 ( 248 ) . &T
LB A AWS CLI 5 AWS API R ESEABEEX URL RRAAE, BXxFRACHEEZNESE
B, #ZH (AM AFER) PR ABEBNE Z.

BEHIGEIEN IAM BRELATERLTERER :

- REAFHE  EARESHIENR , BUEABGHNAGENNR., YRE5HHTEHR
iftﬂ‘f ZEHEEACHEXBAMBE THACE LN, BEXATHREFHRIINAGHE
, mZHE IAM AFER) PRHNE=F SO REBUERAE (KESHRIE) . ﬂﬂ%i&?ﬁﬁﬁ
IAM Identity Center , NI ZEEFRENRE. N EFHENSHEHTEMRIUEETRIHERANE ,
Identity Center FHXPRES IAM A B BHEXEK, BXNRENEE , ESH (AWS IAM Identlty
Center AF1EF) FHNRE,

o IERt IAM B FPABR - IAM AP ARRA IAM RS AR® , LERRESHNBEESHTRNR,

- BIKFER : £9UFER IAM SEUATTREKFHRHNENA ( TEER ) HREEHIKS PR
Ro ABRRFEKFIHENBEHEESR, B2 , I TELRR AWS RS , Er LU RS EZH
MEFR (MAREAACENRE ), ETHRATEKFHTRANACGNETRRNER ZRNE
B, ESE IAM AFEREHRHN IAM B BIK S &RIGE .
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https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/gs-identities-iam-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/gs-identities-iam-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage-assume.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html

HIEEE R AWS loT Device Management FERARER

- BIRS R — B AWS RS ERAEM AWS IRFSRSHEIIhEE, flan , HEERS PIKITHIE
i, ZIREBEESE Amazon FETRAREF EC2 HIE Amazon S3 FE#ENR. RS ATEELER
REARNEHENNR, FAKRSACDSMERRSHEXAEKRRNITIHEE,

- ®BRIFRISE (FAS) — HZFEH IAM AR ABEPIRITIRER AWS | BEUNERA. £H
RURSE , BAgESMT—NMEE , ABUBREETHMERSZHEH S —MRE. FAS £HEH
ERANNEAR AWS RS B RS A HIERBER, AWS RFREYERFRIFZESHM
AWS IRF SRBRETRETHRNIERER , FoakH FAS R, EXMERT , BLMEFHIT
XFAIIRIENNPR. XA FAS BERNKREFE , BSRERHELE,

- RFAL - RFACGRBRSAREEENIK, PRITRIEM S RN IAM A€, 1AM EE G AJAE
IAM FalE, ERAMPBRRS AR, BXEZELE , H5H (AM AFER)Y PHeIER[ AWS AR
SERRXBERAE,

- REHEXAG-BRFHEXACR—MERSHEXEKNESAR. AWS BFRSTURKARKER
TRENERG, RESHEXACHINELZNS AWS IKF |, FBEARSFE. IAMMEBEBRTUES
B EE4mERSHEXAENIR,

« £ A@@ mazon LETHNARER EC2 — ZRAILAEA IAM AREEE EC2 Kf| LE1TH A H
AWS CLI 5 AWS APl IR N AR FHIEFHES, XHE7E EC2 SKflhFE TR ZAETR, E
N EC2 k608 AWS AEHERETHEAMENARFEER , BFEE0E MM ZSE IR K5
BEXH, ZHBEEXHETEZAC , HAYE EC2 XMl LETHREFRERMER, BXESE
B, EZH IAM AFEETHNEA IAM A6 E7TE A mazon EC2 32| LETH N AREFR TR,

£ F SR E IR 17 )

ERELAWS B eI 2 R EM IR AWS SH R FERZEFFAHRNR, REREFH—
MR AWS | SEEHHFARIEN , EQELENR, AWS EEEA (AP, root AFHAES
E ) RHERTAEXLRE, REFHRBERATERIELER, KSBERKELL JSON 34
By AWS FEXfFEEH. BX JSON RBNHENEHMNABTNESEE , SR IAM AFEREFRY
JSON KB

EERWLER AWS JSON REERIEEHEARIBEMF L, BREYR , BNEETUNT LR FERITER
&, ARIEMHAZRHETHIT,

MIANBERT , ARFMALRXENR, ERTFRAPNAERFRITRENNER , IAWM EER T 6I2
IAM KB, EERBETUARAERMMNIAM KB , HREATURABE,

IAM SREEE IRENNR , TXFEFERAMI G EZHITRE. 0, RIREEF—N AW iam: GetRole
BRENKE, HEIZFERNAF UM AWS Management Console AWS CLI, X AWS API 3R EXA &
B,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#access_policies-json
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ET 508K

ETEHNRBETMMESZH (0 IAM AF, AFASAER ) 1Y JSON RRREE A, XL R
EHRFMASAEMPRA TN BERRRITHBLERE, ETHRNTOERET HHRRRE  FSH
(AM RF$Em) FHVEAE S EERBE L EE YL IAM IR,

ETEHNRBALR -SARNAKRKEREEA KK, ARKBEERALEINAS, 4HAG
. RERBRMIMAVKE , SULLEEMMIFHSIRAS, HEANAE AWS K, RERKIE
AWS HEXRBMEFEERE, BT HRNMEEERBNARKE 2BRTER , BS6H IAM BF
B PRERERBSRNBRERR < BFEITEE,

BT HIRM R

ETRIFHRE MR R JSON RN, BETRFMNRENRESE IAM ABEERKEM
Amazon S3 FHEMEKE., EXFETHRVRBHRS T , RSEE R JLMER EIREZHII 4 E R
FREVEE . N THEERMIMREA TR , REEE IS EE AN 2R RINTREREAREF LSRN
THIT, BUFEETRBENRBEPEEEE, ZEEATUEEKS, AR, A2, KSR/ AWS

e

ETRFHNRERNM T ZRSFHRNEKERKE, ETREETRARNKBEHERM IAM P AWS EX
B

HEEFI5] R (ACLs)

REFIFIR (ACLs) 2HBLERFEA (KFKA, ARRA® ) BNBRER, ACLs SETHIRM
REERL , RETMAEEM JSON RME K,

Amazon S3 # Amazon VPC R X FM RS =¥l ACLs. AWS WAFE T EZ{SE ACLs , iEZH
(IO EAFEFRSTT X EERE) FHhRES FIER (ACL) #ER,

HREgRE
AWS XFHMAIAERAREERE, XERBRETLREERE ANKBERERER TFHRANR.

« RRBFA : NRLAR—ANSREBAL , AT REETSHHREETLRN IAM =K (1AM AR A
&) BFHRANR. EUTAEBRENRILR, XELERNBEEZEETHRNRERENROR
M, £ Principal PEEAFSACHETREN KRBT ZNRLARH, E—MXKFHE
NELFBEAR Y. BXANRURNESZEE , HSRIAM AFEEDH IAM ESEHRRII R,

. FRSIRHIER (SCPs)- SCPs RISEAARMIA LT (OU) KR AR JSON HH AWS
Organizations, AWS Organizations  —H A FTXZHN B HENZ AWS K~ T T2 HMEH
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/acl-overview.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
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EENRS. MREEAALTHFAEIIEE , WA LUFRSEHIKE (SCPs) AT ENEARAE
tk . SCP PR&IAK R MK PHISEE (BEEND AWS kPR AFEE ) PR, A% Organization
SCPss MINEZE L |, 210 (AWS Organizations A 1E/) YIRS 3 HI R,

- RIRIEFHIKEE (RCPs) — RCPs & JSON KB , WAl LU ERIEEMK A &R & AT A
R, MAEEEFHMBERENENEEN IAM KB, RCP BR&IKAMS PR RNNE | 3#
ARE B (BIEEHD ) WERIR AWS IkKFIRAF , TRXESHEEE TENWAL,
A Organizations WEZ{EE RCPs , ‘@#E AWS g% ZX#FH %% RCPs , 525 (AWS
Organizations FAFEmM) W EIFEZEHIFKE (RCPs).

- 2EERE  RERBREIAEURESANBERKRES A/ B IGR 2EMEN SBUL BN S KK,
ZROFENNREAFIBENETHHNRBMNSERBHTE, NREBALUKBEETHRAR
B, F—URBHPNEXNELFEZAN. BXREZER , E5H IAM AP EEPHNSERRE,

S REERE

HENRBEWRBEEA T —MERE , ERBRREMERNELIRE, BT RES RS REERER
W AWS BERB AWFIER , 5K IAM AP EEHRNRBITEEE,

AWS FEEEKNIEE R

EOAS. HANARFNKR , FH AWS REXBILLECHEERREREESZ. SIBNNEAKRER
FIREARA IAM HF EEARBFENRAMT W AR, BREA] , EAERAERIIN AWS £EX
B, XLERBBEEFENEARG , AIEEN AWS IKFHEM. BX AWS REXBNESER , 55
5 IAM P isEHRAWS FEE R,

AWS BRS 43 MEH AWS HE R, BT EER AWS RERBHHNR, RSBER2ME AWS £
EXRBR MNP RAZIGFIFE. WREFSL WM MRBNFAESH (AR, ANEE ). 3B
IR ERFRETAN , RSHBETRSER AWS BEXKRK . RESTa2M AWS HERBHPBER
R, R R E# A 2B ER AN R,

LA, & AWS T EHBES MRS TEIRENIEE R, B4 , ReadOnlyAccess AWS & K RE 12 14
FATE AWS RS MR RH RIRGRINR. MRS BIFINEER , AWS &AFIREMEZIRR RN
BR. X ITIEERRERBEM PRI , FSH IAM AFIEEPHNER T THERENAWS FEE XK,
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_rcps.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
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AWS IEEXRRE : AWSloTManagedintegrationsFullAccess

&AL AWSIoTManagedIntegrationsFullAccess REEKEINZE] IAM B3

HHERFNEEERFMEXBESHELIFRINER, EEPEEF LB AWS Management Console
&2 B AWSIoTManagedintegrationsFullAccess,

NRIFEHER

ZERBIEUATINR

-« iotmanagedintegrations— MZRNIMLLREER IAM AP, BEANASRUNEESKFMEXR
SHELTHEN R,

- iam— AFHEMN IAM AR, BEANAGEDAE AWS K RSHEXAE,

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "iotmanagedintegrations:*",
"Resource": "*"
},
{
"Effect": "Allow",
"Action": "iam:CreateServicelinkedRole",
"Resource": "arn:aws:iam::*:role/aws-service-role/

iotmanagedintegrations.amazonaws.com/AWSServiceRoleForIoTManagedIntegrations",
"Condition": {
"StringEquals": {
"iam:AWSServiceName": "iotmanagedintegrations.amazonaws.com"

AWS IEEXKRE : AWS lo TManaged IntegrationsRolePolicy
BT LU AWS IoTManagedIntegrationsRolePolicy REEHIANE] IAM B 17,

ZHEEFIEEERRRE KRS Amazon CloudWatch B EMIEFRARE.
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EEDEF B AWS Management Console , iEZ#AWSIoTManagedIntegrationsRolePolicy.

KR FAE R
ZERBEBEU TR,

« logs— 1R 812 Amazon CloudWatch BHZEA H I B ER & M EIX LA A ThEE,

+ cloudwatch— 1##t& % Amazon CloudWatch 1E8¥r89ZhEE., BHXxTLT# CloudWatch 18R E %
E8 |, BESRETSEiER CloudWatcho

"Version": "2012-10-17",
"Statement": [
{
"Sid": "CloudWatchLogs",
"Effect": "Allow",
"Action": [
"logs:CreatelLogGroup"
1,
"Resource": [
"arn:aws:logs:*:*:log-group:/aws/iotmanagedintegrations/*"
1,
"Condition": {
"StringEquals": {
"aws:PrincipalAccount": "${aws:ResourceAccount}"

"Sid": "CloudWatchStreams",
"Effect": "Allow",
"Action": [
"logs:CreatelLogStream",
"logs:PutLogEvents"
1,
"Resource": [
"arn:aws:logs:*:*:log-group:/aws/iotmanagedintegrations/*:log-stream:*"
1,
"Condition": {
"StringEquals": {
"aws:PrincipalAccount": "${aws:ResourceAccount}"
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}
.
{
"Sid": "CloudWatchMetrics",
"Effect": "Allow",
"Action": [
"cloudwatch:PutMetricData"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"cloudwatch:namespace": [
"AWS/IoTManagedIntegrations",
"AWS/Usage"

RESERNIE AWS BRI E#

EERZRSTHREBE AWS TEERNAERBEMUARXEZFNFAEE . BREAXMETEE

ENENRE , BEEESEAENLICETE LITH RSS feed,

B EPU B &
REERETHRREENR REERITHIRIRE AWSH 2025 3 A3 H
EREHER

RESERUME IAM BESEH
TR IAM EEAEERNBERRZA , #5% 7 BTG RN TUEAMBLE AM ke,
AJ{EFEE AR E A1) 1AM ThEE

IAM HHE RESEXF
ET S HaYREE =

RESRMNMAE IAM BEEER
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IAM i REERTR
BT RIRH R &
RERAE =
B BR =
R R 2
ACLs f\

ABAC ( REEHPRIFRE )

7|

EIE 2
BEAE 2
REZHExAE =

ELEHTHREEERNEM AWS RESIMAEXRZE IAM TheEBl &R , 25 1AM AFREEHRNE
IAM BL& R BAWS BRS.

ATRESKNVET SR
XBETHHNER: R

ETEHNRBETUMMESZH (0 IAM AP, AFASAE ) B9 JSON SRRREE A, XL R
EHERFMASAEMPRA TN BERRTHBERE, ETHRNTOEZRET HHMRE  FSH
(AM BiFiEE) FNEATM EEARKE L BE X IAM RR,

BEEA IAM ETESOREE , EUUEEATIELNRENTRURAFRIELRENTSE, &
TEEETEONRBPEEETSE , BN CERTEMMNAFHAE®, ET7HAE JSON K E
RBFrETE , F5H (AM BFER) S8 JAM JSON KB TE5I A,

RESRNET 5 ORI RH

EEEREENETEONRBHRS , E2H, TEERNET S HHRERM
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html
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REERPETHRIRN K
XBEETRRNEXE &

ETRIFHREE M N FRAY JSON KM, ETRFMNRENRESE IAM ABEERKEM
Amazon S3 FHEMERE., EXFETHRNRBHRS T , RSEER JMEREMNREHIIEER
RAVTAR . X THEEPHINRIEE TR | RIEE IS E 4T X 2R RRITHL R E AR A L&A
THIT, BEFEETRRNRBEREEEE, ZTEATUEEKS, AR, A2, KSR/ AWS
R3S

ESABK/ER , SRCHEANKS SHEMKS P IAM XEEENE T RRN RPN ERE, F
BKFEAAMBETHRRNEEARBYGEXRRTEN —F¥ME. SZRANRELTFEMNER
AWS TKF , AIEIKF R E IAM EEE R ESMEEEARE (AFRAR ) RTFBRERHNR, tb{]
BEHETHONRBHMNBEEURTFRR, B , MRETHRRNEBOE - MNKSPHEART
WERR , WFERINNETEHNKRE. BXEZER , H5H (IAM AFERE) F1 IAM 8
B0 P B R 1R

RESABIBURE R
XEFRBRE R

EE R WLAER AWS JSON REERIEEHERRIBEMF L, BREHR , BN EETUANF AR FERITER
1, AREMAAZKHETHIT,

JSON REEHY Action TR AATERKP AWRIEL B RINRE, RBREEESXEKN AWS
APl BRIEE R, B—LEHINMER , HIAURBIE AP BENXRENR R1E, T -LREFTEERK
FINITS MR, XM INREFR MK RAE

HREE 2 ERFEUR FHATREIREAIRR,

EERFREERBREIR , B (BSENSE) PHEESEKELHRE,

RESERFHRBRETRENEAULTHR

jot-mi

EEENMEYPEESTRE , BEMAESFHENRT.

"Action": [
"iot-mi:actionl",
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_your_service.html#your_service-actions-as-permissions
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"iot-mi:action2"

]

EEEREERETEONRBHRS , E2H, EEERNET S ORI RE R
RESERB KRR IR
XPBRERAR : B

EERWLER AWS JSON REERIEEHERRIBEMF L, BR2WR , BNEETUANTLARFERITER
&, URIEMAAZRHETHIT,

Resource JSON R T RIEEEQHNAREN —IRZ MR, BAXMNEE Resource
NotResource T&, ENREXER , BEAHE Amazon BEEH (ARN ) IBERR. W FXEHE
FRER (MR BRBRRENIR ) WIRE , BRI AT E,

NTFAXZFERBRRENRORE (WIHRE ) | FEABERS (*) BENEONATHRERR,

"Resource'": "*"

EERREEURFRERHEIIR ARNs , F5H (BRSFENSE) P REERELNHR . BT
RS T DAGE AR IRVERIEE B HIRAY ARN |, BSREE SRE XWEE.

EERREERETHONRKBH RS , ESH, EEERNET S ORI EK KM
RESERNRBERFESR
XBRBETRSHRBERMGE : B

EIE R A LAER AWS JSON REERIEEWANGRMT L. WHRY , BN EAATLIT AR RERITER
&, BAREA ARG TIIT,

£ Condition Jt¥& ( = Condition R ) & , TS EBAERMNEH. Condition TERTIE
N, BUNUCEFERAZGZER (W, EFTHDNT ) BEHRER , UERBPHNFHEESERPHE
FITE

MRBE—MBEAPFIBEZA Condition THE , RELE/ Condition TEFIBEZMNE , W AWS
B4 AND ZEIREEN]. REBANENZHERIEESNE , NFERHIBEORZER AWS #1145
., ERFIEUNNR 2B LTHE B FTE NS,

FERRMME AV B2 A T


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_your_service.html#your_service-resources-for-iam-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_your_service.html#your_service-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html
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EREERGN , BETUERASUNEE. Sl , REEEA IAM AF &2 IAM AP, 8385
HEFHRABFRHINR, BXEZELR , 520 (AM AFER) 98 IAM K TE  TENRL,

AWS X F2RFHBHNBETRSHFM4ZH, BEEEME AWS £2/FM4E , SR IAM AFE
FMFRIAWS £R/EH ETXER,

EEEREEMFHFRAIER , HE5H (RSENSE) dWHEEANFAEZR. ETHRAIUERAS
HRNRENTR , FSREESERELBRE,

EEERTERETIONERNRE , B5H., TEERNETEHNERTH
ACLs EIEEER T

*# ACLs : &

mEEH 5K (ACLs) ZHIMLERIEA (KFKA, AFZAR ) ARBRFR. ACLs SETRIFEH
REESREL, REEANIAER JSON KRB HEER,

T A FEEERBABAC
X# ABAC ( REEFIVIRE ) : BfO ¥

ETEMMERES (ABAC ) BR—RERNEE , ZRBETEMERENR, £+ AWS , XLEEM
MAIRE, BAILE IAM SHHE ( AR RAE ) MFS AWS BIRMINRE, FRSSSEMRIFER ABAC
ME—H, RFIRIT ABAC K , SUEZHENHFRE SN2 15 R 8B FIRETE A RV RE,

ABAC EREBRKWIARFIFERH , HERBERLSRIUNITR T IR HERE B,

EETHREEHER , BFEEZMFEA aws:ResourceTag/key-name, aws:RequestTag/key-name
= aws:TagKeys ZUHBERBANZHTEPREFRZIER,

MRENMRSN TENRARREBIGAEX=AFMGE  WNTZRS , ZEAR. IRENRSX
N T Mo RBRREZFRAEX=ZAFZARE , WZENETD.

AR ABACHMEZEE , BZH (IAM AFiEr) FHEA ABAC RNENKRE. EEHIRE ABAC
SROHE , FSHE (AM AFER) PREAETEMENTRNEZES] (ABAC ) .

ERERKP LA b il
RIS IR : 2

LSIRERERHER B R , L AWS RS TEER, AXESEFEE , SFEWMLE AWS RS ER TR
BHES |, FZH IAM AFEEFHAWS S 5 IAMBEEANEE.
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MREERRAFBNBDRZANEMSEZES , W AWS Management Console & # 2 IGEIEF.
flan , KB AWS RN EIMNE QB R (SSO) #E#TIHMA |, ZERLEBIEIITER. HEN
AR EHREFREHE , RAENRACKH , FESBHBIGREIL. EXIRABGHNEZER , HSH
(AM BFiEm) RMMNAFTIRE IAM B8 (BEE ).

BRI LAEA AWS CLI 2 AWS API FEI|ZIGEHES, RSE , &0 LUE X IR aTHE B # TIHE
AWS, AWS BIEHBERIGEER K MARERAKBHRZHRA, BXEZEERE , BHSHE IAM FHY
IS Bt &2 2 EALE

FREERIE RS EENEE
YRELFRAE (FAS) 2

HEER IAM AR AEEPHITRIEN AWS , BEURNERA. EARLERSEH , BAE2RIT—
MRE , ARHBREERMBRSHEE —MEE. FAS ERARAZERANNRUK AWS RS @T
RS R HERAVIER, AWS BRFERABHRSWEIFTESEHAM AWS RS ERRXE S BETTARAYIE R
B, F2KRH FAS iR, EXMBERT , BLMEBRITXMIURFEAINR, BXAKH FAS 1EREHY
REEFE  FEAEREE21E,

RESEABERSAE
XERFAG R

RS ABRA—TURSEME. KREFTREN IAM BE. IAM EE R A LE IAM R oI, Sl
BRERSAG. BXESZER , E5H (IAM AFER) FHIZEGR AWS BRSERNENAE.

/A Warning

FARFSACHNRUERLBAEEER DR, AEIREERREATHAXESH , X 0R
BRSAE,

REERHRSHEXAE
XERSEXAE 2

BSHAXABR—TMERSAXKN AWS BSBRSAR. RS AUKARKRERTRENESR, RS
HXASHIELN S AWS K/ |, FERARSHAE. IAM EERTUESEBTEEERSHEAXAR
YR BR o
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
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BXREUBRFEERSHERACHEAEE , FSHERES IAM BEEHANAWS RS, ERPEXRRS
HXABIHEE Yes R, BRRHEUAEFTZRSHNRSHERA B,

RESUNET 500 KR

HIANBERT , AFNAEENCIBRRERIEEER TR MI1EFTEER AWS Management
Console, AWS Command Line Interface (AWS CLI) 2 AWS API 31T %. EZFRAPNAERR
RATIRENIR , IAM EE G IR IAM Kig, EERMEEIUMARRNM IAM K& , AP AUK
AAE,

ETRMAERXLRSE JSON REXHELIEET IAM BHHERE |, E56 (IAM BFiERE) P8
2 IAM K (2F8 ).

BARAAEENENHRENRFRE (@ESPHRRENER ) WEFAGE , TSR (BREFERS
Z) PN HEERNERE, FRMZMHEEH". ARNs

ES}

- RESEREK

- ERAKESEREZHEE

- AAFEREMMB SRR

REERIERE

ETHONRBRET EARBAUELENKSPEIE, GRITIMBREEERTR, XERETEXE
AWS IKF=E KA, tIEREEET S ONRKE |, HEEULTHEEMRIN

- JFHAER AWS RERMHERORENBENR — BEFHOAFPMITERBER TR , #EANTS
FIURAGIRTRRHAWS RERKEE, SNEMRNRERITR AWS IKF, RITZVEET E LEXS
AN AWS ZEFRERBRAE-DBINR,. BXESZEE , B0 (IAM AFERE) F/Y
AWS FEEA KRR TFRENAWS HEXEKK,

« NASENR : £EA IAM RERENRE , BREFRITESHENNR. At , EAER
ERERG T AUNBERRRTHRE , RN RENRTAT. BXER IAM NANRBRNESE
B, B2 (AM AFEmE) P8 JAM Ry REE AR

« fEF IAM FKREP R4 — SRS R AR ;4807 LA 5K B IS4 SR BR A1 R 4R R R 7 8]
Bl |, AR BRI R RIEESMER SSL A EFIEHER, MRRSZBRERBEIHE AWS R
S (Bl ) AR, N AERARHRRE TN IRSRENHEINE AWS CloudFormation, Bk
EZER |, B5H (AM AF#ERE) B8 IAM JSON EEETE - &t
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- £/ IAM Access Analyzer BiEZH IAM KB | IR RN LR IhBEM — IAM Access
Analyzer 2B UEFT KM MBI G R , SUBRKBAS IAM KBTS (JSON ) M IAM FESK
B2, 1AM Access Analyzer 12 100 ZTURBE EM AIRENEI , SHBBEFIELZ S BINREMRN
Kig, BXREZFEE , F2H (AM BFER) PHER IAM Access Analyzer 51 KB,

- REZESHRIE (MFA)-IR AWS IKFERNZSFE IAM AFSRAFS , BEA MFA RREX
M, EEEIHA APIHREREZEE MFA |, B MFA ZERMEBEHNKRES, BXEZER , ES
5 <IAM AFPigm) &R MFA &R¥F APl I5[E,

BEXIAM FHRESBRNESEER , 55H (IAM AFERE) BH IAM A2+ &ESKE,
FEAREEEREZEHAR

EREEEREZEH A  BL4TRE - AKRENR. SENBRLAAFEIENEFTHREN AWS K
FREERFRNFAGE. NRCIBELFNZFENREN=HROVET FHORE , X THINTIZE
BESHE (APRAR ) | BHERTERMBEREET.

X FRIEA AWS CLI 5 AWS API (SAIF , BEFHNERESKEZHAENR, Hk , I EAER
BT API RVEM EE R RAE,

NERAFNAGNPARATUERARESENESH S , EEEFREEER ConsoleAccessHFEReadOnly
AWS BRI MEIEE, BEXESZER , B2H (IAM AFERE) P8 AR IRER,

ARFAFEEMEINE SR

ZORBIGER T BRI |, LAY IAM AP EENNEEAS S ONNERANEE R, R
TREERHE LSERA AWS CLI X AWS API U425 = 5E Bt R AR IR

"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
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"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

I
{

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

}

NIEEEK. F0MpRZETHREDR

EAUTEBRBHELHABEERAEEEAN AM 5 TEHEHW %A A

£ |

- BRENERESEAFRITERIE

- EFEBIHT iam : PassRole

- BREATFRUAAHA AWS K. HE BN IEEERETR

BN EREEKPRATEMRE

MREBREHRRET , BRETRIITENRE | W STEH R AR FRITZERF,

% mateojackson IAM AP ZRAFERARGEHAEEEXREM my-example-widget BIRNIFHAEFE. |

BARAEEN iot-mi:GetWidget NRET , 2K ELUT RAEEIR,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform: iot-

mi:GetWidget on resource: my-example-widget

R

196



KIFEEERK AWS loT Device Management FERARER

FELHBERT , BIEH mateojackson AFKIERE , LAWER iot-mi:GetWidget BAEEE my-
example-widget &iRo

MNBEBEEHRE  FHRREMNMAWS EER, FHNEEARREHEFZEITIN A,

KL IT iam : PassRole

MREBWEEERBEER |, BEHELNMITZiam: PassRolelE , NS MEFHEN R UA T EGEAR
EBAEIEEEK.

BL AWS RE ATENUIEABEEAIZES , MAREFTNRSACHRSHEXAR, NIt ,
BAMEERACEEERSHNEER,

HEB AW IAM A FmarymajorZ A EARH B EREEXPHITREN , SHIUT RAIER, B
=, RELHMERRS AR THNRS TRITHEE. Mary TERRAGEKZEERSHNR,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXERT , XMEH Mary BYREE S S 4T iam: PassRole #1E,
MREBFEEHLY , BHRREZHNAWS BB R, FHNEERRREMBEZEIIN A
BRATEUNBA AWS Ik ARIBHNIEERREIR

ZatR—-1M A , UMEAMKSFPHNAFREALNANARTUERZAGKILRIEN TR, &7
BIEERESEY , AURAAG, X TXHETRIFA R EZEHE IR (ACLs) WIRSS , BT
158 P IX L5 SR BE (0] ATV R T 173 (R 8B BER A A PR

ETHREZER , BZRAUATHRE :

- ZTHREEHAREIFXEEE , FEHEEERNAS IAM BEEH.

- ETHIMATRERSRENERNGRMERE AWS KA, 55 IAM AP EET N ERERE AWS
KB5S —N IAM AP R E T ERR.

- BETHRNMEE=FRANSHRROIGRNE AWS IKF |, BSHE IAM AFERTHNEE=41E
HiFREBR. AWS Ik

- ETRUNMESL S ORERIERMILENRER , H2H (AM AFER) PFRALIA RS HRIEN
AP ( BRKRERIE ) BEERXER.
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- ETHEAACNETRRNRBHTERSHRZENES , H36 (AM AFER) B8 IAM
o Y S K P BR 5 ]

ERARSHAXABRTRESRK

AWS loT B EE A AWS Ildentity and Access Management (IAM) RE <A BNIETEER. RS
HXxAGR RN AM A6  BEEEIREER. RSHEXACHREEERMEN , BF1Zk
SREREFAEM AWS BRFZFTENFTE R,

REEXAEAUERMMBIRBIEEER , RN ERLFIHRMLENINER, AWS loT REEFENFE
EERENLTHERSHAXAEHNE  RESEEL , BNAEREERTENEEAR, EXHNR
BIREEERBANNRERE , IR TR IR EME AL IAM SSARAYI PR R BE

REEEEMBREXTRRE , EFR&BRESHAXAE, XTUARFENEEEXNRR , BEAETLTE
BB AR TR R,

BRZFERSHEXAGNEMERSNEES , F5HE IAM BESEANAWS RS , A ERSHEXARS
RERIRE ‘B VRS, ERENEE  EFZRSHBSAXBEH,

RESERNRSZHEXABKIR

AWS loT BB EBIREERMEAEZ RN Inte AWSServiceRoleForloTManagedgrat ions B RS XA E
—— 7 AWS loT REBEERMIEEENK , ATFERM BENIBIR,

AWSServiceRoleForloTManaged £ X IRFHEX B EBEEUTRESKABZAE .

+ iotmanagedintegrations.amazonaws.com

B A A BNRER AWSIoTManagedintegrationsServiceRolePolicy 5t ¥ & & R X1 18 E &R T R A
T#H##E:

- #4E :on all of your managed integrations resources. tH
logs:CreatelLogGroup, logs:DescribelogGroups, logs:CreatelLogStream,
logs:PutLogEvents, logs:DescribelogStreams, cloudwatch:PutMetricData

{
"Version" : "2012-10-17",

"Statement" : [
{

EARSEXAL R


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
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"Sid" : "CloudwatchLogs",
"Effect" : "Allow",
"Action" : [

"logs:CreatelLogGroup",
"logs:DescribelLogGroups"”

1,

"Resource" : [
"arn:aws:logs:*:*:log-group:/aws/iotmanagedintegrations/*"

"Sid" : "CloudWatchStreams",
"Effect" : "Allow",
"Action" : [
"logs:CreatelLogStream",
"logs:PutLogEvents",
"logs:DescribelLogStreams"
1,
"Resource" : [
"arn:aws:logs:*:*:log-group:/aws/iotmanagedintegrations/*:log-stream:*"

"Sid" : "CloudwatchMetrics",
"Effect" : "Allow",
"Action" : [
"cloudwatch:PutMetricData"
1,
"Resource" : "*",
"Condition" : {
"StringEquals" : {
"cloudwatch:namespace" : [
"AWS/IoTManagedIntegrations",
"AWS/Usage"

BUAEEFEAF, ANACEBCIRE, FEINRBESHAXAGHNIIR. BXEZER , S
59 <IAM AP $ER) HPRBRSSHEX A BNR.

EARSEXAL T


https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#service-linked-role-permissions
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AREEEKURRSHXAR

BREEFHCUNERSHEXAR, HELBEHER ( HlIINEPutRuntimeLogConfiguration,
= APl FifCreateEventLogConfiguration AWS Management Console, %
RegisterCustomEndpoint AP AWS | & ) B , TEER SN BEERSHERAR, AWS
CLIBxPutRuntimeLogConfiguration, CreateEventLogConfiguration=mME Z{E
BRegisterCustomEndpoint , %

¥ PutRuntimelLogConfigurationCreateEventLogConfiguration, ZXRegisterCustomEndpoint.

MBERRZBSHEXAR  RAEEERME , AU UEAHRREEKFPTFEFUREAG, H&
BIREHER ( HlIiHAPutRuntimeLogConfigurationCreateEventLogConfiguration, =
RegisterCustomEndpoint APl &5 ) BY , REERSBRAECERSHEXAR, BE , Bl
BE AT ARBER AWS E 7 X3F AWS Support Center Console, Hx AWS XEFiTRINEZES
BSH L AWS Support it%le

BETLAER IAM 24| &383 | oT Managedintegrations -5 & & & F 5l 2

REAXAER, £ AWS CLI 5 AWS APl /| FRARSEHABRS XA

2, iotmanagedintegrations.amazonaws.comBXEZER , BSH IAM AFER PH A2
[RSHEXAE. WRERBRTIHESHEXAS , AUFARENTIERRURAE,

REREERNRSHEXAS

REERT A IFE%E AWSServiceRoleForloTManagedE RIRSHX AR, SIERSHERARE
ERTEERACNEN , ENTREESHSAHSIAzAR. BERAUER AM REABHER, X
BZEE , BZH (AM AFER) PRRERSEXAE,

BEREESERNRSHEXAG

NMRTBEECAENZTEZERSAXACHNIIEIRS , RNEBWERBRZAC. XHEMKBREED
BERNEFHREASKE, B, #AEBRBSHAXAGHNTER , RETEFIMERE.

(® Note

MREZEMBRA RS REEREEERZAR , WRHBRATESAN, MRREXHER ,
FEF/LOHRER,

£/ IAM FahiIBRIRS X B E
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https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_CreateEventLogConfiguration.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_PutRuntimeLogConfiguration.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_RegisterCustomEndpoint.html
https://aws.amazon.com/premiumsupport/plans/
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#create-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#create-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role
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5/ IAM #2=#|& AWS CLI, 3 AWS API il Bk AWSServiceRoleForloTManagedsE R RS Hx &,
BXEZER , H2H (AM AFER) PWRIBRRSEXAE,

REERBRSHEXABXFNXE

AWS loT RZEEREERXFERMBSNAMEXBFERARSHEXAR, BXESER , B5H
AWS X35 i K o

FA AWS Secrets Manager T C2C TEREN BRI

AWS Secrets Manager 2 — M ZHAFE# RS , TATRIPHBEEEE. API ZHMEMIZEER,
KRG, B LUFERBEIE RN I Secrets Manager #1T APl A, XEBTREIAEREEHN
KRBT SMERE , RARBPEERHA. BXEA , E25 (AWS Secrets Manager FAF 1§
F) https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html,

Secrets Manager 2 AWS Key Management Service AN HlZ#TINE, EXEZER , F5H
Secret encryption and decryption in AWS Key Management Service,

I FEE AWS loT Device Management 5f 555 , AWS Secrets Manager X b & ] LU R 7 £
Secrets Manager 7 , HEBREFFEAZEHA D,

RESRNFAFERNE

Open Authorization (OAuth) RZFTFRITRNNF AR E , AFTAFPEFTHEZBHER TR T
MARFHRAEERHMGNE ENEENNR, XREF=FANARFRXAFTRAFPEENZESR ,
NHAEZERUT —HELLNERF R,

P OAuth , FF i ID MEFF iR BARERT S ImAN AR FER RS X E BRI & BRI

Fik,

KEEMK , AT OAuth 5 AWS loT Device Management £ C2C TEFRENZFFA#1TEE. BEFE
ERMEFR D NEFRZRTEHITERE. REENEFATEH AWS KPR F#EF IR ID IEF
%, REERQERRMNERKFAPNEFL ID EFIE,

a1 gl 22 Z 4

EQERP , BRB ( AWS Secrets Manager AAF$ER) #6|% AWS Secrets Manager 4RV
B 1TIRE,

EMTEREFEENZANRENE AWS KMS 47 , WEHRTIEEER , TeEiBHAE, BXE
ZER , B35 W ( AWS Secrets Manager FAFF15R) B AWS KMS B4R

i AWS Secrets Manager T C2C TERENHBERF 201


https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
https://docs.aws.amazon.com/general/latest/gr/iot-managedintegrations.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/create_secret.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/security-encryption.html#security-encryption-authz
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IR BFERT — T RE 1AM KBS,

BT IEEE R RIRER AWS loT Device Management LA % %24R

ERFIEEEMM Secrets Manager R RFAE , FECIRZARNERAN TR REHIMALLTR
PR o

{

"Version" : "2012-10-17",

"Statement" : [ {
"Effect" : "Allow",
"Principal" : {

"Service" : "iotmanagedintegrations.amazonaws.com"

1,
"Action" : [ "secretsmanager:GetSecretValue" ],
"Resource" : "*" ,

"Condition": {
"StringEquals": {
"aws:SourceArn": "arn:aws:iotmanagedintegrations:AWS Region:account-
id:account-association:account-association-id"

3]

AT ERRMNEENE T EE AWS KMS ZHRVREEH,

"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": [
"kms:Decrypt",
"kms:DescribeKey"
1,
"Principal": {
"Service": [
"iotmanagedintegrations.amazonaws.com"

iy

"Resource": [

BFHEEERMHFRIE AWS loT Device Management B4 2 5348 202
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"arn:aws:kms:AWS Region:account-id:key/*"

RESEXNSH LRI

ETHRRERTRESHAITNNEE , BZHAWS RS “BeaR It XX 2EE" ", REEFERX
BHEMITR, AWS RS AX—KREE , BZHAWS &M HIAWS,

BRI LAMERA TEE=SFitikE AWS Artifacte BXREZEER |, ESRPM “THIRE” £/ “AWS
Artifact,

BIEMERA AWS RS R EAREBR T ENBENERBM. RATNEN B iR UK E R ERENE
Mo AWS RE T U T RIRKAEB IS

« Security Compliance & Governance : X4 R REBEEITIETRWERRE , HERTHER
M EREIEN TR,

o fFE HIPAA EXRWRSSE : SIHAFES HIPAA EXRMIRS . HIEFTE AWS RS AZBRFS HIPAA
A

- AWS &M ERAWS — L TEEMEmE AR TEMENTLMAERX,

- AWS EFEHIER —NENAETHREHEESN, XLERLE TRIPVRESERK , AWS kE
HHEmmH B S MER (B REEERIVESEARMER (NIST), XFFTLRLFEEZERS
(PCI) MEFRFOELAL (1SO) ) H R4,

- EFAWS Config J7F & A A 1§ FE PB4 3R — % AWS Config RF T ZNRREEES K
EELFERIPRE, TAENFER,

« AWS Security Hub— iX AWS fRS5 TTLA£H T RN Z£IRS AWS, Security Hub @33 Z £ 154l
BREITEEN AWS RRAREHEHRBFELETURENRESR, BXZTIHFRZEEHERN
5K , S Security Hub &S %,

« Amazon GuardDuty — BN K #EH AWS IKFIREFREFETREINEBEES , 5k AWS RE
BRNWEN TEAR., FRNBEEDGHNEBERM. GuardDuty BXIHERESHAMERAENAR
KNER , TUHBBEHEEHEAMER , Hia PCIDSS.

« AWS Audit Manager— X AWS BRSS AT AR BRI 4T it AWS FABR , NTTE{ERRERUR
FHEM AT AR ARSI,

EMMERAE 203


https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://aws.amazon.com/solutions/security/security-compliance-governance/
https://aws.amazon.com/compliance/hipaa-eligible-services-reference/
https://aws.amazon.com/compliance/resources/
https://d1.awsstatic.com/whitepapers/compliance/AWS_Customer_Compliance_Guides.pdf
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-controls-reference.html
https://docs.aws.amazon.com/guardduty/latest/ug/what-is-guardduty.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/what-is.html
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EASED VPC KinT ANIEEEX

BRI LUBE B2 0 Amazon VPC 4 is T [IESEH Amazon VPC Hl AWS loT REERKZBIELFE
ERE, EORA AR —-TEARIEMHZIE AWS PrivateLink |, xR EEEESERFLAE IP it FA%R 5 9 AR
%o AW PrivateLink S &8 VPC MY BT E ;"%EJZZIEH WAMTEMERERGELIHME L, BF
ZEEEBRMMK, NAT iRE= VPN EE,

BT EE A AWS PrivateLink , B2 ER., B% AWS PrivateLink 1 VPC KT R EZER | i
Z B AWS PrivateLink 3§58 AWS PrivateLink P #Y3E 13 15 8] AWS RS

ES}

« AWS loT EE MK VPC Lin T [EVEEEM
« N AWS loT REERKBIEED VPC KixTT R
« NiHEW VPC KimTi R

- BB VPC LinT K14 RS

-+ EM

- R

AWS loT EE &K VPC Lin T S EEEM

ER AWS loT BEERIRERED VPC KigTT R 28 , IFEEHAWS PrivateLink I8P MEZOLET 2
& B &l o

AWS loT £EEKZIFETE DO VPC KinT R MNEW VPC EAEFTE API #4E,
ihméﬁjﬁjﬁ-l\\\
AWS loT EEERIFUTRSEON VPCAFTR :

- %YM API : com.amazonaws.region.iotmanagedintegrations.api

FEEFHLIRT R
LT AWS loT REERL IR T KT VPC KinT

« MQTTIRA : MQTT REZEEHXBELHAFRPKESR K MARHBELHAFKHES AWS VPCs
At FTFE AWS PrivateLink £ K.

EAEEN VPC KT RIVIEEERENK 204


https://docs.aws.amazon.com/vpc/latest/privatelink/privatelink-access-aws-services.html
https://docs.aws.amazon.com/vpc/latest/privatelink/vpce-interface.html#vpce-interface-limitations
https://docs.aws.amazon.com/vpc/latest/privatelink/vpce-interface.html#vpce-interface-limitations
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« QAuth BBl S : UL E=AFAEFTE AWS ERiZHERIZST , XK T AWS PrivateLink X1
OAuth FRIZHI AL,

AR

AWS loT EEMK VPC LimTi KRAIEL T AWS XEEH

BE7E AWS loT HEESEKN AT AETHYT X | X FEMXE,
WAL 32 H5

AWS loT EEB&ERK VPC KinT R BT X35 IPv4 F IPv6 RE. A AERUT IP thutRFE 62 VPC
KIHT R

« IPv4: R MO S E IPv4 it

« IPV6 : NIRRMEZEODE IPv6 bt ( IPVBIXEETW )

 Dualstack : Aim R MEEO DB IPv4 1 IPv6 ik

7 AWS loT RESEKBEEA VPC LirT R

#RATLUER Amazon VPC #4145 AWS CLI (AWS CLI) 39 AWS loT B EM S B VPC KT

/AN O

7 AWS loT EEEMAIRED VPC KT R ( #HE )

1. B S# VPC 2% & LTI Dk VPC #2515,

2. ESMBERT , ERRKR.

3. kR IR

4. N TFRRSFRH , &EFE AWS RS

5. ERSEBMAP , MEEEFRE AWS i X3 NAY RS B #5. B0

* com.amazonaws.ca-central-1.iotmanagedintegrations.api

* com.amazonaws.eu-west-1.iotmanagedintegrations.api
6. T VPC , HFEEMF TR AWS loT FEEEKE VPC,

B2 VPC = 205


https://console.aws.amazon.com/https://console.aws.amazon.com/vpc/
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7. W FEMIGE , BRIANBER TiED S DNS B, BB WNWERBIUIRE, XHETUBEY AWS
loT FEEER L H RS L imT LBV E R BN B IRE Amazon VPC L imT Ko

8. WTFW , ERELHPUBERMEEONFN, BAURNSNMNTRAXEERE—NFH,
9. Xy F IP address type ( IP t#hut3KHE ) | ATMEATIET A3 TIER -
« IPv4: Rim RAMEEO S E IPv4 bk
« IPV6 : NimRMZEODE IPv6 bt ( XNHFTBIEEN FMITH IPv6-only BIF X5 )
« Dualstack : NimRME#E O D E IPv4 R IPv6 Hriit

1033 F Security groups ( Z£4 ) , EEESRANMZZOXRBENEZEE., AN LM ATFRIR
T RMEEOSEN VPC qﬂﬁﬁﬁx‘ﬁ{nﬂﬁﬁ/ﬁZIEﬂﬁiﬁ BfS.

M TFERE  EBRTELHRNBEAATFMEZEREABIEOLE Y SXNMERREITMERE. ER
HiGE | EEE BEN HIBERE,

12.( Wik ) BERIFE | H1EEFE Add new tag ( RINFTIRE ) , RARRAZITENENE.
13 F BB IR R

NYIBRNITEE R (AWS CLI) #12#E# N0 VPC Kix TR

£ Fcreate-vpc-endpointia F H#EE VPC ID, VPC Kix T RER (#0O) . RFEH., NEALKET
RAFRUKRELGRT RMEZEOXRKNZL4A,

aws ec2 create-vpc-endpoint \
--vpc-id vpc-12345678 \
--route-table-ids rtb-12345678 \
--service-name com.amazonaws.ca-central-1.iotmanagedintegrations.api \
--vpc-endpoint-type Interface \
--subnet-ids subnet-12345678 subnet-87654321 \
--security-group-ids sg-12345678

M ER VPC Kig T |

B3 VPC Kir T RJ5 , ERLUETM VPC Y EC2 3KHIXS AWS loT FEE SR H API i K=
T,

FRF M

- &K VPC NALE FMHH EC2 =41
« AWS loT B E X IRIERME R IAM X R

Wi VPC KimTi R 206


https://docs.aws.amazon.com/cli/latest/reference/ec2/create-vpc-endpoint.html
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« AT HTTPS & (¥wH 443) F& VPC KT RN R EAMN

A E B

1. IEFLE F R hERE TR Amazon EC2 34,
2. WiFFAH DNS & #rHY DNS &4 :

dig api.iotmanagedintegrations.region.api.aws

3. Mt HTTPS &E#E :

curl -v https://api.iotmanagedintegrations.region.api.aws

4. AR AWS loT EEEMK API :

aws iot-managed-integrations list-destinations \
--region region \
--endpoint-url https://api.iotmanagedintegrations.region.api.aws

regionBEiR A AWS FREM#X ( Hl0 , ca-central-1),
BEHBEE VPC LinT [iF R RS

VPC KT SR ESRE RIS RIED VPC KipT SatKinEEEO VPC KixT S8 IAM FRE
B&, MRTECIZER SR RMIINKR  RATPFNEHINBRIAKBE LA A ENRZFITELETHE, KKK
LBERER IAM APRKBERSIEENERRE, X2—NEMAKE , ATESMNRSPIIIEERS
HATH R

ImRARMLIRA JSON BRRE. BXEZER , 5 Amazon VPC AFEEHIER VPC 4
iy 1 R IS AR S5 RY 1 1R

Rl AWS loT FEESERIRFER VPC K im T RURES

LT 2 AWS loT e ESE RN IR RRERA, LREE R IFEE VPC KinT QEEE] AWS loT EEEK
AP EE B, BELTHRFIEE,

"Statement": [
{
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https://docs.aws.amazon.com/vpc/latest/privatelink/vpc-endpoints-access.html
https://docs.aws.amazon.com/vpc/latest/privatelink/vpc-endpoints-access.html
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"Effect": "Allow",
"Principal": "*",
"Action": [

"iotmanagedintegrations:
"iotmanagedintegrations:
"iotmanagedintegrations:
"iotmanagedintegrations:
"iotmanagedintegrations:

]I

"Resource": "*"

"Effect": "Deny",
"Principal": "*",
"Action": [

"iotmanagedintegrations:
"iotmanagedintegrations:
"iotmanagedintegrations:
"iotmanagedintegrations:
"iotmanagedintegrations:

]I

"Resource": "*"

ListDestinations",
GetDestination",
CreateDestination",
UpdateDestination",
DeleteDestination"

ListCredentiallLockers",
GetCredentiallLocker",
CreateCredentiallLocker",
UpdateCredentiallLocker",
DeleteCredentiallocker"

B BREITFRIYEE IAM B VPC KigT ARk

BUF VPC £ 11 RIRBRX A EREEETERIEE IAM AEH IAM ZFEATF AWS loT £EE

Flo FRAEEAE IAM ZHEAGRIELIEF,

{
"Statement": [
{
"Effect": "Allow",
"Principal": "*",
"Action": "*",
"Resource": "*",

"Condition": {
"StringEquals": {
"aws:PrincipalArn":
IoTManagedIntegrationsVPCRole"
}

"arn:aws:iam: :123456789012:role/

iR
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}

EM
RIBFMFEATE AWS loT FEEERNED VPC KigT REBRINERRNR, BXEZEER i
BAWS PrivateLink Efto

R 75l

+ iZ CreateAccountAssociationAPIE £ OAuth EE = A =lRF—£iz1T , XEEFREFHF AmazonM
&, XX FEH AWS PrivateLink £ VPC R#EFIREMNEFFRIHIEFEEE , FAN AWS PrivateLink
T2 end-to-endiZ &tk API B,

« AWS loT EE &K VPC LimTT REF A A M. AWS GovCloud (US) Regions

b
&

BX VPC KinT QM —MRER# , FZH Amazon VPC AFEMHPMNECDLiET B MRS,

ZEFEE| AWS loT Device Management FIPS i R B IEEE R

AWS loT R T RSB HE BAITA (FIPS) 140 -2 WIRHIFEHSR. H4 FIPS FRAMIR RS
AWS iR TE. BURFE FIPS WAXNSEEERM#HIT AWS loT Device Management X E , &40
FHTRRIERE FIPS WEFm—EEM. & AWS loT EHFFRE FIPS,

LTFETNEWAMFER REST API. BEF AT ESHFREFS FIPS Fr/EH AWS loT KiET K.
AWS CLI

122 1 TE AR i <

ZRRAEERREN FIPS RAZHFHRRREMX AWS CLI s B HIEZRS X 289 FIPS in
R, TE FIPS RIRS X5 AT =H , 3E) AWS loT Device Management -FEE &K > BR% , A
FEREHLRTR. AWS X

EREGRAEERRERNEANTS FIPS HENLKRT R | BEAESENIKSH AWS SDK 5 REST
APl, AWS Xig

EAEZTHEEER CLI S MEASTS FIPS WART A , BEGSPRINHEEHNART S/--
endpointZ ¥, AWS X1
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https://aws.amazon.com/privatelink/pricing/
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_CreateAccountAssociation.html
https://docs.aws.amazon.com/vpc/latest/privatelink/vpce-interface.html#vpce-interface-limitations
https://aws.amazon.com/compliance/fips/
https://aws.amazon.com/compliance/fips/#FIPS_Endpoints_by_Service
https://aws.amazon.com/compliance/fips/#FIPS_Endpoints_by_Service
https://aws.amazon.com/compliance/fips/#FIPS_Endpoints_by_Service
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BEEESEK

BRREFREEERMENEM AWS @RS ROVTEME, TRAEMERNERZAKIS T, AWS 2HE
UTE#ZETE ATHEARESER  AHIRENRTRE , AEE N B3 REUEHE

« AWS CloudTraili#k &M K P R REN AWS IKFHITH AP ABANMEXEH |, HFEAEXH
i ERIEER Amazon S3 F# M. BRI LURBIBFL R MK $] 7 8BiF AWS, & HFWUHIR
IP it AR FEAY & EREtE, BREZELR , B35 AWS CloudTrail HF#ER,

FERIEEIEEER APl A AWS CloudTrail

RESEMRESAWS CloudTrail —BRSS &K , ZRFSRERAF. BEIAGAHNITEREN AWS RS2
%o CloudTrail FIEEERWFTAE AP BRABRNEH. BRVAASEREEEEXREHEHAR
R EEER AP BENNRBER, £RAKENER CloudTrail , A LBEGEEERK HIVE
R, RHEERDP IP sk, & HFRAESE AR EMAFHAEER

BONEHRATSREBEEERERBFRVARAGE. SOEEREHTEBREUTRE

- BRECARAFPZSIERAFRZIIAEN.

- BHEREBNREK IAM Identity Center BF &% Ho

- BREFAACERKEAFNBNZEEIEREN,
- EREEHHEM AWS RFKH.

CloudTrail FEZRIZ2MKF AWS K BEZRIK S P4 TENRES , HEEB3 A LLER CloudTrail
SEAFIER, CloudTrail E4AFIEREMRTHE 90 RARRKNEBEHNTEE, AER, A
THEFTEMNIER, AWS REEXEZER , 5 H (AWS CloudTrail AFER) +H “FEH
CloudTrail E#HA Ei2%". BFEFENFHLIEFKT CloudTrail RBERFE A,

EREZICFK AWS K 3£ 900 RAMEH | BRIBRERS CloudTrailLake BEHEIEFEM,

CloudTrail &

BRER LY CloudTrail ¥ B R4 & 2] Amazon S3 ZiE i@, FHMIENAERE AWS
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* CreateCloudConnector

* UpdateCloudConnector

* GetCloudConnector

* DeleteCloudConnector

* ListCloudConnectors

* CreateConnectorDestination
* UpdateConnectorDestination
* GetConnectorDestination

* DeleteConnectorDestination
* ListConnectorDestinations
* CreateAccountAssociation

* UpdateAccountAssociation
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GetAccountAssociation
DeleteAccountAssociation
ListAccountAssociations
StartAccountAssociationRefresh
ListManagedThingAccountAssociations
RegisterAccountAssociation
DeregisterAccountAssociation
SendConnectorEvent
ListDeviceDiscoveries
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"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/EXAMPLE",
"accountId": "111122223333",
"accessKeyId": "EXAMPLEKYSBQSCGRIC",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAZOZQFKYSFZVB2J2GN",
"arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
"userName": "Admin"
I
"attributes": {
"creationDate": "2025-06-05T18:26:16Z",
"mfaAuthenticated": "false"
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}
}
1,
"eventTime": "2025-06-05T18:30:407",
"eventSource": "iotmanagedintegrations.amazonaws.com",
"eventName": "CreateCloudConnector",
"awsRegion": "us-east-1",

"sourceIPAddress": "192.0.2.0",
"userAgent": "PostmanRuntime/7.44.0",
"requestParameters": {
"EndpointType": "LAMBDA",
"Description": "Manual testing for C2C CT Validation",
"ClientToken": "abc7460",
"EndpointConfig": {
"lambda": {
"arn": "arn:aws:lambda:us-
east-1:111122223333:function:LightweightMockConnector7460"
}
1,
"Name": "EdenManualTestCloudConnector"
1,
"responseElements": {
"X-Frame-Options": "DENY",
"Access-Control-Expose-Headers": "Content-Length,Content-Type, X-Amzn-
Errortype, X-Amzn-Requestid",
"Strict-Transport-Security": "max-age:47304000; includeSubDomains",
"Cache-Control": "no-store, no-cache",
"X-Content-Type-Options": "nosniff",
"Content-Security-Policy": "upgrade-insecure-requests; default-src 'none';
object-src 'none'; frame-ancestors 'none'; base-uri 'none'",
"Pragma": '"no-cache",
"Id": "f7e633e719404c4a933596b4d0cc276e",
"Arn": "arn:aws:iotmanagedintegrations:us-east-1:111122223333:cloud-connector/
EXAMPLE4Q4c4a933596b4d0cc276e"
1,
"requestID": "c@071fd1l-b8ed-400a-bccO-EXAMPLESe4",
"eventID": "95b318ea-2f63-4183-9c22-EXAMPLE3e",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"
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ListDiscoveredDevicesAPI &4 Ih CloudTrail &4,

"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EZAMPLE",
"arn": "arn:aws:sts::444455556666:assumed-role/Admin/EXAMPLE",
"accountId": "444455556666",
"accessKeyId": "EXAMPLERJ26PYMH",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "EXAMPLE",
"arn": "arn:aws:iam: :444455556666:r0le/Admin",
"accountId": "444455556666",
"userName": "Admin"
},
"attributes": {
"creationDate": "2025-06-10T23:37:31Z",
"mfaAuthenticated": "false"

},
"eventTime": "2025-06-10T23:38:07Z",
"eventSource": "iotmanagedintegrations.amazonaws.com",
"eventName": "ListDiscoveredDevices",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.0.2.0",
"userAgent": "EXAMPLE-runtime/2.4.0",
"requestParameters": {
"Identifier": "EXAMPLE4f268483a17d8060f014"
b
"responseElements": null,
"requestID": "27aelf6l-e2e6-43e4-bfl7-EXAMPLEa568",
"eventID": "34734e81-76a8-49a4-9641-EXAMPLE28ed",
"readOnly": true,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "444455556666",
"eventCategory": "Management"
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