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flGetRegisterAccountStatus :

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"jotfleetwise:RegisterAccount",
"iotfleetwise:GetRegisterAccountStatus",
"iam:CreateServicelLinkedRole"
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aws iotfleetwise register-account

2. ERIFEMRE , HETUTHTREIIMRE.

(® Note
BEExAeNBATHEAHR AWS YEXM FleetWise ¥ 85, CloudWatchBEXEZER
BZ R £ AWS loT REHRZHEKXHE FleetWise,

aws iotfleetwise get-register-account-status

Exampleld 5

"accountStatus": "REGISTRATION_SUCCESS",
"creationTime": "2022-07-28T11:31:22.603000-07:00",
"customerAccountId": "012345678912",
"iamRegistrationResponse": {

"errorMessage":
"registrationStatus": "REGISTRATION_SUCCESS",
"roleArn": "arn:aws:iam::012345678912:role/AWSIoTFleetwiseServiceRole"

},
"lastModificationTime": "2022-07-28T11:31:22.854000-07:00",

}
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EIRBEENTHIFIR. NMRERBIIEEM IPv6 , NEZER IP b2 — IPv6 #bilt,

Host jiotfleetwise.us-east-1.api.aws:443 was resolved.
IPv6: ::ffff:3.82.78.135, ::ffff:54.211.220.216, ::ffff:54.211.201.157
IPv4: (none)

Trying [::ffff:3.82.78.135]:443. ..
Connected to iotfleetwise.us-east-l.api.aws (::ffff:3.82.78.135) port 443
ALPN: curl offers h2,http/1.1
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JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "IPAllow",
"Effect": "Allow",

"Principal": "*",
"Action": "iotfleetwise:*",
"Resource": "arn:aws:iotfleetwise:us-east-1:111122223333:*",

"Condition": {
"IpAddress": {"aws:Sourcelp": "54.240.143.0/24"}
}
}
]
}
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"Condition": {
"IpAddress": {
"aws:Sourcelp": [
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https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-creating.html
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https://docs.aws.amazon.com/timestream/latest/developerguide/console_timestream.html#console_timestream.table.using-console
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5 EFRCIEEK  RAEFSAY 15 248 , FIHERANIRSE RN CREATE_COMPLETE.,
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Overview
Stack ID Description
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Status Status reason
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/A Important
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FREF—MEBTEFR. ZEMTHALENFABERE 3.

BREWES

1.

2
3
4,
5

FTFF AWS #1BX ™ FleetWise #2H15&

ESmBERSD , ERERES,

EFEHESTHEL , EREBEEHRES,

E-RESHD , MALNERESHEN (HIW Vehicle1 ) MALE#R, REEET—F,

NESBRHLE-—ARSMES, CANERRERTREHFLES , RTUMNIRTREE
S, fl, BALBERRENNHAENES | WENESEEESHXONE. BHRT—5.

ERER doc XHHMNARMIRE LR, EET—%,

® Note

BIFEARHIE , LT R dbe KRB S TR E45,

EERESHRIIEYE K REERET—F,

e.

f.

B -BATEWEERE , BlanHEeE S MR FhE B #,

BIERE - ERIERBER S F ) EE-RBIEERE,

By - (k) WMARMYE, SINTFARIERE.

BRE - (L) MAGSHRENER , HlW0 Vehicle.Engine.Light . X () RRERFE

o
BRIAE - (AT ) W ARRINE,
iR - Wik ) AR AR,

FRENEE, HEERFE , £ Create (I ) . REFVER—FBH , HALHNERES
ERINEIE,
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© Vehicle model created X
You successfully created the vehicle model: demo.

AWS |oT FleetWise » Vehicle models » Demo

demo ‘ Duplicate ‘ ‘ Create vehicle ‘ Create decoder manifest

When a decoder manifest is associated with a vehicle model, you can create a vehicle. To use the API to create vehicles with this vehicle model, follow the

instructions in the AWS loT FleetWise Developer Guide. After you create vehicles, you can create campaigns for them.

Summary info

Vehicle model ARN Status Date created
arn:aws:iotfleetwise:us-east- @ ACTIVE February 01, 2023 at 14:40 (UTC-05)

1:012345678912:model-manifest/demo

Signal catalog ARN Description Last modified

J arn:aws:iotfleetwise:us-east- - February 01, 2023 at 14:40 (UTC-05)
1:012345678912:signal-
catalog/DefaultSignalCatalog

HIR 3 BIEMFDERA

RIBRFRESEUENERESXEK. BIMNISET AWS ¥EXN FleetWise B FHIMIEFHHM
“HFRRNBRN TR T ARTNRENEE. NWEZONBERESERBEERDREENA
fro METEOPERXRENEFMEEMAR CAN =X OBD HIUMEER. BERESHEBEESSRMHERE
EEHE;%so

BIEMEIRE

1. $T7F AWS Bk M FleetWise 2% &

2. ESMERT , BREHES,

3. HEEWMESH  BEERTOEMLRFTENERES,
4. EECIEMIBIR[FE

HPR 3 QIEBEIRER 24
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FIR 4. BLEMRIBIRE

BB R ERR R

/A Important

I&TTEER Y AWS Bk FleetWise MiZH 8 B BERBRETFREARRERERFS. ATXA
AWS CLlI, BXEZEER , H2H SIEHIEIHREL (AWS CLI).

1. ATHRBERFEBRETL , BAHBASHNAEER, RREET-F,
2. BEFAM—MRSIMEED |, Fi£E CAN_INTERFACE = OBD_INTERFACE £,
« IRERZ U (OBD) #O-WREIEE —NE LB T 5| 8 2 R RS B L MBI , Hik
BULEORA () ECUs, ZMBURME T W SIRER IS HITMIERID (DTCs) , IR B IRE

WRE,

- BHEIRBEM (CAN S4 ) #0-NRERE — N E LBE 2 B OB ERN L , HkFitEEn
RE ECUs, ECUs AILLRABHIZFIETT, T2 RERFMRLE,

3. WAMBZEOBNR.
4. ERMZZEATMES , BMIRFEE-IHZNMES.

5. NEL—FFFNMNESEEMBEHRGES, BERHEBESR , FLE dbc X, FHREFNF
MESBMLAEEBRES (ANIIRFEE ) EBEX,

6. ERME—IMBEA , FEABAMMMKED, FIMEZEAR , &8 T -5,
7. REERE K ARBEFCE, REFER-—FREA , HHALHELRFLEKIICE,

HIR 5 CIEEW

£ AWS YIBXM H FleetWise , ZMRIKEFHHNREEFRNELR R, ERAMEBERREEQIZFT
BEWEHER—AHRNGES , FRLURNEBNERBNNT — IR 0T BY. BLTHME
LR EREERE R AR,

FRFA

1. BANCELR T EHRENBEREE, W EEBAEFRERSNED,
a. ERIUIEFWMERAVRERENEE | BT AWS YEXN FleetWise #2#15
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b. ESMBERD , EBRERES,
c. EREIDHVRET , EFEELNEWRS.

(® Vehicle model created X
You successfully created the vehicle model: demo.

AWS loT FleetWise » Vehicle models » Demo

demo ‘ Duplicate ‘ ‘ Create vehicle ‘ Create decoder manifest

When a decoder manifest is associated with a vehicle model, you can create a vehicle. To use the API to create vehicles with this vehicle model, follow the

instructions in the AWS loT FleetWise Developer Guide. After you create vehicles, you can create campaigns for them.

Summary info

Vehicle model ARN Status Date created
arn:aws:iotfleetwise:us-east- ) ACTIVE February 01, 2023 at 14:40 (UTC-05)

1:012345678912:model-manifest/demo

Signal catalog ARN Description Last modified
arn:aws:iotfleetwise:us-east- - February 01, 2023 at 14:40 (UTC-05)

1:012345678912:signal-
catalog/DefaultSignalCatalog

Bl 4

1. $TFF AWS FleetWise ##H &

ESMBEERSD , EEEWR,

RO EER,

EENERBEY , BRATREYN , ARERERER (ERES ) IRBREL,

(i) EENFWREMY  BRAREX , AEEFRRINE 4.

( Wik ) BEREH AWS BFRFMRL |, ERNEE , REEBRMFHRZ,

EET—%,

ERBERIS , ZUNLEAZECHIES , LA UER B ERFIER. BWEENERIES , U
EERBFTIRE, MRECLBUDS , TUERSALWIES,

9. TEHLANIMBAXH , RARERT—F,

10. EFREEMMBIEHILES , TURMANBRBEEMNCENRE, ZOEFERE  FARER
B, REEET—%,

1. BRIENEE., TRE , BEIREW,
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SB 6 REED

£ AWS #IBXM H FleetWise , &30 A TRHAKBBMNEWMANEE, WENEZREI TR, EHESHIER
£AR, XEFRAVSARERGFRABTRNAEAETRANRESRIETRHBHNKRESRKEHR
EHES.

Bl ™75 3

1. #TFF AWS #JEX™ FleetWise £ #I 5.
2. ESMERP , EFEHN

3. EEGIEMZHED.

4. WMAEHBMMAIERER,

5

EREEINEFERELSR , IUFHIELRBERESLSR , REMKHIREFZ £ json . £
& json XHT B E N BERES R,

a. EFYENHBEVRELR , FEARENBBEVRERR , AGERER T EINBBEWRESRE
B, SuUlERETRMENRESRIETHRNKESR,

b. MRAFRETHRENKELR , MATIEEEN REFFH BN K,

c. MRERETRHNBERELTR A NLTEE - INREAK AN ZEREBLERE, BR/E
SHWEMEENTE, LREEFMLERE,

d. (k) RBREXNESRE , SRFERENRIAE 1,

e. (Wit)EERMBEBRESHZENMEEIR.

f. BWREHE 6 FEARLSAERGNMERENZMA. MNBERT , EAT AWS ¥ERMHY

Edge Agent FleetWise IR ATERERHNINERE. HE , EREE —RHRFRM4UK
SRIE , BERAMA,

g (fk) AUERESZSRARET,

EEEBRBESERRNFTRERENES , BMNXEHBRESHER.

(A ) ILERSE AN ARG/ N XEER. BETUFIESES,

EET—%,

ENEHETHRBIERMENFHER. EULUEHIEFMHE Amazon S3 5 Amazon

Timestream &,

© © N o

a. Amazon S3 — &3 AWS IoT FleetWise B i5AI#Y S3 F# .

b. Amazon Timestream - i£# Timestream BIEEMEKEZ ., A L 1FE Timestream AWS loT
FleetWise KIZHITEM IAM B,

SB6: SIEED 27
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10. EET—F,

1. NEREPEREFHREEIEHE M.

12. MASBAERERENEERBFHEXRNE.

13. EBLHED NP RERBENETH, REEET -5,

14. REEHEE , AREFNETES . EHENEARNSIDENTBERNEFR L,

ST ER
RNBRNEEARBERFEANRFRWEEZEA |, BHIBR CloudFormation #tik M P HEL B R,
il B& CloudFormation 4%

1. $TFF CloudFormation &l &

2. MHEERIIERF  EBRLESER 1 FRIENHERK,

3. IEEMIBR.

4. EWEIAMIBR , % Delete (MBR). MIERERLDTF 15 5 E0atE,

s LR

1. B BT MLESNRETNERBIE. BXEZEL | 55H O AWS B H
FleetWise ZEHEIE.

2. WA LS AWS Y7k W 8] Bt 1T EE HERR AR R FleetWise, AXEZEER |, BHSH AWS YEx M
FEHEBR FleetWise,
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https://console.aws.amazon.com/cloudformation
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5 AWS YJEX ™ FleetWise 2B BN ZE| =R

/A Important

B BIxX FE L AWS YBXM FleetWise hBERI A RIZ RIPREI, BREZELR |, HSHE AWS AWS
YIBX R Y (X 33 FN 2h BE AT M FleetWiseo

EAT AWS ¥1Bx MY Edge Agent FleetWise I EEM A RENEZTH , EERHEWMSEZHEB
Z2BEBE,

@ Note

« AWS ¥IBX M FleetWise TEA TEMAIES BU™E A 5 5 E 258 1St IME 2 W 7= 17 2%
MERIMERXBREMNEZIT , 52X, BIEER AWS Y18k M IREN EREE
FleetWise (RS ZE | AR EBHEH AWS ¥EXM FleetWise K% SR IEEH AL,

+ FleetWise RIRIEE M A FIT B S EEH AWS MBMUEN ER BN EBYE | 2FER
TERTEANERZSEN (HlNRLBIHENIRE LSS ) TARAEBNEIMEANS, H
AN BIEES HaTUAREFEFRR (FlIUFERERANIRE ) WENFEEFE.

EUBEENET , BRITUTRE
1. FRHALZETRAT AWS ¥EXMAY Edge Agent FleetWise 54 |, FNELZEINENERH D, &

KRfAIEA Edge Agent R EZEE , BWITUTRETEEA T AWS loT B Edge Agent
FleetWise BT XA RIEFE.

1. SMEIAWS YELM FleetWiseiZ &l &
2. ERSETLEM “AWS YIBXR A FleetWise £87 , #£4% “BR3R Edge Agent’,

2. RERSAESERX , HFBsATURERESHNES. BXEZER , BSHLE AWS ¥k
M FleetWise {55 B XS AESFH % (AWS CLI),

(® Note

-« WRIEFEA AWS ¥E M FleetWisei2Hl A AR E—NEWMER  NWEFEFHEIRESH
Fo HEBIBRE—NERERN , AWS IoT FleetWise 2B N EHEESEF, HXE
ZEE , B2 0/E AWS YEXN FleetWise ZHET,
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https://github.com/aws/aws-iot-fleetwise-edge/blob/main/docs/dev-guide/edge-agent-dev-guide.md
https://github.com/aws/aws-iot-fleetwise-edge/blob/main/docs/dev-guide/edge-agent-dev-guide.md
https://console.aws.amazon.com//iotfleetwise/home#/

AWS #1EX M FleetWise FERARE

M

« AWS ¥Bx™ FleetWise B BiZ#F&8N AWS IKFHES B & AWS X1,

3. FAESEXRPHNESURERES, BXESEE , BSH 812 AWS WEKM FleetWise =&

A,

® Note

< MRIEER AWS YEXN FleetWiseiZ2 | A eI EWER | WAL L& .dbc XS AE
5, .dbc REHEEREM (CAN B4&) BFEEFHXHRRN. SIBEHESRE , HHE
S2EHRFMEESERF. BXREZEER , BSH Gl AWS YE M FleetWise Z5i1E

il
« MBLEFEA CreateModelManifest APl IRERIRERBES N A54EH

UpdateModelManifest API BR{ERBBEERE S, BXEZER , BSH EFY
AWS BX® FleetWise ZEHE R,

o WREBEH AWS BN FleetWise 25| A RIBREMHIRR | AWS IoT FleetWise £ B3N
BB ERER,

4. RIIRRIDESEE, MR FREELEL—SHUENERBESHIEENESMEENMBIBEE, @
BEEEELAENERES KK, BEXEZELR , 55 ¥ AWS loT FleetWise 255 %,

(@ Note
« MREFEM CreateDecoderManifest API I ERIZZEBITEE | NS4 EH
UpdateDecoderManifest APl R{ERBIEMRIBETEE, BXEZER , BSH EN
AWS loT FleetWise B 25EH,

o MRIZEH AWS loT FleetWise 12 #5222 FRIBIFTEEL , AWS loT FleetWise B3I
BEEREIE R,

5. BREHESAELEH, FAMRERESSENERaMEMERIN—AES, YMEFEH AWS
loT Core BLEEW , AETEHBERESI=R. BXEZER | BHSH EE AWS YEH
FleetWise ZE#,

6. (L) BIBRXR—EEFHNER , REFENEREZEEXK, XULUEBERMNEESH
T, BXEZEER ,BHSR EYEHME AWS EELERA FleetWise,

7. (L) BT &ES,. EHLBBIEFRIE. FI2OBLEREBRGREEXRMMIERE, K
EMEHTHEBIZHNIES, BXEZER , H3 B3I EzWE AWS YEH FleetWise

o BUNGIEIERI, REER (ATX) , HERGIEFERKEHSE.
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® Note

£ AWS #1Bk M FleetWise N EBEINEM K EBAZH , BATERA UpdateCampaign
AP| BREHETED . BXESEER , FS0 EFHY AWS BXM FleetWise &3 o

8. (Wit ) SIBRSENR. RERRFEINEFH L, REERNEFTRHM T —HRIREEFIRSHIN
#e AXEZER , M BREFHNKIIEIRES.

Edge Agent 54 AWS loT Core EAEERN MQTT TEFERBEL . EREIHELE

E| AWS | FleetWise oT , EafEAREHNEM$aws/iotfleetwise/vehicles/vehicleName/
signals., X F LXRBAURZE , Edge Agent fERRBM EB$aws/iotfleetwise/
vehicles/vehicleName/last_known_states/data. BXxIMANEBENHENESZER |, B2
B AT AL AWS #1B% M FleetWise T EE

*
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3 AWS ¥JEBx M FleetWise i {TER

AWS ¥IEXM FleetWise M T —MNEHERER , EUUERZERESTHEEPNELRT. 8
5, E5ER. FRESNEEREEREARNERMETERNZOAH.

use

1 1.n

¥

ehicle Model Decoder Manifest
Hse 1M (Model Manifest) f
i
use
1 ! |
* 1.n -n
LEE

Vehicle
Signal Catalog 4y p

A T 1.I.n

1.n 1.n

bclc!ng to reference
| |
1-|-" 1-|-" belong to
Signal Campaign  -1.n -associated with

|
1..n

associated with -
&5
Ehel

EERATEMRAEEEMBEREABENERLEN, SEUREEME. 22X, ERSBHMNIT
25, Bl | BB - MERBEERBEREREEEHAFHETHKIE , SFBERSR[EN. BIERR
M, BXESELR , 55E &1 AWS YEN FleetWise 55 B Fo

EEE%

ESEFRIE—RIES. EEEFPNESTHTRNEATEMABEES N ERFTEE,
o, EWRFIEFHTRNSEFERHE . —HERAEFXEME (CAN B4 ) MY ; B —HfE
FZEZ 1M (OBD) hille BAUEFSEHFRHENL —MEBERBVRERBEE, ZEARBSETAT
RTIAMEPHRBME, BXEZEL , B5H 58 AWS B FleetWise 55 B %o

FHES (REFR)

THBASEFAMEN , TATHRELCEREAHAENERPESZENXR, EFRBESERRE—
KANSHERERFE—HNEE, BUlANESRAUEERES, EXEZER ,BSH EE
AWS ¥JBXM FleetWise ZEHE R,

32



AWS #1EX M FleetWise FEANGIER

fREDERBR

RINRFRASEMESHEMESNHEEER. EWPNERRIHITREMESES (=#H
BiE ) . 1BBIRIEEREE |, ¥ AWS BX W FleetWise e —# BB IR HIR N AKTENE, 81
RIEREEHEEMUSHEXE, BXESER , HSH B2 AWS loT FleetWise fEEEREE,

B B AT A ER AWS YIERM FleetWise #2HI &8 T AP W R TEE.

1. 8IS AGSER , HHISATHEERESHES. BXELZEE , BSHAE AWS ik
M FleetWise 55 B FMS AESFHF (AWS CLD,

® Note

- MBEMEHR AWS YEXN FleetWiseiZH| A RIBRE—NEHER  NEEFHCEESH
Fo YIBGIERE - NEWERE , AWS IoT FleetWise 2HZI N B OIEESBEH. BXE
ZER , TS 0122 AWS YIEBXM FleetWise FEHEH!,

« AWS YIEX FleetWise B AIX#FE AWS IKFHIES B F AWS X,

2. FRESEXRPHNESURERES, BXESEE , BSH 8122 AWS YEM FleetWise =&

A,

® Note

- MBREMEHR AWS YEXN FleetWiseiZHl A IR EHER | MWL L& .dbc XHLEAE
5o .dbc ZIEFBRFEM (CAN B4&) BIEESZENXHEN. SIBREFESE , FINE
EAHBARMBESBERY, BXEZELR |, FSH 0122 AWS YELM FleetWise ZEiH1E

8,

- MREFEH CreateModelManifest API BEBIZZERAES | N XTEH
UpdateModelManifest API RERBIEERE S, BXEZER , BSH ENY
AWS Bx™ FleetWise ZEfHER,

o WRBEH AWS YEBLM FleetWise 12H| A BIREHER | AWS IoT FleetWise 2831
BB ERER,

3. BIEMILIRFE, BURFRLLELEL-—SHUBRNEFRSPIEENENMESHNHELES. #
BRELEELIBENEFESKE, BXESZER , B EE AWS loT FleetWise #3275 %,
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® Note
- WMREFEH CreateDecoderManifest API RECIZEIDSZH | NXAER
UpdateDecoderManifest API BERBUEMRILIRER. BXEZFEE , BSH B
AWS loT FleetWise fRIE 285 %,

o WREHEH AWS loT FleetWise 1241 & Q2 #ZZEEE | AWS loT FleetWise 2 B3I
RERRIBES B R,

CAN EZ&BIERE X .dbc XHBR. BRI EZ.dbc XHUSABEMESHEEIF. EIRE .dbec X
RG], BIATL TR,

FREX .dbc X

1. T #k EngineSignals.zip.
2. BMEITEHT EngineSignals.zip XHH B %K.
3. BESRZXHHFEERN EngineSignals.dbc RIEFEARM,

£

- B AWS YEXM FleetWise 55 B
- B AWS YEXM FleetWise FFHEH
- E1 AWS loT FleetWise fEiBeR/5%

EIE AWS YEX™ FleetWise 55 B

(® Note

AT HETHA | & ROS 2 HERHMNEES B ZREM VSS json X, BREZE
B, FHRAURRGEBETRARIERE.

EEERERELESHNES  AUEERTUREWER, AWS YEXM FleetWise XIFEHESMN
B (VSS) , BB EMERENES. ESTUARUATEM—H,
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samples/EngineSignals.zip
https://raw.githubusercontent.com/aws/aws-iot-fleetwise-edge/main/tools/cloud/ros2-to-nodes.py
https://github.com/aws/aws-iot-fleetwise-edge/blob/main/docs/dev-guide/vision-system-data/vision-system-data-demo.ipynb
https://covesa.github.io/vehicle_signal_specification/introduction/overview/
https://covesa.github.io/vehicle_signal_specification/introduction/overview/
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B

BURTEETSZNBSEE , flIUHEEmME™ B M.
DX
DXRTBMEGHTNES. 2XERMESEREM, Hlt , Vehicle #XB-—1IF

2 X Powertrain., Powertrain #%%E—1F%2 X combustionEngine, EKZ|
combustionEngine %' , i A Vehicle.Powertrain.combustionEngine &KX,

& 2R

FRRBHEREEVH RS , ARBEFRS (SR, BE. RINLEE ) WERLTES
BRI B HERE AR AL

miTER
PATERBIE RS FWIRF (SN, MARB[ANIB ) RS, ERFEWIRFZIRSTAEFTRNT
BREIE. Bl BUEL — M RMAROHITER. FTEIXRAMARN , FITRSW IR
o

BEX&H
BEXEH (BN EHE ) RIEXVSHBITEEH,. EETXIRERE -KFEHNBEZITEZELH
EHDH. GHATERTREPEMIEARE , SIURFEFZHFERBEISH IR,
EESERFT , FANGHEEXRENSIAMAREAHBERERELEWRENES, 54
TRATHRERENES K SEERSK. B, RITHRNURREHERE, MRREREREHY
REMIES , AWS loT FleetWise FITFIE SN B HERENE , RUFrEH B HRHIE

WM, flan , MREHSBEWME Vehicle.Camera.Image.height, Vehicle.Camera.lmage.width
Vehicle.Camera.lmage.data , it KIEMES T EMBEX LT A WE.

® Note
MRERGBIEE BT ATEIR , TR RETIL,

BEXEM
BEXBMERAREFRBELSHHIRA . ZBUENBEREAURETSEN , BT UREMEN,

HEASGHNMEELRBERTENIRE , BERTMBNSMNTRELANERHREANRE
., BEXBMHRATENFAEHTR , MEWATEXBEIEH T K.
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® Note

< WMRIEER AWS YERN FleetWiseiZH A GIEE —NEWER  NWERFICEESHE
Ko HEQIEE—NEWERE , AWS loT FleetWise 2BFI N EOIEES AR, BXES
8 , S 8l AWS YEXM FleetWise ZEHEHE,

- WMRIEER AWS YERXN FleetWisei2 | & QI EWER | N AL L4 .dbc XHAFAE
5, .dbc BIZHIZRREM (CAN &) BIEEX N XHER, IBEFESE  INES
SBPIHFMBESE RSP, BXRESZER , FSH 8 AWS YEM FleetWise EHEE,

« AWS ¥JBx™ FleetWise B Bix# AWS Ik 84 MKIBHES B .

AWS loT FleetWise 2 T LA API 24 , @A U X EIRERGBNERES H .

+ CreateSignalCatalog— BIZEFHHES B %o

« ImportSignalCatalog— B33 £1%.json XS AESUBIEES B R, B5LIIRR VSS H#HITE
X, H#LLJSON #RRTZ

« UpdateSignalCatalog— B E#. MERIRMESKERABTES B R,

- DeleteSignalCatalog— MIBRIEIES B F.

- ListSignalCatalogs— R ZPIEES B FHEN D TR,

« ListSignalCatalogNodes— R RAEFSBERPAERFS (TR ) HEND IR,
+ GetSignalCatalog— ®ZEBXEFEHZNEER.

iz

« BLi& AWS Y18 ™ FleetWise 55

« Bl AWS ¥IBX M FleetWise 55 B %

« S A AWS ¥Bx ™ FleetWise 55 B %

- EFTY AWS BXH FleetWise 55 B %

. HIBRY AWS BX ¥ FleetWise 55 H
FRER AWS #1BX M FleetWise 55 B ELR

L iE AWS YJEX M FleetWise 5

RTERTOAEES X, B, ERSJ[NNITR
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https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_CreateSignalCatalog.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_ImportSignalCatalog.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_UpdateSignalCatalog.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_DeleteSignalCatalog.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_ListSignalCatalogs.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_ListSignalCatalogNodes.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_GetSignalCatalog.html
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F&

- BEDX

- RiEEM

- BEERESERMITEE
- RESHHIERE

BLEZD X
BT ERE  BEENATES !

e fullyQualifiedName - # XM EEREBM_BI IBBM LS ZEH. FAR () XRRF
2%, i , Vehicle.Chassis.SteeringWheel & SteeringWheel XM LRER
Mo Vehicle.Chassis. BREMMEXND ZHEE,

ZLREBMERZAITE 150 NF/F. BREHFEIE  a-z. A-Z, 09, BEF () TR ()
« (W% ) Description - 2 XHHER,

HIRKERZHN 2048 N2, AREHFEBRE az. A-Z, 09, :(BE). _(TRL) M- (EF
F)o
- (W% ) deprecationMessage - EEBIBMBRAT RIS ZHNHFAER.

FRAEERZUEE 2048 NFH. BERNFHEE a2z, A-Z, 09, :(BF). _( TXIL) # -
(EFH),

« (A% ) comment - BRIEIRZAWER, FRATATRMHEXZSINHMEER , flnyZHER
RESHINEXD X5 A

ERBZNEE 2048 NEF, EREFEFE a2z, A-Z, 09, : (BB). _(TXL ) M- (E=F
) o

SR

EREREY , BEEUTER.

« dataType— ZEMMNBIELRBUTRBUTEREZ— T INT8. & v v v v v v v v v v v s
WRE, FRE., ZAFE, UNIX_TIMESTAMP UINT8 INT16 UINT16 INT32, _ARRAY
UINT32, _ARRAY INT64
UINT64, _ARRAY., _ARRAY., _ARRAY, BOOLEAN_ARRAY., FLOAT_ARRAY, DOUBLEAN
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INT8 _ARRAY, DOUBLEAN UINT8 _ARRAY, INT16 DOUBLEAN_ARRAY, UINT16
DOUBLEAN INT32 _ARRAY. DOUBLEAN UINT32 _ARRAY., DOUBLEAN INT64

_ARRAY, DOUBLEAN UINT64 ARRAY. DOUBLEAN_ARRAY. DOUBLEAN_ARRAY. TE#iE
EKHHTHEN, fullyQualifiedName

« fullyQualifiedName - BN E2REBRMRERNEMHNEEMELEENEN. FAK () ®T
F{E5F. N , Vehicle.Chassis.SteeringWheel.Diameter 2 Diameter BMHMZELRE
Z#. Vehicle.Chassis.SteeringWheel. 2I8EZE A ERER,

TLEREBMZZAILE 150 MNER. ERFHEE 1 az. A-Z, 09, (BT )M_(TXX) .
( @it ) Description - BHMEIR,

BRKERZ N 2048 N2, ARFHEE 1 az. A-Z, 09, :(BF ). _( TXI% ) M- (EF
) o

(Al ) unit - BHERARIZFEN , Hl0 km HRKE,

( A& ) min - BHH&/IME.

( AT ) max - BHEWNRKE,

( @Ti% ) defaultValue - BHEHERINE,

( ATi& ) assignedValue - D EABEHME,

( @Ti% ) allowedValues - ZEBMEZWEIR,

( @Ti& ) deprecationMessage - EEBHHMBRN T A2 ZHWHFERES.

FRHEEBRZAEE 2048 NEN. BRFHEE 1 a2z, AZ, 09, : (BT ). _( TX%) M-
(EFRF) o

* (& ) comment - BRERZHANER. FRTATRHABXRBEUNEMESR , AINBEMENERR
By EXEENEI A,

ARRZATE 2048 MNER. BRFHEE 1az. AZ, 09, ((BF ). _( TX% ) M- (EF
F)o

BB RS ITER

EREARBSFHITE  FEEUATER.

- dataType— EEHBBEBRBEMTRUATERE 2 — !
INT8, + + v v v v v v & o BOOLEAN, FLOAT. DOUBLE
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UINT8, STRING INT16 UINT16 INT32, UNIX_TIMESTAMP UINT32 INT64

UINT64, _ARRAY., _ARRAY., _ARRAY, _ARRAY. BOOLEAN_ARRAY., FLOAT_ARRAY,
INT8 DOUBLEAN_ARRAY, UINT8 DOUBLEAN INT16 _ARRAY, DOUBLEAN UINT16
_ARRAY, DOUBLEAN INT32 _ARRAY, UINT32 DOUBLEAN_ARRA INT64 Y, DOUBLEAN
UINT64 _ARRAY. DOUBLEAN_ARRAY. DOUBLEAN_ARRAY., DOUBLEAN_TZEHIEXHE 5 AH
E N, fullyQualifiedName

« fullyQualifiedName - EEMZEREBMERERESNREMLESHNEN. FAK () ®T
F{E5, Bl , Vehicle.Chassis.SteeringWheel.HandsOff.HandsOffSteeringState
2 HandsOffSteeringState TR T LRESR
#ro Vehicle.Chassis.SteeringWheel.HandsOff. Bix{TESMIBRER,

TEREBMHEZAITE 150 NERF. ERFHEE 1 az. A-Z, 09, ((BF )M _(THL) .

- (T ) Description - E5HER,

BRKERZN 2048 NFHF. BRFHFEE az. A-Z, 09, : (BF). _ (T ) M- (EF
F)o

o (T ) unit-EEHRIZEMN , S0 km EKE.

o (W% )min-EEHNHKR/ME.

- (HE ) max - EEMERAE,

« (Wit ) assignedValue - P BAESHE.

« (Wit ) allowedValues - E5EZHETIX,

« ( Wli% ) deprecationMessage - EEBIIMBRNT AR ZHWHFAHEE,
FRHERZUEE 2048 NFH. BRF/REIE 1 az, AZ, 09, :(BF ). _( FXl&k ) M-
(EFH)

* (A& ) comment - BRIERZARER, EIRITATRHAXEABRFINITHRNESEE , flH
JRIBEXT A < A2 BB AT R B Ao

ERBRBZNEE 2048 NEF, EREFEFE a2z, A-Z, 09, : (BB). _(TXL ) M- (EF
) o
BESZRHIERE

MNUARRGEHTERENQEAERBIRERE, RN, XELBERBEESEEN (BHNEH
i) MEME. SHER—MESMEHENES  REEG—&. BUHERKREUNKE |, flHE
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WRBAERE (fIIn UINTS ) sRE b4 ( HlanetEE ) . Hla0 , Vehicle.Cameras.Front X & %
¥ , Vehicle.Cameras.Front.Image X &4 #4E , Vehicle.Cameras.Timestamp X &E 4.

LU SR BIRR B RHIRETR T WA RHE S MEIERE S H B £ 1 json X,

Example &8 Zx ¥ #E3L 8

{

"Vehicle": {
"type": "branch"
// Signal tree

.

"ComplexDataTypes": {
"VehicleDataTypes": {

// complex data type tree

"children": {
"branch": {
"children": {
"Struct": {
"children": {

"Property": {
"type": "property",
"datatype": "Data type",

"description": "Description",
//
}
},
"description": "Description",
"type": "struct"
}
}
"description": "Description",
"type": "branch"
}
}
}
}
}
(® Note

A A THETHA |, R/ ROS 2 HEHKMNEESEZREM VSS json X, BXREZIE
B, FHRAURRGERBEFRARIERE.

BLiEf

il
dln
N
o


https://raw.githubusercontent.com/aws/aws-iot-fleetwise-edge/main/tools/cloud/ros2-to-nodes.py
https://github.com/aws/aws-iot-fleetwise-edge/blob/main/docs/dev-guide/vision-system-data/vision-system-data-demo.ipynb

AWS #1EX M FleetWise FEANGIER

AN REBEE FNTLIE  TaESRETIL,

BLES A
EREEENSEH (REHE ) | BEEUTER.

« fullyQualifiedName - BEXNEMNTLREEN. Sl , HENEHNTLREBHAUR
ComplexDataTypes.VehicleDataTypes.SVMCamera,

ZEREBMERZAITE 150 NE/F. BRE/FEHE 1 az. A-Z. 09, : (B )M _(TNL) .
« (W% ) Description - E5KER,

HRKERZRN 2048 N2, BEREFEFE a2z, A-Z, 09, : (BB ). _(TRL ) M- (EF
)
« (W% ) deprecationMessage - EEBIIBMBRAT SH D2 ZNHFAEE,

FREERZTEE 2048 N2/, AME/REIE a-z. A-Z, 09, : (BT ). _( TXIL% ) # -
(EFH).

« (A& ) comment - RERZHER, FRUTATRMEXEZRB|INTENESEE | flnH
RIS 3 AE % BB SN 1T RSB 51 Ao

EBRBZNEE 2048 NEF, EREFEFE a2z, A-Z, 09, : (BB). _(TXL ) M- (EF
) o

BlER
EREAENEMY , BEEUATER.

- dataType— EEMBBEBRBELTRBUTEREZ—  INT8, + v v v v v v v v
mRE, ZRB, WNEBE., FARHE, UNIX_TIMESTAMP UINTS8
INT16. _ARRAY UINT16, _ARRAY INT32 UINT32, _ARRAY INT64
UINT64, _ARRAY. _ARRAY. _ARRAY., BOOLEAN_ARRAY, FLOAT_ARRAY., DOUBLEAN_ARRAY,
INT8 DOUBLEAN UINT8 _ARRAY, DOUBLEAN INT16 _ARRAY, DOUBLEAN UINT16
_ARRAY., INT32 DOUBLEAN_ARRAY, UINT32 DOUBLEAN_ARRAY. INT64 DOUBLEAN
UINT64 _ARRAY. DOUBLEAN_ARRAY. DOUBLEAN 40,

« fullyQualifiedName - BEEXNBMNTLREEN, Hl0 , HENEHENTLREEH AR
ComplexDataTypes.VehicleDataTypes.SVMCamera.FPS,

RERS e
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ZEREBMHEZAETE 150 NFERF. BRFHIE 1 az. A-Z. 09, : (B )M _(TH)
( AIi% ) Description - E S MR,

HIRKERZHN 2048 N2, AREHFEBE az. A-Z, 09, :(BE). _(TRL) M- (EF
)
( AIi% ) deprecationMessage - EEBHMEBRN T R0 XWFERELE,

FREERZAEE 2048 N7 ARFREHRE 1 a2z, AZ, 09, : (BT ). _( FX%) M-
(EFR) o

« (& ) comment - BRERZAKIER. EARTATRHBEXREARFZINTHENESEE , fIWH
RIS M A2 BB R INATBRRY B Ao

ABRRZUIE 2048 NFR. BRNFHIHE (az. AZ, 09, :(BF ). _(TXZE ) #M-(EF
F)o

* ( Wi%& ) dataEncoding - R NZEMREN ZHHIHIE. BENEENBIERDLAR T SR
Z— : BINARY & TYPED,

( A& ) structFullyQualifiedName -MIRBENEMENBIEZXRE R Struct = , NN BENE
MRS (£ ) TRINTEERER M. StructArray

T2REEMRZALRE 150 MEH. BRFEFSE 1 az. AZ 09, ((BF)M_(THL).

Bl72 AWS YEXM FleetWise 5 B &

A LAE A CreateSignalCatalogAPI ##EXRBIZEEFES B . T RHIER AWS CLI,

EORESER, BETUTHT

signal-catalog-configurationB B EHEMN json XHFH B

aws iotfleetwise create-signal-catalog --cli-input-json file://signal-catalog-
configuration.json

« signal-catalog-name&#NEIEECIENES B FHIB.
( A& ) descriptionEi ik LAHS BHIRIR 555 B %,

BROARED X, B, RRBNNITHENESEFEE , BSHEE AWS YEH FleetWise 55

HEESER 42


https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_CreateSignalCatalog.html
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{
"name": "signal-catalog-name",
"description": "description",
"nodes": [
{
"branch": {
"fullyQualifiedName": "Types"
}
I
{
"struct": {
"fullyQualifiedName": "Types.sensor_msgs_msg_CompressedImage"
}
1,
{
"struct": {
"fullyQualifiedName": "Types.std_msgs_Header"
}
I
{
"struct": {
"fullyQualifiedName": "Types.builtin_interfaces_Time"
}
1,
{
"property": {
"fullyQualifiedName": "Types.builtin_interfaces_Time.sec",
"dataType": "INT32",
"dataEncoding": "TYPED"
}
I
{
"property": {
"fullyQualifiedName": "Types.builtin_interfaces_Time.nanosec",
"dataType": "UINT32",
"dataEncoding": "TYPED"
}
1,
{

"property": {
"fullyQualifiedName": "Types.std_msgs_Header.stamp",
"dataType": "STRUCT",
"structFullyQualifiedName": "Types.builtin_interfaces_Time"
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}
I
{
"property": {
"fullyQualifiedName": "Types.std_msgs_Header.frame_id",
"dataType": "STRING",
"dataEncoding": "TYPED"
}
},
{
"property": {
"fullyQualifiedName": "Types.sensor_msgs_msg_CompressedImage.header",
"dataType": "STRUCT",
"structFullyQualifiedName": "Types.std_msgs_Header"
}
I
{
"property": {
"fullyQualifiedName": "Types.sensor_msgs_msg_CompressedImage.format",
"dataType": "STRING",
"dataEncoding": "TYPED"
}
},
{
"property": {
"fullyQualifiedName": "Types.sensor_msgs_msg_CompressedImage.data",
"dataType": "UINT8_ARRAY",
"dataEncoding": "BINARY"
}
I
{
"branch": {
"fullyQualifiedName": "Vehicle",
"description": "Vehicle"
}
I
{
"branch": {
"fullyQualifiedName": "Vehicle.Cameras"
}
},
{
"branch": {

"fullyQualifiedName": "Vehicle.Cameras.Front"
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}
I
{
"sensor": {
"fullyQualifiedName": "Vehicle.Cameras.Front.Image",
"dataType": "STRUCT",
"structFullyQualifiedName": "Types.sensor_msgs_msg_CompressedImage"
}
},
{
"struct": {
"fullyQualifiedName": "Types.std_msgs_msg_Float64"
}
I
{
"property": {
"fullyQualifiedName": "Types.std_msgs_msg_Float64.data",
"dataType": "DOUBLE",
"dataEncoding": "TYPED"
}
},
{
"sensor": {
"fullyQualifiedName": "Vehicle.Velocity",
"dataType": "STRUCT",
"structFullyQualifiedName": "Types.std_msgs_msg_Float64"
}
I
{
"struct": {
"fullyQualifiedName": "Types.sensor_msgs_msg_RegionOfInterest"
}
},
{
"property": {
"fullyQualifiedName": "Types.sensor_msgs_msg_RegionOfInterest.x_offset",
"dataType": "UINT32",
"dataEncoding": "TYPED"
}
I
{

"property": {
"fullyQualifiedName": "Types.sensor_msgs_msg_RegionOfInterest.y_offset",
"dataType": "UINT32",
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"dataEncoding": "TYPED"

}
},
{
"property": {
"fullyQualifiedName": "Types.sensor_msgs_msg_RegionOfInterest.height",
"dataType": "UINT32",
"dataEncoding": "TYPED"
}
I
{
"property": {
"fullyQualifiedName": "Types.sensor_msgs_msg_RegionOfInterest.width",
"dataType": "UINT32",
"dataEncoding": "TYPED"
}
},
{
"property": {
"fullyQualifiedName": "Types.sensor_msgs_msg_RegionOfInterest.do_rectify",
"dataType": "BOOLEAN",
"dataEncoding": "TYPED"
}
I
{
"branch": {
"fullyQualifiedName": "Vehicle.Perception"
}
},
{
"sensor": {
"fullyQualifiedName": "Vehicle.Perception.Obstacle",
"dataType": "STRUCT",
"structFullyQualifiedName": "Types.sensor_msgs_msg_RegionOfInterest"
}
}
]
}
(@ Note

ERBLTEOETHA | & ROS 2 HEHRMNERFSBERREM VSS json X, BREZE
B, FHRAUARREREFRARERE.
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https://raw.githubusercontent.com/aws/aws-iot-fleetwise-edge/main/tools/cloud/ros2-to-nodes.py
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AWS #1EX M FleetWise

FRARER

AN REBEE FNTLIE  TaESRETIL,

MREEATEAESEE AWS KMS AN MNE , BEEATBERER , UEEN S ST LIEA

CreateSignalCatalog API 4k,

JSON

"kms : GenerateDataKey*",

"arn:aws:kms:us-east-1:111122223333:key/KMS_KEY_ID"

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"kms :Decrypt"
1,
"Resource": [
]
}
]
}

Z A AWS ¥BxM FleetWise 5 B

Al LAE R AWS loT FleetWise #4#|& =K APl & AE5 B .

£
- SAESER (244)
- SAESHER (AWS CLI)

SAESER (24l8)

Al LAE AWS loT FleetWise 124|185 AE5 B .

SAESEFR
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FRARER

/A Important
BHRZTUE—NMEEE R, MRLELXEESER , WLEERHAEHREISAGESTE RN
SAEFEZR

1. $TFFAWS ¥I1BX ™ FleetWiseiZHl & o
2. ESMERP  EFESE .
3. EESEXRMENEL, EESAGSER.
4. SATEGSHXXH.
M S3 1 i@ E& XX

a. & ImportfromS3 (M S3&A ).
b. EERNIRE S3,

c. NTHF#M , FRAAFMEBENINR , MIIRFERE , RAEMNIIRFEREXH, &

BEEX R,

;& , XF S3 URI, i&% A Amazon Simple Storage Service URl, BEXEZELR , F5H

Amazon S3 R 5 R Z M 15 R )5 0%
MIEEIITT B A &3

a. EEMXHFF A
b. LEEEFHESHE (VSS) AT json X,
5. WIHESEx , REEHESAXH.

5 AES B (AWS CLI)

B LAE A ImportSignalCatalogAPI 4 EZ BB T 0I2255 B R JSON X, BXITEBREMRE

ST (VSS) FeERHESRIFE| JSON X, AT RBIEA AWS CLI,
ESAGEEER, BBEITUTGHS.

« signal-catalog-name&RNEEECIENES B FHE.
o (WE ) MEREM Ndescription , AEBBIZIRBESH F.

SAESEFR
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https://console.aws.amazon.com/iotfleetwise/
https://docs.aws.amazon.com/AmazonS3/latest/userguide/access-bucket-intro.html
https://www.w3.org/auto/wg/wiki/Vehicle_Signal_Specification_(VSS)/Vehicle_Data_Spec
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_ImportSignalCatalog.html
https://www.w3.org/auto/wg/wiki/Vehicle_Signal_Specification_(VSS)/Vehicle_Data_Spec
https://www.w3.org/auto/wg/wiki/Vehicle_Signal_Specification_(VSS)/Vehicle_Data_Spec

AWS #1EX M FleetWise FEANGIER

« signal-catalog-configuration-vssE¥RANEE VSS HEXKESH JSON FHFEXHHN A
o

BRNARED X, B, RRBNNITHENESFEE , BSHEE AWS YWEH FleetWise 55

aws iotfleetwise import-signal-catalog \
--name signal-catalog-name \
--description description \
--vss file://signal-catalog-configuration-vss.json

JSON #MA T FRFELH BT vssIson FEZE, LA TR VSS HENNESTH R,

{
"Vehicle": {
"type": "branch",
"children": {
"Chassis": {
"type": "branch",
"description": "All data concerning steering, suspension, wheels, and brakes.",
"children": {
"SteeringWheel": {
"type": "branch",
"description": "Steering wheel signals",
"children": {
"Diameter": {
"type": "attribute",
"description": "The diameter of the steering wheel",
"datatype": "float",
"unit": "cm",
"min": 1,
"max": 50
1,
"HandsOff": {
"type": "branch",
"children": {
"HandsOffSteeringState": {
"type": "actuator",
"description": "HndsOffStrWhlDtSt. Hands Off Steering State",
"datatype": "boolean"
},
"HandsOffSteeringMode": {
"type": "actuator",
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"description": "HndsOffStrWhlDtMd. Hands Off Steering Mode",
"datatype": "int8",
"min": O,
"max": 2
}
}
}
}
},

"Accelerator": {
"type": "branch",

"description": ""
"children": {
"AcceleratorPedalPosition": {
"type": "sensor",
"description": "Throttle_ Position. Accelerator pedal position as percent. 0 =

Not depressed. 100 = Fully depressed.",
"datatype": "uint8",

"unit": "%",
"min": Q,
"max": 100.000035
}
}
}
}
I

"Powertrain": {
"type": "branch",
"description": "Powertrain data for battery management, etc.",
"children": {
"Transmission": {
"type": "branch",

"description": "Transmission-specific data, stopping at the drive shafts.",
"children": {
"VehicleOdometer": {
"type": "sensor",
"description": "Vehicle_Odometer",
"datatype": "float",
"unit": "km",
"min": Q,
"max": 67108863.984375
}
}
I

SAESEFR
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FRARER

"CombustionEngine": {
"type": "branch",
"description": "Engine-specific data, stopping
"children": {
"Engine": {
"type": "branch",
"description": "Engine description",
"children": {
"timing": {
"type": "branch",
"description": "timing description",
"children": {
"run_time": {
"type": "sensor",
"description": "Engine run time",
"datatype": "intl6",
"unit": "ms",
"min": Q,
"max": 10000
I
"idle_time": {
"type": "sensor",
"description": "Engine idle time",
"datatype": "intl6",
"min": O,
"unit": "ms",
"max": 10000

I
"Axle": {
"type": "branch",
"description": "Axle signals",
"children": {
"TireRRPrs": {
"type": "sensor",

at the bell housing.",

"description": "TireRRPrs. Right rear Tire pressure in kilo-Pascal",

"datatype": "float",

SAESEFR
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FRARER

"unit": "kPaG",
"min": Q,
"max": 1020
}
}
}
}
I

"Cameras": {
"type": "branch",

"description": "Branch to aggregate all cameras in the vehicle",

"children": {
"FrontViewCamera":
"type": "sensor",

"datatype": "VehicleDataTypes.SVMCamera",
"description": "Front view camera"

}I

"RearViewCamera": {

"type": "sensor",

"datatype": "VehicleDataTypes.SVMCamera",
"description": "Rear view camera"

iy

"LeftSideViewCamera":

"type": "sensor",

"datatype": "VehicleDataTypes.SVMCamera",
"description": "Left side view camera"

}I

"RightSideViewCamera": {

"type": "sensor",

"datatype": "VehicleDataTypes.SVMCamera",
"description": "Right side view camera"

}
}
iy

"ComplexDataTypes": {
"VehicleDataTypes": {

"type": "branch",

"description": "Branch to aggregate all camera related higher order data types",

"children": {
"SVMCamera": {

"type": "struct",

"description": "This data type represents Surround View Monitor (SVM) camera
system in a vehicle",

"comment": "Test comment",

SAESEFR
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"deprecation": "Test deprecation message",
"children": {
"Make": {
"type": "property",
"description": "Make of the SVM camera",
"datatype": "string",
"comment": "Test comment",
"deprecation": "Test deprecation message"
},

"Description": {
"type": "property",
"description": "Description of the SVM camera",
"datatype": "string",
"comment": "Test comment",
"deprecation": "Test deprecation message"
I
"FPS": {
"type": "property",
"description": "FPS of the SVM camera",
"datatype": "double",
"comment": "Test comment",
"deprecation": "Test deprecation message"
},
"Orientation": {
"type": "property",

"description": "Orientation of the SVM camera",
"datatype": "VehicleDataTypes.Orientation",
"comment": "Test comment",
"deprecation": "Test deprecation message"

I

"Range": {
"type": "property",
"description": "Range of the SVM camera",
"datatype": "VehicleDataTypes.Range",
"comment": "Test comment",

"deprecation": "Test deprecation message"

},

"RawData": {

"type": "property",

"description": "Represents binary data of the SVM camera",
"datatype": "uint8[]",

"dataencoding": "binary",

"comment": "Test comment",

"deprecation": "Test deprecation message"
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I
"CapturedFrames": {
"type": "property",

"description": "Represents selected frames captured by the SVM camera",

"datatype": "VehicleDataTypes.Frame[]",
"dataencoding": "typed",

"comment": "Test comment",
"deprecation": "Test deprecation message"
}
}
},
"Range": {
"type": "struct",
"description": "Range of a camera in centimeters",
"comment": "Test comment",
"deprecation": "Test deprecation message",
"children": {
"Min": {
"type": "property",
"description": "Minimum range of a camera in centimeters",
"datatype": "uint32",
"comment": "Test comment",
"deprecation": "Test deprecation message"
I
"Max": {
"type": "property",
"description": "Maximum range of a camera in centimeters",
"datatype": "uint32",
"comment": "Test comment",
"deprecation": "Test deprecation message"
}
}
},

"Orientation": {
"type": "struct",

"description": "Orientation of a camera",
"comment": "Test comment",
"deprecation": "Test deprecation message",
"children": {
"Front": {
"type": "property",
"description": "Indicates whether the camera is oriented to the front
vehicle",

"datatype": "boolean",

of the
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"comment": "Test comment",
"deprecation": "Test deprecation message"
},
"Rear": {
"type": "property",
"description": "Indicates whether the camera is
vehicle",
"datatype": "boolean",
"comment": "Test comment",
"deprecation": "Test deprecation message"
},
"Side": {
"type": "property",
"description": "Indicates whether the camera is
vehicle",
"datatype": "boolean",
"comment": "Test comment",
"deprecation": "Test deprecation message"
}
}
},
"Frame": {
"type": "struct",
"description": "Represents a camera frame",
"comment": "Test comment",
"deprecation": "Test deprecation message",
"children": {
"Data": {
"type": "property",
"datatype": "string",
"dataencoding": "binary",
"comment": "Test comment",
"deprecation": "Test deprecation message"
}
}
}
}
}
}
}

R R BIE RTE JSON FRFER VSS RE XM MEEIES

oriented to the rear of the

oriented to the side of the
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"vssJson": "{\"Vehicle\":{\"type\":\"branch\",\"children\":{\"Chassis\":{\"type

\":\"branch\",\"description\":\"All data concerning steering, suspension, wheels,

and brakes.\",\"children\":{\"SteeringWheel\":{\"type\":\"branch\",\"description
\":\"Steering wheel signals\",\"children\":{\"Diameter\":{\"type\":\"attribute\",
\"description\":\"The diameter of the steering wheel\",\"datatype\":\"float\",\"unit
\":\"em\",\"min\":1,\"max\":503},\"HandsOff\": {\"type\":\"branch\",\"children\":
{\"HandsOffSteeringState\": {\"type\":\"actuator\",\"description\":\"HndsOffStrWh1lDtSt.
Hands Off Steering State\",\"datatype\":\"boolean\"},\"HandsOffSteeringMode\":
{\"type\":\"actuator\",\"description\":\"HndsOffStxWhlDtMd. Hands Off Steering Mode
\",\"datatype\":\"int8\",\"min\":0,\"max\":2}}}}},\"Accelerator\": {\"type\":\"branch
\",\"description\":\"\",\"children\":{\"AcceleratorPedalPosition\":{\"type\":\"sensor
\",\"description\":\"Throttle__ Position. Accelerator pedal position as percent. 0

= Not depressed. 100 = Fully depressed.\",\"datatype\":\"uint8\",\"unit\":\"%\",
\"min\":0,\"max\":100.0000353}3}}}},\"Powertrain\":{\"type\":\"branch\",\"description
\":\"Powertrain data for battery management, etc.\",\"children\":{\"Transmission\":
{\"type\":\"branch\",\"description\":\"Transmission-specific data, stopping at the
drive shafts.\",\"children\":{\"VehicleOdometer\":{\"type\":\"sensor\",\"description
\":\"Vehicle_Odometer\",\"datatype\":\"float\",\"unit\":\"km\",\"min\":0,\"max
\":67108863.984375}}},\"CombustionEngine\": {\"type\":\"branch\",\"description\":
\"Engine-specific data, stopping at the bell housing.\",\"children\":{\"Engine\":
{\"type\":\"branch\",\"description\":\"Engine description\",\"children\":{\"timing\":

{\"type\":\"branch\",\"description\":\"timing description\",\"children\":{\"run_time\":

{\"type\":\"sensor\",\"description\":\"Engine run time\",\"datatype\":\"int1l6\",\"unit
\":\"ms\",\"min\":0,\"max\":100003},\"idle_time\":{\"type\":\"sensor\",\"description
\":\"Engine idle time\",\"datatype\":\"intl16\",\"min\":0,\"unit\":\"ms\",\"max
\":10000333333333,\"Axle\": {\"type\":\"branch\",\"description\":\"Axle signals\",
\"children\":{\"TireRRPrs\": {\"type\":\"sensor\",\"description\":\"TireRRPrs. Right
rear Tire pressure in kilo-Pascal\",\"datatype\":\"float\",\"unit\":\"kPaG\",\"min
\":0,\"max\":1020}}3}}3}1}"
}

@ Note
AL THERHA | F ROS 2 HEHKRNEFES B RRAEMN VSS JSON X . AREZE
B, FEANRRSEHREFRARERM.
R RGHIE BRI ATALEMR , TRESREZ,

WMREERATEAZEFEE AWS KMS ZAMNINE |, EEIEUTBERFER | UMEESHNAEFTLEA
ImportSignalCatalog APl #&4E,

SAESEFR
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https://raw.githubusercontent.com/aws/aws-iot-fleetwise-edge/main/tools/cloud/ros2-to-nodes.py
https://github.com/aws/aws-iot-fleetwise-edge/blob/main/docs/dev-guide/vision-system-data/vision-system-data-demo.ipynb

AWS #1EX M FleetWise FEANGIER

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"kms : GenerateDataKey*",
"kms :Decrypt"
]I
"Resource": [
"arn:aws:kms:us-east-1:111122223333:key/KMS_KEY_ID"
]
}
]
}

EEY AWS Bx® FleetWise 5 B &

& A LA A UpdateSignalCatalogAP| #EREFHIABNES B F. LT RHIER AWS CLIL,

EFHUNBEESER ,, BETUTHT,

signal-catalog-configurationBR A B EEER . json XHHIE .

aws iotfleetwise update-signal-catalog --cli-input-json file://signal-catalog-
configuration.json

signal-catalog-nameBMRNEEEHNES B ZNER.

BROABEED X, B, ERBNNITHENESEE , BSREE AWS YEN FleetWise 55,

/A Important

BEXLEHRFATEN, MREFENNENEELEN (40 ) EFNFFIBEBARN , EH
BRIZEMHNE—NEAMEREEINFN SIS,

EHESER
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https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_UpdateSignalCatalog.html

AWS #1EX M FleetWise FEANGIER

EMBRBENLEW , IBE nodesToRemove ARINZEWH EEREZ . MRLEWHWEME
5518 , WEEMBR, EEREHESBE R 28] , XMEHMBIMBREMEIBiZED ( HBIER
HENHNBERER ) NEB.

{
"name": "signal-catalog-name",
"nodesToAdd": [{
"branch": {
"description": "Front left of vehicle specific data.",
"fullyQualifiedName": "Vehicle.Front.Left"
}
b,
{
"branch": {
"description": "Door-specific data for the front left of vehicle.",
"fullyQualifiedName": "Vehicle.Front.Left.Door"
}
b,
{

"actuator": {
"fullyQualifiedName": "Vehicle.Front.Left.Door.Lock",
"description": "Whether the front left door is locked.",
"dataType": "BOOLEAN"
}
1,
{
"branch": {
"fullyQualifiedName": "Vehicle.Camera"
}
.
{
"struct": {
"fullyQualifiedName": "Vehicle.Camera.SVMCamera"
}
1,
{
"property": {
"fullyQualifiedName": "Vehicle.Camera.SVMCamera.IS0",
"dataType": "STRING"
}
}
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]I

"nodesToRemove": ["Vehicle.Chassis.SteeringWheel.HandsOffSteeringState"],
"nodesToUpdate": [{

"attribute": {

"dataType": "FLOAT",

"fullyQualifiedName": "Vehicle.Chassis.SteeringWheel.Diameter",

max": 55

WMREERATEAZEFEE AWS KMS ZAMINE |, EEIEUTBERFR | UMELSHNAEFTLLEA
UpdateSignalCatalog API &4k,

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"kms : GenerateDataKey*",
"kms :Decrypt"
1,
"Resource": [
"arn:aws:kms:us-east-1:111122223333:key/KMS_KEY_ID"
]
}
]
}
KiE{E5 B XE#

A LAE A ListSignalCatalogNodesAPl ERKRIEES EREREEH . U T R~HIER AWS CLI,
ERZLEESEHRPAEGS (TR ) BENDIIIXK , BETUTHR,

signal-catalog-nameBFMRNEEERENES B RKHNEM.

aws iotfleetwise list-signal-catalog-nodes --name signal-catalog-name
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https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_ListSignalCatalogNodes.html

AWS #1EX M FleetWise FRARIER

MREERATHEAEFEE AWS KMS ZHMNE |, EE8FEUATBERAR , LEESNARTIEA
ListSignalCatalogNodes API #&4E,

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"kms :Decrypt"
]I
"Resource": [
"arn:aws:kms:us-east-1:111122223333:key/KMS_KEY_ID"
]
}
]
}

B ¥ AWS BxM FleetWise 5 B

A LAE A DeleteSignalCatalogAPI & EMIERES B F. AT RBIEA AWS CLI,

/A Important
EMRES BEFRZH , FEARTXEXRBENERRES, MIEREFLE, FW. ERIE. FX
YA, BSH
o MY AWS BX FleetWise ZE4F 18

BR AWS loT FleetWise f#TE 855 %

HIBR AWS ¥1BX M FleetWise 4

I ER AWS ¥IEX R FleetWise Al RA

I ER ¥ AWS BX® FleetWise 5&3h

ERRNEESER , BBETUTH D, signal-catalog-nameBRAEMBRNES B RHNB .
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https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_DeleteSignalCatalog.html

AWS #1EX M FleetWise FEANGIER

aws iotfleetwise delete-signal-catalog --name signal-catalog-name

KIEHES B FaMER

B LAE A ListSignalCatalogsAPI ERKIEE S B X2 B S B MR, AT REIFER AWS CLI,

ERZMEGSEZRENDI ISR , BETUATHR,
aws iotfleetwise list-signal-catalogs

MREGERATEAZEFEE AWS KMS ZHNNE |, FE8REUATEBERAR , MEENAETIEA
ListSignalCatalogs API #&{E,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"kms :Decrypt"
]I
"Resource": [
"arn:aws:kms:us-east-1:111122223333:key/KMS_KEY_ID"
]
}
]
}

FREXL AWS ¥JBxM FleetWise 5 B ZEL

A LAE A GetSignalCatalogAPI #ERKREFESERELE. LT RHIER AWS CLI,

ERRAXRESEENER , BETUTH T

signal-catalog-nameB#MANERENES BH RN EMH.

aws iotfleetwise get-signal-catalog --name signal-catalog-name
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https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_ListSignalCatalogs.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_GetSignalCatalog.html

AWS #1EX M FleetWise FEANGIER

MREEATEAESIEE AWS KMS ZEANINE , BEEUATERRER , MELN AT IEA
GetSignalCatalog API R4k,

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"kms :Decrypt"
]I
"Resource": [
"arn:aws:kms:us-east-1:111122223333:key/KMS_KEY_ID"
]
}
]
}
(@ Note

REFERHL -, RYEHR , TRFARMARBRXIES B FHETHER.

B AWS YIEXN FleetWise ZFiFRAL

A UEREESRCIEETHRELCEREANERLES, EHBASBEIERE —XHENZHEMRBMH
—HHEER , MEERTLNEREERNEHE., FAEREFRESUENEFRCHEEEN—4AES.
EXEZER , H5H 1 AWS YELM FleetWise ZE,

BN ERESHE —MRESFER , B2 EWE SRS, REATURNATEzZ—

« ACTIVE - EHE S TIEIIIRES,
« DRAFT - EFESHEE S RE.



https://web.stanford.edu/class/cs345d-01/rl/eventually-consistent.pdf

AWS #1EX M FleetWise FRARIER

/A Important

s UWMEHREESER , REFEEEA CreateModelManifest API IBEQIBEWHER, B
REZER , B85 212 AWS YIBM FleetWise 55 B .

o MRIZFEH AWS YIER FleetWise #2H| A BIEZFHIER | AWS loT FleetWise £ B3I A&
BUEEWER,

 MRBZEEH CreateModelManifest API RECIEEHRAE S | NIEHE S {F4REF DRAFT R
=

BNo

o BEEBIIAT DRAFT RSN ERBESQEEW, £ UpdateModelManifest API B{E
AR EHESERN ACTIVE RE

« BRERBAT ACTIVE RENEFRES,

FB

- B2 AWS #Bk M FleetWise &R

- EFY AWS BXM FleetWise FifER

- HBR¥ AWS BXH FleetWise &R

« JREX AWS #1BX M FleetWise FHESER

B2 AWS Y1EBxM FleetWise =R HY

B LAME R AWS ¥1BX M FleetWise #2H| & API REIEFEHER,
FH

- QIBERMAES (EHE)

- BIEFEWES (AWS CLI)

NBRERES (2FE)
£ AWS Y8R FleetWise EHIAH , B UBEI U T AR IBERER

- EARREHRIER AWS
- FHUBREWES
- EREHES
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£ F IR RV ER AWS

AWS #IBX M FleetWise 12t 7 ZE£1Z M7 (OBD) Il, J1979 #iR , HZI N ERQEESBE R, EHER
MFEER, ZERERT OBD MEHFORMIFBI[ELYP, BXESZER , BSH EE AWS
loT FleetWise #8285 %,

ERERCIEEFHES

ITFFAWS YIEX M FleetWise ###l A

ESMERP , ERERES,

EFEHESTEL , EFERMEHRNER,

%R MREL 2 BT (OBD) Ilo

WA AWS #1BX™ FleetWise IEEEBIZEH OBD W& OM B .
ik =7y 1 8

R T o

FHORERES

BALUMESERPAMES , B BT L& —1HZ M .dbc XHERFAES, dbc XH=22HIER
REM ( CAN E& ) BEE ISR B

/A Important

I&TTEER AWS IBRM FleetWisefZ#l & R 2T UM RERFEE SN ERHEE, MREH
AWS CLI Rt Z2FHER,
MR REHFE BRI AT , TRRSRERL.

FHERERES

1. FTFFAWS B M FleetWise E &5 o
2. ESMBERD 6 EBREHES,
3. EEWHESTEHL 6 ERUEBRERES K ABWMITUTERE,

ES]
- FR1 . BEFRES
FR]2 : FINES
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https://console.aws.amazon.com/iotfleetwise
https://console.aws.amazon.com/iotfleetwise

AWS B FleetWise & AR ISR
- 3L GABS

o (W) R4 HAMEM

- B5F  wmRHAUE

SR BEEHES
HE—ESED , FITU TR

1. WAEWESHER.
2. (H&) WmAER,
3. iij:%-lt_io

H|2: AINES

® Note

- MBXEEERES AWS WBM FleetWise , NELFHEESBRZH , LSHFTA.
PIEE—NEMBRE | AWS WM FleetWise £ BFSIRES B S | 3HESFMEIE
— NEFER,

« MRIEFE AWS YELN FleetWise , M AT LUBEMES B FHERESH LE.dbe XHK
SAGE , NEEHRERNES

« BUREDB-—NMESTRUBEMES,

NIES

1. NERMMBERESHNESERPEE-NHZMEE. LUUELGNERPESERILES

@ Note
RAERENESS RN ERESF,

2. iﬁ?¥—|:_$o
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E3IL: GAGE

(® Note

MRXBEERER AWS YEXM FleetWise , N AM EEED —1.dbc XHEFBES AR
5o

WMRIEFAE AWS YIEXR FleetWise , N AT BUEE MNES B FHEFEFE ST L& .dbc XHR
SAGEE , N EHREERNES

BUREDB—NMEETRUBRERES,

SAER

1. EHEEF
2. HEUXFEF , ERITZESH dbc X, AT EEZA dbc X,
3. AWS ¥JExM FleetWise 47 /&RY.dbc MHLRRIES

HESHD , A EMESEENT T#E,

Name - 550 & o

BEMYBIME—, FSEMMBRERZAEE 150 N F/F. BRFHEE az. A-Z, 09, : (B
)M _ (TR ).

BRRE — EENBERBELMBIUTRE 2 —

INT8, . v + v .+ ... . BOOLEAN, FLOAT. DOUBLE, STRING

UINT8. UNIX_TIMESTAMP INT16 UINT16 INT32, _ARRAY UINT32 INT64, _ARRAY
UINT64. _ARRAY. _ARRAY. _ARRAY. BOOLEAN_ARRAY. FLOAT. DOUBLEAN_ARRAY,
INT8 DOUBLEAN UINT8 _ARRAY. STRING_ARRAY. INT16 _ARRAY. UINT16

_ARRAY, _ARRAY, INT32 _ARRAY. _ARRAY. UINT32 _ARRAY. _ARRAY. BOOLEAN
INT64 UINT64 _ARRAY. FLOAT_ARRAY,

Signal type - EEHEE | AL REREBFRINITER.

( A& ) Unit - ESHIRIZBM |, fla0 km HREKE.

( A% ) Path - ESHIEER, ZKLLTF JSONPath , AR () REERFES. Bl
Vehicle.Engine.Light.

EEENNBERZTEE 150 M7/, ARFHEE 1 az. A-Z, 09, ((BF)M_( T
%)o
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( A& ) Min - E 5 &/ME.
( Ak ) Max - EE5WHRKE,
( ATi% ) Description — 5 HI ik

HRKE&RZ N 2048 N7, BRFHFEHE 1az, AZ, 09, : (BF). _( TXl% ) M-
(EFRF) o

4, ii?%jt_io

(Al ) B4 RIESE

ERZ LA 100 MNEMYE , 2R ESEXRTHIAREM.

N INJE 1

1. ERNEES , AFNMNEEEEUT TiiE.

Name - BB

BEMBIME—, FEESENNRERZAEE 150 N7/, ARFHEHE az. A-Z, 09, : (B
) M_( TR )

HHERE — BUNBERELMRUATRE 2 —

INT8, « v v v v+ + .. . BOOLEAN, FLOAT, DOUBLE, STRING UINT8

INT16, UNIX_TIMESTAMP UINT16 INT32, _ARRAY UINT32 INT64, _ARRAY

UINT64, _ARRAY. _ARRAY. _ARRAY. BOOLEAN_ARRAY. FLOAT_ARRAY. DOUBLEAN
INT8 _ARRAY., DOUBLEAN UINT8 _ARRAY., STRIN INT16 G_ARRAY. _ARRAY,

UINT16 _ARRAY. INT32 ARRAY. _ARRAY. UINT32 _ARRAY. _ARRAY. INT64
BOOLEAN_ARRAY. FLOAT UINT64 _ARRAY

( A& ) Unit - BERRIZFEN |, HlE0 km HREKE.

( A% ) Path - E 5 HVBER, ELLTF JSONPath , EAR () KIERFES. Hlu0
Vehicle.Engine.Light,
EEEMNBERZAETE 150 MNFHF. ERFHIE az. A-Z, 09, : (B )M _(TX
%)

( AIiE ) Min - BN &/ME.

( 7T ) Max - BN R KX E

( A% ) Description - J& AR,
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HAKERS N 2048 N2, BRFHALE az. AZ 00, : (§8). _(FUL)A-
(EFH)

2. ji;%-l:_io

E5% wiAGE
RIIFWASHEE , AEEFE6E,
EREHES

AWS YIBx ™ FleetWise AT EHIIIAEHERNEERCIZHFER, AMAEHESHEENESHE
FEFNERE ST,

ERERES

1. FTFFAWS ¥ BxM FleetWise E#Hl & o
2. ESmMBERD  EREFEHES,
3. MNERESHRPER-—MEE K RAREFEEFEE,

EREFWES  EREFNUEEFESHERE.

AWS YIEXM AT REE B LD 4 FleetWise FREA BRI BERREMNBER. MW NBRERESF , £%F
WMESTHEL , RSIFERNEY . HERESTRNEDRSH , BTENERITRE.

BIBEHES (AWS CLI)

B LAE A CreateModelManifestAPI #ER QIR EWMER (HEER ), TENROIFERAT AWS
CLlI,

/A Important

HREREESER , AETEER CreateModelManifest AP BEBIBREHRIER, HX
MABIRESERNESFR , E3H 2IE AWS YEXN FleetWise 55 B %o

EOREFES | BHETUATHT,

vehicle-model-configurationBiR AT ESHEMN. json XHH B,
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https://console.aws.amazon.com/iotfleetwise
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_CreateModelManifest.html

AWS #1EX M FleetWise FRARIER

aws iotfleetwise create-model-manifest --cli-input-json file://vehicle-model-
configuration.json

« vehicle-model-nameBiRANEEEZCIEZNERERE .
« signal-catalog-ARNE#RNES B RMNL B FIREF (ARN),
« (Al ) descriptionBRNERUR B RBERHES,

BRNARED X, B, RRBNNITHENESFEE , BSHEE AWS WEH FleetWise 55

{
"name": "vehicle-model-name",
"signalCatalogArn": "signal-catalog-ARN",
"description": "description",
"nodes": ["Vehicle.Chassis"]

}

MRBERATERAEFITE AWS KMS A% | EE2FUTEERER |, LELZNACTLIER
CreateModelManifest API #4E,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"kms : GenerateDataKey*",
"kms :Decrypt"
]I
"Resource": [
"arn:aws:kms:us-east-1:111122223333:key/KMS_KEY_ID"
]
}
]
}
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B AWS BXM FleetWise ZFi1EH

o] LAE A UpdateModelManifestAPl ##EREFUENEFREE (BEEE ), THNWRAFERT
AWS CLI,

EFHINEERES  BEITUATHS.
update-vehicle-model-configurationB# N BB EMN json XHH B,

aws iotfleetwise update-model-manifest --cli-input-json file://update-vehicle-model-
configuration.json

« vehicle-model-nameBRNEBEEFHTNERE SN B,
o (k) BEGEEWER | Evehicle-model-statusBE#ANACTIVE,

/A Important
BERERBESRE , BT EERMERES,

o (A& ) descriptionBiR N EHHEIR AR BERBIERE S,

{
"name": "vehicle-model-name",
"status": "vehicle-model-status",
"description": "description",
"nodesToAdd": ["Vehicle.Front.Left"],
"nodesToRemove": ["Vehicle.Chassis.SteeringWheel"],
}

MREGERATEAZEFEE AWS KMS ZHMNE |, EE8FEUATEBERAR , MESNARTIEA
UpdateModelManifest API 1k,

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
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https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_UpdateModelManifest.html

AWS #1EX M FleetWise FRARIER

"Action": [
"kms : GenerateDataKey*",
"kms :Decrypt"

1,

"Resource": [
"arn:aws:kms:us-east-1:111122223333:key/KMS_KEY_ID"

W Ur =4 A S E T

A LAEA ListModelManifestNodesAPI 2ERRIFFRER RS2 EH. T RHEIFER AWS CLI,
ERZRATEEWESHERGS (TR ) BENS IR , BEITUTHT.
vehicle-model-nameBRNEBEERENFRESH B

aws iotfleetwise list-model-manifest-nodes /
--name vehicle-model-name

MRBERATERAEFIEE AWS KMS A INE | EE2FUTEERER |, LELZNACTLLER
ListModelManifestNodes API &4,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"kms :Decrypt"
]I
"Resource": [
"arn:aws:kms:us-east-1:111122223333:key/KMS_KEY_ID"
]
}
]
}

EAEMRE =


https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_ListModelManifestNodes.html

AWS #1EX M FleetWise FEANGIER

MER Y AWS BXM FleetWise ZE5H & H

AT LAfE A AWS IoT FleetWise #4145 3% AP I BRZERIE R,

/A Important

DM EMBREERESHEXNERMNMBBIR[EL, BXEZEE |, BSHEMIER AWS Y18 M
FleetWise ZE5 A BR AWS loT FleetWise SR 85/5 % :

BBERRE (2HE )
EMBREFER | EEHR AWS YEXH FleetWise 241 &
I BRE B S

1. $TFFAWS ¥IBx ™ FleetWise 2%l &,

2. ESMERP  EREWHES

3. EFRESTEL , ERENFERES,
4

5

prik =318
EMIBR vehicle-model-name? F , A EMBRNERESHNER , ABREEHIA.
I BRERE S (AWS CLI)

B A LAE A DeleteModelManifestAP IREMIBRIV B FERIER ( FEER ), TEMNTHIEART
AWS CLI,

ERBRERES | BT TGRS,

model-manifest-nameBNIEEM KRN ERESHE .

aws iotfleetwise delete-model-manifest --name model-manifest-name

WO AUE I BRI R S

A LAEA ListModelManifestsAP| 2 ERBITEHIER 2B SMIER. AT REIER AWS CLl,

ERRFAEEMESHENS IR , BETUTH T,
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https://console.aws.amazon.com/iotfleetwise
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_DeleteModelManifest.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_ListModelManifests.html

AWS #1EX M FleetWise FRARIER

aws iotfleetwise list-model-manifests

MREERATHERAEFEE AWS KMS AR INE | HE3FBUTEERER |, UMELHNAGT LUERA
ListModelManifests API &4k,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"kms :Decrypt"
1,
"Resource": [
"arn:aws:kms:us-east-1:111122223333:key/KMS_KEY_ID"
]
}
]
}

FRENL AWS YJExM FleetWise EH B SEE

B LAEA GetModelManifestAP| BERK RBEXEHERWELS ., LT RBIGEHR AWS CLI,
ERREXEMAEMNER , BB TUTHD,

vehicle-mode | EMMNERZENEHRESH B,

aws iotfleetwise get-model-manifest --name vehicle-model

(® Note
LRESERA -, RAEH , TETS RN ERESHITHER,

MREBERATHERAEFTE AWS KMS AN INE | HE2RUTEERER |, UELNAGT LUEA
GetModelManifest API 4,
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https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_GetModelManifest.html
https://web.stanford.edu/class/cs345d-01/rl/eventually-consistent.pdf

AWS #1EX M FleetWise FEANGIER

JSON

{
"Vexrsion":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"kms :Decrypt"
]I
"Resource": [
"arn:aws:kms:us-east-1:111122223333:key/KMS_KEY_ID"
]
}
]
}

EIE AWS loT FleetWise 1B S5 %

/A Important
B BIXS L AWS #IBR N FleetWise ThRERV G M Z RIPRH. BXREZFEE , HSH AWS AWS
YD EX X = Y X 35 A1 2 BE AT A 44 FleetWiseo

fRIERERASRBEER , ¥ AWS Bk FleetWise X LEERNEMMBIE ( ZHFBKIE ) BRI A
RAENE , ANBEI T ER. MEEONGESHERELRARKEERDRBENKZOANL.

M £& 420

BEEXEEMNEFEANMUNES., AWS YEXM FleetWise 3 T,
ZH2REIEM ( CAN B4 )
— RN, BT EN B FIEE 8 T2 B a2 5338 (ECUs)s ECUs R ARE Zh #3248 T,
ZEREBEHTIMERS,
WEKZ W (OBD) Il

— Tt — S RN, BTENMEZE ECUsIMAfZ i B RIZIBIE. TRE T FSIREN
SRR (DTCs) , AIFEBYIRAIEAV M 7 AR,

fRIDEE R 74
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TR

ERAEGELA - MR EEO. ERPREEN RO SENNR[ARERS (ROS 2) MAY EH
[ @ AR SSHY IP B4 (SOME/IP),

® Note
AWS YIEX M FleetWise X#FA T REEHIER ROS 2 HEH,

BENEOD
BT ERAECHEONRBILLENES., XAUTELENRE , RAETEE=TOZED
H,
E 5 RS 85
RESEEENIAEBES, FHEATEENEMEESHMNSEEHBREX, MREDS

BEEE CAN MEED | NIEXIIE CAN FBRES. WRMAEEI[ELTE OBD MEED ,
N %D E OBD E5#FIEER.

MRFBHF[FLEEIEEWMPRAED , WELNETSHLESHER. NE , MRHELR[EFLE
EEENELED , Wet4MITEHENEBES,

BRERBFEBLMEEFRESHREK. AWS YER FleetWise £ FXERHY #ERD 275 ERMEHDET
FIREEAEN F WA BEE.

BNMNEEREFERNE —IMMEFEE , HHh @ SHBESFENRES, RETURUTEZ—
« ACTIVE - B85 24 TIaaIRES,

« DRAFT - RIRFHBIERELNEE,

« VALIDATING - EERIFMBEEER K, XMEATEEEL M REKEESHBLRE
B,

« INVALID - MBS ERIF AN , ML EBE. IMEATEEEL —MRERSEHIFEES S WD
BEEH, BALAMER ListDecoderManifests 1 GetDecoderManifest APls 48 2256 iF kMK R & .
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/A Important

o MBEAFER AWS loT FleetWise Z2#I A QIR BB E L , AWS loT FleetWise 2 B3I R &
BUEMRBEREE,

o MRBIEFEH CreateDecoderManifest API B4ECIEAIBEEFE | NMABE SR NERE
DRAFT RZS,

« BTEBEIE DRAFT BEBRBFEXRBKNEWESQEEW, £H
UpdateDecoderManifest API R{ERI B R E RN ACTIVE RS,

o BREHRBLAT ACTIVE RANEBEIREE,

F&

« BLiE AWS loT FleetWise M & O MFHEREST
- BE | AWS oT FleetWise f#1583 5%

« EF AWS loT FleetWise #3255 %

- MiBX AWS IoT FleetWise f#iB28/5 %

+ 3REXLAWS #JBX M FleetWise fEiBaa/5 258

ECiE& AWS loT FleetWise WMEIEOFMEBR[ES

/A Important

B aIxX FE L AWS ¥BXM FleetWise ThRERITHRIZ RIPREI, BREZELR , S5 AWS AWS
YIEx W e 1Y X 33 F TheE v B M FleetWise,

BIMAEREEHELE I MEEONESHEHR  ASAXERERPEENESEX,

WMREH|/ELITE CAN MEED , NAMEE CAN E5#EER. MRBER[ELETE OBD NE
O, NxmaEs OBD 5 #EaR,

ES ]

- REMSEEO

- BEEESMHELS

EEZOMNES 76
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Bl iE W& DO

EfE CAN WEED |, HEEUTEERE,
« name — CAN #0OHE .

BOSHLSRME—/ , ATEE 1-100 NFR.
( A% ) protocolName - THXHI & #Fo

B{E : CAN-FD 1 CAN,
( AIi% ) protocolVersion— AWS #1Bx™ FleetWise B #I3# CAN-FD F1 CAN 2.0b,

EXE:1.0F 2.0b,

EFE OBD MEEND |, HEEATER.
« name — OBD EOM B,

BOSMLMEME—/ , TELEE 1-100 NFH.
« requestMessageld - FERHIFEHEER ID,

( A[i% ) dtcRequestIntervalSeconds— EJLW# A @ERIERIZETHFENRES (DTCs) B4R
L, Hlan , MBEHREERN 120 , W) Edge Agent BHFE 2 24 IKEE DTCs — R EMBIRNE,

( /% ) hasTransmissionEcu - ZH R B AT REFIEFHER (TCM),

BME : true M false,

« (A% ) obdStandard— AWS #IBX™ FleetWise X35 OBD #rf. AWS ¥IBXM FleetWise B &
F 4 % —HEL M (WWH-OBD) -4 54, 1SO15765

( A& ) pidRequestIntervalSeconds— MZEHHE OBD Il PIDs XK, fln , MRIEEE
7 120 , M| Edge Agent & 2 2 # U EE PIDs —X OBD Il

( /% ) useExtendedIds-2EBEHE IDs REAT B,

BEXME : true F false,

EREPHEHEMEED , BREATER.
* name - R EAHEO BN,
BOEMLMRE—K , TE= 1-100 MFFF,

REEOMES 77
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« protocolName — BB FFo

EME : ROS_2

EREAEN#EBRED , BFEEATER.
* name— A T DL &S SRYERTE IR 1o
fRIEEREOBMHRAAEE 1-100 MNFH,

BLE(S S AEDER
ERIE CAN E5#@BBE  FEEUATEER.

- factor - ATHRIBEENERL,

« isBigEndian - HEHNZFNINFREN KinF. RRRKEF , WFIPSEENEEEFHEER
REYFa stk b

- isSigned - HERBEZLH, MRELE , MEEATLURR R RERM A,

« length— BEEWKE (BMuREN ).

- messageld - HEM ID,

- offset- ATFIHEESENREE. BMLEEF , itE4 RN value = raw_value * factor
+ offset,

- startBit - ®RMNHEE—NVWNE.,
« (A% ) name - 5B,
( A[1% ) signalValueType-E5RYERE, BHREIRIAERE,

ERE OBD 5= , BEEUTER.

« byteLength - HEMEFTKE,

« offset- AFIHEEGESENREE., BMESK , TEL RN value = raw_value *
scaling + offset,

« pid - ATMERERILESHEREENIZHRRI,
« pidResponselength - FIERHEEMKE.,

« scaling - AT H#HEHEENTE,

« serviceMode - SEEHRHREEN (2RSS ) -

REEOMES 78
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« startByte - ETREERELR,

( @& ) bitMaskLength - SEHEF#RERA I
« (W% ) bitRightShift - AWM EK.

(i) isSigned- BERTEEE. MRBBEE , WHBTURNRRERMAK, RAHR
T . MERER (false),

( /% ) signalValueType-E5HEERE, BHRIRIAERE,

ERBEHSESHESR  FEEATEER.

- topicName - BEESHETEN. EXNT ROS2 P T, BXEWILEENRNESE

B | 2 StructuredMessage,

« structuredMessage - HEEFESWEHLER. BRILLA a primitiveMessageDefinition, *
structuredMessagelListiE X" =% structuredMessageDefinition %3 75 3 E Lo
EREAENHBES , BEEATER.
(W% ) id— BEAMBIBEOBCHBNESH ID, 55 ID IEE 1-150 NERF. MRKIE
ZE , idWfullyQualifiedNameZRIAREFTH,

A% | AWS oT FleetWise #2255

/A Important

B HIX L AWS YBXM FleetWise ThEERITHRIZ RIPREI, BREZELR , S5 AWS AWS
YIEx W e 1Y X 33 F TheE v] M FleetWise,

O] LABEA AWS loT FleetWise #2H| &3 APl N RN EHIE R S E IR F L,
£

- QIEEMEBEEE (BHE)

. DIERMEIBEEESE (AWS CLI)
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https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_StructuredMessage.html
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BIRARIDRBE (2FE )

&R LAER AWS loT FleetWise 2% & 6|2 5 SN EME S XM EDERFE,

/A Important

ETEERY) AWS BX FleetWiseMiZH & Ef#LRFEFREARRGERERFS. A
AWS CLI, MIBERSGHIEBBINTULM , TRESRER.

BIEfEINERRE

1. FTFFAWS YR FleetWise 215

2. ESMERP  EREWRES,

3. EEBEREWAS,

4., EFHBESHEENEL , ERIEHRIEHREE , ARRITUTERE

F&

- SR1 REHIDREE
- 2% BE CAN 0O
- B35 FRAGE

SR BEMREREE
E—REEED , MITHUT®RAE
1. NRBI|ELWMAEE—BR,
2. (W& ) WmARER,

3. ﬁ?%jt_io

I &4 O

BRERBFELMEAEL —IMNEEQ, BN EELRBFTEPINSIMEED,

BIEFEERRFE
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https://console.aws.amazon.com/iotfleetwise

AWS #1EX M FleetWise FEANGIER

AN

1. LEREEOXH., BRI EEFERT CAN M .dbe X , SE RN ROS2 EENEO L
£ json X #.

2. WMALHMKXEONES, URELATHEED , NEHERE,

BRETER RV E S

MREWMERPHESELENNEEODROEXESHEDER , WA IE - NRIAN BE L FDER
KMFRANES. XRBALER , ARNERUET —SHFHRFES,

BIEZERIAN B E LRSS

1. EER “NRENESCIEERINN B E LFERE".
2. ﬁ?¥—|:_$o

%25 RS CAN 0

BRI LAER CAN E S AERRET CAN §5. MREEF “HRANESCIERABE L RBR Sik
1, NEARDEERESHES B2 AR TFING BEESHBER.

EME CAN 55

1. 7 CAN E5MS | mFRESHEIEIR.
2. iij:¥-|:_$o

® Note
MREARMT ROS 2 HAENEA , NATUECIEMRIDERE R 2 AIRIERE

35 TRHOIE
KIITMBEEENERE  RELFEE,
SIS 2B £ (AWS CLI)

EA LA CreateDecoderManifestAP| #ERBIZ MBS EE, TEMREIERT AWS CLI,
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https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_CreateDecoderManifest.html
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/A Important

ECIEMBIEER R , BUNHEERES, S M EBERFEMUNEERESHEREK, &
XEZER |, HSHE 02 AWS YEXM FleetWise FiHtER,

EOEMERELE  BETUTHT.

decoder-manifest-configurationBi N B EEEMN json XHFH B

aws iotfleetwise create-decoder-manifest --cli-input-json file://decoder-manifest-
configuration.json

 decoder-manifest-name&iRNREZCIENFEERBTLENER,
» vehicle-model-ARNEBRAEHE S K Amazon FIEBAM (ARN),
« (A& ) descriptionBIR IR AR BRI FRID 2B £,

BRUNMBEESDX. B, FRBNNITHENESZFEE , BSHRELE AWS loT FleetWise M 4&4Z 0

FRIDER(E 5.

{
"name": "decoder-manifest-name",
"modelManifestArn": "vehicle-model-arn",
"description": "description",
"networkInterfaces": [
{
"canInterface": {
"name": "myNetworkInterface",
"protocolName": "CAN",
"protocolVersion": "2.0b"

iy
"interfaceId": "QglacaenByOB3sSM39SYm",
"type": "CAN_INTERFACE"

}
15
"signalDecoders": [
{

"canSignal": {
"name": "Engine_Idle_Time",
"factor": 1,

BIEFEERRFE
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"isBigEndian": true,
"isSigned": false,

"length": 24,
"messageId": 271343712,
"offset": O,

"startBit": 16
},
"fullyQualifiedName": "Vehicle.EngineIdleTime",
"interfaceId": "QglacaenByOB3sSM39SYm",
"type": "CAN_SIGNAL"

},
{
"canSignal": {
"name": "Engine_Run_Time",
"factor": 1,
"isBigEndian": true,
"isSigned": false,
"length": 24,
"messageld": 271343712,
"offset": 0O,
"startBit": 40
I
"fullyQualifiedName": "Vehicle.EngineRunTime",
"interfaceId": "QglacaenByOB3sSM39SYm",
"type": "CAN_SIGNAL"
}

e decoder-manifest-nameBRNEEEQNBRIBRIBI[TETLHNBEM,
« vehicle-model-ARNERANERESH Amazon BIREBEF (ARN),
o (Hi& ) descriptionBIR IR AR BB IR B fRIEEE £,

g1 (G ) PEMET SR E A 51;."?E%$ﬂ$$ﬁ1‘iﬁu (BEES ) hEXNINFRE—H. B
KAEED . B, RERSBNHTENESELR , BSHEBELE AWS loT FleetWise M % #% O # &
EE_I’%E{EFO

"name": "decoder-manifest-name",
"modelManifestArn": "vehicle-model-arn",
"description": "description",
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FRARER

"networkInterfaces": [{
"canInterface": {
"name": "myNetworkInterface",
"protocolName": "CAN",
"protocolVersion": "2.0b"
I
"interfaceId": "QglacaenByOB3sSM39SYm",
"type": "CAN_INTERFACE"
Yo &
"type": "VEHICLE_MIDDLEWARE",
"interfaceId": "G1lKzxkdnmV5Hn7wkV3ZL9",
"vehicleMiddleware": {
"name": "R0OS2_test",
"protocolName": "ROS_2"
}
1,
"signalDecoders": [{
"canSignal": {
"name": "Engine_Idle_Time",
"factor": 1,
"isBigEndian": true,
"isSigned": false,
"length": 24,
"messageld": 271343712,
"offset": O,
"startBit": 16
},

"fullyQualifiedName": "Vehicle.EngineIdleTime",
"interfaceId": "QglacaenByOB3sSM39SYm",

"type": "CAN_SIGNAL"

},

{

"canSignal": {
"name": "Engine_Run_Time",
"factor": 1,
"isBigEndian": true,
"isSigned": false,
"length": 24,
"messageld": 271343712,
"offset": 0O,
"startBit": 40

I

"fullyQualifiedName": "Vehicle.EngineRunTime"
"interfaceId": "QglacaenByOB3sSM39SYm",

BIEFEERRFE
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FRARER

"type": "CAN_SIGNAL"
.
{

"fullyQualifiedName": "Vehicle.CompressedImageTopic",

"type": "MESSAGE_SIGNAL",
"interfaceId": "G1lKzxkdnmV5Hn7wkV3ZL9",
"messageSignal": {

"topicName": "CompressedImageTopic:sensor_msgs/msg/CompressedImage",

"structuredMessage": {
"structuredMessageDefinition": [{
"fieldName": "header",
"dataType": {
"structuredMessageDefinition": [{
"fieldName": "stamp",
"dataType": {
"structuredMessageDefinition": [{
"fieldName": "sec",
"dataType": {
"primitiveMessageDefinition": {

"ros2PrimitiveMessageDefinition":

"primitiveType": "INT32"
}

}
}I
{

"fieldName": "nanosec",
"dataType": {
"primitiveMessageDefinition": {

"ros2PrimitiveMessageDefinition":

"primitiveType": "UINT32"

"fieldName": "frame_id",

"dataType": {

"primitiveMessageDefinition": {
"ros2PrimitiveMessageDefinition": {
"primitiveType": "STRING"

BIEFEERRFE
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FRARER

"fieldName": "format",
"dataType": {
"primitiveMessageDefinition": {

"ros2PrimitiveMessageDefinition":

"primitiveType": "STRING"
}

}
}I

{
"fieldName": "data",

"dataType": {

"structuredMessagelListDefinition":

"name": "listType",
"memberType": {
"primitiveMessageDefinition": {

"ros2PrimitiveMessageDefinition": {

"primitiveType": "UINT8"
}
}

1,
"capacity": 0,

"listType": "DYNAMIC_UNBOUNDED_CAPACITY"

e decoder-manifest-nameBRANEEERNBRIBRIBI[ETLHBEM,

BIEFEERRFE
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« vehicle-model -ARNEBRAEWHESH Amazon BIRERBAM (ARN).
e (T ) descriptionB AR IERBIFBEREE,

BXRUNMAEED X, B, FRE\NNTHENESEE , FSHEE AWS loT FleetWise M45#E O
FRIDER(E 5.

{
"name": "decoder-manifest-name",
"modelManifestArn": "vehicle-model-arn",
"description": "description",
"networkInterfaces": [
{
"interfaceIld": "myCustomInterfaceId",
"type": "CUSTOM_DECODING_INTERFACE",
"customDecodingInterface": {
"name": "myCustomInterface"
}
}
1,
"signalDecoders": [
{
"customDecodingSignal": {
"fullyQualifiedName": "Vehicle.actuatorl",
"interfaceld": "myCustomInterfaceId",
"type": "CUSTOM_DECODING_SIGNAL",
"customDecodingSignal": {
"id": "Vehicle.actuatorl"
}
}
b
{
"customDecodingSignal": {
"fullyQualifiedName": "Vehicle.actuator2",
"interfaceld": "myCustomInterfaceId",
"type": "CUSTOM_DECODING_SIGNAL",
"customDecodingSignal": {
"id": "Vehicle.actuator2"
}
}
}
]
}
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® Note
BAUTHRERH ARG BT ENRRACSNRIBREFL, EXELZER , BSAURRS
BIEFRARIEHE.

M RERIE R SNTRNR , TR R LT,

MREBEATEREFIEE AWS KMS ZANMNE |, BEBEUATEEER , LELSNAETLLER
CreateDecoderManifest API &4,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"kms : GenerateDataKey*",
"kms :Decrypt"
1,
"Resource": [
"arn:aws:kms:us-east-1:111122223333:key/KMS_KEY_ID"
]
}
]
}

E 3 AWS loT FleetWise fA18 885

/A Important

B HIxX FE L AWS YBXM FleetWise hEERI A RIZ RIPREI, BREZELR , HSH AWS AWS
YIBX R Y (X 33 F S BE AT M FleetWiseo

A LAE A UpdateDecoderManifestAP| 1@ ER EFFIEEE L, BALURM, BRANEHMEEOM
ESHBEER., BETUENHRERETLNRES. THNRGIERT AWS CLL,

EERERRE R 88


https://raw.githubusercontent.com/aws/aws-iot-fleetwise-edge/main/tools/cloud/ros2-to-decoders.py
https://github.com/aws/aws-iot-fleetwise-edge/blob/main/docs/dev-guide/vision-system-data/vision-system-data-demo.ipynb
https://github.com/aws/aws-iot-fleetwise-edge/blob/main/docs/dev-guide/vision-system-data/vision-system-data-demo.ipynb
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_UpdateDecoderManifest.html
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EEHMBEEEE  HETUTTER.
decoder-manifest-nameBR N EEEMNFEBEIFTLN BN,

aws iotfleetwise update-decoder-manifest /
--name decoder-manifest-name /
--status ACTIVE

MREESEEREEWHBAN , MTIZERANWFEBAN, ESERMNEBENHEBED
# , CustomDecodingSignal$idiRBENEEMEEREE . BEEARAFBIN EHFDIRTF

B EEITUTHS,
decoder-manifest-nameBRNIEEEFWRELIZELNZ .

aws iotfleetwise update-decoder-manifest /
--name decoder-manifest-name /
--status ACTIVE
--default-for-unmapped-signals CUSTOM_DECODING

/A Important
BUERERBRER BT ENERITRE.

MREFZATEATSEE AWS KMS ZHMMNE , BEEUATBERER , HUE

UpdateDecoderManifest API &1k,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"kms : GenerateDataKey*",
"kms :Decrypt"
]I

"Resource": [

AT LER

"arn:aws:kms:us-east-1:111122223333:key/KMS_KEY_ID"

EERERRE R
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W IBEs E L EH

A LA A ListDecoderManifestSignalsAPI R ER K EBRFREPHNRERES_REEEMHM. UT
RBIERA AWS CLl,

ERRATCHBRELEPTMERERES (TR ) BENSTIXR , BETUTHS,
decoder-manifest-nameBRANEEERENHRBIERFTEN BN,

aws iotfleetwise list-decoder-manifest-signals /
--name decoder-manifest-name

MREEATEAESIEE AWS KMS ZENNE , BEEUATEHRER , MELN AT IEA
ListDecoderManifestSignals API #4E,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"kms :Decrypt"
]I
"Resource": [
"arn:aws:kms:us-east-1:111122223333:key/KMS_KEY_ID"
]
}
]
}

A LAE R ListDecoderManifestNetworkinterfacesAPl B ERRIF RIS ETEPHNEIEZEOREEE
. TEMRBIERT AWS CLI,

ERRATCHBERBFLEPAEMNBEOREN S IR , BEITUTH R,
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https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_ListDecoderManifestSignals.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_ListDecoderManifestNetworkInterfaces.html
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decoder-manifest-name BN EEERENRBITETEN A,

aws iotfleetwise list-decoder-manifest-network-interfaces /
--name decoder-manifest-name

MREBEATEREFIEE AWS KMS ZANMNE |, EFEBEUATBERER , LELNAETTLLER
ListDecoderManifestNetworkInterfaces API &4k,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"kms :Decrypt"
]I
"Resource": [
"arn:aws:kms:us-east-1:111122223333:key/KMS_KEY_ID"
]
}
]
}

i BR AWS IoT FleetWise f#iZ285 %
BT LAERA AWS loT FleetWise &1 A 2k API MiIBRAEFDESE#

/A Important

PAEMGSRBEELXHNER, SXESEL , H2H B AWS WER FleetWise %
.

£33
. BRRBEEL (B4 )
. BIERREBEEE (AWS CLI)
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DI RBEEE (1254 )

BRI LAfE A AWS IoT FleetWise #5241 & MR fZFBE85%
fHIBRARED RS 58

1. $TFFAWS ¥IBX™ FleetWise 2% 5,

ESMBERD , ERERES,

R ERERES,

EEHESHEE AL , GEBERERETFR,

LR BARERIDERIEE |, AEIEEMIBR,

#MiBR decoder-manifest-name? 7 , A EMRNBEERBFTENEN , AREFREIA,

o a0 K~ W DN

Ml BRARED 2R F 2 (AWS CLI)

O] LAE A DeleteDecoderManifestAP| #R4EMIBRERRBESHEE . AT RBIEA AWS CLI,

/A Important
HEMBREFDERFE 2/ , BEEMBRKERNER. BXESEE , B35 MR AWS Y M
FleetWise ZE4#,

EMBRFEIREE |, BETUATHT.

decoder-manifest-name BN IEEM BRIVABITET LN B,
aws iotfleetwise delete-decoder-manifest --name decoder-manifest-name

WA C I BRAAIEERE 2

B A LA ListDecoderManifestsAP| I {ERIGIF RIS B 2 B E O MR, UTREIER AWS
CLl,

EXRFIARBREERENDI WIIR , BETUTHT.

aws iotfleetwise list-decoder-manifests

T BRARTE 2R E 2 92


https://console.aws.amazon.com/iotfleetwise
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_DeleteDecoderManifest.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_ListDecoderManifests.html

AWS #1EX M FleetWise FRARIER

MREBERATHERAEFITE AWS KMS A% |, E3FUTEERER |, UELNAGTLLER
ListDecoderManifests API #&4E,

JSON

{
"Version'":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"kms :Decrypt"
1,
"Resource": [
"arn:aws:kms:us-east-1:111122223333:key/KMS_KEY_ID"
]
}
]
}

FREL AWS 18X FleetWise fATBESEHER

B LAE A GetDecoderManifestAP| B ER R FEE LT HNNEZEONESHBRERETEEN.
AT RHI6ER AWS CLI,

EXRAXMBHR[EENEE , FETUATH T

decoder-manifest B A ERRNWABIETELN BN,

aws iotfleetwise get-decoder-manifest --name decoder-manifest

(® Note
BREERZA M., RIFEWR , TP VAR EERBTRERTHEL,

MREBERATHERAEFTE AWS KMS AN INE |, HE2RFUTEERER |, UELHNAGT LLEA
GetDecoderManifest API &4k,
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https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_GetDecoderManifest.html
https://web.stanford.edu/class/cs345d-01/rl/eventually-consistent.pdf

AWS #1EX M FleetWise FRARIER

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"kms :Decrypt"
]I
"Resource": [
"arn:aws:kms:us-east-1:111122223333:key/KMS_KEY_ID"
]
}
]
}
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EIE AWS YBXM FleetWise ZE5H

TWMREMBESHRE, EMLTRFEFHESHTUE , FEHRGR[BEREMEXK. EFHF—IT 24
BEREETRER, FlW, EWHALHER. RIBENMMARRSBERED R, SN EHEH
HIEEUTER

vehicleName
FRIREHH 1D,

FOEEMERPHINDMASHER (PI) REMBIBHBRES . Hit AWS RS ( 2RIE
# ) HEHREZEHE R CloudWatch, EFREMTES B TRAERBREIE,

modelManifestARN

EWAES (EEFE ) M Amazon RIFE# (ARN ) . BNMNERBRRIBEEMESCIEN, £AM
EERESCIENERBENZERESHEN —HHRESER. XEFESERFS B FKPENLNR
;3|

decoderManifestArn

FRIDERIS LAY ARN, FRIDER 8 RIRMAAEMIES | ¥ AWS BXM FleetWise o] LA A iX &5 2R A
EEHE ( ZHFKIE ) BRNAXRTRNE, BOF[FELASERERAREK, AWS YEN
FleetWise f£ M EAVAIEERF AR A E T HEEFME R ZNEWMNRRHBIE.

attributes

BUHEREERAEENREN. EFUUNGESHEAEERESHNEM. BULUMNIEMEMRX 2
EANEFHANEAMBERESCNENEMER, Al REE-—HERRLE , WA LNEHERE
LATE : {"coloxr": "black"},

/A Important
MRMEERBNERESHELEYE  RAEFERERNE BNERHH,

BXEFES, BEREFRENEMENESZREERE , FZHY AWS YEXX FleetWise ZHH#H1TER,

AWS ¥IEX M FleetWise 2 T AT API 4F |, BRI EARX ERER BN ERER,

« CreateVehicle— 8|2 —W¥H%E,
« BatchCreateVehicle— B2 — =k Z W&,
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AWS #1EX M FleetWise FRARIER

+ UpdateVehicle— EHMBEEH,

+ BatchUpdateVehicle— EF — R ZHIMEERH,
+ DeleteVehicle— MIBRIABZER,

« ListVehicles— B RFTBEMBMEN 5 RHIRK

+ GetVehicle— ®RBEXEFHRNEL.

g

« BLE AWS PIEBX ™ FleetWise T4

« AWS IBx M By fR B iE & FleetWise
- BIEY AWS BXM FleetWise 5%

« BIE% FleetWise i AWS YIEX M ZE4H
« F¥ AWS YIEX M FleetWise Z5%

« BEH% FleetWise ¥ AWS ¥IBx M E
« MBR AWS YIEX M FleetWise Z5

- JREX AWS PIBX M FleetWise FHELE

BLiE AWS ¥Bx M FleetWise ZE5H

ZEHHRZEITH AWS YB3 FleetWise M ATINEREH NHEAWEI =K. AWS ¥IEBN
5 FleetWise £ AWS IoT Core , I SREBRGN=ZEEY MQTT #TRZLERF. 8
R — AWS loT B, B LAERIIA AWS loT BYRGIBEW , AT LUF AWS YIEXH
®iE FleetWise N B3I N EWAIZE AWS loT B, BEXEZER , BSH GIEY AWS B M
FleetWise /3%,

AWS loT Core X 54 WIF T , HEHTF L2 IZFIXT AWS B FleetWise BRMIFE ., ZEH
ATBAE A X.509 iE B3 1THMIIUE ( &% ) UEAY AWS Bk® , FleetWiseH £ AWS loT Core ¥
IR BN (RENR ) AR ITIEERE,

Xt AT B RIE

B A LAl AWS loT Core SREERIGUE BRI ZEH,

M IEN AT H D RIE
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AWS #1EX M FleetWise FEANGIER
« policy-name&iRN ECIEN RN B,
« file-name&Ei N A E AWS IoT Core EKIEH JSON XHME Fro

aws iot create-policy --policy-name policy-name --policy-document file://file-
name . json

HEERREROIZE , BATLTERE

e Us-east-1BHPEEEDBBIZE AWS loT FleetWise BB AWS X1,
e 1111222233338 NIEH AWS K ID,

IR BIETE AWS loT REM T FleetWise, BLTFXEETFRMBI KBS, BEXEZEER
FSH AWS YER M 1Y 4R B 758 FleetWiseo

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"iot:Connect"
1,
"Resource": [
"arn:aws:iot:us-east-1:111122223333:client/
${iot:Connection.Thing.ThingName}"
]
}I

{

"Effect": "Allow",

"Action": [
"iot:Publish"

1,

"Resource": [
"arn:aws:iot:us-east-1:111122223333:topic/$aws/iotfleetwise/

vehicles/${iot:Connection.Thing.ThingName}/checkins",
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"arn:aws:iot:us-east-1:111122223333:topic/$aws/iotfleetwise/
vehicles/${iot:Connection.Thing.ThingName}/signals"
]
}I

{
"Effect": "Allow",

"Action": [
"iot:Subscribe"
1,
"Resource": [
"arn:aws:iot:us-east-1:111122223333:topicfiltex/$aws/
iotfleetwise/vehicles/${iot:Connection.Thing.ThingName}/collection_schemes",
"arn:aws:iot:us-east-1:111122223333:topicfiltex/$aws/
iotfleetwise/vehicles/${iot:Connection.Thing.ThingName}/decodexr_manifests"
]
}I

{
"Effect": "Allow",

"Action": [
"iot:Receive"

1,

"Resource": [
"arn:aws:iot:us-east-1:111122223333:topic/$aws/iotfleetwise/
vehicles/${iot:Connection.Thing.ThingName}/collection_schemes",
"arn:aws:iot:us-east-1:111122223333:topic/$aws/iotfleetwise/
vehicles/${iot:Connection.Thing.ThingName}/decoder_manifests"

1

R

&R LB 2 X.509 IEH KN B EH RN
BRI =4

/A Important
BENBREIEMIES,

RINER
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FRARER

1. EfE RSA BN HMAK X509 iEH , HFETHU T T

« certEHiRNIRTF CertificatePem &% H RN BH XA E o
« public-keyBNRE KeyPair T HHERNETHNXHR. Publickey,
- private-keyBNRF KeyPair i SHIEANBH X 4B, PrivateKeyo

aws iot create-keys-and-certificate \
--set-as-active \
--certificate-pem-outfile cert.pem \
--public-key-outfile public-key.key" \
--private-key-outfile private-key.key"

2. MBEAREFIEHE Amazon BIREBF (ARN).
3. ENREEEMMENES , BETUTH R,

« policy-nameBRNELIER AWS loT Core FKEEH B #ro
« certificate-arnBMRANEEFIWIEFHE ARN,

aws iot attach-policy \
--policy-name policy-name\
--target "certificate-arn"

4. BREBLHMEYE , BETUTHS.

 thing-name F{REY AWS loT AR B FRIRHNEFRNIDRE,
« certificate-arnBMNEEFIMIEHR ARN,

aws iot attach-thing-principal \
--thing-name thing-name \
--principal "certificate-arn"

RINER
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FRARER

AWS P18k R B 5B FleetWise

/A Important

B ey FEL AWS ¥BXM FleetWise ThEEMTARIZ RIRE, BREZER , HS5H AWS AWS

D Bk ) o Y (X 330 A0 Zh BE AT A 1 FleetWises

AWS loT FleetWise REEAUTER, MRFREBNEFRY , BALITRAHEAHZEZR, BR , EF
REBIEUERTTAS (§) FFANFHER. WREXNRENEBREATCZIFNRBRITEERME , W6

SEEEALL,

Topic AT P imiRiE
$aws/iotf b &l

leetwise/

vehicles/
vehicleName /
checkins

$aws/iotf b &l
leetwise/
vehicles/
vehicleName /
signals

$aws/iotf
leetwise/

Subscribe

i B3

BEREREEZE
BRWRBER

ERIRAE B A
W& AKX (Protobuf

) AR, BXE
LZEE  FSHEH
F AWS IoT B Edge
Agent FleetWise 24
FRARIEE.

BERERE 2%
FERMES.

ESERUPNEF
X (Protobuf) #&3 32
w’, BXEZEE,
BSEERT AWS
loT 8 Edge Agent
FleetWise B & A

RiEE,

AWS loT Rtk EF
FleetWise &% T &
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https://github.com/aws/aws-iot-fleetwise-edge/blob/main/docs/dev-guide/edge-agent-dev-guide.md#data-models

AWS #1EX M FleetWise

FRARER

Topic

vehicles/
vehicleNa

me /collecti

on_schemes

$aws/iotf
leetwise/
vehicles/
vehicleNa
me /decoder_
manifests

$aws/iotf
leetwise/
vehicles/
vehicleName /
command/request

$aws/iotf
leetwise/
vehicles/
vehicleNa
me /command/
response

$aws/iotf
leetwise/
vehicles/
vehicleNa
me /command/
notification

RN EFF iR E

Subscribe

Subscribe

b &id

Subscribe

i BH
BFRERTR. FHa
ERXEHERES

=

<o

AWS #JBk ™
FleetWise &% T iZ=E
BHREEREE, T
WA LEREER
BE,

AWS loT [BiZFE &
FleetWise & fih{Tdn
THER, RE &
W HEXERSE

-R\
“JNo

Edge Agent it & %k
MERXS e E By an
SR,

5 I R LA M 48
X (Protobuf) #&3 32
B, BXEZER,
BEEERT AWS
loT B Edge Agent
FleetWise B Z A

RiEE.

AWS loT FleetWise
2EMEEBHNGS
REEH. BAK
JSON &3 &K%,

RENER

101


https://github.com/aws/aws-iot-fleetwise-edge/blob/main/docs/dev-guide/edge-agent-dev-guide.md#data-models
https://github.com/aws/aws-iot-fleetwise-edge/blob/main/docs/dev-guide/edge-agent-dev-guide.md#data-models
https://github.com/aws/aws-iot-fleetwise-edge/blob/main/docs/dev-guide/edge-agent-dev-guide.md#data-models
https://github.com/aws/aws-iot-fleetwise-edge/blob/main/docs/dev-guide/edge-agent-dev-guide.md#data-models

AWS #1EX M FleetWise

FRARER

Topic

$aws/iotf
leetwise/
vehicles/
$vehicle_
name /last_kno
wn_states/
config

$aws/iotf
leetwise/
vehicles/
$vehicle_
name /last_kno
wn_states/data

$aws/iotf
leetwise/
vehicles/

$vehicle_
name /last_kno
wn_state/

$state_te
mplate_name [/
data

RN EFF iR E

Subscribe

b &id

Subscribe

ik

AWS loT [iZE&
FleetWise & iR AH#E
WEE. EFHEAX
LR SEARBLE

Edge Agent 54
EEFRKRENBEL
HEIRE,

AWS loT FleetWise
2RBMNEEEF
EEM$state_te
mplate_name BEE
BENES RSN
E. EFAARID
B, flan | IERIRTS
ERXREIEZS IR
F on-change E# &
BHES , MEEHE
ERXEBEEEUH

5.

ESEEUMDINE
X (Protobuf) #&3= 3
wm, BXEZEE,
BESHAEAT AWS
loT # Edge Agent
FleetWise B &E A

RiEE,

RENER
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AWS #1EX M FleetWise FRARIER

BIZE Y AWS Bx M FleetWise /5%

/A Important

B B X E L AWS #1BX M FleetWise ZhaEM AR Z ZIRE, BXEZER |, 55 AWS AWS
YIBx ™ B9 X 13 M Zh8E 7] Al M FleetWiseo

AT LAE R AWS YIBXM FleetWise &I & 5 API KB ZEZEH,

/A Important
EFt2e , FRENTEM
« BYTREERES | HEZERESIRELAN ACTIVE. BXRESZEE , FE5H EE
AWS ¥IBX M FleetWise ZiHEE,

s BNEFRREMNEHEIERLEREK , HABRERBEFLNREYLMA ACTIVE, BXEZ
E8 , 55 ¥ AWS loT FleetWise fRIEBES/5 %,

£
- RIEBEW (BFHSE)
- BIEZEH (AWS CLI)

BIEER (ZHE )
BRI LAE A AWS IoT FleetWise 3241 & B2 =4,
BIEEH

1. $THAWS Y18k M FleetWise 12 &I H .
2. ESMBERD  EBEW,
3. EXEFMBEENHEL , ERNEER  RERITUTIER,

£}
- SR ENETEMS

elfe ]
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https://console.aws.amazon.com/iotfleetwise

AWS #IB R FleetWise & ARISE
- P]R2: REEWILES

« HIR 3 RFRBERT A0 UL

- S]R4 . WRHOE

ST EXNFEWEMN
HUSRE , ERNERDEHFESERFRNAEDRE L AR,
1. AEWHRAME—BR.

/A Important

EWRNT— AWS loT 4rEY, MREFEERZBEHNYm , FREFEHS 0T Y
mAXBRUERERENMZY R, HNE , RBETENEREN , AWS ¥EN FleetWise
HEINEFIBRIED.

2. MIIRFPEREFHES (BREFL ),

3. MIIRAPEFRMBEIREL, BERBFEEEMESKE,

4. (Wi ) BEXBREWEY  FRABRFNIEMN. NREHRZDILIR K NAREIBRERE BN
REFRERHEHIBFBREF,

5. (k) BENHSESEFHMAXE , HRBMIIFIRE, &7 EZERERINRL,
BET—F,

SR 2 BEEWIES

BERENEWZE AWS loT YImfER | BLAEET B MBERNERILES, WRERZTHSER , N
SHECREWEEEILD , AT RRELBIED B,

1. EEBHERIFEBHEE).

2. ﬁj:%-lt_io

HIR 3 RSB o0 BIE

FRBEM B ERE L — R EBIES,

1. EXREP , FRANANEEEN. EQEMEE , SRR 6ER,

BIRER (2FE) 104
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2. iij:%-lt_io

S|4 ERACE

RIFFWNEE  REERIREW,

/A Important

RIBREWE , BAMTHRIEBZL, SEERIEPMFAEAE Edge Agent for AWS loT
FleetWise \{FHiEZEER,

BIZEZEH (AWS CLI)

RIEBERST  HAEASHEBRETERBENERTLE, B LR CreateVehicleAPI RIERBIEE
W, TEMRBIERT AWS CLI,

EORER , HETUATHT.

file-nameBBR AN IEEWEER json XHHE R,

aws iotfleetwise create-vehicle --cli-input-json file://file-name.json

Example— F i fl &

« (W% ) associationBehavior AILARLATEZ— :

« CreatelotThing— BIEEH/E , AWS YIEXM FleetWise & B3I N BN ER I EHH LN ER
ID &% AWS loT FEY,

- ValidateIotThingExists - EAIA AWS loT ¥ REIBREH,

EOIE AWS loT BY , BETET@® S, thing-name AESIENEMH B HER,

aws iot create-thing --thing-name thing-name

WRKIEE , AWS loT FleetWise £ B3 N IR ERHIZE AWS loT ¥ .

BIRZEH (AWS CLI) 105


https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_CreateVehicle.html

AWS #1EX M FleetWise FEANGIER

/A Important

BREEZHUEREEEIZ AWS loT ¥fm. BEXEZEER , 55H BE AWS YE X
FleetWise ZE#,

« vehicle-nameBWALTHABZ—,
o I&BH AWS loT BB ( RE

BassociationBehaviory ) ValidateIotThingExists,

- ERIEMERM ID (IR associationBehavior BIEN CreatelotThing ),

D AIEE 1-100 NEHF, BREH : a—2z. A—Z, 0—9, BXI% (). TX& () MES
(1)o

« model-manifest-ARNBRNIEBWERES ( FEEE ) 1 ARN,

« Bt Ndecoder-manifest-ARNSIEEEMA S REKMABEEEFEM ARN,

o (FNE) BULURMEMEY  FEERSERAEEERESUENEMERX 2K, flw, mR
BE-WEEE , WA AEMHEENATE : {"fuelType": "electric"lo

/A Important
BMEHERKNERBESHENEYE , AT = RMBENEHP,

{
"associationBehavior": "associationBehavior",
"vehicleName": "vehicle-name",
"modelManifestArn": "model-manifest-ARN",
"decoderManifestArn": "decoder-manifest-ARN",
"attributes": {

"key": "value"

}

}

Example— FHRASE R 5 2 5 /E < Bk
BRI LAfEAstateTemplates FEMRSEREERMEXE , AA T ERRBEERIVIRSER,

W RBIF | stateTemplateUpdateStrategy MR T Z— :
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« periodic : AFHEIEE Edge Agent {FAI =R KX BESEFWEEERR ( IEESEERRER
ZEREZEI , Edge Agent B & X EEH ) -

« onChange: REEE A ET1t , Edge Agent iR & K EEBEH

aws iotfleetwise create-vehicle --cli-input-json file://create-vehicle.json

create-vehicle. jsonX ¥ BEMME (B0 ) :

"associationBehavior": "associationBehavior",
"vehicleName": "vehicle-name",
"modelManifestArn": "model-manifest-ARN",
"decoderManifestArn": "decoder-manifest-ARN",
"attributes": {
"key": "value"
},
"stateTemplates": [
{
"identifier": "state-template-name",
"stateTemplateUpdateStrategy": {
"periodic": {
"stateTemplateUpdateRate": {
"unit": "SECOND",
"value": 10

MREBERATHERAEFEE AWS KMS AR INE |, HE3RBUTEBERER |, UELHNAGT LUEA
CreateVehicle API #4E,

JSON

"Version":"2012-10-17",
"Statement": [
{
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"Effect": "Allow",
"Action": [
"kms : GenerateDataKey*",
"kms :Decrypt"
1,

"Resource": [
"arn:aws:kms:us-east-1:111122223333:key/KMS_KEY_ID"

B % FleetWise  AWS ¥ Bk P Z=4H

&R LAfE A BatchCreateVehicleAP| REEIRS I ZWMER, THEAVRBIERT AWS CLI
ERESHE , BETUATER

file-nameBERN B2 SMEBER json XHHER,

aws iotfleetwise batch-create-vehicle --cli-input-json file://file-name.json

Example— i ElE

{
"vehicles": [
{
"associationBehavior": "associationBehavior",
"vehicleName": "vehicle-name",
"modelManifestArn": "model-manifest-ARN",
"decoderManifestArn": "decoder-manifest-ARN",
"attributes": {
"key": "value"
}
I
{
"associationBehavior": "associationBehavior",
"vehicleName": "vehicle-name",
"modelManifestArn": "model-manifest-ARN",
"decoderManifestArn": "decoder-manifest-ARN",
"attributes": {
"key": "value"
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AWS #1EX M FleetWise FRARIER

}

AUAEMULEBRECNERSZ 10 HE, AEXEENHNEZEE , BSRCIEY AWS BN
FleetWise J5%.

MREBERATHERAEFTE AWS KMS AN INE |, EE2FBUTEERER |, LELNAGT LUER
BatchCreateVehicle API #4E,

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"kms : GenerateDataKey*",
"kms :Decrypt"
]I
"Resourxce": [
"arn:aws:kms:us-east-1:111122223333:key/KMS_KEY_ID"
]
}
]
}

FE 3 AWS 18N FleetWise T4

/A Important

B aIxf FE L AWS ¥EBXM FleetWise THREMTHRIZ RIPREI, BREZELR |, HS5H AWS AWS
YIEx W b 1Y X 33 F TheE v B M FleetWise,

O] LAE A UpdateVehicleAP| 2 EREFHMBEERH., TEHRGIER T AWS CLI,
EEHER , BETUTHS,
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file-name BN T EMNEMEER json XA o

aws iotfleetwise update-vehicle --cli-input-json file://file-name.json

Example— FiHfit &

« vehicle-name BB ANEEEFHTNERMN ID,

( A& ) model-manifest-ARNEBRNATEREECANERESHERES (FRBFE )W
ARN,

o (M) Bt Ndecoder-manifest-ARNSIEIEENHERB S XN ADEET LM ARN,
« (W) attribute-update-modeBRANEFHE M.

* Merge - BYEAMEEMNEREY , AETFEFBUERNFEY , FHEESHINER
MR,

Flan | MREFBEFLLTEM : {"coloxr": "black", "fuelType": "electric"}, #
BEERAULTEEEFRF TER : {"color": "", "fuelType": "gasoline", "model":
" n} mug%ﬁﬂﬁiiﬁgﬁL)\TEﬁ {"fuelType"' "gaSOline", nmodeln. n n}

« Overwrite - H¥FTEHERIERE 4.

Flan , MREHEBLUTEM : {"color": "black", "fuelType": "electric"}, #H
BEA {"model": "x"} BUHEFHTER , UEHFHVEWESR {"model": "x"} BM,

MERMARFEFEEEYE , NX2HEN,
(Al ) ERINFEHRERAFEEHNEE , B E attributes, Hla0 , MREBE—HBFT
ZE MAIBLAEMIEEUTE : {"fuelType": "electric"}.

EMiBRE M , BfF attributeUpdateMode EEH Merge.

/A Important
BRRERGNERESPENLEYE , ReTEFERMEENERHH,

"vehicleName": "vehicle-name",
"modelManifestArn": "model-manifest-arn",
"decoderManifestArn": "decoder-manifest-arn",
"attributeUpdateMode": "attribute-update-mode"

EHER 110



AWS #1EX M FleetWise FRARIER

}

Example— RN B BR S EHRERHVIRSER
BRI AERU T FERRBEEMRSERENER P BRIEG XE -

 stateTemplatesToAdd

* stateTemplatesToRemove

aws iotfleetwise update-vehicle --cli-input-json file://update-vehicle. json

update-vehicle.jsonXHBEMNMNE (Hln ) -

{
"vehicleName": "vehicle-name",
"modelManifestArn": "model-manifest-arn",
"decoderManifestArn": "decoder-manifest-arn",
"attributeUpdateMode": "attribute-update-mode",
"stateTemplatesToAdd": [
{
"identifier": "state-template-name",
"stateTemplateUpdateStrategy": {
"onChange": {3}
}
}
1,
"stateTemplatesToRemove": ["state-template-name"]
}

MREBSATEAESIEE AWS KMS ZENMNE , EESEUATERER , MELNACTIRA
UpdateVehicle API #&4E,

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",

EREM o
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"Action": [
"kms : GenerateDataKey*",
"kms :Decrypt"

1,

"Resource": [
"arn:aws:kms:us-east-1:111122223333:key/KMS_KEY_ID"

E#% FleetWise 5 AWS ¥ Ex B Z=4H

&\ LAE A BatchUpdateVehicleAPI RERN ERZSHINEEH,. TEMRBIERT AWS CLl,

EFHZWE | FETUTHS.

file-nameBBRANIEZHEREM json XHH B

aws iotfleetwise batch-update-vehicle --cli-input-json file://file-name.json

Example— Fft &

{
"vehicles": [

{
"vehicleName": "vehicle-name",
"modelManifestArn": "model-manifest-arn",
"decoderManifestArn": "decoder-manifest-arn",
"mergeAttributes": true,
"attributes": {
"key": "value"
}

.

{
"vehicleName": "vehicle-name",
"modelManifestArn": "model-manifest-arn",
"decoderManifestArn": "decoder-manifest-arn",

"mergeAttributes": true,
"attributes": {
"key": "value"

EHZHER 112


https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_BatchUpdateVehicle.html

AWS #1EX M FleetWise FRARIER

}
}

]
}

BIMERERZUUER 10 FE, BXEFENEENEZER |, BSREH AWS VB H
FleetWise ZE§,

MREERATEAZEFEE AWS KMS ZHNNE |, EE8FEUATEBERAR , MEENARTIEA
BatchUpdateVehicle API &1k,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"kms : GenerateDataKey*",
"kms :Decrypt"
]I
"Resource": [
"arn:aws:kms:us-east-1:111122223333:key/KMS_KEY_ID"
]
}
]
}

fHBR AWS ¥1Bx ™ FleetWise ZE4

A LA AWS YIBXM FleetWise 3241 &5 API HIBRZE

/A Important

ERWMIERE . AWS ¥ERX FleetWise £ B ERM KRN ERRFEZ R BIR. BXES
E8 , BSREYWEMH AWS ERLERA FleetWise MBI JES W E AWS YIBLN FleetWise 3
#E. B2 , EWMNMAERNSYEFEERNSHFNSEYHEXE AWS loT Core. BXBIBRYI @B
WA , S H (AWS loT Core FA AR IR FHIMIBRY @Ro

BB =


https://docs.aws.amazon.com/iot/latest/developerguide/thing-registry.html#delete-thing

AWS #1Ex M FleetWise FRARER
BB 2 (A )

A LA AWS YIEX M FleetWise & & M BRZE5 o

I Bk 2 4

FTFFAWS B8R FleetWise 2l & o

ESMERP , ERER,

EFEWREL , ERERROERSZLHRE.

R RR

EMIBR vehicle-named |, M AWM BN , AEEZFEMER,

o k~ 0 bh =

I BRZ=5% (AWS CLI)

B LAE A DeleteVehicleAPI #/EMIBREH . LT RBIEEA AWS CLI,

EMBRER , BETUTHD,
vehicle-nameB# R EEM BRIV ERHD 1D,

aws iotfleetwise delete-vehicle --vehicle-name vehicle-name
I8 UF 5 5 2 S U BR

O] LABEA ListVehiclesAPI #ERRITEH 2B EBMBER. THEH REIERT AWS CLI,
EREMEEFRREN SR , BEITUATHE S

aws iotfleetwise list-vehicles

MRBERATERAEFITE AWS KMS A% | EE2FBUTEERER , LELZNACTLLER
ListVehicles API #4E,

JSON

"Version":"2012-10-17",
"Statement": [

BB (2HA ) T


https://console.aws.amazon.com/iotfleetwise
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_DeleteVehicle.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_ListVehicles.html

AWS #1EX M FleetWise FEANGIER

{
"Effect": "Allow",
"Action": [
"kms :Decrypt"
1,
"Resource": [
"arn:aws:kms:us-east-1:111122223333:key/KMS_KEY_ID"
]
}

FREL AWS ¥JBx ™ FleetWise T 1E R

/A Important

B B HE L AWS #IEXM FleetWise haEM AR Z ZIRS, BXEZER |, 55 AWS AWS
YIBX W 19 (X 335 FN Th BE AT F 1% FleetWiseo

BRI AE A GetVehicleAPI RIEERK REWHEL . TEHHNRBIERAT AWS CLL,
ERREHNTHBIE , FHETUTHES.
vehicle-nameBMNEBERZNEHD ID,

aws iotfleetwise get-vehicle --vehicle-name vehicle-name

@ Note
LREERZA M, RAUFER , TRFSUEAIRMEERRTHENS.

&R LAER GetVehicleStatusAPI R ERE REE WA R RAVAS, TERREIERT AWS
CLl,

ERREEMARABNERNRS , BETUATHR.
« Bt Rvehicle-name 5'&BXHKNERH 1D,
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https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_GetVehicle.html
https://web.stanford.edu/class/cs345d-01/rl/eventually-consistent.pdf
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_GetVehicleStatus.html

AWS #1EX M FleetWise FRARIER

s typeBBMNERRERSHNERER, type WEMIEN CAMPAIGN, STATE_TEMPLATE #
DECODER,

aws iotfleetwise get-vehicle-status --vehicle-name vehicle-name --type type

MRBERATERAEFIEE AWS KMS A INE | EE2FUTEEEHR , LELENABTALUE
HGetVehiclesk GetVehicleStatus API 4k,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"kms :Decrypt"
]I
"Resource": [
"arn:aws:kms:us-east-1:111122223333:key/KMS_KEY_ID"
]
}
]
}
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AWS #1EX M FleetWise FRARIER

EYERMH AWS EEZERA FleetWise

EAART—AEW, REXREFNENR—NESNME, EEAFNENEESHEZR , KTRER
BZERMEREK, —WETUABE TSN %R &R LUBE 302 E 3 K2 i M Z=BA I 52 TR LE 254 A K

At EHTE, BXRXEZER , F5H BILEZWE AWS YEXH FleetWise FIE.
ERRTEUTEER.
fleetId

Z-BABY 1D,

( AT ) description

A] # B SR R B ZE AR HOR
signalCatalogArn

f£5 B %M Amazon BREABAF (ARN)

AWS |oT FleetWise 24t 7 LT APl R4E |, SR LAEAIX EIRER I Z M EIEMBA.

+ CreateFleet— BlE— AT SMHEFESHNER,

« AssociateVehicleFleet— S FEHEFRARBER,

« DisassociateVehicleFleet— Wi FF 2= 5 2= RA B < Bk,

« UpdateFleet— E# I B MR IR,

« DeleteFleet— Ml ERIVEMBA o

« ListFleets— BRI EMARMEN 2 WHI&K,

« ListFleetsForVehicle— # REMHFTE I FTE ZFRA IDs M5 T 5%k,
« ListVehiclesInFleet— RZZFAPAIEEMN D NRESIX.

* GetFleet— KRB XMEANE S

£

o BIZ AWS #1Ex M FleetWise Al BA

« & AWS Y18 X FleetWise F iS5 ZERAKEX

« fEBR AWS ¥IBX M FleetWise 452 BA B < BX
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https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_CreateFleet.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_AssociateVehicle.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_DisassociateVehicle.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_UpdateFleet.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_DeleteFleet.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_ListFleets.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_ListFleetsForVehicle.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_ListVehiclesInFleet.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_GetFleet.html

AWS #JBX M FleetWise FRARIER
o E# AWS #1Ex ™ FleetWise Al BA

« HIER AWS #1EBX M FleetWise il BA

« JRER AWS #JBX M FleetWise ZFRAEE

Bl E AWS YJBxM FleetWise Al RA

BT LAEA CreateFleetAP| I ERBIEERN, LA T RHEIER AWS CLI,

/A Important
HEOIEE R , BXIRBESEFR. BXESZEE , B5H 8E AWS YELH FleetWise
E5 8%,

EORER , HETAT@R.
« fleet-idE#RNEEEQIZAMBAR 1D,
ZFA ID #7iE— , BE=E 1-100 MFR. BRFN  FR/ (AZMaz), HF(09). BES ().

BRI (-) TR ()
« (W% ) description iR &,

HIRTTEZE 1-2048 NFEF
« signal-catalog-arnBRN{ES B FH ARN,

aws iotfleetwise create-fleet \
--fleet-id fleet-id \
--description description \
--signal-catalog-arn signal-catalog-arn

MREERATHERAEFEE AWS KMS AR INE |, HE2FUTEERER |, UELHNAGT LUEA
CreateFleet API 4,

JSON

BIERHIE 118


https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_CreateFleet.html

AWS #1EX M FleetWise FEANGIER

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"kms : GenerateDataKey*",
"kms :Decrypt"
]I
"Resource": [
"arn:aws:kms:us-east-1:111122223333:key/KMS_KEY_ID"
]

5 AWS YIBEM FleetWise ZE3H 5 ZERA < Bk

O] LAEF AssociateVehicleFleetAPl #EREWR S ERAME R, LT RAEIEHA AWS CLI,

/A Important
- MEEWMALERG , TENERSERXRBKER, BXESZEE , H30H EE AWS YEKX
FleetWise 4,

« MREBFEWSEDFTEHXIBZERMERER , AWS loT FleetWise 2 B3I RESN EREEZE
o

EFNEREENXRE , BETUATHS,

o fleet-idEAMRAE ID,
« vehicle-nameBRAERHM ID,

aws iotfleetwise associate-vehicle-fleet --fleet-id fleet-id --vehicle-name vehicle-
name

MREBZHATERAEFEE AWS KMS ZHNNE , BE3EUATHEFR , WELNAGTRA
AssociateVehicleFleet API #4E,
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https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_AssociateVehicle.html

AWS #1EX M FleetWise FEANGIER

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"kms : GenerateDataKey*",
"kms :Decrypt"
1,
"Resource": [
"arn:aws:kms:us-east-1:111122223333:key/KMS_KEY_ID"
]
}
]
}

FEBR AWS YIEX M FleetWise = 5 ZRARI X EX

& O] LAE A DisassociateVehicleFleetAP| EBUE M S ZERAMIXER, AT RBIEH AWS CLI,

ERBREMEEANXE , BETUATHT.

e fleet-idERFMRAR ID,
« vehicle-nameBMAERHH 1D,

aws iotfleetwise disassociate-vehicle-fleet --fleet-id fleet-id --vehicle-name vehicle-
name

MREERATHERAEFE AWS KMS AR INE | HE3RBUTEERER |, MELNAGT LUERA
DisassociateVehicleFleet API #1E,

JSON

"Version":"2012-10-17",
"Statement": [
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https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_DisassociateVehicle.html

AWS #1EX M FleetWise FEANGIER

"Effect": "Allow",
"Action": [
"kms : GenerateDataKey*",
"kms :Decrypt"
]I

"Resource": [
"arn:aws:kms:us-east-1:111122223333:key/KMS_KEY_ID"

FEF# AWS ¥JE ™ FleetWise Al BA

B LAME A UpdateFleetAPI REREFBAFIMN R, TEHHNRBIERT AWS CLI,
EEHER , BETUTHS,

« fleet-idERNEEFTEHMMBAM 1D,
« descriptionBRNFEIR,

HRAEE 1-2048 MNE/

aws iotfleetwise update-fleet --fleet-id fleet-id --description description

MREEATEAESIEE AWS KMS ZEANNE , BEEUATEHRER , MELN AT IEA
UpdateFleet API #E,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"kms :GenerateDataKey*",
"kms :Decrypt"

LN =


https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_UpdateFleet.html

AWS #1EX M FleetWise FEANGIER

1,

"Resource": [
"arn:aws:kms:us-east-1:111122223333:key/KMS_KEY_ID"
]

I ER AWS ¥1EX R FleetWise fillRA

B LAE A DeleteFleetAP| 2 EMIBRALBA . LA T REBIER AWS CLI,

/A Important

EMERZECE , FRRECREXBENER, BXxMABRRERSEARENILE , BESRH#
B AWS B FleetWise ZE 5 ZEBARY < BX,

EMBREBA , BEITUTH T,
fleet-idE N EEMERAALEAR 1D,

aws iotfleetwise delete-fleet --fleet-id fleet-id

I8 UF AR BA © A BR
O LABEF ListFleetsAPI RYESRIEUERA S 2 B S #MIBR. TEMRBIER T AWS CLl,
EREFMEEMNNSAREYN R , HETUTHR.

aws iotfleetwise list-fleets

MREBEHATEREFIEE AWS KMS AN MNE |, FEEUATEERER , LELSNAETLLER
ListFleets API #&4E,

JSON
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https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_DeleteFleet.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_ListFleets.html

AWS #1EX M FleetWise FEANGIER

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"kms :Decrypt"
1,
"Resource": [
"arn:aws:kms:us-east-1:111122223333:key/KMS_KEY_ID"
]
}

FREX AWS #JBX ™ FleetWise ZERAE 2

O] LAE M ListFleetsForVehicleAPl #ERK REMATE AT E EERA IDs D 5k, THEBREI6E
7T AWS CLI,

ERRZEWAE IDs WFTBEERMN D THIER |, BEITUTTS
vehicle-nameB#RNEWM ID,

aws iotfleetwise list-fleets-for-vehicle \
--vehicle-name vehicle-name

MREFHATERAESEE AWS KMS ZHEMNE |, BEBEUATHREFH , WELHNARTRA
ListFleetsForVehicle API #£4E,

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
"kms :Decrypt"
1,

"Resource": [
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https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_ListFleetsForVehicle.html

AWS #1EX M FleetWise FRARIER

"arn:aws:kms:us-east-1:111122223333:key/KMS_KEY_ID"

BOJLAEA ListVehiclesInFleetAPI BERKRREPFEENN 2 THESIR, TEHHNRHIERT
AWS CLlI,

ERREFIFIEERN I TTRENIR , BETUTHS,
fleet-idBAMBEAR ID,

aws iotfleetwise list-vehicles-in-fleet \
--fleet-id fleet-id

MREGHATERAEFEE AWS KMS ZHINE , BE3EUATHEFR , UELNAGTLIRA
ListVehiclesInFleet API 4,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"kms :Decrypt"
]I
"Resource": [
"arn:aws:kms:us-east-1:111122223333:key/KMS_KEY_ID"
]
}
]
}

&I LAE A GetFleetAPl BERK RMEAES. TEHHRBAIERT AWS CLL,

ERREANTEIE  FETUATHT,

IREVZERAE B 124


https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_ListVehiclesInFleet.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_GetFleet.html

AWS #1EX M FleetWise FRARIER

fleet-idBRNAMBE ID,

aws iotfleetwise get-fleet \
--fleet-id fleet-id

® Note
WREERFL —Hit, RAER  TETEUNRREFREITHENR,

MREBERATHERAEFIEE AWS KMS A% |, EE2FUTEERER |, UELNAGT LUER
GetFleet API &4k,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"kms :Decrypt"
1,
"Resource": [
"arn:aws:kms:us-east-1:111122223333:key/KMS_KEY_ID"
]
}
]
}

RENERAERE 125


https://web.stanford.edu/class/cs345d-01/rl/eventually-consistent.pdf

AWS #1EX M FleetWise FEANGIER

B ESNRE AWS ¥1EBM FleetWise #4E

/A Important

B HIXf L AWS ¥BXM FleetWise IhRERI A RIZ RIPREI, BREZELR , S AWS AWS
YIEx W eh 1Y X 33 F TheE v] M FleetWise,

EFREREREANNREE, &30 AWS MBI S FleetWise MHFRM T BXRMAEE, IR
SREFFEHEMI RN A,

REESTOIRED . EESENEEESE , AWS MBS 1%E3) FleetWise IR iE N HEZ AR
B, AFETRNEERRIFENETE, SUNERRENFEI - REERHENEN. BFER
BITHES MBI ER 28 , BERERET2 T BRBRERE.

/A Important
REEERUTRHERE , BT LER.
- BNEWRPEESTLGRERYG, BxAF k. ZENFERALSRERENESZER
BHITUA TR,
1. $TFFAWS ¥JBX ™ FleetWise 12 H| & o
2. TERFZETH AWS ¥EXM A7 FleetWiseEZB% , i£F#HFE Edge Agent.

« BBEIRE AWS loT Core HFELEZEHNER, BEXEZELE , H5H BLE AWS B X
FleetWise ZE#,

(@ Note
BRI S EE RN SIE EARES (MARMBA ) 65 ARSERIE F L6t i RS ER | X
LEiEMR AT “On Change” = “EH” B R R A MENKIE. ZINERREM RF
IheE , ATECESREA AR BBMNERE X ER YN ERRS (R ) .
X EREHRSH B B aisk FHEURS. BXEZEE , BSH AWS AWS Y18k F 1Y X5
MIhsE R At FleetWiseo
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https://console.aws.amazon.com/iotfleetwise

AWS #1EX M FleetWise FEANGIER

BMNEHEEUTER.

signalCatalogArn

SEMXKNWES B R Amazon BIRB TR (ARN),

( A& ) tags
HERATATEERINARE. BUEE—HFEIBETERSHER , MERXERRRR
X,

TargetArn

ERNFBEHNFHHNERD ARN,

name

BB TIRBIES RIME— B R,

collectionScheme

W E S RNEdge AgentBRHHRH T B XRBEREBEBIEMITIRERENIER. AWS YEM
FleetWise B BIXIFETRHNKELTRNETREAINKES R,

« conditionBasedCollectionScheme— ETFHRHMKREF REABBERIANKIRIEZWERN

BiE. BREERHEN  BEREBRHFLWERE,

- expression— ATIRBBWNEMLERIENBERIERN, Hlwn , WRIEE
$variable. ‘myVehicle.InVehicleTemperature' > 50.0 RERX , ML ERBHH
SWEKXRT 50.0 WREE, BXUAREREXNUA , HSFEAWS PEXM FleetWise JE3)
HZERIAR,

« (Wit ) conditionLanguageVersion-&HRiERiE S HARA.

« (A% )minimumTriggerIntervalMs-AAMRBEBWEEHZ BN REFLNE , LERD R
B, MRESLETD , WETREEURBERRKERE.

« (M%) triggerMode— AIMARUUTEZ — :
« RISING_EDGE— Edge Agent B (X B IXH R &Mt T W EHKIE. 0

$variable. ‘myVehicle.AirBagDeployed® == true.

« ALWAYS - H R &4, G REBREQMERIE,

+ timeBasedCollectionScheme— EXEFRBINKEL RN , BIEEAZW N LT E
B, BEREBHRHERZNERRREREHFENTR, Hlan, WReFEREHA 120,000 2R, U
BERERYE2BRM D HRE—IRBE.

* periodMs— REHFEWEMEBMEIER (UEWREN ),
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AWS #1EX M FleetWise FEANGIER

( AI3% ) compression

NTHELLHERABDMERE |, B LUIEE SNAPPY RES MR BE,

FRIABER T (OFF) , IS REBEHFTERIIE.
dataDestinationConfigs

BRI EENERERBRENENENE, SUREERIEE MQTT £ , hAlLUFHEEFMHE

Amazon S3 5 Amazon Timestream

MQTT (JHERAFIEN £ ) R—HREFAHK ZXBANEEEZBENIN. BLUFHRELXRE
MQTT &8 , UEAANEIL BCHWEHIESNEE. AWS loT AWS loT X MQTT WXEFETF M
QTT v3.1.1 FSBHA MQT T v5.0 #135, , BE—¥X%. BEXEZEL , S MQTT WX,

S3 AR —HEFRBNREFENS , TRAESANBREREEDEN TFBERS . &7 EH
S3 RMEERT N RO T KELEF HEXBIBIE.

Timestream 2 —fHFEFALVLE , AJ AR BYEIA TRt iR BB FMERX, EJLIER
Timestream IREXES B F FIEIRE | MITERBH 3 H L@ B 5 TEFRE,

(® Note
Amazon Timestream REL A#X ( HX ) Xig#H,

( °Ji% ) dataExtraDimensions

BALRIN— M ENEMY , MESRHEAEMEER.
( Al ) dataPartitions

BIEHBIES XUIGR FRER LNESHIE. S UEEMN AR TNMRFBERX =R,

- BEE &K FleetWise 7 X/N, &EFENBMEFEMLE , 38T AWS loT M{AFFHIEF#
EEWREF L,

« FikiEFspoolingMode HHMRTO_DISK,
- TERESEELLZHEBES MBERERXMRA,
( AT ) description

AN IR AFS Bh i E T SRR B Y.
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https://opensource.google/projects/snappy
https://docs.aws.amazon.com/iot/latest/developerguide/topics.html
http://docs.oasis-open.org/mqtt/mqtt/v5.0/mqtt-v5.0.html
http://docs.oasis-open.org/mqtt/mqtt/v3.1.1/os/mqtt-v3.1.1-os.html
https://docs.aws.amazon.com/iot/latest/developerguide/mqtt.html#mqtt-differences.html

AWS #1EX M FleetWise FEANGIER

( Ali% ) diagnosticsMode

T2 EE B E N /FSEND_ACTIVE_DTCS , SEF KA FMEIARAZHTRES (DTCs) , LAFEED
RBEHNERE T HARBE, Fla, P0097 RRRFHIEHIER (ECM) EFE#R RIRE L Bk 2
(IAT2) AR T EEEZRITE,
BRINMBRT (OFF) , BEREBRHA T REDMRB,

( Al ) expiryTime
BN EESNESHBEE, FHIHE , LERBRGTELRERESDIEENHRIE, MREE
WLEIMETZANES , MBS REBRG26EREMTED RKRERIE.
BRIAE : 253402243200 ( 9999 £ 12 A 31 B , t5R4xE8$E 00:00:00 )

( AT ) postTriggerCollectionDuration
B E N AR ERREFENE , MELSRERGERRAARENEE
EEBRASERERE. flm MREAUATREXFARETRENKRES
= : $variable. ‘'myVehicle.Engine.RPM' > 7000.0 , Nid &R BRI FHEWESIEY
o e (RPM) E. B RPM RETF 7000 —X , b AlRERAFENMEE. EXHERT ,
B R EL S RERFREIRERTEAR B EEER.
IAE: 0

( AIi%& ) priority
BE—NEBRRTSRIINMLER. BES)  FHINRERES, MREERLBBSNE
), MEERREEIF LB
BIAME : 0

( AT ) signalsToCollect

BABERESRNMNPREBENES IR,

- name— FABBRESREFNPRERENESHEN.

 dataPartitionId— EEFSHFEANKES XH ID, ZEMIEXIEF IDs REMNE A —
MHEAdataPartitions, MREBHESHEAFGLEIBESX , WXTRERNESSE
EHED XFsignalsToCollect,

« (A% ) maxSampleCount— A AKIEWE S KA , Edge Agent I INEHZ MBI WM R KR
BB,

« ( ®i% ) minimumSamplingIntervalMs-BMNBEBEHARKRESHZ AN REFERE , UER
NEf, MRESELETY , WETREFEARSHURERRKERIE.
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AWS #Bx M FleetWise FERARER
ERGEE : 0-4294967295
( AT ) spoolingMode

R spoolingMode BB TO_DISK , IAEEMARERT =R , BEREBHH2IanFEHE
FHEEARM, ENEMEER  FHEXRHHNEESEERE RN,
ERIAE : OFF

( ATt ) startTime

E R AR E NG T AR EBUE
ERIANE : 0

RS URUTEZ— -

« CREATING— AWS IoT FleetWise IEfEAC R0 SESIRIER,

« WAITING_FOR_APPROVAL - JEZhfE 8IS EN# A WAITING_FOR_APPROVAL RZ. E#tEZE
30 , A UpdateCampaign API 1&1E, JEBNIREBULESS , AWS loT FleetWise & B 31 f§5E 30 B
SR ENRERREN,. BXEZEER |, BSH EHY AWS BxX FleetWise 5&3l o

« RUNNING - EZIEBE.
« SUSPENDED - Sz EE1E. EftH#EZED , A UpdateCampaign API 4k,

AWS |oT FleetWise 1t 7 LA API #24E , B LA EAXERIERBVNBNEEES,

« CreateCampaign— Bl E X5,

« UpdateCampaign— EFIM BT ERY. BIBES G , BLATEAL AP RERRAZED
« DeleteCampaign— MIBRIE &R 5,

« ListCampaigns— R ZEME ERIN D TREIR,

+ GetCampaign— ®ZEBXI HFRIINER.

e

- BIEY AWS BXM FleetWise S&3h
« XY AWS BXM FleetWise J&3h
 HBRYD AWS BXM FleetWise J&3h
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https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_CreateCampaign.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_UpdateCampaign.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_DeleteCampaign.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_ListCampaigns.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_GetCampaign.html

AWS #JBX M FleetWise FRARIER
« JREX AWS #1Bx M FleetWise SE311E R

. ERNER ERIIBIE

« £ AWS loT RE 72 ER B EIE FleetWise

« AL AWS YIBX ™ FleetWise ZE &z

BIZEY AWS BX FleetWise &I

/A Important

B B X KL AWS #IBXM FleetWise ZheEM AR Z ZIRE, BXEZER |, 55 AWS AWS
YD Bx N A {9 [X 13 F0 Th 8E AT A 1% FleetWiseo

&R LAER AWS IR FleetWise 2% &8 API 8 2EZ RN E R EIRE

/A Important
EFEEHREER , XTHBERUAT RN -
s WNERPEESTHSREBYMGH, EXUMAF A, ZENEAISGREBRHFNEZEER ,
BT TRE -
1. FTFFAWS ¥IBR M FleetWise #EHl &,

2. TERSZETH AWS PEXM A 7] FleetWiseZBa , £FE#HE Edge Agent.

« WBIRIE AWS loT Core HFELERNERH, BEXEZEE |, BSH BE AWS YEH
FleetWise ZE#,

FH

- BIESES (BFIA)

. BIEES) (AWS CLI)

« AWS ¥JBx ™ FleetWise SEZNHIIB B RIE

BIEES (248 )
fEF AWS MIBKR FleetWise #2414 QIREZ SUAE, WEEAKEF AR SN,

Bl Y


https://console.aws.amazon.com/iotfleetwise

AWS #1EX M FleetWise FRARIER

BB ™ 753

1. FTFFAWS ¥BxM FleetWise E &5 o
2. TESMBERTP , EBED,
3. EEITEL , REFECEFIRY , ARTRUATEBEHRNL R,

£}

- SR BEEY

cB25 EEFHMEERHG
- F]3: WEBIEB R

- F4 5 FINER

- £5F  HRHACIE

- £6F BB ED

/A Important

- ERIEECE , BATNMEESEXRNER, BXEZELR |, BHSHEE AWS YW
FleetWise 55 B ZMEE AWS YELM FleetWise ZFif,

- BIESESNE , MAMEZES. BEXEZEL |, HSHE EHY AWS BEXM FleetWise &30

S| BEED
E-RESHD , FITUTERE :

1. WAEIIRIRER.
2. (HE) mARR,

BEEINHFERESR, BEVREAROLEABRHREEREREBLERE | UR AT KREHRTE
MiET. £ AWS #EM FleetWise #£HlaH , B UBIUTHAABEERERESR !

- FHENBBEREL R,
- LERXHLBTE LBRERES R
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EEREIRTF , ERATETZ— :

- EFPEEHFEBRESERNREATLATEELNZARNER , FERENBERES R,

FHEEBRRREFRNRE , HELATBE LTI RHET.

1.

©

EHRBVERRFAEEED , RREFELFNEANBBERESRNRE, EEAZERE
NN BRENERRSE , FERETRN. EERABENNEBRRREREFZFRBRENIRE
FEFEETEIE,

TE SCEB SR IR R 20t ] o

® Note

BRANBRT , ERERNEISVERE  ARRBERENERINE, NBEFANATZA
&R TE B E ST Bl

MREEETETRHNBREBRESR , W4AESGBBREAXRKAGNBZRENRE. AWS ¥
BX™ FleetWise EAZBREARRINBNETRANSRBEBLERRE, ZREALIFHES
HNE2REBMEENETE, LREEFNLRE,

Flan | mREIEES$variable. ‘'myVehicle.InVehicleTemperature' > 50.0FKRiE
AWS loT FleetWise 2IE KX TF 50.0 WEEH. BEXRUNMEEREINWIHEE , ESHRAWS ¥
EXM FleetWise JEZN BB B RIER .

WARTIRAIERERLERIENZERER,
(At ) MEFRMAREANESRAE. BIAMER 1.

(Aik ) EESIMMRER , BRMERESH BN RNMNTEINE, flin, MRESLER
z , NETREURERERRERE.

EELSREBERFREHRENMARNZS. MIABRT , AWS ¥WERMLEAE FleetWise 3
AL ERERGNIRERE, HE  CREFINRRFARERE  DEXRMER,

MREEETETHRANBERESTR , WAFIEE —NITT 10000 - 60000 EH 2 B #Y B /E]
BRo 1A GAERME A IZ AT E BORORE WEBIRERI SR,

(L ) mEARNSRT R

a. ATTHEEEHTERABIOMERE , B LHEE SNAPPY RESAHIE.

b. (Wkt) BEENHFEVRESHREREZNERENTE (AZRNEN ) , BUTISER
RGBSR E
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c. (FE)EEWEINRLEYE , BEEEFINER. REABFRIENFELEIBE , H
BIANAEFESHMRE LR,
d BEEFRREZI=HRN , IERERG2GTBEF#EERE, ENEVEER , FRE
K BEF B RE TR, BERRFELSKREBESRAEEZDPIEREREFHEEK
=
e. (Wk)ENCSRHEZEE  BERERZANMEMHRAMATAKRELE,
s BFEXHUENBBERESFR , TEBMNERMIEE E1£ json X, AWS loT FleetWise 2 B3I E
MR LATE X E U HRLEIR T, BRI LA EFH M EMPATIER LD

LEREBEHRFEREFTRFHARFEEM json X,

1. ESABXBERESRNER , BEREREX K., BEXAEXHEANESZEE , B5H
CreateCampaignAPI 3(#4,

(® Note
AWS ¥1Bx ™ FleetWise B 8l X #F.json XHBXT BB,

2. AWS IoT FleetWise 2 BEEHN X HHHNEEEIENBBEREST R, EEF AWS loT &
FleetWise £ RME, MREE | BAILIEIIEA,

B2L EEFHENLERGE

BRBRIEWMAREZEI KA , Edge Agent HFREFHFE RN FRERK , BEER SLEEN,
EHEEALEERNT , BRI TIETZ— :
« REFEM — SEWELA , Edge Agent RS INERTE  EFEA IR FRETE. SEW

EEER |, Edge Agent &R EE 2 =R

- FHEIHE — SEWMELAN , Edge Agent R SEARMINE M IGEt FHKE. WENEEIG
Bt i7f& £ Edge Agent BLE X “BFAM” O ENWLE. SEMEFEEN , Edge Agent &
R E e TE P

- FRAPXEMEEE — FRRANLE LNBRERNEEESEENREI XP, SRR
{RTB 751 Y R 32 R B =i
1. (Wi ) AP KX ID UIEE— A ENEIE.
2. MANHREBEVMENFHBEIENNE, FHRAUBNLXNEER{persistency_path} /

{vehicle_name} / {campaign_name} / {storage_location},
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3. MARMAED XPHBENRAFHEAD, HDXEFZFAKDEE , RANBELBEEZRIA
HYBIE

4. WAL D XA HEE#HE LRFH&ERNE,
5. (HE ) WAL XEY EEZMH,

BEES
EEMSE , EAUEEENFBREHRENES
EEEMNTRERENES

—

HIEIES B

(Wit ) 4E “BARABC o, HA Edge Agent BHH1EE S HAIH IS 345 40 B SR A0 B A IR RE K

.

3. (W) ERDREART  HAF B RREEE 2 OB IMNSENE (MR REM) .
MEESRRTY  WATHEEARSIARERRKELIE,

4, EFMEMES  BREFNESES. SRS TR 099 MES.

HET— 5,

N

SR 3 BEHIEB IR

(® Note

MREHTEMRRGEEEFS , WREEHERBIEFMEE Amazon S3 1, (RTEENHFM
£ Timestream # , B FEEFERIEE MQTT £&,

URREBIEE T ATER , TERKRET,

Amazon Timestream FEL A X ( X ) Xigi#H,

EREERERFEETWENHRTENE N, SULUEERBELAED MQTT =3 , bt LlgHEE
%7 Amazon S3 5 Amazon Timestream 1,

HEEFRRER , T TR

MTHIFIERF%EE Amazon S3. Amazon Timestream 5 MQTT £ &,
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Amazon S3

/A Important

HABEH AWS loT FleetWise BXE A S3 FigMet , LI e FHIELWE S3, BXRFiHR
BEENEZER , FSFEEHA AWS loT #2458 R FleetWiseo

B S3 FRBPFEEERMBIE | 5% Amazon S3. S3 E—MNREFE/ERS , T EHIEUNRE
ANEHEEEE . BEXEZER  FoA (I DR EEFE#ERSAFERE) PH0E, BENER
Amazon S3 1Zi& &,

S3 AL T BIFEFMAA , FRET HMEEFHBEERNG , SINBESR., SHPABEFHE, BIELE
EEBMND. BELUGEA S3 EHBERTHABEN DM, a0, BT RHEFET (ML) ER 42
BRESHBRE. EANERBBEEINTSEH 10 28

£ S3 BAMRER , FUTUTERE

1. X 7F S3 FiEM , iJ51%E#E AWS loT FleetWise B IF RIEVFME Mo
2. (HE)WMATATERE SIEHEEFEFENBENBELTIR.
3. EEmERN , BMREFEE S3 FEBPIRRH.
4

EEREENFHE S3 FREPHBEESRN gzip Xfr. BUERHE , RAXFTUHKR
B R AR 17t AN

5. &7 S3 BMFREFERMNEINSE SRS S3 R URI, X 2IFHLESHREFEE S3 FHIRHI,
Amazon Timestream

/A Important
REY AWS YBXM FleetWise BRURFEIBEE A Timestream B |, BF EFHTEELAREIR. &

RXBEFHEANBRHESZEE , BSRFEH AWS loT 2§17 B4R FleetWise.
Amazon Timestream REIL A#X ( HX ) Xig#H,

ENERBIBEMEE Timestream XF |, 518 Amazon Timestream, &AL Timestream &if]
ERBE , MERBEBFER, i, BELER Timestream REAIBRFH R MK FLER. FANE
WA PRt & El Timestream, BXEZEE , BHZRMT LRI T# Time stream ? £ (1L
,j# Timestream FF X &8/ Fo
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£ Timestream RiIZEF , UITATRE -

1. XF Timestream BIBEBF , BN TR FIRAEZFEZH Timestream BIEE B
2. XF Timestream ®EZF , EMN TR HIRAEZREH Timestream R B o

£ Timestream YIRS RANBRE A |, ITIATRIE -
MTHFIERIER IAM A€,

MQTT £&

/A Important

HEH loT FleetWise I8 EBNRAT , B s BT EBEE MQT AWS T AWS loT £/, &
XBEFHRNBHNEZFEE , BSREMEH AWS loT #2415 81X R FleetWise,

E@ MQTT EBREEHHBR | HiEE MQTT £&,

B MQTT 48 X RN ERBIE IR F RN AR | AFEERANRRITS , RFRERm T
thE M, HXEAMQTT WESEL , H55 (AWS loT Core FEARIEE) AWS loTH %
BEH AN,

1. EMQTT BT , WAEXEEW,

2. EMQTT WIRSHFRNEBREZT , EBRESELL AWS loT HE FleetWise SIEZMFERFTHNRS A
&, NIREFANENRSAC  BEEARAGTH T XRPERZAR,

ﬁ#:%-F_Z’Fo

£ 45 RNINER

ERAREMESIRNEINWLLER , FEFWIIRPEREN,. BIEREEUIREFHIIRMNESERE
EHREHBUITRER,

HEIRIALEWD , AT TRAE
1. HEEBRED K EXREMIEHEN  REMNIRPHTIER,
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® Note
BMNEHERBEFER —IX.

2. WMAERBEINEEEREREN. Hln, MEEHEMNTERERBHNR fuelType , M A
gasoline N HE,

3. ERREHMEWEMY A6 FEELRIR, EHSAUBRANEHEENBETRNEHE M.
4. HEEBRFHNEWIEEMEN T, EREVEEHHEINNER.

(® Note
BRERPHRZETR 100 HE, GFEGE , HAEEHANEED .,

5. iﬁ?¥—|:_$o

ES5L wRACE

RIDEFMNEE , REERIEED,

® Note
BIEIED S , BB R BA AP E B 2B B 4

F oL FBIED
RIBES G |, BB H A LIRS BB RN EW,
HEBED

1. EEFWERNEL , EEHE,
2. BEFAWNCEFHBBANEEBI KRN EFHRERSE.
3. EEHE.

MREREENEFIRENEFRERRE  BFEEIRBENE LEAREF, BERENSEZHRENF
PRERIE | FREHRE,
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BIEESD (AWS CLI)

A LAE A CreateCampaignAPI @4ERBIR&5E3), THEMREIER T AWS CLl,

BIESESE , NEFRENBIETULEES MQTT EEREMH AT L2 S3 (S3) 5 Amazon
Timestream H, %% Timestream AIRFIRIE, AT EELERF | B FIIBIERE , flnFESE
ER FEMRGEBHRE, B SSERERLRALNTT BE, HETHE. ZEENEENNRE
. EERE MQTT SUEFERNMARXNRAEIE , HEAAMNBITEE UNWRESHHERBEIHtE W
#, AWS loT

/A Important

REH AWS ¥ FleetWise BB RIRKE MQTT HE K@ S3 = Timestream B AR
B, (RFBEFERBELWE MQTT £, Amazon S3 = Amazon Timestreamo, BXZFih
RINRNELER , FSHEER AWS loT ##15 A4XR FleetWise.

Amazon Timestream FET A#X ( X ) Xigi#H,

BIEED

/A Important

s ERIEES2H , BUTMBEESEFNERILER, EXEZER , BSH EE AWS Y
BXW FleetWise 55 B %. B AWS YE M FleetWise Z&5 F EWEXM R AWS S ZERA
FleetWise,

- RIBSESNS , BAMEH UpdateCampaign APl BER#EZES ., ARESZER | S
% EFY AWS BXM FleetWise &3 o

EQEEDY , BETUTH S,
file-nameBRNTETEFEEMN json XHH B,

aws iotfleetwise create-campaign --cli-input-json file://file-name.json

« campaign-nameBRANIREECIENS HEINE .
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AWS #Bx M FleetWise FERARER
« signal-catalog-arnBMAESBFNLEEFIREF (ARN).
« target-arnBRAN BB EATERA ARN,
« bucket-arnBit N S3 FEMEH ARN,
{
"name": "campaign-name",
"targetArn": "target-arn",
"signalCatalogArn": "signal-catalog-arn",
"collectionScheme": {
"conditionBasedCollectionScheme": {
"conditionLanguageVersion": 1,
"expression": "$variable. 'Vehicle.DemoBrakePedalPressure"
"minimumTriggerIntervalMs": 1000,
"triggerMode": "ALWAYS"
}
},
"compression": "SNAPPY",
"diagnosticsMode": "OFF",
"postTriggerCollectionDuration": 1000,
"priority": 0,
"signalsToCollect": [
{
"maxSampleCount": 100,
"minimumSamplingIntervalMs": 0,
"name": "Vehicle.DemoEngineTorque"
},
{
"maxSampleCount": 100,
"minimumSamplingIntervalMs": @,
"name": "Vehicle.DemoBrakePedalPressure"
}
1,
"spoolingMode": "TO_DISK",
"dataDestinationConfigs": [
{
"s3Config": {
"bucketArn": "bucket-arn",
"dataFormat": "PARQUET",
"prefix": "campaign-name",
"storageCompressionFormat": "GZIP"
}
}
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FRARER

1,
"dataPartitions": [
{ ... 1}
]
}
(@ Note

Amazon Timestream FEL A#X ( £3X ) Xigi# .

« campaign-nameBRNREEZCIBN HEINEN,
- signal-catalog-arnB®B{ES B M ARN,
« target-arnBBRNECIBNENTERA ARN,

« role-arnB#NIZF lo AWS T [a Timestream RAZETIEH FleetWise R ESHITAECH

ARN,
o table-arnB¥AEERTRA ARN,

"name": "campaign-name",
"targetArn": "target-arn",
"signalCatalogArn": "signal-catalog-arn",
"collectionScheme": {
"conditionBasedCollectionScheme": {
"conditionLanguageVersion": 1,

"expression": "$variable. Vehicle.DemoBrakePedalPressure'

"minimumTriggerIntervalMs": 1000,
"triggerMode": "ALWAYS"

}
iy

"compression": "SNAPPY",
"diagnosticsMode": "OFF",
"postTriggerCollectionDuration": 1000,
"priority": 0,
"signalsToCollect": [
{
"maxSampleCount": 100,
"minimumSamplingIntervalMs": 0,
"name": "Vehicle.DemoEngineTorque"

> 7000",

BIE5E3) (AWS CLI)
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},
{
"maxSampleCount": 100,
"minimumSamplingIntervalMs": 0,
"name": "Vehicle.DemoBrakePedalPressure"
}
1,

"spoolingMode": "TO_DISK",
"dataDestinationConfigs": [

{

"timestreamConfig": {
"executionRoleArn": "role-arn",
"timestreamTableArn": "table-arn"

}

}
1,
"dataPartitions": [

{ ... }

« campaign-nameBRNIREECIEN HEINE .

« signal-catalog-arnBMNESBERNLIEHEREBF (ARN),

o target-arnBRNECIRNENRERE ARN,

« topic-arnBRNEEENTEERBENEE BRN MQTT EFH ARN,

» role-arnBRNEFHITAEK ARN , ZHEERTF lo AWS T S EIEEN MQTT EBERIE, #
WH B MY E SR EURERY FleetWise R,

"name": "campaign-name",
"targetArn": "target-arn",
"signalCatalogArn": "signal-catalog-arn",
"collectionScheme": {
"conditionBasedCollectionScheme": {
"conditionLanguageVersion": 1,
"expression": "$variable. 'Vehicle.DemoBrakePedalPressure' > 7000",
"minimumTriggerIntervalMs": 1000,
"triggerMode": "ALWAYS"
}
},
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"compression": "SNAPPY",
"diagnosticsMode": "OFF",
"postTriggerCollectionDuration": 1000,
"priority": 0,

"signalsToCollect": [

{
"maxSampleCount": 100,
"minimumSamplingIntervalMs": 0,
"name": "Vehicle.DemoEngineTorque"

I

{
"maxSampleCount": 100,
"minimumSamplingIntervalMs": 0,
"name": "Vehicle.DemoBrakePedalPressure"

}

1,

"spoolingMode": "TO_DISK",
"dataDestinationConfigs": [

{

"mqttTopicConfig": {
"mgttTopicArn": "topic-arn",
"executionRoleArn": "role-arn"

}

}

MREGHATEAZTFEE AWSKMS ZHMNE , Ba8EATHERFR , MELNAGALIRA
CreateCampaign API #4E,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"kms : GenerateDataKey*",
"kms :Decrypt"
]I

"Resource": [
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"arn:aws:kms:us-east-1:111122223333:key/KMS_KEY_ID"

AWS YIEX ™ FleetWise & RYIZ B RIB T

AWS ¥B% ™ FleetWise F BB REXKINNEZTHIHFEREBLERFE, BXREANEZELR B
Z[® (AWS loT Events F X AR $ER) AR TRIER,

REAZENGEHNTSAMBERERENAN, XTENRGEHE , KREAZXENNESHTLRE
B NTURRGEHE  KREASFESHNTEREBMENESHBEBREIEENEHAVEEME

yEA
“A Ao

i, MRESERETEUATHR :

{

myVehicle.ADAS.Camera:

type: sensor

datatype: Vehicle.ADAS.CameraStruct

description: "A camera sensor"

myVehicle.ADAS.CameraStruct:

type: struct

description: "An obstacle detection camera output struct"
}

NREFTEFE ROS2EN :

{
Vehicle.ADAS.CameraStruct.msg:
boolean obstaclesExists
uint8[] image
Obstacle[30] obstacles

}

{

Vehicle.ADAS.Obstacle.msg:
float32: probability
uint8 o_type

float32: distance
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FRARER

}

LT R ATRERY B4 RIE S

$variable.
$variable.
$variable.

$variable.
$variable.
$variable.

$variable.
$variable.

$variable.

$variable.

“myVehicle.
‘myVehicle.
“myVehicle.

“myVehicle.
‘myVehicle.
“myVehicle.

“myVehicle.
‘myVehicle.
“myVehicle.

“myVehicle.

A

8 .
X 8B .

ADAS.
ADAS.
ADAS.

ADAS.
ADAS.
ADAS.

ADAS.
ADAS.
ADAS.

ADAS.

Camera
Camera
Camera

Camera
Camera
Camera

Camera
Camera

Camera

Camera

.obstaclesExists’
.Obstacle[@].probability"
.Obstacle[1].probability"

.Obstacle[29].probability"
.0Obstacle[@].o_type"
.Obstacle[1].0o_type"

.Obstacle[29].0_type"
.Obstacle[@].distance"
.Obstacle[1l].distance"

.Obstacle[29].distance"

EFY AWS Bx™ FleetWise &3

B LAE A UpdateCampaignAPI #EREFHIME & R5. UTwSER AWS CLl,

« campaign-nameBRNIREERN SRINE R,
* ¥ action BAUTEIZ— :
* APPROVE— #L/#5E 30 LA R ¥F AWS 1B P RF L5 E FleetWiseZ| MM ERA Lo
* SUSPEND - E&7E31. NEWHMERES , AL TEERSEED PN EERE™REFLRE

iz,

* RESUME - EBUEAL T SUSPEND RESHES) . ZEIRE TR EENFENEMIBERRE

TWE | FRRIRE REBEE.

« UPDATE— B EMNBMHNEE &EI<BREHERY,
« descriptionBi AR,

HRHEZALEE 2,048 MNFH,

ERHIAES
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« data-extra-dimensionsBRNEBENEFREMY , LFEFFPEINENEIE, Flw , &aJlL
FERMBEMBESRMBTEESF , AWS YEBR FleetWise & FE1E 5iX L& 4 < Bk W Amazon
TimestreamF W4 E, RAF , B UBRBRERmENESEHHIE,

aws iotfleetwise update-campaign \
--name campaign-name \
--action action \
--description description \
--data-extra-dimensions data-extra-dimensions

MREEATEAESIEE AWS KMS NN , BEEUATERER , MELN AT IEA
UpdateCampaign APl #&4E,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"kms : GenerateDataKey*",
"kms :Decrypt"
]I
"Resourxce": [
"arn:aws:kms:us-east-1:111122223333:key/KMS_KEY_ID"
]
}
]
}

R BR¥ AWS BX™N FleetWise &30

AT SAMER AWS loT FleetWise 51 &5% AP BB 53,
BIEED (#HE )

EMBRES , EEH AWS loT FleetWise #4154,

Tl BR T 37 5E 3 146
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T BR B B

TFAWS #1Bk M FleetWise 1 H & o

ESmERP , EEEFD,

EEHUEL | EBBIRES

iz

EMBR campaign-name? & , S AEMBRAESIN BT , REIEZFHIA

o ~ w0 bh =

fiIBRSESH (AWS CLI)

& A LAE A DeleteCampaignAPI B ERIBR T &7E3h. AT RBIEA AWS CLl,

EREED , BEITUATH S,
campaign-name& il R EM BREY EH B o

aws iotfleetwise delete-campaign --name campaign-name

© EMBRNKES XFTRE
BIREH A BRIGE LOFERE , 2 KPHRETRS LETRH,

BN &E3 M ER

BRI LAE A ListCampaignsAPI #ERKIE S & &3 2B S H#MIR. TEMNRGIFERT AWS CLI,

ERRAMBEINS WHEIR , BETUATHT.

aws iotfleetwise list-campaigns

FREXL AWS Y1BX ™ FleetWise SEZE B

B LAE A GetCampaignAPI #ERKR REHELS . TEHHRBIERT AWS CL,

ERFEFNNTEE , BETUTH S,
campaign-nameBRNEER RN EHRIINE .

MIBRSESD (AWS CLI) e
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aws iotfleetwise get-campaign --name campaign-name

® Note
WREERZA —Hit, RAER  TRTE YRR EHITHENR.

MREEATEAESIEE AWS KMS ZEMNE , BEEUATERRER , MELN AT IEA
GetCampaign API &€,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"kms :Decrypt"
]I
"Resource": [
"arn:aws:kms:us-east-1:111122223333:key/KMS_KEY_ID"
]
}
]
}

FRENERT HRIHE

/A Important

B axy FE L AWS ¥EBXM FleetWise ThEEM AR Z RIPRE, BREZELR |, H5H AWS AWS
B Bx I A (9 [X 13 ¥ Th BE 7 F M FleetWiseo

TR P ERABED K ERNERNESHIEIGR 74 E Edge L. BRENHES XEE LEMFH
R, B LML BIE R R B S E R B AV ( Bl20 Amazon S3 8 ) AVIRABSA, Hlm |, &5

FHEHER 148


https://web.stanford.edu/class/cs345d-01/rl/eventually-consistent.pdf
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LURBED KEEN EFWHEES Wi-Fi 2B REFHEER L. RS, FWHEER , BamRZ
RBEDXPNBERET=H. NE , B LAERA AWS loT Jobs KEHHE.

£

- BIEBESX

- LETEEGBE

« £/ AWS loT 1£55 LSRR

BIEHESX

/A Important

B aIx FE L AWS ¥BXM FleetWise ThRERITHRIZ RIPREI, BREZELR |, S5 AWS AWS
YIEx W e 1Y (X 33 F TheE v] B M FleetWise,

A PHNBES XSG FEESHE. S AEEM AR NARBERRETR,

BIEIXNWIEREREAERENEE AR ENHIE, dataPartitionIdAfE , BAM# -2
BN XEMED , flamAK/D, EHES XREFEERSHRENE ( E#AE L ) BURE Edge £
EREBENMNE, BUNERABEEH LN E#EMEstorageLocation, FHEMERE T B3 176
MHRTHED X XHRER. KEEMEXHRAT Edge BEEXHHELWIFAMBRT UAER
BEMDBNXHRT, XRFHEMNENLEX TR : {persistency_path} / {vehicle_name} /
{campaign_name} / {storage_location}.

BRERYERRENTO_DISKIEEN 2 XENHERERER LNREY, BIES XWHIEE®EL
FIFO ( it ) nEMIZET,. MREREREANES , MESBIBRXKIHFES XPHHKTE. NRES
BREE on/off ABIEERES X , N YR EEREN , AWS YWERN FleetWise 1 IE M E X
FHBREEAHAXD, REEEE , ¥ AWS BRWLFEHIE FleetWise L& B =R, WTRAEERT
AWS YIBX W #Y3 Z R IR FleetWise BBt 1TELE

/A Important
MREBHWEES» XBIRENZAEERS , ML XEBFEAKDE  RFVBELEER
B $#E. Edge EEXRMNBFELEME, FE K/ HEH Edge F#BRHIRE,
LHEE LB, TAERENENMESEENERMBR, EYiEREFENE , SOl
EIIBR,

HEBRES X e
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LERTREZEBRAXNMNFMHES . WREET LERT , NE SRS EFEIED 17 BUERR
BESXPNES LEE TR, AXESZER , BSH LET SEmHE.

EUBEDXEZME , signalsToCollect A LIS EEEHE S XhZEWLEFES, EALL IDs
ABIESPXIEE , AL &EdataPartitionIddefault HERAECERINBRIABIESI X, X6
EWESdataPartitionIdFSEIAESHXEdataPartition,

RMES X

ERANUTRE , IRERBES XEMKENES . LREIENEENEL D% Timestream HEME
B

1. campaign-nameBBRNIREEQIEZN EEHR BT

2. (Wi ) REHEHA,

3. role-arnBWAEFSHITAEKN Amazon BIRBF (ARN) , ZABRFY AWS B[
Timestream FR&REIER FleetWise IR,

4. table-arnBENETEDRERA ARN,
5. signal-catalog-arnB#NESHZEH ARN,

6. data-partition-idERfE#t dataPartitions ID MEXEH ID signalsToCollect, &
% BREECESFEANBIES XM ID. ¥ FsignalsToCollect , ID HHESH IDs HH
Hp—/#HfldataPartitions,

(® Note
fEAdefaultfER ID , NI HEFEULRINETED X

7. target-arnBa RN ECIENERASERH ARN,

{

"name": "campaign-name",

"description": "Measurement of SOC, SOH, thermal, and power optimization for Fleet
2704",

"targetArn": "target-arn",

"collectionScheme": {
"conditionBasedCollectionScheme": {
"conditionLanguageVersion": 1,
"expression": "$variable. Vehicle.BMS® > 50",
"minimumTriggerIntervalMs": 1000,
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"triggerMode": "ALWAYS"

},
"compression": "SNAPPY",
"dataDestinationConfigs": [{
"timestreamConfig": {
"executionRoleArn": "role-arn",
"timestreamTableArn": "table-arn"

1,
"dataPartitions": [{
"id": "data-partition-id",
"storageOptions": {
"maximumSize": {
"unit": "GB",
"value": 1024
},
"minimumTimeTolLive": {
"unit": "WEEKS",
"value": 6
},
"storagelocation": "string"
},
"uploadOptions": {
"conditionLanguageVersion": 1,
"expression": "$variable. Vehicle.BMS.PowerOptimization® > 90"

1,

"signalCatalogArn": "signal-catalog-arn",

"signalsToCollect": [{
"dataPartitionId": "data-partition-id",
"maxSampleCount": 50000,
"minimumSamplingIntervalMs": 100,

"name": "Below-90-percent"
1,
"spoolingMode": "TO_DISK",
"tags": [{

"Key": "BMS",

"Value": "Under-90"
1]
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WEMBREESRMHE , 7KENRBERERISR , NI URENF#FTHN 2 XES,

BTk, £ @A UpdateCampaign AP ¥ EEBEZEMA T AWS ¥IEXM FleetWise ) Edge
Agent, BXEZEE , SR L& SEHBIE,

L EESHE

/A Important

B ey FEL AWS ¥EXM FleetWise ThEEM AR Z RIPRE, BREZER , H5H AWS AWS
Y EX R o 19 (X 33 FN 2 BE 7] £ FleetWiseo

£ Edge L L&A HRIIBFEN T EZEHM .
- FEEN LAEFEN SENFEREGHAEASEI/RFELEZI =R, BEHETEES , BEH
updateCampaign API &€,

. B AWS 0T Jobs , EMER B ISA&H , B ARSI LENKE, SXESEL , #2H &5
AWS 10T 5 E & 5IE,

£ UpdateCampaign API E L& &E IR

BRI &EFE , TEENIRSHE RN , WAITING_FOR_APPROVALEZ|ENHE
tactionWAPPROVED,

FRALT R¥lactioni®T @A UpdateCampaignAP| EREH &R 5,

{
"action": "APPROVED",
"dataExtraDimensions": [ "string" ],
"description": "string",
"name": "string"

}
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https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_UpdateCampaign.html
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£/ AWS loT 1155 L& #E

/A Important

B HIX L AWS ¥BXM FleetWise ThEERI A RIZ RIPREI, BXREZELR , HS5H AWS AWS
YIEx W eh 1Y X 33 F TheE v] M FleetWise,

& AWS loT BY Jobs , ‘A LURPESI B BN AR BN HFENERRE LE TR,
NTIETED O THEXHY

ERANUTREINFIRTED QR T, FLXEHR—1json X , EREBEREXRIITESHE
MERHERNER. AXRVUBFELXHENESEE , BSRAEHAWS loT FREARERE AWS
CLIE Bl MEE I,

EERRAE-WELEYRE  FRHESERRENSEHRKRIEK AWS loT NEY, BERSHER
(ER—N&RIG ) LEHE  BUE-—1NE2S5ERNENMESYNSEYE  AERES
BFRRENEZSEYEL.

{

"version": "1.0",
"parameters": {
"campaignArn": ${aws:iot:parameter:campaignArn},
"endTime": ${aws:iot:parameter:endTime}
}
}

a. CampaignArnEifnE— b XF K- FHESNH Amazon BIRE# (ARN). [ &H7EZN ARN
N AET,

b. (A& )endTimeBERNER LRENKRTFENNES , XA ISO 8601 UTC X ( FEE
). Hla0 2024-03-05T723:00:00Z, BEBR2BMMEN , ERETELENEE—
BIES, MRErendTime , Edge Agent IS4 EE H4£ | BRIFTET &£R Y EFEMOEIE
#HEETE, LEMBRER , EQFESHITRESERH N SUCCEEDED, 1El MRS ER
9 COMPLETED,
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https://docs.aws.amazon.com/iot/latest/developerguide/manage-job-cli.html
https://docs.aws.amazon.com/iot/latest/developerguide/manage-job-cli.html
https://docs.aws.amazon.com/iot/latest/developerguide/iot-jobs-lifecycle.html#iot-job-execution-states
https://docs.aws.amazon.com/iot/latest/developerguide/iot-jobs-lifecycle.html#iot-jobs-states
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ERFEE L ER G

1. CollectCampaignData \FEEE R FI TR H1%E$F 10T-iO TFleet Wise-. BXEZEE , BSH (AWS
loT FFEARERE) FH AWS B EEERBIEEL,

2. FEE#EHREACampaignArnHMendTimeZ K,

a. CampaignArn&iFE—ib XK~ HEESNH Amazon BIRBF (ARN). T~ &7&E31 ARN
HAET,

b. (@) endTimeBFBRAEH LINENKTFENREIZ , XA 1SO 8601 UTC KX (FEE
). Hla0 2024-03-05T723:00:00Z, BEBR2BMMEN , ERETELENEE—
BES, MREBKendTime , Edge Agent B4 H4& | BEIFTAET SR INFHEHVEE
#HLExE, LEMERER  ERRNESHITRSE#H NSUCCEEDED, L RVIRASE#
I COMPLETED,

BXRBHEBENEXEIE , BTSRAFENER A,

A3 AWS 0T ELMWESES | E2H (AWS loT FEARISE) hEEL,

£ AWS loT WEZ M FER IS EIE FleetWise

/A Important

B RIX L AWS ¥IBRM FleetWise ZhREM TR Z EIRR K, AXEZEE , i§56 AWS AWS
PIBR M P Y (X SE A 2h e AT A 1 FleetWiseo

HEFRRNBE RN , ELERPEHENRTS (DTC) , HiERZEWHWERF[HMITRAIRE, DTCs
BT FRAtie TSR, THRSEERNERFRINY EERE. AWS ¥WEXM FleetWise X #FiET
BRWEES WE DTCs , BEMMH DTC REMY BE#YE. XEBNETET DTC W ENH
2. TERENXET , FBEIRAIFEITT R,

LTERTER DTC XER=.
B E XK

BENHBREEBHRANMITECHE Edge Agent EFENHEE , N\T BT BENLEDH
2. XEIhEEE AWS ¥EXX FleetWise REERESEM. EAT AWS MEXMEY Edge Agent
FleetWise IR T A TFIHEGSRITBBENNEDRE , fIK/ME. FAENFEEIE. BEX
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https://docs.aws.amazon.com/iot/latest/developerguide/job-template-manage-console-create.html
https://docs.aws.amazon.com/iot/latest/developerguide/iot-jobs-lifecycle.html#iot-job-execution-states
https://docs.aws.amazon.com/iot/latest/developerguide/iot-jobs-lifecycle.html#iot-jobs-states
https://docs.aws.amazon.com/iot/latest/developerguide/iot-jobs.html
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EBATENEEAPCEZESEHNEE WY BT I8, X T2MREAR (DTC) #HiER
£, FRARAUFNABEHBREIASRBERLRG , flandEd s — 2 MRS (UDS) SE it
PO EENEWLEIRE DTC K13, REMT BEHE

AEXESEL B0 (LEREFRARER) 8 ENFEHSHEAN DIC MEKESES
7,

E53REL

RHBEWEEDS , BECNRFEZRERES , 77 Edge Agent B EHITEF, RfE , BF
SEH LARFHREETHEN HER5F , KREEETRAN SRITHEBERFMER. B
=, BTHEMRZRERE , TENRZFRENFRER DTCE5. ATHRZXMNEE , AWS ¥
BXM FleetWise Rt T ESRIMAE , ABRRTELZ M IREIRIMBEIRES.

EEFRMZEAHMNZGEIINENE, SuLlERAEENRHBENTRIELEMNRZWER
BMEBENFKEER WG E, FHMBBEIRE, XTHESKREWEHEENES |, ftx
KEN A FHEI=m EENZKENZEREESICollectionScheme , HEEZ X,

XtimeBasedCollectionScheme5conditionBasedCollectionSchemeEMESHE.

UTEB@ERR T WMAIEMNER DTCs.
F&
- DHIRERBXET
- NOMHEERD 6B KIEWRETED
12 W AR BE A8 A 51

M &

N

&

&

T ERBE R ET

/A Important

B HIxXf FE L AWS ¥EBXM FleetWise hBERI A RIZ RIPREI, BREZELR , HSH AWS AWS
YIBX R Y (X 33 FN Sh BE AT A FleetWiseo
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https://github.com/aws/aws-iot-fleetwise-edge/blob/main/docs/dev-guide/custom-function-dev-guide.md
https://github.com/aws/aws-iot-fleetwise-edge/blob/main/docs/dev-guide/edge-agent-uds-dtc-dev-guide.md#dtc_query-function-implementation
https://github.com/aws/aws-iot-fleetwise-edge/blob/main/docs/dev-guide/edge-agent-uds-dtc-dev-guide.md#dtc_query-function-implementation
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signalsToFetch8|&2/ & RINSH

£ FsignalsToFetchiE EZRL E M{A £ Edge LIREVESERE . MEGSHRIZRETEERZFIR , XL
AN SEMERFRANABRENN , FEBEIVGAEEBREHTEENENL. BETERENES , &7
LATE X £ 55 3h 50 18 4] Bt A % a0 3R BB o

ERIMMNES AFIRE DTC ER. i, B GZ— PN EBNFRHERENES , RESA
BDTC_InfoBE/MNAFHIZE £ T (ECU) K DTC 58, H¥E , BRI LIRIEREMN ECU,

- SignalFetchInformation4#FSEHE Lo

structure SignalFetchInformation {
@required
fullyQualifiedName: NodePath,
@required
signalFetchConfig: SignalFetchConfig,
// Conditional language version for this config
conditionlLanguageVersion: languageVersion,
@required
actions: EventExpressionList,

« fullyQualifiedName: ZEFABENRINESHWTLRERF (FQDN),

« signalFetchConfig: EX T MR LRENESHAN, EXFHETHENMETREHN
FREL

- conditionLanguageVersion: ATl E P RIENHZHES RA
« actions : 7 Edge LM FIERERIEXN IR, Edge HRBENLESHE,

/A Important
BERBEFEHACcustom_function,

T ERIIRENKRER

UTHRIXXRAERIEFENESHNEZLRERN , IRZESELENESEHPXPEEEMESE , W
R[E true, Z—FKH , ©2IR[HE false,

isNull(signalFqdn:String): Boolean
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Exampleff A1ER

isNull($variable. 'Vehicle.ECU1.DTC_INFO') == false

We want to make sure DTC_Info signal is being generated
on edge.

WREXEAUTHA :
B . FRFSB

Edge X158V HELEBH A

S8 . XS Expression
S functionName, XA A REMRIENF&K,

SRR NFRE  ZHH, BY, AREINBE.

custom_function(functionName:String, params: varargsExpression): Void

Exampleff A1ER

"fullyQualifiedName":"Vehicle.ECU1.DTC_INFO",
"signalFetchConfig":{
"timeBased":{
"executionFrequencyMs":2000

},
"actions":"custom_function(”“DTC_QUERY”, -1, 2, -1)"

NZHTHERRD S B BEREED

/A Important

B B X KL AWS #IBX M FleetWise ZHEEM AR Z ZIRE, BXEZER |, 55 AWS AWS
Bk A B9 X 13 M T BE 7] Al M FleetWise,
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REBNABWMAH L UHRENRTE (DTC) IBRHFEWETES,

1. 1 Edge LENBENES. BEEN Edge L/ DTC ESMMBANE LN HBENHEBES.
BXEZER PR HYE . FHEBENEBEORESMELTANBERE.

2. 1 Edge LENHENEY, EREEN - MEENEY , ATHERZFFE Edge LWE DTC E
o

AXESEL B0 (LEREFRARER) 8 ENFEHEHEMN DIC HEKESES
7,

@® Note
OB E N EEDTC_QUERYINE R ASFT R o

3. BIEESEXR, NDIC EEEENFHHRE,

[
{
"branch": {
"fullyQualifiedName": "Vehicle",
"description": "Vehicle"
}
},
{
"branch": {
"fullyQualifiedName": "Vehicle.ECU1",
"description": "Vehicle.ECU1"
}
},
{
"sensor": {
"fullyQualifiedName": "Vehicle.ECU1.DTC_INFO",
"description": "Vehicle.ECU1.DTC_INFO",
"dataType": "STRING"
}
}
]

4. QIEHBUEARMT DTC FEENERERE,
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https://github.com/aws/aws-iot-fleetwise-edge/blob/main/docs/dev-guide/custom-function-dev-guide.md
https://github.com/aws/aws-iot-fleetwise-edge/blob/main/docs/dev-guide/edge-agent-uds-dtc-dev-guide.md#dtc_query-function-implementation
https://github.com/aws/aws-iot-fleetwise-edge/blob/main/docs/dev-guide/edge-agent-uds-dtc-dev-guide.md#dtc_query-function-implementation
https://github.com/aws/aws-iot-fleetwise-edge/blob/main/docs/dev-guide/edge-agent-uds-dtc-dev-guide.md
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5. SIRFBUEARINT DTC EE5MMBREL, DTCEENNE
A CUSTOM_DECODING_INTERFACEM4&1EZ O KA FICUSTOM_DECODING_SIGNAL{E B 1B a53E

B,
Examplefs &5 #2135 85
[
{
"fullyQualifiedName": "Vehicle.ECU1.DTC_INFO",
"interfaceId": "UDS_DTC",
"type": "CUSTOM_DECODING_SIGNAL",
"customDecodingSignal": {
"id": "Vehicle.ECU1.DTC_INFOQ"
}
}
]
ExampleM &% 0
[
{
"interfaceId": "UDS_DTC",
"type": "CUSTOM_DECODING_INTERFACE",
"customDecodingInterface": {
"name": "NamedSignalInterface"
}
}
]
(® Note

ZHIRRREM (CAN) FEFXIFA T RRIERE,

6. BEMHEERH, EFRXAEAEIEASRIPBENERER (FEREL ) MFIEREL,

7. BIEHHEZES ., ZEEBIEN DTC S ( MEREHENES ) ROUBKRE , REFHT
EIFEHL,

8. THEENK B Mt EIE, DTC HIEFIDTCCodeDTCSnapshot,
MDTCExtendedDatastringstE N RBFRAEIEEEIPENLHNEIEB TP,
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TR 155 P

/A Important
B Bix L AWS #1Ex M FleetWise ZhaEMiARIZ ZIRE, BXEZER |, 55 AWS AWS
P EX I H 9 (X 13 F Th BE 7] F M FleetWiseo

LA ABIRIRZDTC_QUERY R B IEE REIASH E LK,
TE HAZR EY
BB R ET ] (B FB3RER DTC &4,

UTRBIZE—NRFAE AEEIREYS B M Vehicle . DTC_INFO/ & R% |, FE A DTCs #iERAE
B, ECUsSIWEHRTEREZRHMVehicle . DTC_INFO,

{
"compression": "SNAPPY",
"spoolingMode": "TO_DISK",
"signalsToFetch": [
{
"fullyQualifiedName": "Vehicle.ECU1.DTC_INFO",
"signalFetchConfig": {
"timeBased": {
// The FleetWise Edge Agent will query the UDS module for all DTCs every five
seconds.
"executionFrequencyMs": 5000
}
.
"actions": [
// Every five seconds, this action is called and its output is stored in the
// signal history buffer of Vehicle.DTC_INFO
"custom_function(\"DTC_QUERY\", -1, 2, -1)"
]
}
1,
"signalsToCollect": [
{
"name": "Vehicle.ECU1.DTC_INFQ"
}
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https://github.com/aws/aws-iot-fleetwise-edge/blob/main/docs/dev-guide/edge-agent-uds-dtc-dev-guide.md
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1,
"collectionScheme": {
"conditionBasedCollectionScheme": {

"conditionLanguageVersion": 1,
// Whenever a new DTC is filled into the signal, the data is ingested.
"expression": "!isNull($variable. Vehicle.ECU1.DTC_INFO )",
"minimumTriggerIntervalMs": 1000,
// Make sure that data is ingested only when there are new DTCs.
"triggerMode": "RISING_EDGE"

}
1,
"dataDestinationConfigs": [
{
"s3Config":
{
"bucketArn": "bucket-arn",
"dataFormat": "PARQUET",
"prefix": "campaign-name",
"storageCompressionFormat": "GZIP"
}
}
]
}
S B HIFRER

R ZM4RIREL DTC 4, flin , & CAN 5 ktVehicle.Ignition == 1, 3REXH £4& DTC
iz

LTRRBI-ERINEEZRGERINESIER , Vehicle .ECUL.DTC_INFORA TR ZE DTC () BT
FHREIRA , ECU-1 B9 RecordNumber 1 AAA123 4 RecordNumber 1. Itt5ES) A E T 6B R 3E
WEFR E1&,

"compression": "SNAPPY",
"spoolingMode": "TO_DISK",
"signalsToFetch": [
{
"fullyQualifiedName": "Vehicle.ECU1.DTC_INFO",
"signalFetchConfig": {
"conditionBased": {
// The action will only run when the ignition is on.
"conditionExpression": "$variable. Vehicle.Ignition® == 1",
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"triggerMode": "ALWAYS"
}

},
// The UDS module is only requested for the specific ECU address and the specific

DTC Number/Status.
"actions": ["custom_function(\"DTC_QUERY\", 1, 2, 8, \"OxAAA123\")"]

}
1,
"signalsToCollect": [
{
"name": "Vehicle.ECU1.DTC_INFO"
.
{
"name": "Vehicle.Ignition"
}
1,

"collectionScheme": {
"timeBasedCollectionScheme": {
"periodMs": 10000

}
1,
"dataDestinationConfigs": [
{
"s3Config":
{
"bucketArn": "bucket-arn",
"dataFormat": "PARQUET",
"prefix": "campaign-name",
"storageCompressionFormat": "GZIP"
}
}
]
}
RBIRER

FNARBAIREN4EE DTCo

M HBERRA , SR EHRRE L OAEED, B R AWS WER FleetWise 514
EREEDETAEEENRETUT CLl S PRRARBHR,

« command-nameBRABEE,
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aws iotfleetwise update-campaign \
--name campaign-name \
--action APPROVE

G , £ DTC BEFIREEFED,

aws iotfleetwise update-campaign \
--name campaign-name \
--action SUSPEND

&R LABIR R E SE ) LA3REL DTC #dE,

aws iotfleetwise update-campaign \
--name campaign-name \
--action RESUME

At AWS #1Bx ™ FleetWise IR

/A Important

B B x L AWS #IEX M FleetWise ZhaEM A RIZ ZIRE, BXEZER |, 55 AWS AWS
YD Bx N A Y [X 13 F0 Th 8E BT A 1% FleetWiseo

AWS YIBX il I FleetWise BAFEEN ERMBITBRIAE MQTT £8 |, HEFHAMWE Amazon
Timestream =L 50 2] 28 174% AR S5 (Amazon S3) Service, HMIFZIAHIFEE MG , BRI AERAHM
AWS BRESX HBt T4, EFKA. TILHNRE,

(® Note
Amazon Timestream REIL A#X ( HXE ) Xig#H,

WIBERIAR MQTT =B ERERAE

H MQTT EE X IENERBTE UL TR A REE , AFEEAANRKETS , REEREEH
b BHth, BXEER MQTT WEZEER , 550 (AWS loT Core FFRARIERE) AWS loTHIIZE
BEHFAN,
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https://docs.aws.amazon.com/iot/latest/developerguide/protocols.html
https://docs.aws.amazon.com/iot/latest/developerguide/protocols.html
https://docs.aws.amazon.com/iot/latest/developerguide/iot-rules.html
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FRARER

£ MQTT BE R RENRIABBEBRETEUTFE,

FEREW
eventId

vehicleName

name

time
measure_name

measure_v
alue::bigint

measure_v
alue: :double

measure_v
alue: :boolean

measure_v
alue: :varchar

£ Timestream HALIB IR

b€ it
varchar

varchar

varchar

timestamp

varchar

bigint

double

/R{E

varchar

ik
HIRMEB A 1D,

MR U SR BT B T4
# IDo

DS ARIE R A RUK
SHERNEINES

o

iR SAVETE B,
EEHEM.
BURAENESE,

BEERENESE

o

mRERENESE

o

varchar XHHES

=18

Timestream B— M2 R ENR B FIEIEE , SRUUEERN BT ZHNEFIHRER. &80
BREHEFTFEEMN Timestream kA, BAILAEA Timestream EIEWRHIE , LUERA T BRIEHN
TH, AXEZEER , BSR4 Z Amazon Timestream ?

£ % Timestream WEIENBRIAREES U T FE,

1£ Timestream B FH
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https://docs.aws.amazon.com/timestream/latest/developerguide/what-is-timestream.html
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$aws/events/commandExecution/+/#

2. EBAMLEGRTEH

WMREEE—SHOBRTITHAGTEEHENEETAN , WAL EBRRINmSHEBEH, SHaL
ERFEACCRNETANEE FMENARER , flaifEA Amazon SQS. Amazon SNS & St
AWS ep Functions, AWS Lambda

UTRBERT BFRIN G TEHENN REIEREA.

"executionId": "2bd65c51-4cfd-49e4-9310-d5cbfdbc8554",

"status":"FAILED",

"statusReason": {
"reasonCode": "4",
"reasonDescription":

b

"eventType": "COMMAND_EXECUTION",

"commandArn":"arn:aws:iot:us-east-1:123456789012:command/0b9d9ddf -
e873-43a9-8e2c-9fe004a90086",

"targetArn":"arn:aws:iot:us-east-1:123456789012:thing/5006c3fc-
de96-4def-8427-7eee36c6f2bd",

"timestamp":1717708862107

}

IENMEE S

/A Important
B B X KL AWS #IBX M FleetWise heE AR Z ZIRE, BXEZER |, 55 AWS AWS
YD Bx W A /Y [X 13 0 Th 8E AT A 1% FleetWiseo

BALEBMESEFEANZERFEREENRZRE -RENNES, EALLIIEN , B IEEEN
REALUEF RN BMITHES. fSTATENBENREREEVESEEANTIERE, tIBGTHE , &
AT R TH I B EERN T,
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EEBANBWMAFEH AWS loT Core APl Si|ZZFMEE S RIRE AWS CLI, ERERRT XS
TRATATRE,

F&

- BIEGTHIR

- RRXTHTHER

- BRI/ RIHB TS

- ENSFABTRIR
« HiBRER T B IR

o= e o

B LAEACreateCommand AWS loT Core %2 H API #2/E= AWS #1BX M FleetWise &l & k1
Bit.

BEGT (BHE)
A LA AWS loT FleetWise 24| 802G 5,
eFE STy

1. $TFFAWS YEX M FleetWise 2| &,

ESMBERL , EEGS,

EFESET T,

EEE—MNHS ID UBBERIEEER LETHTS.
( A% ) EEMENERBMAMER,

(AR ) EERITRNMRIASHE, SWEEBRERERI BT EAUMITHERE. NRETR
nsH% , WEEESTHTHRE#EXESH.

EE—N IAM BERRTFADTERBRARINR. ESHEHERR.
8. BEEUESRT.

2 < R

~

BT (AWS CLI)

LR ROIG R A E A S BB R T
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BIRGTIAREREM

MRIEU T E RIS SE AWS IoT FleetWise :

« BUPTEERroleArnFEER LOAEMEZTHTHNR, BXELZEEURTRHEIRE (SIEM
B KMS 248 ) , i5Z 942 AWS loT Device Management F{E AL T @54 KA R AFH R
AWS loT FleetWise,

o UIIEFEAWS-I0oT-FleetWise N in B ZE(H,

« BA LBk Zmandatory-parametersFE , WA EETHIEEEN]. & , EALBIEFTESH
WS , LA LUERREIIEERINE. MREE ;’iTgﬁi}\{E MAEZ(TE , EAIAERIXEESE
HiEEECHEXREREN]. BXAXEEMRY  BhatsFERT S,

« BBREBALURNZFREE=NEH/MEN, mandatory-parametersiBR , EEXEWH ELHITR O,
REZ—1NEWEX, #EiZname?—EQ%?ﬁﬁFﬁ%ﬁﬁﬁéﬁﬁ’ﬂ;‘ﬁéﬁﬂi%*f"\o $actuatorPath.

« command-idEFRAB SN —IRARF, EAUER UUID, ZREZZEHF. M«
e role-arnBM AR FEUEMNZTHSNEN IAM & |, 4

fM"arn:aws:iam:accountId:role/FwCommandExecutionRole",

« (Hi&)display-nameBRANAFRFN B SdescriptionB AR S EE L HEIR,

« f¥mandatory-parameters¥Rnamevaluel and BN EHE
BIEZM B TITENER. ZnaneFRRESAERPENNTLRE
B, Bi&R$actuatorPath. AEIZR. Bl , name AT LA Rt AJ LA
e$actuatorPath.Vehicle.Chassis.SteeringWheel.HandsOff.HandsOffSteeringModeik
REMEVRSHWRE , flI{"B": false}. value

aws iot create-command --command-id command-id \
--role-arn role-arn \
--description description \
--display-name display-name \
--namespace "AWS-IoT-FleetWise" \
--mandatory-parameters '[
{
"name": name,
"value": value

] 1

CreateCommandAP| R{EIREIN MM T EHSH ID M ARN ( LEBERER ) -
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"commandId": "HandsOffSteeringMode",
"commandArn": "arn:aws:iot:ap-south-1:123456789012:command/HandsOffSteeringMode"

KEXTHTHEER
BT LAE A GetCommand AWS loT Core #2#|FHE AP REXREZEXGTTRRNEER,

ERMAEXWERENEE , BETUT®H T, command-id&#ALIEwSHERANRRR,
aws iot get-command --command-id command-id

GetCommandAP| ##EREINMPNBELLTEE,

- &4H ID M ARN (T BEREH ) .
- WHHRIERMN EIREFHA B HEAFATE,

- BTRREUUEER LETHWHSRES.
- BECBTDTRIEBEENTASH,

"commandId": "HandsOffSteeringMode",
"commandArn": "arn:aws:iot:ap-south-1:1234567890@12:command/HandsOffSteeringMode"",
"namespace": "AWS-IoT-FleetWise",
"mandatoryParameters": [
{
"name":
"$actuatorPath.Vehicle.Chassis.SteeringWheel .HandsOff.HandsOffSteeringMode",
"value": {"B": false }

1,

"createdAt": "2024-03-23T11:24:14.919000-07:00",
"lastUpdatedAt": "2024-03-23T11:24:14.919000-07:00",
"deprecated": false,

"pendingDeletion": false
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AWS ¥IEXM FleetWise FEARIERE
ERNIKFPHIHGS
B LAEA ListCommands AWS loT Core 2% API B#ES HEEK PRI EBNFESR D,

EHHEKFRNGS , BETUATHR. RABRAT , APl 2REAFNGEEEEENGS. B
EHRUNERAECIEZIHS AWS loT FleetWise , iHEITUTH T

(® Note
BT EAFHEFNIIRBTHF , AEREIRUNERERRERTSRBNN®D

AL
To

aws iot list-commands --namespace "AWS-IoT-FleetWise"

ListCommandsAPI 2EREINHMNEEUTEE,

- WEH ID M ARN ( LEEERER) o
- EWEIEM EXEH B HBAATE,

« BTG TREEUEERLEITHR SRS,

EHHFAWTER

BAI LAEAUpdateCommand AWS loT Core 3 FH API #4E3E | AWS oT FleetWise 12 & K E#
THER. BUUEHFGTHERBENNER, NRYEREAREN TS, EANEEFEA,

(® Note
ERTaTR , BLEEADEZREEREEANSHK.

EHTS
EMNZHAEHGD , 5D AWS YELM FleetWise 4|5 SREAMITAT SR,

1. GEREEHHST , REEE RE
2. WEDTHARGE  REER REENR.
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https://docs.aws.amazon.com/iot/latest/apireference/API_UpdateCommand.html
https://console.aws.amazon.com/iotfleetwise/home#/commands
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FRAGS

EFRAEFEPHRT , FEE AWS YEXM FleetWise #H &M@ T WEHMITU TSR,

1. EREFANSGS , REEE FR
2. WINFR , RBEE FR

FHaH (AWS CLI)
BEHawS

EFHHCER , BETUTES. command-idBHRAEEHN G SNIRRE |, HIEHEN
Wdisplay-nameMdescription,

aws iot update-command \
--command-id command-id \
--display-name display-name \
--description description

UpdateCommandAPI 4R B SRR,

{
"commandId": "HandsOffSteeringMode",
"deprecated": false,
"lastUpdatedAt": "2024-05-09T23:16:51.370000-07:00"
}
FHWS

MREHEABERZ LUEFERARE I ST , AFZGTELN , WANLFAZST. ATRHIERT
MAFRABT.

aws iot update-command \
--command-id command-id \
--deprecated

UpdateCommandAP| #{EREIMN MR B2 SH ID F ARN ( EE#HERER) o

"commandId": "HandsOffSteeringMode",
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"deprecated": true,
"lastUpdatedAt": "2024-05-09T23:16:51.370000-07:00"

WOHERR ARG SIITEHREEERLET , BECIIEN LK. EETEAFHNGSRT
HIER UpdateCommand APl IRE G S UAEETH, BXFAM UIE‘I%%E’\JE%EE&H?EE?
BHS (FFEARIEE) AWS loT Core FHIFE A5 H R,

il BR a5 5 3 R

B LAfEADel eteCommand AWS loT Core 2 §|EH API #4EZ AWS #1Ex M FleetWise 2 &l & Skl
BRan &R

® Note
BIBR R K ANEERAE , TTRROH. Zo T RMNERIKS R ER.

BEsas (284 )
BN ARBRSS | B3 AWS WER FlectWise 241 AHH S REHRTU TSR,

1. EEERBRONGS , ABEER BIBER,
2. WIANERIBRZEGT , REIEE WER

flER % (AWS CLI)

EMRGERIR , HETAT®HT. command-1d&RNEM BRIt THIFRIRAF. LU R4 BE 20a]

ALY
/\ﬂp%ﬁl N O
aws iot delete-command --command-id command-id

AR BRER AT

- MRZGTHHEAMNBEY T HAEREE 24 Dat |, MZeGSFEEMER , HBEEFEE HTTP
statusCode 7 204,

- MREZGTAREFEA , IEFCHFAVRBE THRAERNME , MiZeSFLE Fpending
deletioniR#A , BRFEZI HTTP 3 202 statusCode, S FESK 24 /Mot EBIIMNEN
T 7= A BR o
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https://docs.aws.amazon.com/iot/latest/developerguide/iot-remote-command-deprecate
https://docs.aws.amazon.com/iot/latest/apireference/API_DeleteCommand.html
https://console.aws.amazon.com/iotfleetwise/home#/commands
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B MG R TIAT

/A Important

B B X KL AWS #1BX M FleetWise ZheEM AR Z ZIRS, BXEZER |, 55 AWS AWS
Y Bk P B9 X 13 M Zh BE 7] A M FleetWiseo

RS TREE , BUAFREERER LTS, " BEEWMABERTHRT , ERAUTHRERGT
RITHER , APRSEHMNEREEXAE MQTT REXEH., A, BAURRGSHITHARES
FERIEK P P HATRIRE

AEBNBUMAEH AWS CLI L AWS MEF FleetWise ZHARMEREAERT. TEAEETRT U
A S A S an S HAT RDIRES

&

« EFBENTE

« REESTHIT

« BIHEIKF R a B HRATER

- HIBRE FHIT

RESS (2HE)

ENBHAEKEGD , BHE AWS B FleetWise HHI AN EFREHRITATSR,
1. RBREQHREGTTHER,

2. %#% Run command ( IB{TH S ) o

3. &EEHTID.

4. EBEGSRTER , RAEEBRETHS.

RIEWH (AWS CLI)

B LAEAStartCommandExecution AWS loT 3B HE API BEMEFRLETT. ARE , EWHE
BRELXAREREGRS (F0 SOME/IP (EF POV BEEMRSHFEL ) K ELGELS
BEHMLE (FlaEs2RHEM (CAN) &&#ED ) £, TEHREERT AWS CL,

£}
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https://console.aws.amazon.com/iotfleetwise/home#/vehicles
https://docs.aws.amazon.com/iot/latest/apireference/API_iot_data_StartCommandExecution.html

AWS #JBX M FleetWise FRARIER
- REWSHIEESM

o FREUK 7 45 E BV BE B AR IR R

o RIEWH A

RIEMOSRREZEIM
HREUTMNEFRNITI SR AWS loT FleetWise :

o IRETMAEWHERZ AWS loT —fKRTE. BXESEE , F50 BE AWS YWE M FleetWise T4,

. BAMBRBET LGB EEAWS-IoT-FleetWise NGB =AW S role-Arn , HEHTEFE
e AWS loT FEIBMIZITEH SR FleetWise, BEXEZEER |, BSH SIEG SRR,

- MREBERFERAEVNEGSHASHIBEENEMERINE , MTBBLE ZparametersFE., WRED
Erfmandatory-parameterskEE , Eﬁ%ﬁ?@ﬁﬁﬂ]*ﬁ?‘iﬁEE’J@%E%E@%U\{E , 24
JIEE ZparametersFB&, BXRXLEHMRY , FEAw s FEATE.

« BEREBUALAZFEEE=NEMH/MEN, mandatory-parameters{B2 , EEH LITH RN,
REZ—NEWEX , HBEZnaneFBRAMFEAFEHNBNTLRERM. $actuatorPath.

FREU P 435 7E B9 B8R T AR U S

EZE1T APl i B2 8] , BHAFIREZA T SRNKF IS ELIHET R URL, iot:Jobsfltn | inR &z
TGS

aws iot describe-endpoint --endpoint-type iot:Jobs

TCARFIREKF A ENKSR URL , 20T B8 R 5IVE R R o

~

"endpointAddress": "<account-specific-prefix>.jobs.iot.<region>.amazonaws.com"

& T R
EREHREST , FETAT@®.

s FERITHWH DB command-arny ARN, BE[EAM create-command CLI &< 8910 5 3R EULE

15 Xl

« target-arnBRABRHRITHTHEIFZREZDR AWS loT EMH ARN,
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@® Note
BT LIS E AWS loT =4 ( ¥AWS BX X FleetWise ZE4 ) BB #5 ARN., BB AXIEEYAH
FBAF,

« endpoint-url BEMABEFREBNKFTRARL/IKEIKFBENSERRES , flf0, 51&
HAhttps://o https://123456789012abcd.jobs.iot.ap-south-1.amazonaws.com

s FnameFMvalueBE#rNFEA create-command CLI B & At HE EMmandatory -
parametersFE.

ZnameFBRRESERHPENNZELRERN , Aifk$actuatorPath. NI, a0 , namedl HL
AL

m$actuatorPath.Vehicle.Chassis.SteeringWheel .HandsOff.HandsOffSteeringModek
REMEVRSH W RE , flI{"B": false}. value

o (k) BEAIEERMS B executionTimeoutSeconds, bt A% FERIE E & & A F00 R 1T
ZRNEE (AR NEN ) . BULUFERNNSEAKERENR 24 /MEt,

BIEBGHIITE |, itIEEEs. Eits2Hca , MRGTHRITRERERX N EHL LRSS |, 6l
WISUCCEEDEDZRFAILED , NPRS < B3IEK N TIMED_OUT,

(@ Note

BRI LAIRETIMED_OUTIRE , B FIHRAXBE N EMSUCCEEDED, THFAILED, z3%
FPIRASREJECTED , B RHITREZERNL I, BXEZER , 550 o o HITERIRS,

aws iot-jobs-data start-command-execution \
--command-arn command-arn \
--target-arn target-arn \
--execution-timeout-seconds 32 \
--endpoint-url endpoint-url \
--parameters '[
{
"name": name,
"value": value

BB RS SR o
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StartCommandExecutionAPl BERERSIIT ID, EALAERL ID iR SHTIRE. F4AE
Bt THEIER,

"executionId": "@7e4b780-7eca-4ffd-b772-b76358da5542"

BITZemTE , FNEENKRAETEUATEENBEA, Zissued_timestamp_msFEX N T i A
StartCommandExecution API BYB[E], Xftimeout_msRFEREA StartCommandExecution
API Bt FexecutionTimeoutSecondsZ#E &K B EHE,

timeout_ms: 9000000
issued_timestamp_ms: 1723847831317

EEHGTHITRES , ENRELAEEY MQTT EEHTHATU TS ERER,

FEHRBIHR | <device-id>FHRNBFZENE—FRRRF ( TARVehicleIdHEYMHN BN )
H<execution-id>B# A SRITHIRRA,

(® Note

- BREEXIMERA protobuf X,

o SBRHVIGR AT LLERIT Y /acceptedfl/rejectedEE X H, BIEEMIRE X EHBITIRHIX
EERIEHE Bt RIXLEREHEE,

// Request topic
$aws/devices/<DeviceID>/command_executions/+/request/protobuf

// Response topics (Optional)
$aws/devices/<DeviceID>/command_executions/<ExecutionId>/response/accepted/protobuf
$aws/devices/<DeviceID>/command_executions/<ExecutionId>/response/rejected/protobuf

FBHRBAUEGHTHEEBERBEE. LBREGRTHE , EQEIZEBERZE— protobuf 45H HI I
Mo Z<DeviceID>FERUMEFREBF VAN FRICE,
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$aws/devices/<DeviceID>/command_executions/<ExecutionId>/response/<PayloadFormat>

EENRE RGN EBNEASS |, B e LAER GetCommandExecution AP R ZEFHHRASER
ED T ?R?TEIJ 'H(/L,\—.I-J’)\;EJH:L EIJ II:H EIJ1£1—-|-'H(/L,\O

« IN_PROGRESS
SUCCEEDED
FAILED
REJECTED
TIMED_OUT

iﬁfi%‘,TEHJj(MSUCCEEDEDFAILED MR SHITREJECTEDHRA LMW , HERASHEREZRE
HBRETHITATARALERSEH , XEREFATERSFEXZERHITH-—SHNEH., RER=HATRES
RAETIMED OUTIRAS, Zzu%—rxi.-%?ﬁiﬂk,u NEZHBEUMRESETRSRERFER,

Bl , TEHERTIRZRAHN MQTT HE A,

® Note
SHTFREHITREA , IREBHNIEZFEHAstatusReasonNREXAFRSEL |, N AFABER

« reasonCodefEAiZER[A-20-9 -]+, EKEFEBT 64 M E2H,

- BB reasonDescriptionTi#E 1,024 NFERF. T©RILAEAREHFA/ ( RTH ) 2
A EAF o

"deviceId": "",
"executionId": "",
"status": "CREATED",
"statusReason": {
"reasonCode": "",

"reasonDescription":

BXRERUAFER AWS loT Core MQTT MRAFFIRITHEEMEEDSHITHEN RE | 55
EIAWS IoT Core FFAEIREHRMWER MQTT MR E A imEE i T E o
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AWS #1EX M FleetWise FEANGIER

REN R AT

Bal LAfFEFGetCommandExecution AWS loT 2 & @ API I#ERRZBHXRGSHRITHER, B
MEZFEA StartCommandExecution APl BERIT T LGS,

ERREHITHTHNITHIE , B TUTHR,

« execution-idBmABEH ID. BALUM start-command-execution CLI #55 # 1 Rz F ZREL
WEE,

« target-arnBRNEHITH S BIRERZE AWS loT EYHY ARN,

aws iot get-command-execution --execution-id execution-id \
--target-arn target-arn

GetCommandExecutionAPl ##ERE —NMER , HFEZEEXBSHIITH ARN, HITRASURG S
FHa TR E MRS RNER. UTRBETR API iFREY R 4FGI0@ R,

NTREEXBINBTHITRENES LT, iR e T —MstatusReasonI R, ZWNRET
EWNEER |, reasonCodefllreasonDescription., FAXEFE , SN TURAEXRDTTH
TRSNEZER. LERFNBEETHRIRENMEMIAreasonCodefE S, reasonDescription

EREHEER , EEEUUNEHRFNRSEEAMEI=R. RE , SEFEH
GetCommandExecution APl R R HHITRAR |, BB IRHAVRESRB,

(® Note

WATIRIHEY completedAt FEX N Ti&& B =iHIR G L IHRSHEE, 37
FTIMED_OUTIRA , REYHRZIREHEIAT ?éxﬁ?aﬁt%ﬁio é TIMED_OUT REH =R
B , TIMED_OUT REFTLEH. BXBRTANESZEER , FS5H o HITERIRES,

"executionId": "@7e4b780-7eca-4ffd-b772-b76358da5542",
"commandArn": "arn:aws:iot:ap-south-1:123456789012:command/LockDoor",
"targetArn": "arn:aws:iot:ap-south-1:123456789012:thing/myFrontDoor",
"status": "SUCCEEDED",
"statusReason": {

"reasonCode": "65536",

REG ST 194


https://docs.aws.amazon.com/iot/latest/apireference/API_GetCommandExecution.html

AWS #1EX M FleetWise FEANGIER

"reasonDescription": "SUCCESS"

I
"createdAt": "2024-03-23T00:50:10.095000-07:00",
"completedAt": "2024-03-23T00:50:10.095000-07:00",
"Parameters": '{
"$actuatorPath.Vehicle.Chassis.SteeringWheel .HandsOff.HandsOffSteeringMode":

{ "B": true }
X
5 B AEIK P R s T RATIER

fEAListCommandExecutions AWS loT Core $#2#IHE HTTP API I2/E5I B BIKF R FTE SR
1TBR. ZRBIERA AWS CLI,

F&
« JHBTMITRAVEEE
« HHa T HIT R A

I HBSHITRESEIM

LT R ListCommandExecutions API BIRY — L33 2 EIA,

- BUMEDIEEtargetArns, , commandArn E4ABARATAREJHESERTER BRERHIT
BRo API BRTBERZE | U FBEER —PMERDPBEFNFER,

- mAgERMstartedTimeFiltersicompletedTimeFilterfS 8., API BRFBERNZE , hFBEFE
B—NMNERPEBERNER, BALERANRMbeforefMafterF RS HEISEEISEE N AIESR
SR EHRIT,

« beforeMafterFZREABERT HAIATE. BRINERT , MBEKRIEEEME , NiZbeforeFE
RYBIEFE , afterFERAYEIRTE-6 MR, ERER , BESERANFIEEE , AP FHIHE X
AMNARBBRERWFTERIT,

« B EMsort-orderZHREERBERAFIHMITRE. MNBERT , REREELF
B, MBATRHRREF 5,

- ESIHET ARN N THITE , BREBRBER TRITHREH LG TRIT.
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5| Han S AT R

BT R BIE R a5 & AWS IKF R as S HAT,

BTN , BUATIEEREREIER , MMXERFER targetArn ABERBUEBAGTOHIT , IE
H commandArn A EGTEENNIT,

ERRBIF :

e <target-arn> SEBERTHHHBEFRZEEZN Amazon BRES (ARN) , 40
arn:aws:iot:us-east-1:123456789012:thing/b8e4157c98f332cffb37627f,

e <target-arn> SEERTHFHBEFRZEZN Amazon BRES (ARN) , 40
arn:aws:iot:us-east-1:123456789012:thing/b8e4157c98f332cffb37627f,

o <after> 5EEFEHHEMNEZERERORITHNRE |, Fl0 2024-11-01T03:00,

aws iot list-command-executions \
--target-arn <target-arn> \
--started-time-filter '{after=<after>}' \
--sort-order "ASCENDING"

BITESSEER—NMEOR , EFES5ZEBRNTIHTIR , URRITHBMNTKNEE, BifiRH
RBEE , UREEEXRNREMINEEMN statusReason K,

"commandExecutions": [
{
"commandArn": "arn:aws:iot:us-east-1:123456789012:command/TestMe02",
"executionId": "b2b654ca-1a71-427f-9669-e74ae9d92d24",
"targetArn": "arn:aws:iot:us-east-1:123456789012:thing/
b8e4157c98f332cffb37627f",
"status": "TIMED_OUT",
"createdAt": "2024-11-24T14:39:25.791000-08:00",
"startedAt": "2024-11-24T14:39:25.791000-08:00"

"commandArn": "arn:aws:iot:us-east-1:123456789012:command/TestMe@02",

"executionId": "34bf@l15f-ef@f-4453-acd@-9cca2d42a48f",

"targetArn": "arn:aws:iot:us-east-1:123456789012:thing/
b8e4157c98f332cffb37627f",

"status": "IN_PROGRESS",
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"createdAt": "2024-11-24T14:05:36.021000-08:00",
"startedAt": "2024-11-24T14:05:36.021000-08:00"

M BR A S AT
NREFBREAENSHRGT , WLUFENERIRS K XM

(@ Note

REYHSHITHALIRIRA (620 SUCCEEDED, FAILED = REJECTED ) B , = geis E il

AT RENRBB A A iZi S MikRdelete-command-execution AWS CLI #5$5#
1To <execution-id>EiNEM RSB SHITHFRRAT,

aws iot delete-command-execution --execution-id <execution-id>

R API FERRTY , MiZGSHITLERIRDE 200, LA LMEA GetCommandExecution API k%
ZESHITREEEARELENK, B,

T~ ERAGEESIERELOES (AWS CLI)

/A Important

B B X KL AWS #IBX M FleetWise ZhEEM AR Z ZIRE, BXEZER |, 55 AWS AWS
YIBx A B9 X 13 M heE 7] Al M FleetWiseo

UTRAIEEERT MAERAGS A AWS CLI, HREIER AWS IoT FleetWise iR Bi7ig%
REROARESSRTREHEEER,
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- ATFEARERTH IAM BUR
« &17 AWS loT @S (AWS CLI)

- BE

L m AR S R BIBLR
EEAMIFH AR

1. FAREREREOENNRECNEGSHIR, create-command AWS CLI

2. FARRBXRGTNER , flUdSHeIER B LR EHEEIget-command AWS CLI,

3. FALEMERN N KIESHstart-command-execution AWS CLI WEEH K E T , RENE
BEERITIZH S,

4. FRKEGSHMITHE Rget-command-execution AWS CLI, &AL BHRITMAN TR , H1
RHMFMAEFES , FlAHITERNTERRIT S AESRAETE,

5. BEMIBREFEEEAN TS MBSHRITRITEEE,

TORFAF
EEFURHIZE -

« FFIZE AWS IoT FleetWise Z=EN AWS loT JEMERFH AWS loT —(EHRTEE., Bik4M[E
BNEYARIMERHBEE , HERRHMBEZNEN L, RS, BNERUTUEERRHEHIITSH
T, BXRXEZER , BSRMEEW,

o BIE—NIAM AP — IAM KRS | ZERBERFEFERATIHRIT APHRENNIR , A RATEA
WS IAM B,

AT ERAZERSH 1AM BUER

TRERT =B IAM R | ZRBER TX a5 e AR 125 P M EBIEFE APIHRER 15 RN
R, ZNARFHNAFPFERPITAAZRERT APIRE | WRFTR.

AP| 4
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CreateCommand 2 E AR HTTP BB EIR we
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JSON
{
"Version":"2012-10-17",
"Statement": [
{

"Action": [
"jot:CreateCommand",
"iot:GetCommand",
"jot:ListCommands",
"iot:UpdateCommand",
"iot:DeleteCommand"”

]I

"Effect": "Allow",

"Resource": [
"arn:aws:iot:us-east-1:111122223333:command/command-id1",
"arn:aws:iot:us-east-1:111122223333:command/command-id2"

]

}I
{

"Action": [
"iot:GetCommandExecution",
"iot:ListCommandExecutions",
"iot:DeleteCommandExecution"

]I

"Effect": "Allow",

"Resource": [
"arn:aws:iot:us-east-1:111122223333:command/command-id",
"arn:aws:iot:us-east-1:111122223333:thing/thing-name"

]

}I
{

"Action": "iot:StartCommandExecution",

"Effect": "Allow",

"Resource": [
"arn:aws:iot:us-east-1:111122223333:command/command-id",
"arn:aws:iot:us-east-1:111122223333:thing/thing-name"

]

}
]
}
ATFEAZRETSH 1AM BXK 200
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Z1T AWS loT &% (AWS CLI)

TXERTWMAEER AWS CLI RIITHSTBRENEREFERER,
1. NERNEXNRELNERGSER
A CLIBIBER XTI iZZEMWcreate-commandiif. EHRHIF |, BE :

« command-id F{E TurnoffSteeringMode

e role-arna "arn:aws:iam:accountId:role/FwCommandExecutionRole" s role-
arn XAERME  BRARFEEHLYUEMNZTTOHNER IAM A€, BXEZER |, H5H
& AWS loT Device Management FEA A T an S HERE XA ERE AWS IoT FleetWise,

« display-namefER “Turn off steering mode”

* namespace iz AWS-IoT-FleetWise

- mandatory-parameters{ERNBF-EX , LA« F “defaultValu
$actuatorPath.Vehicle.Chassis.SteeringWheel. TurnOffSteeringMode e name
?g”{ HSH: ”true” }

(@ Note

BHMUEREEEASESHNBERATHESS. RE , BX4TIEEMMA start-
command-execution CLITo TR EFERANSHE., BX76 , BSRAGSFERAT

=}

~I~ 0

/A Important

EFAWS-IoT-FleetWisetn & ZHA , XFERER T E Z R — WD IEENNameF
Etmandatory-parametersfff$actuatorPath. 54k , H# BiZValueFER XA F
RFRBERE,

aws iot create-command \
--command-id TurnOffSteeringMode \
--role-arn "arn:aws:iam:accountId:role/FwCommandExecutionRole" \
--display-name "Turn off steering mode" \
--namespace AWS-IoT-FleetWise \
--mandatory-parameters '[

BT AWS loT %% (AWS CLI) 201
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{

"name": "$actuatorPath.Vehicle.Chassis.SteeringWheel.TurnOffSteeringMode",
"defaultValue": { "S": "true" }
}
]

LTFHMHEERT CLI B RAIER. , HAap-south-1F1234567890122 AWS XiE 1 AWS Ik
F 1D B9,

"commandId": "TurnOffSteeringMode",
"commandArn": "arn:aws:iot:ap-south-1:123456789012:command/Turn0ffSteeringMode"

BXREALBTHEMTS  ESAERTHR.
2. RRAXBTHER

ETUTHSUREAXZHENER , HPcommand-idR EEcreate-commandi®{EsH H
Has 1D,

(® Note

MBERAET Z NS, MALAFER ListCommands API B R IRRESRS , RS
5/ GetCommand API IRENEX B EGTWEZER. BEXEZEER , 55 RN
FPaIHGS.

aws iot get-command --command-id TurnOffSteeringMode

BT TRERNL TR, SFFIaSHENEN DRERNE, SEENEMSHBUARZ
WHREUUERE LIET.

"commandId": "TurnOffSteeringMode",

"commandArn": "arn:aws:iot:ap-south-1:123456789012:command/
TurnOffSteeringMode",

"namespace": "AWS-IoT-FleetWise",

"mandatoryParameters": [

{

iZ1T AWS loT @+ (AWS CLI) 202
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"name":
"$actuatorPath.Vehicle.Chassis.SteeringWheel.TurnOffSteeringMode",
"defaultValue": {"S": "true" }

1,
"createdAt": "2024-03-23T00:50:10.095000-07:00",

"lastUpdatedAt": "2024-03-23T00:50:10.095000-07:00",
"deprecated": false

3. F@mHaTHwT

ETUTHSFHENTIZGS , EFcommand-arn2 Efiget-commandigEm PRI G&H
ARN, target-arnRZEBEENHNTHSHBIFIREN ARN , i, myVehicle

EHROF  ATERECRGSRIEETSHOBRIAE , it start-command-execution CLI
AUERTHSERXEE, £6FH CLI N, B TUETASHIEEFTENERERESER
B,

aws iot-data start-command-execution \
--command-arn arn:aws:iot:ap-south-1:123456789012:command/TurnOffSteeringMode \
--target-arn arn:aws:iot:ap-south-1:123456789012:thing/myVehicle

BITHW T RIEE - FHIT ID. BALEAL ID E@GTRITRE. FHASE MG SRITA
AL

"executionId": "@7e4b780-7eca-4ffd-b772-b76358da5542"

BXER CLI WEMRS , BSFHREGRT (AWS CLI).
4. REAXBTHITNER

BEITATHRUREEXEEARRE LMITHGSHNEES. EEERN LHEstart-command-
executioniB{Efm iR BMtarget-arn , ARERN BFRIREH ARN, execution-id

BT AWS loT %% (AWS CLI) 203
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®

aws

Note

s EREBHRSER , BN RZMXAEFEFHRSEELMEFER MQTT API 98
TH# M UpdateCommandExecution QTT MBWNEE, EXELEELE , BSH £
WoHITE R,

- MREBFHRIITZAGS , MALAEA ListCommandExecutions API 5l ik &
HFrE B SHIT , AEFERA GetCommandExecution APl FREEXREBENITHEZE
B, BXEZEER , B2 JHEAKS PGS RITER.

iot get-command-execution \
--execution-id <"0@7e4b780-7eca-4ffd-b772-b76358da5542"> \
--target-arn arn:aws:iot:us-east-1:<account>:thing/myVehicle

ETRGTREREAXGTHT. BUTRES, FHITHNBMTEREBNES. 50, SUTE 5
EREBMRRE ERIPITHTHARARAEXE.

"executionId": "@7e4b780-7eca-4ffd-b772-b76358da5542",
"commandArn": "arn:aws:iot:ap-south-1:123456789012:command/

TurnOffSteeringMode",

"targetArn": "arn:aws:iot:ap-south-1:123456789012:thing/myVehicle",
"result": "SUCCEEDED",
"statusReason": {

"reasonCode": "65536",

"reasonDescription": "SUCCESS"
b
"result": {
"KeyName": {
"Sr.om,
"B": true,
"BIN": null
}
.

"createdAt": "2024-03-23T00:50:10.095000-07:00",

"completedAt": "2024-03-23T00:50:10.095000-07:00",

"parameters": '{
"$actuatorPath.Vehicle.Chassis.SteeringWheel.TurnOffSteeringMode" :
{ "S": "true" }

iZ1T AWS loT @+ (AWS CLI)

FRARER
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} 1

i

WE , BELRRT I THEENRZBLMT TZGS , IREFTBHEEALG S , WARHE
MER. EMEEMTHFRTRTHRAELET  F2ZIMERERNZIE,

(@ Note
HE , MIRGTELN , BT LCREAER , UEREEER TS RHE B RRE LIET,

1. (W& ) FAGHRR

BITUTHSUERZSS , EPcommand-idR LHEget-commandigEmHFHH S ID.

aws iot update-command \
--command-id TurnOffSteeringMode \

--deprecated

BT TRRE— MY, ERZRTERFR, BHUTUER CLIREw T,

@ Note
BB LAERA update-command CLI Efan S EREMMNER, BXEZEER |, 52

/Ch

B ERFABTREIR.

{

"commandId": "TurnOffSteeringMode",

"deprecated": true,

"lastUpdatedAt": "2024-05-09T23:16:51.370000-07:00"
}

2. MBRZaT

BEITATHSHERBREEN S S command-1id.

B 205
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® Note
T BRIRIER K AR , FTERUH

aws iot delete-command --command-id TurnOffSteeringMode

WRMIBRFBERKID , B F R 202 = 204 Y HTTPstatusCode B ABURTFEBR B IZW IR
BHAEFAURMANEHER. BXEZEBURTAH , ESHE MEREGSHER.

& LAME A get-command CLI RIEZ &S 2 EMERIK P 5l BRo
3. (W) MR HHAT

RIANBRAT , MG THRITEEZESIET S ZBRANA RN, &aLiER
GetCommandExecution APl FftimeToLiveZBHERILEER,

FE K MBELENGSRITETHLL | FlIYEHMITIRASNSUCCEEDEDFAILED, Tz —
RfREJECTED , MBI AMIBR Z G S HIRIT. BT T anSMIBRNIT , Efexecution-id2 L
MEget-command-executioni®/EH HHEMIT ID,

aws iot delete-command-execution \
--execution-id "07e4b780-7eca-4ffd-b772-b76358da5542"

B LA get-command-execution CLI BEG FHITRE EMNEHIK P Al Bx.

meEATR
/A Important

B e FEL AWS ¥EBXM FleetWise ThEER AR Z RIRE, BREZELR , H5H AWS AWS
YIEX W Fh 89 X 13 F Zh RE AT B 1% FleetWiseo

ERmTIhEER , TENATER FRIBME T

WRERTS 206
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- FRIESED  BUUERSHEHUEEGT ID. EXMERT , EEEEEEBREZE LIETTH
THEFERANSH.

« BAILBEE— MRS/, HECEG SR A ERERINE. BRURANBESETHLEERETHE
iz T

o BALIBE—NIZNSH , HECEG SN NEREE, ATUREEZSANSH , BREWMTHEHP—
N, FAEESHHIName FERATEFA BT $actuatorPathf.

AFTIRM T CreateCommandfl StartCommandExecution APl N —&FERZSEURSENER. ©
EEERR T ERSERPEA G TR —LRE

£}

« BETHSHM BT

- FRSENRABUEDTD

- ERASHRELNEDT

- ERATERSERN BT

BT HSH N

LLTRABIRRTIER CreateCommand API 5 create-command CLI BRI ZFRHSEM B S, €l
Bt , ZEREERMGS ID AL ARN,

LAGERELIMVAFFEINER , fINSFRESREAERLEZERN BN, X

BRT , ZHSERENRMTRLX  AETUREEEMARTELNTHS. F8
StartCommandExecution API & start-command-execution CLI #1{T@ SR , SRR EIEZEIT
FHEESH , BERTSENYEESE

f£;%BEmandatory-parametersH AME R TRIEZ G

tRABIRTR T MAERN A AEASESHHNBERTRIRG .

aws iot create-command \
--command-id "UserJourneyl" \
--role-arn "arn:aws:iam:accountId:role/FwCommandExecutionRole" \
--description "UserJourneyl - No mandatory parameters" \
--namespace "AWS-IoT-FleetWise"

BETFTSHHNTE 207
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Z{THE % Amandatory-parametersi AWE R FRIZMN &S

EE—ANTHIH , LHSENGSATFEEEMARTHE LAZREHITES. actuator IERER
BN 10, HEIZE1T

aws iot-jobs-data start-command-execution \
--command-arn arn:aws:iot:region:111122223333:command/UserJourneyl \
--target-arn arn:aws:iot:region:111122223333:thing/target-vehicle \
--parameters '({
"$actuatorPath.Vehicle.actuatorl": {"S": "10"}
3

B, BRI LUE T EIRBactuator3 B Htrue,

aws iot-jobs-data start-command-execution \
--command-arn arn:aws:iot:region:111122223333:command/UserJourneyl \
--target-arn arn:aws:iot:region:111122223333:thing/target-vehicle \
--parameters '{
"$actuatorPath.Vehicle.actuator3": {"S": "true"}
3

ERSHNMANEL BT

R RATEEEENNITRLITH S, RUERNENE) TH EERETEBNGT, S, 7
LR SUE MBI LockDoor s TELE N ARINE , LUB R Zan S BRI T,

HEBEZRREHEN RS HER —MITR LHITTRBNRE ( FIOSIEN BB ERNZE] ) 8,
AGSAER. MREFHITRRENRIAME , WEFEM start-command-execution CLI 1&i&
gny parameters., MREFWEFE start-command-execution CLI parameters AHRIEE T FE
WE , NeREEERINME.

FERABRIAMEN BB S mandatory-parameters

LTS ERMAR actuator! REHEIAE.

aws iot create-command \
--command-id "UserJourney2" \
--namespace "AWS-IoT-FleetWise" \
--role-arn "arn:aws:iam:accountId:role/FwCommandExecutionRole" \
--mandatory-parameters '[

{

EASHNRINE RS 208
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"name": "$actuatorPath.Vehicle.actuatorl",
"defaultValue": {"S": "0"}

] 1
BTEARIAECIEN TS mandatory-parameters

ZaHUserJourney2 AT ERITH R , MEFESTREERAE., EXTERT , BTHRITH
£ A SIZ B R 15 ERYBRIAE.

aws iot-data start-command-execution \
--command-arn arn:aws:iot:region:111122223333:command/UserJourney3 \
--target-arn arn:aws:iot:region:111122223333:thing/target-vehicle

I3E A AEIE TR 9 B —MA{T 8 actuator! £ FEIMVE , XHBEEIMIAE,

aws iot-jobs-data start-command-execution \
--command-arn arn:aws:iot:region:111122223333:command/UserJourney3 \
--target-arn arn:aws:iot:region:111122223333:thing/target-vehicle \
--parameters 'f{

"$actuatorPath.Vehicle.actuator1": {"S": "139"}
} 1

ERASHENEDS

HHHRAFCERENNTE LRTH S, CELBHBERTHHRITHRE—ME,
LUEFLRAASEER DETRERTEN  RRERTERTRLEEREN , SWAGISIE
Ao

(@ Note

B LA Amandatory-parametersB ARESNEWH/EX , HP o HL IR BRIAE,
R, BTN , BUMBEERTRLETHEFEANSE , SIRENTSHENER
Wwé$actuatorPath. BIRM T2 BRER .

EESETHFERIAMEN TS mandatory-parameters

ST RAFEEEENHRTRLITHS. EELBHEEETRIARITRIRE —ME.
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aws iot create-command \
--command-id "UserJourney2" \
--namespace "AWS-IoT-FleetWise" \

--role-arn "arn:aws:iam:accountId:role/FwCommandExecutionRole" \
--mandatory-parameters '[

{

"name": "$actuatorPath.Vehicle.actuatorl"

:l 1

ETEEERAENER TLIZEMN S mandatory-parameters

EXMERT , EZTSHR , XA actuator! FEE—"ME. WM TR SRITRR I ER
Eactuatorl}10,

aws iot-data start-command-execution \
--command-arn arn:aws:iot:region:111122223333:command/UserJourney2 \

--target-arn arn:aws:iot:region:111122223333:thing/target-vehicle \
--parameters '{

"$actuatorPath.Vehicle.actuatorl": {"S": "10"}
} 1

EREBERSER T

SR LAE AT APHHRERIENL RS HSE, Fl , BAIBERI—RERERR |, HEBER
’Fﬁ%Ji(,dfi*)il«)\ﬁtﬁ‘:ﬁfiﬂ&’éiﬁﬂkuﬁﬁo TR ROIURR T AR a5 B S RE B RS R AR — 2 E M o
BXREZER  F5H AT HEREMLEERSERRE,

® Note

fEAAmandatory-parametersii A —H P IEEMN ‘B FERLAEH
H$stateTemplatefR,

™1 EREBRINENRAERCIESS
bt R 45115 BA 204l A create-command CLI EBIERASER,

aws iot create-command \
--command-id <COMMAND_ID> \

ERTARSERO B 210
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--display-name "Activate State Template" \
--namespace AWS-IoT-FleetWise \
--mandatory-parameters '[

{
"name": "$stateTemplate.name"

1,

{
"name": "$stateTemplate.operation",
"defaultValue": {"S": "activate"}

}

]l
B, LTHSERT AN start-command-execution CLI AFIRASEMRH A0,

aws iot-data start-command-execution \
--command-arn arn:aws:iot:region:111122223333:command/<COMMAND_ID> \
--target-arn arn:aws:iot:region:111122223333:thing/<VEHICLE_NAME> \
--parameters '{
"$stateTemplate.name": {"S": "ST345"}
} 1

™2 RARAENRSERG RS
UTamalZSMRESER  EPEASHERERAME. C2BFRERAXLESHREERZITH

AL
T o

aws iot create-command \
--command-id <COMMAND_ID> \
--display-name "Activate State Template" \
--namespace AWS-IoT-FleetWise \
--mandatory-parameters '[

{
"name": "$stateTemplate.name",
"defaultValue": {"S": "ST123"}

},

{
"name": "$stateTemplate.operation",
"defaultValue": {"S": "activate"}

},

{
"name": "$stateTemplate.deactivateAfterSeconds",
"defaultValue": {"L": "120"}

}

ERRARDERN DS T
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] 1

FRARER

LTHSERTAER LR KRB start-command-execution CLl,

aws iot-data start-command-execution \

--command-arn arn:aws:iot:region:111122223333:command/<COMMAND_ID> \

--target-arn arn:aws:iot:region:111122223333:thing/<VEHICLE_NAME> \
--parameters '({

"$stateTemplate.name": {"S": "ST345"},
"$stateTemplate.operation": {"S": "activate"},
"$stateTemplate.deactivateAfterSeconds" : {"L": "120"}

ERTARSERO B 212
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BREHNRILEARS

/A Important

B HIxX FE L AWS YBXM FleetWise IhRERI A RIZ RIPREI, BREZELR |, HSH AWS AWS
YIEX R H Y (X 33 FN Sh BE AT M FleetWiseo

B SIERSERAGHEENERERE , B LUL TRt B IR ERN R 2 HRS. FRSER
KERBVEHEMonChangeHperiodic EMRMR XA REN KT, BIXEFTHERE , SREZVY
B, KRN EHSRAEMENSE. EEREHRREHE , RENEFSEEENERARERE
MBI

BERFERE , BTN REERITNHERIRS (KB ) . BETLBESE A LA AR EVRSE
R, UAFRBEFLEREERRSHEE, EXEARNRSEERER AWS loT S SHITH APIs.

BMRSERBEEUATER.
name

RERAME— BB
signalCatalogArn

ERBEMRXEKNES B R Amazon BIEREB T (ARN),

stateTemplateProperties

MFBEHFENESIIR, RSERBEUERE T EFREA B R ENEESSEN.

dataExtraDimensions

EISEMUEAFEX (Protobuf) fmIBH ELEHIEFNERE ML TIR,.

metadataExtraDimensions

ERTNEFMRBMIIR , LBRENBIE/EN MQTT 5 AFEHERS.
id

FH AR S5 45 RR RO HE — R IR AT o
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BERWEEH AWS YEBEMiLERE FleetWise BN EMXZNBIBEBN FE | HSEEHA MQTT 78
BB EREBHRSEREIE, BXUAFRSERSEFXBENEZER | 5SHEY AWS B
™ FleetWise /5%,

£

« B2 AWS #Bk M FleetWise JRZSHE R

o EFY AWS B M FleetWise JRSE R

- MIBRY AWS BX FleetWise RISHER

« JREX AWS #1Bk M FleetWise RSERELE
- ATHEREMLENRSERRE

B2 AWS 1B N FleetWise IRASE R

/A Important

B ey FEL AWS ¥EBXM FleetWise ThEEM A RIZ RIRE, BREZER , HS5H AWS AWS
P Bx I A (9 (X 330 ¥ Th BE 7] F M FleetWiseo

&R LAER AWS loT FleetWise APl SiZ 61 & R 61 IR ER . RESEREHR T —FREREFIRSH
&, EEWHLZEITH AWS MIEXMIL &R FleetWise RHFIREFE S EFHRHERET =R,

B BRRDER (EFHSE )
AT LAE R AWS loT FleetWise &I & 6 IR ASE R,
B EBRIRSEMR

TFFAWS P8R FleetWise 12H & o

ESMBEKL , ERRSER,

ERBERTE L, EFBRSER,

ERSERFMAEED , HARSERNER , LA mARER,
FEFESD , FNENPRMERRSEENES.

R OIBIRSER

o a0 A w N~

BB BRSENRE |, ERERSERTE LB R ZERSIH. IWE , EUREEERHMEXRE,
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BIERSEMR (AWS CLI)

BRI LA A CreateStateTemplate APl BRER BB RASENR. TEHRIRHIER T AWS CLI,

B BRBER , BEITU TSRS,

create-state-templateB RN BEMRSERE B json XHIE .

aws iotfleetwise create-state-template \
--cli-input-json file://create-state-template.json

ExamplelA S E R El B
stateTemplatePropertiesNEBEETHNTLERER .

dataExtraDimensionsmetadataExtraDimensionsNBEEHEMNTLREEH. BEMN
HENBHRRSERPNEANELEE,

"name": "state-template-name",

"signalCatalogArn": "arn:aws:iotfleetwise:us-east-1:account:signal-catalog/catalog-

name",

"stateTemplateProperties": [
"Vehicle.Signal.One",
"Vehicle.Signal.Two"

1,

"dataExtraDimensions": [
"Vehicle.Attribute.One",
"Vehicle.Attribute.Two"

1,

"metadataExtraDimensions": [
"Vehicle.Attribute.Three",
"Vehicle.Attribute.Four"

=4 AWS BX W FleetWise RSB 5 ZEHH < Bx

FRSEREFHHERER (2FE )

BRI LAERA AWS IoT FleetWise &l & 6 ZE 5 78 IR BOR SE AR

T AWS BX I FleetWise IRASEIR 5 ZE 1< Bk 215
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KECRSEAR

TFAWS #1Bk M FleetWise 1 H & o
ESMBERSD , EEFEWR,
MIRAPIEFR—FEUIT AR FAEENE,
EMBERIETF L | EREEMNER,

EFR R INIRSER
ERRSEMRAERRIRE F %,

o o A w N =

a. EUE —IRBERFREEFRENE,
b. EH-RAEMRRE S E Y (A (8] fe 4R &5 E#o
7. ERFREER.

4 AWS BX M FleetWise IRASER S FEH < Bk (AWS CLI)
FOZRRSEREEWAREK , UAFRRSEFTFNERRES =R, Nt , BER :
- BIBREWE , A create-vehicle@tistateTemplatesFR, BXEZEER , B2 H 612

¥ AWS Bx® FleetWise j5%.,

- EHEWA , B MBupdate-vehicle®
HstateTemplatesToAddsstateTemplatesToRemoveFER, BXEZEE , FSH 5
AWS ¥1Bx ™ FleetWise 4.

B AWS BXW FleetWise IRASE R

/A Important

B e FE L AWS ¥EBXM FleetWise hEEM AR Z RIPRE, BREZELR |, H5H AWS AWS
P Bx I A 19 (X 13 F Th BE 7 F M FleetWiseo

A LAE A UpdateStateTemplateAPI #24EZR | AWS oT FleetWise 8§ & EFH M B RSER
EITRAER (BHE )

ENRFI B EFORSEMNR , BEHEE AWS YBXM FleetWise 2 H & RSERRNEHHITU TSR,
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AWS #1EX M FleetWise

FRARER

1. EREEFRESER , REEER “RE .

2. RBERSERNFEAEE  RAEERREFENR.
FHORAER (AWS CLI)

EE%&’H(/L,\*EW , 1 ig Lj\Tﬁ%O

update-state-templateB RN BEMRSERE B json XYL .

aws iotfleetwise update-state-template \
--cli-input-json file://update-state-template.json

ExamplelR S EAREL E

stateTemplatePropertiesNBEEFTHNTERESR M.

dataExtraDimensionsflmetadataExtraDimensionsNBEEHEMLNTLEER .

"identifier": "state-template-name",

"stateTemplatePropertiesToAdd": [
"Vehicle.Signal.Three"

1,

"stateTemplatePropertiesToRemove": [
"Vehicle.Signal.One"

1,

"dataExtraDimensions": [
"Vehicle.Attribute.One",
"Vehicle.Attribute.Two"

1,

"metadataExtraDimensions": [
"Vehicle.Attribute.Three",
"Vehicle.Attribute.Four"

BERIRSER
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HER Y AWS Bk FleetWise JRZASE R

/A Important

B aIX FE L AWS ¥BXM FleetWise IhRERI AR Z RIPREI, BREZELR , HS5H AWS AWS
YIEx W e 1Y X 33 F TheE v] B M FleetWise,

O] LAE A DeleteStateTemplateAPI #4EZ AWS loT FleetWise %l & il BRIR SR o
I BRIR SRR ( BHIE )
ENEH A BBRIRSENR |, B AWS YR FleetWise 2 Hl & MW RSERTEHRITU TSR,

1. EERERRERSER , REEE BIER.
2. BWINERBRRSER , REEER R,

i BRIRZSHE AR (AWS CLI)
EMERRASEIR , B TUATHD,

identifierB#IVIRASEMRAIZ T ID,

aws iotfleetwise delete-state-template \
--identifier idenitfier

IREL AWS YIEX M FleetWise RAEMRE R

/A Important

B aIX FE L AWS YBXM FleetWise ThEERI A RIZ RIPREI, BREZELR |, S5 AWS AWS

Pk P P Y (X 3R ThBE AT A 4 FleetWiseo

BRI LAE A GetStateTemplate AP BRERKR BB RSERNE LS. TEHRRBIERT AWS CLL,

identifierB#aNIRBEMRN B o

aws iotfleetwise get-state-template \

T BRIRZS AR
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--identifier idenitfier

BRI LAE A ListStateTemplatesAP| R4ER G R EQIBHVRSERN SR, TEHHRGIER T AWS
CLl,

aws iotfleetwise list-state-templates

MREGATEAZTFEE AWS KMS ZHMNE |, HaEEUATHRERHR , UELNART R
FGetStateTemplatesf ListStateTemplates API #&4E,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"kms :Decrypt"
1,
"Resource": [
"arn:aws:kms:us-east-1:111122223333:key/KMS_KEY_ID"
]
}
]
}

P T BRI B R S A AR 1

/A Important

B B KL AWS #IBX M FleetWise ZhaEM A RIZ ZIRE, BXEZER |, 55 AWS AWS
YIBx A B9 X 13 M T BE 7] A M FleetWiseo

LT &R B EAPRSERRBUENERABIERE, MITRIURFEAR B FHEVRSHE.
ES}
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AWS #1Ex M FleetWise FRARER
« ERRSERBENERRSHERE

« ERRSERKEEFRSRE

- A MQTT JEEAE EX E AN RSEREBIE

£ AR SR REE M EF RS HITEWE

/A Important

B ey FEL AWS ¥EBXM FleetWise hEER AR Z RIPRE, BREZER , HS5H AWS AWS
YD BX N A {9 [X 13 0 Th BE AT F 1% FleetWiseo

LT &N AMAERSERBENEAHIERN. AWS CLI

/A Important
EIF Rz , FRAEKELME T RESER , FREERHEEN RS ERERE,

EAFUBEIRFSHEAMR |, X #¥ Edge Agent & BE[A =i KIXE 5 E#o

EFARSERRITIERE  BLRUEGTRR , RAEEER LA BHMITRS. ATEs N EWEAE
Rt API BA R nAIE0E 145 A iR 3R B

£

- £/ CreateCommand API

- Ml BUBRSER

- 1l . FRARSER

£/ CreateCommand API

£ “AWS-IoTFleetwise’ MBZERAFREG SRR , HENRSERVEREE G S RRENEAUT
S

« $stateTemplate.name— EXNHNTRENRSERN B DI FRSERNATER , A
BT RERITIRE, BXEZER , BFSH T AWS Bk FleetWise RSERSEH X,

« $stateTemplate.operation— EXPRSERMITHRE, NHSHERAUTEZ— !
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« activate— Edge Agent FF iR #EstateTemplateUpdateStrategy B PR AE R H
TERNEEN (ZESEY ) AR KEETEH. BXEZSEER , 5SH 9% AWS BXH
FleetWise RISER S E MWK,

sk, ERBUE LB IRSEREAETE |, AEEEERRREFLER. NRKREHEHER
B, MRSERCHFSERIEEH , ESTREEFERAFU,

WHlactivate®®/a , REMVARFEEFRERLERSERPEENES. AWS PEN
FleetWise I , HiRZFWFBED T , ERENE -—FRHEENBERSERFAEFSHR
R BEHENRBEEM KB RIS,

« deactivate— WEREEFELB=HEAEESEH.

« fetchSnapshot— FLitstateTemplateUpdateStrategy R fFRASEMRN A FEHTISE
TH4 , Edge Agent e ZIXRBERPEXNESH —RERR,

- (T ) $stateTemplate.deactivateAfterSeconds-RSEREEENEEBEHER. RE
LMSHWER B i, FTREEA$stateTemplate.operationtt S, MEREEHSE , S
EWHSHWENRN 0, Nl Edge Agent 2 —EE =W RIEFESEH , ERIREFRSERN =" B4%E,
RESERKEF2BEER,

R/ME : 0, &K : 4294967295,

(® Note

« APl 2B #E B4 TIENIASI R AR BUEE RIR B A
- HNELATERRSHERLHNEFERER , APl 2EE K.

« BERIEERSER LRENERBERNER. HlW , MREFRE—DHRAERARSE
R, RIEBREREL/DERERZER , WD ERRFER , BAXREFHIER,

/A Important
EUTEA—FER THRARRERIERE

o BT —MNRBENR , ZEIRTASSOCIATEDBEEERH L,
« BABERBUBRSEMN , B1ZEWRE R HNEEHDEPLOYED Lk,
s EAMRTEIREE TER , BEEEWDELETED L,
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R BUERSEAR

ERCERSER , BEUE—IGHRER. AR5, CUUAEREIRDERNERLEATHS. LR
PGB MAERI R G TR ASBIEERNME. SESHRAEER TR TITBUERSER,

1. BIESTHR

PAFCEGTHRER , ARTROAEVREGT. AFRREDTH , BULUNKESBEEER
B, BEXEZEE , B2H tIEG SRR,

/A Important

$stateTemplate.namet B A F R HIERBIR
ft$stateTemplate.operationS#, MRBH TEMEMBFERE
FERDEXANSHEPNEM— , W SHITEABMHERRIERE, S0
ff$stateTemplate.deactivateAfterSecondsSEEN LongBiER AR,

aws iot create-command \
--description "This command activates a state template on a vehicle"
--command-id ActivateStateTemplate \
--display-name "Activate State Template" \
--namespace AWS-IoTFleetWise \
--mandatory-parameters '[

{
"name": "$stateTemplate.name",
"defaultValue": {"S": "ST123"}

3,

{
"name": "$stateTemplate.operation",
"defaultValue": {"S": "activate"}

3,

{
"name": "$stateTemplate.deactivateAfterSeconds",
"defaultValue": {"L": "120"}

}
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2. FHEEWM LTSRS

ERTE , FHTREIER, MREECRSTRFEMNXBENMESHIEEE , W4HEE
EEefl. BREZER , H5H Z&EHT (AWS CLI).

/A Important
BREABETIKSK AWS loT E5#H3EFH API ik QAT APl R1E,

aws iot-jobs-data start-command-execution \
--endpoint-url <endpoint-url> \
--command-arn arn:aws:iot:region:111122223333:command/ActivateStateTemplate \
--target-arn arn:aws:iot:region:111122223333:thing/<VEHICLE_NAME>

3. RFERSERBFEHRS

FiaiiTansiE , LA LE A GetCommandExecution APl 3 IR ASIEIR,

aws iot get-command-execution --execution-id <EXECUTION_ID>

| FRPRSER

EEARSER , BERUE— It RF. RE , EUTUAEEARSERNERRENATH T, LR
Pl MAECI RS TR ASHIEERANE. XESHRAEBEFETHITRENER , UEARSE
o

1. HERTRHRIR

BAEURBESEE  ARTHAERLESS. BEBREGSN , LA AMESHISTER
B, BXESEL , H2H UEH SRR

aws iot create-command \
--description "This command deactivates a state template on a vehicle"
--command-id DeactivateStateTemplate \
--display-name "Deactivate State Template" \
--namespace AWS-IoTFleetWise \
--mandatory-parameters '[
{

"name": "$stateTemplate.name",
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"defaultValue": {"S": "ST123"}

1,
{
"name": "$stateTemplate.operation",
"defaultValue": {"S": "deactivate"}
}

] 1
2. FHREEWLHITHT

PIEGRRE , NS REER, MREECEGSRRREN L ESRIEEE , MMM EE
EEll. BXEZER , 2H &EWwS (AWS CLI),

aws iot-jobs-data start-command-execution \
--endpoint-url <endpoint-url> \
--command-arn arn:aws:iot:region:111122223333:command/DeactivateStateTemplate \
--target-arn arn:aws:iot:region:111122223333:thing/<VEHICLE_NAME>

3. RRRBERBREENRS

FHBBITHEE , B LMEA GetCommandExecution APl k& IR ASE R,

aws iot get-command-execution --execution-id <EXECUTION_ID>

i FPR SR AR AN IR AR 8]

/A Important

B B3 HE L AWS #IBX M FleetWise ZhEEM AR Z ZIRS, BXEZER |, 55 AWS AWS
YIBx B B9 X 13 M Zh 8E 7] A M FleetWiseo

B LAEACreateCommand AWS loT Core 2% H API #1EZ AWS 1Bk M2 &l FleetWise & KIR
WMERN &G EEHIRS.

/A Important
EUTEA—FER THRAIRRERIERE

o BT —MNRDENR , ZEIRTASSOCIATEDBEEERH L,
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s BEABRBUBERDENR , B1ZENR =R EIEEHDEPLOYED L,
s EAMRTEIREE TER , BEEEWDELETED L,

REEFRSRIR (2FE)

O LAEF AWS YIBX M FleetWise B #l AR ERNREEEIRS. AWS loT FleetWise 82 —
NS HEIREERIE.

IRENZE R RS

1. $TFFAWS ¥IEx ™ FleetWise 2%l &,

2. ESMERP , EREW,

3. MIIRAPEFR-WBEUTAHEFMAEERE.

4. & RESER ETF L, EFE REBE

5. 1EFEM@ AWS YIEXM TR FRiE S HRIBIEN FleetWise IRHY IAM A€, ES 12517 [F X

R,
6. IEIF RERE".
REVEFIRASIRER (AWS CLI)

ERERSRE | FECE— IS SRR, A, BULRERIRSARBHEFRRIZUTH S, BX
£/ CreateCommand APl RESHMNEZER , BSREMA CreateCommand APl

1. HERTRHRIR

LT RBIEBA AR A THTRBRBENS SRR, BFERRENTH , BN KESRIEE
ERE. AXEZEE , BESHA BTG S AR,

aws iot create-command \
--command-id <COMMAND_ID> \
--display-name "FetchSnapshot State Template" \
--namespace AWS-IoTFleetWise \
--mandatory-parameters '[

{
"name": "$stateTemplate.name",
"defaultValue": {"S": "ST123"}
b
{
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"name": "$stateTemplate.operation",
"defaultValue": {"S": "fetchSnapshot"}

e R

"commandId": "<COMMAND_ID>",

"commandArn": "arn:aws:iot:<REGION>:111122223333:command/<COMMAND_ID>"
}
2. FHRPIATH S IREURASRER

BIBGSE , TP EAAIER, NMELERERGSRRINRENXESEIEEE , N4 ENE
EEAl. BXESEL , BSH £%5%S (AWS CLI),

aws iot-jobs-data start-command-execution \

--command-arn arn:aws:iot:region:111122223333:command/<COMMAND_ID> \
--target-arn arn:aws:iot:region:111122223333:thing/<VEHICLE_NAME>

el R

"executionId": "<UNIQUE_UUID>"
}

3. RFRBERBEENRS

FHMITHREE , BAUER GetCommandExecution APl R ZIRAS1ER,

aws iot get-command-execution --execution-id <EXECUTION_ID>

E£A MQTT HEALE EXE MRS ERBTE

/A Important

B aiXI FE L AWS B M FleetWise IhEER A RIZ RIPRE, BEXREZELR

BFSHE AWS AWS
Bk W Y X 33 M ThiaE o] A M FleetWiseo
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EREREFNEMALBERIE , BITEAUT MQTT X8, BXEZELR , i53H (AWS IoT Core
FRARERM) FH MMQTT £/,

$aws/iotfleetwise/vehicles/$vehicle_name/last_known_state/$state_template_name/data

BT MQTT AMRIEHF , ALKREINRE - EARBESEFHEE TR KT, EAERA MQTT #
WAL BFRBENEF RBLALEXNMRB, KIHCEARSESEFHESER MQTT 5 HEHH
Wo

BRMQTT HEREEAHMEBUTAHAFEY !

- EREHR — EWHE—FIRA,
- stateTemplateName— t)X 2 HUAZSIE AR HY HE — 4R 1R AF o

WA BEEEHRANBRSIERETIE EmetadataExtraDimensionsiE RSk , KO EESS
£ MQTT HEMRLHFHNEFREM, (SRSER, )

MQTT HEFRAFHAFBETATERAREABNIER TREEBHAITER B it.

MQTT HEREEREETENERRENLKE, BIEIEREIMRSERIE
EextraDimensionsiEREH , BAEEETESE MQTT BEEABRFTHNEREY (FSHLE
AWS #IEX M FleetWise JRISER ) o BANEEBEIFHANEESERXBREKRFENERHUENT
.

MQTT SHEBREFAXAMUEFKX (Protobuf) 43 , MQTT SEEXIEENAMARF//LFTTR
A AREIERER. Protobuf F4RIZRMIU TR :

// Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
// SPDX-License-Identifier: Apache-2.0

syntax = "proto3";

option java_package = "com.amazonaws.iot.autobahn.schemas.lastknownstate";
package Aws.IoTFleetWise.Schemas.CustomerMessage;

message LastKnownState {

/*
* The absolute timestamp in milliseconds since Unix Epoch of when the event was
triggered in vehicle.

*/
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uint64 time_ms = 1;

/*
* This field is deprecated, use signals instead
*/

repeated Signal signal = 2 [ deprecated = true J];

repeated Signal signals = 3;

repeated ExtraDimension extra_dimensions = 4;

message Signal {

/*

* The Fully Qualified Name of the signal is the path to the signal plus the signal's

name.

* For example, Vehicle.Chassis.SteeringWheel.HandsOff.HandsOffSteeringState

* The fully qualified name can have up to 150 characters. Valid characters: a-z, A-

Z, 0-9, : (colon), and _ (underscore).
*/

string name = 1;

/*

* The FWE reported signal value can be one of the following data types.

*/
oneof SignalValue {
double double_value = 2;

bool boolean_value = 3;

sint32 int8_value = 4;

uint32 uint8_value 5;

sint32 intl1l6_value

6;

uint32 uintl6_value = 7;

sint32 int32_value = 8;

uint32 uint32_value = 9;

sint64 int64_value = 10;

£/ MQTT EELAE EXE MRS ER B
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uint64 uint64_value = 11;

float float_value = 12;

/*
* An UTF-8 encoded or 7-bit ASCII string
*/

string string_value = 13;

message ExtraDimension {
/*
* The Fully Qualified Name of the attribute is the path to the attribute plus the
attribute's name.
* For example, Vehicle.Model.Color
* The fully qualified name can have up to 150 characters. Valid characters: a-z, A-
Z, -9, : (colon), and _ (underscore).
*/

string name = 1;

oneof ExtraDimensionValue {

/*
* An UTF-8 encoded or 7-bit ASCII string
*/
string string_value = 2;
}
}
Hep .
* time_ms:

AR BTV L T AT E B (2L Unix Epoch USRIV EZER N8 4L ) . Edge Agent R EFHH
B b 58 A b B TR B

* signal:

‘BEEEE 8 name(string) B9 Signal s #i4H , signalValue©XFU T EIESE
#H-double, . . . . . . . . bool, int8, uint8. . intl6., uintl6, int32, . uint32, int64

* extra_dimensions:

fEH MQTT H B E X B HB IR AT 5E 229



AWS #1EX M FleetWise FRARIER

ExtraDimensions@EEWEMEEMNEHKA : name ( ZRFE ) extraDimensionValue , B #I{X
T ZstringBERE,
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HE  FHEENEEEOEESENSETLTRARNBFERE

/A Important

B B3 KL AWS #IBXM FleetWise heE AR Z ZIRE, BXEZER |, 55 AWS AWS
YD Bx N A 1Y [X 13 70 Th BE AT F 1% FleetWiseo

fai v
RHEBAR T NAFEAME T AN BERE (FHAEENFEED ) BE AWS ¥Ek FleetWise M
DI EHFENZTHT. BIEMZERANBFELRE , BUUEABCHEENESHTHRE , A
EERESRAIEENHREE N, XAUTENE , BEAETETIIN AWS YBH FleetWise
BIRESHRIEEE. BUUFEABCHIIAXNES FEHRTHE , L lECI B EHEERE
#defaultForUnmappedSignalsiifEf. Xt AREERASTHETRENESNMESRREHT RE
.

AHEEATFAEREEREEFEMN (CAN %) #0 ENEHES. §l  LEBEXEZERRAIHR
SRIBH IR,

B E

AHERIREBCALTR TIREHELTHE AWS YIEBR FleetWise =mEAK IS5 APIs MR BEMN S
Ro

HiEER

T—THHANAERAAEEREANEFRERITER. XSEATREREMNGTAMN, Fim, et
AT EW A AR B BIE R EE IDLs,

ERFH  BERANEFREMY ERENERELZRES (HOERVE ) A TEERFNERRITES (2
W) o XANMNBREXNERFENN :

// Vehicle WGS84 Coordinates

double Latitude;

double Longitude;

// Vehicle AC
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Boolean ActivateAC;

T—#%2 FleetWise (£ B X RIBED APISTIXLRE LS A AWS HB R,
ESEXEM

FXEENSALENES B FR. MREE AWS VB F FleetWise SR EEEEHR , BEEMFERAEH
APl, MIR&%EF , BEVNE—MESHEZR , RABEBABAEH APL

B, XM BIXLEERHESH VSS KRR, VSS AEDFERKRIYEHN AWS FHEHHIE.
FleetWiset|Z—/N& A “vehicle-signals.json” B json X4 , EHEEUTHE :

// vehicle-signals. json
// Verify that branches and nodes are unique in terms of fully qualified name
// in the signal catalog.

[
{
"branch": {
"fullyQualifiedName": "Vehicle",
"description": "Vehicle Branch"
}
I
{
"branch": {
"fullyQualifiedName": "Vehicle.CurrentlLocation",
"description": "CurrentLocation"
}
I
{
"sensor": {
"dataType": "DOUBLE",
"fullyQualifiedName": "Vehicle.CurrentlLocation.Latitude",
"description": "Latitude"
}
},
{
"sensor": {
"dataType": "DOUBLE",
"fullyQualifiedName": "Vehicle.CurrentLocation.Longitude",
"description": "Longitude"
}
I
{
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"actuator": {
"fullyQualifiedName": "Vehicle.ActivateAC",
"description": "AC Controller",
"dataType": "BOOLEAN"

MREEEFESEHF , WEEBMAcreate-signal-catalog:

VEHICLE_NODES="cat vehicle-signals.json’

aws iotfleetwise create-signal-catalog \
--name my-signal-catalog \
--nodes "${VEHICLE_NODES}"

MRECELEEFESER, WALEA update-signal-catalog APl R iliX

VEHICLE_NODES="cat vehicle-signals.json’

aws iotfleetwise update-signal-catalog \
--name my-signal-catalog \
--nodes-to-add "${VEHICLE_NODES}"

TR EERS

EESERFEAGEE , T SRUBEFREANIXLERES, At , IRATLMERM create-

model-manifestflcreate-decoder-manifest APIs,

B, B ERAEBEENESEN

# Prepare the signals for insertion into the vehicle model.
VEHICLE_NODES="cat vehicle-signals.json’

VEHICLE_NODES="echo ${VEHICLE_NODES} | jg -r ".[] | .actuator, .sensor

| .fullyQualifiedName" | grep Vehicle\\."
VEHICLE_NODES="echo "${VEHICLE_NODES}" | jg -Rn [inputs]’
# This is how the vehicle model input looks.
echo $VEHICLE_NODES
# [ "Vehicle.CurrentLocation.Latitude",
# "Vehicle.CurrentlLocation.Longitude",
# "Vehicle.ActivateAC" ]
# Create the vehicle model with those signals.
aws iotfleetwise create-model-manifest \

--name my-model-manifest \

FREBE NGRS
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--signal-catalog-arn arn:xxxx:signal-catalog/my-signal-catalog \
--nodes "${VEHICLE_NODES}"

# Activate the vehicle model.
aws iotfleetwise update-model-manifest \
--name my-model-manifest --status ACTIVE

o, FAERENREEAERMREIREE,

(@ Note
MREEEAENL , WRAFENEMNKZEOMNES IDs , FRATRHN—IB5
BEXRETLREERN (FON) 5EENFBES ID TRNMRHBEBEEENES , HSH Edge
Agent FF X E1E.

// Create a network interface that is of type : CUSTOM_DECODING_INTERFACE
// custom-interface.json

[
{
"interfacelId": "NAMED_SIGNAL",
"type": "CUSTOM_DECODING_INTERFACE",
"customDecodingInterface": {
"name": "NamedSignalInterface"
}
},
{
"interfaceId": "AC_ACTUATORS",
"type": "CUSTOM_DECODING_INTERFACE",
"customDecodingInterface": {
"name": "NamedSignalInterface"
}
}
]

// custom-decoders.json

// Refer to the fully qualified names of the signals, make them of

// type CUSTOM_DECODING_SIGNAL, and specify them as part of the same interface ID
// that was defined above.

L

"fullyQualifiedName": "Vehicle.CurrentLocation.Longitude",
"interfaceId": "NAMED_SIGNAL",
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"type": "CUSTOM_DECODING_SIGNAL",
"customDecodingSignal": {

"id": "Vehicle.CurrentLocation.Longitude"
}
},
{
"fullyQualifiedName": "Vehicle.CurrentLocation.Latitude",
"interfacelId": "NAMED_SIGNAL",
"type": "CUSTOM_DECODING_SIGNAL",
"customDecodingSignal": {
"id": "Vehicle.CurrentLocation.Latitude"
}
},
{
"fullyQualifiedName": "Vehicle.ActivateAC",
"interfaceId": "AC_ACTUATORS",
"type": "CUSTOM_DECODING_SIGNAL",
"customDecodingSignal": {
"id": "Vehicle.ActivateAC"
}
}

]

# Create the decoder manifest.
CUSTOM_INTERFACE="cat custom-interface.json’
CUSTOM_DECODERS="cat custom-decoders.json’

aws iotfleetwise create-decoder-manifest \
--name my-decoder-manifest \
--model-manifest-arn arn:xxx:model-manifest/my-model-manifest \
--network-interfaces "${CUSTOM_INTERFACE}" \
--signal-decoders "${CUSTOM_DECODERS}"

# Activate the decoder manifest.

aws iotfleetwise update-decoder-manifest \
--name my-decoder-manifest \
--status ACTIVE

LEt |, MERE AWS YBERAXIXEESHITT 2 HER FleetWise, ETX , ¢IBEHHALGESR
BIEMERABRER, {RATLAMER create-vehicle APl RIE)X — 5 :

aws jotfleetwise create-vehicle \
--decoder-manifest-arn arn:xxx:decoder-manifest/my-decoder-manifest \
--association-behavior ValidateIotThingExists \
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--model-manifest-arn arn:xxx:model-manifest/my-model-manifest \
--vehicle-name "my-vehicle"

T—S$RERKE AWS loT FleetWise Edge RIBEHRESENRET R,

® Note
X Edge RIWER , BEH (LENEFREEM) .

RIEWT

WMIE |, wIFEHH (BRI LHER C++ CMake XHRMEBISXHH ) , RABEIRE = APIs £l 1TES
EnRas

// Create a command targeting your vehicle.
aws iot create-command --command-id activateAC \
--namespace "AWS-IoT-Fleetwise" \
--endpoint-url endpoint-url \
--role-arn ${SERVICE_ROLE_ARN} \
--mandatory-parameters '[ { "name": "$actuatorPath.Vehicle.ActivateAC",
"defaultValue": {"B": "false"} } ]' \
// You will receive the command ARN.

"commandId": "activateAC",
"commandArn": "arn:aws:iot:xxx:command/activateAC"

// You can send the command to activate the AC targeting your vehicle.

JOBS_ENDPOINT_URL="aws iot describe-endpoint --endpoint-type iot:Jobs | jq -
j .endpointAddress’
aws iot-jobs-data start-command-execution \
--command-arn arn:aws:iot:xxx:command/activateAC \
--target-arn arn:xxx:vehicle/my-vehicle \
--parameters '{ "$actuatorPath.Vehicle.ActivateAC" : {"B": "true"}}' \
--endpoint-url https://${JOBS_ENDPOINT_URL}
// You will receive the corresponding execution ID.
{
"executionId": "@1HSK4ZH6ME7D43RB2BV8JC51D"
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// If you have the AWS IoT FleetWise Edge Agent running, you can see the logs.
[AcCommandDispatcher.cpp:26] [setActuatorValue()]:

[Actuator Vehicle.ActivateAC executed successfully for command ID
@1HSK4ZH6ME7D43RB2BV8IC51D]
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£ AWS CLI f1 AWS SDKs 1&£H. AWS ¥JBX M FleetWise

ATREEXRAHE AWS loT FleetWise APl ERER. BX AWS ¥EXM FleetWise iR /EF EIEEH
HWEZEE , B2 FleetWise | AWS oT APl 2%,

EF AWS loT FleetWise 5&MRIZEIES —E£FEH AWS SDKs , iBEEH , HEFZSLLTEIThEE :

i

« RS HERETHELER
- ERiER
o AbFREEIRIE R

EiFRWSIT , BT AWS loT FleetWise 5SAWS CLI, EALUMESITIERS]) AWS ¥ELM FleetWiseFl
HMRS , FEIMASSI B3I,
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£ A A1 AR Y MU BEBRAS B M AR IR J5 SE R A BY IR AWS #IBX M (] FleetWiseo

AT E B LLAS BY G SRR AWS BRI BY 5 UL 7] & FleetWise,
FB

« AWS ¥IBX™ FleetWise 258817 1E 8] B

o AT#R AWS YIEXM FleetWise k{48 B H 35 (X IE

o FREFEE KA

AWS YJEBx™ FleetWise i3 2817 1E B A

X B R0 255 B R B T PR HE R
YHTRTEEREE AP A RE

iR e HEBRIE
UpdateOperationFailure.Conf B—1RBEREFEEZINENER. EF, AE
lictingDecoderUpdate i,
UpdateOperationFailure.Inte InternalFailure fEN HENRERS 3, RBLRS
rnalFailure BORTFHENTE,
UpdateOperationFailure.Acti PREIBEREEAT Active RE , TEEH . HHE
veDecoderUpdate BEFEIRABSEN N DRAFT , RFEIR,
UpdateOperationFailure.Conf AWS #IBX ™ FleetWise IEFEZ A5 B HE A A E
lictingModelUpdate EEUNERER (REEL ) #HITRIE. &
#F, RABRER,
UpdateOperationFailure.Mode ERERSEAAEZXENES. MERER
1ManifestValidationResponse : wINES , HEAESREIUEMEXNESH
FailureReason.MODEL_DATA_EN FREE

TRIES_NOT_FOUND
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UpdateOperationFailure.Mode
1ManifestValidationResponse :
FailureReason.MODEL_NOT_ACTIVE
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1ManifestValidationResponse :
FailureReason.MODEL_NOT_FOUND

UpdateOperationFailure.Mode
1ManifestValidationResponse
(FailureReason.MODEL_DATA_E
NTRIES_READ_FAILURE

UpdateOperationFailure.Vali
dationFailure

UpdateOperationFailure.KmsK
eyAccessDenied

UpdateOperationFailure.Deco
derDoesNotExist

R HEBR ISR
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BRI ERER, BIAERHERN Amazon BIR
&% (ARN) , REEiR.

HTEESERPRFIREEHEENES R
M, R SR RN, BIAEWER R
EERBLMWISEXRKNES BEFH.

HEEMBAERBFENBERFRIAT THNESH
MO, BARBEDNAEESNMMNEED
#HEE  MAEERANESHETRAZEAMEXEK ,
HREFREMBRERE 2 RBENESHNED,
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(AWS KMS) BIFERREE, HilmEmHmn A
BREENHRLES L AEER,

FRIOERIRRETEHE. BMABERBREEN , AR

A SIGNAL_DECODER_INCOMPATIBLE_WITH_SIGNAL_CATALOG REMMIREBEFEHEIRHEL
EBNPEERT , BRAXERAMERNEES . EUUERZRERRAEE] éﬂﬁﬂﬂfwbmﬂﬁkﬁ?h
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URRGEHBBE I ATRR , AIRELXEZEL,
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WA AR D 58 B Y R A SR
iz

InvalidSignalDecoder.withRe
ason(SignalDecoderFailureRe
ason.NO_SIGNAL_IN_CATALOG_F
OR_DECODER_SIGNAL)

InvalidSignalDecoder.withRe
ason(SignalDecoderFailureRe
ason.SIGNAL_DECODER_TYPE_IN
COMPATIBLE_WITH_MESSAGE_SIG
NAL_TYPE)

InvalidSignalDecoder.withRe
ason(SignalDecoderFailureRe
ason.STRUCT_SIZE_MISMATCH)

InvalidSignalDecoder.withRe
ason(SignalDecoderFailureRe
ason.SIGNAL_DECODER_INCOMPA
TIBLE_WITH_SIGNAL_CATALOG)

InvalidSignalDecoder.withRe
ason(SignalDecoderFailureRe
ason.SIGNAL_DECODER_INCOMPA
TIBLE_WITH_SIGNAL_CATALOG)

InvalidSignalDecoder.withRe
ason(SignalDecoderFailureRe
ason.SIGNAL_DECODER_INCOMPA
TIBLE_WITH_SIGNAL_CATALOG)

InvalidSignalDecoder.withRe
ason(SignalDecoderFailureRe

R HEBR ISR

AWS YIBXM FleetWise R EHAES B FHKEIE
SREETEANRESEN. BIAMESTE RS
EEEHBENTEHNRES.,

REHDRBREEMBRPERABRNBIERE
EMESEFTHNREHES . BIAERPELH
RIGHEREBEHEMMMNES B FEAETE,

HESERENRELNE LSRR S LR RDE
BRI BRI AETIR, BES
5ES A FRELNESHTLE | BAEESD
HESHBESER.

AWS YJExM1EE 5 B &+ FleetWise K 7 —
MNENN STRUCT ES , BFFIBEREFLER
3% A structuredMessageDefinition & X, #
REBBI[ELERMFER structuredMessageD
efinition FRHFENEHE L.

AEGESEFPHHABRFTEFFEANEHN
RESERENNEY, BBH[EFLHDERAN
RESEWUIE XLH structFullyQualified =
& Name, EXZEE—HEEMN STRUCT ¥
R, fullyQualifiedName

RAEERERERPEANHEEZ - REXNE
HEE. BWINERPHNAAHNREREHELH
R3aHE

EESEZPHNBANKAREHRERFTLENE
R E XA structuredMessageList® Lo, £
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iR WS BEBRIE R
ason.SIGNAL_DECODER_INCOMPA MBERFEAENERY , BIAMEHAEHY
TIBLE_WITH_SIGNAL_CATALOG) structuredMessageListE X “ENX ",

BT R AWS YIEX™ FleetWise 48] B id &L E

B S AERMEE,

[] &R

- A BSERBHEGETEE

« A& : [451R] [lo TFleetWiseEngine:: connect]: [FToE RN 1AL 1 A M FE]

- [ : Edge Agent SR T IREMREZ M (OBD) Il PIDs M2 Mt FEHE (DTCs)o

« B : SERTF AWS loT FleetWise ¥ #E# Edge Agent Tt & M 48 W SE B8 21 7 5 B A BB =M

S

« @A : [451R] [AwslotConnectivityModule:: connect]: [EE$E & W H HEN4E1R] = [B ]
[AwslotChannel:: send]: P& B EZIH MQTT E#, ]

IR : L GERBRETERBD,
L EREBRATERHN , EAELEIUTHIE

Error from reader: * Line 1, Column 1
Syntax error: value, object or array expected.

FERAR : BR AWS YB ML SR IE FleetWise FHELE XA FEH A WA JSON X, Hiln
BFHRRESHEALH, EXREEXHNESZEE  BHITUTRETEERT AWS loT # Edge
Agent FleetWise M &K A RFEM.

1. ITFFAWS ¥JBX ™ FleetWise 12 H| & o

2. TERFETH AWS ¥EBM A FleetWiseEZB% , i£F#%E Edge Agent.

[ERROR] [SocketCANBusChannel::connect]: [ SocketCan with name xxx is not accessible]
[ERROR] [IoTFleetWiseEngine::connect]: [ Failed to Bind Consumers to Producers ]

BERERE

242


https://console.aws.amazon.com/iotfleetwise

AWS #1EX M FleetWise FEANGIER

BRER  SUSERERHTEEEENHTFENNMEZOZUERFTREN , USSR E
xo

EREREFELNENNEXEORETATAR , BEITUTHT.

ip link show

EFREEORI , BETUTH S network-interface-idE&#HAMEEON ID,
sudo ip link set network-interface-id up

[ERROR] [AwsIotConnectivityModule::connect]: [Connection failed with error]
[WARN] [AwsIotChannel::send]: [No alive MQTT Connection.]

# or

[WARN] [AwsIotChannel::send]: [aws-c-common: AWS_ERROR_FILE_INVALID_PATH]

BRAR : S REBHRHETES AWS loT CoreZZEY MQTT EZER |, BAgeLF I E IR RE
UTENEAERELEY  AREHBLERER L,

- mqttConnection::endpointUrl— AWS K F B9 ¥ Bk % & Ik R o

- mqttConnection::clientID - ETH&KKREBRGNERHN D,

- mgttConnection::certificateFilename — ZE4HiE XA HIBE R,

« mgttConnection::privateKeyFilename — T4 XHHIBRER,

fREZ AWS loT Core BRI EH. BXREZFER , BSH BE AWS WEH FleetWise Z4,

EXEZEER , 55 AWS loT Device SDK for C++ & L [8] B fi# 25,

)& : [451R] [lo TFleetWiseEngine:: connect]: [FoEFI A 1LIF A M E]

BRFR  HLEKRERERTIFAMERN  BARLEIMER, REUTRNREEELER ,
REEF R ELERM,

persistency:persistencyPath- ATRFWEF R, BBEI[ELNMBIFEREN R ERE,
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(DTCs)o

fERAER : MR obdInterface:pidRequestIntervalSeconds =

obdInterface:dtcRequestIntervalSeconds BEN 0, BARESFE FILEE IR,

MRDERERGEBDTRBERPIET

7 true,

MRENERZFY RIZHZR RN (CAN B4 ) f# IDs , FARKHEE

BEobdInterface:useExtendedIdsHtrue,

. iIETR obdInterface:hasTransmissionEcu Bi&

[|& : AT AWS loT FleetWise 48 Edge Agent ToiEM MU SR B AR
RTERARERENN,

FRRF R | SBERFMIAEHE |, B2 E IR,

RIR

55 ID W&,

B LR REIE R
ELRBE

FEERLIEFZHAKX
BY R/

BREH

55 ID BN THRF
T 50,000

256

20 MB

LIRS

fim

fim

#&x
BERERET2M

ID XF 50,000 K955

PIRERTE, Bl
FEE R EH B
TREEFESEFREE

ZLMES

BIUEEE QU B
ZHl , REECHESD
B T ZDNED)
URENEHEES
DI,

MRETUEH |, B

ZARERRF LR
SRR

B : Edge Agent BT UK EMREL 2| (OBD) Il PIDs 2 Bt fE/R S (DTCs).
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7 : [451R] [AwslotConnectivityModule:: connect]: [ & M H H I 45 1R]
= [E4] [AwslotChannel:: send]: [&B&EZH MQTT EH#, ]

BRAR  UHERBREREET =R , BAESEEEIR, RIAMERT , Edge Agent B
AWS loT Core B0 KX —X ping BRHAZE=2%., URZXEWN , IEREBHELBEHEHRE
M ERHEE,

T M 3 & (6] &

/A Important
B B X KL AWS #IBXM FleetWise heE AR Z ZIRE, BXEZER |, 55 AWS AWS
YD Bx N A 1Y [X 13 F0 Th 8E AT A 1% FleetWiseo

& : W EAccessDeniedExceptionEEFIEMLEN IAM R HY

BRER : ATHE GEIPHTHES XN FRNZLIEZFEEI R FIRETHANGR. BY
AT ERBRRRSHR , BERENFTFRARZBHNR,

B ;. _EAEE|] AWS loT Jobs HIEHIEZBE T endTime

BRAR  BEEF X EendtimeFIEE T TRAB. HlM0 , endtimeFiEfF I1SO 8601 UTC #&
X ) o £ AWS loT FleetWise Agent BH&E £ , ATaE A — KBS RAIMIBEDWR , - Malformed IoT
Job endTime: customer configured endTime. Not setting endTime

@& ;. _EEE| AWS loT 4B BB HEL FREJECTEDHITIR

RARBR . BEES X campaignArnFEE T ERAR, Hlul , MREHNREFH LEZTHIED
EE ARN , |{CE B&ECampaignArn value in the received job document does not
match the ARN of a Store and Forward campaign® AlaELE RERKFINED. AWS
loT FleetWise

B : [£512] [AwslotConnectivityModule:: connect]: [FE3#E & W H HI451R] = [B 4] [AwslotChannel:: 245
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s TEE — AWS ARRFE AWS ZHE1T AWS RSHERMEN, AWS RABRMAIIZSFER
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and Access Management (IAM) RENA AR, X , SMNAFPRREBETHIERRAMENNER,
REWEES T AR EIE
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« AT SSUTLS 5 AWS BiRBEFE. BIMNERFEA TLS 1.2, BWEA TLS 1.3,
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Bz
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(MBHFER ), XBIEEMEREE A, API FleetWise T AWS RS EH AWS 1Bk P = H 41 i& & A
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ZHAE, MREERASRSEFIRME URL , BZIBNETEEMNIL A EEEIEE B RBIENZRS S
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REERER , LERFEZR LA NRALFHAARERENEFRRENEALERR,
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WMREFER , WEFXIMNEMEA AWS BENESR , BRI ALBIKS Y AWS KMS B #i,
EREERH

EFEERARELENKFFHECE, HENEEN KMS 4, BT LEH)IX L KMS #47 ,
fBlgn -

« HEMLEF BHAREE, 1AM REE N RN
- BRANZEA KMS 4

« R¥R KMS AR INE#18

o« NN AR

- BIE5|A KMS B 518

« RHEMIBR KMS 2 4A
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&% ] LAE A CloudTrail 1 Amaz CloudWatch on Logs SRR ER AWS ¥1EBxM AWS KMS K& I&
FleetWise &IZHE K,

NMREFEANREFRERH , WAHE AWS YEBRRER TN FHEZRKS P KMS 480
FleetWise 1A [EIAXPBR. AWS ¥JEXM FleetWise EAE R MEMBARREMRMBZELIE. L8 AWS
KMS MEZEZRATMELLZHARREMNBRER. EXEZEER , HSH (AWS Key Management
Service F R AR IEmE) FHEIMNE,

AT RBIKREE T AWS loT ERER AWS KMS Z4ARY FleetWise B R,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "Allow use of the key",
"Effect": "Allow",
"Principal": {
"Service": "iotfleetwise.amazonaws.com"
}I
"Action": [
"kms :Encrypt",
"kms :Decrypt",
"kms :ReEncrypt*",
"kms : GenerateDataKey*",
"kms :DescribeKey"
]I

"Resource": "*"

/A Important

£ KMS ZARBEAR N2 , BOEXKBHFNEMANEH D, AWS IR H YELH
FleetWise B T IN% , FleetWise X EEFELUTE—ER , AWS YIBX M T A5 180 21 iE
PATIRE -

. FRIZME KMS 249 B WA,
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. RPN LIRS EBEE KMS B4 HK,

L RGBS N

@ Note
MRERGBIEE BT AR , TR RETIL,

WMRETE AWS YIEXM FleetWise K LB AT AWS KMS ZHNBTFIEEME , HBEECEAUX
REWE  FEENBREUNEERBIERERE . X6E AWS BN FleetWise REW Z MM RS
A ERHAMUR,

® Note
MBEEHAREBURRSBENMNEZRE , LHEDRFLIREKEFEZERIDPRES,.

1. A GetEncryptionConfigurationAPI EREREBE AT AWS KMS 1%, RMFZEE R
FLEETWISE_DEFAULT_ENCRYPTION , MIFTEXE# —Hi2E,

2. WRMEBZEEI}KMS_BASED_ENCRYPTION , MIfEA PutEncryptionConfigurationAPI B 4ERF in%E
KABENFLEETWISE_DEFAULT_ENCRYPTION,

aws iotfleetwise put-encryption-configuration \
--encryption-type FLEETWISE_DEFAULT_ENCRYPTION

3. f#H PutEncryptionConfigurationAPI @& {E X B EH /S H. KMS_BASED_ENCRYPTION

aws iotfleetwise put-encryption-configuration \
--encryption-type KMS_BASED_ENCRYPTION \
--kms-key-id kms_key_id

EXBHANZENEZELR , HSFEAWS YE NP 224 EIE FleetWise,
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AWS ¥1Bx X Y ZA E 12 FleetWise

/A Important

B B X KL AWS #IBX M FleetWise hEEM AR Z ZIRE, BXEZER |, 55 AWS AWS
YD Bx N A /Y [X 13 70 Th 8E AT A 1% FleetWiseo

AWS YIBX X FleetWise ZRAEE

KRINBERT , AWS ¥IEXH FleetWise A AWS FEE X ZF4H KA B EIE AWS Cloud, &R LA
ENREUAERAEFEENZHAX AWS loT R EIEH 1TINE FleetWise, &AILUET AWS Key
Management Service (AWS KMS) 82, EBMNEE RN MEZEZRA,

AWS loT FleetWise XFRF[wWME , ERFREZHPFMEED AWS KMS BUINZ LT RIREIE.

AWS #JEx ™ BiEER FHREFREZAHITRESNBENF
FleetWise %R 124
EE5ER EiR

B description, allowedValues, d

efaultValue, min, max

Actuator description, allowedValues, m
in, max
& B85 description, allowedValues, m
in, max
THES (ER description
BR)
fREERE R iR
Canlinterface protocolName, protocolVersion
ObdInterface requestMessageld, dtcReques

tinterval®#', . OBDStandard
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AWS #JEx M BiERR FREFRAEZRAHTRANENF
FleetWise &R B}

hasTransmissionEcu, Secondard,
pidRequestinterval useExtendedlds

CanSignal & ¥ isBigEndian, isSigned, K&,
SHE ID, fRBE. startBit

ObdSignal FUKE. RBE. pid. . scal
ing. serviceMode pidRespon
seLength, startByte, . bitMaskLe
ngth bitRightShift

=] attributes
&) R
conditionBasedCollectionit Xl 1. . minimumTriggerinterval
Ms conditionLanguageVersion, Tr
iggerMode
TimeBasedCollectionScheme periodMS
RSHEMR LN

(® Note

HaBEMNERERB AWS YE R E 21 240 64 A BRIAINZR# 1T % FleetWise, LtZAE
BB HZ M E AWS YEBLM FleetWise tkF 1,

AXEZER , B34 E AWS Key Management Service ? # (AWS Key Management Service
FRARERE) Fo

R KMS B4 B A MR (254 )

EE AWS VBN RE AT IEE R4 FleetWise , AN EIIEH AWS YIEMN FleetWise 18 &,
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£/ KMS BB A% (#£%8 )

1. $TFHAWS ¥BR N FleetWise #2# &

2. SMEINKE

3. ENES  EREEIUITHFRENETH,
4

XF DIBmBEARE | &R EREHA AWS KMS 407, X AW EAFHE AWS KMSHE ZE
RERH/ITINE,

(@ Note

& AEXY AWS YIEXM FleetWise BRERAFARERHANE. XBHEESER. FHE
5 (HREER ), BEREE. WM. FANE.

5. BEUTEIZ—EE KMS B

- ERATA KMS B - NIIRFIERER KMS BB
- EQEHHN KMS Z4 |, HiEF4E AWS KMS ZE4H,

(® Note

XIFTIF AWS KMS #4148, BXx0I8 KMS BANESREE |, 35 (AWS Key
Management Service FF & A R ¥5/) M BIEZH,

6. EERFEEFEURFENRE

A KMS 2438 B N3 (AWS CLI)

&7 AfE A PutEncryptionConfigurationAPI #4E R K AWS #1EBX M FleetWise Ik B AME. T
~BIEER AWS CLI,

EGAME , BETUTHS,
« kms_key_idE&i7 KMS Z4AH ID,
aws iotfleetwise put-encryption-configuration \

--encryption-type KMS_BASED_ENCRYPTION \
--kms-key-id kms_key_id
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Exampled 5

{

"kmsKeyId": "customer_kms_key_id",
"encryptionStatus": "PENDING",
"encryptionType": "KMS_BASED_ENCRYPTION"

}

KMS ZR4A 3R B

B2 KMS Z4AJ5 , BUMEDE KMS ZRARBPRMU T BATEFEEE AWS loT BEE&EH
FleetWise, KMS Z4AFK B FBHiotfleetwise.amazonaws . com®T i AWS ¥ELM FleetWise BRS
E 1K FleetWise ftiF AWS B 58] KMS Z24A,

{
"Sid":

"Allow FleetWise to encrypt and decrypt data when customer managed KMS key

based encryption is enabled",
"Effect": "Allow",
"Principal": {
"Service": "iotfleetwise.amazonaws.com"

}I

"Action": [

"kms

]I

:GenerateDataKey*",
"kms:
"kms:
"kms:
"kms:
"kms:
"kms:
"kms:

Encrypt",
Decrypt",
ReEncrypt*",
DescribeKey",
CreateGrant",
RetireGrant",
RevokeGrant"

"Resource": "*"

ERNLZE2RERE |, BE KMS ZRAXRBEH RN IMNZHaws : SourceArnFH 3 Hi
fTaws:SourceAccount &4 E, IAM £ /&S Ffaws : SourceArnBBI TR AWS #IBX R {R
FleetWise ¥ KMS Z A TIRSEFEMN BIR Amazon BIRAM (ARNs),

MRFFEIRE Faws: SourceArn , MABHMIKRLRENarn: aws:iotfleetwise: us-
east-l:account_id:*, XA KMS Z4£A 1 LLiAEFTHE AWS IoT FleetWise iR AWS 1Ko
AWS loT FleetWise XEFHEMNKF I EFANMAERRER — KMS 4 AWS XiF, £ ARN BRF
EBfSourceArnfE AE M EMER T ERBES (*) , AR LE AWS lo FleetWise T 1518 KMS #4H,

AWS ¥IER X 5 1 B N % FleetWise 255



AWS #1EX M FleetWise FEANGIER

M {Eaws:SourceAccount2EHNIKF ID , AF#E—FRBEH KMS 4 , FHRERATENIEFEK
Fo WMRIEM KMS B4R M4 aws : SourceAccount X Hi#{Taws : SourceArnF 4401 | FH
RIZBARBEMEMBRS K ER, XEBTEEHE,

LUTBERBIERS 4 ( REHIFRREF ) |, AKIB#Eaws : SourceAccount AWS Xig FEHIKF 1D
#{Taws:SourceArniR BUAHER.

"Sid": "Allow use of the key",
"Effect": "Allow",
"Principal": {
"Service": "iotfleetwise.amazonaws.com"
b
"Action": [
"kms:Encrypt",
"kms:Decrypt",
"kms:ReEncrypt*",
"kms:GenerateDataKey*",
"kms:DescribeKey"
1,
"Resource": "*",
"Condition": {
"StringlLike": {

"aws:SourceAccount": "AWS-account-ID"
3,
"ArnLike": {

"aws:SourceArn": "arn:aws:iotfleetwise:region:AWS-account-ID:*"
}

}
}

BXRmEAT AWS loT B KMS AR E Z{EE. FleetWise , i5ZHAWS Key Management
Service 7T & A R 15 P Y B U EA R BE o

/A Important

£ KMS ZARBARNNFHH DN , BOEXKBHFNEMANEH D, AWS IR 7 YELH
FleetWise BH T 1% , FleetWise HF BFEEUTE—ER , AWS YIBRRRTo AT IR BUHE
PATIRE -

. FRIZMH KMS 249 B WA,
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« RNZBE EHEE KMS BHEMK.

AWS KMS iz R

MREBZHT AWS KMS 1% |, M AMIE AR DIEENRFBEEHA AWS loT FleetWise APls, A
THEBEAFIHRIFTE AWS loT FleetWise 2EUKR AWS KMS 44 ENR.

JSON

{
"Vexrsion":"2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"jotfleetwise:*",
"kms :GenerateDataKey*",
"kms :Encrypt",
"kms :Decrypt",
"kms :ReEncrypt*",
"kms :DescribeKey"

]I

"Resource": [

Mg

ENACEEUTRBFERASEERAMAME APIs, NBERFHALFPutEncryptionConfigurationy)
AWS BxMGetEncryptionConfigurationXH{T3) FleetWise,

JSON

{
"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
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"Action": [
"iotfleetwise:GetEncryptionConfiguration",
"iotfleetwise:PutEncryptionConfiguration”,
"kms : GenerateDataKey*",

"kms:Encrypt",
"kms :Decrypt",
"kms :ReEncrypt*",
"kms :DescribeKey"

1,

"Resource": [

myn

i Bx AWS KMS Z4AEkE

MREEFA AWS VBRI INZE SRR T AWS KMS Z4R FleetWise , M AFUBS M BRFIEBIEREE
IEHIK S, ARIE BE FleetWise BIRER AWS #IBRM ., &7 LAGE A IR AMIBR API BR4ENFIEIK -
HY &R

AR K R Y B R

1. {#MlistResponseScopeZ#HiRE N lis APIs t METADATA_ONLY, XIEH THRIE , BFER
RABMMEMTEIE |, Hl20 ARNs HestEE,

2. {EFAMIER APIs RBBRENEIR,

DR T IR SRR R,
1. ™WHED
a. %liilistResponseScopeZBiRE NMFTAET & R FIMETADATA_ONLY,

b.  MIBRER,
2. FRAMZEHH

a. %|HlistResponseScopeS ik ENHIFTEMBA, METADATA_ONLY
b. FHENEMWFIEZER , listResponseScopeS#i% & IMETADATA_ONLY,
c. MBBRFIBEMSENEMXEK,
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d. MIBRARRA.
e. MIERER,

3. FRIBEER

a. J%lHlistResponseScopeZBiZE NI EMRIBESEE, METADATA_ONLY
b. MIBRFIEMRIZIREE,
4. THER (ERFR)

a. %|HlistResponseScopeZEikiE NI EEHE SMETADATA_ONLY,
b. MIBRFIEERES,
5 REER

a. JYlHlistResponseScopeZ#i&E NPT ERASEMRMETADATA_ONLY,
b. MIBRFIERSER,
6. ESHEH=%

a. JIHABERESER.
b. MERFFERESEF.

fE R 1= HF R BR AWS loT FleetWise

/A Important

B e FE L AWS ¥EBXM FleetWise hEEMTHRIZ RIRE, BREZELR , H5H AWS AWS
P Bx I A (9 [X 130 F Th BE 7 A M FleetWiseo

T &W B FI3 AWS loT FleetWise IRV F R M A EANR, BI1IEEMESSIENMERTF
IRHI R AR EABR | LUE AWS ¥IBXM FleetWise AJ LATEEZN Bl E & M ER IR, ©AEHER T I
AR F AWS loT FleetWise 15 [B] & Amazon S3 (S3) F# =X Amazon Timestream & E MK 17
R RAF#EEBIE , IERTFATNEFRREREN MQTT SEE /Y7 B ABR,.

BEMAXLERERANIHBINFEARZ AWS Identity and Access Management (IAM), Bx IAM WE %15
B, BSRMT4LEIAM?,
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AWS #1EX M FleetWise FRARIER

- % AWS IoT FleetWise F&EFMZW MQTT FHHIRHINR

« BT AWS loT FleetWise Xt Amazon S3 B &Y ith &Y 5 R £ R

« &5 AWS loT FleetWise 4 [AL 5 i# Timestream B Y it R

« % AWS loT Device Management AU T i AR B KA TAINE AWS loT FleetWise

& AWS loT FleetWise F & EFEBW MQTT F EETEHI IR

WMBRGERAMQTT 36t , BHEFEH AWS loT MQTT BERBREKIE, BXAEFITHEERIEE
B MQTT B AWS IoT FleetWise X R, MR EEH AWS loT MNRETH R G HIERB I H
fb B B | AT SRR KEINE] IAM & &L AR EIER & AWS loT FleetWise Z loT M,

A SN HMANARFHIRZ T ASEEN TR , UL TRt EIREWMAE |, FELTREFE
EEX LN ARFHIRE R T HRMGE KR,

BXERA MQTT URFIEACANINERNEZER , F5H -
- BEBEMHN

o HIFN AWS loT

o BF AWS loT MM FrERY A R AR

. £ BENER

HITtRZel , FRELTEM :

/A Important

« N AWS YER G2 MW SRR , KHEAMEER AWS X1 FleetWise, HRE
0¥ AWS X3, 5 & IR AT sE B 2 R
« AWS XEZFRE ( FERIILER ) MEM (E==1E ) REWEXM FleetWise o

FBAIUEAGEER MQTT HEABEERN IAM S, AWS CLI E6IE IAM A& | HETHUT

WHo
IEZEEEERKN IAM A&
« TotTopicExecutionRoleBRNBEECIENABHEN,
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« trust-policyBRNIEFEEFREEN JSON X,

aws iam create-role --role-name IotTopicExecutionRole --assume-role-policy-document
file://trust-policy.json

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "mqttTopicTrustPolicy",
"Effect": "Allow",
"Principal": {
"Service": "iotfleetwise.amazonaws.com"
}I
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceArn": [
"arn:aws:iotfleetwise:region:123456789012:campaign/campaign-name"
]I
"aws:SourceAccount": [
"123456789012"

BN RRRE , BT AWS loT MAEEN MQTT B A 1 HEH FleetWise IR, E0IENRRRE

BEITU TR,
I PR R R

« AWSIoTFleetwiseAccessIotTopicPermissionsPolicy&#hyBIE1E I MR,
« permissions-policyBRNBENRRIEH JSON LHHE o
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aws iam create-policy --policy-name AWSIoTFleetwiseAccessIotTopicPermissionsPolicy --
policy-document file://permissions-policy.json

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
"iot:Publish"
1,

"Resource": [
"topic-arn"

N PRRBEHI INE IAM B

1. M HPE SRR Amazon BREH (ARN ) .
2. EF IAM BURKREHINEIEM IAM B | BETUTER.

« permissions-policy-arnBAEBEL—FHEFIH ARN,
« TotTopicExecutionRoleBRNECIEHN IAM BEN B,

aws iam attach-role-policy --policy-arn permissions-policy-arn --role-
name IotTopicExecutionRole

BREZER , F5H (AM AFER) B AWS BRI R EE,
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£FF AWS loT FleetWise X Amazon S3 B Yttt i 15 [7] £ fR

MRFEH Amazon S3 BHRET , AWS loT FleetWise £ EMBIBBE RIS S3 F6#6 |, FE %
BREREHAEN AWS KMS Z4AHTHIEND, MREBEA THIRICHE , AWS loT FleetWise ELFH
BE R IRZIETERN CloudWatch B EAFMFE. SlBEmARN , BEEHE IAM AR,

AWS IoT FleetWise A A S3 BHrRS T HNEFREBEK, AXRNFRBRBNESER , F5
% {Amazon Simple Storage Service AF#E®8) FHEA Amazon S3 2§ & INTF#EE R

AT AR REEE A AWS loT FleetWise XM &H S3 7B IE RN, MRLZHE S3 764 ,

H s3:PutObjectAcl FMNZE| Amazon S3 ##EFIKRF, X& E%T—T—ﬁ%‘ﬁ#ﬁﬁ%ﬁ)’ﬁﬁ&ﬁﬁ%ﬁﬁmé
B4R AWS IoT FleetWise, BXRIMALZLFRIFEMPRNRNEZELR , S (Amazon Simple

Storage Service AAF{E®) M KBS =Bl

JSON

{
"Version":"2012-10-17",

"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexvice": [
"iotfleetwise.amazonaws.com"
]
},
"Action": [
"s3:ListBucket"
]I
"Resource": "arn:aws:s3:::bucket-name"
}I

{
"Effect": "Allow",

"Principal": {
"Sexvice": [
"iotfleetwise.amazonaws.com"
]
},
"Action": [
"s3:GetObject",
"s3:PutObject"
1,
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"Resource": "arn:aws:s3:::bucket-name/*",
"Condition": {
"StringEquals": {
"aws:SourceArn": "campaign-arn",
"aws :SourceAccount": "123456789012"

UTHERBEBERTEN AWS XEH—NKF R ED.

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexvice": [
"iotfleetwise.amazonaws.com"
]
},
"Action": [
"s3:ListBucket"
]I
"Resource": "arn:aws:s3:::bucket-name"
}I

{
"Effect": "Allow",

"Principal": {
"Sexvice": [
"iotfleetwise.amazonaws.com"
]
},
"Action": [
"s3:GetObject",
"s3:PutObject"
1,
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"Resource": "arn:aws:s3:::bucket-name/*",
"Condition": {
"StringLike": {
"aws:SourceArn": "arn:aws:iotfleetwise:region:123456789012:campaign/*",
"aws :SourceAccount": "123456789012"

MREF KMS ZEAKT INEl S3 F#E , WiZZARFTEUTRE, EXBHAEENER , B3HA
mazon B R F# RS AP LA RS SR AWS Key Management Service 24 1% (SSE-
KMS) RIFEIE

"Version": "2012-10-17",
"Effect": "Allow",
"Principal": {
"Service": "iotfleetwise.amazonaws.com"

},

"Action": [
"kms:GenerateDataKey",
"kms:Decrypt"

:]I

"Resource": "key-arn"

/A Important
BIERFEMRT |, S3 [FAIE—PRINERIZEFIFIR (ACL) , AR TFHRFEHEEN TR TE2H
MR, R AWS ¥IEXM FleetWise TR HIEAME S3 , FWMRAE S3 F#E#E LZER ACL,
BXREZEE , F5H Amazon R &7 RS AP ErR P EE A ACLs FT A #17f# 18 7158 HI
TRRAER.

£FF AWS loT FleetWise 15 [8] ML 5 # Timestream B R i R X R

MIRFEH Timestream BT | £ FEHEIEE AWS loT FleetWise X F Timestream R, BT
FEEHEINE IAM B AWS loT FleetWise = 8E[E] Timestream &%z,
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WMREFERRE S QEES , AWS loT FleetWise £ Ba FIFTEHN KM MBI ZAE,

® Note
Amazon Timestream FEL A#X ( £3X ) Xigi#H,

EFtzn , BRENTEM

/A Important
« £ AWS ¥YIBX ™ FleetWiset|# Timestream RIRAY , A EHRHEBR AWS XiZ, MRRE
Y0¥ AWS X3 , MAETFE Timestream &IJRET AIRELIB T 7] &,

« AWS ¥JBX™ FleetWise BEEEERZ ( FFRLILEZB ) . BM (EZ="E ) ML AKX
(B3R ) #H,

s BREFXREXBNIER , BTSN (AWS —fixZSZE) B Timestream i S B H.

o BRI E Timestream BEE, BXHE , 5SH (L Z# Timestream F X EIERE) PR CIZEL
"

o BRAMIEIRTEMN Timestream BIBEFBIER, BXHE , 5SH (L Z# Timestream F X &EIE
B RBIER,

BRI LAE A IR B 3T Timestream BISEREH IAM £, AWS CLI E6|Z IAM B | Hia{T
LTas,
BEEEETREN IAM At

« TimestreamExecutionRoleBiNEEERENACHE,
o trust-policyB# NI EEEREE json X,

aws iam create-role --role-name TimestreamExecutionRole --assume-role-policy-document
file://trust-policy.json
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JSON

"Version'":"2012-10-17",
"Statement": [
{
"Sid": "timestreamTrustPolicy",
"Effect": "Allow",
"Principal": {
"Sexrvice": "iotfleetwise.amazonaws.com"
}I
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceArn": [
"arn:aws:iotfleetwise:region:123456789012:campaign/campaign-name"
]I
"aws:SourceAccount": [
"123456789012"

BIENPREREE , @ AWS YIE M T FHBIEE A Timestream B FleetWise X [B. ERIZENERRE , i

BT T8 o
B PR R BE

« AWSIoTFleetwiseAccessTimestreamPermissionsPolicyB# R EEELIEINFEIMN BT,
« permissions-policyBRNBTENRKEER JSON XA Fro

aws iam create-policy --policy-name AWSIoTFleetwiseAccessTimestreamPermissionsPolicy --
policy-document file://permissions-policy.json
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FRARER

JSON

"Version'":"2012-10-17",
"Statement": [
{

"Sid": "timestreamIngestion",

"Effect": "Allow",

"Action": [
"timestream:WriteRecoxds",
"timestream:Select",
"timestream:DescribeTable"

]I

"Resource": "table-arn"

}I
{

"Sid": "timestreamDescribeEndpoint",

"Effect": "Allow",

"Action": [
"timestream:DescribeEndpoints"

1,

"Resource": "*"

N PRREEHI INE IAM A6

1. MaHPEHNRERN Amazon BREZH (ARN ),
2. Ef IAM R REBHMEEN IAM A€ |, FETUTHS,

« permissions-policy-arnBRAEBEL—THPEFHIK ARN,
« TimestreamExecutionRole&E#RFELIEN IAM AEHNE M.

aws iam attach-role-policy --policy-arn permissions-policy-arn
name TimestreamExecutionRole

BREZER , F5H (AM AFER) S AWS FIRE LR EE,

--role-
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& AWS loT Device Management FER M T i T E KB R AEAINE AWS
loT FleetWise

LIRFERAMDIhEETF R ITESE , AWS loT Device Management M A ERPIFKIM G S
S8, RlE , CEEHE AWS Y1BXM FleetWise FRHNRRBIFFERHERBER N AR5, B
AWS loT Device Management MQTTF A RBE R R IEFENEREITHAN GBS ERE-R,

BT ERIE— IAM BEEKEZEF AWS loT Device Management £ BB AEHFTENNR. RiE ,
A FEME CreateCommandAP| 2tk A A ARN, roleArnbA T2 — LK RH,

/A Important

NTFIAM At | EL4TERSRERNEER RN AWS X8 HENAG, MRETHR
AWS X35 , W15 R] 88 R 7] BE 18 B | &

IAM BEEEBEFUTEEREK,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "RemoteCommandsTrustPolicy",
"Effect": "Allow",
"Principal": {
"Sexvice": "iot.amazonaws.com"
},
"Action": "sts:AssumeRole"
}
]
}

BAAAEW (WERMEY ) RTFNR

BUTR R Bl B Gl 82 F R ET B XM N AWS loT SBYIRYER &£ R A M AR
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® Note

o BWERARES FRA. EFAKNMUREREN , BREIARFHLEHNNER,
- BYNELNR , "Effect”: "Allow"#E"Effect": "Deny"fE IAM EBEHRERH.,

LRI

« regionBARIR AWS [Xi3 EMEFEAY AWS BXM FleetWise &R,
e 111122223333FYREY AWS Ik BiESHE,

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "iotfleetwise:GenerateCommandPayload",
"Resource": "*"
}
]
}

EFEFFHR TR ( WENEY )
AT R BIBA AT %2 F 1 E M AWS loT SIS EER £ R A B AR

ELRBIF

« regionBAR{R AWS XiF EBEERY AWS BXM FleetWise &R
« 111122223333FYREY AWS Ik BiESE,
o <VEHICLE_NAME>{EFHEHN WY NMEY B o
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JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "iotfleetwise:GenerateCommandPayload"”,
"Resource": "arn:aws:iot:us-east-1:111122223333:thing/<VEHICLE_NAME>"
}
]
}
M EERMNESE TR

BAT B35 B AT 1R F 0 45 E = W BV 01T 28 AR IR B T Y AR
L RAIR

« regionBARIR AWS XiF EBEERY AWS BXM FleetWise &R
« 111122223333 4REY AWS K BiESHE,

« <VEHICLE_NAME>MERENEWMNYERMEBY BT,

« <SIGNAL_FQN>fEREEM A , flti<Vehicle.actuator2>,

JSON

"Version":"2012-10-17",
"Statement": [
{
"sid": "Statementl",
"Effect": "Allow",
"Action": "iotfleetwise:GenerateCommandPayload",
"Resource": "arn:aws:iot:us-
east-1:111122223333:thing/<VEHICLE_NAME>",
"Condition": {
"ForAnyValue:StringEquals": {
"iotfleetwise:Signals": [

#& AWS loT Device Management F & LU T i S £ B A H MR AWS loT FleetWise 271



AWS #1EX M FleetWise FRARIER

"<SIGNAL_FQN>"

43 EF W ARSERERE TR
BAF 7R 515 BA 20T 12 5 43 TE R AR S AR 2 BB R AT X BR o
LRI

- regionZ&ER AWS ¥EXN FleetWise BIR AWS XiF Bt 5,
« 1111222233332 4¢RHY AWS IKF BiF5H,

« <VEHICLE_NAME>RIEZWH YIERME Y& o

« <STATE_TEMPLATE_ID>fE RERVIRSERMIPRIREF,

JSON

"Version":"2012-10-17",
"Statement": [
{
"sid": "Statementl”,
"Effect": "Allow",
"Action": "iotfleetwise:GenerateCommandPayload",
"Resource": [
"arn:aws:iot:us-east-1:111122223333:thing/<VEHICLE_NAME>",
"arn:aws:iotfleetwise:us-east-1:111122223333:state-
template/<STATE_TEMPLATE_ID>"
]
}
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BT ERAEFEERN KMS ZHANR

MRLENBEAEFIEE KMS 248 AWS loT FleetWise , M LA T =455 BF t0{aT 52 F 4 BB A E I
PR,

L RBI

« regionBAR{R AWS XiF EBEERY AWS BXM FleetWise &R
e 111122223333F4REY AWS K BS54,
« <KMS_KEY_ID>fEREH KMS 248/ ID,

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "iotfleetwise:GenerateCommandPayload",
"Resource": "*"
}I
{
"Effect": "Allow",
"Action": "kms:Decrypt",
"Resource": "arn:aws:kms:us-east-1:111122223333:key/<KMS_KEY_ID>"
}
]
}

FERAT AWS YIEBx MY Identity and Access B FleetWise

AWS Identity and Access Management (IAM) AWS BRSs AJ#HBIEE R 22 iR 53X AWS BRI 78]
PR, IAM BEEREFHETAHITEMRIE (BF ) RN (BNXER ) F£H AWS BN FleetWise %
Ro BAILAMER IAM AWS RS |, TEXFEANTEA,
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- ERASBHITHHEIUE

- EARKEEHH

« AWS ¥YPBX M 7047 FleetWise 5 IAM B & 5

- ET 5 HNYEMKREE TR AWS FleetWise

- X AWS ¥ M FleetWise & 13 #5317 #EHERR

« AWS ¥IBX M FleetWise API IRIEFIRFESZE

Z A

BRI EA 753X AWS Identity and Access Management (IAM) A& AR TR

- BRSAF . WREFTZHEINEE , FMNEE AL BERNR (BESHXT AWS ¥EX FleetWise 5 17
i R 1T MR HERR )

- REEER : WEAFBRNRHARZINRER (BESFAWS PPELM 2047 FleetWise 5 1AM BL&
A)

- IAMBEER  RERATEERGRNENERE (FZHETSHNYWEMER RS AWS FleetWise )

£ 51T S 0 WIUE

BRBIIRE AWS FASMETIERFNAR. BUXTE IAM BF B4HTEHKIE AWS K 1R A
P, REETEE IAM AR TEHRIL,

& T LAME ISk B 54 RAIEH AWS IAM Identity Center ( 51#0 ( IAM Identity Center ) , B SEFKE
B UEE Google/Facebook iEF , MEKEH M E R, BXBRNELZER , 551 (AWS BEx AF
) MMM EREN AWS IKF,

S FRIEFE , AWS 124t SDK M CLI KX ERFTINRZEE, BEXREZELR , H3H (IAM AFE
B BHSERT APl IEREIAWS ZZ A 4,

AWS K F root FiF°

BIEET AWS K7 , BESBE 18BN AWS IKF root BFHNEREH , RSO AUTLHRIAERIR
AWS RS MR R, BINBENBWAERERBRAFHITEERES. EXFTERAFRIENGES , BEH
(AM RF$Er) RIVEERA S TN ES,

M
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RE 55

FERNRESRE , ERARAFERAESHREBGNRS 5 HRIESE AWS RS A EFHER#HITH
Al

BRESHREXRBENDILE R, Web HHRMEEM AP Directory Service , 3#& AWS RS FEHX
BEMRNERHTHEANAS. ReSORATRERNZIIENAG,

BEAEHIFRMNE , BWWHEM. AWS IAM Identity CenterBEXEZE 8 , 51 (AWS IAM
Identity Center A 1E/E) H I+ 4= |IAM Identity Center ?

IAM AP a4

IAM AP RMENMNARRNARFEFRENRN — 50, BUERAGNEIE , MIEEFKYPEIL
B IAM AP, BXEZER , B2H IAM AFERETHNERARASEAS O RHAFNRES S HRIE
F B AWS i I B IE B AT 5 ] o

IAM EiEE—4A IAM AP, ETERNMN REBRAFRTNRER, AXESEE , HZH (AM A
FiEmE) B/ IAM A A RS

IAM B

IAM BEREERENRNSH , TRHEIRNZILE. SABEINAF YRS IAM A6 (268 ) R
/A AWS CLI i AWS API #¥ERRA BB, AXESZER , F5H (AM AFER) FHETAE
B 75 5%

IAM BeX FEBREAFIHE, IGe IAM BFRXER, BKFiGRE, BRSHEKRE Amazon EC2 L&
THNAREFIEEER, BXEZER , TSR (IAM BFERE) BH 1AM REIEIK - &R G

E AR EE TR

IERELAWS B el 2 R TR EM IR AWS SRR FEREFFHHRNR, REELTESHH
FRRBKENER, AWS EERARHBERFIFEXLEBR, KSHERMELL JSON XY AWS
XNFHEEP. AX JSON RBXHENESEE , FZH (IAM B ER) T8 JSON REEHIR,

EERERARE , B E A E A B LS4 TR BRL R RN THLEREREEERTNIE R

o

N

MANBERT , ARFMARRENR. IAM EER 62 IAM REFRERZ AT , REAFAILEE
EXLEAG, IAMRBEENER , BHITREMANG ETX.
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ET 508K

ETHNNRBEEMMBSH (A/., ARNAR ) B JSON NRKM A, XERKIZH S5 7
BRATH ZRE, NMEFTRIITAREFLAZAETIT. ETHOMCIRET BORNKRE , B55H
(AM FiFiEE) FNEATMEEARKE L BE X IAM RIR,

ETEMNIRBAURARKKRE ( EZRAZNENFHP ) AEERE (HNISNHHHIRLE
i) o BETHROAEREREMAREKE 2 BRITER , H2H (AM AFER) PHERERRS
MR B < R AT o

ETHRAV K

E T HIRAVKEEZMNEF IR JSON KX, RHI2HE IAM BBEERKMN Amazon S3 171
Kb, EXFHETRARNKBHRS T , BRSEEATUEACIREFNBERRNGR. BL0E
ETRIFH RS P IEE £ 4

ETRFHNRERM T ZRSFHRNEKERKE, ETREETRARNKBEHER IAM P AWS EX
B

HREgRE
AWS ZIFHARERR  XLUKHEBATUREEENNEBRLBERFHZANR
- RRILA - REETEHONEBALURT IAM RENFEARR, BXEZELR , FZH (IAM A/

EE) B IAM EER R PRE .

- PRSIEFIKRE (SCPs)-EHFIEELALARAL LM HZE AR AWS Organizations, EXEZER , B
2 (AWS Organizations FAF1§F) KRS = HI K

- BREFHIKEE (RCPs)-ZREKF R ARNEATANERE. BXEZER |, i55H (AWS
Organizations FAFER) I EIRIEHIZKE (RCPs).

- 2EERK - ENACIRSAF VRGN EN , EASBEENERRE. EXESZER , S
5 {IAM AP ER) P2 1ERK,

S REERE

HAZNREMNRBENA T —MERE , ERNNREMERNEIER, BETHRELSR SRR
WA AWS BER B AWER , HS5H IAM AP EEHR I EREITEEE,
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AWS YJBx X 204A] FleetWise 5 IAM B &R

EMFEH IAM B8 AWS YIEM 5 R BR 2 8l FleetWise , &5 T AL IAM ZhEERT B F AWS #)Bk
™ FleetWise,

AIFEYIER AR E A AWS IAM IHEE FleetWise

IAM 27 AWS ¥JEX M FleetWise X%+
ET SR 5Em 2
EF R =
REIR 2
W R 2
ACLs =
ABAC ( SRBEREIPREE ) 43
I S AE 2
EBRR £
B A &
RS XBAE =

E4ME T AWS YEXMAME M AWS RS W17 FleetWise SXZH 1AM EeE & A , F55 IAM
APERYE IAM B & FERAAWS RS,

ET 5B K EE AWS FleetWise

XBETHEHIRE : 2
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ETHONRBETMMNESM (W IAM AP, AFASAE ) B9 JSON RRRM I, XLRK
ZHAFANASAEMAMES T BLERFNITHLERE, BETHRNTUERETSHNRE , F5H
(AM BFiEE) FEATT EEARRE L BE X IAM &R,

BEMERA IAM ET 50K , BUIEE R TRIELNRENTRUAR A TRIELBRENRSE. B
THEA7E JSON R EAMAAETE , H2H (IAM AF#EE) F/ IAM JSON KB TEEI Ao

HET 500 YRR EE =5 AWS FleetWise

EEE FleetWise ET AWS loT BRI RS , ESR. ET 590 Y5 M KB =] AWS
FleetWise

MEXMAZE AWS BT RIFHIKEE FleetWise
YEETRENXRE . &

ETRIFHREE M N FRAY JSON KM, ETRFMNRENRESE IAM ABEEREM
Amazon S3 FEMBEKE, EXHFETRARNKBHNES T , BRSEERA TUEACIREFHNBER
BREVEE. N TFHEERMMKBEHE TR , REE IS EEE AN 2R RNTHREREARET LSRN
THIT, BLTEETRFENRBREEER, ZRATNSEKS, AP, A, REAFH AWS

RS o

ESHABEKFHRE , SBACEENKFSEMKS P IAM EEEENETERNEBPN TR, &
XEZEER , B5H (AM AFIERE) B8 IAM BV ESIK 7 3R 151 o

AWS BBV K 1T3) FleetWise
TERRIREE . B

EERWLER AWS JSON REERIEEHERRIBEMF L, BR2E , BNEETUANFLARFERITER
&, ARIEMH ARG THIT,

JSON R Action TEMR T A TERKP AWRIEL L RINRIE, ERBPISREUARTR
ITRERIRERVR,

EEFE AWS loT FleetWise BEFIXR |, FSH (RFTENSZE) FleetWise AEY AWS loT E LR
1Eo

AWS loT YRR IRIETEIRIERT FleetWise fEA A RIS -
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iotfleetwise
EEREMEQPIEESTRE  BEAESFElRET.
"Action": [

"iotfleetwise:actionl",
"iotfleetwise:action2"

BB L MERBES (*) BESMRE, HlN , BEIRTELLEIE List FFLANMERE , SEUTE
1E -

"Action": "iotfleetwise:List*"

EEF FleetWise ET AWS loT BB ERE RS , ESR. ET 500 YEM KB =B AWS
FleetWise

AWS ¥18x M R &R FleetWise
TRERRR 2

EERWLER AWS JSON REERIEEHEARIBEMF L, BR2E , BNEETUANT LR FERITER
B, AREMHAZRHETHIT,

Resource JSON K T ZEEEBHNARFN — I RS IR FNRESXKEK , EEAHE Amazon
FBEBH (ARN ) BERR. N TFAZFHRRRNROVEAE , EEABEN () ENEANATHRER
Ro

"Resource": "*"

E&EEFE AWS loT FleetWise BIRER R HFIER ARNs |, FSH (REEFENSZE) FleetWise K AWS
loT EXEIFR. BT HETLIERAMLIRERIBEESTHARFEN ARN |, BESHE loT AWS E X IERE,
FleetWise

EEE FleetWise ET AWS loT BRI RS , ESR. ET 5 005N KB =] AWS
FleetWise
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AWS ¥Ex B 3R B 544 %248 FleetWise

XBBETRSHRBERME : B

EERWLER AWS JSON REERIEEHERRIBEMF L, BR2H , BNEETUANT LR FERITER
&, ARIEMHAZRHETHIT,

Condition TERBEENNFRHEEEFVMERIT. EASGIRBERAZEZER (FW, ST
T ) WERHRER , MERBPNFEEERPNERTE. EEEME AWS 2R&HE , F5H
IAM AP 1EREPAWS £ E5H £ TXXHER.

EEE AWS loT FleetWise &4 #Y% |, BFSR (RFENSE) FleetWise FHI AWS loT 4%
o ETHUUFEAKHRIVRENRIR , B30 AWS loT JEXHIRE FleetWise o

EEF FleetWise EF AWS loT BB EKREERE , ESR. ET 500 YRR =B AWS
FleetWise

AWS ¥Bx X HR Ry 15 B #2215 51l 3k (ACLs) FleetWise
Y ACLs : &

mEEH SR (ACLs) ZHIMLERIEA (KFAKA, AFSHAR ) ARBRKAR. ACLs SETRFH
REEREL , REEMTEM JSON KRB HEER,

FERAYBMEIETE MG EEF (ABAC) AWS FleetWise
X ¥ ABAC ( REEHFIIRE ) : B0 X%

ETEMENHRMNRES (ABAC ) R—MEDRE , ZRBETHNIREHEERE URR. ETT
FHRZHIINE] IAM SKEF AWS IR , RE1R1T ABAC REEUATEZERANGEERIR LHRET
BL A BE1T R4

BEETHREEGHERE , BEFEEMFA aws:ResourceTag/key-nameaws :RequestTag/key-name =
aws:TagKeys R BERBANFZH TEZHREFZEER.

WRENBRSEN TEMERREBIEMAEX=AFMGR , WX T RS , ZENR. MREMRSN
NTEHIRRREISAMEX =GR, WZERBD

BEXABACHEZEE |, 2R (IAM AF1E®E) RWEA ABAC BIUE XN, EEFIRE ABAC
SHRNHE , TSR (AM AP ER) PHEAETEMMNIHRIMNRZES] (ABAC) .
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® Note
AWS FleetWise Xz ¥BxMiam: PassRole , iX2 CreateCampaign API BR{EFTAEMN

£ AWS loT HF{E A IRATIE+ FleetWise
Y HFIGFEIE - 2

IS EHE R IREX AWS BRNEHIFRINE , A ERESFEAKS IR YRACR B IEN,
AWS BiIZHIARERIGFHES  MAREAKBHEZRA. BXEZELR , H2H (AM BFE
) FH IAM FR IR Z2EERER IAM . AWS RS

loT BIEERRSS 4K AWS R FleetWise
THEHHERFRLXE (FAS) 2

BRI TE (FAS) SEA A EMHAVINER AWS BRSS , B £ AWS BRSS [ FifrBRSS & HiE RV E
Ko BXRARH FAS BERIFHERMKIFE , BESRE XL R SE,

AWS YEx MBI RS A & FleetWise
TRBESAG &

BEABGEH—TRFIEME. RREHRTEEN IAM £, IAM EE R ALK IAM R al2E, S fm
RIS AR, BXEZER , 52 (IAM BAFER) PelED AWS REZRNEN AR,

/A Warning

EURSACNNER eSS T AWS loT FleetWise ThiE, X2 AWS loT FleetWise 1248
XESNIRERSAR,

MEXR B AWS BRSZ X A& FleetWise
TRBSEXAE B

BSHAXABR—TMERSAXKN AWS BSBRSAR, RS AUMARKRERTRENAR, RS
HXASHIELN D AWS K/ |, FERARSHAE. IAM EERTUEEBTEEERSKKAR
YRR o
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BXREUBRFEERSHERACHEAEE , FSHERES IAM BEEHANAWS RS, ERPEXRRS
HXABIHEE Yes R, BRRHEUAEFTZRSHNRSHERA B,

£ AWS loT RERARFHEXAE FleetWise

AWS loT FleetWise ffEF AWS Identity and Access Management (IAM) fRES XA E, BREHX
ABE—FE AWS loT E#ZXERINIEN | FleetWise AM B, BREHEX<A®E AWS loT FE X
FleetWise , ‘@%& AWS loT EIL5i# CloudWatch& %A ¥E#R FleetWise FFEMNR, BXEZER |, &
2 FleetWise {# 8 Amazon ¥ AWS ¥R CloudWatcho

RS MHExBE T LE FleetWise Ribi%E AWS loT , RN BFRLFHRMAENNE, AWS loT
FleetWise EX T HRFZHEXABHINER , BRIEZSEEN , BUIRE AWS loT FleetWise AJAEEEHE A
B, EXHWNREBFBEESEREANERRE, ZRFIETEEM INBEAE M IAM K4,

HREEEEMBREXERE , BFEMBRBRSKBKAR®, XHETLURPER AWS loT FleetWise &
B, RREFETER BRI ELX LR RR,

BXRXERSHERAGHEMBRSINEES , FSHAE5 IAM BESEANAWS RS , AERSHEXAET
HEERE ‘B NES. EEFZRSNBSHAXAGXNY , FEETREENR,

AWS loT B ARSS < A BIXER FleetWise

AWS loT FleetWise A& W AWSServiceRoleForloTFleetise RS HERX AR , XE—I AWS £
EEE , AT3RE AWS loT FleetWise BFF B out-of-the-boxtX R,

AWSServiceRoleForloTFleetWise FREHKRAREEUTRES KRB ZAE :

e IoTFleetWise

BHAN A BNRERAWSIoTFleetwiseServiceRolePolicy S8 F AWS loT FleetWise 3118 & & IR 52 A& SA
T#H#E

o HXER * BIE4E cloudwatch:PutMetricData

AXEABETENEELR , B3 HAWSIoTFleetwiseServiceRolePolicy B &3,

RSHERABERRFEIRRBE LT CloudWatch G884 ZE[H :

« AWS/IoTFleetWise— AT ETREHEM

AWS YIBX R 414 FleetWise 5 1AM &1 A 282


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSIoTFleetwiseServiceRolePolicy.html
https://docs.aws.amazon.com/iot-fleetwise/latest/developerguide/managed-policy-updates.html

AWS #1EX M FleetWise FEANGIER

« AWS/Usage— BXFEABERIBIR

BATMBENR , 2 IAM R4k (AF, AAE ) IR, REIBRESKEAG. BXESE
B, EZH (AM BFERE) PRERSKERABNR,

7 AWS loT B2 BRSSHEXAE FleetWise

BEEFHONEBRSKXBHAER, HBIE AWS loT FleetWise &H|A AWS CLI. = AWS API F5EARIK
F B, AWS loT FleetWise 2@ R B BIEZRESHX AR, EXEZELR , HSH BEEH AWS YBH
FleetWise & &,

£ AWS loT AREIZRFZ XA E FleetWise ( BHIE )

BEEFHUNBRBSXBEA®, HEE AWS loT FleetWise 4|4 . CLI & AWS AP AWS | F3E 0K
FBEF , AWS loT FleetWise €N GBI RS HX AR,

4R AWS loT VARSFZ X AR FleetWise

BToETE AWS loT FleetWise H47% W AWSService RoleForlo TFleet ise [RE X BB, AIEEEZ AN
S| AECENBRSHEXAR AT EERAREN. ERTLUER IAM RES®IHE, AXE
ZER | F5HE (AM BFEE) v RERSHEXAE,

BRERSHEXAE
HMEMERRS X ARERANTERR , REFRER IAM RIRZAE.

@ Note
i REZE M EREIRET AWS IoT FleetWise IEEERZA® |, NMERTRESLAK. REXE
XPER , BES/LomEER, BT #H N[ service-linked-rolei@id 4|4, AWS CLI =%
AWS API ffiBR , ES@ | AM AP ERTNERRSHEXAE,

RIEMERT RS HKRAR  AREEEHCET , MTLE AWS loT FleetWise H5E M —/NIk
. FleetWise &G , AWS loT 2B X NG ZRESHEAXAR,

HET 540 YN KB RG] AWS FleetWise

HINMERAT , ARMNAGTNCIESESH AWS IoT FleetWise BiR. ER TR NAERRHITIRE
RYRXER | IAM EIE R AT BAEIR 1AM KRS
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BT RMAERXLRSE JSON REXHLIEET IAM BHHERE |, 56 (IAM BFiEE) P8
2 IAM K (#2F8 ) o

BX AWS YEXM FleetWiseE X IREMREKE ( B ESHRAFRRENERX ) NEAFER , FSH
(RSENXSE) FleetWise FHY AWS loT #4E, HIFRFMFEMHZEH. ARNs

£

- RMREXE

- A AWS YEXM FleetWise 2% &
- AAFEFEMIB SRR

« i Amazon Timestream F R &R

REERIEREK

ETEMNERBRETEAREULELSHWIKF FEIZE, 7R 5Bk AWS YIBXM FleetWise TR, X
LR ETTRESE AWS IKF F=4E A, SIEREEET SRR | HERBUATERMEN

- JFHAER AWS RE R A RO RENBENR — BEFHOAFPMTERBER TR , #EANTS
FIRAGIRTRRNAWS HEREE, ENEMRNRARITR AWS IKF, FITZVEET E LEXS
BRI AWS ZEFRERBRAE-DBINR. BXESZEE , HZH (IAM AFERE) F/Y
AWS FEEREW TFRAENAWS FEE KK,

- NMARENR : E£EH IAM REERENRE | BEBEFRITESFENNR, Atk , BALUE XL
ERERGTUIUNBERFRRITHERE , S NRKENREFTT, EXEH IAM MANRHNESE
B, BZHRE (IAM AFErE) R IAM F YR B IR

« £/ IAM RKEE PR SRt — SRR VAR AR - 4R LA [ 3R R 7 HN 5 A4Sk PR il 3 R A R R B9 8 o
Bt | AR E R MR RIEELTER SSL RIEFTAEER. NRBSRERBIREN T AE
FARY , Ut A] BAGE A S AF SRR T X BRSSRAERY 5 RI AR AWS BRSS |, Bl CloudFormation, BXE
ZiEE , B2 (AM AFER) S8 IAM JSON KBTS : &t

£/ IAM Access Analyzer B iEER IAM Kl , UBRN R L2 MEMIOEEM : IAM Access
Analyzer 2K IEF REEMIM B KR , LBERBERAS IAM KBEIES (JSON ) M IAM HESE
B, IAM Access Analyzer 2 100 ZTRBEREMTIRENEI , URBEHER S BEEMEN
K, BXREZELE , BH2H (AM AFER) FREA IAM Access Analyzer KiiE KB,

- FRZEHFHRIE (MFA-OR AWS KFENZRFER IAM AFSRAFS , BEA MFA UREZR
2, EEFTIAA AP 2EREE MFA | B MFA X8R MEEHEET, BXxEZER |, 52
# <IAM P8R IR MFA 4RI API 1715,
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BX IAM A SESENESER | B35 (AM AFIERE) F8 IAM R4 8ETE,
£ AWS #BXM FleetWise &4l &

Ei7R AWS YIBX M FleetWise 2% & , BA4THA —ARENR. XENBRLAATFEIIENESH
KH AWS YEXM FleetWise IR IFMES AWS K7, MROIBEAFENRZENRENKRNET
SORRE , N THMT ZREOKME (AFRAe ) | BHaRTERMBPEREZET.

X FARFA AWS CLI 5t AWS API SR, BEFNEREFKEZHFHENR, R , IRFHREH
ZEHHITH API RVEME TEC RV R,

NBRAFMAGDARTUER AWS YIBXM FleetWise 2H| & , EFEEN AWS #IBM FleetWise
ConsoleAccessTReadOnly AWS IEE XM INEIEE, BEXEZEER , BZ5H (IAM AFE
) FE AP RIER.

AFAFESHINE SR

ZORBIGLER T A B R |, SV IAM AP EEM MBI EAS B ONNERANEE R, R
BEEEFE LHERA AWS CLI X AWS API BU4wE 5 TR IRER R

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

]I

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
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iam:ListGroupPolicies",
"iam:ListPolicyVersions",

jam:ListPolicies",
jiam:ListUsers"

]I

"Resource": "*"

518 Amazon Timestream HF &R

EEH AWS YBLM 2 i FleetWise , EATUEMER AWS IKF~. IAM F1 Amazon Timestream &
IR , LA FleetWise ¥ AWS B AWS Cloud R RERHEZEFRBTFEHONR, M , EFE .

« Amazon Timestream $IEE,
« EIBEM Amazon Timestream HIEFERIE R,
« —NIAM £/ , R AWS BN FleetWise 8] Amazon Timestream &% #iE.

EXEZEE , IR R , BSHEELZHN AWS YEM FleetWise 1% &

3t AWS YIBXM FleetWise 5 179 F01 0] 3 17 & b= HEBR
FERUTEERBEEZHFIESEEFER | AWS oT FleetWise 1 IAM B AT 8EB SN AY & 0L 17 &,

£

- RFERIE AWS loT HFIITIRIE FleetWise

- EFEBIHT iam : PassRole

- RBATRIUAHA AWS IKF A EFEE AWS loT FleetWise %R

EINIE AWS loT ARITIRIE FleetWise

MR AWS EEEFE SIFEETRMTEIURE , W4ABRREEREAT R, EERARRERM
BREIEN A

H mateojackson IAM AP ZAEARFIEEFTBEXREM myVehicle RIRNIFMER , BFHRE
iotfleetwise:GetVehicleStatus fXPREY , @R EUT RAIEHIR.
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User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
iotfleetwise:GetVehicleStatus on resource: myVehicle

FEXFIERT , Mateo BRMHEER R EMERRE , LA TFHER
iotfleetwise:GetVehicleStatus EWHE myVehicle &BiRo

R LRI AT iam : PassRole

MRERBEIREE |, BRELNITiam: PassRolegfE , NIAMEFREN KK UA FERTGAGBLE
® 45 AWS loT FleetWiseo

BE AWS S A ERIIAEAGKEAL1ZRS , MTARERMNBSACIRSHEXAR, it
BB A BLEERSINR.

HEZNH IAM AP marymajor= iR fEAEFIETE | AWS oT HIITIRIERN , SHIMUT REIHIR
FleetWise, ER , REAMEBERFACAHER FHNRT ATRITIHIRE, Mary FEERACEKESAR
SR,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXMBERT , BAEFH Mary B KB A F 1T iam: PassRole #®1E,
MREBEEHRE  FHRRENAWS EER, FHNEEBRRRMEERZIEN A
BEATFHRUIB A AWS K- H R FEB AWS loT FleetWise %R

FAatE—1Ae  UEEMKFPHNAFSIEELANARTUERZABKRBRIEHRIR, &7
BIEEWESER , TURAAG., X TXHETRFRA R REHSIXK (ACLs) WIRS , BTN
15 AR IX L5 SR BE [0 ATV IR T 173 (R R BY B R A A PR o

ETHREZER , BZRAUATHRE :

« ETHE AWS loT 2% FleetWise XX LEThEE | BESFEAWS YBR[ FleetWise 5 IAM Bl & fE
il

« ETHRIMIEMNERENGERENIFENE AWS IKF |, 56 IAM AP EETRHEEEE AWS
K S —1 IAM B PR R AR,

- ETHRNMAMEE=FRAFENFZRNIFRIE AWS IKF | ESE IAM AFREETHNEE =52
HiFER. AWS Ik
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- ETHRIMAIBEESHRESRITRATRNR , 28 (IAM AFERE) PRALEHARS HRIER
AP (BHRERIE ) REHRNR,

- ETHEAACNETRRNRBHTERSHRZENES , H36 (AM AFER) B8 IAM
o Y S K P BR 5 ]

AWS YIEX ¥ FleetWise API EEF'RBESZE

HEER IAM SRR ER R RNRN , BRUERATRENSE, ZRIIETE FleetWise |
AWS oT API, ERELAER FHRATIRENFRNVMERIRE , BAURER BN ER TR AWS &R,

EREEH Action FERHPIEERME , HEKEMN Resource FERFIEERFE. BEETERE , &6
Fiotfleetwise: BIBRFIRIERF, Bl iotfleetwise:CreateSignalCatalog,

BEl , AWS IoT FleetWise X#FATBRIE, BRMFMHE,

ERRFIREERENHERED.

AWS #JEx ™ FIT %5 B9 A PR R

FleetWise 173

AssociateVehicleFleet iotfleetwise : Assoc arn:: iotfleetwise::: fleet/ partition region
iateVehicleFleet account_id fleet-id

arn:: iotfleetwise::: vehicle/ partition
region account_id vehicle-id

CreateCampaign iotfleetwise : Creat arn:: iotfleetwise::: partition campaign/
eCampaign region account_id campaign-name

arn:: iotfleetwise::: partition signal-catalog/
region account_id name

arn:: iotfleetwise::: vehicle/ partition
region account_id vehicle-id

arn:: iotfleetwise::: fleet/ partition region
account_id fleet-id
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FRARER

AWS ¥1BX M
FleetWise 173

CreateDecoderManif

est

CreateFleet

CreateModelManifest

CreateSignalCatalog

CreateStateTemplate

CreateVehicle

R R R

iotfleetwise : Creat
eDecoderManifest

iotfleetwise : Creat
eFleet

iotfleetwise : Creat
eModelManifest

iotfleetwise : Creat
eSignalCatalog

iotfleetwise : Creat
eStateTemplate

iotfleetwise : Creat
eVehicle

RIR

arn:: iotfleetwise::: partition decoder-m
anifest/ region account_id name

arn:: iotfleetwise::: model-m partition
anifest/ region account_id name

arn:: iotfleetwise::: fleet/ partition region
account_id fleet-id

arn:: iotfleetwise::: partition signal-catalog/
region account_id name

arn:: iotfleetwise::: model-m partition
anifest/ region account_id name

arn:: iotfleetwise::: partition signal-catalog/
region account_id name

arn:: iotfleetwise::: partition signal-catalog/
region account_id name

arn:: iotfleetwise::: state-partition
template/ region account_id state-tem
plate-id

arn:: iotfleetwise::: partition signal-catalog/
region account_id name

arn:: iotfleetwise::: vehicle/ partition
region account_id vehicle-id

arn:: iotfleetwise::: model-m partition
anifest/ region account_id name

arn:: iotfleetwise::: partition decoder-m
anifest/ region account_id name
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FRARER
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BatchCreateVehicle

DeleteCampaign

DeleteDecoderManif

est

DeleteFleet

DeleteModelManifest

DeleteSignalCatalog

DeleteStateTemplate

DeleteVehicle

DisassociateVehicl
eFleet

R R R

iotfleetwise : Creat
eVehicle

iotfleetwise : Delet
eCampaign

iotfleetwise : Delet
eDecoderManifest

iotfleetwise : Delet
eFleet

iotfleetwise : Delet
eModelManifest

iotfleetwise : Delet
eSignalCatalog

iotfleetwise : Delet
eStateTemplate

iotfleetwise : Delet
eVehicle

iotfleetwise : Disas
sociateVehicleFleet

RIR

arn:: iotfleetwise::: vehicle/ partition
region account_id vehicle-id

arn:: iotfleetwise::: model-m partition
anifest/ region account_id name

arn:: iotfleetwise::: partition decoder-m
anifest/ region account_id name

arn:: iotfleetwise::: partition campaign/
region account_id campaign-name

arn:: iotfleetwise::: partition decoder-m
anifest/ region account_id name

arn:: iotfleetwise::: fleet/ partition region
account_id fleet-id

arn:: iotfleetwise::: partition decoder-m
anifest/ region account_id name

arn:: iotfleetwise::: partition signal-catalog/
region account_id name

arn:: iotfleetwise::: state-partition
template/ region account_id state-tem
plate-id

arn:: iotfleetwise::: vehicle/ partition
region account_id vehicle-id

arn:: iotfleetwise::: vehicle/ partition
region account_id vehicle-id

arn:: iotfleetwise::: fleet/ partition region
account_id fleet-id
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FleetWise 173

GetCampaign

GetDecoderManifest

GetEncryptionConfi

guration

GetFleet

GetLoggingOptions

GetModelManifest

GetRegisterAccount

Status

GetSignalCatalog

GetStateTemplate

GetVenhicle

GetVehicleStatus

ImportDecoderManif
est

R R R

iotfleetwise : GetCa
mpaign

iotfleetwise : GetDe
coderManifest

iotfleetwise : GetEn
cryptionConfiguration

iotfleetwise : GetFleet

iotfleetwise : GetlLo
ggingOptions

iotfleetwise : GetMo
delManifest

iotfleetwise : GetRe
gisterAccountStatus

iotfleetwise : GetSi
gnalCatalog

iotfleetwise : GetSt
ateTemplate

iotfleetwise : GetVe
hicle

iotfleetwise : GetVe
hicleStatus

iotfleetwise : Impor
tDecoderManifest

RIR

arn:: iotfleetwise::: partition campaign/
region account_id campaign-name

arn:: iotfleetwise::: partition decoder-m
anifest/ region account_id name

arn:: iotfleetwise::: fleet/ partition region
account_id fleet-id

arn:: iotfleetwise::: model-m partition
anifest/ region account_id name

arn:: iotfleetwise::: partition signal-catalog/
region account_id name

arn:: iotfleetwise::: state-partition
template/ region account_id state-tem
plate-id

arn:: iotfleetwise::: vehicle/ partition
region account_id vehicle-id

arn:: iotfleetwise::: vehicle/ partition
region account_id vehicle-id

arn:: iotfleetwise::: partition decoder-m
anifest/ region account_id name
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FRARER

AWS ¥Bx N
FleetWise 1T73h
ImportSignalCatalog

ListCampaigns

ListDecoderManifes
tNetworkInterfaces

ListDecoderManifests

ListDecoderManifes
tSignals

ListFleets

ListFleetsForVehicle

ListModelManifestN
odes

ListModelManifests

ListSignalCatalogN
odes

ListSignalCatalogs

R R R

iotfleetwise : Impor
tSignalCatalog

iotfleetwise : ListC
ampaigns

iotfleetwise : ListD
ecoderManifestNetw
orkinterfaces

iotfleetwise : ListD
ecoderManifests

iotfleetwise : ListD
ecoderManifestSign
als

iotfleetwise : ListF
leets

iotfleetwise : ListF
leetsForVehicle

iotfleetwise : ListM
odelManifestNodes

iotfleetwise : ListM
odelManifests

iotfleetwise : ListS
ignalCatalogNodes

iotfleetwise : ListS
ignalCatalogs

RIR

arn:: iotfleetwise::: partition signal-catalog/

region account_id name

arn:: iotfleetwise::: partition decoder-m
anifest/ region account_id name

arn:: iotfleetwise::: partition decoder-m
anifest/ region account_id name

arn:: iotfleetwise::: vehicle/ partition
region account_id vehicle-id

arn:: iotfleetwise::: model-m partition
anifest/ region account_id name

arn:: iotfleetwise::: partition signal-catalog/

region account_id name
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AWS #JEx M FrERI R BB
FleetWise 173

ListStateTemplates iotfleetwise : ListS
tateTemplates

ListVehicles iotfleetwise : ListV
ehicles
ListVehiclesInFleet iotfleetwise : ListV arn:: iotfleetwise::: fleet/ partition region
ehiclesInFleet account_id fleet-id
ListTagsForResource iotfleetwise : ListT arn:: iotfleetwise::: partition signal-catalog/
agsForResource region account_id name
arn:: iotfleetwise::: model-m partition
anifest/ region account_id name
arn:: iotfleetwise::: partition decoder-m
anifest/ region account_id name
arn:: iotfleetwise::: vehicle/ partition
region account_id vehicle-id
arn:: iotfleetwise::: fleet/ partition region
account_id fleet-id
arn:: iotfleetwise::: partition campaign/
region account_id campaign-name
arn:: iotfleetwise::: state-partition
template/ region account_id state-tem
plate-id
PutEncryptionConfi iotfleetwise : PutEn
guration cryptionConfiguration
PutLoggingOptions iotfleetwise : PutLo
ggingOptions
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AWS #)Ex M FIT & HY A PR TR

FleetWise 173

RegisterAccount iotfleetwise : Regis
terAccount

TagResource iotfleetwise : TagRe arn:: iotfleetwise::: partition signal-catalog/
source region account_id name

arn:: iotfleetwise::: model-m partition
anifest/ region account_id name

arn:: iotfleetwise::: partition decoder-m
anifest/ region account_id name

arn:: iotfleetwise::: vehicle/ partition
region account_id vehicle-id

arn:: iotfleetwise::: fleet/ partition region
account_id fleet-id

arn:: iotfleetwise::: partition campaign/
region account_id campaign-name

arn:: iotfleetwise::: state-partition
template/ region account_id state-tem
plate-id
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FleetWise 173

UntagResource iotfleetwise : Untag arn:: iotfleetwise::: partition signal-catalog/
Resource region account_id name

arn:: iotfleetwise::: model-m partition
anifest/ region account_id name

arn:: iotfleetwise::: partition decoder-m
anifest/ region account_id name

arn:: iotfleetwise::: vehicle/ partition
region account_id vehicle-id

arn:: iotfleetwise::: fleet/ partition region
account_id fleet-id

arn:: iotfleetwise::: partition campaign/
region account_id campaign-name

arn:: iotfleetwise::: state-partition
template/ region account_id state-tem

plate-id
UpdateCampaign iotfleetwise : Updat arn:: iotfleetwise::: partition campaign/
eCampaign region account_id campaign-name
UpdateDecoderManif iotfleetwise : Updat arn:: iotfleetwise::: partition decoder-m
est eDecoderManifest anifest/ region account_id name
UpdateFleet iotfleetwise : Updat arn:: iotfleetwise::: fleet/ partition region
eFleet account_id fleet-id
UpdateModelManifest  iotfleetwise : Updat arn:: iotfleetwise::: model-m partition
eModelManifest anifest/ region account_id name
UpdateSignalCatalog iotfleetwise : Updat arn:: iotfleetwise::: partition signal-catalog/
eSignalCatalog region account_id name
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FRARER

AWS ¥1BX M
FleetWise 173

UpdateStateTemplate

UpdateVehicle

BatchUpdateVehicle

R R R

iotfleetwise : Updat
eStateTemplate

iotfleetwise : Updat
eVehicle

iotfleetwise : Updat
eVehicle

RIR

arn:: iotfleetwise::: state-partition
template/ region account_id state-tem
plate-id

arn:: iotfleetwise::: vehicle/ partition
region account_id vehicle-id

arn:: iotfleetwise::: model-m partition
anifest/ region account_id name

arn:: iotfleetwise::: partition decoder-m
anifest/ region account_id name

arn:: iotfleetwise::: vehicle/ partition
region account_id vehicle-id

arn:: iotfleetwise::: model-m partition
anifest/ region account_id name

arn:: iotfleetwise::: partition decoder-m
anifest/ region account_id name

AWS AWS loT VI E R E T FleetWise

BE FleetWise BiZBRSHBRERXLEERLAR AWS loT AWS HEXRBEHFNIFAEE. EFRINE
XN TTEEERN BENIZEE | 157 AWS loT FleetWise XA FicEF TN E LT RSS 1£E,

AWSloTFleetwiseServiceRolePolicy

LEBEE Ao iF AWS loT FleetWise CloudWatch £

NS BY, &k =t

RERBENR
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B HiR HH

AWSIoTFle BRTIBEMAWS/IoTFleetWise aBRZEREIMNPE 2025%F 6 A 13 H
etwiseSer S\, &8 HNT [ AWS/Usage &% 2881 % 4 £ B

viceRoleP BREBRIBR

olicy : XNIBEXKEE

M EF

AWSIoTFle AWS loT FleetWise EFF RIRERRZBENTE, 2022F 9 A 27 H
etwiseSer

viceRoleP

olicy — AWS loT

FleetWise FF 1R R EREE

X

AWS Y1 S H I IUE FleetWise

(@ Note
AWS YIEXM FleetWise N EAEAIE AWS M itXIKSEE M.

ETHREBTRESAIURAEE , BSHAWS RS “REAIT KK DHEE"" , REEFEHERN
BHEMITR. AWS RS AX—KREE , BSHAWS &M HAWS,

BRI LMERATEE=SFitikE AWS Artifacte BXREZEER |, BESRPM “THIRE” F/ “AWS
Artifact,

EHEMEA AWS RS TN S TAEBUR T ENHRENHRBME, RLTANENBRUARERNERNE
M. AXREBEEANNENATENESFEE AWS RS , FSRAWS L&,

AWS YIEx M B934 FleetWise

AWS £k EfRERE S AWS XEEMTAXMEN, SXBRUESANEYE Iy BRENTA
X, XEAAXRBLERE, FHESETRUESNNEZEZE—E, MATARX , BELUgiTMRE
EUARXZ ALt ESNBEXBONAERFNBREE. SEENENSISIEEROEMIZE
M, TAXEEESNATAY. REEINTT EM.
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BXAWS XEMAAXMNESEE , BSRHAWS £REM R,

® Note

AWS ¥BX P4 Y B3R 17 6% FleetWise £ % Timestream $IEES . Timestream X%
BEIEM AWS TRHXHXE, B2 , BRI LAEA Timestream SDK R EEHCHNARFXRE
WHEHFERTFIEERN B .

A X Amazon Timestream BWE Z{E LR , {5 Amazon Timestream FF & A A 1EF,

Amazon Timestream FEL A#X ( £3X ) Xigi#H,

AWS Y1EBx M Y B R iR R £ FleetWise

ER—TRERS , AWS ¥EN FleetWise Z ) AWS £EMNEZZ WA, BX AWS TR
Rufa AWS RIFERZRAOER , BZHAWS =% %, EfAEMIEELZ SN RESERIRITERN
AWS IR | IS8 S AWS ecurity Pillar Well-Architected Fram ework A B9 E A% HE R o

&R LAER AWS EXRH AP T8/ FleetWise B M5 R AWS MIEXM, B RS ZIFUL TR

<

=

- RREREMDI (TLS ) . BINEREH TLS 1.2, BIWUEA TLS 1.3,

- EERLMAERE (PFS) WHRIBEH , N DHE ( 8T Diffie-Hellman ) 8 ECDHE ( I B4 [ b
¢ Diffie-Hellman ) o AZHIARE (W0 Java7 RESRA ) X IFXLEER,

1T LAMAE IR &4 B I FIX L2 API $824E | 1B 2 AWS loT FleetWise BSE X ZHE TR R HRIFH |
HAage@FBE TR IP MRS, EE ] LAER AWS Y1EXM FleetWise 5 BE 12 %Ik B 45 E L
O#HEMIEST (Amazon VPC ) KT RBRFELHT SMGR VPCs, EfRLE | XATLUEXATE
AWS #1Ex M FleetWise BRI M &G B 5 AWS MEFRHEE VPC REFF XK,

ES ]
* FleetWise Bid# 0O VPC KimT Sk El AWS B M

FleetWise B3 # 0 VPC LimT RIEEE AWS Bk M

BRI LAERERFAE = (VPC) Private Cloud FEY#20 VPC “&im T & (AWS Privatelink) [E1ZiE# 2
AWS ¥ FleetWise Bk , M~ X%i@Eid BEM# TiER. HEBFEAED VPC LinT [it , & FleetWise
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9 VPC 1 AWS ¥IBX M 2RI BE T £ & AWS MER#H1T. 84 VPC Kin T R &l — NS E M
&3O (ENIs) =R , EFAE IP shautfy F4&& VPC FRH,

¥ 0O VPC Kin T L8 VPC BEIEEHEREE| AWS 1B , FleetWise TEEEMMx., NAT 1%
% . VPN Direct Connect iEEHiERE, £ VPC FHEHIFTEEANE IP it 5 AWS Bk
FleetWise API @&,

= FleetWise B &M VPC EH AWS ¥BXF , BABM VPC MRS 1TIER , REEH AWS
Virtual Private Network (VPN) S &Y FAE M &£ E| VPC Direct Connect, B3 Amazon VPN
WIEE , 2 (Amazon Virtual Private Cloud FIF 8/ $ 8 VPN iE#E, BXEE AWS Direct
Connect , 2 (Direct Connect A {5RE) I BIEERE,

& T L ME A AWS #24] A 5 AWS Command Line Interface (AWS CLI) fn S 8122 A FiE# AWS ¥Ek X
FleetWise f9#0 VPC KT K. BXEZEE , BZHALEE RS,

BIBEO VPCARTRE , MREHZAWT LB AFAE DNS 417 , MBRIA AWS loT Km0
AT R IZH VPC FleetWise LigT =, AWS loT FleetWise HIERIABRES B Him S XAUTHER.

iotfleetwise.Region.amazonaws.com

WMRERERAHMEA DNS 4% , Amazon VPC FRMA —MNEWLERAA DNS Im_E&H , AW T,

VPCE_ID.iotfleetwise.Region.vpce.amazonaws.com

BEXEZER , 52K (Amazon VPC AAF1ERM) FMED VPC ixn = (AWS PrivateLink),

AWS YJEXP FleetWise XIFELM VPC RIERAEMAE API £k,

BRI LUK VPC i L SRBEHE IR VPC dw s , LA IAM ZEREARHRINER, BEAFLEe24HE VPC
AKX LERENERENFEMELR (M P usel ) #E A EMELiERE, BXESER
BS AR VPC i SR HI3 RS B 1 18] o

(® Note

AWS #JEX M FleetWise XTI RAMMEKRERN VPC KigT R, BXBREFLET KNG
B, BEZSHEAWS YEM FleetWise &1 2 FHELE

N AWS ¥Ex M A2 VPC Lim T KRB FleetWise

AT LA AWS PIEBXMEY Amazon VPC L ixT R BIZE KL FleetWise , MIEEEUTHA :
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AWS #JBX M FleetWise FRARIER
o ALARARERITIRIEMN E4F
- AT R THITHIRYE

BXREZER , H5H (Amazon VPC AIFHER) HRIEER VPC ik L2 X AR ST B U5 [F]

Example— {E4XK B E AWS Ik FIFFE G R BY VPC LKin T SRS

BUF VPC i1 RERREIEL R XL I T SAY AWS K7 12345678901 278 APl M.

{
"Statement": [

{
"Action": "*",
"Effect": "Allow",
"Resource": "*",
"Principal": "*"

1,

{
"Action": "*",
"Effect": "Deny",
"Resource": "*",
"Principal": {

"AWS": [
"123456789012"
]

}

}

]
}

Example : X 2iF VPC HRIIEER IAM Z3EA ( AP ) B9 VPC in KR

BLUF VPC 4imT RERBEX A AWS K 11 juan®F MR FRE XL HENPR123456789012, ©1E
A HAb IAM 4R R R

{
"Statement": [
{
"Action": "*",
"Effect": "Allow",
"Resource": "*",

FleetWise B #: 0 VPC L im 15 sUEEE AWS Bk M 300


https://docs.aws.amazon.com/vpc/latest/userguide/vpc-endpoints-access.html

AWS #1EX M FleetWise FEANGIER

"Principal": {
"AWS": [
"arn:aws:iam::123456789012:usexr/1ijuan"
]

]

Example— AT AWS #1BxM FleetWise /M VPC KinTi R K&

T2 AWS ¥ Bx ML T S KN RO FleetWise, MiEERLKiHT Aat , WEKETF IAM AFiH
B fleetWise B HE AWS YIEBXM FleetWise R/ERIFE AWS K 123456789012,

"Statement": [
{
"Principal": {
"AWS": [
"arn:aws:iam::123456789012:user/fleetWise"
},

"Resource": "*",

"Effect": "Allow",

"Action": [
"iotfleetwise:ListFleets",
"iotfleetwise:ListCampaigns",
"iotfleetwise:CreateVehicle",

AWS #)Bx W e 1Y Bic B M e 20 AT FleetWise

loT IMERIRER AEEETE YR, KEFEABEBEVESHNRZTAN, XEFESBRBREESR
BERZ WS, A BT RFNUERD, AFNFEDIEEERR , RMRS 7 EREARS LM
EMEMTANRLIENER, RELEEAERCARINEG, XERNZEYHENIRE (2
7 AWS ¥IBR M FleetWise WM EHIENFH ) BARENERSI DM BR , ESRERF ENESERE
Mo

BLEM IT 2FHBE (RNWEF, ) #£E AWS iR, BXEZER , FSARE AWS HIEEE,
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AWS B % £ & {£3XE FleetWise

AWS ¥IEXM FleetWise R T Z L2 EE , HEEHENXEECHNLZLREITER, UTHESX
BE-MAN  ATKRRZENREHBRAIR, FEREXBTRTESENHESITHELENIIRE
R, BREANEANZREEMAZEHE.

BTMZLM, AWS 0T H2H (AWS loT FRARIER) AWS loT Coref i 22 Bk Rk
BT ] e Y B R AR

BEE IAM AERERARKIENXEE , ERFIERSEN, 7 IAM REEFHRHEIX Action  Resource
BMER * BE/SF,. MEREEWENBE R TERE—HAERNEBENTR. BXFENBEMEMEREHRE
SSRNEZER | 551 the section called “FKHERESSE",

TEIEFRBRER

BRZZEIERFTUEMEMNASZHBEE (PIl), BWESHEUTREETE

- FPEERZBMPEABBRES
- BEZEBAM IDs AWS ¥IEN FleetWise HRPEAMBEE , SIME FR5, BEHFBFLE. &

MBSHESBERZRHERMER IDs BB FERABRBER,
AWS CloudTrail B T&F& API BAA$i8x%

B LEEF RSN 1T FleetWise B9 | AWS oT API BAMALIEE , UHTEZ Lo NIRER
FEHER, EEUWERENIKF##1T FleetWise B9 | AWS oT APl AN S i12% , RE CloudTrail &
FRENA AWS ERRGHIA, BXEZEELR , 55/ the section called “CloudTrail B&",

IR F ARG

BFSLHRENIRZ L BERARTE. X509 iIEHEAZIH B BMtE, RE LR HATRIERS SR
EBHRENERY. RENHAERKE—RNAGHARE , REB WIS KE,

BXREZER , H5H (AWS loT Core TR A RIEE) FRREFIRR A #E D &ESKEK,

REeEFERK 302
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53 AWS Y18 FleetWise

s 244 AWS loT FleetWise FE b AWS iR AR AT TN, ATAMMEENEEARIBD .
AWS EBELITIEETE | ATIAM AWS loT FleetWise, R& A HEE Y et B3I XEUIER

« Amazon 2358} CloudWatchi5 2 &/ AWS BIRMZIZIT AWS N ARERF. B SUKENRERTE
¥R, SR BEENHESER , URIREBIRATEERA D EEEN R ENB NS SRR, i,
& A LA CloudWatch ERERIEHY Amazon EC2 EHIH) CPU ARG HMIENR , A EZEN B3B3
W=, BXREZEE , HSH Amazon CloudWatch A F 5/,

 Amazon CloudWatch Logs ATA T2, F#MiAERE Amazon EC2 EAIME RIEHN B &
#, CloudTrail CloudWatch BET UMM B EXHHRHEE , HEXZBERENEHNR, EET
DESEHEAME#RPIRRECHBERIE. BXEZEER |, S M Amazon CloudWatch HEHF 15
o

« AWS CloudTrail #HIRBEEMN AWS IKF & HER R ZKF & H AP BAMMBEXESH, RAETEAR

B XA FEBIEER Amazon S3 FE @, BATLURBIERLE - Mtk 3% $7 7 BiF AWS, X HF
MYEYR IP shut AR FEILE AW EtEl, BXEZER |, 55 AWS CloudTrail {FFIERM) .

FleetWise {£FH Amazon 5312 AWS #ExM CloudWatch

/A Important

B HIxX FE L AWS ¥BXM FleetWise hEERITHRIZ RIPREI, BREZELR |, H5H AWS AWS
YIBX R Y (X 33 FN S BE AT A FleetWiseo

Amazon CloudWatch 18fr 2 SR8 AWS BRIERERIMH —FE R, AWS ¥EM FleetWise 15
PRRIEZE CloudWatch, EBAILAER AWS BB 4|4 AWS CLI, = API 5l AWS ¥1BxM FleetWise
KIEZ|IMEFR CloudWatch, BXEZEE |, 5% Amazon CloudWatch FAF1E®.

/A Important

B EBIRE , LME AWS loT FleetWise AT LA A H &% 1EHF CloudWatch, BEXEZEEL
BZH BESRK AWS YEXM FleetWise iR iE,

AWS/IoTFleetWise #h & ZEH BIELL T ¥R,
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AWS #EX™ FleetWise FEANGIER

BES5ER

E¥R 15 B3

lllegalMessageFromEdge MNERBEEHE AWS YBRNERPEESER
HI#E X FleetWise T ITHL,
BT T
4% : None
BREITEEE : Sum

MessageThrottled MNEREIEE| AWS YIBx MY E B FleetWise 3%
ZFIBRFl, XERANELTXERNALKFF , &
2B HRF R
BT TR
4% : None
BREITEEE : Sum

ModelingError MNEREIEHBE AWS ¥EREZWRHEE
FleetWise @& LA B EFERE I HTRIENE
S
BAT TR
R~ : ModelName, StateTemplateName
( Al ) . SignalCatalogName ( AJi% )

DecodingError MNEREIEH B AWS ¥EREZKRHEE
FleetWise @& L EBIEFE RN BB TR IT
BBNES.
BT IR

R~ : DecoderName

BEREITEHIE - Sum
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1R 52 B

MessageSizeLimitExceeded MERRIEE AWS YIEXMAYE 2 FleetWise 1
EZF. ZRANEGEE 7 Ha XK izk &
KB EIRSBRH,

B4 iR
4 : None
BMSEITBE : Sum

CallCount EEENBRABKNEERE.
B4R
4 : K ID

CheckInThrottled AR E AWS PIBR RS M IR B AL F 42

FleetWise ZZIfR%l, XREANEEILTHXE
B H %K P B BR S5 R

BT iR
R : VehicleName
BEREITEHIE - Sum

VehicleAttributeNotFound FleetWise TR EMNERBERFEENE
A EFEH AWS YIEBRIZWHYEE .

B HE

R~ J"&EEBF (k). stateTemp
lateName ( AIi%& ) . FHAER

BEREITTEHIE - Sum
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FRER

1R 52 B

VehicleNotFound AWS #1Bx W ZIH 58 B FleetWise , EFZEH
KA,

B4 iR
4 : None
BMSEITBE : Sum

TE ISR

B 5% 88

PayloadSize M AWS #1EX R FleetWise &% 2| E S 1Y
Ko
BT iR
R~ : VehicleName., ResourceTypes
( StateTemplates, J-& %%, DecoderMa
nifest )

PayloadSizeLimitExceeded M AWS BRI % 3% FleetWise B = H BB
o7 HaXEPZK R EREBRS R
o
B iR

R~ : VehicleName

BEREITEHIE - Sum
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FRARER

SEBIEPR
1R

Campaigninvalid

CampaignNotFound

RSERIEFR
EiR

NoStateTemplatesAssociated

&S BIRE B ARIE AR
1R

TimestreamWriteError

ik

MNEFREEFHE AWS VB MEZWAHIEE
FleetWise , EFEZI X,

By it
R~ : CampaignName
BEMEITEAE : Sum

MNERKIEFH B AWS YIB N EIE E S
FleetWise , EFEZI AR,

B ITE
R : CampaignName

BREITHAE : Sum

oL

MR R IEH B AWS YBR RIS 2
FleetWise , HHURBRSEREEWHRER,

BT T
BEMGITEE - Sum

oL

AWS ¥JEX M FleetWise To3E 15K B E AV H R

B AL G# Timestream &,

fE A Y4#E CloudWatch
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FRARER

1R

S3 WriteError

S3 ReadError

BEFEEN AWS KMS X E1E4R
EiR

KMSKeyAccessDenied

15 88

BAT TR

R~ : DatabaseName , TableName
BRETEHYE © Sum

AWS ¥IBX ™ FleetWise To3EFFEEMNERE A
I 5% a8 F465 BRSS (Amazon S3) & i@

By it
R~ : BucketName
BEREITTEIE - Sum

AWS #1BX M FleetWise ToiE ML S b 8] B 17 4k
BR% (Amazon S3) 77 Y = R IR R
=4,

BT iR
R~ : BucketName

BREITHAE : Sum

oL

AWS HF AWS KMS Z34A 15 (A #E 1B 48 45 1=
, YIBX ™ FleetWise TEHENERE A
Timestream &3 Amazon S3 Fi&#@.

BT I
R~ : [@ KMSKey E
BREITEIE - Sum

fE A Y4#E CloudWatch
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FleetWise 8 Amazon CloudWatch B &Y= AWS YEx M

/A Important

B B X KL AWS #IBX M FleetWise ZhaEM AR Z ZIRE, BXEZER |, 55 AWS AWS
Bk A B9 X 13 M hBE 7] Al M FleetWise,

Ama CloudWatch zon Logs @R8N RRERPRXENSEH , HE H::'ﬂﬁ'cﬂllﬂ%ﬂﬂﬂmﬁé‘@o mREKE
Bk, AR B EX UM EXREGAESHNER, BEXEZEER , B2 Amazon CloudWatch H
ERPEE,

1£ CloudWatch #Z2#| B F&EF AWS loT FleetWise BHE

/A Important
1 CloudWatch &l & &EE AWS loT FleetWise HEA 28I , FHEERFEUTRYE :

o BB A AWS VB EXINEE FleetWise. BXHERRENEZER , BSHEEE AWS ¥
EX™ FleetWise H&,

- BE£E AWS loT #EEANBESRE,

1£ CloudWatch 24l & h&EEFEE AWS loT FleetWise A&

$TFF CloudWatch 2%l &

ESMBEERSD , frOXNERAEMBEL,

EFRAERH BEA,

ERERBEA, BREEINENKSERN AESEHNTEIIX,
EREFEARAEEENAERHAERAEREIF ERROR MAFE B,

o &M 0 bh =

BUA L EMRESHREZEPHATA, HlI, SIS HRITUTERE

{ $.logLevel = "ERROR" }

BROUBFERHREXNNESZEE , HS Amazon L CloudWatch ogs A F 1558 H 1Y i 1% Sk A 4R
NiBEo

f# A CloudWatch A& {Tis#z 309
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Example H#ES% B

{
"accountId": "123456789012",
"vehicleName": "test-vehicle",
"message": "Unrecognized signal ID",

"eventType": "MODELING_ERROR",
"logLevel": "ERROR",
"timestamp": 1685743214239,

"campaignName": "test-campaign",
"signalCatalogName": "test-catalog",
"signalld": 10242
}
EEBHxR
EfRE

MODELING_ERROR

ILLEGAL_MESSAGE_FROM_EDGE

DECODING_ERROR

oL

MR &% FH B AWS Y8k P2 UL H B
FleetWise @& LA B BEEHER FHTRIEMNE

=
o

B 1% : VehicleName, CampaignName ( A
1% ) . signalCatalogName, signallD ( A
1% ) . signalValue ( Ali& ) . M signalVal
ueRange in ( /]2 ) . signalValueRange
Max ( AJi& ) . ( AJik ) . signallds,
modelManifestName stateTemplateName

MNEREEFHBE AWS YEXRZR N EESER
KR FleetWise FITE,

B FWEMR. KEBH,. signalCat

alogName

MR RIE B AWS PIER M IR H 5
FleetWise @8 X EZRBEMMN BDRFBRHT
BREBRES.

1£ CloudWatch ##|&H&EFH AWS loT FleetWise HZE
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SR B

1 : campaignName, signalCatalogName,
decoderManifestName., ( A& ) sig
nalName, ( A% ) s3uri

MESSAGE_TTLEDED MERRIEE AWS YIEXF B E B FleetWise 3
FRE, IRRANELXBRANEIKSF | &
B8 HARSSBR &,

B UK/ ID, WA, HE. BARE,
BE% 5. BSRES

B HH B RN RS MEFRIEF B AWS YEBR REIKHYE S
FleetWise HB13 7 8 B ARSS R HIAY &R R K/,

B P ID, EREWR

CHECKIN_THROTTLED ZERRE AWS ¥BR R Rk Y 70 B B A F 42
FleetWise ZZIfR%l, XREANEEISFHXE
B H K P B AR S5 R o

B EWHEWN

AEKEEHES FleetWise A ERIEEN EFHBIUERFENE
W& AWS WX IR E R

Bt : CampaignName ( A% ) . stateTemp
lateName ( A[i& ) . VehicleName, vehicleAt
tributeNames

EHBHARD
E JE S L
VEHICLE_NOT_FOUND AWS #1Bx UL EIHY E B, FleetWise , HF Z5H

*%uo
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EHRE

HESEMHRE

EHRE
ST A B AR KD R

B EHRE
EHRE

CAMPAIGN_NOT_FOUND

CAMPAIGN_INVALID

B IE B RS R E
SR

TIMESTREAM_WRITE_ERROR

L
B ERBWHR. EHEN (FE) .,
stateTemplateName ( AJi%& )

L

M AWS ¥IBR M & 3% FleetWise EIZHRYE S i@
BT H&RRKRNIRSRE,

B EWEN, FEIEHR (L),
stateTemplateName ( Al )

L

M KX FH B AWS Y18k R IZULHY E B
FleetWise , EF5EZ KA,

Bt : vehicleName ( AJi%& ) . campaignName

MEREZIEFHEH AWS VB MIZUWRATEE
FleetWise , EFEFN T,

Bt : vehicleName ( AJi& ) . campaignName

oL

AWS YIBXM FleetWise To3E 5K B E R HE R
B AT L% Timestream &Ko

B EWEH. HE&BFH. . timestrea

mDatabaseName timestreamTableName

1£ CloudWatch ##|&H&EFH AWS loT FleetWise HZE

312



AWS #EX™ FleetWise

FRARER

EHRE

S3_WRITE_ERROR

S3_READ_ERROR

RERIREHRE
SR
REFFPRSER

EFEEN AWS KMS BHAEHXR
EfrRE

KMS_KEY_ACCESS_DENIED

Bt

FiE CloudWatch BEXBEHEZEUTEM :

ik

AWS ¥IBX M FleetWise &R EEMNERE A
U 5 7 8] 22 776 BR S5 (Amazon S3) & o

B : campaignName, destinationName

AWS ¥IBXM FleetWise To3E ML I i2h 5] B2 17 4%
BR%5 (Amazon S3) F M I EH PSRBT R
F4,

B : campaignName, destinationName

oL

MR &% FH B AWS Y8k P2 UL H B
FleetWise , E A RZASE A &,

B EWEN (k) , stateTemp

lateName

L

AWS BT AWS KMS 24815 B #1445 iR
, YIBX ™ FleetWise TEFHEMNEREA
Timestream &R3X Amazon S3 Fi&#@.

B . kmsKeyld ( AJi% ) . resourceArn ( A
iE )

1£ CloudWatch ##|&H&EFH AWS loT FleetWise HZE
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accountld

REY AWS K= &4,
eventType

ENHERBAENEHFRE, EHRENERRTERAETRZRENENH. FMATKEERERRSE

ZAEEKEW eventType H{E-

logLevel

FEEANBERA. BXRESZER , HZ5H (AWS loT Core FRARIEFE) HHEERH,

message

BEAXBENELKFESE.

timestamp

AWS B FleetWise 4:3 B AL T EW R HE.

CIpvid=4

CloudWatch BESK B JLLEARBEUTEY , E4AER TeventType :

decoderManifestName

BEESHRBRBERLEN,

destinationName

LEWBIFEE RV AR, Bl Amazon S3 1Z& 1% & o

campaignName

L] SR I

signalCatalogName

BEEENESBEREN.
signalld

HIRIESH 1D,

signallds

HIR{ES 5% IDs,
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signalName

EENAER.
signalTimestampEpochz &

HIRESHEE.

signalValue

BIRESHE,
signalValueRange D T Hf

HIRESHRAER,

signalValueRange&z/)»

HIRESHNRIER,

s3URI

ZiE B & Amazon lon X4 # Amazon S3 M —FrIR AT,

timestreamDatabaseName

Timestream FIBEM B o

timestreamTableName

Timestream &R & o

vehicleName

BB Mo

vehicleAttributeNames

BB EREER IR,

BLiE AWS #JBX M FleetWise BHE

AT LURF AWS loT FleetWise B EIELXIXF] CloudWatch BE4H, CloudWatch 2158 AWS BN
FleetWise oA B RBEEWAER , BETLRET M, flm , XMNRBEAEEE TEESIRIHE
EFIHEIRMS BN . BLWBEMEIRVBA , SME R LORBIFN 2 6 73,
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IR — N HEA CloudWatch , ARG F 8EM &% CloudWatch BE., EHAE AWS ¥1ExRAEREH
Mk M X g #L & B 4 FleetWise, Tj‘: AWS loT & /38 A& FXINBERT FleetWise , HFIRMEBAEELEEZR. B
BABEFRIEEE , AWS loT &/ BELL CloudWatch B ERH R FleetWise 4% FEEBEA,

& A LATE CloudWatch ?“%UA¢¥EM AWS loT K% FleetWise B B EEIE, BX<EE CloudWatch
BEEANEFEAEHENESES  BSREAEESE, BXNAWS REREAENEZELR , F5
% Amazon Logs A F 38R EY[E) CIoudWatch H&E X4 CloudWatch BEHIAWS RS

o H & B EBIXPFR CloudWatch

N EHEHEE CloudWatch HERRZREEARATHIMIRHANRRE,. EXEENRNER , H5H IAM
BAPIERmPMAWS &RihEEHE,

ERXERR , BUUERASEE, BERSEREURKRREXRENBTANES ., CloudWatch

JSON

"Version":"2012-10-17",
"Statement": [

{

"Action": [
"iotfleetwise:PutLoggingOptions",
"iotfleetwise:GetLoggingOptions"

]I

"Resource": [
nxn

1,

"Effect": "Allow",

"Sid": "IoTFleetwiselLoggingOptionsAPI"

}I
{

"Sid": "IoTFleetwiselLoggingCWL",

"Action": [
"logs:CreatelLogDelivery"”,
"logs:GetLogDelivery",
"logs:UpdateLogDelivery",
"logs:DeleteLogDelivery",
"logs:ListLogDeliveries",
"logs:PutResourcePolicy",
"logs:DescribeResourcePolicies",
"logs:DescribelLogGroups"
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1,

"Resource": [

myn

1,
"Effect": "Allow"

MRAVXIAE AWS RIRMITERIE , MSXERETIEH , "Resource"REN"*", XBEWE T
NEMREIIFNAE AWS FRMITX LERE,

EREFAEE R SIiEx

AT BWAER AWS YEXH FleetWise 2| A EE H &2 FKo

5 AWS loT FleetWise #24|& & A&

-

FTFFAWS YIEX M FleetWisefZ &l & o
EEME®RSP , EFRRE,
ERENEMNBEERBS , EERE,
f£CloudWatch BE&EE % , WA BE4A,
ERRRARFER,

o & 0D

BABFEIEEG , BRI LIIECloudWatch 4| & &EE B EHIE.

£ CLIEEBRE
A B m{aEA CLI 3 AWS | FleetWise oT Bii& A E 12,

WA SAEA APl F 5 1A B REY CLI Ss B MEXTRIRY 5 3% | Xt AWS API T8, BATAEA
GetLoggingOptionsAP| #ERIRENVE BIELE , 4 PutLoggingOptionsAPI 2{ERIE KB E

5/ CLI 3 AWS ¥IBxRELE B & FleetWise

1. fEH get-logging-options &5 RN IEZH K Fi% B A R 18 Fik W,

aws iotfleetwise get-logging-options
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2. EFABXIER, B putlogging-options .

aws iotfleetwise put-logging-options --cloud-watch-log-delivery
logType=ERROR, logGroupName=MyLogGroup

Hep
logType

E2m BEREHIER CloudWatch BERE, EXEAAFIER , BRZEERN OFF,

logGroupName

BRENBIEAIETM CloudWatch BHEE, EEH IoAWS T BERIERKZH , BESM4EIEBE
4B Z 5 FleetWiseo

BRBZEXICEE , BSRFEHR AWS CLI & HE%RE,

ERIZR AWS YE™ FleetWise API A AWS CloudTrail

AWS #JEX™ FleetWise 5 AWS CloudTrail —TRF &K , ZRFREAF. AR AWS RS

£ AWS ¥Bx W H SEERAV IR 4ERY 12 3 FleetWise, CloudTrail 3 AWS ¥1BxMEIFRE API 1 3K
FleetWise N B, HIRMNBAAIIERE AWS B FleetWise 13 & & Y8 A M AWS 1Bk N
FleetWise APl RERRIBAA. MREBIZERER , M A LU CloudTrail B4 F£ 42 % E) Amazon S3
F658 , 2FY AWS BXMEH FleetWise, MREREBIRER , BMHARTLLTE CloudTrail 34 A 1Y
‘BHRRIER PEERFNEHN. FHWENE R CloudTrail , BRI LA E [ AWS B % HEiE
R FleetWise, K HiERM IP bk, #AH TER, AN AHBERAREMIFMAES.

ETHEZEE CloudTrail , & # (AWS CloudTrail AFEF) o

AWS I YIEX ™ FleetWise € & CloudTrail

CloudTrail &¢I AWS KPR EEZNKS EEM. = AWS YERM R E£TEB AT FleetWise |, 1%
w5 HEAM AWS RS CloudTrail B4 —RBICRESEHALIERKF. BALE AWS IKFHEER, #
RNTREHEN. BXEZER , FEAEASHALICRES CloudTrail =%,

ERFEZIEFE AWS KPR EH |, 2 AWS VBN EH FleetWise , BRIERE, REAT
CloudTrail ¥ B £ #1& % 2] Amazon S3 F# . BRINBERT |, FEEFH AP CIERFICRKA | IRER
WBRMATE AWS XiF, BRERIZK AWS 2 XA EXENES , A EEXHEIEZTEIEEN
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Amazon S3 7. ULtA , EBrLiE EH M AWS RS |, U — S 2 M4 CloudTrail BEHUYE
NEEHE. BXEZEE  HSEATIRNE :

- BIERERICFRER

* CloudTrail XK RFFERK

« BiE Amazon SNS @41 CloudTrail

- ERKRBZANMXER CloudTrail BEX 4
« BURKBZSANIKF/H CloudTrail BEX#

FRE AWS B FleetWise #RETH (MEXM API 2%&) 2% CloudTrail F1i2&E (AWS
YIEL W FleetWise APIZZ£) i, #il , 3CreateCampaignAssociateVehicleFleet,
MGetModelManifest#BEEMAMA KT CloudTrail AENXHHRERZE

BIMNEHHETREBESEXRERBFRNARGR. SOEETHEBEHEUTRE

- FREEARAFZIEER IAM AFPFEIEREN.
- FREEAACERKEAFNIGNZ2EIER LN,
- FREBTHHEM AWS RF K H,

BXEZER |, iS5 CloudTrail userldentity T3,

T & AWS IoT FleetWise BEX 4% H

BERERER—HMEE 6 AFSSHENBEXHEHEEEERN Amazon S3 71, CloudTrail B & X4
BE—NEENMNAEFZRE. BHRAKRKRBEARENEMER , /B XFRWRE. BEN BN
B, BRSHBENFER. CloudTrail BEXHTRAHE AP BANEFHKRRE , HILET2RE
A4S ER IR 3,

LT RBIERTERZAssociateVehicleFleeti&4ERY CloudTrail BE% B,

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::111122223333:assumed-role/Nikkiwolf",
"accountId": "111122223333",
"accessKeyId": "access-key-id",
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"userName": "Nikkiwolf"

I

"eventTime": "2021-11-30T0@9:56:35Z7",
"eventSource": "iotfleetwise.amazonaws.com",
"eventName": "AssociateVehicleFleet",
"awsRegion": "us-east-1",

"sourceIPAddress": "192.0.2.21",
"userAgent": "aws-cli/2.3.2 Python/3.8.8 Darwin/18.7.0 botocore/2.0.0",
"requestParameters": {
"fleetId": "f1234567890",
"vehicleId": "v0213456789"
I
"responseElements": {
I
"requestID": "9f861429-11e3-11e8-9eea-0781b5c@ac21",
"eventID": "17385819-4927-41lee-a6a5-29m10br812v4",
"eventType": "AwsApiCall",
"recipientAccountId": "111122223333"
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CAWS YJBR M FleetWise 7T x EHEFE) RIS L18xK

TRIERT AWS loT I RRRA FleetWises
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W, BXEZER , BSHAEE
A Amazon Logs ¥3#%2 AWS
YEX M Amazon CloudWatc
h#] FleetWise £/ Amazon
CloudWatch HE¥EE AWS ¥

FleetWise Bx™,

F# TAWSIoTFle
etwiseServiceRoleP
olicy LA@#EM@AWS/Usage
wRZERRXAERABERE
HRHRR. BXEZER
B2 BAWSIoTFleetwiseSer
viceRolePolicy BURE #.

AWS Y18 FleetWise BI 21
WAKX (FEX) #H#H (R
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BEREABEERARKED
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B 2 MRS RIKESET
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RBEEEE. ERMNBEBRE
SESELE ) HEXM RS BRIREK
FEH TR, AWS Cloud
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