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KREEZNER.

%% Start mitigation actions ( B ERIRIE )

NFEHFERCEA , BRBEZIVNENEMRIREIE EnableErrorLoggingAction., #AILLA
BN ENNFAERIIEFRE Y MR RIX LE R /R,

HEFRFRRARS , EEFITRERENRRKLE,
7. ERBHES. EREETEER/LD HEREIRET,

o bk~ w0 N

o

EREZMRERTAN

1. 7E AWS loT BHAENSMBERF , BFRRE.
2. ERFAEH , BIABERSIN Error (least verbosity),

£J2 AWS loT Device Defender E1it IAM A€ ( T[ik )

EUTEES |, #6012 — AWS loT Device Defender Fit IAM B , 5 AWS loT Device Defender
M F AWS loT BYIEELS R ER .

812 AT AWS loT Device Defender WIRE A& ( IAM 2HI1& )

1. &3F AWS Management Console , AFE A TMuEITF IAM $#2H1& : htps:/
console.aws.amazon.com/iam/.

2. EIAMEFIEHNSMERD , ERAC , ARERUEAR,

3. &EE AWS RS ABEKE,

4. EHT AWS RSHABIF |, & AWS loT , ARJFiEE 10T - Device Defender &it,
5

6

ji;%-l:_io
(k) RENBRLR, XR—MSREE , TATHRFSAR , BEFTATRFEXAE,

HERRENATFUHERER 10


https://console.aws.amazon.com/iot
https://console.aws.amazon.com/iam/
https://console.aws.amazon.com/iam/
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
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AWS loT Device Defender FF X A RIEE

10.

11.

12.

BRANRLABS  AREREANRLARFIZTAACKR. IAM SIEELENKS FH AWS £E
ARBAEFEERRBNIR, EREATNREFNRE | S0EF 02 R T IR 5
EIMFHMLTFHRUBEFT K. BEXESZEL , B5H (IAM AFiE®™E) Fr8IZ IAM policy. £
BOIEERRE , XA ZEMFHRE RSN REED+ , UERERA TN RL SRR,
iij:%-lt_io

MABTHTHRRALACHIERANACENR. ACEMEEN AWS kP AL -, BT
RoKNE, Hlin |, EFEE T 612 SZ 7 PRODROLE 1 prodrole HWA®, BT Z LR TEES]
RAZzAE , At , ACRCIERER , B EREACREN.

( & ) NFHER |, wmAFTASHHER,

£ Step 1: Select trusted entities ( FR 1 : IEFAIESR4K ) = Step 2: Select permissions ( F ¥R
2 EENR ) BoHH Edit (HEF) , WUREAENAF Z6FNR,

( ik ) BEURENNEXMINRERQAFRNTEE. EXE IAM REAGENESE
B, #ZH (IAM AFER) FHFIE IAM BR.

REAM  RFIEE Create role,

JEF SNS @A ( A% )

EUTERES , £F LS A Amazon SNS ( SNS ) BAH , LUEEFITRKIEM TSR TR @ ELR
HER. EAHES , SN BAFITRE HEPEANFITREREEA,

1.

o & w0 DN

o

Bt 0 S i@ AWS Management Consolei/i[a] SNS BV SR EE ( DR & KRMM ) o H
e, B BURER (IAM AFiEmE) BRI IR IAM AP AR5 BRERE , F&EF
AWSloTDeviceDefenderPublishFindingsToSNSMitigationAction SR B&,

ITFFAWS loTHEH A, EEMBEEP , fREFZE, Fit , RAEERFRE,
£ Device Defender ®EitiZ ETNHEMESS , %EF S5 A SNS Bk,
1%£$% Enabled (2B ).

FNFER , ERCEBHFET, MEBGEN IoTDDNotifications , REEECIE, XTA
B, EBRETELIE AWS loT Device Defender it IAM & ( A% ) FEIBHNAE,

EEEHN.

MREBFLEN Amazon SNS Eiz4 T & LERBFHHFIXA |, EZHEH Amazon Simple
Notification Service &K% @4,

/B F SNS B4 ( miE )


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html#access_policies_create-start
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_tags.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups_manage_attach-policy.html
https://console.aws.amazon.com/iot
https://docs.aws.amazon.com/sns/latest/dg/sns-user-notifications.html
https://docs.aws.amazon.com/sns/latest/dg/sns-user-notifications.html
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FERABEFIRFE (k)

RN B IS A AWS loT FHE 21252 CloudWatch Logs . XHAFEBEEENTITER, B
ABEEXERATBESSBTEATE,

ERABEEZIER

1. FTHAWS loT#EH A, ESMERE L | ®FRE,
2. EEHZEYH  EBREEAL,

3. XNTERAR , ERUEAG, FABWEN AWSIoTLoggingRole , RFEFRCIE, HE2H
h B BN SR B o

4. XTHEER , EFRFR(FKFH)
5. IEEEH.

ML Detect 3§

EAANTEEF , BF6ZE— ML Detect 2B EXH , ZEEXHEMAYEZEFS (ML) BRIFIRFZF
B LEFBIE G ETMAITNER, = ML Detect IEE 61 ML #EE A |, SIS RERHE, WE ML
BRE , SUSEEEENEEEE , AEZHERUNRE,

Bx ML Detect X H API #l CLI ss SHIEZE L |, 151 ML Detect,
AXEIEUTHD :

- EREH

o« f{AEESH A P LA ML Detect

« WFF (ML Detect 5 CLI —i#2{E

FTRZM

« AWS K7, WREEHRAEKRF, , BSHERE.

a2 & £ A ML Detect

iz
« B A ML Detect

BRABXIEHE (TWik) 12


https://console.aws.amazon.com/iot
https://docs.aws.amazon.com/iot/latest/developerguide/dd-setting-up.html

AWS loT Device Defender

- BEEN ML RERE

- EFLM ML Detect HE

- HWFEHNESEFES (ML) 5
- RIEHEBENRIPRES

- ERCHENRZRZ

AWS loT Device Defender FF X A RIEE

/B A ML Detect
LUTREBHFEANS 7 WAEE S A FHIRE ML Detects
1. B% , BEREMZRNIZ ML Detect RIEERAPHNENERSEZR/DOBIES |, UHTEEIS%

MRFEE, BERTHERE  FRRENZLEEXHEHMEIESNR , ZERATUREYHEY
4,

2. 1E AWS loT #Z#HANWSMEEF , BIF Defend ( Bh# ) o %$R Detect ( 80 ) . Security
profiles ( Z£ BB X ) . Create security profile ( Bli2Z 2B EXH ) , AF%R Create ML
anomaly Detect profile ( 81 ML RERNEEXH ) .

3. 7E Set basic configurations ( REEAEE ) WHEL , ITHUTERE,

- £ Target ( B ) T , “FEEWBIRREZH,
« 1£ Security profile name ( K2 MEXHER ) P , RALHNLZLEEXXHFNE R,
« ( A[i& ) £ Description ( %83 ) T , WA RE ML Bl B X HHER,

« 7 Selected metric behaviors in Security Profile ( Z2 BB XA F S EMNERTH ) MT , &
EIS BN,

mnfafE#R S & P A ML Detect


https://console.aws.amazon.com/iot
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AWS 1aT Device Defender

Step 1
Set basic configurations

Step 2 - optional

Stap 3

Security Profiles Create ML Security Profile

Set basic configurations i«

Select target and metrics that you would like to configure for your ML Security Profile.

Security Profile basic configuration

Target

All registered things 3

Security Profile name

Srart_lights_ML_Detect_Security_Profile

Entar a unique name containing only: letters, numbers, hyphens,
C or underscores. A Secur Ly Profile name canneot contain any

Description - eptional

ML Detect security profile for monitoring smart lightq

Selected metric behaviors in Security Profile (&) nfo
You can assass how your fleet of devices is operating across the following metric behawiors.

Add cloud-side metric ¥ Add device-side metric ¥

Datapoints .
. Datapoints .

. ML Detect required to . MNotification

Metric Type B R required to
confidence trigger £
clear alarm
alarm

Authorizati

,D”z @ Cloud-side High 1 1 Suppressed
n failures
Connection

Cloud-side High 1 1 Suppressed
attempts
Disconnects Cloud-side High 1 1 Suppressed
Message
_ < Cleud-side High 1 1 Suppressed
size
Messages
Cloud-side High 1 1 Suppressed

received d i
Messages
cent 9 Cloud-side High 1 1 Suppressed

FTRLLRER | EE Next (T —F),

4. 7 Set SNS (optional) (RE SNS (A[i£ ) ) MHL , N RBEERBEEXHFHNITANHNSEEA
EXE SNS =, EREATAMEEE SNS =M IAM B,

LUES

R

AN

%8 SNS At

, BEAATSRUZEAMFENELINRNEEXRRNAE,

- SME AM ZHE. ESMERT  EEAe  RELAREAE,

WfAFESR B & R EM ML Detect


https://console.aws.amazon.com/iam/
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« 7£Select type of trusted entity ( EREERAENRE ) T , 1£F AWS service ( L E# =R}
KBRS ) o RS, 7 Choose a use case ( EFRFEARM] ) & , &£ IoT , 1£ Select your use
case (EBRBHFERARS] ) T , 1% oT - Device Defender Mitigation Actions ( loT - Device
Defender RRIRE ) . TRIRERS , 1%3F Next: Permissions ( T—% : ;R ) o

+ ¥£ Attached permissions policies ( Bf fIfXBRKEE ) T , BWHRERT
AWSloTDeviceDefenderPublishFindingsToSNSMitigationAction , #A5i%#® Next: Tags ( T —

T RE),
1 ° 3 4

+ Attached permissions policies

The type of role that you selected requires the following policy.

Filter policies Q search Showing 6 results
Policy name « Used as Description

» AWSloTDeviceDefenderAddThingsToThingGrou..  Permissions policy (1) Provides write access to loT thing groups andr...
» AWSloTDeviceDefenderEnableloTLoggingMitig..  Permissions policy (2) Provides access for enabling loT logging for ex...
» AWSloTDeviceDefenderPublishFindingsToSNS... Provides messages publish access to SNS topi...
» AWSloTDeviceDefenderReplaceDefaultPolicyMi... Provides write access to loT policies for execut...
» AWSloTDeviceDefenderUpdateCACertMitigatio... Provides write access to loT CA certificates for ...
» AWSloTDeviceDefenderUpdateDeviceCertMitig... Provides write access to loT certificates for exe...

» Set permissions boundary

* Required Cancel Previous Next: Tags

 7£ Add tags (optional) ( FIFRZE (AIE ) )T T , BAUFNMESASXBENTAGRE., THK
WIRIESS , %48 Next: Review (F—%F : ),

+ £ Review (F#& )T , BAEHWAREE—1NEH , HHER
AWSloTDeviceDefenderPublishFindingsToSNSMitigationAction %l ’R7E Permissions ( X FR )
T , B AWS service: iot.amazonaws.com FI7E Trust relationships ( FEXR ) BT . T
Ja , i Createrole ( BIEZA® ),

WfAFESR B & R EM ML Detect 15
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Identity and Access
Management (IAM)

Dashboard

Access management
Groups

Users

Roles

Policies

Identity providers

Account settings

w Access reports

Access analyzer

Archive rules
Analyzers

Settings

Credential report
Organization activity

Service control policies (SCPs)

Q, Search IAM

Identity and Access
Management (IAM)

Dashboard
= Access management
Groups
Users
Roles
Policies
Identity providers

Account settings

4

Access reports

Access analyzer
Archive rules
Analyzers

Settings

Credential report
Organization activity

Service control policies (SCPs)

Q, Search IAM

Roles > Sample-SNS-role

Summary

Role ARN

Role description
Instance Profile ARNs
Path

Creation time

Last activity

Maximum session duration

Permissi Trustr

Delete role

arn:aws:iam::049832161882:role/Sample-SNS-role @1

Provides AWS |oT Device Defender write access to publish SNS notifications | Edit

cl

/
2020-12-2117:13 PST

Not accessed in the tracking period

~ Permissions policies (1 policy applied)

Attach policies

Policy name «

» N AWSIoTDeviceDefenderPublish FindingsToSNSMitigationAction

1 hour Edit
Tags Access Advisor Revoke sessions
© Add inline policy
Policy type +
AWS managed policy X

» Permissions boundary (not set)

Roles > Sample-SNS-role

Summary

Role ARN

Role description
Instance Profile ARNs
Path

Creation time

Last activity

Maximum session duration

P issi Trust rel;

Delete role

arn:aws:iam::049832161882:role/Sample-SNS-role (7]

Provides AWS |oT Device Defender write access to publish SNS notifications | Edit
&

/

2020-12-21 17:13 PST

Not accessed in the tracking period

1 hour Edit

Tags Access Advisor Revoke sessions

You can view the trusted entities that can assume the role and the access conditions for the role. Show policy document

Edit trust relationship

Trusted entities

The following trusted entities can assume this role.

Trusted entities

Conditions

The following conditions define how and when trusted entities can
assume the role.

There are no conditions associated with this role.

The identity provider(s) iot.amazonaws.com

£ Edit Metric behavior ( 4R¥BIEMRITH ) WEL , BAIUBAELENIRES (ML) THIRE,

WfAFESR B & R EM ML Detect
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AWS loT Device Defender

Step 1

Set basic configurations

Step 2 - optional

Edit metric behaviors

Step 3

Detect

Security Profiles Create ML Security Profile

Edit metric behaviors

Authorization failures
Behavior name

Authorization_failures_ML_behavior

Datapoints required to Datapoints required to

trigger alarm clear alarm

1 1

Edit metric behaviors - optional

Update ML behaviors with behavior name, alarm criteria and notification settings.

Metric

Authorization failures

Notifications

ML Detect confidence

Suppressed ¥ ‘

‘ High ¥

Bytes in
Behavior name

Bytes_in_ML_behavior

Datapoints required to Datapoints required to

trigger alarm clear alarm

1 1

Metric

Bytes in

Notifications

ML Detect confidence

Suppressed ¥ ‘

‘ High v

Connection attempts

Behavior name

Connection_attempts_ML_behavior
Datapoints required to Datapoints required to

trigger alarm clear alarm

6. TERMRER , EF Next (F—F).
7. 1E Review configuration ( EFHE ) THEL , RIIEFENFZIBENTH , RAEEE

Next ( T—% ),

Metric

Connection attempts

Notifications

ML Detect confidence

Suppressed ¥ |

| migh v

WfAFESR B & R EM ML Detect
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AWS loT Device Defender Detect Security Profiles Edit ML Security Profile

Step 1

Review configuration

Set basic configurations

Edit
Step 2 - optional !

Edit metric behaviors

Step3 Security Profile basic configuration

Review configuration

Profile name Target Description
Smart_lights_ML_Detect_Security_ All registered things ML Detect security profile for
Profile monitoring smart lights

Selected metric behaviors in Security Profile

Datapoints

. ) Datapoints
Behavior . ML Detect required to ) No®
Metric Type A required to
name confidence trigger
clear alarm
alarm
Authorizatio
n_failures_ Authorizatio . .
_ . Cloud-side High 1 1 Sup
ML_behavio n failures
r
Bytes_out_
ML_behavio Bytes out Device-side High 1 1 Suf
r
Connection_
Connection
attempts_M Cloud-side High 1 1 Suf
X attempts
L_behavior
Disconnects
_ML_behavi Disconnects Cloud-side High 1 1 Sugp
< >

8. BIRTZ&MENHZE , BFLWEEM@E Security Profiles ( Z£EEXHF ) WH , ARKE
RATRIEN R £ E B X,

® Note

== L

EEMFEED , WE

/ Ll\

mﬁk)ﬁm\f'%é IJI:I.=.0

BIREH ML BERA

=
Ch

¥, BALESHITUA TS REER EIREHE,

WfAFESR B & R EM ML Detect 18
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1. T AWS loT ZH & HHNSMERKRF , BIF Defend ( B5H )
profiles ( R£BEXH ) »

Behaviors and ML training ( T M#LEEF (ML ) JIZk

=
E.

EEERAD R Active (BUE ) B
S,

Behaviors and ML training (7)

, SRIGIE$E Detect (£ ) .

£ Security Profiles ( Z2BEBNH ) TH L , MR EEESENLZLEEXH. AR5, &R

Security

, BRI BRIEENERBR ML Detect R , ABREHEE

LowConfidence_MladBehavior_NUM_LISTENING_TCP_P

LowConfidence_MladBehavior_ NUM_LISTENING_UDP_P
ORTS

LowConfidence_MladBehavior_NUM_ESTABLISHED_TCP

Metric
Established TCP connections count

Confidence
Low

Notification

ORTS _CONNECTIONS
Model status Metric Model status Metric Model status
® Active Listening TCP port count © Active Listening UDP port count ® Active
Last built Confidence Last built Confidence Last built
March 19, 2021, 09:31:02 Low March 19, 2021, 09:31:02 Low March 19, 2021, 09:31:02
(UTC-0700) (UTC-0700) (UTC-0700)
Target Notification Target Notification Target
RulesToMladProfileUpdatething-  Not suppressed RulesToMladProfileUpdatething- ~ Not suppressed RulesToMladProfilel;
group—13d34e0d2c8e139e group--13d34e0d2c8e13%

Datapoints required to trigger alarmDatapoints required to clear alarm Datapoints required to trigger alarmDatapoints required to clear alarm

% of all training days required | Sofalltraining days required | %ofalltraining days req.

group—13d34e0d2cBe13%

Not supp!

Datapoints required to trigger alarmDatapoints required to clear alarm

@ Note

MRENEE AR ETNRHET RIEIRFHE RIEER WER,

BE IR ML Detect &

l]II|I”*

EHWE ML ERFERHRTHREREZE  ZUUEHEEN FERRE RN S

1. £ AWS loT #ZH AN SMBEKT , BFF Defend ( BFH )
M), Alarms ( HE ),

s

, RJF1%$R Detect (

WfAFESR B & R EM ML Detect


https://console.aws.amazon.com/iot
https://console.aws.amazon.com/iot
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AWS loT Device Defender Detect Alarms

Alarms

All alarms (5) info

Q 1 @&
First event Thing name Security Profile Behavior type Behavior name Last emitted Verification state Confidence
September 03, 2021, iotconsole-6f8379bc-c245-4ffe-Bef7- fden Rulebased Al‘)‘;n"”.““””ffa““’es Authorization failures: Unknown
15:50:00 (UTC-0700) b2b52678975¢ 3 ’ 0 failure(s)

September 03, 2021, iotconsole-539d0ef0-3504-4a9¢-a7al- s Rule-based Authorization failures: Unknown
15:50:00 (UTC-0700) be53b472b850 0 failure(s)
September 03, 2021, iotconsole-81fc61d7-9362-4c87- fden Rule-baced Al‘)‘;ngjif;”””ﬁ““'es Authorization failures: -
15:50:00 (UTC-0700) ada6-33389147349 TNotif 0 failure(s)
September 03, 2021, iotconsole-23eBecda-2162-456e- Authorization Fallures Authorization failures:

fdsa Rule-based _behavior . Unknown
15:50:00 (UTC-0700) 38c2-302c3826f618 ot - on) 0 failure(s)
September 03, 2021, iotconsole-85e0278e-29a3-4554- fdsa Rule-based Authorization failures: Unknown
15:50:00 (UTC-0700) b3b6-111b3063228F 0 failure(s)

2. MRESMEB History (ALIEFK ) ‘UL , BEATUEEFIBL TEBRSHREEXRFHE
Bo

AWS loT Device Defender Detect Alarms

Alarms i

Show events for: | Last 14 days ¥ | | All Security Profiles ¥

180

*— —
-— \_‘./ ——
0 | ) 1§ et
Aug 21 Aug 22 Aug 23 Aug 24 Aug 25 Aug 26 Aug 27 Aug 28 Aug 29 Aug 30 Aug 31 Sep1 Sep2 Sep 3

@ natarm ¢ Alarm cleared [l Alarm invalidated

EERMEZER , 7 Manage ( B2 ) T TER Things (B ) , EBRECRELEEESH
MEBNEY , RIESME Defender metrics ( Defender 1% ) o &AL 8] Defender metrics
graph ( Defender #E#s@ ) HXY Active ( BUE ) BB FHEBENEANBTHTRE, EXMHER
T, BEERTBIEENEHERNEE, EAUEISEREHEER.

WfAFESR B & R EM ML Detect 20



AWS loT Device Defender AWS loT Device Defender FF % A R $§F

AWS loT Things smart_light_thing_1

smart_light_thing_1

NO TYPE

Actions ~

Details Metric Time range
Securi Message size - Maxi... ¥ Last 14 days v
Thin u : : : i i
Dimension (optional) Dimension operator
Shadows v
i
Message size - Maximum
Activit
1000
Reset zoom
. - d— A
Violations 750 i y
i 03/19/2021 12:55 UTC
Defender metrics # Message size - Maximum: 801
500
250 \
) - & A
0
12:45 12:50 12:55 12:00 13:05 12:10 1218 12:20

=k~ Message size — Maximum

MATHNEET (ML) 58

EHE ML EREZFRTRIE TG G , EUULERZLEEXHNIRFEST (ML) THIREMN
EREE. ATRENAMMAE AWS CLI FEFRENZLEEXHAINRRFST (ML) THIRE.

1. TE AWS loT BHADNESMREKRSD , B Defend ( Bh# ) , REIERR Detect (KM ) . Security
profiles ( R£BEXH ) »

2. £ Security Profiles ( Z¢BEXH ) RTHAL , P EEENRLEEXHZINELRE, REK
RIERE Actions (184E ) . Edit (&H) .

mnfafE#R S & P A ML Detect o1
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TG

Types

Thing groups
Billing groups
Jobs

Tunnels

P Fleet Hub

b Greengrass

» Wireless connectivity

» Secure

AWSIoT > Device Defender > Detect » Security Profiles
188 -8
Delete
Threshold Metri
Security Profile reshor Behaviors etrics Target Creation date Notifications
type retained
) ) ) ) March 17, 2021, Suppressed
‘ ] Smart_lights_ML_Detect_Security_Profile ML 9 c All registered things PTG =
March 16, 2021, Suppressed
MyEmptyGorupSP ML 3 E EmptyGroup Tsz0r LTe0700) ©

3. %t Set basic configurations ( REEAREE ) T , ZANBELZLRENHENSYESIERE
WV IEAR

AWS laT Device Defender Detect

Step 1
Set basic configurations

Step 2 - optional

Step 3

Security Profiles Create ML Security Profile

Set basic configurations ..«

Select target and metrics that you would like to configure for your ML Security Profile.

Security Profile basic configuration

Target

All registered things

Security Profile name

Srart_lights_ML_Detect_Security_Profile

Enter a unigue name containing only: letters, numbers, hyphens,
colan, or underscores. A Security Profile name cannat contaln any
spaces.

Description - eptianal

ML Detect security profile for monitoring smart lighty

Selected metric behaviors in Security Profile (6] s

¥ou can assass how your fleet of devices is operating across the following metric behawiors.

Add cloud-side metric ¥ | | Add device-side metric ¥
Datapoints .
. Datapoints
R ML Detect required to .
Metric Type ) | required to
confidence trigger
clear alarm
alarm
Authorizati
orizatio loud-side High 1 1
n failures
Connection
Cloud-side High 1 1
attempts
Disconnects Cloud-side High 1 1
M
essage Cloud-side High 1 1
size
Messages
Cleud-sid High 1 1
received pud-sice a
Messages
4 Cloud-side High 1 1
sent

4. BELUEE SAE Edit metric behaviors ( fREBIEIRTH ) EFUTEE —T

Motification
s

Suppressed

Suppressed

Suppressed

Suppressed

Suppressed

Suppressed

WfAFESR B & R EM ML Detect
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-

« ML Detect

BATEN ML REBES
BATEN ML REBES
EER 5!

+ ML Detect @& , #5140 Not suppressed ( KB2H# ) .

Suppressed ( B

)o

ML Detect confidence

| High ¥

ML Detect confidence

‘ High ¥

ML Detect confidence

-~
AWS loT Device Defender Detect Security Profiles Edit ML Security Profile
Step 1 . - . .
- Edit metric behaviors - optional i+
Set basic configurations
Update ML behaviors with behavior name, alarm criteria and notification settings.
Step 2 - optional
ECEIMEtichenalons Edit metric behaviors
Step 3
Authorization failures
Behavior name Metric
Authorization_failures_ML_behavior Authorization fa
Datapoints required to Datapoints required to Notifications
trigger alarm clear alarm Suppressed ¥ |
1 1
Bytes out
Behavior name Metric
Bytes_out_ML_behavior as put
Datapoints required to Datapoints required to Notifications
trigger alarm clear alarm Suppressed ¥ ‘
1 1
Connection attempts
Behavior name Metric
Connection_attempts_ML_behavior nnection attempts
Datapoints required to Datapoints required to Notifications
trigger alarm clear alarm |
B Suppressed ¥

RICEEBENRIPRES

BYiRE

g.l.ﬁE'{j(/L;\#E{ \‘ g_LlIE'lj(/L:\EIJj:H

;E*_\'LE. [=] = o ‘Léﬁgﬁj]/u\xuzu\ﬂlj. MIR%UZ;M@}_\_

| High ¥

1. 12 AWS loT ZFIENSMERS , BIF Defend ( B5H ) , ARFI1EF Detect (
M), Alarms ( FE ) . ERGFBEURICHRBIEPRE.
WA eI A ML Detect 23
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AWS loT Device Defender Detect Alarms

Alarms e

All alarms (1/5) info Start mitigation actions

Q 1 ®
-] First event Thing name Security Profile Behavior type Behavior name Last emitted Verification state Confid¢
September 03, 2021, iotconsole-68379bc-c245-4ffe-Bef7- e fulebased Authorization_failures 5, 410 ization failures: Unknoun

15:50:00 (UTC-0700) b2b52e78975¢ 0 failure(s)
September 03, 2021, iotconsole-539d0ef0-3504-4a9c-a7al- fdsa Rule-based Authorization failures: Unknown
15:50:00 (UTC-0700) be53b472b850 0 failure(s)
September 03, 2021, iotconsole-81fc61d7-9362-4c87- Authorization failures Autharization failures:
fdsa Rule-based _behavior ’ Unknown -
15:50:00 (UTC-0700) ada6-3338917349 Notificatio 0 failure(s)
September 03, 2021, iotconsole-23e8ec3a-2162-456e- s Rule-based Al‘]‘ép‘:ziifr“""ffai‘“'es Autharization failures: rikoun
15:50:00 (UTC-0700) a8c2-302c3826f618 a 0 failure(s)
September 03, 2021, iotconsole-85e0278e-29aa-4554- Fd Rule-based Authorization failures: .
15:50:00 (UTC-0700) b3b6-111b3063228f - uiebase 0 failure(s) nknown -
< >

2. 1%&$F Mark verification state ( FRIZRIEIRE ) o RIPRSERXITFH,

3. EREIHMNBIPRE , MARIEGE (k) |, REIERE Mark (#7712 ) o HBRERRIPRASNE
RO EAEEENEE,

Mark verification state X

Select verification state
Providing AWS with information about your alarm verification state helps AWS improve the ML and
Rules Detect features. By marking verification state on an alarm, you agree and instruct that AWS may
use and store your device metric data that triggered the alarm and the related alarm information to
develop and improve Detect in the future.
Unknown A
True positive

False positive

Benign positive

Unknown
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7 O 1 E R IR A

1. (W) ERERBEHEREE 2N , UBITRE-IMEE4L , RMN2HEANRBBI T ZE. &
A AERRAL.

2. SmE Manage (B ). Thing groups ( B¥I4A ) , A/F1%EHF Create Thing Group ( RIEEY]
H), NENEPHEBE. EXHED , BITESWAGHE N Quarantine_group. £ Thing
Group (¥4 ). Security (Z£ ) R, FUTKBENATEYE,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Deny",
"Action": "iot:*",
"Resource": "*",

AWS loT X AWS loT Thing groups Create thing group

Monitor
Activity Create Group
» Onboard

¥ Manage

Things Create a Thing Group
a5 Create a group of selected things. You can add and remove things from your group after Create Thing Group
Tvp creation.
Thing groups
Billing groups

SERJE , i%# Create thing group ( BIEEE4A ) .
3. NERMNCKLVWETENA , LBMNIE-—NERIRIE  FEEDNREZRIE

Quarantine_group.

£ Defend ( B5# ) . Mitigation actions ( EfER{E ) # , 1%#F Create ( BIE ) .
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AWS loT x AWS 18T > Device Defender > Mitigation actions
Monitor [—
Activhy Mitigation actions (2)
b Onboard Created date Action name ARN
b Mauage ::Jo:::"nzgn?z 2020, 25:21:17 able_Device am:aws:lot:eu-west-1:614743118081:mitlgationaction/Disable_Device

Jume 08, 2020, 19:04:23

{UTC+0100) am:aws:lot:eu-west-1:614743 11809 1::mitigatienaction/MitigatePolicy

Test

4. 7£ Create new mitigation action ( RIZF N ERFERE ) TEHL , MAUTER.

« Action name (B#EEBW )  EEERMFIRMENEZN , 0 Quarantine_action,

Action type ( BERE )  EFBRMENRE, EIFEF Add things to things group (Audit or
Detect mitigation) ( B MEIEYH ( Wit = Detect Bff ) )

« Action execution role ( BERITAR )  CIRACRERIEAE (NMREZFCET A
B),

« Parameters ( %) : EFEEWA. BINTLUEA 22K Quarantine_group.

mnfafE#R S & P A ML Detect
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Create a new mitigation action

You can use AWS loT Device Defender to mitigate issues that were found during and audit or ongoing detect monitoring. There are predefined
actions for the different audit checks and detect alarms to help you resolve issues quickly.

Action name  Info

Quarantine_action

Action type Info

Add things to thing group (Audit or Detect mitigation) ~

Permissions

Please create or select a role with the following mitigation action type specific permission(s) and trust relationship.

Required permissions: Manage your service permissions [~
» Permissions

» Trust relationships
You can also attach an action specific managed policy to an existing role, or create a new role with the required managed policy attached.

Action execution role  Info

(LU FCNUL LI Managed policy attached + Create Role Select

Parameters

Thing groups  Info

1 thing group(s) selected. Close

Thing groups Summary

Quarantine_group

TERUWRER , ERRE. HE , EUURNTERRERE , REEPNRBBIIIRESEYALE , A%
REHENITERRERRBE RS,

5. §MZEl Defender, Detect (KM ). Alarms ( HE ) , BAILLEF Active ( BUE ) RATEHL
REBEATEHERS,

WfAFESR B & R EM ML Detect 27



AWS loT Device Defender AWS loT Device Defender FF % A R $§F

AWS loT Device Defender Detect Alarms

Alarms

All alarms (5) info

Q 1 ]
First event Thing name Security Profile Behavior type Behavior name Last emitted Verification state Confidence
September 03, 2021, iotconsole-68379bc-c245- 4ffe-8ef7- Authorization failures 1, orization failures

fdsa Rule-based _behavior Unknown -
15:50:00 (UTC-0700) b2b52e78975¢ 0 failure(s)
September 03, 2021, iotconsole-539d0ef0-3504-4a9¢-a7al- Authorization failures Authorization failures:
fdsa Rule-based Unknown -
15:50:00 (UTC-0700) be53b472b850 0 failure(s)
September 03, 2021, iotconsole-81fc61d7-9362-4c87- fden Rule-baced Al‘)‘;ngjif;”””ﬁ““'es Authorization failures: -
15:50:00 (UTC-0700) ada6-33389147349 Nott 0 failure(s)
September 03, 2021, iotconsole-23e8ec9a-2162-456e- fdsa Rule-based Authorization failures: Unknown
15:50:00 (UTC-0700) 38c2-302c3826f618 0 failure(s)
September 03, 2021, iotconsole-85e0278e-29a3-4554- fdsa Rule-based Authorization failures: Unknown
15:50:00 (UTC-0700) b3b6-111b3063228F 0 failure(s)

EBRERDDIEEANIRE , ARF%EE Start Mitigation Actions ( B E#RIRE ) -

6. £ Start mitigation actions ( B3I REERVE ) . Start Actions ( BaIIEE ) T , EBEZAICIE
W EREIRAE, Bl BAVH%ER Quarantine_action , ARG Start (B3) ) o LEETRITHE
EESTE,
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Start mitigation actions

AWS loT Device Defender FF & A R 355

X
Select actions for mitigation.

Things effected by the selected alarm(s)
ddml7

Select Actions

The sequence of action excecutions follows the order of selected action(s)

Quarantine_action

| understand that the selected mitigation action(s) may not be reversible.

Cancel m
7. RBDEBIREE Quarantine_group & , BAILIFAES| A EENREBNERNRER, TRIFE
&, BULE R B HEYA R XEU — S BRE,
Action tasks (1)
:
" P e et | ko i
December 02, 2020, 14:19:57 (UTCZ) 73fad2ea-9bd8-48d0-af3a-3dbc120b91e7 Quarantine_action Add things to thing group Thing group(s):

Action Executions
Override dynamic groups: false
Quarantine_group

(@ Successful

Wi’ ( ML Detect & CLI —#2fF

THEMNAT WMEEER CLI®E ML Detects

iz
« B H ML Detect
o ISIRIRE) ML EBEURAS
- BEEMSLM ML Detect £

WAL (ML Detect 5 CLI —#2 A
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AWS loT Device Defender FF X A RIEE

- WALHANEFT (ML) FE
- RICEBNRIPRE

- ZREHENIRERE

/B A ML Detect

TR RENBATE AWS CLI /5 A ML Detect,

1. BREIRZ [ ML Detect RIEER P E LOIZAFENR/NEKIE

B THEINGMERE

Mo NTHTHFEWE , FRRENEVLTHMIZLEEXHFNSESYWAP,

2. f#M create-security-profile as 5 8lE ML Detect Z£BEXH. AT RHIBIE—NER
security-profile-for-smart-lights WRELBEXH , ATRERZENEERE, BN
KBURE, EEZEHARABAR M EZ RS, RGIEM mlDetectionConfig LAAEZIEIRN

£ ML Detect #£58!,

aws iot create-security-profile \

--security-profile-name security-profile-for-smart-lights \

--behaviors \

"I{
"name": "num-messages-sent-ml-behavior",
"metric": "aws:num-messages-sent",

"criteria": {
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1,
"mlDetectionConfig": {

"confidencelLevel": "HIGH"

}
.
"suppressAlerts": true
.
{
"name": "num-authorization-failures-ml-behavior",
"metric": "aws:num-authorization-failures",
"criteria": {
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1,
"mlDetectionConfig": {
"confidencelLevel": "HIGH"
}
.

WAL (ML Detect 5 CLI —#2 A
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"suppressAlerts": true

I
{
"name": "num-connection-attempts-ml-behavior",
"metric": "aws:num-connection-attempts",
"criteria": {
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1,
"mlDetectionConfig": {
"confidencelLevel": "HIGH"
}
I
"suppressAlerts": true
I
{
"name": "num-disconnects-ml-behavior",
"metric": "aws:num-disconnects",
"criteria": {
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1,
"mlDetectionConfig": {
"confidencelLevel": "HIGH"
}
I
"suppressAlerts": true
I
L7l e
{
"securityProfileName": "security-profile-for-smart-lights",
"securityProfileArn": "arn:aws:iot:eu-
west-1:123456789012:securityprofile/security-profile-for-smart-1ights"
}

3. BTk, BENLZL2REXHE—INRS/NEWHRK, A attach-security-profile @
SHEYWAMMEENZRLEEN 4. TEMNTRBEMFERN ML_Detect_beta_static_group
EFEAKRKET security-profile-for-smart-lights RE£EEXH.

aws iot attach-security-profile \
--security-profile-name security-profile-for-smart-lights \
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AWS loT Device Defender FF X A RIEE

4.

--security-profile-target-arn arn:aws:iot:eu-
west-1:123456789012:thinggroup/ML_Detect_beta_static_group

i

7o

tIEEENTEBENHE , ML EEFFRUIZGR. #in ML ERYIGMEEFTE 14 XT =
Bl. 14 XfG , MREHNRFZ LAREED  WARLKBIEE,

%}glﬁﬂg ML *E 'lj(/L,\

AT RN B alisEE #7400 ML &R

M get-behavior-model-training-summaries M S&EE ML BEREWHE, LT R
BIIREY security-profile-for-smart-lights REBE BN ML RIS ERHE
=, modelStatus 2E RERERE T/ FEHEHNBETHNEE,

aws iot get-behavior-model-training-summaries \
--security-profile-name security-profile-for-smart-lights

i
{
"summaries": [

{
"securityProfileName": "security-profile-for-smart-lights",
"behaviorName": "Messages_sent_ML_behavior",
"trainingDataCollectionStartDate": "2020-11-30T14:00:00-08:00",
"modelStatus": "ACTIVE",
"datapointsCollectionPercentage": 29.408,
"lastModelRefreshDate": "2020-12-07T14:35:19.237000-08:00"

},

{
"securityProfileName": "security-profile-for-smart-lights",
"behaviorName": '"Messages_received_ML_behavior",
"modelStatus": "PENDING_BUILD",
"datapointsCollectionPercentage": 0.0

},

{

"securityProfileName": "security-profile-for-smart-lights",

WAL (ML Detect 5 CLI —#2 A
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"behaviorName": "Authorization_failures_ML_behavior",
"trainingDataCollectionStartDate": "2020-11-30T14:00:00-08:00",
"modelStatus": "ACTIVE",

"datapointsCollectionPercentage": 35.464,
"lastModelRefreshDate": "2020-12-07T14:29:44.396000-08:00"

I

{
"securityProfileName": "security-profile-for-smart-lights",
"behaviorName": "Message_size_ML_behavior",
"trainingDataCollectionStartDate": "2020-11-30T14:00:00-08:00",
"modelStatus": "ACTIVE",
"datapointsCollectionPercentage": 29.332,
"lastModelRefreshDate": "2020-12-07T14:30:44.113000-08:00"

I

{
"securityProfileName": "security-profile-for-smart-lights",
"behaviorName": "Connection_attempts_ML_behavior",
"trainingDataCollectionStartDate": "2020-11-30T14:00:00-08:00",
"modelStatus": "ACTIVE",
"datapointsCollectionPercentage": 32.891999999999996,
"lastModelRefreshDate": "2020-12-07T14:29:43.121000-08:00"

I

{
"securityProfileName": "security-profile-for-smart-lights",
"behaviorName": "Disconnects_ML_behavior",
"trainingDataCollectionStartDate": "2020-11-30T14:00:00-08:00",
"modelStatus": "ACTIVE",
"datapointsCollectionPercentage": 35.46,
"lastModelRefreshDate": "2020-12-07T14:29:55.556000-08:00"

}

]
}
(@ Note

MRENEEARETMRRT , FRREHRFZAE HEER HER,
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BEIEM ML Detect £

EHEMLERHERFHITHRETIGZE , EUAEHNEEHREEEMNIAEE, UTRENAN
A% AWS CLI #EFENTE.,

. EBEMAEHEE , BFMEAH list-active-violations %,

aws iot list-active-violations \
--max-results 2

7l o

"activeViolations": []

HE , BALAER list-violation-events S EEEAENBAALXIANFEENATR. A
TREIFIE T M 2020 £ 9 A 22 H 5:42:13 GMT % 2020 £ 10 A 26 H 5:42:13 GMT 2z @i is
MEH,

aws iot list-violation-events \
--start-time 1599500533 \
--end-time 1600796533 \
--max-results 2

i

"violationEvents": [
{
"violationId": "1448be98c@9c3d4ab7cb9b6f3ece65d6",
"thingName": "lightbulb-1",

"securityProfileName": "security-profile-for-smart-lights",
"behavior": {
"name": "LowConfidence_MladBehavior_MessagesSent",
"metric": "aws:num-messages-sent",

"criteria": {
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1,
"mlDetectionConfig": {
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"confidenceLevel": "HIGH"

}I

"suppressAlerts": true
},
"violationEventType": "alarm-invalidated",
"violationEventTime": 1600780245.29

"violationId": "df4537569ef23efblc@29a433ae84b52",
"thingName": "lightbulb-2",
"securityProfileName": "security-profile-for-smart-lights",
"behavior": {
"name": "LowConfidence_MladBehavior_MessagesSent",
"metric": "aws:num-messages-sent",
"criteria": {
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1,
"mlDetectionConfig": {
"confidencelLevel": "HIGH"

iy

"suppressAlerts": true
iy
"violationEventType": "alarm-invalidated",
"violationEventTime": 1600780245.281

1,
"nextToken":
"Amo6XIUrsOohsojuIG6TuwSR3X9iUvH20CksBZg6bed2j21VSnD1uPlpfl1xkKX1+a3cvBRSosIBOXxFv4@QkMERYBkNnZ

vxabMe/ZW31Ps/WiZH1r9Wg7R7eEG1i591]/U0iBQ1McP/ht@E2XA2TTIvYeMmKQQPsRj/
eoV9j7P/wveu7skNGepU/mvpV@02Ap7hnV5U+Prx/9+iJA/341va
+pQww7 jpUeHmINOHwW4MqWOyY swORy3w38h0QWEpz2 xwFWAXAARxeIxCxt5¢c37RK/1RZB1hYqoB
+w2PZ74730h8pICGY4gktIxkwHyyRabpSM/G/f5DFrD905v8idkTZzBxW2jrbzSUIdafPtsZHL/
yAMKr3HAKtaABz2nTsOBNre7X2d/jIjjarhon@Dh91+8I9Y5Ey
+DIFBcqFTvhibKAafQt3gs6CUigHdWiCenfJyb8whmDE2qxvdxGE1GmRb
+k6kuN5jrZxxw959zfYDgRHv11iEn8h1qZLD@czkIFBpMppHj9cetHPVM
+qffXGAzKi8tL6eQuCdMLXmVE3jbqcIcjk9ItnaYJIi5zKDz9FVbrz9qZZPtZJFHp"
}
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WBEINEET (ML) HE

HEMLERHEZFHTHETEE , BUUEHRZLEENHN ML ITHIRENEREE, A TH
BN BUME AWS CLI FEFZNZ LB ESNHFMNNEEES (ML) ITHIRE.

- EFERRLEmEEXHH ML THIRE , HFEA update-security-profile it. T RA
BEERIDITAM confidenceLevel HABUERMATEITANEH , NTMER T security-
profile-for-smart-lights Z&BEBXHNITH

aws iot update-security-profile \
--security-profile-name security-profile-for-smart-lights \
--behaviors \

"I{
"name": "num-messages-sent-ml-behavior",
"metric": "aws:num-messages-sent",

"criteria": {
"mlDetectionConfig": {

"confidencelLevel" : "HIGH"
}
},
"suppressAlerts": false
},
{
"name": "num-authorization-failures-ml-behavior",
"metric": "aws:num-authorization-failures",
"criteria": {
"mlDetectionConfig": {
"confidencelLevel" : "HIGH"
}
},
"suppressAlerts": false
},
{
"name": "num-connection-attempts-ml-behavior",
"metric": "aws:num-connection-attempts",
"criteria": {
"mlDetectionConfig": {
"confidencelLevel" : "HIGH"
}
},
"suppressAlerts": false
},
{
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"name": "num-disconnects-ml-behavior",
"metric": "aws:num-disconnects",
"criteria": {

"mlDetectionConfig": {

"confidenceLevel"” : "LOW"
}
1,
"suppressAlerts": false
I
B
{
"securityProfileName": "security-profile-for-smart-lights",
"securityProfileArn": "arn:aws:iot:eu-

west-1:123456789012:securityprofile/security-profile-for-smart-lights",

"behaviors": [

{
"name": "num-messages-sent-ml-behavior",
"metric": "aws:num-messages-sent",
"criteria": {
"mlDetectionConfig": {
"confidencelLevel”: "HIGH"
}
}
b
{
"name": "num-authorization-failures-ml-behavior",
"metric": "aws:num-authorization-failures",
"criteria": {
"mlDetectionConfig": {
"confidencelLevel": "HIGH"
}
}
},
{
"name": "num-connection-attempts-ml-behavior",
"metric": "aws:num-connection-attempts",

"criteria": {
"mlDetectionConfig": {
"confidencelLevel”: "HIGH"

WAL (ML Detect 5 CLI —#2 A
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AWS IoT Device Defender

}I

"suppressAlerts": false

"num-disconnects-ml-behavior",

"name" :
"aws:num-disconnects",

"metric":
"criteria": {
"mlDetectionConfig": {
"confidencelLevel": "LOW"

}I

"suppressAlerts": true

1,

"version": 2,
"creationDate":
"lastModifiedDate":

1600799559.249,
1600800516.856

PRICHE BRI
THRAFERERR.
FENRIPRSRENRR , BEARTH T

nllllg

A EARIPASINCEE | BPNE
o HARIPRBSTRSHERIRCEE, flm, BN

aws iot put-verification-state-on-violation --violation-id 12345 --verification-

state FALSE_POSITIVE --verification-state-description "This is dummy description

--endpoint https://us-east-1.iot.amazonaws.com --region us-east-1

i

7to

ZRCHENIRFRR
NERRFECIREYA, ETEHNROS , HIBIRT -1

1. ffH create-thing-group @
A ThingGroupForDetectMitigationAction BYZE#4H .

aws iot create-thing-group —thing-group-name ThingGroupForDetectMitigationAction
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i
{
"thingGroupName": "ThingGroupForDetectMitigationAction",
"thingGroupArn": "arn:aws:iot:us-

east-1:123456789012:thinggroup/ThingGroupForDetectMitigationAction",
"thingGroupId": "4139cd61-10fa-4c40-b867-0fc6209dcasd"
}

2. ¥ETX, M create-mitigation-action o BIREMRIRE, EUTRAG , RIVMERT
IAM B &1 ARN 8|2 7 —1N& 7 detect_mitigation_action HE#EIRE | Z IAM B2EHATNHA
ZREBE, BRIDENENBRERENZRENSH. EXMERT , BINNERERESNESYED
BFEAT 2 5 IEH B A ThingGroupForDetectMitigationAction FI B4 .

aws iot create-mitigation-action --action-name detect_mitigation_action \

--role-arn arn:aws:iam::123456789012:r0le/MitigationActionValidRole \
--action-params \

"{
"addThingsToThingGroupParams": {
"thingGroupNames": ["ThingGroupForDetectMitigationAction"],
"overrideDynamicGroups": false
}
}I
L7l o
{
"actionArn": "arn:aws:iot:us-

east-1:123456789012:mitigationaction/detect_mitigation_action",
"actionId": "5939e3a0-bf4c-44bb-a547-1ab59ffe67c3"
}

3. M start-detect-mitigation-actions-task B EBERBEES. task-
id, target M actions EHEHNSH.

aws iot start-detect-mitigation-actions-task \
--task-id taskIdForMitigationAction \
--target '{ "violationIds" : [ "violationId-1", "violationId-2" 1 }' \
--actions "detect_mitigation_action" \
--include-only-active-violations \
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--include-suppressed-alerts

i

"taskId": "taskIdForMitigationAction"

4. (T ) BEEEEZSHEENERBREERIT , BMEMA list-detect-mitigation-actions-
executions fiTo

aws iot list-detect-mitigation-actions-executions \
--task-id taskIdForMitigationAction \
--max-items 5 \
--page-size 4

i

"actionsExecutions": [
{

"taskId": "e56ee95e - f4e7 - 459 c - b60a - 2701784290 af",
"violationId": "214 fe0d92d2lee8112a6¢cf1724049d80",
"actionName": "underTest_MAThingGroup71232127",
"thingName": "cancelDetectMitigationActionsTaskd143821b",
"executionStartDate": "Thu Jan 07 18: 35: 21 UTC 2021",
"executionEndDate": "Thu Jan @7 18: 35: 21 UTC 2021",
"status": "SUCCESSFUL",

5. (H®i ) A describe-detect-mitigation-actions-task i RIRIEXBRIRIEETSH

=8,

aws iot describe-detect-mitigation-actions-task \
--task-id taskIdForMitigationAction

i

{
WAL (ML Detect 5 CLI —#2 A
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"taskSummary": {
"taskId": "taskIdForMitigationAction",
"taskStatus": "SUCCESSFUL",
"taskStartTime": 1609988361.224,
"taskEndTime": 1609988362.281,

"target": {
"securityProfileName": "security-profile-for-smart-lights",
"behaviorName": "num-messages-sent-ml-behavior"

1,

"violationEventOccurrenceRange": {
"startTime": 1609986633.0,
"endTime": 1609987833.0

},

"onlyActiveViolationsIncluded": true,

"suppressedAlertsIncluded": true,

"actionsDefinition": [

{
"name": "detect_mitigation_action",
"id": "5939e3a0@-bf4c-44bb-a547-1ab59ffe67c3",
"roleArn":

"arn:aws:iam::123456789012:role/MitigatioActionValidRole",
"actionParams": {
"addThingsToThingGroupParams": {
"thingGroupNames": [
"ThingGroupForDetectMitigationAction"
1,

"overrideDynamicGroups": false

1,

"taskStatistics": {
"actionsExecuted": 0,
"actionsSkipped": 0,
"actionsFailed": @

6. (Wit)BRMEMBBREESNYIR , BFEH list-detect-mitigation-actions-tasks

DA
A0 Mo

aws iot list-detect-mitigation-actions-tasks \
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--start-time 1609985315 \
--end-time 1609988915 \
--max-items 5 \
--page-size 4

i

"tasks": [

"taskId": "taskIdForMitigationAction",
"taskStatus": "SUCCESSFUL",
"taskStartTime": 1609988361.224,
"taskEndTime": 1609988362.281,

"target": {
"securityProfileName": "security-profile-for-smart-lights",
"behaviorName": "num-messages-sent-ml-behavior"

},

"violationEventOccurrenceRange": {
"startTime": 1609986633.0,
"endTime": 1609987833.0
},
"onlyActiveViolationsIncluded": true,
"suppressedAlertsIncluded": true,
"actionsDefinition": [
{
"name": "detect_mitigation_action",
"id": "5939e3a0-bf4c-44bb-a547-1ab59ffe67c3",
"roleArn": "arn:aws:iam::123456789012:r0le/
MitigatioActionValidRole",
"actionParams": {
"addThingsToThingGroupParams": {
"thingGroupNames": [
"ThingGroupForDetectMitigationAction"
1)

"overrideDynamicGroups": false

1,

"taskStatistics": {
"actionsExecuted": 0,
"actionsSkipped": 0,
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"actionsFailed": @

}

7. (W% BEEUHERBRMEMLS  BER cancel-detect-mitigation-actions-task @

aws iot cancel-detect-mitigation-actions-task \
--task-id taskIdForMitigationAction

i
%O

BHE X EZE AWS loT Device Defender Fit4& RHatE M A R

AWS loT Device Defender it EHZ R ELHIA AWS loT REFMRREER T BIESK, X
FEIRE  FiTERFBFALXNEARTEHN , EFFEHLE RS BEHABINBEEER. A TH
VPEECHEBENRST  FirERERBRBIFTATFRRFXLERSHNBANES,

R EMERBENRBEERARIKFHBEFITRE, EREBNFITRES RFHRIERNBR
ERER , BEARINATENRFIX DT, KRN FLMEBTENERBENEE, X5, B
AREENEF MAHITRITREFRZERD TSN EATH,

T 36 1E H

DTRETEFEANE T NAFEAFITERE RRBREIIRERBE SIS CLI F# Device
certificate expiring &, MREREBRERHEP—NETR , BLIEECIEANENFEHAUE
4 | LAM& Device Defender #:,

FEAUT oS ZENIES,

{AWS loT Core F XA 1EFE) HHICIZENEM CAIEH
- FEREH CAIUEBEIEEFIRIEP ELE]R 3 H |, NEN days SHIREN 1.

MBEIEEMFERA CLI BIEBIEP | FHWAUTH S,

openssl x509 -req \
-in device_cert_csr_filename \
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-CA root_ca_pem _filename \
-CAkey root_ca_key_ filename \
-CAcreateserial \

-out device_cert_pem_filename \
-days 1 -sha256

ERFEFEELFITERS

UTEGEAEARNMSIHRBIEPHIKS  SEEBFHMEAFTEAFTITRE, EXMERT , B1%F
EERAES  BARMNOFARAREENIR —THEHERBRAZ, RNASMIBERFITERER

W&, LBALETEHERITEREATERANER.
1. BATRELSTEREFIT , AEFIHNRZBIEBRETEMN,

M AWS loT#EE AH , NEMD %R Defend ( B53 ) , RF Audit ( Fit) , BEEER
Results ( 5% ) » £ Audit Results ( Fit4& R ) WEL , % Create ( 82 ) . Create a new

audit ( BIEZH &It ) BEORITTF. EE6IE,

v Defend
Intro
Audit Non-compliant checks (1 of1)
Results
Schedules Check name Severity Non-compliant resources
Action executions
Device certificate expiring Medium 2

Finding suppressions @

% Resources Mitigation

1.03% Device certificate expiring &

nnnnnn

MEEFHERT | RITTUE N ERN R BB EGR R AM,

2. WE , BNFLEARIZIUEBNFIH N TENARERSE
RIEEES

RN BNRIFTRA R EEMNIRFFE

MEMBEEE Defend ( B53° ) T , E$F Audit ( Fit ) , ARAF%$R Finding suppressions ( B4
SRR ) o 7£ Audit finding suppressions ( it &KX ERERE ) WE L , 1% Create (28I )

uuuuuuuu a

CAs AWS loT Device Defender Audit Audit Finding Suppressions
Role Aliases
Authorizers Audit finding suppressions (0) info

v Defend

Resource identifier Check name Expiration date Description
Intro
Audit Create an audit finding suppression
Results
Schedules
Action executions
Finding suppressions
3. 7 Create an audit finding suppression ( BIEZ®F It ERLERREE ) EOF , RINFEEBUTH

=
o

EERFEATEELFUHERER
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* Audit check: ( FitHZE ) : HB{1i&# Device certificate expiring , BAXREINEE

RENFEITRE,
- Resource identifier ( BREIRAR )  RMNNWAFERBFIUERERNIERZ — RIS
IDo

* Suppression duration ( BRHEETE )  HAVEEFE 1 week , ANXBEAIF L Device
certificate expiring FitRERREAR,

« Description (optional) ( iR ( AI3E ) ) : RAVARMT — KA , HRT RALRINERBLT
TERER.
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Create an audit finding suppression X

Suppressing an audit finding on a specified resource means that the finding related
to the resource for the specified audit check will no longer be flagged as non-
compliant.

Audit check

Device certificate expiring v

Resource identifier

Device certificate id

b4490bd64c5cf85182f3182f1c03e70017e483f17bc6c88beB8a37d3c84923e74

Suppression duration

1 week v

Description (optional)

Developer updates

s

EERXEFRE , &8 Create (B2 ) . SIBFIHERGREREE , MBI -1 AUHE
o

4. BINBRETEHA-—NMEPHNFITERER , AERNFERBF -NEPHFITEREG R, &MT
RERESER 3 PAEBRBRREG E |, BHRBRINERTEN S ERITER.
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M Defend ( B5# ) BWEMLB A | &8 Audit ( Fit ) , AFER Results (4R ) . 7 Audit
results (FITER ) RE L , BBEEFENRERHN Eﬁl‘l'o %Jﬁ , £ Non-compliant checks ( &
EARE ) MTERRR. ERIMNOBGFP , BIMEFRRZIEBEGEIE,

5. 7t Device certificate expiring ( RZIEF B ZEHI ) TTE , £ Non-compliant policy ( A &HMEI K
B ) MFEREERBHERERSHETURM, BTK , &R Actions ( 2F ) THIXEE , R
BEFANERRBNEREREREN K, ERMNVEFF , BINBRECUED —#H#1%EEF 1 weeko, £
Confirm suppression ( #IABR# ) EOH , % Enable suppression ( /& ARHE ) .

£ 0T 175 aevice Ceruricates non-compuant

Start mitigation actions

Mitigation Suppress Finding

Consult your security best practices for how to proceed. You may want to: 1 week
1. Provision a new certificate and attach it to the device.

2. Verify that the new certificate is valid and the device is able to connect. 1 month
3. Mark the old certificate as "INACTIVE" in the AWS loT system using UpdateCertificate. 2 months
4. Detach the old certificate from the device. (See DetachThingPrincipal).
6 months
Indefinitely

Non-compliant certificate (2)

1

Finding Reason Expiration date Device certificate
Certificate is past March 05, 2020,
o 28022a890964e991852¢79a28a83eb89 wertiticate Is p €7691e63930ec53d4cb9a9810db34d8d802db9686Fd21540422287429a29b61
its expiration. 10:11:57 (UTC-0600)
dc9b109c705ed7e68588bc54eef86F1c Certificate s past February 27, 2020, b4450bd64c5cf85182f3182f1c03e70017e483F17bc6c88be8a37d3c84923e74
its expiration. 22:03:46 (UTC-0600)

PBRFUERERREE , BRIMN2FE —1MHRINRTR. IE , BINFITERERYCHERE 1
B, BNBINFEAREEHEIBARALRZRARESE,
£ CLIHEENZNFITERS
UTNEGERAEEIHRSIPHMETTEAAFIIRENKS, ., EXMBERT , RNFLEERES
RAABMNOTFEAREEN R —IFISERBRAE, BIONNIEPCEFITERERRE , B TAN
FITERHEUMTERANER -
EAFEEHRLLT CLI &85,

» create-audit-suppression

» describe-audit-suppression

update-audit-suppression

delete-audit-suppression

list-audit-suppressions
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1. ERANATHSREAFT.

aws iot update-account-audit-configuration \
--audit-check-configurations "{\"DEVICE_CERTIFICATE_EXPIRING_CHECK\":{\"enabled
\":true}}"

i

Too
2. FEAUTHSZETRETIT, A4t DEVICE_CERTIFICATE_EXPIRING _CHECK ®Fit#Z,

aws iot start-on-demand-audit-task \
--target-check-names DEVICE_CERTIFICATE_EXPIRING_CHECK

i

"taskId": "787ed873b69cb4d6cdbae6ddd0d6996c5"

3. f#H describe-account-audit-configuration I FRERFITEE. BINFLERINRMNETFE
DEVICE_CERTIFICATE_EXPIRING_CHECK MEFitRRZE,

aws iot describe-account-audit-configuration

B
{
"roleArn": "arn:aws:iam::<accountid>:role/service-role/project",
"auditNotificationTargetConfigurations": {
"SNS": {
"targetArn": "arn:aws:sns:us-east-1:<accountid>:project_sns",
"roleArn": "arn:aws:iam::<accountid>:role/service-role/project",

"enabled": true

iy

"auditCheckConfigurations": {
"AUTHENTICATED_COGNITO_ROLE_OVERLY_PERMISSIVE_CHECK": {
"enabled": false
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},

"CA_CERTIFICATE_EXPIRING_CHECK": {
"enabled": false

.

"CA_CERTIFICATE_KEY_QUALITY_CHECK": {
"enabled": false

},

"CONFLICTING_CLIENT_IDS_CHECK": {
"enabled": false

.

"DEVICE_CERTIFICATE_EXPIRING_CHECK": {
"enabled": true

},

"DEVICE_CERTIFICATE_KEY_QUALITY_CHECK": {
"enabled": false

.

"DEVICE_CERTIFICATE_SHARED_CHECK": {
"enabled": false

},

"IOT_POLICY_OVERLY_PERMISSIVE_CHECK": {
"enabled": true

.

"IOT_ROLE_ALIAS_ALLOWS_ACCESS_TO_UNUSED_SERVICES_CHECK":
"enabled": false

},

"IOT_ROLE_ALIAS_OVERLY_PERMISSIVE_CHECK": {
"enabled": false

.

"LOGGING_DISABLED_CHECK": {
"enabled": false

},

"REVOKED_CA_CERTIFICATE_STILL_ACTIVE_CHECK": {
"enabled": false

.

"REVOKED_DEVICE_CERTIFICATE_STILL_ACTIVE_CHECK": {
"enabled": false

},

"UNAUTHENTICATED_COGNITO_ROLE_OVERLY_PERMISSIVE_CHECK": {
"enabled": false

{

£ CLI FAENEBNFITERSE
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DEVICE_CERTIFICATE_EXPIRING_CHECK RZEH true &,
4. £ list-audit-task S HRIFMREZT KN FITES,

aws iot list-audit-tasks \
--task-status "COMPLETED" \
--start-time 2020-07-31 \
--end-time 2020-08-01

L7l e
{
"tasks": [
{
"taskId": "787ed873b69cb4d6cdbaebdddd6996c5",
"taskStatus": "COMPLETED",
"taskType": "SCHEDULED_AUDIT_TASK"
}
]
}

BELSR 1 FIZTHHFITH taskId BiZEE—/ N COMPLETED 9 taskStatus,

5. f£M describe-audit-task 8% , FREVEXERARBBIRSIREY taskId %l b TR FiTHHA(E
B o wIHTAXFITNFEAE R,

aws iot describe-audit-task \
--task-id "787ed873b69cb4d6cdbae6ddd06996¢c5"

i

"taskStatus": "COMPLETED",
"taskType": "SCHEDULED_AUDIT_TASK",
"taskStartTime": 1596168096.157,
"taskStatistics": {
"totalChecks": 1,
"inProgressChecks": 0,
"waitingForDataCollectionChecks": 0,
"compliantChecks": 0,
"nonCompliantChecks": 1,
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"failedChecks": 0,
"canceledChecks": @

}I

"scheduledAuditName": "AWSIoTDeviceDefenderDailyAudit",
"auditDetails": {

"DEVICE_CERTIFICATE_EXPIRING_CHECK": {

"checkRunStatus": "COMPLETED_NON_COMPLIANT",
"checkCompliant": false,
"totalResourcesCount": 195,
"nonCompliantResourcesCount": 2

6. fE£A list-audit-findings R ERFERMNILS ID , AERMATUEFHERNF IR R,

aws iot list-audit-findings \
--start-time 2020-07-31 \
--end-time 2020-08-01

i

"findings": [
{
"findingId": "296ccd39f806bf9d8f8de20doceb33al",
"taskId": "787ed873b69cb4d6cdbae6ddd06996c5",
"checkName": "DEVICE_CERTIFICATE_EXPIRING_CHECK",
"taskStartTime": 1596168096.157,
"findingTime": 1596168096.651,
"severity": "MEDIUM",
"nonCompliantResource": {
"resourceType": "DEVICE_CERTIFICATE",
"resourceldentifier": {
"deviceCertificateId": "b4490<shortened>"
},
"additionalInfo": {
"EXPIRATION_TIME": "1582862626000"
}
},

"reasonForNonCompliance": "Certificate is past its expiration.",

"reasonForNonComplianceCode": "CERTIFICATE_PAST_EXPIRATION",
"isSuppressed": false
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},
{
"findingId": "37ecb79b7afb53deb328ec78e647631c",
"taskId": "787ed873b69ch4dbcdbae6ddd06996c5",
"checkName": "DEVICE_CERTIFICATE_EXPIRING_CHECK",
"taskStartTime": 1596168096.157,
"findingTime": 1596168096.651,
"severity": "MEDIUM",
"nonCompliantResource": {
"resourceType": "DEVICE_CERTIFICATE",
"resourceldentifier": {
"deviceCertificateId": "c7691<shortened>"
},
"additionalInfo": {
"EXPIRATION_TIME": "1583424717000"
}
},
"reasonForNonCompliance": "Certificate is past its expiration.",
"reasonForNonComplianceCode": "CERTIFICATE_PAST_EXPIRATION",
"isSuppressed": false
}

7. {EM create-audit-suppression &5/ ID A c7691e<shortened> KR &I+ (R
DEVICE_CERTIFICATE_EXPIRING_CHECK WitREMBEH , BEE 2020-08-20,

aws iot create-audit-suppression \
--check-name DEVICE_CERTIFICATE_EXPIRING_CHECK \
--resource-identifier deviceCertificateld="c7691le<shortened>" \
--no-suppress-indefinitely \
--expiration-date 2020-08-20

8. fEH list-audit-suppression T R RIANF I REIREHIRINAEXBRENIFAEE.

aws iot list-audit-suppressions

i

"suppressions": [

{

ECLIPAENEBHFITERER 52


https://docs.aws.amazon.com/cli/latest/reference/iot/create-audit-suppression.html
https://docs.aws.amazon.com/cli/latest/reference/iot/list-audit-suppression.html

AWS loT Device Defender AWS loT Device Defender FF % A R $§F

"checkName": "DEVICE_CERTIFICATE_EXPIRING_CHECK",
"resourceldentifier": {
"deviceCertificateId": "c7691e<shortened>"

iy
"expirationDate": 1597881600.0,

"suppressIndefinitely": false

}

}

9. update-audit-suppression S A AT EHFITERLE RBER. TEHHN RO expiration-date
EFAT 08/21/20,

aws iot update-audit-suppression \
--check-name DEVICE_CERTIFICATE_EXPIRING_CHECK \
--resource-identifier deviceCertificateId=c7691e<shortened> \
--no-suppress-indefinitely \
--expiration-date 2020-08-21

10. delete-audit-suppression 5 ] F FHIBR & it B R4 R

aws iot delete-audit-suppression \
--check-name DEVICE_CERTIFICATE_EXPIRING_CHECK \
--resource-identifier deviceCertificateId="c7691e<shortened>"

EiIAMIBR , B list-audit-suppressions 3%

aws iot list-audit-suppressions

7l o

{

"suppressions": []

}

EARHREF , RIAEBRR T AEZEF A F CLI 2% Device certificate expiring K&,
BEXTFUHERERRENESER , BSH FiHERERRA
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B %

AWS loT Device Defender FZLEFE SR HXNMSEZMHERNREREKE , LARZLERER
%, FRABHERNERERESKRIFRRXBNETARE (S0, FAR—SHHNZMEE , TR
F—NMEZFERANEHRTFZHERFBFEALIERVNRER, ) BUUREFSEETHE& (&S
T ) RERHFEREMRET (THRIFEZ) .

AWS loT Device Defender SN ELH loT ZE2HFEXERMRRRAZT—EHEMENRLE, E
YRERGSIE , RIGERFIEFRZMERZ I RIENEKRE, RZE54 ( X.509 i+ ) WiRRHEFEEY
e REENL TFIERSHIESR,

o] B = B

BEEEMEREEN RN T EMNEFIME <A FRH] , AR EZEIA*MNREETE,

EX

BRURFEMNTEMAFITREMPARTERYX INEE, xBEHEBEESREETLIESR
HMREREFEAMARERZIENTRITNE | AIBERIREUERE =115 RS2 H R,

ot

BEARFEMNTEAFIIREFTEVNRITRE , AEBRIERBE 2 FRAMKITR. SXxE
RIZ—# K SFEFENREEE2ETRTNEREANEHEFTNHRITEFINR, BR , SFEHXR
BEFEEREUNA, SITEEERKNIE, FRAFRSFENRE,

ERALFEENTEAFIIRESREAS  FREFENZRRREFIRPMLUER, PEF™
EMRETRSSBAERERE  SINHATZ2EAREMSRNEIN YT, XLRE b
FRONERENEREFWERGRIRZS , REARBPTEI D BEITHHNXHME,

&
BERURFEMNTENFIIREEERPAZRIET TR HERK, BRECNESFTRFIENE

SEREEZE  EXERRTEREFIRITNENA. EHEFEERE—&F  RFEXRETE
ERFENZ SRR EFIREFMELEE.
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JRE SRR

ETHAHTHNFITRERE | E5H FEE. AXERATHEITNRSEANESR | i§

Quotas,

HRRE

(® Note

LEERARER , BERERSUET G, MRKFPERERERTENSE  BLAESARE

ZEARFEEFS —ENRT2REBER.

ATAZRXIENEZRE .

EmETIE CA UHTENRBIEFRE
ERHEK CA IER P TEHIRES

HERBIES

REUPHARE

CAUFPZARE

KA GHRIUEK Cognito BEITRA
£33 5 MK Cognito AESTRA

AWS loT KBS TRER

AWS loT Kr A sERL B 45 iR
AEHNESTRER
AesARTFHRRERANRS
CA i Bl i3 &

HZRE MQTT &% ID

R BRI HR
REBUEBHRRE

ERE MR ZIER DL TEGERS
BEIEREEH

2% Service

ICEE2 S
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ERfEPE CA UHITENRRBIEPRE
FRKRERRBIRERE T HE CA , BN FENRSHAIBEEXREZILESR,

IR EE CLI F AP R ETRA
INTERMEDIATE_CA_REVOKED_FOR_ACTIVE_DEVICE_CERTIFICATES_CHECK,

EM: BA
FHER
WREBLZMAEHAREN , SIRELUTRERRRD :

« INTERMEDIATE_CA_REVOKED_BY_ISSUER

N ARFEEE

ERETPHE CA UHTEFRZILEFPREBIBE CA P E REFHEMA CA B AWS loT Core H 2
BEEREDRFIUEBRITHERZZHNEEE,

THNBEEMHAC RERNFRE CAREE CA #hNEMEM CA TRFILHR, EREPECAF , ERE
At CAERZERWIEBR IR ZFHEEL LB

mEEE

EE CAEBHAEE —BRNBEMNRZFIERIMES.,. RBENZLREMEREBZIMER. EAT6E
FTE:
1. AZFMHRREEHREM CA EENINER,
2. WIFFIBREAN , UK IRZAER LB I ITESR,
3. £ UpdateCertificate 7 AWS loT H ¥ |BIEBARIE N “REVOKED”, &% 7] LAfE A & iR 1R ESS T A
TE®W :
s NIEWFITERERNA UPDATE_DEVICE_CERTIFICATE EEREMUHTHENR,
« NF ADD_THINGS_TO_THING_GROUP ZE#F#R{E , LURFZ & AN E AT AN HIMITIRERV A
- MRELH B E IR LANEK Amazon SNS SEE |, iR A PUBLISH_FINDINGS_TO_SNS &Ef#
B1E,
- NREFE CAIEBEMNRZFIEREMEHTER , HERBHEHTLBRITRESHEMENE
R &P, ALAEERA ListRelatedResourcesForAuditFinding %I @3 % CA IEPERKIIREZIE
$ , #EH UpdateCertificate B4HIRZIEH,
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s FIREBNERZDE. (1EZS 0 DetachThingPrincipal, )

BXREZEER , TS EHRE,

EmHEN CALERMLETENRES

CAIEHEH B , BT AWS loT R FiEzHIRTS.

i &EFE CLI F APl R E /R REVOKED_CA_CERTIFICATE_STILL_ACTIVE_CHECK,
EM R

HHES

CAERHHERIENMFTES BVES BHEFIKRPIFCHE RS , B AWS loT F RIS
N“ACTIVE = “PENDING_TRANSFER",

HRERMTEMN CAILERN , 2BRELTRENRS :

« CERTIFICATE_REVOKED_BY_ISSUER

N AXFEEREE

ERHEN CAUERANBRATERRZIUESR, EPARRNERTMEHE. WRFIAMVRZESER
It CAEBERMIES , R ERE 2 E.

mEEE

1. {# A UpdateCACertificate £ AWS loT HFi% CA iEBFRIZHINACTIVE”, &3& 7] LA A E R iRk
SSHLLTE®
« WERHFITEKRLERMA UPDATE_CA_CERTIFICATE S R/ELUHFITIHE X,
« RIFJ PUBLISH_FINDINGS_TO_SNS Ef##4E , LASCHE B E X MR SKIM K Amazon SNS SEE,

BREZER , F5H ZFRRE.

2. W R CAIEPENRZFEHEMENFHITER , HERREEHBRTEFHEMENE
R &P, TJLAEA ListCertificatesByCA %Il @3 1% CA IEBERNRRIUEF , HEA
UpdateCertificate AR ZIEPo
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/\%PEZ%&QEq%

SANFHREZEABRRN X509 iEH @ AWS loT H1TH P KIE,

& CLI F API A E /R DEVICE_CERTIFICATE_SHARED_CHECK.,
TEH: B2
FHEER

EREFIITEERPHITUEREN , CAREEFITFHZE 31 REREEZTH 2 /PRIRE A TEE
WIEBFMEFIR ID. N TIFXFIT , kRESLEFMN LIXEITHEITE] 2 PN ENZFITSRFIFFBE 2 D

FEAE IR, MRERERESRXEERREBXTRR , BieFINITHITIEZNEIE , BOH T RS
EAREFE,

HRERXAFTEMAMIEBE , 2IRELATREKHE :

- CERTIFICATE_SHARED_BY_MULTIPLE_DEVICES

A, KR ERENERERESEHFIEBH ID, ERLEPHTERNEF RN ID, AREREELE
IR, RIEMNSRIERFIE.

NTAXFEEE

BNMRENERE—IERB L@ AWS loT #ITEHRIE, MRS MRZIEAMEBALES | XABERTR
ZEEHIR, HBOWEEERE , 2 —FBERS.

LURGIECS -

RiERFIEPRECERE. NREBHRA , FERLZEHRERBRREBILER,
MREZSMRE LERAB LS , WREEHRITUTERE

1. TRIEH A9 ME—IEB 3 EM MBS MRZ

2. RIEFEPREBAN , URIRZEEEACNRITIEE,

3. i£A UpdateCertificate £ AWS loT FfFIHIEH #5125 “REVOKED”, #&3E 7] LAfE A R R R ST LA
T :

. WIEMETEITERS RNA UPDATE_DEVICE_CERTIFICATE EfFig/ELlHTIHEDNR,
« N A ADD_THINGS_TO_THING_GROUP EfEiR/E , LU R AR INE| A LA B ITIREN A,
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o MRESLY B ENIERLAEE Amazon SNS SHE |, iR H PUBLISH_FINDINGS_TO_SNS &Efi#
B’E,

BREZER , TSR EFERE.

4. RIBEPMENRBEF T E.

BEEHEHRE

AWS loT BEFBEMKHER X.509 ifH1 TLS HESHBRKIE , BTFX AWS loT SHEREBEHTEHE
UE, XEUF PR EIERMEAVEIER AR EEE AWS loT IKFFEM |, AT eEFEHR. T EMhHXLEiE
FEf , AWS loT X EIFPHTEANZTRERE, XERESTHE

- HTRABEMPIIER,

o ATEGEMMIERBMENBEESE,

o PTUPAREEERHA (HTFER , HAREH )

- HINBRZRPRNBTHFEFAENRZ/NKD (FFF RSA Z4H , S MN 2048 MHEK )

BFITRENENNBERARERE T A TR

« CVE-2008-0166 — K &EREHEE T Debian WiRERS L , A OpenSSL 0.9.8¢c-1 £ 0.9.89-9 2
FIRVRRAE R T B, XEMAH OpenSSL RN BEKBRERTANNKT , FrRBREEE
BRENMBRARTRAOBURE,

« CVE-2017-15361 - R EZ AR A H Infineon RSA FE 1.02.013 #£ Infineon Trusted Platform Module
(TPM) EHA AR , fla1 0000000000000422 - 4.34 Z BIEYARAX, 000000000000062b - 6.43 2
BIAYRRZAS LA 0000000000008521 - 133.33 Z BIMVIRAR . ZET ZH 4B RSA ZEHERK , FIX
HTEERZBIHNMENRE , BRELEMBRFVE,. SEEOERRHSEER TPM 1.2 8
BitLocker, YubiKey 4 ( 4.3.5 281 ) PGP ZH4E AR Chrome BERGEFHNEFHAFBEMEDD

ab
Beo

WRIFP KRB IXLENE , AWS IoT Device Defender &3FIEBIRE N FTEM,
& CLI F API R E R DEVICE_CERTIFICATE_KEY_QUALITY_CHECK,

EM B
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HAER

W EE AT IR R “ACTIVE"SH “PENDING_TRANSFER"I IR & iE 45,
UREXATEMNMIERN , KBREATRERES :

+ CERTIFICATE_KEY_VULNERABILITY_CVE-2017-15361
+ CERTIFICATE_KEY_VULNERABILITY_CVE-2008-0166

AT AXFEEE
LEEEARZZRHNERN , KEELERRBARERE.
mAizE

EXRENRFIUEPUBRER AN X LEILES,
MREZSMRZE LEAFE LS , WREEHRITUTERE

1. TRE TR ME— R IR E M MEZMRE .

2. WMIFFEPREEN , URBEZEETFEACII#HITIER,

3. £ UpdateCertificate 7 AWS loT H ¥ |BIEBARIE N “REVOKED”, &% 7] LAfE A & iR IR MESCS T A
TEH :
s NIEWEFITERERNA UPDATE_DEVICE_CERTIFICATE EEZRELHTHENR,
« RF ADD_THINGS_TO_THING_GROUP ZZf#IRE , LUFHE R AN EI 7] AR HINITIREMV A

o MRESLY B ENIERILAEE Amazon SNS SHE |, iR H PUBLISH_FINDINGS_TO_SNS &fi#
B’E,

BREZER , F5H ZFRRE.
4. FIHEBNENREPDE,

CAUPRHARE

AWS loT BEFBEMKBFER X.509 iEHM TLS HESHKIE , ATX AWS loT HEREHITEHE
UE, XEUFP R EIEBMAEVEIER AR EEE AWS loT IKFF5EM , AT EEFEHR. T X LEE
FHEt , AWS loT MXLIFBHTEANTEMRLE | B

- IEBRABFREER,
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o EPMAMEEHBRBA (BRIFEWR , HARLH )
« HNRBPARXKNDMNHEEMENZRDKRD (T RSA R , ENIXTH 2048 NHEK ) -

BFEITRENENNZBRARERE T ATH IR

« CVE-2008-0166 — K &ERE#EE T Debian WRERS L , A OpenSSL 0.9.8¢c-1 £ 0.9.89-9 2
[EIRVRRANE AR T B, XEMAH OpenSSL RN BEKBRER TTANNKT , FEBREEE
BEXNMBZARITROBNRE,

« CVE-2017-15361 - ®REZ4A R A H Infineon RSA FE 1.02.013 £ Infineon Trusted Platform Module
(TPM) E#e 4R , 45120 0000000000000422 - 4.34 Z BIEIARZA, 000000000000062b - 6.43 2
BIAYARAX LA K% 0000000000008521 - 133.33 ZBIHVARAS, ZET L4 RSA ZEER |, K
TEERZESHAMNIG  BERELENRRPIE, SEWHERRGISEER TPM1.2 81
BitLocker, YubiKey 4 ( 4.3.5 281 ) PGP B4 KA K Chrome BERSEHHNREH P HIEMET)
B,

W RIFP KRB X LM R | AWS loT Device Defender 2FFE B E R TEM,

L EE CLI M API R E R CA_CERTIFICATE_KEY_QUALITY_CHECK,

FEM: B

FHAER

R EEATIRAS RN ACTIVE’SH“PENDING_TRANSFER’#J CA iEH.

HRERXINFTEHNIEH , 2 REALNTERRD :

+ CERTIFICATE_KEY_VULNERABILITY_CVE-2017-15361
+ CERTIFICATE_KEY_VULNERABILITY_CVE-2008-0166

ATAXFEEER
MBFFMAREEAL CAERESR | THLBRZL M.

mAEE

1. £/ UpdateCACertificate 7E AWS loT #3%i% CA IE BRI R INACTIVE”, #53% o] LA A E R 1R 1E
SSMUATEB -
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« WERHFITERSERMA UPDATE_CA_CERTIFICATE S R/ELUHITIHE X,

o MBESIEE N IERLANE R Amazon SNS SEE |, B8 A PUBLISH_FINDINGS_TO_SNS &f#
B,

BXEZER | B ERRIRIE

2. WA CAIERENREZFEDIMENHITHEXR , HERBHEHE LB R TEEAEMANE MRS
iEH, (A ListCertificatesByCA FllHHi@idiZ CA IEBEEWIRRIEH , H A UpdateCertificate
RHERRILESR, )

KREFHIIEM Cognito ABETRAE

By INEIRE & 3B IEW Amazon Cognito H I ABHNRBEEMNTTRS , EACLBRINITUTE
E AWS loT #1E .

- EEFEREN,
- EIEMEBRRE.
- BEERIFEMHERNBIBEIR R,

FE& , ANERERNE—RINRZ LHITUT AWS loT &R4E :

- A MQTT E#, RAHITRAMEEE ( BHELFRESHIITHIE ) -
« £ APl S8 BRI R FRESHITHRIE.

—RBERT , EFARZEMHRIEA Amazon Cognito Bt A BB ITIEENIRERANEZERIER ,
REFITEEYEE MQTT £8 , EFEA API TR IRIRFAB RS E FRESHITEEEXNEDS
EBHE

L &EF CLI M APl RETRA
UNAUTHENTICATED_COGNITO_ROLE_OVERLY_PERMISSIVE_CHECK.

FEM: BR
FHER

Xt F et , AWS loT Device Defender 2 & it EHITHEIT 281 31 RNA TEZE AWS loT JHER
E R FTE Amazon Cognito F11ith, £33 F M RIFHAKREL F 0 RIUER Amazon Cognito S HEENATE
Amazon Cognito & 3t &7 s &S E Ao
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HREXAFTENNREFHRIUER Amazon Cognito HAtAER , RIRELTRENAH :

* ALLOWS_ACCESS_TO_IOT_ADMIN_ACTIONS
+ ALLOWS_BROAD_ACCESS_TO_IOT_DATA_PLANE_ACTIONS

NTAXFEEE

HTARZEGHRIEINEMNRLIAFHNNERRIE , AtellwmRkXRNEtTES TS 5%
KiERY Amazon Cognito &1, MRRZ SN F 0 ER R , ©UEFEASERERESHIK, R
B, MRERIRETBRBBENFRNR, HE , EENRBRETZHWIHENE , T RHFRE
BREKFPRERZENE FNES. RKEAF TEMEAX LN R REHNENATIHED HE KD
DDOS i,

mEgE

N RE SR IER Amazon Cognito St A BN KRB NN IREZFR FHRITESFIERNXERR,
BINBWETRA TSR

1. QIBFNENAE,

2. BIZEHH Amazon Cognito 3 H A EKMMERAE,

3. WIEEH B e B EAFMIE AWS loT,

4. WIEERE , FEABEGHMEIFRIZ A FTEME Amazon Cognito & 137,

IR T AME R Z R RERTUTER ¢

« N PUBLISH_FINDINGS_TO_SNS Ef##24E LISt HE X IMRSKIMA Amazon SNS HE,

BXESRER , B5H ERELE,
EEIIERED.

BAUR AWS IoT APl RER TEBERIEXREN. FRMOESREFHBRIERN Amazon Cognito & 17t i#
ITEENRBRTFHITXERENDNR,

* AddThingToThingGroup

* AttachThingPrincipal

* CreateThing
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* DeleteThing

* DetachThingPrincipal

* ListThings

* ListThingsInThingGroup

* RegisterThing

* RemoveThingFromThingGroup
* UpdateThing

* UpdateThingGroupsForThing

EARRRTELERENAS , IEREE - RRLRTXLERE , B2BEARTEMN,
EIEYERRE

LAR AWS loT APl 2 ERA TS XEMHIE. TRMEERESBKIER Amazon Cognito K &
PIHEZENIRE R T HITIX LRIENR,

* DescribeThing

* ListJobExecutionsForThing
* ListThingGroupsForThing

* ListThingPrincipals

Example

- FEM :

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"iot:DescribeThing",
"iot:ListJobExecutionsForThing",
"iot:ListThingGroupsForThing",

iot:ListThingPrincipals"

1,

"Resource": [
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"arn:aws:iot:region:account-id:/thing/MyThing"
]
}
]
}

LRGIAVFRBMTIEERE , BMEZRZMIRE TH —NEWHINR,

EEFESYHR

BEAREFHRIEAN Amazon Cognito F 5t TEEMNIRE , TRIZER FHITRX L2 PRz
SNE9 AWS loT APl BB ERIR, ATUBEERIBZ — N HEEFEAN SIS0 , FRABIRELFHRK
iE#Y Amazon Cognito 5 3t {TiEZM R AR FREEK S

TRE/RHE MQTT £&

MQTT ;HE&EE AWS loT HERELZE |, HFRIRZARRKITSNEE , SR HRITERE FRESM
FEEPITRS. NIERBEREUERE. RGRITE MQTT HENER | NiZBRENEERRRITOTE
£ -

Connect
- FEM :

arn:aws:iot:region:account-id:client/*

BES * AFEMIEEEEE AWS loT,

arn:aws:iot:region:account-id:client/${iot:ClientId}

BRIE iot:Connection.Thing.IsAttached E&HRBRPIZERN True , XY T LHIPHBERE
5
- EM :

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [ "iot:Connect" ],
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"Resource": [
"arn:aws:iot:region:account-id:client/${iot:Connection.Thing.ThingName}"

iF
"Condition": {
"Bool": { "iot:Connection.Thing.IsAttached": "true" }

}

REACESEATEENRZFENTENZE. RMHIFIBIRLE MQTT FFmPMANILESZ
EEMMEIER LA RN SYWRIESIE | & —SRINR,

b g
- FEM

arn:aws:iot:region:account-id:topic/$aws/things/*/shadow/update
WRAIAFRZEFEMIBENE T (*=FEIRE ).
arn:aws:iot:region:account-id:topic/$aws/things/*

R AR FIRE, EHEMIEBREMERNE T,
- M :

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [ "iot:Publish" ],
"Resource": [
"arn:aws:iot:region:account-id:topic/$aws/things/
${iot:Connection.Thing.ThingName}/shadow/*"

1)

RENCETEBERA , EREEEEYENATEENRENEFAZFEAXER.
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Subscribe
s FEM :

arn:aws:iot:region:account-id:topicfilter/$aws/things/*
HRBIAFZRZFITRAFBREMENE FRES EB,
arn:aws:iot:region:account-id:topicfilter/$aws/things/*

EE—NRPIMER , AEERBR # BEA,

arn:aws:iot:region:account-id:topicfilter/$aws/things/+/shadow/update

WRAAFEZEETFMEZ LWEFEH (+=FBIRE )
« EM:

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [ "iot:Subscribe" ],
"Resource": [
"arn:aws:iot:region:account-id:topicfilter/$aws/things/
${iot:Connection.Thing.ThingName}/shadow/*"
"arn:aws:iot:region:account-id:topicfilter/$aws/things/
${iot:Connection.Thing.ThingName}/jobs/*"
1,

REACETEBERS , EREEAESYENATEENRENEALFAXETENESHEIE
Ao

ER
- B -

arn:aws:iot:region:account-id:topicfilter/$aws/things/*
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XEAFH , BRREZFRENEERIT RN ETZLCE R,

RES R F S BIE

NIRZFRETFHIT API RERRUTG R SIS R IRE R FRESMITHRIENRE |, NiZRENE R TN
TUT®RE, THR £ APIHRE

* DeleteThingShadow

* GetThingShadow

« UpdateThingShadow

* DescribeJobExecution

* GetPendingJobExecutions

+ StartNextPendingJobExecution

* UpdateJobExecution

Example

. FEM :
arn:aws:iot:region:account-id:thing/*

LR A TR E I EMEYPRITIEERE,
. B :

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"iot:DeleteThingShadow",
"iot:GetThingShadow",
"iot:UpdateThingShadow",
"iotjobsdata:DescribeJobExecution",
"iotjobsdata:GetPendingJobExecutions",
"iotjobsdata:StartNextPendingJobExecution",
"iotjobsdata:UpdateJobExecution"
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1,

"Resource": [
"arn:aws:iot:region:account-id:/thing/MyThingl",
"arn:aws:iot:region:account-id:/thing/MyThing2"

]

}
]
}

LRBI A IRB R AN EDHITIEERF,

233 §3 1R Cognito S TRR

M inE R 5 /B EUER Amazon Cognito Bt AN KBEENANAETFRSE , ERESBRITUT
AWS loT 84 :

- BEEFTUEREN.
- BEEFEYWHERNBEIHR.

FE& , AN ERNE—RINRZ LHITUT AWS loT &R4E :

- EREMEBRRIE.
« EF MQTT E/RHBATHMEEE ( 2R FIESHITHRE ) -
« £ API 88 B IRENEE R F RES TR,

—RBERT , AKX HRIUEAN Amazon Cognito Bt A ITERNIEZRNEZERONE | &
WMEYREEERE. ZHMITRSYWEE MQTT =8 , SEA APl S ERMABEREE FRESHK
THEHENENRERE.

Lt &£ CLI F API H.E /R AUTHENTICATED_COGNITO_ROLE_OVERLY_PERMISSIVE_CHECK.,
FEH: B
FHAEER

X F L& , AWS loT Device Defender & it EHITHEIT 281 31 RNA TEZE AWS loT JHER
BRI FTE Amazon Cognito F11ith, £33 &M RIFHAKREL F 1 KIUER Amazon Cognito S 1HEENATE
Amazon Cognito & 3t # 7 & &S E Ao
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HERELXDTENNERE FHRIEN Amazon Cognito St A &R | £RELUTREREAS -

* ALLOWS_BROAD_ACCESS_TO_IOT_THING_ADMIN_READ_ACTIONS
* ALLOWS_ACCESS_TO_IOT_NON_THING_ADMIN_ACTIONS
* ALLOWS_ACCESS_TO_IOT_THING_ADMIN_WRITE_ACTIONS

N ARFEEE

MRZFGHBRIINEHESFIL  ©oEFERERRERSIUKFIRE. MBRERIKEBRHIEN
T RIAR

mAEE

M B2 & 4 EUEAY Amazon Cognito B3t A GBI REE R X B iIRE R FHITESFTERN X LENR,
BINBUEERATIR :

1. QIEFNEA A,

2. BIEFTH Amazon Cognito Bt H R EMINEN AR,

3. WIFEH S eEREAFBILR AWS loT,

4. WIEEHRE , FEAA/CKHIMEIFRIZHFTEME Amazon Cognito & 137t

R T E B ARRERTAT B M -

« N PUBLISH_FINDINGS_TO_SNS Ef##24E LISt EE X IMRI3KIMA Amazon SNS JHE.,

BXEREL | BSH BBk,
EERERED,

BAUR AWS loT API RERTRTEBR S NEY , R FNIZNBELZR FHRIEHN Amazon Cognito &
P ITIEEAVIRZ R FHRATATIRENR

* AddThingToThingGroup

* AttachThingPrincipal

* CreateThing

* DeleteThing
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* DetachThingPrincipal

* ListThings

* ListThingsInThingGroup

* RegisterThing

* RemoveThingFromThingGroup
* UpdateThing

* UpdateThingGroupsForThing

FARNMTXERENAE  BERELE —RFELMTXERE  S2WARNTEN,

EEIFEPXIR

B4 54 EIER Amazon Cognito Mt TIEEMNIRE , TR ZBIR FIITRIX LIS PATRZ 7
B AWS loT API IRERBR. EfAETZL 5 #%IE Amazon Cognito & it 1TIERN M ARF XK
EEKF , B - N T HIRRFERAN RIS 455,

ENMEYERRIE

LA AWS loT APl R ETT A TiREEYEHE , HtNiZNBEL 5B RIERN Amazon Cognito & 17t
HITEENRERFNNEREYERITUTRENNR

* DescribeThing
* ListJobExecutionsForThing
* ListThingGroupsForThing

* ListThingPrincipals
- FEM :
arn:aws:iot:region:account-id:thing/*

LR A TR EZEIEMEYPRITIEERE,
. B :

{
"Version": "2012-10-17",
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"Statement": [
{

"Effect": "Allow",

"Action": [
"iot:DescribeThing",
"iot:ListJobExecutionsForThing",
"iot:ListThingGroupsForThing",
"iot:ListThingPrincipals"

1,

"Resource": [

"arn:aws:iot:region:account-id:/thing/MyThing"

RGN — NEY T ERE
. B -

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"iot:DescribeThing",
"iot:ListJobExecutionsForThing",
"iot:ListThingGroupsForThing",
"iot:ListThingPrincipals"
1,
"Resource": [
"arn:aws:iot:region:account-id:/thing/MyThing*"

WREIZFUAENR , RANREZAREERABEN (") FEN , ECHIHERBEFNS , KRR

[REMIEAENRNRBHRBNE.

- FEH -
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arn:aws:iot:region:account-id:thing/*

LR AR FIREZIEMEYPRITEERE,
. B -

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"iot:DescribeThing",

iot:ListJobExecutionsForThing",

iot:ListThingGroupsForThing",
"iot:ListThingPrincipals"
1,

"Resource": [
"arn:aws:iot:region:account-id:/thing/MyThing"

IR IR B AT — N BT I EIR S
« EM:

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"iot:DescribeThing",
"jot:ListJobExecutionsForThing",
"iot:ListThingGroupsForThing",
"iot:ListThingPrincipals"
1,

"Resource": [
"arn:aws:iot:region:account-id:/thing/MyThing*"
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}
]
}

BRBIZAEN , RENREZARZEABES () FEN , EENIIHRBEFRS | XR/HX
[REMEBSLENRVRZLRSUE

TR/ R E MQTT £&

MQTT JHEBE AWS IoT JHEREBLXIE , FHIRFAXRMNTESTRNERE , SHIHRIMEXRE IR
AAMESHITRS ., MRRENEUEE, KHHITHE MQTT HEMNEKRE | MiZREMISERFRRITI
T#R4E :

arn:aws:iot:region:account-id:client/*

BEAF * AFEMIRREREE AWS loT,

arn:aws:iot:region:account-id:client/${iot:ClientId}

BRIE iot:Connection.Thing.IsAttached EXRHRPIZEN True , XHEH T LHIPHBE
&
- M :

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [ "iot:Connect" ],
"Resource": [
"arn:aws:iot:region:account-id:client/${iot:Connection.Thing.ThingName}"
1,
"Condition": {
"Bool": { "iot:Connection.Thing.IsAttached": "true" }
}
}
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]
}

REACESEATERENRZBEVNEENEZE , BRHEFEIKRE MQTT - inFTARIESH
REEHINE AL B RS WRIES T |, 3 — S RENER,

R
- FEM -

arn:aws:iot:region:account-id:topic/$aws/things/*/shadow/update
WREAFEZENEMRZNE T (*=FBAERE ).
arn:aws:iot:region:account-id:topic/$aws/things/*

L 7R Fo % % SR B /M BRI AR R T
. B -

{
"Version": "2012-10-17",

"Statement": [

{
"Effect": "Allow",

"Action": [ "iot:Publish" ],
"Resource": [
"arn:aws:iot:region:account-id:topic/$aws/things/

${iot:Connection.Thing.ThingName}/shadow/*"

1,

}
]

}

REACTEBOHR , ENCRAEYENA T EZENZZNEMAE FHEXES,
Subscribe
s FEM :

arn:aws:iot:region:account-id:topicfilter/$aws/things/*

LRGIAFRBZITEAAMEREMENE FRESEE,
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arn:aws:iot:region:account-id:topicfilter/$aws/things/#

EE—NRPIEE , TEERBNR # BEA,

arn:aws:iot:region:account-id:topicfilter/$aws/things/+/shadow/update

WREI A REZEEEMRE LNEFTER (+=FEIRE ),
« EM:

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [ "iot:Subscribe" ],
"Resource": [
"arn:aws:iot:region:account-id:topicfilter/$aws/things/
${iot:Connection.Thing.ThingName}/shadow/*"
"arn:aws:iot:region:account-id:topicfilter/$aws/things/
${iot:Connection.Thing.ThingName}/jobs/*"
1,

RENCEEBERA , EREEEEYENATEENRENEALFAXEFNESHEIE

Ao

B
. B -

arn:aws:iot:region:account-id:topicfilter/$aws/things/*

XREMH , BNiRE REMEERITHH EEEBOEE

25 5 RWRILH Cognito ABITRR
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BRENE S R F AES IR

RIFR TR FHIT AP BER R H R RIERIR R F FRESHITHENFRRE | NiZREXISER R
TUT®RE, TEHR L AP BE :

* DeleteThingShadow

* GetThingShadow

* UpdateThingShadow

* DescribeJobExecution

* GetPendingJobExecutions

* StartNextPendingJobExecution

* UpdateJobExecution

arn:aws:iot:region:account-id:thing/*

BRG] AR B R B Y IT IS EIR1E,
- & :

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"iot:DeleteThingShadow",
"iot:GetThingShadow",
"iot:UpdateThingShadow",

"iot:DescribeJobExecution",

"iot:GetPendingJobExecutions",

"iot:StartNextPendingJobExecution",

"iot:UpdateJobExecution"

1)
"Resource": [
"arn:aws:iot:region:account-id:/thing/MyThingl",

25 5 RWRILH Cognito ABITRR
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"arn:aws:iot:region:account-id:/thing/MyThing2"
]
}
]
}

LR B IR B AN BT IEERF,

AWS loT KREIFRA

AWS loT RERENBE TREZZFZRS, ©N—RIREFRFRIEFTER MQTT HEHNNR ,
FH—RINRFR T ETE S FHNESRITRIBEINR.

—RME , HNEMBNRBEZRTFNEZRERENTRERNIERANR , MANZESHERE ,
FRESDEHMIRE, BRTREEFINMERN  FURKBEPERBER (Hl ) EERFHANI
TRZHAFZRE,

It EFE CLI M API R E/RH I0T_POLICY_OVERLY_PERMISSIVE_CHECK,
FEM R

FHES

HREXAFENH AWS loT KEEE , RIREUTRERRH :

* ALLOWS_BROAD_ACCESS_TO_IOT_DATA_PLANE_ACTIONS

ATARXFEEE

WS TRAMIEF. Amazon Cognito SHHEYWAH - BEIRE , AP HMENENKS, REE
AEARITZNERNER , RINSEIMEREFNE F. EFSESNITHRE. HE , WEEAT
£ A EER AL B EEEM L PHLERIREFH K3 DDOS Kito

e E
BRUATSRREEM NI EY., EVWARECRENEFATSHARE

1. £/ CreatePolicyVersion Bl FRBR SRR, & setAsDefault FRIZREN True, (XA
FEULETARAE A T AR ATEEE, )
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2. £ ListTargetsForPolicy SREUK BB NI BARFIR (EH. BEYH ) , HAETHPITENIEER
FERIERHITEEZENIRE,

3. WIFFT B XM IR R RERIEEE| AWS loT, MRRFTIEERE , £ SetPolicyVersion fFERIA KB
ERE|Z BV ARA | 8RR , RBER,

A ME R BRI T B M -

. WIEMETEITERS RNA REPLACE_DEFAULT_POLICY_VERSION Ef#ig/ELi#{TIHE R,

o MRELY B E N ERLANER Amazon SNS JEE |, iE R PUBLISH_FINDINGS_TO_SNS Ef#ig
.

BREZER , F5H ZFERE.

5/ AWS loT Core I EEKIEFZIASIH AWS loT TR

MQTT X R

MQTT JHEBEN AWS loT SHEREB A X , HFERZRARNITZNMRE , SEHRANERE RS
FSHITIRAS. RERFENEUERE., EHRITHE MQTT HENER , NZBEENEERRRTHOTE

arn:aws:iot:region:account-id:client/*

BEAF * AFEMRREREE AWS loT,

arn:aws:iot:region:account-id:client/${iot:ClientId}

BRJE iot:Connection.Thing.IsAttached ERMHEHPIREN True , XHEH T LAIPHIBHE
S
- EM :

{
"Version": "2012-10-17",
"Statement": [

{
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"Effect": "Allow",

"Action": [ "iot:Connect" 1,

"Resource": [
"arn:aws:iot:region:account-id:client/${iot:Connection.Thing.ThingName}"

iF
"Condition": {
"Bool": { "iot:Connection.Thing.IsAttached": "true" }

}

BREACTLESATEENREENLENTE, FHBEOEIRE MQTT BEFHIANILERR
BEMINEI6E At & FREY B RVUEH ITEE | 3 — S RFINER,
R
« FEM :

arn:aws:iot:region:account-id:topic/$aws/things/*/shadow/update
WRAIAFRZEFEMIBENE T (*=FEIRE ).
arn:aws:iot:region:account-id:topic/$aws/things/*

R AR FIRE, EHEMIEBREMERNE T,
- M :

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [ "iot:Publish" ],
"Resource": [
"arn:aws:iot:region:account-id:topic/$aws/things/
${iot:Connection.Thing.ThingName}/shadow/*"

1)

AWS loT FBIE TRA 80



AWS loT Device Defender AWS loT Device Defender FF % A R $§F

REACTEBEHERF , ENCEEEYEMA TEZEN RENEME FHEXET
Subscribe

- FEM
arn:aws:iot:region:account-id:topicfilter/$aws/things/*

LERPIAFRBITEANIBERZEMENE FRESEE

arn:aws:iot:region:account-id:topicfilter/$aws/things/*

EE—/REIMEE , TIEANE # BEM.

arn:aws:iot:region:account-id:topicfilter/$aws/things/+/shadow/update

WREIAFREEEEMRELNEFTER (+=FEIRE ).
« B -

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [ "iot:Subscribe" ],
"Resource": [
"arn:aws:iot:region:account-id:topicfilter/$aws/things/
${iot:Connection.Thing.ThingName}/shadow/*"
"arn:aws:iot:region:account-id:topicfilter/$aws/things/
${iot:Connection.Thing.ThingName}/jobs/*"
1,

[

Y

N

FAEESRES , ENEEESEYEHFATEENRZINEAL FEXEENESHEXRE

o

[

E
. B :

AWS loT REIFRA
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arn:aws:iot:region:account-id:topic/$aws/things/*

XREMH , BAiREREMNEERITHH EEEBOEE

T HMESNR

NRBRTHAT AP REREAT B SIS BNRB R F RESHATHRIEN RIS |, MIZREX 45 E 7R
TTUATRMAE, TEHR L AP 1E

* DeleteThingShadow

* GetThingShadow

+ UpdateThingShadow

* DescribeJobExecution

* GetPendingJobExecutions

* StartNextPendingJobExecution

* UpdateJobExecution

oG]
- FEM

arn:aws:iot:region:account-id:thing/*

IR AR & I E AT B I ATIE E IR E,
- M :

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"iot:DeleteThingShadow",
"iot:GetThingShadow",
"iot:UpdateThingShadow",
"iotjobsdata:DescribeJobExecution",

AWS loT FBIE TRA 82



AWS loT Device Defender AWS loT Device Defender FF % A R $§F

"iotjobsdata:GetPendingJobExecutions",
"iotjobsdata:StartNextPendingJobExecution",
"iotjobsdata:UpdateJobExecution"

1,

"Resource": [
"arn:aws:iot:region:account-id:/thing/MyThingl",
"arn:aws:iot:region:account-id:/thing/MyThing2"

L RBI A RZ RN AN EDHATIEERF

AWS loT 3R g A B2 L i 46 1R

EEEET AWS loT KB TREEH R, FREBENEKE @RS TREVNERE TS REE
fr, Bl ARVFRZE TR BT IR

AREEL B A IRAY AWS loT KR ER —REE | RESHRE B KM Z XA TN RE,
FELE CLI M1 API | Z#ZEE /R IOT_POLICY_POTENTIAL_MISCONFIGURATION_CHECK,
FREM  F

HHER

SR ELX I ATRERE IR AWS loT REEET , AWS loT 2IREITRERB :

+ POLICY_CONTAINS_MQTT_WILDCARDS_IN_DENY_STATEMENT
+ TOPIC_FILTERS_INTENDED_TO_DENY_ALLOWED_USING_WILDCARDS

NTAXFREE

HIREBEN KBRS RZFRUBEAFNNER  MNISBENER, BRNBWFAERZBEER , %
BR X B3 R A9 U5 [R] B LE R £ BB

REEELIEBEURAHEE MQTT BERF

AJEEBLE R IRAY AWS loT KRR ELKE deny BEAHREE MQTT BERF (+ 3 # ) . BEAFH
AWS loT SRR A X FFRFE |, ATRESEREET TRA,
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LTRREIEEBIEREHRFER MQTT BEARF # KIEL TS building/control_room 8

KB EE, BEE , MQTT BEAFE AWS loT KEEFEEBERFS X , ®FWLATE building/
control_room/datal,

A EEEC B SR IRAY AWS loT KR ERFERRE KB
POLICY_CONTAINS_MQTT_WILDCARDS_IN_DENY_STATEMENT #Ri2it M,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "iot:Subscribe",
"Resource": "arn:aws:iot:region:account-id:topicfilter/building/*"
},
{
"Effect": "Deny",
"Action": "iot:Subscribe",
"Resource": "arn:aws:iot:region:account-id:topicfilter/building/control_room/#"
.
{
"Effect": "Allow",
"Action": "iot:Receive",
"Resource": "arn:aws:iot:region:account-id:topic/building/*"
}
]
}

LT REREENRENRE, 8% FLNITH building/control_room/ ¥ X/ , b EIZYK
B building/control_room/ B FEBHIEE,

{
"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": "iot:Subscribe",

"Resource": "arn:aws:region:account-id:topicfilter/building/*"
.
{

"Effect": "Deny",
"Action": "iot:Subscribe",
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1
{

"Resource": "arn:aws:iot:region:account-id:topicfilter/building/control_room/*"
"Effect": "Allow",

"Action": "iot:Receive",

"Resource": "arn:aws:iot:region:account-id:topic/building/*"

"Effect": "Deny",

"Action": "iot:Receive",

"Resource": "arn:aws:iot:region:account-id:topic/building/control_room/*"

A EEEERBEA TN B FERERE

AR RBIREE B EEBEIE4 RIR building/control_room/* RIELITHE building/

contro
buildi

1_room XM ERE, BRE , ®FWLAKIE building/# iTHESR , HEWRBES
ng HXMAIE EBAEE |, 8% building/control_room/datal,

AJREBL B SR IRAY AWS loT KRR ERHE A RE R

TOPIC_

FILTERS_INTENDED_TO_DENY_ALLOWED_USING_WILDCARDS #riCLtZREE,

AR RGIRRE A ZER < F building/control_room topics HIHE :

"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": "iot:Subscribe",

"Resource": "arn:aws:iot:region:account-id:topicfilter/building/*"

"Effect": "Deny",

"Action": "iot:Subscribe",

"Resource": "arn:aws:iot:region:account-id:topicfilter/building/control_room/*"
"Effect": "Allow",

"Action": "iot:Receive",

"Resource": "arn:aws:iot:region:account-id:topic/building/*"
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}

AR R IEWE B/ KB R, RFEFLNITH building/control_room/ BIFE&

B building/control_room/ M FEBHIEE,

{

"Version": "2012-10-17",

"Statement": [

{
"Effect":
"Action":
"Resource":

},

{
"Effect":
"Action":
"Resource":

.

{
"Effect":
"Action":
"Resource":

},

{
"Effect":
"Action":
"Resource"

}

]
}
(® Note
HRETES

wmiEE

"Allow",
"iot:Subscribe",

HDenyH’
"iot:Subscribe",

"Allow",
"iot:Receive",

HDenyH’
"iot:Receive",

: "arn:aws:iot:region:

"arn:aws:iot:region:

"arn:aws:iot:region:

"arn:aws:iot:region:

account-id:topicfilter/building/*"

account-id:topicfilter/building/control_room/*"

account-id:topic/building/*"

account-id:topic/building/control_room/*"

Riko BANBUEITAFIACARCHRE , FEATITIHI BRI IRIRE R,

, AR

HRESIRIZATEE RKREE , At ATseaHIRR. EAF ISR ICAEIRR , XBUG
ﬁ$éﬁwﬂﬁﬁo
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LU LZEBUTSRRIEEM MY, EWAREMTANE AT TSR

1. £ CreatePolicyVersion Bl FRERAEH R, & setAsDefault FRIZIREN True, (XA
AR E R T AR E SRS, )

BRXAERAHIGIE AWS loT KEEHRE| , ESHE AWS loT Core JF & & 18R+ 89 & 40 /17 4 5K BE
/_.I_<1§|JO

2. WIFFT B RERAVIR B BERIEREER| AWS loT, MRIRBFTERERE , £/ SetPolicyVersion FFERINKEE
EUREZBIRIARAS |, KRR , RREE,

IR LAME R E R RFEIDIUATER -

o NN FITERSE RN A REPLACE_DEFAULT _POLICY_VERSION Ef#1B24EL#ITHE R,
o MRESLYEE NG LAE R Amazon SNS B E |, 58 A PUBLISH_FINDINGS _TO_SNS Ef#ig

£,
BXEZER , F55 Eigk,
A (AWS loT Core FF X AR IEFE)Y FH IoT Core KT EERKKPZNASIH AWS loT AR,
AEINBETTRER

AWS loT ABFIRRMHT —fHLE , ILEZMNIEERER X.509 iEHFT AWS loT #TFHRIE , ARFMN
5 AWS loT A& 3 & KB IAM £EIREUEH AWS &if, XAEATESHRIE L TXEE/GH
REEDNXEEZENNRETE. IRENEREETY , AU FECRBEENRARKEF. HF
ITREER AWS loT ABFARHNIGHEIEFSE FREA,

MREUUATHEHP MR, FRALEE !
- ZERBENEAEHNE (I, ot “dynamodb:*’, ‘iam:* F ) EXE—FPEANTARSR
HEERNR,

© ZERBREXNSYITBERENTZHRMNR, MZR AWS loT RENTHRRRZIS AWS loT £
EERERERNTZHRNR,

o ZERBEREI am”, “cloudtrail”’, “guardduty”’. “inspector’=}‘trustedadvisor’® &4 & 1t JRSS /Y 15 1]
PR o

LA &ETE CLI f1 APl .2 /R7 I0OT_ROLE_ALIAS OVERLY_PERMISSIVE_CHECK,
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EE R

HAES
HRERATESIL loT KR , 2IREILTRENN

+ ALLOWS_BROAD_ACCESS_TO_USED_SERVICES

+ ALLOWS_ACCESS_TO_SECURITY_AUDITING_SERVICES

+ ALLOWS_BROAD_ACCESS_TO_IOT_THING_ADMIN_READ_ACTIONS
* ALLOWS_ACCESS_TO_IOT_NON_THING_ADMIN_ACTIONS

* ALLOWS_ACCESS_TO_IOT_THING_ADMIN_WRITE_ACTIONS

+ ALLOWS_BROAD_ACCESS_TO_IOT_DATA_PLANE_ACTIONS

AT AXFEEER
BB R AR R ERTHERREMTORR , ATURKRE 2B R KS O,
mEE

BRUTHSRREEWMEEY. ESNEIHTKENEMTSNRE

1. M AWS loT Core R REE R TFEEEA AWS RSHNEFNSRI BN A B NA
BRI 58 7™ BY SR & o

B LR ERIREIUTEY :
o WMRESLY B ENIRELEA Amazon SNS B E |, iER A PUBLISH_FINDINGS_TO_SNS Efi#ig
£,

BXESEL  HSH ERERE,
A &5 & Jo VU5 R R 62 A RO AR S5

AWS loT ABFIZRM T —FHLH , ILEZEMIRRER X509 iEHBX AWS loT #1TH ML , REMN
5 AWS loT A& 38 XBKHN IAM £EIREUEH AWS &if, XAFERATEFHRII L TXEE/GH
REEAR /N IX L EIE RSB, ﬁu%‘“ﬂﬁ%ﬂ@a%Té BORESFEECREENRARKE D, L&
TR EBER AWS loT A5 FRUNIGHN ZEFSE TR,
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MEABHNBENHEITE—FRAT AWS loT EEFHRS , MatEkwsE, fl, MRS
B IAM BEEEEREE—FPNERT AWS oT WARSE |, BN ACHEREET T
"iam:getRole" M "dynamodb:PutItem" FPR , M T itk & RIA,

L& CLI M APl RETRA
IOT_ROLE_ALIAS_ALLOWS_ACCESS_TO_UNUSED_SERVICES_CHECK.

FEEM
FHER
HRELXMTENRH AWS loT Fret , @ REUTRERS :

+ ALLOWS_ACCESS_TO_UNUSED_SERVICES

A AXFEEE
BB IR R R E TR ER R RN RS | BRI IRE 22 R K X
mAEE

BRUATSRREEMNEEY. EVWARECKENEMTESHRE

1. BIREEA AWS loT Core FIFREE R T EEHH AWS ARSI RH I ST SR B &3 & N A
BRR i B2 7™ A9 SR B o

BRI EAERFREITUATEN :

- MREXYEEIERMELIEE Amazon SNS HE , iHR A PUBLISH_FINDINGS_TO_SNS Ef#i
(=N

BXEZEER , #50H EHRE,

CA E$ B3 5

CA iEFHH1E 30 RS K ELTE .

L EE CLI 1 API & RF CA_CERTIFICATE_EXPIRING_CHECK,

FEEM 5

CA iEF BN £ 89


https://docs.aws.amazon.com/iot/latest/developerguide/authorizing-direct-aws.html
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HAER

R ERR TR R ACTIVE =5 “PENDING_TRANSFER"#) CA iE$,
HRERATESIMN CALEHREN , 2EEETRERD :

+ CERTIFICATE_APPROACHING_EXPIRATION
+ CERTIFICATE_PAST_EXPIRATION

N ARFEREE

B Hf CA EHFRHA T E LR EIER,
mEAEE

AXMANE  BSARERETR, LUHEE .

1. [ AWS loT SEf#E9 CA MEH,

2. WMiFgE B FEAFH CAEPERIZZIESR,

3. £ UpdateCACertificate £ AWS loT F5FIHH CA WEBFRIE R INACTIVE”, &7 LA R AR
EZTATEW -
s NIEWFITERERNA UPDATE_CA_CERTIFICATE EfFIREUBRTHER,

o MRESCY B E @R LAER Amazon SNS EE | iER A PUBLISH_FINDINGS_TO_SNS &Ef#
B’IE,

BXREZEER , 7S EHRE,

IR MQTT &/ % ID

ZMREGAR—F PR D E#.

It ERE CLI F APl FE/RH CONFLICTING_CLIENT_IDS_CHECK,
FEM S

HHER

ERAR—FFim ID BYTSMERE NS B EEENREZMTERE, MQTT AVER A TFENE IR
ID B—MESERE , RS S —MREEAR —F iR ID B , © R —MNEEKT.

RZREY MQTT &% 1D 90


https://docs.aws.amazon.com/iot/latest/apireference/API_UpdateCACertificate.html
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HEFTERIEPHITUERER , EAREEFTRTHZE 31 RREFF K ID BOMATEEN. X
TitklEs , KREQEEN ERSTEFZIZFERGIF BHEONHE. NRECELERE RIS
FEREMIX MR |, B FEEEEMITRAE , BHREREHEFE,

HRERATESAEEN , 2BEEETRERD :

« DUPLICATE_CLIENT_ID_ACROSS_CONNECTIONS
HREROMNERERESEATERNE K ID. FEA ID AERMIT R, &IEWERIIER
Ho

ATARXFEEE

ID PRI ZBFHIE T ENERE , XAURESBEEERTBMERE T REE,

RXARERTRBHREFNZTIECSERR , F TR DDoS WM —& 7. A TRERIREZREKSF
BIEBEE K HERZFERYRTE , ST HEMEEZ X

wmiEE

FEMNRFZEMNA AWS loT FHE—FY) , AEABYEMENET iR ID #ITEE, IE , £EL
MQTT E#RZ A UUID EREF iR ID. BETUEREFRESITUTEN :

o MRESLY EE NG RLAE R Amazon SNS B E |, 5 A PUBLISH_FINDINGS_TO_SNS Ef#iR
£,

BEXEZEE , B3 Efiek,

8 &ZUE P B HR

REFUPHERENREHRAIBREZH, EHIPRERERTUEEE 30 X ( &%E ) 5 3652
R (105, &K ) zHE , BINER 30 X,

W &EFE CLI 1 APl FER7 DEVICE_CERTIFICATE_EXPIRING_CHECK,
FEEM

HFHAER

R EERTIRANACTIVE’ S “PENDING_TRANSFER’HI R iEH,

HRERZAFTEANRZIEBN , 2IRE LT REAHE :

RE LRI o
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« CERTIFICATE_APPROACHING_EXPIRATION
+ CERTIFICATE_PAST_EXPIRATION

AT AXFEEER
REEBSAETRBRALR.
RERFILEHIHLE

LEBL B R Re S I 12 IR Z BA B P B R AVE B AR H R EE, fl , REEHEIEH RN 30 RN
WEBH , WAEATAREERE :

{
"roleArn": "your-audit-role-arn",
"auditCheckConfigurations": {
"DEVICE_CERTIFICATE_EXPIRING_CHECK": {
"enabled": true,
"configuration": {
"CERT_EXPIRATION_THRESHOLD_IN_DAYS": "30Q"
}
}
}
}
mAiEE

BRIOASE  FERREREREK. LAETE

1. MEFUEBHFEHMEIRE,

2. RIFFNEPREBBEMURRREREATH ITERE,

3. £ UpdateCertificate 7 AWS loT A IHIEBFRIENINACTIVE”, &k ] LAE R FIRIESZI L
TE®W :
o WM FITERLE RN A UPDATE_DEVICE_CERTIFICATE S REUMTIER.
« RA ADD_THINGS_TO_THING_GROUP Ef##R4E , SURHR & A INEI AT BN HMATREN A,

o MRESLY B E @R LAE R Amazon SNS B S |, iER A PUBLISH_FINDINGS_TO_SNS &Ef#
B’IE,
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AWS loT Device Defender AWS loT Device Defender FF & A R 36§/
BXEZEE , B SR E,
4. FIHIEBNRBEDE. (1EZH DetachThingPrincipal, )

REUDHREE

HRFJUPLTERESNRBATHETEEENRYN , KFITRESRES. RERBTEMR
B THEBRRES , TRIEBMEIECERASFRNAR , MEEHRARIITE , BEREIEHHEE
HIXERESREM.

IERHIRCEREATUEERE 30 X (F&&E ) 213652 X (10 F , &K ) 2@, BRIAMERN 365 K.

L ETE CLI M APl FERH DEVICE_CERTIFICATE_AGE_CHECK., BRIABRT , KRELTEH
RS, mEM : K

HAER

R EEATIRAS N ACTIVE'SH “PENDING_TRANSFER’"HIZZiFFH. HWERELAMATENNEEZIEP
B, &REUTREARS :

+ CERTIFICATE_PAST_AGE_THRESHOLD

BERZFIUEPHRLE

IEE A ERIFRZAIN B ERZREFEPRRIZE S THEMBERE LRFBANEZLS
B, B LAEA UpdateAccountAuditConfiguration API BEEMKE, i , MREFHEEIL
P TFIENRSET 365 RETKRERE , AAURNTHFREERSE :

"roleArn": "your-audit-role-arn",
"auditCheckConfigurations": {
"DEVICE_CERTIFICATE_AGE_CHECK": {
"enabled": true,
"configuration": {
"CERT_AGE_THRESHOLD_IN_DAYS": "365"
}
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ERENRBIEB DL TREERS

B mHENRZIER DL TEDRES.

K& CLI # API FE RN REVOKED_DEVICE_CERTIFICATE_STILL_ACTIVE_CHECK,
REM

FAES

RFUEBNTH CAWIEL REFIERSP , BEE AWS loT RN TERES.

R EFEATRESNACTIVE = “PENDING_TRANSFER’EViZ &ZiE$
HRELRMFEMEEN , RIRELTREAHS

+ CERTIFICATE_REVOKED_BY_ISSUER

AT ARXFREER
REIEREE RN BRI D, i LA ER N EIERERAT 4 KE AWS loT B4,
mAEE

RIERZFIEPEECEWE, NREERS , FERZEREIKRREZBLFR. BUESEE :

1. NREMENLEH,
2. RIFFIEPREBEMARERESEACHITIEE,
3. £ UpdateCertificate 7 AWS loT H ¥ [BIEBARIE N “REVOKED”, &% 7] LAfE A & iR IR ESS T A
TE#/ :
o NIEWFITERERNA UPDATE_DEVICE_CERTIFICATE EEREMUHTHENR,
« R ADD_THINGS_TO_THING_GROUP Eff#RM¥E , SURRZ A INEI AT AN HIATIRERN A,

o MBESLY B ENIERLAEE Amazon SNSSHE |, R H PUBLISH_FINDINGS_TO_SNS &fi#
B’E,

BEXEZER , B2H EHEE,
4. FIBUEBNRBE D E. (EFZS M DetachThingPrincipal, )
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BEIEEREE

Amazon CloudWatch &3 A AWS loT B&. ¥iE V1 f V2 BEIEF.
K EE CLI M APl #E R LOGGING_DISABLED_CHECK.

FEM K

FHES

REXAFEAEEN , RIRESTREREARS :

+ LOGGING_DISABLED

N ARFEEE

{&Bh CloudWatch 89 AWS loT B |, T LLT £ AWS loT HFM1TH , SEEHRIEELAK., XMW
EEREFNEZURTT | X 4T H ATRER AR B E R,

g E

1 CloudWatch F /3 AWS loT B&. 55 (AWS loT Core FAARIEFE) P HEEIZEAS
2, BREMUERAZBREIIUATEN :

o« WENFITERSERMNA ENABLE_IOT_LOGGING EfAB2ELHITHE R,

o MRESLI B E @R LAE R Amazon SNS B E |, 5 A PUBLISH_FINDINGS_TO_SNS Ef#ig
=N

BXEZEERE , B30 EHRE,

WS
EEFERRE

ffAUpdateAccountAuditConfiguration AKFREFKZIZEE, B3 , EUSAFER
FTHE#, REWEBAREENRHKE,

£/ DescribeAccountAuditConfiguration REXLEIRE,
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£ DeleteAccountAuditConfiguration MIBRFHKIRE. XXEFREMBERIAE , HEME
T, ARFTERERIAEFEARS

UpdateAccountAuditConfiguration

K P Bt B E B E Device Defender iR B, REAEFRKBANEZEARURE ASRE
HEZRERR,

BE

aws iot wupdate-account-audit-configuration \
[--role-arn <value>] \
[--audit-notification-target-configurations <value>] \
[--audit-check-configurations <value>] \
[--cli-input-json <value>] \
[--generate-cli-skeleton]

cli-input-json #3

{
"roleArn": "string",
"auditNotificationTargetConfigurations": {
"string": {
"targetArn": "string",
"roleArn": "string",
"enabled": "boolean"
}
b
"auditCheckConfigurations": {
"string": {
"enabled": "boolean"
}
}
}

cli-input-json FE

A e il iR
roleArn FRFE AEH ARN |, ZAEENR

AWS loT 1T B &A1 E] 1%
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=1

auditNotificationTargetConf
igurations

targetArn

roleArn

=Y=):

RE

RAKE : 2048, |/IMKE :

20

R &

FRE

FRER

RAKE : 2048, &/PNKE :

20

R{E

DU
#. KB, EPREBIMEX

/GN O

ey
i
¢l

FRBHERIEEH B FRRAE
KEE.

FRBHNERETH BIR
( SNS X8 ) #9 ARN,

AR EERREBANEE
# ARN,

NREBAmEREEBEA ,
A true,

97



AWS |oT Device Defender

AWS loT Device Defender FF X A RIEE

=1

auditCheckConfigurations

=Y=5

configuration

i

DU

NHKFIEEESANZANW
TR E, £ DescribeA
ccountAuditConfigu
ration EFFMAEREMNSIXK
, BEYEEBANRE,

REREREBEMARE , TR
BEs EERRERE, WRE
RAETRE , NRFHERES X
IEBENEZRERXNAR
Bz,

EAT R E A ERNRET
EER. MMEMITRITRF
MR E | SRR = B
%0

% — XA UpdateAcc
ountAuditConfigura
tion B, XAEMHSE ,
B#FELIEE-—NIERAN
KE,

MRERHLKFEHAFZE
&, A trueo

(k) BEFITRENE
EXEE , 540 CERT_AGE_
THRESHOLD_IN_DAYS

F CERT_EXPIRATION_TH
RESHOLD_IN_DAYS , ®Jikt
I8 E AR AU EI B < IE A
BR N BN 2 HA A9 12 B8 .

EETKRE
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I

InvalidRequestException

FRHANBEELZRK.
ThrottlingException

RREI RS

InternalFailureException

HIEAE IR

DescribeAccountAuditConfiguration

SREULLTK F #9 Device Defender BRZiIRBE R, RESIEFREANKEZARNULEARZANFTXZRE

BRA,
S

aws iot describe-account-audit-configuration \
[--cli-input-json <value>] \
[--generate-cli-skeleton]

cli-input-json #3

{
}
i
{
"roleArn": "string",
"auditNotificationTargetConfigurations": {
"string": {
"targetArn": "string",
"roleArn": "string",
"enabled": "boolean"
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}
I
"auditCheckConfigurations":
"string": {
"enabled": "boolean"
}
}
}
CLI % i P ER
=L
roleArn

auditNotificationTargetConf
igurations

targetArn

roleArn

=y =4

auditCheckConfigurations

=Y=):

PR

BRAKE : 2048 , &R/PKE :

20

FRE

BRAKE : 2048 , &/PKE :

20

WRE

R &

n/R{E

DU

AEH ARN , ZABRK
AWS loT EHATERKETE AR
%, K, IEBRETCTEX

2.

o

% — XA UpdateAcc
ountAuditConfigura
tion B, XARELSE

BRI R F BN E RIS
R BIRVERER

HRZBAERIETN B IR
( SNS =& ) B ARN,

RN EBRREBANAE
# ARN,

MREEEABBRREBA ,
)I'IJHg true,.

XTI B A MR E
BE,

MREAMKF BHAFEXL
&, A trueo
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B FRH iR
configuration BR 5 (A ) hEEFITRERM

REBE , HIIEHXFHN&
A HBR =0 A A & 12 B2 Y Z H B
KRB

iR
ThrottlingException

R PR

InternalFailureException

HIMEBIME R,

DeleteAccountAuditConfiguration

& BT - 89 BR1A Device Defender FiZiR B, ZMm AWM ER EHBEEEMER , MEFITREYEE
RNEER,

BE

aws iot delete-account-audit-configuration \
[--delete-scheduled-audits | --no-delete-scheduled-audits] \
[--cli-input-json <value>] \
[--generate-cli-skeleton]

cli-input-json #3

{
"deleteScheduledAudits": "boolean"

}
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cli-input-json ZE

A E¥il iR
deleteScheduledAudits mIRE WRA True , NAMAEITRIFER

EPRE A BR o

fa

7

iR
InvalidRequestException

ERBAB LK.

ResourceNotFoundException

BEENRRTFHE.
ThrottlingException

RREIRE

InternalFailureException

HIBNE R

TR & #%

£/ CreateScheduledAudit Bl —MHE MR FK. B HT , BUTUEEEFZAEER
ITHRER FRMNIZIZITHRE,

£ ListScheduledAudits M DescribeScheduledAudit BERITRIF 8.

£/ UpdateScheduledAudit EXIMEM It XI=# , HEMA DeleteScheduledAudit FFEM
BRo

CreateScheduledAudit
BIRBITRFR , F2iRiEEETEERIZT.
BE
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aws iot create-scheduled-audit \
--frequency <value> \
[--day-of-month <value>] \
[--day-of-week <value>] \
--target-check-names <value> \
[--tags <value>] \
--scheduled-audit-name <value> \
[--cli-input-json <value>] \
[--generate-cli-skeleton]

cli-input-json &3

{
"frequency": "string",
"dayOfMonth": "string",
"dayOfWeek": "string",
"targetCheckNames": [
"string"
1)
"tags": [
{
"Key": "string",
"Value": "string"
}
1)
"scheduledAuditName": "string"
}

cli-input-json ZE&

B ¥l iR
frequency FRH ITRIFERETMER, AU

U TE—E : “DAILY",
‘“WEEKLY”, “BIWEEKLY
"B“MONTHLY”, BT &H
KERFF IRt HBUR T R 48

#3¢ : DAILY | WEEKLY |
BIWEEKLY | MONTHLY
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B RKE DU
dayOfMonth FHE BTt MEZE ANESKR

B, UR1TESUHNEERE
|/ A([1-91I112][0-9]13[01]) 8| HLAST”, MR frequency
L SHIEENMONTHLY” , Witk

FERAVEFTER, MREESE

29-31 B , B AREBALZ

X, ARG LELANRR

—RETHFZo

dayOfWeek FRIH BT MEREANERB
B, AIARLTE—1E : “SUN
”. “MON”, “TUE”, “WED
", “THU”, “FRI’'Z{“SAT”,
R frequency SHERIRE
HN“WEEKLY”=“BIWEEKLY” ,
N FBERREFER,

B2 - SUN | MON | TUE |
WED | THU | FRI | SAT

targetCheckNames LIES TRIERHERITHRE,
KEXHEERARE, (fF
HA DescribeAccountAud
itConfiguration &F&
FIERENSIXR , SEERA
HKE , IgfFEA UpdateAcc
ountAuditConfigura

tion EBRBRANRE, )

KA : AuditCheckName

tags LIES AATERITXIFEZN T
\ E.
A : Tag

java 3K : java.util.List

/e FRIE RV
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B il
& TR
scheduledAuditName FRE

BRAKE 128, &/IKE :

R : [a-zA-Z0-9_-]+

i

{
"scheduledAuditArn": "string"

}

CLI i =B
BF il
scheduledAuditArn FRFE
=

InvalidRequestException

FRIABTLZR.
ThrottlingException

RREIRE

InternalFailureException

HIEANE IR

LimitExceededException

SRS,

]

)
it

1
B3

REME,

ERURIFIEENE .
(&% 128 NERH)

DU

TR =& HY ARNG

i E
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ListScheduledAudits

FI BT R F o
mE

aws iot 1list-scheduled-audits \
[--next-token <value>] \
[--max-results <value>] \
[--cli-input-json <value>] \
[--generate-cli-skeleton]

cli-input-json &=

"nextToken": "string",
"maxResults": "integer"

cli-input-json FZE

A i iR
nextToken FRER ATHRMT—AHERNTH,
maxResults B —RHREIN R RERK, B

MER 25,
SEE - & AfE : 250 , |/IME :
1

i
{
"scheduledAudits": [
{
"scheduledAuditName": "string",
"scheduledAuditArn": "string",
"frequency": "string",

"dayOfMonth": "string",
"dayOfWeek": "string"
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}
1,

"nextToken": "string"

}

CLI far i # &

=L

scheduledAudits

scheduledAuditName

scheduledAuditArn

frequency

dayOfMonth

dayOfWeek

A& : ScheduledAuditM
etadata

java 3 : java.util.List

FRIER

BAKE 128, &/MKE : 1
B : [a-zA-Z0-9_-]+

FRE

FRE

FREH

RS - A([1-9]1112]0-9]13[01]) 9|
ALASTS

DU

DA Ik
T R =R B9 B 5o
T RI% 8 ARN,

TR H BB TR,

BE : DAILY | WEEKLY |
BIWEEKLY | MONTHLY

ETiHXIFEZS ANES

HHE (R frequency
HMONTHLY” ) , INRIEESE
29-31 B , B AREMPALS
X, BARG2ESANER
—RETHE o

BT REZ AN AL
HEl ( 0R frequency
H“WEEKLY”=“BIWEEKL
Y” ) (e}

i E
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=1 cgic) DU

B2 - SUN | MON | TUE |
WED | THU | FRI | SAT

nextToken TR ATRET—ALERNSH
REEZLE RN null,

iR

InvalidRequestException

BEROABL K

ThrottlingException

RREIRE

InternalFailureException

HIEAE IR,

DescribeScheduledAudit
KREAXITXEFZNEE,

BE

aws iot describe-scheduled-audit \
--scheduled-audit-name <value> \
[--cli-input-json <value>] \
[--generate-cli-skeleton]

cli-input-json #3

{

"scheduledAuditName": "string"

}
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cli-input-json ZE

B E¥ii]| iR
scheduledAuditName FRFE ERRHEEEMITRIFEZNAE
o

BAKE 128, &/MKE : 1

B : [a-zA-Z0-9_-]+

i

{
"frequency": "string",
"dayOfMonth": "string",
"dayOfWeek": "string",
"targetCheckNames": [

"string"
1,
"scheduledAuditName": "string",
"scheduledAuditArn": "string"

CLI far i # &

B i) iR
frequency FRIH TR ZEITMER, AL

RLUTE—E : “DAILY”,
“WEEKLY”, “BIWEEKLY
"E“MONTHLY”, BN ERH
SSPRFF IR BT B BURF RS

M2 : DAILY | WEEKLY |
BIWEEKLY | MONTHLY

dayOfMonth AR BT REZE AN EKR
B, AIAR“1"EI“31"WEEE
BRI (101 20-918[01D8 g AsT, MBI 29-31

ALASTS B, BHARERLEZR , B
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Pd

B il

B

&
ARGREISANGRE—XRIE
TEZo

dayOfWeek FHE BT ERYE AN ESR
Ho ATLARELTE—1{E : “SUN
", “MON”, “TUE”, “WED
", “THU”, “FRI"Z“SAT",

B2 - SUN | MON | TUE |
WED | THU | FRI | SAT

targetCheckNames Hll £ TR ERBERITHRE,
KFEXREEARE, (fF
A DescribeAccountAud
itConfiguration &E&
FIERENSIXR , SEERA
HEE , A UpdateAcc
ountAuditConfigura
tion “EESANRKRE, )

KA : AuditCheckName

scheduledAuditName FRFE TR BB o
BAKE : 128, B/MKE : 1
ER : [a-zA-Z0-9_-]+

scheduledAuditArn FRIE TR E&ZE ARN,

iR
InvalidRequestException

FRBABT LK.

ResourceNotFoundException

BEENRRETFHE.
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ThrottlingException

BRI RE

InternalFailureException

HIEAE IR,

UpdateScheduledAudit
BTN, SERITHREMERZINITHIME,
BE

aws iot update-scheduled-audit \
[--frequency <value>] \
[--day-of-month <value>] \
[--day-of-week <value>] \
[--target-check-names <value>] \
--scheduled-audit-name <value> \
[--cli-input-json <value>] \
[--generate-cli-skeleton]

cli-input-json &=

{
"frequency": "string",
"dayOfMonth": "string",
"dayOfWeek": "string",
"targetCheckNames": [
"string"
1,
"scheduledAuditName": "string"
}

cli-input-json FE

B il
frequency FRIH

EpU

TR EIZ TR, AL
U TE—E : “DAILY”,
‘“WEEKLY”, “BIWEEKLY

i E
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=1

dayOfMonth

dayOfWeek

targetCheckNames

FRE

R - A([1-9]1[12][0-9]13[01])$]
ALASTS

7k

KA : AuditCheckName

iR
"HMONTHLY”, BN F&ZH
SKRRFF A B B BUR F R 5o

3 : DAILY | WEEKLY |
BIWEEKLY | MONTHLY

BT ERE ANEHAH
B, AUR“1"EI31"HEE
HLAST", IR frequency
SERE N “MONTHLY” , Wtk
FERAVEFER, MREESE
29-31 B , B AREBALZ
X, BARGLEYANRRE
—RETHFZo

BT TERERANESB
Hl, AR TE—1E : “SUN
”. “MON”, “TUE”, “WED

", “THU”, “FRI"E“SAT”, #l
R frequency SHERIZE
H“WEEKLY"=“BIWEEKLY” ,
N F R RHIEFER,

B2 - SUN | MON | TUE |
WED | THU | FRI | SAT

TRIFERZPERITHRE,
KRXHEERARE, (fF
HA DescribeAccountAud
itConfiguration =&
FIERENSIXR , BREERA
HKE , A UpdateAcc
ountAuditConfigura

tion “BERANRKRE, )

i E
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=1

scheduledAuditName

%

{

"scheduledAuditArn":

}

CLIHFE
=1

scheduledAuditArn

iR

InvalidRequestException

FRBAB LK,

ResourceNotFoundException

BEENRRTFE,

ThrottlingException

RREIRE

InternalFailureException

HI A E IR,

DeleteScheduledAudit

B BR 1T Xl B

BAKE 128, &/MKE :

B : [a-zA-Z0-9_-]+

DU

TRIFKEBRR. (&2 128
NFERF)

iR

T &I = #HY ARN,

i E
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BE

aws iot delete-scheduled-audit \
--scheduled-audit-name <value> \
[--cli-input-json <value>] \
[--generate-cli-skeleton]

cli-input-json #3

{

"scheduledAuditName": "string"

cli-input-json &

B KA R
scheduledAuditName FRR EMIBRAY T R BB BY B o

BAKE 128, /M KE : 1

ER : [a-zA-Z0-9_-]+

H H
EE

oF
S

InvalidRequestException
FRIABRTLER.

ResourceNotFoundException
BEENRRTFHE.

ThrottlingException
BRI PR H,

InternalFailureException

HIEAE IR
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BITRETX

fEA StartOnDemandAuditTask dEEEBEHNITHREH A BEIFIRI1Z1THF o

StartOnDemandAuditTask
B3R E Device Defender &1,

BE

aws iot start-on-demand-audit-task \
--target-check-names <value> \
[--cli-input-json <value>] \
[--generate-cli-skeleton]

cli-input-json &=

{
"targetCheckNames": [
"string"
]
}

cli-input-json ZE

B il
targetCheckNames L1E

B R : AuditCheckName

DU

EHERIERHRITHRE,
DR B AEENR
B, RNEARE, (F
HA DescribeAccountAud
itConfiguration =&
FIERENSIXR , BEERA
HKE , A UpdateAcc
ountAuditConfigura

tion “BBEANRKRE, )
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"taskId": "string"

}
CLI % i ]
=1 KE EpUN
taskld FRE BaNREFREH ID,
BAKE 40, BPKE 1
B : [a-zA-Z0-9-]+
tHix

InvalidRequestException

BEREABLK.
ThrottlingException

RREI RS

InternalFailureException

HIEANE IR

LimitExceededException

SRS,

BEHE &K

£/ DescribeAuditTask KEUK TRHEFZEHINER. MRFHELET  WERLBERMH
KE, BINKRE, RELTETRNRE , URDESTHFHORE (MRFZDERITH ).

£/ ListAuditTasks EFREFENR B ERAZITH T,
A CancelAuditTask FLEEEHTHFR,
DescribeAuditTask

FRENE < Device Defender F#&E{E ..
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BE

aws iot describe-audit-task \
--task-id <value> \
[--cli-input-json <value>] \
[--generate-cli-skeleton]

cli-input-json #3

"taskId": "string"

cli-input-json FE&

=L xH PO
taskld FHH ZIREHEEMNE X ID,

BAKE 40, &/PKE : 1

B3 : [a-zA-Z0-9-]+

i

"taskStatus": "string",
"taskType": "string",
"taskStartTime": "timestamp",
"taskStatistics": {
"totalChecks": "integer",

"inProgressChecks": "integer",
"waitingForDataCollectionChecks": "integer",
"compliantChecks": "integer",
"nonCompliantChecks": "integer",
"failedChecks": "integer",
"canceledChecks": "integer"
1,
"scheduledAuditName": "string",
"auditDetails": {
"string": {
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"checkRunStatus": "string",
"checkCompliant": "boolean",
"totalResourcesCount": "long",
"nonCompliantResourcesCount": "long",
"errorCode": "string",
"message": "string"
}
}
}
CLI #iH F B
B EKH
taskStatus FRB
taskType FRIER
taskStartTime timestamp
taskStatistics TaskStatistics
totalChecks B
inProgressChecks B

DU

HRARE , TRUT
f£—1& : “IN_PROGRESS
", “COMPLETED”, “FAl
LED"={“CANCELED”,

2 : IN_PROGRESS |
COMPLETED | FAILED |
CANCELED

BHRZRRE  “ON
_DEMAND_AUDIT_TASK
"5“SCHEDULED_AUDIT
_TASK,

3¢ : ON_DEMAND_AUDIT
_TASK | SCHEDULED
_AUDIT_TASK

W ZRYFT IR BT A]

BEXEHHEITER.
HERARENRE.
EERHITHRENKE.

EEw R
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=1

waitingForDataCollectionChe
cks

compliantChecks

nonCompliantChecks

failedChecks

canceledChecks

scheduledAuditName

auditDetails

checkRunStatus

B
B

B
B

FRFE
BRAKE 128, &R/DKE 1
ER : [a-zA-Z0-9_-]+

R &

DU

EHFRRERENRENRE,

RIAENRFNRENHE.

RIATENRBRNRENE

S B

&
23

&

R & & BUE MRS 1TH
nE

TR B (REFEKR
THRIFEZE ) o

BRELFEIRPINITHE
B ERY 1% 415 B

HRENTRRE , TURE
LLTE—1& : “IN_PROGR
ESS”. “WAITING_FOR_

DATA_COLLECTION”, *

CANCELED”, “COMPLET
ED_COMPLIANT”, “COM
PLETED_NON_COMPLIA
NT"=“FAILED”,

#Z : IN_PROGRESS |
WAITING_FOR_DATA_C
OLLECTION | CANCELED |
COMPLETED_COMPLIANT
| COMPLETED_NON_COMP
LIANT | FAILED

EEw R
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B it iR

checkCompliant WmIRE MRREZHHKEIFTEEN
BIR , WA True,

totalResourcesCount KEH EHRITRENTRAEE,

nonCompliantResourcesCount K& REZIAT SN TR
=,

errorCode TR EltEEEREPHRITHRE ER

BENRAEHERRE. TUE
ARE—1E : “INSUFFICIENT
_PERMISSIONS"=“AUD
IT_CHECK_DISABLED”,

message FrFE SEtTEEIRPHRITHRE
FHB R B SR IR KAV E
Eaij(‘&g : 2048 E\o
iR

InvalidRequestException

FRBAB LK

ResourceNotFoundException

BEENRRTFHE.
ThrottlingException

RREIRE

InternalFailureException

HIMEBIME R,

ListAuditTasks

5 H B EREE B R AHMITH Device Defender T,
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BE

aws iot list-audit-tasks \
--start-time <value> \
--end-time <value> \
[--task-type <value>] \
[--task-status <value>] \
[--next-token <value>] \
[--max-results <value>] \
[--cli-input-json <value>] \
[--generate-cli-skeleton]

cli-input-json &3

{
"startTime": "timestamp",
"endTime": "timestamp",
"taskType": "string",
"taskStatus": "string",
"nextToken": "string",
"maxResults": "integer"

}

cli-input-json FE&

B - 3il B
startTime timestamp AT E R FFIaRTIEl . H#fE

BERREBBRAVEE (180
X))o EREFEEZHNER
FriaefERF 51K InvalidRe
questException o

endTime timestamp ASF 1] B B9 45 SRBFE] o
taskType FRIH HESRY AT RRERESR

BEFERREE  AURUTHE
—{& : “ON_DEMAND_AUDIT
_TASK’=“SCHEDULED_
_AUDIT_TASK”,

BEF R oY
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=1 cgic) DU

#2¢ . ON_DEMAND_AUDIT
_TASK | SCHEDULED

_AUDIT_TASK
taskStatus FRE& TEESM , F TR R

EFEREETARSHE
¥, IR TE—E :
N_PROGRESS”, “COMPL
ETED”. “FAILED"S“CA
NCELED",

B2 : IN_PROGRESS |
COMPLETED | FAILED |

CANCELED
nextToken FRFE ATFHRIRT—AERNTHE.
maxResults B —RMREIN R RERK, B

INME R 25,
SBE - |RAME ;250 , B/ME

1

o

{
"tasks": [
{
"taskId": "string",
"taskStatus": "string",
"taskType": "string"
}
1)

"nextToken": "string"

}
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CLI % i F B

B K@ DU
5% LIES IS ER B ERAHRITH FK,

A : AuditTaskMetadata
java 2£ : java.util.List
taskld FRIE LB & 1D,
BRAKE 40, HR/DKE 1
R : [a-zA-Z0-9-]+

taskStatus FRFE LEZAVIRES |, AT AR
TE—1E : “IN_ PROGRES
S”, “COMPLETED”, “FA
ILED”8{“CANCELED”,

B2 - IN_PROGRESS |
COMPLETED | FAILED |
CANCELED

taskType FRIR WEBEZHER | AERHUT
{£—1{& : “ON_DEMAND_
AUDIT_TASK’&“SCHED
ULED_AUDIT_TASK”,

#3 . ON_DEMAND_AUDIT
_TASK | SCHEDULED
_AUDIT_TASK

nextToken FRR ATRET—HERNSE
REEZERR AN null,
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InvalidRequestException

FRIABTLZR.
ThrottlingException

BRI PR

InternalFailureException

HIBNE IR

CancelAuditTask

BOREERTHN TR, FRARRITXITFRK , BURERREFKR. IREFERAETHTH , WK

InvalidRequestException,

BE

aws iot cancel-audit-task \
--task-id <value> \
[--cli-input-json <value>] \
[--generate-cli-skeleton]

cli-input-json #3X

{
"taskId": "string"

}

cli-input-json FZE

EZ# il iR
taskld FRIE EEGEHN =M ID. REERUH

RAN“IN_PROGRESS M &
RAKE 40, &PKE 1 .

ER : [a-zA-Z0-9-]+

i b
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7
iR
ResourceNotFoundException

EENRRNFE,

InvalidRequestException

FRHABRTLER.
ThrottlingException

ERREIRS

InternalFailureException

HIEAE IR,

RETFKRER

£ ListAuditFindings EEFR4E R, TUKRBERE
LA F A5 2R R R R I 9 ] (R] 3L

BEARNTLNEFEER, £

BANENERBREARENATERNER, BXESZER |, 55 E#EE,

ListAuditFindings

5| Device Defender B RV RUEIBERN BAERAFZNITHNER, (SRRE 180 X, )

BE

aws iot list-audit-findings \

[--task-id <value>] \
[--check-name <value>] \

[--resource-identifier <value>] \

[--max-results <value>] \
[--next-token <value>] \
[--start-time <value>] \
[--end-time <value>] \

[--cli-input-json <value>] \

[--generate-cli-skeleton]
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cli-input-json &=

"taskId": "string",
"checkName": "string",
"resourceldentifier": {
"deviceCertificateId": "string",
"caCertificateId": "string",
"cognitoIdentityPoolId": "string",
"clientId": "string",
"policyVersionIdentifier": {
"policyName": "string",
"policyVersionId": "string"

}I

"roleAliasArn": "string",
"account": "string"
3,
"maxResults": "integer",
"nextToken": "string",
"startTime": "timestamp",
"endTime": "timestamp"

cli-input-json FE

A il
taskld FRE

BRAEKE 40, &/PKE 1

R : [a-zA-Z0-9-]+

checkName AT

resourceldentifier Resourceldentifier

deviceCertificateld AT

RAKE : 64, ZIKE : 64

PO

wiEEYt , ATRERRE
FEHEIEEID WEK, BM
}§7E taskld = startTime
endTime , {E FEERIATIEEIX
I,

TEEZN , ATRERREE
EEEERESR,

RATHRATERRFRNES

B b2 B RAVE BB 1D,
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=1

caCertificateld

cognitoldentityPoolld

clientld
policyVersionldentifier

policyName

policyVersionld

roleAliasArn

i F=

RE

3 : (0x)?[a-fA-FO-9]+

F IR

BRAKE : 64, &/)MKE : 64
= : (0x)?[a-fA-F0-9]+

FRE

FHE&
PolicyVersionldentifier
FHE&

RAKE 128, &/IKE : 1
B [wt=.@-]+

FHE&

B [0-9)+

FHE&

FrFE
BRAKE 12, &/PKE : 12
B [0-9]+

DU

RBGEHFATA CAIEFH
ID,

Amazon Cognito & 3t #Y
IDo

&% IDo
BERRRERH RBEHI AR A
REEHY B o

BRIRAERE RBEHI AR Do

BEESTRARENAGRTHSE
# ARN.,

BARKE : 2048 , H/MEKE :
1

RIRFTRERBVIK o
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=1 e it
maxResults B
SEE - &AE : 250, &/ME
1
nextToken FRIE
startTime timestamp
endTime timestamp
i Hh
{
"findings": [
{
"taskId": "string",
"checkName": "string",
"taskStartTime": "timestamp",
"findingTime": "timestamp",
"severity": "string",
"nonCompliantResource": {
"resourceType": "string",
"resourceldentifier": {
"deviceCertificateId": "string",
"caCertificateId": "string",
"cognitoIdentityPoolId": "string",
"clientId": "string",
"policyVersionIdentifier": {
"policyName": "string",

DU

—RERENRARERE. A

NMER 25,

RATHRI T —AZERNTHE,

RS Yt , ATH4E4RRE
BEEER A 2B LI E
B, %IIEE startTime M

endTime = taskld , B FREE

A8 EIX H I,

kY, AT EERRBE
BIEEER A 2 Bl A I &5
B, MIIEE startTime M

endTime = taskld , B FREE

B FE B X P T
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"policyVersionId": "string"
},
"account": "string"
},
"additionalInfo": {
"string": "string"
}
},
"relatedResources": [
{
"resourceType": "string",
"resourceldentifier": {
"deviceCertificateId": "string",
"caCertificateId": "string",
"cognitoIdentityPoolId": "string",
"clientId": "string",
"iamRoleArn": "string",
"policyVersionIdentifier": {
"policyName": "string",
"policyVersionId": "string"
1,
"account": "string"
1,
"roleAliasArn": "string",
"additionalInfo": {
"string": "string"
}
}
1,
"reasonForNonCompliance": "string",
"reasonForNonComplianceCode": "string"
}
1,
"nextToken": "string"
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CLI % i F B

=1

findings

taskld

checkName
taskStartTime
findingTime

severity

nonCompliantResource

resourceType

resourceldentifier

deviceCertificateld

XA : AuditFinding

FRIE

BRAKE 40, HR/DKE 1
B : [a-zA-Z0-9-]+

FRE

timestamp

timestamp

FRE

NonCompliantResource

FREH

Resourceldentifier
FRIE
BAKE 64, &R/)MKE : 64

DU
WG R,

E R G RIVEZE ID,

EREERNERRE,
BRI 4R AT E
SRR ETE,
ZERNEM,

#3 : CRITICAL | HIGH |
MEDIUM | LOW

ZRVTHEFRRENAEN
RRo

TEMFRIKE,

#Z¢ : DEVICE_CERTIFIC
ATE | CA_CERTIFICATE |
|OT_POLICY | COGNITO_|
DENTITY_POOL | CLIENT_ID
| ACCOUNT_SETTINGS

RATHRIRTEARIFIEE.

B 2 RAVE B 1D,
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=1

caCertificateld

cognitoldentityPoolld

clientld
policyVersionldentifier

policyName

policyVersionld

i F=

additionallnfo

relatedResources

sm

= : (0x)?[a-fA-FO-9]+

F IR

BRAKE : 64, &/)MKE : 64
3 : (0x)?[a-fA-F0-9]+

FRE

FRE
PolicyVersionldentifier
FRIE

BRAKE 128, &/KE 1
B wh=, @]+

FRIE

B [0-9]+

FRIE

BAKE 12, &/MKE 12
E : [0-9]+

R &

IES

B & : RelatedResource

DU

RBGEHFATA CAIEFH
ID,

Amazon Cognito & 3t #Y
IDo

&% IDo
BERRRERH RBEHI AR A
REEHY B o

BRIRAERE RBEHI AR Do

RIRFTRERBVIK o

BRTEARRNVEEER

MR B RBFIR,
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=1

resourceType

resourceldentifier

deviceCertificateld

caCertificateld

cognitoldentityPoolld

clientld
policyVersionldentifier

iamRoleArn

policyName

Resourceldentifier

FIFER

BAKE 64, &Z/INKE : 64
B : (0x)?[a-fA-FO0-9]+
FHE&

BAKE 64, &/IKE : 64
X (0x)?[a-fA-FO-9]+

FRE

FHE&
PolicyVersionldentifier
FRFER

RAKE : 2048 , &/KE
20

ERSES
BAKE 128, &NKE : 1
B [wt=, @]+

DU
RIRHIRE,

#2¢ - DEVICE_CERTIFIC
ATE | CA_CERTIFICATE |
|OT_POLICY | COGNITO_|I
DENTITY_POOL | CLIENT_ID
| ACCOUNT_SETTINGS

B BB IRAYE B 1D,

BEGEHFATA CAIEFH
ID,

Amazon Cognito & 3t Y
IDo

&P 1D,
B 3R] BR B SR BEHY AR Ao

BETTRWEEN IAM &
# ARN,

REEHY B o
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B i iR
policyVersionld FRFE B3RRXEKH R ID,
E3 : [0-9]+
roleAliasArn FRE BAERTRMEENAEHA
# ARN,

RAKE : 2048, |/INKE :
1

Tk 7 FRFE BIRFTR<BREIK o
BAKE 12, & DKE : 12

B [0-9]+
additionallnfo AR 5 BXBRNEEEER
reasonForNonCompliance FRFER BRTEANERER,
reasonForNonCompli FRFER ATRARBEFEARENR
anceCode B
nextToken FRE ATRET—ALERNTRE,

REBEESZERRA null,

iR
InvalidRequestException

FRIABRTLER,
ThrottlingException

BRI PR

InternalFailureException

HIBNE R
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RN ~
HiTERLE RIEE

HEETHIN , EaBREMETEMARFNERER. FEREENFIIRESESLEESHEHR
BHERNERERUREAFTEARR (MM IARBEIRIFNRE ) NERER, FiPHREREETE
SFITETHNATEANBTRENERER , XURLKOENREFRINFEFENEE . FAFITER
ZR , BAULNAEEXNREEARBRMEHERER , EEIRFRARIBRER , 52X 5N AR
RFRBRABTR , WA TR B 45 R o

(® Note
ERRETEATRRANT AR, BXERBENESEL | BSH ZREE.

EXAFIIRELERBEBEFMNEESR , 535 AWS loT Device Defender i R 5 Ei &,
HitERERREHN TERE

HERNTEANTRUEFTIHERERRBREN , ENFIHRENBANITAEATE,

ZHFITIREFIE—NHHS , HPIEHEREXEKNAMERENERER. SRIMNTHFIIRER
BEAR , TEERBEERE R, HBEWTITHRE (CLI) R describe-audit-task aaHH , 4
FiITRE B SIRERRENERITH.

FMNFFITEA , HBRIMNIEFHRERSEHAN , FLZERBHNERE R, AWS loT Device
Defender % % Z| Amazon CloudWatch 1 Amazon Simple Notification Service (Amazon SNS) &/
HitREBAND ISR TR

e S P EMAT T ERE REHE
BREAT RS THERER
SATFSREAA T MAALE AWS loT 2414 ol R T i S R4 R B,

1. 1E AWS loT B4 AN SMBERS , BIF Defend ( i ) |, ABIEER Audit ( Fit ) . Results ( &
£)o

2. EREEEBENFIHRS.
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AWS loT

Device Defender

AWS loT Device Defender FF & A R 355

v

v

v

v

4

4

3. 1 Non-compliant checks ( F"&HRE ) T o

AWS loT

Monitor

Activity
Onboard
Manage
Greengrass
Secure

Defend
Intro
Audit
Results
Schedules
Action executions
Finding suppressions
Detect
Mitigation actions ()

Settings

MEitRE,

AWS loT Device Defender Audit

Audit results (10+)

Q

Name

On-demand

On-demand
AWSloTDeviceDefenderDailyAudit
AWSloTDeviceDefenderDailyAudit
AWSloTDeviceDefenderDailyAudit
AWSloTDeviceDefenderDailyAudit
AWSloTDeviceDefenderDailyAudit
AWSloTDeviceDefenderDailyAudit
AWSloTDeviceDefenderDailyAudit

AWSloTDeviceDefenderDailyAudit

Audit Results

Date

July 28, 2020, 14:14:18 (UTC-0700)
July 28, 2020, 11:55:43 (UTC-0700)
July 28, 2020, 05:12:39 (UTC-0700)
July 27, 2020, 05:12:39 (UTC-0700)
July 26, 2020, 05:12:39 (UTC-0700)
July 25, 2020, 05:12:39 (UTC-0700)
July 24, 2020, 05:12:39 (UTC-0700)
July 23, 2020, 05:12:39 (UTC-0700)
July 22, 2020, 05:12:39 (UTC-0700)

July 21, 2020, 05:12:39 (UTC-0700)

Status

A\ Not compliant
® Compliant

A\ Not compliant
A\ Not compliant
A\ Not compliant
A\ Not compliant
A\ Not compliant
A\ Not compliant
A\ Not compliant

A\ Not compliant

Summary

1 of 14 non-compliant
14 of 14 completed

1 of 14 non-compliant
1 of 14 non-compliant
1 of 14 non-compliant
1 of 14 non-compliant
1 of 14 non-compliant
1 of 14 non-compliant
1 of 14 non-compliant

1 of 14 non-compliant

£ Check name ( REZHM ) WT , EFRER

Y}
N\

it

MAERG AR ERATITERERER
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AWS leT Device Defender Audit Audit Results Audit Report

Audit Report

On-demand - July 28, 2020, 14:14:18 (UTC-0700)

Audit findings

Audit rask D

40c1 20447 beBbb0d33682ef35¢ 144231

Started at

July 28, 2020, 141418 (UTC-07001

Non-compliant checks (1 of 14)
Chedck name Severity MNon-compliant resources % Resources Mitigation

Logging disablec Low 1 100%, Logging disabled (@)

Compliant checks (13 of 14)

Chedk name Severity Seanned (1)

Authenticated Cognito role overly

T Cricical (n]
PEMTTHSSIVE
CA certificate key quality Crirical o
CA certifieate reveked but device aia

i = % ¥l Critical o

certificates still active
Device certificate key quality Critical 0
Device certificate shared Crirical 0
loT policies overly permissive Critical v]
Role alias overly permissie Critical 0
Unauthenticated Cognibo role overly Critical 0
permissive
Conflictirsg MOQTT client [Ds High o]
Ch certificates expiring Medium 0
Device certificate expiring Megiim o
Revoked device certificate still active Medium 0
Role alias allows access to unused .

# Medium 0
SEFVICES

4. EFIUREFMACGERREL  MRFELATEBINERER , BEBRERERZVHIETIZH.,
ARG, & Actions (181E ) , BEEEREFEFTIIERERBREFENK,

(® Note

B L TR El A FiEE 1week (1B ), 1month (1NA )., 3months (37MNA )., 6
months ( 6 N A ) 3 Indefinitely ( TEPRHA ) , ENFIHERERRENIH AL, RE
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REBENIHEH , WAEE CLI AP RITIIRE, TIRBH BN , EER AL

BERY BUE & 1T B 45 R R

AWS loT Device Defender Audit Audit Results Audit Report Audit Findings

Audit Findings

Logging disabled

1 account non-compliant

Mitigation
Enable CloudWatch Logs.

Non-compliant account (1)

Finding Reason

Account settings

(] 417b2f816eac7a2e40fdb0bc709b01a2 Logging disabled on account.

765215403047

5. WIABRBIFMAEE , AFIEIZE Enable suppresion ( BRRHE ) -

Confirm suppression

Please verify the details of the audit finding suppression

Check name

Logging disabled

Account settings
765219403047

Expiration period

2 months

Expiration date
2020-10-28T21:25:41.100Z

Cancel Enable suppression

6. BIEFIHERLERBREE  FHER-—ITMRTR, BNFIHERERBRECUE,

Actions &

Start mitigation actions
Suppress Finding
1 week

1 month

3 months
6 months

Indefinitely

MAERG AR ERATITERERER
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@ Audit finding suppression created successfully
The finding related to the resource is suppressed for audit check Logging disabled

AWS loT Device Defender Audit Audit Results Audit Report Audit Findings

Audit Findings
Logging disabled

1 account non-compliant

Mitigation

Enable CloudWatch Logs.

Non-compliant account (1)

Finding Reason Account settings

417b2f816eac7a2e40fdb0bc709b01a2 Logging disabled on account. 765219403047

EFIHREPEERBNLER

1. 1E AWS loT BHI AN SMBEERSD , BFF Defend ( Bh¥ ) , REIEER Audit ( Fit ) . Results ( &

2.

2. ERBEEENTFIHRES.

3. 1E Suppressed findings ( BRBERER ) Ty , EFCHNBERNFITIRGRE 7 WMLTITLE
£,

MAERG AR ERATITERERER
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AWS loT x

Onboard

-

[ZERET)

-

G g

Sauire

Defend

P It E RS R

FONS, o T Devica Deferder daadit

Audit Report

On-demand - July 28, 2020, 11:55:43 (UTC-0700)

Audit findings

Audit task 1D

A, 2020, 11:55:43 (UTC-0700)

Compliant checks (14 of 14)

Check name

bed Cognite role owely

kv

B

CA certificare key quality

A, certificare revoked but device
eertificabes still active

DPevice certificate key quality
Device certificate shared
IoT proliches overly permissine

Role albias o

iy parmissive

Uinawthe: ted Cagnito role overly

[T

Conflicting MOTT client IDs
CA certificate expiring

Device certificate expiring

Revobed device pertificate still acilve

Role alisd allows soceis ta wnuded
T

Logging dsablad
Suppressed findings (1)
5]

Check name

Loggng deablad

L
aaabd518354 20534163 BB0ELTocelad

Severity

Critical

Critial

Cricical

Critial

Critical

Critial

Critical

Medium
M m

Medium

Finding

15522791 Afb2a24a80304 PefILEL TG

Reason

Seanned ()

Lesgging deshled on & count

Resource identifier

TES2159402047

« £ AWS loT #£HANSMERD , BF Defend ( B5d ) , AF%EF Audit ( Fit ) . Finding
suppressions ( ERLERBEE ) -

MAERG AR ERATITERERER
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AWS loT X AWS loT Device Defender Audit
Monitor Audit finding suppressions (1) infe m
Activity
o Resource identifier Check name Expiration date Description
s — 765219403047 Logging disabled October 28, 2020, 14:26:53 (UTC-0700)
» Greeng
» Secure
¥ Defend
u
sults
heduls
io utio
o G
» Act
Tes

ERETFITERS R

1. 1E AWS loT BHI AN S EERSD , BFF Defend ( Bh¥ ) , RBEIEER Audit ( Fit ) . Finding
suppressions ( EXEREBRHE ) -

2. ERERBNTFITERERBEZLNEDRM,. T—% , &% Actions ( #1F ) . Edit (4
B/,

3. 1f Edit audit finding suppression ( RBEEKREREE ) EOF , BRI LLE X Suppression
duration ( BRFEAT+ ) =& Description (optional) ( &R ( A1 ) ) -
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4.

Edit audit finding suppression X

Suppressing an audit finding on a specified resource means that the finding related to
the resource for the specified audit check will no longer be flagged as non-compliant.

Audit check

Resource identifier
Account 10

Suppression duration

o

The expiration date is October 28, 2020, 14:26:53 (UTC-0700). Select a different duration to ch

this
& months v
Description (optional)

Suppresses “Logging disabled” check because | don't want to enable logging for
NoW.

e

RITEBHEWG |, £ Save (R7F ) - Finding suppressions ( EX & RRHE ) & O[T,

EMIBRE I ERE R

£ AWS loT 2 HEI AN SME®RS , BFF Defend ( BA¥ ) , ARFIEER Audit ( Fit ) . Finding
suppressions ( EHR & RBEHRE ) -

ERERBRAFITERE RREZSDNEIIEY , RF%EE Actions (#814E ) . Delete ( HHIER ) -

£ Delete audit finding suppression ( IBRFITERLERRRE ) EOHR , EXAXREFHA delete
LAFRIAMIBR | RFFIE#R Delete ( MIBR ) o Finding suppressions ( &4 RieHRE ) & OFH .
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Delete audit finding suppression b4

If you delete audit finding suppression, the finding on the resource 765215403047 for
audit check Logging disabled will no longer be suppressed.

To delete audit finding suppression, enter delete in the box.

delete

WA 1E CLI FERA T ITER S RiRE

B LAERLT CLI s S REBMEEF T ERE REBRE.

» create-audit-suppression

» describe-audit-suppression

* update-audit-suppression

» delete-audit-suppression

* list-audit-suppressions

& AW resource-identifier BURTEREERBERLE RM check-name, TFRIFMIHEA T B
L EZEERN resource-identifier KA T OIZMRIERE.

® Note

BRGSTEREXMEL . FiH RSN AWS loT #E LET. BRRERT T4
.

check-name resource-identifier

AUTHENTICATE_COGNITO_ROLE_O cognitoldentityPoolId
VERLY_PERMISSIVE_CHECK
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check-name

CA_CERT_APPROACHING_EXPIRAT
ION_CHECK

CA_CERTIFICATE_KEY_QUALITY_CHECK
CONFLICTING_CLIENT_IDS_CHECK

DEVICE_CERT_APPROACHING_EXP
IRATION_CHECK

DEVICE_CERTIFICATE_KEY_QUAL
ITY_CHECK

DEVICE_CERTIFICATE_SHARED_CHECK

IOT_POLICY_OVERLY_PERMISSIV
E_CHECK

IOT_ROLE_ALTAS_ALLOWS_ACCES
S_TO_UNUSED_SERVICES_CHECK

IOT_ROLE_ALTIAS_OVERLY_PERMI
SSIVE_CHECK

LOGGING_DISABLED_CHECK
REVOKED_CA_CERT_CHECK
REVOKED_DEVICE_CERT_CHECK

UNAUTHENTICATED_COGNITO_ROL
E_OVERLY_PERMISSIVE_CHECK

B RNMNATITERERERE

resource-identifier

caCertificateld

caCertificateld
clientId

deviceCertificateld

deviceCertificateld

deviceCertificateld

policyVersionIdentifier

roleAliasArn

roleAliasArn

account
caCertificateld
deviceCertificateld

cognitoldentityPoolId

LT RENAUMAE AWS CLI R T ERE REHE.

WAFE CLI R ERA T I B3R A REEHE
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« f£M create-audit-suppression i G RAIEFITERE RER. AT RHIFRE Logging
disabled ( ZAMBERILF ) XTMBER AWS IKF 123456789012 18 T Rt ERE RIRHE.

aws iot create-audit-suppression \
--check-name LOGGING_DISABLED_CHECK \
--resource-identifier account=123456789012 \
--client-request-token 28ac32c3-384c-487a-a368-c7bbd4811554 \
--suppress-indefinitely \
--description "Suppresses logging disabled check because I don't want to enable
logging for now."

b as S AR .

HITERERER AP
UT API TR FOIRA GRS It R4 R,

» CreateAuditSuppression

* DescribeAuditSuppression

* UpdateAuditSuppression

» DeleteAuditSuppression

» ListAuditSuppressions

ENBEFIUTERLERETIE , BLATLUERA ListAuditFindings AP,

T ERERERE AP 144


https://docs.aws.amazon.com/iot/latest/apireference/API_CreateAuditSuppression.html
https://docs.aws.amazon.com/iot/latest/apireference/API_DescribeAuditSuppression.html
https://docs.aws.amazon.com/iot/latest/apireference/API_UpdateAuditSuppression.html
https://docs.aws.amazon.com/iot/latest/apireference/API_DeleteAuditSuppression.html
https://docs.aws.amazon.com/iot/latest/apireference/API_ListAuditSuppressions.html
https://docs.aws.amazon.com/iot/latest/apireference/API_ListAuditFindings.html
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Detect

f&Bh AWS loT Device Defender Detect , BRI LAMSIZIREZ TR , LLURBIARERBRZERRBEMN R
HE1TH. FRA=IRES (KB AWS loT ) MiERiRIENR ( RBEEBEIRE LZENRE ) WAES |, &1
LA E -

- EFEENXNET,

s BREBRVNBTLERINLHET RBEMNZE,

o AUMBINZERREENHNEI,

B RRREBMENX MG (HPIERFMBITAINEN ) , HEEMNI2EBEISRFEFH —HIRER
FiE1’%. AWS loT Device Defender Detect ff X &L £ HEXHREMUFE , HEE Amazon
CloudWatch ##x#1 Amazon Simple Notification Service & & R EE,

AWS loT Device Defender Detect BEB M FHIE R Z FINBEHIMMZ £ A& :

it

- NRZIEMEE P it , ARFEEEEGTNEFIRENREENL KT ]JH
« RARFIEESE DDoS WHHERRE , flINLIERESIE,

- HEREEEOMNROXFZRHENIRE,

« RIEFEIKFAVERERBE (S, RETRSBIERERHERENRERE ) -

=
ILEE o

D~

PG BT

AJLAEF AWS loT Device Defender Detect WHi& R KT H. 20 , JLLURFIRSHOBER A
WHES BRNIRE (IR0 23/2323 Liz1TH telnet BRS , ik 0 22 £iZ1TH SSH RS , &
% 0 80/443/8080/8081 LiZ1THI HTTP/S RS ) « BARERB LFEAXERZHOUREESEN
RE , ERECINtEBERRAREEN -5 , HEEBHEXXK. £ AWS loT Device Defender
Detect AIZAHERETHEER , BUNERETEARERK ( BIERAEANMNERS ) , HE1T
He$4kR5ZeimE (Hm, FAEL, RANBEBEEN telnet )

BRNRZFTHARBEURTRNELZERAER

AT LAER AWS loT Device Defender Detect 1REEE A RER AL £ EMMEBIMERIT R ( FF R
WOME, EEHRE, BEATKRKO. SEN P tutpiERE ) . fli , TCPEEKES T
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AIBERAIZEZEH AT DDoS Wi, MWK AFRRMITHIRO |, ATsERBIRE LRR T ALUHTT
EREEEINE ). EaILAMEA AWS loT Device Defender Detect IR & E=HIERZTIROR , HE
EZE/E (Flm, SZERZFEMPTIKO 23 = 2323 )

BRLLE AETHIESRET (ML) WEEMEN | B 3RFEE R
KNE B HIRRIRE

MRZBREZKSNERHRERAPDEE , TRRARBEEHIR, HRXRBARKBNERHEL
HRM. B, MRRFZRRNEN , M AT EREHNEE R,

BERAREMRZRITH

AWS loT Device Defender Detect BRI ARTE AWS loT SEMRAEIMAORENFEIT IR N ATEE,
BAEYBETFUTERER S —NL2EEXH

- FIBIRE

- IEEEMIIRE (AWS loT SEMERFEY )

. FRIEREMIVIZE

. BEYHEPNRE
ZERBXHAKFPINRZENL AT , HEEERNIRENERITHIRE, T2EEXH
MM R & EAR B R , MEBBMIEHI B4 X XA B A T IRE,
REIMARZEBNMEREDAHAMLTRE - MQTT BEFRIRIFAFTREYEN (N TFIRERR
FEARINIRE ) |, LMEFTE B MEREEE B MEER R

/A Important

MRBYENESEFZN  ABVETNKEBRT 128 FHH UTF-8 wIBFAF , NIRHEL
REFREHVEE,

ZEEHRM

RBO N EBHERBVFHNTERENR S , AR TR TERXERHENRIER. RINBWERE
RREFNAEZERENBHRE , BETENRBREERFERBEEMR SR,
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ERERETE  FHSERAGEEECLTXER (NREZRY, REFEFALEY, ZR2BEX
fHEfRAEEY,. BENERNER ) XK, MAEREEEZT2EMb.

=i {58 F =45

Device Defender A LAfE AWS loT =S AT B A,

IR~ E#EE

HIRFRBGERBETPIARLBANARN , SEFLBE, BHFEIRG. EAEREREREN
FIER R, HIRFRE T RSB, RFBURRFIUEBBGNEALIN. ATEELTENS
[ loT FIRA KRR , Rt AR REET AR NET. ENRIUEN loT ERABRAFITY
TRENKENHES TRAN KR,

B Ih -

$ebR o

B IP WMRIEFHE , WEE IP B H EEH
RSP TEN RSN ESTE P hisEE.

B B B S HFRGETELEETFEMN IP SEhER

e B%  EULSM AWS loT E&5%E T8 E 1M

HERD B EHEE AN SR TSNS | X

RATREFELZERE,

ET MQTT M#FEM

HEZBTHEM loT BB RFNTARERNVBELR AN , RERERFEME, WEHEED
MQTT X R &R R LR .

MR
B iz
R IP WMRFEME , WEIR IP itk (8 AR
NERRBRZFNIEEME IP thitSTHE,
EREEENEE HTREEWRESERET MQTT WEETR+

FEAIRE , BN AWS loT ZXEZRE
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https://docs.aws.amazon.com/iot/latest/developerguide/iot-policies.html
https://docs.aws.amazon.com/iot/latest/developerguide/device-defender-audit-checks.html
https://docs.aws.amazon.com/iot/latest/developerguide/device-defender-audit-checks.html
https://docs.aws.amazon.com/iot/latest/developerguide/detect-cloud-side-metrics.html#detect-ip-address
https://docs.aws.amazon.com/iot/latest/developerguide/detect-cloud-side-metrics.html#detect-messages-received
https://docs.aws.amazon.com/iot/latest/developerguide/detect-cloud-side-metrics.html#detect-messages-received
https://docs.aws.amazon.com/iot/latest/developerguide/detect-cloud-side-metrics.html#detect-ip-address
https://docs.aws.amazon.com/iot/latest/developerguide/detect-cloud-side-metrics.html#detect-messages-received
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AT =
e BB IR B AN IR TR AR |

XRATRFERZERE,

B

BN G RERGERFEAXZEENIGE , KB THE AWS loT ZiRksS. RRAEF. HES
X4 loT R & & an T MR,

FERIEE
1R Eh
BRAW® SR EERAREN S HEEZEESMAE

e SRS AR SRS | R ST

EERERE FEEN K RETLOEHEEEEERH, &
o RAMK, EES AR SRR TN E
M 7 4 . EES

B R B S I B SR

EMIZEEA

AWS loT Eﬂﬁﬂﬁﬁlﬁﬁﬁkﬁjﬂlﬂﬁ BRANEBEFAEBEENETENRE, TERABHNR
MRIRE AR EHXN R EMES SR EMREER, XRARENEERrz—=2E M
ENAWSIKE . &N MIERY 0T %%#Eﬁﬁi‘l‘ﬁ?ﬁ%ﬂ%ﬁﬁl«ﬂﬁm o TR R,

FERFEPE

fii =
EREESHRE SORM A B SR MENAWSIKE | YR
BitH. KB ERE B KNS E DT
EREMEHNE .
HBAA
ylls L LI TEMOR P 5I% , REEHMP
AHEBBRE R,
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https://docs.aws.amazon.com/iot/latest/developerguide/detect-cloud-side-metrics.html#detect-messages-received
https://docs.aws.amazon.com/iot/latest/developerguide/detect-cloud-side-metrics.html#detect-auth-failures
https://docs.aws.amazon.com/iot/latest/developerguide/detect-cloud-side-metrics.html#detect-num-connection-attempts
https://docs.aws.amazon.com/iot/latest/developerguide/detect-cloud-side-metrics.html#detect-num-disconnects
https://docs.aws.amazon.com/iot/latest/developerguide/iot-policies.html
https://docs.aws.amazon.com/iot/latest/developerguide/device-defender-audit-checks.html
https://docs.aws.amazon.com/iot/latest/developerguide/detect-cloud-side-metrics.html#detect-messages-received
https://docs.aws.amazon.com/iot/latest/developerguide/detect-cloud-side-metrics.html#detect-messages-sent
https://docs.aws.amazon.com/iot/latest/developerguide/detect-cloud-side-metrics.html#detect-messages-received
https://docs.aws.amazon.com/iot/latest/developerguide/detect-cloud-side-metrics.html#detect-ip-address
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R % Ui 5 F 3245

Device Defender A] LA IR B im SR A T R =61,

B4R W

E4ARSS (DoS) WL EEXARBHME , AR X EHEIZIRBEHME . DoS WLHEIFEH
HREZE , IREBERUAEREEHEERIERSHRSERMKMELLETHE, B 0T REATAT
DoS I&EEO

GESEE
547 =1
e DoS M BB RK B4R E R 5B
L [ER% , T ERE DoS RHEWHE , WK
FEDFTE BB P AR A M
m,
B 03 1P MRBE Y T REMSZEED 1P it/
CIDREE , M B4R IP R ThER T E
HIREBANG 1P B
{0 TCP #0 DoS MR BEE AN RS EME 6
o EREMIRET | REERE LOBERY
D TR B BERAXREENREHNHHHEL.,
—— it , BT RUERES , BERAERLN

I — TR R EANKO,
{097 UDP % O 1it3k

HEEM TR

EOEBARBENRTERENMEFENL (FIHERNIRE ) WHRNXRITSE. e, X
EREESHAERTRRRANASES T EZRSHENBREI T HERZH L E R,
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https://docs.aws.amazon.com/iot/latest/developerguide/detect-device-side-metrics.html#detect-all-packets-out
https://docs.aws.amazon.com/iot/latest/developerguide/detect-device-side-metrics.html#detect-all-bytes-out
https://docs.aws.amazon.com/iot/latest/developerguide/detect-device-side-metrics.html#detect-destination-ip-addresses
https://docs.aws.amazon.com/iot/latest/developerguide/detect-device-side-metrics.html#detect-listening-tcp-ports
https://docs.aws.amazon.com/iot/latest/developerguide/detect-device-side-metrics.html#detect-num-listening-tcp-ports
https://docs.aws.amazon.com/iot/latest/developerguide/detect-device-side-metrics.html#detect-listening-udp-ports
https://docs.aws.amazon.com/iot/latest/developerguide/detect-device-side-metrics.html#detect-num-listening-udp-ports

AWS IoT Device Defender

AWS loT Device Defender FF X A RIEE

MRFERR

1R

RHBBES
RHBFTH

H#y it IP

BRAB

iRt RS

HH

EHBERT , REELAEREMN LZ1TH
#, SAPATOON A IRBI AT AR &, M4E/ N
f BARHIERSEE . XHARTRLKSBFT
AR B IE S T

MPERZFFES—HSHH IP #thutsf CIDR &
&, BUNHECREEHERFTE IP thit#
TBE , ERORDARNERARGP |, ZIP
B E 2 A ML ENFAE IP ik,

HREEHERSMWIIE loT MEPHRRE
BB, A ATRE A A BB S E T IR A
T, NS HEZHRNK K,

HEBRABBESEENRBIAMBR [T RERNOBELHNT , RERERFE. X T
WEEXRG  EHEBEBEAMMEN | REBBEBIFRSN , HENMEHTOON . HIRERE
EERBRATERAFEDY , AEANETRELENRERSS. ATEFRTENBEE -RBERE

By Ko

FRIEFR
EiR
RHBBES
RHNFTH

B &Yt IP

HH

HHEHBENERRGREN  KEEBEES
WMMIRE RSN BFERITHEEBLE , MTRME
B BHSFEABE , HHHEFETITHY
fErt , XEREREBHEEF R, RER
BRFEL2EZEMNRERENBELZE , AW
53 L BIE N F T I RO,

HREEEARBETHEMERERRE
i, RIFHRFEREIREERFNFE IP
ik, WIREFR IP BB TIRBIRKE,

RZ IR A RH
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https://docs.aws.amazon.com/iot/latest/developerguide/detect-device-side-metrics.html#detect-all-packets-out
https://docs.aws.amazon.com/iot/latest/developerguide/detect-device-side-metrics.html#detect-all-bytes-out
https://docs.aws.amazon.com/iot/latest/developerguide/detect-device-side-metrics.html#detect-destination-ip-addresses
https://docs.aws.amazon.com/iot/latest/developerguide/detect-device-side-metrics.html#detect-auth-failures
https://docs.aws.amazon.com/iot/latest/developerguide/detect-device-side-metrics.html#detect-all-packets-out
https://docs.aws.amazon.com/iot/latest/developerguide/detect-device-side-metrics.html#detect-all-bytes-out
https://docs.aws.amazon.com/iot/latest/developerguide/detect-device-side-metrics.html#detect-destination-ip-addresses

AWS IoT Device Defender

AWS loT Device Defender FF X A RIEE

EHF K TEZHE

REEMNARBHOLEEDEZRMNBRZE T, IBZHE2 - MEEZERIEE

Ry BT TGRS,
MRIERR
iR

B &Yt IP

CPU AR B E IEHR

e ARG, BEERGEMBRRMGE

EH

NEZEZRIETEEEERMNEERE. #E—
MEREHN, RFNEZBEM IP i3
RAIAEBIRFRE LN EINBERE , B
FHRMER.

NERFHETERFBREEZENITE , X2
SHiIR%E CPU HIIER AR, MREEFY
SEMERIER , WS TIERER CPU ERA=R
A RER INZZIES LR

EERHRHRRESRFVET RFZFHES , FRBIEHRFZINE, FHAPRREREHER
T, BETER2RSRRGEERANNEZEFRME K.

FERFEE
1R

H#y b IP

{0 TCP ¥ O

{59T TCP ¥ O3k

{99 UDP % O

1% UDP ii% O it %k

EH

MEIZRRE S loT REBEHRK—IB
Do PRSI, RENEZEER IP it
JRBHTIRAIBERGHBRRGFRESH
K FE B R IP,

SMEERG TS RS st & MIEH RS
2, ZRSIFFRED T UERE LT,
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BEREEEHYE
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https://docs.aws.amazon.com/iot/latest/developerguide/detect-device-side-metrics.html#detect-destination-ip-addresses
https://docs.aws.amazon.com/iot/latest/developerguide/detect-device-side-metrics.html#detect-listening-tcp-ports
https://docs.aws.amazon.com/iot/latest/developerguide/detect-device-side-metrics.html#detect-destination-ip-addresses
https://docs.aws.amazon.com/iot/latest/developerguide/detect-device-side-metrics.html#detect-listening-tcp-ports
https://docs.aws.amazon.com/iot/latest/developerguide/detect-device-side-metrics.html#detect-num-listening-tcp-ports
https://docs.aws.amazon.com/iot/latest/developerguide/detect-device-side-metrics.html#detect-listening-udp-ports
https://docs.aws.amazon.com/iot/latest/developerguide/detect-device-side-metrics.html#detect-num-listening-udp-ports
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PN

AN

=l

AWS loT Device Defender Detect £ A EFR RN RN FEITN. AWS loT Device
DefenderDetect fFEHr IR S ESEREHNMBEH#H TR, XEBRATUNFANKRFRE : =%
EHRMIZRiRIEIR. ML Detect X% 6 MN=iRIEIRM 7 ME R IRIEIR. BHX ML Detect ZFFIEHRH
Sk, BSH ZFXENIER.

SERATIRIENR (Hl, BINABRE, REBT AWS loT KIESHEWHEEHER K ) £
AWS loT MEHHRETH,

AWS loT Device Defender Detect B AT LAUREE, RS FNUEIE AWS loT REBEKVIEIREIE (6l
m,RFMTNED, AENFZTHBEESHE | RIREFH TCPERE ),

AT LL 2’ AWS IoT Device Defender Detect S =inigtrtBE S EH. EfFEFARZIRENR , X0 E L
1533 AWS loT MR HIREZ MK EZBE AWS loT SDK , LA EIIRH KX ZE AWS loT, ESH
MRk & KL IEFR.

ZEEEXH

LZEEREXHRNKF TN —AIRR (BASYYE ) SFEREENRETH , AEEERNBRE
R ERITHVIRVE, EBALER AWS loT B4IAR AP S EIERLEEXH , HHEE—HIRE
KBk, AWS loT Device DefenderDetect FFIRIEREZ X EE , HEARLBEEXHPENNIT
ARMEZITAPHRERER.

1TH

1T %&1F AWS loT Device Defender Detect HIfA[IRBIIRERBRXERE, FARFRESTAT
CHEA , 9 ERR. ANRNTHEHEFRNELTEREITREURZE/FAR (FlW, N FE
F. XFEF) , BFHEETHMNIERITH. ML Detect 178 HHIEFRH ML Detect BLBARK , XL
TRAULLEE ML BEERTHREENEET .

ML &R 3

MLERZ M2 IEE K ATUREFEENESMNMTA. ZERRBEBEFEZRANERKE
BEX#HTIE , HAETERNTHIEREAREEGRE (&, PHE ) . ERFBEERINE
BUBMR BB HMT RE ., £ ML Detect E X5 |, FAIE— ML HERIFEHE—NETFIBHRENITH

BXEZEER , BHSREML Detect,

]
&b
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https://docs.aws.amazon.com/iot/latest/developerguide/thing-groups.html
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B SR

TR IRMEE R B

ML Detect XF=NMNEFHKH : High. Medium M Low, High BEEEEKERE
EEERESRBE

=
ERE, MESBEHEEERY . Medium EFEERBEFERHE |, Low EfS
NEFESNEERE,

HE
BRI LAE L EE AT ANERSE. fim , BANEN - NEBMERGEE | ZEEFHT
ANATERRNEEN MQTT &, ARENEERZEREXHRERANEENEFE , BSH

CreateDimension,

==
=

i

KRNFFER , RELXBET CloudWatch 1E4R ( S5 (AWS loT Core F R ARIER) HHEA
Amazon CloudWatch ¥ AWS loT BIRFIESR ) B SNS BAIKEERELH . AWS loT EHIA
hHASEREREA , UREBENHEXEENRZREENLICR, YUBENEZETERINERET
N, RECKMREBEERKNBAEFLREN , REEEREEE,

HERIPRA

BIBEEEE , BULRITIEENE, B, BRIRIKRA, BEMUNEBERIPRSRFMER, EaTL
BYEARIPRS e —BE&., ALAMIEE AWS loT Device Defender £, &1 LA & BRIEIR
MR FEARKBEHEANK A . XEBTENEARREGETS , fli0 , WESERITEREER.
Bt EMEBRISAEN RANEEHTRE, MIESFENERERERIDPREANR “RA",

HERRE

BEFTRBEEREN on & suppressed KEE Detect £8 SNS EHl, BRESTETSMIE
Detect UITIRZEITH1T(E ; Detect 2REL[FRETHIRIENEAETE. B2 , RENEET KX
SNS BHl, BAIRAEET AWS loT ##| A= API 5E,

1Th

ZEBEXHIE—AITH. EMTRABEE—NER , ATEEKFHAN —HRBRFERENEE
TH. THDAMZE : Rule Detect 73 F ML Detect TH. {# Rules Detect 1TH , BAIAE LB &
BITHAX , T ML Detect FRHEFH L IRFHIFEWEN ML BERITERZRNENTRAER,

ZEHMEXHAURATHRHRERE Z—  MLHE ETHAN, ML Z2BEXHLEHE ENHIE
BHRNUNEFPINREZBREFNLZERE, ETANNZEEENHEREFIIREHSAN U2
AR BT A
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https://docs.aws.amazon.com/iot/latest/apireference/API_CreateDimension.html
https://docs.aws.amazon.com/iot/latest/developerguide/monitoring-cloudwatch.html
https://docs.aws.amazon.com/iot/latest/developerguide/monitoring-cloudwatch.html
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THE#ERT behavior EMXFEAMN —LLFER

Rules Detect 1 ML Detect Yt [E &=

name
THRHBER,
metric

FrABMRNAER (BTHITEHINR) .
consecutiveDatapointsToAlarm
MRBRBEEEHENEZERER/BERTITH , UaRKHER. IRKRIEE , BRAEN 1.
consecutiveDatapointsToClear
MREAHERE , SN REFTFIBEREEHEMNEERTFESINTR , WERHEHELR, WRKE
E , BIAERN 1,
threshold type
ZEMEEXHTURAMREREZ—  MLEETAN, ML R£BEXH BT ENRES

FRMUNFFNRBFRRENLZERE, ETANNZLEEXHFEREFHIREFHSHAN LK
EHRET AN

alarm suppressions

BRI LB T ABAIRERN on = suppressed KEE Detect B3k Amazon SNS BHl, RBREE
BT 2L Detect TR BT HITME ; Detect KRR ETHIFENEANETE. AM , T
3t Amazon SNS BH# K RENER. SIIREEET AWS loT #2H AR APl #1TiHE,

Rule Detect

dimension

BAIUENEELLERTANERE., fll , BAUEN —NETBREZGLEE | Z4EE
FITARNATFEERACEN MQTT X8, EENEEZLEEXHTFERANLEE , B5H
CreateDimension. &AF Rules Detect,

criteria

BERES metric MXNITHRBEENIRE,
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https://docs.aws.amazon.com/iot/latest/apireference/API_CreateDimension.html
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® Note

£ AWS loT #=Flarf |, Bl LUEEIREER , LM{ETE AWS loT Device Defender #0U Bi% &
THhRERIBESE Amazon SNS W EIE A,

comparisonOperator

FITEEY (metric) E#M (value 5 statisticalThreshold ) XBKE—ENEZE
o

ATEEM{E N : “less-than”, “less-than-equals”, “greater-than”, “greater-than-equals”. “in-cidr-
set”, “not-in-cidr-set”, “in-port-set’#“not-in-port-set’s HIEFFEZE T FENMERHR2EN
M. & Xt CIDR & Mim Oz ERF XA T 5L RZMAEE XM IER.

value

5 metric H#ITLERAWVE, BRETRMERER , BHSE count (—/ME ). ports ( CIDR
HIFX ) 2 cidrs (wAYIEK )

statisticalThreshold

ERITAERHEKENSRITRE,. LFREE— statistic FB& , GEEBUT T8N
{& : “p0”. “p0.1”, “p0.01”. “p1”. “p10”, “p50”, “p90”. “p99”. “p99.9”. “p99.99”="p100”,

It statistic RR—MNEINUE. EBENMAIATHRERFSITINE. EEEFENE
(durationSeconds) KNSHZ 2B EBEXHXBRNBERGERZIWEREIR—REZIX , HIBE
ZHREITEES . 25, RERZNNEEAEHRNEENENER, MR EFNERE
& THIET (comparisonOperator) SEEB D NHKREWE , MIARNRZFSTHIEGF. &
n, ZREER T ZITH.

BONBRTIAEBEZENNEEPETHEHXEN B DL, Hl0 , 1R E5“p90” ( 58 90 NE 1L
¥ ) MEXx<BWER 123, I 90% KW EEEHKTF 123,

durationSeconds
SRS HENEER RHEENSZMS (FIE0 , NUM_MESSAGES_SENT ) EE 1T N A6t B B

XF statisticalThreshhold FB#RrLER , X2 —NETAEIER , BRI EMBERZNNER
LU¥E statisticalThreshold H , RAENEMEEBREETHELRPIEER H K.
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ML Detect

ML Detect confidence

ML Detect XEF=NBERF : High, Medium Ml Low, High EEEERBERETHITHNER
ERE A6 RNEEHEFTTRD Medium EFEERETERBE |, Low EFEERESRBEM
BEEENSENE.

ML Detect

B3 #1832 3 Detect (ML Detect) , BRI LSIRZLEEXH , FANBFIELSIETHLREHES
O BERRZEITAHMNIRRTH , AEXEREXHIEA — AR RENHFFIIEIRE. AWS
loT Device Defender AF&fEA ML ERIRFIFEH AL ETE,

BX ML Detect ATTHEER |, S ML Detect Mo

AEGEUTHS

* ML Detect #9 & £l

* ML Detect ¥ TYERE

- Bl

- EEEPHRICRBRAETRIEPRES
- BXEFWIERR

- BRESRE

ML Detect CLI 55

* ML Detect API
o F{EHMBER ML Detect T4 H & 3044

ML Detect B9 =4I

HELLRERENTHAIT N , LA LA ML Detect REERBHEHIERE, Sl , BEEEMTE
BUEER , TRAEBTARTESINRE. EXMIBERT , B LS A ML Detect 2088 , RIFR
B IR 5 R B BAERIR B B W E AR R R

ML Detect 156



AWS loT Device Defender AWS loT Device Defender FF % A R $§F

ML Detect (V5B — MEARHI R S IEMEERN BN HBI ST ZRZEITN. ML Detect IRIFIZE R
TENBEES  EHTHRIDTTHNIRZTR. fln , RIEMEZHEEEETERMERZBE AR
EFAE , @ ML Detect 55 7 SR ZIAITRH,

ML Detect HY T/E/RIE

£/ ML Detect Zh8E , ‘BRI LAGIEITHUE 6 MNmiRiEHRM 7 MERZRERIRIZENRZERE, &
NEERN L2 , ML Detect 2BIFHRE 14 RIVBFESRRIFEE, ©EHA ML ERERIX LR

RRHEER , AERNIIRERMAEE,

MRFREEEXHFH MBI EERUTABITANREES , W ML Detect FRIFEHFANER. 5l
W, MREHELERBEFEFRDER , MEAMRZFELLHALEZRER XA M 2ERETA
BEXARLARAER, S RFERIRARBBVAND N RZBIYE. N TRERERER
AHR , FHENSYWAN NS £MA ML Detect ZEEE X+,

B AR ML Detect I EMHRER (EBEMEHN 14 XEERA , SMEREE 14 KMED 25000 N
BRTEERER, 25, EBXBLEHELY  FISOBENEGREES. IRAFEHEE
3R , ML Detect 2 EFE R HAWEER | HEETRMN 30 KASXRER , RAEELEER LTI
o

RIKEK
SHFVEMIEDE ML #EE | ML Detect EEU T HRIEER,
B K I £ Bt [H]

MEMERETE 14 RNNE, 25 , BESREBLKER 14 RS FAHNERBRERTRIH.
RIS BES

EE X 14 XA, 92 ML BEFENSKERE [N BNMER 25000 MER[. N TEEBFSRI
ZAMMBIF , ML Detect ERZMAERZAERINBER[. EAFMEITUTRE :

« 60 AIRZIEEHE AWS loT LEFRE 45 28T —IXES,
- 40 ARENER 30 28 —X,
- 15 AIRBENER 10 28 —X,
- 7 BRBNER 5 28— X
REZHB IR

NKREHE  BLAERLBEXHNBERENEATEESED.
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SIBBEERRE , ML BESXFIF , & 14 RNELZAHREDFE 25000 MIE R

BR 7

&R LUK ML Detect EREXRE T RimfErERE —REEM

RN KM (aws:num-authorization-failures)

2 W E#YE B (aws:num-messages-received)

B A& EKEE (aws:num-messages-sent)

SHE K/ (aws:message-byte-size)

ML Detect X F LA T E¥R.
ML Detect T X FH =imistr :

 J& IP (aws:source-ip-address)

ML Detect X M iZ ZiRIEFR

« B¥rIP (aws:destination-ip-addresses)

« {0 TCP #% A (aws:listening-tcp-ports)

« {0 UDP #% 0 (aws:1listening-udp-ports)

BB U ARR S B number ( BifE ) XH,
ESEPRILRBARCRIERS

MREBZTFERIE ML RN EERENRR , TFEENRIPRSRENIR IR, X AIUBBENE
RV BNIRBI T B EINHN EE, SEAILLREERIEHN ‘B, "RE S RA,

e L@ AWS loT Device Defender 2l & 5 & H PutVerificationStateOnViolation API #4E.
T XMW

BA LU LT =R iEFRE ML Detect &5

o TR EM (aws:num-authorization-failures)
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https://docs.aws.amazon.com/iot/latest/developerguide/detect-HowToHowTo.html
https://docs.aws.amazon.com/iot/latest/apireference/API_PutVerificationStateOnViolation.html
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E#EZ (aws:num-connection-attempts)

# (aws:num-disconnects)

HE K/ (aws:message-byte-size)

2 & X KEHE (aws:num-messages-sent)

2 W E#YE B (aws:num-messages-received)

BT LU A TR B imiEdR 5 ML Detect &5 -

s WHFTEH (aws:all-bytes-out)

s ZHH (aws:all-bytes-in)

« {5107 TCP % O it# (aws:num-1listening-tcp-ports)

« {01 UDP #% A 1t#% (aws :num-1listening-udp-ports)

s BMEBIESE (aws:all-packets-out)

o BIEBE (aws:all-packets-in)

« BRIV TCP EZEITE (aws:num-established-tcp-connections)

AR 55 PRER

BX ML Detect RS ELFFMEEHINE LR |, iS5 AWS loT Device Defender i & A B &l o

ML Detect CLI a5 %

BALAEA LT CLI sh R BIEBRFMEE ML Detect,

 create-security-profile

« attach-security-profile

* list-security-profiles

* describe-security-profile

* update-security-profile

» delete-security-profile

» get-behavior-model-training-summaries

 list-active-violations

 list-violation-events
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https://docs.aws.amazon.com/general/latest/gr/iot_device_defender.html
https://docs.aws.amazon.com/cli/latest/reference/iot/create-security-profile.html
https://docs.aws.amazon.com/cli/latest/reference/iot/attach-security-profile.html
https://docs.aws.amazon.com/cli/latest/reference/iot/list-security-profiles.html
https://docs.aws.amazon.com/cli/latest/reference/iot/describe-security-profile.html
https://docs.aws.amazon.com/cli/latest/reference/iot/update-security-profile.html
https://docs.aws.amazon.com/cli/latest/reference/iot/delete-security-profile.html
https://docs.aws.amazon.com/cli/latest/reference/iot/get-behavior-model-training-summaries.html
https://docs.aws.amazon.com/cli/latest/reference/iot/list-active-violations.html
https://docs.aws.amazon.com/cli/latest/reference/iot/list-violation-events.html
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ML Detect API

LATF API AT FRIZMEIE ML Detect Z2ELE X4,

» CreateSecurityProfile

 AttachSecurityProfile

» ListSecurityProfiles

* DescribeSecurityProfile

» UpdateSecurityProfile

» DeleteSecurityProfile

» GetBehaviorModelTrainingSummaries

» ListActiveViolations

* ListViolationEvents

* PutVerificationStateOnViolation

F(EHMBR ML Detect Z£ L& X4

EBOLLE {E ML Detect Z2 Bl B A LLERHME LSRR 1T |, e BAMIBR ML Detect 24 i & 3044
DKAtE{E L S8 R 1T .

EAEFIBE S ML Detect R2E & X

EFEAEHAEE ML Detect Z2HEXH , BUMBEEE—INZENEYA, EREZNEYA ,
BEZH (AWS loT Core FRARIEME) PHESSYE, MREQEZSEYAH , NIFEEYAHIR
BN ML Detect Z£BLiE&E X1 B ¥R,

(® Note
BEERE 0 XRAFLZEREXHNERREDEFRZFNREZE , ENERTEEFNAE
ZEEEX .

EAEH A MR ML Detect T2 B E X #F
EfrZ2EENH  FERTISREE
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https://docs.aws.amazon.com/iot/latest/apireference/API_CreateSecurityProfile.html
https://docs.aws.amazon.com/iot/latest/apireference/API_AttachSecurityProfile.html
https://docs.aws.amazon.com/iot/latest/apireference/API_ListSecurityProfiles.html
https://docs.aws.amazon.com/iot/latest/apireference/API_DescribeSecurityProfile.html
https://docs.aws.amazon.com/iot/latest/apireference/API_UpdateSecurityProfile.html
https://docs.aws.amazon.com/iot/latest/apireference/API_DeleteSecurityProfile.html
https://docs.aws.amazon.com/iot/latest/apireference/API_GetBehaviorModelTrainingSummaries.html
https://docs.aws.amazon.com/iot/latest/apireference/API_ListActiveViolations.html
https://docs.aws.amazon.com/iot/latest/apireference/API_ListViolationEvents.html
https://docs.aws.amazon.com/iot/latest/apireference/API_PutVerificationStateOnViolation.html
https://docs.aws.amazon.com/iot/latest/developerguide/thing-groups.html
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1. £ AWS loT #Z£H & SMmEuE | RFERE Defend ( 54 ) o

2. 1f Defend ( B53F ) # , 1£3% Detect ( M ) A/F1EFF Security Profiles ( K2 BENXH ) -
3. EEEMBRE ML Detect ZEELE X -
4. E$F Actions (B1E) |, MIEIRH%E$E Delete ( MHIER ) -

® Note

Bk ML Detect ®2BEXH /G , BRTEENBELRLEEH.

£/ CLI E{= ML Detect ££ B & X4

EfH CLI 1% ML Detect Z2BlEX# , iEE M detach-security-security-profile @5
AL .

™ .

$aws iot detach-security-profile --security-profile-name SecurityProfileName --
security-profile-target-arn arn:aws:iot:us-east-1:123456789012:all/registered-things

(@ Note

LT RE AWS CLI FAJ A, ERHIATHERERMY , BFEE 30 RKANLRLRENXH
WERREREFRENZEL  BNEANLTEENNIREREX . ENTL2EENXH
MItNEiRZ A | BEH attach-security-profile &%,

£/ CLI MIB& ML Detect T2 B & X4

BT LABEERNT delete-security-profile SR E £ E & X4

delete-security-profile --security-profile-name SecurityProfileName

(® Note
BIER ML Detect 2 BEXH G , BFLTEEMHETLLBEH.
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https://docs.aws.amazon.com/cli/latest/reference/iot/attach-security-profile.html

AWS loT Device Defender AWS loT Device Defender FF & A R 36§/
B E JIER

f&Bh AWS IoT Device Defender BEXIER: , BRI LIE X MEELFIEREARFILENIER , HlH0
EEET Wi-Fi FIXHRERE,. BHNARESEEBLANERARHIAE. BENERTHIERZSEE

MHREN  HAREZE (YL ) IAMBRFEETHHTH. ZUNBTRESFERERTN , &
8 T SRAS T AE B4 TE TR Y R

AEGELUTEHD

o MfAITEIEEIA P EEA B E B
- WA CLI F i BE BN
- BHEMNIE CLIGmT

- BEXIERR API

aERE A P ER B E ISR

iz

+ AWS loT Device Defender {X¥8 SDK (Python)
- BB R EEMTRERNE T2 E XS

- EERENENRFHER

- BEFEENIENR

« MBR B E MIEFR

AWS loT Device Defender {X¥ SDK (Python)

B % , i T8 AWS loT Device Defender {3 SDK (Python) RAIKE, RIBFNERIRH X MRS
BRIBENREAMAE , BUUETEERENERABERESENHE. AR EBERZFRENHSA ,
%S AWS loT Device Defender {832 SDK (Python) Bid X ¥, BXEZELR , HSH AWS loT
Device Defender X3 SDK (Python),

I A EERARERMIB L 2EEH
LU RBTA T AL R 2% & 02 B E ]8R,

1. 7E AWS loT #H &M SMBERF , BFF Defend ( B5 ) , R/F%EE Detect ( &
M ) . Metrics ( 845 ) o

2. £ Custom metrics ( BENXIESR ) WH L , 1%£$F Create ( 812 )

B SR =


https://github.com/aws-samples/aws-iot-device-defender-agent-sdk-python/blob/master/README.rst
https://github.com/aws-samples/aws-iot-device-defender-agent-sdk-python
https://github.com/aws-samples/aws-iot-device-defender-agent-sdk-python
https://console.aws.amazon.com/iot
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3. 1£ Create custom metric ( B BENIENR ) RE L , MITUATRE,

1. # Name ( &% ) IF , MABENERNER. QIBAEERZE , B EBREER.

2. 1£ Display name (optional) ( EREH ( AIiE ) )T , BB ABENEGHNREFE. ©
TEERK M , AETUECNRFHITENR,

3.1 Type ( £H ) b | EBREBULENIEIREDR, BREB T string-list ( ZRFEFIR ) | ip-
address-list ( IP #3155k ) . number-list ( &85 %1% ) # number ( &5 ) . BIEFLEBK
%ﬂo

® Note
ML Detect X 2 number ( #i{E ) K7,

4. ¥ Tags (#5Z ) BT , B NEEREEEFRIBKHRE,

SERJE , % Confirm ( #8IA ) 6

4. BIEBAENIERE , F2ER Custom metrics ( BENIESR ) R , BRI EHPEFHLUEN
B E X IE#r.

5. ETX, AZENBEENERIERLEEXH. £ AWS loT ZHEFNSMERS , BRI
Defend ( B5# ) , A% Detect ( #M ) . Security profiles ( Z£EEXH ) o

6. EREBERMEENLERNELEEXH,

7. 1&3$% Actions ( #B4E ) M Edit ( &% ) -

8. 1%#%F Addtional Metrics to retain ( EREMNHTIER ) , REERENEEIER. EUTRE
% Next ( F—25 ) , BERIEEE Confirm ( #IA ) WH. %$#F Save ( &7 ) M Continue ( 4k
), RIWAMBENERE , i r2eBEXHFAFENE,

® Note
SEMEREN HE , B NERSEITHIETR AT A TER.

ERBENENFAEER
UTRENET NAERHNATEEHEUERNFAER.

1. £ AWS loT ZHEHNSMERF , BIF Defend ( Bi¥F ) , ARF1%EEE Detect ( 1
M ) . Metrics ( 845 ) o
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https://console.aws.amazon.com/iot
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2. EREREEFRFMEEMNBEEIEIRN Metric name ( FEHRER ) o

BB ENIEMR
LA SRR 154 B8 ana] f58 i #2 o6 & BB 37 B & LIEHR
1. 12 AWS loT ZHIENSMERS , BFT Defend ( 5 ) , ARFIEIF Detect ( &
M ) . Metrics ( $8#K ) o
2. EREFEHNBEEIERSHMNETIZRS, RAF , 7 Actions (24E ) & , 1&$F Edit (RE ) -
£ Update custom metrics ( EFTBEXIEHR ) WHE L , B RS E RE M RBIBRSFINRZ,
4. SERE , %3 Update ( EH ) » Custom metrics ( BEXIEHR ) WH,

1 BR B E IR FR
WUTRABAE T A8 A A 18R B 2 UISHR.

1. B, NSl ANEAZRLEE XA RREN B E ISR, BUUEBEIEREAEER
HLEEMLELRLBEEXHFITE T ENWBENIER. & AWS loT BHIEANSMERD , BRI
Defend ( BA# ) , AAEIEE Detect (KM ) . Metrics ( 3845 ) »

2. IERBREERERN BEIER. NBEXIERFMAF TTHE LM Security Profiles ( Z2BEXH ) T
SIRME A R £ B & X4 I R B E LB,

3. T AWS loT #£HEMNSMERTR , BIT Defend ( B5¥ ) , AFi%E$F Detect ( 1
M ). Metrics ( 8K ) o

4. EREMERE BEIERZOMNETIRA. RS, T Actions ( #84E ) , 1% Delete ( #IER ) »

5. ¥£ Are you sure you want to delete custom metric? ( REBEEMIBRE E LB ) HE L | &#F
Delete custom metric ( #IBR B E XIE#R ) »

/A Warning
MEREENIERGE , FERAEZERKBRNERE. LBRAETERE,

EEEA CLI H#Y B E LigtR

iz
« AWS IloT Device Defender ¥ SDK (Python)
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https://console.aws.amazon.com/iot
https://console.aws.amazon.com/iot
https://console.aws.amazon.com/iot

AWS I0T Device Defender AWS IoT Device Defender 7. A R $57
- SR EEXERAHERNE L SEE XA

- EEHENERFARER

- EXEEXIER

- MIBR B E X IEFR

AWS |oT Device Defender I8 SDK (Python)

B % , i T8 AWS loT Device Defender ¥ SDK (Python) REIKE, RIBFNEERH L MRS
AMRBEIRERGE , BALEEERWENENRHABERESENRE. EXRERZFRNENHEA ,
%S AWS loT Device Defender {832 SDK (Python) BiR X, BXEZELR |, HS AWS loT
Device Defender {32 SDK (Python).

2 BEXERARERMNE 2 2B EX 4
TFREN AWM CLI 8122 BE BRI ERNE R 2B B X4,

1. fEM create-custom-metric MR BEENLIEN . UTRAGZATFUNERMELENEE
Y& =17

aws iot create-custom-metric \
--metric-name "batteryPercentage" \
--metric-type "number" \
--display-name "Remaining battery percentage." \
--region us-east-1
--client-request-token "02ccb92b-33e8-4dfa-a@cl-35b181ed26b0" \

i
{
"metricName": "batteryPercentage",
"metricArn": "arn:aws:iot:us-
east-1:1234564789012:custommetric/batteryPercentage"
}

2. RIEBENEBERENRGE , SRR update-security-profile FHEIBRAFMBIMEE
BN fEHAcreate-security-profile SIZFMVE E X4 LMERNBE VISR, EXE
BAHE—NEBN batteryUsage WRELEENH , LUERFIKATNF batteryPercentage B
EIERAMBIEF, BAVERFMT —NEB AR cellularBandwidth B Rules Detect $8#R,
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https://github.com/aws-samples/aws-iot-device-defender-agent-sdk-python/blob/master/README.rst
https://github.com/aws-samples/aws-iot-device-defender-agent-sdk-python
https://github.com/aws-samples/aws-iot-device-defender-agent-sdk-python
https://docs.aws.amazon.com/cli/latest/reference/iot/create-custom-metric.html
https://docs.aws.amazon.com/cli/latest/reference/iot/update-security-profile.html
https://docs.aws.amazon.com/cli/latest/reference/iot/create-security-profile.html
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aws iot create-security-profile \

--security-profile-name batteryUsage \

--security-profile-description "Shows how much battery is left in percentile."
\

--behaviors "[{\"name\":\"great-than-75\",\"metric\":\"batteryPercentage\",
\"criteria\":{\"comparisonOperator\":\"greater-than\",\"value\":{\"number
\":753},\"consecutiveDatapointsToAlarm\":5,\"consecutiveDatapointsToClear
\":1}},{\"name\":\"cellularBandwidth\" ,\"metric\":\"aws:message-byte-size\",
\"criteria\":{\"comparisonOperator\":\"less-than\",\"value\":{\"count\":128},
\"consecutiveDatapointsToAlarm\":1,\"consecutiveDatapointsToClear\":1}}]" \

--region us-east-1

i

"securityProfileArn": "arn:aws:iot:us-east-1:1234564789012:securityprofile/
batteryUsage",
"securityProfileName": "batteryUsage"

(® Note
HEMEREN AR , B2 MBS TRESTATER.

ERBENERFAER
UTRBMBLAM CLI EE BESRNIFAE L.

e f#EM list-custom-metrics S EEMAEEHEIER.

aws iot list-custom-metrics \
--region us-east-1

It 85 B B A0 T PR o

"metricNames": [
"batteryPercentage"

WAIREA CLI FEY B E LIEHR
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https://docs.aws.amazon.com/cli/latest/reference/iot/list-custom-metrics.html
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]

BB E IEFR
LTRENAIMMM CLI EF B E LIEFR.

- fEH update-custom-metric T EHMBENIENR. AT RHIGESH display-name,

aws iot update-custom-metric \
--metric-name batteryPercentage \

--display-name 'remaining battery percentage on device' \
--region us-east-1

Lt an S B 5 H 20 R PR

{
"metricName": "batteryPercentage",
"metricArn": "arn:aws:iot:us-

east-1:1234564789012:custommetric/batteryPercentage",
"metricType": "number",
"displayName": "remaining battery percentage on device",
"creationDate": "2020-11-17T23:01:35.110000-08:00",
"lastModifiedDate": "2020-11-17T723:02:12.879000-08:00"

}

T BR B E X ¥R

LTRENBUMAM CLI IR B E IR,
1. ERBRBEXER , BEREMNMNENERNZSEEX 4 FRBR. €A list-security-
profiles T EEEAREHE VBN R B E X .

2. BENZL2EmEEXHHBEREE ISR , A update-security-profiles . MAZRE
MWATEE S , BHEBR B E LR,

aws iot update-security-profile \
--security-profile-name batteryUsage \

WAEA CLI Py B ELIBHR 167


https://docs.aws.amazon.com/cli/latest/reference/iot/update-custom-metric.html
https://docs.aws.amazon.com/cli/latest/reference/iot/list-security-profiles.html
https://docs.aws.amazon.com/cli/latest/reference/iot/list-security-profiles.html
https://docs.aws.amazon.com/cli/latest/reference/iot/update-security-profiles.html
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--behaviors "[{\"name\":\"cellularBandwidth\",\"metric\":\"aws:message-byte-size
\",\"criteria\":{\"comparisonOperator\":\"less-than\",\"value\":{\"count\":128},
\"consecutiveDatapointsToAlarm\":1,\"consecutiveDatapointsToClear\":1}}]"

It 85 B F A0 TR R o

"behaviors": [{\"name\":\"cellularBandwidth\",\"metric\":\"aws:message-byte-size
\",\"criteria\":{\"comparisonOperator\":\"less-than\",\"value\":{\"count\":128},
\'"consecutiveDatapointsToAlarm\":1,\"consecutiveDatapointsToClear\":1}}],

"securityProfileName": "batteryUsage",
"lastModifiedDate": 2020-11-17T723:02:12.879000-09:00,
"securityProfileDescription": "Shows how much battery is left in percentile.",

"version": 2,

"securityProfileArn": "arn:aws:iot:us-east-1:1234564789012:securityprofile/
batteryUsage",

"creationDate": 2020-11-17T23:02:12.879000-09:00

3. OEBEEMENRG , A delete-custom-metric N MR B E NI,

aws iot delete-custom-metric \
--metric-name batteryPercentage \
--region us-east-1

It 85 5 B9 fa H A0 TR R

HTTP 200

HEMIEFR CLI v
ALERLT CLI 8RBT E & = LS.

» create-custom-metric

» describe-custom-metric

list-custom-metrics

» update-custom-metric

delete-custom-metric
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https://docs.aws.amazon.com/cli/latest/reference/iot/delete-custom-metric.html
https://docs.aws.amazon.com/cli/latest/reference/iot/create-custom-metric.html
https://docs.aws.amazon.com/cli/latest/reference/iot/describe-custom-metric.html
https://docs.aws.amazon.com/cli/latest/reference/iot/list-custom-metrics.html
https://docs.aws.amazon.com/cli/latest/reference/iot/update-custom-metric.html
https://docs.aws.amazon.com/cli/latest/reference/iot/delete-custom-metric.html
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* list-security-profiles

HEMIEIR API
LA APl AT T RIBRFMEE B E X IBHR.

» CreateCustomMetric

» DescribeCustomMetric

» ListCustomMetrics

» UpdateCustomMetric

* DeleteCustomMetric

* ListSecurityProfiles

REURIEIR

BIRRLEEXHE , BAILEENRN loT RFERNEREETANRERERE loT REVTAHITH.
UTRRBEmER , EMRRALERE LXENRENER.

WM FTE (aws:all-bytes-out)
SENBBEANMNERERAEHNELEFTHRE,
FALEREEAENRBANRENZRIEANEARK/NHEERE (AFTHENM ),
A : Rules Detect | ML Detect

ZEFF : less-than | less-than-equals | greater-than | greater-than-equals

B : FEREHR
B FEH

FrgRetiE c IEMEHK., BRER 300, 600, 900, 1800 = 3600 ¥,

Example
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"name": "TCP outbound traffic",
"metric": "aws:all-bytes-out",
"criteria": {
"comparisonOperator": "less-than-equals",
"value": {
"count": 4096
},

"durationSeconds": 300,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1

}I

"suppressAlerts": true

Example £/ statisticalThreshold K9 R4l

"name": "TCP outbound traffic",

"metric": "aws:all-bytes-out",

"criteria": {
"comparisonOperator": "less-than-equals",
"statisticalThreshold": {

"statistic": "p50"

1
"durationSeconds": 900,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1

}I

"suppressAlerts": true

Example £/ ML Detect #9 =45l

"name": "Outbound traffic ML behavior",
"metric": "aws:all-bytes-out",
"criteria": {
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1,
"mlDetectionConfig": {
"confidencelLevel": "HIGH"
}
},
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"suppressAlerts": true

FHHH (aws:all-bytes-in)

AENRIBANRTEEHALFTTRE,
EALEREEAENBRNRENZERNEARRNALRE (ULFTHEMY),
# A : Rules Detect | ML Detect

:

IZEfF : less-than | less-than-equals | greater-than | greater-than-equals
B : FENER
By FH

FrgRetiE c EMEH., BRER 300, 600, 900, 1800 = 3600 ¥,

Example
{
"name": "TCP inbound traffic",
"metric": "aws:all-bytes-in",
"criteria": {
"comparisonOperator": "less-than-equals",
"value": {

"count": 4096
o

"durationSeconds": 300,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1

+

"suppressAlerts": true

Example {#/ statisticalThreshold K9 7R4

"name": "TCP inbound traffic",
"metric": "aws:all-bytes-in",
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"criteria": {
"comparisonOperator": "less-than-equals",
"statisticalThreshold": {

"statistic": "p90"

},
"durationSeconds": 300,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1

}I

"suppressAlerts": true

Example f£/H ML Detect # R4l

"name": "Inbound traffic ML behavior",
"metric": "aws:all-bytes-in",
"criteria": {
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1,
"mlDetectionConfig": {
"confidencelLevel": "HIGH"
}
.

"suppressAlerts": true

1T TCP % O 1T%K (aws :num-1listening-tcp-poxts)
R&IEFAEMITE TCP ik OME,

ERALEREESMRBNIZEZNRE A TCP ixAHE,

#7 : Rules Detect | ML Detect

By RBURER

IZE T : less-than | less-than-equals | greater-than | greater-than-equals

18 : FNEH

By RBURER

{iIAT TCP 3% O1t%K (aws:num-1listening-tcp-ports) 172
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BFaEntin c IERER. BAMER 300, 600, 900. 1800 = 3600 ¥,

Example
{
"name": "Max TCP Ports",
"metric": "aws:num-listening-tcp-ports",
"criteria": {
"comparisonOperator": "less-than-equals",
"value": {
"count": 5
1,

"durationSeconds": 300,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1

+

"suppressAlerts": true

Example £/ statisticalThreshold i 7R 4l

{
"name": "Max TCP Ports",
"metric": "aws:num-listening-tcp-ports",
"criteria": {
"comparisonOperator": "less-than-equals",
"statisticalThreshold": {
"statistic": "p50"
b
"durationSeconds": 300,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1
b
"suppressAlerts": true
}

Example {8 ML Detect K9 R4l

"name": "Max TCP Port ML behavior",
"metric": "aws:num-listening-tcp-ports",
"criteria": {
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"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1,
"mlDetectionConfig": {
"confidencelLevel": "HIGH"
}
.

"suppressAlerts": true

{5I¥r UDP % A1T#X (aws :num-1listening-udp-ports)
R IEEMITH UDP i AE,

FEALEREESMRENIZITH SR A UDP inx O &,

#7 : Rules Detect | ML Detect

B RBURER

EERF : less-than | less-than-equals | greater-than | greater-than-equals

B FENEHR

B RMORER

BFaatm c SERER. BAMER 300, 600, 900. 1800 = 3600 ¥,

Example
{
"name": "Max UDP Ports",
"metric": "aws:num-listening-udp-ports",
"criteria": {
"comparisonOperator": "less-than-equals",
"value": {
"count": 5
1,

"durationSeconds": 300,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1

Iy

"suppressAlerts": true

0197 UDP % O 1t#K (aws :num-listening-udp-ports)
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Example £/ statisticalThreshold K9 Rl

{
"name": "Max UDP Ports",
"metric": "aws:num-listening-udp-ports",
"criteria": {
"comparisonOperator": "less-than-equals",
"statisticalThreshold": {
"statistic": "p50"
I
"durationSeconds": 300,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1
I
"suppressAlerts": true
}

Example £/ ML Detect B9 7Rl

"name": "Max UPD Port ML behavior",
"metric": "aws:num-listening-tcp-ports",
"criteria": {
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1,
"mlDetectionConfig": {
"confidencelLevel": "HIGH"

}

by

"suppressAlerts": true

W HHBIESE (aws:all-packets-out)

LEMNBRANRZ R HNHERIEQIHE,

E A LB IE EATE R E BRNIRE N R R IENRARR/DHIEERE,

# A : Rules Detect | ML Detect

ZEFF : less-than | less-than-equals | greater-than | greater-than-equals

18 : FEREHY

HHBIEE (aws:all-packets-out)
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By RS

FELntE c IEEE. AMEN 300, 600, 900,

Example
{

"name": "TCP outbound traffic",

"metric": "aws:all-packets-out",

"criteria": {
"comparisonOperator": "less-than-equals'
"value": {

"count": 100

.

"durationSeconds": 300,

"consecutiveDatapointsToAlarm": 1,

"consecutiveDatapointsToClear": 1
I

"suppressAlerts": true

Example f£ /8 statisticalThreshold #97R4l

"name": "TCP outbound traffic",
"metric": "aws:all-packets-out",
"criteria": {

"comparisonOperator": "less-than-equals'

"statisticalThreshold": {
"statistic": "p90"
1,
"durationSeconds": 300,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1
1,

"suppressAlerts": true

Example £/ ML Detect #J 7Rl

"name": "Outbound sent ML behavior",

1800 5§ 3600 ¥,

1
’

1
’

HHBIEE (aws:all-packets-out)
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"metric": "aws:all-packets-out",

"criteria": {
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1,
"mlDetectionConfig": {

"confidencelLevel": "HIGH"

}

.

"suppressAlerts": true

BIEIH (aws:all-packets-in)
SEMNRBRAXTREFNALBEIHE.,

EA LR e B A TE R RN N ZERNRARRPABERE,

A : Rule Detect | ML Detect

ZEFF : less-than | less-than-equals | greater-than | greater-than-equals

8 : EREH
BV BiRE

FrERetiE - IEMEHK., BRER 300, 600, 900, 1800 = 3600 ¥,

Example
{

"name": "TCP inbound traffic",

"metric": "aws:all-packets-in",

"criteria": {
"comparisonOperator": "less-than-equals",
"value": {

"count": 100

b

"durationSeconds": 300,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1

Iy

"suppressAlerts": true

BRI (aws:all-packets-in)
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AWS IoT Device Defender

Example

£/ statisticalThreshold B R4HI

"name": "TCP inbound traffic",

"metric": "aws:all-packets-in",

"criteria": {
"comparisonOperator": "less-than-equals",
"statisticalThreshold": {

"statistic": "p90"

by
"durationSeconds": 300,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1

}I

"suppressAlerts": true

Example £/ ML Detect #9 =4l

"name": "Inbound sent ML behavior",
"metric": "aws:all-packets-in",
"criteria": {
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1,
"mlDetectionConfig": {
"confidencelLevel": "HIGH"
}
.

"suppressAlerts": true

B#5 IP (aws:destination-ip-addresses)

—4H B4R IP bk,

ERLEREE AR (LA FIABRE ) IEL ( B AFIARRE ) EREEEKH

(CIDR) , BN B LKA BEL EMELEE AWS loT,

# 7 : Rule Detect

178
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BEEF : in-cidr-set | not-in-cidr-set

& : CIDR 3I&
B {7 : n/a
Example
{
"name": "Denied source IPs",
"metric": "aws:destination-ip-address",
"criteria": {
"comparisonOperator": "not-in-cidr-set",
"value": {
"cidrs": [ "12.8.0.0/16", "15.102.16.0/24" ]
}
1,

"suppressAlerts": true

i1 TCP 3% K0 (aws:listening-tcp-ports)
REEEMYTH TCP %O,

EALEREE— ARV (ABIMNFIABRE ) IEL ( LB ASIAREE ) B9 TCP w0 , 1
RELSARTEEL EMNRITMT,

# 7 : Rule Detect

ZEFF : in-port-set | not-in-port-set

B wmHad&k
B{7 :n/a
Example
{
"name": "Listening TCP Ports",
"metric": "aws:listening-tcp-ports",

"criteria": {
"comparisonOperator": "in-port-set",
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"value": {
"ports": [ 443, 80 ]
}
I
"suppressAlerts": true

}

i1 UDP 3% 0 (aws:listening-udp-ports)
R EEMITE UDP #% 0.

ERLEREE - ARV (LA NFIABRE ) IEL ( eI ASIAREE ) By UDP ®wO , 81
REMAH A EEL EII# T,

# 7 : Rule Detect

ZE R : in-port-set | not-in-port-set

B : w05k
B4 :n/a
Example
{
"name": "Listening UDP Ports",
"metric": "aws:listening-udp-ports",
"criteria": {
"comparisonOperator": "in-port-set",
"value": {

"ports": [ 1025, 2000 ]
}
}
}

BV H TCP EHiTE (aws :num-established-tcp-connections)
®EH TCP E#H,
FEALEREESMRBNZEENRAHH/NES TCP EERE (B TCP A ).

#7 : Rules Detect | ML Detect

{i1%r UDP #% 0 (aws:listening-udp-ports) 180
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IZEfF : less-than | less-than-equals | greater-than | greater-than-equals
B : ENER
By ERE

Example

"name": "TCP Connection Count",
"metric": "aws:num-established-tcp-connections",
"criteria": {
"comparisonOperator": "less-than-equals",
"value": {
"count": 3
.
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1
},

"suppressAlerts": true

Example {#/ statisticalThreshold KR4l

"name": "TCP Connection Count",
"metric": "aws:num-established-tcp-connections",
"criteria": {
"comparisonOperator": "less-than-equals",
"statisticalThreshold": {
"statistic": "p90"
},
"durationSeconds": 900,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1
},

"suppressAlerts": true

Example £/ ML Detect #9 7Rl

BEIM TCP 1T (aws : num-established-tcp-connections)
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"name": "Connection count ML behavior",
"metric": "aws:num-established-tcp-connections",
"criteria": {
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1,
"mlDetectionConfig": {
"confidencelLevel": "HIGH"

}
}I

"suppressAlerts": true

REZ IR AENTE
BikgEN
KB EEW RHE Type HR EREI

header hed Y MR %= EAYIR
EFFAEN T
BERIER,

EFR met Y MR HRE AR
N@%MA
HED—
metrics
HE
custom_me
trics BHIE
R

custom_me cmet Y R HREAUE

trics Hﬂ‘@’%‘ﬁﬁ/\
5D —
metrics
mE
custom_me
trics BHIE
R,
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PRCEREIR

KB y SR WE Type 4R AEEEWM

report_id rid Y B &% IEE,
HEXRALT
B BB

version v Y T Maijor.Minor AV DN
REEE, W
RIENRBRR
nRHFEER
=,

EREIER
TCP E#

KB y SRR RTHk AEE Type AR AEEIm

tcp_conne  tc EB#R = POE

ctions

establish ec tcp_conne & TR 2R

ed_connec ctions TCP R&

tions

connectio cs establish B List<Obje

ns ed_connec ct>

tions
remote_ad  rad connectio Y nx ip:port IP ATgE=
dr ns IPv6 =}
IPv4
local_port Ip connectio = ¥ >=0
ns
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KHH
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BEW
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y SRR
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BEEW
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KB EEW RTE NEE Type AR ARSI
port pt ports B ¥ >0 i O N Z 2
KT 0 9%
=
interface if ports B FrFE BOZM
total t listening B BF >=0
_udp_ports
M &S 1T AR
IR y SRR RTHk NEE Type AE EEEIM
network_s  ns metrics B R
tats
bytes_in bi network.s & 2 Delta
tats Metric, >=
0
bytes_out bo network.s & ¥ Delta
tats Metric, >=
0
packets_in  pi network_.s & = Delta
tats Metric, >=
0
packets_o po network_s B ¥ Delta
ut tats Metric, >=
0
Example

BAR JSON 3R K B o
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{
"header": {
"report_id": 1530304554,
"version": "1.0"
.

"metrics": {
"listening_tcp_ports": {

"ports": [
{
"interface": "eth@",
"port": 24800
},
{
"interface": "eth@",
"port": 22
},
{
"interface": "eth@",
"port": 53
}
1,
"total": 3
.
"listening_udp_ports": {
"ports": [
{
"interface": "etho",
"port": 5353
.
{
"interface": "etho",
"port": 67
}
1,
"total": 2
},

"network_stats": {
"bytes_in": 29358693495,
"bytes_out": 26485035,

"packets_in": 10013573555,

"packets_out": 11382615
1,

"tcp_connections": {

RE R AT
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"established_connections": {
"connections": [

{
"local_interface": "eth@",
"local_port": 80,
"remote_addr": "192.168.0.1:8000"
},
{
"local_interface": "eth@",

"local_port": 80,
"remote_addr": "192.168.0.1:8000"
}

1,
"total": 2

}

},

"custom_metrics": {
"MyMetricOfType_Number": [

{
"number": 1
}
1,
"MyMetricOfType_NumberList": [
{
"number_list": [
i,
2,
3
]
}
1,
"MyMetricOfType_StringlList": [
{
"string_list": [
"value_1",
"value_2"
]
}
1,
"MyMetricOfType_IpList": [
{
"ip_list": [
"172.0.0.0",
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Example £ f %2 & 8 JSON £+ =45l

"172.0.0.10"

{
"hed": {
"rid": 1530305228,
"v': "1.0"
},
"met": {
"tp": {
"pts": [
{
"if": "etho",
"pt": 24800
1,
{
"if": "etho",
"pt": 22
1,
{
"if": "etho",
"pt": 53
}
1,
"t": 3
},
"up": {
"pts": [
{
"if": "etho",
"pt": 5353
},
{
"if": "etho",
"pt": 67
}
1,

RE R AT
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"t 2
.
"ns": {
"bi": 29359307173,
"bo": 26490711,
"pi": 10014614051,
"po": 11387620
.
"tc": {
"ec": {
"cs": [
{
"1i": "etho",
"lp": 80,
"rad": "192.168.0.1:8000"
.
{
"1li": "etho",
"lp": 80,
"rad": "192.168.0.1:8000"
}
1,
"t 2

}
.
"cmet": {
"MyMetricOfType_Number": [
{
"number": 1
}
1,
"MyMetricOfType_NumberList": [
{
"number_list": [
1,
2,
3

}
1,
"MyMetricOfType_StringlList": [
{

"string_list": [
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"value_1",
"value_2"
]
}
1,
"MyMetricOfType_IpList": [
{

"ip_list": [
"172.0.0.0",
"172.0.0.10"

]

}
]

MIRB RIEFER

AWS loT Device Defender Detect AJAUEE, RE ML AWS loT RBEERVIEREIE |, LURBIRIN
HRETHANIRE. R0 N B OAFHEIRMNIRE XIEE AWS loT Device Defender,

U FIEERE AWS loT IR % HiREM% E R4 E AWS loT SDK A=, LU EREHIsh, &
ETEILALEE SDK B ERIIE.

A LAE A AWS loT Device Client X miEfr , RN EREMNENMUIEEZE T AWS loT Device
Defender M AWS loT Device Management FHIZIEE, XLENEEBIEES. ©£FEE. AWS loT
Device Defender ¥R X%,

WO LURZ R IRIEPR A A E AWS loT R FE £ |, F AWS loT Device Defender # 17U & Fi¥
it

£ AWS loT Device Client X 15%x

E L% AWS loT Device Client , &R M Github T#., HEEWERRB RBIBHIZRE LL%E AWS loT
Jg , BAFHTE B LR R iRIEPR &K 1X E] AWS IoT Device Defender. ik AWS loT Device Client
il & X471 device-defender ZPHIREB TUT S :

"device-defender": {
"enabled": true,
"interval-in-seconds": 300
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}

/A Warning
REEREDNIRERN 300 ¥, MRAFEIRRBRENNT 300 ¥ , WENERBIEATELE
TR

EHEER , &9 LAE AWS loT Device Defender #2#| A8l B R LB E X HMITHRKIZRELHE
THIERR. BRI BMKIXIERR Defend ( BAH ) . Detect (8 ) 1 Metrics ( 38#%5 ) , MTITE AWS loT
Core 12| & R X M ER.

RImIE R

PIRR2EEXMHE , BAILEEN loT RBFERNEREETANREREE loT REVTAHITH.
LT R=mESR , KB AWS loT,

SHE K/ (aws:message-byte-size)

HEFHFTH. FRLEREEMNRZELHE AWS loT WEFKEENEASZENIRD (UFTHE

i),

# % : Rules Detect | ML Detect

IZEfF : less-than | less-than-equals | greater-than | greater-than-equals
B : FEREH

B FH

Example

{
"name": "Max Message Size",
"metric": "aws:message-byte-size",
"criteria": {
"comparisonOperator": "less-than-equals",
"value": {
"count": 1024
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1,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1

iy

"suppressAlerts": true

Example £ statisticalThreshold i 7R 4l

"name": "Large Message Size",
"metric": "aws:message-byte-size",
"criteria": {
"comparisonOperator": "less-than-equals",
"statisticalThreshold": {
"statistic": "p9Q"
1,
"durationSeconds": 300,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1

iy

"suppressAlerts": true

Example /A ML Detect K9 R4l

"name": "Message size ML behavior",
"metric": "aws:message-byte-size",
"criteria": {
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1,
"mlDetectionConfig": {
"confidencelLevel": "HIGH"

}

.

"suppressAlerts": true

NRRBEEE=ANADHEERA , FRAEERANDEIHN ZREBENXHTNIREHIFAEEM
RERFAKPE 90% , MERHER,

SHE K/ (aws:message-byte-size) 192
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B X IEREE (aws:num-messages-sent)
REELENBBRARERHEHERE,

ERALEREELAENRERRN AWS loT 5&MRBZBEAIRENZARSZ/NVEERE.
A : Rules Detect | ML Detect

IZE T : less-than | less-than-equals | greater-than | greater-than-equals

18 : FNEH

By HR

FrgRetiE c IEMEHK., BRER 300, 600, 900, 1800 = 3600 ¥,

Example
{
"name": "Out bound message count",
"metric": "aws:num-messages-sent",
"criteria": {
"comparisonOperator": "less-than-equals",
"value": {
"count": 50
I,

"durationSeconds": 300,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1

}I

"suppressAlerts": true

Example f£ 8 statisticalThreshold K9/~

"name": "Out bound message rate",
"metric": "aws:num-messages-sent",
"criteria": {
"comparisonOperator": "less-than-equals",
"statisticalThreshold": {
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"statistic": "p99"
I
"durationSeconds": 300,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1

iy

"suppressAlerts": true

Example £/ ML Detect #J 7R 45l

"name": "Messages sent ML behavior",
"metric": "aws:num-messages-sent",
"criteria": {
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1,
"mlDetectionConfig": {
"confidencelLevel": "HIGH"
}
b

"suppressAlerts": true

2R EI#Y H B (aws:num-messages-received)

REELENERAZREEERE.

£ LB IS EAE R H BN AWS loT EEMNMR& 2B T BN R AHKNERHE,

A : Rules Detect | ML Detect

IZEFF : less-than | less-than-equals | greater-than | greater-than-equals

8 : FREH

B HE

FrgeetiE c EMEH., BRER 300, 600, 900, 1800 = 3600 ¥,

Example

B EIHYE B (aws:num-messages-received)
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"name": "In bound message count",
"metric": "aws:num-messages-received",
"criteria": {
"comparisonOperator": "less-than-equals",
"value": {
"count": 50
},

"durationSeconds": 300,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1

}I

"suppressAlerts": true

Example £/ statisticalThreshold K9 R4l

"name": "In bound message rate",
"metric": "aws:num-messages-received",
"criteria": {
"comparisonOperator": "less-than-equals",
"statisticalThreshold": {
"statistic": "p99"
1
"durationSeconds": 300,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1

}I

"suppressAlerts": true

Example £/ ML Detect #9 =45l

{

"name": "Messages received ML behavior",

"metric": "aws:num-messages-received",

"criteria": {
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1,
"mlDetectionConfig": {

"confidencelLevel": "HIGH"

}

},
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"suppressAlerts": true

}

Z KM (aws:num-authorization-failures)

A LB e E A TE R E RN B MR E AN R ARNAMIRE . WRMIRZRE AWS loT BFERE
B (P, RFEVERHIENEE , BEXREEBHNER ) , WeRERNEK,

#7A : Rules Detect | ML Detect

BT RBORE

IZEFF : less-than | less-than-equals | greater-than | greater-than-equals
8 : FNEBH

FFEEatA  JEER. BXEN 300, 600, 900, 1800 = 3600 #,

Example
{
"name": "Authorization Failures",
"metric": "aws:num-authorization-failures",
"criteria": {
"comparisonOperator": "less-than",
"value": {
"count": 5
1,

"durationSeconds": 300,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1

}I

"suppressAlerts": true

Example £/ statisticalThreshold i 7R 4l

"name": "Authorization Failures",
"metric": "aws:num-authorization-failures",
"criteria": {

"comparisonOperator": "less-than-equals",
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"statisticalThreshold": {
"statistic": "p50"

},

"durationSeconds": 300,

"consecutiveDatapointsToAlarm": 1,

"consecutiveDatapointsToClear": 1

}I

"suppressAlerts": true

Example £/ ML Detect #J 7Rl

{
"name": "Authorization failures ML behavior",
"metric": "aws:num-authorization-failures",
"criteria": {
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1,
"mlDetectionConfig": {
"confidencelLevel": "HIGH"
}
3,
"suppressAlerts": true
}

JR IP (aws:source-ip-address)

REZEREES AWS loT B9 IP #hiit,

ERLEREE - AR (LA FIABRE ) FIEL ( B AFIARRE ) EREEEKH

(CIDR) , 8/MEREMARFBBEL CA1EEE AWS loT,

&% : Rule Detect

EER : in-cidr-set | not-in-cidr-set
{& : CIDR %%

B4 :n/a

Example

JR IP (aws:source-ip-address)
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"name": "Denied source IPs",

"metric": "aws:source-ip-address",

"criteria": {
"comparisonOperator": "not-in-cidr-set",
"value": {

"cidrs": [ "12.8.0.0/16", "15.102.16.0/24" ]

}

.

"suppressAlerts": true

E#E = (aws:num-connection-attempts)
RFBELENEBRASHEIHEERNIRE
ERALEREESMREBZHBIUIEZENSEAIHZ NI, RBIMAABHZRBLITEERN.
%7 : Rules Detect | ML Detect

IZEfF : less-than | less-than-equals | greater-than | greater-than-equals

H : FEREH

By EEZEHRE

FFEEatA  IEMER. BREN 300, 600, 900, 1800 = 3600 #,

Example
{
"name": "Connection Attempts",
"metric": "aws:num-connection-attempts",
"criteria": {
"comparisonOperator": "less-than-equals",
"value": {
"count": 5
b

"durationSeconds": 600,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1

iy

"suppressAlerts": true
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Example £/ statisticalThreshold K9 Rl

"name": "Connection Attempts",
"metric": "aws:num-connection-attempts",
"criteria": {
"comparisonOperator": "less-than-equals",
"statisticalThreshold": {
"statistic": "pl@"
.
"durationSeconds": 300,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1

iy

"suppressAlerts": true

Example {# /A ML Detect K9 R4l

{
"name": "Connection attempts ML behavior",
"metric": "aws:num-connection-attempts",
"criteria": {
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1,
"mlDetectionConfig": {
"confidencelLevel": "HIGH"
}
I
"suppressAlerts": false
}

Wi FFiE #2 (aws:num-disconnects)

REELENBERAE AWS loT BiFFEEN IR,
FEALENRREEREELENABRARNS AWS loT M EZNHAHRK/ DR,
A : Rules Detect | ML Detect

ZEFF : less-than | less-than-equals | greater-than | greater-than-equals

8 : FEREHY

W FFE$#E (aws:num-disconnects)
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BAV : EEMITIRE

Frgeata - IEMER. BREF 300, 600, 900, 1800 = 3600 #,

Example

"name": "Disconnections",
"metric": "aws:num-disconnects",
"criteria": {
"comparisonOperator": "less-than-equals",
"value": {
"count": 5
.
"durationSeconds": 600,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1
.

"suppressAlerts": true

Example f£ /8 statisticalThreshold #97R4l

"name": "Disconnections",
"metric": "aws:num-disconnects",
"criteria": {
"comparisonOperator": "less-than-equals",
"statisticalThreshold": {
"statistic": "pl@"
I
"durationSeconds": 300,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1
I

"suppressAlerts": true

Example £/ ML Detect #J 7Rl

"name": "Disconnects ML behavior",
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"metric": "aws:num-disconnects",
"criteria": {
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1,
"mlDetectionConfig": {
"confidencelLevel": "HIGH"

}
iy

"suppressAlerts": true

W FF S SR 42 At A ( aws:disconnect-duration )
REE AWS loT BT iEEAV &Rt

FERALLIERIEEIRE S AWS loT RGN IEREN & KIFLRE,
%A : Rule Detect

IZE P : less-than | less-than-equals

8 : ERNEH (o)

Example
{
"name": "DisconnectDuration",
"metric": "aws:disconnect-duration",
"criteria": {
"comparisonOperator": "less-than-equals",
"value": {
"count": 5
}
.

"suppressAlerts": true

Detect 575 H

FERIENRSE , EA UM AWS loT Device Defender qﬂ%ﬂjﬁiﬁ‘ﬁ\ BEWHBENIENR , HEEMX
HIEEEBHN MQTT TF, KIS E S Detect 1845 , XN AR SHIEIRE M2 %%
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L BB TFEBIRA, BRI LUEREHN MQTT £ZERN AWS loT HINEARFEED | Bl AR H
ITHBECH MQTT =&, #H AWS loT Device Defender #&l4&. API 5 CLI BRBiEHrS H. tLIhaE
EFFARM AWS IoT Device Defender 85 AWS X9 A A,

TEERT WMAEE AWS loT Device Defender X F H1E¥r. £ —MRARER 7 1A BRI ES
BESHiElR. R, B LS HNEREHE AWS loT AN X ENTFEEHF. F=IPERERT
wAIELE AWS IoT Device Defender FEIEEX A E MQTT £, A5 , MQTT BF RITHZES, &
ATLATET B AHE MQTT E£ZH Amazon Elastic Container Service, Lambda 2 Amazon EC2 34l k£
HASRHIZIT MQTT B . B2 AWS loT Device Defender X EIEAT , MQTT FF iR E H+
LEBHIE, BXEZEER , H5E MQTT £3,
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B AWS Cloud
o AWS loT Device Defender Metric Export

Using Rules Engine
.]T[

AWS loT Device Defender
Security Profile

l

M

$aws/rules/<rule_name>

Basic Ingest Topic

LiLLl u
3%l E AWS I0T topic > 8 >
LI
loT Thing AWS loT loT Rules Engine loTRulesEngine
device gateway destination
(S3, SNS, Kinesis, efc.)
Bl AWS Cloud . .
AWS loT Device Defender Metric Export
Using MQTT Broker
.I
AWS loT Device Defender
SecuritI Profile
M
<MQTT Topic>
MQTT Topic
LLLLL l
31851 E ———AWS 10T topic > @ %
LRI
loT Thing AWS loT (Amazon ECS, Lambda,
device gateway EC2 eic)
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BNIEFRS H TERE

RERLFEXHE , B LERESHWERIEE MQTT 8., EAUEE—/) IAM A6 |, ZH
& F AWS loT Device Defender Detect Bl EELE R MQTT =B A M HBFIENINRE, BA LA E
AWS loT MIEAEA MQTT EEHF S HAVERAIZE AWS loT AN ZFHE IR, BRIEENME
B AWS loT #MIKHER | FSE CAWS loT FAARIERE) SH9 AWS loT #I,

AWS loT Device Defender Detect X 82 B E SRV IEFREH THIANIE , AEMFNEAR I EEHE
B MQTT £8, RTEEFHTARPMEFZHT R P2 , ZKEFREEY X HA B S50t B W IERER
MERREN. TREBEIERINEZRHER. N THEHEFTAD , SHERSAEBEFENBANR
PNEFRD, BRRFTRPMEZT KD, N T EZFLENE , SHERMERBRIZE VT
EEEFLERtE (AR REN ), XERER—NMINERE—R , N TEZEIMTEEEHBE ML,
NFEENREFREESH , ZENE. BXTHENR. BRHEFVNEBENEGRNESZEE , B35
{AWS loT Device Defender FF X AR IEFE) FHUTER :

- BEXER
« miniERR

- REIRER

SETTLAER AWS loT MNFHLAL B IEERS BB TR B R, BXXFMNBEIRIIEK , 55K AWS loT
AN ERE, EFHLESHERPHNIERRZERZZHNER , BHX AWS loT ANRAEEE A

batchMode £, MMREEIER AWS loT BN B FRERD batchMode X |, BMHAR T LUES
Lambda = Kinesis Data Streams & FR 8] iR {ETE #EAL T8 JH B AP & IE A Bl iE#R.

BERFHERN

BRHBERSHEE  FSANUATEN,

{

"version": "1.0",
"metrics": [

{

"name": "{metricNamel}",
"thing": "{thingName}",
"value": {

# a list of Classless Inter-Domain Routings (CIDR) specifying metric
# source-ip-address and destination-ip-address
"cidrs": ["string"],
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# a single metric value for cloud/device metrics

"count": number,

# a single metric value for custom metric

"number": number,

# a list of numbers for custom metrics

"numbers": [number],

# a list of ports for cloud/device metrics

"ports": [number],

# a list of strings for custom metrics

"strings": ["string"]

},

# In some rare cases we may send multiple values for the same thing, metric and
timestamp.

# When there are multiple values, please use the value with highest version number
# and discard other values.

"version": number,

# For cloud-side metrics, this is the time when AWS IoT Device Defender Detect
aggregates the

# metrics data received from AWS IoT.

# For device-side and custom metrics, this is the time at which the metrics data
# is reported by the devices.

"timestamp": number,

# The dimension parameters are optional. It's set only if

# the metrics are configured with a dimension in the security profile.
"dimension": {

"name": "{dimensionName}",
"operator": "{dimensionOperator}"
}

}

]

}

Detect g5 HEH

LHIBF R, BRFRBFEEIEREAEEEEN MQTT TR , EFR2NSHIBNIX -5 =4£ %
B, BR , ERESED , HIEERAN G| ZEEBEWAT B X MNIEREH I %R0 B | iR
FIREBNEWMARNTETRH. AWS loT Device Defender [#tA BIEFREN B ZEE X W E MQTT
FH , HFEEEZMNRENERRE , XEMTEREIRE. BXENNESZEE , S5 AWS Pricing
Calculator,
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PR

AP GEHM{AZRBEEIE AWS IoT Device Defender Detect 184S HFTEMN IAM AEFEKNE
B. BXEZEERE , B2 IAM AFiEME.

#F AWS loT Device Defender Detect [ MQTT &8 4 % 8 BRI R

IR CreateSecurityProfile PR ARG H , MATH IAM AREERNRE | —MURREEM —
MEEKRE, NPREEER T AWS loT Device Defender [a]l MQTT £BA WHE ( 22164 ) R,
EEXRBEIET AWS loT Device Defender X AFTE & B HIR,

PR K B

{
"Version":"2012-10-17",
"Statement": [

{
"Effect":"Allow",
"Action": [
"iot:Publish"
iF

"Resource": [
"arn:aws:iot:region:account-id:topic/your-topic-name"

]

SRR

{
"Version": "2012-10-17",
"Statement": [
{
"Sid":. "",
"Effect": "Allow",
"Principal": {
"Service": "iot.amazonaws.com"

iy

"Action": "sts:AssumeRole"
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}

%1% 13 & Rk

BEFERME IAM AP IAM RRKRE , AR ZAFEEAG. FSROASRTRRUEAEE
B4 AWS ARSS

"Version": "2012-10-17",
"Statement": [

{
"Sid". "
"Effect": "Allow",
"Action": [
"iam:GetRole",
"iam:PassRole"

1,

"Resource": "arn:aws:iam::account-id:role/Role_To_Pass"

£ AWS loT ##| & % & Detect 8455 H
ERFHEFEE, EENAEISENRSHNMTSEREN 4.
FRFMH

TR E Detect ERSH AT , BRREEGUTEREZH :

- IAM A8, BXEIE IAM AENEZEER , B30 (IAM AFERE) BHtlE IAM B,

- FAILAMER AWS (IAM ) AR 5HE XN EBEBRNEN AWS Identity and Access Management
. B> AWS loT Device Defender Detect fXRIVEZE R , S (AWS loT Core F XA R
EmE) PR,

TSRS HIHRERENHS (2FHE)

ESHENRTIRE  BA0R2BEENHEENZERRSH, A THIREFEAN AT NMAREETMA
NWZLBEENXH , EF3E Detect FirSF Ho
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HEYEERSHNTREERENH

1.
2.
3.

FTIFFAWS loTEH &, ESMERL  MREFRZE. RNMZL2EEXH.
HOELZeBEENHT , RFEEZETANNFERNEE 4.

EEEENZEREXHEYE , BRALHNREEEXHEN , AN TEF , B —4HABHTR
ERMNHBRRE. ( ik ) SFEFENA TIRE AWS BIRVIRE, BET—F,

XNTFER , BRATELRZTANER. SUUEXITAHEE , RAEELNRZFRRITHE
B U B B4R

ERRITHREER  FEABRREER (EERTH )  REEETHENRNGM4. BERAE
WEBER TREBER , FERTEREER (REER ) . BET—F,

EREEFSEH , FREFEERSH,

AR T RIERBIER B E AWS loT Core B MQTT EEE M. EFE— IAM SEXETF AWS
loT“AWS loT:Publish"fXfR , AEEHEENERERHES . ERBESHNER  RAREET -
&

® Note
WA MQTT EEEME , FRAERMIKRREREE, Hlan , $AWS/rules/rule-
name/,

EERZFERBRET NN EERN AWS 218 KIXER , BIEFEHLE Amazon SNS EREFH 1AM
ﬁ@:o jij:¥-|:_$o

EEENEE , REEET -5,

EENRBRZEEENHFAGE (2F8)

EENRBRZEREXHFARE

1.
2
3.
4

5.

FIFFAWS loTEH &, ESMERL  MREFRE. RNNRZEEEXXH.
BRREUENZETSENRSHNREBRENY , AEXTHRE , EREE,
EEHRT , ERERENBERRZL K RREET -5,

BEREBEFTHIRE , FERRER (ENEHRTH ) , ARERRERITANNENS. EFT
_io

EXAERSEEE  HARXASHER. 28T %,
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6. ZE¥F Amazon SNS BLE N EIRZERIRET A EEH AWS loT BH A LEER |, FaEal
# Amazon SNS =8 H IAM A€, &8 T—%,

7. EELNEE , RARERT—%,

LB EXHREAEIRSH
f£f create-security-profile B RIBENRLBEXHHERAEIRSEH.

HEESERSHNRTEBEEXH

1. ERRAEHRSHHIET Detect EEFES HAHNMWIEN , 5% Behavior M
AdditionalMetricsToRetainV2 #f¥ exportMetric ERENRN True,

2. ‘B¥E MetricsExportConfig WiH., XREEEHRSFHAEN MQTT TEMAE Amazon HIR
Z# (ARN ),

(® Note

‘ZE mqttTopic , it AWS IoT Device Defender Detect ATIA KX HE, kA ARN &
W& MQTT BB , 2/ AWS loT Device Defender Detect AILAME A ZABHARRELR
ﬁi\,'%\o

aws iot create-security-profile \

--security-profile-name CreateSecurityProfileWithMetricsExport \

--security-profile-description "create security profile with metrics export

enabled" \

--behaviors "[{\"name\":\"BehaviorNumAuthz\",\"metric\":\"aws:num-authorization-
failures\",\"criteria\":{\"comparisonOperator\":\"less-than\",\"value\":{\"count
\":5}, \"consecutiveDatapointsToAlarm\":1,\"consecutiveDatapointsToClear\":1,
\"durationSeconds\":300},\"exportMetric\":true}]" \

--metrics-export-config "{\"mgttTopic\":\"\$aws/rules/metricsExportRule\",\"roleArn
\":\"arn:aws:iam: :123456789012:role/iot-test-role\"}" \

--region us-east-1

i

"securityProfileName": "CreateSecurityProfileWithMetricsExport",
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"securityProfileArn": "arn:aws:iot:us-east-1:123456789012:securityprofile/
CreateSecurityProfileWithMetricsExport"

}

EHEREMEXHREAERSEH (CLI)
£ update-security-profile WS EHNENLLEBENXHH B AERSE,
BEMREERENHRERERSEH

1. BERREIRSHHIER Detect EEFEESHMENAIES , BT Behavior H
AdditionalMetricsToRetainV2 A f§ exportMetric {HEIREN True,

2. 3fE MetricsExportConfig Hi{H. XRXEEEFSHAIEN MQTT TEMAE Amazon &R
Z% (ARN )

(® Note

‘ZE mqttTopic , it AWS IoT Device Defender Detect AJIA KX HE., kA ARN &
W& MQTT BB , 2/ AWS loT Device Defender Detect AILAME A ZABHRREXR
ﬁi\,‘%\o

aws iot update-security-profile \

--security-profile-name UpdateSecurityProfileWithMetricsExport \

--security-profile-description "update an existing security profile to enable

metrics export" \

--behaviors "[{\"name\":\"BehaviorNumAuthz\",\"metric\":\"aws:num-authorization-
failures\",\"criteria\":{\"comparisonOperator\":\"less-than\",\"value\":{\"count
\":5}, \"consecutiveDatapointsToAlarm\":1,\"consecutiveDatapointsToClear\":1,
\"durationSeconds\":300},\"exportMetric\":true}]" \

--metrics-export-config "{\"mgttTopic\":\"\$aws/rules/metricsExportRule\",\"roleArn
\":\"arn:aws:iam: :123456789012:role/iot-test-role\"}" \

--region us-east-1

i

"securityProfileName": "UpdateSecurityProfileWithMetricsExport",
"securityProfileArn": "arn:aws:iot:us-east-1:123456789012:securityprofile/
UpdateSecurityProfileWithMetricsExport",
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"securityProfileDescription": "update an existing security profile to enable
metrics export",
"behaviors": [

{
"name": "BehaviorNumAuthz",
"metric": "aws:num-authorization-failures",
"criteria": {
"comparisonOperator": "less-than",
"value": {
"count": 5
},
"durationSeconds": 300,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1
},
"exportMetric": true
}

1,
"version": 2,
"creationDate": "2023-11-09T16:18:37.183000-08:00",
"lastModifiedDate": "2023-11-09T16:20:15.486000-08:00",
"metricsExportConfig": {

"mgttTopic": "$aws/rules/metricsExportRule",

"roleArn": "arn:aws:iam::123456789012:r0le/iot-test-role"

ENLeBENHRXMERSH (CLI)
£/ update-security-profile T EHNEN R LB E X4 HXAEBKRS H.
B REEE R AERSEH

- EEWENLZLEENHHBRENSEHEE , FHEA®S --delete-metrics-export-
configo

aws iot update-security-profile \

--security-profile-name UpdateSecurityProfileToDisableMetricsExport \

--security-profile-description "update an existing security profile to disable
metrics export" \

--behaviors "[{\"name\":\"BehaviorNumAuthz\",\"metric\":\"aws:num-authorization-
failures\",\"criteria\":{\"comparisonOperator\":\"less-than\",\"value\":{\"count
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\":5}, \'"consecutiveDatapointsToAlarm\":1,\"consecutiveDatapointsToClear\":1,
\"durationSeconds\":300}3}]1" \

--delete-metrics-export-config \

--region us-east-1

i

"securityProfileName": "UpdateSecurityProfileToDisableMetricsExport",
"securityProfileArn": "arn:aws:iot:us-east-1:123456789012:securityprofile/
UpdateSecurityProfileWithMetricsExport",
"securityProfileDescription": "update an existing security profile to disable
metrics export",
"behaviors": [
{
"name": "BehaviorNumAuthz",
"metric": "aws:num-authorization-failures",
"criteria": {
"comparisonOperator": "less-than",
"value": {
"count": 5
1,
"durationSeconds": 300,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1

iE

"version": 2,

"creationDate": "2023-11-09T16:18:37.183000-08:00",
"lastModifiedDate": "2023-11-09T16:31:16.265000-08:00"

EXEZEER , 55 (AWS loT FRXARIERE) & Detect 55,
RS H CLI &%

BALAERA LT CLI fn 53R EMEE Detect I8 5F Ho

» CreateSecurityProfile

» UpdateSecurityProfile

» DescribeSecurityProfile
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BT AP

ERILAER LT APl RERGIZ M EIE Detect IS Ho

» CreateSecurityProfile

» UpdateSecurityProfile

» DescribeSecurityProfile

EREREBERSEENFHRERNFERSE

$ERETUENHEY  ATREZ2BEENXGPEXERNMITAINERERE., SEIRERER
EFGHNERELREERAEE, flin, BUUEL—NMNEBRERHLE  ZE4ENGEFRNATE
1 EE ( Hlin“data/bulb/+/activity” ) IEEH MQTT £8, AXENBEELRLEBEXHFFEANEEN
f§8 , 55 H CreateDimension,

HEEXF MQTT BEA. MQTT BESFTHPDERMNTHASNEE. EFHTERENEERSY : &£
& (+) MZE (#), Bl , 4 E(E Data/bulb/+/activity BIE—MHE + & TR -KIINMAEE
BEENITEHE, £EEEZIE MQTT BF i ID H#EE ${iot:Clientld},

TOPIC_FILTER RENEEEUT RinEEBIEIRERS !

- BRKMBORE

- SHEFT AN

- EREVHENBE

- ERFHENBE

« JR IP #ht ( {XIEATF Rules Detect )

mfERE e P EREE
DIRGEITHNATFRLBREXHTH

1. $TFFAWS loTEFI &, EEMERT , MARTFRENRN , RAEEERLBEENXH,

2. HEZLBEENHREL , ERCERZEREXNH A REEFCUIRETANNFEERMNEENF, =
EH OERENM4MENATIANETANNZEBEENH , FRBRZRLEBE XM HIERRE.

3. GEREZRLEEXMHEMNEL A WAREEENXHHEN.
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© © N o o &

BEREENFENERNIREL,

BET—F,

EEEEFTAREL , EENRRETEERREREEZ —.
MNTFERTH , ERREER (EERTRH ) BUE XTI ERT A
RN FERIBEXRRZRETHANE,

EET—F,

10. EFELRZ2BEXHEE , AEEFECE,

EELNER

1.

FIFFAWS loTEF &, ESMESRT , MRXBARENRN , REEEER.

2. EEYEHIF , aRBYUEEEXSHERNRRNEES,

EENEHENEE

1. ITFHAWS loTEFH &, ESMEED , MABAZEMNEN , REER4EE,

2. LEREE K AREERERE.

3. RBHEHEEREHN.

bl B 4

1. ITHAWS loTEFH &, ESMEERD  MABAZEMEN , RAEER4EE,

2. HEMIBREEzT , XTMBRSI B ZEENERTRN. BIREZSEEXHS , BIAEEKRKINE
ZEBBN N, MREERMNIZ2EEXH , BHAEMNLZ2BEEXHTE , RAEREHEEK
BN ZEBEX K, RiE , B UABERRZITH. IRERRECHE | SREATHNISE
B’IE,

3. EREE , ARBEIEEMER.

4. WMAEBINNWHEEZR , REIEEMER.

w{EI7E AWS CLICLI EfER%4E

BREREFNENATRZEEEXHTA

1.

BACE4E K AEBHFEMNIZLEESXH. F£H CreateDimension S BRI E -
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aws iot create-dimension \
--name TopicFilterForAuthMessages \
--type TOPIC_FILTER \
--string-values device/+/auth

e SR H M TR

"arn": "arn:aws:iot:us-west-2:123456789012:dimension/
TopicFilterForAuthMessages",
"name": "TopicFilterForAuthMessages"

2. fE/ UpdateSecurityProfile 4 ERMMEMERLEEXHH , HEM CreateSecurityProfile R
EERMBFHLEEEXHH. EATREAS , RICET I FNLL2EEXH , ATRE
TopicFilterForAuthMessages WHERERE 128 FHUT , HREREIFEHHEIEER
HYSE B8R

aws iot create-security-profile \
--security-profile-name ProfileForConnectedDevice \
--security-profile-description "Check to see if messages to
TopicFilterForAuthMessages are under 128 bytes and retains the number of messages
sent to non-auth topics." \

--behaviors "[{\"name\":\"CellularBandwidth\",\"metric\":\"aws:message-byte-size
\",\"criteria\":{\"comparisonOperator\":\"less-than\",\"value\":{\"count\":128},
\"consecutiveDatapointsToAlarm\":1,\"consecutiveDatapointsToClear\":1}}, {\"name
\":\"Authorization\",\"metric\":\"aws:num-authorization-failures\",\"criteria\":
{\"comparisonOperator\":\"less-than\",\"value\":{\"count\":10},\"durationSeconds
\":300,\"consecutiveDatapointsToAlarm\":1,\"consecutiveDatapointsToClear\":13}3}]1" \

--additional-metrics-to-retain-v2 "[{\"metric\": \"aws:num-authorization-failures
\",\"metricDimension\": {\"dimensionName\": \"TopicFilterForAuthMessages\",
\"operator\": \"NOT_IN\"}}1"

[l A e ok i RN P

"securityProfileArn": "arn:aws:iot:us-west-2:1234564789012:securityprofile/
ProfileForConnectedDevice",
"securityProfileName": "ProfileForConnectedDevice"
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https://docs.aws.amazon.com/iot/latest/apireference/API_UpdateSecurityProfile.html
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BEATUMNXANHSHE , MTRFEENRTTSRETERA LT ERE,. AXESER
FSREMN N AWS CLI %, TEHERTH E JSON & HY behavior S :

"criteria": {
"comparisonOperator": "less-than",
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1,
"value": {
"count": 128
}
I
"metric": "aws:message-byte-size",
"metricDimension": {
"dimensionName:": "TopicFilterForAuthMessages"

iy

"name": "CellularBandwidth"

NE , BIFLEEES ML £ AR CreateSecurityProfile , LA T REIFTR :

aws iot create-security-profile --security-profile-name ProfileForConnectedDeviceML
\

--security-profile-description “Check to see if messages to
TopicFilterForAuthMessages are abnormal” \

--behaviors “[{\“name\”:\“testl1\”,\“metric\”:\“aws:message-byte-size\”,
\”metricDimension\”:{\“dimensionName\”: \“TopicFilterForAuthMessages\”,\”“operator
\”: \“IN\”},\“criteria\”:{\”mlDetectionConfig\”:{\“confidenceLevel\” :\“HIGH\"},
\”consecutiveDatapointsToAlarm\“:1,\”“consecutiveDatapointsToClear\“:13}}]” \

--region us-west-2

EEEREN4EENZEBEENH

£/ ListSecurityProfiles n P EEEARELENLTLHEXH .

aws iot list-security-profiles \
--dimension-name TopicFilterForAuthMessages

HN{a#E AWS CLI CLI L{E 4R 216
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L8 TR A TR

"securityProfileIdentifiers": [

{

"name": "ProfileForConnectedDevice",
"arn": "arn:aws:iot:us-west-2:1234564789012:securityprofile/
ProfileForConnectedDevice"

}

ERTAEE

«  ff/ UpdateDimension S S B4 E -

aws iot update-dimension \
--name TopicFilterForAuthMessages \
--string-values device/${iot:ClientId}/auth

L85 T YR T RRR

"name": "TopicFilterForAuthMessages",

"lastModifiedDate": 1585866222.317,

"stringValues": [

"device/${iot:ClientId}/auth"

1,

"creationDate": 1585854500.474,

"type": "TOPIC_FILTER",

"arn": "arn:aws:iot:us-west-2:1234564789012:dimension/
TopicFilterForAuthMessages"
}

i B 4

1. ERREE  BEFEMNNIENENRZEEEXHFoE. £A ListSecurityProfiles i &S

ERAREL4ENREEENH.

a7 AWS CLI CLI LfER%ERE
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2. BENZRLEEBXHTHREE | B#FH UpdateSecurityProfile . MAZRENFAEER , B

BEBREE -

aws iot update-security-profile \
--security-profile-name ProfileForConnectedDevice \

--security-profile-description "Check to see if authorization fails 10 times in 5

minutes or if cellular bandwidth exceeds 128" \

--behaviors "[{\"name\":\"metric\":\"aws:message-byte-size\",\"criteria
\":{\"comparisonOperator\":\"less-than\",\"value\":{\"count\":128},
\"consecutiveDatapointsToAlarm\":1,\"consecutiveDatapointsToClear\":1}}, {\"name
\":\"Authorization\",\"metric\":\"aws:num-authorization-failures\",\"criteria\":
{\comparisonOperator\":\"less-than\",\"value\"{\"count\":10},\"durationSeconds
\":300,\"consecutiveDatapointsToAlarm\":1,\"consecutiveDatapointsToClear\":1}}]"

e H R H N TR

"behaviors": [
{

"metric": "aws:message-byte-size",

"name": "CellularBandwidth",

"criteria": {
"consecutiveDatapointsToClear": 1,
"comparisonOperator": "less-than",
"consecutiveDatapointsToAlarm": 1,
"value": {

"count": 128

"metric": "aws:num-authorization-failures",
"name": "Authorization",
"criteria": {
"durationSeconds": 300,
"comparisonOperator": "less-than",
"consecutiveDatapointsToClear": 1,
"consecutiveDatapointsToAlarm": 1,
"value": {
"count": 10

HN{a#E AWS CLI CLI L{E 4R
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}
1,

"securityProfileName": "ProfileForConnectedDevice",

"lastModifiedDate": 1585936349.12,

"securityProfileDescription": "Check to see if authorization fails 10 times in 5
minutes or if cellular bandwidth exceeds 128",

"version": 2,

"securityProfileArn": "arn:aws:iot:us-west-2:123456789012:securityprofile/Preo/

ProfileForConnectedDevice",
"creationDate": 1585846909.127

}
3. OB4LES , #A DeleteDimension tn S HIBR4EE -

aws iot delete-dimension \
--name TopicFilterForAuthMessages

PR

I BEERMMEEEZIE AWS loT Device Defender Detect FIER IAM BEFEBNELE., Ax
EZER , B5H IAM AFiERE,

¥ AWS loT Device Defender Detect [@ SNS 3 4 EEHN R

W RFE CreateSecurityProfile I alertTargets S8 , N4 R IAM BARIEEFRMNKE . —1
NREBAN— MR, NREEF AWS loT Device Defender [6] SNS B X A BHMNNIR, 5
{EE B F AWS loT Device Defender X AFTE A IR,

PR R B

"Version":"2012-10-17",
"Statement": [

{

"Effect":"Allow",

"Action":[
"sns:Publish"

1,

"Resource": [
"arn:aws:sns:region:account-id:your-topic-name"

]

R 219
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}
]
}

BEERR
{

"Version": "2012-10-17",
"Statement": [

{

"Sid":

"Effect":

"Allow",
"Principal": {

"Service":
},

"iot.amazonaws.com"
"Action":

"sts:AssumeRole"

%1% 13 6 Rk

%45 AWS RS

FBAEEHME IAM BFW IAM XRER , AT ZAFPREAG, BZROASRTNREAGAERE
"Version": "2012-10-17",
"Statement": [
{
"Sid":. "",
"Effect":
"Action"

"Allow",
[
"iam

:GetRole",
iam
iF

:PassRole"

"Resource": "arn:aws:iam::account-id:role/Role_To_Pass"
}

#F AWS loT Device Defender Detect [6] SNS E /& 77 &5 KR
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ARERARRZIBENRETA.
DetectMitigation R{EH <
B MEE Detect 1T

CancelDetectMitigationActionsTask

DescribeDetectMitigationActionsTask

ListDetectMitigationActionsTasks

StartDetectMitigationActionsTask

ListDetectMitigationActionsExecutions

SEREDT
B MEBREERIT

CreateDimension

DescribeDimension

ListDimensions
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CustomMetric & {EHS
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B MEE CustomMetric 1T

DescribeCustomMetric

ListCustomMetrics

DeleteCustomMetric

REMEXHREDT

B MEBELZ BB XHHIT

CreateSecurityProfile

AttachSecurityProfile

DetachSecurityProfile

DeleteSecurityProfile

DescribeSecurityProfile

ListTargetsForSecurityProfile

UpdateSecurityProfile

ValidateSecurityProfileBehaviors

ListSecurityProfilesForTarget

==3
=

i

BREDT
EEGENBR

ListActiveViolations

ListViolationEvents

PutVerificationStateOnViolation
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https://docs.aws.amazon.com/iot/latest/apireference/API_ListViolationEvents.html
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ML Detect ##4Em <

5 ML R I EhE

GetBehaviorModelTrainingSummaries

wn{afE A AWS loT Device Defender detect

1.

AT LR fF AWS loT Device Defender Detect SRimiEFELESER , BRI XFEARZIREH
B, MINE FEERE AWS loT HNIREHIRZ MK LEFE AWS loT SDK. BXEZEER , S
R IR & RIEIEFT.

EEMITHAHCBERZH , BEZREFRZEMIEF. AWS loT AIBMIZRR KB ,
BB BRI PN —HERBIFMERENELRRETN. £ CreateSecurityProfile
B RIEELBBBHFFL additionalMetricsToRetain, WAFREIEE behaviors,

£ AWS loT 2H A EFRZER , L THRBNAETH,

NEZEMEXHAUBE—HITH,. THEENKFPPHN—HRERAERBEEEETHIN
Efr. BXFMEENTE , BZRsRERN BB imET. SIB—4HTAE , AILUER
ValidateSecurityProfileBehaviors # 1T 1iE .

£ CreateSecurityProfile BRERIBBETINZEMEBE X . HRFERTHN , ATLEA
alertTargets ZHM@ B (SNS £l ) KIxHE, (WRFEH SNS REEFE , BEERE
FFREEAWS Ik B SNS FEEFAITHE. ) ANENENIN TEELETEE SNS EBE
., WAL CloudWatch IEHrREEM. BXEZER , HZH (AWS loT Core FFR AR E
) B EH Amazon CloudWatch %2 AWS loT R FIEFR.

£/ AttachSecurityProfile BN R B B4 ME —A1RE (WA ). KPFRESEMRDN
=Y., FAEREIMUVEBYRAEIRE. AWS loT Device DefenderDetect FFHAR N R ETH , R
KMEMEAITAER , WERESE, EUEENRLEEXHFMMBIFREREIMOBEY , fl0,
BELEEFTERFEWEMKRPOBIERHITRE, BAUREER , ATEERZFEENLTEHN
TRE.

ENZ2RENHMNE -HRE , MAEEEEXLRZNEYAR ARN, S¥4 ARN XA
T

arn:aws:iot:region:account-id:thinggroup/thing-group-name
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10.

ENLZ2EEXHHINEIAWS P FREEEMNEY ( ZBRAEIMNEY ) , BDTIEEUTHE
M ARN :

arn:aws:iot:region:account-id:all/registered-things
ENREERENXHMMEIFTEREMOEY , XTUHEEUTHEIM ARN,

arn:aws:iot:region:account-id:all/unregistered-things
ENRLEREBENXHMMEFIERE , BTEEUTHEIN ARN,

arn:aws:iot:region:account-id:all/things

AT LAE A ListActiveViolations BRAERERBAIN , N T X FTLENZ B E XA B Frik
%, RIE T HRLE BRI,

£/ ListViolationEvents BB EREENBRNEQNU B MLZADM, BUARZEBHEXH. R
BREBRIPRASMIRIX LR,

B3I A PutVerificationStateOnViolation REFRIE & BN RIDPRS H M ZBIDRASH G |, 7
DAAE, HAMEEIRE,

MRBFRERELNITAITFIMERATIRE , BARZRARITHE L.

EEERRENZEREXHMNEEZ R ERNRE , BEH
ListSecurityProfiles, ListSecurityProfilesForTarget H ListTargetsForSecurityProfile #4E,

£ A DescribeSecurityProfile BERMEXRLZLHEXHFNEZFHMER.

EFEHLeBESXH , B FH UpdateSecurityProfile 4, {#H DetachSecurityProfile #24E MK
FPREFEVEIELLEEXH., A DeleteSecurityProfile T £ MR % 2 8B X 4.
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ERIRIE

O] LAEFA AWS loT Device Defender LAREUR/EE £ Audit B4 R Detect HEHR LA B,

® Note
LM ERBHFITERERATERRE. AXFUERERBRNESFE  BSH =it
BREREHR,

BT RERE

AWS |oT Device Defender A FEIMNTITREIRME T AE X HIRE, BAILLRNEHAWS K F B Eix &
BE K AGSHNAT—4AERER, XLELERTAUR

- WRAPRINAELER, WIETAETY AWS loT #2415 AWS CLI REMA.
- BENERNIIKR, WIETUREREM AWS CLI WER T Ao
- RN FERERE

TRIETHNSHERNFERERBN N EEERF

FRREDEFIRERS

TEREE XN ERIRE

REVOKED_CA_CERT_CHECK PUBLISH_FINDING_TO_SNS., UPDA
TE_CA_CERTIFICATE

INTERMEDIATE_CA_REVOKED_FOR PUBLISH_FINDING_TO_SNS., UPDA

_ACTIVE_DEVICE_CERTIFICATES_CHECK TE_DEVICE_CERTIFICATE, ADD_T
HINGS_TO_THING_GROUP

DEVICE_CERTIFICATE_SHARED_CHECK PUBLISH_FINDING_TO_SNS., UPDA
TE_DEVICE_CERTIFICATE, ADD_T
HINGS_TO_THING_GROUP

UNAUTHENTICATED_COGNITO_ROL PUBLISH_FINDING_TO_SNS
E_OVERLY_PERMISSIVE_CHECK
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TREE

AUTHENTICATED_COGNITO_ROLE_
OVERLY_PERMISSIVE_CHECK

IOT_POLICY_OVERLY_PERMISSIVE_CHECK

IOT_POLICY_POTENTIAL_MISCON
FIGURATION_CHECK

CA_CERTIFICATE_EXPIRING_CHECK

CONFLICTING_CLIENT_IDS_CHECK

DEVICE_CERTIFICATE_EXPIRING_CHECK

REVOKED_DEVICE_CERTIFICATE_
STILL_ACTIVE_CHECK

LOGGING_DISABLED_CHECK

DEVICE_CERTIFICATE_KEY_QUAL
ITY_CHECK

CA_CERTIFICATE_KEY_QUALITY_CHECK

IOT_ROLE_ALIAS_OVERLY_PERMI
SSIVE_CHECK

IOT_ROLE_ALIAS_ALLOWS_ACCES
S_TO_UNUSED_SERVICES_CHECK

X ERIRE

PUBLISH_FINDING_TO_SNS

PUBLISH_FINDING_TO_SNS. REPL
ACE_DEFAULT_POLICY_VERSION

PUBLISH_FINDING_TO_SNS, REPL
ACE_DEFAULT_POLICY_VERSION

PUBLISH_FINDING_TO_SNS., UPDA
TE_CA_CERTIFICATE

PUBLISH_FINDING_TO_SNS

PUBLISH_FINDING_TO_SNS., UPDA
TE_DEVICE_CERTIFICATE, ADD_T
HINGS_TO_THING_GROUP

PUBLISH_FINDING_TO_SNS., UPDA
TE_DEVICE_CERTIFICATE, ADD_T
HINGS_TO_THING_GROUP

PUBLISH_FINDING_TO_SNS, ENAB
LE_IOT_LOGGING

PUBLISH_FINDING_TO_SNS, UPDA
TE_DEVICE_CERTIFICATE, ADD_T
HINGS_TO_THING_GROUP

PUBLISH_FINDING_TO_SNS, UPDA
TE_CA_CERTIFICATE

PUBLISH_FINDING_TO_SNS

PUBLISH_FINDING_TO_SNS

Tt ERIRME

226



AWS loT Device Defender AWS loT Device Defender FF % A R $§F

FRA®ITKREERZEFE Amazon SNS KA FITERER , LELTURMAE L RERBEELN, &
MRENFZRETUARFECERRE

REVOKED_CA_CERT_CHECK
* £ AWS loT R ERIEB ARSI EARE N IEEF RS
DEVICE_CERTIFICATE_SHARED_CHECK
« £ AWS loT FERIRF B VRSSO EFRIE N IBEZRES.
o RHERZIEBRZ M S,
UNAUTHENTICATED_COGNITO_ROLE_OVERLY_PERMISSIVE_CHECK
« TN ZBHRAE,
AUTHENTICATED_COGNITO_ROLE_OVERLY_PERMISSIVE_CHECK
« TN ZFHRAE,
IOT_POLICY_OVERLY_PERMISSIVE_CHECK
« WmIM—NZEH AWS loT FBEhR A SRR HIH R
IOT_POLICY_POTENTIAL_MISCONFIGURATION_CHECK
« 25) AWS loT KR EE R IRAS
CA_CERT_APPROACHING_EXPIRATION_CHECK
« £ AWS loT R EWIEHAPRSCFEIRE RN IEEI RS,
CONFLICTING_CLIENT_IDS_CHECK
« TN ZFHRAE,
DEVICE_CERT_APPROACHING_EXPIRATION_CHECK
« £ AWS loT A ERIRFZIEFH VRS R EAR IS A IR IRE
- FEAZEBHREZRNNIIENA.
DEVICE_CERTIFICATE_KEY_QUALITY_CHECK
« £ AWS loT FEHRFIEBEVRS SO EFRIE N IBEZRES.
o RHERZIEBRZ NS,
CA_CERTIFICATE_KEY_QUALITY_CHECK
« £ AWS loT R EWIEH VRS CFEIRE RN IEEI RS
REVOKED_DEVICE_CERT_CHECK
« £ AWS loT R ERIRFIEFH VRS U EIR IS A BT IR
« FEAZEPHREZRNNIIENA.
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LOGGING_DISABLED_CHECK
- BRABEFIER,

AWS loT Device Defender X333 Audit EHR L RNITU TR BN ERIR/E -

BRERE

ADD_THINGS_TO_THING_GROUP

ENABLE_IOT_LOGGING

PUBLISH_FINDING_TO_SNS

REPLACE_DEFAULT_POLICY_VERSION

UPDATE_CA_CERTIFICATE

UPDATE_DEVICE_CERTIFICATE

B B A W R R TR R ATV IRAE | R DL — Bt I B L R R

p=5_%= 301}

CEEZRHEFPFINREFNE, SEAUEER
BRBE—NHEIHITAPHRAFMH (MR
CHEE T ZEYTRAMBRANZAHRE ),

BALIEE B RIEZRBIFMER B EICENRHN
A, BT EEISE DISABLED BEIEZ LR 5,

BEESERNRHENER,

BIEEBIREN. FRARARBIZEAKXESHR
REEARAS, B 81X #FE BLANK_POLICY

1B E CAEBMFTRE. BRIXEFE
DEACTIVATE o

BRERZIEPWIIRS. B FHE
DEACTIVATE &

fERIX L E LR

BRAEIE A AR B IR E R ORI |, HR D AN IR AT REME.

/A Important

RAEEEIES, FENHRNIFENASBREBNEHRETELNENRZINNAE
FrEEm, flm , REAERTEEE, BEBREBRENTE  RAEBNRAXLERE, &7
REEEXNHTCHRERYUEZFE , RAEENRENNARFFIAEETLE, fl, BAREE
ERHEMMNRFZILES. FHRRETHEBEHERBIIEHINE , BETLHRENLY E1E 5 AR

RIESZ B &

Tt ERIRME
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RERE ( HIMEFBCRIREZIEDR ) REEFHIMIT. AWS loT Device Defender R EISRE 3 E
RER AW ERIRE,

KM 2 R R A

AWS loT Device Defender X# 3} Detect S &M ITUA TR B EFIRE -

BRAERE EBRE
ADD_THINGS_TO_THING_GROUP FEEENHEPIMIENL. BETUEER

BRNBZ—NHSIHITAFHIRAFMH (OR
CEI T ZEWTRMBEANZAYKE ).

WA E LS R AR IRIE
TR AWS loT 41 A AWS CLI N ZIAWS I~ & &R EREIE,
IR EHIRE

BENNENMNERBRERTE LN RERBENRET LK NSHNEAS.
£/ AWS loT 24| & Sl 2 Z AR IRE

1. $TFF AWS loT &l & F B “Mitigation actions” ( EfFIRIE ) RH.
2. 1 Mitigation Actions ( ZEf##4E ) WHE L , 1%£4% Create ( 812 ) ,

3. 7 Create a new mitigation action ( BIZF A RMFRIE ) TWEH L , 7 Action name ( BREBH )
WA ZRIRER M — B,

4. ERERBD  BELEENHRENER,
5. 7E Permissions ( fXFR ) F , ENARENNRFIEN IAM B,

6. BNENXRBEBERTRAN—ASE. ARENSH. flH0 , IREFFEYRMEISYWARESR
B EREERE |, AEEFEREBR Override dynamic groups (BE31S4).

7. 1&3#% Create ( 812 ) UREFRRERTFTIEN AWS KF.

M ERIRE 229


https://console.aws.amazon.com/iot/home#/dd/mitigationActionConfigsHub

AWS loT Device Defender AWS loT Device Defender FF % A R $§F

{EH AWS CLI dIZZERIRE

5/ CreateMitigationAction tn 58I 2R ERIRME, HETRENATERERN |, HERAER
ZIRERHIE -, EBR—INEEXNER,

£/ AWS loT 2% 8 EF NS RE R IRE

1.

$TFF AWS loT ##l A BV “Mitigation actions” ( Ef#E/E ) WH,

Mitigation actions ( #1244 ) WEE R HEMN AWS K E XA ERIRENTIE,
EREEE AN ERRENRIESTRERE,

% Edit (418 ) , RAENEHRERITER. ATERRENBHATIOALEAE , Bit , &1
RESE AL B #Ro

1%£#% Update ( E57 ) BURXY ER B IRER B SUREFEIER AWS K

£/ AWS CLI 3l B EfiRigE

£/ ListMitigationAction ar 5 AJ 5l H K R FRIRIE, MREBEE NS MBREFEERME , B2 T A

EH AWS CLI EsERIRE

£ UpdateMitigationAction & E URH & IR 1E,

£/ AWS loT 24| & M BRIT B #R1E

1.

$TFF AWS loT ##l A BV “Mitigation actions” ( Ef#E/E ) TWH,

Mitigation actions ( R E ) TEIE RN EN AWS Ik E LK E S RIRE.
IEFREMBREERFRIRIE , RIFIERF Delete (HIBR ) o
£ Are you sure you want to delete ( R EHEZEMIBR ) EOH , %% Delete ( MR ) o

£ AWS CLI il BRE iR IR/

£ UpdateMitigationAction & E R K E IR 1E,
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https://docs.aws.amazon.com/iot/latest/apireference/API_CreateMitigationAction.html
https://console.aws.amazon.com/iot/home#/dd/mitigationActionConfigsHub
https://docs.aws.amazon.com/iot/latest/apireference/API_ListMitigationAction.html
https://docs.aws.amazon.com/iot/latest/apireference/API_UpdateMitigationAction.html
https://console.aws.amazon.com/iot/home#/dd/mitigationActionConfigsHub
https://docs.aws.amazon.com/iot/latest/apireference/API_UpdateMitigationAction.html

AWS loT Device Defender AWS loT Device Defender FF % A R $§F

£/ AWS loT 2FI A EFTEBIRFFMRER

1. 3TFF AWS loT ##| & F A “Mitigation actions” ( EfRIRE ) TWH,

Mitigation actions ( EffiR4E ) REZ R AEHN AWS K E LT E EFRE,
2. EREBETENEMBRENBRESHERE,

£/ AWS CLI EEEZBREFHAER

£/ DescribeMitigationAction i & AIEE BN EBRENIFAEF S,

R 4 AR IR AE

EEXT—HEZBRER , EULEXERENATERNEG R, JENAREN , BRE3 T HERE
BIRFEES. LESTRFE-LHNEAFETR , EEERRTERENENATERENRE, Flm,
MREBE—MIPEITHH AR RSN , NAREE-ENEARFAMEXLIERLIFILERERR
BH, HERE (WNEBRBAFRIEFE ) AJBRET K.

BAUERRERTHIIRABUEE REXBI AT, EEANEBERERTHN —BoRTHRETS
iR, MREN—ALERMASMREMEP—NMEERK , MW ZERITFERE (BNHNA
THEER ). ERNESKSN FAILED (XK ) . MRENATERN—PMHSMREXN , I
taskStatus REAN AW, REZREENIRFNA,

BNMRERITR—ARFENRAZIBR. ZEFRTURERIIR , A LURREENEFRNARER,

TERERTENATUAELFTFZERES , ZESN P FRPFRAFEERANXESRNA AR
o BRPITH—MRENAT—IMER. FREBERFESHERITHE,

FEET e Ry


https://console.aws.amazon.com/iot/home#/dd/mitigationActionConfigsHub
https://docs.aws.amazon.com/iot/latest/apireference/API_DescribeMitigationAction.html

AWS loT Device Defender FF X A RIEE

AWS IoT Device Defender

T Mitigation
Actions

Audit Mitigation Action Task
Executions
R — - Mitigation 4‘\ Findi
T Action |——/ "8

One execution

Outputs

Execution Summary

TRER T EMATNEY FRERES | RESM— RSP FREARIE NG R 5T X L
REA—ABE. LRPTE-MRENAT —MER. FRERBELSHHNTEE

232

B ERRAE



AWS loT Device Defender AWS loT Device Defender FF % A R $§F

T Mitigation
Actions

Audit Mitigation Action Task

Executions
e | Mitigation 4‘\ Findi
T Action  —w—/ =

One execution

Outputs

Execution Summary

&R LAER AWS loT #2483 AWS CLI AR A Z R R 1E,

£ AWS loT 2§ & 813 B sh R ERIT AR A ERIRE
1. 7E AWS loT ##| A B FTF “Audit results” ( Fit4ER ) Rl

2. EREBENARENTFRHER.
1%3% Start mitigation actions ( B ERIRIE ) . MRFIEREBHFSER , NLtRATTA,

3.

233
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https://console.aws.amazon.com/iot/home#/dd/auditResultsHub

AWS loT Device Defender AWS loT Device Defender FF % A R $§F

4. 7£ Start a new mitigation action ( BRI FNEFRIRIE ) b , FFBMHRINNFZ ID , BEFLY
HERXNEEELHHE,

5. WTFEFKFEFE—NHIZIAMNTEALERNERLENRE , BUINER— NS NMNENANE
B, RERWRELRBEMHVIRE,

® Note

MRERAFAWS K EERE  MIRETIRIZE, ERLIERE Create mitigation
action ( RIERERIRE ) EERAUE - NSRS NERRE

6. HEENANFIERES  HFIER Starttask ( BHESF ) -

£/ AWS CLI B B3 R E IR T AR A E iR

p

1. WREBENFITHMEERERMARE , HFEA ListAuditTasks 1
MREBEMNEENERERMAERE , B A ListAuditFindings 4
£/ ListMitigationActions @8 , Fic FEN AN ERIRIEN B,

£/ StartAuditMitigationActionsTask as S IHEEM A EI B R, i2 TES ID. BEFERZ ID Xk
RERERTHRS , EFFHAEE , REVEE.

TEHMES D,
TIRIER D,

da

Ep

> WD

£ AWS loT 24| 8 EF RV IRENIT

1. 3TFF AWS loT #&| A F Y “Action tasks” ( IREFES ) RH,

BREESIRE RS MREES NS BRI 2 FPRTS.
2. ERAMEEUEEEISNEFAGE. FAGRSRESHANAMERE. HBRRERS,
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https://docs.aws.amazon.com/iot/latest/apireference/API_ListAuditTasks.html
https://docs.aws.amazon.com/iot/latest/apireference/API_ListAuditFindings.html
https://docs.aws.amazon.com/iot/latest/apireference/API_ListMitigationActions.html
https://docs.aws.amazon.com/iot/latest/apireference/API_StartAuditMitigationActionsTask.html
https://console.aws.amazon.com/iot/home#/dd/auditTasksHub

AWS loT Device Defender AWS loT Device Defender FF % A R $§F

Device Defender > Audit »> Action executions > ff82164a6439e6024e83b4fc104817d7

ff82164a6439e6024e83b4fc104817d7

Details

Status
COMPLETED

Started at
Jun 6, 2019 6:09:07 PM -0700

Completed at
Jun 6, 2019 6:09:09 PM -0700

Check summary

Check name Failed Successful Skipped Canceled Total Executions

loT policies overly -
o 0 2 0 0 2 sh
permissive

&R LAE A Show executions for (& RAVHTE[E]) HiEFAAFRERIFOTR LR BN RFETIRER

N

Lho

3. EEFREFSHNIEMES , BE Executions (W1T) Hi%&HF Show (E7R).
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Device Defender > Audit > Action executions > ff82164a6439e6024e83b4fc104817d7 >

ff82164a6439e6024e83b4fc104817d7

loT policies overly permissive

Action executions (4)

Show executions for

All actions v All status v
1-4 of 4
Started at v Status Action Finding
Jun 6, 2019 6:09:08 PM -0700 ® Completed sns_publish 053cff17-1da4-4479-996b-8b...
Jun 6, 2019 6:09:08 PM -0700 ® Completed replace_default_policy_version  053cff17-1da4-4479-996b-8b...

Jun 6, 2019 6:09:08 PM -0700 ® Completed replace_default_policy_version  2b966f76-b499-4986-836¢-f8...

£/ AWS CLI I E B3I ES

1. fEH ListAuditMitigationActionsTasks BEE BN F I RRIRIETS. BUREMMERGRSE NE
RoE. MREEEXSHNEFHAEFE , Hi2 TESF ID.

2. f#H ListAuditMitigationActionsExecutions EF B E T ITERFRRIETSHHITIEFAER.

3. f#H DescribeAuditMitigationActionsTask EFEBXRESWIEAEE , HIUSITIEEN ST,

£/ AWS CLI BUB EEE T F R ERBRETS
1. A ListAuditMitigationActionsTasks T KR EIEBEEBCEERITHWES M ID. EAI SR HIHEE SR
KGR /NERTEE,

2. f£H ListDetectMitigationActionsExecutions i FiEI £S5 ID BUEEN FIT ERIRETS. BEE
BCHEERNES. SEBUHESE , TaNARRNRE , BF2EREN AN EFRE,

X PR

NTEELNEBNERBRRE , ELTREATNAZRENEE,
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https://docs.aws.amazon.com/iot/latest/apireference/API_ListAuditMitigationActionsTasks.html
https://docs.aws.amazon.com/iot/latest/apireference/API_ListAuditMitigationActionsExecutions.html
https://docs.aws.amazon.com/iot/latest/apireference/API_DescribeAuditMitigationActionsTask.html
https://docs.aws.amazon.com/iot/latest/apireference/API_ListDetectMitigationActionsExecutions.html
https://docs.aws.amazon.com/iot/latest/apireference/API_CancelAuditMitigationActionsTask.html

AWS IoT Device Defender

AWS loT Device Defender FF X A RIEE

ZEIRREAVR

BRERE

UPDATE_DEVICE_CERT
IFICATE

UPDATE_CA_CERTIFICATE

PR R G R AR
{
"Version":"2012-10
-17",
"Statement": [
{
"Effect":
"Allow",
"Action":[

"iot:UpdateCertifi
cate"

1,

"Resource":

nixn

{
"Version":"2012-10
-17",
"Statement": [
{
"Effect":
"Allow",
"Action": [

"iot:UpdateCACerti
ficate"

1,

"Resource":

nixn

R
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BRIERE PR SR B AR AR
}

ADD_THINGS_TO_THIN
G_GROUP c
"Version":"2012-10
-17",
"Statement": [

{
"Effect":
"Allow",
"Action":[

"iot:ListPrincipal
Things",

"iot:AddThingToThi
ngGroup"
1,

"Resource":

nin

R 238
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BrEXR PR R G AR AR
REPLACE_DEFAULT_PO
LICY_VERSION {
"Version":"2012-10
-17",
"Statement": [
{
"Effect":
"Allow",
"Action":[

"iot:CreatePolicyV

ersion"
1,
"Resource":
[
]
}
]
}

R 239
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BrEXR PR R G AR AR
ENABLE_IOT_LOGGING
{
"Version":"2012-10
-17",
"Statement": [
{
"Effect":
"Allow",
"Action":[

"iot:SetV2LoggingO

ptions"
1,
"Resource":
[
nxn
]
1,
{
"Effect":
"Allow",
"Action":[

"iam:PassRole"

1,

"Resource":

"<TAM
role ARN used for
setting up logging>"

]
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BrEXR PR R G AR AR
PUBLISH_FINDING_TO_SNS
{
"Version":"2012-10
-17",
"Statement": [
{
"Effect":
"Allow",
"Action": [
"sns:Publish"
1l
"Resource":
[
"<The

SNS topic to which the
finding is published> "
]

NTABEERERERE | BEAUTEERBEER

"Version": "2012-10-17",
"Statement": [

{

"Sid": "",
"Effect": "Allow",
"Principal": {

"Service": "iot.amazonaws.com"
},
"Action": "sts:AssumeRole",
"Condition": {

"ArnLike": {

"aws:SourceArn": "arn:aws:iot:*:111122223333::*"

3y
"StringEquals": {

R
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"aws:SourceAccount":

RRRFDT

BRI MERAXERBRERTH
R, A=m@wHER :

HitERSE

s ATENNEBRENG T,

ZHYAWS K E X —

"111122223333:"

- ATRINMERRXLERENAT Audit ERERBBT,
- ATRIMERRXLERIENA Detect EEN BT

FREDT
E N MERRE

CreateMitigationAction

DeleteMitigationAction

DescribeMitigationAction

BHMNEE Audit 11T

CancelAuditMitigationAction

B FEE Detect 1T

CancelDetectMitigationActio

sTask

DescribeAuditMitigationActi

ListMitigationActions

UpdateMitigationAction

onsTask

ListAuditMitigationActionsT
asks

StartAuditMitigationActions
Task

ListAuditMitigationActionsE
xecutions

nsTask

DescribeDetectMitigationAct

ionsTask

ListDetectMitigationActions
Tasks

StartDetectMitigationAction
sTask

ListDetectMitigationActions

Executions

AEBRE , URRUXERENAT A5NS4

ZER D

g
b
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https://docs.aws.amazon.com/iot/latest/apireference/API_CreateMitigationAction.html
https://docs.aws.amazon.com/iot/latest/apireference/API_CancelAuditMitigationActionsTask.html
https://docs.aws.amazon.com/iot/latest/apireference/API_CancelAuditMitigationActionsTask.html
https://docs.aws.amazon.com/iot/latest/apireference/API_CancelDetectMitigationActionsTask4e.html
https://docs.aws.amazon.com/iot/latest/apireference/API_CancelDetectMitigationActionsTask4e.html
https://docs.aws.amazon.com/iot/latest/apireference/API_DeleteMitigationAction.html
https://docs.aws.amazon.com/iot/latest/apireference/API_DescribeAuditMitigationActionsTask.html
https://docs.aws.amazon.com/iot/latest/apireference/API_DescribeAuditMitigationActionsTask.html
https://docs.aws.amazon.com/iot/latest/apireference/API_DescribeDetectMitigationActionsTask.html
https://docs.aws.amazon.com/iot/latest/apireference/API_DescribeDetectMitigationActionsTask.html
https://docs.aws.amazon.com/iot/latest/apireference/API_DescribeMitigationAction.html
https://docs.aws.amazon.com/iot/latest/apireference/API_ListAuditMitigationActionsTasks.html
https://docs.aws.amazon.com/iot/latest/apireference/API_ListAuditMitigationActionsTasks.html
https://docs.aws.amazon.com/iot/latest/apireference/API_ListDetectMitigationActionsTasks.html
https://docs.aws.amazon.com/iot/latest/apireference/API_ListDetectMitigationActionsTasks.html
https://docs.aws.amazon.com/iot/latest/apireference/API_ListMitigationActions.html
https://docs.aws.amazon.com/iot/latest/apireference/API_StartAuditMitigationActionsTask.html
https://docs.aws.amazon.com/iot/latest/apireference/API_StartAuditMitigationActionsTask.html
https://docs.aws.amazon.com/iot/latest/apireference/API_StartDetectMitigationActionsTask.html
https://docs.aws.amazon.com/iot/latest/apireference/API_StartDetectMitigationActionsTask.html
https://docs.aws.amazon.com/iot/latest/apireference/API_UpdateMitigationAction.html
https://docs.aws.amazon.com/iot/latest/apireference/API_ListAuditMitigationActionsExecutions.html
https://docs.aws.amazon.com/iot/latest/apireference/API_ListAuditMitigationActionsExecutions.html
https://docs.aws.amazon.com/iot/latest/apireference/API_ListDetectMitigationActionsExecutions.html
https://docs.aws.amazon.com/iot/latest/apireference/API_ListDetectMitigationActionsExecutions.html

AWS loT Device Defender AWS loT Device Defender FF % A R $§F

¥ AWS loT Device Defender 52 AWS &S #FEH

f£1217 AWS loT Greengrass B8 & EEH AWS loT Device
Defender
AWS loT Greengrass 12 75 AWS loT Device Defender BT #3358 R A IS SR IS 128 B 1T H

- Device Defender 5 AWS loT Greengrass V1 £
- Device Defender 5 AWS loT Greengrass V2 £

45 AWS IoT Device Defender 5 FreeRTOS F#r A R ig & EEL £ H

E7E FreeRTOS i%% EfEH AWS loT Device Defender , MIEH iR E S ML T FreeRTOS
Embedded C SDK = AWS loT Device Defender FE, FreeRTOS Embedded C SDK @& AWS loT
Device Defender EE, &< AWS loT Device Defender S1&# FreeRTOS BB ERNEEL | 15
SRUTETR :

« AWS IoT Device Defenderi&f F FreeRTOS #rEEFEWRF B E L IEVRER
- A MQTT KIEFFIEIRIE3ZE] AWS loT Device Defender
o £ MQTT U ERIERIER E| AWS loT Device Defender

E1E%E FreeRTOS HIHR AR 18 E LE A AWS loT Device Defender , ERRZRMMMER AWS loT
MmAR C FF AT EBH AWS IoT Device Defender FE, AWS loT Embedded C SDK &231& AWS loT
Device Defender FE, BX AR AWS loT Device Defender MBI AR IRZWER , BFSHEUTE
7~ , AWS loT Device Defender 7 f AWS loT #& A X SDK¥rEH B E LISHRE Ro

& H AWS loT Device Defenderfl AWS loT Device
Management

A BAE A AWS loT Device Management SEFIEEZR 5| AR5, BEREMERSEHN AWS loT Device
Defender ®MEHE R . ELBIEZRSIHEI Device Defender BHBIEZ G , B LAF R MEIFFK
B Fleet Hub Ri 27 #Y Device Defender M EIE , REEMBFECIELFIESTEURERRERFIE
PR REER , URTE Fleet Hub U RIRPEFLHIELSE,

1E121T AWS loT Greengrass &% LA AWS loT Device Defender 243


https://docs.aws.amazon.com/greengrass/v1/developerguide/device-defender-connector.html
https://docs.aws.amazon.com/greengrass/v2/developerguide/device-defender-component.html
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B AWS loT Device Defender Ry BLHI &£ B

AWS loT Device Defender £ AWS Z 2104 R0 (ASFF) HiAEL R &% E Security Hub,

AT RBIERT Security Hub R HRITRELE RNVHABEFELR, ProductFields H#Y ReportType
= AuditFinding,

{
"SchemaVersion": "2018-10-08",

"Id": "336757784525/I0T_POLICY/policyexample/1/I0T_POLICY_OVERLY_PERMISSIVE_CHECK/
ALLOWS_BROAD_ACCESS_TO_IOT_DATA_PLANE_ACTIONS",

"ProductArn": "arn:aws:securityhub:us-west-2::product/aws/iot-device-defender-audit",
"ProductName": "IoT Device Defender - Audit",

"CompanyName": "AWS",

"Region": "us-west-2",

"GeneratorId": "1928b87ab338ee2f541f6fab8c4lc4fs",

"AwsAccountId": "123456789012",

"Types": [

"Software and Configuration Check/Vulnerabilities"

1,

"CreatedAt": "2022-11-06T22:11:40.9412Z2",

"UpdatedAt": "2022-11-06T22:11:40.941Z",

"Severity": {

"Label": "CRITICAL",
"Normalized": 90

},

"Title": "IOT_POLICY_OVERLY_PERMISSIVE_CHECK:
ALLOWS_BROAD_ACCESS_TO_IOT_DATA_PLANE_ACTIONS",

"Description'": "IOT_POLICY policyexample:1l is reported as non-compliant for
IOT_POLICY_OVERLY_PERMISSIVE_CHECK by Audit task 9f71b6e90@0cfb57d4ac671be3a4898e6a.
The non-compliant reason is Policy allows broad access to IoT data plane actions:
[iot:Connect].",

"SourceUrl": "https://us-west-2.console.aws.amazon.com/iot/home?region=us-west-2#/

policy/policyexample",

"ProductFields": {

"CheckName": "IOT_POLICY_OVERLY_PERMISSIVE_CHECK",

"TaskId": "9f71b6e90cfb57d4ac671be3a4898e6a",

"TaskType": "ON_DEMAND_AUDIT_TASK",

"PolicyName": "policyexample",

"IsSuppressed": "false",

"ReasonForNonComplianceCode": "ALLOWS_BROAD_ACCESS_TO_IOT_DATA_PLANE_ACTIONS",
"ResourceType": "IOT_POLICY",
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"FindingId": "1928b87ab338ee2f541f6fab8c4lc4fs",

"PolicyVersionId": "1",

"ReportType": "AuditFinding",

"TaskStartTime": "1667772700554",

"aws/securityhub/FindingId": "arn:aws:securityhub:us-west-2::product/
aws/iot-device-defender-audit/336757784525/I0T_POLICY/policyexample/1/
IOT_POLICY_OVERLY_PERMISSIVE_CHECK/ALLOWS_BROAD_ACCESS_TO_IOT_DATA_PLANE_ACTIONS",

"aws/securityhub/ProductName": "IoT Device Defender - Audit",

"aws/securityhub/CompanyName": "AWS"

I
"Resources": [
{
"Type": "AwsIotPolicy",
"Id": "policyexample",
"Partition": "aws",
"Region": "us-west-2",
"Details": {
"Other": {
"PolicyVersionId": "1"
}
}
}
1,
"WorkflowState": "NEW",
"Workflow": {
"Status": "NEW"
},

"RecordState": "ACTIVE",
"FindingProviderFields": {
"Severity": {
"Label": "CRITICAL"
I
"Types": [
"Software and Configuration Check/Vulnerabilities"

TR RBIERT Security Hub FRITREFMEMN BB FEL R, ProductFields H# ReportType
& CheckSummary,
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{

"SchemaVersion": "2018-10-08",

"Id": "615243839755/SCHEDULED_AUDIT_TASK/daily_audit_schedule_checks/
DEVICE_CERTIFICATE_KEY_QUALITY_CHECK",

"ProductArn": "arn:aws:securityhub:us-east-1::product/aws/iot-device-defender-audit",
"ProductName": "IoT Device Defender - Audit",

"CompanyName": "AWS",

"Region": "us-east-1",

"GeneratorId": "f3021945485adf92487c273558fcaa51",

"AwsAccountId": "123456789012",

"Types": [

"Software and Configuration Check/Vulnerabilities/CVE"

1,

"CreatedAt": "2022-10-18T14:20:13.933Z",

"UpdatedAt": "2022-10-18T14:20:13.933Z",

"Severity": {

"Label": "CRITICAL",
"Normalized": 90

},

"Title": "DEVICE_CERTIFICATE_KEY_QUALITY_CHECK Summary: Completed with 2 non-

compliant resources",

"Description": "Task f3021945485adf92487c273558fcaa51 of weekly scheduled Audit
daily_audit_schedule_checks completes. 2 non-cimpliant resources are found for
DEVICE_CERTIFICATE_KEY_QUALITY_CHECK out of 1000 resources in the account. The
percentage of non-compliant resources is 0.2%.",

"SourceUrl": "https://us-east-1.console.aws.amazon.com/iot/home?region=us-east-1#/dd/

audit/results/f3021945485adf92487c273558fcaa51/DEVICE_CERTIFICATE_KEY_QUALITY_CHECK",

"ProductFields": {

"TaskId": "f3021945485adf92487c273558fcaa51",
"TaskType": "SCHEDULED_AUDIT_TASK",
"ScheduledAuditName": "daily_audit_schedule_checks",
"CheckName": "DEVICE_CERTIFICATE_KEY_QUALITY_CHECK",
"ReportType": "CheckSummary",

"CheckRunStatus": "COMPLETED_NON_COMPLIANT",

"NonComopliantResourcesCount": "2",
"SuppressedNonCompliantResourcesCount": "1",

"TotalResourcesCount": "1000",

"aws/securityhub/FindingId": "arn:aws:securityhub:us-east-1::product/aws/

iot-device-defender-audit/615243839755/SCHEDULED/daily_audit_schedule_checks/
DEVICE_CERTIFICATE_KEY_QUALITY_CHECK",
"aws/securityhub/ProductName": "IoT Device Defender - Audit",
"aws/securityhub/CompanyName": "AWS"
},

"Resources": [
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{

"Type": "AwsIotAuditTask",
"Id": "f3021945485adf92487c273558fcaa51",
"Region": "us-east-1"
}
1,
"WorkflowState": "NEW",
"Workflow": {
"Status": "NEW"
I
"RecordState": "ACTIVE",
"FindingProviderFields": {
"Severity": {
"Label": "CRITICAL"
},
"Types": [
"Software and Configuration Check/Vulnerabilities/CVE"

AR RBIERT Security Hub 5 AWS IoT Device Defender #MEM A BB FEL R,

{
"SchemaVersion": "2018-10-08",
"Id": "e92a782593c6f5blfc7cbbass3dclal”,

"ProductArn": "arn:aws:securityhub:us-east-1::product/aws/iot-device-defender-
detect",

"ProductName": "IoT Device Defender - Detect",

"CompanyName": "AWS",

"Region": "us-east-1",

"GeneratorId": "arn:aws:iot:us-east-1:123456789012:securityprofile/
MySecurityProfile",
"AwsAccountId": "123456789012",
"Types": [
"Unusual Behaviors"
1,
"CreatedAt": "2022-11-09722:45:0072",
"UpdatedAt": "2022-11-09T22:45:002",
"Severity": {
"Label": "MEDIUM",
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"Normalized": 40
1,
"Title": "Registered thing MyThing is in alarm for STATIC behavior MyBehavior.",
"Description": "Registered thing MyThing violates STATIC behavior MyBehavior of
security profile MySecurityProfile. Violation was triggered because the device did not
conform to aws:num-disconnects less-than 1.",
"SourceUrl": "https://us-east-1.console.aws.amazon.com/iot/home?region=us-east-1#/dd/
securityProfile/MySecurityProfile?tab=violations",
"ProductFields": {
"ComparisonOperator": "less-than",
"BehaviorName": "MyBehavior",
"ViolationId": "e92a782593c6f5blfc7cb6as43dclal2”,
"ViolationStartTime": "1668033900000",
"SuppressAlerts": "false",

"ConsecutiveDatapointsToAlarm": "1",
"ConsecutiveDatapointsToClear": "1",
"DurationSeconds": "300",

"Count": "1",

"MetricName": "aws:num-disconnects",

"BehaviorCriteriaType": "STATIC",
"ThingName": "MyThing",
"SecurityProfileName": "MySecurityProfile",
"aws/securityhub/FindingId": "arn:aws:securityhub:us-east-1::product/aws/iot-
device-defender-detect/e92a782593c6f5blfc7cb6as43dclal2”,
"aws/securityhub/ProductName": "IoT Device Defender - Detect",
"aws/securityhub/CompanyName": "AWS"
},
"Resources": [
{
"Type": "AwsIotRegisteredThing",
"Id": "MyThing",
"Region": "us-east-1",
"Details": {
"Other": {
"SourceUrl": "https://us-east-1.console.aws.amazon.com/iot/home?region=us-
east-1#/thing/MyThing?tab=violations",
"IsRegisteredThing": "true",
"ThingArn": "arn:aws:iot:us-east-1:123456789012:thing/MyThing"

}

15
"WorkflowState": "NEW",

"Workflow": {
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"Status": "NEW"
I
"RecordState": "ACTIVE",
"FindingProviderFields": {
"Severity": {
"Label": "MEDIUM"
},
"Types": [
"Unusual Behaviors"
]
}
}
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« X¥F 7 CreateSecurityProfile API H&iE I RIR (alertTargets B ) , RM4¥ aws:SourceArn {EX
arn:arnPartition:iot:region:accountId:securityprofile/securityprofileName

RN FIRKBEREE

EREREREZFARNAZEZRMEA aws:SourceArn £ H L TXENE RN TE ARN, 0
RFHMBERRHNTE ARN , REEEEBESMNER , B X ARN KA ERATEEERF (*) B
aws:SourceArn £ E TXE&HB8., Hl0 arn:aws:servicename:*:123456789012: *,

AT ROERI0{AE A AWS loT Device Defender FH aws : SourceArn Hl aws : SourceAccount
2REHLETXEXRBEEERERBE,

{

"Version": "2012-10-17",

"Statement": {
"Sid": "ConfusedDeputyPreventionExamplePolicy",
"Effect": "Allow",
"Principal": {

"Service": "iot.amazonaws.com"
},
"Action": "sts:AssumeRole",
"Condition": {

"ArnLike": {

"aws:SourceArn": "arn:aws:iot:*:123456789012::*"

I
"StringEquals": {
"aws:SourceAccount": "123456789012:"
}
}
}
}
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AWS loT Device Defender X [EHERRIE =T

© BERNSEHETE
ERRNATRAL AT

EM
8 : £/ AWS loT Device Defender 2B EE# BEA L REHE ?

E NRBEARFRENER , LA LEEE AWS loT BIRFHIREZFNK LHERE, RF
PARE—BNEFHFIRFTREYE R,

i

| RBRATRE , F&EFELE R In-Progress’ EARKME T, 2RMEHETE ? AT LERLE
£

Z RE-ZBR , HERER2MUENTH, T, MIRKSEERERE (HIMIESH, EPHX
B ) BElE  BUREERARERFR-—BRNEASIEETIRES R,

Detect
18 : A& TE AWS loT Device Defender £l & XA T HPREM RE ?

Z AU EEBERENZEREXHTH , HEEMNBSTEMMNIREANSEYE, BaLiER
AWS loT Device Defender EF Zaifstr , AFREFEFERARFIPARRRZITHNRE,

[l RGBT —MTH , BERBETITHAE QMR EN. MiZmAEELRE ?

ZHEEXTAR , BEETHHNREFNEETHAN, flU, - EEREL , RETCP
iwH 8888 LiEE—MNHRERSE , EFFLCHITEMECERE, ERERGANERAEERON
WEIREE , R BUE —NREMTHITH -

{
"name": "Listening TCP Ports",
"metric": "aws:listening-tcp-ports",
"criteria": {
"comparisonOperator": "in-port-set",
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"value": {
"ports": [ 8888 ]
}
}
}

WMRFGLIE TCP M 443 EE TCP ERE , NiER T RETHH G LIZE,

| BW—NRZMNTRENR, MATERRBEM 2
Z BIRNERBFMEMBPITANEER , WITHEENXHFHFIENL, REATERIEZIBRBIEFED
AFETHEEXH. MBERBIAKRMBREXFEAEIR , WEASHFEHIRERN alarm-

invalidated,

[ HMER T EMATH , B IEIREE 2
Z  BBRTHAREFELHNZITANFAERKRAVEANREE, LANBHNGPERPHNREE, 17
NEWERE , ZTHNERERFRKS PHECEN —HREHEERIETE.

REZIEIR

A WERXCSAGERITANERRS  BREMEAEAEN. IRELRE?

Z BITHERT MQTT EBUBRX BN ERREREHRIER

$aws/things/THING_NAME/defender/metrics/FORMAT/rejected
$aws/things/THING_NAME/defender/metrics/FORMAT/accepted

He | THING_NAME RIREIEFHNEYHZF , FORMAT 2“JSON’=H“CBOR ” , EAEURFEYIE
RHIBIRIRERIE R,
TRE , S TREXWEMERRE , BRZARFIXRTFXEFBHEE, rejected SHERARE
WEMRREREN T HE, HEARPLE8E KB RHEE  URBEEEERIREPNEMAE
iR, accepted HERPBIBIFIRE S EFHEMN,
| MREERRSEPFREZEBIRSEE?
% ZFEMROFRE IP it F RBELBEARAFEFTNRIT . MENRITREN , MHEHFEER.
B AT ABNIEZREBIRIREF I ERTE AWS loT EFRRAWIZZHER ?
MREEBE—NRZNLELEEXGHMHNBIFFEEYHAME R ETMEEY , BBA AWS loT Device

Defender i 2EAREMBWNEIR, MBEBHRARIMEWAVIEIR , T LURE E XM INEIFRE
EEMEIRE , MARARRZ.
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A BMERFREEEXAMMEAAREIMORZIAERE , REKBHIRE -SSP REM
RENHE, WAEELER ?

FHANCEEAZSXFNBRAREEXNEBNERRS, AXEE SR REEFRXEAE. B
EAREMNRBREEANR - BNEFBRANRSENEN. IRBYENESEHZH , K
E#BY 128 FTH UTF-8 mIBFH , REMERHSFERIIEL,

[ AR AREMARZRMBEMR , HEEMHRFZENREM , 2REFLER?

& MREEMRAP RIS ERIZE

- MREEFERHENER , EUUAFIRINATELHNEN ( —MEEIMOEYERT , —
NMEEREMNEGT ). BEONEIESAXERREFBEER , BEEATLIERFERK
Ak 14 Ro

[l B ZERBERRENRE ID ZRERTLE?

Z  XNEBNMEREEAE—E , BFEERRT. ELHNMHCERFER Unix L2 oatE 2.
B : REBRIZHAN AWS loT Device Defender I8rtl2ZE H MQTT iE#E ?

T EEEARIRN MQTT &,
[l . EEEURARFERN , BN ZERTLAE K ID?

NTF AWS loT EZMRFBRE (BY ) , IEAEIMNEDNER. XX TFE AWS loT EMRFH
W&, HEED AWS loT B A EA —BWRRR, LMEETRENASEEYEHITE.

[l . WEBEATENEF IR ID R IREIER?
RERZE-MSEVRHIEFRRUAZUN . EXTUEHN , BALUREFRKZ M E| AWS loT Device
Defender RiZRBMEMNEE, Bl , Thing-1 EXHHCHWER , #K Thing-2 XWiE
#ro Thing-1 WEBACHERFFERAE MQTT & :

$aws/things/Thing-1/defender/metrics/json
Thing-1 BEEM Thing-2 JREUEHR , X LEFRRKHE MQTT £& .
$aws/things/Thing-2/defender/metrics/json

A BOKFPRATS DN REWMEXHMITA ?

& . 55/ AWS loT Device Defender 43w 17 s FELET o
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Ml RERGHNEEBFAGRITAHEN?

& : A1F AWS loT Device Defender $t3J12EEB#5 (SNS £ ) AW RENACEEERIUTH
MNEM

« EFEXE , I iot.amazonaws.com IEE 7 A[{S3E1K,
- MIINAYZRRE | A AWS loT XM EIIEEM SNS £F, i :

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "sns:Publish",
"Resource": '"<sns-topic-arn>"
}
]
}

« WRATRHIETRH SNS TERMBEE , BBABRT @ SNS EBAR A HEEMNERI , AWS loT
EBABRTFWARER Hlan

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"sns:Publish",
"kms:Decrypt",
"kms:GenerateDataKey"
1,
"Resource": '"<sns-topic-arn>"
}
]
}

8] ;B EMIERER number WISHRIRERR AN , HE REIREE Malformed metrics
report. XREAMBE?

2 : £ number RULENMEREBEERB A |, 1B DeviceMetrics IR F IR IGFRER , B EH
EREERNMENBALE, BREEREENBREIRR,
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HiRE

{"header":{"report_id":12334567, "version":"1.0"}, "metrics":{"network_stats":
{"bytes_in":30680, "bytes_out":10652, "packets_in":113, "packets_out":118}}, "custom metrics":
{"my_custom_metric":{"number":0}}}

HIRHEE -

{"thingName":"myThing", "status":"REJECTED", "statusDetails":
{"ErrorCode":"InvalidPayload", "ErrorMessage":"Malformed metrics
report"},"timestamp":1635802047699}

THIRBRAR

{"header":{"report_id":12334567, "version":"1.0"}, "metrics":{"network_stats":
{"bytes_in":30680, "bytes_out":10652, "packets_in":113, "packets_out":1183}}, "custom _metrics":
{"my_custom_metric":[{"number":0}]1}}

0 5

{"thingName":"myThing", "12334567":1635800375, "status" :"ACCEPTED", "timestamp":1635801636023}
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2% (AWS loT Core F A ARIERE) FHNEZEET

FHT
« AWS loT Device Defender 5 B Z3E1R 7
« 5&AT AWS loT Device Defender i & 15 17 6] &

« AWS loT Device Defender B4 # M5 iIF
« AWS loT Device Defender AR #)1E

AWS loT Device Defender # By Z BRI

AWS FEHBERFEATF AWS loT Device Defender FHIEIRR Y. MiZEX FATIR , AWS TR
FIZ1TARE AWS Cloud £ IkEMZEN, BARLEFNRERLLEMENR ENRBNES, BIER
REFERN AWS RS WEL2BRENEERES. EXBERMNESEE , BZRABERLENLR
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- £ AWS MFZERFTRIUK AWS RS hFTERIALZ 2154,

- FABREEZLERS (HlI Amazon Macie ) , ©EBIT XIMMRI F#1E Amazon S3 HEV U
BT,

- MREBIHSTRER API G AWS FEEZLT FIPS 140-3 BIFMMZFER | EEMA FIPS i
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RHEET AWS RFE. EATEHHNGREIREHBAXAFEPRANTARESR TR Tit R85
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AWS Identity and Access Management ( IAM ) 2 —11 AWS BRSS , TTUAE B E IR R B4 iR HIxt
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AWS loT Device Defender %R, IAM 2 —TEFEFT/NFZAENATFERAN AWS RSE.
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requests,
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EIE R A LAER AWS JSON REERIEEW ARG AT ARR, B , B EET X LT IFRR
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o

AR FIF] &R (ACL)

mEEFISIR (ACL ) EHIBLEEAE (KFARA, AFRAE ) ARGARKR. ACL EETHIRAEK
BEREL , REEAFEEA JSON R,
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Simple Storage Service (Amazon S3), AWS WAF #l Amazon VPC % ACL HWERZ =~Hl, ET
AR ACL WEZEE |, i5Z ¥ Amazon Simple Storage Service ¥ & A R85 & 51 &R
(ACL) BE o

HREgRE

AWS ZIEFFIMNY, TAEARRKERE, XERBERETURETEHNRBEREGER FHRAN
PR

- RRLA  RRLAAR-IERBE , AT REETHSOREBALN IAM K4 (1AM B A
&) BFHNRANR, BANTHRENRILR. SEEZRNREXGCET HHHRBERENRIL R
MIRX%E, # Principal FEEAFRAGHETHRIRBAZINRL A RS, F-—TREFNE
RNELFEZ AT, BRANRLANESEE , FZHIAM BFERTH IAM EEARID .

- RFEFIZKRE (SCP) - SCP 2 JSON KR |, 57 THARA L H T (OU) £ AWS Organizations F
HER AXBR. AWS Organizations fRF T A EMEFEBENDUFENZ/ AWS IKF IKF,
MREEALABATARETEE , NN EERE IR, NA RS EHIEEE (SCP), SCP FRHIK 5 Mk
PR (3EEN AWS IkFRAF ) BWIXPR, B< Organizations 1 SCP WEZEER , HSH

{AWS Organizations FiF{Em) MRS 125K 8

- RRIEHIZEM (RCP) : RCP 2 JSON £ |, SAaEATIIREKF, PR FENFZATHNE , @
TEEFHMBERENESNEFREN IAM KEE, RCP RHITRAKF R ERRNNE , HAgemy
7 (BEAWS KFRAF ) WERNE , TeXESHEERETENHL, B Organizations Hl
RCP ( 2¥E X% RCP Wy AWS &5k ) WEZEER , FZ 1 (AWS Organizations FAF{ER) #
B9 Resource control policies (RCPs)s

« DERKE - 2ERBELHEURESANBCIBREAF RGNS EMMENSBEENSRE
B, FRGFNNREAFSIAGHETHONRBENSERBHRE. NREATKREETHFN
Kb, F-IERBPNENELFEZ AN, AXESZER , F5H IAM AR EETHNSERRK.

S REERE

S NRBEMRBEYA T —MERE , ERNNREMERNELER, ETH AWS NABEEES R
ZHRBERENREATER , HSHIAM AP EEF A REBITEEE,

AWS loT Device Defender a5 IAM B T4E

EEH IAM EEX AWS loT Device Defender B9 15 RN PR 2 &1 , 1 7 SEWRLE IAM ZheERT A A F AWS
loT Device Defender,
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A L5 AWS IoT Device Defender ¥ &2 £ A IAM IhEE

IAM ZhEE AWS |loT Device Defender X
ET 5 DI KR 2
E T FRE SRR =
RuIR 2
R SRR B2
ACL &
ABAC ( SKBEHREIPREE ) 43
e Bt A UE 2
EBRR £
B A £
BEHExAE =

E AT # AWS loT Device Defender MlE fth AWS RS I{A S5 K5 IAM SheeE—REA |, 55
(AM BRIER)Y P 5 IAM —EFEHAN AWS RS,

FERATF AWS loT Device Defender WE T 55 R KB
YEETEHOHXKE 2

ETHEHNRBETMMEZH (0 IAM AP, AFASAER ) 1Y JSON FRRREE A, XL R
EHERFMASAEMPRA TN BERRNITHBERE, ETHRNMTERET HHMRE  FSH
(AM FiFiEE) FNEATMEEARKE L BE X IAM RIR,

B IAM ET S0 KRE | B LUSE R TFRELNRENTRUR R IFRELEREFENZE. &
TEEETEONREHEETE , BN CERATEMMNWAFSAE®, BT HAE JSON K E
RBmAERE , H5H (IAM BF1EE) 89 IAM JSON E# TR A,
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FEHT AWS loT Device Defender E T & 4 i 5K B& R

EEE AWS loT Device Defender EF BRI KB RG] |, 55 ER T AWS loT Device Defender
NET B HHERE RS,

AWS loT Device Defender B E T '&RH K BE
TREFRHRNER &

ETHIRAVREE M NE R IRHY JSON KB, ETRHRNKRENRESHE IAM BEEEREN
Amazon S3 FEREKEE, EXHETRARNKBHERES T , RSEEATUERCIREFHNBER
BREVEE . XN THEERM IR ZR | REEE IS E A A SN 2R RIAT LR AR E M ARMH
THIT. BXTERETRFENRBHEEEH. THETUAIEKF, BF. A6, BREAFH AWS R
%o

ESABKS R, SR LHEANKSSHEMKS P IAM XEEEANE T RFRNREHOEME &F
B EARAMBETHRRNREIARBYEEXRRITEN —F¥ME. SEENFFELTAEH AWS
BKF REt, MEEIKS R IAM EERRMFARTFERSME (APRAR ) SRRV TENR. 1b4]
BEFETSHNORBHIMBISNEUR TR, ER , RETHRVKBEDE —NKSFNEERT
WERR , WFREZINNETESONKRE. BEXESER , BS5HIAM AFEREHH IAM Y EIK
PRIFEE .

EHTF AWS loT Device Defender By FE BRI 1E
TIRBIRE 2

EIE R A LAER AWS JSON REERIBEW ARG R ARR, WU , B EAET X T LT IFRR
1THRE  UREMALAFHTNIT.

JSON REEHY Action TEMR A THERKP AVFTIEL B RINRE, RBREEESXEKN AWS
APl BRERE. B—EHINER , HlIRBTE API BENNBRNR B1E, EHE-LREFTEETRK
RIITS MR, XM NREF KR

HREEF 2 ERFEUR FHATRBIRERIRR,

E&EZ&E AWS loT Device Defender #4E%|&K |, 52 (REZFBENSE) .

AWS loT Device Defender Y R RGIRVETE IRERTERA LA TR -
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EERMEAPEESTURE  BEMAESHENRT.

"Action": [
":actionl",
":action2"

]

EEE AWS loT Device Defender EF BRI KB RG] |, 55 HER T AWS loT Device Defender
NET B HHERE RS,

AWS loT Device Defender B3 B& &R
YEREBER 2

EERAWLER AWS JSON REERIEEHEARIBEFLARNE. WHMEY , WANEE TR LAR
BHATRE  UREMFARHETRIT.

Resource JSON KB TEZREEQMHENAREN —IPHZ IR, BIHXHEBE Resource H
NotResource THE., ENRZEXE |, HFEHAHE Amazon BEEH (ARN) BEERFR. W FXEFEBER
FRERE (R RBRBRRNR ) BVIRE | B LUIRIT IR E,

X TFAZFRRENRAOIRE (NI HRE ) |, BEABES () EEANATHRERK.

"Resource": "*"

E&EZE AWS loT Device Defender BRIRFEE L EH ARN WIIEK , F5H (RBRSENXRSE) . ETHRET
LAfE LR B E BN RIRH ARN | B3

EEE AWS loT Device Defender EF BRI KB RG] , 55 HER T AWS loT Device Defender
NET B HHERE RS,

AWS loT Device Defender B9 R BE S 4-48
YERETHRSHORBZGR . B

EERWLER AWS JSON REERIEEHEARIBEMFLARNE. HHMEU , WA EAET X LFIRR
1TRE |, UREALAFHATHIT,
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f£ Condition Jt¥& ( = Condition 3t ) A , AT EBAERMNEH. Condition TEETE
N, BUCIEFERAZRGZER (i, FTFHNT ) BEHRER , UERBPHNREESERPHE
HMTE,

MREE—MEAPEESZ D Condition THE , WEEA Condition TEFEESZNME , U AWS
EFAEHE AND BEITHEN, IRENENFHREESME , M AWS EAZHE OR EENRTMSF
o ERTIEINNR B LI B BRISA.

EEERMGN , BEUTUERASUNEE. flm, REEER IAM AF &2 IAM BFet, 88N
HEBEFHERFONR, BXESELR , B8 IAM AFEEPH IAM KB TER | TENRL,

AWS XEF2RFHENRBETRSHZRMHR. EEFME AWS 2RFZHE , FSHIAM AFEmESF
B AWS £ /&M LT XXE,

&K AWS loT Device Defender R EMFIXK , HSH (RFBNSE) . BT BIET LA LR E
MRBERAZER  BFSHR

EEE AWS loT Device Defender ETF BRI KB RG] , i5S:&EH T AWS loT Device Defender
WET B HH R RO,

AWS loT Device Defender 89 ACL
T ACL: B

mEEFIFIR (ACL ) EHIBLEAE (KFARA, AFRAE ) ARGARKR. ACL SETHIRAEK
BEREL , REEMTEEMA JSON KM,

#H A8 AWS loT Device Defender # ABAC
¥ ABAC ( REEHFHIMRZE ) : B XF

ETREMENIERES (ABAC) B —HIRHUKRE  ZRBEETEMERENR. £ AWS 1, XEEER
NIRE, BRI LURRZEM NS IAM K ( HFEAE® ) LUKk AWS iR, $RCKENMEIFRZ ABAC B
B—F, RERIT ABAC K , LEEANIRE S 75 R 8 BRI T E At 7 VR AR,

ABAC HREBKHWIMEHIIEERA , AERKEERFEBAVER T AT R HEA B,

EETHREEHER , BFEMFE A aws:ResourceTag/key-name, aws:RequestTag/key-name
% aws:TagKeys U BERBANZHTEPREFRZIER,

WRENBRSN TEMERREBIEMAEX=AFMGR , XN TZRS , ZEANR. NREMRSN
NTEHIRRREISAMEX =1 &G , WZERBD
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BX ABAC WEZER , 5K (IAM AF1ER) FHVEM ABAC BRRNEXRR, BEEFIRE ABAC
SROHE  FSH IAM AP EETRNERAE TEMEATRZES (ABAC) .

FF I Bt 4EE A F AWS loT Device Defender
Y FIGFEILE - 2

R AWS RS #E8EARRFZIERRRNEEERETHE, BXESEE , 8% AWS RS SieatEiE
BEER , B2 IAM AP ERHRIEA IAM B AWS RS,

MRERFERAAFENZEMARE 5 EERXE AWS Management Console , N 8 A I B EIE, 4l
M, YEFERRL TS SBEF (SSO) gEEE AWS B |, ZE BN B BIGREIE. MEUA
FEREREHE K REVGRAGH , fE28tIBIGREIE. BEXYIRACGHNESZER , ESH
(AM BFPiEm) RMMNAFTRE IAM S (BFE ).

AT LAE A AWS CLI 3 AWS API Bl IGRTEIE, 2 /G , B LA RX EiF et EiE 5 E
AWS, AWS BB BRER G EILE , MAREAKBHRZRHA. BEXEZEL , BESH IAM F1
IS Bt &2 2 EALE,

AWS loT Device Defender #9558 BR S AR
TRERIBEAE (FAS) : 2

LEER IAM AFRRARTE AWS RIITRERN , L EUNER, EFARLRSH , BAELIT
—MNMRE , AR EERMBRS PR S —NMEE. FAS £RAXAEA AWS RS BIRR , £&81F
REY AWS BRSS , B FERS A HER. ABERSKEFEZESH M AWS RS HERRXE T RETARY
FRE , F2KH FAS FR, EZXMERT , ELAEFRITIHMRENNR, BXAKH FAS H3R
R REFEAER  FERERTHSE,

AWS loT Device Defender BIRE A&
TERSAR 2

REACEH—VRSEE. REEHITREN IAM B, IAM EE R TLE IAM a2, S
BREESAR, BXEZELR , 55 (IAM BFER) PMelE D AWS REZRNEN A€,

/A Warning

BEURS AR AES IR AWS loT Device Defender B9ZhRE, RETE AWS loT Device
Defender RIEEE S8 , TRERBRIZAE,
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AWS loT Device Defender IR X AR

XBRSHAXAE B

BSHEXRABR—TE AWS RS HXNRF AR, BSTURARKENITREN AR, RSFEX
AEEREEN AWS IKF &, HHZBRSHE, IAM EERATUEEETEREERSHEXABHK
PR o

BXREUBRFEERSHERACHEFAGE , FSHAEEES IAM EEEH AWS RF. ERFERR
SHXABIHEE Yes IR, ERRERIEFZRFHIRSHEX BB,

FEHATF AWS IoT Device Defender W E T & 4 #Y SK BE 7= 41

BIMBERT , BRNAEREESRIER AWS loT Device Defender BRI PR, i1t EER
AWS Management Console, AWS Command Line Interface ( AWS CLI ) 8 AWS APl 31 1T1E%
ERFAPXNAERERRTERENNE , IAM EERALGIE IAM KiE, EERABETUAEA®RMN
IAM RB& , AP AIMRAAE,

ETRMAERXL RG] JSON REXHEGIEET IAM KK |, 55 (IAM BFiERE) P8
2 IAM Ehg (258 ) .

HX AWS loT Device Defender E KR EFRFXREWFMAES , SESTHHRRELEN ARN #
N, BSH (RFTENSZE) FM Actions, Resources, and Condition Keys for AWS loT Device
Defender,

£

- RMSEXE

 f5F AWS loT Device Defender %1 &
- ATAFREEMHIIB SR

REERIEREK

ETBEMNEKEBBAEENAFR2EUUGIE, HRMBREK-FE AWS loT Device Defender &
Ro XLRETRELME AWS IKFF=AERAE, tIBRNEEETEHNRER | HERBUATEENE

« AWS RERBREDRENRFAAN - BFHREAAFMTEARR TR , BER AWS £EX
BEANTFZELEAZRBTFNR. BAIUE AWS K7 FREIXERE, BIONBUGBEEXEE
TENERZRE AWS EFEEERBKRE-DRINR. AXESZEE , BZH (AM AFE
) PR AWS FEERME TEIREERY AWS HEEXRMK,
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- NMARKENR -ZEFER IAM REEBNRE , HNRFRITESFAZENNR. Hit , BAENXL
EREXRHETUUNBFERFRNTWIRE , tHWNRENRTFT, BXER IAM NANXRHESE
B, #ZH (AM AFERE) $1 IAM FE R FINER,

o 5 1AM SRRBE AR B9 S 3t — 25 PR 17 (R A PR — 42 ] LA [ B B 78 00 5% 4 S BR 461 3 32 4 RN R A9 15 1) o
Bl | WA R B R ZERIEESAMER SSL KEFMEER, MREBEZEE (AWS RS0
AWS CloudFormation ) fEARFIRIE , BEAUEAZHRB TN RFBEENTHRNERE. EXES
5, B2 (IAM BF1ERE) B/ IAM JSON KB TE | &,

« f£/ IAM Access Analyzer BiF 289 IAM KBE , AR R Z £ M FIhEEMH - IAM Access
Analyzer 2KIFFH REMIABRKE , LBRKERFS IAM KEIES (JSON) F IAM HERK, IAM
Access Analyzer #2fit 100 ZTUERBBREMN ATIRENEI , UBBEAFIELL HINEMENER, B
REZELR , 1525 |IAM User Guide Y Validate policies with IAM Access Analyzer,

- FEZESFHRIE (MFA) - MREFILHZREEREN AWS kP E IAM AFRSBRAR |, 75
A MFA kiRE&x2t. EEERAA AP RENSEE MFA |, 5 MFA R4 MEEHNREEF ., BX
E%EER | {55 IAM User Guide F#Y Secure API access with MFA,

BX IAM FREXENESER , B2H IAM AP ERETH IAM PR Z £ &ESR,

£/ AWS loT Device Defender 12414

E ;A AWS loT Device Defender #2#| & |, A MFE —HREANPR, XL PRAM S IFES| HF
BEEFXEN AWS K~ 8 AWS loT Device Defender BiRIIFMES ., HRNBLENLENREN
BREATERNETEONERE , I THMNTZREHXRE (AFRRAR )  BHANETERMBIERZ
1To

NFTREZEA AWS CLI 5t AWS API VR, TRENERHBEEEHENR, Hk , ARFHRE
HZHHAITHY APl R4 LB AV IR 1F

FEFEAPMASMAER AWS loT Device Defender 12414 , &R ATF AWS IoT Device Defender
ConsoleAccess B ReadOnly AWS EEXKEERMEIRE, BEXEZER , BZH (AM AFIE
) FHR AP RINBR.

AFAFEEHITE SR

ZRGIGER T B A KRG |, LAY IAM BFEEMNBEAS S ONRNBRMTERRE. LERKBE
FErES A EERREREURES &R AWS CLI i AWS API AR AIIER.

{
"Version": "2012-10-17",
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"Statement": [

{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
},
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}

% AWS IoT Device Defender & 19 17 8] 3 17 U = HEBR

FEALUTEETNBE LK IEEEEHE AWS loT Device Defender 1 1AM B 7] 838 2 &Y & W, (7] &1,
£
o BRI TE AWS loT Device Defender 3 1Ti84E

o REINIT iam:PassRole
s BRHFLEARWFEM AWS K LUAE ATGRIFEH AWS IoT Device Defender &R
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K TARIE AWS loT Device Defender 1T E

MREWRERER , RPLTDITEMRE | NELFERN RIS T HRITRERE,

% mateojackson IAM AP ZRAFERAEHAEFTEXREM my-example-widget BRIRNFHAEFE. |
BFRAEBEN :GetWidget XRET , 2 RELUT RAIEIR,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to
perform: :GetWidget on resource: my-example-widget

FEHRBERT , BDHEF mateojackson AFKIEKE , LAWFER :GetWidget BIETHE my-
example-widget &Ko

MRBEERE , FHRRAWS BEEBR, FNEERRREHEZEIEN A,
I 1T iam:PassRole

MRBUE| —NMEIR | RIPBTLINIT iam:PassRole B4 , MAMEFHRELUAF RS ABERS
AWS loT Device Defender,

BE AWS RS AP RIAAACEKEEZRS  MARUEFRSHCIRSAXEE, Akt , BH
MEBFABEEDRSHNR,

& H marymajor Ky IAM AP EAEHI A7 AWS loT Device Defender FIAITIRMER , 2 K&
T REER. BR , RELANEERFEAGABTFHNRST AIHRITIIHRE. Mary TEGFARRKE
EI AR S RI PR o

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXMERT , XEH Mary RIREE LR F bR 4T iam: PassRole #&1E,
MREBEERE , FHRRAWS BEEBR, FNEERRREHEZREIEN A,
EHLERTFELN AWS kP LA ATF R A AWS loT Device Defender %R

gaptlE—1ae  UEREMKSPHAPREERANARTUERZABRIGRIEHNRIR, &0
UEEEESEY , ANEEAR. X TXHETRFMNRBEHHREHZIR (ACL ) KRS , E7 2L
150 PR 3 L SR B o) A 5 3% T X AR B B IR Y 1 R A

ETHREZER , BZRAUATREA :
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« ET#H AWS loT Device Defender B XX LEINEE |, i5SHAWS loT Device Defender #1{i] &
IAM 13 T4E,

s BTYBMMANEHEN AWS K- PR EREHEBENE , 58 (AM BFERE) AR EEEN
= AWS KPP A 1AM B PR A5 R SR

s BTYBMMAE=H AWS IkF REEZHWERFRNHRNER , FS0 IAM BREEFRNAE=1HE
B AWS K P =45 R AR .

s ETHRNMBEEKSFHRIERHIFBENE , ESH (IAM AFERE) P ALTNET S HRIELN
AP (K& 5/RiE) BEHRNER,

- ETHRERACNETRRNRHATER,FRIZENZS , 25 (AM AFERE) F8 IAM
R ESTK R R E A o

AWS loT Device Defender BJ& M 5 iIE

ETHEEN AWS BFEAERESHAMITEER , BSREAEITREE NN AWS RS , REiE
BRERXBHAAMITR,. BXEAFE , BSH AWS SR, .

BRI LAE A AWS Artifact TERE=ZAFiTHRE, BXEZELR , S HE AWS Artifact 2 T &k

e =l
P oo

IBER AWS RSN EMAMRERRT EHRENHRE, RLRANEAEBERUARERERE
Mo AWS BEUTRFERFBEHZ MM -

- Security Compliance & Governance : iIX&fRARKBIEEITIC TREERER , ARH THER
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