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Multi-account environment

DTEBENBUNAEERES AP AZTREEERKFBUE Amazon Inspector. BEUREF RN ZANK S

BE Amazon Inspector |, B £ Amazon Inspector insp ector2-enablement-with-cli shell BiZ<,

A2 : BU5E Amazon Inspector 5


https://docs.aws.amazon.com/inspector/latest/user/scanning-ec2.html#agent-based
https://docs.aws.amazon.com/systems-manager/latest/userguide/ssm-agent.html
https://aws.amazon.com/inspector/pricing/
https://github.com/aws-samples/inspector2-enablement-with-cli
https://console.aws.amazon.com/inspector/v2/home
https://docs.aws.amazon.com/inspector/latest/user/scanning-resources.html
https://docs.aws.amazon.com/inspector/latest/user/managing-multiple-accounts.html
https://github.com/aws-samples/inspector2-enablement-with-cli

Amazon Inspector AriEE

® Note
B BER AWS Organizations EEMK - FREE LT FE. R B AWS Organizations &
KSFRIEEEREER, TRFENRIEEEEREER, FXEZER ,BEZHA B
EEREERMENNR,

IR EIXBSE Amazon Inspector B, Amazon Inspector
£AWSServiceRoleForAmazonInspector AIKF AIERFXEKA B, HX Amazon Inspector
mAFERARSHXBENEESR , HSEX Amazon Inspector A RS XA E,

$&E Amazon Inspector ZHEEE R

1. %&3F AWS Organizations BEIKF , R/FTE https://console.aws.amazon.com/inspector/v2/
home L£$TFF Amazon Inspector #&l&

TR

EENEEA" T, A AWS IKF EEENBNERRAMN 12 ID,

EEER, RARBXER ‘B,

( @ik ) IREE R AWS Organizations EIE MK FBUE Amazon Inspector , BTE “BRFR”
TR BRI S BHOER .

o & @D

HEEEZREEAN , MABR TSN BEMERAERE, BXEREEAKFHNER ,
ES 1 Amazon Inspector B T EZEFLEE G IKF MK G K

AI'T##2 : BUE Amazon Inspector 6


https://console.aws.amazon.com/inspector/v2/home
https://docs.aws.amazon.com/inspector/latest/user/scanning-resources.html
https://docs.aws.amazon.com/inspector/latest/user/managing-multiple-accounts.html

Amazon Inspector AriEE

Amazon Inspector FH B3I HEE R

Amazon Inspector fEF % AAMEIZE , RUBEENARTREEEEHERAINENNERE, Y
Amazon Inspector MBI M REIENAMEZRERN , ELIE—NAELRIN . BIXBUE Amazon
Inspector Bt , Bk BaEMAAEEERE | ST I#EFE, L% ECREC2 HEM
Lambda ¥R AR,

(® Note
Lambda fX#B313# 2 Lambda RBIREN TIER , B LA BUE ZHE,

ES ]

P

« Amazon Inspector 313 BBER
- BUERHERE

« £ Amazon Inspector 33§ i EC2 24|

« {#F Amazon Inspector 33 Amazon Elastic Container Registry & &5 1%
« £ Amazon Inspector #1733 AWS Lambda

« 7£ Amazon Inspector H = K R

Amazon Inspector 313 B ELIAR

Amazon Inspector I#EAREMIFERTE | XLEERNEFE AWS REFHFERRER,
o EC2 9

L IBBE Amazon EC2 13#8F , Amazon Inspector 2131 &) EC2 £l R EEEE L RENR
8 (CVEs), MEMERB, MEAIHEERER, BRERENEEES SHE. Amazon Inspector
{8 S £ 22/ SSM Agent s3I 356I#9 Amazon EBS MRE#MITHKE, EXEZEL , B35
£/ Amazon Inspector 3 &# EC2 K6, BRIABRT , HEZBUE Amazon EC2 AR , &
B AREHEER., BXEZER , FZREREAE,

Amazon ECR 131

IR B5E Amazon ECR H3#8t , Amazon Inspector &3F 8N A E EM BTN AT EEEEMNEERR
HARBFHERGANIEEBEHRAFEHE., SUUAFHIERENTENAN , FENEHERPAER

Amazon Inspector 13338 B BER 7


https://docs.aws.amazon.com/inspector/latest/user/findings-understanding.html
https://docs.aws.amazon.com/inspector/latest/user/scanning-resources.html#scan-types
https://docs.aws.amazon.com/inspector/latest/user/scanning-ec2.html#agentless

Amazon Inspector AriEE

RHEEENFME. Amazon Inspector 213 £ 30 KAHIA ST X 90 KAREKI A E B K.
ZRIAER T , Amazon Inspector 2SR A 90 K, BRI UBERERLIRE, EXEZEE
ES M 5 Amazon Inspector 33# Amazon Elastic Container Registry R egB &,

Lambda #r/EFH#E

Y IBBE Lambda ¥R AER T | Amazon Inspector £ X I &M F FEFTAE Lambda B3k , FH I AD
N E#FITIREEAE. Amazon Inspector 2 EFHH Lambda M E RN E#TAE. HEME
MKMW CVEs AR , Amazon Inspector 2EFAMEN]. BEXAENESEFELR , BSHAEA
Amazon Inspector # 1733 AWS Lambda,

Lambda ¥r/EHH# + Lambda X313

LW IBHE Lambda KB , Amazon Inspector £ %I IEMK F F Y Lambda REAE , ANWH
BITRBEUAERABRE, XHEESTME Lambda MR EANNARF SMBR<R, CVESH
SEHABERAR | E2BUE Lambda R ERE,. BXEZEE | 826 £/ Amazon Inspector #
178# AWS Lambda,

Amazon Inspector B{{ 1% %

LB R A Amazon Q Developer H#E 5| ZBRIAFE—FNARFRB, F=ZFHFNARFKH
MAMER R EEIRBUAERRE. BXEZER , S Amazon Inspector WIE L £,

s Ok ]
BT LA RERTBCE R R, BUREHAERAT | Amazon Inspector 2FFBRIFEF S ZRABEENER,

TS EC2 13

LR R %M Amazon EC2 SEHIIRETEE , ARBNABESENZ2 LGP WENHR N BT
B, HEBOEHABERR , Amazon Inspector 2 E B FFIERFS KM S EC2 241 , B
BRI RBMME G EMERE, BUERERAE | B <S4 M FHEE EERBHSE
BB E,

Amazon ECR 13#§

BE#ERE AT H# Amazon ECR AV ARBRMEN R RFME, BUALAHMRERN |, AURRAEME
MABRERENERARERNEBEAM, BUE Amazon ECR Hfifs , KA LUERRRENBRF
R R EE EERHNEENEFEERE,

Lambda #r/E# 16 + Lambda X#E 13 #

BURER#RE 8


https://docs.aws.amazon.com/inspector/latest/user/code-security-assessments.html
https://docs.aws.amazon.com/inspector/latest/user/scanning-ec2.html
https://docs.aws.amazon.com/inspector/latest/user/scanning-ecr.html
https://docs.aws.amazon.com/inspector/latest/user/scanning-lambda.html#lambda-code-scans
https://docs.aws.amazon.com/inspector/latest/user/scanning-lambda.html#lambda-standard-scans

Amazon Inspector AriEE

Lambda FRAEFD#H R I IR Lambda 1338, HEEE Lambda FrAERHEE , RESX A
Lambda BREH T R4 RARME , IRRXERBREL L 90 RNFARNEHM. HE Lambda #rEE
B#JE , B LFE Lambda BRBUATI R EF EHEFT R Lambda BB E.

Lambda RIBHEE ST Lambda RBFWBEENRARFRB. HEBCE Lambda RIBHEER |
HEAETE 90 XANERAREH TFFE Lambda B , REMSFNXLERBHTRBREEE, BUE
Lambda $rERESE |, B LATE Lambda BRBUEATIFAREF EERBZ DA Lambda BREUAEHR A
.

® Note
& 0] LA B = B B BUE Lambda $RE R F Lambda B3,

U 5# Inspector RIB L%

WHABRBETARE - FNARFRB, F=ANARFRBXRNEM RENRBAERFEE. BE
KBLLJF , Amazon Inspector 2R BELNPBEETF RABENRABERERREEERBERE.
BUE Amazon Inspector RIBL 25 , BRI E “RIBE#E SO FHEF EEHAENRBEEER

S OEEEE ]

LTI A IMMTE Amazon Inspector HEGEIHIER,

(® Note
MBEERE AWS HANEIXEER , N LAER shell BA R 2ANXEHZNKF BB Amazon
Inspector HH#KE, BXEZELR , S insp ector2-enablement-with-cli on, GitHub®&
M|, ¥E1ELL Amazon Inspector RNEBR AN FHEXEEZHAT IR,

Console
BUEHHE

1. 1E https://console.aws.amazon.com/inspector/v2/ home A $TFF Amazon Inspector #2F| & o
2. EANEHALARNERE AWS XiE 8 , ERERERRABERENXE,
3. ESMERF , ERK/SEE,

BUOERH 9


https://docs.aws.amazon.com/inspector/latest/user/code-security-assessments.html
https://github.com/aws-samples/inspector2-enablement-with-cli
https://console.aws.amazon.com/inspector/v2/home

Amazon Inspector Tt
4. EKFEERERNELE , BEENHBEAMRENKS.
5. BEEBE A ARBEREBENRAHERE,
6. (#%F ) EERITZAMKENEN AWS X8 SRPEEXLESR,

API

ZE1TEF APl #84E, EERS | 1B IDs BEEEEABNK,,. ERSTHEUAR—IHZ
ANEC2. ECRLAMBDA, = , LAMBDA_CODEresourceTypesSABUEZR B WM,

{1 Amazon Inspector FH##L I i# EC2 L4

Amazon Inspector L 5 EC2 H#ESNEH EC2 SZAIP R TEHE , ATBNABEENZE2LE
FINERN AN ITEER ., Amazon Inspector 2P FlP R FERFTRBAMMNE LA ERBE , A
BEREELRI. Amazon Inspector & 12 /NEHIT XML R G E4EEE | HBRESEHI<BRBNIFHE
FERAENTEHTHREIREEE, EC2

EFamBIRETUERAETRESTRENHAES EZRIT. XBMEEAEERE T Amazon
Inspector AT AR fABT M EC2 SEHIMERHEFUHTHATRBEE. ETRENEHEFER SSM
Agent WERHFERE , TREHEFEH Amazon EBS REBIRERHEE,

Amazon Inspector EFAE N K BUENAE S E. BIXEE Amazon Inspector Bt , BRIk < BzhiE
MEAHAEER  BEERXFEREELE, T3, BN EIUIRE, AXNMEUEREREN
R, BSRAREHAEERE, ATRMHEX Amazon EC2 HENER.

(@ Note
Amazon EC2 HEFNSHAFHEELIEMXNXHFREB R , IEXERRRBIRERE
BLER. Bl , ATERE/var/lib/docker/BEATRB|ZTHE , HUFASNE#TH
1o

ETRENEMH

EFMERERHNES L , RINEM SSM REFEHTETRENRAHE. X TETRENHE
# , Amazon Inspector fEF SSM REX AR B X EXB L EN A G NSHIRERHFZTE, BRT
NIREREEFEHTEFSHERES , Amazon Inspector EF R E KT #3E 7] LLUET Amazon

TS EC2 SKAIAH 10


https://docs.aws.amazon.com/inspector/v2/APIReference/API_Enable.html
https://docs.aws.amazon.com/inspector/latest/user/findings-types.html
https://docs.aws.amazon.com/inspector/latest/user/scanning-ec2.html#agent-based
https://docs.aws.amazon.com/inspector/latest/user/scanning-ec2.html#agentless
https://docs.aws.amazon.com/inspector/latest/user/scanning-ec2.html#scan-mode
https://docs.aws.amazon.com/inspector/latest/user/activate-scans.html

Amazon Inspector AriEE

Inspector I EF Linux BT L EHIHITRAKE EC2 , ®METF Linux WEHIRHNAEFREE
SORAFEERFERE.

AR ERHEA T Amazon Inspector 2{AIEA SSM IREFEMPTE TRIENAE -

1. Amazon Inspector & TERHIMKF P B2 SSM XBk , BN ZHIRINEB L, 3 FRELLSFIKR
( Windows f Linux ) , X&EXBKRSERNEF ELEB/BHUKESE,

2. Amazon Inspector £/ SSM M\EHIHIZEEFTEE,

3. Amazon Inspector 1P HIREAE R , FE XN B WERRBERBELRIN,

(® Note
STFEFREBMNIEE , Amazon EC2 SEfIAME SSM BE, AWS Ik~

vSE— e oA
MR SLHIH B LT %4 , Amazon Inspector FHERAETFTREN HEXNEB#THE

- ZROIEEXZEFENRERSE., BXIEFNIRERZIR | BSHthe section called “ZFHIRIER
% . Amazon EC2 H#"METREMNHEXEFS,

 Amazon Inspector BERR IR E R 2 ZEH EC2 HERRERETBE 25

o ZEfHlH SSM B, BXRIEIMEEZRENIE , BSHEEE SSM LE,

ETRENHBITH
FEAETREMNAE S AN , Amazon Inspector 2TELLTER FE3IX EC2 SEHIMFREEH

- HIBBBHF EC2 EKHIRY,
- YHBEIA EC2 X£H ( Linux M Mac ) ELZEFHBRAAT,

3 Amazon Inspector ZEEHIEE PR IMFTHNE L RBAMX LB O (CVE) BB Y , % CVE 5&1
EC2 3£4l ( Linux 1 Mac ) 8%,

BT RIE , Amazon Inspector 2F 3 EC2 SEHIRY “ BRIt A" F&, L, 2 Amazon
Inspector ¥ SSMBHEAT ( BRIANRE 30 8 —K ) , REHTEMEHIAFH CVE BARME
Amazon Inspector BiEFEMHFEEMAF XN , EXPABNEFZFERRSEN.

ETFRENEHE 11



Amazon Inspector AriEE

A LUB K P EE N E R EC2 SKHIET <R EAListCoveragem T EE LIRX L HI# T IRBAEN
L]

BliE SSM R

9 71k Amazon Inspector fEAE FRIEBHNFAHF S EZR NI S# EC2 KHIMWRMARE |, Z=F LM

& Amazon S EC2 ystems Manager (SSM) FHFEE LS, SSM HEXRFIEREHZ1TT SSM KK
B A SSM ANEEZEH, MRECKEMA SSM REELH , BALTERTHMSE |, BN A
ETRENRE,

7N %/RT SSM REZFEREFEL Amazon REEK (AMIs) BIEH EC2 KfHlLt, BXESZE
B , #Z{ AWS Systems Manager AFfEEHRIXT SSM K3, ER , BIEELEZET SSM K
B, !&Eﬂ?ﬁ%%%?ﬁ%ﬁﬁ SSM RE , H#EF SSM EELHIHIRR,

LTEBRN R IAM EC2 4| B X4 Amazon SEHIEE N FEE L, XESTEEMTIE
@ AWS Systems Manager Al F i8R E L # H(E R,

B AN SEBIEL B ST R, BEA AmazonSSMManagedinstanceCore R, bR BEIHA Amazon
Inspector EC2 A I T E R,

(® Note

BRI LAER SSM BIAZHEREREBHEEMEAE EC2 35| , MEAERFEA IAM EHIEEX
e AXRESEE , BEARAENEERE,

A Amazon EC2 3E4ifig & SSM

1. MRBRERGHNEARE SSMRAE |, FERE. BXEZEE , FS5HER SSM K,

2. AWSCLI FRARKIE SSM RERABIEEEIT. BXEZER |, BZHEKE SSM KBRS H B
H,

3. [ SSM BFEEZFINNE, B LUES 612 1AM SEBIED & X4 H 5 H 2S£ 615k % F 48
RAXBR. BAVEWAEER AmazonSSMManagedinstanceCore & , RN ZFEEH Amazon
Inspector 3 FTEAR SSM Distributor, SSM Inventory 1 SSM State Manager fX R, Bx a2
B X LAY BR A9 SE I BL B SO HIF EL B IR SE BI85 BB |, S8 Systems Manager B & 3= 511
bR

4. (") BUE SSM RENEHIEH. BXEZER , HSH B EH SSM KE,

( ATi% ) K Systems Manager B¢i& R £ H Amazon Virtual Private Cloud ( Amazon VPC ) i &
BXEZER |, S 6I2E Amazon VPC i K.

ETFRENEHE 12


https://docs.aws.amazon.com/inspector/v2/APIReference/API_ListCoverage.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/managed_instances.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/prereqs-ssm-agent.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AmazonSSMManagedInstanceCore.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/managed-instances-default-host-management.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/ssm-agent.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/ssm-agent-status-and-restart.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/ssm-agent-status-and-restart.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AmazonSSMManagedInstanceCore.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/setup-instance-permissions.html#instance-profile-add-permissions
https://docs.aws.amazon.com/systems-manager/latest/userguide/setup-instance-permissions.html#instance-profile-add-permissions
https://docs.aws.amazon.com/systems-manager/latest/userguide/ssm-agent-automatic-updates.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/setup-create-vpc.html

Amazon Inspector AriEE

/A Important

Amazon Inspector FEE&EH K~ 1 EHF Systems Manager State Manager S<Bx = g1
ERHNRAEREE, MEFRFEEMBRE , Amazon Inspector 2 BN BIE—1NE R
InspectorInventoryCollection-do-not-delete Hy3<BX,

Amazon Inspector A FERBRHERS , IRAFFEMEANRES K MBHCIE-IER
InspectorResourceDataSync-do-not-delete WEIF¥ ., BXEZFEE , HSH AWS
Systems Manager Fi FP 1§ E’Jﬁﬂlﬁlﬁiﬂﬁﬁ/ﬁiﬂlﬁﬂ*ﬁ BNMNKFIESMNXEBE—E
BENRRBERLS. EXELEER , H5H SSM in S BEFA R RBERLSHHEABE
( AWS Ik 81X ) .

NP CIZRY SSM IR

Amazon Inspector FEZMNK AP EFL SSM BIRFTEZETIL S EC2 A, UTRERELER
B5E Amazon Inspector EC2 #8122 :

(® Note

W RE N EEK FBCE Amazon Inspector Y7 S i# EC2 IR TiX L SSM &R , Amazon
Inspector & T — M AERRE=REHMCEEN].

InspectorInventoryCollection-do-not-delete

X2 —/ Systems Manager RS EEESF (SSM) XBk , Amazon Inspector £ E MM EH I 5z
EC2EHINERGNARFEE, MREZNKFELEATM Instancelds* RINEB LR SSM
XB% , I Amazon Inspector FFERZx<BMA R E S BIE,

InspectorResourceDataSync-do-not-delete

X2 —fRRHEIERLY , Amazon Inspector £/ b%HH&%E’JJﬁﬁ?&EMME’JI 0@ EC2 Rl %
EEL 53 Inspector B Amazon S3 7. BXEZER , S AWS Systems Manager
Fﬁ)*'?a?ﬂqﬂﬂﬁﬁﬂ;/ﬁiﬁ’ﬂﬁiﬁﬁﬁﬁfﬁo

InspectorDistributor-do-not-delete

X & Amazon Inspector A T3 Windows SKHIRY SSM XBk, LEXBARTE Windows 326 £ &%
Amazon Inspector SSM ik, MRIBFBHFXHFWETEEFMRIER , WHXBCFET — N REKEREHRL

4= =
'{zzbo
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https://docs.aws.amazon.com/systems-manager/latest/userguide/sysman-inventory-datasync.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/sysman-inventory-datasync.html
https://docs.aws.amazon.com/general/latest/gr/ssm.html#limits_ssm
https://docs.aws.amazon.com/systems-manager/latest/userguide/sysman-inventory-datasync.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/sysman-inventory-datasync.html

Amazon Inspector AriEE

InvokeInspectorSsmPlugin-do-not-delete

X2 Amazon Inspector i F#3# Windows SKBI#Y SSM xBk, LL<EXfE Amazon Inspector A 1A
FRZEGEAE  SEAUFERATKRKIREFTHE Windows EBHINBEENLER. BEXEZEER
EZ R 1 Windows EHIH#RE B E LitRl.

InspectorLinuxDistributor-do-not-delete

iX & Amazon Inspector i T 5k EC2 Linux JRERER SSM KBk, BLXERETE Linux 4] L&
% Amazon Inspector SSM & #,

InvokeInspectorLinuxSsmPlugin-do-not-delete

XI5 Inspector AT L Si# EC2 Linux RERERN SSM XxBk, LtXEKEE Amazon Inspector
AR ZEG R,

@ Note

L {R= A Amazon Inspector I G EC2 HiBTRERER , SSM BRFRFF
BInvokeInspectorLinuxSsmPlugin-do-not-delete#{iAH.

ZARERHE

HENKF LT REEABENE , Amazon Inspector 2N FERANEPIEALTREBRAKS £, BE
AREXIEETRENTRENAHE | H BEELBE Amazon HiEN2B831EA. EC2

N FERARERHE , Amazon Inspector £/ EBS IREMNEHEHINEFHFER., TREBRABSXISSFIH#
THE  EHRRFERERGEFENNAEF REESEFERE,

(@ Note
A Linux RPIREFENAEFFRESSREN , TRESZSAEMETHER K ME
FRENPERIEER IR EZ M EIE Amazon Inspector I EF Linux &9 5 b L4l 3 1T R AR
EEC2HEENHMER, XARKXSBE—IMRMETRNAERN , EABRTERFEH
ETRENAEERERATRES Z#H TR,

AR 321 T Amazon Inspector #I{A £ /A EBS RIBUNEF L MHPTENRIERE

ZRERHE 14
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1. Amazon Inspector 2 A M INEIE B PIE B RIE — > EBS R, = Amazon Inspector A EHY ,
MBI ELNIKS S | 26 InspectorScan FRZEHRITIRIC , FEAME—WEHE ID ERIR
Z1E,

2. Amazon Inspector £/ EBS Dire ct NREBHRREKIE , APIsHX REH 1TRE T, fXEMR
MEIRFRE , MERRELN,

3. Amazon Inspector £l B E1EE R IK 7 A/ EBS 1RER.

HEFERIE
MEZRPIHRUTFRA , Amazon Inspector AT IBIEN KAt 1T -

- ZRPIEFREFENRIERSE. BXREZER , HSMthe section called “ZHHIRIERSE - Amazon
EC2 H#E"METRENARZRE 5,
« ZEHIFIRA R Unmanaged EC2 instance, Stale inventory = No inventory.
 Z3E6IH Amazon EBS X , EEUTXHRGEBRAZ—
* ext3

* extsd
« xfs
« F2BE Amazon BEBRIFEAF1ZSEH EC2 BERRTERH Z I,
- EEIZROINEHENT 8, REKRNMNNTFTHFT 1200 GB.

TRERETH

LIRH K P BB N RS MRS , Amazon Inspector 2% 24 NI FEZHEHNEHIHIT—IRTRER
#. Amazon Inspector B/NITERSR N FPAEFHOFEKHHES , HPIIEEE SSM REHFSE
Bl , RERBSEEHHN SSM_UNMANAGED HIER A L4,

% Amazon Inspector EXR KRBT EFHEM EC2LFIREAIREBAT , Amazon Inspector FB&E#
ZRBIH “ ERFAMEE" FER.

AT LUBE K EE N E R EC2 SKHIEH R MEAListCoveragem T EE LIRF KA TIRBFAEN
Al
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ebs-accessing-snapshot.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_ListCoverage.html

Amazon Inspector AriEE

BELMHEN

&K EC2 HIBEE RN RE T Amazon Inspector FEBHIK 7 1T EC2 HIERNREABLERE S %, &

AL “EAIRE" TH “EC2HERE" THPEFELKANABEER, MK = Amazon Inspector
EREBEAUUEHAHER, HBFEAEERIREN Amazon Inspector ZREE AR , RESHE

PAOFMFTER G KRB IZIAEER, Amazon Inspector EE L THBESR :

ETREMNANE - FHAEERT , Amazon Inspector EREREF R EMFNERAETRENA
HEE. BABEEXMNEAEERKFFH SSM EERF , BHEFARTLIREFEAE | LR
CVE XL flMEck, ETREMNAEETUNFESFMZHFIRA Amazon Inspector RERE, X
EHFHEKFHOBRIAEER,

BERAE - ELHAEERT , Amazon Inspector FESFERETREMEREN A ERABERFER
W WTFREHBERE T SSM REMFE MK EC2 324 , Amazon Inspector FEREFRIEBH %,
FHFAZ SSM EENFAZHEMSES , Amazon Inspector FFX &4 B H EBS XM EHIERT
REF*,

ERREES

1. FEREHNEIEERES , RIS https://console.aws.amazon.com/inspector/v2/ home F 3 FF Amazon
Inspector ##| &,

ERAREA L AERE AWS Xi 88 , SR EE N EC2 AR X,
ENESMERE “EMRE” T , BREC2 AFRE.

ERERXT , ER&E.

EE-IMREEN , RAEEREREFER.

o & 0N

M Amazon Inspector 33 # HERR S 451

AILAEA InspectorEc2Exclusion Z4AH Linux  Windows SEAIFMRE |, NG HBEBRTE
Amazon Inspector H#EEE 2. DERLERTEN ., BXRINRENER , BSREFIZEN
Amazon EC2 &R,

LR EBIR RS LU EH BEBRTE Amazon Inspector 33 #SEE 2 /A8t , Amazon Inspector £3F1Z 3K fl#R
iBHEHR , BEF4REERELRI, BK , Amazon Inspector SSM A F ALK IAAR, Ef5LER
Rizsadt , 29 h B SE A T EIE R R
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https://console.aws.amazon.com/inspector/v2/home
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/Using_Tags.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/Using_Tags.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/work-with-tags-in-IMDS.html#allow-access-to-tags-in-IMDS
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® Note
BT T N HERRRY K14 2%

BeAh |, B LUES FEARSIRIC A T NZRZEH AWS KMS Z4 |, fFi#E 8 EBS BHRELTRIELTE
25 InspectorEc2ExclusionBXEZER , HSHRICEH,

XEFHIRIERS

Amazon Inspector 233 # X # Mac, Windows # Linux EC2 £l R EEERERZEFTHRE,
tF Linux 3£ , Amazon Inspector B] LA Amazon Inspector ST EF Linux AYE 5 3#h 243 17 5%
ARE EC2 ARNARFHFEESTNEELI . NTF Mac M Windows £l , NPAEREREEF
‘o

BRZFNRERGNEE , 2ELTE SSM RERNTHHEMLRERS |, 55 MAmazon EC2 SLHIHY
REE.

Amazon Inspector X ETF Linux B9 5K FI# T RARE EC2

Amazon Inspector 7 AT 5 EC2 AN BELXTCE , FRERETEEN. BIRER

& , Amazon Inspector AT AR NUE F Linux WL S# EC2 4N ARFREES ENHRGER

i, Amazon Inspector 2FABREES LENRIAER, B2 , RT7THRIABERT Amazon Inspector 3
HRBREN | BOE A LR E B E R,

(® Note

AREERMATHNEERE REREARERE, ER , EXI0ESEAERE T
ssm:PutInventory M ssm:GetParameter RN AE,

HTIETF Linux B E# EC2 KAl ITREREFHE , Amazon Inspector £ A iEiE Amazon
Inspector SSM R INENEIE, I T EE Amazon Inspector SSM A H XY Linux HITRER

& , Amazon Inspector & B EZHI K ]2 SSM KBk InvokeInspectorLinuxSsmPlugin-
do-not-delete, Amazon Inspector & 6 NETMNEHE T Linux BIIE S EC2 K44I UEEFE H#Y 51 A
BFET.
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® Note
Windows = Mac Rl FZiFRERE,

I BUAEE Amazon Inspector NI Gi#h EC2 SKAIKRERE , SIEWA N L D Inspector iR
BB ENAEBE,

£

- GRISEARERE

« Amazon Inspector REREMN B E LK E

+ Amazon Inspector JRER BN B E X itX!

- IBHNREREES

THRERRERE

(® Note

XFFE 2023 £ 4 A 17 B 2EB0E Amazon Inspector Ik | SRER B RER T I EC2
HEN -2 83E0E.

1. FERENEIEESR , AABTE https://console.aws.amazon.com/inspector/v 2/home F3TF Amazon
Inspector 2 #|&

2. MNEMBEERPIER “BIIRE" , AF%E Amazon EC2 HIRE.,
3. £ Amazon EC2 EHIMRERET |, BAIUNEHNAEALKHEHWIKFIRE HE L KE,

& T LAME A GetEc2 DeeplnspectionConfiguration APl SARIE B R E RN IKFBUEIRES., B LUE
F BatchGetMemberEc2DeeplnspectionStatus APl SURTE A R EZMNK P B BUEIR A,

MRIEIE 2023 F£ 4 B 17 B2 HiE5E T Amazon Inspector , Tl & LU IS #2241 & M4 i@ =R
UpdateEc2DeeplnspectionConfiguration APl BB REKRE, MREE Amazon Inspector FEHLRHY
EREE R , NA[LAEE A BatchUpdateMemberEc2DeeplnspectionStatus API i B 2 F &K & Ik Fi805E
RERE,
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https://console.aws.amazon.com/inspector/v2/home
https://docs.aws.amazon.com/inspector/latest/user/deep-inspection.html#deep-inspection-paths
https://docs.aws.amazon.com/inspector/v2/APIReference/API_GetEc2DeepInspectionConfiguration.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_BatchUpdateMemberEc2DeepInspectionStatus.html
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Amazon Inspector AriEE
R A LUES UpdateEc2DeeplnspectionConfiguration APl ERRERE, ARFHNRAKF L EER
RERE, Fiit, RAKFSABEZRRER R FH BatchUpdateMemberEc2DeeplnspectionStatus
API £F,

Amazon Inspector JRERER B E LKE

AT LIS B B E &R |, ik Amazon Inspector TR AR ERE Linux IS # EC2 SKHlrt# 1T,
HIBRE BE NIRRT , Amazon Inspector 2H#EZEXEREPHME FBEZTFNWERF S,

FIEKFHUTUENRSZ 5 MNEENRR, AAMNEREBEULUEN 10 MEENKE,
Amazon Inspector B T FREFIEK PR T BRIABR R , 2P E B E KR
 /usr/lib

« /usr/1ib64

« /usr/local/lib
« /usr/local/lib64

(® Note

BHENMBREBENARAMEE, Amazon Inspector T HMETHIMEZIRE |, FIMNE X HRE
H# = Amazon S3 XHREEHE,

}

BEXBENENIRE

}

BEXBRETERET 256 N7, A TREENBENIHANRE

BRAR

/home/usrl/projectol

(® Note

BN EHINERFTREIZ 5000 N, BFDELWERNELRER 15 24, Amazon Inspector
BIUSEREENERE , UHEIX LR,
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https://docs.aws.amazon.com/inspector/v2/APIReference/API_UpdateEc2DeepInspectionConfiguration.html
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£ Amazon Inspector 2 %4 1 Amazon Inspector APl 1% & B 7E &

DT EZRER T fAEA Amazon Inspector 12 & LA A Amazon Inspector API 3 Amazon
Inspector REREREBE KR, REBENERE , Amazon Inspector 27 F— X RERER ST
A 4

= 1?(%1%0

Console

1. UBRNEERS#MER , AWS Management Console R/E1E htips://
console.aws.amazon.com/inspector/v 2/home L£3TF Amazon Inspector 2 &l &

£/ AWS XiF R 3IEFEBUE Lambda FRgE M X1,
MNEMERFER “EIRE" , RFIERE EC2 AERE",
EHECKFNBEENEET , EEHE.
ERBEXSEREABENLBE,

EERTF

o o kM D

API

11T UpdateEc2DeeplnspectionConfiguration a545. X F packagePaths , #EEEH BN BRI
4,

Amazon Inspector JRERER B E XL it X!

ERIANER T , Amazon Inspector & 6 NN S#h EC2 SKAIRE—XNAREEF. T , JLUET
LA R an 3k #] Amazon Inspector $14T LLIRERISAE,

e RBl 1 BIHKRERAERXE ID M2 80HE R

TR wERKEK InvokeInspectorLinuxSsmPlugin-do-not-delete HI5%EX ID,

aws ssm list-associations \

--association-filter-list "key=AssociationName,value=InvokeInspectorLinuxSsmPlugin-do-
not-delete" \
--region your-Region

amRfl 2 . ERT KBRS IERTRY E R

TR EAXE InvokeInspectorLinuxSsmPlugin-do-not-delete BIXEX ID., &R LU
schedule-expression JEEM 6 /NIHEERFHER , 0 12 e,
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https://console.aws.amazon.com/inspector/v2/home
https://console.aws.amazon.com/inspector/v2/home
https://docs.aws.amazon.com/inspector/v2/APIReference/API_UpdateEc2DeepInspectionConfiguration.html
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aws ssm update-association \

--association-id "your-association-ID" \

--association-name "InvokeInspectorLinuxSsmPlugin-do-not-delete" \
--schedule-expression "rate(6 hours)" \

--region your-Region

(® Note
RIFENFERAED , MRESF schedule-expression EEMN 6 NETRE N 30 2 HiX M
BFE , Mage2@E HSH SSMEERH., XSSHERER , HBZTRELQXBETL TS
RIRASH Amazon EC2 =41,

X RIETES

¥t F Linux 3541 , Amazon Inspector S REREBETUERNARF REESEFSRBRERSEFE
WAELI,

5t F Mac 1 Windows SE4I , Amazon Inspector RERERELEKIBEREEFENAELRIN,

BEXTEHNREEESNEZEER , ESEEZENERIEIES . Amazon EC2 RERE,

£/ Amazon Inspector 3#Windows EC2 3£4l

Amazon Inspector & B3I £ I XM Windows 261 , HEFHEMAELFDHE , THETATNRE,
BARTEWLFIMES , S Amazon Inspector ZIFHIRERE T HIZES. Amazon Inspector
£ EHZ1T Windows 13#, Windows EHIFE XTI #1THE , RES 6 MfHRE—X. BR2, T
EERREREZERIALERER.

BRI D EC2 i , Amazon Inspector &1 &I Windows &R BIZ LT SSM x

EX : InspectorDistributor-do-not-deleteInspectorInventoryCollection-do-
not-delete., MInvokeInspectorSsmPlugin-do-not-delete, EEF Windows £l L&

% Amazon Inspector SSM #&# , InspectorDistributor-do-not-delete SSM <B4 A
AWS-ConfigureAWSPackage SSM X %1 AmazonInspector2-InspectorSsmPlugin SSM
Distributor 2F &, BXEZEE |, HSREEMAM Amazon Inspector SSM . Windows#E EUNESE
{5 B4 H £ B Amazon Inspector TZE A , InvokeInspectorSsmPlugin-do-not-delete SSM
KEx£F 6 PEHEIT—IX Amazon Inspector SSM #@#f. B2 , A LAEA cron 5 rate RIEX BE X
WiRE,

HiEWindows EC2 =45 21


https://docs.aws.amazon.com/inspector/latest/user/assessing-coverage.html#viewing-coverage-instances
https://docs.aws.amazon.com/inspector/latest/user/supported.html#supported-programming-languages-deep-inspection
https://docs.aws.amazon.com/inspector/latest/user/supported.html
https://docs.aws.amazon.com/inspector/latest/user/windows-scanning.html#windows-scan-schedule
https://docs.aws.amazon.com/systems-manager/latest/userguide/sysman-ssm-docs.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/distributor.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/distributor.html
https://docs.aws.amazon.com/inspector/latest/user/deep-inspection.html#inspector/latest/user/deep-inspection.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/reference-cron-and-rate-expressions.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/reference-cron-and-rate-expressions.html
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® Note

Amazon Inspector ¥ E#H T HAEHHEMITNEFES (OVAL) EXXHEFE S3 7%
inspector2-oval-prod-your-AWS-Region., Amazon S3 EZEEEHEFFERAN
OVAL E M, FRIEHIXL OVAL EX, BN , Amazon Inspector FEFTARA & % CVEs B fF
X EHBITHE,

Windows 3E4IBY Amazon Inspector 33 #E R
E134# Windows 3£/ , Amazon Inspector 3R 3L 6% B A T &4 -

o ZEPIZ SSM EEXHl, BAXIZEFWSHILNILER , FSREE SSM KIE,
- LHBRERZERIEFN Windows BERZEZ—, BEXAXEFENBRERZRXBEANTEIR | BHS
i Amazon EC2 SEHIHRAE.,

« ZEHIRFET Amazon Inspector SSM ##. Amazon Inspector RELAIMEE RGN B NEZE
Amazon Inspector SSM #ath, BEXRZEHWIFMER , BSHET —NE-E,

® Note

MR EHAE Amazon VPC HIz1T , B8 B B BB G EAR , W Windows I ERE
HLEEE 15 A X 15 Amazon S3 iR, E T HEMMEE Amazon S3 Amazon VPC xR , iHZ5
%] Amazon Virtual Private Cloud A F#EEHA M AIEMXimS. WMREH Amazon VPC Kig
T SR RE PR HI3T SN ER S3 IEERERY AR |, NI AJRBA TS R 15 B BB Amazon Inspector 437 #Y
FEN AWS XiF |, ZE#BEMEA TIEEENE6H OVAL EX., LEFE#BERAUTE
3 : inspector2-oval-prod-REGION,

A Windows EHIH#RE B E it

BATLAEA SSM A InvokeInspectorSsmPlugin-do-not-deleteXEXiZE cron RIEXHIE
RRERX , NIBEE X Windows Amazon EC2 SEfliFE 2 E KR E. BEXEZEL , BSHE AWS
Systems Manager AAFfEEH NS ZE : &M T Systems Manager #J cron # rate RiEZX, , REAUT
e,

MALTRBROIFEFE -, A rate RIAXE cron RIEZF R Windows SEHIR T EMERIAR 6
PEERA 12 e,

HA#EWindows EC2 3245 22


https://docs.aws.amazon.com/vpc/latest/privatelink/vpc-endpoints-s3.html#create-gateway-endpoint-s3
https://docs.aws.amazon.com/systems-manager/latest/userguide/reference-cron-and-rate-expressions.html
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LA TR E SR & 655 Ff B Associationld A B < Bk InvokeInspectorSsmPlugin-do-not-delete, R
A] LAAssociationldiBF iZT AT AWS CLI a5 &Rk RRHY -

$ aws ssm list-associations --association-filter-list
"key=AssociationName,value=InvokeInspectorSsmPlugin-do-not-delete" --region us-east-1

(® Note

Associationld2 X R , AL EFEXNENMNXBRER—ME—H ID AWS X, AF , &
AHETER® S , HEHR Windows SEHIRE B E XA ITRIN SN XEERHET =,

Example rate expression

$ aws ssm update-association \

--association-id "YourAssociationId" \

--association-name "InvokeInspectorSsmPlugin-do-not-delete" \
--schedule-expression "rate(12 hours)"

Example cron expression

$ aws ssm update-association \

--association-id "YourAssociationId" \

--association-name "InvokeInspectorSsmPlugin-do-not-delete" \
--schedule-expression "cron(@0 0/12 * * 2 *)"

{#F Amazon Inspector 333 Amazon Elastic Container Registry &

n AR 15

Amazon Inspector £33 1Zf#& 7 Amazon Elastic Container Registry F RSB ER B EEHHR
B, LEREFEZREBELIN, BUE Amazon ECR 35 , 2% Amazon Inspector IR B R FAEE
MR EERERS.

® Note

Amazon ECR SR FM K[ AWS ZREARFRIE. ZZFEABEHE Amazon
Inspect APIs or #{THEFTEMNNR, REFMERREBHISBEN , FERlecr: *RE

5 ECR RErG &AM 23
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HPutRegistryScanningConfigurationfdeny., /5 AMZA Amazon ECR 3#RT |
XS BOEMRE B HIE R,

BYERAE , TG FEHEREENEHENEAE , CTRTFHAE, £HEEEE  TUEEH
KRR RERENRRESEFERE. Z side-by-sidett REARPHEHIGRBAW 2 ANEXE |, &
2% Amazon Inspector % I8 B R,

@ Note

EXRPFHEERSFEY Amazon ECR Rt H#HTIT R, BXEZEER , 25 Amazon Elastic
Container Registry 41, @RI EST Amazon Inspector IBEHH1TITHR, BXEZE
B , {2 Amazon Inspector EHo

BXUAEE Amazon ECR H#NER , BSRAEAMER, AXNMEFRERINER ,
BESREE Amazon Inspector FHREAI, BXIMAERERINEFTFERINER |, HSH

{Amazon Elastic Container Registry Al $5/) PG HE, BHEAUE “AWS RS FTEATE
A REBEI |, HIWMAWS Security Hub # Amazon EventBridge.

AT RH T AX Amazon ECR HHEMER , M 4E 7 AN Amazon ECR i R B EEEH,

Amazon ECR H#EMNHEITAH

LRE XESE Amazon ECR 13#8F , Amazon Inspector 28N BT &£ 14 KAMEHNE G, A

J& , Amazon Inspector BB G HFRABRBTRE N, activeNRZHAELRAM , Amazon
Inspector FF 4 ERMBIE 14 KA ( BRIN ) . last-in-use BHEITE 14 XA ( BN ) ERBHNEHFREF
ZatENAEE S, T 2025 F£5 A 16 B2 BI8IZE# Amazon Inspector i , BIABLE R EFHHA
HUGEREGREETE 90 RNEHEHNE, BEXEZER , BSHEE Amazon ECR EfEH#E
BEntE,

X FiELFHE , Amazon Inspector 23 LA TN ER ARG S 3 FH R

« FYHEHTHNRRREE,

« 3 Amazon Inspector FTE HEIEEF IR MFTHFE AR ER KB (CVE) B , H# B CVE 5iZ& SR
BRGAE SR ({XPBRISLESTHE ) -

MREHFHEREFERENEEHE  WRABEHERGN F S HATHAHE,

Amazon ECR H#E/FHWITR 24


https://aws.amazon.com/inspector/faqs/
https://aws.amazon.com/ecr/pricing/
https://aws.amazon.com/ecr/pricing/
https://aws.amazon.com/inspector/pricing/
https://docs.aws.amazon.com/AmazonECR/latest/userguide/image-scanning.html
https://docs.aws.amazon.com/inspector/latest/user/integrations.html
https://docs.aws.amazon.com/inspector/latest/user/scanning_resources_configure_duration_setting_ecr.html
https://docs.aws.amazon.com/inspector/latest/user/scanning_resources_configure_duration_setting_ecr.html
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A LUBE K EE N AN A SRRGIET RS ListCoverage APl E& L AR ERBEMBREFHE
TR ETE, XETEMHAT , Amazon Inspector 2 # Amazon ECR BR&H) L)k 13 a 18] FER -

« Amazon Inspector 5E X B ESIR G ¥ 1T 1A,

« BT Amazon Inspector BIEFEFRM T M ZARRENHNENRIIBHERMKEE (CVE) IB , Fit
Amazon Inspector B3 A BRI BAT,

MARRERRHE EESTHRSR

Amazon Inspector &3 1 & 25 BSBR 51 ZI 0 5 #h 58 4 A 88 AR S5 (Amazon ECS) YL 5i# Elastic
Kubernetes Service ( IL5#h EKS ) L EEEZETHRSE , NMREALENETRLTLEE, XL AL
RATHREZZETHAS LRENIRE.

(® Note

AWSReadOnlyAccessXERE R H TR EB A NPRKRESFE Amazon ECR
MEFMEEZTHRRZENME, EEEAFREMHES  EEEGNE
FAAWSReadOnlyAccessFIAWSInspector2ReadOnlyAccessitE K&,

fEBNLLIhRE , BAIBREEZENRBEIR TENREINF , HREENASEDSRENLZLEET
Bl WAL el EEFEANBENEG , URE X 24 /et A L£IRTE Amazon ECS 5 Amazon EKS
ERLERASEMEHINE, NTHERAFZKS,  KETREEE 36 M FTEREBEHEIE. 25, kK
B 24 PREH—R. XEFEEFELNFELE RFES Amazon Inspector EHI B ERRRE X
NWEFEAEERBLER , H@JecrImageInUseCountflecrImagelLastInUseAtiFitssiE
Amazon Inspector API 124,

(® Note

MIEHSE Amazon ECR R H BB EURTEEAMEN |, XEKRESBFHLEE
Amazon ECR AESE R, H4I1E Amazon ECR B ELRFIEBEEFLEHE, BXEZER | &
2 (Amazon BMREIEIMERAFIERE) HHEEEE,

BH A LREER PN AEEEEM last-in-use H I EFH A IX L HER,

I &% ECS Amazon EKS Fargate th 3 #51th Ih&E,

HRBFEGRF T EEZITHES 25


https://docs.aws.amazon.com/inspector/v2/APIReference/API_ListCoverage.html
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https://docs.aws.amazon.com/inspector/v2/APIReference/API_FilterCriteria.html
https://docs.aws.amazon.com/AmazonECR/latest/userguide/image-scanning-enhanced.html
https://docs.aws.amazon.com/inspector/latest/user/scanning_resources_configure_duration_setting_ecr.html
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RAriEmE

RN RERG RS %R

BRXENRERENER

#

BSRAZENIRERS . £ Amazon Inspector 11T Amazon ECR 3

Amazon Inspector Xf Amazon ECR 17 ER A EWE U T TR EKIER .

REESE

"application/vnd.

"application/vnd.

BREREE

"application/vnd.

"application/vnd.

B&EE

"application/vnd.
"application/vnd.
"application/vnd.
"application/vnd.
"application/vnd.
"application/vnd.
"application/vnd.

"application/vnd.

® Note

oci.image.manifest.vl+json"

docker.distribution.manifest.v2+json"

docker.container.image.vl+json"

oci.image.config.vl+json"

docker.image.rootfs.diff.tar"

docker.image.rootfs.diff.tar.gzip"

docker.image.rootfs.foreign.diff.tar.gzip"

oci

oci.
oci.
oci.

oci.

image
image
image

image

.image.layer.
.layer.
.layer.
.layer.

.layer.

vl.tar"

vl.tar+gzip"
vl.tar+zstd"
nondistributable.vl.tar"

nondistributable.vl.tar+gzip"

Amazon Inspector A X FHATFHELS# ECR 7 ER "application/
vnd.docker.distribution.manifest.list.v2+json" kKR,

XENRERGMEEIR

26
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Eti& Amazon ECR E i 15 4La 8]

Amazon ECR E#FF#HIFLATEIRERE T Amazon Inspector L1512 17 46% FE 1 Y A 23 G AV B E]
BRI LA BB last-in-use BHf. EIRIZER B EAFI#EA A il E EF AW BT LR R, KREMER , BRESR
WIRE R E RS ENEFNFREEERE,

MRELBEARESG  FRBRRENTEFENE, N TREEEANRE  HEEERMVEEFSN
B, #IKF ( 2FEARMBALRPRHFKS ) BB ERFSEEHR 14 Ko

RERBEE X EEFH LFERASRE 14 XAHEZE ( BRIA ) , Amazon Inspector Fi &L WS 1R T EH
RiEZRG, MRERENHEENBEN LXAFEABSEAN , BEGREEES LRXEEEETHARSLE
A , Amazon Inspector FFEIEX H# TR, MRFE , LU R REER N R EXERBHAMA
2 EXRFERABHEMES®, % Amazon Inspector £1E S ZEE G , E&NBGEBRSKREBIEER
EFIRS , FEERRBIEENCTEH. AB , Amazon Inspector &1t XIKXFAMERXHNRGFAEL
M,

Blan | N RIERITE B Bi3F4EATE , Amazon Inspector & ERN A TERE N ISERMNE#EEDAT
BEEEHHENBREG, ER , BFESREMNISEMNENH#E TIEEIMEG , S TIEZHRES,

(® Note
BIZREERKFEEEFRIBIFLEFNENR , Amazon Inspector &FFiZIRE M A FHLFH
FIERAKF ., MRZENEERAK, KRS A Amazon ECR A , NI EEE API BIEIWE
B,

(® Note
2025 4 5 A 16 A Z M BMATE BB BEN R BERRETE, BUUSEERLHE
B ERINRE.
BB E 1 i f 2 At )

B G EFHIIFIFLEREIRE T Amazon Inspector M ERGH AT EKE, BEEFRFFSENESER
RN EXERABE (BIA) HLXREIBEH, mREEFEA Amazon E ECS/Amazon KS S£85E
P ERERARR , BERLAFERABE (BRIA) . WREEFEA Amazon ECR BEHHY LIXIZE
AHISREFREEEG , HEF DRI A R, ALHERUT ERMEE LR E®RD

Bt i Amazon ECR EF iS4t E 27



Amazon Inspector il
« 14 X (FRIA)

« 30 X

« 60 X

- 90 X

« 180 X

BR G HE 1K B HA 45 42 A ]

B 5 HE% A B B RS [E RE T Amazon Inspector E R HIE T FHERNRFERE S KIE, [k
BT EMAMFERE RIE

- 14X (#N)

« 30 X

« 60 X

« 90 X

« 180 X

- EAH

Bt & Amazon ECR E#Ti3iF4 AT

1. FERBWEIEESR , RBTE hitps://console.aws.amazon.com/inspector/v2/ home F3#TF Amazon
Inspector #2H| & o

EREEBE Amazon ECR B AL E AWS XiF N E.

ESMERF , fOOEEENIREMN ECR A#HRE.

£ ECR EffABKFLENAT , EREGEFABERN , AREFEMENAYFERE,
EEAHEEHT , SRR #EBRHE,

ERRF.

o o A W D

£ Amazon Inspector #7133 AWS Lambda

Amazon Inspector Xf AWS Lambda ZhEEFIE M i W MIFEHN Bt T2 14, Amazon
Inspector IRMHHFREE Lambda EEITH,

Lambda B 28


https://console.aws.amazon.com/inspector/v2/home
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Amazon Inspector Lambda #r/#13#

X2EIAM Lambda 33X B!, Lambda #rHEFHE S Lambda MBI EZE RN ARF KB |
UERHEPRAEREEFDRE,

Amazon Inspector Lambda X313 #

XK BE LT Lambda RBREEFHWEELNARFAE , LEREHREFERERE,
&R LA IBUE Lambda FRERH , LA AEATEUE Lambda #R/EEEH Lambda {3434,

B5E Lambda BEI3E/E , Amazon Inspector 2 EZRHIK S REIEET AWS

CloudTrail fR$5#H><&18 : cloudtrail:CreateServicelLinkedChannel #
cloudtrail:DeleteServicelinkedChannel, Amazon Inspector BEIBiXLERE , HEHTA]
SRUS# BRI CloudTrail B4, XESE AR FEEEK S FH CloudTrail B4 |, MGEBRE—#
CloudTrail, BB WEESOIZEB S IRER CloudTrail AEBEENIK - WEH,

BRIMAFCE Lambda RBBAHENEE , BSRAEHHERE, FTRME T AKX Lambda BB HEY
B8,

Lambda AWM EITAH

BUEE , Amazon Inspector 2 #EEK P AE % 90 KA BAHEFHMFTE Lambda ¥, EUTHE
BT, Amazon Inspector &% Lambda B/ 3AEFEHEHE

« Amazon Inspector KIMI A Lambda B EAT,
« FH Lambda BEZEFE E| Lambda RSB,
- FEIE Lambda B HE B N AR R 254 BT B #TAT .

« Amazon Inspector £ HLE#E B PR T ey E LAESSE MK (CVE) TE , Hiz CVE 52/ EEE
KA,

Amazon Inspector 2 & Lambda BB EN L BRI A E 3 TR | B 2)iZ RS BR R 5HE
BREFRETEZ .

B L B K EE R EA Lambda BEEBUETI RS £ ListCoverage APl EF LXK E Lambda B
MEBEFERBNEE, XREUTEHIT , Amazon Inspector 2 # Lambda B L)X et EF
B -

« Amazon Inspector SER XY Lambda BEEH #1833 T,
« TEFT Lambda BIEAT,

Lambda EEHHEHHREITH 29
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https://docs.aws.amazon.com/inspector/latest/user/activate-scans.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_ListCoverage.html
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- BT Lambda EEEIF CVE B A 10E Amazon Inspector B#EERH , Amazon Inspector E#
= EREAETE

SR T REAG A R ER

3 F Lambda #r/#3 3 Lambda #2334 , Amazon Inspector XEFEFRRNZE T RS, BXxEH
FREBIENEITRRENIIER , BSRZIFNETR RS : Amazon Inspector Lambda #5313
HEMZHNIZTIERSE : Amazon Inspector Lambda #5133,

RTEEZIIENEITRRSE 2, Lambda EHBUEFEFHE A T &4 T B R KT Amazon
Inspector 3 :

- I£ 90 RNBAAHEFHI ZEEK

o ZEBWARIEH $LATEST,

o ZEBARBEHRZENAEPBERR,

® Note

% 90 RKAKRFARIE LI Lambda ERECHE B HEBRREAEEE 25\, R Lambda ¥ E
RS BB AE B 1T 7 Bk, W Amazon Inspector IR E 3 B s HERRB BBV

Amazon Inspector Lambda $rAEF#E

Amazon Inspector Lambda #R/E# AR B RNE Lambda B BENEN N AREF SERBTHH
BRE. Hlin |, IR Lambda MEERAK python-jwt BFEMAFEE S AR , W Lambda #&
EREFERE N ZHBBEELN,

R Amazon Inspector £ Lambda B ¥ N AR F SEBIH&N EIAEES1HE , W Amazon Inspector &
ERFANEFIFERBENFELRI,

BRECERHERBENGR , BSRABERHERE,

(® Note

Lambda #RERE T SH#E Lambda 21T IR E R BRIAZ A AWS SDK #kHilil, Amazon
Inspector {X 13 # 55 FA B B A5 L 4% B AR B 0 = M B 4 AR B Ik B T

XEFNETHREMEK 30
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® Note

{2 Amazon Inspector Lambda ¥r/& 33 $ th 5 B 8445 A Amazon Inspector Lambda X#13
o

M Lambda ¥rAEFT# P HEBRERER

&A1 LA Lambda BREBURIIARE |, M\ fF E BEBRTE Amazon Inspector Lambda ¥rERE 2. N
PHERR B BN BER B Lt I TT R IR EN B 1R M EHRAEBORIMRER | ZREXLAEF U TRERN,

« % : InspectorExclusion

« {& : LambdaStandardScanning

RETBNFBWNAE BN FHEROBEBONINIREZL, HXE Lambda PRIFENEZER |, 55
7 Lambda BRE EFARZ,

M P HERRE B

1. FERENEREF , RAEELITH Lambda ##| &, https://console.aws.amazon.com/lambda/
2. NSMEBERPEREH.

3. B EHEBRTE Amazon Inspector Lambda ¥R 2 FNHY B B AT B o

4. %&¥F Configuration ( BLE ) , R/FIERE Tags (IR ),

5. EBREEHNRX K RBEEFNHFIFZ,

a. XF8#  #WA InspectorExclusion,
b. XF Value ({E) , #iA LambdaStandardScanning
6. EERE.

Amazon Inspector Lambda KB #

/A Important

ZAFE AT #3R Lambda BRBEIRBB A B , ARHESRNENFE, XEHBRTRE RERD
Ay IR S H A BURAT B
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https://docs.aws.amazon.com/lambda/latest/dg/configuration-tags.html
https://console.aws.amazon.com/lambda/
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fEBILEThBE , Amazon Inspector ATARHE AWS T2 REXEKIFAHE Lambda AN AEFRKBH 2
BEREERBRE , MRUBEME, FABRKE., ROMBAMINZEHAREFH. Amazon Inspector 21 A
B ah HEE R AL2F ¥ 3 KTk Lambda BN AR KRB, ©EFERS Amazon &1EFF & H A ZB N 25
CodeGuru RIRBIERBERWTHNREH. EXEZER , HSHCodeGuru FHENEEo

Amazon Inspector £ Lambda B AR FRE PN EREN , 2ERRERE. HAERNLR
SERTABHRBLRE  URABERBHIHNESMNE, I, EEBNUNMAEERE, ZBU3E
plug-and-play il i T & 5 T WMHMWARBITWABR, BRTEHNZRBAELIEEHN —RRBINRIERE
A, RRETXERBIEE,

RBIBRUA B HEENERXATERRSRATE, FERBIRRUART ERMEER.
RN HE RMBRBHIRBNART. ERARBIREWZH , FFLFAFAXLERN, EUTRSE
ENHE#THRE  MARRBASENTH. BEXESZER , FERATENATEEEE,

Lambda RBBHABALLEITEUE , ES Lambda FrER#E —BEE. BXESEE , ®SHAEA
HRE, BXREPLE AWS X XIFWURENEE , FEREET XSRS AX.

FEARRBRS T EER I H INE R

CodeGuru FERNE W EFEA Lambda KBARARXANKRBRAHENKRERER. BRABLT ,
CodeGuru Z# A FNHRBHYAWS BEEZH, BR , LA LUEN Amazon Inspector APl R EC
EFETEBRZRARTNE, BXEZER | 50 WEEADNFHWARBHITEHRSINE

M Lambda B33 P HEBR B EX

&R LA Lambda BREURINARE |, M\ FFE BEBRTE Amazon Inspector Lambda B 2. N
REEBREI BB B L W I TR IR E BR. M EFRMNEBORIRER |, RS XLAEFT U TRER,

« B4H - InspectorCodeExclusion

- {& - LambdaCodeScanning

REBN B WA @ BEMNRDITE PR EBURNIIIRE, BXE Lambda FRINEENEZER | B
27 Lambda B EFERRZ,

MBI R HEBREI BX

1. FEAENIERESR , ABEELITH Lambda ##|&, https://console.aws.amazon.com/lambda/
2. NEmBERDPEREI.

3. EBREHEBRTE Amazon Inspector Lambda X33 < S EREH B #ro
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https://docs.aws.amazon.com/codeguru/detector-library/
https://docs.aws.amazon.com/inspector/latest/user/findings-types.html#findings-types-code
https://aws.amazon.com/machine-learning/responsible-ai/policy/
https://docs.aws.amazon.com/inspector/latest/user/activate-scans.html
https://docs.aws.amazon.com/inspector/latest/user/activate-scans.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#aws-owned-cmk
https://docs.aws.amazon.com/lambda/latest/dg/configuration-tags.html
https://console.aws.amazon.com/lambda/
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4. 1%&$F Configuration ( BLE ) , R/FIEEFE Tags (FE ) .
5. EREBERE , RARERRMFIRZ,

a. XF® 6 #WA InspectorCodeExclusions
b. XF Value ({& ) , #iA LambdaCodeScanning
6. EERRF.

£ Amazon Inspector F{EAIFHER

FREARXEE , ZNLENRZABRELERNTMRAERN, WREEFEETHESE

# | Amazon Inspector 2REMBERFEFRGNARKRERMNBAELN, MREIZRFRFERI , AT
B AERIRENES | FAELIS HF Amazon Simple Storage Service ( Amazon S3 ) 77
. BXEZER , 558 S H Amazon Inspector HEX MRS . EFHAAMWERN , FREEEEDY
AWS ik P AT RERIBEI AT &AL

T 5¥ EC2 13

L {R1= A Amazon Inspector Amazon XK # EC2 R8T , LA SSM SRBRIFMIER -

* InspectorDistributor-do-not-delete

* InspectorInventoryCollection-do-not-delete
* InspectorLinuxDistributor-do-not-delete

* InvokeInspectorLinuxSsmPlugin-do-not-delete

* InvokeInspectorSsmPlugin-do-not-delete.

k4 , Amazon Inspector SSM E#HEMFTEWindowsEH. LB, BXEZER , BH2H A
Windows EC2 34,

Amazon ECR 13#

Rk E A Amazon ECR HH# /5 , ZIK B Amazon ECR 133X B F M EH Amazon Inspector 3
THEERWERNFEA Amazon ECR #{TEARH,

Lambda #r/ER#

A= Lambda FRgERERE , WREFEERBECE | WAE A Lambda 733338, &3 07 SAURIBR
Amazon Inspector ZE#E Lambda #rAET B 0122 K9 CloudTrail IR HXERE,

=

FRPmERE 33


https://docs.aws.amazon.com/inspector/latest/user/activate-scans.html
https://docs.aws.amazon.com/inspector/latest/user/activate-scans.html
https://docs.aws.amazon.com/inspector/latest/user/scanning-ec2.html
https://docs.aws.amazon.com/inspector/latest/user/scanning-ecr.html
https://docs.aws.amazon.com/inspector/latest/user/scanning-lambda.html#lambda-standard-scans

Amazon Inspector AriEE

U 5# Inspector RIB L%

LR A= Code Security BY , fREMIBRFIES 2 XBKWER, TIEMEREE, MREBHNIKF 2
HAMERXEER |, N REEEBKF /Y Code Security , TR G MK IR K

FRAHE

EFRENKFHNMERKMERLSE AWS XEERZIKF# Amazon Inspectore EXEZEER |, S
¥ £ Amazon Inspector.

EEZKFIMERTERIESE | IB5ELL Amazon Inspector ZEREB R B HERETRUAT SR,
Console
ERAE

1. FRABMEIERSR , RETE https://console.aws.amazon.com/inspector/v2/ home H 3T FF
Amazon Inspector Z#| &,

ERAREA LA AWS XiF &ESE  EREFAABNXE.
ESMEET , ERKSEE,

ERIK PRI LR R IK P RV R RS

R EFEARENFNKSX MY EIEE.

BERE  AENERAETHEEEFEREABRE,

(#% ) BEF AWS X AZPHERXENS M AEREPEEXESR,

N o o~ w0

API

EITER API81E, EERS |, 121t IDs BEEFERREMNIKS , HresourceTypesiRft—1 %
NEC2., ECRLAMBDA, E{LAMBDA_CODELA{Z= A3,

ERAE 34


https://docs.aws.amazon.com/inspector/latest/user/scanning-lambda.html#lambda-standard-scans
https://console.aws.amazon.com/inspector/v2/home
https://docs.aws.amazon.com/inspector/v2/APIReference/API_Disable.html

Amazon Inspector AriEE

BEExMZ 20 (CIS) A% Amazon EC2 SEHIRERS

Amazon Inspector CIS 33# ( CIS 131 ) BN X EN T T EC2 KHIRERS , LLBRERIEREE
MEZehOEHENRESIREBVERITEE, CIS ZeEHERETHATZ2BEERENTULIFEERE
EHEMRESE, ERHKFZ A Amazon Inspector EC2 H# /5 , B ITHZHE CIS B, BX
W{AASE Amazon EC2 H#EMER |, BSRBUEHEEE,

® Note

CIS frHEE A T x86_64 BRERS. XTET ARMMAR , REREW T EITHRETHK
KA ET .

Amazon Inspector 1R#E EC2 SZAIFRE M A E LA HAETTRIX B #R 1L S# 2 Fl 1T CIS 3, Amazon
Inspector &3 BN BHFEHIRIT—RIIEZFRE, BIREBXTHENREEERETHERBEN
CISEHRN, BUREEHE—/ CISKRE ID Mird , 52 FAMN CIS BB R, CIS HiTK
&, BANEFEERRTHZRGHNMLERFRERT., BFIHEK,

® Note

EHTHITY CIS B | XTAERENEBRMERE, B2 , MRENLAEXMZEIT CIS B,
M A7RER VPC ¥R o

FH
« Amazon Inspector CIS HH# KL T EC2 KHIEK
- 1217 CIS i

- EAEE Amazon Inspector CIS 3R EFEFE U AWS Organizations

« Amazon Inspector #8 Fi F Amazon Inspector CIS 333/ Amazon S3 174 i@
- BIE CIS FHiEfE

- BF CIS HiEE

- YREE CIS FHiEHE

- THCISHIELER

35


https://aws.amazon.com/what-is/cis-benchmarks/
https://docs.aws.amazon.com/inspector/latest/user/activate-scans.html
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Amazon Inspector CIS AN 5# EC2 SEHIER

EXHENIL D% EC2 2HI21T CIS 13 , Amazon EC2 KB ATUR B A THRAE

- RHIRERSGZ CIS HEZENRERSEZ—. BXEZEE , 2 Amazon Inspector ZHEH#
ERENREEIES.

« i%3%f= Amazon S EC2 ystems Manager 361, EXxEZER , HZH (AWS Systems Manager
RAPiEmE) HHEA SSM Agent.,

« %32 %% Amazon Inspector SSM ##. Amazon Inspector £ B FEFEE 26| E R FH

o ZEBIEEEHIEE Y | ZEEXHETF SSM EELFIMRER , ##EF Amazon Inspector
YR BT CIS AR, ERFXENIR , R/ Amazon SSMManaged InstanceCore
Amazonlnspector2 ~ManagedCisPolicy SREE K i E — N IAM B, AEF IAM AE/ERRHIEE
SRR INENZSE B, BXRAIBMMMMEHIEEXHNRE , HZH A mazon EC2 AFEEEPHER
IAM B,

® Note
EERWILS# EC2 K] L1217 CIS H#E 281 , LI FES A Amazon Inspector JRERK
&, MREZEA Amazon Inspector JRER ZE , Amazon Inspector & Bz Z% SSM

Agent , B2 BIHA SSM Agent RETRERE., 4 , Akt , BHNKFHREE
InspectorLinuxDistributor-do-not-delete XxBx,

FENGEFAR EC2 24 Liz=1T CIS HIE/ L 5%k Virtual Private Cloud £ im
T RER
BAILEN T D MEXN T L EC2 2fHliz1T CIS HHE, BER , MREBENELLE EC2 =24 E

1217 CIS 13 , M4 622 Amazon VPC &in T Ko A Systems Manager €2 Amazon VPC iR
i, BEUATHS

* COom.amazonaws.region.ec2messages
* Ccom.amazonaws.region.inspector2
* COmM.amazonaws.region.s3

* COmM.amazonaws.region.ssm

* COom.amazonaws. region .Ssmmessages

Amazon Inspector CIS 33EML Bi#h EC2 EHIER 36


https://docs.aws.amazon.com/inspector/latest/user/supported.html#supported-os-cis
https://docs.aws.amazon.com/inspector/latest/user/supported.html#supported-os-cis
https://docs.aws.amazon.com/systems-manager/latest/userguide/ssm-agent.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AmazonSSMManagedInstanceCore.html
https://docs.aws.amazon.com/inspector/latest/user/security-iam-awsmanpol.html#security-iam-awsmanpol-AmazonInspector2ManagedCisPolicy
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/iam-roles-for-amazon-ec2.html#working-with-iam-roles
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/iam-roles-for-amazon-ec2.html#working-with-iam-roles
https://docs.aws.amazon.com/systems-manager/latest/userguide/setup-create-vpc.html

Amazon Inspector AriEE

BXEZER , 2 (AWS Systems Manager AP 1ER) Y Systems Manager 82 VPC i
o

/AN 0

® Note
Bal, B AWS Xif Fx#iZamazonaws.com.region.inspector2imso

=17 CIS i

BUEEEZET RN CIS A , ARV EERE. BEETHE , FEACNERELRE.
BAEPAEERER , BUUEERATERZHINFEREXN ., MRERALR Amazon Inspector EiRE
BR 6 WAL ERHEEREBDIEEZ /K, , Amazon Inspector FHEESNKF FERTHIEEREHE

Bl SRR RE CIS 2SR, NTENEENR , CIS BXBFSFH 1 NER 2HENXH , B
ERNTRNEARFENTEAREEFRREHEL,

 ER-BWAEEMRELEENELZ2RE, XEXLEREQUBRSROPHHBRERTLHF
o XEZWHBARRRDREAOLNEE , NREBENEZEXEK,

c ER2- AEREMPREBUESRINRZERE, XBXLEREFEHTAINMME , LEAREH
AR SSRMAI RS, XERWHN BRI EFERESAMER,

g2 RER1WEM, NMRERELR 2, Amazon Inspector SR EHFNER 1 MER 2 BIUWFFE
[T

EMRAESHE  EUERRFEEN —RMAEKREZT ( EEREEREET) , ERENEEA
EXEZ1T. EEAKETUUER. SARBAET , HEHEERE,

® Tip
RNBIGERFEETHE A AR SR B B A atE,

FERAEE Amazon Inspector CIS HIEHIEZEIM AWS
Organizations

LWIREH LA HIZIT CIS AT , Amazon Inspector ZREBRA MK AR 2LUFRREN HFRNES CIS B
BEEMRBELERHTRE,

iZ1T CIS 133 37


https://docs.aws.amazon.com/systems-manager/latest/userguide/setup-create-vpc.html#sysman-setting-up-vpc-create
https://docs.aws.amazon.com/systems-manager/latest/userguide/setup-create-vpc.html#sysman-setting-up-vpc-create
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Amazon Inspector ZREE R A E CIS HARBENABLERHITRE

HEREEANREKFREGEXAK S CIZEHREEN  ZREQEAAME, AARANRHEEER
—MARN , FAR ID EEENREE :

arn:aws:inspector2:Region:111122223333:owner/0OrganizationId/cis-
configuration/scanId

ZEREEATNERELAMANPAHEE , IEXERERHEMWIKS 6E,
EREERJUEFEHARPEAKS VRS

MREFREERGETHBEBEHEE SELF AERKS , WEMEZEREEZATR , KRB ER
HEE, BER , ZREEATEL SELF N BHREXTREERN B 7.

(@ Note
ZRERRATEZAALREH CIS HFEERMIFL,

Amazon Inspector B & MK~ 2{a 5 CIS AEEREMEFRERHTRE
HE A AIE CIS AERER , ZBEBHHFE., ER , EREEATUEFTZEE, MRKAMK
FER K WEREBANLTEEETZEE.

(@ Note
ZREERATEREKRAKS QIRNEEERE,

BRAMKF . LA SELF NE/MHNEREER , UMUK BAEECOIENARRE, XEPREES
—MARN , R/ ID ERNREE :

arn:aws:inspector2:Region:111122223333:0ownexr/111122223333/cis-
configuration/scanId

BAKFAUEREKFREERHEER  SRZIREER TN CIS FENEHRE

fEAEE Amazon Inspector CIS 13 #IEZZEL AWS Organizations 38
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Amazon Inspector #1588 B F Amazon Inspector CIS i Amazon
S3 17 1

F iR RAMIEEIES ( OVAL , Open Vulnerability and Assessment Language ) 2 —HE 8% 4T
£, BEESETENMNFRSITENREHONZREEZIMIREN. TRIIET Amazon Inspector BN FTE
AT CIS 3##9 Amazon S3 F## & OVAL E X, Amazon Inspector 2% CIS H#EFTER OVAL
EUXH, VPCs IEMKE | RFI D% Inspector HEH Amazon S3 MBI AT TR E,

® Note
LN Amazon Inspector #iE KIS Amazon S3 F#E BN AEEEH T2 ETL, BER
ZRURESTERERH , URBRHF N AWS X3, B[ Amazon Inspector HEH
Amazon S3 F## A T HM Amazon S3 BREHELE B 2K Amazon S3 F#EHPER.

CIS 771 AWS X1
cis-datasets-prod-arn-5908f6f RO i X ( Hr SR E )
cis-datasets-prod-bah-8f88801 2R ( BA)
cis-datasets-prod-bjs-0f40506 FE (4R)
cis-datasets-prod-bom-435a167 TWAMX (&XE)
cis-datasets-prod-cdg-f3a9c58 RUM X ( B2 )
cis-datasets-prod-cgk-09ebl12f M0 AR X ( FEDDE )
cis-datasets-prod-cmh-63030b9 EERE (HE=EM)
cis-datasets-prod-cpt-02c5c6f IEM (FFER)
cis-datasets-prod-dub-984936f BN X ( Z/R= )
cis-datasets-prod-fra-6eb96eb M X (EZX%RE)
cis-datasets-prod-gru-de69f99 EEMN (ERT)

Amazon Inspector #1558 F§ F Amazon Inspector CIS 13## Amazon S3 77 #& 39
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RAriEmE

CIS 7Ff&#@

cis-datasets-prod-hkg-8e30800
cis-datasets-prod-iad-8438411
cis-datasets-prod-icn-f4efflc
cis-datasets-prod-kix-5743b21
cis-datasets-prod-lhr-8b1fbdo
cis-datasets-prod-mxp-7blbbce
cis-datasets-prod-nrt-464f684
cis-datasets-prod-osu-5bead6f
cis-datasets-prod-pdt-adadf9oc
cis-datasets-prod-pdx-acfbd52
cis-datasets-prod-sfo-1515ba8
cis-datasets-prod-sin-309725b
cis-datasets-prod-syd-f349107
cis-datasets-prod-yul-5e@c95e
cis-datasets-prod-zhy-5a8each

cis-datasets-prod-zrh-67e0e3d

2l CIS HHEE

REBNAMACIE CIS HEEE.

AWS X1

TAR#X (FHE)

EEFRER (BHEFRILMALER )
TA#X (ER)
WA X (KER )

ROM X (123K)

R 3 X (K= )

TA#X (KR )

AWS GovCloud ( ZEEZFRER )
AWS GovCloud ( EEFEEE )
XEAEL (HBRM )
EEAEE ( AEEILILE )
A H# X (IR )
TA#K (&R )

MEX (FE )

HE (TE)

RKM (7R ER4H )

BIE CIS HEE B
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1Z1T CIS 3

1.

2

~

FRENEIEES , ARAETE https://console.aws.amazon.com/inspector/v2/ home F 3 F Amazon
Inspector #EH| &,

ERAT AWS X1 5 REFEIZIT CIS 2 AWS X HfLE,
ESMERTD  GRRFQHE  ABERE CIS H#.

prid=nlfe SRS N

EREEERNT , M ARHEER .

EERBFREF , MAZABNSHINRNENNE, ERSTUANSMMEEEENTENE ,
BEHALUEE 25 MEESEAEPIRZ,

XTF CIS BEHESFR , BUUNERZLBEERREFR 1, NERLLBRELREFR 2.

NFBEFRKF, , BEEETEE CISHEPNIK,, BXEZER , BH5H £HEE Amazon
Inspector CIS AR EEFE W AWS Organizations.

MRENKSREREZAMKS , MABLARREKS REEKS . FIEKFETRERALKDH
FIRKF . EEKPUREKRAKPHNBIKS . MREFLIED , WA LUEE FHES 2 RIKS K
BEEZNKF, SWa LA SELF MARKS ID RN ENK/F eIZHHEE

MRENKS RA[FHMIKSRERAKS |, BASUERBEERNENKS IRAEEE.

XTI, mFE-RERE  SFEFEEEAREEEREVAETHE  IELRESHAMAE ,
X EEEENNEZTEM,

10. WINERSE | BER6E,

EE CISH#EER

Amazon Inspector 2 N ETHEMNEHEBCIZ —MA#EAEL |, FAEAE—EHE ID KERHES
R, CISHELERE 90 RANAH, ZAUEBIREHHNFTRESR CIS HHEER !

- BRETCENHBEER - BREHEARTHITIRENAHERETIEH. XTHARE , £H2W

-G WARZOHERAN, BREHEL,

- BRENFRLCENARER - RARHRRAHERNS MR ENRA#EERETIE. X T

BRER, EH2WE—0HE , UARREZLRERN, BRIHEL,

AEBNAMAEE CIS HEER

EE CISHELER 41


https://console.aws.amazon.com/inspector/v2/home

Amazon Inspector AriEE

EERHEER

1.

o & b

FRENEIEES , ARAETE https://console.aws.amazon.com/inspector/v2/ home F 3 F Amazon
Inspector #EH| &,

EAT AWS X1 i3 RiEFE 12 CIS AHBEE AWS X I iE.
ESMERT , ARRFLHE , AFiEEF CIS B,
EERARERETF,

EITRIEST , GRBEFNHAMITY ID, RELXRBEFTNRAMHITK ID FAENIT , REERE
BERFARER

REERETEENTHEIRE , AFEFAENTRIESHHBABDERN SN ERN TR,

R LLEF TR CIS HENEFEHAER.

EFITRIH CIS HEMNFMAER

1.

o &~ 0N

FREBHEIEES , R/FTE https://console.aws.amazon.com/inspector/v2/ home F3]FF Amazon
Inspector £ H| A& -

EAT AWS X1 f 5| RIEFE I CIS AHEE AWS X &,
ESMERT , ERRFEH , AFEE CIS B#.
EFREITRIETF,

HREEERMIT  LAREEFNHBEENEN. IELREEENHREEMENIT , XA
EEREFFAEE.

YmiE CIS HEELE

REBNENAmE CIS HEEE.

418 CIS Pl E

1.

o & 0D

FRENEIEES , ARBTE hitps://console.aws.amazon.com/inspector/v2/ home FFF Amazon
Inspector £ HI A& -

EAT AWS X1 h5|RiEFE 2 CIS HHEEE AWS X BB,
ESMERT , ERRFLH , AFEE CIS B#.
EFREITRIETF,

ERERENEERENT  REERERE.

YREE CIS HHEEE 42


https://console.aws.amazon.com/inspector/v2/home
https://console.aws.amazon.com/inspector/v2/home
https://console.aws.amazon.com/inspector/v2/home

Amazon Inspector AriEE
TEHCISHIEER

A[fE A Amazon Inspector #2#| & APl & PDF = CSV &8 CIS :H#,

(® Note
X T 2024 £ 5 A 3 Bz2/RWRER CIS Hif , IR TR CSV AW CIS HEER.

AEBNFWMAER Amazon Inspector &4 T & CIS 31,
BEEEFETE CIS AEER

1. FERENEIEESR , AABTE https://console.aws.amazon.com/inspector/v2/ home H3TF Amazon
Inspector ZH| A& -

2. AT AWS X fIFIRER G CIS HHMEE AWS X WVE,

3. ESMENRT , BBRFHHE , REGEF CIS A,

4. EEAMERETF,

5. HITXIEZT , EREEFNHAHITY ID. LELXREZEFTNEAHITR ID FRENIT , REERE
BERAER

6. EETHE , AFiEE PDF = CSV, MREMNKFREREERAMKS , M Al BURERIERIK S KT &
FER R KSR,

THCIS HiEER 43


https://console.aws.amazon.com/inspector/v2/home

Amazon Inspector AriEE

I 3% Inspector KIBZ £

Amazon Inspector 2 —TUREEERS , TEH R ITEARHBFENE#TAHE , LERBRERE
MEAWMERE, EBRBLZE , Amazon Inspector AILLAEE— A NARFRAB,. F=5NH
BRI ER R AR B UERRE. YRATLATE Amazon Inspector 13l & 2 £ A I & # Inspector
APl BUERB L%, BUE Code Security ja , BRI L CIERBEEHNENATREEFEHE , LBER
HEVMEFT R, BUUEREES, FEMNPRENARRE. AxRBZLUTARENER , 55
B XA LmT R AWS Xigi BXEMHEE , BZH Amazon Inspector Eft

(® Note
Amazon Inspector Code Security £ RN Z £ BEL RETEA T 5 Security Hub SRR YT 5 i#h
Inspec tor, B2 , A LLFE Amazon Inspector I & R T3k Inspecto r API i 8] 3X LE 4%
EXM,

KRB L LM TRFH

EFFREARBREZH , XTHERBREHREWAMBENEE, XEEETARERZIE,
RERESENER, RBEFERENREEAXNEMEMER. RNERT , BHBEEHRAWVS BEE
ARTME, IEREFHHRS R, HENEE, MREBAENEEATNEHRENES , T
BB E - HEER KMS 2.

BERBREE

BU&E Code Security WA XSHEAMA B RHMRBEN S EZEE. BXESER , BSRAEHMRE

A,

SIEF A EENEHHAITIHR AWS KMS

HIABRT , ENREEHAAWS EEZFAHTNE, XEREZFAHBRFZLUE, HENEE. IRE
HHENEEATNERENZRR , TURE~EEN KMS %41, Amazon Inspector T2 E5/RH

BIEHITRE, Amazon Inspector (XNEHNRRBREENFEER R ABE. EXOALEER
REH KMS ZEAMNEE |, i5SRAWS Key Management Service FiFisR P HI812E KMS Z 4R,

R Eg I
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RAriEmE

EESEEEHN |, BEAUT RIEE,

"Version": "2012-10-17",
"Id": "key-policy",
"Statement": [
{
"Sid": "Allow Q to use Encrypt Decrypt GenerateDataKey and
GenerateDataKeyWithoutPlaintext",
"Effect": "Allow",
"Principal": {
"Service": "g.amazonaws.com"
I
"Action": [
"kms:Encrypt",
"kms:Decrypt",
"kms:GenerateDataKey",
"kms:GenerateDataKeyWithoutPlaintext"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "111122223333"

1,
"StringlLike": {

"kms:EncryptionContext:aws:qdeveloper:codesecurity-scope":

"111122223333"
1,
"ArnLike": {
"aws:SourceArn":
"arn:aws:inspector2:Region:111122223333:codesecurity-integration/*"

}
}
},
{
"Sid": "Allow Q to use DescribeKey",
"Effect": "Allow",
"Principal": {
"Service": "qg.amazonaws.com"
},
"Action": "kms:DescribeKey",
"Resource": "*"
I
{

PIREFEENZARITIHFR AWS KMS
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RAriEmE

"Sid": "Allow Inspector to use Encrypt Decrypt GenerateDataKey and
GenerateDataKeyWithoutPlaintext using FAS",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::{111122223333}:role/inspectorCodeSecurity"
I
"Action": [
"kms:Encrypt",
"kms:Decrypt",
"kms:GenerateDataKey",
"kms:GenerateDataKeyWithoutPlaintext"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"kms:ViaService": "inspector2.Region.amazonaws.com"
},
"StringLike": {
"kms:EncryptionContext:aws:qdeveloper:codesecurity-scope":

"111122223333"
}
}
3,
{
"Sid": "Allow Inspector to use DescribeKey using FAS",

"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::{111122223333}:role/inspectorCodeSecurity"

},

"Action": [
"kms:DescribeKey"

1,

"Resource": "*",

"Condition": {
"StringEquals": {
"kms:ViaService": "inspector2.Region.amazonaws.com"

B8 KMS Z4A/5 , BRI LAEALLT Amazon Inspector APls,

fEE - EENZAITIHR AWS KMS
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« UpdateEncryptionKey — & f CODE_REPOSITORY or resourceType fl—i2 A CODEER TR
B EREEFEE KMS ZHMNER,

» GetEncryptionKey — & f CODE_REPOSITORY or resourceType M —i2EFACODEERITHER |
BLEX M KMS ZAEL B Ko

« ResetEncryptionKey — & for resourceType #1 CODE_REPOSITORY for —#2{# FHCODE ] & & &
# KMS Z4RBELEH A AWS HHEH KMS Z4.

£ Amazon Inspector SRR IBFMEZ B S| EK

AFGFE-EET | XEFTHR T MA7E Amazon Inspector B K BIEEE B BIEER, tIE
£, FTEREEMEESRH ST Amazon Inspector ZHIANRBLRENE EERTE Y H, AT
H b 3= BT B a1 (R SR BV EE R AT B

Code Security &% RAES A 100,000 N EH , HEREBESNMEEENRIAD Z. — N HERZ AL
=2 AR B E M xER,

RBLZEMNZHFENKFHES 100 XERK. Code Security EFEEZEIEEE A account/member i /=
RRHBLE

NERIEFIRE , RNBUTESZRERE -8 ENHTERK.

5, MEM GitHub SaaSGitHub Enterprise Cloud , GitHub Enterprise ServerEE/AH BB E A,

/A Important

HTEMRERE (SR THRELEE )  FE=AFERAEKXETSRBANER FEREK
AEH.

£ Amazon Inspector # GitHub

AEBN B IMAE Amazon Inspector 2 [8 612 52 B GitHub,

(® Note
MRXEBERVNEER , WRELBRTEESE 2 PAERAPAELRE, CIEZHEERER ,
BRI LLARAEME, ARSI MAEHENE®EE, AEZRARREESIEENBEEMN
BE. B2 , RARHEEL B3 55 A Amazon Inspector BY{E{AI37 10 B A A B 8% 8k,
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MRZBCEMARHEE , FAR BEFEALEE . SREEARMAREEE, NRE
SIZMARHEEE , UREFTSRTIEBRUEMNEHEE. B1MKS REel2 — RIS
HEE , SNMMARELR-RRMNEAHEKE, MRETREEMARHEE , HERHIIER
B, B2, TREIEEMKEN , RESRTFECIEMAREEE, IZRANGHEEE BT 62
MANAHEER , SFBCISIERTERENE 3L , EHPRAEREAER.

5. MEK GitHub SaaSGitHub Enterprise Cloud , GitHub Enterprise ServerFE E /N BB M#EE A,

(® Note

Amazon Inspector [RIAEFIEIEEWERIND 2. MREQETHWERIAD X , Amazon
Inspector 211 H EFFRIBRIAD 2o

/A Important

EERERBE R , RELIE RIEFEN Amazon Inspector 5 2 [B K EEGitHub, MK
WEBFRETRZTRE. MBREXABHED | Fo s,

1£ Amazon Inspector 2 [8] 8| 2 & GitHub

1.

© o bk~ w D

FRENEIEE R, 1 https://console.aws.amazon.com/inspector/v2/ home A $TFH Amazon
Inspector H| A& -

MNEMERFERE “RIBLL", %F Connectto , RFIEEGItHUb,
EERFER T, MABHEREN , R/F1EE Connect to GitHub,
R HEOFIER B, £ Amazon Inspector F2 |8 8 2 5E #GitHub,
FERThHEES | EFRFIE GitHub EZEAIE T E,

WAGItHUDN AR FNLE ID, MREZRE T GitHubNARERF , W AT LATE N AR F R EHGitHub
GitHubM A2 F URL KRB, FIZ % ID. GitHubREE KL R IZGitHUbNAREF , FikF ‘&
EHBARRF . X5 SECitHubRI EiEFEGitHUbALANIE EF M ECERIE.

i “EEE GitHub,

BIBERE , BB EI Amazon Inspector ToERIFF RIS EMNER. MEERKEVFTATAEE
Amazon Inspector BRI HMABERE , N ES X EXTER. EEEHEE | BULLEY “RBE
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2" WEEN SR AT FEMRILERE. £ “RA"JT , EXETH “IE7ESF” , Amazon Inspector
RETEFHTHHRIENEDT, EF ‘EFANLE, BEEEERQIERTERE , B EEPTR
ERIRE,

MREMBRERBIRERE , N AR TR M IERE, MBREXMHER , WAHM ERE KT 122
MEVER. MEREXRE , LRERMBETE ARWEZERKKNEE

£ Amazon Inspector 2z [B] i &£ KX GitLab Self Managed

REBA L A{AITE Amazon Inspector FIE WY B 7764 B 2 (8] B &£ K GitLab Self Managed.

=
o

H=ER

ol

BIREENFERZUAT RN

- ERBI-IXERINBIEHIERELFHE o
- KIET R URL — X2 A TiARZERGitLab Self Managed3=fil# URL.,

s MAFRITE-NMAGRGTERBEIEERER K CIER , XAITTEUTE
B : apiread_api. read_repository, flwrite_repository, GitLab Self Managed

® Note

Amazon Inspector NIFHEHF LR EHNERIAD o WMRERE THEERIAD X , Amazon
Inspector 21 H EFMFIHIRIAD X,

£ Amazon Inspector Mz [B Bl 2 X GitLab Self Managed

AR 3N B a4 7E Amazon Inspector F&E #5877 2 18] B 2 E #£GitLab Self Managed.

(® Note

MRXZEERVNEER , WRGELRTEESR 2 PRI ERMAAERE, IZHEERER ,
BRI LUERPEME, AR MHNERENER#RE. BRI RREESIBZENAEEEM
B, B2 , RIAFHHEE S B3 5% A Amazon Inspector BY{ERIET I B A A I B <8k,

MREGERAAELE , FEFE “RECHALEE" ., BRENE—RMRANPAERE, IRE
BIZBIAPERE , WRETLRTEERUERAAERE. SN/ REEIE—IRBRIAA
HiE , SMNEARENE-RRIAPEERE, NRETERBRALDBEE |, BFiEZEHIE
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B, B2, TREIEEMKN , RESRTFECIEMAREEE, IZRANGHEEE BT 62
MANAHEER , SFBCISIERTERENE 3L , EHPRAEREAER.

/A Important

EERERBEZH , RESERRERN Amazon Inspector # S GitLab elf Managed 2 [B]#Y
EE, BPATERLESBRTETRIZIRE. MREXAREED , FEEME,

BI85 “GitLab B BIEE” HiE#E

1. FEREHNEIEESR, £ hitps://console.aws.amazon.com/inspector/v2/ home A ITFH Amazon
Inspector £ HI A& -

2. ESMERP , EE “RBRL", &EF “Connectto” , AFER “GitLab BREE",

3. EEREFEMAEET , MAUTHE :

a. HEEREBEHF , WAFNIEREXHHER.
b. HAWT KR URLHF , AR TIHRENGitLab B EERHIH URL,
c. XNFMNAFEGHE , BWAREMETENMNALRTE,
4, JEE “EET GitLab,
5. TEBHEAG%ER B, BIA 7 Amazon Inspector 2 [B] 58 & 8 Z £ #ZGitLab.

BIRBRERE , BBE2XIEEI Amazon Inspector ToERIFF R FENER. MERERKEVAATAEE
Amazon Inspector BEIHMBERA , M2 REXTME R, EEELKEE , BUES “RBE
2 WAL “ER BT FNEZBRTEFRFARIL. £ R T , ERXERR “IEES” , Amazon
Inspector 12t T EF T H M RUEAIEI, EZF “BEFIALE . BEEEEQIERIERE , BTN
EHAPEHRERERE,

MREMBRERNRFIRE , N ERSTRAG T IER. WREZEXMIER , W ST EREE R H 62
BV, MERERE , BFERMETME HAHSZERRBENEE.,

EEESRBEREENSEX

REBANF WA Amazon Inspector 4| B HEFERK,
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£ Amazon Inspector BH AP EEFER

1. FEREHNEIEERES , RS https://console.aws.amazon.com/inspector/v2/ home F 3 F Amazon
Inspector #EH| &,

2. NSMBERFLEE RBRL

3. BEEREM. EWATFF , EUNEEMBCEENER , HEEREXMAERANELREE, X£
SEEEEANER. ERERSHRRBREAENEN.

AR EFERRITHORIE

BIBRERE , B8E2XIEEI Amazon Inspector TLERIFF R FENER. MREXKEVAATANE
Amazon Inspector BEIHMBFERA , M2 xEXTME R, EEELHEA , BTUES “‘RBE
2 WAL “ER BT FNEZBRTEFRSHARILE, £ R AT , EXE RN “IEES” , Amazon
Inspector 2t T EFHTH M RIEMIET, EF “EFANE, BNHEEQINERXTERE , BT
EHAPEHREERE,

MBEMBERWRERE N TR ATRM I ERE. MRREXER USRI GER 0/
FMOER. MRERN  SEEXFIERAFAHS ZERXHNEE.
ERENBF#E

AEBNBMAE Amazon Inspector 84| & FEERBIEME,

£ Amazon Inspector 2 H AP EFRBEME

1. FEREHNEIEERES , RS https://console.aws.amazon.com/inspector/v2/ home F 3 F Amazon
Inspector & &

2. MNEMmBERFER “RBRL

3. GEERNBEF@EE, AT+, BAUERFINTENMERBEREE K AEFFXENNER
FR. LEEEESNMENBHMBERES, EETUNETESTEMEANEEUR LRAHmE
HYBf A, EEETAEERERFRERNTE.

EFTMENFHAER

AREBNZWMAIE Amazon Inspector EFHIEHEFMENFHAFEE . WRENKFRELNERER
A, WALEERETHRAKFNIENFHARE.
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£ Amazon Inspector AP EF KB E

1. FRENEIEES , AT hitps://console.aws.amazon.com/inspector/v2/ home F 37 Amazon
Inspector #EH| &,

2. NSMBERFLEE RBRL

3. GEERNBEF@EE, AT+, BAUERFINTENMERBERE  AEFFXENNER
FR. LEEEESNNAENEHNAERS. SEATUNEEESTEMEINEEUR LRAHET A
HYBf A, EEETAEERERFRERNTE.

4. EE-IUE. RELEE-IHE , ARER EFFAER . EHNBARHAGERFL , £AUE
ERXRZIMBENERER ., WERSEIMENBHM ID BUREK ARN, ©2EE XM E A
MEENKBEWERS . CEZTUEESTWEMAXNBEELR WA USHAEERANEREE
HEIALN

i BR &R K

AR R B an{a4E Amazon Inspector 12 & & PIBRERK . MIBRERER , B EXFMEDTAE HAHKE
ZERRBKNEE,

f£ Amazon Inspector ¥ #l & # il BREE X

1. FRENEIEES , ARAETE hitps://console.aws.amazon.com/inspector/v2/ home F 37 Amazon
Inspector #H| &,
2. MNEMmBERFIER “RBRL

3. BEEREM. EWATFF , EUNLEEMBCEENER , HEEREXMAERANELREE, X£
SR EEEANBI, ERERESMERREHRERE,

4. BEE-ANEN , REEERER.

SIERERE

EOIBRHEEE 2R , BSIEIES Amazon Inspector FWERK ., BXBIEBERN , RELIETRERE
RARBEE, FETBNANAUUEEAAELRE. RMARBEENEARAEREENXBIET , BRiAR
HEBESBZMMBEFFME, EUURSERANTEHEBN SR,

RBEELHZMNZEF 500 HEARHEE, ABREUENIBFENKSMENAR 1 MRINEHEE
B, —MAMEERZR8ES 100,000 N E KBk,
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—IMBERZAUE 4 MEEEEEXREK. NRGEZTRNLHEEE , WXSFRANLHEEE. TE
PRICEARNAHREE.

MRALANENERERARTHEEE , WRABHEENEARALRH G NATHRPNRE KRR K
Fo MRRNWERACRTMNAHEE , b2 HIBEHNER.

SIRPEE B , B UARTEGR, SR MNELENFEE, QEMRAURETCHRTE

B, B AEN, ETEXNHENERAMESTLLEEEAEMAKE. MREAEHEMHE , W
FRBERRRENABREN —APNE-RF—1MA. BEXAHEETUERERBDEXNNZ A
AEMERRAHE, MREEARBERNAHE , NAEEESSESHNNEFERPNEHEARRR,

MREXR ID FRENNEAIRKEER , MATNARI A, X TEHRHE , MREXID £ 1 ARAFHKX
PR BER , MapkIHE, ¥TRERHE  REX ID &£ 24 MIARRBHEBRBE
GG UE=S 2 SUR L8

® Note

MEAEHREREEHBERNNEBERWALSE , WREERRABEBEFLAPTEFRFE 25
NEBME R, £ Amazon Inspector A R4 & RMEMA R,

SIRENREEE

1. EREBHEIEER, TE https://console.aws.amazon.com/inspector/v2/ home F3#TF Amazon
Inspector #H| &,

2. ESMERKT , &F RBRL
3. &R KE A Rk 2RHEEE".
4. FEHERE T, MITHUTERE:

ERERMT , MARBBEERN R

5. & HEEE T, EEE ETEANEHEE % R ABRBAMES KEEEHAD
MR,

a. (&T1) MREE ETERXMEHAH , HEEF BRAEHAHE R ERAEHEE",

o WMREER ‘BRAEHAHE  BEIEREAHADN 2N 2R IRELHEME,
b. (&EM2)MRER AENHAHE  FREREEARBEXNNBHEMNEREME,
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10.
11.

i OEEERABREARE N ERABRERARHE . IRER ‘REBERNEAA
W, EMT R R PEEMN AR,

i. ®EFRERAEHAHE N BEAEHAME, MREGER BEREHAHE  FETEEER
HABNEMRNERRRELRHENE, SHUAUEARHETSHIMEAR, XESHIREM
B £ X4 BRI 20 32 3T FF P BV SR DA R A B R 3R $#E X BRI 0 32

EHESN T, REREEXTENARISMEREEBEXNEED T
a. (&) MRERF ERBPESN, WENAXTRERED T

- BANARFRZENR-2RABHREEFERE.
* laC HiE-70 4 A T E &M E B Bk 2 B A MK,
- BABMHAND - RENARFPHTRRG .

b. (&M 2) MPER BEXAFSHM , WAFANTHIEPEREEL —MAERINAES
MraRE .

(FIE ) WTFHRE, 2 - MRENUNATENTIR. E&ZFUEE 50 MR,
ii?%-lt_io
EMEILER T AR TAT#EE R REFME

a. (I&W1) MRER FRERF#E", WaBRANEAAEFEENTRE,
b. (&I 2) MPGEE “BEFEE", WO EEENFEERAEH,
BET—F,

EEENIEE  REER I EPARKE

® Note

EAAREENERTHREUNANRBEEE, SNT2NRATHRBEF#E.

EFERHEEE

LRI RN BT Amazon Inspector 4| A hEEREEE.,
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® Note

HEEAARFNETHHEEEN , ‘RBZE BRTNELFAEE2AMTE , LRGN
B AWS Ko

EERHEENFARER

1. FRENEIEES , ARAETE hitps://console.aws.amazon.com/inspector/v2/ home F 3 FF Amazon
Inspector #BH| &,

2. NSMBERFLEE RBRL
3. ER‘EE UEEBLMARKESR, MREERNEEAR  NIXRPISLALANPAEEE.
LA BIB M RHEEENBEMAREB N HEEENCESE (AWS K/ ID AR ID ) » E&ERA

DEEPERERBENMPBFE S MRENATEE, SEETUREREPNTRFRIFEEDHE
o

EEAHERENIFHARES

LT BENE A Amazon Inspector ##l AP EERAEEENIFAE S,

EEFRAHETENFHAER

1. FERENEIEESR , AABTE https://console.aws.amazon.com/inspector/v2/ home H3TF Amazon
Inspector #H| A& -

2. MNEMBERFIER “REZRL

3. EREE.

4. AREEFHFAGENEE, ARREWAGERSRATARRKENSR. EUEFL , &7
LERAHEE ARN, BRATMELHEMRRMOURERT BERFHONRE, SBATUMIELER
BFHHGFRAERE, MREFTEEFR TEANALANAREE , U ELRE EHITHRE,

REREEE

ZA LR RBAEERE, FERAREEEN , SUNEREFME, AESF. SEMERENEMH
FE. flan , Al BRHEEULETENREFRENTR, UTIRER T NAREDHEE.
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RERHEEE

1. FRENEIEES , AT hitps://console.aws.amazon.com/inspector/v2/ home F 37 Amazon
Inspector #EH| &,

2. ESMERT , &F RBRL
3. EEEE.
4, ERERBENEE A6 AGLERRE. SUTNERERBENEE K RAEERE RE

il BR A HE L B

BT LB RS I BRI BB . A BN B AR EEE
BRI B

1. FRENEIEES , AT hitps://console.aws.amazon.com/inspector/v2/ home F 3 F Amazon
Inspector #H| &,

2. EEMESP | ERRBEL,

3. EEEE.

4, EREMBRAEE , AREEBR, EEFERROEE , AEEFE B

PATERFERE

BOEEFERMBENTRE,. MITRELHEN , FEEEENRABEREN S ENATAIEIE, MR
EHNIKFREALANZRERRAKS, , WTUNETRAKFSWIERTRERHE. UATIENENMAE
Amazon Inspector 2 #1& FIHITERERM,

WITREAM

1. FERENEIEESR , AABTE https://console.aws.amazon.com/inspector/v2/ home H3TF Amazon
Inspector ZHI A& -

2. ESMERTF , EREABRE,

3. &R “KBE#E",

4. EBREARENTAE  AREE ‘FHAE"
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Amazon Inspector RIEBERZEXHFNES
A EBDFE Amazon Inspector RIBLZ X EMIES,
SAST X#EMIES

- C# ( BWfEMA Net6.0 RESHAUANFIERA )
« C(C1M HERIRA )

o C++ (C++17 HERIRAK)

« Go ({XGoPR 1.18)

- Java ( Javal7 SLE RhRA )

- JavaScript ( EMCMAScript 2021 £ EF )

« JSX ( React 17 HE RIRA )

« Kotlin ( Kotlin2.0 S;E 24N )

« PHP ( PHP8.2 SRE BiR7K )

« Python ( PythonPython3 R5IFH 3.11 HERIRA )
- Ruby ( fXRubyBR 2.7 1 3.2)

* Rust

« Scala ( Scala3.2.2 RERMA )

+ Shell

. TSX
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« 0% Amazon Inspector & &

« £ Amazon Inspector & X IR 5

- AT EEIEIT Amazon Inspector HEL R B E Y EE EventBridge

5% Amazon Inspector & &I

A LA A T S 0% 3% Amazon Inspector BEA I, MREMBFERXNELNHIESZGT
F , Amazon Inspector 2 ZRAERMBERERNB 25 A5 91 4 t04a] 68 A i1 % Sk -5 1% Amazon
Inspector FEX M,

£ Amazon Inspector &l & # 8 B i 1% &4

ESNMAERVARG GBI UAEAFEDRERERERFBEFENRAERN, BEEMENFHE
B, TG SRR ER

EFAEE— %N EPERENNRERBMEREE. THEMEFMNRAERIHNBFERI
PIRFHERR, Sl , EERSENEERKSXRBENIASER , BRI LUERE AWS K/ ID BHHFH
E&£0N+ = AWS IKF ID W{ER X,

BEFEFRMMERTAERERN  MELHERANEATRENRRRERAERNKE,
XEE R I E M A TR SR

1. FERENEIEESR , AABTE https://console.aws.amazon.com/inspector/v2/ home H3TF Amazon
Inspector ZHI A& -

2. ESMERT , RRFEERI, RAAEBSKXERHBERESNEINFERI,

3. ERFAMERELRN , BEBRMMERME  EEFZNEERANMERERGFNSIR, EFE
ML R mp o] 62 A Y T SR AR S D

4. MIIRFIEREETFEN R
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5. HEERABRDREAFFEILENE L E .

6. EENA  MZBERGNATHNER, SUUBRERFERSH AL | SEFMEABIFESR
.

7. (Hit) BEEERBHCRANAERI , BEMBEFFETRERES , RREREBEZEXA,
REREREE  AER—NMIEPERED. BENEXANRAERN,

0 #l Amazon Inspector & &I

BRI B NKBEFESRENAELE R, fl , IR T EHITRIZMHIFMNKEHBAE
KB, IR Amazon Inspector £ KK BE XIS HIANIERF , Amazon Inspector FLMMEIZFEXR
MHAFHRBERAE 2. Amazon Inspector 2F#IMFINRAELI , BETCIIESIEE, BEHD
HHREXRIMG , Amazon Inspector iaXAZRELRXI., AIUEERHEHEFNHHNAEERI,

FBA BB HEH AN KN ZREENBAERIFTRERFERF. HHEHANN BELISEEMAEE
AENREFRAERIBBENAB 2. TEUBXAZEERERIAWMEIAN, BETUER
Amazon EventBridge MMM & AR EH LI, AWS Security Hub AT S BNAB T NAEIE, &
. mENBBREISEIH,

(® Note
RAAEEALNEIREERA S seeI 2 MERIHIN,

1 22 10 51 50
O] LRI B EIF N R IFIERIAE RN IBAERIIIER, EOJLAEA CreateFilterAPl 38 ESUPRESSH
HE , UmBEFRNCIZZIEMN, action

® Note

HBEMIIKF F Amazon Inspector RN EE R T REQIBRMEBBMEIMN, HLAFHERAT
SESME D F Z) 0 HIH N B £

EoZMFMN (BHE )

1. FEREBHEIEES , RFTE hitps://console.aws.amazon.com/inspector/v2/ home F3]FF Amazon
Inspector ZH| A& -
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2. HESMERT , EEMFAN, R, EFIEAN,
3. NWTBMEM, BIITUTERE

o JRFRTEIAZ LAEE W A0 R HP BN AP Y SRR SR RY B R
P B OE by P o o
4. AMTFMRE , WARMBE , & ALER B AENER,
5. ERREMN. Amazon Inspector MBI AFAVIPHEMN , HEBAABFERENAERN,

EERBNFERI

ZRINER T , Amazon Inspector &% Amazon Inspector 24| A8 EREBENAELI., A , &7
DEFEREANIFHNRERN,

ELEERBNEERN

1. FREMNEILES , ARBE hitps://console.aws.amazon.com/inspector/v2/ home F ¥ F Amazon
Inspector #EH| &,

2. ESMERF , EFOHIN,
3. HEIHMMBIEKSD , EFEHN R,

4 28 10 1510 1
257 A B E A BIRL
BERMHAN

1. FRENEIEES , ARETE https://console.aws.amazon.com/inspector/v2/ home FF]F Amazon
Inspector #2H| & .

2. ESMERT , ZFZIETN,
3. EREFTUMIHANNEN , REIERE “RE
4. BITLBENER , REEE “RE

A B 420 #6150

HPHIHL I AT AR BR . MRIBRIN &I NS , Amazon Inspector 557~ B B2 &7 & M NI ¥R B R 4% L b0 0 #p
HWFAELXMMIAGRELN,
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BBRIMEAMAU G , FEZANKHENFTAERINABTRERAWRSETENES ., XEKRECIIERIA
£ 7R1E Amazon Inspector & & H, EFh , Amazon Inspector & iX % I EventBridge ¥E N E#
K AWS 44 Security Hub F13E &b,

2 1 BRAD A5

1. EREBHEIEES , RETE hitps://console.aws.amazon.com/inspector/v2/ home F 3 FF Amazon
Inspector #EH| &,

2. HESMBERKT , EFAMFAN,
3. IR EM BRAYHP BN PR 3504 B B R AR
4. EEBIBR , REWIAGHEZRSUK AR,

S 1 Amazon Inspector AE X MR &

BHELXIIRERZ — CSV =H JSON X, BHTEANAELIRE, BT HELRRESHE
AWS Security Hubill & # F13L 5 # EventBridgeféi # 7% Bk SS (Amazon S3). EERELAMRERT ,
FEREEEREPIEBLRAELI. RABRT , AERIRETENEEHRAELINHEIRE.
NREREANBTREERR , AELAURENEERALPFIERZKFANEE. EAEHAEXIIR
&, BURREREHEENATZRE.

HEBRSHBELERIRER , Amazon Inspector 2FERABEENN BN BAELRBEHTINER, AWS
KMS key Amazon Inspector X AERXMBBEHITNER , cANAERNBETFHELEEDN
Amazon S3 FEET . BH AWS KMS ZA XM EEM Amazon S3 77 AWS X R, &

B AWS KMS Z4A KBE 4 72 1F Amazon Inspector AT , #) Amazon S3 EAEERELA AU
Amazon Inspector AERFMN R, SHBPERIAEE , AL Amazon S3 F#EHE TEHZR S IH
HEBIFUE, BETLUF Amazon S3 FHEFAEEMSENBAELRNRENFMEE,

AT A WMAITE Amazon Inspector B HIEFSHBERINIEE. U TEFSERERIENR, BE
Amazon S3 FfHE, BB AWS KMS key, BLBEMS HIBAEL RIkS.

(® Note
R IEAEEH Amazon Inspector CreateFindingsReportAPl S HHIAEL RIRE , N REEFR
NERERIN, MREEFMHIXANBAERIN , MSRETFESZHPIEE SUPPRESSED 5
CLOSED,

5
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https://docs.aws.amazon.com/inspector/v2/APIReference/API_CreateFindingsReport.html
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Amazon Inspector AFiEmE
- TR’ RIFEHR

- SR 2 BLE S3 FHE

« S8 3 FiE AWS KMS key

- FR4 . BENSHAESRIRE

- IESHER

HZBR 1 BIEERN R

(® Note
BXSHBAERIKRERE , F1EITHUAETR, HITXETREATEREEFERHER
) Amazon S3 FEBUAKR AWS KMS key A THM S HHWBEE RS, WREBETHD

BR1-3EUREFRXNSHABAEL RIRE , BFEH Amazon Inspector CreateFindingsReportAPI
HYIR1E,

£M Amazon Inspector S HFERAREZH , FHIANGHESHRBELRINIREGUAREEA T N
EHEBRENERAMENNE. ERIEENNPR , EEMA AWS Identity and Access Management (IAM)
EFMMEIEN IAM 48 1AM KB, A, BXERBEPHNEESUTSHAERNRENEEE
RATHEREN IR ITHER,

Amazon Inspector
tF Amazon Inspector , EHEIAB T UHITU T RIE :
* inspector2:ListFindings
* inspector2:CreateFindingsReport
XEREATFERRKFNBAERAKE , AFXERRESHIFERRBRE T,

ML VAR ES NS HAERE , WEAURIEEREAURITUT
#1E : inspector2:GetFindingsReportStatus , A TR EREHIR
2 ; inspector2:CancelFindingsReport , A FECHEEHITH S H,

AWS KMS

T AWS KMS , BHIAAFEHITATIRE
* kms:GetKeyPolicy

SR RIEEHNR 76
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* kms:PutKeyPolicy
X LR E A B RFEH B H L Amazon Inspector AR IIZIREH AWS KMS key F4A K EE

EE A Amazon Inspector A S HIRE , EEBRIARBATFEHITUT AWS KMS B4 -
* kms:DescribeKey

e kms:ListAliases

XEREATFERRMERBEREWKTH AWS KMS keys HIER. RAe , BUEREP —ME
HRMERE.

MRETHRIBIZEFH KMS ZEARMBR S |, MEFELEBINIT kms : CreateKey B1E,

Amazon S3

¥F Amazon S3 , BERIEEEZB AT ARITUATIRE -
* s3:CreateBucket

* s3:DeleteObject

* s3:PutBucketAcl

* s3:PutBucketPolicy

* s3:PutBucketPublicAccessBlock

* s3:PutObject

* s3:PutObjectAcl

XERERVFEQIENEE Amazon Inspector B TFERER S3 F&EF. EMNERTFEETFHER
FR AN D0 AR BR XY R

MREAFE A Amazon Inspector BH| A S HIRE , EFER BB AT
s3:ListAl1MyBuckets # s3:GetBucketLocation B, XEBREARFERRME RERE
WKW S3 EHBINER. RE , BULUERHFP —NFEBREFHERE

MBATANT AR SAAENRIE , BEAET—S2HE AWS BRI RHE.
S 2 BE S3 FHR

RIERRE , RALEERTFRAERIREN S3FHET. TAUREAECK/NINBFH#E
AT AR EMIKS A AWS IKF BEAWZTGRNIAFHEE, NREE/REFHEFRFREES
FHEBKSEIRE B ZFER

S 2 BE S3 FiEM 77
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S3 FRBM4NELES HNFAEL REHWE AWS X5 #E., Hli , MREEEELRS (HASRIMI
&8 ) XA Amazon Inspector , F BERESHZXEMNAELXIHKE , NF#EEESITCTEER
B ( FHFELMILEE ) XiF,

LA | TR EY SR BE A ST Amazon Inspector B BRI Ro ANEMRA T W40 E F 1=
MR, ARBTERMMI RPN EIN RO, BEXFAMNEFEERBRENFAGE , FSH
{Amazon Simple Storage Service AF{Er) I EHF MK,

MREBFREFRELMIKSTREN S3 R , EELFERNMEESHE  ENFEBERE,
EeTE BIREVFMRMEI URl, SHIREE , EEW AL URI,

B RT 17 0 AR SR

FEREIEBES , RETE hitps://console.aws.amazon.com/s3 E3TF Amazon S3 ZH| &
ESMERD , ERTFER.

EREFRBAERIREN S3 7M.

i%#& Permissions ( BB ) &I+,

EREERBo P, EREE.

FUT RENEAEHIZBIMER

o gk~ w N~

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "allow-inspector",
"Effect": "Allow",
"Principal": {
"Service": "inspector2.amazonaws.com"
.
"Action": [
"s3:PutObject",
"s3:PutObjectAcl",
"s3:AbortMultipartUpload"
1,
"Resource": "arn:aws:s3:::amzn-s3-demo-bucket/*",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "111122223333"
.
"ArnLike": {
"aws:SourceArn": "arn:aws:inspector2:Region:111122223333:report/*"
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7. T Amazon S3 #HI AN FMMBRMRIERSRT , F LR FURERRES | SUFERNE RS,

AINEAR , FRAEEAN. FEMREER JSON KX, FEREZFTEEFTIZHRZER
M—MES , EABRTERBPRANEINNVE. WRFEARMNERE , BEIN—FTHNAKR
BEEERMI—MES., MRFEARNAF-—MEY , RANERNAFTEGT2HE , BEETH
ARESEERMI—NMNES,

8. HAERLNRNEREBESEIHED , He !

e amzn-s3-demo-bucket ZREBH B o
« 1111222233332 &EHIKF ID AWS K,

« RegionZ{R AWS Xig EHE A A Amazon Inspector 3% L L Amazon Inspector [E11Ffi& 4
S, Bl , us-east-1 RREEFRE (BEFRIMILE ) XiF,

(® Note

MR IBIEF 55 FANIRE SR FER Amazon Inspector AWS X1, | EEEEZServiceFE
HE RN XA BE, FERIEE T Amazon Inspector B RS E .

Flan |, MREEHR ( BH ) XA Amazon Inspector , 1Z X g X 15

A me-south-1 , MEEFFEAFM inspector2.amazonaws . com FiH
inspector2.me-south-1.amazonaws.com,

FER , FHEAELTEARWAD IAM 2 RFRERIRMY

« a@@ ws: SourceAccount — BtZRA4R S Amazon Inspector J3 8§ K P [6) 176 18 7 7N 104k
& . T A LABSIE Amazon Inspector A EMMK P @ F#EPARMRS, EEAHY , ZXHEE
TN P AT LU E AT aws : SourceArn &4 IEEMN R RMIR/E,

ENHEAKFEFHBTFERS  BELUZRADRNEASNKSAIKS 1D, fl0

"aws:SourceAccount": [111122223333,444455556666,123456789012]
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« a@@ Wws: SourceArn — LSRR IE E 7 DN E] 17 6 48 P R XY SR B9 SRR BR XS 1765 8 89 15 B AR .
B AL AWS RS B - EM A @ EFEB RN R, €& LBy Lk Amazon Inspector 12 79 & B K
FHITEMIRER REFEEBINNR. EEAKY K RAEUAXNKIBELIIRE , ARXLERE
AFGPEENKFERFPEENXELEN |, ZFMH4F 1T Amazon Inspector [6 17 & 8 7
JIIPSE

E 21F Amazon Inspector X EAbIK P HATREERE | BRENFINK S 09I SiEk 3R A 7
(ARNSs) A2 S, BN

"aws:SourceArn": [
"arn:aws:inspector2:Region:111122223333:report/*",
"arn:aws:inspector2:Region:444455556666:report/*",
"arn:aws:inspector2:Region:123456789012:report/*"

aws :SourceAccount fl aws:SourceArn F4IEEH K- B TH,

XN 4888 B FB5 LIE Amazon Inspector £ Amazon S3 ESHRIHAERERE, BTSN
MRS PR LRG| BRIMNHATRUEXEM.

9. EREMBRBENE A EEFEFEENR.

S 3 BLE AWS KMS key

WU PR HEE S3 F#E/E , N#AE AWS KMS key %8 Amazon Inspector RN A2 X IR
HH . BALAREFEENXNMMNE KMS 2. A , BASLTNSERER TEHEIRGH S3 764
B AWS XiZ #H[E.

ZETMUREZECKFRNIE KMS 4 , t AT U2 H KA HENINE KMS %4, REFEAH
M KMS 24 , BESECHCERA, NREFEFAEMKFEENINEERS , ERINZBHEN
Amazon BRABAF (ARN). M Amazon Inspector F & HIRER , FEEMALL ARN, BEXBIBMNEE
KMS Z4AiRBME R , 5510 AWS Key Management Service F X A R ISP EE 4,

BEEFEABS KMS %435 , [ Amazon Inspector B F R iZZ4ANNER. BN , Amazon
Inspector FIEMBZMSG HIRE. ERF Amazon Inspector FAZANNIR , FENZRHANFHEK
B, BXZHARBEANERE KMS ZHIGRINRFEMER , S AWS Key Management Service F
EARIEBEPH AWS KMSHA KB

S, 3 : BE AWS KMS key 80
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® Note

UTSBRATEHNE R LAY Amazon Inspector FRE. MBLRENERE |, ES5H
{AWS Key Management Service FF & A R 358) PHEIEZH,

SRR R BE

1. FREHNEREES , AREE hitps://console.aws.amazon.com/km s &3 TF AWS KMS #2414,
ESMBERY  EEEFRERS,
EREATNHREN KMS 24, ZBHAMLMANHMNER (SYMMETRIC_DEFAULT) #4f,

EZARBIETF L, 2R EE, MREOXBRIATREBREANZARE | WLHTEFETRE
REEAE,

5. MUTROEGEH TR

> w0 D

"Sid": "Allow Amazon Inspector to use the key",
"Effect": "Allow",
"Principal": {
"Service": "inspector2.amazonaws.com"
1,
"Action": [
"kms:Decrypt",
"kms:GenerateDataKey*"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "111122223333"
.
"ArnLike": {
"aws:SourceArn": "arn:aws:inspector2:Region:111122223333:report/*"

}

6. 1E AWS KMS #2414 M4 S EEE T | S5 3T E RIS AT ) 5540 5 W P BUIEL R A 5 S
i,

S 3 BE AWS KMS key 81


https://docs.aws.amazon.com/kms/latest/developerguide/create-keys.html
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AINEAR , FEAEEAEN. BHARKER JSON KX, XFERBEZEE TG ZAHZ/ERM
—MNES , EABRTERBHRRMNEINVLE, NRFEAFERE , BENEANAEKRE

=5
AN
7. &

REAN—MNES, MRMEARMIANE-—MEY , WFMERNABEY2E , BEEUNAE
EEREHERN—MES,
REEEHENEREERE , HY

e 1111222233332 &EHIMKF ID AWS K,
* RegionZfRIEE ALY Amazon Inspector EABAXNMERITMERN, AWS Xi 0 | us-

=

i

east-1 RAEERS ( FHFRILMILER ) X,

(® Note

MR IBIEF 35 ANWIRE S FE A Amazon Inspector AWS X13, | EEEEZServiceF
BRERRINENMNXEABE, flin, mREEPRR ( BA ) XiBER Amazon
Inspector , &4 inspector2.amazonaws.com &#t} inspector2.me-
south-1.amazonaws.com,

L= SR FEERENREEY—# , WRHBIFH Condition FERUEAMA IAM £ /54

a@@ ws: SourceAccount — bR St F Amazon Inspector X BB K ITIE EiR{E, EE
R BRE T B ATELR aws : SourceArn &4 E M EIRAIBERITIEEMIRE,

E % Amazon Inspector N H MK RITIEERME | BRELFGPRMEMEZNIKSHIKS
ID, 530 :

"aws:SourceAccount": [111122223333,444455556666,123456789012]

« a@@ w SourceArn s: — LR S AWS RS BHIEEMARITIEENIRE, ©ER KL

Amazon Inspector £ B IK PR ITHMIRERNERA R, RAOER , SEIANKRIRELRIN
RE , AEXERERFEPEENK-EXRHPEENXIEGEN , ZHZHF LF Amazon
Inspector £ AZ4AIMNE S3 WK,

E A 1F Amazon Inspector Xt H Ak P ITIEERIE , i ARNs & —NK Rtk &4,
flan -

S, 3 : BE AWS KMS key 82
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"aws:SourceArn": [
"arn:aws:inspector2:us-east-1:111122223333:report/*",
"arn:aws:inspector2:us-east-1:444455556666:report/*",
"arn:aws:inspector2:us-east-1:123456789012:report/*"

aws : SourceAccount Ml aws:SourceArn 48 EM K R T

XL &4 BB T B IE Amazon Inspector E 52 TR B AER BT #EHNEF AWS KMS, &
ALMEAPHRIBRIXLERYE , BRMNHATEUEXEM

8. TREHARMEMNET 6 ERAREFENR.

SHA4:BENMSHRBAERIRE

(® Note
BRARSH—DRAERNRE, MRIAFNEESHRS , KFFISHTEREE ST HEE
BERIAME.

RIENRAGERRUANZENFRBERNRES  RANEENSHKRET
ERENSHBERNBRE

1. FERENEIEESR , AABTE https://console.aws.amazon.com/inspector/v2/ home H3TF Amazon
Inspector £H| A& -

2. ESEMBERPNAERIT , EEMAERAELRN,

3. (W) FERABAERMK LEANFESE  FINFHERTE  BEEERGPIEWLFELRI, &N
% Mrt , Amazon Inspector 2 EF &G , FHNBEFEFRHNRELI, ZRBEMTIREGAE
BT,

@ Note
BUORIMIFERMG. MRETXEM , WZREFITE L8 AWS XiF RS H “BR BT
BERXUNBIE. MEEREALW Amazon Inspector EEB R |, NX T SR/RALFTME
XA RE R AKE,

SR 4 REMSHAERIRE 83
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MRBESEMARSNMRAERANGEE , WERNSHBRETRFERKHNE , A —

RRAEESH—DHRE

4. EESHRAERI
5. ESHREBINSHEXHRES | BEREHNXHFHER

- EHIBIEHIEMN JavaScript I RFEXRIE (json) X4, iFEE JSON,

MRE%EFE JSON &I , MREFIESNAELINFTEFE, BXRAHEN JSON FEHF
7 , 52 Amazon Inspector APl SZ R EE L T HIERE,

- ERIRESMNBIENESORE (csv) X4, HiEE CSV,

WMREIESE CSV R, MBERNETEENBERANT D FR , RS FERIAEEMLN
R 45 NFHR, XEFREE  BERIRE, &, FEE, KRS, #R, 8REE. LR
R, BETH. AWSIKF ID, %R ID, FRREMI KB, BRitz , BB —LEFRA
BHRBNRANTD AT MSEXE URLs o A TRAERIREF CSV BRI RHAI

AVHEEPRHEEL IR ERAX PRSP acR 3GREHHS n bpiSo sEGIN WINDIS B e o AT i L drd bt a
KEESHBMENENFRRREFEIAAMIERE 25F  NANMC YVESBINN RS RRRRDRAEP ac#age
FHREE & —BDE  FEEREESR (X B ID EREoEs SRRl L PSRRI

WO KR OGh B SRS #% FEOSERECCESSSRAs BN Bt
= ARNERT R iR Eifff CVEI®BEX IPRV4 A H
[T BNE B nENE B Bt
g V. 3 B [E
g ‘A
A

6. ESHMET , &% S3URI, EEEFMIRE S3 F&H

- ENREFHEREESHNKSABNEFEES |, BIEFRENIE S3, Amazon Inspector & 51 Hi RRI K
By S3 fri#fE, IEBRAENFREEAMENT , R ditik.

® Tip
EE R IRETEE Amazon S3 BRRIZR , iB7E S3 URI AE F B9 {E /S HE M I0FHT (/) Fad
B, AR , Amazon Inspector 2TEfFIRE R MBI FEFEIRINBIE , Amazon S3 &4
B HZ B B8 E B 12
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Bl , MREEEAESH AWS K ID ERTIR , HEEWIKS ID
111122223333 , 57 S3 URI Y E/GHEIEMNZ/1111222233331F,

BIRELLT S3 EHERANE RBR, SELSTLLRHLHNNRAESE —MeERS |
MEFHEUS - EEEEXGREN — N XX -8, BXFAER , F5H
Amazon Simple Storage Service P18 X KTE Amazon S3 #Z2Hl & HALR
ES

- ENREEREHMOKFEENFEHES | B AMNE#®N URI, 40 s3://D0C-
EXAMPLE_BUCKET , & DOC-EXAMPLE_BUCKET RE#EEHN B . FEEFAEEULER
ERHEMEPBERIXEEE,

7. XTF KMS F40 AWS KMS key , BIEEERTMERSEH !
- EEAECKFHRNESR  EMNIIRPIERENRH, ZIRERT EKFHEFEFEEXNHMNE
KMS Z4A,

- EFEAHMKFRAENES TR AEMESAR Amazon BIREM (ARN), ZHRMEETRE
ZHABMHRBLERIXEFE, BXFEHAEFEE , HS5H AWS Key Management Service FF & A
RIEEPHERES ID M ARN,

8. ‘EESH.

Amazon Inspector £ K FAELIMIRE , FRABIEEN KMS BHANEBITINE , ARFEABIMEEE

EM S3 FHEFET. RBALEBRERSPIENREERIKE K UIBRTLEFTE/LsHR/L NN, SH
SERJE , Amazon Inspector 2 E R —FKEE , RPLHRELRIRESCHK IS H, ( 7k ) EEHEF
EREEERSES , TSME Amazon S3 FHRE,

EEE  SRRMESH—0RE. NRLUNEESHRS  BENSHEREBELRS HAMRE.
FESHER

MRS HBAELIIRER HI4EEIR , Amazon Inspector £ &R — KRB IRES, SR ERAKRE
BHhWERENER , RHERVIUERRMBRAR,

flan | BIF S3 FREMERL T HFFEMEP , AWS X HF B ZEF#EH K& 2 1F Amazon
Inspector EZFHBARMIT R, A, FEIAHBXBERS AWS KMS key A , HARZHARE LT
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e BEZ MREHEIR

MEFEEBRIRER , Amazon Inspector ELEERIRE , MaWE —KEBRERE , HAEZRIER -
T ARG EZMNRE., 2FTAHIIEEIR | 2E R Amazon Inspector 8X REER — Nk £ K — 17
&

BERRER  BUUASHHMARETHHEUERE , REBBEXRFHRS

IBA LA IR ES R BIREHIRA |, B GetFindingsReportStatusifE & IR B 2 5 IE 1 £ RV EM 3R &
R 1D,

MREE | BALAERIRERENIRS ID BYiZGetFindingsReportStatusRERUE X gl EEH#
17#yCancelFindingsReport& .

FERTS#AIEX Amazon Inspector AELERNBEENEE
EventBridge

Amazon Inspector # I 5 F EventBridge N T E N BESERNCENFELERGET — 15

#. Amazon Inspector E 2N BRELX AN EARSEXRVNE—NSH, XERS , JEREED
ERERRRERESE R RRBKMNIRE 2 EMWIEER , Amazon Inspector RN AEAXTSIE—NHE
. 2 Amazon Inspector A EFHREL B EHR , AELXM id REFE,

(® Note

MREH W = Amazon Inspector ZREEAKF, |, M 2FEH EventBridge & 1 B EH K
FREHEEHERKF

£ Amazon Inspector F{fEH EventBridge B4t , BAIBLEZINITES , UEBERI RN L
2RIE, EEWRBEXET EventBridge E4# Amazon Inspector BELRNWEH , BUMEIE
EventBridge #MI3J Amazon Inspector 3§ BH#5. 1% EventBridge #| EventBridge 1 KIEH X
Amazon Inspector KIMBEE , B 16 E 8 A& IEEAL: .

Amazon Inspector JFEH &iX AWS XiF FIRHpIFEAL SRR ERNRINEHFEL, XEKREEYS
R BE Amazon Inspector 35 Amazon Inspector Bt & 7 1ZUR EventBridge B4 SN AWS X1
NEBEEBEZHHN, Amazon Inspector REARE h .k HEH,

RN IEREEMHRBNRE , FNBWAEIE EventBridge MM,
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SHRY

TR EC2 KIEHH Amazon Inspector BHRNARHl. AXREMBAERINLBNEHEEN RHF
21 , iHSREventBridge 23,

"version": "Q",

"id": "66a7a279-5f92-971c-6d3e-c92da0950992",
"detail-type": "Inspector2 Finding",
"source": "aws.inspector2",

"account": "111122223333",

"time": "2023-01-19T22:46:15Z7",

"region": "us-east-1",

"resources": ["i-0c2a343f1948d5205"],
"detail": {

"awsAccountId": "111122223333",

"description": "\n It was discovered that the sound subsystem in the Linux
kernel contained a\n race condition in some situations. A local attacker could use
this to cause\n a denial of service (system crash).",

"exploitAvailable": "VYES",

"exploitabilityDetails": {

"lastKnownExploitAt": "Oct 24, 2022, 11:08:59 PM"

.

"findingArn": "arn:aws:inspector2:us-east-1:111122223333:finding/FINDING_ID",

"firstObservedAt": "Jan 19, 2023, 10:46:15 PM",

"fixAvailable": "YES",

"lastObservedAt": "Jan 19, 2023, 10:46:15 PM",

"packageVulnerabilityDetails": {

"cvss": [{

"baseScore": 4.7,
"scoringVector": "CVSS:3.1/AV:L/AC:H/PR:L/UI:N/S:U/C:N/I:N/A:H",
"source": '"NVD",
"version": "3.1"

1,

"referenceUrls": ["https://lore.kernel.org/all/
CAFcO6XN7JIDM4xSXGhtusQfS2mSBcx50VIKwQpCq=WelLt57aaZA@mail .gmail.com/", "https://
ubuntu.com/security/notices/USN-5792-1", "https://ubuntu.com/security/notices/
USN-5791-2", "https://ubuntu.com/security/notices/USN-5791-1", "https://ubuntu.com/
security/notices/USN-5793-2", "https://git.kernel.org/pub/scm/linux/kernel/git/
torvalds/linux.git/commit/?id=8423f@b6d513b259fdab9c9bf4aaa6188d054c2d", "https://
ubuntu.com/security/notices/USN-5793-1", "https://ubuntu.com/security/notices/
USN-5792-2", "https://ubuntu.com/security/notices/USN-5791-3", "https://ubuntu.com/
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security/notices/USN-5793-4", "https://ubuntu.com/security/notices/USN-5793-3",
"https://git.kernel.org/linus/8423f@b6d513b259fdab9c9bf4aaa6188d054c2d(6.0-rc5)",
"https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-3303"],
"relatedVulnerabilities": [],
"source": "UBUNTU_CVE",
"sourceUrl": "https://people.canonical.com/~ubuntu-security/cve/2022/
CVE-2022-3303.html",
"vendorCreatedAt": "Sep 27, 2022, 11:15:00 PM",
"vendorSeverity": "medium",
"vulnerabilityId": "CVE-2022-3303",
"vulnerablePackages": [{
"arch": "X86_64",

"epoch": 0,

"fixedInVersion": "0:5.15.0.1027.31~20.04.16",

"name": "linux-image-aws",

"packageManager": "0S",

"remediation": "apt update && apt install --only-upgrade linux-image-

aws",
"version": "5.15.0.1026.30~20.04.16"
1]
},

"remediation": {
"recommendation": {

"text": "None Provided"
}
.
"resources": [{
"details": {
"awsEc2Instance": {
"iamInstanceProfileArn": "arn:aws:iam::111122223333:instance-

profile/AmazonSSMRoleForInstancesQuickSetup",
"imageId": "ami-@b7ff1a8d69f1lbb35",
"ipV4Addresses": ["172.31.85.212", "44.203.45.27"],
"ipV6Addresses": [],
"launchedAt": "Jan 19, 2023, 7:53:14 PM",
"platform": "UBUNTU_20_04",
"subnetId": "subnet-8213f2a3",
"type": "t2.micro",
"vpcId": "vpc-ab6650d1"

1,

"id": "i-0c2a343f1948d5205",
"partition": "
"region": "us-east-1",

aws",
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"type": "AWS_EC2_INSTANCE"

1,

"severity": "MEDIUM",

"status": "ACTIVE",

"title": "CVE-2022-3303 - linux-image-aws",
"type": "PACKAGE_VULNERABILITY",
"updatedAt": "Jan 19, 2023, 10:46:15 PM"

£1% EventBridge F N LUE E1& Amazon Inspector BV IAELE R

N T2S Amazon Inspector HEL R AT W14 | AL EventBridge IRB XX EHE RO B
NERIRE, REFEERRMAEEFEB4, Slack 3 Amazon Chime &ZIE™E M CRITICAL
M HIGH MiAZERIIZEE, B3 WMAIRE Amazon BRBHABRSEIE , AR ZETXBKE
EventBridge SE4HN,

1% ;%8 Amazon SNS FFT Mk S

EiREBTER , BHHE %L Amazon Simple Notification Service F1i&E — N EBH RN — Nk 2o

WIS O ¥ E E R Amazon Inspector HE X MEIE L X B4, ATLATE EventBridge E4F#H1 N 62 5
B2 ERF SNS EER MBI EHHN &,

Email setup
£l SNS &

1. 1E£ v3/home L& FIS# SNS £l &2, https://console.aws.amazon.com/sns/
2. MNESMBERFPIEREE K ARERFENEZH,

3. HEIEXBIor , R, TR, mATEREH , W Inspector_to_Email, Hhi¥
MEE R ER,

4. BRFUEEF, XFTF N2 EFHER R AE SN ER.
5. HEITR&DH , EFEIRITE,

a. MR E IR R FEf 4,

b. HmAFERYP , MINERER T EWEANMN B FHp4F bt

o
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7.

® Note
BIRITHE , EEEBI B FHAEFHEIATE,

c. IEFBIEITH,
ERHFPEWITIER , AREREINTHE,

Slack setup

£l3 SNS =&

1.
2.
3.

£ v3/home LB FI ¥ SNS ##|&, https://console.aws.amazon.com/sns/
MNEMERPERETE , AREFRLUERITH,

ECIEETEEH DA | RFEbRHE, TR, MATEBZH , W Inspector_to_Slack., Hthi¥
MEBRIIEN, EFRCEZTTUTRIF LN EE,

ERMRNAREFEFHPEE Amazon Q F A&

1.

EPXBAREFEH AP SHME Amazon Q FF A% , Wik A https:/console.aws.amazon.com/
chatbot/,

MELE B P i AR IR R B E R B i
1£$R Slack , AREIEFEELAFIA

(® Note

1%3% Slack B , BTGB EFE AV REIAB XM AREFHH Amazon Q Developer
T[] 48 Y 53038 B9 A PR

EREEMBEATAEERAREEER.

a. WABEEMBE,
b. XtF Slack BiE , R ELEFHANBEE,
c. fESlack® , AREFEERMHERE SR K SHLEEENEE ID,

d. EHXRAREFEFHH Amazon Q Developer B O |, fF&EM Slack E#HIRYSTE ID ¥y
BIFANSIIE ID FE&HF., AWS Management Console
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e. ENRY , IREEREAG , BTEREARRCIE IAM BE,

f. XNTREER , FEFBHANR, X2 Amazon Q FREEWRNAREFFEAR IAM

REEENR, ZEMH N CloudWatch Bk, EHMBELLK Amazon SNS £ EMH 7T HE
BV ER AN F1 H A BR .

g. XFHEFEBER , HiEE Amazoninspector 2, ReadOnlyAccess

h. &EBECHIZ SNS TENXE , AREREREENA T O Slack BEXEBAHHN
Amazon SNS i,

RIS,

Amazon Chime setup

£l3 SNS =&

1.
2.
3.

£ v3/home LB FI S# SNS ##|&, https://console.aws.amazon.com/sns/
MNEMBERPERETE , AREFRLUERITH,

ECIEETEEH DA | RFEbRAHE, TR, MATEBZH , W Inspector_to_Chime, Hthi¥
MEBRIEN, EFRCIEFTTIUTR,

ERMRNARFEFHPEE Amazon Q F A&

1.

o & w0 DN

EPXBAREFEH AP SHME Amazon Q FF A% , Wik A https:/console.aws.amazon.com/
chatbot/,

MEEENEFFinERFERR BTN,
i%4E Chime , AFEFREENHEIA,
EREFAEEESRTD , WABENEN.
#£ Amazon Chime RITFHENIKE,

a. EEALANNEE , RFIEFEEE Webhook MBFERF.
b. EFEEH URL LA Webhook URL & I EIBI 4R,

EHMRMARFFHN Amazon Q FFREEQH |, FEEHK URL #EE Webhook M itk =7 B
F, AWS Management Console

ENRF , IREEREAG , TEREAERCIE IAM €,
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8. XWTEMER , FEBRBANE, X2 Amazon Q A X EEWMRNARFEFFERAN IAM K
MR, A CloudWatch Bk, =4 BELLK Amazon SNS FF M T L ERYEELF S H
PR

9. EBRZZHIBIE SNS EBW X , REERECIZEMN A F B Amazon Chime Bl R E &KX EH
B Amazon SNS &,

10. EEBE.

58 2 % : A Amazon Inspector Y& 4L R 812 EventBridge H M|

1. ERAENEILEER,

ITFF L G 3# EventBridge 8 #1& , Bk https://console.aws.amazon.com/events/o
MNEMBERFEERN , RFRFCIZAN,

BMAMNER , ZEAEFERAHEIR,

EREEEHEINAN , RAEEET -5,

EEHEXERP , EEAENER (JSON HiER ) o

T ER JSON ¥ EmiEes .

N o a k& Db

{
"source": ["aws.inspector2"],
"detail-type": ["Inspector2 Finding"],
"detail": {
"severity": ["HIGH", "CRITICAL"],
"status": ["ACTIVE"]

}
}
(® Note
HRK 24X Amazon Inspector MBI B i E MR CRITICAL = HIGH KIEZIRE
I EIEBH,

MATEMHERG  BET -5,
8. HMAEBIIMEL , &#F AWS RS, RE , W TEFEERRE | £#F SNS £&,
9. XNTEREXE , FREEESE 1 THEER SNS TENEW. REEET -5,
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10. REFJFERMMATERE , REEET -5,
1. REAN , REEFCIEAN,

EventBridge & F Amazon Inspector 2k /7 i85

MREZ Amazon Inspector FIIRNEE R , EventBridge NN SBFELWRAKF PN ERFAESE
RERELHKS L, MMRELES EventBridge BE RS IEBLIEE (M E—HFHR ) |, ZIFKE
BRENKFHEH, RIiER , RTEESKFERNBAERINSEHNEANI , BESKWEEHK
AKFERWRAERIAMNEHBEA,

BRI LAERBAELXIA JSON EAEEF M accountId RiIRBIF=4 Amazon Inspector A2 & TN B
Ak,
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£ H Amazon Inspector 5 {932 #i H #x

ZIRHEARET XS Amazon Inspector R EIREHE TILESITHIBERR, EAEHERTBHEES
ENMEZRERI,

® Note

MRENKSF RALNEREZERKS , MRFHER S ERX TR SR AR A 2k
FHER.

AEBNMBMAERNURRM T R RAARIRVA A
F&

- EF 2HHER

o TERERIEARA S ERBE

BE #HmER

ZEHERERTHAEEERNERTRERIANMKE . NRRSED B RIF —RXBE. ETUES
ERRERA LAMNERRIFERRFHRIFAE, TUETIERMENTE REE LM B B FHE,

(® Note

MRENKFREALNERERAKS , WA BT EKS FERPWAKAKS ID REFK
R KPR S it R

EFEHIER

1. FERENEIEESR , AABTE https://console.aws.amazon.com/inspector/v2/ home H3TF Amazon
Inspector ZH| A& -

2. MNSMBEHREFEZEFER.
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T R SIE AR A 4 H AR

NURRH BN BRENTBEFNRNBENILE | FIETT #S8 AWS FIRIVIRER
AWS X1,

HEESRTHE

MEBSUE 2 RMEE X Amazon Inspector HEHN B RNEITHIE. EXTHF , BALESR
Amazon Inspector HF# L 5% EC2 3£4l. Amazon ECR BH AWS Lambda BN HKEFN T
P, WMBRELL Amazon Inspector ZHEEE A AWS Organizations M EEZ/NKF |, £1F
FEIARKF BB, BUE Amazon Inspector WEEU R HLFENARBER, LIETLUFER
1H 50 25 SR 8 TE WP LE B R R 4E Amazon Inspector WEBHSTEIKN ., XLERRAIEISHEHEM | XL
FHARASWARNA  FENALEIBNK. BXEZELE , S H1T{E Amazon Inspector X &
AWS MBI B &HTHE

ER—ANBEDEAS , AHAFMEEANKFAEETH, KREETTEHABEIFEHNTLE Amazon
Inspector SHE LMK . I Z# EC2 SEHIFIT i ECR FEE,

BEUEHMTAR :

+ Account

- 341

- RERTFEE

- BREBERE&

* Lambda
EEZRERY

EZRERNBIRATHREFEERFIUENBEURREFRERELRINNER, EATH
BERBRFRMINEBEE R, BXREEZRELRINLUK Amazon Inspector NAITRAEEEMHNEZE
B, 53 7 # Amazon Inspector &L,

ERE-NEBEERAERNAR , 2HAFMBRERINE , AEINARERH  EREMMES AT
BENRMEEERELRI,

EERERNAENTIR

« Amazon Inspector XBHRBLER

« Amazon EC2 EHIBELER

- Amazon ECR BB EBBAEL
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« Lambda EREHY &K
EHTXEHI# R

ETRENIIEBLERNANFECERBUNEFS , XLEMBERMIMF R KD 5
R BEXERFEUTUAEZRONEHGHRBRORKE, 2REFTEMUAEFTAXNESE N
HE BN Z I E R

BEREERERIANIKS
‘RIMZERBHIKS” B2 ERTENRRPRIAFZRBHINENS AWS K7, URZKFHEES

RE¥. KRB Amazon Inspector BtBE R FEAB TSN , THEBIZRNEEAK,TE
BEARE2. AWS Organizationstt i E AT AEBI R EE R 7T 7 4H LA A BRLE K = IS AY XUBS & Ko

EEKF IDUEEEXZEMEAKFHNESELR,
BEREEAEXRIM Amazon ECR ZEE

BERZEERE R Elastic Container Registry (ECR) ZEEH D E R EF LI EREERBEM
BAELINNETEA Amazon ECR FiEE. ZUBEEREFEHESRM. AWS KPR, FEL
EAH, FERBDHRENRE LS. LU E TIHS BT E WL 176 2 E Ia A XS & Ko
EREHEEMUEEEXZIRNFEHENESER,

DEREERERINARMEK
BEREERERINAHZNEGH,ERKEFIEREERERINTENBTHBRG, ZUEE

TEREBHREHE, FRESN. BEGEE. AWS K/RRM, FERPHRENFESH. LWHE
RN ARFEERERERRRETRFEEEENENE I,

RBRABMBREEERZITNNISEMBNEZEL,
BEREERAELIMES
“RIMEXEOA BLERTRIAB BN AN Amazon EC2 41, ZME S REHIFRIRE.
AWS Ik FARINAF, T E5RE& (AMI) FRIREF. mEMBHEHRENMEE S, LB T
E/iR G & 1 E WL S A T AEE B8 %b
S ID LEEEXZ MY Amazon EC2 RN EZEE,
DEREZERERINMIL S HY.EFEK (AMI)

TERKRBLE RN Amazon HEBRRE (AMIs) B85 &R T EMWIRE AMIs FRIFXBHRIEAD,
ZUEETR AMI FRRFF, AWS IKFHRIRRF, FRRHIEITHERE EC2 SKHIHKE. AMI ¢l H
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B, AMI WIRERSTE, FERTRENRBER. L9l E B ER R HERTA & i E L
AMISTIREE B E &,

ERFEMEFUEFTERNZE M AMI BHHEFNESER.

AWS Lambda & I &< 8 1Y B 2K
BEREZRERIAMAWS Lambda BB H 2 ETRHEFEEREZREXRIAMNBIEA Lambda
B, ZME LR Lambda BB R, AWS KRR, BTRME, FERIHE. SRR
ENRELR, LUNEATABEMIZEMEEBEMRL Lambda B ATREFE EEE.
EBRHBENRTEFTEXZ N AWS Lambda BB EZE R,

Amazon Inspector £ A &< @B A I B TRIBEME
‘FESFERBREINIE B2ERTRIAXBERNIENIME., BAILLEE - EXRES
BRAELERNFAGE ., SMER—MAR , FEBEERBXINERMENEEE, AELR
M FERENENNBEHRETENSER, CERTHEABIEENSTREREN LI, ©F
L ETREN RN L RERS
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# & Amazon Inspector J&AEIEE

& A LATE Amazon Inspector iAIEFEFE REBERAREEE (CVE ) - Amazon Inspector £ KA
BWIBERWEERERE CVE ID HBXMFMER., B L CVE FAEERELERXLFMAE
B Amazon Inspector £ BRERIRIEEREEFE N H 4R H £ FELI . Amazon Inspec CVEs tor {X
X CVE #AGEEREN “RUTEE HBoPIEHNEE. ATMBUNAEEA CVE ID #%E Amazon
Inspector J&IEEIERE.

(® Note
B &l , CVE # & A X #F Microsoft Windows.,

BRINEHEE

RIS B UAIER SIS P LUK EH Amazon Inspector AP 1 RiREHRIERE,

(@ Note
IR ATE L BT RRASHB0E Amazon Inspector , AWS X183 AR5 F #EiE BRI HIEE.

Console

1. FERAZMNEIERES , ARBE https://console.aws.amazon.com/inspector/v 2/home F$TF
Amazon Inspector #2414

2. NEMERT , 2RFRABEFER,
3. EEREF WMACVEID, AREEREER,

API

11T Amazon Inspector SearchVulnerabilitiesAPl , ##&filterCriterialA FHERNIZHEA CVE
ID : CVE-<year>-<ID>,

TH## CVE F4EE

AT AN ERE CVE FHEERHE.
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CVE 4E R

CVE BHEREBIBEUATER :

« CVE #12# ID

- CVE &Mt

- BRREITS RS (CVSS ) MIEBFTMN TS RS (EPSS ) 49
- RAFE

@ Note
MBHFERRAZE , N Amazon Inspector A X #F# M &M CVE ID,

WERFEHE ( CWE )
- HNECIZNER RS

RIATR
WRERBSEMHT BRI ERAE  ALRARA B RN LREAN AT RANA B,

CHREETREMELZENEMRERZELBE (CISA) WEIE , HhaiEx K. CVE #Fma e
BRI AREE &M BHUK CISA HiEE Y FIEE CVE B A i,

;Q%L:I 0N
SERRM T HIRERE | THIRIRAEX CVENEZER.
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SBOMs fE L 53 Inspector S H

RUYELEE (SBOM ) RERBEFRMEFRME=ZSHHFHAHNIREEFE, Amazon Inspect
SBOMs or AEKIMEREENE IR, RALUER Amazon Inspector &) & 5 Amazon Inspector API
SBOMs ARHERLERK. EEUSH SBOMs Amazon Inspector X MU EEWFIERR. 25 H
SBOMs ZHEXREHNHHHNNER. BALIBI ITH AWS REESTEREFRERRS. AN
FEmAEEFN S SBOMs,

(@ Note
B &l , Amazon Inspector & SBOMs X #&5 H Windows Y & i# EC2 354,

Amazon Inspector

Amazon Inspector 3% SBOMs LA CycloneDX 1.4 #1 SPD X 2.3 # A& RX S H. Amazon Inspector
SBOMSs £ ISONI 4 H B #&3% 289 Amazon S3 Z6EH.

(® Note

M Amazon Inspector & H# SPDX #&X 5 M SPDX 2.3 WR4EHA , BT ELNA
BiMY (CCO) FB. XRRANBEUFERITATHFEH D ZXRREM B

5k B Amazon Inspector #J CycloneDX 1.4 SBOM #& = 7Rl

{
"bomFormat": "CycloneDX",
"specVersion": "1.4",

"version": 1,
"metadata": {
"timestamp": "2023-06-02T01:17:46Z",
"component": null,
"properties": [
{
"name": "imageId",
"value":
"sha256:c8ee97f7052776ef223080741f61fcdf6a3a9107810ea9649f904aa4269fdace"
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},
{
"name": "architecture",
"value": "arm64"
},
{
"name": "accountId",
"value": "111122223333"
},
{
"name": "resourceType",
"value": "AWS_ECR_CONTAINER_IMAGE"
}
]
},
"components": [
{

"type": "library",
"name": "pip",
"purl": "pkg:pypi/pip@22.0.47?path=usr/local/lib/python3.8/site-packages/
pip-22.0.4.dist-info/METADATA",
"bom-ref": "98dc550d1e9a0@b24161daaadd535c699"
},
{
"type": "application",
"name": "libss2",
"purl": "pkg:dpkg/libss2@l.44.5-1+debl@u3?
arch=ARM64&epoch=0&upstream=1ibss2-1.44.5-1+deblQu3.src.dpkg",
"bom-ref": "2f4d199d4ef9e2ae639b4f8d04a813a2"
.
{
"type": "application",
"name": "liblz4-1",
"purl": "pkg:dpkg/liblz4-1@1.8.3-1+deblQul?
arch=ARM64&epoch=0&upstream=1iblz4-1-1.8.3-1+debl@ul.src.dpkg",
"bom-ref": "9a6be8907ead891b070e60f5a7b7aa9a"
},
{
"type": "application",
"name": "mawk",
"purl": "pkg:dpkg/mawk@l.3.3-17+b3?
arch=ARM64&epoch=0&upstream=mawk-1.3.3-17+b3.src.dpkg",
"bom-ref": "c2015852a729f97fde924e62al16f78a5"
.
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{
"type": "application",
"name": "libgmplQ",
"purl": "pkg:dpkg/libgmpl0@6.1.2+dfsg-4+debl@ul?
arch=ARM64&epoch=2&upstream=1ibgmpl0-6.1.2+dfsg-4+debl@ul.src.dpkg",
"bom-ref": "52907290f5beef@0dff8da77901b1085"
},
{
"type": "application",
"name": "ncurses-bin",
"purl": "pkg:dpkg/ncurses-bin@6.1+20181013-2+deb1l@u3?

arch=ARM64&epoch=0&upstream=ncurses-bin-6.1+20181013-2+debl0@u3.src.dpkg",

"bom-ref": "cd20cfb9ebeeadba3809764376f43bce"

}
1,
"vulnerabilities": [
{
"id": "CVE-2022-40897",
"affects": [
{
"ref": "a74a4862cc654a2520ec56dadc81lcdb3™
.
{
"ref": "0119eb286405d780dc437e7dbf2f9d9d"
}
]
}

3k B Amazon Inspector 9 SPDX 2.3 SBOM #& = 7~ 4l

{
"name": "409870544328/EC2/i-022fba820db137c64/ami-074ealstc@8effb2d8",
"spdxVersion": "SPDX-2.3",
"creationInfo": {
"created": "2023-06-02T21:19:227",
"creators": [
"Organization: 409870544328",
"Tool: Amazon Inspector SBOM Generator"

]
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iy
"documentNamespace": "EC2://i-022fba820db137c64/AMAZON_LINUX_2/null/x86_64",
"comment": "",

"packages": [{
"name": "elfutils-libelf",
"versionInfo": "0.176-2.amzn2",
"downloadLocation": "NOASSERTION",
"sourceInfo": "/var/lib/rpm/Packages",
"filesAnalyzed": false,
"externalRefs": [{
"referenceCategory": "PACKAGE-MANAGER",
"referenceType": "purl",
"referenceLocator": "pkg:rpm/elfutils-libelf@@.176-2.amzn2?
arch=X86_64&epoch=0&upstream=elfutils-1ibelf-0.176-2.amzn2.src.xrpm"
1,
"SPDXID": "SPDXRef-Package-rpm-elfutils-libelf-ddf56a513c@e76ab2ae3246d9a91c463"
},
{

"name": "libcurl",
"versionInfo": "7.79.1-1.amzn2.0.1",
"downloadLocation": "NOASSERTION",
"sourceInfo": "/var/lib/rpm/Packages",
"filesAnalyzed": false,
"externalRefs": [{
"referenceCategory": "PACKAGE-MANAGER",
"referenceType": "purl",
"referenceLocator": "pkg:rpm/libcurl@7.79.1-1.amzn2.0.17?
arch=X86_64&epoch=0&upstream=1ibcurl-7.79.1-1.amzn2.0.1.src.rpm"

1,
{
"referenceCategory": "SECURITY",
"referenceType": "vulnerability",
"referencelLocator": "CVE-2022-32205"
}
1,

"SPDXID": "SPDXRef-Package-rpm-libcurl-710fb33829bc5106559bcd380cddb7d5"

},

{
"name": "hunspell-en-US",
"versionInfo": "0.20121024-6.amzn2.0.1",
"downloadLocation": "NOASSERTION",
"sourceInfo": "/var/lib/rpm/Packages",
"filesAnalyzed": false,
"externalRefs": [{
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"referenceCategory": "PACKAGE-MANAGER",
"referenceType": "purl",

"referenceLocator": "pkg:rpm/hunspell-en-US@Q.20121024-6.amzn2.0.1?
arch=NOARCH&epoch=0&upstream=hunspell-en-US-0.20121024-6.amzn2.0.1.src.rpm"

11,

"SPDXID": "SPDXRef-Package-rpm-hunspell-en-US-del9ae0883973d6cea5e7e079d544fe5"

1,
{
"name": "grub2-tools-minimal",
"versionInfo": "2.06-2.amzn2.0.6",
"downloadLocation": "NOASSERTION",
"sourceInfo": "/var/lib/rpm/Packages",
"filesAnalyzed": false,
"externalRefs": [{
"referenceCategory": "PACKAGE-MANAGER",
"referenceType": "purl",
"referencelLocator": "pkg:rpm/grub2-tools-minimal@2
arch=X86_64&epoch=1&upstream=grub2-tools-minimal-2.06-2
1,
{
"referenceCategory": "SECURITY",
"referenceType": "vulnerability",
"referenceLocator": "CVE-2021-3981"
}
1,

.06-2.amzn2.0.67?
.amzn2.0.6.src.rpm"

"SPDXID": "SPDXRef-Package-rpm-grub2-tools-minimal-c56b7ea76e5a28ab8f232ef6d7564636"

}I
{

"name": "unixODBC-devel",

"versionInfo": "2.3.1-14.amzn2",
"downloadLocation": "NOASSERTION",
"sourceInfo": "/var/lib/rpm/Packages",
"filesAnalyzed": false,

"externalRefs": [{

"referenceCategory": "PACKAGE-MANAGER",
"referenceType": "purl",

"referenceLocator": "pkg:rpm/unixODBC-devel@2.3.1-14.amzn2?
arch=X86_64&epoch=0&upstream=unix0DBC-devel-2.3.1-14.amzn2.src.rpm"

11,

"SPDXID": "SPDXRef-Package-rpm-unixODBC-devel-1bb35add92978df021a13fc9f81237d2"

}
1,
"relationships": [{
"spdxElementId": "SPDXRef-DOCUMENT",
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"relatedSpdxElement": "SPDXRef-Package-rpm-elfutils-libelf-
ddf56a513c0e76ab2ae3246d9a91c463",
"relationshipType": "DESCRIBES"
I
{
"spdxElementId": "SPDXRef-DOCUMENT",

"relatedSpdxElement": "SPDXRef-Package-rpm-yajl-8476ce2db98b28cfab2b4484f84f1903",
"relationshipType": "DESCRIBES"
1,
{
"spdxElementId": "SPDXRef-DOCUMENT",
"relatedSpdxElement": "SPDXRef-Package-rpm-unixODBC-
devel-1bb35add92978df021a13fc9f81237d2",
"relationshipType": "DESCRIBES"
}
1,
"SPDXID": "SPDXRef-DOCUMENT"

}
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ERENEIER B3RS H SBOM,
Console

1. FEREMEIEERESR , RETE https://console.aws.amazon.com/inspector/v2/ home H 3 FF
Amazon Inspector 2% A&,

2. FATEALAN AWS XiF £F8E , EBREEENHSH SBOM B F R XE,
3. ESMmERT , %R S SBOMSs,

4. (WiE)7E “SH SBOMs” WEH , FRARMEESKEERENHCIBRENREREFE, ZZEI
RARBEHIFEIESZMY , Amazon Inspector S HAAE R BRNIEE, NMRERZRERER |
FaFEEALPNFEEDER,

5. ESHIRET , “EFEM SBOM &,
6. i A Amazon S3 URI 5i%&#3 % Amazon S3 , &% —4 Amazon S3 & X 1Zf% SBOM,
7. % AR Amazon Inspector LB Z4A , AT M&ERE. AWS KMS
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API

ELURIEA N SBOMs REAMEIRSH , A Amazon Inspector API
9 CreateSbomExportig k.

FEiERS , £ reportFormat SEIEE SBOM &3 |, 1%£#% CYCLONEDX_1_4 =X
SPDX_2_3, s3Destination SR AHERN A MABKIIEE —MEE T KKK S3 7

¥ , BLAF Amazon Inspector M E#TE A, ( A% ) £/ resourceFilterCriteria &
BRI EWSEE R H TS EN TR,

AWS CL

EFHS SBOMs HBH &R , iH AWS Command Line Interface IZ{TUL T $ :

aws inspector2 create-sbom-export --report-format
FORMAT --s3-destination bucketName=amzn-s3-demo-
bucketl,keyPrefix=PREFIX,kmsKeyArn=arn:aws:kms:Region:111122223333:key/123

EEHERS | BFORMATE R N IBEERIIE , CYCLONEDX_1_4ZHSPDX_2_3, AFE , H
s3 B#rHY user input placeholders BN ESHEIN S3 FHEMNWER, AT S3 i
HEEIE , URBATFMERERN KMS 248 ARN,
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I ¥ Inspector EventBridge B4HI I S B4 2244

I 53 EventBridge >k B B AR F ME N AR F B SER BB R &8 AWS RS BB 4R , iz AWS
Lambda E%k, 5% a8 MRS EBHM Amazon Kinesis Data Streams R EIEFR. I T X
SHMMARE. RESMREMER , Amazon Inspector £ BT HEL R EventBridge fERE
HERME, EAILAER Amazon Inspector K BEXRFELRI, BERNPABNES, XTRHET
EventBridge 489 RBIZRH,

£

« WG# Inspector KL S i# EventBridge B2
« Amazon Inspector 2 & I =42 85 Rl

« Amazon Inspector #3413 3 55 B B4 22 44 R 4

« Amazon Inspector B & R EH LR 5

« Amazon Inspector B3 /5 A 214 R 5l

W B3 Inspector BV & # EventBridge E4<ZE 4

AR & Amazon Inspector EventBridge B4 EAREM R, EHFFEREHLREMR,

{
"version": "Q",
"id": "Event ID",
"detail-type": "Inspector2 *event type*",
"source": "aws.inspector2",
"account": "AWS ## ID (string)",
"time": "event timestamp (string)",
"region": "AWS ## (string)",
"resources": [
*IDs or ARNs of the resources involved in the event*
1,
"detail": {
*Details of an Amazon Inspector event type*
}
}
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Amazon Inspector &2 & I E 4 2R ¥ 7R 5l

LU 2#E Amazon Inspector &4 R EventBridge FIEH R R, 2 Amazon Inspector & IR #
ENBRRPEERGRBESINER BN , Rt BRERNES., BXRUBHNHESHNBENNIE
B, TS RERT D 8IEX Amazon Inspector &L R B E X [EE EventBridge.

AT PBRTRBER NS -

« detail-type I®EN Inspector2 Finding.
« detail R T RELH,
- detail.resources.tags RIF#HBEHRENE.,

BELFFRIETF , EEHNTRRRNMAERNRENBERNEHRY,

Amazon EC2 package vulnerability finding

"version": "Q",
"id": "4d621919-f1f4-4201-a0e2-37e4e330ff51",
"detail-type": "Inspector2 Finding",
"source": "aws.inspector2",
"account": "123456789012",
"time": "2024-09-04T17:00:36Z",
"region": "eu-central-1",
"resources": [
"i-12345678901234567"

1,
"detail": {
"awsAccountId": "123456789012",
"description": "In snapd versions prior to 2.62, snapd failed to properly

check the destination of symbolic links when extracting a snap. The snap format
is a squashfs file-system image and so can contain symbolic links and other file
types. Various file entries within the snap squashfs image (such as icons and
desktop files etc) are directly read by snapd when it is extracted. An attacker who
could convince a user to install a malicious snap which contained symbolic links
at these paths could then cause snapd to write out the contents of the symbolic
link destination into a world-readable directory. This in-turn could allow an
unprivileged user to gain access to privileged information.",

"epss": {

"score": 0.00043
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3,
"exploitAvailable": "NO",
"findingArn": "arn:aws:inspector2:eu-

central-1:123456789012:finding/FINDING_ID",
"firstObservedAt": "Wed Sep 04 16:59:44.356 UTC 2024",
"fixAvailable": "YES",
"inspectorScore": 4.8,
"inspectorScoreDetails": {
"adjustedCvss": {
"adjustments": [],
"cvssSource": "UBUNTU_CVE",
"score": 4.8,
"scoreSource": "UBUNTU_CVE",
"scoringVector": "CVSS:3.1/AV:L/AC:L/PR:L/UI:R/S:U/C:L/I:L/A:L",
"version": "3.1"

},
"lastObservedAt": "Wed Sep 04 16:59:44.476 UTC 2024",
"packageVulnerabilityDetails": {
"cvss": [
{
"baseScore": 4.8,
"scoringVector": "CVSS:3.1/AV:L/AC:L/PR:L/UI:R/S:U/C:L/I:L/A:L",
"source": "UBUNTU_CVE",

"version": "3.1"
.
{
"baseScore": 7.3,
"scoringVector": "CVSS:3.1/AV:L/AC:L/PR:L/UI:R/S:U/C:H/I:H/A:H",
"source": "NVD",
"version": "3.1"
}

iF

"referenceUrls": [
"https://www.cve.org/CVERecord?id=CVE-2024-29069",
"https://ubuntu.com/security/notices/USN-6940-1"

1,

"relatedVulnerabilities": [
"USN-6940-1"

1,

"source": "UBUNTU_CVE",

"sourceUrl": "https://people.canonical.com/~ubuntu-security/cve/2024/
CVE-2024-29069.html",

"vendorCreatedAt": "Thu Jul 25 20:15:00.000 UTC 2024",
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"vendorSeverity": "medium",
"vulnerabilityId": "CVE-2024-29069",
"vulnerablePackages": [
{
"arch": "ALL",
"epoch": 0,
"fixedInVersion": "0:2.63+22.04ubuntu®.1",
"name": "snapd",
"packageManager": "0S",
"remediation": "apt-get update && apt-get upgrade",
"version": "2.63"

iy

"remediation": {
"recommendation": {

"text": "None Provided"
}
},
"resources": [
{
"details": {

"awsEc2Instance": {
"iamInstanceProfileArn":
"arn:aws:iam::123456789012:instance-profile/AmazonSSMRoleForInstancesQuickSetup",
"imageId": "ami-02ff980600c693b38",
"ipV4Addresses": [
"1.23.456.789",
"123.45.67.890"
1,
"ipV6Addresses": [],
"launchedAt": "Wed Sep 04 16:57:40.000 UTC 2024",
"platform": "UBUNTU_22_04",
"subnetId": "subnet-12345678",
"type": "t2.small",
"vpcId": "vpc-12345678"

I

"id": "i-12345678901234567",
"partition": "aws",
"region": "eu-central-1",
"type": "AWS_EC2_INSTANCE"

1,
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"severity": "MEDIUM",

"status": "CLOSED",

"title": "CVE-2024-29069 - snapd",

"type": "PACKAGE_VULNERABILITY",

"updatedAt": "Wed Sep 04 17:00:36.951 UTC 2024"

Amazon EC2 network reachability finding

"version": "Q",

"id": "9ebl1l603b-4263-19ec-8be2-33184694cb92",
"detail-type": "Inspector2 Finding",
"source": "aws.inspector2",

"account": "123456789012",

"time": "2024-09-05T13:06:56Z",

"region": "eu-central-1",
"resources": ["i-12345678901234567"],
"detail": {

"awsAccountId": "123456789012",

"description": "On the instance 1-12345678901234567, the port range
22-22 is reachable from the InternetGateway igw-261lbab4d from an attached ENI

eni-094ad651219472857.",
"findingArn": "arn:aws:inspector2:eu-
central-1:123456789012:finding/FINDING_ID",
"firstObservedAt": "Thu Sep 05 13:06:56.334 UTC 2024",
"lastObservedAt": "Thu Sep 05 13:06:56.334 UTC 2024",
"networkReachabilityDetails": {
"networkPath": {
"steps": [{
"componentId": "igw-261bab4d",
"componentType": "AWS::EC2::InternetGateway"
3, {
"componentId": "acl-171b527d",
"componentType": "AWS::EC2::NetworkAcl"
b i
"componentId": "sg-0d34debf87410f2d9",
"componentType": "AWS::EC2::SecurityGroup"
3, {
"componentId": "eni-094ad651219472857",
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"componentType": "AWS::EC2::NetworkInterface"

o {
"componentId": "i-12345678901234567",
"componentType": "AWS::EC2::Instance"

1]

.

"openPortRange": {
"begin": 22,
"end": 22

.

"protocol": "TCP"
1,

"remediation": {
"recommendation": {

"text": "You can restrict access to your instance by modifying the
Security Groups or ACLs in the network path."
}
I
"resources": [{
"details": {
"awsEc2Instance": {
"iamInstanceProfileArn": "arn:aws:iam::123456789012:instance-

profile/AmazonSSMRoleForInstancesQuickSetup",
"imageId": "ami-02ff980600c693b38",
"ipV4Addresses": ["1.23.456.789", "123.45.67.890"],
"ipV6Addresses": [],
"launchedAt": "Wed Sep 04 17:41:24.000 UTC 2024",
"platform": "UBUNTU_22_04",
"subnetId": "subnet-12345678",
"type": "t2.small",
"vpcId": "vpc-12345678"

},
"id": "i-12345678901234567",
"partition": "aws",
"region": "eu-central-1",
"type": "AWS_EC2_INSTANCE"
1,
"severity": "MEDIUM",
"status": "ACTIVE",
"title": "Port 22 is reachable from an Internet Gateway - TCP",
"type": "NETWORK_REACHABILITY",
"updatedAt": "Thu Sep 05 13:06:56.334 UTC 2024"
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}

Amazon ECR package vulnerability finding

"version": "Q",

"id": "5325facf-alaa-7d97-6bce-25fde6f6d2fc",

"detail-type": "Inspector2 Finding",

"source": "aws.inspector2",

"account": "123456789012",

"time": "2024-09-04T16:55:382",

"region": "eu-central-1",

"resources": [

"arn:aws:ecr:eu-central-1:123456789012:repository/inspector2/

sha256:84f507df33c6864d49¢c296Tb734192696e4cb6f78166ac51ac8b9b118181085d"

1,
"detail.resources.tags.testkey": "allow",
"detail": {
"awsAccountId": "123456789012",
"description": "Possible denial of service in X.509 name checks",
"epss": {
"score": 0.00045
.
"exploitAvailable": "NO",
"findingArn": "arn:aws:inspector2:eu-

central-1:123456789012:finding/FINDING_ID",
"firstObservedAt": "Wed Sep 04 16:55:38.411 UTC 2024",
"fixAvailable": "YES",
"lastObservedAt": "Wed Sep 04 16:55:38.411 UTC 2024",
"packageVulnerabilityDetails": {
"cvss": [1,
"referenceUrls": [
"https://www.cve.org/CVERecord?id=CVE-2024-6119",
"https://ubuntu.com/security/notices/USN-6986-1"

1,

"relatedVulnerabilities": [
"USN-6986-1"

1,

"source": "UBUNTU_CVE",

"sourceUrl": "https://people.canonical.com/~ubuntu-security/cve/2024/

CVE-2024-6119.html",
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"vendorCreatedAt": "Tue Sep 03 00:00:00.000 UTC 2024",
"vendorSeverity": "medium",
"vulnerabilityId": "CVE-2024-6119",
"vulnerablePackages": [
{
"arch": "ARM64",
"epoch": 0,
"fixedInVersion": "0:3.0.13-Qubuntu3.4",
"name": "libssl3t64",
"packageManager": "0S",
"release": "Qubuntu3.2",
"remediation": "apt-get update && apt-get upgrade",
"sourcelayerHash":
"sha256:1567e7ea90b67fc95ccdeeec39bdc3045098dee7e@c604975b957a9f8c0e9616",
"version": "3.0.13"
I
{
"arch": "ARM64",
"epoch": 0,
"fixedInVersion": "0:3.0.13-Qubuntu3.4",
"name": "openssl",
"packageManager": "0S",
"release": "Qubuntu3.2",
"remediation": "apt-get update && apt-get upgrade",
"sourcelLayerHash":
"sha256:1567e7ea90b67fc95ccdeeec39bdc3045098dee7e@c604975b957a9f8c0e9616",
"version": "3.0.13"

1,
"remediation": {
"recommendation": {

"text": "None Provided"
}
},
"resources": [
{
"details": {
"awsEcrContainerImage": {
"architecture": "armés4",
"imageHash":

"sha256:84f507df33c6864d49c296fb734192696e4cb6f78166ac51ac8b9b118181085d",
"imageTags": [
"ubuntu_latest"
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1,

"platform": "UBUNTU_24_04",

"pushedAt": "Wed Sep 04 16:55:28.000 UTC 2024",
"registry": "123456789012",

"repositoryName": "inspector2"

},

"id": "arn:aws:ecr:eu-central-1:123456789012:repository/inspector2/
sha256:84f507df33c6864d49c296fb734192696e4cb6f78166ac51ac8b9b118181085d",

"partition": "aws",

"region": "eu-central-1",

"type": "AWS_ECR_CONTAINER_IMAGE"

1,

"severity": "MEDIUM",

"status": "ACTIVE",

"title": "CVE-2024-6119 - 1libssl3t64, openssl",
"type": "PACKAGE_VULNERABILITY",

"updatedAt": "Wed Sep @4 16:55:38.411 UTC 2024"

Lambda package vulnerability finding

"version": "Q",
"id": "9eadd71la-e49c-9864-6ba9-2a5d3f83c88f",
"detail-type": "Inspector2 Finding",
"source": "aws.inspector2",
"account": "123456789012",
"time": "2024-09-04T16:50:37Z",
"region": "eu-central-1",
"resources": [
"arn:aws:lambda:eu-central-1:123456789012:function:VulnerableFunction:
$LATEST"
1,
"detail": {
"awsAccountId": "123456789012",
"description": "Flask is a lightweight WSGI web application framework. When
all of the following conditions are met, a response containing data intended for
one client may be cached and subsequently sent by the proxy to other clients. If
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the proxy also caches 'Set-Cookie’ headers, it may send one client's “session’
cookie to other clients. The severity depends on the application's use of the
session and the proxy's behavior regarding cookies. The risk depends on all these
conditions being met.\n\nl. The application must be hosted behind a caching proxy
that does not strip cookies or ignore responses with cookies. 2. The application
sets ‘session.permanent = True® 3. The application does not access or modify the
session at any point during a request. 4. "SESSION_REFRESH_EACH_REQUEST  enabled
(the default). 5. The application does not set a “Cache-Control® header to indicate
that a page is private or should not be cached.\n\nThis happens because vulnerable
versions of Flask only set the "Vary: Cookie® header when the session is ac",
"epss": {
"score": 0.00208
1,
"exploitAvailable": "YES",
"exploitabilityDetails": {
"lastKnownExploitAt": "Sat Aug 31 00:04:50.000 UTC 2024"
1,
"findingArn": "arn:aws:inspector2:eu-
central-1:123456789012:finding/FINDING_ID",
"firstObservedAt": "Wed Sep 04 16:50:37.627 UTC 2024",
"fixAvailable": "YES",
"inspectorScore": 7.5,
"inspectorScoreDetails": {
"adjustedCvss": {

"cvssSource": "NVD",

"score": 7.5,

"scoreSource": '"NVD",

"scoringVector": "CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N",
"version": "3.1"

},
"lastObservedAt": "Wed Sep 04 16:50:37.627 UTC 2024",
"packageVulnerabilityDetails": {
"cvss": [
{
"baseScore": 7.5,
"scoringVector": "CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N",
"source": "NVD",
"version": "3.1"

iF

"referenceUrls": [
"https://www.debian.org/security/2023/dsa-5442",
"https://lists.debian.org/debian-lts-announce/2023/08/msg@0024.html"
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]I

"relatedVulnerabilities": [],

"source":

IINVDII ,

"sourceUrl": "https://nvd.nist.gov/vuln/detail/CVE-2023-30861",
"vendorCreatedAt": "Tue May 02 18:15:52.000 UTC 2023",
"vendorSeverity": "HIGH",

"vendorUpdatedAt": "Sun Aug 20 21:15:09.000 UTC 2023",
"vulnerabilityId": "CVE-2023-30861",

"vulnerablePackages": [

{

}I

"remediation": {

"epoch": 0,

"filePath": "requirements.txt",
"fixedInVersion": "2.3.2",
"name": "flask",
"packageManager": "PIP",
"version": "2.0.0"

"recommendation": {

"text": "None Provided"
}
I
"resources":
{
"details": {
"awsLambdaFunction":

+zusAagRRMGS8B27c=",

"architectures": [
"X86_64"

iF
"codeSha256": "07jkFEmfPB+CK3Y6Pby5zW9g3jG

"executionRoleArn": "arn:aws:iam::123456789012:role/service-

role/VulnerableFunction-role-f9vs5mg8",

iy

Ilidll:

"functionName": "VulnerableFunction",
"lastModifiedAt": "Wed Sep 04 16:50:20.000 UTC 2024",
"packageType": "ZIP",

"runtime": "PYTHON_3_11",

"version": "$LATEST"

"arn:aws:lambda:eu-

central-1:123456789012: function:VulnerableFunction:$LATEST",

Amazon Inspector & & IS4 2R 19 Rl
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"partition": "aws",
"region": "eu-central-1",
"type": "AWS_LAMBDA_FUNCTION"

1,

"severity": "HIGH",

"status": "ACTIVE",

"title": "CVE-2023-30861 - flask",

"type": "PACKAGE_VULNERABILITY",

"updatedAt": "Wed Sep 04 16:50:37.627 UTC 2024"

Lambda code vulnerability finding

"version": "Q",

"id": "e764f7be-f931-fflb-204b-8cab2d91724b",

"detail-type": "Inspector2 Finding",

"source": "aws.inspector2",

"account": "123456789012",

"time": "2024-09-04T16:51:01Z",

"region": "eu-central-1",

"resources": [
"arn:aws:lambda:eu-central-1:123456789012:function:VulnerableFunction:

$LATEST"

1)

"detail": {
"awsAccountId": "123456789012",
"codeVulnerabilityDetails": {

"cwes": [

"CWE-798"
1)
"detectorId": "python/hardcoded-credentialsevl.0Q",
"detectorName": "Hardcoded credentials",
"detectorTags": [

"secrets",

"security",
"owasp-toplQ",
"top25-cwes",
"cwe-798",
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"Python"
1,
"filePath": {
"endLine": 6,
"fileName": "lambda_function.py",
"filePath": "lambda_function.py",
"startLine": 6
I
"ruleId": "python-detect-hardcoded-aws-credentials"
I
"description": "Access credentials, such as passwords and access keys,

should not be hardcoded in source code. Hardcoding credentials may cause leaks even
after removing them. This is because version control systems might retain older
versions of the code. Credentials should be stored securely and obtained from the
runtime environment.",
"findingArn": "arn:aws:inspector2:eu-
central-1:123456789012:finding/FINDING_ID",
"firstObservedAt": "Wed Sep 04 16:51:01.869 UTC 2024",
"lastObservedAt": "Wed Sep 04 16:51:01.869 UTC 2024",
"remediation": {
"recommendation": {
"text": "Your code uses hardcoded AWS credentials which might
allow unauthorized users access to your AWS account. These attacks can occur
a long time after the credentials are removed from the code. We recommend that
you set AWS credentials with environment variables or an AWS profile instead.
You should consider deleting the affected account or rotating the secret key
and then monitoring Amazon CloudWatch for unexpected activity.\n[https://
boto3.amazonaws.com/vl/documentation/api/latest/quide/credentials.html] (https://
boto3.amazonaws.com/vl/documentation/api/latest/quide/credentials.html)"

}
},
"resources": [
{

"details": {
"awsLambdaFunction": {
"architectures": [
"X86_64"
1,
"codeSha256": "07jkFEmfPB+CK3Y6Pby5zW9gjG
+zusAaqRRMGS8B27c=",

"executionRoleArn": "arn:aws:iam::123456789012:role/service-
role/VulnerableFunction-role-f9vs5mg8",
"functionName": "VulnerableFunction",

"lastModifiedAt": "Wed Sep 04 16:50:20.000 UTC 2024",
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"packageType": "ZIP",
"runtime": "PYTHON_3_11",
"version": "$LATEST"
}
},
"id": "arn:aws:lambda:eu-
central-1:123456789012:function:VulnerableFunction:$LATEST",
"partition": "aws",
"region": "eu-central-1",
"type": "AWS_LAMBDA_FUNCTION"
}
1,
"severity": "CRITICAL",
"status": "ACTIVE",
"title": "CWE-798 - Hardcoded credentials",
"type": "CODE_VULNERABILITY",
"updatedAt": "Wed Sep 04 16:51:01.869 UTC 2024"

(@ Note

FAEEEUNKERNEEENMNIELIH JSON FAFEE. EFRXBREEMNIE LRI WALE
&, REEREBERATNSNMRERN.

Amazon Inspector #1513 & 55 X B 4 22 ¥ TR A

LT RATERIDBEAEN Amazon Inspector EHHEHRM A, EventBridge = Amazon
Inspector FER X B EN R IRV B AEN , 20lBZHEH,

UTZERARBMBHABTREN

« detail-type FERIREN Inspector2 Scan,

« detail WREE— finding-severity-counts X R , ZXN RIFMIHA TERAT=EM K S
BAELINMEE , H120 CRITICAL, HIGH 1 MEDIUM,

MIET R TIER , BRARREER TRV DR EEHFRY,
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Amazon EC2 instance initial scan

"version": "Q",
"id": "28a46762-6ac8-6cc4-4Ff55-bc9ab99af928",
"detail-type": "Inspector2 Scan",
"source": "aws.inspector2",
"account": "111122223333",
"time": "2023-01-20T22:52:357",
"region": "us-east-1",
"resources": [
"i-087d63509b8c97098"
1,
"detail": {
"scan-status": "INITIAL_SCAN_COMPLETE",
"finding-severity-counts": {
"CRITICAL": 0,
"HIGH": 0,
"MEDIUM": O,
"TOTAL": ©
},
"instance-id": "i-087d63509b8c97098",
"version": "1.0"

Amazon ECR image initial scan

"version": "Q",

"id": "fdaa751a-984c-a709-44f9-9a9da9cd3606",

"detail-type": "Inspector2 Scan",

"source": "aws.inspector2",

"account": "111122223333",

"time": "2023-01-20T23:15:182",

"region": "us-east-1",

"resources": [
"arn:aws:ecr:us-east-1:111122223333:repository/inspector2"

1,

"detail": {

Amazon Inspector #1#A 133 5T BB 4 3219 R 6l
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"scan-status": "INITIAL_SCAN_COMPLETE",
"repository-name": "arn:aws:ecr:us-east-1:111122223333:repository/
inspector2",
"finding-severity-counts": {
"CRITICAL": 0,

"HIGH": 0,
"MEDIUM": O,
"TOTAL": ©

},
"image-digest":
"sha256:965fbcae990b0467ed5657caceaecl65018ef44a4d2d46c7cdea80a9dffodlea”,
"image-tags": [
"ubuntu22"
1,

"version": "1.0"

Lambda function initial scan

"version": "Q",
"id": "4f290a7c-361b-c442-03c8-a629f6f20d6C",
"detail-type": "Inspector2 Scan",
"source": "aws.inspector2",
"account": "111122223333",
"time": "2023-02-23T18:06:03Z",
"region": "us-west-2",
"resources": [
"arn:aws:lambda:us-west-2:111122223333:function:lambda-example:$LATEST"
1,
"detail": {
"scan-status": "INITIAL_SCAN_COMPLETE",
"finding-severity-counts": {
"CRITICAL": 0,

"HIGH": 0,
"MEDIUM": @,
"TOTAL": 0

1,

"version": "1.0"
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}

Amazon Inspector & &= R E LK R

AR R AT RIER Amazon Inspector EHHEHRI B, EventBridge = Amazon Inspector 31
BRENBEREETR , 20IBREH, ATFETRAIBEREH

- detail-type FEBIZEN Inspector2 Coverage,
« detail WREE— scanStatus ¥R , AFERERNFHERS

"version": "Q",
"id": "@00adda5-0fbf-913e-bcle-10f0376412aa",
"detail-type": "Inspector2 Coverage",
"source": "aws.inspector2",
"account": "111122223333",
"time": "2023-01-20T22:51:39Z",
"region": "us-east-1",
"resources": [
"i-087d63509b8c97098"
1,
"detail": {
"scanStatus": {
"reason": "UNMANAGED_EC2_INSTANCE",
"statusCodeValue": "INACTIVE"
.
"scanType": "PACKAGE",
"eventTimestamp": "2023-01-20T22:51:35.665501Z2",
"version": "1.0"

Amazon Inspector 7 25 BB 224 7Rl 124



Amazon Inspector AriEE

Amazon Inspector B3 /3 F 2R #3 =

2 Amazon Inspector TTEXIFHMATWRA ALK , BIEAEH SR EZEAZTERNER
EBRTHREZEAEHS

p=ii|
g
—
+}

« detail-type FERI&EE RN Inspector2 AutoEnable,
+ Zdetail W RIHAR T auto enable EH LM ER,

"version": "Q",
"id": "85fc3613-e913-7fc4-a80c-a3753e4aa%9ae",
"detail-type": "Inspector2 AutoEnable",
"source": "aws.inspector2",
"account": "123456789012",
"time": "2024-08-21T02:36:48Z",
"region": "us-east-1",
"detail": {
“version”: “1.0.0”,
“AutoEnableStatus”: “Failed”,
“Reason”: "The number of member accounts enabled with AWS Inspector has reached
the maximum limit of 10,000"
}
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$E AT Amazon Inspector SSM &4 Linux BA % Windows

AEBNET Amazon Inspector SSM 4 Linux LA% Windows 3£,

& F Amazon Inspector SSM #&44 Linux

Amazon Inspector £ Amazon Inspector SSM 4 3T Linux SEAI# TRERLERE. Amazon
Inspector SSM #E#H2 B R$ETE/opt/aws/inspector/bin B FH A Linux E4l £, AIHITXHHY
Z# A inspectorssmplugin,

Amazon Inspector £ Systems Manager Distributor £ #2856 R ZBB ZIFEH . BERITRERER
## , Systems Manager Distributor #l Amazon Inspector M IFEHT S i#h EC2 RHIRERSE. B
* Systems Manager Distributor XFHRERSENER , i5S (AWS Systems Manager Al F 15
M) PHXENRETFEEMNEN,

Amazon Inspector 2 34 B &K EEH Amazon Inspector SSM FAHWENHRERENEE, X
7 4 B X B¥E/opt/aws/inspector/var/input#/opt/aws/inspector/var/output,

Ffpackages.txtX#/opt/aws/inspector/var/outputEi T REREX NN RHF SN TE
B, R Amazon Inspector FERRYEH| L Z XM EIR — N EFS , Ml packages. txt XH27
HENZEFIHNEMLIE,

Amazon Inspector fHiZiHEHH B EEFEHE /var/log/amazon/inspector B %™,
#H% Amazon Inspector SSM 4

IR inspectorssmplugin XHHETEFMER , M SSM KBk InspectorLinuxDistributor-
do-not-delete HET—MEEERZHEMZE inspectorssmplugin,

MREERALDE EC2 il , NZFEARFEIMFRE Linux EHL LEIR.

&R T Amazon Inspector SSM 4 Windows

I 5% Inspector EE A Amazon Inspector SSM &4 F BE1HIRHY Windows 3£4I, Amazon
Inspector SSM i & B3I ZEELRE Windows FEISEHIC: \Program Files\Amazon
\Inspector , ¥} @& N AIHRITH —# HI3X#F InspectorSsmPlugin.exe,

BIBLUT X4 B RN T 1F4 Amazon Inspector SSM 4 IR E R B IE -

E AT Amazon Inspector SSM 4 Linux 126
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* C:\ProgramData\Amazon\Inspector\Input
* C:\ProgramData\Amazon\Inspector\Output
* C:\ProgramData\Amazon\Inspector\Logs

(® Note
ZINER T , Amazon Inspector SSM #EERIZITHE L RIE T EEKE,

(® Note

BRI BAER ... Windows B8 “BRIAEHIEERE REMNZH, B2, &
T ssm:PutInventory l ssm:GetParameter R AR,

## Amazon Inspector SSM #E#

AT A A B

MRFEZFMERT ZInspectorSsmPlugin.exeX 4 , MiZInspectorDistributor-
do-not-deleteth&FHE T REFH TR ZInspectorSsmPlugin. exe X4 Windows 3
HiER, mMRREEHE Amazon Inspector SSM & , fRATLAEAAmazonInspector2-

ConfigureInspectorSsmPluginX R EHEHEME, B2 , Amazon Inspe
PB4 F EIE Windows E#l ( (1REZH Amazon EC2 13 )

(® Note
MRARIEE A Amazon Inspector Z B EIE SSM X , Amazon Inspecto

ctor SSM @M B3I

r SSM fE¢HRHRE

Windows 41 , 8R4 [@ Amazon Inspector SSM i RiEHIE, BEXEZEL , BSH =

A Amazon Inspector,

1%k Amazon Inspector SSM # 4

127
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Amazon Inspector SBOM 4 28

HUYMRER (SBOM ) R— NI EMERHAMENANG. EFNERNEXEN{LIFR. Amazon
Inspector SBOM 4 X85 ( Sbomgen ) 2—f T E , AT, AWK, BR. F#uREUREH
¥ Go M4 H Rust Z#t #IX# 4K SBOM, Sbomgen AIHREHFA B EELZEREFBHREENX
., Sbomgen HEMXXMHE , CELREINEFTAEN. RAMEMTEHEE, RS , Sbomgen FiE
FaBIERHIRAN CycloneDX SBOM, &7 LAfE A Sbomgen A H X &£ B CycloneDX SBOM ,
A[LATE STDOUT 4R , R AIEE Amazon SBOMs Inspector #1THREREN . &7 LLSbomgen
FHHAE CIICD £ —2 , EoBPEAERE , FANIBEEN —I2.

XENEFaRE

Sbomgen 2WELUTEFIRENTFTE

« Alpine APK

+ Debian/Ubuntu DPKG
* Red Hat RPM
- C#

+ Go

« Java

* Node.js

« PHP
 Python

* Ruby

* Rust

XENBASFRREEERE

Sbomgen AT HY Dockerfile HRTFENERGEXTLIERIREKRZLBHE, EXELER , B
2% Amazon Inspector Dockerfile ¥ &,

Z % Sbomgen

Sbomgen {GER T Linux BERS,

XENEFaRE 128
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MR HE Sbomgen F A EFHVERE |, N AME LR Dockere MREDHEN . tar XHFHHVR
BRREEEZERREMRPHBE , MFEFE Dockers,

Amazon Inspector B EZ D EF U TEH MK RS LIZ1T Sbomgen :

- 4% CPU
+ 8 GB RAM

E#% Sbomgen , BT TIRE

1. MR IEH URL F TE&H#T Sbomgen zip X4 :

Linux AMDG64 : https://amazon-inspector-sbomgen.s3.amazonaws.com/latest/linux/amd64/

inspector-sbomgen.zip

Linux ARM64 : https://amazon-inspector-sbomgen.s3.amazonaws.com/latest/linux/arm64/

inspector-sbomgen.zip

HE , BALATH L BIARAR Amazon Inspector SBOM 4 B 28 zip X 4.
2. ERAUTHSHRERTHRHXH

unzip inspector-sbomgen.zip

3. RERINWBEFZRHEBLEUTH

 inspector-sbhomgen— X2REHITHERKK T E SBOMs,

« README. txt - X2 UWAMAEEA Sbomgen X4,

* LICENSE.txt - ltXX# 8= Sbomgen BYER#H1F ATIE,

« licenses - WX #XEE Sbomgen FIERANE=FEFENFTIEEE,
« checksums.txt — It X #iE24 Sbomgen TEMKEHE,

« sbom. json - X2 Sbomgen TEHY CycloneDX SBOM,

« WhatsNew.txt - b XHEEBELENTERS , ALETURIEEE S Sbomgen R4z B E
R E SR B,

4, (&) EANATHSRIEZTENERSMERMTEM
sha256sum < inspector-sbomgen

- FERE5 checksums.txt XHHABTHITHR,

Z % Sbomgen 129
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5. HANUAT@HEHZIERTFITRITNR,

chmod +x inspector-sbomgen
6. EANATHSRIEREEMIIEE Sbomgen :

./inspector-sbomgen --version
BN ZAARIRUTUOTARNBMEHAR

Version: 1.X.X

£ Sbomgen

A NB A LAER Sbomgen WARE AR, AIVBEAERGIH—2 T AR Sbomgen, EE

EIXLERH| , HEIEIT list-examples &5 :

./inspector-sbomgen list-examples

NESRRGLERK SBOM H i 4
& A LAfE FASbomgen SBOMs N ABREBRER I FLE R R XM, ALAEA container Fw
B ALk IhEE,

e

EUTRBFEF , ALY image:tag BN EECHBRE ID , F output_path. json BRANE
R7FHHABEER,

# generate SBOM for container image
./inspector-sbomgen container --image image:tag -o output_path.json

® Note

B RMMERIUR TREX N HER. REB/NTX A LIRS Sbomgen tH8E , EAILURD
BENRTEH. REB/NERTUBEREHE, THRN LARE,

Sbomgen5—i2 ARt ScanSbom , Amazon Inspector Scan APl F&4L# SBOMs EE#id 5,000
NBENEE, EXMERT , Amazon Inspector Scan API 23R [E HTTP 400 a5,

{f# A Sbomgen 130
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MRMEIEHEREIHRE R , BEERMER --skip-files SHEHENHERE Sbomgen 25k,

T~ ER A EEIRRA

ARBEEGPABIEEHR T U THEIRMAM -

« InvalidImageFormat— H#ETERIFH TAR #rk, BEXHHEEXHHNERNE RN SMEG
A%,

« ImageValidationFailure— HABMBHHNREMIABTKERIEAMNRE |, fIIHNEK
ERLTLE, FERHEFTEHAIRBLMNRKL LM, SHA256

- ErrUnsupportedMediaType— HEGEAH B EFTIIFNWHEARENEIM, BXRTIFHERLR
MEES , FERAXENRERENMEFREE,

Amazon Inspector A% #FiZapplication/
vnd.docker.distribution.manifest.list.v2+jsoniE{k3E &, {HZ , Amazon Inspector ¥
XXHFEEE, AREARREIRNESGN , B LUBE --platformSHEARIEEZ £ H BN FE
B, MBRIEE--platform3 % , Amazon Inspector SBOM £ B A RIEFTREMIZITE A Bk
BE,

M B FHMIFEEK SBOM

& 7] LA FiSbomgen SBOMs M B RMERHPERK, AJLAEA directory = archive FanwE AL
IheE. MNREBMNIE XHX ( FIENTER Git FEFE ) £ SBOM , Amazon Inspector Z& 1 £ A itk
I

Rl 1

LTFRBERERTMNE FXHER SBOM B FiT.

# generate SBOM from directory
./inspector-sbomgen directory --path /path/to/dir -o /tmp/sbom.json

RS 2
DTFRBABRERTNFHEXHER SBOM WFinS. NEZFHF .zip, .tar Ml .tar.gz FHEER.

# generate SBOM from archive file (tar, tar.gz, and zip formats only)
./inspector-sbomgen archive --path testData.zip -o /tmp/sbom.json

B FATFREER SBOM 5


https://docs.aws.amazon.com/inspector/latest/user/scanning-ecr.html#ecr-supported-media

Amazon Inspector AriEE

M Go = Rust B4 % =3t #l X4 £E K SBOM

&R LAfE I Sbomgen SBOMs M4mi% /5 HI XA GoMRust —# SIS 4K, AILLER binary Fa®
B RLIEE

./inspector-sbomgen binary --path /path/to/your/binary

BIEEEANBEK SBOM

YRATLAfE A Amazon Inspector SBOM 4 588 SBOMs M\E LN B LERK. TUER volume FH$
BRLLINEE, RINBUEEESNEMS (HIWEREIRSEM Amazon EBS & ) RfEALLINEE. 5
directory Fan S A E , EENBAFETURNBREREINRIERSGE R,

BRI LB S EBS B |, FERNHEEREFIRE T Amazon Inspector SBOM 4 X 25 #Y I 5 #h 38

Bl , REREZEEZEC2 KMl L, N TFHAT I EC2 = HFEEMEHAK Amazon EBS & , &
AT LABIEZBH Amazon EBS RER , RERIFZIRBOIZEFH Amazon EBS BU#ITHE, BXI S
#H EBS WEZER , HSHMT LRI ¥ EBS? £ (Amazon #4 XREMAFIERE) F,

Rl

UTRBRETRTMNERANBLER SBOM BN FiiT. --pathZHNEERABHIRE F.

# generate SBOM from mounted volume
./inspector-sbomgen volume --path /mount/point/of/volume/root

~leT

DTFRBEBEERT —NFaS , ZFIPTMNEREANBER SBOM , [t {EASHBEMRITERN X H
R, --exclude-suffixHEITEME XM ( Hla0 B EXHRFEAEH ) BF , Z--exclude-
suffixZ84ERIER. BRUEERRKEENXHNE RFEHRERBEBE 2 , XAUUEADEHE
RPN FEFERAE,

# generate SBOM from mounted volume with exclusions
./inspector-sbomgen volume --path /mount/point/of/volume/root \
--exclude-suffix .log \

--exclude-suffix cache

BRETHNME X HBREEREC N ERBRR. flm , ZRABEERZTAEES/mnt/volumeBEX
HFIER SR /mnt/volume/var/1ib/rpm/rpmdb.sqlite , HELERKH SBOM /var/lib/rpm/
rpmdb.sqlite FFHEEFREN N ZBEE,

M Go = Rust B4miE =3 HIXHEK SBOM 132
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£ SBOM ki%x4: Amazon Inspector 31T iRE1R 5l

BR T £ SBOM % , #&E A LA{E A Amazon Inspector Scan APl R EANH &K% SBOM #1783
#. Amazon Inspector £5& ¥4 SBOM WABRREFERE , AEEFNAEXINIREL Sbomgen,
BREENAA , 2ETFAERNBRFEHEA XS,

@ Note
BAIIAE AWS Ik BB EREUXPRAYSESI A F InspectorScan-ScanSbom= 8E4E A kb Ih
fEo

EZALINEE , B --scan-sbom SEL#E L Sbomgen CLI, AL --scan-sbom S8i&i%4
LUF4Ef—4 Sbomgen ¥+ : archive, binary, container, directory., localhost,

(@ Note

Amazon Inspector Scan API 7c3% SBOMs £ B 2,000 NMEE, EXMERT , Amazon
Inspector Scan APl £iR[El HTTP 400 Md M,

A SAERA LT AWS CLI 288 AWS N AR R IAM A€ [ Amazon Inspector # 1T & 3 1KAE :

--aws-profile profile
--aws-region region
--aws-iam-role-arn role_arn

#&5& Al LAE R [ Sbomgen 1AL TIREEE |, K@ Amazon Inspector # 1T & 41K 1E,

AWS_ACCESS_KEY_ID=$access_key \
AWS_SECRET_ACCESS_KEY=$secret_key \
AWS_DEFAULT_REGION=$region \
./inspector-sbomgen arguments

EEEWNER , FEH --scan-sbom-output-format cyclonedx S = --scan-sbom-
output-format inspector ¥,
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Rl 1

Lt @5 A H & # Alpine Linux fxZ €] SBOM , AJ/513## SBOM , HFRELEREA JSON X,

./inspector-sbomgen container --image alpine:latest \
--scan-sbom \
--aws-profile your profile \
--aws-region your_region \
--scan-sbom-output-format cyclonedx \
--outfile /tmp/inspector_scan.json

Rl T 2

SR AWS IEBERREZ & [E Amazon Inspector ¥ 1T & 143830

AWS_ACCESS_KEY_ID=$your_access_key \
AWS_SECRET_ACCESS_KEY=$your_secret_key \
AWS_DEFAULT_REGION=$your_region \
./inspector-sbomgen container --image alpine:latest \
-0 /tmp/sbom.json \
--scan-sbom \
--scan-sbom-output-format inspector

T~ 3

W SAER IAM B8 ARN [ Amazon Inspector # 1T & 3 11 .

./inspector-sbomgen container --image alpine:latest \
--scan-sbom \
--aws-profile your_profile \
--aws-region your_region \
--outfile /tmp/inspector_scan.json
--aws-iam-role-arn arn:aws:iam::123456789012:ro0le/your_role

£ A E R R B 5840 M 82

Amazon Inspector SBOM * B 28 IR #E AT A 9 an 5 BLA TUE L B4
BRIARHEMNA

N Amazon Inspector SBOM £ 28 Fan S Ef B3 A ML T BIAR#ENA,

« WFdirectory¥@+ : =##l. programming-language-packages. dockerfile 333254
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« WFlocalhostF&+ :
« XFcontainer¥@® : 0s, . extra-cosystems programming-language-packages. dockerfile,

—HHIERRRAE

os , programming-language-packages , £S5 R/ FFNA

SRR ES
EAFBIAREMAE AN |, FEHA--additional-scanner sk G E N L ER AN

KB, AT RERIMANITHIRER S5 RB.

# Add WordPress installation scanner to directory scan
./inspector-sbomgen directory --path /path/to/directory/ --additional-scanners

wordpress-installation -o output.json

T RERMAERES 2 RIIRFMS NN 55 R

./inspector-sbomgen container --image image:tag --additional-scanners scannerl, scanner2

-0 output.json

BERBREABNRAXG R DPRECER[EH

ED WAL BEARZMGE , BIANER T Sbomgen£133## 200 MB HE/ NI, KT 200 MB B304
BLOEERHEEAHE, HRESBIT 200MB BRust =3 # X - Gos, = # #1324t |, fRATBESIEE!
BERER. BRBANDES  BEH--max-file-sizeZH, XA EBMNEBEATHNES |, 3#

M8 BEBR A ST A SR B AR PR 51 BURL D B R 2 F &

5l
AT RBIHBE I fE A - -max-file-sizeS kG N4 K,

# Increase the file size limit to scan files up to 300 MB
./inspector-sbomgen container --image alpine:latest \

--outfile /tmp/sbom.json \
--max-file-size 300000000

PELREADTERHEEERER. NEEENEEREEERNE,
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BRHEE RS

Sbomgen& R —MER W EHERER , ZIE R AL S H CI/CD HREHHIE ZHRILFHF.

INFO[2024-02-01 14:58:46]coreV1.go:53: analyzing artifact

HN ~~— X\~ —

NFO[2024-02-01 14:58:46]coreV1.go:62: executing post-processors
AILAEALLTR --disable-progress-bar SHEA# EE RS
./inspector-sbomgen container --image alpine:latest \

--outfile /tmp/sbom.json \
--disable-progress-bar

£/ Sbomgen @FAREMFTH 1T H B KIUE

B REEHAAIRES HRIEFT , BT SBOMs M HEREENRBLR, TELHUT
R RK LT -

EREFNEIIHIT SRR (#5)

FNFREZE , AR EMRFATEMRIU. Hlw , WREEHEZE Docker , M AT LAEE A Docker
login in F A AR EMKFETHE MR : docker login,

1. MASEMKRH‘THHRIUE, a0, WREFEAMZ Docker , M AT LASEA Docker login
SEMRIATH BRI

2. MAEMRFITEHRIES , EEMRFNVBIF[MRE LER Sbomgen. EFEALUT RO, HF
image:tag BN ERBHREHNER

./inspector-sbomgen container --image image:tag

FERARERFZEHITEHRIE
FNFXFSGE , BEERUVAFPBIENSE , Sbomgen 2EZER R REBMALZEHE,
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RAriEmE

EFEAUTRA , B image: tag BERANEBEHHENWBRBEW AR , F your_username B¥ABNIA

FZRENAFE :
./inspector-sbomgen container --image image:tag --username your_username
EAFREXNFEHITEHRILE

NTFEXMEE , FRENEBIEMRTEERE . txt XHEH

® Note
HETA P R RERAUL X . AXHFREDE —THEBHT .

EFAUTTRA , B your_username BMNEWRAF A , ¥ password. txt BRAEE

BERTSEN txt X, [ image:tag BN ERBHOBREN B

INSPECTOR_SBOMGEN_USERNAME=your_username \
INSPECTOR_SBOMGEN_PASSWORD="cat password.txt  \
./inspector-sbomgen container --image image:tag

Sk B Sbomgen By % H N A R~HI
THRFEA Sbomgen &R ASRMEH SBOM Kb,

RESH B SBOM

"bomFormat": "CycloneDX",
"specVersion": "1.5",
"serialNumber": "urn:uuid:828875ef-8c32-4777-b688-0af96f3cf619",
"version": 1,
"metadata": {
"timestamp": "2023-11-17T21:36:38Z",

"tools": [
{
"vendor": "Amazon Web Services, Inc. (AWS)",
"name": "Amazon Inspector SBOM Generator",
"version": "1.0.0",
"hashes": [

B

17

ERAERER G ERITH DRI
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"alg": "SHA-256",
"content":
"10ab669cfc99774786301a745165b5957¢c92ed9562d19972Ffbf344d4393b5ebl"
}

}
1,
"component": {
"bom-ref": "comp-1",
"type": "container",
"name": "fedora:latest",
"properties": [
{
"name": "amazon:inspector:sbom_generator:image_id",
"value":
"sha256:c81c8ae4dda7dedc@711daefe4076d33a88a69a28c398688090cl1141leff17e50"
I
{
"name": "amazon:inspector:sbom_generator:layer_diff_id",
"value":
"sha256:eddd0d48c295dc168d0710f70364581bd84blddabbb386c4asde@bb6lde2f2119"
}

}
I
"components": [
{
"bom-ref": "comp-2",
"type": "library",
"name": "dnf",
"version": "4.18.0",
"purl": "pkg:pypi/dnf@4.18.0",
"properties": [

{
"name": "amazon:inspector:sbom_generator:source_file_scanner",
"value": "python-pkg"

I

{
"name": "amazon:inspector:sbom_generator:source_package_collector",
"value": "python-pkg"

I

{

"name": "amazon:inspector:sbom_generator:source_path",

5k B Sbomgen B9 % H R & Rl

138



Amazon Inspector

RAriEmE

"value": "/usr/lib/python3.12/site-packages/dnf-4.18.0.dist-info/METADATA"

iy
{

Ilnamell .

"value":

Ilnamell .

"value":

""amazon:inspector:shbom_generator:is_duplicate_package",
"true"

""amazon:inspector:sbom_generator:duplicate_purl",
"pkg:rpm/fedora/python3-dnfe4.18.0-2.fc39?

arch=noarch&distro=39&epoch=0"

}
]
+
{

"bom-ref":

'comp-3",

"type": "library",

"name": "libcomps",

"version":

"9.1.20",

"purl": "pkg:pypi/libcompse0.1.20",

"properties'
{
"name":
"value":
I
{
"name":
"value":
I
{
"name":
"value":

info/PKG-INFO"
Iy
{

"name" :

"value":

"name" :

"value":

1 : [

""amazon:inspector:sbom_generator:source_file_scanner",
"python-pkg"

""amazon:inspector:sbom_generator:source_package_collector",
"python-pkg"

""amazon:inspector:sbom_generator:source_path",
"/usr/1lib64/python3.12/site-packages/libcomps-0.1.20-py3.12

"amazon:inspector:sbom_generator:is_duplicate_package",
"true"

""amazon:inspector:sbom_generator:duplicate_purl",
"pkg:rpm/fedora/python3-1libcompse@@.1.20-1.fc397?

arch=x86_64&distro=39&epoch=0"

}

.€gg-

5k B Sbomgen B9 % H R & Rl
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]
}

S B ARASHY Amazon Inspector SBOM 4 % 25

A E BRI B K H MBI ARAEY Amazon Inspector SBOM 4 2SRV 8E#E, B X% % Sbomgen KIS
B | 5 R %% Sbomgen,

BRFTARAS

* https://amazon-inspector-sbomgen.s3.amazonaws.com/latest/linux/amd64/inspector-sbomgen.zip

* https://amazon-inspector-sbomgen.s3.amazonaws.com/latest/linux/arm64/inspector-sbomgen.zip

Sbomgen1.8.0

* Linux AMDG64 : https://amazon-inspector-sbomgen.s3.amazonaws.com/1.8.0/linux/amd64/
inspector-sbomgen.zip

* Linux ARM64 : https://amazon-inspector-sbomgen.s3.amazonaws.com/1.8.0/linux/arm64/
inspector-sbomgen.zip

Sbomgen1.7.3

* Linux AMDG64 : https://amazon-inspector-sbomgen.s3.amazonaws.com/1.7.3/linux/amd64/
inspector-sbomgen.zip

* Linux ARM64 : https://amazon-inspector-sbomgen.s3.amazonaws.com/1.7.3/linux/arm64/
inspector-sbomgen.zip

Sbomgen1.7.2

* Linux AMDG64 : https://amazon-inspector-sbomgen.s3.amazonaws.com/1.7.2/linux/amd64/
inspector-sbomgen.zip

* Linux ARM64 : https://amazon-inspector-sbomgen.s3.amazonaws.com/1.7.2/linux/arm64/
inspector-sbomgen.zip
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https://docs.aws.amazon.com/inspector/latest/user/sbom-generator.html#install-sbomgen
https://amazon-inspector-sbomgen.s3.amazonaws.com/latest/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/latest/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.8.0/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.8.0/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.8.0/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.8.0/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.7.3/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.7.3/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.7.3/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.7.3/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.7.2/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.7.2/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.7.2/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.7.2/linux/arm64/inspector-sbomgen.zip

Amazon Inspector AriEE

Sbomgen1.7.1

* Linux AMDG64 : https://amazon-inspector-sbomgen.s3.amazonaws.com/1.7.1/linux/amd64/
inspector-sbomgen.zip

* Linux ARM64 : https://amazon-inspector-sbomgen.s3.amazonaws.com/1.7.1/linux/arm64/
inspector-sbomgen.zip

Sbomgen1.7.0

* Linux AMDG64 : https://amazon-inspector-sbomgen.s3.amazonaws.com/1.7.0/linux/amd64/
inspector-sbomgen.zip

* Linux ARM64 : https://amazon-inspector-sbomgen.s3.amazonaws.com/1.7.0/linux/arm64/
inspector-sbomgen.zip

Sbomgen1.6.3

* Linux AMDG64 : https://amazon-inspector-sbomgen.s3.amazonaws.com/1.6.3/linux/amd64/
inspector-sbomgen.zip

* Linux ARM64 : https://amazon-inspector-sbomgen.s3.amazonaws.com/1.6.3/linux/arm64/
inspector-sbomgen.zip

Sbomgen1.6.2

* Linux AMDG64 : https://amazon-inspector-sbomgen.s3.amazonaws.com/1.6.2/linux/amd64/
inspector-sbomgen.zip

* Linux ARM64 : https://amazon-inspector-sbomgen.s3.amazonaws.com/1.6.2/linux/arm64/
inspector-sbomgen.zip

Sbomgen1.6.1

* Linux AMDG64 : https://amazon-inspector-sbomgen.s3.amazonaws.com/1.6.1/linux/amd64/
inspector-sbomgen.zip

* Linux ARM64 : https://amazon-inspector-sbomgen.s3.amazonaws.com/1.6.1/linux/arm64/
inspector-sbomgen.zip

SEBIRA e


https://amazon-inspector-sbomgen.s3.amazonaws.com/1.7.1/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.7.1/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.7.1/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.7.1/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.7.0/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.7.0/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.7.0/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.7.0/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.6.2/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.6.2/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.6.2/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.6.2/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.6.2/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.6.2/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.6.2/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.6.2/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.6.1/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.6.1/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.6.1/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.6.1/linux/arm64/inspector-sbomgen.zip

Amazon Inspector AriEE

Sbomgen1.6.0

* Linux AMDG64 : https://amazon-inspector-sbomgen.s3.amazonaws.com/1.6.0/linux/amd64/
inspector-sbomgen.zip

* Linux ARM64 : https://amazon-inspector-sbomgen.s3.amazonaws.com/1.6.0/linux/arm64/
inspector-sbomgen.zip

Sbomgen1.5.5

* Linux AMDG64 : https://amazon-inspector-sbomgen.s3.amazonaws.com/1.5.5/linux/amd64/
inspector-sbomgen.zip

* Linux ARM64 : https://amazon-inspector-sbomgen.s3.amazonaws.com/1.5.5/linux/arm64/
inspector-sbomgen.zip

Sbomgen1.5.4

* Linux AMDG64 : https://amazon-inspector-sbomgen.s3.amazonaws.com/1.5.4/linux/amd64/
inspector-sbomgen.zip

* Linux ARM64 : https://amazon-inspector-sbomgen.s3.amazonaws.com/1.5.4/linux/arm64/
inspector-sbomgen.zip

Sbomgen1.5.3

* Linux AMDG64 : https://amazon-inspector-sbomgen.s3.amazonaws.com/1.5.3/linux/amd64/
inspector-sbomgen.zip

* Linux ARM64 : https://amazon-inspector-sbomgen.s3.amazonaws.com/1.5.3/linux/arm64/
inspector-sbomgen.zip

Sbomgen1.5.2

* Linux AMDG64 : https://amazon-inspector-sbomgen.s3.amazonaws.com/1.5.2/linux/amd64/
inspector-sbomgen.zip

* Linux ARM64 : https://amazon-inspector-sbomgen.s3.amazonaws.com/1.5.2/linux/arm64/
inspector-sbomgen.zip
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https://amazon-inspector-sbomgen.s3.amazonaws.com/1.6.0/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.6.0/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.6.0/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.6.0/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.5.5/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.5.5/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.5.5/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.5.5/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.5.4/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.5.4/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.5.4/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.5.4/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.5.3/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.5.3/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.5.3/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.5.3/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.5.2/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.5.2/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.5.2/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.5.2/linux/arm64/inspector-sbomgen.zip

Amazon Inspector AriEE

Sbomgen1.5.1

* Linux AMDG64 : https://amazon-inspector-sbomgen.s3.amazonaws.com/1.5.1/linux/amd64/
inspector-sbomgen.zip

* Linux ARM64 : https://amazon-inspector-sbomgen.s3.amazonaws.com/1.5.1/linux/arm64/
inspector-sbomgen.zip

Sbomgen1.5.0

* Linux AMDG64 : https://amazon-inspector-sbomgen.s3.amazonaws.com/1.5.0/linux/amd64/
inspector-sbomgen.zip

* Linux ARM64 : https://amazon-inspector-sbomgen.s3.amazonaws.com/1.5.0/linux/arm64/
inspector-sbomgen.zip

Sbomgen1.4.0

* Linux AMDG64 : https://amazon-inspector-sbomgen.s3.amazonaws.com/1.4.0/linux/amd64/
inspector-sbomgen.zip

* Linux ARM64 : https://amazon-inspector-sbomgen.s3.amazonaws.com/1.4.0/linux/arm64/
inspector-sbomgen.zip

Sbomgen1.3.2

* Linux AMDG64 : https://amazon-inspector-sbomgen.s3.amazonaws.com/1.3.2/linux/amd64/
inspector-sbomgen.zip

* Linux ARM64 : https://amazon-inspector-sbomgen.s3.amazonaws.com/1.3.2/linux/arm64/
inspector-sbomgen.zip

Sbomgen1.3.1

* Linux AMDG64 : https://amazon-inspector-sbomgen.s3.amazonaws.com/1.3.1/linux/amd64/
inspector-sbomgen.zip

* Linux ARM64 : https://amazon-inspector-sbomgen.s3.amazonaws.com/1.3.1/linux/arm64/
inspector-sbomgen.zip
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https://amazon-inspector-sbomgen.s3.amazonaws.com/1.5.1/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.5.1/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.5.1/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.5.1/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.5.0/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.5.0/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.5.0/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.5.0/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.4.0/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.4.0/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.4.0/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.4.0/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.3.2/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.3.2/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.3.2/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.3.2/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.3.1/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.3.1/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.3.1/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.3.1/linux/arm64/inspector-sbomgen.zip

Amazon Inspector AriEE

Sbomgen1.3.0

* Linux AMDG64 : https://amazon-inspector-sbomgen.s3.amazonaws.com/1.3.0/linux/amd64/
inspector-sbomgen.zip

* Linux ARM64 : https://amazon-inspector-sbomgen.s3.amazonaws.com/1.3.0/linux/arm64/
inspector-sbomgen.zip

Sbomgen1.2.1

* Linux AMDG64 : https://amazon-inspector-sbomgen.s3.amazonaws.com/1.2.1/linux/amd64/
inspector-sbomgen.zip

* Linux ARM64 : https://amazon-inspector-sbomgen.s3.amazonaws.com/1.2.1/linux/arm64/
inspector-sbomgen.zip

Sbomgen1.2.0

* Linux AMDG64 : https://amazon-inspector-sbomgen.s3.amazonaws.com/1.2.0/linux/amd64/
inspector-sbomgen.zip

* Linux ARM64 : https://amazon-inspector-sbomgen.s3.amazonaws.com/1.2.0/linux/arm64/
inspector-sbomgen.zip

Sbomgen1.1.1

* Linux AMDG64 : https://amazon-inspector-sbomgen.s3.amazonaws.com/1.1.1/linux/amd64/
inspector-sbomgen.zip

* Linux ARM64 : https://amazon-inspector-sbomgen.s3.amazonaws.com/1.1.1/linux/arm64/
inspector-sbomgen.zip

Sbomgen 1.1.0

* Linux AMDG64 : https://amazon-inspector-sbomgen.s3.amazonaws.com/1.1.0/linux/amd64/
inspector-sbomgen.zip

* Linux ARM64 : https://amazon-inspector-sbomgen.s3.amazonaws.com/1.1.0/linux/arm64/
inspector-sbomgen.zip
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https://amazon-inspector-sbomgen.s3.amazonaws.com/1.3.0/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.3.0/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.3.0/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.3.0/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.2.1/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.2.1/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.2.1/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.2.1/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.2.0/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.2.0/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.2.0/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.2.0/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.1.1/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.1.1/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.1.1/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.1.1/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.1.0/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.1.0/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.1.0/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.1.0/linux/arm64/inspector-sbomgen.zip

Amazon Inspector AriEE

Sbomgen1.0.0

* Linux AMDG64 : https://amazon-inspector-sbomgen.s3.amazonaws.com/1.0.0/linux/amd64/
inspector-sbomgen.zip

» Linux ARM64 : https://amazon-inspector-sbomgen.s3.amazonaws.com/1.0.0/linux/arm64/
inspector-sbomgen.zip

Amazon Inspector SBOM £ HWIRERZES

Amazon Inspector SBOM £ T AETRINEERSE , MBENRGHGHITIEMFAN D

o £ SBOM A LAEBIE T MR EREHNMR , NMIRBRERELHSPNRE. XEBNET
Amazon Inspector SBOM £ e X HHW A EREREHKHIESHWEERE. B> Amazon Inspector

TEHNIRERSENEER |, 151 Amazon Ins pector ZEFNIBIERZFMEEES,
XENRERSHHG

Amazon Inspector SBOM £ 28 X FU TN RERG I -

o= =7 HIR i

Alma Linux FEA Y =

Alpine Linux B = TiE A
Amazon Linux TEH = TER
CentOS & = TER
Chainguard X = TERA
Debian X = TER
Distroless X = TER
Fedora FEA = TEA
MinimOS X = TER
OpenSUSE FiEH = FEH

BRERS

¥
i
o>
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https://amazon-inspector-sbomgen.s3.amazonaws.com/1.0.0/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.0.0/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.0.0/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.0.0/linux/arm64/inspector-sbomgen.zip
https://docs.aws.amazon.com/inspector/latest/user/supported.html

Amazon Inspector

RAriEmE

Fa

Oracle Linux
Photon OS
RHEL
Rocky Linux
SLES

Ubuntu

HET APK WIRERGHHTES

—r
TEA
TEA
TEA
FEH
FEA

¥

HRIR

fim

fim

X
x#

fim

fim

=
=

FER
FEM

AN BEZFNEEFNAPKETREREHNHRGIEENEEYRE. R THESZEER |, iBAlpine Linux

R v LY Alpine Package Keeper,

XEFHF A
UTRXIFNFE

 Alpine Linux

® Note

N TFAPKETRENRS

BLEE,

FERE

« P@@ ackage name £6 — RSN ELZEKHH BB
« RAES- RN ELRAHITHMRA
s RRHEESHRA-RRENELZRAGEBHNRRTS

, Amazon Inspector SBOM £ K EsaM/1ib/apk/db/X k&

BET APK WIRERERHBES
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https://wiki.alpinelinux.org/wiki/Alpine_Package_Keeper
https://wiki.alpinelinux.org/wiki/Apk_spec
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5l
AT R B R APKERIE B XY R Bl

:Q1J1boSJkrN4gkDcokr4zenpcWEXQ=
:z1ib

:1.2.13-r1

:x86_64

154253

:110592

:A compression/decompression Library
chttps://zlib.net/

:Z1ib

:z1ib

orc 4 Hunv>r»r< TN

HT DPKG NI ERGHHEES

AN BEXFNFANDPKGETRERENHRHETEENEIETRE, NETHESER , H5H
Debian™ ¥ £/ Debian Package.

XFHFE
XEUTFA,

e Debian
e Ubuntu

® Note

ST FDPKGETFREKHR L , Amazon Inspector SBOM £ 28 M /var/1ib/dpkg/
status XA IRESE THIEE,

FERE
LT ROPKGETRERSENRESTHWEEIIRE,
- PQ@ ackage name & — REBIMNERERBESHER

ET DPKG W EREHMHBES 147


https://wiki.debian.org/dpkg
https://www.debian.org/doc/manuals/debian-reference/ch02.en.html
https://www.debian.org/doc/manuals/debian-reference/ch02.en.html
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RAriEmE

© MAKES-RIENERRUHIHRE
« BRHIA-RIREN ERERG SRR 2

el

UTFHEEBR—1/var/lib/dpkg/3X# =6,

Package: zliblg

Status: install ok installed
Priority: optional

Section: libs
Installed-Size: 168
Maintainer: Mark Brown <broonie@debian.org>
Architecture: amd64
Multi-Arch: same

Source: zlib

Version: 1:1.2.13.dfsg-1
Provides: libzl

Depends: 1libc6 (>= 2.14)

Breaks: libxml2 (<< 2.7.6.dfsg-2), texlive-binaries (<< 2009-12)

Conflicts: zlibl (<= 1:1.0.4-7)
Description: compression library - runtime

zlib is a library implementing the deflate compression method found
in gzip and PKZIP. This package includes the shared library.

Homepage: http://zlib.net/

HET RPM NI ERGEES

AN BEXFNFENRPMETRERSEHNURHFZESNERR. AXESRER

& RPM Package Manager,
xENER

XEFUT¥E,

* Alma Linux
 Amazon Linux

* CentOS

HZSFERPMM 14

ET RPM WRERSEBES
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https://www.debian.org/doc/debian-policy/ch-source.html
https://rpm.org/
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* Fedora

* OpenSUSE

+ Oracle Linux

* PhotonOS

* RedHat Enterprise Linux

* Rocky Linux

» SUSE Linux Enterprise Server

(® Note

S FRPMEFRLEH RS , Amazon Inspector SBOM £ RS M/var/lib/rpmX 4 UE
BB,

FTERE

LT RRPMETHREREHRHBEESHNEEIIER,

P@@ ackage name & — REBNELZEHRGITNER
RAEE-RIEN EREREITHIRE

RBP4 SHIR-FRIREN ERERH SRR
EREZF-RNENERERG BN REERTHE

el

LA RRPMEE B XX F BB =6

/usr/lib/sysimage/rpm/rpmdb.sqlite
/usr/lib/sysimage/rpm/Packages
/usr/lib/sysimage/rpm/Packages.db
/var/lib/rpm/rpmdb.sqlite
/var/lib/rpm/Packages
/var/lib/rpm/Packages.db

ET RPM WRERSEBES 149


https://access.redhat.com/solutions/439953
https://www.debian.org/doc/debian-policy/ch-source.html
https://www.redhat.com/en/blog/introduction-appstreams-and-modules-red-hat-enterprise-linux
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Chainguard B 268 %

AV BEZFNFEEMChainguard BB BEENEEYRE. BEXEZEL , HZHChainguard® it E
ME K,

XEFEHFE

XEUTYE

» Wolfi Linux

(® Note

¥t F Chainguard® }+ , Amazon Inspector SBOM £ 2§ e M/1ib/apk/db/installed X #
PN ESRTHIE,

FERE
UTREEMRE
- P@@ ackage name £& — BN EZERHINER

© MAES-REESNERRUHFIHRAE
- BRASRA-RAENERERGEHREA42

=

AR B B £ Chainguard B & XX 4489 =61,

:wolfi-keys

:1-18

:x86_64

TMIT

:Wolfi signing keyring
:wolfi-keys

o A r r» < T

Chainguard B H 248 & 150


https://edu.chainguard.dev/chainguard/chainguard-images/
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RAriEmE

Distroless BB a@ &%

DistrolessB i AR B , TERELNUXEZTRAPHEEERS. shell IEMXHAER., DistrolessBAzsa

REEETHARFNESHENZ MR ER KB,

(® Note

¥t FDistroless® /5 , Amazon Inspector SBOM 4 K88 &M /var/lib/dpkg/status.dX
HhRESIRTHE, XEEFUbuntuE FDebianFH X 1THR. EM1ATLAER /etc/os-
releaseXHREHRHINAMEFEKIRS , ZFEBRE R “Debian” 5 “” Ubuntu.

FERE

- P@@ ackage name £ & — REIBNELZERHFINENR
- RAEE-RRENERERHITHRA

T~
LA 2Distroless R X489 R~ 4l

Package: tzdata

Version: 2021a-1+debllul®

Architecture: all

Maintainer: GNU Libc Maintainers <debian-glibce@lists.debian.org>
Installed-Size: 3413

Depends: debconf (>= 0.5) | debconf-2.0

Provides: tzdata-bullseye

Section: localization

Priority: required

Multi-Arch: foreign

Homepage: https://www.iana.org/time-zones

Description: time zone and daylight-saving time data

This package contains data required for the implementation of
standard local time for many representative locations around the
globe. It is updated periodically to reflect changes made by
political bodies to time zone boundaries, UTC offsets, and
daylight-saving rules.

Distroless BIf& A%
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https://edu.chainguard.dev/chainguard/chainguard-images/about/getting-started-distroless/
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miniMOS & &

A AE X TAAMnmusEGLEAN B4, KTHRESEL , FHE Min imus Wk,
LRWFE
EHUTFFA,

* MinimOS

(® Note

FFMinimus® i , Amazon Inspector SBOM £ M2 &M/1ib/apk/db/installed X
KETETHIE.

FERA
LTREEINR,
- Package name & — RN ELZERGINENR

« MAKES-RESNERRUHEINER
- BRHSIR-FIRENERERG SRR G S

AR Minimus B & 3489 F B

:ca-certificates-bundle
:20241121-11

:aarchb6s

:MPL-2.0 AND MIT

O A » < T

:ca-certificates

mIZIE S KBRS

Amazon Inspector SBOM £ H 22 X T RIMNEREES MESR , SO0 7 58 K iF 4Ry KB
£46, £/ SBOM AILARE B T B , XEERTLLRIREHRERNZERENEN
. Amazon Inspector SBOM 4 i 88 X #F LA TR IEE S MK,
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https://www.minimus.io/
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EMHiIE

WRIZIES RHEaE SENT TEHEY R  E3am O RRAER &
g # b x%R x%R =
i
Go Go go.mod FEH FEH FEH TiEA -3
b=

go.sum FEH FEH FEH TiEA
Go 2 rEA  FEA  FEA
Binaries =

TEH TEH TEH TEH
GOMODCACH &

E

go.mod/go.sum

fEAgo.modFgo.sumdMHRE X MBIEGoU B A EIR R, BRIBFGoT E4ERA , Amazon
Inspector SBOM 4 B8 AT RN B R EEX LXK,

FERE
« MARIREKBITgo.mod ( NRGoTEEEMRAN 1.17 HESRA )

- MAPIKEHKBIDgo. sum ( MNRGoT E4EMRARN 1.17 REIK )
« f#HTgo.mod LR BIFTE B 75 B A9 4K B T A K B I AR AR

7~ go.mod T4
LA 2go . mod 34 R,

module example.com/project
go 1.17
require (

github.com/gin-gonic/gin v1.7.2
golang.org/x/crypto v0.0.0-20210616213533-5cf6c0f8el23

et 153
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)

=¥l go.sum TH#

AR 2go. sumX 4R,

github.com/gin-gonic/gin v1.7.2 h1:VZ7DdR10sghbA61VGSkX+UX02+J@aH7RbsNugG+FA8Q=
github.com/gin-gonic/gin v1.7.2/go.mod hl:ILZ1Ngh2f1pL1ASUj79gGk81GFeNC8cRTaN2ZhsBNbXU=
golang.org/x/crypto v0.0.0-20210616213533-5cf6c@f8e123 hl:b6rCu+gHze
+BUsmC3CZzH8aNu8LzPZTVsNTo640ypSc=

golang.org/x/crypto v0.0.0-20210616213533-5cf6c@f8el23/go.mod hl:K5Dkpb@QiewzZW/
EzW1QphgJcUMBCzoWrLfDOVzpTGVQ=

(® Note

XETHAHNE-—MNBRER—NZET URL M. tk URL TR TEERRGEMRESL
RIEEBEXRHBNELR , HEAILEE%E ScanSbomAPI H, BXEZEE , BSHAME L
MEHEIMiL, GitHub

Go Z#t I3 4
Amazon Inspector SBOM £ B 28 M E4miFHIGo—# Hll X IREUK B X R , SMRIEEEFEANNKE,

(® Note

Amazon Inspector SBOM £ 2z XM EAE HRIFSRWENGo—H# $I X PR MiFH T
BHMAR, GoEXEZEER , BSHEGoMI L THHLZE., MREFANEEmNEHN
GoILE# (flan) , MATHANABETAMNBEEER , A TETHER, Red Hat

EFEHE
« EEMNGo=HF X4 FREIEBKXRESR

o W& T S R ERARMRBIR R
o RN RIA T 4miF ZHHIXHFHGoT EEEMAS.

EAFFAE 154


https://docs.aws.amazon.com/inspector/v2/APIReference/API_inspector-scan_ScanSbom.html
https://github.com/package-url/purl-spec
https://go.dev/doc/install
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GOMODCACHE

Amazon Inspector SBOM £ 2z R AHGoOEREFUREE X ELERBIMNES . LEFFETH
MUAEIR |, SUFARRTE A B R P 6 F A B 39 AR A

FESE
« 39$H GOMODCACHE B FLUR B EZ AV FE R
o REVFMMTHIE  SEERZH, RAME URLs

10

LA 2 GOMODCACHE 453/ =451,

~/go/pkg/mod/
### github.com/gin-gonic/gin@vl.7.2
### golang.org/x/crypto@v@.0.0-20210616213533-5cf6c0f8el123

® Note

LM R HBEHREE URL. It URL TATEERREMEBLNIEERAXRGS
WES , #EAUEETE ScanSbomAPI 1, BXEZELR , HSAMM ENRHE I M4,

GitHub
Java fk#ix REH
RIEIES HHEE XEFMNI I EHY FaRaE  FBKE O RAAEE  EEi
b= # b= xR *xF

Java Maven E4RiE TEH TEH Y& TEH X
#yJava : : . : _
}ﬁﬁﬁﬁi xﬁﬁﬁ Z:JEFH = Z;JEFH =
& ( .jar/
.war/.ear

)
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https://docs.aws.amazon.com/inspector/v2/APIReference/API_inspector-scan_ScanSbom.html
https://github.com/package-url/purl-spec
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HFIEES HHEE XEMNI TITHESX FREB  AE68 FAAER EEit
HaR # = KFE xFER

pom.xml

Amazon Inspector SBOM 4 B 28813 70 #T E 4mi¥ ) Java R A2 7 Mpom . xm1 X 4K 1T Javalk i
DA#E, AECEINMARERN  BEEF24EK SHA—1 BHEEUBTEEMI | REHER
Apom.properties X HMBTHREN M., pom.xml

SHA—1 BHEEES (ERATEHZFN jar, .war, .ear X )

Amazon Inspector SBOM £ 2R 2ZHKEFTEH SHA—1 BHEURIE P .war XX
.ear.jar , MRUIEHFIHNTEMENAERME., Java

FERE
- NEBEEHRFNITHERK SHA—1 IBRH{E Java

5 T
T2 SHA—1 Y348 =461,

"bom-ref": "comp-52",
"type": "library",
"name": "jul-to-slf4j",
"version": "2.0.6",
"hashes": [
{
"alg": "SHA-1",
"content": ""
}
1,
"purl": "pkg:maven/jul-to-slf4je@2.0.6",
"properties": [
{
"name": "amazon:inspector:sbom_generator:source_path",
"value": "test-0.0.1-SNAPSHOT.jar/BOOT-INF/lib/jul-to-s1lf4j-2.0.6.jar"
}
]
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}

(® Note

HAERNEESEH4E4S URL, It URL TATREERBGESEIEEAE XRG4S
HEE , HATRLAEEE ScanSbomAPI 1, BXEZELR | FSRME NG,
GitHub

pom.proper

Zpom.propertiesXfFEMaventl B F AT EMIE i , SERGIEHINRG TR
A, Amazon Inspector SBOM 4 FX B 2 AT It ST AR EE T B E B,

FEHE
- BANRERERESIH. RESENBRFZRRA

¥l pom.properties 3 {

LR X # pom.properties BRI,

#Generated by Maven
#Tue Mar 16 15:44:02 UTC 2021

version=1.6.0
groupId=net.datafaker
artifactId=datafaker

(® Note

WX HBE R E URL, It URL ATATEERBREMRELENIEERXRGS
MELE , FEABE@E%H ScanSbomAPI . BXEZELE , FSRMIE LR Mit,
GitHub

T afE#HREpom. xmlEHT
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https://docs.aws.amazon.com/inspector/v2/APIReference/API_inspector-scan_ScanSbom.html
https://github.com/package-url/purl-spec
https://docs.aws.amazon.com/inspector/v2/APIReference/API_inspector-scan_ScanSbom.html
https://github.com/package-url/purl-spec
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MEEERF S RIFNJavai B2 FaHERpom. xm1 4T , iE# A --skip-nested-pomxml S,

pom.xml

Zpom. xml X EMavenl B WO EEX 4., ©EBEEXRIMAE MU B KBXRHES . Amazon
Inspector SBOM 4 5 88 BT pom. xmIX LA EE MR B R |, 1318120 B P B9 A8 32 S 4w % jar ST AP
#3245

FEHE
* Mpom.xmlX#REFTMBEIRRF S TH. BFSEMBRESRE

X EHIMavenss B FMIrZ
ik #ix R 2B L FMavenst B W ER :

« compile
- REW
« BE1THY
o st

- RE

SN

LA N Maventin S U E K #i>x R:<optional>true</optional>.
A EAEH R Hlpom . xml 3 4

LT 2% A EAEpom. xml i 324 R= 61,

<dependency>
<groupId>jakarta.servlet</groupId>
<artifactId>jakarta.servlet-api</artifactId>
</version>6.0.0</version>
<scope>provided</scope>

</dependency>

<dependency>

<groupId>mysql</groupId>

Java KB R 158



Amazon Inspector AriEE

<artifactId>mysql-connector-java</artifactId>
<version>8.0.28</version>
<scope>runtime</scope>

</dependency>

R B EREH R BIpom. xml 3 4

LU 2% BEREpom. xml B X RHI,

<dependency>

<groupId>com.fasterxml. jackson.core</groupId>
<artifactId>jackson-databind</artifactId>
<version>2.17.1</version>

</dependency>

<dependency>
<groupId>org.jenkins-ci.plugins</groupId>
<artifactId>plain-credentials</artifactId>
<version>183.va_de8fldd5a_2b_</version>
</dependency>

<dependency>
<groupId>org.jenkins-ci.plugins</groupId>
<artifactId>jackson2-api</artifactId>
<version>2.15.2-350.v0c2f3f8fc595</version>
</dependency>

@ Note
XEXHPHE-— I HELER—1MZEE URL W, It URL TR TEERBRGDRE
NEEEXRHBNEE , FEALUEEE ScanSbomAPI 1, BXEZER , FSHM L
MERHEEMit, GitHub
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https://docs.aws.amazon.com/inspector/v2/APIReference/API_inspector-scan_ScanSbom.html
https://github.com/package-url/purl-spec

Amazon Inspector

RAriEmE

JavaScript k&3 #

RHEQE
HIR

wIEES

Javascrip Node

t Modules
NPM
PNPM
YARN
package.json

Zpackage.jsonX#=ZNode.jsTl B % U0EH. EBEEXELERAEIHAHIE. Amazon

XEFEHNT TEH%X

i3 =3 xR

node_modu EH TEH
les/

*/pac
kage.json FEH B2

TEH X

TiEA =
package-

1
ock.json
(v,

v2, and
v3) /
npm-
shrin
kwrap.jso
n

pnpm-
lock
.yaml

yarn.lock

T R ARB:

& 3% 41811
xR

=

TEH
TEH
TEH

Inspector SBOM 4 X B8 2 I XA LUR B B4 BB A4 BRA.

ERFE

o JEAT JSON 4519 SR BV 2 B MR A iR AR

FAABEIR
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TEH
TEH
TEH

%
S
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- ERALFERRALRERGE

~¥) package.json X#

LAR 23X package. json BRI,

{

"name": "arrify",

"private": true,

"version": "2.0.1",

"description'": "Convert a value to an array",
"license": "MIT",

"repository": "sindresorhus/arrify"

}

(® Note

HXHEBRNHEHEEH4E URL, Itk URL TATFEAERBEMRESERIEEEXHGES
HEE , HEATRLAEEE ScanSbomAPI 1, BXEZELR | FSRME NG Mt,
GitHub

package-lock.json

#Zpackage-lock.jsonX#H npm BE14ER , ATHENUE ZRENKBTNHEIIRE, BBEIF
T AR R H F KB B AR A SRR IME R — M, 2 AT BAX 2 B ALK B < R AT & 4%
Hx R,

ERFE
 FEAT JSON M 451 BUREUR A B 8B R4 SR A
- XEFFRERBEN

¥l package-lock.json XX #

LA 23X package-lock. json BYR B,

JavaScript #K# I 3H# 161


https://docs.aws.amazon.com/inspector/v2/APIReference/API_inspector-scan_ScanSbom.html
https://github.com/package-url/purl-spec

Amazon Inspector AriEE

"verror": {
"version": "1.10.0",
"resolved": "https://registry.npmjs.org/verror/-/verror-1.10.0.tgz",
"integrity": "shal-OhBcoXBTrlXW4nDB+CiGguGNpAA=",
"requires": {
"assert-plus": "~1.0.0",
"core-util-is": "1.0.2",
"extsprintf": "71.2.0"
}
.
"wrappy": {
"version": "1.0.2",
"resolved": "https://registry.npmjs.org/wrappy/-/wrappy-1.0.2.tgz",
"integrity": "shal-tSQ9jz7BqjXxNKYFvVAGQNuMKtp8=",
"dev": true

1,

"yallist": {

"version": "3.0.2",

"resolved": "https://registry.npmjs.org/yallist/-/yallist-3.0.2.tgz",
"integrity": "shal-hFKQu36Dx8GI2AQcGoN8dzlti7k="

}

® Note

B RO AR B URL, b URL TRTE4RREMEE S MERa X0
WSS , ¥ ETLAEE ScanSbomAPI B, BXESER , WS HML LRSI,
GitHub

npm-shrinkwrap.json

npmB 3£ M package-lock. jsonnpm-shrinkwrap. json3 4 BIE RN I B 22 RBIA 4]
MR, XBS 7P A KB F B I B AR AR RIS P — 3, XENHX D T ERAKE
RRFIF R ABIR R,

ERFE

o FRMTJSONX B4 package-lockhRAs 1, 2 1 3 LAIREVE 42 B A MR A

« IEFEAREKBXZELN ( package-lock. jsondREFMA LMBARAR , AFTEIRFF .
INERFERTBERED )
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« npm-shrinkwrap.jsonX#4{t%&Fpackage-lock. json3 ¥

Bl

LAUR 23X package-lock.json B9,

"verror": {
"version": "1.10.0",
"resolved": "https://registry.npmjs.org/verror/-/verror-1.10.0.tgz",
"integrity": "shal-OhBcoXBTrlXW4nDB+CiGguGNpAA=",
"requires": {
"assert-plus": "~1.0.0",
"core-util-is": "1.0.2",
"extsprintf": "A1.2.0"

}
1,
"wrappy": {
"version": "1.0.2",
"resolved": "https://registry.npmjs.org/wrappy/-/wrappy-1.0.2.tgz",
"integrity": "shal-tSQ9jz7BqjXxNkYFvA@QNuMKtp8=",
"dev": true
1,
"yallist": {

"version": "3.0.2",
"resolved": "https://registry.npmjs.org/yallist/-/yallist-3.0.2.tgz",
"integrity": "shal-hFKQu36Dx8GI2AQcGoN8dz1lti7k="

pnpm-yaml.lock

Zpnpm-lock.yaml3#H pnpm £ 5 , A TREFELTEMNKBIRENIERK, ©iEFIHRERET &M
*xRo

FEHE

« FBEAT YAML XA E 0 SUREVE A 2 B BR A AR A
« XFFRELRBALN

=~

LA 234 pnpm-1lock.yaml #9R4l,
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lockfileVersion: 5.3
importers:
my-project:
dependencies:
lodash: 4.17.21
devDependencies:
jest: 26.6.3
specifiers:
lodash: 74.17.21
jest: 726.6.3
packages:
/lodash/4.17.21:
resolution:
integrity: sha512-xyz
engines:
node: '>=6'
dev: false
/jest/26.6.3:
resolution:
integrity: sha512-xyz
dev: true

(® Note

XA E BB B2 A2 URL, Itk URL TR THEERREYRBERNEEEXEA4E
MER , FETLAEEH ScanSbomAPI 1, BXEZEE , BSRMIE LN B2 Mit.
GitHub

yarn.lock

Amazon Inspector SBOM £ F 2R 2= NET B F . ear. jar. M.warX## SHA—1 lBHE , BUR
EERFIANTEEMTERE, Java

FERE
- AFMBERIFHNTHER SHA—1 I5F{E Java

T~ SHA—1 T
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AT & SHA—1 ¥ =61,

"@ampproject/remapping@npm:~2.2.0":

version: 2.2.0

resolution: "eEampproject/remapping@npm:2.2.0"

dependencies:

"@jridgewell/gen-mapping": 70.1.0

"@jridgewell/trace-mapping": 70.3.9

checksum:
d74d170d06468913921d72430259424b7e4c826b5a7d39ff839a29d547efb97dc577caa8ba3fb5cf023624e9at9d0oS
languageName: node

linkType: hard

"@babel/code-frame@npm:77.0.0, @babel/code-frameenpm:~7.12.13, @babel/code-

frameenpm:~7.18.6, @babel/code-frame@npm:~7.21.4":

version: 7.21.4

resolution: "@babel/code-frameenpm:7.21.4"

dependencies:

"@babel/highlight": ~7.18.6

checksum:
e5390e6eclac58dcef@ldsfl8eatlfd2f1325528661ff6d4a5de8979588b9f5a8e852a54a91b92384617a5¢c681b217
languageName: node

linkType: hard

@ Note

AT R A SR URL, t URL AT EERRAEMEESREEa XKt
WES , F#ETUEEE ScanSbomAP| 1, BXESER , WSHME EWHA QML
GitHub
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NET &K# 36

WIEES @ BHEE
HeR

.NET .NET
Core

Nuget
Nuget

NET

Packages.c

¥HMT TGS
# %

* deps.js TiE&EH

on .
TEA
Packages.

FEH

config

FEH

packages.
lock. json

.CSproj

T R ARB:
RFR

FEH
FEH
FEH
FEH

& 3% 41E 1
RFR

FEH

FEH

=
=

FEH

FAATEMR

FEH
FEH
FEH
FEH

o

ih

WDOOAD Xt

fim

ZPackages.configX ¥ =2 IBMRAKINuget AR E I B kB R XML X . &5 THmE 5 A
WATAERES , SFEEERE,

FEIFE

o« FRMT XML S BUREVE 42 IDs MRS

Bl

AR 23X Packages.config R4,

<?xml version="1.0" encoding="utf-8"? >

<packages>

<package id="FluentAssertions" version="5.4.1" targetFramework="net461" />
<package id="Newtonsoft.Json" version="11.0.2" targetFramework="net461" />
<package id="SpecFlow" version="2.4.0" targetFramework="net461" />

<package id="SpecRun.Runner" version="1.8.0" targetFramework="net46l1" />

<package id="SpecRun.SpecFlow" version="1.8.0" targetFramework="net461" />

NET k#3338
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<package id="SpecRun.SpecFlow.2-4-0" version="1.8.0" targetFramework="net461" />

<package id="System.ValueTuple" version="4.5.0" targetFramework='"net461" />
</packages>

® Note

B RO AR HAEE URL, b URL TATEERREMEELMERE A0S
WE8 , ¥ ETLAEE ScanSbomAPI B, BXESEL , WS HML LRSI,
GitHub

*.deps.json

ol

Z*.deps.jsonX#H.NET CoreHl B £ , SEFXMEKBUINFARE , BREEE. RAENE
TRHERBIX R, WXHATEFRIZTNES MR EBRENERBITENE S

FEHSE

o« AT JSON £ LRI M MBI HER
« ZFElibraries?HIFXRHPERKHGITEFFRA,
Rl .deps.json X#

LR R .deps.json B Rl

{

"runtimeTarget": {
"name": ".NETCoreApp,Version=v7.0",
"signature": ""

},

"libraries": {
"sample-Nuget/1.0.0": {
"type": "project",
"serviceable": false,
"sha512": ""
I
"Microsoft.EntityFrameworkCore/7.0.5": {
"type": "package",
"serviceable": true,
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"sha512": "sha512-
RXbRLHHWP2Z3pq8qcL5nQ6LPeo0yp8hasM5bd@Te8PiQi3RjWQR4tcbdY5XMqQ+oTO9wA8/RLhZRn/
hnx1TDnQ=="",

"path": "microsoft.entityframeworkcore/7.0.5",

"hashPath": "microsoft.entityframeworkcore.7.0.5.nupkg.sha512"

iy

® Note

WXHERNEEHSEHM4S URL, Itk URL TR TEERBEMEEERIEEEXHGES
WEER , HEALLEEE ScanSbomAPI ., BEXESZEER | HSRAM M EWE4 SR it,
GitHub

packages.lock.j

BRI IRAM A iZpackages.lock. jsonX#HNuget RBIE.NETH B AKX RV TIARA | ABR
EFERIRE R — B EA BRI MR,

FEHE
« FRAT JSON S5 LA B E Ky KBt x &

© XEFEZABIRRMEZBEBCR
« RIHAH RN ST ARAE

¥l packages.lock.json 3 f

LAUR 23X # packages.lock. json BR4Hl,

{

"version": 1,

"dependencies": {

"net7.0": {

"Microsoft.EntityFrameworkCore": {

"type": "Direct",
"requested": "[7.0.5, )",
"resolved": "7.0.5",
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"contentHash": "RXbRLHHWP2Z3pq8qcL5nQ6LPeo0yp8hasM5bd@Te8PiQi3RjWQR4tcbdY5XMgQ

+0T09wA8/RLhZRn/hnx1TDnQ==",

"dependencies": {
"Microsoft.EntityFrameworkCore.Abstractions": "7.0.5",
"Microsoft.EntityFrameworkCore.Analyzers": "7.0.5",
"Microsoft.Extensions.Caching.Memory": "7.0.0",
"Microsoft.Extensions.DependencyInjection": "7.0.0",
"Microsoft.Extensions.Logging": "7.0.0"

}

I
"Newtonsoft.Json": {

"type": "Direct",

"requested": "[13.0.3, )",

"resolved": "13.0.3",

"contentHash": "HrC5BXdl@@IP9zeV+0Z848QWPAoCr9P3bDEZguI+gkLcBKAOXxix/tLEAAHC

+UVvDNPv4a2d1810ReHMOagPa+zQ=="
},
"Microsoft.Extensions.Primitives": {

"type": "Transitive",

"resolved": "7.0.0",

"contentHash": "umlKU5kxcRp3CNuI8o/GrZtD4AIOXDk

+RLsytjZ9QPok3ttLUelLKpilVPuaFT3TFjOhSibUAso@odb0aCDj3Q=="
}

(@ Note

WX HERE S HBERMEE URL, It URL ATATEERREMRB LN IEERXRGS
MELE , FEAEE@E% ScanSbomAPI . BXEZEL , FSRMIE LR Mit,
GitHub

.CSproj

Z.csproj XU XML #BXRE , B XA T.NETHH, ©E2FEXNuget®, TEEMMEREE
5.
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FERE

« FRAT XML SRR 5| A

Rl .csproj X#

UTRXH .csproj BIRHl,

<Project Sdk="Microsoft.NET.Sdk">

<PropertyGroup>

<TargetFramework>net7.0</TargetFramework>
<RootNamespace>sample_Nuget</RootNamespace>
<ImplicitUsings>enable</ImplicitUsings>
<Nullable>enable</Nullable>
<RestorePackagesWithLockFile>true</RestorePackagesWithLockFile>
</PropertyGroup>

<ItemGroup>

</ItemGroup>

<ItemGroup>

<PackageReference Include="Newtonsoft.Json" Version="13.0.3" />
<PackageReference Include="Microsoft.EntityFrameworkCore" Version="7.0.5" />
</ItemGroup>

</Project>

Gl .csproj XH#F

LTFRX#H .csproj KRB,

<PackageReference Include="ExamplePackage" Version="6.*" />
<PackageReferencePackageReference Include="ExamplePackage" Version="(4.1.3,)" />
<PackageReference Include="ExamplePackage" Version="(,5.0)" />

<PackageReference Include="ExamplePackage" Version="[1,3)" />

<PackageReference Include="ExamplePackage" Version="[1.3.2,1.5)" />
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® Note

XETHDPE— N HFELER—NZEE URL WH L. Itk URL TRAFEERREEES
RIEEAXRGANER , AR UAETE ScanSbomAPI 1, EXEZEL , TS ML L
WEEaMit, GitHub

PHP #f#i% K31

RIEES BT XENIT ITEH#X JFAREB GERKB RAER
HaR i3 = xR xR

PHP Composer composer. TE&EH TEA Y EH
lock

X & I M

/
vendor/
C
omposer/
i
nstalled.
json

fm

YE#1 3R lock

Zcomposer.lock M4 REETEMRZERIERREF TSN EIERN . KXHRIEESNHE
FEZEMEBRANEBRR, XEET —BMIEHNBESE,

FERE

o BRATEHCEIERY JSON B
o REURBIIA IR AR A

=¥l composer.lock X#

AR 23X # composer.lock HRHl,
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{
"packages": [
{
"name": "nesbot/carbon",
"version": "2.53.1",
// TRUNCATED
1,
{
"name": "symfony/deprecation-contracts",
"version": "v3.2.1",
// TRUNCATED
.
{
"name": "symfony/polyfill-mbstring",
"version": "v1.27.0",
// TRUNCATED
}
]
// TRUNCATED
}
(® Note

XEERETENHE URL BH, It URL TR TFHREERBREYRBERIEEEXEHETNE
B, HARLAEE%E ScanSbomAPI H, BXxEZER |, HSRMNME LN EHF M, GitHub

/vendor/composer/installed.json

% /vendor/composer/installed. jsonX# L Fvendor/composerBRH , B THBEERE
RS SRR TR TR &K,

FERE

o BRATEHCEIERY JSON B
o REURBIIA SR AR A

7~ /vendoxr/composer/installed. json X#
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LR RX# /vendor/composer/installed. json B9 R4,

{
"packages": [
{
"name": "nesbot/carbon",
"version": "2.53.1",
// TRUNCATED
b
{
"name": "symfony/deprecation-contracts",
"version": "v3.2.1",
// TRUNCATED
},
{
"name": "symfony/polyfill-mbstring",
"version": "v1.27.0",
// TRUNCATED
}
]
// TRUNCATED
}
® Note

WXHERNEEHSEH4S URL, It URL TR TEERBEMEESERIEEEXHGES
WEER , HEALLEEE ScanSbomAPI 1, BEXEZEER | HSRAM M EWE4 IRt
GitHub

Python {x#ix R

WIEES BMHEE XEFHNIT ITE#xX  TREB EEREH 0 RAER 3

il #% ¥ KR KR =

it

Python pip requireme FEH FEH FEH TiEA -3
nts.txt b=
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RAriEmE

WIEES B EE  XEFHNI IE#X
HaR i3 £

Poetry Poetry.lo FE&EH

ck .
Pipenv FEH

Pipfile.l
ock

Egg/ FEH

Wheel

enan TEH

info
/PKG-
INFO

.dist-
info/
METADAT
A

requirements.txt

FF & Mt

RFR

TEH
TEH
TEH
TEH

& 3% 4C B
RFR
TEH
TEH
TEH
TEH

FAATEMR

TEH
TEH
TEH
TEH

%
S
it

fm fn Am

fim

Zrequirements.txt X4 2PythonBl B F/ ZEANKER , ATEEMBKBIXR. LXH4HHE
—THITE—NHEEHREBEHNEMAESE. Amazon Inspector SBOM 4 B 28 & R AT It ST 4 LUK TSR B

4w B IBK R,

ERFE

© XERAVAR (== ~=)
« XEFERNERAVKBAIT

(® Note
PXFFRA AR <= M =>,

&Pl requirements. txt X4

Python ki< K138
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AT 23X # requirements. txt B9l

flask==1.1.2
requests==2.24.0
numpy==1.18.5

foo~=1.2.0

# Comment about a dependency
scipy. # invalid

@ Note

WX HERNEHEEEHHEE URL, It URL TATFEERBGYREEAREEARRHGS
WEER , HEALLEEE ScanSbomAPI F, BEXEZER

GitHub

pipfile.loc

Pipenv —REFMB R FE4E (HHBIE.

FS M s LAY 2 M,

BEEMAEE ) F—FMWIE, Pipfile.lockBiE

KR < RV AR A LB B E ¥, Amazon Inspector SBOM 4 B 25152 BRI 3244 LA BI) HH 41 6 10 K%

HE @RI RA,
ERFE

o« RATERBOCRARATHY JSON 1=
o XERIAMKBIAFT R RBx R

Rl Pipfile.lock 30 #

LR 23X Pipfile.lock B9RAI,

{
"default": {
"requests": {
"version": "==2.24.0",
"hashes": [

"sha256:cc718bb187e53b8d"

Python ki< K138
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]
}
iy
"develop": {
"blinker": {

"hashes": [
"sha256:1779309f71bf239144b9399d06ae925637cf6634cf6bd131104184531bf67c01",
"sha256:8f77b09d3bf7c795e969e9486139c2c5e9c39d4ee@7424be2bc594ece9642d83"

iF

"markers": "python_version >= '3.8'",

"version": "==1.8.2"

}

}

}

(® Note
WXHERNEHIERHGE URL, It URL TRFEERKGYREENIEEE XRG4S
HEE , HEARLAEEE ScanSbomAPI ., BXEZEER |, ESRMIE LN B4 TME,
GitHub

Poetry.lock

Poetry2 — & A F Python BWKBIEEFNITE TR, ZPoetry.lock XHBIEMI R R FELIR
A LUEBHINER — B, Amazon Inspector SBOM 4 B 28 M 1% 3044 IR EUIF ARV KR IS B

EERFE
« BRTERR{LERIERY TOML 483K
o REVRBII A PR A MR

5l Poetry.lock 34

LU 23X Poetry.lock B9RHBI,

[[package]]
name = "flask"

version = "1.1.2"
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description = "A simple framework for building complex web applications."
category = "main"

optional = false

python-versions = ">=3.5"

[[package]]

name = "requests"

version = "2.24.0Q"

description = "Python HTTP for Humans."
category = "main"

optional = false

python-versions = ">=3.5"

@ Note

AR HEE A E URL, Itk URL IR THEERRHEYRBERNEEEXUM4E
MER , FETAEETH ScanSbomAPI 1, BXEZEER , BSRME LN B2 Mit.
GitHub

WE/RF

3 FEEREZ LM Python 348 , Amazon Inspector SBOM 4 85 X ###47 . egg-info/PKG-
INFOM .dist-info/METADATAR KM THIFENH, XENHRHUTAXRELZERH BN FA T
.

EEFE

- EEREHTEHARA
« ¥ egg M wheel FRPHER

7~ PKG-INFO/METADATA 34

LT X4 PKG-INFO/METADATA B9 R4,
Metadata-Version: 1.2
Name: Flask

Version: 1.1.2
Summary: A simple framework for building complex web applications.
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Home-page: https://palletsprojects.com/p/flask/

@ Note

X E R H B EHREE URL, Itk URL IR THEERRHEYRERNEEE XRG4S
MER , FETNEEH ScanSbomAPI 1, BXEZEER , BSRMIE LN B4 Mt

GitHub
Ruby f&K#ix R
H/EESE HH4SE 2 XZXFENI  IBE#X FREE 0 ZRBEAE O RRAER &
85 % ¥ xR xR A
it
Ruby Bundler Gemfile.l F&H TiEA = T iE A 53
ock o
TiEA TiEA TiEA TiEA
.gemspec =
TiEA TiEA TiEA TiEA
globall =
installed
Gems

Gemfile.lock

ZGemfile.lock X B EFFBKBIAVEHERA , BRESN R HEER BRI RE,
FERHE

o fEMTGemfile.lock 3 ARRIR B 5 FN 4k R 2 R A<

« REFANRGTE BRI

¥l Gemfile.lock 3 {4

LT R # Gemfile.lock BRI,
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GEM

remote: https://rubygems.org/
specs:

ast (2.4.2)

awesome_print (1.9.2)

diff-lcs (1.5.0)

json (2.6.3)

parallel (1.22.1)

parser (3.2.2.0)

nokogiri (1.16.6-aarch64-1linux)

(® Note

WXHEBRNHEHEEH4SE URL, Itk URL TATFEERBEMESERIEEEXHGES
HEE , HATRLAEBEE ScanSbomAPI 1, BXEZELR | FSRME NG,
GitHub

.gemspec

% .gemspecRubyGemX # 2 —MNEBE&H X Gem W HIEH X, Amazon Inspector SBOM 4 X85
ST AREEXEANFAEFE.

FERE
o FEATHIRE gem B#H gem MR

® Note
TS ENT,

il .gemspec 4

TR .gemspec BIRHAI,
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Gem: :Specification.new do |s]|

S.name = "generategem"

s.version = "2.0.0"

s.date = "2020-06-12"

S.summary = "generategem"

s.description = "A Gemspec Builder"

s.email = "edersondeveloper@gmail.com"
s.files = ["lib/generategem.rb"]
s.homepage = "https://github.com/edersonferreira/generategem"
s.license = "MIT"

s.executables = ["generategem"]
s.add_dependency('colorize', '~> 0.8.1"')

end

# Not supported

Gem: :Specification.new do |s]|

S.name = &classl
s.version = &foo.bar.version
(® Note

HXHEBRNHEHEEH4E URL, Itk URL TARTFEERBEMRESERIEEEXHGES
HEE , HEATRLAEEE ScanSbomAPI 1, BXEZELR |, FSRME NG,
GitHub

EREENER

Amazon Inspector SBOM £ X FHAW SRR RN gem , XEFT AN THREB RSP |, Hl/usr/
local/lib/ruby/gems/<ruby_version>/gems/Y 5 EC2 /N5 ECR #l Lambda Hruby/
gems/<ruby_version>/gems/. X#HFAUBRIRBFEEBMELRERENKB KRR,

FERE
- RBFAHRER RPABELRREN gem
« RHBN2IKEERN gem N AHFEANREES
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B R R B

BT 2 B RE M0 R,

### /usr/local/lib/ruby/3.5.0/gems/
### actrivesupport-6.1.4

### concurrent-ruby-1.1.9

### 118n-1.8.10

® Note

B BB AR B AEE URL, it URL A T et OB AR MDA R RIS A X B
tIE8 , H# EALARE ScanSbomAPI i, BXESES , HSHEME LRHE LML,
GitHub

Rust 4¢3 1

RIZES RHIE TENT TEHX Fr&@E FEHE  RAER &
L # = xR xR 5
b

Rust Cargo.tom Cargo.tom Fi&EMA TiEA TiEA TERA
1 1

Xt

TEH TEH = TEH

i

Cargo.loc

) £ TEM  FEA  TEA

i

Rust
binary
(built
with
cargo-
aud
itable)

Rust k#1338 181
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cargo.toml

#%Cargo. toml XX #2Rustyl B &% X #.

FERE

R FIREICargo. tom1 XA LUR BT B B8 B M AARA,

il Cargo.toml X4

AR 234 Cargo.toml BIRH,

[package]

name = "wait-timeout"

version = "0.2.0"

description = "A crate to wait on a child process with a timeout specified across Unix
and\nWindows platforms.\n"

homepage = "https://github.com/alexcrichton/wait-timeout"

documentation = "https://docs.rs/wait-timeout"

readme = "README.md"

categories = ["os"]

license = "MIT/Apache-2.0"

repository = "https://github.com/alexcrichton/wait-timeout"
[target."cfg(unix)".dependencies.libc]

version = "Q.2"

[badges.appveyor]

repository = "alexcrichton/wait-timeout"

(® Note

XA R B2 A2 URL, Itk URL IR THEERREIRBERNEEEXEA4E
MER , FETLEEH ScanSbomAPI 1, BXEZEE , BSRMIE LN B2 Mit.
GitHub

cargo.lock

ZCargo.lockXH LB IEMBIURA , AR T ICATET 4 KU B FB4E A M E R MR,
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FERE

« fEMrCargo.lock 34 LAIR Bl P A 48 7 LA 4 B AR AN o
il Cargo.lock X

LR 23X ¥ Cargo.lock KRl

# This file is automatically @generated by Cargo.
# It is not intended for manual editing.

[[packagell

name = "adler32"

version = "1.0.3"

source = "registry+https://github.com/rust-lang/crates.io-index"
[[package]]

name = "aho-corasick"

version = "Q.7.4"

source = "registry+https://github.com/rust-lang/crates.io-index"
® Note

WXHERNEHSEH4E URL, Itk URL TR TEERBEMEEERIEEEXHGES
WEER , HERLLEEE ScanSbomAPI 1, BEXESZEELR | HSRAM M EWE4 SRt
GitHub

Rust M1 #F , AT S it

Amazon Inspector SBOM £ R 28 M iZcargo-auditableFEM I Rust =3 Hl 3T 4 A U SE 4K B
O, XBEEAMNGRFREHN =3 53 4 PR EURE R R HIANKBIUE B

FERE
- EEMNEARustEMEN ZBH I XHFRIKBIIE S cargo-auditable
- WERIHFIXHRTERRI JTEHIEMRARE R

Rust k#1338 183
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® Note

WX HEERNEEESHE4E URL, It URL TR TREERBEYRSERIEEAXTHGE
HEER , AT LLEET ScanSbomAPI 1, BXEZELR |, BSEMIE LA ML,
GitHub

AXFHITH

SR R R S OF (AL

Java

Amazon Inspector SBOM 4 B 88X X #FX1 3R B L fiMavenF i EE KB TUE TIROBR N . TXFHAE

= B E Y Mavenfzf# FEJenkins |, fli1Red Hat Mavenfl, 1 7 AHLNIRE , FEEMEF Maventz
fEE R RIJavaflk Bk R, REFHETSRERBEMEEENKREB R,

JavaScript
esbuild #4522

3t Fesbuild4s/NERIIRLEE , Amazon Inspector SBOM 4 X 28 A 3% 35X {5 F B9 101 B 3t 1Tk #t
3, esbuildE K HRB §tesbuild N2 & /EHSbomgenE AT EMN 2% JTBIE ( KEIINE FRA
RA), BREVENER , BEHBIZE 2 RBERIE Xpackage-lock. json , fi
node_modules/directory#l,

package.json

Amazon Inspector SBOM £ 28~ ZFH R package.json XHLEREMKBIIE R, X4
{UEERHEBEMAMATER , EFSEZTLHBTNRGIRE, ERBEBRNABER | &
Fpackage.jsonHBE SMITIRANBIESH ( Hlilyarn.lockMpnpm.lock ) .

Dotnet

EFRFERZHRAFRASEE R PackageReference , ERHTEHETANER THET B R EANTE
TBRAEBEMRE, ZHREAMNRAETEATFREAREETEZINRESRETE , TFAREE
R
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Go —#t Hl 324

Amazon Inspector SBOM £ 2T 2AHFE AT E N HEBRIE ID IR EMEMN Go— 3 HI 3 .
X LR IEFRE 2BomermanBl IS —# B XA EERA EIHRRER,. ATEERRRESER , BT
TRTERNGo-# &I, ERHTHEBNKEXRAE , FHRAGo-HHEIN4RFEARINRE (2
FEHE D) HEN,

Rust =3t 324+

Amazon Inspector SBOM 4 B 28X HH#E Rust —# HI 304 |, sl R —#H S NGB EARY I T It EWE
MY, RustaR{E R I ER =3 & AR DB R R B X RATEN T HHE. Amazon Inspector SBOM 4
FXBEM Rust 1.7.3 AR E R FMRust TEEERZA |, B{GER TR AHAH Z# S50, LinuxE#1T
2MEEE | BELinuxfEA cargo-auditable B E R ¥ Rust = # &34,

@ Note
BIfEREN T Rust TEEERRA |, th A& TEERSHITRARN,

Amazon Inspector SBOM £ B GEEDREE

Amazon Inspector SBOM £ gz = — R A TRIBZRHWELEE (SBOM) MM RIERENMEEZIEEF X
BHR4aTREPENIE, eEIHFARROBRERSUANEHESRS , BRNEMZEA
HHTIEMIFAN D, BLLERK SBOM , AP AU T HREIRERERNEK , RANESRSGA
HrhriRE , HREBNE=ZSREN AT,

XENESRS
EBRGEART SBOM WERY BIABLRERGSERERENRETZN, KRBT REUR

FE (BHIMFHRE ) XBHRMARFERTERN . Amazon Inspector SBOM AR X IFHBELUTES
RE

EXRRE NARERF
Oracle Java JDK
JRE

Amazon Corretto
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EBRRE NARRF
Apache httpd
Tomcat
WordPress core
il
TR
Google Chrome
Node.JS TR

Apache ERREES
Amazon Inspector SBOM £ B 2ARB LN E N LZREEEPHApacheZ & :

* macOS: /Library/
* Linux: /etc/, /ust/share, /usx/1lib, /usr/local, /var, /opt

EXFHNARRF

 httpd

* tomcat

ERFE

- Apache httpd— ###7/include/ap_release . hXHUEMEZEE , HH B SEXERRFFHS.
IREBNAT RN TR ER/ R,

« Apache tomcat— fEE4icatalina. jar X AR ER I ERARFRIER (META-INF/
MANIFEST.MF) XN ZER,

¥l ap_release.h 3 #

LA Rap_release . hX#HRARK A,
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//truncated

#define AP_SERVER_BASEVENDOR "Apache Software Foundation"
#define AP_SERVER_BASEPROJECT "Apache HTTP Server"
#define AP_SERVER_BASEPRODUCT "Apache"

#tdefine AP_SERVER_MAJORVERSION_NUMBER 2

#define AP_SERVER_MINORVERSION_NUMBER 4

#tdefine AP_SERVER_PATCHLEVEL_NUMBER 1

#tdefine AP_SERVER_DEVBUILD_BOOLEAN 0

//truncated

T~ PURL

AR RApache httpdNAERFHEM4E URL R,

Sample PURL: pkg:generic/apache/httpde2.4.1

Pl catalina.jar/META-INF/MANIFEST.MF XX ¥

LA TFRcatalina.jar/META-INF/MANIFEST . MFXX# A A EHIRHI,

//truncated
Implementation-Title: Apache Tomcat
Implementation-Vendor: Apache Software Foundation

Implementation-Version: 10.1.31

//truncated

¥l PURL

LA RApache TomcatNMARFHEHE URL R,

Apache £S5 REEE
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Sample PURL: pkg:generic/apache/tomcat@l®.1.31

JavakE S REES
ZXENNAER

* Oracle JDK
* Oracle JRE

* Amazon Corretto

FERHE

- REJavaLZEZHFE,
- ¥RREEJavaiz TR B FBE,
o JF{#tRIFEFRIE N Oracle JDKOracle JRE. FAmazon Corretto,

Amazon Inspector SBOM £ R sz 2 AEU T ZEBENFE A LNEE : Java

macOS: /Library/Java/JavaVirtualMachines
Linux 32-bit: /usr/1ib/jvm
Linux 64-bit: /usr/1ib64/jvm

Linux (generic): /usr/java and /opt/java

JavalR &5 B R4l

LR REITIREI R, Oracle Java

// Amazon Corretto

IMPLEMENTOR="Amazon.com Inc."

IMPLEMENTOR_VERSION="Corretto-17.0.11.9.1"

JAVA_RUNTIME_VERSION="17.0.11+49-LTS"

JAVA_VERSION="17.0.11"

JAVA_VERSION_DATE="2024-04-16"

LIBC="default"

MODULES="java.base java.compiler java.datatransfer java.xml java.prefs java.desktop
java.instrument java.logging java.management java.security.sasl java.naming
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java.rmi java.management.rmi java.net.http java.scripting java.security.jgss
java.transaction.xa java.sql java.sql.rowset java.xml.crypto java.se java.smartcardio
jdk.accessibility jdk.internal.jvmstat jdk.attach jdk.charsets jdk.compiler
jdk.crypto.ec jdk.crypto.cryptoki jdk.dynalink jdk.internal.ed jdk.editpad
jdk.hotspot.agent jdk.httpserver jdk.incubator.foreign jdk.incubator.vector
jdk.internal.le jdk.internal.opt jdk.internal.vm.ci jdk.internal.vm.compiler
jdk.internal.vm.compiler.management jdk.jartool jdk.javadoc jdk.jcmd jdk.management
jdk.management.agent jdk.jconsole jdk.jdeps jdk.jdwp.agent jdk.jdi jdk.jfr jdk.jlink
jdk.jpackage jdk.jshell jdk.jsobject jdk.jstatd jdk.localedata jdk.management.jfr
jdk.naming.dns jdk.naming.rmi jdk.net jdk.nio.mapmode jdk.random jdk.sctp
jdk.security.auth jdk.security.jgss jdk.unsupported jdk.unsupported.desktop
jdk.xml.dom jdk.zipfs"

0S_ARCH="x86_64"

OS_NAME="Darwin"

SOURCE=".:git:7917f11551e8+"

// JDK

IMPLEMENTOR="0racle Corporation"

JAVA_VERSION="19"

JAVA_VERSION_DATE="2022-09-20"

LIBC="default"

MODULES="java.base java.compiler java.datatransfer java.xml java.prefs java.desktop
java.instrument java.logging java.management java.security.sasl java.naming

java.rmi java.management.rmi java.net.http java.scripting java.security.jgss
java.transaction.xa java.sql java.sql.rowset java.xml.crypto java.se java.smartcardio
jdk.accessibility jdk.internal.jvmstat jdk.attach jdk.charsets jdk.zipfs jdk.compiler
jdk.crypto.ec jdk.crypto.cryptoki jdk.dynalink jdk.internal.ed jdk.editpad
jdk.hotspot.agent jdk.httpserver jdk.incubator.concurrent jdk.incubator.vector
jdk.internal.le jdk.internal.opt jdk.internal.vm.ci jdk.internal.vm.compiler
jdk.internal.vm.compiler.management jdk.jartool jdk.javadoc jdk.jcmd jdk.management
jdk.management.agent jdk.jconsole jdk.jdeps jdk.jdwp.agent jdk.jdi jdk.jfr jdk.jlink
jdk.jpackage jdk.jshell jdk.jsobject jdk.jstatd jdk.localedata jdk.management.jfr
jdk.naming.dns jdk.naming.rmi jdk.net jdk.nio.mapmode jdk.random jdk.sctp
jdk.security.auth jdk.security.jgss jdk.unsupported jdk.unsupported.desktop
jdk.xml.dom"

OS_ARCH="x86_64"

OS_NAME="Darwin"

SOURCE=".:git:53b4al1304b@ open:git:967a28c3d85f"

T~ PURL

AT 2 E /NOracle JavahR A< #9 #5442 B 11k 7R 41l
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Sample PURL:

# Amazon Corretto
pkg:generic/amazon/amazon-corretto@21.0.3
# Oracle JDK
pkg:generic/oracle/jdkell.0.16

# Oracle JRE

pkg:generic/oracle/jre@20

Google ESREES

X BN RAEF

» Google Chrome

SEHNIH
Amazon Inspector MEA T KR U E Google ChromefE & :
« chrome/VERSIONIM# ( 4miFHRAH )
* puppeteerX# ( %)
Amazon Inspector SBOM 4 i 28 f# 4T H W R B 2 2 35 THRIME BRI AR A
~f5lchrome/VERSIONKR 2~ 32 44
LA Rchrome/VERSTONRR A S 9 =Bl
MAJOR=130
MINOR=0

BUILD=6723
PATCH=58

45 PURL

BAF Rchrome/VERSIONMRAS MBI #4442 URL R4,

Google S RKES
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Sample PURL: pkg:generic/google/chrome@l31.0.6778.87

R¥lpuppeteer iR A #
LU Rpuppeteer lRA LK Rl

{
"name": "puppeteer",
"version": "23.9.0",
"description": "A high-level API to control headless Chrome over the DevTools
Protocol",
"keywords": [
"puppeteer",
"chrome",
"headless",
"automation"

R~ PURL

LA Rpuppeteer A H I E 42 URL R4,

Sample PURL: pkg:generic/google/puppeteer@23.9.0

WordPressE S REES

XEFNAH

« WordPress#»
« WordPressifi4t
« WordPressE &

FERE

« WordPresscore — 4 /wp-includes/version.phpX#EAM $wp_version ZEEFREURAE,
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« WordPressplugins — #&#7/wp-content/plugins/<WordPress Plugin>/readme.txt/wp-
content/plugins/<WordPress Plugin>/readme.md3 {8 X #LLIRENStablebR&S/E N AR
FREB,

« WordPressE# — f###T/wp-content/themes/<WordPress Theme>/style.cssXHLAMAR
R THEIE P REURA
5l version.php X ¥

LU WordPress#/tsversion. php X489 =4,

// truncated

/**
* The WordPress version string.
*

* Holds the current version number for WordPress core. Used to bust caches

* and to enable development mode for scripts when running from the /src directory.
*

* @global string $wp_version
*/

$wp_version = '6.5.5';

// truncated

7~ PURL

LU WordPress# /U Ei - S M 11k R4l

Sample PURL: pkg:generic/wordpress/core/wordpress@6.5.5

TPl readme.txt X4

LA WordPressififrreadme . t xt X #Y R 6l

=== Plugin Name ===

WordPress SR SER 192



Amazon Inspector AriEE

Contributors: (this should be a list of wordpress.org userid's)
Donate link: https://example.com/

Tags: tagl, tag2

Requires at least: 4.7

Tested up to: 5.4

Stable tag: 4.3

Requires PHP: 7.0

License: GPLv2 or later

License URI: https://www.gnu.org/licenses/gpl-2.0.html

// truncated

Rl PURL

LA WordPressif #4944+ 2 M 1k =61

Sample PURL: pkg:generic/wordpress/plugin/exclusive-addons-for-elementor@l.0.0

=¥l style.css X#

LLR 2WordPressE@style. css XK R,

/*

Author: the WordPress team

Author URI: https://wordpress.org

Description: Twenty Twenty-Four is designed to be flexible, versatile and applicable
to any website. Its collection of templates and patterns tailor to different needs,
such as presenting a business, blogging and writing or showcasing work. A multitude
of possibilities open up with just a few adjustments to color and typography. Twenty
Twenty-Four comes with style variations and full page designs to help speed up the
site building process, is fully compatible with the site editor, and takes advantage
of new design tools introduced in WordPress 6.4.

Requires at least: 6.4

Tested up to: 6.5

Requires PHP: 7.0

Version: 1.2

License: GNU General Public License v2 or later

License URI: http://www.gnu.org/licenses/gpl-2.0.html

Text Domain: twentytwentyfour

WordPress SR SER 193



Amazon Inspector AriEE

Tags: one-column, custom-colors, custom-menu, custom-logo, editor-style, featured-

images, full-site-editing, block-patterns, rtl-language-support, sticky-post,
threaded-comments, translation-ready, wide-blocks, block-styles, style-variations,
accessibility-ready, blog, portfolio, news

*/

4 PURL

LU WordPress £ B 1Y #i44- BM 11k R 61l

Sample PURL: pkg:generic/wordpress/theme/avada@l.0.0

Node.JSIZ{TRI&EE
ZXEHNNRARERF

« BT RISITE =3 H 3 Node.JS

TP IH

+ MacOSE K Linux — node Bl &% Easdf, . fnm, nvmz E S Node. JSEBeRH I ZH#H FiFHE
BT #&R N, volta

RIMacOSFILinuxE& &

LA EMacOSFIRY B8 2R R BILinux.

NVM: ~/.nvm/, /usr/local/nvm
FNM: ~/.local/share/fnm/
ASDF: ~/.asdf/

MISE: ~/.local/share/mise/
VOLTA: ~/.volta/

¥l PURL

Node.JSEE{THII &S 194



Amazon Inspector AriEE

BT 2 BRH 2R it RFINode.JS,

Sample PURL: pkg:generic/nodejs/node@20.18.0

OpenSSL £ A REKES
ZXENNARRF

5(1 OpenSSL ENFEBHNZFNRFEA 3.0.0 R ERAEHE S OpenSSL WEN M4, ZHM4E
TUBEE LA B, FXEFEENHD XM OpenSSL ZAFKTF 3.0.0 BIMRA,

Amazon Inspector SBOM 4 28 A BN E LM OpenSSL EHIRIVZABE S
FERAE

« M OpenSSL kX#FRZEERH SEMVER MRAFfF &

- PRIREE OpenSSL T B FKE

Amazon Inspector SBOM £ RBE EEF AN ERZREERPHAEHKEK OpenSSL HE
4%, opensslv.h

Linux/Unix Y &% & E R HI

AT £ Linux/Unix By 2% BRZRH,

/usr/local/include/openssl/opensslv.h
/usr/local/ssl/include/openssl/opensslv.h
/usr/local/openssl/include/openssl/opensslv.h
/usr/local/opt/openssl/include/openssl/opensslv.h
/usr/include/openssl/opensslv.h

Amazon Inspector SBOM 4% W 285BI fEfropenssly . hXHH EHRRAE LREBERAE L,

# define OPENSSL_VERSION_MAJOR 3
# define OPENSSL_VERSION_MINOR 4
# define OPENSSL_VERSION_PATCH @
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~ PURL

LA 2 OpenSSL irRZAH Ei 42 M 11k =451,

Sample PURL: pkg:generic/openssl/openssl@3.4.0

Amazon Inspector SBOM 4 R 25 iF ATiE &

Amazon Inspector SBOM £ /256 B T IR H Y ELE £ (SBOM) FFAIEER. EMNZENEHG
BHWEBRERENFERESNTFTIEER. BEERN SBOM bW E(LIFATRIER , BAILT
EECHFT LS,

WEIFANEER
R

BAT B 5 BA 20T M B SRUR SR 1F WTEE B

./inspector-sbomgen directory --path /path/to/your/directory/ --collect-licenses

SBOM 4H 4 7R= 41

LUTRBIERT /KR SBOM Ry —NAHRE.

"components": [
{
"bom-ref": "comp-2",
"type": "application",
"name": "sample-js-pkg",
"version": "1.2.3",
"licenses": [
{
"expression": "Apache-2.0 AND (MIT OR GPL-2.0-only)"
}
1,
"purl": "pkg:npm/sample-js-pkgel.2.3",
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XEFNERAFE

FAEREXIFUT REESNEERSEZ.

BR BHaEHER VAT IEE B RIR
Alma Linux RPM * Jusr/lib/sysimage/

rom/rpmdb.sqlite

* /usr/lib/sysimage/
rom/Packages

* /usr/lib/sysimage/
rom/Packages.db

* /var/lib/rpm/rpmdb
.sqlite

* /var/lib/rpm/Packa
ges

* /var/lib/rpm/Packa
ges.db

Amazon Linux RPM * /usr/lib/sysimage/
rom/rpmdb.sqlite

* /usr/lib/sysimage/
rom/Packages

* /usr/lib/sysimage/
rom/Packages.db

* /var/lib/rpm/rpmdb
.sqlite

« /var/lib/rpm/Packa
ges

* /var/lib/rpm/Packa
ges.db

CentOS RPM * /usr/lib/sysimage/
rpm/rpmdb.sqlite

0S

0S

XENRTE
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B #r

Fedora

Bt EESR

RPM

Y A[E(S B KIR

/usr/lib/sysimage/
rom/Packages

[usr/lib/sysimage/
rom/Packages.db

Ivar/lib/rpm/rpmdb
.sqlite
/var/lib/rpm/Packa
ges

/var/lib/rpm/Packa
ges.db

/usr/lib/sysimage/
rom/rpmdb.sqlite

/usr/lib/sysimage/
rom/Packages

/usr/lib/sysimage/
rom/Packages.db

/var/lib/rpm/rpmdb
.sqlite
/var/lib/rpm/Packa
ges

/var/lib/rpm/Packa
ges.db

0S

XENRTE
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B #r

OpenSUSE

Oracle Linux

Bt EESR

RPM

RPM

Y A[E(S B KIR

* /usr/lib/sysimage/
rom/rpmdb.sqlite

* Jusr/lib/sysimage/
rom/Packages

* /usr/lib/sysimage/
rom/Packages.db

* /var/lib/rpm/rpmdb
.sqlite

* /var/lib/rpm/Packa
ges

* /var/lib/rpm/Packa
ges.db

* /usr/lib/sysimage/
rom/rpmdb.sqlite

* /usr/lib/sysimage/
rom/Packages

* /usr/lib/sysimage/
rom/Packages.db

* /var/lib/rpm/rpmdb
.sqlite

* /var/lib/rpm/Packa
ges

* /var/lib/rpm/Packa
ges.db

0S

XENRTE
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B #r

Photon OS

RHEL

Bt EESR

RPM

RPM

Y A[E(S B KIR

* /usr/lib/sysimage/
rom/rpmdb.sqlite

* Jusr/lib/sysimage/
rom/Packages

* /usr/lib/sysimage/
rom/Packages.db

* /var/lib/rpm/rpmdb
.sqlite

* /var/lib/rpm/Packa
ges

* /var/lib/rpm/Packa
ges.db

* /usr/lib/sysimage/
rom/rpmdb.sqlite

* /usr/lib/sysimage/
rom/Packages

* /usr/lib/sysimage/
rom/Packages.db

* /var/lib/rpm/rpmdb
.sqlite

* /var/lib/rpm/Packa
ges

* /var/lib/rpm/Packa
ges.db

0S

XENRTE
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B #r

Rocky Linux

SLES

Alpine Linux

Chainguard

Bt EESR

RPM

RPM

APK

APK

Y A[E(S B KIR

* /usr/lib/sysimage/
rom/rpmdb.sqlite

* /usr/lib/sysimage/
rom/Packages

* /usr/lib/sysimage/
rom/Packages.db

* /var/lib/rpm/rpmdb
.sqlite

* /var/lib/rpm/Packa
ges

* /var/lib/rpm/Packa
ges.db

* /usr/lib/sysimage/
rom/rpmdb.sqlite

* /usr/lib/sysimage/
rom/Packages

* /usr/lib/sysimage/
rom/Packages.db

* /var/lib/rpm/rpmdb
.sqlite

* /var/lib/rpm/Packa
ges

* /var/lib/rpm/Packa
ges.db

/lib/apk/db/
installed

/1lib/apk/db/
installed

0S

0S

0S

XENRTE
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B #r

Debian

Ubuntu

Node.js

PHP

Go

Python

Ruby

Rust

Y ANERIE AR AL

Bt EESR

DPKG

DPKG

Javascript

fE R

Go

Python/Egg/Wheel

RubyGem

crate

Y A[E(S B KIR

/usr/share/doc/
*/copyright

/usr/share/doc/
*/copyright

node_modules/*/

package.json

* composer.lock

» /vendor/c
omposer/i
nstalled.
json

LICENSE

.dist-info/
METADATA

.egg-info

.egg-info/
PKG-INFO

* .gemspec

Cargo.toml

0S

0S

YRIEE

YRIZTE

i

][]

SPDX F A RIAX BN HEEEKRT T A RKGPHIFAIZK. Amazon Inspector SBOM 4 B 27 B A< T7
IR NGB T A E B HEL R SPDX AIRER . XEMNER T HFTEEN —BHENFS

o

SPDX & #& PR 1R BT AR &Y

FREVF AT & &R RS 2] SPDX Y RIEAR IR, B4 , MIT License &A% N MIT,

XENRTE
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SZNMFANEAS

BAIFZNMF AL SANDIZEE & H. U TRETRMMABRR LB TN RATT
MIT AND Apache-2.0

B E XV ATE TR
BEMNFAUNRIZ I LicenseRef , flf, LicenseRef-CompanyPrivate
BENRENR

BENREMNTIRNAdDitionRef- , #ll, AdditionRef-CustomException

FTARBE URL?

B2H@@ @ URL 5 PURL 2 —f#rECERX , AT RITFTERGSEERSGEFHRGS. AHRN
FFo ZBRAMFRER, 2 WAEERHMEPHNKBXRTEENES , LHEETERIHFYRER
(SBOMs) ¥,

PURL £#4

PURL &#24F URL , BZ MNAHBAR :

« pkg— FHHIE

. type— @EREH

* namespace— 74

« name— RHEITEH

« version— B TMA

« qualifiers— FAWRBEX
« subpath— BHHXHEE

7~ PURL

BT 2 PURL RS RBI,

pkg:<type>/<namespace>/<name>@<version>?<qualifiers>#<subpath>

Package URLs 203


https://github.com/package-url/purl-spec
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EA® PURL

BA PURL ATFRTTECCEERINRGBEDSRENRHFSINAH |, fliinpmpypi, Hmaven, ©
AR REEAHHABRUTESHERHIEERRET — B iz, BA PURL T TE/RHM
B, NMEBRZFNZHEIXHEIFE |, HlilApacheFl, WordPressE RIFNENAF&HHAS , S5EH
FEHZHFIH,. Web FAEMBEXHHE TR

xR B

- XFRFEN_HFIXMH , XXFEE A Go Rust
« X Web ¥4 , flinApachefWordPress , EF B4 S E5£ SN T EEEF T X
 AFARASEANBARXNRGIRDEXNRGEETNRE , NI ZEFEHNE S R4,

R B
T REA PURL &K R A1,

pkg:generic/<namespace>/<name>@<version>?<qualifiers>

EH PURL &R H bR 45
LT 2BA PURL %X 8 EH AR50,
RIREMGo=i#

AT 2H a inspector-sbomgen binary 4iEHGo,
pkg:generic/inspector-sbomgen?go_toolchain=1.22.5

HmiERRust =3
LT R A&mIENmyrustapp =it &34 Rust,

pkg:generic/myrustapp?rust_toolchain=1.71.0

Apache T1 B

AR R¥8Apachedn & 228 THY http T H .

pkg:generic/apache/httpdel.0.0

PURL 419 204
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WordPress 4

AR 2B/ \WordPress 14
pkg:generic/wordpress/core/wordpress@6.0.0

WordPressE &

LU 21 B E X WordPress £,
pkg:generic/wordpress/theme/mytheme@l.0.0

WordPress &4

LA 2#6 8 E X WordPressifitt.

pkg:generic/wordpress/plugin/myplugin@l.o.0

£ Amazon Inspector SBOM 4 B 88 A BB R i R S IEFR AE MR AN 5| A

Amazon Inspector SBOM 4 B 2818 1T E # MR XXM iR B BiX RREM M BERT REH

XENIH. ETRIEESF , B ABNRASTTE. BIFEHSE| BRI M

KRB, SRBEDBFREGTRELNKBI, EFZRERT , SERPIKRBRER (4
fMpackage.jsonpom.xmlrequirements.txt, = ) REARBNIE T CENRAEEN. &E
B IR X AR B < R AN R B,

=4I

Amazon Inspector SBOM £ 2 MIRT B FRREMKBI , EF BN IBEBRRABESIISEIA. AT
B AR IEFERE SBOMs , HRATEIFET B MBI £ 2 AT HIE LRAIRIRA

Java

Xt FJava , MavenIi B 7] A A AR ASSE B SR E X pom . xm1 XX R kB < R o

<dependency>
<groupld>org.inspector</groupld>
<artifactId>inspector-api</artifactId>
<version>(,1.0]</version>
</dependency>

&7 5| A 205



Amazon Inspector AriEE

ZEREEEATET 1.0 (E) WIRAHR2ULUIEZH, B2 , MRENMRETEEETHIR
7K, Amazon Inspector SBOM £ KA 2 WEIZRA , AR T ERE S ERA,

JavaScript

¥ FJavaScript , Zpackage.jsonXH AU EXRLUTFUTAENWRATEE :

"dependencies": {
"ky": "A1.2.0",
"registry-auth-token": "A5.0.2",
"registry-url": "76.0.1",
"semver": "A7.6.0"

BEANEFEEFARTRETEERANRAEGTES, B2 , MREENREATZEBTHIAR
7K, Amazon Inspector SBOM £ B2 F A2 WEZMA , B RN XM A sE S S SR N HE IR
Ko

Python
34 FPython , Zrequirements.txtXH AL BEHFERREKEXNNEKE,

requests>=1.0.0

BE>=EAEERMAATRETHMRAL. 0.0V TUEZN, ATURBERERNKREEHINRA ,
&tk Amazon Inspector SBOM 4 585 7c 74 Al b I E A TR 2 #T B AR A<

Amazon Inspector SBOM 4 28 N X FIEFREREE R O] FMRAFRIREF |, FlanithiR, SRR R
g

WO

pkg:maven/org.example.com/testmaven@l.@.2%20Beta-RC-1_Release

(® Note

FERIERERR (HII ) TSI EE XU MRAEFH|Beta-RC-1_Release , t75E 14 Amazon
Inspector # 5|ZH R EFERIME.
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£ CycloneDX £ Amazon Inspector 5% Z2[H]

Amazon Inspector A {RIEMt CycloneDX I E—EFEANWE ZRMEEEH. SBOMsEKII AR
BURERINEIA 4R B ENR/ER M CycloneDX SBOMs, B THMEZEE | 55 CycloneDX
B2 3% GitHub M,

amazon:inspector:sbom_scanner i & ZE R 75 E

Amazon Inspector Scan API £/ amazon:inspector:sbom_scanner A ZRHEEUTEM :

Bt DU

IR NAE RURORAT B ORI E] CISA E A RIR /Y
R B FH o

amazon:inspector:sbom_scann
er:cisa_kev_date_added

RTRIE CISA EXMHAANIFER X |, ’iEE
ERFH R E,

amazon:inspector:sbom_scann
er:cisa_kev_date_due

£ SBOM R IMAY = E MR T E" N iFRE S8

amazon:inspector:sbom_scann
er:critical_vulnerabilities

RARAEEHNAERBERERA,.

amazon:inspector:sbom_scann
er:exploit_available

RRENEERBNRERARE —RaFHIN
er:exploit_last_seen_in_public Y B (8]

amazon:inspector:sbom_scann

amazon:inspector:sbom_scann RATERBRHEEAH CEERBIRA,
er:fixed_version: component

_bom_ref

amazon:inspector:sbom_scann
er:high_vulnerabilities

amazon:inspector:sbom_scann
er:info

amazon:inspector:sbom_scann
er:is_malicious

£ SBOM R B EM N & IR &,

NeEAHRERBET, Sl ‘ERHEA
14: . *kijbﬁlﬁlo ?

$67R OpenSSF 2ENZEMMA 4IRS HEER

Hir,

f# A CycloneDX &5 % Z2[A]
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B

amazon:inspector:sbom_scann
er:low_vulnerabilities

amazon:inspector:sbom_scann
er:medium_vulnerabilities

amazon:inspector:sbom_scann
er:path

amazon:inspector:sbom_scann
er:priority

amazon:inspector:sbom_scann
er:priority_intelligence

amazon:inspector:sbom_scann
er:warning

DU

£ SBOM AR BH ™= E RN K" IV IRIE 2 o

£ SBOM AR BA ™= E N "I IwE 2 Ko

EREFREFSEBNHNEE,

EELERANBILER. EEEFHES , 2
BlAEY, B2, “REF IR

ATHESEREMLCANEHRRE. XEED
B BRI ARIUE",

NARARAEEAHFNRERRERET, 6
o BRSAH 0 RIBME purl, 7

amazon:inspector:sbom_generator & ZE A 7K

Amazon Inspector SBOM £ R 25f#H amazon:inspector:sbom_generator @B ZRHEFLUT

B

Bt

amazon:inspector:sbom_gener
ator:cpu_architecture

amazon:inspector:sbom_gener
ator:ec2:instance_id

amazon:inspector:sbom_gener
ator:live_patching_enabled

amazon:inspector:sbom_gener
ator:live_patched_cves

DU

FHEFRNREH CPU %53 (x86_64).

I 5% EC2 3241 1D,

—NHRE , KRB E Amazon Amazon EC2
FREATEEAT Linux.

FEL S0 5% CVEs L& SERHEXME F B 4h
#YE % EC2 Linux.

amazon:inspector:shom_generator @& ZEHE 5%
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B

amazon:inspector:sbom_gener
ator:dockerfile_fi

nding: inspector_finding_id

amazon:inspector:sbom_gener
ator:image_id

amazon:inspector:sbom_gener
ator:image_arch

amazon:inspector:sbom_gener
ator:image_author

amazon:inspector:sbom_gener
ator:image_docker_version

amazon:inspector:sbom_gener
ator:is_duplicate_package

amazon:inspector:sbom_gener
ator:duplicate_purl

amazon:inspector:sbom_gener
ator:kernel_name

amazon:inspector:sbom_gener
ator:kernel_version

amazon:inspector:sbom_gener
ator:kernel_component

amazon:inspector:sbom_gener
ator:running_kernel

amazon:inspector:sbom_gener
ator:layer_diff_id

DU

R Amazon Inspector FAHFFR XML RS

LA FAB B X Dockerfile T E,

BTASRBBMENXHNLFHE (tBHR
D),

AT HERIBI[EBRD docker lRA,

B

RAEFEFERASNMXFHERKRIN,

KRB —AHBMNRKIINEE ZE PURL,

EEBRNREHAZLE,

EEBRNREHABARA,

—MERE , RIETBEELREBNAKEAH

—MERE, ATEREECRENERESITH

N
AEHBNBBRREENIEFEH,

amazon:inspector:shom_generator @& ZEHE 5%
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B

amazon:inspector:sbom_gener
ator:replaced_by

amazon:inspector:sbom_gener
ator:os_hostname

amazon:inspector:sbom_gener
ator:source_file_scanner

amazon:inspector:sbom_gener
ator:source_package_collector

amazon:inspector:sbom_gener
ator:source_path

amazon:inspector:sbom_gener
ator:file_size_bytes

amazon:inspector:sbom_gener
ator:unresolved_version

amazon:inspector:sbom_gener
ator:experimental:transitiv
e_dependency

DU

B S BIENE Go &R,

EEBRHNREGENENE.

KB T IREFIERNEHAHEES , 4

w0 : /var/lib/dpkg/status o

MEBEXHRRI T EF SRR KE
%O

MHRREL T =B F 25 B AR
RNEBTE TR,

KRB EEERE RETOREZR R,

RAKE SEERMEERBXR,

amazon:inspector:shom_generator @& ZEHE 5%
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& Amazon Inspector A E K E|&EH CI/ICD EEH

Amazon Inspector CI/CD £/ £H Amazon Inspector SBOM 4 %85 F L & i# Inspector Scan APl 79
BABRRGEERRERE. Amazon Inspector SBOM £ RS FI AF Y., BEsM&k, B, ARKEL
R E4miE Go M Rust —# HI X4 oIBE4YRESE ( SBOM ) . Amazon Inspector Scan APl AJ 134
SBOM R A|E— ke , EFEEEXRVFWRBEEMES. EA LT Amazon Inspector BE§
MEPEEEN CI/ICD BEBER , MHABREREHERRERE , IEERMTUERE 2 BERN
EEXK., EiRE CI/CD £/ , Ea LAMEREHIER Amazon Inspector SBOM 4 B 25 1 Amazon
Inspector Scan API &2 B E X CI/CD £/,

« iRiE AWS K LAfE | Amazon Inspector CI/CD £

« Amazon Inspector Dockerfile # &

« B85 Amazon Inspector Scan BB ENX CI/CD EEERK
« {# Amazon Inspector Jenkins ¥

+ {8 Amazon Inspector TeamCity ¥

« %54 Amazon Inspector £ GitHub &4E

- FRATAGItLab4lF#I Amazon Inspector

« 44 Amazon Inspector £ CodeCatalyst 3 1E

+ ¥ Amazon Inspector 35 CodePipeline

AR

Amazon Inspector 1% #FH CI/CD SERARIBH T HEM4. BAUMNENNTHREXLEE Y , RS
EAEN1™ Amazon Inspector F#EERNHESRAMEEEF, BUHHESRICRMEHRGEIT
Amazon Inspector SBOM 428 , REXEKK SBOM i=1T Amazon Inspector Scan AP,

AT BLR 7 0@ 4K Amazon Inspector CI/CD £/ :

1. A LURELE N AWS IKF A i1 [8] Amazon Inspector Scan APl, BXUE |, ESFIEE AWS Ik
F LAEF Amazon Inspector CI/CD &£/

2. A LAZ g EIRHM Amazon Inspector 4.
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3. WA LAREFELE Amazon Inspector SBOM £ R 28 —# #1304, XA , S HAmazon
Inspector SBOM 4 R 25

4. A LU Amazon Inspector FiEEN B S TRIFINE AR CI/CD EEH , AREERM,

5. BIZETHEN , ZRGSTRSEMBIERRA , REERBKR LZ1T Amazon Inspector SBOM 4
25 , BLERK S CycloneDX #&AH# SBOM,

6. RE , ZHEHFFERK SBOM k31X E| Amazon Inspector Scan APl i = , Zik R &&= SBOM
HYRBFERB,

7. Amazon Inspector Scan API I R 4#:5 CSV, SBOM JSON 1 HTML #XHREHRE. Zike
‘& %A % Amazon Inspector X I RIAHIEMAE R,

X ¥ CI/CD fRF &

Amazon Inspector BBIX$FELT CI/ICD @BRAR. BXFERBHRE CI/CD ERHNTEIRE |, BTiEF
S\ T CIICD fRARWIEHY -

» Jenkins ff+

- TeamCity ¥

* GitHub actions

BHEXEX

R Amazon Inspector &8 7&K CI/ICD f#RF RBMIAEH , BRI LLLE S FEH Amazon Inspector
SBOM 4 525 F1IL 3 Inspector Scan API ReIZ B2 BE N CI/ICD £, EEREAEA Amazon
Inspector SBOM 4 X B85 R IR AVET |, 8B B E LERKRMAHEE,

LUTR#ER T B E X Amazon Inspector CI/CD $£ 5 H) THERIE -

1. BATLUNSELE R AWS Tk~ 215 B Amazon Inspector Scan APl, BXi%88 , S5 E AWS Jk
F LAEF Amazon Inspector CI/CD &Ko

2. WO LAR S FELE Amazon Inspector SBOM £ 25 —#t &I 30#F. BxiHA , ES M Amazon
Inspector SBOM 4 X85 o

3. A LA Amazon Inspector SBOM 4 28 1 A e 4 {5 CycloneDX & & H SBOM,
4. IO LA £ R Y SBOM £ Amazon Inspector Scan APl , W4 RIREIR S -

AXREBENERWIEA , H2HEI2EE Amazon Inspector Scan BJEE X CI/ICD BEE MK,

T M ClIICD BRAR 212


https://docs.aws.amazon.com/inspector/latest/user/cicd-inspector-github-actions.html

Amazon Inspector AriEE

RE AWS Ik LAEF Amazon Inspector CI/CD ££5%

E£ A Amazon Inspector CI/CD £ 5% , BAFUEM AWS lEF . AWS Ik Z4MEH IAM A& | ZA
&A@ {REY CI/CD EE&EFX Amazon Inspector Scan APl BViFRIRPR. TR T EBHHESLUE
i AWS Ik, RIREE R A MEE IAM B85 1T CI/CD £,

(® Note
MREBEZEMT AWS Ik, MATLABKZE R CI/ICD EREE IAM B,

FA

o JEAIRER AWS I P

- SIEEEERIHRNENAR
- 71 ClICD £RELE IAM A

SEMZRERL AWS Ik 2
WMRIEET AWS IKF | BERUATTREEIE—1,
IRE S0 AWS ik

1. $TFhttps://portal.aws.amazon.com/billing/E A
2. RERFELMIHBARE,
EEME | FEIEFERIKREEE  EREADFRERA —NRIEE,

HRGEMET AWS K, IR BIZAWS IKFRAF —1 RAFERGRIZKS RIFRE AWS
RS MRF. FANREREIEK , FAAFIERERLRANR , A ARERARAFKKTEER
AP R BRNES

AWS FMEREEKE BB RE—HEIAB T4, BB a1 hitps://aws.amazon.com/FH & #F
“BOKF” , E5EYaINKFENHEBEENKS,

SIEEREEHLRNRNAF

AME , FRPENZTS AWS IKF AWS KPR AP AWS IAM Identity Center , /5 A G2 EEH
P, XEERTLER root AFHITEEES.
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https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://aws.amazon.com/

Amazon Inspector AriEE

R IREY AWS Tk 7= 48 A 7

1. %3 Root A Hi AZK AWS IkF B FapfFihit , UIKFFRIEENSHEF, AWS
Management Consoleft F— £ , i ABH L,

ERIMEABRAFRERIENEDR |, B35/ (AWS &% AF#ER) H M Signing in as the root

usero

2. RENBAFPBRZESHRIE (MFA),

BXRUEHA , FSEIAM BFREETHN AWS K- RAFSEAEL MFA R% (BHE )

CIREAERIERNRNAF

1. J3 A 1AM Identity Center,

BXUE |, BSE (AWS IAM Identity Center FiF1E§8) ##Y Enabling AWS IAM Identity
Center,

2. £ IAM Identity Center 7 , JAFP R FEEIH RN,

BXEA IAM Identity Center B & N S RNHE , 25 (AFIERE) 1AM Identity Center
B A B9 A BRIAMREELEAWS IAM Identity Center FA P 17 R4 R

UERERBRNRNAFSHER

EE A 1AM Identity Center A B 0% % , BEERBELIZE IAM Identity Center Fi P BT &%
B SR B B T R 44 b 1k Y B Fe P Ak

BXMEH IAM Identity Center AP 2 ZH#HE , BZHAWS 2% AP EEFHER AWS iHE)|T]
o

77 4R BR 50 Bic 4 EL At A P
1. f£ IAM Identity Center 1 , B —PMXRE , ZANREFERE R A RIKAXRAY R AEME,

BXRUHA , HSHE CAWS IAM Identity Center A $§R) F#Y Create a permission seto
2. HARSEE—ME , RAERNZESEE L BFZIFRNE.

B , H30 (AWS IAM Identity Center FAF 58 ##Y Add groups.
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https://console.aws.amazon.com/
https://console.aws.amazon.com/
https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-started-create-a-permission-set.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/addgroups.html
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71 Cl/ICD £REE IAM A&

E¥ Amazon Inspector AL E&HY CI/CD EEH Mﬁgﬁ'ﬁi — 1AM ZRBE Jbl‘FlﬁI'il?EI}mEA
H$EE$E K Amazon Inspector Scan APl ( SBOMSs ) . , SR DU SR RE B N ED 1AM B
& H K - 7] LAE 4T Amazon Inspector Scan AP,

1. &% AWS Management Console 737 IAM ##1& , Btk Fhttps://console.aws.amazon.com/
iam/,

2. EIAMEZHENSMERT , ERERE  RAGERERK,
3. HEERMYREIRT , &L JSON , AR TIEY :

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "VisualEditorQ",
"Effect": "Allow",
"Action": "inspector-scan:ScanSbom",
"Resource": "*"
}
]
}

4. ﬁ?%jt_io

5. AXRBESA (W InspectorCICDscan-policy ) , RIITLARIR | REERCIEFRRE, LK
M mEEESRIEUBRNAE,

6. 1 IAMEZHENSMERT , KNEEACNEIRNAE,
7. NTAESRMARE  ARAENEERE , RS TRE

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::{ACCOUNT_ID}:root"
.

"Action": "sts:AssumeRole",
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https://console.aws.amazon.com/iam/
https://console.aws.amazon.com/iam/
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"Condition": {}

8. ii?%—lt_io
9. HEARMNEREL , BRHEBREZHVENEKR K REEBRT—5,
10. RAB®GHE (W InspectorCICDscan-role ) , WINALEHR , REEFECreate Role,

Amazon Inspector Dockerfile 1 &

AN B M Amazon Inspector SBOM 4 X 85K #3## Dockerfiles 1 Docker BEFB& , LB
ERFEASIARERENBIRERE.

EH

- £ Sbomgen Dockerfile 2

« XM Dockerfile &

{# A Sbomgen Dockerfile ¥ 2

HKRIEZ N Dockerfile = *.Dockerfile WX LA KR 1A Docker B[S , & B3I 1T Dockerfile
rE,

A LAE A - -skip-scanners dockerfile Z¥Z M Dockerfile K&, 348 LU Dockerfile £
ESEMAANARS (HUREREIF=-HM4E ) FE5EA.

Docker &S RHI

AT RGeS & R R Dockerfiles A1 Docker RSB G URIBIERENE=ZFRHESER
SBOMs ,

# generate SBOM only containing Docker checks for Dockerfiles in a local directory
./inspector-sbomgen directory --path ./project/ --scanners dockerfile

# generate SBOM for container image will by default include Dockerfile checks
./inspector-sbomgen container --image image:tag

Amazon Inspector Dockerfile 1 & 216
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RAriEmE

# generate SBOM only containing Docker checks for specific Dockerfiles and Alpine,
Debian, and Rhel 0S packages in a local directory

/inspector-sbomgen directory --path ./project/ --scanners dockerfile,dpkg,alpine-
apk,rhel-rpm

# generate SBOM only containing Docker checks for specific Dockerfiles in a local

directory
./inspector-sbomgen directory --path ./project/ --skip-scanners dockerfile

I ST B A

LU 2 Dockerfile & XA 4RI =B,

{
"bom-ref": "comp-2",
"name": "dockerfile:data/docker/Dockerfile",
"properties": [
{
"name": "amazon:inspector:sbom_scanner:dockerfile_finding:IN-DOCKER-0Q1",
"value": "affected_lines:27-27"
}
1,
"type": "file"

}I

i 180 ) RSz 48 4 7 45

LA £ Dockerfile &3 %8 1 B 48 4 #9 Rl

{
"advisories": [
{
"url": "https://docs.docker.com/develop/develop-images/instructions/"
}
1,
"affects": [
{
"ref": "comp-2"
}
1,
"analysis": {
"state": "in_triage"
},

{f# A Sbomgen Dockerfile ¥ &
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"bom-ref": "vuln-13",

"created": "2024-03-27T14:36:397",

"description": "apt-get layer caching: Using apt-get update alone in a RUN
statement causes caching issues and subsequent apt-get install instructions to fail.",

"id": "IN-DOCKER-0@0@1",

"ratings": [

{
"method": "other",
"severity": "info",
"source": {
"name": "AMAZON_INSPECTOR",
"url": "https://aws.amazon.com/inspector/"
}
}

iF
"source": {
"name": "AMAZON_INSPECTOR",

"url": "https://aws.amazon.com/inspector/"
},
"updated": "2024-03-27T14:36:39Z"
},
(@ Note

MREA Sbomgen Bf A7 --scan-sbom #57& , M| ReeEFREH Dockerfile HEA I,

% 3EM Dockerfile &

AT AR X Sbomgen Dockerfile & :

- Sudo —HHIRFE

- Debian APT SR~

- BRIBEH

- BRAR

« ETNFELETIRE
Biin

- BITNHLIRRE

XL Dockerfile 0 EHRNE—MHBAANNERITLR , ZTFREREUT EZWTRER,

F#1 Dockerfile 182 218



Amazon Inspector AriEE

® Note
TR EF PR EVGIE T Tl HEXKEK,

Sudo Z# FHIERFT

(® Note
HRENTEMTRNER.

RMNBWABELRERMEA Sudo —#HFIBFE , AACEFFTTHNUN TTY NESHEKITH. BXE
%{28 , 155 Docker Docs MY User, MREMFEARBFIFEERLT Sudo Z# FIEFZHIIL
BE , BAITBWEERA Gosus

Debian APT SE R F

® Note
HRENFEETRAE.

LA 2fEH Debian APT i B FHVRESKEK.
¥ apt-get i T EHEEA Run B O LU 2 E 170

FATEIUIE Docker B apt-get R EHEIE/N RUN EAH, $IEFEH apt-get update
LS BEFRBARFE apt-get install T2k M. BXREZELR , 2 H Docker Docs Mt b
# apt-geto

(® Note
#N5 Docker BREHA B , MPFRMB171T N th ALK 4 FE Docker BEM.,

BIERBERAXER APT 8 51TXAER
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BIMNBWAUAREARFER APT S 1TRARERF. APT wSITXEABRFRHRIT AL RAFRIE , HITH
EFERAZRA2EETL. BXREZEER , 1S Debian M¥tH MY Script Usage and differences
from other APT tools,

BRBIE

@ Note
BHRENTEETRAITE,

#& Dockerfile PRI ZE L HA N EHBILE, B Sbomgen Dockerfile 1 2 7] SUIR B A T B 45 1

i

/E\ .

« AWS 581 %48 IDs — AKIAIOSFODNN7EXAMPLE

« AWS %4 — wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

« DockerHub ™M Ai5E 5 hE — dckr_pat_thisisa27charexamplel234567
GitHub N A B = — ghp_examplev6lwY7PjlYnotrealUoY123456789
GitLab ™ AIGRI S — glpat-12345examplel2345678

RE2R

(® Note
LR BN EEIRENES.

BMNBWERBERIRHER TZE1T Docker Bif. W FRERNBRBREEZZITHRBML IR , K
MNENEARIRNREMNRMENAEF. BXEZEE , 55 Docker Docs M¥EH Y User,

BT SRLIMREZE

® Note
hRENTEEITRNS.

—ERSITXARFIREESETHNXRFEIREMINE , NAMMBEZFREN FERIT,
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https://docs.docker.com/build/building/best-practices/#user

Amazon Inspector AriEE

NODE_TLS_REJECT_UNAUTHORIZED=0

3 Node.js #F27E NODE_TLS_REJECT_UNAUTHORIZED iREBH 0 KB F&1TH , FEH TLS iEH
i, BXEZEELE , HSH Node.js MiFFH NODE_TLS_REJECT_UNAUTHORIZED=0,

GIT_SSL_NO_VERIFY=*

X git M HITH R IRE GIT_SSL_NO_VERIFY WHER TIEITH , Git 2Bk RIE TLS ifH. BXE
ZER , BZH Git Myt Environment variables.

PIP_TRUSTED_HOST=*

% Python pip @S {THFEEIRE PIP_TRUSTED_HOST BB R TE1TH , Pip 2Bk RiFiEEES LM
TLS iftf. BXEZEER , BHSH Pip Mt K --trusted-host,

NPM_CONFIG_STRICT_SSL=false

24 Node.js npm @ S {T# 21 NPM_CONFIG_STRICT_SSL i®&E R false H1ER Fiz1T8 , Node
Package Manager ( npm ) SEARFRERRKIE TLS iEBHER TIEER NPM EMR. BEXESZE
B , %% npm Docs Mt strict-sslo

BT BT TIRE

(® Note
HRENTERTRN S,

BEZ{THSHMEERERY , ~ ERTSTIARFREEESSTHIEREIR2NME , MBS T
RENFERIT,

npm --strict-ssl=false

% Node.js npm I B ITHEL S --strict-ssl=false ¥r&Ei=1TH , Node Package
Manager ( npm ) SEARFMERRKIE TLS MEPMHER TIEZEE NPM Eik. BXEZER | B
% npm Docs P L HY strict-sslo

W

apk --allow-untrusted

% Alpine Package Keeper EAfEF &S --allow-untrusted $rFEIETTH |, apk FRESKELIER
ZETAENHEE. BXEZELR |, H55 Apline MIEFHI LT F#EE,

apt-get --allow-unauthenticated
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¥ Debian apt-get HHBXARF LS --allow-unauthenticated #r&ETTHT , apt-get F
LRERHINERE., BXEZER , 153 Debian Mt H APT-Get(8).

pip --trusted-host

% Python pip SERRBF4E S --trusted-host FFEE1TH , BEMNENBFES TLS iEPRIE. B
XEZELR | ESH Pip Mt HY —-trusted-hosto

rpm --nodigest, --nosignature, --noverify, --nofiledigest

LHETF RPM W HZEEES rpm &4 --nodigest, --nosignature, --noverify # --
nofiledigest #F&EIZ1TE , RPM R BEERELTERHF TN AR IEREIIRL, LERXHF.
BXEZER , H5H RPM Mif LMWL RPM FHR :

yum-config-manager --setopt=sslverify false

LETF RPM W HEZEEES yum-config-manager £ --setopt=sslverify ¥rEi&RE R false
HWER TiETHE , YUM RG-S EERNTARIE TLSiEH, BXEZELR |, BSH Man7 Mih L&Y L
T YUM F#T :

yum --nogpgcheck

ET RPM WS EER yum &4 --nogpgcheck FFEETH , YUM S B EERABIR EHR
Ha LW GPG EHR. BEXEZEL , BHSH Man7 Mif LK yum(8).

curl --insecure, curl -k

Y curl &4 --insecure = -k iREETH , HEA TLS EBRIE. BIANBERT , E#HTEEZ
B, curl BEYN BN L2 EEHFELTZ LRI, T4l curl WERIESE |, TEREEI 4
SR E, BXEZELR |, 1S5 Curl M EMELT Curl FMT :

wget --no-check-certificate

% wget &8 --no-check-certificate HFEETH , FEA TLS ERRIE, BREZER B
Z ¥ GNU M5 ERELT Wgaet FA A -

BREERFNAREFERFERSSUERF

(® Note
R ENTERTRNER.
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BEBRBERGSRGBBEFLREAMRFINERUTRERLNEL, TRRHESRY  IEHERF
MR #EFTTHF TR

UTHRESEERIFNRERSIHBEELITHRRE
Alpine Package Keeper (

FEHELZERHN APK BB ERNBAREGANBRENESIEPRILMER APK REXH, BXE
ZEER , BSHArch LinuxM ik LB APK Fft Ta 3R 48 S04 30,

Debian Package Manager (DPKG)

5/ DPKG ZEESRNAST , HIIE T Debian, Ubuntu SETF Distroless BV & & , X MARIE
BEWEHETAMBER DPKG $iiEE, EXREZER , BSHRMM LM DPKG FMIREXHX
*\é'o Ubuntu

RPM Package E# 2§ (RPM)

£ RPM Package Manager (yum/dnf) & 288 , B0 53 Linux sELLER 0 Linux , XRKRER
SEMEHRT2MR RPM 8iEE. BXEZELR , H50 RPM Wis L RPM FMARENHX
=

#2125 Amazon Inspector Scan BB E X CI/CD EEBE K

B8 Amazon Inspector CI/CD &4 7] A F4&# CI/ICD R A R |, BATEWEER Amazon In Cl/

CD spector flff, MREH CI/CD RS Z&HE Amazon Ins CI/CD pector i&#F , M A LS EH
Amazon Inspector SBOM 4 B 25 L & #: Inspector Scan API RBIZZ B E X CI/ICD £/, UTEHRE
RT W8I Z S Amazon Inspector Scan BB E X CI/CD BEEEK.

® Tip
mREE BT LN SEKIF A SBOM , MIATLAEA Amazon Inspector SBOM 4 FR 88
( Sbomgen ) Bk 58 3 HFIEE 4 &,

%15 EEEE AWS IKF

BlE— AWS Ik f2iF 778 Amazon Inspector Scan API . BXEZER , HS0 %E AWS Ik
F LAE A Amazon Inspector CI/CD &Ko

BIEBEX CI/ICD &£/ 223
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https://rpm-software-management.github.io/rpm/man/rpm-common.8#FILES
https://docs.aws.amazon.com/inspector/latest/user/sbom-generator.html
https://docs.aws.amazon.com/inspector/latest/user/cicd-custom.html#generate-scan-sbom.html
https://docs.aws.amazon.com/inspector/latest/user/sbom-generator.html#install-sbomgen
https://docs.aws.amazon.com/inspector/latest/user/sbom-generator.html#install-sbomgen
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58 2 & . &% Sbomgen = Ht &I #

ZEMEE Sbomgen Z#HFIXH. BEXEZELE , HSHEZE Sbomgen,
88 3 . £/4 Sbomgen

£ Sbomgen A EFXHH BRG] SBOM X,

BRI LAMER T RGl, ¥ image:id BN EPHEHHRGH AN & sbom_path. json BN ER

¥ SBOM #i tH L &
=l

./inspector-sbomgen container --image image:id -o sbom_path.json

% 4 % : @A Amazon Inspector Scan API

WA inspector-scan API SIA#E £ K SBOM HiRt®EHRE.

B LMER LT RHl, Biftsbom path. jsonAFHEZA CycloneDX BIE K SBOM X #HHI
B, ENDPOINTE ¥ N BLEIHITE ML AWS XI5 9 API iR REGIONE #2948 RIAY X1,

=l

aws inspector-scan scan-sbom --sbom file://sbom_path.json --endpoint
ENDPOINT-URL --region REGION

A¥ AWS X8 fILRT AN=85E | BSEKEMLET A,
(Rt )€ 5%, EREANAMSERNEE SBOM

(® Note
/\ﬁﬁﬂ% % 3 5*”% 4 'LFEIJ %/RT?FEEEEZJHSL‘FB;RO

BEEANGSER --scan-bom FRE&E4E KM SBOM,

BRIAERUT R, & image:id BN ERBENWBREN BN, profileBFRAMEMAIEE X
#o REGIONB AN X1Z, /tmp/scan. jsonE#aR scan.json XH1E tmp B FHWLE,

R~

% 2 % . % Sbomgen ZH#EHIX 4
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./inspector-sbomgen container --image image:id --scan-sbom --aws-profile
profile --aws-region REGION -o /tmp/scan.json

A¥% AWS XiF LB AW =B5% B2 K LT A,
AP 3 A&

Amazon Inspector Scan API £ L CycloneDX 1.5 # 3\ 2, Amazon Inspector AEL I JSON &R i
HiRERE. TLAEA --output-format FREERERINES

CycloneDX 1.5 #& = i H /=45l

{
"status": "SBOM parsed successfully, 1 vulnerabilities found",
"sbom": {
"bomFormat": "CycloneDX",
"specVersion": "1.5",

"serialNumber": "urn:uuid:0077b45b-ffle-4dbb-8950-ded11d8242b1",
"metadata": {
"properties": [

{
"name": "amazon:inspector:sbom_scanner:critical_vulnerabilities",
"value": "1"

I

{
"name": "amazon:inspector:sbom_scanner:high_vulnerabilities",
"value": "OQ"

I

{
"name": "amazon:inspector:sbom_scanner:medium_vulnerabilities",
"value": "OQ"

I

{
"name": "amazon:inspector:sbom_scanner:low_vulnerabilities",
"value": "OQ"

}

1,
"tools": [

{
"name": "CycloneDX SBOM API",
"vendor": "Amazon Inspector",
"version": "empty:083c9b00:083c9b00:083c9b00"

}
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1,
"timestamp": "2023-06-28T14:15:53.760Z"

},
"components": [
{
"bom-ref": "comp-1",
"type": "library",
"name": "log4j-core",
"purl": "pkg:maven/org.apache.logging.log4j/log4j-core@2.12.
"properties": [
{
"name": "amazon:inspector:sbom_scanner:path",
"value": "/home/dev/foo.jar"
}
]
}
1,
"vulnerabilities": [
{
"bom-ref": "vuln-1",

"id": "CVE-2021-44228",
"source": {
"name": "NVD",
"url": "https://nvd.nist.gov/vuln/detail/CVE-2021-44228"
},
"references": [
{
"id": "SNYK-JAVA-ORGAPACHELOGGINGLOG4J-2314720",
"source": {
"name": "SNYK",
"url": "https://security.snyk.io/vuln/SNYK-JAVA-
ORGAPACHELOGGINGLOG4J-2314720"
}
.
{
"id": "GHSA-jfh8-c2jp-5v3q",
"source": {
"name": "GITHUB",

"url": "https://github.com/advisories/GHSA-jfh8-c2jp-5v3q"

}
15
"ratings": [

{

1Il’
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"source": {
"name": "NVD",
"url": "https://www.first.org/cvss/v3-1/"
.
"score": 10.0,
"severity": "critical",
"method": "CVSSv3l",
"vector": "AV:N/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:H"

},
{
"source": {
"name": "NVD",
"url": "https://www.first.org/cvss/v2/"
.
"score": 9.3,
"severity": "critical",
"method": "CVSSv2",
"vector": "AC:M/Au:N/C:C/I:C/A:C"
},
{
"source": {
"name": "EPSS",
"url": "https://www.first.org/epss/"
.
"score": 0.97565,
"severity": "none",
"method": "other",
"vector": "model:v2023.03.01,date:2023-06-27T00:00
},
{

"source": {
"name": "SNYK",
"url": "https://security.snyk.io/vuln/SNYK-JAVA-
ORGAPACHELOGGINGLOG4J-2314720"

iy
"score": 10.0,
"severity": "critical",

"method": "CVSSv31l",

:00+0000"

"vector": "AV:N/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:H/E:H"

.
{
"source": {
"name": "GITHUB",

"url": "https://github.com/advisories/GHSA-jfh8-c2jp-5v3q"
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iy
"score": 10.0,
"severity": "critical",

"method": "CVSSv31",
"vector": "AV:N/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:H"
}
1,
"cwes": [
400,
20,
502

1,

"description": "Apache Log4j2 2.0-beta9 through 2.15.0 (excluding security
releases 2.12.2, 2.12.3, and 2.3.1) INDI features used in configuration, log messages,
and parameters do not protect against attacker controlled LDAP and other JINDI related
endpoints. An attacker who can control log messages or log message parameters can
execute arbitrary code loaded from LDAP servers when message lookup substitution is
enabled. From log4j 2.15.0, this behavior has been disabled by default. From version
2.16.0 (along with 2.12.2, 2.12.3, and 2.3.1), this functionality has been completely
removed. Note that this vulnerability is specific to log4j-core and does not affect
log4net, log4cxx, or other Apache Logging Services projects.",

"advisories": [

{
"url": "https://www.intel.com/content/www/us/en/security-center/advisory/
intel-sa-00646.html"
I
{
"url": "https://support.apple.com/kb/HT213189"
1,

{
"url": "https://msrc-blog.microsoft.com/2021/12/11/microsofts-response-to-

cve-2021-44228-apache-log4j2/"
3,

{
"url": "https://logging.apache.org/log4j/2.x/security.html”

"url": "https://www.debian.org/security/2021/dsa-5020"

"url": "https://cert-portal.siemens.com/productcert/pdf/ssa-479842.pdf"

"url": "https://www.oracle.com/security-alerts/alert-cve-2021-44228.html"
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"url": "https://www.oracle.com/security-alerts/cpujan2022.html"

"url": "https://cert-portal.siemens.com/productcert/pdf/ssa-714170.pdf"

"url": "https://lists.fedoraproject.org/archives/list/package-
announce@lists.fedoraproject.org/message/M5CSVUNV4HWZZXGOKNSK6L7RPM7BOKIB/"
},
{
"url": "https://cert-portal.siemens.com/productcert/pdf/ssa-397453.pdf"
.
{
"url": "https://cert-portal.siemens.com/productcert/pdf/ssa-661247.pdf"
},
{
"url": "https://lists.fedoraproject.org/archives/list/package-
announce@lists.fedoraproject.org/message/VU57UIDCFIASI0O35GC55IMKSRXIMCDFM/™"

},
{
"url": "https://www.oracle.com/security-alerts/cpuapr2022.html"
I
{
"url": "https://twitter.com/kurtseifried/status/1469345530182455296"
},
{
"url": "https://tools.cisco.com/security/center/content/
CiscoSecurityAdvisory/cisco-sa-apache-log4j-gRuKNEbd"
},
{
"url": "https://lists.debian.org/debian-1ts-announce/2021/12/msg@@0@7.html"
I
{
"url": "https://www.kb.cert.org/vuls/id/930724"
}
1,

"created": "2021-12-10T10:15:00Z",
"updated": "2023-04-03T20:15:00Z",
"affects": [

{

"ref": "comp-1"
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1,
"properties": [
{
"name": "amazon:inspector:sbom_scanner:exploit_available",
"value": "true"
.
{
"name": "amazon:inspector:sbom_scanner:exploit_last_seen_in_public",
"value": "2023-03-06T00:00:00Z"
.
{
"name": "amazon:inspector:sbom_scanner:cisa_kev_date_added",
"value": "2021-12-10T00:00:00Z"
.
{
"name": "amazon:inspector:sbom_scanner:cisa_kev_date_due",
"value": "2021-12-24T00:00:00Z"
.
{
"name": "amazon:inspector:sbom_scanner:fixed_version:comp-1",
"value": "2.15.0"
}
]

Inspector &=\ 4 H = 45l

{
"status": "SBOM parsed successfully, 1 vulnerability found",
"inspector": {
"messages": [

{
"name": "foo",
"purl": "pkg:maven/foo@l.0.0", // Will not exist in output if missing in sbom
"info": "Component skipped: no rules found."

}

1,
"vulnerability_count": {
"critical": 1,
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"high": 0,
"medium": O,
"low": @
.
"vulnerabilities": [
{
"id": "CVE-2021-44228",
"severity": "critical",
"source": "https://nvd.nist.gov/vuln/detail/CVE-2021-44228",
"related": [

"SNYK-JAVA-ORGAPACHELOGGINGLOG4J-2314720",
"GHSA-jfh8-c2jp-5v3q"

1,

"description": "Apache Log4j2 2.0-beta9 through 2.15.0 (excluding security
releases 2.12.2, 2.12.3, and 2.3.1) INDI features used in configuration, log messages,
and parameters do not protect against attacker controlled LDAP and other INDI related
endpoints. An attacker who can control log messages or log message parameters can
execute arbitrary code loaded from LDAP servers when message lookup substitution is
enabled. From log4j 2.15.0, this behavior has been disabled by default. From version
2.16.0 (along with 2.12.2, 2.12.3, and 2.3.1), this functionality has been completely
removed. Note that this vulnerability is specific to log4j-core and does not affect
log4net, log4cxx, or other Apache Logging Services projects.",

"references": [

"https://www.intel.com/content/www/us/en/security-center/advisory/intel-
sa-00646.html",
"https://support.apple.com/kb/HT213189",
"https://msrc-blog.microsoft.com/2021/12/11/microsofts-response-to-
cve-2021-44228-apache-log4j2/",
"https://logging.apache.org/log4j/2.x/security.html",
"https://www.debian.org/security/2021/dsa-5020",
"https://cert-portal.siemens.com/productcert/pdf/ssa-479842.pdf",
"https://www.oracle.com/security-alerts/alert-cve-2021-44228.html",
"https://www.oracle.com/security-alerts/cpujan2022.html",
"https://cert-portal.siemens.com/productcert/pdf/ssa-714170.pdf",
"https://lists.fedoraproject.org/archives/list/package-
announce@lists.fedoraproject.org/message/M5CSVUNV4HWZZXGOKNSK6L7RPM7BOKIB/",
"https://cert-portal.siemens.com/productcert/pdf/ssa-397453.pdf",
"https://cert-portal.siemens.com/productcert/pdf/ssa-661247.pdf",
"https://lists.fedoraproject.org/archives/list/package-
announce@lists.fedoraproject.org/message/VU57UIDCFIASI0O35GC55IMKSRXIMCDFM/",
"https://www.oracle.com/security-alerts/cpuapr2022.html",
"https://twitter.com/kurtseifried/status/1469345530182455296",
"https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-
sa-apache-log4j-qRuKNEbd",
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"https://lists.debian.org/debian-1ts-announce/2021/12/msg@0007 .html",
"https://www.kb.cert.org/vuls/id/930724"
1,
"created": "2021-12-10T10:15:00Z",
"updated": "2023-04-03T20:15:00Z2",
"properties": {
"cisa_kev_date_added": "2021-12-10T00:00:00Z",
"cisa_kev_date_due": "2021-12-24T00:00:00Z",

"cwes": [
400,
20,
502
1,
"cvss": [
{
"source": '"NVD",
"severity": "critical",

"cvss3_base_score": 10.0,

"cvss3_base_vector": "AV:N/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:H",
"cvss2_base_score": 9.3,

"cvss2_base_vector": "AC:M/Au:N/C:C/I:C/A:C"

"source": "SNYK",

"severity": "critical",

"cvss3_base_score": 10.0,

"cvss3_base_vector": "AV:N/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:H/E:H"

"source": "GITHUB",
"severity": "critical",
"cvss3_base_score": 10.0,
"cvss3_base_vector": "AV:N/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:H"
}
1,
"epss": 0.97565,
"exploit_available": true,
"exploit_last_seen_in_public": "2023-03-06T00:00:00Z"
},
"affects": [
{
"installed_version": "pkg:maven/org.apache.logging.log4j/log4j-
core@2.12.1",
"fixed_version": "2.15.0",
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"path": "/home/dev/foo.jar"

£/ Amazon Inspector Jenkins 4

Jenkins ##4F A Amazon Inspector SBOM 4 5488 — 3t %l 3X 44 F Amazon Inspector Scan API 1E#J%
SERMENFANRE , XEERAUAEHEZHFAENSENK, &I Amazon Inspector Jenkins
B, BT B Amazon Inspector JEEEAHERINE Jenkins BB H ., A SURER N B M FEEE R
FE M Amazon Inspector IRIEHERE N FEEBERITEIHAM, RELAEJenkinsTig LEFZ
JenkinsTHFHIBRFTARA , MR https:/plugins.jenkins.io/amazon-inspector-image-scanner/s AT
BB 7 wfalig & Amazon Inspector Jenkins i@

/A Important
EFXBATSRZA , B0 Jenkins AR F 2.387.3 RE S IRA T BEZ 1T ZIEH -

F1H:BE—DAWS KF

AWS Ik = 5 /o 11517 Amazon Inspector Scan API B IAM B&#TEE. BXxiil , ESHREE
AWS Tk F LAfE 8 Amazon Inspector CI/CD £,

% 2 % . ¥% Amazon Inspector Jenkins &4

IR 3R R M Jenkins 2 FIE &% Amazon Inspector Jenkins 4.
1. 7E Jenkins #EHEIERF , EFREE Jenkins , REEFEEFMH.

2. %&EAA,

3. MATA&EIFH 1R Amazon Inspector Scan ik , REZEZEH,
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RAriEmE

( ATk ) 58 3 &, W docker ZIERINEI Jenkins

® Note
N3 docker BRIGNL TFRAEFMERRS , 73 M0 docker FiE, &N ,

LTI E#ERIAIM Jenkins 2 HIERIF docker FIEFMNE] Jenkins A,

1. 1& Jenkins 2 HIERF , MIEFREE Jenkins, FiE. RS,
EELREUL , AEEFRMNEIL,

EMEGD | ERAFENEE,

NTFEE , EFEL£BJenkins, TR, WH. FIEFIAS).
MALWEAEER , REERBHEE,

o M 0D

(k) 5 4 $o FAWS Ei

® Note
RYERBETF IAM A3 TS BRIEN | 3R AWS iEH. BN

LTI E A MIenkins U RAHR I AWS EHE,

1. & Jenkins £ #IHIRH , OERERE Jenkins, FiE, R4,
EREREIL , AREBRRNNEIL,
NFFEK | FikE AWS Fil,

w0 D

% 5%, 1 Jenkins BIZA&F 710 CSS X+

LUTERNEIMAIE Jenkins BIZAF 700 CSS X,

1. EJF Jenkins,

HBET B IR

, BEEE B IR

WMALWEFAEE , SEENHRIES ID MBRFRESR , RAREEBEE,

2. EEFERT , ZRERE Jenkins, TR, AETR , REEEHAEHE

(AT ) 5 3 %, N docker FIEFINE Jenkins
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3. HEXAESF , KT
System.setProperty("hudson.model.DirectoryBrowserSupport.CSP", "") A RE
EFIZ1T,

] 6. I’ Amazon Inspector Scan 7S N ZEI & /Y ¥ 2

BRI LUBN T B PR IR LR Jenkins FEAREE , f Amazon Inspector 7R INERHY
EH,

BT A R IMEES BRI Amazon Inspector Scan R INZI#ZE A,

1. ERENEL K QA TNRIFWESRER , EERNEEDSER, ARF%EE Amazon Inspector Scan,
2. TEMT inspector-sbomgen RixFEZ BB TIEE : BIRF3. BIERMATFREG FTEEFR
X, TRAIBARERAPAEETNIIE, ZL2EFNERIEE.

a. (&I 1) ‘B EZNELT# inspector-sbomgen B R EFTARAR, LikIN4 BN MBI EEER
HIRIERSH CPU 224,

b. (&M 2) MREEIZE Amazon Inspector SBOM 4 85 —# HI X #1734 | HiEEF
. MREEREXTFZE , BERRMZHT T inspector-sbomgen FRAH TEE LR,

BXEZEER , BHSREE Amazon Inspector SBOM 4 FR 25 % % Amazon Inspector SBOM 4 fX
2% ( Sbomgen )

3. TERUTBRIELLSER Amazon Inspector FEHE S RNEE -

a. WABRKID, RETURA MG, ZRREHARMEG, REEIRIERE Docker B LY
Eo. MRESHSHARE , FRUTMBN tar XHRBEE. FSHE T HIRGIBRE ID BRE

i XNTFARbHEFERES : NAME[ : TAG|@DIGEST]
i. XF tar 3X# : /path/to/image.tar

b. EHBRATREHAEERN AWS XiF,

c. ("% ) 7 Rep ort Artifactic B4 , IAERIEPERNN RV BEELEBE K. XEBTX
CATHITHE—IRBIFEE,

d.  (®lE)NTF “BEx# , BEEENAEFHFRN—IHES N NEFR. ITEXDMAOFFEA
HHE R, AIAERFERIED,

e. (A& ) X TF Docker ZFilk , {EEBREM Docker AP B, NLUBRBRMEN TREEZMEESA
FIAT LR,
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f. (Wik) BULREHANTXEN AWS FHRIESE

i (%) XWFIAM A | FRMEA® ARN (arn: aws: iam:: role/)o AccountNumber
RoleName

i. (A%E) T AWSIES | BHRE IAM AR EE#1TEHRIEAN AWS iEH,

ii. (A& ) XNTFT AWS BEX AW  FRHEEAREXX M4BT S ORI EE X4
HY & Fho

g (W) ERBERARERE. FAKED  SUTNAENREENRETEIEME , BHH
RESAW. MRAEEHAS0, WLTRA# T ZDRE , WEHBLKI, NT EPSS
S8, ZEAUNT 0 F 1 zH, MRAFHNFREIEME , WWEFHEM , HERE
CVEs EPSS 27 & T ZENKAHXE RERH S F,

4. EERREF.

F /A Jenkins BB, B & F Amazon Inspector Scan MBI FFES,

AT LAE R Jenkins FEAR BB B3R F 30 Amazon Inspector Scan FNE B EEH,
B3 T8 SBOMGen AR &

«  Eff Amazon Inspector Scan ARMEES , FEFEAU T R™OIEZ, BREFEREEMN Amazon
Inspector SBOM 4 {88 FEIRIER G HEH , BRI SBOMGEN_SOURCE LinuxAMD64
LinuxArm64. IMAGE_PATHERNIRGIER ( HlWalpine:latest ). IAM_ROLEBIELSE 1
FEEN IAM B2H ARN , IREFEANRAIDEFEMEE , NE#RNDockerZiE ID, &ALk
ERRARBIREX NN EREEE.

pipeline {
agent any
stages {
stage('amazon-inspector-image-scanner') {
steps {
script {
step([
$class:
'com.amazon.inspector.jenkins.amazoninspectorbuildstep.AmazonInspectorBuilder',

sbomgenSource: 'SBOMGEN_SOURCE', // this can be linuxAmd64 or linuxArm64
archivePath: 'IMAGE_PATH',
awsRegion: 'REGION',
iamRole: 'IAM ROLE',
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credentialld: 'Id', // provide empty string if image not in private
repositories

awsCredentialId: ''AWS ID;',

awsProfileName: 'Profile Name',

isThresholdEnabled: false,

countCritical: 0,

countHigh: 0,

countLow: 10,

countMedium: 5,

D

FZITH SBOMGen FEHREE

«  E¥ Amazon Inspector Scan RINEIMES , BEEAUT RBIEE. SBOMGEN_PATHE#RA
IBEL T 3 FREM Amazon Inspector SBOM 4 FRESHIBRER, IMAGE_PATHRRIRHEIBRAR ( I
WMalpine:latest )., IAM_ROLEZHESTR 1 FEEMN IAM AE€H ARN ID K Dockerf&HE
iEID ( MREFEANELEEEE ), EANEEERARIREH IS ELEEE.

(® Note
M SbomgentE Jenkins B FH , HEBHFRM Jenkins B ZHEE ( Hla/opt/folder/

armé4/inspector-sbomgen ) o

pipeline {
agent any
stages {
stage( 'amazon-inspector-image-scanner') {
steps {
script {
step(L[
$class:
'com.amazon.inspector. jenkins.amazoninspectorbuildstep.AmazonInspectorBuilder',

sbomgenPath: 'SBOMGEN_PATH',
archivePath: 'IMAGE_PATH',
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awsRegion: 'REGION',

iamRole: 'IAM ROLE',

awsCredentialId: ''AWS ID;',

credentialld: 'Id;', // provide empty string if image not in private
repositories

awsProfileName: 'Profile Name',

isThresholdEnabled: false,

countCritical: 0,

countHigh: 0,

countLow: 10,

countMedium: 5,

D

% 7 %, && Amazon Inspector J®ER

1. SERTENHHE,

2. MWEZTHE, NERPEE-—EEKRN, MREREHTML BX | LR LUEE TH JSON SBOM
5 CSV AN E, THERT —N HTML HREN R

( Download SBOM ) ( Download CSV )

Inspector Vulnerability Report

Updated at 11/8/2023, 3:52:55 PM

[ @ SBOM parsed successfully, 7 vulnerabilities found. ]
Information
Image name Image SHA
file:///Users/naveshal/Downloads/alpine.tar '7be310: daf7’ 0

Vulnerability by severity

Critical High Medium Low

1 4 2 0

All vulnerabilities (7)

Vulnerability Id Severity Component

CVE-2022-37434 Critical pkg:apk/alpine/zlib@1.2.12-r1 2arch=x86_64&distro=3.14.7
CVE-2022-4450 High pkg:apk/alpine/openss|@1.1.1g-r0?arch=x86_64&distro=3.14.7
CVE-2023-0215 High ine/openssi@1.1.1g-r0?arch=x86_64&distro=3.14.7
CVE-2023-0286 High pkg:apk/alpine/openssl@1.1.1g-r0?arch=x86_64&distro=3.14.7
CVE-2023-0464 High pkg:apk/alpine/openssl@1.1.1g-r0?arch=x86_64&distro=3.14.7
CVE-2022-4304 Medium ine/openssl@1.1.1g-r0?arch=x86_644di 14.7
CVE-2023-0465 Medium ine/openssi@1.1.1g-r0?arch=x86_64&distro=3.14.7
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HPEBEBR
LU —RIBEFEBER T Jenkins B Amazon Inspector Scan f4F AT a] gL B EIHY & B iR
TEMEEILED sts REHIR

iR

InstanceProfileCredentialsProvider(): Failed to load credentials or sts
exception.

BRI %

aws_secret_access_key NIRHY AWS ik P 3k Elaws_access_key_idHI{EMH, £ ~/.aws/
credentials FiZE aws_access_key_id #l aws_secret_access_key,

To3EM tarball, 2 b 55 52 SRR A0 &k AR {5
iR

2024/10/16 ©02:25:17 [ImageDownloadFailed]: failed to load image from
tarball, local, or remote sources.

@ Note

RELUTRRA ATRES HIILEEIR © 2R Jenkins FlH T ERENA BRARE. 7 Docker 5|ZH
BT RBMRE , AR EZBRBRIMRPETIRB[MREK,

FRIRF R
BFRIEATHE :

- Jenkins YA X2 FEAENREGEGTRENR,
- BERAHENREGIFET Docker 5|,

- BHIZERE URL EH,

- BEMZEEIMRETIHRILE (WRER) .

Inspector-sbomgen {248 1=

iR

WEEHERR 239
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Exception:com.amazon.inspector. jenkins.amazoninspectorbuildstep.exception.Sbomge
There was an issue running inspector-sbomgen, is /opt/inspector/inspector-
sbomgen the correct path?

BRRTTE
BRI EE , WAL TSR,

1. NIEWEEERSLEN Inspector-sbomgen ET Jenkins B FEH, AXEZELR , 25 Amazon
Inspector SBOM 4 X 25

2. FEAUTHSRZ-HFIXHFRFARITHR : chmod +x inspector-sbomgen,

3. HERGHEMEIEREL Jenkins HI258E2E |, HlI0 /opt/folder/arm64/inspector-sbomgens

4. REFEE , AFHIT Jenkins 1B,

£ Amazon Inspector TeamCity T4

Amazon Inspector TeamCity 4 FIF Amazon Inspector SBOM 4 %85 =3 #1344 #1 Amazon
Inspector Scan AP| EMEBE RN ERFANIRE , XHEERATUERBZ o AENEBEXNK, B

& Amazon Inspector TeamCity i , & LA Amazon Inspector JR B R INZEl TeamCity &
., TTBURER N 2K RARE ™ E M Amazon Inspector JFRAREE B N FE BRI TELH X
Mo YRA]BATETeamCityi3% L& & Amazon Inspector TeamCity I HRFARAS , MuEH https:/
plugins.jetbrains.com/plugin/23236-, amazon-inspector-scannerf < #{a 5 Amazon Inspector Scan
EREER CI/ICD BEFWEE , S HIF Amazon Inspector T E K B CI/CD BiEF, Bx
Amazon Inspector X FMNBRERENERIBES IR , BERAIENRERENEEES. UATTERN
487 W{Ali% B Amazon Inspector TeamCity 344,

1. RE—NAWS IKF.

« AWS IkF £ /11518 Amazon Inspector Scan API §Y IAM Ae#TEE. XA , 55
Ei& & AWS Ik P LA Amazon Inspector CI/CD &/ o

2. &% Amazon Inspector TeamCity ¥,

a. EEFIERF , IEEE > EY.
b. 3% Amazon Inspector 33,
c. & WM

3. &% Amazon Inspector SBOM 4 X85,
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Amazon Inspector AriEE

« 7£ Teamcity fR%585 B & * %% Amazon Inspector SBOM £ K2 —# &I, BXiiEA , S
%] %2 %% Sbomgen,

4. ¥ Amazon Inspector FEMES TR MBI E #,

a. HEEEREL, MTRIFUESR , EFRNMWESR , RF1%EE Amazon Inspector

Scan,

b. BNEELTE#MERXREE Amazon Inspector HFMHERL R

o ANISTRETR,

- £ Amazon Inspector SBOM 4. H B Lk S5 E 2 B TIERE - BahHF 3,
- BEIAZERXRFERSEMN CPU R THSZFIMAH Amazon Inspector SBOM 4 5 25
« FHHELERGEIEM BT K Amazon Inspector SBOM 4 5 8 MR AN Y SR BR 1R
BXREZER , S ITE Amazon Inspector SBOM 4 ik 85 1 % %% Amazon Inspector
SBOM 4 R88 ( Sbomgen )

« BABK D, METURA MG, ZREMEFAMEG, REEIIERE Docker 88 H
NE, MRESTSHARE | BRETMHAMN tar XHRBEE. BFSHETHIRGIBREK D 8%

Z

o WFAMFLIZFEAE : NAME[: TAG|@DIGEST]

o XF tar X : /path/to/image.tar
- XFIAM B, MAZESR 1 FEENAGH ARN,
- EERATREAEERN AWS X,

« (A% ) XF Docker B IIE |, iEi ALK Docker A & H Docker 3, {RYBETM
B TR 68 BE P a F AT IR E,

o (FE ) WTFAWS HHRIE |, B ALK AWS #RIZ4E 1D F AWS 248, RELRER
& AWS FIER T H O RIERT |, FIITIRE,

« (Hit) FESHTFEMNRERE. IRPAEBENFEABED T SEENKE |, NRE
HWERFAY. MRELEN 0, WELRIASDIFE , WEEFEID.

C. ﬁj::%ﬁﬁo
5. &% Amazon Inspector JRAHR

a. STRIIEWHFHE,

b. MEZTHE , NGRPEF—MaEHER, MRERE HTML , EFLLEE T JSON SBOM
5 CSV IrAM R E. AT = HTML REHRHI :
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- (_pownload ssom ) (_pownioad csv )
ol Inspector Vulnerability Report
Updated at 11/8/2023, 3:52:55 PM
[ © SBOM parsed successfully, 7 vulnerabilities found. ]

Al vulnerabilities (7)
Vulnerability Id Severity Component

CVE-2022-37434 Critical i ib@1.2.12-r1?arch: _64&di 14.7

CVE-2022-4450 High i P 1.1.19-10 h: _64&distro=3.14.7

CVE-2023-0215 High i Pe 1.1.1g-10’ _64&distro=3.14.7

CVE-2023-0286 High i P 1.1.19-r0 hs _64&distro=3.14.7

CVE-2023-0464 High i P 1.1.19-10 h: _64&distro=3.14.7

CVE-2022-4304 Medium it Pt 1.1.1g-r0 _64&distro=3.14.7

CVE-2023-0465 Medium i P 1.1.19-r0 _64&distro=3.14.7

#£4 Amazon Inspector £ GitHub &4k

& B LUF Amazon Inspector 5 GitHub actions B2& A , SK¥F Amazon Inspector &1 #5752
GitHub T#EFREH ., X&F A Amazon Inspector SBOM 4 B 28 #1 Amazon Inspector Scan API %3
BERNERIFANRE , IEERTUEBEZRENBERNK ., TBRERQN 2 REHREFN™
B M Amazon Inspector AR EE N FEIERBEEI AN BT GitHub Wik E EE&H
IRASHY Amazon Inspector ##4E, BXIMMFF Amazon Inspector Scan £ EIEH CI/ICD EEFHE
B | 55~ Amazon Inspector A E K ZIEH CI/ICD BiEH, B Amazon Inspector X iFHIR/E
RENEBRBESIR , FERZENRIEREANEEES.

£ A B GitLab4H #+#Y Amazon Inspector

WA LAE AT A C GitLab I/CD 4 4# Amazon Inspector , JF I & #4 & 25 R R # A hn F & 19
GitLabXl B &, X2 RIA Amazon Inspector SBOM £ 28 F1 Amazon Inspector Scan AP| TEFIE 4R
RAERIFANRE , IHERANERBZAAENEEXNR, TURBERNFNREAHEN™=EHE
 Amazon Inspector IAPREEENFE TEREELH AN, BALEGtLabM s F EEHKFHTRAL
Amazon Inspector A4, BXRIUMMFEF Amazon Inspector Scan £XEIEH CI/ICD BEFHEER |, B
[#4F Amazon Inspector A E K EIEH CI/ICD EEF, BHX Amazon Inspector ZIFHIRERSE 4%
BIESIXR , BZHRAZENRERENREIES.

GitHub #24E 242
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#4 Amazon Inspector £ CodeCatalyst #4E

A LA Amazon Inspector 5L L # e &£ CodeCatalyst , I S Inspector JRE AR INEE
#) CodeCatalyst T/EREH, X2FIH Amazon Inspector SBOM 4 B 25 #l Amazon Inspector Scan
APl EMELRINERFANIRE , IHERTUEHBZRAENEERK, TURERNENR
TEENE R ™ E M Amazon Inspector JAHARENFE THEREEIH ALK, B Amazon
Inspector Scan &R EIEH CI/CD BEEFHFEE , BZHN Amazon Inspector HEE R EEH CI/CD
EEH, B3k Amazon Inspector XIHFNBRERGENRERIES IR , BERAZIEFNERERENEEE

o

[

£ Amazon Inspector 3 #H1E/E 5 CodePipeline

BT LB fE TAEREFR IR AWS CodePipeline 3Rf£/H Amazon Inspector, 1tk Fl

FA Amazon Inspector SBOM 4 B 851 Amazon Inspector Scan AP| TE 3% 45 R it 4 AR ¥ 41 B9 3R

o ZERARBEEBBZHAENEENR, ZInspectorScaniBER —MIEEITERE
CodePipeline , AIBZRMFEEFRERBINLLFE. BUURLKRESE=HFFEE ( Hlw
GitHub 3§ Bitbucket Cloud ) FHI R AR FREREIBRBNAEFNEG—EEA. EXELZER , &
2% (AWS CodePipeline FAF#E®) F#InspectorScan HABRESE.,
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M{& Amazon Inspector X & AWS IREMN B ESBE

&R LAM Amazon Inspector 2 & WK F &2 R & ¥4 Amazon Inspector X & AWS SMEHNEBE
SBE , ZREE B XEHKF FERE Amazon Inspector HIERSHFAE B ME 1T HIE

(@ Note
MRERHALNBEMERER , MANEFHLAPAMEKSNFEHAEFEE MR ITHEHE.

LTERNA T WAIIFEN Amazon Inspector SMEN B E X,
#{& Amazon Inspector 3 & AWS HREN B ETE

1. FRENEIEES , AT hitps://console.aws.amazon.com/inspector/v2/ home F 37 Amazon
Inspector ##| &,

2. ESMmERKF , ERKFEE,

3. EEFEEXR, BERUTEIFz—

« ERKFAUEEKFRBINEER,

« ERXGINEFLLBHHEMITER (Amazon EC2) SKHINEBEETE,

- ERREBEME , \TEF Amazon Elastic Container Registry ( Amazon ECR ) B &%,
- EBRRBMETEE Amazon ECR BN EE X,

« #%$F Lambda B AT LEE Lambda BN B E X,

AFEENAT B MEMERENES.
£S 11

. WK BRI ERE

« 1145 Amazon EC2 StpItV B X B

« YU Amazon ECR 17 i M B X =

« YT Amazon ECR BEBGHEE =
. 45 AWS Lambda BRACEE B
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K 7= 4% Bl By 7B 55 =

MBENKFARALN— R , RETFRHALM Amazon Inspector ZHEFERIKS |, MK &M F4
REEXENKF MK ERABRSHER. FHEDF L |, BLUBESEAX &K - AT E 51X
BERBBRRVAHE, BXEZEER , 5 Amazon Inspector FEY B3 AL E,

MR EEIK R ELLH Amazon Inspector ZEREE RIS , MK A&+ SRHALAFKFNE
HBEREHIHALRPWAEKR, . XTFE8NKF , ZIRBLETKF 2B EHE Amazon
Inspector , TIREFHE , ERXETRANZKFBENRRARERE, EREREER , B LUEALIE
MFERALNENBETRE. BEAUNNMARAKFBEREARERENRRAE, BXEZE
B #EZR ARAKFESE Amazon Inspector 331,

¥4t Amazon EC2 LI EEBE

SEHIET S RIEH AWS FRIEARE Amazon EC2 324, S RBUATERIAF2A :

- 25 - S RIMEPHAEES, REFEREFH LT HABERS
- A - &~ Amazon Inspector FEIME H o) M5 = M H BV P E =61,

- R - £R Amazon Inspector RERER EFH BEMIFHNFIERS. ERINEAT HTA
Amazon Inspector & ¥ 2 M3 #3526l

EC2 KA REHIE “RAH ®H+~ L , RRBRZ. Amazon Inspector £/ AWS Systems
Manager (SSM) f1 SSM X35k B 37 W # M 181 EC2 EHIRBFERE. MREFIREIZIT
SSM ¥ , ;& B X #F Systems Manager B9 AWS Identity and Access Management (IAM) A& , =
FRXEETXHNREREREN , N Amazon Inspector TEM R M ZEFl. BXEZER
B0 L 5% EC2 LA,

EEMNEI+F L, IKFSIEEE AWS IKF THBEZFI,
EC2 ERHIHrE — I E REXRFIXBENFE , A THELEHNSFREEHBIFSHRERTE 2.
BERS - WY ERBERSER | qfLLR2 WINDOWS, MAC, LINUX % UNKNOWN,

R - 58 R Amazon Inspector I EHIFERAPRE T REXER LR ENRAEF *,

FRAERE - 5 E R Amazon Inspector EXRERRREFEIRBERIATE, Amazon Inspector
TRENMEEOR T EARAESANAE S ZE,

T = 4% 5l 69 78 &= =R 245
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EEFAXREC2RHINEZFMESR , HIRREC2 X615 hEvEEEE., RS , Amazon Inspector 28
TEXRZERFINFAEEARZEFNETRAELRN, EEFREXIANFAEE , BEFEFASIPH
g, NEFETHRXEFMAEER , HSREESF Amazon Inspector HEX I FHE S,

Amazon EC2 £ ABIRSE
X FISEa# 4 iTE = (Amazon EC2) 24 |, ATRERVRSER

« FZHWU IR — Amazon Inspector 1E FE 542 45 5 M #3261,

« BHELRELGIFMBE - HEZEISHNMEENEXNET 1200 GB , HE —NEHIFTEEN
&S 8 MBF , Amazon Inspector & A LIRSS o

- BHTRIESLHIWER B BRE - Amazon Inspector £ 211 X SE6IiE 17 TR IR HH B A

- EC2 :£f|21%F 1t — Amazon Inspector EEEXTZ=FIHNAHE , RRZZFL FEILRS. PAEN
BRAERIEFIFERRHIL L, MREXBIEFHIS3N , Amazon Inspector F B3 IRE X EHIAY T
#o

- HNEBERIR — Amazon Inspector =113 SE Bt & £ A ZB4E IR, Amazon Inspector ¥ B zh b B % H
RIRIKE A

« A% — Amazon Inspector FH A E A TRABEFIN RGN AREFRFE, KFH Amazon Inspector 3
B A] BB 2 4RI BR L B TS EE 1T o

EEE R , FFEMA AWS Systems Manager k¥R InspectorInventoryCollection-do-
not-deleteXEXTFHEEHXEBCRASNK. A, £H AWS Systems Manager Fleet Manager ¥
IEEFINBRENAEREE,

- FZH - Amazon Inspector EF LA ZEHl, EERZERAZEA , EFFETFTER.

- E3¥%BEH - Amazon Inspector EFRFSEHIGN AR | FEFHBEE,

« BRELIE - KHIE4&1E, Amazon Inspector HEIEEFEZEFINNEAEXNMNEBE S HREIE,
« JEHEIIH — Amazon Inspector ToEWEN £ 7 KA RN ZRHIHRNEFENRGNAEFBE,

EEEEE |, FEHA AWS Systems Manager KH{R 1%L BT 4 FEH Amazon Inspector XEXFE
BIEfiETT. AL, EH AWS Systems Manager Fleet Manager SRS B4R AR FBE,

« JEEE EC2 E4] — Amazon Inspector R EFZH A %=, =HIFTH AWS Systems ManagerFt
=
Bo

E{EEEE , fRATBAER A AWS Systems Manager utomation AWSSupport-
TroubleshootManagedinstance runbook$zH ., £&EE AWS Systems Manager 71 & 32 324l
J& , Amazon Inspector ¥ B 31 FF 1A 1F £ W B M Z 3561,
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. TXEFMNIRIERS — Amazon Inspector RIERHI[HEH, ZHIEA T Amazon Inspector T IFH
BERSHEM., BX Amazon Inspector XEFMWIRERZEN IR , S HAmazon EC2 SEHIHIRTS
B,

o EHBEMH D ER-IIRS KT EC2 HEL TENRES |, EFEEZBEXMEIRAMazon Inspector
FNETF Linux BT Z#EHIHTRARE EC2 , JRENREREHIRTE :

- BHREREREFTWERS - ZE4| 28I Amazon Inspector SREREH 5000 MEF IR
Hl, EMENEEPHRERE | BRI 2R FESIZK S RN B E L KE,

- BHRERESH SSM FE R4 — SSM Agent 348 Amazon Inspector £3&B % , BRAXN FiZ
%6, BEREFRENEHINENFELEIEN SSM BFHl. BXEZER |, 555 Amazon EC2
Systems Manager 3% = M EE,

- BiREREUWER B RE - Amazon Inspector KEEiRIMEFTEFLE , BN EFIWEREBY
T 15 DB KRHRE,

s REREZEERE — Amazon Inspector SSM i R eEB NELLKHIMNITRELE, XBER

BLHERAENER  BR , MRMWRSTE 6 IR EMAREE , A Amazon S EC2 ystems
Manager B8R IZEHIFEMFEN L LR E & XBKH B EEET,

BRA EC2 RPIBEERHERENFAESR , FSHAIL S EC2 KAIHHE,

F Amazon ECR FEEMNEEXR

FREET SR AWS IME M Amazon ECR F#E. FIRBUTEIN K94 :

- 2% - ERIERNRBEEEE, RS ERFEEN e 23 #IRES.
« BEUE - £ BRYE Amazon Inspector Bt EEEINER SR ENPENAIEF#E. RSJNEREFEE
BY BT H RS

« BEUE - &R Amazon Inspector RERER B EMNITENFIEEEE, RRYHEBETRHAL
Amazon Inspector B B EMPABEFME.

EHMETFR L, "tk FIEE AWS Ik REF#EN.

EEEEXFMENEMEMAEE , BEBRE#HENBEF. RS , Amazon Inspector & & RF#EH
NBERRENFIRURBINRGHFMAEE. FAEESHERERE, REFENAERS. HhiEa
FEXBREERISGITEE , SINRGHXBRAELIHE, ERATHNEEFRERNKITHENXE
BiE , HEEREHNREIRZ,
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A Amazon ECR 17 EE RV IRASE

3 F Amazon Elastic Container Registry ( Amazon ECR ) ZfE , AR VRSEZHE -

- BBUE(IFE) - W FEME , Amazon Inspector 2F L KR FHEF NG, F6ENERAEE
BENFLEM. Amazon Inspector AT HEIAFTBG I H#THE , MRKH T 5ZBEHEX
#IFT CVE , M AEFHITHEBEK, Amazon Inspector FFAERE BN Amazon ECR EF I E LT
(B, SRR R 428 I 17 i B P Y BR 1R

- BRUE(HEERT) — Amazon Inspector 2FEHEFMEN B PABEFREPHNEZNBHMRE. 27FE
i EEBUEIERITE | HiRE N X,

 THEI#IELE — Amazon Inspector Fo & 15 R 126 B 2 17 B P VR A2 BR &

EEEHRE | FEERLEN AWS Identity and Access Management (IAM) KB /& iF Amazon
Inspector i A 77 o

- 25 (F37 ) - Amazon Inspector KERHABFEEPNEARI[MRE, FHEELN Amazon
ECR AR BN EARF M,
EF A Amazon Inspector A FHEPHREG , FEEHEENRBREERXNEREAE K AB
%R R FEPAEREGTE 2 HIE FIRE FHE RS,

« BEUE(HEIART) - Amazon Inspector REHEEHRGE B HEFREPNENBTHRRE. FHE
RYIERR R E N HER R

- NEF4EIR — Amazon Inspector ZIX T FHER K E RN IPEEIR. Amazon Inspector I B a4 B iR
HR|REAHE,

BXAANEREREARHRENEAEES , BSRIL S ECR AREHERK.

PEM Amazon ECR ARG B SR

RGIET < E R AWS HEHH Amazon ECR B, JIRBUTRIMF24A

- 2% - ERIEFHNRARSRERE, REFERREH Z a1 B H#IRT.

« EERH - ERBIE Amazon Inspector BB ZHEFME PG ZENEHBNAAERRRE, REHERIR
B SRR

- KA - E’R Amazon Inspector RIEFEHR LRI ENFIERRTMGKR. FERFHEBE T AL
Amazon Inspector j& 8 &= M H#R &,

Amazon ECR F#EHBRSE 248
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ARMEARESATEISMHEREAERBEFEN L, BREAEFM#EERBE Amazon Inspector 3
HEFEMEES |, 3EF Amazon ECR FREMNIFEIEHTEZFME, RNERELRE T ECR EFIFHE
ST REEBEN RBAHEEREBG, EXELZER , FSHAEE Amazon ECR B FER
8o

ESMNEDFL  BREEBNRIIEEERBIMENFTHENER. K/ JIEE AWS kP #HE7F
EEMN. LXFESE R Amazon Inspector LXK ERRE2RFEMRBENRE, XIJEDIEEEN
RERINTHEN, EFRRNNARFERN , REHIH CVE EFHBEHNHITRE, BXEZE
B , %25 Amazon ECR BN HEIT N

EEEEXATHEMGHNEMFMAFEE | HiEE ECR RSB Y| RV EEE, K , Amazon Inspector &
ERBERZMENFAEEURZMEN YT RAERN.,. EEFRERINIFACGE , FEERESF
HEEE, FETHRXEFMRESR , BFSHESF Amazon Inspector BERINFAEE.

¥ Amazon ECR A 8GN IRASE

%tF Amazon Elastic Container Registry R85 & , TJRERVIRASEBTE

o EFHUEIR(IFELL) - Amazon Inspector 2FEERIREG , HEBSH X MIHPAER CVE i, X Hit
T —RAE, SYHEERUIERGH , H2RFREH Amazon ECR BB IFLR B, FHEMR
BNEMERSA TEBENPE K FHEENERABRENFERAE,

o EEUEHEAR - BRHIEFBREGAET | Amazon Inspector #& B ZMG. FHEBREBNEHER
RAT7HEEEE , FHENERAEEEIHARARE,

- AEB4EIR — Amazon Inspector XA A S IRK AT & £ R ZP4E1%. Amazon Inspector ’ B ah 4L E 45
RFR RIS,

« ZZ34%13%# — Amazon Inspector EfFRGA ARG |, FEFHHBAME,

- PR BETH(IFELEL) - Amazon Inspector 2EEXNRENITE, EEN B EHFHBFHEEPHIR
BIEENFENBRN , REEREH. S AHIASERGIIREH[E,

o PRFRE SIS H(HEIERT) - Amazon Inspector 2 EEX RGN, ERNEIEFHEEEESDHN
RGIEE WL B A , BREEREH, B HERGUUIRE M,

o FHAMWME ( F3h ) - Amazon Inspector T3 Amazon ECR BEM &, FHMENFEEN

Amazon ECR AR E N EARF A, EFHEA Amazon Inspector B ARG | B NFMEE
RERNEEAE L ARERFEFERGSRENEHEEFTRG A,

« FEEFHNRIERS — Amazon Inspector RIEEHAMWIEG, ZREE T Amazon Inspector F X FHY
BERS , B EHEMA T Amazon Inspector IR EARER,

Amazon ECR BEEMEGHAERSE 249
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Amazon Inspector AriEE

B X Amazon Inspector ZIFNBREREN IR , BSHZFWIRIERS | £A Amazon Inspector
4T Amazon ECR 33#f, B5% Amazon Inspector XIFWEARFNFIR | BHSHZIFHEMESE

A,

BRAGRENRGEEDHRENFARFEE , BRI S ECR RErRBHM,

=

1 AWS Lambda BREEB &30

Lambda &3+ E RIEMIREFRH Lambda B3, AWS AR AEFHANKR , — N ER Lambda /R
HNEHBBEREAES , Z— 1 ER Lambda REBABNEBBERIFMES ., B LUREU TR
X EBHITOA :

o 288 - ERIMEFIFTE Lambda ERE. RAEFER Lambda BIEHY H BT RS

- A - EREHE Amazon Inspector Bl B E Y Lambda B, IRAFERE/ Lambda EREAHI Y
AHEHERS,

o REH - £ TBHE Amazon Inspector BB ARITHEY Lambda ¥, REEFIHEA T AL Amazon
Inspector & B M= MR

Lambda BB AT REH F 2R ER HIERBE LN+ L, Lambda BEEAIRERE T 18 R A ME Amazon
Inspector WK | REFFEMANPAIERE LR, BXxEZELR |, HSH Lambda REREE,

EBNMNETF L, MBBHRIIEE Lambda BRI EFR. “tkF” JIEERE AWS IKF ZEHEBH, =
TRRSEERBNEITHRSE, MBFE RSN Lambda BN H e HIERD, BERSE RN
ATEHENIRE, EXE#E5E R Amazon Inspector E AR ERREBEFEMBENTE, XATaES
REEFRAERIAAHEN. EMERNNARFEELN , REHXNH CVE EFPAENH#TRE, &
KXEZER | ESH Lambda MHBHEN AT

IEE## AWS Lambda BREHVRSE

XTF Lambda B% , ATEERVRSESEE

« E3%HE — Amazon Inspector IEEFL LRI Lambda E¥ . BFERBSEENMIseHIEE
FHENNE#THNHRAE , ARERBEFRLAAFHNELRBAXEBO (CVES) B3 EHA
X LE BB

o EIRZHEBR — Amazon Inspector RIFHEILEEK , BAZEFRZ T ERERERDEER 2,

M AWS Lambda BRBE & % 250
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- PRFHRKETH — Amazon Inspector RGN EE , AN B EXBAAREMZEHEET E 90 X
BEKAtHE,

- HNEBERIR — Amazon Inspector =i 13 B BT & £ N ZB4E 1R, Amazon Inspector ¥ B zh b B iR H
RIRIRE A

- ZEWIHREE - Amazon Inspector EF M ARG | SEEHHREAHE,
« AX#F - Lambda B E TR REFZHE,

Lambda EEAERSE 251



Amazon Inspector AriEE

8/ Amazon Inspector EE Z MK~ AWS Organizations

B A LAE A Amazon Inspector EE—MNMALFNZANKS ., itk , BAFERA AWS Organizations &
H K 7 B0E Amazon Inspector , HIEEZEREER . BNNWEE R EEALH Amazon Inspector ,
BRI UARKRZELHITES. ATEEHRTEREEAKSNRAKSHXE, WmAiEEMBRER
EEAURIMMAEERAKS,

&
« T # Amazon Inspector BV ZE R E I8 53 K 7 1 pX 5 K P

« 387 Amazon Inspector B ZEiREE & K

T #& Amazon Inspector Ry Z R E IR 5 K 7 F K 5 K

EZFIREREA Amazon Inspector B , ZREE A T R4S EHKE. THESELD#H
EC2, I 5i# ECR Ml Lambda HFRATHE LR Lambda KB, CXEERAKFNRZSEELD
R, ATRMTHEXRZIREE G/ 7] AR ITHRLE IR /E LR B 5 K 7 7] LA AT IR IREV B 2.

EREERIRE

BE  YZEREEANEENATEKFR , XEEBEANATALAFHNFEEMK, ., EREBERKE
ALEENKRBEKF FEMXBKAKRMELE, Amazon Inspector ZREE & MK AI AT T2

£ :

- XA AWS Organizations EEK S F IR EMBRERNEE R

- EEZREELAN , B4 EEEENRAKFETE - MR,

- EFMEEREKMKFH Amazon Inspector IRZ , 2IFBEFEH Amazon Inspector,

- NEALNMMAERRKFBERERADMmER,

- EEENMMAWLERERNKE , URALAHNFIERAKFHWEERINES.

- SIENEERNATALANMEKRFHEERIAMEIFM,

- REALBFTE KA BE Amazon ECR 83813,

- EEENMLANRRERER,

- RELNAERAKSEX B3I EFMAE ECR BRMRENIFERHE, ZREEANPRBEIEERER

BRBEZKAKS ERINAARE. ARANNAEKSHAZEEZREE AN Amazon ECR B E#H
BRErE, TREAZTNMNKFSRETRNEFHBSERE,

T REIREE 5K AR A K 252
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Amazon Inspector AriEE

- NI S#HE Amazon Inspector RERERERENBENER EC2 , XERBPFHEAL/PHAEK
FHREA, RitzH , ZEREBEAEATANAKFREENMNEELE R, BXEEREREEE LK
BWEZEER |, 55 ®Amazon Inspector SREREH B E L IEE,

- N AMKFBEFREA Amazon Inspector SRER &,

+ SBOMsHALPHWEMKAKS @@ SHo

- NELDPWHMERRIKSIRE Amazon EC2 H#EER. BXEZEE , B2 EEAKEER,
- DIENERALAPREKSH CIS AREE , B AKF BNV EMHAEEERIN

® Note
MRHAKFEFALR , WEREERAFTEBEIZEK TN AERLE.

- ERHELATABKSE CIS HEER.

5L R4

FX 53 K 77 A LATE Amazon Inspector FEFENRZBXREKFHNEE , MAKFHNRENHEREER
B, HLARNME AP AT EATE Amazon Inspector RIUITEATRE -

- NBSHKFBUE Amazon Inspector,

- BEEACKFHRFRERR,

- EEACKFHEERAFHAES

- EEHCKFH ECR ARG EHIEFARSENHIRE,

7 Amazon Inspector HIREREEERLNEE KR EC2 , XLEBEFA TN NMAKS. B
TEREEANALEENBENERN , PR XERER, EXEERERERRNESEFEEL ,
#EZ M Amazon Inspector SRER EH B E LIEE,

- BEELBNEREE RN Amazon Inspector SREREIRER B E X KE,
- 5 SBOMs i 5 H K X EXHI AT R IR

- EFEHEKFAAEERS,

- AHKFHIRMNERE CIS HEERE.

- EEHKFPRRNEM CIS HELR , SFEHEREE R ITTHNEE,

BRI P R 4E 253
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® Note
BEE , REZEREE A, F8E/E A Amazon Inspector,

¥&E Amazon Inspector I ZERE 2 5 K
EREEAREEHALRSHNIKS, . REBNLWMAH Amazon Inspector IEEZREE A
EEEID

EEEEREERZA , BEEUATILA

ZREEAKZALUEE 10,000 MK F o

WMRIEHI R G KIS 10,000 4 |, &8 Amazon Person CloudWatch al Health Dashboard Y
FEA , HESE U REEZEZREEAKS,

EMNEERZXEMEN,
Amazon Inspector 2 —IX1F RS, TEiTXIEA Amazon Inspector B98N AWS X1 75 |, &ER
PMEEZIRFHIR,

—NANRGEE—BREREER,
MBF—ANKFIEEANEF—NKFHZREEER AWS XiF , MiZK - S R2PE H kS Ry
ZREE R AWS X1,

EFEREREERT2EFEARAKFH Amazon Inspector,

MRALBREROEER , MWEAKPFERIMIIKS , BERETZ M,
88 AWS HLRIBCEPR B T8,

X EHERIANIZE AWS Organizations, MR RBUEFIBERE , BSRBEHE P PTE 1.

EEZRREEAFENER

1B BE Amazon Inspector #1318 E Amazon Inspector ZHEE R R NNR., EEH IAM KEEKR
EBRMATEAURTXENR, BXELZEE , BSREE IAM Ei,

~
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"Sid": "PermissionsForInspectorAdmin",

"Effect": "Allow",

"Action": [
"inspector2:EnableDelegatedAdminAccount",
"organizations:EnableAWSServiceAccess",
"organizations:RegisterDelegatedAdministrator",
"organizations:ListDelegatedAdministrators",
"organizations:ListAWSServiceAccessForOrganization",
"organizations:DescribeOrganizationalUnit",
"organizations:DescribeAccount",
"organizations:DescribeOrganization"

1,

"Resource": "*"

NIEW AWS ALAEERREE R

UTEENBUANENAREEERERR, EERZSE 2 , FHRREEHAERNEEREEN
AT E—MRF,

(® Note
B XMER AWS Organizations EEIKF F RESEAH TR, R B AWS Organizations & Ik
SHTREEEMREER, JRFENRTEEEEREER. BXEZER , H5H EEZHR
EEAENNE.

LR EIXBSE Amazon Inspector B, Amazon Inspector
£AWSServiceRoleForAmazonInspector AMKF SIERFKEXAE®, HX Amazon Inspector 21{A
FRRSHEXACBNEER , BHSEX Amazon Inspector FERAREH<EE,

Console
$&E Amazon Inspector ZIEEE R

1. %% AWS Organizations BB , R/STE https://console.aws.amazon.com/inspector/v2/
home L£$TFF Amazon Inspector #&l&

2. fEH AWS X SR EER AWS XiE MEEEEREER,
3. ESMBERD , EEEIRE,
4. E'ERBEERA T, WAAWS KF BEIEEANZREERMN 12 2 ID,

EERREER 255


https://console.aws.amazon.com/inspector/v2/home
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5. &R ‘F®, RRBRIEE &

HEEERREELN , RABR TN ZKFPREMEAEER., MREERHN AWS
Organizations Bk F#E Amazon Inspector , HERA TS,

3 AWS Organizations B 1K 7 & Amazon Inspector

1. BRXEREBAKF , RS hitps://console.aws.amazon.com/inspector/v2/ home FITF
Amazon Inspector #2414,

2. ESMBHRD , EBRKFEE,
. TEBRP T, %48 AWS Organizations B2k | RE%EER “BUE .
4. EFEFN AWS Organizations BEEK FBCENABWER  RABEERRER,

API
£/ APl EEZHEEER

-  f#H Organizations EXEKF AWS ik~ HEH#E1=4T EnableDelegatedAdminAccountAP| #
o BB A LUEEIEST AWS Command Line Interface SA T CLI &8 5 SRIITILIR/E : aws
inspector2 enable-delegated-admin-account --delegated-admin-account-
id 11111111111,

(® Note
FRIEEEIRE N Amazon Inspector EiREIE & KK RIK S 1D,

B 5 T FB5E Amazon Inspector 333

MBEBREENALNEREER , A LURE Amazon #l A EC2 mazon ECR H#EZA LR FHI R & K
Fo ARAKFBGERERE , 283 NZKFBE Amazon Inspector , BiZKF N EERER & Ik
KBk, B3 Amazon Inspector A#EERBMELR |, HSHAmazon Inspector P B HFHEEE, AFTNH
BT WAAREKFBUERM,

H AP BUE R

BABI RN AR ARAKFFERE, UTEENATIANRBEREER FBNER K,
BERAMKSBUERHE | LRI LA R K S0 B0EH#E,

N EL R MK P 80EF Amazon Inspector 133 256
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ENFAKAKS B3 REEHE

1.

FRAZRNERRAKFIERES , R hitps://console.aws.amazon.com/inspector/v2/ home A
$TF Amazon Inspector #2414,

A X REFEREBEMER K/ HETIEE AWS Xig BLE.,
ESMERYT  EBRKFEE, k- &I FE RS AWS Organizations B2 F x<BXEIFTE R
A,

FARAT , EPKSFUNERE, REEFHE  ARENATHRAKSWEEIRT, SrL0E
BUTHBERE

- IS EC2 A
« Amazon ECR 3#
« Lambda #R&EEHE
 Lambda #BB1A#

- EEEEPERER  EERFRTE.

(® Note

MREBZAKS , WAFEBINELESRSIR, EERENNEHLERIKSHK
B | FIERERERE.

FTF RFH AR AN B 3B Inspector IRIE , ARFIEFE N RINEIE LAY EL G K KA1
i, SR BUAERTHRERE

- WG EC2 A%

« Amazon ECR 3%
« Lambda #RAERHE
+ Lambda #3133

- AREREERER R,

® Note
JFRK R B3B0E Inspector 1% & 7] 9 4H LM FT B AR SR AKX 5L BE Amazon Inspectors

N EL R MK P 80EF Amazon Inspector 133 257
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SR AL A K EERET 5000 B, WRENEZIXA. MRKAKF EBRLRDT
5000 , NZi%EF B EFBCE

6. (¥HF)EEZBENAAKS AWS X NA#IENEBNTRAEE LRSI TR,

NESER G KB

1. FAZRNEERKFIERER , RISTE hitps://console.aws.amazon.com/inspector/v2/ home
$TFF Amazon Inspector %14,

2. FAXEEZRFEFEZEMERRAKFHAEINEE AWS Xi5 NV E.

3. ESMmBERKRD , EEKFAEE, kP E&I-FE RS AWS Organizations &2 K < BB FT 8 5
A,

4. TALT , EPERHBEAENESINNAKSZINEEE, RAREREHE  ERENATHA
TP BRI, SR LUER U TAEERR .

- IS EC2 A

« Amazon ECR 13
» Lambda #R/ERHE
» Lambda KB

IERERPAHERER |, BRRTF.

® Note

MREEZTK, , LT EBNNHLEERT R, EEXAENINNHLERHIKSEK
B, FaBENRER.

5. (#¥%F)EEBENBEKR AWS X NAHIENEBNTRAEE LRSI TR,

LA R IK = B0 A0S 18

1. FRENEIEES , ARABTE hitps://console.aws.amazon.com/inspector/v2/ home F 3] F Amazon
Inspector £HI A& -

2. FEARXSERRERBEZERARAKSHHEINEE AWS X8 V&,

N EL R MK P 80EF Amazon Inspector 133 258
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3.

5.

ESMBERT , BEKFEE, K/ &IFE RS AWS Organizations B IK 7 <BXBIFT B B
AN,

FHAT , EPENKSZUNEIEE, RARERRE  ERENANAMED. SUERUT
A#ERE

- L5 EC2 A

« Amazon ECR 3%

« Lambda #RA&EFRHE

 Lambda R#BB1A#E

- ERERAERER  EERFRE.
(%) EENRAKFHEARNEMNXHEERES R,

® Note

MREH AWS Organizations EIEMK ~H Amazon Inspector WEIEEEAKS, , M7
FENKFBEANKRAKF AEFLTHFR.

£ Amazon Inspector R EUH X 5 ik 7 B9 < Bx

R

ZREER , BUREFEIEARAKS SR/ HXREK, EEUEXRBKREAK,E , IKF HH) Amazon

Inspector 4L FRUBIRE |, ZFRERIMIK,, BTNEBEEZKFH Amazon Inspector, {8

&R LARE B 2 BT BUH R BRIV A R K P SRRV K 7 BIRRBRE R, AN AT MAUEREER &

=,
B BUE B A .
Console

{56 FA #2215 & ESUH A 5 UK 7 Y SR Bk

1.

2
3
4.
5

FRERNEERKFIERES , ARBTE hitps://console.aws.amazon.com/inspector/v 2/home
LE3$TF Amazon Inspector 2H|&

fE A X B ERE R BICHRBAAKS AWS X8 VS,
ESMERT , ERKSEE,

HART , EFEEIEXRBRNESNKS Z LN EEE,
ERRERE | REEFEUERERK, .

HUHR
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API
5 API BUHE B &2 1K P 89 < Bk

1z 1T DisassociateMember API &4, EiER+ , 121 IDs BEEUERBKAIKF

£ Amazon Inspector P BREREE 7

B REF EBBR Amazon Inspector ZIREE A, . &R LUEE AWS Organizations EIEIK P 4TI
B, EBBR Amazon Inspector ZREE A/ AT , XK RERBERAIKS FH Amazon Inspector
Mt FBERS. EREEAKFREMERAKS IR AMYKS  HREEZFRRABRE, ATHN0
BTNABBREREEZKS,,

¥ Amazon Inspector ZiREHE G

UTERBNA T WA ER Amazon Inspector ZREE & AR WK R K - SEREE & K < Bk
ko

XIS E Amazon Inspector ZREBRAKELR , ES M Amazon Inspector 15 E ZE R E 2 7 Ik
Fo

(@ Note

f£#8E Amazon Inspector ZREE A J§ , Amazon Inspector ZiREE R KM F zh < B K A K
e

BREREER

AWS Management Console £/ AWS Organizations & Z i 7 &,

£ https://console.aws.amazon.com/inspector/v2/ home 3] FF Amazon Inspector 2 #l 5.
FERAXEEREREREBREREER AWS XiE N E,

ESMERT , EREARE.

EEMEBERT , EFBR , RAEEIARE,

o K~ w0 Dd =

HHRAERNEREE R KK

1. FAZRNEEAKFIERER , RS hitps://console.aws.amazon.com/inspector/v2/ home
$TFF Amazon Inspector 414,
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Amazon Inspector Tt
2. FEARXEERREREXRBRAR AWS X HiE,

ESMEET , ERKSEE,

FARAT |, EFKSFLHNERE,

BERRAE , RAEEERNRK R

o bk~ ©
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¥rid Amazon Inspector IR

RERERA AWS BRERAMAORE ., RS A HBBERBISENREX AWS BR#IHITHE, REHEEX
HN . MEBAR—NMBERAFE. MEERNFZRINER, FH Amazon Inspector , BRI AFRIZE
IEFF CIS HERELE., EALAREAN Amazon Inspector BRARMNZIE 50 MrZ,

s DOAR 5 B it 017

—IMEEH-MNBRENER. REFRAR—NMNBEARE, HESERNRSENER, KEBNFHFIE

Amazon Inspector BRIV EM AN, 7EFRIE Amazon Inspector BIRAT |, HEZERUTILR :

o BATLAFRIZHPEIFNA CIS HiEmE,

« IBALLAEA Amazon Inspector BIRRINZ3E 50 MR,

. BREBUMEME—M,

« — IMEERAEE —IMEEE

- REBARSERZATE 128 N UTF-8 /. FHAURFE., BF. ZHRILUTH
T _.1/7+-@

s BREETAREFFEHawsEIR , BB HTE LRV, T HawsI BNWFEREMER
AWS,

« 2 EL4E Amazon Inspector BIRIFRZNERE AWS Ik = MECIRIRE AWS X5 fyith 5 a1 o

- MIBREIRE , EEXBRAMERZ B SEMIER.

BRRENESRER  FE5H (L AWS ARV EREBRASERE) PRREBCENERE,

® Note
HETHTEENESIBRER . 2ERAREREELRTE, TUMEM AWS BRS5 7 A
R,
AN INPRES

& A LA[E Amazon Inspector BIRRINRE , XLERRIIFEMFFNF CIS AREE, HRITRBER
FREREXN AWS BRHETHE, AEBNAFWM[E Amazon Inspector FIRRIMIRE
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[a] Amazon Inspector &R RNIIFE

B LAREH AR CIS HERE. UTHEHR T RS AP URMMFEFER Amazon
Inspector API IR

FEFEH B AR IIRE

& A LATE$R %A [ Amazon Inspector B RN RS,

[6 2% 1 A U 78 b AR 25

R ECIBIRPRZLEANRMITE, BRESES , B R LEDHHN,

BT UREEZELEANNEERE, BXESER , FSARENFAN,

6 CIS HAES E AR IFR1C

ERIELRES , AJL @ CIS AEEEF IR, BXEZER , HZHEIE CIS AHEEE,

B LR CIS AARENE SR, BXEZEE , BSHAEE CIS HHEE,

£ Amazon Inspector API ZNINFRE
YRATLAE S Amazon Inspector API &1 & #h Inspector &R MFREZ
[6] Amazon Inspector RN IMFE

£/ TagResource API [@ Amazon Inspector BiRRAINFE, EAMEGFTHF I SRR ARN HR
THREXN . AT RAGHERAZRER ARN EAIHEIIERS. XERCostAllocation , ERdev,
B3k Amazon Inspector #REHMEL , BZH (RFENSZE) FH Amazon Inspector2 KYIRIE,
FRMEZHFH.

aws inspector2 tag-resource \

--resource-arn "arn:${Partition}:inspector2:${Region}:${Account}:owner/${0OwnerId}/
filter/${FilterId}" \

--tags CostAllocation=dev \

--region us-west-2

£ B2 12 R 0] 25 1R FL AR INAR 2

FERIEHAE |, A CreateFilter API mER L NRINFRLE,

aws inspector2 create-filter \
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--name "ExampleSuppressionRuleECR" \

--action SUPPRESS \

--filter-criteria 'resourceType=[{comparison="EQUALS", value="AWS_ECR_IMAGE"}]' \
--tags Owner=ApplicationSecurity \

--region us-west-2

[6 CIS 1A ES E AN PIFRIC

£ CreateCisScanConfiguration API [8 CIS 3 #L &7 NFRic.

aws inspector2 create-cis-scan-configuration \

--scan-name "CreateConfigWithTagsSample" \

--security-level LEVEL_2 \

--targets accountIds=SELF,targetResourceTags={InspectorCisScan=Truel} \
--schedule 'daily={startTime={timeOfDay=11:10,timezone=UTC}}"' \

--tags Owner=SecurityEngineering \

--region us-west-2

i BR AR 5

&R BAM Amazon Inspector R P BEBRFE, XERRSEPEHANM CIS AHEEE, HEAHEE
RIFEFERAT AWS BRH#ITDE, AEBNZUMMM Amazon Inspector FIRPBERIFZ

M Amazon Inspector &R F B ERIFE

BRI NI EIFLN R CIS A B PHIBRIEES ., TR T i 1E R H & LU a5 A
Amazon Inspector AP il BR#r%

EEH 8 P BERIRE

& LAIE 24 & M Amazon Inspector &R P EBRIFE,

MEZEIER N A BB RRIRE

LA B REDHANEET B ZRERMNELEANFBERZIRE. BXESER  FEREE
HHIAN

M CIS AT & = M BRARIE

B 4wE CIS HHEERECAETBI SR , AILM CIS BB EFMERIZINE. BXESZER |, F5
F4miE CIS HEEE.
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£ Amazon Inspector APl BERIFE

BRI LAE AL S Inspector AP ML B3 Inspector 3R # il BRAR S,
M Amazon Inspector %R P B ERIFZ

f# M UntagResource APl JA Amazon Inspector &R BBRIFZ,

LTFRBEERT WA AUntagResource M Amazon Inspector &R P BERIRSH RO, &
HREGTTHREERRN ARN MRSHERA, AT ROGHAZEER ARN ERIDFITIERE. R
CostAllocation. B3 Amazon Inspector BREXHMNER , BZH (RFBENSE) FH Amazon
Inspector2 WIRVE. BRERMEFMHEH,

aws inspector2 untag-resource \

--resource-arn "arn:${Partition}:inspector2:${Region}:${Account}:owner/${OwnerId}/cis-
configuration/${CISScanConfigurationId}" \

--tag-keys CostAllocation \

--region us-west-2
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Y542 Amazon Inspector B i 2 F L A<
A LAE A Amazon Inspector 32| & F API EFUNIREH Amazon Inspector IE A KA, MREBRES

Tk P IR R Amazon Inspector B2 R, M A AEEFREN SRAUKRFTIE R AMKF R ARIEF R, AT
AT WA R E A ER S T EIE AR it EE AR

EREHEZEFE

Ear LB 24 & 1N Amazon Inspector BY{E B E MR AN,

5 R F &G it BdE

1. FERENEIEESF , ARABTE https://console.aws.amazon.com/inspector/v2/ home FFTF Amazon
Inspector #B#| &,

2. EATEALAN AWS X EE8R  ERERERAINXE,
3. ESMENRT , BBREAE,

ERKFED+F , SREIKSEAERTIIHN 30 RBEHNTITERR, EFITRAS THRE
B, GRE—NME , UEFZKFERERBEYNSNERERE, FIFAEESERT , BEAUERZ
MK R BREHH SR BUBUR T R BRI A

MRERFEALANZEREER , EHERKFEIALASNIKSNNT. MREA[PHENKS
EBUHXER , MEFHEFETTRAE RN -

HEABRBERT A |, BAUE R ZE 30 RABRABRBEY S NEAERN, IEEERATUHER
JU P 30 T+ FR Y TR LT AR AR o

MRGEFALNEREER , BAUBEINALNENKFHNERE,
FEEDFH | WO LLEFUTE—BERUREERES ITTEIE -
WO EC2 34

Amazon Inspector FEABEREHI A 2N ETRENPAENMTRERERERATIER

« 3£4l ( 19 ) — Amazon Inspector £ ARSI EISKITE EC2 SZHIPEMN FIORRKE, Fi59E
ETEBEREBRE 720 /MEt (30 KAK/NEER ) o

- BENK —XNFILEDZE EC2 85 , X233 % 30 XA Amazon Inspector ik Ry E /N EC2
SR MERREH SRS, Bl EC2 |, BRSEATEZEM Amazon Inspector & I SE 51 235 Hl4%
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KIEFEL  RERGSTHERERE 2NN E, ( HEBERSDE LGB BRIEBRIRZ
Bt , Amazon Inspector fHik EBEBE , A BZSKAINBESNAFFHAERER ),

CIS EHI1F4 - XK~ P EYSEFIRITE CIS H#E S8,
Amazon ECR H#

HEAE — 3 E 30 RNBEREFHK S RGN SR

EFHEE — X 30 RNEHAWK S FIREGH ZO0R 8, EFHFFERIEIT Amazon Inspector Z
BIHEEEH ECR MER THAMEHE., MRECH ECR FHEER B NIFLEMHE |, 1Y Amazon
Inspector [a] ELEHEFE R M E LARSEEMMXE (CVE) it , 2 Ba#HITEHAM,

Lambda 1

Amazon Inspector EATERIZH B 243 Lambda ¥R Lambda X3 R ER LT HE45 -

+ Lambda BRI EE (F1EE) - Amazon Inspector £ & & T8 R it E Lambda EREIFH I F1Y
HBHE, FHESTLEBEMEIRI 720 /Dt (30 KWW /DEE ) .

o BEME — X F Lambda BEZ33H# , X2E % 30 XA Amazon Inspector R Ik~ R FA
Lambda EREIREEREBEZN E/PEIE, XF AWS Lambda BEi¥E , BEAEZEM Amazon
Inspector & I B ¥ 2 B B BR MM A 3 P BERRAV B E] . 20 RARHEBRAVER BB IR A |, MIZER
BB SR HERR,

7 #% Amazon Inspector 204r] it fE A B Ax

Amazon Inspector RN ZARMMEE , MAREFEAAE , Hib el 5E8 AWS Biling EHLH
WA TRE,.

BEEELLTEX Amazon Inspector IMAEFEAETH LITERENESR -

s FRARANRBRYFXGNERL. SHAEXHENMERE AWS HXR , EEEFF MEXHNBTIMN
¥ , 25 Amazon Inspector B9 EH

- FTIEERAETNE®RETMEE A,

- MitBATIERH,

o ItRARKRSHPAMWER 30 REAHANWERE, MREKFHERRHEDTF 30 X, Amazon
Inspector 2T 30 KEWHEA , ARIRUNBENAAERFRNEE 30 RBWFE R A ANSERIGE

=3

- BMPERBYRRBEUATARITE
« EC213# : EAKRM T3 % 30 XA Amazon Inspector & & ¥ 15 EC2 =HI¥K,
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- ECR B&81E# : AR £ 30 KAWHBRERERE + MEEHEHBERIBN LM,
« Lambda ¥rAERE : A KRBT £ 30 XA Amazon Inspector BEH Lambda BIEHY FHE B E .,
« Lambda X% : A KRBT £ 30 XA Amazon Inspector BE R Lambda B FHE B E,

X< F Amazon Inspector % %%t

% Amazon Inspector 1 , BHEHXTBAUNRRLA, WEAHLLE | LF AP IMBEHRD
115 KRR, RRAAFHE , DECERERAT  CHA%K 15 X5 BTH,

(® Note
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% F Amazon Inspector % %%z F 268


https://docs.aws.amazon.com/inspector/latest/user/scanning-resources.html#scan-types
https://docs.aws.amazon.com/inspector/latest/user/scanning-cis.html

Amazon Inspector AriEE

Amazon Inspector Z& %

TEEAWS BREHZE, FHN AWS BF , BAIUZRTENREARSHRZ BB BEALANERMY
BRBAE R OMM KR,

ZERMAHEEE AWS 5 E, TEHEEXFEFHRNENZEMNZIN TSN

s ZRE — AWS ARRPE=FIEIT AWS BRFHEARZEH AWS Cloud. AWS & 39 &R AL AT L
ZEFERANRS. ERAWS ERTRIERITRIERITRIEMH—EB5 , =71t IHEHN = H %
EERNZENERE. ETHERT Amazon Inspector WEHMITRI , HTSREEMITRSBEE RN
AWSAWS RSS2 E 7 BISEE MRS o

DR ZE-ENREREERN AWS RSERE. EEFEXNHMBRARNT , LHENHIEHNBUR
. BRANERANERREREN,

I AYBE B IR T R NI FE 6E A Amazon Inspector YR A REHREEN, AT 8K 8 i il B
Amazon Inspector AEI BN L2 MMM B iR, TobfES] wfaeE A H A AWS BRSEk & By & iE
BRI EE Amazon Inspector &R

F&

« Amazon Inspector B EIER I

- & T Amazon Inspector B Identity and Access Management

« Y5 Amazon Inspector

« Amazon Inspector B &M 13 iF

» Amazon Inspector #ENLE B

« Amazon Inspector Eft i8R 2 4

+ Amazon Inspector 5 #9554 1E K7

o FRAEOLKIET R151R Amazon Inspector (AWS PrivateLink

Amazon Inspector A I B IR R

AWS 7 HBFEER HEFEEEER T Amazon Inspector P BIERT . MAKEETR AWS |, f
RRFSITAEABTR S IRERZLEH AWS Cloud, EAFEF N EEELERM L LR BRIIES,
EATIEFRERK AWS RS NLZEBMEMEERMES. AXABERLNESEE |, BSRHEERL
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FENEE, BXBMBERFIEES , 55 AWS Security Blog £# AWS Shared Responsibility
Model and GDPR & X E,

HTFHERPEH , BMNBUUERF AWS Ik EUEHEH AWS IAM Identity Center 2, AWS Identity
and Access Management (IAM) RENMNA AR, X# , SMNAFRREGETHIEIRIRAMENNIE,
REWEBN AT AR EIE

s NBNMNKFFERZESHRIE (MFA)

- FiF SSL/TLS 5 AWS BFBFE. BIERFEH TLS 1.2, BIUEEA TLS 1.3,

- EARE APl MAFEZI BE AWS CloudTrail, Bx<fEA CloudTrail IRERIEIR AWS SEFHEEL
EZ# (AWS CloudTrail BF#Em) FHIFEAIR CloudTrail BRe

- £/ AWS EBRRARURHEFPHFERINREEH AWS BRF.

- FRASREEZERS (HlI0 Amazon Macie ) , EEBIFAIFMRI F4ETE Amazon S3 FEYBUR
Bz,

- MREE AWS BEGSTRESD API #HTHENFEEZELT FIPS 140-3 RIEMMBER | HEH
FIPS i R BXx<THMN FIPS mRNEZEE |, 8SH (EEBKIPEELERAL (FIPS ) 5 140-3
B o

BIVENEY R ZEERBBER (NEEFWE T4t ) RANSHBHERNXNAFER
(MBMRFER) . XTIEE AWS ;S FEAREFH A, APl 5 Amazon Inspector S E it A & 1E8T
AWS SDKs, AWS CLIEATEMHHRSHBEHBERNNEAFEFRANTABES TELATITRS
ZHBEE, NREONIPRSFIRENL , BB NWEFTEEMIULHEEEIUE R RBIEXNZRSEEN
BER,

EB

. BAI®R

o fE5P IR

Yk

EIAER T , Amazon Inspector £/ AWS MNZEfi# R 5 RIFMEEESEIE. Amazon Inspector 3 ELTH
BEBEHTMNE

- FRARENRFREE AWS Systems Manager.

« M Amazon Elastic Container Registry BR{& R TR 'R RS £

- £ AWS BENINBZRERLEAELE R AWS Key Management Service
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RITEEE, ERANEE AWS HENEH. ERLTFENTEMBRFESE B[ ITRIEI A /I AT %
BRENEH, BXESER , BSH AWS HENZES,

MR EE A Amazon Inspector , N KAMBRBE S A IEE#REFNAMERR , HIMNMBENSENE
+FELW,

FHAZS & FUh B R BB T B 7S I 2

EH# Amazon Inspector Lambda X% , Amazon Inspector CodeGuru 28 EHRHEZHNARBHER
FERB. RUERER , & CodeGuru IREEEZRBMNREFBRHFHIZMNEE , EEF Amazon

Inspector &R iFRIA 1L, BRIANEIRT , CodeGuru E AWS BAEZHAFIERMNKREHITMNE , B
2 , B LU Amazon Inspector BRE R FERAZREZHNEFIEE AWS KMS Z4H# TN,

AR TYEFRTBUBEA T Amazon Inspector 2041 {5 F 8B B Y ZR4A R IMBZ R

1. $&T] LUE A Amazon Inspector UpdateEncryptionKeyAP| B IE Di# Inspector 24t AWS KMS %
R,

2. Amazon Inspector F B XxEH AWS KMS ZHMNEEEKLE. CodeGuru CodeGuru 775 B
BAREA,
3. CodeGuru &1 Amazon Ins AWS KMS pector F it & Y 2548 B i 5% %

4. CodeGuru RIEEHZA IR MBI EEE AWS KMS ZAHNEFMH., WBERPRATNREFMH
A EBEIE CodeGuru,

5. &3 Amazon Inspector BN B ERHIEN , #8< CodeGuru 5 A RAUR#E 2 2 1 BHE =
fl, RAEERAZBAREERE , SMEURZHIE.

M Lambda XBHEET , T CodeGuru 15 A H M B < B Y IR 247 .
FEAFEFREEZAHRITRIBINZNNE

EFERAMNR , BFEFERIFIHE AWS KMS BRIEMKE | UREF Amazon Inspector FET &4
{5 X L3R 4ERY CodeGuru BRI AR,

MREBEGE, FEHFREERF,HWMZZH , WFEEAFA Amazon Inspector B 7 KB |, Hlan AWS £
EREE . Amazonlnspector2FullAccess, BEFEMRBZAFPRTFUTHR , XEAFFENBER
MR FERBH BREFTIER T BN 2 HEOBE.

NTF KMS | ZEREATAFHAITUTERE

 kms:CreateGrant
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* kms:Decrypt

* kms:DescribeKey

* kms:GenerateDataKeyWithoutPlainText
* kms:Encrypt

* kms:RetireGrant

EEINEHRREFABE EHEN AWS KMS RE , BT E—H 758 , £ Amazon Inspector
CodeGuru FAZHNZABITNE, M LUATREED :

® Note
FXEHEBHRNEF AT Amazon Inspector Lambda KB AWS KiF,

"Sid": "allow CodeGuru Security to request a grant for a AWS KMS key",
"Effect": "Allow",
"Action": "kms:CreateGrant",
"Resource": "*",
"Condition": {
"ForAllValues:StringEquals": {
"kms:GrantOperations": [
"GenerateDataKey",
"GenerateDataKeyWithoutPlaintext",
"Encrypt",
"Decrypt",
"RetireGrant",
"DescribeKey"
]
.
"StringEquals": {
"kms:ViaService": [
"codeguru-security.Region.amazonaws.com"

]

}
}I
{

"Sid": "allow Amazon Inspector and CodeGuru Security to use your AWS KMS key",
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"Effect": "Allow",
"Action": [

"kms:Encrypt",

"kms:Decrypt",

"kms:RetireGrant",

"kms:DescribeKey",
"kms:GenerateDataKeyWithoutPlaintext"

1,

"Resource": "*",
"Condition": {
"StringEquals": {

"kms:ViaService": [
"inspector2.Region.amazonaws.com",
"codeguru-security.Region.amazonaws.com"

]

}
}
}

(® Note

AINEAR , FEAEEAN. RBEM JSON KX, FEREZEETBTI IR Z/ERMN—
MES , BEAHRRTERBFIMIEINVE, MRMEAMERSE , BTEN—FINAKR
BESEEMI—MES, NRFEARNAE-—MEY , WANER AT EG2E , BEE
ANARBESEERN—MNES,

EREFEERHEENS

EFAEFREZHNENKFEENDS , EXANREE FRAFSFRERAHTRIBMBZENE F5
H A9 FRAY Amazon Inspector B, I, 1&3&%%—/\51&3%&&&:}:@— AWS XK AWS
KMS #4i , i E — NS XEZH, EUUEAKFPIENXNREZSR , W UER AWS EBEH A
BIENMEFRERS , fiE. AWSKMS APIsEXEZER , 15 H AWS KMS AAF BRI BIE
NN AWS KMS Z4H,

(® Note

H 2025 % 6 A 13 Bie , 7R EX CloudTrail HiiE] &K AWS KMS &R RS 40T
M “codeguru-reviewer” X encryption/decryption 7 “q”,
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£/ Amazon Inspector AP B & %

EREMRRL , BEL S Inspector B3 A & 4 & FXEtUpdateEncryptionKeyiz 1T Amazon
Inspector APl, £ APl ERA |, fEAkmsKeyIdFBRIEEEFEAK AWS KMS Z4A89 ARN, X F
scanType , A CODE , X¥F resourceType , EHH A AWS_LAMBDA_FUNCTION,

YRATLAE A UpdateEncryptionKeyAPI 3k & & Amazon Inspector 1E7E B AWS KMS Z3 473 1740
2,

@ Note

MBEBERZBEFEERAGetEncryptionKeyWER TEIRER , MIRESR
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MAFRE, EAILE IAM K ( AFRA. ) MFS AWS RIRMMNRE, FR2SSENRIFER ABAC
ME—H, RFIRIT ABAC KB , SUEEHEMHFRE SN2 15 R R FRE ITE A R VFRAE,
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ABAC AIREBKWIMEHPIERH , AERKEELFEBAER T AT R ER .

EETHRZSEHIER , BEEMFEA aws:ResourceTag/key-name, aws:RequestTag/key-name
% aws:TagKeys RHEBERBNIZ A4 TEPFRUFZEE,

WRENBRSEN TEMBERREBISEMAX =GR , IXTZRS  ZEAR. NREMRSN
NTED RFRBEIIGARAEX=ARERE , NZENEFD

BEXABACHEZEE , 2R (IAM AFERE) RIEH ABAC BINUE YR, EEFIZE ABAC
SHRNHE , B3R (AM BFER) PNEAETEMNIHRIMNRIZES] (ABAC) .

FFIm B EE A F Amazon Inspector
XFIReELE : 2

HREA IR R R , BL AWS RS FTRER. AXESER , SEWLE AWS BRSE ERTIE
FHES |, FZH IAM AFEEFHAWS S 5 IAMBEEANEE.

MREFEARAF B MBRE 2 ANEMAEESR , Il AWS Management Console {8 F B 2 I B iIEB
fln |, HE AWS FERALTRINE QRS (SSO) #E#THEN , ZEEL B RIGAHER. HEU
AR SHEZEHE  RAEYRAGKH , k4B tIB RN EE, BX{)IRACGHNESER , H5H
(AM AF$ERY RMAFTRE IAM A6 (B E ).

BRI LAERA AWS CLI 2 AWS APl FEIRIZBIGRHES, RS , &0 LUE R X LI EHE B # TR
AWS, AWS BUUZHZERIGEHESR K MAREAKBHRZA. BXEZELE |, ESHR IAM FH
5Bt = &I,

Amazon Inspector B ¥ RS54 FR
YEHFERERIBRALE (FAS) @ 2

HEER IAM AR ABERRITREN AWS , BRUANERA. ERAELRSE , BUgSMT—
MRIE , ARMBREEEMBRSPEHSE —MEE. FAS ERRAAZRANKRUK AWS RS @T
RS R HERBER. AWS RERIFHBRZFBRIFTESHM AWS BkSS HARRKES BESTTRIVIER
i, TR FAS R, EXMBERT , BLMEERITXMIURENNIR, BXAKH FAS 1BERTH
RS , BERER TR SE,

Amazon Inspector IREZ A€

xBRSAR &
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BSAEEHR—WMBSEE. KRREVITEEN IAM &6, IAM EE G TLE IAM Fa12, SR
RIS AR, BXEZELR , 52 (IAM BAFER) PMelE D AWS REZRNEN A€,

/A Warning

FHRS A NIRRT EESIEAR Amazon Inspector BIZhEE, X2 Amazon Inspector 24X
ESNFRERSAC,

Amazon Inspector BIIRZHKRAE
IEFERSHEXxAR . 2

BSHEXRABR - TEZEINERES AR, AWS BRSRSAUKARREHTRENAE, RSHEX
AEHIMEENP AWS K , HEARSAE, IAM EERAIUEEETRERRSHEXABHR
PR o

BXREUBRFEERSHERAGHEFAEE , FSHAEA IAM BIAWS RS RS . ERTPERRSEX
ABIHEE Yes fik. ERRHEUEFTZRSNRSERA BN,

Amazon Inspector &F & 1319 5K #& 7~ 5

RINBERT , AP HNA®LXECERIE R Amazon Inspector HIRAINR, i tbTo EEH AWS
Management Console, AWS Command Line Interface (AWS CLI) 5 AWS API #{TE%. ERTH
X AR RIRHATERENNR , IAM B2 A TS0 IAM KE&, EEAREGANEARRM IAM XK
B, AFRTURARZE,

BT RMAERXL RG] JSON REXHEGIEET IAM BHNERE |, 56 (IAM BFiERE) P8
2 IAM KB (2H8 ).

B> Amazon Inspector EE X IREMBREE (BESHAREXENERN ) WiFHAEE , BESH R
EENSE) F1 Amazon Inspector BIRIE, FRMEZHE. ARNs

£l

- RMSREXEK

« f£ Amazon Inspector &l &

- RTAFEEMAIIE SR

- AFLLRIEFXIFB A Amazon Inspector &R
« RFTLIFRIPAAE Amazon Inspector %R
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Amazon Inspector AriEE
RERRESXE

ETHMNRBEBEENMNAZRSUUCIE, HE M BREK S FE Amazon Inspector B, XLk
ARELE AWS IKFFE A, BIRREEET S HNREN , HERUATIERMEIX

- FTIRER AWS RE R H RO RENRNR — BEFREAASMTERERR TR , SEANTS
FIRAGIRTRRHAWS HE R, ENERNRERATRA AWS IKF, RINBUEET E LEXY
R RABIEY AWS BEFIEERBKAE—SRINR. BXESEE , S0 (AM AFER) B8
AWS FEEA RN TFRBEERNAWS FEEXKRK,

- NAZKENR : £EA IAM RERENRE , FRETFHITESRFHNNR, Hik , BAIREXL
ERERMGT AAUNBERRRTHRE , RN KENRTAT. BXER IAM NANRRNESE
B, #FZHE (AM AFERE) P8 IAM PR R FNER.

« EM 1AM REEFPRY SR AR — S BREITFRIAXPR 48 AT LA 5] 51 B AN 0 S 44 SR BR 5 3 R AE R SRR 15 1R
Bl | BRI RERMRMRIEELAER SSL RIEFTAEER. MRBSRERBIR/ENHXE
FARY , Tt o] BAGE A S SRR T XY BR S5 R AE R T R AR AWS BRS5 , 20 AWS CloudFormation. &
XEZEE , BSH (AM AFER) S8 IAM JSON KB TE : &t

- £/ IAM Access Analyzer BiEZH) IAM KB | SUBFRN RN LSS IhBEM — IAM Access
Analyzer 2KIFF REEMIM B KR , LUBERRERAS IAM KEIES (JSON ) M IAM HESE
B, 1AM Access Analyzer £ 100 ZTURBEREM ATIRENEI , UHBBEEIELS BINREMREN
K, BREZELR , B2 (AM AF1ER) FHEA IAM Access Analyzer KHiiF R B,

- FEEZEFHRIE (MFA)-INR AWS IKFZNZEFE IAM AFRSBRAF , EFEA MFA URS%E
2, EEEEA API BENEFEE MFA | B MFA RERMEIZNEREP, BXESER , S
7 <IAM AFiEm) PR MFA &R APLIGH,

BX IAM FHRESSRNESER , F5H (AM AFER) F8 IAM AR 22 SEXEK.

£/ Amazon Inspector £ %I|&

E /R Amazon Inspector ###| & , BUNER —HREWNR, XENRLAATFERIIEHMNEFTGTX
EH AWS Tk~ HH) Amazon Inspector BRIVFAE R, RVIBLEXFENRENBEENKHNET
SHOWER , NTHMTZRBHEE (AFRSAE )  BHAEEERMBERET.

NFREA AWS CLI 5t AWS API R, BEFHNEREFEEZHENR, R , _IRFHREH
ZIAMITHY API R4EME TE AV IRAE,

RNERAFPNAGMATTLER Amazon Inspector #2414 |, TEENTIBEE
gxConsoleAccess®ReadOnly AWS FEEREEMMEXLES{E, BEXEZER , FZH (AM AF
B R8N AP R INR.
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ARFAFEEMITE SRR

ZORBIGER T B B R |, SAAAYE IAM AP EEM MBI EAS S ONNERANEE R, R
BEEEFE LSRR AWS CLI 3 AWS API BU4wIE 7 TR LR ER R

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

1,
{

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

}
]
}

ARFLLRES R BRI FTE Amazon Inspector %R

UTRBIBRT — KR |, R ATFUARESXFRIAAE Amazon Inspector %R
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"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"inspector2:Describe*",
"inspector2:Get*",
"inspector2:BatchGet*",
"inspector2:List*"

1,

"Resource": "*"

1,
{

"Effect": "Allow",

"Action": [
"organizations:ListDelegatedAdministrators",
"organizations:ListAWSServiceAccessForOrganization",
"organizations:DescribeOrganizationalUnit",
"organizations:DescribeAccount",
"organizations:DescribeOrganization"

1,

"Resource": "*"

}

ARFELIHR A Amazon Inspector &R

UTREIBRT —NKREE |, ZRBEAFTEIEEFTE Amazon Inspector %R

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "inspector2:*",
"Resource": "*"
}I
{
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "*",

"Condition": {
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"StringlLike": {
"iam:AWSServiceName": "inspector2.amazonaws.com"

}

"Effect": "Allow",

"Action": [
"organizations:EnableAWSServiceAccess",
"organizations:RegisterDelegatedAdministrator",
"organizations:ListDelegatedAdministrators",
"organizations:ListAWSServiceAccessForOrganization",
"organizations:DescribeOrganizationalUnit",
"organizations:DescribeAccount",
"organizations:DescribeOrganization"

1,

"Resource": "*"

AWS Amazon Inspector BIFEE BR

AWS HERBZHUIEZMNEENIEL KK AWS, AWS REXBEEN TS EILABIRMNRER , UE
BRFBAAF, MBS ENR.

FiclE , AWS RERBURTSNENRBERGR TFTHRENRNE , BAEMNAHME AWS FF &
M. BMNBUBEEXBRETENERAZSNE S EEERBERE -SRI NR,

BT EER AWS HERBPE LR, MR AWS B AWS RERBPELHNR , NEHFLE
B iZREATXBRNFTEERASH (AP, ANAE ). AWS REAREERIFMN API HIERS T
LUERH AWS BRSS B API BR4ERS E 5T AWS FEE KK,

BREZER , F5H (AM BFERE) Rl AWS £E R,
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AWS IEE R : Amazoninspector2FullAccess_v2

I&T LU AmazonInspector2FullAccess REEHIANE] IAM B 17
ABERFX Amazon Inspector #9582 15 7] £ R F1 E £t 48 5% AR 55 B9 15 9] X BR o
R FHAER

ZERBEIE U TR,

 inspector2— AFZE2IHMEIL S# Inspector APIs,
« codeguru-security— ATEERARZEKFNZERINNBEERE.
« iam— f¥F Amazon Inspector 8| 5 REHRH A

AWSServiceRoleForAmazonInspector2fl, AWSServiceRoleForAmazonInspector2Agentle:
AWSServiceRoleForAmazonInspector2Amazon Inspector EEBHITH MK EA KT L% EC2

EHl. L5# ECR Fi#EEM Amazon ECR BEMEMNER ZXNRE, CEERZERAZHAMNER

# Amazon EBS B, AWS KMS BXEZEE , iS5 X Amazon Inspector £ RSSHEX A

1=

« organizations— {XAllowServicePrincipalBasedAccessToOrganizationApisfi
TIRFZEFXARNALACERSZHEXAE AWS 1K, MR AWS IKF AANEREE R UK
HALHWIZNEER, AllowlOrganizationalBasedAccessToOrganizationApisift
FREFBEARZEXRALLEUNES ARNs , H3lRAREBINEE.
AllowAccountsBasedAccessToOrganizationApis A FREBZEARREXEANEE  #&
B RERHK ARNsiSE. AWS Ik AllowAccessToOrganizationApis R REZFEAEEE
LHLOFNELR AWS BRSS ERIIER,

{
"Version" : "2012-10-17",
"Statement" : [
{
"Sid" : "AllowFullAccessToIlnspectorApis",
"Effect" : "Allow",
"Action" : "inspector2:*",
"Resource" : "*"
},
{
"Sid" : "AllowAccessToCodeGuruApis",
"Effect" : "Allow",
"Action" : [
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"codeguru-security:BatchGetFindings",
"codeguru-security:GetAccountConfiguration"

]I

"Resource" : "*"

"Sid" : "AllowAccessToCreateSlr",

"Effect" : "Allow",

"Action" : "iam:CreateServicelLinkedRole",

"Resource" : "*",

"Condition" : {

"StringEquals" : {
"iam:AWSServiceName" : [

"agentless.inspector2.amazonaws.com",
"inspector2.amazonaws.com"

"Sid" : "AllowServicePrincipalBasedAccessToOrganizationApis",

"Effect" : "Allow",

"Action" : [
"organizations:EnableAWSServiceAccess",
"organizations:RegisterDelegatedAdministrator",
"organizations:ListDelegatedAdministrators"

1,

"Resource" : "*",

"Condition": {

"StringEquals": {
"organizations:ServicePrincipal": [
"inspector2.amazonaws.com",
"agentless.inspector2.amazonaws.com"

"Sid" : "AllowOrganizationalBasedAccessToOrganizationApis",

"Effect" : "Allow",
"Action" : [
"organizations:DescribeOrganizationalUnit"

]I

"Resource" : "arn:*:organizations::*:ou/o-*/ou-*"
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},
{

"Sid" : "AllowAccountsBasedAccessToOrganizationApis",

"Effect" : "Allow",

"Action" : [

"organizations:DescribeAccount"
1,
"Resource" : "arn:*:organizations::*:account/o-*/*"
},
{

"Sid" : "AllowAccessToOrganizationApis",

"Effect" : "Allow",

"Action" : [
"organizations:ListAWSServiceAccessForOrganization",
"organizations:DescribeOrganization"

1,

"Resource" : "*"

}

AWS IEE XKL : Amazoninspector2FullAccess

BAI LU AmazonInspector2FullAccess KBEHIINE] IAM 517

WREER T RS2 4R Amazon Inspector BYIPR,

RERFMER

ZERBEEU TR,

« inspector2 - AW FE£ 5 A Amazon Inspector Zh&E,

« iam— ¥ Amazon Inspector 8| 5 REHERH A
BAWSServiceRoleForAmazonInspector2fl, AWSServiceRoleForAmazonInspector2Agentle:
AWSServiceRoleForAmazonInspector2Amazon Inspector EEHITE ML
REXEHIL S EC2 3=6l, IE5# ECR FHEMBR[MENEEZKNER
Y€, Amazon Inspector EEE S MTEH VPC MEHEREERARRERAK,,
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AWSServiceRoleForAmazonInspector2Agentless® Amazon Inspector U ITIREFFAER |
o REXREWL S E EC2 RHIFL S# EBS RBHELR. REEHRFFEHABLHAMEHN Amazon
EBS 1R, AWS KMS BEXEZER , ESH 3 Amazon Inspector £ A RSHEXAE,

organizations — R FEE R ¥ Amazon Inspector i F AWS OrganizationsH AR, HIEE
FE0E Amazon Inspector B A4S 177 1) fXBR BT AWS Organizations , ZIEEE 57 Ik 7 19 BX 5 7] LLE 12
HAAHTHNREAEETEREER.

codeguru-security— R EE R M Amazon Inspector 8 REERB B HFE K CodeGuru
ZEEIIEHHORBOMBIRE, BXREZER , F5H WAELIN PRI THRSME,

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "AllowFullAccessTolnspectorApis",

"Effect": "Allow",

"Action": "inspector2:*",

"Resource": "*"

},
{

"Sid": "AllowAccessToCodeGuruApis",

"Effect": "Allow",

"Action": [
"codeguru-security:BatchGetFindings",
"codeguru-security:GetAccountConfiguration"

1,

"Resource": "*"

.
{

"Sid": "AllowAccessToCreateSlr",

"Effect": "Allow",

"Action": "iam:CreateServicelinkedRole",

"Resource": "*",

"Condition": {

"StringEquals": {

"iam:AWSServiceName": [
"agentless.inspector2.amazonaws.com",
"inspector2.amazonaws.com"

]

}

}

AWS EE XK 293


https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services.html

Amazon Inspector

RAriEmE

}I
{

"Sid": "AllowAccessToOrganizationApis",
"Effect": "Allow",

"Action": [

"organizations:
"organizations:
"organizations:
"organizations:
"organizations:
"organizations:
"organizations:

1,
"Resource": "*"
}
]
}

EnableAWSServiceAccess",
RegisterDelegatedAdministrator",
ListDelegatedAdministrators",
ListAWSServiceAccessForOrganization",
DescribeOrganizationalUnit",
DescribeAccount",
DescribeOrganization"

AWS IEE XK : Amazoninspector2ReadOnlyAccess

& LA AmazonInspector2ReadOnlyAccess REEHIMNEl IAM & 17,

R F X Amazon Inspector 317 R 15 6] AR .

R FAE R
ZRBEEE A TR,

 inspector2 - AL REHF XA Amazon Inspector ZIEE,

« organizations— RFEFHLM Amazon Inspector B=SEE AWS Organizations HJiF4HE S,

« codeguru-security— RAFM “ CodeGuru 2" PR EZERBF R, EAGEEEHE -

CodeGuru 2" HIIR B IR E,

{

"Version": "2012-10-17",

"Statement": [
{

"Effect": "Allow",
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"Action": [

"organizations:ListDelegatedAdministrators",
"organizations:ListAWSServiceAccessForOrganization",
"organizations:DescribeOrganizationalUnit",
"organizations:DescribeAccount",
"organizations:DescribeOrganization",
"inspector2:BatchGet*",
"inspector2:List*",
"inspector2:Describe*",
"inspector2:Get*",
"inspector2:Search*",
"codeguru-security:BatchGetFindings",
"codeguru-security:GetAccountConfiguration"

1,

"Resource": "*"

}
]
}

AWS F£EEKEE : Amazonlnspector2ManagedCisPolicy

ATLUR AmazonInspector2ManagedCisPolicy SREEKINEIEAY IAM SE4K, b5 BE R FT N B — A

A, ZABKRTFEN Amazon EC2 EHIXYEAIZIT CIS HHEHNNIR, B LER IAM SE2EEE

EC2 £6l Ez21TH & H AWS CLI =k AWS API &R R AR FIIGEHE . XE1E EC2 SKHlhFE

HRIZAEATE, EH EC2 XHI0E AWS AeXFEHAHEMENARFER , EEECNE N
MEZRPINEGIBREXH., REAREXHITEZAE , HAWE EC2 K4l LIZTHREFREINATIE
B, BXEZEL , H5H IAM AP ERHHERA IAM SEE1E A mazon EC2 K4l EiZ1THR AR
F&RTFHER.

RERFMER
ZERBIE U TR,

« inspector2 - XA B A FIEIT CIS HENERE,

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
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"inspector2:StartCisSession",
"inspector2:StopCisSession",
"inspector2:SendCisSessionTelemetry",
"inspector2:SendCisSessionHealth"

]I

"Resource": "*",

AWS IEE R : Amazonlnspector2ServiceRolePolicy

Fo3ERF AmazonInspector2ServiceRolePolicy SREGHINZE] IAM SE4K, F Lt RBEHT IR foiF
Amazon Inspector K RERITRENRSHEXAR, BEXEZEL , B5 R X Amazon Inspector {§
RAERSHEXAE,

AWS IEE XL : Amazonlinspector2AgentlessServiceRolePolicy

Fo3ERF AmazonInspector2AgentlessServiceRolePolicy SREEHIINE] IAM 3248, fFiL R
Ff 0 ZE S5 Amazon Inspector R REMITIRIENRFZHEXRACR, BEXEZER , HZ5H X Amazon
Inspector EARRFHEXHE,

Amazon Inspector E# AWS T IEEBUER

BE BIZRSFHRBERXLEE HERIS Amazon Inspector AWS T EBREWEFWIEMER, BERE
BRI EEXRN EZIREE |, E1T18 Amazon Inspector 3 #4778 12 F W H EH RSS Ko

XS BRr H 5
Amazonlnspector? FullAccess ~ Amazon Inspector {17 —I  2025%7HA3H
V2 — MR FFEEBER , REUN L S

Inspector #9417 BIX PR A H

ft 48 >< AR 55 1Y 13 (B A PR o

Amazoninspector2 ServiceRo  Amazon Inspector Rl T —I1 2025 % 4 B 29 H
lePolicy — NI BBERMNEH  FINR , RFLS# Inspector
R 1P bk F B B MR ><,
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EK

Amazonlnspector2 ServiceRo
lePolicy — XYl BUR Y B #T

Amazonlnspector2 ServiceRo

lePolicy — XA BUR Y B #T

Amazonlnspector2 FullAccess

— N H B BERAYE#

Amazonlnspector2
ManagedCisPolicy — $7BE

Amazonlnspector2 ServiceRo
lePolicy — X1 BUR KV BB #T

Amazoninspector2 Agentless
ServiceRolePolicy — #BUE

DU

Amazon Inspector i1 T Y
MR, AFXNITS# ECS M
Amazon EKS #&4E# 1T Ri%RiA
@],

Amazon Inspector 811 T £
PR , ik Amazon Inspector H]
LATE AWS Lambda™ iR Bl B
R,

Amazon Inspector 807

M RIEIAXBR , ik Amazon
Inspector B] LABIZRBRSS R A
& AwWSServiceRoleForA
mazonInspector2Age
ntless , MiLAFAITE
/8 A Amazon Inspector Bt
TETRENAENERES

o

Amazon Inspector 817 —4
W EXRRE |, B UgH
REXMIERE X4 —27 ,
DAMEXTSEFI#E T CIS 13,

Amazon Inspector 811 T &
PR , ik Amazon Inspector
AT LATE B#R3Efl LS 3 CIS 3
.

Amazon Inspector i1 T —IR
RS HE<ABEKE , AT
X SRBB T RARERME. EC2

B

20253 A 25 H

2024 7 H31H

2024 4 A 24 B

2024 1 A 23 H

2024 1 A 23 H
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¥t Amazon Inspector A RZHX B E

Amazon Inspector fEFHAWSServiceRoleForAmazonInspector2 38 AWS Identity and Access
Management (IAM) RS 1< A, LRFZHEXARRES Amazon Inspector BIZHEXH IAM A€, ©
B Amazon Inspector FIE X , EBRIT LB ER AWS RE KRREBBMAFTENFTENIR,

REAERAETLLEERWMIRE Amazon Inspector , R RIERSHFE RIS ERNRRE. Amazon
Inspector E X HIRESHAABHWNIR , BRIESAEX , BN IRE Amazon Inspector AIAR A Z A,
EXHNRBIEEEREMNRKEE , ™ ENPRRETEM NEMEME A IAM £,

MHMELENPR , AW IAM BE ( MASHAR ) tIE, RESIHRERZE AR, BXELZER , HS
F (IAM BF#ER) RMRSEXAECNE. REEEEMRERESHEXAGWMEXERE , FHEMER
ZAG, XFRFEHR Amazon Inspector BIR , AR BT TCE A MIBRXT R 15 B R

BXAXERSHEXAGHAEMKRSNER  BZHE IAM BEEEANAWS RS , AERSHAXARS
RERIRE ‘B WRS. ERTHERENERIUERZRSHRSHEXA B,

Amazon Inspector AR5 HH< A B R

Amazon Inspector & AT EFRBEAWSServiceRoleForAmazonInspector2, ZREHEXH
(S inspector2.amazonaws.com REEEFZAE,

ZABHNPREREEZ N AmazonInspector2ServiceRolePolicy , foiF Amazon Inspector #1174
TES :

- EALDHEMEITER (Amazon EC2) RENRE RA X EHKHIM MK ERESR

« ffF AWS Systems Manager 2/EMIEH Amazon EC2 2Bl ERERF , HNBEENBERTIRES
XE=ZHFBENEE.

- A AWS Systems Manager SendCommandi® /&8 A B #5368 CIS 1,

- {#£/ Amazon Elastic Container Registry &K REREN I R[RENE L,

£/ AWS Lambda RERKRBXEMN Lambda BEEIE S

« f AWS Organizations ¥R RFTELRI K,

« £ CloudWatch #2ER#KRE X LIXEA Lambda EEHI AT B KIS R

o EAERE IAMRERZTEEELHN Lambda KIBHIER T LM 1AM policy HIHEXEE.

« £/ CodeGuru Z£&/EXS Lambda EHE PR BINITIHE, Amazon Inspector FERALLT
CodeGuru Z£21E :

« codeguru-security: CreateScan — B FOIEZ£HAEMNNE. CodeGuru
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« codeguru-security : GetScan — & F# % CodeGuru £ T HIBEHNNR,
« codeguru-security : ListFindings — #FHRERZLEPITERNENERHNNR, CodeGuru

- codeguru-security : DeleteScansByCategory — & ¥ &£ ZB 1HI Bk Amazon Insp CodeGuru
ector /3 3N YA RIXBR

« codeguru-security : BatchGetFindings — & F# % Security 4 5 H —#t45E XK MR,
CodeGuru
- fEFi%# Elastic Load Balancing #4318 T Elastic Load Balancing B #x4A#) EC2 =6l 1TREH
.

« £/ Amazon ECS 1 Amazon EKS BEATF RiFHRINBRREFEEHNTS URERES.,

ZABFEANTRRREIITERE

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "TirosPolicy",

"Effect": "Allow",

"Action": [
"directconnect:DescribeConnections",
"directconnect:DescribeDirectConnectGatewayAssociations",
"directconnect:DescribeDirectConnectGatewayAttachments",
"directconnect:DescribeDirectConnectGateways",
"directconnect:DescribeVirtualGateways",
"directconnect:DescribeVirtualInterfaces",
"ec2:DescribeAddresses",

ec2:DescribeAvailabilityZones",
"ec2:DescribeCustomerGateways",
ec2:DescribeEgressOnlyInternetGateways",
"ec2:DescribeInstances",
ec2:DescribelnternetGateways",
"ec2:DescribeManagedPrefixLists",
ec2:DescribeNatGateways",
"ec2:DescribeNetworkAcls",
ec2:DescribeNetworkInterfaces",
"ec2:DescribePrefixLists",
ec2:DescribeRegions",
"ec2:DescribeRouteTables",
ec2:DescribeSecurityGroups",
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ec2:DescribeSubnets",
"ec2:DescribeTransitGatewayAttachments",
"ec2:DescribeTransitGatewayConnects",
"ec2:DescribeTransitGatewayPeeringAttachments",
ec2:DescribeTransitGatewayRouteTables",
"ec2:DescribeTransitGatewayVpcAttachments",
ec2:DescribeTransitGateways",
"ec2:DescribeVpcEndpointServiceConfigurations",
ec2:DescribeVpcEndpoints",
"ec2:DescribeVpcPeeringConnections",
ec2:DescribeVpcs",
"ec2:DescribeVpnConnections",
ec2:DescribeVpnGateways",
"ec2:GetManagedPrefixListEntries",
ec2:GetTransitGatewayRouteTablePropagations",
"ec2:SearchTransitGatewayRoutes",
"elasticloadbalancing:Describelisteners"”,
"elasticloadbalancing:DescribeloadBalancerAttributes",
"elasticloadbalancing:DescribelLoadBalancers",
"elasticloadbalancing:DescribeRules",
"elasticloadbalancing:DescribeTags",
"elasticloadbalancing:DescribeTargetGroups",
"elasticloadbalancing:DescribeTargetGroupAttributes"”,
"elasticloadbalancing:DescribeTargetHealth",
"network-firewall:DescribeFirewall",
"network-firewall:DescribeFirewallPolicy",
"network-firewall:DescribeResourcePolicy",
"network-firewall:DescribeRuleGroup",
"network-firewall:ListFirewallPolicies",
"network-firewall:ListFirewalls",
"network-firewall:ListRuleGroups",
"tiros:CreateQuery",
"tiros:GetQueryAnswer"
1,
"Resource": [
T
]
.
{
"Sid": "PackageVulnerabilityScanning",
"Effect": "Allow",
"Action": [
"ecr:BatchGetImage",
"ecr:BatchGetRepositoryScanningConfiguration",
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ecr:DescribeImages",
"ecr:DescribeRegistry",
"ecr:DescribeRepositories",
"ecr:GetAuthorizationToken",
"ecr:GetDownloadUrlForLayer",
"ecr:GetRegistryScanningConfiguration",
"ecr:ListImages",
"ecr:PutRegistryScanningConfiguration",
"organizations:DescribeAccount",
"organizations:DescribeOrganization",
"organizations:ListAccounts",
"ssm:DescribeAssociation",
"ssm:DescribeAssociationExecutions",
"ssm:DescribeInstanceInformation",
"ssm:ListAssociations",
"ssm:ListResourceDataSync"
1,
"Resource": "*"
},
{
"Sid": "LambdaPackageVulnerabilityScanning",
"Effect": "Allow",
"Action": [
"lambda:ListFunctions",
"lambda:GetFunction",
"lambda:GetLayerVersion",
"lambda:ListTags",
"cloudwatch:GetMetricData"
1,
"Resource": "*"

}I
{

"Sid": "GatherInventory",

"Effect": "Allow",

"Action": [
"ssm:CreateAssociation",
"ssm:StartAssociationsOnce",
"ssm:UpdateAssociation"

1,

"Resource": [
"arn:aws:ec2:*:*:instance/*",

"arn:aws:ssm:*:*:document/AmazonInspector2-*",

" :document/AWS-GatherSoftwareInventory",

"arn:aws:ssm:*:*:managed-instance/*",

*

arn:aws:ssm:*:
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"arn:aws:ssm:*:*:association/*"

]

}I

{

"Sid": "GatherInventoryDeleteAssociation",

}

{

}
{

}
{

"Effect": "Allow",

"Action": [
"ssm:DeleteAssociation"

1,

"Resource": [
"arn:aws:ssm:*:*:association/*"

]

’

"Sid": "DataSyncCleanup",
"Effect": "Allow",

"Action": [
"ssm:CreateResourceDataSync",
"ssm:DeleteResourceDataSync"

1,

"Resource": [

"arn:aws:ssm:*:*:resource-data-sync/InspectorResourceDataSync-do-not-delete"

]

’

"Sid": "ManagedRules",

"Effect": "Allow",

"Action": [
"events:PutRule",
"events:DeleteRule",
"events:DescribeRule",
"events:ListTargetsByRule",
"events:PutTargets",
"events:RemoveTargets"

]I

"Resource": [

"arn:aws:events:*:*:rule/DO-NOT-DELETE-AmazonInspector*ManagedRule"

]

’

"Sid": "LambdaCodeVulnerabilityScanning",
"Effect": "Allow",

"Action": [
"codeguru-security:CreateScan",
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"codeguru-security:GetAccountConfiguration",
"codeguru-security:GetFindings",
"codeguru-security:GetScan",
"codeguru-security:ListFindings",
"codeguru-security:BatchGetFindings",
"codeguru-security:DeleteScansByCategory"
1,
"Resource": [
nan
]
1,
{
"Sid": "CodeGuruCodeVulnerabilityScanning",
"Effect": "Allow",
"Action": [
"iam:GetRole",

iam:GetRolePolicy",

iam:GetPolicy",
"iam:GetPolicyVersion",
"iam:ListAttachedRolePolicies",

jam:ListPolicies",

iam:ListPolicyVersions",
"iam:ListRolePolicies",
"lambda:ListVersionsByFunction"

]I

"Resource": [
nan
1,
"Condition": {
"ForAnyValue:StringEquals": {
"aws:CalledVia": [
"codeguru-security.amazonaws.com"

]

}

I

{

"Sid": "Ec2DeepInspection",
"Effect": "Allow",
"Action": [
"ssm:PutParameter",
"ssm:GetParameters",
"ssm:DeleteParameter"”

1,
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"Resource": [

"arn:aws:ssm:*:*:parameter/inspector-aws/service/inspector-linux-application-paths"

1,
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"
}
}
},
{

"Sid": "AllowManagementOfServicelinkedChannel",

"Effect": "Allow",

"Action": [
"cloudtrail:CreateServicelLinkedChannel",
"cloudtrail:DeleteServicelLinkedChannel"

1,

"Resource": [

"arn:aws:cloudtrail:*:*:channel/aws-service-channel/inspector2/*"

1,
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"
}
}
},
{

"Sid": "AllowlListServicelinkedChannels",

"Effect": "Allow",

"Action": [
"cloudtrail:ListServicelLinkedChannels"

]I

"Resource": [

[TRCR 1

1,

"Condition": {
"StringEquals": {

"aws:ResourceAccount": "${aws:PrincipalAccount}"
}
}
I
{
"Sid": "AllowToRunInvokeCisSpecificDocuments",
"Effect": "Allow",
"Action": [
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"ssm:SendCommand",
"ssm:GetCommandInvocation"

]I

"Resource": [

"arn:aws:ssm:*:*:document/AmazonInspector2-InvokeInspectorSsmPluginCIS"

]
}I
{

"Sid": "AllowToRunCisCommandsToSpecificResources",

"Effect": "Allow",

"Action": [

"ssm:SendCommand"

1,

"Resource": [
"arn:aws:ec2:*:*:instance/*"

1,

"Condition": {
"StringEquals": {

"aws:ResourceAccount": "${aws:PrincipalAccount}"

}
}
iy

{
"Sid": "AllowToPutCloudwatchMetricData",

"Effect": "Allow",
"Action": [
"cloudwatch:PutMetricData"

1,

"Resource": [

i n

1,
"Condition": {
"StringEquals": {
"cloudwatch:namespace": "AWS/Inspector2"
}
}
},

{
"Sid": "AllowlListAccessToECSAndEKS",

"Effect": "Allow",

"Action": [
"ecs:ListClusters",
"ecs:ListTasks",
"eks:ListClusters"
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]I

"Resource": [

"

1,
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"
}
}
.
{
"Sid": "AllowAccessToECSTasks",

"Effect": "Allow",
"Action": [
"ecs:DescribeTasks"

1,

"Resource": "arn:aws:ecs:*:*:task/*",
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"

79 Amazon Inspector BI2RESHXAE

BEEFHEERSHRAR, HERE AWS Management Console, B, AWS API #85E Amazon
Inspector B} , Amazon Inspector 2 HRBIERFZHE*<AE, AWS CLI

73 Amazon Inspector REBRFSHEXBE

Amazon Inspector & 2 ¥ 4%%E AWSServiceRoleForAmazonInspector2 [REMEX AR, ELIER
SHXABBE , BLLIENABNEN , RNATHESIN AR5 HZAR, BRAUUER IAM &
A, BXEZELE , E2H (AM AFER) PHEERZSHEXAE,

1l :3E B F Amazon Inspector WERSZ X AR

MREFHBFEM Amazon Inspector , BATEWEMI R AWSServiceRoleForAmazonInspector2 Bi
SHXAR, ZHRACZE , BXTNESNEEZAE AWS XiF K5 E/H Amazon Inspector,
2B Amazon Inspector B , EXR SN ERBRZA R, it , MREHEXEE Amazon Inspector , B 1]
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UERIAAE, XM, ERUNERE I REZEREFNRERAXE, BR , BB LFRRSHEX
BAENRR , RETERFIMERE.

MEBBRUEBRFZHEXACRAEEERBRCUEE , WA EAERNREEENKAPEHRAUZLAR,
& Amazon Inspector B , Amazon Inspector 2 N B EFH A EBRSHXBE,

@ Note

N R 12 & B M BR R R AT , Amazon Inspector RS EFEERZ AR |, NIMIERIRIET RES KM,
MBEEEXTER , BEF/ Lo , RARBREZRBRE,

AT LAERA 1AM 2] & AWS CLIL, 2 AWS API il BRAWSServiceRoleForAmazonInspector2fR
SHXAR, BXEZEER , B35 (IAM AFER) RHRIRESHEXAE,

Amazon Inspector TR EBIHIHMNRFZHXx B ENIR

Amazon Inspector TREBHEFEHAE RN AWSServiceRoleForAmazonInspector2Agentless B
RFZERAE, X4 SLR £ Amazon Inspector £ & #Y K F A ]2 Amazon EBS B1RFR , AETHIR
ZIRBHBIE, ZRFZHEXABBEMT agentless. inspector2.amazonaws . com REIEFZA
1=

/A Important

AR FE < A & YiE A2 IE Amazon Inspector X3 & fE B ZFrE MW 1 BERRAV R EC2
ST AREEE, InspectorEc2Exclusionittdh , HAFMZESH KMS ZAHH
InspectorEc2Exclusion #rZat , XLEIEAPFE IE Amazon Inspector 17 [B] 18 R348 HR #Y I 2
BiE, BXEZEE , B2 M Amazon Inspector 33 F HEBRSE 41,

ZABHWNRKEE AN AmazonInspector2AgentlessServiceRolePolicy , 2 Amazon
Inspector HL1TA TES :

- FALS#HEMITER (Amazon EC2) BIERRRBEXEH EC2 61, BRIRBHER.
« £/ Amazon EC2 #riciREFE ARSI ZA N AR RBInspectorScanFMicE,

« f Amazon EC2 {REBIRMESIBRE | FAInspectorScantr X HAN H#t TR , RIEMIBR
2 A InspectorScantrEF4AFRICH Amazon EBS BHIRER,

 f£F Amazon EBS #&E , \#HE InspectorScan irZBHWRBHRREL,
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- ERIEE AWS KMS BZRERMBEFEHEFF EEZHMNERN AWS KMS R, ZH TN REH

KMS 4% H InspectorEc2Exclusion ¥r&ERT , Amazon Inspector < %8 HH BIR B

ZABFEANTRRRBEIITERE

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "InstancelIdentification",
"Effect": "Allow",
"Action": [
"ec2:DescribeInstances",
"ec2:DescribeVolumes",
"ec2:DescribeSnapshots"
1,
"Resource": "*"
},
{
"Sid": "GetSnapshotData",
"Effect": "Allow",
"Action": [
"ebs:ListSnapshotBlocks",
"ebs:GetSnapshotBlock"
1,
"Resource": "arn:aws:ec2:*:*:snapshot/*",
"Condition": {
"StringlLike": {

"aws:ResourceTag/InspectorScan": "*"
}
}
},
{
"Sid": "CreateSnapshotsAnyInstanceOrVolume",
"Effect": "Allow",
"Action": "ec2:CreateSnapshots",

"Resource": [
"arn:aws:ec2:*:*:instance/*",
"arn:aws:ec2:*:*:volume/*"

]

.
{
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"Sid": "DenyCreateSnapshotsOnExcludedInstances",
"Effect": "Deny",

"Action": "ec2:CreateSnapshots",

"Resource": "arn:aws:ec2:*:*:instance/*",

"Condition": {

"StringEquals": {
"ec2:ResourceTag/InspectorEc2Exclusion": "true"

}

}

I

{

"Sid": "CreateSnapshotsOnAnySnapshotOnlyWithTag",
"Effect": "Allow",

"Action": "ec2:CreateSnapshots",
"Resource": "arn:aws:ec2:*:*:snapshot/*",
"Condition": {
"Null": {
"aws:TagKeys": "false"
},
"ForAllValues:StringEquals": {
"aws:TagKeys": "InspectorScan"
}
}
I

{
"Sid": "CreateOnlyInspectorScanTagOnlyUsingCreateSnapshots",
"Effect": "Allow",
"Action": "ec2:CreateTags",
"Resource": "arn:aws:ec2:*:*:snapshot/*",
"Condition": {
"StringlLike": {
"ec2:CreateAction": "CreateSnapshots"
},
"Null": {
"aws:TagKeys": "false"
I
"ForAllValues:StringEquals": {
"aws:TagKeys": "InspectorScan"
}
}
},
{
"Sid": "DeleteOnlySnapshotsTaggedForScanning",
"Effect": "Allow",

ERARSHEXAR 313



Amazon Inspector

RAriEmE

"Action": "ec2:DeleteSnapshot",
"Resource": "arn:aws:ec2:*:*:snapshot/*",
"Condition": {
"StringlLike": {

"ec2:ResourceTag/InspectorScan": "*"

}

}

I

{

"Sid": "DenyKmsDecryptForExcludedKeys",
"Effect": "Deny",

"Action": "kms:Decrypt",

"Resource": "arn:aws:kms:*:*:key/*",
"Condition": {
"StringEquals": {

"aws:ResourceTag/InspectorEc2Exclusion": "true"
}
}
},
{
"Sid": "DecryptSnapshotBlocksVolContext",
"Effect": "Allow",
"Action": "kms:Decrypt",
"Resource": "arn:aws:kms:*:*:key/*",
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"
I
"StringlLike": {
"kms:ViaService": "ec2.*.amazonaws.com",
"kms:EncryptionContext:aws:ebs:id": "vol-*"
}
}
I
{
"Sid": "DecryptSnapshotBlocksSnapContext",
"Effect": "Allow",
"Action": "kms:Decrypt",
"Resource": "arn:aws:kms:*:*:key/*",
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"

1,
"StringlLike": {
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"kms:ViaService": "ec2.*.amazonaws.com",
"kms:EncryptionContext:aws:ebs:id": "snap-*"
}
}
},
{

"Sid": "DescribeKeysForEbsOperations",
"Effect": "Allow",
"Action": "kms:DescribeKey",
"Resource": "arn:aws:kms:*:*:key/*",
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"

1,
"StringlLike": {
"kms:ViaService": "ec2.*.amazonaws.com"

}
}
+
{

"Sid": "ListKeyResourceTags",
"Effect": "Allow",

"Action": "kms:ListResourceTags",
"Resource": "arn:aws:kms:*:*:key/*"

}
]
}

AT EAERARNERSAXAE

BEEFHOERSHEXRAR®, HIRE AWS Management Console, 2 AWS API #E5E Amazon
Inspector Bt , Amazon Inspector 2 AR AIZERFZHEXAE, AWS CLI

WERTITARERRNERSHAXAR

Amazon Inspector F /i iF 448 AWSServiceRoleForAmazonInspector2Agentless JREHEXA
&, ERERSHEXACRRE  BLEERACHNEN , BNTRESI XG2S AZAG. BRAMUE
AIAM REABER. BXEZEER , H5H (AM AFER) PNEERSHEXAE,

BERATERELARNRSHAXAR

NRTBFECAENFTERSHAXACHEBERRS , RNBUEHRZACR, XIHEERIBERRE
o W 2R B 4 3 Y R E A SR AR
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/A Important

Eff| Bk AWSServiceRoleForAmazonInspector2Agentless A | BUREFMEXZFE
REARNXEPRFAEENREANETRE,

£/ IAM Fa RIS EXAE

S/ IAM 258 AWS CLI, 3 AWS API ffl Bk AWSService RoleForAmazoninspector 2Agentless AR
SHXAR, BXEZEER , B3 (AM AFER) RHRBRRSHEXA S,

Amazon Inspector & 4 Hi7 8] Bl FEHE&E

WA LERUTEER , #B2EAEEEAER Amazon Inspector F 1AM B AT REIB B89 F L @) &,
EH
« RFEMIE Amazon Inspector FIf{TIRE

« EELNIAT iam : PassRole
o REAFZRIUNANAFERIFEL Amazon Inspector BiR AWS JiK F~

K FTNIE Amazon Inspector R ITIRME
MRBWEERET , BEREBENRITEMRE | N ATEHRE AR TFRITZERE

% mateojackson IAM AP ZAEARFAEERTXEM my-example-widget BRHFHAEFE ,
BRMEEM inspector2:GetWidget MRE , KLU T ROIEIR,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
inspector2:GetWidget on resource: my-example-widget

FEHRBERT , BNEFH mateojackson AFKEKE , LA inspector2: GetWidget B1E
[ my-example-widget &R

MBBEEHE  FHRRAECHWAWS EEG, FNEERSRHEZEILEIMN A,
RN IT iam : PassRole

MREWE|—MNEIR |, IERBEINIT iam: PassRole B , MAMEHM KRB UA TR ACEIESE
Amazon Inspector,
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BE AWS RS A ERIIAEABKEL1ZRS , MTARAIRMNBSAGIRSHEXEE, it ,
BBMEBF A LSS RSINR.

LN marymajor B IAM AP =R AR A Amazon Inspector FHUITIRMER , 2 K ELUT RAI
HiR, B2 , REXMEERFSACAHER FHNREST THITIIEE, Mary FEENAGEZEEIRSH
PR o

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXRERT , XMEH Mary BYREE S b 4T iam: PassRole #1E.
MREEBEERY , FRRAEHAWS EEA, FHNEEARRHEREILIN A,
RAE AR TR UNN AT BRI FEAE Amazon Inspector &R AWS Ik 2

FAatE—1Ae  WEEMKFPHNAFSIEELANARTUERAZABKRIBRIEHRIR, &7
BIEEWESER , TURAAG., X TXHETRFRA R REHTIEK (ACLs) WIRS , BTN
{5 A IX L5 SRR [0 ATV IR T 173 (R R BY BER A A PR

ETHRESZER , BZRAUATREA :

- E T Amazon Inspector @& XX LIIEE , ESHAmazon Inspector {5 IAM Bl &£,

- ETHEIMAREXNEHENERFRNERE AWS IKF | F55E 1AM AP EETR R EEHRE AWS
KFE 55— IAM B P R 47 R ABR .

- ETHNMMEE=SREATEHERNIGRINE AWS kP, BESHE IAM AFREERTHEE=HE
HiFER. AWS Ik

- ETHRIMAES S HRERIERETFRINR , H55 (IAM AFERE) PN AL NGB AR
AP ( BHBEERIE ) RHETHRNE,

- ETHRERACNETRRNREHAITERS BRI ZENZS , 25 (IAM AFEBE) $8 IAM
P ESIK - R IR A,

¥4 Amazon Inspector

iR 43 Amazon Inspector FME it AWS fER A RN ATAM, AIEMANMENEEARTD. AWS
R T AT % Amazon Inspector, RE LMW AIBH REEREEXLERBHIE

« Amazon EventBridge 2 — TR E4GN AR FAFEREE N AWS RS , BETTUERAH
BEUTBENEHESENAREF. EventBridge IR BEMBATERF. Software-as-a-Service
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(SaaS) AT AR AWS BRSS MBS B AR BIER , At NERRSFRENSHANES
IR BRI IR,

« AWS CloudTrail @ —BUHIRAERAREFHITH APl BAMBRELFE AWS BRS AWS IKF,
CloudTrail f B & X #4215 ZEIEER Amazon S3 TEEHE |, IXBEERL AT SUIR Bl HRLE A = MK = 3537
TEIE AWS, K HFFALRYIR 1P ik BAK U8 BB & RS E

£ AWS CloudTrailid % Amazon Inspector AP| iF

Amazon Inspector & AWS CloudTrail—IRFERK , ZRFEET IAM AP A €K Amazon
Inspect AWS BR%S or VA BT RENWIRERNIZR, CloudTrail £ Amazon Inspector BYFTE API
BABRNES. BIRFADEIEET Amazon Inspector # &l A #9118 B M % Amazon Inspector API
BENAR, REMETRE , NAL AN CloudTrail E4EF4££ 2] Amazon S3 126 #@ |
SIEEI Amazon Inspector FIE#H, MREFEERERICHE , MIAI1E CloudTrail £ &K Event
history ( B4A LR ) PEERHEH. FHKRENEE CloudTrail , WA LIAE :

« [ Amazon Inspector X HHYiER,
- EMNPREERDY IP bt

- WRHTER,

- RHERMEE,

ETHMEZEE CloudTrail , i5ZRAWS CloudTrail A8/,

Amazon Inspector FHY{E 2 CloudTrail

CloudTrail & LIZ2IKF AWS K~ B EEZLNKF EEMA. & Amazon Inspector A ESEBNRT |, 1%
SEH 25 HAM CloudTrail AWS fRS EH—RBIERESHARIERF. BUUEHREE, BRNTHEHR
ERENEHRH AWS KF, BXEZER , BSHAEASHAELIEREESE CloudTrail 4,

B iIREMNEHS AWS Ik~ | 23 Amazon Inspector IS4 | HRIBRE. BRI CloudTrail
FFBE XL E] Amazon S3 FE . TIRBERT , G AP OERERICRA |, HRRIEFKNA
FrrE AWS Xif, WRERIZRE AWS 2 XFPiEFREXEFNES, , AYBEXHEREZERIEEN
Simple Storage Service ( Amazon S3 ) ZF#&#. ik , BAEEHM AWS RS , Ut —F 2
L2 CloudTrail BEFWENSHHIE. EXEZEE , BSRHUATER

- BIERERICFERHAR
« CloudTrail X ##9BRSS A& 5K
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A CloudTrail it & Amazon SNS & Al
o EWRBZANKFM CloudTrail B& 44
o BEYSKBEZAMNXIEH CloudTrail B &4

Amazon Inspector BT R /E&F R IZ S CloudTrail, Amazon Inspector B] LA ITHI PR B 1R 4EEDIC
X7E Amazon Inspector AP| ZZ /1, il , X} CreateFindingsReport, ListCoverage #
UpdateOrganizationConfiguration RB{EMHA S CloudTraill BEX#HHREREKE,

BIMNEHHATREBEESERERBFRNARER. SOEEABTEHEUTRE !

- BREEARAFEIIZER IAM AFREIEAXHW,
- BREREAACKRKEEAFPNIENZEEIERXEHN,
- BFREEHEMAWS RE K H.

BXREZELR , {2 H CloudTrail userldentity Tt

T & Amazon Inspector HE M5B

RIRR—MEE , APHSEHEN BEXHRREIEIEEN Amazon S3 F##. CloudTrail BEX#
BE—NHSNEERE, BHRTIKEEMRENENER. SHBEAXERNERE. REN BN
BfE, EHRSBENEE. CloudTrail BEXHFTRLH AP BANE FHEERRE , Rt eI TR
EAAEFERIRF H B

Amazon Inspector 133+ HI{E 5. CloudTrail

Amazon Inspector Scan B 5% CloudTrailo 78 Amazon Inspector Scan API 1’!5%‘513%7] EHE
#, BEXxT5# Inspector EFZHI % Inspector Scan APl 4 FIFK CloudTrail , 55 (L 5#
KEE API &) H# Amazon Inspector Scan,

AT RPIE R T ERScanSbom# 4K CloudTrail H&% B

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROA123456789EXAMPLE:akua_mansa",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/akua_mansa",
"accountId": "111122223333",
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"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROA123456789EXAMPLE",
"arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2023-10-17T15:22:597",
"mfaAuthenticated": "false"

}
}
I
"eventTime": "2023-10-17T16:02:34Z2",
"eventSource": "gamma-inspector-scan.amazonaws.com'",
"eventName": "ScanSbom",
"awsRegion": "us-east-1",

"sourceIPAddress": "203.0.113.0",

"userAgent": "aws-sdk-java/2.20.162 Mac_0S_X/13.5.2 Open]DK_64-
Bit_Server_VM/17.0.8+7-LTS Java/17.0.8 vendor/Amazon.com_Inc. io/sync
UrlConnection cfg/retry-mode/legacy",

"requestParameters": {

"sbom": {
"specVersion": "1.5",
"metadata": {
"component": {

"name": "debian",
"type": "operating-system",
"version": "9"
}
.
"components": [
{
"name": "packageOne",
"purl": "pkg:deb/debian/packageOne@l.0.0?arch=x86_64&distro=9",
"type": "application"
}
1,

"bomFormat": "CycloneDX"

iy

http/
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"responseElements": null,

"requestID": "f@4la27f-f33e-4f70-b@9b-5fbc5927282a",
"eventID": "abc8dle4-d214-4f07-bc56-8a31lbebe36fe",
"readOnly": true,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",
"eventCategory": "Management"
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BELAENIPRE, TAOENFEM,

« AWS Security Hub— X AWS RS =Rt 7T EATFRLRSHNLEIAE AWS, Security Hub BEid &
L RFIBEITEEN AWS RRAREHRAFEL2TUIENRESK, BXIXERSRES
EHENBIR , 25 Security Hub ##|iEES £,
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RMER , IUBHEREEHESHMEER , 0 PCI DSS,
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com.amazonaws.region.inspector-scan

regionBHNEAK AWS XiF K58 AWS X,
MRERFEOXRET LS AFRE DNS |, AT LA A HEERIAXE DNS & #5[E Amazon Inspecto

service-name.us-east-1.amazonaws.com rservice-name.us-east-1.api.aws.com X

H APl ER , FINZERE ( EFRILILER ) -

AWS PrivateLink 323


https://docs.aws.amazon.com/vpc/latest/privatelink/privatelink-access-aws-services.html
https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html#considerations-interface-endpoints
https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html#create-interface-endpoint-aws

Amazon Inspector AriEE

Amazon Inspector £ X

Amazon Inspector SH ftt AWS BRSEK. XL ARS AT BAM Amazon Inspector BREVEHE , LAEBR AL
BITRANARERTBRERN. ETHEZEE , BEEUTERETL

Amazon Inspector 5 Amazon ECR &

Amazon Elastic Container Registry (Amazon ECR) AWSE — M X EAEIMENIEERTBEGRE
k. Amazon ECR FAEEMREAMAMN AT BHEAFESHNREPRESHMREG, ATUER
Amazon Inspector I3 B Amazon ECR FEHRNARZMEG , ERZZTRENRERGERFS
MEBESEFE. BXEZELR , B3/ Amazon Inspector 5 Amazon Elastic Container Registry
(Amazon ECR) &£/

Amazon Inspector 5 AWS Security Hub

AWS Security HubiR#t BN Z 2 RSN LEEAE , AWS HHEBERFELZLTUIENRESERE
&MV ERIE Security Hub M\ AWS 1K, IRF M mER 2 BIE. B LUER Security Hub Xi2
BY Amazon Inspector iAEL REIE , HAFAEER AWS RS AWS SHEKERE=RPHFE
ZROE-NPOMLE, BXEZEER , HZH Amazon Inspector 5 AWS Security Hub,

Amazon Inspector 5 Amazon Elastic Container Registry (Amazon
ECR) &5

Amazon EMHARBEAMER— I TEERENASREMEK , X¥F Docker M OCI H&F AWS TH, R
&BEA Amazon ECR , NIAT AR BRESEMRBEEEPHE., MRBEE®EPAME , Amazon Inspector &
BN ARG , HONHEHHTHAE , UER ST RENRIERGEFSNERESERFT. LWERFE
& T LATE Amazon ECR 2 #l& R EE BB Amazon Inspector AE X I HEBHFENNE T
B, BXEZEL , 2 #H Amazon Inspector 333 Amazon ECR B2si &,

2 OEF 95%4

&A LUBIS £ - Amazon Inspector 2 #] & 3 API BU5E Amazon Inspector 33K BUEBLER , th AT
JE3d Amazon ECR #2#H B API Bl B8N B SLER Amazon Inspector RYIBRIAHR , MTEUS L
£

BXxiEi¥ Amazon Inspector BUEERNEZEL |, S Amazon Inspector FH B iFHEERE,
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B X1 Amazon ECR R BEMELE®BIAEMNEES |, 153518 Amazon ECR AFiEmHRYIERAE,
FRAEZKFINENER
MBHARESW/IMENR A , WA AES Amazon ECR EUEEREAE, B2 , —BEUE , MR EH

#19 Amazon Inspector EEERAEMA. MAEA  WRENEAAH. EXESEL  #5H 27

Amazon Inspector,

Amazon Inspector 5 AWS Security Hub

Security Hub 2t T BN L 2 RSN EWE AWS, X TJURBEBEREZ ST UIRENMRZEIRLE
BMIIRIE, Security Hub M AWS Ik, RS X G- mBELZL2HE. EAUEAXLEEERS TR
SHRBHIAFNLLMET, YHYRBUE Amazon Inspector 5 Security Hub FISEERET , Amazon Inspector
AT LU A B 4 B &% 2 Security Hub , T Security Hub AT BURHX (X BMERRZ £ A — 20 # 1T
pal i

Security Hub FRE RN BRZ2EE, BERXINTRERHATERHM AWS REFBE=SARFPR
MBI Z L@ BT, Security Hub SR —HAMNRENEZLEBEHERBELR , HEHTE | LUE
B LAEE &, Amazon Inspector & & BTE Amazon Inspector <& , Security Hub F1FR4X
LRERN, SETUAEERAEXNALIEZNAELIFAEE , ARBEHNBELINFER
=

BNo

Security Hub AAWS Z2FELE R (ASFF) A BREL R, MR TEH O —FFRF, mEH
TB, SEENTR, IMEE. TEREBRANLETXEESFAER,

(® Note

Amazon Inspector Code Security £ N Z L AELRTEATHER. ER , BOUE
Amazon Inspector 2| & FIL Zi# Inspecto r APl Fif[E)iX 4% E X,

FH
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R EFTD# Inspector BIAEL R AWS Security Hub

BT L& Security Hub & Amazon Inspector Classic 1 Amazon Inspector AEX I,

(@ Note

EXFiE Amazon Inspector THELI |, iFFF "aws/inspector/ProductVersion": "2"
WINBITEEE R, HIEERAF2M Security Hub 2 HIHE MR A HEBR Amazon Inspector Classic BY
REXI,

Amazon Inspector H&E & I Rl

"SchemaVersion": "2018-10-08",
"Id": "arn:aws:inspector2:us-east-1:123456789012:finding/FINDING_ID",

"ProductArn": "arn:aws:securityhub:us-east-1::product/aws/inspector",
"ProductName": "Inspector",

"CompanyName": "Amazon",

"Region": "us-east-1",

"GeneratorId": "AWSInspector",
"AwsAccountId": "123456789012",
"Types": [

"Software and Configuration Checks/Vulnerabilities/CVE"
1,
"FirstObservedAt": "2023-01-31T20:25:38Z7",
"LastObservedAt": "2023-05-04T18:18:43Z",
"CreatedAt": "2023-01-31T20:25:38Z2",
"UpdatedAt": "2023-05-04T18:18:43Z",
"Severity": {

"Label": "HIGH",

"Normalized": 70

I
"Title": "CVE-2022-34918 - kernel",
"Description": "An issue was discovered in the Linux kernel through 5.18.9. A type

confusion bug in nft_set_elem_init (leading to a buffer overflow) could be used by a
local attacker to escalate privileges, a different vulnerability than CVE-2022-32250.
(The attacker can obtain root access, but must start with an unprivileged user
namespace to obtain CAP_NET_ADMIN access.) This can be fixed in nft_setelem_parse_data
in net/netfilter/nf_tables_api.c.",
"Remediation": {
"Recommendation": {
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"Text": "Remediation is available. Please refer to the Fixed version in the
vulnerability details section above. For detailed remediation guidance for each of the
affected packages, refer to the vulnerabilities section of the detailed finding JSON."

}

iy
"ProductFields": {

"aws/inspector/FindingStatus": "ACTIVE",

"aws/inspector/inspectorScore": "7.8",

"aws/inspector/resources/1/resourceDetails/awsEc2InstanceDetails/platform":
"AMAZON_LINUX_2",

"aws/inspector/ProductVersion": "2",
"aws/inspector/instancelId": "i-0f1ed287081bdfofb",
"aws/securityhub/FindingId": "arn:aws:securityhub:us-east-1::product/aws/inspector/
arn:aws:inspector2:us-east-1:123456789012:finding/FINDING_ID",
"aws/securityhub/ProductName": "Inspector",
"aws/securityhub/CompanyName": "Amazon"
},
"Resources": [
{

"Type": "AwsEc2Instance",
"Id": "arn:aws:ec2:us-east-1:123456789012:i-0f1ed287081bdfofb",

"Partition": "aws",
"Region": "us-east-1",
"Tags": {

"Patch Group": "SSM",
"Name": "High-SEv-Test"
},
"Details": {
"AwsEc2Instance": {
"Type": "t2.micro",
"Imageld": "ami-@cff7528ff583bf9a",
"IpV4Addresses": [
""52.87.229.97",
"172.31.57.162"
1,
"KeyName": "ACloudGuru",
"IamInstanceProfileArn": "arn:aws:iam::123456789012:instance-profile/
AmazonSSMRoleForInstancesQuickSetup",
"VpcId": "vpc-a@c2d7c7",
"SubnetId": "subnet-9c934cbl",
"LaunchedAt": "2022-07-26T21:49:46Z"
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]I

"WorkflowState": "NEW",
"Workflow": {
"Status": "NEW"

}I

"RecordState": "ACTIVE",
"Vulnerabilities": [

{

"Id": "CVE-2022-34918",
"VulnerablePackages": [

{
"Name": "kernel",
"Version": "5.10.118",
"Epoch": "Q",
"Release": "111.515.amzn2",
"Architecture": "X86_64",
"PackageManager": "0S",
"FixedInVersion": "0:5.10.130-118.517.amzn2",
"Remediation": "yum update kernel"
}
1,
"Cvss": [
{
"Version": "2.0",
"BaseScore": 7.2,
"BaseVector": "AV:L/AC:L/Au:N/C:C/I:C/A:C",
"Source": "NVD"
I
{
"Version": "3.1",
"BaseScore": 7.8,
"BaseVector": "CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H",
"Source": "NVD"
I
{
"Version": "3.1",
"BaseScore": 7.8,
"BaseVector": "CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H",
"Source": "NVD",
"Adjustments": []
}
1,
"Vendor": {

"Name": "NVD",
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"Url": "https://nvd.nist.gov/vuln/detail/CVE-2022-34918",
"VendorSeverity": "HIGH",
"VendorCreatedAt": "2022-07-04T21:15:00Z2",
"VendorUpdatedAt": "2022-10-26T17:05:00Z2"
},
"ReferenceUrls": [
"https://git.kernel.org/pub/scm/linux/kernel/git/netdev/net.git/commit/?
id=7e6bclf6cabcd30aba®b11219d8e@1b952eachbs",
"https://lore.kernel.org/netfilter-devel/cd9428b6-7ffb-dd22-d949-
d86f4869f452@randorisec. fr/T/",
"https://www.debian.org/security/2022/dsa-5191"
1,
"FixAvailable": "YES"
}
1,
"FindingProviderFields": {
"Severity": {
"Label": "HIGH"
},
"Types": [
"Software and Configuration Checks/Vulnerabilities/CVE"
]
},
"ProcessedAt": "2023-05-05T20:28:38.82272"
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EPH 1E Amazon Inspector [ Security Hub Z3ZREL R , RATLAER Security Hub #2251 & 5 APl &
f& AWS CLI...

£ Security Hub & F &M T Amazon Inspector I Z £ 124
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® Note
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« XEFHIETTE
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SIEWIBIERSE - Amazon EC2 1A%

T&RHIHT Amazon Inspector XEFHETL D# EC2 RHINRERS. EAEBNMNRERSIEEMRNSE
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Windows Server
Windows Server

Windows Server
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USN. Ubuntu
Pro ( esm-infra
F esm-apps )
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USN. Ubuntu
Pro ( esm-infra
F esm-apps )
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BRIERS hixZ< HymeerE FEARAEAEXE ETKENARE
X ¥

Windows Server 2025 MSKB B =

macOS ( Moj 10.14 APPLE-SA = =

ave )

macOS ( Cat 10.15 APPLE-SA B =

alina )

macOS ( Big 11 APPLE-SA & 2

Sur)

macOS ( Mon 12 APPLE-SA B =

terey )

macOS ( Ven 13 APPLE-SA B =

tura )

macOS ( Son 14 APPLE-SA B =

oma )

SEMIRERS . £H Amazon Inspector $14T Amazon ECR 13

TRIH T Amazon Inspector 3235 FH# Amazon ECR i EF ASBMENIRIERS., ©ERE
MEERGEETHAEEZE LS.

BRIERS TS HuBRENE
Alpine Linux (Alpine) 3.19 Alpine SecDB
Alpine Linux (Alpine) 3.20 Alpine SecDB
Alpine Linux (Alpine) 3.21 Alpine SecDB
Alpine Linux (Alpine) 3.22 Alpine SecDB
AlmaLinux 8 ALSA

TENIRERS £/ Amazon Inspector 11T Amazon ECR 133 335



Amazon Inspector AriEE

BRIERS IS HuBRENE
AlmaLinux 9 ALSA
Amazon Linux (AL2) AL2 ALAS
Amazon Linux 2023 (AL2023)  AL2023 ALAS
BusyBox — —
Chainguard - CVE
Debian Server (Bullseye) 11 DSA
Debian Server (Bookworm) 12 DSA
Fedora 41 CVE
Fedora 42 CVE
OpenSUSE Leap 15.6 CVE
Oracle Linux (Oracle) 8 ELSA
Oracle Linux (Oracle) 9 ELSA
Photon OS 4 PHSA
Photon OS 5 PHSA
Red Hat Enterprise Linux 8 RHSA
(RHEL)

Red Hat Enterprise Linux 9 RHSA
(RHEL)

Rocky Linux 8 RLSA
Rocky Linux 9 RLSA
SUSE Linux Enterprise Server 15.6 SUSE CVE
(SLES)
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BRIERS TS VTSR ge /N

Ubuntu (Xenial) 16.04 USN, Ubuntu Pro (esm-infra &
esm-apps)

Ubuntu (Bionic) 18.04 USN, Ubuntu Pro (esm-infra &
esm-apps)

Ubuntu (Focal) 20.04 USN, Ubuntu Pro (esm-infra &
esm-apps)

Ubuntu (Jammy) 22.04 USN, Ubuntu Pro (esm-infra &
esm-apps)

Ubuntu (Noble Numbat) 24.04 USN, Ubuntu Pro (esm-infra &
esm-apps)

Ubuntu (Oracular Oriole) 2410 USN

Ubuntu (Plucky Puffin) 25.04 USN

Wolfi - CVE

XENIRERS : CIS AHE

T &% T Amazon Inspector X#FMA T CIS AR ERSE, TENBNMRERSKIBET CISEE
RN,

(® Note

CIS #rESE AT x86_64 BIERE., WFETFT ARM HWRIR , REREMRET AT MHRE LK
KA IE T

BRIERS TS CIS B AR A

Amazon Linux 2 AL2 3.0.0
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BRIERS IS CIS E R
Amazon Linux 2023 AL2023 1.0.0
Red Hat Enterprise Linux 8 3.0.0
(RHEL)

Red Hat Enterprise Linux 9 2.0.0
(RHEL)

Rocky Linux 8 2.0.0
Rocky Linux 9 1.0.0
SUSE Linux Enterprise Server 15 2.0.1
Ubuntu ( Bonic ) 18.04 21.0
Ubuntu (Focal) 20.04 2.0.1
Ubuntu (Jammy) 22.04 1.0.0
Ubuntu ( Noble Numbat ) 24.04 1.0.0
Windows Server 2016 3.0.0
Windows Server 2019 2.0.0
Windows Server 2022 2.0.0

FrmRERS
TR T BB ERGE SR AR AR,

RE& Amazon Inspector TR T EEFHNRERERMELEEZFE , 1B Amazon Inspector 4L
BITIXLE EC2 LAIML S# LML S# ECR BResiiff, ENZEHESRE , RINEBWKAEER
BERENZIFRA, Amazon Inspector H EEARIERZERNBELXNMBRESE,
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REH|NEBER , U TRERETEARINTENH. XN TEFANRERS , At TR HNES
NE. WTFHRESBEHERNRERS  #EBTUMNETNERRTPRBRIAENZE L ERMEN,
It , Amazon Inspector AILAE IE A R E HIF B EL R CVEs,

EE~HIRERS - Amazon EC2 3

BRIERS TS BFr~

ML 55 Linux (AL1) 2012 £ 2021 £ 12 A 31 H
CentOS Linux (CentOS) 7 2024 % 6 B 30 A
CentOS Linux (CentOS) 8 2021 £ 12 A 31 H
Debian Server (Jessie) 8 2020 £ 6 A 30 H
Debian Server (Stretch) 9 2022 6 A 30 H
Debian R%585 (Buster) 10 2024 6 A 30 H
Fedora 33 2021 £ 11 A 30 H
Fedora 34 2022 6 A7H
Fedora 35 2022 £12 A 13 H
Fedora 36 2023 5 H 16 H
Fedora 37 2023 12 A 15 H
Fedora 38 2024 £5 A 21 H
Fedora 39 2024 £ 11 A 26 H
Fedora 40 20255 A 13 B
OpenSUSE Leap 15.2 2021 12 A1 H
OpenSUSE Leap 15.3 2022 12 A1 H
OpenSUSE Leap 15.4 2023 F 12 A 7 H
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BRIERS [ES BiEr=

OpenSUSE Leap 15.5 December 31, 2024
Oracle Linux (Oracle) 6 2021 £3 A 1H
Oracle Linux (Oracle) 7 2024 £12 A 31 B
Red Hat Enterprise Linux 6 2020 £ 11 A 30 H
(RHEL)

Red Hat Enterprise Linux 7 2024 6 A 30 H
(RHEL)

SUSE Linux Enterprise Server 12 2016 £ 6 A 30 H
(SLES)

SUSE Linux Enterprise Server 121 2017 £5 A 31 H
(SLES)

SUSE Linux Enterprise Server 12.2 2018 £ 3 A 31 H
(SLES)

SUSE Linux Enterprise Server  12.3 2019 6 A 30 H
(SLES)

SUSE Linux Enterprise Server 12.4 2020 £ 6 A 30 H
(SLES)

SUSE Linux Enterprise Server  12.5 2024 £ 10 A 31 B
(SLES)

SUSE Linux Enterprise Server 15 2019 £ 12 A 31 H
(SLES)

SUSE Linux Enterprise Server  15.1 2021 %1 A 31 H
(SLES)

SUSE Linux Enterprise Server  15.2 2021 £ 12 A 31 H
(SLES)
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SUSE Linux Enterprise Server
(SLES)

SUSE Linux Enterprise Server
(SLES)

SUSE Linux Enterprise Server
(SLES)

Ubuntu (Trusty)

Ubuntu (Trusty)

Ubuntu (Groovy)

Ubuntu (Hirsute)

Ubuntu (Impish)

Ubuntu (Kinetic)

Ubuntu (Lunar Lobster)
Ubuntu (Mantic Minotaur)
Windows Server

Windows Server

Er-BER S : Amazon ECR 33

BRIERS
Alpine Linux (Alpine)
Alpine Linux (Alpine)

Alpine Linux (Alpine)

JIES

15.3

15.4

183

12.04
14.04
20.10
21.04
21.10
22.10
23.04
23.10
2012

2012 R2

TN
3.2
3.3

3.4

2=~

2022 £12 A 31 H

202312 A 31 H

2024 £12 A 31 H

2017 £4 A 28 H
2024 £4 A1H
2021 7 A 22H
20221 A 20 H
2022 7 A 31H
July 20, 2023
January 25, 2024
2024 £7 A 11 H
2023 £10 A 10 H

2023 £10 A 10 H

255~
2017 5 A 18
201711 A 1R

2018 5 A1 H
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Alpine Linux (Alpine)
Alpine Linux (Alpine)
Alpine Linux (Alpine)
Alpine Linux (Alpine)
Alpine Linux (Alpine)
Alpine Linux (Alpine)
Alpine Linux (Alpine)
Alpine Linux (Alpine)
Alpine Linux (Alpine)
Alpine Linux (Alpine)
Alpine Linux (Alpine)
Alpine Linux (Alpine)
Alpine Linux (Alpine)
Alpine Linux (Alpine)
S5 Linux (AL1)
CentOS Linux (CentOS)
CentOS Linux (CentOS)
Debian Server (Jessie)
Debian Server (Stretch)

Debian fkS58% (Buster)

JIES
3.5
3.6
3.7
3.8
3.9
3.10
3.11
3.12
3.13
3.14
3.15
3.16
3.17
3.18

2012 &

~

10

EF~

2018 11 A1 H
20195 H1H
2019 % 11 A1H
20205 A1 H
2020 11 A1 H
2021 €5 H1H
2021 11 A1H
2022 5H1H
2022 11 A1H
May 1, 2023
November 1, 2023
May 23, 2024
November 22, 2024
May 09 2025

2021 £12 A 31 H
2024 6 A 30 H
2021 12 A 31 H
2020 6 A 30 H
2022 £6 A30H

2024 6 A 30 H

FrEmRERS
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BRIERS

Fedora

Fedora

Fedora

Fedora

Fedora

Fedora

Fedora

Fedora
OpenSUSE Leap
OpenSUSE Leap
OpenSUSE Leap

OpenSUSE Leap

Oracle Linux (Oracle)

Oracle Linux (Oracle)

Photon OS

Photon OS

Red Hat Enterprise Linux

(RHEL)

Red Hat Enterprise Linux

(RHEL)

SUSE Linux Enterprise Server

(SLES)

[ES
33
34
35
36
37
38
39
40
15.2
15.3
15.4

(ISES

EfF

2021 11 A 30 H
2022 % 6 A7H
2022 F£12 A 13 H
2023 5 A 16 H
2023 12 A 15 H
2024 5 H 218
2024 £ 11 A 26 H
2025 5 A 13 H
2021 12 A1H
2022 12 A1H
December 7, 2023
December 31, 2024
20213 A1H
2024 12 A 31 H
2021 12 A 2H
2024 3 A1H

2020 £ 6 A 30 H

2024 £ 6 A 30 H

2016 6 A 30 H

FrEmRERS
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BRIERS

SUSE Linux Enterprise Server
(SLES)

SUSE Linux Enterprise Server
(SLES)

SUSE Linux Enterprise Server
(SLES)

SUSE Linux Enterprise Server
(SLES)

SUSE Linux Enterprise Server
(SLES)

SUSE Linux Enterprise Server
(SLES)

SUSE Linux Enterprise Server
(SLES)

SUSE Linux Enterprise Server
(SLES)

SUSE Linux Enterprise Server
(SLES)

SUSE Linux Enterprise Server
(SLES)

SUSE Linux Enterprise Server
(SLES)

Ubuntu (Trusty)
Ubuntu (Trusty)

Ubuntu (Groovy)

JIES

12.1

12.2

12.3

12.4

12.5

15

15.1

15.2

15.3

15.4

19

12.04
14.04

20.10

2=~

2017 5 H31H

2018 £ 3 A 31 H

2019 6 A 30 H

2020 £ 6 A 30 H

2024 £10 A 31 H

201912 A 31 H

20211 H31H

2021 £12 A 31 H

2022 12 A 31 H

202312 A 31 H

2024 £12 A 31 H

2017 4 A28 H
2024 54 A1H

20217 H22H

FrEmRERS
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BRIERS

Ubuntu (Hirsute)
Ubuntu (Impish)
Ubuntu (Kinetic)
Ubuntu (Lunar Lobster)

Ubuntu (Mantic Minotaur)

X RIETE

AT BT Amazon Inspector XIFHRIEIES .

=]

TEHNREES

EHA:’R#E’JItﬁiﬁ-ﬁ]t}ﬂﬁ?ﬁﬁﬁiﬁﬁ B , Ama EC2 zon Inspector B Bl XF A T REE
FSEERERE,

EZER

@ Not

e

JIES

21.04
21.10
22.10
23.04

23.10

Amazon 75 EC2 RIE13#

EF~

2022 % 1 H20H
2022 %7 A31H
July 20, 2023
January 25, 2024

20247 H 118

mm

o AX

Amazon Inspector T2 #EGoMRustP I T E&RE. ATHENAEFNEREES Hi¥sE

RYRMRABIA T X L

- CH#
« Go

» Java

» JavaScript

« PHP
* Python
* Ruby
* Rust

XN RREE

=
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https://docs.aws.amazon.com/inspector/latest/user/scanning-ec2.html#agentless

Amazon Inspector AriEE

TENREIES  Amazon EC2 RERE

£ 5 EC2 Linux 324 LM TRER ER MR | Amazon Inspector B BIXFU T RIBIBES. BXE
ZER |, IBZE Amazon Inspector N ETF Linux I &i#h EC2 EHIMRER &,

]]IIII

« Java ( .ear, .jar, .par Ml .war FREX )
» JavaScript
+ Python

Amazon Inspector £/ Systems Manager Distributor Z8B 4 , UEXN EH T L7 EC2 SKHIH# TR
ARE,

(® Note
Bottlerocket BEERZRZFRERE,

ERITRERERDN , Systems Manager Distributor #1 Amazon Inspector 247 S'Z?* ORI
EC2 LIRS, BX Systems Manager Distributor XIFHIRERSEMNEER | 551 (Systems
Manager AF1ER) PR EFNRESFEEMEM,

XM RIZIES : Amazon ECR 11

Amazon Inspector £33 Amazon ECR 7 E R B 231G B 51 XIS A T REE

][]

(@ Note

Amazon Inspector T2AFHHHW T EERE. Rustf THENARFNRIEES HBIFSNRA
E”AT ng;ﬁ;r.lo

- C#

+ Go

- GoLE#
+ Java

JavadDK

FTEMNRIBIES  Amazon EC2 iRERE 346


https://docs.aws.amazon.com/inspector/latest/user/scanning-ec2.html#agentles
https://docs.aws.amazon.com/systems-manager/latest/userguide/distributor.html#what-is-a-package-platforms

Amazon Inspector AriEE

» JavaScript
« PHP

* Python

* Ruby

* Rust

S EFHNIEITH
AT HIH T Amazon Inspector XIFMIE1TH RS
S ERIZETRI RS - Amazon Inspector Lambda ¥R/

X FEFLHE Lambda HBUERE=ZFREBPREFERANTUEANRIZEES , Amazon
Inspector Lambda ¥R B BIZFU T ETRRE !

(® Note

Amazon Inspector F2PABHW T EERE. RustA THENARFHNREIE S WIFSFRAE
BIA T X LR,

+ Go
* gol.x
+ Java
+ java8
* java8.al2
 javali
« javal7
* java21
« NET
« NET6
« NET8
* Node.js

* nodejs12.x

XEFHIEITR
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nodejs14.x
nodejs16.x
nodejs18.x
nodejs20.x

nodejs22.x

* Python

python3.7
python3.8
python3.9
python3.10
python3.11
python3.12
python3.13

* Ruby

¢ Custom runtimes

ruby2.7
ruby3.2
ruby3.3

« AL2
« AL2023

T EIEITR RS . Amazon Inspector Lambda X133

M FERWE Lambda HBAERREFREEERBN ATAEANHEEZEES , Amazon Inspector
Lambda XBHRABE X FUTETRRE -

» Java

+ java8

* java8.al2

* javali

« javal7
« NET

FHEHMNIZITR RS : Amazon Inspector Lambda {A#B 133
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- NET6
- NET8
* Node.js
* nodejs12.x
* nodejs14.x
* nodejs16.x
* nodejs18.x
* nodejs20.x
* Python
* python3.7
* python3.8
* python3.9
* python3.10
* python3.11
* python3.12
* Ruby
* ruby2.7
* ruby3.2
* ruby3.3

FHEHMNIZITR RS : Amazon Inspector Lambda {A#B 133 349
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= Amazon Inspector

Al Amazon Inspector 2% & = Amazon Inspector API £ Amazon Inspector, HR&EEHA
EANKFFAERMBEDR | NiZKFH Amazon Inspector FFHBIER,

MRS AEANK B Amazon Inspector , ZMKFWATEREXREBHHEER. A ZKFHBRE
Amazon Inspector H# R BEEFHEMIER , SEWESEF. BLEANURBELN,

L {R{= A Amazon Inspector Y & EC2 338} , Amazon Inspector &MIBRELT SSM Bk :

* InspectorDistributor-do-not-delete
* InspectorInventoryCollection-do-not-delete

« InvokeInspectorSsmPlugin-do-not-delete, Bt4h , B IKEXZ R Amazon Inspector
SSM #E#EMNEHIFR B 4P MIBR Windows Hl, BXEZEE , B2 HfWindows EC2 5%
il

(® Note
{2 Amazon Inspector j§ , ERMTF2BFERS R, T3 , ZLRER AT AEFHEE Amazon
Inspector,

BXROMAFERTERENABRENEE , FSRERATHERE,
TR
BIEEKFRE | FERUTEM :

« MEBIEMIKF R —/NHRIZE Amazon Inspector I~ | N AT LARERTEH Amazon Inspectors

- MRBRZKFINERHIRAKS , MFEEH Amazon Inspector, BAMBKRFALNEREE
B A Amazon Inspector.

- MRERALNBREER , WABMEHEERFTE KA KSR XE , RIEF 88 A Amazon

Inspector,
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https://docs.aws.amazon.com/inspector/latest/user/deactivate-scans.html
https://docs.aws.amazon.com/inspector/latest/user/disassociating-member-accounts.html

Amazon Inspector AriEE

® Note
LB B REE R 515 A Amazon Inspector i , H&E AR AL B3hEESE,

= Amazon Inspector

(® Note
f£/= A Amazon Inspector 28l , BEE XS HIAELXN,

Console
E= A Amazon Inspector

1. FEREHEIEES , ABTE hitps://console.aws.amazon.com/inspector/v2/ home T FF
Amazon Inspector 2% A&,

2. FRATTHEALAKN AWS XiF E#288 , R EE A Amazon Inspector X 13,
3. ESMERP K EREARE,
4. 1%&F1FH Inspector,
5. HIWIAEREN , EXFAER@MAER , RAFIEEEA Inspector,
6. (#%EF ) EELEEH Amazon Inspector NENMNXEHESIX LS R,
API

BT A APIiRME, EERS |, 124 IDs BEEEC2, ECR, LAMBDAAKIMKF , B
KresourceTypesEEAMBRAENKS , XFERZEKS.

{ZF Amazon Inspector 351


https://docs.aws.amazon.com/inspector/latest/user/findings-managing-exporting-reports.html
https://console.aws.amazon.com/inspector/v2/home
https://docs.aws.amazon.com/inspector/v2/APIReference/API_Disable.html

Amazon Inspector AriEE

Amazon Inspector BL &R

ATHETEAN AWS XK Amazon Inspector BL&i,

L9l BIAE wig
B 3 T P 10000 5 Amazon Inspector
TIRETE A K o< ER
{9 B 53 T P Y S K3

B, ZRHIETEH
AWS Organizations,

HHIA N 500 B0 XS AWS IK
FRFAZELEANE
RABE., BTER

RZSEH.

L5 EC2 MBAELR 10000 B4 AWS KB
Amazon EC2 F#&128
RERNRRHBE,
BEEERESH
;.

CIS H#HE & 500 CIS HH#HE BRI & A
B, BEEFERRES

BL &

B x5 Amazon Inspector Classic X< E IR , S (AWS —#tZE) K Amazon Inspector
Classic REEE ., BXEZHXWE SR AWS Organizations , {55 R FHAWS Organizations R
SEBAWS —fFSE,
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_reference_limits.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_reference_limits.html
https://docs.aws.amazon.com/general/latest/gr/inspector2.html#limits_inspector2
https://docs.aws.amazon.com/general/latest/gr/inspector2.html#limits_inspector2
https://docs.aws.amazon.com/general/latest/gr/ao.html#aws-organizations-limits
https://docs.aws.amazon.com/general/latest/gr/ao.html#aws-organizations-limits

Amazon Inspector AriEE

X 35 A i =

AEBIEE RIT D% Inspector 1 Amazon Inspector Scan Kif T KW KK, ©EBIEE REFL
AWS X1 Z# Amazon Inspector ZhEERY F*R1&. EZEFE Amazon Inspector B AT AWS X {7 &
BZHAPHIL S Inspector LT K M ELEIAmazon Web Services —fi§5 %,

I 53 Inspector B ARSS K im T R

TRETT Amazon Inspector BJIRSF L IHT R Amazon Inspector £ T5 =B a5 7 18 51
xinspector2.Region.amazonaws.com.

X i34 #5 X5 i R 1738
INEARTEI (F/RN ca-west-1 inspector2.ca-west HTTPS
B) -1.amazonaws.com

inspector2.ca-west
-1.api.aws.com

EZEFRH (HEERL us-east-1 inspector2.us-east HTTPS
MAEEB ) -1.amazonaws.com

inspector2.us-east
-1.api.aws.com

inspector2-fips.us-
east-1.amazonaws.

com
EERE ( HEM us-east-2 inspector2.us-east HTTPS
) -2.amazonaws.com

inspector2.us-east
-2.api.aws.com

inspector2-fips.us-
east-2.amazonaws.
com

T 5 Inspector KIBRZ KT &= 353


https://docs.aws.amazon.com/general/latest/gr/inspector2.html

Amazon Inspector

RAriEmE

X1 & 75

XERALR ( REE
WAL )

SERALR (HBRM
)

FEM (FFER)

TAMK (&S )

TA#X (ER )

X5

us-west-1

us-west-2

af-south-1

ap-east-1

ap-southeast-2

Ll

y PANNY

inspector2.us-west
-1.amazonaws.com

inspector2.us-west
-1.api.aws.com

inspector2-fips.us-
west-1.amazonaws.
com

inspector2.us-west
-2.amazonaws.com

inspector2.us-west
-2.api.aws.com

inspector2-fips.us-
west-2.amazonaws.
com

inspector2.af-sout
h-1.amazonaws.com

¥ #E 5 2.af-south-1.ap

i.aws.com

inspector2.ap-east
-1.amazonaws.com

inspector2.ap-east
-1.api.aws.com

inspector2.ap-sout
heast-2.amazonaws.
com

inspector2.ap-sout
heast-2.api.aws.com

[/

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

U 5 Inspector KBRS KT =
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X i3 & #5 X i3 Uiy S Y
0 A X ( FEDDE ) ap-southeast-3 inspector2.ap-sout HTTPS
heast-3.amazonaws.
com

inspector2.ap-sout
heast-3.api.aws.com

WA#X (SRE) ap-southeast-4 inspector2.ap-sout HTTPS
heast-4.amazonaws.
com

inspector2.ap-sout
heast-4.api.aws.com

A X ((BREIL ap-southeast-5 inspector2.ap-sout HTTPS
) heast-5.amazonaws.
com

inspector2.ap-sout
heast-5.api.aws.com

TABKX (EEH ) ap-southeast-7 inspector2.ap-sout HTTPS
heast-7.amazonaws.
com

inspector2.ap-sout
heast-7.api.aws.com

TA#X (&X) ap-south-1 inspector2.ap-sout HTTPS
h-1.amazonaws.com

inspector2.ap-sout
h-1.api.aws.com

T 5 Inspector KIBRZ KT &= 355
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X i3 & X i3 i 1738
TA#X (BEULE ap-south-2 inspector2.ap-sout HTTPS
) h-2.amazonaws.com

inspector2.ap-sout
h-2.api.aws.com

AR X (KR ) ap-northeast-3 inspector2.ap-nort HTTPS
heast-3.amazonaws.
com

inspector2.ap-nort
heast-3.api.aws.com

WAHX (BR) ap-northeast-2 inspector2.ap-nort HTTPS
heast-2.amazonaws.
com

inspector2.ap-nort
heast-2.api.aws.com

U AH X (T3 ) ap-southeast-1 inspector2.ap-sout HTTPS
heast-1.amazonaws.
com

inspector2.ap-sout
heast-1.api.aws.com

TA#X (FE ) ap-southeast-2 inspector2.ap-sout HTTPS
heast-2.amazonaws.
com

inspector2.ap-sout
heast-2.api.aws.com

U 5 Inspector KBRS KT = 356
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X 7
T AR (R )

EXR ( RE)

RN X (SE= 4R
)

AY

el
II3
~

ROM X (123K )

R (K= )

X5

ap-northeast-1

ca-central-1

eu-central-1

eu-west-1

eu-west-2

eu-south-1

IR 17308
inspector2.ap-nort HTTPS
heast-1.amazonaws.

com

inspector2.ap-nort
heast-1.api.aws.com

inspector2.ca-cent HTTPS
ral-1.amazonaws.com

inspector2.ca-cent
ral-1.api.aws.com

inspector2.eu-cent HTTPS
ral-1.amazonaws.com

inspector2.eu-cent
ral-1.api.aws.com

inspector2.eu-west HTTPS
-1.amazonaws.com

inspector2.eu-west
-1.api.aws.com

inspector2.eu-west HTTPS
-2.amazonaws.com

inspector2.eu-west
-2.api.aws.com

inspector2.eu-sout HTTPS
h-1.amazonaws.com

inspector2.eu-sout
h-1.api.aws.co

U 5 Inspector KBRS KT =

357
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(X 545 7
WM X ( FEHEST )

MM X (ER )

ROM e X ( HrEEER

)

M (TR )

B3| (h4Ex )

FZR ( PaERE )

X5

region-eu-south-2

eu-west-3

eu-north-1

eu-central-2

il-central-1

me-central-1

PANNY

KER2, region-eu
-south-2.amazonaws
.com

KER2, region-eu-
south-2.api.aws.com

inspector2.eu-west
-3.amazonaws.com

inspector2.eu-west
-3.api.aws.com

inspector2.eu-nort
h-1.amazonaws.com

inspector2.eu-north
1.api.aws.com

inspector2.eu-cent
ral-2.amazonaws.com

inspector2.eu-cent
ral-2.api.aws.com

inspector2.il-cent
ral-1.amazonaws.com

¥ & G 2.il-central-1.

api.aws.com

inspector2.me-cent
ral-1.amazonaws.com

¥ 2 R 2.me-central-1.
api.aws.com

[/

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

T 5 Inspector KIBRZ KT &=

358



Amazon Inspector

RAriEmE

X1 & 75
R ( BK)

S (PEP)

rAEMN (EZRT )

AWS GovCloud ( 3%
EZRER )

AWS GovCloud ( 3%
EFEEB )

X5

me-south-1

mx-central-1

sa-east-1

us-gov-east-1

us-gov-west-1

Ll

y PANNY

inspector2.me-sout
h-1.amazonaws.com

KEFR2.me-s
outh-1.api.aws.com

inspector2.mx-cent
ral-1.amazonaws.com

inspector2.mx-cent
ral-1.api.aws.com

inspector2.sa-east
-1.amazonaws.com

inspector2.sa-east
-1.api.aws.com

KER2, us-gov-ea
st-1.amazonaws.com

KER2, us-gov-ea
st-1.api.aws.com

inspector2-fips.
us-gov-east-1.amaz
onaws.com

KER2, us-gov-we
st-1.amazonaws.com

KER2, us-gov-we
st-1.api.aws.com

inspector2-fips, us-
gov-west-1.amaz
onaws.com

[/

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

T 5 Inspector KIBRZ KT &=
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Amazon Inspector Scan API BYix =

TFHRERTEBEA Amazon Inspector Scan API BRI SAME AR Xigin R, £ APl B, B4R M4
WmHRERENNHXE , BNESa 2B S 0RIEN AWS XiF,

Amazon Inspector Hifm RN B LY ER inspector-scan. region.amazonaws . coms
fflan | MREBIE us-west-2 FHHITT FHRIUE , NFFEMAKSK inspector-scan.us-
west-2.amazonaws.com XA inspector-scan APl

X 15 & #5 X5 i 1 X
MEKREER (FRN ca-west-1 inspector-scan.ca- HTTPS
£2) west-1.amazonaws.c

om

inspector-scan.ca-
west-1.api.aws.com

EERZ ( HEM us-east-2 inspector-scan.us- HTTPS
) east-2.amazonaws.c
om

¥ 2 A -scan.us-east-2
.api.aws.com

inspector-scan-fip
s.us-east-2.amazon

aws.com
XERS (HFREL us-east-1 inspector-scan.us- HTTPS
MAEED ) east-1.amazonaws.c

om

¥ 2 A -scan.us-east-1
.api.aws.com

inspector-scan-fip
s.us-east-1.amazon
aws.com

Amazon Inspector Scan API B9 & 360


https://docs.aws.amazon.com/inspector/v2/APIReference/API_Operations_Inspector_Scan.html

Amazon Inspector

RAriEmE

X1 & 75

XERALR ( REE
WAL )

SERALR (HBRM
)

FEM (FFER)

TAMK (&S )

X5

us-west-1

us-west-2

af-south-1

ap-east-1

PANNY

inspector-scan.us-
west-1.amazonaws.c
om

¥ & fi -scan.us-
west-1.api.aws.com

inspector-scan-fip
s.us-west-1.amazon
aws.com

inspector-scan.us-
west-2.amazonaws.c
om

¥ & 5 -scan.us-
west-2.api.aws.com

inspector-scan-fip
s.us-west-2.amazon
aws.com

inspector-scan.af-
south-1.amazonaws.
com

inspector-scan.af-
south-1.api.aw

inspector-scan.ap-
east-1.amazonaws.c
om

inspector-scan.ap-
east-1.api.aws.com

[/

HTTPS

HTTPS

HTTPS

HTTPS

Amazon Inspector Scan API HJi &
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X1 & 75
WA HE X ( HEDDE )

TA#X (FX)

A X (KRR )

TAMK (&R )

TAK (BEAE
)

X5

ap-southeast-3

ap-south-1

ap-northeast-3

ap-northeast-2

ap-south-2

Ll

y PANNY

inspector-scan.ap-
southeast-3.amazon
aws.com

¥ & Fi-scan.ap-
southeast-3.api
.aws.com

inspector-scan.ap-

south-1.amazonaws.

com

inspector-scan.ap-
south-1.api.aws

inspector-scan.ap-
northeast-3.amazon
aws.com

inspector-scan.ap-
northast-3.api.aws
.com

inspector-scan.ap-
northeast-2.amazon
aws.com

inspector-scan.ap-
northast-2.api.aws
.com

inspector-scan.ap-

south-2.amazonaws.

com

inspector-scan.ap-
south-2.api.aws

[/

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

Amazon Inspector Scan API HJi &

362



Amazon Inspector

RAriEmE

X1 & 75
WA HE X (FTH03K )

TAMK (B )

WA K (BRE )

TAMX ((BREAL
)

X5

ap-southeast-1

ap-southeast-2

ap-southeast-4

ap-southeast-5

PANNY

inspector-scan.ap-
southeast-1.amazon
aws.com

¥ & Fi-scan.ap-
southeast-1.api
.aws.com

inspector-scan.ap-
southeast-2.amazon
aws.com

¥ & Fi-scan.ap-
southeast-2.api
.aws.com

inspector-scan.ap-
southeast-4.amazon
aws.com

¥ & R -scan.ap-
southeast-4.api
.aws.com

inspector-scan.ap-
southeast-5.amazon
aws.com

¥ & R -scan.ap-
southeast-5.api
.aws.com

[/

HTTPS

HTTPS

HTTPS

HTTPS

Amazon Inspector Scan API HJi &
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X i & X i3

TWA#X (RE ) ap-southeast-7
WAHX (FRR) ap-northeast-1
NEX (HE) ca-central-1

ROt X (E==iE eu-central-1
)

>3

R X (2

R=) eu-west-1

PANNY

inspector-scan.ap-
southeast-7.amazon
aws.com

inspecter-scan.ap-
southeast-7.api.aw
s.com

inspector-scan.ap-
northeast-1.amazon
aws.com

inspector-scan.ap-
northeast 1.api.aws
.com

inspector-scan.ca-
central-1.amazonaw
s.com

¥ 2 A -scan.ca-centra
I-1.api.aws.com

inspector-scan.eu-
central-1.amazonaw
s.com

# 2 A -scan.eu-centra
I-1.api.aws.com

inspector-scan.eu-
west-1.amazonaws.c
om

inspector-scan.eu-
west-1.api.aws.com

[/

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

Amazon Inspector Scan API HJi &
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X1 & 75
RN X (23 )

RO (K= )

R ( BHHEST )

R X ( B3R )

XM X (TSR
B )

X5

eu-west-2

eu-south-1

eu-south-2

eu-west-3

eu-north-1

PANNY

inspector-scan.eu-
west-2.amazonaws.c
om

inspector-scan.eu-
west-2.api.aws.com

inspector-scan.eu-
south-1.amazonaws.
com

inspector-scan.eu-
south-1.api.aw
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