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REAEHIERBRRY . ELREFEATNERENZH,. EERER , BHBRHEHRIEEHE,
AN X 5

1. #TFF Incident Manager ##l & , AENEMSMBERPEFRIRE,
2. EERMXE,

3. EEREXHE,

4. EFEHM,

i BR X 420

1. #TFF Incident Manager ###l & , AENEMSMBERPEFRIRE,
2. IEEREMRNXE,

3. IEEMER.

4, ENFEFEAMBR , AEEERER.

1l BR & I 5=

BEREHEPNRE - NXBLBERENEHE, EMREE-MXEZE , FLE RE” RELX
PMERR , AERABIBRERY . MREHER , EAERMERDSCIRFTNES L.
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ENEHEPHRXE , BEUBZXKBEER 24 Mit, ERIRRF 24 NtRZHME HISEMIBR X1
S5 B BRK M,

il B & HIEE M BRFFA Incident Manager #3E,

il R & I &=

1. #TFF Incident Manager ###l & , AENEMSMBERPEFRIRE,
2. EESEPEERE—IXE,

3. IEFEMIBR.

4. TEARERRAMBR , AEERBER.

BEE FIEAIRE

HEREDEERFENELKE. FAFRERTEANAN (WAR, AEERRE ) IRFHTS
%,

EEESHENRZ

1. #TFF Incident Manager ###l & , AENEMSMBERPEFRIRE,

2. ENX HoH , EREE.

3. EFMFE  BHITUTRE

a. EERMFIRE,
b. HARZHEANTIEME,
c. BEERRE.

4. EMIBRRE  BHATATERE

a. EEMROZSHTE , SRR,
b. HERE.
EERE XIS

BAELIBETREBALPNMNEETSHFRELNRIE4NEEREAER, Ba , SHEESE
£ AWS CodeDeploy & AWS CloudFormation ¥ EFMWFAEL R,

EEERRNIRE 28
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NTBEKFXFRERR , ERRAZBLER , E4AEALAPNENNARFKS P ERAANRES
BRo

EFERIZSE , B LLL Incident Manager BIEZ— MRS AR , ZARBERKREBTTRIBIEFTEHN
PR o

ESARERIBE

1. #TFF Incident Manager ## &8 , AENEMSMBERPEFIRE,
2. HAERIXGH , EFCERFZAE,

3.
EEERUENBRSACHMAXES  RELERGE,
EXRPERIMBE

EEIEFERBAELXIBE , BMEZE IncidentManagerIncidentAccessServiceRole A& E
NKFHPRERZEE,

1. £ https://console.aws.amazon.com/iam/ TFF 1AM 2 &4,
EEMSHBERS  EFEAC,

2

3. EEFERES, WA IncidentManagerIncidentAccessServiceRole,
4. ERAGNEN , REEER R,

5. EXNFEEAAMAACHNEN , WIAERKRAE , REEERR.

EEAEERTLENEERRA

AWS Systems Manager Incident Manager Bk R A RS H4HIERE . Incident Manager £ E# & 4 Hi[H]
AUBEZNMNREEHRRARD, SBANENBKRANESNITX , #iR Incident Manager SEAR A B
Y 5 AT [E

£

- RRARE

- BEFhitXl

- BIEBRA

- MBRRAFHEESALHNBERZR
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BRARARE

BRRERIER Incident Manager AT EBRRA BN B 5%,

Incident Manager X# A T RERE :

-« EBFERAF
« BIEARSS (SMS)

“F ST
. BE

BRARARERE

RTRIPEHIBRFAFIZR S |, Incident Manager 2 E BB BB RANOBL R RRBEL, EESHEAE
HEERENRE , YTEFHEHBE, Mt BEMNERRAATEA N REZBEB,

Incident Manager W EL4HHEDE MR R AREREBANINEE, ERAXLEEMA  IRTERELRRS
AEEIEREFHNRIAREREEXRRSHIHIHMEANEAN, XTEENSFHITEIRRIRN—
W KELBHRANBH, BATRBERAANFAEFE , BB Fi4, EEREFTLERE. BY
X LAFME |, 28I\ B 2 B ERMMER R A RE R INE Incident Manager #,

EFRIRH

BRI BUR X LBA , FERBBRBNRBENRRARE, NABAURE A TSR MERR A
RBRIRE , MTBUHBE,

EMEBRRAPBERBCR AR

1. SMF Incident Manager & & , RENEMNSMEFIERRKR A
2. EREMBRNKRARENBKRA , ARERRE.

3. EBREEMRAVERR ARE S L RIMIBR,

4. EFEEH.

BRRAREEA
EEARE , FEEEUHITN. EEBUHITE<PE L Incident Manager A BN R
BRRAAREBEHAE

1. XI3EK B Incident Manager B EE B EFF 1A,

RREARE 30
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2. SME Incident Manager &l & , REMNEMNSEPEREKR A

3. LREMRAKIARENBKRA , REERRE.
4. EBRBERS.

5. H A Incident Manager &% Ei& & B HERB .

6. EZFEUE.

E5 it

BEFiRIENLT Incident Manager IRt SBXRAREED, EANEEHFHENTRMBRZIRXEHKR
AREERZ, BUUELRITHRENITRIPERAES T, ETHEXLRITVNNESER , 755
EE#HEERP NN ESSHEARITRI.

BIEERR A

BIRBRRANSRUT,

1. #TFF Incident Manager ### & , RENEMSMEFIEFERR A

2. EFRQIBKRA

3. BARRAMNEE  HRAME—-HARAINGIE,

4, BEURRARE. RINBWAEARIEAM U EFERENERRARE,

a. EBRE . BTEMY. BERES

b. HNEKRARERA—NANRBINE

c. RHERRARENFMEER , HlEE FhR4 : arosalez@example.com
5. EENZNMRRARE , BEBRRMKRARE, BAM— M HNBKRARE , REESR 4,
6. EMXEZITX,

/A Important
EERRAERY , BXMENLE TR,

a. ERBRRAREEWN.
b. EMMEZFFIHEE Incident Manager S5iZBx R ARE BN EERTE,

c. EFMEMERRARE , HEBEFMED,

Eit ] T
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7. EXEFHITRIE , EEBE, Incident Manager EENE UKHBKRARE R EHEB,

8. (Wit)EBEHRKRARE , FH# A Incident Manager X XA T NE LKA ARENBIEDB,

9. (WE) BEREHNVEES , BIERREFNBUEE.

10. EBRLER,

EXBRRAABEERRARER , BLLRBRRARNE LRI PR LIREE, ETHAX LR
HTHNESEERE , B2H ESMHEEFTHNENESSHEF AT 87T BURFEBR A 002 8# B2 1t
ML #TERZEY., ETHRAEXHERMITXINESER , B3R ESHEESPOIENE B WA
il

FEBRARAANFHERS ABRBEN R

BIEEHE |, Incident Manager AIAEAIEZSREEEANREMNONE, HARMWNEFERERES
BHIX B Incident Manager , BA1ENFIE R &R/ Incident Manager E#F F#3 (.vef) SXHETE
FNEBHEZE LNERED, ZXHIEERE Amazon F CloudFront , AT AWS Bl 9 XK El,

ET# Incident Manager .vcf X4

1. HEENBHRE L, EEHHALLT URL : https://d26vhuvd5b89k2.cloudfront.net/ aws-incident-
manager .vcf,

2. PXHREFEHISAIBIHRZ LHBRR,

EENHEERTEASOINERERRNERR

Incident Manager PR FMAINEIRENL T HREFERER TN S4 , E2RFEH, FwrtEx
RN IZNRRCIEN — PRSI NRBRAR, BRREEZSTEIE 30 NER A

SlIEFHBERE , BULLREERN ERAA LRI, BEESZ ERITHBERNES

Bt , Incident Manager 2R ERBIRBAFHHNRER (RZBBRER ). AT, ZHRRATURIAE
o ELRITKIF , BAUES NP LEBHEEE— MRS NEFHRER , UR—PHZMNERA. BX
EZER , BN EE4EESTFRNINES SFHEARITI.

® Tip
ERRESRE , BANEBWE LIRITR PR MR A NSO BEREN LIRRE, RE , BR%
BLERITHMERN MM ITRINES SR, XA EATURAREMEE ZWALFHNEHITR,

FREAFAEESALHNBETF 32
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BNMFR R ARES I/ URRR, RRATUEBRFENEIT, X T EEAR 58 X H @ 5
MIRERKE, SHALGRESETHRR, XXFERMN'EXRRANEHEE RN R | EXTF
R, tRASHHEIFHEERSNEFA,

ZER D P E A B A BN EEE 4 IR EN ST R R,
e}

« 7£ Incident Manager A 122 13 ap B (8] SR A 503

« 7£ Incident Manager ¥ EB I AN SFwmAtER

£ Incident Manager H 8| 2 4Fan i (B R M iR
FEFDHER , L— NS MNRRAARRES) , UGB X ENEH,
Frag 2 Hl

HOlRGFRNERZE , FRAREZHUET ZERMINEARERRTNVERA, BXER 2R &
SHEERTOUEMEERREA,

ZRETE (DST ) B

SIER RN | WAL ELRNEX |, ZNXERNEHBEE M B HNEM, BUUEREENES 2D
FELALAE (JANA) E X BE[ES X, Hl30 : America/Los_Angeles, UTC l Asia/Seoul, f&AJLATE
FoERPAMSINER, B2 , SERARRNONEEHENE LU TARNNXE , BEESX
RS RENEMAE SR,

570 | America/Los_Angeles 3} Europe/Dublin B REH DST ifE XK, Hit , BIE—FHE
FREEtE , BNXEZ B ZREEMEZE 6 2 8 NIat, a0, follow-the-sunfFan it Bl RIERT X B —
N | — N fEAmerica/Los_AngelesEurope/Dublinft X, #EiZRHl4 , BF DST HWE
it , HEXRTEETE —/PRWRIEERS — RN HEES,

AR EIXLERR , BREERANRTE A
1. BEFwmERFP , IERREER 2 X,
2. EEEREN XMW@ ER | HitE b E,

MRERERBRERIEIE LG X |, BEEM DST 2B EBNEK. RF , BEFEZEFREYH
YR, BABBRTE DST BLAERZ A , BESFHBZCTE HIEABENEARKEER,
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EoEFmER

1. 3TFF Incident Manager &l &

2. EEMSMBERS , EFEFWIEIRX,
3. EFoIEFWATER.
4

FNFREIRER , WABHURBZIR BT E &K , #l20 MyApp Primary On-call
Schedule,

5. EUTXIAE"H , WALRERNDE , %3 B E S E R RZME— AWS X, Fliimy-

app-primary-on-call-schedule,

6. (k) ENREXE , F-ARSMEERA B VAEX LA B F v e iE &Ko

HRERLIBEAERNTIETHEE, MIAULEETEANSR (AR, HEESIFE ) WER
BITHE, flm , B LARERER , MAEEZTHREER, SENRERXERIFN LRI
X, BXFrIE Incident Manager BIRMWEZER , HZH £ Incident Manager F#R12H R,

7. HEEFHAERFHFIM—ARSZIER

£ Incident Manager A & an it (B R S 2 31

T RRPOVRIENE TRENERNE, EREETRRERNKRA, BRSTUELNMFwT
B = 245/ UR R

SETLARE Incident Manager I NERR AR EMMAT MBI D, BREERRANEE | B
SR EEHEERTOEMBEBRR A,

EERERHRE , B EREAMNTE B A EIZNHERAAR,
E OB et E RV

1. HEEIEForRAXRNENRGR 132 , EREBEEHD | WARIRRRNEF , Hlin 00:00 -
7:59 Support = Dublin Support Group.

2. WFHHBHE , LLYYYY/MM/DD BRM A ZERBRFRERN BE |, #la0 2023/07 /14,

3. WFHREKX , EF2REX |, ZEEXERERZELHRIEENLIIZE S0 A A B N ER,

BRI AER BN YGRS 5 VLA (JANA) B ERET X, flan : “America/Los_Angeles", "UTC",
"Asia/Seoul’s BXEZER , S IANA Mt LR XEIERE.
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/A Warning

EUMREEDHNRKETERRR, BE  SALRENXOESNELTELPMELY
MPEEE N, GXESES , BSHATHNENZRER (DST) 3k,

4. NTRMRITEETE , K 24 /MEt hh:mm B X A ZRRNVRVTT HaVEE | 5120 16: 00,

BEIE K EREENNEXTFENKIAN Y EER, Fl, R EIERE America/
Los_Angeles AATX |, 00:00 REEFFEETE |, XAHEH T Z/RZEAME 08:00 , ENEZEH
13:300

5. XTHRMEREE , L 24 /Nef hh:mm X AN 2RV IELE RAVRS A |, 0 23:59,

(® Note
FRTT 1 L5 3R 2 B Y [R) e At iB) B R ZE DA 30 70744

6. (HWit)ZREHRKEREN 24 /Mo, BiEE 24 PMEER , ARERRIT AN EZRPRAZ
RBRNFTREE, RRERNEEXBIIEN.

flan , MREFLEFWRERN 24 Mot , MBEMELF 11 SFE#HR , BiEFE 24 PNEE , AREA
11:00 {ERFFRETHE,

7. NFERXE , ERZRRE-—APHVLTEHRSHRE. i, WRENFHITITTER
R, EEZRREBMAASZANE R

8. HMEFERRARNMBEFEIRS,

£ Incident Manager B9 4 an it A = RS BR R AR INEI R 1 Fh

FEENGFmINRERP , SRR BALURM— NS NERRA , ZRZARM 30 N EA LM Incident
Manager B & iR BB R AP HITIER,

HEFBERARNMB RPN | ZRRATRSRIBEA , EAESRERIN 60, BATRERR
ANEAER , BIRFHM4. EEFETRIERE,

AREERRANBKRABNLEINESR AN ESHEEFTOBNEERR A,

ERERR AR IR an i R RAVEC IR AR
1. HEBRGHNERTEL  ERROKIARS |, BRI EREKRR A
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2.

EARMBMBRIRRAI EES |, ARELSHERRPVERANGIE,

SRR R ANIF 72X LR AR B RFERIENIRF, ETRERNBRRARENR
s P o

EEEIN,

EFUBRRAERFRNVE , FERFZAFPHNRERE , REEMAD L

( .

MET

( -

B E B R AT

SIS E R BRI F AT K.

£ Incident Manager HIEER LB AR AT , HEERFMFE

RMEFABAE TRRPWRRA LRI ANEB L SFwHINE, FHNKTURRE. ARIABEE.

EETERIEARNK | FEERR iR

1.

2.

FRIZSFmNARAEL , ERRNEARREDY , THITUATERE

s WFHRMAHRRE | FM Daily. Weekly Ml Monthly R ITIER , EEBNMSHRMRRE
LR, LAERILANAS

o TR, MARMFEZS LR, JLAER/LNA,
flan , MREERE Daily H@A 1, MISMNRRAANSTHRIDEFE —XR, MRFER
Weekly H#A 3, WESNBRRANSHRIDNFE=A,

( Wik ) RS X , §— NS SAMMERAEHNENNAEIRR,

HERESBRARRNTETEE, METUERTENAR (WK, HEERHE ) HER

BITHE, W, BELARIEREE  UBESBAZRRNRKRAANMNE, HANRHNEHRE

ERAFHTFN LRITR. BXHRIE Incident Manager BRNEZEE |, 28 £ Incident
Manager F¥r12 &R

(#% ) CABRRAHK K BREGHEARNBZCE 2 HABINER,
ERIE,

P, BALE LRI P AR ERFNA LRRE, BXER , H5H HIE LRI,
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£ Incident Manager &R I A Y #Fan it (B 5k

EAAER o R R A AT B B S4B B B B M S e Rl R
e
EE#RNRARFAEE
- RESAIER
- BhlfFametEx
- flESSNERERENER
o M RRAS 6 B [H) 2R

EEFWRERIFMAER

UL EEESFONERFAESETE L RISHEIR at-a-glanceHE, ZNHEEITEYRFDA
BRMT—NEFHARNEE. ZREEBE—"NEHAE , EREEMSEREPBLERKRASH,
EEEFHNRAXRFARS

1. 3TFF Incident Manager #Z&l& .

2. EEMNSHMBERD  EFFwEER,

3. EEBEENFTHNERITH , BRITUTEREZ—

- I EABENE , HEERERE,
_ERE-

ERZITHNRERE , ARERESR,
- EANEARNBIUNE , FEREEER

EBAOESF , EENARPEEBRNRERALS  EFEXIERUENFAEESNCESR
.,

« EARXABAPRERRNE TR , FRBERRBHRZLHDRIT R,

EENANFHIER =


https://console.aws.amazon.com/systems-manager/incidents/home

Incident Manager

RAriEmE

o

)
- B
- B

B

/:I:A
‘J‘ Ap

B

1.
2.
3.

O My First Rotation
B john-doe martha-rivera zhang-wei nikki-wolf
@ ] My Second Rotation
BiFamn At A&
DEFFmNRARRERRNEE , BATFHAESRN
B 2% Bl &
mEW
It e A ER
AIERAENESEIUXEENFTEANER BRI ESZBFH. BXELE , BSHES
B E) 2R o
BEwmRREER
$TFF Incident Manager £ #1148,

EEMNSHERD  ERSFHNER.
BHITUATREZ—
ERERBENSINRARTINEIERE  RARERERE,
ERSFHNERVNERIE , TAEEFHNRARFAGERTE , ARERRE,
NiFmatE R R HRRH T X ENEN, S UERRIREEED , HI0FF AL Rt E,
MEH, SAUREEENRBRPAMSMBRER, BHMKSRREFTEHER,
BEXFERATHETMNEES , B2 H 7 Incident Manager # 8 v it (B R A,
R EH

BRARA

EIEI

AW EmatEE

38
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/A Important
NREFEETSERNNER , NEAMUENERLTIER. NERENHNBRETMPEE , &
MNEBWEEEF N EREFAREENEIEER,
8 FlfFan et A &

ERYESFONERNEBEIFNEARNER , EUNR—MEARIAHRETENERTER.
EE HfFRER

1. 3TFF Incident Manager #Z&l& .
2. EEMSMERS  EEFwEER.

3. “EBREEFINSHERTHMNEIEEE,

4. EEREHF,

5. WHARHRGRHTEASLENER, BANRBEEEER. MM ERER,

(® Note
EHIAREREN , AN BREREEFNF BB M. EFNERERSEGFATEZNTT
1 B AR ATR

BXREATEIEMMNES , 235 7 Incident Manager F 822 &y Bt jA| R A3k o
6. EERBERIAR,

2 Fan i A REHRAT B R

MREFENNANERIT R RIIT RAMEER , WAL GEER, BLEHR , BLURBRRANEE
T EMEBRNE —PNERRA. EETLUGREBS NN ER,

BRERRRATBELES BARRNBRIR,

ERHAMRS , EMONERUZAERMARARERE R, TRETRAN Zhang Wei WEBRRALEH
XEHEFN, XESR/AR ZFENDT LMoL , ASASEFE , BI5A1MBER,

EENANFHIER =
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On-call schedule details | Edit || Detete |
Schedule details Schedule calendar
May 2023 | C H Create override | | 4 H Today H 3 ‘

America/Los_Angeles (local timezone)

Sun Mon Tue Wed Thu Fri Sat
20 May 01 02 03 04 05 06
00:00 - 23:59 00:00 - 23:59 00:00 - 23:59 00:00 - 23:59 00:00 - 23:59
zhang-wei

07 08 09 10 1 12 13
00:00 - 23:59 00:00 - 23:59 00:00 - 23:59 00:00 - 23:59 00:00 - 23:59
zhang-wei zhang-wei zhang-wei zhang-wei martha-rivera
14 15 16 17 18 19 20
00:00 - 23:59 00:00 - 2359 00:00 - 23.59 00:00 - 23:59 00:00 - 23:59
martha-rivera || martha-rivera  zhang-wei zhang-wei zhang-wei

E OB Fan et E RE B

1. 3TFF Incident Manager #Z#l&

2. BEEMSHMERP , ERSFWRAIR,

3. EEEEFEMSMMNREIRTHR , BHITUTREZ—
- EERENRAXRE , AREREXBHEDF,

- RBEEFHA

4. FHTUTREZ—:
< EERBRER.
© HERIMAPRERRIAANMR  RREEHRRUH,

ERINENSFHRER =
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5. HECIREMEBRNEFESD , FHRITUTERAE

@ Note
BRI RAMEDN 30 28, BRENRRKTEY 6 MANRIHEEE R,

a. XNTEEFERR , ERETHPUEBERNBKREN,

b. XTIFHBEH , EFEHMASRT BB,

c. XFFARtE , LA hh:mm X5 A ST HBHV A,

d. XNTERBH , ERFIWMABRERN B,

e. XFEERHAE , 2 hh:mm B A SR ROeTE,

f. WTFERERERA K EREBERPEGHNERKAARE,
6. EFEEKR,

BIRERE  BAUEBESFAFERRIAGNE, SN —IMERNEELERRALEN , —MEEES
REMRNEROEI, SR SULER BRELCFER R FRERBHF 28,

I B A5 e B B) 2R
LETEHEEBRENSHRBERES , JEUFHEM Incident Manager Bk

N SRAEA E3R T RISRME AL 1R B 51 E A R an B R SR AE DY EARERIE | M RITEM BRestE) Rz AR R X 21t
) P A BR o

E I BRFan At A R

1. #TFF Incident Manager & & .

EEMNSHMERS , EEFHNER,

R ERBRAV St R RITHAY 2L R,

M BR o

EMERFaREtE RSP ? JEER , EXAEFHA confirm,
% Delete ( MIBR ) -

o o &~ w N

EENANFHIER =
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EEHEERPNREESEHEARITX

AWS Systems Manager Incident Manager &3 & E X BBk R AR F M E R ( S A FARRE )
RUARER, BAUEMES N LBRRESIA—NEH, MR LBREPVIEERRALE W

Bi , Incident Manager & LI REI T —ABR A, BEAMUEBREAFBINAESFITREFELELR, &
AT LA EIRITROR MBI TR, SUEESHF BRI E R LR, BB ESEH4RM LR
Xl

EL
- Bi&
. HIELIRIR

B B
LRI MM BHT , SIANRBEAEN S HB. SITNRERATER

s FEME—THMET MRS ENRE, BEaiFHRE , LRITNE-MERRTHET.

« FHRRE—ERREAUARENKRA , LAINRFWINAIR , ZAERBESNKRRALR , 4]
BAENERELR, ERITHEAEELHESITRESNIRERTES . BANREESNLIRE
B, MEELRITHHAT -MEZAFLERR. BMMBRTUAESN LRRE,

BXRREBNRRANGE , 50 EEAEERTOEARERRA, BXUESGHRNERNE
B, FSR ESHEESPEASaNAREERNERR,

HE £ 3R it
1. $TFF Incident Manager #Z#l& , RENEMNSEFRIEFE EIRITRI.

2. EFRIE LRI

3. WFHEF, MALRITRAOME—=% , flT0 My Escalation Plan,

4. XTFBIE , WAREUEBZIRBITX , Hl0 my-escalation-plan,

5. X FHERIFLEATE |, # A Incident Manager £33 AT —B R Z BT 1500 2 &b 3R
6. XNFHAERE , BEE-NHSIHRRARFWNARAELNRHAITED,

7. (Mg ) BURRAEBIAEDGFELELRITR , FEEEAMELT#E,

8. EM[MZMEAME—IMRE , HEEHRMNLERRE,

Jy e 1 S 5 HIE A R TR 42
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9. EELEMRIUTKAMSE —DIER , HERFZRME Ko

10. EES]S5 B 9, BERFESEARNZ LRI MATELN LIRRENE Ko

1. ("ik ) #RZL X8, §— IS IMRERABFHNES A E3HR1TR.

MEREBIBATFENERKE, MEATULLEFEANAR (WAR, BHEFEIIRE ) JRIFR#
T9%K, plmn , BRALDFRE—NERITR , SBEEATHSEHRE, 3sWLRREXRBERXE
M EIR1TX. BXHRIE Incident Manager BIRNEZER , S M £ Incident Manager F #5185
R

12. EFE ERITR,

HESEHEIE IR Oy R K& 6 2 & A R SiE

EHEERE—/NIE AWS Systems Manager , eFEHMN EEBEESHAEHRESHRREE
EHITE, BIRPEREE Amazon Q Developer FHHI AN AREFHIRENBIXRE, RiF , &9
LU iZ 578 5% #2) Incident Manager FEI G Rzt K o

EEHRXERE , WNEEAWNKTEREHMERAE, Incident Manager E&FEXEHNFIE
EHMNBAEEHATIXE, C2FEREENXREREEFEEN —NRZ Amazon Simple
Notification Service (Amazon SNS) B & A iX LB A,

RN ARFHH Amazon Q Developer lIEHEESEXHFUTNARF PRI RINE :

» Slack
* Microsoft Teams

* Amazon Chime

EE4PREPVXEN TR SFEE=FTEH Amazon Web Services fRF FIITES -
(F)

o 51 NENBIXIME R EHERH Amazon SNS F &

« £55 2 : £ Amazon Q Developer B9 EiI K N F 12 /5 b 6 2 B K 5508

o 15 3 FEIXRSUERIE Incident Manager B 57 11X

- BEBXMERHTED)
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55 1 RIEREIRINE QI Z S E #H Amazon SNS £

Amazon SNS R —H#EERS , REMRHER@ITRE (B NIRENMERE ) UERER. X
HEBIREEREZEZTESITAERTRIRNR , TER-—MEBHRKNBEFRE, Incident
Manager £/ SW R it RIXBKH — N HZNEE , MEAHBNEREERBHNEA,

ERMITRIF , BT AESHBEARMA—PHZA Amazon SNS £, EAFERR , BNZER
WINEE HENEN AWS XiF EEHP6IE— 1 SNS &,

® Tip
EFREIEREEERE , RIMNBUUELEE Amazon SNS =& , AMEE Incident
Manager —E2fEH, BETHKE , ERTUCIEZIXFET .

E R SR E R 5508 8 B 2 E # Amazon SNS &

1. BB (Amazon Simple Notification Service FF & A R1EFE) HHIBIZE Amazon SNS B Z B
BATERE,

(@ Note
IEEHE , FEREFUERETHF K,

2. EFEGEMNED , HiZTRESHEBTH Amazon BREBH (ARN) , #=X arn:aws:sns:us-
east-2:111122223333:My_SNS_topic,

3. IEREE  RERTHFRKRELS , BEEMRAME AN EMBHRNR,
4. FULTERRMNEREHEUHA

"Sid": "IncidentManagerSNSPublishingPermissions",
"Effect": "Allow",
"Principal": {
"Service": "ssm-incidents.amazonaws.com"
3,
"Action": "SNS:Publish",
"Resource": '"sns-topic-arn",
"Condition": {
"StringEqualsIfExists": {

£% 1 REWIRUE R Z L FEH Amazon SNS £ 44
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"AWS :SourceAccount": "account-id"

¥placeholder valuestITHANE# :
* sns-topic-arnBERNZXECIENEBH Amazon BIREREF (ARN) , X
Ao arn:aws:sns:us-east-2:111122223333:My_SNS_topic
« account-idREIERE AWS K EARKY ID, $120111122223333,
5. i&# Save changes (REEX )
6. EEHEFEENEIMXEEEZIE.

f£5%5 2 : £ Amazon Q Developer BYEI K 5 F 12 = B 2 B K 570&

YRATATE R BIZEI K 553& Slack, Microsoft Teams , 5(%& & Amazon Chime. &M it RE—/NE
KIRE

NTENPRGE , RNBWEEBREKENREN (FEQAFRHEITHESHAEHNR ) . £&
RZEPERNRNARFIRINETERTEN Amazon Q F R ENKARK. EEEBHTREREMN
RS2 B9 W) 7 2 A B4t R 28 46 5% & F BE 15 (8] B R STE

In Slack $3&# Microsoft Teams £ Amazon Q Developer RSB XN BREF PR E |, B4R
FEALEENPIZITZ Incident Manager CLI i35 Slack =% Microsoft Teams R AREFHNEIT. &
REZER , FSH BEPRMEHTER,

/A Important

SEAINE R BUE K A P A E ERENE BT RIS AV R R AR RIE 7] SA ) ) R SUE
mEMRF , SINASmERENSHUNEE,

BXREX B AR FH Amazon Q Develo per BV —i%{E 8 , 58S RBI X B ARESFFH Amazon Q 7F &
EEBERIEEPNEXNARZRFH Amazon Q FFEE R 4o

MBUT R AR Fr 1T IR 5 ML 0 2 B RY 5TE

{£%5 2 : £ Amazon Q Developer BBl K B FA 72 FF B 2 B K 558 45
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Slack

ZETBREBHTERUWNRIZE , AFFAESERF R Incident Manager WEI X iS5, AN
WX , FNEHRRNETANEZNPEREGHHEZEHD) Slack BIXTE, BXEL , BS
%) 38 3 B R STEH 1T BBl o

BEEPEIEIKIUE Slack

BRBHE . AITFHNSEHITIEME Slack’E Amazon Q IR ABRFTN T A EEERIE
Eh A EENEEFIEUTAR.

s ELBE10H , W TFACKE , EFMEAR,
« EXT, 10d F , X T REEIEMR , %&#F Incident Manager B FR,
s ETBR 11 B, N TSEMFYLEIRE  ERBEAND |, EF

AWSIncidentManagerResolverAccess,
« FELIR 12 PHY SNS B E D , AT THRE
« XNTXE 1AWS X , BRENEFHEPFI SN,
« WTFEE 1, EFREEZXEOEN SNS £F , A TRHRERESHEA,
- WTEHEFNESNINEMXE , FEFEFMEBXE , AEHRMEMXEHN SNS &,

Microsoft Teams

ZERESRTRBUNNRIRE , AFFEHERF#A Incident Manager BB R i 5. AR
RS , BNEMHBAE T UNERMNPEREMHH 52 ES) Microsoft Teams BIXR B, BXE
B, FHRABEZHRERITED,

EEFRIZIXINE Microsoft Teams

BRBHIE . AP S ERHITIEIE Microsoft TeamsTfE Amazon Q X ARFERHNF A EE
HREED  AEENEEFEZEUTHRE :

- EFR10F , NTFABIKRE , ERNEAE,
o ELHEA0d B, X T REEER , 1%£4F Incident Manager X PR,
 EFBR 11 B, N THERFYLEIRE , EREEHRP |, EF

AWSIncidentManagerResolverAccess,
- LR 12 Y SNS EEEH , MITU TR -
- WFXiH1AWS XiF | BENEHIERTEN,
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s WFEE1, RBLEZXEHGIEMN SNS =8 , ATRBRIELEZSHBEA,
s WTFEFEPNEBMNEMXE , HFERFMMEMXE , AENNEMXIEHFM SNS &,

Amazon Chime
E 7 Amazon Chime 8|zl X5&

R (Amazon Q I XN AREFFAAXEEERIERE) P “BIE . FHBRHFEH Amazon Chime” H
NEBFITIRE  HELNBRBERPELSUTRHE :

s EFT| 11, N THREEEMNR , 1% Incident Manager X R,
« ESB 12 7 | £ SNS =T |, E#FFF @ Amazon Chime Webhook &% @ HIH SNS =
=
« NTFXiH 1 AWS XiF |, R ENEHEFITENW,
s WFEB 1, BREEZXELNEN SNS £ , AT OB XRINE L EESH B,
s NTEHEFHENEMX , FEBAMEMXE , AERMEMBXIFEFN SNS £,

® Note
RGeS, BHmNERUEREPFERIXLERS Slack LA Microsoft Teams Amazon
Chime R FWKIE

£55 3 : MEINRSTE R INE Incident Manager B9Wa 57 it & &
SIS EFH R TR , EWAIDURMEIRRIE | 40 57 & &5 B X SiuE st 1778 @ M E R E#

BR HERAIT R RS RBMAEN  E () BEESHRNHXGE B804, ERERATAES
a2 1T X8 5% B9 B4RV SUE

B B R E T E 3

33 F R HISE Slack LA K Microsoft Teams , Incident Manager {50 57 & #E4 # F LL R ssm-
incidents T EEMNIKRTESSEHESD) .

» start-incident

* list-response-plan
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* get-response-plan

» create-timeline-event

* delete-timeline-event

» get-incident-record

» get-timeline-event

 list-incident-records

* list-timeline-events

 list-related-items

* update-related-items

» update-incident-record

* update-timeline-event

EEEIEHNIIRMEBAZIST , BEAUTER, cli-optionsBHRANEBESEEGDFHEM
b2l

@aws ssm-incidents cli-options

Flan -

@aws ssm-incidents start-incident --response-plan-arn arn:aws:ssm-
incidents::111122223333:response-plan/test-response-plan-chat --region us-east-2

@aws ssm-incidents create-timeline-event --event-data "\"example timeline event"\" --
event-time 2023-03-31 T20:30:00.000 --event-type Custom Event --incident-record-arn

arn:aws:ssm-incidents::111122223333:incident-record/MyResponsePlanChat/98c397e6-7cl10-
2al0-9b86-f199aEXAMPLE

@aws ssm-incidents list-incident-records

¥ Systems Manager Bal{t ST FMER B EHEER P UHITE
AR

A LAE A A AWS Systems Manager ut omation FHYEITF M ( —FFH AWS Systems Manager™
8 ) kBEZINIT AWS = IMEFNEILNARFNEMEHES.
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BNMNETFEMBENLT —NETFEMIERRE , ZITHEREH Systems Manager EEHNEETRHE
i AWS BIREE ERITHIRIEAR, BRAEREZTEMREI4EF,. BBENEE AWS BIR,

£ Incident Manager # , BT FMEDEHWRNER , BAEEEENENITRI—BoHZTF
o

EWERTRIp , EAUMB A EEBNETFRPHITER , ATHITELNEILES , BT
VEBAENETFM. HEERMITHEPREESTFERN , REATUESHT RN EIEHETF
fito

/A Important
BXEAREBUENSEHT2E AWM FIEENETFM.

B> Systems Manager Automation, 21T F MUK FIZITFME Incident Manager — 2 {E A K i 415
B, BZHAUTER :

- EEAiHRIAINETFEMR , HE5H A EESRPENEBE WA TR,
=

s ETHBEXBETFMOEZER , H5H (AWS Systems Manager AF#E8) 1 (AWS Systems
Manager Bz{tiz{TFEMSE) https://docs.aws.amazon.com/systems-manager-automation-
runbooks/latest/userguide/automation-runbook-reference.html# B9 AWS Systems Manager B 3j

1t
s BXRERAZETFMORAENELR |, 558 Systems Manager EHo

« BXxELS# CloudWatch BHRZ L S#HEHEREHNEHBAASTFEMNES , BSHAEE  F
Systems Manager Automation 1217 F#ft 5 EventBridge S#4 &8 —EFEA.

25
. BYHMETETEMR TARER BN IAM R
. ERETERSH

. RUEFER

+ Incent Manager iz 17 F it 184k
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B FzTETFMIEREFAER IAM R

EREHRIE —EB5 |, Incident Manager EEIZ1TFMEINR . BRMX LR |, BATLAER AWS
Identity and Access Management (IAM) A€, Runbook fRFAEF Ba{tAssumeRole,

ETFMESACRLXENRSAR, ZAEN Incident Manager 124t 7 HEI M BT F MR ITER
A ERIER,

B3){t AssumeRole R# T IETEITFMHPEEN BN T ATHRAINIR.

(® Note

MR FKIEE AssumeRole , Nl Systems Manager Automation 2= FEITFMREZACRT
BT, MRKRIEE AssumeRole , MAAEZETFMRRSASRIMBENNR. N , =
TFEMELEEITXERD.

B2, FARERZELEER , BRMNBWWEA LM AssumeRole, FEAEIMH AssumeRole ,
& 0] LARR #ll AR B BN A e A ENR,

BXxB3z1{t AssumeRole WEZEER |, S (AWS Systems Manager AFER) FHEE B3t
WERESAE (KA ) HRNE,

BT LE IAM BEI AR FHBE—RBENAR, -Eta Lk Incident Manager £ 2 2% 5 %7 1d 57 1t
KRB BE—AE,

BT F MRS B ENR
TFEMERS A ENRBEIRLT AT AR KRR,

=
% — %A L Incident Manager /B35 Systems Manager StartAutomationExecution B&E. &
&, ZRERE=M Amazon BIREH (ARN) BRER RN EIR LEEZE1T,

U TFMESEMPKS FETH , E-RBAAFETFRRSAGRASZ—INKFHFHNAER, &
XEZELR |, 85 (AWS Systems Manager AFER) FHEZ/MNKS, AWS Xig Fik - Fi=1TH
Bk,

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

BHMEBTETFMIEREMEN IAM R 50
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"Action": "ssm:StartAutomationExecution",

"Resource": [
"arn:aws:ssm: *:{{DocumentAccountId}}:automation-definition/{{DocumentName}}:*",
"arn:aws:ssm:*: {{DocumentAccountId}}:document/{{DocumentName}}:*",
"arn:aws:ssm: *::automation-definition/{{DocumentName}}:*"

]
},
{
"Effect": "Allow",
"Action": "sts:AssumeRole",
"Resource": "arn:aws:iam::*:role/AWS-SystemsManager-AutomationExecutionRole",

"Condition": {
"StringEquals": {
"aws:CalledVialast": "ssm.amazonaws.com'"

Hzh1t AssumeRole R

BIEREFH AT RIS , BAILUMZ AN AWS HERBEHIHTER  SIRNAIEHEERME
AssumeRole FIEREEH,, XLERBEIRME TIE1T Incident Manager T F M EFFEANTFZENIER
ERR R, BARERE— MRS MEERNRIERNEN AssumeRole KREGRERPR, TRFARTM
Incident Manager #5244 6122 AssumeRole B 7] LUERHI KB,

AWS RERX KRB REEHEIR

AmazonSSMAutomationRole & F Systems Manager Automation fRF1Z1Ti=
TFEMPENRENINR, FUHREDESEE
HERAMAESEAF,

AWSIncidentManagerResolverAccess BRTAFPED., EENEMSHHNR, BETF
DEAENEEHEFHERPIET /N E#HE
HRMEXIE

ZAUERAXEREXRBOTSELNSHRMNZERTNR, B , EEENRBEXSFENIN
RAUBESEFMTR, EXFERT , BEENRN AssumeRole REFAKNKENR, BEXELE , BSH
AWS Systems Manager B3t 2T FMSE.
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FERZTFRSE

S TFMARMEIMAITRIEN , EUUEEETFMESTHNEANSH. WNITIXFEEHSH
HAENSH. WTHSE , EHENITHPELSHENRAAZE. ITHISE , REEIRESHER
SRIEEEBASEE, Incident Manager XEFUTHASH

Incident ARN

Incident Manager SI2EH8 , RELWRBENBHIZFEHN Amazon BIFEEBM (ARN) , FFHHEBEA
EZETFEMPNEZSE

@ Note
ZEREDES String RENSH, MRTELEAHMRENSH , WETFHHE
ERIBTTo

Involved resources
EHEESRVNEBENN , RE 2 ARNs BIREHPIRATR. AB ARNs HZTFEMHP X LR
RO ELE LS.

K TR BERBIR

EHEEER LA CloudWatch Bk, E4MF318|2 EventBridge FWEHHIEEN AWS BRIEREZ
TEMSHE. ARNs XTNBHEER LS ARNs HEHEESTUHRNTERENER.

CloudWatch 21k

4B CloudWatch BIRIREQIBZEHET , SHEER2EINKBENERFREIUTRENRF. A
B, EEANTHEXAREZMESH

AWS B TIRKE
Amazon DynamoDB 2R=REE]
i
x

ERAETFRSH 52
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AWS RS il
Amazon EC2 AR {5

oAy
AWS Lambda BRI A

B B AR A
Amazon Relational Database Service (Amazon &
RDS)

B AE B 2 45
Amazon Simple Storage Service ( Amazon FiEm
S3)

EventBridge #1I

HREGEBESHLREHR , EventBridge SHEERFEASHhPHResourcesERIEFRIES
WM. BXESER , H2H (LS EventBridge FAFIER) FHT D% EventBridge’E# o

FHEIENEH

LB StartincidentAPI BREQIERE MR , EHEESRSFEH AP FRAPNEEEZRMESH. B
X%, CBEFEATE relatedItems S+ 1£% ) INVOLVED_RESOURCE EHEIIRIEFR S,

(® Note

INVOLVED_RESOURCES ERBEDEILA Stringlist RENSH, MRDEAFTMEAMER
WS, MZETF ML EET,.

TE X317 Fift

RIEZTFME |, BULURBIAM RO S RFTIRE , BT LUERR (Systems Manager A F$8
M) PEAZTFMSs RENEFANEREHRITRE. IREEVNESZIKF. SXEETFM, 5
%] Systems Manager AP EEE R EZS N KS AWS Xig fK -~ Fiz1T 8311k,
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E SUE T F i

1. §TF Systems Manager ###l& , Wit F https://console.aws.amazon.com/systems-manager/o

2. ESMERT , BB,

3. ERGIEAIL,

4. W AME—BANARNETFRER.
5. RAZITFMAVHEIR

6.

BHRADCTRNERAN IAM B8, ZAFEFEMEDETHS, SXESEL , B2ANE
D TERERERS AR,

7. (FE ) ARMETFREHIRNEMHRASE. BIETFMREN  BUNEAGSHBSSH. 3
SEBERETFREINNE4AINE, BSSBERAEGRENE.

8. (ML) AINEIRER,
9. (Wi ) FIFRZ,
10. EEETFMETHNRENS R, SIMNTRHBEE .

« Bo
- SRVARHER,
« ERSRIPETHRE. STFMEREFRERERBERFHIR,
- (k) WREM.
1. ANABLENSITFMLSRE , EFCIEBE,

ERABKFYEE  BNEEKFAFPNETFREESHRENRERZETFMNMENARRKS
H=E

HEZTFM

1. 3TF Systems Manager $#2#|& , Pk https://console.aws.amazon.com/systems-manager/o

2. ESMERP | ‘B,

3. EXMIIRTF , AREHENXN , AGEAREFFAGE. ENRETFH , BREZXEMA
., ABNHEMBES AHEXH,

4. EBRRE.

5, ENFHEGT , BEBLTT , ARERRE. EATHESDT , TEER ‘R, WA AWS K/
ID , &3 “BIRPR” , ARFIER “REF,

E BT FM; 54
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P —

Incent Manager =17 F &R

Incident Manager 124 T A T 24T FMHER , SAFBBIEMEABAIT 157 Systems Manager Automation
REEZTFM. BUUREECERALER SN EHTHERBUAISERHETENRARRNERF
MER.

& Incident Manager & 1T F &R

1. §TF Systems Manager ###l& , Wit Fhttps://console.aws.amazon.com/systems-manager/o
2. ESMBERP , EFXH
3. EXHXEH K HEERFERPHA AWSIncidents- LLERFTE Incident Manager =17 Ffifto

® Tip
#H A AWSIncidents- ENBERXA |, A2 XAER BIRTFIEIFIEI,

152 R AR

-_—

$TFF Systems Manager #2#1& , it R https://console.aws.amazon.com/systems-manager/o
ESMERSP | EFEY,
MBI R PR EEHAEMR,
ERENBETF+ , RAREFIXEHANE,
ESMERSP | EFEY,
EEMERAT,
B A ME— B AR B & .
R RERET,
TR RE.
. EXHRESRXKEAESER ASHNIFERER.
. EFRGIEBE I

© © N o g M~ w0 b

[ N
= O
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AWSIncidents-CriticalIncidentRunbookTemplate

AWSIncidents-CriticalIncidentRunbookTemplate 2 —/MNAF L EIEM Incident Manager
EXLEGRARNER, XESREBER , TATASHNARR , BEHE%FA , AN EFTFHE
REH,

HEEMHEESR I ZMEE Gt X

Wa Bz it R VR R AAR R R A P IV BB . IMRITRIR G —MER  HP B8 EAXSEAR,. B4
MMBAEERE, ERINEISITFRARBLEEZNEREER

R ERE
RATREH , TR B4 EARNEE, ERITEATHRIES , FARAME BT &EREK.

- FtE—RERESLEEHNEAR. REEFNIXBEKRT , RELEINENRTI , &
LSESEHPEREL , BRI EE,

s RN ER—NTFTEAITRIPNES , RNBWEEEREHN TR , MARKRARSHIE X,
EHHRNABETE4AREHEESEN N ARRASSHRER (HPEESMNEHREKERA)
BT ENTRELEEZRRBEZNED TP IEENHAE , RtEMNAEEMN T PERERAENE |
NN XEER. BTERARRA , IRTLTZRAETERRZIANRERRA , HHIAEMENG
7 , Incident Manager A& EHBHEKR A

c BITFEFR—CEASTFRRETEES. STEENSR , UABRBNEESHHERMEAZNE .

o« ME—EERBIRE R B4 B RAE, BIRE A ABIENE R T HEHES. HAIIEF R
BYXLEHESHMBNEH-ZER.

1 7E e Bz 1t K

AT S RO\ R TR H B s hITEHE R,

200 2 0 R it K

1. #TFF Incident Manager 2§l & H £ S M APk R R it .

2. EFRAIBW@RITTR,

3. EEMH, MAM—BRMNENITRER , LATFRAITRIE Amazon BIRE# (ARN) .
4., (&) EZETENR , MAEZTERNEYN , UHEBEEIESHRBIEAITR,

5. #ERNEHIEFIEERINME,
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BEESHMINME

NTHBEEEVHEREH , B LUEEBRIAE. Incident Manager 53X L& {B 5 A T 5 57 11 %1 < Bk
WA ESH.

EIEESHRINE

1. EHRESD  MAZEHNRE | UHBBEE Incident Manager £ LR BZEH,

2. ERWEFP , ERZRRBISHRFEZWMAITRICENSHNEEEE , flnmERE, Fx
Incident Manager PR ANER , TS 53k,

3. (") EWED , MARBEZWNITY RN EHRENEERE,

4. (R ) NTFEEBEMBREZRE  WAESEBERBRFERE, Incident Manager 5 Lt FRFE K
BrIE RN RARERRER — MNP P RIEZSNEH,

EENENRFRERRGARREEEEMHNREBREIE. NRBIEEEEHRERRFR
& | Incident Manager 2SI EHrI7E dedupeString A XL EHEEZF RN KFERE
., MELNBNEEEH | Incident Manager 2HIBRBEFHEHNESERFEINESTHF,

® Note

RINERT , B4 EERLBMBERER — Amazon CloudWatch B3R S#EH 2
HWE2ANEHNEEHIE, EventBridge B EH A B EE LIEM BRFRF S BN A Bh 1EIX
WRRRMHENES,

5. (W) EBEMHRXT , FNEDEAREZEMIT RN E4HNIRERANE,

BT EBHICRKEBEN TagResource PR , FREEMABI TR BEHHFRZ,
6. MEIFE—NALENIIRINE , #BRENSHEERE,

( "k ) dEESH B RE

LN BRI P A B RFUER | WO E BT 2SR EGER. AU ERIRSSEREMN
WRFESEHED,

EWMRMARRFAREER Amazon Q Developer , ] L6132 —/NJE Slack , X F Microsoft Teams
&1L Amazon Chime R EINITRIFFER. BXEHXRNARERERFFE Amazon Q Developer H 4]
BUXMEBNER , B5H (MANARFFH Amazon Q FXEEERIER) o

FIE W BT X =
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/A Important

Incident Manager 2418 & % B K 57EHK) Amazon Simple Notification Service (Amazon
SNS) FBMNR, MREEE SNS EBAANNR , WTTESTEFNEI 1 5 it X1
i, Incident Manager @ SNS B A MR EAH , AR IENFR,

BRPRFENESEE , S0 ESAHEEEE TR E 62 7 &R R5UE,

EIEE B0 B H R SE

1. NFHEXE , EY XN AR FIEE— Amazon Q Developer BIR$UE |, 18R & 7] AR S 4
REHR G2 .

@ Tip
E 7 Amazon Q Developer BVHI X B A2 F P I FT B RINE |, HiEFEEHEI R
AR,

2. WTHXRME SNS £ , RBREEZESHREHRARFEWEM SNS T8, WREHREREN
KiEXF , MEZNFHRI SNS & AWS XiF - ITR,

3. #BUEABRTEEHARENTERINKREA, FanrtERM ERITR,

(7% ) EREESEAWNEF N EIR
EEAREN  SHLEBERESENBNE, RMNBUERIATERENRESNEK

1. LRI R PR INER R A M St R REN LRRE.

(® Note
BT, TXEFHMEMKS X ZAER ARSI E MR8y heEe.

2. R LRI RER B ITRINES H .

BXRERANLRITVNESEFEE BN £ EEFTOUENEERRIA N EEAEERH N

RESSHEFRIH.
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ERESBEHRNEF N EIR

1. WNTEZY , EREEHEN LRITR, FastBRMPABRRA.
2. HEEFMMIEE—NSTFEM , FASHEHEBERN -2 KET,

(it ) EESHERERNEITF M

BAILAE A A AWS Systems Manager ut omation FHYEITFM ( —FFH AWS Systems Manager™
8 ) RBzINIT AWS = IMEFHNER N ARFNEMEMES.

BMNETEMBENL TEITFEMIERRE. STFEMIEREIFE Systems Manager FIEWIEET X
HEM AWS FRERNITHIEME. & Incident Manager 7 |, iE1TFMHESI S4B M EEIE R,

BXREWNITRIFEAZTERNESZER |, 555 F Systems Manager BT FMEREIEH
B LUK ITERA .

EETE4HEMRIERNEITEMN
1. WFETFEM, BRITUTEREZ—
o EBRNERPREZITFM , EHIERIAW Incident Manager &7 F M. EETFMEHD |, I
iz 1T FE M m ARIRER R
« ERIEERINEZTFEM. EREFERANMESE. STFMRMMRA,

® Tip
ENLFREBEZITFEM , BEBREIIZTFM.
BEXRUBZITFMHERZEL , 58 & Systems Manager BT FMEKFIE
B 28 h LU 1T AN

2. HESBEXEYF , RUHMESTFERRENEMASH.

TRANSHEHRETFREE. —METFRIURFTENSHTRES —NETFHFE. BESH
ARERMES |, M5B —LENRTESH,

EWZERT , BALUERFHMASHNESE , fl20 Amazon EC2 4313k IDs. &4 7] SL
it Incident Manager RIS XIS ERNSHE,

3. ("% ) XTF AutomationAssumeRole , FIEEEFE AR AWS Identity and Access Management
(IAM) B, ZABXMEREITFMPEENE NI SATENNIR,
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® Note

MERKIEE AssumeRole , Incident Manager 2Z A FEABTFEMERFZACKEZITETF
MHEENEINTT.

BEMUATABHRGERE

- WA ARN B — ZBREXFHHANL I EFRBEF (ARN), AssumeRole
arn:aws:iam::account-id:role/assume-role-namef5lin
arn:aws:iam::123456789012:role/MyAssumeRole,

- FRANERSAE—MNKFREARIRFPERE-NMEEMENRNAE,

. SIEFWIRS AG-M AWS TE R P TIER LM INEI R MY AssumeRole, IERIETE |
T AWS ERXKEE , BMIRPERE PRSI KEE,

BUEZEUNFACRINEN , LA AECEENER.

(® Note
ZRETFRNRSACSRERENFEEST FREXEK. ETEATARMNETF
fite X2 R REEHY BRER D A ST EAIE T F Mo

4. WNTEITFRORSHE , BEEEAN IAM AEXREH/FENBIZTFMRESH TERER
FHIBR

L | ZABXTATNENBEZITFMAIT ssm:StartAutomationExecution 1, &
FEEITFMEBERFET , ZAGKLMATEE EEHEES AWS IKF P EEBE XN EH H
1B B2 H AWS-SystemsManager-AutomationExecutionRole A 1T sts:AssumeRole
B]1E.

BEMATABFIGERE

- BIEFH RS AB——Incident Manager RIERIB—METFMORS AR  EFE8REEIET
F M TEREFEHNRIENER,

NTABEN , BUUESIEUNRNES , HT A AEBCEENERH. RINBWERRIUL
ENHEBMPRESTFRNES. XRENFH AssumeRole ETFMEEEENFESES
ITFEMAXRE , FETRT TS EMEITFRAFTHNR,

5l 7E W8 B 1 &) 60



Incident Manager ArfEm

- FRANENRSA®—ES Incident Manager Z i1 1 IAM B AEFAENNE,

EARAGBENT K EREFHNINEARLHNEMN.
5. B “HakI” , ABRGRBLAT®RIIZ— , LUEE runbook TEREMNIZIT AWS IKF V&,

« AT RIFFEENKF-EREA T RINFFEEREHETFRIERE. AWS K-
« ZRMPIK T —ETF BRI ESHOIKS R B HETFRIERE,

LHIRE R Incident Manager - BEKF 75 , BETFEMEEL A ZF AT IK S A9 &R (T
R FERBRFEMAIK

6. 4KLEYF PagerDuty BRSS 5 Ak M R it R Ao

( A& ) #F PagerDuty AR5 58 A% 2Wa B 1t X1
¥ PagerDuty RSB & i 57 it %I &

HEHEEREEME PagerDuty , S EEER PagerDuty 8l 2S 48T , B CIBMENNE4F.
FHEHRT EEHEERPELNITHIERENALKESI |, & PagerDuty EREEHPE LA
FHITERENARKK, PagerDuty HEHEERPHNNRMHMEFENSHEEIM L,

1. BAE=FERK , REEF ‘B PagerDuty X" EiE4E,

2. 1£ Select secret AWS Secrets Manager ¥ , %£ZF 77 F T 157 PagerDuty K = BRI,
BXMEMN PagerDuty IE 175 7E Secrets Manager Z4AHM{EER |, HS R PagerDuty 5 A1E
IE1Z 4 £ AWS Secrets Manager 2489,

3. E3RBPagerDuty BRS , EMEH PagerDuty Ik kR EEH P 4|2 PagerDuty B4R RS

4, WERMALEIRZH BRI,

AN D0ER 25 51 0 22 WR R 1 R
SR INAREE 3 0 E B it R
1. (") #RF KE , - RS MrEEREVMEN A BB AT,

RERENBATRNELEIE, BIRFE , EUMREMINE (WARE, PIEERIMR ) X
RR#T DK, flm, BAEEERC—NMIMITR , UBEEEEEBNEARE, FIEEH
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FIRREXRBRFZHXH LRITRI. BXARIE Incident Manager BIRNEZER |, 528 &
Incident Manager F#r12 &R o

2. EEGIBRWEKITR,

ESHEERTRREEMBSHNESHNREREBEN "BELR

£ Incident Manager F , HELERREXREZEHRERNB X EN AWS CodeDeploy 8B AWS
CloudFormation %k EFHMWEE , XEFEF R —IMRSNTREEEHEXNER. TAEESHRE
RUMNEHENEBERERHITHEFE, AAXEBERENEREEANESHNEHFAGENE. BT
BERZUEDENTENFEERNTA , INELEFHIERXEFE . XHEATUBP> T EEEREMME
WEfE , NI ENSHFIRENFETtE (MTTR).

Bal , EHEERIBIMNFENTEARERAESE R AWS RS : AWS CodeDeployfIAWS
CloudFormation,

BERUR - AERE, BANEHEREOSPHFRAT , A EERMA Incident Manager B /R
A, et lEEERENE LR,

BRAREXRISIE |, Incident Manager 2R ZBIE—MRF AR, LIRS AEEIEM CodeDeploy
MR FRERFEHNNR CloudFormation,

EEBERKFZEPERBAERN  BEEEKFPEAIZISME. 2/& , AWS Resource Access
Manager (AWS RAM) AL B NN ARFIK - #H LI ZENN RS AR,

FZREUTEE , JHPEERARAERNEHE.
£}

- NRAERNERNEIZESAE

- REXEFEK, SRR

HNPERNERANCERS AR

BRBAELAIBE , Incident Manager 2K KREBBIE—NER
IncidentManagerIncidentAccessServiceRole WIRF AR, WRSACREEHEEAFSE
IR , ATWREEXEHCIERNFEXER CodeDeploy 82 # CloudFormation #&R EHHIE B,
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® Note
MREFEHLRFER Incident Manager , MRS HBEF/ESEKRA PR, EFAHLARHM
KRN EAELRY  XAEEINNARFKF RS AR, BXEH CloudFormation 4R
ENAREFKFFUREACGHNER , BSRTHNI R4 RENREEKFEHETE,

RS AEE AWS RERBAXEK, AXZRBHNRNER , FS5H AWS HEXK

AWSiIncidentManagerIncidentAccessServiceRolePolicy

B X7 Incident Manager 5| 3P ERBAERINEER , S H FHBEEA Incident Manager,

BXERREISURERAAELANES  #2H EERERABL,
BB X FEKSIAE XM NR

EEPRETALANKSRERBAELERYE AWS RAM , BN ARFIKS BLNEERR |, LS
HERARKREEBEEEKSFNBRSAE,

AT LAEE FE HIRMHRY AWS CloudFormation BARERN AREFIKF P HEEXLMNR AWS | ZERE 0l
BiZA®IncidentManagerIncidentAccessServiceRole,

EXENARFKS D TEANBERGEE | B0 CEHEEE AWS kP TEEERRXNE
# B SE 4,
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EEHEERTEINFIUNESH

EHEERR — AT E AWS Systems Manager , I B EEBFPEMB E44, E 7SO Amazon
CloudWatch 1 Amazon B & EventBridge J11R1#E CloudWatch BiRF1E4 B35 812 EventBridge =
#, BEAUESEHIRTE LEFHOBES , A UAFERAR AWS SDK F# StartincidentAPI #4E3k
BIZEEMH, AWS CLI Incident Manager ¥ — CloudWatch 23R E 4+ 6121 B4 E S BUEM B
BB — EventBridge &,

Xt T H CloudWatch Bk EventBridge S4B SIEZNEHN , EHEERZHUEESAANHE
& AWS X8 MENEH, MREAEEREPA AR AWS X , CloudWatch REEEFIEHEE
By Al X482 — 5 EventBridge BZi 8l 2EH, BXEZER , FS5H ESHEESR AWS K- #F
BBt XNEHF,

HREUESH , SHEERCANBERTXEHFHERN AWS BRNEE , HIXLEEEHFME
“BEXRMB” W+, MREEMMITRFEETETFM , YREWEEHR , Incident Manager i
ALNEHFERN AWS BREEREZIEZITFM. RE , REATUNERIZTFMHEHEE R
Bt B I LB BT

LRERNEBEEH , EELEPCIRRIEETIEINR (Opsltem) OpsCenter , X2 Systems Manager
WY, HFEENEXRTEESIESH, BRLFERATE Opsltem RERERME< TEM future 42,
EsR OpsCenter X+ AR EBIE, B OpsCenter EMMEZER |, i5SH S ystems Manager &

o

/A Important
FIEBRUTEEFAES

- AWS X IR EHEERFTATR , UREEEFEREDEETHANXEN , REFaEd#
THEEBH EHMXEPESH., EXEESHENEER , B2 FHEA Incident
Manager.

- BRXEAMEBUNENEHT2VEARRILT R FIEENETFM».

£ CloudWatch iRk B3 RIS 4

CloudWatch £ #&# CloudWatch 38R RIBEEEIMER N Z L H B INITR I BHERE,
CloudWatch EiR# A BIRIRAEF , 5 Systems Manager MEHEEBREE | BRIBFWE AT RIER A
BEH, XEFEUTEREHS :

f£F CloudWatch Bk Bzh 8l 2=4H 64
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- B2EE Incident Manager } B E B, ZTRGELZNKS P LI Incident Manager RS XA
B, HFEHEIEHNR,

« BLEH Incident Manager TR it K|, E 7 #FU{AEE Incident Manager TR 1tX , TSR EEHE
BERETAENREMAITR REMNEHEZIS .

- BENARFEE CloudWatch 4R, AXBERERXEK , FEAAEENSHEREIN K

2,

EEAT B RECEER

1. FEHRBIEER CloudWatche BXEZER , S ML T # CloudWatch f /- 35E F#Y £/ I Db
CloudWatch B3R

2. ERERITHBIRIEMER , FiEER Systems Manager #4E.

3. LERGIEEBMH , RAEEBRZEHNBAITL.

4. FTHRFEBREEEEPIHERIR.

® Tip
AT LU B EHRERMBE MR EERF,

FRAZE4 831182 EventBridge =4

EventBridge MMM M EHER, MREEHFEENLNES | Incident Manager i< F FTIE #9 10 57 it
XIe2EH,

f£F SaaS S HEHEIESH

&R LABL & EventBridge J#EWR B A ENBRS (SaaS) EERHNARFMBRSHNEHN , NS
=FH %K. BE EventBridge N IEWRBE=FRFENFNENE , EUURESHERFESHHETEE
MR AR REN. EERE=FERIIK , ESHELVKE SaaS SFERHFHNEH,

Fii& EventBridge N #ZWk B SaaS £REH,

1. ITHILS# EventBridge £ #l& , Mk J9https://console.aws.amazon.com/events/o
2. HESMBERD , RESEMREEHIR,

fFRAEHEZ 2 EventBridge 4 65
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3. EABZEERMENGHEUYE  RENZEeFRFEERRE
4. EREH , HENKF, ID EFEEIMR,

(® Note
E 5 Salesforce £/ , A S AppFlow B F 1SR PR ST,

5. HEIESEMFHMNY , ARBEANESEKESHRE. X LWREEREHNKS ID. LIRS
IR A RE SRR IK P R E A o

6. iR[E EventBridge #£#lA , ZSMERPERESEUFEHR.
7. EREFENREEAHARZUNZRD  RRERSEHELKEK,

R ALR KA SaaS SR FHEARAN

1. 3T L S# EventBridge ##l& , Wit J9https://console.aws.amazon.com/events/o

2. ESMBERP , EEHAN,
3. EFEGIEMN,
4. RANmAZHRMNER,
MNFeEEE - XFHHN S —MINNE -S4 5% EHNEHEE.
5. WNTBHEL , BERNN T ZEERENBEHFEL,
6. XTHNEE  HFBEEFEHEIHHAN,
7. B‘ET-F,
8. MNTBHXRR , LIREAWS BH:R EventBridge SN EEH,
9. NWFEHERX  ERSBHEAX.

10. M FEHKIR , EEFEEventBridge S EN
1. NFEERYE , BEBRESEREHNBRR,

12. XTEHRE  EEMEEHSUEAREATUANNEMHRE, NREEEMBESEN , LEFEKE
E#Eiv:l.ﬂ’]}“ﬁﬁ SHFERR EEAN

MREECHLEEENSHER , FERRE , SR, AREERT.
13. BT —
14. NFEFBEFR , iE# Incident Manager TR ITX] , REEFRMAIITR],

£/ SaaS SR FBMHIEEN 66
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® Note
MEEWMRITRIN | GHEHE 50K X ZHFEMAIT RIS 8 REWMARIT 5]
&,

15. EventBridge A ARIZENHMNIZITAAEN IAM A .

- EEFCIE IAM B8 |, BERIUBERRUETAC,
- EFAEZACEN IAM A6 , BEEREAINEAE,
16. iﬁ?%—lt_io

17. (AIE ) ARVBMA—NHSZ ML, BXREZEE , ZH (LS# EventBridge AF1ERE) H
#9305 j# EventBridgetr ¥,

18. iij:gl:-l:_io
19. REAN , AFEFCEAN,

EH AWS RS EFBIESH

EventBridge & 24K B 3285 AWS BRSEHHFIHE AWS RSHWEH. 57 SaaS S KHEE
MMEY T HREL , BTN AWS BRSSECEM N,

EAMARE AWS RSHEHIAN

1. FIF LS EventBridge ##|A , Mk 7 https:/console.aws.amazon.com/events/o
2. HESMBERF , EEAN,

3. EFOIERMN,

4. RAMUB@ABHAHER,

ANTeEER —XEH NS —MANME —SHE % ENVAHRER.
NTFEAEL , EERIA

NTAMKE | EEEFSHEHAN,

EERET—F,

X T EHFKIR , EEAWS B4 EventBridge &ERFE 4,
MNTFEHEX  BREEHEAR,

© ©o N o O
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10.
11.
12.

13.
14.

15.

16.
17.

18.
19.

NFEHIR , EFE AWS RS

NFRFSER , EREREHNES.

NFEHRE  EEFMES4SEEEATURANMNSHRE, MRLEEMESHE , LLEENKE
EHRAENAFIEEHE TR,

MREHFLEAENEHEN , BEREE , HEER , AREERRT

EET—%,

FFikEBHR , %4F Incident Manager W11t R | AREEFm A TR,

(® Note

EEBNITREN  SREHEELNKF AZNAMABA TR E S E REBMN TR T A5
RH,

EventBridge A AR ZMNANZITAAEN IAM BE :

- EEFCIE IAM BE |, BERIUBERRUETAC,
- EFRAEZACIEN IAM 86 , BEERERAINEAR,
iij:¥-|:_$o

(A% ) ARNUBA—IEZME, BXRESEER , 52 (LS EventBridge AF1EE)
#9IE &3 EventBridgebr &,

ﬁ?¥-|:_$o
KREMAN , REEFRCIEMAN,

FHCIESH

M) 7 & AT BAE AR Tl E X BB B2 it %) , 668 Incident Manager ##1 A F3IRIREH ., BRBUTSEL
BEH,

1.

o > w0 DN

$TFF Incident Manager #Z&l& .

EREHEHN,

NFWEAIITR , FMFIRPIEERE—DE IR,

(At ) EBHEENHBAITHRHENIRE |, BaASHERE,
(At ) EREE MR RRMANEE , ERASHHENE,
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RAriEmE

FHEHNEHRAER IAM R

EFPRIEHN  AFPZEEBHREHEEREHE, EFWNITIIMBHIEHHNERE. HAF
BoEHR , BHEERMFEATIOIEES1E (FAS) ffStartEngagement FEALER E4H) — P

StartIncident.

T IAM REAFHEHEN. EETATURSHNBNITYAREEHEREERTNRESHRE
H7T BERNNR,

"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"ssm-incidents:StartIncident",
"ssm-incidents:GetResponsePlan",
"ssm-incidents:ListResponsePlans",
"ssm-incidents:TagResource",
"ssm-incidents:GetIncidentRecord",
"ssm-incidents:ListIncidentRecords",
"ssm-incidents:UpdateIncidentRecord"

1,

"Resource": "*"

"Effect": "Allow",
"Action": [
"ssm-contacts:StartEngagement"
1,
"Resource": "*",
"Condition": {
"StringEquals": {

"aws:CalledViaFirst": "ssm-incidents.amazonaws.com"

}

"Effect": "Allow",
"Action": [
"ssm:CreateOpsItem"

1,

"Resource": "*",

FHEHEHEEN IAM R
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"Condition": {
"StringEquals": {
"aws:CalledViaFirst": "ssm-incidents.amazonaws.com"

}

}

ZERBBEUTR :

« ssm-Z4F : Startincident-RFAFEREFIAR APl FHEHEH. XLRFEMAITRIIEHRNE
g,

+ ssm-Z= : GetResponsePlan- A A FREBXISEMRITRINE L,

+ ssm-Z=4 : ListResponsePlans- tiF B P 5 HE K e FrE | 1R

« ssm-Z4f : TagResource-AFEEBEHERERRBFEANGE , SEEHFMMAITTR,

+ ssm-ZE4f : GetncidentRecord-AFAFREBEBEX I ESHNIFAE LS.

« ssm-ZE4F : ListincidentRecords- ¥ A F 5l H E K - VPR B B4

+ ssm-Z=4 : UpdatelncidentRecord-RFRFEHINEEHNFAEE,

« ssm-contacts : StartEngagement ( E&MH ) - AT EHEBAFRERRARS, ZFGTHERREE
BYE4EERHTAA,

« ssm: CreateOpsltem ( H& M ) -AFBHEESRTE in Opsltem FEIE—1, OpsCenterizk{4 AT

ReeEd s EEEHTEA,

a ws: CalledViaFirst &M ZA AR ELNPR ( flIStartEngagement ) REEEFERBEIEHEE
BRFAENFER, XMAEER FAS MARKRSMHERAE , XU AR L2 X KRH BT
iz i

FHRIBMHAFLN IAM R 70
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AWS Systems Manager » Incident Manager » Incident 1 Incident notes (2) x

Incident 1 ‘ c | Refresh interval: 30 seconds ¥ H Edit properties Resolve incident

s Impact Chat channel [ Duration
o o am
November 8, 2023 at 12:31:50 (UTC-5:00)
Tasks Runbooks Diagnosis Engagements Wark in progress to mitigate the impact and
1 walting for input runbook is in progress.
November 8, 2023 at 12:30:38 (UTC-5:00)
Overview Diagnosis Timeline () Runbooks () Engagements Related items Properties On-call has been notified and impact is being
assessed.
n
No summary
The incident has no summary.
Add summar y
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ERMEE  EERMMBA4R RN , ARRALNE T, BXUUNEEEXEHRRSHNENIEM
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(® Note
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BIMBRZE, B2, HEEHMKFHRZEHN , BREXBETIIE ssm-
incidents:DeleteTimelineEvent B®{E, XH U L SEXZEHH AP BIREE,
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/A Important
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SHEERRMEA Amazon CloudWatch IEFRELET+ LN ERNERE R, BT HAEXE LERMNIER
ME4AEEREXEKNESRER  F5H LIE AR BRSBTS

BN INiERR

ERZOET <A LSRR,
EMIA CloudWatch ZHIEARAMNELR , HIEFEMIAE CloudWatch 2 H EHR.

a. EREHER, XSRMFMEEHERPOAEERNER.
b. (k) WA UNEHERPERERREFHFERR.
IEFENIR CloudWatchFH # b fE4RIR |, BIRIARINE AN EIR. BEHERKIR

a. $TF CloudWatch ##|& , Wit R https://console.aws.amazon.com/cloudwatch/,
b. ESMBERP , EFIER,

c. HEEIMEMETMFLNBRFRT , WARRR (HW, ERBEHRIEREN ) , Ak
B

g, RELRCPUUtilizationdEss , NIMEREFZIEIRAYRER & 2 H M4
E.

d. ZE-ITERER K EFER.
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E&H AWS CodeDeploy fMHAEL R AWS CloudFormation
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& & CodeDeploy MIHAEL R CloudFormation

1. #TFF Incident Manager #Z#| &
2. EBRERENSZHAEM.
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EFSFOZITFEMN  FESTFEMRB S P EREEHETFH. FRBRFRERESINETF ;.
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Manager API $Z,
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&B1E Incident questions ZBAFMAIBRET,
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* DocumentFormat: "JSON"
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* DocumentType: "ProblemAnalysisTemplate"

* Name: "Analysis_Template_Name"
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2. BahEiAEE R BEMNETF M.
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« ZE{TFEMER T H CloudWatch BRRGIZHNE4, MREFRESTFMA THMAREHN
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« BTFMER CloudWatch B REBE—NEInstanceIld W4 E ., Amazon EC2 =g+
NERESLHEE., IREFEETFMSEHMIENR (REMBHIFR , §/20 EventBridge )
—i2EH , NAME R IsonDecode2 F R LAPTEL £ 8 1917 5 FE IR 09 BU4E .

s BITFMEIHBEIER Amazon SEHIKIEEMAEBIROEZ, EC2 W FTEXEH |, B&E
THER:H, FRLFZEREXMNEEBEREETZTEM.
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EOREITFM

1. 3TFF AWS Systems Manager #2414 , Rt H https://console.aws.amazon.com/systems-
manager/o

ESMERP | EEXH,

EE B,

FNFEHR , RETFMEA—NMERMERZY , Hl20 IncidentResponseRunbook,
EREEREDF , AEERRE

FUTABEREERERTP

2

description: This runbook attempts to restart an Amazon EC2 instance that caused an

incident.

schemaVersion: '0.3'

parameters:
IncidentRecordArn:

type: String
description: The incident
mainSteps:
- name: ListTimelineEvents
action: 'aws:executeAwsApi'
outputs:
- Selector: '$.eventSummaries[@].eventId'
Name: eventId
Type: String
inputs:
Service: ssm-incidents
Api: ListTimelineEvents
incidentRecordArn: '{{IncidentRecordArn}}"'
filters:
- key: eventType
condition:
equals:
stringValues:
- SSM Incident Trigger
description: This step retrieves the ID of the first timeline event with the
CloudWatch alarm details.
- name: GetTimelineEvent
action: 'aws:executeAwsApi'
inputs:
Service: ssm-incidents
Api: GetTimelineEvent
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incidentRecordArn: '{{IncidentRecordArn}}"’
eventId: '{{ListTimelineEvents.eventId}}'
outputs:
- Name: eventData
Selector: $.event.eventData
Type: String
description: This step retrieves the timeline event itself.
- name: JsonDecode
action: 'aws:executeScript'
inputs:
Runtime: python3.8
Handler: script_handler
Script: |-
import json

def script_handler(events, context):
data = json.loads(events["eventData"])
return data
InputPayload:
eventData: '{{GetTimelineEvent.eventData}}"'
outputs:
- Name: rawData
Selector: $.Payload.rawData
Type: String
description: This step parses the timeline event data.
- name: JsonDecode2
action: 'aws:executeScript'
inputs:
Runtime: python3.8
Handler: script_handler
Script: |-
import json

def script_handler(events, context):
data = json.loads(events["rawData"])
return data
InputPayload:
rawData: '{{JsonDecode.rawData}}'
outputs:
- Name: Instanceld
Selector:
'$.Payload.detail.configuration.metrics[@].metricStat.metric.dimensions.InstanceId'’
Type: String
description: This step parses the CloudwWatch event data.
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- name: RestartInstance

action: 'aws:executeAutomation'
inputs:

DocumentName: AWS-RestartEC2Instance

DocumentVersion: $DEFAULT

RuntimeParameters:

InstancelId: '{{JsonDecode2.InstanceId}}'

description: This step restarts the Amazon EC2 instance

7. EESIEAIE,

5 2: ¢l IAM AR

A LA T A2 82 — 1 AWS Identity and Access Management (IAM) B | ZAGRTFEHREZI
Wa Rz it X E R Runbook AR, AHEHRMIETFMLEF S Ama EC2 zon K6, LTz
TFMEEIEN@IITRIEN , BFET-—MNEFSHEEZ IAM A,

- IAM B, NI IR S 3hE 1T F 1}

1. fEM https://console.aws.amazon.com/iam/ ITFF |IAM 2 & &

ESMERT , EFAG  ARERURAE,

BRTEAWS ZEERFHRE TIERET RS

EAGTHEM AWS RFHARFEYF , #A Incident Manager,

%32 Incident Manager , RAFEERT—%,

ERMRITE L | EFOER, NREERFERNANEIR[E ORI < F T,
TEmiBER |, & JSON KT+,

FUTNERREE S FH S JSON fwiERF. & account_ID B#NIERN AWS IKF ID,

©® N o 0o bk~ w b

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Resource": [
"arn:aws:ssm:*:account_ID:automation-definition/
IncidentResponseRunbook'*"
"arn:aws:ssm:*::automation-definition/AWS-RestartEC2Instance:*"

:]I

"Action": "ssm:StartAutomationExecution"
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RAriEmE

9.

10.
11.
12.
13.
14.
15.
16.
17.
18.

},

{
"Effect": "Allow",
"Resource": "arn:aws:ssm:*:*:automation-execution/*",
"Action": "ssm:GetAutomationExecution"

.

{
"Effect": "Allow",
"Resource": "arn:aws:ssm-incidents:*:*:*",
"Action": "ssm-incidents:*"

},

{

"Effect": "Allow",
"Resource": "arn:aws:iam::*:role/AWS-SystemsManager-
AutomationExecutionRole",

"Action": "sts:AssumeRole"
},
{

"Effect": "Allow",

"Resource": "*",

"Action": [
"ec2:StopInstances",
"ec2:DescribeInstanceStatus",
"ec2:StartInstances"

]

}
]
}
Jij:*-l— *-F_l.o

(k) MRFE , AR P PIRZL,
HBET—% . &,
EEMFERP , MA-NIURBP RN HEEANBEHNER,
( [k ) EHERFERT , AR,
it gnlfe N
Bl EE IR A RN ERE A SETF, ERMNNRRIME,
IEERIFRE (LT ORRIREED ) , RSEFIEE TR AL RN RRER R o
EFRECIRHNNRKE , REEFET—F,
EEW, EEVCUERENAGENT , A - N TERIEZLABRERANABHE .

£% 2 8 AM A&
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19. (A% ) BEARFEF |, WAER,
20. EEABFHARE  LENFANNE K AREFRVNEAR,

5 3 M TFEMEEE R TR <BRE SR

Bz T FEAERERIZRE Incident Manager IR 1T , TR -, ATESEMRNNERERE,
BITFEMERBRERE T —FITHNER

EETFM o BE AT

1. 3TF Incident Manager & #1 5.

2. EFmRHR,

3. XTMAITY , BEAENWAITRIERERE, WREKENENEITY , HEFEBALT
X R AT

EEUTFER

a. HEEITFMHD , ERERABETFM.

b. NFHEE , WIASERRASR.

c. NFEITFM, EREE F5 1 QESTFM RIENEZTFM.

d. XFRRAE , EFEEHRITEERIA

e. TEHMAIZBLHF , FincidentRecordAmZSHIEEREH ARN,

f. TEWRITRRIS , EREE E5 2 62 IAM A€ helEN IAM A&,
4, REFLENER.

£55 4 . ARt XI5 B CloudWatch 23k

FEAUTSERNEHIERIITRIIEE Amazon EC2 24 CloudWatch 23R,
FEHIIE R R 9 B CloudWatch 23R

1. 3TFF CloudWatch ##l4& , Bt Hhttps://console.aws.amazon.com/cloudwatch/o
2. ESMEBERTHERT , EEMEER.

3. NEEMRIITRIKEKK Amazon EC2 EHIIERER.

4. EFRE  RAEERRE, RIEZEFREE —1MERN Instanceld WEE,

55 3 WizfTF ML R RIS BR Sk 88
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5. ®BERET—%,

FFEEREDS , EBHI Systems Manager ##1E,

EERESH.

EREE £ 3 FETFMEENIERITRIKERESR el 2R ITR,

R EHER.

6
7.
8.
9

55 WIEER

ERIF CloudWatch ZiIR2EERIETEH , ARLE T WAITRIFIEENEITFEM , B4T il A ZIR,
MEABRAZTFMULERER , EUUERAUTESRRIIETFMNER, EXMABIRNER , B
2% (AWS CLI (s 55 #&) set-alarm-state i,

1. 3TFF Incident Manager &l & .

2. 1%$% CloudWatch BiRiERHEH,

3. EREBITFMETF,

4. T BITFMIR BHHPEEXNEN Amazon EC2 EFIHITHIRIE,

TEUER T WAEERS S PIREEERBEDCIED runbook FARITHE IR, BNTREHILT
BRI BARASE R

Runbook steps

0000:00 (UTC+11:00)

15:01:44 [#] ListTimelineEvents @ Success
15:01:44 [#] GetTimelineEvent ® Success
15:01:45 [#] JsonDecode ® Success
15:01:49 [¥] JsonDecode2 ® Success
15:01:53 [#] RestartInstance @ Success

23:59:59

E&EF CloudWatch BiIRFPWFIEFMAEE , BRI JsonDecode2 FH , AFRIT O utput.
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/A Important

BYMEBERYEP NN ERENARER. XTEXNSHEERRR ( HIMER
THRIME4 ) B9E R, CloudWatch BHRAYE i AR ERN A HECIERN IAM BE,

g ASHEERPEEREEHR

&a LA AY 68 -l AWS Security Hub Amazon EventBridge 1 Incident Manager SRiR B F1EE AWS 3T
ENARFANLZEEMH., AYEN5|ISEEE —5% EventBridge AN |, ZHNFHETF Security Hub
Bl ZIEN AL RNBEH,

(® Note
REFEFH S EventBridge ecurity Hub, A REA R FEAX LRSS M= E£% .

FRFM

« i& & Security Hub, BEXEZER , HSHi&E AWS Security Hub,
« 1£ Security Hub FEIBREFHBELY ., EXEZEL , HSHEAWS Security HubF EHZE £ I,

- BEWMITX] , BAE Incident Manager ERIER & EH M HAEER. BEXESEE , FZHA &
Incident Manager # N B4 HUHER .

EAHES | RIEATRE KRR KAE EventBridge MM, EFABEEXERCIEAN | F35F
AWS Security Hub AP igm A B E AR BIZAN,

2|2 EventBridge #MI

1. #TFF Amazon EventBridge ###l& , Bk Jhttps://console.aws.amazon.com/events/o
2. ESMERP , EFEHMN,
3. EFGIEMN,
4. RARNEABHAMELR,
MNFeEER - XFEHHN S —MINNE -S4 5% EHEHER.
NFEHEL | EEERIA
WNFRUKE | EFEFSHEXHHNN,
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7.
8.
9.

10.
11.
12.
13.

14.
15.
16.
17.
18.

19.
20.
21.

EET—%,

NFE4FRIR , EFAWS B4 EventBridge & 1ERFEH,
NFE4ER , ERSHEXRK,

NFEHR , EEAWS BF.

XFAWS RS |, #%3#F Security Hub,

FFEHER | %R Security Hub HE R 2% A

ERIAER T , EventBridge BiE A AITFEENSHER, W FHNEM , #attribute
namelf#® “EE" KW, EFMXLEHFIESE  UERBENENREZNEANRLRERINNES
.

BHET—%,

NFBEFRERE | EFAWS RS

FFiEFBHR , %R Incident Manager "R it&).

NFmBIITR] , EFE— NI, R EIESHIER,

EventBridge AJ ABIZMNIZITAIHRERN IAM B,

- ZEYCIE IAM A® | FRRNLBERFREEZFAE,
- EEAKFHPEFEN IAM AG | TR ERANEAE,
( Ak ) AW A —PRSMRE,

BET—F,

EEMNFAESHEFCIEMRN,

BEARIEEZ 02 T It EventBridge M , MASLELNEHEMCENZE A IFESHEESRTC
BEH, SULANXESHRTOR, BB, KEHUIBREHED.
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£ Incident Manager F#RiE &R

HRERWENTHIE , B EESBRAEHIEH AWS XiF IEEM Incident Manager &R, &AL
AWEBITR, EHCRANBERADERE, BETURFHEERMNELEORFIRE, BETUREHIE
KERMRZL, RIFEREEUTRERA RN X LR RWIHEFTIEMES, EMIHIESELHN—
ANBAM— AN E. BNEBWEREH Incident Manager BREHZIT —EFESERNIFZFHA,
FERA—HESNRSFE TN EFRMHERXERRATEXNCMNNHE. S BEREE
RMFEEER. BXREAGSEHRRFRANRNESELR , BHSHE IAM AP g N EARSES
AWS ZR T A X PR o

IEMANITRE  BAUEEHARIARERN D EERE, FRAMMITRIGEEM4N | XERE2NAE
EHICFEF,

® Note
HREEERMENE L. HMETRRFHRHRITHER,

A LAEA Incident Manager 26| &R/ INHMBRRES . UTEEBRERTEHATEMN HE X
7, EREE AT AR ANEN FZERUAR A TR MMM ERrSHZE.

v Tags - optional

Key Value - optional
Q, Environment X Q, Linux X ‘ Remove ‘
‘ Add new tag ‘

You can add up to 49 more tags.

BELUREBEARLCERE |, BEHAUT API 84 :

« TagResource

« UntagResource

» ListTagsForResource
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_tags.html
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Incident Manager ArfEm

/A Important

RERFRAEEKSFREFENEREA TEAT R, 42K, BRRA, FwdERMZEHR
LR EHIENIRE,
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Z 4 AWS Systems Manager Incident Manager

TEEAWS REFZE, fFAAWS FF , BAUZRT TN REARSHLZEHRBEALNERMHY
BRBAE R UMM LR,

RERMFHEEE AWS W5 E, TEHEEXFEHRNENZEMNEZIN TSN

« ZRE — AWS AIRRFPEE= AWS RF PETHEMEN AWS =, AWS i HERMH A UL L E
AMERS. ERAWS EATTRIEA TR EATEN -2 , FEZAFITFEHMNLFNBRIERNL
2N EXRME. BETHERANAMITR AWS Systems Manager Incident Manager , 52 R &M iR
%2 BB E NBAWSAWS BRE ST,

« SIRBE-ENREHEERN AWS BRSRE, EEFENHMRRAR , SH/BEHHBHE, o
AR ESRBANE AR AR EN

WX EBTF 7 B EA Incident Manager B R A SREHREEN, AT WK 8 i i &
Incident Manager , Sl Z £ MM EHM BIR, BEFFS AEREM AWS RS 53R EE MR
ENEHEERTR,

FH

+ Incident Manager I EIRR I

« R T Identity and Access Managem AWS Systems Manager Incident Manager

« 7 Incident Manager 7 {5 i 3t = #9 Bk XA 00 B i1 X

« AHMEIE AWS Systems Manager Incident Manager

« ¥ AWS Systems Manager Incident Manager

« RREMIEEEZE AWS Systems Manager Incident Manager

« 8 AWS Systems Manager Incident Manager f# 0 VPC £&im ¥ & (AWS PrivateLink)

+ Incident Manager & BV B¢ i& F R )E 2 4T

P Z £ HEXE AWS Systems Manager Incident Manager

Incident Manager & # BB R

2 AWS EFEETER T EIERT AWS Systems Manager Incident Manager, 01745 &
R AWS |, ARRPEITIEARTHNSIREMEE AWS =, BATEPNRERLEMER MR
BHERE, BEATEFRERN AWS RS WE2BEENEEES. BXBERLMNESEER &
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https://aws.amazon.com/compliance/services-in-scope/
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SRABERILE N EH, BXBMNBERFHEE |, i5SH AWS Security Blog £# AWS Shared
Responsibility Model and GDPR &M &,

HFHEFERPEHN , BNBUUERF AWS Ik EIEHEH AWS IAM Identity Center 2, AWS Identity

and Access Management (IAM) RENMNARAF . X#  SNMNAFRREETHIERIAMENNE,

REWEBIUT AR HIE :

« NENMNKFERAZESHRIE (MFA)

-« fE/ SSL/TLS E®RIFER. AWS ERIERMEA TLS 1.2, BIUER TLS 1.3,

- EAIRE API 1A FES) A& AWS CloudTrail, XA CloudTrail lRERIEIR AWS EFNEER ,
FZ (AWS CloudTrail A~ $ER) HRIEA IR CloudTrail #5o

- £/ AWS MEBBRAFRUREFHAERINZSEZH AWS RS,

- FASRIEERLRS ( HlI0 Amazon Macie ) , EBBIT A MRIF 767 Amazon S3 FEYBUR
B

- MREE AWS BEWHITRES AP #HTHRINFEELE FIPS 140-3 RIFM MEER | EEA
FIPS i R BX<THAMN FIPS RN EZEE , 5N (EEKRIBEELERAL (FIPS ) 2 140-3
R o

BB NENEEERBBES ( MEEF B FR4iti ) RARSHBEHERNXAFTER
(MEBHRER) ., XBELFEHAZFHE. API 5 AWS RS EFRSHEESRE M AR AWS SDKs,

AWS CLIZEATFEHNRIRBEHERANEAFEPHANTARERTELATIIRRZCHAE., W
REMNASRSSFRAMU , BRMNBNBWETEEMU P I EEIFE R RBIEXNZRFF|HIER,

FIAER T | Incident Manager £ SSL/TLS X% % R B3E #t 1T 2%
BAE IR

EHEERMFEHA AWS Key Management Service (AWS KMS) Z4A B BN EHEERER. X
HWEZEE AWSKMS , BZH (AWS KMS FRARIERM) « AWSKMS &4, SETANE
HHEHEES  RETTBEIARENZHREERSG. EHEESFEAZEENZHAMZZNEIE ,
HER AWS BEZAMBZAHIE. EMEA Incident Manager , AT BEFIE , HhBFIRE M
%, Incident Manager EEHKIE M S EEFEM

ERILER AWS BERARNZLNEFE , S AERASETCIENBCHNEFRERN AWS
KMS k=& HEHHNXE, SAEERMIEXNHRINE AWS KMS ZHARMBEEE P IRV
. AWSKMSEHEERIZIFHHESA AWS KMS ZHAMBNER. BENRRFRE, ETK
FHUHE F MR (HVAC) SREMRENRH, NREERAFTSEERH , WA ERAWS KMS
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ZH 8 AWS KMS APIs £FEIZEFRERN , FENEFEHLEBENAEREF ETERANENR

KE, UEEAFFIEERPET Incident Manager #H 1T , AWS KMS BEF EEZAMME R
B TFE—XE, ET#HAEXAE Incident Manager FiRBERFENZNESZELR | F2H &0 S,

FH AWSKMS HEFREZHAFTEXNTNEA. BEXEZER , 85H (AWS Key Management
Service F A ARIERE) M AWS KMS EHNH I AWS KMS #2—KMS %47,

/A Important

MEBEFER AWS KMS key ( KMS %48 ) R EHIEHIEF Incident Manager #3E , (BEX
REMBRZEFIE |, HHHUEZADNMIBR KMS 248 2 ai il iR iZ 8 5.

ZE A Incident Manager FAEF BXERRZARMEZLE  SXAERF BEEERRANEH
REEPARMUTEEER, ETHREXERFPFPRENEXBARBNESEFEE |, BSH (AWS Key
Management Service FF & A R ¥/ FHIE AWS KMSHFEFAZRIARIE, ZRIEIRHE T AT :

- ATSHEERHIITRIREF , UEEENKFFERSHEER. AWS KMS key

- AUBEHEERMER KMS ZHUEBRNHABREZSN , BaiERCARKSPENEASHEERD
ERATE, NRREFERPIEENEMXEEEA KMS Z4AFEA Incident Manager FIXER , BIfE
WA B Incident Manager fR% , B2 XM,

{
"Sid": "Allow CreateGrant through AWS Systems Manager Incident Manager",

"Effect": "Allow",

"Principal": {
"AWS": "arn:aws:iam::111122223333:user/ssm-1lead"

},

"Action": [
"kms:CreateGrant",
"kms:DescribeKey"

1,

"Resource": "*",

"Condition": {
"StringLike": {

"kms:ViaService": [
"ssm-incidents.amazonaws.com",
"ssm-contacts.amazonaws.com"

]

}
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}
}

Fi% Principal EE#RNIZEHIEMN IAM E4,

EXEESBENZRENMEBRPEEAMEZE LT, AWS KMS SR AEA % £ T 3RIRE
EHEEBRFEALHN KMS 24 CloudTrail B&ESE 4, Incident Manager SEAMTIMA LT :

* contactArn=ARN of the contact or escalation plan

i& A T Identity and Access Managem AWS Systems Manager
Incident Manager

AWS Identity and Access Management (IAM) AWS fR$5 T #EIEE R T2 iR HIX AWS IR 5]
MR, IAM BEERZEFHATLUES BHRIE ( &% ) MR ( EENER ) £H Incident Manager &IRHY
AR, BULMER IAM AWS RS |, TEX AR,

i

F

KK

© BX

- FASOHITIHRIE

- EAXKEREHE

+ I{a] AWS Systems Manager Incident Manager 5 1AM B & 1§ F

« AT AWS Systems Manager Incident Managerty & F & 17 9 SR B& = 51
« ETFRRHFREE RG] AWS Systems Manager Incident Manager

+ BALE Incident Manager Y B RS IR B R E

« {£M Incident Manager RS XA E

+ AWS MYIEE K BE AWS Systems Manager Incident Manager

+ X AWS Systems Manager Incident Manager & 3 11/ 18] 3 17 8 FE HEBR

- DIN

BRI EH X AWS Identity and Access Management (IAM) 28R E , E4ABRTFEESHEESS
HR PR T4E,

SHMAREE 57


https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#encrypt_context
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REAF—uREEA Incident Manager REREHRES , NEE R REMBENFZIENNRE, H
B ERAE % Incident Manager 4ERE K TR , ATRER EFANIR, THMNAERILRNBEET
BEEERBEREENNR, MRETEHRE Incident Manager REV4HE |, ES I X AWS Systems
Manager Incident Manager & 15 #1i7 [8] 3 17 8 EE HEBR

RS EER—WMRE RN T Incident Manager S8 IR AT A , M ATREHHBEXT Incident Manager B
SLHRINR. BERTHERS AP MIZTGE L Incident Manager A EM TR, Rig , B
amE IAM EERARIBFERUESBRFSAFHNER. FEEZNHE LWESNUNTHE IAM WEXREE,

E T HREXA WA IAM 5 Incident Manager BEFERANEZEE. , S {7 AWS Systems
Manager Incident Manager 5 IAM BE &

IAM B 5 MRER IAMEER |, B8 THRNMAEEREREEX Incident Manager i [d]
WEMER, EEEAE IAM FEAM Incident Manager ET SR EM RS |, 25 EHTF AWS
Systems Manager Incident Managerfy & F 5 3 # KB =B,

£ & 21T & IR AIE

BRBIIRE AWS FASHEIERFNAR. BXT IAM AP BHEETE AWS KRBT
IAM B e3TEHARIE (BFAWS ),

A A EABEY S MREENEREL AWS BRE 510 EF. AWS IAM Identity Center ( IAM Identity
Center) AF, RLFAMNEREZREMHEIILUREN Google = Facebook EIRMEKE F 178 R Hl,
UELBRABMEREN , FNEERALUGER IAM ARIEE T SHNKARKIE. HREABKSTR AWS
B, AR ERENE- AR,

BFBEHNAPER | EALIEF AWS Management Console 3 AWS 5RITF, BEXBEEZFNEZER
AWS |, S (AWS &3 AFEmR) PR AEZEE AWS KFH,

WMRIE AWS BURTEIFRIGE |, Mle AWS BEBREF LA EH (SDK) MErt1T#ED (CLI) , AEFERE
HEBRBNERFETNBREE, NMREATFTFEHAWS TE  NIATEHECEEBER, BEXFREENSEH
TEEERNEZER , H5H (IAM AFERE) DA TZE APl ERAWS ZF A 4,

TeERAAMSMRIESE , SRURFERHEEMLZEER. Hlln, AWS BNUEFERAZESHRIE
(MFA) RREKFH LM, ETHREZEER , 55H (AWS IAM Identity Center A1/ FHZ
EHSHBRIEM (IAM AFER) £/ IAM FHAWS ZE S HRKIT,

AWS Tk root I

BIZEf AWS Ik, BEXBR—NEBREN , ZEOTUATL2LRKS FHMERR AWS RS M#E
Ro LEE DI AWS IKF root B, R GIE MK P Bt 62 F A9 B8 R 44 3th ik AN 23 48 B S BN AT 15 )
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Z5M. BARNETEEARAFNITERES. RPFRAFEIL , HEAXEZIERKITRA
FPRIBRITHES. BXERGUBAFFOEITNESHTEIR , 5K IAM AFEEPNEE
BAFFUENES

RE 5140

ERRESXR , ERAXAHF (BREEEEATRNENAF ) S5 MRHEENES 5 ORI
AWS RS B IR IEB#ITiEE.

BREBMm_RESNLSLAFER. Web B3R, Identity C enter BRFMWAF , REEAEH
AWS IR% B & 7RIS EREH1TIH E’JFﬁF'o AWS Directory Service %8k & & 13 17 /818 AWS
KA, TS EAR | AGREHIGRHER,

EEHMERFRIMNER , BIUEFER AWS IAM Identity Center. T LATE IAM Identity Center F1 612
FREE  taUEEHESIEECHNEORTHN—EARFNEYE , WETENRE AWS K-
R ARFHFEM. A5 1AM Identity Center KIS , iEZ % AWS IAM Identity Center Fi 3R 1+
Z & |1AM Identity Center ? .

IAM AP a4

| AM AP =& AWS K~ RERXNASRNARFEARENRN S M. EAENERT , RINBUE
ARG EILE  MARCBEAKHREIL (WEBMEEESR )W IAMAF, B2, IREA-LERE
MEAZRFERATIEUR IAM AP, BUERRIGRZRH, BXESES %%ﬁlﬁ C{IAM B4
M) PRNTRERBEIUENASL , NEFEENEHHRESA.

IAM AR —NEE—H IAM AP BB, BTeEFEREANEHESR, BUUFERAR—XIEIZINNA
PIEENR, IREAEAF , FHATUERMBEERAFNE, flin , BaEE— N8 INE
A | IAMAdminsH B iZEAR FEE IAM BIEHRER,

RAPREAGTE. AFrE—#5ENMARSNARFXEK K MACEELFTECHEANARA. AFE
BARANKHELE L MACRHAKNTIE. BETHRESER , H5H (AM AFERE) F/ IAM A7
OREIEESHS

IAM B

| AM A ERENEEFRENR AWS IKF NEH. BEUTF IAM AR , BEREARTXEK, EE

FIGRETEE IAM & AWS Management Console , A LA A FEI#E] IAM A6 ( 8E5 ) . &1

uﬁﬁﬂﬁAwstjAWSNNﬁ#iE%éE&¢RL%ﬁAﬁ@°ﬁ%ﬁﬁﬁ@%ﬁ&%%%m
,mZHE (IAM AFER) PR AABNE Z.

BHIGREIEN IAM BRELATERLITERER :
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- FTIRER AWS RE R H RO RENRNR — EFREAAFMITERERR TR , EEANTS
ERLAPIRTFNRNAWS FHEREE, SIEMRNRARTH AWS IKF, RMNBUWEEYELHN
BRI RAPIEY AWS BEFIEERBKE—SRINR, BXESEE , B2 (AM AFERE) HH
AWS FEEAX R TFREERNAWS FEEX KK,

- NARENR : £EMA IAM REERENREN , BRBEFRITESENNR. At , BABER
ERERMET AUNBERRRTHRE , BN SKERRTFAT, BXER IAM NANRBRNESE
B, #FZHE (AM AFERE) P IAM PR R FNER.

o {8 1AM KRR S — S REIHRIAER « 44 7] LA 6 58 B 7 I 540 SR BR I XS 2 4E RN SR A 17 ) o
Bl |, AR BRI R RIEESAMER SSL A REFIEHER, MERSBRERBEIHENSNE
A8, WA AR RARE T RSRENTHRINE AWS RS , a0 AWS CloudFormation. &
XEZEER |, 1EZH (IAM AF1ERE) P/ IAM JSON KB TE | &,

« £ IAM Access Analyzer BIEEHY IAM KEE | LUBRRRIVZ £ MEMIDEEM - IAM Access
Analyzer 2 IFF KR M B KR , LHREHAS IAM KEIES (JSON ) M IAM FH{ESE
B, IAM Access Analyzer 2 100 ZTKBEREMTIRENEI , URBEEHER L BEEMEN
K, BXREZELE , 520 (IAM AFER) FHEA IAM Access Analyzer KiiE KB,

- FEZEHHRIE (MFA)-WIR AWS IKFEHZRFE IAM AFSRAF , BEA MFA BRB R
2. BETRAM APIHRENTEE MFA | B MFA RA4RNEEHRED. EXESELS , B2
H CIAM B #ER) A MFA fRH APl 5[,

BX IAM AR RERRNESESR , H2H (AM AFER) $18 IAM AR £ HEXEK,

{# A Incident Manager 24| &

E1if "] AWS Systems Manager Incident Manager 2%l & , BX4FAE —ARENR. X LRSI
AREFFHMEFTH R AWS K FE Incident Manager BRIVIFAFEE . MRSIELSFENRIKNR
BEAFBNETHONER , XTHMTZREBAZE (AFRAE )  BFAFEEEMBEREZ
7o

NFXEA AWS CLI = AWS API AP , BEENHREFEEHFHENRE. HR , AALTFHRIEH
SEHMITH AP REMEE N ERAE.

NARAFNAGIUUEASHEEREHAMREY  TENEHER
g8IncidentManagerResolverAccess AWS BRI NESREk, BXREZEL , 55H (IAM
RFERE) P8 AP RINRER,

IncidentManagerResolverAccess
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RAriEmE

ARFAFEEMITE SRR

ZORBIGER T BRI |, LAY IAM AP EENRMNEEAS B ONNERANEE R, R

SREERHE LSERA AWS CLI X AWS API BU4wiE 75 = 5T B LR AR IR

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

},
{

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

}
]
}

BRI

TR RBIF , BERF Amazon Web Services ik~ H#Y IAM A P B EH —4 Incident Manager g

BIit %l exampleplan MR, LOEBEARVFIZA /R, FEH M ERIE TR

ET 508 RA
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ZEBANAFET ssm-incidents:ListResponsePlans, ssm-
incidents:GetResponsePlan, ssm-incidents:UpdateResponsePlan Hl ssm-
incident:ListResponsePlan R,

{
"Version":"2012-10-17",
"Statement": [
{
"Sid":"ListResponsePlans",
"Effect":"Allow",
"Action": [
"ssm-incidents:ListResponsePlans"
1,
"Resource":"arn:aws:ssm-incidents:::*"
3,
{
"Sid":"ViewSpecificResponsePlanInfo",
"Effect":"Allow",
"Action": [
"ssm-incidents:GetResponsePlan"
1,
"Resource":"arn:aws:ssm-incidents:*:111122223333:response-plan/exampleplan"
3,
{
"Sid":"ManageResponsePlan",
"Effect":"Allow",
"Action": [
"ssm-incidents:UpdateResponsePlan"
1,
"Resource":"arn:aws:ssm-incidents:*:111122223333:response-plan/exampleplan/*"
}
]
}

BT R RH KB R AWS Systems Manager Incident Manager
AWS Systems Manager Incident Manager X #EHEEER WA ITXIFBR R AN E T RIFRHNRREE,

SHERRTIFETHRRIVKRE , XERBELHEER AWS RAMAZHFIR.
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ETHRNFABBNITRIEERA , B EEAHEEFTOENEE WAL M ES4EEET 0
BANBEERRA.

BR#I4A 42151 Incident Manager Wa 571t Xl

AT REIEALPEFHL ID o-abcl23defs5 WAFLR TR , IRR AN TR myplan €%
HSEH,

ZConditionEREAStringEqual s Maws:PrincipalOrgID&MH4E , EEE AWS
Organizations HENFH R, EXXLEZMHBANESER , FEAEEBPIEERS.

"Version": "2012-10-17",
"Statement": [
{

"Sid": "OrganizationAccess",

"Effect": "Allow",

"Principal": “*”,

"Condition": {
"StringEquals": {"aws:PrincipalOrgID":"o-abcl23def45"}

b

"Action": [
"ssm-incidents:GetResponsePlan",
"ssm-incidents:StartIncident",
"ssm-incidents:UpdateIncidentRecord",
"ssm-incidents:GetIncidentRecord",
"ssm-incidents:CreateTimelineEvent",
"ssm-incidents:UpdateTimelineEvent",
"ssm-incidents:GetTimelineEvent",
"ssm-incidents:ListTimelineEvents",
"ssm-incidents:UpdateRelatedItems",
"ssm-incidents:ListRelatedItems"

1,

"Resource": [
"arn:aws:ssm-incidents:*:111122223333:response-plan/myplan",
"arn:aws:ssm-incidents:*:111122223333:incident-record/myplan/*"
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214 Incident Manager B3 A 1 8] F 44 B9 1 BR

AR R348 ARN arn:aws:iam: : 999988887777 :root HWEMFHIR FEZBKRE A mycontact €]
BEZHHNBR,

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "PrincipalAccess",

"Effect": "Allow",

"Principal": {

"AWS": "arn:aws:iam::999988887777:root"

},

"Action": [

"ssm-contacts:GetContact",
"ssm-contacts:StartEngagement",
"ssm-contacts:DescribeEngagement",
"ssm-contacts:ListPagesByContact"

1,

"Resource": [
"arn:aws:ssm-contacts:*:111122223333:contact/mycontact"
"arn:aws:ssm-contacts:*:111122223333:engagement/mycontact/*"

]

}
]
}

Bh Lk Incident Manager R HY B RS B FERE

BARERIERTERZEHE , IERMTRENIEFAANRESH AR NRTRER , B
RARXMEE, BETHNEBRNBITRALENEITHR SIS RRERALTR G RN TIR.

EHAWS  BRSEEARSSBEEFZIREL. BRSEURE RS ( EERAARS ) #A%
—MRS (REAANERS ) . BETHEAUERAFARS , £RAAMNEBETHENNRESS —#
ARSS PRV IR

AWS N RS ZEFRARMIER S P RRHOIEEHENR , UHEBERFRRNEZL, BNEBNUER
REREHEA aws :SourceArn M aws:SourceAccount £BHRHF LT XEH, XLER4ARE T M
ZBIR AWS Systems Manager Incident Manager Rt HARFZ R, MREEARNLBEEL
TXH4 , WER—KRBEBAFEA aws:SourceAccount {EH aws:SourceArn B 5| A H Ik
B, HAEAMERERIKS ID.
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aws :SourceArn WEMXARN ZE MW EHICRN ARN, NREFAEEFRHNTE ARN , REIEEE

EZNER , BEX ARN RABo EHAHEBEAF (*) B aws:SourceArn 2R E T X4, 4
W BATLURF aws :SourceArn I®EN arn:aws:ssm-incidents: 1111122223333 %,

EUTEEERTROIG | RAATLUER aws :SourceArn &4 %48 , ATRIESH125 ARN BREIxT
REAENIER, REMBRITR myresponseplan BIEZMWEHIERTREFERALAE,

{
"Version": "2012-10-17",
"Statement": {
"Effect": "Allow",

"Principal": { "Service": "ssm-incidents.amazonaws.com" },
"Action": "sts:AssumeRole",
"Condition": {
"ArnLike": {
"aws:SourceArn": "arn:aws:ssm-incidents:*:111122223333:incident-record/
myresponseplan/*"
}

}
}
}

£ Incident Manager BWIRS XA

AWS Systems Manager Incident Manager £/ AWS Identity and Access Management (IAM) A& 3548
KAE, REHEXABE—#E Incident Manager BEIEXBIMZBRAN IAM A€, BRESHEXRABERH
Incident Manager TlE X , BIFZRFREREFAEM AWS BRFFTENFTE R,

RSHEXA BT ERMIRE Incident Manager , BB AF RIS EMNPR, Incident Manager
EXHBRZHEXARHNE , BRIEZSAENL , B RE Incident Manager AIAMRAZA R, EXAIN
FREIEFEEREMNERE | AR TEEM BT E AL IAM SRR KB,

REEEERBREXBRE , BFERBRRSHEXAR. XFRP Incident Manager BiR , ARESR
2T E M BRI B IR A 1 8] A PR .

BRXERSERAGHEMBSNES , FSRAER IAM BIAWS RS HERBRSHXAEIIFER
NROES. FERREEFTZRSHRSHEXA BN EE,

Incident Manager B fR5 M A BN R

EHL B BAWSServiceRoleforincidentManager S I IRGSHEX AR, ABATEHLEBERARE
EEREHEEREMICRNMEXEIR,
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AWSServiceRoleforincidentManager fRFHXABEEATRERRKAZAE !

* ssm-incidents.amazonaws.com

ABMNPREM AWSIncidentManagerServiceRolePolicy fifF Incident Manager X118 & % R 58 BX
T84 -

o BE . BEZBRERRNFIERR LN ssm-incidents:ListIncidentRecords,

o BE BEiZRERRNMEARRLLN ssm-incidents:CreateTimelineEvent,

« B BEZREHEXHAERRLRE ssm:CreateOpsItem,

- 184 : all resources related to the action. £y
ssm:AssociateOpsItemRelatedItem

o BE 5ZBREEXNTERR LM ssm-contacts: StartEngagement,

« #4E : cloudwatch:PutMetricData%tXAWS/IncidentManagerMAWS/Usagednf Z= 8 A Y
CloudWatch ¥§#x

BYMEERR , £ IAM KK (AR, ARNAE ) 012, FEIMBRBRSHEXAG. BXESE
B, BEZH (AM AFERE) RiRSHEX A BRIR,

£1% Incident Manager BNIRSH< AR

BEEFHCERSHEXAR, HBE AWS Management Console, 2 AWS API F 872 & &8
AWS CLI , B4 EERANEUEERSHEXNAE,

MBELRREBSHEXAE  RAEESEEMNE , BAUUEAMEREERKF,APERNEBRLEAR, 01
S HIErT |, Incident Manager 2BIX N EBIERSHERAE,

%%%& Incident Manager HERSZHEXAE

EHEEBITATFEREE AWSServiceRoleforincidentManager REHx AR, ERIERESHEXAR
B, BRETLEERACHNEN , BENTRESHIASIAZAC, T , BAUFER IAM FEAEH
BB, BXEZER , HSN (AM AFER) PHRRERSHEXAE,

fHIER Incident Manager RS X AR

NRETBREEAENFTERSHXAGHNBIIRS , RNBWENRZAC, XFEFRIERK
ERHEEREFHREAXE, BR , BLARBRESAXBENRR , REFEFIMERE.
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ERBRBRSHAXBE , BLAERBREFE. BEREFIE LM ERTE Incident Manager H 62 M7 Y
FIERE , /BT, RRARN LKL, SEFERAELTCIERNEM, ARG SH REN
TR B R A EventBridge MM EF S BEBRIAN EN RSN, EREREFE | BLHMERZ
EEHPNENMKE,

(® Note

MR E & EMIBREIRET Incident Manager (RFEEFEAZAER , MRREETRES KK, W
REEXTER , BEF/ Lo EER,

| BRI 65 A B9 & I B2 R A X 38 AWSService RoleforincidentManager

1. #TFF Incident Manager #£%1& , RENENSMERIERRE,
2. EEHEPERE-IXE,

3. EFEMIBR,
4
5

EWIARIBRXE | 15 A X8 & PR EEMER.
EERXESR  EXMREHFNEPHAEXE. BER&ESE—NXEE , 2648 2BHAEERFERE

H &
EEA IAM FIRIBRBSAXAE

R IAM #2%& AWS CLI, = AWS API #fl Bk AWSServiceRoleforincidentManagerfRSHEX<A®. B
XEZEER ,EZA (IAM AFER) PHRIBRERSHEXAE,

Incident Manager lRE < A & X 51 X5

Incident Manager X FERFSAANMEXBHEARSHEXEE, BEXESEER , B2H AWS X
i R o

AWS M EE KB AWS Systems Manager Incident Manager
AWS HEXRKEHEMEENINII K AWS, AWS REREERNFZENLAGIRMENIR , LUE
B LFHBAAR. ANAE S ENR,.

FiclE , AWS RERB AT NENHEASRTFRENRENR , BACINTHAE AWS FFE
M. BMNBZWBIEHETENEAZSNES SR RERE -SRI NR,
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BT EEHR AWS HERBPE LR, MR AWS B AWS RERBPELHNR , MEHFLE
I3 ZREATXBRNFTEZERASH (AP, ANAE ). AWS BREAREERIFHN API HERS A
LAER#T AWS BRSS BY API R 1ERT E 3 AWS EE R,

BREZER , F5H (AM BAFERE) Bl AWS £E R,

AWS FEE B . AWSIncidentManagerlincidentAccessServiceRolePolicy

BT LA AWSIncidentManagerIncidentAccessServiceRolePolicy FiinZEl IAM 5
&, Incident Manager XE £ 151 K B& Mf 0 2 F Incident Manager X &REMITRIEM Incident
Manager A€,

HERBERTFRAENR , ATEHEERERRIMELEMTRPRRR AWS RS |, LR EXLERSH
M EAHEXBI R,

RERFHES

ZERBEBEU TR,

« cloudformation— A iFE4HE R AWS CloudFormation #t%, XEEH4HEEEF NN EEHHx
CloudFormation WE4 MR RFIAEMN,

+ codedeploy— RFZEFE ALELE AWS CodeDeploy S8, XRBHEERINSEZHHEXM
CodeDeploy &BE M B AT AT,

« autoscaling— ATZERAWELS#HEMITER (EC2) KHIRERE T Auto Scaling . X4
N, XHBHEERFEERNE T Auto Scaling A/ EC2 RHIRERAEL

"Version": "2012-10-17",
"Statement": [
{
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"Sid": "IncidentAccessPermissions",

"Effect": "Allow",

"Action": [
"cloudformation:DescribeStackEvents",
"cloudformation:DescribeStackResources",
"codedeploy:BatchGetDeployments",
"codedeploy:ListDeployments"”,
"codedeploy:ListDeploymentTargets",
"autoscaling:DescribeAutoScalingInstances"

1,

"Resource": "*"

EEERXRZEBENEZHAGE , BIERIARAH JSON KX , HSH
AWSIncidentManagerlncidentAccessServiceRolePolicyfE {AWS £ EFHSERE) .

AWS F£E X FKHE - AWSIncidentManagerServiceRolePolicy

B BEN AWSIncidentManagerServiceRolePolicy MiNZEI B/ IAM 324K, %M B ARSSAE <
ABKEKE AR Incident Manager RTREMITIRIE. BXREZELR , S £ Incident Manager B9
REEXBE,

BHRRFEHEERSILEMH, tIErEMEN. 812 Opsltems, XEk#XIE Opsltems. T4
BRI LU R R HEEHERE CloudWatchigFrEI X R,

RRIFAE R

ZERBIE U TR,

« ssm-incidents AFEERIEEGHFTEHVENEHENH. XRMVEWN , XHEWA R FREE
B & A HA (8] £ =445 T AR B TS

« ssm— AAFZEFEALIEE Opsltems FIXEKMEXRIE, XEEEHFFIE Opsltem B I R PT4E
58

* ssm-contacts

FH,

ARFEEFHBED), X2 Incident Manager TEE# & £ f 8 5B R A B R T4
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« cloudwatch— RFZEF AL CloudWatch f5tr. XREHEEREAFSETHNERBERIERE
XHVIEPRFTAEW

"Version": "2012-10-17",
"Statement": [

{

"Sid": "UpdateIncidentRecordPermissions",

"Effect": "Allow",

"Action": [
"ssm-incidents:ListIncidentRecords",
"ssm-incidents:CreateTimelineEvent"

1,

"Resource": "*"

.
{

"Sid": "RelatedOpsItemPermissions",

"Effect": "Allow",

"Action": [

"ssm:CreateOpsItem",
"ssm:AssociateOpsItemRelatedItem"
1,
"Resource": "*"
},
{

"Sid": "IncidentEngagementPermissions",

"Effect": "Allow",

"Action": "ssm-contacts:StartEngagement”,

"Resource": "*"

},
{
"Sid": "PutCloudWatchMetricPermission",

"Effect": "Allow",
"Action": [
"cloudwatch:PutMetricData"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"cloudwatch:namespace": [
"AWS/IncidentManager",
"AWS/Usage"
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EEERXRZEBNEZHAGE , BIERIARAH JSON KX , HSH
AWSIncidentManagerServiceRolePolicyfE {(AWS L E XS ZmMm) H.

AWS F£ERE . AWSIncidentManagerResolverAccess

B A LU AWSIncidentManagerResolverAccess KitnE| IAM £k , A FM1ESs). EFMEH
=, XtiFEMIIEEEEHEFHERTUIEFF N EHE4MAEXIE . &40 BUF L BERH i E
X B AR FHE Amazon Q Developer RS A G |, & BZEMNESHA TE4IMENEMEIRERE
RKENEFREAR, BEEATHIIXNARERFH Amazon Q Developer FEY IAM BUR |, 555 A
mazon Q F X EFEHRNARERFFEEFEH Ama zon Q Developer fEHI X N AR5 FIiE 1T S I
BRo

RERFHES

ZERBEBEU TR,

* ssm-incidents——&AILUBF B4, FIHWAITR, JHESF, EREH, JHRBEG. ¢
BEENRRAHES,. EMEELNEAHMES. BERAEXBMELS, FIHAXTE, IZAXM
BMEHRMEXIE

"Version": "2012-10-17",
"Statement": [
{
"Sid": "StartIncidentPermissions",
"Effect": "Allow",
"Action": [
"ssm-incidents:StartIncident"

1,

"Resource": "*"
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RAriEmE

}I
{

"Sid": "ResponsePlanReadOnlyPermissions",

"Effect": "Allow",

"Action": [
"ssm-incidents:ListResponsePlans",
"ssm-incidents:GetResponsePlan"

1,

"Resource": "*"

"Sid": "IncidentRecordResolverPermissions",

"Effect": "Allow",

"Action": [
"ssm-incidents:ListIncidentRecords",
"ssm-incidents:GetIncidentRecord",
"ssm-incidents:UpdateIncidentRecord",
"ssm-incidents:ListTimelineEvents",
"ssm-incidents:CreateTimelineEvent",
"ssm-incidents:GetTimelineEvent",
"ssm-incidents:UpdateTimelineEvent",
"ssm-incidents:DeleteTimelineEvent",
"ssm-incidents:ListRelatedItems",
"ssm-incidents:UpdateRelatedItems"

1,

"Resource": "*"

EEEAXRZEBNEZHAGE , BIERIIRAH JSON KX , HSH
AWSIncidentManagerResolverAccessfE (AWS B RIS EZIERE) .,

EHEERNT AWS HE R ER

EEHZBRSHARBREREESH AWS EERRERKTFEURIEETFRNEFEMAES. BXLETEAERNE
W ER , BT Incident Manager X471 £ 12X E LH RSS 1§ BiR.
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RAriEmE

B

AWSIncidentManager

ServiceRolePolicy — M

REA

AWSIncidentManager
IncidentAccessServiceRolePo

licy
— BEREH

AWSIncidentManager

IncidentAccessServ

. R RE

iceRolePolicy

AWSIncidentManager

ServiceRolePolicy — I

RER

AWSIncidentManager
a—

ResolverAccess

B

AWSIncidentManager

ServiceRolePolicy : ¥t
R

DU

EHEERRMT TN
R, AT SEHEERFAWS/
Usage & ZEBINMIENRED
ESIBN: 0] Il

EHEERENAWSIncide
ntManagerIncidentA
ccessServiceRolePo
licy XBFRELERYEER
7y —TERRER , RFER
& EC2 RfIREBE T Auto
Scaling 4,

SHEERMNT — BT
R, ZRBRTEHAEERR
EESHEEEM AWS R
% ARR.

SHEERMMNT TN
R, R SHEERERANERLK
WEENIKS

Incident Manager %0 T — I
B , AFBZIEHS. FiE
mRritkl, SIHEH. EHSE
. It RMSEL4, 08
ENRRMES, EMEEN
EHEEEA. BIBR B E X EtE
HEM4, JHMEXTE., fE
XTI B MEFHMEXRIE,

EHEEERRNMT — DU
BE 6 BTFSEHEEAT
HESH, QEREMEYSF
Opsltems, #12, <BERHEXI

B

20251 A 27 H

2024 2 A 20 H

202311 A 17 H

2022 £12 A 16 H

20214 A 26 B

20214 A 26 B
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
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https://docs.aws.amazon.com/ram/latest/userguide/getting-started-sharing.html#getting-started-sharing-orgs
https://docs.aws.amazon.com/ram/latest/userguide/getting-started-sharing.html#getting-started-sharing-orgs
https://docs.aws.amazon.com/ram/latest/userguide/
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F1E HZEBR AL i &

HRFEMEEFLSERAERAERAARMATRIAN , BRRA, WATR, LHitR, EMEHEFT
BREREERENEHES,

o

(@ Note

MRAEAEERFHEPEERRA, WAITTR, LRI, EspHE4  WaBREFIIXLER
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https://docs.aws.amazon.com/ram/latest/userguide/working-with-sharing.html#working-with-sharing-create
https://docs.aws.amazon.com/cli/latest/reference/ram/create-resource-share.html
https://docs.aws.amazon.com/ram/latest/userguide/working-with-sharing.html#working-with-sharing-update
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https://docs.aws.amazon.com/cli/latest/reference/ram/disassociate-resource-share.html
https://docs.aws.amazon.com/incident-manager/latest/APIReference/API_ListResponsePlans.html
https://docs.aws.amazon.com/incident-manager/latest/APIReference/API_SSMContacts_ListContacts.html
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https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://aws.amazon.com/solutions/security/security-compliance-governance/
https://aws.amazon.com/compliance/hipaa-eligible-services-reference/
https://aws.amazon.com/compliance/resources/
https://d1.awsstatic.com/whitepapers/compliance/AWS_Customer_Compliance_Guides.pdf
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-controls-reference.html
https://docs.aws.amazon.com/guardduty/latest/ug/what-is-guardduty.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/what-is.html
https://aws.amazon.com/about-aws/global-infrastructure/
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https://aws.amazon.com/security/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/infrastructure-protection.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/infrastructure-protection.html
https://docs.aws.amazon.com/STS/latest/APIReference/welcome.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-eni.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html
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https://docs.aws.amazon.com/vpc/latest/privatelink/vpce-interface.html#vpce-interface-limitations
https://docs.aws.amazon.com/vpc/latest/privatelink/vpc-limits-endpoints.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html#create-interface-endpoint
https://docs.aws.amazon.com/general/latest/gr/incident-manager.html
https://docs.aws.amazon.com/general/latest/gr/incident-manager.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html#access-service-though-endpoint
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{
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https://aws.amazon.com/compliance/shared-responsibility-model/
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_controlling.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
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https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-install.html
https://docs.aws.amazon.com/powershell/latest/userguide/pstools-getting-set-up-windows.html#pstools-updating
https://docs.aws.amazon.com/powershell/latest/userguide/pstools-getting-set-up-windows.html#pstools-updating
https://docs.aws.amazon.com/powershell/latest/userguide/pstools-getting-set-up-linux-mac.html#pstools-updating-linux
https://docs.aws.amazon.com/systems-manager/latest/userguide/security-best-practices.html
https://docs.aws.amazon.com/ARG/latest/userguide/welcome.html
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i, WUREBANR IP #uk, #H&IT 7 BFUARMANKIT 7T HUEE S, CloudTrail BEE2E
BEXEHEESR API RERAANGE. 1BXEZEE , BZHEAIZFE AWS Systems Manager
Incident Manager API 8 AWS CloudTrail,
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https://docs.aws.amazon.com/awssupport/latest/user/trusted-advisor.html
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SHEERNUTERKZEE CloudWatch,
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NumberOfCreateIncidents RN EHHE,

BREE [| ( Z=4E ). [ResponsePlan ].
[Impact]. [Source]. [ResponsePlan ,
Impact]. [ResponsePlan , Source]

B it
NumberOfResolveIncidents ERRNEHTE,

EREE [| (Z=4E ). [ResponsePlan ],
[Impact]. [Source]. [ResponsePlan ,
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https://console.aws.amazon.com/cloudwatch/
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EHNE4IET.

Across All Incidents BEHE AWS XEB S ML EER.

Response Plan name and Source BEE RN T RIFKRNEME ST IR,

Response Plan Name and Impact BEE R T RIF = E MR B NS 7E SR EIER.
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. FTHITIRIERVIZ R AWS BRSS. CloudTrail HEHEEBNATE AP BRABRIEH. HIRWER
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CloudTrail EHAELIERK", BEEFEHHELIEFT CloudTrail WEVEAT 2 A,
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
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EHEHEBRETEEH CloudTrail

EEEHRAERANPINERIITHERRENGESE AWS K/, XS NIZRFERIREE. BRIAER
T, CloudTrail iEZEEEH4,

AWS Systems Manager Incident Manager T E SHEEREH LTHRELZINEREEY, BXE
HEE TR AWS Systems Manager Incident Manager 2% E R /E/Y 53X CloudTrail , {55
AWS Systems Manager Incident Manager APl &,
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/creating-trail-organization.html
https://aws.amazon.com/cloudtrail/pricing/
https://aws.amazon.com/cloudtrail/pricing/
https://aws.amazon.com/s3/pricing/
https://orc.apache.org/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake-concepts.html#adv-event-selectors
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake-manage-costs.html#cloudtrail-lake-manage-costs-pricing-option
https://aws.amazon.com/cloudtrail/pricing/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/logging-management-events-with-cloudtrail.html#logging-management-events
https://docs.aws.amazon.com/incident-manager/latest/APIReference/
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UTFREIERTERZStartIncidenti&/ERY CloudTrail B&E%H,

"eventVersion": "1.08",
"userIdentity": {
"type": "IAMUser",
"principalId": "1234567890abcdef0",
"arn": "arn:aws:iam::246873129580111122223333:user/nikki_wolf",
"accountId": "abcdef@1234567890",
"accessKeyId": "©21345abcdef6789",

"userName": "nikki_wolf"
b
"eventTime": "2024-04-22T23:20:10Z",
"eventSource": "ssm-incidents.amazonaws.com",
"eventName": "StartIncident",
"awsRegion": "us-east-2",

"sourceIPAddress": "192.0.2.0",
"userAgent": "aws-cli/2.0.58 Python/3.7.4 Darwin/19.6.0 exe/x86_64 command/
ssmincidents.start-incident",
"requestParameters": {
"responsePlanArn": "arn:aws:ssm-incidents::555555555555:: response-plan/security-
test-response-plan-non-dedupe-vl",
"clientToken": "12345678-1111-2222-3333-abcdefghijkl"

b
"responseElements": {
"incidentRecordArn": "arn:aws:ssm-incidents: :444455556666:incident-record/
security-test-response-plan-non-dedupe-vl/abcdefgh-abcd-1234-1234-1234567890"
b

"requestID": "abcdefgh-1234-abcd-1234-1234567abcdef",
"eventID": "12345678-1234-1234-abcd-abcdef1234567",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"eventCategory": "Management",

"recipientAccountId": "12345678901234567"

LT RPIERTERiZDeleteContactChannel#/ER CloudTrail B&E% B,

"eventVersion": "1.08",
"userIdentity": {
"type": "IAMUser",

EREERSH DI T
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"principalld": "1234567890abcdef@",
"arn": "arn:aws:iam::246873129580111122223333:user/nikki_wolf",
"accountId": "abcdef@1234567890",
"accessKeyId": "©21345abcdef6789",
"userName": '"nikki_wolf"
I
"eventTime": "2024-04-08T02:27:217",
"eventSource": '"ssm-contacts.amazonaws.com",
"eventName": "DeleteContactChannel",
"awsRegion": "us-east-2",
"sourceIPAddress": "192.0.2.0",
"userAgent": "Apache-HttpClient/UNAVAILABLE (Java/1.8.0_282)",
"requestParameters": {
"contactChannelId": "arn:aws:ssm-contacts:us-west-2:555555555555:device/
bnuomysohc/abcdefgh-abcd-1234-1234-1234567890"
I
"responseElements": null,
"requestID": "abcdefgh-1234-abcd-1234-1234567abcdef",
"eventID": "12345678-1234-1234-abcd-abcdef1234567",
"readOnly": true,
"eventType": "AwsApiCall",
"managementEvent": true,
"eventCategory": "Management",
"recipientAccountId": "12345678901234567"

£ < CloudTrail FSHAMEELR |, 1521 (AWS CloudTrail BF#ERE)Y £/ CloudTrail & &R E,
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https://docs.aws.amazon.com/cdk/api/v1/docs/aws-ssmincidents-readme.html
https://docs.aws.amazon.com/cdk/api/v1/docs/aws-ssmcontacts-readme.html
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/Welcome.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/Welcome.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/AWS_SSMIncidents.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/AWS_SSMContacts.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/
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7 =B’ PagerDuty ARSS 5 B EIMe B i X By 25
PR E M BT it Ko
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ServiceNow ffEF AWS RSB EBIEERS , B LUF Incident
Manager 5ServiceNowEF=HE=H THhER
BEEEK.

BB &£ /5 ServiceNow , HEEEHEEIEH
BIEFEHR , ERESTEF ServiceNow B
BEH, IREE ‘SHEER PENSH

T X AN B4 1TIXEEH ServiceNo
wo HNRIETE Incident Manager = H i RE 4
ServiceNow , NI & B RIE A F B K & &K 7
REANMNRSHPHEH,

BEXEZER , B2 (AWS RS EEEES
EERIERE) AWS Systems Manager Incident
Manager ServiceNowH B “£ %,

Slack Slack REET=WIMETE , HTHEAER.
MMM WARXHHE,

PRATLAEE S — /" Slack BEI N EHEHEB0E
BIRIE | # A BN SEHEE SRR Slack £
Amazon Q Developer WEI X FAREFF , AR5
FFiZ 558 R B e Rt R
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https://www.servicenow.com/
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Terraform HashiCorp Terraform 2 — &R Ef & e B
WB(laC)#HMHITE , eREGTITRE (CLI)
THEREXREERZRHERS. XITF Incident
Manager , A LAfE A Terraform Sk EE S 12 4
UTHEAE :

SSM EHEERKRARR

e aws_ssmcontacts_contact

* aws_ssmcontacts_contact_channel

* aws_ssmcontacts_plan

e awssmcontacts_rotation

SSM B R A B HEIR

* aws_ssmcontacts_contact

* aws_ssmecontacts_contact_channel

* aws_ssmcontacts_plan

e awssmcontacts_rotation

SSM Incident Manager &R

« aws_ssmincidents_replication_set

* aws_ssmincidents_response_plan

SSM Incident Manager Z#E3RIR

« aws_ssmincidents_replication_set

* aws_ssmincidents_response_plan

$F PagerDuty 15 R ZIEF%1E AWS Secrets Manager Z 47

PagerDuty BRI XIFF B EERE , SHEESTRIT PagerDuty A EMA :
« PagerDuty HZEEEHEERP OB SM4N , SHEERSEPOEENNES.
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https://registry.terraform.io/
https://registry.terraform.io/providers/hashicorp/aws/latest/docs/resources/ssmcontacts_contact
https://registry.terraform.io/providers/hashicorp/aws/latest/docs/resources/ssmcontacts_contact_channel
https://registry.terraform.io/providers/hashicorp/aws/latest/docs/resources/ssmcontacts_plan
https://registry.terraform.io/providers/hashicorp/aws/latest/docs/resources/ssmcontacts_rotation
https://registry.terraform.io/providers/hashicorp/aws/latest/docs/data-sources/ssmcontacts_contact
https://registry.terraform.io/providers/hashicorp/aws/latest/docs/data-sources/ssmcontacts_contact_channel
https://registry.terraform.io/providers/hashicorp/aws/latest/docs/data-sources/ssmcontacts_plan
https://registry.terraform.io/providers/hashicorp/aws/latest/docs/data-sources/ssmcontacts_rotation
https://registry.terraform.io/providers/hashicorp/aws/latest/docs/resources/ssmincidents_replication_set
https://registry.terraform.io/providers/hashicorp/aws/latest/docs/resources/ssmincidents_response_plan
https://registry.terraform.io/providers/hashicorp/aws/latest/docs/data-sources/ssmincidents_replication_set
https://registry.terraform.io/providers/hashicorp/aws/latest/docs/data-sources/ssmincidents_response_plan
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 PagerDuty SMEHRFERBREH PagerDuty BIZHN S ITEREMARKE., B2 , EHEESRT2
& A& PagerDuty BLiE,

- BEHEERTUNBMEFIENEHIER LM PagerDuty , % 2,000 MNER,

- BEHEERPHERMEX PagerDuty B4R |, B LLEE BIBREH,

E¥ Incident Manager 58X PagerDuty , 240 % 1E 612 — /> AWS Secrets Manager ‘@& 129
PagerDuty N ZEH,. XEATFEHEERSEMN PagerDuty RSH#HITEE. AR , BUUEEHE
B A A [ R 1T X 2 & —IN PagerDuty BRS5.

&R 1E Secrets Manager F 8|22 1Y Z 240 AL EHAK JSON BXEBEUTHA :

- X B PagerDuty Ik~ #) API 248, SR CAEABEA A REST API 48 , WAl AMERARAF G
REST APl 4R,

« &Ky PagerDuty 33 H B A - B8 F BB 4R ith ik,
. BEBFIHABAM PagerDuty FRE X,

® Note
PagerDuty FiBiHF AT E RS E BB EIRE — MRS X E,

FREM
£ Secrets Manager FRI2Z 4w , FREASHRZUATER,
KMS #4A
1B ATERTE AWS Key Management Service (AWS KMS) 18| 2 1 % 7 15 & R4 X 2 2 B r 247

HITINER, BEGEFMH PagerDuty FIEHZARIEE L B4R,

/A Important
Secrets Manager 2 7 A MZZEAWET AWS REXNZR , BFXFXfmEEN,

EFREABRHLTBEUTESR !
- BARE  BEXNH.
- BERE  RRNEMBEE,

fF PagerDuty 5 A4 E 776 £ AWS Secrets Manager 248 151



Incident Manager ArfEm

- Xt MREFWAURISEFBSAMXE AWS X, FEAEES XEENR.

Cagi

BLEN R TR AP A TRERARE T RIRA KM kms : GenerateDataKey Hl kms:Decrypt
PR, ssm-incidents.amazonaws.com REFHATIAEZHAE T RROKEH
kms:GenerateDataKey 1 kms:Decrypt XBR,

AT RBEUEEE TIX R, EA user input placeholder Bt hEHCHEER,

"Version": "2012-10-17",

"Id": "key-consolepolicy-3",

"Statement": [

{
"Sid": "Enable IAM user permissions",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::account-id:root"

.
"Action": "kms:*",
"Resource": "*"

"Sid": "Allow creator of response plan to use the key",
"Effect": "Allow",
"Principal": {

"AWS": "IAM_ARN_of_principal_creating_response_plan"
b
"Action": [

"kms:Decrypt",

"kms:GenerateDataKey*"

]I

"Resource": "*"

"Sid": "Allow Incident Manager to use the key",
"Effect": "Allow",
"Principal": {

"Service": "ssm-incidents.amazonaws.com"

}I
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"Action": [
"kms:Decrypt",
"kms:GenerateDataKey*"

1,

"Resource": "*"

BEXRUBEFREAZHENESEER , 21 (AWS Key Management Service FF & AR ER) &
B BN INEE KMS 241, BX AWS KMS Z4AMESEL , HSHEAWS KMS #2.

NRAENEFREABABEZINAEER , NAUREERBIUMNXERR, BXERS
REAZHAPEHNEMNELE , 550 (AWS Key Management Service FF X A RIER) RHEN
BHAERK,

® Tip
BRI L ERMRANRE —SREITHRINR. a0, AT REE RF &S Secrets Manager
WRIEERE (HZEBMN ) XiF (us-east-2) F#Y Secrets Manager :

{
"Sid": "Enable IM Permissions",
"Effect": "Allow",
"Principal": {
"Service": "ssm-incidents.amazonaws.com"
1,
"Action": ["kms:Decrypt", "kms:GenerateDataKey*"],
"Resource": "*",
"Condition": {
"StringEquals": {
"kms:ViaService": "secretsmanager.us-east-2.amazonaws.com"
}
}
}

GetSecretValue F 7]

BIZMAITRIE IAM B4 ( AP, AGEEA ) XTHRE IAM R

secretsmanager:GetSecretValue,
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https://docs.aws.amazon.com/kms/latest/developerguide/create-keys.html#create-symmetric-cmk
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying.html
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fF PagerDuty T [EZIEZ % 1E AWS Secrets Manager %47/

1. B (AWS Secrets Manager AP 1EM) H 82 AWS Secrets Manager Z4A PSR 3a PP
BRI 1THERAE,

2. EHFR3bF, NTFEHAMEX , BHRITUATERSE
o EBRAXFETF,
o FEESRHERANBTERNLIT JSON &

{
"pagerDutyToken": "pagerduty-token",
"pagerDutyServiceRegion": "pagerduty-region",
"pagerDutyFromEmail": "pagerduty-email"

}

o TEBFMEH JSON Rl | placeholder valuesBULTAHRE#

 pagerduty-token : # PagerDuty Ik = R HY B 5 RN R REST API B4 A~ T hE
REST API Z4AfV{E,

BAXMEKRER , HSIPagerDuty Z1REFR API 5 R 240,
« pagerduty-region : B PagerDuty 718 PagerDuty B EIE OB BRSS X i3,

BXHXEER |, 55 @PagerDuty MIRES KRS XiF,
- pagerduty-email : J& T PagerDuty FiE 8 A F BB KB FHR 4ttt

BRMEXEER , B2 HPagerDuty HiIREHRMNEER,

LTRRAIERT BEFE PagerDuty RIZH TR JSON 4 -

{
"pagerDutyToken": "y_NbAkKc66xyYEXAMPLE",
"pagerDutyServiceRegion": "US",
"pagerDutyFromEmail": "JohnDoe@example.com"
}

3. EHFW3cH , NXTMEES , AREENFS L—BD ERFAFAFIERNESEEXE
o

4. HEZRAcH , ¥TREFEMR , FITUTRAE
- EBAREERNR,
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https://docs.aws.amazon.com/secretsmanager/latest/userguide/create_secret.html
https://support.pagerduty.com/docs/api-access-keys
https://support.pagerduty.com/docs/service-regions
https://support.pagerduty.com/docs/users
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. ERRENR.
- NXRBAEPHRNNBTEZEHRNET JSON E

{
"Effect": "Allow",
"Principal": {

"Service": "ssm-incidents.amazonaws.com"

},
"Action": "secretsmanager:GetSecretValue",
"Resource": "*"

}

® ﬁ?%ﬁﬁo

5. EHFWAdF , WTEHBRH , MPFEITRIEFBZN AWS X, BT TIRE
- EBFEHEH.
o XTF AWS X, EEREHE S HIE R RIH X .

« NTHNEZRH , FREREZXKESCERRNEFN T ZXENFE CREZGHIRIIERNESTE
XEHR,

«  XNFEEM—NAWS X , FEERNXE , RAEERXEEHRNEFRERNA,
6. SR (AWS Secrets Manager FAF#E/) HAIE AWS Secrets Manager Zi P E RS IR,

AR U PagerDuty BRI MNZE Incident Manager EHTERBNER , BSREEH N
PagerDuty ARS8 5 2 1 Bz it Xl o i 2 e Bz it Kl

BEXER

WAl Fi PagerDuty FSEF B4R B3h{t AWS Systems Manager Incident Manager ( AWS = &5
MEBEE)

{AWS Secrets Manager FiFF1§/@) FHITE AWS Secrets Manager ™ B 2 47 22
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https://docs.aws.amazon.com/secretsmanager/latest/userguide/create_secret.html
https://aws.amazon.com/blogs/mt/how-to-automate-incident-response-with-pagerduty-and-aws-systems-manager-incident-manager/
https://docs.aws.amazon.com/secretsmanager/latest/userguide/security-encryption.html
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AWS Systems Manager B4 & 1 85 U fE BEBR

MREELEMA S AWS ystems Manager S4EERMNBREE , IURBERINVRERRERAUT
BEXRBRAE, MRUTEERBEELEINRE , FEELZHBREOBERIBPREE , B
RAWS X

F&

- §51%HE : ValidationException — We were unable to validate the AWS Secrets Manager secret

o X3 E R B 1T B HERR

fHiRHE : ValidationException - We were unable to

validate the AWS Secrets Manager secret

B 1 : BIZEIERiTRIE AWS Identity and Access Management (IAM) &3 ( A, AGSEA )
5% B secretsmanager:GetSecretValue IAM X PR, 1AM 53 AT A LN PR F BERIE Secrets
Manager Z4A.

o FBRFER : FRDH secretsmanager:GetSecretValue MEFMEI IR ITRIE 1AM B 17
Y IAM KB, BXER , F2H (AM BFERE) AN IAM S GRER (26 &8 ) RN IAM
B (AWS CLI),

B 2 ZBREREKMAYF IAM BH1E1T GetSecretValue BENETERNER K RNEETAE
TRERBRIE 4 48 F1Z B IR

- BRAR  EFHANETRRNERPOIERRIMN—5% Allow B8 , RF IAM 548
secrets:GetSecretValue R, & , WRFEHK Deny FATE IAM B3 , N EH KR
LEZ BB LUaTiZIRE. BXREER , 2 (AWS Secrets Manager AF 1) F K7 AWS
Secrets Manager %% 4R Bff iniX PR 5% B o

B 3 : X ERAREM A E Incident Manager BRS 4k ssm-incidents.amazonaws.com

HYE T B IRAY RS
c BRFR  CBRRNEHMBZANETHRNER , HES TR :

{

f5IRHE : ValidationException - We were unable to validate the AWS Secrets 156
Manager secret


https://aws.amazon.com/premiumsupport/
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html#add-policies-console
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html#add-policy-cli
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html#add-policy-cli
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_GetSecretValue.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/auth-and-access_resource-policies.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/auth-and-access_resource-policies.html

Incident Manager ArfEm

"Effect": "Allow",
"Principal": {
"Service": ["ssm-incidents.amazonaws.com"]

iy

"Action": "secretsmanager:GetSecretValue",
"Resource": "*"

B 4 : AWS KMS key EEMBZANFTREFEENZS  AELENEFREZHTOEHERE
BIRE EIEARE IAM X BRkms : Decrypt. kms:GenerateDataKey*=#& , BIZ IR 1T KIHI IAM
HHEE%HE IAM X PRGetSecretValue,

- BRAR  BREFHE XN PagerDuty 1 RIFEIF 7 7E AWS Secrets Manager 248 A R %
H TR ER,

B 5 B BEAIEME REST API 4 A F 8 REST API Z4AME4A ID T K.

- BRAR  BREEBEMAT Secrets Manager 48 ID , TEZ=E, IRUMEFEREFRANE
AR — AWS X3 # 5 T4E, BT EERE A E MR 4R,

B 6 : ERDEIERT , Secrets Manager RS TJRELBEI[E R , ;& Incident Manager AIRE L EE

HBE,

c BRAR . BZE) o8 , AFEiR. EFAWS Health Dashboard 2 & 171 7] 8E &2 — BRSSBY [R]
B

Xt ELth [R] B 1T # PR B BR
MBHEOSBREFREN AL , WTHUMATFRRFHEESHE -

« BX15E Incident Manager 2% & Bt Incident Manager 481 1AM @& |, 259 3 AWS Systems
Manager Incident Manager & 13 #11j iR 3 1T BEEHEER

« BXVE N —#% 59K E R EB AWS Management Console , 2 IAM AFEEEHH IAM
SRERE
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https://console.aws.amazon.com/systems-manager/incidents/home
https://docs.aws.amazon.com/IAM/latest/UserGuide/troubleshoot.html
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https://docs.aws.amazon.com/incident-manager/latest/userguide/incident-creation.html#incident-tracking-manual-permissions
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