aWws
A RISE
AWS HealthLake

Copyright © 2024 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.



AWS HealthLake FEANGIER

AWS HealthLake: FF & A G iEE

Copyright © 2024 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.

Amazon FIEFRFE L AR A BB FEMIE Amazon WERBRS , AR BLEAATRESIEEZFE
&, BRKIKS Amazon WA REH., PIEIE Amazon HEMEMBEIRO AR BFIEENMT | XL
FrE& T BEME T Amazon., 5 Amazon BxBk=iH Amazon #Bh , th AIEER 2 aNkk,




AWS HealthLake FEANGIER

Table of Contents

FEAR AWS HEAINLAKE ? ...t e et e e e 1
BIZFAL AWS HEAINLAKE .....cveeeeeieee ettt e e e e e eee e aaeeaes 1
HEAINLAKE P ... ..ot e et e e ee e 2
IEAETAIE] HEAINLAKE ... ettt 2
H P A A R I A BB B B oot ettt e e et e e et e et e e et e e e e e e e e e 3
B T e ettt ettt e et e et en e 3

BIMA] AWS HeEAINLAKE JB 4 .. oo et e et e e et e e et e e et e e e e e e e eeeeees 4
B A B T oottt et 4
FHIRRE S T AP R oo ettt e e e et e e et e e et e e e e e e e ee e e e eerneeaas 4
B &R B B3 EKFHIR DocumentReference iR .......ccoooviveeeeeeeeeeee e 5
R SQLE T E R A B TR et 5
R FHIRRE S T AP R B I T a8 3R oo e e et r e e 6
B B A B <ottt 6
B B B <ottt 6

SFFBIBL B STHEIRAE ..ottt ettt e et e e ettt et et e, 7
R R IR EBIFHIRBL B ST .ottt 8

T B Y BB I B ettt et et 10

R B B PR oottt ettt e e e 11
TE T IREL AWV S K oottt ettt e e ettt n e 11
B B A B I T R A R BT B o oottt 12
REEHEANAMALRAE HealthLake (IAMBEER ) woooooeeoeeeeeeeeeeeeeeeeeeeeeeee e 13
£ Lake Formation FRMAFHACENBIEBAMEER (BER ) e 14

B BB Tt oottt et 17
BIEBIEF M (AWS Management CONSOIE) ..........cceoveeeeeeeeeeeeeeeeeeeeeeeeeeeeeee e seeeeee e seeeeenenes 18
BIEBIRTFME ( AWS CLI Fl AWS SDKS ) oottt ee et eaeeenee e 18

B A T e et e e e e r e e 21
T A E G R B AITUPR .ottt 21
FEFRBHG AES HEAINLAKE .......eeeceee et 23

AP HRIE S A ST ..o e ettt e, 24
BB A E S (BB B ) oo et 24
T B S ON I oo e 25
R : ERBHIEIES AMES AWS CLI oo 26

B T ettt ettt 29

T R G R B AU BR ..ottt 30




AWS HealthLake FEANGIER

f# F HealthLake 32 &| A S HEIETL AWS SDKS ....oovieeeeeeeeee ettt 32
I B B B TR P B H ST (B ) oot 33
MIEBIEIRTZME S ST (AWS SDKS) .ot 33

E FFHIRRES T AP R E G BB .ottt e, 34
TR BB BT B B LA oottt ettt 35
5 = =34 Yo 1y OO 35
BB @ XPOT IR oo 36
B T S T SR oottt 39

B R BB T ettt 43

B B BB AT (F 8 ) oottt 43

T BRETAZEAZME ( AWS SDKSFT AWS CLI ) oo, 43

FHIRRESTAPIZEZ ..ottt ettt et et ettt ettt 46

I BB T R 2 B ettt ettt 47

CRUD BAE .ottt ettt et ettt een s 49
LIS I 5 SRRSO 50
GE T BB 3R e ettt ettt ettt ettt een e 51
LU I - =SOSR 52
DE L ETE B3R oot ettt ettt ettt e e 55
B B B SR .ottt 55

B R B TR oottt ettt ettt ettt ettt ettt n s 63
I B B B2 T oottt ettt e, 64
R RIEZTR BTN HEAINLAKE ..ottt 68
AT R B I oottt ettt ettt ettt ettt ettt ee 73
I B B RS oottt ettt ettt ettt ettt ettt et 73
I TR BT HEAINLAKE ... ettt et et en s 74
B P O S T TR T T E ZE oottt ettt ettt ettt ettt 74
B GE T R I B T R oottt et ettt 84

T I B B 7T T T ettt ettt ettt ettt et et et ettt ettt ettt ettt eree 102
B4 TERRASBY B IRITT AT FHIR oottt ettt ettt en e, 103

TEA STTFHIRAPIBETETR oottt ettt ettt e e et e et et e e et e et ee e et e e eeeee e 104
RS BB B H R B T R R oottt ettt ettt ettt 104
T A BT B B oottt et 104
TBA ST AR A Start B IE  @Nd oo 106

B HIFHIRAPHEAE ..ottt et ettt 111

B FISQL BB ..ottt ettt ettt 112

CONNECt B B B B TE M oottt et ettt ettt et 113




AWS HealthLake FEANGIER

B T T B R B ettt e e e 113

F N (1= = TN TP 115
ERAEEIN HealthLake BIETEME SQL ..ooooeeeeeeeeeee et e e e 116
SQLE A E T T I B BT EE I ..ottt 122
VPCHE BT (AWS PHVALELINK) ... oveeoeeeoeeeeoe oo eeee e eee e eee e eeeeeeeeeeeeeeeees e ee e eee e 129
HealthLake VPO MUIERRIEII ...oovi ettt e e e 129
RAUTHRHREBIZBIFEOVPCIRR © HEARNLAKE ... ..o 129
HBIBVPCAIR T RIREE HEAINLAKE ......oveeeeeeeee e 129
TEARFRIBETR AWS HEAINLAKE ......coeieeeeeeeeeee ettt 131
BB R R oo e e e e e e e e e e e e e e e aaas 132

R TR B ..o ettt e e e e e e e e e e r e e e aeraaas 132
R L SR oottt e e 132

B o a0y 1 1 eSO TT TR 133

B B B T I R oottt ettt e, 133
B B T D BB R R oottt et 134
o 1[I (=IO 135
FEFYETE CIOUAWALCK ...ttt e e 135
BB HealtLaKe FEHBR ..o oo e, 137
B B R .ottt ettt et e e, 138
SMART |, BATETIE] © FHIR oot e e e et e e et e e e e e e e et e e e et eeeeeeees 139
BABIRTETESR oottt ettt a s 140
A B I IR G B TR oo, 141

A B BRI oottt et 141

S T B B oot e e e e e e e e a e 142

B 3T R A B B .ottt ettt 142
HealthLake BB TE M FHIR G R AT B BB .ooveeoeeee ettt e et e e e e e e e e 142
AT B BRI oottt ettt ettt e e 143
AWS LambDAa BB ..ottt 144

B B R GS B tE  ooeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeen 149
T80 o Ts U 7 = = RO P PRI 152
BAARET Lambda BB ... e, 153
FIEE) Lambda BEERBLEB H AN oo 153

Bl B FHIR B SMART B B B BB TR oot e e e e e 154
B B BT et 154

L N - OO TTRT 155
R T R BT XA e ettt et 156




AWS HealthLake FEANGIER

FHIRRE S T B SR R oo e e e ettt et e et e e e e e e e e e e e e e e e 157
BEXRIAEFHIRAWBIBEFEHFTERI TR SMART ..o 157

& P N ARF A Sz HMFHIRE AR BIEE M F1E R HealthLake Ei3E SMART ........ 159
BRI B ARIB T ALIE oottt 160
5 # Comprehend Medical 5 HealthLake .............cc.coveiueiieieieeeceeeeee e, 161
B FHIRRE ST AP B E BE AR ..o e, 162
Amazon Comprehend Medical iz & faZAPI4 E# R HealthLake ...........cocovevvvvevennee. 162

B R D Bl oottt 178
T M e e et e r e et a s 181
BRI oo e e 181

BB S B oo e e e e e e e e e e 182
AV S B BT KM S B A oo ettt e et e e et e e e e 182

B P R B KM S BB oo et 183

B B T B B ] oot 183
FEAEFPIEEKMSE AT ERIAMIBIBR . e, 184

R B B e et e et e e e e e e 191
BRI B IR .ottt ettt e ettt n e sttt an e 191
B R ettt et e e e e ——ee e e e et e eee e e —eeeeeteeeee—teeae—ee e e eeeae e e aai—aaaas 191

ER BB BITEADIIE ..ottt 192

B TR B B IR IR ..ottt 194
AWS HealthLake FNAIFE TAM ... e 196

BT BBITRBE TR oottt 202
AV S FE B TR B oottt e e e e e et e e e e e e e e aarae e 204

T BBIIEEE .ottt en 208

£ AWS CloudTrailid & AWS HealthLake AP R ....ooomm e 210
AWS HealthLake CloudTrail FIHIE R ..o, 210

TH#E AWS HealthLake BRI ..o 211
BHMEIRTIE ..ottt ettt n ettt en e 213
B et e et e et e e e e e e e e e e 214
B Y A= TSRS 214
T R E T oo et 215

D L ..ottt e e e e e — et e e — e e e e — e e e e ——e e e e —e e e e e e e e e aa——a 216
B S T R ettt ettt e e et et et n et et et e e e e en e 216
AIBRSSEL AT HEAINLAKE .......ooveeeee ettt e e et eesae e e aneas 216
BB B E B ...t et e e et e e e e e e e e e e e e ee—e e e e e e e ae e e aer——aaans 222
R ARETEBIR HealthLake BIIBTEME 2 ooooeeeeeeeee e 222

Vi



AWS HealthLake FEANGIER

R AN K B BB R B e, 223
BRI BIZB IR FHIR RESTIUIAPIS 2 oottt e e e e 223
EHBIER R FHIR R4 &= FIEBEFEFD HealthLakeM 2 ..o, 224
N AREFEATFREKMSEZA MEZ N HIEF# 2 U E AccessDenied £k ?
LR R S I 10 AN 224
T A TR T B A R T 2 e ettt ettt 224
WA 3R B ToELL IB B DocumentRefErenCeBIR 2 .....veeeeeeeee e 228
EBIABIEEMEUERD AMAzon AtNENEG .......ooooi oo, 228
FF Athena FEVERERIEZTIIEMIRS AWS .o 229
FHESATBIEFMET , Athena BHEI AT EIEE T e 229
A AT RN INET B B E S & 18 R PutDataLakeSettings Bt & H 31 Lake Formation I FR4E1R :
laKETOIMIALION & 2 e —————————————————————— 229
WAFF /S HealthLake S BRI B SRIB T ALIBINEE 2 oo 229
BREOBIEFHRARM “ETEBIER” BT oo 230
R SDKBIE M A B R AR B R E TR AIRZS oo 230
EXF— 10MB XREMIFHIRPOSTAPI#E/E I HealthLake T 413Request Entity Too Large £
RO e e et e eeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeseeeeeeeeeeeeeeeeeeeeeeeaeeeeeer—————eeeetaaeeeeeeeeaaaaaaer——————— 230
A TT TR T oottt ettt ettt ettt et e, 231
AV S Al R oottt e et e e e e e e e e e e e e r e aaaas 233
..................................................................................................................................................... CCXXXIV

Vii



AWS HealthLake FEANGIER

4 B AWS HealthLake ?

AWS HealthLake Z —THIPAATF & &4 R AR REEREM FHIR (R4) FSB 31T IN REIEHEL,
FHM DRSS .

@® Note
2023 2 A 20 B2/E , RIAMERT , HealthLake i FERTERAERN BRIESLE

(NLP), MR EENBEHEFME LS HLINEE , BESH “WELER —Z W[ F HealthLake
SR BERIEESLIEINEE ? BH,

Health HEE AT B EF —H. CERHURIFEHLHN , FRESHERKICRK, XRERE. KRR
R, BEITE&K, FERXTE M E FIHE (HIWOBEECCR AMEEGEE ) H,

B RERMHE A LUEA HealthLake £ AWS mipfri#. #ik, EWM O EHIE. £/ HealthLake
ERNEZBRESLE (NLP) Zh8E , BRI LD R B TRRRAIESHWILIGRI A, HealthLake &
RAERESAEERBRIFSHCHE , HREBRANERNERIIE, ERLER HealthLake S %
£, ERAETHFRITNAXANBEFSRRITAEL. ReIFNEB1L,

HealthLake &5 5% Athena F1 Lake Format AWS ion 5K, BRI LAMEALLERREREZNHEST
f#£SQL.,

B 4 AWS HealthLake

f£Bh AWS HealthLake , &AL :

o REBEBRAFRERERE — SO LU IRRET ERESERR FHIR) X4 ( 2R IEKRIZR, £
BERE, RRRBE ) #tIES AL SRR FH KRS (Amazon S3) F#EE. RE , BAUET
BN ARERTEREDERXERIE,

« FRAFHIRRESTAPIR{E- HealthLake X #F# AFHIRRESTAPHEEX BiiEF M 04T CRUD (Create/
Read/Update/Delete) #41E, FHIRZEZFE R,

- @@ ££. HIPAARAZH BT TEITHN AN RENHIFEFEMEE AWS =if — B BURIZFHIRE
RNEEHE , METFEi, HealthLake SIZZATEIAFHFINSMNEENRENTEAR , FHLU
R4 FHIR #RAEME I H it TR,

#4574k AWS HealthLake 1
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 Athena ££fX HealthLake — 5 Athena WEREKRE R AU SIZRE FSQLE KINENER , ATl

BNREFEFNFTESME. RAE , BUUETENARRPERXLEHRIE , 0 SageMaker Al SRl
GYEFEIERE | HEMEH Amazon QuickSight SR EIZENRARFEIE AT,

- FRATIHNVESEY (ML) BRZRIEEW{LEIE — F£H Amazon Comprehend Medical

HealthLake 12 ERNEFZBRBSLAE (NLP), RBEZNAHFEBEA TN ML EE#H 1T
B, XEERLTYEL , TUEBRNMELBILETRBEETREELNES. GRS EST
NLP , B L BIMNEZXAHIRESEA ( fINEFTTRFFZAY ) . EEXR (HIUAYREFE)
FSRARSSHAE (a0 , PEMESRBAMR NS R FARETE ) #idE. HealthLake RERFBIFMA. ERFR
MBBFRR. SNBORMAFAZRMSE. WNEF MedicationStatement BIRIEHE,

HealthLake FA 45l

& LA HealthLake AT TETFRENHARERF :

- AORREEE — HealthLake BBETFREBAHALSITAORERT, S£RMEAR, XATLAAFBYA LR

EREREERFNTER  AEREHFNPEEESR.

. REFERE — BULASEFENEENE | HealthLake BHIER. RERKLATNERNE

AARNMPEEZE  ReFEREHREAE,

« MILERME — HealthLake NEFRREXBIMMYRZITE | IREHRERMB L EFRRR,

SN

IEFE 17 18] HealthLake

& LA HealthLake &3 AWS Management Console, AWS Command Line Interface (AWS CLI) 2
AWS SDKs,

1.
2.

AWS Management Console — =& Al A T 15 RIFY Web 5LH HealthLake,

AWS Command Line Interface (AWS CLI) — I & AWS fRFiRtan+ , ©1F HealthLake
Windows, macOS # Linux , #XFXERS., BXTZENEZEE AWS CLI, BSHRAWS
Command Line Interface.

. AWS SDKs— AWS 124SDKs ( A X EH ) , HEHEEEATEHEREESNTEA

( Java, Python. Ruby & ) WEMTRHIKTE, NET. i0OS, REZE ), SDKsEM T —HEENH
SERBIEXT HealthLake MM RZETHE AWS, BXEZER , B2 HEAAWSSDKT Python i,

HealthLake F3 4l 2


https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-getting-set-up.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-getting-set-up.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/index.html

AWS HealthLake FEARIERE
HIPAAR K MBIELZ S

X2 —THIPAAR S &HHRSE. BXx AWS 1996 FEXERBERRABETEER) (HIPAA) LI fE
B AWS fRF4AE, EHANERZIRAFNEEEE (PH) WESZEER , BSHEHIPAAELR,

MHII 5 HealthLake BEMNABHBELE (Pll) WEZEHRITNER, RINVERT , IEEEHE
HealthLake fEFAHTTPSTLS, HealthLake FEMBHNEF AR , HER/ETEFAWSHEFEN,

EM

£ % HealthLake EMMEE. , HSFEAEAWS HealthLake A H. N T EFtb{tES 2 B BIER
7K HealthLake , #& 0] LA A EHealthLake #M it & 25,

HIPAAR B BIELZ L 3


https://aws.amazon.com/compliance/hipaa-compliance/
https://aws.amazon.com/healthlake/pricing/
https://calculator.aws/#/createCalculator/HealthLake
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wn{a AWS HealthLake =€

AWS HealthLake BT R B EIEEM FHIR (R4) ML IBE#HBRICRNBEEME, £/
HealthLake , & AI LA ITA T ES

(® Note
2023 2 A 20 B2E , RIAMERT , HealthLake ZiiEFHAEHERNBRESLHE
(NLP), MR EENBEHREFME LS HLINEE , BSH “WEHER —EZ W[ F HealthLake
SR BERIEENIETIRE ? B HY,

- B, WENRERBIETFE.

« AFStartFHIRImportJobFESTREKIEMIL S #h #2176 RS (Amazon S3) FERALES
BIEFM®.

- EAGIE, EEH., EFAMMER (CRUD) BIEXREEFMERFEEME PNEKIE.
« SQLTE Amazon Athena ® £ Fi SR E R &I IR F 6.
« EFHIRRESTAPIZEFFERAHTTPE FiRE RN HRIFEEME.

« ik Amazon Comprehend M API edical I#{EsEBEA BAREBEAE () FENBETFEREZNL
f#&. NLP

BIEMEERIEFME
£/ HealthLake , ] A2 R S5 o] LR RIERESTF BREMRIR (FHIR) BB EBIEFM.

ERERFNEIEFME , JLMEA C reateFHIRDatastore 3 HealthLake 2&l& . EEEHIE
FHIRA , B D escribeFHIRDatastore, EEEBZMNENREFEFHERS , BEAL
istFHIRDatastores, ZEMiBrEIEFM , BEFEA D eleteFHIRDatastore,

FHIRRESTAPI#& 4

& 0] LAME B IX (EFHIRRESTAPIR 3T HealthLake ZUiE 81T A2, REL, ¥, MIBR (CRUD) &
e, Ei¥40 7 R N{a HealthLake X 3FXLEFHIRRESTAPIRE |, 5@ E A 5 HealthLake BUEF#D
FHIRRESTAPIR B,

BIEM SRR 4


https://docs.aws.amazon.com/healthlake/latest/APIReference/API_CreateFHIRDatastore.html
https://docs.aws.amazon.com/healthlake/latest/APIReference/API_DescribeFHIRDatastore.html
https://docs.aws.amazon.com/healthlake/latest/APIReference/API_ListFHIRDatastore.html
https://docs.aws.amazon.com/healthlake/latest/APIReference/API_ListFHIRDatastore.html
https://docs.aws.amazon.com/healthlake/latest/APIReference/API_DeleteFHIRDatastore.html
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B EEY B Bz £ KFHIR DocumentReference &R

® Note

L& 012 HealthLake BiEF M H A MBI HIERDocumentReference , &/ AWS K/~
Freeftf,. AXESFMAREEL , HSHAWS HealthLake Efto

HealthLake 12 TNLP#EDocumentReference ®REH K B|M XA, EH XA |, & HealthLake
{# A LLT Amazon Comprehend Medical ##4E. API

« DetectEntitiesV2 : REZMETRANIBRXA , HREBEXEINWEEER , Hlanssk3k
B, NEMEGEED .

« InferICD1OCM: REIGKRIA , FEBRNM N BEIERPIIHNZME | LSS RRERES
1 ICD -10-CM AR E R B FR A LB S AR IR BF R BRE K o

« InferRxNorm: REIGKIA , MAYKM A EEFLEFRHIHAZE , HEZIEREZRBIE
RxNorm EHE E ir A LBLS AR IR

HealthLake ¥¥DocumentReference®REH PN BB R MBIEWBIBEEEN , SEINHEH# TS
#. RiDocumentReferenceBRXHRFFE, REWETFEELBIHFHIRKIMA FEHRENYT
BB, BT HEPHUNLPIERRE HealthLake , FSHEAEHE T RREEN B RIBSLE (NLP) B
H3IFHIR DocumentReference &R 4 R AWS HealthLake,

FEASQLETEMNENHTER

® Note

XFTE 2022 F£ 11 B 14 B2l H%EES , EHERNXPE TFHIRRESTAPIZE, EXt
BREEPHOBRBERASQLETEBN AR |, S M E Amazon Athena SQL F{ERAZEH AWS
HealthLake $i#EZf#. HealthLake

Amazon Athena 2 —TISQLE T ERFI|NEMIRS . HealthLake HIEF#1EN Apache Iceberg &
RELEI Athena ., XEREEZHAB S THIEE. £ Athena F , FHIRSM R REBFHUARKH
XE R, £/ Athena , BREEFEHIEFMHE LREADEHER, ETHEXSQLETEMNERNESZE
£, FZRERAEREN HealthLake $iEF M SQL.

BE®RY B B3 4£KFHIR DocumentReference &R 5


https://aws.amazon.com/healthlake/pricing/
https://iceberg.apache.org/
https://iceberg.apache.org/
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FFAFHIRRESTAPIIEEH 1TIE R

BU U BSFEAYENERSBECERAREXEREREEERBEE#HTNREICS , U AFERER
SHRPRIVER ID RKEREEEHREE#HETHNREILR, MEEEERFREE, ETHREXHER
FHIRRESTAPIREH TEZENEZER , FSHFEH S HealthLake HIEF#HFHIRRESTAPIR B,

BES ARE

AWS HealthLake A1 FM Amazon S3 FREBHHES ABHWXH., FREHHAR S tartFHIRImport
Job FHFAES. SAXHE , BAILAEM D escribeFHIRImport Job AL KRS, SAESE
FRJE , AT BIEARINE] Athena, HITHBRBSMHET HMARFHEA,

BESHERE

T HealthLake &0 X HHLES HF) Amazon S3 F# . FERAEH A S tartFHIRExport Job FF
BEHES. SHXHE , BALUEA D escribeFHIRExport Job M E RS HEETHLE ., SH
EFTRE , BRIEAEA Amazon QuickSight X EIE#H 1T I AL , L AT SAERAEM AWS BRFH#H 1T1H
8]

fFEFFHIRRESTAPIREF THEER 6


https://docs.aws.amazon.com/healthlake/latest/APIReference/API_StartFHIRImportJob.html
https://docs.aws.amazon.com/healthlake/latest/APIReference/API_StartFHIRImportJob.html
https://docs.aws.amazon.com/healthlake/latest/APIReference/API_DescribeFHIRImportJob.html
https://docs.aws.amazon.com/healthlake/latest/APIReference/API_StartFHIRExportJob.html
https://docs.aws.amazon.com/healthlake/latest/APIReference/API_DescribeFHIRExportJob.html
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AWS HealthLake X FHIFHIRHEL & 3 4458 Uk

HealthLake X #FEZAH FHIRR4 #158, R4 AR BEFHIREEX . BEXHATFHIRARRE ,
ERERTRRENARN/IY BREXEEFNRRREE L, flM , FHIRE & H 8] SUR B 418
FER, Uy BBENES, —MERAUXEBSNREXF. PTE HealthLake BIEFMEIFEH
FHIREL &34

A TFEFE PIRMBIER , FEEFRIFHIR HealthLake BLE X . MRERMFEFH GTIRITRIEE
FHIRECE X4 , MNARFEEAR FHIR R4 RN R IR TR

FHIRERMGFEWE E XN HEHBERIIETRI 22T ERIRY, HealthLake HealthLake R#EEH
FHIRER B ST R N E R 8 HealthLake 2B 1746 P At X 3 TRAE,

FHIRELE X EREIEEPIEE. HealthLake BIELA T LIS R H E LAYFHIRED & XX 44

Y EHFHIRE & X4 H HealthLake

B R  SEREIEE BET
x

EE®ZO 3.1.1 http://hi7.org/fhir/us/core/STU3.1.1/  BRIA

EE®Z 4.0.0 https://hI7.org/fhir/us/core/STU4/ X5
index.html

CARINIE & 1% 41 1.1.0 http://hI7.org/fhir/us/carin-bb/ ERIA
STU1.1/

CARINIE Bz 41 1.0.0 https://hI7.org/thir/us/carin-bb/STU1/ X

Da Vinci Payer 1.0.0 https://hl7.org/fhir/us/davinci-pdex/ ik

Data Exchange

Da Vinci Health i2 0.2.0 https://hl7.org/fhir/us/davinci-hrex/ IA
RS () HRex 2020Sep/

DaVinci PDEXit%l  1.1.0 https://hl7.org/fhir/us/davinci-pdex- KIA
™ plan-net/STU1.1/



https://hl7.org/fhir/R4/
http://hl7.org/fhir/us/core/STU3.1.1/
https://hl7.org/fhir/us/core/STU4/index.html
https://hl7.org/fhir/us/core/STU4/index.html
http://hl7.org/fhir/us/carin-bb/STU1.1/
http://hl7.org/fhir/us/carin-bb/STU1.1/
https://hl7.org/fhir/us/carin-bb/STU1/
https://hl7.org/fhir/us/davinci-pdex/
https://hl7.org/fhir/us/davinci-hrex/2020Sep/
https://hl7.org/fhir/us/davinci-hrex/2020Sep/
https://hl7.org/fhir/us/davinci-pdex-plan-net/STU1.1/
https://hl7.org/fhir/us/davinci-pdex-plan-net/STU1.1/
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B R  SEREIEE BET
&

DaVinci PDEXit%l  1.0.0 https://hl7.org/fhir/us/davinci-pdex- X5
™ plan-net/STU1/

DaVinci Payer Data 1.1.0 https://hl7.org/fhir/us/davinci-drug- KA
Exchange (PDex) formulary/STU1.1/

(EEZ@mL R

£)

DaVinci Payer Data  1.0.1 https://hl7.org/fhir/us/davinci-drug- Y
Exchange (PDex) formulary/STU1.0.1/

(EEZ@mLR
£)

ExRITERHN 2.0 https://www.nrces.in/ndhm/fhir/r4/ 2RI
Ayushman Bharat index.html
WF i () ABDM

56 UE 73R 7 4 E B FHIREL & 34

ERUFFHIREEX# , BEAXEREMPURLEENEEXFREMNE ENR R profilest®
o

FHIRB B M PR MEFERN |, BEEXHLBRIL,. ERMFER , BAILUER S tartFHIRImport
Job API #24E , POSTESRANIMFTRIE , PUT HEBREFNERR

Example — EF®EH 5 A 7 BANFHIRE B 3 #

BB M HFURLEFARME "meta" : "profile"#EXHMprofiletEF., REEEN , LEREHE
B,

{
"resourceType": "Patient",
"id": "abcdl234efgh5678hijk9012",
"meta": {

"lastUpdated": "2023-05-30T00:48:07.8443764-07:00",

WiF R IEEMNFHIRE B X4 8


https://hl7.org/fhir/us/davinci-pdex-plan-net/STU1/
https://hl7.org/fhir/us/davinci-pdex-plan-net/STU1/
https://hl7.org/fhir/us/davinci-drug-formulary/STU1.1/
https://hl7.org/fhir/us/davinci-drug-formulary/STU1.1/
https://hl7.org/fhir/us/davinci-drug-formulary/STU1.0.1/
https://hl7.org/fhir/us/davinci-drug-formulary/STU1.0.1/
https://www.nrces.in/ndhm/fhir/r4/index.html
https://www.nrces.in/ndhm/fhir/r4/index.html
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"profile": [
"http://hl7.0rg/fhir/us/core/StructureDefinition/us-core-patient"
]
}
}

Example — 20{a 5| A IEBR A WV Bl & X4 FHIR

BIEZ IR IEERIAELE SUEE# 1T IRAE (120 carinBB 1.0.0)-fE T =R HRMURLTH AR ( B " 258 )
KB B SO M EARE B SUHFURL, meta.profilenERREN | R EREHER,

{

"resourceType": "ExplanationOfBenefit",

"id": "sample-EOB",

"meta": {
"lastUpdated": "2024-02-02T05:56:09.4+00:00",
"profile": [

"http://hl7.0rg/fhir/us/carin-bb/StructureDefinition/C4BB-
ExplanationOfBenefit-Pharmacy|1.0.0",

"http://hl7.0xg/fhir/us/carin-bb/StructureDefinition/C4BB-
ExplanationOfBenefit-Pharmacy”
]
}
}

WiF R IEEMNFHIRE B X4
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mnEEEsR il

HealthLake X X FSYNTHEAE R FIME I EIERE, S@@ ynthea R—MERBEERSE , ATX
BRARNEENFRHETEE, EE IR Git 7 E , HealthLake RF4ERKFHIREE R4 FrkE
HERE , XEAPRAUUERFERASREZEFENER TNRER,

TR hnEk R BAR 7 P IR LA T SRS EL

T #H Synthea FiRFEH

Allergylntolerance
CarePlan

CareTeam

Claim

R

RE
DiagnosticReport
Ei&
ExplanationofBenefit
ImagingStudy

R

MedicationAdministration
MedicationRequest

M

AN

mA

Mol &

PractitionerRole

pUE =3

Ak



https://synthetichealth.github.io/synthea/
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WEFF IR E AN AWS HealthLake

EARESF |, EFEH AWS Management Console K% BT i AWS HealthLake F6) 22 51E 764
FIERNR. ZRENEBEE#ANER  SEE0E— 1 BREESEE A X HealthLake EEE R
WIAMAFR S AE, BALTE Lake Formation FfF Il AR B R EIE AWS HEER, BIEHEER
& F Lake Formation 178 5 F L & Athena EHHIEFHFTEN RIRIR,

A ZHIEF /S HealthLake , BAIRIEF XS ABRBEFHE NS HXHFINR BXRIRESA
MHERRBRBER , BEANEAEFTRENR, ARRESHXHNRNER , FERANSHESRE
R

£

o JEATIRER AWS JK

- SIEEEEEHENRNAS

- RESHEANAMALHAS HealthLake (IAMEER )

« f£ Lake Formation F /A MAFP A EEABEHAVEER (BER )

SEAZRER AWS Ik 2
MBEEH AWS IKF |, BB TETBRERIE -1,
E3E A AWS K/

1. $TFhttps://portal.aws.amazon.com/billing/3E A
2. EBEFELHNHBAHRTERE.

FOEMET , FHER —BHE  EREARERENA - MRS,

HRGEMET AWS K, IR BIZAWS IKFRAF —1 RAFBERGRIZKS RHFRE AWS
RS MRF. ENRLHESKEK , FAAFIERERLRANR , A ARERARAFKKTEER
AP R BRNES

AWS FMEREEKE BB RE—HEIAB T4, B LA a1 hitps://aws.amazon.com/Hi&#F
“BOKS” , E5EYaINKFENHEBEENK,,

SEMERER AWS Tk F= 11


https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://aws.amazon.com/
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SIZEAEELRNRIAF,

AEME , BRIPEHNESE AWS IKF AWS Ik PR AP AWS IAM Identity Center , B AH CIZEEH
P, XEERT L6 root BFHITHEES,

RIFIREY AWS K = 1R A 7=

1. %32 Root AP Hi ALK AWS K B FEpHFist , AKFFIEEN S0 &K, AWS
Management ConsoleE T —l £ , S AZKFE,

ERNEARAPARZAENEY , 555 (AWS 2% AFEE) PFHLUERF S0 ES,
2. RIEK root AR FBZEFHREIE (MFA),

BXEHR , BS0H CAFEE) 91 79 AWS Ik root AP (26& ) EAEMMFARE”
IAM,

IRERERTGRNRNAS
1. BRAIAMEGHD,

BXUE |, BSE (AWS IAM Identity Center 18R F IS A AWS IAM Identity Centero
2. 7£ IAM Identity Center 1 , @A F R FEE L AR,

BXRBEH 1AM Identity Center B & RN BMRNHE , B250 (A iERE) IAM Identity Center
B i EHREBRIANREB B EAWS IAM Identity Center i F 7RI R .

NERERTENBRHASFOER

EEAEH Ident IAM ity Center FiFF & RXURL , A EERIE Ident IAM ity Center i PR &%
SRR B FER A Y B RE R

BXMEMA Ident IAM ity Center AP B K AB) , i8S HAWS EF AP EEPHNER AWS iHE
M,

7 B4 BR 50 Bie 4 EL At A P
1. % |AM Identity Center 1 , f3 —ME1E R A SR RN R AV B AERERA X RER

AXUHB |, HSE (AWS IAM Identity Center A IEEE) M BIZENRE,

BIZEFEE I RR A 12


https://console.aws.amazon.com/
https://console.aws.amazon.com/
https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-started-create-a-permission-set.html
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2. MAPFDEI-—1M , REAZESTEEIEFBRNR.

AR |, FSE CAWS IAM Identity Center A 1EEE) B II4A,

BREEFEANIAMAFHAE HealthLake ( IAMEER )

® At IAMVEER
ALBIZIAMA P MAEF I URMBEHEERANA,,

AEFBHHXLESRLMAIAMERE R NIT.

E[F K HealthLake BIEFMIEZT Athena , BEEIAMEEZ— M EIRBENEEAXEEEANA
FPRA®., HealthLake AP RAEE FEITE AWS Lake Formation i B 3B 2 & RAUE |
HI¥FAmazonHealthLakeFullAccess AWS EEXRANMIEAFA KBRS,

/A Important

FERABEHEEANIAMAFRSACTEVEFTNHBEHIEERER, ERANEMBBEHIEERR |
BARER IR FADninistratorAccessiARINBEMIAMAFRHA®,

BEEER
1. J¥AmazonHealthlakeFullAccessIAM AWS & KB RMEALPHNAFRHAER,

MREBFREBLEZIAMAF | BES AP ERPWNCIZEIAMAF A AWS IAMKBEER, 1AM
2. MEIAMAFSRACEFIHR AWS Lake Formation 8917 [ X ER,.

o FLLTRIAM AWS RERBAMBALHHWEAFHAE : AWSLakeFormationDataAdmin

® Note

ZAWSLakeFormationDataAdminBE R A RIFTAE AWS Lake Formation &R
BWERKRAFEATRESAHENRENR. BXEZEE , H5H (AMAFER) #
HIIAMER 38R

3. MAFSRASFINTHNERERE. BXESZELR  H5H (AMAFER) S ABER,

BREZFEANIAMAFRA R HealthLake (IAMBER ) 13


https://docs.aws.amazon.com/singlesignon/latest/userguide/addgroups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/Using_SettingUpUser.html#Using_CreateUser_console
https://docs.aws.amazon.com/IAM/latest/UserGuide/PoliciesOverview.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#inline-policies
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{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"s3:GetObject",
"s3:PutObject"

1,

"Resource": [
"arn:aws:s3:::amzn-s3-demo-source-bucket/*",
"arn:aws:s3:::amzn-s3-demo-logging-bucket/*"

]

1,
{

"Effect": "Allow",

"Action": [
"ram:GetResourceShareInvitations",
"ram:AcceptResourceShareInvitation",
"glue:CreateDatabase",
"glue:DeleteDatabase"

1,

"Resource": "*"

}
]
}

BXiZAWSLakeFormationDataAdminBIERWEZEE |, i5S® Lake Formation FF R EIEFHH La
AWS ke Formation A& FIAM RS ZE,

£ Lake Formation RiRMAF KA SEANRFEHRAMERR (EE
&)

BTk, IAMVEERZFERIR 1 POIENAFRARTRINA Lake Formation RHYEIEHEE R
FIAMA R A SR SR E E R

1. TFF AWS Lake Formation #2#|& : https://console.aws.amazon.com/lakeformation/

1£ Lake Formation R MAFRABENBFEHAMEERR (BER ) 14


https://docs.aws.amazon.com/
https://docs.aws.amazon.com/
https://console.aws.amazon.com/lakeformation/
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FRARER

® Note

Welcome to Lake Formation x

The first step in creating your data lake in Lake Formation is defining ene or more
administrators. Administrators have full access to the Lake Formation console, and
control the initial data configuration and access permissions.

Choose the initial administrative users and roles
You may add yourself and/for other principals.

Add myself
AWS account 728347309221

Add other AWS users or roles

Select additional 1AM users and roles to be data lake administrators,

Choose up to a maximum of 10 data lake administrators.

Cancel

2. AP RA®SE N AWS Lake Formation Z(iEHEERA .
o JEI 1 MERWET “XIBKE Lake Formation” Xt iEHE,

1.

2
3.
4

ERRIMEM AWS AFRSAE,

EREETEX (7)o

EFRIRIER BT A Lake Formation EXE R EE R, HealthLake
I

- R 2 EAEMER (2).

-_—

o o K~ w0 N

EESMBERE ().

R T, &R ERAENES.
EBEHEERBY P , BIREEEER,

£ EBEREHEER MEEP , EREETEXL (7).

WMRIXZIRE —XiFEl Lake Formation , & HI—4 “¥IBKE] Lake Form ation” X4 i&
1E , EBRRE M Lake Formation B A .

BTXR , ERRIEREBAERN Lake Formation HealthLake BEXEGNEBERAFP A G,
ERRE

£ Lake Formation R IMAFRABEABFEBAMEER (BERA )
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3. MEINLZ 2 IREE NN H Lake Formation E¥, HealthLake BiEF#E RIRTAEEMH Lake
Formation BIEIAM, EH#TEH , 5 La AWS ke Formation FF X B HHE KR IARE

A,

£ Lake Formation R IMAFRABEABFEBAMEER (BERA ) 16


https://docs.aws.amazon.com/lake-formation/latest/dg/getting-started-setup.html#setup-change-cat-settings
https://docs.aws.amazon.com/lake-formation/latest/dg/getting-started-setup.html#setup-change-cat-settings
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EF eI EBIEFME AWS HealthLake

SERREIREFF IR E AR AWS HealthLake , RiATLABIEZEIETEME T . £ AWS HealthLake , & 1]
DAEABIEFM# L HL7 FHIR (R4) B FEMHBIE, XEFHNFTENBUMCIRIBIEFM,

E7E Athena FRIZSXHINMNWBEFHABR T HENR , BHEEERRK
AINEJAWSLakeFormationDataAdminIAMZH AP, BARAR,
ZAWSLakeFormationDataAdminiREg R IF BRI B HIEHEE Z H R FX Athena FEIEFH A 17 (R
KR, AXRRENBRHER , BSHIRETTHEARKE AWS HealthLake,

HealthLake JE8E /K 7 AWS CloudTrail, &AJ LA CloudTrail Ri2ZAF. A% AWS RFEFHR
1THYIR1E HealthLake, CloudTrail fFFrEAPIFEILR$2 & & R EHIR HealthLake N EH., ETHRES
E8 , 52/ £H AWS CloudTrailid & AWS HealthLake API i

EHATHEIFNREETBREERR (FHIR) BIRER HealthLake , 55 R F ZHFHFHIRERE
# AWS HealthLake,

A LD Athena FRAEM
HealthLake 2022 & 11 A 14 B 28I 1 B iFM T LA Athena HTSQLER., BEL
BIFEENEIEEME EEA Athena R I1eE | FANBEIBRIFNEEER, ETHREXRT
BENEENBEEENESZEER | BSRIBIEEEFEMLLER Amazon Athena,

BIEBIEEMES , B LUEHAPI DescribeFHIRDatastore=, API_ListFHIRDatastores.html API & 4E
FIEBEMY K S8FEERS, HF , BALUE HealthLake # 4| AN HRIEFEE T E LRI BFEEFRASM
HaiEMES,

HealthLake BiEF# AT A E B U TIRE -

- FEQ@ tE-EEtBENBRERE.

o SEF-BNBBEE#LTEDRS, BUUNFSEAMNSHERE, ZETUEENEREEEHRES
P NFHIRE R,

o IETEMIBR-IEFE B BRIGHY B 76 o
- CHIBR-ERBIEF MR,

ES}



https://docs.aws.amazon.com/healthlake/latest/APIReference/API_DescribeFHIRDatastore.html
https://docs.aws.amazon.com/healthlake/latest/APIReference/API_ListFHIRDatastores.html

AWS HealthLake FERARER
- BIEFIEEM (AWS Management Console)
. DIEMIETEH ( AWS CLI F1 AWS SDKs )

SIZBITEEZM (AWS Management Console)

A HealthLake #2#| & Z %

HealthLake & & T X #FAI2FHIRESMART S AN BIEFME. E0IEFHIRRSMARTE A
RYBIEFME | KUER AWS CLI 3 AWS XIFHNHIEF#HSDKS. ETHESEER , F5H
BEFHIRESMARTE L AWS HealthLake, o , SEEFENBEFENFAEERE
HealthLake BY , 2% & X5 A XIFHN A M HIEF#E.

#2 HealthLake #iE 174

1. ERFITTF hitps://console.aws.amazon.com//healthlake/E HealthLake #l.
TFEMER (»)o

Rig , BEREBETE.

BTXR, ER0IBEBRER®

EBREERRERS , " BEFEENEE -8R,

(k) EBEFHERESS D , N TRMBHERKE | EhHmEE RBENSIRE,

I

« BREER-ITNBENEARES, AXESEE , S MR BIERE,
7. GEREFEENESD  EREEAAWSEEER (RN ) HAFRHMAWSKMSEZSR (B ) -
8. HEARE-ALEE DA, ER LA BEFE PR IRE.

- ETBAXNBEFERMGENESEFR , B R R HREFERIITRE,
9. ETXR, ZRGIEBIERF#E. BEFHIVRSTESREF#ETE LR,

REHBIEF®E (AWS CLI 1 AWS SDKs )

O] LAGE A LR RB 7RISR B2 HealthLake $3E1F6E

B EBIEF M (AWS Management Console) 18


https://console.aws.amazon.com/healthlake/home
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AWS CLI

LATR RBIER T f0{al £ AWS CLIFfEA CreateFHIRDatastore . BEE{TRE , BARLE
AWS CLI, BIEBIEFMHE , BRIESHHA , SNBESNBRIANAWSHENWKMSE 4, ETH
BXINZERESTHEZ{EE , HealthLake 155 1E for AtREST % AWS HealthLake,

HRBIRENEA T Unix, Linux  macOS. X F Windows , ST REMRFT (\) Unix ZEL
FREBRARS (). »

aws healthlake create-fhir-datastore \
--datastore-type-version R4 \
--preload-data-config PreloadDataType="SYNTHEA" \
--datastore-name "your-data-store-name"

BMiE , SFKEI A TISONERL, HEMNBIEFMERFEIBEN , RSFER N, ACTIVEE
THRAXRFHIES A HealthLake BBEFRNESER , FSIH XS A HealthLake BiEF b,

"DatastoreId": "eeb8005725ae22b35b4edbdc68cf2dfd",
"DatastoreArn": "arn:aws:healthlake:us-west-2:111122223333:datastore/fhir/
eeb8005725ae22b35b4edbdc68cf2dfd",
"DatastoreStatus": "CREATING",
"DatastoreEndpoint": "https://healthlake.us-west-2.amazonaws.com/datastore/
eeb8005725ae22b35b4edbdc68cf2dfd/r4/"

}

EEEMEREEM/BEE#NYIER | B LIERIE/E, ListFHIRDataStore&E ] LAfE
HealthLake &l & R E B EIHIEE# IR,

Python (boto3)

T REERIMMAIEFAcreate_fhir_datastorei®{ERIZ HealthLake ¥iE1FME. BRIEBZ AU
B, BNECIBEIEEMEN  B5MBEINN AWSHEN AWS KMS %48, ET#HEXIMZEREST
HWEZEE , HealthLake SR E for LRESTINZE AWS HealthLake,

import boto3

import logging #built in logging library

from botocore.exceptions import ClientError, ValidationError #specific exception
ClientError from the boto3 library

def create_healthlake_datastore(DatastoreName=None):

BIEBIERME ( AWS CLI # AWS SDKs ) 19


https://docs.aws.amazon.com/healthlake/latest/APIReference/API_ListFHIRDatastores.html
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:param DatastoreName: the name of the data store, string

:param:
:return: True if the data store is created, else False

# Create an Amazon Healthlake data store
# Should we say something about region setting?
# Should this example have some handling KMS keys

try:
if DatastoreName is None:
healthlake_client = boto3.client('healthlake')
healthlake_client.create_fhir_datastore(DatastoreTypeVersion='R4"')

else:
healthlake_client = boto3.client('healthlake')
healthlake_client.create_fhir_datastore(DatastoreTypeVersion='R4',
DatastoreName=DatastoreName)

except (ClientError, ValidationError) as e:
logging.error(e)
return False

return True

# Run the function above
create_healthlake_datastore(DatastoreName="'test-datastore-delete-me-2"')

BEFEETUAENIRASZ—, list_fhir_datastores A FEEEH HealthLake ZkIEFE 5
x , TREHRED W], bR B8R a0 AR T BIE 0 IR 1T I % o

import boto3

healthlake_client = boto3.client('healthlake')
data_store_list = healthlake_client.list_fhir_datastores(Filter={'DatastoreStatus':

'"ACTIVE'})
print(data_store_list)

ETHREZELR , HS Botod X#4list_fhir datastore®m,

BIEBIERME ( AWS CLI # AWS SDKs ) 20


https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/healthlake.html?highlight=healthlake#HealthLake.Client.list_fhir_datastores
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45 A HealthLake 2B 76

SEREEFCIEIIEF#E AWS HealthLake , 0] BURF X4 ML B 52h 18 B2 774 AR S5 (Amazon S3) 7%
WS ABBEEE, ES AN , B LUER HealthLake # 4| A = Start FHIRImport JobAPIRER
;HEAES

BIBES AESE |, B U EM AKRIEE Amazon S3 PR E. #H BEXHH Amazon S3 7
HRALE. RFFH HealthLake THEINRWIAMAGIUREFAER AWS HEM AWS Key
Management Service %A, HealthLake EA L ZATRNEMZEHNEIE , H A TR EBITHE
HealthLake AR FSF A, BXRXASAEZEENRNES , FZRANSAESZEENR, ETHEX
BIEFER AWS KMS ZEIMNELER , FZRZEAWSHEERS A AARERTHIEEH,

HealthLake #2217/ 2 F& JSON (.ndjson) AWM AXHY , HHSTHIE —MNERMFHIRE
Ro BAILAERAAPIE#EDescribeFHIRImportJobHIListFHIRImportJobs KR % H IE £ 3
TS AES

NENF AES HealthLake £ —Pmanifest. jsonX#. EEHERT S ATSHRIIF KK,
HealthLake fF 3 4 H B B E RIS AEFHIEEMN Amazon S3 F#H. BXEZFEE , FEH &
8 JSONM %,

RS ARG HESMARS, XERSSARSHESUFIFO (AKX ) WARXLE, &S
ABSHESHITHE , BT GIE, =, EHSMERFHIRE R,

FERAMMBENBIERS ASRIFEEXRKRIBEFMEG , B LUIFBE Amazon Athena SQL & A &= #H R
BFEE, BXEZELR |, 555 £ Amazon Athena SQL & Az AWS HealthLake ZIE1FME .

F&:

c NEAEFRENE

- EF B3NS AES HealthLake

- EHISONMH

- = ERBMERESAES AWS CLI

NEAESRENR

ENXHSABIBERE# 2 , DAEFIHREE Amazon S3 HEYH A M HEZ# B HealthLake 1Y
FRo E#RF HealthLake HRINE , BEENBIE —MAMIRS B HealthLake , RiZARFINEER

RAEAFEFEENR 21


https://docs.aws.amazon.com/kms/latest/developerguide/create-keys.html
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FRARER

B LA$R F HealthLake KA B BINIR , FEIAGK INNPREKR | AR T H T RER Amazon S3 74 1

YA R

BIBS AESE |, BALLAEEZABK Amazon BIEBFR (ARN) DataAccessRoleArn, BxIAM
AENEERBNESEE , BSHIAVMAE,

RENRE

R TUBLSFAESHXHSARBERF#T. AXEZER , BEH EH RIS AE

% HealthLake,

RES AR

1. MBREERE , FHHHBE3E02E— B Amazon S3 7. Amazon S3 FREBX TSR
SUFR—NAWS Kifl , H EXFAFRMEEIFBHELEARGR, ETHRESER , BSRER
Amazon S3 PRIEAN RG], BAMEATEBHEEREFHENKMSEFHAB TN, ETHEX

FEHAKMSENEZER | ESH Amazon ZHAEERS

2. FEAUTEERBAIEMERIBEHRRS AR , HealthLake 8% HealthLake BRE B F R A Z
AENPR, HealthLake A EXRE A Amazon S3 1Z6E#.

Version": "2012-10-17",
Statement": [{
"Effect": "Allow",
"Principal": {
"Service": ["healthlake.amazonaws.com"]
},
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {

"aws:SourceAccount": "your-account-id"

.

"ArnEquals": {
"aws:SourceArn": "arn:aws:healthlake:us-west-2:account:datastore/

fhir/data store ID"
}
}
]

}
}

3. MBBEFEACRRFINNRRE , FHAE® SR Amazon S3 F# . amzn-s3-demo-bucket®
A EEEN B

AEAEFRENR 22


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/access-control-block-public-access.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/access-control-block-public-access.html
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
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{
"Version": "2012-10-17",
"Statement": [{
"Action": [
"s3:ListBucket",
"s3:GetBucketPublicAccessBlock",
"s3:GetEncryptionConfiguration"
1,
"Resource": [
"arn:aws:s3:::amzn-s3-demo-source-bucket"
1,
"Effect": "Allow"
.
{
"Action": [
"s3:PutObject"
1,
"Resource": [
"arn:aws:s3:::amzn-s3-demo-1logging-bucket/*"
1,
"Effect": "Allow"
1,
{
"Action": [
"kms:DescribeKey",
"kms:GenerateDataKey*"
1,
"Resource": [
"arn:aws:kms:us-east-1:012345678910:key/d330e7fc-b56c-4216-a250-
fac43ef46e83"
1,
"Effect": "Allow"
1]
}

EHR B S AES HealthLake

BEBBEERARESAEISNR (NSAETFSRENR) B, RANAFREASAEZSSAXHET,
A LAEF AWS HealthLake %] & S AK/E 31 AWS HealthLake §APIA{fES start-fhir-import-

jobAPI,
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https://docs.aws.amazon.com/healthlake/latest/APIReference/API_StartFHIRImportJob.html
https://docs.aws.amazon.com/healthlake/latest/APIReference/API_StartFHIRImportJob.html
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F&
« ERAPHRES A
- BHSAES (BHE )

EAAPIRES A
SE RS A

£ AWS HealthLake APIRERT |, LB AWS Identity and Access Management (IAM) SR B& 3
FHHEMBIAMEE, ETHREXIAMAGHEIRENESEER , BSHIAMERINE, BFELH4
MERAKMSEAFITINEG ., ETHREXFEAKMSERANESEE , S H Amazon ZHEERS.

ESAXH (APl) , BEAUTER,

1. FEHEIE L& %] Amazon S3 FE#EM.

2. fEMiZstart-fhir-import-job APIAPIE{E. BIESE , BEES S AXHR Amazon
S3 EMMNER., ERTMENBKMSE UK A HBIERE.

3. ETHMBXFHREAEFMEZEE , 1B AiZdescribe-fhir-import-job B EREES#Y ID

ARN, . BB#. FFAEIE., EREFBEMYFRES. list-fhir-import-job A F E RAIES AEFRER
PN

7BNo

Bah&AES (BHE )

EFARFNESANXY , BFEFBIE L1L T Amazon S3 7 ,

ESAXH  BEAUTSR,

1. FENHBIE L&EF Amazon S3 F#EH.
FERFITFF https://console.aws.amazon.com/healthlake/ZE HealthLake #lo
RIABEFHENBEFHFAGERE , AREES A

2
3
4. IEELM Amazon S3 FERE , AGUEIHEEEANIAMAENKMSER,
5. &EERESABE.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/healthlake/latest/APIReference/API_StartFHIRImportJob.html
https://docs.aws.amazon.com/healthlake/latest/APIReference/API_DescribeFHIRImportJob.html
https://docs.aws.amazon.com/healthlake/latest/APIReference/API_ListFHIRImportJob.html
https://console.aws.amazon.com/healthlake/home
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B2 JSONI

RNEBNFAES HealthLake £ — 1 manifest.json3X ., HealthLake FXHRHEIEECES
AES S ER Amazon S3 EEH.

Zmanifest. jsonXHHERTSAEFSHRIIM AN, BEXHIRIBENXHERE | B
HSUCCESSHFIFAILURE, Wit Xt @S BREL , At , BB S AESH |, KAER 24 H H
Amazon S3 F#BEMINEZE AWS KMS 4R,

TR Hmanifest. jsonXX AR RA|. FAVEVIEEE R SXAE X R MEY S AE S 31T R FEHERR
ME—F, CERHTEREINUHURSAESIBHNRERNFRESR

{
"inputDataConfig": {
"s3Uri": "s3://amzn-s3-demo-source-bucket/healthlake-input/invalidInput/"
.
"outputDataConfig": {

"s3Uri": "s3://amzn-s3-demo-logging-bucket/32839038a2f47f17c2fe@f53f0c3abba-
FHIR_IMPORT-19dd7bb7bcc8eel2a@9bf6d322744a3d/",

"encryptionKeyID": "arn:aws:kms:us-west-2:123456789012:key/fbbbfee3-20b3-42a5-a99d-
c48c655ed545"

.
"successOutput": {

"successOutputS3Uri": "s3://amzn-s3-demo-logging-
bucket/32839038a2f47f17c2fe@f53f@c3a@ba-FHIR_IMPORT-19dd7bb7bcc8eel2a@9bf6d322744a3d/
SUCCESS/"

},
"failureOutput": {

"failureOutputS3Uri": "s3://amzn-s3-demo-logging-
bucket/32839038a2f47f17c2fe@f53f0c3a®ba-FHIR_IMPORT-19dd7bb7bcc8eel2a@9bf6d322744a3d/
FAILURE/"

.

"numberOfScannedFiles": 1,
"numberOfFilesImported": 1,
"sizeOfScannedFilesInMB": 0.023627,
"sizeOfDataImportedSuccessfullyInMB": 0.011232,
"numberOfResourcesScanned": 9,
"numberOfResourcesImportedSuccessfully": 4,
"numberOfResourcesWithCustomerError": 5,
"numberOfResourcesWithServerError": 0

7B IJSON 25
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o ERBFEES AES AWS CLI

LA =535 BB 204 45 FB ;2 3 AWS Command Line Interface M4 S A S, B alLAFERA start-fhir-
import-job API,

aws healthlake start-fhir-import-job \

--input-data-config S3Uri=s3://amzn-s3-demo-source-bucket/inputFolder/ \
--datastore-id (Datastore ID) \

--data-access-role-arn "arn:aws:iam::012345678910:role/DataAccessRole" \
--job-output-data-config '{"S3Configuration": {"S3Uri":"s3://amzn-s3-demo-logging-
bucket/healthlake-output", "KmsKeyId":"arn:aws:kms:us-east-1:012345678910:key/d330e7fc-
b56c-4216-a250-f4c43ef46e83"}1} ' \

--region us-east-1

SAESTTHE , LRI THIAMESR

{
"JobId": "8a4077553e9a485ad889c1a89c7541f0",
"JobStatus": "SUBMITTED",
"DatastoreId": "32839038a2f47f17c2fe@f53f@c3a®ba"
}

EUNSAESHRERTHREBRBEREM , BEA describe-thir-import-jobAPIE;, AWS CLI &85 , 2154
T RBIFT o

aws healthlake describe-fhir-import-job \
--datastore-id (Datastore ID) \

--job-id c145fbb27b192af392f8cebe7838e34f \
--region us-east-1

FERER , BERFIATEE.

R~ ERET LIRS AES AWS CLI 26


https://docs.aws.amazon.com/healthlake/latest/APIReference/API_StartFHIRImportJob.html
https://docs.aws.amazon.com/healthlake/latest/APIReference/API_StartFHIRImportJob.html
https://docs.aws.amazon.com/healthlake/latest/APIReference/API_DescribeFHIRImportJob.html
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"ImportJobProperties": {
"InputDataConfig": {

"S3Uri": "s3://amzn-s3-demo-source-bucket/(Prefix Name)/"
iy
"DataAccessRoleArn": "arn:aws:iam::(AWS Account ID):role/(Role Name)",

"JobStatus": "COMPLETED",

"JobId": "cl1l45fbb27b192af392f8cebe7838e34f",
"SubmitTime": 1606272542.161,

"EndTime": 1606272609.497,

"DatastoreId": "(Datastore ID)"

}

EEEMESAESHIIR | FHEMist-fhir-import-jobsAPIZ AWS CLI 35 , 1A R RBIFFR. &0
LURI— NS MR KB FHILE R

aws healthlake list-fhir-import-jobs\

--datastore-id (Datastore ID) \

--submitted-before (DATE like 2024-10-13T19:00:00Z)\
--submitted-after (DATE like 2020-10-13T19:00:00Z )\
--job-name "FHIR-IMPORT" \

--job-status SUBMITTED \

--max-results (Integer between 1 and 500)

FERER , ELRFILTER.

"ImportJobProperties": {

"OutputDataConfig": {

"S3Uri": "s3://(Bucket Name)/(Prefix Name)/",
"S3Configuration": {

"S3Uri": "s3://(Bucket Name)/(Prefix Name)/",

"KmsKeyId" : "(KmsKey Id)"
.
},
"DataAccessRoleArn": "arn:aws:iam::(AWS Account ID):role/(Role Name)",

"JobStatus": "COMPLETED",

"JobId": "cl45fbb27b192af392f8ce6e7838e34f",
"JobName" "FHIR-IMPORT",

"SubmitTime": 1606272542.161,

"EndTime": 1606272609.497,

R~ ERET LIRS AES AWS CLI 27


https://docs.aws.amazon.com/healthlake/latest/APIReference/API_ListFHIRImportJobs.html
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"DatastoreId": "(Datastore ID)"

}

}
"NextToken": String

RO ERBFMAES AES AWS CLI 28
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M HealthLake #iE12 6 S H 304

PIRBEEEASARE (AENREERATMEN ROBIE ) 7, B AHHIES HE Amazon S3
R, ENBIEF# P S E HealthLake Bi#E , EFEA U TR,

- fF AWS SDKs##IStartFHIRExportJobAPIIR{EIRH S HiER HealthLake,
- WEBREREZEFRERGSTENSHER,
« {EFAexportifEZiR S HiEK HealthLake FHIRRESTAPI,

« BEEXFRERSGEE, SENFANSHER, BETUNRASHRE - iHiES HERPH
iz,

/A Important

HealthLake SDKfEAStartFHIRExportJobAPIR/EM S FHIRRESTAPIH &R
FMEAStartFHIRExportJobWithPostAPHRER S HiE R B T RIMIAMIERE,
BNAMERE ( EASDKS HStartFHIRExportJobFMFHIRRESTAPIS At
FStartFHIRExportJobWithPost ) &SR] LA IhAL B R F/IEL IR, 20 R &% L F A PR Hl
MFHIRRESTAPIESDKFRM A 2 , iFHHIELZMNAMBRERN IR,

XA MRERN RSN XS HE Amazon S3 (S3) i, HealthLake IR F & P AV X4+
S H RN RITRF SR JSON (.ndjson) WX H , EFETHIE —NERHFHIRE R,

XANMNMREMEERS A, EHD |, HealthLake BAENARSZ E46 , HEMSMENES HXHH
Amazon Simple Storage Service (S3) #i#EHH. ETHMEZFEE , B2 N SHEFERENE,

BALHSGARSHESHEAS, XERSGARSHESUFIFO (ALY ) WARLE, £S
ARSHESHTHIE , S 6IE, RE, EHZHMBRFHIRE R,

EM HealthLake BEF#E P SFHXH , ESHEUTED,

- ASHEFRENXR

* £/ HealthLake & & NEIEF# P S H X H3H AWS SDKs

- FAFHIRRESTAPIZEM HealthLake BiEF# F 5 HEIE
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AWS HealthLake FERARER
NEHEFRENR

EMNBFEEEPSHX G281 , BT FIHRIEIE Amazon S3 F Y H 1265 MM HealthLake X
PRo E#ZF HealthLake HRIRIR , BEE RN BIE —MAMRS B HealthLake , BZARFINEER
B&LAIR F HealthLake R A AN , HoARK INNREKRE , UIRFEIHRIEN Amazon S3 FHEHE
IR PR o

MREEE HealthLake EF QIR TAG  NAWNUESEFAZBGNSAESRENR , AQERTA
FRAPFIHEYSH Amazon S3 FREBHFNNR, BETHEEXRIAMBENEERBNESER , 5
1AM B FIAX R o

/A Important

HealthLake SDKffStartFHIRExportJobAPIR/EM SFHIRRESTAPIHER
MEEAStartFHIRExportJobWithPostAPHRER S HiERA FEIMIAMIEEHE,
FNAMEBRE ( EHSDKS HStartFHIRExportJobFMFHIRRESTAPIS At
FStartFHIRExportJobWithPost ) #AI LA IR4ALIE S i /IELINPR, 20 R &% L [E At R
MFHIRRESTAPIESDK#MAEZ , BFLELBNMNAMBENNIR, MRERTFAFZELTHRE
X PR HealthLake , M FTCFHEXIAMA FXBR.

RENBNAFSAGKANERCEA®, QIERBEINFREHMNIAGHNR, UTIAMEKEER X
LR,

{
"Version": "2012-10-17",
"Statement": [{
"Action": ["iam:CreateRole", "iam:CreatePolicy", "iam:AttachRolePolicy"],
"Effect": "Allow",
"Resource": "*"
Yo i
"Action": "iam:PassRole"
"Effect": "Allow",
"Resource": "*",
"Condition": {
"StringEquals": {
"iam:PassedToService": "healthlake.amazonaws.com"
}
}
}]

ASHESFRENR 30


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
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}

RIES HXR

1. WMBEEE , FAEMNBEEED S HWEBIELE— N B Amazon S3 ZFiE#. Amazon S3 7
RMLAERESMU TR —AWSKE , H BSRAFBERITEELEARIGE,. ETHRESZER
BZREEH Amazon S3 BRIEAHIGR, RAAFEALSHAERE P BENKMSERARTINE,
BETHRAXEAKMSEANEZEELR |, HS5 Amazon B EERS,

2. MREHKRCUIBBEHERSAE , BEAUTEEREHN HealthLake i% HealthLake BRF &
FRAZABKHNRR., HealthLake A EXRE A% Amazon S3 Fiif. MREELEF B
BT /NEEBASAESEENR , WU ET —SHEEFRZEE T RER T REHR
Amazon S3 FE MR

"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Principal": {
"Service": ["healthlake.amazonaws.com"]
1,
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "your-account-id"
},
"ArnEquals": {
"aws:SourceArn": "arn:aws:healthlake:us-west-2:account:datastore/
fhir/data store ID"
}
}
}]
}

3. MBBEFEAENNNERE , FHESHRENEE Amazon S3 F##. amzn-s3-demo-
bucketE# R F#E BN A

"Version": "2012-10-17",
"Statement": [{
"Action": [

"s3:ListBucket",

ASHESFRENR 31


https://docs.aws.amazon.com/AmazonS3/latest/dev/access-control-block-public-access.html
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
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FRARER

"s3:GetBucketPublicAccessBlock",
"s3:GetEncryptionConfiguration"

1,
"Resource": [
"arn:aws:s3:::amzn-s3-demo-source-bucket"

1,

"Effect": "Allow"
I
{

"Action": [
"s3:PutObject"

1,

"Resource": [
"arn:aws:s3:::amzn-s3-demo-1logging-bucket/*"

1,

"Effect": "Allow"

},
{

"Action": [
"kms:DescribeKey",
"kms:GenerateDataKey*"

1,

"Resource": [
"arn:aws:kms:us-east-1:012345678910:key/d330e7fc-b56c-4216-a250-

fac43ef46e83"

1,

"Effect": "Allow"

1]

£ HealthLake 2%l & NBEFMEF S B X4 AWS SDKs

TRENSHESRENR , B HENBIEFES H T DR £ 7 KSS (Amazon S3) 77

. EMNBEF#DSHXXMN , BEFE S HEL HealthLake, $HESFEMRITA SR JSON
(.ndjson) BANEHHBFEEFEFSEXS , HPESTHIE - MERNFHIRAR. B3SHES

B, ATIEEINE AWS KMS 4, ETHAXUBKMSEHANESEE |, B30 (BAWSHEER

SHEAEER) FHEIRES.

R EBN B EA AWS HealthLake 2 §1& B 315 H4E 55 AR an{a £ A start-fhir-export-job AP
BZSHES. AWS SDKs

5 HealthLake 2% & S HEIER AWS SDKs


https://docs.aws.amazon.com/kms/latest/developerguide/create-keys.html
https://docs.aws.amazon.com/kms/latest/developerguide/create-keys.html
https://docs.aws.amazon.com/healthlake/latest/APIReference/API_StartFHIRExportJob.html
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F&
- NENBEFEDS EXHF (BHS )
- NENBIEF#E DS X4 (AWS SDKs)

MENBTEEFRE TS EXHF (258 )
BSENH (BHE) | BEAUTSE

1. EEZMHENXEReIZ%E S3 71 HealthLake,

2. EFHBFNSHMES , ER3ME Amazon S3 7@ , AGCIERNBEEEFANIAMAR, ET
BAEXIAMEBENEEEKNESER , BSRIAVAR, FEFHABKMSHANSE, ETRHREXE
BAKMSZAMNEZE L |, 58 Amazon ZEEE RS

3. EEFSHAESFSHIRS , BEALiIstFHIRExportJobsAPIEE,

MIERN BT F 6+ 5 X (AWS SDKs)

EFAMNBIEE#ED S E X AWS SDKs , i Astart-fhir-export-job#R¥E. A TRBER T W{AEHA
SDKi& A F Python #9 (Boto3) B3 & H4E,

import boto3
client = boto3.client('healthlake')

response = client.start_fhir_export_job(
JobName="'job name',
OutputDataConfig={
'S3Configuration': {
'S3Uri': 's3://amzn-s3-demo-bucket/output-folder’,
'KmsKeyId': 'arn:aws:kms:us-west-2:account-number:key/AWS KMS key ID'
}
},
Datastoreld='data store ID',
DataAccessRoleArn="role ARN',

)
print(response['JobStatus'])

EREFHIRSH{ESH ID ARN, . B#F, FaetE., £ReTEFMYNRE , B A describe-fhir-
export-job, list-fhir-export-jobs A F A HATE S HES R ERE,

MBI BRI P S 3 (2FA ) 33


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/healthlake/latest/APIReference/API_ListFHIRExportJobs.html
https://docs.aws.amazon.com/healthlake/latest/APIReference/API_StartFHIRexportJob.html
https://docs.aws.amazon.com/healthlake/latest/APIReference/API_DescribeFHIRexportJob.html
https://docs.aws.amazon.com/healthlake/latest/APIReference/API_DescribeFHIRexportJob.html
https://docs.aws.amazon.com/healthlake/latest/APIReference/API_ListFHIRexportJobs.html

AWS HealthLake FEANGIER

LUTRIBERT WA for Python (Boto3) IJREVFE S HES SDKIE M.

import boto3
client = boto3.client('healthlake')

describe_response = client.describe_fhir_export_job(
Datastoreld=datastoreld,
JobId=jobId

)

print(describe_response['ExportJobProperties'])

FHAFHIRRESTAPIIE/EM HealthLake #EF# S HEIE

ERENSHESRENR , B LUETFHIRRESTAPIZ/EM HealthLake BiEF# P S HHKE, B

FRARESHIER FHIR RESTAPI , BXAMBEEEMENRNIAMAR, A€ , EEPOSTERA

H1TiEESexport , HEBEREXHBEERS . REFEFHIRFE , FHIRRZB[LAAZFGETHER ,

HETUUEZFPOSTIER, N TXFHMSEH , EE—NEARFHSE , Hik HealthLake X #FPOST
B3R,

/A Important
HealthLake 2023 £ 6 B 1 B2 BBl 2N B EE# N EZERECE S HWFHIRRESTAPIE T
SHESHIER,
HealthLake 2023 &£ 6 A 1 B2 BISIBHNBEE#H T X FEAREFMHIE S EWGETIERIRE
S IR,

EERARENFTE S HiERFHIRRESTAPIE R Bndjsont& RIRE H & H Bl Amazon S3 EiEHE. &4
SINHFHMNEBE —MFHIRFREKR,

O LARTE AWS Tk P ECEIX S HiE SR 1THERA . EiF 40 7 8 5 2 < BXHY Service Quota HealthLake
s , IS FAWS HealthLake &7 S M AECEH

HealthLake ZX#EFU T =ZfEBPHHES Bim LB R,

fEFFHIRRESTAP IR /ES H ¥R 34
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RE DU BA

R45S M HealthLake FHIRBRS88S  POST https://healthlake. your-regi
i HAT B BIE. on .amazonaws.com/datastore/ your-data
store-id /r4/$export

FrEE SHSMEREMEXWFTESR POST https://healthlake. your-regi

& &, SEEEERREEMEX  on .amazonaws.com/datastore/ your-data
HRRER, store-id /r4/Patient/$export

BEE SHESEATFLAIDEEN— POST https://healthlake. your-regi

& HBEMXNABEHIE. on .amazonaws.com/datastore/ your-data

store-id /r4/Group/ ID/$export

FHRa AR TE
fEA for HmEBEIATERENTTIR HS HFHIRRESTAPIE K HealthLake,

- BUANEBREEEVENRNAF, AACTREAESHIER, ETHEZER |, ESH S
R export,

« BYBMERIRRS ABKEKT HealthLake 15 H ZFFH#E S HEIAY Amazon S3 FHBHINR. RS
ABEMLIIEE HealthLake ARSFEH . ARRENBRNESER , FEANSHESRENR,

RRER export

EFAKAHSHER FHIR RESTAPI , FEAS OAuth2 .0 WENAF, BFEANAEHRTR
Ko IAMEBELMEBRS AR,

EAXTEREITEN IAM

HiR HSexportiERet , AP, ARNACHXNEERKTIE
AStartFHIRExportJobWithPostDescribeFHIRExportJobWithGet,
MCancelFHIRExportJobWithDeletel AMIRE,

FHEaRIAY R T 35
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/A Important

HealthLake SDKfEfAStartFHIRExportJobAPIIE#EMN SFHIRRESTAPIH &K
MEEAStartFHIRExportJobWithPostAPHRIEM & &SRB TR HIAMIERE,
FNAMEBEE ( EHASDKS HStartFHIRExportJobMFHIRRESTAPIS H At
FAStartFHIRExportJobWithPost ) &8 AJ LAE AL R UF/EL IR, 2N R IR % L8 5 A PR
PMFHIRRESTAPIESDKFRM A Z , i#HHIELZMNAMBRERN IR,

£/ SMART on FHIR (OAuth2.0) & iE R

HYREFHIRE 3 AMY HealthLake zﬂiﬁﬁ{%SMARTJﬁexportkﬂjlﬁ'J?E'J‘ REESEMENER,
ETHMEXIFNERBNEZEER , 55 #fHealthLake HBIEFMFHIRE RS EEE .

iR HexportisER

AU AFEARES HIE RN SR S ESRFHIRRESTAPI,

RNBREB/NEEN AWS KW | RINBWEETRMexportiBZNER T EIEREPOSTIERKMN
I ERK,

EDREER , EXTHRITUATRE

1. FEPOSTiERexportURLAIEE X MK IHT Ro
2. EEFMENHESH,
. EERATENMESHMNBERE,

HI 1 FEPOSTiERexportURLFIEEX N A IHT =2

HealthLake XiF=MRENHEF HKEI]FER. BEXHFABSHER , BEFTEZANAIFNLE TR
Z— EREPOSTETHERNFER, LT RHLETR T MfAFEERexport FIEEURL,

* POST https://healthlake.your-region.amazonaws.com/datastore/your-
datastore-id/r4/$export

 POST https://healthlake.your-region.amazonaws.com/datastore/your-
datastore-id/r4/Patient/$export

* POST https://healthlake.your-region.amazonaws.com/datastore/your-
datastore-id/r4/Group/ID/$export
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FEZPOSTIERZHHRF , BALMEAUT XHNERSH,

XRNERSH

HealthLake ZE#t 8§ HiER P X FUA TR R EUHAT,

XL REIBER/RHER , EFRXERZ IS H#t T4HB,

=1 WIE ? PO =~

7|

BEAERWERD

# 2 8R4
BN, AIEZH
fENapplicati
on/fhir+n

djson . applicati

_outputFormat

on/ndjson
. ndjson,

7|

EgsaESHESTF &_type=Me
WELES 5 RRIFH dicationS
IREREEFRFHR, tatement,
BINBWHHIERE Observation
A, _typeAAES

HAT B RIRES | X1

BES T AN,

—_type

ol

E BN EE SR & since=2
2RI RIRER 024-05-09

o MREANFRER T00%3A00%3A00Z
*E LIXERETE

N&FHIEERR

M) 2

_since

SR 2 BEEMENINESH
EEAKXHSHIER FHIR RESTAPI , ZIEEUL TR MRLSH

« Content-Type : application/fhir+json
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FRARER

« Bi% : respond-async

BTR , BUXREEREXPIEENENTE.
F]W3: BERATENRRESHMFERE

SHIFEREEZEEISONERALNIEN, EXAAETEULATSH.

DataAccessRoleArn

JobName

S3Uri

KmsKeyld

IR ?

=
=

7|

fim

i

EEPUN

ARN—N HealthLak
e RFAGE. FAN
RS AL MIsE
HealthLake J1 RS E
.,

S HiERB B,

OutputDataConfig £f
BEHN—D. FTH
S HBIEN B fr 7
#Y S URI 3,

OutputDataConfig £/
BN —%FD. ATR
# Amazon S3 Z &4
#9 AWS KMS #4H 2
—o ARN

Example — £ & Hi#9 4 08 R IE FHIR REST AP

EFEARES HIER FHIR RESTAPI

, BIWEELEN , MR

(=}

arn:aws:i

am:: 444455556
666 :role/your-
healthlake-se
rvice-role

your-export-
job-name

s3://D0C-
EXAMPLE-D
ESTINATION-
BUCKET/ EXPORT-
JoB /

arn:aws:k

ms: region-of-
bucket:123456789
012 :key/1234abcd-
12ab-34cd
-56ef-123
4567890ab

EHexportiER
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"DataAccessRoleArn": "arn:aws:iam: :444455556666:r0le/your-healthlake-service-role",
"JobName": "your-expoxrt-job",
"OutputDataConfig": {
"S3Configuration": {
"S3Uri": "s3://DOC-EXAMPLE-DESTINATION-BUCKET/EXPORT-JOB",
"KmsKeyId": "arn:aws:kms:region-of-
bucket: 444455556666 :key/1234abcd-12ab-34cd-56ef-1234567890ab"
}

BEREIE , ERFBREILTEE,
RIVEDER

content-location: https://healthlake.your-region.amazonaws.com/datastore/your-
datastore-id/r4/export/your-export-request-job-id

W B 1E 32

"datastoreId": "your-data-store-id",
"jobStatus": "SUBMITTED",
"jobId": "your-export-request-job-id"

EEEN S HIFR

IR NS HERE , BUUEARER L Sexport HIERARSHMEBUE H 8T8 HiERexportk
EEIZER.

LBEABCES HERE RESTAPI , BRERRRECEE R 2815 HH 32 Bz %,
LT EBENE ORI S 51 S H B RORSHEUE H 515 HiFR,

BUBS HiEK

ZEUHS HIER , DELETEERHERHEERPRMEIES ID URL.

DELETE https://healthlake.your-region.amazonaws.com/datastore/your-datastore-id/r4/
export/your-export-request-job-id
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FRARER

BEREME , BRBRBIATESR

{
"exportJobProperties": {
"jobId": "your-original-export-request-job-id",
"jobStatus": "CANCEL_SUBMITTED",
"datastorelId": "your-data-store-id"
}
}

HIEHNFERKMES , BB TER.

{
"resourceType": "OperationQutcome",
"issue": [
{
"severity": "error",
"code": "not-supported",
"diagnostics": "Interaction not
}
]
}
RS HiER

supported."

ERINS HERWIRS , GETEEHexport &M export-request-job-id,

GET https://healthlake.your-region.amazonaws.com/datastore/your-datastore-id/r4/

export/your-export-request-id

JSONIg R 2 E — MExportJobPropertiesX R, B©HRETEU TR EX,

2% WHIE ?
DataAccessRoleArn &

iR

ARN—“ HealthLak
e RSAR, FAKN
BRSs A B AR TE
HealthLake 73RS E
=,

(=}

arn:aws:i

am:: 444455556
666 :role/your-
healthlake-se
rvice-role

EEENSHER
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FRARER

=1

SubmitTime

EndTime

JobName

JobStatus

S3Uri

KmsKeyld

i

fim

fim

fHih

&

RXSHESHEH

o

S HES ST AV AT [A]

o

S HERB B,

OutputDataConfig*¥
KRN —B2. BT
HSHBEN B IRE
&K Amazon S3
URI,

OutputDataConfig*t

KN—Bo. ATR

3 Amazon S3 1Zf 1§
B AWS KMS #4122
—o ARN

Example : AL T F AR HANERS HiERMWIEX FHIR REST API

BhfE , BORFKE BT JSONIE B

(=}

Apr 21, 2023
5:58:02

Apr 21, 2023
6:00:08 PM

your-export-
job-name

BRER :

SUBMITTED |
IN_PROGRESS
| COMPLETED
_WITH_ERRORS |
COMPLETED |
FAILED

s3://D0C-
EXAMPLE-D
ESTINATION-
BUCKET/ EXPORT-
JoB /

arn:aws:k

ms: region-of-
bucket:123456789
012 :key/1234abcd-
12ab-34cd
-56ef-123
4567890ab

EEENSHER
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https://docs.aws.amazon.com/healthlake/latest/APIReference/API_OutputDataConfig.html
https://docs.aws.amazon.com/healthlake/latest/APIReference/API_OutputDataConfig.html
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{
"exportJobProperties": {
"jobId": "your-export-request-id",
"JobName": "your-export-job",
"jobStatus": "SUBMITTED",
"submitTime": "Apr 21, 2023 5:58:02 PM",
"endTime": "Apr 21, 2023 6:00:08 PM",
"datastoreId": "your-data-store-id",
"outputDataConfig": {
"s3Configuration": {
"S3Uri": "s3://DOC-EXAMPLE-DESTINATION-BUCKET/EXPORT-JOB",
"KmsKeyId": "arn:aws:kms:region-of-
bucket:444455556666:key/1234abcd-12ab-34cd-56ef-1234567890ab""
}
.
"DataAccessRoleArn": "arn:aws:iam: :444455556666:r0le/your-healthlake-service-role",
}
}
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il Bx AR Y B 3@ 7% HealthLake

BERBIEF#R - RIEE. BaE , REFESN "EERR . BiEF#SRE B RS, B
FFHIRBIE M P AT A B U R L BN K/E 25 R4 th # R B R

I BRBIEMEREN G , B8 HealthLake BHIEF#IRSFHEXRRN “CHIBR . WBRE , REEEXAME
FDescribeFHIRDataStorefListFHIRDataStoresiEEF e BEXBIEFEMEMNIFMAES, €
XE , EHIBRMBBEE#HET2HIIESE RS,

ERIIMIBRBIEEME , AHERNAF., ARN[ELTFIAMIEIEglue:DeleteDatabaseRMEH
IAMKEE R, LEIAMIBERSEE AWS FEEFREHPAmazonHealthLakeFullAccess,

A LAEF AWS Management Console AWS SDKs. Skl BrEuiE =% AWS CLI,
FH

- MIBREBIEREM® (BHE)

- MIBREIEEM (AWS SDKsH AWS CLI )

I BRERIE TR ( EHIB )
EFEARFABREERE , FESEFTEIE LERENRERSE , ARIEEMER.
I BR HealthLake $iE 17

1. TERFITTF hitps://console.aws.amazon.com//healthlake/E HealthLake #l.

17 “SM” B ()o

Rig , EERBIEFE.

ERFEFERE L | EFR MR BE 7 SS IED,

Rig , EFE BER

FEFHEE PR Adelete U INEREMIBRIEE N BTEFME

RIGiEFE Delete(MiBR). AT , BNBIEFEARSEMN B3 BN “EEMER.

N o o bk~ 0D

Tl Bx Bh B 1= 6% ( AWS SDKsH AWS CLI )

&) LAGE A TN E YA HB R BISR M BR HealthLake $3EF6E

MBREIEFME (2HA ) 43


https://console.aws.amazon.com/healthlake/home

AWS HealthLake FEANGIER

AWS CLI

AR RHIER T f¥DeleteFHIRDatastoretiRfE5E—i2EH AWS CLI, Eiz1TR4l , BULARLE
AWS CLI,

aws healthlake delete-fhir-datastore --datastore-id
'eeb8005725ae22b35b4edbdc68cf2dfd

BMiE , EFRE T JSONIE R,

"DatastoreProperties": {
"Datastoreld": "eeb8005725ae22b35b4edbdc68cf2dfd",
"DatastoreArn": "arn:aws:healthlake:us-west-2:728347309221:datastore/fhir/",
"DatastoreName": "delete-me",
"DatastoreStatus": "ACTIVE",
"CreatedAt": "2022-10-03T10:53:45.020000-07:00",
"DatastoreTypeVersion": "R4",
"DatastoreEndpoint": "https://healthlake.us-west-2.amazonaws.com/
datastore/5b6e4cd798289a4ab8dad6cl1002dd731/x4/",
"SseConfiguration": {
"KmsEncryptionConfig": {
"CmkType": "AWS_OWNED_KMS_KEY"

iy
"PreloadDataConfig": {

"PreloadDataType": "SYNTHEA"

Python (boto3)

f AWS SDK or Python X#EFXAE NS Mdescribe_fhir_datastorefy 5 EDatastorelds

import boto3

#Create a Healthlake client
healthlake_client = boto3.client('healthlake"')

#Call the describe_fhir_datastore method
data_store_details =
healthlake_client.describe_fhir_datastore(DatastoreId='cdf8f1557e57c543bdc627fb8f12b7fd"')
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print(data_store_details)
BIhfE , ©FIRE—1 python F 84,

{'DatastoreProperties': {'Datastoreld': 'cdf8f1557e57c543bdc627fb8f12b7fd",
'DatastoreArn': 'arn:aws:healthlake:us-west-2:728347309221:datastore/fhir/
cdf8f1557e57c543bdc627fb8f12b7fd', 'DatastoreName': '08-24-2022-test-data-
store', 'DatastoreStatus': 'ACTIVE', 'CreatedAt': datetime.datetime(2022,
8, 23, 22, 12, 14, 359000, tzinfo=tzlocal()), 'DatastoreTypeVersion': 'R&4‘',
'DatastoreEndpoint': 'https://healthlake.us-west-2.amazonaws.com/datastore/
cdf8f1557e57c543bdc627fb8f12b7fd/r4/"', 'SseConfiguration': {'KmsEncryptionConfig':
{'CmkType': 'AWS_OWNED_KMS_KEY'}}, 'PreloadDataConfig': {'PreloadDataType':
"SYNTHEA'}}, 'ResponseMetadata': {'RequestId': 'aef4b268-ad4b-4b57-
bc97-2da956356835', 'HTTPStatusCode': 200, 'HTTPHeaders': {'date': 'Wed, @5 Oct
2022 ©01:21:44 GMT', 'content-type': 'application/x-amz-json-1.0', 'content-
length': '547', 'connection': 'keep-alive', 'x-amzn-requestid': 'aef4b268-ad4b-4b57-
bc97-2da956356835'}, 'RetryAttempts': 0}}

E-RREAEXSNMNRBEFENFHAFESE |, EFEH ListFHIRDatastore

fffDeleteFHIRDataStored%s , AWS CLI tHA T ROIFF R, &4 7 LA A delete-fhir-datastore
APISRIZ & & BREIE 7M. MIBRBBEFESMRZBBEERNKEEMENTIESNAAEFHIRERR
R, BIEFEHIPAAKN , EEMBROBIEEMEERN B EFREERS K S,

aws healthlake delete-fhir-datastore
--datastore-id (Data Store ID)

WA RBIJSONIERIFT R , IRASEXRDELETING S “ , UEIAEERBRBEE#ERENES,

"DatastoreEndpoint": "https://healthlake.us-east-1.amazonaws.com/
datastore/eeb8005725ae22b35b4edbdc68cf2dfd/x4/",
"DatastoreArn": "arn:aws:healthlake:us-east-1:(AWS Account ID):datastore/(Datastore
ID)",
"DatastoreStatus": "DELETING",
"DatastorelId": "(Datastore ID)"
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https://docs.aws.amazon.com/healthlake/latest/APIReference/API_DeleteFHIRDataStore.html
https://docs.aws.amazon.com/healthlake/latest/APIReference/API_DeleteFHIRDataStore.html

AWS HealthLake FEANGIER

A5 HealthLake HIEFEHFHIRRESTAPIR B

£ AWS HealthLake , & ] LA Fast Healthcare REST APl B EMFHIRER (FHIR) XREXRE
BNERBEFHEPNER, FHIRRESTAPIREA TNHEEME PN ERHITLERE, HRE. FEHAM
Bk (CRUD) RE, BETLAMEAGETHPOSTHTTPER KRR ELMIEREE , BN HealthLakeSz
B A FHIRZ FHE RBE,

HF—HMER , BIIE HL7 FHIR R4 FHIR StructureDefinition’ &R A RE BB TR, EERE
3J HealthLake BB MWFHIRMRINEE |, BHEDIEEMNmetadataliE X HGETHERURL , M1 FRF
To

GET https://healthlake.region.amazonaws.com/datastore/datastore-id/r4/metadata

IS , B3 E) HealthLake iR 200HTTPIG R RIBFEELFH, BXEZER , 31
HL7FHIRR4 X #4CapabilityStatement i,

TRINE 7 XFHFHIRRZE AWS HealthLake,

FHIRZFM Bz AWS HealthLake

FHIRE 3} iR
BINRENRE
capabilities RENRGHWRE N B
batch/tra E—XXRBEHFEFH. BESBBR—AFTR
nsaction
RERHNED
create EFAARS 27 0 BCAY ID B %7 3 IR
search BIERERFERAERTRRE
history KERBERFRRENERD EIZF
KHIRAN N E

read BREUR R AR
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https://hl7.org/fhir/R4/structuredefinition.html
http://hl7.org/fhir/R4/capabilitystatement.html
https://hl7.org/fhir/R4/http.html#capabilities
https://hl7.org/fhir/R4/http.html#transaction
https://hl7.org/fhir/R4/http.html#transaction
https://hl7.org/fhir/R4/http.html#create
https://hl7.org/fhir/R4/http.html#search
https://hl7.org/fhir/R4/http.html#history
https://hl7.org/fhir/R4/http.html#read

AWS HealthLake FRARIER

FHIRE 3} HiR
history FiRsERRNEER LidF
vread R EE R 45 E MR BVIRTS
update BERN IDEHER (WNBRBFERFH , NEE)
delete i BR R
£}

« FXFMFHIRERER AWS HealthLake
%} HealthLake BiiEFa 1T OIE, =E, FFHMMIER (CRUD) B#1E

« {£AFHIRRESTAPIR{EE RIEH HealthLake IR 1

FEFHIRPR A 18 3%
B33 Patient $ FHIR REST API everything /3K EVE & B
FF $export MIEHY HealthLake BUiEEF# T S HEIE

P EFMNFHIREREKT AWS HealthLake

THRIETZFW FHIR R4 BiREE, AWS HealthLakeEXEZEER , 55 H HL7FHIRR4 3 #4H
MR FERE

FHIRX M R4 RIJRER HealthLake

ik 7= Detectedlssue RE Mol Z
ActivityDefinition ®E Library PractitionerRole
AdverseEvent DeviceDefinition HEiE UK
AllergyIntolerance DeviceMetric i 4k

eS| DeviceUseStatement  {I& 6] %
AppointmentRespons  DeviceRequest EE QuestionnaireRespo
e nse
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https://hl7.org/fhir/R4/http.html#history
https://hl7.org/fhir/R4/http.html#vread
https://hl7.org/fhir/R4/http.html#update
https://hl7.org/fhir/R4/http.html#delete
https://hl7.org/fhir/R4/resourcelist.html
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AuditEvent-Z L& &
=
BodyStructure

WAL-SNEE

CapabilityStatement

CarePlan

CareTeam
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ChargeltemDefinition
Claim
ClaimResponse

Communication

CommunicationReque

st
B
ConceptMap
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DiagnosticReport
DocumentManifest
DocumentReference

EffectEvidenceSynt
hesis
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LAy
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EpisodeOfCare
EnrollmentRequest
EnrolimentResponse
ExplanationOfBenefit
FamilyMemberHistory
FRid

B #r

Azl
GuidanceResponse
HealthcareService
ImagingStudy
RN

ImmunizationEvalua
tion

MeasureReport
AR
L)

MedicationAdminist
ration

MedicationDispense

MedicationKnowledge

MedicationRequest
MedicationStatement
MessageHeader
MolecularSequence
NutritionOrder

M

OperationOutcome

AN
OrganizationAffiliation
e

mA

PaymentNotice

PaymentReconciliat
ion

RelatedPerson
RequestGroup
ResearchStudy

ResearchSubject

RiskAssessment

RiskEvidenceSynthe
sis

it Xl
ServiceRequest
fafx

PRAS
StructureDefinition
StructureMap
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SupplyDelivery
SupplyRequest
£S5
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VerificationResult
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CoveragekEligibilit ImmunizationRecomm A&
yRequest endation

CoveragekEligibilit InsurancePlan PlanDefinition
yResponse

A FHIRFAEF HealthLake
« BRBEERLTRRKER HGETHPOSTIER : —## OperationOutcome, HHAITHNZS
o
« AuditEvent— RJ LABIZR 51 i52EN AuditEvent &R , {8 FEEXT H it 17 EH =M BR

. RS — SR HealthLake BRIMBLERN 5%, BXELRMEL , HSHER
Bundle B8 Z/NFHIRE Ko

« VerificationResult— {X7E 2023 £ 12 A 9 B 2512 BUIETEME it RSE R,

Xt HealthLake BB FMNITRIZE, LB, FEFHFMMPIER (CRUD) BE

REABEEREFME. SABENSHBENERAEY AWS FHIRHTTPIRME , EEFANNEEIRE
£ HealthLake 37 A B1% (POSTGET), #EHY (PUT)., %7 (DELETE) MMBR () FHIR BIR. AT
EBN B UAEFAFHIRRESTAPIBRS X HealthLake BIEF TR, EEL. EHFMMER (CRUD)
BE, YIAFERAZERE 4 LERENBYHTTPEF R AIEN HealthLake APIER#THHRIE, &
THMEZER , BSRPNERRE 4 ZEREAWS —BSE,

F&:

- EABIERR POST

{55 FA P 53R GET

£ A E 1 R PUT

{5 FA i BR %2R DELETE

£/ Bundle EXEZANFHIRER

CRUD #1E 49


https://docs.aws.amazon.com/general/latest/gr/signature-version-4.html

AWS HealthLake FRARIER
FE R A EIR POST

BT LALE A POSTE R 1E HealthLake BB E#E P BIEFH R IR, POSTERAFELRRERMidaE, K
201812 ®RfE , HealthLake FREZELIRE “BRIE” HTTP RS,

(® Note

LB DocumentReference®BRKE L HPOSTIERAE , FLEXMENT B, M2
& , AWS HealthLake T BREIET REF — 7N EZNBBEBEEH. BXW
{i] HealthLake ffEFDocumentReference®FEREHN BARESLE (NLP) REEREMNE
NESBRENESHAGE  FERERAETRFRRENERESLE (NLP) BIE3IFHIR
DocumentReference & R4 K AWS HealthLake.

Example £ FAPOSTiERtlEPatient &R,

E 8|2 HealthLake BEFMEPOSTIER |, BEAHBFEENIE S HIRHISONEREX., EERBERS
IR S |, I51E HealthLake 6| &0 “BiEEMR” TEF , B FEFHAWS HealthLake APIZZ &R
B D escribeFHIRDatastore #4E,

POST Request

POST https://healthlake.your-region.amazonaws.com/datastore/your-datastore-id/r4/
Patient

JSON Request Body

{
"resourceType": "Patient",
"identifier": [ { "system": "urn:oid:1.2.36.146.595.217.0.1", "value":
"12345" } 7],
"name": [ {
"family": "Silva",
"given": ["Ana", "Carolina"]
} 1,
"gender": "female",
"birthDate": "1992-02-10"
}

JSON 0 R

POST &R 50


https://docs.aws.amazon.com/healthlake/latest/APIReference/API_DescribeFHIRDatastore.html

AWS HealthLake

FRARER

RTHEIAEEZDRNOE |, LU E Create 201 d HTTP IRAE L TISONI@ R,

"resourceType": "Patient",
"identifier": [
{
"system": "urn:o0id:1.2.36.146.595.217.0.1",
"value": "12345"

"family": "Silva",
"given": [
DT,
"Carolina"
]
}
1,

"gender": "female",
"birthDate": "1992-02-10",
"id": "274b408a-1201-4e9f-a621-1df937f1la26d",
"meta": {
"lastUpdated": "2022-06-13T23:31:24.427Z"
}
}

EAFERAIR GET
LRI B 48 R R ANl fE A GETiE SR IEEN R EFHIRE IR,

Example £ AGETiERiEE4S EPatient BIR,

E B2 HealthLake BIEFMHGETHER , BEABEFHNLET R, EERBEEENRS
B7E HealthLake #ZHIAH “BIEFEMR" TEF , EFEHAAWS HealthLake APIZE R R HH D

escribeFHIRDatastore 4,

BRI BIERBEEEPatient 1B MR IR 2de04858-bab65-44c1-8afl-f2fe69a977d9.,

GET https://healthlake.your-region.amazonaws.com/datastore/your-datastore-id/r4/

Patient/2de04858-ba65-44cl1-8afl-f2fe69a977d9

GET X

51


https://docs.aws.amazon.com/healthlake/latest/APIReference/API_DescribeFHIRDatastore.html
https://docs.aws.amazon.com/healthlake/latest/APIReference/API_DescribeFHIRDatastore.html
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JSON Mg 37

RINE , LGN EI200HTTPIR AT F1 LA T JSONIE B,

"resourceType": "Patient",
"active": true,
"name": [

{

use": "official",
"family": "Doe",
"given": [

"Jane"

use": "usual",

"given": [
"Jane"

}
]I

"gender": "female",
"birthDate": "1966-09-01",
"meta": {
"lastUpdated": "2020-11-23T06:24:13.202Z"

iy
"id": "2de@4858-bab5-44cl1-8afl-f2fe69a977d9"

FEHEHRRIR PUT

BTRRGIEERR T PUTAMAEAERBEFHIRFRREHBENFARES . I, HENERGIZE
R BIRPUTR HiEREY , ©FF 612 — N IIRRA.

MRFREEFH , WENFERMIRE200HTTPRAREE ; MRCETHAR , WRHRE201IHTTPIRA
KB,

® Note

WY DocumentReference @RFER A HPUTERE , T4 XIEBENYT B, B2
B= , AWS HealthLake T BENEY BREF —ERAMEIZHBTFEFE#ED. BxW

PUT &R 52
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{i] HealthLake fEFADocumentReference®FEREHN BARESLE (NLP) REEREMNE
NWEFHENESHAFE  FSRACHETRREENBRESLE (NLP) BWEZIFHIR
DocumentReference #IR4E K AWS HealthLake,

Example fEAPUTE R E#TPatient B REHE

RHPUTERE , BEERFEFENZRT R, EEMNRFRRENEH, HIRFNISONERIE,
MREERPUTRIEZF IR , ©FEARENRARRAIEZRT R IR,

PUT Request

BMPUTIERI RHIEH -

PUT https://healthlake.your-region.amazonaws.com/datastore/your-datastore-id/r4/
Patient/2de@4858-ba65-44cl-8afl-f2fe69a977d9

JSON Request Body

ATEMEEERERRN RHIJSONIE,

"id": "2de@4858-bab5-44cl-8afl-f2fe69a977d9",
"resourceType": "Patient",
"active": true,
"name": [
{
"use": "official",
"family": "Doe",
"given": [
"Jane"

]
},
{

"use": "usual",

"given": [
"Jane"
]
}
1,

"gender": "female",

PUT &R 53
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"birthDate": "1985-12-31"

JSON M R

ERKEIL T EEJISONLAINE N !

{
"id": "2de04858-bab65-44c1-8afl-f2fe69a977d9",
"resourceType": "Patient",
"active": true,
"name": [{
"use": "official",
"family": "Doe",
"given": [
"Jane"
]
.
{
"use": "usual",
"given": [
"Jane"
]
}
1,
"gender": "female",
"birthDate": "1985-12-31",
"meta": {
"lastUpdated": "2020-11-23T06:43:45.133Z"
}
}
BERUBEM

FUEEFATRERERREZZAMARERE ID EFRNERR, SRSHLBLHERN , E2ER
HiRERRIDEN RARREHTERR , BR2EMLERNENER ID,

T REEVREBUR T KR EIH CE DR E

« RABEED , HRIEXFREHR ID : REHFIEZRAR.
« SREBEEED , 2RM% 1D BREFEAEE D RS[EXEAN “EMEQE" RE,

PUT &R 54
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- RBELED , 2424 ID BEFE : lRFE_EL409 ConflictfEIRIELER,

« One Match , RIZHER ID R (RHUTRIR ID HECSKIMBFEMELTE ) RSN CHENEIR
PATEH , MEFmE , MRBRRSEH , RSI|/HFSHALLIEE200 OK ;

* One Match , Bt T RIR ID BESHRIINFFEFTE : FRFIH[IEDML09 ConflictiRiR , KPR/ iR

ID MEE R , &RIF =~ OperationOutcome
« ZACHEIM ; REEFRE —412 Precondition Failed4}ix , REAF BRI EERBR TS
¥ , &%= OperationOutcome

Example — B & F{%4S, HAEBN 200051 B 1 B, LiESH 1234567890 B E R :

PUT https://healthlake.your-region.amazonaws.com/datastore/your-datastore-id/r4/
Patient?name=peter&birthdate=2000-01-01&phone=1234567890

{55 FA I BR % /R DELETE
EffiBR HealthLake BiE12ME PRV AR , SR HDELETEHTTPE R,
Example £ FIDELETEE R BR4FEPatient BIREH,

EGIZEDELETERER , BEARBEFEFRHNLRET . ZEERBEEFE#HNIHS , BT HealthLake %14
K “BIEE®E TEE , REFEHAWS HealthLake APIZZ & RH K D escribeFHIRDatastore #4E,

188 M BIE R IRR BB RIRIRRF

DELETE https://healthlake.your-region.amazonaws.com/datastore/your-datastoxre-id/r4/
Patient/2de04858-ba65-44c1-8afl-f2fe69a977d9

HTTP W& Rz

BIfE , R E —DN204HTTPIRARS , BIAZRREFEREFRP . AMERBFRRME |, LRI
F 400 RHIHTTPIRZASHS , HBADELETERE R X MAYREA,

£/ Bundle BE S FHIRAR

£ HL7 FHIRR4 B5EH , B RARHRNES. HealthLake XFFEFHIRRESTAPIE K 4 62
Bundle B#IREHE |, URFEAESESELNFHIRRESTAPIER B HITZINCRUDRE., ERHERS
B, BB IABFHIRRESTAPIERbatch —H g E W4 AR E,

DELETE 3R 55


https://docs.aws.amazon.com/healthlake/latest/APIReference/API_DescribeFHIRDatastore.html

AWS HealthLake FEANGIER

FRE 4 81E R M IE% AWS CloudTrail, E 7T ##&>% CloudTrail 5—EFEANEZEL
HealthLake , {52 R A AWS CloudTrailid &% AWS HealthLake API {# .,

HL7FHIRR4 iR ( 7A 88 )

- BRRZTENAE , FTSAFHIRXEREI AR FEIRARE - WA,

. El}ﬂiﬁﬁ*ﬁﬁﬁﬁtixﬁﬁ’ﬂ%m FHIR RESTAPI , i§ZRFHIRX 142 5|FHIRRESTAPIH ) Batch
XE,

LT RN ABMAHEFHIRRESTAPIER |, BEQIEFHEMS ST RIERBHRZ LML ERIF,

A HealthLake #&& AWS CLI. FZEB X5 AWS SDKs

HealthLake 2| 8 X #FEFHIRRESTAPIE R h {5 E RS D RKBE VM TR B R E
URL,

EAFHIRES TN ITZTMCRUDRE

MBHWIFERDPRIEERBRIEBURL , N AR ZFHIRRESTAPIE RBM N ENBIBEERHES, X
JSONIE X HREHNENCRUDZREHRITIEME , HIRESFEMNHTTPIRAR, HealthLake ZiF#H43ZE
Hlbatche

EEHEANFHIRRESTAPHERHMITZANCRUDIEIE , BIHITULTRE -

J«XTE‘J»"EEH_?TTI:TWﬂFHIRRESTAPﬁ%?EF{EFﬁE’\J%*Eiqﬂ*&éﬁlﬂ‘ﬁﬂ’ﬂﬁﬂﬁo BXRTEMNEREX ,
S 6IE S RS NCRUDZRERIELIER,

1. BAEPOSTERPIEERRKR

POST https://healthlake.your-region.amazonaws.com/datastore/your-datastore-id/r4/

2. EEREXH , ¥ Bundle KEIEERN "type": "batch"
3. EBREXH , NRATF BN BIXCRUDR B ERFISENEIE, resource
4. 8NCRUDBREEERIEX request PFEIEER , MTFIR :

"request" : {
"method" : "HTTP-VERB",
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AWS HealthLake FEANGIER

"url" : "FHIR-RESOURCE-TYPE-URL"

£JSONME R A | SFIRBBERFIBEENENCRUDRENHTTPIRARE,
HealthLake BR&I#48 32 5

o EFMATBELTHIBREI HealthLake L& , S FEAWS HealthLake w7 2 FELE,

LT RE2ZMCRUDEER Bundle BR4EHN RHI,
Example — 8l #% & ZNCRUD#/ER Bundle iFR,

ERBHITZWMCRUDEEMFHIRRESTAPIER |, B4R E A ENBIEEMEART SAPOSTRAHIERH
EMHISONERE X,

BT LATE HealthLake 2% &8 “BIEE®” THRIBEEENLXET R , L LAEHAAWS HealthLake
APIZZ & B H ) D escribeFHIRDatastore 43R 2 M BB E M MY KR i1 =,

POST Request

ERBEFENLIRT APOSTRHER, EHT—MEBF “JSONERIEX” REFFRIEXH &
BERE

POST https://healthlake.your-region.amazonaws.com/datastore/your-datastore-id/r4/

JSON Request Body

EBEREXH , BUTRMELT key: value I UARBEXREMNERWEMEMFHIREE T BIRAOEK
#E. CRUDE—NROIERT —NMEBHHISONBREX , REHERTHENTE, E=NRH
ERT ZEMNISONERIE I,

{
"resourceType": "Bundle",
"id": "bundle-batch-operation",
"meta": {
"lastUpdated": "2014-08-18T0Q1:43:30Z"
},
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"type": "batch", ## Required
"entry": [
{
## CRUD Transaction - 1
"resource": {
"resourceType": "Patient",

.

"request": { ## Required
"method": "POST",
"url": "Patient"

}

},

{
## CRUD Transaction - 2

"resource": {
"resourceType": "Medication",

iy

"request": { ## Required
"method": "POST",
"url": "Medication"

UTR—NMNZENRE , B RTUWAEEFAPatient FMedication®IRFEE,

{
"resourceType": "Bundle",
"id": "bundle-transaction",
"meta": {
"lastUpdated": "2014-08-18T01:43:30Z"
},
"type": "batch",
"entry": [
{
"resource": {
"resourceType": "Patient",
"meta": {

"lastUpdated": "2022-06-03T17:53:36
1,

L7247

WPDER
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"text": {
"status": '"generated",
"div": "Some narrative"
I
"active": true,
"name": [
{
"use": "official",
"family": "Jackson",
"given": [
"Mateo",
"James"

}
1,
"gender": "male",
"birthDate": "1974-12-25"

.

"request": {
"method": "POST",
"url": "Patient"

}

},
{

"resource": {

"resourceType": "Medication",

"id": "med@310",
"contained": [

"system": "http://snomed.info/sct",

"display": "Oxycodone (substance)"

{
"resourceType": "Substance",
"id": "sub@3",
"code": {
"coding": [
{
"code": "55452001",
}
]
}
}
1,
"code": {

"coding": [

WPDER
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{
"system": "http://snomed.info/sct",
"code": "430127000",
"display": "Oral Form Oxycodone (product)"
}
]
},
"form": {
"coding": [
{
"system": "http://snomed.info/sct",
"code": "385055001",
"display": "Tablet dose form (qualifier value)"
}
]
.
"ingredient": [
{
"itemReference": {
"reference": "#sub@3"
},
"strength": {
"numerator": {
"value": 5,
"system": "http://unitsofmeasure.org",
"code": "mg"
},

"denominator": {
"value": 1,
"system": "http://terminology.hl7.o0rg/CodeSystem/v3-
orderableDrugForm",
"code": "TAB"

]

},

"request": {
"method": "POST",
"url": "Medication"

WPDER
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}

JSON 11 3

EHNEROIBEARZPEENTR , ERREBSSHENCRUDEIE201HY Created HTTP RZKNR
B, HCRUDBREARMETS , £LOFIRE 400 RIHTTPIRES , BERENMERIMHRER.

{
"resourceType": "Bundle",
"type": "batch-response",
"timestamp": "2022-06-15T01:31:34.300+00:00",
"entry": [
{
"response": {
"status": "201",
"location": "Patient/fd68ce38-ba30-4459-9eeb-476ad9f4f4ca”,
"lastModified": "2022-06-15T01:31:34.180+00:00"
}
.
{
"response": {
"status": "201",
"location": "Medication/5bf3b8cc-4076-4219-abal-e2c53d7916f4",
"lastModified": "2022-06-15T01:31:34.180+00:00"
}
}
]
}

FHRBEDE N Bundle BIFEER

EH M Bundle BFEERE | BUMAEFHIRRESTAPIERBundlehiEEH EMHSSEHESHE -
TR AEMISONIE I,

EiERHIEE Bundle JEURL , JSONE R IE XK A AR FHREFELE IR HealthLake BIEEM B, E
I, FREN ENRREH R ITEMCRUDRE, XHRBEWEPT LB OE—NFNER ID. HTFR
BRIEEHERTE , HLETEI L Bundle #REBEFRENE N TR ITGETHPOSTIERK,
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® Note

HL7FHIRR4 B BHFEA S EH, AEMIRNRRHITO A, SIBXERFEXREN , T4
BEEZAE8MNAR, R , tfil1EAReference tERIERNZTNEAR, HAit , FRHXEREFESR
HAa SR EPEENENERR.

EQIEBundleBiRERE , BLPEPOSTERPEEZAFREE , AREETENRAIRRIISONKE,
Example — £ FAPOSTiE R €12 Bundle &R

EEbundle®iR , BHMITUTRAE

1. BUT A AER{LFHIRRESTAPIEK :

POST https://healthlake.your-region.amazonaws.com/datastore/your-
datastore-id/r4/Bundle

2. it JSON body , HEEHBGHE —BN AR, LRHFHNBEERTRD EH

{
"resourceType": "Bundle",
"id": "bundle-transaction",
"meta": {
"lastUpdated": "2018-03-11T11:22:16Z"
b
"type": "document",
"entry": [
{

"resource": {
"resourceType": "Patient",
"name": [

{

"family": "Smith",
"given": [
"Jane"

]
}
1,
"gender": "female",
"address": [
{
"line": [
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"123 Main St."
1,
"city": "Anycity",
"state": "Any State",
"postalCode": "12345"

}
]
}
},
{

"resource": {
"resourceType": "Patient",
"name": [

{
"family": "Jackson",
"given": [
"Mateo"
]
}
1,
"gender": "male",
"address": [
{
"line": [
"1234 Main St."
1,
"city": "Anycity",
"state": "Any State",
"postalCode": "12345"
}
]
}
}

FAFHIRRESTAPIIREE R

HealthLake Z#FE AFHIRIREFIRHARESTAPIHRERE R
WA 2 f R E R RIFRGETH TPOSTIE R M RAl,

#) HealthLake ¥iE 124

H#EFR. X TH,

HERIBEX

BRRUIEEH#
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@ Note

FFFRNAEFHBEER (PN) H Protected Health Infor PHI mation () & , ZBiERPOSTE
Ko TEPOSTIERH , PISERERPHIE XM —ZB2 R IMHAEE R E PRI ITINER,

ZFHIRMB X2 M E RS HER | BX HealthLake XEH—NF&E, BXEZER , BSHAIENE
RSP M NS RIE RS HealthLake,

{#FFIFHIRRESTAPIIR/EIE RIEN BIR 1%
s IENERSHER
s ENSREFRSH HealthLake

¢ _include

¢ _revinclude

s _summary
* _elements

« total
e sort
¢ count

* Chaining and Reverse Chaining(_has)
- XENEREMHRF
- XENEREEER
« PXEERSH HealthLake
« EAPOSTRAIFHITER
- EAGETRAIFITEE

XPFNERSHRE
TRERT FXFHERSBAE HealthLake,

XENERS KR
BRSH R
_id B ID ( FREEHNURL )
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BRSH
_lastUpdated
_tag
_MNABEHE
_TE

_KIR

_text

createdAt

(® Note

UTEZRSBIOGEAT 2023 £ 12 A 9 A2 R0 BIEFM !

DU

LREFHF B, RSF[AUBITRELARE.

BRBIREER,

BERMAERENTARBNER.

BRNATHERNEEIRE.

BRBFERIR.
BRARARR,

B EREE LY BREF-createdAt.

_security, _source, _text, . createdAt

TRERTHNARBAERRRENEERFEREEREANZTENR, NBEBRIL , REIFIHEE
RENRETRE, ERDEN , FRRENFAHECDEBRD,

BRSWRE

#H¥

H Hi/ DateTime

HAER

EEERRTFERBE. AN
MNEFNEBZNHF.

BRUHBREERSHERE
B, FEESsE.

RV ERALRBIR,

BREEW BBt E, M
HIWEXZE , yyyy-mm-d
dThh:mm:ss[Z]|(+]-)
hh:mm] {ER8EEMATRE,

il
[parameter]=100
[parameter]=1e2

[parameter]=1t100

[parameter]=eq2013
-01-14

XENRRSYERE
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M

BRSHRHE
String
ThE

FAER
EZ LT HAERE

date, dateTimeinstant., Pe

MTiming, BXREBRPE
AXERFERBENEZFAE
B, FBRFHIRX 43R5
M B H.

RVFERLRBIR,

UXD R NENHTRERFH
5,

B8t X #FHumanName
MAddressEKBE, XEZ
HHES , EZEFHIRXAEZER
5l EYAddressBIER BLKH
MEIFEXE%XE, HumanNam

e

F/ : textiEMATZIFERE
%O

# & close-to-exact5 — R F#F
MBI , BEE5—RETR
BERITHER,

X9 K NEEEE R ER
WRBREFXR. ETFSubs
umptionf & A] AR BRI D &
Xo K NEEXHNRIE, 7F
BEN| , HAREmE,

FEARE
ot
[parameter]=gt2013
-01-14T10:00

[parameter]=ne2013
-01-14

[base]/Patient?giv
en=eve

[base]/Patient?giv
en:contains=eve

[parameter]=[syste

m] | [code] :iX
Blsystem]iEHNREBR
5, [code] EBHNREZBER
SRR EINKBE,

[parameter]=[code] : 7
XE | BEmANTEREABR
R4,

[parameter]=|[code]
LA B i A 5 R B ITE
HERGEMERBRRA.
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Bk
SE®
Quantity

SE

HAHAEE

EREMTIN, EEEEN &
RREFERZNISH,

RV ERALRAIR,

REEABERBFE. REMR
B, HAMART , BREM
RBRWEN, ETHEHRE
RE, BXREZHAER B
ZHFHIRM R 5| PR HE,

FERUTRIZIEE [paramete
r]=[prefix][number
1| [system] | [code]

BRNEATIRAYEI A

T~

/Patient?language=
FR,NL&language=EN

Observation?compon
ent-code-value-qua
ntity=http://loinc
.0rg|8480-6%1t60

[base]/Group?chara
cteristic-value=ge
nder$mixed

[base]/Observation
?value-quantity=5.
4|http://unitsofme
asure.org|mg

[base]/Observation
?value-quantity=5.
4|http://unitsofme
asure.org|mg

[base]/Observation
?value-quantity=5.
4|http://unitsofme
asure.org|mg

[base]/Observation
?value-quantity=le
5.4|http://unitsof
measure.org|mg

[base]/Observation?
subject=Patient/23

test

XENRRSYERE
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FRARER

BRSYRH FAER

URI BRAFBIRABER RN F
RFERo

L5273 ETHREEIINLPY BR#ITHE

%O

T EN SRS ESE HealthLake

HealthLake XFLUTEREBESH.

B DU

_include ATHERELRERFEDHE
bR, ©iRE B AR HRKA
5| AR o

_revinc. ATFEREERERPIREHE
de &R, ©RESAEERER
I8 B R o

_summar' FEEATATERERHFE,

_elemen BEREBRERPH—ARTE
KT EERNREN —I0IR
Bl ,

T~

Encounter
?_include
=Encounte
r:subject

Patient?_
id= patient-
identifier
&_revincl
ude=Encou
nter:patient

Patient?_

summary=text

Patient?_
elements=
identifie

T~

[base]/ValueSet?ur
l=http://acme.oxrg/
fhir/ValueSet/123

XBEUTHES

¥ . _summary=

true ., _summary=
false . _summary=
text . _summary=data o

XEFNBRERSH HealthLake
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=1

_total

_sort

_count

chainin

reverse
chainin
(_has)

_include

DU

Pd

\

51

Bl 58 RS WMICE Y R RK

o

o 5

ERES 7 Ri FI KRR NIRE
B RERNEEFINF, %-80
ZARTESDRIIZTNE
fAIBEFIN | LA%E R EE IR

o

ERHEREPEBIRESZ DR

3
WMo

BRI ARRNTE, e
BR.EMIEIARRFTHT
E3

BESIARRNTRERE

N
WMo

T~

r,active,
link

Patient?_
total=acc
urate

Observati
on?_sort=

status, -date

Patient?_
count=100

Diagnosti
cReport?s
ubject:Pa
tient.nam
e=peter

Patient?_
has:0bser
vation:pa
tient:cod
e=1234-5

Supp _total=accurate
ort, _total=none ,

Support XFETFAER
N FER#ITHEFNumber,
String, Quantity,
Token, URI, Reference
o DatefX7£ 2023 F£ 12 A 9
B 2GRN BIEFE
F4k#E, Support & X5
AN,

RAREAR/NHA 1000

_include B ZEAFHEAZ A FEDEMEEFHIRE R, BT 8% _include@ /I8 FIR.

XEFNBRERSH HealthLake
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Example — A F_include&E KK 12 Wi 9 B B 1Y 28 & = 8 & B K

RAREREEZRIZEARBHCondition®RER EHTER , RAEFEA_includelBE L EREZ
ZHisubjectlI B, EConditionBREXEF | subjectiENRBERRKBHRARIRRKE,

NEBERL , RPN ERFHIRETRG. ERDENR , FRARERNFZHFEECEBRD.

GET https://healthlake.your-region.amazonaws.com/datastore/your-datastore-id/r4/
Condition?code=49727002&_include=Condition:subject

_revinclude

_revincludeEEBREHFRFEAXEAFREHEMIBEEFHIRE R, ATEE_revincluded /G4EHN

BRo
Example — A T2 _revinclude 545 E B & XN HXEBEMME R RKE

EHTHER  BEEPatientBIEE_IdBEZSHHEENMNANIFRARRELNA. RE , BAUE
ZfJEncounter:patientMKIEEHMFHIRE RObservation:patient,

NERBEL , RPN RBARFHREIRE. EXNDEN , FRREVFHREEBED.

GET https://healthlake.youxr-region.amazonaws.com/datastore/your-datastore-id/r4/
Patient?_id=patient-
identifier&_revinclude=Encounter:patient&_revinclude=0bservation:patient

_summary

_summaryEBEZEHPFEAATAFBERFHRERN FE, BT EEUTEZ— true, text,
data, false. {FUTEMERFEA N TN, REMWEFFME meta.tag 'SUBSETTED' FFrid , A&k
TNEBRTTE,

o true  REFFEERBEEARELHIRCH BE NWZZHFTE,

o text: fURME “XA”, “id”. “meta” TE , fUREITRHKLHIETE,

« data: REIR' XA TEZIANFIEZLD .

« false: REIRFRENFIEZ D

EENMERBERP |, _summary=textFAES_includesi_revinclude#E RSHEEHER,
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Example — SREVBIEF o B E HIRW “XAK” THE,

GET https://healthlake.your-region.amazonaws.com/datastore/your-datastore-id/r4/
Patient?_summary=text
_elements

_elementsEERERNFFEAAGFERBFENFHIRERTE, REHNEEFE meta.tag
'SUBSETTED' H#5id , ARTRABRTFTE,

Z_elementsSHHUNESIRHUERTEZMIRAR , SINEREPBRRIELHN TE, RE75
HPTESEBRE, R _elementsSHETELMTE , RFFRAZBENHREXELENE
MTE,

_elementsTEATEENHER (BREXNAIREEFinclude ) o

EBENMEREBERF , _elementsFTEES_summaryERSHEESHER,

Example — 3REX HealthLake ¥ 76l p B & TR “PriRfF. &3, 888" &k,

GET https://healthlake.your-region.amazonaws.com/datastore/your-datastore-id/r4/
Patient?_elements=identifier,active,link

_total

_total EEREWHFANRESERNERSHEMETE N TIRHBE, HealthLake FIR[E of search
) 37 T g B2 R Y B3 ( B REX FBundle. total HREIERmatch ) o

_totalXi#Faccurate. noneZ¥{E., _total=estimateFxiF., EMRIEHMEERFHEN N FTK,
_total FEATEENER (BREEXIWIRERRinclude ),

Example — SREVSIE 78 o B E TRV L

GET https://healthlake.your-region.amazonaws.com/datastore/your-datastore-id/r4/
Patient?_total=accurate

_sort

_sortEEREBNRERATRBEIMFIIIER, ERBIFLLES 2 FeryHEFHLN 5 2R 24080 585 FF 5
Fo BEFANNZRERNERSH, FMEMEIRFERAN LR,

71
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HENMERERP , BRSUTUER 5 MIFERSY, EALIARER -IIRREREF. MIABR
T, RS FEAFHF

TENEFERSHEE N Number, String, Date, Quantity, Token, URI, Reference.
MEERSBENEHRENTE , MHFTIEBERERSHK, fln , ERRXEN ‘| LEREE
EHREHE, HumanName BBEEENEHRTEZRANRE., Bt , TXHFZ ‘UR" NEERFHIT
B,

Example — ERFEFRPRNEBERR , ARBEBRAFTERTHR -

GET https://healthlake.your-region.amazonaws.com/datastore/your-datastore-id/r4/
Patient?_sort=birthdate

_count

ZS B _countWE LN ERSF/AHNEXRNEENTNEHFREZDFFRNES.
HRAREAK/NA 100, FRATF 100 WEHFITH. _count=0FX#F,
Example — B RBEFERFHFERTEANMREN 25 :

GET https://healthlake.your-region.amazonaws.com/datastore/your-datastore-id/r4/
Patient?_count=25

Chaining and Reverse Chaining(_has)

RN R A EFHIREH T —HESN. ERENAARKRBMEEXRBNEE , NTIRD TS
MNRIMEWBNER , AEFRARNAFES EiRRBE,

MREARBIAEIFRERLEREST 100 4 , M HealthLake fFiR[E 4xx , A IEBIEE#HIHHASH
ZIRD W,

Example — Chaining-3REXFT & DiagnosticReport 15[E B2 & H AN peter WEEHN RS,

GET https://healthlake.youxr-region.amazonaws.com/datastore/your-datastore-id/r4/
DiagnosticReport?subject:Patient.name=peter

Example — R @8 Z-REEERR  HPBERREEL —MIERLIA , HPURERVKB R
1234 , EPNRERIEBERRSUPNEE TR,
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GET https://healthlake.youxr-region.amazonaws.com/datastore/your-datastore-id/r4/
Patient?_has:0bservation:patient:code=1234

X RIS

BRIEMFTATETERENZR, PNAMEERIEIHRFE HealthLake FERHE T HREMNIZE, Hi
o, A LEE ccontainsBANERBFENETE—NMNERE |, LENETEEERERY,

X B ERIEMAT

B RS il
Rk BRINFTE S B Composite
% String
aE String
Y= =hE
XA ThE
ARG 2E

X R RILRES

R LMERERLBRBRRZEFERPIENER, FERKT. AHNREFTRE , BUUERALR
. PRI T XHHNERLBBRMEE L, HealthLake

X PBHER LR

BRILRER EEPUN

eq REPSHNESFTTRENE,
BB RRFSHNEFTSTRHENE,
gt RBRFSHERTRENE,
It RRPSHEDNTRENE,
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BRIRER DU

ge REPSHNEXRTRETRENE.
le REPSHNENTRSETRENE.
sa RRFSHVENRENEZETSE.
eb RBRFSHNEERANEZEILE R,

A FE RS HealthLake

BARZFNERSBNTREIK , BSRFHRERSHEM K. HealthLake XEFEBREKFIIHNSHZ
ANFIEERSH,

TREHNERSH
WA L E- i
WA LPRIREF C onsent-source-reference
WYER BEEE
Wy gz REAR
W4t R B RIREH

EFPOSTRAI#ITIE R

R LUBT IR IPOSTHE R KIE R HealthLake #fE 7. EAUEURIHERENFREERNSH ,
BREEENERPREANEAIHNSH.

REBPHROIER T ZRIERXEK,

@ Note

FNFFRNAGHBEER (PI) 2 Protected Health Infor PHI mation () V& # , ZEiERAPOSTE
Ko EPOSTHERS , PIRERERPHIEXH — B R MHAEZRIRFFHITNER,

T X EFHEES B HealthLake 74
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FERAPOSTEREXHWSE A HIER , Content-Type: application/x-www-form-
urlencodedFHAERLHN —EB2

REBHNERBT OAFERAATRFEREPOSTH TR RN RO,

- FiR  FRTEBHPENHNRBREEFHIR, HR , FREZEENBERFRREN Mo HRN. ERE
BEFERIFERTEER—AEE , FEMthe section called “TiIFMERILEEE, BXESEAE
B, B2RRFREE  FHIRMERSIFHNESE,

- S WEREBEFEHESERBISMANIEMEE | Sligk, BR. WRRZAKREEESAEM
BENRE, ETHRELSER , BZRAFHIRXERS|I PN ERER . &4, HealthLake BIEHHKE
B RS BB F 5 DocumentReference, & HPOSTIERAE , RIATSREXLEHIEBRNE., EFEA]
BIEEN , BRDNEBRDPIFHERRIEEEROFRRRF.

« DocumentReference: b BRERZ F 1, HealthLakelt BRER Z 15| BEMERBH R, ETH
EFZEE | BHSRFHIRX#43R 5] DocumentReference B EIRER : , HealthLake R R K FH
AR HERN B RIESLE (NLP) DocumentReference, ETHREZELR |, HSH FHETHR
KA B ARIBESLIE (NLP) B B 3IFHIR DocumentReference % R4 B AWS HealthLake,

- WA RFREBSERTIHLS (RZEEEERIBENATETRENS ) MIEXIEENT At
Ro BXEZHMAGE , BSRAREE  FHIRXEERSIFHE,

c ME : WEE, ERREMIRAEHTHONEMNEG LM S . HealthLake RIFRIFFREIH TG R
FEYMAM DocumentReference %R, Ei¥ 4l T #1019 HealthLake BIEFHRR , HSREHAETHE
SRR B RIES A (NLP) B9 B3IFHIR DocumentReference % R4 K AWS HealthLake, EX
HPOSTIERE , RIAFTEEXLEHEAS. EFNCNSFEER , EXAEERF ANV EREES
MOMMRRT. ETHESER , BSRAREE  FHIRXXAERSI PN,

BMNETFEHER T MARREERREKEN RO, E8F—NMUAEBEREXHEEEFRN RO,
Age

ERLTHENPatient BREBE L HPOSTETRRMNER, MIEREMeqRRLRBRERE
£TF 1997 FHM Ko

RGAIEE — MERURLM —MERIEX. A TR —MERTAHIURL.

POST https://healthlake.your-region.amazonaws.com/datastore/your-datastore-id/r4/
Patient/_search

ERBRPEE 1997 F | KFEEBEREXPAIMUATTE,
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AWS HealthLake FEANGIER

birthdate=eql1997

JSON M Rz

FIfE |, 3R E200HTTPIE BZAHS F S LLHI JSONNE B,

Condition

FRALUTAAN Condition®REERPOSTIRHIBER, HIBRAEERM HealthLake BIEE# P ER
BEESTRBINET2892002,

RUAUEE —MERURLM —MERIEX. A TR —MERTFHIURL,

POST https://healthlake.your-region.amazonaws.com/datastore/youxr-datastore-id/r4/
Condition/_search

EETERRNESTNRB , B ISONTRFMEERENH,
code=72892002

JSON M R

BMiE , BFHRE200HTTPIAEG, HERRIL , LT JSONIE KL 2 # &M

{
"resourceType": "Bundle",
"type": "searchset",
"entry": [{
"resource": {
"resourceType": "Condition",
"id": "@063326c-6b42-4d13-af2f-1lefe@ab5f016",
"meta": {
"lastUpdated": "2022-08-23T00:22:49.681Z"
I
"clinicalStatus": {
"coding": [{
"system": "http://terminology.hl7.o0rg/CodeSystem/condition-clinical",
"code": "resolved"
1]
I

"verificationStatus": {
"coding": [{
"system": "http://terminology.hl7.org/CodeSystem/condition-ver-status",
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"code": "confirmed"
1]
},
"code": {
"coding": [{
"system": "http://snomed.info/sct",
"code": "72892002",
"display": "Normal pregnancy"
1,
"text": "Normal pregnancy"
},
"subject": {
"reference": "Patient/5fc0070a-696a-4855-9439-175f1c641a33"
I

"encounter": {

"reference": "Encounter/44078ab9-7ac7-4731-9ac8-4b3ff21a7bdb"
},

"onsetDateTime": "2019-08-15T01:19:17-07:00",
"abatementDateTime": "2020-03-26T01:19:17-07:00",
"recordedDate": "2019-08-15T01:19:17-07:00"

},
"search": {
"mode": "match"
}
},
{
"resource": {
"resourceType": "Condition",
"id": "d@@afdb2-1d2c-44fe-9f3b-033cOfe751a3",
"meta": {
"lastUpdated": "2022-08-23T00:20:47.100Z"
I
"clinicalStatus": {
"coding": [{
"system": "http://terminology.hl7.o0rg/CodeSystem/condition-clinical",
"code": "resolved"
1]
I
"verificationStatus": {
"coding": [{
"system": "http://terminology.hl7.org/CodeSystem/condition-ver-status"
"code": "confirmed"
1]
I

’
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"code": {

"coding": [{
"system": "http://snomed.info/sct",
"code": "72892002",

"display": "Normal pregnancy"
11,
"text": "Normal pregnancy"
1,
"subject": {
"reference": "Patient/d@a5cdle-8da7-41bd-9b2f-41leef45246e5"
1,

"encounter": {

"reference": "Encounter/73758e67-4aaf-4e80-982b-8821f0b6fdfb"
.

"onsetDateTime": "2019-06-13T20:37:40-07:00",
"abatementDateTime": "2020-01-23T19:37:40-08:00",
"recordedDate": "2019-06-13T20:37:40-07:00"

1,
"search": {
"mode": "match"
}
}
]
}
DocumentReference

E £ HealthLakeX{DocumentReference®iREHPOSTR HiERNEF LK HARIESLE (NLP)
WER , BRATHARXBERILER,

POST https://healthlake.your-region.amazonaws.com/datastore/your-datastore-id/r4/
DocumentReference/_search

EI8E DocumentReference E5|AMITE , FEHAERSH, BFEFREXHHREEEN
JSON,

_lastUpdated=1e2021-12-19&infer-icdl@cm-entity-text-concept-score;=streptococcal|
0.6&infer-rxnorm-entity-text-concept-score=Amoxicillin|@.8

WEHFZFRERASNMNERSBREZATEREAAPIEST 4 28 Amazon Comprehend Medical
B®’4¥. NLP
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Location

FERAU TSN Location®RFEEPOSTIREER, kiBXRELHE
it R EERWHE K TWMHAE,

BB ERRURLMIBERIEX . TR —MERTRHIURL,

POST https://healthlake.youxr-region.amazonaws.com/datastore/your-datastore-id/r4/

Location/_search

BERERPIEE Boston , FHEFEREXFRNLTTE :

address=Boston

JSON 1

RINGE , BFIRB200HTTPIMA RS, NBEELN , JSONEE B HER.

"id": "@ab903c7-25c5-4ae4-8354-be88f9c5f2ee",

"lastUpdated": "2022-08-23T0Q0:24:24.570Z"

{
"resourceType": "Bundle",
"type": "searchset",
"entry": [{

"resource": {
"resourceType": "Location",
"meta": {

.
"status": "active",

"name": "BRIGHAM AND WOMEN'S HOSPITAL",

"telecom": [{

"system": "phone",
"value": "6177325500"
1,
"address": {
"line": [

"75 FRANCIS STREET"
1,

"city": "BOSTON",
"state": "MA",
"postalCode": "02115",
"country": "US"

}I

B HealthLake BB F#E P ERK
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"position": {
"longitude": -71.020173,
"latitude": 42.33196
},
"managingOrganization": {
"reference": "Organization/27379046-608b-32f0-9df7-8c833cf5d11d",
"display": "BRIGHAM AND WOMEN'S HOSPITAL"

}
},
"search": {
"mode": "match"
}
},
{
"resource": {
"resourceType": "Location",
"id": "cabe7f65-4eb5-4bff-9a6f-07bc80acf8d0o",
"meta": {
"lastUpdated": "2022-08-23T00:20:47.100Z"
},
"status": "active",

"name": "BETH ISRAEL DEACONESS MEDICAL CENTER",
"telecom": [{

"system": "phone",
"value": "6176677000"
1,
"address": {

"line": [

"330 BROOKLINE AVENUE"
1,

"city": "BOSTON",
"state": "MA",
"postalCode": "02215",
"country": "US"
I
"position": {
"longitude": -71.020173,
"latitude": 42.33196
I
"managingOrganization": {
"reference": "Organization/cb6a50e@-af76-3758-99ad-3200ede@3fff",
"display": "BETH ISRAEL DEACONESS MEDICAL CENTER"
}
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},
"search": {
"mode": "match"
}
}
]
}

Observation

FRUTARIObservationEREXB K HPOSTETEENER, HBRFEAvalue-
conceptE EZSHRERESTKiB266919005, HIRAKRBANever smoker,

{RUTETE — MERURLAM —MERIEX, A TR —MERRHIURL,

POST https://healthlake.your-region.amazonaws.com/datastore/youxr-datastore-id/r4/
Observation/_search

EEERSNever smoker , IHEIEXvalue-concept=266919005+i%EJSON,

value-concept=266919005

JSON 1

RIjE , BFHIREB200HTTPIM NS, REERZN , LA TISONIERL B 4 Bl

{

"resourceType": "Bundle",

"type": "searchset",

"link": [{

"relation": "next",

"url": "https://healthlake.us-west-2.amazonaws.com/
datastore/3651c6d3cle81e785adba®6b710b52a9/r4/0bservation?value-
concept=266919005&=AAMA-
EFRSURBSG1pcGIyN250ZGOWRXVnTTFOdmtxQk9Bb3YQYjhVcVdUMGV0@eVozNmdjQUINRjRNUUtscjhCZ1NMUG84VGNQgN

1,
"entry": [{
"resource": {
"resourceType": "Observation",
"id": "Q00038e0-71c6-4cc@-9c6c-50c8b1c53309",
"meta": {
"lastUpdated": "2022-11-03T01:02:38.981Z"
},

ERAPOSTRAIF TR 81



AWS HealthLake

FRARER

"status": "final",
"category": [{
"coding": [{
"system": "http://terminology.hl7.o0rg/CodeSystem/observation-category",
"code": "survey",
"display": "survey"
1]
1,
"code": {
"coding": [{

"system": "http://loinc.org",
"code": "72166-2",
"display": "Tobacco smoking status NHIS"

11,

"text": "Tobacco smoking status NHIS"
.

"subject": {

"reference": "Patient/598c9d7a-0494-448e-a8le-d50e3606e8db"
iy

"encounter": {

"reference": "Encounter/86bdee4a-2aa9-474a-b43f-6237cd68e512"
.
"effectiveDateTime": "2019-12-11T19:44:57-08:00",
"issued": "2019-12-11T19:44:57.438-08:00",
"valueCodeableConcept": {

"coding": [{

"system": "http://snomed.info/sct",

"code": "266919005",

"display": "Never smoker"
1,
"text": "Never smoker"
}
},
"search": {
"mode": "match"
}
},
{
"resource": {
"resourceType": "Observation",
"id": "Q@c2f6260-e671-4cfd-ac3d-e75f073fa3cd",
"meta": {

"lastUpdated": "2022-11-03T01:05:21.4882"
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},
"status": "final",
"category": [{
"coding": [{
"system": "http://terminology.hl7.org/CodeSystem/observation-category",
"code": "survey",
"display": "survey"
1]
1,
"code": {
"coding": [{
"system": "http://loinc.oxg",
"code": "72166-2",
"display": "Tobacco smoking status NHIS"
1,
"text": "Tobacco smoking status NHIS"
},
"subject": {
"reference": "Patient/89d9a9b7-9720-4881-a2ab-d7907544b26f"
1,

"encounter": {

"reference": "Encounter/8ebba7b0-fdfc-4ecl-a9aa-907cccf60925"
},
"effectiveDateTime": "2018-11-17T03:59:36-08:00",
"issued": "2018-11-17T03:59:36.550-08:00",
"valueCodeableConcept": {

"coding": [{

"system": "http://snomed.info/sct",

"code": "266919005",

"display": "Never smoker"
1,
"text": "Never smoker"
}
.
"search": {
"mode": "match"
}
}
]
}

ERAPOSTRAIF TR 83



AWS HealthLake FEANGIER

EAGETRAIEITER

IEALUEE R I GETE SRR B R HealthLake HIEFf#. HealthLake XXEFFFHEASHIEN B RIEN
B —#o RHURI , MAXZFENEREXHN —BoRE,

® Note

FFFRNANEHBEER (PN) H Protected Health Infor PHI mation () & , ZBiEHPOSTE
Ko EPOSTERH , PISERERPHIE XM —ZBo R MHAEERMIEE PRI ITINE,

AEBRMET MMAIGETHEA P ZIFNERE B H# 1T RN R HealthLake,

 Fig FRIAIRPENNRFEREFHIR, ik , FRRERENEERRELEN o HERN. ERE
BEFRIFROEEZR-HAEE , BFEEF Hthe section called “HiEWE R KRS AXESF
WMESR , BSEERRELR : FHIR RS FHWEE,

- HBE WERERHEEEESRKRBSHEXNEMAESE | SlmigH,. B, WRKRTAREEE S AEM
EBENRE, ETHRESEER , BZRAFHIRXEZRS|IFHNRREE : 4., HealthLake RIFHIKE
B9 SRS BIE FT S DocumentReference, £4& HPOSTIERE , MIAFT BRI LEHIENE. EFEA]
SEEA , BUNEBERAZEFEREESROIRRAR,

 DocumentReference: it BREEF T, HealthLakelt B REHE T HSIAEMRBENIH, BETH
EZEE , HZMAFHIRX#43R 5| DocumentReference B A RFEAE : . HealthLake & H K FIH
XASRHERN B RIESAE (NLP) DocumentReference, ETHREZELR |, HSH FHETHR
KHK BRIBESLIE (NLP) B B3IFHIR DocumentReference %R B AWS HealthLake.

c R EERRBEGENT®RR ( REEEEEIRNATEAREHN®S ) MEXEENT At
Ro AXREZHAER , FEHARRE | FHRXHERS | PHLE,

« ME : WEH, RFLEHMZTHAEHTHNEMNE LIS, HealthLake BRIE R K HY ST A
EFHMM DocumentReference RiR. B T EHXU{T HealthLake BIEFH BT RNEZER |, &
SHRFERAETRREAENBRIESLAE (NLP) B B3IFHIR DocumentReference &R K AWS
HealthLake, TEAHPOSTERAE , RINFBREXLHIENE. EFCIIBREEAN , BUTEERF
AMNERIEEERNIFRGT, ETHRESES , BSHARER  FHIRXZES| FHMEL,

BMRBFEHER T MAEREERRREN RS, e2f—IXxTOAEREEBE RN RHIURE, B
R AR Y JSONMA RL,
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Age

EANATHEXPatient HRRERZHGETETRRMWIER., WEREMAeqBREBBREREE
T 1997 FHM Ao

GET https://healthlake.your-region.amazonaws.com/datastore/your-datastoxe-id/r4//
Patient?birthdate=eql997

JSON M R

BIhiE , BfIRB200HT TP RIES .

Condition

FRAUTHSXCondition®RERGETIRHER, WIERTEEMN HealthLake BiEF# P ER
FEETRBIALET72892002,

B EFRURLMIERIEN , X —MERRHIURL,

GET https://healthlake.your-region.amazonaws.com/datastore/your-datastore-id/r4/
Condition?code=72892002

JSON M Rz

RIE , EBFIREB200HTTPIM NS, REREREN , LA TISONIERL B4 Bl

{

"resourceType": "Bundle",
"type": "searchset",
"entry": [{
"resource": {
"resourceType": "Condition",
"id": "Q063326c-6b42-4d13-af2f-1lefe@ab5f016",
"meta": {
"lastUpdated": "2022-08-23T00:22:49.681Z"
},
"clinicalStatus": {
"coding": [{
"system": "http://terminology.hl7.o0rg/CodeSystem/condition-clinical",
"code": "resolved"
1]
},
"verificationStatus": {
"coding": [{
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"system": "http://terminology.hl7.org/CodeSystem/condition-ver-status",
"code": "confirmed"
1]
I
"code": {
"coding": [{
"system": "http://snomed.info/sct",
"code": "72892002",
"display": "Normal pregnancy"
1,
"text": "Normal pregnancy"
I
"subject": {
"reference": "Patient/5fc@070a-696a-4855-94a9-175f1c641a33"
},

"encounter": {

"reference": "Encounter/44078ab9-7ac7-4731-9ac8-4b3ff21a7bdb"
.
"onsetDateTime": "2019-08-15T01:19:17-07:00",
"abatementDateTime": "2020-03-26T01:19:17-07:00",
"recordedDate": "2019-08-15T01:19:17-07:00"

I
"search": {
"mode": "match"
}
I
{
"resource": {
"resourceType": "Condition",
"id": "d@oafdb2-1d2c-44fe-9f3b-033c0fe751a3",
"meta": {
"lastUpdated": "2022-08-23T00:20:47.100Z2"
},
"clinicalStatus": {
"coding": [{
"system": "http://terminology.hl7.o0rg/CodeSystem/condition-clinical",
"code": "resolved"
1]
},
"verificationStatus": {
"coding": [{
"system": "http://terminology.hl7.o0rg/CodeSystem/condition-ver-status",
"code": "confirmed"
1]
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},
"code": {
"coding": [{
"system": "http://snomed.info/sct",
"code": "72892002",
"display": "Normal pregnancy"
1,
"text": "Normal pregnancy"
},
"subject": {
"reference": "Patient/d0@a5cdle-8da7-41bd-9b2f-41leef45246e5"
.

"encounter": {
"reference": "Encounter/73758e67-4aaf-4e80-982b-8821f0befdfb"
},
"onsetDateTime": "2019-06-13T20:37:40-07:00",
"abatementDateTime": "2020-01-23T19:37:40-08:00",
"recordedDate": "2019-06-13T20:37:40-07:00"
},
"search": {
"mode": "match"
}
}
]
}

DocumentationReference

Lt 7= 45135 BB an4R] £ X 12 B 9 65 BR R BB Bt AR A Bl B PG M4k 75 Y BB Bl DocumentReference IR
KA RIFR,

GET https://healthlake.your-region.amazonaws.com/datastore/your-datastore-id/r4/
DocumentReference?_lastUpdated=1e2021-12-19&infer-icdl@cm-entity-text-concept-
score;=streptococcal|0.6&infer-rxnorm-entity-text-concept-score=Amoxicillin|@.8

B , ERUWEI LT JSONE R,

{
"resourceType": "Bundle",
"type": "searchset",
"entry": [

{

"resource": {
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"resourceType": "DocumentReference",
"id": "985c3e94-4219-4c79-97al-c94694525e24",
"meta": {
"lastUpdated": "2020-11-23T06:09:10.719Z2"
},
"extension": [
{
"url": "http://healthlake.amazonaws.com/aws-cm/",
"extension": [
{

"url": "http://healthlake.amazonaws.com/aws-cm/infer-icd10/",
"extension": [
{

"url": "http://healthlake.amazonaws.com/aws-cm/infer-icd10/raw-

response",

"valueString": "{Entities: [{Id: @,Text: otitis media,Category:
MEDICAL_CONDITION, Type: DX_NAME,Score: 0.9815994,BeginOffset: 151,EndOffset:
163,Attributes: [],Traits: [{Name: DIAGNOSIS,Score: 0.950424253}],ICD1@CMConcepts:
[{Description: Otitis media, unspecified, unspecified ear,Code: H66.90,Score:
0.7176407}, {Description: Otitis media, unspecified,Code: H66.9,Score:
0.6930445}, {Description: Otitis media, unspecified, left ear,Code: H66.92,Score:
0.688161}, {Description: Otitis media, unspecified, bilateral,Code: H66.93,Score:
0.6748094}, {Description: Otitis media, unspecified, right ear,Code:
H66.91,Score: 0.66456183}]1}, {Id: 1,Text: streptococcal sore throat,Category:
MEDICAL_CONDITION, Type: DX_NAME,Score: 0.92208487,BeginOffset: 461,EndOffset:
486,Attributes: [],Traits: [],ICD1@CMConcepts: [{Description: Streptococcal
pharyngitis,Code: J02.0,Score: 0.55638546}, {Description: Acute streptococcal
tonsillitis, unspecified,Code: J03.00,Score: 0.53159785}, {Description:
Streptococcal sepsis, unspecified,Code: A40.9,Score: ©0.51865804}, {Description:
Acute pharyngitis, unspecified,Code: J02.9,Score: 0.45085955}, {Description:
Streptococcal infection, unspecified site,Code: A49.1,Score: 0.41550553}]},

{Id: 3,Text: disorder,Category: MEDICAL_CONDITION, Type: DX_NAME, Score:
0.9191257,BeginOffset: 488,EndOffset: 496,Attributes: [],Traits: [{Name:
DIAGNOSIS,Score: ©0.933720773}],ICD10CMConcepts: [{Description: Parkinson's
disease,Code: G20,Score: ©0.6959145}, {Description: Illness, unspecified,Code:
R69,Score: 0.68428487}, {Description: Disorder of bone, unspecified, Code:
M89.9,Score: 0.6542605}, {Description: Unspecified mental disorder due to known
physiological condition,Code: FQ@9,Score: 0.6240179}, {Description: Mental disorder,
not otherwise specified,Code: F99,Score: 0.61046}]1}],ModelVersion: 0.1.0}"

.

{

"url": "http://healthlake.amazonaws.com/aws-cm/infer-icd10/

model-version",

"valueString": "0.1.0"
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}I
{

"url": "http://healthlake.amazonaws.com/aws-cm/infer-icd10/aws-
cm-icdl1@-entity",
"extension": [
{
"url": "http://healthlake.amazonaws.com/aws-cm/infer-icd10/
aws-cm-icdl1@-entity-id",
"valueInteger": 0
I
{
"url": "http://healthlake.amazonaws.com/aws-cm/infer-icd10/
aws-cm-icdl1@-entity-text",
"valueString": "otitis media"
},
{
"url": "http://healthlake.amazonaws.com/aws-cm/infer-icd10/
aws-cm-icdl1@-entity-begin-offset",
"valueInteger": 151
I
{
"url": "http://healthlake.amazonaws.com/aws-cm/infer-icd10/
aws-cm-icdl@-entity-end-offset",
"valueInteger": 163
},
{
"url": "http://healthlake.amazonaws.com/aws-cm/infer-icd10/
aws-cm-icdl1@-entity-score",
"valueDecimal": ©.9815994
I
{
"url": "http://healthlake.amazonaws.com/aws-cm/infer-icd10/
aws-cm-icd1@-entity-ConceptList",
"extension": [
{
"url": "http://healthlake.amazonaws.com/aws-cm/infer-
icdl0/aws-cm-icdl1l@-entity-Concept",
"extension": [
{
"url": "http://healthlake.amazonaws.com/aws-cm/
infer-icdl1@/aws-cm-icdl@-entity-Concept-Code",
"valueString": "H66.90"
},
{
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infer-icd1@/aws-cm-

unspecified ear"

infer-icd1@/aws-cm-

icdl@/aws-cm-icdl10-

infer-icdl10/aws-cm-

infer-icd1@/aws-cm-

infer-icdl10/aws-cm-

icd1@/aws-cm-icdl10-

infer-icd1@/aws-cm-

"url": "http://healthlake.amazonaws.com/aws-cm/
icdl@-entity-Concept-Description”,
"valueString": "Otitis media, unspecified,

},
{
"url": "http://healthlake.amazonaws.com/aws-cm/
icdl@-entity-Concept-Score",
"valueDecimal": 0.7176407

]
I
{
"url": "http://healthlake.amazonaws.com/aws-cm/infer-
entity-Concept",
"extension": [
{
"url": "http://healthlake.amazonaws.com/aws-cm/
icdl@-entity-Concept-Code",
"valueString": "H66.9"
},
{
"url": "http://healthlake.amazonaws.com/aws-cm/
icdl@-entity-Concept-Description”,
"valueString": "Otitis media, unspecified"
I
{
"url": "http://healthlake.amazonaws.com/aws-cm/
icdl@-entity-Concept-Score",
"valueDecimal": 0.6930445

]
},
{
"url": "http://healthlake.amazonaws.com/aws-cm/infer-
entity-Concept",
"extension": [
{
"url": "http://healthlake.amazonaws.com/aws-cm/
icdl@-entity-Concept-Code",
"valueString": "H66.92"
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Location

AL TSN Location®BRFBGETIRHER, HIERLELM HealthLake BIEEFEME P EHR M
WP EERHT AR TWMMNE,

GET https://healthlake.your-region.amazonaws.com/datastore/your-datastore-id/r4//
Location?address=boston

JSON 1

BYfE , BRREB200HTTPIENE, JEREA , JSONEE BB

{
"resourceType": "Bundle",
"type": "searchset",
"entry": [
{
"resource": {
"resourceType": "Location",
"id": "@ab6903c7-25c5-4ae4-8354-be88f9c5f2ee",
"meta": {
"lastUpdated": "2022-08-23T00:24:24.570Z"
},
"status": "active",

"name": "BRIGHAM AND WOMEN'S HOSPITAL",
"telecom": [

{
"system": "phone",
"value": "6177325500"
}
1,
"address": {
"line": [
"75 FRANCIS STREET"
1,
"city": "BOSTON",
"state": "MA",
"postalCode": "02115",
"country": "US"
I

"position": {
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"longitude": -71.020173,
"latitude": 42.33196
},
"managingOrganization": {
"reference":
"Organization/27379046-608b-32f0-9df7-8c833cf5d11d",
"display": "BRIGHAM AND WOMEN'S HOSPITAL"

I
"search": {
"mode": "match"

"resource": {
"resourceType": "Location",
"id": "3cc3ad99-e0ff-48b4-b277-052abfc41058",
"meta": {
"lastUpdated": "2022-08-23T00:19:37.029Z"
I
"status": "active",
"name": "NEW ENGLAND BAPTIST HOSPITAL",
"telecom": [

{
"system": "phone",
"value": "6177545800"
}
1,
"address": {
"line": [
"125 PARKER HILL AVENUE"
1,
"city": "BOSTON",
"state": "MA",
"postalCode": "02120",
"country": "US"
},

"position": {
"longitude": -71.020173,
"latitude": 42.33196
},
"managingOrganization": {
"reference": "Organization/9a7149fa-49fc-3c87-b935-
d29c55808717",
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"display": "NEW ENGLAND BAPTIST HOSPITAL"

I
"search": {
"mode": "match"

"resource": {
"resourceType": "Location",
"id": "3f956715-3890-4235-85be-3fba5e3488ee",
"meta": {
"lastUpdated": "2022-08-23T00:23:38.981Z"
I
"status": "active",
"name": "MASSACHUSETTS GENERAL HOSPITAL",
"telecom": [

{
"system": "phone",
"value": "6177262000"
}
1,
"address": {
"line": [
"55 FRUIT STREET"
1,
"city": "BOSTON",
"state": "MA",
"postalCode": "02114",
"country": "US"
},

"position": {
"longitude": -71.020173,
"latitude": 42.33196
},
"managingOrganization": {
"reference": "Organization/d78e84ec-30aa-3bba-a33a-
f29a3a454662",
"display": "MASSACHUSETTS GENERAL HOSPITAL"

I
"search": {
"mode": "match"
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},
{
"resource": {
"resourceType": "Location",
"id": "6cc@7b51-7287-443c-b772-c864f7831el3",
"meta": {
"lastUpdated": "2022-08-23T00:21:11.045Z"
I
"status": "active",

"name": "TUFTS MEDICAL CENTER",
"telecom": [

{
"system": "phone",
"value": "6176365000"
}
1,
"address": {
"line": [
"800 WASHINGTON STREET"
1,
"city": "BOSTON",
"state": "MA",
"postalCode": "02111",
"country": "US"
},

"position": {
"longitude": -71.020173,
"latitude": 42.33196
},
"managingOrganization": {
"reference": "Organization/b7175ab4-
bde5-3848-891b-579bccb77c7c",
"display": "TUFTS MEDICAL CENTER"

}
},
"search": {
"mode": "match"
}
},
{
"resource": {
"resourceType": "Location",
"id": "8101300f-f685-49e7-b428-43b7855c39¢ee",
"meta": {
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"lastUpdated": "2022-08-23T00:22:06.474Z"
iy
"status": "active",
"name": "BOSTON CHILDREN'S HOSPITAL",
"telecom": [
{
"system": "phone",
"value": "6177356000"

1,
"address": {
"line": [
"300 LONGWOOD AVENUE"
1,
"city": "BOSTON",
"state": "MA",
"postalCode": "02115",
"country": "US"
},
"position": {
"longitude": -71.020173,
"latitude": 42.33196
},
"managingOrganization": {
"reference": "Organization/d7b11827-25f2-350b-
bcd8-939fc59851b0",
"display": "BOSTON CHILDREN'S HOSPITAL"

I
"search": {
"mode": "match"

"resource": {
"resourceType": "Location",
"id": "8b7641d3-6997-48bb-bd60-23e35dfaaed9d",
"meta": {
"lastUpdated": "2022-08-23T00:20:47.099Z"
I
"status": "active",
"name": "BRIGHAM AND WOMEN'S FAULKNER HOSPITAL",
"telecom": [

{
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"system": "phone",
"value": "6179837000"
}
1,
"address": {
"line": [
"1153 CENTRE STREET"
1,
"city": "BOSTON",
"state": "MA",
"postalCode": "02130",
"country": "US"
},

"position": {
"longitude": -71.020173,
"latitude": 42.33196
},
"managingOrganization": {
"reference": "Organization/d733d4a9-080d-3593-
b910-2366e652b7ea",
"display": "BRIGHAM AND WOMEN'S FAULKNER HOSPITAL"

I
"search": {
"mode": "match"

"resource": {
"resourceType": "Location",
"id": "998ef80b-7b58-4dc3-99ac-c440ec9e282d",
"meta": {
"lastUpdated": "2022-08-23T00:21:11.046Z"
I
"status": "active",
"name": "BRIGHAM AND WOMEN'S FAULKNER HOSPITAL",
"telecom": [

{
"system": "phone",
"value": "6179837000"
}
1,
"address": {
"line": [

ERAGETRAIZ TR 96



AWS HealthLake

FRARER

"1153 CENTRE STREET"

1,
"city": "BOSTON",
"state": "MA",

"postalCode": "02130",
"country": "US"
},
"position": {
"longitude": -71.020173,
"latitude": 42.33196
},
"managingOrganization": {
"reference": "Organization/d733d4a9-080d-3593-
b910-2366e652b7ea",
"display": "BRIGHAM AND WOMEN'S FAULKNER HOSPITAL"

I
"search": {
"mode": "match"

"resource": {
"resourceType": "Location",
"id": "c454bed3-7013-4376-81cf-4f49342F1402",
"meta": {
"lastUpdated": "2022-08-23TQ0:24:24.573Z"
I
"status": "active",
"name": "MASSACHUSETTS GENERAL HOSPITAL",
"telecom": [

{
"system": "phone",
"value": "6177262000"
}
1,
"address": {
"line": [
"55 FRUIT STREET"
1,

"city": "BOSTON",
"state": "MA",
"postalCode": "02114",
"country": "US"
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},
"position": {
"longitude": -71.020173,
"latitude": 42.33196
},
"managingOrganization": {
"reference": "Organization/d78e84ec-30aa-3bba-a33a-
f29a3a454662",
"display": "MASSACHUSETTS GENERAL HOSPITAL"

I
"search": {
"mode": "match"

"resource": {
"resourceType": "Location",
"id": "ca5e7f65-4eb5-4bff-9a6f-07bc80acf8do",
"meta": {
"lastUpdated": "2022-08-23T00:20:47.100Z"
I
"status": "active",
"name": "BETH ISRAEL DEACONESS MEDICAL CENTER",
"telecom": [

{
"system": "phone",
"value": "6176677000"
}
1,
"address": {
"line": [
""230 BROOKLINE AVENUE"
1,
"city": "BOSTON",
"state": "MA",
"postalCode": "02215",
"country": "US"
},

"position": {
"longitude": -71.020173,
"latitude": 42.33196

iy

"managingOrganization": {
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"reference": "Organization/cb6a50e0-
af76-3758-99ad-3200ede@3fff",
"display": "BETH ISRAEL DEACONESS MEDICAL CENTER"

I
"search": {
"mode": "match"

Observation

FRAUL TS 0bservation®RER L HGETETERMIER, iERMFEAvalue-concepti®
RSPRERETRIE266919005, IRAZKENever smoker,

BB ERRURLNEBZ &, X2 —MERTRHIURL,

POST https://healthlake.your-region.amazonaws.com/datastore/your-datastore-id/r4/
Observation?value-concept=266919005

EIEERSNever smoker , Evalue-concept=266919005F HiEB N EHZERFE,
JSON Mg 5z

RINGE , KRB 200HTTPIM RS, NBERERZN , LA TIJSONIm R B4 Bl

{

"resourceType": "Bundle",

"type": "searchset",

"link": [{

"relation": "next",

"url": "https://healthlake.us-west-2.amazonaws.com/
datastore/3651c6d3cle81e785adba®6b710b52a9/xr4/0bservation?value-
concept=266919005&=AAMA-
EFRSURBSGlpcGIyN250ZGOWRXVnTTFOdmtxQk9Bb3YQYjhVcVdUMGV@eVozNmdjQUINRjRNUUtscjhCZ1NMUG84VGNQgN

1,
"entry": [{
"resource": {
"resourceType": "Observation",
"id": "Q00038e0-71c6-4cc@-9c6c-50c8b1c53309",
"meta": {
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"lastUpdated": "2022-11-03T01:02:38.981Z"

I
"status": "final",
"category": [{
"coding": [{
"system": "http://terminology.hl7.o0rg/CodeSystem/observation-category",
"code": "survey",
"display": "survey"
1]
1,
"code": {
"coding": [{
"system": "http://loinc.org",
"code": "72166-2",
"display": "Tobacco smoking status NHIS"
1,
"text": "Tobacco smoking status NHIS"
I
"subject": {
"reference": "Patient/598c9d7a-0494-448e-a8le-d50e3606e8db"
},

"encounter": {

"reference": "Encounter/86bdee4a-2aa9-474a-b43f-6237cd68e512"
.
"effectiveDateTime": "2019-12-11T19:44:57-08:00",
"issued": "2019-12-11T19:44:57.438-08:00",
"valueCodeableConcept": {

"coding": [{

"system": "http://snomed.info/sct",

"code": "266919005",

"display": "Never smoker"
1,
"text": "Never smoker"
}
},
"search": {
"mode": "match"
}
},
{
"resource": {
"resourceType": "Observation",

"id": "@c2f6260-e671-4cfd-ac3d-e75f073fa3cd",
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"meta": {
"lastUpdated": "2022-11-03T01:05:21.488Z"
1,
"status": "final",
"category": [{
"coding": [{
"system": "http://terminology.hl7.org/CodeSystem/observation-category",
"code": "survey",
"display": "survey"
]
1,
"code": {
"coding": [{

"system": "http://loinc.oxg",
"code": "72166-2",
"display": "Tobacco smoking status NHIS"

1,

"text": "Tobacco smoking status NHIS"
},

"subject": {

"reference": "Patient/89d9a9b7-9720-4881-a2ab-d7907544b26f"
I

"encounter": {
"reference": "Encounter/8ebba7b0-fdfc-4ecl-a9aa-907cccf60925"
},
"effectiveDateTime": "2018-11-17T03:59:36-08:00",
"issued": "2018-11-17T03:59:36.550-08:00",
"valueCodeableConcept": {
"coding": [{
"system": "http://snomed.info/sct",
"code": "266919005",

"display": "Never smoker"
1,
"text": "Never smoker"
}
I
"search": {
"mode": "match"
}
}
]
}
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PRFHIRE R Eid %

RFHIRhistoryE£# % HealthLake BIEF# P EFHIREFRNA LR, FALRKE , B0 AFH
EFHIRZ RN A MAREREEL, SFitALERSERAN , EFEEHEN R RRSEREA.

® Note

FHIRTE 202 history 4 & 10 A 25 B2 B 8IZMFTE HealthLake HiEF#FP , RIABRA®E
R MREBNBIEFMISEL A2 AZERN , MARRERZFIFERUZAFHIRhistoryX
B, ERABIEBERHAWS Support Center Console, BR|ZBZRNRG] , FEFZEHN AWS Ik FH
R BER RG],

RhistoryERFEAHTTP GET@HHITH. RXFHIREcreateupdate, Mldelete4ERERTFH
BIRAFAEMA, HealthLake X#FRFHIRhistoryERW AU TEERSH,

HealthLake #F#IFHIRhistoxy BB RS

BRSH iR

_count : integer —NLBRERNFRHKE, HE%%EHLIEHH'}?
HHESBEFERIAATFHIERERER
AR & 7 o

_since : instant NBFEELENZ D2 G IZH R IFRRA

_at : date(Time) N BIEE A AR R{E P IE ER R R XA E N Z

LT HRIRSNERER. BXESER , B5
FIHL7FHIRRESTfUlAPIX #idate R H,

J«XT/T\ﬁUJFFE’JFHIRPatlentﬁ/J?’éﬁi B 100 NA B EERLE R HealthLake, EEFEENURLE
, BRI E EH 4., HFERURLE :

GET https://healthlake.region.amazonaws.com/datastore/datastore-id/r4/Patient/id/
_history?_count=100
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https://console.aws.amazon.com/support/home#/
https://www.hl7.org/fhir/R4/search.html#date
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AEXENRENBTEBEEFHIRERS Bundle , EHiEENhistory, ©EBEEERMA
fLiEFk , BRIBRAEER , HIEEHBRMER. EXxhistoryXENESZER , 55H
HL7FHIRRESTfuIAPD'U‘él'history':F'E’Jo

(® Note

BRI LUE R ERABhistory EMFHIRFIRER, TEFRE , BEAUERHAWS
Support Center Console, ER|EZEHRS] , BEREN AWS Ik HiEF IR ZRA,

FIE4FERA TR £ idxk FHIR
#FHIRvread X E¥ HealthLake BX3E124% B A BHTAS EAR A BIREL. BRANLSIE , £ITMGT X
BEMBE—HEFFHIRERRENHNES.

HealthLake FEE XN BN HFN R
JRCapabilityStatement.rest.resource.versioning#{ThRA&#EH, FIERELNFTE
HealthLake $i#EF &2 = Resource.meta.versionId (vid)s

BAFHIRhistoryXREfG ( BRIABERT , XF1E 2024 £ 10 A 25 HZF@UEE’J%&ET?{% HNE
BEERUERIBNVEEFM ) , BundleMBMFvidERH PN —E5. locationEA T RAI
F,VidERAEFL, EBEERERA , 55 bundle /bundle—response 74 ()o JSON

"response" : {
"status" : "201 Created",
"location" : "Patient/12423/_history/1",
..}

RvreadBE2FEAHTTP GETHTHITH. L TFvreadXHIRE —NLf] , EhEERH
FHIRPatient & RIEENAEN A RETHERAVvid. EEEFEUT RATPHEBENURLER , HE “‘E
H" A LR, HFEKXURLRE :

GET https://healthlake.region.amazonaws.com/datastore/datastore-id/r4/Patient/id/
_history/vid

(® Note

MREEEEFHIRERvreadtt R fEAhistoryRX B , M| HealthLake $4&IRE &R T HIEN
Ei%ﬁmizko

BB ERRA R BRI 212 FHIR 103


https://www.hl7.org/fhir/r4/bundle.html
https://www.hl7.org/fhir/R4/http.html#history
https://console.aws.amazon.com/support/home#/
https://console.aws.amazon.com/support/home#/
https://hl7.org/fhir/R4/capabilitystatement-definitions.html#CapabilityStatement.rest.resource.versioning
https://hl7.org/fhir/R4/bundle-definitions.html#Bundle.entry.response.location
https://build.fhir.org/bundle-response.json.html
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ExvreadXEWMEZEEL |, 55 HL7FHIRRestful APl X#vread$FH,

B Patient $ FHIR REST API everything R /E3RELE & BiE

Patient $everything BEA TEWFHIRBERFUREZBEMXNEMEMTR. LWERETHTH
FERHFPAHELBIERANR , A NULREERITESERROLUERIETH, HealthLake ¥
BHELEE IDWAMERNS.

(® Note
2024 ¥ 2 A 27 Bz ERIBHNEIEFM B 51 X% Patient $Severything 1€,

KRG EEMEXWABRIR
patient $everything & — I Al LA A RIRESTAPIRYE , BT RABIFT R

GET Request

GET https://healthlake.your-region.amazonaws.com/datastore/your-datastore-id/r4/
Patient/patient-id/$everything

® Note

M B2 P YRR IR R REE AR ID HEF.
I 5z 5. 2 A bundle.Total %,

AA SFRRESH

HealthLake X#Z A T &IOS

S8 FAER
TiE REUEET 18 B i 2 G TR B & IR,
end HEIRELS R B 2 eIk A B & BIE

JEA $FFHIRAPIREFEAR 104
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4 FAER

since kEE RSz REMAE2ERE,
_type IREVAS E AIRR B Y 25 BdE.
_count REBEREAEERE KD,

Example -SREUEEF R B2 GG BEHIE
patient $every start thing ReEEATIERRERE B 2 FHEHIE.

GET https://healthlake.your-region.amazonaws.com/datastore/your-datastore-id/r4/
Patient/patient-id/$everything?start=2024-03-15T00:00:00.000Z

Example -fE3§E 4 R A B 2 BI3RENFT A 2.5 BiE
patient $every end thing ReEE AT IEBRERIFE A i 2 sTHEIE

GET https://healthlake.your-region.amazonaws.com/datastore/your-datastore-id/r4/
Patient/patient-id/$everything?end=2024-03-15T00:00:00.000Z

Example -EIEE Az EEFHE 2 & HIE
patient $everything AILAE A sinceld BN EWESE A iz EEFHOEIE,

GET https://healthlake.your-region.amazonaws.com/datastore/your-datastore-id/r4/
Patient/patient-id/$everything?since=2024-03-15T00:00:00.000Z

Example -3REVSF E R IR B B 2 & I

patient $everything T LAEA_typedEESRIEEETEEMR NI ERREE, AUUEES SN

SIRFIEESTEIRKE,

GET https://healthlake.your-region.amazonaws.com/datastore/your-datastore-id/r4/
Patient/patient-id/$everything?_type=0bservation,Condition

AN SFRESE
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Example -SRENEZEBFEHIEERE KD
A A $everything ZBRI LA A _count3RiRE T E K/

GET https://healthlake.your-region.amazonaws.com/datastore/your-datastore-id/r4/
Patient/patient-id/$everything?_count=15

BA SFTERNARstartfEME end
HealthLake XFU T HRBEHENTFHBNEREBS I,

TR RETE
ik = K, servicePeriod.start

AdverseEv  AdverseEvent. HHf
ent

Allergyln Allergylntolerance.recordedDate
tolerance

N ey, 7R

Appointme  AppointmentResponse.start
ntRespons
e

AuditEvent  AuditEvent.period.start
=N basic.created

BodyStruc  4_ DATE
ture

CarePlan CarePlan.period.start
CareTeam  CareTeam.period.start

Chargelte Chargeltem, occurrenceDateTime , Chargeltem, occurrencePeriod.start ,
m Chargeltem, occurrenceTiming. &4
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BIR
Claim

ClaimResp
onse

Clinicall
mpression

Communica
tion

Communica
tionReque
st

B

=z
7/

R

&l
el

-+
>
S
4

ol
Bl
L

CoverageE
ligibilit
yRequest
CoverageE
ligibilit
yResponse

Detected|
ssue

DeviceReq
uest

BRTE
FRE, DbillablePeriod.start

ClaimResponse, & &%

Clinicallmpression. H A

BE. 2R%*

CommunicationRequest, occurrenceDateTime , CommunicationRequest,

occurrencePeriod.start

fExx. BHA

K. recordedDate
E&E. dateTime
Coverage.period.Start

CoverageEligibilityRequest, B &I&

CoverageEligibilityResponse, B 12

DetectedIssue. 21R 5l

DeviceRequest.authoredOn

BA SPTERNARstartfEM end
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RIR

DeviceUse
Statement

Diagnosti
cReport

DocumentM
anifest

DocumentR
eference

&

Enrollmen
tRequest

EpisodeOf
Care

Explanati
onOfBenef
it

FamilyMem
berHistory

Fric
B #R
H

ImagingSt
udy

RRIEM

RIFTE

DeviceUseStatement.recordedOn

DiagnosticReport, B3

DocumentManifest, & %2

DocumentReference.context.period.start

Encounter.period.Start

EnrolimentRequest, B 8%

EpisodeOfCare.period.start

ExplanationOfBenefit, billablePeriod.start

1 _DATE

flag.period.start
B#5. statusDate
4 _DATE

ImagingStudy, B

RBEM, Bick

BA SPTERNARstartfEM end
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RIR

Immunizat
ionEvalua
tion

Immunizat
ionRecomm
endation

V. 3

1

EE

51

MeasureRe
port

B4k

Medicatio
nAdminist
ration

Medicatio
nDispense

Medicatio
nRequest

Medicatio
nStatement

Molecular
Sequence

Nutrition
Order

PUE

RIFTE

ImmunizationEvaluation. B &

ImmunizationRecommendation. H &j

XEBH
List.date

MeasureReport.period.start

Media. B &%

MedicationAdministration, B3k

MedicationDispense.whenPrepared

MedicationRequest.authoredOn

MedicationStatement.dateAsserted

4_DATE

NutritionOrder.dateTime

ME, B

BA SPTERNARstartfEM end

109



AWS HealthLake

FRARER

RIR

Questionn
aireRespo
nse

RelatedPe
rson

RequestGr
oup

ResearchS
ubject

RiskAsses
sment

it

ServiceRe
quest

N

SupplyDel
ivery

SupplyReq
uest

RIFTE
4~_ DATE
4~_DATE

BrF. 2T

H4b, occurredPeriod.start , Provenance.

QuestionnaireResponse. B4

A _DATE

RequestGroup.authoredOn

ResearchSubject. A1 R

RiskAssessment, occurrenceDateTime , RiskAssessment,

tart
HfEZHE. planningHorizon

ServiceRequest.authoredOn

¥RAS, receivedTime

occurredDateTime

occurrencePeriod.s

SupplyDelivery, occurrenceDateTime , SupplyDelivery, occurrencePeriod.s

tart , SupplyDelivery, occurrenceTiming. E#

SupplyRequest.authoredOn

BA SPTERNARstartfEM end
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RIR RIFTE

VisionPre VisionPrescription.dateWritten
scription

E/ $export MIEK HealthLake $iE1ZME S HHiE

FFAFHIRRESTAPIIEE$exportERBERN —H o RHES HPOSTER , HEBREXHEBEERS
o BIFEFHIRHIE , FHIRIRFEZESLMTIFGETIER , HA R X EFPOSTIER, RTXEHMSHK , &
E—ANEMARRKFHESE |, Btk HealthLake X#FPOSTiER,

/A Important

HealthLake 2023 £ 6 A 1 B Z BRI BN BEFE N EZHFRETLE S HWFHIRRESTAPIE T
S HESHBER,

HealthLake 2023 £ 6 A 1 A Z el IR BIEFME T 5 E A BIREF#H R S ENGETIERKIK
S HIRAS

IEE AR ENFTE S HiERFHIRRESTAPIE R Lindjsoni& iR E # 5 H | Amazon S3 ZffE. 4
SIMWHRFMNBE —FFHIRFIRER,

W—IRAI LA AWS IkFIRH— NS HIBER. BiFA 7S5 2xBH Service Quota HealthLake
s , iIHZFAWS HealthLake &K ixT5 s A B,

ETHREXFEARHSHIERNESZEE FHIR RESTAPI , 53 FAFHIRRESTAPIEZ/EM
HealthLake #iE1F M+ S HEIE,

S HFHIRAPIER 111
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£ Amazon Athena SQL A £ &8 AWS HealthLake &
56

£]2 HealthLake BiEF A , SEREFHIRNBIELE W SFIRENE] Amazon Athena B , H B3 #i#R
RO EHAERK Iceberg o SQLEEMALa AWS ke FormationXd 25 311X — 37 %R #Y 15 (@] AR 1T
B, f£ Athena # , BRFHIRERERBPR A — N LM &K,

/A Important

MNTFHE 2022 £ 11 A 14 B2 Ri0IZNBERE , S4IRIAREFEIBIFNERE
FHEIERERATCHITERNSQL, BXHEBYER , F2H TR HIEFEUEA Amazon

Athena,

(® Note

2023 2 A 20 B2E , RIAMERT , HealthLake ZiEFHAEHERN B RESLE
(NLP), MRZBENBERIFEEE LS ALLIEE , F5H “WEHR —Z [ /5 HealthLake
ERNBERIESAIETHEE ? A,

E 6|2 HealthLake $iE1F6E , 24410 HealthLake BIE R IAMA PR AR FINEMIAMEKENRS A
B, BXRENENEZESR , FSRREFBERAE AWS HealthLakeo

HealthLake ZX#EZAE LA Iceberg REVFE R 1Z4& E Athena . E1¥ 4 7 ## Iceberg R7E Athena FIfY T
ERE , 52 (Athena AFER) P8 “BEAKLRK

HealthLake X #1E Athena FREADIRERH HealthLake I F @ HKIEFM#., Ei¥dA TR OAFEAX
et 2, HE. FHAMER (CRUD) FHIR REST API #4F , 24 A 5 HealthLake B 7%
HFHIRRESTAPIZZ B |, ¥4 T fZCRUDIEEM{AS/0E Athena FEYEIE,

AEPHEBHIT BN ER HealthLake BB F#IEEET Athena , WAISQLEAEHTENR , UK
WA E R AWS S H MRS E e Sk St — S 547,
B
s FENBIBEFHIEZETTS# Athena
- MAF., BARHEIRTI HealthLake FIEF A 15 RIAXPR ( AWS Lake Formation &8 )
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« Athena Al
. EFAZERER HealthLake Z2iiE1ZM SQL
- EFEZEMIETIREANSQLE R R

MENBFEFEERSL SE Athena

/A Important

2022 £ 11 B 14 B2JE , AIRIAMESR HealthLake A4 7 & 1{t, E1E Athena R EIEHIEE
EHEBFN AN FENE , EBATAWSLakeFormationDataAdminfFHHEE KR INEIIAM
BHRAF., BASAGT, B LFERiZAWSLakeFormationDataAdmin RSB HIZHE
B A BT Athena HEIE T B9 5 R FR

REBBRT IR Athena AP, BANAGH R TG RFHIRKERFM#F HealthLake FRATNXIR
R ELIR,

- MAF., #EASABR TN HealthLake BIEF#HY A B HBR ( AWS Lake Formation 125 )
« iZE Athena K5

EAF. #ARA/ERKXFI HealthLake FIEF M A5 B HXPR ( AWS Lake

Formation $#&1& )

® At : HealthLake BEE &

HealthLake B2 G A 2 Lake Formation FEVEIE AWS HEE R, 41 FX Lake
Formation F HealthLake ¥3E 124 9 15 B A BR o

N FRIBNESNEIEEFME , La AWS ke Formation & A EBEFANZKBE TN, — 1% E 2B REE

B, AREZEENRAUNEE R, BMNEREEHIE RHEENRAZRRNEMAMESE. X THE
HealthLake $iiEFM , LEREFIEE R HealthLake RS K S, 5 —N5%B R HealthLake BRE Mk F°
Y HealthLake BiiEZfE, LS REFAFNTRERENRREZNBIEEME,

ETREXRREZENEZESR | 55 Lake For mation FF X E18E P 1 & REEEEE Lak AWS e
Formation 8y TERHE,
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EHEAF, BASAGRYHE Athena FEARE , KARTFHRRBEEN " R, AR5 , L&
MRS LR TFEFEMERR

STEP1 : #FX} HealthLake HiEF i R IREZBIEENDESCRIBEX R

1. FTFF AWS Lake Formation ##| & : https://console.aws.amazon.com/lakeformation/

ERTHENRTENEEAT , BRIAMAFRAE,

EIAMAPSRAR” T, ERAE TEEK (v) , REE Athena PR REFERB N ERITE RN
IAMAF., BemiEa.

8. TE LF-Tags MEFHRFT , EEWEKIEE FHRED.
9. EHFEET , EAMTHEX (v) EREHZHRMNR HealthLake BYBIEF M BIEE.
10. ERAREEDFR-FHFREZENRT , JERHIR,

2. HEESMEF , EEBEE.

3. GEREENEL 6 ARFEBEFEENZINEERE,
4. EBBRE (7).

5. EERN

6.

7.

BURTE , RESRTNREEE, BEESERNRTHONR , FERBREANR, EREFRE
AP, ANAe, & NR JIT , BRERNFIHE HiE,

MIE , WA Grant on target X EIEE RV FTE R IR FIERFERR,
STEP2 : &#F X} HealthLake HiEF M & IREEZE P FIE R TH R NR

1. ¥TFF AWS Lake Formation ##|#& : https://console.aws.amazon.com/lakeformation/
EExSMmiEd , ERBEE.

EHFEENEL , ERRNEBEEESNELN RiEEE,

ERERE (7).

EE@BRER T,

ERFHEENRIEANEZEREAT , ERIAMAFZEASE,

EIAMEAFPSRAGET , FRABTEX (v) B REF LB T Athena IHRTEHNIAMAF, B
P A,

£ LF-Tags EFRBEFT , BFEGALIEB TR RIED,
9. EBEET , FABTERXL (v) EBRERFIHRINPR HealthLake HYEIEF 6 BIRE.

S L R R

o
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10. &£ “KR" T , &8, “FiER" L5 HealthLake AP HEFB K.

1. 7 “RNR FH “RERR" T, EF R HERE

12. EEEN,

BRERTE , FHI RTFNER R0EE. DE , BENRA /AT Athena Y HealthLake iR
i EFRITEM,

Athena A[7]

(@ HealthLake A F

HealthLake A3 f£ /A Athena ##l5 AWS CLI, AWS SDKsTi k& if] HealthLake EXE R S
HASHWHIEFM, HealthLake

EER Athena EWBHIEFM# | BFHITUT ZTURE.

« @it Lake Formation EIAMA =& @ 1% T3 HealthLake ZIBEBEFE#EMNIFEINER. ETHREZEERS
BSHE BAF. BEARAEIRTI HealthLake BIEF BV 5 RIAER ( AWS Lake Formation 3 &l

a),
« NIEH HealthLake BIEF#EOIE — N ITESH,
« IEE— Amazon S3 FHEREMENERHLER,

EFFBER Athena , 157 A FullAccess AWS mazonS3 FE& R B& 78N
FlAmazonAthenaFullAccess BV AP, BEARARF., FH AWS RERBERFRERFKRSHE
FiE. Bk , AWS REXRBURT2NENBEERAZERFRENETFT , Al MmE
AWS EFEA. FAIAMRRIRENRE , REFHRITESAENNR, ET7HEXIAMANARE
NRNEZEER , B2H (AFERE) PR NASENRENE. IAM

/A Important
E&Eif) Athena F Y HealthLake $iiEFiE , XMfEA A thena 5|24 3,

THEARRER , RItERUERIAME T RERZFNBETFANLRNR, ETHESER , F5
5 (Athena AFERE) WA TEAEGER T ENREMEA,
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ETHRAEXEEIFANESZELR , 5 Mhttps://docs.aws.amazon.com/athena/latest/ug/
workgroups-procedure.html {Athena FIF#EF) o

® Note
&HY Amazon S3 FEMATER X Athena 1= F| & A PTHEL,

HZTEWZE , BTIEE Amazon S3 FNNEWEREFREVLE K ELLAEA CEEF#RFAH
BEFRFEMWRRENTHEL, N TEITHENER , FE30&RFHHXH.

BRTE Athena BHIATIEEERNERNENEZIFE , 1551 Amazon Athena AFEEE TR EH
Athena BHlBEEERNERNE.,

EEF WNA1E Athena R Ef) HealthLake BHIEFE# A R~HF , TSR, FEHAEHEN HealthLake BiiEF
f% SQL

5 A ZE R ERH HealthLake $h3E1F4# SQL

(® Note

2023 F 2 A 20 B2ja , BIAMBER T , HealthLake BB F@ A EAERNBRIESLHE
(NLP), MNREENBEHREEFM LSALIIEE , ESR “BEHR —ZW[FFF HealthLake
SR BERBESEINEE ? FH,

AEBHOFE ROIEFERAFER Synthea BIBHNEWHKIE. ETHEXQNETME T Synthea
BENBREEENESEE , 28, EREREF® AWS HealthLake

LI HealthLake BIEF# S A Athena B , BIEFH PN BRI R REREGEIENIR, HealthLake
XLERTLLBEIMER | BAIUFEASQLETEMNERNREAERN,. BTHRIEEHEMNER , BHKE
FEAZSHTENBIERES A Athena, Eif4 7 #HF 61T LA EIXLEHFERBHNSQLEN |, iF

Z# Amazon Athen a IF RPN ENEEEREX AN HRELE W EE,

NTRFREFWFNIER , FHRIEHENL T — N EH, TENEBE T ZTETALIATRE
B TERM LR, EMESQLEWN , XMERIX—R. flM , iLRMNEBFR "RFERE . 85 PHy—
L,

« TE  EMFHIRIEHERIREN. 0. .*
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FRARER

ZRUERBRAKA,
[{
id = null,

extension = null,
use = official,
_use = null,

text = null,
_text = null,
family = Wolf938,
_family = null,
given = [Noel608],
_given = null,
prefix = null,
_prefix = null,
suffix = null,
_suffix = null,
period = null

]

£ Athena #f , EEFRFRERNMAHBIY , FERENAB TRRZAFRRE

FHTER , IMFERARRRE. X —NMNAMEgivenFEMN L RFIfamily,

SELECT
name[1].given as FirstName,
name[1].family as LastName
FROM Patient

« 7tE& : FHIRMSE MaritalStatusFEEIZEE N, 0. .

It T EBIHIR A ISON,

{
id = null,
extension = null,
coding = [
{
id = null,
extension = null,

1

system = http: //terminology.hl7.org/CodeSystem/v3-MaritalStatus,

_system = null,

o BUFRILEA

fEREREMN HealthLake FiE1ZAM SQL
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version = null,

_version = null,

code = S,

_code = null,

display = Never Married,
_display = null,
userSelected = null,
_userSelected = null

}
iF
text = Never Married,
_text = null
}

£ Athena # , EEERFRERMAHBIML , FERKIABR TERZARRE, EHRFNE
EXJSON , AIUEARERTRE. RACTREYE , FIUAFEERARS. A TR —MALIFEHER
fa] R fltext,

SELECT
maritalstatus.text as MaritalStatus
FROM Patient

ETHRAXFHENEENESFRISON , FSH (Athena AFIERE) JSONFHZEI,

Athena BIERMIES DML () EWEADE T Trino. Athena} FX#FTrinofIFTETIEE , HEFESZE
ER, ETMEZER , 55 H Amazon Athen a AFEERHPHDMLE R, HEMNZE,

AL | Athena XIFEE R ERIEF#H EHNTEELIETH HealthLake SRR, ETHAER
Athena PHIEXRENEZELR |, FSHL S% Athena AFEEF WL D% Athena PRIBIERE,

EiF 4 T #R1E Athena RAMASQL# 1TEW , SQLIEZS AT &% Athena B F A X 5% Athena
HWsERH,

BNETFH SR T NAEA Athena B RIEERBREBMKIER TTEMN RH,
Element: Extension
%t EextensionfA FERIEEM PR B R LT,

LR BIB SR R AAG A Patient BRER fFextensiont E/ ThAEE,
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¥ HealthLake #IEF#E S A Athena B , R FERENTEZNFEMSBEFRTE. BT element is
MEWEE  RETEERYPNE#TEEEE. N TLAEBEXHITEY  BAFHTRENFH
BREE,

EHRERFPatient , B LLEFlextensioniiiR AW tFEarray<string> , XEREZ T
FERARSIEFRHREANTE, BR , EHRIFHENTE , MIEMjson_extract,

LUTREEERPextensiontEMNENEKE,

[{

"valueString": "Kerryl75 Cummeratal6l",

"url": "http://hl7.org/fhir/StructureDefinition/patient-mothersMaidenName"
},
{

"valueAddress": {
"country": "DE",
"city": "Hamburg",
"state": "Hamburg"
},
"url": "http://hl7.org/fhir/StructureDefinition/patient-birthPlace"
},
{
"valueDecimal": 0.0,
"url": "http://synthetichealth.github.io/synthea/disability-adjusted-life-years"
},

"valueDecimal": 5.0,

"url": "http://synthetichealth.github.io/synthea/quality-adjusted-life-years"
}
]

REXZBEMMISON , B Athena HRFEM N FRFH,

HSQLEW RAERIMASIE ZEpatient-mothersMaidenNameflpatient-birthPlaceit
EN&Rk. BEFRIXERE  REEEATENKARSIM json_extract.

SELECT
extension[1],
json_extract(extension[1], '$.valueString') AS MothersMaidenName,
extension[2],
json_extract(extension[2], '$.valueAddress.city') AS birthPlace
FROM patient
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EifM T AL RNERISON , S5 A mazon Athena A F15RIJSONA I M IR ELE IR
Element: birthDate (Age)

FRTIRBERRRENERFHIR, A TERFFRITIHENHMERTA,

RAFRFR—NLE , IUENEAbirthDate#1TSQALE W, EEF TR R A SI A
FHIR , & “RANUE" TRREXRS. (RSB TCHRERFRS,

R T EFIRE

HERHISQLERS |, RIFEANEBESQLTE |, current_dateyear HREUX LAY, AR5, &
TR EEMNUREEENZFRER |, F1E Rage,

SELECT
(year(current_date) - year(date(birthdate))) as age
FROM patient

T2 ik EAEZE2019-01-01 M EEEN EEmale,

ZSQLEWMEER R T M EACASTEREFbirthDate TR R N K BIDATE , AR W
RTFEWHEREF AP R NRHEHTIHIE. HTFRMANBERT , ZAERENFHFRIBERER

B, CASTRHERNSIFEHAERNLRDATE, A5, EAUEA<ZEANHEEHMASH#HTL
#,2019-01-01. B EAAND , &7 LA[E FWHERE AR INEE =N

SELECT birthdate

FROM patient

-- we convert birthdate (varchar) to date > cast that as date too

WHERE CAST(birthdate AS DATE) < CAST('2019-01-01' AS DATE) AND gender = 'male'

Resource type: Location

BRGIERT & B HRREPEBRET AN Attleboro YKo

SELECT *

FROM Location

WHERE address.city='ATTLEBORO'
LIMIT 10;

Element: Age

SELECT birthdate
FROM patient
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-- we convert birthdate (varchar) to date > cast that as date too
WHERE CAST(birthdate AS DATE) < CAST('2019-01-01' AS DATE) AND gender = 'male'

Resource type: Condition

BREBXGEREES LAZSABMREBENRBMERN O MEKIE. HealthLakeH EHKES B ARIE
SAE (NLP) £iR#ECondition®REE Py iF (S S 4 K # DocumentReference RiRo £ HH
#IRET , HealthLake f9PR& M NSYSTEM_GENERATEDZImetat®E, W RAHISQLERER T 204
BRZGRHIRECMBRSYSTEM_GENERATEDZ RME R,

ETHREXRERBARIESLE (NLP) HealthLake WEZFEE , BZRAFEAETRRERENBRIES
42 (NLP) 89 B31FHIR DocumentReference &R K AWS HealthLake,

SELECT *
FROM condition
WHERE meta.tag[1l] is NULL

BHA L ERRENZFETEDHTERUH —SHIEEIR, Zmodifierextensionst
ZEEHXEAWMMNDocumentReference®BRER —ALKHNIFMER., B , BLME
Ajson_extractXkiARMERNFRFES| A Athena BIEREJSONITR,

WREISQLEWER T MMM ERIBERENRERNFIERN
ZADocumentReference, ConditionH FCASTIFJSONTEIRENFHE , LUMEALALIKEAX
&,

SELECT
meta.tag[1l].display as SystemGenerated,
json_extract(modifierextension[4], '$.valueReference.reference') as
DocumentReference
FROM condition
WHERE meta.tag[l].display = 'SYSTEM_GENERATED'

AND CAST(json_extract(modifierextension[4], '$.valueReference.reference') as
VARCHAR) LIKE 'S%DocumentReference/67aa0278-8111-40d0-8adc-43055eb9d18d%"'

Resource type: Observation

BREE NE FREXEE, REREMOZHENNELRENE LIS, HealthLakeAIER
BARIESAE (NLP) 24B#EObservationB®IREHHIFHE B EMF DocumentReference®
Ro WRHISQLEMSFEWHERE meta.tag[1l] is NULLIBREMNAR , XERESS

T SYSTEM_GENERATED4 R,
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SELECT valueCodeableConcept.coding[1l].code

FROM Observation

WHERE valueCodeableConcept.coding[1l].code = '266919005"
-- WHERE meta.tag[1l] is NULL

L RENFG ABNstruct, Bt , BRUERAKKRRTELREPH TR,

Resource type: MedicationStatement

MedicationStatement @ —MFHIREREKE K TRATEEEXEEZCHKRA. EERASERNER
AN iFEMAES, HealthLakeHERER B AIESAE (NLP) 2481 MedicationStatement
BRI A Y T4 R FT DocumentReference BiR. £RFTRIRE , HealthLake FFRZH
BINSYSTEM_GENERATEDZE|metast&., W RHFISQLEMERT MMABIE—NENW , ZEBERESE
AR REENBEEHRHITHE , HEKRSH “s integrated” 711 HealthLakef & IENLP,

SELECT *

FROM medicationstatement

WHERE meta.tag[l].display = 'SYSTEM_GENERATED' AND subject.reference =
'Patient/0679b7b7-937d-488a-b48d-6315b8e7003b " ;

ETHREXLEEEST HealthLakeMEZFEENLP , BZREAETRBRXEN BREFESLE (NLP)
8 B ZFHIR DocumentReference &iR4E K AWS HealthLake,

B RS HImEIN RN SQLE R

@ Note
2023 2 A 20 B2E , RIAMERT , HealthLake EHFEHAEHERN B RIBESLE

(NLP), MREENBEHFEFE LS AR TSR HWEHRR —E {5 HealthLake
SR B ARES K IERIHEE ? FRY,

REB ARG DIEFEFEZLSQLIFIE HealthLake®) 5 Athena £ E i,
Example BIZZE T A OGS BIEHN E kiR

FREBEREN  BEERNEBEFAOSUTBEIEEE., WRHAIERER T WAFEA Trino RS
Mjson_extractiFEHIEF M P HY HealthLake BHE.

SELECT
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id
, CONCAT(name[l1].family, ' ', name[l].given[1]) as name
, (year(current_date) - year(date(birthdate))) as age
, gender as gender
, json_extract(extension[1], '$.valueString') as MothersMaidenName
, json_extract(extension[2], '$.valueAddress.city') as birthPlace
, maritalstatus.coding[1l].display as maritalstatus
, address[1].line[1] as addressline
, address[1].city as city
, address[1].district as district
, address[1].state as state
, address[1].postalcode as postalcode
, address[1].country as country
, json_extract(address[1].extension[1], '$.extension[@].valueDecimal') as latitude
, json_extract(address[1].extension[1], '$.extension[1l].valueDecimal') as longitude
, telecom[1l].value as telNumber
, deceasedboolean as deceasedIndicator
, deceaseddatetime
FROM database.patient;

£/ Athena ###| & |, B —SHFMTHE R,
Example 3 8E R HEEXHESIRTIRR
RBIERER T MAERMBEFE HealthLake BiEF# T 2 M BENFREHEXKE.

SELECT

patient.id as patientId
, condition.id as conditionId
, CONCAT(name[1l].family, ' ', name[1].given[1]) as name
, condition.meta.tag[1l].display
, json_extract(condition.modifierextension[1], '$.valueDecimal') AS confidenceScore
, category[l].coding[1].code as categoryCode
, category[1].coding[1].display as categoryDescription
, code.coding[1l].code as diagnosisCode
, code.coding[1l].display as diagnosisDescription
, onsetdatetime
, severity.coding[1].code as severityCode
, severity.coding[1l].display as severityDescription
, verificationstatus.coding[1].display as verificationStatus
, clinicalstatus.coding[1].display as clinicalStatus
, encounter.reference as encounterId
, encounter.type as encountertype

FROM database.patient, condition
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WHERE CONCAT('Patient/', patient.id) = condition.subject.reference
ORDER BY name;

&R BAMER Athena ZH| AN XEERBTH —DHFRTHURTE -T2,
Example N B &R HEMEXMEE RO ZTIER
L RBGIEWER T AMAX HealthLake BiEF# TR RN BENIAMXNEERBTERNIEF.

SELECT
patient.id as patientId
, Observation.id as observationId
, CONCAT(name[l1].family, ' ', name[l].given[1]) as name
, meta.tag[1l].display
, json_extract(modifierextension[1], '$.valueDecimal') AS confidenceScore
, status
, category[l].coding[1].code as categoryCode
, category[1].coding[1].display as categoryDescription
, code.coding[1l].code as observationCode
, code.coding[1l].display as observationDescription
, effectivedatetime
, CASE
WHEN valuequantity.value IS NOT NULL THEN CONCAT(CAST(valuequantity.value AS
VARCHAR), ' ',valuequantity.unit)
WHEN valueCodeableConcept.coding [ 1 ].code IS NOT NULL THEN
CAST(valueCodeableConcept.coding [ 1 ].code AS VARCHAR)
WHEN valuestring IS NOT NULL THEN CAST(valuestring AS VARCHAR)
WHEN valueboolean IS NOT NULL THEN CAST(valueboolean AS VARCHAR)
WHEN valueinteger IS NOT NULL THEN CAST(valueinteger AS VARCHAR)
WHEN valueratio IS NOT NULL THEN CONCAT(CAST(valueratio.numerator.value AS
VARCHAR), '/',CAST(valueratio.denominator.value AS VARCHAR))
WHEN valuerange IS NOT NULL THEN CONCAT(CAST(valuerange.low.value AS
VARCHAR), '-',CAST(valuerange.high.value AS VARCHAR))
WHEN valueSampledData IS NOT NULL THEN CAST(valueSampledData.data AS VARCHAR)
WHEN valueTime IS NOT NULL THEN CAST(valueTime AS VARCHAR)
WHEN valueDateTime IS NOT NULL THEN CAST(valueDateTime AS VARCHAR)
WHEN valuePeriod IS NOT NULL THEN valuePeriod.start
WHEN component[1] IS NOT NULL THEN CONCAT(CAST(component[2].valuequantity.value
AS VARCHAR),' ',CAST(component[2].valuequantity.unit AS VARCHAR),
'/', CAST(component[1l].valuequantity.value AS VARCHAR),'
' ,CAST(component[1].valuequantity.unit AS VARCHAR))
END AS observationvalue
, encounter.reference as encounterId
, encounter.type as encountertype
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FROM database.patient, observation
WHERE CONCAT('Patient/', patient.id) = observation.subject.reference
ORDER BY name;

Example 3 BE R HMXREFSI2TRIERMF

MFRESERRERRETTREN—NEESH, LSQLEWETR T A{AE Athena FERBENF
RAFRRERKKIU BN, LLSQLEWRIEEEERN HealthLake BIEF# P HRIINAAE B EREAX
FARo

SELECT
patient.id as patientId
, PROCEDURE.id as procedureld
, CONCAT(name[1l].family, ' ', name[l].given[1]) as name
, status
, category.coding[1].code as categoryCode
, category.coding[l].display as categoryDescription
, code.coding[1l].code as procedureCode
, code.coding[1l].display as procedureDescription
, performeddatetime
, performer[1]
, encounter.reference as encounterId
, encounter.type as encountertype
FROM database.patient, procedure
WHERE CONCAT('Patient/', patient.id) = procedure.subject.reference
ORDER BY name;

D |, EATBAER Athena ZBHIE THRERUER - o , B UNERTHFUAEF# THRER,
Example 3 8E& R H XL 77 IR ERAF

EEREEERANAYNENELREE., £ Athena , B LUEESQLENFERAKEFE TN
HealthLake 2% MedicationRequest F1 & RFERH &,

I SQLE ) £E S AR Athena MedicationRequest R RGIEZE—E, EEERARFTETLAE
HAFRBHEZE S,

SELECT
patient.id as patientId
, medicationrequest.id as medicationrequestid
, CONCAT(name[1l].family, ' ', name[1].given[1]) as name
, status
, statusreason.coding[1l].code as categoryCode
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, statusreason.coding[1l].display as categoryDescription
, category[l].coding[1].code as categoryCode
, category[1].coding[1].display as categoryDescription
, priority
, donotperform
, encounter.reference as encounterId
, encounter.type as encountertype
, medicationcodeableconcept.coding[1l].code as medicationCode
, medicationcodeableconcept.coding[1].display as medicationDescription
, dosageinstruction[1l].text as dosage
FROM database.patient, medicationrequest
WHERE CONCAT('Patient/', patient.id ) = medicationrequest.subject.reference
ORDER BY name

B LAE A Athena BB AN ERBITHFS TEH AR TH S 2.
Example £%& MedicationStatement BREH b LI Y

REEREERER T WAEREEISONS ARl Athena HIREN S, SQLIZEHEAmetatER

f& AT @S HealthLake EE B B RBESAE (NLP) R0 T Y. BT #AEX5 Amazon Compre
HealthLake hend Medical £ EZER , FZH. EAETRFRRENBRESLE (NLP) B EZ)
FHIR DocumentReference % R4 R AWS HealthLake©i& json_extract A FEJSONZERFEFA +
BRYIE,

SELECT

medicationcodeableconcept.coding[1l].code as medicationCode

, medicationcodeableconcept.coding[1].display as medicationDescription

, meta.tag[l].display

, json_extract(modifierextension[1], '$.valueDecimal') AS confidenceScore
FROM medicationstatement;

B LAMEA Athena 134 & TEIXELER BN EBHTHEF
Example ik 45 E KRR R

ZRBIERT AR E —AFRE18ETSS 2, WIZMHBEERBRNEE,

SELECT patient.id as patientId,
condition.id as conditionId,

CONCAT(name [ 1 ].family, ' ', name [ 1 J.given [ 1 ]) as name,
(year(current_date) - year(date(birthdate))) AS age,
CASE

WHEN condition.encounter.reference IS NOT NULL THEN condition.encounter.reference
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WHEN observation.encounter.reference IS NOT NULL THEN observation.encounter.reference
END as encounterld,
CASE
WHEN condition.encounter.type IS NOT NULL THEN observation.encounter.type
WHEN observation.encounter.type IS NOT NULL THEN observation.encounter.type
END AS encountertype,
condition.code.coding [ 1 ].code as diagnosisCode,
condition.code.coding [ 1 ]J.display as diagnosisDescription,
observation.category [ 1 ].coding [ 1 ].code as categoryCode,
observation.category [ 1 J.coding [ 1 ].display as categoryDescription,
observation.code.coding [ 1 ].code as observationCode,
observation.code.coding [ 1 ].display as observationDescription,
effectivedatetime AS observationDateTime,
CASE
WHEN valuequantity.value IS NOT NULL THEN CONCAT(CAST(valuequantity.value AS
VARCHAR), ' ',valuequantity.unit)
WHEN valueCodeableConcept.coding [ 1 J.code IS NOT NULL THEN
CAST(valueCodeableConcept.coding [ 1 ].code AS VARCHAR)
WHEN valuestring IS NOT NULL THEN CAST(valuestring AS VARCHAR)
WHEN valueboolean IS NOT NULL THEN CAST(valueboolean AS VARCHAR)
WHEN valueinteger IS NOT NULL THEN CAST(valueinteger AS VARCHAR)
WHEN valueratio IS NOT NULL THEN CONCAT(CAST(valueratio.numerator.value AS
VARCHAR), '/',CAST(valueratio.denominator.value AS VARCHAR))
WHEN valuerange IS NOT NULL THEN CONCAT(CAST(valuerange.low.value AS
VARCHAR), '-',CAST(valuerange.high.value AS VARCHAR))
WHEN valueSampledData IS NOT NULL THEN CAST(valueSampledData.data AS VARCHAR)
WHEN valueTime IS NOT NULL THEN CAST(valueTime AS VARCHAR)
WHEN valueDateTime IS NOT NULL THEN CAST(valueDateTime AS VARCHAR)
WHEN valuePeriod IS NOT NULL THEN valuePeriod.start
WHEN component[1] IS NOT NULL THEN CONCAT(CAST(component[2].valuequantity.value
AS VARCHAR),' ',CAST(component[2].valuequantity.unit AS VARCHAR),
'/"', CAST(component[1l].valuequantity.value AS VARCHAR),'
',CAST(component[1].valuequantity.unit AS VARCHAR))
END AS observationvalue,
CASE
WHEN condition.meta.tag [ 1 ].display = 'SYSTEM GENERATED' THEN 'YES'
WHEN condition.meta.tag [ 1 ].display IS NULL THEN 'NO'
WHEN observation.meta.tag [ 1 ]J.display = 'SYSTEM GENERATED' THEN 'YES'
WHEN observation.meta.tag [ 1 J.display IS NULL THEN 'NO'
END AS IsSystemGenerated,
CAST(
json_extract(
condition.modifierextension [ 1 ],
'$.valueDecimal'’
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) AS int
) AS confidenceScore
FROM database.patient,
database.condition,
database.observation
WHERE CONCAT('Patient/', patient.id) = condition.subject.reference
AND CONCAT('Patient/', patient.id) = observation.subject.reference
AND (year(current_date) - year(date(birthdate))) >= 18
AND (year(current_date) - year(date(birthdate))) <= 75
AND condition.code.coding [ 1 ].display like ('%diabetes%');

DI , B LAER Athena 2| &XE RFITHFH T EARITH —F D,

SQLEBE XML EENEN
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AWS HealthLake 11 OVPCim & (AWS PrivateLink)

BT LB 812 O VPCA IR T R IEZHVPCH AWS HealthLake Z BN FAEEE, EOVPCIH A
FEAWS PrivateLink— 8] A TR 5 B BV F AR 1B H £ #F HealthLake ; APISTTREEBMMK, NATIE
%. VPNiE#S AWS Direct Connect iE#. BHWEHVPCTFEELE IP tbit Bl 7] 5 HealthLake;

B{EAPIs, #&VPCH HealthLake; Z [BBRET LB FF Amazon ML,

BN EORK[EAFNAH - PRSNEERNEEORT,

BEXEZER , 52 Amazon VPC AFEEEFHIEZEOVPCLiRHT 2 (AWS PrivateLink).

HealthLake VPCig 2 EEIN

ERIREEAVPCLIRT RZ A HealthLake | EE (I5#VPCHFER) FHEOLKET K
JB PR &

HealthLake Z#& M &V B EFBAPIREVPC,

RUTHREEZEOVPCIKA : HealthLake

I&ALAE A Amazon VPC TE‘“‘:%'J‘:‘?:‘Z AWS Command Line Interface (AWS CLI) i HealthLake; fRZ 8
BVPCARIFET R, BXELEEER | 2% Amazon VPC AFEERWEI B 0K iET &

FEALLT RS B # R HealthLake; B2 VPCKix T & :

¢ com.amazonaws. region.healthl

MREDNSHLIRT RIFBEEITIEE , N LAE A ZL T S BV ERIADNSE #i[a HealthLakeiZ X i3
APIEZ HER, #lin , healthlake.us-east-1.amazonaws.coms

EXEZEER |, 5 Amazon VPC AFEREA R E S EZOKXiET 2GR RS

NEIEVPCA in T KUK HealthLake

AT BURF 8 i 15 < SR B AN 2422 6 15 (R A BRAY VP C 4 1% 19 R HealthLake, ZERBEIEEULTESR

« AHITIRIENES,
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https://aws.amazon.com/privatelink
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-eni.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html#vpce-interface-limitations
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html#vpce-interface-limitations
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html#create-interface-endpoint
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html#access-service-though-endpoint

AWS HealthLake FRARIER
. AIHITHVERIE,
o AN ERITIRENTRIR,

BXREZEE , 56 Amazon VPC f P 85 BV (£ VP C A& i 19 242 I XS AR S5 89 7 10 o

7~ . HealthLake 2/ERVPCiH &2 KB

LT 2L T SRk RH HealthLake, HEEFAKRHET A8t , WEXBEEFRMERRNMEZEIEA
i 8)i% HealthLakeCreateFHIRDatastorelEfER IR,

{
"Statement": [
{
"Principal":"*",
"Effect":"Allow",
"Action":[
"healthlake:create-fhir-datastore"
1,
"Resource":"*"
}
]
}
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https://docs.aws.amazon.com/vpc/latest/userguide/vpc-endpoints-access.html
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EhFRig &R AWS HealthLake

FAILUR B T BREUAGRENER S ES AWS RiR. 8 MrEERHAFE LA RANEL KR
X, REAUHEBEER, [, AR, BRMFILETIR.

AEBNAERMOFICRD TR , AHFEBEIE - HEBARNIRCRE, A TETRIEIAWSHE
B RiE, FAKEURAWSE B RERE (IAM) BEEN T #,

BIMREEERINED ¢

- FRZFE4A (B CostCenter , “IRE" H “WH" ) . HMIEXDKNE,

- PREE (HlT0 |, 111122223333 = Production ) » SHRZER—#  HRZEX 9 KNE,

EBAERNE , RAR, MEE. MEIHMATENRFRHITOE, BXESER , 858 AWS #7ig
Rt

FBAUMNBNRRARSZEFE. BEH , — XA —NRBRM, ERRBERIFZAWSCLI, AP

EZAMRIE , BHIR TagResources BIRBIRIN, &AL TagResources BEid i iIIAMER BE 3 1T AX |
M T BIFT R,

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "healthlake:CreateFHIRDatastore",
"Resource": "*"

},

{
"Effect": "Allow",
"Action": "healthlake:TagResource",
"Resource": "*"

}
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BEERTR

AWS HealthLake RIETFAWSHEEXBERAPEFHEE., XEREMEEFHRBESEMESH
MAIMEZE, B2, ?Féﬂiﬁﬁﬁ-ﬁ?ﬁ?&ﬁﬁ%:ﬁgﬂwﬁlﬂ’]hfﬁﬁkﬂﬁ%*’T%‘Bééﬂﬂﬂ %, elITNEE
M B EE D Protected Health 5 8. BXEZER , S “ AWS HealthLake 2" — X,

Eb_z :t;:E%

A AWS TR CIEIRICKEER | FEERERRK

. BONEFRZEHEHEDIAZMHBEER (PI). Personal Health 58 (PHI) S HBBER
s WREFEARELCHX D KDERN , HEMBERRER —Bub A ZER.
o ZRIEFZHARNRIEN , mERETRHRES, KARE, Ba{tFALR,

- FABMLIEXRBEEBRRFIRL., AWSResource Gro ups # Resource Groups FrZEAPI fo ¥ 3¢
REHITREZES , NI LB ERE, BREMNFERSNRIR,

- EAESIRER , FRIC2ERN

- RETLUREASERNEAHRTRENISH , EREENHHARERE | LR LAEH 5| AIX LR
XY SR AR RIS R IREY A R

FRIZER

HEEFUTER :

- FHATHE aws: HETR

« BAMGEEPHNEIMELARM T M,

- BHKEXTNT 1 2 128 MPATFHFRZEL

- ENKEXANT 0 F 256 N A FRZE.

« BAGEEFNETTERE -1,

- AL AERFNENFE/BIE Unicode ZF, BF, ZEREUTHRST . _.:/=+-@-
- BAIERSD KNE,
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https://docs.aws.amazon.com/ARG/latest/userguide/welcome.html
https://docs.aws.amazon.com/resourcegroupstagging/latest/APIReference/overview.html

AWS HealthLake FERARER
o] B35 7 R DNAR

[6) B 45 77 i 7S DN AR5 °] BARS BY SRR B B LAWS TR H EEXN IRV A RINR. BT , MBFEFER
M= HZMEE (REN ) . SMAPRSAUMERARL T IMHE, ERVNEFRPIUERANFFH
AR,

REREE , BAUREXERE G RIAMRBE R EEXN BIEFEN T RNR, &7 SEH
HealthLake 2% &3 AWS CLI AIBFEFFERIRE, NEF@EERIGELZEXN ZEFEENLR, £
ERBEFEPMIRLE A, FSLEREMUREAIMERZEFINER ( FINBELE ) NIHRRRE
IAMZR B .

BB T HBRER AWS CLI | HealthLake BIRF#FITE, BECIRKRIEFMEEEEFMTE
WSRO RBIRIE M AWS HealthLake,

FELWEWHITL , B17 tag-resource 5 , EEEEHPRIMZENHIEFMH Amazon BIRBR
(ARN) AR ERIMHRZNRBINE. EUUQBBEFHEPRINSIMIoNME, ERBNEFERPAUEAN
FRUERS , PRl FICERGW , EEWEREFHENBOERNGE , ANERERAUTHES
AWS CLI, BIEF#KIE T2 Test_Data_Store , NI ANHRIIRZEZ keyl M key2 , HEZ 5151
value1 # value2 :

aws healthlake create-fhir-datastore --datastore-type-version R4 --preload-data-config
PreloadDataType="SYNTHEA" --datastore-name "Test_Data_Store" --tags '[{"Key": "keyl",
"Value": "valuel"}, {"Key": "key2", "Value": "value2"}]' --region us-east-1

EMRNEBREFEFINIFE , TUBEITUTRESS

aws healthlake tag-resource --resource-arn "arn:aws:healthlake:us-
east-1:691207106566:datastore/fhir/0725c83f4307f263e16fd56b6d8ebdbe" --tags '[{"Key":
"keyl", "Value": "valuel"}]' --region us-east-1

RAY | e SRR IR B AT E L

5| IR AR

REBLLT S AWS CLI FHE & HealthLake BB E#ENAWSHRZ SR, MRERFMNIFEL |, NRE
IR N 2=,

B 304 7 e AN AR 25 133
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HERIRRBTITH |, 1517 list-tags-for-resource@m® , MEL T RAIFT o

aws healthlake-test list-tags-for-resource --resource-arn "arn:aws:healthlake:us-
east-1:674914422125:datastore/fhir/0725c83f4307f263e16fd56b6d8ebdbe" --region us-
east-1

ntagsn: {
Ilkeyll: "Value",
"keyl": "valuel"

ME SR 17t R BB BRARE

LA UBR—ANHSNERBEBFEKRKROTREL, BERIRETN2MNEZIRERERBE A AWS FR 1 BR
ZFRE .

FELRIRRBTITH , 12T untag-resource W , IBEEBBRIFZHNBIEFHH Amazon BIREB M
(ARN) R Z M BREAFF SRS

aws healthlake untag-resource --resource-arn "arn:aws:healthlake:us-
east-1:674914422125:datastore/fhir/b91723d65c6fdebld26543a49d2ed1fa" --tag-keys
'["keyl"]' --region us-east-1

MERY , MEHSFRIRE@E, ERIESHIEFERBRIIREL | iHE1T list-tags-for-resource s

PN
T o
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1532 HealthLake

SRR EP MEMAWSEHEIRAFEN T FEME, ATAEMMENEEARID, HealthLake AWSIRH L
T ¥ T B HealthLake , &M, REFBHEELF B3I KEUEHE

« Amazon 2358} CloudWatchi5 12 &1 AWS BIRMZIZ1T AWS R ARERF. B SUKERNRERTE
R, BIBBEENAER , HREER , METEEENRRIFERENBAERNXIMTH. i, &
A LA CloudWatch BRERIEHI Amazon EC2 EHIMCPUS B R EMIES: , HEEERN BB
%, BREZER , iS5 Amazon CloudWatch A F 15/,

« AWS CloudTraili#3R &I K P SRR IEH AWS IKFAPHRITH BEMABREH, RETE B EHF
LA E RIS TER Amazon S3 FERE, BRI SURBIMERLE R - FMIK P34 $T 7 B AWS, X LRI AR
IP it AR I Z R ETE, BXEZER , H5H AFEM. AWS CloudTrail

£}

« HealthLake {#H Amazon 31T # CloudWatch

HealthLake f#FH Amazon 3 {71432 CloudWatch

BT LAE A HealthLake #1744 12 CloudWatch , B W E RBHEE H [ HAE H AL I T2 1
ro FEZUHHESRF1I5NA , NIEEEBEATLES  HEBEFi T HEN Web NARE
FHERSFHINITER. EAULRERERELNER AN NRENLEBALRKERITH. BXE
Z{Z8 , 152 % Amazon CloudWatch B F#§/.

R &5 Fr A 4R HealthLake APls , ‘@IE LA T 645,
- BIEF#EE APIs —C reateFHIRDatastore, D eleteFHIRDatastore. D escribeFHIRDatastore, L
istFHIRDatastores

- SAMSEH APIs —S tartFHIRImport Job, L istFHIRImport Job, D escribeFHIRImport Job, S Jo
tartFHIRExport b, L Job, D istFHIRExport escribeFHIRExport Job

« HTTPRESTEF M'®JREE APls — CreateResource, DeleteResource, GetCapabilities.
ReadResource, SearchAll, SearchWithGet, SearchWithPost, UpdateResource,

- ¥rig APIs — ListTagsForResource. . TagResource UntagResource

LT & &5 H HealthLake BSR4 E,

fE A Y4#E CloudWatch 135


https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/
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FRARER

|®E T AT R, SMEURAFEESRIEEENMRITRET.

1R

1R

HRAITH

B IR R

AP IR

AR5 BR R IR

BR 5By F R

DU

WP OL B IR ERAPLs . AT LU K P B4 RE B9 B3R 17
& LR

B ITEK

ARSI EEE : Sum, Count

MR BRE. BUREM ID. BUEFMRE
FIIAPIE R B E.

B UH

BHEITEIE - Sum. Average

HE RIE BIETM. BUEEaRE
BT AP 8EIRm A M iE R

By H

BREGIHEIE - Sum, Average

HE  BRE. BIEEM® ID. BETHEE
BT AR S5 85 45 IR T R MUAY B SR ¥

By UH

BRI EIE : Sum, Average

HE B BUEEM® ID. BETEMEE

EWRFIRERE, KERTESERAFHEKS
EREHIRIT B

BT IFH

fE A Y4#E CloudWatch
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EAR DU
BHEITEIE - Sum. Average
MR BRE. BUREM ID. BUEFMRE
HER ReEAFERATANEE (ULERDREN )
By EW

BREITHAE : Minimum, Maximum, Sum,
Average

HE  RE. BIEEM D, BEFHRE

|RETUTEE,
R~
Dimensions ik
4 £ 7 BAAPIRAE
DataStore & 3 APIERF I EWNBIE 7
DataStoreType WIREMEER ( BEMXXEF FHIRRY )

B LAFEFAWSEE HealthLake 3 %|& AWS CLI, = CloudWatch APl, AL CloudWatch API&
S EHA—/ Amazon AWS H#4F X EH (SDKs) = CloudWatch APITEXREMA, HealthLake 2#|&
BREXENFERBEHEE RE X CloudWatch AP,

B E BB CloudWatch 1 PR 8E HealthLake 31T¥5#2 CloudWatch, BEXxEZ{EE |, iH5H
{5 CloudWatch FAFF1ERE) CloudWatch A HY Amazon 5 5% iF R A 3224,

& & HealthLake §47
BEEEHR ( CloudWatch ##IE )

1. B3R AWS BEEZHE , 77 CloudWatch #£#l &,
2. &E B &R FAER, REEE AWS/HealthLake.
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/auth-and-access-control-cw.html
https://console.aws.amazon.com/cloudwatch/home
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3. EBR4E. BB, RRkE FmEEE.
4. EEAHEENE, At EENERTERE REZBRT.

5 A B2 ER CloudWatch

CloudWatch BiREIEEN R A B EANMENR |, HIT I STERME - TS ELBHARS
(AmazonSNS) £, Auto Scaling REEKIXBH, —NHSNMRIEETIERELEENZSNEIRA
MY FAERENE, CloudWatch & A AR BIRIRAS K EZ(LET @EKIE Amazon SNS JEE.,.

CloudWatch BHR{XERS R ERLH BIFLEISIEERNNRRN N T 2B ARE.
BEEFIEHR ( CloudWatch 2% & )

Bx AWS EEESGIE |, $7TFF CloudWatch #2515,

fiK)X %+ Alarms H Create Alarm,

£ AWS/HealthLake , R/FIEEFE—MNEFR.

XF Time Range , BEBRELENNEEE , AEIERE Nexto
BABHAMER,

XF Whenever , i&# >= |, RAERA - PMHRAE,

R CloudWatch B1EX B BHRRSH RIX L FEp4 | FE “BRE" oM FTiemet HI L&
], TR RD” ALARM, £ “REBHAZE" F | EFE—MRFIRIERE “FTRIR H IR
IR TIE

8. FREBEMRFLMD PHNER, MREXNBERAES , FHE#EF Create Alarm (BIEER).

N o o~ w0 Ddhd =
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https://console.aws.amazon.com/cloudwatch/home
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PHEZFHIRSSMARTE K AWS HealthLake

FHIR/S A HealthLake 7 LW AT BERE MARFNATEEEANEAR (SMART) 521
SMARTFHIR& #L 1 FA 12 FF 15 (Bl 7 i £ 2R 748 7P 9 HealthLake #i3E. HealthLake B ERE =7
BRURSSJRNERBTHHORIENBENR , UREPREZMFFERBGELHEE. AWS

E £ HealthLake 2B PFHIREEA SMART on , %4717t C reateFHIRDatastore API &3k 324t
LTAZR.

« FAuthorizationStrategy® F1& & 7 SMART_ON_FHIR_V1,
« JHZE NIdpLambdaArn &F AWS Lambda &8I M , MEMARNBRSSEESEMAEL, ARN

s EXRNBRESHFAPEEN THELER, XEAHBEARELINHFERE, ETHRESEERE , BSH
[EFE3REL 2 SMARTFHIRE B HealthLake $iE 17/ & T 3T #Y,

« A% : FineGrainedAuthorizationEnabled 1 R ERBNRSRF/ LIRE THNERENR |, N E ALtk
I,

EALAE A AWS Command Line Interface (AWS CLI) i3 AWS XM BEEMERUEFHIRE R
AN EBIEF#SDKs, SMARTF X% A HealthLake #4%|&SMARTRIZFHIRE B A/ HealthLake
BiEEME. ETHMEZER |, 550 012FHIRESMARTE AR,

EEBRIPAEXLESH , BFEEEHAM AWS RS ( AWS Secrets Manager #1 AWS Lambda ) Fi%
ERR , IBFHIAMRES AR HIZEFHIRFSERSMARTH NS, A “REXINFFHIRE
ANBEFEMENRR —SMARTT , THREXREMERFRNESZER , HEEFHIRMARFE W
fil5 HealthLake Z X E I SMART & £ #1iR

XEBRE , AWS Identity and Access Management AR BN EBAFZIE , MERFEAFFHIREHN
HISMARTERNX RS REE A FEIl,

HealthLake SMARTZE FHIR 1.0 £EX#F, ETHAEXLMERNEZELR | FSESMARTR AEFE
EZRZHEISRMRA 1.0,

EH SMART on M EIBEE#H B RFTRERNXMEMRIEFHIR , HealthLake X#FFEH :

* OpenID (AuthN) £/ : ATRIEZASEFRNARFRERMIIFHNSM (L),

« OAuth2.0 (AuthZ) £/ : ATRENXAE S HRIENER B AT LIUEEEE A HealthLake $IE 7 & Y
BLFHIRE IR, XREARNRSHFETRENTEE LH
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https://docs.aws.amazon.com/healthlake/latest/APIReference/API_CreateFHIRDatastore.html
https://docs.aws.amazon.com/healthlake/latest/APIReference/API_IdentityProviderConfiguration.html
https://docs.aws.amazon.com/healthlake/latest/APIReference/API_IdentityProviderConfiguration.html
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http://hl7.org/fhir/smart-app-launch/1.0.0/
http://hl7.org/fhir/smart-app-launch/1.0.0/

AWS HealthLake FERARER
H %
« SMARTon ) & RIFER FHIR
« BIEFHIRXKJE AM HealthLake BIEF TR IRNIRS 2R TE SMART
- EEFBPFEEEFHIRAK S AM HealthLake $#EF# SMART L EAXFHIRRESTAPIE R
« SMARTZEFHIROAuthfE A 18 & 2 X #F HealthLake
s WM RAEE
* HealthLake BIEFMFHIRE RIS ESTE
£ AWS Lambda FHIRE /8§ Al #) HealthLake BB 17 SMARTH 1T S IR RIIE
« Bl AWS Lambda B3
« &K Lambda EEVIITAE
- B2 THBA AWS Lambda EEEY HealthLake lRFHAE JWT
- BIEFIAMBER
+ 71 HealthLake ( IAMIZHI& ) BIERSH/E
+ Lambda }WITAE
« HealthLake A1 & #REY Lambda BIZK
o NIBH Lambda BEELEH KM
- BIEFHIRESMART/E Ai#Y HealthLake $iE 17 ik
. EAAIEFHIRESMARTE A HealthLake $#E % AWS CLI
« XFHIRE /G A# HealthLake $iE17 4% 2 F MR E X SMART
« [EEIREVE SMARTFHIRJE Al HealthLake Bi3E 12 4% B9 & T 3O
« ESMARTE /5 B HealthLake ##E#Ff& EFHIRRESTAPLK tHiE R
« REXATESFHIRANBIEFHIENRIR SMART
- BN AERF IS 3 HMFHIRE A B IR 7 i8R HealthLake ¥#E SMART

SMARTon MY & RIEER FHIR

EiHEFHIR HealthLake BIEFHEPHFHIRER , R KN ARRFSLMHOAUthFHFE 2.0 HENRS

BSHITRN |, HTEERH R OAuth Bearer $1#, SMART FHIR REST APIE&E A F A MK 5 — &
JRFRIRBFAE Discovery Document HealthLake SMART L “FHIRAZ I XY SR &E R IRIIR S 25 1Y i
Ro ETHMEXRUIENESER , BS R EEKRIMZSMARTFHIR/E A HealthLake ¥iEF K &I
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SMARTZ#EFHIR HealthLake ¥iE 17 L BIZ28T , 4 TE C reateFHIRDatastore i&EkHImetadatat
EREURNBRSSNHRNTEES, ETHE W netadatatENESZELR |, FSRGIEFHIRE
SMART S A #Y HealthLake ZXiE 17,

FARNRSHES , ERHNARFEEARNBRSNAFRHITEORIE. BRNANSHRIES , &)
RS SERK JSON Web ThE (JWT) HIEBAEFIRMARERF. kM8 sATFERRNARFERAN
FHIRBEFRERE , XRERXEBHTAFEBIHRNKIE, &, WREHTEIERE , WP ES

EXEFMAEE, ETHEEXIIFNFSVMARTEFHIRERENE ZE B HealthLake , FSRSMART
FEFHIROAuth4#E A 38 £ 2 % HealthLake,

FARNBRSHIWTRTHN , ERHNAREFNFHIRE /S A HealthLake $IEZ# SMARTH 1T
FHIRRESTAPIAA ., ERIFFMABBIWT , BEEBIE — Lambda ¥, HealthLake £ EIiE KAt
RFZFA L Lambda B #. FHIR REST APIZ&EF 24 Lambda KRG , S, FH AWS
Lambda FHIRE /3 FI#Y HealthLake ##E1Z 4 SMARTH 1T KIE

BIEFHIRAKJE ARY HealthLake B 7 AT R R RNARST 2R TR SMART

£ C reateFHIRDatastore iR & |, £ FEERE TR S5 kxS e
HNIdentityProviderConfiguration¥ & HmetadatatEM —Fr, RIS ix A2
HEN . EEE C reateFHIRDatastore R P AMAIEEX — KRB , 1§ I EZFHIRESMART
5 iKY HealthLake BB 1F .

FEEFRAFEEEFHIREAE AW HealthLake 2iIEF#SMART LT
FHIRRESTAPIER

&K AWS Lambda BB B E L T F RS BER NI FHIRK /5 FAH HealthLake BiE1Z# SMARTHY
BEMFHIRRESTAPIE R,

 nbf: ( Not Before ) Z&lE — “nbf" ( FELLZH ) RIFIEA T ZEXRZB AN E, JWT MUST
NOT“nbf’ RIEHIALIBESR 2 “nbf” TIEdate/time MUST be after or equal to the not-before date/time
FAFBIR M RIE, FRAIVBEMRA Lambda B iat MBREESMH N $# N, nbf

« exp: (EIHEARTE ) g — S EIRtE” ( BIEARE ) RIBWEE T EIMtE , ERBHZFIWTFE
EZAE,

« isAuthorized: HRERENTrue, RREREERNESFEE LRERN,

« aud: (AR ) FH —“aud” ( FX ) EBATHRIRHBRBREA. JIWTIXAAMRFHIRESMARTE A
#Y HealthLake ZRIE1F4E im0

EROERBS B e


https://datatracker.ietf.org/doc/html/rfc7519#section-4.1.5
https://datatracker.ietf.org/doc/html/rfc7519#section-4.1.4
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« scope : EMNZED—NEFHIREFRMEXNERE., LTERELANERNBRFTHELENN, E
F T RATIES IFHIRE BB <4E A HealthLake , 53 FHealthLake BB F#EFHIRE RIS ED
B,

SMARTEFHIROAuth#E A 18 2 X HealthLake

HealthLake £/ OAuth 2.0 ER RPN, HERNIRS 2R LER LA EE L EF P s N AEF B E
DB ZIA/HE AN R HealthLake IR F M F R BLFHIRE IR,

SMARTonN f FHIR ramework X T —4A aJ A @ RINRFEZ1H RWIEAE ., EEE SMART on FHIR
framework FHEAEE N , HSFSMART (HL7FHIR&RIERE) F 8 “FHIREAE",

il NAFEEEEXRELRIEEFERRAARNNEFBNARRFRBERE (BIE

5K ) FHIRRESTiERreadsE B RN, EFCNENHERSE , BEERBE—NMNOTHATRNER
Bpatient/Observation.read. X FAFEFHNARFUARESRNIBFERNPatient BIRFEEH
A PR, Observation

W KT
HealthLake & #it3Z Bzh#E X SEE launch/patient,

ERVEHEAT , EFHRNARFERLAEENGREE , BEARrmNARFAAERAFME
., At , FRRNARFHRNERABERREZECEH. KBHTHHRIET , RUBSHL2K
HESBERNEHEELENLR T, BN EEREE RS M —EERNRS SR EE R,

XBNEHEEHE
S DU

launch/patient OAuth2.0 BIERF I — NS , ERERNUER HIRE B EHIE.

HealthLake IR FZ M FHIRERIFESE E
HealthLake X 7 =N B89 4E B8,

s BETEENEBEATFHREXRENEENBEERRE. TR L TXHEET HUESE,
« APRSEEFTETX AP LA ) B4 E IR E 75 R AR .
s REFEABEFRHBEEEPAMEFHIRERNIZ/BIH AR, HealthLake
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TRETRT WEXFHFHIRERMEXEAEREE HealthLake, —MRARXIT :

( 'patient' | 'user' | 'system' ) '/' ( fhir-resource | '*' ) '.' ( 'read' | 'write' |

11 )

HealthLake ##E 7 £ XN RICEE

ERIEIE & Ml ERE g1

patient/(fhir-resource | '*'). patient/A EFRmBMARFNER

('read' | 'write' | '*') llergyInt i BRE Y 5/ B AR o

olerance.*

user/(fhir-resource | '*').('re user/Obse EFRmMAEFNESR

ad' | 'write' | '*'") rvation.read AT IEZ N {E R
SREAX PR

system/('read' | 'write' | *) system/* . * ERrmNARFNER
XA EBIENIR/ Bi5R
R

£ AWS Lambda FHIRE /5 ARY HealthLake ¥iE1FZ#SMARTH#
TSR

BIEFHIRAKSMART/S FI#Y HealthLake BiEZ MRS , FEECreateFHIRDatastoreik
SRR MHIZARN AWS Lambda EEHY, Lambda BREIARNEFEH S
ffIdentityProviderConfiguration®RHIEEM ., IdpLambdaArn

AR EBE Lambda B3 , AT REQIZEFHIRESMART B B/ HealthLake #iiE 7%, — B0l
THIEFME , MARNETEFE X Lambda, EEHARNEE QI HKIBEFMENIEEMN Lambda , i5EHE
#£, DescribeFHIRDatastore API

EXEFHIRE /S AR HealthLake $HiEE# R IWFHIRRESTERER |, 89 Lambda B EEH T
Ti&4E : SMART

« Lambda BB REARF 1 B EIETE W [E HealthLake F3E 17 f# ik SR B 19 B
« WEFENARRFZENRESTAPIE R ZAERL PR A5 H] S 3 1THEH,
- DEEEEBNENIAMES &K NITFHIRRESTAPIE K,

TR REE e
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- TRHEBEEUTER, FHRRESTAPIETHMEZER , B5H SLENE,
* nbf

* exp
e isAuthorized
* aud

* scope

£/ Lambda B , BR 7&K Lambda BHE , BEEERBIITACHNET RENERE, Lambda &
BHHITIAMAGRR — MO RBBEFHEETRAAIEAWSRESMERNNEN AR, SREENETAE
TRHY R BE AN HealthLake iR FRE A A BRI,

AEFHNETEHRTREZFRMARFHROERNBEDEOEE, B2 Lamb AWS da BEFTHR
BY 25 BREA R a0 Al 1 22 AT AR BV B T R IR AY R B HealthLake o

« £ 185 : 612 Lambda B

- £ 2 &% : AIlE AWS Lambda EEE A HealthLake RF A
- % 35 . FF Lambda HHHINITAE

« 54559 . @EH Lambda EREUFINERERE

« 559 : WIEM Lambda HEELE H &4

B2 AWS Lambda &%k

AEBHEIEMN Lambda BEIE HealthLake WEIFIFHIRK /3 AA#Y HealthLake BB Z# FISMARTH
XKetfik, REFFIRNARFNERZERESTAPHARMEE 1B S EIZRIRL,

GET https://healthlake.your-region.amazonaws.com/datastore/your-datastore-id/r4/
Authorization: Bearer i8hweunweunweofiwweoijewiwe

AREB AR Lambda BEEX AWS Secrets Manager i T % SRS S[HANIEP, RI1EZE
WA EEEE Lambda BB P REBIUBRZHBEZFAEF .

Example RIFZ 2R NIFEE T EMNFHIRRESTIER

Lambda BREUREIMERE R T AR UE XX BIFHIRE /3 B HealthLake 2B ZE#E SMARTHIFHIRREST
BER, BEEFE XA Lambda BEHY step-by-stepsiiiBi , HSH, £ AIE Lambda B
AWS Management Console
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WRFHIRRESTAPIEER T 22 AN BFEFHELRT K. HRTHEMRESTRE , M Lambda B&#HUF

K. BTHRAXRAEENRSHELZENESEE , BERLENRE.

import baseb4

import boto3

import logging

import json

import os

from urllib import request, parse

logger = logging.getlLogger()
logger.setlLevel(logging.INFO)

## Uses Secrets manager to gain access to the access key ID and secret access key for
the authorization server

client = boto3.client('secretsmanager', region_name="region-of-datastore")

response = client.get_secret_value(SecretId='name-specified-by-customer-in-
secretsmanager')

secret = json.loads(response['SecretString'])

client_id = secret['client_id']

client_secret = secret['client_secret']

unencoded_auth = f'{client_id}:{client_secret}'

headers = {
'Authorization': f'Basic {base64.b64encode(unencoded_auth.encode()).decode()}",
'Content-Type': 'application/x-www-form-urlencoded'

auth_endpoint = os.environ['auth-server-base-url'] # Base URL of the Authorization
server

user_role_arn os.environ['iam-role-arn'] # The IAM role client application will use
to complete the HTTP request on the datastore

def lambda_handler(event, context):
if 'datastoreEndpoint' not in event or 'operationName' not in event or
'bearerToken' not in event:
return {}

datastore_endpoint = event['datastoreEndpoint']
operation_name = event['operationName']
bearer_token = event['bearerToken']
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logger.info('Datastore Endpoint [{}], Operation Name:
[{}]1'.format(datastore_endpoint, operation_name))

## To validate the token

auth_response = auth_with_provider(bearer_token)

logger.info('Auth response: [{}]'.format(auth_response))

auth_payload = json.loads(auth_response)

## Required parameters needed to be sent to the datastore endpoint for the HTTP
request to go through

auth_payload["isAuthorized"] = bool(auth_payload["active"])

auth_payload["nbf"] = auth_payload["iat"]

return {"authPayload": auth_payload, "iamRoleARN": user_role_arn}

## access the server
def auth_with_provider(token):
data = {'token': token, 'token_type_hint': 'access_token'}
req = request.Request(url=auth_endpoint + '/vl/introspect',
data=parse.urlencode(data).encode(), headers=headers)
with request.urlopen(req) as resp:
return resp.read().decode()

A B2 Lambda BEE AWS Management Console

I RRIZEEREE T ELAEFHIRK S A/ HealthLake BiEE 4 L MFHIRRESTAPIE Kt
HealthLake Ef{ ASMARTH RS AR, MRERMRVBRSAE , M{HATLAGIE Lambda B, &
FELARM of RS AR , ARNLambda BB T LEER. ETHREXRAUBRSARHTE Lambda B
FEEZABNESER , H5R CI2H TR AWS Lambda EEH HealthLake RS A€ JWT

B2 Lambda B % ()AWS Management Console

1. 3TFF Lamba ##|&A# Functions page ( REHE )

2. i&#% Create function ( BIEEH ) .

3. EEBMAFHRERE.

4. HEEFEE TRARBER, EETHT , BEET python WZE1TH,
5

£ Execution Role ( #11T&® ) F , #&# Create a new role with basic Lambda permissions ( £
BEBEXK Lambda NRHFAE ) .

Lambda 81T —MUTAE  ZACRZEBER TN AE LEZTT SRR,
CloudWatchLambda BREE R B ARBEIBEERITAE® , AEARTAGRNBIZIER, AWS
SDK
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https://console.aws.amazon.com/lambda/home/functions
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6.

IERAETF |, RBRAINRAE Lambda B,

MRIEEARA Lambda HBEGIEZEFANWRIS AR  MFBELXCEZAR , ARG RS Lambda &
BT EEIZ1T. ETHEXN Lambda RBBIERSACHNESELR | ESR, /2R THEBY
AWS Lambda BE# Y HealthLake RS A JWT

import baseb4

import boto3

import logging

import json

import os

from urllib import request, parse

logger = logging.getlLogger()
logger.setlLevel(logging.INFO)

## Uses Secrets manager to gain access to the access key ID and secret access key
for the authorization server

client = boto3.client('secretsmanager', region_name="region-of-datastore")
response = client.get_secret_value(SecretId='name-specified-by-customer-in-
secretsmanager')

secret = json.loads(response['SecretString'])

client_id = secret['client_id']

client_secret = secret['client_secret']

unencoded_auth = f'{client_id}:{client_secret}'

headers = {
'Authorization': f'Basic {base64.b64encode(unencoded_auth.encode()).decode()}",
'Content-Type': 'application/x-www-form-urlencoded'

auth_endpoint = os.environ['auth-server-base-url'] # Base URL of the Authorization
server

user_role_arn
use to complete the HTTP request on the datastore

os.environ['iam-role-arn'] # The IAM role client application will

def lambda_handler(event, context):
if 'datastoreEndpoint' not in event or 'operationName' not in event or
'bearerToken' not in event:
return {}

datastore_endpoint = event['datastoreEndpoint']
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operation_name = event['operationName']

bearer_token = event['bearerToken']

logger.info('Datastore Endpoint [{}], Operation Name:
[{}]1'.format(datastore_endpoint, operation_name))

## To validate the token

auth_response = auth_with_provider(bearer_token)
logger.info('Auth response: [{}]'.format(auth_response))
auth_payload = json.loads(auth_response)

## Required parameters needed to be sent to the datastore endpoint for the HTTP
request to go through

auth_payload["isAuthorized"] = bool(auth_payload["active"])
auth_payload["nbf"] = auth_payload["iat"]
return {"authPayload": auth_payload, "iamRoleARN": user_role_arn}

## Access the server
def auth_with_provider(token):
data = {'token': token, 'token_type_hint': 'access_token'}
req = request.Request(url=auth_endpoint + '/vl/introspect',
data=parse.urlencode(data).encode(), headers=headers)
with request.urlopen(req) as resp:
return resp.read().decode()

{&2 Lambda BEIITAE

B2 Lambda B#E , BEEEHMNTABRUTE A Secrets Manager FTEX PR, £ Secrets
Manager # , {ROIENENZHEBE —NARN, ENARENR , MITARREETRE Lambda BEEH
TAENRR.

g LB RS & P RWAE Lambda IAM 125 & FEFREEXRE N Lambda MBI HITAB, E
THRAXEE Lambda BBMITABHNESEE , 55 M. Lambda MTAE

Example B F 15 R REY Lambda BREIAITAE GetSecretValue

FAM#REGetSecretValue R NEINIT A & AR F /R Lambda BNBUZE 1T B RINR

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": "secretsmanager:GetSecretValue",
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"Resource": "arn:aws:secretsmanager:your-region:your-aws-account-
id:secret:secret-name-DKodTA"

}
]
}

Et | BERBET —/ Lambda BEE , ZEHEH O A TFRIEEFHIRE B A HealthLake BUIEE# Y
FHIRRESTHERHEHEMNHRSE. SMART

B2 H T HBH AWS Lambda M HealthLake R A JWT

® At IAVEER
AT BUR DNk BRIAM SR BE LA R DI 2 FTIAM S B A

BEAE

BSAERA—TURSAA, ARENTREN IAM A6, IAM EE R AL IAM B
B, BANBBREBRSAG. BXESZER , 5 (AMAFERE) AWS RSHHNEIES
B LA FIRR

f£ JSON Web =& (JWT) ###5B 5 , Lambda X FZREIAM—NAGBNEN. ARNILLABXLRNER
PATERFIEMNR , BNRESTAPIE R B PR T 2 M 2k Mo

£ BEXKBIRENIAM , RERTAENRENR, ETHESESR , 260 (AMAFER) F
Ry B A AR R X BR o

BIEEERTN Lambda B HIEEM HealthLake REAREERANST R,

. B, REEVNBRIAMER, ZEBRATIEENREBSNRSE S N BIZMEEMNFHIRE R 6
PR

s HRX L REEVNEBSAE, t12AEN , BULIEBEEEXZRAMMEEE —ShoENER, £
Fx RIEE HealthLake N IRF E M, BEBEL T RAPIETE HealthLake ZIEFHEARNK AWS itk
F 1D,

DI ZEFIAMBLE
IEENRS R P E YL MSEERE T2 5 BRI A P a L5 E HealthLake BIE 174 F Y BRLEFHIR

N
TilRo
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AWS HealthLake FEANGIER

A BN IECIZBIAMER BB T IES] , EEEEE LAEE M T,

AREIAMERFBENActionTREPEXATRE, EAUNRActionFHEB—NEX—
MResource types., HealthLake EEIEF@# P , B — XM EIRER 7] LAEIAMI R R EEE Q)
fResource TEHE Lo

BAFHIRA R = R BAE XN IAMAR PR R B 7T 32 49 R o

B1EZE XN HealthLake

BE iR il TRER (H1E)
1]
K
a1l
CreateRes [ERIZHFERFINE = WIEFM@ ; arn: aws: healthlakeARN:: datastore
ource A /fhir/ your-region 111122223333 your-
datastore-id
DeleteRes  #&F il Br %R AV AN BR = HIETFEM@ ; arn: aws: healthlakeARN:: datastore
ource A [fhir/ your-region 111122223333 your-
datastore-id
ReadResou R FiEEUARAIAPR 3= HIETFEM@ : arn: aws: healthlakeARN:: datastore
rce EY /fhir/ your-region 111122223333 your-
datastore-id
SearchWit ®BRFFERGETHZEERSE 3= WIELFME : arn: aws: healthlakeARN:: datastore
hGet TR R EY /fhir/ your-region 111122223333 your-
datastore-id
SearchWit ®RFERPOSTHZEER jEx WIEFM@ ; arn: aws: healthlakeARN:: datastore
hPost BRI PR HY /fhir/ your-region 111122223333 your-
datastore-id
S BEFHBFHIRSEHESH B HIEFEM@ : arn: aws: healthlakeARN:: datastore
tartFHIRE  #XPR GET A /fhir/ your-region 111122223333 your-
xport datastore-id
JobWithPo
st
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B’E iR 1] BIRRR (E)

]

&

ol
UpdateRes & FEFHREIRANIR B BAEFA6E - arn: aws: healthlakeARN:: datastore
ource A /fhir/ your-region 111122223333 your-

datastore-id

EFHRER , SRATLAEHAAmazonHealthLakeFullAccess, tbRBET X BiEF 6
KEWMAFHIREFRETIER., BA, BENSH, ERTFNREFEFHEHRENR |, BF
HAmazonHealthLakeReadOnlyAccess,

ETHAXRMER AWS Management Console, AWS CLIZK 812 B E WK E ZE S IAMSDKs |, &
SRIAMA P IEE PRI ZEIAMZEK R,

79 HealthLake ( IAMIZH|& ) SIZRSAE
FERLERUBRBS AR, SRS , EEEREIAMER,
71 HealthLake ( IAM#ZEHE ) RIS AE

1. &3 AWS Management Console }$TFFIAMIZH| & , Wit A https://console.aws.amazon.com/
iam/,

£ IAM BHAENSMERP , % Roles,
RE , ERUEAG,
EEBETLATEL  EREENEEERK,

BTk, £ BENEERE TEHRHIERE , WTFFIR. your-account-id& 7&K
5, REANEESARSHESHERANBIEFE. ARN

o M 0N

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "sts:AssumeRole",
"Principal": {

"Service": "healthlake.amazonaws.com"
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I
"Condition": {
"StringEquals": {

"aws:SourceAccount": "your-account-id"
1,
"ArnEquals": {
"aws:SourceArn": "arn:aws:healthlake:your-region:your-account-
id:datastore/fhir/your-datastore-id"
}
}

}
]
}

6. RBEET—F,

7. ERNNBRREL , EFEEFEL HealthLake RS RAMNKE ., EEREMNERE , FENREET
HITER,

8. RJE , EFEMIINKEE,

9. ARIEHE ‘AW, EFNUE WHKN ‘BEEN TAARN.

10. ("t ) REE “#HR T , hWENAERFNEEHER,

1. MR, MABTHTRIZACHEANACENIACENER. ABRBMNELNABH LM
RIE—H AWS Ik, BMTARX 2 KNE, Flin | EFEEaf6/2ZR 7 PRODROLE 1 prodrole
WA, BETZNENAREIAZAR , ARRBRREETEREAREN.

12. EFEAGEHAEE K REERIRAR,

E 7B U{I1ERH Lambda RREARNARIEEAR |, FSH, €2 AWS Lambda B

Lambda i 1TA

Lambda BREBIHITIAMA B R —MNERHR T HE AWS RSMERINRHAE, LREREHREX
mEelE, EFMEE Lambda BHEMITHEBHNEE.

BRIANBRT , HEFEACIEFH Lambda EEAT , Lambda 2812 EERENRHRTAR, AWS
Management Console EEBEENITABFRFHNIR , S # Lambda FF R A RIEEEFHEIAMEZEF
BFERITAE,

AEBHREHRP] Lambda EEER Secrets Manager REERINARS BT,
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EZt2NEMIAMAE —#  ERSKENRNSEXRIETER. £EFRNE , KANARELRTE
HATER R R, EEFHRREPFRAEBZH , REXRRBFERRE , FENIEMENR, BXE
ZER , BZH (AFER) THNNASENR. IAM

HealthLake S ¥F AR #RAY Lambda B4%K

Atk , HealthLake AILARKREE A Lambda BB , AT TRE -

« BEEREIdpLambdaArnF THEEEFRARNF A Lambda BEHI{E, HealthLake
CreateFHIRDatastore

s BEE—NETRRFEME , HealthLake RIFEREREIAA Lambda BH,

EFHIRE /8 AW HealthLake ##EF#ESMART L HealthLake W EIFHIRRESTAPIER BT , ©EEMNIR
FTREARZAACIRBIEFMHITIEEN Lambda B, E&RF HealthLake HRINIR , BFYERETHE
RHREE, EFA T EUWMA Lambda HBOIZE T RFENRE , BSRAFAEERTHN AT AWS iR
%A Lambda %, AWS Lambda

NIEM Lambda BREELE H X 4

/A Important

HealthLake ER&EH Lambda B EEY &R KiZ1TH[E] 40/ F —F (1000 R ) o
WMREE Lambda REGEN Ti21TRIEIBRE , ME&HEARE, TimeOut

NEEHAERE  RNBVEEMEENF2E. BIERAABNZ2EMEHF R , LB E
FIREREEERBRENBIREIRESR, BETHAREEMEEAFRKNESEE , S Lambda
FRAGREEHNEEEEHFR

ELEFAEH Lambda B EH BRI FE9E1THE |, 5 A Lambda 2§ & LB Lambda B “daiz”
NH. BMIABRT , Lambda ### S RMUFENEREK , ERENERBNRBLESHT RN F96
B, H/EMRARE, ETHEEXRKIE Lambda KBWEZEE |, {55/ Lambda FF XA R IER
Y Lambda 251 & PR SRR,

WMREBEZLHN Lambda RYEE T HAHBENHHBTEIE | 5SR Lambda F X EIEEHP NG H
R,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.aws.amazon.com/lambda/latest/dg/access-control-resource-based.html#permissions-resource-serviceinvoke
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https://docs.aws.amazon.com/ambda/latest/dg/provisioned-concurrency.html
https://docs.aws.amazon.com/lambda/latest/dg/monitoring-functions-access-metrics.html#monitoring-console-graph-types
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2|2 FHIRE SMART/E B8 HealthLake BiE17 14

E¥ SMART on fr FHIR amework 5—j2 £ A HealthLake , i&{£ A C reateFHIRDatastore
BERHPIEENIdentityProviderConfigurationZ 8|2 HealthLake FiEF .
ffIdentityProviderConfigurationZ# & , BUUEEUATEER :

« JFAuthorizationStrategy& F 1% & J SMART_ON_FHIR_V1,

« figERNIdpLambdaArnEF AWS Lambda ZAIEH , LUEFERARINRSSHEESEMAED, ARN
- FRNRESHBPEENTHIETRE L —NISONBR, XETHIFETRELI IEPIRE,

- A% : )3 AFineGrainedAuthorizationEnabled, ¥§ETruefff BIRAHMN MM E RN HealthLake

& LAMEFA AWS Command Line Interface (AWS CLI) &3 AWS X FHHIEF#RUEFHIRE S
AW BIEE#SDKs, SMARTA X #fEF HealthLake #2#] 5 SMARTRIZFHIRE /5 A HealthLake
BREEM,

F A EFHIRESMART/SE K HealthLake 23E17f AWS CLI

ZBRILAER LT RBRA , FEASMARTEFHIRE /B A HealthLake EF & E#1T8I2Z AWS
CLl, BIZFHIRESMART/S AV HealthLake ¥iEFMAT , AFIEEidentity-provider-
configurationZ#,

ffidentity-provider-configurationZ# & , BRI LUARBEI MZE

A FineGrainedAuthorizationEnabledZE FREAANERN. TrueETHEXRANERNNE
ZfER , BSRXFHIRE 5 AR/ HealthLake 2iiiz 17 i {2 41K E X SMART, U TRAIGE—DA
FRABITAIMENE N ZHENERFT. \X2RNTEBENR,

aws healthlake create-fhir-datastore \
--region us-east-1 \
--datastore-name "your-data-store-name" \
--datastore-type-version R4 \
--preload-data-config PreloadDataType="SYNTHEA" \
--sse-configuration '{ "KmsEncryptionConfig": { \
"CmkType": "customer-managed-kms-keyl",
"KmsKeyId": "arn:aws:kms:us-east-1l:your-account-id:key/your-key-id" } }' \
--identity-provider-configuration \
"{"AuthorizationStrategy": "SMART_ON_FHIR_V1", \
"FineGrainedAuthorizationEnabled": boolean-false-by-default, \
"IdpLambdaArn": "arn:aws:lambda:your-region:your-account-id:function:your-lambda-
name" \
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"Metadata": "{\"issuer\":\"https://ehr.example.com\",\"jwks_uri\":\"https://
ehr.example.com/.well-known/jwks.json\",\"authorization_endpoint\":\"https://
ehr.example.com/auth/authorize\",\"token_endpoint\":\"https://ehr.token.com/auth/
token\",\"token_endpoint_auth_methods_supported\":[\"client_secret_basic\",\"foo\"],
\"grant_types_supported\":[\"client_credential\",\"foo\"],\"registration_endpoint\":
\"https://ehr.example.com/auth/register\",\"scopes_supported\":[\"openId\",\"profile\",
\"launch\"],\"response_types_supported\":[\"code\"],\"management_endpoint\":\"https://
ehr.example.com/user/manage\",\"introspection_endpoint\":\"https://ehr.example.com/
user/introspect\",\"revocation_endpoint\":\"https://ehr.example.com/user/revoke\",
\'"code_challenge_methods_supported\":[\"S256\"],\"capabilities\":[\"launch-ehr\",\"sso-
openid-connect\",\"client-public\"]1}"}"

BMiE , SFRE LT ISONIEEAL :

{
"DatastoreArn": "arn:aws:healthlake:your-region:111122223333:datastore/fhir/your-

datastore-id",

"DatastoreEndpoint": "https://healthlake.your-region.amazonaws.com/datastore/your-
datastore-id/r4/",

"DatastorelId": "your-data-store-id",

"DatastoreStatus": "data-store-creation-status"

MFHIRE 8 A HealthLake $iEF 4% 8 F R E &R X SMART

REQ@ EREHTENRERSENEMAEE | HHEBREENERBEE®E T B MHLERE, £F
FX EFHIR/E A/ HealthLake BIEF M A ENRE , EAENERNATURSHFME. SMART
EFAMANERN , BT C reateFHIRDatastore i#3K#IdentityProviderConfiguration®

W Truedi%iEFineGrainedAuthorizationEnabled%F,

MREGHATHANERN , MEHRNRESHFELRE - fhirUserseEid_token AR IFRIGHE, X
AWNEBEFHNAEFREEXAFNGEERE. BERinMNARFANfhirUser FAMAURIKER ST AR
HIFHIRA R, XA LR Patient, Practitioner = RelatedPerson, MRS 23K AL BIE
—MNuser/BE , ZBEENLTAFPALGRBLEHRE. XEANSFHRBRSEERESMEXNER
BE XM E :

user/(fhir-resource | '*').('read' | 'write' | '*')

LATF 2 30 4R 52 P 4R R BE 1R SRt — B 48 E SRR 1 M A X FHIRE R B A =Bl
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o fBtfhirUserPractitioner , ANENRIURET AR URFRNEEES, REEE
BlfhirUser2RIEAMNfhirUser S HERNEE T RiF#H A,

Patient.generalPractitioner : [{Reference(Practitioner)}]

o fAlRffhirUserAPatients , ER+PERelatedPersonMNEEESEFERIERNEET
BlfhirUser , AR ENESORE TATiEREfhirUser EWIHRINE, MRiFRWPatient BIRF
BETXR , WAFHR,

Patient.link.other : {Reference(Patient|RelatedPerson)}

[FEIRELE SMARTFHIR/E A HealthLake B F 4% #Y & I 344

EEFFIRMARF KRR HFHIRRESTIER , EFEWE HealthLake HiEF M E LA RNER,
LERTERN (FHETHE ) BIA K.

A, GETIEAHBERHM M/ .well-known/smart-configurationZIHIEEFEM IR

GET https://healthlake.your-region.amazonaws.com/datastore/your-datastore-id/r4/.well-
known/smart-configuration

XFFLL JSON blob FEXIR[E HealthLake BiiEF# A KT X H, EHAF |, BFFH
Flauthorization_endpoint#ltoken_endpointA & HealthLake $iEF M D E X HHE T

ab
Heo

"authorization_endpoint": "https://oidc.example.com/authorize",
"token_endpoint": "https://oidc.example.com/oauth/token",
"capabilities": [

"launch-ehr",

"client-public"

URLsAZh/E ) & P im N A2 P A B B Y

- BRRKR  BREFREARFRAFURLATFEN RS
- THER  ERRNARRFRATEEBEHRNRS S/ ES.
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ESMART 2 /3 Y HealthLake ZiE 7 L FHIRRESTAPI A& HHiE3K

B LATE /8 A T FHIRFT B HealthLake BY#i#E 7 SMART £ & HFHIRRESTAPIiER ., MU T RHIE R
TREEFHKNARFNER , EH@ERMNIRL , LUK Lambda NAAMABEA, JWTER kA
RERFERREENMNSORILE , 4R IREBRNRSHENFEELTHE, EFHRERTHE
HealthLake MY ¥#EF i £ RIXFHIRRESTAPIEREY , EERIFLFEARIEETHE, SMART

GET https://healthlake.your-region.amazonaws.com/datastore/your-datastore-id/r4/
Patient/[ID]

Authorization: Bearer auth-server-provided-bearer-token

HTFEEBIRLPRE T FICRSEBRENE AWS IAME 4 , Hitt4 HealthLake @A SIEZFHIRE
F HealthLake $iE 7Bt H8ER Lambda B ¥, SMARTX &/ Lambda BRI BB SHEE , LT
A ABIMREIER, HealthLake

{
"authPayload": {
"iss": "https://authoxrization-server-endpoint/oauth2/token", # The issuer
identifier of the authorization server
"aud": "https://healthlake.your-region.amazonaws.com/datastore/your-datastore-id/

r4/", # Required, data store endpoint
"iat": 1677115637, # Identifies the time at which the token was issued
"nbf": 1677115637, # Required, the earliest time the IWT would be valid
"exp'": 1997877061, # Required, the time at which the IWT is no longer valid
"isAuthorized": "true", # Required, boolean indicating the request has been
authorized
"uid": "100101", # Unique identifier returned by the auth server
"scope": "system/*.*" # Required, the scope of the request
},
"iamRoleARN": "iam-role-arn" #Required, IAM role to complete the request

}

BREXNAEFHIRANVBIEZ# FTEN TR SMART

RETBNBEEELE AWS K~ A ZBE B K F R HealthLake, BIZEFHIRASMARTE B/ HealthLake
BiEEMS , URFHIREF RN ARF NN ERNIRS 22 HealthLake BiEF##H TR E, SMART

W IEREBFINLSERE N T IASMARTAEFHIRERUAR KA BERMENTRENELRSE,

£ SMART “FHIRN &R ARiEF , EANHAREFHE IT/E :

FHIRRESTi&E R =4I 157



AWS HealthLake FEANGIER

- RARAF BE , BETSIRKEASMARTEFHIRN AR EEAE=ZFHRBEE# P
HealthLake #iZE.

« SMARTon A FHIR pplication ( M AZEFIwmNARER )  BEHRIEREFHE P IKE HealthLake #Y
BRI RAREF.

« BRIRSTER | FFS OpenlD Connect #rAEM RS R |, BEBXY A #1T S HWAEH FUR L H 5 M.

» HealthLake #i#EFf : —FFHIRESMART/S FifY HealthLake #EFf , ©fFMA Lambda BRI
RREFIEE T HEEIFHIRRESTE XK,

EEXENARFBEIE, EEEQNENATHR.

RMNBVUEGEREENRSESE. EENURSBESMARTEEN K ENERES X CIBLESEEEN
AWS Lambda E# 2z G 8IZEFHIRE B HealthLake 2hiE1ZM .

1. RERNRS 88w [- R INBRSS 27

E# A SMART on fr FHIR amework , {REERE — PN URIEERFESFME LA HHFHIRRESTIERH
E=FRNBREH. ETHREXRZEVECESFEANRNRSRF RSN EZEER HealthLake , S
EISMARTon HI 5 IiIFER FHIR,

2. TE ST E AR HIE AT BATG R R AX AR S585 £ HealthLake #i4E 17 fi Y B L B R - AN AR 55 25

SMARTon fr FHIR amew OAuth ork & F4E A E R E LR T & 1918 UE Y 15 3R 7] LATH (8] BRLEFHIR %
BRUARIGREBEE. EXERERE N KRENBEHRITIRITH G E. ¥4 7 #H SMART on
framewor FHIR k EXHHEXERSEE , HealthLake S HSMARTEFHIROAuth/ER 1 2 %1%
HealthLake,

3. RE—MEEBMITR T AER AWS Lambda eE——AREIK~ AWS

E PN ARFEEFHIRA S AN HIEF#SMART L 2 EMWFHIRRESTERFEE JSON Web 5 1#
(JWT)o Ei#A 7 HEN{REREY X E 3 THIBMEIEN Lambda EE , 5SS RERB a. JWT

4. BIEFHIRESMART/Z AI#Y HealthLake BIEZiE — &8 AWS Ik

ZE0|EFHIR HealthLake B#ESMART 7% , BFERM —IdentityProviderConfiguration,
E 7 ##AX C reateFHIRDatastore i5 R A4 FEIdentityProviderConfigurationS BN ESZE
B, #2 R EIEFHIRESMART B AR HealthLake BUIEF
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Z P imMNARR TG HMFHIRE AR EIEFM P15 R HealthLake
& SMART

AT H AR P iR ARF MAE SMART on FHIR EFXHES) , LR M{AE HealthLake HEF 4 £
Bk Zh & HFHIRREST#E R,

1. & P i N A A2 7 B AP A HIRY 48 — RIRARIRRFGETR HiE R

SMARTEEANEZEFHNAREFEEARHGETIERUERK HealthLake HIEFHMNENFER. XE&ET
AT AN G —BBFARREF (UR) BRERN. ETHEXMENBTNESZES |, FSRREFHIRE R
F HealthLake ¥EFM M AT X H. SMART

2. HRBRNRAEE

ERmNARFERARRRSF[ORNGER , MEAFTUESR, EEIENAFRTEHORIE. FAE
ATENEFwNRARERF A LLGF HealthLake BIEF M PRI BLFHIRER,. ETHAEXRESCCENE
ZER , HZFESMARTEFHIROAuthE A 18 £ Z X #F HealthLake,

3. miE T

%, AFEESERRIE , ERinNARFNRERERNBRZS[HIWTIERSE, LTEREER
Piw N AR F O RKIEFHIRRESTE RATREMAY HealthLake, B T A X WA A Lambda BEATE Y
BEZER  B5H. JWT TSR

4. ZFHIRE /8 AM HealthLake ##EF % SMART EFHIRREST R iR

PIE , &P oA A2 Fr T BASE A R AN AR S5 2R R LAY 15 (7] 5 18] HealthLake B3R 7 i RIS
FHIRREST#ER, EEERHIFHIRRESTER , S [MESMART 2 /5 AH HealthLake #iEF M L
FHIRRESTAPIR HiE K,

5. BIFJWTIA A5 hE

ERIUFFHIRRESTIERPRIEN LRI , FEA Lambda B, ETHNAIRATHMITTERNER
Lambda B %k , i§Z . 82 AWS Lambda E%k
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FRETHRERERENBAEFESLE (NLP) WE3IFHIR
DocumentReference FIR4-E K AWS HealthLake

® Note

2023 2 A 20 B2/E , RIABERT , HealthLake BIEE# A EAERNBRIEELE
(NLP), MR EEMNBERIEERE LS ALLIEE , BFS5H “HEHR —Z0[FF /5 HealthLake
SR BEARBESAEINEE ? PH.

WMRIEFFF T Amazon Comprehend Medical NLP BYSER AR , BBRA L 1&
EDocumentReferenceHNEFMBIRET , BHIKFAN~4EFH. AWS METHEZHIE , &
ZFAWS HealthLake o

Amazon Comprehend Medical AEL A#X ( &3E ) £, HealthLake I AKX ( &H3E )
X ENBEFEIIIFERNBRIESLIE (NLP),

HealthLake £/ Amazon Comprehend Medical B3l B IRRIEERH BAEBESLIE (NLP) , AFAE
ERERRERBEFNBENIELEMLEIE, DocumentReference At , HealthLake EE I i
Comprehend M DetectEntities-V2 edical iZE ZBJo InferICD10-CM InferRxNorm API&
REERT BB MEIDocumentReference®FEH, = Amazon Comprehend M API edical #4E
#BME], DIAGNOSISHIEV4FALSIGNAISYMPTOM , 2B ERBIRLinkageZ B, HHY 544 FML N
TREPRIR I SIGNSYMPTOM, S4SEAISEABIZEDIAGNOSIS |, BATES b5 A R4 2R 304,

X FERMREKBFFENLP |, BAIBURHGETER , EFIFERX L FIR.

EFM T MBI E R S Athena HealthLake HERRIERXLT R |, E5R, FHAEREN
HealthLake #i#E1F4% SQL

H3x
o W3 Comprehend Medical £ #{d5 2 E & # HealthLake

- 5FHIRRESTAPIIZE £/

« Amazon Comprehend Medical i=E 1A/ ZAPI5 ZI# =] HealthLake
- BESW
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I &3 Comprehend Medical 2 a5 2 B & # HealthLake

HealthLake £/ Amazon Comprehend Medical ##ifEDocumentReference®REE %
B BHE. Amazon Comprehend Medic API al BiDetectEntities-V2iaE InferICD10-
CM , InferRxNormH KRB M N G, BUUREERRM T TR N,

A BEXHE
Amazon Comprehend M API edical 952 E {48 M 518 LA I EE 57 3248

+ DetectEntities-V2 : REZRHET XEWIGKXA , HIREEXECIINWEERFE , HlE&EELs,
EMEEED .

« KT ICD1 0-CM : URAFERRNBF L RFNETIRR , AFFXEREEL MR T A H QRN
BRI AL H D ICD -10-CMAREH R PRELBESARIRAF R BX#EXR () » CDC WHO

* InferRxNorm: 254NN BE LRI HAKAE , FFHEXEEREZE FIE RxNorm HfE5EF
AR (LB SR IR AT R BR K

FMNAPHRER X431 2SIGNSYMPTOM, FIDIAGNOSIS. MM BT , MAFE/IERNFHIRE
BHY BARINE HealthLake HIEEFEE TN ARRELE,

Ay BEFINIE,

« DocumentReference : Amazon Comprehend Medic AP al #{ER & RFENextension— MR
MERBERBHAPF NP, DocumentReference ' BHERDNHAH, RAILIBREMNELER
F K EEAIURL,

* http://healthlake.amazonaws.com/system-generated-resources/

« XERBAZESAMPFIRKE HealthLake,
 http://healthlake.amazonaws.com/aws-cm/

* ¥ Amazon Comprehend Medic API al ##4ER R a5 H R INE SN BIEFF P, HealthLake

« Linkage : WHERXBELARHTEXMABME , ELRBIEHNLP, FNFEMHNGETE
KRlLinkage2REFZERENIIR, EWERSHMRIMLinkage T HealthLake , i5Z &7 N
B tag": [{"display": "SYSTEM_GENERATED"}]#fEX. E T #AX Linkage FHIR #5BH
BZEE , BSRFHIRX RSP RIRER « 81,

« FHIRH I Z# Comprehend Medical I2E4E KK RIFEXRE, API
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« Observation: LM R A , &I T Amazon Comprehend M API edical DetectEntities 2 4EHY
£ R-v2 M ICD1 Infer 0-CM, SIGN SYMPTOM

« Condition: BIL%i# Comprehend Medic API al DetectEntities iz & K45 R——V2 1 ICD1 Infer
0-CM H4${ETF1ERT. DIAGNOSIS

« MedicationStatement: iEB I Z# Comprehend Medic APl al NiZ2E 4R, InferRxNorm

5FHIRRESTAPIIZE £ K
ERIANER T , Amazon Comprehend Medic API al R{ER MBI B EEREERNFRIRE, GET
BEEEXERRRENERNLPERENE R , HTIEECHID,

* Linkage
* Observation
* Condition

* MedicationStatement

REEEHEEIDNAEEE Amazon Comprehend Medical NLP 2/E4 RGETIERAT |, FREIRB
DocumentReference BIREE 2 HNNBESBREL R, API

Amazon Comprehend Medical i2& M ZAPIS F|#Y R4 HealthLake
1 FREIDRS A HealthLake BB F %
UTRETEEEE T A ARWEARIE KIS R,

A ERBIE
HREIFHXARERAR , TEENMAREREE (PHI).

1991-08-31

# Chief Complaint
- Headache

- Sinus Pain

- Nasal Congestion
- Sore Throat

EFHIRRESTAPIZE £/ 162
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- Pain with Bright Lights
- Nasal Discharge
- Cough

# History of Present Illness
Jerénimo599
is a 4 month-old non-hispanic white male.

# Social History
Patient has never smoked.

Patient comes from a middle socioeconomic background.
Patient currently has Aetna.

# Allergies
No Known Allergies.

# Medications
No Active Medications.

# Assessment and Plan
Patient is presenting with bee venom (substance), mold (organism), house dust

mite (organism), animal dander (substance), grass pollen (substance), tree pollen
(substance), lisinopril, sulfamethoxazole / trimethoprim, fish (substance).

## Plan

The patient was prescribed the following medications:
- astemizole 10 mg oral tablet

- nda020800 0.3 ml epinephrine 1 mg/ml auto-injector
The patient was placed on a careplan:

- self-care interventions (procedure)

RE—T , XEEEEARDLL base64 A8, DocumentReference A TH4# UL HealthLake
F# H Amazon Comp API rehend Medical BEZRH G , EEFER , B LUMNBERBRERGETFF
%, DocumentReference

GET https://https://healthlake.your-region.amazonaws.com/datastore/your-datastore-id/
r4/eeb8005725ae22b35b4edbdc68cf2dfd/r4/DocumentReference
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= Amazon Comprehend Medic API al ##1ER /G , BESEIUTARTNEZPERXLEREX
extension "url": "http://healthlake.amazonaws.com/aws-cm/"

{

"url": "http://healthlake.amazonaws.com/aws-cm/status/",
"valueString": "SUCCESS"

3,
{
"url": "http://healthlake.amazonaws.com/aws-cm/message/",
"valueString": "The Amazon HealthLake integrated medical NLP operation was
successful."
}

UTEBFER T WARIE R REEE HealthLake BIFEF#E PR EBENEST 2%,

DocumentReference
EEEFH/ DocumentReferenceBREHNLR  BERBKFER RN SGETAHIER, id

GET https://https://healthlake.your-region.amazonaws.com/datastore/your-datastore-
id/r4/eeb8005725ae22b35b4edbdc68cf2dfd/r4/DocumentReference/0e938f03-da7f-4178-acd8-
eea9586¢c46ed

BIfE , BRIRE —N200HTTPIA R SR ML T IMJSONRL ( AEREL |, Z\A KB ) -

XZhttp://healthlake.amazonaws.com/system-generated-resources/8% . ¥RATLA
FI AR MLinkage/e366d29f-2c22-4¢c19-866e-09603937935a T — Nl &M LAE
EEMLEM S R4S EObservationMCondition®IREE RN HealthLake T E T HEMWE R,

EEREXERFRERMAE R , FHERFERIETF,

"extension": [
{
"url": "http://healthlake.amazonaws.com/linkage",
"valueReference": {
"reference": "Linkage/e366d29f-2c22-4c19-866e-09603937935a"
}
},
{
"url": "http://healthlake.amazonaws.com/nlp-entity",
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"valueReference": {
"reference": "Observation/c6e@a3ff-7al7-4d8b-bfd0-d02d7dad90c5"
}
.
{
"url": "http://healthlake.amazonaws.com/nlp-entity",
"valueReference": {
"reference": "Condition/0854elf3-894d-448e-a8d9-3af5b9902baf"
}
}
1,
"url": "http://healthlake.amazonaws.com/system-generated-resources/"

}
Linkage

EEFEMLinkageRFRENER , TERHUBER RN IFGETRHER, ID

GET https://https://healthlake.your-xregion.amazonaws.com/
datastore/your-datastore-id/r4/eeb8005725ae22b35b4edbdc68cf2dfd/r4/
Linkage/e366d29f-2c22-4c19-866e-09603937935a

RIGE , IREBE—/N200HTTPIIR S |, LA LA T EKJSONAY IH R,

M EEiteminEz, HA , BEX "type": "source"RRATIEHMNE
EDocumentReferencesH , Condition}O0Observations%lfE"type": "alternate"{#{E
N T

BRI LAE Blmeta u RN REX "tag”: [{"display": "SYSTEM_GENERATED"}] , %
RIXERREHGZEN., HealthLake

"resourceType": "Linkage",
"id": "e366d29f-2c22-4c19-866e-09603937935a",
"active": true,
"item":
[
{
"type": "alternate",
"resource": {
"reference": "Observation/c6e@a3ff-7al7-4d8b-bfd0-d02d7da®@90c5",
"type": "Observation"
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}
.
{
"type": "alternate",
"resource": {
"reference": "Condition/9d5clef6-f822-4faf-b55f-7c70f2a4aa8d",
"type": "Condition"
}
},
{
"type": "source",
"resource": {
"reference": "DocumentReference/0e938f03-da7f-4178-acd8-eea9586c46ed",

"type": "DocumentReference"
}
}
1,
"meta": {
"lastUpdated": "2022-10-21T19:38:31.3272",
"tag": [{
"display": "SYSTEM_GENERATED"
1]
}
}

Resource type: Observation
EEFHE 1 ObservationBREENER , BERHESER RN S GET R HIER, ID

GET https://https://healthlake.your-region.amazonaws.com/
datastore/your-datastore-id/r4/eeb8005725ae22b35b4edbdc68cf2dfd/r4/
Observation/e366d29f-2c22-4c19-866e-09603937935a

Amazon Comprehend Medic APl al IZEEREMBEHNUTAR . . M. code meta
modifierExtension

code

EKHFWITHRCodeableConcept. ETHMEZER , FSRFHIRX#4ZE 5| CodeableConcept
9,

HealthLake K fNEA T = ANEEFT
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- "system": "http://healthlake.amazonaws.com/aws-cm/infer-icd10/": EHURL
EHRE -4 ENILE% Comprehend Medical W55, APITEAFIF | #EMT ICD1 0CM,

* "code": "A52.06": FRIREHE RGP AR ERBZH ICD -10-CMRIBEBEAS2. 06,

« "display": "Other syphilitic heart involvement": &x{&KH"Other syphilitic
heart involvement"X¥ ICD -10-CMATBHY1F A REBE,

LT #EBMAJSONIIR X BETTE, code

"code": {
"coding":
[
{

"system": "http://healthlake.amazonaws.com/aws-cm/infer-icdl10/",
"code": "A52.06",

"display": "Other syphilitic heart involvement"
}

1,

"text": "Other syphilitic heart involvement"

}

ETHRERNSEMN ICD-10-CM RIBEBMEMNEESE , BFEATE, modifierExtension

meta

ZmetatRITEW THIE R B Zcode TR R B EEH Amazon Comprehend Medical ##4E7 AT
i¥gm1§/§\o API

LT #H BRI JSONIG R B E TR, meta

"meta": {
"lastUpdated": "2022-10-21T19:38:30.879Z",
"tag": [{
"display": "SYSTEM_GENERATED"
]
}

modifierExtension

ZmodifierExtensiontEEEHE*code tEFETEHRENUEESANEZHFEMEE,
eREEREX , XLRBEXIRMT B DocumentReference BT A K4 R RBENERTH
Linkage #IRE B Wy 453,
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N FARMBE Ncodingn®k , BELEFE —Pentity-scorefl—Pentity-Concept-
Score#RMNE|FmodifierExtension, X FRENHPWEMNME , BLFE -2, BHentity-
score , %2 Amazon Comprehend Medical 3N MR ATEE, BNentity-
Concept-Score , Z% #REAmazon Comprehend MedicalX iZ3E & 5-10E KBS HEHEXBENE
LEE, ICD

LT BHAJISON RN BETE, modifierExtension

"modifierExtension": [{
"url": "http://healthlake.amazonaws.com/aws-cm/infer-icd10/aws-cm-icd1l@-entity-
score",
"valueDecimal": 0.45005733
1Y
{
"url": "http://healthlake.amazonaws.com/aws-cm/infer-icd1@/aws-cm-icd1@-entity-
Concept-Score",
"valueDecimal": ©.1111792
1,
{
"url": "http://healthlake.amazonaws.com/system-generated-linkage",
"valueReference": {
"reference": "Linkage/e366d29f-2c22-4c19-866e-09603937935a"
}
1,
{
"url": "http://healthlake.amazonaws.com/source-document-reference",
"valueReference": {
"reference": "DocumentReference/0e938f03-da7f-4178-acd8-eea9586c46ed"
}
}
]

STEJSONI[E R

"subject": {
"reference": "Patient/0679b7b7-937d-488a-b48d-6315b8e7003b"
},
"resourceType": "Observation",
"status": "unknown",
"code": {
"coding": [{
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"system": "http://healthlake.amazonaws.com/aws-cm/infer-icd10/",
"code": "A52.06",

"display": "Other syphilitic heart involvement"
11,
"text": "Other syphilitic heart involvement"
3
"meta": {
"lastUpdated": "2022-10-21T19:38:30.8792",
"tag": [{
"display": "SYSTEM_GENERATED"
}]
3

"modifierExtension": [{
"url": "http://healthlake.amazonaws.com/aws-cm/infer-icd1@/aws-cm-icdl@-entity-
score",
"valueDecimal": 0.45005733
},
{
"url": "http://healthlake.amazonaws.com/aws-cm/infer-icd10/aws-cm-icdl@-entity-
Concept-Score",
"valueDecimal": ©.1111792

I
{
"url": "http://healthlake.amazonaws.com/system-generated-linkage",
"valueReference": {
"reference": "Linkage/e366d29f-2c22-4c19-866e-09603937935a"
}
I
{
"url": "http://healthlake.amazonaws.com/source-document-reference",
"valueReference": {
"reference": "DocumentReference/0e938f03-da7f-4178-acd8-eea9586c46ed"
}
}
1,
"id": "7e88c7c5-21a5-4dd7-8fc2-a02474fba583"
}
Condition

EEFENConditionHRRENER , FERAKER RN I GETRHER, ID

Amazon Comprehend Medical iz & t{AIZAPI & EI#) R4 HealthLake 169



AWS HealthLake FEANGIER

GET https://https://healthlake.youx-region.amazonaws.com/datastore/youx-
datastore-id/r4/eeb8005725ae22b35b4edbdc68cf2dfd/r4/Condition/b06d343d-
ddb8-4f36-82cb-853fcd434dfd

Amazon Comprehend Medic APl al HIZEER 2B XN UTHRE . M. code meta
modifierExtension

code

KA THECodeableConcept, ETHEZEE , B HFHIRX % 5|CodeableConceptH
i

HealthLake K A T = MNREX

« "system": "http://healthlake.amazonaws.com/aws-cm/infer-icd10/": EFURL
R -4 ENITLE% Comprehend Medical W55, APITEZAFIF | #EMT ICD1 0CM,

* "code": "I70.0": FRIRHKIHIEH FOEHIREFBZHY ICD -10-CMARBEPEAS2. 06,

- "display": "Atherosclerosis of aorta": &X{&H"Other syphilitic heart
involvement"%} ICD -10-CM{X RS B9 1¥ 4R R 1E B E

LT #EBMAIJSONIE R X BETE, code

"code": {
"coding":
[
{

"system": "http://healthlake.amazonaws.com/aws-cm/infer-icdl10/",
"code": "I70.0",

"display": "Atherosclerosis of aorta"
}

1,

"text": "Atherosclerosis of aorta"

}
ETHERNSEMN ICD-10-CM KBEBMNERFE , EEATE, modifierExtension
meta

ZmetatRBIEW THIE R B Zcode TR R B EEH Amazon Comprehend Medical #4E7 AT
i$gm1§/§\o API
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LT BRI JSONIG AR B E TR, meta

"meta": {
"lastUpdated": "2022-10-21T19:38:30.877Z2",
"tag": [{
"display": "SYSTEM_GENERATED"
1]
}
modifierExtension

ZmodifierExtensiontEzE@E8EXcodetEF ETEHRABHNIEESERANEZEFMAER,
CREFREX | XEREXNEM T M DocumentReference AT A RS RN RIBEMAEXH
Linkage % RE BB 5%,

SN FRMP B Ncodingn®k , BHMLEFE —Nentity-scorefM—/entity-Concept-

Score#RME| FmodifierExtension, X FRENHPWEMNME , BLFE -2, BHentity-

score , %2 Amazon Comprehend Medical 3N MW ATEE, BNentity-

Concept-Score , % #REAmazon Comprehend MedicalX iZ3E & 5-10E KBS HEHEXBENE

DiEE. ICD

AT BRI JSONIE R X B E Jt&, modifierExtension

"modifierExtension": [{
"url": "http://healthlake.amazonaws.com/aws-cm/infer-icd1@/aws-cm-icdl@-entity-
score",
"valueDecimal": 0.94417894
},
{

"url": "http://healthlake.amazonaws.com/aws-cm/infer-icd10/aws-cm-icdl@-entity-
Concept-Score",
"valueDecimal": 0.8458298
.
{

"url": "http://healthlake.amazonaws.com/system-generated-linkage",
"valueReference": {
"reference": "Linkage/e366d29f-2c22-4c19-866e-09603937935a"

}

I

{

"url": "http://healthlake.amazonaws.com/source-document-reference",
"valueReference": {
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"reference": "DocumentReference/0e938f03-da7f-4178-acd8-eea9586c46ed"

}
}
]
SEEJSONE L
{

"subject": {

"reference": "Patient/0679b7b7-937d-488a-b48d-6315b8e7003b"

b

"resourceType": "Condition",

"code": {

"coding": [{
"system": "http://healthlake.amazonaws.com/aws-cm/infer-icdl10/",
"code": "I70.0",
"display": "Atherosclerosis of aorta"

1,

"text": "Atherosclerosis of aorta"

},

"meta": {

"lastUpdated": "2022-10-21T19:38:30.877Z",
"tag": [{
"display": "SYSTEM_GENERATED"

1]

},

"modifierExtension": [{
"url": "http://healthlake.amazonaws.com/aws-cm/infer-icd10@/aws-cm-icdl@-entity-
score",
"valueDecimal": 0.94417894
1,
{
"url": "http://healthlake.amazonaws.com/aws-cm/infer-icd10/aws-cm-icdl@-entity-
Concept-Score",
"valueDecimal": 0.8458298

},

{

"url": "http://healthlake.amazonaws.com/system-generated-linkage",
"valueReference": {
"reference": "Linkage/e366d29f-2c22-4c19-866e-09603937935a"

}

},

{
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"url": "http://healthlake.amazonaws.com/source-document-reference",
"valueReference": {
"reference": "DocumentReference/0e938f03-da7f-4178-acd8-eea9586c46ed"
}
}
1,
"id": "b@06d343d-ddb8-4f36-82cb-853fcd434dfd"

}

7~ 2 : DocumentReference® & MedicationStatement BRIREHK A

UTRREBEEET T ARNEMMAEER GRS TR,

A SHBIE
BREIFHXARERAR , FTEENTAREREE (PHI).

Tom is not prescribed Advil

LTI &R T A RIERFEXEE HealthLake FIEFME PIREFEEMNEST I8 F,
DocumentReference

EEEFH /N DocumentReferenceBRERMLER | BFHEREBISER RN AGETAEIER, ID

GET https://https://healthlake.your-region.amazonaws.com/datastore/your-datastore-
id/r4/eeb8005725ae22b35b4edbdc68cf2dfd/r4/DocumentReference/c549125d-a218-421f-
b8bf-23614c5e796¢

RINGE , BFIR1EB200HTTP I R /K RS F LA T & ETJSONAY I K,

BEXNKRREPHEREREZH Amazon Comprehen extension d Medical API #1E
AINE. "url": "http://healthlake.amazonaws.com/system-generated-
resources/"BALAEEFHLinkage BRIFEEMZMMedicationStatement &R,

"extension": [{
"extension": [{
"url": "http://healthlake.amazonaws.com/linkage",
"valueReference": {
"reference": "Linkage/394bb244-177b-4409-8657-26b20ed56dd7"
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}
.
{
"url": "http://healthlake.amazonaws.com/nlp-entity",
"valueReference": {
"reference": "MedicationStatement/cbf6afl0-b0b9-451c-bdde-99611e3498a8"
}
.
{
"url": "http://healthlake.amazonaws.com/nlp-entity",
"valueReference": {
"reference": "MedicationStatement/9a89b0d3-6681-45ca-9926-27951edce5c7"
}
.
{
"url": "http://healthlake.amazonaws.com/nlp-entity",
"valueReference": {
"reference": "MedicationStatement/4a01f6c8-5f3a-4122-80ab-405312f96aa2"
}
.
{
"url": "http://healthlake.amazonaws.com/nlp-entity",
"valueReference": {
"reference": "MedicationStatement/fbfb77d8-70cf-4579-b4c@-d6fe3c01656b"
}
.
{
"url": "http://healthlake.amazonaws.com/nlp-entity",
"valueReference": {
"reference": "MedicationStatement/1340c9ce-9c48-4bf9-9b2f-d0ab027f5e0b"
}
}
1,

"url": "http://healthlake.amazonaws.com/system-generated-resources/"

}

Linkage

EEREMinkageWRRENER , FERMBER TN I GETRHIER, ID

GET https://https://healthlake.your-region.amazonaws.com/
datastore/your-datastore-id/r4/eeb8005725ae22b35b4sedbdc68cf2dfd/r4/
Linkage/394bb244-177b-4409-8657-26b20ed56dd7
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RINGE , B3R EB200HTTPIE R /LEE F LA T IJSONIE R,

M EEitemmE, HEf |, BEX "type": "source"HRRATFIEKMedicationStatement®
JRDocumentReferenceX P EERE,

BT LAE Blmetat RN REX "tag": [{"display": "SYSTEM_GENERATED"}] , %
RIXERREREHBIEN, HealthLake

"resourceType": "Linkage",
"id": "394bb244-177b-4409-8657-26b20ed56dd7",
"active": true,
"item": [{
"type": "alternate",
"resource": {
"reference": "MedicationStatement/cbf6afl10-b0b9-451c-bdde-99611e3498a8",
"type": "MedicationStatement"
}
},
{
"type": "alternate",
"resource": {
"reference": "MedicationStatement/9a89b0d3-6681-45ca-9926-27951edce5c7",
"type": "MedicationStatement"
}
b
{
"type": "alternate",
"resource": {
"reference": "MedicationStatement/4a@1f6c8-5f3a-4122-80ab-405312f96aa2",
"type": "MedicationStatement"
}
},
{
"type": "alternate",
"resource": {
"reference": "MedicationStatement/fbfb77d8-70cf-4579-b4c@-d6fe3c0@1656b",
"type": "MedicationStatement"
}
b
{

"type": "alternate",
"resource": {
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"reference": "MedicationStatement/1340c9ce-9c48-4bf9-9b2f-d@ab027f5e0b",
"type": "MedicationStatement"
}
.
{
"type": "source",
"resource": {
"reference": "DocumentReference/c549125d-a218-421f-b8bf-23614c5e796c",
"type": "DocumentReference"
}
}
1,
"meta": {
"lastUpdated": "2022-10-24T20:05:03.501Z",
"tag": [{
"display": "SYSTEM_GENERATED"
1]
}
}

MedicationStatement

EBEEH MMedicationStatementBFEREMER , EERUHEBERFENESGETAHER, ID

GET https://https://healthlake.your-region.amazonaws.com/
datastore/your-datastore-id/r4/eeb8005725ae22b35b4edbdc68cf2dfd/r4/
MedicationStatement/9a89b0d3-6681-45ca-9926-27951edce5c7

MedicationStatement & JREE &K Amazon Comprehend Medical #4E InferRxNorm
APIZREH S, FEREHNUTER : medicationCodeableConceptmeta,
FmodifierExtension,

medicationCodeableConcept

KA THECodeableConcept, ETHEZEE , B HFHIRX % 5|CodeableConceptH
8

HealthLake K iIA T =MNEEX .

- "system": ""http://healthlake.amazonaws.com/aws-cm/infer-rxnorm/:
URLIEMY 2 —T43 EM L T# Comprehend Medical A%, APIEXERT , InferRxNorm.

« "code": "731533": #f RxNorm = ID £731533H 2 , H¥5H Rx CUI,
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« "display": "ibuprofen 200 MG Oral Capsule [Advil]": RxNorm #Zibuprofen
200 MG Oral Capsule [Advil]®ViER7EWRE,

LT # B AJISONIE R R B E TTE, MedicationStatement

"medicationCodeableConcept": {
"coding": [
{

"system": "http://healthlake.amazonaws.com/aws-cm/infer-rxnorm/",
"code": "731533",
"display": "ibuprofen 200 MG Oral Capsule [Advil]"
}
]
}

meta

ZmetatEBEN THIER B ZcodeTER BT ZEH Amazon Comprehend Medical EAER K
FHEE, API

UTHBIHJISONIBR X T E TR, meta

"meta": {
"lastUpdated": "2022-10-24T20:05:02.800Z",
"tag": [
{
"display": "SYSTEM_GENERATED"
}
]
}
modifierExtension

ZmodifierExtensiontEESREX , XLREXIRM T B DocumentReference AT 4 X
ZRNFHRTENEZURMERD Linkage BIRER,

"modifierExtension": [

{
"url": "http://healthlake.amazonaws.com/system-generated-linkage",
"valueReference": {
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"reference": "Linkage/394bb244-177b-4409-8657-26b20ed56dd7"
}
},
{
"url": "http://healthlake.amazonaws.com/source-document-reference",
"valueReference": {
"reference": "DocumentReference/c549125d-a218-421f-b8bf-23614c5e796c"
}
}
]

ERSW

TRIETHREETNLPH AT RE M.

BRZY

BRSH BRI TR TE I

detectEntities-35 4 5l CM ¥ B DetectEntities 3 B EHELF AWS

detectEntities-3R A 3L A< CM ¥ B DetectEntities 7 HISE4 AR AWS

detectEntities-35 {3 FY CM ¥ B DetectEntities F¥ B P HIEAR T AWS

detectEntities-3= & % #X CM ¥ B DetectEntities F¥ & P RISE/E 50 B AWS

infer-icd10 cm-entity-text CM ¥ B #Hif ICD1 OCM F¥ B P A SEA AR AWS
infer-icd10 cm-entity-score CM ¥ B #ERT ICD1 OCM T B ISRk 8 AWS
infer-icd10 cm-entity-concept-code CM ¥ EHH Infer ICD1 OCM F¥§ BRI ZAE 4R

B AWS

infer-icd10 cm-entity-concept-descripton ~ CM ¥ B # Infer ICD1 OCM F¥ B R Y SE(EBE =

iR AWS

infer-icd10 cm-entity-concept-score CM ¥ EBHH Infer ICD1 OCM ¥ EHF &S0
® AWS

infer-rxnorm-entity-score CM # B InferRxNorm ¥ BHHI =45 E AWS
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FRARER

BRZH
infer-rxnorm-entity-text

infer-rxnorm-entity-concept-1 3

infer-rxnorm-entity-concept-1#i&

infer-rxnorm-entity-concept-7#1

B LL T 1A P Bg I
CM ¥ B InferRxNorm ¥ B R HISER A AWS

CM ¥ B InferRxNorm F¥ & & Y S48 24K 58
AWS

CM # B InferRxNorm F¥ & By S & iR
AWS

CM ¥ B InferRxNorm ¥ B HISS{K B 20 K
AWS

ErfEntityTextMEntityCategory® TR — KM & M | i HealthLake RESHIER, T&

BT P IF Bk IB RS HealthLake,

BRI

BRSH

detectEntities-entity-text-category

detectEntities-entity-type-score

detectEntities-entity-text-score

detectEntities-entity-text-type

detectEntities-entity-category-score

infer-icd10-cod cm-entity-text-concept e

iR =] B T EL 5

IR DetectEntities ¥ BHFEDH —PRAE R 5H
LHEl, entityText entityCategory

R DetectEntities F¥ BHFED A — /LA RR S
LHL, entityType entityScore

R DetectEntities ¥ BRHPFELH —NREFN S
ICHEL, entityText entityScore

R DetectEntities ¥H BHPELE —NRAEEN S
ICHEL, entityText entityType

MREDLEH —NERMEE RS entityCategory FITE
entityScore,

IR Infer ICD1 0CM FH RHPEDH —IPRMAESET
B, entityText F BZZEHELE—NESRBHELT
i conceptCode BSR4,

BRSH
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BRSH iR =] B T EL 5

infer-icd10-scor cm-entity-text-concepte ~ #0R Infer ICD1 OCM ¥§ BHREDLF —NEH ST
B, entityText A B ZKAEHPEDLFE NGS5 HAEE
B conceptScore HISE{E,

infer-icd10-concept-scor cm-entity- R Infer ICD1 OCM FH BHWIEEREDE — B

concept-description e 582 #EERF. conceptScore

infer-rxnorm-entity-text-#t =X 53 MR InferRxNorm ¥ BRHEDE —NELEHE
& , entityText # BizS2kh ZDH— conceptCo
de 5B ITE HY SE4E,

infer-rxnorm-entity-text-#8 = 2 8 MR InferRxNorm ¥ BHEDE —NRMESTRE ,
entityText 3 B %24k EDH —4 conceptScore &
73 ¥R R B B9 SE 4R,

infer-rxnorm-entity-concept-description- R InferRxNorm ¥ BHFHEHHREDLF—MEIE
concept-score S8R F. conceptScore
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Z4 M AWS HealthLake

ZEEAWS REFZE, FNAWS FF , BAUZRT TN REARSHLZEHBEALNERTHY
BRBAE R UMM LR,

ZERNITHEEE AWS 95 1E, REHREEAFEERNZNZEUNZFNELM

- THLRLM AWS AFRFE AWS ZHIEZIT AWS RS EMEM, AWS ERERMHATNL L6
RS, ENAWS EM TR EA M ER T EN -2 , F=AFIHTERNHMNBIERMNE
ENEMM, ETEERANEMITR HealthLake , FZHREM 1T RIX 2 4958 E HEIAWSAWSER 55
BEMITX.

s TIREE-ENREHREERAN AWS BFRE, EEFENHEMRARNT , SHELENBEHHR
., BRANERURERNEREMR.

AXAYAE B R T BEEAN AN A S ERERE HealthLake, AT EB@EEN BUMAIBITEE
HealthLake U R BN L2 MEMME B IR, L0EFF S M6 A HEMAWSHR S KA By & 5 12 F R 14
B HealthLake &R,

F&

- PHBIERT AWS HealthLake

* £ for &kRESTINE AWS HealthLake

« EEXNUTHREHAITINE AWS HealthLake

- WEHREEE AWS HealthLake

« £ AWS CloudTrailid % AWS HealthLake API 1/

. HWEMMRIUE AWS HealthLake

- FMFE AWS HealthLake

« AWS HealthLake PR EMEHZ M

+ AWS HealthLake PV R £ HEEE

I EHIERD AWS HealthLake

7 AWS ERFERER T HHNEIERF AWS HealthLake, MARERFTIR AWS | ARRFIZITAE
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FE AWS RS MR RBENERES. AXBERLMNESER , BSRHEIERILFAQ, AXKM
BEERTFHEER , BSREEAWS HEEHMAWSLZ £GDPREZE LN BEXE.

HTFHFEERFEHN , BMNBUEREF AWS K EFEHEA AWS IAM Identity Center 5 AWS Identity
and Access Management (IAM) RENA AR, X , 8MNAFPRRBETHIERRAMENNER,
BATEBIEBEIT LT AR HIE -

- XXBNKFERAZESHRIE (MFA),

- EASSL/TLSE AWS #REBFE., BRIMNFETLS 1.2, BWEH TLS 1.3,

o FAAPHTREFMAFESIIEFE AWS CloudTraile B<EA CloudTrail IRERHIR AWS SEZHE
B , %% (AWS CloudTrail BFE®) HEIE AR CloudTrail o

- £ AWS MF#E RS RUAREFHFRERINZ 224 AWS RS,

- FARRIEEZELRS (HI Amazon Macie ) , EEBIF XIMARI Z#1E Amazon S3 HEIBUR
Bz,

- MREE AWS BEBSTRERFENFEE FIPS 140-3 £ BRI MBERAPI | 6 A
Ro FIPSEXTAFIPSInRNEZER |, BSREFTEELAERE (FIPS) 140-3,

BEABUEY2FNBEEHBREE (MEFTFVE TR ) RAGRESH EHEANEFER
(WMEBEMRFER ) . XBEFEMEM HealthLake AU E M AWS BRSS 7 A EAZE S8FAPI, AWS CLI,
5 AWS SDKs, A TEMMIREDH B HEAXEZR PR AN EAHRERTESATITRKZHAE
Fo MBHRURLENAIRSSBEM , RIENBUEAREEDASERES | URLURBRIFEN Z RS 5
HYIE R

1% for &LRESTHN%% AWS HealthLake

HealthLake BRIARRAEINE |, EARSHENAWSEAEERS (AWSKMS) ZARPBBNBESE
P8R, EXFEFEENKMSEY , HARMNBBEEHEPSANSHXHMLEEN. ETHAEXE
FEBKMSEZANESER , 2 Amazon ZHEERS . EEIBBEF#NT , P TLUERAWS
BAEKMSEKMSHRE - EENHH, CIBREF#EE  TEEQUNBLRE, NRBBEFHEEANR
AWSBEKMSER , MZBARKRTHN , AWS_OWNED_KMS_KEY H BERETE A THRASMER
BEZH,

AWSHBHKMSZ A

HealthLake BUIAEAXERHBENMEZENHRES , SINNMA SR EEHBSRAREES (PHI)
HiE. AWSHAEMNKMSEHRATLFHEENIKSF, EMNRAWSHAENEENKMSHALESH —&
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MRIEEAAWSEEKMSEH , MEFXMNARIEARE , BT ALK HNAWSKMSE#H. BX
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HealthLake X¥FEMEGIE, HENEENNNESEEKMSESY , EIENAWSH B NEER LR
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- BRNZEARARE
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- BIEEHARA

- REERAMRER
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PEEFIEE R
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RARBEEANEAREZANTR,. SIMEPFREEXBALARE-IMEHABE  Eh38BEHA
DEAZAUARMAERZANER, tIZERREXBAN , TEERAEEK. BXEZEERE &
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ENEFIEZARTEMN HealthLake BIR , HIEZAFRE S L1F kms: CreateGrant #B4E, X&
B%F P REBHRMBR , ZFAREFTIEEMSEANHRNR , AT AFRFIBRIFAER kms: gr
ant ##/E, HealthLake BEXEZEE , BSHEFEAZEN
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« kms : M4 EN T IEBEKMSE4ACreateGrant RN |, Z B4 A F A BIEAURE,
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« km DescribeKey s : RERIMFEPAFMENETAEERAFMES . XI=RMEREMSLEN.

« kms : GenerateDataKey AFTEE ARER T ESMEZEE R E R,

 KMS: Decrypt fR{EXT hn & 3R A SR AN Sk 18 IR AR 15 B AR

UTR-—ANRMERRE , AR GIEBE AWS HealthLake ZBAMBNBEFERASZRE

"Statement": [
{
"Sid": "Allow access to create data stores and do CRUD/search in AWS
HealthLake",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:HealthLakeFullAccessRole"
.
"Action": [
"kms:DescribeKey",
"kms:CreateGrant",
"kms:GenerateDataKey",
"kms:Decrypt"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"kms:ViaService": "healthlake.amazonaws.com",
"kms:CallerAccount": "111122223333"

£ & P R EKMSZ 4 Fr FE Y IAMAX R

FREFREZRACNEREB A AWS KMS IENWHIEFEMN , KMSZA K MBI HealthLake BUEF
ENAFPRAENIAMEREEENR,

A LAEMA k ms: ViaService 2442 4ARKMS Z 48 89 8 F BRI XK B HealthLakeM &R,

BEXBHERBNESER , B5H (BAWSHEERST XA RERE) HHEAIAMERK,
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tIEFREENIAMAF . IAMABHAWSIKF 491 EH kms:CreateGrant, kms: GenerateDataKey
kms:DescribeKey X BRUAK A EH HealthLakefX R,

WA 7E  HealthLake fERA*MNIE AWS KMS

HealthLake EERBENT REREN T REKMSER, SLIRERTFEEKMSERNE
MEIEFM#EY , HealthLake £ @Kk CreateGrantif REK A RE QB RMNAWSKMS, HFHIFEIN
AWSKMSA TR FXI &~ Ik~ FKMSZE4AH HealthLake 5 R PR

RS HealthLake DIEEMMECT IR MM RS, MBEHHRIOLE T EK FAWSKMS B4

A HealthLake fRRHIEAR , M HealthLake T3 AKX IR, MR BB HOFFHIRA RS
R A THRE. LCHHRMHBOBTH HealthLake , ERATAER, ERCHHTRNER |

RMBAR R TR RACH RN, BRMEFRE | HealthLake BREEEMER,

1532 HealthLake B9 INZZ224R

FAEFEEKMSZE4AN |, B LU CloudTrail SRIBER AWS KMS R ERI&E HealthLake &R iE
R, BERH HESREBE userAgent FE&H E R health CloudTrail lake.amazonaws.com , SABA#EX 2
MA&RHIER, HealthLake

LA 7RI 2 CreateGrant, GenerateDataKey, Decrypt 1 DescribeKey %1 AWS KMS ##
CloudTrail =4 |, XEREHIAA HealthLake MAiF R HENE P EERAMBHHE.

LUTHRBERT CreateGrant A A /o iF HealthLake if B & FI2HHKMS 248 , M HealthLake
RFERAIZKMSEAN FrE BRAZ P BIEHR TR,

AFRLEELNZEBCHIZEN, HealthLake BiX [ %1% CreateGrant &R KA R E QIR FINAWSKMS,
PRI AWS KMS ATFEFREFKF H AWS KMS Z4A/ HealthLake 15 R BR,

{

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLEROLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Sampleuser0l,
"accountId": "111122223333",
"accessKeyId": "EXAMPLEKEYID",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "EXAMPLEROLE",
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arn": "arn:aws:iam::111122223333:role/Sampleuser@l",
"accountId": "111122223333",
"userName": "Sampleuser@l"

I

"webIdFederationData": {3},

"attributes": {
"creationDate": "2021-06-30T19:33:37Z",
"mfaAuthenticated": "false"

}

I

"invokedBy": "healthlake.amazonaws.com"
I
"eventTime": "2021-06-30T20:31:157",
"eventSource": "kms.amazonaws.com",
"eventName": "CreateGrant",
"awsRegion": "us-east-1",
"sourceIPAddress": "healthlake.amazonaws.com",
"userAgent": "healthlake.amazonaws.com",

"requestParameters": {
"operations": [

"CreateGrant",
"Decrypt",
"DescribeKey",
"Encrypt",
"GenerateDataKey",
"GenerateDataKeyWithoutPlaintext",
"ReEncryptFrom",
"ReEncryptTo",

"RetireGrant"
1,
"granteePrincipal": "healthlake.us-east-1.amazonaws.com",
"keyId": "arn:aws:kms:us-east-1:111122223333:key/EXAMPLE_KEY_ARN",
"retiringPrincipal": "healthlake.us-east-1.amazonaws.com"

I
"responseElements": {
"grantId": "EXAMPLE_ID_@1"
},
"requestID": "EXAMPLE_ID_02",
"eventID": "EXAMPLE_ID_03",
"readOnly": false,
"resources": [
{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
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"ARN": "arn:aws:kms:us-east-1:111122223333:key/EXAMPLE_KEY_ARN"

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"

LA =455 BF a0 o] 55 F GenerateDataKey R¥ 4R F P £ Z 6 BUIE 2 a1 B B HE N L ENR,

{
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLEUSER",
"arn": "arn:aws:sts::111122223333:assumed-role/Sampleuser@l",
"accountId": "111122223333",
"accessKeyId": "EXAMPLEKEYID",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "EXAMPLEROLE",
"arn": "arn:aws:iam::111122223333:r0le/Sampleuser@l”,
"accountId": "111122223333",
"userName": "Sampleuser@l"
1,
"webIdFederationData": {3},
"attributes": {
"creationDate": "2021-06-30T21:17:06Z",
"mfaAuthenticated": "false"

}

b

"invokedBy": "healthlake.amazonaws.com"
b
"eventTime": "2021-06-30T21:17:37Z",
"eventSource": "kms.amazonaws.com",
"eventName": "GenerateDataKey",
"awsRegion": "us-east-1",
"sourceIPAddress": "healthlake.amazonaws.com",
"userAgent": "healthlake.amazonaws.com",
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"requestParameters": {
"keySpec": "AES_256",
"keyId": "arn:aws:kms:us-east-1:111122223333:key/EXAMPLE_KEY_ARN"
.
"responseElements": null,
"requestID": "EXAMPLE_ID_01",
"eventID": "EXAMPLE_ID_02",
"readOnly": true,
"resources": [

{

"accountId": "111122223333",

"type": "AWS::KMS::Key",

"ARN": "arn:aws:kms:us-east-1:111122223333:key/EXAMPLE_KEY_ARN"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"

BT RBIE R T 2040 HealthLake 8 Decrypt #&4E LA F 176 BY DN 23 2038 %8 4R R 15 [R) I 22 30z o

{
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLEUSER",
"arn": "arn:aws:sts::111122223333:assumed-role/Sampleuser@l",
"accountId": "111122223333",
"accessKeyId": "EXAMPLEKEYID",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "EXAMPLEROLE",
"arn": "arn:aws:iam::111122223333:r0le/Sampleuser@l”,
"accountId": "111122223333",
"userName": "Sampleuser@l"
b
"webIdFederationData": {3},
"attributes": {
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"creationDate": "2021-06-30T21:17:06Z",
"mfaAuthenticated": "false"

}

.

"invokedBy": "healthlake.amazonaws.com"
.
"eventTime": "2021-06-30T21:21:597",
"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",
"awsRegion": "us-east-1",
"sourceIPAddress": "healthlake.amazonaws.com",
"userAgent": "healthlake.amazonaws.com",

"requestParameters": {
"encryptionAlgorithm": "SYMMETRIC_DEFAULT",
"keyId": "arn:aws:kms:us-east-1:111122223333:key/EXAMPLE_KEY_ARN"
.
"responseElements": null,
"requestID": "EXAMPLE_ID_01",
"eventID": "EXAMPLE_ID_02",
"readOnly": true,
"resources": [

{

"accountId": "111122223333",

"type": "AWS::KMS::Key",

"ARN": "arn:aws:kms:us-east-1:111122223333:key/EXAMPLE_KEY_ARN"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"

AR RBIE R T 204 HealthLake f# A% DescribeKey #4ERIEIE AWS KMS FF AR AWS KMS
ZHRBLTUARS , URMAEB A XN T RT3 TR EHERR,

{
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLEUSER",
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arn": "arn:aws:sts::111122223333:assumed-role/Sampleuser@l”,
"accountId": "111122223333",
"accessKeyId": "EXAMPLEKEYID",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "EXAMPLEROLE",
"arn": "arn:aws:iam::111122223333:r0le/Sampleuser@l",
"accountId": "111122223333",
"userName": "Sampleuser@l"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2021-07-01T18:36:14Z2",
"mfaAuthenticated": "false"

}

},

"invokedBy": "healthlake.amazonaws.com"
},
"eventTime": "2021-07-01T18:36:36Z",
"eventSource": "kms.amazonaws.com",
"eventName": "DescribeKey",
"awsRegion": "us-east-1",
"sourceIPAddress": "healthlake.amazonaws.com",
"userAgent": "healthlake.amazonaws.com",

"requestParameters": {

"keyId": "arn:aws:kms:us-east-1:111122223333:key/EXAMPLE_KEY_ARN"

I

"responseElements": null,
"requestID": "EXAMPLE_ID_01",
"eventID": "EXAMPLE_ID_02",
"readOnly": true,
"resources": [

{

"accountId": "111122223333",

"type": "AWS::KMS::Key",

"ARN": "arn:aws:kms:us-east-1:111122223333:key/EXAMPLE_KEY_ARN"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"
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EERBFERESHNE, MBELTEIHE HealthLake FEVISE |, S X AWS HealthLake 519 #
7 B 31T PEHE R o

RSB EE G- MNREMFE L TM HealthLake &RIR , NI AIEHF B T L 15 BRI PR HealthLake, BRI TER
T E S RS A B A WL HealthLake THEEM B IR, AT , BA4HE IAM EERERER , XS
BREERENBRESAFAHONE, EERTENER , TH IAM NERES, EiEd T HRA SNMAIAM
54 #E A HealthLake , 52 FAWS HealthLake Z04a/E FH 1AM,

IAMEER-INREEIAMEERR , NFEEEEMATHENMERERTEE RN R K
HealthLake, E&EEF A £ FE A HealthLake ET SRR REIAM |, ES5H. ETEHHNEER
5] AWS HealthLake

£ & 21T & IR AIE

BHBIERE AWS FASHNEIERFN AR, BH4TL AWS KRB F, IAMBF 5@ EE
IAMB &#1THHRIE ( BEFK AWS ),

EA A EABEY & MREENEREL AWS BRE 5108 F. AWS IAM Identity Center ( IAM& {3 H
D) AR, BARNESERERRIELIKEEN Google = Facebook EREMEKE B K RHl, £
BUBREEMERN , FNEEAUGER IAM ACRET FHKERIE. H{REMRKSTIR AWS
i, IRRRERERE-INAE,

BFBEHNAPER | EALIEF AWS Management Console 2 AWS 5[RITF, BEXBEZFNEZER
AWS |, S (AWS &35 AFEmR) PR NAEZEE AWS KW,

WMRIE AWS BURTEIFRIGE |, Mle AWS BEBREF LA EH (SDK) MErt1T#ED (CLI) , AEFERE
HEBRBNERFETNBRESE, NMREATFEHAWS TE  NIAXTEHECEBER, BXFREENSEH
TEEBERNESZER , H258 (AMAFPIER) FHAPIERAWS Z& A 4,

TeFEAAMSHRIESE , BUEZEFERUEMRLER, fll1, AWS BNUEFEAZES K
iE (MFA) RIEEKFHLZEM. ETHRESZER , BFZRAFEEYNZRES HRIERMAWS IAM
Identity Center AP ERBIAMAAWS ZEEZESHRIE, IAM

AWS Tk root I

BIZEf AWS Ik, BEXBER—NEBREN , ZEOUTUATLLRAKS FHRMERR AWS RS M#E
Ro L H DI AWS IKF root B, R GIE MK P Bt 62 F A9 B8 R 44 3tb ik RN 22 48 B S BN AT 15 )
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RE 55

EARESRER , ERALXAF (SREEEEAHRANENAR ) FASEHREENEKS B HRIE
AWS RS B IErHEBBHITIHIA,

REGMRRELNBILAFBER, Web B4R, Identity C enter BXRFHAF , REFEMER
AWS RS BN BRI EHNEE#HTIHENAF,. AWS Directory Service X Bk & & 1414 &) B3 AWS
K, i EAe | ACREIGEHESR,

EEGEEFRIMNER , BUUEER AWS IAM Identity Center, &R LATE Ident IAM ity Center Fr 7
RAPMEL  SANEREARSIEECHNEMRTN— AR NEAL  UEEENAE AWS K-
MNARFHRFER. BXIAMBAFPOLHER , BSR4 LRIAMEHH L ? £ (AWS IAM Identity
Center AF#E®) .

IAM A = M4

IAMA P~ RIERER AWS IKF WPMABNARFERKENRNF M0, EAENERT , BINBWUER
IREFIEH , MARCIEBERDNFRZASFKHPIIENAMAF., BR , MREEFEIAMAFKH
FIENBEAL , RNBUERRBAZR. BXESZEL , H5H (AM AFER) FHNTEE
KRN EAZ R ERRBR TR ESA.

IAM A BIEE—NIAM BFEENEHD, BTEFRAEANENER, BUERARXR—XERNZI A
FEENR, MREXERF , FRAATUERMNMEBRAFNIR, flin , SBE— 1N a0 E
4, IAMAdmins # R FiZ B A EEIAMBERAINER,

ArEAGTE, AFK—#S5E M ARNAREXE K TAGSHELESCHEMARA. AfE
BXANKBET , MAGEMRIGNEIE, BETRESEEL | HSHA S S HIAMAMA S A4,

IAM B

IAMA & RENIBEERFENR AWS IKF W&, BEUT IAM AR , BERERBEAAXRK. EE
FIGREH2IAMIE A € AWS Management Console , AIBAMNAF IR EIAMA R ( BFE ) . BAILUE
HEA AWS CLI 3 AWS APIRETER BE VIRERRAABURL, BXERAACNLTENESE
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- BIRSIFR — B AWS RS FEREM AWS IREREHRHIThEE, Flin | ¥EERSHIKRITRIF
B, ZBRSEE AT Amazon FIETRNARRFEC25HE Amazon S3 RE#EN R, BRETEAFERA
HEANEENNE, FRARSARSERARSHEXABRNITIIEE,
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W17, BLXMEETHRNRBPEETE, ZRATUSEKS. B/, A6, REAFH AWS R
%o

ETRRNEREMTZRSPHOABKER, EFREETHRNERIAMEPER AWS FEEFE,
A SR (ACLs)

REFIFIR (ACLs) 2BHBLERIEA (KFKR. AFRAE ) ANBRRF. ACLsEETRRH
REERAL , RETNTEAISONREE KN,

Amazon S3 AWS WAF, FIII5#VPCHMRXIFNRS RAIACLs, BETHREZELEACLs , HSH
(O EEEFRSTTXEERE) FHIHRES FIER (ACL) #ER,

Hfth SR EESRE
AWS FFH AT AR NN RMRE, XERHRB AR BE R ANKEREE LR THRARR,
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« MRLR-NRLAR-ASHNE , BUTUEEFREET S MR AL EIAMSE (IAMA P
A ) RFVEANR, BAURZFRENRLR, IELRNREXGET 5O RERENRL
RIIRE, &£ Principal P EEAFHALHETRRNRBEFZINRLRRH . F—-TUREHH
EXELFBEEAT. BRNRLANEZFEE , H2H (IAM AFERE) /Y IAM EE R ERIL
5o

« BRSSIEHIRBE (SCPs)-SCPs 2 HIAMASHAL B (OVU) IBEERKRANPRAIISONZEKEE AWS
Organizations, AWS Organizations & —W A FTXNEN W AENZ AWS K~ BT HRME
HEENERS. MREEAELPNFIEIIEE , NSO RS IEFIZKEE (SCPs) NA TN EMAIR
FRERF. MEAKSRHSEE (SESNRME ) HIBR#IT T SCPIRSI AWS P RAF, BX
Organization SCPs s fIlVEZ{EE. , HS I (AWS Organizations FF#ER) RS IZEH KK,

« BIFIZHIZKE (RCPs) — RCPs iIX2JSONKEE AT A TIREK S A RFNHRATARR , MEATEEN
Bt N E SR E R BB REIAMER R, X2RCPREIK A P RIFHNR , A XS4 (2F
50 NESNE AWS IkFIRAF , TXEHHRERE TEMNAL, Bk Organizations WE %
{SERCPs , 23 AWS fR% ZZIFMFIRRCPs , H25 (AWS Organizations A5 FHE
R K BE (RCPs)o

- SEERE - 2ERBRIALURESXNACIKEAF RGN SFNMEASBEENSREK
i, ZROENNREAFABENETHOHHNRBNERBHTE. NREAUKREBEETRIFRR
K, F-ERBPNEXNELFBEZAN. BXESEE , F36H (IAM AFER) PFH2EXR
B o

S RBERE

SN RBEWRBEEA T —MERE , ERBRREMERNENIRR, BT HRESRSHRIERE R
W AWS BERBAWER , FSHRIAMAFEEHRHNEBITEEE,

AWS HealthLake #{a]{E A 1AM

EERAEEIAMY AR 2 81 HealthLake , i& 5t 7 SR ERLEIAMIh BE AT E A HealthLakes

IAMAR 7] LAfE A B9 Zh BE AWS HealthLake

|IAM Zh&E HealthLake X#F
BT SR % 2
BT SRR R &
HEIRIE =
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IAM ZhgE HealthLake X %F
R SRA5 =
ACLs a
ABAC ( M AIFRSE ) =
EBRR =
BEAE =
RSHEXAEE &

E2H T HBASEIAMINAEE HealthLake AR E At AWS IRE R UMAIEA |, i55E (IAMBF S
) IAMFREZESERIAWS RS

ETF B5HR%E AWS HealthLake
TRETFHONER: 2

ETHOMNREEAUMME S0 (FIMAMAF, ARASAR ) WISONRERM X, XLEXR
B HIA A S A AMEGE T BERRRTHERE, BETHRNMEZETSHNRE , 55
FIAMA FERP R ER TS EERKE LB EXIAM R,

BEMERA IAM ET 500K | S0 LUSE R FRELARENTRUR R FRELEBENZRS. &
EEEETEONRBHEETSE , BATCERTEMNMNAFRAE, BT # T LTEJSONKEE H £
RNFAERER , FSRIAMAFEEHHIAMISONER TESE,

HET 5B K RH] AWS HealthLake

EEF HealthLake ET HMKRBARH , HSH. ET 5 HHERME RS AWS HealthLake

AEPE T EIREMBER AWS HealthLake

XBETHARNRKE : &
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E T HIRATISONK RS ZIRM M E FIRAY RBE XA, ETRHRNKEBEHN RESHE IAM B EEEREH
Amazon S3 R, EXFHETRFENRBENRS D , RSEE R ATUER MR 5 E TR
WE X TEEPHMKEHNRIR , REESUEEEE TN ZHRRITHLEREUREFLFZHT
M7, BLXMEETHRRNRBPEETE, ZRATUSEKS. B/, A6, REAFH AWS R

%o

ESABKS R, SR LHEANKS SHEMKS P IAM KEEENE T RN REPER, F

B EAAMBETHRRNREARBYGEXRRTFEN —F¥ME. SZRANRELTFEMNER
AWS IKF |, AIEIKF RRIAMEE AR LAQERLXASEME (AFSHAR ) BFHRITRANR. 1]

BEHETHONRBHMMBEEUR TR, B, MRETHRRNEBOE - MNKSPHEART
WERR , WFERZINNETEONRE. BXESZELR , H5H (AMAFERM) IAME R EIKS

RIR FAR

I TE) AWS HealthLake
TRERIZE: 2

EIE R A LAER AWS JSONKEERIEEWRRITE M L, BRE2W , WAEMMABUNTLFRITER
&, BAREAARETIIT,

JSONFKEEActionTEHER T AT A F AR AT RIEL G RIVIRE, REEREETESKEKMHN AWS
APIRIERIB., A —HIH | HlIEE CEAPIRENN RN RNIRIE, B —EREZSERERKESD
HBITZMRIE, X LER INRAEFR N MR BRAE,

HREEFELEREUR FHATREBRENRR,

EE R HealthLake RFFIR , HSH (RSFENSE) AWS HealthLakeH E LAY F,

EERITH R BR IR ETE R VE I HealthLake EA LA T AIER -
healthlake
EESENMEOPEESMRE  BEAEZSNEENRT.

"Action": [
"healthlake:actionl",
"healthlake:action2"

]
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EEF HealthLake ET BRI RA | SR, ET B R =B AWS HealthLake

B BE AR AWS HealthLake
THERTR 2

EIE R A LAER AWS JSONKEERIEEWER IR L, BRER , WAEMAMABN T LFRIITER
&, BAREA ARG TIIT,

ResourceJSONKEETEIEEENAREN —NHZ IR, BAMXAEE Resource 5
NotResource t¥., REMER , FHREMN Amazon BREAEF (ARN) RIEERR. N TZEFHE
BRER (A BRRNER ) WIRE , B ARITIERE,

X FAZFRRENRAORE (NI HRE ) | BEABES () ENEUNATHRERR,

"Resource": "*"

E&EF HealthLake HIREE KR HFIKRARNs , EZH (RETENSE) AWS HealthLake I E L HY
Re ETHAURATEESARNTMERNENE  BSHEHELWIRE AWS HealthLake,

EEF HealthLake E T B RN B , HS R, ET B HHEBERHE AWS HealthLake

KR BSR4 248 AWS HealthLake
TREETFRSNERRZER 2

EE R WLAER AWS JSONKREERIEEEBNTR M A, WA , WA EETTUX T LR RNITER
1, ARIEMAAZRHETHIT,

f£ Condition Jt¥& ( = Condition k) A , TS EBAERMEZH. Condition TERTE
N, BUNUCEFERAZGZER (i, FFHNT ) BEHRER , UERBFHNFESERPHE
MEE,

MREE—MEAHIEEZN Condition & , HELE/ Condition TEHIEEZNE , Il AWS
/2% AND ZEIFEEN]. MRERAENRHBEEZNMNME , NFERAZBOREER AWS iFE%
#, ERFIEUNNR 2B LTHE B FTE NS,
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ERRESRMGR , SO ULERSUFEE. flW, XZ IAM AP ERAE IAM AP BRTIRCH |, &85
ARERTFHRAARNNR, BXEZER , H2H (AM AFERM) P IAM R ITE - TENRE

V.
X,

AWS X F2RAFHEHNBETRSHF4ZH, BEEEME AWS £2R5F4E , SR (AMAF
Er) FHAWS 2 /&M LT RS,

EEF HealthLake &HFFAIIEK , BSH (RBSBENSE) AWS HealthLakeF I ZHFZH, BT #
ARATERAZKGERNVRENTR  FSRHELHIEIE AWS HealthLake,

EEF HealthLake ET B RN A , HSR. ET B HHEEERHE AWS HealthLake

Y5 E 2R EI 5 &R (ACLs) AWS HealthLake
*#ACLs : &

TEEFIFIR (ACLs) BHHBLERIEA (KFHR, AFRAE ) ANBRRF. ACLsEETHRRH
REEREL , REEANITEHISONKEE XN,

ETREMM RS () ABAC AWS HealthLake
FHABAC ( EREPHIRE ) B

ETREMENIERES (ABAC) R —HETEME UNRHRNEKM, £ AWS , XEBHEMRNIFE,
BRI LORR M N BNAMSEE ( B RAR ) MTFS AWS FiR. ARENFRMRERRE —

%, ABACRJG , LA LLRITABACEKEE , AW EZ R ANRZESMITZR 15 R 8 R IR L RPRE PT e e
BT

ABACHERZHKHMHERRER , AP THRREERTSEINUNER.

EETHRZEEE R , BEEMFEA aws:ResourceTag/key-name, aws:RequestTag/key-name
% aws:TagKeys REBERBNZ 4 TEPRUFZER,

MRENBREN TEMBERREBIEMAX=1FMER , IXT RS  ZENR. NREMRSN
NTED RFRBEXIIGAAAEX=AZERE , NZENES

BXEZEEABAC , HZH (IAMAFIERE) PHEAABACEREUNR, BEFESRESRN
HIEABAC , FSRIAMAFEERNEAETE ML A2 (ABAC).

I B E B 5 AWS HealthLake
Y HFIEFHEIE - 2
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HREAIFHER R R, HL AWS RS TRER. AXEMER , SEWL AWS RS ERTIE
FHEH AWS RS, EZH (AMAFERE) IAMAR &R T IREHES"

MREERBRAFBNEZLZANE[AHEESF , W AWS Management Console £ A # 2 IR BT IE 5,
Blan , HE AWS ERN TR R QB R (SSO) et TR , ZEBLAFEIGFHER, HEN
AP ehEFREHE , ARURACN  fE2A30RIGREIE. AXURABGHNESER , F3H
CAFER) PFRMNAMAFTRIIAMAE S (2F5 ).

B LAE A AWS CLI S F 3 Bl IGEHEFH AWS APl Rf , B ERX L IGeEB#ITIAR
AWS, AWS BUEFHBERIBEIER , MAREAKBIRER. AXREZELR , SR G
Z2UFIAM,

B 8 AR 55 =X PR AWS HealthLake
TERELIFRATE (FAS): 2

HEERIAMAF A BERNITREN AWS |, BEANETEAN, HREAFZLRSE , RATESH

TN RARETENBRSHE S — M. FASERRARZREANNR AWS RS AR AWS
ARSS @ T ERS R HIERNIER. FASREIRSBRIFEZSHM AWS RS HARRKE ST RETHRH
FRE , FERHER. EXHERT , BLAEERTXAMREANR. BXRIBHFASEREHIK
RFE , BERERAL R 2E,

AWS HealthLake RS A&
YERSAR 2

REACEH-—WRESARA. REREHITIREN IAM B, IAM EE R TLE IAM FaI2, S
KRS AR, BXEZER , B2 (AMAFEE) AWS REHH6IE A @ L ZEIRIER,

BEXBEAENT2HRNRAMENNIKKIEHNE S AWS HealthLake , 185 51% EF 146 A VLR
AWS HealthLake,

/A Warning

EURE A B R ATEE4 i HealthLake ZhAE, RETE HealthLake IRIEBIERE ST RE
REAE,

K RSZ XA AWS HealthLake
YERSHEXAR . B
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BSHAXABR -SRI AXKN AWS BSRFAR, BRSEAUKARRERTRENEE, RS
EXASHAELNH AWS K/~ , FEBBRSHAE. IAM BEERTUESETREERSHEAXARS
YA R

BREUBFEERSHEXAGHFAGE , BSHAEH IAM WAWS S, ERPERRSHEXAES
FEE Yes RS . BEREREENERTZRSHRSHERA BN,

HT B4R KL R AWS HealthLake

RIANERT , ARMAGLESIZESRIEN HealthLake ‘BIRHVNPR, i1t EER AWS
Management Console, AWS Command Line Interface (AWS CLI) E3R#1TIESE AWS APl, BT
AP AEERIATRENSR , IAM EE R ALLEE IAM Kt EERBETUAEAEFMIAM XK
B, AFAURARERG,

BT R AIE X LR PR B S B R IAME T 5 BVJSONEKE: | S RIAMA F s ey &2 IAME
B (#2FE ).

BXH HealthLake E XL IRIEM B RER (I REHARELENER ) WFEAER |, B3R (RFSK
NS#E) AWS HealthLakeHiR/E, ®IRFZHF%4H. ARNs

FH

- REZIEXEK

- f5/ AWS HealthLake ##l&

Y AWS HealthLake $i3E % Amazon Athena
- AYAFPEEMHIIB SR

REERIEREK

ETHONRBRE T EARBAUEENK/PEIE, RIS ER HealthLake iR, XLERETEE
S AWS IKPFERAE, tIEREEE T H DR  FHERUTERMER

- JFHAER AWS RERMHA RO RENBENR — BEFHOAFPMTERER TR , #EANTS
FIRAGIRTRRNAWS REREE, ENEMRNRARITR AWS IKF, FITZUEET E LEHXS
BRI AWS ZEFRERBRAE-DBINR. BXESZEE , H2H (IAM AFERE) F/Y
AWS FEA R 5 THFRENAWS HEXEKK,

- NASENRET - E£EM IAM REERENRE , BREFHRITESAEFNNR. Skt , BRIE
YHEBEFH THUNBERFRITHERE , BN RENRFA, AXERM IAM MARRHNES
5, B30 (AM RFER) B8y IAM FEY SRR,
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o fEF 1AM SRBE AR B9 S 43t — 25 PR 15 (R A PR — 42 ] LA [ R B 78 DN 5% 44 S BR 16 X 4R 4E RN R A9 15
[, i, WAIURE — PN REEFR U RIEEMBERBLAFEHKIESSL, MERBRFERERE
SHENANERN , MEATAERZERE TN RS EENTHENERE AWS RS , flm AWS
CloudFormation. EXEZEE , HZH (AMAFEE) FHIAMISONEKRE TE | &4,

-« M A 1AM ccess Analyzer BiEEHIAME B U RN EHN L2 IhBEM — A IAM ccess
Analyzer £BIEFPFIM BRI KEE , LUERBEASIAMKEIES (JSON) FMIAMERESEE,
IAMAccess Analyzer 12t 7 100 ZTRBREMATHEN , IKBEFNERLMNIANER. B
XEZEE , BZH (AMAFERE) RREA A IAM ccess Analyzer BiE R B,

- FEZSEHFHRIE (MFA)-INREHNZZEFEIAMAFE root AF AWS IKF , B FMFALIREES R
2, EERMFAMBARAPIRYE , BERBFRIIMFAZRMG, BXESEER , 28 (AMAF
EmE) MFARMERHITEEAPIHFL

BX IAM HREIENESESR , B2H (AM AFEE) 91 IAM FH Z 2 REKE,

£ AWS HealthLake 124&1&

Ei{5a] AWS HealthLake ##1& , BATHEE —HRFENR, XENRLMATFEIHMEFEFRE
#) HealthLake ZREVFMEE AWS Ik, MRBAEBEMENFENRENTEBNET SRR
FFMMT ZEBBNE (BPRAR) |, BHARTERMBEESZT.

N FAIKIT AWS CLI BERAF , ELFNHREFEZEFENR AWS AP, iR , RAFIER
Bt 12T AVAP R AR B RV R 1F

TIRB T LT EMR HealthLake , B AT REE M MNEIAMA F A

& : AmazonHealthLakeFullAccess#AWSLakeFormationDataAdmin., #&i&EEM MNIERN RS
AEW HealthLake AEX K., RFACRH—TIRFRA. KREHPITEREN IAM A€, IAMEER
ALE IAM FRIE, BHRABRRSAR, BXEZER , 52H (AMAFERE) AWS RESHHE)
EAGUOZERNR. BXUEMERSACHHNKEBNES , BSREREFBREANNER AWS
HealthLake, &R fEA AWS Lake Formation 2% & CLIF&EEY HealthLake BEE R IEEN AWS
Lake Formation BB HEE R, EXELER , FSH REF BFEAMNNEE AWS HealthLake,

BB E AWS HealthLake $43E7E Amazon Athena

WREHNAFMAGRAMN T HealthLake BIEFMH KI5 EIIR Amazon Athena , 3855 LU T IAMER B Bf
EZABHAF : AmazonAthenaFullAccessHlAmazonS3FullAccess, SelectHHBEMEFEE
S HEENRDescribe EEMPR AWS Lake Formation, AWS Lake Formation &AXBRH AWS Lake
Formation B & /£ AWS Lake Formation #Hl&FHELCLI, EXELZER , FSH REFBEH
KX BR AWS HealthLake

ET 5 R R 203


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html

AWS HealthLake

FRARER

ARFAFEEMITE SRR

LR BE RE AT A B2 RS, SMERV IAM AFEFMMEEAF S0 ARNTERE, X

BREIEERE A LS FEASRUERES TR LRERN AWS CLI R, AWS API

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws

},
{

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

}
]
}

AWS VL E KBS AWS HealthLake

:usernamel}"]
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AWS HEERBEHMENEENILT KK AWS, AWS RERBEENTZENLRBBIRENR , UE
BRUFBANAF, ANBESENR,

FiclE , AWS RERBURT SN ENBERGR TFTHRENRNE , BAEMNAHME AWS FF £
M. BNBVBIEXBETENEAZSNES EEXRBERE -SRI NR,

BT EEHR AWS HRERMPE LR, MR AWS B AWS HERBPELNNR , NEHXE
IHiZREATXBNFTEZERASH (AP, ANBE ). AWS HAFRSEHRMERS AWS RS &
MAPHRIET ARt | RRBE W REEH AWS EE R,

BEXEZER , FSH IAMIAM AFEEHH AWS EER KK,

AWS ITEFBS : AmazonHealthLakeFullAccess

ZAmazonHealthLakeFullAccessREERRMEI M T2 15 BN PR HealthLake, JFUtZRBEHIMMEIE A~
RABEE , AF HealthLake BLATBAEARGE, i), SAFS EPHEIE HealthLake, EIEF I
T ZENRME HealthLake , XM AFHAERMEMKE, BXESZER , HF5MHealthLake 2
YER B FF PR R BR AWS HealthLake F1 R o

A LS AmazonHealthLakeFullAccess FEEHII0ZI IAM B4,

LEBEFMWNadninistrative and contributorfX[EAFAFAMAGZEIHR, #ZE HealthLake,
EANSH , EURREAXENRBENAFMABKITIEIE, HealthLake

RRFHRER
AR BEUTEHR,

{
"Version": "2012-10-17",
"Statement": [
{
"Action": [
"healthlake:*",
"s3:ListAl1MyBuckets",
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"s3:ListBucket",
"s3:GetBucketLocation",
"iam:ListRoles"

]I
"Resource": "*",
"Effect": "Allow"
iy
{
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "*",

"Condition": {
"StringEquals": {
"iam:PassedToService": "healthlake.amazonaws.com"

AWS IEEXRIE : AmazonHealthLakeReadOnlyAccess

AmazonHealthLakeReadOnlyAccessREER FXI H M AWS BRS5 H HealthLake K #H5<BRH R 15
RN R AIPR, IR AT EFLER FHEHNMES HealthLake BIBEBEFEMMWEESD , BEFAYH
BBRRERBTENA,,

& LA AmazonHealthLakeReadOnlyAccess KEEHIMNEl IAM & 17

WERERFATFRAFNAGHITERNNread-onl yiX PR HealthLake.

RRFAE R
AERBEUATER,

"Version": "2012-10-17",
"Statement": [
{

"Action": [
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"healthlake:ListFHIRDatastores",
"healthlake:DescribeFHIRDatastore",
"healthlake:DescribeFHIRImportJob",
"healthlake:DescribeFHIRExportJob",
"healthlake:GetCapabilities",
"healthlake:ReadResource",
"healthlake:SearchwWithGet",
"healthlake:SearchWithPost",
"healthlake:SearchEverything"

1,

"Effect": "Allow",

"Resource": "*"

HealthLake & /EFXER

TRIE T P EREIRE HealthLake ARINITIX LR EFTE R,

HealthLake &4k FTEH R
E R BEIEFM HealthLake AmazonHealthLakeFu

11Access . AmazonLakeFormatio
nDataAdmin . REXZEEEF] AWS Lake
Formation B A fXPREH AWS Lake Formation

1 BR = B9 B 4B 17 6% HealthLake AmazonHealthLakeFu
11Access . AmazonLakeFormatio
nDataAdmin . WERZEEEHR AWS Lake
Formation B & X PRH AWS Lake Formation

EHIH, BRERFIERHIEFHE HealthLake AmazonHealthLakeReadOnlyAccess
£ A ERHBIEFH Amazon Athena AmazonAthenaFullAccess AmazonS3F

ullAccess . AWS Lake Formation
SelectfIX HEER KM Describef R AWS
Lake Formation

M S AEIE HealthLake BTSN NS AESRENR,
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EEAZRSITRIRRX EE R 28T HealthLake #E AWS REXRBEMBNFMAES. BREAEXIL
NHZENBHRE |, BT “ HealthLake X#4/f £ 12%” WHE LM ITFIRSSIR.

B

AmazonHealthLakeFullAccess

AmazonHealthLakeRe

adOnlyAccess

HealthLake B FF 1R IR EREE X

HiR H Hj
AmazonHealthLakeFu 2022511 814H

11Access EEXRIBENRY
524157 HealthLake,

AmazonHealthLakeRe 2022118148
adOnlyAccess X#IREEH

18] % BR B E K BE HealthLake,

HealthLake FF I BRERE AWS 2022%11H814H
HERBNER,

¥ AWS HealthLake 5 149115 0] 3 17 8 FE HERR

AL TEERBEE LW ANIEEEFEH HealthLake F Bt ] BEIE SN A E I B BIAM,

ES}

o« BRENELTNERNITEIE AWS HealthLake

o BRIEINIT iam : PassRole

« BBV AWS IKF 2 A AT B AT AWS HealthLake B R

EENEUTLEMNITERE AWS HealthLake

R AWS Management Console HiFEBLTNMITEIRE NS TBRKREBERAITRHELY. EEAR

ERUEAFBVNEZEBHAR,
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YmateojacksonIAMAFPZREABEEHAEEREMny-example-widget BRWFMEEEBEEE
MIPREY , M HIMUT RHIEEIR. healthlake:GetWidget

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
healthlake:GetWidget on resource: my-example-widget

EXAERT , Mateo BRMMNWEE R EHHRKE , LA TFMER healthlake: GetWidget B4EH
|8 my-example-widget &iRo
E I T iam : PassRole

MRBUNE| —MNEIR | RIEBTLHINIT iam:PassRole B , WX TMEHERUA TGS A BEDRLS
HealthLake,

BE AWS 7S AR ABRKELIZKRS , MTAREIRMNBRSALIRSHEXAR, Nit,
BB MERRACLEIRSHINER.

L E N marymajor B IAM AP = EAEH B £ HealthLake FIITIRIERN , @ REUT REIHIR,
BR , RELTMEERSHCHETFHRBRS AIMTIHRE, Mary TEENAGRIEEIRSZHR,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXMERT , HAEFH Mary FIKBELL S F 1T iam: PassRole #1E,
MREBEERE , FHRRENAWS EER, FHNEBERRRMHEEREZIEN A,
KRB AGTF AWS kP 2 B A B R FKEY AWS HealthLake %R

ZALOBE—-1MAE , UEAMKFPHNAFREALNNARTUERZAGKILRIEN TR, &7
UEEEESGEY , TNEEAG, X TXHETRIFRA R RZEHFIXR (ACLs) WARSS , &AL
150 R 3 L5 SR B o) AATT 4R T 1 8] S8 B BR VAR BR

ETHREZER , BZRAUATREA :

- ETHRER HealthLake X#FXLEE , iHZFHAWS HealthLake 20 1AM,

- ETHRIMAREXNEHEEN TR FRNR , 555 (AMAFER) P/ AWS kP mEMIAMA
FREBENER. AWS K

- ETHNMAMEE=FREANEHERNIERNE AWS kP, ESRIAMAFERPHNEE=FE
HiFER. AWS Ik
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A BAE CloudTrail 2HAH “SHHLIER PEFEZFNEHR. FRAKENEE CloudTrail , AT
HEBWMNER A H HealthLake, & HiERM IP ik, #AH TER, WA HBERUREMIFEME
B,

ETHEZEE CloudTrail , i5ZRAWS CloudTrail A8/,

AWS HealthLake CloudTrail FEI{E R

CloudTrail &8I AWS KPR EEENKS LB, HEDREEPH HealthLake , ZEFISEH
ftt AWS BES5 CloudTrail B4 —RBIZRESHALIEFEH, BUUE AWS KFHEFR, BRNTHRR
MEM. BXEZER  FEAEASHALIERES CloudTrail £,

BESIIREAWS KFPHNEL | BFENSEH HealthLake , HRIZRER, BEAF CloudTrail 3 H
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* DescribeFHIRImportJob
* DescribeFHIRExportJob
* StartFHIRImportJob

* ListFHIRImportJobs

* StartFHIRExportJob

* ListFHIRExportJobs
 CreateFHIRDatastore

* ListFHIRDatastores

* DeleteFHIRDatastore

* DescribeFHIRDatastore
* UpdateResource

* CreateResource

* DeleteResource

* ReadResource

* GetCapabilities

* SearchWithGet

* SearchWithPost

BANEHRALCKRBBEEERERBERNAREE. SOEEEBHTEHEUTRR

« BEXRZMEH root 2 AWS Identity and Access Management (IAM) A &R A Ho
- BREEAACGERKREAFNIENZEEIEAEN,
- BRESHHEM AWS RF K H.

BXEZEER , S CloudTrail userldentity T3,

7 fi#2 AWS HealthLake BEX#%E

BIRE—MEE , AiPNEHERNBEXGEHWEIEIEEN Amazon S3 F##, CloudTrail B &4
BE—NEENMNEEEZE. BHRKRRKRBEEMRENEMER , BEEXFRWIRE. BEN BB
B, BRSHBENFER, CloudTrail BEXHTRARAPIEAANEFH#LRRE , Bt elIFREM
HEMIRF HI

T & AWS HealthLake BEX 4% 8 211


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html

AWS HealthLake FEANGIER

LT RPIERTERiZCreateFHIRDatastore#/ER CloudTrail B&E% B,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROA2B3ZHOADD20J4AHJX:git
full_access_iam_ro0le580074395690222150",
"arn": "arn:aws:sts::691207106566:assumed-role/
colossusfrontend_full_access_iam_role/_iam_role580074395690222150",
"accountId": "AccountID",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROA2B3ZHOADD20J4AHJX",

arn": "arn:aws:iam::691207106566:role/full_access_iam_role",
"accountId": "AccountID",
"userName": "full_access_iam_role"

1,
"webIdFederationData": {

iy

"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2020-11-20T00:08:15Z7"

}
}
},
"eventTime": "2020-11-20T00:08:16Z",
"eventSource": "healthlake.amazonaws.com",
"eventName": "CreateFHIRDatastore",
"awsRegion": "us-east-1",

"sourceIPAddress": "3.213.247.1",
"userAgent": "Coral/Netty4",
"requestParameters": {

"datastoreName":
"testCreateFHIRDatastore_GBYAZFCLLBLSUTOYYFQZRLBLQINFOYQVRPZBOJAIIUAHICAEAGIWLNVQEYAMSXVWMBLXC
"datastoreTypeVersion": "R4",

"clientToken": "d737ffe@-14dd-44cc-9f0a-fdf59b26c66b"
},
"responseElements": {

"datastoreId": "datastorelD",
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"datastoreArn": "arn:aws:healthlake:us-
east-1:691207106566:datastore/55576c487ff4975262b10d1d65eb4509",

"datastoreStatus": "CREATING",
"datastoreEndpoint": "datastore_endpoint/"

},

"requestID": "68e62bdd-d2d4-44cl-af69-e6f055a69f99",

"eventID": "7ef483dc-5dca-469e-823a-7d9%9e3a7fe924",

"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"eventCategory": "Management",

"recipientAccountId": "691207106566"

B &ML AWS HealthLake
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o A ARTEBIE HealthLake BIEFHE ?

- EEYBINKFATHBEEREE

o WA BB FHIR RESTUlAPISs ?

« BRNBIETE FHIR R4 KX—FKEBEEA HealthLakeld ?

s NAAREMEAEF,IEEKMSZR A 112 B BIE 76 it 2 W E| AccessDenied £51x% ?
FHIRRESTfulAPIs

s AHABHNSAKMT ?

o WA B TELER DocumentReference B ?

- EBIBHIEFE AR Amazon Athena

« fF Athena P B RERIEEFIHAMRS AWS

- FHBESAFEERMEE , Athena BEIATEEE T

o N ARTERNINETE BE S B R PutDatalakeSettings Bt & 31 Lake Formation R BR4E 1% :
lakeformation : ?

« AT E HealthLakeSE R HY B RIBE S A EINEE ?

s BRNBEFHERERN "EENE" PE

« RHSDKEIEFM G RBIRE R EHARAIRE

o B — 10MB XHHHFHIRPOSTAPIEEH I HealthLake T 413Request Entity Too Large fix.

R ALK T 02 HealthLake ZiEF % 2

2022 £ 11 A 14 B , HealthLake E# 7 Q1B HBUIEFE#FTEMNIAMR PR, 0 R & R EH M 025
BINENAFPRACHNER , HealthLake M4&HIM AT iR

AccessDeniedException: Insufficient Lake Formation permission(s): Required Database on
Catalog
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EEECERBBEE#HENEHRAMERESR | F5R AWS IEEXE : AmazonHealthLakeFullAccess,
B R W)X L SR B 7N N U!‘&E’JIAM%F&@@E’J step-by-stepiiBA , FZH R EF B EANNIR
AWS HealthLake,

ERBRBEER ST ECANTNEFHES LD RKMSHENZH, BERENIAMKEF
BEBRHNE. ETHEZER AWS KMS , i5ZHAWS Key Management Service {AWS Key
Management Service FF & A RIEFE) o

EEIENKF AT REFESRE

HealthLake MK WECEN 10 MNFEFM. BT B AOAHFEINERR , FE Su AWS pport

Center,

e R 6] 2 £ FHIR RESTfulAPIs ?

APNEALSERE 4 EERBABEIHTTPEF iR XA HealthLake APIER AN R, BT #
EZER , BSRZLERE 4 WEBRE,

EFMAERT AWS SDK Python B9 sigv4 R, EBIE —NRETF T ROIBIEIZA,

import boto3

import requests

import json

from requests_auth_aws_sigv4 import AWSSigV4

# Set the input arguments

data_store_endpoint = 'https://healthlake.us-east-1.amazonaws.com/datastore/<datastore
id>/r4//!'
resource_path = "Patient"
requestBody = {"resourceType": "Patient", "active": True, "name": [{"use":
"official", "family": "Dow", "given": ["Jen"]},{"use": "usual", "given":
["Jen"]}],"gendexr": "female","birthDate": "1966-09-01"}
region = 'us-east-1'

#Frame the resource endpoint

resource_endpoint = data_store_endpoint+resource_path
session = boto3.session.Session(region_name=region)
client = session.client("healthlake")
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# Frame authorization
auth = AWSSigV4("healthlake", session=session)

# Calling data store FHIR endpoint using SigV4 auth

r = requests.post(resource_endpoint, json=requestBody, auth=auth, )
print(zr.json())

A3 AWS SDK Python £ sigv4 A% ELit115 8 T BUE Boto 3 B X B K3,

EOHELRE FHIR R4 X KILBE(E A HealthLakeld ?

HA FHIR R4 # XM EIB AT LS A | HealthLake 2hiE1EE+ ., AXEMH> MU AP BIREEN
SEMETE | S FEAWS HealthLake &1E{L £,

N ABREFEAZFPFIEEKMSE A MBZNEIEFEES 2 E
AccessDenied 1% ? FHIRRESTfulAPIs

RrPRACEERATr TERANAMKRBNNRT L ABERFE. AFLAERERESEE
ZHAMENIAMKIR. MRAFHENECE TR TFERAT T REKMSE HealthLake X RAVIRN , T

HealthLake £3R[E AccessDenied4tix.

HealthLake ZAB T RIZF S IR, NE S A D BEE 70489 FHIRF R AR AE W2 1E RN FHIRE IR
RATHRZHNR,

ETRESES  BSADHDAEERE,
AT ARNFAKKT ?
RIS AESITE R —MIZH I inputFileName .ndjson THMIX AR | BREMIRTHT LS

Ao REXMITRE , FAEREZNFAILUREXHR , EFEESAKMBIZTRFE, HRFBRENH
WSS LB 2 JobProperties, JobOutputDataConfig.s3Configuration.S3Uri,

EEXHBEEXESHENFAGE , SIMFAERIIMAME (successOutput.
successOutputS3Uri) , FFE kMBI AL E (. failureOutput failureOutputS3Uri) FME M THEHEHR. &
BYHNABRTUBEREREA RN THEN. AT REBEXH4SIE TR AR L Amazon S3 7 |
UREXERAENERBENK IS ANERBEENE R,
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{

"inputDataConfig": {

"s3Uri": "s3://amzn-s3-demo-source-bucket/healthlake-input/invalidInput/"

.

"outputDataConfig": {

"s3Uri": "s3://amzn-s3-demo-logging-
bucket/32839038a2f47f17c2fe@f53f@c3a@ba-FHIR_IMPORT-19dd7bb7bcc8eel2a@9bf6d322744a3d/",

"encryptionKeyID": "arn:aws:kms:us-west-2:123456789012:key/
fbbbfee3-20b3-42a5-a99d-c48c655ed545"

.

"successOutput": {

"successOutputS3Uri": "s3://amzn-s3-demo-logging-
bucket/32839038a2f47f17c2fe@f53f@c3a@ba-FHIR_IMPORT-19dd7bb7bcc8eel2a@9bf6d322744a3d/
SUCCESS/"

1,

"failureOutput": {

"failureOutputS3Uri": "s3://amzn-s3-demo-logging-
bucket/32839038a2f47f17c2fe@f53f0c3a@ba-FHIR_IMPORT-19dd7bb7bcc8eel2a@9bf6d322744a3d/
FAILURE/"

.

"number0fScannedFiles": 1,

"numberOfFilesImported": 1,

"sizeOfScannedFilesInMB": 0.023627,

"sizeOfDataImportedSuccessfullyInMB": 0.011232,

"numberOfResourcesScanned": 9,

"numberOfResourcesImportedSuccessfully": 4,

"numberOfResourcesWithCustomerError": 5,

"numberOfResourcesWithServerError": 0

}

PHSAESEIMNER , EEA D escribeFHIRImport Job API 3% #7 JobProperties, IR EL
AT EHE :

o MBRSAFAILEDEFEEEE , MEAKMESELSHEX , flnmABERNRAAXGHER S
HealthLake Bt&l.

- MRS AESFIRAN COMPLETED _ WITH _ERRORS , BEEHFE X4 Manifest.json , T f#Hx
WRLE ST RIS ABE R

« MRS AESZMABNFAILED , BEEFRERE , BolFESmELEHRE £ XH Manifest.json,
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NFEBNAANXG , BEAMBEXH , EFEEEARESANERIBAXHR. MREES
WMABENEEXBBITE (lineld), FHIRIERX R (UpdateResourceResponse) M B #9482
(statusCode),

Rl ST AR

{"lineId":3, UpdateResourceResponse:{"jsonBlob":
{"resourceType":"OperationOutcome", "issue":

[{"severity":"error", "code

:"processing", "dlagnostics":"l validation error detected:
Value 'Patientl23' at resourceType failed to satisfy constraint: Member must satisfy
reqgular expression pattern: [A-Za-z]{1,256}"}]1}, "statusCode":400}

{"lineId":5, UpdateResourceResponse:{"jsonBlob":

{"resourceType":"OperationOutcome", "issue":

[{"severity":"error", "code":"processing","diagnostics":"This property must be an
simple value, not a com.google.gson.JsonArray","location":["/EffectEvidenceSynthesis/

name"]}, {"severity":"error", "code":"processing", "diagnostics":"Unrecognised
property '@telecom'","location":["/EffectEvidenceSynthesis"]},

{"severity":"error","code":"processing", "diagnostics":"Unrecognised
property '@gender'","location":["/EffectEvidenceSynthesis"]},

{"severity":"error","code":"processing", "diagnostics":"Unrecognised
property '@birthDate'","location":["/EffectEvidenceSynthesis"]},

{"severity":"error","code":"processing", "diagnostics":"Unrecognised
property '@address'","location":["/EffectEvidenceSynthesis"]},

{"severity":"error","code":"processing", "diagnostics":"Unrecognised
property '@maritalStatus'","location":["/EffectEvidenceSynthesis"]},

{"severity":"error","code":"processing", "diagnostics":"Unrecognised
property '@multipleBirthBoolean'","location":["/EffectEvidenceSynthesis"]},

{"severity":"error","code":"processing", "diagnostics":"Unrecognised
property '@communication'","location":["/EffectEvidenceSynthesis"]},

{"severity":"warning", "code":"processing", "diagnostics":"Name should be usable as an
identifier for the module by machine processing applications such as code generation
[name.matches('[A-Z]([A-Za-z0-9_]){0@,254}')]","location":["EffectEvidenceSynthesis"]},

{"severity":"error","code":"processing", "diagnostics":"Profile http://hl7.o0rg/fhir/

StructureDefinition/EffectEvidenceSynthesis, Element 'EffectEvidenceSynthesis.status':
minimum required = 1, but only found 0","location":["EffectEvidenceSynthesis"]},

{"severity":"error","code":"processing", "diagnostics":"Profile
http://hl7.0rg/fhir/StructureDefinition/EffectEvidenceSynthesis,

Element 'EffectEvidenceSynthesis.population': minimum required
= 1, but only found 0","location":["EffectEvidenceSynthesis"]},

{"severity":"error","code":"processing", "diagnostics":"Profile
http://hl7.0rg/fhir/StructureDefinition/EffectEvidenceSynthesis,
Element 'EffectEvidenceSynthesis.exposure': minimum required =
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1, but only found @","location":["EffectEvidenceSynthesis"]},
{"severity":"error","code":"processing", "diagnostics":"Profile http://
hl7.org/fhir/StructureDefinition/EffectEvidenceSynthesis, Element

'EffectEvidenceSynthesis.exposureAlternative': minimum required

= 1, but only found 0", "location":["EffectEvidenceSynthesis"]},
{"severity":"error","code":"processing", "diagnostics":"Profile http://hl7.o0xrg/fhir/
StructureDefinition/EffectEvidenceSynthesis, Element 'EffectEvidenceSynthesis.outcome':

minimum required = 1, but only found @","location":["EffectEvidenceSynthesis"]},
{"severity":" :"processing", "diagnostics" :"Unknown

extension http.//synthetlchealth.glthub.1o/synthea/disability—adjusted—
life-years","location":["EffectEvidenceSynthesis.extension[3]"]},
{"severity":"information", "code":"processing", "diagnostics":"Unknown extension

http://synthetichealth.github.io/synthea/quality-adjusted-life-years","location":
["EffectEvidenceSynthesis.extension[4]"]}]1}, "statusCode":400}

{"1lineId":7, UpdateResourceResponse:{"jsonBlob":
{"resourceType":"OperationOutcome", "issue":
[{"severity":" :"processing", "d1agnostics":"2 validation errors detected:

Value at 'resourceId' falled to satisfy constraint: Member must satisfy regular

expression pattern: [A-Za-z0-9-.]{1,64}; Value at 'resourceIld' failed to satisfy

constraint: Member must have length greater than or equal to 1"}]}, "statusCode":400}
{"1lineId":9, UpdateResourceResponse:{"jsonBlob":

{"resourceType":"OperationOutcome", "issue":

[{"severity":" :"processing", "d1agnostics":"Missing required id field in
resource json"}1}, "statusCode".A@@}

{"lineId":15, UpdateResourceResponse:{"jsonBlob":

{"resourceType":"OperationOutcome", "issue":

[{"severity":"error", "code":"processing", "d1agnostics":"Invalid JSON found in input
file"}]1}, "statusCode":A@@}

information code

error", "code

error", "code

ZRB R AR MR R AITHISE 3, 4, 7, 9, 15 THIKE, XTEINE—17T, #EOT .

- EHE 31T, MM THMANHEE 3 179 resourceType RENH BT K.
- EHE 517, WRHEAXHNE 5 TEEFHIRRIEE IR,

- EE 71T, WRBRE , FERMA resourceld IREMFIERIE R,

- EE 9T, MNRBARMANHLNTEERNER D,

EE 1517 , WA HIE R R % A4 HIJSONE K TR
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WA & B =24 B DocumentReference’® iR ?

R DocumentReference BIRTLR , HealthLake FRERTRBILEZNT EE , MARGAEST
NLP#i . 7T ERENLPAETREF S HEIUEEIRAY DocumentReference RIR , EF AJAEAWHH
1 R cm-decoration-status M8 & {E HealthLake#V1E R 8L VALIDATION_ERROR. LbiE R G5 H
SRR IRBIFTE DocumentReference BIR , ARBRBRERVBRER . PLEEFEERIFE IR
DocumentReference BiRHA Y & FER Y & KL TF AT R H1,

"extension": [

{
"extension": [
{
"url": "http://healthlake.amazonaws.com/aws-cm/status/",
"valueString": "VALIDATION_ERROR"
},
{
"url": "http://healthlake.amazonaws.com/aws-cm/message/",
"valueString": "Resource led to too many nested objects after NLP
operation processed the document. 10937 nested objects exceeds the limit of 10000."
}
1,
"url": "http://healthlake.amazonaws.com/aws-cm/"
}

MRENLPEHAIZNBREXNREFT 10,000 4 , ERRORtES H I VALIDATION_, RAEXMIFRAET , &4
MR HER 2 BBR/NI XXAS |, RGBT,

TRINBEHIEFMELLEA Amazon Athena

2022 £ 11 A 14 B2 ISl BN BIREM# AT AEEE1T , (ETEE Athena FER#HTER, SQLERE
A Athena B LB FENREEE YA NEIRIFHORIEES.

R TR 25 89 B 17 i

1. BIRMHBIERE,
2. FHEMNEIFENFEES HE Amazon S3 FER.
3. FEIEM Amazon S3 FHEM S AZF M BIEFE P
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FHEFES HE Amazon S3 FRBEEXNHARM, FARHERTESHABER KD,

fF Athena FIVIE R REHETN HA RS AWS

EHMRSHERE Athena WERZE RS , B gE2ERRE. AWS

LfRjson_extract[1]ENSQLERE RN —B o EMAR |, ATeES HIRIE,
EgERA , XIMEFHMEICATVAR,

EZHGBREFER. RI& (8D ) B (D) i, ETRIETBFRZ,

FMBESATHRIERFMS |, Athena BHEXEEEITE

RBBESAFTNBIEFEE  RETRTELEER. XA T B HARFERRERREKLERD. HFH
RER.

N+ AT E R 0T 89 BN 3E 4 B B 5 PutDatalLakeSettings Bf < i 31
Lake Formation tXPR4E1% : lakeformation : ?

MREHIAMAFRRABAEAWSLakeFormationDataAdmin AWS &SRB |, M T E RN IR EdE
HEER, BRI —KEEUTHERNEIR

User arn:aws:sts::111122223333:assumed-role/lakeformation-admin-user is not authorized
to perform: lakeformation:PutDatalakeSettings on resource: arn:aws:lakeformation:us-

east-2:111122223333:catalog:111122223333 with an explicit deny in an identity-based
policy

FEMA AWS EEEMAdninistratorAccessFEERMIAMA PR AEIEHRN AWS Lake Formation
BIEHEERR, MELHNIAMAFRAG®HEEAWSLakeFormationDataAdminiZigE , MIRER K
M. AwWSLakeFormationDataAdmin AWS & REZEXT La AWS ke Formation API ##1ERI BF A
jE4E, PutDatalakeSetting

ENEEE R IBEAWSHEAAdministratorAccessAWSHEE RN T2 HRIRE |, LAl peSZ Z|
ZAWSLakeFormationDataAdminZKRERY PR &,

WA FF j5 HealthLakeEE R B RTE S A INEE ?

B 2023 £ 2 A 20 B , HealthLake BB FHENERIAITHNRE T E1L,

fF Athena PHVIE RE RIEEFIEMARS AWS 229
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HEBIEFM | FTE X80 HealthLake M EIEF (EEBf5 15 LL7E base64 4miBDocumentReferencefy &
REFERABAREBSLAE (NLP), XERBEFRXMFERA D HFDocumentReference®IRNLP , R &4R
FRRER W XA E R EAFHDocumentReference &R, 3 FHAEDocumentReference® iR ,
B ERWBENRFRENLPRE , B 2023 F£2 A 20 BZEFLEH.

HBAEFEM ; 2023 £ 2 A 20 H 256812 HealthLake I BIEZ#ITF T L3 base64 4
BDocumentReference BRI ITERIESLIE (NLP),

ER AL AL | B4 TERRIERHIAWS Support Center Console, BRIBBHIRSG] | HEFEN
AWS Ik , RERBRCBRS, ETHAXCERFINRFIEENESER , B5H (X AFE
B FREIERANEHIER,

ROBEERRSHRM EEUR s

MREZHBIEF A HealthLake BiEF M , BEENBBEFHERESRN ‘EEQE” RETL , UEEE
¥ Athena FBEE . AWS Glue Data Catalog

ETHEZER , BRI S % Athena i F 18R step-by-stepF I A& F| AWS Glue FiE B o
MIN ARG AWS Glue Data Catalog , EIME T LABIBRBIBEEME T -

EMBRIB N BIREAE | BB AIEREHAWS Support Center Console, BRIBEHNRS | HERE
B AWS Ik | RERFROIRES, ETHRESEL 52X APEEPNE S EZ0MES

B,

HHSDKEFEF M G| RS RE R EHIARARE

MRENSDKIIRHBFEF R U HRBBEFEAPIAAEQFERRANBEFEHRS |, BHENIIRENR
B RAThRA o

B —N 10MB X#BIFHIRPOSTAPIIZ{EL I HealthLake T
413Request Entity Too Large $&5i%.

AWS HealthLake [EZ I MEFHAPIBRSIY 5SMB , LU 5 3ER FE A 38 0.
A LAE A Binary ( ##25 A ) , ResourceType fF Zi# I XA REUZ K 164MB HY KRB XX #4, AP
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