adws

AP sR
AWS Health

Copyright © 2025 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.



AWS Health RFiERE

AWS Health: A8/

Copyright © 2025 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.

Amazon FIEFRFE L AR A BB FEMIE Amazon WERBRS , AR BLEAATRESIEEZFE
&, BRKIKS Amazon WA REH., PIEIE Amazon HEMEMBEIRO AR BFIEENMT | XL
FrE& T BEME T Amazon., 5 Amazon BxBk=iH Amazon #Bh , th AIEER 2 aNkk,




AWS Health RFiERE

Table of Contents

FEZTR AWS HEAIN 2 .o et e et e e et e e et e e e et e e e et e e e et e e e e e e e eeeees 1
BIBBEZZ AWS HEAIN ... ettt e e e e e ee e e 2
AWS HEAIN BB .ottt e e 2
S < =X PRSPPI 3
/= =0 PR 3
AWS HEAIth fUZRAR ..o ettt 3
AWS Health 3 ) B AR-BR S IE TR oot 3
g R OO 4
B B IS B oottt ettt ettt e ee e 4
R SRR 5
FEBIMIBISEAR oottt 5
AWS Health Y EHYSEST EVENBIIAGE ...ocvecveeeeeeeeeecee et 5
F VAT ST (== 1L T A e I 6
B L A B e — e e e e e e e e e ——ee e e —e e e —eeae e e e e e e e aanaeeanaeas 6
AWS A B A RS ..o e 6
/L RSP PERRRRRTPT 7
LS4 RO 7
SERFIREL AWS JE P oottt n e et es s e st ene et e e e teeesaeee e e eeanens 7

Bl A B R T ) B B R Y B T oot 8
TE AWS Health B E AR A B B I P BB oot 9
TR BFDEEIIE T ..ottt ettt et et et e e e e e et e e steensee e eeeeneaens 9
[l OO 11
8= <1 RSP 11
== SRR 12
== =g PP 13

== RO 14

S 7 T 15
FEMAEVETRILE oottt 16
BF IR .. .ottt ettt ettt et et et ettt et et ettt et et et e re et et et e e ete et et eneeaeerens 17

B Y L B T R T oo 18
AWS Health BB B AR ..o e, 18
T R V=Yg (=TT T =N 19
EREEBEH AWS B BHEIBRSS oottt 19
A AWS Health BHELE AWS BB AT B .o 20




AWS Health RFiERE

AW S 3 B B B L 0] B B oottt ettt ettt 21
AWS HEAIN AUZRHR ..ottt ettt et et e ettt e et ee et et ee e e e eeee e, 23
TERIBTAE TR EIZEEE AWS HeEAIN ..ottt ee e 25

A R T R B A B B 2 oottt 25
LB BT RN ESABEEHBHRT  FF R R ETA? e 26
B B A T DB B T oo 27
TR R BT A B B I T oottt et 28
/8 AWS Health APl EEMIRBTEERR ..o oottt ee e 29
T AWS Health APL B R T & B oottt ettt ee e een e 29
F AWS Health AP| T8 SR I R R U T R oottt ettt ee e, 30
R R A R R R BRI BRI B IR e 31
JER A Java REFIEEXAE AWS Health BT oo, 32
JER - £ Python REFIT-EXRH AWS Health BHBIE oo 34
EHAZ . EA AWS Health AP F JaVva TR ..o ettt 37

BB T ABBIEIEIE oottt ettt ettt 37

HIR 2 HNIAIE AWS Health APL ZEFTHR ..ottt e, 38

S 3 A AWS Health APl BREFRE RIS B oo 38
B B B ettt ettt ettt 42

B R TP ettt ettt et e, 42

B B I ettt ettt 43

B AT ) B IR oottt ettt ettt ettt n e 44
B R ettt ettt ettt ettt et et 44
TR B HEIT B ADIEIE oottt ettt 45
B R B B T T IE] ..ottt et ettt ettt ettt 47
TA AWS Health B 1AM BB E B oo, 49
B T B I TR BE TR oottt ettt 54
BB BB BB .ottt ettt ettt ettt 65
B B RS T R B B oo ettt et 68
AWS BUFEBEIRIE AWS HEAIN ..o e et 69
BEFERNUETE AWS HEAIN ..ottt et e, 74
BIPEIRAE ..ottt ettt ettt et et ee e 74
B B 0 ettt ettt ettt ettt 75
B R B R T Bt oottt 75
B B A R0 0 T .o e 76
B R R E T B ettt ettt et 76

B AWS Health BT RATBEDBIRIBR ... oo 76




AWS Health RFiERE

BEFE AWS Health DAShDOAId .........c..cccviiiiiie et eree e ene e 76
AWS Health 5 Amazon Chime E SIack FER ......ocovviveiieie et 76

BT AW S Health BB oottt e e et e e e e e e e e e e e e e e e, 77
BREBEM AWS HEAIN ...ttt 78
e R A ettt e, 78
FBRELRIMB .ottt ettt 79

B B T B oo 82

B R I ..ottt ettt ettt e, 86
B B B R B B T B ..o 88

B B R R B T B K ™ oottt e et et e ettt e e e 88

B R B R I B K T oottt 88
B B el Lot Y= L VY 1 e o T= Y 90
7 AWS Xig BETBEBGIE EventBridge FIM ..o, 91
W2 AWS HealthBI MK F 4 BB AR A E B e, 91
ZRBSHEXABIUER AWS B4R BEIBIARSS ...ocococeeeeeeeeeeeee s 93
IR B B ettt 93
BEPTET AWS Health FIEHFIZR EVENtBrIAGE ....ocveeeeeeeeeee e, 93
FRALTRMNERNERERGRINBRRE AWS Health B ..o 94
£ AWS Health EH S EZREHNS JIRA FHERK ServiceNOW ......c.coovieeeeeeeeeeeeeeeee e, 94
BLiE EventBridge MR IE B RBHAIEE .o, 95
FENBRE FNZEBUBIEEIUM .ottt e e 98
EWXRNAZEFHPEE Amazon Q Developer AEEBRBHAVEE ..o, 100

G R A e 100
B3I EC2 Sflm T R E LA MI I . oo e 102

G R A e 103
FUATEIRIZBIN EVENIBIIAGE ..., 106

2% . AWS Health B4 Amazon EventBridge ZBH ........cooooviieiieeeeeee e 109
AWS HeEa BB R R oo et e e e e et e e et e e e 109
Public Health Event-YEE3# EC2 IEE AR ....coooieeeeeee et e e e e 117

K 4% E AWS Health =4 -Elastic Load Balancing APl T .........oooooviiieeeeeeeeeeeeeeee 118

T 45 E AWS Health EfF-Amazon EC2 EHIF IR MERE TR oo 119

HEFE AWS HEAIN ..ottt e e et e et e e et e e e et e e e et e e ee et e e e e e e eeeeens 121
fEF1E % AWS Health APl A AWS ClOUATIAI .ot 121
AWS Health 5B TE ClOUATTAI «..eeeeeeee ettt e et e e e e e e e aenes 122

B 0 AWS Health BRESUHFZRE ..o 123
A TT TR T oottt ettt ettt ettt et e, 125




AWS Health AFE

Vi



AWS Health RFiERE

42 AWS Health ?

AWS Health 23 BB IRGE AR AWS BRSS MK~ af AMENIFE T M, B EH AWS
Health B4R T #BRFZF N R REXLNMAEMEEZTHRARERF AWS, AWS Health 12#tHXx<BE R
ROES , UBBEEEEEHRITHNES . AWS Health E ] LAEBIE T BT P ASES) 3+ 8 2 T #
%o, ZIRFRME AWS BRESTIRRECA LN EBIRFE R , K Ut& T SUIREIE FENat B =4 7 I
MIES , LAB B IR PEHERR

FREZEF & LAE A B AWS Health AP 128 D AWS Health ashb oard Person hboard, X%
WMEFBRE , JHALTFHRIEN AWS AFFEH. BXEZRETR , BSHEAWS Health 5| ER
#4115 E WEAWS Health,

AWS Health AFAEZFEHEZ RN 44 AWS Health ER” WiE4lE . ELEBARBIINITIEMER
£, ENT[g B ERo

ETHEXRSHERM AR AWS Health MIEFARSHSBZINARIE , EFTHRERAEENES AWS
Health, AWS Health

® &

- FIE AWS EFF A EA AWS Health 2 HIER , TEX AT

- FiE AWS ERERALUEE Amazon U AWS Health &3 EventBridge , TEX &5\ %
38

- MELEEFEL, ARl TR, WALAER AWS Health API EREFHE=7FFR
RER. BXEZEER , 55/ AWS Health APl %,

- AXAA AWS X ITRINESEER , BSHAWS =i,



https://health.aws.amazon.com/health/home
https://aws.amazon.com/premiumsupport/technology/personal-health-dashboard/
https://aws.amazon.com/premiumsupport/technology/personal-health-dashboard/
https://docs.aws.amazon.com/health/latest/APIReference/
https://aws.amazon.com/premiumsupport/

AWS Health RFiERE

L4 AWS Health

T #& AWS Health L2 7B NAERZRSREF LZHNNARE. BRSTNRRNESITRR AWS Ik
Fo

£

« AWS Health 4

+ AWS Health {2 F4R

- EHRERHE

- EHRAREH

- BEREHRAE

« AWS Health YL 53 F#Y5EZ) EventBridge
* AWS Health API

:

« AWS A BHRS

AWS Health B4

AWS Health £ , 877 Health B4 , BAKRHEM AWS BRSS AWS Health KIERVEH, &7 SAE
AXEEARTHRENAESELX TN TAEFZMENTKFHER, H0, MR AWS Identity and
Access Management (IAM) i+ XIF AR ERBE R AWS Config itXIFRIEEMRN , N AWS Health 7]
URIEEH, AWS Health HHFERFAIAEEERN , B2 XEEH AWS XiF, BUUAEEEHHE
UL T FRRIRR, W EAE R/ RIRH REE RN E R,

ERETIRRE4RE

H%x

- BETKFNWEH

- NEEH

AWS Health 4 2



AWS Health AFiEmE
BETIKF NS

BETKFNEHENE AWS IKF REARPHIKSRERA B AWS . Flan, REE [ XEF
AL Di# B IT E R (Amazon EC2) SKAIRE KR |, i§ AWS Health REEAEXZEHNEEUR
2 800 FREY B o

A LAMAWS Health #&IE R, AWS Health AP| FERSETKFNEH |, e LAEH A mazon
EventBridge SAWS A F B AR ZWEH,

NBEEH

NEEHETRBETKRFVRERSSM4. A, MREERE (HZEMN ) #XH Amazon Simple
Storage Service (Amazon S3) HIRFRIA , BIEEEEFRAZRISREZ X B%H S3 F&ME |
AWS Health t 2RHEXZEM4NERE. RINBUEEEFTLFEA , ARBNHEXEE K,

&R BAM AWS Health 2 HIEARMZHIER ( lRFEITIRRN ) F AWS Health HE 2 HE 4,

MBRHBEX—K, , HSFAWS Health Dashboard Al 7.

MREEBX—IKF , FSHFEAWS Health 4R,

AWS Health {X &K

WMRIEH AWS IKF |, 1889 AWS Health ZHERSKER ERAAEHNBET KNS

BANRUEER AWS Health 125 ERR T TR —RZIROEH | SlMEN b XARSS IR LAY 4
FRB, EETER AWS Health 2 HIERR T @A ERLWENES | fIWEKFHEFRANE
Ro

& 7] LA FE https://health.aws.amazon.com/health/Zk B AWS Management Console && AWS
Health 3 &I EI4Ro

BXEZEER |, %25 AWS Health Dashboard Al 7
AWS Health # H|ER-IRFZITIRR

MREEEKF , MATLAERA AWS Health #HER- RS2 TR Fhitps:/
health.aws.amazon.com/health IRESREFELNHREH, NBEEHRIREN AWS BWRSERA |, BTRMHE
BXBESTHAMNER. AMUNETRLAEEH , MEBETFEMK,, BEESEXIPAEKRFCETE
FiZTH,

BREZELR |, ESHE AWS Health Y R4,

BETKFHES 3


https://health.aws.amazon.com/health/home
https://docs.aws.amazon.com/health/latest/APIReference/Welcome.html
https://health.aws.amazon.com/health/home
https://health.aws.amazon.com/health/status
https://health.aws.amazon.com/health/status

AWS Health AFiEmE
SHFREND

BITRAEHDETRNEHLERBEIRZIEMNRSMNEH4NER, Fiin  WREKEFE
AWS_EC2_SYSTEM_MAINTENANCE_EVENT E4XBRBHIETIRRESE , MR RFNZBRFEEITX—
N RESE BN EN B4, FRHE SR RIS S MK - KEUE .

EHRBEHR

MEETIRAEHESHBE — N RBENEHRANET, WTEEEH  SHXBPRITTEELTESHER
KBHPER , a0 AWS_RDS_MAINTENANCE_SCHEDULED %8, = RAIF |, KBIREitkl. &7
FAXEEENERESRHTHREHET,

REMEREEMESMHRREKT, HEE , SMLIHNTRAXENSHI R, BETIUFER
DescribeEventTypesAPI I#EREHRBH LB F,

K 7= i@ A

XEEHREEXREKFNBESHNEESLZLMER. XEEHTRLEHELERFSE , ETRE

EEAXMESER, RNBUEIZXERBNESG  HEFMERUNER,

TR BANEHLEBRE A -

« AWS_S3_OPEN_ACCESS_BUCKET_NOTIFICATION - &8 —AN &AL EH R Amazon S3
TFHERE,

* AWS_BILLING_SUSPENSION_NOTICE - ZHKFERNBEAHAECHKEEF K NELERTK,.

« AWS_WORKSPACES_OPERATIONAL_NOTIFICATION— Amazon Z7EBRS @ WorkSpaces.

£5

XEEHRTM AWS RSRERNENSH, KEINPHEREHSEEXSBERSRETHEN

RERBNBE , IRBEEEN AR R RER K R,

UTREBHEHXRBRBRO

« AWS_EC2_OPERATIONAL_ISSUE - FREWIRIERIER , HlaniER EARS .

« AWS_EC2_API_ISSUE - RS API FYIR4ERIRR | a0 API R4 EER B (8] 38 AN,

« AWS_EBS_VOLUME_ATTACHMENT_ISSUE — Zith & RKBI A RIRE , AI8E FMMAEH Amazon
Elastic Block Store (Amazon EBS) &R,

« AWS_ABUSE_PII_CONTENT_REMOVAL_REPORT - ltEHEWKE , REFKEUEHE , BHK
P rAIRER W EF,

SHXTRE 2


https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeEventTypes.html

AWS Health RFiERE

TRIER

REEHRETAEXRBRSNRARFRENEANER ., XESHIFITNNEFAHES , fiw
T EMZAR end-of-supportBHIM B3I AR, FLEBHAREQBERIERELUE R IRS T 0T , ™
S—EEHNLEIRE , EREXRIE[ER, ERTITHNEICEHE |, SRR TEE
M. WRIPHABEEMHINKSRHESH,

DTRETNERNEHRERBERA

« AWS_EC2_INSTANCE_RETIREMENT_SCHEDULED— Amazon EC2 RHIZEESR,

« AWS_SAGEMAKER_SCHEDULED_MAINTENANCE— SageMaker Al EE4HEH | fIMNEE RS
51

« AWS_RDS_PLANNED_LIFECYCLE_EVENT— Amazon RDS [E#EZHitXIF K E R A end-of-
supportEf |, SIMERENMRENEH , FEEF XTI,

® Tip
WMREAE A AWS Health API 5, AWS Command Line Interface (AWS CLI) IR EIEH#1FAE

B NEventWRMHFEEHFHEACCOUNT_SPECIFICEMeventScopeCodeF R, BEXRES
E8 , 5 AWS Health API 2%,

SRS

EHREBSEHNEETRREHRITIT. XHAEREIREIR, ERLE AWS Health ZHEHREL AWS
Health APl FEE &K 90 REVRESEH

2 ZLob s

EEWHRERIETRIEHARMWE AWS FiF, Hl, MREREKS P ERANBESFIRENTS
# EC2 #4P1t RIE4 , NI ATLAERA Health BHRFEEZHMSEHIAY (D, R LEBKEREMEE
RYRRSSRIER |, flanel 2 AR,

AWS Health I 5 E#EZN EventBridge

A LA R K iR & Amazon EventBridge N , SAEIEMK W EIME A AWS Health B4 5 HaTR
B, XERETURENRE , flIEmMmEEIHTNERAREHEERZEWRAR, HE , ©i1EH
DURBSENRE , SlE IT RFEEIESHMR —NITERE.

BEHRES 5


https://docs.aws.amazon.com/health/latest/APIReference/

AWS Health RFiERE

BXEZEER , B3 @33 Amaz AWS Health on 1532 =4 EventBridge,

AWS Health API

& A LA AWS Health API LURTEA R IARIAWS Health & Eiib ERNEER |, Hli0 :

. FRENVEXTEEIMAH AWS REMERNEHENER
- RIEH AWS AL FHANEHALMETHAE
- BEERS. BHERBMNEINEHERRIDRBELHEH

EXEZEER |, 55 AWS Health APl &#,

(® Note
EEM AWS Health APl , &R ER, dlb A Qs XEFITR. AWS 2
REERRA™L, b A Ol FITRIBIKSEA AWS Health API, U &4%

F|SubscriptionRequiredExceptionfBiziH &,

HLAM

& 0] LAfE A L ThRER 48 AWS T F B Fr B B 4L 5. AWS Organizations E) AWS Health 12 &I E
PHEANIEF, A, EUUBFALNERKFSHER AWS Health API EF AJRER T E K -
TRNFIESEH. BB AWS Health #2515 APl BRLLIIRE. BXEZEER , 28 BKS
R4 AWS Health 4,

AWS AP BHRSF

AWS Health 55 , AWS A B AIRSS A & AR MBI R E S B X FmE AWS Ik MRS H
EHNBEHN, APBEHERS BRIMER TH AWS Health EHEHIEEBHN, SR LUFXEITHEER
PHESETRENRESBEUCEENIME, WEIEH AWS Health WEHEXBLURBANEER. B
FaER , FE APBHRSE T FAWS Management Console, BEXEZER | S THEE
AWS Health @1 AWS B @RS

AWS Health API 6


https://health.aws.amazon.com/health/home
https://docs.aws.amazon.com/health/latest/APIReference/Welcome.html
https://aws.amazon.com/premiumsupport/
https://docs.aws.amazon.com/notifications/latest/userguide/managed-notifications.html
https://console.aws.amazon.com/notifications

AWS Health RFiERE

AWS Health Dashboard A|]

AT LAfE A AWS Health #Z&IE xRk 7 ## AWS Health B4, XEEHARESEINEN AWS RS =
AWS K, BFEWKFE , AWS Health B4 ERCGEI U TAHARERESR

c BRNKFEH - KNTEERBETEKFNEYS, BAUEERTHANESR. FHIEERM ST
B, BEAUEEBANMETRTE 90 RNAMESHNSEHAE,
- BHALEN - LTTEE TR AWS Organizations P4 E THRALNEY,, BUUEFARPRTER

MER. KREEFERMSUHHHER. EETUAEFBHURE REE 90 RAAMBARAEHNENFH
/:\tu\o

(® Note
WREEE AWS K, M B LAEHAAWS Health (X F 3k 7 — iR IRS BV o] A,
MBEEKF | BAEBIEEF AWS Health #EIEMR , UERA M T £ 7822088 RS A
BENEHENEELXENZT,

F&:
- REBELZH AWS K
7 AWS Health BHIERPEFENKFEH
- BB Z# EventBridge
- FEREE AWS Health BH AWS A F i H R

B RH AWS ik

ERAZ A AWS Health , 8 — AWS /7. MREZE AWS Ik |, BERA TS RFKGIE—
MK o

EMIREL AWS I P
WMRIDRE AWS TP | WA TSR IZ—,
RE S AWS IK

1. $TFhttps://portal.aws.amazon.com/billing/7E A



https://portal.aws.amazon.com/billing/signup

AWS Health RFiERE

2.

RERE LW HBARE,
R , REIBEERRIERS  EREABERENA —NRIES,
HIEEMET AWS IKF , RS BZAWS IKFRAF —1. RAFBERBRIZKS FERE AWS

RS MRF. FAREREXE , FAAFIEERLRANR , ABRERARAFRKTEEZER
AP HRRRNES

AWS FEEER GBS RIE—HEIASL I, B SBERAIE https://aws.amazon.com/3iE#F
“BNIKF" , EFLLSNKFEHERENIKS,

SIEEREEGRNRNAF

AEME , FRIPENZSE AWS IKF AWS KPR AF AWS IAM Identity Center , /5 A SI2EEH
P, XEERT 26 root AFHITHEES,

R IREY AWS K 7= 48 A 7

1.

2.

%42 Root FIF° H 46 AR AWS IKF B8 F R ¢ttt , AIKFAIEEMN S0 E R, AWS
Management Consoleft F— £ , i ASBH L,

ERIMEABRAFRERIENEDR |, B35/ (AWS &% AF#ER) H M Signing in as the root

usero.

RNEMBAFBERZES BRI (MFA)

BXRUEA , FSEIAM BFREETHN AWS K- RAFSEAEL MFA R% (BHE )

tIRZEAEERENRIAF

1.

2.

/& A 1AM Identity Center,

BXUE |, BSE (AWS IAM Identity Center FiF1§8) ##Y Enabling AWS IAM Identity
Center,

£ IAM Identity Center A , A AP R FE B IHRINR,

BXREA IAM Identity Center B & N SRR , 25 (AFIERE) 1AM Identity Center
B A B9 A BRIAMREBLEAWS IAM Identity Center FA P 17 R4 R

BIZEFEE I RR A 8


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://aws.amazon.com/
https://console.aws.amazon.com/
https://console.aws.amazon.com/
https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html

AWS Health RFiERE

UERERBRNRNAFSHER

EE A 1AM Identity Center A B0 %% , BEERSBELIZE IAM Identity Center i P BT &%
B SR B B T R 44 b 1k Y B Fe Pk

BXMEH IAM Identity Center AP 2 ZH#HE , B HAWS 2% AP EEFHER AWS iHE)|]
o

AR R 5 Eo s H o P
1. %E IAM Identity Center 7 , SI2 —MXPRE , ENREERENAKEN R REME.

BXRUHA , HSHE CAWS IAM Identity Center A $§R) F#Y Create a permission seto
2. HMARSEE—1ME , RAERNZESEE L BFZIFRNE.

B , H30 (AWS IAM Identity Center FAF#ERI) ##Y Add groups.

£ AWS Health 5 HRFPEF LK E4

BRI BEFECHKS, |, UEREME{C S HREZL,
£ AWS Health 2 HIHRPEFKFEH

1. fEhttps://health.aws.amazon.com/health/ZR R $TFF AWS Health 24| E 4R
2. ESMERKP  ITENKFETRR , BRI SLERATIER

a. FORFEAEEEE - EEBETREANEHL,

b. BitMM T - BEEGR EN TEENENES NORNSH,

c. EHEE - BEEELRNATAEMENKS WS LB AR % ENE,
d. BHAS-BEIE 0 REENFHEEM,

AR 8] 73 A i HA [|) 73
ERAKREENES RSN | 55T At RAFVE LSRG B2 SN,

HEFERPEREHN  RE2ETEAGRER  HHE2E4NIFWARNEXEE. AXE
ZiEE , BESH SHHEAES.

# AWS Health ZHIEAR P ER K B4 9



https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-started-create-a-permission-set.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/addgroups.html
https://health.aws.amazon.com/health/

AWS Health RFiERE

BT MRS FIRIEFIET , B ATFEEE AR FPRERNESF, flw, EURTHAX, X
B, SHERMEHLXEFREE AWS RS SFRE NG REE.

ELEEMAENH , MAREMERTRILCESHNEHNH , FAF SHAE BT,

® Note

LAl , BTTERBR AWS Health 2 HERFERHEHNER. B4 AWS RS #BRE |, 28
I M A Y 422 351 TE AR 400 R0 o A BR

Example : \L &#h3# M4 it B = (Amazon EC2) ViR {ERIBE 4

TERERT Amazon EC2 KA /3 3h K M FEZE R B EH,

SRR 8] FR A HA (A7) 10



AWS Health

RAriEmE

Open and recent issues (16)

Open and recent issues (16)

View events that might affect your AWS

Scheduled changes (0)

Operational issue - EC2 (N. Virginia)
Last update: February 16, 2022 at 1:36:29 AM UTC-8
us-east-1

Your account health

Stay informed of important events affecting your AWS resources.

Notifications (3) Event log

Operational issue - EC2 (Ohio)

Configure EventBridge

Get notifications for events that might affect
your services and resources.

Go to EventBridge [4

Back to list view &

infrastructure. 35 issues were resolved in the Details Affected resources
past 24 hours.
Q
Event data
‘ Service: Elastic Compute Cloud X
S i Start ti
Clear filter ervice arttme
EC2 February 20, 2022 at 11:16:24 PM UTC-8
1
Status End time
Open -
Event summary
Region / Availability Zone Category
Operational issue - EC2 (Ohio)
Last update: February 20, 2022 at 11:16:34 PM us-east-1 Issue
uTC-8
-east-2
Heeas Account specific Affected resources
Operational issue - EC2 (Ohio) No 1
Last update: February 17, 2022 at 11:56:09 PM
UTC-8
us-east-2 Description

[04:35 AM PST] We are investigating increased EC2 launch failures and networking connectivity
issues for some instances in a single Availability Zone (USE1-AZ4) in the US-EAST-1 Region. Other
Availability Zones within the US-EAST-1 Region are not affected by this issue.
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AWS Health AriEE
Q IAM-user ¥ Global Support ¥
-~
Last refreshed less than 1 minago| C
Event log
Q 1
Region: US East N. Virginia (us-east-1), US East Ohio (us-east-2) X | | Clear filter
Event Region / R Last update Affected
Event v Status Start time v R
category ¥ Zone Info time v resources
Lambda operational QOctober 9, 2020 at October 9, 2020 at
) Closed Issue us-east-1 -
issue 2:03:48 AM UTC-7 3:11:09 AM UTC-7
EC2 operational October 9, 2020 at October 9, 2020 at
. Closed Issue us-east-1 11:54:16 AM -
issue 1:48:51 AM UTC-7
uTC-7
SNS operational September 30, September 30,
issue peratior Closed Issue us-east-1 2020 at 8:28:18 2020 at 11:42:54 -
AM UTC-7 AM UTC-7
. September 16, September 16,
EC2 t 1
iss eopera fona Closed Issue us-east-1 2020 at 7:30:41 2020 at 7:45:03 -
==t AM UTC-7 AM UTC-7
Storagegatewa September 13, September 13,
I v
J, 9 ) v Closed Issue us-east-1 2020 at 12:46:47 2020 at 6:32:24 -
operational issue
PM UTC-7 PM UTC-7
Deepracer August 31, 2020 at August 31, 2020 at
. . Closed Issue us-gast-1 -
operational issue 6:32:39 PM UTC-7 9:10:12 PM UTC-7
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AWS Health

RAriEmE

- MRTAAHAEX , BIR ID (Hl , Amazon EBS % ID vol-alb2c34f ) 3 Amazon BREFF

(ARN ) ,

« NTFUHHHEREARES KRN RRIRESERROBIRS (FLE, KRAHLEHER ) .
LHREEE 24 PERIFH -, BEHREAREFE 72 MRS ERBRIEPRES.

BRI LATRIE T IRPETRNIE, STLURRIR ID 3 ARN S/NEREE,

Example : AWS Health 5&z | F AWS Lambda

UTREBR SR Lambda B —NREIEHS,

Event log

Q

Ohio (us-east-2)

Region: US East N. Virginia (us-east-1), US East

X

Clear filter

Event summary

Lambda operational issue

Last update: October 9, 2020 at 3:11:09 AM UTC-7
us-east-1

EC2 operational issue

us-east-1

SNS operational issue

us-east-1

EC2 operational issue

us-east-1

Storagegateway operational issue
us-east-1

Deepracer operational issue

Last update: August 31, 2020 at 9:10:12 PM UTC-7
us-east-1

Sagemaker operational issue

Last update: August 31, 2020 at 9:04:39 PM UTC-7
us-east-1

Batch nooratinngl lcciig

Last update: October 9, 2020 at 11:54:16 AM UTC-7

Last update: September 30, 2020 at 11:42:54 AM UTC-7

Last update: September 16, 2020 at 7:45:03 AM UTC-7

Last update: September 13, 2020 at 6:32:24 PM UTC-7

Lambda operational issue

Details Affected resources
Event data
Event Start time

Lambda operational issue October 9, 2020 at 2:03:48 AM UTC-7

End time
October 9, 2020 at 3:11:08 AM UTC-7

Status
Closed

Region / Availability Zone Affected resources

us-east-1 -

Category

Issue
Description

[RESOLVED] Increased Invoke Error Rate

[02:03 AM PDT] We have identified an increase in invoke error rates in the US-
EAST-1 Region and are working towards resolution.

[03:11 AM PDT] Between October 8 10:35 PM and October 9 2:25 AM PDT we
experienced increased Lambda invoke error rates in the US-EAST-1 Region. The
issue has been resolved and the service is operating normally.

Back to list view [F]
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AWS Health RFiERE

- BETKFHOEHRBETENKFREARFHNIKF, Fln , REFERHEAD Amazon EC2 =41
HELED | iF AWS Health I25x AWS X5 ZEHWESURZEIMAY Amazon EC2 £41%

&Ko

FRAUTENBEEGHRLAEEHEREETKFNEH -
« £ AWS Health ##HERF , A EHERSENEARENF, EERRNEHBETENKF, &8
RENBHRLTN , HTIRBETENKF, ., BEXEZEER , 5 AWS Health Dashboard A

e

« £ AWS Health API iREleventScopeCodeZ ¥, E#4ALLES PUBLIC, ACCOUNT_SPECIFIC
= NONE B, AXEZEE , iEZH AWS Health APl 2Z iy DescribeEventDetailsi®{E,

SRR

BAMEE TRER EHFFATA , AT AWS Health E4RFFAEB A+, LARAWEE
EYE3INANMAR—FANITIIER,

AWS Health BH#EBHE R, R BAHUEREE AWS Health EHEZHAES NN ER, ENFE
ROMBFERITHEHUARBE R, EXANEHAREBER, MR- PMEHFERNMALNESF , I
RERBENREEHHNHE. EE-IEH , EMERFER AWS Health E4-FIKR, ST AENHE
WAFEE—NEH , LERBERZEHNES. MEREATNESERL , IASHIRENAR,

BAAE


https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeEventDetails.html

AWS Health RFiERE

Scheduled changes Table

View upcoming events and ongoing events from the past seven days that might affect your AWS infrastructure, such as scheduled
maintenance activities.

QL Add filter Any event L
4 February 2024 >
Sunday Maonday Tuesday Wednesday Thursday Friday
28 29 30 31 1 2
2 Upcoming 2 Upcoming

1 Completed

=

30 January 2024 & X

Scheduled events starting on 30 January 2024 (Showing 3 of 3) View all on the table view
EKS planned lifecycle event (us-west-2)
Event status: Upcoming

EKS planned lifecycle event (us-east-1)
Event status: Upcoming

EKS planned lifecycle event (eu-west-1)
Event status: Completed

2 0 Y BRI

AWS Health SH-TRELEEZHRNBEYIRIR. FEAILIE AWS Health B4MZ R EREM FHE
EZERNRR, BEEERS , HikE AWS Health T, REERENERN Z LW R FETFF,
Xt F IR £ EH AWS Health B4, BA4RHERFEFFRSHEHEH

TP 4% AWS Health E4-7E “SREWR R EHFHNBERZIZWEFRENBE. EWERN I
RUARMEBRSERPE R, HESAPEHREATFERSFTROSHREH —NRO, ETH
BXRUNEREAPEHNESESR |, FSH AWS HealthB it MV E S EH S+

HEHRALANER , AWS Health EH2E RBENAMERSWAAEEXRERNRSHE, BER
HRZFEKSHIRURZEKFOFLETREE, SERKS RGO BT RO RELE RIKF R
E, KFURBEIENESKEL , IUSREZZRKFHARSR, ZSEEARRSHHEE R
0 BRIV TEER,

BRI L E SRR R FH L CSV = JSON BRX THZIEFWHRRYIR, EHAMEF , TEHHX
HEEMRIIKFPNAERR. EALUEDSMBIKSRD , LEETHNXEFNETEZKF R
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AWS Health RFiERE

BRe TEXHPBINZREENTRESIETRN AWS K ID, EventArn, SERE#R, EntityArn, iR
DM EREREE, MRHFET MWLM, WTHHXHFRNEESHEEEHNER,

—RRBETH I, REXHSEI THINERNMIATEXMNRX , HEFETEDIRE AWS
X, SEBFTE BN TH BT XS R

Open and recent issues (0) Scheduled changes (1) Other notifications (0) Event log

Scheduled changes (1)

View upcoming events and ongoing events from the past seven days that might affect your AWS infrastructure, such as scheduled maintenance activities. View scheduled changes that occurred

mare than 7 days ago.

Q, Add filter

Event hed Status

Region / Zone Info Start time v End time

1

Affected resources v

E]

Lambda planned lifecycle event

B 4 Pending 100%
4 May reqrane ation
0 Unknown 0%
Affected resources o Noe abla £ & .
Mot able to verily status
Resaurce data is typically refreshed every B 0 Resolved D%
24 hours o actions required
Affected resources (4)
Q, Add filver
Resource ID / ARN Iy Resource status
arn:aws:lambda:us-east-1:95958660861 1:function:SpringClean-XUG3HHSR-AutoUpdateLambda-atNXDvDLUGP [4 @) Pending
arn:aws:lambdazus-east-1:95958660861 1:-function:SpringClean-XUGZHHS5R-FeatureCheckarFunction-cwZke PWUELAGY ] @ Pending

B X R IE

& X

Download ¥

1

Last update time
3 months age:

3 months ago

& AT LATE AWS Health 2 HIERPE S A X UTC EE5S4. NMREERFEHRFERSEX , N

AWS Health #4IER =+ 0ATEN HBAA R SHHLTH H EIEENNE,
EE AN X B

1. fEhttps://health.aws.amazon.com/health/ZR R FTF AWS Health 12 HIE 4R
FEREKEER , 1% Cookie HILTI,

FFIEEME Cookie , B EAY. RABEBRREFEEI,

£ AWS Health #HIHRNSMERS | EREHXIRE,
NIEH AWS Health ZHIERSFERE —NTX, REERRFEL.

o & 0N

N XiRE


https://health.aws.amazon.com/health/
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ERAELZEITIRRN

AWS Health 55K , AWS Organlzatlons It B EERE TENALANFEKRKFNES, XHERE
MTALPETRHNEHNEFTRNUE, EUUERAXLEE4RERER. RENNAEFPHNER.,

BXEZER  F5H BEKSRE AWS Health S

Enable organizational view
Key benefits
== ;
Organization-wide visibility APl access Chat integration
Aggregate your Health events from all member AWS accounts in your AWS If you have a Business or Enterprise Support plan, you can integrate with the  Using the AWS Health API, you can ingest events into your Amazon Chime or
organization. This provides a centralized view for all events, such as AWS Health API to programmatically use organizational view and look up Slack channel to get notified when an event occurs. Filter events to get the
operational issues, scheduled maintenance, and account notifications. details for events that occur in your organization. Learn more ones that matter most to your organization. Learn more
Get started
1. Set up AWS Organizations 2. Enable organizational view for AWS Health
You must have an AWS organization with all features enabled. After you set up AWS Organizations and sign in to the management account, you can enable AWS Health to
@ success aggregate all events. These events appear in the Personal Health Dashboard.
En. nizational vi View d tati
Manage AWS Organizations [£ | | View documentation ailaovapntzationatiview 1w documentation

AWS Health E4Z1R

&1 AWS Health 2 HIEREEH ESMERE —NMFEREZENRERIR. IR RUERR
FEANEKBPRIA LI AWS Health WEHHE, LATBRERESN AWS EHL, TS
# EC2, WEEhXkREIERERS (Amazon RDS), AWS Identity and Access Management (IAM) #1
AWS Trusted Advisor,

BERERE  MEERENBHREFRENKS, . RE , BTNEE - NEHUSHEIEL AWS
Health 2 HIHERAIRMEZE L.

Example : RREH

TEERTKSHITFAMBAEH
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AWS Health RFiERE

Open issues

Scheduled changes

Other notifications

servic

Event log

BLiE M &% EventBridge

EventBridge A F# M AWS Health EHHNZTLHME RN, EAIAGEKF R X ENRE AWS
Health B4 , ABREAN , UEESHRLETLER AWS Health JBAEHEKEITH.

EventBridge ¥ ELf£/H AWS Health

1. fEhttps://health.aws.amazon.com/health/ZR BT FF AWS Health 32 &I E 4R
2. ESME EventBridge ##H| & UGIEMAN , FHRITUTE—BRE .
ESMBERN “@BREER” T , %&#F Amazon EventBridge.
£ “BLE” T EventBridge , %% “#Z|” EventBridgeo
3. EBZIBRNSBHNEBANMERE, HSREST Amaz AWS Health on ¥ =4 EventBridge.

EHEE AWS Health BH AWS AP BEHRS

AWS R IEERA AWS AFBARS AT EERNEEREXEME AWS kP FMRSHEHHE
H, EPFEH AWS REBHR AWS AFBAHRS , B UEEZHEW AWS Health B9E43KF ﬂ]
BHFERREALANE , HRIREHBAMT RS HEUN B FERY., BxAEALERSHER

S EAWS Health 83 A A AWS FEEEH AWS B @RS

B SUE R LT H A R IE KB WUERY AWS Health &3 AWS A FBAIRS :

o BFERH
* Chat
 J$E8&NH#EEF) AWS Console Mobile Application

BB 5i# EventBridge 19


https://health.aws.amazon.com/health/
https://docs.aws.amazon.com/notifications/latest/userguide/managing-notification-features.html
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SRXEBHATMELE AWS Health TERLAEA , BEMNERT —FRENZEBHARNSZHEXEN
BRITE

(® Note
ELE 7 # AWS Health E4 15 , I/ YK R IDs. HFPRDS (IFREXMA ) MAE
IR, SREMEREALT AWS Health TEZ—
* AWS Health API
I35 _E#Y aws.health &R EventBridge
« B AWS Health Dashboard

Il
glily

XETEREAXTREMIEARNSESHANTENRFA, FIHNER.

A AWS Health E4EE AWS FEEB AT R

ERELN AWS HEBAITH , FEAU TSR

1. APBHRSE E... P FFAWS Management Console,
2. ESMERKRT , EFAWS REBAITHE,

3. WMRMEBEARBH AWS AFRBHRS BAEHEANE AWS Health 17, F%# /3 A AWS Health
B, XNEZAXRBNEFERHEH AWS Health H5ARBMWBEFEfE., AFREHNREZSEXEZE
B, S EAWS Health FHE ASEA AWS 1I£EEH AWS AP BEHRS

4. BOLAREKFEE AWS Health 5EZ1 B, BXEZELR | BESRFHA AWS F£ &8 F7 0 F
BRI ERR A AWS AP BHRS

(® Note

AWS Health [EfE R FHR &2 TR BIFPH AWS EEBEH AWS AR EHRS. A T2 —L
XEHH

« 2025 F 9 A 14 Bzl : fEA AWS REBARIEERHR,

« 2025 9 A15AWS B : FREIEEHNHYEE A AWS IKF, X TFHHTEEEH AWS Ik
PO RIAMBERTOTERARS. BaLE 2025 12 B 15 B2 i ANEZEAEERA,

- 2025F 12 A15 B : AWS REBHACHAEKFEA , B EBEFEER,

A AWS Health EH4ELE AWS EEBAT A 20


https://console.aws.amazon.com/notifications
https://docs.aws.amazon.com/notifications/latest/userguide/managing-notification-features.html
https://docs.aws.amazon.com/notifications/latest/userguide/manage-mns.html#Add-remove-account-contacts
https://docs.aws.amazon.com/notifications/latest/userguide/manage-mns.html#Add-remove-account-contacts
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BT T REUE I e B) AT 44421 AWS Health S4B H. BA AWS REBHSG , [F#iT—
LERMEE, AXESERE  BEZHEA AWS REBHF2REM AT ? FAWSAWS
APBEAELNS#ERNEEEA.

AWSAWS FFBEHEN RBEEFNEEEA
B AWS BB LK EN LT ?

BIANBERT , BEXREBHANNBFEBHALEEATINENIKFRRA (Ritttt, SERRA, KEit
WFRZ LB FEptut ) o BN AWS FEEBH U E|HY B F B4R Bhealtheaws . comifi F&no-
reply-aws@amazon.com , F} BB FEHHNBERN2RET, MREZFHH AWS Health BHIRE T
BFERAALN | Bl &AM A ID BB FERA SRS FEB AR | A E R LR B A CELHT R B
FERHER . MRELFEEIHEBAEZANEN , BARMNBWWEITEEI L S 7 £&3% AWS Health
HEH# EventBridge , ABRIEEEH,

RIS B F BB R ATR S 7 WA JE AL 3hAE 2

AWS FEE @A [E — AWS Organizations AR ZANIKF AWS Health WEHLE R —1RE]
Hep, BUUEEBEKFHNBARLEERANAL, REEBANBESBFHACENBALIEAER
KB RA, ATHLVEENE TG , YAWS EBKFAMRAKF 2BAREZKFBRRIAN , £8
B4 RE—FBAH,

EEARE , EXMNEEEEK, T AWS AP BHRS RS ZE AWS Organizations Bt & ¥ &% F 7]
ERGIEEE N

BXEZFEER , FHHTHNAWS HEBHRE AWS AR BHRS.

k=& S A AWS Organizations RIS 15 RIXR AWS AP BAIARSS FeEZWk B AWS REBEH
BYSC S e FHR 4 2

21, HIER fro AWS A FIBAHBRS m AWS Organizations 3 1T RIS 17 18],
B3 AWS Organizations with Fl with /& A IS H EIE AKX S AWS AFEEIRS ? AWS Health

POEFEMERNEREEZANBHRRSIIDE , ATEABLERBESET BN, OE
5B AWS Health 8 iF4AAEFEIT Amazon KiEH. AWS Health BREF AWS Health =4
EventBridge, AWS Health Dashboard#y AJ{E 17 B R AWS A FBHRS AFERE AWS AR E

AWS EEBHE L RBHEZE 21


https://docs.aws.amazon.com/notifications/latest/userguide/managed-notification-aggregation.html
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HBRS NBEAFATICE AWS Health BHl, HTAHZEAEHRMNR , B EBZNBTURS 2300
REZREER,

EWEALE AREERA ?

B AR BEMITEEH AWS Management Console, BXEZER , HSHAWS Health F#Y 5 A
B AWS £EBH AWS AP B8RS

BRB T EN LAV TE M HIRE SR FEf 4 2

AR, IBTHRG , YETM XA AWS Health B FERFEEE A, TR & 6E A B FaR 49 N Sk #E
BB IERE , RNEBWERITEET Amazon &% AWS Health 9= 4 EventBridge #ER &R )5

e
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https://docs.aws.amazon.com/notifications/latest/userguide/managing-notification-features.html
https://docs.aws.amazon.com/notifications/latest/userguide/managing-notification-features.html

AWS Health RFiERE

AWS Health { &R

BT L E R AWS Health ##HR-REZZTRAREFEMEANZITIRON AWS RS, LTEERT
AWS X HFERSIRENRSEH, BEETEZIIMAERT AWS IKF 158 AWS Health 32 %I E4R-AR
EETIRRTAE,

® Tip
AN ERAHES |, XEFHIHTEBET AWS IKF. MBEERXRE—/MKF |, BRIEWE
BEFKUEE AWS Health #BHIEAMR , HBER TR UEEWENKFFMERSHNESY, EXEZE
B |, i52 AWS Health Dashboard Al 7,

EE AWS Health 2 HER-RSFZITIRR

1. S Fhttps://health.aws.amazon.com/health/ SRS TT M

(® Note
MREELBZIENTE AWS IKF |, BRHEE R EIAWS Health 126 EHR-EEI K -
BRI T

2. ERZEZETWRAT , EBRRREOFNEHRBUEERICIRENSH., BOUEEEXEHFNAT
E8 :

- EHEHNZTEMXE, i, #4AERBE - Amazon Elastic Compute Cloud ( 35 EI4tER )
- REEWR

- EHNTEN , flUSEE R TERR

- RIEERH BT E K

- 1% AWS RS HEHERHEE

(® Note
BA RS X UTC EFEMH. AXEZFEER , BEANKXRE,

3. (FE ) EEMHFEL , 1EF RSS BUTHIIZEMHH RSS iR, BHEEEFRIIERUBERSH
WA AWS X1,
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https://health.aws.amazon.com/health/status
https://docs.aws.amazon.com/health/latest/ug/getting-started-health-dashboard.html#update-time-zone

AWS Health RFiERE

4. EERSHLIER , LEBRSHLIERR, WRERTEE 12 NAWME AWS RS R#E
o

® Tip
BA LR ARS. AWS XiE M B B 1T iF ik,

5. EHTHNBSEHZL , EERSHER
(®
LEERXRZEHNESEFER.

6. (M) EUFELEEHIRNERNERTRER , FERSHIREE, EPEHIPNEREH,
B ERENNERFEEERZBESHNESE R,

Service history List of services

The following table is a running log of AWS service interruptions for the past 12 months. Choose a status icon to see
status updates for that service. All dates and times are reported in Pacific Standard Time (PST). To update your time
zone, see Time zone settings.

Q. Add filter

@ Note

WRIERE 2023 F 9 A2 BN EAAREN | BRER KA URL RIERE M XL
AWS Health 4RV, RELEEE  E2SMENEHZSHNSEHIIRAE,

7. (A& ) &#F RSSIR , KT RSS iR, BFHKEIEE AWS KERNAEXIIEFERSHVEH,
8. (Fk) BALZRIAMFNXE UTC EESEH. BXESER , BEH HXKRE,

9. (W) MREBE—AKF , FRBITAKFESTRIUEESR, BRE , BUUEEEETEK
FHEH, BXEZEER , 5 AWS Health Dashboard A7,

24



AWS Health RFiERE

AWS HealthB it X £ B EEH

T RS XY It R £ A RIS AWS Health,

ES}

- FLAREURNEREREN ?

- SRIFEHNNEREREAENN , FEREMFXL?
- BYRAEREENERRERE

- BREHHNERERES

AR BTN EwERES 2

AWS Health & aJge MM ARFUTAMNEEER, £ AWS 21BREER D | AWS REUERESE
SERENERNEEEHCNEMERRESHARZS, AR , RETREER A XBYTHHETHA |
U EN R BARESEEE, AWS Health 2EEFIHNEEF R A LB , 10 :

o FREALEZIF-BEHRM4 AWS RS STTFRRA, MRFREXLE ENRERENZF , Na
AWS BAEAR FEEREBRET AR B LN NARFEREN,
« Amazon RDS for MySQL 5|ZRAL 1 i
« Amazon EKS Kubernetes iR LK 1L #
- ¥l AWSBERFNENR , TREFEEEXEITH,
« Amazon RDS i M & HLAJIE I H,

(@ Note
FRERE IR AR B AEF AWS Health 5 it £ B BEAHH#TRE

o BARFCHFENIGHN TR . NEWBIEHE AWS Health EHFNEG AR , B EMHERENR
BEBERMRENZ KL /AE AWS Health EAHEXEK, L ARN #XEESEMER ( MRE
B). MRZEMEREEFFRETE , MELPENDING ( #4403 ) "RAIH., MRZEINER
PAIT XA ERESRREMBR , MPRASEFH N “RESOLVED ( EfFR ) 7

(@ Note
- REEBRTRRRSER , ERMDBFBER TEE ABERE 72 /at,

FARBITHWEGEARES 2 25


https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/MySQL.Concepts.VersionMgmt.html
https://docs.aws.amazon.com/eks/latest/userguide/kubernetes-versions.html#kubernetes-release-calendar
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/UsingWithRDS.SSL-certificate-rotation.html

AWS Health AriEE
. ERREDBEFOHNERT | HEFAL TR R ERIRS | R 2P BRI
R
. AWS GovCloud (US) FIi E K R 3% & % RS EH.

SRR EetkNnEmBARSHEANN , FeREMFA?

RIS A HEHH AWS Health 485 AT H5 B &9 HI BA 7 f# BT A& £ 09 4 dn B HAZE {0 H BR ERIR /E RV TEBR
185

EKHEH : SIHRINEXR

EHEBMI . AWS_{SERVICE}_PLANNED_LIFECYCLE_EVENT

EHFFHTE  SHTRNERENRRZEERXT WA HR A H,

SEEERETE  FHERIERERE AWS BRTEREXRNBH, HIER , ATELREELS RATHE,
TR AMNAERBREREE,

® Note

HAT LS REMINEREREHERENEMH ARN , EA4ERKESA , HPIZHME
®R. B2 , ARNs NRAREREZ I AWS IKF HHR , A TELREZA,

RETH IR PWEREAPEH : MRARE , RPN ESEAPRSHIRMEEEDH versions/

changes and 90 days for minor versions/changes 180 X,

AR E FE R U B9 T IE - MNEBREBE AR AWS Health EHNEGEAR , BN T RER
B ERERMRESH ZZ0EES AWS Health EHMHEXE. L ARN BXIEEZEZMER (WRE

A). MRZEMEREFEEFKETE , MLLPENDING ( F44038 ) "R H. WRZEIEFIFRR
THERELRIFEBIER , WHRSEH N RESOLVED ( EFER ) "

® Note

« AWS Health BHI< R AJEER M — BRAT RN IRASE#T , E AWS GovCloud (US) A E i
XBRSA,
- REEPRTRBRSERH , EMPBIER TR ATREKE 72 ) ad,

HWF BN LG EARBHENN | FaREMFL? 26


https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeAffectedEntities.html
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Open and recent issues Scheduled changes Other notifications Event log

Scheduled changes Calendar

View upcoming events and ongoing events from the past seven days that might affect your AWS infrastructure, such as scheduled maintenance activities.

Q  Add filter 1
Event v Status Region / Zone Info Start time v Endtime v Affected resources v

(o] EKS planned lifecycle event Upcoming us-west-2 January 30, 2024 at 6:00:00 PM UTC-8 9 pending

O DMS planned lifecycle event Upcoming us-east-1 January 29, 2024 at 6:00:00 PM UTC-8 1 pending

O DMS planned lifecycle event Upcoming eu-west-1 January 29, 2024 at 6:00:00 PM UTC-8 10 pending

O EKS planned lifecycle event Completed eu-west-1 January 30, 2024 at 6:00:00 PM UTC-8
EKS planned lifecycle event & X
Resource data is typically refreshed every . 0 Resolved 0%
24 hours. No actions required

Affected resources in account 745485236264 (5)

Q. Add filter 1
Resource ID / ARN v Resource status Last update time
arn:aws:eks:us-west-2:745485236264:cluster/prod-ops-cluster @ Pending 15 days ago
arn:aws:eks:us-west-2:745485236264:cluster/nonprod-devs @ Pending 15 days ago
arn:aws:eks:us-west-2:745485236264:cluster/n-preprd-eks @ Pending 15 days ago
arn:aws:eks:us-west-2:745485236264:cluster/argoworkflows-refactor51 @ Pending 15 days ago
arn:aws:eks:us-west-1:745485236264:cluster/prod-refactor @ Pending 15 days ago

BHITHE4BEE

1. MRER , RETRESESHF A B BT 8 X 1809 R TR SR HE IR B B ks
2. MRBEZFBALILERABZABRTFAIERIR , WEH AWS Health SEFIHE R NIRAClosed,

3. MALEERAMBEMARBRIARLERR , NIEZRFE AWS Health TEZHFT I R B H
( ARBEENE ) FRY 4 FRTFH. ELARIEZ/E , &% AWS Health SHFHMIER,

B TEHBER A EE RS /e

ZE2MENRE S HEHRE AWS BTRE. HHBRXATRFEFHFENRSHBBREBEEFNRERE,
XRRAN AWS B, EENEFHNENRERSNEDMMRIRS ST RENYERZENEMF, BRT
HEHRNZEABRRBEEN , EFEATEERFRERS (BREMNR AT ) MEAMMEXNA
BFRHEAWS, BXESZEE , BEREEHEEN,
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CONTINUOUS TESTING OF CRITICAL INFRASTRUCTURE

CUSTOMER

RESPONSIBILITY FOR
RESILIENCE “IN’' THE CHANGE MANAGEME
CLOUD OPERATIONAL RESIL

WORKLOAD ARCHITECTURE

NT AND OBSERVABILITY AND FAILURE

IENCE

MANAGEMENT

NETWORKING, QUOTAS, AND CONSTRAINTS

AWS
RESPONSIBILITY FOR

RESILIENCE ‘OF’ THE
CLouD

mE et XM E A S

HARDWARE AND SERVICES

TR & s A S T ER S MEER T RIMERE

- R S# EventBridge

« {8 AWS Health 2 4IE 4R
- BAFAUE
- ZENNRRUE

- 5/ AWS Health API

AR BT E EwEA#EF


https://docs.aws.amazon.com/health/latest/ug/cloudwatch-events-health.html
https://docs.aws.amazon.com/health/latest/ug/getting-started-health-dashboard.html
https://docs.aws.amazon.com/health/latest/ug/getting-started-health-dashboard.html#calendar-view
https://docs.aws.amazon.com/health/latest/ug/getting-started-health-dashboard.html#affected-resouces-view
https://docs.aws.amazon.com/health/latest/ug/health-api.html
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£ AWS Health APl AWS Health 5E#M RS /K

AWS Health £ —51 RESTful Web B%5 , ©fEM HTTPS {ENtk% , /A JSON ENEEFIILE
Ko BHRNAREFAH AT AEREBD AWS Health APl ZIXER, HRERMER REST API B, XY
BEL4ENRBRYENEREGURKIEEHIER. BX AWS Health RIEEMSBMESFEE. | FSH
AWS Health API 3%,

(@ Note

E#F R AWS Health API , @24 ERE, il A Ozl TR, AWS ZEmE
BERREREL, til AOZelZHEITRIE AWS KPR AWS Health API, £ Uk
F|SubscriptionRequiredExceptionfEiziH B,

BRI BABE A AWS SDKs R % AWS Health REST API /A |, XBE A UL ARFIT XK. EALE
EEH AWS £, REESNELE S HRIENERES,

AWS Health A REH T —1 AWS Health 2 5|H4R AWS Management Console , I T&HME
REHANZ A KR, ES 5 AWS Health Dashboard Al 7,

F&:

« Xt AWS Health AP IER#ITER

« 1 AWS Health APl #ERiEELRET S

- ER  URESFXREZIEEXH AWS Health B4 EIE
« & . £H AWS Health API 1 Java R4l

3 AWS Health API HR#H1TE R

LIRMEH AWS SDKs 5 AWS Command Line Interface (AWS CLI) a1 % HiERet AWS |, XETES
BHEACERETIENEENHTRABANELEBER, flH, WREE ERT Java B AWS SDK
ZENSTAEKRTRERPER , MIXTEE2ZEEER.

Java KB R~HI

BRUMF AWS Health AP 5—EFEANEZ R ERTF Java B AWS SDK |, iS5 RO,

3 AWS Health AP| & RFEITER 29


https://docs.aws.amazon.com/health/latest/APIReference/
https://aws.amazon.com/premiumsupport/
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BB HERE |, RAIVBIUBWIETEFEH AWS BIK A IE B 3T EM G E AWS Health, &7 LAER
IAM AFWEIL, BEXEZEER |, 550 IAM AFPEREPHEIE AWS KRB E R %4,

WMBREFEHR AWS SDKs 55 AWS CLI , NI 4B EBiER, RINBIWEFEH AWS EEm& 4, B
XEZER , FSHPNEE AWS AP| iFRAWS — g5,

79 AWS Health API &R iEFLimTT K

AWS Health 7 7 X33 30-#5h DNS #[Ei# |, AWS Health 2t 7T — 12 RiwR. BAUELREL
wT R LT DNS & , UBEETFIXGET RMENNZE AWS X, XA BBZRAEEERB
FERAMBMNES |, UERT MNP IREGHE S AWS Health,

WREESRLIET R A HERN |, MAEELEN BRKBLET 20 AWS FEEILE |, FAEHNKXiE
BHEZXLE. AN , BFHNEBHRIEAESELN. BXEZER | BHSHE X AWS Health APl iR #H 17X
B

X T IPVBRERIERMNFER , RINBWUERRL *‘“‘F | E#1T DNS ERIBEL TENRESHNER ,
AWS X ARFIEAZXE IPv6 XEFHIMKLLIHT Ko

TRIETRIAEE

DU THEXE LIRT R 7138

& us-east-1 health.us-east-1.a HTTPS
mazonaws.com (IPv4-

X PR)

health.us-east-1.a
pi.aws ( F X5 ) IPv4
IPv6

Passive us-east-2 health.us-east-2.a HTTPS
mazonaws.com (IPv4-

X PR)

health.us-east-2.a
pi.aws ( F X5 ) IPv4
IPv6
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https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#lock-away-credentials
https://docs.aws.amazon.com/general/latest/gr/signing_aws_api_requests.html

AWS Health RFiERE

iR ZHEXE KinT R 713N
Global us-east-1 global.health.amaz HTTPS
onaws.com
(® Note
mRNEEX
o

ERELARTRAREBNEIZETR , FELBLET X CNAME £#1T DNS £ , REMEMBN A
PRRERE AWS X1,

Example : ££Bin R L& DNS

LA R a5 7E global.health.amazonaws.com i = E5E DNS E# ., RE , ZHTIRE us-east-1 X1
mRo M & IFERIZE R BN iw R AWS Health,

dig global.health.amazonaws.com | grep CNAME
global.health.amazonaws.com. 10 IN CNAME health.us-east-1.amazonaws.com

® Tip
F w2 M im 2 EIRE AWS Health 38, B2 , &3 AWS Health BIERENEFH R
KRB, RKEBFHENBRBRRAREEIHARE ., BINEVUEEEXIHAKEZTLRE
HBErrE TERE.

BN UWREBARARZZRIELXE AWS Health 4 33E

FEUUTRBRAEIF , AWS Health SERAEH X £ BRL T S DNS EHRBEE RN XL IHET RMNE
ZXiH, AWS Health FALGEERZRIEEt RN EHBERE. IREFHHILLERN  REBFEH
B THER,

e}

« JE~ : FH Java REFKIAE XM AWS Health E4EIE

« JE& : £ Python B R&IEt XM AWS Health EHEIE

BN L URREA AR RSIE £ REHBIE 31
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JER  EH Java RERIEEXH AWS Health E433E

TR

1R PA

/Ch

ME % Gradle,

EFH Java R4l

MTEHAWS Health & A A 4L 2R GitHub,
EMFERIE high-availability-endpoint/java B %o
EwmTTEOR , BAUT®T

gradle build

WAL T HRIEEER AWS EIE,

export AWS_ACCESS_KEY_ID="AKIAIOSFODNN7EXAMPLE"
export AWS_SECRET_ACCESS_KEY="wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY"
export AWS_SESSION_TOKEN="your-aws-token"

BMALT@®S , BUEITER.

gradle run

Example : AWS Health E4 % H

ZARBRAIRE R AWS KPP &RIE-Et XRVIEE AWS Health B4, AT RAIF , wHTIE
AWS Config BR%S AWS Health B9ZE 4,

> Task :run

[main] INFO aws.health.high.availability.endpoint.demo.HighAvailabilityV2Workflow
- EventDetails(Event=Event(Arn=arn:aws:health:global::event/CONFIG/

AWS_CONFIG_OPERATIONAL_NOTIFICATION/AWS_CONFIG_OPERATIONAL_NOTIFICATION_88a43e8a-

e419-4ca7-9baa-56bcdes4dba3,

Service=CONFIG, EventTypeCode=AWS_CONFIG_OPERATIONAL_NOTIFICATION,
EventTypeCategory=accountNotification, Region=global,
StartTime=2020-09-11T02:55:49.899Z, LastUpdatedTime=2020-09-11T03:46:31.764Z,

StatusCode=open, EventScopeCode=ACCOUNT_SPECIFIC),
EventDescription=EventDescription(LatestDescription=As part of our ongoing efforts
to optimize costs associated with recording changes related to certain ephemeral
workloads,

ER
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https://docs.gradle.org/current/userguide/installation.html
https://github.com/aws/aws-health-tools/tree/master/high-availability-endpoint
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AWS Config is scheduled to release an update to relationships modeled within
ConfigurationItems (CI) for 7 EC2 resource types on August 1, 2021.

Examples of ephemeral workloads include changes to Amazon Elastic Compute Cloud
(Amazon EC2) Spot Instances, Amazon Elastic MapReduce jobs, and Amazon EC2
Autoscaling.

This update will optimize CI models for EC2 Instance, SecurityGroup, Network
Interface, Subnet, VPC, VPN Gateway, and Customer Gateway resource types to record
direct relationships and deprecate indirect relationships.

A direct relationship is defined as a one-way relationship (A->B) between a
resource (A) and another resource (B), and is typically derived from the Describe
API response of resource (A).

An indirect relationship, on the other hand, is a relationship that AWS Config
infers (B->A), in order to create a bidirectional relationship.

For example, EC2 instance -> Security Group is a direct relationship, since
security groups are returned as part of the describe API response for an EC2
instance.

But Security Group -> EC2 instance is an indirect relationship, since EC2 instances
are not returned when describing an EC2 Security group.

Until now, AWS Config has recorded both direct and indirect relationships. With
the launch of Advanced queries in March 2019, indirect relationships can easily be
answered by running Structured Query Language (SQL) queries such as:

SELECT
resourceld,
resourceType
WHERE
resourceType ="'AWS::EC2::Instance’
AND
relationships.resourceld = 'sg-234213'

By deprecating indirect relationships, we can optimize the information contained
within a

Configuration Item while reducing AWS Config costs related to relationship
changes.

This is especially useful in case of ephemeral workloads where there is a high
volume of configuration changes for EC2 resource types.

Which resource relationships are being removed?
Resource Type: Related Resource Type

1 AWS::EC2::CustomerGateway: AWS::VPN::Connection
2 AWS::EC2::Instance: AWS::EC2::EIP, AWS::EC2::RouteTable
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3 AWS::EC2::NetworkInterface: AWS::EC2::EIP, AWS::EC2::RouteTable

4 AWS::EC2::SecurityGroup: AWS::EC2::Instance, AWS::EC2::NetworkInterface

5 AWS::EC2::Subnet: AWS::EC2::Instance, AWS::EC2::NetworkACL,
AWS::EC2::NetworkInterface, AWS::EC2::RouteTable

6 AWS::EC2::VPC: AWS::EC2::Instance, AWS::EC2::InternetGateway,
AWS::EC2::NetworkACL, AWS::EC2::NetworkInterface, AWS::EC2::RouteTable,
AWS::EC2::Subnet, AWS::EC2::VPNGateway, AWS::EC2::SecurityGroup

7 AWS::EC2::VPNGateway: AWS::EC2::RouteTable, AWS::EC2::VPNConnection

Alternate mechanism to retrieve this relationship information:
The SelectResourceConfig API accepts a SQL SELECT command, performs the

corresponding search, and returns resource configurations matching the properties.

You can use this API to retrieve the same relationship information.
For example, to retrieve the list of all EC2 Instances related to a particular VPC
vpc-1234abc, you can use the following query:

SELECT
resourceld,
resourceType
WHERE
resourceType ="'AWS::EC2::Instance’
AND
relationships.resourceld = 'vpc-1234abc'

If you have any questions regarding this deprecation plan, please contact AWS ##
[1]. Additional sample queries to retrieve the relationship information for the
resources listed above is provided in [2].

[1] https://aws.amazon.com/support

[2] https://docs.aws.amazon.com/config/latest/developergquide/

examplerelationshipqueries.html),
EventMetadata={})

Java #IR

- BXEZEE , E2H EAT Java 9§ AWS SDK APl 2% HealthClient 3% 0 FRR .
« AXRIETRFAT DNS EXRNENESEE , HZSHAFHH dns java, GitHub

JER £ Python R ERHIE+ XA AWS Health E4EIE

FREM
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https://sdk.amazonaws.com/java/api/latest/software/amazon/awssdk/services/health/HealthClient.html
https://repo1.maven.org/maven2/software/amazon/awssdk/health/2.14.2/
https://github.com/dnsjava/dnsjava
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BRUIMESE Python 3,
EFH Python R4l
1. MTEAWS Health & 7] AL im T 208 R~ GitHub,

2. SMZEPERIA high-availability-endpoint/python B%.
3. EMTTEAR , WAUTGHS.

pip3 install virtualenv
virtualenv -p python3 v-aws-health-env

(@ Note

X F Python 3.3 REGSHRA , BAILAMFEARNE venv IERRKAUZBERIFE K MEFLE
virtualenv, BEXEZEE , S Python Mt LK veny - SIEERIRE,

python3 -m venv v-aws-health-env

4. WMALT@®S , BUBUEEDIRR,

source v-aws-health-env/bin/activate
5. BITUTEHS , AREKBII,

pip install -r requirements.txt
6. WMANTHTREELRHN AWS £iF,

export AWS_ACCESS_KEY_ID="AKIAIOSFODNN7EXAMPLE"
export AWS_SECRET_ACCESS_KEY="wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY"
export AWS_SESSION_TOKEN="your-aws-token"

7. WMANTHT , UETETR.

python3 main.py
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https://www.python.org/downloads/
https://github.com/aws/aws-health-tools/tree/master/high-availability-endpoint
https://docs.python.org/3/library/venv.html
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Example : AWS Health 4% H

ZARBRANIRE R AWS Tk - FRIE-ERXAIEH AWS Health B4, AT HIRE AWS 228
41 AWS Health =14,

INFO:botocore.credentials:Found credentials in environment variables.
INFO:root:Details: {'arn': 'arn:aws:health:global::event/SECURITY/
AWS_SECURITY_NOTIFICATION/AWS_SECURITY_NOTIFICATION_Qe35e47e-2247-47c4-
a9a5-876544042721 ",

'service': 'SECURITY', 'eventTypeCode': 'AWS_SECURITY_NOTIFICATION',
'eventTypeCategory': 'accountNotification', 'region': 'global', 'startTime':
datetime.datetime(2020, 8, 19, 23, 30, 42, 476000,

tzinfo=tzlocal()), 'lastUpdatedTime': datetime.datetime(2020, 8, 20, 20, 44, 9,
547000, tzinfo=tzlocal()), 'statusCode': 'open', 'eventScopeCode': 'PUBLIC'},
description:

{'latestDescription': 'This is the second notice regarding TLS requirements on FIPS
endpoints.\n\nWe

are in the process of updating all AWS Federal Information Processing Standard
(FIPS) endpoints across all AWS regions

to Transport Layer Security (TLS) version 1.2 by March 31, 2021 . In order to avoid
an interruption in service, we encourage you to act now, by ensuring that you
connect to AWS FIPS endpoints at a TLS version of 1.2.

If your client applications fail to support TLS 1.2 it will result in connection
failures when TLS versions below 1.2 are no longer supported.\n\nBetween now and
March 31, 2021 AWS will remove TLS 1.0 and TLS 1.1 support from each FIPS endpoint
where no connections below TLS 1.2 are detected over a 30-day period.

After March 31, 2021 we may deploy this change to all AWS FIPS endpoints, even if
there continue

to be customer connections detected at TLS versions below 1.2. \n\nWe will provide
additional updates and reminders on the AWS Security Blog, with a ‘TLS’ tag [1].
If you need further guidance or assistance, please contact AWS ## [2] or your
Technical Account Manager (TAM).

Additional information is below.\n\nHow can I identify clients that are connecting
with TLS

1.0/1.1?\nFor customers using S3 [3], Cloudfront [4] or Application Load Balancer
[5] you can use

your access logs to view the TLS connection information for these services, and
identify client

connections that are not at TLS 1.2. If you are using the AWS Developer Tools on
your clients,

you can find information on how to properly configure your client’s TLS versions
by visiting Tools to Build on AWS [7] or our associated AWS Security Blog has a
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link for each unique code language [7].\n\nWhat is Transport Layer Security (TLS)?
\nTransport Layer Security (TLS Protocols) are cryptographic protocols designed to
provide secure communication across a computer network

[6].\n\nWhat are AWS FIPS endpoints? \nAll AWS services offer Transport Layer
Security (TLS) 1.2 encrypted endpoints that can be used for all API calls. Some
AWS services also offer FIPS 140-2 endpoints [9] for customers that require use

of FIPS validated cryptographic libraries. \n\n[1l] https://aws.amazon.com/blogs/
security/tag/tls/\n[2] https://aws.amazon.com/support\n[3]
https://docs.aws.amazon.com/AmazonS3/latest/dev/LogFormat.html\n[4] https://
docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/AccessLogs.html\n[5]
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/load-balancer-
access-logs.html\n[6] https://aws.amazon.com/tools\n[7] https://aws.amazon.com/
blogs/security/tls-1-2-to-become-the-minimum-for-all-aws-fips-endpoints\n[8]
https://en.wikipedia.org/wiki/Transport_Layer_Security\n[9] https://aws.amazon.com/
compliance/fips'}

8. BEHE , BRANTHTRERMELM.

deactivate

Python %R

« HX Health. Client WEZFEELR , HZH EA T Python WAWS SDK (Boto3) API &,
- BXRIERPAT DNS EXRNENEZEE , HSH dnspython TEIH EWHRKIE. GitHub

A2 . FH AWS Health API 1 Java R4l
BATF Java R RAEROMAAEIL AWS Health P i AR AR ZBERXREHMNZAHE R,
S FIB{bELT

FEAMNERFBEES AWS Health API B, ERIERSZ AWS IK7 REEVEM IAM AP E
XY,

B H B —PNAWSCredentialsSEH :

AWSCredentials credentials = null;
try {

credentials = new ProfileCredentialsProvider("default").getCredentials();
} catch (Exception e) {
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https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/health.html#Health.Client
https://dnspython.readthedocs.io/en/stable/
https://github.com/rthalley/dnspython/
https://docs.aws.amazon.com/AWSJavaSDK/latest/javadoc/com/amazonaws/auth/AWSCredentials.html
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RAriEmE

throw new AmazonClientException(
"Cannot load the credentials from the credential profiles file. "
+ "Please make sure that your credentials file is at the correct "
+ "location (/home/username/.aws/credentials), and is in valid format.", e);

S8 2 - ¥HB1t AWS Health APl & %
R E—FF B EIET REK L AWS Health &/ i

import com.amazonaws.services.health.AWSHealthClient;

AWSHealth awsHealthClient = new AWSHealthClient(credentials);

S 3 A AWS Health API B{EFREBEHER

DescribeEvents

import com.amazonaws.services.health.model.DescribeEventsRequest;
import com.amazonaws.services.health.model.DescribeEventsResult;
import com.amazonaws.services.health.model.Event;

import com.amazonaws.services.health.model.EventFilter;

DescribeEventsRequest request = new DescribeEventsRequest();

EventFilter filter = new EventFilter();

// Filter on any field from the supported AWS Health EventFilter model.
// Here is an example for Region us-east-1 events from the EC2 service.
filter.setServices(singletonList("EC2"));
filter.setRegions(singletonList("us-east-1"));
request.setFilter(filter);

DescribeEventsResult response = awsHealthClient.describeEvents(request);
List<Event> resultEvents = response.getEvents();

Event currentEvent = null;

for (Event event : resultEvents) {
// Display result event data; here is a subset.
System.out.println(event.getArn());
System.out.println(event.getService());
System.out.println(event.getRegion());
System.out.println(event.getAvailabilityZone());

S 2 FHa1L AWS Health API 2 /= i
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System.out.println(event.getStartTime());
System.out.println(event.getEndTime());

DescribeEventAggregates

import com.amazonaws.services.health.model.DescribeEventAggregatesRequest;
import com.amazonaws.services.health.model.DescribeEventAggregatesResult;
import com.amazonaws.services.health.model.EventAggregate;

import com.amazonaws.services.health.model.EventFilter;

DescribeEventAggregatesRequest request = new DescribeEventAggregatesRequest();
// set the aggregation field
request.setAggregateField("eventTypeCategory");

// filter more on result if needed
EventFilter filter = new EventFilter();
filter.setRegions(singleton("us-east-1"));
request.setFilter(filter);

DescribeEventAggregatesResult response =
awsHealthClient.describeEventAggregates(request);

// print event count for each eventTypeCategory

for (EventAggregate aggregate: response.getEventAggregates()) {
System.out.println("Event Category:" + aggregate.getAggregateValue());
System.out.println("Event Count:" + aggregate.getCount());

DescribeEventDetails

import com.amazonaws.services.health.model.DescribeEventDetailsRequest;
import com.amazonaws.services.health.model.DescribeEventDetailsResult;
import com.amazonaws.services.health.model.Event;

import com.amazonaws.services.health.model.EventDetails;

DescribeEventDetailsRequest describeEventDetailsRequest = new
DescribeEventDetailsRequest();
// set event ARN and local value

describeEventDetailsRequest.setEventArns(singletonList("arn:aws:health:us-
east-1::event/service/eventTypeCode/eventId"));
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describeEventDetailsRequest.setlLocale("en-US");

filter.setEventArns

DescribeEventDetailsResult describeEventDetailsResult =
awsHealthClient.describeEventDetails(request);

EventDetails eventDetail = describeEventDetailsResult.getSuccessfulSet().get(0);

// check event-related fields

Event event = eventDetail.getEvent();
System.out.println(event.getService());
System.out.println(event.getRegion());
System.out.println(event.getAvailabilityZone());
System.out.println(event.getStartTime());
System.out.println(event.getEndTime());

// print out event description
System.out.println(eventDetail.getEventDescription().getlLatestDescription());

DescribeAffectedEntities

import com.amazonaws.services.health.model.AffectedEntity;

import com.amazonaws.services.health.model.DateTimeRange;

import com.amazonaws.services.health.model.DescribeAffectedEntitiesRequest;

import
com.amdescribeEventDetailsRequestazonaws.services.health.model.DescribeAffectedEntitiesResult;

DescribeAffectedEntitiesRequest request = new DescribeAffectedEntitiesRequest();
EntityFilter filter = new EntityFilter();

filter.setEventArns(singletonList("arn:aws:health:us-
east-1::event/service/eventTypeCode/eventId"));

DescribeAffectedEntitiesResult response =
awsHealthClient.describeAffectedEntities(request);

for (AffectedEntity affectedEntity: response.getEntities()) {
System.out.println(affectedEntity.getEntityValue());

System.out.println(affectedEntity.getAwsAccountId());
System.out.println(affectedEntity.getEntityArn());

DescribeEntityAggregates

import com.amazonaws.services.health.model.DescribeEntityAggregatesRequest;
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import com.amazonaws.services.health.model.DescribeEntityAggregatesResult;
import com.amazonaws.services.health.model.EntityAggregate;

DescribeEntityAggregatesRequest request = new DescribeEntityAggregatesRequest();

request.setEventArns(singletonList("arn:aws:health:us-
east-1::event/service/eventTypeCode/eventId"));

DescribeEntityAggregatesResult response =
awsHealthClient.describeEntityAggregates(request);

for (EntityAggregate entityAggregate : response.getEntityAggregates()) {
System.out.println(entityAggregate.getEventArn());
System.out.println(entityAggregate.getCount());
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Z2 M AWS Health

TEEAWS BREHZE, FHN AWS BF , BAIUZRTENREARSHRZ BB BEALANERMY
BRBAE R OMM KR,

ZERMAHEEE AWS 5 E, TEHEEXFEFHRNENZEMNZIN TSN

« TRE — AWS ARRIPE AWS ZHIZEIT AWS IRFHVEREN, AWS ENBIREATUR2ER
KBRS, ENAWS EMITREA M ER T EN—&2 , F=FFIHTER N HAMBIERNEZ 2
MAEMME, ETHERNEAITR AWS Health , FZHERERITRIX 2 T E R HIAWSAWS RS
BEMITX.

« TIRBEE-ENREHREERN AWS BFRE, EEFENEECRRNT , SFENHFEHHR2
. BRANERANERREREN,

AR RIS B AR T AR AE G FA B AT B 9 1B SRR AR R AWS Health, BAT ERR G2 R W3 1T B
AWS Health SUE R BN REMEMMEB IR, L& FZET MAERAHEM AWS RS R BN AL IEFES
&K AWS Health &R,

e

- FHBIERF AWS Health

« X AWS Health# 17 & 3 #i5 0 B8

- BFMEHE AWS Health

- EAMHRIE AWS Health

» ¥ AWS Health

« AWS HealthH (W ERIE W Z &M

- A E M IRE 2 HT AWS Health

« AWS HealthtY £ RIEEE

PR BIEFRET AWS Health

2 AWS IBEFEREA T PHEHIERP AWS Health, INAEH R AWS |, ARFEFETHAER

BRIEKEMEN AWS =, BAREPNEEELEMESH EHNRNBTNRE, BEATEMERD
AWS RS NE2BEBMERES . AXBEBALNESELR  FEAKERBLELRZ, BXEMNHK

BIRERF 42


https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/data-privacy-faq/

AWS Health RFiERE

BRIPWEER , ESH AWS Security Blog E#J AWS Shared Responsibility Model and GDPR 8% X
=,

HFHEERF BN , RIONEBEUUERT AWS Ik ZIEHEH AWS IAM Identity Center 2% AWS Identity
and Access Management (IAM) RENARAF. X , SMNAFPRREBETHIERIRAMENNR.
REWEBIE AT AR EIE

- NBNKFERAZSESHBRIE (MFA) .

« AT SSL/TLS 5 AWS RFR&EF. BMNERMSEA TLS 1.2, BWFEA TLS 1.3,

- FAHRE API AP EZIBE AWS CloudTrail, BXx{# A CloudTrail BRERIEHIR AWS JEFIHNEER
BHZ @ (AWS CloudTrail BF#ER) REIFEARE CloudTrail &,

- A AWS MEBHRERUAREFHORAERINZEEH AWS RS,

- FABRIEEZLRS (HlI Amazon Macie ) , ©EBIT XIMMRI Z#1E Amazon S3 HEV U
BiE

o MREE AWS BEXGSITRES API HITHRINEEZST FIPS 140-3 RWiIFM INZESR | EEA
FIPS it R, BXTHAMN FIPS HRNEZEER , B5H (EEKRIPEELERAL (FIPS ) 5 140-3
W) .

BABRWE /N BEESHBER (WEEFNE TR ) RAREHEABAXNEFER
(MEMRFER ) . XTELEERAEREE. API AWS Health A E A AWS RS HXEAESH A AWS
CLI, API 58t AWS SDKs, ERTEMBHREHEBHRAXRFRIAANEARESRTESATIT
BHLM BT, WREEABRS[RAEM L |, BARWEFSEEM U P IEEIEE B KRB IUEX Z RS
2RHER,

6k
B M T AR AWS Health MERIEHE L.

HENERERFERPNEE ( HBEMNRSEREEN AWS IKFE ) MBSHE (#/E AWS
RSP ) . BALMERERERZEMY (TLS) RFERMPNEE , MEAFF RNBRF BSBE.

AWS Health A& EEFPIEFRDNRBER (Pl) , Fla0B FEbFbit s B~ # S,
A INE

FHOFERIEES A INZE AWS Health 89,

AR IE 43


https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-trails.html
https://aws.amazon.com/compliance/fips/
https://aws.amazon.com/compliance/fips/

AWS Health RFiERE

&5 P &
ZENMRENFBEBBEEERAIES AWS Health FEI N,

ZHEE

AWS Health "X HFRE AWS =i NZNHFEREZEFEBN MZZH,

5 AWS Health# 1T & 10 5 A &2

AWS Identity and Access Management (IAM) AWS g5 AIEHEBIEE A R R FHIX AWS BIRAV R
R, 1AM B 5 $2 1 AT DU 4T B30I ( BF ) MR (HAENR ) £/A AWS Health BiR, &
AILAEA IAM AWS RS , TEXAEAEA.

F

=

KK

ZAX

- ERSHHITEHRIE

- FERARKEEE

« f{a AWS Health 5 IAM BB & A

« AWS Health & T 5 4§ 5K #& =51

« X AWS Health & 15 #1563 17 S FE HEBR
- FRSHEXAEHT AWS Health

« AWS WVFEE R # AWS Health

"
5>

R 5 = AWS Identity and Access Management (IAM) @8I AE , E4ABUR T B8 T4
AWS Health,

REAF-INREFER AWS Health RETRI/E , MIEER SN BREMENEZIEMNERE, LHIREH
E % AWS Health ThEERTER TER | (ROTBEEEFHTNNNIR, THNAEBHRNREBTFELER
RBEREEHONRE, MRETETFE AWS HealthF HY4EE |, 5550 X AWS Health 5 13 011/ 8] #1784
BEHERR,

RS EE R - MR B AT T AWS Health BIR |, M ATREHRE L 1HEINPR AWS Health, &8 T4
=HREEN RS B RiG R B AWS Health ZHEERMRIR. ARE , B4000 IAM EERIERERUE

S5 R EE 44



AWS Health RFiERE

WRSHAFPHNE, FEEZAELNERUTE IAM WELRES, Ei¥A 7T HBENL TN IAM
B4 #EHA AWS Health |, {5250/ AWS Health 5 IAM BL&#EH,

IAM BER : IREE IAMEER , BAEFE THRNMAAREFRIEUEEX AWS Health#Y i 8] £ R
NFEHER, EEFETUE IAM BEHA AWS Health ET B HRERRE R , 55, AWS Health
EF 5RO EE A

£ & 21T & 0 IR AIE

ENRIIRE AWS FRAEHEIEEZN AR, 4T IAM BF 5ASETIE AWS IkFRAFE
IAM £ @317 5 BT ( BFE AWS ) o

B ERABEY S MRRENEREL AWS BRE 510 E K. AWS IAM Identity Center ( IAM Identity
Center ) A, RLARAMNEREFSHRIEUAKREN Google = Facebook ERHMEEE F 108 R,
LELBREBMERN , ZNEERUGER IAM ABIEE T SHKERIE, HREABKSETHE AWS
i, IRRRERERE -1 A,

BFEEHNAFER | EALIEF AWS Management Console 2 AWS 5[ETTF, BEXBEZNEZER
AWS | EZ [ (AWS &F AFEmR) PR NAEZEE AWS KF W,

WMRE AWS BUREHZRIGRE , e AWS REBM4TT R EH (SDK) Manw178A (CLI) , UEFERE
MERNERFTMNELE R, NRETEHAAWS TE , MIXFECEBER, BXEABENSEE
TEBBERNEZFER , FZMH (AM AFER) PHATEE APLTERHAWS EERA 4,

TRERAAMBHRIESE , SHMUTREERMEMEZLER. S, AWS BULEASZESHRIE
(MFA) RREKFHNREM, ETRESZER , 256 (AWS IAM Identity Center AF1ERE) FHNZ
ESHRIEM (IAM AFIERE) F/ IAM FHAWS ZEFHRIT,

AWS K P root FIF°

Bl AWS K, BEER—NEBRXEH , B0 UNAZEHRKS RRMRAE TR AWS RS M7
Ro L H DI AWS IKF root BF7 , QI MK P Bt 62 F A9 B8 7 BB 44 3t ik AN 22 0 B S BN AT 15 )
ZH5 M, BARWESECRRAFNITERERES. RPEFBRAFEIE , AERXERIERRKITRIE
AP EBRITHES. BXFEECURAFSHERNESHERIIE , B2H (AM AFERE) +
MEERASEIENES.

IAM AP a4

| AM AP =& AWS K~ RERXNASRNARFEARENRN S M. EAENBRT , RINBUE
ARG EILE  MARCBREAKHEIL (WEBMEEESR )W IAMAF, B2, IREA-LERE

A B M7 S ORI 45


https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_sigv.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/enable-mfa.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/enable-mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html

AWS Health RFiERE

MEAZRFERBZIELUR IAM AP , BUERRIBRRHA, BXESEE , B2H (AM AFE
M) PRNTEERBEIUENASL , NEZEZENEHHRER.

IAM AR —NMEE—4H IAM AP SR, BTECERAEANEHER. BULUERAAR—RIERNZNA
FPIEENIR, MREEAEAF , FRAATUERWMEERAFRNIE, it SaUBE—1 8 NNE
48 | IAMAdmins H O iZE AT FEE IAM BRI E,

RArREAGTE. ArE—#5ENMARBNARFXEK K MACEELFTECHNEANARA. AFE
BARANKHELE  MACRAKNTIE, ETHRESER , H5H (AM AFER) #1 IAM A7
FOREIEESHS

IAM A&

| AM SEREZNBEERENR AWS IkF W&, BERLT IAM AR , EEREARTXKEK. EXE
FIRRTELE IAM & AWS Management Console , B LM A F 12| IAM A6 ( 248 ) . BT
LB A AWS CLI 5 AWS API R ESEABEEX URL RRAAE, BXxFRACHEEZNESE
B, #ZH (AM AFER) PR ABEBNE Z.

B AR EIER IAM SEeELTERTRER !

- REAFIER  EMKESHIENIR , BFUEAEHNACGENNIR., HKESO0HITEMK
iR, ZEONEACHXEABER TFHEACE LHNNR, EX<ATHRESARIEINACNE
B, #EZH (AM AFER) PREXNE=ZFSOREFCUEAE (KREFHRIE) . MREFER
IAM Identity Center , N EEF BENRE., NIZFHENERERTEARIEETAHRINAR |, IAM
Identity Center fH X REES IAM VA EHEXEK, EXNEENER , ESH (AWS IAM Identity
Center AAF#E®) PHINRE.

o IGEY IAM AR  IAM AP ARA IAM AR SAS® | LERRFBHNBEESHTENR.

- BIKFFEH  EUER IAM AU ATFFRIKSFHENA (EERE ) HRENKS R
R ABRRTEKFHRANBRHNEELN, BR , X TELERR AWS RS , &0 LU RIS E 2
MERR (MAREAAREANIRE ), ETHEATEKSLRANAGNET RIFRARE 2B ZE
Bl , ESH IAM AP ErRPRY IAM A ESTIK 7~ BR T3 [

- BIRSIFR — B AWS RS FEREM AWS BRERESHPHIThEE, Flin | ¥EERSHIRITRIF
B, ZRSEE ST Amazon RE{TRARRF EC2 HIE Amazon S3 FE#EN R, RS TEELEH
RXEARANEENNE, F£ARSACSMERRSHEXASERNITIHRE,

- RRIGFILE (FAS) — HEER IAM AP A BEPHITRER AWS |, BHANEFEA, £EA
RERSE , BARESWMIT—MEE  RABLBREEEMRSH B35 —MRE. FAS EREA
ZREANMBRUK AWS RS [ FilERS R HBERNER. AWS RERBLUBRSWIFTESHM

A B M7 S ORI 46


https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/gs-identities-iam-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/gs-identities-iam-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage-assume.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html

AWS Health RFiERE

AWS RS BRBEXRBEFRESERNIBERE , &Kk H FAS #Ek, EXHBERT , BUMEFHRIT
XFATIRENNR, BxAkH FAS BREMWKRKERE , BSRELHELE,

- BSAG - REARRRSAREELNIK S PHITREM DR IAM A, IAM B 5 7 E
IAM 812, ERAMERRS AR, EXEZELR , 55 (IAM AFER) Rr6lZER[ AWS iR
ESERNENEE,

« BEHERAC-RSEXRAGR —HEZINRSHEE, AWS BRSRS AIRKARKREHRITERE
HA®, RESHEXABHINEENT AWS IKF |, FRBERSHRE. IAM EERAATUERETRE
R IRS B BRNER.

- £ AQ@ mazon LIETHINAERF EC2 — &R LAER IAM AREEE EC2 XMl LiE1TH AR H
AWS CLI 5 AWS APl IERH N AR FHIEEHES, XH7E EC2 SKflhFR TR ZAE TR, E
71 EC2 £fl0 8 AWS AEHEETHEMENARFEER , BFEZ0IE — M EZSEHIH £ 61
BEXH., ZHBEBXHTEZAE , HAWHE EC2 R4l LETHREFREIRMESR, BXESE
B, &SR IAM AFREEFHNER IAM AfE7E A mazon EC2 £ LiETH N ARF R FNR.

£ F SR = I 1 ]

EREL AWS B el 2 RS EM IR AWS SRR FRZEF FAHRNR, REREFH—
MR AWS |, SEEHHRFEXREKN , ESEXENR, AWS EZHA (AF. root AFRAES
E ) REFERMITAXLERE, REFHNRBERATERELIFER, KRSBEREERL JSON X1
By AWS FEX 7 EH, BX JSON RBNHENEMNAETNESEE , SR IAM AFErREFRY
JSON SREEHE

EE R WLAER AWS JSON REERIEEHERRIBEMF L, BR2H , BN EETUANF AR FERITER
1, AREMAAZKHETHIT,

RIANBRT , BRPANAREKENR. ERFAFPNMERRIITRENDTIR , IAM BEER TSI
IAM KiE, EERABEERAAMA®NNJIAM XK , AFRFAIURAAE,

IAM ZRBEE IRMERIINPR , TR FAFERAMA S ZHITRE, Bl , RIREEFE—NAW iam:GetRole
BRENKRE, WA ZERNHEF M AWS Management Console AWS CLI, = AWS API SRER& &

B .
ET 5O RE

ETEHNRBETMMESZH (0 IAM AF, AFASAE ) 1Y JSON RRREE A, XLRE
EHERFMASAEMPRA TN BERRNTHBERE, ETHRNTOERET HHRRE , FSH
(AM RF$Em) FHEAESEERBE L EE YL IAM IR,

AR E R 47


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#access_policies-json
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html

AWS Health RFiERE

ETEHNRBALR -SARNAKREEREEA KK, ARKBEERALEIAS, 4HAG
o, HERBRIMMAER , SALEERMIIFHNSIAF, HANSE AWS K, RERKIE
AWS RERBNEFEERE. BT HNAERERBNRRKRE 2ERTIERE  F360H (AM AF
B PRERERBSRNBRERR < BFITEE,

BT HRMN R

ETRIFHREE M N FRAY JSON KM, ETRFMNRENRESE IAM ABEERKEM
Amazon S3 FEMEKE, EXHFETRARNEKBHES T , BRSEER AUEACIREFHNBEER
BREVEE. NTHEERMMKREHOER , REEIEEEE AN 2R RNTHREREAREF LSRN
THIT, BLTEETRFENRBREEER, ZRATNSEKS, AP, A, BRERAFH AWS

ARSS o

ETRFNRERNMTIZRSFHRNEKERKE, ETREETRRNKBEHERM IAM P AWS HEX
B

AWS Health XFEFRROZMH, B LIEERF JUEEWN AWS Health B4, a0 | BBz
— MY A IAM BRSP4 E Amazon EC2 4K RE AWS Health Dashboard,

EXESED | H2H AR,
5 [A] 22 &1l Il 2=

TREFIFIR (ACLs) 2HMLERFTEA (KFKA, AFRA® ) ANBRER, ACLs SETHIRN
REERL , RECAEEA JSON KB,

Amazon S3 1 Amazon VPC M2 X#EM RS R~ ACLs. AWS WAFE T E Z{SE ACLs , FZ 1
(IO EBEFERS T X EIER) FHILREZES FIER (ACL) #ER,

AWS Health X% #F ACLs.,
Yy T
AWS ZHEHEMAARKENWREER, XERBEERTTDUREEEANKREER O ERFHNRANER,

- RRLA : RRLAAR-IERBE, AT REETSORERBALN IAM X4 (1AM BF A
&) BFHNRANR, BANXERENRILR. SEEZRNREXECET HHHRBERENRIL R
MR, # Principal FEEAFRAGHETHARVRBAZINRD A RS, F-—TREPHE
RNELFEZ AT, BRANRLANESEE , FSHIAM BFERFH IAM EEAIRRD 5,

AR E R 48


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/acl-overview.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html

AWS Health RFiERE

- IRSIEFIEKM (SCPs) — SCPs 2 JSON it , ATHEEPAHLAHAR LA (OU) BIF AR AWS
Organizations, AWS Organizations & — A T ENELHENZ AWS K/ DT o HAMEFR
EENERS. MREEAHALTHFMETIE , WA LUFARSEHIKEE (SCPs) NA T E&NERRME
k. SCP PRI A, RV (BIEEN AWS IKFRAF =4 ) BXPR. B Organization
SCPss MINEZE L |, 210 (AWS Organizations A 1E/) YIRS 3 HI R,

o BIREHIZERE (RCPs) — RCPs 2 JSON KB , Bu[LAEA EXRZEK S, P RRNH AT AN
R, MEZEEFHMBEBENENREN IAM K#, RCP FR&IK A MK hRRNNE ,
AREFMEN (SESH ) BERNR AWS IkFRAF , TeXESHRERE TENELE,
A% Organizations WEZ{E 2 RCPs , @3 AWS g% ZX#FH %%k RCPs , 52 H (AWS
Organizations AIFIEE) PR FRZEFIHKE (RCPs).

- RERE  RERBEIALUREFRANACKKEAF RGN X FENENSBEZENSRER,
ZRAFNNRREAFSACGHNETSONRBANQERBNRE, NREATURBETRENE
B, F—MEXBPNEXIELFNEZAT. BXEZER , BZH IAM AFEETRHNSERR,

S REERE

SN RBEWRBEA T —MERE , ERHRREMERNELIRRE, BT HRES RS HRBEE R
WA AWS ER B AVER , HS5H IAM AP EEHR IR ITEEE,

] AWS Health 5 IAM B &EH

EEH IAM BEEiHRNR 2 Bl AWS Health , 8RZ 7 BRI HE IAM Ih8E AWS Health, E€H
T #Ean{a] AWS Health &AM AWS BEE5 IAMBEESER , 58 IAM AFEEHHNE IAM BL&FE A
AWS R .

FH

« AWS Health ET 5 A KB
« AWS Health EF &R K#E
« EF AWS Health FrZEHI R
« AWS Health IAM B

AWS Health EF 598K

£/ IAM ET 5 ORRE , BUUEEATIIELNRENTR , UREEEFLAZAH T AFRIELSL
B1F. AWS Health XIS ERE, BREMSFAHR, BETHE JSON KR ERANABERE , 55
C(IAM AIF#E®E) HHY IAM JSON KB TESE,

W17 AWS Health 5 IAM B4 & 49


https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_rcps.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html

AWS Health RFiERE

BRI

EERWLER AWS JSON REERIEEHEARIBEMF L, BR2ER , BNEETUNF LR FERITER
1, UREMFARHETRIT,

JSON REEH Action TR TA THERKP AFIIEL B RINRE, REBREEEESXEKN AWS
APl BERE. B—LEHINER , HlIRBTE APl BENNBRNR R1E, & -LREFTEETRK
RIITZS MR, XM INREF KR

H R EREUR FHATRERENRR,

FERITHRBGIRVETEIR/ER AWS Health SERUL T HIZ:health:. flin , EFFE
ADescribeEventDetailsi@id API REEEEXREEEHNFAGSENNIR , BREEEXRKFIE
Zheath:DescribeEventDetailsi®fE.

K FEREMSMEEActiongNotActiontE, AWS Health EX T E B —ARE |, XEBEHER
TR LAE A L RS AT E S -

EESEMEADEESZD B#E , BERAESHENRT , M TR
"Action": [

"health:actionl",
"health:action2"

E W MERBES (%) BESMRIE, W0, BEIEELLHEFE Describe FFAMAERE , BEEUT
B,

"Action": "health:Describe*"

E&EE AWS Health 24E5K , 55 IAM A 38R AWS Healthd W E Y21,
HRIR

EIE R A LAER AWS JSON REERIBEW ARG RMT L. HHRYH , BN EAEATLIM AR RINITER
B, UREMFARHETHIT,

Resource JSON KB TRIEEERMHMNAREN —NHZ IR, BAXITEE Resource
NotResource T, ENBEXE , HFERH Amazon BEEF (ARN ) HERR. N TFXFHE
BRER (MR BRENR ) WigE , BIUBRITHIRE,

T AWS Health 5 IAM B & & 50


https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeEventDetails.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awshealthapisandnotifications.html#awshealthapisandnotifications-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html

AWS Health RFiERE

XN T AXEFRRRNROERE (W HERE) | EEAEES () ENEANATHERR.

"Resource": "*"

AWS Health EHHE R T Amazon FREBF (ARN),

arn:${Partition}:health:*::event/service/event-type-code/event-ID

Blan |, BEEIEAPIEE EC2_INSTANCE_RETIREMENT _SCHEDULED_ABC123-DEF456 =4 |, EEH
LA ARN,

"Resource": "arn:aws:health:*::event/EC2/EC2_INSTANCE_RETIREMENT_SCHEDULED/
EC2_INSTANCE_RETIREMENT_SCHEDULED_ABC123-DEF456"

BNV LEEE EC2 B THREKFHIFIE AWS Health B4 , EEABES (*).

"Resource": "arn:aws:health:*::event/EC2/*/*"

BXEBAMWEZELE ARNs , BSH Amazon FRB# (ARNs) # AWS IRE an & ZE 18] o

HL AWS Health BETENBERRNT, EXEFRT , BLAERABEF ().

"Resource": "*"

AWS Health AP| I ETRES R ZNEIR, Hli0 | iZDescribeEventsi#@EIREI B XF BIEERERLEDN
EHNEE, XEKRE IAM AP XMEEEFEREHHNR,

EEEMEYPEESNER , i ARNs AES 2R,

"Resource": [
"resourcel",
"resource2"

AWS Health X EZHFEITRREBHHRBFERNIR , BXZFDescribeAffectedEntitiesHl
DescribeEventDetailsAPI #1E, BXxEZELR |, HSR ETHREME TIRENZH,

EEE AWS Health BRFEHZ HFIXR ARNs |, 555 IAM B F R AWS Healthd 89 H E X H &E R
ETRETUERLREPIBESNRIRN ARN |, FSH AWS HealthiE X VR 1E,

W17 AWS Health 5 IAM B4 & 51


https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeEvents.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeAffectedEntities.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeEventDetails.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awshealthapisandnotifications.html#awshealthapisandnotifications-resources-for-iam-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awshealthapisandnotifications.html#awshealthapisandnotifications-actions-as-permissions

AWS Health RFiERE

i

EIE R A LAER AWS JSON REERIBEW ARG RMF L. HHRY , BN EAETTLIM AR RINITER
E , UREMFARHETHIT,

£ Condition Jt¥& ( = Condition R ) & , TS EBAERMNEH. Condition TERTIE
N, BUNUCEFRAZGZER (W, EFTHDNT ) BEHRER , UERBPRNFESERPHE
T

WREE-—MEAPEESZ A Condition THE , HEL Condition TEFIEESMNE , W AWS
£ AND SHEITMEEN]. IRENENZHREESNME , NERAZBBOREER AWS 1145
o ERTEWHNNRZALTURBARBNRME,

EEESRHN , ZUAUERSUFEE, S, REEFEA IAM AR 4512 IAM AAFET , B 8ER
HETFHRRRHNNER, BXEZER , F2H (AM BFERE) 780 1AM ERTE  TENHZ,

AWS X #F£2RAFHZHNBETRSHFGZH, BEEEME AWS £2/5F4E , EZH IAM AFE
FPHNAWS £ RS L TXESR,

AWS Health EXHEN&RMHRE K EXHEA-L2RENHR. EEFMAE AWS 2REZNHR , 5
59 1AM AP EEHRIAWS £ /&4 LT XRA,

DescribeAffectedEntitiesl DescribeEventDetailsAPI 24X
¥health:eventTypeCodeflhealth:servicefH&,

EEE AWS Health &4 @5I% |, HZH IAM AP ER AWS Health W RGEZEH, BT #RET SUE
RZAROBRENTR , S REEENLE AWS Health,

R~

EHEE AWS Health ET BN EBHURA , 52, AWS Health ETF 541 KBS RO
AWS Health ET &R K

HETHRROEER JSON KA , ATHEEZEATUEBLRHE TR AWS Health BIREHRITHL
B{E, AWS Health THEHFETRREHNETRENNRERE, ETARNKBEAFEETERD
Halk R R FERANE, S ERAETRRENEERATF AWS RS 1HRIEH AWS Health B4,

ESABK/ER , SRLHEANKS SHEAMKS P IAM KEEENE TR RBEHHETLA,
HEKSEARMNBETRENREARBIUGEXRRIEN —¥ME, HERANBRYLT AR
AWS IKF RS, RSB RFEARBR T HRBRONR, BIFET 5089 KBS 1RSSR LR

W17 AWS Health 5 IAM B4 & 52
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FRR. B2, MRETRFENRBEEE —NMNKFPHNEARTFHRANR , WFFEFAANET SHH
Kb, AXEZER , BHZH (AM AFERE) 8 IAM AeSETRFENRBEEMTE.

AWS Health X Z# 4t XY DescribeAffectedEntitiesFl DescribeEventDetailsAPI {EME T RFEHN R
B, BRULIERBEPISEXLRE , LENMLERIEAXME (KF, AR, S8FMEKSAF ) X
AWS Health EHHRITIRE,

=~

EEHR AWS Health 2T HRAV KRB RS , TERETHRBENETRBEN 4.

ET AWS Health #rZHI TR

AWS Health 7z 4512 2R S E T AR 12 15 E AU BR o
AWS Health IAM &€&

| AM A& RIEH AWS Tk i B84 E RIS,
G FIESE S A AWS Health

A LAER IR FIE# TS B ARIEES , 2k IAM B9 REKF AR, S LB
HAssumeRoleD 2 2£H AWS STS API ##4E3RIREUIE B 2 £ iF 5 GetFederationToken,

AWS Health X #5 A ImAHE$ .
REHEXAE

RSSHER A B RV AWS RS HEHEMRS PR FRARRETRRE. BSHAXBEERE IAM IK
P, HRZERESE. IAM BEAAUEFEETRERERSEXACHNR,

AWS Health XIF5RFEXPWACHITER. AWS OrganizationsfRESHEXAEH

&7 AWSServiceRoleForHealth_Organizations. ZAGMKHH 2 Health_
OrganizationsServiceRolePolicy AWS T E K&, AWS HEREE AWS Health SSiFMNA LR E b
AWS Ik 7= 177 B R R SE 44

& 7] LAE F iZEnableHealthServiceAccessForOrganizationi@ EE K F el B REZHR< AR, B2 , W
REZRAIhEE | NAM &I A iZDisableHealthServiceAccessForOrganizationi¥E., ARG , BRI LAE
& 1AM #2414, IAM APl 8 AWS Command Line Interface (AWS CLI) HIriZA®, BEXEZEER
BZH (IAM AFEm™E) PHERARSHEXAE,

EXEZEER , B2 BSR4 AWS Health =4,

1A AWS Health 5 IAM BE& 2 53


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeAffectedEntities.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeEventDetails.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_AssumeRole.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_GetFederationToken.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://console.aws.amazon.com/iam/home?#/policies/arn:aws:iam::aws:policy/aws-service-role/Health_OrganizationsServiceRolePolicy
https://console.aws.amazon.com/iam/home?#/policies/arn:aws:iam::aws:policy/aws-service-role/Health_OrganizationsServiceRolePolicy
https://docs.aws.amazon.com/health/latest/APIReference/API_EnableHealthServiceAccessForOrganization.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DisableHealthServiceAccessForOrganization.html
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BSAE

LR ATRSAREERRSAC, kBERAWTRSHRAEMRKRSFHRRERARRETRRE. RS
AGETRE IAMKSF , HRZKSRE. XEWE , AMEERAATUERZAGHNRR, BR , X
B FT RE & P T AR S5 RY T BB

AWS Health T REZ AR,

AWS Health &F & 58I K& R4

ZIAERT , IAM AR AR ERIBRIEHN AWS Health BRI, i1t EER AWS
Management Console AWS CLI, 3 AWS APl #1TE5. IAM B3 J A4 012 1AM KB | SLERA
FHABRTFNRUNFENEERRIITIEEN APl BE, RE , BB A AT IX LR N E
EX LR IAM AR R4A,

ETRMAERXLRF JSON REEXHEIE IAM ET HHHERE , F56 (IAM BFiERE) #/ &
JSON JET+ | 632 KK

oy
- EMBESIE

« {8 AWS Health 4| &

- ATRAPEFEMHITIESHIEE

- /518 AWS Health Dashboard 1 AWS Health API
- ETRENETRENZHS

[

RIS RIEREK

ETHONRBRE T EARBAUELNKS DI, HRIMER AWS Health iR, XLEERETEE
S AWS IKFFERA. tIZREEET S HNREEN | HEEUL T ERMEI

- FaER AWS RERBEH EORKENRNE — EFBEAAFPMIEARR TR , BERANTFS
ERAFIRFRRHAWS EE X, SIEMRBMRARTH AWS IKF, BRITEBEEDE LEXY
BRI AWS BEFREREKE —DHPONR, BXEZER , E5S5H (AM AFER)
AWS RERF IR TEIREEMAWS EE XK,

o MASENXIR : A IAM REEZEBNRN , BNRFHRITESFAENNR, At , BALE X
ERERHTIUNEBERFRNTWIRE , tHWNRENRREFT, BXRER IAM NAXRBRHNESE
B, BEZH (IAM AFiEmRE) F8 IAM RS FER,

ET 508 RA 54
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AWS Health RFiERE

o {8 1AM RKBE R B S — S BREITH RIAR ;48 A7 LA [ 5K B 7 00 5% 44 SR BR A X R AE RN BR A 17 ) o
Bl | WA LURE RS RIEEXTMER SSL XEFFEER, MEBRSBEREIZRENHXE
FARY , Tt AT BAE A SRR B T30 RS R AERY U5 R BR AWS BRSS |, lEn AWS CloudFormation. &
REZEER , 72H (IAM AF1ERE) B/ IAM JSON KEETE | &,

£/ IAM Access Analyzer BiE&EY IAM RBE , UBERNENZ £ MR IhEEM — IAM Access
Analyzer 2KIFFH REEMIM AR , LB ERKERAS IAM FEIES (JSON )  IAM HESE
B, IAM Access Analyzer 12 100 ZTRBEREM TIRENEI , URBEHER L BEEMEN
K, BXREZELE , B2 (IAM AF1ER) FHEA IAM Access Analyzer KiiE KB,

- FEEZEFHRIE (MFA)-INR AWS IKFEZNZEFE IAM AFRSBRAF , A MFA RS %
=, ZEEEAA AP BENEE MFA , B MFA RAERNBZHNERD, BXEZER |, S
F (IAM B F38R) M ERA MFA RF API 1A,

BX IAM AR REIRNESFER , 20 IAM AFEETH IAM AN R HETR.

5 AWS Health #41&

Ei7F AWS Health %18 , B4ARE —EAKENR, XENRLAAFEFIHNERTRTRE AWS
JK P H AWS Health RNV FAES . MREQENET SO RBLEAENRENRESK , WTE
NEBZRMEEE (IAM AFSAS® ) ERE{TEHA.

NERIX LSRR AT LAE R AWS Health #2414 |, S UM LA AWS F£EF
B&AWSHealthFullAccesso

AWSHealthFullAccess KRR FRATIUTHRNAEANTZTEIHRINR :

« 79 AWS Health AAFHFEKF B ASHER AWS ALANEThEE
« AWS Health #24|& AWS Health Dashboard F /Y

« AWS Health API #EFE 4N

- BEEXETEN AWS ALK HESR

- EEEEKFHNELA RN (OV)

Example : AWSHealthFullAccess

{
"Version": "2012-10-17",
"Statement": [
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"Effect": "Allow",
"Action": [
"organizations:EnableAWSServiceAccess",
"organizations:DisableAWSServiceAccess"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"organizations:ServicePrincipal": "health.amazonaws.com"

"Effect": "Allow",

"Action": [
"health:*",
"organizations:DescribeAccount",
"organizations:ListAccounts",
"organizations:ListDelegatedAdministrators",
"organizations:ListParents"

1,

"Resource": "*"

"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "*",
"Condition": {
"StringEquals": {
"iam:AWSServiceName": "health.amazonaws.com"

(@ Note

1&E T L fEFHealth_OrganizationsServiceRolePolicy AWS EEFE , LUE AWS
Health AIMEEHLAPHMKFNEYSG, EXEZEER , B50H FRIFSEXACHT AWS
Healtho
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X FARFA AWS CLI  AWS API SR, BEFAEREFEZHENR, R , IRFHRESE
ZIHMITHY AP R4EME LB VIR 4F

BXREZEE , F50 (IAM AFiER) PR A S AR,

ARFRAFEEMITE SR

ZORBIGER T IS Rl EE |, BLARYE IAM AP EBEM MBI EAS SO NERNEE R, R
DIEEEFE LR AWS CLI X AWS API BU4mE 5 5T R LR ER AR

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

},
{

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

}
]
}
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
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18 AWS Health Dashboard 1 AWS Health API

AWS Health Dashboard & FFrE AWS IKF, % AWS Health API fGER FHAERBL., il AOS
il Support ITXINIKF, BXEZER , HSHE .

BAILAGER IAM B2k ( AP, B#ARA/R ) |, RAFRIXLEREREF 1R AWS Health Dashboard
M AWS Health APl B9XER

BRIMBERT |, IAM AP TR 5 AWS Health Dashboard 3 AWS Health API, &7 BUEE R 1AM %
m%r!ﬁﬂu HEMAF, —HAAFS—TABRETRAFHEEKS AWS Health F 28R, BXREZE
, EZHER (AP, ANAS) M IAM KRR

B2 IAM AFBE , B AXERFRESMBNFE, R, BT AEAKSSENERTEE
FIEHNIKF FHEER AWS Health E8.. BXREZEE , BERAS IAEREN K.

(® Note

AWS Health Dashboard EE&EE R IAM AP XN IKF FFE AWS RFHNEZTIRREEER
BERIZHENR |, XEEEapEaiE{ETRRT IDs I Amazon EC2 3£ IDs, 3£ EC2 fll IP
Hhht Fl — R Z S BAZ KM AWS FR,

B0 | R IAM FREEE FX AWS Health API 8915 B4R |, MiZRKBEANBEFRSART
PUAE A mHEX AWS lRFMEXRROMEEFE , BIEEM IAM B A VFIZE R H 240
k. AWS Health Dashboard

YRA]LAfE 4R fo APIs r AWS Health,

o NAMKF — &A]LAE i W DescribeEvents Ml 2 A B #EDescribeEventDetails &3k BR A < & K 7~
AWS Health HE4HEE.

o Ak -8 0] LUBE A DescribeEventsForOrganization #l 2 28 BV
YEDescribeEventDetailsForOrganization RIREVE X /& T BA LRtk AWS Health BEHME LS.

EXTH API BENEZER |, 53 AWS Health APl &%,

BAMRE

S&TT LURF 1AM policy 9 Action JTEIRE N health:Describe*, XA#FiFR AWS Health
Dashboard  AWS Health, AWS Health X#F& FeventTypeCode MRS X A 7 RIIEH,
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R 175 R A PR

ABEFEBRRFhE AWS Health Dashboard F{E1A] Describe* AWS Health API #{ERIBR. i
m, EELEREE IAM B P LA R AWS Health Dashboard 1 # AWS Management Console 3
A AWS Health DescribeEvents API &4k,

Example : &5 A #X bR

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"health:Describe*"

1,

"Resource": "*"
1]
}

4815 [R]

LB R A B E 4 15 18] AWS Health Dashboard #1 AWS Health API, #iELLZKBERY IAM AP & AWS
Health Dashboard #£H&%& , AWS Management Console t 7538 £/ AWS Health API #4E,

Example : $E4178]

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Deny",
"Action": [
"health:*"
1,
"Resource": "*"

]

HLAM

MRERNEAHLNE AWS Health , W40 2 17 E] AWS Health F1 AWS Organizations #4E.
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IAM ZRBEHY Action TEMMBIEU TR :

* iam:CreateServicelinkedRole

* organizations:EnableAwWSServiceAccess

* organizations:DescribeAccount

* organizations:DisableAWSServiceAccess

* organizations:ListAccounts

* organizations:ListDelegatedAdministrators

* organizations:ListParents

ETHERBNMREFMEMNHEYINIR APIs |, 55 IAM AP i8R T E LB /E AWS Health APIs F1iE
Ao

(® Note

IBAE AL ERIK P A EIE T BETG ] AWS Health APIs # AWS Organizations, BXE
ZEE , BSH BKSRE AWS Health B4,

AVFIHE AWS Health A4 101 E

ABRFRRFEBRALUBEIEMENFIERNE AWS Health F1 AWS Organizations ##ERIX
BR o

Example : 2115 AWS Health 441 E

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"organizations:EnableAWSServiceAccess",
"organizations:DisableAWSServiceAccess"

1,

"Resource": "*",

"Condition": {

"StringEquals": {
"organizations:ServicePrincipal": "health.amazonaws.com"
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AWS Health AriEmE
}
}
},
{
"Effect": "Allow",
"Action": [
"health:*",
"organizations:DescribeAccount",
"organizations:ListAccounts",
"organizations:ListDelegatedAdministrators",
"organizations:ListParents"
1,
"Resource": "*"
.
{
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "arn:aws:iam::*:role/aws-service-role/health.amazonaws.com/
AWSServiceRoleForHealth*"
}
]
}

354815 8] AWS Health 424030 F

LR FBRIE4E 5 8] AWS Organizations #&4E , B AFNAMKF G E AWS Health iX £ 4E,

LSRN

Example : 34t

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"health:*"
1,
"Resource": "*"
I
{
"Effect": "Deny",
"Action": [
"organizations
"organizations

1518 AWS Health A 42 {1 &

:EnableAWSServiceAccess",
:DisableAWSServiceAccess"
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iF

"Resource": "*",

"Condition": {
"StringEquals": {

"organizations:ServicePrincipal": "health.amazonaws.com"
}
}
.
{
"Effect": "Deny",
"Action": [
"organizations:DescribeAccount",
"organizations:ListAccounts",
"organizations:ListDelegatedAdministrators",
"organizations:ListParents"
1,
"Resource": "*"
.
{
"Effect": "Deny",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "arn:aws:iam::*:role/aws-service-role/health.amazonaws.com/
AWSServiceRoleForHealth*"
}
]
}
(@ Note

MREEOERFNRNASIEHLACHE IAM K, WA ZRBEH AN AWS Health4$E
TiZ R R,

ETRENMETRENTH

AWS Health x# DescribeAffectedEntities® DescribeEventDetailsAP| 24K | AM &4, B LUE
AETRRINIEENZEREEE AWS Health APl AP, B4AHARKIENSEH,

Ht , iEEE IAM policy B Condition BIERIMIZE Resource TR, BALUERAFRREZLERKRE
FIEF45E AWS Health EHFEREV G RINER

HERMEPIEE AWS Health S48, ATERANLTFE :
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+ eventTypeCode

e service

® &%

 DescribeAffectedEntities# DescribeEventDetailsAPIl E X G FRRNE, Hlan |, HarL
BIZEREE | RIFHIEL4FE AWS Health B4,

+ DescribeAffectedEntitiesForOrganization®l DescribeEventDetailsForOrganizationAP| #{E

A RBEDNER,
« BEXEZEER , BSH (REBENSE) B “AWS Health APIs FEEN” R RVRME, FIRA
S B4,

Example : ETRENZH

ABEEF A 158 AWS Health Dashboard 1 AWS Health Describe* API 24 |, {B3E4 5 [B4E A
5 Amazon #8x AWS Health =4 EC2,

"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": "health:Describe*",

"Resource": "*"

I
{

"Effect": "Deny",

"Action": [
"health:DescribeAffectedEntities",
"health:DescribeEventDetails"

1,

"Resource": "*",

"Condition": {

"StringEquals": {
"health:service": "EC2"
}
}
}
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]

Example : ETRRHNEH

UTXRBEEMENME , BF A Resource Tk,

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"health:Describe*"

1,

"Resource": "*"

},
{

"Effect": "Deny",

"Action": [
"health:DescribeEventDetails",
"health:DescribeAffectedEntities"

1,

"Resource": "arn:aws:health:*::event/EC2/*/*"

1]
}

Example : eventTypeCode X%

L BUR B F 15 18] AWS Health Dashboard A AWS Health Describe* API 2EMIXER , (B354 15
R 52 LB AWS Health eventTypeCode I E#HAWS_EC2_*,

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "health:Describe*",
"Resource": "*"

I

{

"Effect": "Deny",
"Action": [
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"health:DescribeAffectedEntities",
"health:DescribeEventDetails"
iF
"Resource": "*",
"Condition": {
"StringlLike": {
"health:eventTypeCode": "AWS_EC2_*"
}
}
}
]
}
/A Important
1N 8B 4218 A DescribeAffectedEntities flDescribeEventDetails & 4648 To4X i 8 i% AWS Health =
%, &I AccessDeniedExceptionfiix. BEXEZER , BZH XI AWS Health 54

A7 R 1T HE BEBR

X AWS Health & 13 F15 [7) 3 17 S FE HERR

FERAUTEERSKNEELEEHR AWS Health F1 1AM B aJ 828 ZI 89 % L [8) & o

ES ]

o BRENEULTNERITERIE AWS Health

TN 1T iam : PassRole

BEAEERERNH R RN

BRE—REEA , BATHEMALR AWS Health

BRARYE AWS K 2 S AT E A AWS Health #R

EENEUTLENITERE AWS Health

R AWS Management Console HFiFEETXNMITREIURIE , M XK REE AT KRB, EEAR
ERHEAFENEEBHAR,
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ZDisableHealthServiceAccessForOrganizationi®& 4, AR5 , BALUES IAM #2515, IAM API =
AWS Command Line Interface (AWS CLI) HifRiZA &,

E M BRiZAWSServiceRoleForHealth_EventProcessorB & , {55t R AWS X35 A ERMA 1SS T
FEMN AWS EHRN G P BER, ERUESERS , BULUEN IAM 244, IAM API S E M AWS
CLIBIBRE— A,
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BREZER , F5H (IAM AFEmR) PHEARSHEXAE,
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AWS EERBEHLENEENILT KK AWS, AWS RERBEENTZENLABIRENR , UE
BRLUFBAAF, ANBESENR,

FidfE , AWS RERB AT NENBEASRTFRENRNR , BAENTHAE AWS FFE
M. BMNBVBEIE X BETENERAZSNES EEERERE-TRDNR,

BT EE R AWS HERBPE LR, MR AWS B AWS RERBPELHNR , MEHFLE
I iZREATXBNFTEERASH (AP, ANBE ). AWS REAREERIFHN API HIERS T
LUERH AWS BRSS B API BR4ERS 3T AWS FEE KK,

BXREZER , F5H (AM BFERE) i AWS HE XK.

AWS Health EELLTIEE XK,

B

« AWS EEXFKRE : AWSHealth_EventProcessorServiceRolePolicy
« AWS EERXFE : Health_OrganizationsServiceRolePolicy

- AWS FEE XM : AWSHealthFullAccess

« AWS HealthAWS & R BEHY E
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https://docs.aws.amazon.com/health/latest/APIReference/API_DisableHealthServiceAccessForOrganization.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies
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AWS IEE X KR : AWSHealth_EventProcessorServiceRolePolicy

AWS Health f# FIAWSHealth_EventProcessorServiceRolePolicy AWS &R EE, ILITE 5K MM N
2 AWSServiceRoleForHealth_EventProcessor lREHEX A, ZEXBATFRSHEXAE®RNE
SERRIRE, BTRRENFLLREMINEEH IAM SR8, BXEZER |, 55 HRZSEXACHTF AWS
Health,

FERKEGLUTAREE , AWS Health f2F5E AWS E4-4 U A0 869 Amazon EventBridge #L1,

RRFHRER
ZREEEE A TRR.

« events— #RFMBR EventBridge N , FH A E HixX LA N Y B ¥R,

"Version": "2012-10-17",
"Statement": [
{
"Condition": {
"StringEquals": {"events:ManagedBy": "event-
processor.health.amazonaws.com"}
I
"Action": [
"events:DeleteRule",
"events:RemoveTargets",
"events:PutTargets",
"events:PutRule"

1,

"Resource": "*",

"Effect": "Allow"

},
{

"Action": [
"events:ListTargetsByRule",
"events:DescribeRule"

1,

"Resource": "*",

"Effect": "Allow"

}
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https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/aws-service-role/Health_EventProcessorServiceRolePolicy$jsonEditor
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BANRBHERIEK , HSH AWS HealthAWS FEE RN ERN.

AWS FEE R KB : Health_OrganizationsServiceRolePolicy

AWS Health f# FiHealth_OrganizationsServiceRolePolicy AWS & XK H, 1T E KuE ki
AwWSServiceRoleForHealth_Organizations REHEXRAE, ZRBEATFRSHEXACBRESR
FRIRIE. BT RS MEIEE IAM £k, BXEZER , BSH FRSEXAEAT AWS
Healtho

LR BE IR F BN PR AWS Health 2157 Health Organization M EFFEE#Y AWS Organizations #4115
£,

RERFMER
ZERBIE U TR,

« organizations— iR H MK AWS Organizations SA K% A L& Organ AWS BR% izations —i2
ERARKS,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"organizations:ListAccounts",
"organizations:ListAWSServiceAccessForOrganization",
"organizations:ListDelegatedAdministrators",
"organizations:DescribeOrganization",
"organizations:DescribeAccount"

1,

"Resource": "*"
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https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/aws-service-role/Health_OrganizationsServiceRolePolicy$jsonEditor
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AWS Health fEFIAWSHealthFullAccess AWS & KM, ZERBERFEME (IAM BFSAE ) HE
AWS Health Z#HEHRR, EXEZEE , 558 £H AWS Health #2515,

RERFAE R
ZREEEE TR,

- organizations— FRAHEM AWS Health AAHFFAEKSFH AWS AANEIIEE , HEEEEK
FHYELRE A (OV)

« health— A AWS Health API 3 /EF13& &
« iam - B|Z8E8 T AWS Health REH IAM B &

"Version": "2012-10-17",
"Statement": [
{

"Sid": "OrganizationWriteAccess",

"Effect": "Allow",

"Action": [
"organizations:EnableAWSServiceAccess",
"organizations:DisableAWSServiceAccess"

1,

"Resource": "*",

"Condition": {

"StringEquals": {
"organizations:ServicePrincipal": "health.amazonaws.com"

}

"Sid": "HealthFullAccess",

"Effect": "Allow",

"Action": [
"health:*",
"organizations:DescribeAccount",
"organizations:ListAccounts",
"organizations:ListDelegatedAdministrators",
"organizations:ListParents"
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https://console.aws.amazon.com/iam/home?#/policies/arn:aws:iam::aws:policy/AWSHealthFullAccess$jsonEditor
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1,
"Resource": "*"
},
{
"Sid": "ServicelLinkAccess",
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "*",
"Condition": {
"StringEquals": {
"iam:AWSServiceName": "health.amazonaws.com"
}
}
}
]
}
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Artifact,

EHEMER AWS RS TN EATAEBR T EN KRN HRBME, RLOTANENBRUARERNERNE
Mo AWS RE T U T HRIRKABBNIMEMME

H R AWS Health 74


https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html

AWS Health RFiERE

- Security Compliance & Governance : iIX¥RAREBIEMITIC TREBERER , ARH| THER
2HMEAEIEN SR,

- fF& HIPAA ZERHRFSE : FIHFFE HIPAA ERHRS . HIEFME AWS RS AEAS HIPAA
T,

« AWS EMHEIRAWS — tk TEENIEEEREERA TEMENITLNAMEBX,

- AWS EFEHEE —NENAETHREHREEN, XEEBLE TRIFVRESEK , AWS RF
HEERHIESMER ( S REEERIMESERMER (NIST), XNFFTLEZLHREZERS
(PCI) MEPFrFrAELALS (1ISO) ) HEEHEH,

- EFAAWS Config 7T & A R IEE PRI 4R — % AWS Config RS T ZHN R REERES K
BELRENIREK, TLESHHAEM,

« AWS Security Hub— X AWS frSs ATUA2E T #RERN R £RA AWS, Security Hub B 24125
Bl an AWS BRAREHREFELETUMRENRESR, BXZT RS RIEHIHBERN
HIK , S5 Security Hub &S £,

« Amazon GuardDuty — BN K EEHN AWS IKFIREFRBFETREINEBEES , 5k AWS RE
BNEHN ITEAR., RENHETDRNEBERM. GuardDuty BIHEEREESHMERAENAR
KMNER , TUHEBERESHEHNEER , Hla PCIDSS.

« AWS Audit Manager— iX AWS fg%s T AR BB IF LT it AWS FERER , ANTEI{E X EE UK
FHERFT AR EN SR,

FETE AWS Health

AWS £IkEfiRERE S AWS XEEMTAXMEEN,. AWS XERAS N EREEMBEEN A
X, XETARESEREERE. SaFHENSETROMENRE, AATARX , BULUgITREETH
Xz ELHiit BRI AR EBNNARFNREE, SEENENRSNMNREFLEMERMEL
TAXERESH TR, REMENTT B,
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90 X , BiMfEEHAR — N BAKFEFRNAL B0t

« HLAEHE 0 RNAA , RELBEMBER. XMEHAFRERS

TR

ERERMEZH , UM

- MAEBRRAMENENALRN—R.

« LU AWS Identity and Access Management (IAM) AF B3 EFZEEBKF REE IAM B,

B AEAERKFHFNRAFSOER (THE ). BXESZEE , H2H IAM AFiERTF
MBIE AWS Ik AR A P 5 R 240

o WMRELIAM AP BHEF , BEAFIHRNERT AWS Health 1 Organizations R4EHY 1AM
policy , f5l#n AWSHealthFullAccess Kl&, BEXEZER , HSH AWS Health ET S HH R T
Bl

£

- ERELANE
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_getting-started_concepts.html#feature-set-all
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#lock-away-credentials
https://console.aws.amazon.com/iam/home?#/policies/arn:aws:iam::aws:policy/AWSHealthFullAccess

AWS Health FAF $57
- EFHAAUE

- ZERALIE

- EEALNEREERUE

ERALRM
SR BAER AWS Health #2414 & & AWS BAF K RESH,
P AWS %35 ERIITE AWS Health HIAPEEAANE , TBEXHTNRA,

(@ Note

MRAFRAFPIHREEKF PRI IhEE | N4 EE W AWSHealthFullAccess K& 2
ENPR, BXEZER , 1§55 AWS Health ET 5408 KB R=H1,

Enabling organizational view (Console)
BA LA AWS Health Z2HI8EAALANE., BAMBEFETE AWS ALANERIKS,
BEFBALH AWS Health ZHIHEHR
1. fEhttps://health.aws.amazon.com/health/ZR BT FF AWS Health 32 &I E 4R
2. ESMBEKRNENELZTIRORT , EREE.
3. EERAHALURTEL , EREAALUE,
4. (k) MREX AWS ALAHITER , fIGIRALHE( (OUs ) , BEFREE AWS

Organizations,

BXEZER |, HZ (AWS Organizations A8/ PRI EEA AWS Organizations,

® &

« 5A AWS Health AAHEE , IBKSMBEEREEAET , AT E/Lo TR
Blo BRI LAXM AWS Health 2% 58 , HEBERE , RAESETESFEFZERETN. HEE
TRRES (EERAZYECHENRESS ) RKIURFE 24 M FRERELN
ALAME T,
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- WREH Business. Enterprise On-Ramp =% Enterprise Support 11X , MBI SAEA
DescribeHealthServiceStatusForOrganizationAP| I #ER B B RBHVIRES.

- BRIIIEER , EBHealth_OrganizationsServiceRolePolicy AWS & K&
BIAWSServiceRoleForHealth_Organizations RESHEXARFNNATFAHLFHNE
HBKF, EXESER , A SREMEXAEHT AWS Health,

Enabling organizational view (CLI)

I&A LAE A EnableHealthServiceAccessForOrganizationAPIl #4E/S AL E,

YRATLAE A AWS Command Line Interface (AWS CLI) SR B S KR8 3R B MEE,

(@ Note

« BuFAEEN, ik A OEill TR EEE A AWS Health AP,
s BLBERRERE (FTRLMILER ) XK,

Example

BAF AWS CLI e R A8 AWS IKF AR A kIhEE, BRI UINEBIKF MBI EGFFENR
HAERHKFERALT S,

aws health enable-health-service-access-for-organization --region us-east-1

AT RHI A EnableHealthServiceAccessForOrganizationAP| $#24E,

Python

import boto3
client = boto3.client('health')
response = client.enable_health_service_access_for_organization()

print(response)

Java
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AWS Health

RAriEmE

BRI R ER T Java 2.0 IRAH AWS B4F X T EIATUT B

import software.amazon.awssdk.services.health

import software.amazon.awssdk.services.health.

import software.amazon.awssdk.services.health.

import

software.

import

software.

import

software.

import

software.

amazon.awssdk.services.health.

amazon.awssdk.services.health.

amazon.awssdk.services.health.

amazon.awssdk.services.health.

model

model.

model.

model

.HealthClient;
HealthClientBuilder;

model.ConcurrentModificationException;

.EnableHealthServiceAccessForOrganizationReques

EnableHealthServiceAccessForOrganizationRespon

DescribeHealthServiceStatusForOrganizationRequ

.DescribeHealthServiceStatusForOrganizationResg

import software.amazon.awssdk.auth.credentials.DefaultCredentialsProvider;

import software.amazon.awssdk.regions.Region;

public class EnableHealthServiceAccessDemo {
public static void main(String[] args) {
HealthClient client = HealthClient.buildex()

.region(Region.US_EAST_1)
.credentialsProvider(

DefaultCredentialsProvider.builder().build()

)
.build();

try {
DescribeHealthServiceStatusForOrganizationResponse statusResponse =
client.describeHealthServiceStatusForOrganization(
DescribeHealthServiceStatusForOrganizationRequest.builder().build()

);

String status =

statusResponse.healthServiceAccessStatusForOrganization();
if ("ENABLED".equals(status)) {
System.out.println("EnableHealthServiceAccessForOrganization already

enabled!");

retuzrn;

client.enableHealthServiceAccessForOrganization(
EnableHealthServiceAccessForOrganizationRequest.builder().build()

BRALNE
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);

System.out.println("EnableHealthServiceAccessForOrganization is in
progress");
} catch (ConcurrentModificationException cme) {
System.out.println("EnableHealthServiceAccessForOrganization is already
in progress. Wait for the action to complete before trying again.");
} catch (Exception e) {
System.out.println("EnableHealthServiceAccessForOrganization FAILED:

e);

BEXESERE , E2EEAT Java2. 0 WAWS FATEAF A ARERE,

BALLINEERR , EAHealth_OrganizationsServiceRolePolicy AWS FEE K
BIAWSServiceRoleForHealth_OrganizationsRESHEAXAENNATFHLAHNEEK,,

(® Note

FRALDER—IRIIE , FENVANRAITETR. BAIEA
#ZDescribeHealthServiceStatusForOrganizationfR R B #H B VRS .

EEFHLAM
IBEILAE R AWS Health 32 H A EFEEF AWS ALFHRESH,
B AWS X3 EEHYT7E AWS Health ##lI A EFALANR , TEZLFHNTER,

@ Note

MRERAFAFPERAEEK, PALLIIEE |, N AZE & W AWSHealthFullAccessE
X, BXEZER , 52 AWS Health ET 5 I KBE =B,

Viewing organizational view events (Console)

ERALYESGE , AWS Health 2E RALFABEKFWZETRIREH,

EEHLAUE
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https://console.aws.amazon.com/iam/home?#/policies/arn:aws:iam::aws:policy/AWSHealthFullAccess
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H— MK IMAZALRR , AWS Health 2 BaFZIKFHMBIALAGEH, HENKFBETE
AN, ZKFPRHEAFAIBIERIAAAEBD, B2, AFEHRRE  £NAUERE
1, EEEE 90 RER#l,

AWS BEERKFAMER AR , FIKFHBERBERE 90 X, £ 90 RERLE R, AWS
K A BRIZIK P B9 PR B R B3R

- EABERIVRE 00 KU L | TLUSEMEFRS, SETLEA®A EventBridge HME B E XL
BRIEFERIEREHAE S3 EHEBT,

- REAWS REEBRKE  YEEHFITHFEXANKFE , G ZKF R AWS 2B H RS
B R HRE %K RS MR

- BXEZEL | BESEEAKS,

/A Important
*F AWS GovCloud (US) &ith XY EF :

« EXRAKSE , FHOHBBRKS TR, XAKFE  HABHAEBRRR,

(® Note
JERLLIhEESS , AWS Health %] & AT BLE RIEFIAWS Health EIRFPHAHEN — F &=
7 RBRSFSIETRR. XENBTEHTRBETEALRTHNKS . AWS Health EHIEHRH
MEH — RSETRRBHER AWS RFXET AN LRESR.

U EULTTHEFEFHALNESESH
SRR 7] 73 F i 5 ) 7R

B LR “ARARRAY R B ST K BB R REE TSN AWS EREENEYS , Sl
F B A RN ER AWS RS FAEIR,

BEEFALONBREH

1. fEhttps://health.aws.amazon.com/health/ZR R ITF AWS Health 32 HIE 4R,
2. ESMBEBRNENAELZTRRT , EERREABNERFRBUAEERERENEH,
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3. BEE—IEH, ERAGELRIFH , BAUEFRREHHUTES !

- EHER
« RE

- KgAK
- ZEIMHKF
o FFIRETIHE

« SRETH

- K5

- R

Eit XM ER

FEATRERETF , EETRIPEAANERENSES, XEEHTTRIERSH I RIER
a5 o

HEA

ERBALT+ , EETE L RN TSN EELANAMBEEMBANSERBTPINES,. XATRE
FIEPRH, KEBHANMEZERESES

Event Log (B4 B )

A UERASHBETETFERHANEMN AWS Health B4, 3 RMITH SRR BT
RIBETFRL , FRZAETEH BRI S 5 MM ESRAED , flmEa3Ra, R
BT 1aETE

BEESHRATETMFHEFALANEEHF

1. fEhttps://health.aws.amazon.com/health/X R ITF AWS Health 32 HIE 4R
2. ESMBERNENELETRRT  EFS4AE,
3. HEBHBEET , EBEBEHEN. BULUEFERBEHNUTER !

- EHER
« RE

. REAAK
. SRS
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o FFIRETIHE
- HRETH
- K5
- R

Viewing affected accounts and resources (Console)

HEENALETIRORT , ERNERARRZZEMHTEE KT LURAEMMEXTR, Sl , mRE
FHETILDEEMETES (Amazon EC2) LAI4dR7Es) , MENALAFHBL L E EC2 SKHIAVIK
FRNEREFRMERET P, EAUBEEGNRR , RAERRKFREE,

EEEXZHWHIKS MRIR

1.

2
3
4.
5

fEhttps://health.aws.amazon.com/health/ZR 13T FF AWS Health 2= $IHE R
ESMBERNENALSTRRET , EFEP—NETF,
ERE-—NEEZKFENSEHS

TR ZE kP ED I,

ERERKFIEFACSEEEKRKFHNUTESR

+ BEFID

¢ WRPET

. ERTHH

. HMERT (OU)

B M B E BRI RR,

MBRFEI 10, BRBEENEHRRITEE,

TR ID LSS | FTUTRE

a. ESEMKPETFL  GORSEFNMERE, Ko D, AEBAMS D, —RRE
A~ 1D,

b. WA, CRANKSEFIRDD R,

Viewing organizational view events (CLI)

BRLLIIEESS |, fF AWS Health FIRIEREMAL Rk~ WSEH, HENKSMASHEIN
AWS Health £ B3 1ZIKF R INEI AR AEH,
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® Note
AWS Health T2 1BXELEAAAMB AR P RENEH,

HENKPEFENARN , ZKPPHFTEARTBRERIEAL[NEF, ER , AREHFHE
B, BMAERE] , BERIXE 90 REH,

AWS BEERKFRAAER AR , FKFHBEREERE 90 X, £ 90 RARLE R, AWS
TK AR BRZ K 7= B9 PR B R B B dE

- EFAERIMRE 90 KU L, LUK ER. LT UERT A EventBridge MMM BE X
BRIEFRIGRFHE S3 FHEEP.

« RE AWS RFRBHE , SLEMTHSRANKSET , FZKS E#H AWS 28N RS
B R FIRE R B IRSS R R

- BXREZERE , BESAXAKS,

/A Important
3 F AWS GovCloud (US) Fi#tt XK & :

« EXRAKSE , FOFAMEBRKS TR, XAKSE , FABREEBRNR,

LA LA AWS Health APl i &@EMA LM BIRE S 4,
Example : #ERHLAMEEH

BT AWS CLI s BIREIH LA H AWS K P ENE TR S 4.

aws health describe-events-for-organization --region us-east-1

ZEHARNE

MREFBNHAAREEN , AUNEEKRSPXFALLIIEE , BRI LER
DisableHealthServiceAccessForOrganizationAP| IREZRALAME,
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Disabling organizational view events (Console)

AWS Health FILC S ARATAREEMKSNES, SRUSAKERFAQADURNESF |, BEFXL
S ER.

ERXRALURE

1. fEhttps://health.aws.amazon.com/health/ZR R ITF AWS Health 32 HIE 4R
2. ESMBERNEHNALAZTRRAT  EBREE.
3. EERYELYBENEL  EFEEAHLUNHE,

KRIFLLINEESS | & AWS Health T"BRESHLAPHNEH, B2 , EEE T AWS Identity and Access
Management (IAM) #Z#1&. IAM API 2% AWS Command Line Interface (AWS CLI) S E MR =
B, RSHEXAGNHREEEEK S H. BXEZEE , H2H (AM AFERE) PRI RIRSHE
xAE,

Disabling organizational view events (CLI)
Example

LA™ AWS CLI s T2 NEHIK = R AL,

aws health disable-health-service-access-for-organization --region us-east-1

@ Note

&t Al LA A Organizations Disable Access API #2{EAWSServiceZ FI4A 4R ThAE, A LL

B¥EfE , AWS Health FLEREHATEEMIKSTHEMH, WRENALAERBFA AWS
Health API 4 , AWS Health N &IRE451%, AWS Health k4250 598 AWS IKF 62
=%,

RIS |, fF AWS Health TEREHAHPNEHR., B2 , REHEXACGNREEEEK,
o, BRZIEE AWS Identity and Access Management (IAM) #2#|& . 1AM APl 28 AWS CLIFHE
MR, BXEZER , ESH IAM AFEREFIHIBRERSEXAE,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
https://docs.aws.amazon.com/organizations/latest/APIReference/API_DisableAWSServiceAccess.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role

AWS Health RFiERE

ERALANEREERNE

FH AWS Health , AR AP EILEE [ IHEE AWS Organizations , ZIheE A F B EIK F LASEY
K P FEAWS Health #2 &I E#r L3833 AWS Health AP| UREAFREERE AWS Health B4, FiE
EERAIEFEREANESE R TEENEERNMNMANZITRAESH. ETAENERLT , HREZRE
EEKF 2R —MERE AWS Z2XK,

B %
« NENELUEEMBREER
- NMABUEFBEREREER

NIENHBLANEEIMEREER

NELABERAARNERE , RZUUEHAATIMENRNAKSFERNEZEREER, At , FAH
RegisterDelegatedAdministratorAPl ##E, EEFMBEAKS,E , TS EERAEERZKS , AT
M AWS Health #ZHIE R 5B AWS Health ARME. RZEKFEEL, £l AOHel xR,
NN EEE R AT LAER AWS Health API 57 AWS Health AR HHE,

EETALTHNEEKFBRYEREER |, EiHMALT AWS Command Line Interface (AWS CLI) @3
T WU LUNE RN BT LLFTE AWS Identity and Access Management X R A 1% & & 1Y Ik = fiF
At s, EUTREIGSH , & ACCOUNT_ID i A BE MK A MK, ID SRk AWS Health AR
£ FE 4K “health.amazonaws.com”s

aws organizations register-delegated-administrator --account-id ACCOUNT_ID --service-
principal health.amazonaws.com

AMEREERF , BAUEEZNEARKT KA AWS Health EtF. EANEFRTE 90 XHH
BRERALANBEIHEURNA LSS (UREENE) . FIE  ERAZEREEAYERERIIRE ,
FEKE—THHTKo

MALMEFBREREE R

EREREE A MG RANR |, @A DeregisterDelegatedAdministratorAPI 4,

ERAFNEBEK,S , BALUT AWS CLI i T UABREREERANRAKS . EATROGTH ,
¥ ACCOUNT_ID BN EBBREI KA 1D,
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aws organizations deregister-delegated-administrator --account-id ACCOUNT_ID --service-
principal health.amazonaws.com
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BiY Amaz AWS Health on %32 %4 EventBridge

EAILAE A Amazon EventBridge R& M E#HH X AWS Health E4ME R, RE , BELZSEN
N, HEA4AEEEANFIEENELTER , EventBridge A — NSRS BFRE. BESHMNE
B EULEREHEE, BEMEM4. FXEHN. XBYEEESNITHMIRE, fl, mRE
9 AWS AWS ik BIRITRIFER |, Fla0E St it E = (Amazon EC2) 241 , M AT SAEH AWS
Health #2558 F BB 4F &8 %,

© &

« AWS Health RERKZE H2ME. F—ERERIEED —ESEEF EventBridge.

. BB K E{T EventBridge MM E REIZWIRHBEE AWS Ik, EEKIERIPE ALK
A LR5ES) AWS Organizations , FZHERAALUENEZERNERE R GENERS AWS
Health 4,

EventBridge €8 AWS Health THERBEN —H 5 , BURESHBFRER 2 BB ITIER , TIFE

« AWS Lambda BKZ{

« Amazon Kinesis Data Streams

« Amazon Simple Queue Service ( Amazon SQS ) BA %
- WEB#F ()70 CloudWatch BIR3h1E )

« Amazon Simple Notification Service ( Amazon SNS ) &

flan | IBATLAER Lambda BIBR , BATE A &£ AWS Health B4R E AL % E Slack BiE, HE , &
AILAE A Lambda # EventBridge £ 4 & 4 i AWS Health @33 Amazon SNS %% BE X XA E
BEA,

BXRET LA AWS Health EH4MEIEN B3{LMBELEIRW RG] , TSREPHAWS Health T
B GitHub,

£

« 7 AWS X5 B&SUE A2 EventBridge F NI

« Y5 AWS HealthtY KPS ESH ML HEH

- REBRSHEXACUSH AWS S48 & 1\ RS
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« BEDTER AWS Health BIE#3I&K EventBridge

- FRAALAURMNBRNEERHRINERS AWS Health B4

« ¥ AWS Health S#EZEFBEH S JIRA HHERK ServiceNow

» ECE EventBridge SN EAREB X EHABEH AWS Health

- IR AREFDEE Amazon Q Developer LLR X B XREHHIEH AWS Health
« BEIX EC2 EPIEITIRIELES P EH AWS Health

- $% . AWS Health =4 Amazon EventBridge 23

N AWS X5 ZESEE €22 EventBridge M N

I&BIN BEWEHE AWS Health 4R XE12 EventBridge AN, MRGIZMM | NTEZERE
o Blan , BEWREXERES (HBXMN ) KENSEH , E4F00 X2,

MEFANZRFEEHHNEW , NEZHXEPEEEMAN TGN TERENRELE D, B
AWS Health AHEARN X ERZE N XENEAXE, BXEZELR , HSH<T AWS Health
HWAREN, BULEXETED (HRBNM ) SXI5RHE AWS 2 XPNmMEXFRERAMNERZH , B
FEXEFRFLERBPE , BATABREZWES, ZEES (HBBRNMN ) KENEZOXEBREXER
B ( BERILMILE ) X,

Bl , MREEREZREN (EZRE ) XNESH  MEZXSERTTA , BLZEH AWS Health
LR BEERE (RN ) Xifl, #TkX , £H%Z 4 EventBridge MUIFEH KX FEIEER B
ro ERIEZHMN , F1R EE EventBridge MM AKIEBE X EHEVEX AWS Health WA TIEER
FEAERAXEES (FEBRIMN ) XE,

B AWS Health SEHTRBFET XN, EFETENXENE4HN2REES,. HPIFHX
AWS Identity and Access Management KA EH, BN R/FEH , XAIEAN , FEXERY
(BEFRLMILE ) ENEXE , FEEED (BEBXMN ) KEENZHXE,

EEPEREKEH AWS GovCloud (US) , &47017E AWS GovCloud ( E£EAES ) it X alZ2MN,

¥ AWS HealthBI Kk P 4SEEH M HEH

LRI B TS EH4M EventBridge MM Et AWS Health , ZM N & ERHEEESE T KN EFNL
=4

- RETKRFNEHLEWENKSAMNER , flnEHNEEXRL D EC2 RAIMEEMRNEHRNEM
TREREHNEH.
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« NHEHEREAWS Health ZHER — RSETRRL L. DHBHHIFBET AWS K/ , M2
REAXBSHXETRAENLIRESR

/A Important

EEZWHMEARR | AN ABER "source": [ "aws.health"] B, BEAF (W0
"source": [ "aws.health*"] ) ERZELRENEMASHNEXTHEHA,

MREBEELEMKRENAHEN AWS XiF , RINBWERIEZHHN, B9 AWS Health AHEH[E
NEZISEEHPXEMNEAXE., Z2iUEER eventArn F CommunicationID WIEEE AWS Health
B4 EARNTRIZIZHXEN AWS Health SHE. |, XSEEHRE—3,

BRI RS HBEFRIEHRLAREHEREET EventBridgelK P IE#, eventScopeCode E4
A LAR PUBLIC B4 , th A LAR ACCOUNT_SPECIFIC =4, LA RIS HIE LN,

7~ : Amazon Elastic Compute Cloud B9/ HE4#

UTEHERTIDE EC2 EXERES ( FERILILE ) XIS E W,

"version": "Q",

"id": "fd9d4512-1eb0-50f6-0491-d016ae56aef0@",

"detail-type": "AWS Health Event",

"source": "aws.health",

"account": "123456789012",

"time": "2023-02-15T10:07:10Z",

"region": "us-east-1",

"resources": [],

"detail": {
"eventArn": "arn:aws:health:us-east-1::event/EC2/AWS_EC2_OPERATIONAL_ISSUE",
"service": "EC2",
"eventTypeCode": "AWS_EC2_OPERATIONAL_ISSUE",
"eventTypeCategory": "issue",
"eventScopeCode": "PUBLIC",
"communicationId": "@1b0993207d81a@9dcd552ebdle633e36cf1f@9a-1",
"startTime": "Wed, 15 Feb 2023 22:07:07 GMT",
"lastUpdatedTime": "Wed, 15 Feb 2023 22:07:07 GMT",
"statusCode": "open",
"eventRegion": "us-east-1",
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"eventDescription": [{
"latestDescription": "We are investigating increased API Error rates and
Latencies for Amazon Elastic Compute Cloud in the US-EAST-1 Region.",
"language": "en_US"
1,
"page": "1",
"totalPages": "1",
"affectedAccount": "123456789012"

ZRRSHEXAHEUER AWS S48 K& 8 B RS

MBS ER AWS ESH4RN M@ | N AR EH K %
FEAWSServiceRoleForHealth EventProcessorfRSHX< AR,

A EISE event-processor.health.amazonaws.com REEHEBEEAER, METHARHN
EAWSHealth_EventProcessorServiceRolePolicy AWS & XREE, WERIIH TiZAGTLL
PATHIRBR , Bltn AWS BRSS J &R A E AR,

RE , WABATELENIKF S 6]2 —/ Amazon EventBridge £EEMN, ZANE AR
AWSHealthEventProcessor-DO-NOT-DELETE, WtHN2EHKFFrEERMZER |, Fit
EventBridge AJ LU B IRIR ST EE B NEMIK - &IXE| AWS Health,

HXRER
ETHESEL  BSHAUTEE :

- FRFHEXAERAT AWS Health
« AWS EE X KB : AWSHealth_EventProcessorServiceRolePolicy

BE D TNE R AWS Health F9E4%13XR EventBridge

AWS Health Yresourcess3lKaffectedEntitiesSBHE K/NEE EventBridge 256KB HY#E 4
KRR , XHEI AWS Health BHH# 175 7o

AWS Health @35 B E RN FTEresourcesfdetail.affectedEntitiesF k., MRS
FKresourcesHdetail.affectedEntities{EiBE 256KB , MARHETIRAEH AWS
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AWS Health RFiERE

Health Ifs 9 A Z2ANTUHE , HEXEREENEMAEELREF, EventBridgeB N EBERE
BB eventARN M communicationId B , A EEWKZIFMEREESEH S H resources &
detail.affectedEntities %K,

XEFNRDHE ARSI LERHEE , #lin , 2 EventBridge M4 E @ B AR w12y SR E ( Filan
BHFEARIIK ) . WBIAKRTIRBEANF S ALR detail. page FEIMMIFEFAF , ML
HEE—H , XFFERINARETEHENTLEHRS

R F | 84 communicationld &7 communicationld FE2E AEZHERENTB , IERE
1 MtBARHIS, FEdetail.pageFdetail.totalPagesiiR T AWS Health 5E3I#Y 2 5 TS F 5.
TH. Bk detail.affectedEntities B resources 5RUN , B TCHERFBENEE TS
ME., WEIFIERERE , TUAEMEEXLESR, SEMERRNEEATETSHER,

FEALELNEMNERNEERGRNERS AWS Health B4

AWS Health X#FXI#E Amazon £ & AWS Health IS4 # THANBMERER & 177 B8R
EventBridge, FFBALAYEE AWS Health , BBk REREE A/ FKRERBALANFTEKS
I EA AWS Health S ZE AWS Organizations.

WIhEE EERMAED IR , URBERENALDH AWS Health Etf, EEEK/F PiZBEHLAME
EventBridge AN &AL L P HEHMIK SR EventBridge MM,

BxE L ERAANBNEREER ARG ESES AWS Health , HSHES AWS Health =
o

s AWS Health E4 % EMBHNE JIRA FHER ServiceNow

B LA R SS B IRE 32 RS (SMC) fF AWS Health B4 5 JIRA £/ , BUURENIKFEE , BiTR
NERMFER , UREE Health B4, ServiceNow 58 SMC £ AWS Health AT LA {ER &%EH
Health Z= EventBridge Sk B3I €2, MRHFFEHH JIRA TH M ServiceNowE 4,

BOLEAALNENEREE R ANERE JIRA PRERNEIEEANE LM Health =4 ServiceNow |
FHF AWS Health 5 B EEE S ZIH KN TEREH,

BXxEH SMC #1T ServiceNow EXNEZEER |, FSRERK AWS Health » ServiceNow

BHxfEA SMC £/ JIRA Management Cloud BWEZ{E LR |, 5@ AWS Health in JIRA,

EAELAMBMERNEE R 15 ENERERE AWS Health B4 94
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Bl E EventBridge MN| LA K IEBREHHEH AWS Health

& 7] LA B — 2k EventBridge MM , SUEW BB XEIK T AWS Health RENBHHBH, EHOIE
EH4MNZ B AWS Health , i§HATUTR4E -

- BBEPNEH, AUAMBEFR. EventBridgeBEXEZEER , BZHMH LRI 5# EventBridge ? &
Amazon EventBridge AP i8R METE N A EventBridge — FRERFIA R R AWS IR E Ko

- QIREEENSHIAN P EAL B AR,

E 812 EventBridge M N AWS Health

1. $TFF Amazon EventBridge ##l#& , Mt 7 https://console.aws.amazon.com/events/,

2. EFRAWS XiF , EEATEHA LAWK EESR, EBREEHEFBE AWS Health EHHX
=,

3. HESMBEMRT , EHEAM,

4. GEF BIEAN,

5. 1 Define rule detail ( EXHNEMES ) TEL , WARAMN B AR,
6. XT BHELMANKE K RERNE , RREET—F,
7

8

9

EHRSHEXNTE L , REHRIERAWS B4H EventBridge SEIKFEH
£ EHEXT , W EEHR , EHF AWS RS,
£ EHEXT , T AWS RS, EEETRR.

10. NTF B4RE | EREUAT®RIZ—

BESTRLERSEH — NEHRBEEHHE SR Abuse B9 AWS Health E4-IEZ -4
M,

BEM Health B4 — HIFE AWS BRSSEH ( BIE0 Amazon ) B2 N EC2,
1. BAILUER EARS B S ERS. WREERBFERS , BEBEUATEIZ— :
B EMEARER T OIRER TE S4B,

EE BESHERBET , RAEMNIIRHPIEER—/ME , W issue. accountNotification =
scheduledChange,
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® Tip

- BRRBERSHIAE AWS Health B4 , RIMNBWEIEE ESFAHRE KHM E
AR XFF AT AR N L2 RIS E RS AT AWS Health 4, SREEMHHE
HRBERBL, BXRANRH , FEEBFHE Amazon EC2 B,

« BEALGIE-FANBESNMRSUEFRELX. AWkt , BETAFHEFANBEH
B, AXRESEE , B2H IS RS MK AN,

12. MRERBERSNEMHRERF , BASHRERBERATEIZ —
o IEER EASEARERT , QIRERATRAESHARERBHAN,

- AR BESHRBERDE  ABMNIRBDER—IHZME, FUBRGERATFREES
BB, Hlan |, NREEER AWS_EC2_INSTANCE_STOP_SCHEDULED A1
AWS_EC2_INSTANCE_RETIREMENT_SCHEDULED , NI N{XE R T ERK P P K LR I3
=4,

13. NREMWMARER TR — -
IR AR BRI G EE A T B RN o

EEBEERR , RAFRA—NHZINEFREMW, IDs Hlan | & UEE — Amazon EC2
2450 1D ( lEni- EXAMPLEalb2c3de4 ) SRYERX &M I IR E 4,

14. REEZWANRENFEEFEENEHERER,
15. ji;%-l: _bFo

16. £ AR BEFRTEL , EREALEANCRHNBEIREE  ABEREZEEFIENTMEMET, 4l
W, A LU EH %X E| Amazon SQS BABIE, Amazon SNS £&,

17. BT —F,

18. (Hi% ) £ MEHNZREL , FIMEERE , REER T—%,
«  EE X EHTRH aws.health RELXER ., EventBridge

19. 7£ Review and create ( FE&EH 022 ) TEHL , ¥ EENANREABREFTEENEHLRE
Ko

20. & SIEMM,
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AWS Health AriEE
Example : Fi- Amazon EC2 SEZhEIF N
R RGIBIEZT —NAN , AF EventBridge ¥ 3#2F7HE Amazon EC2 B , TIREMRBKT, =4

KB E IR

Event pattern info

AWS service

The name of the AWS service as the event source
Health
Event type

The type of events as the source of the matching
pattern

Specific Health events

| [@ Event pattern form

[ Custom patterns (JSON editor) |

Event pattern

Event pattern, or filter to match the events

il-type
1=: {

vice

(@) This builder helps to build an event
pattern to get events from AWS
Health regarding health status of
other AWS services.

Any service
© Specific service(s)
EC2

© Any event type category
Specific event type category(s)

© Any resource

Specific resource(s)

Copy

wre

": ["aws.health"],
pe”: ["AWS Health Event™],

EC2"]

[# Edit pattern

Example : 4 Amazon EC2 SEZH I N

AR RBIBIET —MNATF EventBridge LA TRARHN

« Amazon EC2 RS
+ scheduledChange E#E XK 5|

« AWS_EC2_INSTANCE_TERMINATION_SCHEDULED #I
AWS_EC2_INSTANCE_RETIREMENT_SCHEDULED HyE#£ AL

« ID 3 i-EXAMPLEalb2c3des By

B & EventBridge MM A & E B X EHHBA
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AWS service

The name of the AWS service as the event source
Health v
Event type

The type of events as the source of the matching
pattern

Specific Health events v

(@) This builder helps to build an event
pattern to get events from AWS
Health regarding health status of
other AWS services.

Any service

© Specific service(s)

EC2 v

Any event type category
© Specific event type category(s)

scheduledChange v

Any event type code
© Specific event type code(s)

HEDULED

AWS_EC2_INSTANCE_TERMINATION_SC X ‘

AWS_EC2_INSTANCE_RETIREMENT_SCH X
EDULED

Any resource

(o] Specific resource(s)

-EXAMPLEa1b2c3ded

NZMIRSS MK B €2 AN

ERZBRAFYREIEIER RN BN RS MBARERFICIRAN, SRS MRS NEHRE
RAGIEAN, XEREETLHNFEHERNFNMRS MR LMeIZAN, Hib , BLRARBEBHFE
X, REFIMAER.
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&R MEA LT E— &,

NELE AN 7 hn AR 55 M 2K 51

# EventBridge 2| & /Y “MN” TWE L |, EFHMM B,
HAELH &R RE.

BET—F,

XTF BHEREREERN  REEXARFERPAALHER.
HE T—F , BERHEA FEFAEHTE,

B EHRANRFERE R,

o 0o K~ w0 N =

T3 R AL 7 0 B 55 A1 3% B

1. HER EE EventBridge MM AZIEBXEHHBEE AWS Health B F1 9 PRI RRHE,

2. WTF BEHERX , EF FEEX , MARMIIRPERENMRS LD,

3. EXAFRAMALHNER, BRUATREAEXENBTEREHFEXNER,

4., HELWEBEHER , AFIRR EE EventBridge MK IEBE X SEHHBEHA AWS Health REIFE
RYBEIEMN

A8 APl 3 AWS Command Line Interface (AWS CLI)

NFHNIIMENMAN |, EFEA PutRuleAPl #{Eaws events put-rulem TEFHEHER. B
X AWS CLI as S Rfl , EZH (wZ%E) P/ put-AWS CLI r ule,

Example Rl : ZNRF B HLRZK S

DTEHERBET —KHN , ATF%E=F AWS fEFMissue, MscheduledChangeZE#EA R
AEVEH : WS#accountNotification EC2, Amazon A EC2 uto Scaling 1 Amazon VPC,

{
"detail": {

"eventTypeCategory": [
"issue",
"accountNotification",
"scheduledChange"

1,

"service": [
"AUTOSCALING",
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"VpC",
"EC2"
]
.
"detail-type": [
"AWS Health Event"
1,

"source": [
"aws.health"

EIXRMARERHEE Amazon Q Developer LR IEBREHRBE
& AWS Health

PRATAEEEMXRE Fin (5140 Slack #1 Amazon Chime ) U AWS Health B4, BRI
A E4RIRFFKIE TR MEMN AWS RARFFNEMEHN AWS RESHE#E., AF , &9
PAEF AWS Health ZHIER THREXEHNESE LS. fl0, MREBEFKEEZE AWS K- H
HYAWS_EC2_INSTANCE_STOP_SCHEDULEDZE#ZH | Ni% AWS Health EH A A E#ZE REEK
Slack B,

FRZM

HIT Rz Bl |, BBTRBEAT &M

- EEXR AR F A Amazon Q Developer Bt BRI X & F ik, A LABLE Amazon Chime Fl
Slacke BXEZER |, ESH Amazon Q AR EWM AN AEFEERERPNIMANAEFFRH
Amazon Q A& & Al ],

. "‘ﬁUE?FlTIFﬂE’J Amazon SNS £&, MMREEE SNS £F , NI AFERREEXE, BXEZE
B, 2@ Amazon Simple Notification Service Fr X A R &R HH Amazon SNS A7,

il

EPXBARERFFE Amazon Q FF K& —iE W AWS Health 5E3)
1. R BlE EventBridge #NLAKEE X EHRIEX AWS Health EIZR 13 PRI ERE,

a. TELSBRIBHAETHEHERNNRES , EEANRE—TRDBES , RERMATITUND T
AWS Health E4FRIBRTSHENIREE, BSE EF 2 T E R AWS Health BIEH5IF

EventBridge.
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"detail.page": ["1"]

b. HEZLZR 14 FIEFBIRAT , iF1EF SNS T, BFEWRNAREFH Amazon Q FF R ERH
ABFRERAHERER SNS £&,

c. FEARRRDLE , LLEIEMN,
2. EMXRNAEFEHEDSME Amazon Q FRE.
3. GEEMXZEFFUs , 40 Slack BEERM , RFIERE Edit (HE ) -

4. 7E Notifications - optional ( BHI - Ali& ) F5 , 7 Topics ( £/ ) PIEFESSR 1 EENMEREHN
SNS =&,

5. &E&ERRF.

% AWS Health [AH EventBridge ZIERF&EMN B EHAT , X AWS Health EHFE RELN
REFIHH,

6. EEEF B AIE AWS Health B4 EHRTFEEESEE,
Example : %32 %/ Slack AWS Health B4

LTREERE (FBFEILILE ) X S EC2 ML D # # 2 1F# RS (Amazon S3) Semple S3
Service 7£ Slack B HIMKIF A AWS Health 5EzH =B,
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AWS APP 11:46 aM
ﬁr’ AWS Health Event | us-east-1 | Account: 123456782012 | open
Event type code: AWS_ECZ_PERSISTENT_INSTANCE_RETIREMENT_SCHEDULED

ECZ has detected degradation of the underlying hardware hosting your Amazon EC2
instance associated with this event in the us-east-1 region. Due to this degradation
your instance could already be unreachable. We will stop your instance after
2021-03-19 18:36:40 PST. Please take appropriate action before this time.\\n\\nYou
can find more information about retirement events scheduled for your EC2 instances in
the AWS Management Console https:/console.aws.amazon.com/ec2/v2
/home?region=us-east-1#Events\\n\\n" What will happen to my instance?\\\nYour
instance will be stopped after the specified retirement date. You can start it agai...
Show more

Start time: Sat, 20 Mar 2021 01:35:40 GMT

End time: Sat, 20 Mar 2021 01:34:40 GMT

AWS APP 17:08 PM
! AWS Health Event | us-east-1 | Account: 123456789012 | open
Event type code: AWS_53_OPEN_ACCESS_BUCKET_NOTIFICATION

We are writing to notify you that you may have exposed your 53 bucket/s to a larger
audience than you intended. AWS recommends that you review your bucket
permissions and ACLs to determine whether the access is appropriate. 53 bucket
permissions should never contain \\\"Principal\\\":\\\"*\\\" unless you intend to grant
public access to your data. Additionally, 53 bucket ACLs should be appropriately
scoped to prevent unintended access to \\\"Authenticated Users\\\" or
WA"Everyone\\\" unless your use case requires it.\\n\\nThe list of buckets with this
configuration is associated with this event.\\n\\nThe following links provide an overv...
Show more

Start time: Sat, 20 Mar 2021 01:35:40 GMT

End time: Sat, 20 Mar 2021 01:346:40 GMT

BziX EC2 RHliz TR MELLNE R A Y EH AWS Health

A LB B INITIRME , BRI Amazon EC2 SEHIAYITRIEH. 2 AWS Health E&H AWS Ik &35
EHaY , K EventBridge SN]SR A B4 ( 6]20 Automati AWS Systems Manager on X 4% ) kX
REBIINITEE,

BN | %R ID% EC2 M XHRIFH (Amazon EBS) Store EC2 iH)sE
Bl Z HETL 5 b K542 A BB AWS Health , £ EH KR KX BIR Y3
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#JAWS_EC2_PERSISTENT_INSTANCE_RETIREMENT_SCHEDULEDME#R. AWS Health =5 # 0j4& M Z
WEARKAE  BULLEELERNBIRM, X&  FRAXFIHRITXLERE,

(® Note
EAHNENL G E EC2 KAIMITIRE | XELFLIH Systems Manager EHE,

BXEZER , H5H (L S¥ EC2 EC2 A1) EventBridge ¥ H) “SETL S B 310",

FRZM

ERIEAN 25 , BAFEIE AWS Identity and Access Management (IAM) KB&, 612 IAM BE&HE
WMizA e EEERE,

B2 IAM policy

BRIULSBNENACEETFEERRR. EXBERTFASAREHTRENNR, HLIREER
IAM #2515 F#) JSON KE4miEzR.

#1% 1AM policy

1. E3F AWS Management Console J3TFF IAM #2&|& , Mtk H https://console.aws.amazon.com/
iam/,

ESMBERSD , EEREK,

TR E R,

%42 JSON EI

SHIELT JSON , AEEikimERFHEIA JSON,

o > oD

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"ec2:StartInstances",
"ec2:StopInstances",
"ec2:DescribeInstanceStatus"

]I
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"Resource": [

i n

"Effect": "Allow",
"Action": [
"ssm:*"

]I

"Resource": [

"

"Effect": "Allow",
"Action": [
"sns:Publish"

15
"Resource": [
"arn:aws:sns:*:*:Automation*"

"Effect": "Allow",
"Action": [
"iam:PassRole"

1,
"Resource": "arn:aws:iam::123456789012:role/AutomationEVRole"

a. TEResourceZ#H , EL L@ FRE (ARN) 1 , B ALK AWS 1K ID,

b. ZBEAUBERACENIEARIANEN, LRHIER AutomationEVRole,
EERET—% : 7%,

( A& ) B AE AR SN BEX S T IR R R K,

B T -5 ' o

£ EERE MEL , MABH (B ) AutomationEVRolePolicyMAIIEHI IR,

10. EEF Summary (HE ) TH , AEFRKA TR, MRS RBEBIHE | HER IER
B o

6
7
8
9
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WREEXABATURITHERIE, BXEZER , BSH (IAM AFERE) RHB8IE IAM policy ( # 4l
&),

B IAM At

BIERREE , BATYE IAM AR | HFRRBENILER,

7 AWS REtIZAE

1. &% AWS Management Console 3T 7F IAM #2%|& , Bt A https://console.aws.amazon.com/
iam/,

ESmBERD , ERAC  ARLERUBRAG,

Xt FSelect type of trusted entity ( EFZEESLMAEAIEKE ) |, &EHE AWS service ( BBF ) -
EC2HEAFHET L AGHRSHITER,

EET—F: R,

WALOENKBEER , SlMAutomationEVRolePolicy , RIGIEFRIEZ DM EIRAE,
ERET—% 7%,

( Ak ) BUUERRZERNBENFBERINEAE,

EE T % ¥

. ¥¥F Role name ( BBE# ) , A AutomationEVRole, WWEMAIMEECIEL IAM policy
# ARN A &R BEFMHMEE,

11. ( A% ) X F Role description(B&#EiR) , @ A BEHIEIR,
12. REAE K ARERFIEAR,

© © N o o bk~ Db

-
o

BRREZER , BSH IAM AP EETHA AWS SRR,
EREERE

RG , BULEHMEIZAGNEERK, BLXMTRILTIE , T 887 EventBridge 24 & PIEF LA
&

EFEHZABNEERE

1. &% AWS Management Console 3 7F IAM #2%l& , Bt Hhttps://console.aws.amazon.com/
iam/,

2. ESMBERD  EFRAG,
3. EEAWSKFFHNARIRY  RBRZAENACNER , fllAutomationEVRole,
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4.
5,

6.

W FEXR RIF , RFiEE REEEXRR.
X$F Policy Document , £ JSON , MIBRERIAKES , REHEHAK JSON MU RIAAEMLE,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {

"Service": [
""'ssm.amazonaws.com",
"events.amazonaws.com"

]

1,
"Action": "sts:AssumeRole"
}
]
}
R EFNEERE,

BEXEZER , 520 IAM AFEETRHNESNACEESRK (BFE ).
N T HIAZEMN EventBridge

R III TR EventBridge EHEI AR GIEMN , AEEALBFHEFELEMB T RIERE EC2 Kb,

# Systems EventBridge Manager B 3higEIZH N

1.

2
3.
4

©® N o o

$TFF Amazon EventBridge ###l& , Bk 7 https://console.aws.amazon.com/events/o
ESMBEKTH Events ( BH ) T, % Rules (FN )
EOEMNTEL , WAMNE 75 A #Hik,

£ Define pattern ( EXHER ) T , i Event pattern ( EHE ) , ARFIEE Pre-defined
pattern by service ( RIERFMEXLHER ) .

X F Service provider ( RFIREE ) |, &EFB AWS,
NF RFSEH , EF EZTHRR.

T BHERE | &R BESTRRAES

EE BERS, RREERFEC2,
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AWS Health AFiEmE
9. LR BESHRERF , RFk#EF scheduledChange.
10. B BESHRERE , ARERSBAHRENRD,

fizn | X¥F Amazon EC2 EBS X#FHI3LH) | ik
%, AWS_EC2_PERSISTENT_INSTANCE_RETIREMENT_SCHEDULEDX}F Amazon EC2 X£4i1F
it IR RHI | FEiEE, AWS_EC2_INSTANCE_RETIREMENT_SCHEDULED

11. 3%+ Any resource ( EAHEIR ) o

18 EHERNXMUT BT R

Example
{
"source": [
"aws.health"
1,

"detail-type": [
"AWS Health Event"
1,
"detail": {
"service": [
"EC2"

1,
"eventTypeCategory": [
"scheduledChange"

1,
"eventTypeCode": [
"AWS_EC2_PERSISTENT_INSTANCE_RETIREMENT_SCHEDULED"
]
}
}

12. 70 Systems Manager Automation X B #5. £ EZEBHRT , X T Bir , &F SSM
Automation,

13. XF Document ( 314 ) , 1%E# AWS-RestartEC2Instance,

14. BRIT REBILSH , AEER W ARKRSR,

15. £ M ABRBRFEERPHEA {"Instances":"$.resources"},

16. NFE=/NFE , A {"InstanceId": <Instances>},

17. RRERANEAE , AREREZEN IAM AG |, flllAutomationEVRole,

RELTFFIAIZHN EventBridge 107




AWS Health RFiERE

&R B FRRR LT BA T R 6o

Select target(s) to invoke when an event matches your event pattern or when schedule is triggered (limit of 5 targets per

rule).

55M Automation v
Document

AWS-RestartEC2Instance v

» Configure document version

¥ Configure automation parameter(s)

Constant

© Input Transformer

{"Instances""%.resources"}

{"Instanceld”: <Instances=>}

EventBridge needs permission to call S5M Start Automation Execution with your supplied Automation document and
parameters. By continuing, you are allowing us to do so.
Create a new role for this specific resource

O Use existing role

AutomationEVRole v

(@ Note

MR & EEGHENREM Systems Manager IR EC2 AR A[EXRHNIME IAM A& |
NENAENT2ENEIERP, EXESZER , H5H TREH.

18. EFEGIE,
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MRENKF P RETHFEERANNEL | W EventBridge 2FFZBH KIZLEHIEE BT,

$%Z : AWS Health B4 Amazon EventBridge 223

LT 2 AWS Health B4R, HAGESHNABRTELE IR, ZRUWRERM T REAIBERR
fdo

AWS Health S48 53
AWS Health 42213

£ P 24

i

KR AN EventBridge =
MRAS, HETH
“O”O

id EventBridge e
EHHME—R
R,

detail-type HHE B/ =
RE, NTF
AWS Health
B, XF
HY{E 1 &AWS
Health
Event#l
AWS Health
Abuse
Event

source EHELR, =
T+ AWS
Health =4 ,
XENER

£% . AWS Health £ Amazon EventBridge %3 109
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4 DU Sl

aws.healt
h

account mHE % E 2
AWS Health
EHHNIKF
1D,

(@ Note
Xt F
izl
At
,
mR
‘i
EE
I F=
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S8 iR WAIE
time BN &% =

B0l
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Public Health Event-JI 5% EC2 12 & [ &

"version": "0Q",
"id": "7bf73129-1428-4cd3-a780-95db273d1602",
"detail-type": "AWS Health Event",
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"source": "aws.health",
"account": "123456789012",
"time": "2023-01-27T09:01:227",

"region": "af-south-1",
"resources": [],
"detail": {

"eventArn": "arn:aws:health:af-south-1::event/EC2/AWS_EC2_OPERATIONAL_ISSUE/
AWS_EC2_OPERATIONAL_ISSUE_7f35c8ae-aflf-54e6-a526-d0179ed6d68f",

"service": "EC2",
"eventTypeCode": "AWS_EC2_OPERATIONAL_ISSUE",
"eventTypeCategory": "issue",

"eventScopeCode": "PUBLIC",

"communicationId": "@1b0993207d81a0@9dcd552ebdle633e36cf1f@9a-1",
"startTime": "Fri, 27 Jan 2023 06:02:51 GMT",

"endTime": "Fri, 27 Jan 2023 ©09:01:22 GMT",

"lastUpdatedTime": "Fri, 27 Jan 2023 09:01:22 GMT",

"statusCode": "open",
"eventRegion": "af-south-1",
"eventDescription": [{
"language": "en_US",
"latestDescription": "Current severity level: Operating normally\n

\Nn[RESOLVED] \n\n [03:15 PM PST] We continue see recovery \n\nThe following AWS
services were previously impacted but are now operating normally: APPSYNC, BACKUP,
EVENTS."

31,
"affectedEntities": [],
Ilpagell: II1II’

"totalPages": "1",
"affectedAccount": "123456789012"

i F 45 £ AWS Health ZE4-Elastic Load Balancing API [8] &

"version": "Q",

"id": "121345678-1234-1234-1234-123456789012",
"detail-type": "AWS Health Event",

"source": "aws.health",

"account": "123456789012",

"time": "2022-06-10T06:27:57Z",

"region": "ap-southeast-2",

"resources": [],
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"detail": {
"eventArn": "arn:aws:health:ap-southeast-2::event/
AWS_ELASTICLOADBALANCING_API_ISSUE_90353408594353980",

K45 E AWS Health E44-Amazon EC2 L7 IX s B8 M AE

AWS_

"service": "ELASTICLOADBALANCING",
"eventTypeCode": "AWS_ELASTICLOADBALANCING_API_ISSUE",
"eventTypeCategory": "issue",
"eventScopeCode": "ACCOUNT_SPECIFIC",
"communicationId": "©01b0993207d81a09dcd552ebdle633e36cf1f09a-1",
"startTime": "Fri, 1@ Jun 2022 05:01:10 GMT",
"endTime": "Fri, 10 Jun 2022 05:30:57 GMT",
"statusCode": "open",
"eventRegion": "ap-southeast-2",
"eventDescription": [{
"language": "en_US",
"latestDescription": "A description of the event will be provided
1,
"page": "1",
"totalPages": "1",
"affectedAccount": "123456789012"

"version": "Q",

"id": "121345678-1234-1234-1234-123456789012",
"detail-type": "AWS Health Event",

"source": "aws.health",

"account": "123456789012",

"time": "2022-06-03T06:27:577",

"region": "us-west-2",
"resources": [
"i-abcdl111"
1,
"detail": {
"eventArn": "arn:aws:health:us-west-2::event/
EC2_INSTANCE_STORE_DRIVE_PERFORMANCE_DEGRADED_90353408594353980",
"service": "EC2",
"eventTypeCode": "AWS_EC2_INSTANCE_STORE_DRIVE_PERFORMANCE_DEGRADED",
"eventTypeCategory": "issue",

"eventScopeCode": "ACCOUNT_SPECIFIC",
"communicationId": "@1b0993207d81a0@9dcd552ebdle633e36cf1f@9a-1",
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"startTime": "Fri, 3 Jun 2022 05:01:10 GMT",
"endTime": "Fri, 3 Jun 2022 05:30:57 GMT",
"statusCode": "open",
"eventRegion": "us-west-2",
"eventDescription": [{
"language": "en_US",
"latestDescription": "A description of the event will be provided here"
1,
"affectedEntities": [{
"entityValue": "i-abcdl111"
1,
"page": "1",
"totalPages": "1",
"affectedAccount": "123456789012"
}
}
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
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B, HRSHBEFNES. CloudTrail BEXHFR A AP ERANEFH#HKRERE , RelTa2RE
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LU RGIE R T 5E RiZDescribeEntityAggregatesi#24ERY CloudTrail BE%H,

"Records": [
{
"eventVersion": "1.05",
"userIdentity": {
"type": "IAMUser",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:user/JaneDoe",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName": "JaneDoe",
"sessionContext": {"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2016-11-21T0Q7:06:15Z"

11,

"invokedBy": "AWS Internal"
},
"eventTime": "2016-11-21T0Q7:06:28Z",
"eventSource": "health.amazonaws.com",
"eventName": "DescribeEntityAggregates",
"awsRegion": "us-east-1",

"sourceIPAddress": "203.0.113.0",

"userAgent": "AWS Internal",

"requestParameters": {"eventArns": ["arn:aws:health:us-east-1::event/EBS/
EBS_LOST_VOLUME/EBS_LOST_VOLUME_123"1]},

"responseElements": null,

"requestID": "@5b299bc-afb9-11e6-8ef4-c34387f40bds",

"eventID": "e4deb9dc-dbc2-4bdb-8515-73e8abcbc29b",

"eventType": "AwsApiCall",

"recipientAccountId": "123456789012"

}
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