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JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexvice": "groundstation.amazonaws.com"
},
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws :SourceAccount'": '"999999999999"
}I
"ArnLike": {
"aws:SourceArn'": "arn:aws:groundstation:us-
east-1:999999999999: config/s3-recoxrding/your-config-id"
}
}
}
]
}
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{
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"Effect": "Allow",

"Action": [
"s3:GetBucketLocation"

]I

"Resource": [
"arn:aws:s3:::your-bucket-name"

]
}I
{
"Effect": "Allow",
"Action": [
"s3:PutObject"
1,
"Resource": [
"arn:aws:s3:::your-bucket-name/*"
]
}

- MR SSHENRITVEFEATNR. BUNEEMENBHAHTER , XEENERIKRAFAGE
HMENEER. fl , 1% {satellite_id}/{year}/{month}/{day}F#E#H A HLERFRX
LlEyE Y fake_satellite _id/2021/01/10

Bimm k4 - {satellite_id}{config-name}| {config-id} || {year} | {month} |
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{
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"Principal": {
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}
]
}
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"kinesis:DescribeStream",
"kinesis:PutRecord",
"kinesis:PutRecords"
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"Resource": "arn:aws:kinesis:us-east-2:999999999999:stream/your-stream-name"
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https://docs.aws.amazon.com/ground-station/latest/APIReference/API_UplinkAwsGroundStationAgentEndpoint.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_DownlinkAwsGroundStationAgentEndpoint.html
https://docs.aws.amazon.com/ground-station/latest/gs-agent-ug/
https://docs.aws.amazon.com/ground-station/latest/gs-agent-ug/

AWS Ground Station AFiEmE
« EgressAddress-ATM\REH HEIER 1P MmO ik,
« IngressAddress-A T HEHIEEZ AREWN IP Miw O ik,

BIERIRR

Dataflow Endpoint ff AR &R ARRFENREEHRAIEEE, IRELTRARFESHK

. TITHELT 50% MHz WEFESBIEL TTEKRESHIE , 5 A Dataflow Endpoint.,
Demodulated/Decoded E#J% Dataflow Endpoint , BEEEFEndpointfSecurity Details=
E. EndpointDetails

Endpoint HATRARARK :
« Name-BERBIEH. EFEIAFALRBERER , LEMATNELZNBERESEEREAN

AP TEL
« Address-fEFARY IP Fix O #bit,

SecurityDetails HAATHRELARK :

« roleArn- AWS Ground Station FIE{EFE K VPC HEIZEMMEED () NARNTL B ERE
# (ARNENIs), ©11ENIs ZEHERRBRAXZHABTFEAAONE LS.

« securityGroupIds : MfMNEHMEMEEONTLH,

« subnetIds- AWS Ground Station ] BEKE 58 14 P £& 432 O LA [ BBV 2 B & IE TRV F MBI R, IR
ETZNFR, M4 UMEERE,. IR FRUETFFRRATARK (AZs) , Mg =4 B0 A
XEELWEA

Z% %) roleArn B IAM B XA EFEERE , AATF groundstation.amazonaws. com fRSE
HBRAZAG, BXRA , BZATEHNRIGEERES Y. E02ESHE , HRER ID FFE,

R EERBELAERAES (*) 8, your-endpoint-idiX Al LATE QIR # TEH LA AR 2 ER
ID , N RHEEREIEERE N ZIFENBERE L.

IAM &4 EH AWS Ground Station A FiIZER IAM FKE& ENIs, BXRHl , BSH THEHN =64
BRI D

RS E RS

BEXUAEHMACHEERBNESER , H2H IAM AFEEPNEE IAM A6,

BRERLHTRA 23


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage.html

AWS Ground Station

RAriEmE

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexvice": "groundstation.amazonaws.com"
},
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
""aws :SourceAccount'": '"999999999999"
}I
"ArnLike": {
"aws:SourceArn'": "arn:aws:groundstation:us-
east-1:999999999999:dataflow-endpoint-group/your-endpoint-id"
}
}
}
]
}
AR

BEXNAEHFIMMNACKENESEL , BH2H IAM AFERPNEE IAM KR,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"ec2:CreateNetworkInterface",
"ec2:DeleteNetworkInterface",
"ec2:CreateNetworkInterfacePermission",
"ec2:DeleteNetworkIntexrfacePermission",

B RAL IR RA

24


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage.html

AWS Ground Station AriEE

"ec2:DescribeSubnets",
"ec2:DescribeVpcs",
"ec2:DescribeSecurityGroups"

1,

"Resource": "*"

DataflowEndpointGroupV2 £ ix¥ <

DataflowEndpointGroupV2 5| A T &[T w KRR | ARt EEMRIE EMIERITHEE

« UplinkAwsGroundStationAgentEndpoint-$t 3¢ LT8R BB R 1T 7 1L
« DownlinkAwsGroundStationAgentEndpoint-§t 34 T~ 178588 BB Rt 17 T (1L

X% Rig S A4 E S M E B EK 7 & A AwsGroundStationAgentEndpointiim & , M 1% & M & E
BERTESEMNES

F 17858 AWS Ground Station 1% i =

% UplinkAwsGroundStationAgentEndpointy LT HIEBRMIRIT , AIRRMHEEWHHNEEET, &
FERME AT T EMNKIER , AWS Ground Station i&E Atk a8,

UplinkAwsGroundStationAgentEndpoint HELTRAAEK :

* Name-BBERFEREH. ERERRAEALBER KR , LEMSAEENBEERKE[LEERERAN
B TE,
« IngressAddressAndPort-A T EMER A BB LA IP Miw O bt

+ AgentIpAndPortAddress-REBEEH K OEE

T4T858& AWS Ground Station XIE i =

HN TTHBREERET TR, SRET TR, THHEMAEN LTHEKREES
=, DownlinkAwsGroundStationAgentEndpoint

DownlinkAwsGroundStationAgentEndpoint HHEATABRAR :

BERLRTRA 25


https://docs.aws.amazon.com/ground-station/latest/APIReference/API_UplinkAwsGroundStationAgentEndpoint.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_DownlinkAwsGroundStationAgentEndpoint.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_AwsGroundStationAgentEndpoint.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_UplinkAwsGroundStationAgentEndpoint.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_DownlinkAwsGroundStationAgentEndpoint.html

AWS Ground Station AriEE

* Name-BFTERIH[AEN. EEBRRACALBERBR , LEHRLASENBER K SEERERN
B AL,

« EgressAddressAndPort-f{IEH HBIFER LA IP MmO bk
« AgentIpAndPortAddress-REBEEH IR OSEE

BIEHTERLIRT /4
BOERALATE—RECBBERL T RA :
CreateDataflowEndpointGroup

CreateDataflowEndpointGroup A FRIERE , B EZFEFEHZ
# AwsGroundStationAgentEndpoints; DataflowEndpointZE BB iE

CreateDataflowEndpointGroupV2

H CreateDataflowEndpointGroupV2 B F#=I: , AR AR ZF LTERN TTERBERNET A
Im R \Kio JH: API 4R§
T%UpI|nkAwsGroundStatlonAgentEndpoinﬁﬂDownIinkAwsGroundStationAgentEndpointo

TRFEEM

R &Y 8l 1EFE £ A DataflowEndpointGroup , M EFEE R TS FERINEEE. AWS Ground
Station REZTEHEEFREME,

R &A1 LUEE A #THY DataflowEndpointGroup V2 , 3 B B 8 1E £ f Fl DataflowEndpointt &
Dataflow Endpoint B AR FHNAREFRKZRHE , WEEEIBUXAKE, AWS Ground Station
MREESLEEH AWS Ground Station RE# T FT4EEE , Mt AT USRI RESFI AT L1748
B, TR EMARESEA,

T # F) DataflowEndpointGroup V2 , iEH T T #RIE :

1. R M H1EHE DataflowEndpoint , i5#%H { AWS Ground Station AWS Ground Station {32 F 15
M) RENRE

2. WEENBIER S @ H IR R E
( =% ) UplinkAwsGroundStationAgentEndpointDownlinkAwsGroundStationAgentEndpoint

3. Bl 5| Aix i K i DataflowEndpointGroupV/2
4. BlE—NREMS| AR DataflowEndpothroup V2 W BE RS R E
5. SIBEFMESEEXH , BRERKSEE S| AN BIER DL

BERLRTRA 26


https://docs.aws.amazon.com/ground-station/latest/APIReference/API_CreateDataflowEndpointGroup.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_AwsGroundStationAgentEndpoint.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_DataflowEndpoint.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_CreateDataflowEndpointGroupV2.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_UplinkAwsGroundStationAgentEndpoint.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_DownlinkAwsGroundStationAgentEndpoint.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_DataflowEndpoint.html
https://docs.aws.amazon.com/ground-station/latest/gs-agent-ug/
https://docs.aws.amazon.com/ground-station/latest/gs-agent-ug/
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_DownlinkAwsGroundStationAgentEndpoint.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_UplinkAwsGroundStationAgentEndpoint.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_CreateDataflowEndpointGroupV2.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_CreateConfig.html

AWS Ground Station AriEE

6. EAMNESEEXHFLHBRRA
7. EREINEF R AN A BN EE

EXTEBIERENEZEEL , BE3M8 A AWS Ground Station /O E GBI ER B,

£ AWS Ground Station E &

AWS Ground Station {CEEEZRES £ AWS #hEIVEER R EAE UK ( T1T8EE% ) AL W HHF 50
(DigiF) 4@

THERE
BRI LUERRNR TR THRIERA -

1. [ EC2 EHMEMEIE -NBIEEZH I EAEN EC2 24|, BEEN AWS Ground Station ¥, 0
REFEEIRFRNERELE |, NEERIET, EX EC2HFELAHNER , BSHZEALIE
AR o

2. [@ S3 FMMEMEBIE - AWS S3 FH @AM BETE2HERE AWS Ground Station, Bk S3
BIEEARNEER , BSR FHRER 88,

FRBELAHEANREZTELYNE A AWS TR, BZEWAEEA CloudFormation k822 AWS &R |
DBRASEM, HEHENT XN, SMKEREER EC2 = S3 EHEiE , (BT8R M &£ mEk
o

TRERT EHEH Software-Defined 4k B (SDR) SE LIS IT83 M AWS Ground Station X%k X 15
TRIE &K EC2 2689 DigiF BIER-

EIp m Customer Receiver
Public
AWS EMS K :-' ")"D‘ d P Dedicated Agent CPU Space Egress Address
Fo rv1rd Error-Co socket

(FE C] AWS G5 Agent

Dataflow : . Data _ AwsGroundStationAgentEndpaint
EI it ————> UDP L oy Listener (e.g. SDRJ Dataflow
) jIF Da ' : 1% Ingress ’

3 Port
Range i §
X — Jopt/aws/groundstationsete/
ows-gs-agent-config. json

Fft in{E B
EXEZFMEER , TSHTEM (AWS Ground Station REHFIERE)

AWS Ground Station X2 A 27


https://docs.aws.amazon.com/ground-station/latest/gs-agent-ug
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Tt 981

EFB2E , BRIZZRBEPHWELRES., AWS Ground StatonBXEZEER |, H5H BEHE AWS
Ground Station A=,

SIS AWS Tk P

BEFFREM AWS , IREE—1 AWS K. BXREIEZNEE AWS K/ |, BHZH (AWS IKFERE 5%
ErR) AWS IKFHEY AT 6

il AWS Ground Station BRI PR AWS account

BEETHREEERRA, AWS Ground Station V15 TR |, BT E I KB A R E M 02 &/Y
AWS K

1. B3R AWS EEZHA FTFF IAM 2518,
2. BIEFRE. ERANATIR:

a. HESMERFRERE K RGERIERRE,
b. 7 JSONEI+H , AL TEZ —4%%E JSON., EAKESENRAREFH JSON,

« XF Ground Station EER , FFRIEIRE N groundstation:* , R :
JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"groundstation:*"
]I
"Resource": [
wan
]
}
]
}

SEMZ 0 AWS Ik 28


https://docs.aws.amazon.com/accounts/latest/reference/getting-started.html
https://console.aws.amazon.com/iam

AWS Ground Station

RAriEmE

« EIR1E Read-only &R , B @4 i%E N GroundStation: Get*, GroundStation: List* I

G roundStation: Describe* , 1 AR :
JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"groundstation:Get*",
"groundstation:List*",
"groundstation:Describe*"
]I

"Resource": [

Mg

- ATESZREZFHRITESZ M , B Act ion 8B groundstation: * , #}Condition/

Booli%i& N a ws: , MultiFactorAuthPresent:true 1 R /R :
JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "groundstation:*",
"Resource": "*",
"Condition": {
"Bool": {
"aws:MultiFactoxrAuthPresent": true
}
}
}

1

70 AWS Ground Station &#I R AWS account
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3. HEIAMEFIEH | GBI RBEHMMBIFFEAS .

BXIAM AR HKMMERAEZER |, BESH IAM AFIER.

HEIDE

FIEEZHA AWS Ground Station E— NS T RNERE | SEHIEWE, HFARKIE, T , AkE
AN, EFEBRZHI (NDAS),

&P ABRESD

BEFAR—NFIHRE , 9JLAE AWS Ground Station #B4lAREMN “TEMER Bo&E. AT
R T BAMNIE,

1. BEHEZAAWS Ground Station (VETLUAELMN B ERESTS BN TL BINRIFL,

2. EFHBFEIEH A AWS Ground Station , 57 AWS Ground Station EHLREK “TEFEIR” 2P
PREIXDEFHARSE, BRNEMRENESHNIEESER , @FEENALEH. MENME, TEN
KEtatEI s & gtatEl, DENPERBUREREITRIEERFERAWS Ground Station# =X k2 &
Ihee.

3. BHHRBEZIHKMAAES , AWS Ground Station FELITHEANKE SFFRE T, It
B RAY S A )R R e QBT BT IEZ A T 7o

4. FREMER  ENIZERATREEER. AWS Ground Station FF 6 & & IXE#H A @A,

(it ) MBEE

ARG, BuEEEI E2RP R MN—N N8 , LEEBWNIRAIT., A “BRA” REKN , AWS
Ground Station &I BB ERAFENMWIEER#HLLK Norad ID, EREEBZBMALUEITINER
SEREBNITE, Mk, TAFERRZ,

¥ri2 AWS Ground Station I 2 A LUB I FFZE R APl Ml AWS CLI FEA—/ AWS KZEHK. SDKs
RIEMNNBWMAFEA AWS Ground Station CLI #r12A S #T2 £ Aqua ( Norad ID 27424 ) , us-
west-2

AWS Ground Station CLI

NEIE 30


https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction.html
https://console.aws.amazon.com/groundstation/home#resources
https://console.aws.amazon.com/groundstation/home#resources
https://console.aws.amazon.com/groundstation/home#resources
https://docs.aws.amazon.com/whitepapers/latest/tagging-best-practices/what-are-tags.html
https://docs.aws.amazon.com/cli/latest/reference/groundstation/tag-resource.html

AWS Ground Station AriEE

AWS CLI AI LAk 52X H AWS Ground Station. £ AWS CLI ERMRICEEZH , XTHEUT
AWS CLI %REH -

. 1% AWS CLI BL%, BXLEWELR AWS CLI , 55 %% AWS CLI A7 2,
« R AWSCLI BEE, BXEEBENELE AWS CLI , FZHEEE AWS CLI M7 2,

- MEERANEBIRENZSIIRETZH AWS CLIEFHNX4F, BEEXLEEMERERRENER
&H9 AWS Ground Station BkR A AWS CLI, EXRERENERRENEZEE , BSHEEMN
ERXHRE,

BB AAAMERG AWS CLI , F&EE AWS Ground Station CLI n 5SS ZRE , BRAT BN
T EALLIRSE , BB AWS CLI R4 , HESS M LA Kgroundstation AWS Ground
Station MIEEEFEANES. BX AWSCLI T SEMNESZELR , H5H AWS CLI TEFHNS® L
He TEHRMT —MNRAGTEM,

aws groundstation <command> <subcommand> [options and parameters]

wEIE

B BEEFRNMENRICNIEN ARN, XATLUET AWS C LI HH5|RTE API RERK :

aws groundstation list-satellites --region us-west-2

£

E1T LR CLI s SR EE MU T U THANGEH

-~

"satellites": [
{
"groundStations": [
"Ohio 1",
"Oregon 1"
1,
"noradSatelliteID": 27424,
"satelliteArn":
"arn:aws:groundstation::111111111111:satellite/11111111-2222-3333-4444-555555555555",
"satelliteId": "11111111-2222-3333-4444-555555555555"

—_



https://docs.aws.amazon.com/cli/latest/userguide/install-cliv2.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-configure.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-files.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-files.html
https://docs.aws.amazon.com/cli/latest/reference/groundstation/index.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-usage-commandstructure.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-usage-commandstructure.html
https://docs.aws.amazon.com/cli/latest/reference/groundstation/list-satellites.html

AWS Ground Station AriEE

BEZERICHIEE , HiE T satelliteArn, IR —PNEEFESZWMRE , X RR APl EEXT
£ ARN , M%7 £ ERER ARN 22IKMEN, ETF—FP , BNZERAZHFEFIRSHXE (7]
BEREBZHNWXIE ) k¥ B ARN, X TF1ZRfl , BAVGER us-west-2, WREHRE , ARN FM :

arn:aws:groundstation::111111111111:satellite/11111111-2222-3333-4444-555555555555

arn:aws:groundstation:us-
west-2:111111111111:satellite/11111111-2222-3333-4444-555555555555

ANTEEHEPERIERN , DEXLTE - “Name" iRBFNBH. WA, BTRINEANZ
AWS CLI , Rt A EER RFAIX 5| SH1TH L. FREFRUT :

{\"Name\" : \"AQUA\"}

BETXR, SR BEARERRE API RIFICE 2, XALH AWS CLI XER 3 ERTE :

aws groundstation tag-resource --region us-west-2 --resource-arn
arn:aws:groundstation:us-

west-2:111111111111:satellite/11111111-2222-3333-4444-555555555555 --tags
"{"Name" :"AQUA"}'

TRRER | £ BB E AWS Ground Station EH AR EE NI EREN AR,
EFRDENEN

MREFHRDENER , WREFEHAERBN“Name” B4 HEXERATE ARN A tag-resou rce , B
HMERERATBENENT, XFEFNERCHEEHEPERTER. BARHNOT :

aws groundstation tag-resource --region us-west-2 --resource-arn
arn:aws:groundstation:us-

west-2:111111111111:satellite/11111111-2222-3333-4444-555555555555 ~-tags
"{"Name" :"NewName"}"

1 ER=T: E=R
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https://docs.aws.amazon.com/cli/latest/reference/groundstation/tag-resource.html
https://docs.aws.amazon.com/cli/latest/reference/groundstation/list-satellites.html
https://docs.aws.amazon.com/cli/latest/reference/groundstation/list-satellites.html
https://docs.aws.amazon.com/cli/latest/reference/groundstation/tag-resource.html
https://docs.aws.amazon.com/cli/latest/reference/groundstation/tag-resource.html

AWS Ground Station AriEE

A LAE A untag- resource API iR NI B 2R EMNEM. It API EETERICAEXEHNIE ARN 2L
BEFRIER4ATIR, WFEH , FRIEER4A N “Name” ., FH AWS CLI AZ APl W RBITITATR :

aws groundstation untag-resource --region us-west-2 --resource-arn
arn:aws:groundstation:us-
west-2:111111111111:satellite/11111111-2222-3333-4444-555555555555 ~-tag-keys Name

NHEITBEILE

BRTEMBECHIEN , BETURBEEASIEN AR BIEZN , XD ERETLAFFRNTIT
ERBEERR, XFEHE AWS Ground Station e ERA TITER R Hix T EHWEIE,

(® Note
ERTEES ETHBERIIXLEDE, BRREERATLTHRN TTERERFRE,

AWS Ground Station X#FEH AL TEE L TFTHR B BHE

* Aqua
+ SNPP
+ JPSS-1/NOAA-20

 Terra

XETE—BEH , MAAMNEEAT. AWS Ground Station 43 T F ZTABELER CloudFormation
B, UEERNM T RERZRS . T5E 8 SR E RFIEX AWS Ground Station 204aIfE A #97R
Bl , BZH,

EXAXETEREAHOBREMMENEZELR |, 5 Aqua. JPSS-1/NOAA-20 1 SNPP A K
Terrao

MRS B RBERE

BULANIE LNBFEEREARASNRIER. RECHIENAM , EUREE-—FIFAFHE
B, BFEFREAVFLFRAN LITHBUARETNRT TTHREREE RPBEERENZBETMN
R T ATEERRIRF,

NHITEDE 33


https://docs.aws.amazon.com/cli/latest/reference/groundstation/untag-resource.html
https://aqua.nasa.gov/
https://www.nesdis.noaa.gov/our-satellites/currently-flying/joint-polar-satellite-system
https://terra.nasa.gov/

AWS Ground Station AriEE

RIUPEER

FHIEAWZE Amazon S3 5 , BB EHBERR S EZAEZRK S A Amazon S3 F# ., BAYBKE
BTEUBITEDHIR (pcap) XHMWEXEH , AATFNBKREBBEERIRHENTTLS (SDR) F |, HE
M pcap XHHIREERKFTHREHTLHE, IREEHWBIREZHIER , 8 30 ¥4 pcap X L5
ZEW Amazon S3 7R , UMEEKRZHEFZTENCERERE. WEAKES , ZUUEABCEHE
LB HSEREM AWS RS ( 211 Sk A SageMaker | 5 Amazon Rekognition ) SRAMBEIE,
LB ZE Amazon S3 NEATMNENEE TEHEIE ; TEFBIEM Amazon S3 LEFIFBHNIE,

AWS Cloud

S g

Satellite AWS Ground Station 53 Bucket

EFEANRE , BFEQE— Amazon S3 7% AWS Ground Station R iEEwmEl, T —F
FEBAREEET—LHEE SIRHRE. BXFEEGZINRFEARMMAEEXHFERNTEN
B, BSR, ¥ S3 %F Config

EEZCcE )

FEHEEMZE Amazon EC2 § , BB EBIENEI RALLETE Amazon EC2 Kl B # 1T, &
A LATE Amazon EC2 35l ESERf4b B8R |, WAl A A BUE# TR LB,

EFRARSKRE , BEERENEBEMN Amazon EC2 SEHIHAIE—/NHZA Dataflow KixT R
4, EfELN Amazon EC2 =4l , ESRIZEMEE Amazon EC2, ERIZEHNEBARALKLET R
4, ES . £ AWS Ground Station ZkiE LK ix T 4

BT ERT ERABERRQE SN BERE,

FREWIERW 34



AWS Ground Station AriEE

AWS Ground Station
! Antenna Region ' Customer VPC
i E Customer Receiver

= : | !
Slgnal 3 > — » Dataflow
[F | ' endpoint
| application

Satellite AWS Ground Station | Elastic Network Interface

v

*End to end data connection is established and maintained enly during the scheduled
contact duration.

LLTERTHEA AWS Ground Station {XIEE & Bt Y BES B E,

EIP E Customer Receiver

Public
AWS KM5 K‘-‘y Encrypted P Dedicated Agent CPU Space Egress Address
Forward-Error-Corrected - UDP Socket
(FEc] ! AWS GS Agent BleEE i
Transmit (T | Dataflow i B Dlgla AwsGroundStationAgentEndpoint
El ransmit{ix} =@ i—————> UDP : » | Listener (e.g. SDR) Dataflow
DiglF Dataflow = it Ingress veat
] T2 Port
Range € .
A g i T— Jfopt/aws/groundstation/ete/
B aws-gs-agent-config. json

7RI pEN BN

AWS Ground Station B 2 — AliE ThEE , AIfE P 2B RZH R HEPRM AWS Ground Station X£k1&
A ZIIEH AWS Ik, IXEIREESIE FRatit MR RARNANEBAE LS BBRA R

£/ AWS Ground Station &R , 38 E AWS Ground Station X4 BV IEFRIF E ZE M T IEMIKF
ENHFEEZEMIT R TRRNGH , AEENMEMBRSFEEAR. ENHBERMNREEGREMNIE
FRAT R EEBNKF N, WEIKES , BUUEAECNEAEREGRFER M AWS BRSE ( Hiln
Amazon Data Firehose = ) REHIE, AWS Lambda

MR EHEN 35
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Sl Customer Destination Region

Gustnmer VPC

ElE]  AWS Antenna Region
Gusmmer Receiver
Dataflow
Data ' Endpoint
\_/ Application

=
@ Elastic Netwprk Interface

Satellite AWS Ground Station

i) Customer Scheduling Region

Telemet \__)

Kinesis Data Streams

ETF—%%, 1T4¥ﬁUE1E%EE§I1¢Fﬁ%E’JEEEO MREGAEN , RTREEENBEREEN , &
Bo@EN EWREE, AXRFAREVH , FEHREEN,

BEXKHEZ{EE TelemetrySinkConfig , &5 M2 W85 Config.

Bl EIE

BISWHSE  ZECLBREERETIE. BERZRUK IAM, Amazon EC2 #l Amazon S3 BiR. £
WEEE | SEREFEE S BS M AWS Ground Station BLiE,

BEAREE

EOENE N RESEFEHEIMNNERINARNER, £AL-THNER , LREEUTFSE
ERE,

- I 5# S3 F&F Config-FEiE& M EIEM Amazon S3 F# .
o BERE S B E - BIEE R 2 A Amazon EC2 K41,

&N ECIE ( Ak )

N R AE B R HA R WOE F SR aT RN BHE , M ATBABIZE — . TelemetrySinkConfigit Bt & 2 Al ik
8 , FATF#EE AWS Ground Station $5:& N #3E & 3% BT 4k

BEERE 36



AWS Ground Station AriEE

 ENEEUES Config-a1 R HY Ik F 3= & Bz

AXFANRBRE  HFSELEEN.
DERE

P EfES AWS Ground Station IMAEZRN T EBEE*x, BEEIAZEHEPRENEENTIE,
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£ , M TJREH - operations F a.
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AWS Ground Station {REEEIER
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6. [Ak] REAKGNEL FHEMFLENE (¥ ). XATOHERRAZENMZERXHENRR
AMEH, BHSE A3 AWS Ground Station £7&3 THREZE R,

7. [AIiE] F telemetrySinkConfigArn iR E RN EEBRHARE AEN,, X 6EE ] LA EEEK P R EBUEF
SKATHY IR EEE | DU THSENS . BSREHENTRESEFER.
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TRX%

BT EEHEN AT EEEES , & AWS Ground Station 2t E X%, TAXREKE—MEHNK
®RE% , JUREHIT AWS BEE, THARETETIEMN I AWS Ground Station E¥LE , A/ FEH
N E YL BASNR ThEERRE |, S0P ATIRAWS Ground Station WIGEE . ERARLNLBEMINEERATT
WE

BEXETAXRENESZER , HSHEAWS Ground Station T X%, ETHRESEERITREATHERX
% , % AWS X #F B LA TFAWS Support Center Console A R Ex R,

EHEHWERERLK

BMEENERE —RBBZRKRE, SOLUER ListAntennas APl EF#E N XL, It APIRE
EEMEMN KL , SRENINKRENE .

REEBS ListGroundStationReservations API & EARIEEER , T THMEHINNWAEMN T H
M, BXEETMIINESEL , FSEETEFHE LTI,

ERITHIEListAntennas , BAF L EFAMEHYL , REREHEEN A AN AE EHRNR,
BXEZEE  BFSR BRHAVASEEIHIE.

R B T R R 4
AT RIZIH T 82 Python AWS B #FF % TEE (Boto3) MM EI S HIFF A K4k

import boto3

# Create AWS Ground Station client
ground_station_client = boto3.client("groundstation")

# The ground station ID to list antennas for.
# Use the ListGroundStations API to find available ground station IDs.
ground_station_id = "Ohio 1"

# List all antennas at a ground station.

# This is useful for understanding the capacity of a ground station

# and for planning multi-antenna operations.

print(f"Listing antennas for ground station '{ground_station_id}'...")

paginator = ground_station_client.get_paginator("list_antennas")
page_iterator = paginator.paginate(
groundStationId=ground_station_id,
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PaginationConfig={
"MaxItems": 100,
"PageSize": 20,

.

)

for page in page_iterator:
for antenna in page["antennalist"]:
print(f" Antenna: {antenna['antennaName']}")

print(f" Ground Station: {antenna['groundStationName']}")
print(f" Region: {antenna['region']}")
print()
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FBREONEEEMERENTE R,

ZLEINITEOR T EN B RES

- 3 AWS Ground Station E#F-ZREFEHCHEBRRATIT. TE2REHMKSBENENE O M
KRR Ao

« AWS Ground Station ¥ B X&EF — BAUETAXEL LEEFMEMI] , SFE4F N BRAME K
PRZIENEKRRAR. NTELRENRRAANBRRAGRR. BXEZER , HZH AWS Ground
Station & A X%

TR E
SIMEHE—HER | AFETREREN MR

s BRA-BRRATERRNEEBERENRELN B, FLYTT RN RS H IR T STEH R T &F ot
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RAriEmE

c PSP TERRRELREFMATHANER, £FMEZFEmaintenanceTypeRB\EF 21t

XIRERIT RIS

K1 =6l

LU RBIBIH T ARk 7 RERER T Python B9 AWS SDK (Boto3) £ E U ITHITALT | BIEERME

REHITIFIE,

import boto3
from datetime import datetime, timezone, timedelta

# Create AWS Ground Station client
ground_station_client = boto3.client("groundstation")

# The ground station ID to list reservations for
ground_station_id = "Ohio 1"

# Define the time range to query. Reservations include both your

# scheduled contacts and maintenance windows at the ground station.
start_time = datetime.now(timezone.utc)

end_time = start_time + timedelta(days=7)

# List all reservations at a ground station for the next 7 days.

# You can filter by reservation type to see only contacts or

# only maintenance windows.

print(f"Listing reservations for ground station '{ground_station_id}'...")
print(f"Time range: {start_time} to {end_time}")

paginator = ground_station_client.get_paginator("list_ground_station_reservations")
page_iterator = paginator.paginate(
groundStationId=ground_station_id,
startTime=start_time,
endTime=end_time,
PaginationConfig={
"MaxItems": 100,
"PageSize": 20,
},

for page in page_iterator:
for reservation in page["reservationList"]:
reservation_type = reservation["reservationType"]
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antenna_name = reservation["antennaName"]
res_start = reservation["startTime"]
res_end = reservation["endTime"]

print(f" Type: {reservation_typel}")

print(f" Antenna: {antenna_namel}")
print(f" Start: {res_start}")
print(f" End: {res_end}")

details = reservation["reservationDetails"]

if "contact" in details:
contact_id = details["contact"].get("contactId", "N/A")
print(f" Contact ID: {contact_id}")

elif "maintenance" in details:
maintenance_type = details["maintenance"]["maintenanceType"]
print(f" Maintenance Type: {maintenance_typel}")

print()

# For Dedicated Antenna customers, you can also filter to show only maintenance windows
print("Listing only maintenance reservations...")

page_iterator = paginator.paginate(

for

groundStationId=ground_station_id,
startTime=start_time,
endTime=end_time,
reservationTypes=["MAINTENANCE"],
PaginationConfig={

"MaxItems": 100,
"PageSize": 20,

page in page_iterator:
for reservation in page["reservationList"]:

maintenance_type = reservation["reservationDetails"]["maintenance"][

"maintenanceType"

]

print(
f" {maintenance_type} maintenance on {reservation['antennaName']}: "
f"{reservation['startTime']} to {reservation['endTime']}"

)
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REAENEHHE

/A Important
£/71 APl HETA TR
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¥ K F339,999,

Alpha-5 @2 TLE X AW E R~EB. EMBFITEBRE5TE. AWS Ground Station

APl ffinoradSatelliteIDFR{MAREHR —F ML istSatellitesFZEH API I
MGetSatellite##EREHF L EB RS , M= Alpha-5 HIEFRX. Alpha-5HEBNE TLE XA
TARSMEX,

AWS Ground Station ¥ 88 Alpha-5 B L E4HSH TLE Ef, HEEI CreateEphemerisi®{E £
f£ TLE B} , & AWS Ground Station IE###4T Alpha-5 RIBHN T ERBHERNIFEBT R ENNE
BPEBERS, T2XBF I EHRSTE (100,000—339,999 ) Alpha-5 SRR E,
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LUTRIEEBZRESN 100,000 WIEEM TLE iRERHl, Alpha-5 RiZFRTNA0000=F1T TLE BVEE 3
—7 5% :

{
"tleLinel": "1 AQQOQU 26001A  26120.50000000 .00000072 0Q000-0 24500-4 @
9991",
"tleLine2": "2 AQQOQ® 97.4500 85.2300 0012345 45.6789 314.5678 15.20000000
10013",
"validTimeRange": {
"startTime": 1777680000,
"endTime": 1778284800

BX Alpha-5 RIBARNEZEE , S Space-Track Alpha-53 14,

BIETLE EF R

AILAfEF APl R CreateEphemerisi@&4E®IZ2 TLE £/, AWS Ground Station IR EREAIERE
NRIEE S3 FRMTPHNBIELEZER,

BEXEE , LEETASFERNIREN VALIDATING HEZRS TERRE , ZTERBFRIIEN
ERHERTERSE, RELENBI L ITEREFKN ENABLED 5 , TFHATERE., BRZ
¥ DescribeEphemerisifl 2 A A CloudWatch E4RIRERE I REVIRSZEAL,

ENTHRNERRBITHEDHR , TSH YLK ERRITHREDER

Bl BT API RIERITRE (TLE) £ER

AWS BH4F AT EGN CLI THATFEIS AR LEHTTE (TLE) iRBMWERX. AWS Ground
Station CreateEphemeris ZETXRNATREIENRINEFTEE (SN ) . BiAERBIEREIH
BA anfAl {5 FHAWS & A T Python BV 47 & T E & (Boto3) M ITILIRE,

TLE £ 8 JSON BRI R , A —MNHZ TLE B — R UKEELHTE, TLE EFRH TLE %M
FER—MESE  RIATLLATREEHNT ( B TLE £FH TLE 2 B&EREER ) . TEESRT —
N TLE &£7RH4I :

{
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"tleLinel": "1 25994U 99068A  20318.54719794 .00000075 00000-0 26688-4 0

9997",

"tleLine2": "2 25994 98.2007 30.6589 0001234 89.2782 18.9934

14.57114995111906",
"validTimeRange": {
"startTime": 12345,
"endTime": 12346

"tleLinel": "1 25994U 99068A  20318.54719794 .00000075 00000-0 26688-4 0

9997",

"tleLine2": "2 25994 98.2007 30.6589 0001234 89.2782 18.9934

14.57114995111906",
"validTimeRange": {
"startTime": 12346,
"endTime": 12347

(@ Note

TLE &r TLE WIRTESE B A4 5 £ PCBL = BE R N B I IE LL 51T,

TLE £ 7 LU&iE bot AWS Ground Station 03 B/~ H{& , I TR :

import boto3
from datetime import datetime, timedelta, timezone

# Create AWS Ground Station client
ground_station_client = boto3.client("groundstation")

# Create TLE ephemeris

tle_ephemeris = ground_station_client.create_ephemeris(
name="Example Ephemeris",
satelliteld="2e925701-9485-4644-b031-EXAMPLEQ1",
enabled=True,

expirationTime=datetime.now(timezone.utc) + timedelta(days=3),

priority=2,
ephemeris={
"tle": {
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"tleData": [
{
"tleLinel": "1 25994U 99068A  20318.54719794 .00000075 00000-0
26688-4 @ 9997",
"tleLine2": "2 25994 98.2007 30.6589 0001234 89.2782 18.9934
14.57114995111906",
"validTimeRange": {
"startTime": datetime.now(timezone.utc),
"endTime": datetime.now(timezone.utc) + timedelta(days=7),

iy

iy

print(f"Created TLE ephemeris with ID: {tle_ephemeris['ephemerisId']}")

WEARMRE—NER , ZERUUENRKATSIAER. 6l , RATUER LEBFPREN
ephemeriSID X% £ f RIVIRE :

import boto3
from datetime import datetime, timedelta, timezone
import time

# Create AWS Ground Station client
ground_station_client = boto3.client("groundstation")

# First, create a TLE ephemeris
print("Creating TLE ephemeris...")

tle_ephemeris = ground_station_client.create_ephemeris(
name="Example TLE Ephemeris for Description",
satelliteId="2e925701-9485-4644-b031-EXAMPLEQL",
enabled=True,
expirationTime=datetime.now(timezone.utc) + timedelta(days=3),
priority=2,
ephemeris={
"tle": {
"tleData": [
{
"tleLinel": "1 25994U 99068A  20318.54719794 .00000075 00000-0
26688-4 @ 9997",
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"tleLine2": "2 25994 98.2007 30.6589 0001234 89.2782 18.9934
14.57114995111906",
"validTimeRange": {
"startTime": datetime.now(timezone.utc),
"endTime": datetime.now(timezone.utc) + timedelta(days=7),

iy

.
ephemeris_id = tle_ephemeris["ephemerisId"]
print(f"Created TLE ephemeris with ID: {ephemeris_id}")

# Describe the ephemeris immediately to check initial status
print("Describing ephemeris...")

response = ground_station_client.describe_ephemeris(ephemerisId=ephemeris_id)
print(f"Ephemeris ID: {response['ephemerisId']}")

print(f"Name: {response['name']}")
print(f"Status: {response['status']}")

THEIRM T DescribeEphemeris 8 /E/Y 8 B7 7R 45l

"creationTime": 1620254718.765,
"enabled": true,
"name": "Example Ephemeris",
"ephemerisId": "fde4l049-14f7-413e-bd7b-EXAMPLEQL",
"priority": 2,
"status": "VALIDATING",
"suppliedData": {

"tle": {

"ephemerisData": "[{\"tleLinel\": \"1 25994U 99068A 20318.54719794 .00000075
00000-0 26688-4 @ 9997\",\"tleLine2\": \"2 25994 98.2007 30.6589 0001234 89.2782
18.9934 14.57114995111906\",\"validTimeRange\": {\"startTime\": 1620254712000,
\"endTime\": 1620859512000}}]1"
}
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B %l DescribeEphemerisBZ S # A CloudWatch B4 RBIR EENETRORS , ARZER &
MANRLSRIETERRE , AT ENEIRE N TH FTLZBEENABLEDAMITERER Ao

BEE , ELEMRAIS |, TLE £EE A TLE 25994 Ky NORAD ID 4S5 EM B EEHIEES
2 ELHY NORAD ID #[Eft, Space-Track

Bl M S3 FiEN L& TLE ER IR

A LB ERFH BN RZEAEEMN S3 F##E L& TLE 23X, AWS Ground Station 4%
RIFREBEFN R, BXRBAHIEMZMNEE1FE AWS Ground Station I : 528 IEMNZE AWS Ground
Station,

LT =M S3 Fl#f L& TLE 27 XA R A

import boto3
from datetime import datetime, timedelta, timezone
import json

# Create AWS clients
s3_client = boto3.client("s3")
ground_station_client = boto3.client("groundstation")

# Define S3 bucket and key
bucket_name = "ephemeris-bucket"
object_key = "test_data.tle"

# Create sample TLE set data
# Note: For actual satellites, use real TLE data from sources like Space-Track
tle_set_data = [
{
"tleLinel": "1 25994U 99068A  20318.54719794 .00000075 00000-0 26688-4 0
9997",
"tleLine2": "2 25994 98.2007 30.6589 0001234 89.2782 18.9934
14.57114995111906",
"validTimeRange": {
"startTime": datetime.now(timezone.utc),
"endTime": datetime.now(timezone.utc) + timedelta(days=3),
b
},

{
"tleLinel": "1 25994U 99068A  20321.54719794 .00000075 00000-0 26688-4 0

9998",
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"tleLine2": "2 25994 98.2007 33.6589 0001234 89.2782 18.9934
14.57114995112342",
"validTimeRange": {
"startTime": datetime.now(timezone.utc) + timedelta(days=3),
"endTime": datetime.now(timezone.utc) + timedelta(days=7),
.
},

# Convert to JSON string for upload
tle_json = json.dumps(tle_set_data, indent=2)

# Upload sample TLE data to S3
print(f"Uploading TLE set data to s3://{bucket_name}/{object_key}")

s3_client.put_object(
Bucket=bucket_name, Key=object_key, Body=tle_json, ContentType="application/json"
)
print("TLE set data uploaded successfully to S3")
print(f"Uploaded {len(tle_set_data)} TLE entries covering 7 days")

# Create TLE ephemeris from S3
print("Creating TLE ephemeris from S3...")

s3_tle_ephemeris = ground_station_client.create_ephemeris(
name="2022-11-05 S3 TLE Upload",
satelliteId="fde41049-14f7-413e-bd7b-EXAMPLEQ1",
enabled=True,
expirationTime=datetime.now(timezone.utc) + timedelta(days=5),
priority=2,
ephemeris={"tle": {"s30bject": {"bucket": bucket_name, "key": object_key}}},

print(f"Created TLE ephemeris with ID: {s3_tle_ephemeris['ephemerisId']}")

24 OEM Ef#HdE
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2 API 5 RINRREFEMRYE. IREFERY LEAENERTRE  FEIUTHRFT AWS
X J. AWS Support Center Console BRI BN SEEE , N ENBEERE AILLIEE,

iz

HEEFELE (OEM) 2— A TR M RBHEHBAFHENER, EFR API AFF OEM /7
& E& 3| AWS Ground Station UAFIRE., XEEFXRLBEXRE (SN ) WEIAEFR. Space-
Track ERIAE G EIE

AWS Ground Station fFE2F M A ML EALIE, MREEHLTIEIIEE , AWS HEREZHNEFEK
BERBHBELER .

tEBAEN OEM EFfRAURSIRIRAE , 7£5%%8 £ /fiSpace-Track k&R T RHRME | ¥
AWS Ground StationZ B2 ERE .

® Note
ERNEESRIEEEZSZAEMEAENERRN , £ LAEH OEM satelliteld
HOBJECT_IDEB%
BEXx OEM XN EZELE |, FSFEOEM Ef#E,

OEM EFf#%R

AWS Ground Station #8#& CCSDS #r/H£4 2 OEM BEFEEMER , BE —EFH MR, OEM X
HRFEA KVN 18X, THREIAT OEM FHAREFERIAK AWS Ground Station & CCSDS #rAEM X
Ao

Section FE =% CCSDS AWS Ground =
Station 4B

R CCSDS_OEM  %#% 2 PR : 2.0
_VERS
COMMENT = a
£ B 55 *# £
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Section FE ZEE CCSDS AWS Ground =
Station AIERY

L PN X =
MESSAGE_ID & &
TTHIE META_START X =

COMMENT vy S

FNREBF T =

OBJECT_ID X5 =

OB TR X = FTEE : #hEk

REF_FRAME R = AIEZHE
EME2000, ITRF
2000

REF_FRAME & T TEE 6 BRE

_EPOCH Z K ref Frames
BEERAL T

NEERA XHE = WEME : UTC

START_TIME X oot

A] A 7T 2a A iR & S

A] 1= LE B[R] & &

STOP_TIME X =

B S = HFE  XHE AWS
Ground Station
FTEENAERAE
REBPIEEA
E.
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Section FE ZEE CCSDS AWS Ground =
Station AIERY

HE_E = = PFE, XHEE AWS
Ground Station
FTEENAERAE
BREBRNIEE A
B, R,
HEREENE
¥, BMRDE
B R B
7, NEAR
KR EE,

META_STOP X e

BiE X X = REXT km

Y X = RET km

Z X = KRFEXT km

X_DOT T = KRETF km/s

Y_DOT X = KRETF km/s

Z DOT X F = KEXTF km/s

X_DDOT & Y RERTF km/s2

Y_DDOT o vy RERT km/s2

Z DDOT B B KRETF km/s"2

5 Z5E R hEE_Fik & S

EPOCH & A

COV_REF_F & B

RAME

21t OEM EFR¥IE 60



AWS Ground Station AriEE

Section FE ZEE CCSDS AWS Ground =
Station AIERY

hrEE_FIE & -

* IIRIEMHA OEM F8EE{a AWS Ground Station Fx3¥FH1T , Nl OEM ML E@E LKL,
ECCSDSHrHEMEEZEZR R : AWS Ground Station

« CCSDS_OEM_VERS#AZ2.0.

« REF_FRAMEXZEME2000, ITRF2000,

« REF_FRAME_EPOCHF %% AWS Ground Station.

« CENTER_NAME&4ZZEarth,

« TIME_SYSTEMAZARUTC,

« INTERPOLATION B INTERPOLATION_DEGREE#FZ AWS Ground Station & P {2 {itHY 2 7 &R PAT &4

« AWS Ground Station 5 CCSDS 5.2.4.7 AE , EATAEE 2B EFHIRICFEHN OEM BIERIEIE
EME#*ITHE. INTERPOLATION_DEGREEFEX#1ER T , AWS Ground Station ¥R A 84 A />
FRETEEEMNRAEEE, INTERPOLATION_DEGREE

KVN &8 OEM 2 R =B

UTRAHTEIEER KVN XA OEM EfRIVEM RHl. JPSS-1

CCSDS_OEM_VERS = 2.0
COMMENT Orbit data are consistent with planetary ephemeris DE-430

CREATION_DATE

2024-07-22T05:20:59

ORIGINATOR = Raytheon-JPSS/CGS

META_START

OBJECT_NAME = J1

OBJECT_ID = 2017-073A

CENTER_NAME = Earth

REF_FRAME = EME2000

TIME_SYSTEM = UTC

START_TIME = 2024-07-22T00:00:00.000000

24t OEM A HiE 61



AWS Ground Station AriEE

STOP_TIME = 2024-07-22T00:06:00.000000
INTERPOLATION = Lagrange
INTERPOLATION_DEGREE = 5

META_STOP

2024-07-22T00:00:00.000000 5.905147360000000e+02 -1.860082793999999%¢e+03
-6.944807075000000e+03 -5.784245796000000e+00  4.347501391999999e+00
-1.657256863000000e+00
2024-07-22T00:01:00.000000  2.425572045154201e+02 -1.595860765983339e+03
-7.030938457373539e+03 -5.810660250794190e+00  4.457103652219009e+00
-1.212889340333023e+00
2024-07-22T00:02:00.000000 -1.063224256538050e+02 -1.325569732497146e+03
-7.090262617183503e+03 -5.814973972202444e+00  4.549739160042560e+00
-7.639633689161465e-01
2024-07-22T00:03:00.000000 -4.547973959231161e+02 -1.050238305712201e+03
-7.122556683227951e+03 -5.797176562437553e+00  4.625064829516728e+00
-3.121687831090774e-01
2024-07-22T00:04:00.000000 -8.015427368657785e+02 -7.709137891269565e+02
-7.127699477194810e+03 -5.757338007808417e+00  4.682800822515077e+00
1.407953645161997e-01
2024-07-22T00:05:00.000000 -1.145240083085062e+03 -4.886583601179489e+02
-7.105671911254255e+03 -5.695608435738609e+00  4.722731329786999e+00
5.932259682105052e-01
2024-07-22T00:06:00.000000 -1.484582479061495e+03 -2.045451985605701e+02
-7.056557069672793e+03 -5.612218005854990e+00  4.744705579872771e+00
1.043421397392599e+00

Bl OEM EF &

ATLAE A API By CreateEphemerisi2/E®IZZ OEM £/f1, AWS Ground Station iR FEHERE
NHIEE S FRBMPNBIELEZER.

BESMEE  LEEMANERIREN VALIDATING #EHRSTERE , ZTERENRITEN
EFHERTTRERSE, RELHETBES U TERBEHKN ENABLED 5§ , T LFHAFEKE, REZ
#DescribeEphemerisif) 2 RS HAEMA CloudWatch E4 KRB ERE R IR EAL

EX U EHRETHEHR , FSH - WK 20T HREDEER
B 0 M S3 F#EME L5 OEM 2R BdE

WA LB ERE#E BN RFHAEFEMN S3 F#iE L& OEM EF X, AWS Ground Station ¥
REBFRBEFTNIR, BXRBALHIEMZMNEEIFE AWS Ground Station 1L : 528 IEMNE AWS Ground
Station,
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LT R M S3 Fil 1 £4& OEM £ 71 X448y R4

import boto3
from datetime import datetime, timedelta, timezone

# Create AWS clients
s3_client = boto3.client("s3")
ground_station_client = boto3.client("groundstation")

# Define S3 bucket and key
bucket_name = "ephemeris-bucket"

object_key = "test_data.oem"

# Create sample OEM data in KVN format
oem_data = """CCSDS_OEM_VERS = 2.0

COMMENT Orbit data are consistent with planetary ephemeris DE-430

2024-07-22T05:20:59

CREATION_DATE

ORIGINATOR = Raytheon-JPSS/CGS

META_START

OBJECT_NAME =J1

OBJECT_ID = 2017-073A

CENTER_NAME = Earth

REF_FRAME = EME2000

TIME_SYSTEM = UTC

START_TIME = 2024-07-22T00:00:00.000000
STOP_TIME = 2024-07-22T00:06:00.000000
INTERPOLATION = Lagrange
INTERPOLATION_DEGREE = 5

META_STOP

2024-07-22T00:00:00.000000 5.905147360000000e+02 -1.860082793999999%¢e+03
-6.944807075000000e+03 -5.784245796000000e+00  4.347501391999999e+00
-1.657256863000000e+00

2024-07-22T00:01:00.000000  2.425572045154201e+02 -1.595860765983339e+03
-7.030938457373539e+03 -5.810660250794190e+00  4.457103652219009e+00
-1.212889340333023e+00

2024-07-22T00:02:00.000000 -1.063224256538050e+02 -1.325569732497146e+03
-7.090262617183503e+03 -5.814973972202444e+00  4.549739160042560e+00
-7.639633689161465e-01
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2024-07-22T00:03:00.000000 -4.547973959231161e+02 -1.050238305712201e+03
-7.122556683227951e+03 -5.797176562437553e+00  4.625064829516728e+00
-3.121687831090774e-01
2024-07-22T00:04:00.000000 -8.015427368657785e+02 -7.709137891269565e+02
-7.127699477194810e+03 -5.757338007808417e+00  4.682800822515077e+00
1.407953645161997e-01
2024-07-22T00:05:00.000000 -1.145240083085062e+03 -4.886583601179489e+02
-7.105671911254255e+03 -5.695608435738609e+00  4.722731329786999e+00
5.932259682105052e-01
2024-07-22T00:06:00.000000 -1.484582479061495e+03 -2.045451985605701e+02
-7.056557069672793e+03 -5.612218005854990e+00  4.744705579872771e+00
1.043421397392599e+00

# Upload sample OEM data to S3
print(f"Uploading OEM data to s3://{bucket_name}/{object_key}")

s3_client.put_object(
Bucket=bucket_name, Key=object_key, Body=oem_data, ContentType="text/plain"

print("OEM data uploaded successfully to S3")

# Create OEM ephemeris from S3
print("Creating OEM ephemeris from S3...")

s3_oem_ephemeris = ground_station_client.create_ephemeris(
name="2024-07-22 S3 OEM Upload",
satelliteId="fde41049-14f7-413e-bd7b-EXAMPLEQ1",
enabled=True,
expirationTime=datetime.now(timezone.utc) + timedelta(days=5),
priority=2,
ephemeris={"oem": {"s30bject": {"bucket": bucket_name, "key": object_key}}},

print(f"Created OEM ephemeris with ID: {s3_oem_ephemeris['ephemerisId']}")

TR E—NRAIRIEBRFP E4EH OEM £ 8A DescribeEphemeris #4EIR Bl 49 $4E R 6l

"creationTime": 1620254718.765,
"enabled": true,
"name": "Example Ephemeris",
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"ephemerisId": "fde41049-14f7-413e-bd7b-EXAMPLEQ2",
"priority": 2,

"status": "VALIDATING",

"suppliedData": {

"oem": {
"sourceS30bject": {
"bucket": "ephemeris-bucket-for-testing",
"key": "test_data.oem"
}
}

RESVASEERRE

/A Important

FUAMAERRINGER ML THRERS , FEEH\BMA,
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BERRHENERTTEETEEZ, BXENAFIRNARERRENESELR , BEIUT
FRFF AWS Z#F EAWS Support Center Console, FATHIE AT 5 18 58 B 4% 7 A B89 #t
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TERENERRBE  FTOREHFANARENFVANDARSIFREERMEMIEPBIEGD
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AWS Ground Station FE2F WA MEVERALIE, MREFERLLATIEIIEE , AWS RERENERK
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XRAENUTZREHEA
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® Note

ERAFVNAMNBERRE , RRAMITBERFAELERIE ARN, IRTEKIE ARN,
CNHRENRRBEN—BoFER , EAUANAEIREATREED , MARHTE
FRRES SR, FUANAETREBENLEMEAXEK , ATELNZNEBNRE&IE@ GG,

FluAEREARBERN

FUASEEARBERR REALNREFCAUANSEEAR. BN 0RBETE—RINBZRE
NESEEAN S ANDE,

FUASEENRBENBARSS R :
- WE  HERAZAFNANEENRNIGEEM.
- AERN  AEMITES{ ( DEGREE_ANGLEZXRADIAN )

« DB —NBSNERERINANATNNSES,
 Time-tagged B : T AMHXNABHNEN S NAFDAE.

B BREEE

- SENH ( D ERWWEAERE )
« BRHEESEE ( 2 BREVFF AL Rat A )
« &4 5 WHAREIRZ azimuth/elevation BYELXT

FuASRELIR

- IERBEMMAMA : -180° E 360°
« UMERTHANA :p &l 2p

- LERNBEMKIA : -90° &= 90°

- SUIERNRMBIK : -w2 E w2

o BND BRAE EEXRRAFEES
- XRENRLFESES

BXEZEE , ESH CreateEphemeris APl XAFTimeAzEIBIESR A,
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RS VANBER

FUASRERENKRFEMHERB/ CreateEphemeris API 2/EBIZE  BEAERRKE, azE15 TLE M
OEM ERXRNETEXHET :

- WAIEE—TNgroundStationSH

BERBPMUAEE ZsatelliteIdSH

RAERRETER (BN NANAZFREFETHELE )

BN BUMEEED 5 4 azimuth/elevation ST HEX I 4 MR B AE
CreateEphemerisAPI SR F ST 48 7 H AR HI R E R

BEHIE , TEEFSFERIZREN VALIDATING B RS ITHERRE , R TERBEERIES
HERHERAERSE, EIXRNEBINTERERERSENEFT A TR A, ENABLEDIRR %
¥ DescribeEphemerisi] 2 RS HEMA CloudWatch 4RI EREH RAVIRASZEAL

EX TR EFT R THESHR , B2 - WL E R THEER
B B API BB ENANEER
LA R 453 B il 2 FRSE B F Python B9 AWS 54 FF X T 24 (Boto3) IR A ANAES

import boto3

# Create AWS Ground Station client
ground_station_client = boto3.client("groundstation")

# Create azimuth elevation ephemeris

azimuth_elevation_ephemeris = ground_station_client.create_ephemeris(
name="Azimuth Elevation for Ohio Ground Station",
ephemeris={

"azgl": {
"groundStation": "Ohio 1",
"data": {

"azElData": {
"angleUnit": "DEGREE_ANGLE",
"azElSegmentList": [
{
"referenceEpoch": "2024-03-15T10:00:00Z",
"validTimeRange": {
"startTime": "2024-03-15T10:00:00Z",
"endTime": "2024-03-15T10:15:00Z",
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iy
"azElList": [

{"dt": 0.0, "az": 45.0, "el": 10.0},

{"dt": 180.0, "az": 50.0,
{"dt": 360.0, "az": 55.0,
{"dt": 540.0, "az": 60.0,
{"dt": 720.0, "az": 65.0,
{"dt": 900.0, "az": 70.0,

]I

}I

print(f"Created ephemeris with ID: {azimuth_elevation_ephemeris['ephemerisId']}")

EARHIF

- FUASRERIES “B3EBM 17 i 5 <8
- AEUENENIEE

« BZHEBRET 15 D HIRTER

- XEERENTSEANNRE IV RBE

. KX azimuth/elevation Xt ( &2 5 37 )

=l M S3 LB ASERE
NFRANBIESE , BN S3 FRBLESVASERE

import boto3
import json

# Create AWS clients
s3_client = boto3.client("s3")
ground_station_client = boto3.client("groundstation")

# Define S3 bucket and key
bucket_name = "azimuth-elevation-bucket"
object_key = "singapore-azimuth-elevation.json"

"el":
"el":
"el":
"el":
"el":

15.0},
20.0%},
25.03%,
30.0%},
35.03%,
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# Create sample azimuth elevation data

azimuth_elevation_data = {

"angleUnit": "DEGREE_ANGLE",

"azElSegmentList": [

"referenceEpoch": "2024-03-15T10:00:00Z",

"2024-03-15T10:00:00Z",

"endTime": "2024-03-15T10:15:00Z2",

45.0,

"el": 10.0}%,
50.0, "el": 15.0},
55.0, "el": 20.0},
60.0, "el": 25.0},
: 65.0, "el": 30.0%,
70.0, "el": 35.0},

"2024-03-15T10:15:002",

"2024-03-15T10:15:002",

"endTime": "2024-03-15T10:30:00Z",

{
"validTimeRange": {
"startTime":
},
"azElList": [
{"dt": 0.0, "az":
{"dt": 180.0, "az":
{"dt": 360.0, "az":
{"dt": 540.0, "az":
{"dt": 720.0, "az"
{"dt": 900.0, "az":
1,
.
{

"referenceEpoch":
"validTimeRange": {
"startTime":

.

"azElList": [
{"dt": 0.0, "az":
{"dt": 180.0, "az":
{"dt": 360.0, "az":
{"dt": 540.0, "az"
{"dt": 720.0, "az":
{"dt": 900.0, "az":

1,

},

1,

# Upload sample data to S3

print(f"Uploading azimuth elevation

s3_client.put_object(
Bucket=bucket_name,
Key=object_key,

70.0,

"el": 35.03,
75.0, "el": 40.0}%,
80.0, "el": 45.03%,
: 85.0, "el": 50.0}%,
90.0, "el": 55.03%,
95.0, "el": 50.0}%,
data to s3://{bucket_name}/{object_key}")
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Body=json.dumps(azimuth_elevation_data, indent=2),
ContentType="application/json",

)
print("Sample data uploaded successfully to S3")

# Create azimuth elevation ephemeris from S3
print("Creating azimuth elevation ephemeris from S3...")

s3_azimuth_elevation_ephemeris = ground_station_client.create_ephemeris(
name="Large Azimuth Elevation Dataset",
ephemeris={
"azl": {
"groundStation": "Singapore 1",
"data": {"s30bject": {"bucket": bucket_name, "key": object_key}},

iy

print(f"Created ephemeris with ID: {s3_azimuth_elevation_ephemeris['ephemerisId']}")

S3XWRMEE JSON 1 , EF U ASERENKASERE L& RFIH A RNEXAEE,
ERAANAERRRBERRA
ERAFVANSERRMITRRAAN , Z3EE TLE M OEM EfRFRE :

1. FRBIEARVASEERN CreateEphemeris
2. EEEHEFIRZA ENABLED
3. B ERReserveContacthBETAZ B R A

ERG A ANEERRMLIEME RH

import boto3
from datetime import datetime
import time

# Create AWS Ground Station client
ground_station_client = boto3.client("groundstation")

# First, create an azimuth elevation ephemeris
print("Creating azimuth elevation ephemeris...")
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create_ephemeris_response = ground_station_client.create_ephemeris(
name="Azimuth Elevation for Contact Reservation",
ephemeris={

"azel": {
"groundStation": "Ohio 1",
"data": {

"azElData": {
"angleUnit": "DEGREE_ANGLE",
"azElSegmentList": [

{
"referenceEpoch": "2024-03-15T10:00:00Z",
"validTimeRange": {
"startTime": "2024-03-15T10:00:00Z",
"endTime": "2024-03-15T10:15:00Z",
},
"azElList": [
{"dt": 0.0, "az": 45.0, "el": 10.0},
{"dt": 180.0, "az": 50.0, "el": 15.0},
{"dt": 360.0, "az": 55.0, "el": 20.0},
{"dt": 540.0, "az": 60.0, "el": 25.0},
{"dt": 720.0, "az": 65.0, "el": 30.0},
{"dt": 900.0, "az": 70.0, "el": 35.0},
1,
}

]I

},
ephemeris_id = create_ephemeris_response["ephemerisId"]
print(f"Created ephemeris with ID: {ephemeris_id}")

# Wait for ephemeris to become ENABLED
print("Waiting for ephemeris to become ENABLED...")

while True:

status = ground_station_client.describe_ephemeris(ephemerisId=ephemeris_id)[

"status"

]

if status == "ENABLED":
print("Ephemeris is ENABLED")
break
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elif status in ["INVALID", "ERROR"]:
raise RuntimeError(f"Ephemeris failed: {status}")
time.sleep(5)

# Reserve contact with azimuth elevation ephemeris
print("Reserving contact...")

contact = ground_station_client.reserve_contact(
# Note: satelliteArn is omitted when using azimuth elevation ephemeris
missionProfileArn="arn:aws:groundstation:us-east-2:111122223333:mission-profile/
example-mission-profile",
groundStation="0hio 1",
startTime=datetime(2024, 3, 15, 10, 0, 0),
endTime=datetime(2024, 3, 15, 10, 15, 0),
trackingOverrides={"programTrackSettings": {"azEl": {"ephemerisId":
ephemeris_id}}},
)

print(f"Reserved contact with ID: {contact['contactId']}")

® Note

REBEFUANAERRNVEMIN TTAEE ZsatelliteArnS ., EEMERED | RETER
EENHEBSNMA,

HIH AR A
FRAFVEMNAETRRE , APl EEREMNSH : ListContacts

« ZsatelliteArnSE A LUMBER P LR
- WABRMEEANVANEBER ID NephemerisS# , LIEEEFEABNER
- YEHNANANNAS TAEREE LN ZHEER | TANEMBEOSIERER

o BM2AIRMgroundStation# missionProfileArn

SIEFVANSERRASHARKRRAN R

import boto3
from datetime import datetime, timezone
import time
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# Create AWS Ground Station client
ground_station_client = boto3.client("groundstation")

# Step 1: Create azimuth elevation ephemeris
print("Creating azimuth elevation ephemeris...")
ephemeris_response = ground_station_client.create_ephemeris(
name="Stockholm AzEl Ephemeris",
ephemeris={

"azel": {
"groundStation": "Stockholm 1",
"data": {

"azElData": {
"angleUnit": "DEGREE_ANGLE",
"azElSegmentList": [

{
"referenceEpoch": "2024-04-01T12:00:00Z",
"validTimeRange": {
"startTime": "2024-04-01T12:00:00Z",
"endTime": "2024-04-01T12:30:00Z",
},
"azElList": [
{"dt": 0.0, "az": 30.0, "el": 15.0},
{"dt": 360.0, "az": 45.0, "el": 30.0},
{"dt": 720.0, "az": 60.0, "el": 45.0},
{"dt": 1080.0, "az": 75.0, "el": 35.0},
{"dt": 1440.0, "az": 90.0, "el": 20.0},
{"dt": 1800.0, "az": 105.0, "el": 10.0},
1,
}

]I

}I

ephemeris_id = ephemeris_response["ephemerisId"]
print(f"Created ephemeris: {ephemeris_id}")

# Step 2: Wait for ephemeris to become ENABLED
print("Waiting for ephemeris to become ENABLED...")
while True:
describe_response = ground_station_client.describe_ephemeris(
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ephemerisId=ephemeris_id

)

status = describe_response["status"]

if status == "ENABLED":
print("Ephemeris is ENABLED")
break
elif status in ["INVALID", "ERROR"]:
# Check for validation errors
if "invalidReason" in describe_response:
print(f"Ephemeris validation failed: {describe_response['invalidReason']}")
raise RuntimeError(f"Ephemeris failed with status: {status}")

print(f"Current status: {status}, waiting...")
time.sleep(5)

# Step 3: List available contacts using the azimuth elevation ephemeris
print("Listing available contacts with azimuth elevation ephemeris...")

# Convert epoch timestamps to datetime objects
start_time = datetime.fromtimestamp(1760710513, tz=timezone.utc)
end_time = datetime.fromtimestamp(1760883313, tz=timezone.utc)

contacts_response = ground_station_client.list_contacts(
startTime=start_time,
endTime=end_time,
groundStation="Stockholm 1",
statusList=["AVAILABLE"],
ephemeris={"azEl": {"id": ephemeris_id}},
# satelliteArn is optional
satelliteArn="arn:aws:groundstation::111122223333:satellite/a88611b0-f755-404e-
b60d-57d8aEXAMPLE",
missionProfileArn="arn:aws:groundstation:eu-north-1:111122223333:mission-
profile/966b72f6-6d82-4e7e-b072-f8240EXAMPLE",

)

# Process the results

if contacts_response['"contactlList"]:
print(f"Found {len(contacts_response['contactlList'])} available contacts:")
for contact in contacts_response['"contactlList"]:

print(f" - Contact from {contact['startTime']} to {contact['endTime']}")
print(
f" Max elevation: {contact.get('maximumElevation', {}).get('value', 'N/

Al)}oll
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)

else:
print("No available contacts found for the specified azimuth elevation ephemeris")

(® Note

HIHBRRANSARBEFTHFUADAE ID WephemerisS¥ , LIEENERABAN S LAMNA
ERRKAEEZEMECD, R BFEsatelliteArnEA , ©RESHRARKTEAEXEK , EH AN
AEMRFATREER , MARNITEARL LD PR,

EREENLERRREBRRA

Bhi

FHEENEREK (TLE, OEM RAMAMA ) &, B AR API FliTBxR A, ReserveContact
AT EMARRANFRNELTERBURBRRDLHRRNEZEES,

AWS Ground Station R&RZNEF 2 BANHAER R, XEKE , BMEEES HER AR HIER R
ABEQ , HEF A RSE S EERRAAZIRETIT. Eit , RIEENERIARBEMITEEE
ZSCHEDULEDM , ANBRRRSHR(LRTELNEEEREE,

/A Important

NFAVEAMBER , ReserveContacti®BRAP A LA B g ZsatelliteArnS K ,
BMTRMER ID, trackingOverridesxF TLE # OEM Bk , BHTEEIRH.
satelliteArn

ERR AT TIERE

FREENERMRMITBERAEHRMEIETERE
1. List-then-reserve T/ERIE : BEAEAI B THMWEBKRRAE O ListContacts , AREFEHRBIISE
BO, YREEMEEBRZHEERETANSKN , X0 5ERE A

2. EETIT THERE  EEERENERATITRRA , TELIHTANEKRAN, HECELMERF
FHVEKRAY A S EE E R L@ ERN B RET TER , XHGEREA.
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AR TERRBLERY , LERRATENREER, UTETRET SHITEL R,
THERRE 1 I THRRARERIT

BTEREELAERNTHANBRRAED , AGREBEED. SREEMEERCHEREMETAS
B, XREMA.

M ERBNAMNAZRIRIEARE

import boto3
from datetime import datetime, timezone
import time

# Create AWS Ground Station client
ground_station_client = boto3.client("groundstation")

# Create azimuth elevation ephemeris
print("Creating azimuth elevation ephemeris...")
ephemeris_response = ground_station_client.create_ephemeris(
name="AzEl Ephemeris for Contact",
ephemeris={

"azl": {
"groundStation": "Ohio 1",
"data": {

"azElData": {
"angleUnit": "DEGREE_ANGLE",
"azElSegmentList": [

{
"referenceEpoch": "2024-03-15T10:00:00Z",
"validTimeRange": {
"startTime": "2024-03-15T10:00:00Z",
"endTime": "2024-03-15T10:15:00Z",
},
"azElList": [
{"dt": 0.0, "az": 45.0, "el": 10.0},
{"dt": 180.0, "az": 50.0, "el": 15.0},
{"dt": 360.0, "az": 55.0, "el": 20.0},
{"dt": 540.0, "az": 60.0, "el": 25.0},
{"dt": 720.0, "az": 65.0, "el": 30.0},
{"dt": 900.0, "az": 70.0, "el": 35.0},
1,
}

]I
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.
.
ephemeris_id = ephemeris_response["ephemerisId"]
print(f"Created ephemeris: {ephemeris_id}")
# Wait for ephemeris to become ENABLED

while True:
status = ground_station_client.describe_ephemeris(ephemerisId=ephemeris_id)[

"status"

]

if status == "ENABLED":
print("Ephemeris is ENABLED")
break

elif status in ["INVALID", "ERROR"]:
raise RuntimeError(f"Ephemeris failed: {status}")
time.sleep(5)

# List available contacts

print("Listing available contacts...")

contacts = ground_station_client.list_contacts(
# Note: satelliteArn is omitted for azimuth elevation ephemeris
groundStation="0hio 1",
missionProfileArn="arn:aws:groundstation:us-east-2:111122223333:mission-profile/

example-profile",
startTime=datetime(2024, 3, 15, 10, @, @, tzinfo=timezone.utc),
endTime=datetime(2024, 3, 15, 10, 15, @, tzinfo=timezone.utc),
statusList=["AVAILABLE"],
ephemeris={"azEl": {"id": ephemeris_id}},

if contacts["contactList"]:
# Reserve the first available contact
contact = contacts["contactList"][0]
print(f"Reserving contact from {contact['startTime']} to {contact['endTime']}...")

reservation = ground_station_client.reserve_contact(
# Note: satelliteArn is omitted when using azimuth elevation ephemeris
missionProfileArn="arn:aws:groundstation:us-east-2:111122223333:mission-
profile/example-profile",
groundStation="0hio 1",
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startTime=contact["startTime"],
endTime=contact["endTime"],
trackingOverrides={
"programTrackSettings": {"azEl": {"ephemerisId": ephemeris_id}}

}I

print(f"Reserved contact: {reservation['contactId']}")
else:
print("No available contacts found")

B ER TLE EARIIE HFAT

import boto3
from datetime import datetime, timedelta, timezone
import time

# Create AWS Ground Station client
ground_station_client = boto3.client("groundstation")

satellite_id = "12345678-1234-1234-1234-123456789012"
satellite_arn = f"arn:aws:groundstation::111122223333:satellite/{satellite_id}"

# Create TLE ephemeris
print("Creating TLE ephemeris...")
ephemeris_response = ground_station_client.create_ephemeris(
name="TLE Ephemeris for Contact",
satelliteId=satellite_id,
enabled=True,
expirationTime=datetime.now(timezone.utc) + timedelta(days=7),
priority=1, # Higher priority than default ephemeris
ephemeris={
"tle": {
"tleData": [
{

"tleLinel": "1 25994U 99068A  24075.54719794 .00000075 00000-0

26688-4 @ 9997",

"tleLine2": "2 25994 98.2007 30.6589 0001234 89.2782 18.9934

14.57114995111906",
"validTimeRange": {
"startTime": datetime.now(timezone.utc),
"endTime": datetime.now(timezone.utc) + timedelta(days=7),

+
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iy

ephemeris_id = ephemeris_response["ephemerisId"]
print(f"Created ephemeris: {ephemeris_id}")

# Wait for ephemeris to become ENABLED
while True:
status = ground_station_client.describe_ephemeris(ephemerisId=ephemeris_id)[

"status"

]

if status == "ENABLED":
print("Ephemeris is ENABLED")
break

elif status in ["INVALID", "ERROR"]:
raise RuntimeError(f"Ephemeris failed: {status}")
time.sleep(5)

# List available contacts

print("Listing available contacts...")

start_time = datetime.now(timezone.utc) + timedelta(hours=1)
end_time = start_time + timedelta(days=1)

contacts = ground_station_client.list_contacts(
satelliteArn=satellite_arn, # Required for TLE/OEM ephemeris
groundStation="Hawaii 1",
missionProfileArn="arn:aws:groundstation:us-west-2:111122223333:mission-profile/
example-profile",
startTime=start_time,
endTime=end_time,
statusList=["AVAILABLE"],

if contacts["contactList"]:
# Reserve the first available contact
contact = contacts["contactList"][0]
print(f"Reserving contact from {contact['startTime']} to {contact['endTime']}...")

reservation = ground_station_client.reserve_contact(
satelliteArn=satellite_arn, # Required for TLE/OEM ephemeris

THERRE 1 SIHATARRAREMIT 79



AWS Ground Station AriEE

missionProfileArn="arn:aws:groundstation:us-west-2:111122223333:mission-
profile/example-profile",

groundStation="Hawaii 1",

startTime=contact["startTime"],

endTime=contact["endTime"],

# Note: trackingOverrides is optional for TLE/OEM

# The system will use the highest priority ephemeris automatically

print(f"Reserved contact: {reservation['contactId']}")
else:
print("No available contacts found")

THERE 2 | EERRTIT

LTHEREEERERRA , EFELIETRER. HESLAEAFERE R B SHIEESEB 3 HEE
B, XA EREA.

| RS NAMAERREEMIT

import boto3
from datetime import datetime, timezone
import time

# Create AWS Ground Station client
ground_station_client = boto3.client("groundstation")

# Define contact window
contact_start = datetime(2024, 3, 20, 14, @, 0, tzinfo=timezone.utc)
contact_end = datetime(2024, 3, 20, 14, 15, @, tzinfo=timezone.utc)

# Create azimuth elevation ephemeris for the specific contact time
print("Creating azimuth elevation ephemeris...")
ephemeris_response = ground_station_client.create_ephemeris(
name="Direct Contact AzEl Ephemeris",
ephemeris={

"azgl": {
"groundStation": "Ohio 1",
"data": {

"azElData": {
"angleUnit": "DEGREE_ANGLE",
"azElSegmentList": [
{
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"referenceEpoch": contact_start.isoformat(),

"validTimeRange":

"startTime": contact_start.isoformat(),

{

"endTime": contact_end.isoformat(),

iy
"azElList": [

{"dt": @.@, "

{"dt": 180.0,
{"dt": 360.0,
{"dt": 540.0,
{"dt": 720.0,
{"dt": 900.0,

]I

}I

az .

IlaZ

az

"az":

"az":

ephemeris_id = ephemeris_response["ephemerisId"]

print(f"Created ephemeris: {ephemeris_id}")

# Wait for ephemeris to become ENABLED
while True:

status = ground_station_client.describe_ephemeris(ephemerisId=ephemeris_id)[

"status"

]

if status == "ENABLED":
print("Ephemeris is ENABLED")
break

elif status in ["INVALID", "ERROR"]:

raise RuntimeError(f"Ephemeris failed: {status}")

time.sleep(5)

# Directly reserve the contact

45.0,

az .

50.0,

: 55.0,

60.0,
65.0,
70.0,

"el": 10.0}%,
"el": 15.0},
"el": 20.0}%,
"el": 25.0},
"el": 30.0}%,
"el": 35.0},

print(f"Reserving contact from {contact_start} to {contact_end}...")

reservation = ground_station_client.reserve_contact(
# Note: satelliteArn is omitted for azimuth elevation

missionProfileArn="arn:aws:groundstation:us-east-2:111122223333:mission-profile/

example-profile",
groundStation="0hio 1",
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startTime=contact_start,

endTime=contact_end,

trackingOverrides={"programTrackSettings": {"azEl": {"ephemerisId":
ephemeris_id}}},
)

print(f"Reserved contact: {reservation['contactId']}")

. £ TLE 2 REEMIT

import boto3
from datetime import datetime, timedelta, timezone
import time

# Create AWS Ground Station client
ground_station_client = boto3.client("groundstation")

satellite_id = "12345678-1234-1234-1234-123456789012"
satellite_arn = f"arn:aws:groundstation::111122223333:satellite/{satellite_id}"

# Define contact window (based on predicted pass)
contact_start = datetime(2024, 3, 21, 10, 30, 0, tzinfo=timezone.utc)
contact_end = datetime(2024, 3, 21, 10, 42, @, tzinfo=timezone.utc)

# Create TLE ephemeris
print("Creating TLE ephemeris...")
ephemeris_response = ground_station_client.create_ephemeris(
name="Direct Contact TLE Ephemeris",
satelliteId=satellite_id,
enabled=True,
expirationTime=contact_end + timedelta(days=1),
priority=1,
ephemeris={
"tle": {
"tleData": [
{
"tleLinel": "1 25994U 99068A  24080.50000000 .00000075 00000-0
26688-4 @ 9999",
"tleLine2": "2 25994 98.2007 35.6589 0001234 89.2782 18.9934
14.57114995112000",
"validTimeRange": {
"startTime": (contact_start - timedelta(hours=1)).isoformat(),
"endTime": (contact_end + timedelta(hours=1)).isoformat(),
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}I

}I

ephemeris_id = ephemeris_response["ephemerisId"]
print(f"Created ephemeris: {ephemeris_id}")

# Wait for ephemeris to become ENABLED
while True:
status = ground_station_client.describe_ephemeris(ephemerisId=ephemeris_id)[

"status"

]

if status == "ENABLED":
print("Ephemeris is ENABLED")
break

elif status in ["INVALID", "ERROR"]:
raise RuntimeError(f"Ephemeris failed: {status}")
time.sleep(5)

# Directly reserve the contact
print(f"Reserving contact from {contact_start} to {contact_end}...")

reservation = ground_station_client.reserve_contact(

satelliteArn=satellite_arn, # Required for TLE ephemeris

missionProfileArn="arn:aws:groundstation:us-west-2:111122223333:mission-profile/
example-profile",

groundStation="Hawaii 1",

startTime=contact_start,

endTime=contact_end,

# Note: trackingOverrides is optional for TLE

# The system will use the highest priority ephemeris automatically

print(f"Reserved contact: {reservation['contactId']}")

BERRARSHEL
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BRAMEBELL T £ AR

e SCHEDULING-IEfEAMIEERR A TR LHE
e SCHEDULED-ERIIZHEER R A HFI1T
« FAILED_TO_SCHEDULE-TEZHERR A ( AWIRE )

BRERARSHEGABNESFRE , BSR T BRI LG ELY,

{5 SR AR A S #2 EventBridge

EXNERERRRSHEN , BLIRE —FIL D% EventBridge AN , & X E B R A B IR
B, ZANFM AR Lambda BN, XM G ELEHMRRAARSERRNER AT B,

S

1. 812 Lambda BBRAL BB R ARSZESH
2. IS E IR RRSZESH AR EventBridge H N
3. A0 Lambda EIEAE A AN Y B FR

R Lambda BaEh4L R ES

BXRUBBRRAANRSTEEEHH Lambda R ZE RG] , S RAquaSnpplpssTerraDigIF.yml
CloudFormation ##xF#IGroundStationCloudWatchEventHandlerLambda® iR, A& I
AWS Ground Station &/ 1A Amazon S3 NP RE, BXRIGRILLEREILER , S dataflow
i BRI IE © BUAE — 29,

EventBridge H NI &L &

% EventBridge A R {5 A LA S5 44048 =0 3R IR L A A8t 1D U SR AR S R &R 1L

{

"source": ["aws.groundstation"],
"detail-type": ["Ground Station Contact State Change"]
}

ENFRBFERS (HIIEFE ) |, AT RERTIEES

{
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RAriEmE

"source": ["aws.groundstation"],
"detail-type": ["Ground Station Contact State Change"],
"detail": {
"contactStatus": [
"FAILED_TO_SCHEDULE",
"FAILED",
"AWS_FAILED",
"AWS_CANCELLED"

BXMEMA Lambda B #5482 EventBridge N AiFM A |, S5 (L S# EventBridge A 18
Y FH RN EHM R BRI,

1’ & B3t EventBridge M

BB LABI 2 EventBridge F N LA B zh e N Bx KRS (L, Hilan

« HERRARBERHERH A ZEEA
o HERRAB AR , X Lambda BEEUER BIR PREPASS
« IBFRBRRASTAER AT T

A XIRE AWS Ground Station =4 EventBridge MWK iEMEL , S E31L AWS Ground
Station &3&30.

REXRERNEZEM

WIEBRERZEEHR

AWS Ground Station ETRE&EHEZRR , HHELTIT 28 , HMEF~ListContacts A sELTE

—MEREFATHANEKRER, ELEXANMRA

1. MIT EHLRERRRS

2. FAZANAEOXRIAEHXZE

3. RABEEZBRAIMAKRAR

4. £/ EventBridge E4 M FAILED_TO_SCHEDULERZS
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2 1% UL B ]

FiclE , ERLHTL TENABLEDIRZE , REFRRERAERERERRZIA. RISEEEEE/LYHE
o, BEAERTEDNRENKADN, EZHFERRAZE , BELRIEETRS,

BRI EEESEM
EABEYERRA :

- BREHEFRBZENERREE
s NTFHFUBNAER  RIIAEERMNMEMEBFRERERISEINZHEE LT https:/

docs.aws.amazon.com/ground-station/latest/ug/locations.site-masks.html

o ERHEARRAVERETE R 27/ B R 6 E)

ERRELBW API EFR

BIEEARMFER  ReserveContactAPl WITHEBIFRE :

EfREE SatelliteEarn 24 1EI FEEBIRES
TLE = & (W)
OEM = & (HiE)
FHv A4 & (HiE) =

THRERANEBNER

ERERRLER. FHNENE AL, SINHEERE T EEALR R AL EHREITRER,
TLE #1 OEM £/

NFT OEM M TLE Bk , BHIEERERE —IMENRLATEIRES, REERANERTREREA
WEERBRLERWER  HEBNEERRK, REREBEARRELERES, KB HKRE

[BlListContactsETFIEF ., WRZ/ ENABLED WEFEBMHEBEMNE LR , N EARKIECERERH
NEFR,
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® Note

AWS Ground Station XfENABLEDE FRUMNEBMEENENRBKEBRE T RSEH (S
W REEE ) . BEEARBNEEE LZERBEE , EMER ( A DeleteEphemeris ) A
( £ UpdateEphemeris ) & P izt W priority/earliest IR EHIKMN EFH &,

MRERVNBEFER , EZXEEFTREFENABLEDIRA , M| AWS Ground Station FHERATZE ( Kk
B)MWBRIAEFTR (MEE ), Space-Track LLERINEFTHELER N 0,

HuAMNARR
HUANALENS OEM M TLE EFRN THARTRE. §NENANAEHRESEEQHE

KEK , RERER. SEFERANANARENRMEEZMRN  SUUBISHABEEECABN A
ABEENRX. trackingOverrides

FUANAERRNEEXS

« RERERG-BUUNBIRRARBERED
- BETHHEHIE-SENRBEISER b E 6B
- TEHYER-MREENEARTTH , BRRFXRK

(® Note

FUASEERTE OEM M TLE EfiRES., SINREMITRRANAEERY , FANE
EERRESNEM,

HEY 27 R TRl T HERV R R ARSI

£ DescribeContact AP| BT IREEK A LAt A SREEH EH X £ o LHEM B R AR S0,

NF OEMFMTLE Efifk , ELEHEARZINZHNBRRAFRERDTNENBKRETE , MRLR
RRFERENER. MRET EREFTRNMABANESEINERTREBRAZR , IHTRXEBE
MAEB2NZIT , TARSSHEESREANEMINBISEE. transmit/receive Btk , BANTEWEE
tEEZHNERNRERATENHENREECEH EFN R RWEKRATE,
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£/ DescribeContact AP| , &R A LERIEH TUEBK RstartTimeMendTimelR EIHYER R K E
T RBS7E transmit/receive MIF I 2 Sz

fTvisibilityStartTimeMvisibilityEndTimeToAEANARARBKERT D, MREEFRBCEHE
FLZHERWERR |, MR ESEEASES TR ESEE 30 ¥, 2051 72 25 B Bk 3R A 8] 3 3 i BUH Bx

RA, WBUHMWBRKR US4 %A, EXEBUHIRRENEZEE |, 151 : Ground Station & I [7] 7 f#
P

| o

NTAUAMNBER K MEKRAREARBEERANEENBERR, IREFEENTMERRAN
BluASERSE , WA LBUERR A ER N ENREMHN LI EM.

R ENSEIET

Al LB A A SR i E k4 FE AWS Ground Station AT EIRENYBIEF. GetSatellite
ListSatellites XH i 5 B RE LA FERANEFTNTHE, LERMTHBENTFLEZINEENERE
FMEANEFTRETEH. AWS Ground Station

(@ Note
FUAMAEMKREIELX , HtFHBIRE, GetSatellite ListSatellites BRERHRXRF N
ASRETRNEE  BFEATAEIIEEM ID DescribeEphemeris B APl , S TEEEHN
WPRHWRMERAER. ListEphemerides

ERINE N EE source M epoch FR. epochXEZMNFHITTEES HIREUHFRMAK Space-
Track , © B Bl A TiTE I EW L,

BEXEfK CUSTOMER_PROVIDED A source fE , B#f ephemerisId FEHF T E M —FRIREF,
LM —FRIRRF ] A T8 DescribeEphemeris EEHRER . WR7E AWS Ground Station B &4k
LtEFEFRNAERSE T B , MFHRE —NAEnameFE, CreateEphemeris

BEMEE , EMRBIIAEH , AWS Ground Station FtREIHZIERZBEA AP HEANERR
AR ER

T~ GetSatellite EAZRINEHFRIRE T E

"satelliteId": "elcfe@c7-67f9-4d98-bad2-EXAMPLE",

"satelliteArn": "arn:aws:groundstation::111122223333:satellite/elcfe@c7-67f9-4d98-
bad2-EXAMPLE",

"noradSatelliteID": 25994,
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https://docs.aws.amazon.com/ground-station/latest/APIReference/API_GetSatellite.html
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https://docs.aws.amazon.com/ground-station/latest/APIReference/API_ListEphemerides.html
https://en.wikipedia.org/wiki/Two-line_element_set
https://en.wikipedia.org/wiki/Epoch_(astronomy)
https://www.space-track.org/
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https://docs.aws.amazon.com/ground-station/latest/APIReference/API_DescribeEphemeris.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_CreateEphemeris.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_GetSatellite.html
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"groundStations": [
"Ohio 1",
"Oregon 1"

1,

"currentEphemeris": {
"source": "SPACE_TRACK",
"epoch": 1528245583.619

T~ GetSatellite W FERABENERRNIT E

"satelliteId": "elcfe@c7-67f9-4d98-bad2-EXAMPLE",
"satelliteArn": "arn:aws:groundstation::111122223333:satellite/
elcfe@c7-67f9-4d98-bad2-EXAMPLE",
"noradSatelliteID": 25994,
"groundStations": [
"Ohio 1",
"Oregon 1"

1,

"currentEphemeris": {
"source": "CUSTOMER_PROVIDED",
"ephemerisId": "elcfe@c7-67f9-4d98-bad2-EXAMPLE",
"name": "My Ephemeris"

S mAAERE
mTLUANRERRSEERX  ALEEERATEN AP RERANRREXEINNES :

1. BT 3ListEphemerides HIKFHFMFIEER , SRAUASEERN. BRUBRRENENRXE#IT
[fi:pviA

2. DescribeEphemerisE4EMER ID —EFEAARMEXSUASEETRNIFARE.

3. DescribeContact 54 EMNBKR A ID — B ERATRBEXATRRAANEN RN FHAEE.
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"ephemerides": [
{
"ephemerisId": "abcl2345-6789-def0-1234-5678EXAMPLE",
"ephemerisType": "AZ_EL",
"name": "Azimuth Elevation for Ohio Ground Station",
"status": "ENABLED",
"creationTime": 1620254718.765

"ephemerisId": "def45678-9012-abc3-4567-8901EXAMPLE",
"ephemerisType": "TLE",

"name": "TLE for Satellite 12345",

"status": "ENABLED",

"creationTime": 1620254700.123

(@ Note

FListEphemeridesl N H , FIUAGRER R FEMAgroundStationZFRMARFER , Bt
ZTFiRsatelliteIdHl,

W& 7 BN 2 7 #dE

HBLEBENETRBEN  eNBEEZZBEE E2FANRIAEREK. AWS Ground Station AWS
Ground Station ZHENXBEEEA. AZHNEFRUNEFRAMEAZEH , TLBRERARILE
fi. AWS Ground Station i R 25 HBER HRIEFRENEN BN RAKRA | BMEEZEHeHE
ZIEEBRIANERHER,

(® Note

FUASEEMRSERANE  UF2BEIEER. ©flREMEAtrackingOverrides®
BT RANBAREREN, MRETEEFALFVANBERR , RAERERRAMTEE
RIREETE , RENSAERNEEER &,
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x& TLE A1 OEM £

EMEF T ESpace-TrackWBRINEFA R , BFEENTUTREZ—

o HIER ( 6EF DeleteEphemeris ) S22 ( £/ UpdateEphemeris ) FIERFIRHENEBHER. &
AILAE A ListEphemerides I HEFIREN T ENER,

- EREFRENAEINRERIA.

BO LB A A GetSatellite HIRIUET E2HFT 2 source AN SPACE_TRACK RBIAREBLEE
FRABRANETR. BEXRIANRINETHREETRNESZEL |, FS5H,

BEEANANEER

HTAUBAMAEARNSMEIMRIBBEEREN , AREIEEX , BERE “RE" NIINERIHR
2o MR, BUNENTARNERLUASEER !

- FLEFERAFNAMNARRK  RAEREFHBRRAART , EFEEMNIEE, trackingOverrides
satelliteArnBXRAFRAEERENERER.

- BRAFEANANASEET : BTHERTBDeleteEphemerisEEMNHFNASEET., I, &
TR BRERBEMNEBRRA SR EEFERNER,

EHNHKFFHREFNANAET , FHEM. ListEphemerides FUASRERRAIUEBTFE
SRiRA) , AT LB R R B FEEgroundStationZFBRM AR FEKIRF. ephemerisType
satelliteld

& TLE 1 OEM £/:1 91
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AWS Ground Station AFiEmE
£ HEE R

AWS Ground Station fEA T S FLEXRRMWERTER , LEXNKREBEHTREE, 8N [EH—
MERETHLENERERT. AT HAXME , TUERFBIERIREantenna-downlink}
a. s3-recordingizantenna-downlink¥ RFRRIRIEE E P E LS B FHINNIL TR E EK
FHFIR, s3-recording®RR—MIETR , EFEREANBEH GHEFRELN S3 FHETP.
£ RN BEREREZNALERFZCN RF BERSLHE S3 FiHEME.

EESEEXHD , UL BB FSHERRFELENER, UTETNEBNMEBEESZHRESFERAN
Hi AWS &JR , AWS Ground Station =& 7T HEBBERNEN. EXENMNTRITHARNNFEME
B SRFNEAANRTRERERT R , 5 MER AWS Ground Station Bl &,

FH

« AWS Ground Station ##EF mE#E O
- EABXEHEERR

- REMEE Amazon S3

- IZEMEE Amazon VPC

- EEFMEE Amazon EC2

AWS Ground Station #3E ¥ mE#EO

RIS BB A0 2 REEL MBUA T B RMFR, X ERXNEAELFEDEERMRRRALR, MU
TLE T SR BN BIERATERNEN,
o RETITHR
« (T less-than-or-equal® 40MHz ) BIELL VITA-49 E5HIE/IP A BEINFRZIE,
o (TRATF 40MHz ) BIEHER 2 AWS Ground Station EFIED&IX,
+ antenna-downlink-demod-decode
« BIELAIE Demodulated/Decoded /IP R BTFEBW R &%,
o R& EITHER
« BHRELSAUER VITA-49 E583E/IP A HESEIE.
« antenna-uplink-echo

o BIEL VITA-49 E58URE/IP A BITEIHFEAEIE,
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£ 5 X I B2

AWS Ground Station ¥ [X 15§ #t#E 1% % Th 8E f£ 18 7] LA R SE S B M K & & 3% BIE47] AWS Ground
Station X#FH AWS Xig, XEKE , B AEEN AWS XG4 BN EMIZE |, HFZHEMAWS
Ground Station {7 & E',J:éil:iJZE’JH*%HTI‘EIL

1£ Amazon S3 FiE @ WIS LR AZIER , AWS Ground Station N EERBrFFAE X A,

EFAEXiEHIE&HZE Amazon EC2 k4l ( £/ AWS Ground Station RERHERLETR )
DAELE LB AWS X PR BHBFERAG TR , HEXITIEEHRMN X, dataflow-endpoint-
config AWS Ground Station {7 & &1 5 X 15 4% M 5z .

gEHMEE Amazon S3

Bal LA{E A Amazon S3 F# @I LT AR AWS Ground StationiZIW T1T8 KR ER. E0/ZEHEFR s3
KEIEE |, BAMBEB IS E Amazon S3 FEMEF RN AWS Ground Station [B)Z & @ E A S IAM
ﬁ@'o

I 5 S3 % ConfigF > Amazon S3 Z##8. IAM &&= AWS Ground Station & B 8| 2RI BRF |
BESH,

R EHMBEE Amazon VPC

RE VPC WEEBIEMAEAIEENEE 2N, ERATH , iHSH Amazon VPC FAF R,

FEARTH | @R TEN Amazon EC2 MIBIFERAL T KRMAFETF VPC H, AWS Ground Station

TEXEBLATEBERNZAIARNTR—AT BN RBEBRBLA LR EA EC2 #IKEE., EMNBEMNTEN

B, RAE—NMNEC2 KR , ZEETEZTAXIIRN. AXFERAEN VPC HEERE , B
S B B A L E R Bl
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VPC Eti& N AWS Ground Station EfE

Region AWS Ground Station

Public subnet

Elastic Metwork Interface

o Security
Elastic IP group

[
Private subnet
m EC2 instance

AWS Ground Station
Agent

BT EMIETEMHAIEE REBIEMN AWS Ground Station {X¥324l, AWS Ground Station {LIB ¥
R RIRENEZ AWS KMS AKX BN BE# TRFLLE  RARXNE#ITNER, BIRKTHEIFEX
ST AWS MEEFTRXRXRENT D EC2 384 IP (EIP), BIFETHI MY Amazon EC2 3R LK

0O (ENI) BAEM EC2 K6, EHEH EC2 3Pl L | 3K AWS Ground Station X2 R S
FEHPTEIEMRELE (FEC) MREFMBERNEKE  AERERRIECERETEEN IP MixO.
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LT %&R5IHE TR AWS Ground Station fXER{FIRE VPC AV IR4FR BEJEZ B,

""ééﬂ -BUEIRE —NE AT AWS Ground Station JREMNLZEH, hRELHNARFERE Dataflow

KiFT KA IEEMNHEERASEE 3T UDP AORE. AWS Ground Station 43" AWS-managed
BIRGIR | NEHRPRREI AWS Ground Station IP #bit, BXxIASFHRFERX W EMES | &
ZH AWS EERIRII&K, PrefixListld

HUMMEERD (EN) -EFER LRRL2A B ENI XBEGHPHEREEEN LB FHH,

(® Note

FNENI MMM Z 2 AHENRIANET N 5, X2E—NAEEN LR , S0 16 4, B85
F 5% VPC B,

AR CloudFormation & 4R 7= 204a] 8 22 255 FR R Y B At 2R 4

ReceiveInstanceEIP:
Type: AWS::EC2::EIP
Properties:

Domain: 'vpc'

InstanceSecurityGroup:
Type: AWS::EC2::SecurityGroup
Properties:
GroupDescription: AWS Ground Station receiver instance security group.
VpcId:YourVpcId
SecurityGroupIngress:
# Add additional items here.
- IpProtocol: udp
FromPort: your-port-start-range
ToPort: your-port-end-range
PrefixListIds:
- PrefixListId: com.amazonaws.global.groundstation
Description: "Allow AWS Ground Station Downlink ingress."

InstanceNetworkInterface:
Type: AWS::EC2::NetworkInterface
Properties:
Description: ENI for AWS Ground Station to connect to.
GroupSet:
- IRef InstanceSecurityGroup
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SubnetId: A Public Subnet

ReceiveInstanceEIPAllocation:
Type: AWS::EC2::EIPAssociation
Properties:
AllocationId:
Fn::GetAtt: [ ReceivelInstanceEIP, AllocationId ]
NetworkInterfaceld:
Ref: InstanceNetworkInterface

i F Region AWS Ground Station
I:rl_i" I:iLJ
M !
Private subnet Private subnet

E EC2 - Receiver E EC2 - Transmitter

Dataflow endpoint Dataflow endpoint
application application

Elastic Network Interface 1 Cross-Account
Elastic Network Interface 2

Security Group 1 Security Group 2

NI ERREFRESEREARENBEREANARERM. AF , BEEIEK- WIS #H
EC2 8 MM O (ENI) MFT AWS Ground Station#i B/ VPC %%, RE , BIEE S M NEI &/
Amazon EC2 EHI#Y ENI B3AEH EC2 =261, ARG , REM dataflow IR NARFSNHE R EE
FREFPIEEN IP MmO, T LT8EEERE, BRreER.

HTFIRIE T A BERLHT RXMFIRE VPC BRI REEZE,

FERBERL T /K VPC BE 96


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-eni.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-eni.html

AWS Ground Station AriEE

® Note

N ENI ML EAHREMNEIAET N 5 XR—MNAHAZRMWLER , 57k 16 14, 5
M5 VPC BLE,

IAM B -IAM A2RBERKETAN -7 , RETSERHP, ATCEEKF, ENI HIGEERZS A
AWS Ground Station mazon EC2 S2#I#Y IAM A€,

TE2E 1 -k RS AR MELFSEIK S PE Amazon EC2 SEfIXEXEY ENl. EFEATRBERTEH 21
UDP REBEIENHERL R T RAFEENKO,

HMMEED EN)1-BEEFELZLA 1 5l ENI XBFHEETF FMAH,

TR -EEERRERKS T Amazon EC2 RAINBNBREREDRE—ITH IP ik, BXRFMAND
RAENESHHMEES , HSH M CIDR #

TP 2 -BREAGEK[FEIATHEZSA, ZZEAFMMNEATRENKSFAREN ENI, AWS
Ground Station

X -ExBEXESEZEXFNXENESER  BFEREABEXSHEEL R

EAF CloudFormation 4 E /R AN{A I 2 A7 R AR Bk 288,

DataflowEndpointSecurityGroup:
Type: AWS::EC2::SecurityGroup
Properties:
GroupDescription: Security Group for AWS Ground Station registration of Dataflow
Endpoint Groups
Vpcld: YourVpcId

AWSGroundStationSecurityGroupEgress:
Type: AWS::EC2::SecurityGroupEgress
Properties:

GroupId: !Ref: DataflowEndpointSecurityGroup
IpProtocol: udp
FromPort: 55555
ToPort: 55555
CidrIp: 10.0.0.0/8
Description: "Allow AWS Ground Station to send UDP traffic on port 55555 to the

10/8 range."
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InstanceSecurityGroup:
Type: AWS::EC2::SecurityGroup
Properties:
GroupDescription: AWS Ground Station receiver instance security group.
Vpcld: YourVpcld
SecurityGroupIngress:
- IpProtocol: udp
FromPort: 55555
ToPort: 55555
SourceSecurityGroupId: !Ref DataflowEndpointSecurityGroup
Description: "Allow AWS Ground Station Ingress from
DataflowEndpointSecurityGroup"

ReceiverSubnet:
Type: AWS::EC2::Subnet
Properties:
# Ensure your CidrBlock will always have at least one available IP address per

dataflow endpoint.
# See https://docs.aws.amazon.com/vpc/latest/userguide/subnet-sizing.html for

subent sizing guidelines.
CidrBlock: "10.0.0.0/24"
Tags:
- Key: "Name"
Value: "AWS Ground Station - Dataflow endpoint Example Subnet"
- Key: "Description"
Value: "Subnet for EC2 instance receiving AWS Ground Station data"
VpcId: !Ref ReceiverVPC

R EHMBEE Amazon EC2

EBX AWS Ground Station RS EIERLIm T KRB T VITA-49Signal/IP data or VITA-49
Extension data/IP , EEFHAE EEH Amazon EC2 3£, RIBENIEER , BUUEEER —1
) AT (FE) Ao BES M E LKL HE (SDR) , REAREFZEFHEHM EC2354l, FE = SDR
MERNZEBEH TAAFERENEE. BXFERREEINEZFER , HSHAWS Ground Station
HIEFEEO,

BARMNBSRANEES , WSHANS BS £
LR B A B

AWS Ground Station 12 7 & A4 XK E LR Amazon EC2 EHIRRE .
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AWS Ground Station {$3E A

AWS Ground Station {SER NI F I (digiF) FTEERRBUIEH M LR EEIE , ASRILAT I
BE :

« digiF TITHEERAE DM 40 MHz 2 400 MHz I A Z,

- @M% LR AWS FA2E IPAWS (34 IP) FiSEER, K3 digiF %iE.

- FRABIELY4EE (FEC) UM EIEE W,

- FRAEFEE AWS KMS Z4A# 1T INZE KRR BIRE R

BXEZER |, 5 (AWS Ground Station fXEHAFIERE) -

HiERn RN RRRF

—MRENAREF , AFE AWS Ground Station K& EMEH AWS Ground Station Amazon EC2
SRz B ZIEMBREE. SR TEEN ETERMTITHE,

M ENTLE (SDR)
—MERHENNTLSB (SDR) , TATRG/MARATELEBENES.
AWS Ground Station Amazon #1258 & (AMIs)

NTR/EXLELENHEMNEZNFE , AWS Ground Station JFRHEH T HLE B AMIsHET, AMls
/8 dataflow i =Y &R ARRFMEHE L TLE (SDR) FELENEZTEREIRMELEHIKS,
AT AETL Si# EC2 24| & Fi@i3EFHE Amazon M achine Images (AMIs) A8 32 ity [H U5 SR %

F, with AMIs A AWS Ground Station gent B AFTHY , AILEL G # EC2 #H AP BIELAHT D
HLESAR {5 (AMIs) Ho 18 22 b T U SR 3% 2
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e A EN

AWS Ground Station £ 2 238 , 120 7T LLM AWS Ground Station X4k 12 #HiF F 3249 38
Fro BUILAERIEN IR RSB ZMMELE  RINREBR , HRIEEEEMHBEENRE,

£

- EBNNITHEEREE
- ATAKENKE
- XM

- REEN

o TEENBTE

&N TAERE

EFEAEN , BEERE— P KIEETelemetrySinkConfig AWS Ground Station K7 7E {a]4b4£ 1% 12 Bk
. RE , BULfEAZtelemetrySinkConfigArnFEC N LE ER MBI BN ESTESXHF. £
FEAERENENTESEEXHHITHRRE , 2FENEHE AWS Ground Station & HEZHMK /.

ENAEYRENTERENT -

1. BT AWS K RO Kinesis BIERABEBOEN IR, ZEBRLTELLTHRR AR KF i
X aiE,

B SLOIE - 1AM ABXKE T RSN ERE AKIER AWS Ground Station X R,

IE T LABIR TelemetrySinkConfig 5| AR EEM IAM BEH,

¥R TelemetrySinkConfig 3 H R NERIVES B E X H .

AT AE A RN ES B E XA FHAREBEKRR A

EFEANESEENXHHITHRRIE |, 2N EIEIEF AWS Ground Station SEBT #b 4% 4 Z 2R 89
Kinesis ##E R+,

7. SBATLAER AWS RS EE SN AR F A AALE R B ERBAEN BIE.

o g A w N

A R EN R E
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® Note
AWS Ground Station IEFEZ h KXIFHIEN KB WEE

18

RUBXIEEMBARLENAEONES. XPENXRELREEMBARLE  SERGRNSS
MENMANDE, BXEZEE , HSH EEEN,
BEEN

REAXREBRIFRSMBREHFERNER. HENREREPSABIRIRN , 2RIXENE
B, BXEZEE , 55H EFREN,

X35 AT A 1

EMTEFFE AWS Ground Station i2E AWS X & B, EEBRRNITHIE | BUHETFMN AWS
Ground Station RLEEFEBLRHBRRNKX T | REBEXEX .

A% AWS Ground Station XigftH VB ZESIEK , FSHEAWS Ground Station (&,

REEN

BEBLLT SR AER AWS Ground Station BxRABEIEN ., TRIIRER , EEAERGENHEENE
SEMENHHTHRZREE | ENHTEFEIEDEM Kinesis Data Streams . ERA T ## Kinesis 21E
A, BSH Kinesis BE AP EM.

HBR 1 BIEBEREMS AWS HIR

BLF CloudFormation X3 ECE R T ARSI 2 IZN R AR 4 F AWS BR, HARBERBIZE T — Kinesis
BREAM— IAM A6 | ZAGKTFRIZAEAENHIEN AWS Ground Station R,

TelemetryStream:
Type: AWS::Kinesis::Stream
Properties:
Name: GroundStationTelemetryStream
StreamModeDetails:
StreamMode: ON_DEMAND
RetentionPeriodHours: 24
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TelemetryRole:
Type: AWS::IAM::Role
Properties:
RoleName: GroundStationTelemetryRole
AssumeRolePolicyDocument:
Version: '2012-10-17'

Statement:
- Effect: Allow
Principal:

Service: groundstation.amazonaws.com
Action: sts:AssumeRole
Policies:
- PolicyName: KinesisWritePolicy
PolicyDocument:
Version: '2012-10-17'
Statement:
- Effect: Allow
Action:
- kinesis:DescribeStream
- kinesis:PutRecord
- kinesis:PutRecords
Resource: !GetAtt TelemetryStream.Azrn

UTFRIE T HEEENRSITEIRFREEEZSEW, AWS Ground Station

Kinesis iR -ZREAREREER , TREFHERNTE. BEWERSHAHREALSE,
ZREENFBERE 24 et MAMERT , ZEEEA AWS RENE., EREFEENMES—
#2AEF AWS Key Management Service , iR IStreamEncryptionEHEHEH IAM A EKREES
¥Ekms :GenerateDataKeyM PR, BXEZEE |, 55 Amazon Kinesis &7 H BB R

IAM & -IAM B RiFgroundstation.amazonaws . comfRE EERA A & HHENHFEE AL
B Kinesis 27, ABEBNEREE TN Ekinesis:DescribeStreamkinesis:PutRecord,
Fkinesis:PutRecordsiEENR, BEXREGSTRBNACHENIES | HSHENZERES

Confige

HEE -@ & AT AWS Ground Station API BAK IAM AR A &R Miam: PassRolefXfR, X7
FIZIE B AWS Ground Station BEN A B451E4 . TelemetrySinkConfig

PassRole & & R4l

EXNAEHBMNACKENESEL , B2H IAM AFERTNWERE IAM XiE, §
Xiam:PassRoleX RN EZEER , BSROAFEFE AWS RFEiE A B INEE

ST BIBEREZH AWS RIR 102
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{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
"iam:GetRole",
"iam:PassRole"

1,

"Resource'": "arn:aws:iam::999999999999:ro0le/your-telemetry-delivery-role-name"

52 % . BlE—1 TelemetrySinkConfig

BIE—/ TelemetrySinkConfig , & X 21faI[&] AWS Ground Station #&# Kinesis BE 7% & M 2K
&, FRAZLE 1 B CloudFormation 4k 4 H AR ARN F1A € ARN,

@ Note

|28+ TelemetrySinkConfig , AWS Ground Station J5i@33 124 0 X8 7 19 22 i 12 K K%
IEXT 2 Kinesis BERB testimRINPR,

BXBEMNEZEE TelemetrySinkConfig , S RiEM| #2125 Configo

8 3% FHEMNMNEMESEE X4

BIEAESHNE, EXUEBEESEBNHNESZER , B3R #E A AWS Ground Station FEEE X
. telemetrySinkConfigArnFHFMEIENESEEX 4+ , UEEBRIE S AENEH,
F AL T, 2 FTelemetrySinkConfigt| Z# ARN,

F 45 REERRA

FEREEAENINENTISEEXHZHRRA, EHRTE , AWS Ground Station &M BiiE1E
A 2R M Kinesis IR T,

BRRBESIRETAL

o BT -HEBRRFTRE , BETHRIARH,

% 25 . 8] — TelemetrySinkConfig 103
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o LSRRI @ BB L F 3K 3 BAIRAY Kinesis BIER T

« RRNK -BERFEIMRRTE.

- BIFLE -MRGERE  ENFLER.

B AERAN T AR EEEN R

« Kinesis BiEmiEHs -BEEEANIER, CloudWatchEXxEZE L |, HS % Amazon Kinesis 2
B

- NARFEE -RIENRPEENRARE PO BIELERR.

« Kinesis BIEEE S £/ Kinesis B RZE AEERPWELRIZR,

i

85 R

iiER , &AL

dit

o THEENHFERIAMTANENRE, BESHE 7 HFENEIEE,
- WENARRFRLEXREB Kinesis BIERNENHIE. BEXEZER , BSHNLIE Kinesis 2iE

Fhttps://docs.aws.amazon.com/streams/latest/dev/building-consumers.htmliEFFE & & .
- ERAMEAM AWS RS 012X kMR CloudWatch F1E4R,
- MRBERNFE , BEFREHRIERE. BSEERENRE,

ig: 3-yk ¢

1N HE Baseb4-encoded LA JSON 2Kk FERZEEEH Kinesis BERF . BERICKHFIEILE
EAHEWENEER |, SEAE R EAFMAEN N &8 THE.

HiE B
SRENERBEUTAH
KB MR A

RREN BRI ERE R HRMRA, XEETLUE S BT T EAENRE, HXEHRAE
HNEZEE , BSREMMRAEHFEE,
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SEE ID

1Z 3T E B M —FRIRS ., XESTLUHENHES S ERR ARBKER,
TTEIE
BRENHN ETXER.
BE
BETFENXEHEAHFEENNEE,
o X5
BT FAfE A T &N 29 XL X BB Kinesis BIER+ -

SCOPE#scopeId#TELEMETRY_ID#telemetryId#TELEMETRY_VERSION#telemetryVersion

o XEERASENRRANWMESL EXBEWNIENBTFEEIZZZRH Kinesis Data Streams i B [
— MoK, N ARE I ZBR AN ENRHITHERF

EEEN

ERENREAXTEEMPRARLEDNFONES. XMENRBLREKRRPRELEN,
BEFR

T Bt )

=N BAE SRR ETE , KA UTC ISO-8601 X , BERNER.
DaRvb =

REWNKERBNVE (LLEREN ).
b=

REWKEMDE (AERBM )

CommandedAzimuth

LENRUNESTHUA, XRRELHABKIINERGHLA.
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CommandedElevation

LENENNGTSIA, XRRELAEEINEHRIS,

(® Note
HTYERSREMSEPOIMER  XEREVUEFTESHTHLETRR.

THEFER
1o I 94

HEVERY B R ( Bla0 , “B=ZEBM 17) .
BEID

T E R BFEMPREF AWS Ground Station.

contactld

BR R ARFRIARF,

~5l JSON

"telemetryTypeAndVersion": "POINTING#1.0.0",
"telemetryType": "POINTING",
"telemetryVersion": "1.0.0",
"scopeld": "12345678-1234-1234-1234-123456789012",
"metadata": {
"groundStation": "Ohio 1",
"satelliteId": "87654321-4321-4321-4321-210987654321",
"contactId": "12345678-1234-1234-1234-123456789012"

.

"data": {
"sampleTimestamp": "2025-12-08T12:00:00.12372",
"azimuth": 180.5,
"elevation": 45.2,
"commandedAzimuth": 180.0,
"commandedElevation": 45.0

}
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}

RAriEmE

B EREN

REENRHBERRERERSNBERERNES . SENREEETEABIREURREEEERA
B REN , REQREENRE,

(® Note

MEBZHautotrackSHIZE TrackingConfig WREMOVED , MR &4& X AE {8 BRiE N 13
EXBREBNESZEE  FSRRERE,

BT
I Bt B B

ENBEREME , XA UTCI1S0-8601 =X , BRENEW.
B ERIRTS

REMHARERRS, ARENES

* TRACKING— R&AERUNBESEFREXHHETENES , A EERMMRFZES. X2#E
fib B8 (R Y AR FRIZ T TIR A

* ACQUIRING— RLEHEMMBERSS. ZREBEEEARERE  REENRFEHRTE
A,

* MASKED— EEMNTNNVEN T EHRREREE , XEREREAT EUTREEZBENEGDS
B EEABRE, SBEREESHMTHESE |, FlEBK.

J& &R ErrorAzimuth

FRuABMNEBRREE  LERSEMNE,
J& ¥R ErrorElevation

MAHMNBRERRE , LERNEN,
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RAriEmE

® Note

REFRREERTINETEFTNT BRERNFE
ER, UBARERRESESEE.

THIEFR
EN2EEERE

~l JSON

"telemetryTypeAndVersion":

"telemetryType": "TRACKING",

"telemetryVersion": "1.0.0",

"scopeld":

"metadata": {
"groundStation":
"satelliteId":
"contactId":

1,

"data": {
"sampleTimestamp":
"trackingStatus": "TRACKING",
"trackingErrorAzimuth": 0.2,
"trackingErrorElevation": 0.1

"Ohio 1",

M Kinesis ##E 7 PiER =

BN B IE R IE B Kinesis BB RAF , HAIERARETEREEXNER, NEBEFIEIEEN

FEUATEESI,

Base64 f#g

Kinesis Data Streams 7 I hIE 2 Baseb4-encoded. TEIFEIEMEAT N JSON ZHI
ES F A Amazon Kinesis #23E 7o

B, AXESEE,

"TRACKING#1.0.0",

ZIAEE B3 RERHAE AWS Ground Station

ENMEEH THIEFE : groundStationsatelliteId, ., contactId

"12345678-1234-1234-1234-123456789012",

"87654321-4321-4321-4321-210987654321",
"12345678-1234-1234-1234-123456789012"

"2025-12-08T12:00:00.12372",

£/ Kinesis BIEEE S

, B8

, AP HL (T R

M Kinesis 2857 P IR EEIE
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T BRIRT ERENEN TR | Kinesis B REF A RH T HIEERRI6E, ERHLLIIEER :

- BNAETREAEEEERPHNEMS H Lo
- BRIAEBMNEND K P I RFTICZ IR,
- BUREEEFRAIESD FHER “At timestamp” R ARNVBEREFKWEINIZR,

£ Kinesis B iE

Kinesis & i (KCL) EES5HREKA Kinesis BFERHBBERARNTZERRE , BFSHEE,
RESMARFE, BINBWH KCL BTEFENHERNARR

BXEZEER |, BHSRMFEA Kinesis & iwEhttps://docs.aws.amazon.com/streams/latest/dev/
kcl.htmIFF & H &

RIEHTNER
« RAREMRHADIER -F g Fan-Out M Kinesis ZERTIEE , 5RAEL , EEELTANE
HEMFEKNVIER, BXEZER , FSHEAT A£EEE Fan-Out JHFEE,

« AR -EHA%T A Kinesis #IE 7 # 1T AWS Ground Station ZNEK. SEMENARFEZER TR
ASHE AT 20 F0IE N 4 5 K< W,

« On-demand BE -UREFREERNIPBIEMN Kinesis RIERAR , UAFRESEHEBIITES S,

o BIEAME - CloudWatch IR B EHNERREEZEIRE, BEXEZEL |, HSHELE
Amazon Kinesis $#E 7o

SR R A2 I R R

ENRNE TSRS, AZFEEREBINHEBMEL, SKXicxkPHtelemetryVersionFHRR
ZRIRR AR

RERWEE

« FFRAEES 5| ARRIENRE,
- DIAMNENRBETREIKETHERE R,
« BRI NAERFNATARAENRBEMMRA,

- fEMTtelemetryTypeAndVersiontelemetryType, HMtelemetryVersionFE AT E {4k
BR/FIER.

R RRA 2 H AR 109
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EBRRAGE

BT LAEA AWS Ground Station 2 #| &AM AL ERIE, BERLMNE, BEMNZHMETENKRE
BfiE] AWS CLI , te aJ LAEFAFTIEIE S 1 AWS SDK SREZHEFFIE T 2 KL AT El, BRZ A AIEBRTT
YAET 15 P HEE. BUCENEFZRHERRATIT . BEUUEHFHERALUIEEETREETE (2
azimuth/elevation OEM = TLE IRER¥IE ) B KERLEE. EXEZEL , BSH EMBHKRATE
RARRAIEE], Ak, IREERNZE AWS Ground Station B D4 ENER |, N AT UEEFENTE
DEEMITRIANFEME R,

AWS Ground Station X#FiE X B #FEE R, FHREENESEEXH —HoNEFERLET [REE
RE T HHEEMIBNXE, BREABEXBRFEECANESEE , BSREREXEHEEH,

ERHERE  PTEEZNRR. NREHAREERR , BZRATHFEH. 3 ReserveContact#l

WA , AWS Ground Station HEBEFEEXHNEERRHNRE , MEERRXANENETE
B fER, A UpdateMissionProfileH UpdateConfig APl X iXERRAFHN ERFTERREE
FZoRENBKRAF, MRLFENREEXNATELHEMNBRRA , M ABEEABUEIZBKRR
CancelContact , REFERAEHLHIZELR A, ReserveContact

*IREFERRMNESANEUEBRRA , BUENBRR T4 RH, EXEEBRENEZER | B
29 : Ground Station & LB B EZ,

F&

- THRBRREGREH

- THREBRRAIKE

X YN INITS

TRRER R & a5 B 1

T RER R4 o B HA AT LARS Bh SR TE S A it B B AL BB MR R B B B AWS Ground Station, TEERT
AWS Ground Station Bk R A£G AHUA R EmEABA K HH Event Bridge £, BFHLEERE |, ‘BEX
K. “kW, “BLM., “EECE”. “AWS_CANCELED” f1 “AWS_FAILED” & imkE. BrRAFT LT
ERLRIRRS. BREMIRAFERIFAWS Ground Station Bk R NRSHABRTUARERZRSEAZ1E
EEABUENIFMEES , 55 M, CancelContact

TRRRE DA T
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AWS Ground Station Bt & ARS

AWS Ground Station B R ARRESTTLURA TR IZBKRAELER B XE T 14,
BRR AR

TRERTERRATEEFRE

Status 5 BA Terminal ATBUH AT A

AVAILABLE ZERR A AT, & N/A N/A

AR HE BRRAEERHEF, & = y

SCHEDULED BRRAEKREHE, ) = S

REERITKRIT  BRAKRERHEREL = B A

i se @ BRARTR , RIREEERDR, B = B

PASS ZERRBAEERSTH , EEERE & i) =
EBEE,

R EBTIE BEEREMR , FANRREETEE =& B &
H,

COMPLETED BRREZHK , REHR, = B &

FAILED HTENRREEFENE , R =R B &
KM

AWS_%k BT AWS Ground Station fR&%H =2 & B
EE , BRREM.

EEBUH BRRAEEBUEH, = = =

AWS_BEHUH Z AWS Ground Station FRSEUE =2 & B

TZEBRR, R&SIZ4ir AR E
RBHRXMER 0 ge R £ /Y5
To
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Status 15, BR Terminal A BUH EISzRE]
CANCELLED BEREHEEUEH, = & &
® Note

BEXEUHRELBRRNKELNNEES , BSH T HBERAAKE,

BERRAABERE

AWS Ground Station #ReserveContactiE RIREBEKRR A , FHRRAABBERE 1 F. 1 FHRESF ,
BR R A B R 45 BR

NREFBRRRAAREREES —F , EWEREHIH 2ol S HENBSE. BRNAHE NS HEK
RABENEZEE , BEH -

« AWS Ground Station API 5|
« AWS Ground Station CLI 8 55 %

TR AR

£ AWS Ground Station , BRENFERAN XL B2, AWS Ground Station LAE 204 H EtiY
NREMEAZE, W TEIMNRKREA , ZRSSTEMNABILERPEKRNE , HEEEAZREEN D
#, HiTHFRFERE T BN iZEBERAWE A,

BHRERTRNMNETERE

« B — ARRATENTRAE (FHRAT )
=
7T

(
- WEEVE — BRRERWEGVEM

EX

o
s

AWS Ground Station BiEBRE T KR A D AFENTRE :

« B — BTN TRET 40 MHz EAER
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« W — BRI AT 40 MHz BV EM#ER

BEEREI
AWS Ground Station I2F M IAERE :

« On-Demand— FTEKHAFAE BT N R&EASE

« i — 5% ATML On-Demand , RETHNFZRMEFH BRRR . MFE D HEMER T HEE
E—BRNERNZAERANES,
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UPDATING
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ZRAEENATERRAA, EMCRXFEELEF AWS

Ground Station,

ZRARKRASANANEE. #thE EEEALLRER
o

ZAMRALARTAL TIEIRE |, (BB W EHAIMRAFATEA .

TENAERH. RRAFIRE R L5 FERSHRAE, &
RFMEER |, EEEfailureCodes MfailureMessage F
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LU RBUER T AR B R AMRA 2] APl & Python AWS B#FF A T EE (Boto3) —#2fE M.

R ERERRA

T REIEAFNERBRIMEHEKRA , HEH Boto ContactUpdated 3 RFAFEFEHTHo

import boto3
import uuid

# Create AWS Ground Station client

ground_station_client

boto3.client("groundstation")

# The contact ID of an existing scheduled contact to update
contact_id = "alb2c3d4-5678-90ab-cdef-EXAMPLE11111"

# Generate a unique client token for idempotency.

# If you retry the same request with the same client token,

# the API returns the same response without creating a duplicate version.
client_token = str(uuid.uuid4())
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# Update the contact to use a different TLE ephemeris for tracking.

# The UpdateContact API applies all parameters in the request.

# Any parameter set to null is treated as a request to clear that value,
# not to leave it unchanged. Include all desired values in each request.
print(f"Updating contact {contact_id}...")

update_response = ground_station_client.update_contact(

contactId=contact_id,

clientToken=client_token,

satelliteArn="arn:aws:groundstation::111122223333:satellite/a88611b0-f755-404e-
b60d-57d8aEXAMPLE",

trackingOverrides={

"programTrackSettings": {
"tle": {"ephemerisId": "b2c3d4e5-6789-0lab-cdef-EXAMPLE22222"}

iy

contact_id = update_response["contactId"]
version_id = update_response["versionId"]
print(f"Update submitted. Contact: {contact_id}, Version: {version_id}")

# Wait for the update to complete using the ContactUpdated waiter.

# The waiter polls DescribeContactVersion until the version reaches

# ACTIVE (success) or FAILED_TO_UPDATE (failure) status.

# The waiter raises WaiterError if the version reaches FAILED_TO_UPDATE

# or if MaxAttempts is exceeded, so we use try/except to handle both cases.
print("Waiting for update to complete...")

from botocore.exceptions import WaiterError
waiter = ground_station_client.get_waiter("contact_updated")

try:
waiter.wait(
contactId=contact_id,
versionId=version_id,
WaiterConfig={
"Delay": 5,
"MaxAttempts": 180,
},
)
print(f"Contact updated successfully. Version {version_id} is now active.")
except WaiterError as e:
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# WaiterError is raised when the version reaches FAILED_TO_UPDATE
# or when MaxAttempts is exceeded. Retrieve the current version to inspect.
version_response = ground_station_client.describe_contact_version(
contactId=contact_id,
versionId=version_id,

)
version_status = version_response["version"]["status"]
if version_status == "FAILED_TO_UPDATE":

failure_codes = version_response["version"].get("failureCodes", [])

failure_message = version_response['"version"].get("failureMessage", "")

print(f"Update failed. Codes: {failure_codes}, Message: {failure_message}")
else:

print(f"Waiter timed out. Current version status: {version_status}. Error:

Il)

: HEIRER R ARRAS
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rt boto3

eate AWS Ground Station client

nd_station_client = boto3.client("groundstation")
act_id = "alb2c3d4-5678-90ab-cdef-EXAMPLE11111"
ion_id = 2

scribe a specific version of a contact.

e this API to check the status of an update or to view the
nfiguration that was active at a specific point in time.
t(f"Describing version {version_id} of contact {contact_id}...")

onse = ground_station_client.describe_contact_version(
contactId=contact_id,
versionId=version_id,

splay version details

ion = response['"version"]

t(f"Version ID: {version['versionId']}")
t(f"Status: {version['status']}")

t(f"Created: {version.get('created', 'N/A')}")

R RB
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if version.get("activated"):
print(f"Activated: {version['activated']}")

if version.get("superseded"):
print(f"Superseded: {version['superseded']}")

# Display contact details for this version
print(f"\nContact ID: {response['contactId']}")
print(f"Contact Status: {response['contactStatus']}")
print(f"Ground Station: {response['groundStation']}")
print(f"Start Time: {response['startTime']}")
print(f"End Time: {response['endTime']}")

if response.get("satelliteArn"):
print(f"Satellite ARN: {response['satelliteArn']}")

if response.get("trackingOverrides"):
print(f"Tracking Overrides: {response['trackingOverrides']}")

# Check for failure details if the version failed to update
if version["status"] == "FAILED_TO_UPDATE":
failure_codes = version.get("failureCodes", [])
failure_message = version.get("failureMessage", "")
print(f"\nFailure Codes: {failure_codes}")
print(f"Failure Message: {failure_message}")

B - BB R A MRS
UTROIGIE TRRANFERE , DEEZENEARLIET , HEAD TRLEBAELERE,

import boto3

# Create AWS Ground Station client
ground_station_client = boto3.client("groundstation")

contact_id = "alb2c3d4-5678-90ab-cdef-EXAMPLE11111"
# List all versions of a contact to view the full history of changes.
# Results are paginated. Use the nextToken to retrieve additional pages.

print(f"Listing versions for contact {contact_id}...")

paginator = ground_station_client.get_paginator("list_contact_versions")
page_iterator = paginator.paginate(
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contactId=contact_id,
PaginationConfig={
"MaxItems": 100,
"PageSize": 20,
},

for page in page_iterator:
for version in page["contactVersionsList"]:
version_id = version["versionId"]
status = version["status"]
created = version.get("created", "N/A")

print(f" Version {version_id}: status={status}, created={created}")

if version.get("activated"):
print(f" Activated: {version['activated']}")

if version.get("superseded"):

print(f" Superseded: {version['superseded']}")
if status == "FAILED_TO_UPDATE":
failure_codes = version.get("failureCodes", [])
failure_message = version.get("failureMessage", "")
print(f" Failure Codes: {failure_codes}")
print(f" Failure Message: {failure_messagel}")
if status == "UPDATING":
print(f" Update is currently in progress.")
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TR TRX% UNE SR
fRECHERR A A NEEMAT b I A LEEMAT | 2IE
contactId contactId
Hibk PR A NERBRAPAIN | &E LIy
contactId
YE3 AT B {E FIPLANNEDE AT L AN
UNPLANNED maintenan
ceType

SHNBRRRIRELTEATEEBENNER. ZmaintenanceTypeFBRRREF =
EPLANNEDZUNPLANNED, itXIZA4 Rt , S4PERESNBRRABESH AWS Ground StationHEX
Ho

UBEFEHASENTRARENWEM AWS IKFHERAN K MEBSREFNBEMREER
{BcontactIdFAEFEERN.

/A Important

HWRENAZ AN GCERATENERRE., HEMFEALHE AWS Ground Station K& et , K
AR EEEMEAEFESERE. EARRE L, EFETI 4GP HRIEMK S HOTAL.

BXIETMITNESER , BEREF I,

MR B IR

- BEEHEWTRIT
« AWS Ground Station &
« AWS Ground Station 5 &E
{AWS Ground Station API %) H#) ListGroundStationReservations

FXFR =
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BELATAER T HESE AWS Ground Station

Wi 2 R3EF AWS Ground StationAI S, ATAMMMENEERLR T, AWS BHEUTKETE AWS
Ground Station , &K, R EBHEE LN B3 KEUEHE,

« Amazon EventBridge Events I FEMNREEHR , XEEHERT AWS FRENEZIL,
EventBridge B4 X FEHRINEHNITTE , RN EAUREANKRENELES K HEXLEEHR
KERTEEAM AWS RS AL B3R, BX EventBridge SEFINEZER , S H Amazon
EventBridge Events i FF 1§/,

« AWS CloudTraili#R Sk PR REHN AWS IKFHTH AP ARMMBEXEYS , HFAEXH
£ B IS EM Amazon S3 1FE M8, BRI LR BIERLE B - Fdk P33T 7 B3 AWS, & HFEIUAYIR
IP t#h ik SA R REOL & A By Bt A, BB E ZEE AWS CloudTrail , 2@ (AWS CloudTrail B g
) .

« fEAAT , Amazon CloudWatch Metrics & #3R &8 7l xE Bx R $EHR AWS Ground Station,
CloudWatch Metrics fEEEERIRIEE CHIE, ML E ID 2 EIE , SLURBIESRENMEKRA
PHEEIR, BXEZER , BZRERA Amazon CloudWatch $8#7.

- AWS AFBAIRS oA TIRERFREIREEX AWS Ground Station EH4HEH, HEHERE
EMANTERN , 2WEBEHN, SUUES SN REBZRSEGELN I FBFHYE, WXNAER
F ) Amazon Q FF & & IR B K@ &N AWS Console Mobile Application #iX@EH, &i& ] LATE AWS
BRERBAGRLEFEAH, AFBARS XEFERE , XULURDEERESH4HE KR E § 8%

=
o

FERLLT EJmIsE AWS Ground Station,
FT
« BH3h{t AWS Ground Station £3&3)

o {FA1EF AWS Ground Station APl I AWS CloudTrail
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B zh1t AWS Ground Station £3&z)

(® Note

BB AER “SH” —iA, CloudWatch E4#1 EventBridge = HERKERRS M APl A
DEAEM—RFSHEATEEAZASHHNS4BRAZEBRHTALENAN,

EHXFEZREB B AWS REHBEMNREEHN , fIMNAEFTAMRBESI T RER. X8
AWS BRESNEHTLFRENRAFHN. BAUEEMEMRNKE REXINEYN , AETREESHTR
AN AT Bah{LIRE, —ETUBMANIRETEE

- AR AWS Lambda

« A Amazon EC2 Run Command

« [FEHF T Amazon Kinesis Data Streams

« BUE AWS Step Functions JRAHL

- JBX Amazon SNS E/=, Amazon SQS A5l

FEHE—EFE RN —LRE AWS Ground Station 21F :

« M Lambda RELARBEZEMHRS B3B3 MF L Amazon EC2 3£4l,

« BHBRELTERSHRHE Amazon SNS £F, XEEHALIRENETHHE RKER RSB T
BB 4FIE A

BXEZER , BT I % EventBridge &3 I8 .

AWS Ground Station B4 H

(® Note
AWS Ground Station 4 5% Y Fr B B4 &8 ¥ “aws.groundstation”fE 8 “kKR"HI B

AWS Ground Station X HERSE RN EHLUZFLZBENL BEI{LINEESD, BEl , AWS Ground
Station TEFRKRAAMRBSEREZY., TEABREEFXEHNMETREEXNEZS,, UTHBoREBEEXE
FEBMIFMER,
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Bx RIEB AT (A R

AWS Ground Station HEWERRA B SRS K EHEHS, BRXERSTNRITLURREEREGE XL
NWEZEE , B THERETAY, ZNRIATFEANTABERAR T SRERE—HIMINE
#, XEEHBLME, ER—FEERAN , BRINELNEHBEERKETRALHEH, ERETSE
B XA MBRERAET QAR | &0 U B &% e MEEEE4NEetE,

TEERT B LBRRAREXRNBERR QANRSH R LS,

Ay s, A, Y, AV,
i) he he h N
Contact Status SCHEDULING SCHEDULED PREPASS PASS POSTPASS COMPLETED
NP N N A
. iN M = T = Mt
Dataflow Endpoint Group Status PREPASS PASS POSTRASS COMPLETED

time

Legend

A,

-
-O:
-
-
IR

AWS EventBridge
Event Emitted

Ground Station BREIRASZE

MREREIF R RO RAESRSHIITISERE , MLLUEEMAN K BFINITIHIRE, HEEE
BRAXBKERATENBHNN , XBREH. NMELEERIZBOXLEESINATE |, TS RESEER
KBk % 5 I PrePassDurationSeconds#Bx % /5 I PostPassDurationSeconds. B45F &KX 1T RIBRLE
X1,

THEHEHET — N REIEHF,

"version": "Q",

"id": "@1234567-0123-0123",
"account": "123456789012",
"time": "2019-05-30T17:40:30Z",
"region": "us-west-2",
"source": "aws.groundstation",
"resources": [
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"arn:aws:groundstation:us-
west-2:123456789012:contact/11111111-1111-21111-1112-11111131211111"

1,
"detailType": "Ground Station Contact State Change",
"detail": {
"contactId": "11111111-1111-1111-1111-111111111211",
"groundstationId": "Ground Station 1",
"missionProfileArn": "arn:aws:groundstation:us-west-2:123456789012:mission-
profile/11111111-1111-1111-1111-111211112111221",
"satelliteArn":

"arn:aws:groundstation::123456789012:satellite/11111111-1111-1111-1121-1111122111111",
"contactStatus": "PASS"

contactStatus AEHAMETE the section called “AWS Ground Station Bx R RS FE L,

Ground Station BIEARLHT RARSTE

MREBAEBFERAL R T SAERA T EBREBIENFBITRE  NTTLURE AN B 3T IRE,
XF A ERIT T EMRERENHFERLET RARSH TR EEART, NREEE RIEUW
XEEAME | BERAEZETEE RPrePassDurationSeconds A M Bk R A W EIERLKR HT 2
‘H, PostPassDurationSeconds B4 &k I BER L im T KA X,

THREHRT —MRH6.

"version": "Q",
"id": "@1234567-0123-0123",
"account": "123456789012",
"time": "2019-05-30T17:40:30Z",
"region": "us-west-2",
"source": "aws.groundstation",
"resources": [
"arn:aws:groundstation:us-west-2:123456789012:dataflow-endpoint-group/
bad957a8-1d60-4c45-a92a-39febd98921d",
"arn:aws:groundstation:us-west-2:123456789012:contact/98ddd10f-f2bc-479c-
bf7d-55644737fb09",
"arn:aws:groundstation:us-west-2:123456789012:mission-profile/c513c84c-
eb40-4473-88a2-d482648c9234"
1,
"detailType": "Ground Station Dataflow Endpoint Group State Change",
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"detail": {
"dataflowEndpointGroupId": "bad957a8-1d60-4c45-a92a-39febd98921d",
"groundstationId": "Ground Station 1",
"contactId": "98ddd1@f-f2bc-479c-bf7d-55644737fb@9",
"dataflowEndpointGroupArn": "arn:aws:groundstation:us-
west-2:680367718957:dataflow-endpoint-group/bad957a8-1d60-4c45-a92a-39febd98921d",
"missionProfileArn": "arn:aws:groundstation:us-west-2:123456789012:mission-

profile/c513c84c-eb40-4473-88a2-d482648c9234",
"dataflowEndpointGroupState": "PREPASS"

dataflowEndpointGroupState Ky AIBEIRANBHE PREPASS, PASS. POSTPASS Hl COMPLETED,
EhED
Ground Station Ephemeris IR E

MREEEEHZERSHMITRAE , WAHRERN L B HATIERE. XAWEREEANZTRS
WITTENRE, B, BAILEENZRKIE BIAE S ENABLED BHHITIR/E, WWEHAHBEFRIE
B EEERHXE,

THEHREHRT -5,

"id": "7bf73129-1428-4cd3-a780-95db273d1602",
"detail-type": "Ground Station Ephemeris State Change",
"source": "aws.groundstation",
"account": "123456789012",
"time": "2019-12-03T21:29:54Z",
"region": "us-west-2",
"resources": [
"arn:aws:groundstation::123456789012:satellite/10313191-c9d9-4ecb-a5f2-
bc55cab@50ec",
"arn:aws:groundstation::123456789012:ephemeris/111111-cccc-bbbb-a555-
bccccad05000"

1,
"detail": {
"ephemerisStatus": "ENABLED",
"ephemerisId": "111111-cccc-bbbb-a555-bcccca®05000",
"satelliteId": "10313191-c9d9-4ecb-a5f2-bc55cab050ec"
}
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}

ephemerisStatus BIATBEIRASE$E ENABLED, VALIDATING, INVALID., ERROR. DISABLED A
EXPIRED

fEA 2% AWS Ground Station API @B AWS CloudTrail

AWS Ground Station 5 AWS CloudTrail—BIRFEK , ZRFRMAAF,. AEZH AWS RFEFIN
THR/ERIZ S AWS Ground Station, CloudTrail ¥7f& API 8 B3k AWS Ground Station B
. FHIRMNBAASFERB AWS Ground Station % & B8 A FX AWS Ground Station API ##4ER K
BEA, MRELIZRE , WAL AN CloudTrail E4FLELME Amazon S3 Fi#iE , BENEH
AWS Ground Station, SIRZEREERER , BMARLIE CloudTrail EHIENEHNLIERIEER
FNEH, EARENEER CloudTrail , 7] LA#EE @ BNMER A H AWS Ground Station, & HiFK
B9 1P #hak, R THER, ANAHERAREMFEARESR,

ETHEZEE CloudTrail , i§ZRAWS CloudTrail A8/,

AWS Ground Station F#J{E & CloudTrail

CloudTrail FE& 812 AWS IKF R EEENKF EBR. & ZAETEHE AWS Ground Station |, 1%
ESEHM AWS RS CloudTrail B4 —RICREZEHAHLIERH P, BULEEZH AWS IKFHRE
E. BENTERIOEAENEY., BXEZER , FSHERAEHH$IEHEESE CloudTrail B4,

ERZIIREAWS KPP EH , BIENEMH AWS Ground Station , FRIERER, REATF
CloudTrail f BEMXH&HEl Amazon S3 7M. BMIABRT , EEEH AP OIZRRERICRA |, LRER
BRMATAE AWS XiF, REIZRE AWS 2 XAMEXENEHN , A EXHEETEEEN
Amazon S3 F# 8. LI\, BAILIRERE M AWS RS , Ut —F oML E CloudTrail AEFUWE
WEHBE, BXEZER , BSATIAE :

- BIERERESR

* CloudTrail X RS FERK

- Bti& Amazon SNS B4 CloudTrail

- EWXRBSZANMXEH CloudTrail BEX MM S AMNKF W CloudTrail B EX#

P& AWS Ground Station ##/E9H APl £#1i23% CloudTrail #12%fE AWS Ground Station API
SE, flwn , WACancelContactMListConfigsi@EL%E CloudTrail B EXHFERMSFK
H., ReserveContact
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html#cloudtrail-aws-service-specific-topics-integrations
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/getting_notifications_top_level.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
Welcome.html
Welcome.html
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BIMNEHHATREBESEXRERBFRNARER. BOEEABTEHEUTRE !

- BHEREFEHRIERER AWS Identity and Access Management (IAM) P EIEA Ho
- BREFHAAGKEREREAFNIGNZEEIELEHEN,
- FREBTHHEM AWS RF K H,

BREZELR , 52 M CloudTrail userldentity T,

T 8 AWS Ground Station BEXH%E

RERE—MEE , APHEHEN BEXHRREIEIEEN Amazon S3 F#HM. CloudTrail BEX#
BE—NHZNEERE, BHRRKEEARFENENER , S/BEXRERNRE, RER B BN
B, HRSBEFENELR. CloudTrail BEXHFRLH API BANEFHERRER , RLEMNT2RE
A4 EIRF HE .

AT RBIE R T ERZReserveContacti®/ER CloudTrail BE% B,

7~ ReserveContact :

"eventVersion": "1.05",
"userIdentity": {
"type": "IAMUser",
"principalId": "EX_PRINCIPAL_ID",
"arn": "arn:aws:sts::123456789012:user/Alice",
"accountId": "123456789012",
"accessKeyId": "EXAMPLE_KEY_ID",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-05-15T721:11:592"
},
"sessionIssuer": {
"type": "Role",
"principalId": "EX_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:role/Alice",
"accountId": "123456789012",
"userName": "Alice"

T f# AWS Ground Station H&X# % B 139
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},

"eventTime": "2019-05-15T21:14:37Z",
"eventSource": "groundstation.amazonaws.com",
"eventName": "ReserveContact",

"awsRegion": "us-east-2",

"sourceIPAddress": "127.0.0.1",
"userAgent": "Mozilla/5.0 Gecko/20100101 Firefox/123.0",
"requestParameters": {
"satelliteArn":
"arn:aws:groundstation::123456789012:satellite/11111111-2222-3333-4444-555555555555",
"groundStation": "Ohio 1",
"startTime": 1558356107,
"missionProfileArn": "arn:aws:groundstation:us-east-2:123456789012:mission-
profile/11111111-2222-3333-4444-555555555555",
"endTime": 1558356886
I
"responseElements": {
"contactId": "11111111-2222-3333-4444-555555555555"
},
"requestID": "11111111-2222-3333-4444-555555555555",
"eventID": "11111111-2222-3333-4444-555555555555",
"readOnly": false,
"eventType": "AwsApiCall",
"recipientAccountId": "11111111-2222-3333-4444-555555555555"

FEAL S EFFEFR CloudWatch

EBCXHAE , AWS Ground Station B #EREIEH FEH XX F CloudWatch #1704, ALAEL L
# CloudWatch 12#| &P EFENEIE. BXFREAM CloudWatchiEFrNEZEE. |, ES LA L Si#
CloudWatchig#x,

AWS Ground Station &0 Zh883% 0] A T E B R HA (A 2 UR F SR itV 38R,  CloudWatch $8¥rTC A1 F
SERT3E IR | ATRERIEIR R Y, CloudWatch B 2E —MENR A , XAREARERENE., 2
MIThEERENATEFR , HIEFRrt i FEERELIEREN AWS IKF, BXEZER , 5SR FHIE

/A Important

AWS Ground Station B 5B R Attt EH{ EFR<H AWS X3 %% CloudWatch 385 , M=
b ZHEBRRH AWS XK ixiE R, EEFRRANIEIR , BH4M CloudWatch 1E it [ U5 X 5
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HITHE. BXEBN AWS XigEES/ MEMMEEXNER , FSRER AWS #HIFVE
B XiE, B ZHEB KA XZROEN BHE | ATLAER AWS Ground Station i@ ZhEE, BX
BZEE , BSEEAEIN,

AWS Ground Station IEfr 54 E
EWRLEIEFRO] A ?
AT HE¥RAI M H 3RS AWS Ground Station,

® Note

K8 EEIBFREUR T ATE A/ AWS Ground Station ThiE, RIELWERE , ReERHUTIE
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$“E L
Category IR 2N
Channel BRBREZNBEZE1, 2. | (HP)FQ(E

RX)o
Config K& T1TEEROE RARIBELE arn,

Polarization FRBRENRIREIE LHCP ( EFERIR ) =
RHCP ( &F BRI ) -

SatelliteId BPEIDBEATHRENT ER ARN,

EF Bir

EERFALHNERN , BEX4EE  REBORETENRNERAR . REPHENERER T UEKE
BIEE 3 PHRETRIEVHNRIE, £ 3 /MG, BHHIERIE CloudWatchig#nC B h B89 s8R,
MELCEERESVHREGEMEESEER , BUERIIEESN 3 MTREEHRE , IETHRE
£ M CloudWatch etrics 2 MR1F, Bx CloudWatch BEEMNEZELR , HSHIL I # CloudWatch
B=-EnBEER,

L5, 781 60 WABRNEMBFERT2ESEBNEERERBEELNER , FARTERFEKE
Toe ATERAENMEN , Bl 60 BREF SRR,
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All metrics Graphed metrics (12) Graph options Source
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FEREHSEEFEMR

1. BESENBELYEMEXH AWS Kifl, AWS Ground Station £ 548 #9 BX 3R A #9 it [ 15 {7 & 48
KXW XE AR CloudWatch 1EHR. BxUbEIEMERHMEX AWS XEH K , HTSRHER AWS
i E VAV B Y X3

2. ¥TF CloudWatch &l &,
3. ESMBERKD , EEIE.
4. %1% GroundStation 5% 22 A,

All metrics Graphed metrics Graph options Source

Q Search for any metric, dimension or resource id

157 Metrics
EBS EC2 Events GroundStation
18 Metrics 89 Metrics 5 Metrics 14 Metrics
NATGateway S3 Usage
26 Metrics 2 Metrics 3 Metrics

5. EEFEMNIEIRERE (HlW , F1E, |, Satelliteld ) -

All metrics Graphed metrics Graph options Source

All > GroundStation = Q Search for any metric, dimension or resource id

28 Metrics
Channel, Polarization, Satelliteld Polarization, Satelliteld
24 Metrics 4 Metrics

6. Al metrics T+ & R4 228 R %4 BN A T, BTHITUTRAE

a. ENRBITHRF , BEMAIIRE,

b. ELHEMNER , FRPEZENRRBRNERE, BREMBER , BEPRERBITH
Sk,

c. ERFRH#ITMHIE  FERERID, AFI1ER Add to search,
d. EREHRH#ITHIE  FEREREH , RF1ER Add to search,
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EEEFIEN , BEFEH AWS CLI

AWS Ground Station 7 5 & RYEX R A K 3t E v4 {7 B X X & 1 CloudWatch 1845, A <ith 5V
BN HXE AWS XEE5I%R , & AWS #EEVERNXHE, ground-station-region-code®
WAEBEEVEN AWS XIiFAB (us-west-26110 , BREX 1, EEE 1 SFHEM1) . Bt
SREFHFTERL AWS CLI tr & X2 AR X i,

1. TR AWSCLI BEL%E, BXREMEE AWS CLI , FZE %% AWS CLI iR 2
2. BEEZWEIL{EMRARTH AWS XiF,

3. f#H CloudWatch CLI B get-metric-data FEHEK—NXH , Z X4 TSR B E R BN BH
BN, AR TERXEER.

A, BEETLLTEHS : aws cloudwatch get-metric-data --region ground-
station-region-code --generate-cli-skeleton, XFERELFUTHRBNBE

{
"MetricDataQueries": [
{
"Id". ",
"MetricStat": {
"Metric": {
"Namespace": "",
"MetricName": "",
"Dimensions": [
{
"Name": "",
"Value": ""
}
]
},
"Period": 0,
"Stat": "",
"Unit": "Seconds"
},
"Expression": "",
"Label": "",
"ReturnData": true,
"Period": 0,
"AccountId": ""
} 1,
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https://docs.aws.amazon.com/cli/latest/userguide/install-cliv2.html
https://docs.aws.amazon.com/cli/latest/reference/cloudwatch/get-metric-data.html
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"StartTime": "1970-01-01T00:00:00",
"EndTime": "1970-01-01T00:00:00",
"NextToken": "",

"ScanBy": "TimestampDescending",
"MaxDatapoints": @,

"LabelOptions": {

"Timezone":

4. 175 H A A CloudWatch $#E#5aws cloudwatch list-metrics --region ground-
station-region-code,

R REIFE AT AWS Ground Station , iZAEMEESELTRENE S :

"Namespace": "AWS/GroundStation",
"MetricName": "ReceivedPower",
"Dimensions": [
{
"Name": "Polarization",
"Value": "LHCP"
.
{

"Name": "SatelliteId",
"Value": "arn:aws:groundstation::111111111111:satellite/aaaaaaaa-
bbbb-cccc-dddd-eeeeeceeeeecee"

}

}I

(® Note
MRBLERERALURESET 2 B AWS Ground Station , IEEFzhRRETAIEREK , A

EEEIFDEBZEZEPRIEREHMNEE, AWS/GroundStationB < CloudWatch BR
HNEZER , BFSH . EFHEN
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/viewing_metrics_with_cloudwatch.html
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RAriEmE

5. {EWEELSE 2 FOIEM JSON X4 , UEE LS 3 MiElrPolarizationM W FTE
B, SatelliteIdB4 , HFE S EHStartTime, MEndTimeEALEENELR A,

{
"MetricDataQueries": [
{
"Id": "receivedPowerExample",
"MetricStat": {
"Metric": {
"Namespace": "AWS/GroundStation",
"MetricName": "ReceivedPower",
"Dimensions": [
{
"Name": "SatelliteId",
"Value":
"arn:aws:groundstation::111111111111:satellite/aaaaaaaa-bbbb-cccc-dddd-
ceeceeeeceeceee"
1,
{
"Name": "Polarization",
"Value": "RHCP"
}
]
1,
"Period": 300,
"Stat": "Maximum",
"Unit": "None"
},
"Label": "ReceivedPowerExample",
"ReturnData": true
}
1,
"StartTime": "2024-02-08T00:00:00",
"EndTime": "2024-04-09T00:00:00"
}

Hlan -
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® Note

AWS Ground Station #B#E#E+r , & 1 Zl 60 B X H — X8, WRZPeriodFEMEN
TERNEAGES , NFTL2IRE R,

6. aws cloudwatch get-metric-dataff A ESRIPUBNEEXHET. THEMRT —IMFR
il

aws cloudwatch get-metric-data --region ground-station-region-code --cli-input-json
file://<nameOfConfigurationFileCreatedInStep2>.json

FoiEtriR R BREWEZE . TEIREME AWS Ground Station IEVREI R EIH H .

"MetricDataResults": [
{

"Id": "receivedPowerExample",

"Label": "ReceivedPowerExample",

"Timestamps": [
"2024-04-08T18:35:00+00:00",
"2024-04-08T18:30:00+00:00",
"2024-04-08T18:25:00+00:00"

1,

"Values": [
-33.30191555023193,
-31.46100273132324,
-32.13915576934814

1,
"StatusCode": "Complete"

1,

"Messages": []
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Z4 M AWS Ground Station

ZEEAWS REFZE, FNAWS BF , BRZBTINREASHLZEHRBEALANERMBE
MBEHOMMERY, AWS BRETANZETENEYE , UHEHXALLBR, XETENDRES
EMgLeM, KEEE, HREHNKERZSH.

BT AWS Ground Station , BA1ZR IR E BT H{ESSER HSTHE end-to-end %, AW APIs S &
REERNZBNBIERFINIIEE, BXx AWS Z2HNEZELR | EFSR AWS Z2FH M AEB,

FEAUTER T RN FARF SN E IR

£

+ & T Identity and Access B AWS Ground Station
« AWS W E B AWS Ground Station

« £ Ground Station P EASRFEXNEE

o BABIEME AWS Ground Station

- EREENEBIEIMNZE AWS Ground Station

& AT Identity and Access B AWS Ground Station

AWS Identity and Access Management (IAM) AWS fR$S T #EIEE R T2 iR HIX AWS &R 5]
RPRo IAM B 726 AT AT B IRIE ( BF ) MBN (HENR ) /8 AWS Ground Station %
Ro BAILER IAMAWS RS , EEXNENEA,

£}

- BEX

- EASHHITHHEIUE

- ERARBERRR

« 304A AWS Ground Station 5 1AM B4

- ET 5HMEM A AWS Ground Station

+ ¥ AWS Ground Station & 12 % A1 3# 1T FE HEBR
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https://d1.awsstatic.com/whitepapers/Security/Intro_to_AWS_Security.pdf
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Z A

EHEH X AWS Identity and Access Management (IAM) Ri&H AR :

- BRSHAF : MBREBTEFRINEE , BNEERALERNR (ESFEX AWS Ground Station 5 13 17
B 1T PR HERR )

- RFEER  BWEAFPBRENRHRERINRIER (ESEMT AWS Ground Station 5 IAM Bl & fiE

)

- IAMEBEER  FEATEERHENRARE (BFZHET S 08X RS AWS Ground Station )

£ B 02 1T B AR AIE

SHRIERE AWS FRAFHEIEZRN AN, BLTL IAM AF FH#TH AU AWS IKFRA
P, EBETEE IAM Ae# 1T ORI,

BAI L E KB & MIRAVESH AWS IAM Identity Center ( 5130 ( IAM Identity Center ) . R &EFKE
BIEE Google/Facebook iE$ , IR G B HE R, BEXEFNEZEER , BSH (AWS &% AP
B PRI EFREN AWS IKF,

MNFREZEHE , AWS 121 SDK H CLI KN FER#ITINZEZLE. BREZELR , H5H (IAM AF#E
) FRERT APl ERIAWS &R 4,

AWS Tk root B

BIEET AWS K7 , BEESBE—1NEN AWS IKF root BFHNERSH , ZE O AUTLILRIAERIR
AWS RS MR R, BRIMBNBWAERERBRAFHITEERES. EXFTERAFZRIENGES , BEH
(AM RF$Er) RIVEERA S TN ES,

RE 5140

FERBEXER , ERAXAFERESHRHABNERKS 5 ORI 82 AWS RS R IGRHER#HITH
Al

RESMREXRBENDIEFR, Web HA1RMEA A Directory Service , & AWS RS A%
BEHRNERHTHRNAF. ReFHRATRHERZENAE,

BEAEHFRIMNE , BWWEM. AWS IAM Identity CenterBEXEZE 8 , 51 (AWS IAM
Identity Center A 1EFE) H I+ 4= |IAM Identity Center ?
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https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_sigv.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
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IAM A 7= MEF4A

IAM AP RNENMNARINARFEERENRN — 150, BUERAGNEIE , MIEEEKHPEIE
B IAM AP, BXEZER , B0 IAM AFERETHNERARASEAS O RAENRS S HRIE
F B AWS i A I B IE B AT 5 ] o

IAM (HIEE—4H IAM AF , ETERMN KERAFP#HITNRERE, BXEZELR , 555 (AM A
FIER) i IAM B E R =46,

IAM A&

IAM AEREERENRNEH , TREKNFIE. SUEIMNASRE IAM A (255 ) R
A AWS CLI 5t AWS API RERRAB R, BXESEER , BZH (AM AFERE) FHEEAE
By 5 %

IAM B TFEBREAFHE, Ime IAM BFPRR, BIKFiGE, BRS 7GR R TE Amazon EC2 Lz
THRAREFEEER, AXEZEER , B5H (AM BAFIERE) B8 IAM R EIK P FIRE A

fi F SR e B 13 [A)
SRR AWS B SIS ST M INE) AWS SR RAFRBH TR HHRR. RRELT 550

RRRRETONR. AWS EZERARHBERIFMEXLEBR. KSHERBEELL JSON Xy AWS £
ANFEEP. BAX JSON KBXHEHNESEE , FZH (IAM B/ EmR) F#8 JSON KR,

EREARE , BYESBNEETAEAA AR T X WL RHIT WL REREEER R R

o

N M

RABRT , AFNARRANR, IAM EEACIE IAM R RERNTARF , REAFATLE
EXEAE, IAMRKBEEXNR , SHRITREMANG EZLR.

ET 5 Or R

ETHMNRBEEMMBSH A/, ARNAR ) B JSON NRKM A, XERKIZH 5457
BHATH ARE, NBERFEHRTUAREMLAZATHT. ETHOMCRETSONEE , §5H
(AM BFfEr) PEAESEEREERE L BEXL IAM IR,

ETEMNIRBEALURARKKE ( EZRAZNENFHP ) AEERE (HNESNHHHIRLE
B ) o BETHROAERERMAREKE 2 BRITER , H2H (AM AFER) PRERERKRSE
NER R B 2 R REAT IR
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/gs-identities-iam-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage-assume.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage-assume.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#access_policies-json
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
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ETRIRH K

E T HIRAV KBS Z M NEHFIRA JSON KX, RHI2HE IAM BBEERKMN Amazon S3 1741
K, EXBETHRNKBHRS T , REEERJUERCNREZFEIFERRNL R, ESME
ETRIFHREE P IEE 4.

ETRFHNRE RN TIZRSFHRNBKRE, EFREETRFENRBEHMER IAM Fi) AWS HEX
A&

HREgRE
AWS XHHEHAMFREER  XEFHEBRATUREFENNRBERBERFHRANR

« NRLR-REETENPHERBIULUET IAM ZEHNBEANE, EXEZEL , H5H (IAM BF
EFE)Y BH IAM SEREYIRID B,

- IRFEHIERE (SCPs)-EFIEEAR AR BNV HZR AN AWS Organizations, BEXEZEE |, &
2% (AWS Organizations FF18R) YRS 12 HIZK B,

- BIREFIKREE (RCPs)-REKF A RFENZRAATANE. BEXELZEE , BSH (AWS
Organizations FIF /) HHERZEFIFKE (RCPs).

- SERE -ERNAEIKSAFURIENSEN | EASBERENSRERK, BXESZER , FS
7 <IAM 18R I SIEFRE,

S REERE

HAZNRBEMNRBENA T —MERE , ERNNREMERNEIER, BETHRELSRSHRERE N
WA AWS BERBAWER , HSH IAM AP EEHR N ERITEEE,

{a AWS Ground Station 5 IAM B2 & H

EEA IAM BIEiG | R 281 AWS Ground Station , &5 T WL A ARY IAM ThégE AWS Ground
Station,

BT LA ELE A /Y 1AM ZhEE AWS Ground Station
IAM ZhE AWS Ground Station X

ET S HaYREE =
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_rcps.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
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IAM Zh &g AWS Ground Station X #F
BT R IREY R &
RERIE =
EHELE (BETRS ) =
ACLs B
ABAC ( KBS EIEE ) =
EBRE =
BEAE &
RSREKAE =

E4M 7 AWS Ground Station LA Hf AWS FREMAIEXZH IAM hEER &R |, 555 IAM
APEEHTNES IAM B & FEFANAWS RS,

HETF 5% AWS Ground Station
TEETEHHNEXRRE : 2

ETEHNRBETUMMESZH (0 IAM AP, AFASAE ) B9 JSON SRRREE A, XL R
EHERFMASAEMPRA TN BERRTHBERE, ETHRNTOEZRET HHMRE  FSH
(AM BiFiEE) FNEATM EEARKE L BE X IAM RR,

BEEA IAM ETESORNEE , EUUEEATIELWRENTRUR A IELEFENTS, E
THETI1E JSON RESHERMFIELE , F5H (IAM BFHER) S8 JAM JSON KB TE5I A,

ET 5K RH AWS Ground Station

EEFE AWS Ground Station E T SRR RG , ESR. ET 501 EEE RS AWS Ground
Station
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html
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RZPE T ERBE AWS Ground Station

XBETHRRORKE : &

ETRIFH RIS MR FRAY JSON KM, BETRIFMNRENRESE IAM ABEERKEM
Amazon S3 FHEMERE, EXFETHRNRBHRS T , RSEE R JLMER EINREHIIFE R
BREVEE . N THEERM MR TR , REEE IS EEME AN 2R RINITHREREAREF LSRN
THIT, BEFEETRRNRBEPREEEE, ZEEATUEEKS, AR, A2, KSR/ AWS
R3S

ESABK/ER , SRCHEANKS SHEMBKS R IAM XA EENETRRNRBERNERE. B
XEZEE , BSH (AM AFER) PHY IAM VB TIK & F R T

W E T3 AWS Ground Station
TERRIRE B

EERWLER AWS JSON REERIEEHEARIBEMF L, BR2Y , BN EETUNF LR FERITER
1, UREMFARHETRIT,

JSON EKHEHY Action TEEARTATERBP AN RIELIFRNRE, ERBEPISBREUR TR
ITRERIRERVR,

E&EF AWS Ground Station #1E51%k , ESH (RFENSE) AWS Ground Station™ E L
1E

EERITH KBS IR/EER/ET AWS Ground Station A TEIA :

groundstation

EEENMEYPEESTRE , BEMAESFHENRT.

"Action": [
"groundstation:actionl",
"groundstation:action2"

]

EEFE AWS Ground Station E T SRR RG , 5SR. ET 501K RS AWS Ground
Station
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsgroundstation.html#awsgroundstation-actions-as-permissions
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsgroundstation.html#awsgroundstation-actions-as-permissions
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MR AR AWS Ground Station

THEHEBRR 2

EERWLER AWS JSON REERIEEHEARIBEMF L, BR2ER , BNEETUANT LR FERITER
&, AREMHAZRHETHIT,

Resource JSON KB TEZEEEQHNAREN PRI IR, EAZERE , HERAHE Amazon
HREAF (ARN) BBERR. WTAXFRBFERNRWIEE , BERAEERRS ) BEREONATHRER
Ro

"Resource": "*"

E&EE AWS Ground Station FREER K HFIEK ARNs , 555 (REENSE) AWS Ground
Station P EM TR, BT B AEMLRIEFIBEESENERMN ARN , i5SH AWS Ground Station
E N R ERE,

E&EFE AWS Ground Station E T 5K RG , ESR. ET 501 EEE RS AWS Ground
Station

B R BE 542248 AWS Ground Station
TEHEBEETHRSHVRBERER : 2

EIE R A LAER AWS JSON REERIBEW ARG RMF L. WHRYN , BNEAATLI AR RNITER
&, BAREA ARG TIIT,

Condition TERBENNFMHEEEFEVMERNIT. BALGIRBERAZEZER (FlW, ST
T ) BEARER , MERBPHFAESERDINVEHETE. BEEERE AWS £R&H®E , 5
IAM AFEREPHAWS £ 554 £ T XEHA.

E&EF AWS Ground Station &4#%I%k , B5H (RFBENSZE) AWS Ground Station By &4 5
Ho ETHUUFERAFHENBRENRR , BS5MHHELHNESE AWS Ground Station,

E&EE AWS Ground Station ETF SR EREH =G , 5. ET B HHERK A AWS Ground
Station

ACLs in AWS Ground Station

*#EH ACLs : &
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsgroundstation.html#awsgroundstation-resources-for-iam-policies
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsgroundstation.html#awsgroundstation-resources-for-iam-policies
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsgroundstation.html#awsgroundstation-actions-as-permissions
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsgroundstation.html#awsgroundstation-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsgroundstation.html#awsgroundstation-policy-keys
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsgroundstation.html#awsgroundstation-policy-keys
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsgroundstation.html#awsgroundstation-actions-as-permissions

AWS Ground Station AriEE

REFIFIR (ACLs) 2 HIPLERFEA (KFKE, ARRA. ) BNBRER, ACLs SETHIRM
REEREL , REEAITEM JSON KB HEER,

ABAC with AWS Ground Station
X ABAC ( EMHHIRFE ) : B

ETEMMIGRMNRIES] (ABAC ) R—HMENRER  ZERETHRININEMEREUNER, E1TL
SAREHTINE IAM S24RF AWS BIR |, RF1%1T ABAC FEBUAFEZEANFRZEES R R LHNIREIT
[T prikag: L=

EETHREEEHER  BEEFEH aws :ResourceTag/key-nameaws :RequestTag/key-name
aws:TagKeys R BERBNZH T ZPRHEFZER,

MRENMRSN TENRARREBIGAEX=A&MGR  WNTZRS , ZEAR. IRENRSX
NTFHIRBFREXIGRAEX=/&%GR , WZERTD.

BEXABAC WEZER |, E#SH (IAM AF#ER) FWEA ABAC BINENNRE, EEFIRE ABAC
SHRNWHE , HSH (AM AFER) PREAETEMNIHRIMNEZES] (ABAC) .

& BiE B 5 AWS Ground Station
TEIRREIL ; 2

B IE B IR A AWS RIFRVEH B RINIR , H ERELEARE S OB TRACH B3I EIEN.
AWS B SERIGEIHES , MARERAKBHIRRH, BXESEE , H3H (AM BAFE
) FHIAM PRV IGRS R FEMER IAM B, AWS RS

1Y 5 BR 55 = AR BR AWS Ground Station
THEHERFALXE (FAS) 2

HEIGEATE (FAS) FHEB AR AWS RS |, BilE AWS RS B FiiRSE & HiERH3E
Ko BxA&H FAS ERITNREFE , BSRELFESE,

KRS A AWS Ground Station
YERSAR B

R AR -—TRSEE, KRREWTREN IAM A€, IAM EER AT IAM RO, SRl
RSB, AXESER , 2R (AM AFERE) FHEIER AWS BSZERIENEE,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
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/A Warning

FURES A ENNEAES B M AWS Ground Station Zhag, RAE7E AWS Ground Station 12
HIgERSH S RERS AR,

KRS AEX AT AWS Ground Station
YERSKEKAR 2

BSHAXAGR—MHEEINBRSAR. AWS BRSRSAUKARKRERTRENEE, RSHEX
AEHIAEEHNP AWS IKF |, HEARSAE, IAM EERATUEEETEEERSKIBEABHIR
PR

BRUZEFEBRSAXBENFAGE , FSREY S IAM BEEABAWS 5. ERTFERRS
HXABSFEE Yes KR, ERREEUEFZRSHVERSHAXH B,

HET 54r%KrE =5 AWS Ground Station

RNERT , ARANAEZERIERIEH AWS Ground Station FRHINR. ERTFAFEXATERIRR
ITRENDR , IAM EE G AT LL6I2 IAM KR,

BT RNMAERXL RG] JSON REXHEGIEZET IAM BN EE |, 56 (IAM AFiERE) P8l
2 IAM KB (#2518 ) .

A< H AWS Ground StationE X FIREMERER (BFEEHAREENER ) WIFEAEE , ESH
(REEBENS£E) AWS Ground StationF RyIR/E, FRFMEH 4. ARNs

£

- ERREXE

- fEA#EH AWS Ground Station &
- AHAPEEMHIIB SRR

LS e N2

ETEMNEBRETEAREUUELSHWIKF FEIZE, 77E =M BER AWS Ground Station &R, XL
BRIETBEARE AWS KPP A KA, IR FEETSMIREN | BHEFUTERMEIN :
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsgroundstation.html
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- FFAER AWS REFEBAHRORENRNE —EFKRBAFNIEARRETFNR , EEANTFS
ELAFIRFRRHNAWS HE X, SINEMRBMRAIRTH AWS kP, RITEBIEESR E LEXY
ZH ARG AWS BEFREERERE —SRHINR. BEXEZER , ESH (AM AFEmR) $H
AWS EERBEN THEIREENAWS FHE K,

- MAZRIKNR : £FEA IAM REEZRENRE , BB FRITESAENNR. At , BALE XL
ERERGTUUNBERRNTHRE , EHARENREFT, EXEA IAM BANRHESE
B, #ZH (AM AFER) 98 IAM R FIR

o A 1AM FKEPR RS — SREIHRIAER ;4477 LA 5 R IS4 SR BR A4 18 4E R R A 15 ) o
Bl | WA LURE RS RIEEMXTMER SSL XEFFEER, MEBRSZBEREIZRENHXE
FARY , JUlth AT BAGE R SR SR R 30 AR SS#RAE R 7 (R AX PR AWS BRSS |, #5l#0 CloudFormation, BXE
ZER |, B2H (IAM AF1EmME) P/ IAM JSON EBTE | &4,

- M IAM Access Analyzer BiEZH) IAM KB , SUAKRNEEHN LS MHEMINEENY  IAM Access
Analyzer 2KIFFH REEMIM B KR , LUBERKERFS IAM KEIES (JSON ) M IAM HESE
B2, 1AM Access Analyzer 12 100 ZTURBER EMAIRENEI , HBEBEFIELZ S BINREMRN
KEk, BXEZEER , BESHE (AM BFigm) MM IAM Access Analyzer iF SR B,

- FEZEHFHRIE (MFA)-INR AWS IkFENZRFE IAM AFRRBAF, , A MFA URER
=, ZELAR AP BENEE MFA , B MFA RERNBZHNERD, BXEZER |, FS
F (IAM A F#8r) M ERA MFA RF API 1A,

BX IAMHHREIRNESER , 20 (IAM AFERE) #1 IAM F R HEXE,

£ A= 4] AWS Ground Station &

E 5| AWS Ground Station #2%#|& |, B4R E —HRENR, XENRLAAAFEIHMEFTER
&H9 AWS Ground Station BRIVIFMEE AWS IKF, MRCIEZLEXENRKIENBEEANENET S
PR  NTFHMT ZREOZE (AFRAR ) , BHANLTERFMBEEZT

MFREA AWS CLI 5t AWS API WA, BEFNEREFREZHENR, R , IRFHREH
ZIHAMITHY API RVEME TE AV IRAE,

RNERAPNAGMARTUER AWS Ground Station #2414 , EEE R AWS Ground Station
ConsoleAccess@ReadOnly AWS EE R INEIEE, BEXREZELR , FZH (AM AFIE
) FE AP RIER,

RIFRAFEFMITE S KR

ZORBIGER T BRI EE |, BAARYE IAM AP BRI EAS SO NERNEE R, R
DIEEEFE LSHER AWS CLI X AWS API BU4RE 5 TR LR ER AR

ET 5 R R 159
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
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RAriEmE

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

.
{

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

}
]
}

3 AWS Ground Station 519 %11/ a3 1Tt = HERR

AL TEERBEE LK NEEEFEHR AWS Ground Station 1 IAM B AT REB ZI A H W@ &,

£}

« BRENEULTNERITIEIE AWS Ground Station

o BRIEINIT iam : PassRole

FEHEE
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o BEBAFRERUAHA AWS IKF 5 R FE B AWS Ground Station %R

EENEL T LERITEIE AWS Ground Station
MREWRERETR , BEELPIITEMRE | NAMEFREE L R IFRITIZIRE,

% mateojackson IAM AFZHERARBAEEFEBXREM my-example-widget BENIFHEE. ,
BFRHEEM groundstation: GetWidget WRAY , 2K E LT RAEEIR,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
groundstation:GetWidget on resource: my-example-widget

FEHRBERT , BHOEH mateojackson AFKIEKR , LA groundstation: GetWidget
YEiG IR my-example-widget &Ko

MBBEEHRE  FREREMAWS EER, FHNEEARRHEFZEITIN A,
RN IT iam : PassRole

WMRBURE|—MEIR | RIETHEINIT iam: PassRole B , MAMEHREBUALFESHBMER
¢, AWS Ground Station

BE AWS B A ERIIAEABKEL1ZRS , MAREIRMNBSACIRSHERAR, it ,
LY MEB A ELERSHINR,

LN marymajor B9 IAM AP 2R E A #EH A7 AWS Ground StationFHUITIRIERT , X EUT R
flfEiR, BER , REXNEERFACHMBTFHNREST THITIHEE, Mary TEERABEKERRS
HIAX PR .

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXFERT , XMEH Mary BYREE S b 4T iam: PassRole #1E,
MREEERHY  FHRAEHAWS EER, FHNEERZEMBFZEZIENA,
BREAFRUINBA AWS Ik~ 1A RIFEAE AWS Ground Station &R

ZABR—-1MAE , UMEAMKFPHNAFREALNANARTUERZAGKILRIEN TR, &7
BIEEEESEY , AURAAG, X TXHETRIFARERTEZEH IR (ACLs) WARSS , BT
158 P IX L5 SR BE (0] ATV R T 173 (R 8B B R AV A PR
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ETHRESER , FZEAUATREA :

- ET#HRE AWS Ground Station X #FXLEIheE , i§ZF 017 AWS Ground Station 5 1AM EL &1
;i

- ETHIARERSRENERNGRME AWS KA | 55 IAM AP EET N RERE AWS
K %= IAM B PR 7R HBR.

- ETHOMAMEE=SRENEBHRFHENE AWS KF , BHSHE IAM AFERETHEE=HE
HiFENR. AWS 0K

- ETHNIMEL S HERERIERMHRNR , F2H AM AFER) PHALINTSHRIEN
AP ( BRBKERIE ) BETHRXER,

- ETHREAACNETRRNREHTEKFHRZBENZES , F3H (AM AFER) F8 1AM
HR Y BB K P 3 R 1A [ o

AWS BIFEEF B AWS Ground Station

AWS HERBZHUIEZMNEENIEL KK AWS, AWS RERBEZENTZEILABIRMNER , UE
BRFRAAF, MBS ERNR.

FicE , AWS RERBURTSNENRBERGIR FTHRENRNE , BAEMNAHME AWS FF £
M. BRMNBUBEIENRETEARMNE - EEHRRRE —SRDNR

BT EEHR AWS HERBPE LR, 2R AWS B AWS RERBPELHNR , MEHLE
IZRMAT RN EZERASH (AP, 4NABE. ). AWS REARERIIFTH API HIME RS T
BABERIET AWS BRSS BY API R 4ERS EXT AWS HEE XM,

BREZER , F5H (AM BFER) B AWS EEA KK,

AWS I E XA . AWSGroundStationAgentinstancePolicy

BA LU AWSGroundStationAgentInstancePolicy REEKIEI IAM B4,

ZERBE @R Amazon EC2 SEf1#2F AWS Ground Station {XEE PR |, /o iFi%SH#E Ground Station
EXRHAE) ZIEFBREBRE, AKEHHWMENEY®RE Ground Station fR%
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RERFHER

ZERBIE U TR,

« groundstation— AFHIERIHKEHFIEA Ground Station K2, APIs

EEFRHRAH JSON KEEXH | iS5 AWSGroundStationAgentlnstancePolicyAWS & XS
ZiEE,

AWS 1EE KB :
AWSServiceRoleForGroundStationDataflowEndpointGroupPolicy

& TS E M bl AWSServiceRoleForGroundStationDataflowEndpointGroupPolicy EI&# IAM 3=24E, BEE
B B AN 2 f2 A R B 1TIRYE AWS Ground Station RS X AR, BEXELZEE  BSREARS
HXAE,

LR @ EC2 #F AWS Ground Station RF&ERAE IPv4 ik BIRR,

RRFHRER

ZREEEE TR,

« ec2:DescribeAddresses— AWS Ground Station RiFRXEREFIHFAEE EIPs 2 IPs REHI K
&

« ec2:DescribeNetworkInterfaces— AWS Ground Station 2 iFARIEIRENE EC2 SEHI<BRAY
MEEONEE.

EEERIRAN JSON KEXH , ESH
AWSServiceRoleForGroundStationDataflowEndpointGroupPolicyAWS & RS E ISR,

AWSServiceRoleForGroundStationDataflowEndpointGroupPolicy 163


https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSGroundStationAgentInstancePolicy.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSServiceRoleForGroundStationDataflowEndpointGroupPolicy.html
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AWS Ground Station AWS 1E& KB R 5T

EE AWS Ground Station BiZRFST BRI LEERUR AWS RERBEHRNFAEE. BRER
RETHEEMN BSIZER , B1T6 “ AWS Ground Station (#4718 %” R HE L# RSS feed,

B EiR =p:
AWSGroundStationAg AWS Ground Station 0 7 2025 %11 A 13 H
entlnstancePolicy : MM AEHK FHBR , AFRERERE
B B9 BT SR , M58 T Ground

Station URLs B9 1E,
AWSGroundStationAg AWS Ground Station 7 i0 7 2023 4 A 12 H
entinstancePolicy : ¥ —TIHTREE , WBEBRA T

KREFIRMER AWS Ground
Station Agent B BR .

AWSServiceRoleForG AWS Ground Station 70 7 2022 £11 A 2 H
roundStationDataflowEndpoin ~ —IHTREE , ZXKEEHE T EC2
tGroupPolicy : %Kk PR , AWS Ground Station

ARYFEHERE EIP XBEWAE

IPv4 it AR 5 EC2 3£k

Ry P840,

AWS Ground Station EFF#8  AWS Ground Station BB 2021 &£3 A1 H
RE®R IR AWS EE R EXR,

£ Ground Station REA SRS MERINAE

AWS Ground Station £/ AWS Identity and Access Management (IAM) RS HEX A, REHEXS
B2 —fIn4ERAEMN IAM A€ | ©5 Ground Station BEi##EM>x, RFSHEXAEE Ground Station Tl iE
X, BEZRSKREFAEM AWS RS ATENFTE R,

RESAAXACRAILEERNMIZE Ground Station , BN ETEFIHRMAENPR, Ground Station &
VEBRSHRXARHWNER , BRIESEEN , EMX Ground Station AILLEEZAR, EXHNRITIE
EERBEMNRRE |, T BN R T EEM B EME A IAM 3£,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
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BRXFRSERAGHEMERSZNEES , B5HE IAM BESEANAWS RS , AERSHEXARS
HERIRE ‘B RS, EREENEE  EFZRSHRSREEENXH,

Ground Station BY RS HH< B BN R

Ground Station fEA & AHWRFHEXAE
AWSServiceRoleForGroundStationDataflowEndpointGroup— AWS GroundStation £ f it iR 548 < &
BRI EC2 R&EHKL IPv4 Bithil,

AWSServiceRoleForGroundStationDataflowEndpointGroup IRE X AR EFEUTRERAANZA
& .

* groundstation.amazonaws.com

B AN A BNRERE AWSServiceRoleForGroundStationDataflowEndpointGroupPolicy St ifF Ground
Station X8 E R IRFT A A TIRE -
« #24E : all AWS resources (*) L£H ec2:DescribeAddresses

Action /21 Ground Station ¥ 52 IPs KEXBIFFE EIPsHA.
« #4E: all AWS resources (*) EH ec2:DescribeNetworkInterfaces

B E /L Ground Station 3JREVS EC2 RHIRBEHMEZIEAOEFSE

BB ENR , £ IAM R4 (AR, AAE ) I8, RESIBRESKEAG. BXESE
S, BZH (AM AFER) R RS KBRABNIR.

7 Ground Station B|ZRSHEKXAE

BEEFHOERSXBKA®, HIRE AWS CLI 5 AWS API DataflowEndpointGroup # &2
Bt , Ground Station 2 H{REIB RS HEX AL,

MR IZBESABAR  RAEEEFME  fUUEAHRRREK,ATFEFVRLYAR, H&
#1228t DataflowEndpointGroup , Ground Station 2B X N IERIERSHXAE,

LA SAER 1AM A A BIEA R E Amazon EC2 FEARMIIRRSHEXAE, £ AWS CLI R
AWS AP| & | FEARSBHEIBRESHEAXAE, groundstation.amazonaws.comBEXEZEE |
BESH IAM AFERE PHNEERSHEXAR, NREMRTRSHEXAR , TUEH H#E’Jﬂ&ﬁ
REIEAE,

Ground Station B9 iR 5 4H< A &R 165
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A Ground Station REERSHRA R

Ground Station 7 2 #8453 AWSServiceRoleForGroundStationDataflowEndpointGroup RS #H< &
B, SIERFSKIRACE , ANLTEIEXRAENEN , AN A S A5| AiZAE, ERAUUFEH
IAM RBEABER, BXEZEER , B2H (IAM AFERE) PHARERSKIBKAE,

A Ground Station HIERIESHR AR

NMRTBRECAENTERSKKACHNIIERERS , RNEBWERHBRZAG. XHERIBREED
5 R B 4RI Y R B A SR

REEE 5% DataflowEndpointGroups £ A RSHEXACHIBRIRSHEXARE , TEBRZA®, X7
DRI B R TFEED AT EHNPR, DataflowEndpointGroups I RIEZHEXARSZ/N AR —BHE
F DataflowEndpointGroups , M 270 5 il BR AT B £ A DataflowEndpointGroups ZRFSHEKX B BN A
B, R TEEFEMIBR

® Note

WMRELZHMBRFIRET Ground Station RS EEFEAZAE , MMBRATES KA, MREE
XHER , BEF/ Lo HEER,

fIBR Ground Station A # Ground Station &R AWSService
RoleForGroundStationDataflowEndpointGroup

DataflowEndpointGroups &i3 AWS CLI 2 AWS API il Bk,

£/ IAM FahHIBRARSS KBk B &

5/ IAM #2414 AWS CLI, = AWS API filB&
AWSServiceRoleForGroundStationDataflowEndpointGroupfREZHx B, BEXEZELE | HSH
C(AM AFEm) PRIBRES <BKAE,

Ground Station FRFHEKXAEBHNZ ZHXiT

Ground Station XBERFATANMAEXBERARSHEXAR, BXESEE , BRAXKESR,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
https://aws.amazon.com/about-aws/global-infrastructure/regional-product-services/
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[FIEHEE

NOT_AUTHORIZED_TO_CREATE_SLR-iXFT/REH K~ A FAMA CreateDataflowEndpointGroup API
A& Hiam:CreateServiceLinkedRolefX PR, EH iam:CreateServicelLinkedRole XFR
NEBRNAENIK, FHLBERSHEXAR,

BAHIEMNE AWS Ground Station

AWS Ground Station BRINREINZ |, LUEA AWS BENINEZEZ AR ENBSBRHE.

- AWS BEZ4-BRIA AWS Ground Station f£ X & 234 B zh i 22 AT B #Z 1R 5 Y N A BB R 2 71 &
BIEEE, EERFEH AWSEHERY , W LEZFREFEABR ; BER2 , REXEXIEMERS
FURFREPNZHRENZH, BXREZEE |, 551 (AWS Key Management Service FF &% &
) PHAWSHE R4,

RANBRT , B5BE MR UHEPDBRERFBRBBBESRONBETHENERYE. B, EEXEHE
FEFEEMBEAMUAREEERNZENAER.

AWS Ground Station XFIE BB BSHERFMNZ , B2 , X FTEL AWS Ground Station %R
(PIMERRK) , BULEREAZFRAERHRBERIANIEERH. AWS

- BEFRE®EP-- AWS Ground Station XEFEAREEE., AWS HENMERNNMESREEBRHAK
REUBHNEANE. ATEAUTSS2HXEMNE , R BRITUTES -
 HIEMLE KRB R S
- B F4R IAM REERRAX
- BRANZEARARE
o FeHRONER AR
o« AND0 PR
- BIERBARA
o T XIMBRER A

BXEZEER , B5H AWS Key Management Service FF & A RIER PN EFEE R4,

TRLCET AWS Ground Station X FEHAEFIEEZANEIR
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AWS Ground Station AriEE

HiERE AWS B R ZHINE EFRERAME (Tik )
RATUHEIERENERHE CRBA ==
RATEEXEZHNAVANEE ERA ==

n

@ Note

AWS Ground Station B35 FAEASNE AWS HENER , ATR/EFMNAFHEIE,
B, FAEFEENZHAEE AWSKMS 45, BEXENNESZEFELR , 55 AWS Key
Management Service o

BXMEZEE AWS KMS |, 55 H (AWS Key Management Service FF & A R IER) o

BRSHHRRENBERSE , BN

. TLE %1 OEM EFEN BB NE
. B ABREERNBSME

EEFEERH
EAILMER AWS BRIEH A, %, QRNMNESHEHHA. AWS KMS APIs
EXNHNESREZRH

#%&# (AWS Key Management Service FF & A G 1EF) P EIBNMHEFREZHAN S RHFTIRE,

X B BURBER

RABRZFINEFREZANTR,. SINEPREEXZAXINRE—NEBHER  HPSSBEHER
DERAZAURNAFERAZANFR, CIBEFEERNBAN  IUEERAERB. AXELZEE B
2% AWS Key Management Service F X A REEEHPHNEEEF REZHANIH RN,

ENEFIEEZIE AWS Ground Station BIR—REH , BB EZEAKEELAG AWS Ground
Station RE R FELUWNR, EANNRMREEERRTEEMZRNRFRER
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https://docs.aws.amazon.com/kms/latest/developerguide/control-access.html
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« BX TLE M OEM EF#IE- X EATLE # OEM EFBFENBSMENRBBERERNTRA |, 15
SR

s BRAVASEENBRE-BAXREANIERBERNRFLVASEENINBENE , FSH,

@ Note

ZRRBEERNENREMSR. TLE M OEM EFRBBEABHTEANR , mMANARAE
AEAEERZARKNR. BR|EZNZNFERARREEEZAKK,

BXREEBIPEENRARNZAHEHTHEHFRNESZER , 25  AWS Key Management
Service F X EEM) o

RNEEEZEFEENZ4 AWS Ground Station
BAILEEEFEERHAUMZELTRIR :

« 2 (TLE. OEM MHF LA )

IR RIRE , ATEN R — P RIEEHRIEZH kmsKeyArn

« kmsKeyArn- AWS KMS & F £ & Z 4 B AR IRE

AWS Ground Station IN%¢ £ T3

MEETYR—ATWENREX , EF2EFXBBENEMBLTIUES . AWS KMS #£AME LT
FERNEMBER FHRIENBERZFLLSHRIENMNER., SEENBHREFENERPESMELTX
B , 2FFINE LT X AWS KMS BEFINBHTE, BERZHRE , E4TEFRPEEHENNELT
o

AWS Ground Station RIFEMBHRNAREATEHNMBE LT , AN EZNEBNBARNEEREN
& £ T3

BXRBETRBENNEZE L TXNEFEAEE , B5H .

- TLE 1 OEM EF BIER RS NE
- FNASEERNSBSNE
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https://docs.aws.amazon.com/kms/latest/developerguide/control-access-overview.html#overview-policy-elements
https://docs.aws.amazon.com/kms/latest/developerguide/policy-evaluation.html#example-no-iam
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#key-id
https://docs.aws.amazon.com/kms/latest/developerguide/encrypt_context.html
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TLE ¥ OEM Ef#FEMNHSMER

TLE 1 OEM Eff R BBEKRER
EFEFRAERAEERKRE—LER , SNBAEBAAEZRSEFUTRE : AWS Ground

Station

« kms:CreateGrant-AEFEENZHUBRAREREN. BEFNELEERARITERIUEZEN AWS
Ground Station 5 EIMX R , SASREUHIf#4& D25 843 o

« kms:DescribeKey-iRHEFEBNZHIEMES , AWS Ground Station SAEEZ X FEHREMHN
B2 BIREZ A

BXEAENWESES , H2H AWS Key Management Service 7 & E157.
FEREFREZACNRERN IAM AFXER

FEINEIRIESR AWS Ground Station EREFEEHHAN , ERRMBENRARNAFSTE,
EERAEFREREREFAR  Af SAERNES EERHRTUTRE

e kms:CreateGrant-RIFAFRKEXNEFF EENZHBIE RN AWS Ground Station,
» kms:DescribeKey- AP ERETF EENBARMAEEURIERA.

"‘TRE?E%%H%EP?EELZ*“FEEWFE FEERARE AL TNERTE IAM KB P15 EX LR,
X LR PR #E 4R A P AT LA3Z A AWS Ground Station 2 1E A& F £ E R4AH T INRRE,

T E AWS Ground Station £/ % AWS KMS & F & =%
AWS Ground Station EEZ AR FFEE A LN EF EBNZH,

MR FEFHAEFIEEREAMBNEFR , AWS Ground Station @B A KX ZEBERFRREQER
$A$2F, CreateGrant AWS KMSH R AWS KMS BT F X &M ~ AWS KMS 24889 AWS
Ground Station 5B R,

X AWS Ground Station /o iFITUA T8 E :

« M GenerateDataKey £ RINFNBREFHAHNEER K RABEZHFILILEATMNE,
A Decrypt {5 14 B9 I 25 IR 25 4R 15 R I BS 3042
- A Encryp t EAKTEZAMBELIE.
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https://docs.aws.amazon.com/kms/latest/APIReference/API_CreateGrant.html
https://docs.aws.amazon.com/kms/latest/developerguide/grants.html#terms-grant-operations
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https://docs.aws.amazon.com/kms/latest/APIReference/API_CreateGrant.html
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« IREEFERAEM , LLAFRS RetireGrant,

& 7] LARE B OB XY SRR AV A [RIAXBR . 40 SRIX B |, F AWS Ground Station Fo3& 15 B & P £ E Z 4 0
ENEAHE , X2EWERBZBENRE, G, WRENLSTTATRRAANEHPRIREHARR
A2 5 E) AWS Ground Station N TTEEAREH ENHFERER XL, XFFEIBRRUN K
MR G R o

ENMELTX
MZEERFRNZARNHPEZHENTE ARN,

"encryptionContext": {
"aws:groundstation:arn":

"arn:aws:groundstation::111122223333:satellite/00a770b0-082d-45a4-80ed-SAMPLE",
"aws:s3:arn":

"arn:aws:s3:::customerephemerisbucket/0034abcd-12ab-34cd-56ef-123456SAMPLE"
}

® Note
ZHRNAEERATRA-BHLE,

ER N £ T TR

FARNMHNEFRERARNBENERRN , BFETUERAFIHERMBEEFHMNE LT RIRGE
FHREZANERAER. NFEETESLEREAWS CloudTrail 2 Amazon Logs 4 & #J CloudWatch
A

ERMNE LT XEFANEFEEXNZHANT R

SR LAE A R AR BE A IAM RBEH R INEE LT XA conditions RIZHIXEHINEFEERAN
TRl 1858 o] BATE RAX AP E R 02 £ T XA R

AWS Ground Station R AEMAINE £ T XY RREZEHXEHNK X B P EFEEZANTEN
fRo RMNARBRENAFNRECREENINE LT

UTREZEARKFATRS , ATRTFTXBREMNRE L TXNEFREEZANERANR, LEREETPHF
HERBRRNEFEEMR L TXHME L TXAR,
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UTROIERTHRED L ENEFBIERN R R RE

JSON

"Version":"2012-10-17",
"Statement": [

{
"Sid": "Allow AWS Ground Station to Describe key",
"Effect": "Allow",
"Principal": {
"Sexvice": "groundstation.us-east-1.amazonaws.com"
}I
"Action": "kms:DescribeKey",
"Resource": "*"
},
{

"Sid": "Allow AWS Ground Station to Create Grant on key",
"Effect": "Allow",
"Principal": {

"Sexvice": "groundstation.us-east-1.amazonaws.com"
}I
"Action": "kms:CreateGrant",
"Resource": "*",

"Condition": {
"StringEquals": {
"kms :EncryptionContext:aws:groundstation:arn":
"arn:aws:groundstation::123456789012:satellite/satellite-id"
}

B MEE R T R B 2

LR AWS Key Management Service EFREZAELNER TR —EFEAR , BAUEAR
AWS CloudTrailA mazon CloudWatch HERRER&ZIZEIF AWS Ground Station 13K, AWS KMSEL

1S /T_\{’ilJzEE'CreateGrant GenerateDataKey, Decrypt #lDescribeKey % #l AWS KMS #4E CloudTrail#y
=4, XERESITEAA AWS Ground Station LA E] HEH & F L E R4 BB BIE.
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CreateGrant

WMIRERH AWS KMS EF EEMZ4AMBEMN ERRERET , AWS Ground Station 2 RE X

EFE K P R AWS KMS #Z4AfCreateGranti®R, AWS AWS Ground Station &2 RS
ETFE AWS KMS ZEFEEZ AR RR. A, EEMBRERS , AWS Ground Station £
FRetireGranti2 ER B R IR o

AT RBIEHIEHE T CreateGrant 2 I RVIR/E -

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "ASIAIOSFODNN7EXAMPLE",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/SampleUser@1",
"accountId": "111122223333",
"accessKeyId": "ASIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "ASIAIOSFODNN7EXAMPLE",
"arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2022-02-22T22:22:227",
"mfaAuthenticated": "false"

}

},

"invokedBy": "AWS Internal"
},
"eventTime": "2022-02-22T22:22:22Z",
"eventSource": "kms.amazonaws.com",
"eventName": "CreateGrant",
"awsRegion": "us-west-2",

"sourceIPAddress": "AWS Internal",
"userAgent": "ExampleDesktop/1.0 (V1; 0S)",
"requestParameters": {
"operations": [
"GenerateDataKeyWithoutPlaintext",
"Decrypt",
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"Encrypt"
1,
"constraints": {
"encryptionContextSubset": {
"aws:groundstation:arn":
"arn:aws:groundstation::111122223333:satellite/00a770b0-082d-45a4-80ed-SAMPLE"

}
1,
"granteePrincipal": "groundstation.us-west-2.amazonaws.com",
"retiringPrincipal": "groundstation.us-west-2.amazonaws.com",
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
3,
"responseElements": {
"grantId":
"0ab0ac0d0b000f00eaddcc0aleddfcOObcedd0cO00f0000000cObc0a®d@@aaatSAMPLE"
3,

"requestID": "ff000af-00eb-00ce-0e00-ca®00fb@fba@SAMPLE",
"eventID": "ffO00af-00eb-00ce-0e00-ca®@00fb0fba®@SAMPLE",
"readOnly": false,

"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"

DescribeKey

HIEER AWS KMS B RERAMBLHEFRRFFN , AWS Ground Station 2 REE
% DescribeKey 1 3R Z A LARIE R IK 7~ R B FHEFTIE RN Z A

TR RBIEHIER T DescribeKey 24 :

"eventVersion": "1.08",
"userIdentity": {
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"type": "AssumedRole",
"principalId": "ASIAIOSFODNN7EXAMPLE",
"arn": "arn:aws:sts::111122223333:assumed-role/User/Role",
"accountId": "111122223333",
"accessKeyId": "ASIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "ASIAIOSFODNN7EXAMPLE",
"arn": "arn:aws:iam::111122223333:role/Role",
"accountId": "111122223333",
"userName": "User"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2022-02-22T22:22:227",
"mfaAuthenticated": "false"

}

},

"invokedBy": "AWS Internal"
},
"eventTime": "2022-02-22T22:22:227",
"eventSource": "kms.amazonaws.com",
"eventName": "DescribeKey",
"awsRegion": "us-west-2",

"sourceIPAddress": "AWS Internal",

"userAgent": "AWS Internal",

"requestParameters": {

"keyId": "arn:aws:kms:us-

west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"

},

"responseElements": null,

"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",

"eventID": "ff000af-00eb-00ce-0e00-ea000fbOdfba@SAMPLE",

"readOnly": true,

"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,
"eventType": "AwsApiCall",
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"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": '"Management"

GenerateDataKey

LIRER AWS KMS B F EEBAMZEN EFHRIRY , AWS Ground Station £ %
% GenerateDataKeyiE SR LLE R A F N Z BN BIEZA.

LA ROIEHIZF T GenerateDataKey 2 IR 1E :

"eventVersion": "1.08",
"userIdentity": {
"type": "AWSService",
"invokedBy": "AWS Internal"

.

"eventTime": "2022-02-22T22:22:227",
"eventSource": "kms.amazonaws.com",
"eventName": "GenerateDataKey",
"awsRegion": "us-west-2",

"sourceIPAddress": "AWS Internal",
"userAgent": "AWS Internal",
"requestParameters": {
"keySpec": "AES_256",
"encryptionContext": {
"aws:groundstation:arn":
"arn:aws:groundstation::111122223333:satellite/00a770b0-082d-45a4-80ed-SAMPLE",
"aws:s3:arn":
"arn:aws:s3:::customerephemerisbucket/0034abcd-12ab-34cd-56ef-123456SAMPLE"

1,
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"

},
"responseElements": null,
"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba@SAMPLE",
"eventID": "ff000af-00eb-00ce-0e00-ea000fbdfba@SAMPLE",
"readOnly": true,
"resources": [
{
"accountId": "111122223333",
"type'": "AWS::KMS::Key",
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"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",

"sharedEventID": "ff000af-00eb-00ce-0e00-ea®00fb0fba@SAMPLE",
"eventCategory": "Management"

Decrypt

HIRER AWS KMS EFREZANZEZNER TR , MRBEH—BEFHE AWS Ground Station
FEAERNEFREZANE , NFEABRFIRERBZMBEHENERR. W0, RN S3 F#AF
tEERHERAEZRAN ZEF ERHITINE,

T RBISHERT EHNRSRE

"eventVersion": "1.08",
"userIdentity": {
"type": "AWSService",
"invokedBy": "AWS Internal"

},

"eventTime": "2022-02-22T22:22:22Z",
"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",

"awsRegion": "us-west-2",

"sourceIPAddress": "AWS Internal",
"userAgent": "AWS Internal",
"requestParameters": {
"encryptionContext": {
"aws:groundstation:arn":
"arn:aws:groundstation::111122223333:satellite/00a770b0-082d-45a4-80ed-SAMPLE",
"aws:s3:arn":
"arn:aws:s3:::customerephemerisbucket/0034abcd-12ab-34cd-56ef-123456SAMPLE"

1,
"encryptionAlgorithm": "SYMMETRIC_DEFAULT"

iy

"responseElements": null,

"requestID": "ff000af-00eb-00ce-0e00-ea000fb0fba@SAMPLE",
"eventID": "ffO00af-00eb-00ce-0e00-ea®00fb0fba®@SAMPLE",
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"readOnly": true,
"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",

"sharedEventID": "ff000af-00eb-00ce-0e00-ea®@00fb0dfba®@SAMPLE",
"eventCategory": "Management"

Eﬁiﬂ %* J_EIJ ﬁ%/h\ﬂﬂ%ﬁh}
FUAESRERRHNIBBERER

ENEFREZAEFINARAEZTIREE-—EFEH , FNBARBAIEZRSR T UTR,
AWS Ground Station E{Eﬁﬁi’ﬁﬂﬂﬁ TLE #1 OEM EFRRFBETRE , AUARAEHFEAEERARE
BRBTMBRE, XR—REENRANEAZANER LS Z,

« kms:GenerateDataKey-£BATMESMNASEEFHENRERH.

« kms:Decrypt-EiIFRIZLN A UASREERTRBENFEZNZNBITERH.

B3RP IEE 4 AWS Ground Station 177 8] 1% BR 89 2248 K #E 7R 41

(® Note

FRARAVARAENR , EXNEREBARBPEEXLENR, &

TRIE BRI R B BUER = BA A [a1 X 13, AWS Ground Station FREZEFEA ( 6l
Wgroundstation.region.amazonaws.com ) R FXLNR, WERF AWS Ground
Station FHXLEFRRMBIZARB D , WEREFHEIGRENEELFLASRERER*.
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JSON

"Version":"2012-10-17",
"Statement": [

{
"Sid": "Allow AWS Ground Station to Describe key",
"Effect": "Allow",
"Principal": {
"Sexvice": "groundstation.us-east-1.amazonaws.com"

3,

"Action": "kms:DescribeKey",
"Resource": "*"

"Sid": "Allow AWS Ground Station to Encrypt and Decrypt with key",
"Effect": "Allow",
"Principal": {

"Service": "groundstation.us-east-1.amazonaws.com"

},

"Action": [
"kms :GenerateDataKey",
"kms :Decrypt"

1,

"Resource": "*"

EREFREZRACBRSUARAZNN IAM AFXR

FEMEFHZEEHR AWS Ground Station FRAEFREEZAN , ERAREECESVASEENRERNHA
F11%,

EFAEFREZCESNVARARZIRER , AP A0 ERNEFRERAHTUTRE

« kms:GenerateDataKey-AFAFERATNEANASREERBENBEZA.

« kms:Decrypt-AWAFPEHRAVASEEFTRBEMNBEZERIEZRR.

« kms:DescribeKey-RFAFEEEFEENZRIFHAFRURIEE,
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BRI EZHRBRPEEXLERENR , HEEFHREANER TE IAM REPEEXLENR.
X LE AR PR 4R A P AT AR AWS Ground Station #4162 A& R EHB AT NERKE,

wnfal AWS Ground Station fEAXBREFIELVASEER

YRR EFEBENFPERHINASREEFRKIER , & AWS Ground Station & F 2348 5 B& & 1 (8] 47
KNz %40, XFR2 AWS Ground Station BEXREBBEXFHEEEFHN , A 2E& TLE = OEM E
PERERFEESENIZE TN,

RIEMER AWS Ground StationXt & P FEEZAR G RINR , & AWS Ground Station F&3£ 17 R 1%
HEAMEZEWEAHE  XSFMEBIZEENRE, flon, MRERRTEHERIALSFEANSTLASE
EFRNRBREE | NIEEARE AWS Ground Station FF75E#E AIREMN H A SR HIERIZS
Rk, XFSBUZBR R R BIRESLE R,

FTUASEERMZELTX

% AWS Ground Station £ K AWS KMS ZEAMZF N ASEERREEN , ZRZFSEEMNE
FFRX, h#FELETXRE AWS KMS ATHABEZTEHAEMELT 5 HRIENEIE (AAD), EHNE
BEEBENE LT , ZRFSLANBRREEERD —MNBE LT, &N , BEFEAK, NELETX
B ARHK CloudTrail BE , AEBIER T B AT AFERLE AWS KMS 4, &H CloudTrail A&
AR BT ZHIR AWS KMS ZHFERANEKE , ERS/NEEZEPHME LT XA B ERE Z
HEFERANERER,

AWS Ground Station 3 EFALNEFREZPESNARARMR EHRITIMRRER | EEATM
BETX:

{
"encryptionContext": {
"aws:groundstation:ground-station-id": "Ohio 1",
"aws:groundstation:arn": "arn:aws:groundstation:us-

east-2:111122223333:ephemeris/00a770b0-082d-45a4-80ed-SAMPLE",
"aws:s3:arn": "arn:aws:s3:::customerephemerisbucket/00a770b0-082d-45a4-80ed-
SAMPLE/raw"
}
}

mELETXEE :
aws:groundstation:ground-station-id

ErfuASEERRMXNEEIEE .
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aws: #EY4:arn

EfR T ARN,

aws: s3: arn

Fi&1E Amazon S3 RV EFH ARN,

fEA % £ RN EFEERHARTR

B LAER 1AM A4 FBAREZEH Z P EEZHAM AWS Ground Station 15 B R,
fEkms : GenerateDataKeyHkms:DecryptR{E LR MEHFHLREHE a AWS KMS 7] LA T HLe
HhTET UL

UTRZFHABKRFERG , B TRFEFEFLESEXEINSE I E FEH AWS Ground Station
HENR, WEREEAFNKGEERFMEANIEESRARBEPHRAECE IR =T XHZRAIITM
BB,

&F AWS Ground Station 17 [0) % - & I8 #Y 435 1E b [H U 2548 Y 2548 SR G 7~ 1

JSON

"Version":"2012-10-17",
"Statement": [

{
"Sid": "Allow AWS Ground Station to Describe key",
"Effect": "Allow",
"Principal": {
"Sexvice": "groundstation.us-east-1.amazonaws.com"
}I
"Action": "kms:DescribeKey",
"Resource": "*"
},
{

"Sid": "Allow AWS Ground Station to Encrypt and Decrypt with key",
"Effect": "Allow",
"Principal": {

"Service": "groundstation.us-east-1.amazonaws.com"

},
"Action": [
"kms : GenerateDataKey",
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"kms :Decrypt"
1,

"Resource": "*",
"Condition": {
"StringEquals": {
"kms :EncryptionContext:aws:groundstation:ground-station-id":
"specific-ground-station-name"

}

A AWS Ground Station 15 [7] 2/ #h E 5 B 2 P 358 2240 1 40 S B R 451

JSON

"Version":"2012-10-17",
"Statement": [

{
"Sid": "Allow AWS Ground Station to Describe key",
"Effect": "Allow",
"Principal": {
"Sexrvice": "groundstation.us-east-1.amazonaws.com"
},
"Action": "kms:DescribeKey",
"Resource": "*"
}I
{

"Sid": "Allow AWS Ground Station to Encrypt and Decrypt with key",
"Effect": "Allow",
"Principal": {
"Sexvice": "groundstation.us-east-1.amazonaws.com"
}I
"Action": [
"kms : GenerateDataKey",
"kms :Decrypt"
]I
"Resource": "*",
"Condition": {
"StringlLike": {
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"kms :EncryptionContext:aws:groundstation:ground-station-id":

"specific-ground-station-name-1",
"specific-ground-station-name-2"

BERNERATNSNASEERR

HIEG AWSKMS EFREZREANARAEFRAFE-—EEAR , B SEH

CloudTrailgf CloudWatch HERRERAIZEIMER. AWS Ground Station AWS KMSEL T 7Rl

s GenerateDataKey# Decrypt CloudTrail B9E4 , AT %1215 EH AWS Ground Station 2 &
ERAMBNEHIEM ARG AWS KMS #1,

GenerateDataKey

LIER AWS KMS BEFREZHANELZNFNASEERIRAREN , AWS Ground Station £18
Ki%GenerateDataKeyi& 3R AWS KMS B4 A FIZBRENBIEEA.

TR REIEHIERT AU ASREENGenerateDataKeyIR 1E :

"eventVersion": "1.11",
"userIdentity": {
"type": "AssumedRole",
"principalId": "ASIAIOSFODNN7EXAMPLE",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/SampleUser@1",
"accountId": "111122223333",
"accessKeyId": "ASIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "ASIAIOSFODNN7EXAMPLE",
arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
"userName": "Admin"

iy
"attributes": {
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"creationDate": "2025-08-25T14:45:487",
"mfaAuthenticated": "false"

}

I

"invokedBy": "AWS Internal"
I
"eventTime": "2025-08-25T14:52:027",
"eventSource": "kms.amazonaws.com",
"eventName": "GenerateDataKey",
"awsRegion": "us-west-2",

"sourceIPAddress": "AWS Internal",
"userAgent": "AWS Internal",
"requestParameters": {
"keySpec": "AES_256",
"encryptionContext": {
"aws:groundstation:arn": "arn:aws:groundstation:us-
west-2:111122223333:ephemeris/bb650670-7a4b-4152-bd60-SAMPLE",
"aws:groundstation:ground-station-id": "Ohio 1",

"aws:s3:arn": "arn:aws:s3:::customerephemerisbucket/bb650670-7a4b-4152-

bd60@-SAMPLE/Taw"

iy
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"

I

"responseElements": null,

"requestID": "ef6f9a8f-8ef6-46al-bdcb-123456SAMPLE",
"eventID": "952842d4-1389-3232-b885-123456SAMPLE",
"readOnly": true,

"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",

"sharedEventID": "8424f6b6-2280-4d1d-b9fd-0348b1546cha",
"eventCategory": "Management"

FluABREENNSESIE
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Decrypt

HIEER AWS KMS B REERAMBEN ST VASEERRRRN , MIREHNFVASEER
RYFEC L AWS Ground Station AR EFERZHETINE | N EH#BRERBRXL
=,

UTREISHIERT EUABRERNMRERAE

{
"eventVersion": "1.11",
"userIdentity": {
"type": "AssumedRole",
"principalId": "ASIAIOSFODNN7EXAMPLE",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/SampleUser@1",
"accountId": "111122223333",
"accessKeyId": "ASIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "ASIAIOSFODNN7EXAMPLE",
"arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
"userName": "Admin"
}
.
"attributes": {
"creationDate": "2025-08-25T14:45:487",
"mfaAuthenticated": "false"
}
1,
"invokedBy": "AWS Internal",
"eventTime": "2025-08-25T14:54:017",
"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",
"awsRegion": "us-west-2",
"sourceIPAddress": "AWS Internal",
"userAgent": "AWS Internal",
"requestParameters": {
"encryptionContext": {
"aws:groundstation:arn": "arn:aws:groundstation:us-
west-2:111122223333:ephemeris/bb650670-7a4b-4152-bd60-SAMPLE",
"aws:groundstation:ground-station-id": "Ohio 1",
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"aws:s3:arn": "arn:aws:s3:::customerephemerisbucket/bb650670-7a4b-4152-
bd60-SAMPLE/Taw"

},

"encryptionAlgorithm": "SYMMETRIC_DEFAULT"
},
"responseElements": null,
"requestID": "a2f46066-49fb-461a-93cb-123456SAMPLE",
"eventID": "e997b426-e3ad-31c7-a308-123456SAMPLE",
"readOnly": true,
"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",

"sharedEventID": "477b568e-7f56-4f04-905c-623ff146f30d",
"eventCategory": "Management"

& s A B B BB IN 22 AWS Ground Station

AWS Ground Station BRIAREINZETHEE , LEEZRASEP R ENSBEIE, BEESEEXHE
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¥ streamsKmsKey,

‘: Y Ll Y
oM m R

BRERE[REABIEREREZS M (DTLS) #TNE, XREABLRIEBTHN , FTREFINN
BB,

BRERESR 187


https://docs.aws.amazon.com/ground-station/latest/APIReference/API_CreateMissionProfile.html#groundstation-CreateMissionProfile-request-streamsKmsKey
https://en.wikipedia.org/wiki/Datagram_Transport_Layer_Security

AWS Ground Station AriEE

ES B IE A B iE TR )

PR RBIGER T MAERA AR BLEH QBRI ZEENESHR. ERNEREEFEDESL
HIBEIDEHRTEHRR , AFPDEMERERIENRE,

£l
. JPSS-1-A# BT E (PBS)-ilE
« £/ Amazon S3 IEE WM L EIE
- ERABERRS (FH ) NQH EIE
« MABERGS (BENED ) AR RIE
 fEA AWS Ground Station {38 ( 5E7 ) AR EIE

JPSS-1- AT #& T E (PBS)-i¥#{4

W REIE D EZE - ABRGREER. B4 T 5 AWS Ground Station A T EARBINEIE RS,
HANEEET EA,

MARTBLEATFR , BUUFEALATTANBERLESIENEERR. BATH , BINA
AWS Ground Station RiE#HR JPSS-1. NS E , BINFERAKENM T ERS 1 (JPSS1) MXES
FEEHIE (HRD) B3/ #BHE 4 (DBS) §49 (RF) ZFO#EH3XHY (ICD) REX =, B, BEEEEN
£ , JPSS-1 5 NORAD ID 43013 A%,

JPSS-1 DERM—F ETHBN=FEETTHEEFRE , WICD B 1-1 iR, EXEFEGFREE
B, AE-ZSERYIE (HRD) TTHXEEHREBARLIXEH. ETI , REFIXRKRELHE
FEEANBIREE AR, HEBEMTAHAR

c BEBE (LTHER ), MHz ROSRER 2067.27 , BIEEER 2-128 kbps. MEETAAFIH
@,

o MHz ROAERY 2247.5 ENHE ( TR ) |, WIREEN 1-524 kbps. WBERTAF 1
&,

« GHz H/OMIERF 26.7034 B9 SMD R ( FITHEES ) |, BUEIEZERR 150-300 Mbps. BLERBEF AT AT
M,

« HRD B ( T1THRE ) B RF , MHz 0 AR 7812 , BIEEE N 15 Mbps, BRI MHz TR N
30 , M B#32ak right-hand-circular-polarized, H#&#E#H JPSS-1 Bf AWS Ground Station , X2

JPSS-1-A & T E (PBS)-iTfh 188


https://www.nesdis.noaa.gov/our-satellites/currently-flying/joint-polar-satellite-system
https://www.nesdis.noaa.gov/s3/2022-03/JPSS-1SCHRDtoDBSRFICDRevA-470-REF-00184February9,2015.pdf
https://www.nesdis.noaa.gov/s3/2022-03/JPSS-1SCHRDtoDBSRFICDRevA-470-REF-00184February9,2015.pdf

AWS Ground Station AriEE

LA LUFRNBERE, ZBECHAESNENZRE, MFIEHE, AERENBEMKM KR
REREE ISR

HERMNEBREBENHEREN , BIORARS ( LITH#RK ) . BN ( 78 ) M HRD ( T8 )
BERESNME, TRNZSEEHKEAEN. AWS Ground Station SMD BREFRE , BN UM
REHTHAEBRRNEE. AXXENIIERNESFES , IFSHAWS Ground Station WISEED

(® Note
BT SMD BER52F3#2A AWS Ground Station , Rt REIEEFFELE R

(® Note

BT e (L1788 ) M@ ( TIT8EER ) BMBREICD FENX , BRAIELRER |, FtfE
R RENER S VE,

A Amazon S3 BIBEEWMMW AR HBIE

WRHIENERFEBEIPSS-1-0 K T E (PBS)- 1T &8 5 Fr Ay 2 ARV E At £

EARRES  REERIZT—MFE | BRES HRD BERERHRIBRZHM , FFEEMHERUZN
REOMAEZ A, XETUNTERFLENRBSN (RF) AHEER (1/Q) A&, FHIEHA Amazon
S3 FWME , BUNERAMENTEARANBEHTHRANMBIE, BXROCENEARS , ESH
MathWorks ##2, R RAIE , B LLE R Amazon EC2 T % TE M4 # SR AL B Br 3R H BR K B 4K
b 3B AR AR

BERE

AT EAKNENHFERBEREANT.

AT AR E 4R S ER#8/8 T CloudFormation ik “&IR” 25

Resources:
# Resources that you would like to create should be placed within the Resources
section.
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(@ Note
&K CloudFormation BiRA BN EZER |, BHSHERID .

ZEB B M Amazon S3 Rt L —BERENGZR , LNELFRAE KRS ERAKRE. BELRS
BELRT |, BYHE L — Amazon S3 F& .

# The S3 bucket where AWS Ground Station will deliver the downlinked data.
GroundStationS3DataDeliveryBucket:
Type: AWS::S3::Bucket
DeletionPolicy: Retain
UpdateReplacePolicy: Retain
Properties:
# Results in a bucket name formatted like: aws-groundstation-data-{account id}-
{region}-{random 8 character string}
BucketName: !Join ["-", ["aws-groundstation-data", !Ref AWS::AccountId, !Ref
AWS: :Region, !Select [0, !Split ["-", !Select [2, !Split ["/", !Ref AWS::StackId]]]11]

o, EEEFECIEMNN A BRI AWS Ground Station = 88 L VT £ A &R,

# The IAM role that AWS Ground Station will assume to have permission find and write
# data to your S3 bucket.

GroundStationS3DataDeliveryRole:
Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:
Statement:
- Action:
- 'sts:AssumeRole'
Effect: Allow
Principal:
Service:
- groundstation.amazonaws.com
Condition:
StringEquals:
"aws:SourceAccount": !Ref AWS::AccountId

i
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ArnLike:

"aws:SourceArn": !Sub "arn:aws:groundstation:${AWS::Region}:
${AWS: :AccountId}:config/s3-recording/*"

# The S3 bucket policy that defines what actions AWS Ground Station can perform on
your S3 bucket.
GroundStationS3DataDeliveryBucketPolicy:
Type: AWS::IAM::Policy
Properties:
PolicyDocument:
Statement:
- Action:
's3:GetBucketLocation'
Effect: Allow
Resource:
- lGetAtt GroundStationS3DataDeliveryBucket.Arn
- Action:
- 's3:PutObject'
Effect: Allow
Resource:
- 1Join [ "/", [ !GetAtt GroundStationS3DataDeliveryBucket.Arn, "*" ] ]
PolicyName: GroundStationS3DataDeliveryPolicy
Roles:
- IRef GroundStationS3DataDeliveryRole

AWS Ground Station Bt &
AFNFNERE AT,

REE-MREEEXRERERBERENRET. &% P REFERRED N B RIRAT RS ESR
B, BRT JPSS-1 ERERY A RAUAFERRESRE.

TrackingConfig:
Type: AWS::GroundStation::Config
Properties:
Name: "JPSS Tracking Config"
ConfigData:
TrackingConfig:

Autotrack: "PREFERRED"
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BREECEKE K BEEEN—MRETTEHEREEXRRRIEESR D , HEXL —1 s3 ZFFLL5| AENIN
BIZEH Amazon S3 .

# The AWS Ground Station Antenna Downlink Config that defines the frequency spectrum
used to

# downlink data from your satellite.
JpssDownlinkDigIfAntennaConfig:
Type: AWS::GroundStation::Config
Properties:
Name: "JPSS Downlink DigIF Antenna Config"
ConfigData:
AntennaDownlinkConfig:
SpectrumConfig:
Bandwidth:
Units: "MHz"
Value: 30
CenterFrequency:
Units: "MHz"
Value: 7812
Polarization: "RIGHT_HAND"

# The AWS Ground Station S3 Recording Config that defines the S3 bucket and IAM role
to use

# when AWS Ground Station delivers the downlink data.
S3RecordingConfig:
Type: AWS::GroundStation::Config
DependsOn: GroundStationS3DataDeliveryBucketPolicy
Properties:
Name: "JPSS S3 Recording Config"
ConfigData:
S3RecordingConfig:
BucketArn: !GetAtt GroundStationS3DataDeliveryBucket.Azrn
RoleArn: !GetAtt GroundStationS3DataDeliveryRole.Arn

AWS Ground Station £& &/t
AFNECNEESZSEEAN T,

NEMELE THERINEE , (RAUAECIREERER. ERSVHERRINE,
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# The AWS Ground Station Mission Profile that groups the above configurations to
define how to downlink data.
JpssAsynchMissionProfile:
Type: AWS::GroundStation::MissionProfile
Properties:
Name: "43013 JPSS Asynchronous Data"
MinimumViableContactDurationSeconds: 180
TrackingConfigArn: !Ref TrackingConfig
DataflowEdges:
- Source: !Ref JpssDownlinkDigIfAntennaConfig
Destination: !Ref S3RecordingConfig

LemE—ik

FALERER , EBMETULHE JPSS-1 BRRANEM[E LA SR ITRIHIEEZ M. AWS Ground
Station AWS Ground Station {Z &

LT R —1N5EEH CloudFormation #1x , HFZREATHFFHRNFAERR , XERRASHK—N T
EEZEFERANEYR CloudFormation,

& A CloudFormation #4xAquaSnppJpss-1TerraDigIfS3DataDelivery.yml@&—4
Amazon S3 FEE AR ZHEBR RAEW VITA-49 E5/IP B BEBIEFTER AWS Ground Station #

3
Do

N RERAY MK & R B F Aqua. SNPP, JPSS-1/NOAA-20 M Terra , 2, HIHIE

(® Note

A LAME AR AWS EIEih E & &5 Amazon S3 6 , NimEER. A TEEEER
Xig# Amazon S3 Ff# . Eus-west-2XERBLURTIEEHF B2 CloudFormation
HEAR 0948 BL X 15

Besh , LR BAMERA YAML, B2 |, #4RE YAML 1 JSON XFi#E=R. EH JSON , i1
TEER . jsonkt . ymlXHT BRER A,

EFEATEER AWS CLI, EEANTHS :

aws s3 cp s3://groundstation-cloudformation-templates-us-west-2/
AquaSnpplpss-1TerraDigIfS3DataDelivery.yml .
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https://s3.console.aws.amazon.com/s3/object/groundstation-cloudformation-templates-us-
west-2/AquaSnpplpss-1TerraDigIfS3DataDelivery.yml

& O] LA fE F LA T 852 IE 32 7E & CloudFormation 38 EER :

https://groundstation-cloudformation-templates-us-west-2.s3.us-west-2.amazonaws.com/
AquaSnpplpss-1TerraDigIfS3DataDelivery.yml
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L RPIESY AP IEREIPSS-1- A T E (PBS)-1Hh &8 20 P #AY 20 AT B Atk L

BRI R, BFEERR—MIE—FEE HRD BERBRRHIRAKFESIM (DigiF) , HEH SDR
£ Amazon EC2 Rl L EABERLKIRET A N AREFERENZE RN 1T E,

AP EEES

AT NBAR BB RBEREAN ] EARBIF |, BYF1E CloudFormation iR IR NS -
SR RE D

(® Note
AKX CloudFormation iR N BN EZER , BSHERI D,

TS By, BIRMA TS, 78T CloudFormation &l & 62 #ike , BEFEENXLEIETE
=T

Parameters:
EC2Key:
Description: The SSH key used to access the EC2 receiver instance. Choose any
SSH key if you are not creating an EC2 receiver instance. For instructions on how to
create an SSH key see https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/create-

key-pairs.html
Type: AWS::EC2::KeyPair::KeyName
ConstraintDescription: must be the name of an existing EC2 KeyPair.

ReceiverAMI:
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Description: The Ground Station DDX AMI ID you want to use. Please note
that AMIs are region specific. For instructions on how to retrieve an AMI
see https://docs.aws.amazon.com/ground-station/latest/ug/dataflows.ec2-

configuration.html#dataflows.ec2-configuration.amis

Type: AWS::EC2::Image::Id

(@ Note
ICREEMEZAX , HIEHE Amazon EC2 EC2Key SHIEFr. ESH N EH Amazon EC2
SEHIAIER BN .
5, FERIE CloudFormation ket , BFEERMEBWNISE XK AMI ID, BFZSFHAWS
Ground Station Amazon Hl23#R & (AMIs).

HRMWEIRA BB TEIRN “BR” #4929, CloudFormation

Resources:
# Resources that you would like to create should be placed within the resource
section.

ETRNVZREM EC2 KPIREHE-BRERE , BHRE - KELSERERE. REZEIHERE
58D, BBAERABERART RNARFREMEE Amazon EC2 k41 , H IR - MRS NEHE

L
\Jt é -ﬁﬁuﬁ /\\\ /H ]

# The EC2 instance that will send/receive data to/from your satellite using AWS
Ground Station.
ReceiverlInstance:

Type: AWS::EC2::Instance

Properties:
DisableApiTermination: false
IamInstanceProfile: !Ref GenerallnstanceProfile
ImageId: !Ref ReceiverAMI
InstanceType: m5.4xlarge
KeyName: !Ref EC2Key
Monitoring: true
PlacementGroupName: !Ref ClusterPlacementGroup
SecurityGroupIds:

- Ref: InstanceSecurityGroup

SubnetId: !'Ref ReceiverSubnet

B R 195


https://docs.aws.amazon.com/ground-station/latest/ug/dataflows.ec2-configuration.html#dataflows.ec2-configuration.amis
https://docs.aws.amazon.com/ground-station/latest/ug/dataflows.ec2-configuration.html#dataflows.ec2-configuration.amis
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/create-key-pairs.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/create-key-pairs.html

AWS Ground Station AriEE

BlockDeviceMappings:
- DeviceName: /dev/xvda
Ebs:
VolumeType: gp2
VolumeSize: 40
Tags:
- Key: Name
Value: !Join [ "-" , [ "Receiver" , !Ref "AWS::StackName" ] ]
UserData:
Fn::Baseb4:
I
#!/bin/bash
exec > >(tee /var/log/user-data.log|logger -t user-data -s 2>/dev/console)
2>8&1
echo “date +'%F %R:%S'" "INFO: Logging Setup" >&2

GROUND_STATION_DIR="/opt/aws/groundstation"
GROUND_STATION_BIN_DIR="${GROUND_STATION_DIR}/bin"
STREAM_CONFIG_PATH="${GROUND_STATION_DIR}/customer_stream_config.json"

echo "Creating ${STREAM_CONFIG_PATH}"

cat << STREAM_CONFIG > "${STREAM_CONFIG_PATH}"

{

"ddx_streams": [
{

"streamName": "Downlink",
"maximumWanRate": 4000000000,
"lanConfigDevice": "lo",
"lanConfigPort": 50000,
"wanConfigDevice": "ethl",
"wanConfigPort": 55888,
"isUplink": false

3
STREAM_CONFIG

echo "Waiting for dataflow endpoint application to start"
while netstat -1nt | awk '$4 ~ /:80%/ {exit 1}'; do sleep 10; done

OS_VERSION_ID=$([ -f /etc/os-release ] && . /etc/os-release && echo
"${VERSION_ID}")

if [ "${OS_VERSION_ID}" = "2023" ]; then PYTHON_BIN="python3"; else
PYTHON_BIN="python"; fi
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echo "Configuring dataflow endpoint application streams"
streams_configured=false
for attempt in $(seq 1 6); do
if ${PYTHON_BIN} "${GROUND_STATION_BIN_DIR}/configure_streams.py" --
configFileName "${STREAM_CONFIG_PATH}"; then
streams_configured=true
break
fi
echo "configure_streams attempt ${attempt} failed; retrying in 10s"
sleep 10
done
if [ "${streams_configured}" = "true" ]; then
sleep 2
${PYTHON_BIN} "${GROUND_STATION_BIN_DIR}/save_default_config.py"
else
echo "ERROR: configure_streams failed after ${attempt} attempts; not saving
a default config"
fi

exit 0

# The AWS Ground Station Dataflow Endpoint Group that defines the endpoints that AWS
Ground
# Station will use to send/receive data to/from your satellite.
DataflowEndpointGroup:
Type: AWS::GroundStation::DataflowEndpointGroup
Properties:
ContactPostPassDurationSeconds: 180
ContactPrePassDurationSeconds: 120
EndpointDetails:
- Endpoint:
Name: !Join [ "-" , [ !'Ref "AWS::StackName" , "Downlink" ] ] # needs to
match DataflowEndpointConfig name
Address:
Name: !GetAtt ReceiverInstanceNetworkInterface.PrimaryPrivateIpAddress
Port: 55888
SecurityDetails:
SecurityGroupIds:
- Ref: "DataflowEndpointSecurityGroup"
SubnetIds:
- IRef ReceiverSubnet
RoleArn: !GetAtt DataDeliveryServiceRole.Arn
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# The security group for your EC2 instance.
InstanceSecurityGroup:
Type: AWS::EC2::SecurityGroup
Properties:
GroupDescription: AWS Ground Station receiver instance security group.
VpcId: !Ref ReceiverVPC
SecurityGroupIngress:
# To allow SSH access to the instance, add another rule allowing tcp port 22
from your CidrlIp
- IpProtocol: udp
FromPort: 55888
ToPort: 55888
SourceSecurityGroupId: !Ref DataflowEndpointSecurityGroup
Description: "AWS Ground Station Downlink Stream"

# The security group that the ENI created by AWS Ground Station belongs to.
DataflowEndpointSecurityGroup:
Type: AWS::EC2::SecurityGroup
Properties:
GroupDescription: Security Group for AWS Ground Station registration of Dataflow
Endpoint Groups
VpcId: !Ref ReceiverVPC
SecurityGroupEgress:
- IpProtocol: udp
FromPort: 55888
ToPort: 55888
CidrIp: 10.0.0.0/8
Description: "AWS Ground Station Downlink Stream To 10/8"
- IpProtocol: udp
FromPort: 55888
ToPort: 55888
CidrIp: 172.16.0.0/12
Description: "AWS Ground Station Downlink Stream To 172.16/12"
- IpProtocol: udp
FromPort: 55888
ToPort: 55888
CidrIp: 192.168.0.0/16
Description: "AWS Ground Station Downlink Stream To 192.168/16"

# The placement group in which your EC2 instance is placed.
ClusterPlacementGroup:
Type: AWS::EC2::PlacementGroup
Properties:
Strategy: cluster
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ReceiverVPC:
Type: AWS::EC2::VPC
Properties:
CidrBlock: "10.0.0.0/16"
Tags:
- Key: "Name"

Value: "AWS Ground Station - PBS to dataflow endpoint Example VPC"
- Key: "Description"
Value: "VPC for EC2 instance receiving AWS Ground Station data"

ReceiverSubnet:
Type: AWS::EC2::Subnet
Properties:
# Ensure your CidrBlock will always have at least one available IP address per
dataflow endpoint.
# See https://docs.aws.amazon.com/vpc/latest/userguide/subnet-sizing.html for
subent sizing guidelines.
CidrBlock: "10.0.0.0/24"
Tags:
- Key: "Name"
Value: "AWS Ground Station - PBS to dataflow endpoint Example Subnet"
- Key: "Description"
Value: "Subnet for EC2 instance receiving AWS Ground Station data"
VpcId: !Ref ReceiverVPC

# An ENI providing a fixed IP address for AWS Ground Station to connect to.
ReceiverInstanceNetworkInterface:
Type: AWS::EC2::NetworkInterface
Properties:
Description: Floating network interface providing a fixed IP address for AWS
Ground Station to connect to.
GroupSet:
- IRef InstanceSecurityGroup
SubnetId: !Ref ReceiverSubnet

# Attach the ENI to the EC2 instance.
ReceiverInstancelInterfaceAttachment:
Type: AWS::EC2::NetworkInterfaceAttachment
Properties:
DeleteOnTermination: false
DeviceIndex: "1"
Instanceld: !Ref ReceiverInstance
NetworkInterfaceIld: !Ref ReceiverInstanceNetworkInterface
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# AWS Ground Station assumes this role to create/delete ENIs in your account in order

to stream data.
DataDeliveryServiceRole:
Type: AWS::IAM::Role
Properties:
Policies:
- PolicyDocument:
Statement:
- Action:
- ec2:CreateNetworkInterface
- ec2:DeleteNetworkInterface
- ec2:CreateNetworkInterfacePermission
- ec2:DeleteNetworkInterfacePermission
- ec2:DescribeSubnets
- ec2:DescribeVpcs
- ec2:DescribeSecurityGroups
Effect: Allow
Resource: '*'
Version: '2012-10-17'
PolicyName: DataDeliveryServicePolicy
AssumeRolePolicyDocument:
Version: 2012-10-17
Statement:
- Effect: Allow
Principal:
Service:
- groundstation.amazonaws.com
Action:
- sts:AssumeRole

# The EC2 instance assumes this role.
InstanceRole:
Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:
Version: "2012-10-17"
Statement:
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- Effect: "Allow"
Principal:
Service:
- "ec2.amazonaws.com"
Action:
- "sts:AssumeRole"
Path: "/"
ManagedPolicyAzrns:
- arn:aws:iam::aws:policy/AmazonS3ReadOnlyAccess
- arn:aws:iam::aws:policy/service-role/AmazonEC2ContainerServiceforEC2Role
- arn:aws:iam::aws:policy/CloudWatchAgentServerPolicy
- arn:aws:iam::aws:policy/service-role/AmazonEC2RoleforSSM

# The instance profile for your EC2 instance.
GenerallInstanceProfile:
Type: AWS::IAM::InstanceProfile
Properties:
Roles:
- IRef InstanceRole

AWS Ground Station &t i&
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TrackingConfig:
Type: AWS::GroundStation::Config
Properties:
Name: "JPSS Tracking Config"
ConfigData:
TrackingConfig:

Autotrack: "PREFERRED"

BEEEHRE  CFEEURATTHEREEARTIER Y , ARBERKQEESIAELKRF
AIERNBBERFES[L.
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# The AWS Ground Station Antenna Downlink Config that defines the frequency spectrum
used to

# downlink data from your satellite.
SnppJpssDownlinkDigIfAntennaConfig:
Type: AWS::GroundStation::Config
Properties:
Name: "SNPP JPSS Downlink DigIF Antenna Config"
ConfigData:
AntennaDownlinkConfig:
SpectrumConfig:
Bandwidth:
Units: "MHz"
Value: 30
CenterFrequency:
Units: "MHz"
Value: 7812
Polarization: "RIGHT_HAND"

# The AWS Ground Station Dataflow Endpoint Config that defines the endpoint used to
downlink data

# from your satellite.
DownlinkDigIfEndpointConfig:
Type: AWS::GroundStation::Config

Properties:
Name: "Aqua SNPP JPSS Downlink DigIF Endpoint Config"
ConfigData:
DataflowEndpointConfig:
DataflowEndpointName: !Join [ "-" , [ !'Ref "AWS::StackName" , "Downlink" ] ]

DataflowEndpointRegion: !Ref AWS::Region

AWS Ground Station {E&#0)%
AFNBCUNEESZSEEAN T,

NEMELBTHEINEE , (RAUMERESIREEHRER. SRHERERSHBENRIAE,

# The AWS Ground Station Mission Profile that groups the above configurations to
define how to

# uplink and downlink data to your satellite.
SnppJpssMissionProfile:

Type: AWS::GroundStation::MissionProfile

AWS Ground Station £ #1)% 202



AWS Ground Station AriEE

Properties:
Name: "37849 SNPP And 43013 JPSS"
ContactPrePassDurationSeconds: 120
ContactPostPassDurationSeconds: 60
MinimumViableContactDurationSeconds: 180
TrackingConfigArn: !Ref TrackingConfig
DataflowEdges:
- Source: !Ref SnppJpssDownlinkDigIfAntennaConfig
Destination: !Ref DownlinkDigIfEndpointConfig

LemE—it

BT ERRR , BIMIET AL HE JPSS-1 BrR A , MEMNEAARARESERmMEBIE. AWS Ground
Station AWS Ground Station {Z &

LT R —1NEEH CloudFormation #1x , HFZREATHFHRNFAERR , XERRASHK—N AT
EiZFEHRFERANE—EMR CloudFormation,

& AquaSnpplpssTerraDigIF.yml A& CloudFormation ¥4y 5 £ Lk &R 177 18] LAFF #4422 UR
Aqua, SNPPHITerraZ EMEF{LH M ( DigiF ) #3E. JPSS-1/NOAA-20E2E — Amazon EC2
S MWK R A DigiF BT BHBIEFTER CloudFormation %R

R Aqua. SNPP M Terra RIMAZWIKS , FZH, JPSS-1/NOAA-20 HlHTE

(® Note
BRI LAE AR AWS EIEFEZEF A Amazon S3 F 8K 7 E 1ZEHR, T4
EEA XM Amazon S3 FiEM. Edus-west-2XKEBREBURTEEEHPSIE
CloudFormation 4% By 48 B X 15,
A, UTESER YAML, B2 , #ixHE YAML # JSON XFfhiE. EFH JSON , BFE
TEHER. jsonk{.ymlXHT BEERA,

EFATEHER AWS CLI, EEANTHS :

/

aws s3 cp s3://groundstation-cloudformation-templates-us-west-2/
AquaSnppJlpssTerraDigIF.yml .

FEXNBEERPSMEILLT URL , AIERSI AP EF T ILER
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https://s3.console.aws.amazon.com/s3/object/groundstation-cloudformation-templates-us-
west-2/AquaSnpplpssTerraDigIF.yml

A LA LA T 8542 B2 EH CloudFormation 18 EE R :

https://groundstation-cloudformation-templates-us-west-2.s3.us-west-2.amazonaws.com/
AquaSnppJlpssTerraDigIF.yml

ZEMOEE 7 B B At 3R R 2
#ZAquaSnpplpssTerraDigI FERBIEUTHMER -
( AT ) CloudWatch 4% 25 - ABKR A AWS Ground Station Z 8] fl 2 J§ 3% CloudWatch

B4 % # AWS Lambda B3, iZ AWS Lambda BECFE 31 H G R B 1 E 1L B RV ZRES S,

o (&) BRBHW EC2 WAL : £/ Lambda A A SNS BHHEKEZIREZRH Amazon EC2 EHIH %K
EREWET, FEIENE  XUELFERA , EABRATEETNFERER.

« Ground Station I S HlE5E G4 3R Lambda : f TEFEHEHI P 2R AR BIEZRE AMI
MET, RHEMBETRIH R ELTLBNEERSSNARERF. EEE MR EHRMIEEM0
R, XEEMARESRET,

- HESHER —HaLHT BT E ( Aqua. SNPPHTerra ) WAESHEDR.

- HbRETITHEREE -Htt N BT E ( Aqua. SNPP # Terra ) IR T1THERRELE o

CEZRMERTTENENSHE, XESHESRTTLIEN M AWS Ground Station M EMERXET E,
A LMK AWS Ground Station & , TEREBCSWERAFER, B2 , BRI B E X EE L FE
WERTENEREAL.

H A BAE PR B TR B dE 2

BERL IR RARE N ERALERN — 580 012N FIM &R, BUREESE A& ARERR
AR ARFMNBIE R IR SE X AWS Ground Station B3 DZWREIER. ERBFIBERS , TESER
KB ELER SR R UDP im0 50000 EAHIE. BEXREBERLETRANESEER , HSH
AWS::GroundStation::s DataflowEndpointGroup

MABER RS (BENED ) WORBIE

RBIBIERFEEIPSS-1-0 1 T E (PBS)- T4 EB 5 Py o T & At L.
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AWS Ground Station ArfEm
EXRERG , BEERR— I FHE2—CRERABERRBSS HRD BEREHRNBRANEBNE
BEIBgE. iRRUNEAZEFMBERERHIBENY ( RT-STPS FMIPOPP ) &b EHIE , A4
XN F R —IMREFHER.

PAPGEFRS

RN BAXENBIRREEREAT. EARGF , £ CloudFormation R & ZF &S
SHANBIRERD

® Note
& X CloudFormation iR BN EZER |, BHSHERSD .

TS B9, BIRMA TS, 78S CloudFormation 124l & 62 #ike , EEENXLEIEE
=T

Parameters:
EC2Key:
Description: The SSH key used to access the EC2 receiver instance. Choose any
SSH key if you are not creating an EC2 receiver instance. For instructions on how to
create an SSH key see https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/create-
key-pairs.html
Type: AWS::EC2::KeyPair::KeyName
ConstraintDescription: must be the name of an existing EC2 KeyPair.

ReceiverAMI:

Description: The Ground Station DDX AMI ID you want to use. Please note
that AMIs are region specific. For instructions on how to retrieve an AMI
see https://docs.aws.amazon.com/ground-station/latest/ug/dataflows.ec2-

configuration.html#dataflows.ec2-configuration.amis

Type: AWS::EC2::Image::Id

(® Note

BEEGEZRAX |, FHIRME Amazon EC2 EC2Key SEHM B, HS R R EH Amazon EC2
KB 2 A o

b4k | 812 CloudFormation kY , BFEERMEBNFEXEN AMIID, FSFHAWS
Ground Station Amazon HLE3BE& (AMIs),
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H R ER A BB TERN IR 49, CloudFormation

Resources:
# Resources that you would like to create should be placed within the resource
section.

ETRNVZREM EC2 KPIRHE -BRERE , BFAE - KELSERHRE. RIEZEIHIEE
BEks , BUAERABERLET ANAEFIRENEE Amazon EC2 K4 , A I — 1S NHIE
LT RE.

# The EC2 instance that will send/receive data to/from your satellite using AWS
Ground Station.
ReceiverInstance:

Type: AWS::EC2::Instance

Properties:
DisableApiTermination: false
IamInstanceProfile: !Ref GenerallnstanceProfile
ImageId: !Ref ReceiverAMI
InstanceType: m5.4xlarge
KeyName: !Ref EC2Key
Monitoring: true
PlacementGroupName: !Ref ClusterPlacementGroup
SecurityGroupIds:

- Ref: InstanceSecurityGroup

SubnetId: !Ref ReceiverSubnet

BlockDeviceMappings:
- DeviceName: /dev/xvda
Ebs:

VolumeType: gp2
VolumeSize: 40
Tags:
- Key: Name
Value: !Join [ "-" , [ "Receiver" , !Ref "AWS::StackName" ] ]
UserData:
Fn::Baseb4:
I
#!/bin/bash
exec > >(tee /var/log/user-data.log|logger -t user-data -s 2>/dev/console)
2>8&1
echo ‘date +'%F %R:%S'" "INFO: Logging Setup" >&2
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GROUND_STATION_DIR="/opt/aws/groundstation"
GROUND_STATION_BIN_DIR="${GROUND_STATION_DIR}/bin"
STREAM_CONFIG_PATH="${GROUND_STATION_DIR}/customer_stream_config.json"

echo "Creating ${STREAM_CONFIG_PATH}"

cat << STREAM_CONFIG > "${STREAM_CONFIG_PATH}"

{

"ddx_streams": [
{

"streamName": "Downlink",
"maximumWanRate": 4000000000,
"lanConfigDevice": "lo",
"lanConfigPort": 50000,
"wanConfigDevice": "ethl",
"wanConfigPort": 55888,
"isUplink": false

}
STREAM_CONFIG

echo "Waiting for dataflow endpoint application to start"
while netstat -1nt | awk '$4 ~ /:80%/ {exit 1}'; do sleep 10; done

OS_VERSION_ID=$([ -f /etc/os-release ] && . /etc/os-release && echo
"${VERSION_ID}")

if [ "${OS_VERSION_ID}" = "2023" ]; then PYTHON_BIN="python3"; else
PYTHON_BIN="python"; fi

echo "Configuring dataflow endpoint application streams"
streams_configured=false
for attempt in $(seq 1 6); do
if ${PYTHON_BIN} "${GROUND_STATION_BIN_DIR}/configure_streams.py" --
configFileName "${STREAM_CONFIG_PATH}"; then
streams_configured=true
break
fi
echo "configure_streams attempt ${attempt} failed; retrying in 1@s"
sleep 10
done
if [ "${streams_configured}" = "true" ]; then
sleep 2
${PYTHON_BIN} "${GROUND_STATION_BIN_DIR}/save_default_config.py"
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else
echo "ERROR: configure_streams failed after ${attempt} attempts; not saving
a default config"
fi

exit 0

# The AWS Ground Station Dataflow Endpoint Group that defines the endpoints that AWS
Ground
# Station will use to send/receive data to/from your satellite.
DataflowEndpointGroup:
Type: AWS::GroundStation::DataflowEndpointGroup
Properties:
ContactPostPassDurationSeconds: 180
ContactPrePassDurationSeconds: 120
EndpointDetails:
- Endpoint:
Name: !Join [ "-" , [ !'Ref "AWS::StackName" , "Downlink" ] ] # needs to
match DataflowEndpointConfig name
Address:
Name: !GetAtt ReceiverInstanceNetworkInterface.PrimaryPrivateIpAddress
Port: 55888
SecurityDetails:
SecurityGroupIds:
- Ref: "DataflowEndpointSecurityGroup"
SubnetIds:
- IRef ReceiverSubnet
RoleArn: !GetAtt DataDeliveryServiceRole.Arn

# The security group that the ENI created by AWS Ground Station belongs to.
DataflowEndpointSecurityGroup:
Type: AWS::EC2::SecurityGroup
Properties:
GroupDescription: Security Group for AWS Ground Station registration of Dataflow
Endpoint Groups
VpcId: !Ref ReceiverVPC
SecurityGroupEgress:
- IpProtocol: udp
FromPort: 55888
ToPort: 55888
CidrIp: 10.0.0.0/8
Description: "AWS Ground Station Downlink Stream To 10/8"
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- IpProtocol: udp

FromPort: 55888

ToPort: 55888

CidrIp: 172.16.0.0/12

Description: "AWS Ground Station Downlink Stream To 172.16/12"
- IpProtocol: udp

FromPort: 55888

ToPort: 55888

CidrIp: 192.168.0.0/16

Description: "AWS Ground Station Downlink Stream To 192.168/16"

# The placement group in which your EC2 instance is placed.
ClusterPlacementGroup:
Type: AWS::EC2::PlacementGroup
Properties:
Strategy: cluster

# The security group for your EC2 instance.
InstanceSecurityGroup:
Type: AWS::EC2::SecurityGroup
Properties:
GroupDescription: AWS Ground Station receiver instance security group.
VpcId: !Ref ReceiverVPC
SecurityGroupIngress:
# To allow SSH access to the instance, add another rule allowing tcp port 22
from your CidrIp
- IpProtocol: udp
FromPort: 55888
ToPort: 55888
SourceSecurityGroupId: !Ref DataflowEndpointSecurityGroup
Description: "AWS Ground Station Downlink Stream"

ReceiverVPC:
Type: AWS::EC2::VPC
Properties:
CidrBlock: "10.0.0.0/16"
Tags:
- Key: "Name"
Value: "AWS Ground Station - PBS to dataflow endpoint Demod Decode Example
VPC"
- Key: "Description"
Value: "VPC for EC2 instance receiving AWS Ground Station data"
ReceiverSubnet:
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Type: AWS::EC2::Subnet

Properties:
CidrBlock: "10.0.0.0/24"
Tags:
- Key: "Name"

Value: "AWS Ground Station - PBS to dataflow endpoint Demod Decode Example
Subnet"
- Key: "Description"
Value: "Subnet for EC2 instance receiving AWS Ground Station data"
VpcId: !Ref ReceiverVPC

# An ENI providing a fixed IP address for AWS Ground Station to connect to.
ReceiverInstanceNetworkInterface:
Type: AWS::EC2::NetworkInterface
Properties:
Description: Floating network interface providing a fixed IP address for AWS
Ground Station to connect to.
GroupSet:
- IRef InstanceSecurityGroup
SubnetId: !Ref ReceiverSubnet

# Attach the ENI to the EC2 instance.
ReceiverInstancelInterfaceAttachment:
Type: AWS::EC2::NetworkInterfaceAttachment
Properties:
DeleteOnTermination: false
DeviceIndex: "1"
Instanceld: !Ref ReceiverInstance
NetworkInterfaceIld: !Ref ReceiverInstanceNetworkInterface

# The instance profile for your EC2 instance.
GeneralInstanceProfile:
Type: AWS::IAM::InstanceProfile
Properties:
Roles:
- IRef InstanceRole

BAEEELUNKRE, AEMEESXH , AWS Ground Station LA R FEERR MK F o4 2253 M M KiEO
(ENI)s
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# AWS Ground Station assumes this role to create/delete
to stream data.
DataDeliveryServiceRole:
Type: AWS::IAM::Role
Properties:
Policies:
- PolicyDocument:
Statement:
- Action:
- ec2:CreateNetworkInterface
- ec2:DeleteNetworkInterface
- ec2:CreateNetworkInterfacePermission
- ec2:DeleteNetworkInterfacePermission
- ec2:DescribeSubnets
- ec2:DescribeVpcs
- ec2:DescribeSecurityGroups
Effect: Allow
Resource: '*'
Version: '2012-10-17'
PolicyName: DataDeliveryServicePolicy
AssumeRolePolicyDocument:
Version: 2012-10-17
Statement:
- Effect: Allow
Principal:
Service:
- groundstation.amazonaws.com
Action:
- sts:AssumeRole

# The EC2 instance assumes this role.
InstanceRole:
Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:
Version: "2012-10-17"
Statement:
- Effect: "Allow"
Principal:
Service:
- "ec2.amazonaws.com"
Action:
- "sts:AssumeRole"
Path: "/"

ENIs in your account in order
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ManagedPolicyArns:
- arn:aws:iam::aws:policy/AmazonS3ReadOnlyAccess
- arn:aws:iam::aws:policy/service-role/AmazonEC2ContainerServiceforEC2Role
- arn:aws:iam::aws:policy/CloudWatchAgentServerPolicy
- arn:aws:iam::aws:policy/service-role/AmazonEC2RoleforSSM

AWS Ground Station &t i&

AT R ERKRAFERE.

REE—NRERERZEFRNEHAEIRENRT. £ 84 ENBFIRETURSESRE ,
EBETE JPSS1 TRERBS , AAFFEFREESTRE,

TrackingConfig:
Type: AWS::GroundStation::Config
Properties:
Name: "JPSS Tracking Config"
ConfigData:
TrackingConfig:

Autotrack: "PREFERRED"

BEEEHRE  CFBEEURLTTHEABRBEEARTEER D , UREERRSE BN 5| AE iR
REFAERNBEERRRIA,

(@ Note

BRUOMAAMZEERDemodulationConfigi¥ 4if§ B DecodeConfig , FSR XL 174
MR ARBERE,

# The AWS Ground Station Antenna Downlink Config that defines the frequency spectrum
used to
# downlink data from your satellite.
JpssDownlinkDemodDecodeAntennaConfig:
Type: AWS::GroundStation::Config
Properties:
Name: "JPSS Downlink Demod Decode Antenna Config"
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ConfigData:
AntennaDownlinkDemodDecodeConfig:
SpectrumConfig:
CenterFrequency:
Value: 7812
Units: "MHz"
Polarization: "RIGHT_HAND"
Bandwidth:
Value: 30
Units: "MHz"
DemodulationConfig:
UnvalidatedJSON: '{
"type":"QPSK",
"gpsk":{
"carrierFrequencyRecovery":{
"centerFrequency":{
"value":7812,
"units":"MHz"

I

"range":{
"value":250,
"units":"kHz"

}

1,
"symbolTimingRecovery":{
"symbolRate": {
"value":15,
"units":"Msps"

},

"range":{
"value":0.75,
"units":"ksps"

},

"matchedFilter":{
"type" :"ROOT_RAISED_COSINE",
"rolloffFactor":0.5

}
}
DecodeConfig:
UnvalidatedJSON: '{
"edges":[
{
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1,

"nodeConfigs":{

"from":"I-Ingress",
"to":"IQ-Recombiner"

},

{

"from":"Q-Ingress",
"to":"IQ-Recombiner"

},

{

"from":"IQ-Recombiner",
"to":"CcsdsViterbiDecoder"

},

{
"from":"CcsdsViterbiDecoder",
"to":"NrzmDecoder"

},

{

"from":"NrzmDecoder",
"to":"UncodedFramesEgress"
}

"I-Ingress":{
"type":"CODED_SYMBOLS_INGRESS",
"codedSymbolsIngress":{

"source":"I"
}

},

"Q-Ingress":{
"type":"CODED_SYMBOLS_INGRESS",
"codedSymbolsIngress":{

"source":"Q"
}

},

"IQ-Recombiner":{
"type":"IQ_RECOMBINER"

I

"CcsdsViterbiDecoder": {
"type":"CCSDS_171_133_VITERBI_DECODER",
"ccsdsl171133ViterbiDecoder”: {

"codeRate" :"ONE_HALF"
}
I

"NrzmDecoder": {
"type":"NRZ_M_DECODER"

AWS Ground Station & &
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}I

"UncodedFramesEgress": {
"type" :"UNCODED_FRAMES_EGRESS"

# The AWS Ground Station Dataflow Endpoint Config that defines the endpoint used to
downlink data
# from your satellite.
DownlinkDemodDecodeEndpointConfig:
Type: AWS::GroundStation::Config

Properties:
Name: "Aqua SNPP JPSS Downlink Demod Decode Endpoint Config"
ConfigData:
DataflowEndpointConfig:
DataflowEndpointName: !Join [ "-" , [ !'Ref "AWS::StackName" , "Downlink" ] ]

DataflowEndpointRegion: !Ref AWS::Region

AWS Ground Station {E&#0)5%
AT EESHERRAFER,
MEMRELE THXNEE , (RAULERATCIIREESHRER. SREAERSENRIAE,

# The AWS Ground Station Mission Profile that groups the above configurations to
define how to
# uplink and downlink data to your satellite.
SnppJpssMissionProfile:
Type: AWS::GroundStation::MissionProfile
Properties:
Name: "37849 SNPP And 43013 JPSS"
ContactPrePassDurationSeconds: 120
ContactPostPassDurationSeconds: 60
MinimumViableContactDurationSeconds: 180
TrackingConfigArn: !Ref TrackingConfig
DataflowEdges:
- Source: !Join [ "/", [ !'Ref JpssDownlinkDemodDecodeAntennaConfig,
"UncodedFramesEgress" ] ]
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Destination: !Ref DownlinkDemodDecodeEndpointConfig

EemE—it

BT LERER , BMETLALHE JPSS-1 BRRA , LENFAARARB S EREIE. AWS Ground
Station AWS Ground Station {Z &

LT R —1N5EEH CloudFormation #1x , HF@REATHFFERNFIERR , XERRASHK—N AT
EZREPFERN £ —#EHR CloudFormation,

FAquaSnppJpss.yml A CloudFormation 4R § 7£ 1L B RIE 5 7] LAFF 1R 3 Aqua. SNPP #]
JPSS-1/NOAA-20 ZEW#IE. ©8E Amazon EC2 LI L HEBR R UK BWMAAMELDENEE
BEEAEFTER AWS Ground Station &Ko

R Aqua. SNPP Hl Terra RIMAZHIKS , i§SH. JPSS-1/NOAA-20 HlE T E

® Note

B LAMEREMH AWS ZiEThEFF A Amazon S3 MR IGRIZER, LA T8
EERXEM Amazon S3 Fi#EfE, Eus-west-2XKBRBURREEEH D62
CloudFormation 4% #9486 87 X 13,

LA, ATHRSER YAML, B2 , #Eik5E YAML # JSON XFEfiE. EFEH JSON , iHHE
TEHER. jsonkF.yml XK BEER A,

EFATEHER AWS CLI , FEAULTHS :

aws s3 cp s3://groundstation-cloudformation-templates-us-west-2/AquaSnpplpss.yml .

FEXBEEBRPSMEILLT URL , AIERSI AP EF T ULER

https://s3.console.aws.amazon.com/s3/object/groundstation-cloudformation-templates-us-
west-2/AquaSnpplpss.yml

BRI LA LA T 8542 B2 EF CloudFormation 18 EE R :

https://groundstation-cloudformation-templates-us-west-2.s3.us-west-2.amazonaws.com/
AquaSnppJpss.yml
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ZARRIETE LT WL EAb R ?

ZAquaSnpplpssERTIFEUT HAFIR :
( AT ) CloudWatch 4% 25 - ABK R A AWS Ground Station Z 8] fl 2 J§ &i% CloudWatch
B4 % # AWS Lambda B3, iZ AWS Lambda BECFZ 31 H G R B 1 E 1L B RV ZERES A,

( °Ji% ) BREHY EC2 iIE : £ Lambda 7 H SNS BHIMER KRB &M Amazon EC2 SEHIH K
ERGEMNIET, FETENR , XURERFERA , EARRTESaNERER.

« Ground Station Y #2358 # 3R Lambda : A TR EHE6 P RN AR BIEEHR AMI
MIET, REENMBIETHAITREENTEBNBERGEINARERF. EFART DigiF BiE&H
F AWS Ground Station {32 , ES#, #H AWS Ground Station X ( &7 ) WA BT ER
BEHMEREEHMNEN AR , XEEMATBE2 R ET,

- HESHER —HMaLH I E ( Aqua. SNPPHMTerra ) WAESHEDR.

H

« HMRLTITHREE -HM AR I E (Aqua, SNPP fl Terra ) I R& T1T8ERELE

CEZLERFIENENSE, XLESHERTUEN AWS Ground Station I EIFERXLET £,
A LLEHR AWS Ground Station &1 , TEREBSWEEAFER, B2 , AU B E X EE L FEE
WERTENFERRSG,

B A R E B AV IR 2

BRARLIRT RARE N EALERN — 582 012N FIM & E O, EUKREESE A& A RERR
BN AREMNBIERIRSE Y AWS Ground Station B DZWRHKIER. BRIIKERS , @SR
KB ELERL SR ER UDP im0 50000 EAHIE. BXREBERLETRANESEER , H5H
AWS::GroundStation::s DataflowEndpointGroup

{5 AWS Ground Station R ( T ) WAHRTEIE

RBIZIMERFEREIPSS-1- 2 T E (PBS)-1F{AHB 5 Fr Ay 0 ARy B fth L

EERERG , ZFEERIET—NMZE |, IEEN HRD BEBEERNTHHRFEDIM (digiF) , HERE
£/ SDR £ Amazon EC2 3245l AWS Ground Station 32Uk et 3 B 17438,
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® Note

SKFREY JPSS HRD BEBREEFESHHRAN 30 MHz , EAFEFREA TTHREEREREN
FEMA MHZERER 100 BES , AEECTLUREL EBARE , fHACEZEK. AWS Ground

Station
pABEL RS
AHFNERRNEH BT RBEREANT. EXRRFF | BWEEE CloudFormation IR RIM—NRTE
H Rl ( Mappings 9 ) RERASHZ S

® Note
B X CloudFormation RN BN EZELR |, FSREAERID .

B % , {REFE CloudFormation ik Ay #2 X 13X AWS Ground Station BV BRI 5 RIZE — 1 “BRES”
B85, iX#¥ , Amazon EC2 SRHIZ AR AT AR5 HRT&R5IR. BXFERAIRIRNESZER ,
®SHEVPC BLi& N AWS Ground Station FEfE,

Mappings:
PrefixListId:

us-east-2:

groundstation: pl-087f83ba4f34e3bea
us-west-2:

groundstation: pl-0cc36273da754ebdc
us-east-1:

groundstation: pl-0e5696d987d033653
eu-central-1:

groundstation: pl-03743f81267c0a85e
sa-east-1:

groundstation: pl-098248765e9effc20
ap-northeast-2:

groundstation: pl-059b3e@b02af70e4d
ap-southeast-1:

groundstation: pl-0d9b804fe@l14a6a99
ap-southeast-2:

groundstation: pl-08d24302b8c4d2b73
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me-south-1:

groundstation: pl-02781422c4c792145
eu-west-1:

groundstation: pl-03fa6b266557b@d4f
eu-north-1:

groundstation: pl-033e44023025215c0
af-south-1:

groundstation: pl-0382d923a9d555425

SR B, BRRMUA TS, EET CloudFormation 24 & I @H#iket , BHNXEEEE
=8

Parameters:
EC2Key:
Description: The SSH key used to access the EC2 receiver instance. Choose any
SSH key if you are not creating an EC2 receiver instance. For instructions on how to
create an SSH key see https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/create-
key-pairs.html
Type: AWS::EC2::KeyPair::KeyName
ConstraintDescription: must be the name of an existing EC2 KeyPair.

AZ:

Description: "The AvailabilityZone that the resources of this stack will be created
in. (e.g. us-east-2a)"

Type: AWS::EC2::AvailabilityZone: :Name

ReceiverAMI:

Description: The Ground Station Agent AMI ID you want to use. Please note
that AMIs are region specific. For instructions on how to retrieve an AMI
see https://docs.aws.amazon.com/ground-station/latest/ug/dataflows.ec2-

configuration.html#dataflows.ec2-configuration.amis

Type: AWS::EC2::Image::Id

(® Note
BEEGERAX , HI2MH Amazon EC2 EC2Key SEHM B, BHS R R EH Amazon EC2
ISR REAX
s | 0l CloudFormation ke , AR ERMEWMVEE TXEHHN AMI ID, ESH
AWS Ground Station Amazon #8585 (AMIs).
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Resources:
# Resources that you would like to create should be placed within the Resources
section.

ZERE|FAIE Amazon EC2 EfHIIRMHE —BERERNZ S , BAERNBE —KRESEMEE. BRIE
AKESHFEELERT , BX4TEH AWS Ground Station X2 i%E MHBLE Amazon EC2 3£l |, H4lE—
PMESMEBERAHET A, BE , BEEHN AWS Ground Station X i%iE Amazon VPC,

ReceiverVPC:
Type: AWS::EC2::VPC
Properties:
EnableDnsSupport: 'true'
EnableDnsHostnames: 'true'
CidrBlock: 10.0.0.0/16
Tags:
- Key: "Name"
Value: "AWS Ground Station Example - PBS to AWS Ground Station Agent VPC"
- Key: "Description"
Value: "VPC for EC2 instance receiving AWS Ground Station data"

PublicSubnet:
Type: AWS::EC2::Subnet
Properties:
VpcId: !Ref ReceiverVPC
MapPublicIpOnLaunch: 'true'
AvailabilityZone: !Ref AZ
CidrBlock: 10.0.0.0/20

Tags:
- Key: "Name"
Value: "AWS Ground Station Example - PBS to AWS Ground Station Agent Public
Subnet"
- Key: "Description"
Value: "Subnet for EC2 instance receiving AWS Ground Station data"
RouteTable:
Type: AWS::EC2::RouteTable
Properties:
VpcId: !Ref ReceiverVPC
Tags:
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- Key: Name
Value: AWS Ground Station Example - RouteTable

RouteTableAssociation:
Type: AWS::EC2::SubnetRouteTableAssociation
Properties:
RouteTableId: !Ref RouteTable
SubnetId: !'Ref PublicSubnet

Route:
Type: AWS::EC2::Route
DependsOn: InternetGateway
Properties:
RouteTableId: !Ref RouteTable
DestinationCidrBlock: '0.0.0.0/0'
GatewayId: !Ref InternetGateway

InternetGateway:
Type: AWS::EC2::InternetGateway
Properties:
Tags:
- Key: Name
Value: AWS Ground Station Example - Internet Gateway

GatewayAttachment:
Type: AWS::EC2::VPCGatewayAttachment
Properties:
VpcId: !Ref ReceiverVPC
InternetGatewayId: !Ref InternetGateway

(® Note

EXxREXEN VPCEENEZEEL |, 525 AWS Ground Station AWS Ground Station 4%
HER-VPC BX.,

BTk |, #855i% 8 Receiver Amazon EC2 =4,

# The placement group in which your EC2 instance is placed.
ClusterPlacementGroup:
Type: AWS::EC2::PlacementGroup
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Properties:
Strategy: cluster

# This is required for the EIP if the receiver EC2 instance is in a private subnet.
# This ENI must exist in a public subnet, be attached to the receiver and be
associated with the EIP.
ReceiverInstanceNetworkInterface:
Type: AWS::EC2::NetworkInterface
Properties:
Description: Floating network interface
GroupSet:
- IRef InstanceSecurityGroup
SubnetId: !'Ref PublicSubnet

# An EIP providing a fixed IP address for AWS Ground Station to connect to. Attach it
to the receiver instance created in the stack.
ReceiverInstanceElasticIp:
Type: AWS::EC2::EIP

Properties:
Tags:
- Key: Name
Value: !Join [ "-" , [ "EIP" , !Ref "AWS::StackName" ] ]

# Attach the ENI to the EC2 instance if using a separate public subnet.
# Requires the receiver instance to be in a public subnet (SubnetId should be the id
of a public subnet)
ReceiverNetworkInterfaceAttachment:

Type: AWS::EC2::NetworkInterfaceAttachment

Properties:
DeleteOnTermination: false
DeviceIndex: 1
Instanceld: !Ref ReceiverInstance
NetworkInterfaceIld: !Ref ReceiverInstanceNetworkInterface

# Associate EIP with the ENI if using a separate public subnet for the ENI.
ReceiverNetworkInterfaceElasticIpAssociation:
Type: AWS::EC2::EIPAssociation
Properties:
AllocationId: !GetAtt [ReceiverInstanceElasticIp, AllocationId]
NetworkInterfaceld: !Ref ReceiverInstanceNetworkInterface

# The EC2 instance that will send/receive data to/from your satellite using AWS
Ground Station.
ReceiverInstance:
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Type: AWS::EC2::Instance
DependsOn: PublicSubnet
Properties:
DisableApiTermination: false
IamInstanceProfile: !Ref GeneralInstanceProfile
ImageId: !Ref ReceiverAMI
AvailabilityZone: !Ref AZ
InstanceType: c5.24xlarge
KeyName: !Ref EC2Key
Monitoring: true
PlacementGroupName: !Ref ClusterPlacementGroup
SecurityGroupIds:
- Ref: InstanceSecurityGroup
SubnetId: !Ref PublicSubnet
Tags:
- Key: Name
Value: !Join [ "-" , [ "Receiver" , !Ref "AWS::StackName" ] ]
# agentCpuCores list in the AGENT_CONFIG below defines the cores that the AWS
Ground Station Agent is allowed to run on. This list can be changed to suit your use-
case, however if the agent isn't supplied with enough cores data loss may occur.
UserData:
Fn::Baseb4:
Fn::Sub:
- |
#1/bin/bash
yum -y update

AGENT_CONFIG_PATH="/opt/aws/groundstation/etc/aws-gs-agent-config.json"
cat << AGENT_CONFIG > "$AGENT_CONFIG_PATH"
{
"capabilities": [
"arn:aws:groundstation:${AWS: :Region}:${AWS: :AccountId}:dataflow-
endpoint-group/${DataflowEndpointGroupId}"
1,
"device": {
"privateIps": [
"127.0.0.1"
1,
"publicIps": [
"${EIP}"
1,

"agentCpuCores": [

24,25,26,27,28,29,30,31,32,33,34,35,36,37,38,39,40,41,42,43,44,72,73,74,75,76,77,78,79,80,81, €
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3
AGENT_CONFIG

systemctl start aws-groundstation-agent
systemctl enable aws-groundstation-agent

# <Tuning Section Start>
# Visit the AWS Ground Station Agent Documentation in the User Guide for
more details and guidance updates

# Set IRQ affinity with list of CPU cores and Receive Side Scaling mask

# Core list should be the first two cores (and hyperthreads) on each
socket

# Mask set to everything currently

# https://github.com/torvalds/linux/blob/v4.11/Documentation/networking/
scaling.txt#L80-L96

echo "@reboot sudo /opt/aws/groundstation/bin/set_irq_affinity.sh 'Q0 1 48
49' 'ffffffff, fEffffff, Fffffff' >>/var/log/user-data.log 2>&1" >>/var/spool/cron/root

# Reserving the port range defined in the GS agent ingress address in
the Dataflow Endpoint Group so the kernel doesn't steal any of them from the GS agent.
These ports are the ports that the GS agent will ingress data

# across, so if the kernel steals one it could cause problems ingressing
data onto the instance.

echo net.ipv4.ip_local_reserved_ports="42000-50000" >> /etc/sysctl.conf

# </Tuning Section End>

# We have to reboot for linux kernel settings to apply
shutdown -r now

- DataflowEndpointGroupId: !Ref DataflowEndpointGroup
EIP: !Ref ReceiverInstanceElasticIp

# The AWS Ground Station Dataflow Endpoint Group that defines the endpoints that AWS
Ground
# Station will use to send/receive data to/from your satellite.
DataflowEndpointGroup:

Type: AWS::GroundStation::DataflowEndpointGroup

Properties:
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ContactPostPassDurationSeconds: 180
ContactPrePassDurationSeconds: 120
EndpointDetails:
- AwsGroundStationAgentEndpoint:
Name: !Join [ "-" , [ !'Ref "AWS::StackName" , "Downlink" ] ] # needs to
match DataflowEndpointConfig name
EgressAddress:
SocketAddress:
Name: 127.0.0.1
Port: 55000
IngressAddress:
SocketAddress:
Name: !Ref ReceiverInstanceElasticIp
PortRange:
Minimum: 42000
Maximum: 55000

EREEHNNERE, ANEEXHE , LAE AWS Ground Station EZ MK~ A1 elastic network
interface (ENI)o

# The security group for your EC2 instance.
InstanceSecurityGroup:
Type: AWS::EC2::SecurityGroup
Properties:
GroupDescription: AWS Ground Station receiver instance security group.
VpcId: !Ref ReceiverVPC
SecurityGroupEgress:
- CidrIp: 0.0.0.0/0
Description: Allow all outbound traffic by default
IpProtocol: "-1"
SecurityGroupIngress:
# To allow SSH access to the instance, add another rule allowing tcp port 22
from your CidrIp
- IpProtocol: udp
Description: Allow AWS Ground Station Incoming Dataflows
ToPort: 50000
FromPort: 42000

SourcePrefixListId:
Fn::FindInMap:
- PrefixListId

- Ref: AWS::Region
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- groundstation

# The EC2 instance assumes this role.
InstanceRole:
Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:
Version: "2012-10-17"
Statement:
- Effect: "Allow"
Principal:
Service:
- "ec2.amazonaws.com"
Action:
- "sts:AssumeRole"
Path: "/"
ManagedPolicyArns:
- arn:aws:iam::aws:policy/AmazonS3ReadOnlyAccess
- arn:aws:iam::aws:policy/service-role/AmazonEC2ContainerServiceforEC2Role
- arn:aws:iam::aws:policy/CloudWatchAgentServerPolicy
- arn:aws:iam::aws:policy/service-role/AmazonEC2RoleforSSM
- arn:aws:iam::aws:policy/AWSGroundStationAgentInstancePolicy
Policies:
- PolicyDocument:
Statement:
- Action:
- sts:AssumeRole
Effect: Allow
Resource: !GetAtt GroundStationKmsKeyRole.Azrn
Version: "2012-10-17"
PolicyName: InstanceGroundStationApiAccessPolicy

# The instance profile for your EC2 instance.
GeneralInstanceProfile:
Type: AWS::IAM::InstanceProfile
Properties:
Roles:
- IRef InstanceRole

# The IAM role that AWS Ground Station will assume to access and use the KMS Key for
data delivery
GroundStationKmsKeyRole:

Type: AWS::IAM::Role

Properties:
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AssumeRolePolicyDocument:
Statement:
- Action: sts:AssumeRole
Effect: Allow
Principal:
Service:
- groundstation.amazonaws.com
Condition:
StringEquals:
"aws:SourceAccount": !Ref AWS::AccountId
ArnLike:
"aws:SourceArn": !Sub "arn:${AWS::Partition}:groundstation:
${AWS: :Region}:${AWS: :AccountId}:mission-profile/*"
- Action: sts:AssumeRole
Effect: Allow
Principal:
AWS: !Sub "arn:${AWS::Partition}:iam::${AWS::AccountId}:root"

GroundStationKmsKeyAccessPolicy:
Type: AWS::IAM::Policy
Properties:
PolicyDocument:
Statement:
- Action:
- kms:Decrypt
Effect: Allow
Resource: !GetAtt GroundStationDataDeliveryKmsKey.Azrn
PolicyName: GroundStationKmsKeyAccessPolicy
Roles:
- Ref: GroundStationKmsKeyRole

GroundStationDataDeliveryKmsKey:
Type: AWS::KMS: :Key
Properties:

KeyPolicy:
Statement:
- Action:

- kms:CreateAlias
- kms:Describe*
- kms:Enable*
- kms:List*
- kms:Put*
- kms:Update*
- kms:Revoke*
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- kms:Disable*

- kms:Get*

- kms:Delete*

- kms:ScheduleKeyDeletion

- kms:CancelKeyDeletion

- kms:GenerateDataKey

- kms:TagResource

- kms:UntagResource
Effect: Allow
Principal:

AWS: !Sub "arn:${AWS::Partition}:iam::${AWS::AccountId}:root"

Resource: "*"
- Action:
- kms:Decrypt
- kms:GenerateDataKeyWithoutPlaintext
Effect: Allow
Principal:
AWS: !GetAtt GroundStationKmsKeyRole.Arn
Resource: "*"

Condition:
StringEquals:
"kms:EncryptionContext:sourceAccount": !Ref AWS::AccountId
ArnLike:
"kms:EncryptionContext:sourceArn": !Sub "arn:

${AWS: :Partition}:groundstation:${AWS: :Region}:${AWS: :AccountId}:mission-profile/*"

- Action:
- kms:CreateGrant
Effect: Allow
Principal:

AWS: !Sub "arn:${AWS::Partition}:iam::${AWS: :AccountId}:root"

Resource: "*"
Condition:
ForAllValues:StringEquals:
"kms:GrantOperations":
- Decrypt
- GenerateDataKeyWithoutPlaintext
"kms:EncryptionContextKeys":

- sourceArn
- sourceAccount
ArnLike:
"kms:EncryptionContext:sourceArn": !Sub "arn:
${AWS: :Partition}:groundstation:${AWS: :Region}:${AWS: :AccountId}:mission-profile/*"
StringEquals:
"kms:EncryptionContext:sourceAccount": !Ref AWS::AccountId
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Version: "2012-10-17"
EnableKeyRotation: true

AWS Ground Station Bt &
AT NRNEEREE A T,

FREE—NMREREXRIZERERBHEENREY. %£#¥ P REFERRED N Ba R AIRESESR
E  {ERTF JPSS1 EFRERY K EHFETEFZIESTRE.,

TrackingConfig:
Type: AWS::GroundStation::Config
Properties:
Name: "JPSS Tracking Config"
ConfigData:
TrackingConfig:

Autotrack: "PREFERRED"

REBGERE  HREEEL—INTRETTHREERRTIERS  EFEEL T HERBREER
5| AE iR RIEFEAEEHBERRRE,

# The AWS Ground Station Antenna Downlink Config that defines the frequency spectrum
used to
# downlink data from your satellite.
SnppJpssDownlinkDigIfAntennaConfig:
Type: AWS::GroundStation::Config
Properties:
Name: "SNPP JPSS Downlink WBDigIF Antenna Config"
ConfigData:
AntennaDownlinkConfig:
SpectrumConfig:
Bandwidth:
Units: "MHz"
Value: 100
CenterFrequency:
Units: "MHz"
Value: 7812
Polarization: "RIGHT_HAND"
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# The AWS Ground Station Dataflow Endpoint Config that defines the endpoint used to
downlink data
# from your satellite.
DownlinkDigIfEndpointConfig:
Type: AWS::GroundStation::Config

Properties:
Name: "Aqua SNPP JPSS Terra Downlink DigIF Endpoint Config"
ConfigData:
DataflowEndpointConfig:
DataflowEndpointName: !Join [ "-" , [ !'Ref "AWS::StackName" , "Downlink" ] ]

DataflowEndpointRegion: !Ref AWS::Region

AWS Ground Station {E& &/t
AFNBUNEESZSEEAN T,

NEMREZB THEXNEE , RAAEIREESRER. ERSBRERRIAE.

# The AWS Ground Station Mission Profile that groups the above configurations to
define how to
# uplink and downlink data to your satellite.
SnppJlpssMissionProfile:
Type: AWS::GroundStation::MissionProfile
Properties:
Name: !Sub 'JIPSS WBDigIF gs-agent EC2 Delivery'
ContactPrePassDurationSeconds: 120
ContactPostPassDurationSeconds: 120
MinimumViableContactDurationSeconds: 180
TrackingConfigArn: !Ref TrackingConfig
DataflowEdges:
- Source: !Ref SnppJlpssDownlinkDigIfAntennaConfig
Destination: !Ref DownlinkDigIfEndpointConfig
StreamsKmsKey:
KmsKeyArn: !GetAtt GroundStationDataDeliveryKmsKey.Arn
StreamsKmsRole: !GetAtt GroundStationKmsKeyRole.Arn
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FALERER , EBIMETALHE JPSS-1 BRRA , MENFAE LLARRB S EEKE. AWS
Ground Station AWS Ground Station {Z&

LT R —/1NEEM CloudFormation iy , HRBEATHERNMERR , XLEREREAESK —NATA
B &P FERAENR CloudFormation,

#DirectBroadcastSatelliteWbDigIfEc2DataDelivery.ymlA# CloudFormation 4R § 1
L ARPOE T 8] FF #84ZUL Aqua, SNPP, JPSS-1/NOAA-20 # Terra 2K ZLH47 (digiF) g, ©
‘A& — Amazon EC2 34| A AWS Ground Station KB REH digiF B BHEMEN
CloudFormation &R,

MBIREY K KRB F Aqua, SNPP, JPSS-1/NOAA-20 M Terra , 55, HEHTE

(@ Note

A LAME AR AWS EiEih R & F & Amazon S3 1741 , MM ihEiZEHR. AT
HEIZ G A X E % Amazon S3 F# . Edlus-west-2XKERBURTEEH P OIE
CloudFormation 4% K948 B X 15

A, LTHESER YAML, B2 |, #ixE YAML # JSON XFfiE. EFH JSON , EFE
TEER. jsont I F.yml X4 ERZEHRRN,

EFATHER AWSCLl , BEAUTHS :

aws s3 cp s3://groundstation-cloudformation-templates-us-west-2/agent/ec2_delivery/
DirectBroadcastSatelliteWbDigIfEc2DataDelivery.yml .

EXREPSMEILT URL , ATREEHI AP EF N T HULER

https://s3.console.aws.amazon.com/s3/object/groundstation-cloudformation-templates-us-
west-2/agent/ec2_delivery/DirectBroadcastSatelliteWbDigIfEc2DataDelivery.yml

BT LAME A LA T 8532 B 2 E H CloudFormation 5 EE MR :

https://groundstation-cloudformation-templates-us-west-2.s3.us-west-2.amazonaws.com/
agent/ec2_delivery/DirectBroadcastSatelliteWbDigIfEc2DataDelivery.yml
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ZARRIETE LT WL EAb R ?

ZDirectBroadcastSatelliteWbDigIfEc2DataDelivery#EiREFEUATHM AR :

o FEWFRFIHEMENEZEO- (MBERNE ) EREN FRAPRIZEHEMEMKIED ( PublicSubnetldil £
RB#t) ., MERBRAEFINTREFNF , MFEEZXHFM. elastic network interface 5 EIP Bk
HiEEREK A,

o ZUEREHIEME IP- AWS Ground Station FEZEFIAEM IP, XSEZTZWRESSEHISR elastic
network 30,

o LI IP KBz — :

o ZWERRHISEM IP REK-EY IP SR EINEESSHIEYREL ( IR PublicSubnetldRIEE ) » X
EESubnetlds| BB FM,

o BEWS Sl E5EM 1P SCEBRRY 5 M W 4R O -3 1P S 8UR 5 SE {51 58 M ) 4% 88 O Y < Bk
( PublicSubnetldfIREEE ) »

( /3% ) CloudWatch 4l % 25-fF FHBX R AWS Ground Station 85 &% CloudWatch BISE4f %
#9 AWS Lambda BE#. % AWS Lambda BNECR B 30 3 B b 4% 1 A I ER SR

( Ak ) WE#HERRA EC2 BiE-£H Lambda A% A SNS BAIMEBRKRAREL S# EC2 EHIHY
RIFREMIET, EETENR , XUHKFERA , SR TEYNERER.
. HMESHR Hih/NH BT E ( Aqua. SNPP Hl Terra ) BUESHEDR.
- HMRETTHREE—HMAH BT E (Aqua. SNPP Hl Terra ) W RE T1THRE B,

CEZLERFIENENSE, XLESHEZRTUEN AWS Ground Station I EIFERXLET £,
55 FH L 4R AWS Ground Station B , B EEREBCWEETFER, B2 , BB E X LEEE
EiERTENEREG,

B LA R E B R AV EE 2

BIBRART AR E N IERE —EB 0 0l BBl &0, BBEREHIER AWS
Ground Station X MEIE R % AWS Ground Station RE X #im D ZWEER. BXIEERRERL
mHREANEZEER | 85/, AWS:GroundStation::DataflowEndpointGroup& < AWS Ground
Station REMNEZFEELE , HZHH L2 AWS Ground Station 3£ ?
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A BB E

BUTF 3RS 7] LAAS Bh 48 8% )R 48 F At AT BE HE AV [R) @ AWS Ground Station.

F&

« XM Amazon EC2 & IA BiEH Bx R AR 1T EHERR

o RRKMAERR A B

o FRRER R AE R KM A

s BEERABMHERRAWE

« 3B DataflowEndpointGroups K4k F IE & IR A HY HFE
o N ER#ITHEDER

o NARKEMEMEIER B R AR ITHESERR

o« BERRIEN tHFE

¥ @ Amazon EC2 & AT B B R A 1T FE HERR

WMRIEBTERIIFTERAWS Ground StationBk & |, MIFEERUEEA Amazon EC2 R R B EEETT
RN BERAETANARFREBEEET, ?FB_HE"‘E’J?&EB’E?%“*5fﬁﬁ$zfﬂ’]umﬁﬂ§ ‘IE
7:: 8

(® Note
DataDefender (DDX) = B & X 15 H #E Him 2 N A2 F B R BIAWS Ground Station

TR

LTERRBRELELRAIKRE T —/ EC2 instance 3£l, EEAHIRKE Amazon EC2 EHIAWS Ground
Station , BZFE Al 1.

S 1 BWIEEH EC2 KFIREBEHEE
ST A2 B A AE 226 4 P BB 4540 Amazon EC2 SR | HIE R AIRETAREED.
1. RIMFAEERTREHROBRE Amazon EC2 Kl EANTHR :

a. fECloudFormationiZHIERH , EFE T EER Amazon EC2 SLHIRY K,

@ Amazon EC2 535 BUiR VB R A B TR FEHERR 233
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AWS Ground Station AriEE

b. EFERFETF~ , REHEEE ID 5IHKRIEHN Amazon EC2 Kb, FRSIIHRIEKFIRE
EelE,

c. TEYE ID HH | %&#F Amazon EC2 EfH|gv4EsE, X FH®&EE Amazon EC2 BEEZ#IA,
2. 1£ Amazon EC2 BE#Z4|Am , BERENIT S EC2 ZHPRESLFETIRES,
3. MBEHXFIEEZT , BHRERITTI—F, MREBHWXHEEZT , BEAUTSRBIRH :

« 1&$# Amazon EC2 Kflfg , MIERRE > ZHPIRES > B3,

TER2  BECANBERNAERNER

R EEFAAWS Ground StationfCE# T8 IEE M , BEEME “BIEHEERAWS Ground StationftIE”
o, &/, tﬂ%,mﬁﬁﬁﬂﬁm DataDefender (DDX) R FTEF , B4 EE, the section called “S 3 : I
ERERNAEFRRIEEE

S| 3: RUEHERNARFREERS

WUPIRA DataDefender EERIEREE| Amazon EC2 FHISESI, AXREZEINEMEFINEZEAE
B, {52/ Connect F&M Linux 341,

LUTEREMRTE SSH FEFImFEAD THITHERRNLS R,

1. ITHAX RGBSR RE , RAGFEH SSH EEFER Amazon EC2 £4l, #AxZEEHAIKA 80
LAEE DataDefender Web P R H., U TwSERTHWAFEH SSH ESBA TIwRAERXNWEL2
HiZEEE R Amazon EC2 =4,

® Note

BATURF <SSH KEY>, <BASTION HOST> 1 <HOST> Bt W43 EM SSH %47, E2
F B Amazon EC2 = EHB,

XtF Windows :

ssh -L 8080:1localhost:80 -o ProxyCommand="C:\Windows\System32\0OpenSSH\ssh.exe -o
\"ForwardAgent yes\" -W %h:%p -i \"<SSH KEY>\" ec2-user@<BASTION HOST>" -i "<SSH
KEY>" ec2-user@<HOST>
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ssh -L 8080:1localhost:80 -o ProxyCommand="ssh -A -o
<SSH KEY> ec2-user@<BASTION HOST>"

'ForwardAgent yes'
-1 <SSH KEY> ec2-user@<HOST>

-W %h:%p -i

2. BIX#HH DataDefender 87 ddx B IEEEZETHHIZINIT greping ( E ) RIIE ( IR

— =

DDX ) 2B EEETT,

[ec2-user@Receiver-Instance ~]1$ ps
Rtlogic 4977 110
bin/ddx -m/opt/rtlogic/ddx/modules
ddx/bin/ddx.xml -umask=077 -daemon
HttpsForwarding=true

Ec2-user 18787 18657 0 16:51 pts/0

R DataDefender IEEIEIT

THREHETHNIERES

THHEN L TIE A HEY grep (RE ) 5,

-ef | grep ddx

Octle ? 2-00:22:14 Jopt/rtlogic/ddx/
-p/opt/rtlogic/ddx/plugins -c/opt/rtlogic/
-f installed=true -f security=true -f enable

00:00:00 grep -color=auto ddx

, iIEBEZE “the section called “S 1 4 : WiIFENIHIERNARFRE

BEEE RN , #ET -4,
3. FFi4 DataDefender A FTEH .

sudo systemctl start rtlogic-ddx

MREFERAGSRE DataDefender EHEZELT,

BH Bk Ethe section called “F I 4 : WU BRI EIER N

Fﬁiirhusz%§EigEE§” WU .*'F ffo
4. FRAUTHSREUT XM , LEELZENEEN 2B FEEM4EIR DataDefender,

cat /var/log/user-data.log

cat /opt/aws/groundstation/.startup.out

(® Note
KEX Lot RIE

—NELRER ,
&R Amazon S3 R N EZHEXH. MREEBEPFRIIXZ R BATE ,

& Amazon EC2 RHIFFER Amazon VPC &
1ﬁ*‘A§/u\EIJ

EC2 3£6I#y Amazon VPC MZL£ARE , BREIIT 2 LIEX Amazon S3 BYiA I,

MRERE

4 RIFENBREANAEFARBERE .

#: DataDefender By Amazon VPC & B F EEIE(T

. B %Ethe section called “$ B
ﬂﬂ%llﬂrﬂ%%ﬁ’ﬁ: , BB R AWS Support , # K%

BERBHERE B EX

SHI: RIIBERNARFRREEET
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FRA4 . BUFEHNBREANAERFRFAREAEEE
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{
"ephemerisId": "abcl2345-6789-def0-1234-567890abcdef",
"name": "My Invalid Ephemeris",
"status": "INVALID",
"creationTime": 1620254718.765,
"invalidReason": "METADATA_INVALID",
"errorCode": "OBJECT_NAME_MISSING",
"errorMessage": "Metadata field missing: OBJECT_NAME",
"suppliedData": {
"tle": {
"ephemerisData": "[...]"
}
}
}
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D ERIH

B, DETREAHMTERNZERAERLEBERENERY, ZEIETREEERTIEEREFNMNE,
AWS Ground Station F L EEWKBAREHMEENIEENES , NEWMRFEHMWEHE AWS Ground
Station R&IEEMXEHFLAEFELENNE.,

MRBEEZRE NOAA EEWN AR BT EHTERE , WTTEE NOAA T EEREENH LK EHE

RFHRRANEES . ZEEARSFEMITANRERFECHNNER , BREMEHNERF RN,

MEREESECWIERE  RETETHRECHIEZTER , URXLMAXPEZEE AWS
Ground Station, MRBEERTLEMIEEHTIRE  NRESERHETNEENERTRE. &
XEEBENEFTHRENESELR | 55W,. BB HEALM AWS Ground Station £ £/7

AWS Ground Station A

IR AWS Ground Station §HEXRAXMEEUE , M AWS Ground Station 2fFBK RRJRE
JAWS_FAILED. s{AWS_CANCELLED, BXBERA4LWMEABNESEER , B30 7 BHRRALE®E
., BERLERRT , AWS Ground Station JRES KR , SBBBEL EREIENKS , BEF2E
BERR AL T “AWS_FAILEDZ, AWS_CANCELLED” IR%. XEXMERET , AWS Ground Station
RITESRE Healt AWS h ZHIER LA RBFETKSAWEH., BXx Healt AWS h EHIEHRNEZEFER
%2 AWS Health 18/,

BEBRIE N B E

52 A LA 5 B & B 7 I ) Rt 1T R HEBR

I HIRE A

IAM X PREE IR

FER

LA CreateConfig create a B} TelemetrySinkConfig , fR&UKEI—/MEIR :

Unable to write to Kinesis Data Streams stream. Ensure that Ground Station has
kinesis:PutRecord permissions for the given stream
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- FIEEM IAM A TelemetrySinkConfig ¥ B E A Kinesis BIERFT EHNIR,.
- 1AM BEBHEEBERT AWS Ground Station RFRANZA R,
- B Kinesis HIER ARN R EBWHZBIERTEE. TelemetrySinkConfig

BRIRTT B

1. I®E 1AM ﬂ@% Y FEANRER, F&EE 2 5 : 8|2 —/ TelemetrySinkConfig H R FTE & B
#HEBRE

2. KERZA AWS Ground Station AJ AR AZH IAM B :

aws iam get-role --role-name GroundStationTelemetryRole

WIFEER AR E2Egroundstation. amazonaws . comy A {5 R 5 E 48,
3. Wil IAM AEBREEFAEMN Kinesis IR :

aws iam list-attached-role-policies --role-name GroundStationTelemetryRole

BRZBEK S Ekinesis:DescribeStreamkinesis:PutRecord. FE
#Ekinesis:PutRecordstXfR.

4. I Kinesis BB ARBFEER ARN REEH :

aws kinesis describe-stream \
--stream-name your-stream-name \
--region us-east-2

5. MRFEREFEENME , BRI IAM BB 2%kns :GenerateDataKey B EREH AWS
KMS #4H,

PassRole X PR£5 1%

FEIR

AR CreateConfig , BLWE—FRX T ELRUEE IAM B2 IR,
R =R

BWREN IAM AFRAGBAEEN IAM AfKiam: PassRolef B, MENAFRRARRTIMUTE
B -
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{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"iam:GetRole",
"iam:PassRole"
1,
"Resource": "arn:aws:iam::123456789012:role/your-stream-name"
}
]
}

Kinesis 3 M Bl & 7] &

/-

AEAR
B 45 5 R WS R E B R o
REH

+ Kinesis HERNBETELUHEENFHE,
s ZREWREMBNARERFER , SEBE AR,

RRTT B

1. REERRES:

aws kinesis describe-stream \
--stream-name your-stream-name \
--region us-east-2

2. {£R CloudWatch $Etris =B AR

aws cloudwatch get-metric-statistics \
--namespace AWS/Kinesis \
--metric-name WriteProvisionedThroughputExceeded \
--dimensions Name=StreamName,Value=your-stream-name \
--start-time 2025-12-08T00:00:00Z \
--end-time 2025-12-08T23:59:59Z \
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--period 60 \
--statistics Sum \
--region us-east-2

3. WMRRNETR , BER

- PR BREREEXUINEIT R,
. A% ARHIT AWS Ground Station iZl
- MBEFEAMBES , NGNS FHEE,

12 U 4% i 0] &

RB R RENBE

FEAR

FAZEFEENNESHEXHZHBRRE , B Kinesis HIERPTL2ETENHE,
ATRERY R R RN R 5 2

ESEEXHAREAEN

BIUFATBRRANESEEN 4 STEtelemetrySinkConfigArn :

aws groundstation get-mission-profile \
--mission-profile-id 12345678-1234-1234-1234-123456789012 \
--region us-east-2

K&EZtelemetrySinkConfigArnF B H. MRFEE , WESHEXH KRG HE
IAM £ & X BR 7] &

EEFHRH IAM R B FEHER S TRIAM R IR,
Kinesis BIERAFEEIN THIRHN X

RIERRAFETEBHXE

aws kinesis describe-stream \
--stream-name your-stream-name \
--region us-east-2

/BU o
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Bx R ARF 8

BN A NERRTT 1R AT T 4R, BEREBRRANRSKBIERRAREEITH !

aws groundstation describe-contact \
--contact-id 12345678-1234-1234-1234-123456789012 \
--region us-east-2
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PSS

« U5#E Kinesis BIERMFRNEH CloudWatch i8R 2B FET R iEiR.
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- AT ANEBIERHEIT AWS Ground Station 1Z , B EHMNARESEA.

R AR

JSON 47 4Hi%
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