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« Config AWS CLI &#&
- BE API &

IR EREL B

B U ERARSEEXHTHNREEERBERANELANEEZHNEEAEBRE, MEERE—15
¥ : autotrack. autotrack SHAEEFUTE :

« REQUIRED : ZMEREZEZEEB I RER,

« PREFERRED : BZFXNEXEXBH BRI , BMBRER |, MATLIRITERS,

« REMOVED : FRNEMELE B BB RER,

AWS Ground Station A RERE , STEAEIREN , eaBRBROERH#ITIER. BXER
A% T R a0{a AWS Ground Station AR EEFHENIFAER |, F5E,

HERITMES 28 , Autotrack FEAT B RER, —BREXMER , ©REERFEESHNBEHRT
R ERo

Bx{AfEH AWS CloudFormation, = AWS Ground Station API X IRERELEHITIRIENEZEER
ESFEU T X8, AWS Command Line Interface

« AWS::GroundStation::Config TrackingConfig CloudFormation i 7=
« Config AWS CLI 2% ( $MltrackingConfig -> (structure)®% )
« TrackingConfig AP| ¥

RETTRARE

BUERENEAEARETTHEEREE , MEEFETTHEREANRE. efNaF -1 ERE , &
PEET TTREBENERNMER, FTRMRI,

HEERTEFERFHETR. EARNFARBERITHFIL. NZT LR BOBERFERESHE
IP#xX. AXROAEALEENEHFERNESFMAESR , FSH EABER

MRENTITERAPNFEERBARNAERD , FS5H RETTEMBRBEDLE .

BXR{AHEH AWS CloudFormation, = APl M X& FTHEREERTRENEZER , BSENLT
X4, AWS Command Line Interface AWS Ground Station
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-groundstation-config-trackingconfig.html
https://docs.aws.amazon.com/cli/latest/reference/groundstation/create-config.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_TrackingConfig.html

AWS Ground Station AriEE

« AWS::GroundStation::Config AntennaDownlinkConfig CloudFormation 7=

« Config AWS CLI 2% ( ZMantennaDownlinkConfig -> (structure)% )
« AntennaDownlinkConfig APl &%

R&E T TRABEREEE

RETTHRETHOEER MHEEXETRAENNEERE , AR TELHER

M/ R RINIT T ITHERIZM, MEBENBRITXLERBMWERR | H LA HFHB

14=<# aws-groundstation@amazon.com> 5 AWS Ground Station ERABX R, HATEH BHEEE
BB ARSI EREAENESEE X,

WERERRIBERTRT R, EARXNGFMBEBEHTHFAE | ARBAEHTHAMNBLD, Nz
AR E’J%&EHL@.@Demodulated/Decoded Data/IP#&3X, BXRUMMAEAHEEREHBERNESF
MEE , BFSHE EABER

BXRWAGEA, = API N RE& TTHBEREBEERNTRIENEZEE AWS CloudFormation , &
SHELLT X, AWS Command Line Interface AWS Ground Station

« AWS::GroundStation::Config AntennaDownlinkDemodDecodeConfig CloudFormation W 7=

« Config AWS CLI % ( ZM.antennaDownlinkDemodDecodeConfig -> (structure)p% )
« AntennaDownlinkDemodDecodeConfig APl &%

Régk LITEREE

B EREREFEARE LITHEEE , MREFTELTHEBEARNORE. EMNHITEMER, WM
BRAERZEEEES R (EIRP) WHIEEEAK. AXUMEELTERNEER , BSH K& 1T
R EREE.

BRERTHEERTPHERT R, EQNREHNRFLHABFEESHRONELUES , AERERSS
I ERER, REZT QWBETITRFSESHEIP KX, AXMNMAEALEELWERERNE
ZHRMER , BSH ﬁﬁ]?&ﬁum

BxWMAERA AWS CloudFormation, =X APl X XKk ETHREERTIRENESER | HSRAUT
X#4, AWS Command Line Interface AWS Ground Station

« AWS::GroundStation::Config AntennaUplinkConfig CloudFormation W 7=
« Config AWS CLI & ( ZMantennaUplinkConfig -> (structure)ZB% )
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https://docs.aws.amazon.com/cli/latest/reference/groundstation/create-config.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_AntennaDownlinkConfig.html
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« AntennaUplinkConfig API &#&

Réx LT EREE

ETEREREESIFREWANIT LITERER, LTHBEFATATRIEREIMRBNGT ,
AHITHHS RIS, XREI 12K AWS Ground Station X4k ( Bl L1788 ) EHAYSKERES KK
B XREBEFREREAENBBEBRF/INES  AANZEAANESHAEE, LTEHREREES
ELTEBMEEN ARN. REFEREHRIT LITERERE ARN EAH ETEAEETNSH

HRERTEBEBRPHRETR. NMZTRRENBERFSESHEE/IP KX, AXRNAEALEENR
EBBRNESFEARFE , B50H ERAEER

BxEEH AWS CloudFormation, = API X E{T4%% echo BB TIRIEMEZER |, BSRUT
X4, AWS Command Line Interface AWS Ground Station

« AWS::GroundStation::Config UplinkEchoConfig CloudFormation i 7=
« Config AWS CLI 2% ( ZMWuplinkEchoConfig -> (structure)ZB% )
« UplinkEchoConfig APl &%

R REE

@ Note
Dataflow L xR Bl ENX A T S# EC2 £#mEiE , BT M1 Amazon S3 & HEIE.

& 0] LASE A B3R i i = B B SR 4B B Bk 4% HA 18] M B i v = 4 PP Y TR BRI T I TR A BT [ BN B R
iR, BERBLEENHNSREERERB LN BHRANXE, MITHKRAR , AWS Ground
Station 29 MEEENESEEXHHZHE AWS REBRKE —IMEERELYE , ZETSESE
BEXHHPEENBERRREEFREENERERRS. URKE TEENBERBSAE , MEKRR
AFER “BitR)” , BNFERN FAILED_TO_SCHEDULE, BXxBRATRNRSHNEZER , FS
EAWS Ground Station Bx & AR

BIERIm KB ER dataflowEndpointName & 118 E Bk 4& HA 18] M BUE 7 im A P B9 BN B R i =
TRAZTR A AN EIE R R o

dataflowEndpointRegion B EEHERIE LAENXE, MREEHHFERKLHET REES
BET X, NafEEEXEH AWS Ground Station EERBIERKRT R. MRKEEXSE , AWS
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Ground Station NERIAJ Bx R AR E VA XiH. MREN BRI/ XEERENHEGKIERE ,
W ZEBEWAN BEX BB FEERRE. CAREREXEXBRERNESER  F5H.

BXREBFEREMA AWS Ground Station HIERAL i T LA RE & B ROAEERH A ZHAETR
FSH,

BRUNAEALEEMERBERNESFAGE , FSH EAZER

BXRUOMAER. 2 AP XNBERG[EEHRITRIEFNEZE S AWS CloudFormation , i§ZF T X
¥, AWS Command Line Interface AWS Ground Station

« AWS::GroundStation::Config DataflowEndpointConfig CloudFormation 7=

« Config AWS CLI 2Z ( $MldataflowEndpointConfig -> (structure)&B% )

- DataflowEndpointConfig API &

I 5#h S3 % & Config

(@ Note
Amazon S3 iEXEENRAT AL S E S3 EHHdE , THTRL D EC24& ki,

BRERTHEBERPHERT R, ZTKFREBFERET KEEABIEEEES pcap HiEH. HX
MAERALEENEHRERNESHAER  FSR EABER

B LAER S3 IEREBEREEEN TTHELEUREANGBLYEERIEF Amazon S3 .
LTHREE T AXRXESHHREMFMHESR

« Amazon S3 F B B FSMEL aws-groundstation F i,
- IAM AEXTHEEERE , LAY groundstation.amazonaws.com RS EHEIEBZAR, &

X, BZRTEHNROEEREHS. EREVNEIED , HERIR ID FFE , EERBSLIM
FRES (*)RE , your-config-idHA B UECIZEFERAERERR ID #HITEH.
TEIEERRE

BEXUNAEMACHEERBNESER , B2H IAM AFEEPNEE IAM A6,

BE 16
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https://docs.aws.amazon.com/cli/latest/reference/groundstation/create-config.html
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{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "groundstation.amazonaws.com"

iy

"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "your-account-id"
1,
"ArnLike": {
"aws:SourceArn": "arn:aws:groundstation:config-region:your-account-id:config/
s3-recording/your-config-id"
}
}
}
]
}

- 1AM BEXFHEE 1AM policy , AR FIZB BT FEMINIT s3:GetBucketLocation AKX
EFHERBITRINIT s3:PutObject B4, R Amazon S3 FRBIMEFHIBEREE , NiXFMHBEREE
BEATAY IAM BERITXLERE, BXTb , BSATEHNRIIACERIED .

bRk

BXUAEHFBIMMNACKBNESELR , H2H IAM AFEEPHNEE IAM K,

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"s3:GetBucketLocation"
1,

"Resource": [
"arn:aws:s3:::your-bucket-name"
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]
iy

{
"Effect": "Allow",

"Action": [
"s3:PutObject"
1,
"Resource": [
"arn:aws:s3:::your-bucket-name/*"
]
}

- R SSHENRITEFEATNR. BUNEEMENBHAHTER , IEENERIKRAFAGE
HEVMRIE R, Bl , AR {satellite_id}/{year}/{month}/{day} B K HERFRX
LlEyE Y fake_satellite_id/2021/01/10

Bmm k4 - {satellite_id}{config-name}| {config-id} | {year} | {month} |
{day} |

B EH AWS CloudFormation, 2% AWS Ground Station API X} S3 F&lft B ITIRIENEZE
B ESELLT R, AWS Command Line Interface

« AWS::GroundStation::Config S3 RecordingConfig CloudFormation J&

« Config AWS CLI &% ( Zls3RecordingConfig -> (structure)Zpa )

« S3 RecordingConfig API &

5 AWS Ground Station 2B &Kk S48

Dataflow if REX T EHFLHERRHARDIRARNREHENMLE. FEREERT RERENGER
LimT AN - EN, EEATEIRSIMBERLHETR , IRRFETKPLREENLITT [LERA
DESRBREP—EER. fltn, MRRFFEM=MALHBERRRAKEBE , WENEERIRR
A Fp AR =Nis R SRRV S EC B S A BV BURE T i U B B AR R B

BIRERELRT RA 18


https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-groundstation-config-s3recordingconfig.html
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® Tip
RMITBRRAN , BERiERBHSEEN BRI, SEEHREBNKFPFRSLRHE—, XA
WEAEENESEEXHETENEENRE FERNITZSNEM, REHE—HAEFGHE
BEZETHMHNIE , XUEL2RER. Er i@ LY R Dataflow i RARE , LERNENT
EEEMENBRARTSHKRAKE,

HHFERLHTRAPHN —IRSINRRERTENBRER | EZRKREHRBNARTIURE, &7
LERHITENERE |, BXERELMNETBDHEERRSLAEPHIT,

/A Important
BIE RIS QLA AL T HEALTHY RS |, FTEEA TR HEERSE ., BXRUAXS AR FHEALTHYIRAS
HBIEBRAHT REHRTHREDSRNEER , HZH. HEBR DataflowEndpointGroups 74k F1E
IR K HE

BX{AIEH AWS CloudFormation, = APl MEBARALHET SARITRIENEZEER |, BSHEAT
X4, AWS Command Line Interface AWS Ground Station

« AWS::GroundStation::DataflowEndpointGroup CloudFormation & jJR3<

- BERARTRESE AWS CLI

- BIFERIESA APl S2&

BIERLIRT K

BFERAIRT RANKRARBERLRET K. BERHIJBMMRE . AWS Ground Station IR ix <
MBERFS. N TXAHLENRR , LFELIE dataflow s [REZ BT R ( Fl0 1P it
) o FEABIERAREHBR dataflow i QKB LUK MR EXIFEHHVEW , FSH,

MTETHERT R FNimRRE,
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/A Important
BAMBERART REATPHAMEREREAMSAETE—KE, BFEER—NEAFFHAWS
Ground Station {XE % 25 Dataflow i SBEE R, NMRENASEERPRBPLIHET R,
N AR SRR G E LI dataflow Ik 2 4H

AWS Ground Station 1S ¥ i &

AWS Ground Station X2 % = £ 58 AWS Ground Station REBERN A AHREL LERE, HEE
ETTHREY 50% MHz W FESHIER , BFEHA AWS Ground Station REHERKR. E
F41& AWS Ground Station {ELiHT R , BRFEEFTMWAwsGroundStationAgentEndpoint
EndpointDetailsFZ . B> AWS Ground Station RENEZELR |, HSRTEKN (AWS Ground
Station KEHFIEE)

AwsGroundStationAgentEndpoint HA T AAHR :

« Name-BERBREN. EFRRAACALBERES , LEMSAASLNBEREL/EERFERAN
EME R,

« EgressAddress-FATMREH HEKIEN IP FMim O ik,

« IngressAddress-A T H&HIEEZ ANREWN IP MmO ik,

BERmS
Dataflow Endpoint fE A M &R AREFEN BREH B REILERE, YEEE HITHBRBFZEER

B, T1T8ELT 50% MHz NEIFESHIFER T TR HR/MHMBNESHIER | 1§ A Dataflow
Endpoint, E#J# Dataflow Endpoint , BFEEEFTEndpointMSecurity DetailsFER,
EndpointDetails

Endpoint A TRARAER :

* Name-BERKIAB. BEERRAACALBER RS , KBBSASENGERE[EEFERAD
B IEL,

« Address-fEFARY IP Fix O bk,

SecurityDetails HATAREARK :
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« roleArn- AWS Ground Station fFBEEZK VPC FEI2BMEMNEEND () WARNITZHERS
# (ARNENIs), &1 ENIs 7 ZBx R H B 7R =& S BV B 9 A O F#a HH =

« securityGrouplds : MiNBIEMEMKXIEONLT LA,

« subnetIds- AWS Ground Station A BERKE 38 14 P £& 452 O LA [ BBV SR B KX TR TR BIR, SRS
ETEZNFR , NXLEFRAMATLUAEERB. MREFRUTARRNTAKX (AZs) , NAger=45B
ARAXEBELE A,

22 %) roleArn B IAM BEXMIFHFEERE , LT groundstation.amazonaws. com fRSE
HERAZBE, BXRHl, BZHTHEHNTAGEERBRIS. ToBESHE , WRRR ID AFE ,

UL EEREAAERES (*) KE, your-endpoint-idiX A AERIEE#HTEFUERIELER
ID , N EERIEHEERE N ZIFENBERESL,

IAM B&X4MEH AWS Ground Station A FiIZER IAM FKE& ENIs, BXRHI , BSH THEHN =64
BRI D

REERE

BXUAEHRACHEERBNESER , H2H IAM AFEREPNEE IAM A6,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "groundstation.amazonaws.com"
1,
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "your-account-id"
I
"ArnLike": {
"aws:SourceArn": "arn:aws:groundstation:dataflow-endpoint-region:your-
account-id:dataflow-endpoint-group/your-endpoint-id"
}
}
}
]

BRERLHTRA 21


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage.html

AWS Ground Station AriEE

}

R B R

BXUAEHBIMMNACKBNESELR , H2H IAM AFEREPHNEE IAM K,

{

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"ec2:CreateNetworkInterface",
"ec2:DeleteNetworkInterface",
"ec2:CreateNetworkInterfacePermission",
"ec2:DeleteNetworkInterfacePermission",
"ec2:DescribeSubnets",
ec2:DescribeVpcs",
"ec2:DescribeSecurityGroups"

5 AWS Ground Station 1t

AWS Ground Station X2 EEEER £ AWS Ground Station Bx R HiEI U ( T8 ) B RHHFE
R (digiF) BxiE .

ITHERR

R

Ch

1.

A BUEEEF A BIE AR R I

b EC2 SEfEMBUE- I IEA RGN AN EC2 4], HEEER AWS Ground Station ¥,
MRBEEIRFEMWEELE |, NIEFEDT, BX EC2 BEAHMNER , BSRAMEANE
iy

[0 S3 FEMMEMEBIE-0 AWS S3 FHFERNBIETEHEE AWS Ground Station, B S3
BIEEARNEER , BSR FHRER 88,
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FRBELCMENHEEZLNE—H AWS BR, BIUEIFEH CloudFormation K812 AWS &R |

DR aI SN, HEBENTE Y, S BRRARGEMD EC2 F S3 AAMIE , EFgRENEMELIE
iz,

TRERTEARBHENTLS (SDR) SHELUEITEEM AWS Ground Station K&k X &/ EC2 38
By digiF BIER.

] RE Custormer Receiver
n Slgnal EIP E SUSRISE RN
Public
AWS KMS Key Encrypted P Dedicated Agent CPU Space Egress Address

Forward-Error-Correctad i UDP Socket
(FEC) r AWS GS Agent

4 DiglF
. o Dataflow . DE'.) Aw«: roundStationAgentEndpoint
ansmit ——+3 UDP i Listener (e.g. SDR) Dataflow
DiglF Dat ch = t 2 Ingress .
ms T3 Port
Range =l :
. i Jopt/aws/groundstationdetes
> aws-gs-agent-config. json

HER

EXEZEMER , HSHTEMN (AWS Ground Station (REHFIERE) .
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Tt 98 1E

EFRZE , BRZABFNWESREE S, AWS Ground StationEXEZELR |, HSH 0T AWS
Ground Station i& 4k,

LA 2 AWS Identity and Access Management (IAM) B RIESSBRUREEENNR, REELINAE
&, BAUFHERITERSRE,

SEMEREL AWS Tk
MBHEE AWS K, BB T SERRAE—N,
I AWS K

1. $TF https://portal.aws.amazon.com/billing/E A
2. RBRELMNHBRE,

HEEME , FHEIBEENRRIEE  EREAREREHA —NRIED,

HEOEMET AWS IKF |, IR BIZAWS IKFRAF —1 RASERGRIZKS RBFRE AWS
RS MRF. ENREREIEK , FAAFIERERLRANR , A ERERARAFKKTEER
AP R BRNES

AWS FMEREEKE BB RE—HEIAB T4, BB a1 hitps://aws.amazon.com/H & #F
“BAKF” , E5EYINKFENHEBRENK,,

SIZEAEE T EXRAYAH S

AEME , BRIPEHNESE AWS IKF AWS kPR AP AWS IAM Identity Center , S AH SIEZEEH
P, XEERT 26 root BFHITHEES,

R IREY AWS T 7= 48 A 7

1. i%&#¥ Root AF H# ALK AWS K BFEfHtiit |, UIKFFAIEEN BB E SR, AWS
Management Consoleff T —R L , # AR H,

ERIMEABRAFRERIENEE |, B35/ (AWS &% AF#ER) HH Signing in as the root

usero.
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https://console.aws.amazon.com/
https://console.aws.amazon.com/
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2. RENBAFPBRZESHRIE (MFA),

BXRUEHA , FSEIAM BFREETHN AWS K- RAFSEAEL MFA R% (BHE )

CIREAERERNRNAF

1. J3 A 1AM Identity Center,

BXE |, BSE (AWS IAM Identity Center FiF1E§8) ##Y Enabling AWS IAM Identity
Center,

2. £ IAM Identity Center 7 , FAFP R FEEIH RN,

BXEA IAM Identity Center B & N S RNHE , 25 (AFIERE) 1AM Identity Center
B A B9 A BRIAMREELEAWS IAM Identity Center F P 17 R4 BR

UERERBRNRNAFSHER

- EFRER IAM Identity Center AR H 46 E% , BFERAEE6Z IAM Identity Center A P B &I%
B SR B B T R 44 b 1k Y B Fe P Ak

BXMEH IAM Identity Center AP 2 ZH#HE , B HAWS 2% AP EEFHER AWS iHE)]|7]
o

77 4R BR 40 Bic 4 EL At A P
1. f£ IAM Identity Center 1 , B —PMXRE , ZANREFEE R A RIKAXBRAY R AEMWE

BXRUHA , BHSHE CAWS IAM Identity Center A $ER) F#Y Create a permission seto
2. HNARSEE—ME , RAERNZEDEE L BFZIFRNE.

B , H30 (AWS IAM Identity Center FAF#ER) ##Y Add groups.

RNIEH AWS Ik F %0 AWS Ground Station R

EETEEEE R AP AWS Ground Station WIER TR , BEESIE — MR FNFEM INEEH
AWS Tk,

1. &% AWS Management Console F#3TFF IAM 2% &

RIZE AWS Tk 7 7850 AWS Ground Station X R 25
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https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
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https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-started-create-a-permission-set.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/addgroups.html
https://console.aws.amazon.com/iam

AWS Ground Station

RAriEmE

2. BIEFREE, ERAUTIR
a. HESMBERTRERE A RGEFIRRE,

b. £ JSONEWM+e , FHLUTEZ—4%E JSON, FHAKE

« ¥tF Ground Station EENPR , FHEERE N groundstation:* , I RFAR :

{
"Version": "2012-10-17",

"Statement": [
{
"Effect": "Allow",
"Action": [
"groundstation:*"

1,

"Resource": [

"y n

}
]
}

o XWFRIFNR , ERHRMEIRE N groundstation:Get*, groundstation:List*

groundstation:Describe* , #1 FFR :

{
"Version": "2012-10-17",

"Statement": [
{

"Effect": "Allow",

"Action": [
"groundstation:Get*",
"groundstation:List*",
"groundstation:Describe*"

1,

"Resource": [

nin

HY N AR FHY JSON,

RIEHY AWS K 7550 AWS Ground Station X R
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- NTBIZRESMRIERSEEM , B9 “B%E" RE N g roundstation: * , FF Condition /
Bool & &7 aws:: true , I FFI7R : MultiFactorAuthPresent

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "groundstation:*",
"Resource": "*",
"Condition": {
"Bool": {
"aws:MultiFactorAuthPresent": true
}
}
}
]
}

3. & IAMEZFIEF | FECER KM MBIFAFERS.

BXIAM AP ARMKRENESER , F5H IAM AFEE.

EIDE

FEEHA AWS Ground Station E— NS T RNERE | SEHIEWE, HFRKIE, MEFA , UAkE
RANiR, EEBELITHRZDHIL (NDAS).

=ZF AR ER R

BEHFARE—NFHHRE , FTE7E AWS Ground Station 4|8 TTHEHMN “EEMER” BoKE. UT
iR T BN,

1. BEHZANAWS Ground Station #t R TR ELME ERERF S B TTL BINRIFL,

2. EFBRNENTIEFHA AWS Ground Station , & & 1% B FHB
f#<# aws-groundstation@amazon.com> , HEMAREWESHNEEER , SEENEALR
. FTEMMER, DENKSNERASNE, EENREXRBEURERSITRIFERER AWS
Ground Station 2= XXBERE T E

NEEE 27


https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction.html
https://console.aws.amazon.com/groundstation/home#resources
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3. BHHREBEZIRKMAAES , AWS Ground Station FEZLITXFEANKE SBFFLREITFT, Lt
HIRAVIFEL AT B R R 3 S AMEA BT ER TR

4. FREHERS K EHNIE2FARNEEER, AWS Ground Station J5F 6] 48 & 3% 3 5 Thi@E &,

(% ) HELE

ARG, BUEEEIERXPRIN—NERN , LEERMHBIREE, /8 ‘BKREA” THEKN , AWS
Ground Station B H|AEB ERAFPENNW I EZME K Norad ID, EREEZMAUEITXNER
ZERERNTIE, Nk, IRERAFE,

¥ri2 AWS Ground Station T 2 fJLUBE /R X ERE APl #1 AWS CLI siEAR—1 AWS REK. SDKs
ISR N B a{aE A AWS Ground Station CLI #5122 #2 2 Aqua ( Norad ID 27424 ) . us-
west-2

AWS Ground Station CLI

AWS CLI ATLAAk 523 B AWS Ground Station, £ AWS CLI EHIFIEEEZH] , XITUHEAT
AWS CLI & R%EH -

- R AWS CLI BR%., BEXLZENEE AWSCLI, 2R %% AWS CLI FRA 2,

- BIR AWSCLI CEBE. BXEEBNES AWS CLI , iEZEEE AWS CLI M 2,

- FEEANEERBEMEZIEREEZH AWS CLIEFHIXHF, BEEXLERENEERRENEE
&1 AWS Ground Station BxR A AWS CLlI, BEXREFRENERRENESER , BZAEREN
FREXMHRE,

BB HOEERE AWS CLI , E& AWS Ground Station CLI Sf oS Z R H , BT HMNS®
T EALLRSE , B8 AWS CLI iR &H , HESSEM LA Zgroundstation AWS Ground
Station AIEEEFEANRS. HX AWS CLI s TEWNESEER |, B2 W AWS CLI TEH M &® T4
o, TEHRMT —NROIGSEM,

aws groundstation <command> <subcommand> [options and parameters]

WEIE

B, BFEERNERICHIZEN ARN, XATLUER AWS C LI HE5IRT E APl R !

aws groundstation list-satellites --region us-west-2

(Tik ) MBEE 28


https://docs.aws.amazon.com/whitepapers/latest/tagging-best-practices/what-are-tags.html
https://docs.aws.amazon.com/cli/latest/reference/groundstation/tag-resource.html
https://docs.aws.amazon.com/cli/latest/userguide/install-cliv2.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-configure.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-files.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-files.html
https://docs.aws.amazon.com/cli/latest/reference/groundstation/index.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-usage-commandstructure.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-usage-commandstructure.html
https://docs.aws.amazon.com/cli/latest/reference/groundstation/list-satellites.html
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BT LR CLI s SRR R BT LT REMN i

{
"satellites": [
{
"groundStations": [
"Ohio 1",
"Oregon 1"
1,
"noradSatelliteID": 27424,
"satelliteArn":
"arn:aws:groundstation::111111111111:satellite/11111111-2222-3333-4444-555555555555",
"satelliteId": "11111111-2222-3333-4444-555555555555"
}
]
}

REEERICHIEE |, H12T satelliteArn, HRIEH —NEZFESEME , REFIF API FEXHE
 ARN , M5I&RTDEREE ARN E2HMEN, BT—FF , BNZERAEFERIREMXE (7
RERELZFNXE ) R B ARN. XN TFIZRH , RIVHER us-west-2, WWRERE , ARN FM :

arn:aws:groundstation::111111111111:satellite/11111111-2222-3333-4444-555555555555

arn:aws:groundstation:us-
west-2:111111111111:satellite/11111111-2222-3333-4444-555555555555

NTHEEHAEPERIERN , DEXFAE - “Name" iiZENER. WA, ATERNEANRE
AWS CLI , Rt A E A RBHIX 5| SR 1TH L. IREFRLUT -

{\"Name\" :\"AQUA\"}
ETE , B BAFREERE API RIRCEE, XA EUH AWS CLI X#EHHHERTR :

aws groundstation tag-resource --region us-west-2 --resource-arn
arn:aws:groundstation:us-

(Tik ) MBEE 29


https://docs.aws.amazon.com/cli/latest/reference/groundstation/tag-resource.html
https://docs.aws.amazon.com/cli/latest/reference/groundstation/list-satellites.html
https://docs.aws.amazon.com/cli/latest/reference/groundstation/list-satellites.html
https://docs.aws.amazon.com/cli/latest/reference/groundstation/tag-resource.html
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west-2:111111111111:satellite/11111111-2222-3333-4444-555555555555 ~-tags
1 {IlNamell : IIAQUAII}I

SERLLIRER | G REB1E AWS Ground Station 24l 5 FFR RN B EIRENEH.
ERTENE#RH

NREERDENEH , WREFAERA “Name” B BXEATZE ARN A tag-resou rce , BT
HRERFERARENEIDNT, XFEFNERICHERFAPERTEH. AARANT :

aws groundstation tag-resource --region us-west-2 --resource-arn
arn:aws:groundstation:us-

west-2:111111111111:satellite/11111111-2222-3333-4444-555555555555 ~-tags
"{"Name" : "NewName"}'

MBEREENET
A LAE A untag- resource API iR NI B 2R EMN B, It API FEETERICAEXEHNIE ARN 2L
RAFCFATR. XNTEH , FRICHA N “Name”. £H AWS CLI A% APl B RBIT TR :

aws groundstation untag-resource --region us-west-2 --resource-arn
arn:aws:groundstation:us-
west-2:111111111111:satellite/11111111-2222-3333-4444-555555555555 ~--tag-keys Name

NETBDE

BRTEMECHIEN , EETUREEAIKNLAHT BIESN  SETERHALNTFHRINTIT
HERIBERE, XS AWS Ground Station BERB SEF TTEERR R HIX &L T EWEIE.

(® Note
BRTEES ETHRERIIXET E, BRREERATLTHRN TTERERFRE,

AWS Ground Station X#ZFH AL TEE L TN THRBE R BHIE

* Aqua
SNPP
JPSS-1/NOAA-20

 Terra

NHETTEIE 30


https://docs.aws.amazon.com/cli/latest/reference/groundstation/tag-resource.html
https://docs.aws.amazon.com/cli/latest/reference/groundstation/untag-resource.html
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XETE—BEY , AT AMEMERT. AWS Ground Station 44 T F ZMEER AWS
CloudFormation #1R , MEERW T BEAIZRS . F5H E X & R~ 5lE* AWS Ground
Station I{AIE A =B |, ESH,

BERAXLEDTERELZANBEMENEZER |, B5SH Aqua, JPSS-1/NOAA-20 #1 SNPP B K
Terrao

MR BB RBERE

BULAIELNBFEEREARASINRIER. RECHIENAM , BURFEE-—FIFMFHE
B, BZEFREAVFLFRAN LITHBUARETNRT TTHKRERE RPBECRENZBETMN
R T ATEERRIRE,

RIUFELR

FHFEERBWE Amazon S3 5 , BB ZBFENR TS ERBEEIK S FH Amazon S3 F#EE. RHIBKE
BRI SIR (pcap) XHWFE R & , UATFHREBIBEBEREIREENTLSB (SDR) |, HE
M pcap XA RHAHEHRTLE, HREFEHRBBREHRIER | 5 30 B0 pcap X H4EH
ZIEW Amazon S3 7 , UEEKRSHEFZEMNGERERE. WEKES , EUUEABCEH
RA B RS H Ath AWS BRSS (4120 Amazon A SageMaker | 5 Amazon Rekognition ) R4 %k
. BIBEME Amazon S3 UEATMNENEETEHEIE ;| T EFHIEM Amazon S3 L& FEHNTE

2 o

EUH AWs Cloud

hi

5

Satellite AWS Ground Station 53 Bucket

EFRHLRE , BEERNBIE— Amazon S3 2 AWS Ground Station , LAENHFEELXE, &
T—%h | SBEFEEET—SF 8|2 S3 Recording Config. B <1788 7 B9 BR HI LA K Il 35 /& 3 44
FEANGEAE , HZ5H. LS# S3 FF Config

MUEHBIERBEHRE 31


https://aqua.nasa.gov/
https://www.nesdis.noaa.gov/our-satellites/currently-flying/joint-polar-satellite-system
https://terra.nasa.gov/

AWS Ground Station AFEE
BBz e

B NHEAMEN S EC2 , BEBRRAABIEERANRHESNIT 5% EC2 X4, &oJLAfE
Amazon EC2 %ﬁﬂt%lﬁ&bﬁ;&ﬁ , AT LA KBRS TR AL,

EFARSKRE , BEEREMNEBLEN Amazon EC2 E£4l , HBIE—NHZ/ Dataflow KixT
R, ERESRK Amazon EC2 3£l |, FZRIEERNELE Amazon EC2, ESIZERMN Dataflo 7 =y

4B EFSE, FH AWS Ground Station ZIERA R T A

MREEANRRERGREE , N THRER T BERE,

AWS Ground Station
! Antenna Region i ' Customer VPC
E Customer Receiver

Slgnal 3 > — » Dataflow
[F | endpoint
application

Satellite AWS Ground Station | Elastic Network Interface

*End to end data connection is established and maintained enly during the scheduled
contact duration.

LLTERTHEA AWS Ground Station {IEE & Bt Y BEESBE,

Ant
1 RF
~ustormer Receive
ﬂ Slgnal EIP E Customer Receiver
Public
AWS KMS Key Encrypted P Dedicated Agent CPU Space Egress Address
Forward-Error-Corrected -

egion

UDP Socket
{FEC) f AWS GS Agent DlaiF ki
o Tx Dataflow = " Dlgla AwsGroundStationAgentEndpoint
El ransmit - % Uupp : > 1 Listener (e.g. SDR) Dataflow
DiglF D;;‘.afluw = =2 Ingress "
i Port
Range € .
A g i T— Jfopt/aws/groundstation/ete/
B aws-gs-agent-config. json

BIER S

BSNHSE  FELEREERETIE, BEKARUK IAM, Amazon EC2 1 Amazon S3 ®iR. T

WEBES | BECEFESBSEHM AWS Ground Station BLiE

GEZ ¢t
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HEEREE

EOENFE T RESEFEREIMNNEIMERER, FAL-THNEE , BFUEUTHSZE
i

« W5 S3 FF Config- ¥ IEE M EEH Amazon S3 F iR
o BIE R S E - IEA B2 H Amazon EC2 =4,

DEBRE
D EBES AWS Ground Station 1A EEMNEEBERE X, BHsIAEEEFRENEEINHIE,

- RERE-REFEMBRNANERRITVERENRET. XEHEESBRALAEN.
« RETTHRAEE-RERFCHFIMBE.

« RETTRBBERDEES -1 AR E M50 558,

« REETERRRE-FRE LITREIENIE,

- REELTEBEREEEE LTERESBENERE,

BIBESHRE

BEE-SHHENEE K SCEBETIMAREIEURSTIEBENARLN, EHTRP , 8F
ME-IMRSMESEEX . EFEEXHRIFARNEBCEANTHTN , RETUAXNERTIT
X MEBRAE,

BXBEHSH , 5% AWS::GroundStation::MissionProfile CloudFormation & ;RIS &

1. MABAMRHNESHEN. XEEUTURETHREEREPNFERER. #la0 , satellite-narrowband-
emergency-operations 31 R 5 B8 jd i) 2 7 £ K A T satellite-wideband-narrowband-nominal & 2%
£ , M| AT BEH- operations # a.

2. RELHWRIEREE,
3. REJPAMTEMAK, XEETUREZENRRALBEENESER,

4. %iEH FstreamsKmsRolefE & I 12 i & BB A streamsKmsKey M, XA FAE AWS
Ground Station B IR

5. REZHNHBER, FRLEL-SHBRNEEIRBERATEENERES.

HiEEARE 33


https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-groundstation-missionprofile.html

AWS Ground Station ArfEm

6. [Wk] REBISMNENSHNEMEBLNE (M), XATOAIERRAZHNMZERXEENKRR
AWEH, ESEFHZEH AWS Ground Station SEHEFL THEEZER,

7. [FIE] BRI UM EES BB R, XL AR UERES XX 2 EWESE B X 4.

BUNSEZESREXHEE RS , REF - LEEENEE.

THRREL R

BRECEZMBTHIRIENBTRNESEENH  RUNLHRRAFAESIEBET. AWS

Ground Station

BALBESUAT AR —RHERKR ¢

o 1&IAWS Ground Station &,
« AWS CLI # r eserve-contact i5 5
« AWS #i+F X T EHA, ReserveContactAPl,

AXx A AWS Ground Station IREFT 2HE AR MMAIERAXLEEENER |, BSR 7 #Em AWS
Ground Station T E EHIE.

AWS Ground Station 43 7 ZTHE B/ AWS CloudFormation 18 4x |, SAE E 2\ it FF 146 A 1% BR
%, FEEESHEE R BIHE>* AWS Ground Station ZNAIERK KA , FSH,

A1 3B ¥ = R 3T SR IE SR M AP IR (45 R 0 R R FN R 5D 2k 3E AWS Ground Station SFEUR T BN ERB A, LA
TiEESCETLURBIA T #f — L0 AR IEIR

« {£/A AWS Ground Station Amazon S3 ¥#E& H i 17 B ah i IRWM ( REHKEX GitHub Zi& &
awslabs/ aws-groundstation-eos-pipeline )

. FAELVLT EMER AWS
o BRI EEAH AWS Ground Station : F{A[IES:

« A d@@ igiF AWS Ground Station WideBand #1 Amphinicy Blink SDR ( JA K #8< BY 77 & EE aws-
samples/ ) HESHHEMN T EEIE T 178532 GitHub aws-groundstation-wbdigif-snpp



https://console.aws.amazon.com/groundstation
https://docs.aws.amazon.com/cli/latest/reference/groundstation/reserve-contact.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_ReserveContact.html
https://aws.amazon.com/blogs/publicsector/automated-earth-observation-aws-ground-station-amazon-s3-data-delivery
https://github.com/awslabs/aws-groundstation-eos-pipeline
https://aws.amazon.com/blogs/publicsector/virtualizing-satellite-ground-segment-aws/
https://aws.amazon.com/blogs/publicsector/earth-observation-using-aws-ground-station/
https://aws.amazon.com/blogs/publicsector/building-high-throughput-satellite-data-downlink-architectures-aws-ground-station-wideband-digif-amphinicy-blink-sdr/
https://github.com/aws-samples/aws-groundstation-wbdigif-snpp
https://aws.amazon.com/blogs/publicsector/building-high-throughput-satellite-data-downlink-architectures-aws-ground-station-wideband-digif-amphinicy-blink-sdr/
https://github.com/aws-samples/aws-groundstation-wbdigif-snpp

AWS Ground Station

RAriEmE

AWS Ground Station 1t &

AWS Ground Station 12 £ Bkt LML | B4BFATHY AWS ERi% i XIH S EKRME, &0 LUMEM
TEP AWS RigFENXENVENER, XS/ ERBIEN AWS X,

AWS Ground
Station Locations

ERMEGZEN AWS X5

AWS Ground Station £ kM KX TIEERERUEBEFES 2 FBER AWS b X Y b [H 34 i <o

& iE

AWS FF & T EE ListGroundStation i R # REF R R E A5 R, tEIGUBER TR RM TR

™, ESMER BRI HEL, F

Ground Station

=L
ey L A 1

B2k 1

SEARER , HENTEFNTERF T,

Ground Station AWS X & R AWS Xigi{ 55 X

&

EEMETMMN  EEEZ (HE  us-west-2 EERRFA N FEA
RN ) AWS X1

Bk 7R (BA) me-south-1

ERBEEVEN AWS XiF
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https://aws.amazon.com/about-aws/global-infrastructure/regions_az/
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_ListGroundStations.html
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RAriEmE

Ground Station

=1
=

Dubbo 1

# 03 1

HT S RE 1

AWS Ground Station X1%H AWS X1

Ground Station
B

FIEFER
AR A E

XEERR

EEHEZEM

EEBRHRM

BN ZEMEN

i
HEER

AWS XiF&

JEM (FER)

AKX (&
JE)

XEED (RY
XM )
RRMt X ( ZR
=)

XERSP (B
M )

S

XEES (HY
XM )

RN (&
)

LA (&

)

EAHX (Fn
)

RN X ( HifE
HRE )

AWS X

af-south-1

ap-southeast-2

us-west-2

eu-west-1

us-east-2

us-west-2

sa-east-1

ap-northeast-2

ap-southeast-1

eu-north-1

=

KRR TEAD
AWS X1

KERAF T HEA
AWS X1

KERAML T HEA
AWS X1

Ba LB AWS BT AT EAmH KN AWS XEH AWS Ground Station 124l & 12 (3 F &L
BEKR A, BALELRT QMEEFLES ZFHXiE & EXBRAWS Ground Station £ i1 &

AWS Ground Station Z## AWS X1


https://docs.aws.amazon.com/general/latest/gr/gs.html

AWS Ground Station ArfEm
MENRERR AT A

{8 AWS Ground Station 2t ==X B2 ThaEE B T FrE vl BB AW AWS Ground Station S X1,
MEN PRt E I R E = N BT EIZA |, Ground Station E R BIBISSH “BENLRE". Bl
i |, “Digital Twin Ohio 1”7 2 — MNENEMEEY , R “BXB—5 £ LN BEEIA,

AWS Ground Station P % #8845

B4 AWS Ground Station X4V E#ME XL R[EE, SERARELESD (BERIHEFL) B, X
EREOSEIEREEZVENRFRERES. BEALUER

« REBBENEEMHE — fla0 , XSFRIUBRBRM < RKNERAE , ENKBAEFHN (RF) FE5WH
PR IE & %o

« AT (RFI) — X && iz ( 2% AWS Ground Station KM T THERRE S IS B RFI
R ) F4& 4% ( AWS Ground Station KRRV ESRES , MAIBZKES=ETFIE M ) BEED,

- EEEN — ESMEXZEE AWS Ground Station BY A vE S RN AT BE IR ER S |, FliniE AT
®/MIA,

XLy SR REakER EmMAE L, i, T ERENVNEMIEEEFENRN , RFI RKRIJELRE
Tt , REMESIRBETRINREIZITEZERN. REFEF/ZIDI (NDA) , BAIEIRE AWS Ground
Station MR,

EFTRAAOE

BR 7T E/1NUE 29 AWS Ground Station ¥ 28B4\ , B EELEFANOE | AREECHEREZEN
SRR, TEEEEXEN I EEE, ALAE AWS Ground Station FELE I EER | LUERER
AWS Ground Station SiX&£T EBENNEMM. case-by-caseiEEXR AWS Ground Station EIRA T
i AEI

iz O =X 7] Bk R a8 #9200
AWML S . LT (&R ) MRBIEAMTITER (8BUR) haER,
% ListContacts & /E%I H o] ARV Ex Z et E B , AWS Ground Station JFRIEEMN B EMNAZE T

HERBETAHREETTRR T AREERLAE, ATANBRRNEETH TTHKEBITLEED,
XEABERNSEN I 2R T TTHBBNN , EF2TMENE,

BEFINB AR AT A% 37


https://aws.amazon.com/about-aws/global-infrastructure/regional-product-services/
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BEAFEEXHERFERLEBERE LITHERE , HITHBURKBIHERLNAT oI AR
B, XEERECHAA AR EAT T8 , AMERT LTHBEKEBENERE , LT
RENINERTTH, B2, ENIEREHENDBI RNEIMetE A |, AT EE W LITHEES
HRHELITEERR AR R REZRATRMEN LITHRER,

AT REMVEN LTHBMK/ER , FART LTEHRNBIBRESRBREHRNED L ENTNTEMAE
FiRE. FELITHBRNTTHBESEBACHXE  kEnEBE2RE, FHMXE , L1T68%
BEARAEST T THRBUERLED  XTRSSHLITHBERASs EE 2RI AT EEM,
BIGEER o TR At B A A T LT 6RE | th &6 SR URER &SRB R A i o

AWS Ground Station M5 &E

BT ECLEIAR | B —FRERRE AWS Ground Station BE—AERIhEE , RARNZIRREIBE
FiEEfVE, BoANTRAUABRENEESHEVENRELELERE, HEMITHRRAAN , B
BEBREMEANREERE, IETUREATLEABMRLE  SEFSEHEEVEN KR H2MEERN
BN HEBRIEFTE, ATSHRERE (FNRNZHRSK ) , EHRIANEERASERTE,

B, AR REIFLL T IhEE

(@ Note

BRIEZEHR , BUTRANE—THRINIUNBERERE. FEEETENTRRENHNZ
REINRE , RIFENERZFBRERE.

CEPAE it MESEE TG E Polarization N E=4 &x

K& TR 7750-8500 50-400 MHz ~ RHCP X REEST WIHEES
MHz 1THER EARAWS

Ground

K& TR 7750-8500 50-400 MHz ~ RHCP Station 5.
MHz -

RET/THE  7750-8500 50-400 MHz ~ RHCP FIALATN 1 =%

= P E Y HT

MHz 1 R I

K& T{74E8  7750-8500  50-400 MHz ~ RHCP R
MHz
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https://docs.aws.amazon.com/ground-station/latest/gs-agent-ug
https://docs.aws.amazon.com/ground-station/latest/gs-agent-ug
https://docs.aws.amazon.com/ground-station/latest/gs-agent-ug
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RAriEmE

RENRE

RETITHERS

RETITHERS

RETITHERS

RETITHERS

RETITHERS

RETITHERS

RETITHERS

RETITHERS

RETITHERS

RETITHERS

Rék L1THERR

Rék L1THERR

antenna-u
plink-echo

SR 3T
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MHz

7750-8500
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+H=

v

=+
SEE

ot

50-400 MHz

50-400 MHz

50-400 MHz

50-400 MHz

50-400 MHz

50-400 MHz

5% 40 MHz

5% 40 MHz

5% 40 MHz

5% 40 MHz

5% 40 MHz

5% 40 MHz

2 MHz

Polarization

RHCP

LHCP

LHCP

LHCP

LHCP

LHCP

RHCP

LHCP

RHCP

LHCP

RHCP

LHCP

RHCP

NGRS

S KMERT1THE
B

X BEBRET T
1THER

S ME L1THE
B

LiTEERR B
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P ¥l EREE G Polarization N £F

antenna-u 2025-2110 2 MHz LHCP

plink-echo MHz

antenna-d 7750-8500 5% 500 RHCP X R ER %1 A

ownlink-d MHz MHz FRFS T 1THERE

emod-decode

antenna-d 7750-8500 5% 500 LHCP

ownlink-d MHz MHz

emod-decode

BRER TEHR TEHR TEHR TEHR Support X
B REMT
B IR &R

*RHCP = AF Rt , LHCP = EFE ML, BAXRMILWESER , FSAERIL,
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https://en.wikipedia.org/wiki/Circular_polarization
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T 2 u0{a] AWS Ground Station FH T E 2R

—NER , HSNMEF , R—MREARECPEHNHRBEEH, MILLEE , ZXHFNIRERERK
&, BEFEZ N IE NIRRT R BB .

AWS Ground Station fEF EHFERACTEN D EMRNERRATH , H EBEHS AWS Ground
Station MEHMNREIBEENIE, RIAVERT , WREMNTEEDE 7 NOR AWS Ground Station
AD ID , M EERITEMBRIERTREEF K,

£33
. RURFHE
. BHEENEFRRE
. TREANHEBRHER
. RELTDEWNNER
. RENRAEFRE

AN #HE

BINERT , AWS Ground Station £ B Space -Track AT EIE , TERATERAEEDNT

AWS Ground Station R IXLEBRINEF R, XLEEHRESTEN NORAD ID XBWHITTRE
(TLEs)., FRERIAZMNMAERERN 0. Hitt , EMER2EER EN APl LENEMAZTHHNBEENX
EffEE , HEARSIBEN 1 RES,

8 NORAD ID W EXTUNBEEN 2R EIELEE, AWS Ground Stationflan | NN & & = ZE
MAZHEERHFEBRNITEMEENORADID, EELZBENERR. BXREHBENETNE

ZER , FEH  REBENERHE.

RHEEENETHE

/A Important
E71 APl HRTA T HRRE

ENINEVE 6 41


https://en.wikipedia.org/wiki/Ephemeris
https://en.wikipedia.org/wiki/Satellite_Catalog_Number
https://en.wikipedia.org/wiki/Satellite_Catalog_Number
https://www.space-track.org/
https://en.wikipedia.org/wiki/Two-line_element_set
https://en.wikipedia.org/wiki/Satellite_Catalog_Number
https://en.wikipedia.org/wiki/Two-line_element_set
https://en.wikipedia.org/wiki/Satellite_Catalog_Number
https://www.space-track.org/
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E7 APl AR RREFENER
o <###daHHHHHHHH##H##E aws-groundstation@amazon. com#> AWS Ground Station %
ERMANMECERBIE. WREFEALANEIIRE , AWS FEREH ERBFERERBEL R R,

|I/-
n

Ephemeris AP| AT NBEENER LEZFIZE LUHTEFEA, AWS Ground Station XEEFHRES
T Space-Track FHERIAEFA R (ZW:) . FIAEFBIEEANIZEFLL Orbit Ephemeris JHE (OEM)
MIITTHE (TLE) HRNIBWEHEHE.

FEEBENERRAULUESEERE | 7£)%8 Spac e-Track ERNVER TAE RHIRE | HEEMN
1. AWS Ground Station

(® Note

EADENBEPEERESCHREEENERN , ATLLFEA 00000 £ TLE W E B &%k

SFE , £/ 000 fE8 TLE =t OEM nHIEMERRIF S TR XS HmS5E05 (Fla0 , 24000A
R 2024 FEREWEITER) -

BXREANEZFELE TLEs , BZHRANTLRESE. BXBANEZER OEMs , FZHOEM £
ik 2N

OEM EF R

AWS Ground Station #£#& CCSDS #r/EANE OEM BEFEHMNERE |, B —EFHMRE., OEM X
HNEA KUN 1%, TRBAT OEM AR R REIFE AR AWS Ground Station 5 CCSDS #r/EM X
Ao

Section FER Z=%E CCSDS AWS Ground &
Station HER

PR CCSDS_OEM X = FRfR{E : 2.0
_VERS
COMMENT = a
P a a
12 B XE= =

=
&
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https://aws.amazon.com/service-terms
https://www.space-track.org/
https://www.space-track.org/
https://www.space-track.org/
https://en.wikipedia.org/wiki/Two-line_element_set
https://ccsds.org/wp-content/uploads/gravity_forms/5-448e85c647331d9cbaf66c096458bdd5/2025/01//502x0b3e1.pdf
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RAriEmE

Section

TTRIRE

JHE_ID
META_START
COMMENT
NRA
XM&_ID
/B R

REF_FRAME

REF_FRAME
_EPOCH

B (6] R4t

vam =g
A] A 7T sa A iRl

USEABLE_S
TOP_TIME

= 11 B [H]

FZE CCSDS

*#F

B

X

7|

x#
B35
X
X

7|

X

*#

7|

7|

>

AWS Ground &
Station HER

Fi

=

B

=

s

2 WIEE : #hEK

= AEZHE
EME2000,
ITRF2 000

X TEE ER
EZH REF_
FRAMEs & —4
Ra = B B4R

= WIE(E ;. tRER
AERT ]

Z

i

=

OEM EFA#=
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RAriEmE

Section

HiE

7 =5

FER

#@ME

WmEE

META_STOP
X

Y

Z

X_DOT
Y_DOT
Z_DOT
X_DDOT
Y_DDOT
Z_DDOT
hAERER

EPOCH

FZE CCSDS

a

7|

X
x#
x
X
X
>
X

D o o

7|

AWS Ground
Station HER

=
=

fim

Bl o Df H0 KW HD AD RD KD KD

7|

=

©FE , Bk AWS
Ground Station
AT DA b R A
BEHENENA
E.

©FE , Btk AWS
Ground Station
A DA b R A
BN ENA
E.

KERT km
RERT km
RET km
REKT km/s
RERT km/s
RET km/s
RERT km/s72
KERT km/s”2
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OEM EFA#=
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Section FE ZEE CCSDS AWS Ground &
Station 4 FER

COV_REF_F e a
RAME
AR EFL & "

* NRIZAHY OEM A EE{a AWS Ground Station FX#E#1T , OEM HEEBEI R,
5 CCSDS #REMNEEZERE . AWS Ground Station

« W/NE CCSDS_OEM_VERS, 2.0

REF_FRAME 41 2HEME2000, ITRF2000

X REF_FRAME_EPOCH, AWS Ground Station
WA CENTER_NAME, Earth

TIME_SYSTEM #7i2, UTC

CPE #EEZRENEE_E. AWS Ground Station

KVN &3 H OEM E 7 =45l

LT R JPSS-1 AT AR EEMN KVN XY OEM 2K &M =B,

CCSDS_OEM_VERS = 2.0
COMMENT Orbit data are consistent with planetary ephemeris DE-430

CREATION_DATE

2024-07-22T05:20:59

ORIGINATOR = Raytheon-JPSS/CGS

META_START

OBJECT_NAME = J1

OBJECT_ID = 2017-073A

CENTER_NAME = Earth

REF_FRAME = EME2000

TIME_SYSTEM = UTC

START_TIME = 2024-07-22T00:00:00.000000

KVN #&3=#9 OEM E 7 =l 45
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STOP_TIME = 2024-07-22T00:06:00.000000
INTERPOLATION = Lagrange
INTERPOLATION_DEGREE = 5

META_STOP

2024-07-22T00:00:00.000000 5.905147360000000e+02 -1.860082793999999%¢e+03
-6.944807075000000e+03 -5.784245796000000e+00  4.347501391999999e+00
-1.657256863000000e+00
2024-07-22T00:01:00.000000  2.425572045154201e+02 -1.595860765983339e+03
-7.030938457373539e+03 -5.810660250794190e+00  4.457103652219009e+00
-1.212889340333023e+00
2024-07-22T00:02:00.000000 -1.063224256538050e+02 -1.325569732497146e+03
-7.090262617183503e+03 -5.814973972202444e+00  4.549739160042560e+00
-7.639633689161465e-01
2024-07-22T00:03:00.000000 -4.547973959231161e+02 -1.050238305712201e+03
-7.122556683227951e+03 -5.797176562437553e+00  4.625064829516728e+00
-3.121687831090774e-01
2024-07-22T00:04:00.000000 -8.015427368657785e+02 -7.709137891269565e+02
-7.127699477194810e+03 -5.757338007808417e+00  4.682800822515077e+00
1.407953645161997e-01
2024-07-22T00:05:00.000000 -1.145240083085062e+03 -4.886583601179489e+02
-7.105671911254255e+03 -5.695608435738609e+00  4.722731329786999e+00
5.932259682105052e-01
2024-07-22T00:06:00.000000 -1.484582479061495e+03 -2.045451985605701e+02
-7.056557069672793e+03 -5.612218005854990e+00  4.744705579872771e+00
1.043421397392599e+00

HEAENERR

ATLAfE A AWS Ground Station API 8 CreateEphemeris B{ESIEZBEN EF., BEFERAER
EXRIEE S3 FEMAPNBIELEZER.

BEALER , LEENSNERRER VALIDATING HEFH RS ITERRE , ZTERENRIIEN
EFHERTRERSE, RELHEFTBELUITERBEHKN ENABLED 5§ , TLTFHAFEKE, BRZ
#DescribeEphemerisif) 2 RS HAEMA CloudWatch E4 KRB ERE IR EAL

ENTHROERRITHELRR , FSH WU 27T HEDERR

PEEENENR 46


https://docs.aws.amazon.com/ground-station/latest/APIReference/API_CreateEphemeris.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_DescribeEphemeris.html
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- B AP RIEXNIT LR (TLE) £ER K

A CL TATFBEIAANNITLE (TLE) ££ % AWS Ground Station ££%|, AWS SDKs
CreateEphemeristt EFATREBIENRKINEFTBE (SHARHAEFTHIE ) . RGBSR T WMAE
FEA T Python BIAWS SDK (Boto3) RIR1T LLIR1E,

TLE £ —1 JSON AN R , EF—INHZNEE TLEs —BUMEELN L, TLE &£E TLEs
PRSI E—MEENES , RIOTUAECRMENE (B TLE £4 TLEs FRBNEER ) . T
EHERT = TLE &R

# example_tle_set.json
[
{
"tleLinel": "1 25994U 99068A  20318.54719794 .00000075 00000-0 26688-4 0@
9997",
"tleLine2": "2 25994 98.2007 30.6589 0001234 89.2782 18.9934
14.57114995111906",
"validTimeRange": {
"startTime": 12345,
"endTime": 12346

},
{
"tleLinel": "1 25994U 99068A  20318.54719794 .00000075 00000-0 26688-4 0@
9997",
"tleLine2": "2 25994 98.2007 30.6589 0001234 89.2782 18.9934
14.57114995111906",
"validTimeRange": {
"startTime": 12346,
"endTime": 12347

@ Note
TLE £4 TLEs F M ESEE 49058 £ Pl F 8ERR N B RV EL T,

TLE &7 LUEE bot AWS Ground Station 03 BF s L& , TR :

Ml B AP RIERITLE (TLE) EEM X 47


https://docs.aws.amazon.com/ground-station/latest/APIReference/API_CreateEphemeris.html
https://docs.aws.amazon.com/pythonsdk
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tle_ephemeris_id = ground_station_boto3_client.create_ephemeris( name="Example
Ephemeris", satellitelId="2e925701-9485-4644-b@31-EXAMPLEQL1", enabled=True,
expirationTime=datetime.now(timezone.utc) + timedelta(days=3), priority=2,
ephemeris = {
"tle": {
"tleData": [
{
"tleLinel": "1 25994U 99068A  20318.54719794 .00000075 00000-0
26688-4 @ 9997",
"tleLine2": "2 25994 98.2007 30.6589 0001234 89.2782 18.9934
14.57114995111906",
"validTimeRange": {
"startTime": datetime.now(timezone.utc),
"endTime": datetime.now(timezone.utc) + timedelta(days=7)

}
1)

LR AR E — N ephemeriSid , kAT ATFSIAEA R, Hla0 , BNITLAEHA LEBAPRED
EphemeriSid>R% 18 2 I IR -

client.describe_ephemeris(ephemerisId=tle_ephemeris_id[ 'ephemerisId'])

TER#E T DescribeEphemeris 1 4E#Y & 52 7R 4

"creationTime": 1620254718.765,
"enabled": true,
"name": "Example Ephemeris",
"ephemerisId": "fde41049-14f7-413e-bd7b-EXAMPLEQ1",
"priority": 2,
"status": "VALIDATING",
"suppliedData": {
"tle": {
"ephemerisData": "[{\"tleLinel\": \"1 25994U 99068A 20318.54719794 .00000075
00000-0 26688-4 @ 9997\",\"tleLine2": \"2 25994 98.2007 30.6589 0001234 89.2782
18.9934 14.57114995111906\",\"validTimeRange\": {\"startTime\": 1620254712000,
\"endTime\": 16208595120003}3}]1"
}

Ml B AP RIERITLE (TLE) EEM X 48


https://docs.aws.amazon.com/ground-station/latest/APIReference/API_DescribeEphemeris.html
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}

B FDescribeEphemerisBEZ £ A CloudWatch EHRIBER FEZWERRIWRS , AR EMBAR
ARSBIUMETERE , REFTEIRENH AT LHENABLEDFIMITERR Ao

BAEE , ZLEMNRAEIF , TLE &£4& TLEs HFTER NORAD ID #4515259947F SpaceTrack EiEEE
RSN T ESER NORAD ID #HITE,

R M S3 TN LiE 2B

WA LUE IEE S3 MM RZAPBEEM S3 Fim LEEHXHF. AWS Ground Station 3K
EHERNR, BXBABENZNEES , 35 : AWS Ground Station HIE2ASEIEMNE AWS Ground
Station

LT R M S3 Fi# 1 £1& OEM £ /71 X448y R4

s3_oem_ephemeris_id = ground_station_client.create_ephemeris( name="2022-10-26

S3 0EM Upload", satelliteld="fde41049-14f7-413e-bd7b-EXAMPLE@1", enabled=True,

expirationTime=datetime.now(timezone.utc) + timedelta(days=5), priority=2,
ephemeris = {

"oem": {
"s30bject": {
"bucket": "ephemeris-bucket-for-testing",
"key": "test_data.oem",
}
}

)

UTRAE—NRBIRIEBIRD 428 OEM £ 18 A DescribeEphemeris #4EIR BB E3E =6l

"creationTime": 1620254718.765,

"enabled": true,

"name": "Example Ephemeris",

"ephemerisId": "fde4l1049-14f7-413e-bd7b-EXAMPLEQ2",
"priority": 2,

"status": "VALIDATING",

"suppliedData": {

"oem": {
"sourceS30bject": {
"bucket": "ephemeris-bucket-for-testing",
"key": "test_data.oem"

R M S3 R LR 2R KSR 49


https://docs.aws.amazon.com/ground-station/latest/APIReference/API_DescribeEphemeris.html
https://www.space-track.org/
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_DescribeEphemeris.html
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}
}
}
}

T~ FEREFIRMEMEFH R AWS Ground Station

EXEAEFRENEFTRNEZSHFHARR | BSARELARENEN RS (XHE AWS Ground
Station>x< Bk # 77fi& FE aws-samples/ ) —# AWS Ground Stationf# f GitHub aws-groundstation-cpe

THRERKN W ER

EREARER. HEMEARE. ENARREBNINEFTTATIE., BHIEREE—1ER
A TFEFIRES

FEFHANETRECEANEERERRLEEMER , HBIHAEARRK, REREBARRELRB
B, REIR A FEx KAt EListContactsEF L 2, MR Z/ ENABLED WEF EFHEBMNML LS , N
FERARKECCIRRETNET,

(® Note

AWS Ground Station X S L 2ENABLEDE " RUMNEFRBEERSEE (SN : Service
Quotas ) » EEAXBWREAG LEZERHKIE , EMBR ( £/ DeleteEphemeris ) RERA (£
A UpdateEphemeris ) R ARRE/ ZRCIENET A RENER,

MBHABMNEEFRER , REZEEFREBENABLEDIRZ , M AWS Ground Station J5{E A T 219 ER
INEFIF&R ( 3k H Space-Track ) (HIRE )., LERINEFTWREERR 0,

2 1 RXY SE B R HR AV R AL A 2

f#/ DescribeContact AP B IRESEF AT AT EREEHEFTN Lo L HENBRR AT,

ELEFERZITHENRRAAGREZVLRENRRNE K MALBRREEAEINETR. IRE
T EHEFTHMRBVNESETNERERATE , WA TRRBERS/IZRIE BB ZNETT , X
ARELSHITESERENEMESREE, it , RINBEWEELEEZINERRKTHENHER
B, BUEHEH T HERRMBRETE, 18B) DescribeContact API , #& 0] LUE S & /Y T & 2 A0 53R [E]
MEARITER , RBEA TMABELF /BRI R[BBZINEIT startTime MendTimeF A
FBMER D, visibilityStartTime visibilityEndTimeflIREERECEH EH LTI RNEKR

R~ EREFRMEERH R AWS Ground Station 50


https://github.com/aws-samples/aws-groundstation-cpe
https://aws.amazon.com/blogs/publicsector/using-customer-provided-ephemerides-with-aws-ground-station/
https://github.com/aws-samples/aws-groundstation-cpe
https://docs.aws.amazon.com/general/latest/gr/gs.html
https://docs.aws.amazon.com/general/latest/gr/gs.html
https://www.space-track.org/
https://www.space-track.org/
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_DescribeContact.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_DescribeContact.html
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A, NBRReESEEE TR ESEE 2 AR A S8 30 ¥, MRBUHBRRARB AR , NECHEH
BRRUESFERA, BXEUERRNEZEER |, 152 : G round Station FAQs,

RINEERZHBIER

A LUE S 1A A SRR ER#E ZE AWS Ground Station S ELR EYRFEHANER
+o GetSatelliteListSatellitesiX 5 £ E R E HERANENN THE, FEIBRAERTRNVBE
NEFRRNMBRINEFTRVEFXRTABIEEMARE., AWS Ground Station

FINEFH N EE source M epoch FE, epochiX2M Sp ace-Track FIRELHI W&k 7t 3= RV B
K, eBEIEATIHET ENHE,

HEXEFHK "CUSTOMER_PROVIDED" 4 source { , B ephemerisId ZE&HBEMH —FrR
o MHE—PRRRFA] FF &S DescribeEphemeris BEEHER ., MR L& AWS Ground Station
BERERNERDET BN, MeRE—NAEFnamek, CreateEphemeris

BEEIENE K EFXREEIISEHH , AWS Ground Station H IR EIH #3E R 28 A API B1HE A
HEFKIRE,

FEARANERN I ERFIIRE GetSatellite

"satelliteId": "elcfe@c7-67f9-4d98-bad2-06dbfc2dl4a2",
"satelliteArn": "arn:aws:groundstation::111122223333:satellite/elcfe@c7-67f9-4d98-
bad2-06dbfc2dl14a2",
"noradSatelliteID": 12345,
"groundStations": [
"Example Ground Station 1",
"Example Ground Station 2"
1,
"currentEphemeris": {
"source": "SPACE_TRACK",
"epoch": 8888888888

FEAEENETNTEERH GetSatellite

"satelliteId": "elcfe@c7-67f9-4d98-bad2-06dbfc2d14a2",

RNTENHRER 51


https://aws.amazon.com/ground-station/faqs/
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_ListSatellites.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_GetSatellite.html
https://en.wikipedia.org/wiki/Two-line_element_set
https://en.wikipedia.org/wiki/Epoch_(astronomy)
https://www.space-track.org/
https://en.wikipedia.org/wiki/Epoch_(astronomy)
https://www.space-track.org/
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_DescribeEphemeris.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_CreateEphemeris.html
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"satelliteArn": "arn:aws:groundstation::111122223333:satellite/

elcfe@c7-67f9-4d98-bad2-06dbfc2dl4a2",
"noradSatelliteID": 12345,
"groundStations": [
"Example Ground Station 1",
"Example Ground Station 2"

iF
"currentEphemeris": {

"source": "CUSTOMER_PROVIDED",

"ephemerisId": "elcfe@c7-67f9-4d98-bad2-06dbfc2dl4a2",

"name": "My Ephemeris"

W& R RN 2 7 #E

MR EEEENERHREN  cNBEEZECT2FEANBRIAEFTR. AWS Ground Station AWS
Ground Station T3 BB H. ASHPHNEFFIREMNENIXRTEERZH , FToBRERARIANER
o AWS Ground Station tt A &% HES e FFREN EH AT RINEBRR A |, BIEEIZZIHIR A

ZEBERANERRTA,
EWRE FBRIARY Sp ace-Track BAR , IREEHRITUTHREZ— -

1

- MIBR ( #EH DeleteEphemeris ) A ( £ UpdateEphemeris ) FIEZEFIRENEEHER. &
ATLAEA ListEphemerides S B FREN T ENER,
- EREFRENFEINEER I,

BRI LAEIN A A GetSatellite HIRIET E MBI EAK source &N SPACE_TRACK RKBIAREBETE

70N

ERARNER. BXRMARNETBREENRNESEER , FSH,

52
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https://www.space-track.org/
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_DeleteEphemeris.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_UpdateEphemeris.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_ListEphemerides.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_GetSatellite.html

AWS Ground Station AFiEmE
£ HEE R

AWS Ground Station fEA T S FLEXRRMWERTER , LEXNKREBEHTREE, 8N [EH—
MERETHLENERERT. AT HAXME , TUERFBIERIREantenna-downlink}
a. s3-recordingizantenna-downlink¥ RFRRIRIEE E P E LS B FHINNIL TR E EK
FHFIR, s3-recording®RR—MIETR , EFEREANBEH GHEFRELN S3 FHETP.
£ RN BEREREZNALERFZCN RF BERSLHE S3 FiHEME.

EESEEXHD , UL BB FSHERRFELENER, UTETNEBNMEBEESZHRESFERAN
Hi AWS &JR , AWS Ground Station =& 7T HEBBERNEN. EXENMNTRITHARNNFEME
B SRFNEAANRTRERERT R , 5 MER AWS Ground Station Bl &,

FH

« AWS Ground Station ##EF mE#E O
- EABXEHEERR

- REMEE Amazon S3

- IZEMEE Amazon VPC

- EEFMEE Amazon EC2

AWS Ground Station #3E ¥ mE#EO

FHEBTERNERBBEUEURTHBERWKR. XEERXANFAEENEIERSHRRHESLSE, U
TLET8MRENBIERATEANER.
o RETITHER
o (WP TF 54MHz ) BB VITA-49 (E B 5IRE/IP A BIFESHRRNEIE,
« (W3 greater-than-or-equal-E] 54MHz ) ##E4EH 2 AWS Ground Station K EIEE&Z X,
+ antenna-downlink-demod-decode
. #ELADemodulated/Decoded Data/IPH& LB B R 1& .
o R& LITHER
« BHRELSAUER VITA-49 E583E/IP A HESEIE.
« antenna-uplink-echo

o BIEL VITA-49 E58URE/IP A BITEIHFEAEIE,

AWS Ground Station #iEFmE#EO 53


https://www.vita.com/Standards
https://www.vita.com/Standards
https://www.vita.com/Standards

AWS Ground Station

£ 5 X I B2

AWS Ground Station ¥ [X 12§ #47 1% %1 Th 8E 55 48 7] LA R 5E o S BB M K 4 & 3% B4E AWS Ground
Station X#FH AWS Xig, XEKE , WA AEEN AWS XG4 SN EMIRE | HZHEEM AWS
Ground Station AWS Ground Station #h 5 & - % X 15 #9 Bk Z 8 E]

1£ Amazon S3 FiE @ P EWRIERR ABIER , FTA AWS Ground Station XiFH X1 B g #2585
X #iEE ‘. AWS Ground Station RN G BB EEE S H.

RAriEmE

FrE#XTE EC2 f£F AWS Ground Station X2 @ 5 #h ¥ antenna-to-destination X i3 1% i 3 4E .
WIREREEM — BB S,

BINBERT , ETRXES , EC2 Al UAEATKIERL Ik

destination

T RE S EXEEmEIE . antenna-to-

- ZERZ (HERMB ) X3 (us-east-2) BIZEFZ (HBNX ) X5 (us-west-2)
- XEES (BBNX ) XiF (us-west-2) EXERI ( BXZ B ) XiF (us-east-2)

EFEABXEHIEERAE Amazon EC2 3£ , XMELEZHEH AWS XFHAIZBERLET R , 3
B dataflow-endpoint-config #7135 & #8 B #9 X 1

THRLCETHENER  FARATEXSEREARNZFXENRGHTR.

W F % Rk X1 U X 35
T O S3 HiELH £ E4 AWS Ground Station  FFBAWS Ground Station X1

AWS Ground Station Amazon
FHRE EC2

Amazon L # Dataflow KimT
_*EC2

AWS Ground Station 1 &

£ 4% AWS Ground Station
AWS Ground Station &

KERER (@ EMN ) X&)

(us-east-2)

SEALR (HBRM ) X

(us-west-2)

FTAAWS Ground Station X1

SERALR (HBRM ) X

(us-west-2)

KERER (@ EMN ) X

(us-east-2)

*R 5| H B E At antenna-to-destinationith X & Z4# 7 #Y Amazon EC2 M #4HiRE.
B <## aws-groundstation@amazon.com> BRRIEA] , SRELAHR A,

ERBEXEHEE A
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wEMBLE Amazon S3

Al LAE A Amazon S3 FEFHET LT AR AWS Ground StationiZI T1T8 K ES. E0lEHFR s3
REEE , BAMEEHB IS E Amazon S3 FEE A RN AWS Ground Station [B)1Z &85 A X4 IAM
A,

I 55 S3 FF ConfigE % Amazon S3 7 #. IAM A& AWS Ground Station & 6| 2RI FR& |,
BSH,

wEHMBEE Amazon VPC

RE VPC M BEREH T AEREAEE. ERATHE , H3H Amazon VPC AFIER.

EATH | FNBER Amazon EC2 # Dataflow K+ m i ##E F VPC #, AWS Ground
Station T X FAEBERN S NMNMEER—TITBNEERTFLL LT —MEWEE. EC2 EWMEAIFT
HIEM AR , RE—NEC2 S  ZREFRRZSTARTRN. BXEREHN VPC WEERH ,
BSAESEEXHEE R,
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£ AWS Ground Station X2 & & VPC

Region AWS Ground Station

Public subnet

| |
Elastic Metwork Interface

o Security
Elastic IP group

[
Private subnet
m EC2 instance

AWS Ground Station
Agent

B D EBIEFIR ML T RELR AWS Ground Station X 3E4], AWS Ground Station 1S RF 3T &
BB RHITRTAE |, RSEREIREN AWS KMS ZAXNE#ITNR, SMKTEHET AWS N
BETMWRREREFEHT L7 EC2 3#1E IP (EIP). BIBEIMH A Amazon EC2 3 MR 42N
(ENI) B3R &HY EC2 £, 3# AZH EC23Lfif5 , REM AWS Ground Station 1H 1 #f 25 &MY 47
HITEMMSFIRRE (FEC) UREFMBELANEIE , ARFBHEXIEEREPEEN IP MiKO,
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TRIE T EIRE VPC LU# 1T AWS Ground Station IR B A IR4HR BT EE T,

RZEE-BIWIRIRE —/MUATF AWS Ground Station REMNZRE£H, WEREEHNAFEEK Dataflow
uﬁﬁ,\\\,ﬂqﬂ'ﬁ;’iﬂ’ﬂﬁlﬁuﬁﬁ A5efE E# UDP AORE. AWS Ground Station 43 AWS EE K EIR S
x|, HEHRRINET AWS Ground Station IP #z3it, XA RENDBEXBNIFAEE , B
7 AWS FEERIZRSIFR. PrefixListld

MR %EED (EN)-EEEF LR 2 A5 ENI XBHERRBEAN AT TR,

LR CloudFormation 18 4RE R aNa] 6 B A5 IR B At 284,

ReceiveInstanceEIP:
Type: AWS::EC2::EIP
Properties:

Domain: 'vpc

InstanceSecurityGroup:
Type: AWS::EC2::SecurityGroup
Properties:
GroupDescription: AWS Ground Station receiver instance security group.
Vpcld:YourVpcId
SecurityGroupIngress:
# Add additional items here.
- IpProtocol: udp
FromPort: your-port-start-range
ToPort: your-port-end-range
PrefixListIds:
- PrefixListId: com.amazonaws.global.groundstation
Description: "Allow AWS Ground Station Downlink ingress.'

InstanceNetworkInterface:
Type: AWS::EC2::NetworkInterface
Properties:
Description: ENI for AWS Ground Station to connect to.
GroupSet:
- IRef InstanceSecurityGroup
SubnetId: A Public Subnet

ReceiveInstanceEIPAllocation:
Type: AWS::EC2::EIPAssociation
Properties:
AllocationId:
Fn::GetAtt: [ ReceiveInstanceEIP, AllocationId ]
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NetworkInterfaceId:
Ref: InstanceNetworkInterface

i F Region AWS Ground Station
I:Fitj
Private subnet Private subnet

E EC2 - Receiver E EC2 - Transmitter

Dataflow endpoint Dataflow endpoint
application application

4 A 4

Elastic Network Interface 1 Cross-Account
Elastic Network Interface 2

Security Group 1 Security Group 2

B D EREFIRMAL FIERLR Dataflow IR NARERFRRESl, AF , BIEFEIEIKS Amazon
EC2 MM KD (ENI) MEHER AWS Ground Station VPC ki%. ARG , HiEE M NEIEH
Amazon EC2 EC2 3Ef#y ENI EiE B KB, R , TEW dataflow i RN ARFLSFEEZLEEE
WEFRIEEN IP MmO, XNFLITH#EMKERE , NA&HINERNER.

TRIE T HBFERL T RERIRE VPC MR EZTESEI.

IAM B f-IAM A2 Dataflow LixT RN —2 , RETEERF. ATRIREKS, ENI FFELH
inE A AWS Ground Station mazon EC2 =48 IAM &,

ZE2HA 1-WZLAMME ENI , ZRERFFSEKS FH Amazon EC2 SEHIMEXE. BEEEATFXR
BZ4£4 2 # UDP FREEN &K dataflow-endpoint-group s $8 E B9 0 o

MMMEED EN)1-BEENLLA 1 5k ENI REEHFEHKERE FMH,
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TR-BEEBREVKFHAEBNINRERELE - THMN IP it 77 F Amazon EC2 3£, BXxF
MADPEZSFMER |, BESHE “FM CIDR #R”

Z&H 2-7F Dataflow w2 HF 5| T EZ2H, WEZ2AFHMMEETF AWS Ground Station G E=F
AIBBIK B9 ENLo

Xig-AXxBEXHEZEIRFOXENEZER , BSRFERBXIGHEELH,
LR CloudFormation 18 4R5E R an4a] 6 2 A5 A iR B At 2849,

DataflowEndpointSecurityGroup:
Type: AWS::EC2::SecurityGroup
Properties:
GroupDescription: Security Group for AWS Ground Station registration of Dataflow
Endpoint Groups
Vpcld: YourVpcId

AWSGroundStationSecurityGroupEgress:
Type: AWS::EC2::SecurityGroupEgress
Properties:

GroupId: !Ref: DataflowEndpointSecurityGroup
IpProtocol: udp
FromPort: 55555
ToPort: 55555
CidrIp: 10.0.0.0/8
Description: "Allow AWS Ground Station to send UDP traffic on port 55555 to the

10/8 range."

InstanceSecurityGroup:
Type: AWS::EC2::SecurityGroup
Properties:
GroupDescription: AWS Ground Station receiver instance security group.
VpcId: YourVpcId
SecurityGroupIngress:
- IpProtocol: udp
FromPort: 55555
ToPort: 55555
SourceSecurityGroupId: !Ref DataflowEndpointSecurityGroup
Description: "Allow AWS Ground Station Ingress from
DataflowEndpointSecurityGroup"

ReceiverSubnet:
Type: AWS::EC2::Subnet
Properties:
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https://docs.aws.amazon.com/vpc/latest/userguide/subnet-sizing.html

AWS Ground Station AriEE

# Ensure your CidrBlock will always have at least one available IP address per
dataflow endpoint.
# See https://docs.aws.amazon.com/vpc/latest/userguide/subnet-sizing.html for
subent sizing guidelines.
CidrBlock: "10.0.0.0/24"
Tags:
- Key: "Name"
Value: "AWS Ground Station - Dataflow endpoint Example Subnet"
- Key: "Description"
Value: "Subnet for EC2 instance receiving AWS Ground Station data"
VpcId: !Ref ReceiverVPC

wEMBE Amazon EC2

EBid AWS Ground Station NI BIERL iwTI /EIL AT VITA-49Signal/IP data or VITA-49
Extension data/IP , EEEAE E&EH Amazon EC2 3£, RIBFEMNIEER , BUUEEER —1
) TR (FE) e B2SREHE N TLHE (SDR) , REWREEEFHAHM EC23%£4l, FE = SDR
MERMNZEBH TAAFEENSE. BXBFEHRREREXNEZFER , HSFHAWS Ground Station
BEFEEO,

BXRINWBSERNES , WSWAWS BEEH,
RAERNBARE

AWS Ground Station 12 7 & A 4K E LB Amazon EC2 EHIRRE .

AWS Ground Station {$3E A

AWS Ground Station {RIB#Z I EkF 5 (digiF) TITEERBEH M HMABREHHE , MTSSTMEATI
BE :

« digiF T1T8EAE DM 40 MHz B 400 MHz I R R %,

- MM ER AWS FAAH IPAWS (#M IP) FAEER, KE5) digiF #3E.

- {EARTEYLE (FEC) ST AT SN MIEEH,

- FAEFIEE AWS KMS B4R TN KR IR EH .

BEXEZER |, 5 (AWS Ground Station fXE A FIERE) -

& B MEE Amazon EC2 80
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B Rm RN RRRF

—MRERAREF , AT E AWS Ground Station K& EMEH AWS Ground Station Amazon EC2
Sl B A EFBWRERE. e THEIEN DTERA T 1T,

BRHENTLE (SDR)
—MRHEENNTLSE (SDR) , TATAFI/MMARATELEBENES.
AWS Ground Station Amazon #1838 (AMIs)

RNTREXLELZENYEMEZRTE , AWS Ground Station B # T LB E AMISEIET, AMIs
A dataflow i R ME N ARFNBREELTLE (SDR) FELHERTERGIREBLENIKS,
EATAILAFETE Si#h EC2 #3254 & P @ EFHE Amazon M achine Images (AMIs) H 38 R ith U4 K 3%

#, with AMIs A AWS Ground Station gent 2AFF#Y , AT ETL S EC2 &l AP BIELHIT i
HLESBR {5 (AMIs) Hr 18 22 ith T v SR 3% 2
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SRR A

&R LA A PTIE B S Y AWS Ground Station #2#| 53 AWS SDK B AR E2HIE, RAIKRLEMLE AWS
CLI, BEMZHFIET EMNRLRTE, BEBEAIUERRITHAE 15 2HEE. BUENEFRREBKR
ATRIT* ek, REERAME 2 HHENMER , WA LLEF AWS Ground Station Tl 8 7 ¥ BUE #
TTRIERER,

AWS Ground Station X#FiEXE#FEEH. FHREENESEEXH —HoNEFERLET [REE
RE T HHEEWIBNXE, BREABEXBRFEECANESEE , BSREREXEHEEH,

ERERE  MTEBENER. WREMKREERR , HSRFBEM. ReserveContact# A

it , AWS Ground Station RS EEXHFNEERRWRE , UEEEMBTIEHEER, £
FAUpdateMissionProfile f1X iX £ %% R A 89 8 tUpdateConfig APls A& R BRIEEH BT R BB R A
P, MREFEGFRRELANATERHNBRRA , WAMAESEABUEZEKR CancelContact , REE
RAEMZHZIKR, ReserveContact

*MRBUHEB RSB AR , NECEWBKRTESTERA, BXEHBRRNESER | ESH : G
round Station FAQs.,

ES]
- THRERRAANEGEH

THRERRAAEWERH

THRBERAEGEHEDTHRENMAEE B3 UAR DA ITHEER, TEREZRT AWS Ground
Station BXR AL SRR EGAYF X HE Event Bridge B, BEAEE , “BRER. “4K

¥, “FAILED_TO_SCHEDULE”, “BEUH” fl “B41£” AWS_CANCELLED R#&S. AWS_FAILEDEx
RAATEMNLIHIRASTS EH K, AWS Ground Station Bk R NRBSEXEHRSFMRROANENIEAE
B, #ESH,
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AVAILABLE

L A

SCHEDULING ( FAILED_TO_SCHEDULE
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SCHEDULED
1
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*y ” .
PREPASS
1
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‘N -
Legend
PASS
AR AWS Ground Station
- - Contact EventBridge
1
'-..\ !"" W
‘N .
POSTPASS 1

™ Event Emitted
Wi,
C_J
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—
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k.
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AWS Ground Station Bt & ARS

Bid AWS Ground Station BxRARVIRES , AILURA TR ZBERATELSENBAE T4,
BRR AR

LT RERE AT LLEBRVIRASFI ¢

AVAILABLE : BX&E AT 1T,

SCHEDULING : BRZIEfE R HE,

SCHEDULED : BRI ZHEE 4,
FAILED_TO_SCHEDULE : B &= HE KM,
PREPASS : BREBEIGFF 8 , EEAZRITR.

PASS : REHBIEENT , HEEEESTD EBEE.
POSTPASS : BEE5xA , EEFEAEANEIR,
EXR-RREZEK , ZEHEIR.
RAW-BHFENRREEFERD , BRREK.
AWS_FAILED-f8F AWS Ground Station fRS H IR |, Bx R KMo
CANCELLING : IEfEHUHBK .

AWS_CANCELLED-iZ AWS Ground Station lRFEUE T B R, K&l UK ERERB 26T
Al BE & A X Fh B B 5 F o
EEUH-BXR B IBEUE,
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£ AWS Ground Station 2t XX BE R4 Th&E

B F XX BBAE ThBE R & AWS Ground Station 12 7T — NI AN MER T EEFSEENIBESEHR
HHIRE, MENBIRIEATFREFREREFRERENE R TR BE. BiFEREMEBYEIRDG
B, BN E5HFENEAATIEER AWS Ground Station 525 , BRI LUEEN REIRFEE D EZTH
BEHWED. EXEARYETE AWS Ground Station APIsTMER AR EHEEMLF ATMER TETN
iR

BHHRER , EXOEEIE |, REMARFTRAEBEIIE, —BEENEEE ERFNRMKINGE , E5
ARZHEHRFTREMREIENERR, SATLUBEE AWS JF & T EaListGroundStationsi R4 3R &
BERAENEIE SR, BRIt E 35 =2 5 5 A E R B EI A , AWS Ground Station b

S Ground Station BMHVIERETR N “BFRAEME", XBIFMENREIEMTHE , SH/EFRT I
RBIAKERN GPS £45, BAl , BFNAREIIET ZISB RS |, P Pmk 6 A SRR

—Bt% , F RIS R HSE~ RS HEREH Amazon EventBridge E4H API g7 , 0
iR, FIFAZEH AWS Ground Station 323 B 31U X L EHF A FEHRER EMBIE R SAH,
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BELATAER T HESE AWS Ground Station

Wi 2 R3EF AWS Ground StationAI S, ATAMMMENEERLR T, AWS BHEUTKETE AWS
Ground Station , &K, R EBHEE LN B3 KEUEHE,

« Amazon EventBridge Events I FEMNREEHR , XEEHERT AWS FRENEZIL,
EventBridge B4 X FEHRINEHNITTE , RN EAUREANKRENELES K HEXLEEHR
KERTEEAM AWS RS AL B3R, BX EventBridge SEFINEZER , S H Amazon
EventBridge Events i FF 1§/,

« AWS CloudTraili#R Sk PR REHN AWS IKFHTH AP ARMMBEXEYS , HFAEXH
£ B IS EM Amazon S3 1FE M8, BRI LR BIERLE B - Fdk P33T 7 B3 AWS, & HFEIUAYIR
IP t#h ik SA R REOL & A By Bt A, BB E ZEE AWS CloudTrail , 2@ (AWS CloudTrail B g
) .

« fEAAT , Amazon CloudWatch Metrics & #3R &8 7l xE Bx R $EHR AWS Ground Station,
CloudWatch Metrics fEEEERIRIEE CHIE, ML E ID 2 EIE , SLURBIESRENMEKRA
PHEEIR, BXEZER , BZRERA Amazon CloudWatch $8#7.

- AWS AFBAIRS oA TIRERFREIREEX AWS Ground Station EH4HEH, HEHERE
EMANTERN , 2WEBEHN, SUUES SN REBZRSEGELN I FBFHYE, WXNAER
F ) Amazon Q FF & & IR B K@ &N AWS Console Mobile Application #iX@EH, &i& ] LATE AWS
BRERBAGRLEFEAH, AFBARS XEFERE , XULURDEERESH4HE KR E § 8%

=
o

FERLLT EJmIsE AWS Ground Station,
FT
« FAZEH AWS Ground Station 2 Hzh1t

« {ERi2% AWS Ground Station API i# A AWS CloudTrail
« B3 Amazon EF ¥R CloudWatch
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FAZEH AWS Ground Station 32X B 3h1L

(® Note

AN BHBELEFER B4 —i7. CloudWatch E4H1 EventBridge 2 #HEMEKERS M
APl, AIBAEREA—RRSWER T EEREASHHTEAHEHAE BIRETAENRN,

EH4FEEEBII AWS REF B, HEHRNRESEH , SINNARFTAMEBEHLTRER, X
B AWS BREFMEHIEFRM R, BAUREREIANREREXENEL, , ABTREETSHTE
AN AT Bah{LIRE, —ETUBMANIRETEE

- AR AWS Lambda

- WA Amazon EC2 E{TH%

« [FEHF T Amazon Kinesis Data Streams

« BUE AWS Step Functions JRAHL

- JBX Amazon SNS E/=, Amazon SQS A5l

FEHE—EFE RN —LRE AWS Ground Station 21F :

« M Lambda ¥ , RESHRS BB FELL A EC2 mazon 3£,

« BHBRELTERSHRHE Amazon SNS £F, XEEHALIRENETHHE RKER RSB T
BB 4FIE A

BXEZEER , B55H Amazon Ev EventBridge ents FF#E,

AWS Ground Station B4 H

(® Note
AWS Ground Station 4 5% Y Fr B B4 &8 ¥ “aws.groundstation”fE 8 “kKR"HI B

AWS Ground Station X HERSERHERXNWEH , LXBFLBENLBFI{t. BE , AWS Ground
Station TEFRRAARSEREZY., BEARABREAEFEREHNMETRESERNEZH, UTETRERHTAX
FHEBAWIFMHEE.,
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Bx RIEB AT (A R

AWS Ground Station HEHBRRAESRSH L RHEMH, BRAXERSZARMTAURINESES
YNESER , TR THERRAEGEFY. SNRRAPERNEM dataflow i QUAEBAE —HIET
HNEH  XESHtaRE. BER—FERA , BITE2REHBERLET RARHSEH, ERERE
SEEXAMBERE/RAN , EUAEESEYMNBEDFEEHRNBHEE,

TEHETRT B XBKRARHEXEKN Dataflow in QAR A HBEH,

Ay s, A, Y, AV,
i) he he h N
Contact Status SCHEDULING SCHEDULED PREPASS PASS POSTPASS COMPLETED
NP N N A
. iN M = T = Mt
Dataflow Endpoint Group Status PREPASS PASS POSTRASS COMPLETED

time

Legend

A,

-
-O:
-
-
IR

AWS EventBridge
Event Emitted

Ground Station BREIRASZE

MREREIF R RO RAESRSHIITISERE , MLLUEEMAN K BFINITIHIRE, HEEE
BEWAXBRBRATEN BN , XREH. IREEERKRIZLEEHMETE |, TS RESEREX
% contactPrePassDurationSeconds# contactPostPassDurationSeconds. B9 &% 21t RIBLEH
X1,

THEHEHET — N REIEHF,

"version": "Q",

"id": "@1234567-0123-0123",
"account": "123456789012",
"time": "2019-05-30T17:40:30Z",
"region": "us-west-2",
"source": "aws.groundstation",
"resources": [
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"arn:aws:groundstation:us-
west-2:123456789012:contact/11111111-1111-21111-1112-11111131211111"

1,
"detailType": "Ground Station Contact State Change",
"detail": {
"contactId": "11111111-1111-1111-1111-111111111211",
"groundstationId": "Ground Station 1",
"missionProfileArn": "arn:aws:groundstation:us-west-2:123456789012:mission-
profile/11111111-1111-1111-1111-111211112111221",
"satelliteArn":

"arn:aws:groundstation::123456789012:satellite/11111111-1111-1111-1121-1111122111111",
"contactStatus": "PASS"

contactStatus AEHAMETE the section called “AWS Ground Station Bx R RS FE L,

Ground Station BIEARLHT RARSTE

MREBAEBFERAL R T SAERA T EBREBIENFBITRE  NTTLURE AN B 3T IRE,
XFAFERIT T RENRERENBERLET RARSHTHEENRRL, MREBENR
WEX L EHRatE | 56 A E AT EcontactPrePassDurationSeconds## dataflow s R
48, contactPostPassDurationSecondst B4 & E B BB R LR T LA X1,

THREHRT —MRH6.

"version": "Q",
"id": "@1234567-0123-0123",
"account": "123456789012",
"time": "2019-05-30T17:40:30Z",
"region": "us-west-2",
"source": "aws.groundstation",
"resources": [
"arn:aws:groundstation:us-west-2:123456789012:dataflow-endpoint-group/
bad957a8-1d60-4c45-a92a-39febd98921d",
"arn:aws:groundstation:us-west-2:123456789012:contact/98ddd10f-f2bc-479c-
bf7d-55644737fb09",
"arn:aws:groundstation:us-west-2:123456789012:mission-profile/c513c84c-
eb40-4473-88a2-d482648c9234"

1,
"detailType": "Ground Station Dataflow Endpoint Group State Change",
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"detail": {
"dataflowEndpointGroupId": "bad957a8-1d60-4c45-a92a-39febd98921d",
"groundstationId": "Ground Station 1",
"contactId": "98ddd1@f-f2bc-479c-bf7d-55644737fb@9",
"dataflowEndpointGroupArn": "arn:aws:groundstation:us-
west-2:680367718957:dataflow-endpoint-group/bad957a8-1d60-4c45-a92a-39febd98921d",
"missionProfileArn": "arn:aws:groundstation:us-west-2:123456789012:mission-

profile/c513c84c-eb40-4473-88a2-d482648c9234",
"dataflowEndpointGroupState": "PREPASS"

dataflowEndpointGroupState Ky AIBEIRANBHE PREPASS, PASS. POSTPASS Hl COMPLETED,

ENSEH

Ground Station Ephemeris IR E

MREEEEHZERSHMITRAE , WAHRERN L B HATIERE. XAWEREEANZTRS
WITTENRE, B, BAILEENZRKIE BIAE S ENABLED BHHITIR/E, WWEHAHBEFRIE
B EEERHXE,

THEHREHRT -5,

"id": "7bf73129-1428-4cd3-a780-95db273d1602",
"detail-type": "Ground Station Ephemeris State Change",
"source": "aws.groundstation",
"account": "123456789012",
"time": "2019-12-03T21:29:54Z",
"region": "us-west-2",
"resources": [
"arn:aws:groundstation::123456789012:satellite/10313191-c9d9-4ecb-a5f2-
bc55cab@50ec",
"arn:aws:groundstation::123456789012:ephemeris/111111-cccc-bbbb-a555-
bccccad05000",

1,
"detail": {
"ephemerisStatus": "ENABLED",
"ephemerisId": "111111-cccc-bbbb-a555-bcccca®05000",
"satelliteId": "10313191-c9d9-4ecb-a5f2-bc55cab050ec"
}
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}

ephemerisStatus BIATBEIRASE$E ENABLED, VALIDATING, INVALID., ERROR. DISABLED A
EXPIRED

fEA 2% AWS Ground Station API @B AWS CloudTrail

AWS Ground Station 5 AWS CloudTrail—BIRFEK , ZRFRMAAF,. AEZH AWS RFEFIN
THR/ERIZ S AWS Ground Station, CloudTrail ¥7f& API 8 B3k AWS Ground Station B
. FHIRMNBAASFERB AWS Ground Station % & B8 A FX AWS Ground Station API ##4ER K
BEA, MRELIZRE , WAL AN CloudTrail E4FLELME Amazon S3 Fi#iE , BENEH
AWS Ground Station, SIRZEREERER , BMARLIE CloudTrail EHIENEHNLIERIEER
FNEH, EARENEER CloudTrail , 7] LA#EE @ BNMER A H AWS Ground Station, & HiFK
B9 1P #hak, R THER, ANAHERAREMFEARESR,

ETHEZEE CloudTrail , i§ZRAWS CloudTrail A8/,

AWS Ground Station F#J{E & CloudTrail

CloudTrail FE& 812 AWS IKF R EEENKF EBR. & ZAETEHE AWS Ground Station |, 1%
ESEHM AWS RS CloudTrail B4 —RICREZEHAHLIERH P, BULEEZH AWS IKFHRE
E. BENTERIOEAENEY., BXEZER , FSHERAEHH$IEHEESE CloudTrail B4,

ERZIIREAWS KPP EH , BIENEMH AWS Ground Station , FRIERER, REATF
CloudTrail f BEMXH&HEl Amazon S3 7M. BMIABRT , EEEH AP OIZRRERICRA |, LRER
BRMATAE AWS XiF, REIZRE AWS 2 XAMEXENEHN , A EXHEETEEEN
Amazon S3 F# 8. LI\, BAILIRERE M AWS RS , Ut —F oML E CloudTrail AEFUWE
WEHBE, BXEZER , BSATIAE :

- BIERERESR

* CloudTrail X RS FERK

- Bti& Amazon SNS B4 CloudTrail

- EWXRBSZANMXEH CloudTrail BEX MM S AMNKF W CloudTrail B EX#

P& AWS Ground Station ##/E9H APl £#1i23% CloudTrail #12%fE AWS Ground Station API
SE, flwn , WACancelContactMListConfigsi@EL%E CloudTrail B EXHFERMSFK
H., ReserveContact
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Welcome.html
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BIMNEHHATREBESEXRERBFRNARER. BOEEABTEHEUTRE !

« BERIZMEARIERIER AWS Identity and Access Management (IAM) A F&EIEA Ho
- BRECEAACERKEAFNGRN ZEEU R HN,
- ERERXHHEM AWS RS K.

BXREZER , 2 H CloudTrail userldentity JTH&,
T #% AWS Ground Station A& X #% B

BREE—MERE 6 AFNEHEN BESERBIEEERN Amazon S3 1Z##@. CloudTrail BEI 4
BE—NRENMNAERE. EHRRRKEEMAKRENENER , BEEXRBERVEE, BREN BB
B, ERSHBEMNES. CloudTraill BEXHFERLHE AP BANEFHERRER , Akl T2RE
A4S EIRF .

T RHIE R T ERZReserveContacti®&/ER CloudTrail B&E%H,

5l ReserveContact :

"eventVersion": "1.05",
"userIdentity": {
"type": "IAMUser",
"principalId": "EX_PRINCIPAL_ID",
"arn": "arn:aws:sts::123456789012:user/Alice",
"accountId": "123456789012",
"accessKeyId": "EXAMPLE_KEY_ID",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-05-15T21:11:59z"
.
"sessionIssuer": {
"type": "Role",
"principalId": "EX_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:ro0le/Alice",
"accountId": "123456789012",
"userName": "Alice"

}I
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"eventTime": "2019-05-15T21:14:37Z2",

"eventSource": "groundstation.amazonaws.com",
"eventName": "ReserveContact",
"awsRegion": "us-east-2",

"sourceIPAddress": "127.0.0.1",
"userAgent": "Mozilla/5.0 Gecko/20100101 Firefox/123.0",
"requestParameters": {
"satelliteArn":
"arn:aws:groundstation::123456789012:satellite/11111111-2222-3333-4444-555555555555",
"groundStation": "Ohio 1",
"startTime": 1558356107,
"missionProfileArn": "arn:aws:groundstation:us-east-2:123456789012:mission-
profile/11111111-2222-3333-4444-555555555555",
"endTime": 1558356886
},
"responseElements": {
"contactId": "11111111-2222-3333-4444-555555555555"
.
"requestID": "11111111-2222-3333-4444-555555555555",
"eventID": "11111111-2222-3333-4444-555555555555",
"readOnly": false,
"eventType": "AwsApiCall",
"recipientAccountId": "11111111-2222-3333-4444-555555555555"

B Amazon EF %5 CloudWatch

EBXRHBE , AWS Ground Station Bz #EIREIE H [ EH &KX FI L CloudWatch #04r, B EIETT A
I 5i# CloudWatch #HI&HEE. BHXTARIM CloudWatch IR ELEE. , ESHEH Amazon
CloudWatch ¥§#%.

AWS Ground Station 1IEfr 4 E
EWRLEIEFRO] A ?
LT R M ZRE AWS Ground Station.

(® Note

A HHEEIERBURTFIER B AWS Ground Station ZhaE, REBEHEE , REXHUATE
PRV F £,

BE Amazon EE&#E#r CloudWatch 73
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RAriEmE
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EinERE
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518, WL, Satelliteld

{S1&. b, Satelliteld

#5l, Config, Satelliteld

#5l, Config, Satelliteld
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B E
EATEHENN
&R £ iR
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HRE, KEWX
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By SH{VA
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LEBMENER
RAPRAYIRE
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1R EinEE DU

CarrierFrequencyRe % 5l. Config, Satelliteld T 155 O

covery_OffsetFrequ L E5JAE T

ency_Hz L2 EBRE,
XEHZEEM
BHMREBEXR
KREZENF
HhiRSH B fm % 5l
R,

B #%% (Hz)

ElevationAngle Satelliteld RENA, i
FLRAOE , X
A 90 E,

By E
Es/NO £3&. hMt., Satelliteld BN SWEEE

SR 7 I RiEHR

ErLE,

B4y : 20 (dB)
ReceivedPower 1t , Satelliteld R A2/ MR RD 28

FREWNESA

E,

B 59 NER

(dBm)

SymbolTimingRecove %35, Config, Satelliteld BEWRFSMER
ry_ErrorVectorMagnitude 2R Z BRI
ERERE,

By Bok
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ER ER4EE iR
SymbolTimingRecove %5, Config, Satelliteld RS B
ry_Locked Wk 2 IR B 81 %E Bt

REN 1, B
RREN 0o

BT

SymbolTimingRecove 35, Config, Satelliteld i B 5 IR R A

ry_OffsetSymbolRate BEESHSERE
R RANRE.
X2 HSEEM
BNMREEX
SLREZRBRNE
A ]
S1:

By S/

R~ 2 ARt 4B AWS Ground Station ?

BRI LAE R AT 4 E i %k AWS Ground Station ##&.

Category IR

Channel FRBRENBEESIE 1. 2. | (HP)MQ(E
X))o

Config RETTHBRMBBMBBEE am,

Polarization BRRENRIREIE LHCP ( EFRARER ) =

RHCP ( EFE®#R ) o

SatelliteId FEIDZERATFHRENIEEN ARN,
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BEF EiF

EEEFANERN , BEXEE  REEORETEFRNERS R, REPNESNEFRE AT AEWE
BIEE 3 PERNERABRHNHKE. £ 3 /MG, BHNBERNZE D HHHIER CloudWatch $5455C
B. NMRAEEEESVRENENER , BUAERIBEEN 3 MHAEEHRE , REFHERS
£ CloudWatch $E¥r 2%\, Bx CloudWatch BEXMNEZE L , 25 Amazon CloudWatch #i&-
ERREE,

sk, R 60 WABRNEMAHRFERT2LEEBNEEREREEUNER , HARTERF2E
To NRTEERENMWNIER , BiE 60 WEaEFEHHIE.

Pass Metrics 2020-03-16 (20:23:00) - 2020-03-16 (20:34:11) - | Line + | Actions ~ Zhil o)
dBm Bit/Block Error Rate
274 1
13.2 0.5
. /’—\ m .
20:23 20:24 20:24 20:25 20:25 20:26 20:26 20:27 20:27 20:28 20:28 20:29 2029 20:30 20:30 20:31 20:31 20:32 20:32 20:33 20:33 20:34 20:34
@ | RHCP Es/NO I LHCP Es/NO QRHCP Es/NO @ QLHCP Es/NO @ One RHCP BitErrorRate @ One RHCP BlockErrorRate @ One LHCP BitErrorRate @ One LHCP BlockErorRate Twa RHCP BitErrorRate

@ Two RHCP BlockErorRate [ Two LHCP BitErrorRate () Two LHCP BlockErrorRate
All metrics Graphed metrics (12) Graph options Source

All > Groundstation > Channel, Polarization, Satelliteld | Q Search for any metric, dimension or resource id Graph search

BxTfEH 4l AWS Ground Station I E¥RERMNE Z{E R CloudWatch , 52 R2lErE &,

EREHEERRER

1. $TFF CloudWatch EIEi24l4&,
2. TESMBEET | &R,
3. %% GroundStation #3 % Z= ],

All metrics Graphed metrics Graph options Source

Q Search for any metric, dimension or resource id

157 Metrics
EBS EC2 Events GroundStation
18 Metrics 89 Metrics 5 Metrics 14 Metrics
NATGateway S3 Usage
26 Metrics 2 Metrics 3 Metrics

4. EEFENEREE (S, 58, RILF Satelliteld ) -
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RAriEmE

All metrics Graphed metrics Graph options Source

All > GroundStation = Q, Search for any metric, dimension or resource id

28 Metrics
Channel, Polarization, Satelliteld Polarization, Satelliteld
24 Metrics 4 Metrics

5. All metrics I F& R4 2 R g EHFTEISHR. STHTLTRE

a. BENRBITHRF , BEMIIRE,

b. ELHEMNEER , FRPEZEMRABRNERE, BREMAER , BEPRERBITHH

SikHE,
c. ERRRFFHITHE  BFEFBPBEIRID , ARFI1EHE Add to search,
d. EiRIEHRHTHIE | BEREREH , RFI1ER Add to search,

EEEFER , BEAUTHE AWS CLI

1. TR AWSCLI &%, BXREMEE AWS CLI , FZE %% AWS CLI iR 2,

2. fEHA CloudWatch CLI #get-metric-dataJs EHE K — N |, Z X4 AT U RAIE ES

o, REBTERXLEIER,

RRBAYIE

A, FETLLT@S - aws cloudwatch get-metric-data --generate-cli-

skeleton, XMERELTFUTARENHH -

{
"MetricDataQueries": [
{
"Id": ",
"MetricStat": {
"Metric": {

"Namespace": "",
"MetricName": "",
"Dimensions": [
{
"Name": "",
"Value": ""

EF Bl
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]

.

"Period": 0,

"Stat": "",

"Unit": "Seconds"
.
"Expression": "",
"Label": "",

"ReturnData": true,

"Period": 0,

"AccountId": ""

1,

"StartTime": "1970-01-01T00:00:00",
"EndTime": "1970-01-01T00:00:00",
"NextToken": "",
"ScanBy": "TimestampDescending",
"MaxDatapoints": @,
"LabelOptions": {

"Timezone":

3. BEEZEITHHAA CloudWatch f§¥raws cloudwatch list-metricse.

MREHKIAFERANE AWS Ground Station , MiZAENRESZELATRENE S :

"Namespace": "AWS/GroundStation",
"MetricName": "ReceivedPower",
"Dimensions": [
{
"Name": "Polarization",
"Value": "LHCP"
},
{

"Name": "SatelliteId",
"Value": "arn:aws:groundstation::111111111111:satellite/aaaaaaaa-
bbbb-cccc-dddd-eeeeeeeeeeee"

}

iy
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(® Note

HFBR#&l CloudWatch , TR B X ERLRKE®EIT 2 A AWS Ground Station
NEEFHRETAEREK , LEEREIIDRAEEPREREREMMNEE, AWS/
GroundStation&x CloudWatch FREIMNEZELR , BS5H : EF U HEMR

4., EREELHR 2 REIEHN JSON X4 , FESSR 3 P AMEEURENIERPolarizationd®
WATEEMIEE, SatelliteIdB A , BEEAEFHStartTime, FMEndTime {ELAPEEL &Y EX R
Ao ﬁ“ﬂﬂ .

{
"MetricDataQueries": [
{
"Id": "receivedPowerExample",
"MetricStat": {
"Metric": {
"Namespace": "AWS/GroundStation",
"MetricName": "ReceivedPower",
"Dimensions": [
{
"Name": "SatelliteId",
"Value":
"arn:aws:groundstation::111111111111:satellite/aaaaaaaa-bbbb-cccc-dddd-
eeeeeeeeeeee"
b
{
"Name": "Polarization",
"Value": "RHCP"
}
]
b
"Period": 300,
"Stat": "Maximum",
"Unit": "None"
b
"Label": "ReceivedPowerExample",
"ReturnData": true
}
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1,
"StartTime": "2024-02-08T00:00:00",
"EndTime": "2024-04-09T00:00:00"

(@ Note

AWS Ground Station & 1 Fl 60 ¥ &% — X364 , EAEURTER. WRZPeriodFE&
NENTFEFNEZHBES , IF2IRE R,

5. aws cloudwatch get-metric-datafEAENESRICIRNEENNHEZ1T,. TEHRET -1
=~

aws cloudwatch get-metric-data --cli-input-json file://
<nameOfConfigurationFileCreatedInStep2>. json

B REOR BB MM B, TERMT AWS Ground Station EARHI i iRl

"MetricDataResults": [
{

"Id": "receivedPowerExample",

"Label": "ReceivedPowerExample",

"Timestamps": [
"2024-04-08T18:35:00+00:00",
"2024-04-08T18:30:00+00:00",
"2024-04-08T18:25:00+00:00"

1,

"Values": [
-33.30191555023193,
-31.46100273132324,
-32.13915576934814

1,
"StatusCode": "Complete"

]I

"Messages": []
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Z4 M AWS Ground Station

ZEEAWS REFZE, FNAWS BF , BRZBTINREASHLZEHRBEALANERMBE
MBEHOMMERY, AWS BRETANZETENEYE , UHEHXALLBR, XETENDRES
EMgLeM, KEEE, HREHNKERZSH.

BT AWS Ground Station , BA1ZR IR E BT H{ESSER HSTHE end-to-end %, AW APIs S &
REERNZBNBIERFINIIEE, BXx AWS Z2HNEZELR | EFSR AWS Z2FH M AEB,

ERAUTEB 7 AR ER 7R,

F&

* Identity and Access Management AWS Ground Station
« AWS W E B AWS Ground Station

* 7£ Ground Station FEASRFEXNAE

o BABIEME AWS Ground Station

- EREENEBIEIMNZE AWS Ground Station

|dentity and Access Management AWS Ground Station

AWS Identity and Access Management (IAM) AWS fR$S T #EIEE R T2 iR HIX AWS &R 5]
RPRo IAM B 726 AT AT B IRIE ( BF ) MBN (HENR ) /8 AWS Ground Station %
Ro BAILER IAMAWS RS , EEXNENEA,

£}

- BEX

- EASHHITHHEIUE

- ERARBERRR

« 304A AWS Ground Station 5 1AM B4

- ET 5HMEM A AWS Ground Station

+ ¥ AWS Ground Station & 12 % A1 3# 1T FE HEBR
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ZAX
&y E A A AWS Identity and Access Management (IAM) B8R RE , E4EURTEFT#E T4
AWS Ground Station,

BRS5 AP - REME A AWS Ground Station lRF K TAE , MEE R &R ERMEMENEIENNR,
L{REAE % AWS Ground Station HEERE K TIERS , IRATREEEMANNIR., THAMNMAER A
NREBTEEOERERBFRESHNR, MRETTETE AWS Ground Station HAFTE , FSH X
AWS Ground Station & 3 Ff [a]3# 1T S EEHERR o

RS EE R - RIEATL T AWS Ground Station iR , N ATEHRAE £ 15 E PR AWS Ground
Station, &K THERWEESRNIRS A F K5 R BELE AWS Ground Station THEEFI &R, ARG , B4 G
IAM BEERRERBERUEFUBRSAFHNE, BEFZNELNERUTH IAMWEXRES, Zi¥H
T RIEH A T IR IAM S8 A B AWS Ground Station , &2 #2147 AWS Ground Station 5 1AM
BEfEH.

IAM BER : MREBZE IAMEER , BAEFLE THRNMAEEREUEEX AWS Ground Stationfy 15
BRI FMAER ., EEFETLUE IAM REAK AWS Ground Station E T F KRG , BS
K, EF5HHRETRH AWS Ground Station

£ & 21T B IR AIE

ENRIIEE AWS FRAEHEILEEZN AR, BH4T IAM BF BASETIE AWS IkFRAFE
IAM £ @347 B B ( BFE AWS ) .

B EABEY & HRRENEREIL AWS BRE 508K, AWS IAM Identity Center ( IAM Identity
Center) AF, RLOFAIMNESEREREIELIREN Google = Facebook EIRMEKE & 108 =~Hl,
UIELIBRA BMEREN , ZFNEEALUGER IAM ARIEE T SHKARKIE. HIREABKESTR AWS
i, IRRRERERE 1AL,

BFBEHNAPER | EALIEF AWS Management Console 2 AWS 5[RITF, BEXBEZFNEZER
AWS |, S (AWS &35 AFEmR) PR AEZEE AWS KF W,

WMRE AWS BURTEHFRNIGE |, Mle AWS BEBREF XA EH (SDK) Miapw1T#EDO (CLI) , AEFERE
HERETERFTMNELSE, NREREHRAAWS TE  NIAXFTEHCZBER, BXERAKENSEE
TZXEERNESZELR | 55H (AM BFERE) WA TEE API i5RAWS EZ A 4,

TieERAREHRIESE , CHRTREFERHHMLLER, Hll, AWS BUEERAZESHRIE
(MFA) SkRIREKFHNREM, ETRESZER , 5256 (AWS IAM Identity Center AR 1ERE) FHNZ
ESHRIEMN IAM AFEE) #8 IAM FHAWS ZE 5 G KL,
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AWS K F root FiF°

BIZEf AWS IKF , BEXBR—NEREN , ZEOUTUATLERKS FHMERR AWS RS ME
Ro L H DI AWS IKF root B, R GIE MK/ Bt 62 P Y B8 F BB 44 3t ik R 22 8 B S BN AT 15 )
ZH5 0, BARWETECRARAFNITERES. RFFRAFEIE , FAERAXERIERNTRIER
FPRIBPITHNES. BXEREGUBAFSOERNESHTRIIR , 55H IAM AFERTHNEER
BASEIENES,

oS- 4v)

EARESRER , ERXRAXAF (SREEEEAHRANENAR ) FASEHREENEKS B HRIE
AWS RS B IErHEBHITIHA,

REFMRELANSLAFBR, Web 517124, Identity C enter BERHMAF , REFAFEH
AWS R% BN 5 HREHMNEREH#TIHENAF. AWS Directory Service H Bk & & 415 8] 8 AWS
K, T EAR | AGREHIGRER,

EEHMERFRIMNER , BUUEFER AWS IAM Identity Center, #&T]LATE IAM Identity Center F1 612
FREE  aUEEHESIEECHNEORTFHN—EARAFNEYE , UETENRE AWS K-
R ARFEHFEM. A IAM Identity Center ISR , iEZ % AWS IAM Identity Center i 3R F /1T
Z 32 |IAM Identity Center ? .

IAM A P &F4A

| AM AP =& AWS Ik REXNASRNARFERRENRN S M. EAENBRT , RIMNEBWUE
RlIEeH T, MARGEZEAKBEIL (MHRBMFEES ) BV IAM A/, BER , MREE-LBE
MEAZRFERBTIEUR IAM AP , BUERRBRAZRH, BXESEE , HZH (AM AFE
M) PHNTEERBFEIUENAS  NEZEENEHHRESR.

IAM AR —NMEE—4H IAM AP SR, BTECERAEANEHER. BULUERAAR—RIERZNA
FIEENR, MREXERF , FRATUERWMEBERFNR, flin , SaBE— 1N a2 INE
A | IAMAdminsH B ZEARFERE IAM FIRHR,

AFEAGTE. AFE—#EENMARSNAREF K K MACEELEFECHEANARA. AFE
BAANKHFILE , MALRHAENEILE. ETHESES , H20 (AM AFER) #1 IAM AF
REIEESVS

IAM B

| AM B ERELNBEERENR AWS IKF W& M. BERLT IAM AR , EEREARTXEK. EXE
FIGRETEE IAM & AWS Management Console , LM B FHI#E] IAM A6 ( 2E& ) . &1
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LB A AWS CLI 3 AWS APl B EERA BEX URL RIEABE, BXERABSBNAEENESE
B, BEZR (AM AFEE) FNRKABRBHN G,

BRI FEIER IAM SeEU0TERTRER !

- REAFR  ZEAKEFHIENER , FUEAGHNABGENNIR, HREGHHTEHR
iER , ZEAFSAGEXKABERTHLEACENHWNIR, BXATHREEHRIINACKHE
B, iEZH (AM AFER) PNHNE=FSHEHEEUEAE (KESHRIL) . MREFEH
IAM Identity Center , I EEEENRE. N EHEZNEREHRTEHRIEFTIBRINASE , IAM
Identity Center X RES IAM VA EHEXEK, EXNBEENER , ESH (AWS IAM Identity
Center A #E) PHINRE,

 ImEt IAM APRER - IAM AR ARA IAM AFPSAS , LERREH XN BEESHTENR,

- BKFEFH  EUER IAM AU ATFFRIKS FHENA (EERE ) HRENKS R
o AERRTERKSHRNBRHEESR. BR , X TELERK AWS RS |, 80 LUK K I B 5H
NEHER (MAREAAEEARE )., ETHEATEKFTRNACNETRRNRE 2B ZE
A, B IAM AP EESR IAM R EIK P 7R T

- BIRSIHIE — B AWS RS EREM AWS IREIREHHIThEE, Flin | YEBERSHIRITEE
B, ZRESEE ST Amazon PE{TRARF EC2 HiE Amazon S3 FFEEN R, RS HEELEH
KB AANEANNER., FARSSESMERRSHEXSERRNITIERE,

- RRIGFILE (FAS) — HEER IAM AR A SEPHITRER AWS |, BEANEREA, £EA
RERSE , BAESWMIT—MEE  RABLBREEEMRSH B35 —MRIE, FAS EREA
ZRANRUK AWS RS @ TSR HIERNER, AWS RS RBIRFSKEFTESH i
AWS RS REREF RETARRIERE , T 2R FAS #HR, EXMBERT , BLEHERRIT
XFABURERNR, BXAKH FAS ERIPREFE , BSRERL A 21E

- BSAE - RSALERSAREELNIKS PRITREM D RN IAM £E, 1AM EE R ATLE
IAM FEI2, BRARBRESAC,. BXESER , 28 (AM BAFERE) #H6IER AWS AR
SERNENEE,

c BESHEXAL-RSEXAGRE—MEREINESHE, AWS BRFRSTURARRENITERE
MAe, RSEXAGHIAEEHT AWS IKF |, FEERSAAE. IAM EEAUEEETRE
YmiB RS MR A BRIRR,

« £ A@@ mazon LETHNARERF EC2 — ZBRAILAEA IAM AREEE EC2 Kfl LE1TH A H
AWS CLI 5 AWS API IR NARFHIEEHES, XH7E EC2 KflhFR TR ZAETR. BN
EC2 ifilo Bt AWS BEHAFEHAMEAMEBNAREER , BFEEQE — N MENZEHIH L HIE
EXH., XPIREEXHIEACHATE EC2 Kbl LETHERFRERINIER. EXELEER , &
SR IAM AP EETHER IAM ABETE A mazon EC2 £l EiETH N AEF R FHR,
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FRAREEETA

ERELAWS B eI 2 R EM IR AWS SRR FERZEGFAHRNR, REREFH—
HRAWS | SEFHFARKEKN , EQELENR, AWS EEHEA (AP, root AFHAGS
E ) REFERMPAXLERRE, REFHONRBERATERELFR, KSHERMELL JSON X4
By AWS FEXfFEEH. BX JSON RBMHENEHMNAETNESEE , SR IAM AFEREFRY
JSON SRHEBLI

EERWLER AWS JSON REERIEEHERRIBEMF L, BR2ER , BNEETUAN LR FERITER
&, ARIEMHAZRHETHIT,

RABRT , AFNAERERR, ERTHPNMRERRRTRENRR , IAM EE 7 62
IAM K, EERABETUAEMAENMJIAM K , BRAIURABE,

IAM REEE IRENNR , TXFEFERABI G EZHITRE. fl0 , RIREF—N AW iam: GetRole
BRENEKEE, HAIZREEN AP TN AWS Management Console AWS CLI, 5 AWS API SRELA &

=
ET BRI RES

ETEMNNRBEAMMESZH (W IAM AR, AFASAR ) B9 JSON R RREE A, LR
EHERFMNA SR EMPSEA T BERRTHERE, ETHRNMGEZET HOMRE  FSH
(IAM FiF{EmE) FNEATSEERBEX BEXL IAM R,

ETEHNRBALR -SARNAKRKEREEXN KK, ARKBEERALEINAS, AHAG
o, HERBRIMMARE , SLLEERMIIFHZSIRAF, HANAE AWS K, RERKIE
AWS HREXRBMEFIEERE, E7THRNMEEERBNARKE 2BRTER , B2 IAM AF
B PRERERBS AR BFEITEE,

ETRRAV K

ETRIFH RIS MR R JSON RN, ETRFMNRENRESE IAM ABEERKEM
Amazon S3 FHEMEKE, EXFETHRVRBHRS T , RSEE R JLMER ENRZHI 4 E R
FREVEE. N THEERM IR EIR |, REEE IS E M BN 2R RINATRLEREAREF LSRN
THIT, BUFEETRBENRBEPEEEE, ZEEATUEEKS, AR, A2, KSR/ AWS

e
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R 2H 5 &k (ACLs)

TREFIFIR (ACLs) 2HMERFTEA (KFKA. AFRAR ) ANBRER, ACLs SETHIRHN
REERL , RECFEEA JSON I,

Amazon S3 # Amazon VPC M2 X#EM RS R~ ACLs. AWS WAFE TE Z{SE ACLs , EZ 1
(IO EBEE#ERST X EIER) FHIEREZES FIER (ACL) #ER,

Hfth SREESRH
AWS SHFE AR AR NIRRT, X LSS R AT DR B 38 % A I SR M SR 2L [ SR T A B KRR

- RRLA : RRLAR-IERBE, AT REETHSOREBALN IAM K& (1AM BF A
&) BFHNRANR, BANXTHRENRLR. SEEZRNREXGCET HHHRBEREENRIL R
MIRE&E, £ Principal FEEAFRAGHETHRNVRBEAZINRLA RS, F-TREPNE
RNELFEZ AT, BANRLANESEE , FZHIAM BFERFH 1AM EEARRLD .

. PREIRSIERE (SCPs)- SCPs 2IEAMHALL % (T (OU) KR AR JSON EB AWS
Organizations, AWS Organizations & —HA FTXZHN B HENZ AWS K- DU 1T 0 HMEH
EENRS. MREEAALTHFREIIEE , WA LUFRSE IR (SCPs) A TENEARAE
k. SCP PR&IAK R MKF PISEE (BEEND AWS IkFRAF R4 ) PR, &> Organization
SCPs s MIWNEZ{E 8 , 5519 (AWS Organizations A {ERE) HHY RS 15 I K B,

o BREEIREE (RCPs) — RCPs & JSON ¥ , B LMEA T RIZEK S F R RO ZRATAN
R, MEZEEFMMBIZRENENERN IAM FRB&, RCP REIFKZMKF FHEFENNER |, ¥
AEEFMEH (BEEHD ) WERNRE AWS IkKFIRAF , TREXLEFHRERE TENAEL,
A X Organizations WEZ{EE RCPs , ‘@#F AWS R ZX#EH %X RCPs , 25 (AWS
Organizations FIF1EFE) R FRIZ SR (RCPs).

- DERE  SERBRILUFEAXNNAGTRESA /IR IGN 2ENMENSBUREN SRR
ZROFENNRRAFIACHET HONRBNSERBIRE, NREATLUREETHRER
B, E—URBHPNENELFEEAN. BXEZER , H5H IAM AP EREPHSERE,

S RBERE

HAZNRBEMNRBENA T —MERE , ERNNREMERNEIER, BETHRELS RS HREREN
WA AWS BERBAWER , HSH IAM AP EEHRHERITEEE,

AR E R 88


https://docs.aws.amazon.com/AmazonS3/latest/userguide/acl-overview.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_rcps.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html

AWS Ground Station AriEE

#04a AWS Ground Station 5 1AM Bt &

EEA IAM BIEiG | R 2 81 AWS Ground Station , &5 T WL A AR IAM Thég AWS Ground
Station,

WA LA EE AR IAM ZIEE AWS Ground Station

IAM 4$1E AWS Ground Station X #
ET 5 OHERK =
BT R IRE R &
RERIE =
R R =
EHEAHRE (BETRS ) =
ACLs e
ABAC ( REEHIIEE ) =
TR AN =
EBRE =
k&R &
RSHEXAEE =

E4M 7 AWS Ground Station LA Hf AWS FREIMAIE X ZH IAM hEER & EA |, 555 IAM
APEETRNES IAM B & FEFNAWS RS,

ETF 5Hr%E AWS Ground Station

XBETHEHIRE : 2
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ETHONRBETMMNESM (W IAM AP, AFASAE ) B9 JSON RRRM I, XLRK
ZHAFANASAEMAMES T BLERFNITHLERE, BETHRNTUERETSHNRE , F5H
(AM BFiEE) FEATT EEARRE L BE X IAM &R,

BEERA IAM ETSHOMNKE |, SIS EATFRIELNIREFNTRAR R FRIELIRIENZH4
TEEETEMNRBDEEETH  RACERATHEMMMABFrRAR, ETHETE JSON %mﬁﬂlﬂﬁ
ANFrERE , ESHE (IAM AFErRE) R IAM JSON KEE TR 5| A,

ET 5 EBE R AWS Ground Station

EEFE AWS Ground Station EF SRR RG , 5SR. ET5HHEEE RS AWS Ground
Station

R ETFEBREBEE AWS Ground Station
YRETHRARNXE : &

ETRIFHREE M N BRAY JSON KM, ETRFHRENRESHE IAM AGEEREM
Amazon S3 FEMEKE, EXHETRARNKBHNERES T , RSEEAAUERCIREFHNBFER
REVTAR. XS FHEEPMMNRBEH TR , RIEESIEEEET X 2R RRATHLEREUAREFLEMH
THIT, BAFEETRENREHEEEE, ZEREATUEEKS, AR, A2, KBRS H AWS
AR5 o

ESABK/ER , SRCHEANKSSHEMKS P IAM KXEEEANE T RRNREHOERE. &
BKFEHEAMBETHRNEEARBYIGEXRRTEN —F¥ME, AZRANREL T FEMERN
AWS IKF , AIEIKF HREY IAM EEE R ESMEEFEARE (AFRAR ) RTFBRBRHNR, i)
BEFETSONRBHINESNEUR TR ER  RETRARNKBELE —NKS AN EART
WERR , WFFREZINNETEHNRE. BXESZELR , H5H (IAM AFERE) F1 IAM 8
B IK  BR U5 ]

KB {T3 AWS Ground Station
TERERIRE B

EE R WLER AWS JSON REERIEEERRIBEMF L, BR2R , BNEETUANTLARFERITER
1, ARIEMAAZRHETHIT,

JSON REEH Action TEMRTA THERKP AFRIEL B RINRE, REBREEEEXEKN AWS
AP BERE. B—EHINER , HlIRBITE API BENNRNR R1E, EHE-LREFTEETRK
RRITSNMEE. XEMIRERINERERE.
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R L EREUR FHATRERENRR,

E&EF AWS Ground Station #/E5Ik , 55 H (RFBENSZE) AWS Ground Station E LAY
1Eo

EENITHRBRIR/ERIR/ER AWS Ground Station AU TEIS :

groundstation
EE2MEAPEESIRE , BEAESRENRT.

"Action": [
"groundstation:actionl",
"groundstation:action2"

]

EEFE AWS Ground Station EF BRI RG , ESR. ET 50K R AWS Ground
Station

KRR IR AWS Ground Station
TERBERR : 2

EIE R A LAER AWS JSON REERIEEW ARG RMF L. WHRH , BN EAATLIF AR RINITER
&, BAREA ARG TIIT,

Resource JSON KR TEIEEEMMEN AREN —ITHZ MR, BAXNEE Resource
NotResource T, EANRZEXE , EFEHHE Amazon BEE# (ARN ) EARR. NTFIXEFHE
BREE (MARBRER ) BIRE |, BRI LU ITILRE,

X FAZFRRENRAORE (NI HRE ) |, BEABES (¥ ) ENEANATHRRERK,

"Resource": "*"

E&EE AWS Ground Station FRER K HFIEK ARNs , 55 H (RESENSZE) AWS Ground
StationHFEM W HFR. BT EALUEBLREREBEENARN ARN |, 555 AWS Ground Station
ENRRE,
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E&EE AWS Ground Station ETF SRR =G , 5. ET B HHER B AWS Ground

Station

K R RS R 4248 AWS Ground Station
YERETHRSORBZMGR . B

EERWLER AWS JSON REERIEEHERRIBEMF L, BR2ER , BN EETUANTLARFERITER
&, URIEMAAZRHETHIT,

£ Condition Jt¥& ( = Condition R ) # , AL EBAERMEZH. Condition TERTIE
W, BUNUCEFERAZGZER (W, FFHNT ) BEHRER , UERBPHNFEESERPHE
HMTE,

MRIEHE—MEAHPEESZ Condition T3k , HEEA Condition TEHFEESME , M AWS
EAZEHE AND EHEIFHEN. IRENENIFHRBREESME , NERAZBORZER AWS TES
o ERTEWNNRZATLITRBEFBENRMSE,

EEESRGN , St aUER SVETE, flin, REEFEH IAM BFEHRIE IAM Bt , 8 8ER
HRFIHEBRBREONE, BXEZEE , SR (AM AFERE) K IAM R TE - TEFNHRZ,

AWS X #F2RAFHEHNBETRSHFZGZH, BEEME AWS £2/5FM4E , SR IAM AFE
MTHNAWS £2R/EH L TXEHR,

E&EF AWS Ground Station &4#%I%k , B5H (RFBENSZE) AWS Ground Station By 142
Ho ETHUUFERAFHENBRENRTR , BS50HHELHNESE AWS Ground Station,

E&EFE AWS Ground Station E T 5K RG , 5SR. ET 501 EEE RS AWS Ground
Station

ACLs in AWS Ground Station
*# ACLs : &

TEEFIFIR (ACLs) 2HMLERTEA (KFKA, AFRAR ) ANBRER, ACLs SETHIRM
REERL , RECFEA JSON I,

ABAC with AWS Ground Station

X5 ABAC ( REEHRIIRE ) : B
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ETRERMENIERES (ABAC ) B—REDURE , ZRBETEERELNR, EH AWS , XEFE
HHRNIRE, BRI INE IAM R4 ( AFHAG ) MiFS AWS HiR. RICKEMERR
ABAC W% —%. REIRIT ABAC K , UEEHANIRESMAI]Z 75 RN TRRETE A R
.

ABAC EREEKWIAEFEERR , AERBERTSEIUNITR T R HEF B,

EETHRZEEEHER , BEEMFEA aws:ResourceTag/key-name, aws:RequestTag/key-name
= aws:TagKeys U BERMBMANZHTEPREFRZIER.

MRENBRSEN TEMBERREBIFMAX =GR , IX T RS  ZEAR. DREMRSNX
X T RRREZFREX=FM4E , WZENHD

BEX ABACHEZEE , 2R (IAM AFERE) RWEA ABAC BIUE YR, EEFIRE ABAC
SHRNHE , T3H (AM AP ER) PHEAETEMNIHRINRZES] (ABAC) .

FiEetHEIE SR & A AWS Ground Station
T iFImet AR

HIREAIFHER R R, BL AWS RS FRER. AXESZER , SEWHLE AWS RS ERTIE
BHES |, 5 IAM AFERFHAWS S 5 IAM BEEANER.

MREFERRAF BNBBZANEFSERES , W AWS Management Console A # 2 IREHEF.
Pl HEAWS RN EREFR (SSO) #E# TR , ZEERLE30IBIGFHESR. HEH)
RAFREHERERE  ARURAGK , SE2E30BIGREIE. BXURAGHNESESR , FSH
C(IAM FF#ER) REIMNA S EIRE IAM A6 (2FE8 ) .

BATLAMER AWS CLI 5 AWS APl Fi I ZIGEHER . RfE , EALMER X EISEHE R HITIH
AWS, AWS BWEAHMSERIGHIES K MAREAKBIERZR. BXEZEER , BZH IAM FH
Il Bt &2 & SR

K B8 AR S5 £ 44X PR AWS Ground Station
YRELFRAE (FAS) 2

LIER IAM AP RABEDHITIRIER AWS |, BHEANETLA., FAXERSH , BURESINIT—
ME , RERREEEMBRSHEH S —NRE, FAS FRBAAZEANNBRIUR AWS RS BT
BRFZEHBERWER, AWS RERELARFUEFTESHM AWS RS RRRRE ST BETRER
i, FaKH FAS BR, EXHERT , BLMEERITXRIRENNR, BXEH FAS HRITH
KREEFMER , BSRERTRISE,
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AWS Ground StationfI RE A&

xEFERSAE . B

BSAEEH—WMBSEE. KRREHITEREEN IAM &6, IAM BEE G TLE IAM Fa12, SR
RIS AR, BXEZER , 52 (IAM BAFER) PM6lE D AWS REZRNEN AR,

/A Warning

BEUWRS A EMNNER A 8e4 F T AWS Ground Station ZhaE., RETE AWS Ground Station 12
HEBREESHIRERS A,

KRS AEX AT AWS Ground Station
TERSHEXAR 2

BSHEXRABR-TERSHEXEKN AWS BRFRF AR, BSTURARKENTRENAR. KBS
BXABHNELZNP AWS K |, HEBRSHE. IAMEERTUEEEFREERSHAXAE
YRR o

BAREUZBFEBRSAXACHEFAGE , FSREL S IAM BEEABAWS 5. ERTFERRS
HXABIPEE Yes R, RREREEUEFTZRSHRSERABNE,

HT 54K R~ AWS Ground Station

RIANERT , AFFAGZEAEREH AWS Ground Station BRI PR. bl T EER AWS
Management Console, AWS Command Line Interface (AWS CLI) 5, AWS API #1TE%. ERTH
PRAERBRRTRENNR , IAM EEGZATLAE IAM K, EEABEATURARRM IAM X
B, ARTURARE,

BT RMAERXLRE JSON REXHGIEET IAM KK |, 56 (IAM BFiEE) P8
2 IAM K (#2F8 ) o

A><H AWS Ground StationEX WIREMERER (S REHRFEEENESR ) NIFAEE , H5H
(REENSZE) AWS Ground StationF ByiE/E, FRMEH24. ARNs

ES]
- REERESKE
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« fE£A AWS Ground Station 2%l &
- RFAPEEFEMINB SR

REERIEREK

ETHEMNEBRETEAREULELSHWIKF, FEIZE, 75R M BER AWS Ground Station &R, XL
BRIETBEARE AWS KPP A KA, ISR FEE TSN REN | BHEFUTERMEIN :

« JFHAER AWS RERMHAZR O RENRNR — BEFHOAFPMITERSER TR , #EANTS
FIRAGIRTRRHAWS RERKEE, SNEMRNRERITRA AWS IKF, FITZUIEET E LEXS
AN AWS ZEFRERBKRAE-DBINR,. BXESZERE , H2H (IAM AFERE) F/Y
AWS FEE XK TFIRAENAWS FEE XK.

- BIAKENIR : £ IAM R ZENRER , HXRFRITESFAENNRE. Nk, BALENX
ERERHTIUNEBERFRINTWRE , tHMNRENRREFT, BXRER IAM NAXRBRHNESE
B, BEZH (IAM AFiEmE) T8 IAM PR FRR,

o {8 1AM KRR S — S REIH IR « 4477 LA ) 58 B 7 I S48 SR BR I X 2 4E R SR A 17 ) o
Bl |, AT LURE R4 RIEESAMER SSL EREFIEHER, NMERSBRERBEIBENSNE
FAEY | Ut BT BASE R R SR IR T30 IR SSHRAERY U7 (BRI BR AWS BRSS |, 30 AWS CloudFormation. &
XEZEER , EZ2H (IAM AF1ERE) P/ IAM JSON RETE | &,

- M IAM Access Analyzer BiEZH) IAM KB | UBFRN RN LM IhsEM — IAM Access
Analyzer 2K IEF REEMIM B KR , LBERRBEAS IAM KEIES (JSON ) M IAM HESE
B, IAM Access Analyzer 12 100 ZTRBEREMTIRENEIW , URBEHER S BEEMREN
Kig, BXEZER , HZH (AM AFEM) FHFEHA IAM Access Analyzer BiE KB,

- FRZEHHRIE (MFA-OR AWS KF BN ZRFE IAM AFSRAS , BEA MFA RE X
&M, EEEEA AP BENTE MFA |, B MFA R4RMEIEN RS, BXESELR , S
51 <IAM B $ER) HREA MFA R APl 5HE,

BX IAM HREXENESER , B2H IAM AP EREPH IAM PR ZEHESR,

£/ AWS Ground Station 24l &

E5A] AWS Ground Station ##l& |, BX4THE —ARENR, XENBESLAATFEIIEMEETEE X
&Y AWS Ground Station BRIV FMEE AWS IKF ., RGBSV ENRENRBEAN=ENET S
FRREE , N TMMT ZREHEE (APSAR ) | B AN ERMBIERET,

NFREA AWS CLI 5t AWS API WA, BEFNEREFEEZHENR, R , _IRFHREH
ZIAMITHY API RVEM TE RV IRAE,
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RNERAPNAGMARTLER AWS Ground Station #&l4 , EEE R AWS Ground Station
ConsoleAccess@ReadOnly AWS EE R INEIEE, BEXREZELR , FZH (AM AFE
Y FE AP RIER,

RTFAFEFMITE S KR

ZRGIEER T S G RKRE |, AW IAM BFEENNBIEAF S ONNBRMEE R, R
DIEEEFE LR AWS CLI X AWS API B4R 5 TR LR ER AR,

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

I
{

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

}
]
}
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% AWS Ground Station & 15 11/ [al 3 1T BEHERR
FEALTEERBBE LK INEEEEHR AWS Ground Station 1 IAM B} AT REB ZI 8 & W@l &,
T3

o BENIELL T ILERITIERE AWS Ground Station

o RILBUNIT iam : PassRole
o« BEBAFRUNAHA AWS IKF 5 R FE B AWS Ground Station %R

EENELTLERNITEIE AWS Ground Station
MREWBERETR , BHEELTPITEMRE | N AMEFREE L R IFRITIZIRE,

X mateojackson IAM AR ZRAFERAEGEHAEFTEXREM my-example-widget BRIRNIFHAEFE. |
BEFRHBEEM groundstation: GetiWidget BERAY , £ KX E LT RAIEEIR,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
groundstation:GetWidget on resource: my-example-widget

FEHRBERT , BAEH mateojackson AFKIEKE , LA groundstation: GetWidget #
YEiH B my-example-widget &Ko

MREBEEHRE , BRRENWAWS EER, FHNEERREMRERZIEN A,

FEEINIT iam : PassRole

RSB E] —NEIR | RIEBTHINIT iam:PassRole B , IS TMEFERUA TS A BEDELEL
AWS Ground Station,

BE AWS RS A ERIIAEABKEL1ZRS , MTARAIERMNBSAGIRSHEXAR, it ,
BBMEBF A LSS RSINR.

L E N marymajor B IAM AP 2R AR H A E AWS Ground StationF#iTIRER | S XELT R
Bl iR, BR , RESMEERFSHCHRFHRERS AIMITHIRE. Mary FTEEFAREKEIIRS
A BR

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole
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EXMERT , XIEH Mary B KB L A F#EINAT iam: PassRole #1E,

MNBBEEHRBE  FHREREMNMAWS EER, FHNEEARREHEFZEITIN A,
EEALTFRIUNA AWS IKF 7RI AWS Ground Station &R

ZAGBE—-1MAe , UEAMKSFPHNAFREALNANARTUERZAGKILRIEN TR, &7
DIEEEESEY , AURAAG, X TXHETRIFAREIHTEZEHE IR (ACLs) WIRSS , BT
158 P IX L5 SR BE (0] ATV HR T 173 (R 8B B R A A PR

ETHEZER , BEHAUATHE :

- ETHRES AWS Ground Station XX LEIhEE , S F W AWS Ground Station 5 IAM Bl &£
Ho

- BETHRIMMTIEENCRENTRNIBRNE AWS K- | B55 IAM AP EE TR EEE AWS
K %= IAM AP RE T ERR.

- ETHOAEE=SRENENEFRNHENE AWS KF | FSHE IAM AP ERETHNERE=HE
HiFER. AWS Ik

- ETHRNMES S HRESRIERBIGENER , H2H (AM BFER) FRALINABSBRIEN
AP ( BRBRERIE ) BEFRNER,

- ETHRERAACGHNETRRNRBHTERSFEZENES , E36 (IAM BFER) P IAM
B PR I A

AWS HIEE K BE AWS Ground Station

AWS RERKEHAEMEEAINI R AWS, AWS RERMEEN TS ELAFIRMANR , LUE
BRBFBAAF, ANBesENR.

FiclE , AWS RERBURTISANENBERGR TRENRNE , BAEMNAHME AWS FF £
M. BMNBVBEIEXBETENERAZSNES EEEARERE-DRINR,

BTEEHR AWS HERBPE LR, MR AWS B AWS RERBPELHNR , MEHFLE
IZRMATRBRNFEZERASH (AP, 4NABE. ). AWS REFRERIITHN API RIME RS T
BAGERIET AWS ARSS BY API R 4ERS E X AWS HEE XM,

BEXEZEE , H25 (AM BAFIER) F/ AWS EEER,
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AWS IEE KB : AWSGroundStationAgentinstancePolicy

EA LU AWSGroundStationAgentInstancePolicy REEKINE] IAM &5,

Z K BE [ AWS Ground Station X2 F 318 H Amazon EC2 SEHIRIMPR , A FiZEHIE Ground
Station Bx R HA A & A MBKREIE. NEBEHHFAENPRIEXRE Ground Station fRS

R FHE R
ZERBEEE TR,

 groundstation— AWK KEFIEA Ground Station X3, APIs

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"groundstation:RegisterAgent",
"groundstation:UpdateAgentStatus",
"groundstation:GetAgentConfiguration"

1,

"Resource": "*"

}
]
}

AWS FLEFREE
AWSServiceRoleForGroundStationDataflowEndpointGroupPolicy
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18T M il AWSServiceRoleForGroundStationDataflowEndpointGroupPolicy 28 IAM 3E4E, bR
B B AN B AR RIBIITIRIE AWS Ground Station BWIRZSHEAXAR, BXEZEER , BSREARS
EEE=R

LR B F AWS Ground Station RFEHR A IPv4 ity EC2 BUBR.

RRFHRER
SR EE TR,

« ec2:DescribeAddresses— AWS Ground Station RIFRREFIHAE S EIPs 2 IPs XBEHA
&

« ec2:DescribeNetworkInterfaces— AWS Ground Station 2 iFXRIEIRENE EC2 SEHI<BRAY
MEEONER.

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"ec2:DescribeAddresses",
"ec2:DescribeNetworkInterfaces"

1,

"Resource": "*"

}
]
}

AWS Ground StationAWS & KW EH

& & AWS Ground Station BiZIRFSHFRBERXLEFTRIUR AWS REXBEFMNFAEE ., BEREE
XL TEZENEZIERE | 51T “ AWS Ground Station X#F $FidF” TE LK RSS feed,
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RAriEmE

B

AWSGroundStationAg
entlnstancePolicy - ¥ 5 #

AWSServiceRoleForG
roundStationDataflowEndpoin
tGroupPolicy : &R E&

AWS Ground Station FF#4 BRER
Bk

iR H HA
AWS Ground Station %i07T 2023 4 A 12 H
—IFRE , NBERRIRT

RRHIR A AWS Ground

Station Agent BYRX PR

AWS Ground Station ™7 — 2022 11 A2 H
L#T R , 2K HE EC2 AWS
Ground Station A F&EHK 53K
Bl<BrBY N A IPv4 it EIPs

ME EC2 KpIxExpyMLERN

o

AWS Ground Station EFF R 2021 F£3 A1 H

bR AWS FEEREER E X

1£ Ground Station FEAERFSHEKNAE

AWS Ground Station &/ AWS Identity and Access Management (IAM) RE <A, REHEXH
B R —IniEEAMN IAM £€ , ©5 Ground Station E#EMH %, RSHEXE®E Ground Station 7 E
X, BFEZRSREREFAEM AWS RS FIENFTE R,

REAEXACRTILEERNMIZE Ground Station , BN ETEFIHRMAENPR, Ground Station &
VERBRESHEXARHWNE , BRIESEENL , BNX Ground Station TLLEEBZAR, EXHNRIIE
EERBEMNRRE |, T BN R BT EEM B EME A IAM 3£,

BRXFRSHEXAGNHEMERESHNEES ,

FERRE ‘B RS, EEEFEE  EFZRSWERSHEXE6B R,
Ground Station YRS K< A &R

Ground Station fFAHB NWRFZHERAE
AWSServiceRoleForGroundStationDataflowEndpointGroup— AWS GroundStation i f It iR 548 5< &
XA EC2 LAEHK L IPv4 Bitiiit,

BEZEE IAM BESERANAWS S , HERSHEXAES

AWSServiceRoleForGroundStationDataflowEndpointGroup FRSHEX B REE LT RERAAZA

&

ERARSHEXAR
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* groundstation.amazonaws.com

ZHH BB PRER AWSServiceRoleForGroundStationDataflowEndpointGroupPolicy 5t ifF Ground
Station XiEERIRTERA T :

« #4E:all AWS resources (*) £ ec2:DescribeAddresses

Action fo1F Ground Station FIH 52 IPs XBKHFFE EIPSHA A,
« ¥4 : all AWS resources (*) EH ec2:DescribeNetworkInterfaces

B 4E 1T Ground Station 3RERS EC2 KHIXERH M A O RIMEXER

BYMEENR , £ IAM KK (AR, ARNAE ) 012, FEIMBRBRSHEXAG. BXESE
B, BEZH (AM AFERE) RiRSHEX A EBRIR,

7 Ground Station B|ZRSHEKXAE

BEEFHUNERSHXAR®, HIRIE AWS CLI 5 AWS API DataflowEndpointGroup & &%
B} , Ground Station @ HIREBIZRSHEHKAE,

MREWBRZBESHERAE , AEFTEERUE , EUUFEHAMEREEKFFERIELAG, HE
#1228t DataflowEndpointGroup , Ground Station 2B X R IERIERSHXAE,

BT LAER IAM 26| &8 [ A mazon R RIIE EC2ABIGIERSHEXARB, £ AWS CLI
AWS APl F | RS BEMBERS XA, groundstation.amazonaws.comBXEZEER
BESH IAM AFiER FRAERSEXAC. MRERBRTHBRSHEXAE , JUEARENEERS
REIEAE,

A Ground Station RiERSHKA R

Ground Station 7 21 #&4% % AWSServiceRoleForGroundStationDataflowEndpointGroup BRSS#E< &
B, SIERZSHEXACRE  ENTLEXNR/CNENR , RN EZHEAS|IHiZzAR., ERTALUER
IAM fEAGHER, EXEZER , BZH (IAM AFER) PHRERSIHEXAE,

A Ground Station MRS HEXAEE

MRTBEECAENZTERSAXACHNIIEIERS , RNEBWERHBRZAC. XHEMKBREED
M5 R AR 4 B R B A SR A
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REEE 5% DataflowEndpointGroups £ A RSHEXACHIBRIRSHEXARE , TEBRZAR®, X7
DR IE R TFLEED AT EHNPR, DataflowEndpointGroups i RIRZHEXARSZ /N AR —BHE
F DataflowEndpointGroups , M 270 5 il BR AT & £ A DataflowEndpointGroups ZRFSHEX B BN A
B, RIS T EEFELMIBR,

(® Note

R EZ =AM EREIRET Ground Station RS EEFERZAE® , NIMRATES LK, MRLKE
XiER  BEF/LoHEER,

fIBR Ground Station A # Ground Station &R AWSService
RoleForGroundStationDataflowEndpointGroup

DataflowEndpointGroups &id AWS CLI 2 AWS API il Bk,

£/ IAM FaMIBRIRSHEXBE

£/ IAM 4] & AWS CLI, 5 AWS API il &
AWSServiceRoleForGroundStationDataflowEndpointGroupfREZHx A, EXEZEE , HFS 11
CIAM AFER) PEVBIBRIRSHE< A,

Ground Station JREHX A BN 2 X FX

Ground Station XBERF ATANMAEXBERARSHEXAR, BXESEE , BRAXES,

MR HEBR

NOT_AUTHORIZED_TO_CREATE_SLR-XF/REH MK~ AT A CreateDataflowEndpointGroup API
HAEEKEiam:CreateServiceLinkedRolefX PR, BEH iam:CreateServicelinkedRole R
NEBERMAEBNIKF, FHEIERSHEKIAR,

BAHIEIINE AWS Ground Station

AWS Ground Station BRIAREINZ |, LAER AWS BENINEZ AR ENBSBREHEE.

« AWS BRI Z4-BRIA AWS Ground Station X LEZ A B NZ 0] EZFIRBIBNNMABIEMNER
R, BLErEER,. EESMERA AWS HEANZ , U L2FRREERABR | EXEFXEEMAEESRE
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WEFRRIPNBBIENZRH, EXEZEE |, BESH AWS Key Management Service J7F & A 7 35
BEHH AWS HENES.

RANBRT , BSRENB TR PRERF BRBRBERNSRNRETENER Y, BN , eEXFHE
REFHRMBEAEUREEERNEZENARR

AWS Ground Station X FrE RN EAKERG ME , B2 , X FEL AWS Ground Station %R
(BIMERK) , BUEEFEREFREEFAREBERIANTEERH. AWS

- BEFEEZEP-- AWS Ground Station XIFEREEE, HENEENNNESARERZN , £NE
AWS BEMZENER ERNEZENE. ATEAUTSEHEXEMNE , Rt A BHRITUTES !
o BIE ML K B RS
« BYA4ER IAM KR A
- BRNZEARARE
o« ReHRINER AR
o« ANIIFRE
- BIEEMARA
« T RIERIBRYZ A

BXEZEER , 558 AWS Key Management Service FF X A R IER RN EF EE 24,

T#HRLE T AWS Ground Station X ERAEFEERHANRIR

BERE AWS 5 B 2 & EFRERANE (i)
RTUEIERIMNERHE CBRHA EEH
® Note

AWS Ground Station £/ AWS BEZHR B EABRASNE , UERRKFPIASHHK

E. B2 K FRAEFREFAEIL AWSKMS A, BEXENNEZELR , HSHE Key
Management Service o

BXAWSKMS WEZER , i3 AWS KMS FFR A AR5,
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W{AIE AWS KMS &1 AWS Ground Station {5 A ##X

AWS Ground Station EEZHARXR T T EEA LN EFEFEENZESH,

MR FEFEARPEEZAMBZENER , AWS Ground Station 2@ 8 KMS k3% CreateGrant
BRERARELEZFARN. AWS AWS KMS FHERIXA TR FXNEMKS FH KMS 2478 AWS
Ground Station 5B R,

AWS Ground Station EEREBRERNTEFALNE R RERAFITUTRIPIRE

- @ AWS KMS K i%GenerateDataKeyif R A E KR ENE P REEBAMNZHNBIEZ.
- [@ AWS KMS £ ZERUBEMBZNEEZS , LECITATNZEEHOEE.
o [@ AWS KMS &IENZiE R AR R,

BT AR IR TR EANER |, S RRIRS XN B EEB AN HRNR, MRXFMY , & AWS
Ground Station o315 H AE P REBRAMBNEMARE , X2 MKBIZBIENRE. U, IRE
MBI A TERRAMNEN FRBRZHA RN, NIEEAIE AWS Ground Station FEEERRHNER
BREREORE, XFFBOZRRL KBRS R

BEEFEERNA

BRI ERE R AR KVS SIEXHES E AWS B4 APls. AWS
HENMNEFRENEN

BR (BREERSTRARIER) TORNHES EEAWS BHNSTETRE.
4R SR BE

ZHRRBEENETS AT EERBANGR. SIFEFREABALARAG-IBARE , AHE2H
EW A MERARAURNAERZHANFR, tIZEFREABRAN , JUEERHRE, AXEZE
B, FSH (BHEERSARARER) PHEEEFEER AWS A RXER.

EFNEFIEE 4 AWS Ground Station BT EHER , KMEZLAEBEF RITFLT API 84E -

kms:CreateGrant : MEFIEEZHRIMNEBEN, BFIIEE KMS ZAMEHITHRINERE , NTAF
X% F#4E AWS Ground Station FIERHRINE, BXEARNNEZEER |, BESHE AWS ZFHAERE
REFEARIERE,

X AWS 7L VFIE S0 AT A T 4R 4F

W{AIE AWS KMS 5 AWS Ground Station {5 24X 105
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AWS Ground Station ArfEm
« 1AM GenerateDataKey £ K INZBNHEZAHGHES , RABEZHTSIULA TN,

- 3R Decrypt 5 FA 15 B9 0 25 AR B4R U5 B I B 34

-« @A Encryp t ERAKEZRAMBERE

- REEFEAES , LATFRS RetireGrant,

kms :DescribeKey-i2HEZEFIEENRHIFMAE R AWS Ground Station , LAEEZ R N IR RA
BB RN Z BRI

LT REA LA ERNE 1AM KE& 7 83 R 4] AWS Ground Station

"Statement" : [
{"Sid" : "Allow access to principals authorized to use AWS Ground Station",
"Effect" : "Allow",
"Principal" : {
"AWS" . Mxm
.
"Action" : [
"kms:DescribeKey",
"kms:CreateGrant"

1,
"Resource" : "*",
"Condition" : {
"StringEquals" : {
"kms:ViaService" : "groundstation.amazonaws.com",
"kms:CallerAccount" : "111122223333"
}
},
{"Sid": "Allow access for key administrators",

"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:root"

.
"Action" : [
"kms:*"
1,
"Resource": "arn:aws:kms:region:111122223333:key/key_ID"
},
{"Sid" : "Allow read-only access to key metadata to the account",
"Effect" : "Allow",
"Principal" : {
"AWS" : "arn:aws:iam::111122223333:ro0t"
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},

"Action" : [
"kms:Describe*",
"kms:Get*",
"kms:List*",
"kms:RevokeGrant"

1,

"Resource" : "*"

}
]

BEXEFBIPIEENENESELR , ES5R AWS ZHEERSZSF XA RIERE,
BXRZHHHRFEHRZSNESER , ESR AWS ZHHEEBERSZF XA RIERE,
NEEEFEENZ4 AWS Ground Station

BUEEREFRERAUMBLTRIR

- B

BRARE , AJLUETRE - REEHFTEZE kmsKeyArn

« kmsKeyArn- AWS KMS &P £ E AN Z AR E

AWS Ground Station J128 £ T3

MEETYR—ATENREX , SFXRBENEMETXER. AWS KMS ERAMNZE £ TXENR
FHNNETFHRIENBERIFES S ORIENMNE, SEENBHENEFRPIESNE LT,
AWS KMS &% £ T XBESMBHE, BERERE , S4TEBFRPEESHENNE LT

AWS Ground Station i1%& £ T3

AWS Ground Station RIEFEMZN R FERAFTRNME LT , A A RN ENEHRNIEEREN
& £ T3

EfRmMZELETX
NHREFTRFEHNZHARNSHAERIRENTE ARN

"encryptionContext": {
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"aws:groundstation:arn":
"arn:aws:groundstation::111122223333:satellite/00a770b0-082d-45a4-80ed-SAMPLE"

}

(@ Note
ZHRNTEERATR-FHIE,

ER N £ T ITE

FARNMHNEFRERARNBENERRN , EETUFEAFIHERMEEFHMNE LT RIRGE
PFHREZANFERAER. NFLETIESLEREAWS CloudTrail 2 Amazon Logs 4 & #J CloudWatch
A,

ERMNE LT X EFHANEFEEXNZANT R

&R LAE A 2 A RBE A IAM REEP R INE £ T XEA conditions REZBHNENNEFIEERHN
TRl $858 o] LATE AP E R I £ T XA R,

AWS Ground Station ERX £ A N £ T XY RKRBHIFT IR IK - H X HEFFIEESH RN
BRo BNARERBNAFWRESRIEENNE LT3

LTREBEABRKRFATRS , ATRTFXNBEMBE L TXNEFEEZANERNR, LERBEATPHE
HERENEFEEME L TXHME L TXAR,

{"Sid": "Enable DescribeKey",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:role/ExampleReadOnlyRole"

iy
"Action": "kms:DescribeKey",
"Resource": "*"

},{"Sid": "Enable CreateGrant",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:role/ExampleReadOnlyRole"

I,
"Action": "kms:CreateGrant",
"Resource": "*",

"Condition": {
"StringEquals": {
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https://docs.aws.amazon.com/location/latest/developerguide/encryption-at-rest.html#example-custom-encryption
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"kms:EncryptionContext:aws:groundstation:arn":
"arn:aws:groundstation::111122223333:satellite/00a770b0-082d-45a4-80ed-SAMPLE"

}
}

SR IERY I 218 AWS Ground Station

L ARIE AWS Ground Station ZRFEHR AWS KMS FFEE RN , B LMEHAAWS CloudTrails
Amazon CloudWatch H&RERER AWS Ground Station &% E| AWS KMS BiER. LT RHI
m(CreateGrant, GenerateDataKey\ Encrypt#DescribeKey¥iE KMS #&4E AWS CloudTrail
HEHDecrypt , XLEIRIEH G AWS round Station @A , LLiG R AN EF TERA MBZENEIE.

CreateGrant (CloudTrail)

HIRFER AWS KMS BEF REERAMZENEFRRIRIY , AWS Ground Station 2R TREKIET
B &K B KMS Z4AfICreateGranti®Esk. AWS AWS Ground Station SIS E T

5 AWS KMS ZEF REZHAXRKN TR, i , HEMBREIRET , G AWS round Station &
ZRetireGrantRERBEREZEN

LT REIEHIEHE CreateGrant B4k :

"eventVersion": "1.08",
"userIdentity": {

"type": "AssumedRole",

"principalId": "AAAAAAAAAAAAAAAAAAAAA:SampleUser@l",
arn": "arn:aws:sts::111122223333:assumed-role/Admin/SampleUser@1",
"accountId": "111122223333",

"accessKeyId": "ASIAIOSFODNN7EXAMPLE3",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AAAAAAAAAAAAAAAAAAAAA",
"arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
"userName": "Admin"

},

"webIdFederationData": {3},

"attributes": {
"creationDate": "2022-02-22T22:22:227",
"mfaAuthenticated": "false"
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
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}
I
"invokedBy": "AWS Internal"
I
"eventTime": "2022-02-22T22:22:227",
"eventSource": "kms.amazonaws.com",
"eventName": "CreateGrant",

"awsRegion": "us-west-2",
"sourceIPAddress": "111.11.11.11",
"userAgent": "ExampleDesktop/1.@0 (V1; 0S)",
"requestParameters": {

"operations": [
"GenerateDataKeyWithoutPlaintext",
"Decrypt",

"Encrypt"

1,

"constraints": {
"encryptionContextSubset": {

"aws:groundstation:arn":
"arn:aws:groundstation::111122223333:satellite/00a770b0-082d-45a4-80ed-SAMPLE"

}
},
"granteePrincipal": "groundstation.us-west-2.amazonaws.com",
"retiringPrincipal": "groundstation.us-west-2.amazonaws.com",

"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"

1,
"responseElements": {
"grantId":
"Qab0ac0dob000f00eaddcc@aleddfc@Obce@00dcO00T0000000cObcPa0000aaatSAMPLE"
1,

"requestID": "ff000af-00eb-00ce-0e00-ca®00fb@fba@SAMPLE",
"eventID": "ffO00af-00eb-00ce-0e00-ea®00fb0fba®@SAMPLE",
"readOnly": false,

"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,
"eventType": "AwsApiCall",
"managementEvent": true,
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RAriEmE

"recipientAccountId": "111122223333",
"eventCategory": "Management"

DescribeKey (CloudTrail)

MIREH AWS KMS ZEFIEEZ4A MBS ERERE , AWS Ground Station 2K RE X
ADescribeKeyiERUKIEFTERNBARBEET ENIK,H,

AR RBIEHIE % DescribeKey 2E :

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AAAAAAAAAAAAAAAAAAAAA:SampleUser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/User/Role",
"accountId": "111122223333",
"accessKeyId": "ASIAIOSFODNN7EXAMPLE3",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AAAAAAAAAAAAAAAAAAAAA'",
"arn": "arn:aws:iam::111122223333:role/Role",
"accountId": "111122223333",
"userName": "User"
1,
"webIdFederationData": {3},
"attributes": {
"creationDate": "2022-02-22T22:22:227",
"mfaAuthenticated": "false"

},

"invokedBy": "AWS Internal"
},
"eventTime": "2022-02-22T22:22:227",
"eventSource": "kms.amazonaws.com",
"eventName": "DescribeKey",
"awsRegion": "us-west-2",
"sourceIPAddress": "AWS Internal",
"userAgent": "AWS Internal",
"requestParameters": {

USRI B2 32 4R AWS Ground Station
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RAriEmE

"keyId": "arn:aws:kms:us-

west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"

},

"responseElements": null,

"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",

"eventID": "ff000af-00eb-00ce-0e00-ea000fbdfba@SAMPLE",

"readOnly": true,

"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"

GenerateDataKey (CloudTrail)

MIREH AWS KMS Z2FIEEZ4AMBEM EHERET , AWS Ground Station £[6 KMS &

i%GenerateDataKeyiE R4 KA T MBLKIEHNBIEZH,

AR RBIEHIE R GenerateDataKey B1E :

"eventVersion": "1.08",
"userIdentity": {
"type": "AWSService",
"invokedBy": "AWS Internal"

.

"eventTime": "2022-02-22T22:22:227",
"eventSource": "kms.amazonaws.com",
"eventName": "GenerateDataKey",
"awsRegion": "us-west-2",

"sourceIPAddress": "AWS Internal",
"userAgent": "AWS Internal",
"requestParameters": {
"keySpec": "AES_256",
"encryptionContext": {

USRI B2 32 4R AWS Ground Station
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"aws:groundstation:arn":
"arn:aws:groundstation::111122223333:satellite/00a770b0-082d-45a4-80ed-SAMPLE",

"aws:s3:arn":
"arn:aws:s3:::customerephemerisbucket/0034abcd-12ab-34cd-56ef-123456SAMPLE"

iy
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"

.

"responseElements": null,

"requestID": "ff000af-00eb-00ce-0e00-ea000fb0fba@SAMPLE",
"eventID": "ffO00af-00eb-00ce-0e00-ea®00fb0fba®@SAMPLE",
"readOnly": true,

"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",

"sharedEventID": "ff000af-00eb-00ce-0e00-ea®00fbOfba@SAMPLE",
"eventCategory": "Management"

Decrypt (CloudTrail)

HIZFER AWS KMS BEFREZRAMBRENER AR , RREEHMWEFHE AWS Ground Station fiE
FAHERNEFEEZAMNEE , MR ZDecryptiRERMEFMEENEN R, Sl , WWRM S3 FHEFE
HEEFHERAERPAN Z@DERHITNE,

AR RBIEHIE% Decrypt ##1E -

"eventVersion": "1.08",
"userIdentity": {
"type": "AWSService",
"invokedBy": "AWS Internal"

I,
"eventTime": "2022-02-22T22:22:227",
"eventSource": "kms.amazonaws.com",
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"eventName": "Decrypt",
"awsRegion": "us-west-2",
"sourceIPAddress": "AWS Internal",
"userAgent": "AWS Internal",
"requestParameters": {
"encryptionContext": {
"aws:groundstation:arn":
"arn:aws:groundstation::111122223333:satellite/00a770b0-082d-45a4-80ed-SAMPLE",
"aws:s3:arn":
"arn:aws:s3:::customerephemerisbucket/0034abcd-12ab-34cd-56ef-123456SAMPLE"
},
"encryptionAlgorithm": "SYMMETRIC_DEFAULT"
},
"responseElements": null,
"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",
"eventID": "ff000af-00eb-00ce-0e00-ea000fbO@fba@SAMPLE",
"readOnly": true,
"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",

"sharedEventID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",
"eventCategory": "Management"

1% HA B B9 2 4B b 2% AWS Ground Station

AWS Ground Station BRIANZHINZRTIEE , MEEARIEPRPENHBEHE. REESEHEXHE
B, ATLUE R F A RTE AWS Ground Station Xk & FER Amazon EC2 k42 [l 4& 5 kiE.

« AWS Ground Station {XIE A

- BIERRR

BRRXERBRET ENERPRENNZLELXBF—#. TXRTABHEE,
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AWS Ground Station X3 [E 1%

AWS Ground Station REFERAZFAEEHRN AWS KMS R4 EHBEIBFHITINER, EE8 Amazon EC2
£l L1z 1789 AWS Ground Station RE ST B oh R 27 SR R 22 R VB

BT InHREEN AWS KMS Z4A R streamsKmsKeyZ#MissionProfile &S EMN
FRIER T4 AWS Ground Station 5 B X PRV BRITE L AT HY AWS KMS 240 SR B&H#E 1T4L
¥ streamsKmsKey,

‘: Y Ll Y
AR Im KRR

BRERE[REABIEREREZSM (DTLS) #TNE, XREABLRIEBTHN , FTREFINN
BB,
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https://docs.aws.amazon.com/ground-station/latest/APIReference/API_CreateMissionProfile.html#groundstation-CreateMissionProfile-request-streamsKmsKey
https://en.wikipedia.org/wiki/Datagram_Transport_Layer_Security
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ES B IE A B iE TR )

PR RBIGER T MAERA AR BLEH QBRI ZEENESHR. ERNEREEFEDESL
HIBEIDEHRTEHRR , AFPDEMERERIENRE,

£l

. JPSS-1-A# BT E (PBS)-ilE

« £/ Amazon S3 IEE WM L EIE

- MABERRS (FH ) NAHRT BRI E

s FABERGSN AR BIE (BRANES )

- fEF AWS Ground Station 138 ( B ) AR EBIE

JPSS-1-AH -1 2 (PBS)-i#{4

RBIE S 5EEF ABRRERR. ©RM T 5 AWS Ground Station A T E&RGINEIEFREMED T,
ARERET &,

MARTBLEATFR , BUUFEALATTANBERLESIENEERR. BATH , BINA
AWS Ground Station RiE#IR JPSS-1, ENSE , BIIEAKEMH T ERS 1 (JPSS-1) XS
FEEHIE (HRD) B3/ #BHE 4 (DBS) §49 (RF) ZFO#EH3XHY (ICD) REX =, B, BEEEEN
£ , JPSS-1 5 NORAD ID 43013 A%,

JPSS-1 DERM—F ETHBN=FEETTHEEFRE , WICD B 1-1 iR, EXEFEGFREE
B, AE-ZSERYIE (HRD) TTHXEEHREBARLIXEH. ETI , REFIXRKRELHE
FEEANBIREE AR, HEBEMTAHAR

« BORE (LTER) , MHz ROSRENR 2067.27 , BIBERE R 2-128 kbps. MBEERTLFiH

o MHz F/OIERS 2247.5 BB MEER ( TITHEER ) , BIEERE RN 1-524 kbps. LLEEERFANFIH
]

« GHz H/OMIERF 26.7034 B9 SMD R ( FITHEES ) |, BUEIEZERR 150-300 Mbps. BLERBEF AT AT
M,

« HRD B ( T1THRE ) B RF , MHz 0 AR 7812 , BIEEE N 15 Mbps, BRI MHz TR N
30 , ™ B¥SL a0t right-hand-circular-polarized., & JPSS-1 Bf AWS Ground Station , iX 2
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https://www.nesdis.noaa.gov/our-satellites/currently-flying/joint-polar-satellite-system
https://www.nesdis.noaa.gov/s3/2022-03/JPSS-1SCHRDtoDBSRFICDRevA-470-REF-00184February9,2015.pdf
https://www.nesdis.noaa.gov/s3/2022-03/JPSS-1SCHRDtoDBSRFICDRevA-470-REF-00184February9,2015.pdf
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LA LUFRNBERE, ZBECHAESNENZRE, MFIEHE, AERENBEMKM KR
REREE ISR

HERMNEBREBENHEREN , BIORARS ( LITH#RK ) . BN ( 78 ) M HRD ( T8 )
BERESNME, TRNZSEEHKEAEN. AWS Ground Station SMD BREFRE , BN UM
REHTHAEBRRNEE. AXXENIIERNESFES , IFSHAWS Ground Station WISEED

(® Note
BT SMD BER52F3#2A AWS Ground Station , Rt REIEEFFELE R

(® Note

BT e (L1788 ) M@ ( TIT8EER ) BMBREICD FENX , BRAIELRER |, FtfE
R RENER S VE,

A Amazon S3 BIBEEWMMW AR HBIE

WRHGIENERFEBIPSS-1-A K T E (PBS)-1T{l #B0 ATAY 2 MRV EAL £,

EARRES  REERIZT—MFE | BRES HRD BERERHRIBRZHM , FFEEMHERUZN
REOMAEZ A, XETUNTERFLENRBSN (RF) AHEER (1/Q) A&, FHIEHA Amazon
S3 FWME , BUNERAMENTEARANBEHTHRANMBIE, BXROCENEARS , ESH
MathWorks ##2, R RAIE , B LLE R Amazon EC2 T % TE M4 # SR AL B Br 3R H BR K B 4K
b 3B AR AR

BERE

AT EAKNENHFERBEREANT.

AT B RS R E8/E T AWS CloudFormation 1EREY “&iR” 9 .

Resources:
# Resources that you would like to create should be placed within the Resources
section.
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https://www.mathworks.com/help/satcom/ug/capture-satellite-data-using-aws-ground-station.html
https://www.mathworks.com/help/satcom/ug/capture-satellite-data-using-aws-ground-station.html
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(@ Note
BX AWS CloudFormation iR N BN EZEL |, BSRERITD .

ZEB B M Amazon S3 Rt L —BERENGZR , LNELFRAE KRS ERAKRE. BELRS
BELRT |, BYHE L — Amazon S3 F& .

# The S3 bucket where AWS Ground Station will deliver the downlinked data.
GroundStationS3DataDeliveryBucket:
Type: AWS::S3::Bucket
DeletionPolicy: Retain
UpdateReplacePolicy: Retain
Properties:
# Results in a bucket name formatted like: aws-groundstation-data-{account id}-
{region}-{random 8 character string}
BucketName: !Join ["-", ["aws-groundstation-data", !Ref AWS::AccountId, !Ref
AWS: :Region, !Select [0, !Split ["-", !Select [2, !Split ["/", !Ref AWS::StackId]]]11]

o, EEEFECIEMNN A BRI AWS Ground Station = 88 L VT £ A &R,

# The IAM role that AWS Ground Station will assume to have permission find and write
# data to your S3 bucket.

GroundStationS3DataDeliveryRole:
Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:
Statement:
- Action:
- 'sts:AssumeRole'
Effect: Allow
Principal:
Service:
- groundstation.amazonaws.com
Condition:
StringEquals:
"aws:SourceAccount": !Ref AWS::AccountId

i
il
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X

118


https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/template-anatomy.html
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ArnLike:

"aws:SourceArn": !Sub "arn:aws:groundstation:${AWS::Region}:
${AWS: :AccountId}:config/s3-recording/*"

# The S3 bucket policy that defines what actions AWS Ground Station can perform on
your S3 bucket.
GroundStationS3DataDeliveryBucketPolicy:
Type: AWS::IAM::Policy
Properties:
PolicyDocument:
Statement:
- Action:
's3:GetBucketLocation'
Effect: Allow
Resource:
- lGetAtt GroundStationS3DataDeliveryBucket.Arn
- Action:
- 's3:PutObject'
Effect: Allow
Resource:
- 1Join [ "/", [ !GetAtt GroundStationS3DataDeliveryBucket.Arn, "*" ] ]
PolicyName: GroundStationS3DataDeliveryPolicy
Roles:
- IRef GroundStationS3DataDeliveryRole

AWS Ground Station Bt &
AFNFNERE AT,

REE-MREEEXRERERBERENRET. &% P REFERRED N B RIRAT RS ESR
B, BRT JPSS-1 ERERY A RAUAFERRESRE.

TrackingConfig:
Type: AWS::GroundStation::Config
Properties:
Name: "JPSS Tracking Config"
ConfigData:
TrackingConfig:

Autotrack: "PREFERRED"
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BREECEKE K BEEEN—MRETTEHEREEXRRRIEESR D , HEXL —1 s3 ZFFLL5| AENIN
BIZEH Amazon S3 .

# The AWS Ground Station Antenna Downlink Config that defines the frequency spectrum
used to

# downlink data from your satellite.
JpssDownlinkDigIfAntennaConfig:
Type: AWS::GroundStation::Config
Properties:
Name: "JPSS Downlink DigIF Antenna Config"
ConfigData:
AntennaDownlinkConfig:
SpectrumConfig:
Bandwidth:
Units: "MHz"
Value: 30
CenterFrequency:
Units: "MHz"
Value: 7812
Polarization: "RIGHT_HAND"

# The AWS Ground Station S3 Recording Config that defines the S3 bucket and IAM role
to use

# when AWS Ground Station delivers the downlink data.
S3RecordingConfig:
Type: AWS::GroundStation::Config
DependsOn: GroundStationS3DataDeliveryBucketPolicy
Properties:
Name: "JPSS S3 Recording Config"
ConfigData:
S3RecordingConfig:
BucketArn: !GetAtt GroundStationS3DataDeliveryBucket.Azrn
RoleArn: !GetAtt GroundStationS3DataDeliveryRole.Arn

AWS Ground Station £& &/t
AFNECNEESZSEEAN T,

NEMELE THERINEE , (RAUAECIREERER. ERSVHERRINE,
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# The AWS Ground Station Mission Profile that groups the above configurations to
define how to downlink data.
JpssAsynchMissionProfile:
Type: AWS::GroundStation::MissionProfile
Properties:
Name: "43013 JPSS Asynchronous Data"
MinimumViableContactDurationSeconds: 180
TrackingConfigArn: !Ref TrackingConfig
DataflowEdges:
- Source: !Ref JpssDownlinkDigIfAntennaConfig
Destination: !Ref S3RecordingConfig

LemE—ik

FALERER , EBMETULHE JPSS-1 BRRANEM[E LA SR ITRIHIEEZ M. AWS Ground
Station AWS Ground Station b &

LT R—1NEER AWS CloudFormation #iR , EF @EATHFERNMERR , XERRAER—
AN LAEEERFEHANENR AWS CloudFormation.

& AH AWS CloudFormation ##RAquaSnppIpss-1TerraDigIfS3DataDelivery.yml@&—4
Amazon S3 FEE AR ZHEBR RAEW VITA-49 E5/IP B BEBIEFTER AWS Ground Station #

3
Do

N RERAY MK & R B F Aqua. SNPP, JPSS-1/NOAA-20 M Terra , 2, HIHIE

(® Note

&0 LUE A AWS EIEi B B & 5 Amazon S3 61 , MMimEI#EHR, LT e

F A XE % Amazon S3 F##., Edus-west-2XKEABURTELEH D BIZE AWS
CloudFormation 4% 8948 57 X 33

sk, AT RBAER YAML, B2 , #4x4E YAML 1 JSON X ihig. EEH JSON , BE
TEER . jsonkt . ymlXHT BRER A,

EFEATEER AWS CLI, EEANTHS :

aws s3 cp s3://groundstation-cloudformation-templates-us-west-2/
AquaSnpplpss-1TerraDigIfS3DataDelivery.yml .
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EXEIBRFSMEBILLT URL , AIERF AP ERM T EIULELR

https://s3.console.aws.amazon.com/s3/object/groundstation-cloudformation-templates-us-
west-2/AquaSnpplpss-1TerraDigIfS3DataDelivery.yml

& LAME F LA TR 85 2B 2 AWS CloudFormation 38 E#E 1R :

https://groundstation-cloudformation-templates-us-west-2.s3.us-west-2.amazonaws.com/
AquaSnpplpss-1TerraDigIfS3DataDelivery.yml

*IJFH;&?E/JILJHE/“\ ( %% ) E@ﬁ#\r*ﬁﬂg
HWRBIEBIERFIERBEIPSS-1-AH BT E (PBS)-iTMl #B50 FTEY 2 frav &t £,

ERRERS , BFERR—NMR |, IEEN HRD BEREHRNKRFHIM (digiF) , AEEA
SDR #J A EC2 mazon S5#l E (Y BIE R imT RN AR F B S H it T E,

BERE

AT NBAR BB RBEREAN ] EARBIG | B4F1E AWS CloudFormation 4k I ZH
By S8 M BR EBD

(® Note
BX AWS CloudFormation BN BN EZEE |, BSRIERIED

TS %9 , SR MUA TS, E8T AWS CloudFormation 341 & dl 2 e | B RIXLEE
EEE,

Parameters:
EC2Key:
Description: The SSH key used to access the EC2 receiver instance. Choose any
SSH key if you are not creating an EC2 receiver instance. For instructions on how to
create an SSH key see https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/create-
key-pairs.html
Type: AWS::EC2::KeyPair::KeyName
ConstraintDescription: must be the name of an existing EC2 KeyPair.

ReceiverAMI:

FMAHFERRR (FH ) WO EIE 122
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Description: The Ground Station DDX AMI ID you want to use. Please note
that AMIs are region specific. For instructions on how to retrieve an AMI
see https://docs.aws.amazon.com/ground-station/latest/ug/dataflows.ec2-

configuration.html#dataflows.ec2-configuration.amis

Type: AWS::EC2::Image::Id

(@ Note
BEEERAX , HIBH Amazon EC2 EC2Key SHMEFr. ES R R EH Amazon EC2
S Z B .
b4k |, 612 AWS CloudFormation kAt | EERE FRNEE T XEM AMI D, FS
BEAWS Ground Station Amazon #.E58 & (AMIs).

HE|WERS BRE T AWS CloudFormation #E iRy “&IR” 2649 .

Resources:
# Resources that you would like to create should be placed within the resource
section.

ZERIRH EC2 THIRMSE —BEBRNFE , LHRE—RESLRER, BEADSIEL

BT, BAFERBERLET QEARFRENEE—1 Amazon EC2 £l , A2 — 1S
BERLRT RE.

# The EC2 instance that will send/receive data to/from your satellite using AWS
Ground Station.
ReceiverlInstance:

Type: AWS::EC2::Instance

Properties:
DisableApiTermination: false
IamInstanceProfile: !Ref GenerallnstanceProfile
ImageId: !Ref ReceiverAMI
InstanceType: m5.4xlarge
KeyName: !Ref EC2Key
Monitoring: true
PlacementGroupName: !Ref ClusterPlacementGroup
SecurityGroupIds:

- Ref: InstanceSecurityGroup

SubnetId: !'Ref ReceiverSubnet
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BlockDeviceMappings:
- DeviceName: /dev/xvda
Ebs:
VolumeType: gp2
VolumeSize: 40
Tags:
- Key: Name

Value: !Join [ "-" , [ "Receiver" , !Ref "AWS::StackName" ] ]

UserData:
Fn::Baseb4:

I
#!/bin/bash

exec > >(tee /var/log/user-data.log|logger -t user-data -s 2>/dev/console)

2>8&1

echo “date +'%F %R:%S'" "INFO: Logging Setup" >&2

GROUND_STATION_DIR="/opt/aws/groundstation"

GROUND_STATION_BIN_DIR="${GROUND_STATION_DIR}/bin"
STREAM_CONFIG_PATH="${GROUND_STATION_DIR}/customer_stream_config.json"

echo "Creating ${STREAM_CONFIG_PATH}"

cat << STREAM_CONFIG > "${STREAM_CONFIG_PATH}"

{

"ddx_streams": [
{

"streamName": "Downlink",
"maximumWanRate": 4000000000,
"lanConfigDevice": "lo",
"lanConfigPort": 50000,
"wanConfigDevice": "ethl",
"wanConfigPort": 55888,
"isUplink": false

3
STREAM_CONFIG

echo "Waiting for dataflow endpoint application to start"
while netstat -1nt | awk '$4 ~ /:80%/ {exit 1}'; do sleep

echo "Configuring dataflow endpoint application streams"
python "${GROUND_STATION_BIN_DIR}/configure_streams.py" --configFileName

"${STREAM_CONFIG_PATH}"
sleep 2

i
il
58
X

124



AWS Ground Station

RAriEmE

python "${GROUND_STATION_BIN_DIR}/save_default_config.py"

exit 0

# The AWS Ground Station Dataflow Endpoint Group that defines the endpoints that AWS

Ground
# Station will use to send/receive data to/from your satellite.
DataflowEndpointGroup:
Type: AWS::GroundStation::DataflowEndpointGroup
Properties:
ContactPostPassDurationSeconds: 180
ContactPrePassDurationSeconds: 120
EndpointDetails:
- Endpoint:
Name: !Join [ "-" , [ !'Ref "AWS::StackName" , "Downlink" ] ] # needs to
match DataflowEndpointConfig name
Address:
Name: !GetAtt ReceiverInstanceNetworkInterface.PrimaryPrivateIpAddress
Port: 55888
SecurityDetails:
SecurityGroupIds:
- Ref: "DataflowEndpointSecurityGroup"
SubnetIds:
- IRef ReceiverSubnet
RoleArn: !GetAtt DataDeliveryServiceRole.Arn

# The security group for your EC2 instance.
InstanceSecurityGroup:
Type: AWS::EC2::SecurityGroup
Properties:
GroupDescription: AWS Ground Station receiver instance security group.
VpcId: !Ref ReceiverVPC
SecurityGroupIngress:
# To allow SSH access to the instance, add another rule allowing tcp port 22
from your CidrIp
- IpProtocol: udp
FromPort: 55888

ToPort: 55888
SourceSecurityGroupId: !Ref DataflowEndpointSecurityGroup

Description: "AWS Ground Station Downlink Stream"

# The security group that the ENI created by AWS Ground Station belongs to.

DataflowEndpointSecurityGroup:
Type: AWS::EC2::SecurityGroup

i
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Properties:
GroupDescription: Security Group for AWS Ground Station registration of Dataflow
Endpoint Groups
VpcId: !Ref ReceiverVPC
SecurityGroupEgress:
- IpProtocol: udp
FromPort: 55888
ToPort: 55888
CidrIp: 10.0.0.0/8
Description: "AWS Ground Station Downlink Stream To 10/8"
- IpProtocol: udp
FromPort: 55888
ToPort: 55888
CidrIp: 172.16.0.0/12
Description: "AWS Ground Station Downlink Stream To 172.16/12"
- IpProtocol: udp
FromPort: 55888
ToPort: 55888
CidrIp: 192.168.0.0/16
Description: "AWS Ground Station Downlink Stream To 192.168/16"

# The placement group in which your EC2 instance is placed.
ClusterPlacementGroup:
Type: AWS::EC2::PlacementGroup
Properties:
Strategy: cluster

ReceiverVPC:
Type: AWS::EC2::VPC
Properties:
CidrBlock: "10.0.0.0/16"
Tags:
- Key: "Name"

Value: "AWS Ground Station - PBS to dataflow endpoint Example VPC"
- Key: "Description"
Value: "VPC for EC2 instance receiving AWS Ground Station data"

ReceiverSubnet:
Type: AWS::EC2::Subnet
Properties:
# Ensure your CidrBlock will always have at least one available IP address per
dataflow endpoint.
# See https://docs.aws.amazon.com/vpc/latest/userguide/subnet-sizing.html for
subent sizing guidelines.
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CidrBlock: "10.0.0.0/24"
Tags:
- Key: "Name"
Value: "AWS Ground Station - PBS to dataflow endpoint Example Subnet"
- Key: "Description"
Value: "Subnet for EC2 instance receiving AWS Ground Station data"
VpcId: !Ref ReceiverVPC

# An ENI providing a fixed IP address for AWS Ground Station to connect to.
ReceiverInstanceNetworkInterface:
Type: AWS::EC2::NetworkInterface
Properties:
Description: Floating network interface providing a fixed IP address for AWS
Ground Station to connect to.
GroupSet:
- IRef InstanceSecurityGroup
SubnetId: !Ref ReceiverSubnet

# Attach the ENI to the EC2 instance.
ReceiverInstancelInterfaceAttachment:
Type: AWS::EC2::NetworkInterfaceAttachment
Properties:
DeleteOnTermination: false
DeviceIndex: "1"
Instanceld: !Ref ReceiverlInstance
NetworkInterfaceld: !Ref ReceiverInstanceNetworkInterface

o BEEEQBELUNRBMAR® , AWS Ground Station AR FELEKIIK - oI # 4R LEO
(ENI)s

# AWS Ground Station assumes this role to create/delete ENIs in your account in order
to stream data.
DataDeliveryServiceRole:
Type: AWS::IAM::Role
Properties:
Policies:
- PolicyDocument:
Statement:
- Action:
- ec2:CreateNetworkInterface
- ec2:DeleteNetworkInterface
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- ec2:CreateNetworkInterfacePermission
- ec2:DeleteNetworkInterfacePermission
- ec2:DescribeSubnets
- ec2:DescribeVpcs
- ec2:DescribeSecurityGroups
Effect: Allow
Resource: '*'
Version: '2012-10-17'
PolicyName: DataDeliveryServicePolicy
AssumeRolePolicyDocument:
Version: 2012-10-17
Statement:
- Effect: Allow
Principal:
Service:
- groundstation.amazonaws.com
Action:
- sts:AssumeRole

# The EC2 instance assumes this role.
InstanceRole:
Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:
Version: "2012-10-17"
Statement:
- Effect: "Allow"
Principal:
Service:
- "ec2.amazonaws.com"
Action:
- "sts:AssumeRole"
Path: "/"
ManagedPolicyArns:
- arn:aws:iam::aws:policy/AmazonS3ReadOnlyAccess

:policy/service-role/AmazonEC2ContainerServiceforEC2Role

- arn:aws:iam: :aws
- arn:aws:iam::aws:policy/CloudWatchAgentServerPolicy
- arn:aws:iam::aws:policy/service-role/AmazonEC2RoleforSSM

# The instance profile for your EC2 instance.
GenerallInstanceProfile:
Type: AWS::IAM::InstanceProfile
Properties:

Roles:
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- IRef InstanceRole

AWS Ground Station &t i&
AT NECNERE AT,

REE-IMREEEXRERER BERFENRET. 4% P REFERRED fFN B RERAT RS EESR
B ,BBRT JPSS-1 EfRERY A RAUAFEERRZESRE.

TrackingConfig:
Type: AWS::GroundStation::Config
Properties:
Name: "JPSS Tracking Config"
ConfigData:
TrackingConfig:

Autotrack: "PREFERRED"

BREBERE REFBEN - ITRETTHREERRTIIERS , MR- M BERB[LEERSIRAE
Nin REAEEHBERRRE,

# The AWS Ground Station Antenna Downlink Config that defines the frequency spectrum
used to
# downlink data from your satellite.
SnppJpssDownlinkDigIfAntennaConfig:
Type: AWS::GroundStation::Config
Properties:
Name: "SNPP JPSS Downlink DigIF Antenna Config"
ConfigData:
AntennaDownlinkConfig:
SpectrumConfig:
Bandwidth:
Units: "MHz"
Value: 30
CenterFrequency:
Units: "MHz"
Value: 7812
Polarization: "RIGHT_HAND"
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# The AWS Ground Station Dataflow Endpoint Config that defines the endpoint used to

downlink data
# from your satellite.
DownlinkDigIfEndpointConfig:
Type: AWS::GroundStation::Config
Properties:
Name: "Aqua SNPP JPSS Downlink DigIF Endpoint Config"
ConfigData:
DataflowEndpointConfig:

DataflowEndpointName: !Join [ "-" , [ !Ref "AWS::StackName"

DataflowEndpointRegion: !Ref AWS::Region

AWS Ground Station £ &/t

ATNALBESHEEA.

NEMRELBTHERNEE , (RAUACIREERER. ERSUWREARINE,

# The AWS Ground Station Mission Profile that groups the above configurations to

define how to
# uplink and downlink data to your satellite.
SnppJpssMissionProfile:
Type: AWS::GroundStation::MissionProfile
Properties:
Name: "37849 SNPP And 43013 JPSS"
ContactPrePassDurationSeconds: 120
ContactPostPassDurationSeconds: 60
MinimumViableContactDurationSeconds: 180
TrackingConfigArn: !Ref TrackingConfig
DataflowEdges:
- Source: !Ref SnppJpssDownlinkDigIfAntennaConfig
Destination: !Ref DownlinkDigIfEndpointConfig

TemE—ik

FMALRBFR , BIERLUREE JIPSS-1 BRRA |, LENEMAE LEAARBSEERE. AWS

Ground Station AWS Ground Station 1t =

"Downlink" 1 ]
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TR —1N5EEH AWS CloudFormation iy , EFSREATHBRNFAERR , XERRAESHK—
ANET LB 32 1E P 5 F Y iE4R AWS CloudFormations,

B AquaSnpplpssTerraDigIF.yml A& AWS CloudFormation 4R § 1 LE/RRIE 5 7] FF 14 42 UK
Aqua, SNPP, JPSS-1/NOAA-20 f Terra T E2MEF L. H 4 (digiF) HiIE. ©8E—1 Amazon EC2
SSEIAEWR SR digiF BT BEIEMEMN AWS CloudFormation B iR

MBRREIKF KRB Aqua, SNPP, JPSS-1/NOAA-20 M Terra , 55, HEHTIE

(® Note

A LAME A AR AWS EiEih R & & Amazon S3 12641 , MM ihEZEHR. LT 4
A XE M Amazon S3 FEf, Elus-west-2XIRBURTETEEFGIE AWS
CloudFormation 4% By 48 B X 15,

A, ATRHBAER YAML, B2 |, #4ixAE YAML # JSON XFfiEN. EFH JSON , HFE
TEER. jsonB . .yml X4 EREHRN,

EFEATEER AWS CLI, EEANTSHS :

aws s3 cp s3://groundstation-cloudformation-templates-us-west-2/
AquaSnppJpssTerraDigIF.yml .

EXREPSMEILT URL , AIEEHI AP EF N T HULER

https://s3.console.aws.amazon.com/s3/object/groundstation-cloudformation-templates-us-
west-2/AquaSnpplpssTerraDigIF.yml

BT LAGE A LA TR 85 3B 27 AWS CloudFormation 38 E#E 1R :

https://groundstation-cloudformation-templates-us-west-2.s3.us-west-2.amazonaws.com/
AquaSnppJlpssTerraDigIF.yml

ZAEARIETE X7 BRLE H A TR 2
#ZAquaSnpplpssTerraDigI FEMRBIFUA T HMEIR :

 ( Ali& ) CloudWatch B4 fili & 25-E A BX R AWS Ground Station I/ 4 1% CloudWatch FIE#fl %
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( Ak ) BRRAEC2 WiE-f£/ Lambda H#A SNS BRINBRANREL Li# EC2 LAWK IERS
RET, FEIENR  XAREFEREA , EARRTEAHNERER.

« Ground Station Y & # #2854 R Lambda : B TR R B8 K6 b 2 L0 4 LA IR E R AMI
BTN, FR4F%EIE$E DDX 2.6.2 Only M DDX 2.6.2 with qRadio 3.6.0, BEEEZHH
FEHAIEEN A |, XEERTUFSRET R,

. HMESHR Hih/NH BT E ( Aqua. SNPP Hl Terra ) BHESHEDR.
- HbRETTHREE—HEMN#£ BIE (Aqua., SNPP Hl Terra ) W R& T THRES.

CEZLERFIENENSE, XLESHERTUEN AWS Ground Station I EIFERXET £,
55 FH L 4R AWS Ground Station B , B EEREBCWEETER, B2 , BB E X LEEUE
EiER TSN EREG,

B LA R B AV BE 2

BIERLIRT REARENFEAERN — 302 02 ZBEEHIMEE D, ERSESZ6IERABIERRS
B AR MNBIE KSR ENX AWS Ground Station B3 QW EIER ., BKWIIHER , aT@Ed Rk
BRI EIE R ER £HY UDP im0 50000 EAEHIE. EXRERFERLETREANESZER | B3H,

AWS::GroundStation::DataflowEndpointGroup

EARERRRNLRBIE (FENED )

WRHIEYERFEBIPSS-1-2H BT E (PBS)-11{l #B2 ATMAY 2 MRy &AL £,

Bt RS , BFBERR—MR  BEEARERRSF HRD BIEREHRN B FMEDHNERE
ITRBE. NRETIEAXEFRREEREIRSKBRERY (RT-STPSHIPOPP ) A E##E , Nt
PR — M TENER.

BIERE
RN BANENBRERBEREAT. EARREF , L7 AWS CloudFormation &4z GIZ #H
B oM ER B
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S B, LRBMU TS, E&ET AWS CloudFormation 2% & 0l #k e |, SR HXLEE
BEE,

Parameters:
EC2Key:
Description: The SSH key used to access the EC2 receiver instance. Choose any
SSH key if you are not creating an EC2 receiver instance. For instructions on how to
create an SSH key see https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/create-
key-pairs.html
Type: AWS::EC2::KeyPair::KeyName
ConstraintDescription: must be the name of an existing EC2 KeyPair.

ReceiverAMI:

Description: The Ground Station DDX AMI ID you want to use. Please note
that AMIs are region specific. For instructions on how to retrieve an AMI
see https://docs.aws.amazon.com/ground-station/latest/ug/dataflows.ec2-

configuration.html#dataflows.ec2-configuration.amis

Type: AWS::EC2::Image::Id

(® Note
BEEQBRZAX |, HIRM Amazon EC2 EC2Key S B, 1ESH &AM Amazon EC2
KB BIEEHN

A | 612 AWS CloudFormation ket | LEBRMEBMNEE T XEMN AMI ID, ES
¥ AWS Ground Station Amazon #1853 {& (AMIs).

HARERE BRE T AWS CloudFormation R “&iR” 25

Resources:
# Resources that you would like to create should be placed within the resource
section.

ZRIMAN EC2 RHIRMSE —BEBENHSE  LUHRE—KASERBER, BREADSHEL
B EAERRERA ST AN ARFEENEE— Amazon EC2 6l , HHB—ARZIK
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# The EC2 instance that will send/receive data to/from your satellite using AWS

Ground Station.
ReceiverlInstance:
Type: AWS::EC2::Instance
Properties:

DisableApiTermination: false
IamInstanceProfile: !Ref GeneralInstanceProfile
ImageId: !Ref ReceiverAMI
InstanceType: m5.4xlarge
KeyName: !Ref EC2Key
Monitoring: true
PlacementGroupName: !Ref ClusterPlacementGroup
SecurityGroupIds:

- Ref: InstanceSecurityGroup
SubnetId: !Ref ReceiverSubnet

BlockDeviceMappings:
- DeviceName: /dev/xvda
Ebs:

VolumeType: gp2
VolumeSize: 40
Tags:
- Key: Name

Value: !Join [ "-" , [ "Receiver" , !Ref "AWS::StackName" ] ]

UsexrData:
Fn::Baseb4:

I
#!/bin/bash

exec > >(tee /var/log/user-data.log|logger -t user-data -s 2>/dev/console)

2>8&1
echo ‘date +'%F %R:%S'" "INFO: Logging Setup" >&2
GROUND_STATION_DIR="/opt/aws/groundstation"
GROUND_STATION_BIN_DIR="${GROUND_STATION_DIR}/bin"
STREAM_CONFIG_PATH="${GROUND_STATION_DIR}/customer_stream_config.json"
echo "Creating ${STREAM_CONFIG_PATH}"
cat << STREAM_CONFIG > "${STREAM_CONFIG_PATH}"
{
"ddx_streams": [
{

"streamName": "Downlink",

"maximumWanRate": 4000000000,

"lanConfigDevice": "lo",

"lanConfigPort": 50000,
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"wanConfigDevice": "ethl",
"wanConfigPort": 55888,
"isUplink": false

}
STREAM_CONFIG

echo "Waiting for dataflow endpoint application to start"
while netstat -1nt | awk '$4 ~ /:80%/ {exit 1}'; do sleep 10; done

echo "Configuring dataflow endpoint application streams"

python "${GROUND_STATION_BIN_DIR}/configure_streams.py" --configFileName
"${STREAM_CONFIG_PATH}"

sleep 2

python "${GROUND_STATION_BIN_DIR}/save_default_config.py"

exit 0

# The AWS Ground Station Dataflow Endpoint Group that defines the endpoints that AWS

Ground
# Station will use to send/receive data to/from your satellite.
DataflowEndpointGroup:
Type: AWS::GroundStation::DataflowEndpointGroup
Properties:
ContactPostPassDurationSeconds: 180
ContactPrePassDurationSeconds: 120
EndpointDetails:
- Endpoint:
Name: !Join [ "-" , [ !'Ref "AWS::StackName" , "Downlink" ] ] # needs to
match DataflowEndpointConfig name
Address:
Name: !GetAtt ReceiverInstanceNetworkInterface.PrimaryPrivateIpAddress
Port: 55888
SecurityDetails:
SecurityGroupIds:
- Ref: "DataflowEndpointSecurityGroup"
SubnetIds:
- IRef ReceiverSubnet
RoleArn: !GetAtt DataDeliveryServiceRole.Arn

# The security group that the ENI created by AWS Ground Station belongs to.
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DataflowEndpointSecurityGroup:
Type: AWS::EC2::SecurityGroup
Properties:
GroupDescription: Security Group for AWS Ground Station registration of Dataflow
Endpoint Groups
VpcId: !Ref ReceiverVPC
SecurityGroupEgress:
- IpProtocol: udp
FromPort: 55888
ToPort: 55888
CidrIp: 10.0.0.0/8
Description: "AWS Ground Station Downlink Stream To 10/8"
- IpProtocol: udp
FromPort: 55888
ToPort: 55888
CidrIp: 172.16.0.0/12
Description: "AWS Ground Station Downlink Stream To 172.16/12"
- IpProtocol: udp
FromPort: 55888
ToPort: 55888
CidrIp: 192.168.0.0/16
Description: "AWS Ground Station Downlink Stream To 192.168/16"

# The placement group in which your EC2 instance is placed.
ClusterPlacementGroup:
Type: AWS::EC2::PlacementGroup
Properties:
Strategy: cluster

# The security group for your EC2 instance.
InstanceSecurityGroup:
Type: AWS::EC2::SecurityGroup
Properties:
GroupDescription: AWS Ground Station receiver instance security group.
VpcId: !Ref ReceiverVPC
SecurityGroupIngress:
# To allow SSH access to the instance, add another rule allowing tcp port 22
from your CidrIp
- IpProtocol: udp
FromPort: 55888
ToPort: 55888
SourceSecurityGroupId: !Ref DataflowEndpointSecurityGroup
Description: "AWS Ground Station Downlink Stream"
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ReceiverVPC:
Type: AWS::EC2::VPC
Properties:
CidrBlock: "10.0.0.0/16"
Tags:
- Key: "Name"
Value: "AWS Ground Station - PBS to dataflow endpoint Demod Decode Example
VPC"
- Key: "Description"
Value: "VPC for EC2 instance receiving AWS Ground Station data"
ReceiverSubnet:
Type: AWS::EC2::Subnet
Properties:
CidrBlock: "10.0.0.0/24"
Tags:
- Key: "Name"
Value: "AWS Ground Station - PBS to dataflow endpoint Demod Decode Example
Subnet"

- Key: "Description"
Value: "Subnet for EC2 instance receiving AWS Ground Station data"
VpcId: !Ref ReceiverVPC

# An ENI providing a fixed IP address for AWS Ground Station to connect to.
ReceiverInstanceNetworkInterface:
Type: AWS::EC2::NetworkInterface
Properties:
Description: Floating network interface providing a fixed IP address for AWS
Ground Station to connect to.
GroupSet:
- IRef InstanceSecurityGroup
SubnetId: !Ref ReceiverSubnet

# Attach the ENI to the EC2 instance.
ReceiverInstancelInterfaceAttachment:
Type: AWS::EC2::NetworkInterfaceAttachment
Properties:
DeleteOnTermination: false
DeviceIndex: "1"
Instanceld: !Ref ReceiverInstance
NetworkInterfaceIld: !Ref ReceiverInstanceNetworkInterface

# The instance profile for your EC2 instance.
GeneralInstanceProfile:
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Type: AWS::IAM::InstanceProfile
Properties:
Roles:
- IRef InstanceRole

BEEEMNEKRE, AGFBEENXH , AWS Ground Station SAMEFERHIK - el Z@ MM EED
(ENI)s

# AWS Ground Station assumes this role to create/delete ENIs in your account in order
to stream data.
DataDeliveryServiceRole:
Type: AWS::IAM::Role
Properties:
Policies:
- PolicyDocument:
Statement:
- Action:
- ec2:CreateNetworkInterface
- ec2:DeleteNetworkInterface
- ec2:CreateNetworkInterfacePermission
- ec2:DeleteNetworkInterfacePermission
- ec2:DescribeSubnets
- ec2:DescribeVpcs
- ec2:DescribeSecurityGroups
Effect: Allow
Resource: '*'
Version: '2012-10-17'
PolicyName: DataDeliveryServicePolicy
AssumeRolePolicyDocument:
Version: 2012-10-17
Statement:
- Effect: Allow
Principal:
Service:
- groundstation.amazonaws.com
Action:
- sts:AssumeRole

# The EC2 instance assumes this role.
InstanceRole:
Type: AWS::IAM::Role
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Properties:
AssumeRolePolicyDocument:
Version: "2012-10-17"
Statement:
- Effect: "Allow"
Principal:
Service:
- "ec2.amazonaws.com"
Action:
- "sts:AssumeRole"
Path: "/"
ManagedPolicyArns:
- arn:aws:iam::aws:policy/AmazonS3ReadOnlyAccess
- arn:aws:iam::aws:policy/service-role/AmazonEC2ContainerServiceforEC2Role
- arn:aws:iam::aws:policy/CloudWatchAgentServerPolicy
- arn:aws:iam::aws:policy/service-role/AmazonEC2RoleforSSM

AWS Ground Station Bt i&
AYSEREERKXAFEE.

REE-ITPREEEXRREMRERBIERFENRET. %% P REFERRED N B3I REIRAT RS RESR
B BHRT JPSS1 EfRERY A FAUTHEERZESRE,

TrackingConfig:
Type: AWS::GroundStation::Config
Properties:
Name: "JPSS Tracking Config"
ConfigData:
TrackingConfig:

Autotrack: "PREFERRED"

BIEBERE , BEEE X —antenna-downlink-demod-decodeft Bk R R EEZ D , AR — iz
RimaREXRSIAEN RS IFAEENBERERE,
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® Note

BxUMAAMIEEERDemodulationConfigi¥F ifE EDecodeConfig , HSR XL T 1715
R RRBERES

# The AWS Ground Station Antenna Downlink Config that defines the frequency spectrum
used to
# downlink data from your satellite.
JpssDownlinkDemodDecodeAntennaConfig:
Type: AWS::GroundStation::Config
Properties:
Name: "JPSS Downlink Demod Decode Antenna Config"
ConfigData:
AntennaDownlinkDemodDecodeConfig:
SpectrumConfig:
CenterFrequency:
Value: 7812
Units: "MHz"
Polarization: "RIGHT_HAND"
Bandwidth:
Value: 30
Units: "MHz"
DemodulationConfig:
UnvalidatedJSON: '{
"type":"QPSK",
"gpsk":{
"carrierFrequencyRecovery":{
"centerFrequency":{
"value":7812,
"units":"MHz"

},

"range":{
"value":250,
"units":"kHz"

}

1,
"symbolTimingRecovery":{
"symbolRate": {
"value":15,
"units":"Msps"
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I

"range":{
"value":0.75,
"units":"ksps"

I

"matchedFilter":{
"type" :"ROOT_RAISED_COSINE",
"rolloffFactor":0.5

}
}
}
}l
DecodeConfig:
UnvalidatedJSON: '{
"edges":[

{

"from":"I-Ingress",
"to":"IQ-Recombiner"

},

{

"from":"Q-Ingress",
"to":"IQ-Recombiner"

},

{

"from":"IQ-Recombiner",
"to":"CcsdsViterbiDecoder"

},

{
"from":"CcsdsViterbiDecoder",
"to":"NrzmDecoder"

},

{

"from":"NrzmDecoder",
"to":"UncodedFramesEgress"
}
1,

"nodeConfigs":{

"I-Ingress":{
"type":"CODED_SYMBOLS_INGRESS",
"codedSymbolsIngress":{

"source":"I"
}

iy
"Q-Ingress":{
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"type":"CODED_SYMBOLS_INGRESS",

"codedSymbolsIngress":{
"source":"Q"

}

},

"IQ-Recombiner":{
"type":"IQ_RECOMBINER"

.

"CcsdsViterbiDecoder": {
"type":"CCSDS_171_133_VITERBI_DECODER",
"ccsdsl171133ViterbiDecoder": {

"codeRate" :"ONE_HALF"
}

.

"NrzmDecoder": {
"type":"NRZ_M_DECODER"

},

"UncodedFramesEgress": {

"type" :"UNCODED_FRAMES_EGRESS"

# The AWS Ground Station Dataflow Endpoint Config that defines the endpoint used to
downlink data
# from your satellite.
DownlinkDemodDecodeEndpointConfig:
Type: AWS::GroundStation::Config

Properties:
Name: "Aqua SNPP JPSS Downlink Demod Decode Endpoint Config"
ConfigData:
DataflowEndpointConfig:
DataflowEndpointName: !Join [ "-" , [ !'Ref "AWS::StackName" , "Downlink" ] ]

DataflowEndpointRegion: !Ref AWS::Region

AWS Ground Station {EF& &
AT EESHMERKRAFER.
MEMRBLETHXNEE , RAULLABIIREERER. ERSBSERERIAME.
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# The AWS Ground Station Mission Profile that groups the above configurations to
define how to
# uplink and downlink data to your satellite.
SnppJpssMissionProfile:
Type: AWS::GroundStation::MissionProfile
Properties:
Name: "37849 SNPP And 43013 JPSS"
ContactPrePassDurationSeconds: 120
ContactPostPassDurationSeconds: 60
MinimumViableContactDurationSeconds: 180
TrackingConfigArn: !Ref TrackingConfig
DataflowEdges:
- Source: !Join [ "/", [ !'Ref JpssDownlinkDemodDecodeAntennaConfig,
"UncodedFramesEgress" ] ]
Destination: !Ref DownlinkDemodDecodeEndpointConfig

LemE—it

A LRRR , BMETTLLLHE JPSS-1 BXRA , WENEME LA RBSEEKRE, AWS
Ground Station AWS Ground Station it 5

TR —1N5EEH AWS CloudFormation iy , EF SEATHBRNFAERR , XEFRAEHK—
MNALAEZES FERAREHR AWS CloudFormation,

FAquaSnppIpss.yml Y AWS CloudFormation #4x § 7 LE R IR 15 [A] FF 28 821K Aqua, SNPP Fl
JPSS-1/NOAA-20 T EMEIE, ©8E—1 Amazon EC2 =AM ZHER R UK IZWE FAMEBEHE
B EBIEFTER AWS Ground Station &R

WMRRE K R Z % Aqua, SNPP, JPSS-1/NOAA-20 # Terra , 55, HEHIE

(® Note
B LAMER AR AWS EIFF R & &5 Amazon S3 12668 , MNTiAEER, U TEEE
A X1E 1 Amazon S3 F# . Filus-west-2XKBRBURTEEHE DB AWS
CloudFormation 4% #9857 X 13,
kA, AT HBAER YAML, B2 |, #ik5E YAML # JSON XF &=, EFEH JSON , B
TEER. jsont . ymlXHT BERERRA,
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EFEATEER AWS CLI, EEANTHS :

/

aws s3 cp s3://groundstation-cloudformation-templates-us-west-2/AquaSnpplpss.yml .

FEXEEBRPSMEILLT URL , AIERSI AP EF T EHULER

https://s3.console.aws.amazon.com/s3/object/groundstation-cloudformation-templates-us-
west-2/AquaSnppJpss.yml

& LAGE F LA TR 85 3B 2 AWS CloudFormation 38 E#E 1R :

https://groundstation-cloudformation-templates-us-west-2.s3.us-west-2.amazonaws.com/
AquaSnppJpss.yml

ZAEARE X T WL H AR R 2
ZAquaSnpplpssERTIBEUT HARIR :
« ( ™% ) CloudWatch B4t % 85-F FABX 3R AWS Ground Station B /& %)% CloudWatch B #fit %k

B9 AWS Lambda B#{. % AWS Lambda BEZCRE 30 3 B ik 1% 1t 45 1 SR Uk 2R 32401,

- (Hi& ) BRRAEC2 BiE-f£/ Lambda A% 8 SNS BAHIKE R ARBIL L7 EC2 LHIMRIERSE
AT, FEITENE  XWHELSTERA , EARRTEAHTNERER.

« Ground Station I & #l25ME# R Lambda : A TEFENEHI P LERO R4 UREEZEN AMI
MYIEIN, FXHF%EIEFE DDX 2.6.2 Only FIDDX 2.6.2 with gRadio 3.6.0, MMREMFARE
# digiF #iEE B A E AWS Ground Station , &, £/ AWS Ground Station X3 ( T )
NAH BIEMEESREENNUENAS , XLERTUFRET R,

- HESHER Hih/ AT E ( Aqua. SNPP # Terra ) WESHIR.

- HRETITHEEE—HM AR I E (Aqua. SNPP Hl Terra ) W RE T1THREE.

DE,
ELAE

CEZLERFIENENSE, XLESHEZRTTUEN AWS Ground Station 37 B {5 F
55 FH L 4R AWS Ground Station B , B EEREBCWERTFEA, B2 , B BEENX
BHGERTENERZEG,

i3t
i3t

H A A PR B TR B 2

BIERKRIRT SARE N FEHLERN —Z 0 BN BRRFINEED, ZRERSSFERBIERRER
N AR RFEMNEIERRESE N AWS Ground Station B OB EHKIER. BWEIZIER |, T&ET#ss
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Bl FREER 2R EA UDP w0 50000 EA#IE. AXREBERLHTREANESER , B3H,
AWS::GroundStation::DataflowEndpointGroup

£ AWS Ground Station X3 ( B ) WAHR BIEE

RBIZENERFEREIPSS-1-0 T E (PBS)-1114 &% Fr i #y o ATy &t £

BRI R, BEERIE—NMIS , IEERN HRD BEREHERITHRFZFIM (digiF) , HERE
£/ SDR £ Amazon EC2 325l AWS Ground Station iU et X E it 1Ta0E,

(® Note
SERREY JPSS HRD BERREESMER N 30 MHz , BEREEFRE TR ERERE N
FEOHN MHZER R 100 HES , WETCAUHLR2EBENRE |, #REE K. AWS Ground
Station

yE R AR

AFNBHARN BB RBEREAN ] EARRFF | BEEHE AWS CloudFormation 4R #7in—
ANKRIEE R ( Mappings 22 ) FERAIHZD

(® Note
Bx AWS CloudFormation BN BN EZFEE |, BHSRERI D,

B % , YREFE AWS CloudFormation # 1R A 5 %2 XE X5 AWS Ground Station BV BT 5| R iZE —1
“BRET” Eo . XHE , Amazon EC2 EflLZ AR ARSI ARIRIIR. BEXFERANRIERNES
{E8 , & A AWS Ground Station {XIBEE VPC,

Mappings:
PrefixListId:
us-east-2:
groundstation: pl-087f83ba4f34e3bea
us-west-2:
groundstation: pl-0cc36273da754ebdc
us-east-1:
groundstation: pl-0e5696d987d033653
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eu-central-1:

groundstation: pl-03743f81267c0a85e
sa-east-1:

groundstation: pl-098248765e9effc20
ap-northeast-2:

groundstation: pl-059b3e@b02af70e4d
ap-southeast-1:

groundstation: pl-0d9b804fe@l14a6a99
ap-southeast-2:

groundstation: pl-08d24302b8c4d2b73
me-south-1:

groundstation: pl-02781422c4c792145
eu-west-1:

groundstation: pl-03fa6b266557b@d4f
eu-north-1:

groundstation: pl-033e44023025215c0
af-south-1:

groundstation: pl-0382d923a9d555425

TS Bo , BRFMATSH. EBE AWS CloudFormation 24| & 62k et | B NXLEE
BEE,

Parameters:
EC2Key:
Description: The SSH key used to access the EC2 receiver instance. Choose any
SSH key if you are not creating an EC2 receiver instance. For instructions on how to
create an SSH key see https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/create-
key-pairs.html
Type: AWS::EC2::KeyPair::KeyName
ConstraintDescription: must be the name of an existing EC2 KeyPair.

AZ:

Description: "The AvailabilityZone that the resources of this stack will be created
in. (e.g. us-east-2a)"

Type: AWS::EC2::AvailabilityZone: :Name

ReceiverAMI:

Description: The Ground Station Agent AMI ID you want to use. Please note
that AMIs are region specific. For instructions on how to retrieve an AMI
see https://docs.aws.amazon.com/ground-station/latest/ug/dataflows.ec2-

configuration.html#dataflows.ec2-configuration.amis
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Type: AWS::EC2::Image::Id

(@ Note

BEEERAX , HIBH Amazon EC2 EC2Key SHMEFr. ES RN EH Amazon EC2
S B ZH I .

b4k |, 612 AWS CloudFormation kAt | EERE FRNEE T XEM AMI D, FS
5} AWS Ground Station Amazon #1838 {& (AMIs).

HE|WERS BRE T AWS CloudFormation #E iRy “&IR” 249 .

Resources:
# Resources that you would like to create should be placed within the Resources
section.

ZRF|FEAIE Amazon EC2 SRfliIR e —BERRNZR , BAELNGHRE —KEALSEHER, RE
AESHIFEERT | BYSTER AWS Ground Station KIEiZEFELE Amazon EC2 3£4] , H a2 —
ANRENMRBERKIFETRA, HE , BEERN AWS Ground Station {K¥Ei&E Amazon VPC,

ReceiverVPC:
Type: AWS::EC2::VPC
Properties:
EnableDnsSupport: 'true'
EnableDnsHostnames: 'true'
CidrBlock: 10.0.0.0/16
Tags:
- Key: "Name"
Value: "AWS Ground Station Example - PBS to AWS Ground Station Agent VPC"
- Key: "Description"
Value: "VPC for EC2 instance receiving AWS Ground Station data"

PublicSubnet:
Type: AWS::EC2::Subnet
Properties:
VpcId: !Ref ReceiverVPC
MapPublicIpOnLaunch: 'true'
AvailabilityZone: !Ref AZ
CidrBlock: 10.0.0.0/20
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Tags:
- Key: "Name"
Value: "AWS Ground Station Example - PBS to AWS Ground Station Agent Public
Subnet"
- Key: "Description"
Value: "Subnet for EC2 instance receiving AWS Ground Station data"
RouteTable:
Type: AWS::EC2::RouteTable
Properties:
VpcId: !Ref ReceiverVPC
Tags:

- Key: Name
Value: AWS Ground Station Example - RouteTable

RouteTableAssociation:
Type: AWS::EC2::SubnetRouteTableAssociation
Properties:
RouteTableId: !Ref RouteTable
SubnetId: !Ref PublicSubnet

Route:
Type: AWS::EC2::Route
DependsOn: InternetGateway
Properties:
RouteTableId: !Ref RouteTable
DestinationCidrBlock: '0.0.0.0/0'
GatewayId: !Ref InternetGateway

InternetGateway:
Type: AWS::EC2::InternetGateway
Properties:
Tags:
- Key: Name
Value: AWS Ground Station Example - Internet Gateway

GatewayAttachment:
Type: AWS::EC2::VPCGatewayAttachment
Properties:
VpcId: !Ref ReceiverVPC
InternetGatewayId: !Ref InternetGateway
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® Note

EXREXEN VPCEEMEZEER , 152/ AWS Ground Station AWS Ground Station £
HER-VPC B &,

BTk , #855i% 8 Receiver Amazon EC2 34,

# The placement group in which your EC2 instance is placed.
ClusterPlacementGroup:
Type: AWS::EC2::PlacementGroup
Properties:
Strategy: cluster

# This is required for the EIP if the receiver EC2 instance is in a private subnet.
# This ENI must exist in a public subnet, be attached to the receiver and be
associated with the EIP.
ReceiverInstanceNetworkInterface:
Type: AWS::EC2::NetworkInterface
Properties:
Description: Floating network interface
GroupSet:
- IRef InstanceSecurityGroup
SubnetId: !'Ref PublicSubnet

# An EIP providing a fixed IP address for AWS Ground Station to connect to. Attach it
to the receiver instance created in the stack.
ReceiverInstanceElasticIp:
Type: AWS::EC2::EIP

Properties:
Tags:
- Key: Name
Value: !Join [ "-" , [ "EIP" , !Ref "AWS::StackName" ] ]

# Attach the ENI to the EC2 instance if using a separate public subnet.
# Requires the receiver instance to be in a public subnet (SubnetId should be the id
of a public subnet)
ReceiverNetworkInterfaceAttachment:

Type: AWS::EC2::NetworkInterfaceAttachment

Properties:
DeleteOnTermination: false
DeviceIndex: 1
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Instanceld: !Ref ReceiverInstance
NetworkInterfaceId: !Ref ReceiverInstanceNetworkInterface

# Associate EIP with the ENI if using a separate public subnet for the ENI.
ReceiverNetworkInterfaceElasticIpAssociation:
Type: AWS::EC2::EIPAssociation
Properties:
AllocationId: !GetAtt [ReceiverInstanceElasticIp, AllocationId]
NetworkInterfaceIld: !Ref ReceiverInstanceNetworkInterface

# The EC2 instance that will send/receive data to/from your satellite using AWS
Ground Station.
ReceiverInstance:
Type: AWS::EC2::Instance
DependsOn: PublicSubnet
Properties:
DisableApiTermination: false
IamInstanceProfile: !Ref GenerallnstanceProfile
ImageId: !Ref ReceiverAMI
AvailabilityZone: !Ref AZ
InstanceType: c5.24xlarge
KeyName: !Ref EC2Key
Monitoring: true
PlacementGroupName: !Ref ClusterPlacementGroup
SecurityGroupIds:
- Ref: InstanceSecurityGroup
SubnetId: !Ref PublicSubnet
Tags:
- Key: Name
Value: !Join [ "-" , [ "Receiver" , !Ref "AWS::StackName" ] ]
# agentCpuCores list in the AGENT_CONFIG below defines the cores that the AWS
Ground Station Agent is allowed to run on. This list can be changed to suit your use-
case, however if the agent isn't supplied with enough cores data loss may occur.
UserData:
Fn::Baseb4:
Fn::Sub:
- |
#1/bin/bash
yum -y update

AGENT_CONFIG_PATH="/opt/aws/groundstation/etc/aws-gs-agent-config.json"
cat << AGENT_CONFIG > "$AGENT_CONFIG_PATH"

{

"capabilities": [
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"arn:aws:groundstation:${AWS: :Region}:${AWS: :AccountId}:dataflow-
endpoint-group/${DataflowEndpointGroupId}"
1,
"device": {
"privateIps": [
"127.0.0.1"
1,
"publicIps": [
"${EIP}"
1,

"agentCpuCores": [

24,25,26,27,28,29,30,31,32,33,34,35,36,37,38,39,40,41,42,43,44,72,73,74,75,76,77,78,79,80,81, €
]

}
AGENT_CONFIG

systemctl start aws-groundstation-agent
systemctl enable aws-groundstation-agent

# <Tuning Section Start>
# Visit the AWS Ground Station Agent Documentation in the User Guide for
more details and guidance updates

# Set IRQ affinity with list of CPU cores and Receive Side Scaling mask

# Core list should be the first two cores (and hyperthreads) on each
socket

# Mask set to everything currently

# https://github.com/torvalds/linux/blob/v4.11/Documentation/networking/
scaling.txt#L80-L96

echo "@reboot sudo /opt/aws/groundstation/bin/set_irq_affinity.sh 'Q 1 48
49" 'fffEfffff, fEFF e ff, FFFFffff' >>/var/log/user-data.log 2>&1" >>/var/spool/cron/root

# Reserving the port range defined in the GS agent ingress address in
the Dataflow Endpoint Group so the kernel doesn't steal any of them from the GS agent.
These ports are the ports that the GS agent will ingress data

# across, so if the kernel steals one it could cause problems ingressing
data onto the instance.

echo net.ipv4.ip_local_reserved_ports="42000-50000" >> /etc/sysctl.conf

# </Tuning Section End>

# We have to reboot for linux kernel settings to apply
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shutdown -r now

- DataflowEndpointGroupId: !Ref DataflowEndpointGroup
EIP: !Ref ReceiverInstanceElasticIp

# The AWS Ground Station Dataflow Endpoint Group that defines the endpoints that AWS
Ground
# Station will use to send/receive data to/from your satellite.
DataflowEndpointGroup:
Type: AWS::GroundStation::DataflowEndpointGroup
Properties:
ContactPostPassDurationSeconds: 180
ContactPrePassDurationSeconds: 120
EndpointDetails:
- AwsGroundStationAgentEndpoint:
Name: !Join [ "-" , [ !'Ref "AWS::StackName" , "Downlink" ] ] # needs to
match DataflowEndpointConfig name
EgressAddress:
SocketAddress:
Name: 127.0.0.1
Port: 55000
IngressAddress:
SocketAddress:
Name: !Ref ReceiverInstanceElasticIp
PortRange:
Minimum: 42000
Maximum: 55000

BREBHNNERE, AEMEESH , LAME AWS Ground Station &R K - 812 elastic network
interface (ENI).

# The security group for your EC2 instance.
InstanceSecurityGroup:
Type: AWS::EC2::SecurityGroup
Properties:
GroupDescription: AWS Ground Station receiver instance security group.
VpcId: !Ref ReceiverVPC
SecurityGroupEgress:
- CidrIp: 0.0.0.0/0
Description: Allow all outbound traffic by default
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IpProtocol: "-1"
SecurityGroupIngress:

# To allow SSH access to the instance, add another rule allowing tcp port 22

from your CidrIp
- IpProtocol: udp
Description: Allow AWS Ground Station Incoming Dataflows
ToPort: 50000
FromPort: 42000

SourcePrefixListId:
Fn::FindInMap:
- PrefixListId
- Ref: AWS::Region
- groundstation

# The EC2 instance assumes this role.
InstanceRole:
Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:
Version: "2012-10-17"
Statement:
- Effect: "Allow"
Principal:
Service:
- "ec2.amazonaws.com"
Action:
- "sts:AssumeRole"
Path: "/"
ManagedPolicyArns:
- arn:aws:iam::aws:policy/AmazonS3ReadOnlyAccess
- arn:aws:iam::aws:policy/service-role/AmazonEC2ContainerServiceforEC2Role
- arn:aws:iam::aws:policy/CloudWatchAgentServerPolicy
- arn:aws:iam::aws:policy/service-role/AmazonEC2RoleforSSM
- arn:aws:iam::aws:policy/AWSGroundStationAgentInstancePolicy
Policies:
- PolicyDocument:
Statement:
- Action:
- sts:AssumeRole
Effect: Allow
Resource: !GetAtt GroundStationKmsKeyRole.Azrn
Version: "2012-10-17"
PolicyName: InstanceGroundStationApiAccessPolicy
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# The instance profile for your EC2 instance.
GeneralInstanceProfile:
Type: AWS::IAM::InstanceProfile
Properties:
Roles:
- IRef InstanceRole

# The IAM role that AWS Ground Station will assume to access and use the KMS Key for

data delivery
GroundStationKmsKeyRole:
Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:
Statement:
- Action: sts:AssumeRole
Effect: Allow
Principal:
Service:
- groundstation.amazonaws.com
Condition:
StringEquals:
"aws:SourceAccount": !Ref AWS::AccountId
ArnLike:
"aws:SourceArn": !Sub "arn:${AWS::Partition}:groundstation:
${AWS: :Region}:${AWS: :AccountId}:mission-profile/*"
- Action: sts:AssumeRole
Effect: Allow
Principal:
AWS: !Sub "arn:${AWS::Partition}:iam::${AWS::AccountId}:root"

GroundStationKmsKeyAccessPolicy:
Type: AWS::IAM::Policy
Properties:
PolicyDocument:
Statement:
- Action:
- kms:Decrypt
Effect: Allow
Resource: !GetAtt GroundStationDataDeliveryKmsKey.Azrn
PolicyName: GroundStationKmsKeyAccessPolicy
Roles:
- Ref: GroundStationKmsKeyRole

GroundStationDataDeliveryKmsKey:
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Condition:
StringEquals:
"kms:EncryptionContext:sourceAccount": !Ref AWS::AccountId
ArnLike:
"kms:EncryptionContext:sourceArn": !Sub "arn:
${AWS: :Partition}:groundstation:${AWS: :Region}:${AWS: :AccountId}:mission-profile/*"
- Action:

Type: AWS::KMS: :Key

Properties:
KeyPolicy:
Statement:
- Action:

- kms:CreateAlias

- kms:Describe*

- kms:Enable*

- kms:List*

- kms:Put*

- kms:Update*

- kms:Revoke*

- kms:Disable*

- kms:Get*

- kms:Delete*

- kms:ScheduleKeyDeletion

- kms:CancelKeyDeletion

- kms:GenerateDataKey

- kms:TagResource

- kms:UntagResource
Effect: Allow
Principal:

AWS: !Sub "arn:${AWS::Partition}:iam::${AWS::AccountId}:root"

Resource: "*"
Action:

- kms:Decrypt

- kms:GenerateDataKeyWithoutPlaintext
Effect: Allow
Principal:

AWS: !GetAtt GroundStationKmsKeyRole.Arn
Resource: "*"

- kms:CreateGrant
Effect: Allow
Principal:

AWS: !Sub "arn:${AWS::Partition}:iam: :${AWS: :AccountId}:root"

Resource: "*"
Condition:
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ForAllValues:StringEquals:
"kms:GrantOperations":
- Decrypt
- GenerateDataKeyWithoutPlaintext
"kms:EncryptionContextKeys":

- sourceArn
- sourceAccount
ArnLike:
"kms:EncryptionContext:sourceArn": !Sub "arn:
${AWS: :Partition}:groundstation:${AWS: :Region}:${AWS: :AccountId}:mission-profile/*"
StringEquals:
"kms:EncryptionContext:sourceAccount": !Ref AWS::AccountId

Version: "2012-10-17"
EnableKeyRotation: true

AWS Ground Station Bt &
EWETBLERE AT,

FREE—NMREREXRIZERERBHEENRET. %£#¥ P REFERRED N B R AIRESESR
E BHTJIPSS-1 EFFEEZ®  HLEAEEFEETRE.

TrackingConfig:
Type: AWS::GroundStation::Config
Properties:
Name: "JPSS Tracking Config"
ConfigData:
TrackingConfig:

Autotrack: "PREFERRED"

REBGERE  HREEEL—INTRETTHEREERRTIERS  EFEEL T HERBREER
SIAE IR RFARE SN BIERIRRE,

# The AWS Ground Station Antenna Downlink Config that defines the frequency spectrum
used to
# downlink data from your satellite.
SnppJpssDownlinkDigIfAntennaConfig:
Type: AWS::GroundStation::Config
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Properties:

Name: "SNPP JPSS Downlink WBDigIF Antenna Config"

ConfigData:
AntennaDownlinkConfig:
SpectrumConfig:

Bandwidth:

Units: "MHz"

Value: 100
CenterFrequency:

Units: "MHz"

Value: 7812
Polarization: "RIGHT_HAND"

# The AWS Ground Station Dataflow Endpoint Config that defines the endpoint used to

downlink data
# from your satellite.
DownlinkDigIfEndpointConfig:
Type: AWS::GroundStation::Config
Properties:

Name: "Aqua SNPP JPSS Terra Downlink DigIF Endpoint Config"

ConfigData:
DataflowEndpointConfig:

DataflowEndpointName: !Join [ "-" ,
DataflowEndpointRegion: !Ref AWS::Region

AWS Ground Station £& &/t

RHNBOEESHEANT,

NEMELBE THANEE , (RULLACIIREERER. ERSURERARIAE,

# The AWS Ground Station Mission Profile that groups the above configurations to

define how to

# uplink and downlink data to your satellite.

SnppJpssMissionProfile:

Type: AWS::GroundStation::MissionProfile

Properties:

Name: !Sub 'JPSS WBDigIF gs-agent EC2 Delivery'
ContactPrePassDurationSeconds: 120

ContactPostPassDurationSeconds:

MinimumViableContactDurationSeconds:

"AWS: :StackName"

"Downlink" 71 ]

AWS Ground Station £ &/t
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TrackingConfigArn: !Ref TrackingConfig
DataflowEdges:
- Source: !Ref SnppJlpssDownlinkDigIfAntennaConfig
Destination: !Ref DownlinkDigIfEndpointConfig
StreamsKmsKey:
KmsKeyArn: !GetAtt GroundStationDataDeliveryKmsKey.Arn
StreamsKmsRole: !GetAtt GroundStationKmsKeyRole.Arn

LemE—it

A LRER , BOETTLLLHE JPSS-1 BXRA , WENEME L& ARRBLSEEBRE, AWS
Ground Station AWS Ground Station 1t =

BT R—1NEER AWS CloudFormation #iR , EF @EATHFERNAMERR , XERRAER—
AN EEERFEHNENR AWS CloudFormation.

FDirectBroadcastSatelliteWbDigIfEc2DataDelivery.yml 3 AWS CloudFormation #&
R B ELLRPUR TG A FF #8420 Aqua. SNPP, JPSS-1/NOAA-20 Fl Terra T EHEF(LH I (digiF) 2
&, ©8E— Amazon EC2 SEHIFI{E A AWS Ground Station R RIAK digiF B2 BRIEFT
F M AWS CloudFormation iR,

WMRREIKF R Z % Aqua, SNPP, JPSS-1/NOAA-20 # Terra , 55, HEHTIE

(® Note
A LAME A AR AWS EiEih R & &5 Amazon S3 1241 , MM ihEZEHR. LT 4
A XE M Amazon S3 F#Ef, Elus-west-2XIBRBURTEFEEFGIZE AWS
CloudFormation 4% B9 48 B X 15,
A, LUTHESER YAML, B2 , #ixHE YAML # JSON XFfiEN. EFH JSON , FE
TEER. jsonBF.yml X4 EREHRN,

EFATEHER AWS CLI, FEAUTHS :

aws s3 cp s3://groundstation-cloudformation-templates-us-west-2/agent/ec2_delivery/
DirectBroadcastSatelliteWbDigIfEc2DataDelivery.yml .

FEXBEERPSMEILLT URL , AIERSI AP EF T EHILER
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https://s3.console.aws.amazon.com/s3/object/groundstation-cloudformation-templates-us-
west-2/agent/ec2_delivery/DirectBroadcastSatelliteWbDigIfEc2DataDelivery.yml

BT LAGE F LA TR 8532 IE 2 AWS CloudFormation 38 E#E 1R :

https://groundstation-cloudformation-templates-us-west-2.s3.us-west-2.amazonaws.com/
agent/ec2_delivery/DirectBroadcastSatelliteWbDigIfEc2DataDelivery.yml

ZEMOEE X7 WL H AR 2
ZDirectBroadcastSatelliteWbDigIfEc2DataDelivery#EiRBIEU T HMEIR :

o FEWFRFIHEMENEZEO- (MBERME ) EREN FMPRIZEBEMEMKZIED ( PublicSubnetldil £
RBMt) ., MRBERAEFNTREFNF , MFEEXHFM. elastic network interface 5 EIP xBk
HiEEBEK A=,

o EUNEFSEHIEME IP- AWS Ground Station FHEIZZIAIEM IP, XSERETZINEFEHIT elastic
network 3#0,

o LI IP KBz — :

o ZWERRHISEM IP XEK-EY IP B ZINETSSHIEYREX ( IR PublicSubnetld RIEE ) » X
EESubnetlds| BB FM,

o BEWHEHISEM P RERAYSEM R ELE O 1P S32UR05 B0 M4 R 4R 8 O B < Bx
( PublicSubnetldfIRE2EE ) »

« ( ™% ) CloudWatch B4t % 85-fF FABX 3R AWS Ground Station B /& %)% CloudWatch B E#fit %k
B9 AWS Lambda B#. 1% AWS Lambda BEZCRE 30 3 B ik 1% 1t 4% 1 SR Uk R 32401,

o (HiE ) LE#ERRA EC2 Bil-£A Lambda A SNS BRI R AREIL S# EC2 EHIHY
BIEREMNED, FTEIENRE , XARSTERA , EABRTEYNERER.

o HMESHIR Hih/NH BT E ( Aqua., SNPP Hl Terra ) BIESHEDR.

- HbRETTHREE—HEM N # BT E (Aqua, SNPP Hl Terra ) W R& TTHRE S,

BEZMERTIENENSHE, XESEERTTAEY M AWS Ground Station 37 B i F ix L&
A LLEMR AWS Ground Station i , B EFEREECWEEIRFER, B2 , BB E XL
HERGE A TR0 =4,

A SUE MR B R A BhdE 2

BERART SARENFERALERN -0 I ENBZEREHIMEED, ZEWREESEFIFER AWS
Ground Station X M EIE % AWS Ground Station =& X B O BKREIER. BXREHRERL

BE,

ELfE

LEekRE— 159
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wHRANEZER | 2. AWS::GroundStation::DataflowEndpointGroup& % AWS Ground
Station REMWEZEE , BSHE T AL 2K AWS Ground Station 2 ?

LEekRE— 160


https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-groundstation-dataflowendpointgroup.html
https://docs.aws.amazon.com/ground-station/latest/gs-agent-ug/overview.html
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HUEHEER

AR 3RS ] LASS Bh 48 £ )R 458 F B AT gE HE M AY (R AWS Ground Station.

£}

« X{M@ Amazon fZEHIEHNIRR AR THEHERR EC2

o FRIRKMAYERR A 6] &

- BFEU R AMAVERRABE

« HEBR DataflowEndpointGroups &4k F IE EIRZSHY iR E
o XTI E 1T FEHERR

o X ARUENETERIE A9 Br R A 1T IS HERR

Xf 8 Amazon f2iE AR B R A B THEHEER EC2

WMRIBFTERINTEK AWS Ground Station BxFR |, N FEERIFEAAmazon EC2 XHIREEREEIT , B
N BERAE T ANARFRSEEET , HRIIECHNEERAE T ANAEFNARERSLE
T,

(® Note
DataDefender (DDX) = B 8 X M EIE Rin 2 N AR FH =6 AWS Ground Station

TR

UTHRBRIZELIZRE T Amazon EC2 £4l, EEFIZE Amazon EC2 3£4] AWS Ground Station
BSRE AT,

SHB] 1 BB/ EC2 EHIREBEFEIZET
AT 3521 B8 tnfal fe 3 4l & 3R B4R 9 Amazon EC2 32l , HEZSEFIARESTRESEESR,
1. BREIATEREEBHTHEZHAOEKERN Amazon EC2 £6l, EHAUTIE :

a. TEAWS CloudFormationiZ#|E R+ |, #EFEITEEH Amazon EC2 LHIRYHEK

@ Amazon &I BIRMVEL R A TR FEHERR EC2 161


https://docs.aws.amazon.com/ground-station/latest/ug/getting-started.html
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b. &H “HR AWM+ , RFE ZB8 ID” 5P HEER Amazon EC2 K6, RSP ILUESK

BIREEBIE,
c. T “YIE ID” §|h | EkBIER Amazon EC2 SEHIRYEERE, X IFHH &3 AAmazon EC2 EiEiE
HAE,

2. EUDHEC2 BEEEFIAT , BREHILIHH EC2 KRS FETRE
3. MREHKNPIEREESIT , BRENIT T —F, MREHKNOREET , BEAUTSREZEM

o EBIEE Amazon EC2 EHIfE |, IFBRIE > RHIRE > B3h.

TR2: - BECANBBERNARERHER

W REFEHAAWS Ground Station KIB# TEEEZ W , BEEQZE “WEHEER AWS Ground Station 1%
B Ba. BN , MREFEAMNE DataDefender (DDX) AR , BHEL, the section called “FHFR
3: RUFBERNAREF B IEEIEZIT

SB 3 RUEBFERNARFRBERST

UPIRZ DataDefender B EZIEHEE| Amazon RHIEH| EC2, BAXREZEINEHNZFINEZFMAE
B, %2 # Connect &Y Linux 3£,

LT RRRREM T SSH B imF EAR THITHEIH RIS R,

1. AKX GRS RREFHER SSH EZEFEH Amazon EC2 £6l, #AZEEVAEO 80 LLE
& DataDefender Web AR R H., UTHSERNMAER SSH BESEAROELANERL2ERET
Amazon EC2 =4,

(® Note

B AM<SSH KEY><BASTION HOST><HOST>{E AR 4EE SSH 4. B2F V8 H
Amazon EC2 =HIEH B B, F,

XtF Windows :

ssh -L 8080:1localhost:80 -o ProxyCommand="C:\Windows\System32\0penSSH\ssh.exe -o
\"ForwardAgent yes\" -W %h:%p -i \"<SSH KEY>\" ec2-user@<BASTION HOST>" -i "<SSH
KEY>" ec2-user@<HOST>

FEW2  BEEANSERNARFHEE 162


https://docs.aws.amazon.com/ground-station/latest/ug/troubleshooting-agent.html
https://docs.aws.amazon.com/ground-station/latest/ug/troubleshooting-agent.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AccessingInstances.html
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RAriEmE

ERATF Mac

ssh -L 8080:1localhost:80 -o ProxyCommand="ssh -A -o
<SSH KEY> ec2-user@<BASTION HOST>"

'ForwardAgent yes' -W %h:%p -i

-1 <SSH KEY> ec2-user@<HOST>

2. BIX#HH DataDefender 87 ddx B IEEEZETHHTEINIT greping ( E ) RIIE ( IR

DDX ) £

[ec2-user@Receiver-Instance ~]1$ ps

Rtlogic 4977 110
bin/ddx -m/opt/rtlogic/ddx/modules
ddx/bin/ddx.xml -umask=077 -daemon

BERIET. THRHTHY EESTHHBNRIDH RO HE grep (RE ) 55,

-ef | grep ddx

Octle ? 2-00:22:14 Jopt/rtlogic/ddx/
-p/opt/rtlogic/ddx/plugins -c/opt/rtlogic/
-f installed=true -f security=true -f enable

HttpsForwarding=true

Ec2-user 18787 18657 © 16:51 pts/0 00:00:00 grep -color=auto ddx

R DataDefender IEEIE1T , BBEZE “the section called “F 3 4 : BWiFEHHERNARFERE

BERERN , #ET -5,
3. FF#4 DataDefender fEA M TP RIIE T

sudo service rtlogic-ddx start

, iEBEZE “the section called “S8 4 : WiF SR EBIER

MREFEAGSE DataDefender EfEETT
NRAEFAEACERE RN , #ET—F,

4. ERUTHTREUNTXMG , LEERENLRE

NREFEEMAE

f1x DataDefender,

cat /var/log/user-data.log
cat /opt/aws/groundstation/.startup.out

(® Note

REXEXHREAIN—NERLRELR , EHWTL S EC2 EHIFTZEITH Amazon VPC
FoiETHA] Amazon S3 R I EZENH, MRZBEBEFRINXZMABME , HRERMK
EC2 3£6I#y Amazon VPC MZL£AIRE , BREIIT 2 LIEX Amazon S3 BYiA I,
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WMREREIR DataDefender B9 Amazon VPC R EFIEEIZIT , 1§ LLthe section called “FH
4 - WIFBWBEERNAEFREACERE" . MRRBNAEE , BER AWS Support , F&RIE
TERBFIRN HEX S,

FR 4 WIEZHNBERNAEFRARSEEE

1. EMEXEERD , B 7E s ut £ i A ST ik Sk 75 (8] #8289 DataDefender M4 - 57
M : localhost: 8080, ARG Enter,

2. 1EDataDefenderf{ &t L , 1&#F “E R FMER",

3. MRIIKRFERENR , ARERRER.

4. ERBEXNFEF , MITUTERE

a. HEIMEMERERS  BERA@ENEMEIFREMN,

b. HIwAOESR K BRENBERKSAIEEN WAN ROESEE. RIABERLT , iwOR
558880 %Jﬁﬁﬁﬂ_ z":o

Stream Wizard

- = [

WAN Transport Local Endpoint Finish

Configure DataDefender to communicate across the WAN

Stream Name [ R E o
Stream Direction [ENE AT ~

WAN Transport 1

Enable Multicast g

o

> o (G

c. EAMARTRESY  BREOEFEFEEERRA. RIAMBERT , ltiwOXR 50000, M
AWS Ground Station BRE WK ZIIE /S DataDefender , &G tin O HiWEdE, Rk
*¥-F_§o

SR 4 RICHBERNARFRAREECEE 164


https://aws.amazon.com/support/createCase
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Stream Wizard

s +>= [
WAN Transport Local Endpoint Finish

Configure DataDefender to communicate with a local endpoint

Local Endpoint 1

Protocol uoP M o

Enable Multicast g

o
Local Consumer 127.0.01 °
U 50000 °

€ Previous 3 Next  ([GaRCON)
d WMREERTEMAE, FBEIHRELEERET—F, B4, BHLAUBEROSE S,

WME , BEBRRER Amazon EC2 E4|F1 DataDefender 394 FizTIRA , HEBEIER , ATUAMAP
W BIE AWS Ground Station., #4Ethe section called “5 5 : FR SNBSS0 F R R B BB 0
A AR IP #bt”,

SR 5 WRENZWSRM NP EEBHN AT AN IP it

OB HAMAEES S P ER Amazon EC2 #IEFEFIHR AT A IP it HE,

1. XN TATHRRNEN Amazon EC2 BIKERSH , BIEEMITHEDHR, ERAUTIR

a. TEAWS CloudFormationiZ#|E R+ , EFEITE LK Amazon EC2 LHIRYHEK
TR RR &R, ARBTE 28 ID” I ERBIEN Amazon EC2 324, TEIRAF|HIEUESE

BIRBCBIE,
c. T1&“YIE ID” B | EBRIEM Amazon EC2 SEHIHIEEHE, X [FH {83 AAmazon EC2 &z
HAE,

2. HEILLD% EC2 BEEFlAYF , KA RTZENT D EC2 KRR SSHINEZFIHEFNFMN ID &%
B, XEEE#EABNMEB Amazon VPC BEIZH A,
3. 1£ Amazon VPC EEB#ZFHAFERTENFN , AREE FRNFAESELLTHTA IPv4 it

o, MR FELRR A Amazon EC2 U ESSSHIHY dataflow KixT SHEE | BHHITUATER
£ -

FI]S  BREWBFWEREIGFRIEZBH AN P it 165
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a. E ¥ AWS CloudFormation 4RI A8 R F M CidrBlock AEEH K/NEH, BEXFMAKINES
FHEER , BS5HFM CIDR R,

b. FEHAEHH AWS CloudFormation iR EF 2%,

MREMHARBEIEE |, BEKR AWS Support,

iR IR R RV BR R A [R] R

= AWS Ground Station 17U 2 /& /Y RE B 7 RIEAR |, BRRANLIRERIRESR N FAILED, TME
RETURSERERMNERAE | SR BHBRHER SR,

(® Note
REMEHNAMWBRRRS , FEATHMBABIRES , #l@1, = FAILED_TO_SCH
AWS_ FAILEDED AWS_CANCELLEDULE, BEXxBEZIRSMEZEER |, 155 Hthe section
called “AWS Ground Station Bx & AR

BE R im = K8y A 5l
LUTRAESHBEETHRER R SANBERNBERABRSNELAMIZE
« Dataflow i S M FKiEE —— AWS Ground Station XL F¥REY Dataflow i s 40 2 8] — MNR SR

TREVEEMREL,

Dataflow i S E B BE- AWS Ground Station X4 F1#8 ) Dataflow % S 4A 2 B A F —A RSN KIE
FNEEZERERRTANEZEEILN,

« Dataflow LimT S F MG AH IP #ik- AWS Ground StationF T2 W ESSEHI F M A& B F
A AE IP it , Rt EBIRE R BRS RITEEEBNIEMEHEIZE ENI,

NTFEMBBERGSBERS , BUYORAEUATAR :

o EBRRRFEETEZE , #iAEIWE Amazon EC2 E4IE KB 3,

- BINRKRBEEERERREFEBRIHEEEIT,

- BRENMEWAZGFRNSINBERBRELDE—ANTHN IP i,

1R R R I Bk R AR 166


https://docs.aws.amazon.com/vpc/latest/userguide/subnet-sizing.html
https://aws.amazon.com/support/createCase
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BXEEFRNHEERIR , BS BRI Amazon ZEEIEN KR A THEHEER EC2H B2 .

AWS Ground Station LI & K #9 F 41

UTRARSHETRAENHER DI RMEKERSHERLRBFIX

« AWS Ground Station R M R IR & T RS- AT EEH Dataflow Endpoint Group EiBHiE—E 24
BIERNBIBERNRKENRR DB ERERAS. AWS Ground Stationtt IR ASE T M E B EZLE R G
WILRHRRE,

« AWS Ground Station X2 3 31 R #t- 1 T EH Dataflow Endpoint Group £ —MNRZBANERERID
RAHEEIAHRESHERE , tRMEKRTFREZE.

33 F4EM A AWS Ground Station gent BIERAMRA , BUUAEUTHA :

- FEBRRTFIARTEIZ AT , BIAZEWE Amazon EC2 £HIE KB 30.
- BIAEBRIRMNREHEARENARFECBIHEEIZIT,

- EBRRRERF 15 PRBEIARERARSFEN Amazon EC2 EHIARXH., X ARIERME T 29 RS E
[ AWS Ground Station$R & IR 7.

BXEEFRNHELRIR , BS BRI Amazon ZEEIEN KR A THEHEER EC2H B2 .

BEETT X R WAV BR R A&

2 AWS Ground Station # M FZM R E B A REFZERER |, BRERARLL FAILED _TO_
SCHEDULE JRA&A%Z R, LU FAILE D TO SCHEDULE RASLERMWBERAATUEREHEMESSE
B, errorMessage BXRWIRERRAMELR , 1S DescribeContactAPl,

THRAMT AJ8ES 2 FAILED_TO_SCHEDULE BXRMVEILAH , AR A Bh# 1T HEEHRRAV D TR,

® Note

AIERE 14T FAILED TO_SCHED ULE BXZRIRA , EA THMWERS | flin, =
FAILED., AWS_FAILEDAWS_CANCELLEDEXEREZIRASME ZEL |, i3S the section
called “AWS Ground Station Bt & AR

AWS Ground Station X 2 &Y A 4 167


https://docs.aws.amazon.com/ground-station/latest/APIReference/API_DescribeContact.html
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T % #F Antenna Downlink Demod Decode Config 18 E K i%E

BT 2HE R Bx R ES B & 32 Fantenna-downlink-demod-decode FHI BB oo

S BIEEM AntennaDownlinkDemodDecode Bt &

- MRER antenna-downlink-demod-decodeBl E&RIE AL T BN , BES A L HEZ BIEIREI L BZ
1THIRR AR,

s MRXENNERENHEER , RERUNFENRELEXNDBAE , BRET —SRENMAEA
#T AntennaDownlinkDemodDecode Et & .

o128 AntennaDownlinkDemodDecode it &

& AWS Ground Station EZBKRAMABHFEE. A AWS Supp ort tlZZEHlcontactId , &
£ L0 FAILED TO SCHED ULE IRZAS 45 RrY 22451

— IR EHERR D IR

IR BB FEHEBR 5 PR AR RE AR IR I Y B R
- EAMENESEENHENZRZTHRRARZTHEMEKRA. AXRUOAMNYRIANER , S

¥ ReserveContact,

. MR EMEINEIAESRZE FAILED TO SCHEDULE JR7 |, i8R AWS Support

BEBR DataflowEndpointGroups K&k F 1IE IR A Y # =

THEIE T ENBIERR /A FTERERGE T HEALTHY RS R R AR FEXEME S Y EEE.

« NO_REGISTERED_AGENT-ZzI&H EC2 =4 , ZXHIRHEMRIE, BHIFE , BATHEERN
PBHISBEE NI REERIIRUARFH, BXEEZXHNEFEMAEE |, HSH £H AWS Ground
Station X,

« INVALID_IP_OWNERSHIP-f#f DeleteDataflowEndpointGroup API ik Dataflow iw =R , AREHE
A CreateDataflowEndpointGroup API £/ 53£5I5<EkRY IP bk Fix O #6122 Dataflow im < 4H.
EC2

« UNVERIFIED_IP_OWNERSHIP : IP #hsit i RZFWIF, BiFTSTEHHT , RbXMRIBNZES H
TR,

T %# Antenna Downlink Demod Decode Config {8 EHRIE 168


https://aws.amazon.com/support/createCase
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_ReserveContact.html
https://aws.amazon.com/support/createCase
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Dk

=[]

« NOT_AUTHORIZED_TO_CREATE_SLR : lKF S BERIZXENRFZHEXACHNIR. BEF &
Ground Station REA SRSHEFHN A E P BFELERRDS IR

X To R £ 7 1T SR HEBR

HEENEF EEE AWS Ground Station B8t , EZANBRESRIITERE , RETET
M. ENABLEDILRE R E EFRAF,. THIBEBHNHTEE K.

LHERRIUEKRMAT , DescribeEphemerisif#iR[El EphemerisinvalidReason , XA LURA T EFH K
ERMMER, KB EEEphemerisinvalidReasonfl T :

=]

METADATA_INVALID

TIME_RANGE_INVALID

TRAJECTORY_INVALID

VALIDATION_ERROR

DU

REMMRIBIARRA (FlmI
EID) XX

FriRtERNFH. ERIE
HA RS [B) Fo 3

PR 2 E L TR MK
g RO

WAEATRIENERHIR
EPARSTHR IR

AT R3S INVALID 2 RHIMER DescribeEphemeris :

"creationTime": 1000000000.00,

"enabled": false,

"ephemerisId": "d5a8abac-8a3a-444e-927e-EXAMPLEL",

"name": "Example",
"priority": 2,
"status": "INVALID",

"invalidReason": "METADATA_INVALID",

B HEBRIRAE

KEENHREFREAN
NORAD ID s H ftu¥riRAF

BRF BN EFRE (2
ST AT IR R B L5
B ) AREERT AN
B, 3 B4k SR "2 2 9ad
B2

BIANRHN TR ESER , F
BHWEBRNTEE,

Bl L&

TR 27 AT PR HERR

169
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"suppliedData": {
"tle": {
"sourceS30bject": {
"bucket": "my-s3-bucket",
"key": "myEphemerisKey",
"version": "ephemerisVersion"

(@ Note

MREFNAIRASNERROR , N EFHTRENABLEDH F RS RIZTIEMRA . AWS Ground Station
"‘hz%ﬁfmz HEBEXBHER. CreateEphemerisENABLEDIIR BB R E R , NFHNER
BERT Ko

(® Note

AWS Ground Station fFEF M ANV EAEIE, MREFEHLTTIEIIEE | AWS HEREH
ERBERRHMEL R,

X AR U BT 258 BV Br R A AT PR B ER
BRRATEERARY , BRHKKIEARE. KT
#5485 S3 MELH , MIRAOE PCAP SUHF. XH
i 5 DA TR AT SR L

TTHRBEETER

BEREBFEWIINEZTH PCAP 3 , REWMR
mHTZRHERERK. ATHBITLTHP—

ok
Be
ab
Be

NEEZRBIBENENINERABEE N RBEN XL T TEGRER KL FMTERBEARDBES . W@
REETWERESTEEMMNEST—3 , I AWS Ground Station FE EZERERNES., XFSBK
U BRI E4E AWS Ground Station.

ERRLFE , FRIESEANEERESIEAANGES — . HlU , RIILRERE T EBWAIH O
ME, TR, WICARBENBEBSH (NREFE) .

X R EE M BRI R AR TR FEDERR 170
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E =
B EZY

A, DETREAHMITEREZERAHEEEBEERENEREY, ZEILAREEERTIEERTEHRNNE,
AWS Ground Station N EZEWRBEREHEENIENES , ENRFERANEHFE AWS Ground
Station XR&IEQRKERFAEFEIENNE,

MREBEEZHE NOAA ZEN AR BEEHRTERS , MATE NOAA ZEEHRER NHE LK EIH
RFHSRRANHEES . ZEEARSFEMITANRERECHWNNER , bREMEHNERF R,

MRMREESHACHIERE , MERETHRECHIZETER , UREXLMAHIES ZERF AWS
Ground Station, MREEERTLXMEENTHNERAE , NARSEREEFNEELENRE. &
IRHEAENEFTBENESZER B0, BRHAENERTRE

AWS Ground Station A

IR AWS Ground Station §HEXRAXMEEUE , M AWS Ground Station 2fFEBKRRJRE
JAWS_FAILED. s{AWS_CANCELLED, BXERALWBAHNESEE , FS0H 7T EHRAALE
AR, ERELEERT , AWS Ground Station ATRES IR , SBBBL ERIERENKS |, B
ARG BERR AL T “AWS_FAILEDE; AWS_CANCELLED” A%, AEXFERE , AWS Ground
Station RTEZH Healt AWS h ZHIER LA R BFET KW EH. Bx Healt AWS h #Z2HIEIRHWES
E8 , B3 8 AWS Health A6/,

TERA T


https://www.ospo.noaa.gov/Operations/messages.html
https://docs.aws.amazon.com/health/latest/ug
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A PR

BAUEEXFNXE, HXBENLiRT RS RLRET LSFEEIAWS Ground Station FIELET .

MREEE | B LAEA Service Quotas #2F|&, AWS APl 1 AWS CLI iERIZSE &,
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https://docs.aws.amazon.com/general/latest/gr/gs.html
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AR S5 R

B X AWS Ground Station RS E R , iIBHSE AWS RS %o
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RAriEmE

{ AWS Ground Station AAF#ERE) XA LIExK

TRERTHMRAH ( AWS Ground Station AFERE) PHNEEE X,

TE

MHEHEH

HAFE

MHEHEH

MHEHEH

MHEHEH

HAFE

MHEHEH

MHEHEH

MHEHEH

L

AT NEBEERFRHERRA
MARNUA,

EFmMTHFERE, AT AWS
Ground Station ZH=FX B4

BT AP EENTSHS
SEFMNER. RF.

# (AF#EE) RARMT RSS
RE,

& AWS Ground Station X
BArEmFI AEMANAFE
28

NE , TRETANEEEZ
HALHHZ 30 DHBER A,
A] WL AE B [E]© & 1E DescribeC
ontact R H,

it THREH , FARMT
“EC2 SPliEEM CPU MK

Do

£ { AWS Ground Station X
HERAFER) PamT ERE
—BETRSMHENTRE
X, AWS Ground Station

AN T RERR AN BA TTH

B

2025 4 A4 H

2024 8 A6 H

2024 57 A 18 H

2024 57 A 18 H

2024 57 A 18 H

2024 3 A 26 H

2024 3 A6 H

2024 2 A 23 H

20242 H21H
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RAriEmE

R RSB T

MHEEH

MHEEH

HAFE

FH AWS FEE R

HAFE

FH AWS FEE R

HAFE

HAFE

£ DirectBroadcastSat
elliteWbDiglfEc 2 DataDelivery
BARARMNT 3R NE M
X

AP EABRS EREXEPR
T X AWS #8951 Ao

winT 5 EE AWS Ground
Station 2 & & P E R BMEK
FRICE EMiHEE,

REARE® digiF BARAE RN
7 < AWS Ground Station 1%
BAFER)

AWS Ground Station 07T —
NERAHEFFEBE AWSGround

StationAgentinstancePolicy,

E# T CPE MR AZ M HY A
B

AWS Ground Station 8 il

7 AWSService RoleForGr
oundStationDataflowEndpoint
Group service-linked-rol

e (SLR) , EhE@E&—1N4

3 AWSServiceRoleForG
roundStationDataflowEndpoin
tGroupPolicy#Y #7 5K B

EMTAFER, #@NT 50
&R AWS CLlI,

EWmTHPERE, BNTE
CloudWatch ¥&¥rHYEERK o

2024 52 A 14 H

2023%8H6H

2023 7 A 26 H

2023 4 A12H

2023 4 A12H

2022 % 11 A9 H

2022 % 11 A 2H

20204 A 17 B

20202 A 24 H
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RAriEmE

HEER

HAFE

MHEEH

MHEEH

#EY PR HEBR R 0

A EDR

Kindle iRZA

RS MisE

{AWS Ground Station f F
EBE) AAMTRAR BIE
( AquaSnppJpss &R ) -

BT RAFEENEEEXE
HIEE,

B ¥ 7 AWS Ground Station
£/ CloudWatch E4# 1Tl
B RBIRER,

B BECEHE AT &
R ER 2 81T

WEEHERRE 2 R I ZE AWS
Ground Station A ¥/,

EFTANEE , HPEFE&
#7#9 AWS CloudFormation #&
o
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