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( ROA ) RiIZHILIZEN ., ROA REXEBN XFEBRMEMINE (RIR) BIENEHASH MBS

B, ROAZE IP #uteE., AFER IP #uBEMNEERESRS (ASN ) UK EIFIAH, ROA £
Amazon EHEBARSE (AS) TEF IP B,
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ROA FA&EBERN AWS KT IP #hiSEEHE AWS, B2 HIEN | SAME (P #h1kSE B 8 M7
BRI E L ( RDAP ) R AWM BEZR X509 iEH, ZEPETE—MNLEZH , AWS FHIZH4
RITEAMRENEN ETXER, THEAREHNALAEZRANETS: , HERAZZHERNBEN ETUHE#TE
Ho

DT RETHXEEBESHFALS R, Linux XEFXELSBANGS. IREFEANE
Windows , M AJ LA E)5E A F Linux B Windows F %4t LAIZ 1T Linux 889

RERNHLSR

- £1% : 8]2 ROAXNR
- 2% HIBBEA X509 UiEH
- B3F  HIBLEBRIUER

F15 . 82 ROAFTR

B2 ROA SR Amazon ASN 16509 EMmEH IP i SBE , MR HEEREBENH ASN EH IP
#hitSEE . ROA XM BEEHE AWS By /24 |P tbsit , H BEXF R K KEREN /124,

BEXREZE ROABERNEZEER |, BSRUTES , EABURT M IP it STCEMNNE :

« ARIN : ROA &R
« RIPE : &I ROA
« APNIC : BHREE

E25 BIEBZE X500 iEP
PIERBANMBEZSE X509 i+ , AEZIEHHRMNE RIR # RDAP 25, U THBRNBMARITIX
AT,

® Note
FEIXLSEA | openssl R EE OpenSSL ARA 1.0.2 SEE R,

BIEFZ N X.509 U BRI SR

1. FRUTESER— RSA 2048 U ZHF
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https://docs.microsoft.com/en-us/windows/wsl/about
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openssl genrsa -out private.key 2048

2. FERAUTRSMNZBANE-NDE X509 iEH.

openssl req -new -x509 -key private.key -days 365 | tr -d "\n" > publickey.cer

LRGP | ZIEHHE 365 RKEEH , F AR ZIER/AAE, BTZHTH , FHAEN

~days BIBUREANFIENENREELINIHHE, YRERTERHATCEEN , BER

AINE.
3. REELWRR, BRUTIREM X.509 IEHEH RIR B RDAP 2%,

1. ERUTHSERILES,

cat publickey.cer

2. B2 IZMIEERMNE RIR B9 RDAP ic®., B U ERBEIESE ----- BEGIN
CERTIFICATE----- 1 [ —— END CERTIFICATE----- FHE, FTAXERNBERAEIESE

ML L, E# RDAP HEEEURT M RIR :

« T ARIN, FRAEFZLE] , ERKEUTTEN NEEENRNDHLITRTD HH

IER, FAFEFNEEARNEIRED .

« XtF RIPE , FEBERNF I “descr’F BN I EIE R 2 b 1k ST B Y “inetnum” =R “inet6num” XY &R
F, BEAERPEHREEITFHNBRNER TP THIBEXEL., BORERFNBEME

ALARERE D H LR R & E"FERF,

« XIF APNIC , @3 88 FERH-FFE B KX B helpdesk@apnic.net , SATF {5 B 7R N2 & 19 i 1k

SEE M remarks” ( &iE ) FEBHP, HHU IP i3k #y APNIC B#IERR A &40 K& B Fibf.

TR THMBEM&RE , M RIR BV KA M ERIES.

FI3IL  REZSEBEEPUER
BIRBLZZERPCER , LAY Amazon B IP #utSEE
HEMNKRRWTAR , 4, YYYYMMDD BHIZEEMNEIHI A A,

1|aws|aws-account|address-range|YYYYMMDD|SHA256 | RSAPSS

IP 41t 5T B 24X
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BIRE R RPUEENS R

1. BIBE— P HAXTEPCER , HEEEMER RN text_message WEEF , ML T RHOIFTR. A
TS, IP ihutSEE MBI BB RN EESHE,

text_message="1|aws|123456789012|203.0.113.0/24| 20191201 | SHA256 | RSAPSS"

2. FABEL-—THLENFRAR , £ text_message FXRRPCHEHRITZ R,
3. [HEBMERN signed_message WEEH , ML T REIFT R,

signed_message=$(echo $text_message | tr -d "\n" | openssl dgst -sha256 -sigopt
rsa_padding_mode:pss -sigopt rsa_pss_saltlen:-1 -sign private.key -keyform
PEM | openssl base64 |
tr -- '"+=/' '-_~'" | tr -d "\n")

A E Global Accelerator 515 A /Y ith 31F 5T F

B AWS REAMUSEE , IR REBINEHE ZMUSTE , HFEN Amazon EMiZHHUTE
E &ﬂ]‘k{'g_l.lIE/u\IE [m=) ?ﬁﬁ iﬁ’,iﬂ:)BEI o

BRAMER CLI 2 Global Accelerator API 2 ETIE it SEE, LLIhEETE AWS BHEIERARAT A,

EWMEMUTE |, HFEALT ProvisionByoipCidr 8545, --cidr-authorization-context $#
FREAELE—THEBNTE K MTAR ROAHEE,

aws globalaccelerator --region us-west-2 provision-byoip-cidr --cidr address-range --
cidr-authorization-context Message="$text_message", Signature="$signed_message"

AT 2 it 31k 36 Bl 19 7= 6l

aws globalaccelerator --region us-west-2 provision-byoip-cidr
--cidr 203.0.113.0/24
--cidr-authorization-context Message="$text_message",6Signature="$signed_message"

NEHUSEE I — MRS RE BN RAASILERE, BR | thiutSeEREEEREIM
PENDING_PROVISIONING £ N READY BEF At EA, TXMENERZUREE=-ArHE, BEX
BECMEN i SEE MRS , EFEALT ListByoipCidrs @5 :

aws globalaccelerator --region us-west-2 list-byoip-cidrs

i & 4t 3130, B 91


https://docs.aws.amazon.com/global-accelerator/latest/api/API_ProvisionByoipCidr.html
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EEF P i BEHIRSSIFK |, ES6 ByoipCidr.

ME IP 1SS , B list-byoip-cidrs JREIfY State 3 READY, a0 :

{
"ByoipCidrs": [
{
"Cidr": "203.0.113.0/24",
"State": "READY"
}
]
}

B AWS 228 it 31k 355

T i 3k IEIJ= BNAI N HtTE R, SAMNETIEE E’Jﬁﬁ’cﬂi&ﬂt” o BARRALNETE B/ it
SEEN—#a. W, EEY AWS ERitUSEE <8 , B4AFLENECHER[/ER IP itSEHE.

BAER CLI 2% Global Accelerator API EE# ( SFLLEH ) #ibSeE. LIhee7E AWS #Hl&
SRR

/A Important
£ Global Accelerator FERARY IP st 2 8] , BHEER AWS EEHREN IP iS5 E,

ESHmibutBE , FHEALT AdvertiseByoipCidr fiF o

aws globalaccelerator --region us-west-2 advertise-byoip-cidr --cidr address-range

LA 2iF3R Global Accelerator = #n #th 11t 55 B 89 Rl o

aws globalaccelerator --region us-west-2 advertise-byoip-cidr --cidr 203.0.113.0/24

BUREEERNBIEENRA | BEAT ListByoipCidrs %,

aws globalaccelerator --region us-west-2 list-byoip-cidrs
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https://docs.aws.amazon.com/global-accelerator/latest/api/API_ByoipCidr.html
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AWS Global Accelerator FEANGIER

B IP #itBE S , B list-byoip-cidrs JREIHR State 5y ADVERTISING, 40 :

{
"ByoipCidrs": [
{
"Cidr": "203.0.113.0/24",
"State": "ADVERTISING"
}
]
}

EFLEEMBUEE , EEMALT withdraw-byoip-cidr o

/A Important

EELEniiEE |, BLAEBREMEE MU BT 2B AR IP it kR, EEA
EHIA AP R ERIBR DRSS | EFS 5 MiBRnEES.

aws globalaccelerator --region us-west-2 withdraw-byoip-cidr --cidr address-range

LA 2iF3R Global Accelerator [ #h 41t 55 B #Y R~ 6l

aws globalaccelerator --region us-west-2 withdraw-byoip-cidr
--cidr 203.0.113.0/24

HUH TR B & 3t 31t ST

EZFIETE AWS LEREN ISR | BUTEBREMEE MU b 2B ERZS IP ik #Y iniE
B HELEHRENUTE., TRXESRE , B LECETRE bt SEE .,

BABER CLI 2 Global Accelerator AP| I {ERE L E £ RBUETRE ST E .. HINBESE AWS 24l
AR,

15 MBRFTEXRIRAVINERSR, BERAEF SR AP RERERINERS |, E25H M ERINESR,

25, FLEMITE, EFLERTE , HEMALT WithdrawByoipCidr a5 %.

aws globalaccelerator --region us-west-2 withdraw-byoip-cidr --cidr address-range
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https://docs.aws.amazon.com/global-accelerator/latest/api/API_WithdrawByoipCidr.html
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E 3, BUEMEMUSEE., EBCETESEE , B LT DeprovisionByoipCidr a5 %o

aws globalaccelerator --region us-west-2 deprovision-byoip-cidr --cidr address-range

1£ Global Accelerator ¥ BYOIP bt 5 1R ES & 6 A

SERRIES BYOIP ANt utSe B S BRIE |, B EH BYOIP IP it BlZ2 hiE2S , th AT LUK BYOIP
IP it SMEINRBFDESFEH. WRECT —MtuSBEEHE AWS |, N ATEA R NESR 2B — IP b
i, MBEERT HANUSTE , N SUEE N it STE R 8 —4 IP btk B 45 iniEEs.

BRI UEHMAIRSELUFERA —NRKZ /N BYOIP IP #hiit, BXEZES |, FSH EFRINERSELE
& IP it

F—MEEREALZ BYOIP #hit, MRF—NMNKPFEEHXZTT -GS Hth CIDR tbit |, M7EiE
FE—ANRFEA BYOIP IP bt | BRI LAMHLZR BYOIP CIDR R {Tik#R, B2 , MRBIEERE
AMANHLE BYOIP #ik , NIX it LMK EE — MK HEN CIDR. BEXEZEE , BSH &
Global Accelerator F B¢ & Bk 175 18] .

BAETZARNEAECH P it fERES IP ik 022 hniEss .

- {# Global Accelerator ##| A RIEMEE, BEXEZELR , BSRTIANA
o DIEhNiERR

« 7£ Global Celerator H 8|2 B & X #& B hiE 25

« 1£ AWS Global Accelerator &7 i1 85 K /2 i &

- £/ Global Accelerator API BIENiEEE. EXEZEE ( BIEFEH CLIKNZRH) |, §SH AWS
Global Accelerator API SZHHUTRHEA :

» CreateAccelerator

» CreateCustomRoutingAccelerator

SEEHTINIE BT LAE R P bt

53 BYOIP b3k Ei S AWS Global Accelerator I ANERESHIERA IP #bit 5 |, B o] LATE S BT INIE
25, MEAUSEE AR ARE IP thit, BEALUREAEZBESH IP it A RS EF KA AWS
Global Accelerator 249 IP b3t

¥ BYOIP ithiit 5 hniE S B & A 94


https://docs.aws.amazon.com/global-accelerator/latest/api/API_DeprovisionByoipCidr.html
https://docs.aws.amazon.com/global-accelerator/latest/api/API_CreateAccelerator.html
https://docs.aws.amazon.com/global-accelerator/latest/api/API_CreateCustomRoutingAccelerator.html
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B Amazon HERERS IP #utf5 , BRI SRS B FERAVERS IP thit , BEAMEEREH 10 X

ARITEERE, 10 KRG, FREOES IP bt R E 2| Amazon IP it HEEFEA, 2/ , MRE
EHINIERF LA BYOIP #hit B Global Accelerator 2 ELRY IP tbk | NS M Amazon IP bkt A
NIEDE—DNEHE IP ik, ETHEXRE IP it EZER | ESRMERED IP it F i,

LT 87 8RA 7 B X7 Global Accelerator # R B IP #z3ik ( BYOIP ) BYIIfEIE K IP i3t ES |
HHHTEWES IP it ERIEEEW,

WNATSE ST AR BR LAE X IP bt

EEWNIESFM IP bt |, ERBIESE  RETE IP it TIEFE - IP ik, BREAUNEE
=Y BYOIP i1k 5 Amazon IP #bibit ikt | BUR T INESR S N E#A P #ut #ITRYIRE |, KA
KEERE,

EFFtRZA , BSLERERINEREHS IP it (Y ERAEZEI,

AT B R A E R R 2R R T 72

« {#F Global Accelerator 2 H| & EHINER, EXEZEE , BSHATIRE ;
- FEETINEES
« 1£ Global Celerator F 4% B & X & H N 25

- {1 Global Accelerator API E#T %28, EXEZER (SIEFER CLIWTRHA ) |, BESH AWS
Global Accelerator API SZHHUTHZA :

» UpdateAccelerator

» UpdateCustomRoutingAccelerator

EFTINESR A E K IP ik B E R
EHIERUER—DHANEES P ke |, SFRIZATILR

o WAL ERARAEINIERES A B E R INEESH BYOIP ik, EEIE—NEFE -1 HFHA BYOIP
Mot B HNIERBS S |, ZIRBSSMBRLELEEF—/N BYOIP #iiit, {ER , A LAEFIZINESS |, F—
NEFANES IP it E N ER BYOIP bk |, & E X BYOIP it

- MBEAMEEREHWN BYOIP 84 IP bt |, N ReeFEH AP —Mtbut FEX A EH Global Accelerator
PERES IP i, FIEZLUTHEXRINESZHN BYOIP 54 IP st EX A Global Accelerator %
FeEERZs IP v E S -

o MREERMUF RN BYOIP it fahy 10 KAF/TELEDR |, N LR it ok Bl R RHY Global
Accelerator 875 IP #ilitz —, 10 XfG , [ERAVEEZ IP kiR B & Global Accelerator IP ik

B IP sk 95


https://docs.aws.amazon.com/global-accelerator/latest/api/API_UpdateAccelerator.html
https://docs.aws.amazon.com/global-accelerator/latest/api/API_UpdateCustomRoutingAccelerator.html
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HBHEEFH., 25, NREEFHIMMESZ LU BYOIP it T Global Accelerator 2 EihY IP it
Ht , MFEZ4A M Global Accelerator IP i3k 3th & 59 8 9 B — NETRY 1P ik

o BREERFA BYOIP 874 IP ik i v A Global Accelerator 7 IP i, E§F Global
Accelerator 2 ELHIFNERZ IP it SINRBF[ESFER |, B2 —NEHMNES.

o MRBHINEIRFFEAFN BYOIP tbit , M ATLUFE A — Mt ERRAFTEH BYOIP sk, ER
LB BYOIP suuted | SEAMRE SEIZNRRFAMEE, Flin , MBREEHINER[UFERAFNT
B9 BYOIP #tbib |, MIiX L1t 31k 23R B & E 7R | Global Accelerator B9 [E BYOIP #sitSEE o

« MREEETEKF BYOIP st , MEFEFIRESAERDS P thub et | RTLAGE A BESIK P it

s E—TEERBRT , ¥EEH BYOIP #b3tET |, Global Accelerator AIREEEE it Amazon 875 IP i
W XBEFRERITEREH. REEUTERT , Amazon 8745 IP it F 2 ZF R &M : 1) EEH M
REEH BYOIP 875 IPv4 Ho ik BUGE FI ELAIK = s B9 BYOIP ettt ( ENESTKA BYOIP #hik ) ; 2) &
85 FHE-ANEA IP ik B Amazon i,

MRIBFAEE N Amazon B2 IP shut | W AT LARE 22 BTHY Amazon IP it | BEIIRRBEN
BB 10 X, MMRBIMEF N , SEITIESFIEE FERKA Amazon IP ik, B2 , £ 10 X2
J& , Amazon IP thit SRR EI A AR IP thutith | H BFTEIRE,

REEA IP it B

ERE B INIESEFERKM Amazon IP tbit | FHITUTIRE :

« FIEB[FHNERN BYOIP B4 IP it ( BEFEER N Hbd ) .

WMARB (T EFET |, Global Accelerator 12 F k& RKH Amazon 84S IP bk,

B IP sk 96
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£ AWS Global Accelerator FIREBZE P iy IP bk

R B FifH 8 AWS Global Accelerator B i IP thit (i TIEUR F IR SBEBN KRS, BRAEFIR IP
HIHREE , BEASEEERINBESNRERREFHNIR IP #hit,

BEMBRAMESR LR S[BAREETF IR P ik, FoERSRE =MRBE AR AEE ANRE
BRREFTFHAR P it SARFARIEER. Amazon EC2 RAIMHERREEN MK AT EE
o NTHAMANBRFHBAFSR IP it RENBERREF - LERNRH,. AXESEE , BS
B EEES R IP it RE B HIRIE R

AR, WTFL T S3EA | Global Accelerator T X R ZEE i IP #dk :

« AR EANMEATITER
o R IP bt

BARH[ABRWFAER , FSFEX AIADI I03R 25 vm = B FOR A 3R

AEN

» Global Accelerator F{RE & F i |P 3t 31k #9 4 W) 0 BR

o WREBESU IP i iE s ER

« F0a[4E AWS Global Accelerator F{R B % F i P it

- B IP iR B MRS

- BRI IP it REEEN ENI 22 HNSEKE
- BEEF IP iR EWEEM iR R

Global Accelerator F{R BB & Fuw [P ik &Y & N F0 FR &

1£ AWS Global Accelerator FERFERAEFFim IP tbut R EIheeERt | B EE LT /ENRPE &I,
TTRIARINEFim 1P bt fREBIHEERT |, BEB LT E :
s EERAMREHATHRERERAIREE,E IP iS22 , EHEENMELENLZLEE

(plmnz£d ) , MEEATFIRFIERAFEF IP thit,

o BUBESTE AWS WAF FEEIZE g IP bt , & T2 Global Accelerator IP #siit, ¥ Global
Accelerator Bt B N R E &% IP it 75 A AWS WAF FRLER B N AR F ARG E M ERZR (X
LeiE 323 IER B Global Accelerator ) , & i IP it & & R1E AWS WAF #,

T AR 97
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« ¥ Global Accelerator B9FFE AWS XiE X EFEFim IP it REIIEE. BEXRZXEFEMN XiFgH 5!
= , S HAWS Global Accelerator Z3FH AWS X1,

BIEFIERRE , MUANBER TENZFENRILASAET K P titRE. RERNSAEF R IP #hikfR
HHUR T im RRHE -

« 7£ Global Accelerator FEREIO BN N ARFARIESEHSEN RN , FINERSRIABAE
P IP R, ELIZEMMESR[ET SUERZRZEI |, o] LAER S RB IR

« 7£ Global Accelerator FERAZ N AREF MEIEIFRN EC2 KHIN |, ImRIBLBRAEF K IP it
RE,

 1£ Global Accelerator RN E RS HNME A EERFERN RN , BRATBEHEEF I IP it
RE,

FERUTSEM

- RN ARFAESERN EC2 XAKRLBERE /K IP it RE, N TRLERR , BREEAZE
Hlo

- EH AWS BHACIBRFMNERN , N TNABRFARYESRES , ‘B IP iR E ETER AL
FEARS,. WTHAELZLEANMENFEERHR , ZEMBRINETFAESARS. FNwaE , &
A LARE A BB 30X Lo v R V< PP i IP b iiE R B89k I

- £/ AWS CLI 5 API I2EQI B INER B RIEE T i IP iR B ETA , LU TREF K IP i
IR B ERINRE
- HREBRMHNARFASYERSEARASHAEF R IP iR E,

- TEZSANNEAFEEERERRATEHAE, T IP it {RE,

NTRENIESR , BALLRFERRT K IP iR E RN iR REBERIREZ i 1P ik iR S
i, RENNARFABREERELATUARRIFTHNAEFABIERRE]L. BERRIFTHI , &
MNBRVWERITUATERE , FREMNABRREBESEBIRBETS R IP it RS

- WTFHERLANINENABRFARIERIMNEARIIERIHK , 155 M Global Accelerator 7 M
— NN MHERENEENAETESRES , HERESAETFR IP #it{RE. AFRAREIRIHN
B, BRENTEEEFE IP it REBNEN AR ERZSEHEBINEFTE, IR IP bt {REB THEE
B9 =S.
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o WTFIMEMFHEM IP thitis = f@ﬂ&ﬁiﬁ%%ﬁ FNEFEFIR IP thut{REINEEH EC2 ;’-ﬁﬂiﬁﬁ, Lo
H %@ Global Accelerator }?J'@le] EC2 Xflmm= , AR RBRSNNE |, FREMNHEM IP Hitis
HEB T EC2 LAl S,

BRDSHRMIES |, B R BiRin LAMERE P in 1P 3t ik /R & Ih8E,

IHEZBEFUE IP it iy SR ER

FRAEFRKIP it REIENIERRBE - EHENER, > LN LA TRARFASRIESE
2. HERLENMENEIIEREN Amazon EC2 LIk Big s , BAEBFAT HHEANEECER,
BHE M HINES ViR QURAREEF iR IP bit,

AHNNETEERMINERE SR P it RENENIRSEXRNVFEREE. BREILSECERNE
B, B2 REX AR IE R s LAY R R E R

AN, BREFR IP it RENFEXERNESEE , BEHEEE " P it REZHEER ENI
ZE AN REXEK,

MREITEFERAEFim IP R B ThEE |, BR 7 X Global Accelerator A im S Y BARERSN | [
Global Accelerator 7 i S B AR EF Z LA TE,

M P Ik

Global Accelerator FREYGEME IP #hitim R A ZEEFiE IP it RE,
PR 4% $h 25 15 1 25 Uik

MR EFBTE Global Accelerator FIR MM B A E B R R REN KN BEATF R IP hitRE | &
ABEUTRRFAZFE iR IP it {fREIhae

- THREANMEATITESR

- TERSHBZSAEET TLS MITSMNE ARSI

- TERSHBZSEAXHE EC2 BFRHIT IPv4 B IPv6 B9 NAT iR M & A9 H 88

A W TFREHnEIESE  REBHRENBZAEIEHRNVTE— VPC Frt , IFXHEFin IP it
HHREBINEE, REMLMBEZMNME AR IGEEFRE B 5.

EMMEER

RNTXEZEFIE IP iR EINEE |, Global Accelerator 21E &R AWS MK halZE R M 4&EN |
BNMNFERANFNEBE —NEMEMEZEO, BX Global Acccelerator ZN{a/fE MMM EEOMNE
ZER , BFSREEE /N IP it REINEER ENI MlZ AN HESKE,

Z P P iR B ER 99
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BB FRPH IR

B O] LAEF Global Accelerator M AR A ITHEE. MEMFHEEHI[IIFALE FHHAH EC2 3£
Bl¥ER B¥R , BEXATFEEBNMMXEZITERSMN VPCo, BXEZEER |, B5SHE AWS Global
Accelerator FYZ € VPC E#,

BRNRESER , MBEEBREFREXA Global Accelerator 4&3% |, A E FM, AL, HHEENE
LMEBMBAWZEAHMN  UFERAYRIELN ARFNRE.

FEPE IP bR IR R FHIR

HEERMREATRFREBRAIRERT K IP HUNKRRZH , FRREFMELENLZLEE
(Bltnz£4d )  LEEATIRPIEAFE iR IP thit, MEIHRIEESIIER (ACL ) MGERT
HO (B ) RE. MREFEMEAD (AW ) RE , WLAERLZE4H,

BB M %15 E =%l 5]k (ACL )

EMERE EBAEF IR IP it RE |, 5EHN VPC FRREMMNE ACLFERATHAO (L)
HE, BR , EAFFREET Global Accelerator i , %AV ACL BLE N AR H g0,

Flan | BERGERIERRE QB TCP A UDP & F imi&iT Global Accelerator £ i = |, 55 %
AW FMERF A TCP = UDP # 0 ( #%O5EE 1024-65535 , B4% 0.0.0.0/0 ) S
RIPR 4% ACL M5B, B , BIERPTERAY ASEMN ( & 058/ 1024-65535 , & 0.0.0.0/0 )

NTFEEEM WAF BEEEUTEDR

« A AWS WAF FN 2 ARRIPE RO —AKNThEE, Hlin , 5EH Amazon EC2 SE45IH]
NARFAFEESRRENALZ AT A SR EIZE P ig Al LUBS Global Accelerator &1
B BFriwmO |, Hla0 HTTP BYiw O 80 = HTTPS #Y 443 i O,

. Amazon EC2 kL2 AERTREXRMINEMARE , 2FEK B Global Accelerator iR E A K
BB E LB RN P ik,

w{al7£ AWS Global Accelerator H{R B ZE iR IP bk

X F Amazon EC2 356, MXMFITE RN AEFREBER , AWS Global Accelerator LA E#Y
FRREFFIHAVR P itk
« T EC2RPlimR , 2NMBEREREE T IWAY IP i,

s WTFEEEF IP it {RE e M E AEF T ESFH S , Global Accelerator 5™ & S & FH
£, BRI IP AP I EFRARFFIRN IP it |, MEEHNNARFTLBEE,

WATR B & i 1P it 700


https://docs.aws.amazon.com/vpc/latest/userguide/VPC_Internet_Gateway.html
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s WTFEEEFK IP it RE NN AR AEEESRH S , Global Accelerator 5N AR fAEE
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POCERIEREIE, HiEREITHEN , RENBERREGEMMNEEH TR, £ERATHE 4R
RN BMMES, Fla0 , BRI AMNESFER G EHDAENFT | XEFTMRONN AWS i858
R ( BFB&RAEY) FHamK.

UTRETEIANNERNEREERS T
« BEEWNMNREE IP bt P EH Mt FTCEARE ( AIW0 ProcessedBytesOut ) , SARIFZA DNS

BEERAIER.

- EEAFPRENHESIARER , AEBREDPESORARMRE (Sl , JLEFILE ) HLKFRE (H
IMEARFTHENERILE ) . NEEWRES , IHEFE ProcessedBytesin I ProcessedBytesOut 1§
¥R, H G4 E DestinationEdge 1 SourceRegion ®E NS EE-

- EEMEBPETRRATENHRIBE , HBEEEINETHLR[IH, MREERERKI
H, INTHEREREHSLEABDNEN R LAFNER. NEELEER , BEFER
UnhealthyEndpointCount AR 4 E Accelerator, Listener 1 EndpointGroup.

BEERATENINZESER CloudWatch F8¥rR

O] LAEA CloudWatch #2#l& 3 AWS CLI & HiE2FHY CloudWatch 1E#r, TEIRFAFH | XLIEIR
ERANEERRKR, IRMREFDLETEIRSHEEEZWER , NEZERERLE REES,

B ERFEFHER AWS CLI EFXE RSP (BB M ) X8+ Global Accelerator By
CloudWatch 1E#5. £/ AWS CLI Bt , FBEIMAUTSHNEN T TEEEZERD (BHNMN ) X
B : --region us-west-2,

EF M CloudWatch &5 &EEEF , HIRE (Amazon CloudWatcer A IERE) TS RIEIE |, Hik
% GlobalAccelerator T Bz A, WMFE T RiFE , BSREF 1 AR,

5/ AWS CLI ZREUEMRI ST B3R

Global Accelerator ¥R 51T 53R 119
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FEALLT get-metric-statistics SR IREUE E IS M4 EN ST HIE, BE= CloudWatch HARRE4EE
WERKE —AEMA — NN IER, BLEEFERARTNATNEEASRREITHE. BLTIEEL
BISmsERNE —%E,

THHNRAIGE T HI GRS S0 HEENMNIER (NA) BREEANTT B

aws cloudwatch get-metric-statistics --namespace AWS/GlobalAccelerator \
--metric-name ProcessedBytesIn \

--region us-west-2 \

--statistics Sum --period 60 \

--dimensions Name=Acceleratoxr,Value=1234abcd-abcd-1234-abcd-1234abcdefgh
Name=DestinationEdge,Value=NA \

--start-time 2019-12-18T20:00:00Z --end-time 2019-12-18T21:00:00Z

THEHRZBTHRARHE

{
"Label": "ProcessedBytesIn",
"Datapoints": [
{

"Timestamp": "2019-12-18T20:45:00Z2",
"Sum": 2410870.0,
"Unit": "Bytes"

I

{
"Timestamp": "2019-12-18T20:47:00Z",
"Sum": 0.0,
"Unit": "Bytes"

},

{
"Timestamp": "2019-12-18T20:46:00Z",
"Sum": 0.0,
"Unit": "Bytes"

I

{
"Timestamp": "2019-12-18T20:42:00Z2",
"Sum": 1560.0,
"Unit": "Bytes"

},

{

"Timestamp": "2019-12-18T20:48:00Z2",
"Sum": 0.0,
"Unit": "Bytes"

EEEHTEHIESEN CloudWatch 3R 120
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},

{
"Timestamp": "2019-12-18T20:43:00Z",
"Sum": 1343.0,
"Unit": "Bytes"

.

{
"Timestamp": "2019-12-18T20:49:00Z2",
"Sum": 0.0,
"Unit": "Bytes"

},

{
"Timestamp": "2019-12-18T20:44:00Z",
"Sum": 35791560.0,
"Unit": "Bytes"

}

£ AWS Global Accelerator F & M H 7 B &

T B E AR GFIEIE AWS Global Accelerator F#ZR A it B INRBFAHWMKIZOH IP i RENE .
AEEBIERAME Amazon S3 , SR BER , BALEEFRENEFTEHVEIRE,

® Note

B ERFEFHER AWS CLI EFXE RSP ( HEX M ) XiZH Global Accelerator By
CloudWatch £ M B&, A AWS CLI B , BEEIMAR TS BRI EN G SIEEXE AL
(BBXM ) X : --region us-west-2,

MESAHPELBFSES. Hl, BUNFERERERIAR[UNRE |, X R R ATH B E2 M
[REEFEHRARESAAN, EEAJUERARESENRETERENIEEN K ]NRE,

RAFZLERRKKRENRBAEPFHINER. SMCIRBRBERREOFHEFE 5 THHWMER. 5 td
R—HS5ANTENE , BTEE IPRNIR. BAENDIN. BIREQR—BSENE |, FiX R ERR
,.J\Hb’z%é”?z iﬂﬁ REBEAARATIER. BREOSEKN 1 78, EHER , BEN K MIME
AR TEI#H—R, BEELBITHEH —IR.

£ AR B AR 2 YE CloudWatch Logs %A |, BIff A & BE#E A M El Amazon S3, BEXEZEE , 25
% Amazon CloudWatch EM TTH £ AEEIM <N EHERF,

i
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® Tip
$F Amazon Athena 1 Amazon QuickSight 5 Global Accelerator 7 A EHEESER |, A
DB EBRNARFNALDAMREIE, RAZLFE , ARRET #A - W65 e SN A
BF. ETHESEER , BSHLT AWS & X E : Analyzing and visualizing AWS Global
Accelerator flow logs using Amazon Athena and Amazon QuickSight,

AEN

- BRANRBEXRME Amazon S3 K ThEE
« 4 Amazon S3 H#YA A Fid R

« fm B &K E Amazon S3

« BEXHERETE

- REFRBFRIBZE

B AR B E &% 2 Amazon S3 FYIhEE

Ef AWS Global Accelerator FERAR AL , BHTHEFHIHNI R, AENHETCETRHTEE
Amazon S3 FEEANEZENEN TR , J«XETH&E*ﬂlﬁIﬂ FAE,

£ AWS Global Accelerator # E AR B EN SR

1. £ AWS Ik R 7R B EB1E Amazon S3 FfEME,

2. NEBHAARBEN AWS AFRARMFAEN IAM K&, BXEZER , B50 BT REELHE
Amazon S3 Y IAM &6,

3. HALEEAEXHHERAN Amazon S3 FHEEMMBIRIZITUAT AWS CLI &% :

aws globalaccelerator update-accelerator-attributes

--accelerator-arn
arn:aws:globalaccelerator::012345678901:accelerator/1234abcd-abcd-1234-
abcd-1234abcdefgh

--region us-west-2

--flow-logs-enabled

--flow-logs-s3-bucket s3-bucket-name

--flow-logs-s3-prefix s3-bucket-prefix

illg
E::
S
m
ot
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https://aws.amazon.com/blogs/networking-and-content-delivery/analyzing-and-visualizing-aws-global-accelerator-flow-logs-using-amazon-athena-and-amazon-quicksight/

AWS Global Accelerator FEANGIER

A Amazon S3 HHYFA HEIE R

AEXHRERMF. NREMEM Amazon S3 BHI ST FRXEREXH , MR ERTHRES , 5B
MERKRBABRIEFR, MRETHXEXH , WLANERITHRESTEREERATILR,

AR BE XM E| Amazon S3

&% E| Amazon S3 BJ AWS Global Accelerator it B & X m BBIEEMINE S3 F#EM. mAXTICH
FEABEFEEPEFHEN —RY B EXHFTR,

E0|2 A TR BER Amazon S3 &4 , i5Z 5 (Amazon Simple Storage Service FAF{E/) &
W BIEBE — 1 S3 Fl .

i B & XA

RASHERBEER , SENSHRN BTN , REER 5 784K B S RHE Amazon S3 f76#
B, RN , BENHE 5 7#HEA—R , A AN AZXHEEHE L5 T HRNIZER P ik

MEMR B FIEF,.

AR RAXHFRNA 75 MB, MR BEXHE 5 7 HHRINERSXFRDRE , RESKFLE
EEPRMRBFTIET , FERKTHE S3 F#E , RSt —NHi A&,

AR RREREER Amazon S3 FMM , AEABARBESH ID. XERHEGE B HREN 4R
S, FEBMHEREHERLTER

s3-bucket_name/s3-bucket-prefix/AWSLogs/aws_account_id/globalaccelerator/region/yyyy/
mm/dd/

E# , REEXHBBERAEN ID, KERECIEZBBNMERE, XHEBEAULTHER :

aws_account_id_globalaccelerator_accelerator_id_flow_log_id_timestamp_hash.log.gz

FEBUTAEXRBS XN XHERM B EHNER

o BTEIBEA YYYYMMDDTHHMMZ =,

o MREH SIFEHMAIBREBERTL (/) , WAEXHFHEBXUREWFIENRIT (/1) , WP
N

s3-bucket_name//AWSLogs/aws_account_id

AR BEIE R 123


https://docs.aws.amazon.com/AmazonS3/latest/gsg/CreatingABucket.html
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UTRBIERT AWS K 123456789012 F UTC BtiRl 2018 £ 11 A 23 H 00:05 7 ID 9
1234abcd-abcd-1234-abcd-1234abcdefgh BYNERES B E A7 B FRHY B RSB ST R 41 3L
#HE,

amzn-s3-demo-bucket/prefix1l/AWSLogs/123456789012/globalaccelerator/us-
west-2/2018/11/23/123456789012_globalaccelerator_1234abcd-abcd-1234-
abcd-1234abcdefgh_20181123T0005Z_1fb1234.1l0g.gz

BANANRBEXHTEEESE 5 THIERNRERE
Bl : client_ip., client_port, accelerator_ip, accelerator_port, protocol, EEH
EBNVFAERBEXYE , BEHK accelerator_id MEM account_id SCEMS%E,

AT SR BEAHE Amazon S3 Y IAM A&

IAM E4K ( Fla | IAM BRI, ) HAEE ZBHNNRST SR A E XM E Amazon S3 7
W&o |IAM REE AN BELLT IR :

"Version": "2012-10-17",
"Statement": [
{

"Sid": "DeliverlLogs",

"Effect": "Allow",

"Action": [
"logs:CreatelLogDelivery",
"logs:DeletelLogDelivery"

1,

"Resource": "*"

"Sid": "AllowGlobalAcceleratorService",
"Effect": "Allow",
"Action": [

"globalaccelerator:*"

1,

"Resource": "*"

"Sid": "s3Perms",

"Effect": "Allow",

"Action": [
"s3:GetBucketPolicy",

% % Amazon S3 124
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"s3:PutBucketPolicy"
1,

"Resource": "*"

3457 B EB Amazon S3 ZE @R

BIABERT , Amazon S3 FREBUREPIENNRBRELEN, ABFFERBAETES LR FER
MERFHEROXNR, T3 , FEBAEE T LUER HE 1 7] KR 0] H A5 RN A 5 &% TR R R

MRGBRBESHAFHEFERE  BRS2BAFEBMINATRRE , URFRASHEERBIF
fi R Y AR

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AWSLogDeliveryWrite",
"Effect": "Allow",
"Principal": {"Service": "delivery.logs.amazonaws.com"},
"Action": "s3:PutObject",
"Resource": "arn:aws:s3:::bucket_name/optional_folder/AWSLogs/account_id/
xu
"Condition": {"StringEquals": {"s3:x-amz-acl": "bucket-owner-full-
control"}}
1,
{
"Sid": "AWSLogDeliveryAclCheck",
"Effect": "Allow",
"Principal": {"Service": "delivery.logs.amazonaws.com"},
"Action": "s3:GetBucketAcl",
"Resource": "arn:aws:s3:::bucket_name"
}
]
}

MRCBRAENAFTHETHER , WXBFHWH GetBucketPolicy M PutBucketPolicy
R, RAFZABRESRAK, EXTERT , ZEBAEELNF N LRRBRMEFEME
HEERAEQNEEN AWS IKF ID, BXEZER , ZH (Amazon Simple Storage Service A

&% Amazon S3 125
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FIE®) PHER Amazon S3 BEIARMEFEERE., WRFHEBMNSNKFBERRAS | NI
Resource JTERZBERMEITNIKFH AWSLogDeliveryWrite KBS,

Bt | LT EER A AWS K 123123123123 Fl 456456456456 557 B &% %% log-
bucket F#EFH flow-logs XHFXHF,

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "AWSLogDeliveryWrite",

"Effect": "Allow",

"Principal": {"Service": "delivery.logs.amazonaws.com"},

"Action": "s3:PutObject",

"Resource": [
"arn:aws:s3:::log-bucket/flow-logs/AWSLogs/123123123123/*",
"arn:aws:s3:::log-bucket/flow-logs/AWSLogs/456456456456/*"
1,

"Condition": {"StringEquals": {"s3:x-amz-acl": "bucket-owner-full-

control"}}
1,
{

"Sid": "AWSLogDeliveryAclCheck",

"Effect": "Allow",

"Principal": {"Service": "delivery.logs.amazonaws.com"},

"Action": "s3:GetBucketAcl",

"Resource": "arn:aws:s3:::log-bucket"

}
]
}
® Note

BIMNBWED B EERERS AR (MAREDN AWS IKF ARN ) 85
AwWSLogDeliveryAclCheck Hl AWSLogDeliveryWrite X FR,

5 SSE-KMS ML e FEARNSFEN CMK 2K

MREAEEZEFEEN CMK B AWS KMS EE#4R ( SSE-KMS ) 7 Amazon S3 FERE A T ik
SERIHINE |, MABFUTARRME CMK WEBHABES , UERBETUN BEXGEATHE,
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{
"Sid": "Allow AWS Global Accelerator Flow Logs to use the key",
"Effect": "Allow",
"Principal": {
"Service": [
"delivery.logs.amazonaws.com"
]
1,
"Action": "kms:GenerateDataKey*",
"Resource": "*"
}

Amazon S3 HE&E IR

BRY BRENFEBREE 2 , Amazon S3 ERAARIEEIFIR (ACL ) EEN R A SIEN BEXHH

HE. BIMBERT , FHEBEEENSMNAEXHES FULL_CONTROL R, MR AEEHAEE

E7aRAaETE  WRENRR, BSEMIKS EB READ M WRITE MR, BXESER , F5H
{Amazon Simple Storage Service AF¥g§r) HHILRIIESIFIFR (ACL ) BER,

B 7 3 4 4% %1 B[]

AWS Global Accelerator 8/Mf & Z A A B EFHINERRRIBORBEN G, —RME , RAENXHF
BEBRMRBELENBEANKBINIERNIEE, Global Accelerator BEAE AEPFIEREH X
E R — NN RRZE R A B E XL E Amazon S3 @, R ERNNELSFTER
EXHZBEAERNAERKIA 24 /MY, HHEFKBIERSE , Global Accelerator 2F EMREREHE X4
BOFEBERRERBIEN BN E ( AR 4% 5% B EMetE ) B BEX S,

12 B E AT, Global Accelerator &1 B A XA RE AT E RN EIE R ATEL &L S Z S
EEEEE.

Global Accelerator 728 A HEIERKERAW/NNRF AT EibtE i HEX M, BELIRE—
LEE 8] 2 BT Y B &30

53

£

(@ Note
R M EDZ A AP ERENINEDR | ERF2WBZHBBEMR B S,

B &3 AT E 127
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i B ERIEFKEE

MEASERRUAZK DB TR , RANTHER

<version> <aws_account_id> <accelerator_id> <client_ip>
<client_port> <accelerator_ip> <accelerator_port> <endpoint_ip>
<endpoint_port> <protocol> <ip_address_type> <packets>

<bytes> <start_time> <end_time> <action> <log-status>
<globalaccelerator_source_ip> <globalaccelerator_source_port>
<endpoint_region> <globalaccelerator_region> <direction> <vpc_id>

WA 1.0 X F2IE VPC FRiREF vpe_ide MRAS 2.0 8= ( 24F vpc_id ) 27 Global Accelerator
BER T &P IP it R &0 iR R KX RER £ K.

TRERT HKBEZEEHENFR,

FE #iR

version 7t B &R A,
aws_accou L EEH AWS IKF 1D,
nt_id

accelerat BieRERENINRSZM ID,
or_id

client_ip JR IPv4 =% IPV6 ik,
client_port TR 0o

accelerat DIRZSHY IP b,
or_ip

accelerat JIIBE =T Op A
or_port

endpoint_ip REN B R IP ik,

endpoint_ TREN B FRiwO,
port

FBFIBFIEE 128
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FRARER

FE
protocol

ip_addres
s_type

packets

bytes
start_time
end_time

action

log-status

globalacc
elerator_
source_ip

globalacc
elerator_
source_port

endpoint_
region

iR

MEN IANA HUiRE. BXEZEE

HSE DB/ Internet MRS o

IPv4 = IPv6,

BREOPRANBECSNSE, SBESHENO(F) &
A, BERREOPFE R ZA @ ENHEZ,
HBREOPERNFTH

HWIRE QS IRETE , A Unix I,
HWIRE QLS RAETE , KA Unix BBV,

ERERKRIVIRE :

, AL TFIEBIR

ACCEPT : Z£ MK ACL A FICKWARE, ZEHRHL N ACCEPT,

D WmBENB ,.,\13%%?&.5\ :

OK : BIRE1E E 12 F % E B 7.

SKIPDATA : HRREAOHHE 7T —E£H BERIEHK, XAEE

EPRFIHALE IR,

Global Accelerator M4ZZOFERAY IP thit, MEFH T EF IR

M ERRERN (EFH) o

BREZER,

RERANFERHTE

IP #h 3 fREE |

&2 £ AWS Global Accelerator F{REZ =i IP ik,

Global Accelerator WE#OFERAN KO, RBERATEF K
WERENO(F),

BREZER B

IP st fREE , 0

2 1 AWS Global Accelerator PR E & i IP Hbiit,

i RFTTERY AWS X1,

B FLRIEE

129
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FER iR

globalacc EXNERH#TLENLELER (BEAR) . SMEEIRBYHRE=EANTE
elerator_ WRBM—NMNMEESBENBRFAK , §la0 DFW3, =NFERIZEE X M4BT
region TRNENNFNWERMZN2INFREB. (XEEEFKRATERER. )
direction FHEHME. TR A Global Accelerator F4& ( INGRESS ) =i [E & F i

( EGRESS ) % &

vpc_id VPC #R1R%F. 3 Global Accelerator [A/8 A T & i IP it R & Ry ik RUKIE
REN , RFEERZE 2.0 RAEH,

MRENFRAEATHERS , NN ZREER—N"HFS,

£ AWS CloudTrail id % AWS Global Accelerator API & A

AWS Global Accelerator 5 AWS CloudTrail ££5% , f5%& =2 7E Global Accelerator FiEFHAF. A&
AWS RS FTITIRERIBRSS . CloudTrail J¥3% Global Accelerator BIFTE AP A REERNEHHI |
‘@IEXK B Global Accelerator 12 &5 8B A MXT Global Accelerator API BV EE A, WREBIEIR
ER , M ATLAAE CloudTrail E#1F4:4& 3% B Amazon S3 Z&4# ( ‘23 Global Accelerator WEH# ) . &0
RETEBRE , M{BAE CloudTrail BHI &K EH4FELIEE FEEEHEML

ETHAEX CloudTrall WEZEE , 55 AWS CloudTrail AFEE,

CloudTrail 8 Global Accelerator E &

EE0E AWS K et | fFEiZK S LB A CloudTrail, 2 Global Accelerator & &£ 5ENET | iZ5EDN
2R CloudTrail B4 |, HEHM AWS REEH —RREFEEEHFHLIERH, BATLTE AWS Ik
PREE, BENTEEHENY., BXEZEL , F2HEH CloudTrall EH4H FRicZFEESEH,

EF&I0R AWS IKF R EH (21 Global Accelerator WS4 ) |, BRIZRE. BYR

¥R , CloudTrail AI¥ H & X #4535 E Amazon S3 . BRINERT , 2SI & P RIZRERICRAE
WIRERIERNATIEXE, LRERIERE AWS 2 XPRBRZRAEXEPNES , HEAEXHEEE
BIEE W Simple Storage Service (Amazon S3) &M, WAL , B R EHAM AWS RS , #—F 5
#7E CloudTrail BEFRENEHHBEHXEITH. BEXEZER , BSHEUTER :

o« B2 IR ERBLHA
 CloudTrail X #H RS FE K
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html#cloudtrail-aws-service-specific-topics-integrations
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A CloudTrail it & Amazon SNS & Al
« MZAXEEW CloudTrail B EXHFM ZANK F UK CloudTrail B &4

CloudTrail i2%Ff& Global Accelerator #4E , AWS Global Accelerator APl S Z 48 7 X gk,
f5l3n | ¥t CreateAccelerator, ListAccelerators #l UpdateAccelerator ?ﬁ%fﬁﬂﬁﬂﬁﬁﬁﬁﬁ:
CloudTrail BEXHAREREKE

BIMEHFBLEKFEHETEEXRERBERNARGE. SHCREHTEBREATAR

- ERRERBAFEILERZ AWS Identity and Access Management (IAM) f P &EIER HEY
- BREFAACERKRESHAFPNIBRNZLEIERHN
- BREEHHEM AWS RF A H

BXEZEER , 55 H CloudTrail userldentity 7TT#,

HEEH/FELILFKHPEE Global Accelerator H44F

CloudTrail AJiL&R7E Event history ( A RIER ) PEFERHMEH. EEFE Global Accelerator API
BREYG  BXTERHFH AN XFEFRPEEZEE (BBNMN ). BXESZER , F2H
{AWS CloudTrail AF#EmM) FHEMA CloudTraill EHHELIEREETEEN,

T f# Global Accelerator B EX 4% H

RIRR—MEE , AT HEMEN BEXHEERBIEERN Amazon S3 F#EfE. &4 JSON X
CloudTrail BEXHHHEE —IMRZNMAERB, —PMAERBERTIRAFMEN—NER , HEEF
KATBERNBRENEE , WEMSHUARREN BANEZF, CloudTrail BEXHFF R APl B H
MAEFHERRE , BT BEMSEIRFE R

TEHHRHAERT — CloudTrail B&E%H , EFEELLT Global Accelerator #4E :

o BIH—NIKFHIINESS - eventName 7 ListAccelerators,
- BIEMITES : eventName 7§ Createlistener,

o EH{IITES : eventName  UpdatelListener,

o ¥RIITES - eventName 7§ Describelistener,

o FIH—KFRIIITES - eventName 79 ListListeners.

o MIBR{IYTES : eventName  DeletelListener,
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/getting_notifications_top_level.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/global-accelerator/latest/api/Welcome.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
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"Records": [
{
"eventVersion": "1.05",
"userIdentity": {
"type": "IAMUser",
"principalId": "A1B2C3D4ESF6G7EXAMPLE",
"arn": "arn:aws:iam::111122223333:user/smithj",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2018-11-17T21:02:36Z"
.
"sessionIssuer": {
"type": "Role",
"principalId": "A1B2C3D4E5F6G7EXAMPLE",
"arn": "arn:aws:iam::111122223333:user/smithj",
"accountId": "111122223333",
"userName": "smithj"

}
1,
"eventTime": "2018-11-17T21:03:14Z",
"eventSource": "globalaccelerator.amazonaws.com",
"eventName": "ListAccelerators",
"awsRegion": "us-west-2",
"sourceIPAddress": "192.0.2.50",
"userAgent": "aws-cli/1.16.34 Python/2.7.10 Darwin/16.7.0 botocore/1.12.24",
"requestParameters": null,
"responseElements": null,
"requestID": "083cae81-28ab-4a66-862f-096elexample",
"eventID": "fe8blcl3-8757-4c73-b842-fe2a3example”,
"eventType": "AwsApiCall",
"recipientAccountId": "111122223333"

"eventVersion": "1.05",
"userIdentity": {
"type": "IAMUser",
"principalId": "A1B2C3D4E5F6G7EXAMPLE",
"arn": "arn:aws:iam::111122223333:user/smithj",
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"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2018-11-17T21:02:36Z"
},
"sessionIssuer": {
"type": "Role",
"principalId": "A1B2C3D4ES5F6G7EXAMPLE",
"arn": "arn:aws:iam::111122223333:user/smithj",
"accountId": "111122223333",

"userName": "smithj"
}
}
I
"eventTime": "2018-11-17T21:04:497",
"eventSource": "globalaccelerator.amazonaws.com",
"eventName": "CreatelListener",
"awsRegion": "us-west-2",

"sourceIPAddress": "192.0.2.50",
"userAgent": "aws-cli/1.16.34 Python/2.7.10 Darwin/16.7.0 botocore/1.12.24",
"requestParameters": {
"acceleratorArn":
"arn:aws:globalaccelerator::111122223333:accelerator/0339bfd6-13bc-4d45-
all4-5d7fexample",
"portRanges": [
{
"fromPort": 80,
"toPort": 80
}
1,
"protocol": "TCP"
I
"responseElements": {
"listener": {
"listenerArn":
"arn:aws:globalaccelerator::111122223333:accelerator/0339bfd6-13bc-4d45-
all4-5d7fexample/listener/abcdel234",
"portRanges": [
{
"fromPort": 80,
"toPort": 80
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1,
"protocol": "TCP",
"clientAffinity": "NONE"

}
},
"requestID": "6090509a-5a97-4be6-8eb6a-7d73example”,
"eventID": "9cab44ef-0777-41e6-838f-f249example”,
"eventType": "AwsApiCall",
"recipientAccountId": "111122223333"

"eventVersion": "1.05",
"userIdentity": {
"type": "IAMUser",
"principalId": "A1B2C3D4E5F6G7EXAMPLE",
"arn": "arn:aws:iam::111122223333:user/smithj",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2018-11-17T21:02:36Z"
},
"sessionIssuer": {
"type": "Role",
"principalId": "A1B2C3D4ES5F6G7EXAMPLE",
"arn": "arn:aws:iam::111122223333:user/smithj",
"accountId": "111122223333",

"userName": "smithj"
}
}
I
"eventTime": "2018-11-17T21:03:527",
"eventSource": "globalaccelerator.amazonaws.com",
"eventName": "CreateAccelerator",
"awsRegion": "us-west-2",

"sourceIPAddress": "192.0.2.50",
"userAgent": "aws-cli/1.16.34 Python/2.7.10 Darwin/16.7.0 botocore/1.12.24",
"requestParameters": {
"name": "cloudTrailTest"
},
"responseElements": {
"accelerator": {
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"acceleratorArn":
"arn:aws:globalaccelerator::111122223333:accelerator/0339bfd6-13bc-4d45-
all4-5d7fexample",
"name": "cloudTrailTest",
"ipAddressType": "IPV4",
"enabled": true,
"ipSets": [
{
"ipAddressFamily": "IPv4",
"ipAddresses": [
"192.0.2.213",
"192.0.2.200"

}
1,
"status": "IN_PROGRESS",
"createdTime": "Nov 17, 2018 9:03:52 PM",
"lastModifiedTime": "Nov 17, 2018 9:03:52 PM"
}
I
"requestID": "d2d7f300-2f0b-4bda-aa2d-e67d6etexample”,
"eventID": "11f9a762-8c00-4fcc-80f9-848a29example”,
"eventType": "AwsApiCall",
"recipientAccountId": "111122223333"

"eventVersion": "1.05",
"userIdentity": {
"type": "IAMUser",
"principalId": "A1B2C3D4ES5F6G7EXAMPLE",
"arn": "arn:aws:iam::111122223333:user/smithj",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2018-11-17T21:02:36Z"
I
"sessionIssuer": {
"type": "Role",
"principalId": "A1B2C3D4E5F6G7EXAMPLE",
"arn": "arn:aws:iam::111122223333:user/smithj",
"accountId": "111122223333",
"userName": "smithj"
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}
}
},
"eventTime": "2018-11-17T21:05:27Z",
"eventSource": "globalaccelerator.amazonaws.com",
"eventName": "UpdatelListener",
"awsRegion": "us-west-2",

"sourceIPAddress": "192.0.2.50",
"userAgent": "aws-cli/1.16.34 Python/2.7.10 Darwin/16.7.0 botocore/1.12.24",
"requestParameters": {
"listenerArn":
"arn:aws:globalaccelerator::111122223333:accelerator/0339bfd6-13bc-4d45-
all4-5d7fexample/listener/abcdel234",
"portRanges": [

{
"fromPort": 80,
"toPort": 80

I

{
"fromPort": 81,
"toPort": 81

}

]
I

"responseElements": {
"listener": {
"listenerArn":
"arn:aws:globalaccelerator::111122223333:accelerator/0339bfd6-13bc-4d45-
all4-5d7fexample/listener/abcdel234",
"portRanges": [

{
"fromPort": 80,
"toPort": 80

I

{
"fromPort": 81,
"toPort": 81

}

1,
"protocol": "TCP",
"clientAffinity": "NONE"
}
},
"requestID": "Q08ef93c-b3a3-44b4-afb3-768example”,

T f# Global Accelerator B A X% B 136



AWS Global Accelerator FEANGIER

"eventID": "85958f@d-63ff-4a2c-99e3-6ffbexample”,
"eventType": "AwsApiCall",
"recipientAccountId": "111122223333"

"eventVersion": "1.05",
"userIdentity": {
"type": "IAMUser",
"principalId": "A1B2C3D4E5F6G7EXAMPLE",
"arn": "arn:aws:iam::111122223333:user/smithj",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2018-11-17T21:02:36Z"
},
"sessionIssuer": {
"type": "Role",
"principalId": "A1B2C3D4ES5F6G7EXAMPLE",
"arn": "arn:aws:iam::111122223333:user/smithj",
"accountId": "111122223333",

"userName": "smithj"
}
}
I
"eventTime": "2018-11-17T21:06:05Z7",
"eventSource": "globalaccelerator.amazonaws.com",
"eventName": "Describelistener",
"awsRegion": "us-west-2",

"sourceIPAddress": "192.0.2.50",
"userAgent": "aws-cli/1.16.34 Python/2.7.10 Darwin/16.7.0 botocore/1.12.24",
"requestParameters": {
"listenerArn":
"arn:aws:globalaccelerator::111122223333:accelerator/0339bfd6-13bc-4d45-
all4-5d7fexample/listener/abcdel234"
},
"responseElements": null,
"requestID": "9980e368-82fa-40da-95a3-4b0example”,
"eventID": "885a02e9-2a60-4626-blba-57285example”,
"eventType": "AwsApiCall",
"recipientAccountId": "111122223333"
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"eventVersion": "1.05",
"userIdentity": {
"type": "IAMUser",
"principalId": "A1B2C3D4ES5F6G7EXAMPLE",
"arn": "arn:aws:iam::111122223333:user/smithj",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2018-11-17T21:02:36Z"
I
"sessionIssuer": {
"type": "Role",
"principalId": "A1B2C3D4E5F6G7EXAMPLE",
"arn": "arn:aws:iam::111122223333:user/smithj",
"accountId": "111122223333",

"userName": "smithj"
}
}
},
"eventTime": "2018-11-17T21:05:47Z",
"eventSource": "globalaccelerator.amazonaws.com",
"eventName": "ListlListeners",
"awsRegion": "us-west-2",

"sourceIPAddress": "192.0.2.50",
"userAgent": "aws-cli/1.16.34 Python/2.7.10 Darwin/16.7.0 botocore/1.12.24",
"requestParameters": {
"acceleratorArn":
"arn:aws:globalaccelerator::111122223333:accelerator/0339bfd6-13bc-4d45-
all4-5d7fexample"
I
"responseElements": null,
"requestID": "08e4b0f7-689b-4c84-af2d-47619example”,
"eventID": "f4fb8e4l-ed21-404d-af9d-037c4example”,
"eventType": "AwsApiCall",
"recipientAccountId": "111122223333"

"eventVersion": "1.05",
"userIdentity": {
"type": "IAMUser",
"principalId": "A1B2C3D4E5F6G7EXAMPLE",
"arn": "arn:aws:iam::111122223333:user/smithj",
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"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2018-11-17T21:02:36Z"
},
"sessionIssuer": {
"type": "Role",
"principalId": "A1B2C3D4ES5F6G7EXAMPLE",
"arn": "arn:aws:iam::111122223333:user/smithj",
"accountId": "111122223333",
"userName": "smithj"

}

.
"eventTime": "2018-11-17T21:06:247",

"eventSource": "globalaccelerator.amazonaws.com",

"eventName": "DeletelListener",

"awsRegion": "us-west-2",

"sourceIPAddress": "192.0.2.50",

"userAgent": "aws-cli/1.16.34 Python/2.7.10 Darwin/16.7.0 botocore/1.12

"requestParameters": {

"listenerArn":
"arn:aws:globalaccelerator::111122223333:accelerator/0339bfd6-13bc-4d45-

all4-5d7fexample/listener/abcdel234"

},

"responseElements": null,

"requestID": "04d37bf9-3e50-41d9-9932-6112example”,

"eventID": "afedb874-2e21-4ada-blb@-2ddb2example”,

"eventType": "AwsApiCall",

"recipientAccountId": "111122223333"

24",
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
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ARBNEFERERKE, ETHNAEREXRBNARERE ZRRTER , SR (AM AFE
M) PHERERBERNRER 2 RFITEE,

BT R KM

ETHRAVKES M NE R R JSON KRB, ETRHRNKENRESHE IAM BEEEREN
Amazon S3 FEREKE, EXFETHRNKBIRS T , RSEE R JLMER EINRZHXSHE R
FREVEE . N THEERM IR EIR |, REEE IS E A SN 2R RINATRLEREAREF LSRN
THIT. BXTEETRFENRBHIEEE . THETUAIEKS, AP, A6, BREAFH AWS R

%o

ETHRVRBEREN T ZRSFHANKEKME, EFREETHRNRBEHPERARE IAM B AWS £E
KB,

A EFIF] &R (ACL)

EEFIFIR (ACL ) EHBLEE (KFARA, AFRAE ) ARLARK. ACL SETHIRAEK
BEREL , REEMTEEM JSON R,

Simple Storage Service (Amazon S3). AWS WAF #1 Amazon VPC 2% #F ACL WIRFZ =Hl. ET#
BHXx ACLWWEZEER |, 55 M (Amazon Simple Storage Service F & AR IER) HHI7 25 &
(ACL) BRI o

HREgRE

AWS XZFEFFIIMNGY, TAEARRIERE, XERBRETUREFTEHNRBEREDER FHRAN
PR,

- RRLA : NRLAAR-NERBE, AT REETSORERBALN IAM X4 (1AM BF A
&) BFHNRANR, BANXTHRENRLR. SEEZRNREXEET H 0K RENRD
RHIRE, & Principal PEEAFHALHNETRRNRBEFZINRLRRH F—-TUREHH
EXELFBEZAT. BRANRLANEZFEE , 28 (AM AFEE) /Y IAM EER R RIL
5o

- BRFEFIZKRE (SCP) — SCP 2 JSON KR |, I57E THARA L % 5T (OU) £ AWS Organizations F
HER KPR, AWS Organizations fRS T U DA MEFEBEN D UWFENZ/S AWS IKF IKF,
MRELHLKNBA 7B , AT MEESH 20K B A BRS 26K (SCP). SCP BREIK &
KPR (2EEN AWS IKFRAF ) BIXR, BXALAMN SCPHESZEFER |, i3 (AWS
Organizations User Guide) H# Service control policies.

- AFEEK - AFEMENGUGRERINACHKS AL RN AFRENSRERNERE
i, ZROENTNREAFRBENETHOHHNRBNERBHRE. NREATUKEETRIFRR
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/acl-overview.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/acl-overview.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
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Kb, E—URBPHNEXNELFEEAT. AXEZER , H2H (AM AFER) PH21ER
%O

S REERE

HSNMRBEWRBEEA T —MERE , ERHRREMERNELERE, ETH AWS NABEES K
ZHRERENREATER , H50 (AM AFEmR) PRRETEZE.

AWS Global Accelerator {5 IAM B2&EH

EBEA IAM BEIEXS Global Accelerator Y15 [RIIXPR 2 BT , EN1Z 7 FEHRLE IAM ZhEE R AT Global
Accelerator,

EERLT AWS BFMAEARZH IAM BREE S EANRUSRABEHRE , 58 (IAM A
M) PHN5 IAM EEFEAN AWS RS

A LA E AWS Global Accelerator B2 & AR 1AM ThAE

IAM Zh&E Global Accelerator X 1%
ETSRMER =
ET B ER =
R RIE 2
R B B2 R 2
EMREE (BETRS) £
ACL 2
ABAC (B ) g
i SEUE =
EARR £
BEHE &
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
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IAM ZhEE Global Accelerator X 1

RSHEXRAE =3

Global Accelerator FE T & 9 HI 5K B
YEETEHHXKE . 2

ETHONRBETMMNESM (W IAM AP, AFASASR ) B9 JSON RRRME I, XLRE
EHAFNASAEMAMES T BLERFNITHLRE BETHRNTEZETSHNRKE , F5H
(AM BFiEE) FEATT EEARRE L BE X IAM R,

B IAM ET S H0KRE | B USE R TFRELNRENTRUR R IFRELEREENZE. &
TEEETEONREPEETE , BN CERATEMMNAFHA®, BT HAE JSON K E
ANFERE , FZH (IAM AFEmRE) $1 IAM JSON ErTES A,

E&EE Global Accelerator ET B8 KA RH] , iHSHE AWS Global Accelerator BV E T &4 Y%
B =5l

Global Accelerator N E T &R KBS

XFETHRRRE : &

ETRIFHREE M N FRAY JSON KM, ETRFMNRENRESE IAM ABEEREM
Amazon S3 FEMBEKE, EXHFETRARNEKBHNES T , BRSEERA AUERACIREFHNBEER
R TIA] o

Global Accelerator By & B& 1% /E
TERBIEE R

EIE R A LAER AWS JSON REERIEEW ARG AT ARR, BRI , B EET X LT IFRR
1THRE | UREALAFHTNIT.

JSON REEHY Action TEMRTATERKP AWHIEL B RINRE, RBREBESKEKN AWS
APl REE R, B—LEHIINMER , HIAURBIE AP BENXRNR BR1E, T -LREFTEERK
FIITSMNMRIE, LM IREMRN KR,

ERE P IS REURFIITREBENR,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html
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E&EF Global Accelerator #ER IR |, ESHE (RFTENSZE) HHI AWS Global Accelerator & X
AR 1E,

Global Accelerator BV R REIRIETEIRERIEALLT B4 -

aws-globalaccelerator
EREBEMEAUPEESTRE , BEMAESFHENRIT.

"Action": [
"aws-globalaccelerator:actionl",
"aws-globalaccelerator:action2"

]

BT LAERBER (*) BESMRE, Hln , BEIFELLHEIF Describe FFKHFMERE , @FEUT
BIE -

"Action": "aws-globalaccelerator:Describe*"

E&EE Global Accelerator ET B8 KA RH , iHSHE AWS Global Accelerator BV E T &4V K
B =5

Global Acelerator B 5 B &R
YERBAER : 2

EERWLER AWS JSON REERIEEHEARIBEMFLARNET. WHMEY , WANEME AT AR
BHATERE | UREMFARHETRIT.

Resource JSON K TEIEEEMMENAREN —ITHZ IR, BAXMNEE Resource H
NotResource JTHE., ENZEXE , HFEHAHE Amazon BEEH (ARN) BEERFR. M FXEFEBER
RRE (R RBRERRNR ) VIRME | BAIARIT I IRE,

X FAZFRRENRAIRE (MFHRE ) | BEABES () ENEANATHRRERR.

"Resource": "*"

£ (REZFBENSZE) d , B LLFEE|LL TS Global Accelerator #XHIEER :

Global Accelerator 21a[5 IAM B & 52 148


https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsglobalaccelerator.html#awsglobalaccelerator-actions-as-permissions
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsglobalaccelerator.html#awsglobalaccelerator-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html

AWS Global Accelerator FRARIER

« EEF Global Accelerator BRFER K EH ARN 51K |, i53 5 AWS Global Accelerator & X H %
R
- ETHULFERASINERN ARN BENIRME , SH AWS Global Accelerator & X HY R 1E,

E&EF Global Accelerator EF B3I RBEHI R , ESHE AWS Global Accelerator WEF BRI %K
B& =l

Global Accelerator BSR4
TERETHRSORBZMGR . 2

EER W LAER AWS JSON REERIEEHERRIBEMFLARNET. WHEU , WA EET X LR IR
1THRE | UREMALAFHTHT,

£ Condition Jt¥& ( = Condition R ) # , TS EBAERMNEH. Condition TERTIE
N, BUNUCEFAZGZER (fl, FFTHNT ) BEHRER , UERBPRNFHEESERPHE
FITEL

MREE-—MEAPEESZ D Condition THE , WEEA Condition TEFEESZME , I AWS
EFEHE AND BHEITHEN, IRENENFHREESZME , N AWS EAZHE OR EENRITMSF
o ERTIEDNNRZ B LTUR BT BRISA.

EEERGN , BETUEASURERE. S, REEERA IAM AF &2 IAM AP, 86K
HEFHRBRONER. BXRESER , F5H (AM AFER) B JAM KB TE | TEMIRE,

AWS XFHE2RFMHRBANBETRSHRER. EEFME AWS 2F/%48 , BZH (AM AFiE
M) N AWS 2FEM4 LT XHE,

E&EF Global Accelerator %% |, FSH (RFTENSZE) HHY AWS Global Accelerator BY 5%
T, BETHETUNBLERENTREATLER , S8 AWS Global Accelerator E X B 1E,

EEFE Global Accelerator ET BRI RG] , S AWS Global Accelerator WE T B HI%R
B =l o

Global Acelerator 1 #J ACL
*EFACL: B

mEEFISIR (ACL ) EHIBLEEME (KFARA. AFRNAS ) ARGARKR. ACL EETHIRAEK
BERML , REEMFEEA JSON KM K,
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https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsglobalaccelerator.html#awsglobalaccelerator-resources-for-iam-policies
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsglobalaccelerator.html#awsglobalaccelerator-resources-for-iam-policies
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsglobalaccelerator.html#awsglobalaccelerator-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_variables.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsglobalaccelerator.html#awsglobalaccelerator-policy-keys
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsglobalaccelerator.html#awsglobalaccelerator-policy-keys
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsglobalaccelerator.html#awsglobalaccelerator-actions-as-permissions
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ABAC & Global Accelerator

X ABAC ( REEFIVIRE ) : Bh2

Global Accelerator ¥ 70 X FRIEHFIREL, ©XFFHRIE—FRIR , BINESRF. ETHEREREKFH
ZEDFERARENEZER  UREFETRR ENRE RSN iZE RN GBI REKE | 5§55
FETHRZENEREE AWS Global Accelerator L& {# .

E XA Global Accelerator BIERINFZEMEZEER |, i5SH1E AWS Global Accelerator # 78 iFR
z,

ETBAEXRERRPEARENESER , BFEEUTER.

ETEMOERES (ABAC) R—HZRPURE , ZRBETEMERENNR, £ AWS # , XEEMR
NIRE, BRI SURREM NS IAM SHE ( BFEAE ) UKk AWS FiR, $REEENRIRZ ABAC B
E—%, ARREIRIT ABAC RiE , BIEEANARE S5 U5 R B BRAR S IR EL At 7 VR 4R

ABAC EREBKWIAEFFERA , HERBERLSEIUNITR T R HEF B,

BEETHREEH R, LEEMFEA aws:ResourceTag/key-name, aws:RequestTag/key-name
5 aws:TagKeys RHBERBNEZH TEZPRUFZEE,

MRENMRSH TEHRBRREBXIEMEX =GR , WNTIZES , ZENR. BRENRSNX
X T RARREZFRAEX=AFM4E , WiZENHD

BX ABAC WEZER , 5K (IAM A 1ER) FHVEM ABAC BRNEXRR, BEEFIRE ABAC
SROHE , FSHE (AM AFER) PREAETEMEN TR NEZES] (ABAC ) .

51 Bt EUE A F Global Accelerator
i et AR

R AWS RS £ EARREIEERNEEEFE I, BXEZELR , 2 AWS RS Sinet&EiE
BEER , 558 IAM AFEEHPER IAM B AWS RS

MBREREAAFBNZBMAREE S EERXE AWS Management Console , NI A IR B EiE, 4l
m, HEFERARATMNESES (SSO) $Z1AE AWS /Y | Z3 2 B 3 62 it EiiE, '_—"l"'*J«J\FE
F‘Efﬁ’*i?’“%‘] , Rt AeN , B8t IGNEITE. EXRAENESZER |, HSH
(AM BF1ERM) FRMNAFT3RE IAM A6 (ZHE ) .

A LAE A AWS CLI 23 AWS API Bl IGEHEIE, 2 /5 , S LAME R LimatEiE 5 E
AWS, AWS BB SER IR EL  MARERAKBFRIZH, BXESER , BZH IAM FH
IS B 24 4EEF o
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html

AWS Global Accelerator FEANGIER

Global Accelerator B9 & RS = AR

XERRBEKE (FAS) @ 2

HEER IAM AFRHAGBTE AWS FIITRER , ZEANER, EARLRSH , BT
—NMEE  RBLRFEERMRS HE5E — MR, FAS ERAEAKEM AWS IR WRIR , &6
REY AWS BRSS , B FERSREER. AEERSFSWIFESHM AWS RS SHARRE T RETHH
ERE , TR FAS R, EXMBERT , BLMEERITXAMRENNIR, BXAKH FAS X
ERREEE , BERER TR SE,

Global Acelerator EREZ A&
YEBREZAR B

RE AR —TRSEE, KRREVTREN IAM A€, IAM EER AT IAM RO, SRl
BRERSAG. BXESZER , B5H (IAM AFERE) PHLIERE AWS RS ZRNENHE,

Global Accelerator WIRSHHKR A E
YEEBRSHEXAR 2

BRSHERABR—TE AWS RS HXNRF AR, BSTURARKENITREN AR, RSEX
AEERELN AWS KF F , HHZBESHE, IAM EE A ATUERERERERSHEXABHN
PR o

E T % Global Accelerator WIRSZSHXARNEZEER , S AWS Global Acceleratorfy fR 5 HHx< &
&,

BXEAWS HEIRHEERSERAGHABHEAESR , BSHE IAM HETEL AWS RS, £
PERBRSHEXRABRITEE Yes WK, RRERERIUET ZRFHRSEX BB,

AWS Global Accelerator & T & 51 KBS R Bl

KINERT , ARHAESELZERIEH Global Accelerator BIRMINR, i1t EER AWS
Management Console, AWS Command Line Interface ( AWS CLI ) 2% AWS API #1T1E%., EREF
RAPXPERIRHATRENNER , IAM EE R TS0 IAM K&, EEAREEAINEMARRM IAM XK
B, BAFIURARE,

BT RUNMAERXL RG] JSON REXHEGIEZET IAM HONEE , 56 (IAM AFiERE) P8l
2 IAM KB (258 ) .
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html

AWS Global Accelerator FRARIER

£ % Global Accelerator EXHIBEMARERNFHAEE , SFEFHEREEN ARN B, |, 554
(REBNSZE) B/ AWS Global Accelerator B#g/E., FIRMEHEE,

£

- RMBREXEK

- f# Global Accelerator JlEES

- {# 8 Global Accelerator &l &

- 5/ Global Accelerator API $&4E
- ATAREEMHIIB SR

R B fE Rk

ETH5MNEBRBEENMNAZSTLACIE, HRISMEREK S P H Global Accelerator #iR, XLEE/E
ARESfE AWS IKF = R4, SIESRAEET BMHREERN , HERUTIERMEI

« AWS RERBREDRENRIFAAN - BEFHREAAFMTEARR TR , BER AWS £EX
BEANTFZELEAZREBTFNR. BAIUE AWS K7 FHREIXERE, BIONBUGBEEXEE
TENERZREN AWS EFEEERBKRE-DRINR. AXESZEE , BZH (AM AFE
) PR AWS FEERME TEIREERY AWS HEE XK,

- NARKENR - £EH IAM RBEIRENRE , TR TFHRITESHAENNR. At , EFTEN
ERERGT AIUNBERRRTHRE , RN RENRTAT. BXER IAM NANRBRNESE
B, B2 (AM AFEm) P8 JAM R EYREE AR

o EA 1AM KB RY R4 — SRR EIT5 BRI PR — & 7 DA [ SR BE 7R 05445k BR HI Xt R AE R R R RY 15 7]
Bt | AR E R MR RIEELER SSL RIEFTEFER. MRBIRE (AWS RS AN
AWS CloudFormation ) SR BRSIRIE , BEAIUEAFZARBETFNRSBRENLRNR, BXES
5, B30 (AM AFER) S8 IAM JSON KEETE : &t

- M IAM Access Analyzer BiEZH IAM KBS | IR RN L SEFIhBEM — IAM Access
Analyzer 2R IEFT RS M B KRG , LAKRRBAS IAM REEIES (JSON) M IAM FEXK. 1AM
Access Analyzer 2% 100 ZIKBREFMAIRENEW , UBHEEHERZ S BN BNER, B
XEZEE B2 (IAM BFRER) FrEA IAM Access Analyzer KRB,

- EEZESHRIE (MFA) - IRERANZREREN AWS IkF FF IAM ARZRAF |, BB
A MFARREZL2M. BEERA AP BENFEE MFA |, B8 MFA REFMEIBHERK S, BX
BZEE , B5H (AM AFER) FHFERA MFA &% AP IA[HE,

BX IAM AR REIRNESELR , H2H (AM AFER) #1 IAM AR HEXE,

BT 558K e =P 152


https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsglobalaccelerator.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
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f1Z Global Accelerator & 2§

E 6|2 AWS Global Accelerator fliEzs , AR S MENEIEE Global Accelerator <EkHY RS < A
&,

R A BT Global Accelerator FF &2 MR ERAVE LR , 150 A~ M inan T 5K s,

(® Note
MREGOENETHANNRRBLEUATREET K , MIXAETBEBNAF LT EEN
28,
{
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "*",

"Condition": {
"StringEquals": {
"iam:AWSServiceName": '"globalaccelerator.amazonaws.com"

"Effect": "Allow",

"Action": [
"iam:DeleteServicelLinkedRole",
"iam:GetServicelLinkedRoleDeletionStatus"

1,
"Resource": "arn:aws:iam::*:role/aws-service-role/
globalaccelerator.amazonaws.com/AWSServiceRoleForGlobalAccelerator*"

}

£ 3 Global Accelerator 324l &

58 AWS Global Accelerator 2§ & , BAMFE —AREHNNE, XENRAMATFES HMNE
EHXEH AWS IKF F# Global Accelerator ®IRIVFAFEE ., RGBSV ENRENBRE R ™K
HNETEHERE , N THINTZREHEE (AFRPRAR ) | BHANEERMBIERZET

NTFRFZREH AWS CLI L AWS API YA, ZENERHKEEZHENR, AR , ARWERE
HZ AT AP R4EME TE AV IRAE,
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RERAFPMAEEER Global Accelerator 4] & , & i& Global Accelerator
GlobalAcceleratorReadOnlyAccess = GlobalAcceleratorFullAccess AWS & KRR
hnE] SR,

MRAFREEERFHAEPEFEELFA AWS Command Line Interface 2 API ( £/ List* =
Describe* #4E ) , NP MEE—5KBE GlobalAcceleratorReadOnlyAccess,

B E =/ KR GlobalAcceleratorFullAccess MiMBIZEE A EMERREMINERFHNAF . T
2517 R BE B 3E Global Accelerator B9 5E£ PR A K Amazon EC2 F Elastic Load Balancing B9 ## iR
PR

(® Note

MEEVENET B AN REIE T EIE Amazon EC2 # Elastic Load Balancing Ff E#I4X
BR , MAEZKEEH A PN E R RS AR Amazon EC2 # Elastic Load Balancing &R

BEXREZEE |, B2 7 Global Accelerator B AWS £ E XA ES (IAM AFPEE) F/IE AR
R

5 A Global Accelerator API &€

AWS Global Acelerator X IFERBEHFEHRIE, XA FEE A B HIEEES JLE Global
Accelerator F 52 KB 4E,

Flan , AR AFRAFIT CreateAccelerator BEUBETHES NE AWS K 612 fniE
85

{
"Version": "2018-08-08",
"Statement": [
{
"Effect": "Allow",
"Action": [
"globalaccelerator:CreateAccelerator"
1,
"Resource":"*"
}
]
}
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
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ARFAFEEMITE SRR

ZRBIER T BRI KRS LAY IAM AR EEMMBIEAF SN ABRMITE R, LERES
EERF A LERIRESEUREESXEH AWS CLI 5t AWS API FrE IR

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

},
{

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

}
]
}
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AWS Global Acceleratorfy RS A&

AWS Global Accelerator £ AWS Identity and Access Management ( IAM ) fREHEx<AE, RS
HXARR—MIMEETY IAM A | ©5 Global Accelerator Ei#M%x. IRSHEXAEREH Global
Accelerator MIEXH , BEZRERREFHEE AWS BREFIEMNFTENR,

RESHEXAEALEEERMIZE Global Accelerator , R RNEARLFSIRMSHEMNER, Global
Accelerator EXEREZSHERXAEHNIR , BRIESHEN , BN RE Global Accelerator AILAR AR A
&, EXHNRSEEEREANERE  mMENRRETEHRMNIEFAMEE IAM =4,

REEEEMBRBRSHEXARNEXRETRE , TEMBRIZAER., XGRIFPEH Global Accelerator &
B, AAEBTETE BRI R U7 17 PR .

BXXERSHEXAGHAEMBRSINES , F3HS5 IAM BEESEMAL AWS BRSS , HEIK Service-
linked role ( ARSSAEXR AR ) FIRETRA Yes ( B ) WS, RBEENEE  EFZRSHBSHEXA
B,

Global Accelerator B9 iRS5HH < A& B R

AWS Global Accelerator £ i & AWSServiceRoleForGlobalAccelerator BWiRZ X AR, BB
¥ Global Accelerator 5 RI&RIK P R ERIR , flMASHEERNETHES , SUBBBREARSIRERMEE
7 5 Global Accelerator Bt & A K &R, AWSServiceRoleForGlobalAccelerator £ 3% 7t Global
Accelerator R|ZEMEEEFim IP it R EFTIENE IR,

MEHREEZA MK Global Accelerator API #4ERT , Global Accelerator £Ba1BIEEZ RN
AWSServiceRoleForGlobalAccelerator I &, £ Global Accelerator F{ERINEEEEE It A
&, AWSServiceRoleForGlobalAccelerator & ARN SELLTHRBEZEL :

arn:aws:iam::123456789012:role/aws-service-role/
globalaccelerator.amazonaws.com/AWSServiceRoleForGlobalAccelerator

RS5HERABNR

Global Accelerator £ & 3 AWSServiceRoleForGlobalAccelerator B IR #8 5< & & 3k 1/ 8] 7% R A &L
EUREHEZER. LRFSHEXABBFERAEERME AWSGlobalAcceleratorSLRPolicy,

AWSServiceRoleForGlobalAccelerator R XA BETUTREZRRAAZASR :

* globalaccelerator.amazonaws.com
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EEFHRBHNR , 25 (AWS EEEXBESE) PH AWSGlobalAcceleratorSLRPolicy.

BB BRI S IAM 4K ( AP, A ) MiBR Global Accelerator [RFHEX AR, Bx
BZER , B5H (AM AFER) PRERSHEXAGNE,

#1172 Global Accelerator WIRSHEXA R

TEFZ0I2 Global Accelerator WIRZ X AR, HEEXACIEBINESN | ZBEZL2B8HNE0EA
&, MRBBR Global Accelerator FIRHMIERRSHEXAE , NECEFIMNERZN |, ZRSLEIEH
tEZAE,

YR58 Global Acelerator RS XA E

Global Accelerator 7/t i & 4% AWSServiceRoleForGlobalAccelerator FREEX AR, EiZRSEH
BRSMEXBCE B EZERNZACHNEN , RATRENXEAAESSIAZAR, T , B A
IAM {REERENHE, BXEZER , 55 IAM AFER PHERERSHEIAR,

MR Global Acelerator FRE <A

MEFBEEMFH Global Accelerator , BZIWMIBRIRSHAAR, X K MIASEFBERLEFEHR
AR, BRE , BUTEBRKS PR Global Accelerator &R , RAETEF IR AR,

ZRAFMERINERRS , BT UABBRRSHERAE®, BXBIBRMERNESEFEE , B _GEMESS,

(® Note

WRIE A HMIERINESS |, 1B Global Accelerator EARTRER , MBS HEXABTAES
KM, MBEEXMER , BEEF/Lo08 , ARERBRSHEXBSEHIERETER.

EF M BR AWSServiceRoleForGlobalAccelerator REZMX AR |, FHMITUTERE

1. &3 AWS Management Console , ¥ IAM ##l& : https://console.aws.amazon.com/iam/.
2. EIAMEZBHENSMERD , RFEACG, ARG, EPERRNACENZULNERE K MIAEA
MEITES,
. NTREMIHNAGERE , FEEHRAE,
4. TEWATEESR , EFLRGRIEBSHE K ZBEEREBMNEEA G LIXIARAWSHRS T E,
XEARBEEAAC Y RBL T EIRS, MRELE | EEF Yes, Delete UIRRARFHEX
ABHITHER.
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5. &M IAMEZHEBA , UEEBRSHEXAEHNREE. BT IAM BRSHEXASERERERIH
Hit , EERXACHITMERE  BBRESTREEY , HAREAK,. BXEZEE , HZH (AM
RPiEm) PHMIBRRSHEXEE,

Global Accelerator BRZfHx A B 1 KK E

B>k AWSGlobalAcceleratorSLRPolicy ( B Global Accelerator BRSSHEX<A R AWS EEX
B ) WEH , BSHE AWS REXRBENFT. BB LAE AWS Global Accelerator X #4712 12 F TWH
LiTF B3 RSS 1288,

FE AT AWS Global Accelerator B9 AWS & X F K

AWS EEAXREERH AWS QZMEENINI R, AWS HEXARBEEENTZELASRENR ,
LEZRIFmA AR, ANBEesEMRR.

FiE , AWS REXRBARTRNENREEAZRRTFRENR , RN ElIHMAE AWS &
R, RMNBUELENBETENEAZENESEEARBERE-SRINR,

BT EERAWS HEXARBPELNNR, MR AWS EFHE AWS HEXNRBPELNNR , NE
MR ZRBAMMENAMEEASH (AR, ANAG ) . HFH AWS RS BN API £
TR THAERSE , AWS &B AREERH AWS FEE XK

BXREZEE , F50 (IAM AFER) P AWS EEXERK,

AWS ITEFBS : AWSServiceRoleForGlobalAccelerator

B BESF AWSServiceRoleForGlobalAccelerator MiMNZEIE 28 IAM SE48, ISR BE IS A0 R B
N AWS Global Accelerator i5B1H Global Accelerator £ AR EIEH AWS RS M AR RS X
Af, BXEZER , H5 AWS Global AcceleratorfI RS <A,

AWS FEE KB : GlobalAcceleratorReadOnlyAccess

IEA LU GlobalAcceleratorReadOnlyAccess KiNZE] IAM 354k, LEREEIRF 3T Global
Accelerator FEAMRFHRENRRHENER. WRAFPIRAFEERFAEPEEEERNEA AWS
Command Line Interface 2 API ( £/ List* = Describe* ) , XREHM,

EEFHRBHNR , HSH (AWS REXESZE) 1 GlobalAcceleratorReadOnlyAccesss
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https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
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AWS ITEFHBS : GlobalAcceleratorFullAccess

B LA GlobalAcceleratorFullAccess HMitnZE| IAM 324&, R BER F X Global Accelerator A
EAMERBFBVIRENTZT 2 RNR, I REKH MBI FEEX Global Accelerator B2 15 R A RAY IAM
BAFRfEE X,

® Note

MRECENET BRI PRERE AR ZIE Amazon EC2 H Elastic Load Balancing FFEERIX
BR , MU3BAZ KR A FF o 9 &S 0 Amazon EC2 # Elastic Load Balancing %R .

EEFWRBEWNEE |, F50H (AWS £EXIESZE) BB GlobalAcceleratorFullAccess,

AWS FEE K BEHY Global Accelerator B

EEHX Global Accelerator ) AWS HERBEMNIFAGE (M ZBRSTHRREFXLEERTR ) .
AXETEEXRNBESIRR , FiT 5 Global Accelerator 3 #4771 52 id & 7 E LA RSS iR,

BX iR A Hi
AWSGIobalAccelerat Global Accelerator 707 ¥# 2023 ££ 10 A 20 H
orSLRPolicy — 58 $ #) SR & PRk R A g5 fEs LW B

¥R,

Global Accelerator f&£
elasticloadbalanci
ng:DescribeTargetG
roups RFIBFRERNR ip
WA EIERR , ZEMRRER
Global Accelerator F XUk
HEERBHLTIIIEHNBIRE

#,
AWSGlobalAccelerat Global Accelerator i1 7T ##X 2023 £5 A 23 H
orSLRPolicy — B ##Y 5% BE PR SK #R S 2 19 B8 LAY (T

27 AR EC2 24 BRIyt
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FRARER

BEX

AWSGIlobalAccelerat
orSLRPolicy — B $ 1Y 5K &

AWSGIlobalAccelerat
orSLRPolicy — 5§ #) SR &

Global Accelerator FF AR ERE
B¢

iR

Global Accelerator £
elasticloadbalanci
ng:Describelistene

rs XEBREFEOTREERN
AR ERFEMITRERR
Ko

Global Accelerator f&£
ec2:DescribeAddres

ses [EINEZRNINEYE P iy
IR R0

Global Acelerator 70 7 £
FRUA 25 IPv6 bk,

Global Accelerator £
ec2:AssignIpv6Addr
esses [EFFMNLEH
Global Accelerator ENI E#7
NATFREMEW IPv6 RE
B IPv6 bt , HEFTBEE
IPv6 b3t B A UnassignI

pv6Addresses FEBBR,

Global Accelerator 7541 7 #71X
FR , LA#EEBH Global Accelerator
2R IR.

Global Accelerator f§ F
ec2:DescribeRegions
WERFFTER AWS X1 |
X E] LAES B Global Accelerator
xR IR AT R HERR

Global Accelerator FF#5 BR BR E
AWS I E R E X,

B

202111 A 15 H

2021 5 H 18 H

2021 5 A 18 H
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HETFIRZEM KIS AWS Global Accelerator Bit &

FEiIRIT IAM KR |, BAILBEER FXEER RN B ENRKZERBANR. BEEEEENT R
BHVEM , ES2TRF/HERESR. NRFEMIFRERERBFARGPERARZTUAECX —ES.
BE LB ERRERENEMARFHER TFIHRANR. FEIRFRN , REUSGEH AR , B LUF
AR R E N AT HEX AR,

ERAZRM RS RZEIX RIRMBEROFEIN —M5E, FREATLMMEIER , BT UNEREAX
FIRZH RS . 7 Global Accelerator 1, REMERR AT LB ERE, HXF Global Accelerator HiR
IIREMNEZER |, S 1E AWS Global Accelerator FRINFRZ,

FEOIE 1AM KBEET |, B SUE AR RKES

o WIRLE A P2 R BAEL T hNiE 2R B A KPR EX IR BRI AT R4
o BREARE T A RERVIE R P LE
« REREMERUEERFEM,

f5l7n | AWS GlobalAcceleratorFullAccess HEAF KRB AIAFRANEERFEHITER
Global Accelerator #RERI TTBRINFR . LA SR EE PR &l kb A 1 HIEL4E R L BANH A P X £ 7= IiE SR ATAE
Z Global Accelerator I2EVIR. BRIEEAF KN , ERNEE G ELATUFIE IAM K EE M INEI R
ZBH 1AM A,

"Version":"2012-10-17",
"Statement": [

{
"Effect":"Deny",
"Action":"*",
"Resource":"*",
"Condition":{
"ForAnyValue:StringEquals": {
"aws:RequestTag/stage":"prod"
}
}
1,
{

"Effect":"Deny",
IlActionll : II*II’
"Resource":"*",
"Condition":{
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FRARER

"ForAnyValue:StringEquals": {
"aws:ResourceTag/stage":"prod"

}

BRMEFRHROTEIETEZMEN , HZH (AM AFERE) PREM IAM PR 67 o

3 AWS Global Accelerator & 5 Fij5 8] 3 17 & FE HEBR

EAUTER AR BELEAEEEER Global Accelerator 1 IAM & AT 8B 2 HY & WA &
£
« I FELMIE Global Accelerator 3 {TIRIE

« RELBINIT iam:PassRole
« REERIFEM AWS Ik 2B A 151 KB Global Accelerator &R

K TIE Global Accelerator Rt 1T /E

MREWRERER , RPLTDITEMRIE | NELFER RIS T HRITRERE,

% mateojackson IAM AR ZREABEGHAEETEEXEM my-example-widget BIRNIFHEFER ,

BEFHBEEH aws-globalaccelerator:GetWidget RS , 2K EUT R4 IR,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform: aws-

globalaccelerator:GetWidget on resource: my-example-widget

EWRBERT , HAEH mateojackson AFHIEKRE , LAWMER aws-
globalaccelerator:GetWidget B¥EHE my-example-widget BiRo

MREFERD , BHRAWS BEER, ENEEARRHEFREILEN A,

T3 1T iam:PassRole

MRKEEIR , MRBETHINIT iam: PassRole BE , XMEHFRHEUA T EH A BILIEL Global

Accelerator,

R
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BE AWS RS AP RIAACEKEEZRS  MARUEFBRSHCIRSAXAE, Akt , BH
MEBRABEKEDRSHNR,

HE N marymajor B IAM A2 £ ARSI B Global Accelerator FHITIRMER , @R ELT R
flfEiR, BR , REXMEERFACHMBTFHNRST ATHITIHIRE, Mary TEERABEZETIRS
HIAX PR .

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXAERT , XMEH Mary BYREE S b 4T iam: PassRole #1E,
MREBEERY  FHRRAWS BB, ZFNEEBERARRMEEREILIN A
REEZ AR TR AWS IKF 2B H P15 RIIXE Global Accelerator &R

At 2—1Ae , MEAEMKSPNAFREALNNARTUERZAGKILREN TR, &7
UEERESEY , ANEEAR. X TXHETRFMNREHTREHZIR (ACL ) KRS , &7
150 PR 3 LB SRS 1) A 5 3% T X AR B B R B 1 R A

ETHMEZER , BSHAUNTHE :
« ETH#E Global Accelerator A XX L IIEE , 55 AWS Global Accelerator 215 |IAM BL & fE

il

- ETHRIMMAAEREN AWS KPR EREEB RN | H58 (AM BFERE) FHRREEEN
22— AWS P FRE 1AM A P 2455 R R,

s ETHIMIAE=H AWS K REZNERRENIHEENR | F2E IAM BRERFPNAIE=1EE
B AWS Tk P R4 1R R .

- ETHRINABESRKE ENRITREHBNER , 558 (IAM AFEE) P AL SN ERRIEN
B (BRESHRIE ) B RIE,

- ETHEARACNETRRNRBEITERK,FRZBENES , §5H (AM AFER) 78 1AM
e Y B K P IR 18] 6

AWS Global Accelerator &L 4 VPC E 1

1£ AWS Global Accelerator 7RI E B I9HES. AEPNARF RIS Amazon EC2 L4k
R, BYFEBRRAEECOIRETR , FEKNRERBEZERANREELFLE R (VPC) H
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
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MiRR. e NEHEERN EC2 KW VPC HAMBEFEERMM X , ARR VPC EZERMEE. B
=, BERESESRN EC2 Rl L, FREELF IP ik, BHAFEFMOHEXERMMKEH,

XEHRMWEEBRMMXAGTE , FRENERNMXAGHR , EERRMRERRE VPC FREHIZ A HK
BHERFTENE IP it N EBRMMAIEH, BMFEENEENEEOFETLAEFM (BIHFEERN
PREEHENTFM ) A, HEH Global Accelerator {0 B EEXMRERT , Global Accelerator th 2B & 5
B EEBRMEEH , H BB Global Accelerator EiAK T BB HBiEZE &I Global Accelerator ( T
FREBETEBRMMX ) RE,

@ Note
7 Amazon EC2 EBIERAAE IP it MAEFRHRHE EfUESE(RERE. &2
H5ER T RESEHIMETRE , 2K H Global Accelerator B E AR 2 B4 K6 ENI BV {E
A B YE IP k., FAME FMERREREEH Global Accelerator &%,
ETHRAEXER ENI, 24 Global Accelerator WEZEE. |, HSH MFZEE i IP bt
iR S ER,

HEZREMELRABENEESERMNEREEMEXH IAM RXRE |, FiEEXERFR. AXEHX VPC

WEBRMIERNXEBRNEZFEE , FERLERSEFXRE RO,

jilll

AWS Global Accelerator Y B & 10 =M 4 52

%12 2R Global Accelerator 1 AWS RIS RN T AMMMRENEERT, BNIZM AWS R
RWFTEH D WESZEHE  WEETUERMBRRZaOBE (MREE ). AWSEMTZHTE
SR IR Global Accelerator BIRFESN H X B ESHMH WA -

Global Accelerator AT =f = EM B EICFMBREFRER -
Amazon CloudWatch §#r F1Z R

£/ CloudWatch AJLASERTIS IR IEH) AWS BIRUAKE AWS EETHRBARF. SPEINESS
J& , CloudWatch S &FF ia W E MR ER Global Accelerator BY38%5, IEIRRBATUEENETE |, UHA
INHRERBRD , REE LA MER AR HITEHE,

Blan | B A LAMERIERKRRIERE A BT Global Accelerator MRS , REHREIR,ER |
HEEBHERRFE, EARTTLUSREMISERFNER , S3EHME—BRNEARNEBHEER , el
FEASENEEENEREIHITELR.
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EXEZELR |, i52M #H Amazon CloudWatch 5 AWS Global Accelerator,

Global Accelerator # B &

RS 85 7 H E R IEE Global Accelerator HiRER HE , AT RHEBGXRBEMERSZ KOH SN RE
HiFEHMIERK,. RFB[RAENTEZNABRFERER , fln , AFZEMpRTFITHONARER. B
XEZER |, 55 H £ AWS Global Accelerator it & M A7 B &.

AWS CloudTrail B&

CloudTrail 2t T . A AWS BRSS1E Global Accelerator RFTHITIRER 2%, CloudTrail
3+ Global Accelerator F9FrE AP BAFERNSHHIR , @IEXK B Global Accelerator 51 & 1Y
WHAFXS Global Accelerator API I XIBTA. BXEZELE , 5 £A AWS CloudTrail 123
AWS Global Accelerator AP| .

AWS Global Accelerator B4 3 I F

ETHEN AWS BFEEERESHAMITKEER , BSH M HSEERE AWS RS, REE
BRIEBMNBHEAETX. BXENEE , BSH AWS ST .

BRI LAE A AWS Artifact TERE=ZAFiTHRE, BXEZELR , S HE AWS Artifact B T &k

e =l
P oo

BER AWS RS NEAMTERATERENBRE, RAANEAMBRANERNERE
Mo AWS RELUTHRKABBFZEMM

« ZEMEEAMREATER - IERBEETILTREEED , HREMHATHE AWS LEHEUNZE
HHNEMAENERNEERENLSR,

« TOBHERIFE EH HIPAA Z2HRMEMEREERIT-ZARPNET ATMAIER AWS ¢IEFS
HIPAA #R/ER N ARF.

(® Note
FHIEFTE AWS BRSS WS HIPAA EXR, BXEZFER , BZHASE HIPAA EXNES S
=,

« AWS EHMRIR - bl FFMMERESTEER TENTILRANVE,

- AWS BEFEHIER : NEHAETHRIREREEN, XEERLE TR AWS RS WHRESRE ,
HEEERFIBEZMEENZLES , SBREEERFESHE AR (NIST) . ZFFTILE
LHEERS (PCl) MERRFR#ELESR (1SO) .
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« AWS Config 7 & A R 5 m 89 52 A AL T 14 R - Bk AWS Config BRSS TFM 42 B9 55 TR BE & X P EPsE
B, TAERmIZEANEREER.

« AWS Security Hub — Itk AWS RS EEIRMH AWS AR L RSN LEINE ., Security Hub Bid %2
BHTMEEN AWS BRAREHRERESLETURENRESR, BXIXEREREHNT
& , 15 # Security Hub 45 Z,

« Amazon GuardDuty — % AWS RS B RENREFRREFEEURMESEDY , REUEN
AWS Ik, THEME., RENBEEIGHEBEREM. GuardDuty JUBEHERLESAEERAE
MARRMER , kiPBIEHEEHEMMEER , 10 PCIDSS,

« AWS Audit Manager——Itt AWS fRSs RIEBIRIEE T IHEHN AWS FERER , AE{LEBRXER KR
SRFEAMTILIRENERAENF R,

AWS Global Accelerator 51 #4584

AWS £ EREMEMESAWSKEM AT AXHEE, AWSKIBRRHSANEYE LMV ARENTARKX |, X
LEHARESERK, FHESATRMSHMESERE—E, FATAK , B LUZITHREETH
Xz ELHh it B SRUMEEBNNARFNBEE, SEENENRZSNBEFOLEMEMMEL
AAXEEESHA A, FEMENATT B,

AR AWS XEMAAXMNESEE , BSH AWS 2 IREMEN,

BT X35 AWS 2 3REMIgHEZ ) |, Global Accelerator B2t T LA IhEE |, LARSBh XIS 3dE M -

- EAWS W ATARXEMY , MEXBR—MNEEECHYEEM R EENRE LT, SIEMERSE
B} , Global Accelerator &N ERIR L —HES IP ik : FAERA IPv4 it AT IP a8 &R IPv4
RUINIRSS , B MENEES IP bk F T AHEAR IEES ( WA IPv4 ik FIF A IPv6 Hittk ) o Global
Accelerator NN IP it RFIKIHE— IP FRHP A BN MEXFERME— NS IP bk, MRATFE
=P IR ERE L IP it SN &P RTMS BME XS AN — Nt R A |, ME iR RREF B
EiHkBEHTREMNE XN EERS IP it

+ Global Accelerator F£&E S EF AR RAMNIZITIAR. 2 Global Accelerator BEEZ K RIEITIRRT
0, RVAFBREREEEI S —MNTARR. XEEATLLR AWS LN AERFRES AR
AR
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https://docs.aws.amazon.com/audit-manager/latest/userguide/what-is.html
https://aws.amazon.com/about-aws/global-infrastructure/
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https://console.aws.amazon.com/servicequotas/home?region=us-east-1#!/services/globalaccelerator/quotas
https://console.aws.amazon.com/servicequotas/home?region=us-east-1#!/services/globalaccelerator/quotas
https://console.aws.amazon.com/servicequotas/home?region=us-east-1#!/services/globalaccelerator/quotas
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/elastic-ip-addresses-eip.html#using-instance-addressing-limit
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-resource-limits.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/network/load-balancer-limits.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/load-balancer-limits.html
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https://docs.aws.amazon.com/global-accelerator/latest/api/
https://aws.amazon.com/new/?whats-new-content-all.sort-by=item.additionalFields.postDateTime
https://aws.amazon.com/global-accelerator/
https://aws.amazon.com/terms/
https://forums.aws.amazon.com/forum.jspa?forumID=312
https://console.aws.amazon.com/support/home#/
https://aws.amazon.com/premiumsupport/
https://aws.amazon.com/contact-us/
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https://aws.amazon.com/blogs/networking-and-content-delivery/use-aws-global-accelerator-to-improve-application-performance/
https://aws.amazon.com/blogs/networking-and-content-delivery/best-practices-for-deployment-with-aws-global-accelerator/
https://aws.amazon.com/blogs/networking-and-content-delivery/announcing-cross-account-support-for-aws-global-accelerator/
https://aws.amazon.com/blogs/networking-and-content-delivery/accessing-an-aws-api-gateway-via-static-ip-addresses-provided-by-aws-global-accelerator/
https://aws.amazon.com/blogs/networking-and-content-delivery/aws-global-accelerator-custom-routing-with-amazon-elastic-kubernetes-service/
https://aws.amazon.com/blogs/networking-and-content-delivery/deploying-multi-region-applications-in-aws-using-aws-global-accelerator/
https://aws.amazon.com/blogs/networking-and-content-delivery/maximising-application-resiliency-with-aws-global-accelerator/
https://aws.amazon.com/blogs/networking-and-content-delivery/starting-small-with-aws-global-accelerator/
https://aws.amazon.com/blogs/networking-and-content-delivery/traffic-management-with-aws-global-accelerator/
https://aws.amazon.com/blogs/networking-and-content-delivery/analyzing-and-visualizing-aws-global-accelerator-flow-logs-using-amazon-athena-and-amazon-quicksight/
https://aws.amazon.com/blogs/networking-and-content-delivery/analyzing-and-visualizing-aws-global-accelerator-flow-logs-using-amazon-athena-and-amazon-quicksight/
https://aws.amazon.com/blogs/networking-and-content-delivery/category/networking-content-delivery/aws-global-accelerator/
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https://docs.aws.amazon.com/global-accelerator/latest/dg/cloudwatch-monitoring.html
https://docs.aws.amazon.com/global-accelerator/latest/dg/cloudwatch-monitoring.html
https://docs.aws.amazon.com/global-accelerator/latest/dg/cloudwatch-monitoring.html
https://docs.aws.amazon.com/global-accelerator/latest/dg/cross-account-resources.html
https://docs.aws.amazon.com/global-accelerator/latest/dg/cross-account-resources.html
https://docs.aws.amazon.com/global-accelerator/latest/dg/cross-account-resources.html
https://docs.aws.amazon.com/global-accelerator/latest/dg/about-endpoints-caveats.html
https://docs.aws.amazon.com/global-accelerator/latest/dg/about-endpoints-caveats.html
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https://docs.aws.amazon.com/global-accelerator/latest/dg/cross-account-resources.html
https://docs.aws.amazon.com/global-accelerator/latest/dg/cross-account-resources.html
https://docs.aws.amazon.com/global-accelerator/latest/dg/preserve-client-ip-address.regions.html
https://docs.aws.amazon.com/global-accelerator/latest/dg/preserve-client-ip-address.regions.html
https://docs.aws.amazon.com/global-accelerator/latest/dg/using-service-linked-roles.html
https://docs.aws.amazon.com/global-accelerator/latest/dg/using-service-linked-roles.html
https://docs.aws.amazon.com/global-accelerator/latest/dg/using-service-linked-roles.html
https://docs.aws.amazon.com/global-accelerator/latest/dg/about-endpoints.sipp.html
https://docs.aws.amazon.com/global-accelerator/latest/dg/about-endpoints.sipp.html
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https://docs.aws.amazon.com/global-accelerator/latest/dg/about-endpoints.html
https://docs.aws.amazon.com/global-accelerator/latest/dg/about-endpoints.html
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https://docs.aws.amazon.com/global-accelerator/latest/dg/using-service-linked-roles.html
https://docs.aws.amazon.com/global-accelerator/latest/dg/using-service-linked-roles.html
https://docs.aws.amazon.com/global-accelerator/latest/dg/using-service-linked-roles.html
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https://docs.aws.amazon.com/global-accelerator/latest/dg/limits-global-accelerator.html
https://docs.aws.amazon.com/global-accelerator/latest/dg/limits-global-accelerator.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/global-accelerator/latest/dg/global-accelerator-actions.html
https://docs.aws.amazon.com/global-accelerator/latest/dg/global-accelerator-actions.html
https://docs.aws.amazon.com/global-accelerator/latest/dg/global-accelerator-actions.html
https://docs.aws.amazon.com/global-accelerator/latest/dg/global-accelerator-actions.html
https://docs.aws.amazon.com/global-accelerator/latest/dg/what-is-global-accelerator.html
https://docs.aws.amazon.com/global-accelerator/latest/dg/what-is-global-accelerator.html
https://docs.aws.amazon.com/global-accelerator/latest/dg/what-is-global-accelerator.html
https://docs.aws.amazon.com/global-accelerator/latest/dg/what-is-global-accelerator.html
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https://docs.aws.amazon.com/global-accelerator/latest/dg/security-iam-awsmanpol-updates.html
https://docs.aws.amazon.com/global-accelerator/latest/dg/security-iam-awsmanpol-updates.html
https://docs.aws.amazon.com/global-accelerator/latest/dg/security-iam-awsmanpol-updates.html
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https://docs.aws.amazon.com/global-accelerator/latest/dg/monitoring-global-accelerator.flow-logs.html
https://docs.aws.amazon.com/global-accelerator/latest/dg/monitoring-global-accelerator.flow-logs.html
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