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https://docs.aws.amazon.com/global-accelerator/latest/api/API_RemoveEndpoints.html
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https://docs.aws.amazon.com/global-accelerator/latest/api/API_DescribeAccelerator.html
https://docs.aws.amazon.com/global-accelerator/latest/api/API_DescribeAccelerator.html
https://docs.aws.amazon.com/global-accelerator/latest/api/API_DeleteAccelerator.html
https://docs.aws.amazon.com/global-accelerator/latest/api/API_DeleteAccelerator.html
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https://docs.aws.amazon.com/global-accelerator/latest/api/API_CreateCustomRoutingAccelerator.html
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https://docs.aws.amazon.com/global-accelerator/latest/api/API_CreateCustomRoutingListener.html
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https://docs.aws.amazon.com/global-accelerator/latest/api/API_ListCustomRoutingAccelerators.html
https://docs.aws.amazon.com/global-accelerator/latest/api/API_ListCustomRoutingAccelerators.html
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https://docs.aws.amazon.com/global-accelerator/latest/api/API_DescribeCustomRoutingAccelerator.html
https://docs.aws.amazon.com/global-accelerator/latest/api/API_DescribeCustomRoutingAccelerator.html
https://docs.aws.amazon.com/global-accelerator/latest/api/API_DeleteCustomRoutingAccelerator.html
https://docs.aws.amazon.com/global-accelerator/latest/api/API_DeleteCustomRoutingAccelerator.html
https://docs.aws.amazon.com/global-accelerator/latest/api/API_DeleteCustomRoutingAccelerator.html
https://docs.aws.amazon.com/global-accelerator/latest/api/API_ListCustomRoutingPortMappings.html
https://docs.aws.amazon.com/global-accelerator/latest/api/API_ListCustomRoutingPortMappings.html
https://docs.aws.amazon.com/global-accelerator/latest/api/API_ListCustomRoutingPortMappings.html
https://docs.aws.amazon.com/global-accelerator/latest/api/API_AllowCustomRoutingTraffic.html
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ERIN Amazon BT IP #hiut5eF , BFEEM Amazon EHIZRPCER . FHRKHBKRREN

( ROA ) RiIZHILIZEN ., ROA REXEBN XFEBRMEMINE (RIR) BIENEHASH MBS

B, ROAZE IP #uteE., AFER IP #uBEMNEERESRS (ASN ) UK EIFIAH, ROA £
Amazon EHEBARSE (AS) TEF IP B,
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ROA FA&EBERN AWS KT IP #hiSEEHE AWS, B2 HIEN | SAME (P #h1kSE B 8 M7
BRI E L ( RDAP ) R AWM BEZR X509 iEH, ZEPETE—MNLEZH , AWS FHIZH4
RITEAMRENEN ETXER, THEAREHNALAEZRANETS: , HERAZZHERNBEN ETUHE#TE
Ho

DT RETHXEEBESHFALS R, Linux XEFXELSBANGS. IREFEANE
Windows , M AJ LA E)5E A F Linux B Windows F %4t LAIZ 1T Linux 889

RERNHLSR

- £1% : 8]2 ROAXNR
- 2% HIBBEA X509 UiEH
- B3F  HIBLEBRIUER

F15 . 82 ROAFTR

B2 ROA SR Amazon ASN 16509 EMmEH IP i SBE , MR HEEREBENH ASN EH IP
#hitSEE . ROA XM BEEHE AWS By /24 |P tbsit , H BEXF R K KEREN /124,

BEXREZE ROABERNEZEER |, BSRUTES , EABURT M IP it STCEMNNE :

« ARIN : ROA &R
« RIPE : &I ROA
« APNIC : BHREE

E25 BIEBZE X500 iEP
PIERBANMBEZSE X509 i+ , AEZIEHHRMNE RIR # RDAP 25, U THBRNBMARITIX
AT,

® Note
FEIXLSEA | openssl R EE OpenSSL ARA 1.0.2 SEE R,

BIEFZ N X.509 U BRI SR

1. FRUTESER— RSA 2048 U ZHF
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https://docs.microsoft.com/en-us/windows/wsl/about
https://www.arin.net/resources/rpki/roarequest.html
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openssl genrsa -out private.key 2048

2. FERAUTRSMNZBANE-NDE X509 iEH.

openssl req -new -x509 -key private.key -days 365 | tr -d "\n" > publickey.cer

LRGP | ZIEHHE 365 RKEEH , F AR ZIER/AAE, BTZHTH , FHAEN

~days BIBUREANFIENENREELINIHHE, YRERTERHATCEEN , BER

AINE.
3. REELWRR, BRUTIREM X.509 IEHEH RIR B RDAP 2%,

1. ERUTHSERILES,

cat publickey.cer

2. B2 IZMIEERMNE RIR B9 RDAP ic®., B U ERBEIESE ----- BEGIN
CERTIFICATE----- 1 [ —— END CERTIFICATE----- FHE, FTAXERNBERAEIESE

ML L, E# RDAP HEEEURT M RIR :

« T ARIN, FRAEFZLE] , ERKEUTTEN NEEENRNDHLITRTD HH

IER, FAFEFNEEARNEIRED .

« XtF RIPE , FEBERNF I “descr’F BN I EIE R 2 b 1k ST B Y “inetnum” =R “inet6num” XY &R
F, BEAERPEHREEITFHNBRNER TP THIBEXEL., BORERFNBEME

ALARERE D H LR R & E"FERF,

« XIF APNIC , @3 88 FERH-FFE B KX B helpdesk@apnic.net , SATF {5 B 7R N2 & 19 i 1k

SEE M remarks” ( &iE ) FEBHP, HHU IP i3k #y APNIC B#IERR A &40 K& B Fibf.

TR THMBEM&RE , M RIR BV KA M ERIES.

FI3IL  REZSEBEEPUER
BIRBLZZERPCER , LAY Amazon B IP #utSEE
HEMNKRRWTAR , 4, YYYYMMDD BHIZEEMNEIHI A A,

1|aws|aws-account|address-range|YYYYMMDD|SHA256 | RSAPSS

IP 41t 5T B 24X
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BIRE R RPUEENS R

1. BIBE— P HAXTEPCER , HEEEMER RN text_message WEEF , ML T RHOIFTR. A
TS, IP ihutSEE MBI BB RN EESHE,

text_message="1|aws|123456789012|203.0.113.0/24| 20191201 | SHA256 | RSAPSS"

2. FABEL-—THLENFRAR , £ text_message FXRRPCHEHRITZ R,
3. [HEBMERN signed_message WEEH , ML T REIFT R,

signed_message=$(echo $text_message | tr -d "\n" | openssl dgst -sha256 -sigopt
rsa_padding_mode:pss -sigopt rsa_pss_saltlen:-1 -sign private.key -keyform
PEM | openssl base64 |
tr -- '"+=/' '-_~'" | tr -d "\n")

A E Global Accelerator 515 A /Y ith 31F 5T F

B AWS REAMUSEE , IR REBINEHE ZMUSTE , HFEN Amazon EMiZHHUTE
E &ﬂ]‘k{'g_l.lIE/u\IE [m=) ?ﬁﬁ iﬁ’,iﬂ:)BEI o

BRAMER CLI 2 Global Accelerator API 2 ETIE it SEE, LLIhEETE AWS BHEIERARAT A,

EWMEMUTE |, HFEALT ProvisionByoipCidr 8545, --cidr-authorization-context $#
FREAELE—THEBNTE K MTAR ROAHEE,

aws globalaccelerator --region us-west-2 provision-byoip-cidr --cidr address-range --
cidr-authorization-context Message="$text_message", Signature="$signed_message"

AT 2 it 31k 36 Bl 19 7= 6l

aws globalaccelerator --region us-west-2 provision-byoip-cidr
--cidr 203.0.113.0/24
--cidr-authorization-context Message="$text_message",6Signature="$signed_message"

NEHUSEE I — MRS RE BN RAASILERE, BR | thiutSeEREEEREIM
PENDING_PROVISIONING £ N READY BEF At EA, TXMENERZUREE=-ArHE, BEX
BECMEN i SEE MRS , EFEALT ListByoipCidrs @5 :

aws globalaccelerator --region us-west-2 list-byoip-cidrs

i & 4t 3130, B 91


https://docs.aws.amazon.com/global-accelerator/latest/api/API_ProvisionByoipCidr.html
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EEF P i BEHIRSSIFK |, ES6 ByoipCidr.

ME IP 1SS , B list-byoip-cidrs JREIfY State 3 READY, a0 :

{
"ByoipCidrs": [
{
"Cidr": "203.0.113.0/24",
"State": "READY"
}
]
}

B AWS 228 it 31k 355

T i 3k IEIJ= BNAI N HtTE R, SAMNETIEE E’Jﬁﬁ’cﬂi&ﬂt” o BARRALNETE B/ it
SEEN—#a. W, EEY AWS ERitUSEE <8 , B4AFLENECHER[/ER IP itSEHE.

BAER CLI 2% Global Accelerator API EE# ( SFLLEH ) #ibSeE. LIhee7E AWS #Hl&
SRR

/A Important
£ Global Accelerator FERARY IP st 2 8] , BHEER AWS EEHREN IP iS5 E,

ESHmibutBE , FHEALT AdvertiseByoipCidr fiF o

aws globalaccelerator --region us-west-2 advertise-byoip-cidr --cidr address-range

LA 2iF3R Global Accelerator = #n #th 11t 55 B 89 Rl o

aws globalaccelerator --region us-west-2 advertise-byoip-cidr --cidr 203.0.113.0/24

BUREEERNBIEENRA | BEAT ListByoipCidrs %,

aws globalaccelerator --region us-west-2 list-byoip-cidrs
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https://docs.aws.amazon.com/global-accelerator/latest/api/API_ByoipCidr.html
https://docs.aws.amazon.com/global-accelerator/latest/api/API_AdvertiseByoipCidr.html
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B IP #itBE S , B list-byoip-cidrs JREIHR State 5y ADVERTISING, 40 :

{
"ByoipCidrs": [
{
"Cidr": "203.0.113.0/24",
"State": "ADVERTISING"
}
]
}

EFLEEMBUEE , EEMALT withdraw-byoip-cidr o

/A Important

EELEniiEE |, BLAEBREMEE MU BT 2B AR IP it kR, EEA
EHA AP BREMIBRINERR | FS 5 M R IEER,

aws globalaccelerator --region us-west-2 withdraw-byoip-cidr --cidr address-range

LA 2iF3R Global Accelerator [ #h 41t 55 B #Y R~ 6l

aws globalaccelerator --region us-west-2 withdraw-byoip-cidr
--cidr 203.0.113.0/24

HUH TR B & 3t 31t ST

EZFIETE AWS LEREN ISR | BUTEBREMEE MU b 2B ERZS IP ik #Y iniE
B HELEHRENUTE., TRXESRE , B LECETRE bt SEE .,

BABER CLI 2 Global Accelerator AP| I {ERE L E £ RBUETRE ST E .. HINBESE AWS 24l
AR,

15 MBRFTBXRERAVINERSR, EERAEH S AP RERBRINERS |, 1§25 M BRIESS.

25, FLEMITE, EFLERTE , HEMALT WithdrawByoipCidr a5 %.

aws globalaccelerator --region us-west-2 withdraw-byoip-cidr --cidr address-range

BUH AL & th 3155 93


https://docs.aws.amazon.com/global-accelerator/latest/api/API_WithdrawByoipCidr.html
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E 3, BUEMEMUSEE., EBCETESEE , B LT DeprovisionByoipCidr a5 %o

aws globalaccelerator --region us-west-2 deprovision-byoip-cidr --cidr address-range

1£ Global Accelerator ¥ BYOIP bt 5 1R ES & 6 A

SERRIES BYOIP ANt utSe B S BRIE |, B EH BYOIP IP it BlZ2 hiE2S , th AT LUK BYOIP
IP it SMEINRBFDESFEH. WRECT —MtuSBEEHE AWS |, N ATEA R NESR 2B — IP b
i, MBEERT HANUSTE , N SUEE N it STE R 8 —4 IP btk B 45 iniEEs.

BRI UEHMAIRSELUFERA —NRKZ /N BYOIP IP #hiit, BXEZES |, FSH EFRINERSELE
& IP it

F—MEEREALZ BYOIP #hit, MRF—NMNKPFEEHXZTT -GS Hth CIDR tbit |, M7EiE
FE—ANRFEA BYOIP IP bt | BRI LAMHLZR BYOIP CIDR R {Tik#R, B2 , MRBIEERE
AMANHLE BYOIP #ik , NIX it LMK EE — MK HEN CIDR. BEXEZEE , BSH &
Global Accelerator F B¢ & Bk 175 18] .

BAETZARNEAECH P it fERES IP ik 022 hniEss .

- {# Global Accelerator ##| A RIEMEE, BEXEZELR , BSRTIANA
o DIEhNiERR

« 7£ Global Celerator H 8|2 B & X #& B hiE 25

« 1£ AWS Global Accelerator &7 i1 85 K /2 i &

- £/ Global Accelerator API BIENiEEE. EXEZEE ( BIEFEH CLIKNZRH) |, §SH AWS
Global Accelerator API SZHHUTRHEA :

» CreateAccelerator

» CreateCustomRoutingAccelerator

SEEHTINIE BT LAE R P bt

53 BYOIP b3k Ei S AWS Global Accelerator I ANERESHIERA IP #bit 5 |, B o] LATE S BT INIE
25, MEAUSEE AR ARE IP thit, BEALUREAEZBESH IP it A RS EF KA AWS
Global Accelerator 249 IP b3t

¥ BYOIP ithiit 5 hniE S B & A 94


https://docs.aws.amazon.com/global-accelerator/latest/api/API_DeprovisionByoipCidr.html
https://docs.aws.amazon.com/global-accelerator/latest/api/API_CreateAccelerator.html
https://docs.aws.amazon.com/global-accelerator/latest/api/API_CreateCustomRoutingAccelerator.html
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B Amazon HERERS IP #utf5 , BRI SRS B FERAVERS IP thit , BEAMEEREH 10 X

ARITEERE, 10 KRG, FREOES IP bt R E 2| Amazon IP it HEEFEA, 2/ , MRE
EHINIERF LA BYOIP #hit B Global Accelerator 2 ELRY IP tbk | NS M Amazon IP bkt A
NIEDE—DNEHE IP ik, ETHEXRE IP it EZER | ESRMERED IP it F i,

LT 87 8RA 7 B X7 Global Accelerator # R B IP #z3ik ( BYOIP ) BYIIfEIE K IP i3t ES |
HHHTEWES IP it ERIEEEW,

WNATSE ST AR BR LAE X IP bt

EEWNIESFM IP bt |, ERBIESE  RETE IP it TIEFE - IP ik, BREAUNEE
=Y BYOIP i1k 5 Amazon IP #bibit ikt | BUR T INESR S N E#A P #ut #ITRYIRE |, KA
KEERE,

EFFtRZA , BSLERERINEREHS IP it (Y ERAEZEI,

AT B R A E R R 2R R T 72

« {#F Global Accelerator 2 H| & EHINER, EXEZEE , BSHATIRE ;
- FEETINEES
« 1£ Global Celerator F 4% B & X & H N 25

- {1 Global Accelerator API E#T %28, EXEZER (SIEFER CLIWTRHA ) |, BESH AWS
Global Accelerator API SZHHUTHZA :

» UpdateAccelerator

» UpdateCustomRoutingAccelerator

EFTINESR A E K IP ik B E R
EHIERUER—DHANEES P ke |, SFRIZATILR

o WAL ERARAEINIERES A B E R INEESH BYOIP ik, EEIE—NEFE -1 HFHA BYOIP
Mot B HNIERBS S |, ZIRBSSMBRLELEEF—/N BYOIP #iiit, {ER , A LAEFIZINESS |, F—
NEFANES IP it E N ER BYOIP bk |, & E X BYOIP it

- MBEAMEEREHWN BYOIP 84 IP bt |, N ReeFEH AP —Mtbut FEX A EH Global Accelerator
PERES IP i, FIEZLUTHEXRINESZHN BYOIP 54 IP st EX A Global Accelerator %
FeEERZs IP v E S -

o MREERMUF RN BYOIP it fahy 10 KAF/TELEDR |, N LR it ok Bl R RHY Global
Accelerator 875 IP #ilitz —, 10 XfG , [ERAVEEZ IP kiR B & Global Accelerator IP ik

B IP sk 95


https://docs.aws.amazon.com/global-accelerator/latest/api/API_UpdateAccelerator.html
https://docs.aws.amazon.com/global-accelerator/latest/api/API_UpdateCustomRoutingAccelerator.html

AWS Global Accelerator FEANGIER

HBHEEFH., 25, NREEFHIMMESZ LU BYOIP it T Global Accelerator 2 EihY IP it
Ht , MFEZ4A M Global Accelerator IP i3k 3th & 59 8 9 B — NETRY 1P ik

o BREERFA BYOIP 874 IP ik i v A Global Accelerator 7 IP i, E§F Global
Accelerator 2 ELHIFNERZ IP it SINRBF[ESFER |, B2 —NEHMNES.

o MRBHINEIRFFEAFN BYOIP tbit , M ATLUFE A — Mt ERRAFTEH BYOIP sk, ER
LB BYOIP suuted | SEAMRE SEIZNRRFAMEE, Flin , MBREEHINER[UFERAFNT
B9 BYOIP #tbib |, MIiX L1t 31k 23R B & E 7R | Global Accelerator B9 [E BYOIP #sitSEE o

« MREEETEKF BYOIP st , MEFEFIRESAERDS P thub et | RTLAGE A BESIK P it

s E—TEERBRT , ¥EEH BYOIP #b3tET |, Global Accelerator AIREEEE it Amazon 875 IP i
W XBEFRERITEREH. REEUTERT , Amazon 8745 IP it F 2 ZF R &M : 1) EEH M
REEH BYOIP 875 IPv4 Ho ik BUGE FI ELAIK = s B9 BYOIP ettt ( ENESTKA BYOIP #hik ) ; 2) &
85 FHE-ANEA IP ik B Amazon i,

MRIBFAEE N Amazon B2 IP shut | W AT LARE 22 BTHY Amazon IP it | BEIIRRBEN
BB 10 X, MMRBIMEF N , SEITIESFIEE FERKA Amazon IP ik, B2 , £ 10 X2
J& , Amazon IP thit SRR EI A AR IP thutith | H BFTEIRE,

REEA IP it B

ERE B INIESEFERKM Amazon IP tbit | FHITUTIRE :

« FIEB[FHNERN BYOIP B4 IP it ( BEFEER N Hbd ) .

WMARB (T EFET |, Global Accelerator 12 F k& RKH Amazon 84S IP bk,

B IP sk 96
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£ AWS Global Accelerator FIREBZE P iy IP bk

R B FifH 8 AWS Global Accelerator B i IP thit (i TIEUR F IR SBEBN KRS, BRAEFIR IP
HIHREE , BEASEEERINBESNRERREFHNIR IP #hit,

BEMBRAMESR LR S[BAREETF IR P ik, FoERSRE =MRBE AR AEE ANRE
BRREFTFHAR P it SARFARIEER. Amazon EC2 RAIMHERREEN MK AT EE
o NTHAMANBRFHBAFSR IP it RENBERREF - LERNRH,. AXESEE , BS
B EBES R IP bl R B ShRERY He IR IR Ko

AR, WTFL T S3EA | Global Accelerator T X R ZEE i IP #dk :

« AR EANMEATITER
o R IP bt

BARH[ABRWFAER , FSFEX AIADI I03R 25 vm = B FOR A 3R

AEN

» Global Accelerator F{RE & F i |P 3t 31k #9 4 W) 0 BR

o WREBESU IP i iE s ER

« F0a[4E AWS Global Accelerator F{R B % F i P it

- B IP iR B MRS

- BRI IP it REEEN ENI 22 HNSEKE
- BEEF IP iR EWEEM iR R

Global Accelerator F{R BB & Fuw [P ik &Y & N F0 FR &

1£ AWS Global Accelerator FERFERAEFFim IP tbut R EIheeERt | B EE LT /ENRPE &I,
TTRIARINEFim 1P bt fREBIHEERT |, BEB LT E :
s EERAMREHATHRERERAIREE,E IP iS22 , EHEENMELENLZLEE

(plmnz£d ) , MEEATFIRFIERAFEF IP thit,

o BUBESTE AWS WAF FEEIZE g IP bt , & T2 Global Accelerator IP #siit, ¥ Global
Accelerator Bt B N R E &% IP it 75 A AWS WAF FRLER B N AR F ARG E M ERZR (X
LeiE 323 IER B Global Accelerator ) , & i IP it & & R1E AWS WAF #,

T AR 97
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« ¥ Global Accelerator B9FFE AWS XiE X EFEFim IP it REIIEE. BEXRZXEFEMN XiFgH 5!
= , S HAWS Global Accelerator Z3FH AWS X1,

BIEFIERRE , MUANBER TENZFENRILASAET K P titRE. RERNSAEF R IP #hikfR
HHUR T im RRHE -

« 7£ Global Accelerator FEREIO BN N ARFARIESEHSEN RN , FINERSRIABAE
P IP R, ELIZEMMESR[ET SUERZRZEI |, o] LAER S RB IR

« 7£ Global Accelerator FERAZ N AREF MEIEIFRN EC2 KHIN |, ImRIBLBRAEF K IP it
RE,

 1£ Global Accelerator RN E RS HNME A EERFERN RN , BRATBEHEEF I IP it
RE,

FERUTSEM

- RN ARFAESERN EC2 XAKRLBERE /K IP it RE, N TRLERR , BREEAZE
Hlo

- EH AWS BHACIBRFMNERN , N TNABRFARYESRES , ‘B IP iR E ETER AL
FEARS,. WTHAELZLEANMENFEERHR , ZEMBRINETFAESARS. FNwaE , &
A LARE A BB 30X Lo v R V< PP i IP b iiE R B89k I

- £/ AWS CLI 5 API I2EQI B INER B RIEE T i IP iR B ETA , LU TREF K IP i
IR B ERINRE
- HREBRMHNARFASYERSEARASHAEF R IP iR E,

- TEZSANNEAFEEERERRATEHAE, T IP it {RE,

NTRENIESR , BALLRFERRT K IP iR E RN iR REBERIREZ i 1P ik iR S
i, RENNARFABREERELATUARRIFTHNAEFABIERRE]L. BERRIFTHI , &
MNBRVWERITUATERE , FREMNABRREBESEBIRBETS R IP it RS

- WTFHERLANINENABRFARIERIMNEARIIERIHK , 155 M Global Accelerator 7 M
— NN MHERENEENAETESRES , HERESAETFR IP #it{RE. AFRAREIRIHN
B, BRENTEEEFE IP it REBNEN AR ERZSEHEBINEFTE, IR IP bt {REB THEE
B9 =S.
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« WTFIMEREME IP #hitis 2 "‘—JJ«)\HMLE’%%E‘JE’E%F i P ot {REE ThEERY EC2 ;’-ﬁﬂlﬁﬁ, Lo
H %@ Global Accelerator }?J'@le] EC2 Xflmm= , AR RBRSNNE |, FREMNHEM IP Hitis
HEB T EC2 LAl S,

BXHSTERIES , FERERESUERE iR P iR E Ihee,

IHEZBEFUE IP it iy SR ER

FRAEFRKIP it REIENIERRBE - EHENER, > LN LA TRARFASRIESE
2. HERLENMENEIIEREN Amazon EC2 LIk Big s , BAEBFAT HHEANEECER,
BHE M HINES ViR QURAREEF iR IP bit,

AHNNETEERMINERE SR P it RENENIRSEXRNVFEREE. BREILSECERNE
B, B2 REX AR IE R s LAY R R E R

AN, BREFR IP it RENFEXERNESEE , BEHEEE " P it REZHEER ENI
ZE AN REXEK,

MREITEFERAEFim IP R B ThEE |, BR 7 X Global Accelerator A im S Y BARERSN | [
Global Accelerator 7 i S B AR EF Z LA TE,

M P Ik

Global Accelerator FREYGEME IP #hitim R A ZEEFiE IP it RE,
PR 4% $h 25 15 1 25 Uik

MR EFBTE Global Accelerator FIR MM B A E B R R REN KN BEATF R IP hitRE | &
ABEUTRRFAZFE iR IP it {fREIhae

- THREANMEATITESR

- TERSHBZSAEET TLS MITSMNE ARSI

- TERSHBZSEAXHE EC2 BFRHIT IPv4 B IPv6 B9 NAT iR M & A9 H 88

A W TFREHnEIESE  REBHRENBZAEIEHRNVTE— VPC Frt , IFXHEFin IP it
HHREBINEE, REMLMBEZMNME AR IGEEFRE B 5.

EMMEER

RNTXEZEFIE IP iR EINEE |, Global Accelerator 21E &R AWS MK halZE R M 4&EN |
BNMNFERANFNEBE —NEMEMEZEO, BX Global Acccelerator ZN{a/fE MMM EEOMNE
ZER , BFSREEE /N IP it REINEER ENI MlZ AN HESKE,

B IP iR E R ER 99
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BB FRPH IR

B O] LAEF Global Accelerator M AR A ITHEE. MEMFHEEHI[IIFALE FHHAH EC2 3£
Bl¥ER B¥R , BEXATFEEBNMMXEZITERSMN VPCo, BXEZEER |, B5SHE AWS Global
Accelerator FYZ € VPC E#,

BRNRESER , MBEEBREFREXA Global Accelerator 4&3% |, A E FM, AL, HHEENE
LMEBMBAWZEAHMN  UFERAYRIELN ARFNRE.

FEPE IP bR IR R FHIR

HEERMREATRFREBRAIRERT K IP HUNKRRZH , FRREFMELENLZLEE
(Bltnz£4d )  LEEATIRPIEAFE iR IP thit, MEIHRIEESIIER (ACL ) MGERT
HO (B ) RE. MREFEMEAD (AW ) RE , WLAERLZE4H,

BB M %15 E =%l 5]k (ACL )

EMERE EBAEF IR IP it RE |, 5EHN VPC FRREMMNE ACLFERATHAO (L)
HE, BR , EAFFREET Global Accelerator i , %AV ACL BLE N AR H g0,

Flan | BERGERIERRE QB TCP A UDP & F imi&iT Global Accelerator £ i = |, 55 %
AW FMERF A TCP = UDP # 0 ( #%O5EE 1024-65535 , B4% 0.0.0.0/0 ) S
RIPR 4% ACL M5B, B , BIERPTERAY ASEMN ( & 058/ 1024-65535 , & 0.0.0.0/0 )

NTFEEEM WAF BEEEUTEDR

« A AWS WAF FN 2 ARRIPE RO —AKNThEE, Hlin , 5EH Amazon EC2 SE45IH]
NARFAFEESRRENALZ AT A SR EIZE P ig Al LUBS Global Accelerator &1
B BFriwmO |, Hla0 HTTP BYiw O 80 = HTTPS #Y 443 i O,

. Amazon EC2 kL2 AERTREXRMINEMARE , 2FEK B Global Accelerator iR E A K
BB E LB RN P ik,

w{al7£ AWS Global Accelerator H{R B ZE iR IP bk

X F Amazon EC2 356, MXMFITE RN AEFREBER , AWS Global Accelerator LA E#Y
FRREFFIHAVR P itk
« T EC2RPlimR , 2NMBEREREE T IWAY IP i,

s WTFEEEF IP it {RE e M E AEF T ESFH S , Global Accelerator 5™ & S & FH
£, BRI IP AP I EFRARFFIRN IP it |, MEEHNNARFTLBEE,

WATR B & i 1P it 700


https://docs.aws.amazon.com/vpc/latest/userguide/VPC_Internet_Gateway.html
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s WTFEEEFK IP it RE NN AR AEEESRH S , Global Accelerator 5N AR fAEE
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POCERIEREIE, HiEREITHEN , RENBERREGEMMNEEH TR, £ERATHE 4R
RN BMMES, Fla0 , BRI AMNESFER G EHDAENFT | XEFTMRONN AWS i858
R ( BFB&RAEY) FHamK.

UTRETEIANNERNEREERS T
« BEEWNMNREE IP bt P EH Mt FTCEARE ( AIW0 ProcessedBytesOut ) , SARIFZA DNS

BEERAIER.

- EEAFPRENHESIARER , AEBREDPESORARMRE (Sl , JLEFILE ) HLKFRE (H
IMEARFTHENERILE ) . NEEWRES , IHEFE ProcessedBytesin I ProcessedBytesOut 1§
¥R, H G4 E DestinationEdge 1 SourceRegion ®E NS EE-

- EEMEBPETRRATENHRIBE , HBEEEINETHLR[IH, MREERERKI
H, INTHEREREHSLEABDNEN R LAFNER. NEELEER , BEFER
UnhealthyEndpointCount AR 4 E Accelerator, Listener 1 EndpointGroup.

BEERATENINZESER CloudWatch F8¥rR

O] LAEA CloudWatch #2#l& 3 AWS CLI & HiE2FHY CloudWatch 1E#r, TEIRFAFH | XLIEIR
ERANEERRKR, IRMREFDLETEIRSHEEEZWER , NEZERERLE REES,

B ERFEFHER AWS CLI EFXE RSP (BB M ) X8+ Global Accelerator By
CloudWatch 1E#5. £/ AWS CLI Bt , FBEIMAUTSHNEN T TEEEZERD (BHNMN ) X
B : --region us-west-2,

EF M CloudWatch &5 &EEEF , HIRE (Amazon CloudWatcer A IERE) TS RIEIE |, Hik
% GlobalAccelerator T Bz A, WMFE T RiFE , BSREF 1 AR,

5/ AWS CLI ZREUEMRI ST B3R
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FEALLT get-metric-statistics SR IREUE E IS M4 EN ST HIE, BE= CloudWatch HARRE4EE
WERKE —AEMA — NN IER, BLEEFERARTNATNEEASRREITHE. BLTIEEL
BISmsERNE —%E,

THHNRAIGE T HI GRS S0 HEENMNIER (NA) BREEANTT B

aws cloudwatch get-metric-statistics --namespace AWS/GlobalAccelerator \
--metric-name ProcessedBytesIn \

--region us-west-2 \

--statistics Sum --period 60 \

--dimensions Name=Acceleratoxr,Value=1234abcd-abcd-1234-abcd-1234abcdefgh
Name=DestinationEdge,Value=NA \

--start-time 2019-12-18T20:00:00Z --end-time 2019-12-18T21:00:00Z

THEHRZBTHRARHE

{
"Label": "ProcessedBytesIn",
"Datapoints": [
{

"Timestamp": "2019-12-18T20:45:00Z2",
"Sum": 2410870.0,
"Unit": "Bytes"

I

{
"Timestamp": "2019-12-18T20:47:00Z",
"Sum": 0.0,
"Unit": "Bytes"

},

{
"Timestamp": "2019-12-18T20:46:00Z",
"Sum": 0.0,
"Unit": "Bytes"

I

{
"Timestamp": "2019-12-18T20:42:00Z2",
"Sum": 1560.0,
"Unit": "Bytes"

},

{

"Timestamp": "2019-12-18T20:48:00Z2",
"Sum": 0.0,
"Unit": "Bytes"

EEEHTEHIESEN CloudWatch 3R 120
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},

{
"Timestamp": "2019-12-18T20:43:00Z",
"Sum": 1343.0,
"Unit": "Bytes"

.

{
"Timestamp": "2019-12-18T20:49:00Z2",
"Sum": 0.0,
"Unit": "Bytes"

},

{
"Timestamp": "2019-12-18T20:44:00Z",
"Sum": 35791560.0,
"Unit": "Bytes"

}

£ AWS Global Accelerator F & M H 7 B &

T B E AR GFIEIE AWS Global Accelerator F#ZR A it B INRBFAHWMKIZOH IP i RENE .
AEEBIERAME Amazon S3 , SR BER , BALEEFRENEFTEHVEIRE,

® Note

B ERFEFHER AWS CLI EFXE RSP ( HEX M ) XiZH Global Accelerator By
CloudWatch £ M B&, A AWS CLI B , BEEIMAR TS BRI EN G SIEEXE AL
(BBXM ) X : --region us-west-2,

MESAHPELBFSES. Hl, BUNFERERERIAR[UNRE |, X R R ATH B E2 M
[REEFEHRARESAAN, EEAJUERARESENRETERENIEEN K ]NRE,

RAFZLERRKKRENRBAEPFHINER. SMCIRBRBERREOFHEFE 5 THHWMER. 5 td
R—HS5ANTENE , BTEE IPRNIR. BAENDIN. BIREQR—BSENE |, FiX R ERR
,.J\Hb’z%é”?z iﬂﬁ REBEAARATIER. BREOSEKN 1 78, EHER , BEN K MIME
AR TEI#H—R, BEELBITHEH —IR.

£ AR B AR 2 YE CloudWatch Logs %A |, BIff A & BE#E A M El Amazon S3, BEXEZEE , 25
% Amazon CloudWatch EM TTH £ AEEIM <N EHERF,

i
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® Tip
$F Amazon Athena 1 Amazon QuickSight 5 Global Accelerator 7 A EHEESER |, A
DB EBRNARFNALDAMREIE, RAZLFE , ARRET #A - W65 e SN A
BF. ETHESEER , BSHLT AWS & X E : Analyzing and visualizing AWS Global
Accelerator flow logs using Amazon Athena and Amazon QuickSight,

AEN

- BRANRBEXRME Amazon S3 K ThEE
« 4 Amazon S3 H#YA A Fid R

« fm B &K E Amazon S3

« BEXHERETE

- REFRBFRIBZE

B AR B E &% 2 Amazon S3 FYIhEE

Ef AWS Global Accelerator FERAR AL , BHTHEFHIHNI R, AENHETCETRHTEE
Amazon S3 FEEANEZENEN TR , J«XETH&E*ﬂlﬁIﬂ FAE,

£ AWS Global Accelerator # E AR B EN SR

1. £ AWS Ik R 7R B EB1E Amazon S3 FfEME,

2. NEBHAARBEN AWS AFRARMFAEN IAM K&, BXEZER , B50 BT REELHE
Amazon S3 Y IAM &6,

3. HALEEAEXHHERAN Amazon S3 FHEEMMBIRIZITUAT AWS CLI &% :

aws globalaccelerator update-accelerator-attributes

--accelerator-arn
arn:aws:globalaccelerator::012345678901:accelerator/1234abcd-abcd-1234-
abcd-1234abcdefgh

--region us-west-2

--flow-logs-enabled

--flow-logs-s3-bucket s3-bucket-name

--flow-logs-s3-prefix s3-bucket-prefix

illg
E::
S
m
ot
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https://aws.amazon.com/blogs/networking-and-content-delivery/analyzing-and-visualizing-aws-global-accelerator-flow-logs-using-amazon-athena-and-amazon-quicksight/
https://aws.amazon.com/blogs/networking-and-content-delivery/analyzing-and-visualizing-aws-global-accelerator-flow-logs-using-amazon-athena-and-amazon-quicksight/
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A Amazon S3 HHYFA HEIE R

AEXHRERMF. NREMEM Amazon S3 BHI ST FRXEREXH , MR ERTHRES , 5B
MERKRBABRIEFR, MRETHXEXH , WLANERITHRESTEREERATILR,

AR BE XM E| Amazon S3

&% E| Amazon S3 BJ AWS Global Accelerator it B & X m BBIEEMINE S3 F#EM. mAXTICH
FEABEFEEPEFHEN —RY B EXHFTR,

E0|2 A TR BER Amazon S3 &4 , i5Z 5 (Amazon Simple Storage Service FAF{E/) &
W BIEBE — 1 S3 Fl .

i B & XA

RASHERBEER , SENSHRN BTN , REER 5 784K B S RHE Amazon S3 f76#
B, RN , BENHE 5 7#HEA—R , A AN AZXHEEHE L5 T HRNIZER P ik

MEMR B FIEF,.

AR RAXHFRNA 75 MB, MR BEXHE 5 7 HHRINERSXFRDRE , RESKFLE
EEPRMRBFTIET , FERKTHE S3 F#E , RSt —NHi A&,

AR RREREER Amazon S3 FMM , AEABARBESH ID. XERHEGE B HREN 4R
S, FEBMHEREHERLTER

s3-bucket_name/s3-bucket-prefix/AWSLogs/aws_account_id/globalaccelerator/region/yyyy/
mm/dd/

E# , REEXHBBERAEN ID, KERECIEZBBNMERE, XHEBEAULTHER :

aws_account_id_globalaccelerator_accelerator_id_flow_log_id_timestamp_hash.log.gz

FEBUTAEXRBS XN XHERM B EHNER

o BTEIBEA YYYYMMDDTHHMMZ =,

o MREH SIFEHMAIBREBERTL (/) , WAEXHFHEBXUREWFIENRIT (/1) , WP
N

s3-bucket_name//AWSLogs/aws_account_id

AR BEIE R 123


https://docs.aws.amazon.com/AmazonS3/latest/gsg/CreatingABucket.html
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UTRBIERT AWS K 123456789012 F UTC BtiRl 2018 £ 11 A 23 H 00:05 7 ID 9
1234abcd-abcd-1234-abcd-1234abcdefgh BYNERES B E A7 B FRHY B RSB ST R 41 3L
#HE,

amzn-s3-demo-bucket/prefix1l/AWSLogs/123456789012/globalaccelerator/us-
west-2/2018/11/23/123456789012_globalaccelerator_1234abcd-abcd-1234-
abcd-1234abcdefgh_20181123T0005Z_1fb1234.1l0g.gz

BANANRBEXHTEEESE 5 THIERNRERE
Bl : client_ip., client_port, accelerator_ip, accelerator_port, protocol, EEH
EBNVFAERBEXYE , BEHK accelerator_id MEM account_id SCEMS%E,

AT SR BEAHE Amazon S3 Y IAM A&

IAM E4K ( Fla | IAM BRI, ) HAEE ZBHNNRST SR A E XM E Amazon S3 7
W&o |IAM REE AN BELLT IR :

"Version": "2012-10-17",
"Statement": [
{

"Sid": "DeliverlLogs",

"Effect": "Allow",

"Action": [
"logs:CreatelLogDelivery",
"logs:DeletelLogDelivery"

1,

"Resource": "*"

"Sid": "AllowGlobalAcceleratorService",
"Effect": "Allow",
"Action": [

"globalaccelerator:*"

1,

"Resource": "*"

"Sid": "s3Perms",

"Effect": "Allow",

"Action": [
"s3:GetBucketPolicy",

% % Amazon S3 124
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"s3:PutBucketPolicy"
1,

"Resource": "*"

3457 B EB Amazon S3 ZE @R

BIABERT , Amazon S3 FREBUREPIENNRBRELEN, ABFFERBAETES LR FER
MERFHEROXNR, T3 , FEBAEE T LUER HE 1 7] KR 0] H A5 RN A 5 &% TR R R

MRGBRBESHAFHEFERE  BRS2BAFEBMINATRRE , URFRASHEERBIF
fi R Y AR

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AWSLogDeliveryWrite",
"Effect": "Allow",
"Principal": {"Service": "delivery.logs.amazonaws.com"},
"Action": "s3:PutObject",
"Resource": "arn:aws:s3:::bucket_name/optional_folder/AWSLogs/account_id/
xu
"Condition": {"StringEquals": {"s3:x-amz-acl": "bucket-owner-full-
control"}}
1,
{
"Sid": "AWSLogDeliveryAclCheck",
"Effect": "Allow",
"Principal": {"Service": "delivery.logs.amazonaws.com"},
"Action": "s3:GetBucketAcl",
"Resource": "arn:aws:s3:::bucket_name"
}
]
}

MRCBRAENAFTHETHER , WXBFHWH GetBucketPolicy M PutBucketPolicy
R, RAFZABRESRAK, EXTERT , ZEBAEELNF N LRRBRMEFEME
HEERAEQNEEN AWS IKF ID, BXEZER , ZH (Amazon Simple Storage Service A

&% Amazon S3 125
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FIE®) PHER Amazon S3 BEIARMEFEERE., WRFHEBMNSNKFBERRAS | NI
Resource JTERZBERMEITNIKFH AWSLogDeliveryWrite KBS,

Bt | LT EER A AWS K 123123123123 Fl 456456456456 557 B &% %% log-
bucket F#EFH flow-logs XHFXHF,

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "AWSLogDeliveryWrite",

"Effect": "Allow",

"Principal": {"Service": "delivery.logs.amazonaws.com"},

"Action": "s3:PutObject",

"Resource": [
"arn:aws:s3:::log-bucket/flow-logs/AWSLogs/123123123123/*",
"arn:aws:s3:::log-bucket/flow-logs/AWSLogs/456456456456/*"
1,

"Condition": {"StringEquals": {"s3:x-amz-acl": "bucket-owner-full-

control"}}
1,
{

"Sid": "AWSLogDeliveryAclCheck",

"Effect": "Allow",

"Principal": {"Service": "delivery.logs.amazonaws.com"},

"Action": "s3:GetBucketAcl",

"Resource": "arn:aws:s3:::log-bucket"

}
]
}
® Note

BIMNBWED B EERERS AR (MAREDN AWS IKF ARN ) 85
AwWSLogDeliveryAclCheck Hl AWSLogDeliveryWrite X FR,

5 SSE-KMS ML e FEARNSFEN CMK 2K

MREAEEZEFEEN CMK B AWS KMS EE#4R ( SSE-KMS ) 7 Amazon S3 FERE A T ik
SERIHINE |, MABFUTARRME CMK WEBHABES , UERBETUN BEXGEATHE,
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{
"Sid": "Allow AWS Global Accelerator Flow Logs to use the key",
"Effect": "Allow",
"Principal": {
"Service": [
"delivery.logs.amazonaws.com"
]
1,
"Action": "kms:GenerateDataKey*",
"Resource": "*"
}

Amazon S3 HE&E IR

BRY BRENFEBREE 2 , Amazon S3 ERAARIEEIFIR (ACL ) EEN R A SIEN BEXHH

HE. BIMBERT , FHEBEEENSMNAEXHES FULL_CONTROL R, MR AEEHAEE

E7aRAaETE  WRENRR, BSEMIKS EB READ M WRITE MR, BXESER , F5H
{Amazon Simple Storage Service AF¥g§r) HHILRIIESIFIFR (ACL ) BER,

B 7 3 4 4% %1 B[]

AWS Global Accelerator 8/Mf & Z A A B EFHINERRRIBORBEN G, —RME , RAENXHF
BEBRMRBELENBEANKBINIERNIEE, Global Accelerator BEAE AEPFIEREH X
E R — NN RRZE R A B E XL E Amazon S3 @, R ERNNELSFTER
EXHZBEAERNAERKIA 24 /MY, HHEFKBIERSE , Global Accelerator 2F EMREREHE X4
BOFEBERRERBIEN BN E ( AR 4% 5% B EMetE ) B BEX S,

12 B E AT, Global Accelerator &1 B A XA RE AT E RN EIE R ATEL &L S Z S
EEEEE.

Global Accelerator 728 A HEIERKERAW/NNRF AT EibtE i HEX M, BELIRE—
LEE 8] 2 BT Y B &30

53

£

(@ Note
R M EDZ A AP ERENINEDR | ERF2WBZHBBEMR B S,

B &3 AT E 127
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i B ERIEFKEE

MEASERRUAZK DB TR , RANTHER

<version> <aws_account_id> <accelerator_id> <client_ip>
<client_port> <accelerator_ip> <accelerator_port> <endpoint_ip>
<endpoint_port> <protocol> <ip_address_type> <packets>

<bytes> <start_time> <end_time> <action> <log-status>
<globalaccelerator_source_ip> <globalaccelerator_source_port>
<endpoint_region> <globalaccelerator_region> <direction> <vpc_id>

WA 1.0 X F2IE VPC FRiREF vpe_ide MRAS 2.0 8= ( 24F vpc_id ) 27 Global Accelerator
BER T &P IP it R &0 iR R KX RER £ K.

TRERT HKBEZEEHENFR,

FE #iR

version 7t B &R A,
aws_accou L EEH AWS IKF 1D,
nt_id

accelerat BieRERENINRSZM ID,
or_id

client_ip JR IPv4 =% IPV6 ik,
client_port TR 0o

accelerat DIRZSHY IP b,
or_ip

accelerat JIIBE =T Op A
or_port

endpoint_ip REN B R IP ik,

endpoint_ TREN B FRiwO,
port

FBFIBFIEE 128



AWS Global Accelerator

FRARER

FE
protocol

ip_addres
s_type

packets

bytes
start_time
end_time

action

log-status

globalacc
elerator_
source_ip

globalacc
elerator_
source_port

endpoint_
region

iR

MEN IANA HUiRE. BXEZEE

HSE DB/ Internet MRS o

IPv4 = IPv6,

BREOPRANBECSNSE, SBESHENO(F) &
A, BERREOPFE R ZA @ ENHEZ,
HBREOPERNFTH

HWIRE QS IRETE , A Unix I,
HWIRE QLS RAETE , KA Unix BBV,

ERERKRIVIRE :

, AL TFIEBIR

ACCEPT : Z£ MK ACL A FICKWARE, ZEHRHL N ACCEPT,

D WmBENB ,.,\13%%?&.5\ :

OK : BIRE1E E 12 F % E B 7.

SKIPDATA : HRREAOHHE 7T —E£H BERIEHK, XAEE

EPRFIHALE IR,

Global Accelerator M4ZZOFERAY IP thit, MEFH T EF IR

M ERRERN (EFH) o

BREZER,

RERANFERHTE

IP #h 3 fREE |

&2 £ AWS Global Accelerator F{REZ =i IP ik,

Global Accelerator WE#OFERAN KO, RBERATEF K
WERENO(F),

BREZER B

IP st fREE , 0

2 1 AWS Global Accelerator PR E & i IP Hbiit,

i RFTTERY AWS X1,

B FLRIEE

129
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FER iR

globalacc EXNERH#TLENLELER (BEAR) . SMEEIRBYHRE=EANTE
elerator_ WRBM—NMNMEESBENBRFAK , §la0 DFW3, =NFERIZEE X M4BT
region TRNENNFNWERMZN2INFREB. (XEEEFKRATERER. )
direction FHEHME. TR A Global Accelerator F4& ( INGRESS ) =i [E & F i

( EGRESS ) % &

vpc_id VPC #R1R%F. 3 Global Accelerator [A/8 A T & i IP it R & Ry ik RUKIE
REN , RFEERZE 2.0 RAEH,

MRENFRAEATHERS , NN ZREER—N"HFS,

£ AWS CloudTrail id % AWS Global Accelerator API & A

AWS Global Accelerator 5 AWS CloudTrail ££5% , f5%& =2 7E Global Accelerator FiEFHAF. A&
AWS RS FTITIRERIBRSS . CloudTrail J¥3% Global Accelerator BIFTE AP A REERNEHHI |
‘@IEXK B Global Accelerator 12 &5 8B A MXT Global Accelerator API BV EE A, WREBIEIR
ER , M ATLAAE CloudTrail E#1F4:4& 3% B Amazon S3 Z&4# ( ‘23 Global Accelerator WEH# ) . &0
RETEBRE , M{BAE CloudTrail BHI &K EH4FELIEE FEEEHEML

ETHAEX CloudTrall WEZEE , 55 AWS CloudTrail AFEE,

CloudTrail 8 Global Accelerator E &

EE0E AWS K et | fFEiZK S LB A CloudTrail, 2 Global Accelerator & &£ 5ENET | iZ5EDN
2R CloudTrail B4 |, HEHM AWS REEH —RREFEEEHFHLIERH, BATLTE AWS Ik
PREE, BENTEEHENY., BXEZEL , F2HEH CloudTrall EH4H FRicZFEESEH,

EF&I0R AWS IKF R EH (21 Global Accelerator WS4 ) |, BRIZRE. BYR

¥R , CloudTrail AI¥ H & X #4535 E Amazon S3 . BRINERT , 2SI & P RIZRERICRAE
WIRERIERNATIEXE, LRERIERE AWS 2 XPRBRZRAEXEPNES , HEAEXHEEE
BIEE W Simple Storage Service (Amazon S3) &M, WAL , B R EHAM AWS RS , #—F 5
#7E CloudTrail BEFRENEHHBEHXEITH. BEXEZER , BSHEUTER :

o« B2 IR ERBLHA
 CloudTrail X #H RS FE K
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html#cloudtrail-aws-service-specific-topics-integrations
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A CloudTrail it & Amazon SNS & Al
« MZAXEEW CloudTrail B EXHFM ZANK F UK CloudTrail B &4

CloudTrail i2%Ff& Global Accelerator #4E , AWS Global Accelerator APl S Z 48 7 X gk,
f5l3n | ¥t CreateAccelerator, ListAccelerators #l UpdateAccelerator ?ﬁ%fﬁﬂﬁﬂﬁﬁﬁﬁﬁ:
CloudTrail BEXHAREREKE

BIMEHFBLEKFEHETEEXRERBERNARGE. SHCREHTEBREATAR

- ERRERBAFEILERZ AWS Identity and Access Management (IAM) f P &EIER HEY
- BREFAACERKRESHAFPNIBRNZLEIERHN
- BREEHHEM AWS RF A H

BXEZEER , 55 H CloudTrail userldentity 7TT#,

HEEH/FELILFKHPEE Global Accelerator H44F

CloudTrail AJiL&R7E Event history ( A RIER ) PEFERHMEH. EEFE Global Accelerator API
BREYG  BXTERHFH AN XFEFRPEEZEE (BBNMN ). BXESZER , F2H
{AWS CloudTrail AF#EmM) FHEMA CloudTraill EHHELIEREETEEN,

T f# Global Accelerator B EX 4% H

RIRR—MEE , AT HEMEN BEXHEERBIEERN Amazon S3 F#EfE. &4 JSON X
CloudTrail BEXHHHEE —IMRZNMAERB, —PMAERBERTIRAFMEN—NER , HEEF
KATBERNBRENEE , WEMSHUARREN BANEZF, CloudTrail BEXHFF R APl B H
MAEFHERRE , BT BEMSEIRFE R

TEHHRHAERT — CloudTrail B&E%H , EFEELLT Global Accelerator #4E :

o BIH—NIKFHIINESS - eventName 7 ListAccelerators,
- BIEMITES : eventName 7§ Createlistener,

o EH{IITES : eventName  UpdatelListener,

o ¥RIITES - eventName 7§ Describelistener,

o FIH—KFRIIITES - eventName 79 ListListeners.

o MIBR{IYTES : eventName  DeletelListener,
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/getting_notifications_top_level.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/global-accelerator/latest/api/Welcome.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
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"Records": [
{
"eventVersion": "1.05",
"userIdentity": {
"type": "IAMUser",
"principalId": "A1B2C3D4ESF6G7EXAMPLE",
"arn": "arn:aws:iam::111122223333:user/smithj",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2018-11-17T21:02:36Z"
.
"sessionIssuer": {
"type": "Role",
"principalId": "A1B2C3D4E5F6G7EXAMPLE",
"arn": "arn:aws:iam::111122223333:user/smithj",
"accountId": "111122223333",
"userName": "smithj"

}
1,
"eventTime": "2018-11-17T21:03:14Z",
"eventSource": "globalaccelerator.amazonaws.com",
"eventName": "ListAccelerators",
"awsRegion": "us-west-2",
"sourceIPAddress": "192.0.2.50",
"userAgent": "aws-cli/1.16.34 Python/2.7.10 Darwin/16.7.0 botocore/1.12.24",
"requestParameters": null,
"responseElements": null,
"requestID": "083cae81-28ab-4a66-862f-096elexample",
"eventID": "fe8blcl3-8757-4c73-b842-fe2a3example”,
"eventType": "AwsApiCall",
"recipientAccountId": "111122223333"

"eventVersion": "1.05",
"userIdentity": {
"type": "IAMUser",
"principalId": "A1B2C3D4E5F6G7EXAMPLE",
"arn": "arn:aws:iam::111122223333:user/smithj",
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"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2018-11-17T21:02:36Z"
},
"sessionIssuer": {
"type": "Role",
"principalId": "A1B2C3D4ES5F6G7EXAMPLE",
"arn": "arn:aws:iam::111122223333:user/smithj",
"accountId": "111122223333",

"userName": "smithj"
}
}
I
"eventTime": "2018-11-17T21:04:497",
"eventSource": "globalaccelerator.amazonaws.com",
"eventName": "CreatelListener",
"awsRegion": "us-west-2",

"sourceIPAddress": "192.0.2.50",
"userAgent": "aws-cli/1.16.34 Python/2.7.10 Darwin/16.7.0 botocore/1.12.24",
"requestParameters": {
"acceleratorArn":
"arn:aws:globalaccelerator::111122223333:accelerator/0339bfd6-13bc-4d45-
all4-5d7fexample",
"portRanges": [
{
"fromPort": 80,
"toPort": 80
}
1,
"protocol": "TCP"
I
"responseElements": {
"listener": {
"listenerArn":
"arn:aws:globalaccelerator::111122223333:accelerator/0339bfd6-13bc-4d45-
all4-5d7fexample/listener/abcdel234",
"portRanges": [
{
"fromPort": 80,
"toPort": 80
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1,
"protocol": "TCP",
"clientAffinity": "NONE"

}
},
"requestID": "6090509a-5a97-4be6-8eb6a-7d73example”,
"eventID": "9cab44ef-0777-41e6-838f-f249example”,
"eventType": "AwsApiCall",
"recipientAccountId": "111122223333"

"eventVersion": "1.05",
"userIdentity": {
"type": "IAMUser",
"principalId": "A1B2C3D4E5F6G7EXAMPLE",
"arn": "arn:aws:iam::111122223333:user/smithj",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2018-11-17T21:02:36Z"
},
"sessionIssuer": {
"type": "Role",
"principalId": "A1B2C3D4ES5F6G7EXAMPLE",
"arn": "arn:aws:iam::111122223333:user/smithj",
"accountId": "111122223333",

"userName": "smithj"
}
}
I
"eventTime": "2018-11-17T21:03:527",
"eventSource": "globalaccelerator.amazonaws.com",
"eventName": "CreateAccelerator",
"awsRegion": "us-west-2",

"sourceIPAddress": "192.0.2.50",
"userAgent": "aws-cli/1.16.34 Python/2.7.10 Darwin/16.7.0 botocore/1.12.24",
"requestParameters": {
"name": "cloudTrailTest"
},
"responseElements": {
"accelerator": {
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"acceleratorArn":
"arn:aws:globalaccelerator::111122223333:accelerator/0339bfd6-13bc-4d45-
all4-5d7fexample",
"name": "cloudTrailTest",
"ipAddressType": "IPV4",
"enabled": true,
"ipSets": [
{
"ipAddressFamily": "IPv4",
"ipAddresses": [
"192.0.2.213",
"192.0.2.200"

}
1,
"status": "IN_PROGRESS",
"createdTime": "Nov 17, 2018 9:03:52 PM",
"lastModifiedTime": "Nov 17, 2018 9:03:52 PM"
}
I
"requestID": "d2d7f300-2f0b-4bda-aa2d-e67d6etexample”,
"eventID": "11f9a762-8c00-4fcc-80f9-848a29example”,
"eventType": "AwsApiCall",
"recipientAccountId": "111122223333"

"eventVersion": "1.05",
"userIdentity": {
"type": "IAMUser",
"principalId": "A1B2C3D4ES5F6G7EXAMPLE",
"arn": "arn:aws:iam::111122223333:user/smithj",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2018-11-17T21:02:36Z"
I
"sessionIssuer": {
"type": "Role",
"principalId": "A1B2C3D4E5F6G7EXAMPLE",
"arn": "arn:aws:iam::111122223333:user/smithj",
"accountId": "111122223333",
"userName": "smithj"
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}
}
},
"eventTime": "2018-11-17T21:05:27Z",
"eventSource": "globalaccelerator.amazonaws.com",
"eventName": "UpdatelListener",
"awsRegion": "us-west-2",

"sourceIPAddress": "192.0.2.50",
"userAgent": "aws-cli/1.16.34 Python/2.7.10 Darwin/16.7.0 botocore/1.12.24",
"requestParameters": {
"listenerArn":
"arn:aws:globalaccelerator::111122223333:accelerator/0339bfd6-13bc-4d45-
all4-5d7fexample/listener/abcdel234",
"portRanges": [

{
"fromPort": 80,
"toPort": 80

I

{
"fromPort": 81,
"toPort": 81

}

]
I

"responseElements": {
"listener": {
"listenerArn":
"arn:aws:globalaccelerator::111122223333:accelerator/0339bfd6-13bc-4d45-
all4-5d7fexample/listener/abcdel234",
"portRanges": [

{
"fromPort": 80,
"toPort": 80

I

{
"fromPort": 81,
"toPort": 81

}

1,
"protocol": "TCP",
"clientAffinity": "NONE"
}
},
"requestID": "Q08ef93c-b3a3-44b4-afb3-768example”,
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"eventID": "85958f@d-63ff-4a2c-99e3-6ffbexample”,
"eventType": "AwsApiCall",
"recipientAccountId": "111122223333"

"eventVersion": "1.05",
"userIdentity": {
"type": "IAMUser",
"principalId": "A1B2C3D4E5F6G7EXAMPLE",
"arn": "arn:aws:iam::111122223333:user/smithj",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2018-11-17T21:02:36Z"
},
"sessionIssuer": {
"type": "Role",
"principalId": "A1B2C3D4ES5F6G7EXAMPLE",
"arn": "arn:aws:iam::111122223333:user/smithj",
"accountId": "111122223333",

"userName": "smithj"
}
}
I
"eventTime": "2018-11-17T21:06:05Z7",
"eventSource": "globalaccelerator.amazonaws.com",
"eventName": "Describelistener",
"awsRegion": "us-west-2",

"sourceIPAddress": "192.0.2.50",
"userAgent": "aws-cli/1.16.34 Python/2.7.10 Darwin/16.7.0 botocore/1.12.24",
"requestParameters": {
"listenerArn":
"arn:aws:globalaccelerator::111122223333:accelerator/0339bfd6-13bc-4d45-
all4-5d7fexample/listener/abcdel234"
},
"responseElements": null,
"requestID": "9980e368-82fa-40da-95a3-4b0example”,
"eventID": "885a02e9-2a60-4626-blba-57285example”,
"eventType": "AwsApiCall",
"recipientAccountId": "111122223333"
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"eventVersion": "1.05",
"userIdentity": {
"type": "IAMUser",
"principalId": "A1B2C3D4ES5F6G7EXAMPLE",
"arn": "arn:aws:iam::111122223333:user/smithj",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2018-11-17T21:02:36Z"
I
"sessionIssuer": {
"type": "Role",
"principalId": "A1B2C3D4E5F6G7EXAMPLE",
"arn": "arn:aws:iam::111122223333:user/smithj",
"accountId": "111122223333",

"userName": "smithj"
}
}
},
"eventTime": "2018-11-17T21:05:47Z",
"eventSource": "globalaccelerator.amazonaws.com",
"eventName": "ListlListeners",
"awsRegion": "us-west-2",

"sourceIPAddress": "192.0.2.50",
"userAgent": "aws-cli/1.16.34 Python/2.7.10 Darwin/16.7.0 botocore/1.12.24",
"requestParameters": {
"acceleratorArn":
"arn:aws:globalaccelerator::111122223333:accelerator/0339bfd6-13bc-4d45-
all4-5d7fexample"
I
"responseElements": null,
"requestID": "08e4b0f7-689b-4c84-af2d-47619example”,
"eventID": "f4fb8e4l-ed21-404d-af9d-037c4example”,
"eventType": "AwsApiCall",
"recipientAccountId": "111122223333"

"eventVersion": "1.05",
"userIdentity": {
"type": "IAMUser",
"principalId": "A1B2C3D4E5F6G7EXAMPLE",
"arn": "arn:aws:iam::111122223333:user/smithj",
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"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2018-11-17T21:02:36Z"
},
"sessionIssuer": {
"type": "Role",
"principalId": "A1B2C3D4ES5F6G7EXAMPLE",
"arn": "arn:aws:iam::111122223333:user/smithj",
"accountId": "111122223333",
"userName": "smithj"

}

.
"eventTime": "2018-11-17T21:06:247",

"eventSource": "globalaccelerator.amazonaws.com",

"eventName": "DeletelListener",

"awsRegion": "us-west-2",

"sourceIPAddress": "192.0.2.50",

"userAgent": "aws-cli/1.16.34 Python/2.7.10 Darwin/16.7.0 botocore/1.12

"requestParameters": {

"listenerArn":
"arn:aws:globalaccelerator::111122223333:accelerator/0339bfd6-13bc-4d45-

all4-5d7fexample/listener/abcdel234"

},

"responseElements": null,

"requestID": "04d37bf9-3e50-41d9-9932-6112example”,

"eventID": "afedb874-2e21-4ada-blb@-2ddb2example”,

"eventType": "AwsApiCall",

"recipientAccountId": "111122223333"

24",
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
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ETRIRH K

ETRIFHREE M N FRAY JSON KM, ETRFMNRENRESE IAM ABEERKEM
Amazon S3 FHREMERE., EXFETHRRNRBHRS T , RSEER JMER CMNREHIIFER
BREVEE. N THEERMIMRBEATR , REEE IS EEMA AN 2R RNITHREREAREF LSRN
THIT,. BLTEETRFENRBHRIEEEA. THETUBEKS, AP, A6, BREAFH AWS R

%o

ETHRVREEN T ZRSFHRNKEKE, ETREETHRRNREPERARE IAM B AWS £E
o

hE S5 & (ACL)

mEEE IR (ACL ) 2HHEEE (KFKA. AFZAR ) BRBERARER, ACLEETHRRNE
BERL , REEAMAER JSON KB HEER,

Simple Storage Service (Amazon S3), AWS WAF H1 Amazon VPC X% ACL BWIRS =B, E T
BX ACLHEZER , B2 (Amazon Simple Storage Service FF X A RIER) Y17 R H 5 &
(ACL) #i5E,

HREgRE

AWS XZFEFFINY, TAEARRIERE, XERBERETUREFTEHNRBEREGER FHRAN
PR,

- RRLA : NRLAAR-NDERBE, AT REETHSORERBALN IAM K& (1AM B A
&) BFHNRANRR, BANXTHRENRILR. SEEZRNREXEET HHHRERENRD
RHIRE, & Principal PEEAFHALHETRRNRBEFZNRLRRH . F—-TUREHH
EXELFBEZAT. BXANRLANEZFEE , H2H (IAM AFERE) PR IAM EER R RIL
5o

- BRFEFIZKRE (SCP) — SCP 2 JSON KR |, I57E THARA L % 5T (OU) £ AWS Organizations F
HER KPR, AWS Organizations fRZS T A EMEFEBENDUWFENZ/S AWS IKF IKF,
MRELHLNBATEZEE , AT MEE S 2 EP0K - S A BRS 12 61K (SCP). SCP BREIK &
KPR (2EEN AWS IKFRAF ) BINR, BXALAMN SCPHESZEFER |, i3 (AWS
Organizations User Guide) H# Service control policies.

. AT - AFEMEULLURESRN A GRES RS RGN FNENSBEBNSRE
B, SRAFNNREAFRACHETIANERNSERBNTE, NRETUREEF ARG
Kig, F—MXBPNENELFHBEZAT. BXEZER , H2H (AM AFER) FH21EX
B& o
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S REERE

SN RBEWRBEEA T —MERE , ERHRREMERNENIRE, ETH AWS NABEED K
ZHRBRENREATER , H20 (IAM AFEm) PREETEZE,

AWS Global Accelerator #{a 5 IAM B2 & EH

EEH IAM B3 Global Accelerator B 17 R BR 2 & , BN 1Z T FEHRLE IAM ZhEERI A F Global
Accelerator,

EEFEEE TR AWS RS UNMAEXZEH IAM TR £ EANKLUSEMBHNRERE , TSR (IAM AR
M) FME5 IAM 5 ERAN AWS RS,

A LA E AWS Global Accelerator Bt & {E AR IAM ThaE

IAM ZhEE Global Accelerator sz ¥
ETHHRER =

ETHRFEHRR B

RERIRIE =

FHREHR (BETES) =

ACL £

ABAC ( REEHPHIIRE ) 5

FAAENER =

BEAE =

REMEXBE =
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
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Global Accelerator W E T & 15 #Y KB
YEETEHONXKE 2

ETEHNRBETMMESZH (0 IAM AP, AFASAER ) B9 JSON R RREE A, XL R
EHEIRFMASAEMPRA TN BERRNTHBERE, ETHRNTOERET HHRRE , FSH
(AM BiFiEE) FNEATMEEARKE L BE X IAM XIR,

BEMEA IAM BT EMRHNEKRE |, BUEEAFSRIELNREMNTRUR A FSRIELRIENTEF. &
TEEETEANERTBIEEETH , AR CERATENMNAFRRAR®, ETHAIE JSON KEEF
HWmMERTE , B5H (IAM BAF1ER) FK IAM JSON EETES A,

EEFE Global Accelerator ET BB REEE RG] , S H AWS Global Accelerator FWE T B HI %R
B =il o

Global Accelerator R E T &R KBS
YRETHREHNXRE &

ETRIFHREE M N BRAY JSON KM, ETRFMNRENRESHE IAM ABEEREM
Amazon S3 FEMEKE, EXHFETRARNKBHES T , RSEEA AUERACIREFHNBFER
TR TI A o

Global Accelerator By & B& 1% /E
TERBIRE 2

EIE R A LAER AWS JSON REERIBEW ARG AT ARNR, WY , WD EAET X LT IFRR
1THRE  UREFLAFHTNIT.

JSON REEHY Action TEMRTA THERKEP AFRIEL B RINRE, REREEESXEKN AWS
APl BERE. B—EHINER , HlIRBTE APl BENNBRNR RE, & -LREFTEERK
RRITSNMEE. XEMIRER N ERERE.

ERE P IS REURFIITRERBENR,

E&EF Global Accelerator I2EM SR |, BESR (RFTRNSE) HH AWS Global Accelerator & X
R IR 1E,

Global Accelerator FHY R BSIRIEEIRIERIE AL TR -

aws-globalaccelerator
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsglobalaccelerator.html#awsglobalaccelerator-actions-as-permissions
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsglobalaccelerator.html#awsglobalaccelerator-actions-as-permissions
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EERMEAPEESTURE  BEMAESHENRT.

"Action": [
"aws-globalaccelerator:actionl",
"aws-globalaccelerator:action2"

]

B LAERBESR (*) BESMRME, Hln , BEIEELLEE Describe FFKMFIERE , @BUT
BRIE -

"Action": "aws-globalaccelerator:Describe*"

EEFE Global Accelerator ET BRI RBEE RG] , ESHE AWS Global Accelerator WE T B HI%R
B =il o

Global Acelerator By KB &R

XEFRBER : &
EE R WLAER AWS JSON REERIEEHERRIBEFLARNST. UHREY , WAEE JENTLR
BHATERE , UREMFARKHETRIT.

Resource JSON KB TREEEQHNAREN —IPHZ IR, BAXTEE Resource |
NotResource tH., EARESXR , EFEAH Amazon BFRE (ARN) EERR. N TFXEFHER
RER (RARBRERNR ) BVIRME | BT LARIT R E,

X TFAZFRRENRARE (NI HRE ) | BEABES () ENEANATHRRERR,

"Resource'": "*"

T (RSENSE) F |, B LLEZILL TS Global Accelerator ##XHEER :

« EEF Global Accelerator BIRFZER & EH ARN B5I&K |, i55 5 AWS Global Accelerator & X #Y %
o
- ETHRULFERASNERN ARN BENIRME , SH AWS Global Accelerator & X #Y R 1E,

E&EF Global Accelerator EF B3I RBEHI R , ESHE AWS Global Accelerator WE T BRI %K
B =45l
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
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Global Accelerator KSR B S48

XEFRETRSHRESRGR : B

EIE R A LAER AWS JSON REERIEEW ARG AT ARR, B , B EAET X LT IFRR
1THRE | UREALAFHTNIT.

£ Condition Jt3%& ( =% Condition R ) # , AIEEEEAEMMNEYE. Condition TERAE
N, BUCEFERAZGZER (i, FFHNT ) BEHRER , UERBPHNFESERPHE
F T,

MREHE—MEAHEESZ Condition T3k , HEEA Condition TEHEESMME , N AWS
EFAEHE AND BHEIFHEN. IRENENIFHREESZME , W AWS EAZHE OR EERIFMSF
fro ERTFEUINNRZALTRBFRBENRMSE,

EEESHN , ZUAUERSUFEE, S, REEFEA IAM AR 4512 IAM AAFET , B 8E%
HETFHRRRNNR BXEZER , F2H (AM BFERE) 780 1AM ERTE  TENHE,

AWS XFHE2RFMHBNBETRSHRER. EEFME AWS 2/%48 , B5H (AM AFiE
M) N AWS 2FEM4 LT XHE,

E&EF Global Accelerator 4515k |, BSR (RFRXRNXSE) HH AWS Global Accelerator B 5
HiE. BETRETUNPBERENGTREARER , HSH AWS Global Accelerator E X Y1,

EEFE Global Accelerator ET BRI R RH |, ESHE AWS Global Accelerator FVE T B3 %
B =5l

Global Acelerator 189 ACL
X ACL: B

mEEHE IR (ACL ) 2HHEEE (KFKA. AFZAR ) BRBEARK, ACLEETHRRNE
BERL , REEMAER JSON KB HEER,

ABAC 5 Global Accelerator
Y # ABAC ( REEH IR ) : B XF

Global Accelerator Zp0 ZIFREFWIRE, SXEFRIC—FEIR , BINER, ETHREXEREFEH
FUFEANRENESEER , UREFETRR LR RRHIX Z R IRA 7 6 0 R EIKrE |, ESRY
ETREMEMKE AWS Global Accelerator Bt &,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_variables.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
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https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsglobalaccelerator.html#awsglobalaccelerator-actions-as-permissions
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B XN Global Accelerator BIFRRIMFEMNEZEEL | ESHE AWS Global Accelerator #7s INFR

V.
X,

BETHAXERBPEAMENESEER , BERAEUATER.

ETREMENIERES (ABAC) B —HIRHUKRE  ZRBETEMERENR. £ AWS 1, XEEER
NIRE, BRI LURREM NS IAM SHE ( BFHAE® ) LUKk AWS iR, $RCKENRIFRZ ABAC B
E—FH, ARRIRIT ABAC Kl , LEEHRIREEMATZ 15 R 8 FRRE Tl At 7o VR4,

ABAC EREBKWIAEFEERR , HERBERTSEIUNITR T R HEF .

EETHREEHEER , BEEMFEA aws:ResourceTag/key-name, aws:RequestTag/key-name
% aws:TagKeys REBERBNIZ U4 TEPRUFZER,

MRENBREN TEMBERREBFMAX=1FER , IX T RS  ZENR. NREMRSNX
NTHDFRREIESMBEX=ZM4R , MZENTD.

EX ABAC WEZEER , E#S5H (IAM AFER) FWEA ABAC BINENUNRE, EEFIRE ABAC
SHRNWHE , HSH (AM AFER) PREAETEMMNIHRIMNREZES] (ABAC) .

F i B EE A F Global Accelerator
Y FIGFEILE - 2

HiEAWS RS L FERAIBRETIERZRNTEEEIR, EXEZELE , 81 AWS RS 5iRsHEIE
&R , 555 IAM BFEEHRER IAM B AWS RS,

NREFERAAFPENEZRMAREH EERE AWS EEZFE , NERARNEIE, Sl , HEEH
RNBINEQER (SSO ) #EGR AWS i, ZEEF A CZIGRFIE. HEURAFSHEFRE
HE , REURAGKH , EE2BHCIRIGREILE, AXVRAGHESEFESR , B5H (AM AFE
) FRMNRFYHRE IAM A (EHE ).

A LAE A AWS CLI 33 AWS API Bl IGEHEIE, 2 /5 , S LAME R LiFatEiE 5 E
AWS, AWS BB ARER M EILE , MAREAKBHRZRH. BEXEZEL , ESH IAM £/
IS Bt &2 2 EAE

Global Accelerator B9 ¥ AR SS =AY BR
THEHERFRLXE (FAS) 2

HEER IAM AFRHA BT AWS FIITRER , ZREA NS, EFARLRSH , BAELIMIT
— MR RBLRFEEEMRS FE35E — MR, FAS ERAEAKEA AWS BRSS WRIR , 615
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html

AWS Global Accelerator FEANGIER

REY AWS BRSS , B FERS A HER. ABERSKEFEZESE M AWS RS HERRXE T RETARY
FRE , F2KH FAS FR, EZXMERT , ELAEFRITIHMRENNR, BXAKH FAS 3R
BT REEFIS | WEREAL RS,

Global Acelerator HIREZ A&
YERSAR B

RFAERE-—TRSFEE, KRREWTREN IAM BE, |IAM EE R AL IAM PO, SR
BRESAEE, AXESER , B2H (IAM AFERE) PRIEIER AWS RS ZRNRHNEE,

Global Accelerator RS EX BB

XEFERSHEXAE B

BRSHERABR—TE AWS BRSFS HXNRF AR, BSTURARKENITREN AR, RSEX
ABERELN AWS KF F , HHZBSHE, IAM EE A ATUERERERERSHEXABHN
PR o

E 7 ## Global Accelerator WIRZHKXABNEZELR |, ESH AWS Global Acceleratorfy B 55 #8< £
=8

BXRE AWS FEIBHEERRSHEXAGNABFARER  FSHAS5 IAM HETHEH AWS RS, EX
FERBRSHEXRACITEE Yes IR, REREEIUEET ZRFHIRSHEX BB,

AWS Global Accelerator & T & 1589 5K BE R 5l

BRIMBRT , AFANAERESIESIEN Global Accelerator BIRHIINR., M1t T AR AWS B2
#2#l&. AWS Command Line Interface ( AWS CLI ) 2t AWS APl 1TSS, ERFHAPXNIERR
RATIRENDR , IAM EE G UL 1AM Kig, EERBEAU@AERMJIAM K , AR ATURK
AAE,

BT RNMAERXL RG] JSON REXHEGIEZET IAM BN EE , 56 (IAM AFiERE) P8l
2 IAM KB (258 ) .

£ % Global Accelerator EXHIBEMRRERENFHAEE , SFEFHEREEN ARN B, |, 554
(REBNSZE) B/ AWS Global Accelerator B#g/E., FRMEHEE,

F&
- RERRESE
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsglobalaccelerator.html
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- B3 Global Accelerator flE2g

- 5/ Global Accelerator &

- {ff Global Accelerator AP| 24
- AUAPEEMI]B SRR

R R fE SRR

ETE5MNEBRBEENMNAZSTLACIE, HRIMEREK S P E Global Accelerator #iR, XLEE/E
ARESfE AWS IKF = R4, SIESNAEET BRI , HERUTIERMEI

« AWS RERBREDRENRIFAAN - BEFHREAAFMITEARR TR , BER AWS £EX
BEANTFZELEAZREBTFNR. BAIUE AWS K- FHREIXERE, BIONBIGBEEXEE
TENERZRE AWS EFEEERBKRE-TRINR. AXESZEE , BZH (AM AFE
) PR AWS FEERME TEIREER AWS HEEXRMK,

« NASENR - £ER IAM REIRERRE |, HREFRITESHAENNR, At , EATLEXL
EREFRGTAUNBERFRRTHRE , SR NRENRFA. BXEM IAM NARBRNESE
B, #5H (AM AFER) S8 1AM PR RE R,

o fEF 1AM SRBE AR B9 S 3t — 25 BR #5177 (R A PR — 42 ] LA [ 5 B 78 00 5% 4 S BR #6135 32 4 RN IR A9 15 1) o
BN | WA R B R ZEREESAMER SSL XEFEER, MEBEZEE (AWS RS0
CloudFormation ) fEARFIRIE , BETAFERAZHREBEFN RS BRENTHENR. BRESZE
B, BZH (AM AF$ERE) 8 IAM JSON FrETE | &4

- M IAM Access Analyzer BiEZH) IAM KB | SUBFRN RN LM IhsEM — IAM Access
Analyzer 2R UEFTREEFI ARG , LARRBAS IAM REEIES (JSON) M IAM FEXRK. 1AM
Access Analyzer 12t 100 ZUREBKREM AIRIENEN , UBHEFELL ATIEMHBENER, &
REZEER ,E8ZH (IAM AFER) HHEA IAM Access Analyzer 5iF R B,

- EEZESHRIE (MFA) - IREFRANZREREN AWS IkF FE IAM ARZRAF |, BB
A MFARIEEZ2M. BEREFA APIHRERFEE MFA , 158 MFA Z4RMEIERNREF, BX
EZER , FZH (IAM AiFErm) PHEA MFA R API 15HE,.

BX IAM FRNREIRNESELR , H20H (AM AFER) #1 IAM RS HEXE,

fIZ Global Accelerator jNi& 2§

Ef)2 AWS Global Accelerator fiEzs , AR 4 MENEIEE Global Accelerator Bk IRSSHE< B
&,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
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RAR AP B TE Global Accelerator H 822 iR 25 Y& HXPR |, iE R A MEinan T K8,

(@ Note
MREGOENETHANNREBLEUATREET K , NIXAETBEBNA LT EZEN
pr 3-8
{
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "*",

"Condition": {
"StringEquals": {

"iam:AWSServiceName": '"globalaccelerator.amazonaws.com"
}
}
b
{
"Effect": "Allow",
"Action": [
"iam:DeleteServicelLinkedRole",
"iam:GetServicelLinkedRoleDeletionStatus"
1,
"Resource": "arn:aws:iam::*:role/aws-service-role/
globalaccelerator.amazonaws.com/AWSServiceRoleForGlobalAccelerator*"
}

54 Global Accelerator %4

EiH[A] AWS Global Accelerator ##l& |, BUMEE —AKENNR, XLENBLMAFRIENE
EFEBXKRIEH AWS Ik HEY Global Accelerator R FAER ., MRCEBLEMNENFRENREN ™K
HWETEHHRE  NTHMT ZRENEER (ARSIAR) | B ANLEEMBIEEZT,

NTREZEA AWS CLI 5 AWS API SR , TRENERHBEEEHENR, Hk , ARFHRE
HZHHITHY APl R4 LB AV IR 1F

NERAFPMARMIEER Global Accelerator 34| & |, 157 Global Accelerator
GlobalAcceleratorReadOnlyAccess B GlobalAcceleratorFullAccess AWS L& REEH
HNEISE4K,

ET 5 R R 153



AWS Global Accelerator FEANGIER

MRAFREEEEFHAPEEEEHFA AWS Command Line Interface 5 API ( £/ List* =&
Describe* #&4E ) , M NZE —/ 5K BE GlobalAcceleratorReadOnlyAccess,

R E =K GlobalAcceleratorFullAccess MiMBIEEZ B MEFZREHMINESFOAF . T
2158 K BEBFE Global Accelerator BT 2R LR Amazon EC2 Hl Elastic Load Balancing B9 3#3iR4X
BRo

(® Note

MEEVENET B AN REE T ZIE Amazon EC2 # Elastic Load Balancing FF E#I4X
BR , MAEZKREEH A T E R RS AR Amazon EC2 # Elastic Load Balancing &R

EXEZEER , 1§25 Global Accelerator B AWS £ EXRB T ES (IAM AFIER) RH @A R
R,

5 A Global Accelerator API &€

AWS Global Acelerator X EXREPFEHBRE, XATEE R 2K E 7 LE Global
Accelerator F 52 KB 4E,

Bl ATEBAFAFIT CreateAccelerator BELLUBIREA NIE AWS K/ & 61 2 hniE
g5

{
"Version": "2018-08-08",
"Statement": [
{
"Effect": "Allow",
"Action": [
"globalaccelerator:CreateAccelerator"
1,
"Resource™":"*"
}
]
}

AFAFESHINE SR

ZRBIRER T BRI KRS LAY IAM AR EEMMBIEAF SN ABRMITE R, LERIES
EERF A LERIRESELURESXEH AWS CLI 5t AWS API FrE IR,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
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{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

.
{

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

}
]
}

AWS Global Acceleratorfy RS A&

AWS Global Accelerator £/ AWS Identity and Access Management ( IAM ) fRSHEX<EE, RS
HxAGR IR EN IAM A% | ©5 Global Accelerator B###%x. BREHEXHEEH Global
Accelerator MIEXH , BEZRFSREKEBFAAET AWS REFIENFTENR,

RESHEXAERAILEERMIZRE Global Accelerator , R RAEARLFSRMSHEMNBR, Global
Accelerator EXEREZSHRXAEHNIR , BRIESHEN , BN RE Global Accelerator AILARK AR A
&, EXHNRSEEEREANERE , mMENRRETERMNIEFAMEE IAM =4,
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REEEEMBRRSHEXARNMEXERE , TERMBRIZAG, XHRPEH Global Accelerator %
R, BREFESTE S MIERR R IR T B SR,

BRXFRSHEXAGHNEMERSZNEES , SRS IAM BEEA AWS RS , FEIK Service-
linked role ( ARSFAEXR AR ) FIRETRNA Yes ( B ) RS, BERNEE K EFZRSHRSHAXS
B,

Global Accelerator #Y iR SS#H% A &R

AWS Global Accelerator {# & 73 AWSServiceRoleForGlobalAccelerator WIRZHAXEE, AR
¥ Global Accelerator B &RIKF RV EIR , flNAEGESNECIRS , UHBEBBRAERERMNEE
7 5 Global Accelerator Bt & A K &R, AWSServiceRoleForGlobalAccelerator £ &34 5t iF Global
Accelerator BT ERE R Fim IP dhit R B AT HEH RR.

MEREEZA M@K X Global Accelerator API #4ERT , Global Accelerator £BahBIEEZ RN
AWSServiceRoleForGlobalAccelerator W&, £ Global Accelerator FEREEEE N A
&, AWSServiceRoleForGlobalAccelerator & ARN S5LLTRBEEL :

arn:aws:iam::123456789012:role/aws-service-role/
globalaccelerator.amazonaws.com/AWSServiceRoleForGlobalAccelerator

RSHERABNR

Global Accelerator & 3 AWSServiceRoleForGlobalAccelerator B iR #8 < & 3R 1/ 8] 7% R A B
EUREHEZER. LRFSHEXABBFERAEERM AWSGlobalAcceleratorSLRPolicy,

AWSServiceRoleForGlobalAccelerator R XA BETUTREZRRAAZASR :

* globalaccelerator.amazonaws.com

EEFHRBEHNE , F5H (AWS REXRESZE) P AWSGlobalAcceleratorSLRPolicy.

BB EN PR SV IAM 24K ( INAF, A=A ) MiBR Global Accelerator [RFHEXHE, Bx
BZEE , BZH (IAM AFER) RPHERSHEXA R,

fIZ Global Accelerator WRSE <A R

TEFH 6|2 Global Accelerator RS KX AR, EEHRBIEMESRN , ZBRSLBIINECEA
&, MEBBR Global Accelerator BIRHMERIRZHERXAE , NEREHINESSS , ZRFZSSBIER
BB ZAR,
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Y558 Global Acelerator RSHXAE

Global Accelerator 7 /& i & 4% AWSServiceRoleForGlobalAccelerator BREHEX AR, EiZRSE 0
BRSMEXARE B EZERNZACHNEN , ARATENXEATELSIAZAR, T |, B A
IAM ‘BB R ENEHE, BXEZER 55 IAM AFER PN EERSHEIAR,

BB Global Acelerator FRE <A

MRTBEEMFHA Global Accelerator , BZIWHIBRIRFZHRAR, X , AT EBRRLEFEH K
AR, BR , BAREBRKS, PR Global Accelerator &R , AT EF MR AR,

ZRAMBRINERRT , BAIRBRBRSEXAG. BXBBRNERNESER , FSHGIEMES.

(® Note

INRE SR HMBRINESS , B Global Accelerator AT ER , MERRSHEXARATES
KM, MREEXMER , BEF/LoM , RARERRSHEXZEHBERT R,

EF MR AWSServiceRoleForGlobalAccelerator REZMX AR |, BEMITUTERE

1. BFAWS EEEFHE |, 77 IAM #HlE : https://console.aws.amazon.com/iam/

2. EIAMZ2HENSHMERT  EFAG, AR, TP ERRNACEHRZLNEEE K MARER
MBITARE,

3. XNFNEMIPHARIERE  BFEERRAR,

4. EWIANEESD  EFLXBRKRSHE , ZBEIRIEMNEEA G LIRIARIAWSHRS BT E
XETHBEZBIAACYHITEELTEIRS. MBEMREE | Fi%kR Yes, Delete AR ARFZ X
AT R,

5. WM IAM EBHIEBEH  LEERSHEXFEOBBREE. BT IAM RSHEXACHIBRERSH |
Hit , EEERAGHITHIERE , MBRESTEERD , bAIgELAK. BXEZEL |, H5H (AM
AFiEE) PHMBRIRSERAE,

Global Accelerator BRZ5fHx A B 1 KK E

B> AWSGlobalAcceleratorSLRPolicy ( Bl Global Accelerator fRSH <A K AWS EE X
B ) BWEF , S AWS RERBEH K. B LIE AWS Global Accelerator X447 £ 12 &R M
LiTF B3h RSS 128,
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FERAF AWS Global Accelerator B9 AWS IEE X F K

AWS FEEXKEEZH AWS CIZMEENMI K. AWS REXKBEEN TS ERASRLMNR ,
LMEERIBAFF A AR, ANAEsEMRR.

FicE , AWS REXKBURT N ENBEEAZRRTRENR , BAECNAIHAE AWS &
£A. BINBUELELRETENERZRNES EEXRBRE —SBONIR.

BREERAWS HEXRBPE LR, R AWS EFHE AWS HEXRKPELHXR , NE
LM ZKBAMMBINAEEASH (AF. ANAE ) . HFHW AWS RS B3R APl £
TR TIARSE , AWS RETREEH AWS HE XK.

BREZER , F5H (AM AFER) B AWS EE XK,

AWS ITEFBS : AWSServiceRoleForGlobalAccelerator

B Eefd AWSServiceRoleForGlobalAccelerator MItNZIEH B IAM 248, Lth SREEIFMEMNEHE
N FiF AWS Global Accelerator 58] Global Accelerator A HEIEN AWS IREFEBEH RS <
Af, BXEZEER , {555 AWS Global AcceleratorfI RS X< A,

AWS IEE XK : GlobalAcceleratorReadOnlyAccess

& LA} GlobalAcceleratorReadOnlyAccess MiANZEl IAM 24k, LLEREER FX Global
Accelerator F{E A MRS IREN RRFENR. MRAFPRFEERFAPEFEEFEENAA AWS
Command Line Interface = API ( £/ List* =% Describe* #E ) , XREHM.

ETFHRBEHNR , 525 (AWS EEEXBESE) HF 8 GlobalAcceleratorReadOnlyAccess,

AWS ITEHHBS : GlobalAcceleratorFullAccess

B LA GlobalAcceleratorFullAccess HMitnZE| IAM 354&, R EER F X Global Accelerator A
EAMRBFVIRENTZT I RN, IR MBI FEEX Global Accelerator B 52 15 R A PRAY IAM
BAPMES X4,

(® Note

MEEVENET B AN REE T EIE Amazon EC2 # Elastic Load Balancing FF E#I4X
BR , MAEZREEH A PN TTE 7 RS AR Amazon EC2 # Elastic Load Balancing &R

EEFURBEHONE , 555 (AWS E XS ZE) R GlobalAcceleratorFullAccess,
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AWS FEE KSR Global Accelerator BT

EEHX Global Accelerator ) AWS HERBEMNIFHAGE (MZBRSHRREFXLEERITR ) .
AXETEEXRNBESIIRR , FHiT 5 Global Accelerator 3 #4771 52 id 7 E LA RSS iR,
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PR SRR A g 5 fss LV B
¥RéE

Global Accelerator f&
elasticloadbalanci
ng:DescribeTargetG
roups RFIBFRERNR ip
WA RR , ZEMRRER
Global Accelerator F XUk
HOERR RIS BIRE

i

Global Accelerator 750 T £
PR SR 48R fA £ 19 #7285 £ B9 T T
2R LA K EC2 =45 LRy sk,

Global Accelerator &
elasticloadbalanci
ng:Describelistene

rs XERBOTREER
MBS 2R I E TSR E IR
%o

Global Accelerator &£
ec2:DescribeAddres

ses [EHNIRIBZT AN IP b
I R o

Global Acelerator b1 T #1Y
PRUASZ #5 IPV6 bk,
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EX iR HHA
Global Accelerator £
ec2:AssignIpv6Addr
esses [EFFMNLEH
Global Accelerator ENI B #7
NATFTERIEMZEW IPv6 RE
B IPv6 bt , HEFTBEE
IPv6 bt B E A UnassignI
pveAddresses FEBBR,

AWSGlobalAccelerat Global Accelerator 7N T ¥4 2021 £5 A 18 H
orSLRPolicy — E## KB FE , LA#EBS Global Accelerator
PR IR.

Global Accelerator i3
ec2:DescribeRegions
HWERFFIER AWS X |
X ] LAHS B Global Accelerator
xR IR AT R HERR

Global Accelerator FTFZIRERE  Global Accelerator FFIRIRERE 2021 &5 A 18 A
% AWS FEE RN EN,

HETHRZMERE AWS Global Accelerator it & A

FEiRIT IAM KBRS |, BRI MEE R FXEER RN B ERRKREBANR. BEEEEENT R
BHEM , ES2TF/HBESR. NRFEMIFEZRERBFAREPEARITUAECX —ES.
AL A EARERENETARFHERTFHRNR, EEIBFTRN , RENEEHRTRES , &0
AR 8 N A T HEX AR,

FEAZAEPNIRSREHNRRMIBEROIF RN —Fr G E. FRSTUMMEIRR , B UMNERE AL
BEIRLEM RS . 1 Global Accelerator 7 , REMEIBZATLLEEFREL, BXE Global Accelerator H 7
IRENEZER | 551 AWS Global Accelerator R IIFRZ .

IR IAM KBERT |, B SUE AR FARKES
o WRLE A PR R BAEL T INiE 2R B A KPR XS IR BRI AT R4
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AWS Global Accelerator FRARIER
o BRLEARE A UITEIRIEN B RP1EIE,
- RERBENRSBIREERPEM,

fflan | AWS GlobalAcceleratorFullAccess RERAFRBANAFREENEZERARITEE
Global Accelerator & ERTERMNR., LA T REEBRHI LA 0 HIEL ARL RN A P 3T £ 7= RS[FHATE
E Global Accelerator #EMNXIR. BRIEEAFREN , EFNEE REXTUFL IAM KB H0E R
ZFH 1AM B,

{
"Version":"2012-10-17",
"Statement": [
{
"Effect":"Deny",
"Action":"*",
"Resource":"*",
"Condition":({
"ForAnyValue:StringEquals":{
"aws:RequestTag/stage":"prod"
}
}
},
{
"Effect":"Deny",
"Action":"*",
"Resource":"*",
"Condition":({
"ForAnyValue:StringEquals":{
"aws:ResourceTag/stage":"prod"
}
}
}
]
}

BRREZRMHROTEEEZMENL , HSH (AM AFER) RHEA IAM PR 6T,

3 AWS Global Accelerator & 0 #1583 17 & FE HEBR

ERAUTE R AR MRS EEERA Global Accelerator & IAM B AT 8@ EI#Y & LRI &,
e
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« RFANIE Global Accelerator RIRITIRIE

- EFEBIIT iam:PassRole

- REEATERN AWS IKF 2SN AFERIFEH Global Accelerator iR

K FARIE Global Accelerator R {TIERE
MREBRBERIRER , RGBT EMRE |, WIEATE TR AR FRITZIRE,

% mateojackson IAM AR ZHERAEHAEETEEXEM my-example-widget BIRNIFHEFER ,
BFRMEEMN aws-globalaccelerator:GetWidget MBRE , &K E LU T RAIEIR,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform: aws-
globalaccelerator:GetWidget on resource: my-example-widget

EWBERT , HAEH mateojackson AFHIEKRE , LAWER aws-
globalaccelerator:GetWidget &AM my-example-widget &R

MREBEERE , FHRRAWS EER, FNEERRREHEZREIIN A,
RN 1T iam:PassRole

MRIKBEEIR |, MRBEBELHINIT 1iam: PassRole B |, MMEF KLU T A RIEIELS Global
Accelerator,

BE AWS S AP RIAACKEEZRS  MARUEMRESACIBRSAXAE, Al , L&
MEBRABEEDRSHNR,

LN marymajor B IAM AP =i A2 % & 1£ Global Accelerator FIITIRIER , @ REUT R
iR, ER , RELANEERSACMETFHNRT THITIHERE, Mary FTEERABERIETRS
HIA PR .

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXFMERT , XIEF Mary FISRBE LA R F 31T 1am: PassRole #&1E,

MREFEHRED  BRRAWS BEER., ENEERERARREHREFZFIENA,

REFR =
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REE ARG AWS IKF 2/ BB F1HRIFZXB Global Accelerator &R

ZALGBE—-1MAE , UEAMKFPHNAFREALNANARTUERZAGKIL RN TR, &7
UEEEESEY , ANEEAR. X TXHETRFMNRBEHTEEHZIR (ACL ) KRS , &7
150 R I L6 SR B o) A 5 3% T X AR B IR Y 1 R0 A

BETREZEE , ®SAUTRE

- E 7 Global Accelerator 2B XIFXEINEE , ES 1 AWS Global Accelerator {5 1AM B &1
Ho

- ETRNMAZEAEN AWS IKkF PR RIZHIGRINIR , 5258 (AM AFER) FH A EHREN
5— AWS KRRy IAM A P IR E T RACR .

- ETHUNMAAE=H AWS Ik REESHEROGRNIR , 20 IAM AFREEYHNAIE=5HE
B AWS IKF R 415 R AR o

- ETHRUNMEIRE S HORIERBGENER , H2H (AM BFER) FRALENBSHRIEN
HFE (A5 ) REHRNR,

- ETHREAACHNETRRNREBHTERSHEZENES , E36 (AM BFIERE) P8 IAM
PR B IK R R A .

AWS Global Accelerator &L % VPC E 1

£ AWS Global Accelerator iR INM &I HEEE. NN ARER AEI9E 2R Amazon EC2 3EHliw
A, BINERNREEQEREFN , FERMREEBEERANREELFER (VPC) F
MimR. e NEI9EeEs EC2 KHIM VPC LIMH EBM MK , KRR VPC EZEEBRMNRE. B
B EREEEHSEREC2IHL  FEELNE IP #it, BUAREEFMHEXEBRMMNXEH,

XEHMWEERMMXAGTRE , FRENERNMXAGHR , EBRRMRERRD VPC FREHIZHAHK
BHERFTENE IP it N EBRMMXEH, BMFEERNEENEEOFETLAEFM (AW EEKRM
PREEEHIFM ) B, ZHEH Global Accelerator {0 EEXMRERS , Global Accelerator th & & & B2
W EBRMEEH , H BB Global Accelerator B3R AT B 2 HBiEZE &I Global Accelerator (
FREBITEBRMMX ) RE,

(® Note
A Amazon EC2 LHIEALNE IP it M AEFRHATHRE EulBEIC/IRERE, T2
AEATREEFINEARE , BFERE Global Accelerator iR E AN £ B4 SE4] ENI BY{E
M AEEM IP bit, FEAFE FRBERRERBEH Global Accelerator 13,
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ETHAEXER ENI. ££4 M Global Accelerator WEZ{EE |, HFSFENERZEE i IP #bit
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HEZRMELREBENEESERMNEREEMEXH IAM RXRE |, HiEEXERFR. AXEHX VPC
WEBRMIE RN ESFEE , FSRLERSEFRE RO,
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¥ 12 2 R ¥ Global Accelerator 1 AWS R ARV AMFMMENEERT, BNIZMN AWS RS
RYFMES D WEKREZEHRE , LEETUERMHARZSWE (MMREE ). AWSEMTZHTE
SRUS IR Global Accelerator BIRAESN H X B ESH M H WA -

Global Accelerator AR T = FEMN A FIZFMBRERER

Amazon CloudWatch 155 f1 &R

M CloudWatch ] LASERTIS 2R IRM) AWS BIRUKRIE AWS EETHRARRF. SBEMNES
J& , CloudWatch Fi&FF B U E FI R ER Global Accelerator BNiEFr. IEIMEBETUEENTE | UK
IWHRBREBRY , EE LA FER A #HBEHITEHE,

Flan | A AME AR RE 2R ET Global Accelerator FE NS , REHREEFiE ,
HEBEERAE, EETLSIEKIEEREMNER , YERE-BRBRNBHREN , BN2%
REBARENERGENERBEFFITER,

BEXEZEER |, 35 $H Amazon CloudWatch 5 AWS Global Accelerator,

Global Accelerator i B &

BR%32557% B & R IETE Global Accelerator FiREM B , ATRAEXEIMESE TN iHSNRE
HiFMicRk. RES|[RAENTHZNARFRER , §ln, BFZ2MHBRFITHONARRF. B
XEZER | 5 & AWS Global Accelerator B E M A A Eo

AWS CloudTrail B&

CloudTrail 27 HF. Afm AWS JRZ7E Global Accelerator F AT {TIRER IEF. CloudTrail
Xt Global Accelerator 9P APl BAHIERNSHHIR , @IEX B Global Accelerator ZEHI & HY
AR Global Accelerator APl IXIBEA. BXEZEER , 56 £H AWS CloudTrail 125
AWS Global Accelerator API i .
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AWS Global Accelerator B4 3 I F

ETHEN AWS BFEEERESHAMITEER , BSH NI HSEERE AWS RS, REE
BRIEBMNBHEAETX. BXENEE , BSH AWS ST .

AT LAE A AWS Artifact TERE=ZAFiTHRE. BXEZELR , S [HE AWS Artifact 2 T &k

e =l
P oo

BER AWS RS NEAMTERATERENBRE, RAANEAMBRANERNERE
Mo AWS RELUTHRKABBFZEMM

« ZEMEEAMREATER - IERBEETILTREEED , HREMHATHE AWS LEHENZE
HANEMAENERNEERENSR,

« TOBHERIFE EH HIPAA Z2HREMEREERIT-ZARPNET ATMAIER AWS ¢IEFS
HIPAA #R/ER N ARF.

(® Note
FHIEFTE AWS BRSS WS HIPAA EXR, BXEZFEER , SRS HIPAA EXNES S
=,

« AWS EMMRIR - bl S FMANEFES AER TENTLNME,

- AWS BEFEHIER : NEHAETHIREREEN, XEERLLE TR AWS RS HHRESRE ,
HEEERABBEZMEENZ LR , SBREEERFESHE AR (NIST) . ZFFTILE
LHEERS (PCl) MERRT#ELESR (1SO) .

« AWS Config FTF &R A RIEEH AV EAM N IT (L5 IR - b AWS Config BR S5 1T 249 73 IR B B XY B SE
BB, TAERFEANERER.

« AWS Security Hub CSPM - It AWS fR% m&RMA AWS FRLRSWLEIUE., Security Hub &
HLEBEH4TEHEN AWS BRAREHREAFELETUIENRESRE, BXIXERSREHS
H5IEK , FSH Security Hub #245#,

« Amazon GuardDuty — % AWS RS B SR ENIREF RREFEURAEEED , RENEHN
AWS ik, TR, RENBERIGHNEEREM. GuardDuty TLUEN AR ELESHMERNE
WARKRNER , RIPBEHEEHEMEER , W PCIDSS,

« AWS Audit Manager——Itt AWS FRSS AIEBHIRISEE® iHEH AWS FERER , SARLEER X KR
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- EAWS AT AKXEL , MEXER— M EEECHYEEMRESRNREL T, OIZEMNESSE
B} , Global Accelerator & R IRIR M —HERZS IP bk | FNERS IPv4 it T IP #hat 3R IPv4
HIPESE | REMAES IP i AT WX (FA IPv4 st FFHA IPv6 3t ) . Global
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https://aws.amazon.com/blogs/networking-and-content-delivery/use-aws-global-accelerator-to-improve-application-performance/
https://aws.amazon.com/blogs/networking-and-content-delivery/best-practices-for-deployment-with-aws-global-accelerator/
https://aws.amazon.com/blogs/networking-and-content-delivery/announcing-cross-account-support-for-aws-global-accelerator/
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https://aws.amazon.com/blogs/networking-and-content-delivery/aws-global-accelerator-custom-routing-with-amazon-elastic-kubernetes-service/
https://aws.amazon.com/blogs/networking-and-content-delivery/deploying-multi-region-applications-in-aws-using-aws-global-accelerator/
https://aws.amazon.com/blogs/networking-and-content-delivery/maximising-application-resiliency-with-aws-global-accelerator/
https://aws.amazon.com/blogs/networking-and-content-delivery/starting-small-with-aws-global-accelerator/
https://aws.amazon.com/blogs/networking-and-content-delivery/traffic-management-with-aws-global-accelerator/
https://aws.amazon.com/blogs/networking-and-content-delivery/analyzing-and-visualizing-aws-global-accelerator-flow-logs-using-amazon-athena-and-amazon-quicksight/
https://aws.amazon.com/blogs/networking-and-content-delivery/analyzing-and-visualizing-aws-global-accelerator-flow-logs-using-amazon-athena-and-amazon-quicksight/
https://aws.amazon.com/blogs/networking-and-content-delivery/category/networking-content-delivery/aws-global-accelerator/
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https://docs.aws.amazon.com/global-accelerator/latest/dg/using-service-linked-roles.html
https://docs.aws.amazon.com/global-accelerator/latest/dg/using-service-linked-roles.html
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