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BYU 4B, XRZEITEINZSIEHIME—FRRAEF,

c. 7E Amazon EC2 BH|& A , EFEXG] , ERIRE , RABERRKRMARE AL,

d. ERZHAEHHED , ERFFIEH RDPCERTIFICATE-THUMBPRINT % B, MR KESIEH
HIESTE | MR REERIE T BT EN PRI,

e. MWMRIEEEM Windows PC £ Remote Desktop Connection , i&IRE E| Certificate X1 iF1E
HiEE OK, WMREIETE Mac EEA Microsoft Remote Desktop , &R E % Verify Certificate
FHi%# Continues

f.  [Windows] ¥ Remote Desktop Connection & 0 Fi%#¥ Yes & B ZAIEH,

, WEEZRIEH , A LUESESINA Directory Service B %o

%45 FENEHIIALER Directory Service B &

LTERRERERT AFIHIMA Amazon EC2 Windows 3241101 A #&#Y Directory Service B .

fF Windows =40 A #REY Directory Service B &

£ AE MR RE DT P imEERISRA,
FTFFE6I LB TCP/ IPv4 = IPv6 B XY EAE,

a. ¥TFF Network Connections.

% 4 % FEEOSEHII AR Directory Service B & 16
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® Tip
BO LERS EN SR REFIETU TS , EEITH Network Connections,

%SystemRoot%\system32\control.exe ncpa.cpl

b. H{IFEMAEEAMKERN LT (ARET ) X8 REEEREM.
c. MEEEBMXEES , T (N ) BEERMIPARA 4 LEEBRMIHIMRE 6,

( A3k ) %R LT DNS fRSSEstbtt , fF &%k DNS RS2 M % A DNS ARS 25 st 8 2 H P
Directory Servicei2 ity DNS fR$888) IPv4 = IPv6 Hbiik , ARFEREE.

4. FIARBINRERENERE , ERUTENAHIETF , REERER.

w

® Tip
B ERY EMNGSRREFETUT®S , 77 System Properties X iE4E.

%SystemRoot%\system32\control.exe sysdm.cpl

5. E“RE”ED , &R 49, @A Directory Service B XM T2RERZH , RAFIER “BE"
6. HRERTAAHEEANBMNEZEN , AABEEAKFWAFBNES,

(® Note

B L AN T2 REB D NetBios B, ARRMARFL (), RAEWMARAFRE (&
AHlHFH Admin ) . 0, corp.example.com\Admin  corp\Admin,

7. WEREMABAEEZE , EFEHRFIEERER.

8. B RDP EFEEREHEH , ARFEH Directory Service EXEE G AFNWAF B MERBER
=4,

W , BRPIEMAZE , BAT LG ER Amazon FSx XHRET .

% 4 % FEEOSEHII AR Directory Service B & 17
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SR 5, BIEXHRE

DI RS: (54 )

1.
2.
3.

$TF Amazon FSx ##1& , Mk https://console.aws.amazon.com/fsx/o
EEHERLE , ERUIBRXHFREUBHINHRGECERS,

EORBXHRGRE WL | %EF FSx Windows XH RS R, REEE “T—F", ERGIEX
HRENHE.

XTRZEE , EERECR,

MHERGEAER

1.

EXHREFMEEDBDF , NENXHRERE—INEN. DRAXHREFEILEERNHITE
KAEE, BHEZALER 256 4 Unicode &, ZERMHBFEURBHKRERF +-=. _:/

NTEHERE RS THAXHETARX,

« ERZSTHXBZERGEDTARXT ARG RE, WiETI<EF SSD M HDD Ffi#.

- ERETAXBECHEBEENTARFNXGHRE, EATRAX 2REH — KN ETRHXXHR
4 , %% SSD M HDD 7#1#.

BXEZEE , FEM TAMEEAM . ETAXMSATAXXHRS.
&R AR R B fp i ¥ SSD 5 HDD,

FSx &M F Windows X RF SRR A ESER (SSD) MEA WSS (HDD) FiEKAE, SSD 7K
THMERES, NEERHRNTAEREMIRIT , SRKERE, HELOE TEREMBEE D7
MRERF. HDD FET N EM TEARMIRIT , BFEE R, AFANINXARAZURABEER
Gi. AREZEE , BER X TF#HRE,

EFER SSD IOPS # |, A LLAR B HAFMEER,

MBEEZRBHEN , FSx Windows XHRSRS BT BENESER IOPS , LMREFSE GiB
EHAE I NESER IOPS, ZEFAFMERRN , B A 96-400,000 SEENWEEEHR,
EERI (HEHFRLMILE ) . ZEEI (BRBXMN ). ZEERI (FBXZBEMN ). MK ( BR
Z), TA#X (RE) UKL AKX ( #NE ) B SSD IOPS g% B ZE 80,000 L, BXE
%EE , SR B SSD IOPS,

NTEFHEBE , FRANXHRENFHESRE , LGB hEfu, MREEARZ SSD 76 , A
32-65,536 SERAMEEER., MREEMARNZ HDD 74 , is% A 2,000 — 65,536 SEEIAHE

HPR 5, BIENHRE 18


https://console.aws.amazon.com/fsx/

FSx EEATF Windows X4 RS B85 HY L 5 i#h Windows A5/
BEEY, SBXHREE , BUUBREEEENIENEEEE, BEXEZEE 50 EBEF M

6. REFHENRENRINRE. FHEIREEXHREHN XU RS F T LSS REBURENIE
B, BUNAEHEDREETEEBENEEEIE, NMREEENFHEDBEIBINEREED | Fik
BRIEERHESD , AREBR—NME., BXEZEE , 1555 FSx for Windows File Server g,

@ Note
MREFAXEHRFELT , NSMikE 32 MBps SEANELRE, EXEZELR | B
3 A XAFEFEITEREABAPNIENE,

BIEXHARER  BAUREZERMMERELEN. AXESZER , TN EEFHED,

MEELL

1. EMEZSZL2ED , EBRESXHREXEN Amazon VPC, EARAIIZLIH |, iR Directory
Service B FMIL Zi# EC2 EH1EF /R H Amazon VPC,

NF VPC 2424 , ATENBIA Amazon VPC WERIAZ £ HER MBS & PR XHRS
MREREARINLZL2E , FRRCERNZ2ASENXHRENT AWS XiE HENZE4A
Fo NERETLUR EC2 KAISHEN XM REERE , BFEQMEZEHRMUA TR :

a. AMUTAEMEEANAARFAT RO,

Rules AN
UDP 53, 88, 123, 389, 464
TCP 53. 88, 135, 389, 445, 464, 636. 3268, 3269,

2985, 9389, 49152-65535

ANEEBEFRXHRENEF iRt E S5 IDs R}EM IP it i 24,

b. AIMHWHN , AFFMERERBEEMAXHERLZR Active Directory, At , HHITUT
BE<z—:
- RFHMRERBESEN AWS 1£E AD B R XENEL4A ID,

HPR 5, BIENHRE 19
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- RFFEREREEEBTEER Microsoft Active Directory IHi2 #1853 <Bx#Y IP ik,

(@ Note
EREERT , B E L8R T BIAREHRR AWS Managed Microsoft AD &£ 4AM
n, MELE  ERFHEZSEAEEARFRBEEN Amazon FSx XHERZEW R EFFEN AL
M, BERUVEHALEMANNEZER |, i55HE (AWS Directory Service BEEIEFR) FIY
AWS Managed Microsoft AD &R%E4 .

BXEZEE , HS0 £/ Amazon VPC # 1T XRS5 R ZEH.

3. ZURARXHREEZEXNHRSFNEANMHRSRE  ERSFILTEENTARMFRF,
MREGZZSTARXHRE (BFSRIES ) , BANEXHRS[EEEETFHE , hEAXH
RS RRIEEE A FME.

MREGBETAXXHRS , BAXHREERE T,

4. NT "PERE | IEF IPv4 (AT IPv4 XF ) TN (HE IPv4RR IPv6 MABLZ ) o AIRERY
ERAAXHREHNERE, BXESZRER , F2H EXWBERE,

@® Note
R ARIT B B 22 (5 A XUERE X FSx B9 Windows X IRSEXHR S |, M AM %R &
K VPC M+ Mo Bl S#h iR A IPv6e CIDR 3, BEXEZEE |, 52 Amazon Virtual
Private Cloud B F 8B PRI & # VPC B IPV6 o

Windows & 155 iF
3t F Windows S KIE |, Fal#H {70 T iERR

MBEFHREMAAWS HEEMH Microsoft Ac tive Directory 1 , Ei%#BRIEE Microsoft
Active Directory AWS , REMNFI&RFIEZREM Directory Service B%. BXEZELR , BSH &
F Microsoft Active Directory.

MREFXHRSEMA BITEER Microsoft Active Directory 15 , Fi%##E B1TEE K Microsoft
Active Directory , #Rf5 7 Active Directory IRt A T ¥ HER. BXELELR , F2H FAETE
IEHY Microsoft Active Directory.

HPR 5, BIENHRS 20


https://docs.aws.amazon.com/directoryservice/latest/admin-guide/ms_ad_getting_started_prereqs.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-migrate-ipv6-add.html
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« Active Directory £ BREZH B,

/A Important

FWFREUHAKX 2 MAMEZSTHARXXH RS |, Active Directory & A BB 47 2.
Lt PR %I rti& A F Directory Service 1B {TEE M Active Directory i# A

Amazon FSx EXRFN AR EEIZIEZFIEM DNS IP ik, FXIFES H B M <
1TIE$#E, BA AWS Virtual Private Network VPC 332 Direct ConnectEiE S, AWS
Transit Gateway ><Bx,

- DNS fR5 28 IP #hsit — IPv4 SERIEH DNS ARS5 85 IPv6 Hbiik,

® Note
DNS fRE 2544718 A EDNS ( Extension Mechanisms for DNS ) , #1582 EDNS ,
XHUREET LR,

« Amazon A FFRXH RS INAREIHE A FSx ctive Directory BRI FAVIEH, ATENEA TE—
7 R ALX L AEIE -
« £ 1: AWS Secrets Manager 3% ARN-EZ & &/ Active Directory 13 E RStk R I F &
MEBNEHR. BXEZEER , BSH EAFEED B F&EIUE AWS Secrets Manager,
o BRI 2 ; HAEL
« REKSAFE - BA Microsoft Active Directory FIRES KA B, B2 SEHHI AR
B4, e , 3 F EXAMPLE\ADMIN , {XfEf ADMIN,
- RFKFHB - RS S,
o (ANE)HLRHET (OU) - NHREEMANALRE TN A2 HEREEN.

« (Tik) ERXENHREEERA - Active Directory F A LLBEB BN X HRENAEAN BT, BRiA
AREFEERR, BXEZELR , B3 U2 FSx BEKF.

&, &wit#ifE ( DNS 58 )

1. XNFmM#E , EZFEHTF AWS KMS key IIBXHREFBSHBEHINZRZA, BB EERA
B9 ARN SRIEZRHEEMNBRIA aws/fsx ( BRIN ) AWS KMS, MEZRAREFAEENZH, BXE
ZER |, BSR BABENE,

HPR 5, BIENHRE 21
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2. NFHFRIT-T& , RANZAXHHRFT. BXEAVNBEEXGHEFITNEES , BSREA
XHEEEIHIERELAFNIER,

3. TR - AERRmAREENHREREKNFTE DNS 318, 8MNIBHNEAMTANTLRETS
(FQDN) ., BXEZEL | E21 €% DNS 314,

CanpiE:ia

BXEHEHRONATHRENESRER TSR EHAZORF ENEE. .

1. SHEIRZORIABA. NRELEFTFE Amazon FSx BRXBHRZROENXHERS , M AU
WiE,

2. MRBEATHHEH  WHEHRIZNEONRBIRANBFITESEZND. SBULERARINED |, tbr
DR EEIERENEFZ M E O FBEE,

3. XNTFEFEFHEREBE , B LER 30 KBEIANRE , B LLRE—MNTF 1 8 90 XZEH
B , Amazon FSx MRBNHRENEHEFIZH. LEETERTHAFRBIINEMHHAE AWS
Backup#{THY & 15

4. NTFHRZ -7 | Ba LA ABRNERSRERMNIXERS, FEERD K NEWEEX |, #E
BERBHIEER, HIENERNHRSGE. BXEZER |, 55 1 Amazon FSx BIRMEIRE,

iij:%-lt_io

KRELNEE , REGIE
1. REUEXHRSNEHLERHNXHRERE, B UEICEXHREEATMESARTEE K
X HRERE (HESE ) . RRQEIXHFRE,

2. Amazon FSx BZ2X#HRE/E , M AR EFIEARK FIRFEFEXHRE ID LEFFAE
Bo EMM , RABEMBMEZLIETF LIE T XAHREH DNS B#. EUATIRESF , BRHEE
ERFHLEMREE| EC2 £,

SR 6. FEN XA HAZRHFFNE 1T Windows BRS5ER#Y EC2 K41

IE |, RAT SRR B3k FSx X HRSEEHERI B FHE T3 Windows #y EC2YL 5324,
Directory Service X R ENEBMEXHRENBMTE,

HPR 6. MEH XA HZMEFZIT Windows ARS8 EC2 K41 22
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£/ GUI BRETII T3 EC2 Windows L6l ER X HH=E

1.

o g bk~ w b

£ Windows SRl EEZH X HHEZE] , MAE3N 1% EC2RHIHFEMAECH X HREEMARE
fil, AWS Directory Service for Microsoft Active Directory Z 1Tt 4% , M < AWS Directory
Service EXE1EFE) PEFUTIEZ— :

o FoégEINA Windows EC2 3E45l

- FZIMA Windows 34l

EERENES, BXEZER , BRI E% EC2 AFERHMIEREEEHN Windows 34,
EEE , T NHRREER

ESMBERD , TARENETX (AREE ) X8, ARERBRHEMERZEHR.
NEFRRIEFE — DR RER

&R LAE A Amazon FSx 7 LRI BRIA DNS B RS EIEFEH DNS 3 B RMH XHRE, LIEN
EHRERAIA DNS BMRE AR E, MREFEH DNS 3B XMHHE , FSHEER DNS

Bl & 15 R 8

FEX R P AN RGN DNS BMMAEZEM. BRIAW Amazon FSx £EF H\share, fRHA
LA O FSx #24] & https://console.aws.amazon.com/fsx/, Windows X 4IRS 28 > MK ML
284 =& 1E DescribeFileSystems API &5 T #YCreateFileSystemial i 1 #% £ DNS & #5.

« X¥FHA AWS & Microsoft Active Directory B2 ] X X4 R4 , DNS EF M F AT Ro

fs-0123456789abcdef@.ad-domain.com

« XITIMABITEER Active Directory R ATAXX#HRE , UERFIEZHAXXHRS , DNS
BRI TR0

amznfsxaallbb22.ad-domain.com

flgn | # A \\fs-0123456789abcdef®.ad-domain.com\share,
BERYHHRAEZERBNIZEERZNETERE , AREERTH.

B7TH, FEEEANHHLE

W#E , BEFXHHERGRIEAKA | B0 UGEER Windows TR VR EL A B F—H £ RS
MHHE,

BT7H, REEEAXMHHEE 23


https://docs.aws.amazon.com/directoryservice/latest/admin-guide/launching_instance.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/join_windows_instance.html
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/connecting_to_windows_instance.html
https://console.aws.amazon.com/fsx/
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FEEEAXHHE

1. A RBERNXARRER.

2. EXFRBER[RPEZBEARNR, HIW : Hello, World!

3. FXHREFINHAZNRI[ER.

4. FERXHEREER, SMBER T HZH R EIRIRIRFH XA,

SR8 FW MRS

i , CELBNEREN Amazon FSx XHREREXHRET |, BRI ERITED. MINE
RTLENHREN 30 72 ONRTEHUNEEERG. BETUENURAFEINED. &40
EREZHRNFARR, BREHENNESEE , FSREN.

BEEH AR HRERD

1. #TFF Amazon FSx ##|& , it A https://console.aws.amazon.com/fsx/o

2. MEH&EEHERT , EREENLES CIENXHREHNER.

3. EXHREWBRETFA , EERELNERMD,

4. EHFANUEZOXNFED , ARORE—NEH. LEHRFZZTEEE 256 4 Unicode F§
BIEER, BEANUATRERFRF +-=._:/

ERERH.
EERIRTFWABRN  LEMEXHREIMRZD |, BEEZD

EOEFHZONEESD , QEPNROFRENEECIR, SARFE/LS R, SR04 ER
B, RS E RN AT,

£9%H, FE AR

TRALI R, BNERRUATSREETFRARFEN AWS 1K

RERIR

1. 7 Amazon EC2 #2%l& £ , ZILBHIKHl. BEXEZEE , HS Amazon EC2 AFIERHMNL
TN

2. £ Amazon FSx ##l& L , MIBREN XK RS, FIEBEZIROH2EMER. BR , BNTEMER
FIEFHRIENER. UTHZHBEASROBIE,

SR8 BRONXHRE 24


https://aws.amazon.com/fsx/windows/pricing
https://console.aws.amazon.com/fsx/
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/terminating-instances.html
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/terminating-instances.html

FSx 5@ F Windows 3R 5585 9 L I i#h Windows P #5

a
b.

o

$TFF Amazon FSx #2#lA& , Mt H https://console.aws.amazon.com/fsx/o
MEHEREGERD | EREER LS IR XHREN BT,
X FIRE |, EBRBIBRXHRS

EAFNBBRXHERENFES  EERETEUERARD. FEQE  FRESRLZHNS
Mo FIE B3I tIZM R0t MIBR.

/A Important

AUMNZ B R OZHRXMARE, FHREXER  BNBUECRERLRMD, NRE
E—BRREERIATFEET , WM R &0 MEMF3 02N &0,

HEXHREE ID P AZMBRAY 4 RER 1D,
M BR S R EGE

2 Amazon FSx MIBR X R Gent , HERBIERT RS SE RN EEMER, EHIEART R
TBEE TR RS

W, BASMRAXHREFHARNEMNED. NEMNSMERF , BEZH.

HEEHEERD  ERSERBRNXHREEEERXHRS ID WAERHG , RAEEERERE
%o

RECHITIT R BRZ X EAE, RIFEFFIERMDE ID WERE , REEEMRZ R

&1 Amazon FSx X RS M<K B3R5I EMIER.

3. EREREAARLI]IEH Directory Service B , 5 H ( AWS Directory Service EEIgm)
B9 “HIBRIEHIE Fo

o BE HIR 25


https://console.aws.amazon.com/fsx/
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/simple_ad_delete.html
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T 8] SR Y 38

x

=M AWS Cloud , ERMAMINGE | EER AT LAGE R 2 1 X SRV B 7 i A 73 55 R 15 (R 48 /Y

Amazon FSx X% %,

ES ]

XENES IR

M AWS Cloud H#R 1A B Ek4E
AR 3t 175 [°) B4

£ BRIA DNS & i/ [F 54
XESHANHRS (DFS ) B ZH
£/ DNS 5! % 15 [F] 4 45&

{8 A S S = 0 B 2R

B, FH. MBRXHAHE

X E i

FSx for Windows File Server X3RS 85 HEMR ( SMB ) HARA 2.0 - 3.1.1 , iIXEE AT LR SE#b
ZERITEXRPIFIBRERSERIEZEHRS,

TEEFEUT AWS T E R HlE Amazon FSx BLE&#EA -

Amazon Elastic Compute Cloud ( Amazon EC2 ) 3=l , @#& Microsoft Windows, Mac. Amazon
Linux 1 Amazon Linux 2 3K6l, BXEZEE , B5H RHXHHE,

Amazon Elastic Container Service ( Amazon ECS ) B8§ BXEZE R , 5% (Amazon Elastic
Container Service FF R A R 1EF) H#Y FSx for Windows File Server %,

WorkSpaces 26l - ETHEZE L |, S50 AWS {8F X ZE Using FSx for Windows File Server
with Amazon WorkSpaces,

Amazon AppStream 2.0 34l - ETHEZEE |, HSH AWS BE X E Using Amazon FSx with
Amazon AppStream 2.0,

AWS I35 TZ4T1E VMware Cloud FHI VM - ETHEZER , 55/ AWS B& X E Storing and
Sharing Files with FSx for Windows File Server in a VMware Cloud on AWS Environment,

Amazon FSx XIFLATIBRERS

XEFHE IR 26


https://docs.aws.amazon.com/AmazonECS/latest/developerguide/wfsx-volumes.html
https://aws.amazon.com/blogs/desktop-and-application-streaming/using-amazon-fsx-for-windows-file-server-with-amazon-workspaces/
https://aws.amazon.com/blogs/desktop-and-application-streaming/using-amazon-fsx-for-windows-file-server-with-amazon-workspaces/
https://aws.amazon.com/blogs/desktop-and-application-streaming/using-amazon-fsx-with-amazon-appstream-2-0/
https://aws.amazon.com/blogs/desktop-and-application-streaming/using-amazon-fsx-with-amazon-appstream-2-0/
https://aws.amazon.com/blogs/apn/storing-and-sharing-files-with-amazon-fsx-in-a-vmware-cloud-on-aws-environment/
https://aws.amazon.com/blogs/apn/storing-and-sharing-files-with-amazon-fsx-in-a-vmware-cloud-on-aws-environment/
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M

* Windows Server 2008, Windows Server 2008 R2. Windows Server 2012, Windows Server 2012

R2. Windows Server 2016, Windows Server 2019 # Windows Server 2022,

« Windows Vista, Windows 7. Windows 8., Windows 8.1, Windows 10 ( ‘@3& WorkSpaces HY
Windows 7 1 Windows 10 £EL ) 1 Windows 11,

e M cifs-utils TEM® Linux.
* macOS

M AWS Cloud RERif R iz

8/ Amazon FSx XHREMEELAME R (VPC ) HXEK, TILAAKEBE , BEAILUMIHR
% VPC HHEfILE 58 FSx for Windows File Server X R 4. B AIUNEXHRELTFRE
AWS IKF 2% AWS XiE 8 VPC AR X4 RS, BRT AT &I h R U5 FSx for Windows File

Server RRMNERIN , EEFEBREENH RSN VPC 224 |, UEHENEERE T UEXHR
SNBEFRZERE . ARNEAMERABEEZSANESFES , 50 £H Amazon VPC #1TX

HREGEE .
WO UUMNEXHRGEMNTRE— VPC A Z IR IwiFE FSx for Windows File Server X4 R %t

T&RWBAT Amazon FSx TRMNEBNZIRHEFNEFFHHTHRINRE | EABRT XHREH
BIERtE .

BEPRMAT... iR 2019 £ 2 A 22 HZ BB/ 15\ 2020 £ 12 i51A) 2020 &F 12
HR5 B17 BHzHiglEZ A 17 Bzt

X HRE X RS

BB H RS

- v v v

BEXHRES

B VPC X E v v v

CIDR #iE#

CIDR WSEE AN EF SEZ AR
U - s

H{th CIDR Xt P : 198.19

Z W & . 10.0.0.0/8 .0.0/16

M AWS Cloud PR 5 242

27


http://www.faqs.org/rfcs/rfc1918.html
http://www.faqs.org/rfcs/rfc1918.html
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BT Vil 2019 2 A 22 HzwiRIEM3C  15H 2020 F 12 A 2020 £ 12
HRE A7 Bzuitl® A7 BzE6lE
MY S HF RS MY S HF RS

+ 172.16.0.0/12
+ 192.168.0.0/16

® Note
EREERT , BUEFEEEAIERLE P iSeEMA 5 R 2020 £ 12 A 17 Bz 816
BRXHFRG. Akt , BAXHRENZRCUE— IO XHERSE. FRESER , R &
A& BRI EHEE. .

MEAM VPC, AWS IKF = AWS X 15 R HE

B LAMER VPC [WERERMMX , NEXHRGEXETERN VPC, AWS K/ = AWS XiF H Y2 #F
E P imif R FSx for Windows File Server X R %, £ VPC & EEDI P HEMER VPC &Y, —
AN VPC R it ESEZHI A LA R 5 —4 VPC 8 Amazon FSx X# %%, BIfE VPC BT AR AWS ik
P, S TFREMN AWS Xig , t Al SO TR,

VPC MEEERFW N VPC 2B MEER , B MERE , B UERTE IPv4 = IP RS 6 ( IPV6)
M FEIXF AN VPC 2 RIRBFRE. S LR VPC XN EEEREZMNTRE — AWS XiFHHE AN AWS
X H M VPC, BX VPC NEEZENEZER , 53R (Amazon VPC NEEEIER) ¥4 LR
VPC NEEE?

REMXEMEFREHRL , BAREREE VPC MEMEME, BXEM VPC FEMIXNESEE
EFS R (Amazon VPC FR¥ERM>) FREYIT4A A P E MK,

RIE VPC XY FEES L AMMRELET , LA MERXHREH DNS BMRBRIXHRS, B UGE
KEREY VPC MBI ITE KB — BT IR AF

AT AL €

FSx for Windows File Server X35 % AWS Direct Connect 5 Site-to-Site VPN M7t i+ B 324511/ 8]
BHNXHRS, B TX AWS Direct Connect B33 , FSx for Windows File Server {2 ] LUEN % H
P B E M A IR IF R S R S5, B T X Site-to-Site VPN X3 , FSx for Windows File Server &
B BT RN E ARREMNR M IRE T B XHF RS

MEAM VPC, AWS KF = AWS X1 15 B #3E 28


https://docs.aws.amazon.com/vpc/latest/peering/Welcome.html
https://docs.aws.amazon.com/vpc/latest/peering/Welcome.html
https://docs.aws.amazon.com/vpc/latest/tgw/tgw-getting-started.html
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AR IRFE RS Amazon FSx X REXBH VPC /5 , BRI LU X R 489 DNS Z#5 DNS
ABFRIXHRE, EAIURTE VPC AR ITTESEFIR — 1T g 4E, B 3< Direct Connect FIE
ZER , S (Direct Connect AAFIEFE) - BXRIZE Site-to-Site VPN EENEZEL |, S
{Amazon VPC AiF#EmM) FH VPN E#,

(@ Note
EREBRT , BUFECRAIELS P itSTEMA TG EE 2020 F 12 A 17 Hzwi ¢!
BOXHRS. At , BMAXHRENZHOE- DTN XHERE. BXEZEERE , R £
A& BRFENBE. .

FSx for Windows File Server & % H Amazon FSx X#EM% , MR th it EScHIIRM{KIEIR ., Tobg
Al =5 FSx for Windows File Server X HEZEMNR, BEXEZEL |, 55 (Amazon FSx X
MXFAFERM) -

@ Note

TE@#FHEFRAE Amazon FSx X#HMXx, FSx XHMXHNIME R o] ARE F B A%k
%o BXRE FSx XHRKKLAINEE  BHRLEENE,

£ FARRIA DNS B F G R EE

FSx for Windows File Server I8N XHRGRM T —MIAEB RS (DNS ) B¥r. EBAILAEAL
DNS B F# it &S24 LR IX3h 2842 M 51 2] Amazon FSx X = | MifE FSx for Windows File
Server X% %, ETMESER | H5H FHAXEHERZHEEHIE,

/A Important
RAEYHEAMEH Microsoft DNS EN BRiA DNS B , Amazon FSx F £5F M AR Z:89 DNS 12
o MRBHEHAMWERE= DNS , MIFMF3H1ZE Amazon FSx XHREH DNS %B, XA
NHREERERE IP HUMNEER , BSHAFKMATFS DNS FENEBRHRS IP tbit,

& DNS &7
* 7 Amazon FSx Hl&H , BBENHRE  REERRARGE. ENEELLEHDESE DNS B,

fEFAERIA DNS & #1781 iR 29


https://docs.aws.amazon.com/directconnect/latest/UserGuide/Welcome.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpn-connections.html
https://docs.aws.amazon.com/filegateway/latest/filefsxw/what-is-file-fsxw.html
https://docs.aws.amazon.com/filegateway/latest/filefsxw/what-is-file-fsxw.html
https://aws.amazon.com/blogs/storage/switch-your-file-share-access-from-amazon-fsx-file-gateway-to-amazon-fsx-for-windows-file-server/
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- 2% , 1£ CreateFileSystem = DescribeFileSystems APl i SR HFEE,

A AWS EEH Microsoft Active Directory FIFFE 2 T X XRS5 H DNS BMEBLU T
I : fs-0123456789abcdef@.ad-dns-domain-name

FNFMABITEEM Active Directory WFTER TR XH RS , URFMEZATAXXH RS , DNS &
HEFLTH : amznfsxaallbb22.ad-domain.com

Kerberos &% UE{E A DNS & #i

FEAE T Amazon FSx A E T Kerberos By & I IEF4E P 1%, Kerberos 8E% R iHE] X4 R
ZNEFIEEAEELNERRIT. ERNEN SMB £iFE AE T Kerberos BY 5 4536 i F4% i o #hiE
% | BE6EH Amazon FSx RIEH IHRSH DNS BFRT RSN XHREK,

MREE AWS FEEB Microsoft Active Directory FZ<ith Active Directory Z BIELE T /AZBEE , BBA
MREFEHTH Kerberos BHRIEA Amazon FSx Remote PowerShell , M AME R Fix L A MER
IFFEEA AR, AXESELR , 535 Microsoft X#4H A Configure Kerberos Forest Search
Order ( KFSO ) »

XD WRIFRE (DFS ) MEENR

FSx for Windows File Server %% {# A Microsoft DFS &5 & Z2[Hl, {# 8 DFS B ZEFNUTFZIX
HRENXHHRZHAR —NMNATHRZBNXHGBTEEN AL XHRENR (HEEE ) . BUUEAR
DFS & Z= R A B FR17E) Amazon FSx XHRS , FERNHEEZEREE N XHRSEH DNS
B, BREZEL , S £/ DFS e A ZE N 21 FSx for Windows File Server X R4 5
4,

£/ DNS 3l & 15 7 £ 35

FSx for Windows File Server A B8N XHRSIRME T —/ DNS B2% , AJLAFHRXHHRE, &k
AI L@ A FSx for Windows File Server X R EEM BB 5% |, FRAERIA DNS BF 2 I E b
DNS EMIHRIXHHE,

£/ DNS 3% , LA LU Windows X4 HZEHIEBE FSx for Windows File Server , ARG R
AR DNS Z#riAE Amazon FSx EH#IE, DNS BB EAFEBERAEEYNEH , NTTERN i
EEEEE Amazon FSx XM RGN T EFNMARF. BX&RZTLE 50 /N DNS B 5— MNXHR
SixBk, BXIF DNS %I& 5 FSx for Windows File Server X RS XBKMECHXBNEZEL , 5
%] & DNS 38,

Kerberos B3 IIEEA DNS & 30


https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2008-R2-and-2008/hh921473(v=ws.10)?redirectedfrom=MSDN
https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2008-R2-and-2008/hh921473(v=ws.10)?redirectedfrom=MSDN
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EH DNS 3IEEEX FSx for Windows File Server XHRZR SR IARIMNIR , DAPITUT SR :

1. & DNS 38 X< EREXH XKL
2. AXHRGUKREHMEX DNS 5% €2 DNS CNAME 12 %,

B % FSx for Windows File Server X4 R4 £ DNS BIBMWEZEE |, i5SH EE DNS 38,

Kerberos & 1758 UF F iN%3 {8 F DNS 5l

HATEWST Amazon FSx EAE T Kerberos By B WRIEFE B N, Kerberos BEB 7RI L4 R
SNEFRERERZENE MR, EXAFMA DNS 518 75E Amazon FSx & F /3 A Kerberos &
BRAE , HHMIE Amazon FSx R L Active Directory ITEHIX KR LR NS DNS 38 33 B89 RS
FEEZF (SPN)

EE R DNS 3B FRIXHERERRE Kerberos B RIEMINE |, 57 7 Kerberos BLE RS+
KZ# (SPN) .

A LR IR BII 7E Active Directory FIREBLA NHKEXN R ( GPO ) |, 5%l DNS 3B iH R XHR
SN E P iRER Kerberos S RIEFMNE :

« BREINTLM : @IZ2RRS 215 H NTLM RE - AR IREELHFITMNITELEZEIT Windows
BRERSEZERSB|/AEH NTLM RE,

« BREINTLM : 53 NTLM & QB RIEFINZRRSBR/AIA  MREE T WERE | RENTLM : @iziE
RS BRAE H NTLM RE"RKRE , NEALRKBREMZATE S IRREEA NTLM S HRIENIZ
EARS R BIAFIR,

E1E A DNS 3B 5 R X H RSB FIINIT Kerberos BEHRBIEMME , S50 FAARBER
( GPO ) I 1T Kerberos & 13 %iF,

BREEXHREGLAER DNS AIENESER , BSHUTEE

* 1 DNS BB XKEXH RS

« 7 Kerberos Bl E RS EHEF (SPN)

- EF R AIE DNS CNAME i

o FREAREIR (GPO) sBHINIT Kerberos & 4 KIE

Kerberos &3 IiEFM N4 DNS 514 31
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+F DNS 3 & XRERBI AR5

FE4EF Amazon FSx 2414 . CLI Fl API IR A RE AR ME B IR 4 REET | ALLF DNS
%14 5904 FSx for Windows File Server #38, MECEERREAENRIE  BHASHER
BENNE BUXBIE,

LI RRF N B UMMAEER Amazon FSx 2| & BIZ T X R SRt KBk DNS 3/#&. BXR DNS 3l& X
KREMEXMRENEE , URBEXEA CLI M API (WiFHER , 5 B DNS 3£,

TE QI A XM Rt <EX DNS 3 #

1. BI LT MuLFTFF Amazon FSx # %A : https://console.aws.amazon.com/fsx/o
2. BREAITHDHR TR 5. QIENHERS RN RAUBHT GRS,
3. HEHIEXHRGOMSWIER - &S , MAESXHRSEREE DNS 38,

1EE DNS 3|&rY , BEREATEN

- PMEATEREEE (FQDN ) #&= hostname.domain , fi30
accounting.example.com,

. TUAEFRRTTHNETH (- ).
. FEUEFHFLARLR.
. TLERRTF L.

XTF DNS #1# , Amazon FSx 2R FZRFRERENNEFR (az) , TREEEFEFFEAKX
BEFf, NEFRERKYLBINNNFTF,

4. HEEPERIPREFERITEMEL,
5. HEARE - WIEERS S, RIMATRNRE , RREET -5,
6. REMUEMHRENHELERHNXHRSERE. ERUIENHRE , QIBXHRS

A Kerberos BLE RS EHEE ( SPN)

FEANE BT Amazon FSx A E T Kerberos By & I IEF4E P 1138, Kerberos 8E% 7 iHE] X4 R
SHEFPREREZSNE BRI,

EXI{EA DNS 518 751/ Amazon FSx & F i/ A Kerberos B RAE |, 44 Amazon FSx %
Sty Active Directory TTEHLXI R EAINES DNS BB XN R RSZEAEEZFR (SPN) o — SPN —XR

F DNS 38 KEREI X R 5 32


https://console.aws.amazon.com/fsx/

FSx 5@ F Windows 3R 5585 9 L I i#h Windows P #5

BEE — Active Directory ITEHLX KRBk, MRAREHXHRSEH Active Directory THE X RELE
#y DNS EFMEEHFIE SPN , AT E £ EMIBR,

Kerberos S BIFEZELLTHA SPN :

HOST/alias
HOST/alias.domain

WMRHELRE finance.domain.com , MAREFUTHEA SPN :

HOST/finance
HOST/finance.domain.com

® Note

£ Amazon FSx X4 R 4iHY Active Directory ( AD ) it EHLX RAIZE#HTAIEH SPN Z 8 ,
BEEMBRFTE S Active Directory TTE X R LA DNS BIEXN MM EEH SPN, 1R AD
177 DNS 31&# SPN , M5 Amazon FSx X # R 4R E SPN =it F4 kM.

DT EBEN BB ITIRGE -

. ERFEWEH RS Active Directory ITENFTR LB FTE A DNS 518 SPN,
« EERITME SPN , NFEMIBR,
« 3 Amazon FSx X # R4 Active Directory iTEHL3T R AIZ2#H DNS 3% SPN,

ZRFTER PowerShell Active Directory 181t

1. BRIEMALEH Amazon FSx XHREFTI AR Active Directory B Windows 3%,
2. LNEER HHTFF PowerShell,
3. FERALUT &S R%E PowerShell Active Directory &3,

Install-WindowsFeature RSAT-AD-PowerShell

A Kerberos BLE RS EAEE#R ( SPN ) 33
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2 M BR R 28 SUHFE 3R 48 Active Directory iTEHIT R LA DNS 518 SPN

WMRIEN E DB Active Directory FEMTENNR LB S — XA RS DNS 3| ZEE T SPN,
A EMERIXLE SPN , RS ERF SPN RINEI X H RS T ENT R

1. BRAUTHSERAEINAE SPN, i alias_fqdn BERAELSRE 1 FEXMHREXEKH DNS 3
Bo

## Find SPNs for original file system's AD computer object
$ALIAS = "alias_fqgdn"

SetSPN /Q ("HOST/" + $ALIAS)

SetSPN /Q ("HOST/" + $ALIAS.Split(".")[0])

2. FAUTREEA b WRLE—FSHREHNIE HOST SPN,

« N alias_fqdn BMRAETER 1 FEXHRG XK TE DNS 318,
« ¥ file_system_DNS_name B RAXH RS DNS B F5o

## Delete SPNs for original file system's AD computer object

$Alias = "alias_fqgdn"

$FileSystemDnsName = "file_system_dns_name"

$FileSystemHost = (Resolve-DnsName ${FileSystemDnsName} | Where Type -eq 'A')
[@] .Name.Split(".")[0]

$FSxAdComputer = (Get-AdComputer -Identity ${FileSystemHost})

SetSPN /D ("HOST/" + ${Alias}) ${FSxAdComputer}.Name
SetSPN /D ("HOST/" + ${Alias}.Split(".")[@]) ${FSxAdComputer}.Name

3. WELZR 1 FEXHREXRKHNEZN DNS JIBEE LS R,

 Amazon FSx X# R £ Active Directory it EH I Ri&E SPN
1. BITUUT®$ , 7 Amazon FSx XHRZREBHE SPN,
« ¥ file_system_DNS_name Bt Amazon FSx B4 SRS DNS & #5o

EFE Amazon FSx ###lA EERXHREMN DNS B/, BIERXHRSE , ERENXHRE
REEBRNHRGFANH EWMNEELEER,

&t A  LAIE API #4E DescribeFileSystems BINa R 3 Z] DNS & #ro

A Kerberos BLE RS EAEE#R ( SPN ) 34


https://docs.aws.amazon.com/fsx/latest/APIReference/API_DescribeFileSystems.html
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« ¥ alias_fqdn BAEDS R 1 FEXHREXERAITE DNS 3E,

## Set SPNs for FSx file system AD computer object

$FSxDnsName = "file_system DNS_name"

$Alias = "alias_fqgdn"

$FileSystemHost = (Resolve-DnsName $FSxDnsName | Where Type -eq 'A')
[@] .Name.Split(".")[0]

$FSxAdComputer = (Get-AdComputer -Identity $FileSystemHost)

##Use the following command to set both the full FQDN and Alias SPNs
Set-AdComputer -Identity $FSxAdComputer -Add @{"msDS-AdditionalDnsHostname" =
@($Alias, $Alias.Split(".")[0])}

(@ Note
MRRBEXHREH AD it BN R F7E DNS 5/EH SPN , M3 Amazon FSx X#&

SR E SPN FAM, BXRERHABERINE SPN HWEE , BSHERHMBRERXH RS
Active Directory ITE#HLX R EHIIE DNS 5% SPN,

2. FEAUTROIMAKIERZEN DNS 5IBEE 7 #H SPN, #ERmENPITIFRNEN SPN
HOST/alias ®M HOST/alias_fqdn , WA TR Bl E AR

¥ file_system_DNS_name E#t R Amazon FSx 5 EL4A R 4K DNS £#5, EfE Amazon
FSx %8 EERXHRLH DNS B , BRBEXHRES  GRENXHRE  REEEXHR
SUEARNEHLAMEEREERE,

#& 7] LAIE API #4E DescribeFileSystems BIWa R 3 2] DNS & #ro

## Verify SPNs on FSx file system AD computer object

$FileSystemDnsName = "file_system_dns_name"

$FileSystemHost = (Resolve-DnsName ${FileSystemDnsName} | Where Type -eq 'A')
[@].Name.Split(".")[0]

$FSxAdComputer = (Get-AdComputer -Identity ${FileSystemHost})

SetSpn /L ${FSxAdComputer}.Name

3. NWELZR 1 FEXHREXRKNEN DNS JIREE LSRR,

A Kerberos BLE RS EAEE#R ( SPN ) 35


https://docs.aws.amazon.com/fsx/latest/APIReference/API_DescribeFileSystems.html
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TS 02 DNS CNAME id%

AXHRSEBEE SPN 5, ATABE T A X EES Amazon FSx : HETARAXHREHEN
DNS i2ZER N BN Amazon FSx X FR 5B\ DNS E#H DNS i %,

EETATHNBODS , WAHAE R dnsserver M activedirectory Windows &R,
ZEFTER PowerShell 3R

1. LLE7%H DNS EENRHA ( XF AWS Managed Microsoft AD , I AWS ERVITE RS EE
R ; W FETEEMN Active Directory , NIiEE R HMEEER DNS BEENRHEMA ) WRA
AP BHAEFRISMALRN Amazon FSx X#HR AT IMARHE Active Directory B Windows 3%
il

BXFMER , S5 (Amazon EC2 AIF#E®) HH Connecting to Your Windows Instance,
2. LEERHMTF PowerShell,
3. RBUNRBEFHIRARETEE PowerShell DNS FRSEER, FRUT RN REZER,

Install-WindowsFeature RSAT-DNS-Server

E) Amazon FSx XHREEFMHLIZEEHE L DNS 75

1. LAEH DNS EEMNRHA ( F AWS I£ER Active Directory , 1 AWS EiRVIBEREERE
A ; X FBTEEM Active Directory , AIBIEE R HBEZERK DNS EENRAEMAE ) WK A A
F B HEZESER Amazon EC2 £,

BXFHEER , S (Amazon EC2 AIF#E®) F# Connecting to Your Windows Instance,

2. EGTRRET , BITUATHAR, HEASNFEIAERN DNS CNAME BT EEH Amazon
FSx XHRS5, MBRKFEMIZEFHE , 9 DNS 518 alias_fqgdn BIE—NEH DNS CNAME
IBF , ZICFFHHT R Amazon FSx X4 RSHIERIA DNS £ #.

EETHA , BRITUTRE -
« ¥ alias_fqdn BAEXHREREH DNS 51E,
« ¥ file_system DNS_name &#2 N Amazon FSx 2 ELA SR EH DNS B #.

$Alias="alias_fqdn"

FEHEAIE DNS CNAME 2% 36


https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/connecting_to_windows_instance.html
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/connecting_to_windows_instance.html
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$FSxDnsName="file_system_dns_name"

$AliasHost=$Alias.Split('."')[0]

$ZoneName=((Get-WmiObject Win32_ComputerSystem).Domain)

$DnsServerComputerName = (Resolve-DnsName $ZoneName -Type NS | Where Type -eq 'A' |
Select -ExpandProperty Name) | Select -First 1

Add-DnsServerResourceRecordCName -Name $AliasHost -ComputerName
$DnsServerComputerName -HostNameAlias $FSxDnsName -ZoneName $ZoneName

3. WELIR 1 PEXHREXKNEN DNS AR EE £ —FRE.

I EE A DNS 38 N EE Amazon FSx XHRE AT DNS CNAME B, T1E , A LAEA DNS
B 3Kk 15 R B8

(@ Note
B ER DNS CNAME 1B FKRIE [ RIS R % — N34 R SR Amazon FSx X REEART
EFR A RESEEN B AT EEERZ M4 RS, FIFES R DNS &F/E , NMEEH £
DNS Bl &#HITEEE. BXEZEER , HS R LEER DNS 314 15 [ X4 F 5.

FHARBEXNR ( GPO ) sEHI1T Kerberos & {51 iiE

B33 1£ Active Directory FIRELL TARBEXNR (GPO ) |, B LA ERE 5 R XH RS A
Kerberos & 1731 :

« PR&INTLM : EZEFERS L H NTLM RE - FRL R REEL == 1T AT E N EZ1T Windows
BRERSHEAZERSS[IE S NTLM FRE,

« BREINTLM : 53 NTLM S QB RIEFIZRRS /G  MREE T WERE | RENTLM : @iziE
ARSER4E H NTLM RE"RKRE , NEALRKBREZATE S IRREEA NTLM S HRIENIZ
EARS 2R BISA TR,

1. UEBRFHBEREMALZHN Amazon FSx XHREFTI AR Active Directory B Windows 35
fl, MRBEEEEBTEEMN Active Directory , B X LS IREIER AT Active Directory,

2. REEFH, EEIR, AXRBEE,
3. ERARMXIR.
4. BIFHEARBNR , BRITERRE,

FERAREXNR (GPO ) B#lHIT Kerberos & 4 51iF 37



FSx &M F Windows 34 R <5 85 49 1L 5 2 Windows f 8/

5. REMENMERL : BRHI NTLM : mZERS[EH NTLM REXR, (ETEFEEIERE
BRI K, ) EAMBTLRELETFH , TF LT (GRET ) X8, RAREREMN.

6. EIFLIPIEL,

7. EENABARARE,

8. ENFFHmNFEZZRSI/M NTLM EEREFN , THREINERE : RE NTLM : HIZE
ARS5 2R 65

EAMZERERIFH  IHA LT (ARET ) K&, AEEEREM.
9. RAFTEERNIMEIBISFIRAY RS 2289 A o
10. EENARTNARE.

e XA K E R B

Microsoft Windows X HEZZXHREFHNRFEXH RSB EFK. EBEARTFENEANFXHR, &
FinfEARSEEER (SMB ) MMCRIBRINXHRSE LW XA HE, FSx for Windows File Server X
HREBEM BN share BERIA Windows XHHEZ, BRI LR Windows REXHXREFAF RE
(GUI) IE  REEENENEEIERENHMGIHRE,

Microsoft Windows F4& A (CA ) HENEEMRNBET , BIEEFH PRSI S LINHEE | [hEE
BRNEZXHNREMIARE, FH CA XHRAZAEXGRELET FTBRARARE R DX RS EM
AERFNTH , SENARFRBEX S FREXEXHHRE L,

B X TE FSx for Windows File Server XHRE LS BEMNEBXHHENEZERE , BFECAHE | &
S S, FHF. BBRXHRE,

BRET M HE

B XHRE | F6EH Windows Map Network Drive ZhEE |, it & 324 LAY IXTH 28 &2 AR5 3
Amazon FSx XHHE, FXHHAZME R ITELH EHRSIES , X—HRE Linux FRAES S H
=, KRR ITESRHINXBENREREN T, REXHRZEE , ENNARRFEMN AP TR E 2 it
ST ST — 7 (8] ST L = A9 ST R ST R

BRBRENESNHHAZURRIXGREHBBENESEE  FSAUTYERE !

« 1£ Amazon EC2 Windows 325l FBRET X H =,
« 1£ Amazon EC2 Mac 3Rl EHEH XHH=E
« 1€ Amazon EC2 Linux 326l EHEH XHHE

ERAXHHZEIERHRE 38
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£ Amazon EC2 Windows 3245 F RS st =

& B LAE A Windows File Explorer 2@ 512 R &F7E EC2 Windows S5l EBRE X Z | LA [E FSx
for Windows File Server X% %k,

#£ Amazon EC2 Windows Ef| FBRA XHHE ( XMHRFREESS)

1. J3%h EC2 Windows 3£l , & HERES Amazon FSx XHEERS AR Microsoft Active
Directory, At , M CAWS Directory Service BIE{ERm) FIEBLUTHE :
« FEEHA Windows EC2 34
« FZMA Windows =4I

2. EEREH EC2 Windows 3£6l, BXFMEER |, 555 (Amazon EC2 BAFigm) P MIEEZ
Windows 324,

R , BT FF File Explorer,

ESMBERT , TANBHETX (AREE ) X8, ARERRHMERZ R,

ERF R, EE-NRIBJ[ER

FEXHRP | WANXHEREH DNS EMHESXMHREXEKMN DNS 31 |, URAEZER,

o o ~ w

/A Important

R IP ik (TR DNS BH ) , XAESTAKIHREN KARRBURH S HT
AAHER. W, ESTARNLABRXIARLES , EF Kerberos S HRITEEE
DNS & #a 5Bk #) DNS 314

B LA % 4F Windows File Server, WM& 5% 4 , 7£ Amazon FSx 2l & EREIX

HR5H DNS BMFEMRER DNS 58, ¥ , B A LUE CreateFileSystem =
DescribeFileSystems AP 4N F KR EIEN]. EXEA DNS JIENELELR , HSHEE
DNS 5%,

« X¥FMA AWS FEEH Microsoft Active Directory I8 T I X XH R %% , DNS B T Ro

fs-0123456789abcdef@.ad-domain.com

« JFIMABITEER Active Directory WEREAAXMXHRE , ARFIEZHRAXXH4HRE , DNS
BRI TR

1£ Amazon EC2 Windows 354 EBRET ST H = 39



https://docs.aws.amazon.com/directoryservice/latest/admin-guide/launching_instance.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/join_windows_instance.html
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/connecting_to_windows_instance.html
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/connecting_to_windows_instance.html
https://console.aws.amazon.com/fsx
https://docs.aws.amazon.com/fsx/latest/APIReference/API_CreateFileSystem.html
https://docs.aws.amazon.com/fsx/latest/APIReference/API_DescribeFileSystems.html
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amznfsxaallbb22.ad-domain.com

plan  EEAETRAXXHRSH DNS BH , FEXHRFWMALTRR,

\\fs-0123456789abcdef@.ad-domain.com\share

BEEAZARAXXHRER DNS B8, BEXHKFRMAUTAR,

\\amznfsxaallbb22.ad-domain.com\share

EFEASXHRERIKA DNS 3l& , TEXHFRFHALTAR.

\\fgdn-dns-alias\share

7. NERRXNEMEZEE-— LR, ERIXHAHAERENERRNENERE , AEEETHK.

£ Amazon EC2 Windows =4 MG XU HE ( i SRRE)

1. Az EC2 Windows =4l , HIFHE#Z| Amazon FSx X#HR SN A Microsoft Active
Directory, At , M CAWS Directory Service BIR{ER) FIEBLUTHE :

-« 4 A Windows EC2 L4l
- FzIMA Windows =4l

2. BL AWS Managed Microsoft AD B xH# A/ & 7% # EC2 Windows 3Efl, BXFHEER , &
Z[F (Amazon EC2 AF#E™) HHYVIEEE| Windows L4,

3. EEE, BITAGTRRIFED.

4. (ERAPMENRIEBRER. XHRSH DNS EMARAZEMRERIHFHRE, EALE Amazon
FSx 2%l & £1%$F Windows File Server, M&E5% 4 , \MikEl DNS %, HE , BT
CreateFileSystem = DescribeFileSystems API BR/ERYIE R K E ©11,

« X¥FMA AWS FEEH Microsoft Active Directory BV T A X X#H R %% , DNS B T AT Ro

fs-0123456789abcdef@.ad-domain.com

« XFMABITEEM Active Directory WRE I JAXXHRE , URFIEZTRHAXXH RS , DNS
BT TR,

1£ Amazon EC2 Windows 354 EBRET ST H = 40


https://docs.aws.amazon.com/directoryservice/latest/admin-guide/launching_instance.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/join_windows_instance.html
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/connecting_to_windows_instance.html
https://console.aws.amazon.com/fsx
https://console.aws.amazon.com/fsx
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amznfsxaallbb22.ad-domain.com

THRATERXHLEZNGS B,
$ net use H: \\amzfsxaallbb22.ad-domain.com\share /persistent:yes

X net use I H 2, BIE T LUEREZIEFR PowerShell it B REFXHHRE,

£ Amazon EC2 Mac =4l EEH HHE

& Amazon EC2 Linux =62 & A Active Directory k148 FSx for Windows File Server X # %
G, WA AEZRA LEEXHRE, WRZFIRMAER Active Directory , iHFZ AN EBIFTERN
Amazon Virtual Private Cloud ( Amazon VPC ) %7 DHCP I£IZ & , LB E &M Active Directory 13
) DNS & R$ 88, RiE , EFEHNEH,

£ Amazon EC2 Mac 4l EEHXHHE (GUI)
1. B3 EC2 Mac =£4l., FIt , EM (Amazon EC2 AFIERm) TBEUTIREZ— :

- EAEH AR Mac 3£l
- M AWS CLI /531 Mac L4l

2. fH Virtual Network Computing ( VNC ) i£# %] EC2 Mac £6l, BXEZEER |, 5
% {Amazon EC2 FF#8r) HMIEA VNC EZEIEH,

3. £ EC2 Mac =4l £ , #E#Z] Amazon FSx XHHE |, TR :

a. fITEHKSR , AEwE , AREREEIRSSE.

b. FEEIIRS|/NEED , WAXMFREHN DNS BMBEHRLEKRER DNS 318 , UK
HERR. REIEFEE,

A LABE %4 Windows File Server, WM& 5% 4 | £ Amazon FSx #2# & L3R EIX
HREH DNS BFAEMIRERR DNS &, HE , BB LUE CreateFileSystem %
DescribeFileSystems API #{EM RN F K EIEA]. BXFEH DNS BN EZER , ES
BEE DNS 5l&.
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& Connect to Server

| smb://amznfsxwdanmyb n.example.comﬁshare{

Favorite Servers:

+ - & 2 CUCII Connect |

c. EF—1MEREEL, EREEAMKE,

d. %A Amazon FSx RS K F7 B9 Microsoft Active Directory ( AD ) ZiE , SIA R RAIFFR. &
BIEREE,

Enter your name and password for the server
M “amznfsxw4anmybn.example.com”,
(== Connect As: [ Guest
© Registered User

Name: admin

Password: }0...-....{ |

Remember this password in my keychain

e. MREERI , BALTE Finder BAOMLE T HEZ Amazon FSx =%,

£ Amazon EC2 Mac =6l EEHEXHHE (mH1T)
1. B3 EC2 Mac £4l, it , EM (Amazon EC2 AFIER) PBEUTIRZ— :

- FRAEFE A B3 Mac =4l
« M AWS CLI J33) Mac =4l

2. fEH Virtual Network Computing ( VNC ) i£##%| EC2 Mac £6l. BEXEZEE , H5
5 {Amazon EC2 A {E®) HHIEA VNC E#EZEISEHI,

3. HERANATHTERNAHRE.
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mount_smbfs //file_system_dns_name/file_share mount_point

& LATE Amazon FSx #2# & Ei%3%E Windows File Server, M&5%4 , NKE DNS &5,
®E , BWALUE CreateFileSystem 5 DescribeFileSystems API #ER IR K EI T4,

« X¥FMA AWS FEEH Microsoft Active Directory BV T A X XH R %% , DNS B U T T Ro

fs-0123456789abcdef@.ad-domain.com

« ¥FMABITEER Active Directory WREITRARXXHRE , URFIEZTRHXXH RS , DNS
BT RO

amznfsxaallbb22.ad-domain.com

EEERHREANESRTREEERRITU TR

- //file_system_dns_name/file_share — {8 EEHEFH N XHREH DNS EMAHKE,
« mount_point - BEEHEXHREM EC2 =6 LAY B %,

£ Amazon EC2 Linux SEfl b HEH X HHE

& Amazon EC2 Linux =62 & A Active Directory 3k i@ FSx for Windows File Server X # %
g | 1 ER T LATE iZ 35 5] 38 FSx for Windows File Server X # =,

(® Note

« LTHRPIEENSE (SMB MY, B7F , URIEBMMEAZHARH KN ) ERR
fl, Linux cifs @p S EEFRURFA Linux REZARAS |, ATEEL G E %5 Amazon
FSx M4 REZBANEZRENFTUHENLEIR, BXEZELE , B cifs X, THRIEME
A# Linux 335,

 Linux BEFIRAXZIFET DNS MBI ARER, BXRESZEE , FSH Linux B mAY KR
BBEK,

1£ Amazon EC2 Linux 3E4l EEHXHHRE 43
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£E2 A Active Directory B9 Amazon EC2 Linux SE#|l EHEHXHH=E

1. WMREBEEBIEEEITH EC2 Linux 3212 A Microsoft Active Directory , i§Z ] (AWS
Directory Service EI2{E™) FHFIMA Linux SE41,

2. E#HZ| EC2Linux kfl, BXxEZER , HSH (Amazon EC2 AF M) HHIEREEF Linux 3£
i,

3. ER¥ cifs-utils @, FETUT o WARATE Linux £3#E Amazon FSx M X HF

%o

$ sudo yum install cifs-utils

4. BIEEFK[BFR /mnt/fsx. LRFEIAER Amazon FSx XHRE.
$ sudo mkdir -p /mnt/fsx

5. FAUTHSER Kerberos #1T & B Rl
$ kinit

6. EANTHRTERNHHE,

$ sudo mount -t cifs //file_system _dns_name/file_share mount_point --verbose -o
vexrs=SMB_version,sec=krb5, cruid=ad_user,rsize=CIFSMaxBufSize,wsize=CIFSMaxBufSize, cache=na
file-server-Ip

& A LATE Amazon FSx &l & Li%# Windows File Server, M&EE5Z4 | N E DNS &5,
A , WA LAE CreateFileSystem 5 DescribeFileSystems APl BEH R K EIEA o

« X¥FMA AWS FEEH Microsoft Active Directory BN T A X XH R4 , DNS B U T T Ro

fs-0123456789abcdef@.ad-domain.com

« ¥FMABITEEM Active Directory WREITRAXXHRE , URFIEZTRHXXH RS , DNS
BT,

amznfsxaallbb22.ad-domain.com

F CIFSMaxBufSize B AARATFNRKRE. BITUTHS , UREULE,

£ Amazon EC2 Linux ¥l EES x#HE 44
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$ modinfo cifs | grep CIFSMaxBufSize
parm: CIFSMaxBufSize:Network buffer size (not including header). Default:
16384 Range: 8192 to 130048 (uint)

W HE RERAREFRXK/NA 130048,

7. BIIUATHS , REIXHREREBCER , 2T UREEHA Internet XHFR 4 ( CIFS ) KA
XHRE

$ mount -1 -t cifs
//fs-0123456789abcdef@/share on /mnt/fsx type cifs
(rw,relatime, vers=SMB_version,sec=krb5,cache=cache_mode,username=user1@CORP.NETWORK.COM, ui

HEEREANER S TREREERNITUATRE

« //file_system _dns_name/file_share - I8 EBEHNNHRSEH DNS EMAHKE,
« mount_point - BEHXHREM EC2 =6 LAY B %,

« -t cifs vers=SMB_version : HXHREHNHXIIEEN CIFS M SMB thihrkad, EATF
Windows File Server B Amazon FSx ¥ SMB kX7 2.0 & 3.1.1,

« sec=krb5 - IEEEA Kerberos M2~ 5 # 1T H P RKIF,

« cache=cache_mode : REZEFE&EN, It CIFS EFEM AL MtERE , BRIZNIXHLRESE
EEANHRM IR (HEF Linux X ) . BIUFEAREN strict M none , @A loose A
BEARMIENREVTSEBET -,

e cruid=ad_user - [{HEIEEEFMEZEN UIDZREN AD BRXEE A,
e /mnt/fsx - & EC2 34| L3 &E Amazon FSx M HEMER N,

« rsize=CIFSMaxBufSize,wsize=CIFSMaxBufSize - iZMMEAEHX K/NMEERN CIFS
AR FN R ARE. & CIFSMaxBufSize Bt AARZATFNEKRE. BIETUATHSREE
CIFSMaxBufSize,

$ modinfo cifs | grep CIFSMaxBufSize
parm: CIFSMaxBufSize:Network buffer size (not including header). Default:
16384 Range: 8192 to 130048 (uint)

B EREREHFX KA 130048,
« ip=preferred-file-server-Ip - B#R IP #hiHi& BN X4 RE B EXH RS M IP it

1£ Amazon EC2 Linux 3E4l EEHXHHRE 45



FSx &M F Windows 34 R <5 85 49 1L 5 2 Windows f 8/
BRI URNTARRREXHERENEEXHRS SR P #hit
- f£/A Amazon FSx 2#l& , EXH4RZFAGENENMEZER SR+ L,
« £ describe-file-systems CLI @i SR &M DescribeFileSystems API 5% By I Bz 4,

fEAR A Active Directory B9 Amazon EC2 Linux SEf|l EHEH XHH=E

LAR 324 Amazon FSx X HZEHZH FIARMA Active Directory ( AD ) B9 Amazon EC2 Linux 38
flo X¥FARIA AD By EC2 Linux 3Rl , BRARERAEFE IP #hik#EHH FSx for Windows File Server
YHHRE, EALLER Amazon FSx 2414 , EME SR LRI LW EIESXH RS S IP it HIREL
XHRGENFAE IP ik,

LRBIER NTLM BHRIE. Nk, BFEZLAF 5% ( B, FSx for Windows File Server X34t
FriN A B9 Microsoft Active Directory BRI R 5 ) HEEXH RS, EC2 Kl creds. txt EFTBIEMNX
AP oRBERAPKFHNELE, LXHIERFHNAFRE. ZBMNE,

$ cat creds.txt
username=userl
password=Passwordl23
domain=EXAMPLE.COM

B MEE Amazon Linux EC2 3E4i

1. {# Amazon EC2 #2414 B3 Amazon Linux EC2 3:fil, BXEZEE , B2 (Amazon EC2
BFiEmE) FMEaE6,

2. %33 Amazon Linux EC2 326l, BXxEZELR |, 55 (Amazon EC2 AFiEE) T EEE
Linux 3£4i,

3. EZRF cifs-utils @ , BETUTHS. EATE Linux L#EH2 Amazon FSx M & X4 %

%o

$ sudo yum install cifs-utils

4. BIEEITRIES Amazon FSx XHREMER S /mnt/Fsxxo.

$ sudo mkdir -p /mnt/fsx

5. FAZAERMBRIE /home/ec2-user BFHBIE creds. txt FEiFX#.
6. 1i%E& creds.txt XHNR , MERER (FFIEE ) TBERETUTHSREWMME A,

1£ Amazon EC2 Linux 3E4l EEHXHHRE 46
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$ chmod 700 creds.txt

ERNHRS

1. SBULAERFE IP it AR MA Active Directory FISXHHE, BT L5 [E Amazon FSx 2|
B, EMNEE5ERLETNF LN EEXHRSER IP it FIREVERSEFAE IP Hbit,

2. HERANTHTERIXMARS

$ sudo mount -t cifs //file-system-IP-address/file_share /mnt/fsx
--verbose -0 vers=SMB_version,sec=ntlmsspi,cred=/home/ec2-usex/
creds.txt,rsize=CIFSMaxBufSize,wsize=CIFSMaxBufSize,cache=none

¥ CIFSMaxBufSize Bt AARATFHNRERKRE, BTUTHT , UIREULE,

$ modinfo cifs | grep CIFSMaxBufSize
parm: CIFSMaxBufSize:Network buffer size (not including header). Default:
16384 Range: 8192 to 130048 (uint)

W HE RERAREHRXK/NHA 130048,
3. BITUTHS , RIRBERTXHRSE , Zow S URE CIFS XHRE,

$ mount -1 -t cifs
//file-system-IP-address/file_share on /mnt/fsx type cifs
(rw,relatime,vers=SMB_version,sec=ntlmsspi, cache=cache_mode,username=userl, domain=CORP.EXA

HERREANER RS REREERRITUTRE

« //file-system-IP-address/file_share - IEEBERNXHREHN IP it FMHAE,

e -t cifs vers=SMB_version : FXHREWNERIEERN CIFS # SMB thHilhkA, EEATF
Windows File Server B9 Amazon FSx %z SMB k4~ 2.0 & 3.1.1,

« sec=ntlmsspi - EEMEMA NT LAN Manager Security Support Provider Interface ( NTLMSSPI )
#IT B RIE,

« cache=cache_mode : IEBEFER, It CIFS EFEMAIEAF MR , BN ZNIRHLEEE
EEENARIMIEAR (HEF Linux X ) » BIWWFEMAED strict M none , A loose A
REXERMPENREN TS HBET — 3.

1£ Amazon EC2 Linux 3E4l EEHXHHRE 47
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« cred=/home/ec2-user/creds.txt : IEEMALIREA P EIE,
e /mnt/fsx - & EC2 £4| E3ETE Amazon FSx MHHEMER S,

e rsize=CIFSMaxBufSize,wsize=CIFSMaxBufSize — FEEMEAZHX K/NEERN CIFS
MU FHNRKRE, & CIFSMaxBufSize B ANABRATNHRARE, BIETUTHRIREE
CIFSMaxBufSize,

$ modinfo cifs | grep CIFSMaxBufSize
parm: CIFSMaxBufSize:Network buffer size (not including header). Default:
16384 Range: 8192 to 130048 (uint)

£ Amazon EC2 Linux k4| E B EHXHHE

5 22 FSx for Windows File Server X# £ Z# Amazon EC2 Linux EHIEF Y , BRI LB 3EE
ZXHFHZ LR FSx for Windows File Server X R %, Akt |, iB1E EC2 £l L# /etc/fstab
XHFRM—N%B, /etc/fstab XM BEBEXRXHRENER. 5 mount -a 2EXHISZHHIE
E1T , BTHEE /etc/fstab XHHHHHXH RS,

FFARIA Active Directory #) Amazon EC2 Linux 354l |, S8 ReeE A EFLE IP bk #EE FSx for
Windows File Server X H =, &A LG A Amazon FSx 244 | EME S L2 EM~ LA Bk X4
BR$5E IP thut PRIV RGN EE IP tbhk,

AR 32 Microsoft NTLM &35, BEZLURAF &4 ( B, FSx for Windows File Server
XA REFTI AR Microsoft Active Directory BV 5 ) HEE XK RS, BAUEATHEHNGEM
creds.txt XHRZERAFKFEIE,

$ cat creds.txt
username=userl
password=Passwordl23
domain=EXAMPLE.COM

FERMA Active Directory B9 Amazon Linux EC2 =6l L BaEH XHHE
B3 FELE Amazon Linux EC2 S£4l

1. {#H Amazon EC2 #2#l& B3 Amazon Linux EC2 3£fl, EXEZELR , 1§25 (Amazon EC2
AFiEE) v B30,

1£ Amazon EC2 Linux £l EBahES X4 HE 48


https://console.aws.amazon.com/fsx
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2. EEIEHEH, BXxEZEL |, FS (Amazon EC2 BAFIERE) FMEREE Linux 3241,
3. EZRF cifs-utils @ , BETUTHD. WEATE Linux L#EH# Amazon FSx &M & X H %R

%o

$ sudo yum install cifs-utils

4. B /mnt/fsx B F. ENELAESR Amazon FSx XH RS,

$ sudo mkdir /mnt/fsx
5. 7£ /home/ec2-user BFXH |2 creds. txt FIE X,
6. REXHNR , MEREL (MEE ) TLBEETUA TS RIEIRX 4,

$ sudo chmod 700 creds.txt

BaER RS
1. BAILMERAE P it B3hESHARMA Active Directory IS HZ, A LLiF R Amazon FSx

ZHla  EMEER R L EIEXFRSES P it PRECHFREWR IP il
2. EBFEAXMHHAENILE IP it BV ESIXHRE , FE /etc/fstab XHEFRMUTT,

//file-system-IP-address/file_share /mnt/fsx cifs
vers=SMB_version,sec=ntlmsspi, cred=/home/ec2-user/
creds.txt,rsize=CIFSMaxBufSize,wsize=CIFSMaxBufSize,cache=none 0 0

¥ CIFSMaxBufSize B AARATFHNHERKRE, BITUTHT , UIREULE,

$ modinfo cifs | grep CIFSMaxBufSize
parm: CIFSMaxBufSize:Network buffer size (not including header). Default:
16384 Range: 8192 to 130048 (uint)

wWHE RRAREHRXKNHA 130048,
3. S “fake” T mount E S al’FM“verbose” & ME &S EH , MR fstab & 8.

$ sudo mount -fav
home/ec2-user/fsx : successfully mounted

4. BEFXHHE , BFER Amazon EC2 £,

1£ Amazon EC2 Linux £l EBahES X4 HE 49
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5. YUSFEATAN , EFUTESUREXHRARE DHEE,

$ sudo mount -1 -t cifs
//file-system-IP-address/file_share on /mnt/fsx type cifs
(rw,relatime,vers=SMB_version,sec=ntlmsspi, cache=cache_code,username=userl, domain=CORP.EXA

HEWEERNA /etc/Fstab XHERMWITEREE [QIMITELTIRE

« //file-system-IP-address/file_share — I8 EEEHEZH M Amazon FSx XHREH IP b
HME=E,
« /mnt/fsx - 7 EC2 3£4| L3 E Amazon FSx X #HREMEH <.

« cifs vers=SMB_version : FXHREHWERIEERN CIFS fM SMB k4, EATF
Windows File Server B Amazon FSx ¥ SMB hxZ~ 2.0 & 3.1.1,

- sec=ntlmsspi - $EEMEA NT LAN Manager Security Support Provider Interface g ini® 5 ifl-
0ja) 7 & 43 32 3iF o

« cache=cache_mode : iR BEFEN. It CIFS EBFEETMAIREL NG MERE | 185 1Z M= HRLL &
EFESENARMIEAR (HEE Linux XY ) . BIEAREI strict # none , AR
loose AJRERQRAMBIENRIEMN NS BEET — Ko

« cred=/home/ec2-user/creds.txt : IEEMNTLIRIAFEIE,

« _netdev - ARERFERNHRENTEENSZILRINRE L, ZRTMSEE I KHFEER M4
R ENEEFIRLEBEATMERS

c 0-EBRXHRSENZA dump B3, MRERIFEE, XF Amazon FSx , ZENIZZ 0.

« 0:EE fsck ERFINBRENHREMNIATF, T Amazon FSx X#HRE , ZEMHN 0, KR
fsck TRERFIRIZIT,

IR, EH. MBRXFRE
ATENET MABSRTAFESREBIHRE,

° ﬁ“ﬁ%ﬁiﬁ:/\g
- ERIMBEXHH
- BRI EXHH

& A LAE A Windows A #HLEZ 32443% GUI 1 Amazon FSx CLI £ PowerShell Eizf2 & FSx for
Windows File Server X R4 LN XHHE, EAXZEHX GUI (fsmgmt.msc ) B , £ EHXITFFL

EENMHHE 50
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THAXHRELHAZEETXRER , AR HEIER, NBRER , FEM PowerShell EE VT
ENNHGRELNXHHRE,

Microsoft Windows Xf X #F# B FH an & SSHEAM N MRS, NERES R IEZMFRESE , NBEX
£ Windows IERE@ B XHMB R, BXESEE , BERGEHH.

/A Warning

Amazon FSx R RS X 812 SMB XA HEN BN XHREBIMETLES NTFS ACL X
PR, EZESULAFEEXHREN NTFS ACL R , RS BENXHHRZETELE,

ERARXEXMHX GUI EBENHHE

EEE Amazon FSx XHRELWNHHRE | AJBMERRAENHRX GUI, HEXHRX GUI A ERE
Windows RSS2 VAT AR EXHRERT — N PRUE, ATEENEATHMNEENHLE,

FHZ 4K IEREE FSx for Windows File Server X #4ER 4

1. J3%h Amazon EC2 3£4l , HIFEEREER] Amazon FSx XHR S A K Microsoft Active
Directory, At , M CAWS Directory Service BIE{ER) FIEBLUTHE :

« FEEHA Windows EC2 34
« FZIMA Windows £l

2. UXHRSEEBERAKANWAF BMERETES, £ AWS E£E B Microsoft Active Directory F |
ZAEBEHN AWS EIRW FSx BEE R, ELBITEEM Microsoft Active Directory 1, AR
NEEER, RECEACENENRBREANEERANBEENEH. BXEZER , BN (EA
F Windows SE#I#9 Amazon Elastic Compute Cloud P #68) S #ERE Windows SE4l,

3. IIAFKRXE  AREANUEERSMHIZEITRIZIT fsmgmt.msc, WWRERFITFREXHRK GUI T

4. ERESP , EEEEIS-BITEN.

EZ—BITENF , BALEH Amazon FSx XHREHITHE RE (DNS ) &%, Hlm

amznfsxabcd0123.coxp.example.com,

E7f Amazon FSx 124l& L ER XU R KM DNS £, HiEBRHRE |, EBE RSN XHR
& AREEXHRZFBEIHNNESEZE2E . BB LUE APl #84E DescribeFileSystems
90 37 7 3 B DNS & #ro

6. ERWE. BE , AEXMHRTEMNFIRFRFER Amazon FSx XHREHNZRE .
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WME , HEXHREEZZEM Amazon FSx XHRS |, WA LIEBEXH RS LB Windows X
2, MIAHZEEZ N \share, TEIHRTUTTERBEX— A :

c DB XHAHRE -HEHEXHRIESR  ZEREMERFHHE | EF Amazon FSx XHRERTE
PHE, ARFERAE  AEER CIBAEXHR G F,
ORI NHRZZE , BIALRNERM 4R, BAIIRNTSRIITRE

« FRARAEXMHRIER  BEEARMXARBENET WL, R R o IEH R, REIBAH
MR,

- FERAGST:

New-Item -Type Directory -Path \\amznfsxabcd0123.corp.example.com\D$\share
\MyNewShare

c BUNHHRE -EHREXHXRTENANERT , TAEBANIXHAEN LT (AREET ) X
B, RREEEM, EREEFERRE,

« MBRMHHRE -EHEXHRTENANERT , TTENBRIXAREN LT (AREET ) X
B RERRFLHAE,

(® Note
NFEAAX 2 MZTHAXXHRSE , REFEA Amazon FSx X#H R 4K DNS BiERE
B fsmgmt.msc , FTEEFEAHRZXHX GUI TERBRN 4 RERERIHHE ( BEEFHN
BR., AFRHEMEMEY ). WREFEAXHRSEHN P itk DNS BIE#HTIERE , MIR=E
XX GUI TEFF X FXLERE,

(® Note

MREER fsmgmt.msc HEXHX GUI TEIFRIF Z 4 FSx for Windows File Server X
BRELNVHE , NEERXITFNTARAXHRENEEZNXHHEZ E KL, A6
HIGER, NBRIER , B LA PowerShell B XXHHE | I FATR,

£ PowerShell B HHE

A LAfE A& T PowerShell B9 B E M. FSx for Windows File Server iR BB GO REEBXHHE,
XEGSETEHEEXHREZES , fin

EENMHHE 52



FSx BT Windows X 4RSS 8890 Db Windows FiF$57
« MXHHEENRE 4IRS FIEBE Amazon FSx
- & AWS Xl REIS AR ZUERTRERE

« WHENHHETEREHTHEEEE  NARNXHHER

E 7 R {A £ PowerShell LfEH Amazon FSx CLI #{TIZiEE 12 , {5 Amazon FSx CLI AT
PowerShell,

TRYE T AAHATEE FSx for Windows File Server X R4 LI XX HZR Amazon FSx CLI izfg
&I PowerShell i,

HEEERD iU

New-FSxSmbShare BIEHHHE,
Remove-FSxSmbShare MBR X HZ,
Get-FSxSmbShare RENEXHHE,
Set-FSxSmbShare REHZNEM.
Get-FSxSmbShareAccess BREXZHIHRZEFSIER (ACL)

Grant-FSxSmbShareAccess ERENZLHRFRRINZIEEENAFIHRZEFHZE (A
CE) .

Revoke-FSxSmbShareAccess MHREMNZEHEHRAFHBIBRZEEENFTE LIF ACE,
Block-FSxSmbShareAccess EHENZESHARATHRINZEEENIEL ACE,
R

Unblock-FSxSmbShareAccess MEEZEMNZLBARRFHMBRZEEENFIEIEL ACE,

BN THBRYBEHHRERAFEGSRINSERFEE, BEHRILLAR , HET28 -2 o, flm
New-FSxSmbShare -7,
FHEIE£3% 45 New-FSxSmbShare

O] LU f£ 1% 48 New-FSxSmbShare , XIER AT LBEHETERBERBLTARET |, MA4%
FIREEF W AEIL,
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AT AEZ— , %1 FSx for Windows File Server 3RS 88 F OB - HERMEMNEIER
E

s EUREARERZFUNR , BEAUATHT.

$credential = Get-Credential

- EFEH AWS Secrets Manager #RERZIENR , BEEAUTH .

$credential = ConvertFrom-Json -InputObject (Get-SECSecretValue -Secretld
$AdminSecret).SecretString

$FSxAdminUserCredential = (New-Object PSCredential($credential.UserName, (ConvertTo-
SecureString $credential.Password -AsPlainText -Force)))

PIISE A (CA) HHE

& A LATE PowerShell Ef#H Amazon FSx CLI SUERRE BN S ARG EFLTHM (CA) #

=, 7 FSx for Windows File Server ZA X X #R & L A2 CA HZEFHENF AL
MAM. Amazon FSx R AfAX N4 REHMEBETETRERH 2 L, At , ERATAXXXHRS
FRIEHW CARZEFHENWEAM , BAAETE. FH New-FSxSmbShare w53 -
ContinuouslyAvailable EWREN $True REEZHERFEATANKLE, UTRGECAH
ERRBIGTT,

New-FSxSmbShare -Name "New CA Share" -Path "D:\share\new-share" -Description "CA share"
-ContinuouslyAvailable $True

A LAER Set-FSxSmbShare i S HMBEXHHE LR -ContinuouslyAvailable &5,
BENEXHHERERFETH
FAUTHSEENE XS LAENFETHEENE.,

Invoke-Command -ComputerName powershell_endpoint -ConfigurationName FSxRemoteAdmin -
scriptblock { get-fsxsmbshare -name share_name }

WMRER CA, W RFIEUTT

[...]

ContinuouslyAvailable : True
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3]

[...]

MRRBA CA, NaHFES AT

[...]
ContinuouslyAvailable : False
[...]

EENANHAAZELERBETR", NEAUTHS :

Invoke-Command -ComputerName powershell_endpoint -ConfigurationName FSxRemoteAdmin -
scriptblock { set-fsxsmbshare -name share_name -ContinuouslyAvailable $True}

New-FSxSmbShare 55 K 8 [m{SE kW

MREEEEEERE, HEAFPENEREENEES Amazon FSx XHR G xBAE |, N
Amazon FSx A X ### 1T New-FSxSmbShare PowerShell &5,

SERBMER AT ARG Rz —RBFRXMITR

« 1T New-FSxSmbShare i AP 4ME FSx XU RSN TFRE—MIH,
« BALAMER fsmgmt.msc GUI EXHRELBBHRE, BXEZER , H5R FAEZXHR GUI

EENHHRE,

New-FSxSmbShare i K % @EEE KK

55



FSx 5@ F Windows 3R 5585 9 L I i#h Windows P #5

AJRMEEFEAN  BAARNMZAAXX GRS

& A F Windows File Server By Amazon FSx IRt X RABBXE  EARMZTHAKX, LT
BYREMTEDANIEASREBRERISBRENELS, AXZBSHTAMY SLA ( BRESSRDIL)
{E8 , FZ 5 Amazon FSx FREZE R,

BARARXXHREHAEAN Windows RS EBHRXRGIMENTRAKX (AZ) AN —AFEBAK. N T
BUMAXXHRE , EASHERT , BE2AHES , UMRPHEZENAAHHENZE, Amazon
FSx iFE G ZREAHE  HEIERREMENEMRBAFBINKESHFIRE, EHERE
SHHE , AREAXGRERENITHNEF IR , RTARKXHREBETSZLMY 30 2 #HHEFH
BfE. NTREATARXHFRE , ARMPBBERT , XERSHREARTERE , flNBE TS MEHR
[F, REATENMNXHBRSHNFEERESEXNHFREL T A —BRES , EXHERT , BT UMK
MR O PIRE RS

SUAXMHRGHS A ERNTAX (BETAXMZATAKX ) B9 Windows X RGeS A%
EBAR , A Windows Server KB EE (WSFC ) HARMANTHX LW —AEF#ES, BEE
ETARANFNTARzERLSES. ENTRETARTE , SUTAXBBELH - FPETHXE
BRERESEBAM , AESEAMERIZATHAKRESITNAREET MITRISRS FETEREH
AR, XEETUSEHEHE  HEWTRPENEERZEFIHEN TR X F e &m,

pEETARRS TAR I REHBLN

ETZTARXHRGRHNESTARENBEAMRE | BNBWHSTRARXXAREGRATASHEST
g, ETAKBEENMNXNFRTEAR,. REENABRFERESEFNRETEEFTINFHER
TRWEFTHENS , URTAMNRE KRB (RPO ) ERBANTMNE THEAFRITH —FHEL
TEMNBRA R, EITMAXHRSGLEF RITHIRSPIAERT , THERN RPO FRE AT
M THEABRRRKITUAZ ATAEERER 20 784 , ERPBBERT , TEZ BRI —REZ DR
BEMERX,

IARBWEEEXH RGN TRAMER | FBREXHFRGLET. FUHEIERNITIINRS FliE
EHHE , S0 TEAREBENFTERZRENTRRETH.

BEBREN TR RE

TFHRCE T FSx for Windows File Server X4 R & EPER B LT THEE -

EEETARNSARARAHREHFRE 56
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ERE SSD HDD 7% DFS s DFS & il BEX CAH#E
M7k HZE DNS & #5

BAAKX 1 v v 4 v

BAAKX 2 v v v v e

ZA AKX v v Y v v*

@ Note

*BREUNUEETARX 2 XHRE LOIRIFETAHMN (CA) HE | B SQL Server HA &6
B, ENZESTARXHRSE LER CAHE,

WEXBLRE

HILATERE , ZUARXARES BN EEXA RS ERRREB R & A HRS =

- ATRARXREFH,
« BIAXMFERS R T A
« BEMHFRSSRETITRINGER

M—EXHRFBRAMEBE S — X4 RS BE , TR XHRS [T RLERENHRE
FIREMBABE R, HEEFNPHRIFTAN , Amazon FSx 2F A MBI ME FHEF NP EIE
MRS, MNEEN RS R RN HERRE A XGRS H[EANEIRS , RAKBEES
30 WATH. REZTAREENAMBIMEBLSETE 30 WHEATHK , #ERBEER
FTRANNHFRSSHETEMERTRRE,

EENNHREHTAREBMAM BN MENERER , /0 ATEELEF , Amazon CloudWatch 1§
RAREE R AT, NTZUARXHRE , ERAREBNAMNEINEHEARENEM X4 RETE
o, MEEENXHFRSHFNHBI MRS/ BARITELS, N TRA HDD FRHOXHFRE , AREA
ZEBAN IOPS BMERN TN , KIRTWRFZREHNT . BRNBWENXHRE AR/
KRB NARFHRE,

WERBERE 57
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Windows B Fifm ERARNERB LR

M—BXHRSF/RABEBE S — B XA RS RN |, FHEI XA RS RS BT RO EREXHRS
IR BAE R, Bk FNANERAARE , Amazon FSx 2F KM B MEFNEE FMFPHHELE
RS 2R, BT XHRLSH DNS BRMRIFTE |, RIEL RBEBX Windows NAEF ZERR , XL
NMRAEFLEF TN AMRE XA REMVERE. NEES) IR 28 L B E 2 F & A 3Bk
SREANFIRS , AREBEERHE 0 VAT REZTAREENAMBIMREHLSETRE
30 WMREATR , FERBEEEFRINXHRSEXEMERTT2RE,

Linux R igI A NEB ALK

Linux B IR T X FET DNS B EBI AN ER, Bt , EAREBHR , eI T28ERIRAX
RS, EZAARXHRGARBIRERNBERFMPHXFRSRE2E , EMNFEIREXHR
SLHVER1F,

EXAH RS LN R MR

BB ATAXXHRGENELEDRMAERBER, YRR RENTHEE

B , Amazon FSx £Xx X 4RGN XHRSSES. & Amazon FSx B A BB X 4RSS, 21
AXXHRELBIAREBEHBRSSE. AEXHRESAMENIRERFHFHERSSS , Amazon
FSx &b X RS2

O LATE Amazon FSx #2#|A. CLI 1 APl RS EMENERNERNOHE, RITREFGE , B8
XHRECIMEBIHBERSESE , HEAMEIMER FRSZEE. BEXREAXGREHNFTHEE D FK
RERKENEZER , FSH EEEHEED,

B AXMZURAXXHRERIR

EMAXMZUTAXXHREN FRAM#HEENEZEONFERSXEMTE , M TETATR,

EiL

BIREMINET (VPC) i, HAIEH AWS Xif R R AKX (AZ) . TAXRHKIRIT N TR
BEHMATAXNRENTRMLE, E612 VPC 2E , EUUEENTAXFRMN—IHZNFH, &
MNATAXHBERIAVPC BE—NFH, FRMREHN VPC AW IP it SBE, FRA4TTEANTARS,

FSx for Windows File Server E XN HREEE—NFM , ZFREERERIEE, BIERNFH
FEMFMBEBENHREHFHN AKX,

Windows & i R R HB LR 58
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ZUARNHEREFTERNTN , 238 T EEXHFRSHFNERAXMFRS R, SEFHHND T MAH
L FRE— AWS KN AETAXAH,

XTF AWS H N AR , BINBUEESEEXHRSFERNTARFEHE K , LERRER
DIER

MR G M M g O

HMEMEEOR VPC FRREMUMFHZEMEAHF, HBEIE Amazon FSx XHRER , Amazon
FSx 2EBENHRERBKHN VPC PME — NS HEMEMEZED, BUENZEOCERTFRERS
YHREBEHERZXHRSE, ZREMEEOIRARZEKS VPC H—25 , EHMELE Amazon
FSx WIRFBE AN, ZAARKXHREERIMREEMNEED , SMXHRSSHE—1. ETARXXHR
SRE- I HEEREREO,

/A Warning

BEME NS BR G XA R G RERAV R MM EEO, SRS BRZMFEOTERLFSHKAER
&8 VPC MM R 2 AR EEE,

T&RCE FSx for Windows File Server E AR XU REMZ AR X RGN R FERAE

N REHBRE FHBHE HEMEEONKE IP ith 11k ¥k
BATAKX 2 1 1 2
BATAKX 1 1 1 1
ZHAK 2 2 4

BIEXHRER , EREBRXHRGE 2 , B IP it FaB .

/A Important
Amazon FSXx A FHMN AR EBRMIBEXHRE , AT XHRE[ LN HEEBRN AT,
MERZEM P st ( TMNEBMNIFENAE IP ik ) MRS 4REEMEMERED , Amazon
FSx éqg/ﬁ\ ai&bﬁ%o

MHRGEMEMEED 59
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{$ B Microsoft Active Directory

f2 FSx for Windows File Server X R & at |, BRI LU E INAZH Active Directory 15 , AIREAF
B0 AR TR SUHER R BB 5 R E], Amazon FSx £/ Microsoft Active Directory S8 IE
# Microsoft Windows 355 K. Amazon FSx 12/t 7 & Amazon FSx 5 AWS Directory Service for
Microsoft Active Directory &£ M £ B1TEEM Microsoft Active Directory FANEIR , E&ETA]
LU Active Directory £ FSx for Windows File Server X4 R4t

Active Directory =& Microsoft B3kfRSS , ATHMEAEXAMNB LNRNER , FEEANAFEBRENE
BAMFEAXLEER, XENKBEFSELZRR , SINXHFRFFURMNER - MITENKS,

RE , BB A AEREE Active Directory I A F 54 B1T# T HBRIEH 5 R FSx for
Windows File Server X# %%, R & A LAERHIE 5 4 R IE HIX BN TR STHRBEE. Lt

A BRI IIE XX HREEZSHREHSIR (ACL ) BEEBE Amazon FSx , ML ERH 1T
FEAE R,

® Note

Amazon FSx ¥ Microsoft Azure Active Directory 3HARSS , & A LARFIEARSS 0 A Microsoft
Azure Active Directory,

ERAXHRSERNES AR Active Directory BLBJG , BN REEFHUTEMY :

- ARSSH P EAE
 DNS RS589 IP ik

SNFRIEXHREFINAR Microsoft AD , BEEERATEM :

* DomainName
» OrganizationalUnitDistinguishedName

» FileSystemAdministratorsGroup

B2 , BAUBELZHRAUBTNXHRE , HEFXHRER Microsoft Active Directory £ 54 Bt & H
FHLAEM. BXEZER , BoH 2 OEEEFXHRE,

60


https://docs.microsoft.com/en-us/azure/active-directory-domain-services/overview
https://docs.microsoft.com/en-us/azure/active-directory/fundamentals/active-directory-whatis
https://docs.microsoft.com/en-us/azure/active-directory/fundamentals/active-directory-whatis
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® Note
Amazon FSx X #F Active Directory Connector 1 Simple Active Directory,

R BT Active Directory WELERX A EX M S BEEXHREREZ PR , Il FSx for Windows File
Server AIREQHIIB B IR, EFNENXHREMER ATARE , B Amazon FSx BHI A RIEEE
HIXE R , &L Amazon FSx API SiZ2Fl A A StartMisconfiguredStateRecovery s
T, BXEZEE , BHRAXARGA TERES TR,

IE
« ¥ Amazon FSx 5 AWS Directory Service for Microsoft Active Directory £ & & F
- R BITEEM Microsoft Active Directory

&

\

£ Amazon FSx 5 AWS Directory Service for Microsoft Active
Directory 44 & F

AWS Directory Service for Microsoft Active Directory ( AWS Managed Microsoft AD ) E =i
8. SETAMSERR Active Directory B3k, B TEAHEBE R ER XL Active Directory B
Fo

MERERYE L E A AWS Managed Microsoft AD B &4 iR % , RAITEWIEN Amazon FSx X#H &
%t 5 AWS Managed Microsoft AD . ILREFRERM—NER Amazon FSx 1 AWS Managed
Microsoft AD I —¥E R F R, AWS 2ABXRTIRSHIE. BE. STAM., IFEMH. 224
MEEER , FREET ITESRRIEESHITERR,

&R LA R Amazon FSx 2% & K4 Amazon FSx 5 AWS Managed Microsoft AD iR E&E S #F .
TERF & P I BF FSx for Windows File Server X RERT | i1E£#F Windows &3 RRIEE 5 THY
AWS #£& Active Directory, BEAEREFEANBERERK. BXEZEE , BSZA TR 5. BIEX
HRE,

B AL TTRERTE BITE M Active Directory 38 ( At =im ) LEERSHMRE. WRE , BN
FHER Amazon FSx XHREEEMA R BRI BITEEMN Active Directory BH, BXEZER , 17
SR A B1TEER Microsoft Active Directory.

A, BRI RERENNERMIREER RS, FIERS | BULUFER (83 Amazon FSx
XHRE ) BREESHPFTERN Active Directory MAEEIRIIHY AD # e,

f£F AWS Managed Microsoft AD 61


https://docs.aws.amazon.com/directoryservice/latest/admin-guide/directory_ad_connector.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/directory_simple_ad.html
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/A Important

NFEAMARX 2 MAEZTHRXXH RS |, Active Directory T2 FREEHA ( FQDN ) 788
47 NEH,

BX X So R SR A

FEBIZE 2 A AWS Microsoft $£& Active Directory 8 FSx for Windows File Server X4 R 2 81 ,
BFHRZELUBHEETUTREEE :

« XF VPC 224 , ATEMNEIA Amazon VPC WBIAZ A ERMBZFEFHXHRS., 1B
REEHFOE FSx XHERSEHNFRHZEAM VPC M4 ACL EinO L AWAE FTEFTRA EAR

=,

FSx for Windows File Server port requirements

You need to configure VPC Security Groups that you've associated with your Amazon FSx file system,
along with any VPC Network ACLs and Windows firewalls to allow network traffic on the following ports:

TCPPorts 88, 135, 389, 445, 464, 636,

3268, 3269,9389,49152-65535
UDP Ports 88,123, 389, 464
S
Active Directory
TCP Ports 53 domain controller
UDPPorts 53
~
i -~
AY DNS server
FS/'{Q E
' TCP Ports 445 C\l
< L
< |
. H _
FSx for Windows i SVIE chent
TCP Ports 5985

N

—

Administrator

TRBETHSMNRANER,

BRI SE RS A 62
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TCP/UDP 53
TCP/UDP 88
TCP/UDP 464
TCP/UDP 389

BR P o RS
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i i3 0
UDP 123
TCP 135
TCP 445

BR P o RS

64

( DC
EPM/

g F| oA I

SMB

ot S F



FSx 5@ F Windows 3R 5585 9 L I i#h

Windows P #5

X

TCP

TCP

TCP

636

3268

3269

BR P o RS
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7138 v =
&
TCP 5985 WinRI

W sSg D
5 =2 ©
o -
™~ —

W

TCP 9389

o >
305
o

Web
A

%, P
hell

TCP 49152 - 65535 RPC

/A Important
BRUAX 2 MAEZAARXAFRSEHEHFEARY TCP inA 9389 LAY HERE.

@ Note
MREERNR VPC M4 ACL , NEAM A FBNSimH (49152-65535 ) LRV HIERE.

BR P o RS 66
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- HEN Amazon FSx XHREEZIN T HA VPC Sk~ # AWS & Microsoft Active
Directory , ME#R L VPC SEERHPOUEXHREHN Amazon VPC ZHEEIEE. BEXE
ZEE , B2 W EXREK VPC K F % Amazon FSx 5 AWS Managed Microsoft AD £&4&
.

/A Important
B Amazon VPC T2 HERNEXEMEREN FEITFiRD , BERXZH VPC ML ACL
ERR@ITF w0,

5 Amazon FSx M5 T EWiE 5 Active Directory 1S12 Hl85 2 B RV E#,

e R R AR A

T HRZE I AE AWS Managed Microsoft AD i&i&. EIRIEEBIZER AWS Managed Microsoft
AD B MINE W BITEEM Active Directory 2 [B] 2 3 £ @ MEEX R, XTF Amazon FSx H#y
Windows &R , ERFEL@MEE , B AWS HRENMEED AL T,

R\ IE R ZE4E , M Directory Service HEMNFH A EER. SR IEN H BRI ER R4
FEEz RS OEE , BATELEPHKFREEENSPHRENRRETIHRIE. EXRER

T , Amazon FSx (X5 AWS EREHHITRE, 1£ Kerberos B RIEZEFR , KELAEFF KNS
HBRIEERBQBEHTRIE , AL TENHEHERLS AWS Managed Microsoft AD , &REEF ik
FSx for Windows File Server X RERRBFRiE. BXEENESEE , F50H AWS 22 BEF
# Everything you wanted to know about trusts with AWS Managed Microsoft AD,

M3z Active Directory Bt iE

EBIE Amazon FSx X RG22 81 , BAEDUEER Amazon FSx MERIE T ERIE S Active
Directory 12 $IE5 2 B MVERE, BXEZEE |, HSH RiES Active Directory 132 | 25 BV E %,

T B8 % R BESS B Bh#&F AWS Directory Service for Microsoft Active Directory & FSx for Windows
File Server &5 :

« {AWS Directory Service EE5m) HF M1t 42 Directory Service

« {AWS Directory Service EE{gm) FHIE AWS & Active Directory

- {AWS Directory Service EEIER) PR AIEETXR.

EARREMEEEE 67


https://aws.amazon.com/blogs/security/everything-you-wanted-to-know-about-trusts-with-aws-managed-microsoft-ad/
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/what_is.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/ms_ad_getting_started_create_directory.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/ms_ad_setup_trust.html
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ET R VPC =K F F4F Amazon FSx 5 AWS Managed Microsoft AD 45
=xEdi

R LAER VPC &E T FSx for Windows File Serverr X RGN A ZIE — K ATRE VPC F#
AWS Managed Microsoft AD BxH, BEALAER B RAETRENXHEREMAZTE AWS IKF T
# AWS Managed Microsoft AD B ™,

@ Note
R EEXHRSEL TFHERE AWS Xig F8 AWS Managed Microsoft AD, MR EFHEX
i VPC WMEiRE , NN fEA B1TEEM Microsoft Active Directory. BXEZER , i5H £
B {TEEM Microsoft Active Directory,

P HREMAEAM VPC 1 H9 AWS Managed Microsoft AD B THERRBESIEUTSE :

1. REEHMEHIE,
2. HZEME F,
3. RHEEMMHREMARER

BXEZER , 5214 (Directory Service EXIERE) FHWHEZHEF,

IEAILAE A AWS Transit Gateway 5, Amazon VPC H 8|2 VPC X EEEKIEB RN MEINE, It
S, BEREFEAD VPC 2B A TFMERE,

REMXEMEREFRL , BAHEREE VPC MAEMEE, BXMEA VPC hEMINESEE
EZH (Amazon VPC REMXIER) REVFTIEER P EMX,.

VPC WEEERT N VPC ZBINMEIERE, FHIERE , BEBERTHA Internet THUARZA 4 (IPv4)
% Internet tHARZS 6 (IPv6 ) #titit , EEMIZ BB RE. ATER VPC XNE |, £R— AWS X
PEE AWS Xig 2 BiE#E VPC, B VPC NEEENEZER |, 5H (Amazon VPC X EiE#E
B ML R VPC WEEE?,

EFXHRENARSZXHREERATEKFH AWS Managed Microsoft AD B & , REEHE
B—NEREMY, BEFEES —NIKF HEZEH Microsoft Active Directory B o EITLLIRME |
B LAME R AWS 38 Microsoft Active Directory f B ZHEEE, ETHESZSER , 55 (AWS
Directory Service B2 {EmR) FHHEER %,

ERREH VPC Ik A AWS Managed Microsoft AD 68


https://docs.aws.amazon.com/directoryservice/latest/admin-guide/ms_ad_directory_sharing.html
https://docs.aws.amazon.com/vpc/latest/tgw/tgw-getting-started.html
https://docs.aws.amazon.com/vpc/latest/peering/Welcome.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/ms_ad_directory_sharing.html

FSx 5@ F Windows 3R 5585 9 L I i#h Windows P #5

IRiE 5 Active Directory 1312 % 85 #Y % $2

EBIZBE A Active Directory 9 FSx for Windows File Server X &£ 2 81 , i56H Amazon FSx
Active Directory Bif T B3RIE 5 Active Directory i3 2 BIfYERE, FTiLRS FSx for Windows File
Server £ & EFAM 2 AWS FEE Microsoft Active Directory , i 2 B{TEIEM Active Directory Bl |
R AT LAGE A iR, IR A BE 4% E 38235, ( test-fsxadControllerConnection ) & XY 18] A 9 &/ 1%
FIBRETEENKEERE, HR , REANEE X —HSENFRHFETREEZERIE,

iE 5 Active Directory 112 H 25 HYE 2

1. ER-—NFME , Bsi— 1P EBHE Amazon VPC £2 4 B ERE AT FSx for Windows File
Server X R4 H Amazon EC2 Windows £6l, T2 AXEHBERE | HFEABIEE N R
FZESHFM,

2. ¥ EC2 Windows EfIiNA Active Directory BEXEZEE. , 2 (AWS Directory Service B
E®8) FHFFHMA Windows 4,

3. EEIEW EC2 kfl, AXEMEER , BSH (Amazon EC2 AF#E™) H#Y Connecting to
Your Windows Instance,

4. 1£ EC2 345 E3TFF Windows PowerShell B0 ( FRAUEER BME1T ) -

BEEAU TGS R RE B L% Windows PowerShell FTZER Active Directory 3R,

PS C:\> Import-Module ActiveDirectory

MR E-BREEEER  FEAATHSHITRE.

PS C:\> Install-WindowsFeature RSAT-AD-PowerShell

5. ERAUTHSTRMERIETE,

PS C:\> Invoke-WebRequest "https://docs.aws.amazon.com/fsx/latest/WindowsGuide/
samples/AmazonFSxADValidation.zip" -OutFile "AmazonFSxADValidation.zip"

6. FRAUTHSTHE zip X#.

PS C:\> Expand-Archive -Path "AmazonFSxADValidation.zip"

I IF 5 Active Directory 1512 & 23 #95%E 42 69


https://docs.aws.amazon.com/directoryservice/latest/admin-guide/join_windows_instance.html
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/connecting_to_windows_instance.html
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/connecting_to_windows_instance.html
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7.

¥ AmazonFSxADValidation 3R R INE Y12 F,

PS C:\> Import-Module .\AmazonFSxADValidation

®& Active Directory H12H25 IP it B , AEEAUTHSETEZENR !

$ADControllerIp = '10.0.75.243'
$Result = Test-FSxADControllerConnection -ADControllerIp $ADControllerIp

LU RGIFF R A RE S 45 R I E N = B I 5

PS C:\AmazonFSxADValidation> $Result

Name Value

TcpDetails {@{Port=88; Result=Listening; Description=Kerberos
authentication}, @{Port=135; Resul...

Server 10.0.75.243

UdpDetails {@{Port=88; Result=Timed Out; Description=Kerberos
authentication}, @{Port=123; Resul...

Success True

PS C:\AmazonFSxADValidation> $Result.TcpDetails

Port Result Description
88 Listening Kerberos authentication
135 Listening DCE / EPMAP (End Point Mapper)
389 Listening Lightweight Directory Access Protocol (LDAP)
445 Listening Directory Services SMB file sharing
464 Listening Kerberos Change/Set password
636 Listening Lightweight Directory Access Protocol over TLS/SSL (LDAPS)
3268 Listening Microsoft Global Catalog
3269 Listening Microsoft Global Catalog over SSL
9389 Listening Microsoft AD DS Web Services, PowerShell

LR RBIFRRAETNIRARIRERUNE R,

PS C:\AmazonFSxADValidation> $Result = Test-FSxADControllerConnection -
ADControllerIp $ADControllexIp

I IF 5 Active Directory 1512 & 23 #95%E 42 70
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WARNING: TCP 9389 failed to connect. Required for Microsoft AD DS Web Services,
PowerShell.

Verify security group and firewall settings on both client and directory
controller.

WARNING: 1 ports failed to connect to 10.0.75.243. Check pre-requisites in
https://docs.aws.amazon.com/fsx/latest/WindowsGuide/self-managed-AD.html#self-

manage-prereqs

PS C:\AmazonFSxADValidation> $Result

Name Value

TcpDetails {@{Port=88; Result=Listening; Description=Kerberos
authentication}, @{Port=135; Resul...

Server 10.0.75.243

UdpDetails {@{Port=88; Result=Timed Out; Description=Kerberos
authentication}, @{Port=123; Resul...

Success False

FailedTcpPorts {9389}

PS C:\AmazonFSxADValidation> $Result.FailedTcpPorts
9389

Windows socket error code mapping

https://msdn.microsoft.com/en-us/library/ms740668.aspx

(@ Note
ER LRSI BN ERFZE , B LUMEH AWSSupport-ValidateFSxWindowsADConfig
BITFM , BIEB{TEEM Active Directory BRB, BEXEZEE , BSH
{AWS Systems Manager Automation i={TFMft&2E) F# AWSSupport-
ValidateFSxWindowsADConfig,

I IF 5 Active Directory 1512 & 23 #95%E 42 71


https://docs.aws.amazon.com/systems-manager-automation-runbooks/latest/userguide/awssupport-validate-fsxwindows-adconfig.html
https://docs.aws.amazon.com/systems-manager-automation-runbooks/latest/userguide/awssupport-validate-fsxwindows-adconfig.html

FSx 5@ F Windows 3R 5585 9 L I i#h Windows P #5

£ F B 1TE M Microsoft Active Directory

MREWALER M =iREH B1TEEM Active Directory B S0 M1i& % , M AT LATE 82 R/ FSx
EATF Windows 4RSS 2589 ST RSN A BSREY Active Directory 13H,

L[ XHREIMABEEEMN Active Directory B , FSx i&A T Windows By X ARS 2TV X RS
SENAFNRERR ( BENEXHRSEE ) LT E— Active Directory % ( @&, AP FMITEN
M Active Directory ELiE P TR Z B A2 ) M[E— Active Directory =+,

(® Note
B LR RR (2EEM Amazon FSx MU RS ) RE RSP FIEMD FF Y Active
Directory MH, Hit , FFEHXHERSEIMA AWS FEEHB Microsoft Active Directory , 77
IEBIEH AWS FEER Microsoft Active Directory MEL G B TEER Active Directory Z B
M B EMEERR.

« &M Active Directory 8l LRSS IKF WA B MEE |, HT5 AT FSXFXH4REMAEEH
Active Directory 7, BAILUFIXEEIEUANAFER RS | B UFEFHEERS AWS Secrets
Manager 7124549 ARN ( #%E ) .

« (W) BELENXHREMAEFHNBHANALRLET (OU),

o (i) BEERZN , FENXHRERTERRENTE, 0, tiEd a SIEE Windows XX
HHE, EBRXHRERMFK EMHEZRGSR (ACLs), FREXHM 4RI MENE, NRE
KRIFELLA , MEBINBERT , LE# FSx & FHREFLALER Active Directory H I EE R
4,

@ Note
B ARV I54A B FR1E Active Directory F AT ME—RY, FSx Windows XHRESEBRELTIE
MRt EA -

- MREBEFE—NMNEVHEBEESIHNEA
- MRKRIEERF , Active Directory FERXFE—MNB RN HEER"WEAH,

BXEZEERE , F50 FIL D% FSx XHERSGMA HEREER Microsoft Active Directory 1o

£

A BTEEM Active Directory 72
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- EREM

« BREKF R

« £ B1TEE Active Directory IfHY R{EXEE

o 5% FSx REIKF

« [0 Amazon FSx AR5 K 7~ 5 BF 4 & IAX R

» I8F Active Directory fi &

o P S FSx XHREMA BEEERN Microsoft Active Directory 13
« JREVATF3) DNS ZFEMIEEXHRE IP ik
« EFBITEER Active Directory EiiE

« FEk Amazon FSx BRIk

- BEBTEEK Active Directory E#

FRF M

B4 FSx A T Windows X4 IRFEBEXHRE A B EEEM Microsoft Active Directory 152
B, BEEUTERSEYE , UHBBBRETLURI MG TDEH FSx XHEREMAZ BEREEN Active
Directory H,

2N 3 g 1B

XEZREMAL S FSx XHRSEH BITEEMN Microsoft Active Directory ( ARihR=Uw ) By & R%K
o
+ Active Directory 1332 /25 :
« HIEF Windows Server 2008 R2 = E & AR A KV T BER 5l o
« BAMAE A,
- ELE-ANFHENERFSEAARMNERE F.
« DNS RSB IMBEB T W T AT R B
- BEEMAXHREHNEP
o EMARIEF

+ DNS fRZ585H Active Directory H12#185 IP thut MPUH R AT ER |, XEBRRAQET S# FSx X
HRENAMRE

TR 73
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T 2020 £ 12 A 17 B AR XMHRE T 2020 £ 12 A 17 B2 ERIBHXHRE

IP bk AMIE RFC 1918 FAF IP i SEE IP tth3it AT MY FAETSEE A , B THERER

A N

- 10.0.0.0/8 - BEXHRSEFER Amazon Web Services
.« 172.16.0.0/12 B IP thub sy IP #ht, AWS XiF B

XM X R DH AWS HEW IP it 5IXK |
HSFE AWS IP it SEEl o

o IP thhtE LA T CIDR 3IERSBEMN : 19
8.19.0.0/16

+ 192.168.0.0/16

WMREEEFAFEALE P i SEETIF 2020 £ 12 A 17 B2 #21EH Windows X4 BR S5 85 344
R, MBI MEXHRENZORCEFNXMHFRE, FSX BRESZER , R HE2HE
EEHXHERL

- BITEEM Active Directory HiZi B HIUHE R U TEXR :
- ZEBARXAERZE (SLD ) #xX. Amazon FSx 7% # SLD #H%&,
s NTEATAX 2 AMESATRARXHRE , BB TEEY 47 MNFER.

« IBE N KIET Active Directory U R AUE B LT RS -
- VPC HEXHREXREH FMAIMIE Active Directory ¥ S # 1TE Lo
« VPC FWE{E Active Directory 3 =¥ M Z [BI3& B 7= £ H 3R,

Amazon FSx F EiE #2530 B RIME P E LR FIBE R Active Directory ¥R, Y Gk FSx
AP EEIw O 389 LRE# T TCP M UDP MEiEHIZR. X T&EM Active Directory Y H Rigj#%
FlEE , BFEHARTCAIUER Amazon FSx E#EEXR, A, BIAX RS K- A E A E 9 e & %R
X s &8s,

/A Important
FSx BIBXHREE , 283 Amazon £ OU FRIZMITENN R, XHEMLSBENX
HRERIER R,

FRFZ M 74


http://www.faqs.org/rfcs/rfc1918.html
https://docs.aws.amazon.com/general/latest/gr/aws-ip-ranges.html

FSx &M F Windows 34 R <5 85 49 1L 5 2 Windows F {8/
IETILAE A Amazon Active Directory 3iF T EIF &K Act FSx ive Directory Bt & , 23FNixZ 4

EHEHRNERE, ERFEEEZENTEFSRNOKRE | BRE T LATEA iE2 /25 AWS Managed
Microsoft ADZ IV EEXR. EXEZEE , BSH FRAAEMBEEER,

/A Important

FSx KA S REMA DI DNS EARRIA DNS RS EY |, T Db 2OEM XA REEHY DNS 2o
MRIEERANREE=7 DNS , IFREEEXHREREFIHRENXHRLEH DNS i2Rk%EB.

M 4 B iE

AFNBTHXEREMABITEEMN Active Directory IREB BER, RIBEIIBIVEEZRFTX
HREMABITERER A ct FSx ive Directory Z 8 , £/ Amazon Active Directory 31iF T 2 Ui &Y
M &R B,

- FBREHB K EH N AR FEE Active Directory E32 #1855 Amazon FSx 2 [BI# ICMP HRE.

. HRAELEEEDCIRXHRSZR Amazon VPC 5 B1TEEM Active Directory Z BB BiERE, &
Al LAfE A Direct Connect, AWS Virtual Private Network, VPC X &8 AWS Transit Gateway
Fig B EE,

o AAEAT S FSx 4] &S EIA Amazon VPC BERIA VPC R ERMEEHN 4RSS, HiF
BRI HRENTFRNL LA VPC ME ACLs AT TR RIS OMA RPN TRE.

TR 75


https://docs.aws.amazon.com/directconnect/latest/UserGuide/Welcome.html
https://docs.aws.amazon.com/vpn/latest/s2svpn/VPC_VPN.html
https://docs.aws.amazon.com/vpc/latest/peering/what-is-vpc-peering.html
https://docs.aws.amazon.com/vpc/latest/tgw/what-is-transit-gateway.html
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FSx for Windows File Server port requirements
You need to configure VPC Security Groups that you've associated with your Amazon FSx file system,
along with any VPC Network ACLs and Windows firewalls to allow network traffic on the following ports:

TCPPorts 88, 135, 389, 445, 464, 636,

3268, 3269, 9389, 4915265535
UDPPorts 88,123,389, 464 ﬁ
S
-

Active Directory

TCP Ports 53 domain controller
UDP Ports 53 I%I
~
i -~
AY DNS server
FS/'{Q :

TCP Ports 445 C\l
(—

SMB client

=

Administrator

FSx for Windows

TCP Ports 5985

N

N

TREBTHL, "OREFE,

7 ¥ y=ih=:)

TCP/UDP 53 5% %% (DNS )

TCP/UDP 88 Kerberos & 1% ik

TCP/UDP 464 BEHRRERDB

TCP/UDP 389 128 B 5L ( LDAP )

UDP 123 P 4% B[R] L ( NTP )

TCP 135 2 AN ITE Environment/End KRBREE§ (DCE/EPMAP)
TCP 445 BXARS SMB XHH=

TCP 636 289 B 5 A TLS/SSL (LDAPS)

TCP 3268 Microsoft £ /& H &

JoRGFA

76
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ISV i O At

TCP 3269 HF SSL # Microsoft £/ B %

TCP 5985 WinRM 2.0 ( Microsoft Windows izf2 &2 )

TCP 9389 ECESN B 3% DS Web RS , PowerShell
/A Important

BEARAX 2 MZAARXXHREEBREEZAL
TCP %0 9389 LY HUERE.,

TCP 49152 - 65535 RPC # Il B iw O

EHEMNEEZEGIERTEA Active Directory 1324185, DNS RE 25, FSx B IRME
ERAOBHAIEE, FSx

[

&
Sif
o

@ Note
MEBEFERAHR VPC WM& ACLs , MEMMAFREXHRENFARKA (49152-65535) LK
/A Important

B A Amazon VPC Z2LABBRNENEREBIMN A B LITHI®O |, B RXZH Windows BF X
M VPC M&E ACLs ERN @ T Fi#% O,

AR S5 K 7 £ PR

BEEREBITEEM Microsoft Active Directory B —MIRFKF , ZKF EBFITENIRMAZE
1T E R Microsoft Active Directory I ZiRINR. RFKF 2 BITEER Active Directory Ry —4
RAPKF , ZKF EHERELETES,

LT RYMEEMAHRER OU R Amazon FSx FRST K ZIREY KX PRE.

BRS5 K P AR =7



FSx BT Windows X 4RSS 8890 Db Windows FiF$57
- WRHEA Active Directory AP #it &L MMC R EIIEH

- EERD

o REVAIE AR

- ERIFEA DNS EHA

- ERIEBARSEERER
- WRHEA Active Directory AP #Mit &AL MMC R SR INEE

- BEBNR

- BIRITENNR

o BIERITENNR

BXEZER  BERTENER  HEERZHENFEER A S EN A SR H RN | 15E
B4/ Microsoft Windows Server 3%,

BEXREMENBRNESER , BHSH [ Amazon FSx BRSFMK - A A Z IR,

FH B{TEE Active Directory IM Y R {ESKER
£
- EREM#ES) B FEIE AWS Secrets Manager

EANBWEERT % FSx Mx Windows X#HRFZ B[ X H RS MA BTEEM Microsoft Active
Directory Y |, BEX L HIEXR, XERESREDTHRREXHFRENIIFLE, TR T AM,

0 B iEh ok P S 3 B BR 35 K P FSx

FERBEIMMNRS KB FAAENR , ik Amazon FSx T2 EEMALZBITEEMN Active
Directory WX #R&, BINTEWNLFERASEEREA,

£ Active Directory ¢

£/ Active Directory A EE 5 S FSx RS P < BAAYES) B RINRMEE,
FRREALAE T (OU)

RNTETERNEEREL Amazon FSx ITENXN R , HATE SN AT Windows File Server X 4
REREL B (OV) EEHMBIEEFRRBX 9K, FSx
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https://support.microsoft.com/en-us/help/932455/error-message-when-non-administrator-users-who-have-been-delegated-con
https://support.microsoft.com/en-us/help/932455/error-message-when-non-administrator-users-who-have-been-delegated-con
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REED) B FXEE up-to-date

DR E X R G Active Directory BiiE up-to-date M REFAIE R, Hlan , MEBITEEN
Active Directory EAAE THRIEINZREERE , WEEBEER , NIEHXHRS EWRSIK
F#EB. BXEZER , BZH EXBE1TEEM Active Directory FtiE.,

T Amazon FSx RS K/

MREBERAMIRSKEEFRM XGRS, WK~ A3 E A Active Directory FIFTEE X PR
B, ANEXHREXENIAEIHENNRAETLEHNR. BXEZER , BZH EX
Amazon FSx IR IKF .

57 M 2 Bl 4A ¥4 Microsoft Active Directory 34 &

MRIERY Active Directory SME A K E1F#2H25 , 5 A ctive Directory M5 MRS FHENT S
# FSx XHREFERANFRIEELETAMEMTEERENEA Active Directory ¥R, #fR VPC &
24, VPC WE ACL, & DCsHY Windows By X 3EHLN LA &8 Active Directory EAii% i+ AV 1E

AT EL b 45 BE R 42 ) A F U D FSx B FrEim O TBE. X AW Windows FETEME A 2 ELHY

Active Directory ¥ R IERZHMiFiR SR, BXEZEL , 85 £H Amazon VPC #1734
R RS,

ERAZEAMNRERE

FAZLEARANEERURAER (VPC ) PRIKEMNBREN, FTLAFER VPC 24N PR 3
HAFHAUFTHERERENEKE, flm, RMNBURXATFHISRERRBBITEERN Active
Directory Hi2$IESRATAFRRLZLEARNE., BXEZEL |, BHSH £H Amazon VPC 317304
RE AR,

E %3 Amazon 8K ITEAIIR FSx

/A Important
FSx BIBMHRE G , H2%3) Amazon & OU HOIEZMNITEHN R, XEMSSHEN
XHREBEHIR.

I8iF Active Directory EiiE

FEZHF FSx BA T Windows W XH RS BBXHREMAEHES B R28l , BIEIUEB A
B 5% Active Directory }iF T B UF B FSx &3 BH BB,
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5 i 764 &5 30 B Z &I AWS Secrets Manager

YRATLAE A AWS Secrets Manager &£ i 77 M E EYREY Microsoft Active Directory 1310 A BR %5 ik F~
EFE. LFELEFENAEFABIEEXHFUANERNFERBRBEIL , NEBRENZSRR.

BETLABE IAM R, LEENBRANTRNR , AN BRRESHRRKE,
TEzh B ZEREFME AWS Secrets Manager ( #3#8 )

HE 1 BlE KMS Z4A

B2 KMS #4A , BATE Secrets Manager XY Active Directory &b #t 1T i 2

BB EA

® Note

NFMZRRE , FOIBFRA , TEMEH AWS BRIl KMS F4H, BHE % AWS KMS key 8
EE A Active Directory X REME —MNXFHBIE,

1. ¥ https://console.aws.amazon.com /km AWS KMS s 3T FF & &
EFRBIEER,

WNFEZALE | EEXNT.

NFZBARE , ERNENEE,

NFERED , AT TRE :

o M w0 b

a. NTEAMBIR , E£HFE KMS,
b. WTXEY 6 EFREXEENA , AREET—F,
6. EET—%,
7. XNTFHE, BHE KMS ZHANBR,
8. (HiE)XITHIR , &t KMS HHFR IR,
9. (WE)XNTFHE, B KMS BRANKE , RAEEET %,
10. (" ) N THHEERA , RERRNEEREZAN IAM AP NAE,
1. XTEANRR  BREPATEAETEAMBRUBAERE  REEET -5,
12. (Wik ) NTRAAF , RHEABRNENFREDERALRADN IAM AFFNAG, &8 T-F,
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13. WFHPRE , AR REACHREFAFEIESUTRBEAY Amazon FSx 8 KMS %48 , RE
ERT—%, BSSEERus-west-2ANHRENETE AWS XiF (L EME123456789012H)
AWS IKF 1D,

{
"Sid": "Allow FSx to use the KMS key",
"Version": "2012-10-17",
"Effect": "Allow",
"Principal": {
"Service": "fsx.amazonaws.com"
},
"Action": [
"kms:Decrypt",
"kms:DescribeKey"
1,
"Resource": "arn:aws:kms:us-west-2:123456789012:key:*",
"Condition": {
"StringEquals": {
"kms:EncryptionContext:SecretARN": "arn:aws:secretsmanager:us-
west-2:123456789012:secret:*",
"kms:ViaService": "secretsmanager.us-west-2.amazonaws.com",
"aws:SourceAccount": "123456789012"
},
"ArnLike": {
"aws:SourceArn": "arn:aws:fsx:us-west-2:123456789012:file-system/*"
}
}
}

14. BEER

(@ Note

B &K Resource M aws:SourceArn FE , BA LR EERAMN I RIEF] | AEHITEE
HZPANXHE RS,
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% 2 & : 82 AWS Secrets Manager 4R

elfe o

1.  $TFF Secrets Manager ##&|& , Mt 7 https://console.aws.amazon.com/secretsmanager/o
2. ERTF®HEHA.

3. XNTHMAXRE | FEFEHMEHARE,

4. NTRMEX , BHRITUTRERINENHNES

a. XNFE—1%4 , B A CUSTOMER_MANAGED_ACTIVE_DIRECTORY_USERNAME,
b. XNFE—NRAME , BWMA AD AFHWAFRE ( THEHHR) -

c. XNFEZ=-A®4 , HH#H A CUSTOMER_MANAGED_ACTIVE_DIRECTORY_PASSWORD,
d NFE-ARENE , BRASEESF N AD AFSIENZE,

SNFMBHE , @A L—SFrelE KMS B4 ARN , REERT—F,

EEAERP , MA—NMEREEY , WMELBEERBASNER,

(FiE ) TR, MABHABHHER,

NFRBRRR |, ERRE.

® N o o

EN PR ORI T SRR LA 2 Amazon FSx ERZ 4R , ABEE Next, B MG ERus-
west-2 AN HBHREHNIE AWS X (L EMIE12345678901289 AWS IKF ID,

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Principal": {

"Service": "fsx.amazonaws.com"

3,

"Action": [
"secretsmanager:GetSecretValue",
"secretsmanager:DescribeSecret"

1,

"Resource": "arn:aws:secretsmanager:us-west-2:123456789012:secret:*",

"Condition": {

"StringEquals": {
"aws:SourceAccount": "123456789012"

iy
"ArnLike": {
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"aws:SourceArn": "arn:aws:fsx:us-west-2:123456789012:file-
system/*"

(® Note

BEiZ 8K Resource M aws:SourceArn FE , BuLUREEBMAY G RIZRE] | LA
BENZENXHERE,

9. (Wit ) BALUN Secrets Manager LB N BB EU, EET—F,
10. ERLER,

&3 B ZEIEFMHIE AWS Secrets Manager (CLI)

SR 1 01 KMS Z4A

B2 KMS #4R , LATE Secrets Manager XY Active Directory SEiE# 1T INZE M
EolE KMS 347 , EEA AWS CLI S tlEH4A,

ERBTH , RE --policy 8 , MEEE N KMS BHANRNZARK, ZXBLNISATH

7"

« Amazon BYARS E 4K FSx , Blfsx.amazonaws. coms

« FREM KMS 324E : kms:Decrypt Hl kms:DescribeKey,

« SEHY AWS X MK PR BR ARN EK

- [REIZAEANTHER
- kms:ViaService , AH{RiE KRBT Secrets Manager & i
* aws:SourceAccount , SABRHIZEIK
* aws:SourceArn{X R T4 EHR Amazon FSx X#HR 5,

LTRRGIGIET —MNIME KMS 24 , AXREEVF Amazon FSx R 1ZB AR THBENRAHRR
B, ZuT2BREREN AWS K/ ID MXE , AREAXEEREZARRE , UBETSEH
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FSx. Secrets Manager 1 KMS Z4A z {8 # {TE S WG EH. BRER AWS CLI FREESFmMA
Active Directory I X RS T B — X1,

# Set region and get Account ID
REGION=${AWS_REGION:-$(aws configure get region)}
ACCOUNT_ID=$(aws sts get-caller-identity --query 'Account' --output text)

# Create Key
KMS_KEY_ARN=$(aws kms create-key --policy "{
\"Version\": \"2012-10-17\",
\"Statement\": [
{
\"Sid\": \"Enable IAM User Permissions\",
\"Effect\": \"Allow\",
\"Principal\": {
\"AWS\": \"arn:aws:iam: :$ACCOUNT_ID:root\"
},
\"Action\": \"kms:*\",
\"Resource\": \"*\"
.
{
\"Sid\": \"Allow FSx to use the KMS key\",
\"Effect\": \"Allow\",
\"Principal\": {
\"Service\": \"fsx.amazonaws.com\"
.
\"Action\": [
\'"kms:Decrypt\",
\"kms:DescribeKey\"
1,
\"Resource\": \"*\",
\"Condition\": {
\"StringEquals\": {
\"kms:ViaService\": \"secretsmanager.$REGION.amazonaws.com\",
\"aws:SourceAccount\": \"$ACCOUNT_ID\"
.
\"ArnLike\": {
\"aws:SourceArn\": \"arn:aws:fsx:$REGION:$ACCOUNT_ID:file-system/*\"
}

]
}" --query 'KeyMetadata.Arn' --output text)
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echo "KMS Key ARN: $KMS_KEY_ARN"

(® Note

B3 &k Resource Ml aws:SourceArn FE , B LUREEBMF R EG |, LTS E
RPN H RS,

58 2 & . Bl AWS Secrets Manager %4A

BRI SE FSx IR T iH R ERES B XM |, 56 A create-secre AWS CLIt iF S HIREUT
S8

--name : ZAMIRIRE,

--description : Z4ARIEM R,

--kms-key-id : £HELSER 1 FEIER KMS 1 ARN , BT M&EBESEH.
--secret-string : @& AD Eif) JSON FHF&E , EXWT :

« CUSTOMER_MANAGED_ACTIVE_DIRECTORY_USERNAME : R B aI &M AD BEKFAFE |
BN svc-fsxo. BMIBAIEATES , HlH0 CORP\svc-fsxo

« CUSTOMER_MANAGED_ACTIVE_DIRECTORY_PASSWORD : AD PRSI = 2553,

--region : &M Amazon FSx X #H R &M E AWS XI5 HRE 62, 158 AWS_REGION KigE , M
ERIA N BB BRI X,

BB Z4AE |, M put-resource-policy i M INERER , HIRBEU TSI :

--secret-id : EM MK ZHAN BN ARN. AT RHIEA FSxSecret fEN --secret-
ido

--region: MREIBE AWS XiF —#,

--resource-policy : #F I L E] %248 FSx fXPRAY JSON BUR Y, ZRBLTEBEUTH
A

« Amazon BYRS E 4K FSx , Blfsx.amazonaws.com,

« PRFER Secrets Manager #1E : secretsmanager:GetSecretValue
secretsmanager:DescribeSecret,

« J&HY AWS X MK 89 &R ARN 83K,
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https://docs.aws.amazon.com/cli/latest/reference/secretsmanager/create-secret.html
https://docs.aws.amazon.com/cli/latest/reference/logs/put-resource-policy.html

FSx &M F Windows 34 R <5 85 49 1L 5 2 Windows f 8/
o DU BR&ITA R R SR A48
« aws:SourceAccount , LARR&IEIIKF
 aws:SourceArn{X R F4FEH Amazon FSx X#RE.

UTRAIBIEZET - MNEEMERANESR , AT ¥ Amazon FSx ERZZEANRIREKR. LR
Bl B REN AWS 1K/ ID MXE , REEAXEERERRRE , LRI Amazon FSx &
fAZRIREATE LA T R4

HWREASESE 1 PATRIRZEAM ARN iR KMS_KEY_ARN , H#{# M Active Directory

BR <5 Mk = 4EE B % CUSTOMER_MANAGED_ACTIVE_DIRECTORY_USERNAME
CUSTOMER_MANAGED_ACTIVE_DIRECTORY_PASSWORD, Lt#\ , ERIFEH AWS CLISRERERSE
SN ZE A Active Directory I X R &0 X1 [

# Set region and get account ID
REGION=${AWS_REGION:-$(aws configure get region)}
ACCOUNT_ID=$(aws sts get-caller-identity --query 'Account' --output text)

# Replace with your KMS key ARN from Step 1
KMS_KEY_ARN="arn:aws:kms:us-east-2:123456789012:key/1234542f-d114-555b-9ade-
fec3c9200d8e"

# Replace with your Active Directory credentials
AD_USERNAME="Your_Username"
AD_PASSWORD="Your_Password"

# Create the secret
SECRET_ARN=$(aws secretsmanager create-secret \

--name "FSxSecret" \

--description "Secret for FSx access" \

--kms-key-id "$KMS_KEY_ARN" \

--secret-string "{\"CUSTOMER_MANAGED_ACTIVE_DIRECTORY_USERNAME\":\"$AD_USERNAME\",
\""CUSTOMER_MANAGED_ACTIVE_DIRECTORY_PASSWORD\":\"$AD_PASSWORD\"}" \

--region "$REGION" \

--query 'ARN' \

--output text)

echo "Secret created with ARN: $SECRET_ARN"
# Attach the resource policy with proper formatting

aws secretsmanager put-resource-policy \
--secret-id "FSxSecret" \
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--region "$REGION" \
--resource-policy "{
\"Version\": \"2012-10-17\",
\"Statement\": [
{

\"Effect\": \"Allow\",

\"Principal\": {

\"Service\": \"fsx.amazonaws.com\"

},

\"Action\": [
\"secretsmanager:GetSecretValue\",
\'"secretsmanager:DescribeSecret\"

1,

\"Resource\": \"$SECRET_ARN\",

\"Condition\": {

\"StringEquals\": {
\"aws:SourceAccount\": \"$ACCOUNT_ID\"
.
\"ArnLike\": {
\"aws:SourceArn\": \"arn:aws:fsx:$REGION:$ACCOUNT_ID:file-system/*\"
}
}
}
]
3"

echo "Resource policy attached successfully"

® Note

B &K Resource M aws:SourceArn FE , A LUK EERAMMIH RIEF] | AEITIEE
HZPARNXHE RS,

I 55 FSx ARSSIK

A BREEM Active Directory B9 Amazon FSx M4 RSEEBNMNE G AT HBEEZE R RS K
Fo Amazon FSx R ZERZKF REEEBRLN XK REHRTEERRES , SEESEEFITE
PIXRIB H H EFH A F AR Active Directory I8, XEFFTREEREIMBEN XHRFERHE
Microsoft Windows Server 3#3T#M T . FSx Bl DB AITIXLEES |, LI # FSx REKF HAME
DPPERIKNRERIRATH —AENR , PR,
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REFGEERAANKANE ZBHNRRMTXETS , BRMNEZNEVEFEHRIMNRS KNS
HI PR ZE 44 Amazon FSx.

BxWMAER Active Directory AP MitE 4 MMC B & TN ERIZHI S R IhELhRERZ RN R
NEZER | FSH @ Amazon FSx BRI - B8 4H Z R ER,

MREBERAFBRSKEEH XGRS , FHRSKFE A AEMA Active Directory BIPTHE R F4FX |
HNEXHREXBENIABTITENNRAEZTLEHNE,. BXESZELR , F5H EX Amazon FSx
RS IKF o

BATE VI ER Active Directory BRIk P EIE 7 & £ AWS Secrets Manager 1 , i@ Z£M, X
HRERUANFEAFHERBBEL , EFELXL2HESIK. BXEZEER , H5H FABTEEN

Microsoft Active Directory,

@ Amazon FSx BRS5 K 7 2k BF 4H TR BR

L5 FSx lREKFAREE AH ML TMEFLENNIR , F 8 Windows XHHRSEBEXHREMA
FSx &y B REEM Active Directory 8, EZERIXLNPR , AT LAEA Active Directory User and
Computers MMC EE 2 THEIRIZEFI RS HRINEE , ML TIREFTIR,

158 P 2 e 422 1 20 B AX PR
158 F 422 608 AR S5 T 5 S AF4A 0 EC A PR

-_—

LA Active Directory ISV EE { B E R R L.

$TFF Active Directory User and Computers MMC B2 # T,

EESERSD , BFFET R

REFTHFELEEERNOUMNETX (FRET ) X8 , AREFRZRESF,
EREHEROSTELE , EET -5,

T R ORISR T S FSx BRSKFHBFLENEN , RAREE “T -7,
EEZMNESTEL  EFCEEEMNWBENES , ARERT -5,
ERRXHERFHUATHR , AEERITENNR,

. ERTERXHRPOBEEXN RMBIBRLXHERFHEEN R, RFEET—D,
10. ENPRH |, BIEFELUTIED

© 0 N o a kW N

- EERD
o EEVRIBE AR RS
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FSx &M F Windows XRS5 27T 5 #h Windows f FER
- 2RIUFE A DNS EHl#
- EREBARSEHRER

M. B T—F , ARERTK.

12. XF Active Directory User and Computers MMC B2 # jt,

ERAERRED B NFR

—

LA Active Directory VIS &2 R B EF RS,

2. 3TFF Active Directory User and Computers MMC B2 & 7T,

3. MNEREREREE , HHRREEASRDE (WREAT1ZIE , WELL2ER— IR
i2) o

4. HEEFERF K BAETR.

5. REFITHALEBUN OUMNLTNERE (ARRET ) , AREREM.

6. 1 OUBMERY , ERZEETF,

7. EREGEMFL  EFSR. AFEERM,

8. & “NRMA"NEL , EFE ERFZERAN", AERALNIL S FSx RS MK HEFHN B o

HEERATH , ERENKRANAERERITEN, BERAEET TR :

o ZBNPR
- BIBRITEINR
o MIBRITEHITR
9. ®“ENA A RARERHEE.
10. XF Active Directory User and Computers MMC B2 # jt,

I 1F Active Directory fit &

FERIE MM ASES) B F FSx B9 Windows XHRFBEENXHRSGEZaT , RITBWUEFERL S# Active
Directory ®if T EXUFEH FSx JE3N B REE. 1EFE , BIWRIE Active Directory BLEFEEH M E
BR W&,

I®iE Active Directory Bt &

1. 4R EC2 T Windows XRS5 28 X4 RS E FMMAERK Amazon VPC R HFEF —
A Ama FSx zon Windows 354, HREH EC2 I EBFTEHR AmazonEC2ReadOnlyAccess
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IAM R, ZaJLAER IAM KSIERIB I EC2 EHlAENR, AXEZELR | H51H (IAM B
Figm) iR IAM REEELLET N IAM K/,

2. TYR® EC2 Windows =N AREYESN B F. BXEZELR , BZH (AWS Directory Service
EIEERE) PHF A Windows K41,

3. Connect IEZEZIEH EC2 6, BXEZER , 5L L% EC2 AFEMTIEREEIEH
Windows 3245,

4. 1 EC2 3245 E3TFF Windows PowerShell BA ( FAUNEE R HE1T ) o

ENRREBELZZE T Windows FiEE PowerShell B Active Directory 1R | iHFERAU TR H T,

PS C:\> Import-Module ActiveDirectory

MR E-BEREEER , BEAATHTRITRE.

PS C:\> Install-WindowsFeature RSAT-AD-PowexrShell

5. ERAUTHTTRMERIETE,

PS C:\> Invoke-WebRequest "https://docs.aws.amazon.com/fsx/latest/WindowsGuide/
samples/AmazonFSxADValidation.zip" -OutFile "AmazonFSxADValidation.zip"

6. FEAUTHS T zip X
PS C:\> Expand-Archive -Path "AmazonFSxADValidation.zip"

7. I AmazonFSxADValidation #EHFIMNEI Y H A,

PS C:\> Import-Module .\AmazonFSxADValidation
8. BIUBERANUTHIRRELENSH

- SEZN B FHE A (DOMAINNAME . COM)
« FRUTEINZ —NREKFFZEESR $Credential MK,
s BURBEARERFIUENR , BEAUTHS,
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$Credential = Get-Credential

- EfEH AWS Secrets Manager #RERFIENR , BEAUT TR,

$Secret = ConvertFrom-Json -InputObject (Get-SECSecretValue -SecretId
$AdminSecret).SecretString

$Credential = (New-Object PSCredential($Secret.UserName, (ConvertTo-SecureString
$Secret.Password -AsPlainText -Force)))

- DNS ArS588 P #h3ik (IP_ADDRESS_1,IP_ADDRESS_2)

« BT RITEEABIE Amazon FSx XA RS F M F M 1D (450
SUBNET_1SUBNET_2 , subnet-04431191671ac@d19 ) .

PS C:\>

$FSxADValidationArgs = @{
# DNS root of ActiveDirectory domain
DomainDNSRoot = 'DOMAINNAME.COM'

# IP v4 addresses of DNS servers
DnsIpAddresses = @('IP_ADDRESS_1', 'IP_ADDRESS_2')

# Subnet IDs for Amazon FSx file server(s)
SubnetIds = @('SUBNET_1', 'SUBNET_2')

Credential = $Credential
}

9. (Wi%) EE{TEILT A2 A DomainControllersMaxCount , 2B BEMTREADME . md 344 A #915 BF
WEBARS N, ZREERAHE RS KRR,

(@ Note
MRBERSEIEHEIE |, W Domain Admins AMNEBHELEMARE. Bl , ZEEEE
OS A # i E N Administrateurs du domaine., MIRAIEEME , NFEHRIA
Domain Admins A& , BXHRE6IE KK,

10. EALGHETRIETE,

PS C:\> $Result = Test-FSxADConfiguration @FSxADValidationArgs
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1. AT AN RS R =B,

Test 1 - Validate EC2 Subnets ...
Test 17 - Validate 'Delete Computer Objects' permission ...
Test computer object amznfsxtestd53f deleted!

SUCCESS - All tests passed! Please proceed to creating an Amazon FSx file system.
For your convenience, SelfManagedActiveDirectoryConfiguration of result can be
used directly in CreateFileSystemWindowsConfiguration for New-FSXFileSystem

PS C:\AmazonFSxADValidation> $Result.Failures.Count

0

PS C:\AmazonFSxADValidation> $Result.Warnings.Count

0

TR HAERBIRKRB

Test 1 - Validate EC2 Subnets ...
Test 7 - Validate that provided EC2 Subnets belong to a single AD Site ...

Name DistinguishedName
Site

10.0.0.0/19 CN=10.0.0.0/19,CN=Subnets,CN=Sites,CN=Configuration,DC=test-
ad,DC=local CN=SiteB,CN=Sites,CN=Configu...

10.0.128.0/19 CN=10.0.128.0/19,CN=Subnets, CN=Sites,CN=Configuration,DC=test-
ad,DC=local CN=Default-First-Site-Name,C...

10.0.64.0/19 CN=10.0.64.0/19,CN=Subnets,CN=Sites,CN=Configuration,DC=test-
ad,DC=local CN=SiteB,CN=Sites,CN=Configu...

Best match for EC2 subnet subnet-092f4caca69e360e7 is AD site CN=Default-First-
Site-Name,CN=Sites,CN=Configuration,DC=te

st-ad,DC=local

Best match for EC2 subnet subnet-04431191671ac0dl9 is AD site
CN=SiteB,CN=Sites,CN=Configuration,DC=test-ad,DC=local

WARNING: EC2 subnets subnet-092f4caca69e360e7 subnet-04431191671ac@d1l9 matched to
different AD sites! Make sure they

are in a single AD site.
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9 of 16 tests skipped.
FAILURE - Tests failed. Please see error details below:

Name Value

SubnetsInSeparateAdSites {subnet-04431191671ac@d19, subnet-092f4caca69e360e7}

Please address all errors and warnings above prior to re-running validation to
confirm fix.

PS C:\AmazonFSxADValidation> $Result.Failures.Count

1

PS C:\AmazonFSxADValidation> $Result.Failures

Name Value

SubnetsInSeparateAdSites {subnet-04431191671ac@d19, subnet-092f4caca69e360e7}

PS C:\AmazonFSxADValidation> $Result.Warnings.Count
0

MREGEZTRIUETENBIBEEHNER , BSHEBRIETES ( TROUBLESHOOTING.md ) A Xf
ST EHERR FSx P EEMN (EBHEER) .

T D% FSx XHREMA BEREEMN Microsoft Active Directory 13

ZH{R FSx I Windows MRS 28 QI FH XHRSGRt |, YRATLAELE Microsoft Active Directory S

FEEHMARBITEEM Microsoft Active Directory . it , B EH Microsoft Active Directory 12 1it

UTEE :

« ZXibh Microsoft Active Directory B XIS £BREHE ( FQDN )

(® Note
Amazon FSx B Bl F X8 —#r&EEE (SLD) #HA,

- 15 DNS BRSTERAY IP Mok,

FSx MMABHEEENES B
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« Amazon AT XH RN AERIGE A FSx ctive Directory BRI FHYEH, T@EIUTE—A
R AIX LB AEAT

« &I 1 : AWS Secrets Manager #% ARN-EZ & & Active Directory 13 E BRStk 7 B9 A 7 & F1 2%
BHZEH. BXEZEE , 52N £AFMED B FEIU AWS Secrets Manager.

o I 2 WNAFUE

- REKF AP & : B1A Microsoft Active Directory FIREZIKFHAF &, B3BBG
&, il 3FF EXAMPLE\ADMIN , {X {5/ ADMIN,

« RSP 2D - RS K D,

HE , BHALEEATAR

« BFHE Amazon FSx XHREMANBANIEEHLL LA (OU),

o WHPER , ERAHIRTF Amazon FSx XHRENEEBNR., FRHNEABMTE Active
Directory 42 HE—H#Y,

EEREELERRE , Amazon 2EALRENRS K FENFXHRE FSX MAZIZBITEEN
Active Directory 13/,

/A Important

FSx RAELLRMARES) B R FE A% DNS ENERIA DNS B |, M EEF £EM XU RE
B DNS 2%, MREFEHNWREE=7 DNS , IIFEEE R FSx XHRZE B F3iZE Amazon
XHREHI DNS % B, AXRAXHRGERIER IP it EZES , BSRKBETFH
DNS % B IERXXHRE IP tbiit,

FFIRBIRY AR T

BREEEK FHB1TEER Microsoft Active Directory FiFRH 5t R4,

Bl MA BREE FSx B9 Active Directory B Windows X RF X HRE (B E )

1. 3TFF Amazon FSx #2#|#& , Wit R https://console.aws.amazon.com/fsx/.
2. EEHEIRLE  EEBRXHREUBIXHREVNERS,
3. %&$R “Window FSx s X RS , RBGRER “T—F", ERIEBEXHRERH,
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4.

HIEH SR E R, BERSALER 256 4 Unicode £/, ARAMEURSHER  +-=.
o

WFERARE , FOANGERENEEARE , LGB h¥y, REHERNE SSD 176 , WA
32 -65,536 SLEIANNEEZEEN, MREFEANE HDD =F# , B A 2,000 — 65,536 SLE AT
BEW, CIEXHRER , BULREEERMIENEEEAE, BXEZEE , E5R EBEME
BE,

RIEFHENRENRNRE. FHENRREXH RSN XM RS EFITLUISERERENE
B, BUNBFHENRBETEEARNEHAE, IREEENFHAEHBIBNERED |, ik
RIETHRHESD , REEE—ME, BXEZEE , BS I FSx for Windows File Server M E,

PEBEXMARGE  BUUREFTERMNMERETRED. BXESER , F5H EEFLEN,

EREENXHRERKN VPCo ERASEIHF |, HiEFEEER Directory Service B kA
Amazon EC2 £HI#E# VPC,

NAAXMFRIEFRTEE,

NF VPC 224 , ATEMNEIA Amazon VPC HERIAZ A RMBIEH PN XGRS, &
BREBIE FSx XHRFEN TR ZLAF VPC ML ACLs AL T BRSO 5 @ LR

==

FSx for Windows File Server port requirements
You need to configure VPC Security Groups that you've associated with your Amazon F5x file system,
along with any VPC Network ACLs and Windows firewalls to allow network traffic on the following ports:

TCP Ports 88,135,389, 445, 464, 636,

3268, 3269, 9389,49152-65535
UDPPorts 88,123,389, 464
.
Active Directory

TCP Ports 53 domain controller
UDPPorts 53 E

h
>

Y : DNS server
FS/(Q E
;
- L
<

FSx for Windows SMB client

=5

Administrator

TCP Ports 5985

TRAETEMNRONER.
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1738 w0
TCP/UDP 53
TCP/UDP 88
TCP/UDP 464
TCP/UDP 389
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I iwa
UDP 123
TCP 135
TCP 445
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173N im0
TCP 636
TCP 3268
TCP 3269
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713V i O A
&
TCP 5985 WinRI

MmEsSgD
5 =2 ©
o _
™~ —

i

TCP 9389

T 111 R U N

TCP 49152 - 65535 RPC

/A Important
BRUAX 2 MAEZAARXAFRSGHEHFZEAY TCP iw0 9389 LAY HGRE.
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® Note
MBRLEAME VPC W% ACLs , MIEXM A 13K B XA RSN E O (49152-65535)
FHIHURE, FSx

- RFFERERESEBTEERN Microsoft Active Directory 15i#Y DNS AR SS 85 #1335 41 25 < Bx
B IP teut By HHIEH, BXREZEER , EZH Microsoft < T Active Directory 815 Bt & Bh X
1 Y 3T

- BRXEREANLEGRDERTFEA Active Directory 1Z32 4185, DNS IR%E 2. FSx B K
MEBRMBHAIE L, FSx

® Note

WMREE T Active Directory ¥R , M ABEHR S Amazon FSx XH R G xER VPC H
#) ¥R 7E Active Directory S S FRE N , 3 HIEH VPC I FREH ML S F Mz E
TEEHZR, AL Active Directory Sites and Services MMC BB & TtEFME X
XL E,

/A Important

B Amazon VPC Z£HERNENBZREZ WS B LFTHIKO |, B RKZE Windows
By KR VPC M4 #E ACLs ERX[EF] Fim A,

10. XF Windows H#BRIE , &% BTEEM Microsoft Active Directory.
11. %A B{TEE/ Microsoft Active Directory B &M £ REFH B E,

® Note
% R AR A B IRES (SLD ) #. Amazon FSx B 3R %#% SLD H%.
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/A Important
FWFREUHARKX 2 MAEZSTHARXXH RS |, Active Directory IHEZ R BB 47 2.

12. B ABITEEMH Microsoft Active Directory B ZHH A% TE,

@® Note
BRIEEENRES K S NN RERABERAIEEN OU , REMBEKRIEE , MEF
BRI OU,

13. EB1TEER Microsoft Active Directory B &# DNS R85 IP it A ED A —ME ( T
AN ) o

14. RFKFEIL | EBOARERS K EIE
« &I 1 : AWS Secrets Manager ## ARN-@ & & Active Directory 13 L RStk ~ YR~ &M
EBNZR. BXEZER , H5H EAFMEED B FEIU AWS Secrets Managero
« BRI 2 HAEIE

- REKF AP & : B1A Microsoft Active Directory FIREZIKFHAF B, B3 SHeBR/E
&, il , 3FF EXAMPLE\ADMIN , {X {5/ ADMIN,

« IREIKF 2D - RS K D,
« HINED - RS K BB,

/A Important
MARSKFAFERN , BOEEWEIE (corp.com\ServiceAcct ) EESR

( ServiceAcctecorp.com) o
WMARSKF AP (CN=ServiceAcct,OU=example,DC=corp,DC=com ) B} , i&
NERTT D HEF (DN ) o

15. WFERWXEREEERA |, iEI8E Domain Admins AHBEENE RN XHEREEERA
(WREVE ), BEENANEFEENXHFRGE LNTEEREISHEREN. RETRM
{& , Amazon £ FSx AR &Domain Adminsf. i&XE , Amazon FSx A% #¥Delegated
file system administrators groupi ( &£iEEHRDomain AdminsBEAHBEENEHAE ) B
THRERSEF.
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/A Important

MREBARBEEZERXHGRAEERA , WERINBERT , Amazon & FSx ZiREEM Active
Directory S £ i%ZA EDomain Admins{l, MRKANBENEBHEER , REEFEH
HaE T ERE , MARIE L R ZA R HEZER

/A Important

ERMUBEBMSHET , BB SHABER (corp.com\ FSx Admins) SiF /g%
(FSxAdmins@corp.com),
BOFERZENT DB (DN ) . AIDHBAME —MlF=2 CN=FSx

Admins, ou=Example, dc=Corp. dc=coms,

EHEMABRERE FSx B9 Active Directory B9 Windows RS 28 L R4 ()AWS CLI

AR RGBT —/ FSx EEAF Windows X#HRRSB|H MRS , ZXHR
#iSelfManagedActiveDirectoryConfigurationfiFus-east-2a AKX,

aws fsx --region us-east-2 \
create-file-system \
--file-system-type WINDOWS \
--storage-capacity 300 \
--security-group-ids security-group-id \
--subnet-ids subnet-id\
--windows-configuration
SelfManagedActiveDirectoryConfiguration="'{DomainName="corp.example.com", \
OrganizationalUnitDistinguishedName="0U=FileSystems,DC=coxp,DC=example,DC=com",6 FileSystemAdmini
\
UserName="FSxService",Password="password", \
DnsIps=["10.0.1.18"]1}"', ThroughputCapacity=8

/A Important
FSx BIEXHREE , iE283) Amazon £ OU HFRIEZMNITENN R, XHEMSSBEN M4
REEBEHEIR.
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FREXA T F3h DNS B R IEF XA RE IP it

FSx RAEHREEMAHME DNS fER BRI DNS RS AT , WD 5 M XHFRSH DNS 18%, MRER
FHAMNRFE =7 DNS , WEERNEMN Amazon FSx XHRZEFHIRE DNS B, AT NBESLM
FHFXHRSEFMNE DNS /i, iR EFEAN EEO GRS IP ik, H3EE , SIBXHRS
B, ERBRXHERGZE , H IP it FoEH,

WATERELA T DNS A SR B HYXXHREE P bk

1. £ https://console.aws.amazon.com/fsx/ , IEFEIREN IP it I XHRFELUE R XHRGFA
1§/§\Jﬁxﬁo

2. EMEZEZ2GETFH , JITUATE—&RE

s NTEARAKX 1 XHRE

o ECFR @A ER NEIEQ” T 2R elastic MEED |, £ Amazon EC2 2#I& F T
FMEEO” TWH,

c EFANETARX 1 XHREN P it & REXFA IPVA B IP 59,
s WFRAMAR 2 RS AARXHRE :

o £ EIEFR @RS, ER NKED” TERM elastic n etwork #0 |, £ Amazon EC2 #
HAEPITH “WMEEQD” TH.

- EFFANEIRFNY IP it & RTE “BBEIFL IPv4 B IP” Hllrh,

« 1£ Amazon FSx Sl FMHEIRP , “EMZFEO TS RABEMENEREND | EI1 D% EC2 24|
AFITANEEOTE,

- FATFREFSHAN IP it & R “WBhFL IPv4 & IP” 5/,

(® Note
NMREBEENETAK 2 HZ AR XHERER Windows iz PowerShell &ixT AR E
DNS &8 , MREAEEFMNHEEMZZEONELE IPv4 thit, BXESEE , 55H
Amazon FSx CLI A+ PowerShell,

EHB1TEEN Active Directory Bt &

N T HEBARER Amazon FSx MHRGFE. TR AT A , 2 U 4EM Active Directory BHEAX %
Tt , WAMEF X RER Active Directory Bt iE

SREVAATF3) DNS & BHY IP thait 103
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FSx 5@ F Windows 3R 5585 9 L I i#h Windows f Fi§r
- DNS IREE387 IP tbit
- BITEEM Active Directory B IRSS K P $&ilE

LIZEH Amazon FSx XHREH BEREER Active Directory BLER , ENAEMN , BN XHRE
RGN AT A" YR “EEEH, RIERSREEENAEFEVRETH -BEE , EMUEEE
ELoHetEFETR. BEXEZEER , B5H LKIEB1TEER Active Directory ¥,

R BITEEM Active Directory EEEEHGHIEA , M XH4RERT 2NN EREE. LR
AT, #EE, AP CLI N XHREHAZLE REREENBUNEEERE, XRENBWUNEER
MR, ERIEXHRGEHNRERERAZTNTMH,

/A Important

MRIEERF RS K, EFR RS , FRRMBRS KX EX4HREXRERONATITEINNR
ERTEEHNR,

BE VRAHEEEH{TEER Active Directory BLEHXRI A RERIER |, BEH XHRGA TEEHIR

RS

BT LAMER AWS B2 41A. Amazon FSx APl 5 AWS CLI B4 RSB REEN Active
Directory & #9 BRSSP~ &SiE A DNS BRE525 IP sk, SR LARERS 6EFH AWS EE =414, CLI M
API| BRERE REEM Active Directory BiBEEHHNHE., BXELEE , BSH LEBTEEMN Active
Directory E#,

FH BEITEEM Active Directory BL & ( 2514 )

1. 3TFF Amazon FSx #£#|#& , Wit A https://console.aws.amazon.com/fsx/.
2. SMEXHERSG , REEREFHMEITEEMN Active Directory BB Windows XH R,

3. ARBEMEXEZRLET 4 , RIFEEHH Active Directory B , 77 DNS BRS5ES IP it RERS
TR P RIEFEER,

4. FEHIBXIFES , WA DNS RS IP it EEFA RS K EIE ( AP B MNERD ) %47
ARN, BALAfEA AWS Secrets Manager R ENER, EXEZER , B2 FAE®RE
3 B ZZEIE AWS Secrets Manager,

5. ®IFEFFHLUF 3N Active Directory B & E #,

SR LAMER AWS EERH A HIEEEHEE AWS CLi.
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FHBTEEM Active Directory Ei& ( CLI )

EFH FSx BA T Windows X 4IRS BRHY XM REtHY BT EHEAY Active Directory BLE , £
AWS CLI f5 5 update-file-system, REBLL TS :

« --file-system-id BN EEHMHWXHREMN ID,

« UserName B1TEEH Active Directory RFSKFFAF B,

+ Password BITEIEH Active Directory FRE K P VT &1,

« DomainJoinServiceAccountSecret@&EH Active Directory 35t BRES ik /= 1Y A 72 B T 2%
BE AWS Secrets Manager #4A

® Note
BT BEEATIR M F & username/password LA R I A 1A ARSS fk 72 BR4ASRIEIZEH
Active Directory, {XIZ#t—4AHEiL,

 DnsIps BITEIEH Active Directory DNS ARSSE3#Y IP iutit,

aws fsx update-file-system --file-system-id fs-0123456789abcdef® \

--windows-configuration
'SelfManagedActiveDirectoryConfiguration={UserName=username, Password=password,\

DnsIps=[192.0.2.0,192.0.2.24]}"'

MRMEFHIEERD , MZRSEFHIRE HTTP 200 Wiz, W@ R AdminstrativeActions X4
KRWR T HERRERS,

¥k Amazon FSx JR& K

MREFEAFRSKFEFXHRE , RS K LFHEMA Active Directory BIFTER PR M4 |
HWNEXHRERENIGITENINRAETSEHNER, A, BRFVRSKFPFETERATAR
IR EBIHIEFIES - AT EEMABRAESERITENKFNZEEKF N —29,

EAMmZUZ WA A Active Directory A EE 5 RS M 7 <Bx#Y Active Directory fXBRFIELE .
E X Amazon BREZ KRS FSx , BFIRRBRESKFEBLUTIRE

- FRBRSKS, ( SHEPEM Active Directory 4 ) X EXHREXRBKNIAB U ENNRAE T2
HIBR

E i Amazon FSx FRE K~ 105


https://docs.aws.amazon.com/cli/latest/reference/fsx/update-file-system.html

FSx &M F Windows 34 R <5 85 49 1L 5 2 Windows f Fi§r
o FTARSSIK = AL HUE’JHE&‘J”ﬁF ( LHEHFTE# Active Directory 4 ) 2ZEEK, ( RZEFEH Active
Directory ¢ ) B9 — , F7£ Active Directory FHIFTEIBIEHISE LB A 7 HIZEHEE - AFEFEMA
HEESEA i‘l‘%:m)”iﬂﬁ MHRREIRE,

MRBSKSOTREXLEER , ARSI TER

s NTFRAAXMNHRS , XHREAEEL2E N MISCONFIGURED_UNAVAILABLE,

s WTFZARAXMHRE , XMHREATE2EELIR , 7 H RemotePowerShell i R EZ R AIRERE
™,

B B 2 I 2R AV 4 SR A

BAT Microsoft #EE 3 FZ iR 7 an{n] {58 A 1342 5 25 40 3R B SR L B 0 1 5 R R BR o

B B g iS85 1Y AR B R KRG

1. EBTEEMN Microsoft Active Directory FEVFTE K & ITE N MR BI85 L% 2023 F£9 A 12
A2 EMRA# Microsoft Windows E#f,

2. HEEBATEITEEM Active Directory FAIEHRAISEMN AT EARES K BELTR
=
a. SMITENEE > KB > Windows iR > R2RE > A FEE > RL2&T,
b. MNiEE4Iss  ArEEMABRESEFRITENKS,
c. ERENHKHIZEMN <REZSE

d. FEANRERF[FAFIZEENUTENKSCIRENREEATEATNR, (FHIRE
Kk, BROEZNBEVERAFARDNR, ) F2RMMATEINAR K,

/A Warning
MRENKRZRREANZEEALNBSKS . BORESHBRIENAS. 8
AREMABEEFARNNELLRE, Bk , MRFENZEERSMNBRSKS FNEEH
A, RIS X LERERNINE R,

3. TEHRBERIFER FRAFSHEFEEEHIZE _£1Z1T gpupdate /force,

4. F HKLM\ System\ CCS\ Control\ SAM — “ComputerAccountReuseAllowList” ¥ it R 2 & 1E
7t 7 Fi&#RY SDDL., B2 F shmEEM k.

E i Amazon FSx FRE K~ 106


https://support.microsoft.com/en-us/topic/kb5020276-netjoin-domain-join-hardening-changes-2b65a0f3-1f4c-42ef-ac0f-1caaf421baf8#bkmk_take_action
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5, ZHMA—BARET 2023 F9 A 12 BHEESRAEFNITEN. BREBEPIIEHHEH -
WAEBZITENKS, . 2EEAREEMERAKE AiZNetJoinLegacyAccountReuseZ 4 (IR E N
1), MBHMAKLY , HEE c:\windows\debug\netsetup.log,

Wi BITEER Active Directory B3

IBETLAGER AWS BEEIRE A, API SR B1TEEM Active Directory Bt EE#HTHIBE AWS CLI , 0
AR SRR,

FHXHRENBETEEN Active Directory BLB R , ERNAEHN , XHREHIRES LN B{#
NEEEH. EFTRE , RS ETA, Active Directory BEEFH AT8eEE /L S FRET Ko

iR A PR R
EXHREFMAEEEONEFEN R4 , BALEEENEMNLEN 10 MIEEF.

Updates

1 &
Update type Target value Status Progress % Request time 'y
Storage capacity 154 @ Completed - 2020-05-22T712:14:58-04:00
Throughput capacity 64 @ Completed - 2020-05-22T12:14:50-04:00
Throughput capacity 128 @ Completed - 2020-05-21T13:55:58-04:00
Storage capacity 140 @ Completed - 2020-05-21T13:55:30-04:00
Storage capacity 122 @ Completed - 2020-05-18T11:36:33-04:00

FFBITEEMN Active Directory BT , B LEFLUTEE,

ERTRE
XIFHUREMT ¢

 DNS fR%525 IP i
« ARSSIK P AR
B#rME

EFNHRGEBEMENINAEE XTREKFZIEES , RETAFE , KFRTFNTEER
S 2,

54 B {TEEM Active Directory B3 107
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L7

P EFIRS. W FBHITEEM Active Directory EHT , TJREMNEM TR :

« fF43E — Amazon FSx BEWEIE#FHER , BERFFHIEE,

- HE@@ P — Amazon FSx [EFEANEEHER,

- BN - XHREEFHMRITH.

« KM -NHREEHAY, EEES (7)) IEFRAMBFAER.
HEBS L

UERESENERE RN EREETNHE,
& 5K At [H]

Amazon FSx W E|E #Fig /& R RTaEl,

£/ AWS CLI 1 AP| iR EH

& 0] LA A describe-file-systems AWS CLI 5% # DescribeFileSystemsAPI ##E&E & F s 2 IE £33
THNXHREEHRIER, AdninistrativeActions HAIHERHEBRREREMW 10 MRIEEFTIR
(=

LRRBIERT CLI 855 describe-file-systems MMM, WMHEERTHMNEREEN Active
Directory X FREE#-

"OwnerId": "111122223333",

"StorageCapacity": 1000,
"AdministrativeActions": [
{
"AdministrativeActionType": "FILE_SYSTEM_UPDATE",
"RequestTime": 1581694766.757,
"Status": "PENDING",
"TargetFileSystemValues": {
"WindowsConfiguration": {
"SelfManagedActiveDirectoryConfiguration": {
"UserName": "serviceUser",

}

54 B {TEEM Active Directory B3 108


https://docs.aws.amazon.com/cli/latest/reference/fsx/describe-file-systems.html
https://docs.aws.amazon.com/fsx/latest/APIReference/API_DescribeFileSystems.html
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"AdministrativeActionType": "FILE_SYSTEM_UPDATE",
"RequestTime": 1619032957.759,

"Status": "FAILED",

"TargetFileSystemValues": {

"WindowsConfiguration": {
"SelfManagedActiveDirectoryConfiguration": {
"DnsIps": [

"10.0.138.161"

I
"FailureDetails": {
"Message": "Failure details message."

iR BTEEM Active Directory EFT 109
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FSx for Windows File Server &g

FSx for Windows File Server BRIt X H RSB BEIE TR B & HEEE R, U TRXT Amazon FSx
NHREMRENBLE | SUR T o AtaeE EE TS AN MR RN ITIL,
£

« XHRGIHERE

- HttMger BEEmM

o HHEEOXMRER T

« EREENELEEDRA

o FHEBEEX MERER R

« Rl FREENEFLHEE

+ ffH CloudWatch fs¥rfT B AL

s XHRGMENTHEE

M RGERE

A FSx for Windows File Server X4 RAHHSE FHLIBER Windows X 4R S585 F — 4H i i E 3
HRESB[NFEEDUELAK. BEXHRSHBEARENFEEZFRIEEZEHEHIEN M,

TE%BE T t0fa M FSx for Windows File Server X4 R &1 A1 53R

File server Storage volumes
Key property: Throughput capacity Key properties: Storage configuration (Storage
capacity, Storage type, SSD IOPS)

EI NetworkThroughput FileServerDiskThroughput DiskThroughput (HDD)
—S

Network /0 — Disk I/0 —
@ —_ — . S—
—= -| _l

FileS Diskl — ——
ileServerDisklops
El p Disklops (SSD) — —
—= CPUUtilization
MemoryUtilization

HEFRBRFEEAFEFTOREN  SEREFEAMSE /10 EERHAERHBERNET K, X
HRSR/RTENUERIRNEAUE ., XPHFETRERIRT ML /0 REMAFEFHAD,

M REGrERE 110
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HEFRBEFAEZFTOREN , XARSHFELFEENEE /0 NHEBRIIBEAUE. AT,
BRENMLE /0 NXHRSRIBHRET M i, XMHIE RIAYEREHRMLSE /0 BREIFMEEE 1/0 BRFIR
Eo

ML 1/0 HEEM X RS BRAFEFHAXMHFRENELENDRE, WE /O HEBFHENNFHEE
HAERE, EBNNHRETURTNRAME 1/0 M6 ( SEUEFHLENHE IOPS K3 ) RUTH
EPREN—T7 :

- MHRSHFEENEE /O MR  ETENXHREEENTULED.
- BHEREERHUNBE /0 HRds (FREE. FHRENENMHREERER SSD IOPS 4

Ao

Hi g S E M
AFERCHRGMENRBERQFEIICR, FHBFNSY 10 BIEK (I0PS) .
HESR

FSx for Windows File Server X RGE2EXARENAFETF , NEFFHNWHBERIREN L EW R
R, WTFAERNESEFNEE  BEEBLEREEFME LT /0 RAEH XHFIEE , Amazon
FSx MESER (SSD ) FREHTEV RO XHRIELR |, EEEFEE (HDD ) FHIEHEMIBKE
PR,

FHEMN IOPS

Amazon FSx X# R4 EFTE Amazon FSx T A AWS X5 AR HE 2Gbps HHEH
80000I0PS , EXERZ ( HFERIWMILE ) . EEFEZ (BBRM ). XERI (BZBEMN ). K
M (ZBR=Z ), TABX (FRRE ) ML A#X (#FNE ) 2H 12Gbps & E ] 40000010PS,
FHTEARTUEXHRE LRGN EAFTHEN IOPS HEURTXHRENETLHELD, FHBEN
X DRI EANRNMER , S/EDTEEH KD,

BEFimfERe

f&Bh Amazon FSx , BB ENEFIRIARXHRE , NIREBZENEFLEMN IOPS &

3. Amazon FSx ¥ SMB Z @i, I IheefE Amazon FSx RE NIFRI XU REN BN P iRIRMS
GBps EHEM 177 IOPS, SMB ZBERXEEFHMRF R Z B RENFEHSANMEIERE , SRR
EMETFR , NMBERALRAE, RE Windows X35 SMB EEAKREERICRE , BZREEF
TTRE , KR EEATABETRE SMB EEXE.

R EEN T
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]
ZRIE 1 BE

ETXHANIEABBEELTRIERES , ARIRELMRIZNE /0 BH , BMARECEHBAEN
ZREE. AT XFERETHERR , RT XHREAUEXIREFHEERES , Amazon FSx EZH#
- ENREEESERERIEE , LA TS /0 MEE /0 #1E. Amazon FSx £ 1/0 ]I
HLE, REFEOFNARSESFLEN IOPS , IS XHRENELEN IOPS AEETHEAARBIAT
NHRELBRRY , RFAIBERT /0 RIENEARLE I

8 0 XY 1 BB AY S0

BHEENREUTILRXRERIEEE

« M4 /O - XHFBRSS BR @ 15 1A LAY B P i 4R 1 S AR R VIR o
« XHFBRSSER CPU A7 - A TREXHBENITEERERBRNE FRIASFEEEINAER.
« W& /0 - XHRSBF/IFXHRSF[NEFEE ZHEE /0 BIRE,

TREFEANABTEINTNEFLENEETURIHHZFARIIME /0 ( FHER IOPS ) MEE /0 (&
HEMIOPS) , URAATFEFNXFESRENRNE FRIAESAEINNEFE. EREFH
Amazon FSx API 2 CLI B} , BRI BLUERE TER 32 JKHE4F (MBps ) EMREENE S , BiFicE
XRRBER TR L AR , MmEE>=TERR,

(@ Note

WOEE | AT X ZH 4,608 MBps R ERBIBEME S | ZEFRE (BERUMALE ) .
ZEEN (RYNN ). ZEFRD (AZHEMN ). WMBLE (BR2) . TA®K (F%) A
WA X (FHH ) .

ML 1/10 MNTF

FSx HLEEN MEHFLE (MBp) M £& IOPS M7F (GB)
( MBps )
B R (BXRLD
)
32 32 600 F 4

ZRIgMERE 112
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FSx &M BE

( MBps )
64

128

256

512
1024
2048
4608
6144
9216

12288

W& 1/0

FSx &FMEE D

( MBps )

32
64

128
256

512

MEEHLE (MBp)

64
150
300
600
1,500
3,125
9,375
12,500
18,750

21,250

600
1,250
1,250

1,250

WiHEATE (MBps)

B-9:3

32
64

128
256

512

R (BR30F
)

260
350
600

600

M 4% 10PS

Ba

H+H

HEA

W& IOPS

B-9:3

2K
4K
6K
10K

20K

M#F (GB)

16
32

72

144
192
256
384

512

R (/BR30F

)
12K
16K
20K

20K

Fag M tae
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FSx &MLEE Wi AFHE (MBps) Wi# IOPS

( MBps )

1024 1,024 - 40K _
2048 2,048 - 80K -
4608 4,608 - 150K -
6144 6,144 - 200K _
9216 9,216' - 300K’ -
12288 12,288 - 400K’ -
® Note

"MBAHS A AR HREBFLAEDF 9,216 5 12,288 MBps , NN B A 7 & H9 HE AL 19 R 41

£ 9,000 MBps # 262,500 IOPS LA, &N , N FAAEZAAXXHREWEEURE, FiE

BUNARXHRENERNBEAREBEURFEHMERENRS , BHOXHRETXIFRFBR
R MERERR

IR IEEN AR DR 5]

L& {FEH Amazon Web Services Management Console 8l X# RSkt , Amazon FSx 2B ELREE
NEEAEEINEHNIHREEREENTLAE IR . BREENTUHAEINZEABEEASHIT
ERE , BETNREREEEN , ARBRENTLEESD , UERIEATNER, fln, IRENT
FERRFER 1GBps WREREXHRE , NALEEED 1024MBps HEREED, TRETHEE
NE®AE  RUXHRENREHEERLEEDRT.

SSD #i&"& (GiB) HDD #f& & & (GiB) RIKHEERMLBED (Mbps)
&% 640 &% 3200 32
641 £ 1280 3201 £ 6400 64
1281 £ 2560 6401 2 12800 128

EREMLEE 114
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SSD A& (GB) HDD #Zf & & ( GiB) BIK#EFLEED (Mbps )
2561 & 5120 12801 £ 25600 256
5121 & 10240 25601 & 51200 512
10241 Z 20480 >51200 1024
>20480 NA 2048

EREERENEFLERN , ENERITNEXHREGE LERANIIEE. Sl , ERAZFEIA TR
ENEFHEIRSEMPIFABN =6 , UBRXHFRSH[EBETAN /0 HERETEFETE
N, MREBBEATEELRERR , INBESXHRENELEDXEKNNEFE , ABRZAFERU
BNEN B KR,

tl@FMREN G , B ER LA T RARKE, BXESER , HEH EEFURED.

IERLUEE EE Amazon FSx 25 A RGN ERE > MREATF |, W2 TN X RS IR[MERER
BRHRAR , ARGEREEBHELEDNE R, FHMBWETMESRERHTE , U FREERE
MEERNES TEARNMEER. XTEZTARKXHRS , RINEBWENAEXHRELE,, Fiae
NERMITRIARS PEHRREN A REBREN THEARWENE , HBRECSMEZBHEMLEE
B it X BN R ER T, EXESEEL , BSH R X REET.

TR B B X 1 BE R S

NHRGENFERE, FHEXEMN SSD IOPS R MALMN RSN E 1/0 thaE. BALUEEX
LHRR , RENEN TEARRHUENEERS.

R LABERT B INF BB NY /B SSD IOPS, AXEZER , 2 EEFMEE M EE SSD
IOPS, B aI LU 4RGN HDD FRB AL S SSD FiERE., AXESER , HEH EEXH
REFHRE,

B X RGERB AT RIAR DR HE FHLEMN IOPS :

2yl WEBUHE 8 TB FHER W% IOPS ( F#HWE TiB)
( MBps ) ]
SSD 750 3000’

FEEEMMEE 115
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FhERE HEAUE 8 TB F#EER  #aE IOPS (FHWE TB)
(MBps ) ]
HDD Hiff12; B 80 (BAXH  EHE12; 3R 80

R4 8% 1Gbps)

® Note

'SYF XA SSD EHEMN MRS | BA LB IOPS , | A LA 500 IOPS/GIB 12
fi& , 400,000 IOPS/XH &%,

HDD Zeig %8¢

X4 F HDD 7% , Amazon FSx EFIREBERERRESHRE, BN NRESHELETHE  IBRA
FHERITNEE, SANPEREENREFHE ARG TAMMEBERINEE, RANSERS
MEEFHENMREFHE, BRI BS | ©UREKFES /0 WEE B K.

HDD F#BHNATAFLERATARXEKRT !

(Volume size) x (Credit accumulation rate per TiB) = Throughput

X F 1TiB HDD # |, i &t 2R %% 80MiBps , B 5L 12MiBps HEEIESR | BSAEH 1TB

VAN
R]Jo

BIETEAR , HDD ERBTHSHINEENMEEEZR, IOPS ZEFEHERABIE RS Bl & 1aE
TF#., DiskThroughputBalance EfrfRMtEXHMA T EMEE I0PS A RN REN S RANE
B filan , MR THEASEE 7 EAHE HDD IOPS BR#l ( 8 TiB & 12 )X IOPS ) , NIE# IOPS A
£ (HDD ) H&TF 100% , XS HREUS RIFFERK , W0 DiskThroughputBalance IEFRFI R
ATIETHESRBREHEDNBKFEN /10, BUEEERTUTEREZ—

« BUNTEREE /10 FR , LEMNZTRER S R,
- WINXHRENEHERE | RRESEAEKFH#EE IOPS,

« ARIXHRGLAER SSD 7% , RUESEMBKTHHE IOPS , UEEHFIHICE THEARNE
Ko

HDD ZRif &8 116
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T FEBENELEE

LUTRBIEAT FRAENTLE I RSN,

ElEA 2 TiB HDD A EH 32 MBps EHENNXHREEFUTHERLERT :

- MEZELE - BE/H 32 MBps FZR1E 600 MBps ( S EFMHEENIK )
- HHEATE - B 24 MBps FZ1E 160 MBps , XU THEFRIEH —1 :
s ETXHRENELESD , XMHRSEZIFVHESTEER TN 32 Mbps E/ER 260 Mbps Z018

- BEGHELANSE  FHESTIBNHEFLEKTER 24 Mbps ( 12 MBps/TB * 2 TiB ) E4
160 Mbps 224 ( 80 MBps/TiB * 2 TiB )

Rt , HE 4RGN TEABREBRMASIE 32 MBps HEEFLEF 600 MBps WREFLE |
ATHREFENHRSHENFEETLERRNBERNTXHRE , URGEIE 24 MBps WEEFHE
# 160 MBps KYRIBHEME , AT HTEFRW T MEEXN BN NITHXHERE,

£ CloudWatch I15¥rEE M 8E

O] LAEF Amazon CloudWatch R EME RN HRENEFELEL R IOPS, EXEZEERE |, B5H
£ Amazon CloudWatch ¥#2,

MRS ERER B HE

FSx for Windows File Server X RGN REER T ZANRE |, SEMEINHREWRE., XHRE
MEEFRXURBEANINEEEENRR  SINESEBERBRIE FAIAR, EXTHXHREMENE
Z{ER , F3 ¥ FSx for Windows File Server Mg,

F&

s MAAERNHREHEFLERM IOPS RE ?

o MK 1/O MBE 110 BHAKXE ? RHLENME /0 S#E 1/0 FE 2

« N ABIERHME /0 RIK , CPUBIAEFENARNMARS ?

c FARRE? BNXHRGEFERTZSORE? REQHBATHASREML?
c BEBENMETHLEES —RES  REFEBEFIXNARSHNEED ?

- BEREREX , RNIZELOD ?

R FRERAEMELEED 117
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MTEERN X HFREHNELEN IOPS BRE 2
BEEXHRANBLRA IOPS R4 , BREMBFUENSHAMEKTR,

PI4E 1/0 MBE 110 B ARXR ? ATAKRHMNE /10 5#E /10 7E ?

Amazon FSx X RE B — N RSB XIS R , XERS B[EL WS 0@ 75 R X4 RS FFimiRE
BiE, XRME /0, XABFHBEAREAFEFREBZEHRBIENER. XHRSI[ESFTFR
ERXIRENHREBENERS. X2HE /0, TEREBET Amazon FSx X4 RS M EMEE

/0.
Network /O metrics File server metrics Disk /O metrics Storage volume metrics
Cl = . ETE
— — —
Storage capacity metrics

BEXEZER |, B2 £H Amazon CloudWatch %#2,
NAALEMERAMNE /0 RIK , CPU AFMARMARS ?

N HBRS 2R CPU MR ARFXER T EMIENMERE , RERTEEXM4 RS LB R I8,
AR E T RIX L RE AT RES M CPU M FRIA =,

EE#THESRERBRELTERSBEERNT. EAMERESHERRFLNEE , UERERNFE
Ro Bl , EAILUFHLCRBIAH I EXRBE R NHREIT , RERELICH RN 44K/
R BIMNEBWHEERENBRELEEN EXHRENBKEINZRBEEZET. BXESER , F5
B B B S BRI BR R R 17 Ao

WREERATETHRMNRERE  WARKERLRAFEFRIHXALAER , REEFET BIAFL
MEIEB R , B2 CPU MIARRE., AXEZEER , 55 (Microsoft 73X ) FHIX fr & ZE
RE T HRE B

WEXHRSEEFLEMN IOPS R4 118


https://docs.microsoft.com/en-us/windows-server/storage/dfs-namespaces/enable-access-based-enumeration-on-a-namespace
https://docs.microsoft.com/en-us/windows-server/storage/dfs-namespaces/enable-access-based-enumeration-on-a-namespace
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TARRE? BNXHRGEEATZORE? REQIBATHSREFL?

ETXHANIEABBELTRIERS , ARSRELEMEENS /0 BAH , EMARE BB Z R
o AT XFEXLETHERBRE | RT XHREATULERFNEEEESI | Amazon FSx B HHE — BRAY
RN ZRIEEESREMINEE , AT /0 MELE 1/0 B1E,

Amazon FSx &£/ /10 REHF , REFHIRARSEEFLEM IOPS , IS XH4HREHNEHEFN
IOPS FHEERTEEHERFN , XMHFRELRRKH , AU ELEZNXBEIEERFIFNRE (&
SERERE ) HEAXERY. BARAXHRENRERENSENBANESES , FSH FSx for

Windows File Server 1%£#E,

BELEZNMETE LS —RES , RFEEAXNHRENEED ?

FRMAEHEISEY FRRE , EAEERT SR XHFR

BEREMERTEENES , EHKIIN 514
B, BNMRTIREEUNERE SN XHRE AT RETTER

T
SGREFR. EAT—EEREEEFTEENK
BN THEABER,

il
[

NMRSHEBEENITEAEHTAE  AAETITEF2BE , BATRBEMERER N Z T EIZARK
MAARAERZEN, BER K MRSHEENIEARRHRETEAR , ARSIt E2EFEEEM
Bl RINBWERREUNERERESXHRS /TR (BLEMNELED ) RS FHSEMLE (BY
BinFEAE5M HDD t1#E) SSD 7 ) »

® Note
RUEVHRGEMHAREQHERE /0 HeERIR , H Ui A tEESE. .

- FERAREY BRI BRSENEEEHE W BINEEETEH R XFREMEE PATR

s NFZAARNHRSG , FHELT R, BHERRTAXTHEEHLSHEIRARER
MEMBHMESH., EHBEAENTAREERBEEE F XM RS IR RS
22 E#HITEZ , Windows Server IZ{THEIER SN ARELEFEE 110 BR. BXES
BE ,BF2H EERHEN.

BNERENER , HEZEOW ?

EXHRGEYT . EMRBAFERURTARXTATAN , RAARXHARESHATTAER, X
RetEA , BT T A

TARRE? BNXHREERTZLORE ? REQHBATHEREMNL? 119
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HZAAXEES , Amazon FSx 2B ERETHXPEEMEF —MERAXHRSER. WRXHER
SUEF HITRIARS M, Amazon FSx BE S HIAREBIZANHRSSR , LELTHFEATTRA
AHEIFEBE, EENXHEREHITAMEBN AN AN RENENER , ERTEEN AT A,

BENERENER  REZELE? 120
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FSx A Windows X REHITEE

Amazon FSx Rt L EEIhEE , JHBEENEE MY B Amazon FSx for Windows X Bk 5588 3
HRE  UBEETH TN ITEABEMAFRERURALNEENENER, UT2ETUFER AWS
CLI #1 API AWS BEE#HA. AT ZEEEMN Amazon FSx CLI FE4 Microsoft Windows Server
F 5 H PowerShel B —E X4 RAB BN HIK,

- FRERE

- frfERE

+ SSD IOPS

- B

- DNS 3%

- ESHERIRR
< FTFEIA

« TFREECE

« XHHREL
- XHHRE

UTHAINATETRANXGEREEEDRENRE, BIMNEMTEEXREDAERESEBE RN EFE
o, HRHE T ERNRESE,

£l

+ Amazon FSx XHRFERE

« ¥ Amazon FSx CLI i F PowerShell

B3 Amazon FSx iz PowerShell &%

£ Amazon FSx CLI #{TiI2 BN — XM X4 R KRB ES PowerShell
« XA Amazon FSx CLI # 1T BEHEBR PowerShell

s XHRREF R

- EREBALFNE

- &% DNS 318

- AR SENITIFN XS

s XHRFSBHRBREEE I FSx B Windows XH RS 88

121
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- &I FSx for Windows File Server #1746k

- {ff DFS & %A

- EEAMHAE

- EEMZERR

« 4 Amazon FSx & RMIRZE

o £/ AWS CLI B4R S

Amazon FSx X4 RSIRS

BRI LAE AL S % FSx #24]&. AWS CLI S describe-file-systems=i, AP| ##EEE L D% FSx X4
REMIR A DescribeFileSystems,

XHRERA iR

AVAILABLE SXHREGEATFERRSS , AT EFAIAER,
CREATING T @ FSx EE I — MRS,
DELETING S5 FSx EEMBRIE XHREE.
UPDATING NHREEEHRTER REHER,
MISCONFIGURED B F4&#9 Active Directory SRR 4 T , X

HRELLTZHRS. SN XHRERT
A, SERRETAMNKE , ARFAR2%E
BERM. BXMETARNESER , HSHEX
RS TEREHIRRS.

MISCONFIGURED_UNAVAILABLE B T 4&#9 Active Directory BMERAE T (L , X
HRESMATAH. AXRETHALNESRE
B, B RXMHRSGA TEEHIRRS,

FAILED o EBIEFHMHRSET FSx , Amazon To3E 8l
BIEWNXHRS,

« XHRERTH
s XHRSGHIMWE , Amazon FSx TiEIRE,

Amazon FSx XHRERAS 122


https://docs.aws.amazon.com/cli/latest/reference/fsx/describe-file-systems.html
https://docs.aws.amazon.com/fsx/latest/APIReference/API_DescribeFileSystems.html
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XHERGERAS B EA
« FSx Amazon TEBIEZ 4.

% Amazon FSx CLI FF PowerShell

RE A E {58 Amazon FSx CLI #1TIZRZEEIE PowerShell , M FSx Windows X4 Z&HIT
XHREEEES, BHBALUER Microsoft Windows BAERFEAFRE ( GUI ) kKT o EEE

%o

EFRFEEREEK Amazon FSx CLI PowerShell A X HREEBERATMAFEENH RS, EE
Windows File Server X R4 E B ZnFE PowerShell 21 , BEZEERELUT EREZH : FSx

. BEEZBISHEM for Windows XHFIRFEEXHREEBEMLKIERE FSx B9 Windows 1T &E3£4l,

« UNMHREEE AR T HEFR Windows THEEHl, WREFEA AWS Managed Microsoft AD

V= “AWS £k FSXEE A" A, MREFEAZBEITEEM Microsoft Active Directory , iX ZIHE

BERASEEUNEXHRENNEREENBEENH, BXESER , FSH £HETEE Active
Directory By SR 1ESKER.

o XHREH VPC ZEAAWAN IR O 5985 LEVRE.

AT iEEEM Amazon FSx CLI PowerShell A T L2 ThaE :

« {#F Kerberos &RRIEX AP &ZiIE# T BRI,
« £ Kerberos EZENEF RN X REC ENEELFTEEH TN,

LA LB Wit A RE Amazon FSx XERSE LETERERE CLI &

o RAILAE M KATEDE{THIIZTE PowerShell 2 FH ELEFERIETHS .

o BALAMEHAInvoke-CommandRETENRTHENG SR , MEFRIL KN EEITHIZRE
PowerShell £i&.

NMRERETEHNEHENSHERZATREEESDS , WEEMFHA Invoke-Command,

 Amazon FSx CLI FF PowerShell 123
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® Note

NTZARAXXGRS , BREEXHREEAEEEXHRS SRER Amazon FSx CLI #
TEEEE, AXESER  FoH THAMERAM  REUARNS TAXXHRS.

BEEMFHAXHRSEH Windows IZFE PowerShell i & 8215 A =2 R 5585 PowerShell, 4l

m, ZREEERSARXA amznfsxctlyaalk.ActiveDirectory-DNS-name #&= , Lt
amznfsxctlyaalk.corp.example.com, ZEAUFEANEMNLZLEM < EXHREFMAEERE
AWS EEEHIA RHRER KRBT . F£/H AWS CLIdescribe-file-systems@H&EE MM A
IREIfIRemoteAdministrationEndpoint/& o

&R LAER Get-Command cmdlet £ REXF A AR cmdlet, BHBMBIBAIESR. PowerShel BXE
Z{E 8 , 15 H Microsoft Get-Command 314,

& m LAE FSx ¢ Invoke-Command mdlet Xt X4 %% L #Y PowerShell #1217 Amazon CLI #
TEREE CLl, FRAUTIEE ;

PS C:\Users\delegateadmin> Invoke-Command -ComputerName
amznfsxctlyaalk.corp.example.com -ConfigurationName FSxRemoteAdmin -scriptblock { fsx-
command}

BRUMMTE for Windows X RSB X MRS LB KFmiziE PowerShell £1& FSx KA , 5 H

B3 Amazon FSx izf& PowerShell £1&

JB3) Amazon FSx =2 PowerShell £1i&

AEBRMBEAERE Windows RS ES RS 88 LB 3 K HII#E PowerShell &1% FSx Vi,

EENXH RS EB3hniE PowerShell £1F

1. EREECBNERSNERMNER FSx BEERARANAR |, EEIELNXEREEEME
EEWNITE XA,

2. Eit&E sl E PowerShell TFF Windows & O,

3. 74 PowerShell , i A T a5 L RS E) Amazon FSx XHRE LT — N KHBEENIZES
. Remote-PowerShell-Endpoint&EiR N EEEMNXHREH Windows = PowerShell %
Mo A FsxRemoteAdmin EN L FEE S #ro

J23h Amazon FSx izf2 PowerShell £1& 124


https://docs.aws.amazon.com/v2/documentation/api/latest/reference/fsx/describe-file-systems.html
https://learn.microsoft.com/en-us/powershell/module/microsoft.powershell.core/get-command?view=powershell-7.3
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PS C:\Users\delegateadmin> entex-pssession -ComputexName Remote-PowerShell-Endpoint
-ConfigurationName FsxRemoteAdmin
[fs-0123456789abcdef@]: PS>

MEBEZHEHI T Z Amazon Act FSx ive Directory B —2 2 , MRZLEBHEODIRTERA
RAFIE$H, MAER FSx BB RAAK R NAFPNER, ﬁﬂ%i@ﬂﬁﬁdﬁﬂamlﬂi NREFFE
RIEREEIL,

/A Important

MREFEANZBITEEM Active Directory FiiE #HE?&EE@E’J Active Directory ¢
FHIRENER TEHRRSMHKS , Windows Remote PowerShell i R AIES X ETL, B
XEZER |, HSH TR Amazon FSx RSk THREZ#E,

£ Amazon FSx CLI #1TIZREEEBHN — I XHRRIREES
PowerShell

1£ PowerShellfi 5 EEALLT Amazon FSx CLI #{TIZRREE , RBERIINRESRIRERS B IHR
,Jb iE{E%O

BEFHEEER

ERAATHTREEXHRENFREEE.
- ERMATRTEEEREMERR , BETUATHT.

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock { Enable-FsxDedup }

HE , ERAUTHSEX4 QR LN XHNTESERIERRRRE  TEEAREXHFHR,

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock { Set-FSxDedupConfiguration -MinimumFileAgeDays 0 }

BXREZER  F5H BIES HEMR BRKEEF# KA.

—REXHREREES 125
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« FAATHSHAEREEXATHAFEERA , 2EXANATHRERN , FATEHMIT,

$QuotalLimit = Quota limit in bytes
$QuotaWarningLimit = Quota warning threshold in bytes

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName

FSxRemoteAdmin -ScriptBlock { Enable-FSxUserQuotas -Track -DefaultLimit
$Using:QuotaLimit -DefaultWarninglLimit $Using:QuotaWarninglLimit }

BREZER , FE5H EEFMEH,

PR TEIA , ERELR 8% 3 M SRR E 2 SARTAY AR A
BRBIARER (THEELF 7 ANFF 12 2) FRETEE  mFFR.

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock { Set-FsxShadowStorage -Default }

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock { Set-FsxShadowCopySchedule -Default -Confirm:$False}

BXESEL  WEH REY TEEEARAEHMITL.
AR I 2 AR N

LT an S E R S M X R & P i 58 i 3 o

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock { Set-FsxSmbServerConfiguration -EncryptData $True -
RejectUnencryptedAccess $True -Confirm:$False}

ERBLRAFMBI NS | FaEHaEENEF S inER NEEINEE,

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock { Close-FSxSmbSession -Confirm:$False}

BXREZER  REREERERRPMENA S SEMITITH XM,

BRAZTEA | EHEAP BTN RIRE I LA BTH AR
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3Ji5 18 Amazon FSx CLI # 1T FEHERR PowerShell

S HELEMFEH Remote EEBINHRENEERRERZ PowerShell , BEMEREBEE S D PR |
WM TR

EEARRETARINEREE Windows 2 PowerShell iR , & AJ LU TEARMEREN R, Hlan
WA LB TT test-netconnection endpoint -port 5985 @i,

NHRGENREARD VTR PowerShell EHFT TR A LGN

XHERGEHNLZSEHNRE RFIHO 5985 ERENAMMN | FEEE M IZFE PowerShell £i&, BXE
ZELR |, {55 Amazon VPC 44,

{R7E AWS F£EEH Microsoft 5Ez) B ZHIRV A EDN B F 2 BB E T AEBE
£

EfH PowerShell 748 Kerberos % iEA Amazon FSx Remote , BEBHE R g L A HKE R
IRFEEA AR, AXEZELR , 535 Microsoft X#4 Configure Kerberos Forest Search
Order ( KFSO ) »

238 DI FE S PowerShell iF8 HIE S AL 4 iR

IREETE -SessionOption (New-PSSessionOption -uiCulture "en-US") saSHRMET

O A
op ™

. -SessionOption

UTREXHRS LB ZESL PowerShell i%-SessionOptionft A FE AN KB,

PS C:\Users\delegateadmin> Invoke-Command -ComputerName Windows Remote PowerShell
Endpoint -ConfigurationName FSxRemoteAdmin -scriptblock {fsx-command} -SessionOption
(New-PSSessionOption -uiCulture "en-US")

PS C:\Users\delegateadmin> Entexr-Pssession -ComputexName Windows Remote PowerShell
Endpoint -ConfigurationName FsxRemoteAdmin -SessionOption (New-PSSessionOption -
uiCulture "en-US")

MRS 4 BT ER

53 FSx Mk Windows X4+ AR5 22t HEAYBLER Windows Server AT BIITRRIFERD. 437 A
BIBE W4 RAETT 1A R B4R B M e (B, 8 7] BUE SIS R Se A B 48 & 447 BT ERAY T iR il o 2SR

SF i8] Amazon FSx CLI #1T#EHEER PowerShell 127


https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2008-R2-and-2008/hh921473(v=ws.10)?redirectedfrom=MSDN
https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2008-R2-and-2008/hh921473(v=ws.10)?redirectedfrom=MSDN
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BAREBENE , RESMIADE 30 DHBOEF T RITR. EFNERNFEFNEBRTSINEE , 85
#7EE , ARESTHRXHERSH , REMRSSH[ZAEF BB X ENEAXHFREEDHTRSL
HWdRE. BXEZER , B0 HEEBIE,

FSx for Windows File Server St F & A4 ot BRI FT 1A B [B) BUE R M) THE A B FABREER, BT LL
BREEZENEERLETHENITRANE  BEELE 14 R —REF R AR, WRELXMANT
BIEERE 14 RNLHLEPBE D , FSx N Windows File Server &4 &4 T4 RE: , LWRRHEZ S
MATEME, EXNARBENHREEFNBRARNENESER , B5H EXEALTF R,

EEISESR , EHNETHXXHERGEREATTRRES , ZRSEE 2L 20 54, SARAXXXMH
REFRFBARRS , FAPIEEENZRAXHRSF[ZARITAYEBNARENINE. BRESZE
B, SR HEEBEE, ATZATRARXXARENEHIREIENHRSHFZENRBEBNRNE
RE , R HEIE | A0 Bk XA ARS8 & B SO BRSS 28 2 Rl B 5 R A VR AR R B R4
N T REEFEE , BRIOBIOFEST BT RZHE X RE AR R DRI ZE R TR,

(® Note

T HEREP ST ERNOBIETE M , Amazon FSx for Windows File Server 21 £ FFa2
RN EEXHRENEKEZ#ESNTEFLEBE ARE,

BSR4 TR

FSx for Windows File Server AR AR Y HRENEF RMANITE , LGENEN I EASNEEE
Ko BALAEH AWS BIEiE4]4 AWS CLI, F Amazon FSx AP| Ech & B4 it BRI FF 24t iE |, 0
AR AR,

E R4 RN E (268 )

1. ¥TFF Amazon FSx 2 #l& , Mtk J9https://console.aws.amazon.com/fsx/o
EEMNSMEREREXHRE,

REREFRFHLEF BN XHRE, BHERXHREFHAEERE.
REEE  2ERNHREEERREER.

REEH , cEREREFNRED,
RMALHLEB AL RIT BN BN E,
ERREFUARFENER, REEMRPFERFRLER T REE,

N o o M DN

FUBEALTF R 128


https://console.aws.amazon.com/fsx/
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E A update-file-systemCLI S R EX B AL EONFFRETE , SR EH AWS CLI EFXHR
42

=JLo

EIE DNS 3%

BR T Amazon FSx {2HMERIAE A RS (DNS) B , BET LG B 2 EEFEH DNS 58 5E80 X4+
REMKEK, FHADNS 5lH , EFXHREFHENEITB I S FSx B , BAIAKREFERAINE
DNS & #1074 £ Amazon LHIEIE FSx , MEZEEHETM I ESNARERF.

&R LAF DNS 3% 5 Windows X HBRSS 88 X R # 5] & MUA FSx AR KEK , Bl BUERZ D
T RBFTXHREE , /A AWS EEZH A M AWS CLI#ITXER. 8RE&Z LN 50 4 DNS 31#
BN XHREREK,

@ Note
EEZRIZFATE 2020 £ 11 B 9 H FSx 4 12:00 25812 K Windows X4 RE /X H RS
Y DNS 58, ZEEXERIEATE 2020 £11 A 9 HTH 12:00 2RISR XH RS L6E
FA DNS 3|8 , ERITUOTIEE -
1. BN EXHRG, BEXEZELR , BSR EHAFBEIEZD.
2. BRMPIMERFHOXHRE. EXEZELR , BSR GZ2HEEEN ARG,

MMHRGARAE , SFREREAT FRENE SR DNS 318 T RIZXXHFR L,

(® Note

LA RS BRIR BT L TE Active Directory REITIT/E , 3 BE&E FE A S E0 DNS 1244
P, 55=75 DNS RMUE A SHEINT A,

FSx RAEMRMAMES B R EH % DNS ENERIA DNS B, WIS &FMXH RS
# DNS ik, MREFEANEE=7 DNS , IFEHEBE FSx XWHREFF1RE Amazon
XHREH DNS % B, AXRAXHRGERIER IP it EZES , BSRKRBBETFH
DNS £ B IEHXH4HRS P ik,

EOEF MRS |, URBY R0 EEHXARSEN , AU DNS 31& 5 Windows M HARST 283
T REWIE FSx BB HERER, BRBEZALE 50 4> DNS A& 5 - M XHRGEREK,

DNS 55 129


https://docs.aws.amazon.com/cli/latest/reference/fsx/update-file-system.html
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B 7K DNS BB XEXBIXHREN , EFHEMA DNS 3B EZIH RS |, BEMLTRITUATER
=

* A Kerberos & 3% il F in 2 Bt & AR 55 E 4 ¥ (SPNs),
o RFEFT AL H FSx XHRSEHERIA DNS ZF#5H DNS 5B EE DNS 3B id %o

BXREZELR , F5 R £/ DNS 5% 15 HE.

BB Windows XHEBEBEXHRSE FSXHW DNS JIZBEEFREUTER :

- UWARARLEESESE (FQDN ) KX,
- ANEEFRBEEHNETH (-) .
- FELEFHITARLER.

- ALERKET K.

XF DNS 5l#& , Amazon 2FFRFH FSx TN NEFH (a-z) , TREWMFAEEEN] : KEF
&, MNEFFHENERHNEANTE,

ERZHARBKEEHRERBENINE , NRELTH, MELEZHECEINBEXHRET AN XHERE
HI<BX , Amazon & BUEIRIYESREEIR FSx i Hi M Rz,

® Note

% Amazon EXH RS L FSx RNSMIBREI B B | EENBT IR ENEITERE  HNED
EINEEIXHRS, EFFIERMBBRS non-Continuously-Available ( 3E CA ) #EHNEF
I P XL AR E P ER T I

£

- DNS BIERE

« Kerberos & KiEfEH DNS 515
- EESNHRENZBH DNS 518
- ¥ DNS 51 & 53X RS MHX Bk

- EEIBXMHFRS LR DNS 5#

DNS 55 130
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DNS 5l &Z R3S

DNS 3| & AT AE BT EMREE :

- T F-DNS 5185 Amazon FSx X REHxEx,

- Bl# — Amazon FSx IEE 812 DNS 5l & H HESXHRFEREK,

« IETEMIBR — Amazon FSx IE1Ef#BR DNS 5% 5304 R 45t i < BX H 05 EL M BR o
- BIE XM — Amazon FSx Foi&fF DNS 38 53X R4 KBk,

o MIBR&M — Amazon FSx Foi:f#BR DNS 3l & X 4 R SR K BX,

Kerberos &A% UEfE A DNS 318

RINBWEEET Amazon £ ERAE T Kerberos B HHBRIEFINZ, FSxKerberos REM R 7 [H]
XHREHNEFHRERZENESMRIE. EXNEH DNS 3& HRIZRE Amazon FSx X4 REMNE -
un/3 A Kerberos B3 8HE , BAMELE S X4 RS Active Directory TTEHLXY &K LAY DNS 3 & Xt KL
Y BRSS =R E R (SPNs).

WMREETE A SPNs ctive Directory FHITTEHNR EBE 7T 2EE S — N XH RS DNS 518 , T
DMFEIFTEMIBR , SPNs RET8EFH SPNs FAMBIXHERENITENNRF, BXREZEL | ES
% 79 Kerberos BtE RS EAEEBH (SPN)

EEEXHFRSEMZATHY DNS 518

WA LAER AWS EIRiE4lA. M API &EEF Y1 5H& FSx B for Windows XA RSEBE X H RS KRB
DNS BIEMEZH , MEATIEATR, AWS CLI

BB S NHRLZKREKR DNS 3l#
- EARHE -ER-IMXARE  EEXHREFAGERNH, ERENXERLETF , 8 DNS
A&

« f£f CLI = API-Ef describe-file-system-aliases CLI &5 =R
DescribeFileSystemAliasesAPI ##{E,

EEE5Z M XEKAY DNS 518

- EREHE - ESMEST  ERZH0  RARLEREEEENRZH. EHESHKET , £F DNS 3
BFH

DNS 3B RES 131


https://docs.aws.amazon.com/fsx/latest/APIReference/API_DescribeFileSystemAliases.html
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« M CLI 2 API-f£A describe-backups CLI #5558 DescribeBackupsAPI &4,

’ DNS 58 53 REHH KR BR

HEMLTFF 8 FSx 71 Windows SAFAR S5 88 BIZHTHY XA RE BN F DR E B SAFRGERT , ATBER.
M API XEx DNS 5% AWS EEZHI A& AWS CLI , T REATR.

EBIEFH SRS RER DNS 318 ( BHE )

1. $TF Amazon FSx #%|& , Pk https://console.aws.amazon.com/fsx/o

2. BEBAITHINTER 5, SIBXHFREHRMRN S RAUBHTXH RS,

3. HEHIEXHRGOMSWIER - &S , MAEESXHRSEREK DNS &,

v Access - optional

Aliases
List any custormn DNS names that you want to associate with the file system

financials.corp.example.com
acctsrcv.corp.example.com
transactions.corp.example.com

Specify up to 50 aliases separated with commas, or put each on a new line.

4. YHNHRETAR , BEALER DNS BIB T RIZNXH RS |, HiEREERS E4EE R (SPNs)
HAZANBEFHLIZE DNS CNAME ick, BEXEZELR |, i5SH 5 DNS 32 15 R EEE,

ERIZ#FMIL D E FSx XA RS (CLI) Bf<Ek DNS 318

1. RIBH RS , EAHHE CreateFileSystemAPI #24EH Ali as [ 144% DNS 3| & SH X4 RS
P

aws fsx create-file-system \

--file-system-type WINDOWS \

--storage-capacity 2000 \

--storage-type SSD \

--subnet-ids subnet-123456 \

--windows-configuration Aliases=[financials.corp.example.com,accts-
Ircv.corp.example.com]

¥ DNS 3 & 53X # R G KBk 132


https://docs.aws.amazon.com/fsx/latest/APIReference/API_DescribeBackups.html
https://console.aws.amazon.com/fsx/
https://docs.aws.amazon.com/fsx/latest/APIReference/API_CreateFileSystem.html
https://docs.aws.amazon.com/fsx/latest/APIReference/API_Alias.html
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2. HXHREARE , EAILERA DNS BB 5 REXHRS , FIEAREBERS EERBF (SPNs) ,
HRizBBEHMBEIE DNS CNAME i8F. BXEZER , HS5 £/ DNS 518 i R KR,

FE3& R & D B Nl Bk DNS 314 ( CLI)

1. BENBAXHRENZHOIEN MRS , ATLUR Aliases Bt 5
CreateFileSystemFromBackupAP| ##EBSEA , M AR :

« MIABRT , BER 0 XEREVAE 3 B #B BB BIRHI X4 RS,
- EFEARNUEXHAREMAREEFNEMBIE , FEATHEEEMN Aliases B,

EXEREAM DNS 1% |, EFEM Aliases Bt , A U520 XRIKHELKE B MBEXEKAH 3
Bo

BT CLI s M AN 318 5 Amazon FSx B &4 812 # XX 4 RS M KB,

aws fsx create-file-system-from-backup \

--backup-id backup-0123456789abcdef@

--storage-capacity 2000 \

--storage-type HDD \

--subnet-ids subnet-123456 \

--windows-configuration Aliases=[transactions.corp.example.com,accts-
rcv.corp.example.com]

2. HXHREARR , BRI DNS 3B REZNHRS , FEREBRSEAEEM (SPNs) ,
FRiZBBEHMBEIE DNS CNAME iEF, BXEZER , HSH £/ DNS 518 7 R &,

EEIANHRL LR DNS 31#

BRI AEAFMEIE FSx B Windows XHFIRFEEXH R G LRI AWS EEIZEH & FBIERAIE AWS
CLI , A T E PR,

EEYHREH DNS 318 (#BEHE )

1. 3¥TFF Amazon FSx #2#%I|#& , Wit R https://console.aws.amazon.com/fsx/.

2. SMBIXHERS  REEREEEH DNS 518 M Windows XHRE:,
3. EMZXEZREGEMFL , &% DNS BN MM ERE , AIAE/REE DNS &8 &E O,

« XEX DNS 5% - EXRERHHBIBEDR , WAZEXEKH DNS 38, EEXKEK,

EEIA X PR G LI DNS 515 e


https://docs.aws.amazon.com/fsx/latest/APIReference/API_Aliases.html
https://docs.aws.amazon.com/fsx/latest/APIReference/API_CreateFileSystemFromBackup.html
https://console.aws.amazon.com/fsx/

FSx 5@ F Windows 3R 5585 9 L I i#h Windows P #5

« BUHXEX DNS 28 - EHBIBIBIIRF , BEERBUERBNAE. EEBUEXEK.

A SRR B FIRPEZEEEN D BHRS. BIFFIR , EFMRD. F3E XK XHRSEHE
HRBRRZHEE 2.5 2.

4. HHIEN WA &, EALEER DNS BB LRGN X4 RS | FIEREERS 4L (SPNs)
HNZH B EHAELIZE DNS CNAME iRk, BXREZER , 551 £H DNS 3£ i R iz,

F DNS 78 5B X4 REKRE (CLI)

1. fH associate-file-system-aliases CLI s 52k AssociateFileSystemAliasesAPI #4ESY

DNS 318 538 XHREXREk.

LR CLI B3R5I B S48 E R X R G R,

aws fsx associate-file-system-aliases \
--file-system-id fs-0123456789abcdef@ \
--aliases financials.corp.example.com transfers.corp.example.com

a8 &R T Amazon FSx EEE S X HRERERH 3 & HIRES.

{
"Aliases": [
{
"Name": "financials.corp.example.com",
"Lifecycle": CREATING
},
{
"Name": "transfers.corp.example.com",
"Lifecycle": CREATING
}
]
}

2. f#f describe-file-system-aliases CLI &5 ( &% DescribeFileSystemAliasesk API 1
£ ) WS R IR IE T2 BRI Bl B IR A

3. HM{ELifecyclen AVAILABLE ( W3R ZAREFE 2.5 74 ) it , LA LAFEH DNS 5l& 15
RINXHRGE , FEREERS EHEF (SPNs) HEFHHAIE B K DNS CNAME 2%, BXE
ZER , 2 £/ DNS 5B hEEIE,

EEIMANH RS LM DNS 314 134


https://docs.aws.amazon.com/fsx/latest/APIReference/API_AssociateFileSystemAliases.html
https://docs.aws.amazon.com/fsx/latest/APIReference/API_DescribeFileSystemAliases.html

FSx 5@ F Windows 3R 5585 9 L I i#h Windows P #5

HUH DNS 318 53X RE5HKER ( CLI)

£/ disassociate-file-system-aliases CLI @552 DisassociateFileSystemAliasesAPI

BRIFERERR DNS 3|8 EIA X4 RER KB,

LT a5 2BUE — 1N 3l 8 5 X4 REHKE,

aws fsx disassociate-file-system-aliases \
--file-system-id fs-0123456789abcdef@ \
--aliases financials.corp.example.com

a8 &R T Amazon FSx IETEEUE S X HR M RERHY 3B BPRES

{
"Aliases": [
{
"Name": "financials.corp.example.com",
"Lifecycle": DELETING
}
]
}

f£H describe-file-system-aliases CLI &% ( &[RIDescribeFileSystemAliasesT API #
£ ) BEFIEBIRES. BRIERZSHFE 2.5 58,

P & MIT IRy

B UERAREX MR TELIMEZENAF S , H7E FSx for Windows XH4HIRFSESXHR S LITH
X, “HEXHRTELBEH—ANEFNE , BTUREEZEIXHRE , URHEITIF 7 B4,
BRI LAER I T ERITUTRE :
o MRE X BIE Y5 R AXBR o

- WIFAFSENERE | XEXEAZAFITFOE U

O LAEA Windows REHREZENHE GUI TEMAFZEEEM Amazon FSx CLI PowerShell k&
BAPFSEHAITIF FSxSEAT Windows XS BN XHRS EHN ST,

P &EMITIF 89 324 135


https://docs.aws.amazon.com/fsx/latest/APIReference/API_DisassociateFileSystemAliases.html
https://docs.aws.amazon.com/fsx/latest/APIReference/API_DescribeFileSystemAliases.html
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£/ GUI EBRAFNXE

LT RRBIFEMMTE T WAERAME Windows HEXHRTEEBEAFLEMITHFLDE FSx XHRE
LRI

BHREXHKXRTE

1. BHENLSE EC2 34| , HNEEZEIEHT S FSx XHFREFIM AR Microsoft 5E31 B
o At , M (AWS Directory Service BEEHEE) HERLUTIRE
« FEEHA Windows EC2 324
« FZhIA Windows £l

2. UXHRSEERREAMANAF BHEESIRA, £ AWS FEER Microsoft 5&3I B FKH , XA
MR AWS Eik FSXEEB R, EERBTEERN Microsoft Active Directory #1 |, ZABI N HER
A", REFEALZEQENREMNEERANBENEN. BXEZEE , BRI S#H EC2 AR
R AR IERE R EH Windows 3E41,

3. HAFHEE 6 ABMFEH Run As Administrator R&E{T fsmgmt.msc. WREFITHFHAEX
#X GUI T &,

4. TERED , EFEEIS-EITEN,

5 flm, NFR—AIitEN , WmAZRE Amazon FSx X R & DNS 4
frfs-012345678901234567.ad-domain.com.

6. EEWEE. A5, B Amazon FSx X RENFZ B FHIAEREXHRTENFIRS,

EEAPAE (GUI)

EHEXHR TED | &R “A1E UBEFEEZE FSx B for Windows File Server X RSN FRE
Ar4iE,. MREAFPSINARFEESFEN Amazon XHRE ) FSx XHHE  NIkEEE TS
O RE MU SIE, BULUTHSEN LT (ARET ) X2, RAFEBRXASE , IO ASE
EE,

£/ GUI EBRAFMAE 136


https://docs.aws.amazon.com/directoryservice/latest/admin-guide/launching_instance.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/join_windows_instance.html
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/connecting_to_windows_instance.html
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g2 Shared Folders — O >
File Action View Help
o= | 7E = H=
EE._ SHErEd FDldErS {FS'DCCE User - Cnmputer T}rpe .'It[:lF
@] Shares &, Admin EC2AMAZ... Windows 1
gi Sessions % :
2| Open Files Close Session
All Tasks b
Refresh
Help
£ > (| € >

EMFAAMBITNQEER  BIASEN LT (ARET ) X8 |, ERNTMAE2EER , REH
NR1E,

@i Shared Folders — O >
File Action View Help
s ol AR-a1za | HERESE 7 o
SE._ SharEd FDldErS (FS'DCCB User - Cnmputer T}rpe .'If[:lF
at| Shares &, Admin EC2AMAZ... Windows 1
gi Sess : :
- Disconnect All Sessions
| Ope
All Tasks >
View »
Refrezh
Export List...
< Help >
Dizconnect all sessions

BEEITH X (GUI)

EHEXHRTER , GRITANXHNATERERE LA FANREXH. ZARELKERTHT
NHBXAERBAF, EEAYTEREMAFEETAEEXHNRER, RFTFIIRPXMHEKE
METX (ARET ) XKE , REEEXMITFNXHE , BNAIX A BER AP T FRER S,
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g2 Shared Folders - .
File Action View Help
o= | nFE 6= HE
z Shared Folders (F5-0CCE|| Open File Accessed By  Type
&l zhar.es | |Nsrwsve Admin Windows
E-__— GESS'DE_T D\share\Market... user 2 Windows
By ipEn Flies Close Open File
All Tasks ]
Refresh
Help
£ > £

Clase this open file

BT XM RE L PR BT RIS R R

T XHRER , REEINRE,

, BEAFANXAN ETX (ARES ) REPERKAME

g2 Shared Folders - .
File Action View Help
o= | x7 6= Hm
2| Shared Folders (F5-0CCE. Open File Accessed By Type
33._ zharles \Envsve Admin Windows
&l Essions D:\share\Market... user 2 Windows
g Ope . .
Disconnect All Open Files
All Tasks #
Wiew #
Refresh
Export List...
<
Disconnect a Help

PowerShell BT EBRAF&

B LAEH Amazon FSx CLI BEEXHREHFHNEFAFAS
PowerShell, E7 #u{afE Atk CLI ,

1 MFT I A

EMITFAXH , UEEL
555 Amazon FSx CLI AT PowerSheIIo

TRRNATATERAFSEMIT NG,

ZEEE

PowerShell i F &2 AP &FMITHF X4

138



FSx 5@ F Windows 3R 5585 9 L I i#h Windows P #5

wme %88

Get-FSxSmbSession KREYMBEYENHRENE RN T in2 B KRS 25 H &
B (SMB ) 2iEHHEXEER.

Close-FSxSmbSession 43R SMB £1%,

Get-FSxSmbOpenFile KENEEIGRENE P imIT AN XGHNEXES.

Close-FSxSmbOpenFile KA—NEN SMB REBJ|HWHE AP —NEFimIT IR X4,

BN TRV BB P EHREFAEGTETNSZEE, EHRLLER , FzT788 2 WHns , flu
Get-FSxSmbSession -7,

YHRESHBEREEE DI FSx B Windows X IRS 28

XHRFSERFEEES (FSRM) 2 —I1 Windows IR ER3heE , AT R BN R EE Mo K7 E Ama FSx
zon for Windows X4 RS8N H RS LHEIRE. FSRM 1R B3I R EEMIRE ThEE , & B EE 4
FHEAR , RENBEEERENENYE , HBRBE W SHN LN 4,

£/ FSRM , A SLURBEFE RN IEAFBET ZSNFMEZE , B3R5 M2 RBRHIE |, Hik
FARERMOXHRBEREFRI LS4 , HERBXRFREAEXVFARSE . XLEHREAH BG4
P AARSR. BREEANNHRE , MEFNEN XA X4RHITFEI T,

FSRM X FEUTERNARZNENE :

o B PRI AP ANERI) BT SALE A B B A ZE 1R) SRAZ i f AR AR

- RRBBEHEE , flNNASBERIMSFIER

o« BRHIIITR T R VPSR E AR 2 A BRLE SR B M BER
« ERBRBERE. XHRERBFEERARTINSAERSE
« REXBENMAFHEERBRA TR E

REINEE
- MAEE-REXARNEERS  SURHAS NN ARF TSN, SUUREERTAUR

IERAPBHRS , A UREEATEREENBHARER. BEATHBEEREFMEAE , BHILA
PEERTHAE T L Alay 7 B

MHRSESRAIREER 139



FSx 5@ F Windows 3R 5585 9 L I i#h Windows P #5

o NHTEIE-RHIR P A U R R B X R EF RS EX K, ST BARE Ll S5 3R R R Z RN
MHERE , GIANET AT, BAARSXAFSA A, X HFTFEL AT AR B R BT IR EE R | R
ZEXE , FEAIEIEWSE X HFERFHERR,

« XHDR-BEXHNATRVEASINEIETHBEREME. 5RAIURBBEEES, R BB
7. NARBRBURBREXHRBEERBRS. SURBEHRE. M), REPIEELNEM
Hfth B E BN XA 1T 20 2%

« FRBRE-ERBRXGREEABRNFARS , SR, EEXH. BEEX D8I,
BRBY SO XHENEFERERL, FERSURBBETHRFENERER | R3] 7 SRS ERAY
N, FRFEE R M A ENRE,

£

- XHRSBHRAFEERAN
- RFEE

- XH4

- XHTHE

- X#HZPE

- FiElRE

- XHEEES
« FSRM igi&

- EHRE

- BENEARED

MRS R IR E R Al

BRI LAEBIZHTH Ama FSx zon for Windows X BRFEEX 4RGN B AXHRFSHERREERS
(FSRM) , th ATAEFHIME XHRE LS A FSRM,

ML G FSRM , FSx ZERATEE SSD Z# EFEHBFE N 128 MB/s SE XK Windows X4 AR
SRXHRG, VEXHRSE , Bu B HE#HEBEEHRN SSD HEREFHRE, BXESE
B |, BZ R EH FSx for Windows X RGN FHEBEMEBEEFLEEN,

EOIEXHREREA FSRM (2#H5 )

1. ITFL S FSx #£4|& , MukA https://console.aws.amazon.com/fsx/
2. EEHERL , ERABXHREUBHINHRECERS,

WAt 6 140


https://console.aws.amazon.com/fsx/
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3. &E#E FSx AT Windows XHRFFNL I , RAFEET—F,
% PROERIE R

RUHMEER

A “XHERFRAREER R, B BA

NFEHBEEBR , BEREATEIZ—

N o o &

« CloudWatch BE-EBREEUW FSRM EH4BEMNBEA, CloudWatch CloudWatch BEBE
AL FRAALL " Jaws/Fsx/ " BIBRTT k.

« Kinesis Data Firehos e-i%1% Kinesis Data Firehose {& i 7%k FSRM B4 8%
8. ERERKRBOHEERCIBIHRE,

OISR E A FSRM (CLI)

EEBIE FSxBA T Windows MRS 2R X REeat /5 A FSRM |, A CL AWS | &8
T create-file-systemESHHBIELUT FSRM ELE : - -windows-configuration

« FsrmServiceEnabled -i&&H true

- EventLogDestination-}{§%E FSRM E4BE BRI S#EREF (ARN), A LL=Z CloudWatch
HEBESA ARN = Kinesis Data Firehose £ #i5% ARN,

aws fsx create-file-system \

--file-system-type WINDOWS \

--storage-capacity 300 \

--storage-type SSD \

--subnet-ids subnet-0123456789abcdef@ \

--windows-configuration

"ThroughputCapacity=128,WindowsFsrmConfiguration={FsrmServiceEnabled=true, EventLogDestination-

east-1:123456789012:1og-group:/aws/fsx/fsrm}"

BRME MRS FSRM BE (#2514 )

1. ¥TFF Amazon FSx 2 #l& , Mtk J9https://console.aws.amazon.com/fsx/o
SE “XHRS , AFEREEHN Windows XHRE.
BRERRITF,

T XHRFSSERREES B , EREE,

HITATENER :

o & 0 BN



https://console.aws.amazon.com/fsx/
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- EEREHEEER , HikBEEM CloudWatch BE4A D Kinesis Data Firehose 15537

« EEHFSRM , FEREH
« EXHFSRM , FkR ‘CER”

/A Important
EUERES , STARNHREHLHTEIBEERBNRNERESH , METAXXHR
SREREENTTAY,

6. EERIF.

U EXHREFMAEETHENETNETNF LISREHHE,
BRIMEXHERS LR FSRM B & (CLI)
EHREIE FSx B Windows XHIRESB/XHRE EBRAMEA FSRM |, i5fEH CL AWS | 45

©o update-file-system
& FSRM
EZH FSRM , HHESHHPEELLT FSRM EE : --windows-configuration

« FsrmServiceEnabled -i&E&XR true

- EventLogDestination-#§%E FSRM B4 BEB RIS #EFEBEF (ARN), AIELZ CloudWatch
F B ELA ARN = Kinesis Data Firehose 1% %t ARN,

aws fsx update-file-system \
--file-system-id fs-0123456789abcdef® \
--windows-configuration
FsrmConfiguration="'{FsrmServiceEnabled=true, EventLogDestination="arn:aws:logs:us-
east-1:123456789012:1og-group:/aws/fsx/fsrm”}'

A FSRM

BZMH FSRM , FHITL TR

aws fsx update-file-system \
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--file-system-id fs-0123456789abcdef® \
--windows-configuration FsrmConfiguration='{FsrmServiceEnabled=false}'

/A Important

EUHEES  STARXHREFELI B HERBNRERESH , MEATHXXHREN
ZRELENTITRM.

FSx iz#E PowerShell

EfREMNFEH FSRM Thie |, B4 TER Amazon CL FSx | £ E# 1T B, PowerShellBx{E
B, {52 /B3 Amazon FSx iz PowerShell £i&,

BLEE T

&R LA RSS2 R R B EE8R (FSRM) Bo#i & B R 26 A 7~ 88 Windows X #HBRSS 88 XA R 45E
LEE FSx W ERZEHE, RFATURHIFREREXHRIVBIEER , AEFHEAEZIINE
BEXHNEENERBEAN , NTHEPDEERFHETE.

BLEEER TFRE
BFERRHEATEENES , BUURENATXHRSE LR

TE PR &N

Bt PR EEFARFEREXH. SAFSHRTFELEFRHN X4 , BIEFEN , HE
AP 2RE —&REIRES.

HERE

AVAFEEZENTANESEMRRS, REFATATREFERERBR , MEFTBIHTHE
HYBR o

B FAR AR

BFERRERAIEEERANEE , ATEXEFIRE , 2READRS, EHKE (FEHEREE ) MRE
B, SIR2EHENRE  EULRENATZINXMHX , A4S RXBENEEMARNIRE, ENEH
BARES |, EE LA R E N A T REZERCZN AR E#H.

EABFAERB LT ILANFAL -
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FSx BT Windows X 4IRS 80T 52 Windows fi & 57
« —HM-BERECHXHREFEENEHEE

« BE-FEFRERENAT SR

« T E-BEBRERREMN SN NERNETRE

B3 B iEE

B NARASRBEEENERE N FXHRCIBEH . £RXHR EGIE auto apply B#l
B , FSRM 2 B3i A B MNE FXXAR AR A PR e 2 AV E# 7 XA REKBH. XFHENT
BEEZNMHF ERHEIXHFRPNAH-BHEHRFONZRIFEEA,

R {EEA

MEEXT FSRM RESERFNERRD. BAUANEBIEFRESNMRE , FEIMRNERENE
FRFNBE DL, SEREARKIIRNET DL , FSRM AT BUHRAITATRE !

E4BRFIER

FMEHIEFRIL S CIoudWatch I 5% Kinesis Data Firehose #7512 M0 4. B IEES
HeEMLRR (R E£REIR ) , HEHEBENHEEN, EHIEEX TIERE S £ A 18R
'——_ﬁﬂﬁ”’“?"'“%duﬁﬁkili%ﬁﬁﬁo

FHEHRE

ERFERERBLRE , EFRHEAEXSAFHZEEANXANXHRNFERRES . FHRSTHEB
BHEBLAFINARFERNEEZARS , ARFREEMEAENRER, AXRESER
BESR FERS.

BEALABINEFEESNHE , AXNSIEFITTIENERE, S, EAUHEFEENERARN
75% WIEREHNEREN 90% WEEEHF

MEAERERT
BRI LB B =EAMNRFSIH FSx I8 PowerShell i SR EIRHLET -

1. BEmH-A2. BE, X BERNEHRBEXHRNES ., HEBFEEZ folder-by-folderiZx —EEEL
met , BEAXLERS.

2. BAERG -8, RENBUAENTEEFANEAE BN AER, FHXEHSREILTN
BIFF 24N SR bR A BL B SR BE

R EE 144
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3. B EHmH-tE, KR, Bk, BERMNEMBI N FXHREXRETANEHNAERR. NREE
BEESNFXMHRPUA—BNEFRS K MEFFIUREIMNER , BEAXLEHT.

fiE E 2 FSx I=F2 PowerShell 85 5I3%

(® Note

AR FTE ROIEMRIZ B B L6 X4 R LB Windows Remote PowerShell i R E X 7 iZ

$FSxWindowsRemotePowerShellEndpointZ &, BRI EXHREWFAFEETNE LM
Amazon FSx & A R EIL L imT = , B AT LAEA AWS CLI describe-file-systemsin
SEREBBARET Ko

[Ty
4 ¥-FSx FSRMQuota

AR OIEFMBE . BEFRHE T AP T EXFRPERNGEE, SLERFEHAEENTEH
8 e 8 0 L B A B A

S8

- Folder (string) - &%, FNAEH X HFREEE,
« Size (string)-NEREMREHNALIED : BEK/ MRS,

« Template (string) - Alit, EFANIEHRITERNEH. BEERN , ReeEARRSE ;
P H A% B 94 B 28R

- Description (string) - A%, ECEIAYHER,

« SoftLimit (boolean) - AJi%&, WMRIZEENR true , NLBIE—NHEEH , AFBAPEIERENT
R BRI,

« Disabled (boolean) - Ai&, MRIRENRN true , NEZARS T RIEEH,

« ThresholdConfigurations (array) - Alit, —RIREEE , ATEEETRAFEAL TE
K RE, SHEEBEFUTEMS :

« ThresholdPercentage (number) : fIRIBENEFIRHENE DL, WMA—2NTF 0 250
pod 1] SR T= 8

« Action (array) : REIRENEXRRN —MRZHRE, BNMNEEBEEUTEN :
« ActionType : ERITHRERRE, AIEENUTE
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1. Event : NEBEH4RBRIIXHRENSHAET. BE B4, EXTEEATEM
- EventType: §E. BEREIR
* MessageBody : EEE#—RIEREE XA,

2. Report : £RFHEABERIRE,

-

1o EFERAERFRRER T LI 5GB WER o

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
New-FSxFSRMQuota -Folder "share\test" -Size 5GB

2, ERAREBRACZERER

$thresholds = [System.Collections.ArraylList]e()
$warning = @{
ThresholdPercentage = 75
Action = @(
e{
ActionType = "Event"
EventType = "Warning"
MessageBody = "Quota usage has reached 75%"

$thresholds.Add($warning)

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ArgumentList ($thresholds) -ScriptBlock {
param($thresholds)
New-FSxFSRMQuota -Folder "share/test" -Size 1GB -Description "Test quota" -
SoftLimit -ThresholdConfigurations $Using:thresholds

}

EaERE
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Get-FSx FSRMQuota

MENXHREFRBZ—NHZSNEH. ZHTELAEXEFAEENHFAER , SHADRS, REHN
SHEEARR.

S

* Folder (string) - A, MK RECHA XHRIEE, MREREEXHREE , Nz oH
RE X HRG L FTERL .

~ -
1o KB RELNFAEIEERT.

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Get-FSxFSRMQuota

#BR-FSx FSRMQuota
MXH RS ENIEEX R P BREE,
S8

» Folder (string) - #4%F. ENPMIBRECEARY X4 REER,
« PassThru (boolean) - i, MRIZE RN true , MR E EMIBRA BT Ko

T~

1. BERECH#,

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Remove-FSxFSRMQuota -Folder "share\test" -PassThru

Set-FSx FSRMQuota
EHNMNBERIMNEE,

S
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« Folder (string) - #4%. B8 EEHWE TR XHRERZE,

« Description (string) - A%, BLEIRYFTIER,

« Size (string) - Ali%, BLERYHET K/DNPRH,

« SoftLimit (boolean) - ik, MBRIRE RN true , NFFEFAER ARG , AFAFEIERKEN
THAEBEIRE,

- Disabled (boolean) - Alit, WMRIRE N true , WEZEREH . MRIRE R false , N5 HE .,

« ThresholdConfigurations (array) - Alit, —RIFHWHRERE. SNHEEREHEFUT
B

» ThresholdPercentage (number) : AiRIBIENEFRHEHNWE DL, WMA—2NF 0 250
Z R {E,

« Action (array) : AERENERDRWN—M=EZIIRE, BMNREBEEUTEM !
« ActionType : ERITHRERE, AJUEENTE :
1. Event : NEHERINHRENEHBF. BE SH 0, EXTIEEUTEY !
« EventType: §E. BEIHIR
* MessageBody : EEE#—REIERMEE XA,
2. Report : £RFEFERABERIRE
« PassThru (boolean) - AJi%, MRIFENRN true , NIREE LG BTN Ko

T~

1o EREFA/NMHER,

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {

Set-FSxFSRMQuota -Folder "share\department" -Size 2GB -Description "Updated
quota for department share"

}

o ZERAE#M

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Set-FSxFSRMQuota -Folder "share\department" -Disabled: $true

}
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¥ #-FSx FSRMQuota

BERENARREESGREANTEHE  EFTERANYFIERABISITER.
S

« Folder (string) - 4%, SEEEHME TN XHKIEER,
« PassThru (boolean) - Ali&, WMRIREN true , NREFFHAEIT N R,

T~ -
1. EFMITERERFTNYIFERBEREITER.

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Update-FSxFSRMQuota -Folder "share\department" -PassThru
}

BLEUR AR a5

£ #7-FSx FSRMQuota &

BB EIER , ZEREL T TEEEANEHREES.
S

- Name (string) - 4%, BLFERNER
« Size (string) - #4%&F. BEEMRGEFIITHI K/DNERSI,
- Description (string) - Ali%. BCEAEARAYHEIR,

« SoftLimit (boolean) - AJi&, WMRIZRE R true , M HEFREF 2R —MENR , ZEHRSIREFEH
BR , BREFIHRITRE,

« ThresholdConfigurations (array) - Alit, —RIRNEEE , ATEEETRAERAEI TE
KEIRE, SHEEREFUTEM :

« ThresholdPercentage (number) : A RIZIENEFRHEHNE DL, WMA—2F 0 250
Z B {E,

« Action (array) : AEFENERNN—MHZIRE, BMRETBEEUTEM. :
« ActionType : ERITHRERE, ALUIEENTAE :
1. Event : WEHRERIXHRENBHAET. BE B4, EXTEEUATEM
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« EventType: §E. BEJEIR
* MessageBody : E5E#4 —#2 12 FMNEE XA,
2. Report : £ FHEEABRIRE.

T~ -

1o 1% 1 GB AYRERHIER

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {

New-FSxFSRMQuotaTemplate -Name "1GB Hard Limit" -Size 1GB -Description "Standard
1GB hard limit template"

}

2, BlE—1 5GB WHKIRHIER , FEEARN 90% FREBESHE

$threshold = @{

ThresholdPercentage = 90
Action = @(
e{
ActionType = "Event"
EventType = "Warning"

MessageBody = "Quota usage has reached 90% of the limit"

$thresholds = [System.Collections.ArraylList]e()
$thresholds.Add($threshold)

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ArgumentList $thresholds -ScriptBlock {
param($thresholds)

New-FSxFSRMQuotaTemplate -Name "5GB Soft Limit" -Size 5GB -Description "5GB soft

limit with 90% warning" -SoftLimit -ThresholdConfigurations $Using:thresholds
}

FREY-FSx FSRMQuota 1k

MEN X REFRR— P RSNEFER
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S8

* Name (string) - Wlit, ERRNBPIERTERNER, MRERBEEEN , Wz S HEEMRE
BLFURE AR

-

1o RERXHRS LN BB SER,

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Get-FSxFSRMQuotaTemplate
}

E%-FSx FSRMQuota &4k
& BB AE AR BY & 1 o
S

« Name (string) - #F. EERNWEITERN B o
« Description (string) - Tli%, HEIRAFTIEIR,
- Size (string) - A%, ARV K/DPRE,

« SoftLimit (boolean) - Ali%, WMRIRE N true , M FERERACIZEET  XLEEFLIREGE
BER , BRI ITRE,

« ThresholdConfigurations (array) - Alit, —RIREEE , ATEEETRAEALI TE
RENRE,. SHEEHREFUATEM. :

» ThresholdPercentage (number) : AIRIBIENEFRHEHNE DL, WMA—2F 0 250
Z B E,

« Action (array) : AEFENERNN—MHZIIRE, BMREFBEEUTEM. :
« ActionType : ERITHRERE, AJUEENTE :
1. Event : FEHRERIXHRENBHALT. BE B4, EXTAEEUATEM
- EventType: §E. BHHHEIR
« MessageBody : EEEH#—EIZRHEE XA,
2. Report : £RFHEABERIRE,
« UpdateDerived (boolean) - A&, MRIRE N true , NWEHBIELARROIZ AT E B,

REEE =
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« UpdateDerivedMatching (boolean) - Ali%, MRZREN true , WX EFHBFELERAIZEEH
B LUK RAS Y EL &R

« PassThru (boolean) - ik, WMRIRE R true , NREEHEHERIT R,

Bl

1o B WEFURARE KPR

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {

Set-FSxFSRMQuotaTemplate -Name "5GB Soft Limit" -Size 10GB -Description "Updated to
10GB soft limit"

}

2, ENEHERA ERMBIRZERCZN I BE

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Set-FSxFSRMQuotaTemplate -Name "1GB Hard Limit" -Size 2GB -UpdateDerived

E&-FSx FSRMQuota
BEERFUALEEEERMZE,

Parameters

- Folder (string) - #4%. BEEEEMNE I XA FKEE,
- Template (string) - #F. ERNANEITERK B .
5l

R EEEHACE B R AR E LRIRE

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Reset-FSxFSRMQuota -Folder "share\department" -Template "1GB Hard Limit"
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SRl ey

¥1i8-FSx FSRMAuto E&l

ZNew-FSxFSRMAutoQuotaf S 1EHEE 4K £ 8172 auto apply B, auto apply BEFI&BIEIEE
HENR B 2h A EANINE F 3R M E R B Xk Al B A3 F XX R E R B E .

Parameters

« Folder (string) - #4%F., FHEHFBIE auto apply ELEAHY 4 KR,

- Template (string) - Ali&., AT B3N AEHAINE B FERN Ao

« Disabled (boolean) - Alit, MRIZEN true , WEZARS T RIZB KB H,
5l

1o Bl auto apply B#l , B3 RHEEERMA TATAE F3X4K,

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
New-FSxFSRMAutoQuota -Folder "share\department" -Template "250 MB Extended Limit"

FREV-FSx FSRMAuto Bt &
ZGet-FSxFSRMAutoQuotati TN BN X HREFKE—/NHZ A auto apply ELE,

Parameters

« Folder (string) - Wik, ENFR R auto M AN X HRER, BolERERRE
... RE8EmEFXHX,

MRERIBENXHREE , WZHTREEXHRE LHNFTE auto apply EL&#l,
~l

1o RENXHRSG LEHFRE auto apply EL&#i,

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
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Get-FSxFSRMAutoQuota

BBR-FSx FSRMAuto Bt &

ZRemove-FSxFSRMAutoQuotafi T MIBEEX MR HIBR Ba RIEMELE. & MIBR auto apply ELER
i, Za SRS BRM BB SRR E M F XK AT E B

Parameters

« Folder (string) - &4%FE. EMFMIER auto B EERY 4R EER
¢ PassThru (boolean) - i, MRIZE RN true , MR E EMIERE B 31 N A EEX R,

Bl

To MBEFENXHRFBER auto N AEH,

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Remove-FSxFSRMAutoQuota -Folder "share\department" -PassThru

X E-FSx FSRMAuto Bt i
#ZSet-FSxFSRMAutoQuotaf S 18K auto apply LB EL B iR &,

Parameters

« Folder (string) - #4%F. BEEHB UM auto N AE K XHREE,
« Template (string) - Alit., ERANETAERE LK.

« Disabled (boolean) - Ali%, WMBIRE N true , MEZHEINAEF, MRIRERN false , N/F
B3N,

« UpdateDerived (boolean) - Alik, MRIZRE N true , WEHMNZ B3 NABRFFIRENFIEN
BE,

« UpdateDerivedMatching (boolean) — Ali%, WMRIZE RN true , M{NEH B I LK KRG KA
REB

e PassThru (boolean) - Alit, WMRIZEN true , NIREEHEH B3I MAEREN K,
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Bl

1o B auto Bz EC# L A B B HUAR AR

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Set-FSxFSRMAutoQuota -Folder "share\department" -Template "100 MB Limit"

2, ZH auto apply BEEi H EFH MNP IRENFTEEF

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Set-FSxFSRMAutoQuota -Folder "share\department" -Disabled: $true -UpdateDerived

E#-FSx FSRMAuto Bt Zit

#ZUpdate-FSxFSRMAutoQuotafr FBE A X 4R KEEXFREANZRE , AMEFHITE auto
apply BLERHYE M AR M H R4 BV EL

Parameters

« Folder (string) - #4%. BESEFEHMN Bz NAERTA SR EER,
« PassThru (boolean) - Alit, WRIZREN true , MREEFHH BN ARTN R,

=~

1, EFITEEABRAITERHIREEH/SZH auto apply quota I %Ko

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Update-FSxFSRMAutoQuota -Folder "share\department" -PassThru

MR

NHAELTEREXHRERSLAERANXHREXNEBRES WU NEERF#RSMIERER
XERENX, XMHASE BN (ERENXH ) MERERX ( EMNCEFHERRA XS ) | BALE
BXHABMKEIAEN , IFER8RBEELMIER,
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WA 6 A S 44

LT FSRM ThEe R EXHA

« XHRB-UAEE — PRSI ARE L EF RS HFRE,
« XHREBOHIN-BHBTIEE PRSI XHE , AEXRERXNHRP R T XHF& , BNHRTEH

B T,

¢ XA RERAR- S — NS A XA SRR AR TR R M T X2,

HF LT FSRM ThaE | A4 R aTH

. RIS AT BE T AARRIRE | MR E AR RN R ERER. fim , ETLER
REFEFRIAL IR .

XHEERX

NHAERBEMFEARCEEXHE. BUNEESSER ( ZEEEHXH ) MPRER ( EMCER
FREEBREY LM ) o

FSRM XA T EE R :
- ER ()-EREFNIESDFH
« A5 (?)-RFTEE—NFR

Flan | ZEX* . doc* LB, FZEMXH report.doc report.docxdocument.doc , M ~$*HE
BriE N T BFEH Microsoft Office B AT 7 622 89 If i 3044

IR
EXHRELFRA FSRM B, 2 BFI 0BT XH4A -
B AT AF

PCELE A AR &R * .mp3 , B8 *.wav, *.avi, *.mp4. *.mpeg, F *.wmv
Backup X #

PCEZ 3 X #& N * . bak , BFE*.backup., M *.o0ld
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FE48 34

B EMER RN *.zip , BFEF *.rar, *.7z, *.gz. M *.tar
B B F R RO XX

PLE B T HR A FIBRAEME N> .em]l , EFF *.msg, M *.pst
AT

DL af 1T SO FNBI AR S &K * .exe , B¥F *.d1l*.com. *.bat. . *.cmd. # *.vbs
BG4

CERELHRGXHEER*.jpg , B *.jpeg. *.png. *.gif. *.bmp, M *.tif
X

PLEE#M %R Office UMK *.doc *.docx , BFF*.x1ls. *.x1lsx. *.ppt. . M *.pptx
REXH

PLE Windows REXHER*.sys , 8 *.dll. *.ocx, #M *.drv
IS B 324

PCER IS B ST A& > . tmp , B3E* . temp, M ~*
XA

CEETF XA XHER* . txt , FF. *.log*.csv, # *.xml
P T S

PLH Web ABAXHHER*.html , B *.htm*.asp, . *.aspx. *.php, # *.js

PRAT LA 3T BNE SO R R A RS A X L BRIA ST | B AT B TS UL B R BB EER,
XHAEEGS

FSRM 124t F Al MEE T HAN PowerShell 4, FAXESSKRENSREMN I HESEER
FIDCER B B B ST

® Note

AP ATE ROIBRBRIRE L ER XA RSEH Windows Remote PowerShell i RUE X T 1%
$FSxWindowsRemotePowerShellEndpointZE &, A LAE AWS FSx B HI AN NXHRE
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WFAEETE KBRS , AT LAEMA AWS CLI describe-file-systems iR E
LEim R

4 ¥-FSx FSRMFile #4R
BEATENNHBEXNZBEANXHE, SEEXTATHRE., XHRERENEERS.
S .

« Name (string) - #F, XHAMNBE.

« Description (string) - A%, MXHAREIR,

IncludePattern (array) - A%, EEETENNHNERNFRABHA,
ExcludePattern (array) - Ai%k., EEEHRNXHNER FRFRHA,

-

1. AXAN IR A,

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
New-FSxFSRMFileGroup -Name "My Text Files" -IncludePattern "*.txt"
}

2. ERESMIERENJRAD R A,

$includePatterns = @("*.cpp", "*.h", "*.cs", "*.py")
$excludePatterns = @("*.tmp", "*.bak")

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ArgumentlList @($includePatterns, $excludePatterns) -ScriptBlock {
param($includePatterns, $excludePatterns)
New-FSxFSRMFileGroup -Name "Source Code" -Description "Programming source files"
-IncludePattern $includePatterns -ExcludePattern $excludePatterns

}

Get-G FSx FSRMFile roup

MENXHREFRBR DRSS N NHH, XAHAEL T XAFHEMBE P ERNXHERES,
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S8

« Name (array) - Alit,. ERZNNHHEBHKA, NRREERH , NiZHSNHEEXHRSE L
HIFR A STH4E.,
-

1. RRNHRGE EWPTE XA,

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Get-FSxFSRMFileGroup

B ER-FSx FSRMFile 4
MER X RERBR—AIZSNXHE, BRE , MHEAFEEEXEREINGCREREFER,
S

- Name (array) - #4%F. EMEREOXHAHEBTEA.
« PassThru (boolean) - Ali%, WMRIRE N true , NRE &Ml RE STHHLEIT R,

Bl
1. BEREANXH4A,

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Remove-FSxFSRMFileGroup -Name "My Text Files" -PassThru

E%-FSx FSRMFile &4
BRMEXHANEM.
S

« Name (array) - &4%F. EEHREXHFHBMIREA,

XA 159



FSx BT Windows X 4RSS 8890 Db Windows FiF$57
« Description (string) - ik, XHAMFIEIR,

« IncludePattern (array) - Ali&, — MW EXNFHFEHE , ATEEEIT SN,

* ExcludePattern (array) - fit. —MINREXFRHEHRA , B TEEEEERI X

* PassThru (boolean) - Ali&, #MRIRERN true , MIREMERFHIXHAX R

-
1. B X HENHERFER,

$includePatterns = @("*.docx", "*.pdf", "*.rtf")
$excludePatterns = @("~$*", "*.tmp")

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ArgumentlList @($includePatterns, $excludePatterns) -ScriptBlock {
param($includePatterns, $excludePatterns)
Set-FSxFSRMFileGroup -Name "Documents" -Description "Updated document types" -
IncludePattern $includePatterns -ExcludePattern $excludePatterns -PassThru

}

B L b

SRR P AT BORF R L SR B B SO R I B S R GE R SUAF SR R o ST 0 228 W 5 B SR8 & 01T 7
KB, BALEREBNAXARE | HRENEA[ERBEN K.

(® Note

NHREEANHEARELERBRENBLEXHRE, AREUBVNEEXHANESER
FSXHE.

FSRM X R BEHNXHRE :
1. BN RE-RIEAFRESEENXHATEN Y | HERFZRREWME LA SO £ RE
H, HEBEBEWHEXHRP AGFBHL CHRBCESEBER | SERAEIXHRE,

2. BB NHFF-EAFRESEEXHACEN X ARETERMNEE , EFELEREFRE, NRE
BEFHEAS TERENBER TREXHERAER  FEARIXHRS.
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N RFER

NHRBERERTTESECRANEE K ATEXXHRERE K SHREFRSEZBLEXFAUR
BEERBLEBEH, tIEXHREERE , ICFENA TSR, TSR MENREEHERRIR
B, ENMNHRBERE , TUARRERNATREZERIZHAAEXHRS,

ERAXHRFERBUTILNEFLRS

o —EHM-BERME G XX EFER A4 IFEEE

« BB/ TFRIRERIENA T S0 XM%K

o WY E-BE S RAERRER S A XK P AR IR IRE

NHERBERE

NHRFHINCBEREAERTXHREEME FXHEROXHHFEALN, tIZXHREREN , &9
BEEATBLEXHA , REXXARPEFEEARBX4HRS. SEFEANEREFXHRPER
BENXHRE  ARNEXHRERGHNES RS LRFETZHRHEN , XERBEHNEERR,

i, B LFRENMNAEZRNTRTXN , EANEERAFTEEE PR R EXHEE 7 XXX
B—1lsk,

ATk E A

HAPSRRFHES XGRERKRN R , FSRM ATAERBA |, REEE A oA - REAE
Bo. B NEENTRENBA

« BEHICER-NEHIZFKEIT D% CloudWatch S &% Kinesis Data Firehose LA 1T Z M o047, &
ALEEEHNTEMES (FE, BEREIR) , HEEEBEUHEEN., EBHIERMNTREX 4
RESHITAURSHELEREERIEEER,

. FRIRG-EREEERABEIRE , BHEXXHFIEEINEAER, FERS THBEIRDI 4
REZHPPES | AR UHFEREBEBEENRE, BEXEZER , B2 8RS,

XHHiEEERS

BRI LB BRI =N R FIH FSx iImF2 PowerShell i SRk EB N HRE

1. XERBHT-EREXMHRLEGE, KR, BX WBRNEEEINXHRR. HEFE folder-by-
folderZ —EEXHFREN , BEAXLEHRT.

XA =



FSx &M F Windows 34 R <5 85 49 1L 5 2 Windows f Fi§r
2. XMrREERGT-0E, K, BHAINKREXTEECAN XS RFEEREN X GREER. 4
IX LAy SR 2R 3 AT AR A T 24N SO SR B AR A SO TR IR SR B

3. XM REREMT-OE., BRE, BUANMRLBERXXMRPXHHEERANNIHEFERE. MR
BREEANRLEFXHRINREXHRE , BNREE ZHRS , EEAXLEHRT,

XA T5 % FSxizF2 PowerShell 35 %I

@ Note

AP ROIBRIRE LA XKL Windows Remote PowerShell i RUE X 7 1%

$FSxWindowsRemotePowerShellEndpointZE &, BRI ENHRENFEAEETNE LN
Amazon FSx ###| & PR B LIRT R , AT LAEA AWS CLI describe-file-systemsdn
SERBBLRHET Ko

XHRFSHT

£ #7-FSx FSRMFile #&

BIBXMHRF IR REEREN XA RFRISFR,
S

« Folder (string) - &4F. FRAXGRENXHFRERE,
- Description (string) - Ali%&. XHRENEIR,
« IncludeGroup (array) - Ali%t, XHABHIAE , B TI5EEME 1L M0 BRLEE ST 4,

« Active (boolean) - Ali%, WMBRIREN true , MELBE—NERXHENEZIXHRE, MRIRE
A false , ME&BIE—MUERAXHENWI X HERE, BRINRE N true,

« Template (string) - Alit, EFANIEXNEREERV B

« NotificationConfigurations (array) - Alit, —RIEE , A TEAFZHREHHELSY
X AHBH, SHREREFUTEMN :

« ActionType (string) : ENITHIRERRE, ALUEEUTE
1. Event : NEHERINHRENEHBFE. BE SH 0, EXTIEEUTEY :
- EventType (string): 58. BEZEIR
- MessageBody (string) : E5E#4—RBIZRIWEEXA,
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2. Report : £HFMEFERBRIRE. BT “HRE" 8, ESIIEE -

- ReportType (string) : IREHXH, BULUHEEUT
{8 : DuplicateFiles. FilesByFileGroup. FilesByOwner. FilesByProperty. LargeF
HQuotaUsage,

T~ -

1. QR — N RBE XN ENEN RS

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {

New-FSxFSRMFileScreen -Folder "share\department" -IncludeGroup "Audio and Video
Files"

}

2. QlB-NMXHRE  RTRERASXHS , AEAFZHREFASXHNERSEN B EERE,

$notifications = [System.Collections.ArraylList]e()
$eventNotification = @{

ActionType = "Event"

EventType = "Warning"

MessageBody = "File screen violation detected"

}
$null = $notifications.Add($eventNotification)

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ArgumentList $notifications -ScriptBlock {

param($notifications)

New-FSxFSRMFileScreen -Folder "share\projects" -IncludeGroup "Audio and Video
Files" -NotificationConfigurations $Using:notifications

}

FREN-FSx FSRMFile &
MNEW X HREHFRE—NPIZSNINGRE,
S

* Folder (string) - Ak, MR RMHNXHERIEE, MREREEXHREE , Nz oH
BREXXHRE LA XHRE,
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Bl

1. REXHKRE LB XHRE

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Get-FSxFSRMFileScreen

% B-FSx FSRMFile &
EUNEXHRENE M.
S8

- Folder (string) - 4%, BEEE RN XHREN XHFKEE,
- Description (string) - Ali%&., XHREBNIHEIR,
« IncludeGroup (array) - Ali&, — NN XHHBMEE , AT ENLEM RS HL X4,

« Active (boolean) - mik, WRIREN true , X HERFHERBEREHER (BRHK ). MRIZE
7 false , M XHRBRENFEHEN (NREE) . BRINRER true,

« NotificationConfigurations (array) - Alit, —RIIFHWBEBHAEE,
« PassThru (boolean) - A%, MRIZRE R true , MIREEHEHHREN K.

-

1. B FRIER N 4FA,

$includeGroups = @("Audio and Video Files")
Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ArgumentlList $includeGroups -ScriptBlock {
param($includeGroups)
Set-FSxFSRMFileScreen -Folder "share\projects" -Description "Updated screen" -
IncludeGroup $includeGroups

}

2. FXHRFRENEHEXFHFMBEH,

$notifications = [System.Collections.ArraylList]e()
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$eventNotification = @{
ActionType = "Event"
EventType = "Warning"
MessageBody = "File screen violation detected"

}
$null = $notifications.Add($eventNotification)

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ArgumentList $notifications -ScriptBlock {
param($notifications)
Set-FSxFSRMFileScreen -Folder "share\projects" -Active: $true -
NotificationConfigurations $Using:notifications -PassThru

}

B KR-FSx FSRMFile F&
MEEXHRFBRXERE,
S

« Folder (string) - &%, EMHPMIERX 4 REM XHFREEE,
e PassThru (boolean) - Alit, WRIZE RN true , MR E EMERA XHREN R,

-

1. NSEXHRPBBRXHFRS.

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Remove-FSxFSRMFileScreen -Folder "share\projects" -PassThru

EE-FSx FSRMFile &
EBEVNHERREULAEEEERNIZE,
S

Folder (string) - 4%, B2EEENXHRENHRER,
« Template (string) - #F. ENANIEXEREERN B
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Bl

1. EEXHERR  EEEXHRFERSE LA REMETHE,

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Reset-FSxFSRMFileScreen -Folder "share\department" -Template "Block Audio Files"

NHREERB S
Get-FSx FSRMFile ScreenTemplate
ZGet-FSxFSRMFileScreenTemplate@m T RMNEBH XU REPRE—NRZENMNXHREER.

Parameters

« Name (array) - AJi%, ERZNXHREERNENHEE, MREREEER , WizaSHER
XHRG LB X R EER.

5l

1. REFIE XU FFER.

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Get-FSxFSRMFileScreenTemplate

£ ¥-FSx FSRMFile ScreenTemplate

ZNew-FSxFSRMFileScreenTemplate@m T RIE— N4 REER , ZBERAXGRBEEL TAHE
SHEANEE, ZERISEEME WL XHA |, URIER P ZIRREMPE LAY ST A BB E A,

Parameters

- Name (string) - 4%, XHEREERNBE.
« Description (string) - Wlit., M4 REERNER,
« IncludeGroup (array) - Alit, XHABHIKA , A TIEEERE L 0 BRLE T4,
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« Active (boolean) - Ali%, WMRIREN true , MBIEATREBRIHENEIXHEREERR, MRIR
B R false , MBI SN X4 ENR, BRINRE R true,

« NotificationConfigurations (array) - Alit, —RIEE , A TEAFZHREHHELSN
X AHBH, SHREEBEEFUTEMN :

« ActionType (string) : BERITHIRERTE, TLUEEUTE :
1. Event : NEHRERIIXHRENSHAT. BE SH i, EXFEEUATEY
- EventType (string): §8. BEHHEIR
- MessageBody (string) : E5E4—RIZRIWEEXA,
2. Report : £NFMEFERBRIRE. EE “HRE" 8t , BSTIEE :

« ReportType (string) : IREMEH, BULUEEUT
{8 : DuplicateFiles, FilesByFileGroup, FilesByOwner, FilesByProperty, LargeF
= QuotaUsage

il

1. ST B BN X HRFER.

$notifications = [System.Collections.ArraylList]@()
$eventNotif = @{

ActionType = "Event"

EventType = "Warning"

MessageBody = "Blocked file detected"

}
$null = $notifications.Add($eventNotif)

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ArgumentList $notifications -ScriptBlock {
param($notifications)
New-FSxFSRMFileScreenTemplate -Name "Block Executables" -Description
"Blocks executable files" -IncludeGroup "Executable Files" -Active: $true -
NotificationConfigurations $Using:notifications

}

¥ BR-FSx FSRMFile ScreenTemplate

ZRemove-FSxFSRMFileScreenTemplatem T HMNEN XU REFBR—INBE NS FFE
o BERERE , RIBZERCEN X REFRETE,
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Parameters

« Name (array) - &4F. ERBRHXHEREEROBREEA,
« PassThru (boolean) - Ali%, WMRIZE R true , NR [E E M BRE XM RBEERY Ko

Bl
1. BEREN X R FER.

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Remove-FSxFSRMFileScreenTemplate -Name "Block Executables" -PassThru

}

Set-FSx FSRMFile ScreenTemplate

%Set-FSxFSRMFileScreenTemplate@® TN B X HRFFERNEM. ( Wik ) EFNERBR
RHERGI BN RE.

Parameters

« Name (array)-&4F. EBINXEFRFEROBREEA,

« Description (string) - A%, HERAFTIEIR,

« IncludeGroup (array) - Ali&, — NN XHGHBMEE , AT ENLEM RS HHL X4,

« Active (boolean) - i, MBIREN true , NIFERRE NENER (HLE ), MRIZRER
false , MPFFERIRE N WANER (K2R ) . BIAMRE R true.

« NotificationConfigurations (array) - Alit., —RIIFHWBEBANEE,

« UpdateDerived (boolean) - Ali%., MRIZEN true , WEFHRBFEUHERCIBOAMBINE H R
5, TN xEXHREEHT T AMEHR,

« UpdateDerivedMatching (boolean) — Ali%, WMRIZREN true , WX EH B iZEROIZE LK K
BUI R X HRE.

« PassThru (boolean) - Alit, WRIZE N true , MR EEHEH X REERIT R,

R~

1. 6 RIS AY SR SR UM R A8 ARG

$includeGroups = @("Audio and Video Files")
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Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ArgumentList $includeGroups -ScriptBlock {

param($includeGroups)

Set-FSxFSRMFileScreenTemplate -Name "Block Executables" -IncludeGroup
$includeGroups

}
2. X RBEREFTNEDEXABHABERENXHREF.

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Set-FSxFSRMFileScreenTemplate -Name "Block Executables" -Active: $true -
UpdateDerived
}

XEREREWS
£ ¥1-FSx FSRMFile ScreenException

ZNew-FSxFSRMFileScreenExceptionm T RBIBE— MU RERE , ZHINCBERAEATX
HREEFEFXHROMEXHEAN, XAFEREXHRF BB ENSIHRR | BIFECIIH
KX HRFPNXHRERBR B I A0L,

Parameters

« Folder (string)-#4%F. FRAX4REFENXHRER, FIAERERTHX4XRER
BFXHXR,
« Description (string) - Ali%&, XHREFRENHER,

« IncludeGroup (array) - A&, —4HANHEEN , ATEEATHEXH , REFETMARER
NHRE  BUXEREANRXERBPRA,

~l
1. TR TE AR M A4 61 32 S4B B S

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {

New-FSxFSRMFileScreenException -Folder "share\department" -IncludeGroup "Text
Files"

}
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2. BEES N NHEANXHRERE.

$includeGroups = @("Audio and Video Files", "Documents")
Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ArgumentList $includeGroups -ScriptBlock {
param($includeGroups)
New-FSxFSRMFileScreenException -Folder "share\projects" -Description "Allow media
files in project folder" -IncludeGroup $includeGroups

}

Get-FSx FSRMFile ScreenException
%Get-FSxFSRMFileScreenExceptioni T AMNEN X HREPIRE— NI ZSIMNNGERERE,

Parameters

* Folder (string) - it NFRRNUHFFRENXHREE, WREREEXHFREE , I
ZHTHRENHRELNAMEXHRERE.

=~

1. RRXHRELNABEXHRERT,

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Get-FSxFSRMFileScreenException

2. RRBEXHRNXHRFRE,

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Get-FSxFSRMFileScreenException -Folder "share\department"

# Kr-FSx FSRMFile ScreenException

ZRemove-FSxFSRMFileScreenExceptionti T MNEEXH XTI X HRERE. MBRE , &ZX
HREHFIXHRGZ U HEHINBEN R R PAE X4 HEERN IR,
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Parameters

« Folder (string) - 4%, ENFHIBRNHRERTE N XHRER,
« PassThru (boolean) - A&, MRIZE RN true , NREEMBRHXHREREN R,

=~

1. NEEXHRFBRXHRFRE,

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Remove-FSxFSRMFileScreenException -Folder "share\projects" -PassThru

Set-FSx FSRMFile ScreenException
ZSet-FSxFSRMFileScreenException® S RAXHREFENE M4,

Parameters

« Folder (string)-#%. @EEBUNXHEREFENXGREBE,

« Description (string) - Ali%, XHRERENHHEIR,

« IncludeGroup (array) - Ali&, — NN NXGHEHBMEHE K ATELATBEN 4 , REFE
FARBXHRE  EUXEREAMNRXXHRFRA,

* PassThru (boolean) - A%, MRRE N true , WREEHEFHNXHRERENR,

=l

1. S X RBREEN RPN XA

$includeGroups = @("Audio and Video Files")
Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ArgumentList $includeGroups -ScriptBlock {
param($includeGroups)
Set-FSxFSRMFileScreenException -Folder "share\projects" -IncludeGroup
$includeGroups -PassThru

}
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VAN S
X m3E

MHDRBEXHNARR, CEIEEEEAI NG IEABERE. 2XTURFISSHBRES.
BTRELSKISFERZHAN Y  NMAEHEEEH, BHMTHEEERRAFEEALE
Ko

X R THERE
XS RER =N SRR

1. EXNEM-AETRKEMENKREEEDELEXHFN THIERE | i Data
Sensitivity"="ContainsPII",

2. RIEMN-BEDEAN , RESEEWIRAE (FIOXHEABRTERNRGRNVE ) B I XH
SEEMEE. flU, BERIHELRESEZEMBEIH S (XXX-XX-XXXX) AT LA B 333
HFContainsPII=Yes,

3. BITHE-WITHESBUAPAEXHHNAMAN, BOUREFHZETHE , BARITRETS
X, B ERRELETSR,

H\

PRTERE , BAUERATENEERERFHRREXAEERES. NARBRERKERENHF,
DREHEENX

DPREMENEEAUSEANEN ABELRE, BIMNEEENXHBE—MEHR, —1
BHRBEAN—PAVFENSIR (TTE ). fl, BEUGE— N2 RNEM , "Data
Sensitivity"HOrderedListKEFMAIBEMWEN : PublicInternal, Confidential,
MRestricted,

XEUATEMRE

* OrderedList-—MNEFFI&R , HFEEFHENFS (W, K, . ). SENBRFENRES
BRRRREER , BEAIEE,

* MultiChoice-AWMIIRAPIERZ/ME (a0 , XHFTRERNARE “WH” M 2" £K5 ) .

 SingleChoice- X AFMFITRHIEEFE—ME,

« String-&BTEETH £ X AE,

e MultiString-ZNXARE |, RETE LIED,

« Integer-—MNEE,

* YesNo-R{E ( EHR ) .
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« DateTime-B HifIatE{E,

BUHEXLAESNTRANPEEFER. IBZEMENE , AUERAZEEN ZELE D EEN T RAN
P 5| FEE Lo

2 RANY
DRANEL T B AXH D EBEHENEZE, FRAMNETAE

- BEREB RS

« NEZBEHEDEMAALE

« EWREN AN ( BPLES 4K )

o« WMIRBI N EWE EEN X, EAIER R DR

ABRDRB[LAFNHABPNBEEXREALENRER, EALNFREXHFESHRBERIAZ
X, AR DRBRBT=MEEXHFABTNTGE

« ContentString-BREFXHZKNENXEAFRE, MREBBERBENEALEE , MAERK
N BERLET, BRI FEE NE. NE A N,

« ContentStringCaseSensitive-BRX D K NENNARFRF, HAPNENENERREERN ,
BEEALEDT, Hltn , 3R “SSN” FFITE “SSN” , EFREHE “ssn” = “Ssn”s X3 F EH FRFEEH,
FRABREMXNEEENRRFREA.

« ContentRegularExpression-EAENRERNELRZER, SFECHEEXREXR ALK , iF
FERALEDT, Ha0 , EaLAER ENREX KN

« /XN 123-45-6789 It £ L £ 5 - \b\d{3}-\d{2}-\d{4}\b
« WHEARZERIWITSHEAFS © \b\d{4}[\s-1?\d{4}[\s-1?\d{4}[\s-1?\d{4}\b
o EBFERMFHbul, BFESEHREMERCEE

EANEE AN PRES N PRHENM | DR NRSETREEALE , WX TS,
SR %R
SRS K BRE AT B R, (AU AL B S E SO SRR R4 10 0 B S it

T3, Hlm
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o N EEXE XHEXPHMAENHRERBHEM
- EAMBRRRRIZSED B XKD HFTE X H

A | BRI BAfEFIReevaluateProperty S B RIEHEE R ZB HEN X LEToRN R EH
Ao BHLUEFRUTEE :

* Never-{XIP & BB HEN X H#HITHE

« Overwrite-XHE XN HRINEE

- Aggregate-FHESNEEEH (EATZEREM)

EEREM

EEBEMRNATXHXMARXHNSEEM, B UFEAEERMRALANDEXHRERREN
PR, SBEDERAN B D ENXGBEETRE , BLER ##-FSx FSRMMgmt ##%5 %
W EEEREM,

EXNXHR#TDE , EEMAFolderUsage MSEM. ATLUIEEUTE :

* User Files

* Group Share

* Application Files

* Backup and Archival

BEHE
B LLER =fARNE TPk
1. F319E-FF15-FSx FSRMClassification T M BENEIT o, XA ER F = FrH 0 =k 17 — X4

DREFIERR

2. it XI5 3E-Set-FSx FSRMClassification A FE & B3l 2 KAt EIKR. BANGIXLHNBADE
REREREET. TR ERTAZHREEEH, ﬂ?ﬁiﬂﬂﬁ’\]ﬁ:‘?&iﬁﬁ’]if“%iﬁo
3. L&D %E-EContinuousZ#Set-FSx FSRMClassification— i {E A A B AELZZTHE S 9%,

DERLEFT A NBERAXH RN EREREFTABHFNEHRITHE, XFGERE up-to-date
B% , BELEREZHNRERR,

JE
VAN

5l
oK
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Freas 288t , ATBUETE a RunDuration RRHIIZIRAVEITHNE, MRSRREEENBEARTX , M
DERFET RIS THRAREBRFHEHHHELFARE,

DRTME , B LE Windows XHFRREERPAREG XN , &F B, ARGk 2K £
+ , REFIBA XM DREYN. WERFERXHNAES KBEEREE,

DRREEE

B ERAT TR MES SRR

* Get-FSx FSRMClassification-&E& 72 M HHRZA ( RunningQueued. NotRunning,
= Unknown )

« {2 3-FSx FSRMClassification-{% Lk IF 1£3% 1T SR HERA B9 20 2K 4l
« EZ-FSx FSRMClassification-& I A 1T , B 22 3 55 5 2 i 2 Hf

ERXERSNIXEEHMESHRARK, fln, BAUEFIEXTREEERGRTREXGELEN
FREHRS,
DRmEREK

FEEXLEREXE , UBRSBMERE 45K,
1. HBEEREM
ETARNZRERFREREW , AN FSRM LFURBMBENXHFRAR.

- BAEEDEBEE LN HEAN-EFIEXANMATFENXGREZH , FEEFRKRMNTHFER
EXNE#FTNER , URIEEMNREEMBIE , AEiT2RFESKTE,

- REINBAHETSE-ETHARNSERARZEREN , ANECFEEREBXMHAR. F£ANamespaceZ
BOEANREEREN SR , MARABEEN XSRS,

« RATBEFEAXHRDE-XHRDELBLARDLBERES , BN ETFEERXHAE., HTUIE
B BN X H#TH N, BEANGRIEKBEMTERNED KSR,

« EIFFENBLZHEIR-ERETIRIDANBRETITRSE , UBERRE DX AP R &
M, BREREZMEORHEMEFTSHEEITEE,

« iRE5E LM RunDuration PR&I-FEARunDurationS By Ik B EE TR K H MRS ERE,
MRDERENBRATH , WFET—RITRETEHERKE.

o U535 KMBE- Get-FSxFSRMClassification ATRESERAEHBESEMENREEERE
S, KHETHSETERAZSERCIANRREEZTEES TR,
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2. AN it

- FRABENENRER-FHContentRegularExpression , BHHR A e E/AME R LUB R 81R
CE, EEFHREFRPBENRERNZE , BNEBHTLEMR,

- BRHESSMERN-EENECHNESREIMAMN , FTOFEeNEA4E6KEES
MNContentStringsiContentRegularExpressionBHNENHN, XH4 T FSRM EEHTHES
N XHHR B

o PEBRTHEM L HFK-Set-FSxFSRMClassification A M ExcludeNamespaceSEHER I
RERMEMTEESRNVE.

3. Pl EE
« ARNEHEHRE-EQEAN 2RI EN T REE, ERRE. SAMN4HERRKTEML
B 1o

« XHEBMEN-EA HER FRERSNMNEMENE LURMIAER, XAUBBEMEER T H#ER
By 70 R,

4. R4

- EMEFSRER-EREFHERE , ARIEDRRBETMMET , ARXAEBNEHERESIER,
- REFTEEHAN-FEEAABEEEERNT( , EMDRANURRFTHBRIERHEER,
- FEREANEE-HRTIBRENEEELNMAN , SUREFS REEN TEEM,

PEREBGD

Ea LA R AN R FIRY FSx iI=#E PowerShell i SR EIE 422K

1. BEENGT-CIENEERSEXBHEN , BT ETUSEA XN T B3R,
2. PEMNGTH-RRNEEBERRENHNBRNVNESTEEEEN B2 LN,

3. BEEEMGTS-RENMRRNMHFR (MARXMH ) WoEKEM.,

4. PERIEGT-BE. FiE, UENEESRIRE,

mE S

&
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X493 FSxi=F2 PowerShell 5 5%

(® Note

AP E ROIBRIZEELERXH RSN Windows Remote PowerShell i RUE X T 1%

$FSxWindowsRemotePowerShellEndpointZE &, BRI EXHREWFAFEETNE LM
Amazon FSx & A AKX B L imTT = , B AT LAEA AWS CLI describe-file-systemsin
DHRBB AT Ko

BMENGT

#1-FSx FSRMClassification PropertyDefinition

New-FSxFSRMClassificationPropertyDefinition : RIBZ OB FXNXHHITOEN P EBHE
No BHENESNLT A LUEE 5 2EH N 5 Bl 4a S4B .

S

- Name (string) - %F. BEEXHNAEF.

- DisplayName (string) - i, BHEXHEREF.

« Description (string) - Ali%. XEME LAHEIR,

- Type (string) - #4F. FEBHMER, ATLUEEUTE !

- OrderedList: AIEEEMNEFIIX

« MultiChoice: MATREMY{E P 1T S IIE R
« SingleChoice: MAJRERME 1T &

e String: ENXAKRFHH

« MultiString: ZNXAEFEFH

« Integer: Hf&

* YesNo: f/R{E

- DateTime: HEAREI[EE

PossibleValueConfigurations (array) - A%, OrderedList MultiChoice, %
SingleChoice BMEENWHREHEH. SMEEHEFTUTEMN :

« Name (string): EMEBH ( HE)
« Description (string): EMER ( 7L )
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« Parameters (array) - Ali%, "name=value"#®RX N A FHFHEBN ZFEEHA,

-

1. A PIl BIECIEE IR,

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
New-FSxFSRMClassificationPropertyDefinition -Name "ContainsPII" -Type OrderedlList -
PossibleValueConfigurations @(
@{ Name = "Yes" },
@{ Name = "No" 1})

2 NEREHRENREFIIRE M.

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
New-FSxFSRMClassificationPropertyDefinition -Name "DataSensitivity" -Type

OrderedList -PossibleValueConfigurations @(

@{ Name = "Public" 3},

@{ Name "Internal" 1},

@{ Name = "Confidential" },

@{ Name = "Restricted" }

3REX-FSx FSRMClassification PropertyDefinition

Get-FSxFSRMClassificationPropertyDefinition : NEMXHREHFRR—NHZ NP EE
HE Lo

S

« Name (array) - Alit. ERZENEBMENBHEE, MRKREERZR , WiZHSRERE KRS
FHRMERBME L.

~

1o RRXHRE LNABE D RBHE Lo
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Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Get-FSxFSRMClassificationPropertyDefinition

E X -FSx FSRMClassification PropertyDefinition
ERNBDRBEEELNEE,
Parameters

- Name (array) - #4F. EEHNEEBHEHE,
- DisplayName (string) - i, BHEXHIHERE .
« Description (string) - Ali%&., BME X HEIR,

« PossibleValueConfigurations (array) - Ali%, OrderedList, MultiChoicez
SingleChoice BN FEERS], BHEEHEFUTEY !

« Name (string): BB ( X1E)
« Description (string): ERVHIR ( ATk )
- Parameters (array) - A&, “BH=E" BXNHEZHFBHA,
* PassThru (boolean) - A&, MRIRENRN true , MIREMEHGFHEHEE L Ro

-

1. R ARE M E LY HRE R A RERY H

$values = [System.Collections.ArraylList]e()
$null = $values.Add(e{

Name = "High"

Description = "High Risk Content"

i)
$null = $values.Add(e{

Name = "Medium"

Description = "Medium Risk Content"
i)

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ArgumentList $values -ScriptBlock {
param($values)
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Set-FSxFSRMClassificationPropertyDefinition -Name "RiskLevel" -
PossibleValueConfigurations $Using:values -PassThru

}

fl Br-FSx FSRMClassification PropertyDefinition
MXHBEREFBR—ARNINDEKBHEN . RBEMIBRAHE LB MHE Lo
Parameters

- Name (array) - #4%F. ERRHOEMEHREAH,
« PassThru (boolean) - i, MRIZE RN true , MR E EMBRAE 4 E XN R

-

1. BERENEME Lo

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Remove-FSxFSRMClassificationPropertyDefinition -Name "RisklLevel" -PassThru

SEMAN G

#1-FSx FSRMClassification #L|

BB DEAN , RIFEENHFEN NG S EBEEE. SFAVNTHEIMEHRE—ME.
Parameters

« Name (string) - %FE. DEMNKHEFR,

- Description (string) - ik, 2 EHMNHHER,

* Property (string)-#4%. BERENIEKBEENEN. LARHNENEMLE BT,
« PropertyValue (string) - Alit., ESEABMENE. LA IEEN D EINHE K.
- Namespace (array) - #4F. ANEANBERR XA REBHOIEA,

* Disabled (boolean) - A%k, MRIREN true , N GIEL TERRSHIAN,

« ReevaluateProperty (string) - Ali%, EEMNEHRITMEXH. TIEEUTHE !
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* Never: UHEFEFERE HERN X4
* Overwrite: Bt XA AN ERXABZIEE
« Aggregate: BT XA AN ERHSNEEEH
« Flags (array) - Alit, AMMEERFHKITN. AUEENUTE :
* ClearAutomaticallyClassifiedProperty

* ClearManuallyClassifiedProperty
* Deprecated

- ContentRegularExpression (array) - A%, ATEERXHRNENENRIEXEHA,

« ContentString (array) - A&, EEXHABRFEZNTX D XK NENFREHRE,

« ClassificationMechanism (string) - #F. AT XH#HITOENNE . ATEENT
B :

« Content Classifier : AEMHABTHPNREFHERENKREIXER, EENE DK,
A[LAEA ContentString ContentStringCaseSensitive, = ContentRegularExpression S8R E X
ERRNAS.

« Folder Classifier: BIEXHXHRMNEN X HHITHDE
- Parameters (array) - Alit, ATHMEEMN "name=value"FRFEHAH,

T~ -

1. EAENREXENE LR LS,

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {

New-FSxFSRMClassificationRule -Name "Detect_SSN" -Property "ContainsPII" -
PropertyValue "Yes" -Namespace "share" -ClassificationMechanism "Content Classifier" -
ContentRegularExpression "\b\d{3}-\d{2}-\d{z4}\b"

}

2. ﬁﬁqﬂfﬂmﬁ T*AI)IUﬂ:l}%-FFo

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
New-FSxFSRMClassificationRule -Name "Detect_CreditCard" -Property "ContainsPII" -
PropertyValue "Yes" -Namespace "share" -ClassificationMechanism "Content Classifier"
ContentRegularExpression "\b\d{4}[\s-1?\d{4}[\s-1?\d{4}[\s-12\d{4}\b"
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}

3. XREMN 7 FHXMRTHENMNXHHRITOREM,

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
New-FSxFSRMClassificationRule -Name "Contracts_Records_7Year" -Property
"RetentionPeriod" -PropertyValue "7 years" -Namespace '"share/Legal Documents" -
ClassificationMechanism "Folder Classifier"

}

Get-FSx FSRMClassification 1

MENXHREFRR-DHZ N5 AN,

Parameters

« Name (array)- A%, ERENSEMANEHHE, MREREEEH , Wz SRR XHR
S LM,

ol

1. RBEXHRGE LA D RAN,

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Get-FSxFSRMClassificationRule

i% T -FSx FSRMClassification #M
EHINE D EHA N E .
Parameters

« Name (array) - #F. BB RN B HREL,

« Description (string) - Wik, ZMNAIFIEIR,

« Property (string) - Alit, EREN D EKBEMENE R,
« PropertyValue (string) - Alit, EXEABEENIE,
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- Namespace (array) - Ali%., ZHNIEF A B X REB A,

« Disabled (boolean) - Ali%, WMRIREN true , MZRZMAN, WRIRE R false , M JZHZN
.,

- ReevaluateProperty (string) - Alit, EXEF A XHFHETE, ATSIEELTE :
 Never: RiFEFFERE HER X
« Overwrite: BTN HFANERHBEZNEE
« Aggregate: EMfTMENH AN EXH SINEEEH
« Flags (array) - Ali&, ZMNBFEHRITH. ALUEENUTE :
* ClearAutomaticallyClassifiedProperty

* ClearManuallyClassifiedProperty
* Deprecated
« ContentRegularExpression (array) - alit, —MNEFWENREXHA,
« ContentString (array) - Ali&, — NN FX D K/NENBRFHFREA,
« ContentStringCaseSensitive (array) - Ali&, —MNHX D K NENERFRFEHA,

e ClassificationMechanism (string) - A&, —fEHP DRV FTHER, AUREEUT
B :

« Content Classifier : AEMHAHNBEFHNREBEFHRERENKEIRNER. EENB D KRN,
AILAfE A ContentString ContentStringCaseSensitive, = ContentRegularExpressionS 3K E X
EBZNANE,

« Folder Classifier: {R#IEXHXHRMVEX XHF#ITHE
« Parameters (array) - Ali&, ##"name=value"EEFRFEIA,
« PassThru (boolean) - A%, MRIZRENRN true , MIREHE R FHIMUII R,

~

1. EHUAE D EANBMANE MNP BEZEE,

$namespaces = @("share\finance", "share\accounting")

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ArgumentList $namespaces -ScriptBlock {

param($namespaces)

Set-FSxFSRMClassificationRule -Name "Detect_CreditCard" -Description "Updated PII
detection" -Namespace $Using:namespaces -ReevaluateProperty "Overwrite"
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}

¥ B&-FSx FSRMClassification 310
NN XHEREFBR—FEZZRDERN,
Parameters

- Name (array) - #4F. EMBRA 2 XN BEFRERA,
« PassThru (boolean) - Alit, WMRZE RN true , MR E EMIBRAIF N FT R,

~l
1. BRREANDEHN,

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Remove-FSxFSRMClassificationRule -Name "Find Confidential Files" -PassThru

EEEMDS
JREY-FSx FSRMMgmt /& 1%
MEEXHRRREERME. EEEMRNATXHXRMTRX4N S EKEM.

Parameters

- Namespace (string) - ik, MHRHIEER,

* Name (string) - Alit, EXRNEEBENENH. MREKREEEN , WiZHTHREREEE
B,

- Recurse (boolean) - Alit, MRIZRE N true , IR EGBZEHNFEXHXNEEEH., FTE
BEZEESH,

« Effective (boolean) - ik, ﬁﬂ%iﬁ Htrue , IKRFRIEEEEEBMNXHGRNEER
., BROFEENTREZEARERXRBEREN., EEBENSH.

-
1. RRXHRELNFIEEERE M,

BE LS 184



FSx 5@ F Windows 3R 5585 9 L I i#h Windows P #5

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Get-FSxFSRMMgmtProperty

2. RRB/EXHRNERE M.

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Get-FSxFSRMMgmtProperty -Namespace "share\department"

¥ BR-FSx FSRMMgmt /& 14
MNEEXHRFBREERE M,

Parameters

- Namespace (string) - ik, X#HRHEE,
« Name (string) - #F. EMRNEEREEMEN BT
« Recurse (boolean) - Ali%, MRIZEERN true , NMPIBRGBBEZRAFFEXERNEEES. BE

WRZEESH,
-

1. BREERMENAEEM.

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Remove-FSxFSRMMgmtProperty -Name "FolderUsage_MS"

2. NBENHRFBIREEREM.

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Remove-FSxFSRMMgmtProperty -Name "FolderUsage_MS" -Namespace "share\department"
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% B-FSx FSRMMgmt /&

FUEERRTONEEEMHNE. EERMRERTXHXEKRIZRE Secure iEHN KB M.
Parameters

- Namespace (string) - Alik, MHREE,
« Name (string) - &%, ESUNEERHENENR. YAREBEATXHRNIAErEEM.
« Value (string) - 4%, EPBAEERMENHE.

~

1. REXHFRERBE .

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Set-FSxFSRMMgmtProperty -Namespace "share\department" -Name "FolderUsage_MS" -Value
"User Files"

}
ZESELy
Get-FSx FSRMClassification
KRREESITHXHDRIRVRS, RETURNUATEZ— :

* Unknown: ToEHE 7 RS

- NotRunning: eI RZEITEMDE
« Queued: DERECHERZ 3

« Running: 72 BRI EEH TH

Parameters
7c
~l

1. BRI B TR
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Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Get-FSxFSRMClassification

FF #4-FSx FSRMClassification
BIIXHDEETRE , ZEIBEEERNNA T XHEHERDEHRE,

Parameters

* Queue (boolean) - Alik, WMBRIREN true , MFFDREZHIMBIAGIA | LUEEET RN 55
BNE1T. ELHRBEAWTEES BN —& _ﬁo WMRIZE RN false HAREBE , WS IENFHRD
K,

« RunDuration (number) - A[i%, EEBUED XN B ZAINETEZ L/ Mat. BRE: -1 5
2147483, 450KME :

-
1. oK |, RERERES,

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Start-FSxFSRMClassification -RunDuration @

£ k-FSx FSRMClassification

FLE X R G EAEMIEREZTEHERARY 23 4R L,
Parameters

7

R~

1. FLEEEETHD XK,
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Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Stop-FSxFSRMClassification

Z % _FSx FSRMClassification

FENMHPRIBRTER. HEFENTERB T ORTHNERE (HIUORBREHFERRE ) &, FE
FHJH: Ap 'I'-' o

Parameters

« Timeout (number)—_Jii BEES ﬁ%’é%ﬁiﬂ’ﬂﬁﬂl‘ﬁ? (AR EN ), IRBREDETRZB

S, NS B ENBERETAEIT. BRE : -1 B 2147483, HHE :
o -1: TRPZEE  BEROETR (BRIL)

« 0 REYFRSHUERE , TEEFSF

T~
1. TRBEF2ETK.

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Wait-FSxFSRMClassification

Set-FSx FSRMClassification

R T RNEE

Parameters

« ExcludeNamespace (array) - A&, ENDEHPHERN — R H b3 4%,
« ScheduleConfigurations (hashtable) - A%, B EEEUTEMENITNEBNKRH X
- Time (datetime): EEEMENZITESH DateTime MR ( &4F )
« RunDuration (number): BfTESA/NEIE ( Wik )
« Weekly (array): T/EREUA ( Wik )
« Monthly (array): —MNAHWJLREBA , &5—XEA -1 ( 7i&E)
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« Continuous (boolean) - A%k, WMRIRERN true , MSRAELEE SRS,

e PassThru (boolean) - Ali&, WMRIREN true , MREEHEH D KEEN R,

-

1. BREED 3%

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {

Set-FSxFSRMClassification -Continuous $true

2. REBEEZETORNFER.

$schedule = @{
Time = ("12:00am")
Weekly = @('Monday', 'Wednesday', 'Friday')

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ArgumentList $schedule -ScriptBlock {
param($schedule)

Set-FSxFSRMClassification -ScheduleConfigurations $schedule

3. REBEE B E BRI A E it &,

$schedule = @{
Time = ("12:00am")
Monthly = @(1, 15, -1) # 1st, 15th, and last day
RunDuration = 4

}
$excludeNamespaces = @("share\folder /s")

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ArgumentList @($schedule, $excludeNamespaces) -ScriptBlock {
param($schedule, $excludeNamespaces)

Set-FSxFSRMClassification -ScheduleConfigurations $schedule -ExcludeNamespace
$excludeNamespaces

}
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FHERE

FRREREXN NHREERBRNFR DN , BEETBEENEAER | R T A7 RS BRE XX
f, FUREXHERRBNETER. BRUEKRSHRENBRE , AT XERENR, XHERE,
EEXHF. KX, XHTHEENEHERBR.

RERE

BA L RIB A TIRERE -

* DuplicateFiles
BEE 4RI FLBERIRFINBHBEN XA, ERALRETUEREETLEFRZRNITRY
fro ZREFMEENHAGE—E , AR TEIMBRES XHTIRERN EZE,

* FilesByFileGroup
BRYMHARARENXHHRTOE , HETREBNXGANFHBEBR. EALRE T T #HLX
By (X, Bk TRITXHS ) SN EFEZERS,

* FilesByOwner
BrAENXHHRTOE  AERENAFHEASANFHEER. ERALRE TR S BF#EZR
RENAF , AELH S BEEERARER.

* FilesByProperty

BORBHENNHRITIA , AETENINERENNHERENFHERE. ERLHRE TURE
DRRDINMF , INBFEHBRERD . SIIRREH, REERERX XHERT DR ZHAN,

* FileScreenAuditFiles
Bt P iR B AR T AROE B SO R R R Y ST RV S TR AT N o R 4R 5 AT DA MG 42 ST 4 T it 3R
BEVESTER , FRBIEEEHARFREZNOHREHNAF

* FoldersByProperty

REBRMEXNNHXRATIA , ARTESNEHENFMERE. EALRE TUEXHFRARS
MEEERTR , AP X, BRAXERNAERFH.

* LargeFiles

FIHEREE R/ NREN . ERLRETORAR SAXEFEZR B ATRKNFE, EHSMIR
X REY Ao
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* LeastRecentlyAccessed

P E R ERBA R T BB S, (5 L3R & AT BUR BI AT A RS Sk B 2 BB A R AR Y 17 6 B Y JESE
o

* MostRecentlyAccessed

FIHEREE XA RE X,

* QuotaUsage

EREEREBESANXARNEFEASITER. ERALLREREZE SR BT B IR H4Y
XULFE’EO

REHN
BULERSHRANRE , ENTRERNVAHA

* DHTML-317 HTML 43 , EBHIF NI IREFREIEE
« HTML-E@ &R A X B FERH4AES HTML X,

« XML-A T RELEBNLERCETERR.

- CSV-AFSABRFRIBNARFNESREKR.

o Text-AXAREN , BETEFILE,

AN EMREEESHER,
REANMER S
5T A B R P RO T (0 PR AR R 5

1.

REARE-QIRBUEET , NPT —R. EAXREAREHTIEE DM BEER, KEXRE
REREXR , IBRELEENR. BETE I REARE , XAEATENEHREE-—IMFRE

U RRE-BEREENNAREDET, ERITIRERITEREZMEMERE, EILUFHR

ERZFNEBASBRAERENRBIZT, TESTRIREAEXHEE , 1w AEAFF#H-FSx
FSRMStorage IR &M T EREFBETXLERE , MEAEZTEFMENE.,

EEETHIREG
BIEBITRIREF , BB AR T ZRE :
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- BT ITRIREZREEREBN TR E B31ETT.
o FHMIT-FAFIEFHR-FSx FSRMStorage IS5 EZTiHHIIRE , TEEFTMERH,

&) LA A SR IS 1R 4R 5 U AT 1R IR EL-FSx FSRMStorage R , AR BIR A
H R FERE

FSRM £ 7R ERE , fEXMHRIREFIHRENMINMLE, BLRXLERS , EFERF X4+
%JLEIJMIE D$ /\?-o

R F RS
1. FEANTEEENRHFEE DS #=E

\\file-system-dns-name\D$

Bl

\\amznfsxaallbb22.corp.example.com\D$

2. SM%iZ StorageReports XX, WX HKITEHRRERBMNITAHALN FXXHX,

(® Note
HRIEE DS HEFEEEAXR.

RS REREK

BFERBATREME  BREFHERGORENRD
MR R EM

FRRENERRRRHRERYN , BN FSRM L3 #H KEX .

- REIREEE-EANamespaceZ B IRERFIERENXMHFR , MARHEBENXMHRE, AKX
BEREMTERERR , AIRREEHRN I BETRK.

- EFBENREZHFRE-ERSFIRONNERETIHRIRE | U KREMED N ERENE, B
REZHE O RHEMEFESHRZTRS.
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- REAENRE-EFARESHEREHLREIN TRENKIE. 0, ®RELargeFileMinimum}y
RRESBAENXHNE K mMAREMNET 1MB B X4,

« {# RunDuration BR#l-i® ERunDurationS AR IEIREETRRIBIS KA MRSEMRE, WRR
EREMBAZER , WFETRITRETHRRE.,

- BERIREMEE-A TIREL-FSx FSRMStorage SR S EREFTES KETRI T RET K. MRIRE et
B, AIERAENMREEEIREETHER,

Rt
- BRI R TN RS REFROMAR BT, REESFABRETRE | I ST
SHT R BABEXH-FARE

c EHMEXIWN-AEA— N SmBZRERSNMIREREN , BLIEZEEZMReportTypeEHENR
&, MAREMMNRE, XIHUEES , @H FSRM REEH/H KB REMW,

« BXHEAFE-ERANHERASHRRENE/RRERENMRE £, flm , £ A4,
ERBARIIAN A, BREEXHFNEEXAHFCZRIMIRE |, AEFHE THEEFFEEERR,

- MADREM-EMAFilesByProperty R ERBEXHM DR DT, XRETEFZLHNE,

- EHFERS-RINEAFERETERANBFESRRETH. AELAEEARERBEFERERR
e, REFTHNE

- FHIBRE-REXH2EERANEBMABRNF SRFMEER. NREXHFHEREBEER , BIR®N
FETBEENRRS.

o HRIZEBN AR G- EXEXBEUNAREGEE , AEURITNRAN I RIERGEERE™
AL R,

FRREEENT

BRI LA R AN RIIM FSx i=#2 PowerShell in B R EBFHERE :

1. REELDT-0IE. R, EANPBREFEREEE , XERBEEEESTHRSE. AHETHRE
DOSE-S= o0k - e v

2. REWTHS-B3. FiE, EUNESEFERREER, FAXEGTRBEZTHREFEE RN EEZ
TRV IR SR,
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1% & FSx iF2 PowerShell s S 5I&

(® Note

AR HFHE RHIBRIZEELERXHRSEH Windows Remote PowerShell i RUE X T 1%

$FSxWindowsRemotePowerShellEndpointZE &, BRI EXHREWIFAFEETNE LM
Amazon FSx & A AKX EI L imTT = , B AT LAEA AWS CLI describe-file-systemsin
BHRBB AT Ko

BREENLTH

£ $7-FSx FSRMStorage 3§ %

¥TEFSXFSRMStoragetfi & : SIEF@IRE , AT o MIEEB FUER — M SR ERE,
S8

- Name (string) - 4%, FHIRENBER
« Namespace (array) - #4F. EDMHNRBHXHRELBEHAH, B IEESHEANRE
o XHREE
o XHFRSE, HlIn | [FolderUsage_ms= “F F T4
- ReportType (array) - #4F. EERWIREXRBLKA, TEEUTE :
« DuplicateFiles : REXH X/ NMUNBRBIES X H
« FilesByFileGroup: #XHARK G BB XH#HITHA
« FilesByOwner: IRFFTEEXN X H#H1T0 A
« FilesByProperty: B9 EBMXN X H#1T04H
« FileScreenAuditFiles: ¥ X4 FEFEMITH
« FoldersByProperty: HEEBMEXN X HR#HTHH
* LargeFiles: 3B 18 E K/ DRER 4
-« LeastRecentlyAccessed: ¥l i &iF AR5 8] 3 B9 34
« MostRecentlyAccessed: 5| H T iF RIS H X H
+ QuotaUsage: EREHFERABEREITER
- ReportFormat (array) - Ali%. HHENEAE, ATLUEENUTE
* DHTML: 3575 HTML #&=
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« HTML: 875 HTML =X
« XML: XML #&=

- CSV: E5 7 RERKR
o Text: HXAER

« Interactive (boolean) - m[i%&, WMRIKZE RN true , WERRBERIRE, REXNIREXRCERLE
EL

« ScheduleConfigurations (hashtable)-BRIFHRERRERH , BN HXED, BEEFUT
BHENITRIRENRHR

« Time (datetime): EEMITZEITESH DateTime XK ( 4F )

¢ RunDuration (number): E{TESH/NEE ( Ak )

« Weekly (array): T{ERERAE ( Wik )

« Monthly (array): —MNAHWJ/LREA , -1ATERE—X (i)

BHETRENSH :

« FileScreenAuditDaysSince (number) - Ali%, X F FileScreenAuditFiles k% , BIEEZE
HiTEHN R

« FileScreenAuditUser (array) - Alit, ¥ F FileScreenAuditFiles % , EEBETESEREF
WAPKFHE, REXERAFERXHFENTHITL2BEEN,

« FileGroupIncluded (array) - A, X F FilesByFileGroup k% , EEEIIEMLE XA,
« FileOwnerFilePattern (string) - A%, XJF FilesByOwner % , IEEA TifikLE R X
HER,
« PropertyName (string) - AJi%, X F FilesByProperty k% , EEBENDHEKRBEN I EE
i 8

« FolderPropertyName (string) - Ali%&, XfF FoldersByProperty % , I8 E BN 5 HA4KE
B SR

« PropertyFilePattern (string) - AJi%, X¥F FilesByProperty 1 FoldersByProperty , ¥&7E
P T ik s R S HES

« LargeFileMinimum (number) - A%, X F LargeFiles &5 , EEZFPXH RN (UAFTHE
),
- LargeFilePattern (string) - Ali%. X T LargeFiles k& , EEA TIHEL RV XHFER,

« LeastAccessedMinimum (number) - A%, XJF LeastRecentlyAccessed R , iBEEH LR
WA AR B B D R B
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LeastAccessedFilePattern (string) — Ali%, XIF LeastRecentlyAccessed k% , 5

TiREE RO XHFREN,

MostAccessedMaximum (number) - Ali%, XfF MostRecentlyAccessed & , FEE B LIXTFR

E: - H N

MostAccessedFilePattern (string) - Ali%&. XJF MostRecentlyAccessed k% , I8 EH

TR RE AR

a:

QuotaMinimumUsage (number) - A[i%, X F QuotaUsage #R% , HlEEES RN REETFEA

Bk,

-

1

BIEEARXHHRE.

$schedule = @{
Time = ("3:00 AM")
Monthly = @(1) # Run on first day

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ArgumentlList $schedule -ScriptBlock {
param($schedule)
New-FSxFSRMStorageReport -Name "Monthly Large Files" -Namespace "share
\data" -ReportType "LargeFiles" -LargeFileMinimum 1Q@@MB -ReportFormat "HTML" -
ScheduleConfigurations $schedule

}

2. BEE SR ZRANKANEAEE X HHRE.

$schedule = @{
Time = ("12:00 AM")
Weekly = @('Sunday')
RunDuration = 4

$namespaces = @("share\docs", "[FolderUsage_MS=User Files]")
$reportFormats = @("HTML", "CSV")
Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName

FSxRemoteAdmin -ArgumentList @($schedule, $namespaces, $reportFormats) -ScriptBlock {

param($schedule, $namespaces, $reportFormats)
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New-FSxFSRMStorageReport -Name "Weekly Duplicates" -Namespace $namespaces -
ReportType "DuplicateFiles" -ReportFormat $reportFormats -ScheduleConfigurations
$schedule
}

3. QB AT RERR S

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
New-FSxFSRMStorageReport -Name "Find large files" -Namespace "share" -Interactive
$true -ReportType "QuotaUsage"
}

JRER-FSx FSRMStorage &

2

FREIFSxFSRMStorageti & : NENXHRERR— D RSB FRIBS. BEAXREEENRSH
FAE R

S .

« Name (array)- Wik, ERRWREZHHA. NREREEEH , WZHSHFREXHRE L
WA EFMIRS.

~

1. REXH RS LB FERS.

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Get-FSxFSRMStorageReport

¥ BR-FSx FSRMStorage 2¢3R

M BR-FSx FSRMStorage & : NENXHREHFRR— NS MRS, BT ERBRZ A EEETT
:OEiG=p

S

- Name (array) - &4%F. ERROIRESHRHA.
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« PassThru (boolean) - i, WMRIZERN true , MR E EMERAIRFTIT R,

-

1. BRENFERE

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName

FSxRemoteAdmin -ScriptBlock {
Remove-FSxFSRMStorageReport -Name "Monthly Report" -PassThru

Set-FSx FSRMStorage Report

Parameters

« Name (array) - &4F. EBIXNREBHHA.

- Namespace (array) - Alit, ESTHRBI XM RERHE, BOUUEESHEREINRE

o XHREE
. XHRDE, Bl [FolderUsage_ms= “FF X4
« ReportType (array) - Ak, EXRMWIREXRBEHKA, ATIEENUTE
« DuplicateFiles : REXH X/ PMMARIRINEEXH
« FilesByFileGroup: X HARK A BB X H#HITHA
« FilesByOwner: IRFFTBEEXN X H#H1T04A
« FilesByProperty: o EKBMX X H#H1To A
« FileScreenAuditFiles: 5l XHFiEBMITH
« FoldersByProperty: HEBBMEXN X HR#HTHH
* LargeFiles: 3B 18 E K/ DNRER 4
« LeastRecentlyAccessed: ¥l i &iF R4 83 B9 34
« MostRecentlyAccessed: ¥ & 183 A 34
« QuotaUsage: & REFFEABRGITER
« ReportFormat (array) - Ali%k, MHERNOEE, TLIEENUTAE :
* DHTML: 3575 HTML #&=
* HTML: 4 HTML 8=
* XML: XML #&=
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¢ CSV: E5 o RERKK
e Text: BXAEBR

ScheduleConfigurations (hashtable)-BRIFMERRERNM , BN RN KEH, SEEFUT
BHNITHEENRER

« Time (datetime): IEEMIZITESH DateTime R ( 4F )

« RunDuration (number): BfTESA/NETE ( Wik )

« Weekly (array): T#ERBHA ( Tk )

« Monthly (array): —MNAHW/LRHA , -1ATHRE—X ( Wik )
PassThru (boolean) - Alik, MMRIREN true , NREMERFHHREBI Ko

BETRENSH

FileScreenAuditDaysSince (number) - Ali%, ¥F FileScreenAuditFiles k% , BIEEZS
HITEHH R,

FileScreenAuditUser (array) - Ali%. X TF FileScreenAuditFiles k% , EEESTSEREH
WAFKFHE, AEXEARPERXHFENTHTRXEEEN,

FileGroupIncluded (array) - A%, X T FilesByFileGroup % , IEEETEWL 44,
FileOwnerFilePattern (string) - A%, X{F FilesByOwner k% , EER THELE RN
HE=R,

PropertyName (string) - Ali%, ¥ F FilesByProperty 8% , IEEEEN D AKIBEN D EE
.

FolderPropertyName (string) - Ali%, XIF FoldersByProperty k% , EEEERN D HKE
MY R 1

PropertyFilePattern (string) - AJi%&, X¥F FilesByProperty # FoldersByProperty , ¥&7%E
PR T ik 45 RV SR

LargeFileMinimum (number) - W%, ¥} F LargeFiles IR%& , HBER/NXH RN (UAFTRE
i),

LargeFilePattern (string) - Ali%, X F LargeFiles % , IEE A T ik RHXHER,
LeastAccessedMinimum (number) - AJi%&, XJF LeastRecentlyAccessed R , iBEEEH LR
T R AR By B /N R B

LeastAccessedFilePattern (string) - Ali%, X¥F LeastRecentlyAccessed k& , IEEH
F RS R XHER,
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« MostAccessedMaximum (number) - A1, ¥F MostRecentlyAccessed k% , & B LIXiARE
PARHY B K R ¥

« MostAccessedFilePattern (string) - A&, X F MostRecentlyAccessed k% , EEA T
TRIEE R X HER,

* QuotaMinimumUsage (number) - A%, XF QuotaUsage i , B EE SN REKEHEH
Bo k.

T~ -

1. EHUEHREN BRLIENEN,

$schedule = @{
Time = ("3:00 AM")
Monthly = @(1)

}
$reportFormats = @("HTML", "CSV")

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ArgumentList @($schedule, $reportFormats) -ScriptBlock {
param($schedule, $reportFormats)
Set-FSxFSRMStorageReport -Name "Monthly Report" -ScheduleConfigurations $schedule -
ReportFormat $reportFormats -PassThru

}
REHITES
FF #4-FSx FSRMStorage &

Parameters

- Name (array) - #4F. EFRNIREBZHEE,

« Queue (boolean) - Alik, WMBRIRE N true , NRFIRERINBIAGIA | LUEEET RN 5 28R
B1T. ELEEBERANFIEIRGEN —EE1T,. MRIZERN false RAIEE , MIREFIENF 3,

« RunDuration (number) - Wik, EEREEBCEZINEITZ D/ Mat. BRE : -1 F
2147483, HHE :
« 0:EITERHK

- -1 ETERECH

MRKREE , WETEEEK.
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Bl

1. MBI R R EFER S

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Start-FSxFSRMStorageReport -Name "Monthly Report"

2. XY B St E REM FE IR ST HRA

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Start-FSxFSRMStorageReport -Name "Quarterly Report" -Queue: $true -RunDuration 4

{£1E-FSx FSRMStorage 23R
Parameters

« Name (array) - #F. EFLHNIREEHHA,

-

1. FIEENFRERE.

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Stop-FSxFSRMStorageReport -Name "Monthly Report"

& EFSxFSRMStorage%$ 1R

Parameters

« Name (array)-&4F. EESHNREBHHA.

* Timeout (number) - Ak, EERETHFEESSTSREE (PN EN ), MRBERERER
BZASH Wt 2RE , BREERRBEEREET. BME: -1 3 2147483, #HEE :

- -1 ERHFESF , EEHRETHK (AN )
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« 0: RELHFRSHIUEERE , EREEFH

-

1. BRI EFFHERE T,

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Wait-FSxFSRMStorageReport -Name "Monthly Report"
}

MHEEES

TS5 FSx Mk Windows X IRS 288 F 2 ¥ FSRM XHEEES, BER , B UAEAEEXHREN
Fin R R E P i it E AL LA AH) PowerShell S8 S RSZMELAH |, HlBIEFRANRE K,

Flan | AT AERAE P iRt EYL LR PowerShell BlZsk :

o RIFEEFE R LRG0 E B RFHY
o I BRIEE IS 4R BB HA RO 4R 22 UM
- BREIXEERXHGEF T FEHEE

A LAEFAGet-FsrmClassificationds i B X4 E M H AR TBE R EUR 4%,

EMNEF % PowerShell #1517 FSRM 2B M HEM FSRM tHiE , BERHRITEVESMEZERET
FSRM,

FSRM % &

FSRM RERHERSGTENEE , AWEAENTAHRLDREERE, FRXERENRES FSRM &£
MHERGHFWETHER , AREMINEUR L EIRE M4 TFE SN 2 ME E.

RER D
FSRM R B2 R =3
XHRBEI

HAPZHRRFHREN XMHRERBRNXHN , XERFFITRIER, XEFEX TR Fik R g
MEFERUARRNEEZHRERERNNXHRENAFEXRER.
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« ReportFileScreenAuditEnable-ftig E#EH FSRM BB IERXHHEEMITH. MRE
B, FSRM R IBZXHREBMITH , FileScreenAuditFilesiRE AL E REMEE, &4
MBRALRESEEANEREFRIRE.

« ReportFileScreenAuditDaysSince-ltiZ BRI X HREFTFRIRENIRMIANESTE. HEEQ
EFileScreenAuditFilesiiEENRBIREERMZ A , FSRM 2 ALE, REFEHHNIKIA
B (630 X ) IHRKREMETRIENEATH , MTF2ITEISHNHLHIE.

- ReportFileScreenAuditUser-lbiRERHESEENHREFTRREFHRINAF IR, H&B
EBIEFileScreenAuditFilesiREMNKRIEEETEMLEA /AT , FSRM FEAL IR, MRER
zZ MEIAMBRT , REFSERERAF. BUUFEALRENRENE/KERENA AR

fr

MINRE TR

RARERERRERHRTETEERESHNBER T RFRBREREANE. SERINMERL TR
HHEIR , FAEARTHELURE 2R — B,

BHRERABEMEXRNMIANRE
o AKX #Hi#E-ReportlargeFileMinimum i%EBRIAN R/ XHE KD
HReportLargeFilePatterni®BERIAHERITIEES,

« BRI XHIRE-ReportleastAccessedMinimum iRi&E B LR B AR ERIAKER |
HReportlLeastAccessedFilePatterni% B BRI\ X HE X T E T,

R Z 1 X 3R 5-ReportMostAccessedMaximum R iE B L)X IA [ ARBRIN R AKEK ,
HReportMostAccessedFilePatterni®EERIAM ST E R T IE 2T,

- BAAEVHHNXHFIRE-ReportFileOwnerFilePattern iR BEIA X ER FFikas
HReportFileOwnerUseriR EE TS RINAFFIEK,

- BEMY| B SIHIRE-ReportPropertyName i BEE S MR INDEKEH |
HReportPropertyFilePatterni®EERIAM XHE RIS E ST,

- BXHASHENX4IRE-ReportFileGroupIncluded iREEEE M AN BIATIR,
- BHEABERIRE-ReportQuotaMinimumUsage REBINNRKEEBEFEAT LD

RSN  KUUBIERSTRETRABEESHREBEXLERNETNEMN -1, RIYBREEE
i, £RRMINETER.
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& = BR

RERBREZFHFRBREFIENHEATE R, XERFERNEM

1. MR EE-REBEPNTE BT LEBERCRAKNBDERFEEISHNRERF. 2HEFTD
NHHARBERETRBZZD NS RTR , AESHWMREEEE,

2. RENTAM-ZERTANRENBEREFEN D, RERFTHRB/EHENETREXHHK
=

ERBLR EX RS R E R B S

« BARRFI-ReportLimitMaxFile REVMEMIREFHIXHEL , T HEKB MM,

* Per-report-type PR#l-#& fNReportLimitMaxFileGroup ReportLimitMaxOwner., ZZEHi%
& , A&ReportLimitMaxPropertyValuefREESTEEREMREXREPHNEHA. FEEIEM
ENHE.

- FARF|-EWReportLimitMaxFilesPerFileGroup ReportLimitMaxFilesPerOwner,
MZEMWIKE , ReportLimitMaxFilesPerPropertyValuefR#EREFENEAFERZINX
#,

LIRER BRSNS , FSRM 28E EASSERTHARSREXBSHEXNTE | AERSPIEHE
SRBIBR &,

FSRM iR B

EALBEATFRENBRLBRENS S, FAXEGSHERSTTEN FSRM TR,

FSRM & & FSx iz S 5K PowerShell

(® Note
AR FFTAE ROIEBERIZECLXEHXHRSEH Windows Remote PowerShell i R E X T iZ
$FSxWindowsRemotePowerShellEndpointZE &, EA U EXHRENIFAEETNE LN
Amazon FSx 1###| & PR B LIRT R , AT LAEA AWS CLI describe-file-systemsdn
SHRIBLKET S
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Get-FSx FSRMSetting

Get-FSxFSRMSetting : RENMHRE LWL HRFSHBRREERFRE. [UREI A LAER Set-1&
Y 1% BEFSxFSRMSetting.

S8
7c
w4

1. RERFIALHFH FSRM RiE,

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Get-FSxFSRMSetting

}

Set-FSx FSRMSetting

Set-FSxFSRMSetting : ERNHRE LN RAXARSHAREERRE. XLERENFERRER
HERIAEFH2H FSRM 1T,

S8 .
XHREFKIZE :

« ReportFileScreenAuditEnable (boolean) - A%, BHXHHFEAFITEHREIEE
FSRM &,

« ReportFileScreenAuditDaysSince (number) - Al[i%, 4 X FileScreenAuditFiles R & &
BXHIHRIEERITHHBRIARE

- ReportFileScreenAuditUser (array) - Wi, E@ETE FileScreenAuditFiles k& FHIBRIA
APtk PSR EA,

MINRE T RRIRE

« ReportFileGroupIncluded (array) - Ali&, RINMER TESEEREPHXHABEHREKA.,

« ReportFileOwnerFilePattern (string) - Ali%, FAIEERENRIAXHER, ZIFBEHAF
(*F?) o
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* ReportFileOwnerUser (array) - Ali%. FIEEMERIGHRA H\ AR BN AFHE,

- ReportLargeFileMinimum (number) — i, KXHIRENRINFR/PXHEKRD (AFTHE
),

- ReportLargeFilePattern (string) - Alit, AXHIRENRIAXHERN, ZIFBEHAF
(*F? ),

« ReportLeastAccessedFilePattern (string) - Wik, HEERD I XHIRENBRIASUHE
Ho XFBEM (*M?),

- ReportLeastAccessedMinimum (number) - Ali%, B _ERIGRIAES DB X4 RE SORBRIA
RN KE,

« ReportMostAccessedFilePattern (string) - Ali%, ThEE&AKH4IRENBRINIHE
Ho XFFBEM (*M?),

« ReportMostAccessedMaximum (number) — Ali%, B LXIGEEHANXHIRE SURBRIAN &
RRE.

- ReportPropertyFilePattern (string) - Alit, BMHRFHBRIAXHER, ZEBEERF
(*F?),

- ReportPropertyName (string) - Ali%&. BHREHWERINE BT,

- ReportQuotaMinimumUsage (number) - A&, BEFEARBRREHNRAREETERAES
ko

REBRFNIRE :

« ReportLimitMaxDuplicateGroup (number) - Alit, EENHREFTENEE XH LN K
RBE,

* ReportLimitMaxFile (number) - A%, FERREPTENHRAIHFK.

« ReportLimitMaxFileGroup (number) - A%, EGESEREFHXHHNTATE,

« ReportLimitMaxFileScreenEvent (number) - AJit, XHREFKREFTENRAIHR
BEHE.

« ReportLimitMaxFilesPerDuplicateGroup (number) - fit, EEXHHREFENEEA
Y B KX

- ReportLimitMaxFilesPerFileGroup (number) - ik, RXHAREFIHAXEFENIX
48 B B R ST

« ReportLimitMaxFilesPerOwner (number) - fi%, FIEEREFHU X GFREBIEENRAK
XU
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« ReportlLimitMaxFilesPerPropertyValue (number) - Ali%, &REMREFTEHNXHFFHEN
B M E MR A,

« ReportLimitMaxOwner (number) - Ali&, RFFIEERSEXHHPIENRAFMEERE,

« ReportLimitMaxPropertyValue (number) - A%, BHREPESEEXHFHNEHEN T
RBE,

- ReportLimitMaxQuota (number) - Ali%t, BEEEHEHIEAERIRE PHHRAETI.

HbigE
« PassThru (boolean) - Ali&, MRIRE R true , NREEHEHREIT R,

-
1. 30 KT ERKEBRIAXHREFTIT,

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Set-FSxFSRMSetting -ReportFileScreenAuditDaysSince 30 -PassThru
}

2. RERMINNAXHRERE

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Set-FSxFSRMSetting -ReportLargeFileMinimum 1@@MB -ReportlLargeFilePattern "*.iso"
-PassThru

}

EHAE

UBENH RS LB A FSRM B, AWS FSx Windows I#HE%%&%EEX?#MIE/EE’JE’J%# BE,
HEHELZXBEE BN ER (AWS CloudWatch BHES AWS Kinesis Data Firehose ) , X%t B &A%
BB YE IR FSRM 84E, SRR HET XHEEFINFITRER,

FSRM ig& T4

WMIRENHRSE LEA FSRM B, AWS FSx Windows X4 BRE B2 EFE4 A FEEEIEEREBEDN
BWHh, SIEFEUTEH :
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« XHHEEEA-SAFEERRFHESSHENREN NG R R HaT
- BFSEERA-SESREARRIERSHBAIRFENEEHE

« FSRM RSEH-BIABHIRE., RSHERMRERE

5| FSRM B &

A FSRM BEMWAZEBURFEEZ A FSRM BRELER B #F -
CloudWatch B&

SMEEIEER CloudWatch BEH , EFAFZEHFHAPEFTRAER. LA LEA Logs Insights B3,
1% FN 9 47 CloudWatch B , HiZ & CloudWatch ZiRk LUB A4S EEH,

Kinesis Data Firehose

BIHR A BB Kinesis Data Firehose &R PECER B #5 , 420 % S3 AWS . Redshift
j?.ﬂﬁ%o AWS OpenSearch A A EFA SEBHRTRERN TEMRSFZ KB 2 M A E.

= L2 FH ==
AEERHT RSB RREEE RS step-by-stepRfhil. KLERFIER T MIAE XN
FSRM hALSRARRAE M X A B AR

(® Note

ARHHE RHIBRIZEELERXHRSEH Windows Remote PowerShell i RUE X T 1%

$FSxWindowsRemotePowerShellEndpointZE &, BRI ENHRENFAEETNE LN
Amazon FSx ###| &P KB LIRT R , AT LAEA AWS CLI describe-file-systemsdn
THREEARET R,

1R i (A

LR BISEBA A B B , By LR FE BB Xk E BN 10 GB BYZE(E,
BERNXHFREBERE , FITUTRE

1. BIERFIN 10 GB WHERLER :
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Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {

New-FSxFSRMQuota -Folder "share\department" -Size 10GB -Description "10@ GB hard
limit for department folder"

}

2. (A& ) EREHFARMERRR 85% NREREA

$thresholds = [System.Collections.ArraylList]e()
$threshold = @{
ThresholdPercentage = 85
Action = @(
e{
ActionType = "Event"
EventType = "Warning"
MessageBody = "Department folder has reached 85% of quota limit"

$null = $thresholds.Add($threshold)

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ArgumentList ($thresholds) -ScriptBlock {

param($thresholds)

Set-FSxFSRMQuota -Folder "share\department" -ThresholdConfigurations
$Using:thresholds

}

3. RIMFESEHE :

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Get-FSxFSRMQuota -Folder "share\department"

158 P S 4H PR 45 E BY SR 3R B

e R 505 B ANl 2 A BRIA “Audio and Video Files” JX#F4APFHLE A PR S A 050 SO AR 17 Bl 55
AR

ELER

i

£l 209



FSx 5@ F Windows 3R 5585 9 L I i#h Windows P #5

EFEAXHARSIXARE | FHRITUTERAE

1. SIB—1PRBEEFMAAF4FEIXGERER

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {

New-FSxFSRMFileScreen -Folder "share\business-documents" -IncludeGroup "Audio and
Video Files" -Description "Block media files in business documents folder"

}
2. (HWit) BHNHRF  UEEAFZHAREWE L FRINER

$notifications = [System.Collections.ArrayList]e()

$eventNotification = @{
ActionType = "Event"
EventType = "Warning"
MessageBody = "User attempted to save blocked media file"

}
$null = $notifications.Add($eventNotification)

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ArgumentlList $notifications -ScriptBlock {
param($notifications)
Set-FSxFSRMFileScreen -Folder "share\business-documents" -
NotificationConfigurations $Using:notifications

}
3. RIEXFRFREECEIR

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Get-FSxFSRMFileScreen -Folder "share\business-documents"

RBI M 52K Pl 47

HRBIEBNARZ RS ERLRE BN XNEHREAXNTENASTHER (PI) B,
FiRFI MK PIl B3, AT TRE

1. N PIRIEDREMN :
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Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
New-FSxFSRMClassificationPropertyDefinition -Name "ContainsPII" -Type
OrderedlList -PossibleValueConfigurations @(
@{ Name = "Yes" },
@{ Name = "No" })

2. PIEZRANURAHLEZESH

@ Note

BUF EEN AR XA R R H ZE A A XXX-XX-XXXX X FE= AR, AT
EZRERAEEFMEAFAS SRS *.

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {

New-FSxFSRMClassificationRule -Name "Detect_SSN" -Property "ContainsPII"
-PropertyValue "Yes" -Namespace "share" -ClassificationMechanism "Content
Classifier" -ContentRegularExpression "\b\d{3}-\d{2}-\d{4}\b"

}

Bk

3. BITHE:

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Start-FSxFSRMClassification

4. (Wit ) BEESDRUBINHXHRITER

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Set-FSxFSRMClassification -Continuous $true

5. RERE (1 RRETHK)

ELER
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Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Get-FSxFSRMClassification

}

6. ZRZTHE , BULUETHE Windows X RREEBRFFARET XM , GREMN , REERDR
BRI+, REBIRA XN D REME. LEMFERNHNAEIREEREE,

XA IR RE R R

I 7R 515 BB A AR L U RV B IR R BN X HHT9E |, REETLUHEBEREF K
PowerShell Bl A — &2 A T 7 R4l BR S04

BEHNHCIBRE R , FHITUATRE
1. NREHEEDREM

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {

New-FSxFSRMClassificationPropertyDefinition -Name "RetentionPeriod" -Type
String -Description "File retention period"

}
2. ATENEREHEIZEDRAN
« DRBXH XHRTHUEEXHFRE 7 F

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -
ConfigurationName FSxRemoteAdmin -ScriptBlock {
New-FSxFSRMClassificationRule -Name "Legal_7Year" -Property
"RetentionPeriod" -PropertyValue "7 years" -Namespace '"share/Legal Documents" -
ClassificationMechanism "Folder Classifier"

}
-« M XHRTHMSIERRE 3 F

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -
ConfigurationName FSxRemoteAdmin -ScriptBlock {
New-FSxFSRMClassificationRule -Name "Finance_3Year" -Property
"RetentionPeriod" -PropertyValue "3 years" -Namespace '"share/Finance" -
ClassificationMechanism "Folder Classifier"

ELER
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}

BRI B HEABRHITAEHBREN “REHEF 2RXNFHFH, Ak, BF
FClassificationMechanism "Content Classifier"#flContentString "Retention
seven years',

3. BUARUNRARERM

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Start-FSxFSRMClassification

}
4. (W) BEESKDRUBIINHIX4HTOE

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Set-FSxFSRMClassification -Continuous $true

}

5. RERE (1 RRETHK)

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Get-FSxFSRMClassification

}

6. DREHE , BULELHE Windows XHHREEFHFEHREGI XM , BREY , RBERES X
BRI, REFEIRA XN D REMS. LERFERNHNMEDREMEREE,

7. BEREBXNNHHITORE , B LERZE K PowerShell BIZSR#E X4+
KIRetentionPeriod B M MMIRX AR T FHIMIBR. Hla0 , ERSHHE X4 REH /AR
FHREEREHSREITHER, BXEZER , HEH XHEEES.

REFEAEMRS

AN BUACIRRNERNEERE | A RENAEEXHFRS.

RXHHRE

LRGIGIZE— A ERE , ATIRAAT 200 MB B34,
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BEOBANHRE , BITUATERE

1. IR RIBY AR S -

$schedule = @{
Time = "2:00 AM"
Monthly = @(1) # Run on the 1lst of each month

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ArgumentList $schedule -ScriptBlock {
param($schedule)
New-FSxFSRMStorageReport -Name "Monthly Large Files Report" -Namespace '"share"
-ReportType "LargeFiles" -LargeFileMinimum 200MB -ReportFormat "HTML","CSV" -
ScheduleConfigurations $schedule

}

2. (Mhk) MENLSEITIRERTNS

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Start-FSxFSRMStorageReport -Name "Monthly Large Files Report"

BArE &S W RS

RplIeIREEARE , ERAFNEMEERBR.
BEEMAERGOEXMF , BITUTERE

1. EBEERGIETMENH

$schedule = @{
Time = "3:00 AM"
Weekly = @('Sunday')

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ArgumentlList $schedule -ScriptBlock {
param($schedule)

ELER
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New-FSxFSRMStorageReport -Name "Weekly Files by Owner Report" -
Namespace "share" -ReportType "FilesByOwner" -ReportFormat "HTML","CSV" -
ScheduleConfigurations $schedule

}
2. (A& ) MELETHRERTNE

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Start-FSxFSRMStorageReport -Name "Weekly Files by Owner Report"

BEMHAEE DS HERGRERNIRE, BXEZELR , BHRGREFHERS,

&I FSx for Windows File Server 8174

XHRGWEROETETMEEHEE, FMEE  URFHXBENESER (SSD) iHY SSD
IOPS &, AIUEREXHGRENURCEZE , EXERFRUARNEREELEES , AR T
ERME TR ERE, BEXNEATER , THIAER AWS EE#ZH A, AWS CLI F1 Amazon FSx
CLI for Remote Management on Powershell SREE X 4RGN F6E AR SE# BRI,

£l

o RALTFRBE

- EEERAE

- EEBXHRRTFHEEKE

- &% SSD IOPS

- B EE BRI BR R R KA

- EEFMRER

s EIXHREFHEBE

- BEREFEESEEM

« AW N FSx for Windows File Server X RGN EREBE
« EH FSx for Windows X4 R &K FERE
- GERFEMEBEN

- EFXHREH SSDIOPS

- BEWMER SSD IOPS B
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- EEEEHIEMBR
- EERERBRRBEEE

I RIREZ A FN
AILAfEE A FSx for Windows 12 B9 17 6f B B L TR AL 1L 776 B AR o

F KB LI - FSx for Windows File Server it NMF#ERE - LW ZEF (HDD ) MENER
(SSD) , EEEBRILENLLUER THEAEFER., HDD FHEAEM ITEARMIRIT , BEEXE
F., AFNSIMEEUARNBEE RS, SSD FHEHIMERS. NERFHEN TEARMZIT,
DEBEE., BELEBEIEARNBESTNAER, BXEMEBENXHREMENESEER , 5
%] FSx for Windows File Server 4 8E,

ESHERRR - REABEETERFEIREE  XSENBEFERE. S0, ARXARETUERE
B—XHHNZIER , ASMAFF#E. BETRARETUNES TS ER N ATRAFHBREFTZH
"HRFIN M. BULEYN XHRETT B EERER R ERFEBEFERS. FTEE , EERIE
MR —XBEENEER D , NTTERDTOERS ROKIE. BXRESBIEMERAR A
Amazon FSx X RERIE AEERERRNENESFER | F5H BY ES BN BRK K17 4#
A o

EREHER

O] LABEE 76 ERAVZELIE N FSx for Windows XU RGEWFEHAE. B LA Amazon FSx #
#&. Amazon RDS APl 5 AWS Command Line Interface ( AWS CLI ) 3k3EH, itXIIBINE#BE
NEEZEENRARTETHANZTEZEMFESIE,. TH Amazon FSx IMTLEEF# B2/ - MUK
IRERFHEIEMBERNHEE, BUUNEBNIXHERENTFHEE , TERIEREBE.

@ Note

T 2019 £ 6 A 23 BB RIZRI MRS , HEM 2019 £ 6 A 23 HZBISIBIXHRS
HFHPREN GRS , TEENEFREE.

0 Amazon FSx X RSN FHEBER , Amazon FSx REEANXHRERM— AR EE KAH

W&, RE , Amazon FSx EEAETEEMLIRE , LERANREEN AHE TR IHEUE. BT
FREABEBMEMRE  FRACTERFE/LVDRBLRANE , ¥ TEARMENZEHTEM. £t
R, FOEARSGREN , EAXHRERF ORI AFRELISHFRSE, IBXH
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AFEEBRENTHR Amazon FSx BIEE MY BIE3N HH B RMZ B URME L HRE, &
DAL LERHTELS REESE  BEOEARINEINCANEEKT. HEERETRHE , £RT
NEIERBEENR,

TERERT Amazon FSx EEIMX 4 REFRHAENXRANENEES R,

Step 1: Storage capacity
increase request to 800 GiB. Step 2: Amazon FSx adds the new, larger disks.

LA LLL
FE‘:‘E IEEETE
LI

[ . ‘ el —
—— S— [ — —
— — —— )
e S— = __ [ — e ——
————] L
VR — — — ) —
200 GiB 200 GiB 800 GiB
Storage volumes Storage volumes
Step 3: Amazon FSx migrates data to larger disks. Step 4: Amazon FSx removes smaller disks.

Sxa

TTnTT

_— Fy uevee
- ->/0 -
- -

-
LLLLL

11[1
{((

il
il

s
]
=

800 GiB 800 GiB
Storage volumes Storage volumes

& o] LARERY 5 Amazon FSx ##|&. CLI 2 API IRERTZ{L1L. SSD FEAREE N SSD IOPS &
FNHE, BXESZELR , B0 LisFaB 28N,
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BEXENXGREFHERENEANEZM
UTRENGHEAENEEZERN/INEESM .

o R EABENXHRENFHERE  TERIFREE

- RIREE  BRENNEFERRELAEZLANHRELRFHBTEN 10% , RRAFENR
65536GiB.

- RIEEHRED . ERNEFEREE  XHRENKEFLED LI 16MBps, X2 RHNFHMILI IR
R EUHEBERERTRE,

« FBIE BT E - EEREMERE 6 PERFELICIRTR ( ARKHEENE ) 287,
TR —SRNNHRENFREE. FRRCTERFZ/LNNSEJLRNE S BETK. A TERKX
RE AR TR FERCARNEE , RNBWEENFERTE A ABNIXARENTLED (£
T BREMZEUABRELEN ) K AEXHRELREKRNENEREE,

o

® Note
REVHRRSBMHAIELHFERE 1/0 IR, fla
FREET EHRILMBRAIRRENEEEFLE K HURESHEMEES. EXESEER 1
5 HREBEEMEW,

il
O

2

HE MR E

HSXNHRENATATRBETEN , BEMEF#ERIE. £/ FreeStorageCapacity CloudWatch
ERRKEEXHRELNITREREE. S URELIEIRLIZE Amazon CloudWatch Bk , HEIEHR
BREFSEREUATHKEERN, BXEZEER , 55 £H Amazon CloudWatch %1%,

BMNBUEXHRS LIRAREED 20% NI AFRETE. EAMAFHESEREASNERES£RM
N, AARESSBEET .

NAGHARERTEEENENLRER , BU A ENNHRENEHEE, £H AWS FEAWBEE
X CloudFormation #iRE8BXEB{L RS RATENFEAH. BXEZER | HSE 58 NEF
HARE,

WINEEAERH R X REERE

HMEHEBEBTUMARE , Amazon FSx EFAETHFREAILRE , WASHITFEARMRNFEHTH
. B2 , f£F HDD IFRERENXHRE , URSRAEBLIHAS, & /0 RAHNTEKE/N AW
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BREEN TN , TRLGHNHIAMETENER. ¥ TXERR , RINBULERSEXHRENE
EEh , REBENFREE, WTXERBENTEAR , RNEBWEXHREARBRIENZRETER
EREHEL, XECEBUERFARRINELE  BENRAEFHEESER. BXEZER  F
S EEARMBEN,

BEXHREFHRE

AJEAER AWS EEZH & M AWS CLI X HREFMREM HDD Eh SSD, KRB EIN
SSD Y , AR , ELREREHG 6 PRHEMLICIRETK ( LERKNEENAE ) 280 , TEH

REMXGRERE, FHEACTEREFEZ/LVNHRLRSBETK. N T RARE®RBEXEREE , &)
BUSEXHRE LN RER/ NN EREMRE, BXESZELR , FSH E#H FSx for Windows X #

RENFHERE,

TERNHREFHEEM SSD EH HDD, MREFXHRSEMNFHERM SSD Ekh HDD
NEEFXARENZHERIEENER HDD TN XHRE, BXESFER  FSH B2 HE
REEHXHRL

RTFRE

& 1] LASF FSx for Windows File Server X REEE N FEABESESR (SSD ) UM ER IS5
( HDD ) 7#f 3R A,

SSD #HEATASHEASHEERNERHBENES TEAR, XETEARNRHISELRE
FE. BESH, BELEBENLSNARRF. XTERRERKLAF, 8 110 R3IHTEXRENHHHK
BENEARS , RITEBWEA SSD. &5 , MRZRUNBRAEFEIER , RITEWEERA SSD 77
fi&. SSD FENHREAEEMY & SSD IOPS , {8 HDD 7 T &e.

HDD FE A& TEAFEMRIT , @/REEFR. APNESIXHERAEUARAREERS, 5 SSD
TrfEAALE , HDD R KAER , BHRES , R UFHEEFHEMEE IOPS hEK, ©AIHEs
AT /0 ERRENBRAAFKENER R, TELERRBFENAEATEERS (CMS) Ha=d
BRXHNEES,

BXREZER SR FREEN %,

&I SSD IOPS

NTFBEET SSD FMNXHRE , SSD IOPS WHEBRE T XHREMME RBBIEAR QHEEA
BREERNTABE /O BE K MAREFTHNRE, SR THFERERENYT R IOPS #&.
ERLATREM R KR SSD IOPS FUR T BN X4 REEEN FRBEMEHE D, MREZEF SSD
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IOPS RS ZBHAEMEE NN LR , N EERMEMEE DT RERBX—RFHIH SSD IOPS, &
XEZELR |, {55 FSx for Windows File Server t£8E Ml EEFMEEN,

UTREHFXHRENTIE SSD IOPS NEETHN/LNEESI .

« JEF IOPS B - BELT MM I0OPS &3 Al ik

- B3 - EBRHERXE , Amazon FSx £B3¥ B SSD IOPS |, %% GiB F# A& 3 SSD
IOPS , BN H RS & Z#$F 40 77 SSD IOPS,

. FFTAE - SR HER TR SSD I0PS WM E | SEEE 96 - 40 2, JATEHE Amazon
FSx B AWS [Xi3 J672%5 GIB 1458 3-50 OPS , REGLERL (HEETMILE ). £
B (RYRM ) . EERB (RZAM ). KWK (BR2) . TA®K (FE) MIA®K
(¥ ) ISES GiB AR 3-500 IOPS. Y%A MENER  BISEM SSD IOPS
B 445 GB 4 3 10PS WER , HRGAM. HTEBRIWHE SSD I0PS , MEFAX
HR5E GiB T IOPS Bt 3, B,

- FEREEH - UREBNTXHRENEHEE  MERIAMERT , FTER SSD IOPS HE KT Y
BIAFPTRER SSD IOPS 45l , Ml Amazon FSx £2BZI B REVHRE“BIEDR |, I XHR
SAHEE GB A& 3 SSD I0OPS WHREESR,

- BHELERMH - MRERSTHUHESD , BMEFUHEDIFHNHA SSD IOPS 5§ THFMER SSD
IOPS 43l , W Amazon FSx & B3I &R X RSB BB,

- 10 SSD IOPS #iiE - £ £ INERSG 6 Mot , RE/MEICIRTH ( AREKHNBNRNE ) 2
Bl , TERE-TREXMHREH SSD IOPS, EMMHRENEHENREFRNHRSNFERE,
R TREBZE/LNNNSEJLRE B E S BESTT K A T RARE ARG TR LAT BV ETE |
BNBUAENHRERER/ DR EHMERT & SSD I0PS,

® Note
BEE , AT AWS Xig #F 4608 MBps XA LR B FREES | EERZ (HEFEILMAE
). ZEAEE (HBEBXMN ). EEFR (HEZEBEMN ). BMEX (ZRZ )., TA#X (R
) MLAMX (HOHK ) o

B R MM EH FSx for Windows File Server XHRZEMTE SSD IOPS BN EZER , BSH B3
X FR 4K SSD IOPS,
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I B WAE M BR R R A7 A AR

EERERR (BEEMABENE ) BB TEHEEARBSESEREMXNEAR, BaLlEH
FSx for Windows File Server RiIRBIFHEBR T RHIE, KAEBEEFEEFEETREE , XL2ENEE
FRRAS, -

- AP XHAETREEZ MERSAUNXHEIA.
« BREFREAZETURE S MES DN EDMRAS T # R T B =38 630

BABE N XHREEAEEREN R ERBREBEFERS. ESHENRIAFE —RBEEN
ESHo , NMBLSERSROKSE. BAESHRERNRRNERABEES , NTENRESRIE
FHITBEESR , U —STEER. EESHRENRATRILTR , MF2ERBENREES TEY.

EERENRSMENEEHBIET , 8B FE. BaPRENLICENXARE , A RXXIEHAFH
EENEFIR2ERR,

ERBENEERENRTENEEIERRTEREENER , SN ZEAFENEEREE, BAX
HHEBEATE 50-60% HRA, EREF | TETBERNAFXEN 30-50% BIHR4TFABEEN
70-80%. EAILAfE Measure-FSxDedupFileMetadata iZf8 PowerShell 5 R &2 E & HIEMH
BRATEESSTM T EE,

FBRTUBEENEERERRAFZEEZNIEFTHEER, fln , EUACGHEBNNEREXHELR
EITEERERR , tTMBEEEELITR. ATESHREMBRELSEEXHRSERR , Bt
FAEVFEH Get-FSxDedupStatus RE 2 E S HIEM BRVEL AVIRES,

BXEXHRELEEESHERNBRNESR | E5H EEEE BEMRER.

BXRBREEHFERREXRFENEE , BSH
ER AT E B HE BB E B E N 6 A E & BEmI PR ™ £ Y — £ 8 W | &

F&

- ESBERRTEER

- EERERRESIMRENO

« BMIBRXMF/E , MRS BV ZE AR
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ESRERBRTEER

EEFEEHEMBRNYEIRE , H151T Get-FSxDedupStatus PowerShell R EEHKHESEHIE
I BRVE ML B9 SERCIRAS e INR —ANHZMEM KW , N XH RSN AT A FHIET T8,

ESHERBRELAMNEERLRRRAET R,

* Microsoft 2 & FE 1 TB NEZEHIEE 1GB AT (HEE 1 TB NEBBIEEDHE 350 MB #Y
RTF ) o £ Amazon FSx MEERKBESNHRENFHENXBKNRNEF , HERNFRRENL

BRENBER D, METE  NEERSXHRENEFEUHED , FHFES 1 TB BEHIEREME 1
GB REFEHER,

- EEHEMBREL R Windows HERERIA 25% RAESEEE , XEKRENTEE 32GB A
HWXHRSE , 8GB A TEEHRRERR, NEIERAUEREN (FAT -Memory SEHY Set-
FSxDedupSchedule &% ) » EEE , NEERENREARSNAESIETRESEM X RSN
-

o BEULMEHEEHERBRELHEE  UBRENEERE. fl0, B SUFECBREIN HITFEXH
REFHRIZET , REEERICWR DGR DR, BITEETFESHRERBRELEERE
XHRENBE KD ERBEEZET,.

MESEHERBRELEEZBHNETR , LSS, BUEEERERELNRKIFERE , W

EREEHREMERITRI AR,

MREEBEMERELELAM T RENE , ARERBEANHRE LNBERE TR, BAFLEN
ESBERNBRELTRREEES R RTREXEI TR,

ESHERRESNRERN O

NFEhEESBIEMBRN XH RS , SavedSpace M OptimizedFilesSavingsRate WEZEINE
70,

EF#MECERES , SERNNHRENTFREEN , RS REXTER. BN RER 7
RER , Amazon FSx 2EF#MACTREPEUE LI ESHEMRFL , IR FHEN BT
BEIE RN E, FRMAEELTRE , Amazon FSx FIREXH RGN ES BIEMIBR. FxEmF
REAEBNFHEACNESER  FSHNEEFRBE.

BRI A, ARG £ RV 22 iE R

ESHERBRNTHTAR  IRNBRNBERESHENRTEZENAR , MAXHRE LM
KR EEENREBARLIEITES 2BK.
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https://docs.microsoft.com/en-us/windows-server/storage/data-deduplication/install-enable#faq
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AR, FitHRENERBRAE XM EYBETERERELRER, WREIBELTRE ,
BRI RR E W RIME M ERIBRE, XEATUBREEIREEETMRATEHRNZME,

BRBULT SRR ERAELIRIENRN 5 2HEIET.

1. ERITIREEATEEREME , FFH Get-FSxDedupStatus 5. BXxamSkEMEHH
MELZER K BSREETENZHRE,

2. BRUT SRR RNRE N DREWAFLENRER 5 58 EE1T,

$FiveMinutesFromNowUTC = ((get-date).AddMinutes(5)).ToUniversalTime()
$DayOfWeek = $FiveMinutesFromNowUTC.DayOfWeek
$Time = $FiveMinutesFromNowUTC.ToString("HH:mm")

Invoke-Command -ComputerName ${RPS_ENDPOINT} -ConfigurationName FSxRemoteAdmin -
ScriptBlock {

Set-FSxDedupSchedule -Name "WeeklyGarbageCollection" -Days $Using:DayOfWeek -
Start $Using:Time -DurationHours 9

}
3. HETHREWELHBRRZRE , fMitRERHRRRE.

o

BREEBEMBRNESER , 55 W Microsoft 7 B & R M B34,

/A Warning

BINTEBEWEETEEFEES BIEMBRIIEER Robocopy % , AAX LS AIAEA Y
Chunk Store IR TE M, BXEZEE |, BSH Microsoft = & BUEMI K B 12 /51 X8,

£ F B 2 B0 A R B R A SRR
WU 2R EEHRM RS — L REXE

- FEEBEMRELZHEXHREZRANET : BRIATSESE S 2:45 UTC #1T
GarbageCollection fFill, MREHXHREFERERERL , WAEFE/LINNITEET
o MRUNBTESENIENR , BFRELZHEEMIT XHEREREBRENIRIZIT,
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https://docs.microsoft.com/en-us/windows-server/storage/data-deduplication/understand
https://docs.microsoft.com/en-us/windows-server/storage/data-deduplication/interop
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- NERESEHFENREBEEBHNELED  ESNEFUHEITRHESHIINRNF. Microsoft B
81 TB2EHER 1 GB WAFEKESTEERIEMBR. A Amazon FSx MEERKBES MRS
MEHENXBENAT , HBRAFRREUATHEHHERDN.

- BEXESHFENRREUHZENBEFEERABRBMUEEER | EILUFLLRBIEREN M
RERXHREETT , REREFK/DPXHARDNYRAR TR, BETRESER , FSH BEZE
& TR M BR R AR 17 £ A

EBFEOLE

BRUEXHRE LEERAFFRESR , URHAFAILUEENSBEF#E. REEFE , £TET
RIREFRSKERERER , AEFRA-EMNEITHEHR,

R T OB B A BB A A P A E R AT EARERBHIKER. =858 HSHERESE |, 8
BHEFHAFRSBE BEZRT R WERER.

BRI EHFIREREATEHE :

- BE-RATREAFPSEARTIFAEESHRS , REREKRBEX.
o PRE| - XA RNARNFREBCHT RS,

BRHUNBRANHRENFAFEER AR , b UAREERTRHREAFREANETH. SEFTUBET
EERERTHESMAFRAEEHENFHEZRUARMIREEREHEH.

BEXHAMERREAFRINEFREEREL. EITEFREERNEANEEBXAHNAD , A
RMHSRANKEGRYEE#ZR., RESEHRERE ANFRERA - FEEH,

BENZNRAPERERS , WEENEMAFBEIT-REFRST , B AHAFRALR —NMAREENR
ZA B

& A LAE A Amazon FSx CLI for Remote Management on PowerShell B3 X4 %% E A F 5 E
. ETHWMMERL CLI, 25 Amazon FSx CLI i F PowerShell,

LTRUTATERAFFRETFNG S,

AP E#EHMTS iR
Enable-FSxUserQuotas FF 45 BR R A/ SRR B 1T P E B
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AFPE#EMeS iR
Disable-FSxUserQuotas EIEREMBEGIRITAF FEEH,

Get-FSxUserQuotaSettings BREXHRENHG AR FEEIURE,
Get-FSxUserQuotaEntries BRENHRE LWEANAFRMAN S AR FZREHRE,
Set-FSxUserQuotas NEANAFPIARERAFFERHET. RFEUAFTREMNEE,

B R THBRINEYDFBREFESTRINSERFEE. BEHRLAR , HETES 2 HeS , W

Enable-FSxUserQuotas -7,

BN REFREE

A LM B R ERN T {18 10 FSx for Windows File Server X RSN EZEAE, FH Amazon
FSx #&#|A. AWS CLI 5 Amazon FSx AP| 8N H RGN EMHARE , MU TIREFHR, BXEZE
B B3H EEEHEAE,

BNXHFRENEREE (258 )

1. BELATMUEITFF Amazon FSx #2#|A& : https://console.aws.amazon.com/fsx/o
2. SMEIXHRSG  AEEEEENTFHEEIEN Windows XHRE,
3. HERED , EREHMTFMH. HE L EREERTD , ERXHREERBESZLNEN.

FHAEHERAREED,

4. HERWARER  ZEEDLE, WAFTNFHEEE (MLETIANENES LTI ) , HEERLN ,
BL GiB & v AFT{E.

5. MAMERF#EE,

@ Note
FEREEMAELLLEFERKN 10% , ZATFEET 65536 GiB,

6. BEREH K BIFETEEMN.
7. ULREXARGEAEENHENEINETF LBREMEE,
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https://console.aws.amazon.com/fsx/
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BINXHRENFHEE (CLI)

E 8N FSx for Windows File Server X REWFEARE |, i5EH AWS CLI @5 % update-file-
system. REN TS :

« --file-system-id BN EEHMHWXHREM ID,

« --storage-capacity RENLHFEED K 10% HE,

BT LAE R AWS CLI 855 describe-file-systems RIS EHHE, HEMHP , &8
administrative-actions,

EXEZEELR , 152 R AdministrativeAction,
IR ERHAEEM

EMXHRGENFERER , ATUAER Amazon FSx #2%|& . API 3 AWS CLI i 27 # & 218 Y
E , A TEREMR,

2 A o U
EXHRGEMELEONEF LA LS , BUNEESHERLIN 10 MUTER.
NTERAREN  TUEEAUTES.

EH%E

RENERFHEE,
B #r{E

BERNHREFHRBEENIINAEE.
L7

HAEFRS. T EHBEFEH , WENEWDT :
o FAE - Amazon FSx BEREIEFHER |, BRI RFFHRAE,
« [FEHITH — Amazon FSx [EfEANBEHER,

- BEH ; EEMIL - Amazon FSx EEMNHRENEFREE. N7E , FHMACIBEEGXH
REBEIBINREFTERNWFHEE

- BEMK - FHBEE MK,
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https://docs.aws.amazon.com/cli/latest/reference/fsx/update-file-system.html
https://docs.aws.amazon.com/cli/latest/reference/fsx/update-file-system.html
https://docs.aws.amazon.com/cli/latest/reference/fsx/describe-file-systems.html
https://docs.aws.amazon.com/fsx/latest/APIReference/API_AdministrativeAction.html

FSx &M F Windows 34 R <5 85 49 1L 5 2 Windows f Fi§r
c AWM -GFRAEEMEAN, EFERS (?) IEFEXTERAEENAMERNFAE R,
HEBDL

UERBE D ENERE R EHEICRENHIE,
18 3R A [H]

Amazon FSx W EIE FIREFRATE,

£/ AWS CLI # AP| l5#21E 8

O] LAME A describe-file-systems AWS CLI #5<% # DescribeFileSystems API #{EEF ML EXH R
SIEEAREEMER, AdninistrativeActions A HEHHERIREREN 10 MNRIEEHIR
B, BINXHRENEEBTEN , 2ERP N AdministrativeActions : FILE_SYSTEM_UPDATE
F1 STORAGE_OPTIMIZATION #4E.

R RHIERT CLI @5 describe-file-systems MR . XHRENFEHBIEN 300GB , B—N
FUENERREENFHEBEEMNE 1000 GB,

"FileSystems": [

{
"OwnerId": "111122223333",

"StorageCapacity": 300,
"AdministrativeActions": [

{
"AdministrativeActionType": "FILE_SYSTEM_UPDATE",
"RequestTime": 1581694764.757,
"Status": "PENDING",
"TargetFileSystemValues": {
"StorageCapacity": 1000
}
b
{
"AdministrativeActionType": "STORAGE_OPTIMIZATION",
"RequestTime": 1581694764.757,
"Status": "PENDING",
}
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https://docs.aws.amazon.com/cli/latest/reference/fsx/describe-file-systems.html
https://docs.aws.amazon.com/fsx/latest/APIReference/API_DescribeFileSystems.html
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Amazon FSx B 543 FILE_SYSTEM_UPDATE 21E , AXHREFMBEERNHFHEUE., HH
H1EME =8 A S RS FE AR, FILE_SYSTEM_UPDATE RASYFE X UPDATED_OPTIMIZING,
ERAEE THNWEKXE , B/E Amazon FSx FF R4 STORAGE_OPTIMIZATION BEIEig{E, MHT
CLI &% describe-file-systems B9 I 57 3 3 P R o

ProgressPercent BMEREF@EMLICREHNEE., FEAICRERIDTR
J& , FILE_SYSTEM_UPDATE #R/ERVIRAFFE N COMPLETED , # H STORAGE_OPTIMIZATION ##
EFBE R,

"FileSystems": [

{
"OwnerId": "111122223333",

"StorageCapacity": 1000,
"AdministrativeActions": [

{
"AdministrativeActionType": "FILE_SYSTEM_UPDATE",
"RequestTime": 1581694764.757,
"Status": "UPDATED_OPTIMIZING",
"TargetFileSystemValues": {
"StorageCapacity": 1000
}
},
{
"AdministrativeActionType": "STORAGE_OPTIMIZATION",
"RequestTime": 1581694764.757,
"Status": "IN_PROGRESS",
"ProgressPercent": 50,
}

MREINEFEEBSELW , N FILE_SYSTEM_UPDATE BEHRSEELRH
FAILED, FailureDetails BMRMEELXMMEKEE , ML T REIFAR,

"FileSystems": [

{
"OwnerId": "111122223333",
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"StorageCapacity": 300,
"AdministrativeActions": [
{
"AdministrativeActionType": "FILE_SYSTEM_UPDATE",
"FailureDetails": {
"Message": "string"
.
"RequestTime": 1581694764.757,
"Status": "FAILED",
"TargetFileSystemValues":
"StorageCapacity": 1000

BXNABIBREHTREHENEL , BSRAFHIATHEIET LK.

A8 0 FSx for Windows File Server X RENFEEBE

BT EEENOBIEEE X FSx for Windows File Server XEERGENERAEHITFIEMZ A |
EE ] LAEA CloudFormation #ix B8 NFEM, SWAEKAERTAEENELHERN , AT iR
HOBRARUDISEINIHRENEHBE,

It AWS CloudFormation i B HBBEN THAE#BREREFMENMELYE. ETZHEHN
Amazon CloudWatch BiRUA KB M HREFE BT EM AWS Lambda EZ,

ZIRRBRFERAUNTSH

- XHREKID

- TRAFEHBERE (HE)

- ITEH ( BOL [BRIA] = GiB)
- WINFHBENEDL (%)

- iTI% SNS Hy &8 Fap it

- PEBERRE (R/EF)

ES}
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+ CloudFormation &k
« ffH CloudFormation B Zh&8E

R ER
B ULERIRS RRFE AWS ZTHERLL TR IR,

Parameters:

-FSxID

- Free storage threshold
- Adjust Alarm Flag

—_—

AWS CloudFormation
e :\\\‘\
.// .\ \\‘\
,/’/ Ay ™.
,/ Creates;\ .
-~ B N
- ! S
Iy \ .
- b -,
- Y
~ kY
7 \.\ .
P
Amazon FSx for & v \ ~a
Windows File Server Y
CloudWatch Alarm ! Amazon SNS

\
FSx Reports
Free Space to Cloudwatch

ol
FS\( CloudWatch > C\-\) Triggers Alarm - Y
' = 0ol
\
Y
| )
| A
Expand Adjust Alarm Y
b

File System Threshold = Yes
[}

LY

AWS Lambda

TERUHBATUTESR

1. CloudFormation 11 3B& CloudWatch Bk, AWS Lambda Bi#¥t. Amazon Simple Notification
Service ( Amazon SNS ) A%l , AR FRIE 4 FEH AWS Identity and Access Management ( IAM ) A
B, IAM AT Lambda EZIHA Amazon FSx API IR{ERIX R,

2. NERGWN T AFERBSEEKTIEERMER , CloudWatch 2t %X R , 7@ Amazon SNS A%l &k ix
_§5ﬁ1§\0

3. RE , ZBRARLEKITFELE Amazon SNS B Lambda B %K,

4. Lambda HEREEEN B LB KEBEITEFNXHRAGEHEBE  HRETW HREE#HE
=,

5. Lambda BE AT LLUERE M FR T AFESERE  CESTXHRETFERENEER D L,

BRENEFREE 230



FSx 5@ F Windows 3R 5585 9 L I i#h Windows P #5

6. FR#A CloudWatch ZiRIARAS M Lambda BEBURIEL RIF KIXF Amazon SNS A5,

EZIWKX T CloudWatch ZIiRrY SR /ERIEE |, AR BAITFHEIASR FHR4 PR EEIERTEIA
Amazon SNS & iT ¥,

CloudFormation #& 1R

IR R A ZAE A CloudFormation B 31E8E B 3180 FSx for Windows File Server XERSEFEBEN
A, EFEALBERAE , i T IncreaseFSxSize CloudFormation &4,

ZEREAMTIIRN SR, EFRERSBRERNME , ABRBEXHRENFE RN ENZITER.

FileSystemld

ZTHINE, CREBFEMFHBTENIHREN ID.
LowFreeDataStorageCapacityThreshold

TERIAME. A GB BN XHRENLUTEHBENEIL (%) BEVRITBAEHEAERE, &
FZRER , MABRABIENIHRENE#HBTE, YUEDERRE , 8 TE CloudWatch
EiRiE BT , CloudFormation #EIRAEHITE RN GiB.

LowFreeDataStorageCapacity ThresholdUnit

BRIAA %o A GB REMNBLULHFFHEENE S LIEE
LowFreeDataStorageCapacityThreshold 84,

AlarmModificationNotification

KINENR. WRIEENR” , WA LowFreeDataStorageCapacityThreshold B IZLEAHI
BN FEEIRFE PercentIncrease W{E,

Flan | IRFF PercentIncrease IREN 20 , HIF AlarmModificationNotification &R “=2” , N
LA GiB A {uiEEM T AZRFEE ( LowFreeDataStorageCapacityThreshold ) REFLE
R E-MEHFEMN 20%.

EmailAddress

TRINE, EE SNS TTHEAN R FERFibur , AR EFERBTERNEER.

Percentincrease

ZERMIAME. ALPFREFENEI LEEFREAENEE,
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https://s3.amazonaws.com/solution-references/fsx/DynamicScaling/IncreaseFSxSize.yaml
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f£ A CloudFormation Bz ZfE

UTHESEERNEE CloudFormation ¥tk , LLE 38 IN FSx for Windows File Server X 4 RS 77
MARE, PEUREERDTHFTEETH.

(® Note
KIELAERT RaF-£Mx AWS RSHKE, BXEZER , BERABARXERSHENF
HERTME,

FEFRZEl , BH AWS Ik A58 —NE1TF Amazon Virtual Private Cloud ( Amazon VPC ) Z
FEY Amazon FSx X# RS, AXUAEIE Amazon FSx BRNESZELR , BS T HER FSx EA
T Windows X# AR5 85 RYIL Shsb,

B3 B R BN IR T R

1.  T# IncreaseFSxSize CloudFormation ##x, Bx |2 CloudFormation W EZEE |
E5 [ (AWS CloudFormation FAF#E§R) FMITE AWS CloudFormation 2% & 622 Hik,

(® Note
Amazon FSx B BI{XTESEMN AWS XiE B, EAME T LAER Amazon FSx B AWS
XiEtBRER, BXEZER , 55 (AWS — 2 ZE) HH Amazon FSx i &
FECEN,

2. EEREMEREAGEET , AABNFHBEREMERT RNE,
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https://s3.amazonaws.com/solution-references/fsx/DynamicScaling/IncreaseFSxSize.yaml
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-console-create-stack.html
https://docs.aws.amazon.com/general/latest/gr/fsxn.html
https://docs.aws.amazon.com/general/latest/gr/fsxn.html
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Specify stack details

Stack name

Stack name

FSxWindows-Dynamically-Increase-Storage-Capacity

Stack name can include letters (A-Z and a-z), numbers (0-9), and dashes (-).

Parameters

Parameters are defined in your template and allow you to input custom values when you create or update a stack.

File System Parameters

FileSystemid
Amazon F5x file system ID

fs-0123456789abcdef0

Alarm Notification

LowFreeDataStorageCapacityThreshold
Low free data storage capacity threshold (GiB or %)

200

LowFreeDataStorageCapacityThresholdUnit
Specify the Storage Capacity threshold Unit (GiB or %)

GiB v
EmailAddress
The email address for alarm notification.

mmajor@example.com
Other parameters
AlarmModificationNotification
Would you like to adjust the percent increase for the next FSx storage increase event proportionate to the requested increase?

Yes v
Percentincrease
Provide the percent increase for File System Storage. This value should be between 10 and 100

30

Cancel Previous Next

A AR B R

NTSH  FERERNSBABRBEXHRENFERNEH#TER. REEET -5,
MABENBRARAFBNEMETRE , REEET -5,

NTE#H , FEEABABEBRARRE, SFTOEEHINERCE IAM BN N EEE,
pridegnlfe PON-IIE gy Lo g8

N o o bk~ ow

HRENEFRRE
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&R LAFE CloudFormation 2| B RVRS I A E R HRA RS, BNZEKRY 5 7HREER
CREATE_COMPLETE IR#&.

ERTHER

RS , BULUERERNERA NSHREMHE , NONEHRITEH. BEXEZER , 55H
{AWS CloudFormation A {8§/) HHIEZEE ML,

SE#T FSx for Windows X # RSy 7k 8
AT LR A HDD F I X REMFREREE RN ER SSD 7. SR BRBUTERAE , £

Amazon FSx $2#]&. AWS CLI 2 Amazon FSx APl ER N RENF@#ERE, AXxEZER | FS
¥ BEENHRAFMER,

EMXHRENFHRE (2F8)

1. B AT MuLiTFF Amazon FSx %A : hitps://console.aws.amazon.com/fsx/e
2. SMBEIXHRS  RARERENEEFRFHEREMN Windows XHREK.

3. ERET , EBREFEMRD, NE  EREERE , B HOD FANEHHE, RHFERE
FAEERBED,

4. WNTAREFHEEKRE , &% SSD, EEEH , B EFREXEEN.

BRI EREFI AN CLI R ERRENETHE.

EMNXHRENFMRE (CLI)

EFE# FSx for Windows File Server X R4 7# KA |, F#E A AWS CLI a5 % update-file-
system., REN TS :

e ¥ --file-system-id IRERBEEHHXHERSEM 1D,
« ¥ --storage-type REN SSD, FoiEM SSD FEXRE YR HDD FEXRE,

BT LAE A AWS CLI 855 describe-file-systems RIS EHHE, EMEP , &K
administrative-actions,

EXEZEER , {52 AdministrativeAction,

e S

ok
e
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-updating-stacks-direct.html
https://console.aws.amazon.com/fsx/
https://docs.aws.amazon.com/cli/latest/reference/fsx/update-file-system.html
https://docs.aws.amazon.com/cli/latest/reference/fsx/update-file-system.html
https://docs.aws.amazon.com/cli/latest/reference/fsx/describe-file-systems.html
https://docs.aws.amazon.com/fsx/latest/APIReference/API_AdministrativeAction.html
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R EN

FXHRENFHEEN HDD FHEFH N SSD 765 , JLAEA Amazon FSx ##&15. AWS CLI 5%
APl SR F#ABERHE | WU TIREFIR,

iR A BB REERH

EXHREFAEEEONERNERNFH , BUNEEENERLEN 10 MROELER.
NTE@EREEH , AUEBEUTER.

ERTRE

REMVE N EHERE,
B #r{E

SSD
KA

HATEIRS, W T FHEREERN , TeeENT :

« A2 - Amazon FSx EMREIERTER , BRARFTHLE,

« IEFEH {TH — Amazon FSx IEFELL B #iE 3K,

- BEH ; EEMRIL-SSD FEMETATEARE, EMTHEACERN ; EERIRES , 2R
DBEEREILANIE, ELHIE , REURERN MRS T HDD M SSD ZH., EFEETK
J& , ¥#9 SSD MeEEN AT IREAME A,

« BREK - FHRBEEH KN TK.
« KM - FRREEHAN. ZFEHE (?) IEFFHAFE.
HEBDLL
MR B2 EBERE RE#EECRENRE,
H KA [E]

Amazon FSx W R E FREFERATE,

B AWS CLI M API i 2 5

& LAE A describe-file-systems AWS CLI #4 #1 DescribeFileSystems API 1#&4E
EENEREXHREFHEBFHNMBER, AdninistrativeActions A Y| HEH
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https://docs.aws.amazon.com/cli/latest/reference/fsx/describe-file-systems.html
https://docs.aws.amazon.com/fsx/latest/APIReference/API_DescribeFileSystems.html
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ERREXREN 10 MNREEFIRME, BIMXHFRER SSD IOPS B, 2EEKHE N
AdministrativeActions : FILE_SYSTEM_UPDATE #4E® STORAGE_TYPE_OPTIMIZATION ##
&,

B X RER SSD I0OPS

FWFEET SSD FREMNXHRS , & SSD IOPS AR BIRE T X4 R 55 MR 2 S BN LA K [6) B
BEEABRENNTREE IOHE , MTARERNFIBEAZETHEE. SLURBUTHEREMR , £
A Amazon FSx ##|&. AWS CLI 5 Amazon FSx AP| E# S R4 H SSD IOPS, HXE®E SSD
IOPS lWEZEE , 5SS R B SSD IOPS,

T X4 RS SSD I0PS (1A )

1. B LT MuLFTFF Amazon FSx #%|#& : https://console.aws.amazon.com/fsx/o
2. SMBIXHRSE , REEFEZEEFH SSD IOPS B Windows XH R4,

3. HEET , &EEH SSDIOPS, HE , EREBERSP , BFEEHER SSD IOPS FIIWE
Rd, /ST FFERH IOPS MEEER,

4. EERAF  EEAFFIAFTE. NWREIEFEBEZ , Amazon FSx 2B NEHNXHRETIE S
GiB F# A& 3I0PS, MREEFAFTE , F A 96— 400,000 2 BN EEER,

5. &BREFH , BETEMN SSD IOPS EXf,
6. AMEINHRAZFAEENENETNETN FREBETRHE,

EH X RZM SSD IOPS ( CLI)

EF# FSx for Windows File Server X# 3 4i#9 SSD IOPS , /A --windows-configuration
DiskIopsConfiguration B, LLE%HE Iops # Mode ANSH :

- MREELEIRFE SSD IOPS WEE , EFEH Iops=number_of_IOPS , TEXX#FH AWS XiFH
Mode=USER_PROVISIONED F&&H 40 7o

- WMREFE Amazon FSx B3RS SSD IOPS , &£ Mode=AUTOMATIC , EXEfHA Iops &
¥, Amazon FSx 2 EZNWNH RS F B3RS GiB E# A &£ 3 SSD IOPS |, EX#HFH AWS X1
R Z W {R$F 40 77 SSD IOPS,

& LAMER AWS CLI f5 5 describe-file-systems RSB EFHHE, ERET , &K
administrative-actions,

EXEZEER , 1§55 AdministrativeAction,

¥ # SSD I0PS 236


https://console.aws.amazon.com/fsx/
https://docs.aws.amazon.com/cli/latest/reference/fsx/describe-file-systems.html
https://docs.aws.amazon.com/fsx/latest/APIReference/API_AdministrativeAction.html
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HEEFER SSD IOPS E#T

ELEHXHREHWTE SSD IOPS ER , WEBRUTIREFTRER Amazon FSx #4%|&. AWS
CLI F1 API , LAl5#E SSD IOPS E#RIHE

S A P s E R

EXHREFMAESEONEREN R4 , BULEEENENLEN 10 MIEEF.
BXRTNER SSD IOPS E# , BAILEBLUTEE.

ERTRAE

RIEERV{E N IOPS M SSD IOPS,
B iR {E

FXHRER I0PS R SSD I0PS EfM N FTERE.
R

UEEIFRAS, T SSD IOPS E#7 , TJREMEMT :

« A2 - Amazon FSx EMEIEFTER , BREARFHLE,

« IEfE#ITH — Amazon FSx IEFEAEBEFHiER,

- DEH ; EEMRIL - % IOPS KA AATIEAENEARE, ENENHACESN ; EER
LIRA |, ZRSBERE LAY , FLEE | TEMSIEIUREN I0PS K314 T IBSR I
FRBZE. EFRIETRE , FHY IOPS HaERI AT A TiREFME A,

« B - SSD IOPS E#H K INEK.

« KM -SSD IOPS B kM, ERRS (?) IEEBXTEHBEENAMERNEFMAER.

HEBSL

LUERBEDENEREREEECRENHE,
& 3R At [H]

Amazon FSx W E|E #Fig /& R,

EiE AWS CLI F API Y52 5 5T

BAILAE A describe-file-systems AWS CLI @55l DescribeFileSystems API #4E
BEMEEXH RS SSD IOPS E#iER. AdministrativeActions A |HE

WEMER SSD IOPS E# 237


https://docs.aws.amazon.com/cli/latest/reference/fsx/describe-file-systems.html
https://docs.aws.amazon.com/fsx/latest/APIReference/API_DescribeFileSystems.html
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FhERIRERTMN 10 NRIEEFIRE, EWINXHRSER SSD IOPS B , 2B
AdministrativeActions : FILE_SYSTEM_UPDATE ##4Ef IOPS_OPTIMIZATION #1E,

B E S BUENIER

&ALAE A Amazon FSx CLI for Remote Management on PowerShell B X # % 509 = & iz
BRiZE. B<fEM Amazon FSx CLI Remote Management on PowerShell WEZER |, 51

Amazon FSx CLI BT+ PowerShell,

UTRAATESERERNRNGS.

ESHEMRE S

Enable-FSxDedup

Disable-FSxDedup

Get-FSxDedupConfiguration

Set-FSxDedupConfiguration

Get-FSxDedupStatus

Get-FSxDedupMetadata
Update-FSxDedupStatus

Measure-FSxDedupFi
leMetadata

Get-FSxDedupSchedule

New-FSxDedupSchedule

DU

EXHHAZ LERESHENR. B AESHRERRS , RE2
MANEEEREMREE RBEES.

EXHHE L ERE S BIER R

REESHEMNRNEERS , SHEATRICHE /X4 KN
HABR., EARIRE LK BHEBRAY SR B 4R,

EREEHEMRNEERE , SHEATRICNHE N XHERDH
HABR, EARIRE AR BHEBREY SR B 4R,

BRREEHENRRS , ACSEBRXHRENL T EENR
SHREEE. il ARXHRE E&RE—NESBERBRE
Al B9 SERCRZS 0

BREE BEM RV TRIE,
HENRZEHENEERENGRTEERER.

HEMOREN R —AXHREERBEXHRSE LERNEER
=R, XMHTBEEIEEEMNHERAZNHER  EEHE
T BR 51 B2 it 5 H R LE R A 45 R Y e — BdE AR

RRIE 2 E X WESHER BRIT .
IR B E XL EE BIEM BRI

EEESBEMER
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ESHERBRSS iR
Set-FSxDedupSchedule BEUOEESRERRITINEERE,

Remove-FSxDedupSchedule il BRE & ZxIEMIBRIT X,

Get-FSxDedupJob FREUFRE 4 81 IEE TR0 1T S HERA B B & SR AE I BRAE L B IR S B
Stop-FSxDedupJob BUE — /N ZMNMEER E S AR BR A,

BN SHBRNEDPHRHEMETSEINSEER. EHRLAER , BT822 HWws , flw
Enable-FSxDedup -7,

5 R B & BRI B

BRI L MERA & Enable-FSxDedup & F Windows File Server B Amazon FSx XHHZE LFH
BEEHEMR , TR

PS C:\Users\Admin> Invoke-Command -ComputerName amznfsxzzzzzzzz.corp.example.com -
ConfigurationName FSxRemoteAdmin -ScriptBlock {Enable-FsxDedup }

BRESHENRE  REFIBZKATINEE, SUNERULTHTE, SRRt ME
B,

A LAE A @S Disable-FSxDedup EXHRE L2 A EE HIEMR.

B2 5 8 HIEM BRIt X
REERSHER T BRINITRIEEEBIZITRIF , BEALUER New-FsxDedupSchedule #5822 #

MEEBEMERITR , MTAR. EEBIEMERITRIRER UTC BFE,

PS C:\Users\Admin> Invoke-Command -ComputerName amznfsxzzzzzzzz.coxrp.example.com -
ConfigurationName FSxRemoteAdmin -ScriptBlock {

New-FSxDedupSchedule -Name "CustomOptimization" -Type Optimization -Days Mon,Wed,Sat -
Start 08:00 -DurationHours 7

}

@ HatlEZ -8 CustomOptimization WitXl , ZITXIFEEHR—. EH=FEHRSET,
BXR L 8:00 (UTC ) FFtaEll , &KFEatE N 7 /Mat |, BIRSEMERTRIZIT ST EFL,
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FER, (BTN EELESHENRELITMFALBESZIMERABTHIINTR. ZRRAENEEHK
ERBRES <8, BURFEZZERATTEMNIRIAEL,

A LAE A Set-FsxDedupSchedule i T 2EARINNEEKRTFEMRBRITR , W TR,

PS C:\Users\Admin> Invoke-Command -ComputerName amznfsxzzzzzzzz.corp.example.com
-ConfigurationName FSxRemoteAdmin -ScriptBlock {Set-FSxDedupSchedule -Name
“BackgroundOptimization” -Enabled $false}

& T LAE A Remove-FSxDedupSchedule -Name "ScheduleName" @5l Bk E & EdEMIBR it %o
BEE , BT EERHMBRERIA BackgroundOptimization EEHEMIRITR , FIAEEGHE
Ao

18 U E & BIEMI BRIT X

&R LAEA Set-FsxDedupSchedule XM AN EE BEMERIT R , M TR,

PS C:\Users\Admin> Invoke-Command -ComputerName amznfsxzzzzzzzz.corp.example.com -
ConfigurationName FSxRemoteAdmin -ScriptBlock {
Set-FSxDedupSchedule -Name "CustomOptimization" -Type Optimization -Days
Mon, Tues,Wed,Sat -Start 09:00 -DurationHours 9
}

SN NERN CustomOptimization IHtXMER N EEH —ZEEM=URERNET , BRLF
9:00 (UTC ) FFeaEL , sxk&FLEatAn 9 /Mat , BIEIERTERIZET B IEEL,

EEMCREZAESHE N XHER , A Set-FSxDedupConfiguration #Ho
EETENZRE
EEFENZTEEHEMBRT BNEZTRE | iB5FH Get-FSxDedupStatus &% , M FAFRo.

PS C:\Users\Admin> Invoke-Command -ComputerName amznfsxzzzzzzzz.corp.example.com -
ConfigurationName FsxRemoteAdmin -ScriptBlock {

Get-FSxDedupStatus } | select
OptimizedFilesCount,OptimizedFilesSize,SavedSpace,OptimizedFilesSavingsRate

OptimizedFilesCount OptimizedFilesSize SavedSpace OptimizedFilesSavingsRate

12587 31163594 25944826 83
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® Note

DEMBFERYA TSRO ENTTE , EIL TR AX L
B : “Capacity”, “FreeSpace”, “usedSpace”’, “unOptimizedSize”#“SavingSrate”,

B ERIEMERFLEE

(A LT {5 B A8 B HE S I B L A B S R PR AN 7 2 — A R LR
)

- EEWEM B TR

- ESHERRESIMREN O
« MBRX A, RS LRV ZERRERER

EEHEMRTEER
EEFEEEHEMBRNYBIRE , HIE1T Get-FSxDedupStatus PowerShell i S EBEHKHEEHIE

B ER1E L B9 TEBORTS e MR —AHZMEL KK , MXHREN T AFEBTEAERSEM.
ESHERBRELAMHNEERLRRZAET R,

« Microsoft BilE 7S 1 TB HBHEHIEE 1GB HWHNE (REE 1 TB WBEHBIEELDE 350 MB #Y
M7 ) . EH Amazon FSx MEERRBEESNHRENBTLHENXRBENAEF , HEBRANERREZ N
BRENBRER D, MRTE  NEZRESXHRENEUHESD , FHFEES 1 TB BEHIERM 1
GB AEMER,

- EEREMBRELFEA Windows #HERERIA 25% AEFEIEEE , XEWENTEE 32GB AfF
WXHRE , 8GB IATEEHENK. NESRSTEEN (FAT -Memory S8 Set-
FSxDedupSchedule % ) . iFEE , NESERERKREARSHANESETRESFMX4REN
M8,

- BALBUESHERMBRELNEE , BRENFERE, Fla0, AT LUFLICBR IR & X E X4
RARXHREZET , RERERICH RN G R DR, RIDEBICEESKRERRELEENE
XHRGEAH RPN ERBEEZET,

MREEHEMEBRELZBERBHNETK , Al HE, EAEFEE RN KISFENE | W
EREEBIEMERITX AR,

BEEREMRRBHEE 241


https://docs.microsoft.com/en-us/windows-server/storage/data-deduplication/install-enable#faq
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MREEHEMERELELZAVRTRENE , HEERBRXHRE ENBIERETEL , BLAFEHN
ESBERBRELTRFEEES R RTERBEREI TR,

ESHERRESNRERN O

FWFEEEESEHEMRNXHRS , SavedSpace M OptimizedFilesSavingsRate BIEZ L
7 0,

EE#MLCERES , SERNNHRENTFREBEN , RS REXTMER. BN RGN 7
RER , Amazon FSx S EFEMATRHEUE LN ESHENREL  ZIESFHHBEMNB#HET
BEIE RN E, FRECELTRE , Amazon FSx FIREXHREMNES KT BR. BXEMF
RBABNFERALCNESER  FEREEFRETE.

MBRSCHFfE |, XA RS B RV 2R iE R

ESHERBRNTHTAR  IRNRNBERESHENRTEZENRAR , MAXHRE LW ZEH
KR EEENRERAELIZITES 2BK.

BARRS R , FitHRENERBRAEXHEYEETARERELRER, WREIBELTRE ,
SRR B WO R E D H RIRIRE . XE A AR REERUAREERTHRABTRHRNZEME,

BRUATSRFAREWRELIRENRN 5 54 EET.

1. ERTIREBATEEHREMR , 5#H Get-FSxDedupStatus 5. BXmmo & EH M H
WEZEER , BFSREETENZHE,

2. BREBEUTIERITVRERN R EBELENRER 5 2HRE1T.

$FiveMinutesFromNowUTC = ((get-date).AddMinutes(5)).ToUniversalTime()
$DayOfWeek = $FiveMinutesFromNowUTC.DayOfWeek
$Time = $FiveMinutesFromNowUTC.ToString("HH:mm")

Invoke-Command -ComputerName ${RPS_ENDPOINT} -ConfigurationName FSxRemoteAdmin -
ScriptBlock {

Set-FSxDedupSchedule -Name "WeeklyGarbageCollection" -Days $Using:DayOfWeek -
Start $Using:Time -DurationHours 9

}

3. HETHREWFELHABRRZERE , MitRERHFRKRE.
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PN
£/ DFS fp & Z= 8l

DFS fi & ZE (A2 —11 Windows Server B2 , AT HTEARSSFLAREXHFRSEN—IHZ
NEEELNGBZEER, XIERATUNAFPREREXHRNENIE , SAXHREHHNXHES
BARZEATRE  MTEATR. BTEENSE —BSAMAXGRENXELZiHESN

£/ DFS #5 & 2818 7 £ FSx for Windows File Server X##-Z& & 94

A LAfE A Microsoft B9 %0 i RN X4 R 4t (DFS) & ZE [BIfF 24 FSx for Windows File Server X3R4
TR XHRESER —NNHE R EMH B ZEE, FH DFS HARZEE , BANNAEXHHES
WXHEETEEENYHRENRRFHEBE 64 TB) 2\ , BETEHKRE PB. AT NERNME
% FSx for Windows File Server X#+ % 4: L% & DFS & ZEH,

DFS 5% ZE B 2 — T Windows Server Bk , A TFHFTERSSF LR EXHRSEARN—1HZ
NBEEWILNHEZEER, IERATUNAFREASZSHROELDNE , 2NNHREHHSHEY
BARZEATRE  MTEATR. RTEENSE —BSAMAXGRENXELZiHEN

Name: erver 1 nespace Server
(A ance) EC2 instance)

FS}o

Ws-012345678%abedef example.com\finance

I FSXa

‘ Ws-9876543210fedcba. example.comimarketing

O] - FSxa

Clients Ws-abedef0123456789.example.com\sales

FSXa

76543210.example.com\home

BXfER DFS tp & ZEX &R T FSx for Windows X HREHITOEN D TIRE | ES0H F2 /)
REDARBANBEZEEF,

BE D FRS MR

Amazon FSx for Windows File Server x5 Microsoft 2 X X#H X% ( DFS ) . B ER DFS
WREE , BEULUNXEHIES HEZ Amazon FSx XHERS , N BT BIEAE (EEMNE

A) , BB /0 BRER TR, B, BMATUELHRGEZATANARFENE—UE, It
BRARBFBFEMBEIND IR POBREES D, ARREFHETRNXHRSEH, NSNEH
V5 R S8 B BRIE 19 B2 FI 2 5 1] BUB S AT ISEENA B X 549 1 SRSEE &k P AE

fEF DFS @& 28 (8] 243
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AILAEF (£ DFS tn & ZE R # TR0 H LU O i B e FIRMEA RS R BIE /B 15 RN RE
B9 HEZ A FSx for Windows File Server HiE X R &4,

HENXHRED AT RN B ERF

EUHERED , BRERITREZERSH LUBENETEHMW G R ZE (example. com\corp) , A&
H A FSx for Windows XH RS ( M5, EH. $HE. home_directories ) EFEHNXHRE, &
RANEGEZER FRENNXHLRE , SIAHEERUER SN TAFEERQZEET LA
FSx for Windows X#HRELHHE, XEAFFECEAAETREZEXRBEXGFLE , MAXHREE
NHHEENEN MG REIEE DNS & #.

® Note
ToiE R Amazon FSx 7 in%E| DFS HEZEEME E %o

REMXHREDAER - DFS iR ZEH

1. WMREEARIZIT DFS v B ZRIARSE SR , M BAEMA setup-DFSN-servers.template
CloudFormation #ixR /531 —X S E T A DFS tr & = E RS EF. Bx 82 CloudFormation
BRWEZELR , BS5H (AWS CloudFormation FiF#§R) FHITE AWS CloudFormation 2§ &

F R,

2. DLAWS ZRNEERAPAFNSMHEZIEL—PPZHM DFS B ZBRSH/ 22— BX
HHEER , BESH (Amazon EC2 FiF1EM) H Y Connecting to Your Windows Instance,

3. BYITFRIETIF DFS EEEZH G, THATBKE , RFBIT dfsmgmt.msc, LERERITI
DFS Management GUI T &,

4. HOERBRAE, FRAZE , WALNRS[/EINE— DFS h R ZERSJ[HITENER
RBIRET—F,

5. EEMPRALECIENWEZME (B corp) .
6. ERHEBRE , AERBENERREMEBNE. EET—F

7. REFEFBRIAWE TR ZEED |, RFEFZ A Windows Server 2008 #&30IET , ARGk
?%T_io

(® Note
“Windows Server 2008 1 =" 2 fin & Z= 8] 19 F 37 A %101,

WXARGABE— BB ZR T !


https://solution-references.s3.amazonaws.com/fsx/dfs/setup-DFSN-servers.template
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-console-create-stack.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-console-create-stack.html
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/connecting_to_windows_instance.html
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8.
9.

10.
11.
12.

13.

14.

15.
16.

KREGAZHAMNRE , AFEERE,

ESMENBBZRATEEFRENGREZAGE , BREAE  RAEEEFMGE ZERSR.
En B ZHRSH/PAALEEHINE= DFS 8 ZRRSE [/ ITEN B,
EREERE K ARERELNERREMENR , REEEHEE.

HARRGIZNGEZRN ETX (82T ) F8 , EBHXHR , BAXGRER (HlW,
EEZMFIER finance ) , RAEERBREE,

XX BFREEE L UNC NEBALFHE DFS A& ZEH M H4RIBR K XA H Z/ DNS BF5;
( 5130 \\fs-0123456789abcdef@.example.com\finance ) , REEREE,

MRAEFRFHE :

a. EERHIITOE

b. ERIEBHAZXERE RN IRE,

c. ERIAXMR , HiE DS FRIB—NHIXMHRK , REEEHEE,
d. REMNNHAENER , RAREEEE.

R XARNFES , EREE, WREFERSZE T IR R,
NEAZIHEGREZE THEEXAREEREEN TR,

£/ DFS s B ZRFITHIED F B QY EHEaE

LT IR RHES B Amazon FSx L 63 DFS ARG RUSKIMEE Y BIEse. HLWREIP , F&E
corp MR ZEEAPNBFEZEFRINFHTD F. BREXHAF, ‘C-MHNN-ZEHFEERNEBHXHRE
BIFHIERE, /0 KNHH /0 THEER , "‘f‘ixb"b’i!lﬂﬂl«)\ﬁ ERRES I XHHE BN HE
BRI BB RAE  EUFIEANAMBEXHHAERTTSH 110, FiLlE , B wRERAE
HXBZE 5 FINXHHENKE PB N FREE,

Ho

F

f£F DFS & ZE#THIED F UEE T B
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U

Namespace Serv Namespace Server 2
(Amazo: F"? nstan: ] (Amazon EC2 instance)

FSxa

\\example.com\corp Ws-012345678%abcedef.example.com\A-F

- FE M
A0
| L—| —\G-M Ws-9876543210abcdef.example.com\G-M

L L e

Clients
(Amazon EC2 instances) F \(
S/ 0

\\fs-abcdef0123456789.example.com\N-Z

RE DFS tn BZ=EAERY B iEsE

1.

8.
9.

MRIEHRZ1T DFS R ZEE RS ET , WA BAEA setup-DFSN-servers.template
CloudFormation #ixk Bz — X EE WA DFS tv & = H RSB EF. Bx 82 CloudFormation
KN EZER , 55 (AWS CloudFormation A 18R FHITE AWS CloudFormation | &
IR

LAWS ZERNEBRATAFN S MEREIEL -SSP SN DFS R ZRKRSHEZ—. BX
HHER , BSH (Amazon EC2 AIF1ER) HHY Connecting to Your Windows Instance.

R DFS EEEFIG, T HEEE , RIFIE1T dsmgmt.msc. LREFITIF DFS
Management GUI T &,

MRERRE, FHEZH  WABNRSHFEINE— DFS B ZRRSR[IITENEH |
RBIEET —

EEMPRALEQNRNGTARZE (420 corp ) -
ERREIRE , ARRBENERZEENNR, BT —%,

RIFEFPBRINNWE T A GRZREED , RIFEH S A Windows Server 2008 =i |, AFiE
?%T_io

@ Note
“Windows Server 2008 # =" 2 75 & Z= 18] B9 & 1 7] %I,

REGEZRNRE , ATEEFEE,
ESMENTBEZRATERFUENGEZHE , BEFRE  AREEFMNGEZH KSR,

f£F DFS & ZE#THIED F UEE T B 246


https://s3.amazonaws.com/solution-references/fsx/dfs/setup-DFSN-servers.template
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-console-create-stack.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-console-create-stack.html
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/connecting_to_windows_instance.html

FSx &M F Windows 34 R <5 85 49 1L 5 2 Windows f Fi§r
10. ETMBTZRRSBAHMALZRCBHNE - DFS oA = H RS ITEN AR,
1. ERRERE , AGREBELENERZEMENNE , AREEHEE.

12. IFARIRIGIEZNGEZEN ETY (ARET ) X8, BEFXHX , WAE-INDAHXHRE
BBl BFERE A-F) |, REEFERM,.

13. FEXHFBFREERPLL UNC 3 ( H10 \\fs-0123456789abcdef@.example.com\A-F ) &
ARELL D FH XL ZH DNS BF , AEERBEE,

14. MRAZFERE :

a. EBRRHTOE.

b. FEMIBRHAZXEEPIEZEIK,

ERIAE XK |, H1E DS FRIE— MR, RARERAE,
REANHEZNR , REEREE,

15. RECRDFRMXHREIR , ETRERBEE,

16. NEFMEERGEZANHMI A EEHEENTR,

o o

EEAMRE

IERLABERHE S MR E X RGN EHLESD , EEEHE MR, FHEDRRERE FSx for Windows
File Server X RGN XH RS BFRABFENEEN —MRR, FUHEINRIBS , XHRSEE
FEEHENESY /O BEXK (IOPS ) NEFRNEFREEHBS, AXESEE , HZH FSx for

Windows File Server T%#E,

F&

- FHEBY ENEELRN
« HEMHERELEED
- BREHEE

- BERFEHENER

AHEY BINEHFELN

HEBU RGN TR DA , Amazon FSx 2ERAFXAHREN 4RSS [N EFLEES N
BRNESR. N TSAAXXHRS , & Amazon FSx < Bk X4 R S52r FHH B S A4 AR S5 88 B+
REF MRS RLMEEIRBEBNRREDRE, £ BELENBE R HRS RN, &
TARXHREFELOHTTH. BHNXGRETUERFTNELEIER , R EEWREREA.

EEEMRED 247
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® Note

EEREF REYR , REER ( SENERHEINER ) ARSKHIER, 4FRFLKSH
BERAAL B R SIE N T AE,

NFZAAXXHRE , 5 Amazon FSx X B XX RSS2 MBI X AFBRS 2R A , BHEELY B2
BRI RTRAEBMAMEDIRE. EXMHRSFERBE (EFLELT B, XHERSELEP MRS
BSHMHRIRE ) , MHERENAEFEREBF AR RO MRS RETLE, SERIHRS
ERIRE LA , FSx for Windows FHz{TEREIZF , LAFREIERE 2 0 E#R AT SRS 25,

FSx for Windows EERARE#BOXMEHRERLS FHINNARFMAFNEE, B2 , EFNESH
BERELSKREE, XEWRE , MEIR— Do HEHRTTEN , B URFEERDS KRHIE,
b, EMRASELEFRBRTHREEFRE , CERATXHRGE LBEERNMER, WRENTERR
BEAEAMIOPS EX , WHFERDHEATRFEZERNE , 7B FEEZFNAERETIR.

BHXHREELBRSAKTA , EATHERRERIHFENE , RNBUSEXHREAHZ D

VR BRERELRED, BRINERBUBRNHEREEFTEBNELED , TXEBHETEAENT
E,CEBETELSEL  UEEHRERSHFENE, &5 , BNBWEXHRGEARR /PN K
BEE B R,

HIE (B & A A AL BE

Amazon FSx & Amazon CloudWatch 55 , AI#BEU RN RENFEFTHEFEAKE. BRTXH
RENEUHEED, ERBENFEMERN  EUUBIXHREENH R (FHEHM IOPS ) EEUR
FHEIEARNBL. BRUEA CloudWatch IERRRBERN TIREMEZTEFTUANEEGHLE, &5
REZER |, 5H FH Amazon CloudWatch %12,

FSx for Windows File Server £ Amazon FSx 2 #| & P “XH R A FMEE" TN EMN EZE M HIH
WP, BEBEXHRER CloudWatch IEFREREMHEEIR, XTERFHEIURTUMNRESERE D
SRNEMXHRGIENR. BXRXEZEL |, FSR MBS ME,

AXHREEBREBENELESD , TNEFEIEARNTHRE , EFETAMBEHERRAZEFE
XHRELEANESIINEE, flin , MREBEEETEELERR , NEERANFTHEE D LNIREZH
WAE , MERESZHENEHEZRESTEERERNR. WREEANRE FEIE , BEEHEE0EM
BEDATEAFETAARSEN =45 , LUER Windows Server BIBRE FRIAKR, BEXEZER , BSH
EHEEOX MR M,

HE SN FLRE D 248
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tE &L RE

WA R BB T 3 R PTIR £ A Amazon FSx ##&]&. AWS Command Line Interface ( AWS CLI ) 5
Amazon FSx API , iR S SRR IEXHRENTLEEN,

ERXHERENFLED (£FE )

1. B AT MuLiTFF Amazon FSx %A : hitps://console.aws.amazon.com/fsx/e
2. SMEIXHRS  RAREREEMEFTMLEE D Windows XH RS,
3. EERMED  EREFEHE.

RE , ERBERD , RRENHREETHEEDFZLNER,

LR R REFHFLENED,
4. MIIRPIEFEFHEDNHE,
5. BEREH , B FEHENER,

@ Note

NFLTARIHRS , CEHEL BT BN , AARBNAREDREDEEL TH,
NTLAARKRS  EEFHE | THAEFREN — B EATTA,

6. WHMEXAHRGEAESNHENERNETF LBREMIEE,

R LAER Amazon FSx ###1&. AWS CLI fl API RUEZEEHHE., BXESZEE , BSR4
2HEMEENEH

R RENFLEED (CLI)

EREHREXHRSENELEESD |, BFEH AWS CLI &% update-file-system, B TS :

« F --file-system-id RERNBEHMHXHREM 1D,

« J¥ ThroughputCapacity RENFIEE ; EXENR
8. 16, 32, 64, 128, 256, 512, 1024, 2048, 4608, 6144, 9216, 12288MBps,

SO LA Amazon FSx #24]&. AWS CLI 1 API SRS EHHE, BEXEZEL , HSH LiEE
M BE H E#Ho

ERELEE 249



https://console.aws.amazon.com/fsx/
https://docs.aws.amazon.com/cli/latest/reference/fsx/update-file-system.html

FSx @A T Windows 3 # AR5 8860 L &b Windows fi 18/
HEARNRRDER

BRI LAEF Amazon FSx ###1&. APl #l AWS CLI ¥ FH 88 WSSO E
EEHaPEERHEENENR

EXHREFMEEEONETED+F , BUNEFSHERRMEREN 10 ML EFRE.

Updates

1 &
Update type Target value Status Progress % Request time A
Storage capacity 154 @ Completed - 2020-05-22T12:14:58-04:00
Throughput capacity 64 @ Completed - 2020-05-22T12:14:50-04:00
Throughput capacity 128 @ Completed - 2020-05-21T13:55:58-04:00
Storage capacity 140 @ Completed - 2020-05-21T13:55:30-04:00
Storage capacity 122 @ Completed - 2020-05-18T11:36:33-04:00

BRUEREXTELREIENRENATESR
ERTRE

A REVEN FULAED
B #r{E

BERNHRENELEDERNNAFEE.
RS

HAEFRS. NTEHEDEH , Tee TN TE -

o fF4E - Amazon FSx EWREIERMIER , B ARFTFHRAE,

« IEfE#ITH — Amazon FSx IEFEAEBEFHiER,

- BEH ; EEMIL — Amazon FSx EEFIXHREMNME /0, CPU MRFRIR. FHEE 1/0
MEERAATATEARE, X FIREURE , FEEWE /O MENTL—RAFNFRAZE , B
BB X4 RETBL TR

- EXEN - BHEIEFHFERITK.

« KM - FHENEHAK, EERS (?) IEEXTEHEEHAKRERNIFAE L.
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B SR AT H]

Amazon FSx W EI E #i5 KAy et A o

JEd AWS CLI # API ¥5#2E X

A LAE A CLI a8 T describe-file-systems F API #4E DescribeFileSystems EE MG EXHREH
HAE HEER, AdministrativeActions HAFIHEHERIRMERTM 10 MRIAEFIRE, 18
WX B RENELEENR |, 24K FILE_SYSTEM_UPDATE EE#/E,

LTRHIETRT CLI 59 describe-file-systems WM E R, XHERSEHELEESR 8 MBps ,
B &EMLEED N 256MBps.

"ThroughputCapacity": 8,
"AdministrativeActions": [

{
"AdministrativeActionType": "FILE_SYSTEM_UPDATE",
"RequestTime": 1581694764.757,
"Status": "PENDING",
"TargetFileSystemValues": {
"WindowsConfiguration": {
"ThroughputCapacity": 256
}
}
}

Amazon FSx B INSERA B IZIRER , RASFHERN COMPLETED, XM RGN A EAMMNELEES , H
f£ ThroughputCapacity BMHE R, WELT CLI @5 describe-file-systems #9118 57 1 3 1 P 7R o

"ThroughputCapacity": 256,
"AdministrativeActions": [
{
"AdministrativeActionType": "FILE_SYSTEM_UPDATE",
"RequestTime": 1581694764.757,
"Status": "COMPLETED",
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https://docs.aws.amazon.com/cli/latest/reference/fsx/describe-file-systems.html
https://docs.aws.amazon.com/fsx/latest/APIReference/API_DescribeFileSystems.html
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"TargetFileSystemValues": {
"WindowsConfiguration": {
"ThroughputCapacity": 256
}
}

]

MREFHEENEREK |, RAFEXRN FAILED H FailureDetails BMEHELE RXTRMME
Bo BRANAMIBREHRTRAHEENEER , BSEEFEEIFLEE D EIHT A,

WK

83 FSx for Windows X R&GHT | MPTIEEMEZLR  ZERKBLMALT®RINZ — :

o IPV4 AV A REEAREBEMBIIRE 4 (IPv4 ) BTBE.
« Dual-stack A¥FXHREE N EREBEMBIURE 6 (IPv6 ) A IPv4 #FEE.

IR LARERTE ) Amazon FSx BB H|A. AWS CLI, AWS APl i EF— AWS SDK , AEHXIME
FSx for Windows XH RS KER, Hlan |, tMREHN FRE R X IPv4 F IPve Fak , W o] LAFEL
BEXHREMNX IPv4 BREFH AIGHERES | LU XEREEH R IPv4,

{5t MR AR

MBBEBM IPv6 B A G RIMEE Amazon FSx XHRE |, NN ERANMHERER, BTN
&R Amazon FSx XHZRAB RN EAIHERI U , BAUM IPv6 BFIHEURE IPv4 B EER—
Amazon VPC, % —1 AWS K B VPC =2 i [ 4% A i [B) SR B ST 3B, Blan | EBIE B E N FER
WHEH B Amazon FSx XHREE |, TTiLIA IPv4 BEFIHHMEFH IPve B imTh 8 F6 15 SR 5 B/
XHEIE.,

BRINER T , Amazon FSx #1 Amazon VPC £/ IPv4 Suti. Eit , ERER IPv6e B S REH |
BAME K REH VPC FFM 2B Amazon =248 IPve 2 EISEE ( CIDR ) ¥iER , AEF8E
fF IPv6 5 Amazon FSx X RE—EEM., BXxH VPC FHA IPve BER , 5 H (Amazon Virtual
Private Cloud A #EE) H#IJI VPC 7#h0 IPv6 2.

ERMHRR

BT LAE A Amazon FSx #2#|&. AWS Command Line Interface ( AWS CLI ) 5 Amazon FSx API
B XHRENMEZRE,

TR R R 252


https://docs.aws.amazon.com/vpc/latest/userguide/vpc-migrate-ipv6-add.html
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EAXHRENMERE (258 )

1. B AT MuLiTFF Amazon FSx %A : hitps://console.aws.amazon.com/fsx/e
2. SMEIXHRSG  RARERENHERMEZEREP FSx for Windows XH R 5.

3. XNTHRME K GREHMMERE, HE  ENENLELERT , ERXHREHMEREZINE
H,

LR E REFHRMEREEO,
4. NWTAENMSERE | &EF IPv4 XK.

« MRERE IPv4 , WEFFEH-TEE.
WK% Dual-stack , MEENHRS R LOFERR IPV6 it SEHE

« XM VPC 28 IPv6 #th3itSEE : Amazon FSx M VPC B IPv6 CIDR S FikF A /Y /118
NP it E RN MRS S IPV6 ik SEE

5. &EEHN.

B RENMEIEE (CLI)

. EEUHREHMEXRRE | FEAEMA CLI &5 update-file-system ( B&E M A UpdateFileSystem
API #1E ) , M HIFT R,

aws fsx update-file-system \
--file-system-id fs-0123456789abcdef@ \
--network-type DUAL

3 Amazon FSx & RIEFRE

NEEEEE X HREMEAM FSx for Windows File Server ®iR , A LUES RSN R A ENER
PEREBCHTHIE. REAULSEREMINE (SIMAR, FIEESRIFE ) X AWS BRBITHE, X
EEEEMRXENRERENQBRER - BUUBRES BRABERFRNIRSRIBRGZER. &~E
B BARE H 5 B8R a0 B AR

£}
- BEXRENELRAIR
- FRIZEHRIR

« RERF

BRI IR —


https://console.aws.amazon.com/fsx/
https://docs.aws.amazon.com/cli/latest/reference/fsx/update-file-system.html
https://docs.aws.amazon.com/fsx/latest/APIReference/API_UpdateFileSystem.html

FSx 5@ F Windows 3R 5585 9 L I i#h Windows P #5

« FRICHIBEATRAITRR

BRIRENERARA
RERNAWSHFS BHFEZ. SIMFEBLLELN—ME AP TBE

ISR ETRE (BINAE, FIEERRE ) X AWS BIEHITOE, Hl , B AKF R
FSx for Windows File Server X ZRAEN —HRE , LBRESNSLHIMNATE EFHERE R

BINBULAHNSRAFRRIT—ARE  WUBEEENEE, £A-HEENRER  EERRN2EMN
BA, SUUREFMNIRERZNFEERF BXUAXEERNRFRICKBNESEE , F5H
AWS BEF RIMIRERERE) -

PREX Amazon FSx SR BREMENEN , N HRBRFHHRTHEN. B, FETEHDEEELM
TR B LMESIREMNBRANE , &SRB R R RNARE, SRR ENERNZHNFRS
BRETRFERANEE, MREFMOIRENESZRS LAERENERR  FNERSBERIRE,
IRMERFIR | BRI AR B MR,

R IEFE I R FSx for Windows File Server APl, AWS CLI 5 AWS SDK , T a] LAfEF
TagResource API RERIBRBENARE, i , REFRROIBBREL ST UENER RN NERE
ENRE, MRLTZERFRCRBENANGE , RECERRTRUELIRE. XETHEAEZELNETERE
WRR , EABREATRREER , MEAMRHBFR 2R ERFIENRIR. BEECEMIRCER , £F
FEERRRERETEHEMSRIEHAE, BEXATAFZUENKFERRENESZER , 52H £
HEPRFIRICERONR.

PRICIERY TR

& T LAFR B IR IK 7 5 B F7E#Y FSx for Windows File Server &R, fNREFEHAKZ Amazon FSx 12l
B, BUUFEARXERRE LN R RN FaRRENARES, A7 RN, BUUNMATEEN S
P | LA ERI B XH RSN N ASEERENTRES, BHATERE SRS ERETALR , B
AR FSx for Windows File Server BRSS & BEMIE L E L,

3 F X 1E QIR 3 TFRIZH FSx for Windows File Server APl #4E , AT LAE IAM RS AE T
FREWRBRENR , U EQ i Ric B RAAF A EEAES . ENRENCIERTRESZE
BIHNRY - RE2VATEANRR , HEEFSIEREANTAETRENRRRNERLEE
W ATAEEIHIT R R R TIRERMNIRS . B LaEIXFEREAMRIS , o AR 7 IRIRE W
R RIE,

AN | SBAE T LATE IAM KB XT TagResource #l UntagResource FSx for Windows File Server
API BENABRENR , ARG INE R RIREBLARSRNE,

BRIFEHERMR 254


https://docs.aws.amazon.com/whitepapers/latest/tagging-best-practices/welcome.html
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BXFERRUETHRNESES , 50 (AWS Biling A7) AR S B,
PR PR

THREATHRENERRS

. BMNRBENREH LR -50

« NTF8NMNER , BIMEREBLTIRH—N , BMEREREE —ME

- BRREKE - 128 4 Unicode Z%F ( XA UTF-8 #%&=X)

- BRREKE -256 4 Unicode Z%F ( XA UTF-8 #%&=X )

 SL¥F1E FSx for Windows File Server i Z R AN FRAIIE . JUER UTF-8 RN FE, HFM
ERUARUTZERF  +-=._ 1/ @-

- REENEX D KNE,

- aws: BIRTITZ M AWS . IRENMEEEFERGRSE , WELTERBZHRENER
B, BF aws: BIBNIRERITTABNRBRIFSER S,

IERREIBEFR MR AR , MATIEE R BFIRREF. Fla0 , EMBREFER BN DeleteMe #Y
FRERIMCH SRS | 890 DeleteFileSystem BESXHE RSN R FIMAF (W0
fs-1234567890abcdef0 ) &M,

HENNBERHAZFFEFNRER |, B BRI EHN AWS IKF 7R ; Bt AWS IKP ERA
FIXLERRE, N TXHHERRERRHTETHRENTRESG , 849 AWS K/ LA 5E B SR —HIRER
PRI R IR T

PRIC R IR FERIR

BXREQENARIE Amazon FSx BRIEFIERBRNESFELR , BSRAELEIER R FIRIC R RN
BR. BRMMIE IAM KEE 6 ARZSREIX Amazon FSx BRMNIFENBENESZEE , HSRERARK
L3R EINT BB Amazon FSx R Y5 18] 1 BR o

EH AWS CLI BT XUHR S

BUNERAREETNIREF =R, XTXHRETAIERNAAERMTE  BUUNEE
WATIERE, SEIRBRELEELBIUTEN LZERMEE AWS CLI, BXEZFER , S (AWS
Command Line Interface AAF1EFE) HPHZEMEE.

- AutomaticBackupRetentionDays — X R 4 B zh Z 19 R 8B X ¥

PR BRI 255


https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/cost-alloc-tags.html
https://docs.aws.amazon.com/cli/latest/userguide/installing.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-getting-started.html

FSx &M F Windows 34 R <5 85 49 1L 5 2 Windows F {8/

« DailyAutomaticBackupStartTime — LM 5ES (UTC ) REZFLE S H B Z O ERFF BT
B, BEANMZIEENEBEIFRE 30 24, UNBTESERA4FRMNBRES,

 WeeklyMaintenanceStartTime — ## B BRE —BAHFF RN E. £1 XRREH— , F2 XEEH
=, fRibEH, HERAMNZEERBATTBA 30 24, KNBRTESEEEHZONBRES,

LTI REBR T A fER AWS CLI E# XX HRE,
EHMXMHREN B R DRERK

1. EXRBITEN LT AR SRRIFHL R,
2. BITUAT@S , FXMHRE ID BHRANEHXHREN ID AR BAFZHHRE R

aws fsx update-file-system --file-system-id fs-0123456789abcdef® --windows-
configuration AutomaticBackupRetentionDays=30

EHMNXHRENET HRZHRER

1. EXRIHEN LT AR TRRFHL R,
2. BITUT®T , BXHRSE D BN ENXHRER D, FHRFadE RN e BRI BT E,

aws fsx update-file-system --file-system-id fs-0123456789abcdef@® --windows-
configuration DailyAutomaticBackupStartTime=01:00

BN RENZ 4R

1. EXRMTEN LT HFGCRRTRL IR,
2. BIUTHS , BXHRSE ID BRABXHREMN D, HI5 A R E S0 RIF B E,

aws fsx update-file-system --file-system-id fs-0123456789abcdef® --windows-
configuration WeeklyMaintenanceStartTime=1:01:30

fEF AWS CLI B X RS 256
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BEE0, FFRIANITXEHRERF ENRE

BRT B EHXARENBENBREFAMZI , Amazon iE FSx ERMUTED , St —F R
FRREEXHRETRIRIE

- Amazon R4 FSx EMR X BFLELSHANTHZLREMENER FSx.

« AWS Backup Amazon FSx X4 REMN R R =imMA# AWS RENED B ZRHERT RN —
B4 o

- AP TAEE Windows % F BIZAR R MBUE S 4 B SO B 341 8 B B HA R AR 5k LR ST R AR o

« AWS DataSync Zit XFE/ Amazon FSx X4 REE HIEIHE =N X H R G AT REBERT MR
g,

£

- FRAZORFENEIE.

- FRAEFRIARYENEKIE

- EAITXIEH AWS DataSync

£ F & DRI IERBIR

BT LAUEE E & B X REFRRY FSx EA T Windows File Server B XX 4R 45 LM EIE. Amazon
FSXx NERMESMEZHNGRENEDT, ZAUNFEASAENZOHTEREN. E LR X4
REHRTHPBINEHD, Bt L AWS Backup HEAE AWS BREFROHERE RN —2,
XEROBRAREHTHREREZE., LSHNEAEER,

BNBUEERAXHREMINGANSRAZIZH , FEM AWS Backup ERZ DR R AWS R
%, AWS Backup AFEEBEEEFEME (flwn , — XK, BRXIBAZRX ) MREHNHME AT
o

/8 Amazon FSx , Z19JEF file-system-consistenti i , MEAZEEN ., ENRZOHETECNEH G
REFFENFIEEE , NAERMIRE X4 REM point-in-timetRB, A THRXGREN -3 , T
O E %R Windows F FSx EABEEHIRS (VSS). A THABMA M , T E#F& 4 FSx 176#
130 I 520 3] B2 17 6% AR5 (Amazon S3) Service Fo

ZRRERAZHB FSx F#NERAFBHNZ A IHEELERK , Amazon ZRERZEERD, XEKE
RRFERMBOFEXN XM REHTE. HTEFTEFRE  XFEARE®RRAEIEZROAEN
[EIRER=EC 2%

FERAZ DR EHRE. 257
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EROEBPHEANRRE , 76 /0 TRERXREEEF TR , BEQREF/LVHM. BT VSS RSHE
FTREEZENBEANBTRFEEETERE /0, FHit , IRENITEARBREREEARE , WE
ERt R AJRERE K ( DataWriteOperations ) » AZHMKARAFNNARFHRIEEEW /0 EE
RERIXTE 1/0 5. NARFNBNRENBBREANREMTE , EABATHEEES R,

NENNHRGUEERRH R —MRESEK , ©4FE T Amazon FSx for Windows 3 # AR 55 88 3 #&
MM HRENTHES, Amazon FSx BB EBTREZNBAREMENAER, TLREEFSx &
7. EFZN. NBOPMEXHREERMRZD , £ Amazon RO MIFERE, BTIEE K BEE
EENNHRGRZONERBR  EEERAZBEERONHREABAETHRENKER S,

F&

- FABEEZNH

- ERRAFEIED

« £ Amazon AWS Backup 1 FSx

- EF5l%H

- FROEREHMHERS

- SIEAFEFEN

o« MER=Z 4D

- BHHARND

- B-KFRNEFIZH

- BROEREMMLERS

ERSEB3Z0

BINBERT , Amaz FSx on SN NHREHITEE ARG, XEBHBEIRNELGEHR
SNEVNBEZONBEART. EEFREARMNRN , BINBUENEAXHRENNARFER
—RPIEFEBTHBEZANGERE, RITERVUERETF HRZANZDEER , RANREFEHATXI
HRGHE WAL ERITENEZN.

BHAFRMHLRE—RNE , FAREBH. £ Amazon FSx EHl &R IR XHRER |, BIANEH
BEZ2REHN 30 Ro LS#: FSx API M CLI WRIAMREHI TR, S LURHREHIREN 0 F 90
RZE, HREYIREN 0 (F ) RaXxHEHENEN. MERXHRER , FHEREEE3&D.

EASEEHED 258
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® Note

HREBIREN 0 RERKBEXHREXKZF2BHEMD, RIBENBWEN EREMXEIIGE
RANXHREEREEBEHED

B LAMER AWS CLI siEH — AWS SDKs RER K RENZHEOMZDREHR, £H
UpdateFileSystem APl #4E= update-file-system CLI . BXEZEL , ESH £/
AWS CLI EFI X RS,

/A Important

HESHEIRONREBFPFSHELHRETERNZOBKAMBR. BEREZH , BERT
BEREEXERBANZEH.

ERRAFEZ0

&8I Amazon FSx , BRI LB FHIR M XHRSE. B LAEEA Amazon FSx ###l1&. APl 5 AWS
Command Line Interface (AWS CLI) k31T tIR1E, AP B3I Amazon FSx X#REZ M KIZF &
S, RESERZXEZS , eNATA, BEEHBRTEROHNXHRE , AFBEHZHtER
B, BREFEATDZ FSx 2FA, API % CLI HIBRAFEINE M. EMNKEFTLEL D% 83l
BR FSxo BXEZEE , HSH BBRED.

MREBMGREMBEAXMHREN (FIMEEFFULEDYRAXNHERGLETHE ) B3, WE2DERMHE
AFHHEE ERERE

ETHRUOANXHERGHITAFBINES , ESHA ERAFRESZ M.
£ Amazon AWS Backup L FSx

AWS Backup = — MBI %4 Amazon FSx XU RERRFHEN ML BLFLEN G E, AWS
Backup 2 —M&—MEMDRS , EEMILZFHNAE. E5., IREFMER , FRHEFNIRENE
ite AWS Backup AILAE R R ERE, MEMZT LSS EEPRMDKE, AWS Backup iERH T
— AN LATATIREN B OMIE , NTEL T AWS Z#EE. BIREENXHRSHNRYT

- BENFXEZMDH AWS BiR,
- HXIBFEMD,
® iﬁlﬁﬁ%%mﬁo

ERAFEHES 259


https://docs.aws.amazon.com/fsx/latest/APIReference/API_UpdateFileSystem.html
https://docs.aws.amazon.com/cli/latest/reference/fsx/update-file-system.html
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- B AWS #XHME AWS K/~ S 6 & 15
- BEMARENZEHS. EFMNMEFRED,

AWS Backup £ Amazon BWE & 13 I18E FSx. M AWS Backup #Z &l & 3REXH & 19 5@ Amazon
24 FSx A TR M EEMBERAIN XU RE — RN , URMERNERED, SEENE
T E M Amazon Z 3 HLL , MHIRELH FSx %1 AWS Backup RIEEZ D , TRRAFBINZ MR
EHIRM

WMRIEHER AWS Backup EEX LR , MATLUREHIIEE | PIMTRAVREFRT , AR EB GRS
PR AR EN RS, A, BMEERXHREEMBR G , B4 AWS Backup REFAZE
BV . XA A SARS L A SR B M R

HITHZ D AWS Backup M A AP B EHR , Mt ABF B3I Amazon Z A EH. FSxIET
LATE Amazon FSx ##l&. CLI &1 APl AWS Backup REEMERAHNED. BE , BT EMERE
Amazon FSx ### &, CLI 3 API AWS Backup RN E 4. BHX AWS Backup In{afE A& 17 EH
T O FSx XHRENEZELR |, 5510 (AWS Backup FRARIEE) T8 “EHT D% FSx X4

EHZ0

B LAE A Amazon FSx f¥E— AWS IkF IR B Fh EFIE 5 — AWS X ( BXIFEEIA ) =
B—XBRWEHD ( AWS REBREIR ) . BREEFER— AWS 7 XA HIEBXIFEIAR, EELUER
Amazon FSx 2 #| A= API BIEZRAF BN EZ M EIAR. AWS CLIBIEZRAFBaI& M REIAN , HEHR
USER_INITIATED,

#&3E T A AWS Backup S AWS XS AWS Ik E#1% 4. AWS Backup 2—TZEEEEN
BHEERS , NETRKBENRBOIUTRRM T - NhrEn, EEBEKFER  SUUANFEAZHR
BEES4H QR K PP N A& TR,

BXEZ DAY FEXSERERERIENE. EUUALOHFHEFE S —N AWS XiF , XHE
F AWS X RETER , B SUMNZMPREHRERE S — N AWS XEWATAM, SBHATUER
ZHRBAE XM BREERESIEM AWS XigRE— AWS XK, B AERATD# FSx A%
Amazon APl E@—1 AWS K ( BXE S XEA ) HFEIEZ B EIAR. AWS CLI FSx &3& T LA A
AWS Backup IRERE T RBINTEZDEIAR,

BKFZ2OEIANTHAENE0EHIREKSFNEESAERIETEE, SiERMH THNWHER
PR, BB LEEATESMEREZ G, IEBERNAWS KMS ZHAME. BERKFRBOXERA (F
FOMSANAERFEHE - IMeENRZOEIAKS ) IFE (2N I EKFEFDZ I RENZ
DEIARKS ) .

L) 260


https://docs.aws.amazon.com/aws-backup/latest/devguide/working-with-supported-services.html#working-with-fsx
https://docs.aws.amazon.com/aws-backup/latest/devguide/working-with-supported-services.html#working-with-fsx
https://docs.aws.amazon.com/aws-backup/latest/devguide/cross-region-backup.html
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EaI OB F - AWS Backup AWS Organizations Z#EFREIEBIK - R0 &4, B, RAHNIKS R
PR AWS Organizations BIRE L. BXEH AWS Backup HIEBEK R HEIANEZER | HS
BAWS Backup FF % &R AWS Ik P R BTk 7 6] 2% 19 Bl 4.

=10 B AR &l
ERZGE , FEUAT —LERE :

s NEHFEERIELXEzE, FE (4R ) PE (TE ) AWS XEzE , UKk ( ZERIB)
M AWS GovCloud AWS GovCloud ( £EFES ) KBz BNBEXEHZREIR , EFXEEXRAX
o

o EEMAXET ZHEXEE 584,

o IBALATEEAT AWS XA 4 X 15 R % 12 B Ao

« BREGIVRSSIMA AVAILABLE , REFREHITE S,

- MRRBRHEEES , WEREFHEMER. ZENRROTENTANATHRREAZEATESEREEN
R, MREEHMBRFRZHS , WAEEIXFIR,

s BANKFRZAUE—PER AWS KBRRANEZ B EIRER.

B XEE 0 R AR

BALAER IAM REEFARBRFHRITREDEFIRENNRE, ES5E AWS XEBEUEREXEE %
BA , ERE (1AM B IAM AF ) ARG ERR 4 FERE AWS X,

BRI AR IZRBE R F CopyBackup ZFEHIRENPR, BRI LAERKEN Action FERPIBEZE
1, HEFREEHW Resource FERHPIEERRE , M TENRFEIFI R,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "fsx:CopyBackup",
"Resource": "arn:aws:fsx:*:111111111111:backup/*"
}
]
}
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https://docs.aws.amazon.com/aws-backup/latest/devguide/create-cross-account-backup.html
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BXIAMEEBNESEER , F5H (AM BFERE) 8 1AM FH R SNR.
TRMNEEEN

HEHNEFFESRZMTER B AWS XEHE B AWS 1k R, BIESERARRN KMS ZHAN &
PHRBIAMEBREIARITNE , F— 1 EIFAEREEZDEIA.

HE-RBNREIAZE , B— AWS K/ HE-BERXKEBNMEGRLRFMRIAONEERZD , AIRERE
i ARBBRZXEAAALHEHNZOH E—EXEEAMEEN AWS KMS #4, MRMANFMEETH
2, WEHRESERTE (FFEE ) FHRIZ

BETHRNAEHXHEREED , B30 Bk HEHEH,
MEDERER MRS

R LMERATAZ ORI MRS , NBRIRE S — N XHEREH point-in-timefR &, &7
LAER RS A AWS CLI, SEA—PMRIIXEZH AWS SDKs, FEZHBMEZF X4 REPMFENE S
BIRMXHREAMENNEAMEE, NBOFRENBFESLEEMBINGRST , ZHBEASELHRS
HEIR

NERAFPTUREFREERENXHRSE , TRRERXHRERXER Active Directory B 5 R 1A
XHREH Active Directory B[ , & Z R XHFRSM Active Directory i E1F. B < Active
Directory WEZEE , 55 £ 4 Microsoft Active Directory,

ETRMMEZDEREE FSx B Windows XH RS , BEAHENEREH RS,

(® Note

BRERNHREZNERINEREHERENFHEREMRTXF RS, EAINERHF
RETHEENEEHAE. AXEZREL R EEEREE,

HEOEREFXMHREN , JUERATRAXHRERE :

. TEERR
. BUAED
 VPC

. TAK

. TR

. VPC R4 4
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« Active Directory fit &
« AWS KMS 1n##4A

- SR BHEHITEEE
- BA%LFED

ek 32 Nl =k vi)

BRTEHBIRZHXMHREIN , BETTLABER R Amazon FSx #HI A 8IZAF BN X4 RER
7, MBI,

AP B XHREED

1. 3TFF Amazon FSx #£#|#& , Wit R https://console.aws.amazon.com/fsx/.
2. MEFEEFERT , ERERONXERENE .

3. ERMEDR, ERMUEBERMD.
4

EFANGEZONEES , AZHRE-NEH. FOBMRKZALLEE 256 4 Unicode F
fF,URFER, =8, BFNREKER . +-=_:/

5. EEBIEZND.

Wi, BERUNEBT NHREED. EEMSHEDER €4 , BT Amazon FSx 24| &
FrEE R, AFEINFRMIEEN USER_INITIATED , EIRA N CREATING , EEIZE K
AVAILABLE, BB ZEE , HSR FHAAFBIED.

il BR = 40

AT BAE A Amazon FSx ##|A. CLI 2 API BB REMFMERF B NS EBa&140 , il
THRBATR, ZMIERE AWS Backup ( 22} Backup ) FHAWS &5 , %4 H AWS Backup 24|
A. CLI = APl, MIRE G R —TUKAMBERTIRENERE. BIBRNEGPOPTERERSEMBIER. B
FEHEFRTBEEZEZD , BUNTERRZEZD

M6 (2Ha )

1. $TF Amazon FSx #2#|& , P4k https://console.aws.amazon.com/fsx/o
2. EEHEEFERNENSMERTERRZD

3. ERZOXRPTLEMBRNZH , RAREERRZH.

4, FEHFOMBRZOXFES , BIAZHD ID SERBRNZMD ID — 3.
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5. WIASEHERBRNZ X R SR,
6. IEEMBERED.

B BAFA L2 WRREACKAM B AT TRE,
#A7 K

BFORPEAXGRETERAFHEEZR (MAREATEFHEE ) RBE, FOXNNMFERRTEAF#ES
BURMHRELNBERRE, BEREENHREFRSTHIEAAREEREX  B20EH
BURSATHNTEREHRE. BERIZON , XaBBRZFHEEHOHRE,

RNTREFANICERZD , Amazon TEREKF FSx R EIE. file-system-consistent S R L1246 5
FHBBEAREEES MY | EABRRTHREFREARZBENER, Hit , FOEAEN S K/DATEE
SEX#RELXHEME ZNBIRDNTEER, S E4E0FEREMRATIE AWS Biling 24| Ex
F,EF , & AWS Cost Management Console,

ERAMREREE AWS IKE | URREECHRAEE, Akt , FEIMURNSEHRERERN AWS K
F kg, RE , IRERLASHRNARLN , ERAEBEFIRENTRAQAENKEEE, flw , &
ACHBRENNARFAEHAELNRENRE , REELAKEREE , AEFER MRS FHERZAE
ARFNERAE, BXEZER , 550 (AWS Biling BF#EmR) RHEARAED EifL,.

® Note

BiFEEEEN , FREN I FREEATIBIFTNAREFHEHMEANTETRSBFNE
REgniEn  EXS EFREHAESRXBRNZOBEMERNIL, NREENFETEZN , X4
RENERZENIBOEH , WETBIFUENBEXNDTRATRIGEHEHEE LR SSERK
BRD. XARSHZHEAEBENETNEFERBTESRD . ENEREBNFHIENZHITX
PR RIE,

B —0K A& &% 5

R LAER AWS EEEHIA M AWS CLI B U TSR E — AWS IKFANZ G FHEH TS -1
TKF AWS X8 ( BEXEEIA ) HE-KFANEH AWS X ( KEREIE ) .

EREHAER-K/, ( BXEHXER ) AEH &7

1. #TFF Amazon FSx ##l& , ik https://console.aws.amazon.com/fsx/.

2. ESMERT , ZEZH.
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3. LARFHXRTLEEEHNZN , AEEFEEFHZH.
4. HREWD , HITUTERAE

- EEHRXEINERP  EAREFZHEHIINBEIR AWS X, Brys Al Sy FH AWS X1
( BXEEIAE ) SE— AWS XiF ( KR EIE ) .

o (Hit ) ZREHRE  IRENRZDEHIBEREZH. NREELSR 6 PAREHIIREH
AIRE |, MEEHARBREL.

5. XTFiE , E#F AWS KMS BB ARNZEHIRIZ 10,

6. XNTHEL- Wik, WARNELEFIAMBEEFNZMD, MRELTRPBNRE |, HED
R4 PIEREFIRE | MaEHRERE,

7. EREHZEMD.

EHZOFER—N AWS K R EHRIFTE AWS X,
£/ CLI ER— K/ ( EXEHXERA ) REH &7

£/ copy-backup CLI 555 CopyBackupAPI 4R —1 AWS IKFNEFIRH , TieRE
—N AWS XiFE R E—N AWS X R,

TR M us-east-1 Xii&E#l ID 3 backup-0abc123456789cba7 BI& 13

aws fsx copy-backup \
--source-backup-id backup-0abc123456789cba7 \
--source-region us-east-1

g RE R T & HZ AR,

BT LATE Amazon FSx 2#lA8 LEEZ M , B describe-backups CLI G5 S =
DescribeBackupsAPI BEA RIS NEFZH .

HEMEEETFXHRS
O LAEF AWS BB HA. CLI Ml APl IRMENHREZ M ABEFW MRS , ML TIEMIR,
NEBHERIHERS

1. $TF Amazon FSx #2%|& , P4k https://console.aws.amazon.com/fsx/o

2. HEHAEFERNENSMESPERZND,
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3. EBRZBORPLERENZD , ARERERZND.

XHEMSITANHRECELDS, kOSERENHRECELSHEE , E—TFRINEIEBE
HNE#HARECREALEENR, BR , BLUEREFMEEHD, XKW VPC , LR EMIEENE
fBER, BRIAMBERT , FEERIEEN SSD , BT UEUTRGETHEEZRRN HDD :
s XHREHBRANZSTAXKETAK 2,
- EREAREZELH 2000 GiB,

4. REBOIEH NHRSHNBRIETRES,

5. ERFERZMOIE,

6. BEFEHN Amazon FSx XHRSEFRMIRE , ARERIEXHRE.

Amazon FSx EERIZ— N NXH RS , —BEHIRSE R NAVAILABLE , BRI LLREMFERZ
XHRZET,

£ & F Bl AR P QY B

Microsoft Windows & F&I4<2 Windows X4 RZREEE /N E S REB, BAEFEIAG , AP
PORIRE FEEMNE LN EMBRSIHRE R, HEEBR XA, F6#EE R 7 LAER Windows
PowerShell i S BT HEEIHTRE AR,

FTRAREXHRENBE—RFR  NNEINXHRB BRI REFHEETE. FREXHRES
MBS FRIABESEXHRENZHF,

(® Note
FRINBER T , Windows XHRF RN EAEBREI R, FSx EEARFRIARI XHRE LM
BiE, BXAERLTELR  AEXARGLREZ FEHIN. AXESZER  FSHEE
T EIAREARAFEM TR,

/A Warning
FFRIATRERZD. WRBAETFIL , FRRUERITERRZH,

£
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- EAFTEIRNREREK

REFTEA
B B & B AN 8 A BRI 17 6 A i1 X
REFTRANSAERE

- HIBRS ¥ BI AT X
- WBRE FRIANEFEZE, HRMNAEL TR
- BEEAABHE

e & F Bl ARy R 3R

BRLUAXHGREBAEFRAE , UATRLAFE Windows XA R REERHEENRERHBRE
R RN AR FK, LD FSx EAMEK Windows Server RN B E HIThee. FANTRE
KRGS FRIAE

- BRIENXHERSEE ZBHIMBERIR - Microsoft Windows 1 | — ¥ copy-on-write 5 3&Ri2 &k B EX
HEHSLCRMNEDR , H Bk copy-on-writeSES T RES BB N XM BARERS 1/0 RIT= R
{(=H

- £/ SSD FREHIEEHFLEE D : BT Windows EEFKF I/0 HeEREF £ FEIA , Rt &RME
WA SSD FRHANEFLRNIRESEMHATEABN =, XEHTHRENXHREEEBHAR
F R R 5 Bl A B S BRE R &

« MEFAFHRENETER . MRE/RELTER (FlM, B 64 MEFETFEIR ) REXLTE
FERNNHRGELERAREBFHZE (TBR ) , WAMEBNMAMES RESHBETRFTE L
FHNRTE, XREN Windows FEE FSx NEF BRI AFMEIT —HMERLE. BT Windows EEHELE
P& B RH R HIT copy-on-writeSEz) , HLEAREEXBEIESMN /0 BEHER, FSx EHRK
BREE R D & F BIAN AT AMMMEN TR  EFINRREANE FEIL  RERERALE M
BRXHRSGENIBE FEIA,
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(@ Note
EZTRAXXHRENBEEBESF , FSx Windows REET—HMRE , EREHNE
HNHRF R/ LA 2 ARG RGE LNBREIRFH. —BMRENFENBESXHRS
ETRITHNBEUNHENFREZRAEX, AHLEAREBNAMBIMRESHIER , FA
BUEXHRELRENEFRIEDT 644, HRBUTSRER LN RS ERE 5
o

REF TR

A LA Amazon E XK Windows PowerShell s S E X4 RS LSRN HEE A E H| FSx.
LATF RELR FSx By Windows XH RGN HRE LB ESFEI AN =NEERE :

s REFFREIAEXHRSE LWLUEENRAE#E

e (k) RBUUEXHRE LEHENRAE FRIAE. BRIAER 20,

o (T )REIR , EXYEE FRIANRMER (HMEXR, BEANEA )

BANNHREGHEEIENAR/AUERERS 500 MEFREIA ; BN THETAENERE , RINBWER
ARHRRIEFD T 64 MR FRIE. SRFLERHEE , BRIV T - FRITHERKIANE 7RI,
B , SRR ARFRIRFRHER , RESHR-—IHISIRIBNEFREIE  LEAT IR FEIX
B EB =,

BRIMMEARKIA Amazon FSx REREGSANZHERELEFNEE , BTEARES FEIAEA
ARIATF A M 1T 3o

DB FRIAFHEERAEESM

YIEARE LMY TR MO A TR RAREE, FLEHBIH  AEHTUSS. E
B, SBTARAR XA S AR RERR AL S, AT EUNSE R THE SN TR
R, BRTEN  BIEAEANEREARATEN TR, BESRLAEFRANERZAN
BRE R TSN RS ERER.

BREFEIARE , EUMEERFRIAENHRE LALUEENRAFHE. MIARGNXHREN
10%. MRAFEERMBER M , BATEWEE MRS, REREFADAIRSSIEMERKIAR
FRIANMRLEAFTPEES.
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BU LU FRIAEHIRB N LR ( Set-FsxShadowStorage -Maxsize "UNBOUNDED" ) ., {B
2, TRRBTVREASSBEAEX TRINERXSHRAEMETE. XURLSBTFHIETEUARTHEN
THEAR. IRERETERATFS , BFLERIEZFEIXRRFINT REHERE, BXNE FRIARTFME
BEARBEXNNRLTREHNESR , FSRREE TRIANRAFHEE,

BREFEIARRE , EUMERLFRINERNEREZENE, AXESREE PR EEX FRIAFHE

ZEH,

RERAR T REIAMEHEEE

BRAZFREIAR , BULEEXHRE LEENRAL FRIRKE. RIARFIH 2010, A THEAE

B tth )il > 8 F BIAXY AT A ME ML RER 2@ |, Microsoft B R AR FRIABEEND T 64 . BT
Windows FEEREH I/0 HRERLEF BREIAR , RILRINBWEM SSD P A FELEEMBITAHRT
FERBEN=fF. SEPTRRENAHRERZB R TFRRE EE T RIAEBIAMEREFRZ.

RS WLIUZE 500 NETEIAR, BER , IREEAE FRIAREE FRIAEENXHREF HH
TREFHEZRE (TBER) , WAREBNANBINEEIBR TR LT ERNME, X2
H 7 Windows FEXN & FRIAEMH# T —BHERE. BT Windows EEEL P BRI AN EIRIT
copy-on-write’Ezh , LB ERSIBEIESM 1/0 BELER,

FTRITWIXHFREEN
UTREAYTRIANIHRARN,

- BREXHRELTMERBHMERELUFRZ TEAFHER, TE# FSx REHME Windows
Server RN F FRIAINEE, MBIt L# | Microsoft WindowsfE | —# copy-on-write 73%3K18
XERWMEFEF LRI ER |, It copy-on-writelE 3 & 2 7] LA 4 =1/0 operations for every
file write operation. If Windows is unable to keep up with the incoming rate of I/O operations per
second, it can cause all shadow copies to be deleted because it can no longer maintain the shadow
copies via copy-on-write. Therefore, it is important that you provision sufficient 1/0 performance
capacity for your workload needs on your file system (both the throughput capacity dimension that
determines the file server I/0O performance, and the storage type and capacity that determine the
storage I/OMEE ) o

- RIMNBERNEAEEASEAIANEREESR SSD ##m T2 HDD FHHXHRE , AR
Windows £# B EIZTHFEMN /O MeEER , MEABEEZFHEN 110 RERHENMESTERIK,

s RTHRENRAE FRIRNEHEN , ENXHREENEDE 320 MB WA ZEE ( MaxSpace ) o
flan |, MREAEFRIASE T 5 GB MaxSpace , MBRT 5 GB MaxSpace 24\ , B X HREN
A ZEDAE 320 MB K AT A ZE (A,
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/A Warning
BEXFEHITN , FAREIBREIZRITNSITEERENRELNFTERELTE

Ho BRZEMIT XHRELTEZRARSHLZHEFEH. BEXREEEBELE FEFITXINE
B, BZHtR B ENE FREIAITX.

3 JRB AN ST M ST AR

FEIERY Amazon FSx XMHRG LBBSBREIARG |, B AP 7 BURIE R E 8 AN 3R 5 30 R I SERTAR
A, FHRE S RREY S

AP AER % A Windows X4 R REERAE R XM ERBIABINRE, EEERXH , BFEF
BERFENXH  REMNETX (ARED ) REPEFRERTARA,
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—

3 items

Share

0| A [ = | July-2019

View

v |J| s This PC » share M\\fs-

7 Quick access

B Desktop
|i5'| Documents
* Downloads

| Pictures

[ July-2019

3 This PC

;' 3D Objects
= Con

B Desktop
|i5'| Documents
‘ Downloads
J‘l Music

| Pictures

H Videos

% % N %

= Local Disk (C:)

== chare (\\fs-

|J| Documents
|| July-2019

M test

L]

L

Fa

Mame

=] staff-minutes07092019

= staff-minutes(
|j staff-minutes(

o

Date modified Type

73072019 1:57 PM Text Document

ent
Open

ent
Print
Edit
Share
Open with >

Restore previous Te}rsions
"

S5end to p

Cut
Copy

Create shortcut
Delete

Rename

1 itern selected 1.19 KB

Properties

» Docurnents = July-2019

Size

2KB
2KB
2KB

ARG, AP R AT LA SERIAMRAS 5 2k Fh & & MIE SR EA BT A MR AS o
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General Securty Details Previous Versions

Previous versions come from shadow copies, which

e are saved automatically to your computer’s hard disk.
File versions:
Mame Date mu:u:lxi"r'iecl
~ Today (2)
| staff-minutes07202019 7/30/2019 1:52 PM
=| staff-minutes07202019 T/30/2019 1:30 PM

QK Cancel

B B %21 Bl A6 F RRUIAF 6 A 1T X

BABMERARANE FRIAFENITR , EXHFRE LREBRER FRIR, MUANE %EHJZKT?'{%'LXI_ S
FTRLBRZHRENMARETFHRTEN 10%. IREENMXHRENFERE N2 BN 75
ZIKT?ﬁ%‘;TéJ«/@éMHﬁiEjJHO

MINTTRIE UTC EEA—. A=, A=, BEMEAR LS 7:00 MHF 12:00 BFIREE FEIA
REF T B AN FREBIRRINE 5

1. EEIEENXHREERFMEEEDN Windows TH&E LA,

2. LUXHRABEERAKIMN BB ES Windows ITEXHI, £ AWS Managed Microsoft AD |
ZHERAWS BIX FSx BB R, EETEEN Mlcrosoft ADH | ZARBEBERREELLE
XHURGHIEENEENERH, BXELEE , BZHALSH EC2 AFREEPHNERZIEHN
Windows &4,
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3. HRAUTHSREBRINNE FFMHE, FSxFileSystem-Remote-PowerShell-Endpoint#
BRABEENHRESM Windows T2 PowerShell iis s, BAILAETL D# FSx #4A. XHXR
SFMEEREN ‘MEMEZ2” # 9 DescribeFileSystem API /R R A % | Windows
T2 PowerShell £imT =,

PS C:\Users\delegateadmin> Invoke-Command -ComputerName FSxFileSystem-Remote-
PowerShell-Endpoint -ConfigurationName FSxRemoteAdmin -scriptblock {Set-
FsxShadowStorage -Default}

R ERERSATREELL,

FSx Shadow Storage Configuration

AllocatedSpace UsedSpace MaxSpace MaxShadowCopyNumber

0 0 10737418240 20

REMIANE FEHIITR

1. EEIEENXHREEFMBEEN Windows THERHA,

2. LUXHREEBRARRMNEHE S Windows iTE A, £H AWS Managed Microsoft AD
ZERAWS BN FSx BB R, EEHITEEMN Microsoft AD b | ZARBEERRRELLE
XHREHIEENEENEEA, BXELELE  BSRT D% EC2 A EEPIEREZREY
Windows 3£4,

3. HERANATHTRERUNZFESITL,

PS C:\Users\delegateadmin> Invoke-Command -ComputerName FSxFileSystem-Remote-
PowerShell-Endpoint -ConfigurationName FSxRemoteAdmin -scriptblock {Set-
FsxShadowCopySchedule -Default}

REMN2E RIERENIRIATR.

FSx Shadow Copy Schedule

Start Time Days of week WeeksInterval
2019-07-16T07:00:00+00:00 Monday, Tuesday,Wednesday, Thursday, Friday 1
2019-07-16T12:00:00+00:00 Monday, Tuesday,Wednesday, Thursday, Friday 1
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BETREMETANRAELHTEHITY  BSHR ALY TR,
REXTRIANBAFHE

BALAfEASet -FsxShadowStorage HE X PowerShell (5 5 E LB FBIAREXHRE ETTLUHRE
WERAFHE. BALERA -Maxsize & -Default SHIEEF FRIATEAINHZE AR D, £H
Default AL R ABERENXHREEMBEN 10%. BTFEER— N SHIBE -Maxsize M -
Default ¥,

£ -Maxsize , BAILURIN T AR E L& FRIARZM -

o LLFEFIRNBAL : Set-FsxShadowStorage -Maxsize 2500000000

« UFFH. KFV., FRFTHHMEMREN : Set-FsxShadowStorage -Maxsize
(2500MB) = Set-FsxShadowStorage -Maxsize (2.5GB)

- HEEMZERIMNE DL : Set-FsxShadowStorage -Maxsize "20%"
« REBERAELR : Set-FsxShadowStorage -Maxsize "UNBOUNDED"

£/ -Default B FEERENKSEANXMHREMN 10% : Set-FsxShadowStorage -
Default, ETHREXREARINETNEZEE , FSREESY FaIAFEHRINEEANITR,

# FSx AT Windows WX HIRSHEXHRE LIRESEEIANTFHE

1. UXHREEEAEARANAFNSMEEISENXHREEENEEENITEXS, £F
AWS Managed Microsoft AD , Z4ARAWS R FSXEE R, £BHITEEM Microsoft AD F , 1%
HAREEEAIRELUBNARENEENBEENEREA, BXELER , BSHL % EC2
AP EREPHEESIZEN Windows 3E8l,

2. TEitELHIE PowerShell 377 Windows &M,

3. FAUTHSESLR Amazon FSx XH R4 LT FFm#E PowerShell £if, FSxFileSystem-
Remote-PowerShell-EndpointB AN EEEN X4 RS Windows 1=FE PowerShell
mR. BAIZEL S FSx #HlE. XU4RZFABEREN ‘NENLL” HoH
DescribeFileSystem API #/ERI IR % 2| Windows F2 PowerShell &% =

PS C:\Users\delegateadmin> enter-pssession -computername FSxFileSystem-Remote-
PowerShell-Endpoint -configurationname fsxremoteadmin

4. ERUTHTRIEXHRE LREEKEES T EIARFMH,

[fs-1234567890abcefl2]: PS>Get-FsxShadowStorage
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No Fsx Shadow Storage Configured

5. f£M -Default BRI FHFHEEBRENEN 10% , AREALFRIFHEREN 20,

[fs-1234567890abcefl12]: PS>Set-FsxShadowStorage -Default
FSx Shadow Storage Configuration

AllocatedSpace UsedSpace MaxSpace MaxShadowCopyNumber

0 @ 32530536858 20

A LAEEEAT -MaxShadowCopyNumber ¥y Set-FSxShadowStorage a5 3KBR &I X R4
ERFNBRAREFEIARE , BULIEE—MNTF 1-500 2 BIME, BIE Microsoft XI5E3) TEARMNE
W, A FRITBEIANRERN 20 1,

EE TRIAF#ZN

EXHRGEHIETZE PowerShell 217 , B LAEAGet-FsxShadowStoragem T EEXHRE L
BEREALTERENTFHE, BXEXHRSE LEFZERE PowerShell 2iEMNIREA , S Amazon
FSx CLI AT PowerShell,

[fs-1234567890abcefl2]: PS>PS>Get-fsxshadowstorage
FSx Shadow Storage Configuration

AllocatedSpace UsedSpace MaxSpace MaxShadowCopyNumber

0 0 10737418240 20

MHSERYFEMEE  WTAR

« AllocatedSpace - X RS L LD EBAF FRIZANEME (LETTREN ) . ZEHHER 0,
« UsedSpace - EFEIXSHIFERANGFHEE (UFTREN ) . ZEDHA 0.

* MaxSpace - ¥ FFHABAINBEAERE (UFT RN ), XREMEH Set-
FsxShadowStorage S A E FEIRFHIZRENE,

« MaxShadowCopyNumber - X4 REAUBMENRAZ FRIAZE , 1T 1-500 Z[E,

¥ UsedSpace RERIBENHZ A FRIXNFME (MaxSpace) R FRIFABXEHEN R AE 77
¥ (MaxShadowCopyNumber) B , BRIEN T —IMNEFRIRNHERESENE TR, IRETE

EEE FRIAEFHZAE 275
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EERENETRAL  FREEBESFEANTFRZR A BREECBNFERZRARFEENE 7R, MR
BREBREZZE , TURBRIAEE FRIARBNE FRIAFERNBEAFRE.

® Note
B SFHOEEFRIAN , ENaEALRENE FRIATFHEENFHRT. BEAIEN
K& MEERENEZEmMERK | HF A CloudWatch FreeStorageCapacityis#rrrE REI T
AEf#Ez=R , EERENRABTEIRTFME (MaxSpace )

BB ENE TR

FFRIAITXIER Microsoft Windows BV ITRIES AR BFRIEEMET B ERE FRIAR, FFEIARIT
AL EZ AR , NENITHIRHTHEeNREYE, B-—NEREFE - FEIANITR. el
FTRIRUTRZ8 , BALRES T B A7,

MRS EIETT Set-FsxShadowCopySchedule ¢ , 2SBEFIENENE FREIARITR, R
BHEPIFRITENA T UTC BFX |, NERTEAEA Windows B XH] -Timezoneld itWh % 228 E
X, tEEF Windows BFXFI&K |, &S H Microsoft B ER AR X XATRIE Windows Ga SR RF &
TUTES : tzutil /1., ETHEX Windows EEMEAB/NELEEL , i5ZH Microsoft Windows
FRAGPOLXEPNES LR,

SR LAER -Default BMIRERERINNE FRIRITR. ETHESEE , BEALREL FEIE
158 A RRIA T2 6 A0 i X1

BB E L RIS

1. BlE—4A Windows it XIESAEEE , UENEFRIAITRPIEE FRIARMTE, FEARMITTEN
PowerShell LE A #new-scheduledTaskTriggeréi $RiRE S MR K 25,

AT RAIGIRT —PAELRFEARITY , HitHE UTC 8A—ZEE LS 6:00 FITFF 6:00 2
HTEIA, BIEEIHLRM Windows HEUMESMEBHEENK | BB T HLH
UTC,

PS C:\Users\delegateadmin> $triggerl = new-scheduledTaskTrigger -weekly -DaysOfWeek
Monday, Tuesday,Wednesday, Thursday,Friday -at 06:00
PS C:\Users\delegateadmin> $trigger2 = new-scheduledTaskTrigger -weekly -DaysOfWeek
Monday, Tuesday,Wednesday, Thursday,Friday -at 18:00
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2. f#M invoke-command J21T scriptblock @i, ZmSRHEE—NHIZA | SN R 6
EM new-scheduledTaskTrigger EXREF FRIARITX, FSxFileSystem-Remote-
PowerShell-Endpoint &N BEEEMN XHREHN Windows IZFE PowerShell iR, HAILATE
T FSx 2HA. X4REZFMEEREN ‘MEMELL” 35 DescribeFileSystem API
BN I R R E Wlndows L2 PowerShell &1 &,

PS C:\Users\delegateadmin> invoke-command -ComputerName FSxFileSystem-Remote-
PowerShell-Endpoint -ConfigurationName FSxRemoteAdmin -scriptblock {

3. E>>EBRFTHWALTIT, £ set-fsxshadowcopyschedule iR EE FRIAITH.

>> set-fsxshadowcopyschedule -scheduledtasktriggers $Using:triggerl,$Using:trigger2
-Confirm:$false }

e B B RIEE X RE LR BN FRIAITRI.

FSx Shadow Copy Schedule

Start Time: : 2019-07-16T06:00:00+00:00

Days of Week : Monday, Tuesday,Wednesday, Thursday, Friday
WeeksInterval : 1

PSComputerName : fs-0123456789abcdefl

Runspaceld : 12345678-90ab-cdef-1234-567890abcdel
Start Time: : 2019-07-16T18:00:00+00:00
Days of Week : Monday, Tuesday,Wednesday, Thursday, Friday

WeeksInterval : 1
PSComputerName : fs-0123456789abcdefl
Runspaceld : 12345678-90ab-cdef-1234-567890abcdef

EEE TR TR

EEEVHRELMENSSE SRR , i%’(j‘:jl#%v;uﬂﬁ‘_&é PowerShell iFH & AL TS,
RENHRE L B3TiE PowerShell £1FM %A |, 5SS Amazon FSx CLI A F PowerShell,

[fs-0123456789abcdef1]PS> Get-FsxShadowCopySchedule
FSx Shadow Copy Schedule

Start Time Days of week WeeksInterval
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2019-07-16T07:00:00+00:00 Monday, Tuesday,Wednesday, Thursday, Friday 1

2019-07-16T12:00:00+00:00 Monday, Tuesday,Wednesday, Thursday, Friday 1
B/ =

BB FRIA

EFHUESEEIAR  BFEXHRSENIZES PowerShell FHRHM AL TGS, EXEXERELEH
12 PowerShell £iEM % ER |, 5S4 Amazon FSx CLI A F PowerShell,

[fs-0123456789abcdef1]PS>New-FsxShadowCopy

Shadow Copy {ABCDEF12-3456-7890-ABCD-EF1234567890} taken successfully

BERUEZ RN

EBEEVHRELNINESTRAIRE 1EEI1¢%VJLE’JJLE&% PowerShell iIfFH#H AL TS, BXE
XHZR%5 EB3hntE PowerShell 21EMW B |, 555 Amazon FSx CLI i F PowerShell,

[fs-0123456789abcdefl]PS>Get-FsxShadowCopies
FSx Shadow Copies: 2 total

Shadow Copy ID Creation Time

{ABCDEF12-3456-7890-ABCD-EF1234567890} 6/17/2019 7:11:09 AM
{FEDCBA21-6543-0987-0987-EF3214567892} 6/19/2019 11:24:19 AM

il B & @il A<

BE LAE X RS K IZFE PowerShell £1F# £ AlRemove-FsxShadowCopies@ SHIBR XM RS+
H—NBEZ N NEEFER. BREXHRE LS3IERE PowerShell 2FMEA , ST Amazon
FSx CLI AT PowerShell,

ERANUTBIET 2 —EEER RO FRIA

* -Oldest MIRFENF FRIAE
- -All BIBRFAEIBZ FEIA
« -ShadowCopyId i% ID MiBR4S ERFE FEIZ,
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BHALXERA —NEWTH®RI RERIEEENRNEE AR, BESNEXEIX IDs , REIE

ZCh

ETTHNEBLEAR D, MaREHR.
EMBRXARE LRIBNBEEIL , BEXHRSENIZE PowerShell 2 ERH AN TG T,

[fs-0123456789abcdefl]PS>Remove-FsxShadowCopies -0Oldest

Confirm

Are you sure you want to perform this action?

Performing the operation "Remove-FSxShadowCopies" on target "Removing oldest shadow
copy".

[Y] Yes [A] Yes to All [N] No [L] No to All [?] Help (Default is "Y": Y

Shadow Copy {ABCDEF12-3456-7890-ABCD-EF12345678903} deleted

ENBRXHRE LB ESE AR , BEXHRENZES PowerShell EHRRA L TS,

[fs-0123456789abcdef1]PS>Remove-FsxShadowCopies -ShadowCopyId "{ABCDEF12-3456-7890-

ABCD-EF1234567890}"

Are you sure you want to perform this action?

Performing the operation "Remove-FSxShadowCopies" on target "Removing shadow copy
{ABCDEF12-3456-7890-ABCD-EF1234567890}" .

[Y] Yes [A] Yes to All [N] No [L] No to All [?] Help (Default is "Y":>Y

Shadow Copy \\AMZNFSXABCDE123\root\cimv2:Wind32_ShadowCopy.ID{ABCDEF12-3456-7890-ABCD-
EF1234567890}".ID deleted.

EENHREHHEBR—EHENKIBE FEIAX , B -MaxShadowCopyNumber SR EH AL ERZF
WATZEE TR, B2 , kAEXREEART I FRITNRBET 24N , BNRSEN B3I
LR FEIA, EI1¢¥VJLE’J‘_&é PowerShell FH AL TS,

[fs-1234567890abcefl2]: PS>Get-fsxshadowstorage
FSx Shadow Storage Configuration

AllocatedSpace UsedSpace MaxSpace MaxShadowCopyNumber

556679168 21659648 10737418240 50

[fs-1234567890abcefl12]: PS>Set-FsxShadowStorage -MaxShadowCopyNumber 5

Validation

You have 50 shadow copies. Older versions of shadow copies will be deleted, keeping 5
latest shadow copies on your file system.

Do you want to continue?

[Y] Yes [N] No [?] Help (default is "N"): y

FSx Shadow Storage Configuration
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AllocatedSpace UsedSpace MaxSpace MaxShadowCopyNumber

556679168 21659648 10737418240 5

il BR 2 F Bl A 1T X

ERBRIHRELEMBENEREF TR , BEXHREHWIZES PowerShell FHRMANLTHR. BAX
EXHRE L B3EiE PowerShell 215 EEE | 555 Amazon FSx CLI FiF PowerShell,

[fs-0123456789abcdef1]PS>Remove-FsxShadowCopySchedule

Confirm
Are you sure you want to perform this action?
Performing the operation "Remove-FsxShadowCopySchedule" on target "Removing FSx Shadow

Copy Schedule".
[Y] Yes [A] Yes to All [N] No [L] No to All [?] Help (Default is "Y"): Y
[fs-0123456789abcdef1]PS>

MR F Bl AN PR, TTRIMAREE FREIA

BUUMBRE FRIAERE (2EMAUANE FEIAR ) MR TR, B, SRR HRE L
B F BIAFM A,

A, BEXHRENIEE S PowerShellif 4 AZRemove-FsxShadowStoraged . AXEX
HR % LEFIETE PowerShell 2EFRREA |, ES ¥ Amazon FSx CLI FiF PowerShell,

[fs-0123456789abcdefl]PS>Remove-FsxShadowStorage

Confirm

Are you sure you want to perform this action?

Performing the operation "Remove-FsxShadowStorage" on target "Removing all Shadow
Copies, Shadow Copy Schedule, and Shadow Storage".

[Y] Yes [A] Yes to All [N] No [L] No to All [?] Help (Default is "Y": Y

FSx Shadow Storage Configuration

Removing Shadow Copy Schedule

Removing Shadow Copies

All shadow copies removed.

Removing Shadow Storage
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Shadow Storage removed successfully.

TERAAAEE
BYRAZKREABANEEREERS | #ENT B2

£
- RENBFEIFTEX
- BAENSBEEIAMEKRT
TAEERIEERREFH RS L0 Amazon FSx &5 RIEFEIA

REPNESLRIEAER

HUTE—BRT , RENBZRITHBMER
« MREH 500 MEFEAE , WLTRABREESBENRRFEEZBNM , T - NEXELEHLE
MR FHEREIR,

- MRZFIEENZABERAERE , T —IMESEELFER - IHSIRENELER , AESR
MEREERDT 500 1

XANERBRTETN. MRENEFARIENEHZATR , HERENSEHEFEEEME,
RFTANSRRTHEKXRT

XHRGEN 110 HERETE (fin , RNEERANRELEMR. HDD FHZAEAXTRABESREF
HAETRRE ) ATeee S Windows Server BIBRFIESEEIR , ERELXEEATA /0 HEERE4H
RN, BERUTERIL, HBIPLLHI R

- MREFEANEVEFE , FEALDE FSx EH A5 HIL S FSx API tREIE A SSD #i&. &
XEZER , B EENHRGFHRE,

« FXHRGEHFLEE N E MBI TR TR =6,

- RTEENRAERAAXRFHEN K ENBRENHREEDHE 320 MB WA AZEE,

« EFI XA REA T ZRRESH RS EIA

BREZER  BSR EFRIFTNNHREEN.
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TR BRIE [R5 E# B XA RS £ Amazon FSx &5 RIS R EIA

KRR ZHNITH. Amazon ERIIMENXHRE L FSx EREREIFRS , HEEEENER
TRAAFFRSEERNHZD

fF it X & %l AWS DataSync

& LA R HEE HA AWS DataSync ¥ for Window FSx s X RE BN HREEHIBE N XHFR
. WHEREEATXHENNBEXEHE, ETHESES , HSHEA AWS DataSync FIAE X HIE
¥ % FSx for Windows File ServerZ&1g§RMAWS DataSync Fi P8R AWS Z % R3S 2 18] B iz 1%
o
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https://docs.aws.amazon.com/datasync/latest/userguide/how-datasync-works.html#in-cloud-transfer
https://docs.aws.amazon.com/datasync/latest/userguide/how-datasync-works.html#in-cloud-transfer
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¥¥ FSx for Windows File Server 5 Microsoft SQL Server &
S

= A% ( HA ) Microsoft SQL Server BE IBFE Windows FRFEFAMELBER (WSFC ) BN
MEEETRLE , SN REUUGRAZXHEE, BAILUBIHEP SRR FSx for Windows File
Server fEA SR AM ( HA ) Microsoft SQL Server B HZZM . AEEIHRTBEXHNEFE#FAE
SMB X#HHZE L,

® Note
B &l , Amazon FSx X Microsoft SQL Server IFI ( BIBt X#H-#0#81E ) ThEE,

SQL Server ZW M SSD 7, SSD FTHMERERS. NIERKHEBN TEAEMRIT , 2HEHK
B

BXEMA Amazon FSx BB SQL Server 8 AT AU HENE X ENMAENELR , i5S 5 AWS Storage
BELWUATXXE

 Simplify your Microsoft SQL Server high availability deployments using Amazon FSx for Windows
File Server

» Optimizing cost for your high availability SQL Server deployments on AWS

» Simplify SQL Server Always On deployments with AWS Launch Wizard and Amazon FSx

£ Amazon FSx 43 SQL Server 5&3h #3E S04

Microsoft SQL Server AJLAE A SMB XHHEERNENRBE XM N FHIETH1TEE, Amazon FSx
KM, BYIZHFFETH (CA) XHHZ , 71 SQL Server BIEEREREFMH, XEXHHRE
ERNEERNEMBRIEAZEXHHRIENNARESF (W0 SQL Server ) Mikit. BAREBAUELETMAK 2 X
HRELBIE CARE , BXTFE SQL Server FE , TREB N HA , BEEEZTARNXHRSE
R CAHE,

£ Amazon FSx 432 SQL Server 5&E3h #3E X4 283


https://aws.amazon.com/blogs/storage/simplify-your-microsoft-sql-server-high-availability-deployments-using-amazon-fsx-for-windows-file-server/
https://aws.amazon.com/blogs/storage/simplify-your-microsoft-sql-server-high-availability-deployments-using-amazon-fsx-for-windows-file-server/
https://aws.amazon.com/blogs/storage/optimizing-cost-for-your-high-availability-sql-server-deployments-on-aws/
https://aws.amazon.com/blogs/storage/simplify-sql-server-always-on-deployments-with-the-aws-launch-wizard-and-amazon-fsx/
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HEBFEZTANHRE

& LATE PowerShell EERAERTZEEEH Amazon FSx CLI 812 CA HE, ENEZEENFE
AAMNHEE | EEA New-FSxSmbShare ¥ -ContinuouslyAvailable #&IWHRENRN $True. Hx
FZEE , BSR EFETH (CA) HE,

BtiE SMB EATiRE

W HERBEE R, ZUARKNABEBNAMENMETESH /O EF , BEE 30 ¥WHE
F. &8 SQL Server RAEFXBMRIRENBRBREARAEMTRE , EABRRTEEES X,

A LUAR SMB EFIREESEEN , MAREHNNARFEBENZSTARXARGRNER, &
ABYEHRNHRENEFEHENRNANARFERAREBREANTH , XEEHEHRBEBNK
MEBRE

£ Amazon FSx E8 SMB X4+ = 0LiiE

Windows Server A B BHENRBEEAPE SMB MR ENIEREF EB T RMHPE, LIEXXHHR
EASELER#TERETE#ZTERESR., Amazon FSx X4 RS A AE Windows RSB A MERE
BHIEN SMB XHHZE WAL,
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FINE X FE T E Amazon FSx

Amazon FSx for Windows File Server BYIhgE, MHeEMBAM BB EREN W NAEFERE
F# 2 Amazon Web Services Cloud. JFZ<#t Microsoft Windows File Server 17 1X# % FSx for
Windows File Server R SIEUA T ASLSE :

1. FXHFERE FSx for Windows File Server, B XEZEER |, F5H NIUA XHF#EITEE FSx for
Windows File Server,

2. X HHEZRBETHE FSx for Windows File Server, BEXEZEER |, TS0 At XHFHEEE
F# 2 Amazon FSx.

3. [FIMER DNS BFXEHN Amazon FSx X R 4K DNS 3l&. BEXxEZEE |, 5505 DNS 7
£ 5 Amazon FSx ><Bx,

4. E)$% 3| FSx for Windows File Server, BEXEZEER , S R [HE/EZ$EE] Amazon FSx for
Windows File Server,

BRXEZABTEBNSENEMAEE , BSEUTENDBD .
FHT

. A XHFM#E TR FSx for Windows File Server

o A A H E L E T B R Amazon FSx

o JFA&#h DNS BEE X # 2 FSx for Windows File Server

o JFR/EZI$EZ] Amazon FSx for Windows File Server

I A 17 1 R FSx for Windows File Server

BN A 4T R FSx for Windows File Server , BATEWAE A AWS DataSync , X2 —HMELHK
RS , EEMGL. BaRTHMES AWS FHBRS2BEH AEREMNTFE, DataSync i@

N BEBM = Direct Connect EFIEIE, ERA—TMELREERRS , DataSync EX F TEE RN AE
F. FRHMASEREMEE, BXEZEEL , B5H £H AWS DataSync A X ERB E| FSx

for Windows File Server,

A |, & LAER Robust File Copy ( X & Robocopy ) f#RA R , X2 — &M T Microsoft
Windows M@ S1TEH R4 EFlGwE. BXUNMAER Robocopy X4 F#ERBZEI FSx for
Windows File Server BJi¥ 403372 , {5 £ 5 Robocopy FEA X4 EE 2 FSx for Windows File
Server,

fF 3L 174518 B FSx for Windows File Server 285
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S A 11T 3 FSx for Windows File Server B GR{E52i%

ER A RE IR N KEBHIR IR E FSx for Windows File Server , BEAEE T ESESR ( SSD ) 64
By Amazon FSx X% %, T TRE , MREHAEERSES ( HDD ) 174%H Amazon FSx X RS
EREEENMARFNMBALR , JNBIERZE HDD F#.

BERHFENER SSD 78 Amazon FSx X4 RSB E HDD 7 , AIMITUATER, (FE
E ,HDD XHRENFHBEEDL N 2TB , NBERERNTEERNFHREE. )

1. %10 SSD XHRE%. AXESFEE , B2 IEASEHE D
2. MZFHEREIER HDD FRNNHRLS. BXREZER , B5H N2 HEEREH MRS,

£ AWS DataSync A X4 F FSx for Windows File Server

FATEWAEERA AWS DataSync #£ FSx for Windows File Server X # R & 2 RIf& i ##E, DataSync 2
—MBIEERRS , TR, BIRMITHMREER R FERSES AWS FERS 2 RBEY ERM
Direct Connect Bz M E HI%#E. DataSync AILAMZ RSB XHRERFEUAR TR |, flw , FAEX.
et 18] B R 177 (8] A BR o

DataSync X#FE &I NTFS 15 E#ZHIFI&K (ACL) , EXFEFIXHFIHEHES (BFHHR NTFS RE
mEEHESIER , SACL ) , EEAREARXLERFEEREFAFZRBEXFNFIT AT,

& T LAfE A DataSync £ A FSx for Windows File Server SR 4t 2 A& S 4F | LAl LU EIERS
HE S — AWS X5 5 AWS IKF I X HRSG. ZEALAER DataSync & FSx for Windows File
Server XHRGMITHMES . fl0 , BAURITRAMBETE. EHERS AR THEARNHIE
D RIZIT R E AR BTFERF FRE,

£ AWS DataSync # , FSx for Windows File Server BJ{i& 2 FSx for Windows File Server i =
A LAE FSx for Windows File Server WU BEMEM X HRENWMNE 2 BAERMX 4, BXEZERE | &
2% (AWS DataSync FAF{sm) RHFERAMVE,

DataSync £ A iRS525 8 23R ( SMB ) #MX KGR FSx for Windows File Server, &R &TE AWS
DataSync # &&= AWS CLI HEE R A - & MZBREH TS 0RIE,

FRF M

ERHBIBIEBE Amazon FSx for Windows File Server iR , EEEHE# 2 DataSync BRI AR 35
ML, BETHESZER , 521 (AWS DataSync A 1EREE) H# DataSync 3K,
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https://docs.aws.amazon.com/datasync/latest/userguide/working-with-locations.html
https://docs.aws.amazon.com/datasync/latest/userguide/requirements.html
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MRBRAITARERBEIBHEBRSR TSN, RINBWEHAER SSD F#KEH Amazon FSx X
HRE, XRENA DataSync FFFRAFNHFTHIE , XAERHER HDD XHRSEWHE IOPS R
@, NSRBI FENEAKMP R EREMR, BXESELR , F5H  BUEXHE#EIEE

FSx for Windows File Server B Ex{£3E 8

MBEHNBEEFTERPXHAR , XHHABTIT , RELHWATAME TR KX FEA DataSync £
ACHFEMT R  NETLER#EODY BRANERELH. BXEZEER , 5 : How to accelerate

your data transfers with AWS DataSync scale out architectures.

A BAMER FSx M REER MR A REHVREE 1/0 FIA =,
£/ DataSync EB X HHEAR LR

E£E A DataSync FXHNRUBERMEIBEHRMLE , FHRITUATEERSR

- EENHEFTHARBERE , REEE.
- SIRARERNBFRUE,

- BIBEABEES

- BITRES  RXHENRERE B AR,

BT RN I B AN i ST R & 5 B FSx for Windows File Server , 25 (AWS DataSync
AFEE) PNETEENEMI AWS 2aEmEdE. 71 SMB I EMS Amazon FSx for
Windows File Server 8|22 &,

E 7 BN X NIE T is XX RS LM E FSx for Windows File Server , 2% (AWS DataSync
AFERE) PHFENREIERN Amazon EC2 3£4l,

EF Amazon FSx XHZR 42 EiE#

AJLAfE A DataSync EH N Amazon FSx X RG2 RIEBHE, IREEENITEABMNINEXH
REBEEETAERENFT XGRS (PN ETAXEERESTAREE ) , X&RE/E, Lt
4\, A LAE A DataSync ER AN XHRE 2 H 2B TEARK.

T REBI RN ROIBER
1. WIRM B X4 R0 DataSync (U E, HEE , IRA B irA0E TE—1 Active
Directory (AD ) i , i FEZ BB ZRXAMER AD FEX R,

2. B3 31517 DataSync 155 , FHBENFRLERMEBRULE. ALUFZESERN —RMEXHIZE
17, AL ZESRENREEN TR BZIET.

f# A AWS DataSync IE#& X 287


https://aws.amazon.com/blogs/storage/how-to-accelerate-your-data-transfers-with-aws-datasync-scale-out-architectures/
https://aws.amazon.com/blogs/storage/how-to-accelerate-your-data-transfers-with-aws-datasync-scale-out-architectures/
https://docs.aws.amazon.com/datasync/latest/userguide/how-datasync-works.html#onprem-aws
https://docs.aws.amazon.com/datasync/latest/userguide/create-smb-location.html
https://docs.aws.amazon.com/datasync/latest/userguide/create-fsx-location.html
https://docs.aws.amazon.com/datasync/latest/userguide/create-fsx-location.html
https://docs.aws.amazon.com/datasync/latest/userguide/deploy-agents.html#ec2-deploy-agent
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. AFHUWERE , BEMXHEREPFHBEEFREX4RENEHREIR, B8 ZEEENEER
XHRE LWEABENEN I XU EF T TR ZES. AE , TUEEE B R RS HMBRIR
XHRE,

EMNEFXHREEIB 2 , AMENRIEEDERN ARG ENHAIBIR, X, AR
RS EPMERAE |, FiREIHEE DataSync iR,

NT EmARE M EEZNE , ATMRENEIT DataSync 55 , FAIBSBEMNR X4 REBEB RN
HRG, FLEERIRXHRENRER , TABITRE—RESEH , UESBFILREURFENR
R EfEE | RIS EEE B R4 RE,

AJLUFF DataSync ASBMENRNER LB FHEIT , U UEEN TENHBRELRE, MRHAITET
ZMES  REBEIRBAIBE  X2FERA.

ALEBRXHRS LB SR RSH DNS H£FHHERY DNS 3l&, X8 | R LimA S MR
R o] AR SR R SCAF RSB DNS BTG R X EHE. BXANAIRE DNS BIBWESEE |, FF5
7 : £/ DNS 58 15 B iz,

EHATXMRBENIRE , BITERVEITUTRE

- ZHIR , BEETAXHRERZHN. SEAELEFEM Data Deduplication fEilk, BAME , W
R Data Deduplication GarbageCollection fEl 5&EMITRIEBRERNIT , BIMNEBENEHR
ZAE,

s WEXHREMBENRXHRSEFER SSD F#KE, TUBINZMEE , £ HDD H SSD FfiKH
ZER, BXEZEE , B2  FNEXHEF#EIEBE FSx for Windows File Server,

s ARXHRGMNENRXHRERERHNELEED , UEEBLEBEZTERMNWKIEE., 7 DataSync
FEEEREP , UEFRXH4RENMENRXHRENEEINAR, BXEZELE , B2H . £/ Amazon
CloudWatch 12,

« iRE DataSync MUK BNR T MR EEHTHNESHHE, b DataSync BHE K% E| Amazon
CloudWatch Logs 4 , AE7EI& BT U5 RET A BV R RIS

£ Robocopy I E X T E| FSx for Windows File Server

Amazon FSx for Windows File Server ¥42F Microsoft Windows Server 2 | & eB FIMEEHIE
EX2EHBE Amazon FSx XHREG., BAUEBES N XHNHE. S AEBAEMERH X4t
TTHAE , BEEM. nREB. HREHIRKR (ACL) ., FIEEEENFITER. EXNMeEIBXIEF
T , Amazon FSx ] BURMKBX L X4 EHEE BE T Windows B THERZ MM AREFTEBE Amazon
Web Services Cloud,

1§ A Robocopy E#3# 288


https://docs.aws.amazon.com/datasync/latest/userguide/monitor-datasync.html
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EANTEE S| SETREHFHNEXHBENTE. MITHESIE | FRE A HIFTEH O Amazon
EC2 L BITEEM XM RS BRAVATE X TR

5 Robocopy # 17 X4 1E B £ R FH

EITMR2H , BWARTEA T A TERE

« fEA#5 Active Directory SEEH 8|2 Amazon FSx XHREH VPC 2 BE M MEIERE ( £EH

Direct Connect 5} VPN ) o

- £ Active Directory E8IZEEFITEVMABHNERNBHORSZKS. EXELZER , H5H
{AWS Directory Service EIR1EF) M [ ER RS K~ ZiRANPR.

HFEEMAT BITEEMN ( AH#k ) Microsoft AD B .
- BT EEELE Amazon FSx WIIBXHHXHRE (L FTAHE AWS ) BE (Fla0\

o Bl — Amazon FSx XH¥R % |

\Source\Share ) »

- B TEFRE XK EHEIR Amazon FSx XHRSG EXHHEMMVE ( FlE0 \\Target\Share ) .

THRLET=MEIBAFTREXNEXGRENERXAERETHREER,

EBAFHRER

H 3R/ BERRER

BRI FIRRA
BDE RN RER

BERNREER
A (7x ) NREX

R R Gl R E SR

RPELFENEER
KX MR BB
EUXPR ( NTFS ACL ) o

RAPEERAH Active
Directory & 171
ERAMRE , HE

RoboCopy £ /b #5&.

RAPREERAH
Active Directory /
HERREANKA.

B #r FSx X4 AR
SER A IA R M ESR

RPELFENEER
MXHNHRERE
AR (NTFSACL ) o

APZEZELE Amazon FSx X
HRESEHEAANRA , 3
#£ RoboCopy HfEA /b F5&.

APEZELE Amazon FSx X
BHREEBRAVERRA , i
£ RoboCopy #fEA /b #5&.

1§ A Robocopy E#3#
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https://docs.aws.amazon.com/directoryservice/latest/admin-guide/prereq_connector.html#connect_delegate_privileges
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® Note

* X F A AWS Managed Microsoft AD I XX R 4 , Amazon FSx X4 REEE R HZ AWS
ZRM FSx BE R, £ BITEEMN Microsoft AD A , Amazon FSx XHREEEAAREE
BEARRELRYEN4RERNNERIEENEEN A,

{# A Robocopy T X4
AIAEANTERE , FNEXHNEM XM RGETHE FSx for Windows File Server X # R4,
£ Robocopy A X #1E# E| Amazon FSx

1.  1£ Amazon FSx X#ZR&MER Amazon VPC A E 21 Windows Server 2016 Amazon EC2 32
B,

2. E#Z| Amazon EC2 3E4l, BXREZEER |, 85H GEAT Windows EAI# Amazon EC2 AF
EE) FMIEREE| Windows 324,

3. IIHGTERRA, FUNAXHRSE (LTFAMH AWS ) LR LS RS2 8 /T
(Bl y:) , TR, EBRELEF , BFENAKH Active Directory H'EIE A HRY L 7 1214

Fik,

C:\>net use Y: \\fileserverl.mydata.com\localdata /user:mydata.com\Administrator
Enter the password for ‘fileserverl.mydata.com’:

Drive Y: is now connected to \\fileserverl.mydata.com\localdata.

The command completed successfully.

4. ¥ Amazon FSx X# R % L BFR X HZ M E| Amazon EC2 =26l EM R BRI BFERF (
mz) , MTIR. ERBRELES , BFEERE TAHh Active Directory ZEE 5 A M Amazon
FSx XHRSGEBRARRNWAF KA RHEEIE, 3 FMA AWS Managed Microsoft AD B9 3244
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RE | ZHR AWS Delegated FSx Administrators. £ BITEEM Microsoft AD & | %4
;& Domain Admins HEREZBBEXHRENNERIEENBE LA,

BREZFER , 5K £ Robocopy #1TXHIFBHY LR PRIRXHRSM B IR HERS
ﬁliﬁlﬂ'&giio

C:\>net use Z: \\amznfsxabcdefl.mydata.com\share /user:mydata.com\Administrator
Enter the password for 'amznfsxabcdefl.mydata.com':

Drive Z: is now connected to \\amznfsxabcdefl.mydata.com\share.

The command completed successfully.

5. METXNXEGERUEEBR EMI21T. UEERFHITHAGTR AR Windows PowerShell ,
RIBIZE1TELT Robocopy i , MXHNRAZEFZBIRRE,

ROBOCOPY iR —NMRFNNHERMEARER , EEZ/MNATEHBEERHAENE. 1T
It ROBOCOPY i miti2fE , BEEHFMAIE XM E ZENEHIE Amazon FSx BiRHE, Z&
TR E XM HRE NTFSACL, B, B#,. frEEEENFINMER.

robocopy Y:\ Z:\ /copy:DATSOU /secfix /e /b /MT:8

LERROIGGSERT T THEMEMR

« Y- B RN T A Active Directory # mydata.com HHREE,
« Z- 1M =R Amazon FSx £# B ¥R = \\amznfsxabcdef1.mydata.com\share.
* [copy - EEEEHINAT XHEMY :
- D-%4E
- A-EBM
T - B A&
S-NTFS ACL
- O-FTEEER
- U-®TiHER,
- /secfix - IEEMBXHNXHZEY  EE BRI XM,
- le-8HFER, BEEAER
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* /b— £/ Windows FH & 3 MERRRE S|4 , BIMEHE NTFS ACL 848 @ L /1 A 7~ R F1X
PR o

« IMT:8 - EERATHITZLRBREFNLER.

® Note
MR EBIEES T AIFEAIEEES G ARE XM , ATLIE robocopy HFEEMA /zb T E /b iE
o, BRATERER. EAEREXRT , MRAREXHNERPH , NIRRT RE PR
WATIREH Robocopy #B1F , MAMBMLTFHREMEFEAN M., BRATERENXBRERE
RRIEE,

A T H HZ B E TR E Amazon FSx

ALEAUTERE , SMEXHEERBITHBE Amazon FSx, EHERES |, BEXHRSELLENH
XHEREREIFTHE Amazon FSx B X RS2,

(® Note

EEBXHRZERE A , BAFXHTEBE Amazon FSx. BXESER , BSH FIEX
#1761 E % 2 FSx for Windows File Server,

FMAE X HHZEBE FSx for Windows File Server
1. ERMXHERSSHLE, NETXEREPERUEER G MIZ1T. AEER 5 HITH Windows
PowerShell,

2. 1E PowerShell FizfTA T & T , SR RS | RLZS HEIF R SmbShares . xml By X4
o FZRBIFHF BRNENPSEXHHEN XGRS ES LRI BRERT

$shareFolder = Get-SmbShare -Special $false | ? { $_.Path -like “F:\*” }
$shareFolder | Export-Clixml -Path F:\SmbShares.xml

3. Y%% SmbShares.xml X# , FX F: (BN EA[ERF ) WATESIAERRF D:\share , AH
Amazon FSx X#HR& T D:\share L,

EBXHHERE 292
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4. [FIHBEXHHERES AZE FSx for Windows File Server, £ A LAi5EIEH B #& Amazon FSx X
HREMENHFRSBNEF L  EFRENXHHRERE, A5, FRAUTHSHES AT —

NEEA,

$shares = Import-Clixml -Path F:\SmbShares.xml

5. FERALTAZZ— , £&T FSx for Windows File Server X4 RSB LB N REEMENEILE
PUE

EURERARERFTIENR , EEAURTHS.

$credential = Get-Credential

EF A AWS Secrets Manager BRERZIENR , EEAUTHR

$credential = ConvertFrom-Json -InputObject (Get-SECSecretValue -SecretId
$AdminSecret).SecretString

$FSxAdminUserCredential = (New-Object PSCredential($credential.UserName, (ConvertTo-
SecureString $credential.Password -AsPlainText -Force)))

6. FAUTHANXHHREZEETHEEN Amazon FSx X 4RSS ES.

$FSxAcceptedParameters = ("ContinuouslyAvailable", "Description",
"ConcurrentUserLimit", "CATimeout", "FolderEnumerationMode", "CachingMode",
"FullAccess", "ChangeAccess", "ReadAccess", "NoAccess", "SecurityDescriptor",
"Path", "Name", "EncryptData")
ForEach ($item in $shares) {
$param = e{};
Foreach ($property in $item.psObject.properties) {
if ($property.Name -In $FSxAcceptedParameters) {
$param[$property.Name] = $property.Value

}
Invoke-Command -ConfigurationName FSxRemoteAdmin -ComputerName
amznfsxXXXXXxxx.corp.com -ErrorVariable errmsg -ScriptBlock { New-FSxSmbShare -
Credential $Using:credential @Using:param }

}
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A 1 DNS Bti& X # Z| FSx for Windows File Server

FSx for Windows File Server AN XHRFERHE T —PERINFE RS (DNS ) £, AILLA TR
XHREGEEWBEE, BB N%E A DNS E#ELE N Amazon FSx MR EH DNS 518 |, AT
ERH LT DNS B# G E IS SRS

£ DNS 518 , TEF X4 REEMMARHITEE] Amazon FSx B, ATLAREEFEAIAE DNS Z#5ih
[ 2% Amazon FSx L BIE, X BB THEEIEE Amazon FSx RTTEEFTAIEA DNS BHH
IERNARF. EUEFXHREURNZORIBH XHRER , LN DNS 51& 53HE FSx for
Windows File Server #XBk. BIX&ZALUF 50 4 DNS 5B E5E—1MNXHREXRBK. BEXEZELR
HZH 23 DNS 5l&,

DNS 3| & SFHE A TER :

- XMEATEREES (FQDN ) #%% , #li0 accounting.example. coms
- AINEBEFRRFFHFNEZH ().

« FELEF/HFLILER.

- AIAEREFTT k.

X F DNS #1# , Amazon FSx 2 FRFRHFRNNEFR (a-z) , FREEERHE#NIAEF
&, NEFRERENBFAHNNFTR,

UTERNE T A Amazon FSx $24|4&. CLI 1 API i DNS %1& 53 A/ FSx for Windows
File Server X R &K KBk, BXEQEFXHRE ( BENEOCIETXH RS ) it<Ek DNS 3|&H
EZER |, 555 F DNS 318 54 RS xEk,

F DNS BB EUMBXHRGEXE (2FHE )

1. B AT MuLiTFF Amazon FSx %A : hitps://console.aws.amazon.com/fsx/.
2. SMBIXHRSE , ABEEES DNS 5HKBKE Windows XRS5,
3. EMFZEZRL2ETFL , 1% DNS I BN N EE LTI EE DNS 3 & M iEE,

A4 DNS BB F B 2 FSx for Windows File Server 294
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Manage DNS aliases X

Associate new DNS aliases

transactions.corp.example.com|

i
Specify up to 50 aliases separated with commas, or put each on a new line.
Assoclate
Current DNS aliases
Q 1 &
DNS name & Status v
financials.corp.example.com ) Available

If you associate or disassociate DNS aliases, your file system will experience a temporary

loss of availability.

4. FEXRERFBBIEED , WAEXERK DNS 5%,
5. IEFEXRER , NARIARINEIXHRL.

A LATE 2 80 5l B 5 3R P S R NI R SCBR Y B B VRS . HRB[ETHTAN , 3B E5XHRSEREK
(WERRAEEERR 25 9% ).
fF DNS 58 5IMEXHRGEXE (CLI)

« THLUEA associate-file-system-aliases CLI a8 5= AssociateFileSystemAliases AP ##
YEfF DNS 58 5 E X HRGEKEK,

BT CLI BRFHE N 3B 5B ERN X4 REREK.
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aws fsx associate-file-system-aliases \
--file-system-id fs-0123456789abcdef® \
--aliases financials.corp.example.com transfers.corp.example.com

WaRE R T Amazon FSx 53X # R &R BRI Bl & KRS

{
"Aliases": [
{
"Name": "financials.corp.example.com",
"Lifecycle": CREATING
3,
{
"Name": "transfers.corp.example.com",
"Lifecycle": CREATING
}
]
}

ERREEXKABNBIIRE , iFEH CLI &85 describe-file-system-aliases ( &Y
API ##4E7 DescribeFileSystemAliases ) » HalH& M Lifecycle EH AVAILABLE Bt , 0]
FERAZINBFRNGERAET (LIEAREFSERKE 2528 ).

FFig21/EE$ER) Amazon FSx for Windows File Server

EBRAM A FE. XHHEEEN DNS BRESR , T—H R EEZIEER FSx for Windows File
Server X R %, EZ|#EE FSx for Windows File Server X R% , BRITUTER :
- EREE,

- FETH I SMB B im 5 RN HRENEE,

s MITRANNHENNHRERERS,
o NEH Amazon FSx XU REBRBRSEMEBF (SPN) .

- ¥ DNS CNAME 12 FLAIE &Ry Amazon FSx X # R4,

LT &BONETITENTROTE,
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£

- HERE#EES Amazon FSx

A Kerberos H MK UEALE SPN

« E ¥ Amazon FSx X+ & £ty DNS CNAME i3

A& E|$E R Amazon FSx
ERENET Amazon FSx XHRGMAER |, HRRITULTIRE -

- FMBEBARBXHRENE PRI ERE,
- f£ AWS DataSync = Robocopy HITRAX 4R, BXEZEER , BSH HAEXHEFEHER

Zl FSx for Windows File Server,
s HITERLANNHHREEERS., BXESZEELR , SR A YHHZRE EFTHZE Amazon FSx.

A Kerberos B IEEE SPN

HATEWST Amazon FSx EAE T Kerberos By B RIEFME B N, Kerberos BEB 1 iH R 34K
SNEFREMREEZLNE ORI, EXAFMA DNS 5B 75E Amazon FSx W& F /S A Kerberos &
RBIAUE | AIIE Amazon FSx U RS Active Directory ITEHLI R LA 15 DNS 518 33 B #I RS
FhEH (SPN) .

Kerberos B3 RIEFEZERH P SPN,

HOST/alias
HOST/alias.domain

Fln , R FLE finance.domain.com , MHENLER SPN #1 T,

HOST/finance
HOST/finance.domain.com

—/N SPN — IR REES— Active Directory It EH I HKxBk, RN REXH RS Active Directory
TTEYXREER DNS EFHEFIE SPN , MFEN Amazon FSx XHRE6IZE SPN 28 , LML
H R,

DTERBNE T WAERTEAIE SPN, FEMERAK SN Amazon FSx XH R4 H Active Directory
TTENN RBIZEFHE SPN,

AEZ E)3F) Amazon FSx 297
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TR FTEM PowerShell Active Directory &3t

1. BEFEBIMAZHR Amazon FSx XHREFTHIAR Active Directory B Windows 354,

2. LIEER B %ITH PowerShell,
3. fFERLLT &% %% PowerShell Active Directory 3R,

Install-WindowsFeature RSAT-AD-PowerShell

& 3 H IR R 1A U RS Active Directory THE I & ERELA DNS 318 SPN

1. FEAUTHSERAENEA SPN, N alias_fqdn BN G4 DNS FlE T2 FSx for

Windows File Server F 5 X4 RS <EkHY DNS 55,

## Find SPNs for original file system's AD computer object
$ALIAS = "alias_fqdn"

SetSPN /Q ("HOST/" + $ALIAS)

SetSPN /Q ("HOST/" + $ALIAS.Split(".")[0])

2. FEAUTREIBA gLt —FSHRE/MIIE HOST SPN,

« ¥ alias_fqdn B RTE FA&# DNS EE T Z FSx for Windows File Server R EX# R 5

XFEXHI 52 DNS &,
« ¥ file_system_DNS_name B R XA R EH DNS &+

## Delete SPNs for original file system's AD computer object
$Alias = "alias_fqgdn"
$FileSystemDnsName = "file_system_dns_name"

$FileSystemHost = (Resolve-DnsName ${FileSystemDnsName} | Where Type -eq 'A')

[@] .Name.Split(".")[0]
$FSxAdComputer = (Get-AdComputer -Identity ${FileSystemHost})

SetSPN /D ("HOST/" + ${Alias}) ${FSxAdComputer}.Name
SetSPN /D ("HOST/" + ${Alias}.Split(".")[0]) ${FSxAdComputer}.Name

3. NE A4 DNS BE T # 2| FSx for Windows File Server R E X4 RS XBENS /N DNS FIEE

EXLEDSR,

7 Kerberos &3 WIEELE SPN
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A Amazon FSx X R 4K Active Directory T EHIX Ri&E SPN

1. B{TLAT#% , 7 Amazon FSx XH#RZREIHH SPN.
« ¥ file_system DNS_name &#2 N Amazon FSx LA SR EH DNS B #.

E1£ Amazon FSx 2 #1A LER X4 RS DNS B, BIEABRXHRE , RABIERE
NXHRE, ERNHGRGFAGENEHFNMNXERZRSER. BHALUIE API £
DescribeFileSystems B8 3% E] DNS & #Fo

« ¥ alias_fqdn B RTE FA&# DNS EE T E FSx for Windows File Server R EX# R 5
REXHI5EE DNS 5B,

## Set SPNs for FSx file system AD computer object

$FSxDnsName = "file_system DNS_name"

$Alias = "alias_fqdn"

$FileSystemHost = (Resolve-DnsName $FSxDnsName | Where Type -eq 'A')
[@] .Name.Split(".")[0]

$FSxAdComputer = (Get-AdComputer -Identity $FileSystemHost)

Set-AdComputer -Identity $FSxAdComputer -Add @{"msDS-
AdditionalDnsHostname"="$Alias"}

SetSpn /S ("HOST/" + $Alias.Split('.')[@]) $FSxAdComputer.Name
SetSpn /S ("HOST/" + $Alias) $FSxAdComputer.Name

(® Note
MRFEBIHRSER AD ITEH X RA1FTE DNS 5B 8 SPN , A Amazon FSx X# %
SR B SPN FkM, AXEHRHMBRIAE SPN WEE |, BSRERHMRER X HRS
Active Directory ITE#HIX R EHIIE DNS 5% SPN,

2. FEAUTROIMARIEREN DNS BB E 7 #H SPN., RN IIEHRN HOST
SPN : HOST/alias M HOST/alias_fqdn,

¥ file_system_DNS_name E#F Amazon FSx 3 EL4A X REH DNS £#5, E7E Amazon
FSx %8 EERXHRLSH DNS B , FRENHRES  GRENXHRE  REEEXHR
SEANEHLNMESRLERK,

&t A LLTE API $24E DescribeFileSystems BYIE R # 2| DNS & #5o

H Kerberos & KIFHE SPN 299
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3.

## Verify SPNs on FSx file system AD computer object

$FileSystemDnsName = "file_system_dns_name"

$FileSystemHost = (Resolve-DnsName ${FileSystemDnsName} | Where Type -eq 'A')
[@] .Name.Split(".")[0]

$FSxAdComputer = (Get-AdComputer -Identity ${FileSystemHost})

SetSpn /L ${FSxAdComputer}.Name

X 1E A4 DNS it BT 2 FSx for Windows File Server R EX 4R EXENES /N DNS BB E
ELRERE,
(® Note

AJ LB 7E Active Directory i E LA FAREEIIR (GPO ) , BEFIXIEA DNS 5B EREFX
HRENE I IT Kerberos & 4756 1F F4% 5 H N %%

« PREINTLM : =fEARSFESHV/E H NTLM RE
« PRHI NTLM : A NTLM B 4958UE 7 iz 2 AR 55 85 651 Hk

BEXREZEER , BESRIEL S5 £H DNS BB HRIXHRE FHERARENR (GPO ) 78
#3117 Kerberos &1 iE,

E ¥ Amazon FSx X4 R4 H DNS CNAME 123k

AXHRSEEBEE SPN 5, TUBE T AR EES Amazon FSx : FBTARBXHEREHEN
DNS i2ZEB N BN Amazon FSx X FR S BR1A DNS B # K DNS id%.

ZEER PowerShell cmdlet

N

LLE & DNS EEBNRAA ( X F AWS & Microsoft Active Directory , 1 AWS ZRIIEE RS
EER ; W TBEITEEM Active Directory , AEIEE ARABEE R DNS EENEHNEMA ) B
AR BMEFRIEMAEN Amazon FSx XHREFTINAR Active Directory 9 Windows SE 4l
BXEAEER , BHZSH (Amazon EC2 AFIER) HMEEE| Windows 34,

B R &34 FF PowerShell,

BB I REF I AIREEE PowerShell DNS RS8R, AU TR REZER,

FE# Amazon FSx X#H R4y DNS CNAME i2%& 300
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Install-WindowsFeature RSAT-DNS-Server

E#HIAEH DNS CNAME g

1. ATHIAF alias_fqdn KIFREIA DNS CNAME 12 FE# 2| Amazon FSx XHRFEHITEMN
WK, WRAKEFMIZFR , ¥79 DNS 518 alias_fqdn BIE—NHH DNS CNAME g% , %
IEFRFENT 7 Amazon FSx XHREHIERIA DNS & #ro

BETHA , BHRTUTERRE

- ¥ alias_fqdn BRASXHRGEXEKH DNS 514,
« §¥ file_system_DNS_name il Amazon FSx 2 B4 4RSI ZRIA DNS &

$Alias="alias_fqdn"

$FSxDnsName="file_system_dns_name"

$AliasHost=$Alias.Split('."')[0]

$ZoneName=((Get-WmiObject Win32_ComputerSystem).Domain)

$DnsServerComputerName = (Resolve-DnsName $ZoneName -Type NS | Where Type -eq 'A' |
Select -ExpandProperty Name)[0]

Add-DnsServerResourceRecordCName -Name $AliasHost -ComputerName
$DnsServerComputerName -HostNameAlias $FSxDnsName -ZoneName $ZoneName

2. FHE A4 DNS BE T8 2| FSx for Windows File Server X4 RS XBENS /N DNS FIEE
ELEREE,

FE# Amazon FSx X#HR 4K DNS CNAME 83k 301
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15 ¥ FSx for Windows File Server X % %

1512 2 {R¥F FSx for Windows File Server f1 AWS @RS Ru[FEtE, ATAMMEENEESHE, BN
M AWS fRIRFRIWFTES D WESZEHIE  UEERMIE S MO HE, T | EFFHREIE FSx
for Windows File Server 2 8l , N HIEWIEITRIHE TR A EZTFEE :

- BIEENRMTAL?

o SEORFS PR IR LL SRR 2

o WEHEIX LERIRAY SR 4] ?

. BEERAWpLISETE ?

o EHRMITHEERES?

o IR RB A ?

£ 5% FSx for Windows File Server P BEIEZRMUEEMNEZER , BSHUTEE,

FR

- BatMFanisE

- f5F Amazon CloudWatch ¥ 1%

« {#£/H AWS CloudTrail i23 Amazon FSx for Windows File Server §# API i B &

B M Fo e

AWS 124t Zfha] F F %% FSx for Windows File Server (W TE, SRa R EHE P M — L T Bk N EH
THRETS  BEEIEZEEFH T, BWERTRERNERETIS AL,

Ha)GiETE
BRI LEALTEZLSIETE | LI FSx for Windows File Server , 37 HI4E 1R ATIR S -

« Amazon CloudWatch Bk : HEIEEWN B BEMBEMER , HREEN TEERENERELES
FoIEBRRHIT - MRS IIRE, EFARERT —FKBAEXEEE/ Amazon Simple Notification
Service ( Amazon SNS ) &= Amazon EC2 Auto Scaling 5k, CloudWatch &E 1 EHEE ,
AR XERELTFRERS | REYVAREHRFEENE.,. BEXEZEFEE , BSH £H Amazon

CloudWatch i,

PRI 302
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 Amazon CloudWatch Logs : ¥#2, F&FiGRISK B AWS CloudTrail S EAKIRE BEXH. 0
ETHEESZEE , 2% Amazon CloudWatch Logs B FP¥8EH B+ 4 2 Amazon CloudWatch
Logs ?

« AWS CloudTrail BEY%# : ZKFEHXZBEXXH , BI R CloudTrail B EXHRIEE
CloudWatch Logs k#1734 12 , A Java B BELENARER , BiE CloudTrail f24tH B &
HREEER, BXEZEE , 50 (AWS CloudTrail BF#ER) B CloudTrail B &34,

FHEAETR

1542 FSx for Windows File Server B85 —EEHTT 2 F 3% # Amazon CloudWatch B3k & &&= 3B
I B, FSx for Windows File Server, CloudWatch FE 2 AWS 24 & = &I miRi2 4 AWS RSk
SHBEME,

Amazon FSx MM eEEFERE R :

- HEIEE M CloudWatch 1R
XHRETENRE
XHREFRBENFAR
X RS BRMEFESMHRE
CloudWatch 3R

Amazon CloudWatch #Z&IE R E = :

o HEIBERARE
- EENMTREAR
« RSBITIRR

Lo, B LAMEA CloudWatch 31T A F#4E -

- B2 B E R HE AR A S RIS A BV RS .
- LRIERBIER , SHRRIEH FERES,
- BRIARNREFREHN AWS FIRIER.

- BIENREBERIERA < E BB,

B X Amazon FSx S MM EEIRFIHIRNEZE L |, BSRME A XHERSIENR.

FHY%ETE 303
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£ Amazon CloudWatch Y453

Amazon CloudWatch ¥ % FSx for Windows File Server X R &M REBHIE | FNBIELCERNAIRA
IEFERNPIENR. XERITTHRFESFRTF 15N, NMFEEREBFRALER , LB THRI/ERE
BXHFRERITE R

FSx for Windows File Server &% A T 4U3Z A CloudWatch 3845 :

« ML /0 AR B IR ARG B P i N XA BRSS 28 Z A1V SE S o

XHRSHRIENBEMEFELERN AR, XHRSEE CPU MINE , URXHRFSS[EEFLERN
IOPS F A,

W& /10 EREEXHRSHNFHBZEBED,
FESEREE HDD FESNHEFTULEF AEM SSD F#BHY IOPS RIAR,
FREEEMEEFRENE  SRESRENRTROERETE,

TEi%BE T FSx for Windows File Server X4 & 4. HBFFIEFRMIE,

Network /O metrics File server metrics Disk /O metrics Storage volume metrics

L EE

—— —_—

Storage capacity mefrics

BRIANEBERT , AT Windows File Server B9 Amazon FSx &30 1 o2& Bl EfR 3R £ % 3
CloudWatch , BEATILL 5 pE A EIFEA H -

* FileServerDiskThroughputBalance

* FileServerDiskIopsBalance

£ X CloudWatch WEZEE. , % (Amazon CloudWatch FIFIERE)Y R4 2 Amazon
CloudWatch ? o

f# A Amazon CloudWatch %% 304


https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/WhatIsCloudWatch.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/WhatIsCloudWatch.html
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NTREARAXXHRS  EXHREEF REMRBAGERYE , AR 2RAER ; XTSATRAKX
XHRG  EEXH RS SRMNEB X RS R MRTRREBNRMEHIREE , TRF2KAIE
*’-J_‘o

—% Amazon FSx CloudWatch E#RAARBFZ TR AR THRE, FHTHRFSTAR THHH - HE
(A

£

« CloudWatch fs#r 14 E
ERAXHRSIER
MeE B S MEW

i B X RS HEPR

82 CloudWatch 3k

CloudWatch ¥gtr M4 E

FSx for Windows File Server B X RS LA T #8¥: & 2] Amazon CloudWatch B9 AWS/FSx @
BZEEAF

* DataReadBytes
 DataWriteBytes

* DataReadOperations
 DataWriteOperations
* MetadataOperations

* FreeStorageCapacity

FSx for Windows File Server &M D ZEDEE N 32 MBps B X4 RGEH LA T I TRk $EFR & E|
Amazon CloudWatch B9 AWS/FSx &5 ZE [ /1,

L& /O $EFR

AWS/FSx fi& ZE A2/ L TR 1/0 $E¥r.

R iR
DataReadBytes FRIXHRENE P imREUREF T,

ERE%EE 305
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B iR
By FH
BRI : Sum

DataWriteBytes HRIMXHRENEFHNEAREFT TR,
BALFH

BREITHAE © Sum

DataReadO R XA RGN T P infIREURER.
perations
BT I

BEREITTEIE - Sum

DataWrite FRIXHRENEF RN EARER,
Operations
Byt

BREITTHEIE : Sum

MetadataO R XHRENE P iR T HIERER,
perations
BT i

BREITHAE : Sum

ClientCon B mEXHRSE RS2 BB ESEER,
nections
BT I
X4 RSEEER

AWS/FSx a5 % Z2 [B) & ¥ LA T XA BR S5 BR F8 4R

ERE%EE 306
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R iR
NetworkThroughputU BRINGERENEFHNNEELE | RN TNRER S
tilization =T
B4 BAL
CPUUtilization X IRSSES CPU BIRMNFIAR T S L,
B4 BOL
MemoryUtilization XHRFBAERBRNAARE D L.
B4 B
FileServerDiskThro XHRSHEEEFESZANBATLE  RAINEEFL
ughputUtilization BE N RENTMFE RN E 2 L.
B4 Bk
FileServerDiskThro MRS ESHEHSZAMATHENTAREIKE
ughputBalance Sk, ERATREARNELEELTE T 256Mbps B X HF
RE,
B4 Bk
FileServerDiskIops XHRESESEESZRINEE IOPS , R A ABEHEE
Utilization FIRENTREREBE 2 L.

FileServerDiskIopsBalance

By BOL

NHRSREEFME 2 AWEE IOPS WA AREIHE
D, ERTMIAERNELEDRET 256Mbps B XX H
E

Bfy:BOK

W 1/0 ER

AWS/FSx i & ZE Rl 2B LA T RLE 1/0 $8%x.
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ER iR
DiskReadBytes R F B IREURMET T,
B FH

BREITHSE : Sum

DiskWriteBytes HREEBNEARET T,

By P

BREITHAE : Sum

DiskRead0 73 [F) 171 45 19 S BR 55 28 Y R BUR 1R B

perations

B HE

BREITHAE : Sum

DiskWrite U3 R f7 i B Y S BRS5 2R B AR

Operations

B4 iR

BRI IR : Sum

FSx for Windows 174 & 1645

AWS/FSx iR ZE 8] BIE L N EE B,

1R

DiskThroughputUtilization

DiskThroughputBalance

PO

(XPRHDD ) X RFBEHFHECANUEETLE
RANBAFHESRENTNRE RSN E D L.

By BOL

({XPR HDD ) FSHEELEMEE IOPS KA A ZRE
REEDL.

ERE%EE
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EiR DU
Bfy:BOk

DiskIopsUtilization (1XPR SSD ) X IRFESFHEZ EMEE IOPS | &k
THHBEFEESRENTEL IOPS WE 2 L.

By Bole

FEAREENR

AWS/FSx fi & ZE B IR T FE B E R,

B iR
FreeStorageCapacity AAFEBREN KD,
B FH

BREITHIE - Average, Minimum
StorageCapacityUtilization ERAYEEREE  KRTINEEFEHBENB DL,
BB
DeduplicationSavedStorage BRTEERERRETENEEZEE,

By 2P

FSx for Windows File Server {S¥rfYfr & 28 Bl F1 4 E

FSx for Windows File Server ¥ FSx B Z=E , HAREN4E FileSystemId RHHIEIR,
A LAE A describe-file-systems AWS CLI @5 2k DescribeFileSystems APl fr S &R X4 R %KM 1D,
XHRE D RA fs-0123456789abcdefo Foxo

FERANXHKRSER
8> Amazon FSx X4 REEEFR N EEHRMIAH -

- XHBRSERR BT A RIXHRSENE SRR E SR,
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- FRES , ATREXHRSFHHE.

FSx for Windows File Server £ CloudWatch FREIESR , XEERATREXHFREN XHRSHFNE
EANMENMTRANBAER, TRIEAT Amazon FSx XHREREBMEY , URATHATAEN M4
MBIR CloudWatch 1E#5. SN —4AERIETHXBEERXAREREMYE , ATHEXLERHNE R,
AEZEM SIS RZABRN SRR,

Network /O metrics

DataReadBytes
DataWriteBytes
DataReadOperations

File server metrics

Key property. Throughput capacity

DataWriteOperations
MetadataOperations
ClientConnections

MNetworkThroughput

CPUUtilization
MemaoryUtilization

Disklops

DiskThroughput

Disk /O metrics

DiskReadBytes
DiskWriteBytes
DiskReadOperations
DiskWriteOperations

Storage metrics
Key property. Storage capacity

Storage volume metrics

Storage cap

AILAfEF Amazon FSx 4| & PV IS B M sEEMREE T RPATIRH FSx for Windows File Server

CloudWatch $E#%.

W
At
B
"

REHRGEH
L

B I0PS?

CHEEXHRSNETRE ?

CHAENHRSGSENTRERAE

IN?

SES

B 10PS

EEUHE

o] F f7 fi

F'-I,\E

E= =z}

FRIEPR

B ( DataReadO
perations +
DataWriteOperations
+ MetadataOperations

) IBER (AR NEA )

HE A ( DataReadBytes +
DataWriteBytes ) /BEHA
(AR EN)

FreeStorageCapacity

f£F CloudWatch $8+x
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14 LHEEBIESHERBRTENYIEREZZT 2 BYESE  DeduplicationSaved
B £ ? BiEMBR  Storage
TENE
HWERE
CHERRXHRENE PR NEEL MEHEL  NetworkThroughputU
B (RENXMRETARELENE S BAMA%E  tilization '
tb) 2
CHEXHRSSHREEHFRSZENMAS  BESRHT  FileServerDiskThro
HE (RTFINHELEIDRENTMFERST  EFAZXR  ughputUtilization
WEDL) ?
CHEEMHRSESHEHScRMARY  MASBH  FileServerDiskThro
u ENATHRERIHZAS L ? BRM®F  ughputBalance
PEBE - &
XAHAR
FR CAENGRSHRE RS2 RNEE i FileServerDiskIops
IOPS ( R NHEHEE N RENTAERS  1OPS F Utilization
WEZE) ? AR
CAENMHRSSHREFEE 2 REE IOPS W& FileServerDiskIops
WA RARERIHBED L ? IOPS Z® Balance
B
LCBENHIRS R CPU R F D ? CPUf#/H CPUUtilization
=
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k(1
E1

RE"TH

Hx

CHAEXARSSENAEIRARE S ?

ARG RFRSNRETLE (RTA
B HDD &8 RENTFHE R BN E 5
) 2

JAEE HDD FREBHNRFTAETLE
M IOPS REQIHA DL ?

pae - . AEBREESHIRE IOPS (RTH
g% B HDD FERBRENTRAERHNE D
) 2

. JAE R 74 BRVERE IOPS ( RRW
B SSD AR ERENTHE R E 2
) 2

(® Note

NEFRA
$

WHEAET
ENAR
( HDD )

B
R

BT
(HDD)

il 2
IOPS
IS
(HDD)

W&

IOPS

FAZR
(SSD)

MR PR

MemoryUtilization

DiskThroughputUtil
ization

DiskThroughputBala

2
nce

SUM ( DiskReadO
perations +
DiskWriteOperation

s )/Period (®)/(12*
fiii& HDD F# &£ (TiB)
)

DiskIopsUtilization

'RANBIEIG T BN R RREE 50% T, BREREBHNE AT DR T
FERENZIMEE LR MG A Windows FHIRE ( flFREL . EEREMKRITTE

#) o

2BIET RS , HDD B THALNIZWHAZR, IOPS REH ERAKIEAESHK
BAMEETR, BXES(EL . B35 HDD REHEL.,

f# A CloudWatch 4%
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FSx for Windows $t3 &R N Z D EE N 32Mbps A RGBT HAEE S, Y CloudWatch 1§
AN E - MEFEASES S NELKESNTERER , Amazon FSx T RES, XEELS
NERBYZAITHEN , B AERAX LRI X R MHEE,

A EERMEREFHERN SN XBERTEES, SENMEEERNEER S F2E RABEII ST
HAHY Amazon FSx tREES , AR AL T EBR RSN XHREE ENAE CloudWatch B#R. MU&RR
FEREFERNBT E2ERES,

I

B LA R 1EE Amazon FSx I8#r8I2 CloudWatch 24k, EXxEZEE |, {525 62 CloudWatch
o

FEAMEEESRS X HREERE

Amazon FSx &N RIRHYIER TR , BAUAFERXERICRIEIC X RGN MEE, XLEEIWNSA
T A RORBIEN MRS, MREFEMERITEY , RBZEINXGRENMEEERTEE , &
AR EZWHIEE, BEAREENER , EAlESENINERENEHENSREEIERMBRE
&, MTRRAMR,

MBEH N IIERNES BT IZIRE

MEFHE - FIFAR
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NHRSESE > HERHE - FIAX 1 &0t B
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NHRSEE > MEFUE - RIGRE

FHAEFNAR WNGEESE
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® Note
RUEVHRGEMHAREQHERE /0 HeERR , H iR tEESE. .

- FREBERY BRI RSENEETUHE | M ENFEREH R XHRGME PR

s NFZAARXRNHRSG , FHELT B, BHERITAXTHEEHLSHEIRARER
MEMBHMESMH. EHBEEAENTAREERBEEE F XM RS IR RS
B2\ ITEZL , Windows Server BT BRI EIL TRELEFEME /10 BIR. BXES
BE ,F2H EERHEN.

BRANHREHEEMEZELR |, 55 FSx for Windows File Server %8¢,
R X HREGIER

BRI LB LT AR EF CloudWatch B9 Amazon FSx 355

« Amazon FSx #4I|&
« CloudWatch #4114
¢ CloudWatch CLI

* CloudWatch API

UTRENAT AERAXEFRN TR R X4 RERER.

£/ Amazon FSx 2| 8 EF XH R 4R

1.

2
3.
4

BN LA T M4 3TF Amazon FSx #8#|& : https://console.aws.amazon.com/fsx/o
EERNARGFAGENE , BESMERPERIHRS.
EREEFHERNXHRS

EERXHRGERER  FEF S MERLEREENMEEE,

8 X REEFR 314
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© Summary Storage Performance CloudWatch alarms

Warnings and CloudWatch alarms info

Shows any Amazon F5x generated warnings and triggered CloudWatch alarms that you have created

File system activity Info

Shows a high-level summary of file system activity.

Th  3h 12h 1d 3d 1w Custom ‘ C ‘ v H Add to dashboard

Available storage capacity Total throughput (bytes/sec) Total IOPS (operations/sec)

No unit No unit No unit
34.26G 1.00 0.033
34.26G 0.50 0.017
34.26G a 0]
17:15 17:15 17:15 17:15 1715 17:15

@ Available storage capacity

Client connections

Count

1.00

0.50

0

@ Total throughput (bytes/sec)

17:15

@ ClientConnections

17:15

@ Total IOPS (operations/sec)

- WEERRNER , HPERTHAAEESES. CloudWatch BRI XHREIE IR,
- ERFHERTEEFHEBIENFARER,

< ERMEETES XHRS RN ML RIER.
* J&#F CloudWatch BRI EBF N XM REEENFBEERNER,

BXREZER  BEH £ REER.
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£ CloudWatch #Z##l A EEF B

1.

2.

ZE £ Amazon CloudWatch = H| AW IER M AR EE XU RSB , 157 Amazon FSx ##5&
Ay W 122 F 4 BE E AR AR S fin B iZ 38 ¥R

MEFRERAE LANREREDEREERHTES , ITEAR.

CPU utilization

Percent

11.39

WW m

1600

@ CPUUtilization

17:00

e

Enlarge

Refresh

-
-
"

View i!h-[.l[]ELri{SE

o’

View logs [4

i

18200

XRFFE CloudWatch 2 & FITFFEFRUE , ERERER , MTEMR.

CloudWatch X
Favorites and recents »

Dashboards
» Alarms Ao @1 ©o
» Logs
w Metrics

All metrics

Explorer

Streams
» X-Ray traces
» Events
» Application monitoring
» Insights

Crbbinme

CloudWatch

Metrics

CPU utilization & 1h  3h

Percent

19

00 17215 1730 17:45

1615 16:30 16:45

@ crUUlization

Browse

Query

Graphed metrics (1)

12h 1d 3d Tw

N NN N

Options Source

Add dynamic label w

Info

L

Label

CPUUtlization [

PR INE] CloudWatch 2 &I E 4R

1.

Statistic:

Details

Custom -

Average

Line v Actions ¥ | | c |
18:00 1815 18:30 18:45 19:00
Add math v | | Add query ¥ |

w | Period: | 1minute w Clear graph

Statistic

FSx « CPUUtilization « FileSystemld: fs-OcGed?  Average

v

Period

1 minute ¥

Eff—4H FSx for Windows X RS i8¥rA 102 CloudWatch 12 %15 PRI FIER |, B
Amazon FSx | A S EM MR P ERXAE (HE, FHEMEEE) .

TR XX RGHEAR
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2. EEMERALANRMBESIER , XFTFHF CloudWatch &I &,

3. MIIETRFIEE—-NIHE CloudWatch EHIENR , HELE—NHFHEFER. EXEZER , B
2% {Amazon CloudWatch AP 1ER) HHIE A Amazon CloudWatch % &I HE 4R

M AWS CLI 15 B8 #R

- fEA®TAH --namespace "AWS/FSx" GiBZEEM list-metrics H. BXELZELR , HZH
AWS CLI i 5%,

$ aws cloudwatch list-metrics --namespace "AWS/FSx"
aws cloudwatch list-metrics --namespace "AWS/FSx"

{
"Metrics": [
{
"Namespace": "AWS/FSx",
"MetricName": "DataWriteOperationTime",
"Dimensions": [
{
"Name": "FileSystemId",
"Value": "fs-09al06ebc3adbb087"
}
]
.
{
"Namespace": "AWS/FSx",
"MetricName": "CapacityPoolWriteBytes",
"Dimensions": [
{
"Name": "VolumeId",
"Value": "fsvol-0cb2281509f5db3c2"
.
{
"Name": "FileSystemId",
"Value": "fs-09al06ebc3adbb087"
}
]
.
{

"Namespace": "AWS/FSx",
"MetricName": "DiskReadBytes",
"Dimensions": [

{

TR X R G HERR 317


https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Dashboards.html
https://docs.aws.amazon.com/cli/latest/reference/cloudwatch/list-metrics.html
https://docs.aws.amazon.com/cli/latest/reference/
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"Name": "FileSystemId",
"Value": "fs-09a106ebc3adbb087"

}
]
},
{
"Namespace": "AWS/FSx",
"MetricName": "CompressionRatio",
"Dimensions": [
{
"Name": "FileSystemId",
"Value": "fs-0f84c9al76a4d7c92"
}
]
},

f£ A CloudWatch API
M CloudWatch API if [al¥g%r

« @M GetMetricStatistics, BXREZEER , S H Amazon CloudWatch APl &,

#1172 CloudWatch 21k

AT LAA 2 CloudWatch &% , EE BT RASH KiE Amazon SNS JHE ., BiRaER—EBitE ( B
EBE ) BE—NMER , HREEN TEERENERESREE TAOANBRIT MRS IURE, BRER
—/NKEE| Amazon SNS =B BT REMKAEA,

HENNBFERSERFAREE, CloudWatch BiIR A& E R FEERATIEFIRE  RESM
CRTHEEENETANBRARBEFRT, BaLUBET Amazon FSx #24l4 3% CloudWatch 12414
BIRER,

UTERNET mAEAZRE A, AWS CLI F1 APl 5 Amazon FSx BIZEER,
®E CloudWatch Bk ( %18 )

1. B ELATMuLITFF Amazon FSx %A : https://console.aws.amazon.com/fsx/.

22 CloudWatch &1k 318


https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_GetMetricStatistics.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/
https://console.aws.amazon.com/fsx/
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© © N o g & w b

RN
o

11.

12.
13.

MNEMERT  EREXHRE , ARERENHBERHXHRE.
ERREXE  RAREREFFHAES.

ERENEL , EREENMERE,

i%4% CloudWatch 23R,

%02 CloudWatch 1R, FEEZNEEEMZE CloudWatch #2HI &
EFIEFEER  ARERT -,

RO P, & FSX.

ERXHREENR  EHENHGBREBRNIEN | ARRFERER.

EREBST  BEEREATRERNRE  RAEEET -5,

® Note

NTFEAMARXNGRSG , EXHRELET HE , I T2 AmiER N TEZTARXHR
S, EENHRS[AHEE 4RSS [/ @HTARMEBNAMBNMRELE , TeEF2
BAiEIR. ATHLETRKLEMRSHENBRFZGENR , URF THREBIRACE S XY
BREAMBIES , HS5H (Amazon CloudWatch FiF1ER) FHELE CloudWatch Zik4k
BRABENAN.

WMREFHE CloudWatch EEHRRS AR RIEN @RS B FHHE SNS BA , BEEESLLE

RS R BHIRES

XTIk SNS £ , BE -1 IEAR SNS &, MREBXFVNETE , MAERATUNFET

H TR IR BRI TS AL IR T SRR B 2B 8RR,
#%T_io

® Note

MREFERVEETTOIE T —NFH Amazon SNS & |, BF A &8 F hp 4 b 11k 75 52 UE A
ZA IR R, HEREABRRESEN , FLREBEFH4, WRERIEEFERfHit
i ITERRSRE TR , BAENF2EREBEH,

EEERNEBR, HENESE , REEET -5,
EMEMEIZRNE L , EFEEFCIENER , REEECEER,

%

#% CloudWatch 1R
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html#alarms-and-missing-data
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html#alarms-and-missing-data
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£ CloudWatch 124l &51% B &1k

1. BRI AWS EEEHE A HBL U TMuLFTFF CloudWatch #£#I& : https:/
console.aws.amazon.com/cloudwatch/,

2. EERAEBERUBHCBEERES,

3. IEIF FSx IBARIRIN K Amazon FSx 1EFr , AR BIENHIEBBIRWIEIR. EEHIFEH
NE R Amazon FSx 185 , TR ENAREN MG RE ID, ERENHAUBBIRNIER , Ak
BT—%,

4. EEEFWNER., BAMNSHE,

5. MWMREFL CloudWatch TEE B EIRIRASE @ Kix — B FhB4 , IFF Whenever this
alarm ( S EHR ) |, iHiEIR State is ALARM (RESREBIR” ) « R FREEANZ | EEFE—I
B SNS £, MRBERCIEFH , AL LR FE FEB4IT 5 Rk B B FRF B 7 oB 43t
e WIRFREFTRASCETRNWERFEPERE R,

@ Note

MREFERCEETOET — K Amazon SNS £ |, BBA &8, F #4175 B YOS 41
ZHATERIRIE, HEIRHABIRRESR |, TLRIEBFH4, MRERUEE Fhp4Fit
2 BTEBRRSEE T T , BALTHF2ZREIEH,

6. LAY, ATEBERIG XSG A 2N Bk, SRR CIRER.

®& CloudWatch &#k ( CLI)

« @A put-metric-alarm. BXEZEE , S AWS CLI Command Reference,

REER (API)

WA PutMetricAlarme BXEZEE , F3 1 Amazon CloudWatch API &#,

£ AWS CloudTrail id3% Amazon FSx for Windows File Server §9
APl A B &
Amazon FSx for Windows File Server 5 AWS CloudTrail £5 , J5& 2% Amazon FSx F2EAF,

Am AWS RS EREUREMICEZMIES . CloudTrail AE#F X3k Amazon FSx HIATE API
H. WIRNABASZEXEB Amazon FSx #2#I A Y8 A LA Amazon FSx APl #ENRBIAR, MR

CloudTrail B& 320


https://console.aws.amazon.com/cloudwatch/
https://console.aws.amazon.com/cloudwatch/
https://docs.aws.amazon.com/cli/latest/reference/put-metric-alarm.html
https://docs.aws.amazon.com/cli/latest/reference/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_PutMetricAlarm.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/
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BRI ERER , AT LAFE CloudTrail S4#F424%1%E] Amazon S3 48 ( ‘@1& Amazon FSx IS4 ) . 0
REFTHERE , W{IAE CloudTrail #EHEFHNEHAELERPEERHSMH4. £ CloudTrail I
SMEER , BULEER Amazon FSx K THABER, KEHER IP bk, AARKHBER, EXR
9 & B | AR A E AR B

ETHAEX CloudTral WEZEER |, 52 (AWS CloudTrail BF#ERE) .

CloudTrail F#J Amazon FSx E &

EIRBIE AWS IKF B, FEZKF S A CloudTrail, 2§ Amazon FSx R & &5ESAT |, Z5E3N I
X7 CloudTrail B4+ , H5HM AWS REEH—RREESHAEIERF., ERILIE AWS KFF
BE. BRNTHEFEH, BXEZEE , 8SREH CloudTrail E4H R IEZEEEH,

3FF AWS K I EHRIFEICS (23 Amazon FSx EH ) | BHEIBRERIER. BXBERIZ
% , CloudTrail AI*{f B &EXH451EXE Amazon S3 7, FURIERT , EEFH & P EIZRERICRA ,
WIRERIERM A FRMEAWS Xig, WWRERIZRAE AWS 2 XA IERFIEXEHWELH , HFAESHF
A EBIEER Amazon S3 FE#E. WAL, BB EH M AWS RS |, 3 — 2 2 #77E CloudTrail A
EHPRENSHEREHXETH. BEXEZEERE , BSATINE

o B2 B ERiC FBhR
* CloudTrail Z#5#IRSS FERK

» Configuring Amazon SNS notifications for CloudTrail

« MZAMX1F$EIW CloudTrail B &AM Z ANk F#2UR CloudTrail B &34

FiB Amazon FSx #®4E39H CloudTrail i2FH 28 2| Amazon FSx APl ZE /1, flm |, 5t
CreateFileSystem, CreateBackup # TagResource &{EHABA ST CloudTrail BEX 4
% B

BONEHRASREBEEERERFRNVARAGE. SOERAIHEDEHEUTRE

- ERRERBRAFEIERZ AWS Identity and Access Management ( 1AM ) A &EIE 4 HEY,
- BREFAAGERRSAFNIGNZEEIELHE,
- BREAHHEM AWS RFE .

BREZER , 52 H CloudTrail userldentity T,

CloudTrail F1#9 Amazon FSx 5 & 321


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/configure-sns-notifications-for-cloudtrail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/fsx/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
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T # Amazon FSx HEXH%E

RERIERE—ERE , TATHNEHEN BEXMHZEERIEERN Amazon S3 . CloudTrail B
HIE—IIZNMNALEKEZEH,. —NEHRTEREBEMREHN—MER , SFEBEXFMERNRE. BREH
HEAFIETE, BERSBEFEMNES. CloudTrail BEXHT R AP AN EFH#RERER  FHike
NALREABEIRFE R,

UTRBIERT — CloudTrail BESKE , ZFREETR T NEHE RN XHREIEIRZHE
TagResource 4,

"eventVersion": "1.05",
"userIdentity": {
"type": “Root”,
"principalld": “111122223333",
"arn": "arn:aws:sts::111122223333:root”,
"accountId": “111122223333"”,
"accessKeyId": "AKIAIOSFODNN7EXAMPLE”,
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2018-11-14T22:36:07Z"

},

"eventTime": "2018-11-14T22:36:07Z2",

"eventSource": "fsx.amazonaws.com",

"eventName": "TagResource",

"awsRegion": "us-east-1",

"sourceIPAddress": “192.0.2.0”,

"userAgent": “console.amazonaws.com”,

"requestParameters": {

"resourceARN": "arn:aws:fsx:us-east-1:111122223333:file-system/fs-

abl2cd34ef56gh789”

},

"responseElements": null,

"requestID": “aEXAMPLE-abcd-1234-56ef-b4cEXAMPLES1”,

"eventID": “bEXAMPLE-gl12-3f5h-3sh4-ab6EXAMPLE9pP”,

"eventType": "AwsApiCall",

"apiVersion": "2018-03-01",

"recipientAccountId": “111122223333"”

T & Amazon FSx BEX 4% 8 322
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UTREIERT —4 CloudTrail BE%KE BIER T N2 H AR RERE

UntagResource 4,

"eventVersion": "1.05",
"userIdentity": {
"type": “Root”,
"principalId": "111122223333",
"arn": "arn:aws:sts::111122223333:roo0t",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2018-11-14T23:40:542Z"

.
"eventTime": "2018-11-14T23:40:5472",

"eventSource": "fsx.amazonaws.com",
"eventName": "UntagResource",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.0.2.0",
"userAgent": "console.amazonaws.com",
"requestParameters": {

N

"resourceARN": "arn:aws:fsx:us-east-1:111122223333:file-system/fs-

abl2cd34ef56gh789"
I
"responseElements": null,
"requestID": "QEXAMPLE-abcd-1234-56ef-b4cEXAMPLES1",
"eventID": "bEXAMPLE-gl12-3f5h-3sh4-ab6EXAMPLE9P",
"eventType": "AwsApiCall",
"apiVersion": "2018-03-01",
"recipientAccountId": "111122223333"

T f# Amazon FSx B &% B
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Amazon &% FSx

TEEAWS BREHE, FHN AWS BF , BAIUZRTENREARSHZ e BBBEALANERMY
BRBAE R UMM LZE,

RERMFHEEE AWS WEE, REREEXFEBERAZHN Z2MNEh WEEH

s TEE — AWS AFRRIE Amazon Web Services =HIZ1T AWS RS EMIZHE, AWS &R E
RETULLFERANERS. EHF AWS EAMITIIN -2 , BE=AFRARAGFEHNZNBIELS
MO EME. ETH FSx EATI D% Windows MHRFZEMWEMRITR , HSHEASAITIEER
AWS R

DKL - BN REREEAN AWS RSRE, EEFENEMBRARNT , SEREVBIEAIER
., BRARNERUKERAREREZEM,

ASAYTTHE B IR T #EAE S Amazon FSx for Windows X IRSSS3aT N B A o B REEE, UUTE
B A8 R RIAEE Amazon f FSx or Windows X RFEBRUBRENREEEMBIR. LEHFEY
wnqaIfE FA E Atk AWS BR S5 5R 85 Bh 8 s 13 R 7 #8289 Amazon f FSx or Windows X4 Bk %588 & R o

F&:

« AT Windows File Server # Amazon FSx KB R

£ Windows 3 173X R 34K R AIHY 7 R ¥R %] ACLs

« £/ Amazon VPC # 1T X HRE A A =G

- FRAXMHRFIHERELAFPNIHE

« AT Windows X458 FSx ML S S MR EE

« EAT Windows File Server # Amazon FSx &M 51l

- ¥ T Windows File Server # Amazon FSx M# 0 VPC iR

i& A T Windows File Server B9 Amazon FSx H #I ¥ #E{R 1

X F3ERTF Windows File Server B9 Amazon FSx FREVEIERY , AWS RAEHEENEH. WizE
KPR , AWS ARRFEITATE AWS Cloud HELIRERLEH, EAREFNREEREMENR L
WRBENES, SEATERMERN AWS RS WRLBENEERES. BXABERIMNESZEE
BSRABERALEN DT, EXBMMNBERFNEE , iSE AWS Security Blog £# AWS Shared
Responsibility Model and GDPR & X &,
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HTFHERFEHN , BUUERRTF AWS K- ZUEHEHA AWS IAM Identity Center 2% AWS Identity and
Access Management ( IAM ) REREMNAF, X8 , SMNAFPFRREBEITHIERRAAENINRE, &
BB AT HARRPHIE -

s NENMNKFFERZESHRIE (MFA)
- £/ SSL/TLS 5 AWS BR#THERES. BRIMNERMEH TLS 1.2, BIWEH TLS 1.3,

- £/ AWS CloudTrail Z& APl MIAFEs) BHidlkidF. BXEMA CloudTrail lRERKEIR AWS JE3H
HEER |, BEZH (AWS CloudTrail AF#ER) RHER CloudTrail IR ER.

« fEF AWS MBZERFRZUR AWS RS PRI ERINT 224,

- FABREEZLERS (HlI Amazon Macie ) , ©EBIT XIMMRI F#1E Amazon S3 HEV U
BiE

- MREBIHFITHRER API 5E AWS HEEZ FIPS 140-3 WIEH NZER | EEA FIPS i%
Ro BXAHAMFIPS it M EZER |, B (EEFKIPEELAERE (FIPS) 2 140-3 fR) -

BB ENEEERBBER (MEEFNE R4t ) MARESH BHEERANAKFE

B (MBMER) ., XSTEEHEHA. APl AWS CLI 5 AWS SDK 4:# FSx for Windows File
Server S Hft AWS BES Bt EATEMNRZIREHBRAXEAFEFRANTARERTecAT
HHRROM AT, MEREOATRZIFIRMAMLU , BB WEFREE MU P IEEIE B REIEX 1ZAR
SERMER,

FSx for Windows File Server A B9 ¥4 Nz

i& A F Windows File Server B9 Amazon FSx X #HBSHEMZENLRMPHEME, 42 Amazon FSx
XHRER , RESBEHNBABRSKEEMNS. EX1F SMB tHX 3.0 HE SRAH 1T E L6 LR ST
HHREIRHEEPEIEMNER, Amazon FSx &7E& TR XHREEHEH SMB 1% B 3h N2 4& f 3k
B MEEBINARER,

{n] Bt 5 FH DN 228

MRENALN LN AL EREERBSNBHRBENTHE | RINEBWECIBNEZN X4 REUERE
FAAE 5 P R SR I B XA R S

MRENALAZIERNBENM A HBEATHESNBNLQAREEBRNAR , WENBESBHHRT
BANE. BIEEVEBEI L W R HIES T MBRES RS , MTXHE R BIEETINE
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* sle =
BASRENER

P8 Amazon FSx X# R &8 H AWS Key Management Service ( AWS KMS ) B Z4F 178
ANE, BREEEANGRATSEINE , HEZNN BHR. XELEH Amazon FSx ER it
218 Bt , BRMEREHNARERF

Amazon FSx fE ATl #R 4 AES-256 INEEEXT B 7S Amazon FSx BIEM THE#HTME. BEXES
E8 , 21 (AWS Key Management Service FF & A R15R) S #Y Hn22 E Atk &0H,

(@ Note

AWS Z34A & T8 B Ak iR HE i B 3RS B AL AR ( FIPS ) 140-2 #EM B E %, ZEMIZHE
FEEEEFRIFESH AR ( NIST ) 800-57 i,

Amazon FSx A/ {#E A AWS KMS

Amazon FSx 5 AWS KMS SR E —EEU# TEREE, Amazon FSx £ AWS KMS key R IN& &
MNXHRGE. SULUERATNENBREXHRS ( SFEBBATKE ) B KMS 4. EFUEHA.
B ASEEN1Z KMS ZANEN, Z KMS ZARTURUT AR 2 —

« AWS EERZ - XEEIA KMS 48 |, TR FREMA,

- BERFREER - XREARREN KMS B4 , BN G UEEEZABRURNZMNAFSRSERE
HER, BXUEEFREXFEHANESZEE , 28 (AWS Key Management Service 7F & A &
BB FHLEZH,

MRFEFEEXNBAENEN KMS ZAMBRNBRZXHHE  EUNEABARGR. EEAR
SRR , AWS KMS BRI BFRE—IXENER. A , NTEFREXNEN , B LRERIE
BANEZER, EFEHA. BRIBEEN KMS ZHIHENER. BXEZER , 55 (AWS Key
Management Service FF R AR IEm) FHEIR AWS KMS keys,

AWS KMS B9 Amazon FSx 4R B

FEABR RIS KMS BAHRINEERE, BXRFHRBRNESEFELR , 255 (AWS Key
Management Service FF X A R/ FHFEH AWS KMS FHZ4AHE, ULTHRERT Amazon
FSx &3 B MB X4 REXIFNATE AWS KMS HEXR :

 kms:Encrypt— ( Ali& ) REANMBZBNMEXF, ZNRIEERINBARBEF,
* kms:Decrypt — ( 4% ) BEEX, BXRIUABNMBNAX, ZRNRTLEERANZAREF,

BAME 326
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« kms:ReEncrypt — ( Ali% ) AR KMS ZAMZE RSB[R EBIE , MALTFEFmBIEH
GEBBRE  REEHNE., ZNRITEERINZHRRED,

- kms:GenerateDataKeyWithoutPlaintext — ( 4% ) IREIE KMS Z4A T MEBNHEMBZEH. ZNE
BEEERINZABEFH kms:GenerateDataKey* T,

« kms:CreateGrant — ( 4F ) N BZHARMBENUAEEBLEAFAIUAEALZGTHEAZRR, BUER
FABERNW BRI, BXBENNWESZEER |, i55H (AWS Key Management Service FF & A &
B PHEARN., ZNRBEERINZHAREP,

« kms:DescribeKey — ( #4F ) #BEBEXRIEE KMS Z4ANEFEMES ., ZNRETEERINZARE
H,

- kms:ListAliases — ( A% ) FIHK AR FAERAR R, EEAZEHSIRMBHXHRSER , ZX
PRIFIEF KMS ZHIIR, BRIMNBWEERZNBARRSENAFER., ZNRTEERINZHRE
BE

1% ¥ o B D0

EX ¥ SMB MY 3.0 RE SRR ITESRF| LS N XHRAZEXFERPHENSE. XBEM
Windows Server 2012 # Windows 8 FF##IFFE Windows iRAS , AR FTE Samba B iwARA 4.2 5
EEMRAH Linux &%, S&AT Windows File Server B9 Amazon FSx &1 &1 8] SRS atfE
SMB mnZ B mEEM P EHE , MEFERNARERF.

SMB 1N & f AES-128-GCM = AES-128-CCM ( IR & i35 SMB 3.1.1 , NIi%E#E GCM 34k )
EREMREE , FEETFER SMB Kerberos 21ERAFTE R RIEBHIBETEM, F£H AES-128-
GCM AT LAIR S M4EE |, Hlan |, B INZRE SMB EZEE FI AN |, HEERZ RS 2 15,

NTRBREIEZRPRERTNBNEAMEER |, BSOS R SR 15 814X BR BR Hi 9 X /o ¥ 177 8] 32
¥ SMB MMFENE ik, EETAUBERAREATNINHAEHBNNHRENEFRPNE, XATFEE
Bl — X4 REG LRSS ERANBENARMBNXHLE,

EIR L R N

BT L E R —4H B E X PowerShell 855 332 $|7E FSx for Windows File Server X# R £ f1 % F i 2 8]
WEREMPRIENEZ, SR HRETHRNRRES NN ZEF SMB IMBNEF i , MRGE 0P 5iE
RALT MBRS. BABFRMTERAPHRENRG , FATXE SMB 3.0 NZEMNE FimihE X4 R
SWRAPREERREREAMBNXHRE,

BETUEXHHER MR R XA RS BRI ZEERPRENDE, MREB/NE LTS HBIEN
NHEHAEBHRNTERATNE , ARTREAPGREEEMXALE |, N SMER 4L ZR B89N
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Z2H , DER- M XHRELESEANBENRMEZNXHRE, RESF[EENNBMLETHERS
K, MREATE2R/MNE , WEEFEEHERZELAZTHME,

& T LAE A Amazon FSx CLI for Remote Management on PowerShell B2 X # %45 LRy /&SN
=2, ETHRNMAERL CLI, 5% Amazon FSx CLI A F PowerShell,

WTAIATATERXHRSGE LNAFERFNENG T,

EREEGS ik

Get-FSxSmbServerConfigurati ¥ ZRIRFZ M EHR (SMB ) REBEHME. EREMMT |, AR
on #& EncryptData # RejectUnencryptedAccess B
EREXHRENERPNBERE,

Set-FSxSmbServerConfigurati  Ltas SREFNED , ATFTEXHRELLBERERMTMNE

on
« -EncryptData $True|$False -FESEIREN True

AT EEEPHRENS. FUSHIREN False AIXAEHF
BEME,

« -RejectUnencryptedAccess $True|$False - fFiik
SHIREN True BEFRZFMENEFIRIHR XGRS, §
S BIRE RN False ATFAXFFMENE P inihs R XHFRE

Set-FSxSmbShare -name FUSHIRERN True , UAFBERENERPBIENE. FHSH
name -EncryptData $True RIEN False , AR EZNEH P HRIFENE,

BN THBRINEDPHRHEMEBTTEINSEEE. EHRLAER , BT822 Hws , flW
Get-FSxSmbServerConfiguration -7,

£/ Windows 3# 1T X4 R 3 g Bl By 5 ) #2246 ACLs

I 5 #h kR FSx Windows X # RSS2 X158 #%Xk Active Directory B3I RS 85H 23R (SMB) WM 1T
ETEHNEMRIE, Active Directory  Microsoft B &% , AT E#HAEXNELNKRNWER |, &
EERNAFESENERANFEAXLEEE, XENKBEESREREZER , HlTHRS TR ME
RAPMTENKF. ETHAEX Amazon SE3) B R XIGNESEE FSx , i5ZF A Microsoft Active
Directory.
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FSx &M F Windows 34 R <5 85 49 1L 5 2 Windows f Fi§r
BHY AR T ESEHI ] LAE A Active Directory EIE AR S#h FSx XHH=E, B LAFERAFRER
Windows i[RI & 51 Fk (ACLs) # 1T MM XA R M 4R R TFRIESH, Amazon FSx XHRES B
WIEE R X4 REBFEH R &I |, LAaHIHRTIX L Windows ACLs,

ML DE FSx XHREEBHH — N B R ERIA Windows X Zshare, WWHEZEXHFR ACLs By
Windows BEE H 8 A P # 1T read/write 15E, B4R AT L1 H Active Directory R ZRFEXS
XERGHITEERENERNEERA, MREBERXHFRSEE AWS £ Microsoft AD &5 , 1
LR AWS EiRk FSx BEE R, NMREEFXHREEBITEER Microsoft AD REERK , WZA R
DRBEER, LA UREAEUNEN4RENEENBENERNEERAA, EE N ACLs , BRI LUF
HEMFANBREEAAKZWAF,

/A Warning

Amazon FSx ERRGRAP NN X HRERNFIE XG4BT EEF NTFS ACL X
R, BOEXRLAFEENSIHR LN NTFS ACL PR, XEMAFHRNXHEREZELED
|, HEXHREZ BT EER,

B 2E

« ft 42 AWS Directory Service ? £ € AWS Directory Service EIE#/) .
- £ {AWSAWS Directory Service EE1Er) FLIZERE Microsoft AD & B %.
{AWS Directory Service EXEIER) PMAIIEEEXR,

- S 1. i®E Active Directory.

£ Amazon VPC #1734 R 4515 [l 128 4l

& T LA 3 4 M 4 interface Th R B S ¥ FSx XH RS, ZNEZEONMNTEUIES= (VPC)
F, ETFEBEXHREREK Amazon Virtual Private Cloud ( Amazon VPC ) RS, EaLUES Hig
FZBRSS (DNS) BFREREEIEH Amazon FSx X RS, DNS BFERETE] VPC H 30 RET 3% M W 4% 332
OMFAE IP #it, RAEXE VPC AEEIR, B Direct Connect 2 VPN 53k Bk VPC EZM R IR
NEERRNPEIR VPCs FTREFRINHREHNMEZEND, BXEZEL |, H5H (Amazon VPC AAFE
&) Bt AR Amazon VPC?,
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https://docs.aws.amazon.com/directoryservice/latest/admin-guide/what_is.html
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/A Warning

T HERTMREEN XA RERKRABEMZED, BEHRSMERZMEZOTESS KA
ERIEHN VPC MRS R HVEE,

FSx M T Windows X RS REXHF VPC £ E | XEEREBER. 0E. BSRMMEREM AWS K
FHREN VPC HHEFMHPNRIR, BXEZELR , i3H Amazon VPC AiF 18 VPCsHMI A

Amazon VPC &4 4

NTH-—TEEBEL VPC ANHREHEMEMBZONNERE , BEATLARRIIN XHERENTH
Rl REAR—MIRSHAE , ATERH#HEXBRNERONRE, EXHERT , RENBFRHZ
NHREHMEED,

BEAZ2ARFINER Amazon FSx XHRLERITAR |, BARMA M H G, A SEA N 42545
ABRE  HEANZEFINIHERSEHNRE. BRENZSAPAEBRIMERENAN , 7T
Amazon FSx X #F RETHY AR L FBRET B X5 A9 T E L P LAY TR,

BXRLZAMNNWEZELR |, BSHE Amazon EC2 AFEREHMN L =AM,

79 Amazon BlIEL 24 FSx

1. ¥E https://console.aws.amazon.com/ec2 L3I S EC2 ###I1A,

ESIMBEEF |, %$F Security Groups ( Z£4 ) -

ERUERS4A,

NEZLAEEBHMNER,

XTF VPC , TR EEN X4 RE KRB Amazon VPC BLfEiZ VPC Fa|EZ 24,

2

ARIIBA T AN B A R O ERY IS M 4R E

a. XF VPC 24 , AFEMNBIA Amazon VPC HERINLZ S H B FMBIZEH S P XHR
&, FRRENE FSx XHRENFRNELLARN VPC M ACLs AL TERAT RIS O
FELEtBRRE,
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https://docs.aws.amazon.com/vpc/latest/userguide/vpc-sharing.html
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FSx for Windows File Server port requirements
You need to configure VPC Security Groups that you've associated with your Amazon FSx file system,
along with any VPC Network ACLs and Windows firewalls to allow network traffic on the following ports:

TCP Ports 88,135, 389, 445, 464, 636,

3268, 3269, 9389, 49152-65535
UDP Ports 88,123,389, 464
S~
Active Directory
TCP Ports 53 domain controller
UDPPorts 53
b
-
DNS server
| TCP Ports 445
< H
T~ |
FSx for Windows VB diert

TCP Ports 5985 @
4@

Administrator

TRAET SN NRONER.

7138 ¥ y=h=:)

TCP/UDP 53 HE RS (DNS)

TCP/UDP 88 Kerberos & 135 F

TCP/UDP 464 BRREFZDE

TCP/UDP 389 HAE R AL ( LDAP )

UDP 123 P 48 Bt iE] #p L ( NTP )

TCP 135 PRI E R E /i [R5TES ( DCE/EPMAP )
TCP 445 BH&MRS SMB XHHE

TCP 636 RES B FiHE ML TLS/SSL (LDAPS)

TCP 3268 Microsoft £ /3 B &

Amazon VPC Z£4 331
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73 i y==f=:!

TCP 3269 ETF SSL # Microsoft /5 B F

TCP 5985 WinRM 2.0 ( Microsoft Windows izf2 B2 )
TCP 9389 %k AD DS Web AR%5 , PowerShell

TCP 49152 - 65535 RPC HY I Bt i O

/A Important

BAAX 2 MBS TARNHRSGHEDEZLV TCP InA 9389 LM HIERE,

b. WRXLREMVBHEEIERTEN AD HIRHIZR, DNS BRF=R. FSx FEFRMEE AW
BrRiEE. FSx

/A Important

B AR Amazon VPC Z2HERNENEREBINH O LITHiKEO , EXZH
Windows B X &R VPC P4&#8 ACLs ER W @3 Fiw A,

@ Note
MRBFE T Active Directory ¥R , M ATHR S Amazon FSx X REGXEH VPC H
WFMREEEFUERFENLN , FEEN VPC PR FREHAIE S FR 2B
FEEMRZR, B LAEA Active Directory Sites and Services MMC B2 # T & & M E UX
HiRiE,

(@ Note

EREBERT , BUECLKXEH T AWS Managed Microsoft AD Z2AMN K ERINIRE o
MER , FHERLELZLAEEATRBERN Amazon FSx XHRENREFMEN AWM

Amazon VPC &£ 4 332
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N, BRVENAUANNEZER , 525 (AWS Directory Service EEIEm) F
BIAWS Managed Microsoft AD 5t R %4

W BELBETERELA , AILUSHEHE Amazon FSx X4 RS RY58 4 W 4842 O #E<BX,
HL2HES5EM Amazon FSx X8 & 55 < Bk

1. 3TF Amazon FSx ##|& , Pk https://console.aws.amazon.com/fsx/o
2. HEEFEIRLE  EBRENXHREUEFTREFAEE.

3. EMBEZR2EMFL  ERNXARGEHMEED ; Hl0 , ENI-01234567890123456, X T &1
AXXHRS , BFBEIEMMEEQ, I TSATARXHRS , SFEEETFRNEHATFMH D
AER—IMEED,

4. NTEAMEED  GEMZED , ARERFPERERZ 24,
5, HERRLANEES A LAREFANZLE , RREEFE.

B IE U5 R XA R ST

EENBIMEREFHEE MK RSN XHRSE |, SRS XA RS elastic network interface
XENFrEZE4A , ARNEEBRNIRZE inbound/outbound M NIEYA,

5% VPC M4 ACLs
RIPFEH VPC AXHREN RN S —FitRRBTMSHARHFIR (W% ACLs ) « ESR

£48 ACLs B TTHY , BEFRLINTHAE , TR EHN VPC d R RRIFANEZ LR, BXMEN
E %52 ACLs , #H24 Amazon VPC F 18R ACLsH I 4,

SR E TR RRA AN

Amazon FSx for Windows XSS IFFRRRALAAPNXH., XHRAXHEZNHANE, &1
BB X HRENFITEHRAERZIREFEDRENEM AWS S, XERSITFERIES.
L3, FHANENMBEER, AHEBEMMALRE  UH—SHRAZSHNSHEE IR,

BREANHFHREITRRATRLRAREANNERLAFEDIRLBANESER , BRI FE
EEXARNENE LA EDREBA.
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https://aws.amazon.com/blogs/storage/file-storage-access-patterns-insights-using-amazon-fsx-for-windows-file-server/
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® Note

REFHE) 32 MBps HE K FSx #Y Windows XHREF ZIFX BRI E T, & USRI
BXHREGENEUHRED, AXESEER , B2H EEEHEL.

XHiFEEITRELL AR EEEN N EFREHERE CRELAPN AN, HRAMXGEXEMIHE,
Wi R NTFS RS iHRIZFIFIR (SACLs), MREEBELNWNIMAXHEIFERE T Fities , N
AJ LUB S I #HHY Amazon FSx for Windows XRFZ B X AR S H T BEBIERFMAXHH A Fit,

Amazon FSx X#FLAT Windows &4 , ATHRIXH. XHRANXHRE -

« NFXMHHE , BXEF 28, BAIXHRAITXN, FIHXHERRRESE. REUEME. QX4
BEA#E, IBXHREMHIE. BABME. BIERFFRMICE, BIER, SREXER, EBRM
RELPR A o

« WTFXAHRETR , X8 ERIIXHHE,

EXH, XHRAXHLZTHEAP , Amazon FSx XIFEFR = ( HlanAE 2B NERIN AP K215
RIXHRIXHERE ) . KMHZHHRERMEZ.

BRLEERRBN AN HRBTHRER , ERANXAHREHTHRFK , REBHITFX.
BT AR BRI KPLRBAHR (NABZR, RABZHHENIERAE ) o &I A LABERS K
XHBEE LT,

(® Note

NHEBREFEITMUERERENRELAFHTREE, BRER  XHBRFTFERERAX
AR TR RENRLR X, XHERMXERZTHRIEIN T IS E S,

XEFENERFZREHRRERNFY 5000 MNEH, BHRIFEEFTHNENNHFERMNEAREE
B, MESNM G ABFEREER X, FIMAF IR, FTIF MR AET,

F&
- FREHAESER

- EBTERIZFIERE
- EEEHAERE
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o REBENXHMXHFRET RS
- EBXHIFRE LT

HREHFAEER

BRAXMHHRFEITE , XAEE Amazon BHE FSx X X FZEHBEMN AWS RS, BALUEFITE
HRAEREE HEARH Amazon CloudWatch B E&RE Amazon Data CloudWatch Firehose 1% 5
Mo BRI LATERIE Amazon FSx for Windows X4 RF XU RSN EERFREHAEBRF , AR
EEFNEXHREZEENERTFITEHBEBIR. BXEZEL , BSH EBXHHRIFIT,

BUTF R — LR LA B R E A R =4 B & B ARAVEWL ¢

- WMRMEIIE Amazon CloudWatch 2 & EE. EFMEBERTEITEH4EE , £ Logs Insights Xt
HE#RITESR , AKAdA CloudWatch B3R, Lambda B , #&i%#F CloudWatch CloudWatch B

/N o

« MRERFENEHRNERBL I S3 PHFMH. TLI# Redshift FHVHEE, TI#HRSZHE
E{REEER S R (B0 Splunk X Datadog ) #1TH# —F 9% , AWS iFi%#F OpenSearch Amazon
Data Firehose,

BIAEIR T , Amazon FSx SSEERITK P 02 3 FABRIA CloudWatch B A AR Bt S4 A&
o MBETHMBEY CloudWatch B A Firehose ENFKEH BB , WX FitS#4E
EEFNEHABEROT ;

* CloudWatch BHEBEEANBFSAILL/aws /Fsx/BIBRF L, MREEEZRFA LOIBREH
BREXETAR CloudWatch BE B E4AH , Amazon FSx LA B &AM EHBRIA
CloudWatch /aws/fsx/windows B&E . MBELFEFERARABTE , IRKERFEEAYSE
BHlAE LB REH 4RSI CloudWatch HE&E BEA,

* Firehose IRV B RS aws-Fsx- RETR. WMREZEINEM Firehose Z5R , WA AFE#R
& ERER G RENAIE -,

o TR Firehose & HRECE N LA Direct PUT EREFRIR, FEFERAIAEN Kinesis BIERIERNZ
R BIERIR

» B#5 ( CloudWatch B& B &4 Firehose &#iifi ) XMEEMNL S FSx XHRSEMLTEH—1
AWS % X AWS X1F, M AWS Ik~ A,

BT LARER B E B4 B SR B AR (B30, M Lo CloudWatch gs E2iA Firehose ) » BEik/a , ¥THY
TWEH A EERILKETFHN B iR,
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RABHEKEM B EEE

BE  FREAASEREREERAFTE/L2® , EANTRSFEEERNAE, ERDHBIBERT ,
FREHATCRTRARR, NRENEARJIFTERENEL (FH , BRIBREMEELS
fr) | RINBUEE R TERBNMNBROSEARITHA, BT AHE 4R S L XM
REMRFZBROEM

S g Ry

MRBEERNINAE X HIEIRE T Fiti24] (SACLs) , M ATLA#12 Amazon FSx X H R & H G HIET
BIFHXHRSE, RINBWER AWS DataSync REREBIEUA R SEH Amazon FSx X R &< Bk
SACLs B9, b4k , &3& AT LA Robocopy ( Robust File Copy ) « BEXEZELR , BSH FUNEX

H1Z6 T E E Amazon FSx.

EEEHAR

£ Amazon FF#R R B EITEHBEE FSx , BANEEXLEHRS, EFEENUEMARNBURT F&
EHBEENER

« EEF CloudWatch BEBZE |, i@t A CloudWatch #4414 |, B FIIEHAERERNARANE
‘M. BXREZELE , 12 Amazon Logs AAFIEMHF M EE &Ki%XE CloudWatch CloudWatch H
EH HEBRE.

B LAE A CloudWatch Logs Insights AR EAXBEEZM DT ENBEHE. EXEZERE , S
% Amazon Logs A F#sR R #IEA CloudWatch A& ## % #r CloudWatch B & IE.

TR FEZEHBESHE Amazon S3, BXEZEE | HSR (ISR BEERFIER) Bl
& B EBIES B %] Amazon CloudWatch S3,

« BT ETE Firehose LEFETREMHBER, B2 , BALUF Firehose BB 1 ¥F B £ A FIE AL
EHH B R, BNEETSE S3, T# Redshift, I Z# OpenSearch BRS5 LA Splunk #
Datadog EEENEBRA R, BXEZEER , BSHILS# Dat a Firehose FF R EIEF P IEEF
H§ i,

FREHFTR

_H.

TNAFEKEN BERNEREHRUAR FREHRE.

LR 23 Windows B E#HFEEFERNHER,
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/Working-with-log-groups-and-streams.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AnalyzingLogData.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/S3Export.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/S3Export.html
https://docs.aws.amazon.com/firehose/latest/dev/create-destination.html
https://docs.aws.amazon.com/firehose/latest/dev/create-destination.html
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« EventID 1§ Microsoft & X #) Windows E# B EEH ID. BXVNHREESHMIHHLZEHNE
B, 125 Microsoft 3X#4,

* SubjectUserNameg#H 1T 1A RIMXFRRY A o

- ObjectNamelgih Bl B4R XX, XHRFINHHE,

* ShareName @A TH XHHZHRIMAEKKI S, HIA1, EventID 5140 EIHFEMBZHENREE
Fo

* IpAddressiE B eI X HEEHHNE F K.

- Keywords ( I0F ) IEBANXHFRIKIIERAM. HIRERIIFRE , ZER
0x8020000000000000, MR BAXMEIIAE , ZEHN 0x8010000000000000,

« TimeCreated SystemTimel§ B/ ERGEHFERH L <YYYY-MM--: mm : ss.s>Z & B RAVAES
[Bl, DDThh

« TEYIRIEXHRSL Windows T2 PowerShell iz 289 DNS &% , AT FiRBISXH R,
 AccessMask , IR ATA , MFEARMITHXH41HRIZER ( a0 ReadData, WriteData )

* AccessListiE i RHBR FXRIN R FRNR. BXFMER , S H T XM Microsoft X4 ( flans
4 4556 ) ,

e 7 [ 5 55 =]

ERBESRSIH A * Ox1 %%4416
BEABES M4 0x2 %%4417
BNBFERHMF B F Ox4 %%4418
Ry BEM 0x8 %%4419
EAVRBEM 0x10 %%4420
WATAEA 0x20 %%4421
i B+ 0x40 % %4422
AR 0x80 %%4423
EAEH 0x100 %%4424

EFESEHETE 337


https://docs.microsoft.com/en-us/windows/security/threat-protection/auditing/audit-file-system
https://docs.microsoft.com/en-us/windows/security/threat-protection/auditing/audit-file-share
https://docs.microsoft.com/en-us/windows/security/threat-protection/auditing/event-4656
https://docs.microsoft.com/en-us/windows/security/threat-protection/auditing/event-4656
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e KR e =]

il B& 0x10000 %%1537
52EY ACL 0x20000 %%1538
EAX ACL 0x40000 %%1539
BEAFEE 0x80000 %1540
EE7 0x100000 %1541
A= 4 ACL 0x1000000 %%1542

UTR-EXBEANTRO, EEE , X XML RE TR LUE Tk,

T BR XS SR B 212 KB4 1D 4660,

<Event xmlns='http://schemas.microsoft.com/win/2004/08/events/event'><System>
<Provider Name='Microsoft-Windows-Security-Auditing' Guid='{54849625-5478-4994-

A5BA-3E3B0328C30D}"' />

<EventID>4660</EventID><Version>0</Version><Level>0</Level>
<Task>12800</Task><0pcode>0</0Opcode>
<Keywords>0x8020000000000000</Keywords><TimeCreated
SystemTime="'2021-05-18T04:51:56.916563800Z"' />
<EventRecordID>315452</EventRecordID><Correlation/>

<Execution ProcessID='4' ThreadID='5636"'/><Channel>Security</Channel>
<Computer>amznfsxgyzohmw8.example.com</Computer><Security/></System><EventData>

<Data Name='SubjectUserSid'>S-1-5-21-658495921-4185342820-3824891517-1113</Data>

<Data Name='SubjectUserName'>Admin</Data><Data Name='SubjectDomainName'>example</Data>
<Data Name='SubjectLogonId'>0x50932f71</Data><Data Name='ObjectServer'>Security</Data>
<Data Name='HandleId'>0x12e@</Data><Data Name='ProcessId'>0x4</Data><Data
Name="'ProcessName'></Data>

<Data Name='TransactionId'>{00000000-0000-0000-0000-000000000000}</Data></EventData></
Event>

& SR B S2 4Bt 212 KB4 ID 4659,

<Event xmlns='http://schemas.microsoft.com/win/2004/08/events/event'><System>
<Provider Name='Microsoft-Windows-Security-Auditing' Guid="'{54849625-5478-4994-
A5BA-3E3B0328C30D} "' />

EREMHAE
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<EventID>4659</EventID><Version>0</Version><Level>0</Level><Task>12800</
Task><0pcode>0</0Opcode>
<Keywords>0x8020000000000000</Keywords><TimeCreated
SystemTime="'2021-0603T19:18:09.951551200Z2"' />
<EventRecordID>308888</EventRecordID><Correlation/><Execution ProcessID='4"
ThreadID='5540"'/>
<Channel>Security</Channel><Computer>amznfsxgyzohmw8.example.com</Computer><Security/
></System>

<EventData><Data Name='SubjectUserSid'>S-1-5-21-658495921-4185342820-3824891517-1113</

Data>
<Data Name='SubjectUserName'>Admin</Data><Data Name='SubjectDomainName'>example</Data>
<Data Name='SubjectLogonId'>0x2a9a603f</Data><Data Name='ObjectServer'>Security</Data>

<Data Name='ObjectType'>File</Data><Data Name='ObjectName'>\Device\HarddiskVolume8\shar

\event.txt</Data>
<Data Name='HandleId'>0x0</Data><Data
Name="'TransactionId'>{00000000-0000-0000-0000-000000000000}</Data>
<Data Name='AccesslList'>%%1537
%%4423
</Data><Data Name='AccessMask'>0x10080</Data><Data Name='Privilegelist'>-</Data>
<Data Name='ProcessId'>0x4</Data></EventData></Event>

ANFPITEERENKICEEMN ID 4663, AT ROIERTMNXHHIEIHSE , XEHETLUET

AccesslList %%4416 BE{THEIE,

<Event xmlns='http://schemas.microsoft.com/win/2004/08/events/event'><System>
<Provider Name='Microsoft-Windows-Security-Auditing' Guid="'{54849625-5478-4994-
ASBA-3E3B0328C30D} "' />
<EventID>4663< /EventID><Version>1</Version><Level>0</Level><Task>12800</
Task><0pcode>0</0pcode>
<Keywords>0x8020000000000000</Keywords><TimeCreated
SystemTime="'2021-06-03T19:10:13.887145400Z' />
<EventRecordID>308831</EventRecordID><Correlation/><Execution ProcessID='4"
ThreadID='6916"'/>
<Channel>Security</Channel><Computer>amznfsxgyzohmw8.example.com</Computer><Security/
></System>
<EventData>< Data
Name="'SubjectUserSid'>S-1-5-21-658495921-4185342820-3824891517-1113< /Data>
<Data Name='SubjectUserName'>Admin</Data><Data Name='SubjectDomainName'>example</Data>
<Data Name='SubjectLogonId'>0x2a9a603f</Data><Data Name='ObjectServer'>Security</Data>
<Data Name='ObjectType'>File</Data><Data Name='ObjectName'>\Device
\HarddiskVolume8\share\event.txt</Data>
<Data Name='HandleId'>0x10@lc</Data><Data Name='AccesslList'>%%4416
</Data>
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<Data Name='AccessMask'>0x1</Data><Data Name='ProcessId'>0x4</Data>
<Data Name='ProcessName'></Data><Data Name='ResourceAttributes'>S:AI</Data>
</EventData></Event>

AT RBIERT XHFH write/append B3E , AIAMAFERRACcessList %%4417,

<Event xmlns='http://schemas.microsoft.com/win/2004/08/events/event'><System>
<Provider Name='Microsoft-Windows-Security-Auditing' Guid="'{54849625-5478-4994-
A5BA-3E3B0328C30D}"' />
<EventID>4663</EventID><Version>1</Version><Level>0</Level><Task>12800</
Task><0pcode>0</0pcode>

<Keywords>0x8020000000000000</Keywords><TimeCreated
SystemTime="'2021-06-03T19:12:16.813827100Z' />
<EventRecordID>308838</EventRecordID><Correlation/><Execution ProcessID="'4"
ThreadID='5828"'/>
<Channel>Security</Channel><Computer>amznfsxgyzohmw8.example.com</Computer><Security/
></System>

<EventData><Data Name='SubjectUserSid'>S-1-5-21-658495921-4185342820-3824891517-1113</
Data>

<Data Name='SubjectUserName'>Admin</Data><Data Name='SubjectDomainName'>example</Data>
<Data Name='SubjectlLogonId'>0x2a9a603f</Data><Data Name='ObjectServer'>Security</Data>
<Data Name='ObjectType'>File</Data><Data Name='ObjectName'>\Device
\HarddiskVolume8\share\event.txt</Data>

<Data Name='HandlelId'>0xa38</Data><Data Name='AccesslList'>%%4417

</Data><Data Name='AccessMask'>0x2</Data><Data Name='ProcessId'>0x4</Data>

<Data Name='ProcessName'></Data><Data Name='ResourceAttributes'>S:AI</Data></
EventData></Event>

E/ ID 4656 RIABIERNEMNNRBERBFEHRNBR. EUTRFIH , HEEIERZE ObjectName 1
“permtest” KKy , BEIHKXW , MXBFEFT. 0x8010000000000000

<Event xmlns='http://schemas.microsoft.com/win/2004/08/events/event'><System>
<Provider Name='Microsoft-Windows-Security-Auditing' Guid="'{54849625-5478-4994-
ASBA-3E3B0328C30D}' />
<EventID>4656</EventID><Version>1</Version><Level>0</Level><Task>12800</
Task><0pcode>0</0Opcode>
<Keywords>0x8010000000000000</Keywords><TimeCreated
SystemTime='2021-06-03T19:22:55.113783500Z"' />
<EventRecordID>308919</EventRecordID><Correlation/><Execution ProcessID='4'
ThreadID="'4924"'/>
<Channel>Security</Channel><Computer>amznfsxgyzohmw8.example.com</Computer><Security/
></System>
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<EventData><Data Name='SubjectUserSid'>S-1-5-21-658495921-4185342820-3824891517-1113</
Data>
<Data Name='SubjectUserName'>Admin</Data><Data Name='SubjectDomainName'>example</Data>
<Data Name='SubjectLogonId'>0x2a9a603f</Data><Data Name='ObjectServer'>Security</Data>
<Data Name='ObjectType'>File</Data><Data Name='ObjectName'>\Device
\HarddiskVolume8\share\permtest</Data>
<Data Name='HandleId'>0x0</Data><Data
Name="'TransactionId'>{00000000-0000-0000-0000-000000000000}</Data>
<Data Name='AccesslList'>%%1541
%%4416
%%4423
</Data><Data Name='AccessReason'>%%1541: %%1805
%%4416: %%1805
%%4423: %%1811 D:(A;0ICI;0x1301bf;;;AU)
</Data><Data Name='AccessMask'>0x100081</Data><Data Name='Privilegelist'>-</Data>
<Data Name='RestrictedSidCount'>0</Data><Data Name='ProcessId'>0x4</Data><Data
Name='ProcessName'></Data>
<Data Name='ResourceAttributes'>-</Data></EventData></Event>

FEHRRNRNBEITXICZEMH ID 4670, AT ROAIETAF “BER” KR T “permtest” BIAR , LA[@

SID “S-1-5-21-65 ObjectName 8495921-4185342820-3824891517-1113" RN PR. B < a1 R

FRINEZEER |, ISR Microsoft X4,

<Event xmlns='http://schemas.microsoft.com/win/2004/08/events/event'><System>
<Provider Name='Microsoft-Windows-Security-Auditing' Guid="'{54849625-5478-4994-
A5BA-3E3B0328C30D} "' />

<EventID>4670</EventID><Version>0</Version><Level>0</Level>
<Task>13570</Task><0pcode>0</0pcode><Keywords>0x8020000000000000</Keywords>
<TimeCreated SystemTime='2021-06-03T19:39:47.537129500Z"' /><EventRecordID>308992</
EventRecordID>

<Correlation/><Execution ProcessID='4' ThreadID='2776'/><Channel>Security</Channel>
<Computer>amznfsxgyzohmw8.example.com</Computer><Security/></System><EventData>

<Data Name='SubjectUserSid'>S-1-5-21-658495921-4185342820-3824891517-1113</Data>

<Data Name='SubjectUserName'>Admin</Data><Data Name='SubjectDomainName'>example</Data>
<Data Name='SubjectLogonId'>0x2a9a603f</Data><Data Name='ObjectServer'>Security</Data>
<Data Name='ObjectType'>File</Data><Data Name='ObjectName'>\Device
\HarddiskVolume8\share\permtest</Data>

<Data Name='HandleId'>@xcc8</Data>

<Data Name='01dSd'>D:PAI(A;0ICI;FA;;;SY)
(A;O0ICI;FA;;;S-1-5-21-658495921-4185342820-3824891517-2622)</Data>

<Data Name='NewSd'>D:PARAI(A;0ICI;FA;;;S-1-5-21-658495921-4185342820-3824891517-1113)
(A;OICI;FA;;;SY)(A;Q0ICI;FA;;;
S-1-5-21-658495921-4185342820-3824891517-2622)</Data><Data Name='ProcessId'>0x4</Data>
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<Data Name='ProcessName'></Data></EventData></Event>

BIRBR X RENESIEREMSH ID 5140,

<Event xmlns='http://schemas.microsoft.com/win/2004/08/events/event'><System>
<Provider Name='Microsoft-Windows-Security-Auditing' Guid="'{54849625-5478-4994-
A5BA-3E3B0328C30D}"' />
<EventID>5140</EventID><Version>1</Version><Level>0</Level><Task>12808</
Task><0pcode>0</0pcode>
<Keywords>0x8020000000000000</Keywords><TimeCreated
SystemTime="'2021-06-03T19:32:07.535208200Z"' />
<EventRecordID>308947</EventRecordID><Correlation/><Execution ProcessID='4'
ThreadID='3120"'/>
<Channel>Security</Channel><Computer>amznfsxgyzohmw8.example.com</Computer><Security/
></System>
<EventData><Data Name='SubjectUserSid'>S-1-5-21-658495921-4185342820-3824891517-2620</
Data>
<Data Name='SubjectUserName'>EC2AMAZ-1GP4HMN$</Data><Data
Name='SubjectDomainName'>example</Data>
<Data Name='SubjectlLogonId'>0x2d4ca529</Data><Data Name='ObjectType'>File</Data><Data
Name="'IpAddress'>172.45.6.789</Data>
<Data Name='IpPort'>49730</Data><Data Name='ShareName'>\\AMZNFSXCYDKLDZZ\share</Data>
<Data Name='SharelLocalPath'>\??\D:\share</Data><Data Name='AccessMask'>0x1l</Data><Data
Name='AccessList'>%%4416
</Data></EventData></Event>

EXHHAZERBEL L ENKICFEH ID 5145, AT REIE R T3 ShareName “demoshare01” K915
R4 B4

<Event xmlns='http://schemas.microsoft.com/win/2004/08/events/event'><System>
<Provider Name='Microsoft-Windows-Security-Auditing' Guid="'{54849625-5478-4994-
A5BA-3E3B0328C30D} "' />
<EventID>5145</EventID><Version>0</Version><Level>0</Level>
<Task>12811</Task><0pcode>0</0pcode><Keywords>0x8010000000000000</Keywords>
<TimeCreated SystemTime='2021-05-19T22:30:40.485188700Z"'/><EventRecordID>282939</
EventRecordID>
<Correlation/><Execution ProcessID='4' ThreadID='344'/><Channel>Security</Channel>
<Computer>amznfsxtmn9autz.example.com</Computer><Security/></System><EventData>
<Data Name='SubjectUserSid'>S-1-5-21-658495921-4185342820-3824891517-
1113</Data><Data Name='SubjectUserName'>Admin</Data><Data
Name="'SubjectDomainName'>example</Data>
<Data Name='SubjectLogonId'>0x95b3fb7</Data><Data Name='ObjectType'>File</Data>
<Data Name='IpAddress'>172.31.7.112</Data><Data Name='IpPort'>59979</Data>
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<Data Name='ShareName'>\\AMZNFSXDPNTE@DC\demoshare@l</Data><Data Name='SharelLocalPath'>

\??\D:\demoshare@l</Data>

<Data Name='RelativeTargetName'>Desktop.ini</Data><Data Name='AccessMask'>0x120089</
Data>

<Data Name='AccessList'>%%1538 %%1541 %%4416 %%4419 %%4423 </Data><Data
Name='AccessReason'>%%1538:

%%1804 %%1541: %%1805 %%4416: %%1805 %%4419: %%1805 %%4423: %%1805 </Data></
EventData></Event>

MREEA Lo CloudWatch gs Insights R BEHE , M UNSEHFRETER , M T RAEIAR
N

- BWHESHFID

fields @message
| filter emessage like /4660/

- BENEREXHETENRAESEHN

fields @message
| filter emessage like /event.txt/

A X Lo CloudWatch gs Insights ERESHNEZEE , 2 Amazon Logs AP IEMPHER
CloudWatch CloudWatch H &I f## % 47 B 53R

RIE XA A AR 1T 2

BREBNEFRRAFBRAZRHAXAHNNHRIREFREGER, FiHEHBRN NTFS RETHRE
#1512 (SACLs).

A LAE A Windows B4 GUI RESHE A Windows S U EES REBHiTi24], PowerShell 0
BRRAME , NBFEREENEIZFKIHA BENTNRXHFRIZE TZIZEER,

f# A Windows GUI & & & #iF [\l

EFEMA GUI M XHMXHRIRE FZIZHEERE , BER Windows X R FREERR, HHEXHFHIHF
Xt , #T7F Windows X HREERR , REAREM > 22 > 8% > FRIATF,

DT EEHERERFIFERZXGROBRIIESY, SUHEERAFRIITHZa9W#E TR , ek
—/N Windows E#4 B E%8,
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AnalyzingLogData.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AnalyzingLogData.html
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Advanced Security Settings for Users O X
Mame: Ch\Users

Owner: SYSTEM Change

Permissions Auditing Effective Access

For additional information, double-click an audit entry. To modify an audit entry, select the entry and click Edit (if available).

Auditing entries:

Type Principal Access  Inherited fro... Applies to
a Success  Admin (i ) Read MNone This folder, subfolders and files |
Add Remove Edit

Enable inheritance

[ Replace all child object auditing entries with inheritable auditing entries from this object

Cancel Apply

RAFBRETEETRNRE, FUFRRENEDATFZEINZRR , FRFRIREN KM AT FZK
MBZ=E , FEFRRENEHBTFEEIHNZRMERBE =R,

BXERBAFBRNESZER , 5 Microsoft XY H B X ST 3 34K B A E AN B R K B,

£/ PowerShell a8 iR B T 1 R FR

A A Microsoft Windows Set-Acl B SR EMX AR ARIZEFH SACL. AXUBBWE
Z{5 8 , FZ M Microsoft Set-Acl 3X#4,

LT RER—R3 PowerShell 8 5 MEEHN M= R REFZIF R RA RO, &0 LEHEX L RH
W, HREXHRENFER,

$path = "C:\Users\TestUser\Desktop\DemoTest\"
$ACL = Get-Acl $path

$ACL | Format-List

$AuditUser = "TESTDOMAIN\TestUser"

$AuditRules = "FullControl"
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https://docs.microsoft.com/en-us/windows/security/threat-protection/auditing/apply-a-basic-audit-policy-on-a-file-or-folder
https://docs.microsoft.com/en-us/powershell/module/microsoft.powershell.security/set-acl?view=powershell-7.1
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$InheritType = "ContainerInherit,ObjectInherit"
$AuditType = "Success"

$AccessRule = New-Object System.Security.AccessControl.FileSystemAuditRule($AuditUser,
$AuditRules, $InheritType, "None", $AuditType)

$ACL.SetAuditRule($AccessRule)
$ACL | Set-Acl $path

Get-Acl $path -Audit | Format-List

BEXAERIELT

ESIZEFH Amazon FSx for Windows X RSB X MR SR |, A LAG AXHFiARIEIT, HEES
Amazon FSx &I &8I X4 R &N |, XA4F R E iR FTRARS,

EERATXHBREFNAEXHREL , BAUERXAHRFIHRE  SREIXHNNHLRE
HERHEZEARBEURFITEHAEBIR. BAIERA Amazon FSx #HI A5 AP HUTIXEES,
AWS CLI

(@ Note

REFEHENRN 32 MBps E K FSx B Windows XRS5 88 X REH Amazon X415
FI®it, MBps MIRBATXHFEFEL , WA EMNEBXEREFELENT 32 WXHRSE, €
BXHRGE  BUEMMEXELRED. BXEZER , BE5R EEFTHEN

BB XHREREANXGHEFLT (BHE)

1. ITFLE# FSx #2#|& , Mk A https://console.aws.amazon.com/fsx/o
2. BREAITHINIR S, BIEXHREHMENSRAUBH XHRE,
3. HAFEK-T&EIs. RIABERT , XHHEFITLTFEARS.
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https://console.aws.amazon.com/fsx/
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v Auditing - optional

Log access to files and folders Info
Once you enable logging here, Windows generates audit logs for files and folders on which you have enabled audit controls (also known as
Systemn Access Control Lists or SACLs).

(@ If you don't already have audit controls configured for your individual files or
folders, use the Windows GUI or PowerShell to do so. See documentation. [4

Log successful attempts

Log failed attempts

Log access to file shares Info

Log successful attempts

Log failed attempts

4. ERRANMEENHBRTEL , BHITHUTRE,

o 1 IBFRMNHMHRI TG ENR F , EBRICFEKID andlor KM EIHK, MR ARMEBIER
N &5 BB HFRERIERK,

s BERRFRMNXHEEZWNFHRMNIR , HiEFRIZFRAT) and/or KM Eid, MBRMEEE , NS
BAX#HHEMHEEIERK.

 EABRFREGEEERR P, & “CloudWatch BE” = “Fire hose”s AEEIFINA B EE
EHR  REVNEFTN AEREH TR 5T CloudWatch B , Amazon FSx A A £ BEAH F 6
B HEFABRIA CloudWatch /aws/fsx/windows B & o

UTREXHHRTEITEREN TG , ZRENTZELAAFP RS MAMO XH, XHERMNSIBHEHREZR
B2, FZEHASFEESBRIAN CloudWatch B&/aws/fsx/windows B &4 B ¥R,
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5.

HXHRGA T AT RRSHE |, 8 AXH

v Auditing - optional

Log access to files and folders Info

Once you enable logging here, Windows generates audit logs for files and folders on which you have enabled audit controls (also known as

Systern Access Control Lists or SACLs).

@ If you don't already have audit controls configured for your individual files or
folders, use the Windows GUI or PowerShell to do so. See documentation. [4

Log successful attempts
Log failed attempts

Log access to file shares Info

Log successful attempts
Log failed attempts

Choose an audit event log destination

© CloudWatch Logs
View and search audit logs in the AWS management
console and run queries on logs using CloudWatch Logs
Insights

Choose a CloudWatch Logs destination

Jaws/fsx/windows
Create new [4

Pricing

Kinesis Data Firehose

Continuously streamn audit events to 53, an Amazon
Redshift database, Amazon ElasticSearch, or to partner
solutions such as Splunk and Datadog for further analysis

Standard Amazon CloudWatch Logs pricing applies based on your usage. Learn more E

BEHRTXHREVEBDSH T —ED.

A & T 2h B

ERSIBEXHRENBAXHIHRBIEILT (CL)

1.

aws fsx create-file-system \

--file-system-type WINDOWS \
--storage-capacity 300 \
--subnet-ids subnet-123456 \
--windows-configuration

AuditLogConfiguration='{FileAccessAuditLoglLevel="SUCCESS_AND_FAILURE", \

FileShareAccessAuditLoglLevel="SUCCESS_AND_FAILURE", \
AuditLogDestination="arn:aws:logs:us-east-1:123456789012:1og-group:/aws/fsx/my-

customer-log-group"}'

BIBF XHRER |, iHFAuditLogConfiguration® M 5 CreateFileSystemAP| REE & F
A, AmXHRERAXHRRITT,
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2. HXHRSGATIRRSH , FERAXAHRTIT R,

ERAXHHRTITEE (2HE )

1. FTFL S FSx #8#|A , Mk A https://console.aws.amazon.com/fsx/e
2. SMEIXHRE , AREREEE XML R FITH Windows X#HREE.
3. EREBEIF,

4. EXHIHRTHERL  EREE,

Network & security Monitoring Administration Backups Updates Tags

File Access Auditing

Log end-user access to files, folders, and file shares

Log access to files and folders Audit event log destination

Log successful attempts; (5) Disabled None
Log failed attempts: ) Disabled

Log access to file shares

Log successful attempts: © Disabled
Log failed attempts: () Disabled

5, HEEXHARRFINREXNEES  EXRENRE,
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Manage file access auditing settings X

Log access to files and folders

Amazon FSx can log successful attempts to access files and folders, failed attempts to access files and
folders, neither, or both. Once enabled here, audit logs are generated for files and folders on which
audit controls {also known as System Access Contol Lists or SACLs) have been configured.

Log successful attempts
Log failed attempts

Log access to file shares
Amazon FSx can log successful attempts to access file shares, failed attempts to access file shares,
neither, or both.

Log successful attempts
Log failed attempts
Choose an audit event log destination

Amazon FSx supports access audit logging to one of the following audit destinations. If you change
your audit destination, events will no longer be published to any previous audit destinations.

© Cloudwatch Logs Kinesis Data Firehose
View and search audit logs in the AWS Continuously stream audit events to
management console and run queries 53, an Amazon Redshift database,
on logs using CloudWatch Logs Amazon ElasticSearch, or to partner
Insights solutions such as Splunk and DataDog

for further analysis

Choose a CloudWatch Logs destination

Use a default CloudWatch Logs log stream created by Amazon FSx, an existing log stream, or create a
new log stream.

[aws/fsx/windows ¥ | create new [4

Pricing
Standard Amazon CloudWatch Logs pricing applies based on your usage. Learn more [

o T RFENIXHMIARNIBRNR B, EFIEFKKL and/or KM =R, MRRMHERE
W& ZER A M HRE BRI

« BRFENXAHAENTRNR , HAFIEREY andlor KBMB =, MBAREHIEE , W
RAM#HHENBEETIER,.

s FUABRFREAHAEZBIR B, £ “CloudWatch BHE” = “Fire hose”s ARBIERINA HES
FHER , RECERIHN B ESERTR

6. EERF.

B HipRIEiHEE ( CLI)

« f#M update-file-system CLI i mHEM UpdateFileSystem API 1k,

aws fsx update-file-system \
--file-system-id fs-0123456789abcdef@ \
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--windows-configuration
AuditLogConfiguration='{FileAccessAuditLoglLevel="SUCCESS_ONLY", \
FileShareAccessAuditLoglLevel="FAILURE_ONLY", \
AuditLogDestination="arn:aws:logs:us-east-1:123456789012:1og-group:/aws/fsx/my-
customer-log-group"}'

BT Windows X4 R$88 FSx HIL 7 & 13 M1 177 [0 &

AWS Identity and Access Management (IAM) AWS RS AT HBIEE A & IR HIX AWS BIR G
F PR, 1AM &3 & 2 51 AT LUBE Windows X IRF22 R IRHITH ORI ( B ) MTN (PAEN
BR ) o FSx BAILAERA IAM AWS RS , TEXNENTH.

F

=

PN

ERSHHITEHRIE

EARBEEE

FSx i& | F Windows By Amazon X4 BRS80S IAM BE&FEH

FSx @A T % Windows X4 REENE T SRR THI

AWS & AT Windows X#H RS 88 FSx K S FEE R B

X 3&EH FSx F Windows #J Amazon XX # iR 5585 & 12 F 1/ 5] AX BR 3 17 BUFE HEBR
£ Amazon EEAFRZE FSx

EAEAT Windows X# RS8R FSx WERSHXAE

KK

2R

BRI EA 753X AWS Identity and Access Management (IAM) RSN AR TR

BRESAF - MRETEHBIEE , FAEERRENR (BESHEXER FSx T Windows B Amazon
X RS ER S B F R PRI 1T R PEHERR )

REEER - BERFHRNEHIEZNBEER (ESHE FSxIEA T Windows B9 Amazon X4k
SBRMIE IAM BEER )

IAM BB R - mERTERHRINRHEKE (558 FSx EA T 5% Windows XHRFHENET
S0 RS )
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£ 51T 5 0 WIUE

BRBIIRE AWS FHASMETIERFNAR. BUXTE IAM BF B4HTEHKIE AWS K 1R A
P, REETEE IAM AR TEHRIL,

& T LAME ISk B 54 RAIEPH AWS IAM Identity Center ( 51#0 ( IAM Identity Center ) , B SEFKE
BB Google/Facebook IEH , MBXE F &R, BXEZNESZEER |, HSH (AWS X AR
B PHIIEFEN AWS IKF,

S FRIEFE , AWS 124t SDK M CLI KX FERFTINRZEE, BXREZELR , H3H (IAM AFE
B BHSERT APl IEREIAWS ZZ A 4,

AWS K F root FIF°

BIEET AWS K7 , BESBE—1NEN AWS IKF root BFHNERSH , ZE O AUTLIHRIAERIR
AWS RS MR R, BRIMBENBWAERERBRAFHITEERES. EXFTERAFRIENGES , BEH
(IAM RF$Er) RIVEERA S TR ES,

oS- g7

FERBEXER , ERAXAFERESHRHABPNERKS 5 ORI 88 AWS RS R IGRHER#HITH
A

REBMEREXRBENDIER, Web AR MEA A Directory Service , & AWS RS A%
BEHRNERHTHRNAF. ReHRATRHERZIENAE,

EEHGERFRINER , BiILEER AWS IAM Identity Centere BEXEZELR , B2 (AWS IAM
Identity Center A #§R) RV L2 IAM Identity Center ?

IAM A P &F4A

IAM AP RN ENMARRNARFEFRENRN — 50, BUERAENEIE , MIEEFKHEIE
B IAM AP, AXEZER , B2H IAM AFERETHNERARASEAS O RHAENRS S HRIE
F 8 AWS i I B IE B AT 5 ] o

IAM EiEE—4A IAM A, ETERNMN ABRAFHITNEREER, AXESEE , H2H (AM A
FIEmE) B/ IAM AP A 46,
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IAM B

IAM BEREERENRNEH , TREREIE, SaLUESMNEF RS IAM &6 (284 ) R
TR AWS CLI 2 AWS API BERRAAR, BXEZEER , B5H (AM AFERE) PHEFAE
5%,

IAM A TEBREBAFIEHE, IEe IAM BFRER, BIKF TR, BRS TR AR TE Amazon EE1TH
NARBFIIEEEH. EC2EXEZEER , B5H (AM AFERE) #H IAM R EIK - &R A

EARBEERRR
AL AWS BT 0IR KR EM T AWS SOREFRBHTHBERR. KRELT 5H5H0H

FRRKENR, AWS EERARHBERFIFMEXLEBR. RSHERBEELL JSON X1y AWS £
AN FHEEP, BX JSON RBXHEHNESZEER , HZH (IAM BFEmR) F# JSON KR,

EEAERARE , B E BN EEATUNTLATRUREFLASFATRITERE , RIEEERRF R
ARE,

RABRT , ARFNAERENR, IAM EERE IAM REFREFBEEH , REAFTUR
ARERE, IAM KEE IR , TR E RIEMER B G ERNITERE,

ET 508K

ETHNNRBEEMMBSH (AF., ANAR ) B JSON NREM A, XEREIZHSHATE
AR RG TN BPLRFRITHLERE, BETHIACIRETSONER , 558 (AM AFERE) F
MEAT-ERHRBEYLBEX IAM KR,

ETHEHNRBALURARKRE ( ERRAZNENGHP ) ARERE (HNBSNHHHIRIE
B ) . ETHRIAERERBNANRRE cBHTER  FSHE (AM AFER) FHEEERRS
NER R B < R FEAT IR

BT HRA R

ETRIFHREE MR FRAY JSON KM, R~HIEHE IAM B EEEREN Amazon S3 F#H
R, EXRHETRARNKBORSST , BRSEERAAUERACIREFNBERFNLR. BLMIE
E T RIFH RS P iEE £ 4

ETHARVREEN T ZRSPHAKEKE, ETREETHRAREPER IAM Y AWS EEXR
B
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HREgRE

AWS HIFHAREERR K XEFHEB AU REEENNERLBR FHRANR

« NERLR - REETHONRBALRT IAM ZENEARR. BXESZEE , 26 (IAM A/

EE) B IAM KA PRL

- IREFEHIKR (SCPs)-EFIEEAHLR AR BN R AN AWS Organizations, BEXEZEE |, &
2% (AWS Organizations FIF1ER) YIRS 15 5K B .

o BIREFIREE (RCPs)-REKF A RFENHZRATANE. BEXELEE , FSH (AWS
Organizations FIF1E/) P ERZEFIFRE (RCPs).

- 2EERK - ENACIRSAF RGN 2EN , EASBEENERARK. BXESZER , S

5 IAM AR P 21ERE,

S REERE

SN RBEWRBEA T —MERE , ERORREMERNELIRR, BT HRES RS HREER
WA AWS ER B AVER , HS5H IAM AP EE R R ITEEE,

FSx i& A F Windows B Amazon X 4RSS NAE IAM B& £

EERA IAM B2 Windows MHFRS35 FSx WiFRIMNPRZ 81 , 1B T HEHLE T A FSx F Windows X

HARS 22 /Y IAM THEE,

YRE]LATE Windows hRIE 5 SCHFBR S 85 £ 6E A FSx B9 IAM ZhEE

IAM Zh&g

ET SRR

E T RIRH RS

R RE
SRR IR
RN R (BETRS )

ACLs

FSx X

(LI

fim

7|
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IAM Zh&E FSx X#
ABAC ( BRI ) =
e B S E =
BRIBFA2E =
REAE B
REXEAE =

E4SH 7R FSx LR EM AWS REMAERZEH IAM EEBSER |, F2/ IAM AFRERTNES
IAM B & 5 FHEVAWS RS

ET B 13RI KEE FSX
XEFEETHONKRE : 2

ETHONRBETMMNESM (W IAM AP, AFASAE ) B9 JSON RRRM I, XLRE
EHAFANASAEMAMES T BLERFNITHLERE, BETHRNTEETSHNRE , F5H
(AM BFiEE) FEATT EEAFTRE L BE X IAM &R,

BEMERA IAM ET SR , BUEE R TRIELNRENTRUAR A THIELBRENRSE. B
THETEI1E JSON RESRERMFIETE , SR (IAM BAFiER) F8 JAM JSON KB TE5 A

ET 5 My R#E RG] FSx

EEFRE FSx T Windows XRS5 28 F DRV RIEAY AP , S H, FSxSEM T 5i# Windows M #
AR5 ERMET B 0 #Y R R

PEBE T B IR A BUR FSx
HETRRNER B

ETRIFHREE M N FRAY JSON KM, ETRFMNRENRESE IAM ABEERKEM
Amazon S3 FHRMERE., EXFETHRNRBHRS T , RSEE R JMER CINREHII 4 E R
BREVEE. N THEERMIMKRBEHO TR , REEE IS EEMAE AN 2R RNTHREREAREF LSRN
THIT, BXTEETRFENRBREEER, ZRATNSEKS, AP, A, BREAFH AWS
R3S
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ESABK/ER , SR UHEANKSSHEMBKS R IAM XEEEAETRRNRBEHNEME. B
XEZER , FSHE (AM AFER) PH 1AM FEVEIK S R IR F.

MR 1T3) FSx
TERBKIEE . R

EERWLER AWS JSON REERIEEHERRIBEMF L, BR2ER , BNEETUANTLARFERITER
&, URIEMHAZRHETHIT,

JSON REEHY Action TEMRTATERKP AWRIEL L RWRIE, ERBPISREARTFR
ITRERRERRR,

EEE FSxBEINR , BHSR (RBFENSZE) FH Amazon FSx 71 Windows 4RSS 85 E L Y2
1E,

IEEHITHY R IREFEIRERI FSX ER LT AIAR

fsx
EERMEAPEESTRE  BERAESFHElRT.

"Action": [
"fsx:actionl",
"fsx:action2"

]

EEFE FSx T Windows X IR 25 H DRI RIEHY =PI , 25, FSx EMA T 5% Windows M #
AR5 ERMVE T 5 10 /Y R #E R

AR BR FSx
YEREBRAER : 2

EIE R A LAER AWS JSON REERIBEW ARG RMF L. WHRY , BN EATATLIM AR RRITER
&, BAREA ARG TIIT,

Resource JSON R TEIEEEMENAREN —IMNHZ AT R, FAZRESE , HFEHAE Amazon
HBRABF (ARN) BBERR. N TFAZERBERNRWIRE , BEABES ) ERBONATMER
Ro

FSx @A F Windows ¥ Amazon X# RS MMA5 IAM L&A 355


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_your_service.html#your_service-actions-as-permissions
https://docs.aws.amazon.com/service-authorization/latest/reference/list_your_service.html#your_service-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html

FSx 5@ F Windows 3R 5585 9 L I i#h Windows P #5

"Resource": "*"

EEE FSx BREBEKRHEHTIK ARNs , BZH (REFENSZE) FH Amazon FSx 1 Windows X #F
RS e E L RIR, BT RSN LUEE A LR ERIEEST A RN ARN |, 5SS %7 Windows X
HARS 28 E M FSx RYR1E,

EEEFE FSx T Windows X4 RFE 8 B AR RO , 5SR, FSx & T I S# Windows X4
R 2N E T B 5K R BE R B

HY SR B SR 22 4R FSx
XBBETRSHRBERMARE : B

EIE R A LAER AWS JSON REERIEEW ARG RMT L. HHRY , BNEEATLNF AR RERITER
&, BAREA ARG TIIT,

Condition EIEEE AWM REELNIFERT. BUNAIREAZESES (HW, STHD
T ) WERHRER , MERBPNFEEERPNEREE. EEEME AWS 2R&HE , F5H
IAM AP AWS £ E5H £ TXHER.

EEE FSX XRHBZHHIEK , BSR (RFENSZE) FH Amazon FSx for Windows X RS 25175
HEZH, ETHREVUERAZGRNBRENRIR , 555/ Amazon ;1 Windows X #5528 E X FSx
A IRE,

EEEFEH FSx T Windows X4 RFE 2 B BRI RG] , SR, FSx & T E# Windows X4
RS2 E T B 19 1Y R B R~

ACLs in FSx
*# ACLs : &

REFIFIR (ACLs) 2HMLERFTEA (KFKA., AFRAR ) ANBRER, ACLs SETHIRM
REERL , RECAEEMA JSON KRB,

ABAC with FSx
X5 ABAC ( REEHRIIRE ) : B

BT BN HRRRIEH (ABAC ) R—REAUEN | BEMETHARENEERE AR, SN
SR MINE 1AM AR AWS B | RE R ABAC 5B S A Y E B HEA AR S S H0R L AR I
BT TIRIE.
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EETHREEH R, BEEMFEA aws:ResourceTag/key-nameaws :RequestTag/key-name =
aws:TagKeys &4 EBERBNZH TEZPRUFREER.

MRENMRSN TENRRREBIGAEX=A&MGR  WNTZRS , ZEAR. IRENRSX
XTED RFREZHBAMBEX=1FM4E , MZENETD

BEXABACHEZEE , 2R (IAM AFERE) RHEA ABAC BIUEXNIRE, EEFIZE ABAC
SHRNHEE , TSR (AM AP ER) PHEAETEMNIHRIMNRES] (ABAC) .

RIS EHES &5 FSx
X Hr i B AR UE
IEEFIERBREN AWS FHRWEHHRNR , A ARELEAKRS SO RACH B EIEN,

AWS BREHBERIGIIESR , MAREAKMLRER. BXREZEEL , TS0 (AM AP
FE) HHIAM RGeS R FUEMER IAM 85, AWS RS

#HAR IR 218 FSx
XFFRRBFARE (FAS)

BRFISTE (FAS) £ A EMHAVINER AWS BRSS , B E AWS BRSS @ TR SS & HiF R E
Ro BXRARH FAS BREWEBFARFEE , TSHAERLRLE.

FSx WIRZ A&
YRBRSAR &

BSAEEHR—WMRBSEE. KRREHITEEN IAM &6, IAM BEE G TLE IAM Fa12, SFm
RIS AR, BXEZER , B2 (IAM BFER) PMalE D AWS REZRNEN A€,

/A Warning
FURSAGHNRAGEL T FSx 2t. REHE FSx RHBRERESHIRERS AL

KIBRSS MR AT FSx

XERSXERAR B
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FHARSS 28 FSx BVERS XA B,

FSx & T I 5% Windows X4 RFZ 25 E T B 489 K BE TR 45

BINMERAT , AFMNASTNXAESIEHR Window FSx s XHRFHFRR. ERTFASNMETRHIIT
BRENNR |, IAM EE R AT LI IAM KB,

ETRMAERXLRSG JSON REXHGIEET IAM KK |, E55 (IAM BFiERE) P8
2 IAM X (258 ) .

BXH FSXEXMBREMRRER (BESHARRENER ) WFMAEE , B3 (BRESEXS
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ES]
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- AAFEREMMB SRR

REERIEREK
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FIRAGIRTRRNAWS RE R, ENEMRNRERITRA AWS IKF, FRITZUEET E LEXS
BHVABIN AWS ZEFRERBRE-DBINR. BXESZEE , H2H (IAM AFERE) F/Y
AWS FEERE W TFRAENAWS FEE KK,

« NASENR : EEA IAM RERENRE , BNEFRITESHENNR. At , EAER
ERERMGT AUNBERRRTHRE , RN RERRFAT. BXER IAM NANRRNESE
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AR, Nt o AERRHRZR T RS RENHRNERE AWS RS , #5120 CloudFormation, BXE
ZER ,ESE (IAM AF#ErE) F8 IAM JSON B TE &4,

- M IAM Access Analyzer BiEZH) IAM KB , SUAKRNEHN LS MHEMINEENY | IAM Access
Analyzer 2BIFF KB FIMNBRE , UBHARKERFS IAM KEIES (JSON) M IAM H{ESE
B2, 1AM Access Analyzer 12 100 ZTURBER EM AIRENEI , SHBEBEFIELZ S BINREMRN
KEk, BXEZEER , BESHE (AM BFigm) PR IAM Access Analyzer i SR B,

- EEZEFHRIE (MFA)-INR AWS IKFEZNZEFE IAM AFRSRAF , EFE8HA MFA RS %
=, ZELAR AP BERNEE MFA , B MFA RAERNMBZHNERD, BXEZER |, FS
F (IAM B F38r) M ERA MFA RF API 1A,

X IAM HHRERENESZER |, 5SH IAM AFPERSM IAM F L4 H{ERE,
£/ FSx =&l &

Eij8 FSx EATF Windows By Amazon X#HRRSEEFIE |, BATIRE —HRENR, XLERPRS
MAFEHEHFNEFBREN FSx Windows XHRFZ |/ RBRVIFHAES AWS Ik, MRBIEHLE
WRENBREAHRNET SONRE , XTHMNT ZRENZE (AFZAR ) , BHERFEEEM
HIEEIE1T,

MFREA AWS CLI 5t AWS API WA, BEFHNEREFEEZHENR, R , _RFHREH
ZIAMITHY API R4EME TE AV IRAE,

NERAFNAGMDPATUGER FSx 2Fl& , XEN FSx AmazonFSxConsoleReadOnlyAccess
AWS EERBEMMEISRE, BEXESEER , 55 (IAM AFIERE) P8R8 AP RINER,

AFAFEEMIIE SR

ZORBIGER T IR eI RS |, LAY IAM AP EEMMBIEAF SO RERMITEE R, LRE
DIEEEFE LR AWS CLI X AWS API SRR 5 TR LR ER AR

{
"Version": "2012-10-17",

"Statement": [

{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [

"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
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"iam:ListUserPolicies",
"iam:GetUser"

]I

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"
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Amazon FSx ServiceRolePolicy
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AL, TRESEER.
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> ec2
- AT EBREEENRET UERE,
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« iam— RFEREMNARAFG/E Amazon FSx IRFXEA®, X2H4ERN , X Amazon FSx FEER
KAFEE AWS &R,

« firehose : AW EMAKFIEFZE A Amazon Data Firehose, X24EW , XHEAFFEESM
Firehose KX T 8] B AR K2 FSx Windows 34 AR 5588 X4 R G 09 7 B A PR o

« logs : AFEHEIEBRETA, HERHEEHEARETR. X=RMS4EN , XFEAFSEESH AL
RIZE G B &R KR FSx Windows XH4HARFZES XU RS FRIPR, CloudWatch
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XEXEN , XHEZEATEE
BEEHAT Windows RS
BRI S R G ST 1]
HKEE, FSx

B

2021 £ 6 A8 H

2021 6 A8 H

2021 £ 6 A8 H

AWS REFKH
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B iR H HA
I &3 FSx ConsoleRe AU 552k FSx 80 T FEVIER | 2021 6 A 8 H
adOnlyAccess-X Bl H BUERHY AGFERABERERBER
B By K P < BB Amazon Data
Firehose &%

XRUEN , XHEZEATEE
EBEEAT Windows XH RS
BRI S RS XA ]
HKEE, FSx

5% FSx FFRIBIREE Amazon FSx FFIRIRERE AWS 2021 %6 A 8 H
REBGRNEE,

Xti&EH FSx F Windows B9 Amazon X4 BR%5-28 & 10 117 (8] A PR 3+ 1T U B HE
R

ERUTERRABEZMAMESEFER Windows X H RS2 IAM B AT BEIEE FSx By & WA &,
ES ]
« BEREUTVEHITELE FSx

o BRFIEPINIT iam : PassRole
« REATFRIUINHA AWS K HEI KR FSx BIR

BEREU TR ERITERE FSx
MREWRERETR |, ERETIIMITEMRE | W AFER R AR VFRITIZIRE,

% mateojackson IAM AR ZHEAEGHAEETEEXEM my-example-widget BIRNIFHEFER ,
BRMERN fsx:GetWidget WRE , 2K ELT RHIEIR,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
fsx:GetWidget on resource: my-example-widget

HEHBERT , BNEH mateojackson AFHIERE , BLAWER fsx:GetWidget BAETHRE my-
example-widget &Ko
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MREFEHRE , BTHRREN AWS BEER, ENEEARRHEREILEN A,

KL AT iam : PassRole

MRS D —KEREE |, B RETNINITiZiam: PassRolei®fE |, M| AMME HIEH KBS LA TS
A & 1Ei% 45 Windows File Servers FSx

BE AWS S A ERIEAGRKRZEAZES K MAREUERFNRSALIBSAXEE, Ak,
BB MER A BLEIRSHINER.

HEZ AW IAM A FmarymajorZiR EHEH A1 Windows AR 85 FSx HITIRIERT , 2 HIILL
TROEIR. B , REXTMEERFSACIHETFHNES ATMITLHIEE, Mary TEERACEKEZEE
R &5 AL BR

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXFMERT , XIEF Mary BISRBE LA R F 31T 1am: PassRole #&1E,
MREEEFHE , FHRREMNAWS EER, ZHNEERRRMEREZIEN A,
BREAFRUNBA AWS Ik 1HRIFEA FSx BIR

ZALBE—-1MAE , UEAMKSFPHNAFREALNANARTUERZAGKILRIEHN TR, &7
UEEHESREH , AURARE, X TXHETHRRNRBEHIEFZHFIK (ACLs) BARS , &ATE
158 R X L6 SR g o) A1 4R T 1 8] S8 B BHR VAR BR

ETHEZER , BEAUATHE :

« ETH Window FSx s X IRF R B FXLINEE , SR FSx EA T Windows BJ Amazon 3
HRFERNMAS IAM BEFER.

- BETHROMARENSRENERNGRAR AWS K | HSE IAM B EER N EERE AWS
MK B %S — 1AM A P iR B AR .

o BT RumEE =S REN SRR TFREINE AWS K/, ESHE IAM AP ERETRNEE=51E
HFER. AWS Ik

- ETHUOMABESHRERIEREIHFNR , H5H (IAM AFERE) FHALENE S HKIERN
B ( BREBRERIE ) BEFH R,

- ETHRERAACNETRRNREHATERSFRIZENZS , 25 (IAM AFERE) $80 IAM
H Y ST R R o
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
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£ Amazon EFEHA#RZ FSx

&R LAE FPRERIZHIXS Amazon FSx BRI T EIXRHAKRIE TEMEN T RES (ABAC), AFEE
BEREIEERX Amazon FSx BRiRMNARE.

EOBEIREFRFIFCRRAINR

— L FSx 7 Windows X RS BEREN APl BEATEEC BB RNIEENRE, BuLERR
FRREREIETEHEMNIHRINRZES (ABAC) . BXEZER , 2K (AM BFER) FHH4
EFEAT AWSH ABAC ? .

NEAFEBENEN N ERRNGE |, S NEEFEANEZTRNIRE (W0
fsx:CreateFileSystem = fsx:CreateBackup ) B PR, MRERFRCIZBREDIEE THZ,
M| Amazon £33} fsx:TagResource BENITIHANERN , URIEAFEEEZAERSHNE, R
W, AREXMEEER fsx:TagResource RIEMNEXNIR,

AT REIERT — A E8 | ZERAEAPEREXHRATUR ARG EURTHRATRE
RIAT SRS AWS BE5.

{
"Statement": [
{
"Effect": "Allow",
"Action": [
"fsx:CreateFileSystem",
"fsx:TagResource"
1,
"Resource": "arn:aws:fsx:region:account-id:file-system/*"
}
]
}

B K THHNRBALATRAFPERENHRS LUEZSG  AEUERONIEPRRE O NAE[IRE,

{
"Statement": [

{
"Effect": "Allow",
"Action": [
"fsx:CreateBackup"

]I

1£ Amazon EfEA#RE FSx 374


https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
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"Resource": "arn:aws:fsx:region:account-id:file-system/file-system-id*"
},

{
"Effect": "Allow",

"Action": [
"fsx:TagResource"

]I

"Resource": "arn:aws:fsx:region:account-id:backup/*"
}
]
}

NERAFPERRBREPNA THREN , REF 214 fsx:TagResource B1E, Hit , m
RRERBERPEERAFL , WAFIRTENR (BRERERIEES ) NAFPEEEZEA
fsx:TagResource RFMIR., ER , MRAFTEZEM fsx:TagResource FREMNRM Xidt
B SR H R AR , WERF KW

BXA Amazon FSx BERINFZENEZEER |, HSHE A Amazon FSx BRMIFE, BxERARZE
# FSx BRI IMNRNEZEL |, BSHFE ARSI 8 Amazon FSx BRI R R,

fE ARSI HI T BB Amazon FSx &R 15 8] X BR

ERFI Amazon FSx BIRMBERNTHRINRE , B AEHAE TAREH AWS Identity and Access
Management (IAM) KB, @RI AERAMM A EREZES

1. IRIEIX L FSx FR ERARZFIRFIX Amazon FIREY 15 R FR.
2. BHIFLE IAM 5 RFH PEERIIRZ.

BRI ARZES AWS BRIGBRINEES , FSH IAM BFREEHRNEARSEGSERNE, B
XTEBIE Amazon FSx BIRETFRIE Amazon BRNEZEE |, BSRECEIEF R FIric BRI
R, BXFEHFNESZELR , HZH A Amazon FSx BRIRMEFE,

RIE IR LAY 42 ) 15 R AR

ERFHAPRAE U Amazon FSx BIRHITHERE , BN ERR LEARE, flwn , &ase
ERFEXHRERF LNRERR/EN R THELI ZTRNITEEN API BR4E,

Example K — R ERENER L OB X4 RE
RAEIAFEABEREREXNFICXHRER | RET RTFAFEXHRS , EARGTH

key=Department, value=Finance,

1£ Amazon EfEA#RE FSx 375
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"Effect": "All
"Action": [

OW",

"fsx:CreateFileSystem",

"fsx:TagRe
1,

"Resource": "arn:aws:fsx:region:account-id:file-system/*",

"Condition": {
"StringEqu

"aws:RequestTag/Department": "Finance"

Example KB — (X B EF B IS ERSH Amazon FSx XU RSN EH

source"

als": {

LR RE A R P AREAR BB EX key=Department, value=Finance WX#RE LEIBRM , HA

£ % Deparment=Finance ¥rZ 8B &4,

JSON

"Version":"2012-10-17",

"Stateme

{

nt": [

"Effect"
"Action"
"fsx

1,

: "Allow",
: [

:CreateBackup"

"Resource": "arn:aws:fsx:us-east-1:111122223333:file-system/*",
"Condition": {
"StringEquals": {

"Effect":
"Action":

"fsx
"fsx

1,

"aws :ResourceTag/Department”: "Finance"

"Allow",

[
:TagResource",
:CreateBackup"

1£ Amazon EEAMRZ FSx
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"Resource": "arn:aws:fsx:us-east-1:111122223333:backup/*",
"Condition": {
"StringEquals": {
"aws :RequestTag/Department": "Finance"

Example X - BEH AR ERENZ DU ETERERENNHRS

LERRE A B P UBE# A Department=Finance &M Z P EIEHH Department=Finance #x

EHXHRS

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"fsx:CreateFileSystemFromBackup",
"fsx:TagResource"
1,
"Resource": "arn:aws:fsx:us-east-1:111122223333:backup/*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/Department": "Finance"

"Effect": "Allow",

"Action": [
"fsx:CreateFileSystemFromBackup",
"fsx:TagResource"

1,

"Resource": "arn:aws:fsx:us-east-1:111122223333:file-system/*",

"Condition": {
"StringEquals": {

1£ Amazon EEAMRZ FSx
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"aws:ResourceTag/Department": "Finance"

Example KB — BIBRT B ERSNXHRE

LR BE SO F P P IBR ™ B Department=Finance IS XH RS, MRMIICIET HRAZH , W4
JfE A Department=Finance #xic,

JSON

"Version":"2012-10-17",
"Statement": [

{

"Effect": "Allow",
"Action": [

"fsx:DeleteFileSystem"
1,
"Resource": "arn:aws:fsx:us-east-1:111122223333:file-system/*",
"Condition": {

"StringEquals": {

"aws:ResourceTag/Department": "Finance"

"Effect": "Allow",
"Action": [

"fsx:TagResource"
1,
"Resource": "arn:aws:fsx:us-east-1:111122223333:backup/*",
"Condition": {

"StringEquals": {

"aws:RequestTag/Department"”: "Finance"

1£ Amazon EEAMRZ FSx
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}

FHEA T Windows X RS88 FSx WIRSHEX A6

FSx & AT Windows By Amazon X ikS583f8EH AWS Identity and Access Management (IAM) RS
HXAE, REEXACE—MMBFN IAM AEXE | BEEHEE Window FSx s XHREER. RS
XA EH FSx Windows File Server TE X , @ ZRSARARBAEM AWS BRFPAFENMEN
BRo

ARSAEXR AR AL ER i #IRE FSx Windows X#HRSS2R , A BFLFHRMBERNNR, FSx X¢
T Windows X# AR5 2RE X ERSHEXRACHNIER |, BRIFSTER , BNWRE FSx Windows AR
SHRAUMEFEAR, EXNNRIFBEESEREMNRERE , IR TR MEMEMEM IAM KRR
PR R HE

REEEEMBREXTRRE , B RMRESKEAE®, XA URFIR FSx B Windows X#HBRS 238 &
B, B IRASRETC B AR M BR 5 ) X L2 B TR B AR

BRXERSHEXAGHEMBSISNES , FSRAER IAM IAWS RFHERBRSHEXBEIIFER
NRNERS . EERMEE  EFZRSHRSKEKA B,

Windows X # R85 FSx MRS HE< A R

FSx &M T Windows File Server A&7 AWSServiceRoleForAmazonFSx — WIREZHEXARE
BRI R ITREIEE | FIENE VPC A X H RS0 EE MM LREO,

A BN RER LT FSx Windows XHHBRSEBRNFTEEA AWS BIRFER A THRE

BT 8E4¥ Amazon Bt tnFSxServiceRolePolicy I IAM K&, LLRERMIMNBIBRSZHEXAER , FSx A
FERREEE AWS BiR. BXEZEER , B2 F£AEA T Windows X #5528 FSx WY ARSSHH
XA,

BRILRBEHER , 125 Amazon FSx ServiceRolePolicy,

IERBERTEENR , FSx ATRKRAFEE AWS #Fo
KR FHE R

I & #h FSxServiceRolePolicy A& & X PR Il & #FSxServiceRolePolicy AWS £ & HKEEE . Amazon
FSx ServiceRolePolicy #iH LL TR :

ERARSKRAR 379
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® Note

FrETL S % FSx X4 RS2 B FSxServiceRolePolicy #E FIE I#h ; B H A9 FLE R 7] BEF 3E
A FSx F Windows,

« ds—FSx A&EER. BNNHEUER Directory Service B Sk H IR AR F I,
« ec2— FSx AT TR :

- BF, SIEMEUEXEKES Amazon FSx X REXEBKHMEED,

- BF 5 Amazon FSx XHREXBKN — N SN HME IP bk,

- BEEEULH FSx MHREXBKNTS# VPCs, REAFNFM,

- RN#HAmazonFSx.FileSystemId#rEMEF MEEO D E IPv6 bk,

- BUHDE IPv6 T EAmazonFSx.FileSystemIdin S E F &3O ML,

- NAIUE VPC BEFEANMEZSARMEBNZ AR,

- NIRRT AWSENNAF I BEMEED LHITRERERNR,
* cloudwatch— FSx A RFEREKIE R XK E AWS/FSx 5% ZE[H CloudWatch o
« route53— AU FSx fF Amazon VPC SFE & XiF < Bk,

+ logs— FSx AAF#HRME A CloudWatch B&E B &R X# , AP AT LU Windows X IRS 85
XHREH X B w#% B EKIEE CloudWatch A&, FSx

« firehose— FSx R FH#AME A Amazon Data Firehose By{EHiF. iX# , AFRmaUAEEARAT
Windows X 4RSS 2509 X4 RS0 X415 R & #% B F & % | Amazon Data Firehose &t FSx

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "CreateFileSystem",
"Effect": "Allow",
"Action": [
"ds:AuthorizeApplication",
"ds:GetAuthorizedApplicationDetails",
"ds:UnauthoxizeApplication",
"ec2:CreateNetworkInterface",

ERARSKRAR 380
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"ec2:CreateNetworkIntexrfacePermission",
"ec2:DeleteNetworkInterface",
"ec2:DescribeAddresses",
"ec2:DescribeDhcpOptions"”,
"ec2:DescribeNetworkIntexfaces”,
"ec2:DescribeRouteTables”,
"ec2:DescribeSecurityGroups",
"ec2:DescribeSubnets",
"ec2:DescribeVPCs",
"ec2:DisassociateAddress",
"ec2:GetSecurityGroupsForVpc",
"route53:AssociateVPCWithHostedZone"

1,
"Resource": "*"
},
{
"Sid": "PutMetrics",
"Effect": "Allow",
"Action": [
"cloudwatch:PutMetricData"
1,
"Resource": [
wxn
]I
"Condition": {
"StringEquals": {
"cloudwatch:namespace": "AWS/FSx"
}
}
}I
{
"Sid": "TagResourceNetworkIntexface",
"Effect": "Allow",
"Action": [
"ec2:CreateTags"
1,
"Resource": [
"arn:aws:ec2:*:*:network-intexface/*"
]I
"Condition": {
"StringEquals": {
"ec2:CreateAction": "CreateNetworkInterface"
}I
FERARSXEKAE 381
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"ForAllValues:StringEquals": {
"aws:TagKeys": "AmazonFSx.FileSystemId"

"Sid": "ManageNetworkInterface",

"Effect": "Allow",

"Action": [
"ec2:AssignPrivateIpAddresses"”,
"ec2:ModifyNetworkInterfaceAttribute",
"ec2:UnassignPrivateIpAddresses"

1,

"Resource": [
"arn:aws:ec2:*:*:network-intexface/*"

]I

"Condition": {

"Null": {

"aws :ResourceTag/AmazonFSx.FileSystemId":

"Sid": "ManageRouteTable",

"Effect": "Allow",

"Action": [
"ec2:CreateRoute",
"ec2:ReplaceRoute"”,
"ec2:DeleteRoute"

]I

"Resource": [
"arn:aws:ec2:*:*:route-table/*"

1,

"Condition": {
"StringEquals": {

"false"

"aws :ResourceTag/AmazonFSx": "ManagedByAmazonFSx"

"Sid": "PutCloudWatchLogs",

"Effect": "Allow",

"Action": [
"logs:DescribelogGroups",

ERARSKRAR
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"logs:DescribelogStreams",
"logs:PutLogEvents"

1,

"Resource": "arn:aws:logs:*:*:log-group:/aws/fsx/*"

},

{
"Sid": "ManageAuditLogs",

"Effect": "Allow",

"Action": [
"firehose:DescribeDeliveryStream",
"firehose:PutRecoxd",
"firehose:PutRecordBatch"

1,

"Resource": "arn:aws:firehose:*:*:deliverystream/aws-fsx-*"

I 5hi#h FSx EH#i 7 £ AWS BEBURE HITA T ABUERIW A E#,

@iﬁﬂ’é&ﬁﬂ AW IAM R (AR, AFAE ) 612, FEIMBRBRSEKAG, BXESE

’1
B, B2 (AM AFERE) PRRSKERABRR,

7 Windows 3455 25 @12 IR S5 HE X B € FSx

BLEEFHEUNBRBRESX<KAR, URETUEXHRSEH AWS EEEHlA , FSx EAF Windows X
RS2 IAM CLI K IAM APl £ 1 {REIZIRSHEXAE,

/A Important
MREEHMERALABXFNNRNRSPERENRE | LRSKEASAULIAEEN

KR, ETRESREE , RSHARMN IAM K- PRH AR,

MREMBRZRSREKAR  RAEETEBXRYE , ZUUFERAHARRREKFFEFCEZLAR, 812
XHFRGR , FSx Windows X RS B|REBRANECIZBRSHRAE,

383
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%48 Windows X #F RS 88 FSx WARSHEXBE

FSx Windows X# RSB R BREBRFHEXAR. SIZRSXEKARE , BRTEEXRF/EH
B, ENAEESHEAEI AZAR. BERANUEA IAM REAGHER, BXELER , HSH
(AM FIF$ERE) RRERBRSTERAE,

i Bx Windows X #F kS5 88 FSx WARSHEXBE

MRTBEERCERAENZTERSKREKACHNIIERRS , RMNEBWERHBRZAG. XHERKBRRES
BEERNEFHREASKE, B , ELTARRRAEXHERENEZN , AR EFIRBRIRSKEKA
&

® Note

WMREZHAMBRAIRET , FSx &AM T Windows B X4 BRSABRHIRS EEERZAE , NIHIER
ARER KM, MREEXTER , BEF/LoHEER,

£/ IAM FahHIBRARSS KBk B &

£/ IAM #2515, IAM CLI 5 IAM API fiBRERS <EBxAE. BXEZELR , 55H (AM AFE
) PHMIEBRIRS XA,

Windows X #F AR5 28 IR S5 AH X A & X #5 Y X8 FSx

FSx Windows File Server X FEIRERSVAMEREHRERARSHEI AR, EXEZEE , BSR
AWS XiF i =,

& A F Windows File Server 89 Amazon FSx & 418 iF

ETHEN AWS BFREERESAKITIEEN , BSRSAEITXEE R AWS RS , REiE
RIEBMNBHEAEITR. BXENAEE , B30 AWS ST, |

B LAERA AWS Artifact FTEE=FFitikE. BXEZER |, BHSHRE AWS Artifact B TR

= =
H.s o

EHEMER AWS RS NS REREHBENBRME., BLTANEAE BIRUARERNEREN
RE. BXREEMEA AWS RFHNERARENESFER , BSH AWS T2,
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B AT Windows File Server By Amazon FSx ## 0 VPC i &

BRI LA Amazon FSx BLE A A #EO VPC i KA HE VPC WZEEWRR, O VPC IWw=EA AWS
PrivateLink 2t ¥ , ZEAZFEBE IR S KX A1E Amazon FSx APl , MEAE XA BN
%. NAT &% . VPN &35 Direct Connect 1%, VPC FHSEHIENERAAE IP thit b a5
Amazon FSx API #1TB1E, VPC #l Amazon FSx 2 BINREFTSHE AWS MWL,

FNEO VPC IR FRHPHN — NS EMEMEEORT. MEZEORMS—E P it | it
ot ] A EIE [ Amazon FSx APl U EM A O R, Amazon FSx X FEH{N IPv4 TR ( IPv4 H
IPv6 ) IP st KRBT B VPC ihR. BXEZELR , HZH (Amazon VPC AAF1ERM) M GIEE
A VPC i Ko

Amazon FSx #10 VPC i R EZEI

BEUEEER <<Amazon VPC AF1ERE) ®M#ED VPC in B MEAPRE , ARABEEBER Amazon FSx i&
20 VPC i

BRI LAM VPC @ A {ET Amazon FSx API #4E, fltn , A LA M VPC H A CreateFileSystem
AP k8|2 FSx for Windows File Server X# & %t. BHX Amazon FSx AP| (W E%I%k , S
Amazon FSx APl & i1k,

VPC WEFEEITREM

@S VPC XWE&iE#E | FHM VPC EEREED VPC i a M VPC, VPC MEEEER VPC 2
BRI EERE, BALEBECSHWHEAN VPC ZEEML VPC NEFiERE , iE5HM AWS IKF /) VPC
ZEEIERE, VPC oML TFAEANTREHN AWS XiF A,

XN&E VPC 2 RINREREBE AWS RE L , FTEFE AL ERM, BIUIXNE VPC EERE , A VPC
FREY AR , 71 Amazon Elastic Compute Cloud ( Amazon EC2 ) 324l , fABIEHF —4 VPC H )
B0 VPC &% KB Amazon FSx API,

7 Amazon FSx API 8]|Z#: 0 VPC % QA

EAILAE A Amazon VPC # %14 5 AWS Command Line Interface ( AWS CLI ) 3 Amazon FSx API
Bl VPC iR, BXESZEER , B2 (Amazon VPC AF{ER) HMEIEE D VPC ira

E5 Amazon FSx 8|20 VPC & , BHITUTEREZ—

- com.amazonaws.region.fsx — 3 Amazon FSx AP| & {E6IZ&

0 VPC A 385


https://aws.amazon.com/privatelink
https://aws.amazon.com/privatelink
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html#create-interface-endpoint
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html#create-interface-endpoint
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+ com.amazonaws.region.fsx-fips — 1 Amazon FSx AP| IR & X EExIBE A IR H
( FIPS ) 140-2 B9i% R

EFEFAFE DNS &I |, BHAMIRE VPC B enableDnsHostnames # enableDnsSupport &%,
BEXEZER , 2 (Amazon VPC AF#ERE) #MEFMER VPC B DNS X,

BRAPEM AWS XiF 4 , MR ENHSS AFAE DNS |, M AT LUFE ERIA DNS B# AT AWS X1

( Hl40 fsx.us-east-1.amazonaws.com) , MBI VPC i [@ Amazon FSx & i APl i

Ko WFHE (4R ) MPE ( TE ) AWS X , B LUEE VPC in K2 BIfEA fsx-api.cn-
north-1.amazonaws.com.cn fl fsx-api.cn-northwest-1.amazonaws.com.cn & APl i

Ko
BXxEZER , %25 (Amazon VPC B #ERE) RHVEEEND VPC in L iE RIS

A Amazon FSx 813 VPC % 2 R Bg

Eit — SR FIFT Amazon FSx API By [E] , A L% [ VPC im M N AWS Identity and Access
Management ( IAM ) policy, ILEREEIEEUATHER :

o AHATIRIERY 45,

- AHITHRE,

o AN HRITEREN TR,

BXREZEE , 550 (Amazon VPC RAfFiERE) HPHEA VPC in K2 HIXI BRSS R 15 Ao

3 Amazon FSx €12 VPC % S 5k B 386


https://aws.amazon.com/compliance/fips/
https://aws.amazon.com/compliance/fips/
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-dns.html#vpc-dns-updating
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html#access-service-though-endpoint
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-endpoints-access.html
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e E AR S

BT Amazon Z %k CloudWatch AWS Identity and Access Management AWS CloudTrail , FSx &
F Windows X4 RE-25#9 AWS DataSync, # , &R T LA T Ihae AWS RS :

« Amazon A WorkSpaces WorkSpaces pplications — Applications — Applications 2 —HI £ EEHN
NMAREFRRS , AP A AR BE it BN et 15 R H R E R AR F WorkSpaces M AREFEEREENEZ
ITRIAREFMEN AWS R , BayY B , ARZFaAFRMIGRINR. THMMEER WorkSpaces
BAREANARFRIERKAFM , AR Windows File Server X #&R 4t £ FSx RZMNAF
HEEFE, BXEZER , B2H FI D% FSx 51 5% WorkSpaces M AREFESFEH.

- Amazon Kendra - Amazon Kendra 2 — I B RES , eEABRESLHLENSHNNSEEIE
*E, NEMBEDREERABHEEER, £8) Amazon Kendra , B LUES S MNBIBREWE
EEFRS , UARERMCERXERES —WEBRAK., BXH Amazon Kendra 5 Windows X
HREB[BEASMEHAN FSx EZER |, 2 MW, FSx AT## Amazon Kendra B9 Windows X # RS
2=

FB
« I D# FSx 51 5% WorkSpaces N TR FE & A
« FSx A T## Amazon Kendra B Windows X {#R5538

I 5% FSx 5 5% WorkSpaces R FEHESFERA

BN X IFREEFH B R (SMB) WY , Amazon FSx for Windows X#iRSS 88 XML Dk EC2,
VMware Cloud on, Amazon AWSHIII 3 i# WorkSpaces WorkSpaces R %2 7 3= 45l i 6] &8 89 ST
A%, WorkSpaces RAREFE— N2 RENNARFREARS. BAMUE ‘NARE LEH
EIE R H WorkSpaces NARERF , el ZLtEERZMEMITEY LN KEEE. BX WorkSpaces
NMARENEZEELR |, 2059 (Amazon WorkSpaces N AREFEERIEE) . BXIMMARE{LIE D%
WorkSpaces MAREFMEFMASIEENIEA , FSH AWS BEXEB3) 612 B E X AppStream 2.0
Windows BR{

LT3 RE B & R R A Amazon FSx with A WorkSpaces pplications A& A F 2 HMA KR F
fEZ2E , AR MAREHEZ MR | SESANH P T E A H 304,

I 35 FSx 5 5i# WorkSpaces R BREFE&EA 387


https://docs.aws.amazon.com/appstream2/latest/developerguide/
https://aws.amazon.com/blogs/desktop-and-application-streaming/automatically-create-customized-appstream-2-0-windows-images/
https://aws.amazon.com/blogs/desktop-and-application-streaming/automatically-create-customized-appstream-2-0-windows-images/
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NEBNAFPRENMNAKAEFHE

& A LAE A Amazon FSx 7£ WorkSpaces NARF RN ERSFPNALPHNESMAFPREMHE M
MEMEEBIES. AFPSNERGRENXGR, RIBFLXERQFFBNEDERE , HEERSEZHEE
R BB 1E IR 3 85 PR IR EFH S

ETRIES , BEERT=/IE.
£/ Amazon J 13 A F 612 £ 3044k FSx

1. Bl2 Amazon FSx MR %, BXEZER , SR FIREH FSx EA T Windows X 4IRS 28
AL T 3%h.,

2. XHREUARE , EEKN Amazon XHREH N ENE WorkSpaces NAREFRAF IR —1
FSx X3k, AT REIEARFPNERAFBIENERXHRNEN. XEMEREETUER
Windows ¥ EZE £ Susername% KEMERXHHEZER UNC B FHRAH 1TSS,

3. FXEXHRBMHAENHAZENHR, AXEZER , BSH 2I&., Bi. BIRHRE,

JB 3 2 1N A Y B 72 IR 4 B 88 WorkSpaces

1. %% WorkSpaces MARRFIEHIA : hitps://console.aws.amazon.com/appstream?2

2. NEMmEXEFEFEEREEARUIE—NTEREENR. BXEZEER , 550 (LE#HNARF
EEER) FHR Active Directory 5 WorkSpaces WorkSpaces M ARRFEL & .

3. ®kEEG. WELERSE  AEEIFNBGENSE.
4. ERZAERGERSFREIOSPOUENE REENR , FHREERSFMA Active Directory 13,

5. HEEZEHK Amazon FSx X#HZREHEMN VPC FEZIMRGEKET. BELNBRGERESEN
Amazon FSx X# R & M AKIE — AWS Managed Microsoft AD B FZAEKEk, BEBREEKETK
BXEY VPC Z2AMMAFIHREH Amazon FSx XRS5,

6. MREERFZARGE , FEEIRBGERRAEAECNIERRAKSEF,
7. RENHRERF.

$ Amazon FSx X £ =5 WorkSpaces B FAREFx Bk

1. EMBERSBET , FAUTHPAERMAEMAHFEFHECS KN STHAMIE (il : C:\Scripts
\map-fs.bat ) o ATFRABIER S: EN KBTS RMETEH Amazon FSx XHRE LM HE#4
Ko LA | BABIERA Amazon FSx XHREH DNS BMEE X4 R G <BkH DNS 5l
%, BAMMNL D% FSx BFH AN X4 REFAFEENEPREZAIE

NEMAFREENAKIEE 388


https://console.aws.amazon.com/appstream2
https://docs.aws.amazon.com/appstream2/latest/developerguide/active-directory.html
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2

EF SR ETHY DNS & AR ¢

@echo off
net use S: /delete
net use S: \\file-system-DNS-name\users\%username%

£ 53X REEREHY DNS 3 & 8T :

@echo off

net use S: /delete

net use S: \\fgdn-DNS-alias\users\%username%
#TFF PowerShell 2 RFFH1Z1Tgpedit.msc,
FERAPEEFIEE Windows ®RE , REEEREE R,
SMBEERIENE -SRI EMZA | AFEP A,
FITEHEET , fOERE Windows BEEENR., RS, REIRBARE,

ERRBEERTFMALER, BAZKMITFERNBEAEE 0, LREFHTHREAS BN
SRR M BMAIT R P & R EIAR,

Bl EHREGIH N H 5 B4 WorkSpaces MARRFRASI, #REHENT WorkSpaces B AR FRA%
DA Z A FBRG 4 K 2589 [ — Active Directory 8#, E&H Amazon FSx XHREERKRE—
VPC FEz1BAFI, EE5RFIXERR VPC B2 A NTIREIT B/ Amazon FSx X4 R SR [E] 4L
PR,

£/ SAML SSO B#niait.,. EEERE A Active Directory RISEfIEE | EMEA SAML 24
EREEERIEFZHKESENRIL,. BXEZEE |, 55 (LD # WorkSpaces N AREFEREE
) W “EA SAML 2.0 £ S ERXIHE 2.0, AppStream

HEEBLEP , BH Amazon FSx XHHZRFRHFF S: TR,

RERAFEREERXZE AR

SETLAER Amazon FSx AR FHAFRUEAZEXMK, HEXHX AR TEFMBERASAENE
R (Bl SERX A, RIBRAL HEAFMREF ) .

ERRLAES , EFENIT=ZATE.

RERAFREHRAZHR 389


https://docs.aws.amazon.com/appstream2/latest/developerguide/external-identity-providers.html
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5/ Amazon 812 H = 344X FSx

1.

B2 Amazon FSx X R%. BXEZELR , B5 FHERA FSx EEA T Windows MRS 85
R 5%,

BIABERT , 8/ Amazon FSx XHRSGHIE—MNHEXHR , BRI MERI\file-
system-DNS-name\ share 15 RIZX#4X , tIREFEAHIZ DNS 5% , WA LAERA fgdn-DNS-
alias\\\ share b1 EZX 4R, BAUEARIANLEREEMAZTIHR, EXESER,
BSE IE, T, BBRXAHRE,

B35 WorkSpaces N F T2 FrBR &4 FX 85

1.

£ WorkSpaces B AR FZHIAYT , B FHRGERFTEEZNENRBENSR. EEN
Amazon FSx X REFERAME— VPC REsH G E K. BREMGEKES RN VPC 24
ARSI A1 48 B Amazon FSx X &Sk,

MEERFARE , FREER AP S OERIIREERSR.
L EBER GNRERNEMNARESF.

FHEXHFKE WorkSpaces B FTEF4E#

1.

2.

BERAENSREANEZHLEMA , MEERF BRI EN B ERAZR, BTAM
K, BFEXMHREH DNS BMHE X4 REREKH DNS 318 (LR BLM Amazon FSx 2 &
PR XHRGEFBEUEPIRE ) , URIBRIAZEHRNEIE,

ER XX R S8 DNS B #RAT

@echo off
net use S: /delete
net use S: \\file-system-DNS-name\share /user:username password

£ 53X R R ERHY DNS 3 & 6T :

@echo off
net use S: /delete
net use S: \\fqdn-DNS-alias\share /user:username password

BIRARBIER KA B FAMATI RO EBIIA, SRR E— T B AR AR,

RERAFREHRAZHR 390
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3. BIBEZNMGHFNESELEMIE,
4. BEIRKE. UE , BN ZFIHEXHREEIRFA BRI F[EZR,

FSx A F# % Amazon Kendra B9 Windows X4 BR5528

Amazon Kendra 2 —N S EHABMNEENIERRS . FSxEAT Windows X RS 250 RS T
F{E Amazon Kendra FIEBIR , AN EHEXHRETHN XTI ENEEHRTESINEER
o

« BX Amazon Kendra WEZEE , i3 # (Amazon Kendra FF X AR 1EFE) https:/
docs.aws.amazon.com/kendra/latest/dg/what-is-kendra.htm|F B+ L & Amazon Kendra,

o BXRIARFENXERSERIHA Amazon Kendra I RN EZE LS |, 250 Amazon K endra FF X
EIEEPHLEH FSx BER (#ZHE ) Al

« XF Amazon Kendra LR E R |, 558 Amazon Kendra MU,

- BXxuAEA Amazon Kendra B EXHREMES , 52 Machine Learning % £ # Machine
Learning Blog E{# &R F FSx I 5i# Windows 4RSS 888 Amazon Kendra iEiEZSS 2 28R
Windows X4 R4t BV IEL L ETE. AWS

NHREGERE

LA FSx EA T Windows X #H RS EH X4 REERBIEIRAT , Amazon Kendra 2R EHR D
SUENME ARG L SXHMIHR , USIBEMEF HERRS, (BUUERILERTIERELSM
£, ) EXEB Amazon Kendra IXHIHRIEFIQERXHRERR , EERAEB SN TEREIAE
XHRGHER R

BRENECHXHREEET ZEBNER , RSN I EAZEERT2ZIEN, E4AWME , R
BT RREIKREXH , BINBIUFEHES SSD EMEENXHRS , XEATUAEEHREFEHEN

BREHESNHZAEFELERMN IOPS 43|, X Amazon FSx FRERMEZEE | i§SAFSx for

Windows File Server #&E.

FSx A F#% Amazon Kendra #9 Windows X # iR%5 25 391


https://docs.aws.amazon.com/kendra/latest/dg/what-is-kendra.html
https://docs.aws.amazon.com/kendra/latest/dg/what-is-kendra.html
https://docs.aws.amazon.com/kendra/latest/dg/getting-started-fsx.html
https://aws.amazon.com/kendra/
https://aws.amazon.com/blogs/machine-learning/securely-search-unstructured-data-on-windows-file-systems-with-amazon-kendra-connector-for-amazon-fsx-for-windows-file-server/
https://aws.amazon.com/blogs/machine-learning/securely-search-unstructured-data-on-windows-file-systems-with-amazon-kendra-connector-for-amazon-fsx-for-windows-file-server/
https://aws.amazon.com/blogs/machine-learning/securely-search-unstructured-data-on-windows-file-systems-with-amazon-kendra-connector-for-amazon-fsx-for-windows-file-server/
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PR

BT¥X , &858 7 MERERAT Windows File Server B Amazon FSx BRI PR

£

o J&°] DU AN HY FRER

o BMNNHARGHRIRRE

- HMFEEM

« Microsoft Windows HJ45H FRE

S&A] LU AN ey PREM

LUTRETUEENEN AWS IKF. 84 AWS XiF #95&E A F Windows File Server B9 Amazon FSx
Bl E

BIR 2RAE iR
Windows X% 4: 100 &) LATE eIk P A B 2 BV B
A Amazon FSx for Windows
Server X REHE,
Windows &M EEH 10240 It P R PTE Amazon FSx for

Windows X R4 AR FHNEL
BENEE (LA MBpsit) .

Windows HDD Zi & & 524288 LIk~ A E A T Windows
File Server B9 Amazon FSx X
HRGE AT ER AKX HDD Fi#
BE (MWUGBit).

Windows SSD A& 524288 LK P R ErE & A T Windows
File Server B9 Amazon FSx X
HREATHNERAK SSD FHER
B (HGBit),

& RT DASE I #Y BRER 392
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RIR AIAE DU
Windows #J SSD IOPS & & 500,000 LEIK = A& A T Windows

File Server B9 Amazon FSx X
HRE AR SSD IOPS &

{8
Windows #& {7 500 &R AL IK P R A R R

& A F Windows File Server
B Amazon FSx X 4R &M H
KEAFPBIZHRHE,

HR I IR AR

1. IFRSREAES A,

ESMERD , EEFE AWS RS,

1% Amazon FSx.

EFE— N BRER

ERE SR NRE , AER R EERIE MR,
EEERVBPEBEWRS , BEEHAESMERPEREFBERALIER,

o g A WD

BREZER , BZH (RESRFAFIERE) PRFRE MR,

B X RGN FRBRER

LUTEE— AWS X5 F#YiE BT Windows File Server 89 Amazon FSx BN XHR SR ERIR
o

=R B X REHYRE
RAREH 50
B3 & DN R KR E Y 90 X

FANKS AT A £ B AR X ER B & AE D& H1ERK. 5

BAXHREHNRIRREA 393


https://console.aws.amazon.com/servicequotas/home?region=us-east-1#!/dashboard
https://docs.aws.amazon.com/servicequotas/latest/userguide/request-quota-increase.html
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BIR BN XM REH R
RIEFHEEBE (SSD XHRE) 32 GiB
RIEF#EAE (HDD XHRE ) 2,000 GiB
BEAXEF#EAE , SSD M HDD 64 TiB

&’ SSD IOPS 96

&K SSD IOPS 400,000
RIEAMEED 8 MBps
BRABLEED 12,288 MBps
BAXHHER 100000

HbEZEm
A EESLTER -

- 4 AWS Key Management Service ( AWS KMS ) Z4ARZ LA T 125 4 Amazon FSx XH# %
%o

- BXRANGIBRNHEREN AWS Xif RUENFIK , HSH (AWS —#kZE) H# Amazon FSx i
KFRE,

- BALMERANXHHEZNIEERS ( DNS ) BFEXHH-EM Amazon EC2 I A T ELFAE R
(VPC) .

Microsoft Windows Y43 B BRER

BXEZEER |, 35 Microsoft Windows FF & A R0 NTFS BRE,

HtEZEm 394


https://docs.aws.amazon.com/general/latest/gr/fsxn.html
https://docs.aws.amazon.com/general/latest/gr/fsxn.html
https://docs.microsoft.com/en-us/windows/desktop/FileIO/filesystem-functionality-comparison#limits
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X X0 B igh 3t T B BE HE R FSx

15 FH LA TS 30 0 SR A3 B % SR SETE £ Fl Amazon B & BB [R]:8 FSxo

MREEERALDBRETIBR LT RIIEWFEZ FSx , TRIREIL S FSx iLIzFiRE,

£

s BEEHRENXHRSE

« BIEFTHE Amazon FSx MHRZ KK

s XHRGATREHRRE

s BEAEZTAXKRETAX 2 XWHRELEE DFS-R
s ERSEHEIEHEK

BT ER RIIEN B RS
SHEEREFRENNHRENEERRERS  SEMERHEACHBRAR , WTFAR.
£

o RSN KED SIS

o BRI RSR MM O RSN 1P it B ER
s XHRSELTLARDPAENA S HEHRN,

c HERFINEZLARDIENHIEAN

o ITEEHIARIA Active Directory

c XHHETEFE

» Active Directory F F i Fr B R

- BRTATZLESI NTFS ACL &R

- TAEBRAARMEFIRERXHERS

o FIXHRZARTE DNS HUEM

« ZEMEA DNS Bl AR XHRS

« AR IP AR XHRE

BTE R B SRS 395


https://forums.aws.amazon.com/forum.jspa?forumID=308

FSx & AT Windows X4 RSE3H9 T 5 i#h Windows A5/
XA R &5 R 4R 42 O 245 o= il Br

BARBIEABMEBR G REHIEMEREZEO, EREMBRZNEEZEOTEELSSHKAELREN VPC H
XHREZARERE, QBRI XHRSE , TEERSMER Amazon e FSx lastic network interface,
EXEZEER , B2 FH Amazon VPC # T H RS 1H R4,

EEE A RSN SR OV IP ik S MR

Amazon FSXx "X EFEM AL BEMiFRIXH RS, Amazon FSx & BH3h 20 B M i B ST 3R 55 58 M N 48 432
R R84 1P stk |, BN AEBEMIARINAE IP ik, EXEZEER | BFSH HRIENHEE,

NHRGERZEARDFTFR A AN
#E Amazon VPC Z2 4 FISEMAMN | HIR M REMNXKZ A BAMMHA AN,
T &SRB 22 AR P FERY e H

EEH Amazon VPC Z£ 4 PIEEMNHWEMAN , HEAITERGINXE T2 H B HHEMAY H BTN,

T EKBIKRIA Active Directory

BT ESEHITTRETTEEBMA L T R A M Active Directory :

o B RSFTEREMN AWS Managed Microsoft AD B %o
« 5 AWS Managed Microsoft AD B3RE Y T # @S ExRH Microsoft Active Directory B 3%,

BRENTEXRFEMARMELENERZ —. —MRBIENXHRSEFTIEREN AWS Managed
Microsoft AD B %. 3 —#3& & 2 Microsoft Active Directory B % , iZ B £5iZ AWS Managed
Microsoft AD BXEB IV T2 RMEERR. BXEZER |, 55 & Amazon FSx 5 AWS Directory
Service for Microsoft Active Directory £&& .

SR EREE

#2235 R B9 Microsoft Windows X R ERFE.

MREBEANRATNHAE  FEHEBIEENH RS DNS EMNREEN. BEREHIHH
=, FSHGE, FH. MEBRXHEHRE,

AR5 4 O E S IR 396
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Active Directory A PR D PR =X R

&R S HE B Active Directory B R A E R 5 8] AR o

PRGN ERRN L Z XHRH Windows B2 415K (ACLs) R EBEFRIZTHRE
Active Directory Fi F #1751,

BT ATFELEE NTFS ACL X R

WMRIEBER SYSTEM AP X SR ZM R AT LS NTFS ACL IR , MiZHZAI6ET AT
[, B MABET A TR R X RS & 0 ER AT BT A E A

LREEEMESIHMNXMHRE, BEXESZER , B2H 0B, B, BRHHRE, EfHelE
MHRFHEAER , SRS M EA ITESRHIHE Windows XHHE,

TR ER AR P um iy 0] AR5

&4 A Direct Connect =% VPN EA#th {F &/ Amazon FSx X R4 , MA#E P ik A2 IEFA
£ IP bt

Amazon FSx X X#FEM A IP iR A P imihE 2020 F 12 A 17 B2 B8R X4 RS

MREGEEFAIERLE IP uSEEHE 2020 & 12 A 17 B 2822/ Windows File Server X%
S NMILBESIMEXHRENEZORBBFTNNHE RS, FSX BXEZER |, F2 1 FAZ ORI
BREE. .

I AF RS ARTE DNS AOEM

XF A BREEM Active Directory WX RS |, LR AIEXH RS DNS B H FSx RXFEHBHT
A, BREFPERERA Microsoft DNS,

MRS R EEFRE =7 DNS BRE A E Microsoft DNS |, ML Zi# FSx A4 DNS FEMt 4%
G, BAMAEH Amazon FSx X4 RGEFFHXE DNSA KB, RTEATAX 1 XHRE , BFEER
IM—NDNSAZKE ; NTRETAX 2 MEATAXXHRSE , WEEHMA DNSA KB, HEBUT
WRIRE RS IP bk sk1EF 30750 DNS A & B R EEA/ b,

1. £ https://console.aws.amazon.com/fsx/ , IRIBEIRE IP it I U RGEUE R4 REFH
EETH,

2. EMFZFEREGRBFF , ITUTE—RE

Active Directory Fi PR DR E IR 397


https://console.aws.amazon.com/fsx/
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s WTFRATAX 1 XHRE :

o £ CFR EARA , EFBE PMEEO THERK elastic M&IZDO |, $TF Amazon F#Y “F&E1Z
O” UM EC2

s EFANETARX 1 XHREW IP it S REEF IPvA B IP 5,
s WFRAAX 2 HEAARXHERSE :

o £ CEEFR @RS, ER RKED THE W elastic MKEEND |, ITH Amazon FH “K
&¥#EO” TUE EC2,

- EFEANEEFHH IP it 8 RE “HEIRL IPv4 B IP” 5,

« 1£ Amazon FSx FHFWERA , ENKFO TS TOEMNEED |, £ 5 EC2 #5)
ARITHMEEORE,

- ERFRECFHAMN IP it & RE “HHEIFA IPv4 B IP” BIH,

FoEEH DNS 3% 78 34 R4
MR DNS BB TEBHHRS: | R TN AERTHE,
1. BITUTE—SB , BIEHERTE XM REXK
a. £ Amazon FSx 24| A- B EERHNXARE. EXHRARMAELREL  DNS 3

BETNEMESRLATF L.

b. {#M CLI = API-f£f describe-file-system-aliasesCLI @3S
DescribeFileSystemAliasesAPI| ##ER RE T S X4 RARBKA BB

2. WRRFIE DNS 31E  NAMFEENHREXEK, BXESEE , BEH EEUEXHRSE L
#y DNS Hl#&,

3. R DNS BEEXMHREXRE , BRIANEHEE T AT 4B

- BRIESEMNITTE FSx XU RS Active Directory THEHLXT R LAY DNS 3B #3T R#Y RS
FHEEZ TR (SPNs).

EXxEZEE , B2 7 Kerberos ELERSE E4EEZH (SPN) o
- 7 DNS 3|EZ 612 7T DNS FBieF , ZIcKRAUBRMT N LI FSx XHREHIERIA DNS &

BXREZEER |, BESHE EFHSEZE DNS CNAME 18,

4. WMRELIETHMH DNS 5&id%k SPNs # DNS 5l&1esk , FRIEE F 189 DNS CNAME i2%
=AW LA AT B IE B R XA RS

Fo3EER DNS A& 1R X R 5 398


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/fsx/describe-file-system-aliases.html
https://docs.aws.amazon.com/fsx/latest/APIReference/API_DescribeFileSystemAliases.html
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a. 1217 nslookup ABIAZIEREFE B AT XHRSEHERIA DNS B 5,

b. #1:R DNS CNAME B3| %5 — N XHRE , BEFEEE/ RN DNS ZERIFH , AEBARE
CNAME 125, &R BMERN TSR EFiwE DNS &7 , MRZIE,

ipconfig /flushdns

5. 103 DNS CNAME 12 %f##7 9 Amazon FSx X RS BIA DNS |, BEEFiwmARTTE B X4
RE , BREG RGN XHRS FEH T A MREIRLS R,

ToEEA IP bt iF R X RS
MBARTSEGE R P #hibiS F RS | B2id % DNS BHHEEEH DNS 2K,

A LUB EE Windows XHFARSSER. MEMZEZ S , T D# FSx 255 ERBIXHRSH DNS &
MANE{T<BRHY DNS BB, 5% , &0 LLFE CreateFileSystem 5 DescribeFileSystems AP #4714
MPKREIEl]. BXEADNS BIBMNESFEE , BSHEE DNS 38,

« X¥FTHA AWS $£E Microsoft J&3) B FHV R AT AX X4 RS , DNS BRI TR

fs-0123456789abcdef@.ad-domain.com

o IMABITEEN Active Directory WFTEZAIAXXHREUREAAX X4 RS DNS BT
T 7Ro

amznfsxaallbb22.ad-domain.com

BIZE A Amazon FSx XHRE KK
NHRECEBBERIMPVERERS , LA TE 2R,

F&

« VPC Z2HMMEH B4R ACLs

- VHERGEBREARES

« Fo3E14 0] DNS AR S5 s siig 1% 28

o TRERS MK FEUE

- W5 FSx FTo7ETARIEH Active Directory BRSSK 7 iE 5 AWS Secrets Manager

FToEMER 1P kAR SRS 399


https://console.aws.amazon.com/fsx
https://docs.aws.amazon.com/fsx/latest/APIReference/API_CreateFileSystem.html
https://docs.aws.amazon.com/fsx/latest/APIReference/API_DescribeFileSystems.html

FSx 5@ F Windows 3R 5585 9 L I i#h Windows f 8/
c REKESRERTE

- BEKFRECHER

. D@ FSx Tk ih ML %[ (OU)

- BREKFEEGRERERA

- WE#EE A FSx Wi 7iEE

« BREKSZEEINNR

- BIESHP AT Unicode F&F

- MEZHIEFHERYIEE HDD XK

VPC Z£HMMEE BE4HiR ACLs

BREARENZLARBERE VPC RLANM% ACLs . BXESEE , WSHHRRS4A,
VHREEBERALES

BRI\ BT E I Active Directory HISH RS , FERUTHIRHL -

File system creation failed. Amazon FSx is unable to apply your Microsoft Active
Directory configuration with the

specified file system administrators group. Please ensure that your Active Directory
does not contain multiple domain

groups with the name: domain_group.

Amazon ZFTA FSx R BRIENHRE , RENZBFAES I EERNERRALA,

MREREEFHEAEMN , Amazon FSx 2 RAFEARIAE HERR" FHNEERAHE. NRES M E
AEARUNAERR" BN, HBRF KM,

BERLLT SRRE R

1. BEFFXHREMABTEERN Active Directory B R EH

2. EBIEMABREEM A ct FSx ive Directory B Windows M4 RG24 R S 20 , EFEH
Amazon Active Directory 3 if T ERiF 2K B REEH Active Directory BliE, FSx

3. fHH AWS EEER4E HOIEFNXHRE AWSCLI, BXEZER | 50 D% FSx X
HRZEMABREEMN Microsoft Active Directory 1o

4. AXHREEERRARM—NEBTEER Active Directory 13 H I — ) & 7.

VPC T2 A BEHIR 400
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ok 1A 8] DNS AR5 88 2182 &l 25

BIZ A BITEEM Active Directory IS RELMW , HETRUTHIRESR

Amazon FSx can't reach the DNS servers provided or the domain controllers for your
self-managed directory in Microsoft Active Directory.

File system creation failed. Amazon FSx is unable to communicate with your Microsoft
Active Directory domain controllers.

This is because Amazon FSx can't reach the DNS servers provided or domain controllers
for your domain.

To fix this problem, delete your file system and create a new one with valid DNS
servers and networking configuration that allows

traffic from the file system to the domain controller.

BRIBUT SREEE FH #RRFI

1. BWINEHFESEBE Amazon FSx XHREH FMM B TEER Active Directory 2 [R1 8 3 P 4&3% #5
MBANEREZHE, BXEZER , B2H SREH.

5 Amazon Act FSx ive Directory I iF T Bz #1536 UF X LE R KR B o

® Note

MRIBE N T %4 Active Directory ¥R , iHH{R S Amazon FSx X4 R4 xEBk# VPC A
#) ¥R 7E Active Directory S R FRE N , 3 BHIEH VPC R FRMEH ML S FHF Mz A
TFTE IP R, EAILAEA Active Directory Sites and Services MMC BB 2 TEEFEMNE
BUX LR E,

2. WIAZERE Amazon FSx XHRESXREKK VPC R H U REM VPC M4 ACLSELE 7 VAR
B LAY HIEMERE,

(® Note

MRELERENR , MATLLR RS Active Directory B2 #I25 BEFMENFEROX
BHIERE, BXEZER , B2 M Microsoft Active Directory 34,

3. i\ Microsoft Windows X4 iRZ e NEE BB MENEREZSIE Lat-1 /. il , REFEH
Dominen-Admins fEAXHREEEREANEN , BAXHREVERS KK,
4. T\ Active Directory Z#9 DNS RS 23 g #28 R AL FIEzRA , Baets o B3t AriRdtiEm

HXRo

FoiETh1A] DNS BRSS 2R ki 88 401


https://support.microsoft.com/en-us/help/179442/how-to-configure-a-firewall-for-domains-and-trusts

FSx &M F Windows 34 R <5 85 49 1L 5 2 Windows F {8/
5. 1R Active Directory R ZhEEL B9 Windows Server 2008 R2 = & & AR 4%,

6. HWREM Active Directory 1F#Y 1512 HI 85 L B BH A SEHL N 2155k B 28 Amazon FSx XHREHR
B, BXEZER |, S Microsoft Active Directory X 4,

To AR S5 K P AR
BIZEMA BITEEM Active Directory WX #HRGELAM , HERUTHIREER :

Amazon FSx is unable to establish a connection with your Microsoft Active Directory
domain controllers

because the service account credentials provided are invalid. To fix this problem,
delete your file

system and create a new one using a valid service account.

RBUTSRIEEHFE R,
R0 1 MRIEEH AWS Secrets Manager Z4AR M B HES) B &I

1. W% £ A MG B ZEUE AWS Secrets Manager,

2. %48 ARN EFHERT , EEEBMNER : arn:aws:secretsmanager:region:account-
id:secret:secret-name-6chars,

3. RIIZRARBEEM N FEENKEFR
» CUSTOMER_MANAGED_ACTIVE_DIRECTORY_USERNAME : AD BREZKS A&,

» CUSTOMER_MANAGED_ACTIVE_DIRECTORY_PASSWORD : AD BRE T /= 28,
4. WITZANZHARESERETRIFNRE , ZRERT Amazon FSx IR EHRRIEZE

I fsx.amazonaws.comtX R,

=62 : MREFEREXAZIEMA Active Directory

1. BINERBATHARSEANRSKFARRS , flNEBTEEN Active Directory ELE I A

ServiceAcct,

/A Important
MARSKFAFAN , BOEEHEISR ( corp.com\ServiceAcct ) HEFER

( ServiceAcctecorp.com) .

TR RS K & 402


https://support.microsoft.com/en-us/help/179442/how-to-configure-a-firewall-for-domains-and-trusts
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wmABRS AP A ( CN= ServiceAcct, ou=Example, dc=Corp, dc=Corp. dc=com )
Bt , BAERA A 2 #EH (DN).

2. T1A Active Directory B R BB EZRHENWRFZ K.
3. BRECHEENBSKSRTFAENNR. BRSK, BIEEE 4 REMARER OU HalE
MBIBRITENN R RFIKFESAE DB RINITATIRE -
- EERD
o PR&IK P IRENA B A ZYE
- WIFE A DNS EHlAMEE
- RIFBEARSEHRETHRIBE

BRIACIZEREBNRIRSKINESER , FSH LS FSx RSK, .

AU S3#h FSx FoiE 17 R %8V Active Directory ARSS K FiE 5 AWS Secrets
Manager

DR HRE R BB R ARG,

A BITE R Active Directory I XHREXM , HERUTHEIRER :

You can't provide both username/password and a domain join service account
secret to connect to your Active Directory. Provide only one set of
credentials.

ERRIR | &)

1. ERRRMBEMHE Secrets Manager ZEAFHELE , R R REREUA XA X FHIEIL,
2. B0 Active Directory Bt , {URMHEP NS , FeeRNRRERNSH,

A BITEER Active Directory WX HRAEXRM , HETUTHIRER :

The domain join service account secret ARN format you entered isn't
valid. Use the format: arn:partition:secretsmanager:region:account-
id:secret:secret-name-6chars

T 5 FSx T3k i5 R #& M Active Directory ARSI PP iE$5 AWS Secrets Manager 403
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EHRIR I 8

1. T FERAFHEE REIE AWS Secrets Manager.

2. BIFESHmAN ARN BXREER, EEMNEI/RGIA arn:aws:secretsmanager:us-
east-1:123456789012:secret:MyDatabaseSecret-Ab3d5f,

A BTEEM Active Directory WX HRAELW , HERUATHEIRER :

Amazon FSx can't access the domain join service account secret [ARN]. Add
a resource permission to the secret that grants the FSx service principal
(fsx.amazonaws.com) permission to access it.

R R I )

1. T FERFMHEE REIE AWS Secrets Manager.
2. WIFEIRMHH Secrets Manager Z4AR B EH FSx AT S #F A ZE AN EHRRE,

A BITEIERY Active Directory X REXRM , AERUTHIREER !

You don't have permission to access the domain join service account secret
[ARN]. A resource permission needs to be added to the secret to grant you
access.

EHRIR I 8]

«  Secrets Manager ZAFMEE SR EERAZEER LMWK BFERZZANFRNE, BEXESE
B N BZRETSHNER,

A BITEEM Active Directory WX HREXRM , HETUTHIRER :

The domain join service account secret format or content isn't valid. Make
sure the secret includes both CUSTOMER_MANAGED_ACTIVE_DIRECTORY_USERNAME
and CUSTOMER_MANAGED_ACTIVE_DIRECTORY_PASSWORD fields with non-empty
values.

EER IR

1. o8& FRAFEMEES B FEIE AWS Secrets Manager,
2. WIFERMM Secrets Manager ZAR B RN B ER N LEFER,

T 5 FSx T3k i5 R #& M Active Directory ARSI PP iE$5 AWS Secrets Manager 404


https://docs.aws.amazon.com/secretsmanager/latest/userguide/auth-and-access_iam-policies.html
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BIEMA BITEER Active Directory WX HRG LM , HERUTHIRES .

Amazon FSx is unable to establish a connection with your

Microsoft Active Directory domain controllers. This is because the service account
provided does not

have permission to join the file system to the domain with the specified organizational
unit.

To fix this problem, delete your file system and create a new one using a service
account with

permission to join the file system to the domain with the specified organizational
unit.

BB T EFHEEH#RFE,

« BREESHEHENBRSKSRTAFONER. RSKS SHAEEXHREMARNEN OU FelZ
FMBBRITEHX R BRSKFEBAEDERPITATERE :

- EERD

« REIK/IREANEA KRS

- BWIEE A DNS EHB8EE

- RIUFEARS EKBHIIBED

BRIACIZEREBNRNRSKINESFER , FSH LD FSx RSK, .

RFKFBSEEHEIR
BIZ A BITEEM Active Directory IS RELMW , HETRUTHIRESR

Amazon FSx can't establish a connection with your Microsoft Active Directory
domain controllers. This is because the service account provided has reached the
maximum number of computers that it can join to the domain. To fix this problem,
delete your file system and create a new one, supplying a service account that
is able to join new computers to the domain.

EFERLAA , FHNERENBRSKSREERFAUMASNERITENEE, MREETHAR
%, O EREBNRFRSKS, . EAFHRSKSAUNEFTNNHRE, BXESER,
BFZH L% FSx RFZK .

REKSRRA 2 405
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YU Sk FSx FoETh RI4ALR 847 (OU)

BIZ A BITEEM Active Directory WX RGEEAM , HERUTHIRES -

Amazon FSx can't establish a connection with your Microsoft Active Directory domain
controller(s).

This is because the organizational unit you specified either doesn't exist or isn't
accessible

to the service account provided. To fix this problem, delete your file system and
create a new one specifying an

organizational unit to which the service account can join the file system.

BB T STREEE H R FIE

1. #iA Active Directory i 2B B REMHK OU,

2. BERECEEENBRSKSRTFABNNR, RSKS SMEEXFREMANER OU FE
MMBRITENXN R, BRSEKFEBAEDBERPITUATERE

EEZED

BRBIMK = SR BV B A %

KIEE A DNS EHEMEED
RIEBARS EHEMAVED

BER T oI2 MM BRI E AL RV 254X
BIESEMMEAKS REIAVEED

BRNAZEFEBENRNBSKINESRES , SR LIH FS RFIKS,

REKFITEBREERA
SIZE A BITEEM Active Directory WX #HREELAM , HETRUTHIRER :

Amazon FSx is unable to apply your Microsoft Active Directory configuration. This is
because the file system

administrators group you provided either doesn't exist or isn't accessible to the
service account you

provided. To fix this problem, delete your file system and create a new one specifying
a file

system administrators group in the domain that is accessible to the service account

FoiETAE OU 406



FSx 5@ F Windows 3R 5585 9 L I i#h Windows P #5

provided.

BRUATSREEHFREZ,
1. BREARHAESHENEERASHN TR,

/A Important

REHEMSHET , BB EHWEIAR ( corp. com\FSxAdmins ) SiB/E&
( FSxAdmins@corp.com) .

BOERZANTT LT (DN ) » TIHBAF—MilF=2 CN= FSx
Admins, ou=Example, dc=Corp, dc=com.,

2. BREENEEAESEENANGRENER RHAMN T E— Active Directory FHH,

3. MREMLKREBEHEHEFAESH , Amazon & FSx HIHTEEM Active Directory H A ZBuiltin
Domain Adminsl, MRMAMBMCEN , RELFEAHMMARTHERE , MXARAENZAR
1% B o

VI 5 #hE 8 A FSx B 7% #
BIZ A BITEEM Active Directory IS RELMW , HETRUTHEIRESR

Amazon FSx is unable to apply your Microsoft Active Directory configuration. To fix
this problem, delete your file system and create a new one
meeting the pre-requisites described in the Amazon FSx user guide.

QBN XH RS |, T EE% 15 E 48 FSx B9 Active Directory 39 DNS AR 25 M 425 | 7
XX HRERIINARRY Active Directory 18, BER , EXRXHRERER , Amazon FSx XRET &
EHENEZIENEERARK. BRBRUTSRIEEHFHREI-Z,

1. BRENLDE FSx XHRENE B FZAREFEMNEEE. MB , £AKEMAN, VPC R
AN, VPC ML IFIEHIZRE KEAN |, BRENZEHE ML ACLSHRE.

2. BWRILS# FSx NER Active Directory B XA RSBV ITENN RN T EZRE , AR
I BR R SA H A 5 IR AES

ARSI i E &SR
BIEMA BITEER Active Directory W XHRGAM , HERUTHEIRES. .

T D zh4E 38 A FSx M 7 iE#E 407
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File system creation failed. Amazon FSx is unable to establish a connection with your
Microsoft Active Directory domain controller(s).

This is because the service account provided does not have permission to join the file
system to the domain with the specified

organizational unit (OU). To fix this problem, delete your file system and create a new
one using a service account with permission

to create computer objects and reset passwords within the specified organizational
unit.

BRECARHNBRSKSRTFAFENNR. ZBRUATSREEH FRRFE,
BEKFEDFEERFUATNR :

« WERTFOIEMMBRMAXHRSH OU FHHIHEHI RAVIEHI
« EEMAXHRLSH OU RERLITRIR :

- BEBEETD

o« BEWSIRBIIK IR B A R

- BIFE A DNS EHE/BED

- BIEBAMRS E4EBFRAYARE

- BE ( ZFEIR ) BIENRBRITENNR

« WIFREANE AN, RHRBE

.« BEBEUNR

BRIACIZEFEBNRNRSKINESER , FSH LD FSx RSK,.

SIESHFFEAT Unicode F&F
BIEMA BITEER Active Directory IXHRGEEAM , HERUTHIRES .

File system creation failed. Amazon FSx is unable to create a file system within the
specified

Microsoft Active Directory. To fix this problem, please delete your file system and
create a new one

meeting the pre-requisites described in the FSx for ONTAP User Guide.

W5 # FSx 7% Unicode F&F. BIAFTERIESEEZE Unicode FFF , fINNEZT/HS., XITFER
LEZENSH , HBRIAMESBFIEE, ¥R Active Directory MK ZBINE LT EE Unicode Z&

BESEHFERT Unicode F5F 408
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k2 % 408 fH 2 B3 2 HDD XK

MNEDRIBNHRERNK , AR RUTHIRHER

Switching storage type to HDD while creating a file system from backup
backup_id is not supported because a storage scaling activity was still
under way on the source file system to increase storage capacity from less
than 2000 GiB when the backup backup_id was taken, and the minimum storage
capacity for HDD storage is 2000 GiB.

MEZRHBLEC I FHERM SSD Edty HDD &It FTE, NEDIRELRK , BREEIRE
NEBRERBANXHRE LMEEMNEESERN TN, EEMBERZE , XHREW SSD FHBE
{£F8l2 HDD XHRSEFIENREFMBE 2000 GiB,

BERREEE , FHTUTESR

1. FERFRETERMERTER , XHEREEDLEHF 2000 GB Y SSD FHEAE, AXESEE | F
SR EREHEREEm,

2. WNXHREHTAFRKENZD. BXESER , F5H £RAATED &R,

3. FRAFRENZMERIER HOD FRNXHRS. AXESER , BEH RZ2HEREREH M
5,

MRS TERERIRRS

BT /& FSx B Active Directory M5 &£ T , AT Windows XHRF BN XHRGE AT sEQ#
ABBHRORS. EXMRET , EHOXHREHGTATH , REFRETRHMENREE , HEBERE
LB KW

BRERRARASIE KB REENBWMEIEERK , B LUEH Amazon FSx #2#|4&. APl 5 AWS
CLIFAIX 48 iR E BBV NEFER, XY EEERS , BRAXGERENRSEEREEXRN
Available - #FEE , WEHRAREEE/ LD FBET Ko

HTZRHER , ENXHREAESEABRBERRS , Hla

« DNS fRZ5E8 IP ik R 3

- REKFEIERK , REBRDFAENR,

- ATMEEZEE (HlI VPC ZLATH. VPC MK ACL ik M RE B =& H 5685 AR
B ) , o3& 8 Active Directory 1333 #l25,

MRE & 4D B IF 1A S B LN S HDD KK 409
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/A Important
FSx BIBNHREE , BE2%3) Amazon £ OU FRIEZMWITENN R, XEMESSBENXH
REEBEHEIR.

( Bk Active Directory ERWTEFIK , HSFELARAEZME. SR LAER Amazon Active Directory
RIFTERIFEN FSx EHEZRHERRACEREBEUFEXLEER, )

BREP—ERBEBEZEFHNH RS Active Directory BB —NRZANSE , HIINE X DNS AR
SE IP U FERRS K WAFBRFB, EXEERT , B EEEARS R ERTDE FSx
#4E1A. API 5 AWS CLI EFFFEN B BES .

H {th 5] B8 A] BE A 35 B8 A Active Directory BLES 8K , BN E g2 I8 NIEIRES VPC &£
H, BR , EXLEERT , BEEXIUH —FRESEFEXMH RS Available, R Active Directory
HERBIERRE , FL5E FSx BHAPER ‘BREHR RAZaM “2HIRE” B4 , IEEL D%
FSx ##l&. API = AWS CLIFfEAiZStartMisconfiguredStateRecovery@m<,

FH

« MHREERBLIR | Amazon FSx &G RIERE A A DNS RS EsEE FIE .
NHREERBHEIR REKFEIELK

XHZRABEBEREIR | B8 KMS AWS Secrets Manager Z4A#i B~ [E#H
MHARSHREHEIR  RENBSKS TR XERSEMAEF
MHARSREHEIR REK- T EBRERMITENMAZF

MHRSREHEIR | RSKF FERIAE OU

NHRSHEESEIR : Amazon FSx FToETARI&RYEI A BV DNS BRSS 8RSk E iz &
o

L Lk FSxTTESHRIY Microsoft Active Directory IR 2SR iZHI 25 BER , XHREFHEA—
fiMisconfigurediR#s.

BERRILER , FHATUTRE

1. BRENMEEEAVFN ARG HIZRH RN RE.

2. A Amazon Act FSx ive Directory %iif T E X MEIF & B 1TE R Active Directory B 4&1%
B, BXEZER , B3R £AB1TEEM Microsoft Active Directory,

NHREGBEEHIR | Amazon FSx AT MR H B /Y DNS RS 2R SRE 2 HI85. 410


https://docs.aws.amazon.com/fsx/latest/APIReference/API_SelfManagedActiveDirectoryConfigurationUpdates.html

FSx &M F Windows 34 R <5 85 49 1L 5 2 Windows F {8/
3. HEILD¥ FSx BEIAHFEFNHRENBEREE T B REE,
4., BEEFXNHRENBERER Active Directory BLE , B A LAEA T D FSx 2414,

/%\ Jﬁ\

o

a. ESMERL, BREXHRE  REAREEMNNHRE ; BEIE R XHRSEFA]
o

b. EXHRGFMAEENEL , ERENELZ &I+ LHNEH,

& AT LAE A Amazon FSx CLI update-file-system &85 API #4EUpdateFileSystem,

MHRGEERR  REKFEILELTH

I 5i#h FSx Foi&S4REY Microsoft Active Directory 132 HIZS s B HIST 2 iEE, XERNEHRHNRS
WREILETLTH. BXEZEE , 2R £ABTEER Microsoft Active Directory,

EREEHRAE , FATATRE
1. BAEERNREBNRSKS , UK 89 IEBTEIE,
2. SREEMA Amazon FSx BH & A EBWN RS KA RIK- ZUEEFXHRENEE,

a. HESMERL , EBRXHRE  RAEEBREERNEEH RN XHFRLS,
b. EM#HRFFMAEENEL , ERBENSZLET P HER,

B LAE AL D% FSx API ##{Eupdate-file-system, ETHMEZEE |, {55 Amazon
FSx APl $# UpdateFileSystem® #y,

YHRSEELEIR | B4R KMS AWS Secrets Manager Z4ABELE T ETH

I 3% FSx o3& 54REY Microsoft Active Directory B2 #1285 iR FIBS B U iE#E, X2E N EH AWS
Secrets Manager ZHREET AWS KMS key [EH8, BXEZER , HSR FAFEHEEIEZREL
AWS Secrets Manager.,

ERREBHRAB , FATUTRAE

1. WiF%4 ARN REEHERRERERMNE
I : arn:aws:secretsmanager:region:account-id:secret:secret-name-6chars,

2. RIIRARBEEWMNEZENMEFTER

NHRGEBEHR  REKFEIETH 411


https://docs.aws.amazon.com/fsx/latest/APIReference/API_UpdateFileSystem.html
https://docs.aws.amazon.com/fsx/latest/APIReference/API_UpdateFileSystem.html
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« CUSTOMER_MANAGED_ACTIVE_DIRECTORY_USERNAME : AD RS RAF &,
« CUSTOMER_MANAGED_ACTIVE_DIRECTORY_PASSWORD : AD ARSIk F~ %43,

- RIFFANZARBEEETRRINER | IZKERF Amazon FSx RS AR EVZE
K fsx.amazonaws.comfX R,

NHERERERIR | RENRSKS TR FREMAZRS

5 FSx oA EAREIPAER Active Directory BiRHIZRE M ., X2 RN RFERS K- BRI 4
REMAEREE OU M

EREEH RS , BT TRE

1. @ Amazon FSx BRESIKFAMATRNR , REIBEEFRENRAIMBRSIKS . BRLRENES
5, FZRLTH FSx RRFEIK, .

2. REEAFNERESKFEEIERXHREBITEEMN Active Directory BLE. EEMEE , BRI
£ Amazon FSx &l A,

a. ESMERL, RRXHRE  REEREEFTNNHRE ; BEERXHREFHAFEER
o

b. EXHRSFMAEENEL , ERKNELZ &I+~ LHNEH,

B L ER D% FSx API #&{Eupdate-file-system, ETHMEZEE |, i55@ Amazon
FSx APl $# UpdateFileSystem® #y,

NHERGE BRI | RSKF X EZBHEMTEINAZF

I 55 FSx o SRV TEX Active Directory IR FISR B U EE, XMERRERNRMENERESZKS EE
B LUMAEN & KITENBE.
EMREEHEREE , BHITUATERE

1. RBIEABBRSS MK - 20 00 2 /] LU it E AL A SR #T AR S5 K 7 o

2. AEFERATSHH FSx BHAEAFNRSK-FIEEHFXHREHBEREEMN Active Directory B
=

NHRGEEHER  REOBRSKSELF IR EMAZH 412


https://docs.aws.amazon.com/fsx/latest/APIReference/API_UpdateFileSystem.html
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a. ESMERL , EEXHRE  RERBEEFNNHRS ; BAESIXHREFAFER
Mo

b. EXHRGFMAEENEL , ERBENELZ &I+ LHNEH,

& AT LAE AT % FSx API #4Eupdate-file-system, ETHEZEE |, 25 Amazon
FSx APl %2 UpdateFileSystem® #y,

NHERGEEHER - RSKF ERER OU

I 5 # FSx FoiES4REY Microsoft Active Directory 3R HIg5 2 M E#E , BN IRMA RS K- TSR
EEM OU,

EREEHRAE , FATUTRE

1. BB EMRSIKFSEIZ LA E OU MHFRS K, .
2. AREERAFHNERSKFEIEHRXGRSGEEITEEN Active Directory FliE

/%\ Jﬁ\

il

a. ESMERL, BREXHRE  REAREERNNHRE ; BEIE R XHRSEFA]
Mo

b. EMHRSFMEENEL , ERENSZLET~ LHER,

B LAE I D% FSx API ##{Eupdate-file-system, ETHMEZEE |, i55H Amazon
FSx APl £ UpdateFileSystem™# #,

BEFZEZTARSETHKX 2 XHRE LEE DFS-R
S TARMETAK 2 X RETFZH Microsoft 25 RXHREES (DFSR)

SUARXXHREEIAHEE , AESMIRKZAKIATR. EAZSTARKHEREESNTAKX
RESTRAM. AXESZRER SR TAMERAM  BUARXMNS ATAX XRS5,

FRENEMLEDERRK

YZEEREASSBXHREFHNELENERNBRAY , SHERBEECHBRE R,

XHREGEEREIR © RSKSERER OU 413


https://docs.aws.amazon.com/fsx/latest/APIReference/API_UpdateFileSystem.html
https://docs.aws.amazon.com/fsx/latest/APIReference/API_UpdateFileSystem.html

FSx 5@ F Windows 3R 5585 9 L I i#h Windows P #5

FHAREEMAM , AN Amazon FSx o3& G E XHREH AWS KMS key

i AREEINEREAM , BN Amazon FSx TTE TG R A T % X4 REH KMS B4,

BEEWIR Amazon FSx BRIFEA T MBXHREH KMS BRAS ez TEERE. EAUTERE
REZA IR &

- MR KMS BACHEMER , XHEREREEAEH R KMS ZANEAZOHLEMRE. BXESZE
B | &5/ ( AWS Key Management Service FF A &E15r) S HIMIER AWS KMS key,

- MR KMS H{ACEH A MXEEFEFEENRY  ZEESHEAZY  AREFZ R EHAEEM
BEXR, BXEZER , H5H ( AWS Key Management Service FF A AR IS/ W EAMNERAZR
il

- MRFARRNSHBRMER , M AMEZLA ML T PendingDeletion RS EUEMIBREE . &
LATE KMS #4f Enabled FEH = ER,

- MRFBHRGSATN , UARESFSATH , AETREFTSHEMNEEZRNER,

- MREBEIYZFANRNEBES , MARBEREMBARNNBE, EXEZEE , B5H ( AWS Key
Management Service FF R A R3EFE) R GERAEH, HABMNEIE , FEM=REMFEZEA
BER,

BT BITEEM Active Directory BLES 1% , FREBREIFTHRENEHM KK
HRXHERGBITEEM Active Directory &b FELEHE RIS , FRBAEIFLENEMEREK,
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