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"roleArn": "arn:aws:iam::123456789012:role/AllowFISActions",
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TORTBER XA —ARSTEAE, B% AWS FIS RENTAEURERE | SSHRES
=,

LI R REEHAT —IXRME, BEER - IMERFPZIRETE— AWS FIS B4 |, BEATENEHHH
ZIRA B

&

- BIFEZE

- BERIAR
- BIEESH

- BEBR

- BEBSRH
- BETH

BAEE L
AR RIBREME L
"actions": {

"action_name": {
"actionId": "aws:service:action-type",

T 1E A 8
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"description": "string",
"parameters": {

"name": "value"
I
"startAfter": ["action_name", ...],
"targets": {

"ResourceType": "target_name"
}

BEENREELRBEUATAS :
action_name

BRIEB,

actionld

BRAERAF.

description

AR HR

parameters

FIRIES T,
startAfter

PATREM LR RERE. BN, EFFBEKRB TR,

targets

EELE B 17o

BHxRH , iESH the section called “i&¥ERH,
BRAEMRIRAT
B/ AWS FIS BEMAE —MrRF , BT

aws:service-name:action-type

BAEFRAH °



AWS HEEABRS RAriEmE

Flgn , LT RESE 1L B8 Amazon EC2 =4 -

aws:ec2:stop-instances

BRERENTESIXR  FSH AWS FIS BIESZE,
BRIESH

KL AWS FIS RIEEARETZRENEMSH. SESHATHERESITHR AWS @ FIS £i%E
2

AWS FIS X FEAREBRTE L HERE | Zaws:ssm:send-commandiB{EEA SSM KXEF SSM
WE A E BRI LRI EBESR Y., aws:ssm:send-command BESE documentArn S |, F
SSM X4 Amazon BIRBF (ARN) fERE. HAZRERFINRER | BAIUIEESHIE.

BXN aws:ssm:send-command BRIEEESHNEZEER |, i5SH #1T aws:ssm:send-command
B’IE, .

U LR TREMIRESHMm ARREE (B NEERE) . FERETNERERERREZITZIHN
RS, WRESERERENANEENREET. HEMBRESIBEEERE, flu , MRBEL
1IEY Amazon EC2 3£ , MTESEHIL 1L FIBFTERE 1ZEH,

BRIEB IR
BTEAEEN BRAR LN, EXERE , BT NEEUREREEREH.

"targets": {
"ResourceType": "resource_name"

}

AWS FIS BREZIF LT RE B SRR BHRKE -

« AutoScalingGroups— I & A EC2 uto Scaling &4

. 17f%4 : Amazon S3 2@

- 58 . Amazon EKS &£#

- &8 . Amazon ECS &85k Amazon Aurora 3B £ 8
- DBInstances— Y Gi# RDS ##E B 3=

- BE¥- AWS Lambda B %X

« &%l — Amazon EC2 k4l

BRESHK 10



AWS ST A RS e

« ManagedResources— /5 ARC X3 8 Amazon EKS £&., T 5% EC2 NAREFMME M
H#E SRR B A ARC Xigi#EBH Amazon A EC2 uto Scaling 4.

« MultiRegionClusters— Amazon MemoryDB % [X i3 55 &

- A4 : Amazon EKS T R4

« BREF4H (pod) : Amazon EKS LAY Kubernetes 234 ( pod )

« ReplicationGroups— ElastiCache & %4

- AR IAM A&

- Spotinstances— Y B # EC2 Spot 4

- M : VPC ¥¥

« 3 — Amazon DynamoDB ZXBHRL —HN L/ X

« £%5 : Amazon ECS £%

« TransitGateways— A X M

- % : Amazon EBS &

HxRH , iHSH the section called “iE¥ERH,
RAERSLAT

NMEARELETATEERFERENBNSH , WRKIAMERAT , AEZFIRNRER , TREANRE
BEMR. MREEF emptyTargetResolutionMode SERIETIRE RN skip , N2 KB EM B AR
B, BB , RAR BN, flin , MBRBFFERBIEER 5 248 , I AWS FIS £1AK
BREES pHETR. RARELNBRERGEFHET —TURE , EBIERAERE.

BFEntE A A RBRERALEENK , B UREREENK, Sl , EEENFENRREALE, X
TR FBRETAVRERE (WLIESKH ) | HEEERFENRARNSEREESAG.

MRBRESHHEERYPRE , WINEREZREBRITEHEE. BHRFENARTREEREERE
RYFFEE AT E B T —BURERY T I B Z RS AEESR (IR EAMREDE TR , Nk BRI Y 45 R At
) o

BRAETR A
RAERBI TR

=l

« {£1F EC2 324

BAESLERT 11



AWS HFESE A RS e
- BTN EISKHI

. FHIMERE

« ££1F EKS Worker

- 331 ARC Xig B ah#

TPl =1k EC2 3241

DTRENEILERAE NN B IRRIRN EC2 KfiltargetInstances. MO H/EER BHREH,

"actions": {
"stopInstances": {

"actionId": "aws:ec2:stop-instances",

"parameters": {
"startInstancesAfterDuration": "PT2M"

1,

"targets": {
"Instances": "targetInstances"

R TSRO B SR

UTEERELERAZRNNBERMRMRNZENRE L targetSpotInstances, MO MHEBHRIZTNER
=41,

"actions": {
"interruptSpotInstances": {
"actionId": "aws:ec2:send-spot-instance-interruptions",
"parameters": {
"durationBeforeInterruption": "PT2M"
},
"targets": {
"SpotInstances": "targetSpotInstances"

™ TR E

BRERH 12
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UTRIEFIEL B FMEEMTAXFMZEBRE,

"actions": {
"disruptAZConnectivity": {
"actionId": "aws:network:disrupt-connectivity",
"parameters": {

"scope": "availability-zone",
"duration": "PT5M"

},

"targets": {
"Subnets": "targetSubnets"

}

T~ & 1E EKS Worker

LATFIRENL L EKS 8RR targetNodeGroups A B FRRIRH 50% B9 EC2 3£,

"actions": {
"terminateWorkers": {

"actionId": "aws:eks:terminate-nodegroup-instances",
"parameters": {
"instanceTerminationPercentage": "50"
},
"targets": {

"Nodegroups": "targetNodeGroups"

Al B3l ARC XiE By

DTFREFRSZ ARC XiFiEz B , FRERREMorkBHaz-in-parameters®, duration-
in-parameteres?t Fl ManagedResources S SERERF , BRXBEBIEBHFEN AWS WEH,

{
"description": "aaa",
"targets": {
"ManagedResources-Target-1": {
"resourceType": "aws:arc:zonal-shift-managed-resource",

BAERB 13
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"resourceArns": [
"arn:aws:elasticloadbalancing:us-east-1:0124567890:1oadbalancer/app/
application/11223312312516",
1,

"selectionMode": "ALL"

}
},
"actions": {
"arc": {
"actionId": "aws:arc:start-zonal-autoshift",
"parameters": {
"availabilityZoneIdentifier": "us-east-1a",
"duration": "PT1M"
.
"targets": {
""ManagedResources": '"ManagedResources-Target-1"
}
}
},
"stopConditions": [
{
"source": '"none"
}
1,
"roleArn": "arn:aws:iam::718579638765:role/fis",
"tags": {},
"experimentOptions": {
"accountTargeting": "single-account",
"emptyTargetResolutionMode": "fail"
}

AWS £ atEIRILE B 5

B2 —NEHZN AWS BIR , AWS #FEEARS (AWS FIS) 23256 B B X X L3 RIITIRE, B4R
AUEXRBVTRER— AWS K , SN TFRRNKS, (FASKFERE ) . ZEHA T HROMTUTE
KPR RENER, RSREAZKSER,

R O B2 R R EARET E L B AR, & MUESSRARR Xt S TUREGE AR/ B 47,

AWS FIS EXR A HBIHRBIFTE Bdr , RAEBHBRHEEFRNEMIE, AWSFIS FHENEANE
BEBENBERER. WRKBEIR , MR LMK,

B#r 14



AWS #EE AR il
B %
- BFRIEE
- BRIFRE
« FRERAEIR
< BIRTRIESA
- RIESH
< EEERX
« RHIEFR

« RPITEIESA

SRINEIP

BARE RN T RO

{
"targets": {
"target_name": {

"resourceType": "resource-type",

"resourceArns": [
"resource-arn"

1,

"resourceTags": {
"tag-key": "tag-value"

.

"parameters": {
"parameter-name": "parameter-value"

},

"filters": [
{

"path": "path-string",
"values": ["value-string"]

}

1,

"selectionMode": "value"

}
}
}

EEX BN, BFBERHUTRE

BHRiEE 15
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target_name

B FREY R Fho

resourceType
FRRE,
resourceArns

B EREN Amazon HREZH (ARN),

resourceTags

R R T4 E R IRAIIRE.

parameters

FREEREE N ERNSH.

filters

AR EFAEABERERE SR B R RIER,

selectionMode

IR AR IEFER,
BXRH , iS5 H the section called “R4BI B #57
miREH

8/~ AWS FIS RFEMEERERN AWS BFRRE LHITH. EXBIRN , REEE—MRFKE, &4
R E R IFN R IRREEN B o

AWS FIS X#FFLA T RIRKE

« aws: arc: zonal-shift-managed-resource — 7 ARC Xigifm % F XM AWS &R
- aws: dynamodb: global-table — Y &# DynamoDB £ XiF KA —HHN£/E

« aws: ec2: autoscaling-group — Amazon Auto Scaling &4 EC2

- aws:ec2:ebs-volume : Amazon EBS &

- aws: ec2: instance — I #3245 EC2

* aws: ec2: spot-instance — Y L #hFE #3545 EC2

=

P

TRER 16
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RAriEmE

- aws:ec2:subnet : Amazon VPC ¥ X
 aws:ec2:transit-gateway : MK

- aws:ecs:cluster : Amazon ECS &£

- aws:ecs:task : Amazon ECS %

- aws:eks:cluster : Amazon EKS &&#

- aws:eks:nodegroup : Amazon EKS ¥ =4
 aws:eks:pod : Kubernetes B854 ( pod )

- aws: elasticache: replicationgroup — & %48 ElastiCache
- aws:iam:role : IAM A&

- aws: lambda: function — —/Ng&d AWS Lambda

« aws: memorydb: — Amazon MemoryDB Zmulti-region-cluster X135 &¥
- aws:rds:cluster : Amazon Aurora ¥iEFE £ 8

- aws:rds:db : Amazon RDS %z FE 3= 45l

- aws:s3:bucket : Amazon S3 1@

R E AR A IR

£ AWS FIS Z2H AR EX BIreY , ATILUEREEMNIRE AWS R (BERFRKE ), SF , &7

BLiE AWS FIS RIEER AR AEIR B — AR IR
ERERRR , BAUEEATAR

« BIR IDs-45%E IDs FIRA AWS HiR. FIERIR IDs MR RMEEREHN FIRo
- BRFRE-MATHE AWS BIREIIRE.

- BRFEEIERM RIBERMENTRNBRENE. BXESZEERE , B5H HARBERNE,

- RESH  RAFEREMENTRNSH. BXESER , H2H BESHK.

« BFERAMEEBIMEERR ID MR FRZL,
« BRI AME B EER R ID MR IRIEILESA.

- EAENEERFREATERTEERS. MRREEEFEERERMEIREEN TR,
c MREEEZIMHE  WABEENREBLAFET BRER LS BEHIEF (AND ) -

FRR B AR AR



AWS HEEABRS RAriEmE

R Ik SR

RRGLERERBEFERE AN BFRAFENERN, AWS RELEENTRRE  FISHERANATE
2 AWS FRAEHRR AP BRENAH, BIAEXFESBEEERTEN TR,

FIERERHEIRTIBHEBENAITENE, BERRARSBEHARFS , ATHERERERE
REFEENREPFTREENER. SMNEARKRKKR—ITENT B, BIERRNEREENHHXA
EXKNE , BN TEBHLHRA Pascal BtBEE. B0, BfEMA AvailabilityZone ( T A=
availablityZone ) ENEBMTE,

"filters": [
{
"path": "Component.Component.Component",
"values": [
"string"

]

1,
UTBBERTHRERRFERMY

- MERMTZNIIRE , SREFHEREBNDIRIE , N AT ITE A DIEIE T REIEFRRIR — AND
- MEHNENFEB[ERTSME , WFEECREF—MEFBEEERIR —OR

« HRTE describe APl HANBENEXRIZMNME , WEECERET—METERAIR — OR

o ELEFRZ key/value XY , AN BRFRLEFRBEHRER (LX),

TREETATHRISN R REENINTH R AP #24EF AWS CLI 5. AWS FIS fRREIZITIX
iRELNBBEENTIES, NN XEERTERHDRINTENRE, fln, £RFPOEETSIEH
#2 1324589 Describelnstances IR A A,

HIRKE API #1E AWS CLI f7 %5
aws:arc:zonal-shift-managed- ListManagedResources list-managed-resources
resource

aws:ec2:autoscaling-group DescribeAutoScalingGroups describe-auto-scaling-groups
aws:ec2:ebs-volume DescribeVolumes describe-volumes

FRR B AR AR 18


https://docs.aws.amazon.com/autoscaling/ec2/APIReference/API_DescribeAutoScalingGroups.html
https://docs.aws.amazon.com/cli/latest/reference/autoscaling/describe-auto-scaling-groups.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeVolumes.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/describe-volumes.html

AWS HEEABRS

RAriEmE

RRE
aws:ec2:instance
aws:ec2:subnet
aws:ec2:transit-gateway
aws:ecs:cluster
aws:ecs:task
aws:eks:cluster
aws:eks:nodegroup

aws:elasticache:replication
group

API ##4E

Describelnstances

DescribeSubnets

DescribeTransitGateways

DescribeClusters

DescribeTasks

DescribeClusters

DescribeNodegroup

DescribeReplicationGroups

AWS CLI 5%

describe-instances

describe-subnets

describe-transit-gateways

describe-clusters

describe-tasks

describe-clusters

describe-nodegroup

describe-replication-groups

aws:iam:role ListRoles list-roles
aws:lambda:function ListFunctions 5 TR

aws:memorydb:multi-region-c
lustern

aws:rds:cluster

DescribeMultiRegionClusters

describe-multi-region-clusters

IR DBClusters

s,
S,

"
R

describe-db-clusters

aws:rds:db R DBInstances describe-db-instances
aws:s3:bucket ListBuckets list-buckets
aws:dynamodb:global-table DescribeTable HiR &

BXRRH | B5SH the section called “REITFIRSH - 76
BIRSE

RFESHLBFERERERR B R TR,

UTRBRREZEZFSH

FRR B AR AR 19


https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeInstances.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/describe-instances.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeSubnets.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/describe-subnets.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeTransitGateways.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/describe-transit-gateways.html
https://docs.aws.amazon.com/AmazonECS/latest/APIReference/API_DescribeClusters.html
https://docs.aws.amazon.com/cli/latest/reference/ecs/describe-clusters.html
https://docs.aws.amazon.com/AmazonECS/latest/APIReference/API_DescribeTasks.html
https://docs.aws.amazon.com/cli/latest/reference/ecs/describe-tasks.html
https://docs.aws.amazon.com/eks/latest/APIReference/API_DescribeClusters.html
https://docs.aws.amazon.com/cli/latest/reference/eks/describe-clusters.html
https://docs.aws.amazon.com/eks/latest/APIReference/API_DescribeNodegroup.html
https://docs.aws.amazon.com/cli/latest/reference/eks/describe-nodegroup.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_DescribeReplicationGroups.html
https://docs.aws.amazon.com/cli/latest/reference/elasticache/describe-replication-groups.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_ListRoles.html
https://docs.aws.amazon.com/cli/latest/reference/iam/list-roles.html
https://docs.aws.amazon.com/lambda/latest/api/API_ListFunctions.html
https://docs.aws.amazon.com/cli/latest/reference/lambda/list-functions.html
https://docs.aws.amazon.com/memorydb/latest/APIReference/API_DescribeMultiRegionClusters.html
https://docs.aws.amazon.com/cli/latest/reference/memorydb/describe-multi-region-clusters.html
https://docs.aws.amazon.com/AmazonRDS/latest/APIReference/API_DescribeDBClusters.html
https://docs.aws.amazon.com/cli/latest/reference/rds/describe-db-clusters.html
https://docs.aws.amazon.com/AmazonRDS/latest/APIReference/API_DescribeDBInstances.html
https://docs.aws.amazon.com/cli/latest/reference/rds/describe-db-instances.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListBuckets.html
https://docs.aws.amazon.com/cli/latest/reference/s3api/list-buckets.html
https://docs.aws.amazon.com/amazondynamodb/latest/APIReference/API_DescribeTable.html
https://docs.aws.amazon.com/cli/latest/reference/dynamodb/describe-table.html

AWS HEEABRS RAriEmE

aws:ec2:ebs-volume
- availabilityZonelIdentifier : @& BHFENTHKXNKEE ( 20 us-east-1a ) -
aws:ec2:subnet

« availabilityZonelIdentifier : @B FRHNAAX MK ( 10 us-east-1a ) AAKX
ID ( 40 usel-az1)

- vpc : BEBRFMH VPC, BNMNKF XEFEREE—4 VPC,
aws:ecs:task
- cluster : @EBRESHEE,
- service : @ B ESHRS.
aws:eks:pod
« availabilityZoneIdentifier : Alit, @EBHE]/E (pod ) WAAKX, fl0 us-
east-1d, I GBI LLERAZA (pod ) B hostlP FEE FMHY CIDR BERTAKX,
« clusterIdentifier - #&F., EKS BN B M ARN,
« namespace - 4F&, HIFAER4A (pod ) M Kubernetes an & ZE 8],
« selectorType - &%, EFB[HIKE, AJREMNEN labelSelector. deploymentName H
podName,
- selectorValue - 4%F., EREFNE, LEBRT selectorType H{E,
« targetContainerName : Ali%&, A2F4 (pod ) ARFENN BRBEREH. RMAREINERR
AERH (pod ) ASBHRENME—INESR.
aws:lambda:function
« functionQualifier : A%, EEVMEBRESE B, MRKEERER , NRFERFR
BRAENENMN. MREBETEESMREANIE , IREFATEHEN ARN BAIEHFS
BWFIERAE , ReaZEREHEN, MREABKRIE , SLATESTUFZE R EREE ARN 19
ALK BESLATESTE ARN AR AR THEIREA, BX Lambda IREHNEZEFEE , FSH
BAFIEEHRMERE Lambda BERA, AWS Lambda
aws:rds:cluster
« writerAvailabilityZoneldentifiers : Alit, BIEFEEHEARNAAX, AIENE
N LUES 2R A AXFRRARSIE | all,
aws:rds:db
 availabilityZonelIdentifiers : W%, SEMABBEELFINTHAX, ATEENENR  SUE
SR ARXRRAFIE , all,

FRR B AR AR 20


https://docs.aws.amazon.com/lambda/latest/dg/configuration-versions.html

AWS HEEABRS RAriEmE

aws:elasticache:replicationgroup

« availabilityZoneldentifier - #%F. @2 EHRT RN ATAXNKE ( 40 us-east-1a ) A
AKX ID ( %1 usel-az1) o

R
BB EER RN RREC R FREE. AWS FIS XL TEHER -

« ALL : EFFE B EIITIRE,

« COUNT(n) : NEIRFIBARPEVERISEREN BIRARITRME. fla0 , COUNT(1) 2EFEANE
R 3l B #5.

« PERCENT(n) : NEIRZI BARPREVLERISE R 2 LLRY B RS ITIR{E, fltn , PERCENT(25) &i%
£ 25% BiR % B #xo

MRENTRBEANTHHIEE 50% , W AWS FIS 2@m TEA, Hlm , MREFIMEA Amazon
EC2 fil4ER BFrHRSEERME 50% , M AWS FIS 2@ TEAANRANXEEl, TEEENTF—IN&E
RO B, fla, mREHFMED Amazon EC2 L6 , BSEEH 5% , M AWS FIS T EFELH,

MREERAEBNBRARREELSANER , W AWS FIS AT AL REFHARM IR,
FTeHMERER | AEEETEARFREMER , RREBIFEK.

B B FR

ROIEFRINT,

]

E VPC st A 18 EAR 2 /Y LA
- ERRESHRNES

Rl BE VPC R REEREN A

WRGITTRER B AR 2 HEE VPC R EHRE M Amazon EC2 Eflenv=prod, #&ZR#ERIEE AWS FIS FE
HIEFEH P —NB 5,

{

ERER 21
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"targets": {
"randomInstance": {
"resourceType": "aws:ec2:instance",
"resourceTags": {
"env": "prod"
I
"filters": [
{
"path": "VpcId",
"values": [
"vpc-aabbccl1223344556"
]
}
1,

"selectionMode": "COUNT(1)"

Ml EREESBNES

e RBI TR LA BB E S B MRS R Amazon ECS 51 B R, EEENIEE AWS FIS BEHLEEREH

q:_/hﬁ*/]_‘o
{
"targets": {
"randomTask": {

"resourceType": "aws:ecs:task",

"parameters": {
"cluster": "myCluster",
"service": "myService"

},
"selectionMode": "COUNT(1)"

ROITHIESRAF

RITEEFAEN T

RIS

22
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Bl

- EC2 X4

APl EC2 £

HIRN T aws: ec2: instance BIRFEHWIRIEIRRETRFIEZMHRT , AWS FIS £ A EC2 describe-
instances mazon 5 H R A 7§ i%E 25 k1R 51 B #R.

£ describe-instances T HIREIR JSON fiH & , 1 KHIER Instances THI—1NEH, UT =2
HBrowmd  HPSERICANFRitalics, W EEGFRHEFERXLEFEM JSON mMELEHFPIEER
4 BB RBI,

{
"Reservations": [
{
"Groups": [1,
"Instances": [
{

"ImageId": "ami-©©0111111111111111",
"Instanceld": "i-0Q@aaaaaaaaaaaaaaa",
"InstanceType": "t2.micro",
"KeyName": "virginia-kp",

"LaunchTime": "2020-09-30T11:38:17.000Z",
"Monitoring": {
"State": "disabled"

I

"Placement": {
"AvailabilityZone": "us-east-1la",
"GroupName": "",
"Tenancy": "default"

1,

"PrivateDnsName": "ip-10-0-1-240Q.ec2.internal",
"PrivateIpAddress": "10.0.1.240",
"ProductCodes": [],

"PublicDnsName": "ec2-203-0-113-17.compute-1.amazonaws.com",
"PublicIpAddress": "203.0.113.17",
"State": {

"Code": 16,

"Name": "running"

RPITFEIESRA 23
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iy

"StateTransitionReason": "",
"SubnetId": "subnet-aabbccll1223344556",
"VpcId": "vpc-0@bbbbbbbbbbbbbbbbb",

"NetworkInterfaces": [

{
"Groups": [
{
"GroupName": "sec-group-1",
"GroupId": "sg-a0011223344556677"
1,
{
"GroupName": "sec-group-1",
"GroupId": "sg-b9988776655443322"
}
1,
I
I
{
}

1,
"OwnerId": "123456789012",

"ReservationId": "r-aaaaaabbbbbl111111"
},

EFEARFRFERFERBEATRAXFRHEM , EEE AvailabilityZone WEMBREMIL AKX
HYACRBME N (E, Bl

"filters": [
{
"path": "Placement.AvailabilityZone",
"values": [ "us-east-1a" ]

1,

RIS 24
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EFEARRBEFRFERBEFMPIESG , BHEE SubnetId WEMREM T ID ERE. Hl0:

"filters": [
{
"path": "SubnetId",
"values": [ "subnet-aabbccl1223344556" ]

1,

EEELTRHESRFRBAES , FIEE Name WEMRFFUT —FRSBHIENE : pending]
running | shutting-down | terminated | stopping | stopped. 40 :

"filters": [
{
"path": "State.Name",

"values": [ "running" ]

]I

EEBRMMT ZAL2EPFEE—INEH , BEEE— I HEBRERENITEGroupldEMZiNLse
48 IDs, N :

"filters": [
{
"path": "NetworkInterfaces.Groups.GroupId",
"values": [
"sg-a0011223344556677",
"sg-f1100110011001100"

1,

ERFERTHEREANES , BEESITRS  Hh 8B EERGroupIdMENTIERH
BAo%k24 1D, filmn

"filters": [
{
"path": "NetworkInterfaces.Groups.GroupId",
"values": [
"sg-a0011223344556677"

RPITFEIESRA 25
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]
.
{
"path": "NetworkInterfaces.Groups.GroupId",
"values": [
"sg-b9988776655443322"
]
}

]I

5 - Amazon RDS 58 ( BUBESE )

HIB N T aws: rds: clust er BRIRFE B WIRIERREMIE SRR , FIS & AWS 7217 Amazon RDS
describe-db-clusters 5 F 5 A % % 85 K12 5l B #7.

describe-db-clusters S R SN BN BIEEERRLEELUTUTHEN JSON i, A TR2IH 0@ |
HAGFERCINFERitalics, TR FFRAFRXEFZERM JSON i HEHTIEERHREN R
i,

"AllocatedStorage": 1,
"AvailabilityZones": [
"us-east-2a",
"us-east-2b",
"us-east-2c"
1,
"BackupRetentionPeriod": 7,
"DatabaseName": "",
"DBClusterIdentifier": "database-1",
"DBClusterParameterGroup": "default.aurora-postgresqlll",
"DBSubnetGroup": "default-vpc-01234567abcl23456",
"Status": "available",
"EarliestRestorableTime": "2020-11-13T15:08:32.211Z",
"Endpoint": "database-1l.cluster-example.us-east-2.rds.amazonaws.com",
"ReaderEndpoint": "database-1l.cluster-ro-example.us-east-2.rds.amazonaws.com",
"MultiAZ": false,
"Engine": "aurora-postgresql",
"EngineVersion": "11.7",
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ENANREFERAREREESI ZNBBEEFEEFNTRTESRYE , EREUTRE , EEBEEERENR
Engine #EEME N aurora-postgresqlo

"filters": [
{
"path": "Engine",
"values": [ "aurora-postgresql" ]

]I

ENAMEREFETAXPHREFEFNTRBIESMS , BREAT R  BEBHBENE,

"filters": [
{
"path": "AvailabilityZones",
"values": [ "us-east-2a" ]

1,

AWS FIS Hy{= 1k &4

AWS #FEEABRS (AWS FIS) AR ERF MNP | FEEBETFAR LZEHEITIR, AWS
FLEZHR —FERK IR FEE LA Amazon CloudWatch BiRH RERF KB HH, MNREKK
HiEfR TFEILEZE , AWSFIS FEFLEXE, B ZRECHFLHKE,

EQRELEZY  BENNABRFIBRSENRERS. RERSRENARFAESEMERPLS
RIFARIESR, Fla |, ER, CPU ARREIR AL, BRI ERARERSLIE CloudWatch 1R , K&
WRNARFERRS AT E MR A ESHRARN , B UERAZERKELSIR, BXESELE , B
FL S 3#h CloudWatch AP RPN EAN i CloudWatch B1R.

KPR BFELEFAHERS , B ERRERPEELREZNF. BXEZER , FSH AWS #EEA
AR S5 BY B B A FR 1

=L SR E

BRI EMRE |, SR B EE & GZH CloudWatch BHKIEE — N ZMELEZ M,

{
"stopConditions": [

{
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
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"source": "aws:cloudwatch:alarm",
"value": "arn:aws:cloudwatch:region:123456789012:alarm:alarm-name"

BUT R AR BRI AR R 38 E 5 LSt

{
"stopConditions": [
{
"source": "none"
}
]
}
THEZS

BRETUMFAEIEZ CloudWatch B R M B KRR INE EFANHE | BSREXS LE1T CPU E
pap I RE

BX AWS FIS XM HREXEMN A CloudWatch EEFRHNEZEE , BZRUATHEA :

- EAKEEERNEHI CloudWatch

- W5 ¥ ECS CloudWatch $§#x%

« {FA%E Amazon RDS $E#% CloudWatch
- FERAKEETHESER CloudWatch

EATF AWS FIS SRR IAM A&

AWS Identity and Access Management (IAM) 2 —3l AWS RS , O #BIEE R L& iR HIX AWS &
BREFE, EERA AWSFIS , ZBATEIZ—1 IAM AEXRET AWS FIS FTEMR , X# AWS FIS
FTRRAREEZTER, BUUEAUEXRERMIEELEIRAG, NTEKFAIK , EATERAGH
IAM SRBE AR TR , UEBAZRERPIEEN BN ER. NTZKFAER , SRAGLHM
Orchestrator BB FAENERKFAA IAM BEBHNER, BXEZER , S KRR
PR

5B ENEETRFRENRNINELZ SRR, BULEBESIERBPIEERERIR ARNs SFREXK
SCIR U B BV
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-cloudwatch.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/cloudwatch-metrics.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/monitoring-cloudwatch.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/monitoring-cloudwatch-metrics.html

AWS HEEABRS RAriEmE

NTHBBREFTIRER AWS FIS , BATRMHM T AWS HEXR , S UECEXIR AR EEXLE
K, HE , BOTUECRETENBRRBE XN ER X EREENER,

ok
BSR4
« WA BIERSRIOA G IHI AWS FEEER

53

T 2 : BIESK A 6 F AN 00 A Bk 5 B S A

BB SR AF

EFFE 2, R AWS CLI HOIBFMENEEER,
Z% AWS CLI
EFBzal , TREHEE AWS CLI, EER AWS CLI , RELEREBMA AWS EiF, ATE

FHRGIBELCEEFRIAXE, BN , FASAN BRI --region &M, BXEZER | iF
SRLEREH AWS CLIFE & AWS CLlI,

BIREERRER

IR ABUNER AT AWS FIS RSEFTZAGHWEERR, Bl fis-role-trust-
policy.json XAXHHRMUTEERREKE,

JSON
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": [
"fis.amazonaws.com"
]
}I
"Action": "sts:AssumeRole"
}
]
}
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https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-configure.html

AWS HEEABRS RAriEmE

BIEEA aws: SourceAccount M aws:SourceArn £HERLEHBIVEERIEAEE, Rk
FREBFAEE , MR ARN 23K ARN, Flin | SRR T RESRNEESERE,

"Condition": {
"StringEquals": {

"aws:SourceAccount": "account_id"
.
"ArnLike": {

"aws:SourceArn": "arn:aws:fis:region:account_id:experiment/*"
}

AIMRABIRKFAGKNNR (RESKFRRE )

XFZWKFKE , BFEBERMABRIF Orchestrator IS KA BIRIKF BEHRR, ETTSERBA TR
Bl FORFERIN RECREE U A BARIKF AR

{
"Effect": "Allow",
"Action": "sts:AssumeRole",
"Resource": [
"arn:aws:iam::target_account_id:role/role_name"
]
}

R 1 RIS AEHM I AWS EE R
A8 AWS FIS WEF — AWS FEEFBEIREAN T,
BIEKE A EHH N AWS FEE KB

1. BIFEHNXBHPREEE AWS FIS RIEMNTEERE, BN , FEERRNCETENWRNEER, BX
EZEER , 1§54 the section called “AWS £ EHKRE,

2. BITLLTF create-role % , BB AGBHNMERZHFRIBRNESEERRE,

aws iam create-role --role-name my-fis-role --assume-role-policy-document
file://fis-role-trust-policy.json

3. fER L T attach-role-policydn 4 i i€ AWS B KB,

W1 BIESSR A G M AWS FEE R 30


https://docs.aws.amazon.com/IAM/latest/UserGuide/confused-deputy.html
https://docs.aws.amazon.com/cli/latest/reference/iam/create-role.html
https://docs.aws.amazon.com/cli/latest/reference/iam/attach-role-policy.html

AWS HEEABRS RAriEmE

aws iam attach-role-policy --role-name my-fis-role --policy-arn fis-policy-arn

A\ Rfis-policy-arnABRZ—EHE :

« arn:aws:iam::aws:policy/service-role/AWSFaultinjectionSimulatorEC2Access
« arn:aws:iam::aws:policy/service-role/AWSFaultinjectionSimulatorECSAccess
+ arn:aws:iam::aws:policy/service-role/AWSFaultinjectionSimulatorEKSAccess
« arn:aws:iam::aws:policy/service-role/AWSFaultinjectionSimulatorNetworkAccess
« arn:aws:iam::aws:policy/service-role/AWSFaultinjectionSimulatorRDSAccess

« arn:aws:iam::aws:policy/service-role/AWSFaultinjectionSimulatorSSMAccess

RN 2 : BIEESKI A & 5 7500 P BR SR B 3 A

HETUER T ROBEERMOBAE  RNBRHEXRAFBORER,

o) B2 SR 7 10 P B SR S A

1. BT create-role % , BIRAGFIFMERFM T OIRIEERK,

aws iam create-role --role-name my-fis-role --assume-role-policy-document
file://fis-role-trust-policy.json

2. fI# fis-role-permissions-policy.json MXARNHHFMNRRE, BXT AELHRSHN
KRB RO , BERANLATAR,

- WEEEARE  MUAT BT 18,
JSON

"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowFISExperimentRoleFaultInjectionActions",
"Effect": "Allow",
"Action": [
"fis:InjectApiInternalExxox",
"fis:InjectApiThrottleExrox",
"fis:InjectApiUnavailableErroxr"
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https://docs.aws.amazon.com/cli/latest/reference/iam/create-role.html

AWS HEEABRS
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1,

"Resource": "arn:*:fis:*:*:experiment/*"

}

+ Amazon EBS #/E : MATBERF %A,

JSON
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"ec2:DescribeVolumes"
]I
"Resource": "*"
}I
{
"Effect": "Allow",
"Action": [
"ec2:PauseVolumeIO"
]I
"Resource": "arn:aws:ec2:*:*:volume/*"
}
]
}

+ Amazon EC2 & — MAWSFaultlnjectionSimulatorEC215 [7] SR BE FF 18 o
Amazon ECS #/E — MAWSFaultinjectionSimulatorECSAccess KB FF 18

Amazon EKS 1731 — MAWSFaultInjectionSimulatorEKSAccess BN FF 48

P £& #2 4E- MAWSFaultinjectionSimulatorNetworkAccess R B FF 18

+ Amazon RDS #4 — MAWSFaultinjectionSimulatorRDSAccess & B FF 18

+ Systems Manager #4E-MAWSFaultinjectionSimulatorSSMAccess K BEFF 18

3. R LT put-role-policy @ TR INIRTE £ — 25 B B AV AR SR BE -

aws iam put-role-policy --role-name my-fis-role --policy-name my-fis-policy --

policy-document file://fis-role-permissions-policy.json

IRIA 2 ¢ BIESKH A & 3 IR0 BR SR EE 324y
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https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSFaultInjectionSimulatorEC2Access.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSFaultInjectionSimulatorECSAccess.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSFaultInjectionSimulatorEKSAccess.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSFaultInjectionSimulatorNetworkAccess.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSFaultInjectionSimulatorRDSAccess.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSFaultInjectionSimulatorSSMAccess.html
https://docs.aws.amazon.com/cli/latest/reference/iam/put-role-policy.html

AWS HEEABRS RAriEmE

AWS FIS XK IRGEHE

BATLAUB R AWS #BEE A RS (FIS) REMZRIRE , NI E R Hath 4 BN R AIERE, KBRIR
=2 —/ PDF X#4 , LA 7TXKIRE , HOLERNEIEEMN CloudWatch X RARIEIR N B2 891
B, BEEFRFIKRIREG , BEUATER zip X,

ERANBEENXRBRERNBRENNE , EFENXRERELKRIREEE. HEHEE CloudWatch
RMRET , AWS FIS 2BEBAENRRFAENMMANREE , HEEEENFENERERIKRH
Fra M RetiE , 2B R

WRHSERTTAKX (AZ) FEEXREHNFM, H1E AZ usel-az6 FEIABEIELN , KESM
usel1-az6 ¥ %% usel-az4 , At ZWAX P AFEEEILENFZTHLSELD,
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samples/FisExampleReport.pdf.zip

AWS HEEARS RArfEmE

NLB ProcessedBytes usel-az4
Bytes

32.00M .

20:45 21:00 21:15 21:30 21:45
@ ProcessedBytes

NLB ProcessedBytes usel-az6

Bytes

30.00M E

25.00M g

20.00M é

15.00M E..
|

20:45 21:00 21:15 21:30 21:45
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SKELEERE , TN AWS FIS #2# & THIRE , LT LUFHFM#E Amazon S3 FiEfE+H. W
REBEREEEPSE CloudWatch U F&AR , NELREESENNAHHEGR. X TFER B IR
W—EBH cancelledHiEN BRI — 2 ETHISEEK ( ActionSmode IREN ) , TR

&o skip-all—EXKEITHRIHIERZHR , M REEM Amazon S3 FHEEPREIRE. AWS
BHRRMHREIWRE FIS A , ERABERMAMNIRERA. BEXEZELR , BSHAWS

W E A RS ENMAWS BUEF ARSHEFIFPE S, ATEESUWEL Amazon S3 HYEREVHI 7% %%

A , GetMetricWidgetimage A & GetDashboardi& KK CloudWatch APl &, BEXEZEE |, 5
Amazon S3 B E# FCloudWatch E 4t

P
. KW RERBER

i
=3
O
d
o
]
i

4
%
O
d
I
0
[
ﬁ
5

KRR EEEEE

UTRERMEBRENEE , XRREBER ATEEHD

{
"experimentReportConfiguration": {
"outputs": {
"s3Configuration": {
"bucketName": "my-bucket-name",
"prefix": "report-storage-prefix"
}
},
"dataSources": {
"cloudWatchDashboards": [
{
"dashboardIdentifier": "arn:aws:cloudwatch::123456789012:dashboard/
MyDashboard"
}
]
},
"preExperimentDuration": "PT20M",
"postExperimentDuration": "PT20M"
}
}
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https://aws.amazon.com/fis/pricing/
https://aws.amazon.com/fis/pricing/
https://aws.amazon.com/s3/pricing/
https://aws.amazon.com/cloudwatch/pricing/

AWS A RS Fir 5
ffAexperimentReportConfiguration , BAILLBENBEEEEXRIREPHEENH L B
#h, MARBENREED , XTLREEEF T AWS FIS TRMNFMMER, EENERRER
B, BEERMUUATHE

outputs

experimentReportConfigurationWEHIEE TERIREN R R. EFoutputs , BT
Bs3ConfigurationBR U TAHAAREE :
 bucketName-ZfEIREH Amazon S3 BN E . FHBLASZEHN TR —XE,

« prefix ( Wik ) -F#EIRE M Amazon S3 FHBHMEIR. AZIBWEALFR , MELEREE
T 8 5 4% o

BER
WAES P IEEERIREFHFIENHMEIER. experimentReportConfiguration

« cloudWatchDashboards- 8 EEREFH CloudWatch U RMRFEFI, XBRF—4
CloudWatch % &R,

« dashboardIdentifier-#4IE4#xE ARN, CloudWatch IR&E P FE &I EHRmetricE
ZRBENENEHNREBE | BEBEXISERR .

preExperimentDuration
ik E 2 experimentReportConfiguration , BFENEZEHERE HH CloudWatch 1%
RIREFZH BT RELATE |, &% 30 78, XBRNENZAKRENNARFNRERS. Hla,

KRR AN 5 7 ERERBERNEIRKITHR 5 2 HISER. FENBEHEXNA ISO
8601 , BRIAE N 20 .

postExperimentDuration

B kB> experimentReportConfiguration , BT ENEEEEREF M CloudWatch X F
IRIEFRI SRR FIFERTE |, &2 2 MY, ZEFENBERAREHNARFNRERSRIRES, 4
W, MREGIHREFENEIEERN 5 28, IRBERGITEETZRLE R 5 D HEHIER. &5
ZatE MR A 1SO 8601 , BRINE A 20 244,

SRR H PR

Zik AWS FIS £ M EMERIRE , BEERTF AWS FIS 325 IAM BERITUTRE

* cloudwatch:GetDashboard
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* cloudwatch:GetMetricWidgetImage
* s3:GetObject
* s3:PutObject

BMNRUWRER AWS Ze2HEXRR , FXRACRFHNFERBANR. UTERFAXBASTHRNR
HY SR B 75 B R B

JSON

"Version": "2012-10-17",
"Statement":

[
{

"Action": [
"s3:PutObject",
"s3:GetObject"
1,

"Resource": "arn:aws:s3:::my-experiment-report-bucket/my-prefix/

xn

"Effect": "Allow"

},
{

"Action": [
"cloudwatch:GetDashboard"
1,
"Resource": "arn:aws:cloudwatch::012345678912:dashboard/my-
experiment-report-dashboaxd"”,
"Effect": "Allow"

},
{
"Action": [
"cloudwatch:GetMetricWidgetImage"
1,
"Resource": "*",
"Effect": "Allow"
}
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AfEAEFRRERER (CMK) INZER Amazon S3 FHEBR IR E N IR

MEBEFIEES3Configurationty Amazon S3 FHWEER CMK % , MEERFEEM KMS
ZHAEKD FIS TRABRFUTIAR

* kms:GenerateDataKey

* kms:Decrypt

TR KMS BAKRBERRS , ZFRAAF FIS XRABHMBFEREARE

"Sid": "Allow FIS experiment report",

"Effect": "Allow",

"Principal":

{
"AWS": [

"arn:aws:iam::012345678912:ro0le/FISExperimentRole",

]

1,

"Action": [
"kms:Decrypt",
"kms:GenerateDataKey"

1,

"Resource'": "*"

}

KR REREK

LR REER AWS FIS SRR & B B H1ERE

« EFFRIRZE , BEKBFRTR  URIEENSRERRRRMYHTEE. BRSNS RM
BXIRTHERNER. ETHRESER , FEREAXREREREHFK,

« ZIREFNATHRME SRR THEDR, MR REARE B ERFERIRE R, RINEW
EREZBBITH RN TR KRB P EAZIRE

« REIKE IAM ABKREFREY S3 B BN RIXIRILFEMRER. BMNERIERF bucket/Al
BRIETE AWS 45 FIS XKikE , TE@EAM AWS RS T 15 R & 74 B M B AR,

« M Amazon S3 MR ETEEER BN R TR IEIREHBIBRIEEZ, ETHRESEE , 1§
SHEEANRBENEN R,
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-lock.html

AWS HEEABRS RAriEmE

MRER CloudWatch B HIE R F B — XAy L IHMK = |, M ATLAEER CloudWatch Bk - A M
MBS CloudWatch 13 #| & = APl F#Y Observability Acces AWS s Manager i &8 FIS
Orchestrator Ik /E AR KEKF |, FEMPKFEEANFEKF. AWSCLIETHESEER , 5
#CloudWatch E5K = o] W 224

RYSREG T AWS FIS

KRETNRBEIBHTHERE, BAUAEXREREENFEELRD, ETFHIBINRERMKREE
Uilo

LT RAIEREER EE LSRR IE £,

"experimentOptions": {
"accountTargeting": "single-account | multi-account",
"emptyTargetResolutionMode": "fail | skip"
}

MREE BB R R IEEEMKEIED , U ERZMETAIRIAE.

BT RAIEF AR AR E R SSEIE TR IE £,

"experimentOptions": {
"actionsMode": "run-all | skip-all"

MREFBRB AT REEEMKRIED , WAEMRKIAG run-all,

P
- PR
. ZRETER

- BEESX

SREIR T 39


https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-Unified-Cross-Account.html

AWS #EEE A BRS RAriEmE
MK = %E {2

MBEEZN AWS IKFHEREEER A EMHRE , WA AERKF EMERETE L 20K Pk

8, BALAER—1 Orchestrator IkKF? E{TZMFERE , X WS NEHRKS FRERR. HiERK

F#5E AWS FIS R #ERFRE, BRKF2ENIA AWS KPP , HERATESZFE AWS FIS =1
V&, BXEZER , BSH FHAZKFER AWS FIS,

BB EE B IRKF REABRERNVE, ERTRERMEREEBRKS

o BIKP : BIAME. KEAFHREIIZIT AWS FIS SKIHY AWS K 8 B R o
o ZIKF : KIBEB LS AWS IKF R EVR RN B #7.

B PRk B iE

EEITZKFPRR , SMENL—PNHZNERKFEE,. BFREKFEENXRAEE BIRRRNEANK
F 8% accountld, roleArn FiR, KIEIR IDs B BRIK P EEIK S A 2H—1,

BB K SRR ERE | SRREMRFIRE —MNRIEFE targetAccountConfigurationsCount ,
BNSER AR R AT E B ARK P BB R 1T .

B PRI P BB RYIE R M TP RO

{
accountId: "123456789012",
roleArn: "arn:aws:iam::123456789012:role/AllowFISActions",
description: "fis-ec2-test"

}

BIEENKFEER , BEERHUTAR ;
accountld

BFRIKF R 12 2 AWS K D,

roleArn

—NIAM A® | RTFEBRKS RHRITREN AWS FIS NIR,

description

AR R
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BETREXNAEABRK EENESRER  BSHEAZKSEE AWS FIS,
ZE B AR EEAT IR I

ZAR X W] LA 2 BN E B AR R R R AT th T STERCR IR

o KM BIAE. MEXRNEBFETEMARR , WSKBGIZBEILLE | RENR failed,

o BE : MRRE N ERBITRR , NSRRI REH 1T |, HEEIEM KRB B InVIRIE. TEEBS A
M —FRIRFFE LY B #REVIR/E ARNs |, a0, WRRIRBIEAM —FRRFEXWERR , WSERFIED
&k WA R failed

BRAFE

BREEXARTUETFBRBHNEENTESH, BULRHREERIREN skip-all , LEERG B R
RFEAMEZAERBARTK, B BFRHR  SEBRIENATEM

R BN SRBEARE B T AR B AR FTIREERBEHMERN BARAISERR R R AR 5T T
RN BRI WAL BR, EMBRHE

- AR EREERBEEBRE,

c WTZKFKRE , EREBEZNBINERKFEEEBRET IAM A6,

1

(® Note

Zskip-allEXF R FERIEE S REEFIZIT AWS FIS SRR X R IRHATRIEFF RN
PR o

BRIEREXSBIZZLUTE :

« run-all: ( BIAE ) EEFX B iR RIRFXEURE,
« skip-all : SEEFBEE X B iR R RIITH AT ERE,

ETHEAXRNAEFBXBRINRBERFEEXSBNESFER , BSREASBERE KB R,
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AWS FIS &S #

BREREMEA AWS Fault Injection Service (AWS FIS) £ B8 LiZ{THEIREAES. AWS FIS JiE
AWS REWEBEREMN BRBEEMEENIRE, BUUAZRERRNRE , RAEERALEREZEITE

¥,

RSERR T PHNERLRME AWSFIS , SEEXRESHAMEN IAM RRHNER. SHAIUFER
AWS FIS #%|& 8 AWS Command Line Interface (JAWS CLIF#Y list-actions &35 5l i 23589 AWS
FIS 1. EHABERENENRE , BULUMER get-action M REBFXRZRENFMAER. BX
EHEA AWS FIS i T EZER AWS CLI, 55 (AWS CLI s 55E) Hiy (AWS Command
Line Interface AR 15/) M fis.

BXAWS FIS BEETHERENESZEE , TSR TRIEHR AWS BHITEI MAWS HIEE A BRSS 2010
5 IAM BE&EEA,

B%E

. WEEEARIE

- METH

- 591

« W5#H CloudWatch 1730

+ Amazon DynamoDB &/E
« Amazon EBS 2/E

- IS#H EC2 1730

« Amazon ECS 4

« Amazon EKS &1E

- WG#H) ElastiCache 173
« AWS Lambda 173

« I 5% MemoryDB 24E
- MEBRIE

« Amazon RDS 2

+ Amazon S3 #1E

+ Systems Manager &£

42


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/fis/list-actions.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/fis/list-actions.html
https://docs.aws.amazon.com/cli/latest/reference/fis/get-action.html
https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/cli/latest/reference/fis/index.html

AWS ST A RS A5
« } Systems Manager SSM X#45 FIS — & H AWS

- 5 AWS FIS aws: ecs: task ##1E

 f£f FIS aw AWS s: eks: pod 1E
- fEF AWS FIS aws: lambda: E¥iE

HEEARE

AWS FIS XL THEE AR,
BRI

» aws:fis:inject-api-internal-error

» aws:fis:inject-api-throttle-error

» aws:fis:inject-api-unavailable-error

aws:fis:inject-api-internal-error

ZBR IAM B2 X HWERFEANDEIR. EARNERTEHRSH AP, BEXEZES , BE
FHHRSSHY SDK M API 3015,

RIRRE

e aws:iam:role

e

duration : #£E8tE , N—2#E 12 MR F, £ AWS FIS API # , Z{ER ISO 8601 XN FHF
o Pl , PTIMAAKR—5%#. £ AWSFIS 2H & , BRI M ANR, 58K PEEK.

« service— B#r AWS AP| Sf B ZEH, XEFWERN ec2,
 percentage : FAMEESENARAES J:l:( - 100)

« operations : FAMERFENERE , AZ50R. BXec2tnBZHEM APl BREFIXK , FSH
Amazon EC2 API & IR 1E,

PR

 fis:InjectApiInternalError

R E AIRE 43
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aws:fis:inject-api-throttle-error

EBHR IAM BA2REHNERPIIATRE R EERNBURTESHMRSM AP, BXEZER | BE
FHHIRSSHY SDK M API 321,

« duration : $F£ErtE , N—28EF 12 DT ZE, £ AWS FIS API § |, iZER ISO 8601 XK FRF
B, #ln , PTIMARER—24%. £ AWSFIS #Z4l&% | Ba UM AR, 28BN,

- service— B¥r AWS APl in B Z=EH, XIFMWER ec2,
- percentage : F AMEFENBAABD K (1-100),
- operations : FABEEFEENEE , BiESHR. BXec2tin B ZHMN API BEIR , BSH

Amazon EC2 APl 3E R 1E,
R

 fis:InjectApiThrottleError

aws:fis:inject-api-unavailable-error

ZBR IAM B2 X HWERFZEATTAE R, EARINBRTEUHRSH AP, BEXESER
BEFRSH SDK M APl 3 #4,

RIRRE

e aws:iam:role

S8

« duration : F£iatE , N—28EF 12 P FREF, £ AWS FISAPI # | iZ{ER ISO 8601 XK FHF
B, flwn, PTIMRKRER—24%, £ AWSFIS #BHAF , BRI LR ARE, 28/t

. service— B¥r AWS APl in B Z=EE, XIFMWER ec2,

- percentage : FAMBEFEENAABES L (1-100).

aws:fis:inject-api-throttle-error 44
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AWS HEEABRS RAriEmE

« operations : FAMEFEENEE , HiES DR, BXec2inBZEM API BREIR , BSH
Amazon EC2 AP| 3£ 2 1E.

PR

 fis:InjectApiUnavailableError

E 1738
AT RERIER N TRERRRRI SR EH0 L AR

AWS FIS ZRHUTIRER%E,
aws:arc:start-zonal-autoshift

B RZXERFRNRENTESIHNATAX AZ) EBEE , AREEMKBTIE — AWS X AZs
MIEEGITRS. XATEN FIS AR XEH Az, XEAZITIRE Amazon NAEFIRE L2
(ARC) FEY—TIZhEE , ©AY AWS £ AWS BEFEARFEITAXESWREN , AREFEFR
ENTAREBHE,

JZ{Taws:arc:start-zonal-autoshiftig{Ert , M. M AWS FIS BEE X {®# StartZonalShift
UpdateZonalShift , FFiX 55k CancelZonalShift APIs BexpiresInFERIRE N 1 D4 ERN L2
#lo XFEB AWS FIS EXEFMENEHN (FlIURNEFHBRSGEE ) i, JURERRXFES,
£ ARC &l & % | BHAnf 8 ZEBFE R AWS FIS-managed , SEBRAY T HA 2 HA 6+t 18) (X AL $R4E =
18 E W LR R R E

« aws:arc:zonal-shift-managed-resource

XBEBIEERRERFRRE , @3 Amazon EKS &8, Amazon EC2 R AR F M & 51819888
LR AT LB A ARC XiZ EC2 Bah4##9 Amazon Auto Scaling B, BEXEZELR , 5 H ARC FF
EAREEFNZENERENERXE BBV ER,

e

* duration— RMEBHBNHEKE., £ AWS FIS APl # | iZ{ER ISO 8601 BN FRF&, Hla ,
PTIM &R —2%, £ AWSFIS Z2H&F , B M ARK, 2R PEE,

RE1T3h 45
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AWS HEEABRS RAriEmE

availabilityZoneldentifier— REMNZXF BT, XAURTRAXE (us-east-1a) A AKX ID
(uset1-az1),

managedResourceTypes— MNP EBREN ETRELE K AESHE. TREMNIEINEASG ( Auto
Scaling Group ) . ALB ( NAREFHEIT#ES ) . NLB ( M&Z 9% ) MEKS ( Amazon
EKS )

zonalAutoshiftStatus— B EEM AR zonalAutoshiftStatusiRA, AIRERYIEIN
FEENABLEDDISABLED, FIANY. ZRiA{E ENABLED,

PR

arc-zonal-shift:StartZonalShift
arc-zonal-shift: GetManagedResource
arc-zonal-shift:UpdateZonalShift
arc-zonal-shift:CancelZonalShift
arc-zonal-shift:ListManagedResources
BZh 48K : DescribeTags

¥ : GetResources

FFoF

AWS FIS XU T EFRE,

aws:fis:wait

1Z1T AWS FIS &&F8E,

N
e

duration : #£E8tE , N—2#E 12 MR F, £ AWS FIS API # , Z{ER ISO 8601 XN FHF
B, flmn, PTIMAKR—2%, & AWSFIS Z2F &85 , B AN, 2HH D,

PR

I

EEME 46
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I &% Y CloudWatch 1738

AWS FIS £ 3#FLLT Amazon CloudWatch ##4E.

aws:cloudwatch:assert-alarm-state

RiEEERRELTEEERIRS 22—,

« alarmArns— 1k ARNs Ffy—/ | HiE5 2R, BRZUUEEEINER.

« alarmStates : BIRIREA , HiE5 2R, BRIRASTEER 0K, ALARM F INSUFFICIENT_DATA.

PR

* cloudwatch:DescribeAlarms

Amazon DynamoDB ##1E
AWS FIS X #F# LTI S # DynamoDB #&1E,
aws:dynamodb:global-table-pause-replication

EEaEAEIAKA Amazon DynamoDB % X1 &4 — 3 (MREC) 23R EH], BIEFKRE , R
KY|BBFIHZ 5 D4,

HREFLZHFZXEE B (MRSC) 2Rk. EXEZER , S Amazon DynamoDB FF X &5/
Y —HEER,

LBz 25K N2 B 45 DynamoDB MREC £ B&RM KIS H -

{
"Statement": [

{

I 379 CloudWatch 1T3h 47
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AWS HEEABRS RAriEmE

"Sid": "DoNotModifyFisDynamoDbPauseReplicationEXPXXXXXXXXXXXXXXX",
"Effect":"Deny",
"Principal":{

"AWS":"arn:aws:iam::123456789012:role/aws-service-role/

replication.dynamodb.amazonaws.com/AWSServiceRoleForDynamoDBReplication"

.
"Action": [

"dynamodb:GetItem",

"dynamodb:PutItem",

"dynamodb:UpdateItem",

"dynamodb:DeleteItem",

"dynamodb:DescribeTable",

"dynamodb:UpdateTable",

"dynamodb:Scan",

"dynamodb:DescribeTimeToLive",

"dynamodb:UpdateTimeTolLive"
1,
"Resource":"arn:aws:dynamodb:us-east-1:123456789012:table/ExampleGlobalTable",
"Condition": {

"DatelLessThan": {

"aws:CurrentTime": "2024-04-10T09:51:41.511zZ"

LA E a3z 25K 2 B 45 DynamoDB MREC £ BRMAEKHK S

"Statement": [
{
"Sid": "DoNotModifyFisDynamoDbPauseReplicationEXPXXXXXXXXXXXXXXX",
"Effect":"Deny",
"Principal”:{
"AWS":"arn:aws:iam::123456789012:role/aws-service-role/
replication.dynamodb.amazonaws.com/AWSServiceRoleForDynamoDBReplication"

},

"Action":[
"dynamodb:GetRecords",
"dynamodb:DescribeStream",
"dynamodb:GetShardIterator"

1)

aws:dynamodb:global-table-pause-replication

48
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"Resource":"arn:aws:dynamodb:us-east-1:123456789012:table/ExampleGlobalTable/
stream/2023-08-31T09:50:24.025",
"Condition": {
"DatelLessThan": {
"aws:CurrentTime": "2024-04-10T@09:51:41.511zZ"

R BARREURAM IR IRRRE | WSERB R G2 RFRE |, HEXRS RS B3R ERER.
BN, 2FEREVEADNERED , TRNIAARBEIRTEAEMER. RE , EXRLE R,
MER B o I BR SR IR FS B

RIRRE

« aws:dynamodb:global-table

e

« duration— £ AWS FIS API # |, iZ{E2 ISO 8601 BAMFRF&HE, Hln , PTIM RK—D%H. &
AWS FIS #2H| &/ , B AV, 2HHREDEE.

PR

dynamodb:PutResourcePolicy

* dynamodb:DeleteResourcePolicy

dynamodb:GetResourcePolicy

* dynamodb:DescribeTable

tag:GetResources

Amazon EBS &4E

AWS FIS £ LU Amazon EBS #4E,

Amazon EBS #/E 49
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aws:ebs:pause-volume-io

E{=X B EBS B /0 &, BERBM4ANTR—TRAXA , H BAMHM MBI HETE Nitro RG £
S fl, BT EM T Outpost EHISEAI,

EFATLD# EC2 4HAB3IXE , H5HTL L% EC2 AFEETMILS# EBS HEMN R,

RIRRE

* aws:ec2:ebs-volume

5%

« duration : $&EatiE , N—BF 12 NI FRZE, £ AWS FIS APl A1 | iZER 1SO 8601 XM FRF
B, Bl , PTIMRKER—24% , PTSSRKEREH , PT6H RERNS/PEF, £ AWS FIS #Z25lAF |, &

ALMARR, 7RIS, MRFENERE (FlWPT5S) , /0 MaEEERNFEAERN

FEXE , BRATHRCSERFEENE , Kb TaEHEEE KAVETEF sET X RR

e

 ec2:DescribeVolumes
 ec2:PauseVolumeIO

* tag:GetResources

58y EC2 173
AWS FIS LU Amazon EC2 ##4E,

BRI

» aws:ec2:api-insufficient-instance-capacity-error

* aws:ec2.asg-insufficient-instance-capacity-error

* aws:ec2:reboot-instances

« aws:ec2:send-spot-instance-interruptions

* aws:.ec2:stop-instances

* aws:ec2:terminate-instances

aws:ebs:pause-volume-io

50
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AWS HFEE A RS A m
AWS FIS E X #F@Eid AWS Systems Manager SSM B # 1T 8 FEE A R4E, Systems Manager £/
—/N SSM X#Y , ZXHEE N T EX EC2 KHIMITHIRE., EAUFEABEXEABRENHE | 1
AILAE AT B SSM X#4, BXEZER , B2 the section called “SSM 42 1E",

aws:ec2:api-insufficient-instance-capacity-error

N E#R IAM A% HIERZEA InsufficientInstanceCapacity RN, XEFNRER
Runinstances, . CreateCapacityReservation Startinstances, CreateFleet ., FXFTELEZ
MNHAXFPHEBTENER, MBREFTXHEATERFRE, HEZGRSHE N BIF.

34 3 e
RIRER

e aws:iam:role

e

duration— £ AWS FIS API /1 |, ZfE & 1SO 8601 XMW Z/FE, fHln , PTIMRR—28, 7
AWS FIS #H| & |, BAlim AR, 28I/t

« availabilityZoneldentifiers : UES 2R ATRAX %R, X#FXiH IDs ( Hlan"usel-azl, usel-
az2" ) MXFEF (Hlan"us-east-1a" ) o

- percentage : FAMEEENEAABS L (1-100).

PR

e ec2:InjectApiError , %&## ec2:FisActionId IR BN aws:ec2:api-insufficient-
instance-capacity-error , ec2:FisTargetArns R4 IRERN B IAM A,

BXRERRY , HSHE =6 £ ec2:InjectApiError £H#,

aws:ec2:asg-insufficient-instance-capacity-error

NEMRBT /AL HNERZEA InsufficientInstanceCapacity (iR, WIRENZEFME
AENERNBEZT BH. ETHREXLHIBREFTRERNESEES , S M Amazon EC2 AIF 5
Mo

34 3 e
miRFER

« aws:ec2:autoscaling-group

aws:ec2:api-insufficient-instance-capacity-error 51
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/troubleshooting-launch.html#troubleshooting-launch-capacity
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5%

- duration— £ AWS FIS APl # |, Z{ER ISO 8601 XN FRFH, flan , PTIM REX—2%., &
AWS FIS £#l&a s , B AR R, 2HHBE/NEEK.

- availabilityZoneldentifiers : JUES 7R ATA XS]k, XFXE IDs ( Hlin"usel-azl, usel-
az2" ) MXFEWN ( Hla0"us-east-1a" ) o

« percentage : Alit, BFBT BEANBIHBERPFIAKENET DL (1-100 ) . ERIAESR 100,

PR

« ec2:InjectApiError% 4 ec2: FisActionld fHIREN , aws:ec2:asg-insufficient-
instance-capacity-errorec2:FisTargetArns%&481&&E R B #F Auto Scaling 4.

* autoscaling:DescribeAutoScalingGroups

BXREBTA , S8 T4l . £ ec2:InjectApiError £##.

aws:.ec2:reboot-instances

1£ B #8 EC2 3EflRebootInstances_EiZE4T Amazon EC2 API &4k,

RIRRE

* aws:ec2:instance

PR

* ec2:RebootInstances

e ec2:DescribeInstances

AWS FEE XK

« AWSFaultInjectionSimulatorEC21j /7]

aws:ec2:reboot-instances 52
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AWS HEEABRS RAriEmE

aws:ec2:send-spot-instance-interruptions

R BN R LA, EREEIH S, DERENEEFREZNELHIPEEAN, PEEIHRIEE
WdurationBeforelnterruptionZBHE, EHRHER 78 , ENE XL IEHEFLE , EFEBURT P
TH. B AWSFIS FLENENEXLfl&—ERFEFLRS , EEER,

BEBE , BFEGISIENRFIEC? 2B FEEIL, MREIEE durationBeforelnterruption , M
EEREHEEVAMBITEANZ B RESEER,

BXEZEER |, 5 the section called “NIAZEMN B ELHIFITER", HE , BEFERTSE EC2 24
ARMRER , BHSRTL I EC2 A SR IS oh 340 8L L4 I,

RIRRE

« aws:ec2:spot-instance

S|
- durationBeforelnterruption : FlTSEBIBIRYZ4FaTE , M 2 B 15 28T F., £ AWSFISAPI H |, Z
E= ISO 8601 XM FRFHE, Fln, PT2M KXo #. £ AWS FIS ZBHIAH , LA LUH A 24
.
R

* ec2:SendSpotInstancelnterruptions

 ec2:DescribeInstances

AWS FEE KB

« AWSFaultinjectionSimulatorEC21 [¥]

aws:ec2:stop-instances

£ B #% EC2 £4iStopInstances Eiz1T Amazon EC2 API #&4E,

S
miRFER

* aws:ec2:instance

aws:ec2:send-spot-instance-interruptions 53
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5%

- startinstancesAfterDuration : AJi%. Bz EHIEIHEFRE , N—28E 12 DIRFE, £ AWS
FISAPI /|, iZ{ER I1SO 8601 XM FRH, e, PTIMREK—2%. B LLFE AWS FIS #2H
BHmARE., 78BS/, WREGIEGMEN EBS B , MA@ AT MEZEN KMS
AT AWS FIS iR , RENZRABRIME KMS ZHKEEF,

« completelfinstancesTerminated : A%, MRA true , MR
tistartInstancesAfterDurationly true , M2 B #r EC2 SEHIEH FIS Z /Y R IRIFRL 1L H
BEEEFHFBHN , WRETLSELM, HlI0 , Auto Scaling AT LAEIIRESTER 2R IEEZFHTH
Bt EC2 3k, BIAER false,

PR

* ec2:StopInstances
« ec2:StartInstances

« ec2:DescribelInstances : A%, EEFH “‘completelfinstancesB & 1L | FREEIREL RFR
IEEBIRES

« kms:CreateGrant : AJi%, FEEF A Dur startinstancesAfterat ion REEH B IR BRI SZH,

AWS IEE XK

« AWSFaultinjectionSimulatorEC21i7 [d]

aws:ec2:terminate-instances

1£ B ¥r EC2 =4 Terminatelnstances_Ei=1T Amazon EC2 API &4k,

RIRRE

e aws:ec2:instance

aws:ec2:terminate-instances 54
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AWS HEEABRS

RAriEmE

X

PR

ec2:TerminateInstances

ec2:DescribeInstances

AWS IEE X

+ AWSFaultlnjectionSimulatorEC21 7]

Amazon ECS 1##1E

AWS FIS %3 LT Amazon ECS #4E,

®

aws:ecs:drain-container-instances

1

aws:ecs:drain-container-instances

aws:ecs:stop-task

aws:ecs:task-cpu-stress

aws:ecs:task-io-stress

aws:ecs:task-kill-process

aws:ecs:task-network-blackhole-port

aws:ecs:task-network-latency

aws:ecs:task-network-packet-loss

1=1T Amazon ECS API #{EUpdateContainerinstancesState AFE R B £ LIEE B O LN EE
Amazon EC2 3£,

b
ﬁ

%

E4

- drainagePercentage : B% Lt (1 - 100)

R

aws:ecs:cluster

0

Amazon ECS #&/E

55
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AWS HEEABRS

RAriEmE

* duration : #F£2afE , A—2# 3 12 Nt ARF, £ AWSFIS API F | ZER ISO 8601 &K FHF

Bo #ilm , PTIMAREKR—24%, £ AWSFIS #5557 ,

PR

 ecs:DescribeClusters
* ecs:UpdateContainerInstancesState
» ecs:ListContainerInstances

* tag:GetResources

AWS £ E KB

» AWSFaultinjectionSimulatorECSAccess

aws:ecs:stop-task

121T Amazon ECS API #&4EStopTask AZ 1t B #5:1F 55

RIRRE

» aws:ecs:task

PR

 ecs:DescribeTasks
e ecs:ListTasks
* ecs:StopTask

* tag:GetResources

AWS £ E K

» AWSFaultinjectionSimulatorECSAccess

ARARR, 7T

aws:ecs:stop-task

56
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aws:ecs:task-cpu-stress

fEBHRES LEETT CPU EAMIR, A AWSFIS-Run-CPU-stres s SSM X8, F&5AMHAEE AWS
Systems Manager. BXxEZER , HSH ECS EF&1E,

RIRRE

» aws:ecs:task

e

« duration : E X NHVIFLLRTE , #X R 1SO 8601,
« percent : A[it, B¥rAHEE DL , M0 ( 25 ) E 100 ( #E ) TF. BIAER 100,
- workers : AJit, EFEANENREE. BRIAR 0, FAMEBEEDR.

- installDependencies : %, WMRERN True , Nl Systems Manager &7 sidecar 8§ L SSM %
BEREMPEMPBI (MAKREZE ) . BRIAMERN True, KPS stress-ng.

PR

 ecs:DescribeTasks
* ssm:SendCommand
* ssm:ListCommands

* ssm:CancelCommand

aws.ecs:task-io-stress

Xt B FRESHIE1T str1/O esso {EFH AWSFIS-Run-io-stress SSM X 14, FFAMHBAEE AWS Systems
Manager. BXEZELE , S ECS F5E %k,

S
miRFER

* aws:ecs:task

¥

« duration : EOMRAVFLLRTE |, #%3XH 1SO 8601,
« percent : AliE, EENMXEE , XHERGELFEANZERZEBE 2. BRIAFR 80%.

aws:ecs:task-cpu-stress 57


https://console.aws.amazon.com/systems-manager/documents/AWSFIS-Run-CPU-Stress/description
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AWS HFEE A RS e
- workers : i, TERRFEE, Workers BEEWITINFE. BEHLFPNEFERE read/write #R4E, BHIE
SHEBEEEHR. 2N FHERE —NXHHRITREM 1/0 B14E, BRIA R 1,

* installDependencies : A%, WREN True , N Systems Manager 27 sidecar B85 £ SSM 1
BREVLERBD (WREZE ) . BRIAMEN True. KBITA stress-ng.

PR

* ecs:DescribeTasks
* ssm:SendCommand
* ssm:ListCommands

* ssm:CancelCommand

aws:ecs:task-Kill-process

=17 killall &% , BLEEFSHHEEH#RE, FH AWSFIS-Run-Kill-Process SSM 3 #4, HMEESE
XA pidMode &7 task., ESHMHAEE AWS Systems Manager. BXEZEE |, 55 ECS
EFRIE,

RIRRE

» aws:ecs:task

- processName : 5{Z L H R B o

. signal : AJi&, EEGT—RBRENES, XLEAAER SIGTERM ( FEWEJUALREE ) M
SIGKILL ( #EWKWETEEZBIE ) . BRIAEFN SIGTERM,

- installDependencies : A%, WMRERN True , Nl Systems Manager &7 sidecar 28§ L7 SSM %
BLREVPEMRBI (NRERE ) . BRIAMENRN True, HBINR killall,

PR

 ecs:DescribeTasks
* ssm:SendCommand

* ssm:ListCommands

aws:ecs:task-kill-process 58


https://console.aws.amazon.com/systems-manager/documents/AWSFIS-Run-Kill-Process/description
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* ssm:CancelCommand

aws.ecs:task-network-blackhole-port

£/ Amazon ECS #EF ARG T REFEEMFHmOMN A LR HISRE, FH-n AWSFIS-
Runetwork-blackHole-port-EC S SSM X #, #MIEFEFE X H I pidMode &7 task., EFFLIH
EIE AWS Systems Manager, EBFEEEEFENLH R networkMode &7 bridge. EXEZEER ,
BS | ECS £5121E,

®iBuseEcsFaultInjectionEndpoints ARt , MEEREHZiptablesTEfalse , HEH
AWSFIS-Run-Network-Blackhole-Port SSM 3 #4,

SR 3 SHe
HwRER

* aws:ecs:task

« duration : MK AV IFLERTE , KR 1SO 8601,

« port : IgA&,

« trafficType : MEXE, AEEM{ERN ingress M egress,

« protocol : Ali%&, . FIRERVIEN tcp F udp. BRIAR tcps

- installDependencies : A&, WRENRN True , N Systems Manager &7 sidecar 8§ 7 SSM 1
BRELERBI (WREE ) . BRIAMERN True, HKHEIXHKRatdcurl-minimal, dig#ljq.

« useEcsFaultinjectionEndpoints : A&, IMRIREN true , M APIs FEA Amazon ECS #FEE A,
FRIAE R false,

PR

 ecs:DescribeTasks
* ssm:SendCommand
* ssm:ListCommands

* ssm:CancelCommand

aws:ecs:task-network-blackhole-port 59
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https://console.aws.amazon.com/systems-manager/documents/AWSFIS-Run-Network-Blackhole-Port-ECS/description
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aws:.ecs:task-network-latency

£/ Amazon ECS HEZ ALIRT R , AMEZOWMERNE S , MERBERFRELHRE, £
F-n AWSFIS-Runetwork-Latency-EC S SSM X 14, HREFEFZEN I pidMode 8 A task. EFH
KA EE AWS Systems Manager, BFEEEESFE LR networkMode 184 bridge. BXES
E8 , S H ECS E5B 1k,

®iEuseEcsFaultInjectionEndpoints At , BEFEAZtc T Efalse , A AWSFIS-
Run-Network-Latency-Sources SSM 3(#4,

RIRRE

» aws:ecs:task

e

« duration : MiXAYFEFLATE , XA ISO 8601,
delayMilliseconds : A%, ZER ( £ : E® ) . ERIAF 200,
- jitterMilliseconds : AJi%&, #zh ( £ : E® ) . BIAER 10,

« sources : AJik, BERBAESSR , TS, ABENERN : IPv4 ik, IPv4 CIDR 3R, &
1S3, DYNAMODBHIR$EEME N DYNAMODB = S3 , M{UGEA FH R XBAMWXFinR. BRIAER
0.0.0.0/0 , BB FFIERE, IPv4

* installDependencies : A%, WREN True , N Systems Manager 7 sidecar &85 £ SSM X
BRELERBI (OIREZE ) . IAMERN True, HKBIXHKRatdcurl-minimal, dig, jgFllIsof,

- useEcsFaultinjectionEndpoints : Ali%, MRIZREN true , M APIs FEH Amazon ECS #EEE A,
BRIAE R falseo

PR

 ecs:DescribeTasks
 ssm:SendCommand
* ssm:ListCommands

* ssm:CancelCommand
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https://docs.aws.amazon.com/AmazonECS/latest/developerguide/fault-injection.html
https://console.aws.amazon.com/systems-manager/documents/AWSFIS-Run-Network-Latency-ECS/description
https://console.aws.amazon.com/systems-manager/documents/AWSFIS-Run-Network-Latency-Sources/description
https://console.aws.amazon.com/systems-manager/documents/AWSFIS-Run-Network-Latency-Sources/description
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aws:ecs:task-network-packet-loss

£/ Amazon ECS #EF AL T R , FRESEARMENEED , ATOBEXRRNEORE.
{85 F3-network-AWSFIS-RunPacket-loss-ec s SSM X4, HAEEFE X pidMode 1’ F tasks
EF LB EE AWS Systems Manager, R EEEESFE XL HF networkMode & bridge. Hx
B%ER |, B3 ECS 51k,

®iEuseEcsFaultInjectionEndpoints it , BEFHEAZtc T Efalse , HEMA-
Network-AWSFIS-RunPacket-Loss-Sources SS M 3 #4,

RIRRE

» aws:ecs:task

« duration : MK IFLEatE , KR 1SO 8601,

* lossPercent : A[it, EER, BIAN 7%,

- sources : Ak, BERBAESDE , T2, WEEMNER - IPv4 sk, IPv4 CIDR 3R, HH
#MS3, DYNAMODBIISRIEEES DYNAMODB = S3 , MI{GER F Y XKEHP M XFix R, BRIAER
0.0.0.0/0, EEEFIERE. IPv4

- installDependencies : A%, MMRERN True , Nl Systems Manager &7 sidecar 28§ L SSM %
BRELERBI (WREZE ) . RIAMERN True, HKBIXHKRatdcurl-minimal, dig. jgFllIsof,

« useEcsFaultinjectionEndpoints : A&, IMRIRE N true , M APIs A Amazon ECS #FEE A,
BRIAE R false

PR

 ecs:DescribeTasks
* ssm:SendCommand
* ssm:ListCommands

* ssm:CancelCommand

Amazon EKS &E

AWS FIS 3L T Amazon EKS #4E,

aws:ecs:task-network-packet-loss 61


https://docs.aws.amazon.com/AmazonECS/latest/developerguide/fault-injection.html
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» aws:eks:inject-kubernetes-custom-resource

» aws:eks:pod-cpu-stress

» aws:eks:pod-delete

* aws:.eks:pod-io-stress

* aws:eks:pod-memory-stress

» aws:eks:pod-network-blackhole-port

« aws:eks:pod-network-latency

* aws:eks:pod-network-packet-loss

+ aws:eks:terminate-nodegroup-instances

aws:eks:inject-kubernetes-custom-resource

ER/NBHRERE 11T ChaosMesh = Litmus K%, B4 TE B FrEEE E L% ChaosMesh 5
Litmus,

EREBXREIRHEN aws:eks:cluster B EREER | FHFANFUIREEMEED Amazon &BIR
B (ARN) , WIRETTRERARRRE, BEFZEISHE LB IR,

Z %Rt ChaosMesh , Mg EM N A ERIZ1THT. M Amazon EKS kA 1.23 &2 |, HERIAEITERIM
Docker B A containerd. MARZS 1.24 fxAS#2 | Ml Bk Dockers

RIRRE

* aws:eks:cluster

S

* kubernetesApiVersion : Kubernetes BE X % RH API R4, {ERIEER chaos-mesh.org/
vlalphal | litmuschaos.io/vlalphal,

+ kubernetesKind : Kubernetes BE L RRER, EIURT API kx4,

« chaos-mesh.org/vlalphal : fER 82 AWSChaos | DNSChaos | GCPChaos | HTTPChaos
| I0Chaos | JVMChaos | KernelChaos | NetworkChaos | PhysicalMachineChaos |
PodChaos | PodHttpChaos | PodIOChaos | PodNetworkChaos | Schedule | StressChaos
| TimeChaos |

aws:eks:inject-kubernetes-custom-resource 62


https://kubernetes.io/docs/concepts/extend-kubernetes/api-extension/custom-resources/
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« litmuschaos.io/vlalphal : fER 82 ChaosEngine,
« kubernetesNamespace : Kubernetes 5% Z2 8]
- kubernetesSpec : Kubernetes BE X & RH spec 5 , X H JSON,
» maxDuration : AWK B {LHITHRKERE , A\—28#E 12 MR E, £ AWSFISAPI H

Z{ER I1SO 8601 #AKF &, fltn , PTIM KKR—2 %, £ AWSFIS 2 A&H , B AR
. 2B PR

PR

WIRETFEE AWS S RGREE (IAM) PR, B RBAC #&#X , Kubernetes A HIH 1T LR VEFR
FHBDPR, BEXREZER , BZH Kubernetes B 5 X EH RBAC B, BX Chaos Mesh Y
E%{ER |, 1§51 Chaos Mesh B A X #4, BX Litmus WEZEE |, HS 5 Litmus B 5 X,

aws:eks:pod-cpu-stress

EEHRRIRA (pod ) LiE1T CPU EAMR. BXEZEE , iS5 EKS Pod #1F,

RIRRE

« aws:eks:pod

e

« duration : E XN A EFLLRTE , R 1SO 8601,
« percent : A[it, B¥rAHEE DL , M0 ( 25 ) E 100 ( #E ) TF. BIAER 100,
« workers : AJit, EFANENREE. BRIAR 0, FAMEBEEDR.

+ kubernetesServiceAccount : Kubernetes BRZIKF . BXFIENRMEER |, ESHthe section
called “Bit & Kubernetes BRE K7,

- fisPodContainerlmage : ik, BAFRIEMEEIARETAE (pod ) ARG, RIAEARENER
AWS FIS, BEXEZ{ER , 5 H the section called “A254H ( pod ) BEEM &,

« maxErrorsPercent — A3, AIRELLHMEEAERAMM BN E 2. BRIAER 0
- fisPodLabels : A[i%&, FiANZE FIS RN BIERBFARERA ( pod ) B Kubernetes 7%,
- fisPodAnnotations : AJi%, KiiINZEl FIS SIEZMHIERIERERH ( pod ) BY Kubernetes .

- fisPodSecurityPolicy : A%, AT FIS SIZMNBERIEDIRA ( pod ) Miget B BFH Kubernetes &
SR AEREE, THREMVE N privileged, baseline M restricted. MWIRESFIAFRIEEBIF
Ao

aws:eks:pod-cpu-stress 63


https://kubernetes.io/docs/concepts/overview/working-with-objects/namespaces/
https://kubernetes.io/docs/reference/access-authn-authz/rbac/
https://chaos-mesh.org/docs/
https://docs.litmuschaos.io/docs/introduction/what-is-litmus/
https://kubernetes.io/docs/concepts/security/pod-security-standards/
https://kubernetes.io/docs/concepts/security/pod-security-standards/
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X

PR

eks:DescribeCluster
ec2:DescribeSubnets

tag:GetResources

AWS IEE KR

AWSFaultinjectionSimulatorEKSAccess

aws:eks:pod-delete

il
7"

X

BREFRAEE (pod) . BXESEL , 54 EKS Pod £,
RRE

aws:eks:pod

0

gracePeriodSeconds : ik, FFAEFA (pod ) EFLILMIRFLEERTE (£ %), MEEBERO,
S BP3AATHRAE, TNRE N nil , NIFEARSFH (pod ) HWERIATIRE,

kubernetesServiceAccount : Kubernetes BRE K. BXFIENXBRMELR , 55 #the section
called “Bit & Kubernetes BRE M7,

fisPodContainerimage : A%, AT RIEKEEARTEE (pod ) HASRMSG, RIAEAREANER
AWS FIS, BEXEZ{ER , 3 ¥ the section called “A854H ( pod ) BEEM &,

maxErrorsPercent — Ali%, AJEELEHBEFAER XMW BN BE D . BRIAMER 0,
fisPodLabels : AJi%, MiiNZE FIS IR BEREREZA ( pod ) BY Kubernetes ¥r¥,
fisPodAnnotations : A%, KIHNZE FIS SIZMNBFERIEREFA ( pod ) B9 Kubernetes 8,

fisPodSecurityPolicy : A%, AT FIS RIEZMNHERBEREEA ( pod ) MIGETAEEH Kubernetes &
SFRHEREE, TREMENRN privileged, baseline M restricted. LLRIESFERERFIFR
5o

PR

eks:DescribeCluster

aws:eks:pod-delete 64


https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSFaultInjectionSimulatorEKSAccess.html
https://kubernetes.io/docs/concepts/security/pod-security-standards/
https://kubernetes.io/docs/concepts/security/pod-security-standards/
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 ec2:DescribeSubnets

* tag:GetResources

AWS £ E KB

« AWSFaultinjectionSimulatorEKSAccess

aws:eks:pod-io-stress

B #F pod £iE1T I/O stress, BEXEZER , S EKS Pod #1E,

RIRRE

« aws:eks:pod

5%

« duration : O NARFFELetE , #83XH 1SO 8601,

- workers : A&, TERFHE. Workers BEEHITIRE. BEHLAANFMRE read/write #4E, &FIE
THNEBEFEFR. ZNTFHEXNE—NXHRITTEN 110 B¥E. BIA H 1.

- percent : Alit, EEDMHERE , XMERELEANZRZRB D, BIAFR 80%.

« kubernetesServiceAccount : Kubernetes lRESIKF . BXMMENRIELR |, FSF@the section
called “Bit & Kubernetes BRE M7,

- fisPodContainerimage : %, FAFRIZWEEIAREAH (pod ) WASMG, RIAMEAREENESK
AWS FIS, BEXEZER , 3 H the section called “A854H ( pod ) BEEM &,

« maxErrorsPercent — Ali%, AIRELLMEEAERAMM BRI E 2. BRIAER 0
- fisPodLabels : AIi%&, FiANZE FIS RN BIERBFARERA ( pod ) B Kubernetes 7%,
- fisPodAnnotations : AJi%, FiiINZEl FIS SIEZHHIERIERETH ( pod ) BY Kubernetes .

- fisPodSecurityPolicy : A%, AT FIS SIZHNBIERIERITA ( pod ) MIGeT B EFH Kubernetes &
SIREREE, TREMIEN privileged. baseline fl restricted. WRESFTERER IR
o

PR

 eks:DescribeCluster

aws:eks:pod-io-stress 65


https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSFaultInjectionSimulatorEKSAccess.html
https://kubernetes.io/docs/concepts/security/pod-security-standards/
https://kubernetes.io/docs/concepts/security/pod-security-standards/
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 ec2:DescribeSubnets

* tag:GetResources

AWS IEE XK

« AWSFaultinjectionSimulatorEKSAccess

aws:eks:pod-memory-stress

HEEHRBEHREA (pod ) LBITAFELINE. BXRESES , S EKS Pod #1E.

RIRRE

» aws:eks:pod

« duration : EX N IFLLRTE , #X R 1SO 8601,
« workers : A1k, EFANEDRBE. B\ 7 1
* percent : AliE, EAMXBREFANELANEFE DL, BIAF 80%.

+ kubernetesServiceAccount : Kubernetes BRZKF . BXFIENRMEER |, ESHthe section
called “Bit & Kubernetes BRE M7,

- fisPodContainerimage : %, A FRI2WEEIAREAE (pod ) WASMG, RIAMERREENE K
AWS FIS, BEXEZER , 2 H the section called “A854H ( pod ) BEEM &,

« maxErrorsPercent — A3, FIRELLMEEAERAMMW BN E 2. BRIAER 0
- fisPodLabels : A[i%&, FiANZE| FIS RN BIERBFARERA ( pod ) B Kubernetes 7%,
- fisPodAnnotations : AJi%, FiINZEl FIS SIZHHIERIERETE ( pod ) BY Kubernetes R,

- fisPodSecurityPolicy : A%, AT FIS SIZMNBIERIEBI[A ( pod ) MiGet B BFH Kubernetes &
SRR, TAEMVEN privileged. baseline Ml restricted, WRESFIARBA %
&

PR

 eks:DescribeCluster

 ec2:DescribeSubnets

aws:eks:pod-memory-stress 66


https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSFaultInjectionSimulatorEKSAccess.html
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* tag:GetResources

AWS £ E KB

« AWSFaultinjectionSimulatorEKSAccess

aws.eks:pod-network-blackhole-port

EFEEPMUAIHEOP AR HIERE. N5 Kubernetes T2 ¥ privileged KRB, BXE
ZER |, BEZ R EKS Pod #1E,

RIRRE

» aws:eks:pod

e

« duration : iRV HRFEERTE , 48 1SO 8601,

« protocol : . RAIRERVIEN tcp A udp.

« trafficType : REXRE, AEEM{ERN ingress M egress,

« port: WwOS,

« kubernetesServiceAccount : Kubernetes FRE MK . BXRFIENRIEER |, ESMthe section
called “Bt i Kubernetes BRI,

- fisPodContainerlmage : ik, BAFRIERMEEIAREAE (pod ) ARG, RIAEHARENER
AWS FIS, BEXEZEE , 55 the section called “B 8348 ( pod ) BEEME,

« maxErrorsPercent — A[i%&, AIRELLMEEAE R AMMWBIFNE D . BIAER 0,
- fisPodLabels : AJi%&, HiNZE FIS QIEMNBERBER L ( pod ) B Kubernetes 7%,
- fisPodAnnotations : A&, HfNZE FIS IZMHIERIERESA ( pod ) B Kubernetes 3 E#,

PR

 eks:DescribeCluster
» ec2:DescribeSubnets

* tag:GetResources

aws:eks:pod-network-blackhole-port 67


https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSFaultInjectionSimulatorEKSAccess.html
https://kubernetes.io/docs/concepts/security/pod-security-standards/
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AWS IEE X

» AWSFaultlnjectionSimulatorEKSAccess

aws:eks:pod-network-latency

FRtcITE , MERTHEXRRHNRERNMMEZZONEENE S, X5 Kubernetes Z &5/
privileged RWHFB. BXEZER , 58S EKS Pod &1,

RIRRE

» aws:eks:pod

« duration : MiRAAYHFEERTE , 47 1SO 8601,

« interface : Ak, M%EEO, BIAEN etho,

« delayMilliseconds : A[i%, ZER ( 21z : ¥ ) . EIAH 200,
- jitterMilliseconds : Ali%&. #3) (2L : ZE® ) . BIAER 10,

« sources : Alit, FRBAEESDE , T5%1K., FEEMENRN : IPv4 i3k, IPv4 CIDR 3R, H&
FS3, DYNAMODBINIRIEEE S DYNAMODB & S3 , NI{EA F Y eI XE P Xigin =, BRIAER
0.0.0.0/0 , BB FFIERE., IPv4

« kubernetesServiceAccount : Kubernetes lRESTIKF . BXMTENRMELR |, FS[F@the section
called “Big & Kubernetes BRE M7,

- fisPodContainerimage : %, B FRI2WEEIAREAH (pod ) ARG, RIAMERAREENE K
AWS FIS, BEXEZER , 2 H the section called “A854H ( pod ) BEEME",

« maxErrorsPercent — A3, AIRELLMPEEAE R XM B IR E D . BRIAER 0
- fisPodLabels : Ali%&, FiANZE FIS RN BIFERBEARERA ( pod ) B Kubernetes 7%,
- fisPodAnnotations : AJi%, KiINZEl FIS SIEZHHIERIERETH ( pod ) BY Kubernetes .

PR

 eks:DescribeCluster
 ec2:DescribeSubnets

* tag:GetResources

aws:eks:pod-network-latency 68


https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSFaultInjectionSimulatorEKSAccess.html
https://kubernetes.io/docs/concepts/security/pod-security-standards/
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AWS IEE X

» AWSFaultlnjectionSimulatorEKSAccess

aws:eks:pod-network-packet-loss

FAtc TE , ANEEOPFMES, X5 Kubernetes Z 245 privileged R FESD, BEXESZE
B | S EKS Pod #1F,

S 3 SHe
HwRER

» aws:eks:pod

S

« duration : Uik FELERtE , R 1SO 8601,
* interface : Ali%&, MKEO, ERIAEN etho,
+ lossPercent : Ali&, E3E, BRIAN 7%,

« sources : AJi%&, BERBAESSR , TS, AIBEMNERN : IPv4 ik, IPv4 CIDR 3R, H&
1S3, DYNAMODBHIR$EEME N DYNAMODB = S3 , MIUGEA F YR XA XEinR. BRIAER
0.0.0.0/0 , BB FFIERE, IPv4

» kubernetesServiceAccount : Kubernetes fRSSIK™ . BXRFIERBRNER , FZSHthe section
called “Bti& Kubernetes BRI o

- fisPodContainerimage : ik, FAFRIBHEIARIEZE (pod ) WASRMEGE, BRIAEARENESG
AWS FIS, BEXxEZEE , 525 the section called “A254H ( pod ) BESM &,

« maxErrorsPercent — A1, AIRELLMEEAFE R AWM BN E 2. BRIAER 0
- fisPodLabels : AIi%&, FiANZE| FIS RN BIERBFARERA ( pod ) B Kubernetes 7%,
- fisPodAnnotations : AJi%, KtiNZEl FIS SIEZMHIERIERERH ( pod ) BY Kubernetes .

PR

 eks:DescribeCluster
» ec2:DescribeSubnets

* tag:GetResources

aws:eks:pod-network-packet-loss 69


https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSFaultInjectionSimulatorEKSAccess.html
https://kubernetes.io/docs/concepts/security/pod-security-standards/
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AWS IEE X

» AWSFaultlnjectionSimulatorEKSAccess

aws:eks:terminate-nodegroup-instances

ZE BT S4ATerminatelnstances EIiE4T Amazon EC2 API ##4E,

RIRRE

» aws:eks:nodegroup

- instanceTerminationPercentage : E& IEHIEHIH 2Lk (1 - 100),

PR

 ec2:DescribeInstances
* ec2:TerminateInstances
* eks:DescribeNodegroup

* tag:GetResources

AWS FEE R

» AWSFaultinjectionSimulatorEKSAccess

I & #h By ElastiCache 1728

AWS FIS %3#FLLTF ElastiCache #1E,

aws:elasticache:replicationgroup-interrupt-az-power

ERBH7TZ 0 HKXM B ElastiCacheE#IAMWIEETAXH T SRWER, BNMNEHIA —XREE—
ANTAXZEEmE, MBEFENETIBERNBF , NEHFEENERENMHEN IR AFHIEAR
FP R, FUIRERR , BETAXANRRBEIARERGHEL K XERSEENEFHEANZSTERESR

K. LLRERN BIRERZHE Redis M Valkey 512, ZBREFXR “TRSHR" TFIL,

aws:eks:terminate-nodegroup-instances

70


https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSFaultInjectionSimulatorEKSAccess.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_TerminateInstances.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSFaultInjectionSimulatorEKSAccess.html
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RIRRE

» aws:elasticache:replicationgroup

5%
« duration : F£iatE , N—28EF 12 P FRE, £ AWS FISAPI # |, iZ{ER ISO 8601 XK FHF
2, i, PTIM AAR—240. £ AWS FIS BHAT | ETLBADI,. 28BRI N,

PR

* elasticache:InterruptClusterAzPower
* elasticache:DescribeReplicationGroups

* tag:GetResources

(® Note

H ElastiCache i ] A X BRIRENEXIFMEEFIHERE | TIF Valkey M Redise N T EH
WEIMLLINEE , ZIRECHETR. WREHAEEMFEHaws:elasticache:interrupt-
cluster-az-power , BN ETBaws:elasticache:replicationgroup-
interrupt-az-powerEI ¥R ELAFI A &FTTEE,

AWS Lambda 1738

AWS Lambda ¥ LA Lambda ##4

BRI

» aws:lambda:invocation-add-delay

» aws:lambda:invocation-error

» aws:lambda:invocation-http-integration-response

aws:lambda:invocation-add-delay

AWS Lambda 173 71



AWS HEEABRS RAriEmE

HEEENNERNERGHHANENE, HRENBRE Lambda /BE3IRA , B EHEZ T
BN , ERTAERITIHRE , MAUXEBEFNRTHRR. XERELETE2IEE Lambda
MRHMMER, BYFERERENST Lambda BB EEEMNENE , HBRESTFRERENERER
B SRRy T R A BR

RIRRE

» aws:lambda:function

28

o BEEntE-REREMNEKE., £ AWS FIS APl # | iZ{ER ISO 8601 XM FHH, Hlm
PTIM R&X—24%. £ AWSFIS ZBHIAF , B LUMARE., 28HHS DI

- BAESL-TE, EFEREANEBAANE DL (1-100). BRIAES 100,

- startupDelayMilliseconds : AJi%. EEHAEERMNITZESEF0NEE , SLZH (0-900,000) &

i, FRINESA 1000,
PR

* s3:PutObject
* s3:DeleteObject
* lambda:GetFunction

* tag:GetResources

aws:lambda:invocation-error

& Lambda BSBABRIE N KM MLBREX TR HH RGBS ( HIANBERNEREE ) FEFR.
ER L RER , B UERRBEREHIRZIISITERHENAE,

* aws:lambda:function

aws:lambda:invocation-error 72
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5%

- BER-BEFENNEKE, £ AWSFISAPI # | Z{ER ISO 8601 XMW FRFHE, Hlu,
PTIM K&R—2%, &£ AWSFIS Z2H&F , B M AN, 28R,

- AAE HE-T%, EFEREANERKBANE 2L (1-100). BRIAER 100,
* pP@@ reventExecution — MMRZENE , NFREFEFRITEHBER TIREHIR,

PR

* s3:PutObject
* s3:DeleteObject
* lambda:GetFunction

* tag:GetResources

aws:lambda:invocation-http-integration-response

EHEBNITH, BALUEBRRNBERM HTTP WARBRXZEFS ALB, API-GW F1 VPC Lattice #Y
ER, ESAEGEREN BERTHER , FUUEEREEEREBHENINRE , ER2ETEHHAE
R TER TR BRI,

- contentTypeHeader— EM Lambda BEUREIH HTTP WRKEFLHN FRFHE,

o FsEatE-RESENEEE, £ AWSFISAPI # |, ZER 1SO 8601 XN FHE, flu
PTIM KEX—2%, £ AWSFIS 2#&7F , B Llm AR, 2/ DetEG

- FAEDsH-T%, EFERFIANEBBANET DL (1-100). BRIAER 100,
* p@@ reventExecution — MR ZERNE , MREFEFRITERENIER TR E [@EL
« StatusCode — M Lambda EZUREIR HTTP 1RZSH3 (000-999) WY&,

aws:lambda:invocation-http-integration-response 73
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PR

* s3:PutObject
* s3:DeleteObject
 lambda:GetFunction

* tag:GetResources

W 3% MemoryDB ##4E
AWS FIS XL MemoryDB ##1E,

aws:memorydb:multi-region-cluster-pause-replication

EE—IMXEERSLXEEHNMEHMXEERH 2 ANES, BENXKEEHESREERERAXRRIE
ERTXENER, EEFHEEHE , TEEMSXEER., BEEAE , SREEHRTEZTE/LIH
T E BT RS, ET#EAX Amazon MemoryDB ZXEHNEZEL |, 25 A mazon Memory
DB XA L EIER. BXxXBAAY , iS5 M emoryDB % [Xig 5t R E A FIBR o

RIRRE

» aws:memorydb:multi-region-cluster

S

« duration : $F£ERfE , N—24 3 12 NIt FRE, £ AWS FIS API # | iZ{ER ISO 8601 &I FERF
B, flan , PTIMREKR—2%, £ AWS FIS B#l&5 |, Bullim AR, 288/ atE,

PR

* memorydb:DescribeMultiRegionClusters
* memorydb:PauseMultiRegionClusterReplication

e tag:GetResources

P 4% R4

AWS FIS Z#FELT MG R 1E,

T 5% MemoryDB #&1E "


https://docs.aws.amazon.com/memorydb/latest/devguide/multi-region.html
https://docs.aws.amazon.com/memorydb/latest/devguide/multi-region.prereq.html
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« aws:network:disrupt-connectivity

« aws:network:route-table-disrupt-cross-region-connectivity

« aws:network:transit-gateway-disrupt-cross-region-connectivity

aws:network:disrupt-connectivity

B IGe RES B AR FMREBRE RB MG AR SR (M ACL) , FEL [ B iR FRRIEEER
2, FISORENMSE ACL AN TELMN , HFFZLHRN managedByfis=True , HEREHRFEEF
MxBk, BIETR/G , FIS 2MIBRTMEMME ACL FHIRE RIAH ML ACL KBk,

S
miRFER

* aws:ec2:subnet

¥

. scope : BIELMRERE, MRTETRall , UNEFHWHZRAZE I ACLs 71 20, WJEEWNES
&

- all : ELEFRBEET FHEVRE, XS, I AW TFHARE , SFERT FRAMEEO

=1
Elg;ﬁ:io

« availability-zone : #EEFRTHMATAXFME VPC ARE. ATLE VPC HRERN BIRH
%Mﬂljﬁikﬁiﬁ 300

« dynamodb : L FIRTF ZF XiFH DynamoDB XiFix [ RE.
« prefix-list : ELFRTIEENRIIRNRE.

« 53 EAFIRT YR XEH Amazon S3 Kigiis /R E,

« vpc: ELFRTF VPC HRE.

« duration : $F£ERtE , M\—o8F] 12 MEFFRE, £ AWS FIS API & |, iZ{E R ISO 8601 K FRF
B, i, PTIMRKER—24%, & AWSFIS 2H|A&F , B Ll AR, 28E/ e,

« prefixListldentifier : MRBEE R prefix-list , MREF BRI RWIMAET., BALUIEESR
#. ID % ARN, BIZFITRHZEZAEUE 10 MN&E.

PR

- ec2:CreateNetworkAcl : 828 managedByFIS=true XML& ACL.

aws:network:disrupt-connectivity 75



AWS HEEABRS RAriEmE

« ec2:CreateNetworkAclEntry : M4 ACL &4 & managedByFIS=true #53%&,
 ec2:CreateTags

« ec2:DeleteNetworkAcl : M4& ACL @7 H managedByFIS=true ¥r%,

* ec2:DescribeManagedPrefixLists

* ec2:DescribeNetworkAcls

* ec2:DescribeSubnets

* ec2:DescribeVpcs

* ec2:GetManagedPrefixListEntries

* ec2:ReplaceNetworkAclAssociation

AWS IEE KR

« AWSFaultinjectionSimulatorNetworkAccess

aws:network:route-table-disrupt-cross-region-connectivity

BIEREEHRFRAREFEEXENRE, CIEKARX , FHESERENXENAMERE. I TAT
FIS XL AEKR , 5 routes per route table B Amazon VPC B&IR S EI 250 MM A K
&P H B,

4R S
RIRER

* aws:ec2:subnet

5%

« region : ERENXEHNAHE (Hl0 , eu-west-1)

« duration : BEIFENRTEKE, £ AWSFIS API /1 | ZELE 1SO 8601 B FERFHE, fil ,
PTIM REX—2 %, £ AWS FIS ##4l& % |, A LlUm AR, 288/,

PR

* ec2:AssociateRouteTable

* ec2:CreateManagedPrefixList t

aws:network:route-table-disrupt-cross-region-connectivity 76
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AWS HEEABRS

RAriEmE

« ec2:CreateNetworkInterface t

T EAFRZ managedByFIS=true FREBE., BLEETE RS,

ec2:
ec2:
ec2:
ec2:

ec2:

ec2

ec2:
ec2:
ec2:
ec2:
ec2:
ec2:
ec2:
ec2:
ec2:
ec2:

ec2:

R,

CreateRoute t
CreateRouteTable T
CreateTags t
DeleteManagedPrefixList t
DeleteNetworkInterface t

:DeleteRouteTable t

DescribeManagedPrefixLists
DescribeNetworkInterfaces
DescribeRouteTables
DescribeSubnets
DescribeVpcPeeringConnections
DescribeVpcs
DisassociateRouteTable
GetManagedPrefixListEntries
ModifyManagedPrefixList t
ModifyVpcEndpoint

ReplaceRouteTableAssociation

AWS IEE X

« AWSFaultinjectionSimulatorNetworkAccess

AWS FIS 12355 #1878 i F &3 BR 1k

aws:network:transit-gateway-disrupt-cross-region-connectivity

FELER B BARAPEMXX FEZEHF R EEE XN

SR 3 SHe
wRER

« aws:ec2:transit-gateway

B <
IIL

aws:network:transit-gateway-disrupt-cross-region-connectivity

77
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5%

- region: ERENXEHNHRHE (HlW , eu-west-1)

« duration : BEFENEKE., £ AWS FISAPI & |, ZELE 1ISO 8601 XN FZHFH, Hiln
PTIM KEX—20%, £ AWSFIS & &7 , Bl AR, 2T/ DaTEG

PR

* ec2:AssociateTransitGatewayRouteTable

* ec2:DescribeTransitGatewayAttachments

* ec2:DescribeTransitGatewayPeeringAttachments
* ec2:DescribeTransitGateways

* ec2:DisassociateTransitGatewayRouteTable

AWS IEE X

» AWSFaultlnjectionSimulatorNetworkAccess

Amazon RDS &4

AWS FIS % #FLLT Amazon RDS &4k,
BE

» aws:rds:failover-db-cluster

» aws:rds:reboot-db-instances

aws:rds:failover-db-cluster
1 B 5 Aurora 3B FE £ B DBCluster L1=1T Amazon RDS AP| i&{EH B,
BRER

» aws:rds:cluster

Amazon RDS g1 78
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5%

-

PR

e rds:FailoverDBCluster
e rds:DescribeDBClusters

* tag:GetResources

AWS FEE KB

* AWSFaultinjectionSimulatorRDSAccess

aws:rds:reboot-db-instances

£ B R BUEE £ f5IDBInstance L1217 Amazon RDS API I#EE 5,
RRER

e aws:rds:db

S/

- forceFailover : A[i%, MRERN True , BXHIAZTAKX |, MEFHMN—NTHAXBEZEREE S —1
E.I-Fﬁ Izo %ﬁi}\ﬁﬂg falseo

T

 rds:RebootDBInstance
e rds:DescribeDBInstances

* tag:GetResources

AWS £ E K

» AWSFaultinjectionSimulatorRDSAccess

aws:rds:reboot-db-instances 79
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Amazon S3 ##1E

AWS FIS LT Amazon S3 #1E,

B’

» aws:s3:bucket-pause-replication

aws:s3:bucket-pause-replication

LFEMNBRRE#EBI BN EEENES ., BN FEEETTAREN AWS XiF |, AU ERE
RV TE—XER, REFRE , IERNKRUESSEEFHRZ — NN, HIRENIBFRIFEBE
B#r. ETHE>X Amazon S3 EFINEZER , 5% Amazon S3 AF IR,

S0 3 e
RIREHR

» aws:s3:bucket

S8

« duration : $F£ERTE , N—2 5 E] 12 /NEFFRZE, £ AWS FIS API # |, Z{E R 1SO 8601 &N F4F
B, flan , PTIMRER—5%. £ AWSFIS 2HAF , Bl AR, 28/ e,

* region : B FEMPATERN AWS X,

« destinationBuckets : Alit, LLES 2 fRHYE Mt S3 F#EME5I&R,

« prefixes : Wik, EFHMUFEERAFPLLES 2B S3 W RBEIRFIR, EAETIRNFERG
By B AR i AR E MR E =

PR

« S3:PutReplicationConfiguration , &% S3:IsReplicationPauseRequest ®REN
True

« S3:GetReplicationConfiguration , &## S3:IsReplicationPauseRequest ZEN
True

* S3:PauseReplication
* S3:ListAl1MyBuckets

* tag:GetResources

Amazon S3 1k 80
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BREWRE , ESR RE . £ aws:s3:bucket-pause-replication &4 %,

Systems Manager ##4E

AWS FIS X LT Systems Manager #1E,

BRI

* aws:ssm:send-command

* aws:ssm:start-automation-execution

aws:ssm:send-command

£ B %% EC2 £#iSendCommand Ei=1T Systems Manager API #&4E, Systems Manager X#%4 ( SSM
X)) EXHELEXRG ERITHERE, BXREZER , BSH 1T aws:ssm:send-command #1E. o

RIRRE

e aws:ec2:instance

S/

« documentArn : X R4 Amazon BREBEF (ARN) ., EEHEF , MREEMN BRIERE FiEE—
SMARERN AWS FIS SSM XX RIE , ISR EBERLESE.

« documentVersion : A&, XHRAR, WRAZE |, NEITERIARA,

« documentParameters : WLIRERESRMG, XHESHXESHMAESH, IREKXH JSON ¥
X, BANFRFE , EAFFEREIFRHFEHA,

« duration : $F&EatE , N—2 8 E] 12 /NEFFRZE, £ AWS FIS API # |, Z{ER 1SO 8601 &M FHF
B, Bl , PTIMRKER—24%., & AWSFIS 2H|AaF , B Ll AR, 28HE/ e,

PR

* ssm:SendCommand
* ssm:ListCommands

* ssm:CancelCommand

Systems Manager /€ 81
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AWS HEEABRS RAriEmE

AWS IEE X

« AWSFaultinjectionSimulatorEC21i7 [d]

aws:ssm;:start-automation-execution

1=1T Systems Manager API #{EStartAutomationExecution,

e
. X
5%

- documentArn : Bah{L3HEEY Amazon BIRE R (ARN) .
« documentVersion : A%, XHRAR, WRHFZE | NEITERIARA,

« documentParameters : WLIREIRESRMG, XHESPXESHMAESH, IREKXH JSON ¥
N, BPRNFERERE , BEAFHTERERFZRFEHRAE,

« maxDuration : TR BINLRITHHRKEE , A—2%F 12 It FE, £ AWS FISAPI # |
Z{ER 1SO 8601 AW FERFER, il , PTIMRKR—2%, £ AWSFIS ZBHAH |, Bl AR
B, OEBE/ETEG

PR

 ssm:GetAutomationExecution
* ssm:StartAutomationExecution

* ssm:StopAutomationExecution

- iam:PassRole : Ali&, MR BZHLXERAAE |, MR HED,

AWS £ E KB

* AWSFaultinjectionSimulatorSSMAccess

aws:ssm:start-automation-execution 82
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AWS HEEABRS RAriEmE

FF Systems Manager SSM X#45& FIS —i#2fEH AWS

AWS FIS &3t AWS Systems Manager SSM B AWS FIS BR{EX B E L HbES
B, aws:ssm:send-command ] A T 8122 & N8 E A RENTEER Systems Manager SSM 344
( SSM X 1Y ) AIERN LA -BIRFT L 0 3 AWS X#4iR M, AWSFIS

SSM Agent 2 AJfEL S EC2 354, AHPRFEB[HE LN, (VMs) L ZRFME BN T b 5. Hitk
BN RIRFEE £ Systems Manager £, REHFTLAE Systems Manager FVIER , AR BIRRBIEE
FRET. BULMABZH SSM XY , BUE A BEXNHE , b ASE Amazon BN ENLH X
=P

ER
NTHREMEA SSM REFEE B LMITHRE  FREBEATRYE

« BRNBEHRTERE, SSM REBRINZEEFEL Amazon REMEG E (AMIs), BN |, BRI LR 6=
% SSM RE, AXEZELR , 5519 (AWS Systems Manager A1) RHIFZI N EC2 4|
Z % SSM R,

- Systems Manager BRI RE LI ITIRIE, BULUET IAM RHIREXHR FIHRINE. BXE
%55 , BZHAWS Systems Manager Al P15 H#IJ Systems Manager 822 IAM SEBIFL & X4
& 1AM EC2 SEIES & 344 Fff 0 2 246l

1T aws:ssm:send-command E&1E.

SSM X H4E X Systems Manager X &I E L HIHITEVIRIE, Systems Manager 28 KEFfl & X
¥, B BTRIEXR., BXETEE SSM XHENEZER |, B H AWS Systems Manager
RAFEEPHEIE Systems Manager 314, BHX SSM EM XN EZEL , HSH AWS Systems
Manager FA PR HH AWS Systems Manager X #4,

AWS FIS 2B ER SSM X, &R LAE AWS Systems Manager #2415 B “3X4#4 : https://
console.aws.amazon.com/systems-manager/X 5" TEETBER SSM X8, Ew LI AWS FIS
BEHEFHN—RIMEEXHPHITER, EXELZER , BSH MELEEN AWS FIS SSM X4,

EE AWS FIS SR AfER SSM XA |, B LAERIRE., aws:ssm:send-commandlbRESTER B ¥R
S| EFREVFEE SSM XA HIZE 1T

EXREIRPNIT aws :ssm:send-command BER | XMAMIREEEREMSE , BRUTSE -

- documentArn — % &, SSM X5H) Amazon BEIRE R (ARN) .

SSM X #4iR1E 83
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AWS HEEABRS RAriEmE

« documentParameters : LIREIRBEFRMH, SSM XHESHWLESHANTIESE, FREXH JSON
B K BRANFEFERE  BEAFTERERFZRFERAE,

« documentVersion : A%, EZ{TH SSM XHhRA,

A LB Systems Manager 2 H|l AR H1TEE SSM XHEE ( BEXHSH ) .
EREHAEFERX SSM XHEHNER

1.  F#TFF AWS Systems Manager #&&& , Pt} https://console.aws.amazon.com/systems-
manager/o

ESMERP , EFXH,

EEREXY , RREFRFAFEEEIF,

w N

BT HIT , EEHX SSM XHEHHWER

£/ SSM R K XA AT o

FSEEER AWS FIS SSM 344

EBA LU A BLE AWS B9 FIS SSM X EXREIRFP A aws : ssm: send-commandi2EBRSFEA,
ER

- RAUTERERSEXIF AWS FIS RMEANTEE SSM X4 :
« M 5#h Linux 2023, Y 5#k Linux 2
+ Ubuntu
« RHEL 8, 9
+ CentOS 9

« AWS FIS R TRECE SSM XHRERH LR X%, EC2HMARAENEET R ( MAHRSER )
FHARZFFU R,

Eff ECS &SRB AMFEAIXE SSM X+ |, IEFEAMERE the section called “Amazon ECS #1E", I
|, X aws:ecs:task-cpu-stress B 4EFEH AWSFIS-Run-CPU-Stress 34,

XY
 AWSFIS-Run-CPU-Stress

B BRI AWS FIS SSM 3T 84
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AWS HEEABRS RAriEmE

» AWSFIS-Run-Disk-Fill

* AWSFIS-Run-IO-Stress

* AWSFIS-Run-Kill-Process

* AWSFIS-Run-Memory-Stress

« AWSFIS-Run-Network-Blackhole-Port

* AWSFIS-Run-Network-Latency

* AWSFIS-Run-Network-Latency-Sources

* AWSFIS-Run-Network-Packet-Loss

* AWSFIS-Run-Network-Packet-Loss-Sources

1TEhE4eatE F1 AWS FIS SS DurationSeconds M 3Z#4H &9 X Bl

Hib SSM AR B S ITEE | Flin , —EFHEEER AWS FIS SSM X444 H %
DurationSecondsZ#, At , BEEE FIS BREE L HIBERMNRIL AWS BEFEERTE -

« Action duration : ¥ FEHREMRENIEK , RIFFSENBETRRIGERE. X TZ0aHE | XK
BFEMBERTENHENFENBREZTINEFE. AWS FIS @RS N aE | BRI HaEiFLat
EBUEN

« XH4Z¥ DurationSeconds : SSM XA FFHITHIRFELRTE , AR R BNVIEE,

RO AR RIS LA [EDE R T RV E -

« Action duration exceeds DurationSeconds : SSM MM RITERETR ZHIETR. AWS FIS &%
EIBERLER RIE EF FFREETH.

« Action duration is shorter than DurationSeconds : #{ESER/E , SSM MM LEH T, R SSM X
BOERITH , ARREFLENESY , WRERSHREN ‘5K’ AWS FIS REHHITHE
o, BERRESFENEYE,

BEEE  HU SSM XEEE TR E, HI0 , AWS FIS SSM XA LU R LR ERZM | X
AT LU B R T3 4 e (A1 ZE K B35 5 31 DurationSeconds 2%k, E It |, 0 R R /EIF Lt B FEIR
B DurationSeconds N HER/E , Nl SSM B/ Z{Tht A A gL B iR ER 4 at A,

AWSFIS-Run-CPU-Stress

£/ stress-ng TEEXEHI LiZ1T CPU ELOMIR, A AWSFIS-Run-CPU-stres s SSM X 1%,

LB ER AWS FIS SSM XX 44 85
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AWS HEEABRS RAriEmE

BRAERE (NREEHA )

aws:ssm:send-command/AWSFIS-Run-CPU-Stress

ARN
arn:aws:ssm:region::document/AWSFIS-Run-CPU-Stress
NS

« DurationSeconds — 2%, CPU E DNt AYRFEERTE ( 21 - B ),
« CPU: E_riio gﬁﬁﬁﬂ'ﬂ CPU Eﬂjﬁﬁio %ﬁi*?‘] 0 s ﬁﬁﬁﬁﬁﬁ CPU Ejjiﬁo
« LoadPercent : A[i, B#: CPU A B DL , MO ( 2% ) B 100 (HHE ) T%F. BIAMER 100,

* InstallDependencies : A[i£, fRENRN True , M| Systems Manager 271 B #5365l L R R A EKB
I (REEE ) . BRINMER True, KIIMR stress-ngo

PRNERSEERIEIE P

{"DurationSeconds":"6@", "InstallDependencies":"True"}

AWSFIS-Run-Disk-Fill

ERPIRES Lo BHEZR |, ROEE EANERE, EH-D AWSFIS-Runisk-Fill SSM X1,

MEEARBENEREFL , TRRFHIERBIFLZMHFL , AWSFIS BiamBIEUEERE
Z1THY SSM XK ENR, BMREANBERRNMERNARFENSHHMEZRER , U Systems
Manager AIRETTESTE R EBURRIE, tLEt , MRBEFILEXE  FRADEHEZME,

BRIERE (XREFE )
aws:ssm:send-command/AWSFIS-Run-Disk-Fill

ARN
arn:aws:ssm:region::document/AWSFIS-Run-Disk-Fill
DR =

« DurationSeconds — %4 %F . BEEFRNZAVFLERE (£ 8 ),
* Percent : Ali%, ERHZEZN LRI ENEET k. BIAN 95%.

B ER AWS FIS SSM 314 86
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- InstallDependencies : Ali%&, MERENRN True , M| Systems Manager &7 B #r32 6l L Z R LB KB
I (WMAREE ), BRIAMERN True, fkBixRRatd, kmodFfallocate,

LT ZRERGITmAZREE,

{"DurationSeconds":"60", "InstallDependencies":"True"}

AWSFIS-Run-lO-Stress

£/ stress-ng TEEEHI L2917 10 EAMH. £A AWSFIS-Run-io-stress SSM 314,

BRAERE (NREFS)
aws:ssm:send-command/AWSFIS-Run-10-Stress

ARN
arn:aws:ssm:region::document/AWSFIS-Run-IO-Stress
XS

« DurationSeconds — #FE, 10 EOMNRAVFLERtE (B2 : B ) .

« Workers : A&, JEAWITINFE. FEVFANIZRET read/write R1E. BHERESMNEBEM RN TERERF
BE, ZNFHENRE - N XHHRITRER 1/0 81F. Bk A 1.

 Percent : Ali%, £ 10 EANHEE , XHRELEANZERNZRBES L. BRIAN 80%.

« InstallDependencies : A%, MMR{EN True , N Systems Manager & 7E B #5356 £ Z & L E4KH
I (WMAREZE ). BRIAMERN True, IKBITA stress-ngo

UTFRERGTRmARE A,

{"Workers":"1", "Percent":"80", "DurationSeconds":"60", "InstallDependencies":"True"}

AWSFIS-Run-Kill-Process

Z1T killall i85, BLESEFIFHIEEHE, FH AWSFIS-Run-Kill-Process SSM 3 #4,

BRERAE ([XREZEFHE )

aws:ssm:send-command/AWSFIS-Run-Kill-Process

B ER AWS FIS SSM 314 87
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ARN

arn:aws:ssm:region::document/AWSFIS-Run-Kill-Process
B &=

« ProcessName — #FE, EEILWHEER .

- Signal : W%, E5MT—RBEAENES, XLEETHER SIGTERM ( EWEWLLZEHNE ) M
SIGKILL (EWETBEREINE ) . BRIAEHN SIGTERM,

« InstallDependencies : A[i%, REN True , M| Systems Manager &7 B #r3E 6l L 2R L ERK B
0l (MARERE ) . BRINMERN True, KBIIA killall,

LT ZRERGITmAREE,

{"ProcessName":"myapplication", "Signal":"SIGTERM"}

AWSFIS-Run-Memory-Stress

£ stress-ng TEEXH LZTAFEEDMIHL, FEH-M AWSFIS-Runemory-Stress SSM X 1%,

BRERE (NREFIS)
aws:ssm:send-command/AWSFIS-Run-Memory-Stress

ARN
arn:aws:ssm:region::document/AWSFIS-Run-Memory-Stress
DR

« DurationSeconds — %4 &F. WEEDNZEVFFLERTE (£ : 8 ),
« Workers : AJit, BEIAFEDRNRE. BN B 1,
« Percent—- 4F, EREEANXHEAEFHNEMNRNER 2L,

« InstallDependencies : Ali%&, MERENR True , M| Systems Manager &7£ B #r3E2 6l L ZHE L E KB
(R EEE ) . BINMER True, KIINRN stress-ngo

PRNERSELRIEIE P

{"Percent":"80", "DurationSeconds":"6@", "InstallDependencies":"True"}

B ER AWS FIS SSM 314 88
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AWSFIS-Run-Network-Blackhole-Port

£ iptables TEEF UM AW AU H HIERE. A AWSFIS-Run-Network-Blackhole-Port
SSM X4,

BRIERAE ([XREZFHE )

aws:ssm:send-command/AWSFIS-Run-Network-Blackhole-Port

ARN
arn:aws:ssm:region::document/AWSFIS-Run-Network-Blackhole-Port
NS

* Protocol - %4&F. thHil. ATBEMEN tcp M udp.

« Port—- %4F. lwHS,

« TrafficType : A[i%&, FRERKE, FAEERIEN ingress M egress. FRIAH ingress.

« DurationSeconds — %&F ., WM& BRENAVFLENE (£ : ).

« InstallDependencies : Ali%, REN True , M| Systems Manager &7 B ¥R 6l £ 2R L ERK B

I ( WIREE ) . BRIAMERN True, MKHII7 5= atd, dig, Isof M iptables,

TR RGI T AZE &,

{"Protocol":"tcp", "Port":"8@80", "TrafficType":"egress", "DurationSeconds":"60",
"InstallDependencies":"True"}

AWSFIS-Run-Network-Latency
A tc TENMKZOWMEER, FH AWSFIS-Run-M4EHER SSM 34,
BAEER ([XRIZHE)

aws:ssm:send-command/AWSFIS-Run-Network-Latency

ARN
arn:aws:ssm:region::document/AWSFIS-Run-Network-Latency
NS

« Interface : A%k, MEEO., RIAER etho,

B ER AWS FIS SSM 314 89
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AWS HiFESE A BRSS FF- 15T
« DelayMilliseconds : Ali%, #ER ( 21y : EF ) . BRIAR 200,
« DurationSeconds — &, KRN ZAVFFLERTE (£ : B ),

« InstallDependencies : A[i%&, RERN True , M| Systems Manager 27 B #r3E 6l £ 2R A EK B
I ( MARE ) . BRIAERN True, KB 2 5B =2 atd, dig # tco

LT ERERGTamARE A,

{"DelayMilliseconds":"200", "Interface":"eth®", "DurationSeconds":"60",
"InstallDependencies":"True"}

AWSFIS-Run-Network-Latency-Sources

A tc TR, NhERTHRERFNRENNMEEONEEMBZ, EH AWSFIS-Run-Network-
Latency-Sources SSM 34,

BRERE ({XREFHE )
aws:ssm:send-command/AWSFIS-Run-Network-Latency-Sources
ARN

arn:aws:ssm:region::document/AWSFIS-Run-Network-Latency-Sources
BEL 21

* Interface : A&, MEEO, BRIAER etho,

- DelayMilliseconds : Ali%, #ER ( £ : E® ) . BRIAR 200,

- JitterMilliseconds : AJi%, #zh ( 24 : W ) . BIAER 10,

 Sources - %F., BRBAESDRE , TEZ=H, WEEHNER - IPv4 sk, IPv4 CIDR 3R, H%
#S3. DYNAMODBINREE{E I DYNAMODB =5 S3 , MIMEMA T LAl Kig P i XigiR R, X FiEE
£ # 1T 10 )X DNS AT ARE IP ik, BT DNS fAEiFEMER |, LRETEFTLBMEET
LASRAT BB PTE T RERY 1P tthtit, SR A BAGE AR IPv4 ithiit 5% IPV4 CIDR BRRENFTE IPsH #ro

* TrafficType : Alik, REKKE, AIBEMEN ingress M egress. ERIAF ingress.

« DurationSeconds — % &, PEZEERNXEVRFLEASE (247 : ) o

« InstallDependencies : A%, WREN True , M| Systems Manager &7£ B #r3E 6l £ R X E MK
I (WKREZR ). BRIAERN True, fKFiXxRREatddig. jg. Isof, Ftc.
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LT FRE R T ARSI A,

{"DelayMilliseconds":"200", "JitterMilliseconds":"15",
"Sources":"S3,www.example.com,72.21.198.67", "Interface":"etho",

"TrafficType":"egress", "DurationSeconds":"60", "InstallDependencies":"True"}

AWSFIS-Run-Network-Packet-Loss

FHRtc TE , AMKZEORDMESD, FH AWSFIS-Run-Network-Packet-Los s SSM 3 #4,

BRAERE (NREFS)
aws:ssm:send-command/AWSFIS-Run-Network-Packet-Loss

ARN
arn:aws:ssm:region::document/AWSFIS-Run-Network-Packet-Loss
NS

* Interface : A&, MEEO, FRIAER etho,

- LossPercent : Alit, ETHR, BIAHF 7%,

« DurationSeconds - #FE, MEEINANFLENE (22 : ),

« InstallDependencies : A%, WMR{EN True , Nl Systems Manager &7 B #5356l L 2R L EA4KH
I, BRINERN True, #kPiUi% 52 atd, Isof, dig # tc,

PRNERSERRIEIE DL

{"LossPercent":"15", "Interface":"eth®", "DurationSeconds":"60",
"InstallDependencies":"True"}

AWSFIS-Run-Network-Packet-Loss-Sources

FHRtcIE , ANEZEORMNES , LABFRTEHERFENRE., £ H-Network-AWSFIS-
RunPacket-Loss-S ources SSM 314,

BERE (NREHE)
aws:ssm:send-command/AWSFIS-Run-Network-Packet-Loss-Sources

ARN
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arn:aws:ssm:region::document/AWSFIS-Run-Network-Packet-Loss-Sources
B &=

* Interface : A&, M&KEO, BRIAENRN etho,
+ LossPercent : A[it, EBFX, BRIAN 7%

 Sources - #F., BRBAHESSE , T8, WEEMWEDRN : IPv4 sk, IPv4 CIDR 3R, HH
MS3, DYNAMODBYIRIEEE S DYNAMODB = S3 , M{GEA TH XEHHWXEHKR. X TFiHAE ,
£ZRB1T 10 )X DNS FEATLARE IP thit, BT DNS AR FE MBI |, HIRETRETSBREET
LASRAT BB PR W RERY IP tbdit, SR LAERIR IPv4 it s IPV4 CIDR SRR EFTAE IPsE#Ro

* TrafficType : Alik, REEKRE, AIBEMEN ingress M egress. ERIAF ingress.

- DurationSeconds - 4%, MEETNIXVIFERE (L :F ).

« InstallDependencies : Ali%&, RENR True , M| Systems Manager &7£ B #r3E 6l £ ZHE L E 4K
I, BRIAEN True, #k¥ixRRatddig. jg. Isof, Hltc.

PRNERSERIEIE P

{"LossPercent":"15", "Sources":"S3,www.example.com,72.21.198.67", "Interface":"ethQ",

"TrafficType":"egress", "DurationSeconds":"60", "InstallDependencies":"True"}

T~

BXRBER R , 1S5 the section called 9Z1T L B AWS FIS SSM 3744”7,

BRROIBE , WSRERHLEST CPUE NN,
HEEHFER

FREU TS RATRAIEE,

HEE SSM X HH (R

1. $TFF AWS Systems Manager ##1& , Pk H https://console.aws.amazon.com/systems-
manager/o

2. ESMERT , fHOERTREENEZTHS.
EatHLEFETFL , FABERGERXBEITER.

4, EEWHSID, HFFMMESTE,
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https://console.aws.amazon.com/systems-manager/
https://console.aws.amazon.com/systems-manager/
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5. EEXH|ID, EREZFNTRNEHERNE R,

£ AWS FIS aws: ecs: task &4

&R LA AT aws:ecs:task #4E , 7 Amazon ECS F5& X A&, X Amazon EC2 Hl Fargate &
KH,

XLERIEFE A AWS Systems Manager ( SSM ) XBERFEABIE, EFHaws:ecs: taskige , 8F
ENTE SSM REMN AR R MEEHIT S #0% 4 RERARS (Amazon ECS) FFENHF. ZBSR/ET—
AN AWS FIS B YK BIAS | LAFE SSM AR HF Amazon ECS E& MR EERH, A | ZHEAES
RIS ABFEUAQEEERFRRINFL, ZREF AT AWS FIS BRBERES. FBREENETHE
FERE,

WMARZEAT FIS SEEI AWS Btaws:ecs:task , AWS FIS &FE AR BRIFEHEBTE AWS FIS SLigiE
¥ ER B ¥r Amazon ECS &G R —4H SSM £ E X6, ECS_TASK_ARNFRZEZ MM IT SSM
X R4 <Bt Amazon ECS £55# ARN, RESEENE TR P HEE A,

TREZEE —MERRNESEHINHA T RENKEEA.

Fault Injection

Service (FIS)
Initial state . Setup . Fault injection
. . inject fault
E:i ECS Task : E ECS Task : E ECS Task
Existing Container . Existing Container Container that runs . Existing Container Container that runs
. an SSM agent with . an SSM agent with
a AWS FIS defined script : a AWS FIS defined script

B

 the section called “aws:ecs:task-cpu-stress”

* the section called “aws:ecs:task-io-stress”

 the section called “aws:ecs:task-kill-process”

» the section called “aws:ecs:task-network-blackhole-port”
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actions-ssm-agent.html#fis-ssm-docs
#ecs-task-reference
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« the section called “aws:ecs:task-network-latency”

* the section called “aws:ecs:task-network-packet-loss”

BR 75l

UTRETEHTIET :

» aws:ecs:task-network-blackhole-port

» aws:ecs:task-network-latency

» aws:ecs:task-network-packet-loss

MREFAT Amazon ECS Exec , MIAMEFHER | ART A X ERE,
EMESRBARSNETK” , SSM XN HIT R ATEER4L T EBUERZS. #4T Amazon ECS #
i, FEREENFLAEBEATRRPOVRERFLRE , tATLDE#H EC2 REEIESR (SSM) XY
BEE, BERBE , SSM XEFEE—RNETREFRIZT. Bt , HXBIEENRESLENE
Bt , SSM M AIREE B EJLR Mt A BB IT. HIABSKBIRFESEAR | REFEFL , H
H SSM X H#ITHHWEUE. SEEARKL.

2R

[ AWS FIS SER A SR TR :

* ecs:DescribeTasks

* ssm:SendCommand

* ssm:ListCommands

* ssm:CancelCommand

3 Amazon ECS H{ES IAM B &R TR :

e ssm:CreateActivation

+ ssm:AddTagsToResource

« iam:PassRole

BEE , BULUFRESSFIAEN ARN I8ER iam:PassRole &R,

#12 Amazon ECS £ #4T IAM & & H 7510 & # ECSTaskExecutionRolePolicy FE B %R B& o
EESEXH , FIHEEE MANAGED_INSTANCE_ROLE_NAME RERNEELFIACHNER. ZA
M EIE SSM HIEM A EERHINES.

AREEXRFASRIMUATR :
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https://docs.aws.amazon.com/AmazonECS/latest/developerguide/task-iam-roles.html
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ssm:DeleteActivation

ssm:DeregisterManagedInstance

« ¥ Amazon SSMManaged InstanceCore £ E R AR IMETEELF A,
- % SSM RIEABEARINE Amazon ECS EHFENH . i THZAR Amazon ECS EFEMAEER

o
{
"name": "amazon-ssm-agent",
"image": "public.ecr.aws/amazon-ssm-agent/amazon-ssm-agent:latest",
"cpu": Q,
"links": [1,

"portMappings": [],
"essential": false,
"entryPoint": [],
"command": [
"/bin/bash",
noen
"set -e; dnf upgrade -y; dnf install jq procps awscli -y; term_handlex()
{ echo \"Deleting SSM activation $ACTIVATION_ID\"; if ! aws ssm delete-
activation --activation-id $ACTIVATION_ID --region $ECS_TASK_REGION; then
echo \"SSM activation $ACTIVATION_ID failed to be deleted\" 1>&2; fi;
MANAGED_INSTANCE_ID=$(jg -e -r .ManagedInstanceID /var/lib/amazon/ssm/registration);
echo \"Deregistering SSM Managed Instance $MANAGED_INSTANCE_ID\"; if ! aws
ssm deregister-managed-instance --instance-id $MANAGED_INSTANCE_ID --region
$ECS_TASK_REGION; then echo \"SSM Managed Instance $MANAGED_INSTANCE_ID
failed to be deregistered\" 1>&2; fi; kill -SIGTERM $SSM_AGENT_PID; }; trap
term_handler SIGTERM SIGINT; if [[ -z $MANAGED_INSTANCE_ROLE_NAME ]1]; then
echo \"Environment variable MANAGED_INSTANCE_ROLE_NAME not set, exiting\"
1>&2; exit 1; fi; if ! ps ax | grep amazon-ssm-agent | grep -v grep > /dev/
null; then if [[ -n $ECS_CONTAINER_METADATA_URI_V4 ]1] ; then echo \"Found ECS
Container Metadata, running activation with metadata\"; TASK_METADATA=$(curl
\"${ECS_CONTAINER_METADATA_URI_V4}/task\"); ECS_TASK_AVAILABILITY_ZONE=$(echo
$TASK_METADATA | jq -e -r '.AvailabilityZone'); ECS_TASK_ARN=$(echo $TASK_METADATA
| jg -e -r '.TaskARN'); ECS_TASK_REGION=$(echo $ECS_TASK_AVAILABILITY_ZONE | sed
's/.$//'); ECS_TASK_AVAILABILITY_ZONE_REGEX='~(af|ap|calcn|eu|me|sa]us|us-gov)-
(central|north|(north(east|west))|south|south(east|west)|east|west)-[0-9]{1}[a-z]
{1}$'; if ! [[ $ECS_TASK_AVAILABILITY_ZONE =~ $ECS_TASK_AVAILABILITY_ZONE_REGEX ]];
then echo \"Error extracting Availability Zone from ECS Container Metadata,
exiting\" 1>8&2; exit 1; fi; ECS_TASK_ARN_REGEX='"arn:(aws|aws-cn|aws-us-gov):ecs:
[a-z0-9-]+:[0-9]{12}:task/[a-zA-7Z0-9_-]+/[a-zA-Z0-9]+$"'; if ! [[ $ECS_TASK_ARN
=~ $ECS_TASK_ARN_REGEX ]]; then echo \"Error extracting Task ARN from ECS
Container Metadata, exiting\" 1>&2; exit 1; fi; CREATE_ACTIVATION_OUTPUT=
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$(aws ssm create-activation --iam-role $MANAGED_INSTANCE_ROLE_NAME --
tags Key=ECS_TASK_AVAILABILITY_ZONE,Value=$ECS_TASK_AVAILABILITY_ZONE
Key=ECS_TASK_ARN, Value=$ECS_TASK_ARN Key=FAULT_INJECTION_SIDECAR,Value=true --
region $ECS_TASK_REGION); ACTIVATION_CODE=$(echo $CREATE_ACTIVATION_OUTPUT | jq
-e -r .ActivationCode); ACTIVATION_ID=$(echo $CREATE_ACTIVATION_OUTPUT | jq -e
-r .ActivationId); if ! amazon-ssm-agent -register -code $ACTIVATION_CODE -id
$ACTIVATION_ID -region $ECS_TASK_REGION; then echo \"Failed to register with AWS
Systems Manager (SSM), exiting\" 1>&2; exit 1; fi; amazon-ssm-agent & SSM_AGENT_PID=
$!; wait $SSM_AGENT_PID; else echo \"ECS Container Metadata not found, exiting\"
1>&2; exit 1; fi; else echo \"SSM agent is already running, exiting\" 1>&2; exit 1;

fi"
1,
"environment": [
{
"name": "MANAGED_INSTANCE_ROLE_NAME",
"value": "SSMManagedInstanceRole"
}
1,

"environmentFiles": [],
"mountPoints": [],
"volumesFrom": [],
"secrets": [],
"dnsServers": [],
"dnsSearchDomains": [],
"extraHosts": [],
"dockerSecurityOptions": [],
"dockerLabels": {},
"ulimits": [],
"logConfiguration": {3},
"systemControls": []

BARANEMERNBIAMZA |, F2 7 the section called “BA~ZZ /A",

« B Amazon ECS S ENX HiZELL TenableFaultInjection=®Ek APIs , /3 Amazon
ECS #EZEA :

"enableFaultInjection": true,

- ¥£ Fargate £S5 EfFAaws:ecs:task-network-blackhole-portaws:ecs:task-
network-latency, Haws:ecs:task-network-packet-lossig{ERT , RIEMLM
ffuseEcsFaultInjectionEndpointsSHiKERN. true
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- ffHaws:ecs:task-kill-process, aws:ecs:task-network-blackhole-
port, Faws:ecs:task-network-packet-lossiEfErtaws:ecs:task-network-
latency , Amazon ECS 5 & X #4ipidModeik &N tasko

« fEfaws:ecs:task-network-blackhole-portaws:ecs:task-network-
latency, Maws:ecs:task-network-packet-lossi&#EAf , Amazon ECS £ E W 44
MnetworkModei®R BN RS Ebridge,

BIASE R
AT RBREBS D ELTRENHARIRS |, HESE,

#!/usr/bin/env bash

# This is the activation script used to register ECS tasks as Managed Instances in SSM

# The script retrieves information form the ECS task metadata endpoint to add three
tags to the Managed Instance

# - ECS_TASK_AVAILABILITY_ZONE: To allow customers to target Managed Instances / Tasks
in a specific Availability Zone

# - ECS_TASK_ARN: To allow customers to target Managed Instances / Tasks by using the
Task ARN

# - FAULT_INJECTION_SIDECAR: To make it clear that the tasks were registered as
managed instance for fault injection purposes. Value is always 'true'.

# The script will leave the SSM Agent running in the background

# When the container running this script receives a SIGTERM or SIGINT signal, it will
do the following cleanup:

# - Delete SSM activation

# - Deregister SSM managed instance

set -e # stop execution instantly as a query exits while having a non-zero

dnf upgrade -y
dnf install jq procps awscli -y

term_handler() {
echo "Deleting SSM activation $ACTIVATION_ID"
if ! aws ssm delete-activation --activation-id $ACTIVATION_ID --region
$ECS_TASK_REGION; then
echo "SSM activation $ACTIVATION_ID failed to be deleted" 1>&2
fi

MANAGED_INSTANCE_ID=$(jg -e -r .ManagedInstanceID /var/lib/amazon/ssm/registration)
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echo "Deregistering SSM Managed Instance $MANAGED_INSTANCE_ID"
if ! aws ssm deregister-managed-instance --instance-id $MANAGED_INSTANCE_ID --region
$ECS_TASK_REGION; then
echo "SSM Managed Instance $MANAGED_INSTANCE_ID failed to be deregistered" 1>&2
fi

kill -SIGTERM $SSM_AGENT_PID

}
trap term_handler SIGTERM SIGINT

# check if the required IAM role is provided

if [[ -z $MANAGED_INSTANCE_ROLE_NAME ]] ; then
echo "Environment variable MANAGED_INSTANCE_ROLE_NAME not set, exiting" 1>&2
exit 1

fi

# check if the agent is already running (it will be if ECS Exec is enabled)
if ! ps ax | grep amazon-ssm-agent | grep -v grep > /dev/null; then

# check if ECS Container Metadata is available
if [[ -n $ECS_CONTAINER_METADATA_URI_V4 ]1] ; then

# Retrieve info from ECS task metadata endpoint

echo "Found ECS Container Metadata, running activation with metadata"
TASK_METADATA=$(curl "${ECS_CONTAINER_METADATA_URI_V4}/task")
ECS_TASK_AVAILABILITY_ZONE=$(echo $TASK_METADATA | jq -e -r '.AvailabilityZone')
ECS_TASK_ARN=$(echo $TASK_METADATA | jq -e -r '.TaskARN')

ECS_TASK_REGION=$(echo $ECS_TASK_AVAILABILITY_ZONE | sed 's/.$//')

# validate ECS_TASK_AVAILABILITY_ZONE
ECS_TASK_AVAILABILITY_ZONE_REGEX='~(af|ap|calcn]|eu|me|sa]us|us-gov)-(central|north]|
(north(east|west))|south|south(east|west)|east|west)-[0-9]1{1}[a-z]{1}$"
if ! [[ $ECS_TASK_AVAILABILITY_ZONE =~ $ECS_TASK_AVAILABILITY_ZONE_REGEX 1] ; then
echo "Error extracting Availability Zone from ECS Container Metadata, exiting"
1>&2
exit 1
fi

# validate ECS_TASK_ARN
ECS_TASK_ARN_REGEX="'"arn:(aws|aws-cn|aws-us-gov):ecs:[a-z0-9-]1+:[0-9]1{12}:task/[a-
zA-7Z0-9_-1+/[a-zA-20-9]+$"'
if ! [[ $ECS_TASK_ARN =~ $ECS_TASK_ARN_REGEX ]] ; then
echo "Error extracting Task ARN from ECS Container Metadata, exiting" 1>&2
exit 1

A E R A 98



AWS HEEABRS RAriEmE

fi

# Create activation tagging with Availability Zone and Task ARN
CREATE_ACTIVATION_OUTPUT=$(aws ssm create-activation \
--iam-role $MANAGED_INSTANCE_ROLE_NAME \
--tags Key=ECS_TASK_AVAILABILITY_ZONE,Value=$ECS_TASK_AVAILABILITY_ZONE
Key=ECS_TASK_ARN, Value=$ECS_TASK_ARN Key=FAULT_INJECTION_SIDECAR,Value=true \
--region $ECS_TASK_REGION)

ACTIVATION_CODE=$(echo $CREATE_ACTIVATION_OUTPUT | jgq -e -r .ActivationCode)
ACTIVATION_ID=$(echo $CREATE_ACTIVATION_OUTPUT | jq -e -r .ActivationId)

# Register with AWS Systems Manager (SSM)
if ! amazon-ssm-agent -register -code $ACTIVATION_CODE -id $ACTIVATION_ID -region
$ECS_TASK_REGION; then
echo "Failed to register with AWS Systems Manager (SSM), exiting" 1>&2
exit 1
fi

# the agent needs to run in the background, otherwise the trapped signal
# won't execute the attached function until this process finishes
amazon-ssm-agent &

SSM_AGENT_PID=$!

# need to keep the script alive, otherwise the container will terminate
wait $SSM_AGENT_PID

else
echo "ECS Container Metadata not found, exiting" 1>&2
exit 1

fi

else
echo "SSM agent is already running, exiting" 1>&2

exit 1
fi

KR AR R

LA & the section called “aws:ecs:task-cpu-stress” 2 4EHI SR M R B

"description": "Run CPU stress on the target ECS tasks",

KB R RA

99



AWS HEEABRS RAriEmE

"targets": {
"myTasks": {
"resourceType": "aws:ecs:task",

"resourceArns": [
"arn:aws:ecs:us-east-1:111122223333:task/my-

cluster/09821742c0e24250b187dfed8EXAMPLE"
1,
"selectionMode": "ALL"
}
.
"actions": {
"EcsTask-cpu-stress": {
"actionId": "aws:ecs:task-cpu-stress",
"parameters": {
"duration": "PTIM"

I
"targets": {
"Tasks": "myTasks"
}
}
},
"stopConditions": [
{
"source": "none",
}
1,
"roleArn": "arn:aws:iam::111122223333:ro0le/fis-experiment-role",
"tags": {3}

£/ FIS aw AWS s: eks: pod #1E
YRATLABEA aws: eks: pod RAERHEEIRIEATE EKS B HIZ1THY Kubernetes Pod H,

BERBYE , FISHEREFIS RRERHZMEG. RAEFEHILEBREEIR EKS £BEF A Pod, HtlE
B Pod fasTiE A, EHIMISIERHE, X TFIE FIS EKS 14 |, B aws: eks: pod-delete 244 |, &iRiE
AMRELFEAIGN R REIN |, @ETASER—I Kub ernetes Z1EE , AVFEINE Pod A 2 I A
BiF. MNABFEESEENAFHENBTEZRTRED , HRITAENEREIAES. NRKREEBHFRE
25 , M%E$F Pod MBHIE —NE]RER BHF.
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eks-pod-actions.html#eks-pod-container-images
fis-actions-reference.html#pod-delete
https://kubernetes.io/docs/concepts/workloads/pods/ephemeral-containers/
https://kubernetes.io/docs/concepts/workloads/pods/ephemeral-containers/
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T Target pod

@ Create ephemeral container

@ Create FIS pod First Container
o : (default target)

lg)‘ AT ;mmmwmmmmmmﬂ

Second container context

@ Control and monitor

FIS Pod i .
Fault Injection ; @ Inject fault
Service ;
FS i
FIS Ephemeral Second Container
: Container (explicit target)

1. FIS BEXEERPIEERN BARERF /2 FIS Pod,

2. FIS Pod £ B#r Pod Bl — NGRS , EG B =R EBHRARMEE.

3. IR AREENRARNTEZEPEALEIR.

4. FIS BE84 (pod ) HHIFNEMIGET RS MEEA , M FIS #ZEIMEM FIS BEF4E (pod) -
SR FEREREEE IR , FHIBRISATAEFH FIS B854 ( pod ) -

» the section called “aws:eks:pod-cpu-stress”

» the section called “aws:eks:pod-delete”

 the section called “aws:eks:pod-io-stress”

+ the section called “aws:eks:pod-memory-stress”

 the section called “aws:eks:pod-network-blackhole-port”

+ the section called “aws:eks:pod-network-latency”

» the section called “aws:eks:pod-network-packet-loss”
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« UTHREFRERT AWS Fargate :

» aws:eks:pod-network-blackhole-port

« aws:eks:pod-network-latency
» aws:eks:pod-network-packet-loss

« UTHRESRXE bridge MEE :
» aws:eks:pod-network-blackhole-port
» aws:eks:pod-network-latency
» aws:eks:pod-network-packet-loss

« UTREZEIRTBERAM root R,
» aws:eks:pod-network-blackhole-port
» aws:eks:pod-network-latency

» aws:eks:pod-network-packet-loss

GBS B ERFM B FR Pod VRS E T XAHHREENR, MREFZELLIE root AP H131E1T Pod FHIE
27 , WA LA B R Pod FVARRIREZMNZ S LTI

« BTEFERARBESRRRE ARNs FRZESRRERFBING] aws: eks: pod EE K BHir, SHAERAMBERIR
SRR B #Ro

- Zh4E aws: eks: pod-network-latency F aws: eks: pod-network-packet-loss R H1TE1THEXIE—
Pod., BRIFEIEER maxErrors ZHE , ZIRETRELE TRHRBIRSLE R ¢

« R maxErrorsPercent 7 0 ( BIAE ) , MZIREF UL BURSL R,

o BN, KMAFE I maxErrorsPercent ME ., MREXMAENRBARIAERERN maxErrors ,
NZIR N LB ERIRASLE R,
« RELAMBFR Pod HE AW IGET RERH B EFIRBI HIXLEHE, AN , HER Exit Code:
16,
- Z{E aws: eks: pod-network-blackhole-port TR 5 H &t X4 @ — Pod HEFAMERER Pod BREHT
BT, trafficTypeXBFEATRRELBENHTRE,

- RBEZH B Pod BRENE , FIS FREMIEMEE AsecurityContextiR
7. readOnlyRootFilesystem: falseflR&EIEE , FTE EKS Pod RIEERF KM,
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=R

o EZRMITTEN AWS CLI EZ%&K, RECCERTEMER AWS CLI 812 IAM BBl ER. BXES
BE , BFZHALEREH AWS CLI,

« EITEH ERE kubectl, WIRESCERTES EKS ERXAEXREERLIZREFNARFNER. &K
THEZEER | 55 https://kubernetes, io/docs/tasks/tools/o

- YHTXIFH EKS BRIERAEAR 1.23,

HEXKAE

BEETXER , BFEENZREE IAM AR, EXEZEE , S the section called “SER AR, It
AGMENNREUR T EEFERNIRE, BSHLL aws:eks:pod FEFRMAWS FIS #E , EHRIIT
EHIREFTERIRR,

Bt B Kubernetes IR K F

BliE Kubernetes RS IKF |, EA$EE Kubernetes i A ZE A H I BFRETER. EUTROIH | RS
kS HRmyserviceaccount , R ZEBANdefault, EEE , default 2 —F¥rER Kubernetes &

Z2E],
Bt B Kubernetes BREK F°

1. BIE—NERA rbac.yaml BWXH , FFMUTRE,

kind: ServiceAccount
apiVersion: vl
metadata:
namespace: default
name: myserviceaccount

kind: Role
apiVersion: rbac.authorization.k8s.io/v1l
metadata:
namespace: default
name: role-experiments
rules:
- apiGroups: [""]
resources: ["configmaps"]
verbs: [ "get", "create", "patch", "delete"]
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https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://kubernetes.io/docs/tasks/tools/
https://docs.aws.amazon.com/fis/latest/userguide/fis-actions-reference.html#eks-actions-reference
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- apiGroups: [""]
resources: ["pods"]
verbs: ["create", "list", "get", "delete", "deletecollection"]
- apiGroups: [""]
resources: ["pods/ephemeralcontainers"]
verbs: ["update"]
- apiGroups: [""]
resources: ["pods/exec"]
verbs: ["create"]
- apiGroups: ["apps"]
resources: ["deployments"]
verbs: ["get"]

apiVersion: rbac.authorization.k8s.io/v1l
kind: RoleBinding
metadata:
name: bind-role-experiments
namespace: default
subjects:
- kind: ServiceAccount
name: myserviceaccount
namespace: default
- apiGroup: rbac.authorization.k8s.io
kind: User
name: fis-experiment
roleRef:
kind: Role
name: role-experiments
apiGroup: rbac.authorization.k8s.io

2. BETUTHS.

kubectl apply -f rbac.yaml

5 IAM AP R A 158 Kubernetes B BR APIs

IR EKS X#4H R IAM 545 Kubernetes S RIEXEX T AN T Rt TR,
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https://docs.aws.amazon.com/eks/latest/userguide/grant-k8s-access.html#authentication-modes
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R 1 : RIEIFRISKE

BIIRBEA EKS 1R E [ IAM AP #2535 Kubernetes M5 BRI R RN ER LS BRER Access
Entries,

aws eks create-access-entry \
--principal-arn arn:aws:iam::123456789012:role/fis-experiment-role \
--username fis-experiment \
--cluster-name my-cluster

/A Important

RTRAFRZE , ST EKS EEN S HRIFERAZ N API_AND_CONFIG_MAP = API
B,

I 2 : [@ aws-auth Z N5 E ConfigMap

RAUERAUTHSUESOR, BXEZER , BH5H eksctl XEFHNEE IAM AFFAE,

eksctl create iamidentitymapping \
--arn arn:aws:iam::123456789012:role/fis-experiment-role \
--username fis-experiment \
--cluster my-cluster

/A Important

FIA eksctl TE TR EF OB FSHREFRESRE, aws-auth ConfigMapEEETEMNZ ,
ERNXERXETFIFTERBES. Bt , EARARMYN ARN FEESEBRRDE ( Hi

arn:aws:iam::123456789012:ro0le/service-role/fis-experiment-role ),

A3 (pod ) B

AWS FIS 12t# Pod B4 5L E £ Amazon ECR 1, M Amazon ECR #5| M &Get , HAERAT
& URL,

Pod REBREH B AIE AWS ECR N HEEHKE,
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https://docs.aws.amazon.com/eks/latest/userguide/access-entries.html
https://eksctl.io/usage/iam-identity-mappings/
https://gallery.ecr.aws/aws-fis/aws-fis-pod

AWS HFEE ABRS

RAriEmE

AWS X1

KEREP (BzEM
)

XERE (HBFRL
MAEER )

XEBES (MmAEE
ALHER )

SEAEER (HBRM

)

FEM (FFER)

TA#K (&S )

TAMEX (FXK)

TA#X (ER)

A X (FTANE )

TA#X (ER )

TA#K (FE)

EXR ( RE)

AR5 URI

051821878176 .dkr.

fis-pod:0.1

731367659002 . dkr.

fis-pod:0.1

080694859247 .dkr.

fis-pod:0.1

864386544765 .dkr.

fis-pod:0.1

056821267933.dkr.

aws-fis-pod:0.1

246405402639 .dkr.

fis-pod:0.1

524781661239.dkr.

aws-fis-pod:0.1

526524659354 . dkr.
.com/aws-fis-pod:

316401638346.dkr.
.com/aws-fis-pod:

488104106298 .dkr.
.com/aws-fis-pod:

635234321696.dkr.
.com/aws-fis-pod:

490658072207 .dkr.

aws-fis-pod:0.1

ecr.

ecr.

ecr

ecr.

ecr

ecr.

ecr.

ecr
0.1

ecr
0.1

ecr
0.1

ecr.

0.1

ecr.

us-east-2.amazonaws

us-east-1.amazonaws.

.us-west-1.amazonaws.

us-west-2.amazonaws.

.com/aws-

com/aws -

com/aws -

com/aws-

.af-south-1.amazonaws.com/

ap-east-1.amazonaws.com/aws-

ap-south-1.amazonaws.com/

.ap-northeast-2.

.ap-southeast-1.

.ap-southeast-2.

ap-northeast-1.

amazonaws

amazonaws

amazonaws

amazonaws

ca-central-1.amazonaws.com/

BNERA (pod ) BEFM B
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AWS X1

BRI X (EZ =R
)

BRI X ( FR=Z )
Mt X (2 )
PRI X (K= )
Rt X ( B2 )
BRI X ( FEBEST )
BRI X ( HTE SRR
)

RZR ( BH)

MEM (RRF )
AWS GovCloud ( %=

E7RE )

AWS GovCloud ( %
E )

KSR R B

AR5 URI

713827034473 .dkr.

aws-fis-pod:0.1

205866052826 .dkr.

fis-pod:0.1

327424803546 .dkr.

fis-pod:0.1

478809367036 .dkr.

aws-fis-pod:0.1

154605889247 .dkr.

fis-pod:0.1

395402409451 . dkr.

aws-fis-pod:0.1

263175118295.dkr.

aws-fis-pod:0.1

065825543785 .dkr.

aws-fis-pod:0.1

767113787785 .dkr.

fis-pod:0.1

246533647532 .dkr.

aws-fis-pod:0.1

246529956514 .dkr.

aws-fis-pod:0.1

ecr.

ecr.

ecr

ecr.

ecr

ecr.

ecr

ecr.

ecr

ecr.

ecr

eu-central-1.amazonaws.com/

eu-west-1.amazonaws.com/aws-

.eu-west-2.amazonaws.com/aws-

eu-south-1.amazonaws.com/

.eu-west-3.amazonaws.com/aws-

eu-south-2.amazonaws.com/

.eu-north-1.amazonaws.com/

me-south-1.amazonaws.com/

.sa-east-l.amazonaws.com/aws-

us-gov-east-1.amazonaws.com/

.us-gov-west-1.amazonaws.com/

LA & the section called “aws:eks:pod-network-latency” R #EH) SEI6 E Hx R 6l o

KB R RA
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{
"description": "Add latency and jitter to the network interface for the target EKS
Pods",
"targets": {
"myPods": {
"resourceType": "aws:eks:pod",
"parameters": {
"clusterIdentifier": "mycluster",
"namespace": "default",
"selectorType": "labelSelector",
"selectorValue": "mylabel=mytarget"
1,
"selectionMode": "COUNT(3)"
}
.
"actions": {
"EksPod-latency": {
"actionId": "aws:eks:pod-network-latency",
"description": "Add latency",
"parameters": {
"kubernetesServiceAccount": "myserviceaccount",
"duration": "PT5M",
"delayMilliseconds": "200",
"jitterMilliseconds": "10",
"sources": "0.0.0.0/0"
1,
"targets": {
"Pods": "myPods"
}
}
.
"stopConditions": [
{
"source": "none",
}
1,
"roleArn": "arn:aws:iam::111122223333:ro0le/fis-experiment-role",
"tags": {
"Name": "EksPodNetworkLatency"
}
}
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£ AWS FIS aws: lambda: B#ig4E

{RE]LABEA aws: lambda: function BETER B AR E AR, AWS Lambda

XLERIEFF AWS FIS FEEY B EAEIR. EF M aws: lambda: function 14 , BEERYT BIER
— NEKMINEER Lambda %k , HEE Amazon S3 F#EBLAENT E2BE#HTEE. AWSFIS

WMARZITEL aws: lambda: f unction 9 B #5889 AWS FIS SRI& RS , MIERY Lambda B # 4 iREL A AWS
FIS mazon S3 BLE , HFHHEIRFIAFEEAIEEN Amazon S3LE , T TEM R

I LD
/)

Read config

Write config ( ,.? » )
Heartbeat H

Lambda 53 Bucket Fault Injection Service
Function Configuration Storage

E S

B

+ the section called “aws:lambda:invocation-add-delay”

* the section called “aws:lambda:invocation-error”

+ the section called “aws:lambda:invocation-http-integration-response”

PR 75

+ L AWS FIS ambda § BT RESFER MBI R —R2FEH, BEEEHIEMRSE , L AWSFIS
ambda ¥ Bt&l#REE, EXEZEER , HFSHAWS Lambda AFIERE®H Lambda B T
BRI

FTRZM

E6EH AWS FIS Lambda B2 8 , FEAREBETHUAT —AHES

o EBRITRIFFBRE A X612 Amazon S3 i — B LAEHE A Amazon S3 FEEHTZAE
B, AEZMNAWS IKF 2B HEZEME, ER , SN EEEHL4AEEMNFZEE AWS X,
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https://docs.aws.amazon.com/lambda/latest/dg/configuration-response-streaming.html
https://docs.aws.amazon.com/lambda/latest/dg/configuration-response-streaming.html
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- B2 IAM KEELUEF Lambda B3 Amazon S3 M BHVIREUN R — EA T ERF | my-
config-distribution-bucket&# N EE LEBIZEMN Amazon S3 FHEAFisConfigs AR
LIRS EMEFAK Amazon S3 126 18 U R B o

JSON

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowListingConfiglLocation",
"Effect": "Allow",
"Action": ["s3:ListBucket"],
"Resource": ["arn:aws:s3:::my-config-distribution-bucket"],
"Condition": {
"StringLike": {
"s3:prefix": ["FisConfigs/*"]
}
}
}I
{
"Sid": "AllowReadingObjectFromConfiglLocation",
"Effect": "Allow",
"Action": "s3:GetObject",
"Resource": ["arn:aws:s3:::my-config-distribution-bucket/FisConfigs/
*1]
}
]
}

- BIE IAM KBS LR F AWS FIS SER 3T Amazon S3 N B AR — U TERS |, my-
config-distribution-bucketfEMR&E LEOIZEH Amazon S3 FHEMAIFisConfigs & FRE
REEFERAK Amazon S3 F#ERE P 4R B HREIR,

JSON

{
"Version": "2012-10-17",
"Statement": [

{
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"Sid": "AllowFisToWriteAndDeleteFaultConfigurations",
"Effect": "Allow",
"Action": [
"s3:PutObject"”,
"s3:DeleteObject"
]I

"Resource": "arn:aws:s3:::my-config-distribution-bucket/FisConfigs/*"

"Sid": "AllowFisToInspectLambdaFunctions",
"Effect": "Allow",
"Action": [

"lambda:GetFunction"

1,

"Resource": "*"

"Sid": "AllowFisToDoTagLookups",
"Effect": "Allow",
"Action": [

"tag:GetResources"

1,

"Resource": "*"

BtiE Lambda BE#K

N TFEZEHNE Lambda B, FREBUT SRIRE

1. [T LEEEIZMN Amazon S3 EERY R K EEHF MNE Lambda B,

2. FAWSFISYEBENREMMNBEKE L, BEXZBEENEZELR ARNs |, EZHER T Lambda
B AWS FIS ¥ B8 7] AR A,

3. flam , FAWS_FIS_CONFIGURATION_LOCATIONZEZiIZE N Amazon S3 Bt & XX
ARN, arn:aws:s3:::my-config-distribution-bucket/FisConfigs/

4. f§ AWS_LAMBDA_EXEC_WRAPPER ZEi&E N /opt/aws-fis/bootstrap.

Bt & Lambda %K 111



AWS HEEABRS RAriEmE

FCiESE AWS FIS 38

EEBTREZE , BRERSREELRFZETEIEN Amazon S3 BEAMRRREEH MERFER AWS
FIS Lambda REHISSB A EH . BXRUTRE AWS FIS XRNESFELE , BFSHEE AWS FIS 55
BAEAR.

&%

AWS FIS Lambda ¥ BEEF M BEBE S| A H CloudWatch EABE, TJLAE
FAWS_FIS_LOG_LEVELZEREHEICRK, XIFMNESFINFO, WARNFERROR, BERFLAN &M
Lambda BN ELER B EERXE A,

LT R XA BERA

2024-08-09T18:51:38.599984Z INFO AWS FIS EXTENSION - extension enabled 1.0.1

{
"timestamp": "2024-10-08T17:15:36.9539057",
"level": "INFO",
"fields": {
"message": "AWS FIS EXTENSION - adding 5000 milliseconds of latency to function
invocation",
"requestId":"0608bf70-908f-4al1l7-bbfe-3782cd783d8b"
}
}

K HH BET LS Amazon CloudWatch $g#riEik s — i EA , LER B E ISR, BXERBIERY
MWEZEER , 5SS Amazon Logs AP BRI FERAMBIESRM4M CloudWatch BHESHBIE SR,

£ CloudWatch R AR IEFRE T (EMF)

B LB NEEIREN |, ¥ AWS FIS Lambda ¥ BE &N 4 & EMF H

&o AWS_FIS_EXTENSION_METRICS allBiAERT , M EBREFA AKX HH EMF B

&, AWS_FIS_EXTENSION_METRICSZRIAN . noneEMF BE % TE CloudWatch 2 #|&aws-fis-
extension namespace.L,

Faws-fis-extensionWmBZEEAF , BULUEREERKRPI RNELIER, UTRHIERT aws-
fis-extension®s & Z2 (A Ay — 7] A 15%F.

EiESE AWS FIS & 112


https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/MonitoringLogData.html
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Apply time range (=]

1.98 .
1.01 o
I
13:20 13:21 15:22 13:23 135:24 'IEII-211 325 | 1326 13:27
2024-10-21 13:25 Local
1. O ActiveFaultsRead 191780821918 L\
‘ Add math ¥ ‘ ‘ Add quet 2. O ErrorsReadingConfigurations 0.08219178082 £\
3. O ConflictingFauli=Read 0.02054T94521 J’:,'?-
Browse Multi source query ) UnracognizedFaultsRead o A source
- 5. () ExpiredFaultsRead 0o 4
‘ Add dynamic label * ‘ Info ‘ Average ¥ H 1 minute v H Clear graph
] Label Details
[ | LambdaBetaHelloWorld ActiveFaultsRead aws-fis-extension « /
B LambdaBetaHelloWorld UnrecognizedFaultsRead # aws-fis-extension - |
[ | LambdaBetaHelloWorld ConflictingFaultsRead ,# aws-fis-extension « (
| LambdaBetaHelloWorld ErrorsReadingConfigurations aws-fis-extension |
[ | LambdaBetaHelloWorld ExpiredFaultsRead ,# aws-fis-extension « |
e hY E
=R EE

ATRMTHXWMA AWS FIS £/ Lambda BB HRAFINESER.

FA

- THERERE

THRARM

THRERBDL

W5 BROEE ST SnapStart

PR IR E BN HREEEIM

£ Lambda 21708% API REBBEZ N E
AWS FIS 5RSETN—EFEA

BRER
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« AWS FIS Lambda BT E

THRRE

RATEESEEE , EHEFREMAAERAZH , 28 K% 60 W LEAHH, XEF R Lambda § RE
ERXRBRTHENBRIORABREFE. BB IREAWS_FIS_SLOW_POLL_INTERVAL_SECONDSHf
iﬁ@"a%(?ﬁi}d] 60 ¥ ) RiARRAER. B8E 6 RAmEREs , 1EIA5<11“£ £7 4 B K S22 0 1 B

o BUREE LIRS EEARER , 2B KE 20 WNEHH, XRANEXRETHAE , FERE
r%ﬂ’g#'ei’ewﬁ$ﬁm

TR

BRI ERERZMREREMMER Lambda B, MRRERITE , NREAPMEERE,
W, B LERER IR Z BN EEER . MRFFA MR EFRNVRENA TR - MR, MR
SNATT A B & ERRE,

TRERTHEMIEFRIIEE | aws: lambda: invocation-error 1 aws: lambda: , E&, invocation-
http-integration-response&#J , aws: lambda: invocation-error £ 11: 38 EHH=1T 2 9%, A

J& , aws: lambda: invocation-http-integration-response Zi# M 11:39 714 , BEEEIE—MRIELERE
11:40 T EM. A TRIFXERIEA , aws: lambda: invocation-http-integration-response A& 1£ J& & B
B 11:41 &3,

Error (% affected) Response code (% affected)

Start action 2 End action 2 Start action 2 End action 2

[ Start actio End a . Start act
100 1 ; _‘f“ : : — x86 100 1 !

— Xx86
75 1 75 1
50 4 50

251 251

11:37 11:38 11:39 11:40 11:41 11:42 11:43 11:44 11:45 11:37 11:38 11:39 11:40 11:41 11:42 11:43 11:44 11:45

At oy
100 A — arm 100 A — arm
75 4 75 4
50 1 50 1
254 254
11:37 11:38 11:39 11:40 11:41 11:42 11:43 11:44 11:45 11:37 11:38 11:39 11:40 11:41 11:42 11:43 11:44 11:45
date date

TEERAED L

AWS Fault Injection Service Lambda 2/EEF a ws: lambda: function B#% , iZ B #r A F %
— NS NEB. AWS Lambda ARNsfEAIX L ARNs , AWS Fault Injection Service Lambda
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AWS A RS s
BRETUESRAMAFE Lambda BRBESEALEIR. BT RAFFEREAT —NER5 A

B, BMNREBATFERIEE—NMENT 02 100 2B invocationPercentages ., #H
ZinvocationPercentageZ¥ , BIFHEA B 2 LLET 100% , b AT ABRIBIERH KRB,

HY 457K F E BT SnapStart

AWS Lambda BNE3EI B 241217 , SnapStart 5 AN R KL E A Al s S S B N6 )
JEAWS_FIS_SLOW_POLL_INTERVAL_SECONDSH FFIAZE — 1 fEEE. X=RE A Lambda
SnapStart fFEAEMNRBEN S MITHEN BRI HRBIGHTFH. X F AWS Fault Injection
Service Lambda ¥ & , EHRFRWME , HERTHENBILN IS NHBEERE, BX Lambda
MEZ{E R SnapStart , FS R A F#8R SnapStartF A Lambda RS B3N 1485, AWS Lambda

RETFEHBNEHRERED

MREH Lambda EBUETI A2 TF 70 EVN R AFERE MR ALBRIEEESXBATEE
REBEREE, MBZEBRTLEET , HlUE 15 28317 —R , IREFKETLETRK. HAERE
HERBAILLITER , BIREAWS_FIS_POLL_MAX_WAIT_MILLISECONDSZ ¥k, ERBzhi%Thee 2wl , ¥

EEFNSIREENN LREFAETRNM K, EEE , XFEMITREKNSEME , ASBEL
AR BSNER

£/ Lambda =178t API REBEZ /N B
Lambda ¥ B AWS Lambda 2178 APl REERKAAZRETH 2 E#HTES, cBIO
AWS Lambda iz 1782 FF Runtime API B9 H £AWS_LAMBDA_RUNTIME_APIZEFNHHEHMNER

Sy A=R: 08

TERERTER Lambda 176 APl REHNENT BHNEE :
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https://docs.aws.amazon.com/lambda/latest/dg/snapstart.html
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m Lambda Execution Environment {AWS Managed)

Lambda runtime API

Polling for work at: original value of AWS_LAMBDA_RUNTIME_AFPI

m FIS extension using runtime API proxy

FI5 Extension - Lambda runtime APl proxy

Paolling for work at AWS_LAMBDA_RUNTIME_AFPI
m Lambda Runtime (AWS Managed)

Function
Library code (layers)

FIS Extension code (layers)

E{F A AWS Lambda Runtime API X IB#E X5 AWS FIS Lambda F EEHM BE—REH , KEE
FREENS|SHAFRIELEERFR, LAWS FIS ambda ¥ BIESUTIMETE

« AWS_FIS_PROXY_RUNTIME_API ENDPOINT-31127.0.0.1:98763% < AWS Lambda
Z1TE APl B9Z 3 IP FTEsim AR —NERFE, XAER S —MEWFRH
{EAWS_LAMBDA_RUNTIME_APISi{uE.

« AWS_FIS PROXY_LISTENER_PORT-EHi—MNwOS , BMIANERT , AWSFIS ¥V BREFNEZIEO
SR BECHREL00,

BEEXEIRE , B LER Lambda Runtime APl ACEIZFH N TEMIRFF AWS FIS RS E MY &
B EERE R

BRER 116
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m Lambda Execution Environment (AWS Managed)

‘ Lambda runtime API

Polling for work at: AWS_FIS_PROXY_RUNTIME_API_ENDPOINT == original value of AWS_LAMBDA_RUNTIME_API

m FIS extension using runtime AP proxy

| FIS extension - Lambda runtime API proxy ‘

Ly
Polling for work at: AWS_FIS_PROXY_LISTENER_PORT

m Other extension using runtime API [proxy

’ Other extension - Lambda runtime API proxy ‘
i i
Polling for work at: AWS_LAMBDA_RUNTIME_API
|
{4 Lambda Runtime (AWS Managed)
Function
Library code (layers)
FIS Extension code (layers)

Other Extension code (layers)

BX AWS Lambda 12178 API REMEZER

m Lambda Execution Environment (AWS Managed|

)

‘ Lambda runtime API ‘

A
Polling for work at: original value of AWS_LAMBDA_RUNTIME_API

m FIS extension using runtime AP proxy

Other extension - Lambda runtime API proxy

A
Polling for work at: AWS_FIS_PROXY_RUNTIME_API_ENDPOINT == Other extension proxy

m Other extension using runtime API

proxy

| FIS extension - Lambda runtime API proxy

Polling for work at: AWS_LAMBDA_RUNTIME,

AP| == AWS_FIS_PROXY_LISTENER_PORT

[ Lambda Runtime (AWS Managed)

Function

Library code (layers)

FIS Extension code (layers)

Other Extension code (layers)

FSHAAFEEPREREITR AP KEY R85

AWS Lambda iz{TR 22 M AR FE A Lambda IZ1TH APl #1TBE X JE1TEf. AWS Lambda

AWS FIS 5ER &7 — 2 A

X F 5 2 AWS_LAMBDA_RUNTIME_APIMNEZ EMN B IFEBRH AWS Lambda BIE |, BRI LUIRER L
T AWS FIS Lambda ¥ EBIT SREHNBRF/EBRTP -

1. BEENFREIRYT ENEEN ARN, BXNMAER ARN WEZEE | 55, BE Lambda &

#

2. f#MA AWS Command Line Interface (CLI) ERBX¥ BHF4H{E S aws lambda get-layer-
version-by-arn --arn fis-extension-arn., MEHFEE—NMEEWMZLH URL
MLocationF& , BAIUMNPR FISTBE TEHH ZIP X

3. FyENHNBRMMESZE Docker XHREH /opt. L TRET NodedS Lambda 21T HY

Dockerfile Rl :

# extension installation #

FROM amazon/aws-lambda-nodejs:12 AS builder

COPY extension.zip extension.zip

BRER
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https://aws.amazon.com/blogs/compute/enhancing-runtime-security-and-governance-with-the-aws-lambda-runtime-api-proxy-extension/
https://aws.amazon.com/blogs/compute/enhancing-runtime-security-and-governance-with-the-aws-lambda-runtime-api-proxy-extension/
https://docs.aws.amazon.com/lambda/latest/dg/runtimes-api.html
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RUN yum install -y unzip

RUN mkdir -p /opt

RUN unzip extension.zip -d /opt

RUN rm -f extension.zip

FROM amazon/aws-lambda-nodejs:12
WORKDIR /opt

COPY --from=builder /opt .

# extension installation finished #
# 1S example. Modify as required by your runtime
WORKDIR ${LAMBDA_TASK_ROOT}

COPY index.js package.json .

RUN npm install

CMD [ "index.handler" ]

BEXARBEGNESEELR , ESHAWS Lambda AFIERH W E AR SEEG 012 Lambda B3,

AWS FIS Lambda BT E
LU 2 AWS FIS Lambda  BMRETEF R

« AWS_FIS_CONFIGURATION_LOCATION-#EIN, BEAENBERENME AWS FIS |, ¥ RRE
FREMSERBNME, XENEMNFEA Amazon S3 ARN B3 , BIEE#BEMNBR, W
arn:aws:s3:::my-fis-config-bucket/FisConfigs/.

« AWS_LAMBDA_EXEC_WRAPPER-#1EXl, A THELE Lambd AWS FIS a # B#Y AWS Lambda ‘&z
AWUE, RFHERENTBPEEM/opt/aws-fis/bootstrapi,

« AWS_FIS_LOG_LEVEL-®i&, Lambd AWS FIS a F BEEEFAHAKEEN BER. ZFNE
B INFO. WARNFIERROR, WIRAKIRE , Ml AWS FIS ¥ B & FEIARINFO,

« AWS_FIS_EXTENSION_METRICS-A[i%, AIEERY{EN all F none, MRRENT EBHall , NIFF
ETH A H EMF $8#5. aws-fis-extension namespace

« AWS_FIS_SLOW_POLL_INTERVAL_SECONDS-fi%, MIREBRE , NFHGET BREFTEAMEHRZE
FRYERERAMIGEENENEERABE (AR REN ) . BRIAMER 60,

« AWS_FIS_PROXY_RUNTIME_API_ENDPOINT-i%, fIRiRE T NIFEEHN
{EAWS_LAMBDA_RUNTIME_APILAZE X AWS FIS ¥ B 5 AWS Lambda =178 API
REMNE , UEFHEEAA, fl0, L IP: %0, 127.0.0.1:900068x<F 25
BAWS_LAMBDA_RUNTIME_API , BZFRAFEET N Lambda =176 APl AT EHENIETT
Bfo AWS Lambda

« AWS_FIS_PROXY_LISTENER_PORT-Hi%, %X AWS FIS Lambda ¥ B2 AWS Lambda 1= 1TA}
APl REM®O , ZREAHEMT BRSTHNER. BIAMEN 9100,
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« AWS_FIS_POLL_MAX_WAIT_MILLISECONDS-m[i%, MREERNIIEZE 6K NLTEENTT EBERF
EREHERENTARBAESTHZHESFETHRSRATENED . BRIAMER 0,

FEAT Lambda B9 AWS FIS ¥ B2 FH A A2~

AW ZEEFXR AWS FIS Lambda ¥ BRIRAEMER. ¥ BX#EFH x86-64 M ARM64 (Graviton2) £ &
Fr A8 Lambda B, &Y Lambda BREUAELE N EHAE Y EEE AWS Xig U E MW 4FET &2 &
BEZ (ARN), BV ETHEHESE AWS XiF # ARN #15,

EFB

« AWS FIS Lambda ¥ & iR 4~ 1% BA

« Lambda ¥ BEFi5EI1IE™ ARNs

AWS FIS Lambda ¥ & kiR Z< 1% B3

T&RME T AWS FIS Lambda ¥ & B & #7hi 4 Fi 4 #Y B8 2%

IS HEH B #x

1.0.0 2024-10-29 DILSTEN

Lambda ¥ BREF 15 RI#EE ARNs

EEARHEERLIHASHAWS XE 281 , BN AWS K NP BAELE-—ISH. ERALH
W, BERESBEET RN LA SH,

EH AT ER

1. FTFF AWS Systems Manager & && , Pt 7 https://console.aws.amazon.com/systems-

manager/o
2. ESMMBEIEH , %F Parameter Store.

3. 1% Public parameters (A EZH) kM,
4. %1% Select a service (EFERS) TR FE, NTHRLETHAIEFEFLs,

5. (Wi ) BEEEREFRMAESFER , FELSEERERNSH., X T arm64 24 , BIH A “arm 64”
RIEES . 3T x86_64 28K , BT A “x86_64" KIFIES .
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AWS #EE AR il
6. ERBFEANLBSH.
7. NS BIEMEEFIRE ARN E. S5 ARN LA TFEBHR Lambda B LB ERT E.

AWS CLI 5 RI#R -
SSM Z# A
LT SSM 2B EMER T TR R :

1. arm64 : /aws/service/fis/lambda-extension/AWS-FIS-extension-arm64/1.x.Xx

2. x86_64 : /aws/service/fis/lambda-extension/AWS-FIS-extension-x86_64/1.x.x

AWS CLI s 5=

ERZEY B ARNs |, i5EHALT AWS CLI S 5#= , & ParameterN ame 2N EH , KB
¥R AWS Xig

aws ssm get-parameter --name parameterName --region region

IR

aws ssm get-parameter --name /aws/service/fis/lambda-extension/AWS-FIS-extension-
x86_64/1.x.x --region ap-southeast-2

e B2 4% =X

ZaPRE—NEESHIFMAEEN JSON TR , M TR, Lambda EA ARN E2ESHETIR
WEFES, E4 ARN LATFEBI Lambda BB LB EET R,

"Parameter":
{

"Name": "/aws/service/fis/lambda-extension/AWS-FIS-extension-
x86_64/1.x.x",

"Type": "String",

"Value": "arn:aws:lambda:ap-southeast-2:211125361907:1layer:aws-fis-
extension-x86_64:9",

"Version": 1,
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"LastModifiedDate": "2025-01-02T15:13:54.465000-05:00",

"ARN": "arn:aws:ssm:ap-southeast-2::parameter/aws/service/fis/lambda-
extension/AWS-FIS-extension-x86_64/1.x.x",
"DataType": "text"

}

RIETIA

A 2R BRI (1aC) WERNEE Lambda BEAT , URESXRRXELN ST, XM G EFE
THEAKHIERAE ARN £ 81 Lambda BB , MARFHEMNRB , MARY B AWS FIS /= ARN
—ERBN  WRBEFHERRB. UTHERTTOAEHAER laC FERRAASHK

« £ AWS SDK JREV/AH S
- £/ AWS CDK M P AWS Systems Manager arameter Store JREVAH S
« fEH Terraform JREVAH S

AWS FIS Lambda ¥~ & iR 4 121
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AWS HEEABRS RAriEmE

BIE AWS FIS LR R R

IERLAER AWS FIS Z#Hl 8RB TITOBMEEXNKRER, XRERTEXRYPRABEEERRLE
TH—IHZTURE. HPEESHEILEXBBRNFLZSA. BRAXBRERAHNESER , BSHE
WERA M, ERUERSIEZNXBRIREITRE,

5

- BIESHER

- EEXBER

- FASSREREK B AR
- BEERITFHEE

- EFEBER

.« RIEERER

o MERSEIAEAR

« AWS FIS LR E R =5

I SK IR
T2 B, AU TAES :

< HRIKE,

« Bl IAM BERET AWS FIS REAREMTIRENNR, BXEZELR , BSH EAT
AWS FIS SR/ IAM BB,

« BRETLGE AWS FIS, BXEZER , FSH AWS FIS KB RHI,

EF 2S5 0 2K ER

1. 3TF AWS FIS ##|& , Mithttps://console.aws.amazon.com/fis/ A o
2. ESMERP | ERIBER.

3. ERVEIBER,

4. WFLH1, BEERFAGE , BRITUTERE

a. TERERNMEBMA  wmABERNER , fliAmazon S3 Network Disrupt
Connectivity,

BIERBER 122
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AWS HEEsE AR g
b. (Wit )XTFTKFEM , FEFEZ MK LEE S KS XRER,
c. BET—F, K6 AREALRK?2, BEEREMBEIR,

5. NWTHRME , MEREE-ARE. XTEIRE  EEFNBEEATRATESR

- WTEH, MAREBN.
R ERAFRRFZFZRN. EFZF () MTHL ). BMBAUFRIFL, FAFEAZERE, EIR
R MRIEE MR LIRME—H,

o (FE ) TR mARERLR. FAKER 512 M FER.

e (FIE)RNF2EHFE , EFRMERPFENN S —ITURE , EXMELTIREFBIITR. &
N |, FEFF AR AT AT IR 4E,

o WFRMERR | EE AWS FIS #B#4E,

« WFBEH , EBREBEEHFRBL,HPELNEIR. MBEERNLEBEENLBR, AWSFIS £1&
B2 — N E B ¥R

« NTRESH , IBEERESHK., VY AWSFIS BEEESHE , T2E RIS,

- ERRE

6. XWTFBH , EXHITHBRERENBHRER. BXMBEEDL—NER ID REFRFZERN B IR,
R RBRESE AWSFIS ELE—SHhAZQENER , FEERRMEIR,. IENERRITUTER
1E -

s WNFEM , mABRBEN.
RFFERAFERFEFR. EFF () MTIE () BMBIUFEFL, TAFFERAZEZRE. EIR
FHENBRBNE LN —],
s WFHRREH  EEBREIFNRRER,
s WFBHEE, MITUTRIEZ—
o EBHR , IDsARBFEFEIRMEIR IDs,
o EBRBRFERE, BESKGENSEH , ARANFENRIMBEERSZYE, BXEZEE , BSH
the section called “¥r1iR B R RIR o
o WFERESR | ERITE , WIEEHEM SR BFRNITERE , EERE oL, WERBBFR
HIEE B D ETERE, BIAXFIE S1R5I B R ITRE,
. EERREF
7. EFERZAEBRNEBENRENERE  BERETHRILERE  &ERE , AREFHEIR. BAUHNZ
T fE A ) B #R.
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8. (Wit )XWFREEI , BERBEEHRDSHRESNITAH,

9. EBT—SHALEI, BERSHENER,

10. FREFRNER , EBEATE IAM A6 | RARIEREIRBAKELREZHEPFHRCIZER IAM
AR, MAERIAE BRIIEETEGVENEERR, BXEZEER , 155 the section
called “SRR A",

1. (XBRZEKFAER ) W TFERKFEE , BASNERKFPRNAE ARN M EER, EL
& ARNsTH CSV X ERKF AR | 5i%E ARNs IFTEEHRKF L&A | REERIE
B.CSV

12. ERT—SHALE 4, BREARIRE.,

13. (Wit ) N FELERG | ENFELEEEFEE Amazon CloudWatch i, BEXEZEER | 2R
AWS FIS W15 1IE &4,

14, (Tk)XNTFAE , BRBEEMNIEN, EM S3 EEBAEZERE |, HiEEXAE Amazon S3 174#
B, ARRAEEBEHMNET R, EBENFEEXIEE CloudWatch BE , Bi%#E %% F CloudWatch
BEH@mABEE,

15. (Wit ) N TFHE , REBERFNFRE  RAEEBENIBIARSE, EANNRINNATERE
R, MARNATERALEREITHER,

16. &R “T—H" #ASERS5 , “EFHCE,

17. EEERHEBRVNEZRER, HIBTERIASR |, iAcreate , RAFIERVESREIR,

£/ CLI tI2XKEHR

£/ create-experiment-template %

&R LAM JSON LA gl SR AR AR

/A --cli-input-json .
aws fis create-experiment-template --cli-input-json fileb://<path-to-json-file>

BEXEZEELR |, {52 AWS Command Line Interface AP IEMPHAER CLI B4R ER, BXERR
Bl , ESE AWS FIS LI 2 M R 5o

EEXRER

B EE EC O ENSSRER
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/fis/create-experiment-template.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-usage-skeleton.html

AWS HEEABRS RAriEmE

EREH A EEXBER

1. 3TFF AWS FIS #£#l& , Mithttps://console.aws.amazon.com/fis/H o
ESMERP | EETHER,

DEERXBEEBRNER , BIEFEZERENR ID.

BRI N EFAEE R ETRRBERNEF &4,
EEEXREROERE | FEERE

EEEXRERGELF , HEEBR.

EEEXREROFRE | BEEFZ,

N o o bk~ w b

£/ CLI EFXKER

& Alist-experiment-templatesip TIREVE W AER S * , RS Zget-experiment-templateis T IRENE
K EXRERNER.

5 PSR AR 2 P B AR T

HEFFRSRE Bl , WA AR B RTAR , LURIERE SR SRREREE N AT R RN BAR. FFIASEER
KB EEN BN R RAIRSEMEFNRERE , RARRAIESHKEIMER, EHRURF, £KE
PRIER , TP KRB 2B AR R IE,

(® Note
AR ERTEE , FATRIEEREEAX R FRIURERFENNR,

EREH & B3 B RTR

1. 3TFF AWS FIS #4lA , Mithttps://console.aws.amazon.com/fis/H o
ESMBEKT | EEZREIR,
EEEXRERVER , HEEBR,

ERIUFRBERVEFRR , TEBRERAK . BITRKRA , LEFTREHEESEHIZRFHE R
EREE

w0 N
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https://console.aws.amazon.com/fis/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/fis/list-experiment-templates.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/fis/get-experiment-template.html
https://console.aws.amazon.com/fis/
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£/ CLI B3 BHrfN

BITLLF start-experiment i85, HRAESRNIEESWE,

aws fis start-experiment \
--experiment-options actionsMode=skip-all \
--experiment-template-id EXTxxxxxxxxx

BN R AR
5T AR SR A0 SR BEARTT 1A K0

ket , DB NEERREIBREFREATHARRE, it , F£3K50 8B X R AR 1T H E#
FHERT 2R MEESITHIER,

ST XK , AWSFIS 2RAREEE—INERSHEAXNAG, BXEZER , FSH H AWS &
FEARSEARSHEXAE,

FraRB/E , RABENEFLEXE, BXEZER , H5H FLXE,

EREFISTFRIE

1. 3TF AWS FIS ##|& , Mithttps://console.aws.amazon.com/fis/ A o

2. ESMERP | ERIBER.

3. ERXKENR , AREFRFTHRIK,

4. (AR ) EAXZRFINFE , FEBRINFIHE , AW ARERAIREE,
5. BABFHIR, YRFRREWIAN , WA start , REEBRFHIE,

£/ CLI FFIRE%

1Z1T start-experiment 855

BTSRRI

BULEFRNEXRER. EHRKXRERE , FTE E R 2 R0 IEEER L ERE TR EMSKE,

e R & EH KRB

1. $TF AWS FIS ##|& , Mithttps://console.aws.amazon.com/fis/ A o

B AR AR5 126


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/fis/start-experiment.html
https://console.aws.amazon.com/fis/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/fis/start-experiment.html
https://console.aws.amazon.com/fis/

AWS HiFESE A BRSS FF- 15T
2. HESMBERKT , EFEIXRER,

3. EEIEER , AEMNERBRENEHMRELER.

4. BEFEEHERFAEE K AREZEEFTELER,

A CLI EFERENR

£/ update-experiment-template &5

FRic SRR R

BAILUS B MRS N A TSRS |, AEFTEE, SR USSEET/REMN IAM E/E | 24I%ds0

1R A 89 177 R A BR o
£ A H AR IS KB ER

1. $TFF AWS FIS #5|& , Mithttps://console.aws.amazon.com/fis/ A o
2. ESMERP | ERIBER,.

3. ERXBER , ARRANERRENEERL,

4. ERMFHFRL | BEFNFHRE , AREEENE

EMERIRE | EIE IR,
5. &R
£/ CLI $ric3kREMR

PPN
T o

1= 1T tag-resource #p

] B S 362 45 Al

BRI LARIBR T B EANSSRER, WREFT2ZREEEALERZTHEMRK, SRSMEET,

BIZERFEL, ENEHENIRRE L , TEEREM RN XRER,
15 42 & B BR K B A8 AR

1. 3TF AWS FIS ##|& , Mithttps://console.aws.amazon.com/fis/ A o
2. ESMBERTP , EEXBRER.
3. EEIRENR , RBEAOERREFMBRSER

FRZSRR R AR
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/fis/update-experiment-template.html
https://console.aws.amazon.com/fis/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/fis/tag-resource.html
https://console.aws.amazon.com/fis/
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4. HERJRTEHEINR , BA delete , R EREMRELER.

£/ CLI M BRSRILAE AR

{5/ delete-experiment-template &5

AWS FIS R 1&E AR 7= 51

WMREFEH AWS FIS APl i@ 1T TER GBS ENR , N T LA JavaScript R K RE (JSON) 1
EER, BXIRERAGNEZER |, 55 AWS FIS L EREA 4,

EFEAHP - NROIERAGESRR |, HFERTE JSON X4 ( flaimy-template.json) , g
MitalicsHGNURFEBRNEBECHE , ARE 1T Tcreate-experiment-template @i o

aws fis create-experiment-template --cli-input-json file://my-template.json

B AR R B

- RIFTEEFE L EC2 L4

- FLIEEHEN EC2 L4

o BITABERN AWS FIS SSM 34

« BITHENXH BaLIEITFM

- RilxEHF B4R IAM BEE EC2 KR API R1E

+ Xt Kubernetes EEF A4 ( pod ) CPU B 1T E s

BIEI IR 2R1F 1L EC2 L4

TR ROIERIEE VPC FRVEEMRSF ILIEE XEH AT A IEEZ1TH Amazon EC2 X6, Fo#fE
ERXH

"tags": {

"Name": "StopEC2InstancesWithFilters"
I
"description": "Stop and restart all instances in us-east-1b with the tag env=prod

in the specified VPC",

"targets": {

"myInstances": {

"resourceType": "aws:ec2:instance",
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"resourceTags": {

"env": "prod"
},
"filters": [
{
"path": "Placement.AvailabilityZone",
"values": ["us-east-1b"]
.
{
"path": "State.Name",
"values": ["running"]
.
{
"path": "VpcId",
"values": [ "vpc-aabbccl11223344556"]
}
1,

"selectionMode": "ALL"

I
"actions": {
"StopInstances": {
"actionId": "aws:ec2:stop-instances",
"description": "stop the instances",
"parameters": {
"startInstancesAfterDuration": "PT2M"

},
"targets": {
"Instances": "myInstances"
}
}
I
"stopConditions": [
{
"source": "aws:cloudwatch:alarm",
"value": "arn:aws:cloudwatch:us-east-1:111122223333:alarm:alarm-name"
}
1,

"roleArn": "arn:aws:iam::111122223333:role/role-name"
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FIEEEHEN EC2 KAl
AT ROIEREEREMIESIEA, AWS FIS SR BBIAE LW BERA. 724 EEREH,

{
"tags": {
"Name": "StopEC2InstancesByCount"
.
"description": "Stop and restart three instances with the specified tag",
"targets": {
"myInstances": {
"resourceType": "aws:ec2:instance",
"resourceTags": {
"env": "prod"
1,
"selectionMode": "COUNT(3)"
}
.
"actions": {
"StopInstances": {
"actionId": "aws:ec2:stop-instances",
"description": "stop the instances",
"parameters": {
"startInstancesAfterDuration": "PT2M"
1,
"targets": {
"Instances": "myInstances"
}
}
.
"stopConditions": [
{
"source": "aws:cloudwatch:alarm",
"value": "arn:aws:cloudwatch:us-east-1:111122223333:alarm:alarm-name"
}
1,
"roleArn": "arn:aws:iam::111122223333:ro0le/role-name"
}

BT Bl ER AWS FIS SSM XY

LT ROIERTE EH AWS FIS SSM X #4-CPU-stress fE35E EC2 324 £i=4T CPU #EE A 60
. AWSFIS-Run AWS FIS JI3EW 1T 7 #2050 Y WM o
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{
"tags": {
"Name": "CPUStress"
},
"description": "Run a CPU fault injection on the specified instance",
"targets": {
"myInstance": {
"resourceType": "aws:ec2:instance",
"resourceArns": ["arn:aws:ec2:us-east-1:111122223333:instance/instance-
id"],
"selectionMode": "ALL"
}
.
"actions": {
"CPUStress": {
"actionId": "aws:ssm:send-command",
"description": "run cpu stress using ssm",
"parameters": {
"duration": "PT2M",
"documentArn": "arn:aws:ssm:us-east-1::document/AWSFIS-Run-CPU-Stress",
"documentParameters": "{\"DurationSeconds\": \"60\",
\"InstallDependencies\": \"True\", \"CPU\": \"O\"}"
.
"targets": {
"Instances": "myInstance"
}
}
},
"stopConditions": [
{
"source": "aws:cloudwatch:alarm",
"value": "arn:aws:cloudwatch:us-east-1:111122223333:alarm:alarm-name"
}
1,
"roleArn": "arn:aws:iam::111122223333:role/role-name"
}

EATTE L RY B 3Lz 1T F i

AT mBIfER Systems Manager AWS-Publish 12t Hi2 T F M@ T % SNS £/ 8
A, SNSNotification & AMEFEIEE SNS T K 1 BHHINR.
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"description": "Publish event through SNS",
"stopConditions": [

{
"source": '"none"
}
1,
"targets": {
.

"actions": {
"sendToSns": {
"actionId": "aws:ssm:start-automation-execution",
"description": "Publish message to SNS",
"parameters": {
"documentArn": "arn:aws:ssm:us-east-1::document/AWS-
PublishSNSNotification",
"documentParameters": "{\"Message\": \"Hello, world\", \"TopicArn\":
\"arn:aws:sns:us-east-1:111122223333:topic-name\"}",

"maxDuration": "PTIM"
},
"targets": {
}
}
},
"roleArn": "arn:aws:iam::111122223333:role/role-name"

BR&IXT EH B 5 IAM AR EC2 KB API &

LT RGIBRE 100% AP AR |, ZERAREBHRENLPEEN IAM AR HN AP BRANREELF
BEER.

(® Note

MREAEENE T Auto Scaling AR A K EC2 354 , B aws: ec2: asg-insufficient-
instance-capacity-error #4E , A Auto Scaling AT EM. BXEZER , HSH
aws:ec2:asg-insufficient-instance-capacity-error,

"tags": {
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"Name": "ThrottleEC2APIActions"

I
"description": "Throttle the specified EC2 API actions on the specified IAM role",
"targets": {
"myRole": {
"resourceType": "aws:iam:role",
"resourceArns": ["arn:aws:iam::111122223333:role/role-name"],
"selectionMode": "ALL"
}
I

"actions": {
"ThrottleAPI": {
"actionId": "aws:fis:inject-api-throttle-error",
"description": "Throttle APIs for 5 minutes",
"parameters": {
"service": "ec2",
"operations": "DescribelInstances,DescribeVolumes",
"percentage": "100",
"duration": "PT2M"

I
"targets": {
"Roles": "myRole"
}
}
},
"stopConditions": [
{
"source": "aws:cloudwatch:alarm",
"value": "arn:aws:cloudwatch:us-east-1:111122223333:alarm:alarm-name"
}
1,

"roleArn": "arn:aws:iam::111122223333:role/role-name"

Xt Kubernetes S8V AR EF4H ( pod ) CPU #1THFE A=

LARRBIER Chaos Mesh X Amazon EKS Kubernetes 8RR 854 ( pod ) CPU #1T— 24P E
ab R

"description": "ChaosMesh StressChaos example",
"targets": {
"Cluster-Target-1": {

3t Kubernetes £8P HIARESA ( pod ) CPU #1TE Hlikt 133
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"resourceType": "aws:eks:cluster",

"resourceArns": [
"arn:aws:eks:arn:aws::111122223333:cluster/cluster-id"

15

"selectionMode": "ALL"

},
"actions": {
"TestCPUStress": {
"actionId": "aws:eks:inject-kubernetes-custom-resource",
"parameters": {
"maxDuration": "PT2M",

"kubernetesApiVersion": "chaos-mesh.org/vlalphal",
"kubernetesKind": "StressChaos",
"kubernetesNamespace": "default",

"kubernetesSpec": "{\"selector\":{\"namespaces\":[\"default\"],
\"labelSelectors\":{\"run\":\"nginx\"3}},\"mode\":\"all\",\"stressors\": {\"cpu\":
{\"workers\":1,\"load\":50}},\"duration\":\"1m\"}"

},
"targets": {
"Cluster": "Cluster-Target-1"
}
}
I
"stopConditions": [{
"source": '"none"
1,
"roleArn": "arn:aws:iam::111122223333:role/role-name",
"tags": {}

LA RBIEEA Litmus X Amazon EKS Kubernetes SEB¥ YA 254H ( pod ) CPU #1T— 28 E DN
iR

{
"description": "Litmus CPU Hog",
"targets": {
"MyCluster": {
"resourceType": "aws:eks:cluster",

"resourceArns": [
"arn:aws:eks:arn:aws::111122223333:cluster/cluster-id"
1,

"selectionMode": "ALL"
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}

iy
"actions": {
"MyAction": {

"actionId": "aws:eks:inject-kubernetes-custom-resource",
"parameters": {
"maxDuration": "PT2M",
"kubernetesApiVersion": "litmuschaos.io/vlalphal",
"kubernetesKind": "ChaosEngine",
"kubernetesNamespace": "litmus",

"kubernetesSpec": "{\"engineState\":\"active\",\"appinfo\":
{\"appns\":\"default\",\"applabel\":\"run=nginx\",\"appkind\":\"deployment\"},
\"chaosServiceAccount\":\"litmus-admin\",\"experiments\":[{\"name\" :\"pod-cpu-hog
\",\"spec\":{\"components\":{\"env\":[{\"name\" :\"TOTAL_CHAOS_DURATION\",\"value\":
\"60\"}, {\"name\" :\"CPU_CORES\",\"value\":\"1\"}, {\"name\" :\"PODS_AFFECTED_PERC\",
\"value\":\"100\"}, {\"name\" :\"CONTAINER_RUNTIME\",\"value\":\"docker\"}, {\"name\":
\"SOCKET_PATH\",\"value\":\"/var/run/docker.sock\"}1},\"probe\":[1}}],\"annotationCheck
\":\"false\"}"

},
"targets": {
"Cluster": "MyCluster"

iy

"stopConditions": [{
"source": "none"

11,

"roleArn": "arn:aws:iam::111122223333:role/role-name",
"tags": {}
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EE/REY AWS FIS 3236

AWS FIS EEBEB X AWS THEABMITHEEALR, B , QIZXRER. AR, ERHLLERTT
R 8

SETHERZ 0, TREH ;
. AR PR IR EIRRIE A

. BB

C RERR | TETRERE. BIm, REIE .
. IBEFHEL,

FEFERE DB REMNER, COTEEFETOERNEZR. B2  STUEAE - ZRER
FHARTER. ST EEHRRER | FITEEE N FERMOER,

g%

. FHaEk

. BEXH

AR

. BUEW

. B EMATN BT

iR X

B AMERSSRERTHRE. BXREZER , H5H BIERTHEER,

&R LAE A Amazon EventBridge , SRR ZHN —AMEFSREHFRES. BXEZER , FZH XL
2 RHEHXE.

R AER LT EE T sER GRS

« EAWSFIS 2#H A EFLNXR. AXRXEZER , HEHR EFXK.

s EXRHEFEHFRRRMVIT D CloudWatch I8FrEEE AWS FIS FRXIEIR, BXEZER | &
28 MM ESEEA CloudWatch,
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- BAXKBALRRER , MEEXRETHHEREXFHAEE. BXEZEER , H5H SR HEIEH,

>

EE LK

2

BANEREAETHNRNEE , WA UEFEEK. EFLEHERMAER,
BRI FORE 120 RIEBEFMIRETK. BEFLERERMEIKE,
EREF A EE B

1. $TF AWS FIS ##l& , Mithttps:/console.aws.amazon.com/fis/H o
2. ESMERF , EEXK,

3. EEXR D, yIFFHAFEENH.

4. PATUT —NHSMNRE

- ERERAGENRS , TEXERES.

« RRREFRTF , TEAXXBRRENEER.

- BEEREDF , THAXIRAFNER.

o EREEHETR |, RIFTFT AL RETE BN 2 PX L RE
£/ CLI EFXK

11T list-experiments A HIRENER TR , HI=E1T get-experiment i HIREVEXBFEZRIE .

KERES

U T A4 T A TRFIRES -

- FAE KR IEFLE,

- EERD  IRIEAERTTHR.

« EHIET : XREHEZSIT.

- BREMK : FTEXRKREEGEIRFTE K.

« EEFL  FLEFHERMRIKIBREFIFL,

- BFL  IAEESITHALENIREFEERFLL,

- BAN : BTREBRAEHIEEFNEREFHIR  KRELKM.

EEXR 137


https://console.aws.amazon.com/fis/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/fis/list-experiments.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/fis/get-experiment.html

AWS HEEABRS RAriEmE

- BEUE TR T R24F , IR EFLBTERT,

BRIERS
BIETT B FIA T ERR -

- FAE  HTFXRMAFHRIBETESREHFH | RFEELFEHLERS.
- EERY : BELEERITH,

- EEET  REEEET,

- BREH : BECIRFIZ K.

- BEUH : EREFHE , SRREFL,

- BB BB IZIRE,

- FHEEFL : BEEEFL,

- BFL  MIAEEETHFLENIRIBHEHLHERFL,

- BAM : HFRRFAERBZTFEBEESIHER , BECLEAM,

PRICEER

RN SR M RARE , UERE, SEFTLUKBETIRER IAM K |, 251X K0T RRR,

R AFRIEER

1. 3TFF AWS FIS #4lA , Mithttps://console.aws.amazon.com/fis/H o
2. ESMBE®KD , EEZRK,

3. EEXR  ARKERBRENETERS,

4. BEFMFHREL , BREBEANFRE  RAEEERMNE,

EIBRIRZ | EEFEMER,
5 EE®RE.
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BT LARERF L EEEITHIRK, FIEREE , IERTERNEERFHBIEIRFELI TR, BTE
REEFILERRE,

EREH A F LXK

$TFF AWS FIS ##lA , Mithttps://console.aws.amazon.com/fis/H o
EEMERSD , EEXR,

EEXR , RAREREFELXR,

EENEES |, EFEEFLEXE,

A
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BRI E BB S REEEXR T ERENTBRNER.

EREFHEESCHENBR

1. 3TFF AWS FIS #£#l& , Mithttps://console.aws.amazon.com/fis/H o
2. ESMERP , EFEXK,

3. EEXR , AREERE

4., ERBRTEBRCHTEFRNEER.

£/ CLI EF C#E B R

# A list-experiment-resolved-targets &%
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AWS HEE A RS HIE

UTHEEERETOAER AWS #EEE ABRS (AWS FIS) SIZFME{TER.

HiE

- R . FA AWS FIS 1= 1k 5 3 15 S5 4

- HiE  £H AWS FIS #ERA| Li=1T CPU E WA
« A : A AWS FIS i < SEB P

- HiE  BRUEESH

- HE  REEHXE

IR . £ AWS FIS F L E 3= K5I

IEATLAE R AWS BUFESE A BRS (AWS FIS) KM & S A2 7 Nl B SR BiZ= I R B 3. BERAARE
EOEXREMNR |, ZERESA AWS FIS aws:ec2:stop-instances BEFIE—NEH] |, REFELE
EZAEH,

FRF M

ERRAHE , FRREEMIFUTESR

- HEENKFFEHIMANE EC2 Kb, BeHXFIE , FHIZT IDs BDEFWIER,

. BIE—/IAM AELE AWS FIS RS EB R REMITaws:ec2:stop-instancesi#fE. BXE
ZEE , B2H EFT AWS FIS XK IAM A,

. WBRETLAHR AWSFIS, BXEZER |, BHSH AWS FIS KRB,

HRR A RERRER

£/ AWS FIS 24| 5 e ZXRER. BUNERRFIEERTRE , 23RIFET=2%, F—1
BRIESFIE AWS FIS BEHLEFRAYE A — N SES, 58 ZTURELF EFIENHRKA,

BIEKRER

1. 3TFF AWS FIS #84lA , Mithttps://console.aws.amazon.com/fis/H o
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2. HESMBERKT , EEXBER,
3. EEBIEKBENR,
4. WNTFHR1, BEEERFABE , BITUATRE

a.

b.

EHEARMEBRD , WABRAER | flilAmazon S3 Network Disrupt

Connectivity,

EE T2, AEBESR 2, BEREMBR.

5. XWTHRME , BHITUTRE

a
b.
C.
d

e.

f.

TR INERE,

WARESBN. HlW, %A stopOneInstance,

3 FERMEXRR | %R aws:ec2:stop-instances,

N F Targ et , iERE AWS FIS RIREIZH B #5o
NTFBRESH  ERENRFRZEG , EE 3 28 (PT3M).
ERERF

6. XIT B, FHITUATRE

a
b.
C.
d

e.

f.

AWS B FIS £ L - B3I RGN B FritiE ‘R,

FERINZEHEBRNEFEERRENEZF. HlW , A oneRandomInstance,

BIPRREBEZ RN aws:ec2:instance.

XtF Target 53% IDs , iFRIR , REEEF MU AZHHH—1N, IDs
NFEFEEN , EFITHR. NTHRERBE , BA 1.

ERRT

7. EBAMBER , REHMITUTERE

a

b.
C.
d.

e.

WMABREM. B, % A bothInstances,

NFRIRER | %1F aws:ec2:instance,

X F Target 53% IDs , EBHER , RAEEEHNNZEFFH—1, IDs
NFEFERX , EEFELE,

ERRITFo

8. BUBRFERD , EBRMEFE, PITUTERE:

a.
b.

FNFEF , mARERM. B0, # A stopBothInstances.,
I FIRERR | #%$F aws:ec2:stop-instances,

SR 1 AIEKBER
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c. WFHEFH , EFRERIMHNE —TIRIE (stopOneInstance),
d. XFE#HR, EREERMNE B (bothInstances),
e. NTHRESH K ERENRAFRZIEG , EE 3 78 (PT3M).
f. EERERF.
9. ERT—SHALRKI, BERSHEINR,

10. WFREFEMNER , EBEANE IAM A€ , RAFIRBREBRBAKE LRZEFFHRRIZERN IAM
A, IRERNIKAR® BRIIEEZEEVENEEXRR. BXEZEER |, 5 the section
called “XR A",

M. RET-—SHASR 4, BETIRRE.

12. ("t ) W TFHRE |, REBEFNFHRL  REEERSRENREE, SRMNRFNA TRBE
B, A RNATERALERZETH SRR,

13. MET—H HALRS , "EFH IR

14. EFRTUTER I ESRENR, R REBIAR , B Acreate , RAREFE O ETHRER

( Tik ) EF JSON BRI KW

EESHET R, T R2ESERESE2FIZR JSON R,

{
"description": "Test instance stop and start",
"targets": {
"bothInstances": {
"resourceType": "aws:ec2:instance",

"resourceArns": [
"arn:aws:ec2:region:123456789012:instance/instance_id_1",
"arn:aws:ec2:region:123456789012:instance/instance_id_2"

1,

"selectionMode": "ALL"

},
"oneRandomInstance": {

"resourceType": "aws:ec2:instance",

"resourceArns": [
"arn:aws:ec2:region:123456789012:instance/instance_id_1",
"arn:aws:ec2:region:123456789012:instance/instance_id_2"

1,

"selectionMode": "COUNT(1)"

iy
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"actions": {
"stopBothInstances": {

"actionId": "aws:ec2:stop-instances",
"parameters": {
"startInstancesAfterDuration": "PT3M"
.
"targets": {
"Instances": "bothInstances"
},
"startAfter": [
"stopOneInstance"
]
},
"stopOneInstance": {
"actionId": "aws:ec2:stop-instances",
"parameters": {
"startInstancesAfterDuration": "PT3M"
.
"targets": {
"Instances": "oneRandomInstance"
}
}
},
"stopConditions": [
{
"source": '"none"
}
1,
"roleArn": "arn:aws:iam::123456789012:role/AllowFISEC2Actions",
"tags": {}

S 2: R
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Fr /3250

1. BRZNMTRIR RSB ERVFATERE, BN , FEEIRER , AEEREXBER
ID, IFFAEETE.

2. WEEFHEXE,

3. (HiE) EAXKRMIRE |, BRBRNIRL , REHARSENFEE.
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4, BEBRTHIE. SRERTEHIAN , A start , AREEFHIR,

B3 REIKHE
B URREEEITHERHE K EFXRER, FLEHEK.
REREI 3

1. BNZAUTRIFEHIBHEREETE, &N , FEEXE , AREEXK D, FIFFAFEE
D’iﬁo

EEREXERS , BEFAGEERTRERS. BXESEE , BEAXKERS.

3. HXWRENEFEEBITH , BET—F,

N

SB 4 BIERWS
BT AP R R B MR Z L B3R5,
EATIEN: e~

1. TEFTHIX Y 85% £ = & O https://console.aws.amazon.com/ec2/H 3T FF Amazon EC2 #2#|&
IXEIRA AR FE AWS FIS 25 A F RSB HE |, [T Amazon %) EC2 AHEFEXRRE
-

2. ESMERP  EERM

3. HE—MRENRBM LB TAWS ;1 “EFEET (FIS #F& ) it , Eh—PNBEREHHR
DM “EEZIT R “BFLE” ( Amazon EC2 %18 ) »

4. =5H%E , F-IRENE -TRENVRS 22 IERNEXTRMEREET , BN S —PBRES
WIRS2ERNEF L,

5. =oHE , E-MBRENRSERNEER , BREHIHNRSERNEREZT , TRRSEXRHE
ST

FB,5: 5
MNBETFTBEENNIEANENNK EC2 4] , MATLUFHEAL I

l

2813541

1. ITALS® EC2 #2%|& , Mk Ahttps://console.aws.amazon.com/ec2/.
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AWS #EE AR il
2. ESMERT , EEXH

3. EBFHAMNREH , REMXIER Instance state ( SZHPIRZ ) . Terminate instance ( & 1E3R
Bl ) o

4. HRERREWIAR , EFRLLE,

MREFTEHFELRENR , 7 SUFELMIER

£ AWS FIS 2 #| & B BRE 0 E AR

1. 3¥TFF AWS FIS #4lA& , Mithttps://console.aws.amazon.com/fis/H o
2. HESMBERKT , EFIRER,

3. EFEXEENR , REMRIEREENMBIBREI AR,

4. HRERREWIN |, WA delete , REIEFMBRTIEHENR,

#izE - £H AWS FIS #£3R4 £iz1T CPU E A M

&R LAER AWS BB ABRSS (AWS FIS) RN S HY N AR a4 3E CPU Eh. ERAAHEE
KIEM , ZERER AWS FIS BT LB ERN SSM X4 | ZXAERXSHI LiE1T CPU stress. ¥
BEEXFIN CPU MAREIRERER , EAFLERAUFILESK,

EXEZELR , i3 the section called “TI& AL EH AWS FIS SSM 374",
SoRFM

EEH AWS FIS 29T CPU stress 28l , BATRUT LR,

BIE IAM A&

BE—INBEHMIN—EKE , £ AWS FIS B REFEHZaws : ssm: send-commandiffE. Bx
EZEE , B5H EAT AWSFIS EBH IAM B,

ISIEXT AWS FIS #9158l £ PR

WRIET L E AWS FIS, BXEZEE , 155 AWS FIS R,

HERNR EC2 31241

. BREWLAHERN SSM M ESR | £ Amazon Linux 2 5 Ubuntu /831 EC2 =4,
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o WRHIAME SSM EE. ERIUELFIREH SSM #£E , MITFF Fleet Manager 25l 5. MRE

HIFRH SSM BB , BRIIREE R SSM RE , #HZXEHIEEE A ma SSMManaged
InstanceCore zon KHEXEHN IAM A, ERIFCLEMN SSM RIE | NEZEEFIHZTUT 6

AL
T o
Amazon Linux 2

yum info amazon-ssm-agent

Ubuntu

apt list amazon-ssm-agent

NERHIERAFEAEE, LRESRHANK 1 28HHBE K FEFIIMRE. EEAFESRH , RAEKKX
ERRE, BENRESEE  UREERAKE,

FE|A . NELEFHRIE CloudWatch Bk

BLE CloudWatch B#R , SMETE CPU A RER LB ENRERN A MF LSRR, UTEEN B AREH
By CPU RIREBMEREN 50%. BXESER , HZH FLE MK

BIREIR , 588 CPU R ARMITELRE

1.

2
3
4.
5

$TFF Amazon EC2 ##1& , it A https://console.aws.amazon.com/ec2/,
ESMERP |, EEXH

EFE BRG] , REEFRRE, EERAMBEDERR, E2 CloudWatch&i.
XFEHREA , AR ZEHRE Amazon SNS B4,

NTFERRE , BEAUTRE :

- BASHEKE  ZAE

- EXFHBERE  CPURAER
- BZLE: 50

- EH : 1 Minute

RETERG , EERE,
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HIR 2 SIERERER

£ AWS FIS B HI A I BREREIR, EERT , BULUEEEETHLATERE  aws: ssm: s
AWSFIS-Run end-command/-CPU-stress,

B2 R B E R

1. 3TFF AWS FIS #£#l& , Mithttps://console.aws.amazon.com/fis/H o
2. ESMBEKRD , EEZRER,

3. EERSIEFREER,

4. NTFHSE1, BEERFAEE , BFRITUTERE

a. HEHEABMBFAD , W ABEREL,
b. &HE‘T—%" 6 REBEIR 2, EERENMER.
5. NWT#RME , BHRITUTERAE

a. EBRIMEE,
b. HWARERM. HM , WA runCpuStress,

c. XTFIEEZRR  &#F aws: ssm: s AWSFIS-Run end-command/-CPU-stress, HiR{ES B
@ Document ARN #5101 SSM X #4#9 ARN,

d. XTF Target, BFRE AWS FIS HIREIZH B 7.
e. NTHRESH , XHESH , WAUTARE :

{"DurationSeconds":"120"}

f.  TE“BE S BFEtE” F, IBE 5 248 (PT5M),
g. ﬁ#:%ﬁﬁo
6. XNTFE#H, BERITUTERE

a. AWS A FIS Z#L—FHEFHNECIERN BIFER “RE

b. FERMNBHEBERNEEHRMENEN, Sl , WA testInstance,
c. WIFHREBREN aws:ec2:instance,

d. XF “B#RAE" IDs , E&F “RF", AEEFNHRHH 1D,

e. NWFEREX 6 EEFELE,
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7. EBRT—FHALRI, BERSHRNR,

8. XNFRFFENER , EBREAINE IAM AR | RARRBEBIZBAHELRSZEHFHRCIZEN IAM
A, IRERNKAGE BERIIEEFEEGEVENEERR. BXEZEE |, 5 the section
called “SRR A",

9. BB ‘T—S" HALTH 4 BETIZRE,
10. NFELESZH  BREFELZBESR 1 PEIEM CloudWatch B1R.

1. ("t ) HTFHRE , RBEFFHRL  REEERSENREE, SRMNRFNA TREBE
R, MARNATEARERESITHISSR,

12. BB “T—H #HASRS5 , “EFEHCE,
13. BEEERHAEFZCNEZRER, HETREEIAR , BiAcreate , REIERVESRER,

( Tik ) EF JSON BRI KW

RS HIRTR, UTRBTREHSREFGIER JSON RHl.

"description": "Test CPU stress predefined SSM document",
"targets": {
"testInstance": {
"resourceType": "aws:ec2:instance",
"resourceArns": [
"arn:aws:ec2:region:123456789012:instance/instance_id"
1,
"selectionMode": "ALL"
}
.
"actions": {
"runCpuStress": {

"actionId": "aws:ssm:send-command",
"parameters": {
"documentArn": "arn:aws:ssm:region::document/AWSFIS-Run-CPU-Stress",

"documentParameters": "{\"DurationSeconds\":\"120\"}",
"duration": "PT5M"

.

"targets": {
"Instances": "testInstance"

}

}I
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"stopConditions": [
{
"source": "aws:cloudwatch:alarm",
"value": "arn:aws:cloudwatch:region:123456789012:alarm:awsec2-instance_id-
GreaterThanOrEqualToThreshold-CPUUtilization"
}

iF
"roleArn": "arn:aws:iam::123456789012:role/AllowFISSSMActions",

"tagS": {}
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2. FIREFERXE.
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4. (Wi ) BNAGRKEFRREBERPESR, XFHI CloudWatch 2H &PV ERIFAES R
H , B EHPRAEXERNES FAEE IREEBEEFRIRE.

. ==
SRR 6 : B

MREFBFENEIEARANIRAE EC2 6l , M AUNHEL L,

L 1ESEHI

1. §TF Amazon EC2 ##l#& , it Hhttps://console.aws.amazon.com/ec2/s
2. ESMERP | EERM,

3. EFEMHAXBH , RFMORIEFRKHPIRSFIL E3E6],

4. HRERREWEINGR | EFLIE,

MRETBREEXRENR , ATEUFEMER,

£ AWS FIS 24 & i BR SR R AR

1. 3TFF AWS FIS #£#l& , Mithttps://console.aws.amazon.com/fis/H o
ESMBERT , EEZRER,

2
3. ERXRENR , REMRGERREMMERSRER,
4. HERGEIRTEWIAN , A delete , ARFIEFRM BRI IER,

HIE | A AWS FIS iz =S54 A by

ENEXFEATRANZM EC2 RE , EREENMEL , IZZEIX 90% #9#T . B2 , Amazon
EC2 AR EMERENPMIENZENELH, EEAZNEXGN , BLTN TR ERPEE
RBFEE, BXREZEE , 36 Amazon EC2 A BB ZE N E K5I i,

BRI AE A AWS FEE ABRSS (AWS FIS) Skl &89 B 72 i frIb SR SEAN BUSK 5 AR i, SRR AR 3K
EOIBRSENR | ZEMREH AWS FIS aws:ec2:send-spot-instance-interruptions B4EFK
TSR — N FEAN B S,

gE& K EEALDEH EC2 2#HAB3XR , S RILD# EC2 AFEERME s ZENE KB 1.
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https://console.aws.amazon.com/fis/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/spot-interruptions.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/initiate-a-spot-instance-interruption.html

AWS S AR B HEE
TR

M AWS FIS R ENE KB al , B ETRAT EREM

1. 012 IAM B8

BE—NAGHMIN— K , £ AWS FIS BEB R K& TTaws:ec2:send-spot-instance-
interruptionsig#fE. BXEZER , HSH EAT AWS FIS XK IAM A€,

2. WIEX AWS FIS By R X PR

BREALAER AWS FIS, BXEZER | ES R AWS FIS KRB,

3. (Wi ) HIRENDRAER

MREAXREAFENEEH , FETERZENEEHI run-instances . BRIAEZENELHI4
WA R E L1k, SRGHUTITHIRENRN stop , MMATFRAIZE N persistent. BAHELRKEHT
FETITRIZRE N hibernate , XM EIBFKEREFo

aws ec2 run-instances \
--image-id ami-0ab193018FEXAMPLE \
--instance-type "t2.micro" \
--count 1 \
--subnet-id subnet-1234567890abcdef® \
--security-group-ids sg-111222333444aaab \
--instance-market-options file://spot-options. json \
--query Instances[*].Instanceld

LAR 2 spot-options.json X#HHI R,

{
"MarketType": "spot",
"SpotOptions": {
"SpotInstanceType": "persistent",
"InstancelnterruptionBehavior": "stop"
}
}

ROl EHH --query BIEL G TEEZNEEZH ID, TERREIHEH,
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https://docs.aws.amazon.com/cli/latest/reference/ec2/run-instances.html
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"i-@abcdef1234567890"

4. ANIPRELE AWS FIS AT BRI B AR 2 L4

£ create-tags A MIFRE Name=interruptMe BJ$&H B ARz M B SL 41,

aws ec2 create-tags \
--resources i-Qabcdef1234567890 \
--tags Key=Name,Value=interruptMe

HIR A RERRER

£/ AWS FIS 24| 8 8 ZKRER. BUUERRFIEEESTHERE. LEFELPETEREERES
MENELH, MRBESNMERZAIRENZNEKG , AWS FIS KREHLFHIEF -1

IR R ER

1. $TF AWS FIS ##|& , Mithttps://console.aws.amazon.com/fis/ A o
2. ESMBERP , EFEZHER,

3. EFRVEIBER,

4. WNTHTER1, EEERFAGE , BHITUTERE .

a. NTHRMEN , W AR HERI B,
b. BEET—F K REREASR 2, EERENMBEIR,
5. XNTHRME , FHITUTRAE

a. EFERMEE,
b. HARERF. HlW , BWA interruptSpotInstance,
c. XFRMHERER  Fi%R aws: ec2:, send-spot-instance-interruptions
d. XTF Target, FRE AWS FIS HIRAIERH B 7.
e. T “BE S PMAFENRE F , BE 2 58 (PT2M),
f.  EERF.
6. XFBI, BHITUTERE:

a. NTAWSFISEL—SHBEZICNRBIEIR , EBREE,
b. FMRINBHERNEEHRENBEM. 0, A oneSpotInstance,
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https://docs.aws.amazon.com/cli/latest/reference/ec2/create-tags.html
https://console.aws.amazon.com/fis/
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c. WIFRRFREHEZEARN aws:ec2:spot-instance,

d XNFEHEZ, EBRREREFE., HEZHENSH.

e. NFREHRE , EBERNFHRE , RAREMANGSEIGREE, EAEHENEIHIRMBIRE
HATHHT | WAHKER LRFEFIR,

f. XNTFRBRBGESRME  EBEFMIHELESRME , ARHA State.Name ERNBEHEA

running fER{E,
g XTFEEEN , EFit#H. I TRERE , @A 1.
h. EERE

7. EET-SHASRI , BERSHENR,

8. XNFHRHFFENER , EBREAINE IAM AR | RARRBEBIZBAKELRSZEHFHRCIZEN IAM
A, IRAERKAGE BERIIEEFEEVENEEXRR. BXEZEE |, 5 the section
called “SRR A",

9. ERT-—IHALRA, BERRE.

10. (A& ) M FARE |, EERMFHFL | RAREERSENFSE, SHFMNRERNATRRE
R, MARNATEALEREITHISR,

1. B “T—F #ASRS , "BEREHCIE",

12. BERRFERCESRER, SRFEWIAN , iAcreate , ARERCEIRENR.

( Wik ) EE JSON KRB RIER

RS HIETR, UTRBT R EGSREFGIERN JSON RHAl,

{
"description": "Test Spot Instance interruptions",
"targets": {
"oneSpotInstance": {
"resourceType": "aws:ec2:spot-instance",
"resourceTags": {
"Name": "interruptMe"
I
"filters": [
{

"path": "State.Name",
"values": [
"running"

]
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1,
"selectionMode": "COUNT(1)"

.
"actions": {
"interruptSpotInstance": {

"actionId": "aws:ec2:send-spot-instance-interruptions",
"parameters": {
"durationBeforeInterruption": "PT2M"
I
"targets": {
"SpotInstances": "oneSpotInstance"
}
}
},
"stopConditions": [
{
"source": "none"
}
1,
"roleArn": "arn:aws:iam::123456789012:ro0le/AllowFISSpotInterruptionActions",
"tags": {
"Name": "my-template"
}

SR 2 FTRRE
257 B A B 7 O SR AR T SR 3R 18
FFhsE30

1. BRZUTRIRGZEAERERVFAGTERNT,. SN , FEFZRER , AEERZRER
D, T EMAEERE,

2. BIEBRFHRER.
(A% ) ERXRAMGE , BERERNFHRE , AW ANSRBIREE,

4., FEBEFHIER, HRSEREHEIAR WA start , RABERBRFHER,

H 3 RERKXKHE

A RIRIEESTHREHRE , BEEIXBEK, FLEHKM.
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1. BRZVTRIFRAZRNFAEETE,. BN , FEESE K RABERESIRER D, ITHEFHAFE
TiH,

2. EEFXERS , BEFAGEERTLEERS. AXRESER , BERAXERS,
3. HXBWRBNEREEBTH , BET—F,

FR]4 WIEKBPER

}

KRRETHE , FHIAUTER

« BRENMEXHSWE—FRKGEHFEHEL,
« ENELHIPHELIE Amazon EC2 & IE S E IHBHSKBIRTFR 2 8 & o
2L LS F IR EKA,
* # AWS FIS FIENENEKFFRFFEILRS | EREEHBHEKHM.

KIEKBRECEPUKA

1. ITFLSE EC2 &4 , Mk A https://console.aws.amazon.com/ec2/o

2. MNEMBEHKSP , FHMAX KEIETFRE O F T Spot Requests ( EMEELHIER ) M
Instances ( 3£ )

3. XTF Spot Requests ( EMEELHIER ) , EBEZZEMEXHFER, NERSH fulfilled, K
BEREHRESTMNT -

- terminate : RIZE N instance-terminated-by-experiment,

« stop: IRB%EZEN marked-for-stop-by-experiment , REZE AN instance-
stopped-by-experiment,

4. FTFRH, EFZNELE, DEIREN Running, ERRBIZNEKLGIPIBEHNER D , K
BEBRBEPEITAREULTEA

- stop: IRBEERN Stopping , REE N Stopped,
« terminate : MRALZE N Shutting-down , REZERN Terminated,
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/rebalance-recommendations.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/spot-interruptions.html#spot-instance-termination-notices
https://console.aws.amazon.com/ec2/
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F5% 5

MREFBFEET stop PEIITHN KR BTN ENRASKG] , MALBUERNEKFIFERAL L

ZMEISLHI,
EEUHE R H LR HI |, E6EH AWS CLI

1. {#Hcancel-spot-instance-requestsfi & BUHE Z M B SLHiE R,

aws ec2 cancel-spot-instance-requests --spot-instance-request-ids sir-ksie869j

2. J=4T terminate-instances W% , & 15261,

aws ec2 terminate-instances --instance-ids i-0Qabcdef1234567890

MREFTBEFEELENR , 7 SUFELBIER

£/ AWS FIS #2515 B BRS R ARk
ITFF AWS FIS #4I& , Mitkhttps://console.aws.amazon.com/fis/ A o
ESMERT , EFEXRER,

1

2.

3. ERXBER , REMIEREENRERXLER,

4. HRERREHINE , WA delete , ATEREMIBRZRAENR.

HiE  RAUERSH

B LAEA AWS BEEARS (AWS FIS) kBB MEZEEH, AWSFIS BEUTANZ—FHLEM

RIERRELEESH

« all : EEFRAEERT FRBRE, HIEE , KEATATFFNARE , SFERT FRAMEZEON

;Jiliio

« availability-zone : EEEFRTHMAAXFMH VPC ARE.
« dynamodb : L FIRTF ZF XiFH DynamoDB Xigiix /K R E.

« prefix-list : EEFRTIEENRIIZRNRE,

« 3 HEEAIRTIHEXEF Amazon S3 Xigiim REYRE.

- vpc : ELFIRT VPC WRE,
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https://docs.aws.amazon.com/cli/latest/reference/ec2/cancel-spot-instance-requests.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/terminate-instances.html
https://console.aws.amazon.com/fis/
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FERAAHECEXRER , ZERMEH AWS FIS aws :network :disrupt-connectivity B4EE
B FMH 5| A5 Amazon S3 HEZE I,

£

. HREZMH

S 1 Bl AWS FIS ERER

HIE 2 : % Amazon S3 i 2T Ping 24E
% 3% . AR AWS FIS £k

- F45  BEREAWS M FIS XB#HE
S8 5 BWiF Amazon S3 P& HHT

E545 . BE

FRF M

ERRA#HEZT  BREEELNACHHEEMEMNNE AWS IKF | HEZE—/MliE Amazon EC2 3%
Bl -

ERPHENRBAE AWS K

BB NBBHMI— K | AWS FIS BEB R KREHITaws :network :disrupt-
connectivity#®{E,

IAM BEEELITEE

« AWSFaultlnjectionSimulatorNetworkAccess— ¥ AWS FIS AR5 Amazon EC2 Bk R H fth 2455
RS , INITEMEEM ZEHEX AWS B FIS &4,

(@ Note
NEERL , AHEEH AWS RE R, TIBHEVENERT AR REESNR,

EXNARIE IAM EENESZER , HSR 1AM AFREREFHA AWS T FIS SR IAM &
& (AWS CLI) Sl IAM At (E#FHE ).

Mighk Amazon EC2 S=4
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https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/service-role/AWSFaultInjectionSimulatorNetworkAccess
https://docs.aws.amazon.com/fis/latest/userguide/getting-started-iam-service-role
https://docs.aws.amazon.com/fis/latest/userguide/getting-started-iam-service-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user
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Ba HiEEN AR Amazon EC2 354, B LAFERAUTHERSHMEZE L I EC2 K6 : HiE : I
# EC2 AF#smP I 5# EC2 Linux SEHIAT,

S 1 Bl AWS FIS SRR

£/ AWS FI AWS Management Console S fl23X¥ &1k, AWS FIS #EixBz{E. BiF, FLEZH
MEBRABEAK, BXAERIERENESEE , BSMEAT AWS FIS BRKER,

HIF R Bl , FRREMFUTER

- EEELENRHN IAM B,
b ﬂﬂzﬁiﬂ EC2 ;\E'{y“o
« B9 Amazon EC2 EHIHIFM ID,

IR ER

1. 3TFF AWS FIS #£#l& , Milthttps://console.aws.amazon.com/fis/H o
2. EEMNSMERP  EFZHER,

3. EFRVIEIBER,

4. WTHTW1, BEERFHAGE , BHRITUTERE .

a. ERERNMBMF , wmABERNER , flAmazon S3 Network Disrupt
Connectivity,

b. BEET—%" 6 REBELR 2, EERFNMBE IR,
5. HEET , &EMMRE,

a. XNFE#, WA disruptConnectivity,
b. X FEMEXR | %#F aws:network:disrupt-connectivity,
c. HERAESET , FiEE&ENREN 2 minutes,
d. EEET , &#&F s3.
e. EFRMEBHIRE
6. HEB#HT , BLFINEEHVNENER. ERRE.

a. WiIFRREBIERN aws:ec2:subnet,

b. EEHEET , BERE IDs , RETELRE I SRPIEELIESE Amazon EC2 AR5
AT,

S 1 B AWS FIS SKIER 159


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EC2_GetStarted
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EC2_GetStarted
https://docs.aws.amazon.com/fis/latest/userguide/experiment-templates
https://console.aws.amazon.com/fis/
https://docs.aws.amazon.com/fis/latest/userguide/fis-tutorial-disrupt-connectivity.html#disrupt-connectivity-prerequisites

AWS HEEABRS RAriEmE

10.

11.

12.
13.

c. RWiIEEHEENNEE,
d. EERREF.
BERET-SHASR 3, RERSHRNR.

ERFZHENBRT |, EREIRBABELRZEFAGEN IAM A6, IREREAE | FR
THREEEXENEEXRR. BXEZER , BZH the section called “ERHE",

EET—SHASR 4, BEARIRE,

(Al ) £ “FLUE" RAT , B LUEE - CloudWatchB#R , AEEFHHIMFLESRE., BX
EZER , B5H AWS FIS F1E&H,

(k) E“BE T, BULEE— Amazon S3 EiE4 , & F AEXZEE CloudWatch #1T
AL N

R T HASRS , EEHE,

BERERHLEFVBEIRER. HIEREBIAR , fiAcreate , RAEERUEZRER,

HI% 2 . X Amazon S3 i /RIAT Ping &1k

HBIAER I D% EC2 LHI8EH 1717 Amazon S3 KR Mo

1.

EERBELRFZHSREPEIERN Amazon EC2 3£4i,

ERTHESR , 1525 Amazon EC2 A F B M BERR 5 A SSHIRYE R R 8L,

EERELZWEG AWS X FIENLE. BAIFE Amazon EC2 & &R RBE L ZITU T a5k
1TUHBRE,

hostname
Flan | REEDEE T Amazon EC2 Eflus-west-2 , MABZLATHE,

[ec2-user@ip-172.16.0.0 ~]$ hostname
ip-172.16.0.0.us-west-2.compute.internal

Ping &/ Amazon S3 K ix T R AWS X, F AWS ## BN BH X1,

ping -c 1 s3.AWS ##.amazonaws.com

BEERMBEERPEINESERN 0% WD Ping &4 , LT ROIFRR.

S, 2 . X Amazon S3 i ST Ping 21E 160


https://docs.aws.amazon.com/fis/latest/userguide/fis-tutorial-disrupt-connectivity.html#disrupt-connectivity-prerequisites
https://docs.aws.amazon.com/fis/latest/userguide/stop-conditions
https://docs.aws.amazon.com/fis/latest/userguide/fis-tutorial-disrupt-connectivity.html#disrupt-connectivity-prerequisites
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/TroubleshootingInstancesConnecting
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PING s3.us-west-2.amazonaws.com (x.x.x.x) 56(84) bytes of data.
64 bytes from s3-us-west-2.amazonaws.com (x.Xx.x.x: icmp_seq=1 ttl=249 time=1.30 ms

--- s3.us-west-2.amazonaws.com ping statistics ---
1 packets transmitted, 1 received, 0% packet loss, time Oms
rtt min/avg/max/mdev = 1.306/1.306/1.306/0.000 ms

£ 3% FFafRrY AWS FIS 3K
fE AR Bl MR BARTF 14 R

o a0~ 0w =

$TFF AWS FIS ##l& , Mithttps://console.aws.amazon.com/fis/H o
EEMSHMERP  ERZBER,

R ENIRER ID , IFFAEERE.

P Fag A N

( A% ) EEIARE S A KB RINRE,

EWIARES , EFETHRIR,

% 4% BIRE AWS B FIS SR # E

R

/Ch

1.

AR EEETHREHE , EFIXETK. FLEHEK.

EREAFRIFROIROFAEETE, BN, BEESE  AFEERE D, TFEEMAE
BAE.

TEERRRS  BEEAELERTRERS, BXESEL  HEEIRRA.

M SRIRA N EEETE |, BET—5,

FPR 5 WF Amazon S3 M 4& FR i

1

70N

AILAR Amazon S3 Ik RIRT Ping 24E , URIESRR#E

FENL D E EC2 kP |, ping RPN D S3 LinTi & AWS Xl R AWS ## BN &
By X 35

ping -c 1 s3.AWS ##.amazonaws.com
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https://console.aws.amazon.com/fis/
https://docs.aws.amazon.com/fis/latest/userguide/experiments.html#experiment-states
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BLERHERPEINETERN 100% BEM Ping 84 , LT RBIFTR.

ping -c 1 s3.us-west-2.amazonaws.com
PING s3.us-west-2.amazonaws.com (x.x.x.x) 56(84) bytes of data.

--- s3.us-west-2.amazonaws.com ping statistics ---
1 packets transmitted, @ received, 100% packet loss, time Oms

E£5F 58
MBETBEERNHSSK AR Amazon EC2 SEfI, AWS FIS 4k , M 7] LU EL M BR.
#B& Amazon EC2 324

1. 3#TFF Amazon EC2 ##l#& , ik A https://console.aws.amazon.com/ec2/o
2. ESMBERP , EEFERH6

3. EEMHAXSGI , REMIIEREKBNRARFNL LE3R6,

4. HRERTEWEIAR | EBRLL,

5/ AWS FIS 2| & Ml BRSE 16 /R Ak

1. 3TFF AWS FIS #4lA , Mithttps://console.aws.amazon.com/fis/H o
ESMERSD , EEIBER.

EEZRER , REROERRENRRIZEER,
LRARREHINN |, A delete , AFEZRBIBRERAER,

B WD

HiE . REEEHXR

f&Bh AWS #EEE ABRS (AWS FIS) , EaJ LA AWS TN ITHEEAZR, XEXRZTHEE
Rt HPSSEEEEEHRLETH - ZHRE, H{REREHAN Amazon EventBridge , fRA]
DR ZHN—IEESREEES.

FRARKECEER 5 24517 — AWS FIS SRR A EventBridge it %o

x5

5% FE 162


https://console.aws.amazon.com/ec2/
https://console.aws.amazon.com/fis/

AWS HBEE A RS AP s
. EREH

- SR BIE IAM ABFIEE

« B 2 : 8% Amazon EventBridge i E 25

B3 WUtk

®R4:8R

\

N

N

FRFAF
EF AR, XRE— N ERITRIES AWS § FIS SRER, NREFTANZRER , &

B TR ID f1 AWS X, BN , LA LUIE the section called “JiR3E41{= 1 M B 307 #9115 B 0 18
], RFIREARHIE,

S BE IAM AEFEKE

B2 IAM A& &K

1. f#H https://console.aws.amazon.com/iam/ T FF IAM &1 5,
2. EENNSHMERY K EFAC K RARLEFCEAR,

3. EFBENEMEERE , ABBAUTHREUAET S Amazon EventBridge cheduler f&R&EBEZ
ﬁ@'o

JSON

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexvice": "scheduler.amazonaws.com"
},
"Action": "sts:AssumeRole"
}
]
}
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https://console.aws.amazon.com/iam/

AWS HBEE A RS AFiEmE
iij:%-lt_io
4. FERMRT , EFCIEKE,

5. %% JSON KR , REWALUT R, FiZyour-experiment-template-idEE¥RR “HR
M STRPZRAENR 1D,

JSON

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "fis:StartExperiment",
"Resource": [
"arn:aws:fis:*:*:experiment-template/your-experiment-
template-id",
"arn:aws:fis:*:*:experiment/*"

1

B AERFERENZTEERFERSE AWS 1 FIS SEKREMR, Fl , UTRERFAT
B AWS FIS 2% #IStartExperiment R , BN AERFRFIN RAEEZTHERINKKIER
#. Purpose=Schedule

JSON

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "fis:StartExperiment”,
"Resource": "arn:aws:fis:*:*:experiment/*"
}I
{
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© © N ©

"Effect": "Allow",
"Action": "fis:StartExperiment",
"Resource": "arn:aws:fis:*:*:experiment-template/*",
"Condition": {
"StringEquals": {
"aws :ResourceTag/Puxpose": "Schedule"

}

EET—F : 7%,

EET—F 7/,

HEEFERKT , AR FIS_RecurringExperiment , REIEZFCIE R,
ERINRT , AEHAGRFRI FIS_RecurringExperiment ¥l , REREBET—

EaB, REHMNET , 6B AT FIS_RecurringExperiment_role , AREEHEAE,

0% 2 : 82 Amazon EventBridge 8 E 25

82 Amazon EventBridge A2 & 5F8%

1.

2
3.
4

$TF Amazon EventBridge ###|& , Mk https://console.aws.amazon.com/events/o
EEMSME®RS , EFITX,

HINEEEM AWS FIS SERER AWS X1 #H[E,

EFRCRITR , AREBUTAR :

« BEitXIBHT , A FIS_recurring_experiment_tutorial,
EIREXT |, EEEHRITH,

FEITRIRAET | EEETFEREHITR,

# Rate RiAXT |, 18 5 2 H

ERENBEEOT , EEXxA,

(&) ZENESEE T |, EEEHNEX,

« BET—%

$I% 2 : 8l Amazon EventBridge AE 25 165


https://console.aws.amazon.com/events/

AWS A RS A m

5. EEEFEBR T, &R 25" APIs , REEER AWSFIS,

6. I1E#F AWSFIS , R/51%EF StartExperiment,

7. TEWAT , AT JSON XM BERARK. FMiZyour-experiment-template-idEER
NEREENR ID, ClientToken RAEBRNM —RIRF, EAHESR , RIIEAKIE Amazon
EventBridge AESE AT L TXXREF. EXEZEER , 53 Amazon EventBridge A 1§
BRI E T SUE M,

{
"ClientToken": "<aws.scheduler.execution-id>",
"ExperimentTemplateId": "your-experiment-template-id"
}
iij:¥-|:_b':o

8. (™% )HERET , REFHXMK, JEE/S (DLQ) MMEBRE, EHAILUREBEINME,
9. ENRT , EBREAMNEAE , RFEE FIS_RecurringExperiment_role,

10. EET—%,

M. BEEFEACEUTNT , EFRERNFHAEE , AEEELEIT.

SR 3 WIERE
WIEEH AWS FIS MR BRI

1. 3TFF AWS FIS #2#l& , Mithttps://console.aws.amazon.com/fis/H o
2. EEMSMBERS , EZBEXE,
3. BEBINESHE , BLEIEEZTHRR,

TB]A4:BR
= #8# Amazon EventBridge Hf2ZHE

1. $TF Amazon EventBridge ##|& , Mt J9https://console.aws.amazon.com/events/o
2. EEMSMBERD , ERITX,
3. EEMCEBNAES , AREEREA,
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https://docs.aws.amazon.com/scheduler/latest/UserGuide/managing-schedule-context-attributes.html
https://console.aws.amazon.com/fis/
https://console.aws.amazon.com/events/
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F£FH% AWS FIS =

XEZEENTEFTATUNENARFEENSHIEZNF , METHRAEFNITER RS H. AWS
PIRARAXEG S THNERLNNARFRENSRETE L BIRNEERE (NEFELETEST
RASH 30% KA ) , FAREHBDEEFNNEETF,

XEGSRMNRBFNENGRERMYE , HET AWS FIS XRERZET. EFEAGRETIR  £FE
MEFEEGR K RAREESTEAFFACGEACENSE , BENMESRENZRERRTFEK
P,

2

F

ot
i
N
|

s
k|
N
i

4o
EE
N
o

N
i
W
af

=

i
X

i—1
=
FREHAREEYS -

1. $TFF AWS FIS #%|& , Mtk Ahttps://console.aws.amazon.com/fis/o
2. TSMBERY , EERGRE,
. EEERAXRBENENER , BB S FH U F k2 EiR.

s BULAENHESNFED ERWERENFHREENZSNEERR, BiE T LUK T RZHH
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JSON

"Version": "2012-10-17",
"Statement": [
{

"Sid": "AllowFISExperimentLoggingActionsCloudwatch",

"Effect": "Allow",

"Action": [
"logs:CreateLogDelivery",
"logs:PutResourcePolicy",
"logs:DescribeResouxrcePolicies",
"logs:DescribelLogGroups"

1,

"Resource": "*"

"Effect": "Allow",
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"Action": "ec2:CreateTags",
"Resource'": "arn:aws:ec2:*:*:network-acl/*",
"Condition": {
"StringEquals": {
"ec2:CreateAction": "CreateNetworkAcl",
"aws:RequestTag/managedByFIS": "true"

"Effect": "Allow",
"Action": "ec2:CreateNetworkAcl",
"Resource": "arn:aws:ec2:*:*:network-acl/*",
"Condition": {
"StringEquals": {
"aws:RequestTag/managedByFIS": "true"

"Effect": "Allow",

"Action": [
"ec2:CreateNetworkAclEntry",
"ec2:DeleteNetworkAcl"

1,

"Resource": [
"arn:aws:ec2:*:*:network-acl/*",
"arn:aws:ec2:*:*:vpc/*"

1,

"Condition": {

"StringEquals": {
"ec2:ResourceTag/managedByFIS": "true"

"Effect": "Allow",
"Action": "ec2:CreateNetworkAcl",
"Resource": "arn:aws:ec2:*:*:vpc/*"

"Effect": "Allow",
"Action": [
"ec2:DescribeVpcs",
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"ec2:DescribeManagedPrefixLists",
"ec2:DescribeSubnets",
"ec2:DescribeNetworkAcls"

]I

"Resource": "*"
}I
{

"Effect": "Allow",

"Action": "ec2:ReplaceNetworkAclAssociation",

"Resource": [

"arn:aws:ec2:*:*:subnet/*",
"arn:aws:ec2:*:*:network-acl/*"
]
}I
{

"Effect": "Allow",

"Action": [
"rds:FailoverDBCluster"

1,

"Resource": [
"arn:aws:rds:*:*:clustex:*"

]

},
{

"Effect": "Allow",

"Action": [
"rds:RebootDBInstance"

]I

"Resource": [
"arn:aws:rds:*:*:db:*"

]

}I
{

"Effect": "Allow",

"Action": [
"elasticache:DescribeReplicationGroups",
"elasticache:InterruptClusterAzPower"

]I

"Resource": [
"arn:aws:elasticache:*:*:replicationgroup:*"

]

}I
{

"Sid": "TargetResolutionByTags",
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"Effect": "Allow",
"Action": [
"tag:GetResources"

1,

"Resource": "*"

"Effect": "Allow",

"Action": [
"ec2:StartInstances",
"ec2:StopInstances"

1,

"Resource": "arn:aws:ec2:*:*:instance/*"

"Effect": "Allow",
"Action": [
"ec2:DescribelInstances"

1,

"Resource": "*"

"Effect": "Allow",
"Action": [
"kms :CreateGrant"
]I
"Resource": [
"arn:aws:kms:*:*:key/*"
1,
"Condition": {
"StringLike": {
"kms:ViaService": "ec2.*.amazonaws.com"
},
"Bool": {
"kms :GrantIsForAWSResouxce": "true"

"Effect": "Allow",
"Action": [
"ec2:DescribeVolumes"

1,

"Resource": "*"
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},
{
"Effect": "Allow",
"Action": [
"ec2:PauseVolumelIOQ"
] ’
"Resource": "arn:aws:ec2:*:*:volume/*"
}I
{
"Sid": "AllowInjectAPI",
"Effect": "Allow",
"Action": [
"ec2:InjectApiExror"
] ’
"Resource": [
wxn
1,
"Condition": {
"ForAnyValue:StringEquals": {

"ec2:FisActionId": [
"aws:ec2:api-insufficient-instance-capacity-errox",
"aws:ec2:asg-insufficient-instance-capacity-errox"

]

}
}
}I
{
"Sid": "DescribeAsg",
"Effect": "Allow",
"Action": [
"autoscaling:DescribeAutoScalingGroups"
] ’
"Resource": [
wxn
]
}
]
}
AZ Availability: Power Interruption 178



AWS HEEABRS

RAriEmE

BEAR

LTHRBENTHE., AILMR7EL JSON , HEH AWS create-experiment-template s 1T 5 (AWS

CLl) Line CLI Hiy @ H oI ER, BXRXZIRNBEFRA , FHFE FIS EFETHZRE,

{
"targets": {
"IAM-role": {
"resourceType": "aws:iam:role",

"resourceArns": [],
"selectionMode": "ALL"

1,
"EBS-Volumes": {
"resourceType": "aws:ec2:ebs-volume",
"resourceTags": {
"AzImpairmentPower": "ApiPauseVolume"
.
"selectionMode": "COUNT(1)",
"parameters": {
"availabilityZoneIdentifier": "us-east-1a"
.
"filters": [
{
"path": "Attachments.DeleteOnTermination",
"values": [
"false"
]
}
]
1,
"EC2-Instances": {
"resourceType": "aws:ec2:instance",
"resourceTags": {
"AzImpairmentPower": "StopInstances"
.
"filters": [
{
"path": "State.Name",
"values": [
"running"
]
1,
{
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"path": "Placement.AvailabilityZone",
"values": [
"us-east-1la"
]
}
1,
"selectionMode": "ALL"
I
"ASG": {
"resourceType": "aws:ec2:autoscaling-group",
"resourceTags": {
"AzImpairmentPower": "IceAsg"
},
"selectionMode": "ALL"
},
"ASG-EC2-Instances": {
"resourceType": "aws:ec2:instance",
"resourceTags": {
"AzImpairmentPower": "IceAsg"
I
"filters": [
{
"path": "State.Name",
"values": [
"running"
]
},
{
"path": "Placement.AvailabilityZone",
"values": [
"us-east-1la"
]
}
1,
"selectionMode": "ALL"
I
"Subnet": {
"resourceType": "aws:ec2:subnet",
"resourceTags": {
"AzImpairmentPower": "DisruptSubnet"
},
"filters": [
{
"path": "AvailabilityZone",
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"values": [
"us-east-1a"

]I

"selectionMode": "ALL",
"parameters": {}

I
"RDS-Cluster": {
"resourceType": "aws:rds:cluster",
"resourceTags": {
"AzImpairmentPower": "DisruptRds"
},
"selectionMode": "ALL",
"parameters": {
"writerAvailabilityZoneIdentifiers": "us-east-1a"
}
I
"ElastiCache-Cluster": {
"resourceType": "aws:elasticache:replicationgroup",
"resourceTags": {
"AzImpairmentPower": "DisruptElasticache"
},
"selectionMode": "ALL",
"parameters": {
"availabilityZoneldentifier": "us-east-1la"
}
}

iy
"actions": {
"Pause-Instance-Launches": {

"actionId": "aws:ec2:api-insufficient-instance-capacity-error",
"parameters": {
"availabilityZoneIdentifiers": "us-east-1a",

"duration": "PT30M",
"percentage": "100"

},
"targets": {
"Roles": "IAM-role"
}
},
"Pause-EBS-I0": {
"actionId": "aws:ebs:pause-volume-io",

"parameters": {
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"duration": "PT30M"

1,
"targets": {

"Volumes": "EBS-Volumes"
I

"startAfter": [
"Stop-Instances",
"Stop-ASG-Instances"”

]
I
"Stop-Instances": {
"actionId": "aws:ec2:stop-instances",
"parameters": {
"completeIfInstancesTerminated": "true",
"startInstancesAfterDuration": "PT30M"
I
"targets": {
"Instances": "EC2-Instances"
}

iy
"Pause-ASG-Scaling": {

"actionId": "aws:ec2:asg-insufficient-instance-capacity-error",

"parameters": {
"availabilityZoneIdentifiers": "us-east-1la",
"duration": "PT30M",
"percentage": "100"

},
"targets": {
"AutoScalingGroups": "ASG"
}
},
"Stop-ASG-Instances": {
"actionId": "aws:ec2:stop-instances",
"parameters": {
"completeIfInstancesTerminated": "true",
"startInstancesAfterDuration": "PT30QM"
},
"targets": {
"Instances": "ASG-EC2-Instances"
}
},

"Pause-network-connectivity": {

"actionId": "aws:network:disrupt-connectivity",
"parameters": {
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}

"duration": "PT2M",

"scope": "all"
},
"targets": {

"Subnets": "Subnet"
}

},
"Failover-RDS": {

"actionId": "aws:rds:failover-db-cluster",

"parameters": {3},
"targets": {
"Clusters": "RDS-Cluster"

iy

"Pause-ElastiCache": {

"actionId": "aws:elasticache:replicationgroup-interrupt-az-power",

"parameters": {
"duration": "PT30M"

},
"targets": {
"ReplicationGroups": "ElastiCache-Cluster"
}
}
I
"stopConditions": [
{
"source": "aws:cloudwatch:alarm",
"value": ""
}
1,
"roleArn": "",
"tags": {
"Name": "AZ Impairment: Power Interruption"
I

"logConfiguration": {
"logSchemaVersion": 2

1,

"experimentOptions": {
"accountTargeting": "single-account",
"emptyTargetResolutionMode": "skip"

1,

"description": "Affect multiple resource types in
and explicit ARNs, to approximate power interruption in one AZ."

a single AZ, targeting by tags
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JSON

"Version": "2012-10-17",
"Statement": [

{
"Sid": "RouteTableDisruptConnectivityl",
"Effect": "Allow",
"Action": "ec2:CreateRouteTable",
"Resource": "arn:aws:ec2:*:*:route-table/*",
"Condition": {
"StringEquals": {
"aws :RequestTag/managedByFIS": "true"
}
}
},
{
"Sid": "RouteTableDisruptConnectivity2",
"Effect": "Allow",
"Action": "ec2:CreateRouteTable",
"Resource": "arn:aws:ec2:*:*:vpc/*"
},
{

"Sid": "RouteTableDisruptConnectivity21",
"Effect": "Allow",
"Action": "ec2:CreateTags",
"Resource": "arn:aws:ec2:*:*:route-table/*",
"Condition": {
"StringEquals": {
"ec2:CreateAction": "CreateRouteTable",
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"aws:RequestTag/managedByFIS": "true"

"Sid": "RouteTableDisruptConnectivity3",

"Effect": "Allow",

"Action": "ec2:CreateTags",

"Resource": "arn:aws:ec2:*:*:network-interface/*",

"Condition": {

"StringEquals": {

"ec2:CreateAction": "CreateNetworkIntexface",
"aws:RequestTag/managedByFIS": "true"

"Sid": "RouteTableDisruptConnectivity4",

"Effect": "Allow",

"Action": "ec2:CreateTags",

"Resource": "arn:aws:ec2:*:*:prefix-list/*",

"Condition": {

"StringEquals": {

"ec2:CreateAction": "CreateManagedPrefixList",
"aws:RequestTag/managedByFIS": "true"

"Sid": "RouteTableDisruptConnectivity5",
"Effect": "Allow",
"Action": "ec2:DeleteRouteTable",
"Resource": [
"arn:aws:ec2:*:*:route-table/*",
"arn:aws:ec2:*:*:vpc/*"
]I
"Condition": {
"StringEquals": {
"ec2:ResourceTag/managedByFIS": "true"

"Sid": "RouteTableDisruptConnectivityé6",
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"Effect": "Allow",
"Action": "ec2:CreateRoute"”,
"Resource": "arn:aws:ec2:*:*:route-table/*",
"Condition": {
"StringEquals": {
"ec2:ResourceTag/managedByFIS": "true"

"Sid": "RouteTableDisruptConnectivity7",
"Effect": "Allow",
"Action": "ec2:CreateNetworkIntexface",
"Resource": "arn:aws:ec2:*:*:network-interface/*",
"Condition": {
"StringEquals": {
"aws:RequestTag/managedByFIS": "true"

"Sid": "RouteTableDisruptConnectivity8",

"Effect": "Allow",

"Action": "ec2:CreateNetworkIntexface",

"Resource": [
"arn:aws:ec2:*:*:subnet/*",
"arn:aws:ec2:*:*:security-group/*"

"Sid": "RouteTableDisruptConnectivity9",
"Effect": "Allow",
"Action": "ec2:DeleteNetworkIntexface",
"Resource": "arn:aws:ec2:*:*:network-interface/*",
"Condition": {
"StringEquals": {
"ec2:ResourceTag/managedByFIS": "true"

"Sid": "RouteTableDisruptConnectivitylQ",
"Effect": "Allow",
"Action": "ec2:CreateManagedPrefixList",
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"Resource": "arn:aws:ec2:*:*:prefix-list/*",
"Condition": {
"StringEquals": {
"aws:RequestTag/managedByFIS": "true"

"Sid": "RouteTableDisruptConnectivityll",
"Effect": "Allow",
"Action": "ec2:DeleteManagedPrefixList",
"Resource": "arn:aws:ec2:*:*:prefix-list/*",
"Condition": {
"StringEquals": {
"ec2:ResourceTag/managedByFIS": "true"

"Sid": "RouteTableDisruptConnectivityl2",
"Effect": "Allow",
"Action": "ec2:ModifyManagedPrefixList",
"Resource": "arn:aws:ec2:*:*:prefix-list/*",
"Condition": {
"StringEquals": {
"ec2:ResourceTag/managedByFIS": "true"

"Sid": "RouteTableDisruptConnectivityl3",

"Effect": "Allow",

"Action": [
"ec2:DescribeNetworkInterfaces",
"ec2:DescribeVpcs",
"ec2:DescribeVpcPeeringConnections",
"ec2:DescribeManagedPrefixLists",
"ec2:DescribeSubnets",
"ec2:DescribeRouteTables",
"ec2:DescribeVpcEndpoints"

1,

"Resource": "*"
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"Sid": "RouteTableDisruptConnectivityls"”,
"Effect": "Allow",
"Action": "ec2:ReplaceRouteTableAssociation”,
"Resource": [
"arn:aws:ec2:*:*:subnet/*",
"arn:aws:ec2:*:*:route-table/*"

]
}I
{
"Sid": "RouteTableDisruptConnectivityl5",
"Effect": "Allow",
"Action": "ec2:GetManagedPrefixListEntries",
"Resource": "arn:aws:ec2:*:*:prefix-list/*"
}I
{
"Sid": "RouteTableDisruptConnectivityl6",
"Effect": "Allow",
"Action": "ec2:AssociateRouteTable",
"Resource": [
"arn:aws:ec2:*:*:subnet/*",
"arn:aws:ec2:*:*:route-table/*"
]
},
{
"Sid": "RouteTableDisruptConnectivityl7",
"Effect": "Allow",
"Action": "ec2:DisassociateRouteTable",
"Resource": [
"arn:aws:ec2:*:*:route-table/*"
]I
"Condition": {
"StringEquals": {
"ec2:ResourceTag/managedByFIS": "true"
}
}
}I
{
"Sid": "RouteTableDisruptConnectivity18",
"Effect": "Allow",
"Action": "ec2:DisassociateRouteTable",
"Resource": [
"arn:aws:ec2:*:*:subnet/*"
]
}I
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"Sid": "RouteTableDisruptConnectivity19",
"Effect": "Allow",
"Action": "ec2:ModifyVpcEndpoint",
"Resource": [
"arn:aws:ec2:*:*:route-table/*"
1,
"Condition": {
"StringEquals": {
"ec2:ResourceTag/managedByFIS": "true"

"Sid": "RouteTableDisruptConnectivity20",

"Effect": "Allow",

"Action": "ec2:ModifyVpcEndpoint",

"Resourxce": [
"arn:aws:ec2:*:*:vpc-endpoint/*"

"Sid": "TransitGatewayDisruptConnectivityl",

"Effect": "Allow",

"Action": [
"ec2:DisassociateTransitGatewayRouteTable",
"ec2:AssociateTransitGatewayRouteTable"

]I

"Resource": [
"arn:aws:ec2:*:*:transit-gateway-route-table/*",
"arn:aws:ec2:*:*:transit-gateway-attachment/*"

"Sid": "TransitGatewayDisruptConnectivity2",

"Effect": "Allow",

"Action": [
"ec2:DescribeTransitGatewayPeeringAttachments",
"ec2:DescribeTransitGatewayAttachments",
"ec2:DescribeTransitGateways"

1,

"Resource": "*"
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"Sid": "S3CrossRegionl",
"Effect": "Allow",
"Action": [

"s3:ListAllMyBuckets"
1,

"Resource": "*"

"Sid": "S3CrossRegion3",
"Effect": "Allow",
"Action": [
"s3:PauseReplication”
1,
"Resource": "arn:aws:s3:::*",
"Condition": {
"StringlLike": {
"s3:DestinationRegion": "*"

"Sid": "S3CrossRegion4",

"Effect": "Allow",

"Action": [
"s3:GetReplicationConfiguration”,
"s3:PutReplicationConfiguration"

1,

"Resource": "arn:aws:s3:::*",

"Condition": {

"BoolIfExists": {

"s3:isReplicationPauseRequest":

"Sid": "DdbCrossRegion",

"Effect": "Allow",

"Action": [
"dynamodb:DescribeTable",
"dynamodb : PutResourcePolicy",
"dynamodb:GetResourcePolicy",
"dynamodb :DeleteResourcePolicy"

1,

"Resource": [

lltrue"
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"arn:aws:dynamodb:*:*:table/*",

"Sid": "ResolveResourcesViaTags",

"Effect": "Allow",

"Action": [

"tag:GetResources"

1,

"Resource": "*"

3, {

"Sid": "MemDbCrossRegion",

"Effect": "Allow",

"Action": [
"memorydb:DescribeMultiRegionClusters",
"memorydb:PauseMultiRegionClusterReplication"

1,

"Resource": [
"arn:aws:memorydb::*:multiregionclustexr/*",

BEAR

LUTHRBENTHSE., AILMR7EL JSON , HEH AWS create-experiment-template@s 51T 5 (AWS
CLI) Line CLI FH @S RIBE K ER, BRZGENEKIIRA , BiFE FIS BHAETPNTZRE,

"targets": {
"Transit-Gateway": {
"resourceType": "aws:ec2:transit-gateway",
"resourceTags": {
"TgwTag": "TgwValue"
},
"selectionMode": "ALL"
},
"Subnet": {
"resourceType": "aws:ec2:subnet",
"resourceTags": {
"SubnetKey": "SubnetValue"
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iy
"selectionMode": "ALL",
"parameters": {3}

I
"S3-Bucket": {
"resourceType": "aws:s3:bucket",
"resourceTags": {
"S3Impact": "Allowed"
},
"selectionMode": "ALL"
},
"DynamoDB-Global-Table": {
"resourceType": "aws:dynamodb:global-table",
"resourceTags": {
"DisruptDynamoDb": "Allowed"
I
"filters": [
{
"path": "MultiRegionConsistency",
"values": [
"EVENTUAL"
]
}
1,
"selectionMode": "ALL"
I
"MemoryDB-Multi-Region-Cluster": {
"resourceType": "aws:memorydb:multi-region-cluster",
"resourceTags": {
"DisruptMemoryDb": "Allowed"
},
"selectionMode": "ALL"
}

1,
"actions": {
"Disrupt-Transit-Gateway-Connectivity": {
"actionId": "aws:network:transit-gateway-disrupt-cross-region-
connectivity",
"parameters": {
"duration": "PT3H",

"region": "eu-west-1"
},
"targets": {
"TransitGateways": "Transit-Gateway"
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I
"Disrupt-Subnet-Connectivity": {
"actionId": "aws:network:route-table-disrupt-cross-region-
connectivity",
"parameters": {
"duration": "PT3H",

"region": "eu-west-1"
},
"targets": {
"Subnets": "Subnet"
}
},
"Pause-S3-Replication": {
"actionId": "aws:s3:bucket-pause-replication",
"parameters": {
"duration": "PT3H",
"region": "eu-west-1"
},
"targets": {
"Buckets": "S3-Bucket"
}
},

"Pause-DynamoDB-Replication": {
"actionId": "aws:dynamodb:global-table-pause-replication",
"parameters": {
"duration": "PT3H"

1,
"targets": {

"Tables": "DynamoDB-Global-Table"
}

1,

"Pause-MemoryDB-Multi-Region-Cluster-Replication": {
"actionId": "aws:memorydb:multi-region-cluster-pause-replication",
"parameters": {

"duration": "PT3H",
"region": "eu-west-1"
1,
"targets": {
"MultiRegionClusters": "MemoryDB-Multi-Region-Cluster"
}
}

}I

"stopConditions": [
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"source": "none"

1,

"IOleAIn": IIII’
"logConfiguration": {
"logSchemaVersion": 2

1,
"tags": {
"Name": "Cross-Region: Connectivity"
1,
"experimentOptions": {
"accountTargeting": "single-account",
"emptyTargetResolutionMode": "skip"
1,
"description": "Block application network traffic from experiment Region to
target Region and pause cross-Region replication”

}
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ETHAXABGEKENESER , B3H (AM AFER) FHABRENEE.
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BESE, UTRAETRT BIRIKF RIZEIT EBS E1E% 10 B4E the section called aws.ebs.pause-
volume-io” R FHI R,

JSON
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"ec2:DescribeVolumes"
1,
"Resource": "*"
},
{
"Effect": "Allow",
"Action": [
"ec2:PauseVolumelIO"
]I
"Resource": "arn:aws:ec2:region:accountIdB:volume/*"
}I
{
"Effect": "Allow",
"Action": [
"tag:GetResources"
1,
"Resource": "*"
}
]
}

2. TR, K B FAM—MEERR , LABEKS ANEEXRR. AKS AR IAM ARERE
—NEBW, BFESRI PEIETE,

R 199


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html

AWS HEEABRS RAriEmE

JSON

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Principal": {
"AWS": "AccountIdA"
},

"Action": "sts:AssumeRole",
"Condition": {
"StringlLike":{
"sts:Externalld":
"arn:aws:fis:region:accountIdA:expeximent/*"

},
"ArnEquals": {
"aws:PrincipalAxn":
"arn:aws:iam: :accountIdA:xole/role_name"

}
}

}

3. EKF ABRE IAM A, ZAGEMMUINELESE 2NEEERDIEENACGHETE, NS
NKFHEERN B , BALIE Orchestrator B FNREURABNACR., UTREERKS A RARK
F BHNR, MREEEHMEFRKS, , MFEE ARNs QZXKBANEMER, SPERKF REE
E—1NAE ARN,

JSON

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "sts:AssumeRole",
"Resource": [
"arn:aws:iam: :accountIdB:role/role_name"
]
}
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}

4. KPP ABZ IAM B BESBRERN roleArn, UTRBIERT IAM AEFHENSEER |, %
RERFARAKS A (DTSR, ) 89 AWS FIS BUBR,

JSON
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexvice": [
"fis.amazonaws.com"
]
},
"Action": "sts:AssumeRole"
}
]
}

&6 A LA{E A StackSets EIREEZ /N IAM &, EH CloudFormation StackSets , BEE
£ AWS Tk i B A E /) StackSet PR, BETHEZELR |, HS5HEFEH AWS CloudFormation
StackSets,

ZIKF KRR F LSS (7L )

FIE&Ht BR—MEXZRIAEE YN ERREMNZLREHANE, EAZKFP R IREFIESRSE , 7
DERBEKFER. XTNESNERKFPPEARE , FeeEA REMNRE Orchestrator ik~ 2L
Roe HEF , BUALERERBEESHRETEERKFIER. AT, B8 T LUF L EHRF NN X%
= LIS,

ETHEAEXERKFEFERNESEE , BTN E AEKF I8, CloudWatch
ZIKFSRBNEZ ST ( At )

ZEFATHELERBEEERITHER , ABLEFHEHXR, EURFECRENEHERERN , HENTE
RN AR s TR B M A 2 2T LE# T FIS XK. ’é/\ AWS TKF#E — N E 2T AWS X
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B, YEEZEHN , eAF¥NELZeTER—KFNMXBERNEZTHMESXR, HTELEMBEILEZKF,
K, MIMEETRRE — K X E R EE L £,

B2 20K/ KK 4R

EFINAeIERKENR , 1§5F AWS Management Console
BS PR ENRER,

f£F CLI BI2XH R

1.  ¥TF AWS Command Line Interface

2. EFASRFH JSON XHAIBENK - EMERIETIREN "multi-account” ( fililimy-
template.json ) WK , FFHPWitalics ENFEBHRNEECHE , REETHU

T create-experiment-template @i -

aws fis create-experiment-template --cli-input-json file://my-template.json

XIFEWA IR E KR, NN FHES id , BISKEERE 1D,

3. i&fTcreate-target-account-configuration@ % B #5 K P Bl B A N B SRR, [
MitalicsGUFEBRANECECHWE , FAIIKESR 2 WEEN--experiment-
template-idSHE , ARETUT®H T, --description SHEWEN, IENMEHRKFE
SWIR,

aws fis create-target-account-configuration --experiment-template-id EXTxXxxxxxxxxx
--account-id 111122223333 --role-arn arn:aws:iam::111122223333:role/role-name --
description "my description"

4. 1a{Tget-target-account-configuration@ F A RiFE B irlk P ELE M AE S

aws fis get-target-account-configuration --experiment-template-id EXTxxxxxxxxx --
account-id 111122223333

5. RINEAAEBRKFEERE , &7 LUETlist-target-account-configurations i 5 3R & & B bRl B
IEZI:?E@IJEO

aws fis list-target-account-configurations --experiment-template-id EXTXxXxXxxxXxXXX
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/fis/list-target-account-configurations.html
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838 M) OB IE 1T get-experiment-template i TRV IER B ERMBRK B E, ZERHRE—
MRIEF R targetAccountConfigurationsCount , ZFREXRER EFrE Birk A& B
Bt 3K

6. HBRET , BALAEH start-experiment B8 B ITERER

aws fis start-experiment --experiment-template-id EXTxxxxxxxxx

EHBKFEE

MREBERKFIAE ARN SR, WA LERREBIRKSEE, EFNERKSEER , FTHE
R & $20E IE 72 £ A R ARIZ AT Y AT SR

EFHERK/,EE , HFH AWS Management Console

1. 7 AWS FIS #&l& , Bt Jhttps://console.aws.amazon.com/fis/o
ESMERT , EFEZRER

ERRBER , ARKRERRENERTZRER

EMERF , EESR 3, BERSHENR.

BERERKFERE  AREREMRRER.

EERESRS , EFEHUE,

2

5/ CLI EFEHRKFEE

J= {Tupdate-target-account-configuration@ S EI& % , FHMWitalics ENFEBERNEZEHSH
B, --role-arn Ml --description BAESH , RFTBEEA , BTL2EH,

aws fis update-target-account-configuration --experiment-template-id EXTxxxxxxxxx
--account-id 111122223333 --role-arn arn:aws:iam::111122223333:ro0le/role-name --
description "my description"

il Bx B FRIK 7 BB

MREFBFEENEHRKSERE , WATLORERER. BEREFRKSEER , EEERZERSITAE
AXBRBFZE, KBLREET , BERTRIEFL,
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EMER BRIk B E , HH AWS Management Console

T AWS FIS #25F|& , Wik https://console.aws.amazon.com/fis/o
ESEMERD , EEISBER.

ERIRER , RAEKOERBRENEN.

EMERF , ERDPR 3, BRERSHRNR.
EERKFEET , X TERRNBHFEKSAE ARN , EEERER.
RSB S , EEHAUE,

EEERHERFHFRRER, YRRREREBHIAN |, @ Aupdate AR FHZRER,

N o g~ w0 Ddhd =

fEF CLI MER B Rk~ B E

iz {Tdelete-target-account-configuration@i® , FHMitalics BNUFEZRNEECHE,

aws fis update-target-account-configuration --experiment-template-id EXTxxxxxxxxx --
account-id 111122223333
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R

BALUEIE AWS Fault Injection Service (FIS) X AWS TEREH THEEARR, XLEXREIT
EERE BRI SEEEEARLETHN IR ZURE. AT, BULUERA FIS 2FH A fFKK
ZHN —IREES AR FEIRMES. BRITXIFANA , FIS BaidiRELFHHNAETRE, FISHERTE
EventBridge AERFER , HRKREBEMN, EventBridge Scheduler E— M LRZ[AERF |
ATFEBEIL NP REERS VR, STNEEREES.

/A Important

T #Y AWS Fault Injection Service 2% 1t X2 F1E AWS GovCloud ( E£EZREP ) M AWS ( =
EfEE ) A, GovCloud

F&

- DB RERAS

- SIEXEITY

« EHFXEITY

-« ZAMIBRSEE TR

R RERAR

RITABR—1IAM A€ , ZAE® AWS FIS 4 T 5 EventBridge RESRXEURIULE4FAERE
Z) FIS K1, BT U R R BEHY AN E itk B & LR T EventBridge AERFHA FIS KKHNRR, KT
TR T WA 02 FRI T A EM EventBridge ¥ BZI KR AY KB,

£/ AWS CLI t1Z AESRAE
EventBridge EEf ALt IAM AGBREXREF TR,

1. EFILLT JSON X ABRAKR , HER fis-execution-role.json RFE|AM, BIE
{E3K B L EventBridge AE R R KREBEZAE.
JSON

"Version": "2012-10-17",
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"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "scheduler.amazonaws.com"
}I
"Action": "sts:AssumeRole"
}
]
}
2. £ AWS S S{THRE (AWSCL) F , MAUTHERAEBNG T, §
FisSchedulerExecutionRole B A EARFHA RN E .
aws iam create-role --role-name FisSchedulerExecutionRole --assume-role-policy-
document file://fis-execution-role.json
RUMEBHRE K EREIUATHEAS :
{
"Role": {
"Path": "/",
"RoleName": "FisSchedulerExecutionRole",
"RoleId": "AROAZL22PDN5A6WKRBQNU",
"Arn": "arn:aws:iam::123456789012:role/FisSchedulerExecutionRole",
"CreateDate": "2023-08-24T17:23:05+00:00",
"AssumeRolePolicyDocument": {
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "scheduler.amazonaws.com"
b
"Action": "sts:AssumeRole"
}
]
}
}
}
HEEERAR 206
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3. EGIE AV EventBridge AE SR AAKKFRRE , BEFILLT JSON HHHERFEARM, fis-
start-experiment-permissions.jsonEA TBER ¥ S EventBridge cheduler Xt & IK 7= F#Y
FIERKERH#ITfis: StartExperimenti®#fE, MENACRGINENZKER , NEABBIR
IR ID , 7 "arn:aws:fis:*:*:experiment-template/*" KYEZPEF# *,

JSON

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "fis:StartExperiment",
"Resouxce": [
"arn:aws:fis:*:*:experiment-template/*",
"arn:aws:fis:*:*:experiment/*"
]
}
]
}

4. BITUToS , HENRER, & FisSchedulerPolicy it EERE F IR BT,

aws iam create-policy --policy-name FisSchedulerPolicy --policy-document file://fis-
start-experiment-permissions.json

MR, BFLBIUTHE. 12 TRE ARN, BFET—SPEAL ARN R RIEEEIRK
NwHTAE,

"Policy": {
"PolicyName": "FisSchedulerPolicy",
"PolicyId": "ANPAZL22PDN5SESVUWXLBD",
"Arn": "arn:aws:iam::123456789012:policy/FisSchedulerPolicy",
"Path": "/",
"DefaultVersionId": "v1",
"AttachmentCount": 0,
"PermissionsBoundaryUsageCount": 0,
"IsAttachable": true,
"CreateDate": "2023-08-24T17:34:45+00:00",
"UpdateDate": "2023-08-24T17:34:45+00:00"
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}

5 B ZERRMEEZNRITAR , BETUTHS. & your-policy-arn A EL—SHEIE
K EBE ARN, ¥ FisSchedulerExecutionRole it HEHITAEBHN B,

aws iam attach-role-policy --policy-arn your-policy-arn --role-name
FisSchedulerExecutionRole

attach-role-policy BEFLEG ST LIREMAL,

6. B RAERFRFANNESTEERERZEN AWS FIS KRR, 15]!1 DT ERBETRE
AWS FIS X1 K fis:StartExperiment® R , BN AERFRH N RAEEZTHERSIHN KRR
#. Purpose=Schedule

JSON
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "fis:StartExperiment",
"Resource": "arn:aws:fis:*:*:experiment/*"
}I
{
"Effect": "Allow",
"Action": "fis:StartExperiment",
"Resource": "arn:aws:fis:*:*:experiment-template/*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/Purpose": "Schedule"
}
}
}
]
}
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I SL 1T X

BEBRAMZHRAR MRS ZRERAH , FRRTHXR, SUUERIAH AWS FIRIH
BEIR.

SIENBERE , BHERF , AGEERIXR, EHEEQEZELHXRAE, REFHNEEEITIIE
o

FERITWEXBINER | R —RAMEESHBERES . EELBITH SRR,

aws 253 Services ‘ Q Search [Option+S] (2] 2% ® Select a Region ¥

® S3 & Amazon EventBridge @ AWSFIS B CloudFormation @ CloudWatch 1AM Bl ez @ Aaws Organizations %3 Application Composer

Schedule pattern

Occurrence  Info
You can define an one-time or recurrent schedule.

@ One-time schedule ’ ‘ O Recurring schedule ‘

Date and time
The date and time to invoke the target.

‘ YYYY/MM/DD ’ l hh:mm ‘ ‘ (UTC -04:00) America/New_... ¥ l

YYYY/MM/DD Use 24-hour format timestamp (hh:mm) Timezone

Flexible time window
If you choose a flexible time window, Scheduler invokes your schedule within the time window you specify. For example, if you choose 15
minutes, your schedule runs within 15 minutes after the schedule start time.

Select v

Schedule state

Enable schedule
You can choose not to enable the schedule now. You will be able to enable the schedule after it has been created.

@ Enable

REHRIAR AT RIRS, R MREZEAUIRE , BABEEZT I , REBFRLRHERXRE,
AWS FIS KK E2RE M EEventBridge 1ERRZ L. BANSEXH | THEISHEFITHIZRE,

£ 2% & BT X

1. 3TFF AWS FIS BB H A
2. BEEMSMERP , EEIBER
3. ERERIT XM ERER,
4. BHRE  RENTRIIRPEFERIEER,
a. EIHRIBHRT , BREREW
b. EitXIERT |, EFEMITR,
c. ItRIKET , BUIEEETERNITX , BSEITRIKE,
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https://docs.aws.amazon.com/scheduler/latest/UserGuide/schedule-types.html

AWS #BESE A RS Ar s
d. 7 Rate ®ARX T , EFLERRNITHIEIERHER | 205 58,
e. ERNESERET , IEEENE X,
f. EFHBHMSET |, BEFH B HRETE,
g. EERBHNRET |, IEEL R B EAMETE
h. BITRPRST |, P1#RE At RIED,
i. ERNRT , EREEHANEAE , AFEER FisSchedulerExecutionRole,
. EEBRT—%,
5. aREFHARITN , EERERNFARFEE , RAEEFCEITX,

EHXEIT X

U LLEFHRRITR , FEZHRNESEERN B HAFETE,
FREHAEEHMERINT

1. TFF Amazon FIS 24l &,

2. ESMBET | EEREIR,

3. EBRBREE  TREMNR , SN IHEMRVEITR.

4. REERWKRE ID, REFME TR AT+,
5. RERBFEESXEXEMIAF/ITK, EFXEKITY , AR HEMITIRE,

25 F S BR SR IR 1T X

ERIESRBREITRPITREIT , TUAMBRHEA AN, AT SRS ETRAAER AWS 25 &
M BR R EE A SR T

il R =R 5 A AL

$TH Amazon FIS ###|&,

ESMERT , EEIBER,

ERFRRE  SKBER , 2 NHERCIETR.

KREBERHER ID. RFSMEITTRIETF,
REREBFESIREXBHENIAGITN, EFEXEKITR , AL EENITRIRA,
BERITUTHREZ—

o a0 kA w N~
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AWS HEEsE AR g
a. ZEMBRITR , FIEEMERITRIMNZAVERE, BA delete , RFETMERITRIZRE.
b. EERAITX , BERZERAIUTKIMNEZNIRE, #A disable , RAFELEEAITTIIZH,
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T2 ERT AWS FIS

ZEMATELREEEHRHTHIR , HHLEFHRFXR. BUEFSEETRHENERA , AENTH
RN RAREFEITRR BRI ER L2 LT FIS XK. ’EA AWS Ik #H — MR £ AWS X
o

NTREFFELNWEERTHXRR , ERENZRFLZAETHRESENEGR, SHEIEFFHRISE
BARSFEEMER, J«XT%'ﬂ:’rmt\Tﬁ%ﬂﬂﬂﬁ#ﬁ‘ﬁ%ﬁéﬂﬂ’ﬂwm

25

. BT

. EART
ZETRIBEE

A BUBCE SRR R £ 4T,

- MRMEER, WAV FIS K. BIAMBERT , T2 THEBRRE,
- MRBCE  WEERTHXEFEFL  FEFARFITHRITIZR.

PRETEMHIRFATENE R —MRELER

- BELE, IRZEFTEUENERIEEIZT,
- BEVE , IRXRERELZEHEBERFHH,

BIEEMEREMETEFLHEUENRK, BR , T2T#ERE , 7JEMERE — KRR IRTT 44 %738

¥,
ZETRR
ZEH = Amazon BIEEF (ARN ) EXH—TIHR, Z2FBEUATSH

« RE, BAREE | ELARER,
- KR, ZRAFRANZRS , ATERZETPRSHNESRR.

ZEFFHELE 212



AWS HEEABRS RAriEmE

ERAZ 2T
ATRIEAN BMAGEA AWS FIS REARSSTEE. BAMMF R,
ERLEN

AUBRBUTIREFKS MEXBHN LTRSS
EREFHEERTRSMT

1. HFEHAWSFIS &
2. HESMERKRT , EEXK,

3. MRAZLNEHE  LFERERNHER —NEHREE. WRXBEREE , RPZETLTHEER
RS

£ CLI EFR 24
ERUATRS

aws fis get-safety-lever --id "default"

ZEMALTUT RS2 —

- BER  ZEFTAEREMRE, SRAUEHET. RIAMBRT , Z2FLEFHREBRRES,
o FHEEE : RETEEMNBRTRBCERS, WREEE —EXRHAREFEL, LFXHRESR , TEE
HZ £,

BRUE | REFATEIRS , RETEAXE., ERETATRERSH | EMAETHHFKE
R EUH

AEREMN

EREFEREREN

1. $TH#H AWSFIS &
2. HESHEBERD  EBXRK,
3. EREILMEXRIZRY.,
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https://console.aws.amazon.com/fis/
https://console.aws.amazon.com/fis/
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4. BMAMBEREMHERR.
5. EEWIA.

£/ CLI BUE R 24T

- ERUT®S. ERRFRPEELECHOE.

aws fis wupdate-safety-lever-state --id "default" --state
"status=engaged, reason=xxxxx"

BREREZ 2

EREH S RRE SN

IS AWS FIS &
ESMERT , EEXK,
IERERE SR,
WMARRLZE2THERERRE,
EFRIA,

o b w0 Dd =

fEA CLI BRBRZ 4T
« (FRUTHS:

aws fis update-safety-lever-state --id "default" --state
"status=disengaged, reason=recovered"
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5 AWS FIS 3256

AT A A AT T E SRS AWS BEESE MRS (AWS FIS) I #03% BRI,

AWS FIS #24| & AWS CLI

A AWS FIS 4|l AU FEZTHRMHE, AWS CLI B EFR P ZMIRENIRS
k&R, BXEZER , i35 the section called “EEF LR,

CloudWatch &£ 15 R I8 ¥R FE R

£/ CloudWatch fEFIEEFRR 7T B EK PR RFERAER. AWS FIS ERARIERXI N T AWS Ak
ShEl, BuULREER , LEAEBLRSEIAF OEBELER, EXEZEL , BSH LWE
f£ A CloudWatch,

&858 ] LUE T 812 CloudWatch BIRRE SRR AIRTER , M1 AWS 3 FIS SER 82 F 1E &4,
— Bt RER , TRHMAEFEL, BXESZEE , BEH FLEEMH. BX6IZE CloudWatch BRI E
%8R , 55 Amazon CloudWatch AFEMHPWE TESHELE CloudWatch BIRFMETH
ERNEER. CloudWatch

AWS FIS 2K ig %

ERAZXBALZEE , MEEXREZTHNHEREXFAEE. EXEZER , BZHAZEBEFILR,
KBRS ERSEH

Amazon EventBridge & 6E% BB RAEH R RIRER. AWS HEBWIRBSKETLE |, FIS
SERHBEH, BALLAESEHCENAN , AFEHANNEHEEERITHELIEREE. H
0 , @ Amazon SNS FB AR X BHHNIEA Lambda . BXEZEE | B3 LUEEH
EventBridge.

CloudTrail B&

AT #%k AWS CloudTrail H>x AWS FIS APl HAMFHAER , AFEENBEZHEFRE
Amazon S3 #, CloudTrail Z&2IEFZIRIEEZEITRRINERAIRS APIs BH, &0 LU FiX Lt
CloudTrail A ERWEEKFT 7 WM, MR EEAER IP thut, #RIT 7 EE, MELT 7Y
&,

AWS Health 12 | E & %0

AWS Health ATl IRFEE T BISR RRMEBE LA IEH AWS IREFIIKF R vl . HARFIHR
BEf , AWS FIS £ME4RH Healt AWS h Dashboard X Hi@#l, ZBHERKIZLEE NS H
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/ConsoleAlarms.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Create_Anomaly_Detection_Alarm.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Create_Anomaly_Detection_Alarm.html

AWS HiFESE A BRSS FF- 15T
NELEXRR (BEZEKFAER ) PHERRERENSNKF R, MHRITHFESEBHRNERE (W
aws:ssm:start-automation-execution #l aws:fis:wait ) HZBKFER ALK HBA,

BEXRATAURENAGHNERENIESENNER . ET#AEX AWS Health Dashboard K E
ZER | BESE (AWS Health AF1ERE) B AWS Health Dashboard,

(® Note
AWS Health SRR AMEE RIEEH,

£ AWS Amazon Y# FIS EH&E#r CloudWatch

B0 LA Amazon CloudWatch %3 AWS FIS SEIe Xt B AR E20E, ik a] LIS AWS FIS B
BER.

AXBEXRRENESEL , B0 252,
B AWS FIS K50

HEAK AWS FIS RHrt , FHRETATHEXR B RRENEL R BERS" #9 CloudWatch 5
Ro FTEARRIE | SR SIS BT R RRERFAY B FRHX L CloudWatchig#r.

BX AWS FIS XM EMRRREXEN AA CloudWatch EFRNEZER , BSRAUTHER :

- fEAEIEEREHI CloudWatch

« M 5# ECS CloudWatch 3E4%

- fEF ¥ Amazon RDS #E#r CloudWatch
- FRAKEIETWSIER CloudWatch

AWS FIS £ HERfEFR

&R LAER CloudWatch £ EE4RK T R ERNIKF R REAER. ERXLIERRE CloudWatch
RMUKRR EATRCE SRR RS ERBER

AWS FIS R RIEFHRNT R F AWS RESEH, BuLEEER , LEAEEIRSESNOELHE
ko BX CloudWatch BiIRWEZEE |, 5% Amazon CloudWatch FiF$5F,

AWS FIS #£ AWS/ Usage n & 22 [H & 8 LA T #5847
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-cloudwatch.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/cloudwatch-metrics.html
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1R

ResourceCount

UT#ERTxE AWS FIS R ERA B R,

%EZ

Service

Type

Resource

Class

DU

LK PETHEERRNEHE, BREAERE
PRARBEREVAEE TE Lo

PO

TEREH AWS REFH BT, 3T AWS F FIS
FERBERIEN , WEENERNFIS,

IETERERIRRAIEA, Ha) , AWSFIS 5
LISFRHIE— B MIERResource,

FHEBETHRRHERE, SSRERMBTHER
WESD B TTAERN ExperimentTemplates #
ActiveExperiments

REBLERE , LB RKER,

£ AWS Amazon % # FIS 3£ EventBridge

HXWRBSEETE , AWSFIS 2k HiEA, XEEABET Amazon AEHF KR EventBridge
( BAHI#R9 CloudWatch B4 ) . AWS FIS @REAB H R MIXLEH, IEFKAET EventBridge ith[a

HREEH.

£/ EventBridge , &7 LA B2 AR AL BRENENEFHMN, Flan , ST LEEMN , LUIE A
SNS EBAIEE FHRFBEA , HE A Lambda EEHITR LR,

BHXxEZ{EE EventBridge , &

&5 (LS EventBridge A/ #8RF) EventBridge Y “YI L A

77
UTREERSEREMHIIEE -

{

"version": "Q",

"id": "12345678-1234-1234-1234-123456789012",
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"detail-type": "FIS Experiment State Change",

"source": "aws.fis",
"account": "123456789012",
"time": "yyyy-mm-ddThh:mm:ssZ",

"region": "region",

"resources": [

"arn:aws:fis:region:account_id:experiment/experiment-id"

"experiment-id": "EXPaBCDlefg2HIJkL3",
"experiment-template-id": "EXTalb2c3de5f6g7h",

"new_value",
"reason_string"

"old_value",
"reason_string"

1,
"detail": {
"new-state": {
"status":
"reason":
},
"old-state": {
"status":
"reason":
}
}

experiment-id

RSB KA 1D,

experiment-template-id

K30 P A SRIRAEAREY 1D,

new_

value

KR, T BRI -

old_

completed
failed
initiating
running
stopped
stopping

value

KU £ — MR, TRHESHE
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* initiating
* pending
* running

+ stopping

AWS FIS 3R B &

BALMERASSKARIER , LMEEXRETHHEREXFAER.

LEEZRESSHATENRBEXBRAREAFREATRARLERK. BXELZELR , HSH Amazon
CloudWatch B! ( £ “AREE., BFE, HEHE T ) M Amazon S3 Efl,

PR

BRATRTF AWS FIS RRF ENF A ERE B ERENESNAEBR. BXREZER , 55 Amazon
CloudWatch Logs AFERHPHATRE :

o XIXZIBEM CloudWatch A&
« &i%%| Amazon S3 KB &

B &R

SR AKIRREAUTEY, HRERXARE 2, ATF details WFERBURT log_type B, AT
resolved_targets WFEREURT target_type B, BXEZEER , HSH the section called “H
FIEFE RO,

"id": "EXP123abc456def789",
"log_type": "experiment-start | target-resolution-start | target-resolution-detail
| target-resolution-end | action-start | action-error | action-end | experiment-end",
"event_timestamp": "yyyy-mm-ddThh:mm:ssZ",
"version": "2",
"details": {
"account_id":"123456789012",
"action_end_time": "yyyy-mm-ddThh:mm:ssZ",
"action_id": "String",
"action_name": "String",
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"action_start_time": "yyyy-mm-ddThh:mm:ssZ",
"action_state": {

"status": "pending | initiating | running | completed | cancelled |
stopping | stopped | failed",
"reason": "String"
I
"action_targets": "String to string map",
"error_information": "String",

"experiment_end_time": "yyyy-mm-ddThh:mm:ssZ",
"experiment_state": {

"status": "pending | initiating | running | completed | stopping | stopped
| failed",
"reason": "String"
I
"experiment_start_time": "yyyy-mm-ddThh:mm:ssZ",
"experiment_template_id": "String",
"page": Number,
"parameters": "String to string map",
"resolved_targets": [
{
"field": "value"
}
1,

"resolved_targets_count": Number,

"status": "failed | completed",

"target_name": "String",

"target_resolution_end_time": "yyyy-mm-ddThh:mm:ssz",
"target_resolution_start_time": "yyyy-mm-ddThh:mm:ssZ",
"target_type": "String",

"total_pages": Number,

"total_resolved_targets_count": Number

K75 88
« RE2B|AT :

+ target_typeFERMfFresolved_targetsFEMNRIIZXEHR ARNs HFT R
o resolved_targets NRHWERFEREURT target_type H , BB FEREE,

« action-error M target-resolution-detail BHEE (FM7T account_id FE& ),
o FIERRRAFRRA 1,

AR
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/|_,\ E’J i&
AWS FIS X5 AEEEZILT B -

« —/N Amazon S3 1@
« Amazon CloudWatch B&4

S3 BEf&H
XERTXEMEILTNVE

bucket-and-optional-prefix/AWSLogs/account-id/fis/region/experiment-
id/YYYY/MM/DD/account-id_awsfislogs_region_experiment-id_YYYYMMDDHHMMZ_hash.log

AEeE/Lo#HEREEFMAE.
CloudWatch A7 B &4
HEFZIE R B EFRnamed /aws/fislexperiment-id,
AFEAE—2#AREHE AERE,
B &g F Rl
LT RERHIEEN EC2 K6l LiZ1Taws:ec2:reboot-instancesi® EHY L4 B E 1L F R Bl
Ik

experiment-start

* target-resolution-start

* target-resolution-detail

 target-resolution-end

* action-start
* action-end
* action-error

* experiment-end

experiment-start
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AT R experiment-start B4/ RAIEF.
{
"id": "EXPhjAXCGY78HV2as4A",
"log_type": "experiment-start",
"event_timestamp": "2023-05-31T18:50:45Z2",
"version": "2",
"details": {
"experiment_template_id": "EXTCDh1M8HHkhxoaQ",
"experiment_start_time": "2023-05-31T18:50:43Z"
}
}
target-resolution-start
LA R target-resolution-start B4 RAIIZRE,
{
"id": "EXPhjAXCGY78HV2as4A",
"log_type": "target-resolution-start",
"event_timestamp": "2023-05-31T18:50:457",
"version": "2",
"details": {
"target_resolution_start_time": "2023-05-31T18:50:45Z",
"target_name": "EC2InstancesToReboot"
}
}
target-resolution-detail
LR target-resolution-detail EHMRAIIEFRK, MERBHFRDHRLW , MidFHiEEF
error_information FE&,
{
"id": "EXPhjAXCGY78HV2a4A",
"log_type": "target-resolution-detail",
"event_timestamp": "2023-05-31T18:50:452",
"version": "2",
"details": {
"target_resolution_end_time": "2023-05-31T18:50:45Z2",
"target_name": "EC2InstancesToReboot",
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"target_type": "aws:ec2:instance",
"account_id": "123456789012",
"resolved_targets_count": 2,
"status": "completed"

target-resolution-end

MREFRDPWERLW , MiEFZFIEHE error_information FE&, MR total_pages KF 1,
NERREFENTMEFPBEERLE —FIEZHKRNES, 2EHMTEFRREHERERY target-

resolution-end i2%.

LAR 2 EC2 #fEtarget-resolution-endE 41 RHIIEH,

{
"id": "EXPhjAXCGY78HV2as4A",
"log_type": "target-resolution-end",
"event_timestamp": "2023-05-31T18:50:45Z7",
"version": "2",
"details": {
"target_resolution_end_time": "2023-05-31T18:50:46Z",
"target_name": "EC2InstanceToReboot",
"target_type": "aws:ec2:instance",
"resolved_targets": [
{

"arn": "arn:aws:ec2:us-east-1:123456789012:instance/
i-0f7ee2abffc330de5"

}
1,
"page": 1,
"total_pages": 1

LATF 2 EKS #24E target-resolution-end E4#YRHIIEH,

{
"id": "EXP24YfiucfyVPIpEIn",
"log_type": "target-resolution-end",
"event_timestamp": "2023-05-31T18:50:452",
A EiEF R Hl
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"version": "2",

"details": {
"target_resolution_end_time": "2023-05-31T18:50:46Z2",
"target_name": "myPods",

"target_type": "aws:eks:pod",
"resolved_targets": [

{
"pod_name": "example-696fb6498b-sxhw5",
"namespace": "default",
"cluster_arn": "arn:aws:eks:us-east-1:123456789012:cluster/fis-demo-
cluster",
"target_container_name": "example"
}
1,
"page": 1,
"total_pages": 1
}
}
action-start

AT R action-start B4 RHACHEK. MRSBERIEE TIRESHK , NicFHPEE

parameters FE,

{
"id": "EXPhjAXCGY78HV2a4A",
"log_type": "action-start",
"event_timestamp": "2023-05-31T18:50:56Z7",
"version": "2",
"details": {
"action_name": "Reboot",
"action_id": "aws:ec2:reboot-instances",
"action_start_time": "2023-05-31T18:50:56Z7",
"action_targets": {"Instances":"EC2InstancesToReboot"}
}
}

action-error

LT R action-error EHMRHIERK, ABREFERUA ST 2BREZEH, BEXMBESNMNKFHS
RENZEHS

A EiEF R Hl 224



AWS HEEABRS

RAriEmE

{
"id": "EXPhjAXCGY78HV2a4A",
"log_type": "action-error",
"event_timestamp": "2023-05-31T18:50:56Z2",
"version": "2",
"details": {
"action_name": "pause-io",
"action_id": "aws:ebs:pause-volume-io",

"account_id": "123456789012",
"action_state": {
"status": "failed",

"reason":"Unable to start Pause Volume IO. Target volumes must be attached

to an instance type based on the Nitro system. VolumeId(s): [vol-123456789@abcdef@]:"

}

action-end

AT R action-end BH4HRHIEF.

{
"id": "EXPhjAXCGY78HV2as4A",
"log_type": "action-end",
"event_timestamp": "2023-05-31T18:50:56Z2",
"version": "2",
"details": {
"action_name": "Reboot",
"action_id": "aws:ec2:reboot-instances",
"action_end_time": "2023-05-31T18:50:56Z",
"action_state": {
"status": "completed",
"reason": "Action was completed."
}
}
}

experiment-end

LA 2 experiment-end E4MRHIIER.

EEARE SN
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"id": "EXPhjAXCGY78HV2a4A",

"log_type": "experiment-end",
"event_timestamp": "2023-05-31T18:50:5772",
"version": "2",

"details": {

"experiment_end_time": "2023-05-31T18:50:577",
"experiment_state": {

"status": "completed",

"reason": "Experiment completed"

FERXKRBAFTIEFH

BUZAXKAERIERK. ERWIERARILEK , B4NBEEA T AR RERNZRERKESRE., W
RENTREENEA —IMUBIARATHESERNE M , NYEERETZREN , RISFUER
HERLY 15 ¥, ER B EEE N LRIt B A,

EREH A B AXK B SIER

1. $TF AWS FIS ##|A& , Mithttps://console.aws.amazon.com/fis/ A o

2. ESMERP , EFEZHER,

3. EBRXRER , ARMNERRENEMZBLER,

4, WTHEE, K BEBMNMIED, B[ S3FHEBAIEARE , HEEFERIEER Amazon S3 F#E , AE

WMAFEREHRNNE. EFBEELREET CloudWatch B |, iH%B X% %E| CloudWatch B &5
ABE4E,

5. EBREHREENR,

EZHAXRKISR , BEH AWS CLI

£ Fupdate-experiment-template i & H 15 & A & BB

ZAXKAFILR

MBTEAFEWER BE , WTNEHRE B FER.

{Eﬁﬁjﬁ‘ﬂ%u = thﬁﬁ ﬁ'g_l_ H /L/\lai

1. 3TFF AWS FIS #84lA , Mithttps://console.aws.amazon.com/fis/H o
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AWS #BESE A RS Ar s
2. ESMERP , ERTHRER,

ERRBER , RRROERBRENERTZRER.

NFEE, B “KiXE| Amazon S3 & M “&XiXF| CloudWatch BE7,

R EH R AER,

o bk~ ©

ERAXKIER , BEM AWS CLI

f# FAupdate-experiment-template@s & H I E 2= HEE &,

FEAiZx% APl B AWS CloudTrail

AWS #FEE A RS (AWS FIS) 5 AWS CloudTrail—I RS ER , ZBRFIREEAF. A6 AWS ik
%1 AWS FIS FXENHIR1ERMIER, CloudTrail § AWS FIS IFTE APl AR NS4, HRNE
BEEXRA FIS #4H AN AAMIT AWS FI AWS S APl BENKRE AR, REERE , WATLR
¥ CloudTrail EH £ /& E| Amazon S3 Zf#&#E , ¥ AWS FIS WE#H., MREAREERER , &
AR LATE CloudTrail #ZHI58 “SHHELIER PEFESEHMNEH. FAKERNEER CloudTrail , &
ATLATEER AWS FIS K HMER, ZHERM IP that, #IRE TiER, AHERHERUREIFA

==

ET7THMEZ{EE CloudTrail , 52 {AWS CloudTrail HF1EFE) -

£ CloudTrail

CloudTrail & BIEIKF AWS IKF” REEENIKF EEA. 2 AWS FIS R REEF A |, ZEHLE
Hfth AWS BRS5 CloudTrail S —RIZERESHIELIERF. BANEFES, BENTHRIEREN
EHAWS K. BXREZER  FSRAEASHALIERKES CloudTrail =,

ERSZICFEMN AWS IKFEH (2E AWS FIS WEH ) | BRIERER, REAWF CloudTrail ¥ H

FE X &5 E Amazon S3 . BINBERT , HBEEHAFPABRERN , ZRENNATRE
AWS X5, RERIZE AWS 2 XHAEXENEH , N BEXHEEFBRIEEN Amazon S3 7714
Mo BEA\ , BB EEM AWS RS , Sl — S 2 FLE CloudTrail BEPWENSHEE, BX
BZEE , BEETINE :

« NI AWS IK 7 0 2 IR ER
* CloudTrail X358 BRSS M AL

« BEE Amazon SNS EHI CloudTrail
o FEWKBEZANXIEH CloudTrail B EXAFIZRK B ZANKF B CloudTrail B &4
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FTE AWS FIS 2GR (MEZXARS API &) iai CloudTrail #igdx7E (AWS #FEE A RS
APl ) i, BXEBRRIR ﬂMfE’JHﬁ? £, BEEREZARNRSH APl & X8, #l
m, BXRELDE EC2 £fl EMITHIRE | BHSRILE% EC2 API 5%,

BANEARATREBEEERERBFROVARGE. SOEEREHTEHEUTHR

- BREFEARZTIEERAFFIERH/TY,
- BREEAACERRKSAFNERNZEFIERHMN,
- FREBTHHEM AWS RF K H,

BXEZER , B2 CloudTrail userldentity T3,

TH#E AWS FIS BEXHSE

RERE—MEE , APHEHEN BEXHRRAEIEIEEN Amazon S3 F#HM. CloudTrail BEX#
B - EEIMEERRB. %#ﬁﬁﬂéﬁﬁcﬂﬂéﬁﬂﬁi MER , @REAXFERNEE. BRED B BN
B, HRSHBFENFEE. CloudTrall BEXHARLH AP HRANAFHERRE , ALENF2RE
4= E /IR F

LA 218 AWS FIS StopExperiment E# CloudTrail B&% B =l

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAIOSFODNN7EXAMPLE:jdoe",
"arn": "arn:aws:sts::111122223333:assumed-role/example/jdoe",
"accountId": "111122223333",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAIOSFODNN7EXAMPLE",
"arn": "arn:aws:iam::111122223333:ro0le/example",
"accountId": "111122223333",
"userName": "example"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2020-12-03T09:40:427",
"mfaAuthenticated": "false"
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}
}
},
"eventTime": "2020-12-03T09:44:20Z2",
"eventSource": "fis.amazonaws.com",
"eventName": "StopExperiment",
"awsRegion": "us-east-1",

"sourceIPAddress": "192.51.100.25",
"userAgent": "Boto3/1.22.9 Python/3.8.13 Linux/5.4.186-113.361.amzn2int
Botocore/1.25.9",
"requestParameters": {
"clientToken": "1234abc5-6def-789g-012h-ijklm34no56p",
"experimentTemplateId": "ABCDE1fgHIJkLmNop",
"tags": {}
},
"responseElements": {
"experiment": {
"actions": {
"exampleActionl": {

"actionId": "aws:ec2:stop-instances",
"duration": "PT10M",
"state": {
"reason": "Initial state",
"status": "pending"
},
"targets": {
"Instances": "exampleTagl"
}
},
"exampleAction2": {
"actionId": "aws:ec2:stop-instances",
"duration": "PT1OM",
"state": {
"reason": "Initial state",
"status": "pending"

I

"targets": {
"Instances": "exampleTag2"

}

}
},

"creationTime": 1605788649.95,
"endTime": 1606988660.846,
"experimentTemplateId": "ABCDE1lfgHIJkLmNop",

.x86_64
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"id": "ABCDE1fgHIJkLmNop",
"roleArn": "arn:aws:iam::111122223333:role/AllowFISActions",
"startTime": 1605788650.109,

"state": {
"reason": "Experiment stopped",
"status": "stopping"
},
"stopConditions": [
{
"source": "aws:cloudwatch:alarm",
"value": "arn:aws:cloudwatch:us-east-1:111122223333:alarm:example"
}
1,
"tags": {3},
"targets": {
"ExampleTagl": {
"resourceTags": {
"Example": "tagl"
},
"resourceType": "aws:ec2:instance",
"selectionMode": "RANDOM(1)"
I
"ExampleTag2": {
"resourceTags": {
"Example": "tag2"
I
"resourceType": "aws:ec2:instance",
"selectionMode": "RANDOM(1)"
}
}
}
I

"requestID": "labcd23e-f4gh-567j-k1lm8-9np01q2341r56",
"eventID": "1234a56b-c78d-9e0f-glh2-34jk56m7n890",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",
"eventCategory": "Management"

TR AWS FIS BEXH%E
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TR AWS FIS Z8%E FIS RENZKFFAMN APl BRIEMNRHI CloudTrall B&

Bo. aws:ssm:send-command AWS userIdentity JtEXB T A IGREIE A HAVER | HEIT
ABEBERAABIRE, userName 2E R AABKH BN, XKHY ID EXP21n T17 WMz a6dNugz H
MERZARH ARN FHprincipal IdERE -2 HI,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROATZZZ4JPIXUEXAMPLE:EXP21nT17WMzA6dnUgz",
"arn": "arn:aws:sts::111122223333:assumed-role/AllowActions/
EXP21nT17WMzA6dnUgz",
"accountId": "111122223333",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROATZZZ4JPIXUEXAMPLE",
"arn": "arn:aws:iam::111122223333:role/AllowActions",
"accountId": "111122223333",
"userName": "AllowActions"
1,
"webIdFederationData": {3},
"attributes": {
"creationDate": "2022-05-30T13:23:197",
"mfaAuthenticated": "false"

}

3,

"invokedBy": "fis.amazonaws.com"
3,
"eventTime": "2022-05-30T13:23:192",
"eventSource": '"ssm.amazonaws.com",
"eventName": "ListCommands",
"awsRegion": "us-east-2",
"sourceIPAddress": "fis.amazonaws.com",
"userAgent": "fis.amazonaws.com",

"requestParameters": {

"commandId": "51dab97f-489b-41a8-a8a9-c9854955dc65"
.
"responseElements": null,
"requestID": "23709ced-cl19e-471a-9d95-cf1la®@6b50eeb",
"eventID": "145fe5a6-e9d5-45cc-be25-b7923b950c83",
"readOnly": true,
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"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"
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WEEHEER AWS FIS

EXEIRAITHELERR , 15 AWS FIS ] IEI GetExperlment API fl FIS SR A £ M MAsHiR.
SERAS N KMET , FENZERRESHN —BHIREIHIR. S MREXME |, HREIE —MNRBIRIEE
ﬁ%LFﬁoTMﬁEHS%hHEMTﬁEﬂE@%EOg?ﬁﬂﬁﬁiﬁ%@AWSHS%%,ﬁ
SN AWS FIS EK,

BEQERE , USRI THERZ—

R B4HENFEAELR. TUNERARREXRBIHEHER , BNENATRERRERE,
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ESABK/ER , SRLCHEANKSSHEMKS P IAM SEEEANE T RFRNREHEE, &
B EARRMBETHRNRBARBUGERRIFN —FME. HERXANBRLETFEMNER
AWS K/ |, FIEIKF HEY IAM EE R ESMEEEASZE (AFRAR ) RTFBRIBRHNR, i)
BYFETSMNRBEHINBISNEUR TR, ER , IRETHRVKBEDE —NKSFNEERT
WERR , WFREZINNETEONKRE. BEXESER , 558 (IAM AFERE) P 1AM B
B K P B R 5 ]

AWS & B iE R AL BERITS)
XIFRMRE R

B R A LAER AWS JSON REERIBEW ARG RMT L. HHRY , BN EEATLIM AR RINITER
E , UREMF ARG THIT,

JSON ZREEHY Action TRMA A THERM P A IEL TR AVIRE, RIIREBEEEXEKHN AWS
APl BERIE. B—EHIAMER , GIaEETE AP BRENN RN 81, &F —LREZZERE
PRITSNMEE. XLEMIRER N ERERE.

R L ERFEUR FHATRERERRR,
EEE AWS FIS BEIR , FSH (RFENSE) PHY “ AWS HIEF RS E LAV ERE,

AWS FIS PR RBHIRIFEIRFERIFERAL TR :
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fis
EESENMEAPEEZTRE , BEAEZSFHERET.
"Action": [

"fis:actionl",
"fis:action2"

BT LAERBES (*) BESMRE. AN, BIREURIE List FANAMEERE , SFBUTE
1E -

"Action": "fis:List*"

AWS £ @B IR 1 BUER R IR
TRERRER 2

EIE R A LAER AWS JSON REERIEEW ARG RMF L, HHRH , BNEAATLIM AR RINITER
&, BAREA ARG TIT,

Resource JSON KB TEZEREEQHNAREN — PRI IR, BIHXTEE Resource |
NotResource T&E, ENBRESR , FHEAH Amazon BREEF (ARN ) BERR. W FXEEE
BREE (MARRENR ) BIRME |, BT LURITILRE,

HFFZHRBERIURNGRAE ( WFIHRE ) | BEAERY (*) BREANATHRERR,

"Resource": "*"

R AWSFIS APl #EXFHZHER, EEEMEAFEEZNER , i ARNs AiE5 5

|

o

"Resource": [
"resourcel",
"resource2"

EEF FIS BREBRHTIK ARNs , FZH (RESENSE) FH AWS Fa AWS ult Injection
Service E YW EIRFEE , BT RIET LU A PLIRERIBEESTHHRIRN ARN | iHSHAWS #FEE A
R S5 E VIR E
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AWS #FEE RS AFiEm
FIS BWBUER &4 AWS %4

XBBETRSHRBERMARE . B

EE R WLAER AWS JSON REERIEEHERRIBEMF L, BRER , BN EETUAN T AR FRITER
&, UREMFAZRHETHIT,

£ Condition Jt%& ( =% Condition iR ) # , AAEEEEAEMMNEH. Condition TERAE
N, BACEFERAZGZER (i, FTFHNT ) BEHERER , UERBPHNFEESERPHE
HTE,

MREE—MEIHIEEZN Condition T#E , FEES Condition TEHRIEEZNE , I AWS
EFZ%E AND EEEHEl]l. MRBHNENZUHRIEESZ/ME , WFERZBEORZER AWS FHE%
H, ERFIEIHNRZ B LTUH BEFIERISH,

EEERGN , BETUEASURERE. S, REEEA IAM AFERIE IAM AP, 86X
HEFHRBRONER. AXRESER , F5H (AM AFER) B JAM K TE | TEMIRE,

AWS XF2RFABANBETRSHFAZH, EEEME AWS 2/5FM4E , 5K IAM AFE
MTNAWS £R&EH L TXEHR,

EER AWS FIS 4451k , F5H (REEMSE) hH “ AWS BEEARS WERUHEEH, BT
BR T A R SR RV IRIER SR |, S PIAWS BEE ABRSS & LR 1E.

EEEF AWSFIS ET BRI RS , 5SH. AWS #EE A RS R R 5

ACLs 7£ AWS FIS
% ACLs : &

mEEHE SR (ACLs) ZHIMLERIEA (KFKA, AFZAR® ) ARBRKAR. ACLs SETRFER
REEREL, REEMITEM JSON KRB HEER.

#4A FIS B9 ABA AWS C
¥ ABAC ( EMEHHIRGZ ) : B

ETREMENIE RS (ABAC ) B—HEDURE , ZRBETEERENR, £H AWS , XEFEMK
MAIRE, EAILE IAM Kk ( AP SAS ) MiFZ AWS RIRM IR, FR1eSHEMBEIRE ABAC
ME—%, RFIRIT ABAC KB , SUEEHEMHRE SN2 15 R 8 R FRE ICE A R VFRAE,

ABAC EREB KW EFEERR , AERBERTSEIUNITR T AR HEF .
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EETHREEE N , BEEFE A aws:ResourceTag/key-name, aws:RequestTag/key-name
= aws:TagKeys ZUYRBERBHNZHTEZPFREFEEER,

MRENRSEN TEMERREBIFABX=AFER , WX T RS , ZENR. NREDMERESNX
N T RBRREZFRAEX=ZAZARE , WZENETD.

BEX ABACHEZEE , 2R (IAM AFERE) RWEH ABAC BIUENNR, EEFIZE ABAC
SHRNHE , B3R (AM BFER) PHEAETEMNIHRIMNRIES] (ABAC) .

EEFETHMNRE RS, UREEFIRZRFERGFENIR , S =6 - ERREESFRE

£ AWS FIS H{# A llE Bk $
TEHIGHEILE : 2

HIREA IR RIER R , BL AWS RS FRER. BXESZRER , SFEWLE AWS RS ERTIE
BRHES |, 5 IAM AFERPHAWS S 5 IAM BEEANEER.

MREERRAFBNBRZHANEMSEZES , W AWS Management Console & # 2 IGEFIEF.
flan , B AWS RN EIMNE QB R (SSO) #E#TihmE |, ZERLEBIRIER, HEN
AR EHREFREHE , RAEVGRACKH , FESBHBIGREIL. EXIRACGNESZER , HSH
(AM BFiErm) RMMNAFTIRE IAM B (BHE ).

B LAER AWS CLI 2 AWS APl FEIIZBIRRHES, ARG , &0 LUER X LIEHER# TR
AWS, AWS BIUZHBTERIGEFHES K MAREAKBHRZEA. BXEZELE , BESHR IAM FH
et = 2 &I,

FIS WS RS £ AWS X R
XBRRBFAIKE (FAS) : 2

HEER IAM BFRBEEFRITRIEN AWS , EEANERA. EAELERSH , EWgE2RT—
MRIE , ARMREEEMBEBRSHE S —MEE. FAS ERAAAZRANNRUKE AWS RS @ T
RS R HIERMER. AWS REIFIRFSKEFTESHA AWS RS REFRXE S BESTRRIER
B, F2RH FAS iR, EXMERT , BLMEBERITXMIUREINIR, BXAKH FAS 1EREH
REEFE  FEAEREE2E,

FEATF AWSFIS HIERESAE
*ERSAG B
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AWS HEEABRS RAriEmE

BSAEEHR—WMBSEE. KRREVITEEN IAM &6, IAM EE G TLE IAM Fa12, SR
RIS AR, BXEZELR , 52 (IAM BAFER) PMelE D AWS REZRNEN A€,

FIS WARSSHXA® AWS
XERSHEXAE B

BSHERABR-TERSHEXREKN AWS BRFRSF AR, BSTUARARKENTRENAR. KBS
BXxABHNELZNH AWS K/ |, FEIARSHE. IAMEERTUEEETREERSHAXAE
YRR

BXUEHEE AWS FIS RSHEXABHFAEE , B5H. I AWS BEEARSEARSHEXAE
=]

AWS HFEE A BRSS SR & 7 51

RINBERT , BRFMNAGTNSIESRISEH AWS FIS BiR, iltwFEFER AWS Management
Console, AWS Command Line Interface (AWS CLI) 8 AWS APl #11T£%. ERFAFPNAERR
PATIRENNIR , IAM EE G AR IAM Kk, EEAMEESANA@MARRM IAM K& , AR UK
AAE,

BT RMAERXL RG] JSON REXHEGIEET IAM HHNERE |, 56 (IAM BFiERE) P8
2 IAM XK (258 ) .

BXFIS EXMBRENTRER (3RBSHRRELENEN ) WiIFHAEFER , 25 ( ARNs RFEX
2#£) By AWS Fa AWS ult Injection Service BVIR1E., BRMFZHR,

AEN

- RBSEXE

- =6 : FH AWS FIS ##4l&

- = FIHTTH AWS B FIS B4E

o =l ARERENEIEER

o 1l FFERRRE

o =l FRRSEERERE

o R RBRTEERERSHNERER
« R’ ATAFEEBCHNR

« 15 : BEF ec2:InjectApiError S5
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« 5 : fEF aws:s3:bucket-pause-replication Sk4F4

REERIEREK

ETEHNRBRE T HRARBAUELHIKS PO, 5RISMER AWS FIS FiR, XERETTEE
£ AWS K= A, SIBREWEE T HOHNKREN , HEBU T ERNEW

- FFHAER AWS RERBH RO RENBENR — BEFEOAFPNMITERBER TR , EEAN TS
EAPIRTFNRNAWS FHERE, SIEMRNRARTH AWS IKF, RMNBUEETYE LEN
EHRABIN AWS ZEFRERBRAE-DBINR, BXESZEE , HZH (IAM AFERE) F/Y
AWS EER R TFREERNAWS HEEXKK,

« NASENR : EEM IAM RERENRE , BREFRATESENNR. At , EAIER
EREFRG T AUNBERRRTHRE , BN RENRFA. BXEM IAM NARRNESZE
B, BEZHR (AM AFiEE) B8y IAM B KB AER.

o fEF IAM SREE AR B SRR — S BRFITH R AXBR : &8 0] LA[E) 3R BE 7 NS A4 SR BR XS R AE M R IR BV 17 18]
Bl | WA LURE RS RIEEXTMER SSL KEFFEER, MERBRSZBEREIFENHXE
FARY , Nt AT AR A SRR B T 33 RS R AERY U7 R BR AWS BRSS , 5lan AWS CloudFormation. &
REZER , F2H (IAM AF1ERE) P/ IAM JSON KB TE | &,

- M IAM Access Analyzer BiEZH) IAM KB | IBRFRN RN LM IhBEM — IAM Access
Analyzer 2BIFF KB BRKE , UHRKBEAS IAM KEIES (JSON) M IAM HR{ESE
B2, 1AM Access Analyzer 12 100 ZTURBEK EMAIRENEI , SHBEBEFIELZ S BINEEMREN
K, BREZELR , B2H (AM AF1ER) FREA IAM Access Analyzer KiiF SR B,

- BRZEHHRIE (MFA-NR AWS KF BN ZRFE IAM AFSRAS , BEA MFA RS X

2, EEFTIRAA AP B2EREE MFA | B MFA KGR MEEHEKT, BXxBEZER |, 52
# <IAM P8R RHEA MFA 4RI API 1715,

BX IAM FRRESSBRNESEE , F5HE (AM AFER) F8 IAM AR 22 SEXEK,

Rl EA AWS FIS 2515

EipE AWS HEEARSEFE , BLTHA —HRERR, XERNRAAAFEERIIHNERS
X AWS FIS BRIV FAER . AWS IKFUIRGBZLELENRENRREN=RNET HHIERR , X
THINT ZREHEE (BFRAR ) | BHERTEEMPEREET,

NFREA AWS CLI 5t AWS API WA, BEFNEREFEEZHENR, R , _IRFHREH
ZIAMITHY API RVEM TE RV IRAE,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
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AWS HEEABRS

RAriEmE

BT ROIKEE R FER FIS #H 25 HMEBRE AWS AWS FIS BIFRHINR , BFRRFIE, EH
ERR. CERFEFUEXRBRERFTIEENE AWS FIS REFT A8 AT A & RIR.

S BRIX

JSON

"Version": "2012-10-17",
"Statement": [

{

"Sid": "FISReadOnlyActions",
"Effect": "Allow",
"Action": [
"fis:List*",
"fis:Get*"
1,

"Resource": "*"

"Sid": "AdditionalReadOnlyActions",

"Effect": "Allow",

"Action": [
"ssm:Describe*",
"ssm:Get*",
"ssm:List*",
"ec2:DescribelInstances",
"rds:DescribeDBClusters",
"ecs:DescribeClusters"”,
"ecs:ListContainerInstances",
"eks:DescribeNodegroup",
"cloudwatch:DescribeAlarms",
"iam:ListRoles"

1,

"Resource": "*"

"Sid": "PermissionsToCreateServicelLinkedRole",
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "*",
"Condition": {
"StringEquals": {
"iam:AWSServiceName": "fis.amazonaws.com"

REE R
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}
}
]
}
R BIHTETA AWS B9 FIS #84E
LUTRERBERF 5 E A AWS FIS BRERIRR,
JSON
{
"Vexrsion": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"fis:ListActions"
1,
"Resource": "arn:aws:fis:*:*:action/*"
}
]
}
T AEERECNERRENR
LT EMETH aws:ec2:stop-instances REQIESLIE AR,
JSON
{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "PolicyExample",
"Effect": "Allow",
"Action": [
"fis:CreateExperimentTemplate"
1,
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"Resource": [
"arn:aws:fis:*:*:action/aws:ec2:stop-instances",
"arn:aws:fis:*:*:experiment-template/*"

]

},
{

"Sid": "PolicyPassRoleExample",
"Effect": "Allow",
"Action": [

"iam:PassRole"

1,
"Resource": [
"arn:aws:iam: :account-id:role/role-name"

R T RSREE

UTRBRTFEAEEN IAM AMKBERTHXBHRER. ©F& RV AWS FIS KFKRAF 6 2RSS
MXAB, BXRESZER , B5H H AWS HE I ARSEARSHEXAE,

JSON

"Version": "2012-10-17",
"Statement": [

{
"Sid": "PolicyExample",
"Effect": "Allow",
"Action": [
"fis:StartExperiment"
]I
"Resourxce": [
"arn:aws:fis:*:*:experiment-template/experiment-template-id",
"arn:aws:fis:*:*:experiment/*"
]
}I
{

"Sid": "PolicyExampleforServicelLinkedRole",
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"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "*",
"Condition": {
"StringEquals": {
"iam:AWSServiceName": "fis.amazonaws.com"

R ERRE G RIRERR

LT RERTEATAE Purpose=Test MENKBRRSITREHNIR, EFR T LIRS HKKE
RRR , B AR TFERATEERSRREITRERNR,

JSON
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "fis:StartExperiment",
"Resource": "arn:aws:fis:*:*:experiment-template/*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/Purpose": "Test"
}
}
}
]
}

R B ERT B S EAR S KR AR

LA TR TR # A Purpose=Test RN ERAIER,
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JSON

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"fis:DeleteExperimentTemplate"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/Purpose": "Test"
}
}
}
]
}

R REAFEREECSHNR

ZORBIGER T BRI |, LAY IAM AP EENR MBI EAS B ONNERMEE R, R
SDREERHE LSEA AWS CLI X AWS API U425 = 5E B LR AR IR

"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",

iam:ListGroupsForUser",

jam:ListAttachedUserPolicies",

iam:ListUserPolicies",

iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
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"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [

iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",

iam:ListPolicies",
na

jam:ListUsers"

1,

"Resource": "*"

Gl : fEF ec2:InjectApiError i

TR RBIRBEER ec2:FisTargetArns {4 EKRE B IR EIRVEE,. ZBEALITF AWS FIS
EKHE{Tzhaws:ec2:api-insufficient-instance-capacity-errorflaws:ec2:asg-
insufficient-instance-capacity-error.

JSON

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "ec2:InjectApiError",
"Resource": "*",
"Condition": {
"ForAllValues:StringEquals": {
"ec2:FisActionId": [
"aws:ec2:api-insufficient-instance-capacity-errox",
]I
"ec2:FisTargetAxns": [
"arn:aws:iam:*:*:role:role-name"
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}I

{
"Effect": "Allow",
"Action": "ec2:InjectApiExrror",
"Resource": "*",

"Condition": {
"ForAllValues:StringEquals": {
"ec2:FisActionId": [
"aws:ec2:asg-insufficient-instance-capacity-errox"

1,

"ec2:FisTargetAxns": [

"arn:aws:autoscaling:*:*:autoScalingGroup:uuid:autoScalingGroupName/asg-name"

]
}
}
},
{
"Effect": "Allow",
"Action": "autoscaling:DescribeAutoScalingGroups",
"Resource": "*"
}

=l : £ aws:s3:bucket-pause-replication &4

LA RGIRBEFEAS3: IsReplicationPauseRequest B Z4ARK R

¥FPutReplicationConfigurationBGetReplicationConfigurationfX¥ FIS £ AWS FIS

BENLETXHERANT L. AWS aws:s3:bucket-pause-replication

JSON

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
"S3:PauseReplication”

1,

REE R
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"Resource": "arn:aws:s3:::mybucket",
"Condition": {
"StringEquals": {

"s3:DestinationRegion": "region"
}
}
},
{

"Effect": "Allow",

"Action": [
"S3:PutReplicationConfiguration”,
"S3:GetReplicationConfiguration"

1,

"Resource": "arn:aws:s3:::mybucket",

"Condition": {

"BoolIfExists": {
"s3:IsReplicationPauseRequest": "true"
}
}
}I
{
"Effect": "Allow",
"Action": [
"S3:ListBucket"
1,
"Resource": "arn:aws:s3:::*"
},
{

"Effect": "Allow",

"Action": [
"tag:GetResources"

]I

"Resource": "*"

}

N AWS BEEABRSEARSHEXAE®

AWS #BEE ABRSEH AWS Identity and Access Management (IAM) fREHEX AR, REHEXAR
=—f5 AWS FIS BE#EXBIMSH IAM A€, RFHEXAEH AWSFISTIEX , EP SRS
REFLFAEM AWS RS FIEHFTE R,
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AWS #EE AR il
RSHERABAUERMMIRE AWS FIS , BN ERLFIHHN4ENNRREE LR AT EIZNE IR

EE, AWSFIS EXHERFHEXAGHNER , RIEZHEEL , BNMRHE AWSFIS AJHEFHAE,
EX NN RSIFEEREMNRRE , T AR EEM INEMEME M IAM K4,

BREIRSHKXABRN , BEMXTIE—N IAM A6 | BFIZRERDIEEN BRI RRENIE IR,
BEXEZEER , BSH ERT AWSFIS ZBH IAM A€,

REELHEREX BRE , TEMBRERERSAXAE, XTURFEAWS B FIS B , RANETRET
B BR U ) 5 L B R Y A PR

FIS AR HEX A B IE AWS
AWS FIS fE & AWSServiceRoleFor il FIS HIRS XX A K EE XMW ISR IFRIER,

AWSServiceRoleForFIS IREZFMHXABETUTREZRAAZAR :

e fis.amazonaws.com

AWSServiceRoleForFIS FRS5 < & & A E KM Amazon, FISService RolePolicyiZi
BE AWS FIS BB EENBRNEN MR RER. BXEZER , 520 (AWS REBES
#) FISServiceRolePolicyd# Amazon.

EBATMEENR , £ IAMRE (AR, 45086 ) 81, REIMBRESHEXAR, ERINGIE
AWSServiceRoleForFIS lREHEx A |, &EH AWS FIS B IAM SRS AEBMENKIE. B&FFAT
FWRIR |, BT REEH E IAM 515,

JSON

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "*",
"Condition": {
"StringlLike": {
"iam:AWSServiceName": ""

}
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BXREZER SR (AM AFERE) FRRSHEXEBNR.

7 FIS G2 RSFHERAE AWS
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{
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}
}
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