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BARIE & 7



AWS HEEABRS RAriEmE

"experimentReportConfiguration":{},
"experimentOptions":{},
"tags": {}

}

BRAH, BSH RO ER.

Tt 98 £

EEAEXKRER AWS EEBZHE |, TS ESSBRER.

EFHESSIENR AWS CLI |, i5ZFAWS FIS 21 #& 4 R4,

TRIIEHR AWS BR1T3N

THRRBER | AREL—TARSTRAE. B AWS FIS BENTUE VBESIE | B2RRES
%,

KI0 HR REEH T —IXKiRME, BEER—MRBRHPZRETE— AWS FIS 4 | BEATENEIHFE
E NI T

&

- BEEZE

« BERAY
- BESH

- BB

- BRFESSATE
« BETH

= A N,
S1EES
AT —RIGERNEE,
"actions": {
"action_name": {

"actionId": "aws:service:action-type",
"description": "string",

T 1E A 8



RAriEmE

AWS #FEE A BRSS

"parameters": {
"name": "value"

},

"startAfter": ["action_name", ...],

"targets": {
"ResourceType": "target_name"

}

}
}
}

BEENREELRBEUATAS :
action_name

BB

actionld
BRERIRRS
description
ALERY R
parameters
ERIES B,
startAfter

PATREM BTN RRE. BN, EF BB TR,

targets

EMAERME B FFo

BXRH , iS5 the section called “E4ERHA,
BEFRRE
B AWS FIS BERBE —MRREF , 0T .

aws:service-name:action-type

Bltn , AT B4EF LEZETT Amazon EC2 B#R3E4I -

BAEPRIAST



AWS HEEABRS RAriEmE

aws:ec2:stop-instances

BXBIENERIIR  ESH AWS FIS BIESE,
RIESH

KL AWS FIS REEARETZRENEMSH. SESHATHERESITHR AWS @ FIS &i%E
2

AWS FIS X FERBEEEENHEZRRE  Zaws:ssm:send-commandiE/EEA SSM XIEF SSM
WH A EE PR LI EHESR Y., aws:ssm:send-command EESE documentArn &% |,
SSM X4 Amazon BIRBF (ARN) fERNE. HAXRERFINRER | BAIIEESHIE.

BXA aws:ssm:send-command BEEESHNEZEER |, BHSHE 1T aws:ssm:send-command
BIE, o

BA LR TRERRES KA ARREE (Lt AEERIE) . EERETHERRERIRESITZAN
R, WRELERERENBENEENREET. HIEMBRERITRERE. W , BT ERE
HIREL LR Amazon EC2 3241,

BRIEBIR
BTEAEEN BRARLNRE, EXERE , BTNEEUREREEREH.

"targets": {
"ResourceType": "resource_name"

}

AWS FIS BREZIF LA TR B SRR BHRKE -

« AutoScalingGroups— Yl &3 EC2 Auto Scaling &4

. 17f%4 : Amazon S3 2@

- 58 . Amazon EKS &£#

- 8 W3 ECS, Aurora DSQL I i Aurora $hiEESEE
- DBInstances— Y Gi# RDS ##E B =

- BE¥- AWS Lambda B %X

« X%l : Amazon EC2 &4

« KinesisStreams— Kinesis 3@

BRESHK 10



AWS ST A RS e

« ManagedResources— Bl ARC Xigi# Bt Amazon EKS £&, D% EC2 NAREF MM LK E
H#ER AR B A ARC Xigi# B Amazon EC2 Auto Scaling 4.

« MultiRegionClusters— Amazon MemoryDB % [X i £ 8%

- R4 : Amazon EKS 1T R4

- R84 (pod) : Amazon EKS £ Kubernetes B854 ( pod )

+ ReplicationGroups— ElastiCache & %4

- AR IAMAE
« Spotinstances— Y & EC2 4 B34
-« ¥R : VPC ¥

« & — Amazon DynamoDB ZXE£FH&XEEARERE—HK
« £% : Amazon ECS %

+ TransitGateways— 22 X P <

« Virtuallnterfaces— Direct Connect FE &0

- % : Amazon EBS &

 VPCEndpoints— M 5 # VPC &ixT R

BxRH , iHSH the section called “IE¥ERHI,
R S

NMERETETATEERESENBNSH , WRIAMERT , AEZFRHNBRER , TREANRE
BxEMK. WREEH emptyTargetResolutionMode SERIETIRE N skip , N 2K EMTIEM B AR
B, BB , MR BB, flin , MRBFIFEMBIEER 5 28 , Il AWS FIS £1AK
BEES 2HEER. RARELKNBREREFHET —DURE , EBIZHAERE.

BFantiE AU RBRERA LN , B UREREENK, Sl , EIEENFENRRZEALE, X
TR FBRETAVRERE (WLIESKH ) | FEEERFENRARNEREESAG.

NMRRESHHELERYRE , WHEREEZREBHITEHEAE. BHRFNANTREEREEERE
YRR R B —BURMER Tt et i) 2 EDE AR ( SN REMRESDE TR , Makh BSR4 Ret
8 ) o

BRAERHI

BRAEROII TR

BAESLERT 11



AWS HEEABRS RAriEmE

=~

{21t EC2 3:41

mp T TE 4 B SE 51
PHTERE

£ 1k EKS Worker

B3 ARC X1 B 3h iy

APl fF 1k EC2 R4

UTREFEILERBANBIRREIN EC2 KfltargetInstances, MAHEER B #rkHl,

"actions": {
"stopInstances": {

"actionId": "aws:ec2:stop-instances",

"parameters": {
"startInstancesAfterDuration": "PT2M"

},

"targets": {
"Instances": "targetInstances"

R R MBS

DT ESELERAR NN BRI ENRE XSl targetSpotInstances,. MO HEBEHPIZMNE
=4,

"actions": {
"interruptSpotInstances": {
"actionId": "aws:ec2:send-spot-instance-interruptions",
"parameters": {
"durationBeforeInterruption": "PT2M"
I
"targets": {
"SpotInstances": "targetSpotInstances"

BRERH 12
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}

R TR E
UTRIEFIEL BT EEMTAX TRz BB RE,

"actions": {
"disruptAZConnectivity": {
"actionId": "aws:network:disrupt-connectivity",
"parameters": {
"scope": "availability-zone",
"duration": "PT5M"
1,
"targets": {
"Subnets": "targetSubnets"

}

R &1k EKS Worker

LA R VESF44 1L EKS 8 fEA B targetNodeGroups K B ARFRIRAEY 50% B EC2 SE41,

"actions": {
"terminateWorkers": {

"actionId": "aws:eks:terminate-nodegroup-instances",
"parameters": {
"instanceTerminationPercentage": "50"
.
"targets": {
"Nodegroups": "targetNodeGroups"
}

Al B3l ARC XiE Bty

DTRERSZ ARC X EZIBE) , FRERBEMorEkBtHaz-in-parametersk, duration-
in-parameteres?t Fl ManagedResources S SERERF , RRXBEBIEB AT AWS HWEH.

BRERH



AWS HEEABRS RAriEmE

{
"description": "aaa",
"targets": {
"ManagedResources-Target-1": {
"resourceType": "aws:arc:zonal-shift-managed-resource",

"resourceArns": [
"arn:aws:elasticloadbalancing:us-east-1:0124567890:1oadbalancer/app/
application/11223312312516",
1,

"selectionMode": "ALL"

}
1,
"actions": {
"arc": {
"actionId": "aws:arc:start-zonal-autoshift",
"parameters": {
"availabilityZoneIdentifier": "us-east-1a",
"duration": "PT1M"
.
"targets": {
"ManagedResources": '"ManagedResources-Target-1"
}
}
1,
"stopConditions": [
{
"source": '"none"
}
1,
"roleArn": "arn:aws:iam::718579638765:r0le/fis",
"tags": {3},
"experimentOptions": {
"accountTargeting": "single-account",
"emptyTargetResolutionMode": "fail"
}

AWS S iER VLY B ¥R

BR2—THZN AWS BIR , AWS BEEARS (AWS FIS) XK E N X LR FNMTRE. BIR
AUERBNVTE— AWS IKF , B Al My TARMNIKS (ERAZKFRE ) . EiFA 7 HDNMRE
TKPARRYEIRN BAR , BERER SRS KK,

Targets



AWS HEEABRS

RAriEmE

BRI ESI RN ERNE LB IR, SR UESRERPN STIREEAARDN B 7.
AWS FIS R I taetiRBIf A BAr , REBFBIFEETNEMSIF, AWSFIS EHENENK

KRN BEREIR. WARKI B, WKERK,

B3
- B¥EE

34 3 e
o FRREA

« RIREFRRIR
- RIRTEIESRMF

- BRSE
< EEERX
« RHIEFR

. OISR -

ERINEIPES

B R E AT Ro

"targets": {
"target_name": {

"resourceType": "resource-type",
"resourceArns": [
"resource-arn"
1,
"resourceTags": {
"tag-key": "tag-value"

1
"parameters": {
"parameter-name": "parameter-value"
1,
"filters": [
{
"path": "path-string",
"values": ["value-string"]
}
1,
"selectionMode": "value"

BARiE*
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RAriEmE

}

EEXBIRE , BFEERUUTRE

target_name

SRIN: SRR

resourceType

RIRRE,

resourceArns

BERRE Amazon BIREAB M (ARN),

resourceTags

MR T4 ERRIRE,

parameters

FREEBEE N B RS,

filters

RRTEIEFAERBERERE SR B RERIVER,

selectionMode

BRI R IREIEFEE,

BXRH , iHS 5 the section called “R4HI B #57

RIRRE

8/ AWS FIS BEM2EREN AWS BIRFEE EHRITH. EXBIRE,
AR ERE IR RRREERN B IR,

AWS FIS R TRIRER :

« aws: arc: zonal-shift-managed-resource — 7 ARC Xigifm % FiEME AWS &R

ReglEE—®MR

=0

A

=

P

HIRIEE



AWS HEEABRS

RAriEmE

- aws: directconnect: 0 — E#$E O Direct Connect

« aws: dsql: cluster — Amazon Aurora DSQL £

- aws: dynamodb: global-table — I &% DynamoDB % [Xig£ Ik %*
 aws: ec2: autoscaling-group — Amazon Auto Scaling &4 EC2
- aws:ec2:ebs-volume : Amazon EBS %

- aws: ec2: instance — I 7L 45 EC2

« aws: ec2: spot-instance — I & #3545 EC2

- aws:ec2:subnet : Amazon VPC ¥

. aws:ec2:transit-gateway : X

« aws: ec2: vpc-endpoint — I &7 VPC LixTi R

- aws:ecs:cluster : Amazon ECS &#

- aws:ecs:task : Amazon ECS %%

- aws:eks:cluster : Amazon EKS & &

- aws:eks:nodegroup : Amazon EKS T =4

 aws:eks:pod : Kubernetes B854 ( pod )

+ aws: elasticache: replicationgroup — & #l4H ElastiCache

- aws:iam:role : IAM A&

- aws: kinesis: stream — Y B # Kinesi s &

« aws: lambda: function — —NE& AWS Lambda

« aws: memorydb: — Amazon MemoryDB Zmulti-region-cluster X135 &
- aws:rds:cluster : Amazon Aurora BB £ &

- aws:rds:db : Amazon RDS %3z 3£ 45l

- aws:s3:bucket : Amazon S3 1Zi& 1@

*\L\EQ*FJ\J?

 AWS FIS ZH| AR EX BFrEY , AILEARBEMIEE AWS BIR (HERRKE ),
BAiE AWS FIS RIE SR AR EIR B — AR IR

EMMRBERRR , BAREEATREA :

« B®IJR IDs-43%E IDs BIFK AWS BiR. FRAHIR IDs MR RMAERBEH TR

HE , &7

FRR B AR AR



AWS HEEsE AR Tt
- BRFRE-MATHE AWS BIREIRE.

- BIRMERYG  RAREBMENTRNBENE, AXESEE , H5MH BRMERT.

- RESH  RAIFEREMENTRNS . BXESZER , F2H BRSHK.

EREW

« BRI AMEBIFEERR ID MR FRZL.

« BFRERFAMEE B EER R ID MR IRIEILESA.

- ENZEZHEERFREATZFEATEERN. MRREEEREEMERNERSEN TR,
« MRBEESIRE , WAREENRSHLAFET BARR R EFBERIES (AND ) -

7 TR R 0k S A

BRGERZREBERFERE RN BT RNERN, AWS RELEENTRRE , FISHERANATS
2 AWS HRAEHIRR APl RN AH, BREXFEEBHEEERTEN TR,

FIEREZRHFEIRTABEBRRNTENE. BERRHIRIBHARFS , ATHERRRES
RBENREPFEOEENRE, SMNIRRR—ARRNT R, BIERRAEREREEN S EHRXA
ERXNKNE , BN TERBLHRA Pascal H#EE. a0, RfEA AvailabilityZone ( A=
availablityZone ) fEAEBMTE,

"filters": [
{
"path": "Component.Component.Component",
"values": [
"string"
]
}

UTEZEEATRERRMESY

- MRRETZANIESE , SHEEHERENTIEESE , WARTERAELIEEE T 8EER TR — AND
- MRANENMGEFRBETZNME , WEELRE[—METBEEFEFIR —OR

« R describe AP HANBENVEKRIZNME , WEZEE M —MEFBEERE TR — OR

o ERFRX key/value 3t , SR AEMRSIERBERAR (LLEX),

FRR B AR AR 18



AWS HEEABRS

RAriEmE

TREETATHRNESHERIZHNVMNSTH R API B4EM AWS CLI 85 . AWS FIS RREBZITIX
iR ELIN BSEENTIER. HENXEERTERHPERINESHNRR. Hlin  £RH e SiaE
£ 1FSElRY Describelnstances IRZS XY,

RIRRE

aws:arc:zonal-shift-managed-
resource

aws:directconnect:virtual-i
nterface

aws:ec2:autoscaling-group
aws:ec2:ebs-volume
aws:ec2:instance
aws:ec2:subnet
aws:ec2:transit-gateway
aws:ec2:vpc-endpoint
aws:ecs:cluster
aws:ecs:task
aws:eks:cluster
aws:eks:nodegroup

aws:elasticache:replication
group

aws:iam:role
aws:kinesis:stream

aws:lambda:function

API ##4E

ListManagedResources

DescribeVirtuallnterfaces

DescribeAutoScalingGroups

AWS CLI 5%

list-managed-resources

describe-virtual-interfaces

describe-auto-scaling-groups

DescribeVVolumes

Describelnstances

DescribeSubnets

DescribeTransitGateways

DescribeVpcEndpoints

DescribeClusters

DescribeTasks

DescribeClusters

DescribeNodegroup

DescribeReplicationGroups

ListRoles

DescribeStreamSummary

ListFunctions

describe-volumes

describe-instances

describe-subnets

describe-transit-gateways

describe-vpc-endpoints

describe-clusters

describe-tasks

describe-clusters

describe-nodegroup

describe-replication-groups

list-roles

describe-stream-summary

SIREH

FRR B AR AR


https://docs.aws.amazon.com/directconnect/latest/APIReference/API_DescribeVirtualInterfaces.html
https://docs.aws.amazon.com/cli/latest/reference/directconnect/describe-virtual-interfaces.html
https://docs.aws.amazon.com/autoscaling/ec2/APIReference/API_DescribeAutoScalingGroups.html
https://docs.aws.amazon.com/cli/latest/reference/autoscaling/describe-auto-scaling-groups.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeVolumes.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/describe-volumes.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeInstances.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/describe-instances.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeSubnets.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/describe-subnets.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeTransitGateways.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/describe-transit-gateways.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeVpcEndpoints.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/describe-vpc-endpoints.html
https://docs.aws.amazon.com/AmazonECS/latest/APIReference/API_DescribeClusters.html
https://docs.aws.amazon.com/cli/latest/reference/ecs/describe-clusters.html
https://docs.aws.amazon.com/AmazonECS/latest/APIReference/API_DescribeTasks.html
https://docs.aws.amazon.com/cli/latest/reference/ecs/describe-tasks.html
https://docs.aws.amazon.com/eks/latest/APIReference/API_DescribeClusters.html
https://docs.aws.amazon.com/cli/latest/reference/eks/describe-clusters.html
https://docs.aws.amazon.com/eks/latest/APIReference/API_DescribeNodegroup.html
https://docs.aws.amazon.com/cli/latest/reference/eks/describe-nodegroup.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_DescribeReplicationGroups.html
https://docs.aws.amazon.com/cli/latest/reference/elasticache/describe-replication-groups.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_ListRoles.html
https://docs.aws.amazon.com/cli/latest/reference/iam/list-roles.html
https://docs.aws.amazon.com/kinesis/latest/APIReference/API_DescribeStreamSummary.html
https://docs.aws.amazon.com/cli/latest/reference/kinesis/describe-stream-summary.html
https://docs.aws.amazon.com/lambda/latest/api/API_ListFunctions.html
https://docs.aws.amazon.com/cli/latest/reference/lambda/list-functions.html

AWS HEEABRS

RAriEmE

RIRRE

aws:memorydb:multi-region-c
lustern

aws:rds:cluster

aws:rds:db

aws:s3:bucket
aws:dynamodb:global-table

aws:dsql:cluster

API ##4E

DescribeMultiRegionClusters

AWS CLI 5%

describe-multi-region-clusters

- S

}#ARDBClusters

-

#RDBInstances

ListBuckets

DescribeTable

GetCluster

describe-db-clusters

describe-db-instances

list-buckets

P

IRENEEBE

BX 7l , 51 the section called “REITFIESH : 7o
BIRSE

RSB RERERERR BARE IR,

DT HRREBEZFS I,

aws:ec2:ebs-volume
- availabilityZoneIdentifier : @2 BB ATAXNKHE ( 10 us-east-1a)
aws:ec2:subnet

« availabilityZoneIdentifier : 3B FMHW A AXNKEE ( W us-east-1a ) KA AKX
ID ( 40 usel-az1)

- vpc : BEBRFHH VPC, BNMNKF XEFEREE—4 VPC,
aws:ecs:task
« cluster : IEERESHEEFH,
- service : @8 BHESHRS.
aws:eks:pod
- availabilityZoneIdentifier : Ali%, @2 B#HA84YE (pod ) WATAKX, #la0 us-
east-1d. MEFET LLRAZRA ( pod ) B hostlP FEE FMH CIDR BET AKX,
« clusterIdentifier - %&F. EKS BIREHNBHH ARN,
« namespace - #F, BFREE4A (pod ) B Kubernetes 58 ZEiH,

FRR B AR AR 20


https://docs.aws.amazon.com/memorydb/latest/APIReference/API_DescribeMultiRegionClusters.html
https://docs.aws.amazon.com/cli/latest/reference/memorydb/describe-multi-region-clusters.html
https://docs.aws.amazon.com/AmazonRDS/latest/APIReference/API_DescribeDBClusters.html
https://docs.aws.amazon.com/cli/latest/reference/rds/describe-db-clusters.html
https://docs.aws.amazon.com/AmazonRDS/latest/APIReference/API_DescribeDBInstances.html
https://docs.aws.amazon.com/cli/latest/reference/rds/describe-db-instances.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListBuckets.html
https://docs.aws.amazon.com/cli/latest/reference/s3api/list-buckets.html
https://docs.aws.amazon.com/amazondynamodb/latest/APIReference/API_DescribeTable.html
https://docs.aws.amazon.com/cli/latest/reference/dynamodb/describe-table.html
https://docs.aws.amazon.com/aurora-dsql/latest/APIReference/API_GetCluster.html
https://docs.aws.amazon.com/cli/latest/reference/dsql/get-cluster.html

AWS HEEABRS RAriEmE

« selectorType - &%F., EFEHIEE, TJREMEN labelSelector. deploymentName H
podName,

« selectorValue - %&F, EFH[HE. LEBURT selectorType H{E,
- targetContainerName : A[if, B854 (pod ) AP ENWERBEEH. RIAZRENER
Bee4 (pod ) HBHRENNE —PNEER.
aws:lambda:function
« functionQualifier : A&, EENHEBNREARGE. WRRIEERER , NFERFGAT
BRAENEN. MREETEEZMEEANE K NRAEEAITEHNEN ARN BANEHS
ENFERE , ReEREHEEN. MRFEABHRIIE , SLATESTUNZ BN EREEH ARN 1
BWAUKRBESLATESTE ARN AR FA#RITHEIREA. BX Lambda RENEZEE |, ESH
FAFiEEHHEE Lambda BEERZA, AWS Lambda
aws:rds:cluster
« writerAvailabilityZoneldentifiers : A&, BIEEEREARN AKX, WRENE
N ES2 RO A AXRRAESIE , all,
aws:rds:db
« availabilityZoneIdentifiers : Ak, SEMAIKFEEXFINTARX, AREMERN : HUE
SoRNTRAXRRFFSIR , all,
aws:elasticache:replicationgroup
« availabilityZoneIdentifier - 4%, @2BHFRT RN THAXAKB ( 40 us-east-1a ) A
AKX ID ( %1 usel-az1) o

R
BB EE R RN RREC IR FIREE. AWS FIS XL TEHER -

« ALL : EFFE B EIITRE,

« COUNT(n) : NERBIBFRPBEVLERBFEREN BFRUARITRE, B0 , COUNT(1) RIEFREANE
R 50 B 45,

« PERCENT(n) : MER5BI B rPRENIERISE B 2 bWy B #R U ITIRIE, 0 , PERCENT(25) 1%
& 25% 2R3 B #7.

MR EBRBERNTHRIHIEE 50% , Il AWSFIS 2B T& A, flan , nBERIMEA Amazon
EC2 SEfI4ER B Fr B EIRMNE) 50% , N AWS FIS @B TR ARNFNEH, TEEENTF—NE
BERED . flin , RERINME Amazon EC2 324 , HSBE N 5% , W AWS FIS FoiEik L4,

ERER 21


https://docs.aws.amazon.com/lambda/latest/dg/configuration-versions.html

AWS HEEABRS RAriEmE

MREEAMEENBIRERREELSZSNBER , U AWS FIS AIB Z R EFEMEE R &R

Wiz FEEN | RAEEEEERARIFAMEARR , KEEF KK,

RO B R

RIBARIIT
T~
« IE VPC P BIEERZEH KA

E
- ERRESHNES

Rl BE VPC iR EERER KA

RGITTRER) B AR R I E VPC R AHRE M Amazon EC2 Eflenv=prod, %&ZR#ERIEE AWS FIS FE
MIEREHE P —NE R,

{
"targets": {
"randomInstance": {
"resourceType": "aws:ec2:instance",
"resourceTags": {
"env": "prod"
},
"filters": [
{
"path": "VpcId",
"values": [
"vpc-aabbccl11223344556"
]
}
1,
"selectionMode": "COUNT(1)"
}
}
}

Ml BEREESHNES

R B #R 22



AWS HFESE N BRSS FIF 15T
RGBT AEBIEESREMARSH Amazon ECS 57 B 5. EFRERNIEE AWS FIS REHLERH
=B R,

{
"targets": {
"randomTask": {
"resourceType": "aws:ecs:task",
"parameters": {
"cluster": "myCluster",
"service": "myService"
1,
"selectionMode": "COUNT(1)"
}
}
}
TPBITEIESRH
EITFIESR AT,
ANl

« EC2 34
- BIEEEH

Rl EC2 K6l

HIRN T aws: ec2: instance BIRFERWIRIEIRRERFIEZMHRT , AWS FIS £ A EC2 describe-
instances mazon & 3 B A i iE 23K 1R 5 B R

£ describe-instances T HIREIR JSON fH A , KA R Instances FTH—1NEH, UT 2
Bowmt  HPEFERICHNFERitalics,. WERFRHEFERXLEFERM JSON MiBERFIEER
MR R B,

{
"Reservations": [
{
"Groups": [1,
"Instances": [
{

"ImageId": "ami-©0111111111111111",

RPITFEIESRA 23



AWS HREE A RS AriEmE
"Instanceld": "i-@Qaaaaaaaaaaaaaaa",
"InstanceType": "t2.micro",

"KeyName": "virginia-kp",
"LaunchTime": "2020-09-30T11:38:17.000Z",
"Monitoring": {
"State": "disabled"
},
"Placement": {
"AvailabilityZone": "us-east-1la",
"GroupName": "",
"Tenancy": "default"
I
"PrivateDnsName": "ip-10-0-1-240.ec2.internal",
"PrivateIpAddress": "10.0.1.240",
"ProductCodes": [],
"PublicDnsName": "ec2-203-0-113-17.compute-1.amazonaws.com"
"PublicIpAddress": "203.0.113.17",
"State": {
"Code": 16,
"Name": "running"
},
"StateTransitionReason": "",
"SubnetId": "subnet-aabbccl1223344556",
"VpcId": "vpc-00bbbbbbbbbbbbbbbbb",
"NetworkInterfaces": [
{
"Groups": [
{
"GroupName": "sec-group-1",
"GroupId": "sg-a0011223344556677"
},
{
"GroupName": "sec-group-1",
"GroupId": "sg-b9988776655443322"
}
1,
I
I
{
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}

1,
"OwnerId": "123456789012",
"ReservationId": "r-aaaaaabbbbbl111111"

iy

EFARRRERHERBEATAXPHES , BIEE AvailabilityZone WEMBREML AT AKX
WARBENE. fi :

"filters": [
{
"path": "Placement.AvailabilityZone",
"values": [ "us-east-1a" ]

]I
EFEARRBERMFERBEFMPHES , BHEE SubnetId NEMEREM T ID ENE. Hl0:

"filters": [
{
"path": "SubnetId",
"values": [ "subnet-aabbccl1223344556" ]

]I

EEBRELTRERFIRSHES , H1EE Name WEMREMUT —MRABHMERNE : pending|
running | shutting-down | terminated | stopping | stopped. fl#0 :

"filters": [
{
"path": "State.Name",
"values": [ "running" ]

1,

EEEMNT SALZSEFEE—IHES , FEE—IMNTEBRBERENTEGroupldesfsFMZNEL
48 IDs, N :

RPITFEIESRA 25
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"filters": [
{
"path": "NetworkInterfaces.Groups.GroupId",

"values": [
"sg-a0011223344556677",
"sg-f1100110011001100"

1,

ERFERTERSANSS , BEESITIERSE AP E8sNBHERGroupIdME NIRRT

BALLH D, fla:

"filters": [
{
"path": "NetworkInterfaces.Groups.GroupId",
"values": [
"sg-a0011223344556677"

]
},
{
"path": "NetworkInterfaces.Groups.GroupId",
"values": [
"sg-b9988776655443322"
]
}

1,

5 - Amazon RDS 58 ( BUBESEE )

YRR ZHr aws: rds: clust er BIRELEVIREREFIERMHR |, FIS &€ AWS 11T Amazon RDS

describe-db-clusters fn F 5 A % 85 K12 5l B 7.

describe-db-clusters T2 N BN RIBEEFRLIK LT LUTHAEMN JSON i, A TERIPoHEE |
HhaERiEINFERItalics, MR REAFHXLEFZERM JSON HHEHPIEER EBREN R

Blo

"AllocatedStorage": 1,

RPITFEIESRA
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"AvailabilityZones": [
"us-east-2a",
"us-east-2b",
"us-east-2c"

1,

"BackupRetentionPeriod": 7,

"DatabaseName": "",

"DBClusterIdentifier": "database-1",

"DBClusterParameterGroup": "default.aurora-postgresqlll",
"DBSubnetGroup": "default-vpc-01234567abcl23456",

"Status": "available",

"EarliestRestorableTime": "2020-11-13T15:08:32.211Z",

"Endpoint": "database-1l.cluster-example.us-east-2.rds.amazonaws.com",
"ReaderEndpoint": "database-1l.cluster-ro-example.us-east-2.rds.amazonaws.com",
"MultiAZ": false,

"Engine": "aurora-postgresql",

"EngineVersion": "11.7",

ENAEREFERARSERRBEESI ZNRBEFEFNTRFERYE , BREUT RO, EEBHEREN
Engine #}#EEEN aurora-postgresql,

"filters": [
{
"path": "Engine",
"values": [ "aurora-postgresql" ]

1,

ENAMREFETAXPHREFEFNTRBIESMS , BREAT R  EEBHBEENE,

"filters": [
{
"path": "AvailabilityZones",
"values": [ "us-east-2a" ]

1,

RPITFEIESRA
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AWS FIS BI{= 1E & &
AWS #BEF ABRS (AWS FIS) ARG EHIEHIFPE | FRESE TEAR LZ2LETER, AWS

FLEZHR —FERK X FEE LA Amazon CloudWatch BRH R{ERF LKA HEl, MMREKK
HiEfR TFEIERE , AWSFIS FEFEILEXE, B ZRECHF LXK,

ERBRELEH  BAANARFIRSENRERD. RERSZENARF LI REMERALS
HMEARIEIR. FlE0 |, EIR, CPU ARREFiX A, FBLFERARERSEIZE CloudWatch R , L&
W ARERRS A E MR TIESHRAN , BUNERAZERRELI®, BXEZEL , 55
7L 5% CloudWatch AP BRI FE A S# CloudWatch BiR.

IKPIRBEFIESFABERS , BAMEXRERPEERZSF. AXESZER , HSH AWS #EZEA
ARSS BV BB A BR 1

F LSRR

BIESTRERE |, BAILUBRIEEEQI2H CloudWatch B RIEE — NS MELLZH.

{
"stopConditions": [
{
"source": "aws:cloudwatch:alarm",
"value": "arn:aws:cloudwatch:region:123456789012:alarm:alarm-name"
}
]
}

BT ROIRARBRRAIEEF LR

{
"stopConditions": [
{
"source": '"none"
}
]
}

THEZ

BRERIMMAEIE CloudWatch BRM @ KWRRRINE L FANHRE | BSREXH LE1T CPU E
pap RN

EiE &M 28


https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html

AWS HEEABRS RAriEmE

BX AWS FIS XA REEM ATA CloudWatch IEFRNEZEE , BSHAUTRE :

o fE A% RIEH K CloudWatch
« 5% ECS CloudWatch ¥E#R
. {FAA# Amazon RDS #E#r CloudWatch

- ERKEETHSIEFR CloudWatch

EATF AWS FIS 2K IAM B &

AWS Identity and Access Management (IAM) 2 —Ii A &5 B E 3 B R £ #th 3% ] AWS 3R 175 R £ PR Y
AWS RS, EFEHA AWS FIS , BB E— IAM BEBRKIZF AWS FIS FFERNER |, IX# AWS
FIS FHEARLEZTER, BUUECNEIRERNIEELIRACR, W TEKFXR , EATERA
B IAM RELTR TR , AEESIEZRERFEENBFHNRR. X TZKFAXR , SRAEN
8 Orchestrator BEZFAENEREKFARA IAM AR, BXEZEL , H5H 2R
YA BR o

T DB RN EETRFRENRNITERESNE, BB ERMPIEESRSERR ARNs HIFER
SN A=R: 0N

NTHBEREFIRER AWS FIS , BATRMHM T AWS HEXE , B UECEXR AN IEEXLYE
Kb, WE BB ULEIR TR NERR B SR E A X R EEE N EEL,

A
IR SR
« R 1 BIESSI A FHKI I AWS FEE KR

IR 2 ;B SE £ F 78 0 P BR SR B S AN

Bl R SR
EF B2 B, WRE AWS CLI IR BN S AR,
% AWS CLI

EFFHZE , FREHAFBE AWS CLI, BER AWS CLI, RESRTREHA AWS &, &AIE
FURGIBELECEEFRIAXE, BN , FASIN BRI --region &, BXEZER | iF
SR LEREH AWS CLIFE E AWS CLI,

XKAE 29


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-cloudwatch.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/cloudwatch-metrics.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/monitoring-cloudwatch.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/monitoring-cloudwatch-metrics.html
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-configure.html

AWS #EE AR il
BIREERREKE

IR ABUNERRTF AWS FIS RSEFZACBGHWEERR. Bl fis-role-trust-
policy.json XAXHHFMUTEEXRREKE,

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexvice": [
"fis.amazonaws.com"
]
},
"Action": "sts:AssumeRole"
}
]
}

BIEBEA aws : SourceAccount M aws:SourceArn £HERIEHBIVESRIEAEE, Rk
FREBMESE , ME ARN 23K ARN, Hl0 | RO T AR R MBEERE,

"Condition": {
"StringEquals": {

"aws:SourceAccount": "account_id"
},
"ArnLike": {

"aws:SourceArn": "arn:aws:fis:region:account_id:experiment/*"
}

}

AINRABIRKF AGKNNR (RESKFXRE )

NFZHKFRR |, BEERE AW Orchestrator KPR A BFRKF ARHNR, BRI LUEHLUAT R
Bl FFERMAABRKESREUARABRKF AR

"Effect": "Allow",
"Action": "sts:AssumeRole",
"Resource": [



https://docs.aws.amazon.com/IAM/latest/UserGuide/confused-deputy.html

AWS HEEABRS

RAriEmE

"arn:aws:iam::target_account_id:role/role_name

ET 1 RIESKBAGAM I AWS & K

£/ AWS FIS B E A —/ AWS FEERBREAI,

BIESRI A BN AWS FEE KRS

1. RIEEHXBHRER AWS FIS RENIEERE, Bl , EFBXNCELTHENREKRE, BX

BEZER F

29 the section called “AWS £ & KB,

2. 1B1TELF create-role % , BIEAGBH RN RZHHOIENESERE,

aws iam create-role --role-name my-fis-role --assume-role-policy-document

file://fis-role-trust-policy.json

3. fER L T attach-role-policydn 4 i i13E AWS B KB,

aws iam attach-role-policy --role-name my-fis-role --policy-arn fis-policy-arn

A\ Rfis-policy-arnABRZ—EHE :

arn:aws:iam:
arn:aws:iam:
arn:aws:iam:
arn:aws:iam:
arn:aws:iam:

arn:aws:iam:

:aws:policy/service-role/AWSFaultInjectionSimulatorEC2Access
:aws:policy/service-role/AWSFaultInjectionSimulatorECSAccess
:aws:policy/service-role/AWSFaultInjectionSimulatorEKSAccess
:aws:policy/service-role/AWSFaultinjectionSimulatorNetworkAccess
:aws:policy/service-role/AWSFaultinjectionSimulatorRDSAccess

:aws:policy/service-role/AWSFaultinjectionSimulatorSSMAccess

LT 2 1 BRI A & AN 0 R B R B SCA

LR TUER T RZEERBNVRE , INITERESRAFINR.

O 32 KU 5 75 B PR Bk R B ST A

1. JZE1TLLT create-role a5 % , RI2A G RFIMERZHEFRIENEERE,

BRI 1 BIEKK A G AWS FEERR

31


https://docs.aws.amazon.com/cli/latest/reference/iam/create-role.html
https://docs.aws.amazon.com/cli/latest/reference/iam/attach-role-policy.html
https://docs.aws.amazon.com/cli/latest/reference/iam/create-role.html
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aws iam create-role --role-name my-fis-role --assume-role-policy-document
file://fis-role-trust-policy. json

2. Bl fis-role-permissions-policy.json XA HRINNPRREE. B AERE S
KEEHRO , BERANLATAR,

o WEEARE  NMAT RIS,

JSON
{
"Version":"2012-10-17",
"Statement": [
{

"Sid": "AllowFISExperimentRoleFaultInjectionActions",

"Effect": "Allow",

"Action": [
"fis:InjectApiInternalExrox",
"fis:InjectApiThrottleExroxr",
"fis:InjectApiUnavailableErroxr"

]I

"Resource": "arn:*:fis:*:*:experiment/*"

}
]
}

« Amazon EBS #1E : NATBEREF 1A,
JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [

"ec2:DescribeVolumes"

]I
"Resource": "*"

}I

{

"Effect": "Allow",
"Action": [

BRI 2 ;BRI A6 FH 7RI PR H SAY 32
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"ec2:PauseVolumeIO"

1,

"Resource": "arn:aws:ec2:*:*:volume/*"

}

« Amazon EC2 #4E — MAWSFaultinjectionSimulatorEC21i 8] REE FF 1A,

« Amazon ECS #4E — MAWSFaultinjectionSimulatorECSAccess R BEFF 1A,

« Amazon EKS 1731 — MAWSFaultlnjectionSimulatorEKSAccess BN FF 2R o

- MERIE-MAWSFaultinjectionSimulatorNetworkAccess R B FF 18

« Amazon RDS &4 — MAWSFaultlnjectionSimulatorRDSAccess &R B&EFF 1

- Systems Manager #{E-MAWSFaultlnjectionSimulatorSSMAccess & B FF 18
3. R BT put-role-policy @ =R INIRTE £ — 25 61 2 49 AUPR SR B -

aws iam put-role-policy --role-name my-fis-role --policy-name my-fis-policy --
policy-document file://fis-role-permissions-policy.json

AWS FIS IR K IR EHEHE

AT LS A AWS ST ABRS (FIS) SRAEMSIIRE | M ERH & RN AWITE, SBIE
£2— PDF RS , ©0M TRIIBME | H TBEMEISEN CloudWatch S RIRBR S ARFH 1
Bl. BEERAISWIRE | BELL FE zip X4,

EFRAMBEENRRERNIRENANE , FEENZRERELZRIRGEE, HEIEE CloudWatch
URIRET , AWSFIS £B8EALTEMNRRPAIENMMENRER , HESIEENZEMEBRERERHN
FriaFERetE , MBI R.

WRHTERTTAKX (AZ) FEEXREHNF M, H1E AZ usel-az6 FEIABEIELN , RESM
usel1-az6 ¥ % ¥ usel-az4 , At ZATAX P AFEIEHILENFTTHESRLD

KRR EERE 33


https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSFaultInjectionSimulatorEC2Access.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSFaultInjectionSimulatorECSAccess.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSFaultInjectionSimulatorEKSAccess.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSFaultInjectionSimulatorNetworkAccess.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSFaultInjectionSimulatorRDSAccess.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSFaultInjectionSimulatorSSMAccess.html
https://docs.aws.amazon.com/cli/latest/reference/iam/put-role-policy.html
samples/FisExampleReport.pdf.zip

AWS HEEARS RArfEmE

NLB ProcessedBytes usel-az4
Bytes

32.00M .

20:45 21:00 21:15 21:30 21:45
@ ProcessedBytes

NLB ProcessedBytes usel-az6

Bytes

30.00M E

25.00M g

20.00M é

15.00M E..
|

20:45 21:00 21:15 21:30 21:45
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SKELEERE , TN AWS FIS #2# & THIRE , LT LUFHFM#E Amazon S3 FiEfE+H. W
REBEREEEPSE CloudWatch U F&AR , NELREESENNAHHEGR. X TFER B IR
W—EBH cancelledHiEN BRI — 2 ETHISEEK ( ActionSmode IREN ) , TR

&o skip-all—EXKEITHRIHIERZHR , M REEM Amazon S3 FHEEPREIRE. AWS
BHRRMHREIWRE FIS A , ERABERMAMNIRERA. BEXEZELR , BSHAWS

W E A RS ENMAWS BUEF ARSHEFIFPE S, ATEESUWEL Amazon S3 HYEREVHI 7% %%

A , GetMetricWidgetimage A & GetDashboardi& KK CloudWatch APl &, BEXEZEE |, 5
Amazon S3 B E# FCloudWatch E 4t

P
. KW RERBER

i
=3
O
d
o
]
i

4
%
O
d
I
0
[
ﬁ
5

KRR EEEEE

UTRERMEBRENEE , XRREBER ATEEHD

{
"experimentReportConfiguration": {
"outputs": {
"s3Configuration": {
"bucketName": "my-bucket-name",
"prefix": "report-storage-prefix"
}
},
"dataSources": {
"cloudWatchDashboards": [
{
"dashboardIdentifier": "arn:aws:cloudwatch::123456789012:dashboard/
MyDashboard"
}
]
},
"preExperimentDuration": "PT20M",
"postExperimentDuration": "PT20M"
}
}

KRR ELBEFE 35


https://aws.amazon.com/fis/pricing/
https://aws.amazon.com/fis/pricing/
https://aws.amazon.com/s3/pricing/
https://aws.amazon.com/cloudwatch/pricing/

AWS A RS Fir 5
ffAexperimentReportConfiguration , BAILLBENBEEEEXRIREPHEENH L B
#h, MARBENREED , XTLREEEF T AWS FIS TRMNFMMER, EENERRER
B, BEERMUUATHE

LTl
experimentReportConfigurationWEHIEE TERIREN R R. EFoutputs , BT
Bs3ConfigurationBR U TAHAAREE :
 bucketName-ZfEIREH Amazon S3 BN E . FHBLASZEHN TR —XE,

« prefix ( Wik ) -F#EIRE M Amazon S3 FHBHMEIR. AZIBWEALFR , MELEREE
T 8 5 4% o

BER
WAES P IEEERIREFHFIENHMEIER. experimentReportConfiguration

« cloudWatchDashboards- 8 EEREFH CloudWatch U RMRFEFI, XBRF—4
CloudWatch % &R,

« dashboardIdentifier-#4IE4#xE ARN, CloudWatch IR&E P FE &I EHRmetricE
ZRBENENEHNREBE | BEBEXISERR .

preExperimentDuration
ik E 2 experimentReportConfiguration , BFENEZEHERE HH CloudWatch 1%
RIREFZH BT RELATE |, &% 30 78, XBRNENZAKRENNARFNRERS. Hla,

KRR AN 5 7 ERERBERNEIRKITHR 5 2 HISER. FENBEHEXNA ISO
8601 , BRIAE N 20 .

postExperimentDuration

B kB> experimentReportConfiguration , BT ENEEEEREF M CloudWatch X F
IRIEFRI SRR FIFERTE |, &2 2 MY, ZEFENBERAREHNARFNRERSRIRES, 4
W, MREGIHREFENEIEERN 5 28, IRBERGITEETZRLE R 5 D HEHIER. &5
ZatE MR A 1SO 8601 , BRINE A 20 244,

SRR H PR

Zik AWS FIS £ M EMERIRE , BEERTF AWS FIS 325 IAM BERITUTRE

* cloudwatch:GetDashboard

KRR &R 36
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* cloudwatch:GetMetricWidgetImage
* s3:GetObject
* s3:PutObject

BMNRUWRER AWS Ze2HEXRR , FXRACRFHNFERBANR. UTERFAXBASTHRNR
HY SR B 75 B R B

JSON

"Version":"2012-10-17",
"Statement":

[
{

"Action": [
"s3:PutObject",
"s3:GetObject"
1,

"Resource": "arn:aws:s3:::my-experiment-report-bucket/my-prefix/

xn

"Effect": "Allow"

},
{

"Action": [
"cloudwatch:GetDashboard"
1,
"Resource": "arn:aws:cloudwatch::012345678912:dashboard/my-
experiment-report-dashboaxd"”,
"Effect": "Allow"

},
{
"Action": [
"cloudwatch:GetMetricWidgetImage"
1,
"Resource": "*",
"Effect": "Allow"
}

KRR &R 37
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AfEAEFRRERER (CMK) INZER Amazon S3 FHEBR IR E N IR

MEBEFIEES3Configurationty Amazon S3 FHWEER CMK % , MEERFEEM KMS
ZHAEKD FIS TRABRFUTIAR

* kms:GenerateDataKey

* kms:Decrypt

TR KMS BAKRBERRS , ZFRAAF FIS XRABHMBFEREARE

"Sid": "Allow FIS experiment report",

"Effect": "Allow",

"Principal":

{
"AWS": [

"arn:aws:iam::012345678912:ro0le/FISExperimentRole",

]

1,

"Action": [
"kms:Decrypt",
"kms:GenerateDataKey"

1,

"Resource'": "*"

}

KR REREK

LR REER AWS FIS SRR & B B H1ERE

« EFFRIRZE , BEKBFRTR  URIEENSRERRRRMYHTEE. BRSNS RM
BXIRTHERNER. ETHRESER , FEREAXREREREHFK,

« ZIREFNATHRME SRR THEDR, MR REARE B ERFERIRE R, RINEW
EREZBBITH RN TR KRB P EAZIRE

« REIKE IAM ABKREFREY S3 B BN RIXIRILFEMRER. BMNERIERF bucket/Al
BRIETE AWS 45 FIS XKikE , TE@EAM AWS RS T 15 R & 74 B M B AR,

« M Amazon S3 MR ETEEER BN R TR IEIREHBIBRIEEZ, ETHRESEE , 1§
SHEEANRBENEN R,

KRR EREREK 38


https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-lock.html

AWS HEEABRS RAriEmE

MRER CloudWatch B HIE R F B — XAy L IHMK = |, M ATLAEER CloudWatch Bk - A M
MBS CloudWatch 13 #| & = APl F#Y Observability Acces AWS s Manager i &8 FIS
Orchestrator Ik /E AR KEKF |, FEMPKFEEANFEKF. AWSCLIETHESEER , 5
#CloudWatch E5K = o] W 224

RYSREG T AWS FIS

KRETNRBEIBHTHERE, BAUAEXREREENFEELRD, ETFHIBINRERMKREE
Uilo

LT RAIEREER EE LSRR IE £,

"experimentOptions": {
"accountTargeting": "single-account | multi-account",
"emptyTargetResolutionMode": "fail | skip"
}

MREE BB R R IEEEMKEIED , U ERZMETAIRIAE.

BT RAIEF AR AR E R SSEIE TR IE £,

"experimentOptions": {
"actionsMode": "run-all | skip-all"

MREFBRB AT REEEMKRIED , WAEMRKIAG run-all,

P
- PR
. ZRETER

- BEESX
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-Unified-Cross-Account.html

AWS #EEE A BRS RAriEmE
MK = %E {2

MBEEZN AWS IKFHEREEER A EMHRE , WA AERKF EMERETE L 20K Pk

8, BALAER—1 Orchestrator IkKF? E{TZMFERE , X WS NEHRKS FRERR. HiERK

F#5E AWS FIS R #ERFRE, BRKF2ENIA AWS KPP , HERATESZFE AWS FIS =1
V&, BXEZER , BSH FHAZKFER AWS FIS,

BB EE B IRKF REABRERNVE, ERTRERMEREEBRKS

o BIKP : BIAME. KEAFHREIIZIT AWS FIS SKIHY AWS K 8 B R o
o ZIKF : KIBEB LS AWS IKF R EVR RN B #7.

B PRk B iE

EEITZKFPRR , SMENL—PNHZNERKFEE,. BFREKFEENXRAEE BIRRRNEANK
F 8% accountld, roleArn FiR, KIEIR IDs B BRIK P EEIK S A 2H—1,

BB K SRR ERE | SRREMRFIRE —MNRIEFE targetAccountConfigurationsCount ,
BNSER AR R AT E B ARK P BB R 1T .

B PRI P BB RYIE R M TP RO

{
accountId: "123456789012",
roleArn: "arn:aws:iam::123456789012:role/AllowFISActions",
description: "fis-ec2-test"

}

BIEENKFEER , BEERHUTAR ;
accountld

BFRIKF R 12 2 AWS K D,

roleArn

—NIAM A® | RTFEBRKS RHRITREN AWS FIS NIR,

description

AR R
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BETREXNAEABRK EENESRER  BSHEAZKSEE AWS FIS,
ZE B AR EEAT IR I

ZAR X W] LA 2 BN E B AR R R R AT th T STERCR IR

o KM BIAE. MEXRNEBFETEMARR , WSKBGIZBEILLE | RENR failed,

o BE : MRRE N ERBITRR , NSRRI REH 1T |, HEEIEM KRB B InVIRIE. TEEBS A
M —FRIRFFE LY B #REVIR/E ARNs |, a0, WRRIRBIEAM —FRRFEXWERR , WSERFIED
&k WA R failed

BRAFE

BREEXARTUETFBRBHNEENTESH, BULRHREERIREN skip-all , LEERG B R
RFEAMEZAERBARTK, B BFRHR  SEBRIENATEM

R BN SRBEARE B T AR B AR FTIREERBEHMERN BARAISERR R R AR 5T T
RN BRI WAL BR, EMBRHE

- AR EREERBEEBRE,

c WTZKFKRE , EREBEZNBINERKFEEEBRET IAM A6,

1

(® Note

Zskip-allEXF R FERIEE S REEFIZIT AWS FIS SRR X R IRHATRIEFF RN
PR o

BRIEREXSBIZZLUTE :

« run-all: ( BIAE ) EEFX B iR RIRFXEURE,
« skip-all : SEEFBEE X B iR R RIITH AT ERE,

ETHEAXRNAEFBXBRINRBERFEEXSBNESFER , BSREASBERE KB R,

= B R RATIR 41
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AWS FIS &S #

BREREMEA AWS Fault Injection Service (AWS FIS) £ B8 LiZ{THEIREAES. AWS FIS JiE
AWS REWEBEREMN BRBEEMEENIRE, BUUAZRERRNRE , RAEERALEREZEITE

¥,

RSERR T PHNERLRME AWSFIS , SEEXRESHAMEN IAM RRHNER. SHAIUFER
AWS FIS #%|& 8 AWS Command Line Interface (JAWS CLIF#Y list-actions &35 5l i 23589 AWS
FIS 1. EHABERENENRE , BULUMER get-action M REBFXRZRENFMAER. BX
EHEA AWS FIS i T EZER AWS CLI, 55 (AWS CLI s 55E) Hiy (AWS Command
Line Interface AR 15/) M fis.

BXAWS FIS BEETHERENESZEE , TSR TRIEHR AWS BHITEI MAWS HIEE A BRSS 2010
5 IAM BE&EEA,

B%E

. WEEEARIE

- METH

- 591

« W5#H CloudWatch 1730

« Amazon DynamoDB /£
o Y5 Aurora DSQL #1E
« Amazon EBS #&E

« Amazon EC2 ##4E

« Amazon ECS 4

+ Amazon EKS g

« W 5#H ElastiCache 173

+ WGk Kinesis Data Streams 1&4E
+ AWS Lambda 173

« 5% MemoryDB 14k

- MEBRE

« Amazon RDS ##4E
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« Amazon S3 #&1E

« Systems Manager &£

+ AWS Direct Connect {730

« f# Systems Manager SSM X #5 FIS —&EH AWS
« fF AWS FIS aws: ecs: task 1E

« £/ FIS aw AWS s: eks: pod 1E

- {5/ AWS FIS aws: lambda: EI¥kR{E

BUEE AN IRIE

AWS FIS X#FIUTHEZEARAE,
1

» aws:fis:inject-api-internal-error

+ aws:fis:inject-api-throttle-error

» aws:fis:inject-api-unavailable-error

aws:fis:inject-api-internal-error

EB IAM B2 X W ERFEANDEIR. EARNERTEHRSH AP, BEXESES , BE
FHHRSSHY SDK M API 3015,

34 3
miRFER

* aws:iam:role

+ duration : F£RE , N—28E 12 NRIFE, £ AWS FIS API 7 | iZ{E = 1SO 8601 &M /T
B, i, PTIMRKR—24%, £ AWSFIS #2H|&F , B Ll AR, 28/ e,

« service— B#r AWS AP| s B Z2E, XIFHERNec2fkinesis,
« percentage : FABEEFEENEAABDLE (1-100).

- operations : EABEFENRE , 252 R. BXec2@mB MM APl BEFIXK , BSHRLS#H
EC2 API 2Z#1 Amazon Kinesis Data Streams APl &%,

R E AIRE 43
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Permissions

« fis:InjectApilInternalError

aws:fis:inject-api-throttle-error

EEBWIAM BeXENERFEATRER,. EARNERTFEIRSH AP, BEXEZEER , BE
FIRSEH SDK 1 API 3X#4,

RIRRE

e aws:iam:role

« duration : F£EatE , N—28EF] 12 /DT ZE, £ AWS FIS API F |, iZE R ISO 8601 XK FRF
B, i, PTIMRKER—24%, £ AWSFIS #Z2H| & , B Ll AR, 28/ e,

- service— B¥r AWS APl in B Z=[H., XFWENec2fkinesis,
- percentage : FABMEFENBAABZ L (1-100),

- operations : EABEFEENERE , AiES 9B, BXec2tnBZEHEMW API BEFIR , FSRLS#H
EC2 APl £ 1 Amazon Kinesis Data Streams AP| %,

Permissions

 fis:InjectApiThrottleError

aws:fis:inject-api-unavailable-error

EB IAM AR HNERFEATTAER. EARNBRTEIRSM AP, BEXESER
BEFRSH SDK M APl 3 #4,

S 3 SHe
HwRER

e aws:iam:role

aws:fis:inject-api-throttle-error 44
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5%

* duration : #£&EEtE , N—2®E 12 MR F, £ AWS FIS API # , Z{ER ISO 8601 XN FHF
B, il , PTIMAKR—2%, £ AWSFIS 2| &% , Bl AW, 28RN,

« service— B#5 AWS AP| S8 B ZEH, XIFWENec2Mkinesis,
- percentage : FAMEBEEFEENAABES L (1-100).

- operations : EABEEENRE , AiES PR, BXec2tnRZHM API BEFIR , FSHRLEH
EC2 APl 2ZH] Amazon Kinesis Data Streams APl &%,

Permissions

« fis:InjectApiUnavailableError

WE1T3
ATRERAER S T RERRRRF SRENEAES.

AWS FIS TRUTHRERE,
aws:arc:start-zonal-autoshift

B RNZXEFRFRNRENTESHNATAX AZ) EBEE , AREEMKBTIE — AWS X AZs
MIEEBITRS. XATEN FIS AR XEH AR, XEAZTIRE Amazon NAEFIRE £
(ARC) Ry —TIZhEE , EAVF AWS £ AWS BEFE RSB AAREFNREN , ARE/FHRR
ENTAREBHE,

iZfTaws:arc:start-zonal-autoshiftig{Est , A, M AWS FIS BEE X m# StartZonalShift
UpdateZonalShift , }fFiX &5k CancelZonalShift APls BlexpiresInFRIZEEBN 1 D ERZ £
#lo XEH AWS FIS EREFEMAENEH (FIUONFZFEFRSEMEE ) 6, JLURERRX B,
£ ARC #2#l& % | BIH R ZE N E R AWS FIS-managed , S<FR Y7 A 2 A 6 (8] BR X BB AL IR 4E
18 E LA R R E

S 3 e
miRFER

« aws:arc:zonal-shift-managed-resource

RE1T3h 45


https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_Operations.html
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AWS #EEE A RS s
XE#EBIEERBERRRER | A3 Amazon EKS £8, Amazon EC2 R FATEF R M 4§ 11 8 15 #7188

LR AILAB A ARC X8 B3 t1#h Amazon EC2 Auto Scaling B, BEXEZEER |, 555 ARC FF
AAREEPNZENEERNEAXE B3 BT R.

S
* duration— REBHBNHEKE., £ AWSFIS APl # | iZ{ER ISO 8601 BN FRF&, Hla,
PTIM K& —2%, &£ AWSFIS Z2H&F , B M AME, 28R,

- availabilityZoneldentifier— RN ZXE B, XA LR A AX BN (us-east-1a) KA AKX ID
(uset1-az1),

« managedResourceTypes— MNP EBREN T FRELE K AES SR, TEEFIEIAASG ( Auto
Scaling Group ) . ALB ( NAREFAEIHIHEEE ) . NLB ( W AEITHEEE ) MEKS ( Amazon
EKS ) .

« zonalAutoshiftStatus— B EEM BRI zonalAutoshiftStatusiiA, AIRERYIEIN
B ENABLEDDISABLED, FIANY. ZRIA{E} ENABLED,

Permissions

« arc-zonal-shift:StartZonalShift

« arc-zonal-shift: GetManagedResource
* arc-zonal-shift:UpdateZonalShift

« arc-zonal-shift:CancelZonalShift

« arc-zonal-shift:ListManagedResources
- B34 : DescribeTags

« ¥ : GetResources

E5o0E
AWS FIS XU T Z &84,
aws:fis:wait

Z1T AWS FIS 1584k,

EEME 46
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AWS HEEABRS RAriEmE

5%

* duration : #£&EEtE , N—2®E 12 MR F, £ AWS FIS API # , Z{ER ISO 8601 XN FHF
B, il , PTIMAKR—2%, £ AWSFIS 2| &% , Bl AW, 28RN,

Permissions

.

I 5#h By CloudWatch 1738

AWS FIS Z# LT Amazon CloudWatch 4k,
aws:cloudwatch:assert-alarm-state
RIFEEERREETL TEEEHRREZ—

34 3 e
miRFER

« alarmArns— 1k ARNs Ffy—/ | HiEE29fR. BHRZAUUEEENER.

 alarmStates : BIIRE , AET 2R, BIRIRATEER OK. ALARM 1 INSUFFICIENT_DATA,

Permissions

* cloudwatch:DescribeAlarms

Amazon DynamoDB ##4E
AWS FIS X # LTI S # DynamoDB #&1E,
aws:dynamodb:global-table-pause-replication

FEREAREIAEKN Amazon DynamoDB ZXiF£FREF, BRIEFHBRE , RUKESKREEFHKRZ 5
D

I 379 CloudWatch 1T3h 47
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% X153 — 2 (MRSC) £ B &

LU & AR ah 25K inE B # DynamoDB MRSC £ /&R KEEH -

{
"Statement": [
{
"Sid": "DoNotModifyFisDynamoDbPauseReplicationEXPXXXXXXXXXXXXXXX",
"Effect":"Deny",
"Principal":{
"AWS'" A
1,
"Action":[
"dynamodb:UpdateTable"
1,
"Resource":"arn:aws:dynamodb:us-east-1:123456789012:table/ExampleGlobalTable",
"Condition": {
"DateLessThan": {
"aws:CurrentTime": "2024-04-10T@9:51:41.511z7"
1,
"ArnEquals": {
"aws:PrincipalArn": "arn:aws:iam::123456789012:role/aws-service-role/
replication.dynamodb.amazonaws.com/AWSServiceRoleForDynamoDBReplication"
}
}
1,
{
"Sid":

"DoNotModifyFisDynamoDbPauseReplicationEXPxxxxxxxxxxxxxxxForApplicationAutoScaling",
"Effect":"Deny",
"Principal”:{

"AWS': MM

3,

"Action": [
"dynamodb:DescribeTable",
"dynamodb:UpdateTable"

1,

"Resource":"arn:aws:dynamodb:us-east-1:123456789012:table/ExampleGlobalTable",
"Condition": {
"DateLessThan": {
"aws:CurrentTime": "2024-04-10T09:51:41.511z"

I
"ArnEquals": {

aws:dynamodb:global-table-pause-replication 48
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"aws:PrincipalArn": "arn:aws:iam::123456789012:role/
aws-service-role/dynamodb.application-autoscaling.amazonaws.com/
AwWSServiceRoleForApplicationAutoScaling_DynamoDBTable"

}

MR BARFXBEAM M EFRRR , WSEXRBARQIRTRER , HEXRERNBINER, &
n, 2FFEREFEANEGERES , TNAARBEAHRTEAEMER RE , EXRERE , N
SR I BREE IR S B

B #8 Amazon DynamoDB MRSC £ B&XRFEF/NEH ., ZEFNE , E7TRWRIEORN , FM—3k
KR FHRER BT B8E5,0400 8,

ZXEHHL—H (MREC) £ /&
LA E a9 3h 25K 0% B #5 DynamoDB MREC £ BRIV KIS -

"Statement": [
{
"Sid": "DoNotModifyFisDynamoDbPauseReplicationEXPXXXXXXXXXXXXXXX",
"Effect":"Deny",
"Principal”:{
"AWS" . "EM
I
"Action": [
"dynamodb:GetItem",
"dynamodb:PutItem",
"dynamodb:UpdateItem",
"dynamodb:DeleteItem",
"dynamodb:DescribeTable",
"dynamodb:UpdateTable",
"dynamodb:Scan",
"dynamodb:DescribeTimeToLive",
"dynamodb:UpdateTimeTolLive"
1,
"Resource":"arn:aws:dynamodb:us-east-1:123456789012:table/ExampleGlobalTable",
"Condition": {
"DatelLessThan": {
"aws:CurrentTime": "2024-04-10T09:51:41.511z"

aws:dynamodb:global-table-pause-replication 49
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iy
"ArnEquals": {
"aws:PrincipalArn": "arn:aws:iam::123456789012:role/aws-service-role/
replication.dynamodb.amazonaws.com/AWSServiceRoleForDynamoDBReplication"
}

LU & AR ah 25K inEl B 5 DynamoDB MREC £ B &R AR S -

"Statement": [
{

"Sid": "DoNotModifyFisDynamoDbPauseReplicationEXPXXXXXXXXXXXXXXX",
"Effect":"Deny",
"Principal":{

"AWS":

},

"Action":[
"dynamodb:GetRecords",
"dynamodb:DescribeStream",
"dynamodb:GetShardIterator"

1,

"Resource":"arn:aws:dynamodb:us-east-1:123456789012:table/ExampleGlobalTable/
stream/2023-08-31T09:50:24.025",
"Condition": {
"DatelLessThan": {
"aws:CurrentTime": "2024-04-10T09:51:41.511z"

1,
"ArnEquals": {
"aws:PrincipalArn": "arn:aws:iam::123456789012:ro0le/aws-service-role/
replication.dynamodb.amazonaws.com/AWSServiceRoleForDynamoDBReplication"
}

R BARRERARM IMEM R FREE , WSESKBHE 62 FRKE |, FERKRE Rt B35 ERIBR.
BN, 2FFEREVEADNERED , TRNIAARBEVRTEAEMER. RE , EXRBLE R,
MER B R B BRER IR FS B

aws:dynamodb:global-table-pause-replication 50
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RAriEmE

RIRRE

« aws:dynamodb:global-table

S

- duration— 7 AWS FIS APl # |, Z{ER ISO 8601 XM FRFH, flan , PTIM REX—2%., &

AWS FIS #2H| &/ , B M AYR, 2HHEPEE.

Permissions

* dynamodb:PutResourcePolicy

* dynamodb:DeleteResourcePolicy
» dynamodb:GetResourcePolicy

* dynamodb:DescribeTable

* tag:GetResources

* dynamodb:InjectError *

*XHELMRSC £ RFNBIRN , FEEZNR

I &% Aurora DSQL #1E
AWS FIS 3 LL T Amazon Aurora DSQL #1E,

aws:dsql:cluster-connection-failure

# Aurora DSQL & F A2 EEFER AN ZREENE , LN RAEFEYE,

34 3 e
miRFER

+ aws:dsql:cluster

¥

« duration : $F£ERtE , N—28EF] 12 DT ZE, £ AWS FIS API § |, iZER ISO 8601 XK FRF

B, flan, PTIMRKR—2%. £ AWSFIS BH AR , &

- percentage : EAMEFENRAABD L (1-100),

AR, 2 HBENE R

T 5% Aurora DSQL 124k
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Permissions

* dsql:InjectError
* dsgl:GetCluster

* tag:GetResources
EE Aurora DSQL Bz13EY: |, 1§21 A urora DSQL A P IEE PRI HE T AN,

Amazon EBS &E

AWS FIS 3% LU Amazon EBS #1k,

BRI

» aws:ebs:pause-volume-io

» aws:ebs:volume-io-latency

aws:.ebs:pause-volume-io

EEXS B8 EBS BH 1/0 RF, BARBL4ANTR-THXA , #F BELHHMMEIWEE Nitro RE L
HYSKBl, BT EMMNE Outpost LHISEAI,

EffH Amazon EC2 4|8 B3XK |, 559 Amazon EC2 AFEREFH Amazon EBS ki,

RIRRE

* aws:ec2:ebs-volume

e

« duration : F£ERTE , A—FE 12 PEIFRZE, £ AWS FIS API /|, iZ{E R ISO 8601 X F A
B, a0, PTIMREK—24% , PTSS KRERE® , PT6H KEA/IAf, £ AWSFIS #HAEH , &
AR AR, 28HEI /DR, MRFENRERE (FlWPT5S) , /0 WEEREENFLERER
FEXRR , ERTNRICEZREERE , it TEEEE KM A TR =R,

Permissions

 ec2:DescribeVolumes

Amazon EBS &1k 52


https://docs.aws.amazon.com/aurora-dsql/latest/userguide/disaster-recovery-resiliency.html#fault-injection-testing.html
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 ec2:PauseVolumeIO

* tag:GetResources

aws:ebs:volume-io-latency

7 B4R EBS B /0 BT AR, BRELTNTE-—NMNATAKX , FAESFUEESIE T NitrofSE
B, XLEBTTEERETBHE M P RISEAI,

EFATSE EC2 #HAE3XRE , S T# EBS AR I i EBS HEN i,

- readlOPercentage— 5 AZERHYIREN 1/0 BEMBE 2L , M 0.1% | 100.% FF, X 2RKHHE
FZREmMAS EFrEIRE /0 BENE 2. BRIAMEFR 100,

« readlOLatencyMilliseconds— iHY /O BESFANERE , LEWNEMN , N1 EW¥ (028 )
10Z® (028 ) B 60, XK /O HEEEIRNEEE DL EMEZWIERE, SRIAMER
100,

- writelOPercentage— fFE AR EA /10 BENBEZHE , M 0.1% E| 100.% TF, X2KKHIE
BEMBEEBA IO BENZAFEN TS . BRIAMER 100,

« writelOLatencyMilliseconds— E A /O EEFANIERE , LB REMN , M1 BF (0258 ) T
102 (Fi02% ) F 60, XEXE /O HIEHEFEZENFEE P LU RIIWIERE., RIAE
7 100,

o duration— JE AZERMIFLERTE , M 1 BE 12 MFFE,

Permissions

* ec2:DescribeVolumes
* ec2:InjectVolumeIOLatency

* tag:GetResources

aws:ebs:volume-io-latency 53
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AWS #FEE RS BAFiEm
Amazon EC2 &14E

AWS FIS %3 LT Amazon EC2 #1E,

BRI

» aws:ec2:api-insufficient-instance-capacity-error

» aws:ec2:asg-insufficient-instance-capacity-error

* aws:ec2:reboot-instances

» aws:ec2:send-spot-instance-interruptions

» aws:.ec2:stop-instances

* aws:ec2:terminate-instances

AWS FIS E X #FEid AWS Systems Manager SSM I # 1T 8 FEE A R4E, Systems Manager £/
#9 SSM M H4E X T B7E EC2 K4l LHITHIRE, BUUFEABEXREABENHKIE , b LAEH
FECERY SSM X, BXEZEER , IS the section called “SSM X #41E/E”,

aws:ec2:api-insufficient-instance-capacity-error

B IAM AL HEREA InsufficientInstanceCapacity $iRlAN, XIFMNEER
Runinstances, . CreateCapacityReservation Startinstances, CreateFleet ., FXEFEEES
MNTAXFHEBTENER, KBREFTXHEATRFE, BEFGERSHE N B IR,

3 F Auto Scaling Launchinstances 4 , &N errorsF B FIRE
InsufficientinstanceCapacity4&i% , {62 Auto Scaling ANFTEREMNAEH , NTATRST EIRE
BEHEERRAl, ENAEFTENAEHITES ZHMR Launchinstances , EE R FIHIRIES —#EE

Hthe section called “aws:ec2:asg-insufficient-instance-capacity-error”s

R S
TIRER

e aws:iam:role

e

« duration— £ AWS FIS API 1 |, iZ{E2 ISO 8601 XMW F&FH, #lwn, PTIMREK—F58#. &
AWS FIS #£#l&a |, B AR K, 28BN,

« availabilityZoneldentifiers : UES 2R ATRAX %R, X#FXiEH IDs ( Hlan"usel-azl, usel-
az2" ) MXFEF (Hla"us-east-1a" ) .

Amazon EC2 &1 54
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- percentage : FAMEEENAABES L (1-100).

Permissions

« ec2:InjectApiError , &#4# ec2:FisActionId fHiREN aws:ec2:api-insufficient-
instance-capacity-error , ec2:FisTargetArns R4 IRERN B IAM A&,

BREBTE , HSH 76 . £/ ec2:InjectApiError 48,

aws:ec2:asg-insufficient-instance-capacity-error

FEFRBHT BAKXHENIEREA InsufficientInstanceCapacity iR, MIRENZIEFE
AEHERN BT Bh. ETHEXXFIREFTRERNESESR , HSH Amazon EC2 AFE
Ho

SR 3 SHe
HwRER

+ aws:ec2:autoscaling-group

¥

« duration— £ AWS FIS API # , iZ{ERE 1SO 8601 AW FEFE, i, PTIMRKER—248., &
AWS FIS #24l& | S lm AR, 28BNt

« availabilityZoneldentifiers : LS5 2RI AXSIEK, XX IDs ( Hla"usel-azl, usel-
az2" ) MXHEH ( HlW"us-east-1a" ),

- percentage : Ali%, BBz T BAMNBSHERPEABENE DL (1-100) . ERIAESR 100,

Permissions

e ec2:InjectApiError5k4 ec2: FisActionld fHIZEN , aws:ec2:asg-insufficient-
instance-capacity-errorec2:FisTargetArns&#4#1%E 7 B #5 Auto Scaling 4.

* autoscaling:DescribeAutoScalingGroups

BXRERBRG , SR =6 . A ec2:InjectApiError 4%,

aws:ec2:asg-insufficient-instance-capacity-error 55
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AWS HEEABRS RAriEmE

aws:ec2:reboot-instances

1£ B ¥5 EC2 3EflRebootInstances EIiE41T Amazon EC2 API #&#4E.

RIRRE

e aws:ec2:instance

Permissions

 ec2:RebootInstances

* ec2:DescribelInstances

AWS IEEFRE

« AWSFaultinjectionSimulatorEC21i7 d]

aws:ec2:send-spot-instance-interruptions

R ERENELA, EPHEIRS S BERENEXHLEZNEEH P REH, PEEEHRIEE
fdurationBeforelnterruptionZ BB E, EHRHER S , EME XML IEHEFIE , EEBURT F M
TH. HAWSFIS FIENENELFL—BERBELRS , BEEER.

BaRER , BIREFlSLZWE—5K S5 T EC2 RHIWEN., MREEE
durationBeforelnterruption , M B FEZ WM P EEXH 2 B A sE2 B HER,

BXEZEE |, 52 the section called “NiR FZ B LB R ETER", HE , EEH Amazon EC2 #2
HAEBZEE |, ES 1 Amazon EC2 A F 8B H S 3 ZE 40 B S2 451 o 7,

+ aws:ec2:spot-instance

aws:ec2:reboot-instances 56
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AWS HEEABRS RAriEmE

5%

- durationBeforelnterruption : FMTSEBHIBIRYZ4FaTE , M 2 B 15 28T E, £ AWSFISAPI H |, Z
E= ISO 8601 XM FFHE, fltn, PT2M KEXF o #. &£ AWS FIS ZBHEIAH , LA LUH A 24
o

Permissions

« ec2:SendSpotInstancelnterruptions

* ec2:DescribeInstances

AWS IEE X

« AWSFaultinjectionSimulatorEC21i7 d]

aws:.ec2:stop-instances

£ B #5 EC2 £#HiStoplnstances Ei&1T Amazon EC2 API #24E,

RIRRE

* aws:ec2:instance

e

- startinstancesAfterDuration : A%, BaEFIBINESFHE , N—28F 12 PRIFE, £ AWS
FIS APl /| Z{ER I1SO 8601 XMW F/RFH, flan , PTIM REKk— 24, B EE AWS FIS 12l
BHREARDE, 28RNSR, MREFIEFMERN EBS £ |, NAT @A T NEZEHN KMS &
HFARTF AWS FIS R , ENXRAGRME KMS ZEAKEEH,

« completelfinstancesTerminated : ®i%, R NA true , # H startInstancesAfterDuration b
A true , MZ B ¥R EC2 £ FIS 2 AN EIMERAZILBEREERN , WRETSKK, filw0, &£
WRETRZE , BT BARESKXLEEHRFITHEFLLE EC2 £461, BRINEXR false,

Permissions

* ec2:StopInstances

* ec2:StartInstances

aws:ec2:stop-instances 57


https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSFaultInjectionSimulatorEC2Access.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_StopInstances.html

AWS HiFESE A BRSS FAFi5m

« ec2:DescribeInstances : Ali%t, FEEMFEH “‘completelfinstancesB & 1L |, FREEIREL RTE
IESRBPRES

« kms:CreateGrant : Alit, ZEE{F M startinstancesAfteriF£Eat AR E BT A B SRS,

AWS FEE KB

+ AWSFaultlnjectionSimulatorEC21 7]

aws:ec2:terminate-instances

£ B #5 EC2 £l Terminatelnstances_EiE4T Amazon EC2 API 1&4E,

RIRRE

* aws:ec2:instance

Permissions

e ec2:TerminateInstances

 ec2:DescribeInstances

AWS IEE X

+ AWSFaultlnjectionSimulatorEC21 7]

Amazon ECS 1##1E

AWS FIS X3 LU Amazon ECS #4E,

BRI

* aws:ecs:drain-container-instances

* aws:ecs:stop-task
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https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSFaultInjectionSimulatorEC2Access.html
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AWS HEEABRS RAriEmE

» aws:ecs:task-cpu-stress

* aws:ecs:task-io-stress

» aws.ecs:task-kill-process

» aws:ecs:task-network-blackhole-port

» aws:ecs:task-network-latency

» aws:ecs:task-network-packet-loss

aws:ecs:drain-container-instances

=17 Amazon ECS API #4EUpdateContainerinstancesState AR BirEH LIEERA O ENER
Amazon EC2 341,

RIRRE

e aws:ecs:cluster

S

« drainagePercentage : B%' Lt (1 - 100),
* duration : #F&ERTE , A—28#E 12 MEIFZF, £ AWS FIS API #1 |, iZ{E R 1SO 8601 &KV F4F

B, fltn , PTIMRKER—5%, £ AWSFIS #Had , Bl AR, 2=/ T,
Permissions

 ecs:DescribeClusters
+ ecs:UpdateContainerInstancesState
e ecs:ListContainerInstances

* tag:GetResources

AWS £ E KB

* AWSFaultinjectionSimulatorECSAccess
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https://docs.aws.amazon.com/AmazonECS/latest/APIReference/API_UpdateContainerInstancesState.html
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AWS HEEABRS

RAriEmE

aws:ecs:stop-task
121T Amazon ECS API #&4EStopTask SAfZ 1L B #5:1F 55
g e

* aws:ecs:task

Permissions

* ecs:DescribeTasks
e ecs:ListTasks
* ecs:StopTask

* tag:GetResources

AWS IEE XK

» AWSFaultlnjectionSimulatorECSAccess

aws:ecs:task-cpu-stress

EBHRES LIE1T CPU EAMR, A AWSFIS-Run-CPU-stres s SSM X84, & HIAETE AWS

Systems Manager. BEXEZEER , 5[ ECS £5 &1k,

S
miRFER

* aws:ecs:task

¥

+ duration : EANIXIFLEERTE , XA 1SO 8601,
* percent : A[it, BFAHEBE DL , M0 ( 25 ) E 100 ( #E ) TF. BIAER 100,
» workers : E_I-J\io E{Eﬁﬁﬂggﬂiﬁﬁio %ﬁi}\ﬂg 0 , ﬁmﬁﬁﬁ&ﬂ;uo

aws:ecs:stop-task
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https://docs.aws.amazon.com/AmazonECS/latest/APIReference/API_StopTask.html
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AWS HEEABRS RAriEmE

- installDependencies : A%, MRERN True , Nl Systems Manager &7 sidecar 8§ L SSM
BERVEMPI (MAKREZE ) . BRIAMERN True, KPS stress-ng.

Permissions

 ecs:DescribeTasks
* ssm:SendCommand
* ssm:ListCommands

* ssm:CancelCommand

aws.ecs:task-io-stress

3 BFRMESIE AT str1/0 ess. A AWSFIS-Run-io-stress SSM X84, {E&AMAEE AWS Systems
Manager. BEXxEZE 8 , HSH ECS £518%E,

SR SHe
HwRER

* aws:ecs:task

e duration : EOMAAY LA , X ISO 8601,
* percent : A[i%&, EEDMZEE , XHERELEANZERZRBE DL, BRI 80%.

« workers : i, TERFEE, Workers BEWMITINE. BEHLFRNFZRE read/write R4E, BFI[E
SNEFEER. SN THEINRB—DPXHHRITFAERN 1/0 B4E, BIAHF 1.

* installDependencies : A&, WMREN True , W Systems Manager 27 sidecar B85 L7 SSM 1
BLRELERBT (WOMAREE ), BMIAMERN True. KPR stress-ng.

Permissions

» ecs:DescribeTasks
* ssm:SendCommand
* ssm:ListCommands

* ssm:CancelCommand
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https://console.aws.amazon.com/systems-manager/documents/AWSFIS-Run-IO-Stress/description

AWS HEEABRS RAriEmE

aws:ecs:task-kill-process

Z1T killall i85 , BLEESHHIEEHE. A AWSFIS-Run-Kill-Process SSM X #4, HSMEFESE
X H pidMode i&H task. EEHMABEE AWS Systems Manager. HEXEZER |, 55 ECS
ESBRE,

RIRRE

* aws:ecs:task

- processName : 55 L H#H R B o

* signal : A&, EEGT—RBRENES. XLEAER SIGTERM ( #EKWE AT ZREEE ) M
SIGKILL ( #WETRERREIE ) . BIAEF SIGTERM,

* installDependencies : A&, WMREN True , N Systems Manager 27 sidecar B85 £ SSM
BLRVPERBI (MREE ) . BRIAMEN True, HBINR killall,

Permissions

 ecs:DescribeTasks
* ssm:SendCommand
e ssm:ListCommands

* ssm:CancelCommand

aws:ecs:task-network-blackhole-port

£/ Amazon ECS BEZ AL T AREREEMMEOM ALK HGRE, FH-n AWSFIS-
Runetwork-blackHole-port-EC S SSM X #, #MIEEFE X HF pidMode &7 task., EFAIH
EIE AWS Systems Manager. EF e EEFEXH I networkMode &4 bridge. BEXEZEER ,
ESH ECS E5BE,

®iEuseEcsFaultInjectionEndpoints ARt , BFEFFEHZiptablesTEfalse , HEH
AWSFIS-Run-Network-Blackhole-Port SSM 3 #4,
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https://console.aws.amazon.com/systems-manager/documents/AWSFIS-Run-Kill-Process/description
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AWS HEEABRS RAriEmE

RIRRE

» aws:ecs:task

« duration : MiRAAYHRFEERTE , 437 1SO 8601,

« port : IgA&,

« trafficType : MEHXE, FJEEMNEN ingress M egress.

* protocol : Ali%, . AIRERIER tcp M udp. BRIAR tcpo

- installDependencies : A%k, WRENRN True , N Systems Manager &7 sidecar 88 7 SSM
BREVLERBI (WREZE ) . BRIAMEHN True, ik R Zatdcurl-minimal, dig#ljq.

« useEcsFaultinjectionEndpoints : Ali%, MRIREN true , M APIs FEA Amazon ECS #EE A,
FIAENR false

Permissions

» ecs:DescribeTasks
* ssm:SendCommand
* ssm:ListCommands

 ssm:CancelCommand

aws:ecs:task-network-latency

£/ A mazon ECS #EE AKWTT R , AREFOWMERFNRZ , MERBZSERFRELRE. £
F-n AWSFIS-Runetwork-Latency-EC S SSM X1, HMEEFTENFFF pidMode 8 A task. EFH
MHIHEE AWS Systems Manager, EFEEEEFE X HHF networkMode &7 bridge. BXEZ
58 , B39 ECS 581k,

®iBuseEcsFaultInjectionEndpoints it , MFEFEAZtc T Efalse , FEH AWSFIS-
Run-Network-Latency-Sources SSM 314,

fEAflowsPercentSHRIEIN—E B 2 LLAEEMIEIR, EFH1ZflowsPercentS# , ECS K EE
MRARNL.100.0HES.

EfEsourcesS IDs AERATAXEZHRR AKX |, BENFE BIr84 A FE— VPC L,
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https://docs.aws.amazon.com/AmazonECS/latest/developerguide/fault-injection.html
https://console.aws.amazon.com/systems-manager/documents/AWSFIS-Run-Network-Latency-ECS/description
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AWS HEEABRS RAriEmE

RIRRE

» aws:ecs:task

5%

« duration : MiRAAYHRFEERTE , 437 1SO 8601,

- delayMilliseconds : A, ZER ( £ : ¥ ) . ERIAHF 200,

- jitterMilliseconds : Ali%, #3h ( £ : E® ) . BIAEN 10,

- flowsPercent : A%, FZZBREZEHMNEREN B DL, BRIA 7 100%.

« sources : Ali%k, BRRBAEEDR , 782518, AJENER : IPv4 ik, IPv4 CIDR R, iTH&.
ATAX A& (us-east-1a), ATAKX ID (use1-az1). ALL #, DYNAMODB S3#nR#5E{E DYNAMODB
= S3, MGERATFHIXREHHXERS. BRIAMERN ALL , EEEFIE IPVARE,

- installDependencies : A%k, WRENRN True , N Systems Manager &7 sidecar 288 £ 7 SSM 1%
BRRAIERBD (MNKRRE ) . BIAMEN True. fkFixRKRatdcurl-minimal, dig. jgFlisof,

- useEcsFaultinjectionEndpoints : A%, fMRIRE R true , M APIs FEMA Amazon ECS #FEE A,
FIAEN false

Permissions

* ecs:DescribeTasks

* ecs:DescribeContainerInstances
* ec2:DescribeInstances

* ec2:DescribeSubnets

* ssm:SendCommand

* ssm:ListCommands

* ssm:CancelCommand

aws.ecs:task-network-packet-loss

£/ Amazon ECS HEX AL ET R , FEESEXFMENEED , ATARERRNEORE,
{8 F-network-AWSFIS-RunPacket-loss-ec s SSM X4, HRMEFEEE LT pidMode I’ A tasks
EFHIHEE AWS Systems Manager, BT EEEEFE X HIF networkMode 18 bridge, BX
BZER |, BSH ECS 51k,
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https://docs.aws.amazon.com/AmazonECS/latest/developerguide/fault-injection.html
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AWS HEEABRS RAriEmE

®iEuseEcsFaultInjectionEndpointsft , BMEFEAZtc T Efalse , H M-
Network-AWSFIS-RunPacket-Loss-Sources SS M 3 #4,

EfflowsPercentSHIR—EB D LLMEEEIAZSELR ., EFEHZflowsPercents# , ECS 1
BRAMNNL.100.0RES,

EfsourcesS¥ IDs REATRAXEMHAAKX , RIFENFAE BIRBLALTE— VPC Lo
RRRKE

* aws:ecs:task

o duration : XAy IFLLetE , BXHF 1SO 8601,
+ lossPercent : Ali%, ZBFE, BIAHN 7%
« flowsPercent : Ali%, FFIZBREZMHINEREN B DL, BIA H 100%,

. sources : ik, RRBAESDE , T8=1&. AIEEMER : IPv4 bk, IPv4 CIDR 3R, iHA&.
ATAXEFF (us-east-1a), ATAX ID (use1-az1), ALL 1, DYNAMODB S3R1EZE & DYNAMODB
®S3, WXEATHIXEHHXERS. BRIAMEN ALL , BB AE IPV4RE,

- installDependencies : A&, WRENRN True , N Systems Manager &7 sidecar 8§ 7 SSM 1
BRZEVERBI (MEKZE ), BRIAERN True., MEXFKRatdcurl-minimal, dig, jq#lisof,

« useEcsFaultinjectionEndpoints : A&, IMRIREN true , M APIs A Amazon ECS #FEE A,
BRIAE R false.

Permissions

* ecs:DescribeTasks

* ecs:DescribeContainerInstances
* ec2:Describelnstances

* ec2:DescribeSubnets

* ssm:SendCommand

* ssm:ListCommands

* ssm:CancelCommand
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https://console.aws.amazon.com/systems-manager/documents/AWSFIS-Run-Network-Packet-Loss-Sources/description

AWS HEEABRS RAriEmE

Amazon EKS &E

AWS FIS X3 LU Amazon EKS #1E,

BRI

» aws:eks:inject-kubernetes-custom-resource

* aws:eks:pod-cpu-stress

» aws:eks:pod-delete

* aws:.eks:pod-io-stress

« aws:eks:pod-memory-stress

» aws:eks:pod-network-blackhole-port

« aws:eks:pod-network-latency

* aws:eks:pod-network-packet-loss

* aws:eks:terminate-nodegroup-instances

aws:eks:inject-kubernetes-custom-resource

EHE/NBIREE FIZ1T ChaosMesh 5 Litmus k36, B4 B ir&EEE L% ChaosMesh 5
Litmus,

ERBXREIRHEN aws:eks:cluster BWERERR | FHEAFUIREEMEEAND Amazon &BIR
B (ARN) . WIRETTRHERARFRFREL, HBEFKEISHE LB IR,

Z %0 ChaosMesh , A48 EM BN AR E1TE . M Amazon EKS iR 1.23 2 |, FFERINZ TR
Docker B containerd. MARAS 1.24 fxAS#2 | #ilBR Docker,

RIRRE

» aws:eks:cluster

5%

* kubernetesApiVersion : Kubernetes B E & JRHI API fxZ<, {EFEER chaos-mesh.org/
vlalphal | litmuschaos.io/vlalphal,

+ kubernetesKind : Kubernetes BE X ARER, HEFURTF API k4,

Amazon EKS #2/E 66


https://kubernetes.io/docs/concepts/extend-kubernetes/api-extension/custom-resources/

AWS HEEABRS RAriEmE

« chaos-mesh.org/vlalphal : fER 82 AWSChaos | DNSChaos | GCPChaos | HTTPChaos
| I0Chaos | JVMChaos | KernelChaos | NetworkChaos | PhysicalMachineChaos |
PodChaos | PodHttpChaos | PodIOChaos | PodNetworkChaos | Schedule | StressChaos
| TimeChaos |

« litmuschaos.io/vlalphal : {ERIBER ChaosEngine,
« kubernetesNamespace : Kubernetes @n & Z= 8]
« kubernetesSpec : Kubernetes BE X IRH spec #8457 , X H JSON,

« maxDuration : AFER B LRITH RSB , N—2%F 12 Pt FE, £ AWS FIS API A |
ZER ISO 8601 AN FERFE, #lwn , PTIMRER—2 5., £ AWSFIS #25|&r/ , Bl A®
B, DHBRE/NE,

Permissions

HWREFFE AWS SR FIERERE (IAM) X PR, &id RBAC #&Z1X , Kubernetes A2 HIH 1T LLIRIEFT
FHNR. BXEZEE , S Kubernetes B XRHRIEA RBAC 1, BX Chaos Mesh Y
E%ZEE |, 15/ Chaos Mesh B 5 X4, B Litmus WEZELR |, FSH Litmus B /5 3 #4,

aws:eks:pod-cpu-stress

EBHRARREA (pod ) £&B1T CPU EXWH, BXEZER , 25 EKS Pod #1E.

S 3 e
miRFER

» aws:eks:pod

« duration : EOMRAVFLLRTE |, #%3XH 1SO 8601,
. percent : A[it, B¥AEBE DL , M0 ( 25 ) E 100 ( ## ) TF. BRIAER 100,
« workers : AJit, EFEANEDREE. RIAR 0, FAMEBEEDR.

« kubernetesServiceAccount : Kubernetes BRZKF . BXFIENRMWELR , FSHthe section
called “Bit & Kubernetes BRE K7,

- fisPodContainerimage : %, FAFRIZWEEIAREAH (pod ) WASMG, RIAMERARERENE K
AWS FIS, BEXEZER , 3 H the section called “A854H ( pod ) BEEM &,

« maxErrorsPercent — AJi%t, AIRELLME T AERAMMW BRI B 2. EIAER 0,

aws:eks:pod-cpu-stress 67


https://kubernetes.io/docs/concepts/overview/working-with-objects/namespaces/
https://kubernetes.io/docs/reference/access-authn-authz/rbac/
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AWS HiFESE A BRSS FF- 15T
- fisPodLabels : AIi%, FiANZE| FIS RN BIFERBFARERA ( pod ) B Kubernetes 7%,
- fisPodAnnotations : AJi%, FiINZEl FIS SIEZHHIERIERETH ( pod ) BY Kubernetes &,

- fisPodSecurityPolicy : Alit, AT FIS RIEMNBERBEAERA ( pod ) MIGeTEIFHY Kubernetes &
SR HEREE, TREMERN privileged, baseline # restricted. WRESFIE KRR B
o

Permissions

 eks:DescribeCluster
 ec2:DescribeSubnets

e tag:GetResources

AWS IEE X

« AWSFaultinjectionSimulatorEKSAccess

aws:eks:pod-delete

MBRE4RREA (pod ) « BXESEL , 55 EKS Pod 24,

S 3 e
BRI

» aws:eks:pod

« gracePeriodSeconds : ik, Z{FR854H (pod ) EFLKIERyFLEatE (2 ® ), MRERNO,
WS BPRAATHRAE, TNRE N nil , NIFEAREE (pod ) HERIATIRRE,

« kubernetesServiceAccount : Kubernetes BREZ K. BXFIENRMEER , FSfthe section
called “Bit & Kubernetes BRE K7,

- fisPodContainerlmage : ik, BAFRIERMEEIARETAE (pod ) ARG, RIAEARENESG
AWS FIS, BEXEZ{ER , 5 H the section called “A254H ( pod ) BEEM &,

« maxErrorsPercent — A3, AIRELLMBEEAFERAMMW BN E 2. BIAER 0
- fisPodLabels : Ali%&, FiNZE FIS RN BIFERBEARERA ( pod ) B Kubernetes 7%,
- fisPodAnnotations : AJi%, FiINZEl FIS SIZHHIERERETE ( pod ) BY Kubernetes &,

aws:eks:pod-delete 68


https://kubernetes.io/docs/concepts/security/pod-security-standards/
https://kubernetes.io/docs/concepts/security/pod-security-standards/
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AWS HEEABRS RAriEmE

- fisPodSecurityPolicy : A%, AT FIS SIZMNBERIEDITA ( pod ) MiGet B BFH Kubernetes &
SR, WHEME RN privileged, baseline M restricted. WRESFIEREER DR
o

Permissions

» eks:DescribeCluster
» ec2:DescribeSubnets

* tag:GetResources

AWS £ E R

« AWSFaultinjectionSimulatorEKSAccess

aws:.eks:pod-io-stress

£ B#R pod £iE4T I/0 stress. BXEZER , HSH EKS Pod ##1E,

RIRRE

» aws:eks:pod

e

« duration : E DR AYFLERTE |, &R 1SO 8601,

- workers : Hi%t, THERFHE, Workers JBEWITINE. FEYVFRNFZET read/write #R4E. BHI[E
SHEFEEFR. 2NFHERE —NPNXHFRITTAEMN /0 #1E. BRIA A 1

« percent : AliE, EENDMXEE , XMHERGELFEANZERZE B 2. BIAHR 80%.

« kubernetesServiceAccount : Kubernetes BREZ K. BXFIENRMEER , FSfthe section
called “Bit & Kubernetes BRE K7,

- fisPodContainerlmage : ik, BAFRIERMEEIARETAE (pod ) ARG, RIAEARENESG
AWS FIS, BEXEZ{ER , 5 H the section called “A254H ( pod ) BEEM &,

« maxErrorsPercent — A3, AIRELLMBEEAFERAMMW BN E 2. BIAER 0
- fisPodLabels : Ali%&, FiNZE FIS RN BIFERBEARERA ( pod ) B Kubernetes 7%,
- fisPodAnnotations : AJi%, FiINZEl FIS SIZHHIERERETE ( pod ) BY Kubernetes &,

aws:eks:pod-io-stress 69


https://kubernetes.io/docs/concepts/security/pod-security-standards/
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AWS HEEABRS RAriEmE

- fisPodSecurityPolicy : A%, AT FIS SIZMNBERIEDITA ( pod ) MiGet B BFH Kubernetes &
SFRERME, TREMEN privileged, baseline Ml restricted. MIRESFIERIEERBIF
o

Permissions

» eks:DescribeCluster
e ec2:DescribeSubnets

* tag:GetResources

AWS £ E K

» AWSFaultlnjectionSimulatorEKSAccess

aws:eks:pod-memory-stress

HEERBRE (pod ) LBITAFEELINE. BXRESES , S EKS Pod #1E.

S2 3 SHe
HwRER

» aws:eks:pod

« duration : E DR FLERTE |, IR 1SO 8601,
« workers : AJit, EFEANENREE. BIAH 1
« percent : Ali&, EAMRXPEEFERANELRNERT D . BRIAN 80%.

« kubernetesServiceAccount : Kubernetes lRESTKF . BXFMENRMELR |, FS[Fthe section
called “Bi¢ & Kubernetes BRE M7,

- fisPodContainerimage : %, AT RIEHEEARTEE (pod ) ARG, RIAMEARERANER
AWS FIS, BEXEZ{ER , 3 H the section called “A854H ( pod ) BEEM &,

« maxErrorsPercent — Ali%, FIRELLMBEEAE R LMW BN B 2. BIAER 0
- fisPodLabels : A%, FiiNZE| FIS IR BIERIERZRA ( pod ) B Kubernetes 7%,
- fisPodAnnotations : HJi%, FiINZEl FIS SIZHHIERERERE ( pod ) BY Kubernetes &,

aws:eks:pod-memory-stress 70
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AWS HEEABRS RAriEmE

- fisPodSecurityPolicy : A%, AT FIS SIZMNBERIEDITA ( pod ) MiGet B BFH Kubernetes &
SFRERME, TREMEN privileged, baseline Ml restricted. MIRESFIERIEERBIF
o

Permissions

» eks:DescribeCluster
e ec2:DescribeSubnets

* tag:GetResources

AWS £ E KB

» AWSFaultinjectionSimulatorEKSAccess

aws:eks:pod-network-blackhole-port

EFEEDUAIFEOMNABRHIERE, N5 Kubernetes Z2#r# privileged KRB, BXE
ZEE , BZH EKS Pod &1k,

RIRRE

» aws:eks:pod

e

« duration : MK IFLEaTE |, KR 1SO 8601,

* protocol : ¥, FJEERI{E N tcp M udps

« trafficType : MEXRE, WEEM{ERN ingress M egress,

 port: iwAS,

« kubernetesServiceAccount : Kubernetes IRF K. BXBENRHVEE. , S Hthe section
called “Bit i Kubernetes RS,

- fisPodContainerlmage : ik, AT RIERMEEAREEA (pod ) HWEESSMSG, RIAEAREANESG
AWS FIS, BEXEZELR , 3 H the section called “A854H ( pod ) BEEM &,

« maxErrorsPercent — A%, ARELLMEEAERLAMMW BTN B D . BRIAMER 0,
- fisPodLabels : AJi%&, HiNE FIS Q1N B ERBEREEL ( pod ) B Kubernetes 7%,

aws:eks:pod-network-blackhole-port 71


https://kubernetes.io/docs/concepts/security/pod-security-standards/
https://kubernetes.io/docs/concepts/security/pod-security-standards/
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AWS HEEABRS RAriEmE

- fisPodAnnotations : AJi%, FiINZEl FIS SIEZMHIERIERETH ( pod ) B Kubernetes .

Permissions

 eks:DescribeCluster
 ec2:DescribeSubnets

* tag:GetResources

AWS FEE KB

« AWSFaultinjectionSimulatorEKSAccess

aws:eks:pod-network-latency

FRtcIE ﬁHIJ_:FfI‘%EﬂE;J?H’JumE/?WJDH%ED HIER MBI, XE Kubernetes Z£¥5/H
privileged EBFHRE, EXEZER , HZH EKS Pod #1E,

FEAflowsPercentS RN —E B 2 LLAEREMN IR,
BIREHR

» aws:eks:pod

e

« duration : MiXAVFFLERTE , KX H 1SO 8601,

- interface : Alit, MO , AE5 DR, X#&F ‘8 M “BRIAE". BIANDEFAULT , BFFEAERE
REMEMEZEO N BIR.

- delayMilliseconds : A%, ZER ( £y : ¥ ) . ERIAHF 200,

- jitterMilliseconds : AJi%&, #lzh ( £ : Z® ) . BRIAER 10,

- flowsPercent : A&, HZZREFZIHMEZREN BT D . BRIA F 100%.

. sources : ik, RRBAES DR , T8=1&. AIEEMER : IPv4 bk, IPv4 CIDR 3R, iHA.
AT AX B # (us-east-1a), ATAKX ID (use1 -az1), ALL . DYNAMODB S3#R1EEE N DYNAMODB
% S3, M{GEATHAREHRHXFRR, XNFiEE , 25317 10 /X DNS BT SAE IP it
Ht, BT DNS A FH MR , LIREREF XM EH AT AR BRI PTE ATRER IP bk, BRIAE
A ALL , EEEFRE IPv4 RE,
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+ kubernetesServiceAccount : Kubernetes BRZIKF . BXFIENRMEER |, ESHthe section
called “Bit & Kubernetes BRE M7,

- fisPodContainerlmage : ik, B FRIEMEEARETAE (pod ) ARG, RIAERRENESR
AWS FIS, BEXEZ{ELR , 5 H the section called “A854H ( pod ) BEgM &,

« maxErrorsPercent — A3, AIRELLMEEAE R LXMW BN E 2. BRIAER 0
- fisPodLabels : Ali%, FiANZE| FIS RN BIERBFARERA ( pod ) B Kubernetes 7%,
- fisPodAnnotations : AJi%, FiINZEl FIS SIEHIERIERETH ( pod ) B Kubernetes .

Permissions

 eks:DescribeCluster
* ec2:DescribeSubnets

* tag:GetResources

AWS FEE XK

« AWSFaultinjectionSimulatorEKSAccess

aws:eks:pod-network-packet-loss

{ﬁﬁﬁ tc TR K ARMFFORMED. X5 Kubernetes Z2#r# privileged KRB, BXREZE
B , 5% % EKS Pod #1E,

FAflowsPercentS iz —EB D HLEEIAEZSELR,
RIRRR

« aws:eks:pod

« duration : MKV FLRtE |, #3X8 1SO 8601,
* interface : Alit, MEKEO , AEE DR, XF ‘€3 F “BRIAME". BRIANDEFAULT , BIFLARE
REMEMLEO RN B

+ lossPercent : Alit, E3IE, BRIAN 7%,
« flowsPercent : i, FZZBREFMHMEAEN TS L. BRIA H 100%.
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« sources : Ali%t, BRXBAES LR , T8=K, WeEMER : IPv4 bk, IPv4 CIDR 8, H&.
ATAXE# (us-east-1a), ATAKX ID (use1-az1). ALL A, DYNAMODB S35 #gE{E 1 DYNAMODB
= S3, N{GEAFHIXEHAWXERS, XNFEHE , 2ZiA31T 10 X DNS @#7LAKE IP iy
it, FF DNS fuEF &ML | RETEFT M EF AT AT RN FTE TTRER IP ik, ERIAE
A ALL , BEBFIE IPv4 RE,

+ kubernetesServiceAccount : Kubernetes BREKF ., BXFIENRWEER , FS Hthe section
called “Bti& Kubernetes RS K 7,

. fisPodContainerimage : ik, FATFRI2HETIAREAH (pod ) ARG, RIAMERAREENE K
AWS FIS, BEXEZER , 3 H the section called “A854H ( pod ) BEEM &,

« maxErrorsPercent — Ali%, AIRELLHMEEAE R XM B IR B D . BRIAER 0
- fisPodLabels : AIi%&, FiANZE FIS RN BIERBFARERA ( pod ) B Kubernetes 7%,
- fisPodAnnotations : AJi%, FiINZEl FIS SIEHHIERIERETH ( pod ) BY Kubernetes .

Permissions

 eks:DescribeCluster
 ec2:DescribeSubnets

e tag:GetResources

AWS IEE X

» AWSFaultinjectionSimulatorEKSAccess

aws:eks:terminate-nodegroup-instances

£ B AT 24 Terminatelnstances L1£1T Amazon EC2 AP| ##4E, X5 Amazon EKS & S4A 3
Bo TXFEETRA, EXEZEE , 55H EKS BEEITE,

S
miRFER

» aws:eks:nodegroup

S

- instanceTerminationPercentage : B4 LRI H 2 Lk (1 - 100),
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Permissions

 ec2:DescribeInstances
* ec2:TerminateInstances
* eks:DescribeNodegroup

* tag:GetResources

AWS IEE XK

» AWSFaultlnjectionSimulatorEKSAccess

I 58y ElastiCache 1730
AWS FIS 1L T ElastiCache 1€,
aws:elasticache:replicationgroup-interrupt-az-power

EERATZAWAXK B ElastiCache EHIAMNEERTAXPH T AW ER, BNMNEHA—RREEE—
ANTAXZEEM, MRFENETIEERBAR , WE SR GEREMNHERM IR AFERA R
FVR. ELRERR , EETARANRREIASREEEL , XEKEEREFANETAERR
K. LEIR/ER BAREIRT X#F Redis M Valkey 512, ZIREFIEF LTRSS BEIE,

4R S
RIRER

+ aws:elasticache:replicationgroup

S8

« duration : F£EatE , N—28F] 12 P FRE, £ AWS FIS API # |, iZ{ER ISO 8601 A FRF
B, Hlan , PTIMRKR—24%. £ AWS FIS #B&l&5 , Ballim AR, 288/ Nati.

Permissions

 elasticache:InterruptClusterAzPower
 elasticache:DescribeReplicationGroups

* tag:GetResources

I 5 # K ElastiCache 173h 75
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® Note

7 ElastiCache &ﬁTHﬂE%)‘ﬁﬁVﬁﬂES‘ZﬁFEE’E%MH% B  3@FE Valkey M Rediso N TEH
WEIMPLITHEE , ZRIEFECRET S, MREHFEEMEHaws:elasticache:interrupt-
cluster-az-power , B1E A ETHaws:elasticache:replicationgroup-
interrupt-az-powerZEI ¥R ELAFI A &#FTEE

I 55 Kinesis Data Streams &4E

I &3 Kinesis Data Streams X3 LT Kinesis 1&4E,

BRI

« aws:kinesis:stream-provisioned-throughput-exception

» aws:kinesis:stream-expired-iterator-exception

aws:Kinesis:stream-provisioned-throughput-exception

£ %4 B #% Kinesis Data Streams BJi5R¥ AProvisionedThroughputExceededExceptionf&iRim
Bl X¥FMIRIEEIE : GetRecordsGetShardIterator, PutRecord, #PutRecords,

S 3 e
miRFER

* aws:kinesis:stream

5%

o FFEERtE-FEERTE , SEEM 1 28 F 12 /Mat. £ AWS FIS API /1 | iZ{E 2 1SO 8601 &M £ 4&F
B, i, PTIMRKR—24%, £ AWSFIS #2H|&F , B Ll AR, 28/ e,

- BOL-ERHEEANFUNE S (1-100).

Permissions

* kinesis:InjectApiError

I 33k Kinesis Data Streams 24E 76
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aws:kinesis:stream-expired-iterator-exception
X118 E Kinesis Data Streams HGetRecordsPlE AExpiredIteratorExceptionf&iRM AL,
IRKH

* aws:kinesis:stream

S8

o FFEEntE-iFLERtE , SEEM 1 28 E 12 /Mat. £ AWS FIS API /1 | iZ{E 2 1SO 8601 &M £ 4T
B, i, PTIMRER—24%, £ AWSFIS #2H|&F , B Ll AR, 28/ e,

. BOLE-ENHEEANMEIUNET 5L (1-100),
Permissions

* kinesis:InjectApiError

AWS Lambda 17z8

AWS Lambda ¥ LA Lambda ##4

BRI

» aws:lambda:invocation-add-delay

» aws:lambda:invocation-error

» aws:lambda:invocation-http-integration-response

aws:lambda:invocation-add-delay

HEEENNERNERGEHHANEDE, LHBRENBRE Lambda /BEZIRLL , BEFSEEHE R T
BNy , ERATAERITIRE , MAUXEEEFNHITHRR. XEREETEE2IEE Lambda
MRAHMER, BFERERENST Lambda BB EEEMNENE , HBRESTHRERANERER
B SRR T R A BR

S
miRFER

* aws:lambda:function
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5%

- BER-BEFENNEKE, £ AWSFISAPI # | Z{ER ISO 8601 XMW FRFHE, Hlu,
PTIM K&R—2%, &£ AWSFIS Z2H&F , B M AN, 28R,

- AABESE-TT%E, ENEREANEEAANE DL (1-100). BRIAEH 100,
- startupDelayMilliseconds : A%, FEERBREBEAMRITZEESHNE , SLZER (0-900,000) &
iz, BIAEF 1000,

Permissions

* s3:PutObject
* s3:DeleteObject
* lambda:GetFunction

* tag:GetResources

aws:lambda:invocation-error

£ Lambda EEAAIFIC N LM, WBRERFUREIRLEBNS (HIMEBRANEREE ) FEEER.
EALRER |, BLUER RS EREERZBIEITRENAE,

RIRRE

» aws:lambda:function

e

- BER-BEFENNEKE, £ AWSFISAPI # | Z{ER ISO 8601 XMW FRFHE, Hlu,
PTIM R&R—5 %, £ AWS FIS #2#|&F , B M AR, 5HH TR

- HRAEZLE- TG, EFEREIANRKBFANE DL (1-100), FINEH 100,

* p@@ reventExecution — MR ZENE , NIEEFETHITHENER TREHEIR,

Permissions

* s3:PutObject
* s3:DeleteObject
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« lambda:GetFunction

* tag:GetResources

aws:lambda:invocation-http-integration-response

EREBNITH. BAILLUEBRRNBEBM HTTP MNARERXZEFS ALB, API-GW F VPC Lattice #Y

R, EEAAGREME EFRTHFER  BUNERRERREERENEE , ERETHHRHE

BB S AT R BRI R

- contentTypeHeader— EM Lambda EEUREIRY HTTP AR R BN FRFRE,

o BFEE-RESENNEKE, £ AWSFIS APl # |, iZ{8:2 1ISO 8601 BXMFRFH, Hlan
PTIM REX—28#, £ AWSFIS 2| ah , U RMARI, 7HH TR

- BABESH-T%E, EFEREANERKBAANB 2L (1-100), ERIAER 100,
* p@@ reventExecution — MR ZERE , NREFEFRITEHENER TR E M@,
+ StatusCode — M Lambda ERFUREIH HTTP R (000-999) FY{E,

Permissions

* s3:PutObject
* s3:DeleteObject
 lambda:GetFunction

* tag:GetResources

I 3% MemoryDB ##4E

AWS FIS X LT MemoryDB &1k,

aws:lambda:invocation-http-integration-response

79
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aws:memorydb:multi-region-cluster-pause-replication

EE—IMXEERESXEERNMEHMXEERCRANES., BRXEEHRSREERAIRIE
EHITXENER, EEFEEHR , TEENSXEERH. REEHE , ZXEBERTEEE/ Lo H
FEEME R RS, BT #HAEX Amazon MemoryDB ZXEBHEZE L , 28 A mazon Memory
DB ZXEA £ EIEmR. BXXEFEAAM , S M emoryDB % [Xig SR F A4 FPRF,

RIRRE

« aws:memorydb:multi-region-cluster

S/

« duration : F£ErfE , N—28F 12 NIt FEF, £ AWS FIS API A | iZ{ERZ ISO 8601 X FFF
B, fltn , PTIMRKER—5%, £ AWSFIS #Had , Bl AR, 2=/ NatE,

Permissions

« memorydb:DescribeMultiRegionClusters
+ memorydb:PauseMultiRegionClusterReplication

* tag:GetResources

P 4B R 1
AWS FIS U T R4 R,
ByE

+ aws:network:disrupt-connectivity

» aws:network:route-table-disrupt-cross-region-connectivity

* aws:network:transit-gateway-disrupt-cross-region-connectivity

+ aws:network:disrupt-vpc-endpoint
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AWS HEEABRS RAriEmE

aws:network:disrupt-connectivity

B IGe REE B AR FMREBRERB MG AR 5 R (M ACL) , FE4L [ B iR FRRIEIEER
E, FIS mREHMNLSE ACL RN TIHELMN , HFRZHN managedByfis=True , H EREHRNESF
MxBk, BIETR/G , FIS 2MIBRTEMNME ACL HIRE RIAH ML ACL KBk,

- scope : EEEEMREXRE, WRTEFRall , UNEFHNHZRAFZBEEH ACLs 7 20, TJRENES
&

« all : EEFAEERT FRNRE, FIE , KAT AT FNARE , SHAERT FRHMKED

e i — 1§
Elg;ﬁ:io

« availability-zone : EEEFRTFHMAAXFMH VPC ARE. TLE VPC FEN BFRH
FRKBRABENRN 30,

« dynamodb : 4 IR F L XigH DynamoDB Xigim MK RE .

- prefix-list : ELFTRTFIEEINRIRNARE,

« s3: ELFIRTF YEIXEF Amazon S3 KBk KR E,

« s3express— E4H H B AR F M B X A Amazon S3 Express One X 13 #9 X i34 i 15 R B9
B, BRTFMLHT S3 Express One KEHBIAI A AZs Wi 5. BXREZER , HSH S3
Express One [Xi3 7] A X f X 13,

« vpc : ELEFIRT VPC WHRE.,

* duration : $F£EatE , N—2 8 E] 12 DT E, £ AWS FIS API # |, iZ{ER 1SO 8601 1§ FAF
£, a0, PTIM RKEK—24%F, £ AWSFIS #2HE7F , BRI UM AR, 28/ D EG

- prefixListldentifier : MRSEE N prefix-list , EIABEF RERINRWIFIREF, BAILIEESR
#r. ID 3 ARN, BIRFIRZZ LA 10 MN%&E,

Permissions

- ec2:CreateNetworkAcl : 828 managedByFIS=true XML& ACL.
- ec2:CreateNetworkAclEntry : M4 ACL #4417 A managedByFIS=true #53%,

* ec2:CreateTags
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AWS HEEABRS RAriEmE

« ec2:DeleteNetworkAcl : M4& ACL @7t B managedByFIS=true ¥r%,
» ec2:DescribeManagedPrefixLists

* ec2:DescribeNetworkAcls

* ec2:DescribeSubnets

* ec2:DescribeVpcs

* ec2:GetManagedPrefixListEntries

 ec2:ReplaceNetworkAclAssociation

AWS IEE X

« AWSFaultlnjectionSimulatorNetworkAccess

aws:network:route-table-disrupt-cross-region-connectivity

BEERBEENRFRAXEEEXBNRE. tIERAR , fHESERBENXENAMERH. B
AV FIS gl2X LMK , B Amazon VPC EififR S routes per route table®l 250 ( i
RregionS#h us-east-1, M7 350 ) LI ERBERPHEBHE,

4R S
RIRER

* aws:ec2:subnet

e

« region : ERENXEHNMAHE (FlW , eu-west-1)
« duration : B{ERFLEMATEEKE., £ AWS FISAPI 1 |, iZ{EL 1SO 8601 XMW FHFH, fHitn ,
PTIM KEX—2%, £ AWSFIS 2#&7F , Bl AR, 25/ DetE,

Permissions

* ec2:AssociateRouteTable

* ec2:CreateManagedPrefixList t
 ec2:CreateNetworkInterface t
* ec2:CreateRoute t

« ec2:CreateRouteTable t

aws:network:route-table-disrupt-cross-region-connectivity 82


https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSFaultInjectionSimulatorNetworkAccess.html

AWS HEEABRS RAriEmE

» ec2:CreateTags t

« ec2:DeleteManagedPrefixList t
 ec2:DeleteNetworkInterface t
 ec2:DeleteRouteTable t

* ec2:DescribeManagedPrefixLists
« ec2:DescribeNetworkInterfaces

* ec2:DescribeRouteTables

* ec2:DescribeSubnets

* ec2:DescribeVpcPeeringConnections
* ec2:DescribeVpcs

* ec2:DisassociateRouteTable

* ec2:GetManagedPrefixListEntries
* ec2:ModifyManagedPrefixList t

* ec2:ModifyVpcEndpoint

* ec2:ReplaceRouteTableAssociation

t AL managedByFIS=true [REEE. BLFEEEWIFE, AWS FIS ZEXKRHRR A BRI
¥,

AWS F£EE XK

« AWSFaultinjectionSimulatorNetworkAccess

aws:network:transit-gateway-disrupt-cross-region-connectivity
PELER B AR EMAN EEEH R T EEXBNTE,
BRER

« aws:ec2:transit-gateway

5%

- region : EFENXEMAIEE (Fl10 , eu-west-1)
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AWS HEEABRS RAriEmE

« duration : IBESENREKE, £ AWSFIS APl f | ZE 2 1SO 8601 B FEFE, Hilm ,
PTIM KEX—2%., £ AWS FIS 2#l&7F , B im AR, 2/ DatE,

Permissions

* ec2:AssociateTransitGatewayRouteTable

* ec2:DescribeTransitGatewayAttachments

* ec2:DescribeTransitGatewayPeeringAttachments
* ec2:DescribeTransitGateways

* ec2:DisassociateTransitGatewayRouteTable

AWS £ E KB

« AWSFaultinjectionSimulatorNetworkAccess

aws:network:disrupt-vpc-endpoint

BE L BAR$EQ VPC LinT /RN AMEREISRE, FIS ERAZMANCIERERSLYE , AEAZRERS
AlEetEHR B4R VPC KIRT RNES2H, NRERERITHEX BFREFRET TR, WIREFX
W, BREFAKIMMEFKBAAVRS. W, MRERENTHEERT FIS EENRZEA , M FIS
T &R EMIBR.

RIRRE

» aws:ec2:vpc-endpoint

S

« duration : B{ERFEMETEEKE, £ AWS FISAPI 1 | iZEL 1SO 8601 XMW FHFH, i,
PTIM REZ—2 8, £ AWSFIS BHA&H , Bl AR, 28T DI,

Permissions

* ec2:DescribeVpcEndpoints
* ec2:DescribeSecurityGroups

* ec2:ModifyVpcEndpoint
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AWS HEEABRS RAriEmE

+ ec2:CreateSecurityGroup

* ec2:DeleteSecurityGroup

* ec2:RevokeSecurityGroupEgress
* ec2:CreateTags

* vpce:AllowMultiRegion *
*NYENEREEXE VPC KT RN , FEEZNE

Amazon RDS &4k

AWS FIS XL Amazon RDS #1E,
B®E

» aws:rds:failover-db-cluster

* aws:rds:reboot-db-instances

aws:rds:failover-db-cluster

1= B #% Aurora B FE £ B DBCluster L1Z1T Amazon RDS AP| I#4E# 815, X RDS &£ XY
BIRFEEE,

RIRRE

» aws:rds:cluster

Permissions

e rds:FailoverDBCluster
» rds:DescribeDBClusters

* tag:GetResources

Amazon RDS g1 85
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AWS HEEABRS RAriEmE

AWS IEE X

» AWSFaultinjectionSimulatorRDSAccess

aws:rds:reboot-db-instances

£ B #r8E E L HIDBInstance L3217 Amazon RDS API IREE 5, X# RDS B M XMBEES
o

RIRRE

* aws:rds:db

S8

« forceFailover : A[i%, WRERN True , BXFIAZTAKX |, MEFHMN—NTAXBEERE S —1
AAKX, BRIAER false,

Permissions

 rds:RebootDBInstance
» rds:DescribeDBInstances

* tag:GetResources

AWS IEE KR

» AWSFaultinjectionSimulatorRDSAccess

Amazon S3 & E

AWS FIS %3#FLLT Amazon S3 #1E.

B’

» aws:s3:bucket-pause-replication
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aws:s3:bucket-pause-replication

SEN BB HBE B W EREN S, BN EEETIET REN AWS X, USRS
BRLTR—X8M. BEFHRE AN THAMSEEHES — M. WRER S RTERE
B4F. BTHRE% Amazon S3 EHNESEL , H5H Amazon S3 F /5.

RIRRE

* aws:s3:bucket

S

« duration : $F£EatE , N—2 8 E] 12 /NEFFRZE, £ AWS FIS API # |, Z{ER 1SO 8601 &M FHF
B, Bl , PTIMRKER—24%, & AWSFIS 2H|A&F , B Ll AR, 28HE/ a3,

* region : B FHEBATEN AWS X,
« destinationBuckets : A, LLES 7RI BB S3 AR,

« prefixes : Ak, EHMNTEEFRMEHLES DR S3 WRBEIRTIR, ERAETRIRMFEFZM
Y B iR i AR E MR E =

Permissions

- S3:PutReplicationConfiguration , &## S3:IsReplicationPauseRequest i&E&EN
True

« S3:GetReplicationConfiguration , &4 S3:IsReplicationPauseRequest REN
True

* S3:PauseReplication
* S3:ListAllMyBuckets

* tag:GetResources

BXREB RGBSR =~ £/ aws:s3:bucket-pause-replication &8,

Systems Manager #&4E

AWS FIS X#F LT Systems Manager #1E,

BRI

aws:s3:bucket-pause-replication 87
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AWS HEEABRS RAriEmE

e aws:ssm:send-command

* aws:ssm:start-automation-execution

aws:ssm:send-command

£ B #r EC2 3£f|SendCommand _E£i=1T Systems Manager API #4E, Systems Manager X#4 ( SSM
X)) EXNHELZEG ERITHERE, BXREZEE |, 55 1T aws:ssm:send-command 1,

34 3 e
RiIREHR

* aws:ec2:instance

« documentArn : 3 R4H Amazon BRE R (ARN) ., E#EEAF |, MBEMN BRIERE dikiE—4
EfEEER AWS FIS SSM XX RNE , e BTRILS .

« documentVersion : Ak, XA, WMRAZE , WE1TERINRRES,

« documentParameters : WIRERERM. XEEZNLXESHATESH. NREKX N JSON #
X, BRNFRE , ENFHRERFTHFERE,

* duration : #F£atE , N—2HE] 12 PEFFF, £ AWS FISAPI F |, Z{ER ISO 8601 13K FHF
$, a0, PTIM RKEKR—24%F, £ AWSFIS #2HE7F , BRI UM AR, 2845/ D E.

Permissions

* ssm:SendCommand
* ssm:ListCommands

* ssm:CancelCommand

AWS IEE R

« AWSFaultinjectionSimulatorEC21i [¥]

aws:ssm:start-automation-execution

1Z1T Systems Manager API #{EStartAutomationExecution,

aws:ssm:send-command 88
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RIRRE

-

5%

- documentArn : B3t Amazon BIRE R (ARN) .
« documentVersion : A%, XHRAR, WRHFZE |, NEITERIARA,

« documentParameters : WLIREIRESMG, XHESHXESHMATESH, YREKXH JSON ¥
N, BPRNFERERE , BEAFHTERERFZRFEHRAE,

« maxDuration : TR BLRITHHRKEE , A—2%F 12 Pt FE, £ AWS FISAPI # |
Z{ER 1SO 8601 AW FERFER, i , PTIMRKR—2 %, £ AWSFIS ZBHAH |, Bl AR
B, DEBE/ETEG

Permissions

 ssm:GetAutomationExecution
* ssm:StartAutomationExecution

* ssm:StopAutomationExecution

- iam:PassRole : Ali&, MR BZHLXERAAE |, MR HIED,

AWS F£E KB

* AWSFaultinjectionSimulatorSSMAccess

AWS Direct Connect 1Tz8

AWS FIS Z3#FLLT AWS Direct Connect 4,

BR1E

» aws:directconnect:virtual-interface-disconnect

AWS Direct Connect 173} 89
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aws:directconnect:virtual-interface-disconnect

B E Pl A& 55 B FRERL AWS Direct Connect 320 () REXEIX 5 2 B #Y38 FR R< thHil
(BGP) RN X FEZMN M, VIFSTERZIER 28 , FIS RRIEZBHMATE VIFs BB AT
“ARA"RA , FEEA VIF B BGP X E4#EL T “AI A7 RS “m £” BGP RZS. ERKHE ,
BAREREO R BGP WELiEMA TXMIRES. BHX Direct Connect BIFEERBNHNIFAEE , FS
IEAWS Direct Connect 34,

RIRRE

« aws: directconnect: FE#l30O

S

o duration— F£ERFE , M 10 D8 E 12 PEIFRE, £ AWS FIS API # | iZ{E R I1SO 8601 #&HY
ZHE, fln, PTIOM XX T+294. £ AWS FIS 24l5% |, Lo Ll AR, 285/ atE.

Permissions

* directconnect:DescribeVirtualInterfaces

» directconnect:StartBgpFailoverTest

* directconnect:ListVirtualInterfaceTestHistory
* directconnect:StopBgpFailoverTest

* tag:GetResources

£ Systems Manager SSM X &4 5 FIS —#2{EH AWS

AWS FIS @33 AWS Systems Manager SSM B AWS FIS B{EX 1B E L HbESR
8, aws:ssm:send-commandf] f T8I F L& FEE N IRENTIEER Systems Manager SSM X 4
( SSM X #% ) AJ¥ER BA-BI BT KV 0 3t AWS X4R . AWSFIS

SSM RER LA Amazon EC2 k4, 7RSS EFRE ML (VMs) £ RFEHEL B ML S#b 5 4F
LB R RIEE £ Systems Manager £, REATLE Systems Manager FHER , AEBRRIE
EHRIZT. BAILIMABDH SSM X# , LUEABEXNHEE , LAl AS2E Amazon AW EN LN H
X,

aws:directconnect:virtual-interface-disconnect 90
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AWS HEEABRS RAriEmE

B3R

NTEEMEMH SSM REF s BAir EMITHRE | FREBRUATRM

- DHERTERE, SSM RABRINZEERLE Amazon REBEE (AMIs), BN | &0 LR RHl %
% SSM R, BXEZELR , HSH AWS Systems Manager AP iEEH M F L2 2EERT EC2
SRy SSM FE,

- Systems Manager BRI ZH LI ITIRIE, BOLUET IAM SRR EXHR FIHRINE. BXE
{55 , B2 M AWS Systems Manager AP #EMHPHEIZ2EA T Systems Manager # IAM 3£ 4]
it B SO AR IAM SE45I B i ST B nEl EC2 3245

1T aws:ssm:send-command E&1E.

SSM X H4E X Systems Manager X & E L HIHITHVIRIE, Systems Manager @& KEFfl & X
¥, BHA BT, BXRBTEIE SSM XHHNEZELR |, 5% AWS Systems Manager
BAFiEEHh el Systems Manager X4, Hx SSM EHMI XMW EZELR |, 5@ AWS Systems
Manager Fi P8R #Y AWS Systems Manager X4,

AWS FIS RHEEER SSM X, &R LAE AWS Systems Manager #2415 B “3X#4 : https:/
console.aws.amazon.com/systems-manager/X %" TEETEER SSM X, Ewa LI AWS FIS
BEHlEPHN—RITMBEEXEPHITIER. EXEZEERE , H5H MAREN AWS FIS SSM X i,

EE AWS FIS SRR A{ER SSM X4 |, B LAERIE/E. aws:ssm:send-commandtbRESER B ¥R
S5 EZREVIE E SSM X RS HIZE1T,

EXBRERPHNIT aws : ssm:send-command BIER | XMAMIREEEEMSE , BRUTSE

« documentArn — %4, SSM XY Amazon FIRAFR (ARN) .

+ documentParameters : IIREIRBEFRMH, SSM XHEEZHMSHESHAAESH, NHRERX N JSON
B, B#IANFERSE  BEAFRHEEIFRFEHA,

« documentVersion : ik, EZ{TH SSM R,
AT LB Systems Manager 2 #l A FITEE SSM XEEER ( @FEXH™SH ) .

ERAEHAERTREX SSM XHNESR

1. $TF AWS Systems Manager #F|& , Bk Hhttps://console.aws.amazon.com/systems-
manager/.

#1117 aws:ssm:send-command & 1E. 91
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AWS #EE AR il
2. HESMBERKT , EEXH,
3. BEEXH  AREFREAESREIF,

BT T{T , EEAX SSM XHEHER
£/ SSM iR B XAH AT o
THRAEXBEERSHNESER

SSM BIERASH SSM B RAIRE,
Tkl B8 AWS FIS SSM X #4

B LU A ELE AWS B9 FIS SSM X EXRBEIRFP A aws : ssm: send-commandi2EBRSFEMA,
=R

- RAUTRAERSIIF AWS FIS REMTBE SSM 3 :
o W5# Linux 2023, Y53 Linux 2
« Ubuntu
« RHEL 8, 9
+ CentOS 9

« {R1E EC2 36| L% AWS FIS R TIELE SSM X 14, HMRBENEET R ( A RS R ) H
P ZFFIR A,

EHE ECS SRR AFEHIXL SSM X |, i5fEAMEME the section called “Amazon ECS ##4E", 4
|, Xf aws:ecs:task-cpu-stress /A AWSFIS-Run-CPU-Stress XX 14,

XA

« AWSFIS-Run-CPU-Stress

* AWSFIS-Run-Disk-Fill

* AWSFIS-Run-10-Stress

* AWSFIS-Run-Kill-Process

* AWSFIS-Run-Memory-Stress

 AWSFIS-Run-Network-Blackhole-Port

LB ER AWS FIS SSM XX 44 92
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https://docs.aws.amazon.com/systems-manager/latest/userguide/monitor-commands.html
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» AWSFIS-Run-Network-Latency

* AWSFIS-Run-Network-Latency-Sources

» AWSFIS-Run-Network-Packet-Loss

« AWSFIS-Run-Network-Packet-Loss-Sources

1TahiFLEatE A AWS FIS SS DurationSeconds M X #4 5 #y X 5

Hib SSM XL REI BT E | Hlan , —ETHEER ER AWS FIS SSM X 44 R %
DurationSecondsZ#, At , BEELE FIS BEE N FIEERMNAIL AWS BIFEFLERTE -

« Action duration : W FEHREMRENIR  BEXENESTIRFERE, T2 hE | X8
BFEMEEBRTFENIENZENEREZTIRF. AWSFIS 2%ME /N aE , BRI Hah/EiFLsnt
B 2,

« X#4ZE DurationSeconds : SSM SRR ITHIIFLERTA | AR R BENVIEE,

BT AR RIS L B R R T R E -

« Action duration exceeds DurationSeconds : SSM MM RITERETR ZHIETR. AWS FIS &%
EISERLER RIS E S FFREETH.

« Action duration is shorter than DurationSeconds : #{E5ER/E , SSM XKL HIT, R SSM X
BOERITH , AERERLENE ST , WRERSHREN ‘ExM’. AWS FIS REHMHITHE
o, BRREFENENE,

BEEE  EU SSM XHIREE T IFLER A, Hli0 , AWS FIS SSM XA LR L HE L REML | X
AT LU S R 4T3 42 (8] ZE K B 38 B 5 31 DurationSeconds 27k, E It |, 10 R R /EIF L at B FEIR
& DurationSeconds N EREIRE , N SSM BIAH 1= 1T A (8] AT RE 2 BT 18 VeI 42 Al .

AWSFIS-Run-CPU-Stress

£ stress-ng TEERH| Liz1T CPU E M. A AWSFIS-Run-CPU-stres s SSM X 4,

BRERE (NREHE)
aws:ssm:send-command/AWSFIS-Run-CPU-Stress
pii i :pvin

arn:aws:ssm:region::document/AWSFIS-Run-CPU-Stress

B ER AWS FIS SSM 314 93
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AWS HEEABRS RAriEmE

NS

« DurationSeconds — %%, CPU ENMXAVIFLERTE (2 : B ),

- CPU: fli%&, EAMN CPU ENR¥HE. BIAN 0, EAME CPU EHR.

 LoadPercent : AJi%, BH#F CPU AEBZLE , M0 ( 23 ) &l 100 (%K ) %, ERIAER 100,

- InstallDependencies : Ali%, ERENRN True , M| Systems Manager &7 B #r32 6l L Z R L EKH
M (WMAREZE ) . BRINMERN True, IKBITA stress-ngo

LT ZRERGITmAZREE,

{"DurationSeconds":"60", "InstallDependencies":"True"}

AWSFIS-Run-Disk-Fill

EXGIBRE LB AR , BB ECHOHE, £H-D AWSFIS-Runisk-Fill SSM 3 #4,

MBEFANBENZREFLE , TREFIERBEIFLEEZHEFL , AWSFIS =R BIBUEIEE
IZ1THY SSM Xk ENR, BEWNRENBESRNKERNARFENSHMEAZESH , N Systems
Manager AIBETCZTERBUBEIRME, WA , IREEF LK |, FHREADAEWEZE,

BRAERE (NREHS)
aws:ssm:send-command/AWSFIS-Run-Disk-Fill

BAT %
arn:aws:ssm:region::document/AWSFIS-Run-Disk-Fill
D=

« DurationSeconds — %, BFIEFNMIANFLENE (22 ¥ ),

 Percent : Ali%&, EHEERNXAEPENEEB D, BHIAN 95%.

« InstallDependencies : Ali%&, MREN True , N Systems Manager &7 B #5354l 2 & HE 4K
W WREE ) . BRINMERN True., HixRRatd, kmodHfallocate,

PRNERSELRIEIE P

{"DurationSeconds":"6@", "InstallDependencies":"True"}

B BRI AWS FIS SSM 3T 94
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AWS HEEABRS RAriEmE

AWSFIS-Run-lO-Stress

£ stress-ng TEESRH| L1297 10 EHMNK. A AWSFIS-Run-io-stress SSM X 14,

BRAERE (NREFE )
aws:ssm:send-command/AWSFIS-Run-lO-Stress

HEAT I
arn:aws:ssm:region::document/AWSFIS-Run-1O-Stress
=

« DurationSeconds — %%, 10 EX MK FESE (2 : ),

« Workers : Alik, JEEWMITINF. REHLFAZRE read/write B4E, BHEIELSMNEEM RN TERER
BE, SN FHENE - N XHHITRER /0 84E. BN A 1.

 Percent : Ali%, 1 10 EANHEE , XHERELEANZERNZRB S L. BRIAN 80%.

* InstallDependencies : A[i%&, fRERN True , M| Systems Manager 27 B #r3E 6l L 2R A EK B
M (ARZE ). BRINMERN True., BN stress-ngo

PRNERSERRIEIE DL

{"Workers":"1", "Percent":"80", "DurationSeconds":"60", "InstallDependencies":"True"}

AWSFIS-Run-Kill-Process

Z1T killall &%, FIEEGIFR IS EHRTE, A AWSFIS-Run-Kill-Process SSM 3 #4,

BAERE (NREFE)
aws:ssm:send-command/AWSFIS-Run-Kill-Process
HEAT IR IE
arn:aws:ssm:region::document/AWSFIS-Run-Kill-Process
R =

+ ProcessName — &, EEFILHIHERZ .

B ER AWS FIS SSM 314 95
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AWS #FEE A RS AFEE
- Signal : W%, E5MT—RBEARENES, XLEETHER SIGTERM ( ZEWETLLZEHNE ) M
SIGKILL (EWEBTEERREINE ) . BRIAMEHN SIGTERM,

« InstallDependencies : A%, WREN True , M| Systems Manager &7 B #r3E 6l £ R X B4
B (MARZE ), BINMEN True, MBIAR Killallo

LT ZRERGI T mAZEE,

{"ProcessName" :"myapplication", "Signal":"SIGTERM"}

AWSFIS-Run-Memory-Stress

£ H stress-ng TEEXH LZTAFEEDMIHL, FEH-M AWSFIS-Runemory-Stress SSM X 14,

BRAERE (NREFS)
aws:ssm:send-command/AWSFIS-Run-Memory-Stress
AT IR IR
arn:aws:ssm:region::document/AWSFIS-Run-Memory-Stress
NS

« DurationSeconds — #4%F. WEEDNZAVFFLERE (£ : 7 ),
 Workers : E.I-iio ET&WﬁEﬂfﬁﬂgﬁio %ﬁi}\ ?g 10
« Percent- 4F, ERNFEEINXBPREFEANELRNEFET DL,

« InstallDependencies : A%, WREN True , M| Systems Manager &7 B #r3E 6l £ R X E MK
I (WREEE ) . BRIAMER True, KBIMA stress-ngo

LT RE R m AR E,

{"Percent":"80", "DurationSeconds":"60", "InstallDependencies":"True"}

AWSFIS-Run-Network-Blackhole-Port

£ iptables TEEF MU Mim AW AW HILERE. £HA AWSFIS-Run-Network-Blackhole-Port
SSM X4,

BERT ([URBHE )

B ER AWS FIS SSM 314 96
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AWS HEEABRS RAriEmE

aws:ssm:send-command/AWSFIS-Run-Network-Blackhole-Port

HEAT I
arn:aws:ssm:region::document/AWSFIS-Run-Network-Blackhole-Port
R

* Protocol - %F, i, TEEREN tcp M udps

* Port- &4%F. WwAS,

* TrafficType : Alik, REWEKE, AIBEMEN ingress M egress. BRIAFN ingress.

« DurationSeconds — 4, WM& BENAVIFLENE (22 ¥ ),

« InstallDependencies : Ali%&, MREN True , N Systems Manager &7 B #5354l £ 2 & HE 4K
I ( MARRE ) . BRIAERN True, KW 5 5= atd. dig. Isof # iptables,

PRNERSELRIEIE P

{"Protocol":"tcp", "Port":"8@80", "TrafficType":"egress", "DurationSeconds":"60",
"InstallDependencies":"True"}

AWSFIS-Run-Network-Latency

A tc TENMKZOWMIEIR, FH AWSFIS-Run-M4EHER SSM X4,

BRAERE (NREFS)
aws:ssm:send-command/AWSFIS-Run-Network-Latency

AT IR
arn:aws:ssm:region::document/AWSFIS-Run-Network-Latency
DR =

* Interface : Ak, MEEO, BIAENR etho,
« DelayMilliseconds : Ali%, #ER ( B4y : E® ) . BRIAF 200,
« DurationSeconds — #4%F. KRN ZAVFFLLRTE (£ : B ),

« InstallDependencies : A[i%£, fRENRN True , M| Systems Manager 271 B #5346l L 2 E A E KB
(KRB E ) . BRIAMER True, KIS 5= atd, dig # tc.
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AWS HEEABRS RAriEmE

LT FRE R T ARSI A,

{"DelayMilliseconds":"200", "Interface":"eth@", "DurationSeconds":"60",
"InstallDependencies":"True"}

AWSFIS-Run-Network-Latency-Sources

FAtc TE , FERTHERENREF MM EZONERRMBIZ, A AWSFIS-Run-Network-
Latency-Sources SSM 344,

fEAFlowsPercentSE¥REM—E B 2 LHEEN IR,

BRERE ({XREFHS )

aws:ssm:send-command/AWSFIS-Run-Network-Latency-Sources

AT IRk

arn:aws:ssm:region::document/AWSFIS-Run-Network-Latency-Sources

XS

* Interface : Wik, MEEND , BiES SR, X 23" M “BIAE". BIANDEFAULT , BRNIRE
REWEMLZEZO N B Fro

« DelayMilliseconds : Ali%, #ER ( #4y : E® ) . BRIAF 200,

- JitterMilliseconds : A%, #zh (£ : ¥ ) . BIAMER 10,

* FlowsPercent : ik, MZZIREFWHNERENE 2. BRIA N 100%,

« Sources - #F, RREBAES DR , T2, FEENER : IPv4 ik, IPv4 CIDR 3, #H%,
ATAXEFF (us-east-1a), ATAX ID (usel-az1), ALL 1, DYNAMODB S3#nR1EZE &N DYNAMODB
% S3 , MILGE A T 48 Xig A Y Xigim =

« TrafficType : A[i%, RERRE, AEERIEN ingress M egress. FRIAH ingress.
« DurationSeconds — % &F. PR NHXAYRFLATE (242 : ) o

* InstallDependencies : A[i%&, RENRN True , M| Systems Manager £7£ B #r3E 6l £ 2R L EK B
I ( MKRRE ) . BIAEN True, KFXx R Ratddig. jg. Isof, Ftc,

ERAX N, XRABFEUTNR :

 ec2:DescribeInstances
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 ec2:DescribeSubnets

PRNERSEERIEIE P

{"DelayMilliseconds":"200", "JitterMilliseconds":"15",
"Sources":"S3,www.example.com,72.21.198.67", "Interface":"eth@",

"TrafficType":"egress", "DurationSeconds":"60", "InstallDependencies":"True"}

AWSFIS-Run-Network-Packet-Loss

FHAtc IR, ANEZEORMES, A AWSFIS-Run-Network-Packet-Los s SSM 3 #4,

BRERE (NREFS)
aws:ssm:send-command/AWSFIS-Run-Network-Packet-Loss
HATIRIL
arn:aws:ssm:region::document/AWSFIS-Run-Network-Packet-Loss
NS

* Interface : ik, MKEO, BRIAERN eth0,
+ LossPercent : Alit, EEF, BRIAN 7%,
« DurationSeconds - #FE, MEEINIAWFLENE (22 : ),

« InstallDependencies : Ali%&, RENRN True , M| Systems Manager 27 B #r3E 6l £ 2R A E KB
W, BRIAERN True, KI5 52 atd. Isof. dig M tc.

LT FRE R TRmARE A,

{"LossPercent":"15", "Interface":"eth®", "DurationSeconds":"60",
"InstallDependencies":"True"}

AWSFIS-Run-Network-Packet-Loss-Sources

ERtc TR, AMBEORNED , MUEBERTFHERFENRE, A-Network-AWSFIS-
RunPacket-Loss-S ources SSM 314,

FEAFlowsPercentZHIR—EB D HLNEZFTIAEZSER,
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BRAERE (NREEHA )

aws:ssm:send-command/AWSFIS-Run-Network-Packet-Loss-Sources

b L pvin

arn:aws:ssm:region::document/AWSFIS-Run-Network-Packet-Loss-Sources

XS

* Interface : Wik, MEEO , AESDR. XF ‘230 M “BRIAE". BRIAJNDEFAULT , ©RFLAIRE
RENEMKEO RN B R

 LossPercent : AJit, E2FX, BIAN 7%

 FlowsPercent : i, NZZBREZWHNETRENT D . ERIN 7 100%.

« Sources - %F, RREBAESDE , T2, TREMNER : IPv4 ik, IPv4 CIDR R, %,
AT AXE#F (us-east-1a), ATAX ID (use1-az1), ALL 1, DYNAMODB S3R1EZE & DYNAMODB
= S3, MXERA T 561 X Xigim Ko

* TrafficType : Ak, RERRE, ABEMIERN ingress M egress. ERIAHN ingress,
« DurationSeconds — %4 &, MEESTNREVEFLERE (£ 8 ),

« InstallDependencies : Ali%&, RENRN True , M| Systems Manager 27 B #r3E 6l L 2R L E KB
W, FRIAMERN True, AKHIXFRRatddig. jq. Isof. Ftc,

AR  XRACFEUTNR

 ec2:DescribeInstances

» ec2:DescribeSubnets

UTFRERGITRmARE A,

{"LossPercent":"15", "Sources":"S3,www.example.com,72.21.198.67", "Interface":"ethQ",
"TrafficType":"egress", "DurationSeconds":"60", "InstallDependencies":"True"}

T~

BRI RB , 1S the section called “9Z1TFALE Y AWS FIS SSM 3744”7,

BRABIHRE , F5H E£3R6 BT CPU E AN,

ayt]| 100



AWS HFEE A RS J=P ok =t
PR %l
o LR BEHITIEIT :

* AWSFIS-Run-Network-Blackhole-Port

» AWSFIS-Run-Network-Latency

* AWSFIS-Run-Network-Latency-Sources

* AWSFIS-Run-Network-Packet-Loss

« AWSFIS-Run-Network-Packet-Loss-Sources

BRI

AWS FIS SSM X #« B IR EIRMZA | Eh —ME2HH , ATEREEIASIREMRERGRS
X LA AR BROE ARV R | BMERERMEZINL L,

B2 BEIREI A
HHEEAXRRBIT B, 2 EHIREREA.
BIEEE

o (UB-BIA&TE/var/lib/amazon/ssm/B xZHF8IE,

- WRBER — FAULT _NAME-FAULT _IDENTIFIER-Rollback.sh EfFAULT IDENTIFIERZRKER
£ R 32 NEFNERFE

o it — EENHEEAIRRKRIT RN, EREE AT R ZASIE,
+ NR-GEFMELTEHNHRERENG T UL ERERE,

flan , IR W AT RERTE L OB EIRMEIA, /var/lib/amazon/ssm/NetworkLatency-
abcl123-Rollback.sh

@R B &
ELRMASIINE B S ICRUBRAABEIRES) , LB THEHRM T,
A& XIS

RATEIRMASE , EERMUBRIEZRE

PR il 101




AWS HEEABRS RAriEmE

o IRt — /tmp/aws-fis-rollback-TIMESTAMP-PID.log
« REBER-KIZEHHREW syslog locald.info
BEXHamE

et B S ERAR TR RAE :

/tmp/aws-fis-rollback-YYYY-MM-DDTHH:MM:SSZ-PID.1log

HAYYYY-MM-DDTHH:MM:SSZ& UTC BfE& , PIDR ERBIZM#HFE ID,
REHEBRE
FEALTEERER B EKREE syslog :

« $r& — aws-fis-rollback
e fRELK : localo.info
« ¥X-[YYYY-MM-DDTHH:MM:SSZ] log_message

EERRAE

FERALUTHHES systemd BEFWAEERBE :

sudo journalctl -t aws-fis-rollback

mBHEE

BXREATSRHATREHEE,

HEE SSM 34 [R &

1. $TF AWS Systems Manager #F|& , Bk H https://console.aws.amazon.com/systems-
manager/o

2. ESMBERD , KXERTREBNMETH S,

3. EwmTHERFREMFL , FABERFERIEETER.

4. HEBRGSID, THFEAFEENE,

mBEHEE 102
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5. EEXH|ID, EREZFNTRNEHERNE R,

£ AWS FIS aws: ecs: task &4

&R LA AT aws:ecs:task #4E , 7 Amazon ECS F5& X A&, X Amazon EC2 Hl Fargate &
KH,

XLERIEFE A AWS Systems Manager ( SSM ) XBERFEABIE, EFHaws:ecs: taskige , 8F
ENTE SSM REMN AR R MEEHIT S #0% 4 RERARS (Amazon ECS) FFENHF. ZBSR/ET—
AN AWS FIS B YK BIAS | LAFE SSM AR HF Amazon ECS E& MR EERH, A | ZHEAES
RIS ABFEUAQEEERFRRINFL, ZREF AT AWS FIS BRBERES. FBREENETHE
FERE,

WMARZEAT FIS SEEI AWS Btaws:ecs:task , AWS FIS &FE AR BRIFEHEBTE AWS FIS SLigiE
¥ ER B ¥r Amazon ECS &G R —4H SSM £ E X6, ECS_TASK_ARNFRZEZ MM IT SSM
X R4 <Bt Amazon ECS £55# ARN, RESEENE TR P HEE A,

TREZEE —MERRNESEHINHA T RENKEEA.

Fault Injection

Service (FIS)
Initial state . Setup . Fault injection
. . inject fault
E:i ECS Task : E ECS Task : E ECS Task
Existing Container . Existing Container Container that runs . Existing Container Container that runs
. an SSM agent with . an SSM agent with
a AWS FIS defined script : a AWS FIS defined script

B

 the section called “aws:ecs:task-cpu-stress”

* the section called “aws:ecs:task-io-stress”

 the section called “aws:ecs:task-kill-process”

» the section called “aws:ecs:task-network-blackhole-port”

ECS E55#1E 103


actions-ssm-agent.html#fis-ssm-docs
#ecs-task-reference

AWS HEEABRS RAriEmE

« the section called “aws:ecs:task-network-latency”

* the section called “aws:ecs:task-network-packet-loss”

BR 75l

UTRETEHTIET :

» aws:ecs:task-network-blackhole-port

+ aws:ecs:task-network-latency

» aws:ecs:task-network-packet-loss

MREFAT Amazon ECS Exec , MIAMEFHER | ART A X ERE,

EMESRB RSN ETK” , SSM X MIT R ATEERLA T EBUEMRES. E#HIT Amazon ECS #
ERt , B RMEANFER B AT XK PRRERLRE R Amazon EC2 Systems Manager (SSM) 3
HRE&ntE,. BERIE , SSM XIEEE—BRE BT 8T KRIZT. Hit , HREEENRFETLR
[EEt , SSM XA REE R E/L MRS BT RNIT. HRBKNBRERFENAELN | BE/REFL
FH SSM MHEMITHWEUE. WEEARKL.

2R

[ AWS FIS SER A SR TR :

* ecs:DescribeTasks

* ssm:SendCommand

* ssm:ListCommands

* ssm:CancelCommand

3 Amazon ECS H{ES IAM B &R TR :

e ssm:CreateActivation

+ ssm:AddTagsToResource

« iam:PassRole

BEE , BULUFRESSFIAEN ARN I8ER iam:PassRole &R,

#12 Amazon ECS £ #4T IAM & & H 7510 & # ECSTaskExecutionRolePolicy FE B %R B& o
EESEXH , FIHEEE MANAGED_INSTANCE_ROLE_NAME RERNEELFIACHNER. ZA
M EIE SSM HIEM A EERHINES.

AREEXRFASRIMUATR :
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https://docs.aws.amazon.com/AmazonECS/latest/developerguide/task-iam-roles.html
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ssm:DeleteActivation

ssm:DeregisterManagedInstance

« ¥ Amazon SSMManaged InstanceCore £ E R AR IMETEELF A,
- % SSM RIEABEARINE Amazon ECS EHFENH . i THZAR Amazon ECS EFEMAEER

o
{
"name": "amazon-ssm-agent",
"image": "public.ecr.aws/amazon-ssm-agent/amazon-ssm-agent:latest",
"cpu": Q,
"links": [1,

"portMappings": [],
"essential": false,
"entryPoint": [],
"command": [
"/bin/bash",
noen
"set -e; dnf upgrade -y; dnf install jq procps awscli -y; term_handlex()
{ echo \"Deleting SSM activation $ACTIVATION_ID\"; if ! aws ssm delete-
activation --activation-id $ACTIVATION_ID --region $ECS_TASK_REGION; then
echo \"SSM activation $ACTIVATION_ID failed to be deleted\" 1>&2; fi;
MANAGED_INSTANCE_ID=$(jg -e -r .ManagedInstanceID /var/lib/amazon/ssm/registration);
echo \"Deregistering SSM Managed Instance $MANAGED_INSTANCE_ID\"; if ! aws
ssm deregister-managed-instance --instance-id $MANAGED_INSTANCE_ID --region
$ECS_TASK_REGION; then echo \"SSM Managed Instance $MANAGED_INSTANCE_ID
failed to be deregistered\" 1>&2; fi; kill -SIGTERM $SSM_AGENT_PID; }; trap
term_handler SIGTERM SIGINT; if [[ -z $MANAGED_INSTANCE_ROLE_NAME ]1]; then
echo \"Environment variable MANAGED_INSTANCE_ROLE_NAME not set, exiting\"
1>&2; exit 1; fi; if ! ps ax | grep amazon-ssm-agent | grep -v grep > /dev/
null; then if [[ -n $ECS_CONTAINER_METADATA_URI_V4 ]1] ; then echo \"Found ECS
Container Metadata, running activation with metadata\"; TASK_METADATA=$(curl
\"${ECS_CONTAINER_METADATA_URI_V4}/task\"); ECS_TASK_AVAILABILITY_ZONE=$(echo
$TASK_METADATA | jq -e -r '.AvailabilityZone'); ECS_TASK_ARN=$(echo $TASK_METADATA
| jg -e -r '.TaskARN'); ECS_TASK_REGION=$(echo $ECS_TASK_AVAILABILITY_ZONE | sed
's/.$//'); ECS_TASK_AVAILABILITY_ZONE_REGEX='~(af|ap|calcn|eu|me|sa]us|us-gov)-
(central|north|(north(east|west))|south|south(east|west)|east|west)-[0-9]{1}[a-z]
{1}$'; if ! [[ $ECS_TASK_AVAILABILITY_ZONE =~ $ECS_TASK_AVAILABILITY_ZONE_REGEX ]];
then echo \"Error extracting Availability Zone from ECS Container Metadata,
exiting\" 1>8&2; exit 1; fi; ECS_TASK_ARN_REGEX='"arn:(aws|aws-cn|aws-us-gov):ecs:
[a-z0-9-]+:[0-9]{12}:task/[a-zA-7Z0-9_-]+/[a-zA-Z0-9]+$"'; if ! [[ $ECS_TASK_ARN
=~ $ECS_TASK_ARN_REGEX ]]; then echo \"Error extracting Task ARN from ECS
Container Metadata, exiting\" 1>&2; exit 1; fi; CREATE_ACTIVATION_OUTPUT=
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$(aws ssm create-activation --iam-role $MANAGED_INSTANCE_ROLE_NAME --
tags Key=ECS_TASK_AVAILABILITY_ZONE,Value=$ECS_TASK_AVAILABILITY_ZONE
Key=ECS_TASK_ARN, Value=$ECS_TASK_ARN Key=FAULT_INJECTION_SIDECAR,Value=true --
region $ECS_TASK_REGION); ACTIVATION_CODE=$(echo $CREATE_ACTIVATION_OUTPUT | jq
-e -r .ActivationCode); ACTIVATION_ID=$(echo $CREATE_ACTIVATION_OUTPUT | jq -e
-r .ActivationId); if ! amazon-ssm-agent -register -code $ACTIVATION_CODE -id
$ACTIVATION_ID -region $ECS_TASK_REGION; then echo \"Failed to register with AWS
Systems Manager (SSM), exiting\" 1>&2; exit 1; fi; amazon-ssm-agent & SSM_AGENT_PID=
$!; wait $SSM_AGENT_PID; else echo \"ECS Container Metadata not found, exiting\"
1>&2; exit 1; fi; else echo \"SSM agent is already running, exiting\" 1>&2; exit 1;

fi"
1,
"environment": [
{
"name": "MANAGED_INSTANCE_ROLE_NAME",
"value": "SSMManagedInstanceRole"
}
1,

"environmentFiles": [],
"mountPoints": [],
"volumesFrom": [],
"secrets": [],
"dnsServers": [],
"dnsSearchDomains": [],
"extraHosts": [],
"dockerSecurityOptions": [],
"dockerLabels": {},
"ulimits": [],
"logConfiguration": {3},
"systemControls": []

BARANEMERNBIAMZA |, F2 7 the section called “BA~ZZ /A",

« B Amazon ECS S ENX HiZELL TenableFaultInjection=®Ek APIs , /3 Amazon
ECS #EZEA :

"enableFaultInjection": true,

- ¥£ Fargate £S5 EfFAaws:ecs:task-network-blackhole-portaws:ecs:task-
network-latency, Haws:ecs:task-network-packet-lossig{ERT , RIEMLM
ffuseEcsFaultInjectionEndpointsSHiKERN. true
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- ffHaws:ecs:task-kill-process, aws:ecs:task-network-blackhole-
port, Taws:ecs:task-network-packet-lossiEfErtaws:ecs:task-network-
latency , Amazon ECS 5 & X #4ipidModeik &N tasko

- WEH EC2 BaRBMNEFSMEMAaws: ecs:task-network-blackhole-portaws:ecs:task-
network-latency, Baws:ecs:task-network-packet-lossiRERT , 155 E X A AV EX %
AR E N awsvpcEhost,

BASERA
LUTREREOIPEEMAEHNHARAE | HESE,

#!/usr/bin/env bash

# This is the activation script used to register ECS tasks as Managed Instances in SSM
# The script retrieves information form the ECS task metadata endpoint to add three
tags to the Managed Instance

# - ECS_TASK_AVAILABILITY_ZONE: To allow customers to target Managed Instances / Tasks
in a specific Availability Zone

# - ECS_TASK_ARN: To allow customers to target Managed Instances / Tasks by using the
Task ARN

# - FAULT_INJECTION_SIDECAR: To make it clear that the tasks were registered as
managed instance for fault injection purposes. Value is always 'true'.

# The script will leave the SSM Agent running in the background

# When the container running this script receives a SIGTERM or SIGINT signal, it will
do the following cleanup:

# - Delete SSM activation

# - Deregister SSM managed instance

set -e # stop execution instantly as a query exits while having a non-zero

dnf upgrade -y
dnf install jq procps awscli -y

term_handler() {
echo "Deleting SSM activation $ACTIVATION_ID"
if ! aws ssm delete-activation --activation-id $ACTIVATION_ID --region
$ECS_TASK_REGION; then
echo "SSM activation $ACTIVATION_ID failed to be deleted" 1>&2
fi

MANAGED_INSTANCE_ID=$(jg -e -r .ManagedInstanceID /var/lib/amazon/ssm/registration)
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echo "Deregistering SSM Managed Instance $MANAGED_INSTANCE_ID"
if ! aws ssm deregister-managed-instance --instance-id $MANAGED_INSTANCE_ID --region
$ECS_TASK_REGION; then
echo "SSM Managed Instance $MANAGED_INSTANCE_ID failed to be deregistered" 1>&2
fi

kill -SIGTERM $SSM_AGENT_PID

}
trap term_handler SIGTERM SIGINT

# check if the required IAM role is provided

if [[ -z $MANAGED_INSTANCE_ROLE_NAME ]] ; then
echo "Environment variable MANAGED_INSTANCE_ROLE_NAME not set, exiting" 1>&2
exit 1

fi

# check if the agent is already running (it will be if ECS Exec is enabled)
if ! ps ax | grep amazon-ssm-agent | grep -v grep > /dev/null; then

# check if ECS Container Metadata is available
if [[ -n $ECS_CONTAINER_METADATA_URI_V4 ]1] ; then

# Retrieve info from ECS task metadata endpoint

echo "Found ECS Container Metadata, running activation with metadata"
TASK_METADATA=$(curl "${ECS_CONTAINER_METADATA_URI_V4}/task")
ECS_TASK_AVAILABILITY_ZONE=$(echo $TASK_METADATA | jq -e -r '.AvailabilityZone')
ECS_TASK_ARN=$(echo $TASK_METADATA | jq -e -r '.TaskARN')

ECS_TASK_REGION=$(echo $ECS_TASK_AVAILABILITY_ZONE | sed 's/.$//')

# validate ECS_TASK_AVAILABILITY_ZONE
ECS_TASK_AVAILABILITY_ZONE_REGEX='~(af|ap|calcn]|eu|me|sa]us|us-gov)-(central|north]|
(north(east|west))|south|south(east|west)|east|west)-[0-9]1{1}[a-z]{1}$"
if ! [[ $ECS_TASK_AVAILABILITY_ZONE =~ $ECS_TASK_AVAILABILITY_ZONE_REGEX 1] ; then
echo "Error extracting Availability Zone from ECS Container Metadata, exiting"
1>&2
exit 1
fi

# validate ECS_TASK_ARN
ECS_TASK_ARN_REGEX="'"arn:(aws|aws-cn|aws-us-gov):ecs:[a-z0-9-]1+:[0-9]1{12}:task/[a-
zA-7Z0-9_-1+/[a-zA-20-9]+$"'
if ! [[ $ECS_TASK_ARN =~ $ECS_TASK_ARN_REGEX ]] ; then
echo "Error extracting Task ARN from ECS Container Metadata, exiting" 1>&2
exit 1
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fi

# Create activation tagging with Availability Zone and Task ARN
CREATE_ACTIVATION_OUTPUT=$(aws ssm create-activation \
--iam-role $MANAGED_INSTANCE_ROLE_NAME \
--tags Key=ECS_TASK_AVAILABILITY_ZONE,Value=$ECS_TASK_AVAILABILITY_ZONE
Key=ECS_TASK_ARN, Value=$ECS_TASK_ARN Key=FAULT_INJECTION_SIDECAR,Value=true \
--region $ECS_TASK_REGION)

ACTIVATION_CODE=$(echo $CREATE_ACTIVATION_OUTPUT | jgq -e -r .ActivationCode)
ACTIVATION_ID=$(echo $CREATE_ACTIVATION_OUTPUT | jq -e -r .ActivationId)

# Register with AWS Systems Manager (SSM)
if ! amazon-ssm-agent -register -code $ACTIVATION_CODE -id $ACTIVATION_ID -region
$ECS_TASK_REGION; then
echo "Failed to register with AWS Systems Manager (SSM), exiting" 1>&2
exit 1
fi

# the agent needs to run in the background, otherwise the trapped signal
# won't execute the attached function until this process finishes
amazon-ssm-agent &

SSM_AGENT_PID=$!

# need to keep the script alive, otherwise the container will terminate
wait $SSM_AGENT_PID

else
echo "ECS Container Metadata not found, exiting" 1>&2
exit 1

fi

else
echo "SSM agent is already running, exiting" 1>&2

exit 1
fi

KR AR R

LA & the section called “aws:ecs:task-cpu-stress” 2 4EHI SR M R B

"description": "Run CPU stress on the target ECS tasks",
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"targets": {
"myTasks": {
"resourceType": "aws:ecs:task",

"resourceArns": [
"arn:aws:ecs:us-east-1:111122223333:task/my-

cluster/09821742c0e24250b187dfed8EXAMPLE"
1,
"selectionMode": "ALL"
}
.
"actions": {
"EcsTask-cpu-stress": {
"actionId": "aws:ecs:task-cpu-stress",
"parameters": {
"duration": "PTIM"

I
"targets": {
"Tasks": "myTasks"
}
}
},
"stopConditions": [
{
"source": "none",
}
1,
"roleArn": "arn:aws:iam::111122223333:ro0le/fis-experiment-role",
"tags": {3}

£/ FIS aw AWS s: eks: pod #1E
YRATLABEA aws: eks: pod RAERHEEIRIEATE EKS B HIZ1THY Kubernetes Pod H,

BERBYE , FISHEREFIS RRERHZMEG. RAEFEHILEBREEIR EKS £BEF A Pod, HtlE
B Pod fasTiE A, EHIMISIERHE, X TFIE FIS EKS 14 |, B aws: eks: pod-delete 244 |, &iRiE
AMRELFEAIGN R REIN |, @ETASER—I Kub ernetes Z1EE , AVFEINE Pod A 2 I A
BiF. MNABFEESEENAFHENBTEZRTRED , HRITAENEREIAES. NRKREEBHFRE
25 , M%E$F Pod MBHIE —NE]RER BHF.

EKS Pod #4E 110


eks-pod-actions.html#eks-pod-container-images
fis-actions-reference.html#pod-delete
https://kubernetes.io/docs/concepts/workloads/pods/ephemeral-containers/
https://kubernetes.io/docs/concepts/workloads/pods/ephemeral-containers/
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T Target pod

@ Create ephemeral container

@ Create FIS pod First Container
o : (default target)

lg)‘ AT ;mmmwmmmmmmﬂ

Second container context

@ Control and monitor

FIS Pod i .
Fault Injection ; @ Inject fault
Service ;
FS i
FIS Ephemeral Second Container
: Container (explicit target)

1. FIS BEXEERPIEERN BARERF /2 FIS Pod,

2. FIS Pod £ B#r Pod Bl — NGRS , EG B =R EBHRARMEE.

3. IR AREENRARNTEZEPEALEIR.

4. FIS BE84 (pod ) HHIFNEMIGET RS MEEA , M FIS #ZEIMEM FIS BEF4E (pod) -
SR FEREREEE IR , FHIBRISATAEFH FIS B854 ( pod ) -

» the section called “aws:eks:pod-cpu-stress”

» the section called “aws:eks:pod-delete”

 the section called “aws:eks:pod-io-stress”

+ the section called “aws:eks:pod-memory-stress”

 the section called “aws:eks:pod-network-blackhole-port”

+ the section called “aws:eks:pod-network-latency”

» the section called “aws:eks:pod-network-packet-loss”
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PR 75l

« UTHREFRERT AWS Fargate :

» aws:eks:pod-network-blackhole-port

« aws:eks:pod-network-latency
» aws:eks:pod-network-packet-loss

« UTHRESRXE bridge MEE :
» aws:eks:pod-network-blackhole-port
» aws:eks:pod-network-latency
» aws:eks:pod-network-packet-loss

« UTREZEIRTBERAM root R,
» aws:eks:pod-network-blackhole-port
» aws:eks:pod-network-latency

» aws:eks:pod-network-packet-loss

GBS B ERFM B FR Pod VRS E T XAHHREENR, MREFZELLIE root AP H131E1T Pod FHIE
27 , WA LA B R Pod FVARRIREZMNZ S LTI

« BTEFERARBESRRRE ARNs FRZESRRERFBING] aws: eks: pod EE K BHir, SHAERAMBERIR
SRR B #Ro

- Zh4E aws: eks: pod-network-latency F aws: eks: pod-network-packet-loss R H1TE1THEXIE—
Pod., BRIFEIEER maxErrors ZHE , ZIRETRELE TRHRBIRSLE R ¢

« R maxErrorsPercent 7 0 ( BIAE ) , MZIREF UL BURSL R,

o BN, KMAFE I maxErrorsPercent ME ., MREXMAENRBARIAERERN maxErrors ,
NZIR N LB ERIRASLE R,
« RELAMBFR Pod HE AW IGET RERH B EFIRBI HIXLEHE, AN , HER Exit Code:
16,
- Z{E aws: eks: pod-network-blackhole-port TR 5 H &t X4 @ — Pod HEFAMERER Pod BREHT
BT, trafficTypeXBFEATRRELBENHTRE,

- RBEZH B Pod BRENE , FIS FREMIEMEE AsecurityContextiR
7. readOnlyRootFilesystem: falseflR&EIEE , FTE EKS Pod RIEERF KM,
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=R

o EZRMITTEN AWS CLI EZ%&K, RECCERTEMER AWS CLI 812 IAM BBl ER. BXES
BE , BFZHALEREH AWS CLI,

« EITEH ERE kubectl, WIRESCERTES EKS ERXAEXREERLIZREFNARFNER. &K
THEZEER | 55 https://kubernetes, io/docs/tasks/tools/o

- YHTXIFH EKS BRIERAEAR 1.23,

HEXKAE

BEETXER , BFEENZREE IAM AR, EXEZEE , S the section called “SER AR, It
AGMENNREUR T EEFERNIRE, BSHLL aws:eks:pod FEFRMAWS FIS #E , EHRIIT
EHIREFTERIRR,

Bt B Kubernetes IR K F

BliE Kubernetes RS IKF |, EA$EE Kubernetes i A ZE A H I BFRETER. EUTROIH | RS
kS HRmyserviceaccount , R ZEBANdefault, EEE , default 2 —F¥rER Kubernetes &

Z2E],
Bt B Kubernetes BREK F°

1. BIE—NERA rbac.yaml BWXH , FFMUTRE,

kind: ServiceAccount
apiVersion: vl
metadata:
namespace: default
name: myserviceaccount

kind: Role
apiVersion: rbac.authorization.k8s.io/v1l
metadata:
namespace: default
name: role-experiments
rules:
- apiGroups: [""]
resources: ["configmaps"]
verbs: [ "get", "create", "patch", "delete"]
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- apiGroups: [""]
resources: ["pods"]
verbs: ["create", "list", "get", "delete", "deletecollection"]
- apiGroups: [""]
resources: ["pods/ephemeralcontainers"]
verbs: ["update"]
- apiGroups: [""]
resources: ["pods/exec"]
verbs: ["create"]
- apiGroups: ["apps"]
resources: ["deployments"]
verbs: ["get"]

apiVersion: rbac.authorization.k8s.io/v1l
kind: RoleBinding
metadata:
name: bind-role-experiments
namespace: default
subjects:
- kind: ServiceAccount
name: myserviceaccount
namespace: default
- apiGroup: rbac.authorization.k8s.io
kind: User
name: fis-experiment
roleRef:
kind: Role
name: role-experiments
apiGroup: rbac.authorization.k8s.io

2. BITWUTHT.

kubectl apply -f rbac.yaml

5 IAM AP R A 158 Kubernetes B BR APIs

IR EKS X#4H R IAM 545 Kubernetes S RIEXEX T AN T Rt TR,
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https://docs.aws.amazon.com/eks/latest/userguide/grant-k8s-access.html#authentication-modes

AWS HEESE A BRS e
R 1 RIEIGRI%KE
BT USEA Access Entries, BAIAERALUT ISR EAER IAM B85 Kubernetes F < BXAY 5 ]

%B., fis-experimentBXEZFEE , BZHMEA EKS HEEKE M IAM AP Fi5A Kubernetes
B9 T B A BR o

aws eks create-access-entry \
--principal-arn arn:aws:iam::123456789012:role/fis-experiment-role \
--username fis-experiment \
--cluster-name my-cluster

/A Important

RTRAFBISZE , XTI EKS EHEN AR ITENEE RN API_AND_CONFIG_MAP = API
B,

I 2 : [ aws-auth 112 B ConfigMap
RAEAL TSRS MM, BXEZEE |, S eksctl WHEFMNERE IAM AFPMAE,

eksctl create iamidentitymapping \
--arn arn:aws:iam::123456789012:role/fis-experiment-role \
--username fis-experiment \
--cluster my-cluster

/A Important

FA eksctl TE TR EFHMHAFSHEFLUESRE ., aws-auth ConfigMapFEEFENZ ,
ERNXEZETIFTERBEYS. Bt , EFARARMYN ARN TEEEBRRDE ( HiH

arn:aws:iam::123456789012:r0le/service-role/fis-experiment-role ),

A4 (pod ) BB

AWS FIS 12tH Pod B4 IEE £ Amazon ECR 1, M Amazon ECR # 5| M &Get , HAERAT
& URI,

Pod Bas &R B AIE AWS ECR N HEFEH K E,
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AWS X1

KEREP (BzEM
)

XERE (HBFRL
MAEER )

£EED (LMAE
Bl )

SEAEER (HBRM

)

FEM (FFER)

TA#K (&S )

TAMEX (FXK)

TA#X (KBR )

TAMK (ER )

WA X (F#Th03K )

LA (ER )

TAMX (FR )

AR5 URI

051821878176 .dkr.

fis-pod:0.1

731367659002 . dkr.

fis-pod:0.1

080694859247 .dkr.

fis-pod:0.1

864386544765 .dkr.

fis-pod:0.1

056821267933.dkr.

aws-fis-pod:0.1

246405402639 .dkr.

fis-pod:0.1

524781661239.dkr.

aws-fis-pod:0.1

148336246925 .dkr.
.com/aws-fis-pod:

526524659354 . dkr.
.com/aws-fis-pod:

316401638346.dkr.
.com/aws-fis-pod:

488104106298 .dkr.
.com/aws-fis-pod:

635234321696 .dkr.
.com/aws-fis-pod:

ecr.

ecr.

ecr

ecr.

ecr

ecr.

ecr.

ecr
0.1

ecr
0.1

ecr
0.1

ecr.

0.1

ecr.

0.1

.us-west-1.amazonaws.

.ap-northeast-3.

.ap-northeast-2.

.ap-southeast-1.

us-east-2.amazonaws.com/aws-

com/aws -

us-east-1.amazonaws.

com/aws -

us-west-2.amazonaws.com/aws-

.af-south-1.amazonaws.com/

ap-east-1.amazonaws.com/aws-

ap-south-1.amazonaws.com/

amazonaws

amazonaws

amazonaws

ap-southeast-2.

amazonaws

ap-northeast-1.amazonaws

BNERA (pod ) BEFM B
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AWS X1

MEX (HER)

RN X (EZ AR

)

KRN X ( TBR=)

RN X (f22)

R 3 (X (K= )

KM X ( B3R )

R ( EHEST )

ROM X ( &R

)

M (TR )

PR (BHK)

7R (FIBREY )

mEMN (ERF )

AWS GovCloud ( &
EZRE)

AR5 URI

490658072207 .dkr.

aws-fis-pod:0.1

713827034473 .dkr.

aws-fis-pod:0.1

205866052826 .dkr.

fis-pod:0.1

327424803546 .dkr.

fis-pod:0.1

478809367036 .dkr.

aws-fis-pod:0.1

154605889247 .dkr.

fis-pod:0.1

395402409451 . dkr.

aws-fis-pod:0.1

263175118295 .dkr.

aws-fis-pod:0.1

604225987275 .dkr.

aws-fis-pod:0.1

065825543785 .dkr.

aws-fis-pod:0.1

438374459301 .dkr.

aws-fis-pod:0.1

767113787785 .dkr.

fis-pod:0.1

246533647532 .dkr.

aws-fis-pod:0.1

ecr.

ecr.

ecr

ecr.

ecr

ecr.

ecr

ecr.

ecr

ecr.

ecr

ecr

ecr

ca-central-1.amazonaws.com/

eu-central-1.amazonaws.com/

.eu-west-1.amazonaws.com/aws-

eu-west-2.amazonaws.com/aws-

.eu-south-1.amazonaws.com/

eu-west-3.amazonaws.com/aws-

.eu-south-2.amazonaws.com/

eu-north-1.amazonaws.com/

.eu-central-2.amazonaws.com/

me-south-1.amazonaws.com/

.me-central-1.amazonaws.com/

.sa-east-1.amazonaws.com/aws-

.us-gov-east-1.amazonaws.com/

BNERA (pod ) BEFM B
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AWS X1 BR{% URI

AWS GovCloud ( 3% 246529956514 .dkr.ecr.us-gov-west-1.amazonaws.com/
E I ) aws-fis-pod:0.1

KRR R

LU & the section called “aws:eks:pod-network-latency” & #EH IR AR R Bl

"description": "Add latency and jitter to the network interface for the target EKS
Pods",

"targets": {
"myPods": {
"resourceType": "aws:eks:pod",
"parameters": {
"clusterIdentifier": "mycluster",
"namespace": "default",
"selectorType": "labelSelector",

"selectorValue": "mylabel=mytarget"

},
"selectionMode": "COUNT(3)"

},
"actions": {
"EksPod-latency": {
"actionId": "aws:eks:pod-network-latency",
"description": "Add latency",
"parameters": {
"kubernetesServiceAccount": "myserviceaccount",
"duration": "PT5M",
"delayMilliseconds": "200",
"jitterMilliseconds": "10",
"sources": "0.0.0.0/0"
b
"targets": {
"Pods": "myPods"

}

"stopConditions": [
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{
"source": "none",
}
iF
"roleArn": "arn:aws:iam::111122223333:ro0le/fis-experiment-role",
"tags": {

"Name": "EksPodNetworkLatency"
}

A AWS FIS aws: lambda: E#kig/E

YRATLABEA aws: lambda: function IRBEEERKANBERA A EAEIR. AWS Lambda

XLERIEEF AWS FIS TEY B EARIR. EF M aws: lambda: function I/ , BEERYT BIER

—NEHINEER Lambda B , HBLE Amazon S3 FFEBUEMY B2 RI#HTEF. AWSFIS

WARZITEL aws: lambda: f unction 9 B #5869 AWS FIS SRI8 RS , MIERY Lambda B # 4 iEL A AWS

FIS mazon S3 BL& , H R IREIAEEEARERN Amazon S3 X & , I TR R
D Read config

Write config ( ,.? » )
Heartbeat H

Lambda 53 Bucket Fault Injection Service
Function Configuration Storage

A

+ the section called “aws:lambda:invocation-add-delay”

* the section called “aws:lambda:invocation-error”

» the section called “aws:lambda:invocation-http-integration-response”

AWS Lambda 1738
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PR &l

« LAWS FIS ambda y B RESER MR R R —2EHR. BFESE HIMEAHE , L AWSFIS
ambda Bt &4IFEE, EXEZELR , HSHEAWS Lambda A FIEEH#Y Lambda EEH g

Nifo

FRF M

£ AWS FIS Lambda #2281 , FEAREZETZRUT —XHES
o EZITRFHERRN XA Amazon S3 FiEiE — B LIER £ Amazon S3 FEEIITZ AR
B, HEZ/MNAWS KPP 2 AR ZZEF#E, ER , BN EHBEHSNE LN EM#E AWS X1,

- B2 IAM KEELURF Lambda B3 Amazon S3 M EAVIREUNR — EA TERF |, my-
config-distribution-bucket &N EE LEOIZEMN Amazon S3 FHEEAFisConfigs A
AR SEEFE K Amazon S3 1248 KR KB o

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "AllowListingConfiglLocation",
"Effect": "Allow",
"Action": ["s3:ListBucket"],
"Resouxce": ["arn:aws:s3:::my-config-distribution-bucket"],
"Condition": {
"StringLike": {
"s3:prefix": ["FisConfigs/*"]
}
}
},
{
"Sid": "AllowReadingObjectFromConfigLocation",
"Effect": "Allow",
"Action": "s3:GetObject",
"Resource": ["arn:aws:s3:::my-config-distribution-bucket/FisConfigs/
*"]
}
]
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}

o B2 IAM KEELARF AWS FIS SRR I Amazon S3 FE#EBHBE AR — FELATFERF |, my-
config-distribution-bucketfEAKE L EAIER Amazon S3 FEMBHIFisConfigs BRI
RIBEFE AN Amazon S3 FERE R SR B HELR,

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "AllowFisToWriteAndDeleteFaultConfigurations",
"Effect": "Allow",
"Action": [
"s3:PutObject"”,
"s3:DeleteObject"
]I
"Resource": "arn:aws:s3:::my-config-distribution-bucket/FisConfigs/*"
}I
{
"Sid": "AllowFisToInspectLambdaFunctions",
"Effect": "Allow",
"Action": [
"lambda:GetFunction"
]I
"Resource": "*"
}I
{
"Sid": "AllowFisToDoTagLookups",
"Effect": "Allow",
"Action": [
"tag:GetResources"
]I
"Resource": "*"
}
]
}
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Bt Lambda BI%K

NTFEZWAEN Lambda B, FRBUTSRIZM®E

1. G LEEAIZEH Amazon S3 5EERF A K EEHI MNZE] Lambda B,

2. MAWSFISHBEANREMMBIEK L, BEXZBAENEZELR ARNs , S REA T Lambda
B AWS FIS ¥ BRERF B 7] AR A,

3. filan , FAWS_FIS_CONFIGURATION_LOCATIONZEZiIZE N Amazon S3 Bt & XXk
ARN, arn:aws:s3:::my-config-distribution-bucket/FisConfigs/

4. ff AWS_LAMBDA_EXEC_WRAPPER ZEiXEN /opt/aws-fis/bootstrap.

FLiESK AWS FIS 38

FEIZ(TRE 28, FRREFEELERFZAH P OIERN Amazon S3 E)\#XFE%H%NMH“M%EFE AWS
FIS Lambda #ENZKR AP, BXUARE AWS FIS EERNEZER , BSHEE AWS FIS 3%
gﬁ*i*&o

H&E1g 3R

AWS FIS Lambda ¥ BREF I BEEBEA#ZEHI A H CloudWatch EA BE, AL
FAAWS_FIS_LOG_LEVELZEREE A EXIER. XIEWEBINFO, WARNKIERROR, HEIFLA Y
Lambda BN EEH HEERXEBE A,

UTRXARAHBAERA :
2024-08-09T18:51:38.5999847 INFO AWS FIS EXTENSION - extension enabled 1.0.1

LT 2 JSON XK BERH

{
"timestamp": "2024-10-08T17:15:36.9539057",
"level": "INFO",
"fields": {
"message": "AWS FIS EXTENSION - adding 5000 milliseconds of latency to function
invocation",
"requestId":"0608bf70-908f-4al1l7-bbfe-3782cd783d8b"
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3

K HH BER LS Amazon CloudWatch $g#riiESE —EEA , AR BEIEIR. BXERBIERY
WEZEE , BZH Amazon Logs AR EATFIESRHM CloudWatch BESH A2 IERT.

£ H CloudWatch R AR IEFRIE R (EMF)

B L BTN EIREN |, ¥ AWS FIS Lambda ¥ BE &N 4 & EMF B

&o AWS_FIS_EXTENSION_METRICS allBiAERT , FBREFFTXH EMF B

&, AWS_FIS_EXTENSION_METRICSERIAN. noneEMF AE % ¥ CloudWatch #2#|Aaws-fis-
extension namespaceL,

fFaws-fis-extension®RZEEF , BULUEREERKXRP I RNELIEIR, UTRHIERT aws-
fis-extension®n & ZE (A HY — L] B 54R.

Apply time range 2

1.98 *
1.01
[ E—
13:20 13:21 15:22 13:23 135:24 1'}'211 325 | 1326 13:27
2024-10-21 13:25 Local
1. O ActiveFaultsRead 1.91780821918 f;‘-
‘ Add math ¥ ‘ ‘ Add quet 2. O ErrorsReadingConfigurations 0.08218178082 £\
3. O ConflictingFauli=Read 0.02054T94521 J’:,'?-
Browse Multi source query ) UnracognizedFaultsRead o A source
5. O ExpiredFaultsRead 0o 4
‘ Add dynamic label * ‘ Info ‘ Average ¥ H 1 minute v H Clear graph
[ Label Details
] LambdaBetaHelloWorld ActiveFaultsRead # aws-fis-extension « /
B LambdaBetaHelloWorld UnrecognizedFaultsRead # aws-fis-extension - |
[ | LambdaBetaHelloWorld ConflictingFaultsRead ,# aws-fis-extension « (
| LambdaBetaHelloWorld ErrorsReadingConfigurations & aws-fis-extension |
[ | LambdaBetaHelloWorld ExpiredFaultsRead ,# aws-fis-extension « |
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S ES

AFTRM T HXWMA AWS FIS A Lambda B HAFINESE LR,

£
TRRE

- THRARM

- THRBABS L

- WEHEESEI SnapStart

o REFIMERBNRHOEIEEM

« £ Lambda iz178f API REREZ N B

- AWSFIS R8T —EFER

« AWS FIS Lambda SMEELE

THRRE

RATBEEEE , EMEFBRENAAERAZE , 28 K% 60 W LAH, XEF N Lambda T RBE
EEEIRABRNRLREEEBES. BRI LUBTIREAWS_FIS_SLOW_POLL_INTERVAL_SECONDS!H
BTXE (BRiAR 60 ) RARKLHER. BHE , RAMEES , BN HETEE RN E ALK
K, BURELESEES  EIANES , 2EKE 20 WHWE+FH, XRERANEXZRZTHE , FERE
FHRAMEES,

TR

BRI ERERZMREREMMER Lambda B, MRRERIETE , NRFBAPMERE, F)
W, B LERER IR Z BN AR . MRFFA MR EFRNVRENA TR —MEHE , MR
SNATT A B & ERRAE,

TEERTHMIEHZRIIEHE | aws: lambda: invocation-error # aws: lambda: , E&, invocation-
http-integration-response&# , aws: lambda: invocation-error £ 11: 38 EHH=1T 2 240, A

J& , aws: lambda: invocation-http-integration-response Zi# M 11:39 714 , BEEEIE —MREL RS
11:40 FTEM. AT HRIEEERIE , aws: lambda: invocation-http-integration-response {14 1£ & i€ B
Bl 11:41 &R,
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Error (% affected) Response code (% affected)
Start action 2 End action 2 Start action 2 End action 2
100 -_(.. tacton : onl —— x86 100 - SArtact —— x86
75 1 75 1
50 4 50 4
25 A 25 A
01 . H 0 H H
11:37 11:38 11:39 11:40 11:41 11:42 11:43 11:44 11:45 11:37 11:38 11:39 11:40 11:41 11:42 11:43 11:44 11:45
dat dat
100 A — arm 100 A — arm
75 A 75
50 A 50 A
254 254
01 . . 0 . .
11:37 11:38 11:39 11:40 11:41 11:42 11:43 11:44 11:45 11:37 11:38 11:39 11:40 11:41 11:42 11:43 11:44 11:45
date date

THAREDL

AWS Fault Injection Service Lambda #/EEF a ws: lambda: function B#x , Z B R FERER
— NS NEB. AWS Lambda ARNsfE XL ARNs , AWS Fault Injection Service Lambda
BETUESXAAME Lambda BEADEAHEIR. AT RAFFEREAT —DB2EA

F, BNMNREBATFEEE—MENT 0 2 100 2EHinvocationPercentageZ i, FH
ZinvocationPercentageZ# , BIFERA B D AT 100% , B I AARBIERH KM,

WY 457K F E BT SnapStart

AWS Lambda BNME3EI B £ 41217 , SnapStart 5 AN Rt E A Al s S S B N FEE A )
JEAWS_FIS_SLOW_POLL_INTERVAL_SECONDSHFHIRE—MNERE, X2KE N Lambda
SnapStart fFAEMRBENZSIMRITHRENDBRSHR B IGHTFM#, T AWS Fault Injection
Service Lambda ¥ & , EHRFEAIME , HERTHEDNBICN IS NBEERE, BX Lambda
HWEZ{E R SnapStart , FS R A F#87 SnapStartF A Lambda I2& B3N 1485, AWS Lambda

BRIR TS B BV RO BT

MREH Lambda EBUZ TR T 70 ER W IR ASERE , WRALAEBIESES R BARTEE
REBEREE, MBZEBTLESET, HlNE 15 28T —X , REFKZTETRK. NERE
HERBALITER , BIREAWS_FIS_POLL_MAX_WAIT_MILLISECONDSZ ¥, ERBzhiZTheezhi , ¥

BEFESITEENT LREAETRNN K, IR, XFENTREHNFLERE , HSHELE
AR BSNER
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£/ Lambda =178 API REBEEZ /N B

Lambda ¥ EBEH AWS Lambda iz 178t API REBEERHAAIRETR 2R E#HTEE., c@EIOH
AWS Lambda iz {TBfAFF Runtime API B9 EE H EAWS_LAMBDA_RUNTIME_APIZEFANHHEHMNEXR
I B B,

TERERTHEA Lambda 21787 APl REMNEANT BHEE

m Lambda Execution Environment (AWS Managed)

Lambda runtime API

Polling for work at: original value of AWS_LAMBDA_RUNTIME_AFPI

m FIS extension using runtime API praoxy

FI5 Extension - Lambda runtime APl proxy

Polling for work at AWS_LAMBDA_RUNTIME_API
m Lambda Runtime (AWS Managed)
| Function
Library code (layers)

FIS Extension code (layers)

E{F A AWS Lambda Runtime API XX ¥ AWS FIS Lambda F EEHMT E—RER , £F
FREENS|SHAGRIELEERFR, LAWS FIS ambda ¥ BIESUTIMETE

« AWS_FIS_ PROXY_RUNTIME_API ENDPOINT-3A127.0.0.1:98763% 7 AWS Lambda
Z1TET AP B9ZA s IP T esim AR —NERFBR, XAER S —MEWEFRLH
{EAWS_LAMBDA_RUNTIME _APISi{iiE.

BRER 126



AWS HEEABRS RAriEmE

* AWS_FIS_PROXY_LISTENER_PORT-HR—N# OS5 |, BRIAER T , AWSFIS ¥ EBREFNEIZIKO
B LEZECKIEI100,

BEXERE , EALEER Lambda Runtime AP RIEBIZRF N TREINIAFF AWS FIS F REHMT &
R R,

m Lambda Execution Environment (AWS Managed) m Lambda Execution Environment (AWS Managed)

‘ Lambda runtime API ‘ Lambda runtime API ‘

K
Polling for work at: AWS_FIS_PROXY_RUNTIME_API_ENDPOINT == criginal value of AWS_LAMBDA_RUNTIME_API| Polling for work at: original value of AWS_LAMBDA_RUNTIME_API

m FIS extension using runtime AP| proxy m FIS extension using runtime AP| proxy

| FIS extension - Lambda runtime API proxy ‘

Other extension - Lambda runtime AP proxy

x A
Polling for work at: AWS_FIS_PROXY_LISTENER_PORT Polling for work at: AWS_FIS_PROXY_RUNTIME_API_ENDPOINT == Other extension proxy
m Other extension using runtime AP| proxy m Other extension using runtime AP| [proxy
’ Other extension - Lambda runtime APl proxy ‘ ‘ FIS extension - Lambda runtime API proxy
A £
Polling for work at: AWS_LAMBDA_RUNTIME_API Polling for work at: AWS_LAMBDA_RUNTIME_AP| == AWS_FIS_PROXY_LISTENER_PORT
| ) |
{4\ Lambda Runtime (AWS Managed) : {4 Lambda Runtime (AWS Managed)
Function Function
Library code (layers) : Library code (layers)
FIS Extension code (layers) : FIS Extension code (layers)
Other Extension code (layers) Other Extension code (layers)

AR AWS Lambda 2178 API RENEZES , FSHAFEMTNERETE AP KRBT EEE
AWS Lambda =170 Z £ FREFFE A Lambda =178 APl # 1T B E =178, AWS Lambda

AWS FIS Rz 1TH —EfEA

X FEAEZAWS_LAMBDA_RUNTIME_APIMETEMN BRIFEBRM AWS Lambda BER |, &0 LUIRERLL
T AWS FIS Lambda ¥ EBIT SR BN BRI[EGRT -

1. BEENPREDY BHEEN ARN, BXUNAER ARN WNEZESR |, 2/, EE Lambda &
2. fMH AWS Command Line Interface (CLI) ERB XY BHF4H{E S aws lambda get-layer-
version-by-arn --arn fis-extension-arn, WNHFEE—NIEWMZLE URL

MLocationZFE , BRI LIMNARF FIST BB TEHRN ZIP X4,
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3. BV ENHNBAMESRE Docker XHREH /opt. L TFRET NodedS Lambda = 1TATHY
Dockerfile ;R4 :

# extension installation #

FROM amazon/aws-lambda-nodejs:12 AS builder
COPY extension.zip extension.zip

RUN yum install -y unzip

RUN mkdir -p /opt

RUN unzip extension.zip -d /opt

RUN rm -f extension.zip

FROM amazon/aws-lambda-nodejs:12

WORKDIR /opt

COPY --from=builder /opt .

# extension installation finished #

# JS example. Modify as required by your runtime
WORKDIR ${LAMBDA_TASK_ROOT}

COPY index.js package.json .

RUN npm install

CMD [ "index.handler" ]

EXBBEBNESZEER , HSHEAWS Lambda AFERTMNERASREG 022 Lambda B,

AWS FIS Lambda MEZE

LU AWS FIS Lambda M EWIRETEIIR

« AWS_FIS_CONFIGURATION_LOCATION-4EI, BEAEZHEREN{LE AWSFIS |, ¥ERE
Fi RS ER BN AE, XS ERMEA Amazon S3 ARN = , SIEFERMKE. Hln

arn:aws:s3:::my-fis-config-bucket/FisConfigs/.
« AWS_LAMBDA_EXEC_WRAPPER-#4E1, A THE Lambd AWS FIS a # B#Y AWS Lambda ‘2 2/
AHWNE, BEHRBERT EFBEN /opt/aws-fis/bootstraphias,

« AWS_FIS LOG_LEVEL-A[i%, Lambd AWSFIS a ¥y BREFAXHMNEENBERS ., XENE
BINFO, WARNFIERROR, MIRKIZE , M| AWS FIS § E & HERIANINFO,

* AWS_FIS_EXTENSION_METRICS-Fli&, RJEERV{EN all M none, MRRENT EBHall , NIF
ETH A H EMF $8#5, aws-fis-extension namespace

« AWS_FIS_SLOW_POLL_INTERVAL_SECONDS-A[i%, MR EiRE , NI FET BEFTEIAHEHRSE
FHHEREEMIEEVENBEESRHERE (AR REN ) . BRIAMER 60,
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https://docs.aws.amazon.com/lambda/latest/dg/images-create.html
https://docs.aws.amazon.com/lambda/latest/dg/runtimes-modify.html#runtime-wrapper
https://docs.aws.amazon.com/lambda/latest/dg/runtimes-modify.html#runtime-wrapper
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« AWS_FIS_PROXY_RUNTIME_API_ENDPOINT-fi%, fRiRE T NIFEEHN
{EAWS_LAMBDA_RUNTIME_APILAE X AWS FIS ¥ B5 AWS Lambda iz 1THt API
REWME , EBFHREAR, fli, L IP: %0, 127.0.0.1:9000E8X<E 215
B AWS_LAMBDA_RUNTIME_API , BZFAFEET N Lambda =178 APl AT BEXIETT
Bfo AWS Lambda

« AWS_FIS_PROXY_LISTENER_PORT-Ali%&., X AWS FIS Lambda ¥ B /AT AWS Lambda IZ={Th¢
APl REMIKDO , ZRAEBAHEMYT BT ER. ERIAEHN 9100,

« AWS_FIS_POLL_MAX_WAIT_MILLISECONDS-A[i%, MBIRENIEEE , MLTEEL T BEF
EREHERENARBASTHZESFETHRRIRATENED . BRIAMER 0.

FERATF Lambda B AWS FIS ¥ RIZF /Y o] AR A<

AYTZEHX AWS FIS Lambda T EBRANE R, Z¥ BX#H 7 x86-64 F1 ARM64 (Graviton2) £ &
FF & B Lambda BREK, &Y Lambda BB MELE RN FEREHFEE AWS X8 VBN FET b %
JFREZF (ARN), B LAETEESR AWS Xig # ARN #15,

=30}

« AWS FIS Lambda ¥ & iR 4 1% BA

« Lambda ¥ B4 A1 ARNs

. BREH Lambda ¥ ERFERAE

AWS FIS Lambda ¥ B iR A% BA

TR#ER T X AWS FIS Lambda ¥~ & B & #T AR A< P #4149 S 2k

hir A< HHEH EE

1.0.0 2024-10-29 FIRRR A

Lambda ¥ B/ A5 ARNs

EEAZFHEERLHASHAWS XE 2871 , 80 AWS K MR LHELE ISR BERUALH
S8, FERESHERTRI AT,
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EH B HRNR

1. FTFF AWS Systems Manager %% , B4t hitps://console.aws.amazon.com/systems-

manager/o
ESMEKD |, i&$F Parameter Store,

1%£$% Public parameters (X BZE) &+,
1%£$# Select a service (EFERS) THXE, NTHIETAEFEfis,

(it ) BEEREETRAAESRFR  MESRERNSH. NT arm64 £ , B A “arm 64"
RiFIESH. X T x86_64 1 , B ﬁﬁ)\ “x86_64" KFFIES .

REEFRANLESE
7. NSBFAEEFHRE ARN EH, E4] ARN LATHEE#R Lambda B LB BZY RE.

S":'>9°!\>

.07

AWS CLI 7[R R :

SSM S8 & #

LU SSM S ¥ EBFER T EAIRM

1. arm64 : /aws/service/fis/lambda-extension/AWS-FIS-extension-arm64/1.x.x
2. x86_64 : /aws/service/fis/lambda-extension/AWS-FIS-extension-x86_64/1.x.x
AWS CLI s 5=

EREY B ARNs |, i5FEALT AWS CLI i 5= , A ParameterN ame 2R HWHNEH , KEEH
R AWS X1

aws ssm get-parameter --name parameterName --region region
IR

aws ssm get-parameter --name /aws/service/fis/lambda-extension/AWS-FIS-extension-
x86_64/1.x.x --region ap-southeast-2

e B74& =X

ZHTERE - NIESHRFEAESH JSON R , TR, Lambda E# ARN 2EEZSHNR
HEFEP. E% ARN LB THEB#R Lambda B LB ERY R.
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"Parameter":

{

"Name": "/aws/service/fis/lambda-extension/AWS-FIS-extension-
x86_64/1.x.x",

"Type": "String",

"Value": "arn:aws:lambda:ap-southeast-2:211125361907:1layer:aws-fis-
extension-x86_64:9",

"Version": 1,

"LastModifiedDate": "2025-01-02T15:13:54.465000-05:00",

"ARN": "arn:aws:ssm:ap-southeast-2::parameter/aws/service/fis/lambda-
extension/AWS-FIS-extension-x86_64/1.x.x",

"DataType": "text"

}

dmEETHME :

FERAEMIZEENRE (laC) WESREE Lambda EEE , MREAXKRRXELNHSH, XA EER
FEAKHERZ ARN 43 21 Lambda B#K , ﬁ‘ﬁ?%%iﬂ%%ﬂﬂﬁ AWS FIS 2 ARN BIFTER1L
B, UTHERRTUAIFEAER laC FARELHSE

- £/ AWS SDK RN £S5
« f£/ AWS CDK M AWS Systems Manager S ¥z EIREAH S
« £/ Terraform JREVAH S

BIREHN Lambda ¥ BREFRAEAS
EAUTIREREHAEERN AWS FIS Lambda § BHRZE S,

$TFF AWS Lambda ##l& , P4t https://console.aws.amazon.com/lambdal/s
RIBERIM AWS-FIS-Extension R Lambda B ¥

ERHDH , AEREE.

ERBEEREDF  EERNEE,.

EEEEERESD , EFEE ARN,

wWASEN AWS Xig R RE AWS FIS " EBER ARN, ErJLAGEA & LT hiERESs A
HiRIETHE T 3EEHK ARN, AWS CLI

o a0 A w Db =
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https://docs.aws.amazon.com/systems-manager/latest/APIReference/API_GetParameter.html
https://docs.aws.amazon.com/cdk/v2/guide/get-ssm-value.html
https://registry.terraform.io/providers/hashicorp/aws/latest/docs/data-sources/ssm_parameter
https://console.aws.amazon.com/lambda/

AWS HEE A BRS g
7. EERBIELEIAEE ARN B, REEERM.

8. £ A IR T+ U 1t 1k B

9. MiAEm/a , EF AEAH, & HTHE &2 FH%E AWS FIS Lambda 3 BiRA.
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BIE AWS FIS LR R R

IERLAER AWS FIS Z#Hl 8RB TITOBMEEXNKRER, XRERTEXRYPRABEEERRLE
TH—IHZTURE. HPEESHEILEXBBRNFLZSA. BRAXBRERAHNESER , BSHE
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- EFEBER

.« RIEERER
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« BRETLGE AWS FIS, BXEZER , FSH AWS FIS KB RHI,

EF 2S5 0 2K ER

1. 3TF AWS FIS ##|& , Mithttps://console.aws.amazon.com/fis/ A o
2. ESMERP | ERIBER.

3. ERVEIBER,

4. WFLH1, BEERFAGE , BRITUTERE

a. TERERNMEBMA  wmABERNER , fliAmazon S3 Network Disrupt
Connectivity,
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« WFBEH , EBREBEEHFRBL,HPELNEIR. MBEERNLEBEENLBR, AWSFIS £1&
B2 — N E B ¥R

« NTRESH , IBEERESHK., VY AWSFIS BEEESHE , T2E RIS,

- ERRE
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R RBRESE AWSFIS ELE—SHhAZQENER , FEERRMEIR,. IENERRITUTER
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8. (Wit )XWFREEI , BERBEEHRDSHRESNITAH,

9. EBT—SHALEI, BERSHENER,

10. FREFRNER , EBEATE IAM A6 | RARIEREIRBAKELREZHEPFHRCIZER IAM
AR, MAERIAE BRIIEETEGVENEERR, BXEZEER , 155 the section
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AWS FIS W15 1IE &4,
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B, ARRAEEBEHMNET R, EBENFEEXIEE CloudWatch BE , Bi%#E %% F CloudWatch
BEH@mABEE,

15. (Wit ) N TFHE , REBERFNFRE  RAEEBENIBIARSE, EANNRINNATERE
R, MARNATERALEREITHER,

16. &R “T—H" #ASERS5 , “EFHCE,

17. EEERHEBRVNEZRER, HIBTERIASR |, iAcreate , RAFIERVESREIR,

£/ CLI tI2XKEHR

£/ create-experiment-template %

&R LAM JSON LA gl SR AR AR

/A --cli-input-json .
aws fis create-experiment-template --cli-input-json fileb://<path-to-json-file>

BEXEZEELR |, {52 AWS Command Line Interface AP IEMPHAER CLI B4R ER, BXERR
Bl , ESE AWS FIS LI 2 M R 5o
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ESMERP | EETHER,
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EEEXREROERE | FEERE

EEEXRERGELF , HEEBR.

EEEXREROFRE | BEEFZ,
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£/ CLI EFXKER
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K EXRERNER.

5 PSR AR 2 P B AR T

HEFFRSRE Bl , WA AR B RTAR , LURIERE SR SRREREE N AT R RN BAR. FFIASEER
KB EEN BN R RAIRSEMEFNRERE , RARRAIESHKEIMER, EHRURF, £KE
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(® Note
AR ERTEE , FATRIEEREEAX R FRIURERFENNR,
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£/ CLI B3 BHrfN

BITLLF start-experiment i85, HRAESRNIEESWE,

aws fis start-experiment \
--experiment-options actionsMode=skip-all \
--experiment-template-id EXTxxxxxxxxx

BN R AR
5T AR SR A0 SR BEARTT 1A K0

ket , DB NEERREIBREFREATHARRE, it , F£3K50 8B X R AR 1T H E#
FHERT 2R MEESITHIER,

ST XK , AWSFIS 2RAREEE—INERSHEAXNAG, BXEZER , FSH H AWS &
FEARSEARSHEXAE,

FraRB/E , RABENEFLEXE, BXEZER , H5H FLXE,

EREFISTFRIE

1. 3TF AWS FIS ##|& , Mithttps://console.aws.amazon.com/fis/ A o

2. ESMERP | ERIBER.

3. ERXKENR , AREFRFTHRIK,

4. (AR ) EAXZRFINFE , FEBRINFIHE , AW ARERAIREE,
5. BABFHIR, YRFRREWIAN , WA start , REEBRFHIE,

£/ CLI FFIRE%

1Z1T start-experiment 855

BTSRRI

BULEFRNEXRER. EHRKXRERE , FTE E R 2 R0 IEEER L ERE TR EMSKE,

e R & EH KRB

1. $TF AWS FIS ##|& , Mithttps://console.aws.amazon.com/fis/ A o
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4. BEFEEHERFAEE K AREZEEFTELER,

A CLI EFERENR

£/ update-experiment-template &5

FRic SRR R

BAILUS B MRS N A TSRS |, AEFTEE, SR USSEET/REMN IAM E/E | 24I%ds0
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1. $TFF AWS FIS #5|& , Mithttps://console.aws.amazon.com/fis/ A o
2. ESMERP | ERIBER,.
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4. HERJRTEHEINR , BA delete , R EREMRELER.

£/ CLI M BRSRILAE AR

5 delete-experiment-template &5

AWS FIS EI & AR 7= 5l

MREFEH AWS FIS APl Sap 1T TERBIEX LA , MATLLA JavaScript X RFRZE (JSON) 14
EER, BXAERERAGNESELR , ESH AWS FIS EREREA A,

EFAEP—NREERCESRK , BFHERTFE JSON X4 ( Hliimy-template. Json ),
Mitalics HURFEBRNEBECHNE , RFEZE1TE Tereate-experiment-template i F o

aws fis create-experiment-template --cli-input-json file://my-template.json

I AR

- RE\ELIEFF L EC2 L4

« FLIEEHEN EC2 L4

s BITTHELER AWS FIS SSM 344

« BITHENWBCEITFM

- REIIEFE#R IAM AEH EC2 KAIH API 24

« X} Kubernetes £8P A ER4 ( pod ) CPU #1TE DM
- IEEHEM Kinesis Data Streams WHBEBEFHERE

- XRABRTH

BIELERF L EC2 L4

LT REEREE VPC A ERSELEEEXEHMEEEEITH Amazon EC2 k4, o5
BEF %A,

{
"tags": {
"Name": "StopEC2InstancesWithFilters"
1,
"description": "Stop and restart all instances in us-east-1b with the tag env=prod

in the specified VPC",
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"targets": {
"myInstances": {
"resourceType": "aws:ec2:instance",
"resourceTags": {
"env": "prod"
I
"filters": [
{
"path": "Placement.AvailabilityZone",
"values": ["us-east-1b"]
},
{
"path": "State.Name",
"values": ["running"]
},
{
"path": "VpcId",
"values": [ "vpc-aabbccl11223344556"]
}
1,

"selectionMode": "ALL"

},
"actions": {
"StopInstances": {
"actionId": "aws:ec2:stop-instances",
"description": "stop the instances",
"parameters": {
"startInstancesAfterDuration": "PT2M"

I
"targets": {
"Instances": "myInstances"
}
}
},
"stopConditions": [
{
"source": "aws:cloudwatch:alarm",
"value": "arn:aws:cloudwatch:us-east-1:111122223333:alarm:alarm-name"
}
1,

"roleArn": "arn:aws:iam::111122223333:role/role-name"
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FIEEEHEN EC2 KAl
AT ROIEREEREMIESIEA, AWS FIS SR BBIAE LW BERA. 724 EEREH,

{
"tags": {
"Name": "StopEC2InstancesByCount"
.
"description": "Stop and restart three instances with the specified tag",
"targets": {
"myInstances": {
"resourceType": "aws:ec2:instance",
"resourceTags": {
"env": "prod"
1,
"selectionMode": "COUNT(3)"
}
.
"actions": {
"StopInstances": {
"actionId": "aws:ec2:stop-instances",
"description": "stop the instances",
"parameters": {
"startInstancesAfterDuration": "PT2M"
1,
"targets": {
"Instances": "myInstances"
}
}
.
"stopConditions": [
{
"source": "aws:cloudwatch:alarm",
"value": "arn:aws:cloudwatch:us-east-1:111122223333:alarm:alarm-name"
}
1,
"roleArn": "arn:aws:iam::111122223333:ro0le/role-name"
}

E{TTRELERY AWS FIS SSM X4

LT ROIERTE EH AWS FIS SSM X #4-CPU-stress fE35E EC2 324 £i=4T CPU #EE A 60
. AWSFIS-Run AWS FIS JI3EW 1T 7 #2050 Y WM o
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{
"tags": {
"Name": "CPUStress"
},
"description": "Run a CPU fault injection on the specified instance",
"targets": {
"myInstance": {
"resourceType": "aws:ec2:instance",
"resourceArns": ["arn:aws:ec2:us-east-1:111122223333:instance/instance-
id"],
"selectionMode": "ALL"
}
.
"actions": {
"CPUStress": {
"actionId": "aws:ssm:send-command",
"description": "run cpu stress using ssm",
"parameters": {
"duration": "PT2M",
"documentArn": "arn:aws:ssm:us-east-1::document/AWSFIS-Run-CPU-Stress",
"documentParameters": "{\"DurationSeconds\": \"60\",
\"InstallDependencies\": \"True\", \"CPU\": \"O\"}"
.
"targets": {
"Instances": "myInstance"
}
}
},
"stopConditions": [
{
"source": "aws:cloudwatch:alarm",
"value": "arn:aws:cloudwatch:us-east-1:111122223333:alarm:alarm-name"
}
1,
"roleArn": "arn:aws:iam::111122223333:role/role-name"
}

EATTE L RY B 3Lz 1T F i

AT mBIfER Systems Manager AWS-Publish 12t Hi2 T F M@ T % SNS £/ 8
A, SNSNotification & AMEFEIEE SNS T K 1 BHHINR.

BITE X8 B3LEITFM 142


https://docs.aws.amazon.com/systems-manager-automation-runbooks/latest/userguide/automation-aws-publishsnsnotification.html
https://docs.aws.amazon.com/systems-manager-automation-runbooks/latest/userguide/automation-aws-publishsnsnotification.html

AWS HEEABRS RAriEmE

"description": "Publish event through SNS",
"stopConditions": [

{
"source": '"none"
}
1,
"targets": {
.

"actions": {
"sendToSns": {
"actionId": "aws:ssm:start-automation-execution",
"description": "Publish message to SNS",
"parameters": {
"documentArn": "arn:aws:ssm:us-east-1::document/AWS-
PublishSNSNotification",
"documentParameters": "{\"Message\": \"Hello, world\", \"TopicArn\":
\"arn:aws:sns:us-east-1:111122223333:topic-name\"}",

"maxDuration": "PTIM"
},
"targets": {
}
}
},
"roleArn": "arn:aws:iam::111122223333:role/role-name"

BR&IXT EH B 5 IAM AR EC2 KB API &

LT RGIBRE 100% AP AR |, ZERAREBHRENLPEEN IAM AR HN AP BRANREELF
BEER.

(® Note

MREAEENE T Auto Scaling AR A K EC2 354 , B aws: ec2: asg-insufficient-
instance-capacity-error #4E , A Auto Scaling AT EM. BXEZER , HSH
aws:ec2:asg-insufficient-instance-capacity-error,

"tags": {
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"Name": "ThrottleEC2APIActions"

I
"description": "Throttle the specified EC2 API actions on the specified IAM role",
"targets": {
"myRole": {
"resourceType": "aws:iam:role",
"resourceArns": ["arn:aws:iam::111122223333:role/role-name"],
"selectionMode": "ALL"
}
I

"actions": {
"ThrottleAPI": {
"actionId": "aws:fis:inject-api-throttle-error",
"description": "Throttle APIs for 5 minutes",
"parameters": {
"service": "ec2",
"operations": "DescribelInstances,DescribeVolumes",
"percentage": "100",
"duration": "PT2M"

I
"targets": {
"Roles": "myRole"
}
}
},
"stopConditions": [
{
"source": "aws:cloudwatch:alarm",
"value": "arn:aws:cloudwatch:us-east-1:111122223333:alarm:alarm-name"
}
1,

"roleArn": "arn:aws:iam::111122223333:role/role-name"

Xt Kubernetes S8V AR EF4H ( pod ) CPU #1THFE A=

LARRBIER Chaos Mesh X Amazon EKS Kubernetes 8RR 854 ( pod ) CPU #1T— 24P E
ab R

"description": "ChaosMesh StressChaos example",
"targets": {
"Cluster-Target-1": {
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"resourceType": "aws:eks:cluster",

"resourceArns": [
"arn:aws:eks:arn:aws::111122223333:cluster/cluster-id"

15

"selectionMode": "ALL"

},
"actions": {
"TestCPUStress": {
"actionId": "aws:eks:inject-kubernetes-custom-resource",
"parameters": {
"maxDuration": "PT2M",

"kubernetesApiVersion": "chaos-mesh.org/vlalphal",
"kubernetesKind": "StressChaos",
"kubernetesNamespace": "default",

"kubernetesSpec": "{\"selector\":{\"namespaces\":[\"default\"],
\"labelSelectors\":{\"run\":\"nginx\"3}},\"mode\":\"all\",\"stressors\": {\"cpu\":
{\"workers\":1,\"load\":50}},\"duration\":\"1m\"}"

},
"targets": {
"Cluster": "Cluster-Target-1"
}
}
I
"stopConditions": [{
"source": '"none"
1,
"roleArn": "arn:aws:iam::111122223333:role/role-name",
"tags": {}

LA RBIEEA Litmus X Amazon EKS Kubernetes SEB¥ YA 254H ( pod ) CPU #1T— 28 E DN
iR

{
"description": "Litmus CPU Hog",
"targets": {
"MyCluster": {
"resourceType": "aws:eks:cluster",

"resourceArns": [
"arn:aws:eks:arn:aws::111122223333:cluster/cluster-id"
1,

"selectionMode": "ALL"
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}

1,
"actions": {
"MyAction": {

"actionId": "aws:eks:inject-kubernetes-custom-resource",
"parameters": {
"maxDuration": "PT2M",
"kubernetesApiVersion": "litmuschaos.io/vlalphal",
"kubernetesKind": "ChaosEngine",
"kubernetesNamespace": "litmus",

"kubernetesSpec": "{\"engineState\":\"active\",\"appinfo\":
{\"appns\":\"default\",\"applabel\":\"run=nginx\",\"appkind\":\"deployment\"},
\"chaosServiceAccount\":\"litmus-admin\",\"experiments\":[{\"name\" :\"pod-cpu-hog
\",\"spec\":{\"components\":{\"env\":[{\"name\" :\"TOTAL_CHAOS_DURATION\",\"value\":
\"60\"}, {\"name\" :\"CPU_CORES\",\"value\":\"1\"}, {\"name\" :\"PODS_AFFECTED_PERC\",
\"value\":\"100\"}, {\"name\" :\"CONTAINER_RUNTIME\",\"value\":\"docker\"}, {\"name\":
\"SOCKET_PATH\",\"value\":\"/var/run/docker.sock\"}1},\"probe\":[1}}],\"annotationCheck
\":\"false\"}"

},
"targets": {
"Cluster": "MyCluster"

1,
"stopConditions": [{
"source": "none"

11,

"roleArn": "arn:aws:iam::111122223333:role/role-name",
"tags": {}

FEEHER Kinesis Data Streams Rl ETEHERE

LT RO N ZRZHENTERERZEN Kinesis Data Streams i&3RH 100% W HFRETHERE,
AWS FIS BEHLIAREFMNEE, 5 285 , HEHER.

"description": "Kinesis stream experiment",
"targets": {

"KinesisStreams-Target-1": {
"resourceType": "aws:kinesis:stream",
"resourceTags": {

"tag-key": "tag-value"
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I
"selectionMode": "COUNT(5)"

I
"actions": {
"kinesis": {
"actionId": "aws:kinesis:stream-provisioned-throughput-exception",
"description": "my-stream",
"parameters": {
"duration": "PT5M",
"percentage": "100",
"service": "kinesis"
},
"targets": {
"KinesisStreams": "KinesisStreams-Target-1"

iy

"stopConditions": [

{

"source": "none"

1,
"roleArn": "arn:aws:iam::111122223333:role/role-name",
"tags": {3},
"experimentOptions": {
"accountTargeting": "single-account",
"emptyTargetResolutionMode": "fail"

LI A B I PR R
AR PR S i SR E 20 50% ERBER LiZ1Taws :kinesis:stream-provisioned-

throughput-exceptionflaws:kinesis:stream-expired-iterator-exceptionigf,

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "kinesis:InjectApiError",
"Resource": "*"

Xk A ERERRA
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"Condition": {
"ForAllValues:StringEquals": {

"kinesis:FisActionId": [
"aws:kinesis:stream-provisioned-throughput-exception",
"aws:kinesis:stream-expired-iterator-exception”

1,

"kinesis:FisTargetArns": [
"arn:aws:kinesis:us-east-1:111122223333:stream/stream-name"

1,
I
"NumericEquals": {
"kinesis:FisInjectPercentage": "50"
}
}
},
{
"Action": [
"kinesis:DescribeStreamSummary",
1,
"Resource": "*",
"Effect": "Allow"
}
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EE/REY AWS FIS 3236

AWS FIS EEBEB X AWS THEABMITHEEALR, B , QIZXRER. AR, ERHLLERTT
R 8

SETHERZ 0, TREH ;
. AR PR IR EIRRIE A

. BB
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FHARTER. ST EEHRRER | FITEEE N FERMOER,
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. FHaEk

. BEXH

AR

. BUEW

. B EMATN BT

iR X

B AMERSSRERTHRE. BXREZER , H5H BIERTHEER,

&R LAE A Amazon EventBridge , SRR ZHN —AMEFSREHFRES. BXEZER , FZH XL
2 RHEHXE.

R AER LT EE T sER GRS

« EAWSFIS 2#H A EFLNXR. AXRXEZER , HEHR EFXK.

s EXRHEFEHFRRRMVIT D CloudWatch I8FrEEE AWS FIS FRXIEIR, BXEZER | &
28 MM ESEEA CloudWatch,
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- BAXKBALRRER , MEEXRETHHEREXFHAEE. BXEZEER , H5H SR HEIEH,

>

EE LK

2

BANEREAETHNRNEE , WA UEFEEK. EFLEHERMAER,
BRI FORE 120 RIEBEFMIRETK. BEFLERERMEIKE,
EREF A EE B

1. $TF AWS FIS ##l& , Mithttps:/console.aws.amazon.com/fis/H o
2. ESMERF , EEXK,

3. EEXR D, yIFFHAFEENH.

4. PATUT —NHSMNRE

- ERERAGENRS , TEXERES.

« RRREFRTF , TEAXXBRRENEER.

- BEEREDF , THAXIRAFNER.

o EREEHETR |, RIFTFT AL RETE BN 2 PX L RE
£/ CLI EFXK

11T list-experiments A HIRENER TR , HI=E1T get-experiment i HIREVEXBFEZRIE .

KERES

U T A4 T A TRFIRES -

- FAE KR IEFLE,

- EERD  IRIEAERTTHR.

« EHIET : XREHEZSIT.

- BREMK : FTEXRKREEGEIRFTE K.

« EEFL  FLEFHERMRIKIBREFIFL,

- BFL  IAEESITHALENIREFEERFLL,

- BAN : BTREBRAEHIEEFNEREFHIR  KRELKM.
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AWS HEEABRS RAriEmE

- BEUE TR T R24F , IR EFLBTERT,

BRIERS
BIETT B FIA T ERR -

- FAE  HTFXRMAFHRIBETESREHFH | RFEELFEHLERS.
- EERY : BELEERITH,

- EEET  REEEET,

- BREH : BECIRFIZ K.

- BEUH : EREFHE , SRREFL,

- BB BB IZIRE,

- FHEEFL : BEEEFL,

- BFL  MIAEEETHFLENIRIBHEHLHERFL,

- BAM : HFRRFAERBZTFEBEESIHER , BECLEAM,

PRICEER

RN SR M RARE , UERE, SEFTLUKBETIRER IAM K |, 251X K0T RRR,

R AFRIEER

1. 3TFF AWS FIS #4lA , Mithttps://console.aws.amazon.com/fis/H o
2. ESMBE®KD , EEZRK,

3. EEXR  ARKERBRENETERS,

4. BEFMFHREL , BREBEANFRE  RAEEERMNE,

EIBRIRZ | EEFEMER,
5 EE®RE.

A CLI #RrigsEI%

1=1T tag-resource w5

(o]

RIERS =


https://console.aws.amazon.com/fis/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/fis/tag-resource.html

AWS #EEE A BRS RAriEmE
EARN

BT LARERF L EEEITHIRK, FIEREE , IERTERNEERFHBIEIRFELI TR, BTE
REEFILERRE,

EREH A F LXK

$TFF AWS FIS ##lA , Mithttps://console.aws.amazon.com/fis/H o
EEMERSD , EEXR,

EEXR , RAREREFELXR,

EENEES |, EFEEFLEXE,

A

£ CLI Z 132

1217 stop-experiment T

B i S BEATHY B A5

BRI E BB S REEEXR T ERENTBRNER.

EREFHEESCHENBR

1. 3TFF AWS FIS #£#l& , Mithttps://console.aws.amazon.com/fis/H o
2. ESMERP , EFEXK,

3. EEXR , AREERE

4., ERBRTEBRCHTEFRNEER.

£/ CLI EF C#E B R

# A list-experiment-resolved-targets &%
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AWS HEE A RS HIE

UTHEEERETOAER AWS #EEE ABRS (AWS FIS) SIZFME{TER.

iz

- 2 . 58 AWS FIS Z1E RS 302 35451

- 332 : £/ AWS FIS X4l £i=1T CPU stress
- ¥R : FH AWS FIS Mz = L4 i

- BE  BERLEESH

- BB  REEHPXE

IR . £ AWS FIS F L E 3= K5I

IEATLAE R AWS BUFESE A BRS (AWS FIS) KM & S A2 7 Nl B SR BiZ= I R B 3. BERAARE
EOEXREMNR |, ZERESA AWS FIS aws:ec2:stop-instances BEFIE—NEH] |, REFELE
EZAEH,

FRF M

ERRAHE , FRREEMIFUTESR

- HEENKFFEHIMANE EC2 Kb, BeHXFIE , FHIZT IDs BDEFWIER,

. BIE—/IAM AELE AWS FIS RS EB R REMITaws:ec2:stop-instancesi#fE. BXE
ZEE , B2H EFT AWS FIS XK IAM A,

. WBRETLAHR AWSFIS, BXEZER |, BHSH AWS FIS KRB,

HRR A RERRER

£/ AWS FIS 24| 5 e ZXRER. BUNERRFIEERTRE , 23RIFET=2%, F—1
BRIESFIE AWS FIS BEHLEFRAYE A — N SES, 58 ZTURELF EFIENHRKA,

BIEKRER

1. 3TFF AWS FIS #84lA , Mithttps://console.aws.amazon.com/fis/H o
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https://console.aws.amazon.com/fis/

AWS HEEABRS

RAriEmE

2. HESMBERKT , EEXBER,
3. EEBIEKBENR,
4. WNTFHR1, BEEERFABE , BITUATRE

a.

b.

EHEARMEBRD , WABRAER | flilAmazon S3 Network Disrupt

Connectivity,

EE T2, AEBESR 2, BEREMBR.

5. XWTHRME , BHITUTRE

a
b.
C.
d

e.

f.

TR INERE,

WARESBN. HlW, %A stopOneInstance,

3 FERMEXRR | %R aws:ec2:stop-instances,

N F Targ et , iERE AWS FIS RIREIZH B #5o
NTFBRESH  ERENRFRZEG , EE 3 28 (PT3M).
ERERF

6. XIT B, FHITUATRE

a
b.
C.
d

e.

f.

AWS B FIS £ L - B3I RGN B FritiE ‘R,

FERINZEHEBRNEFEERRENEZF. HlW , A oneRandomInstance,

BIPRREBEZ RN aws:ec2:instance.

XtF Target 53% IDs , iFRIR , REEEF MU AZHHH—1N, IDs
NFEFEEN , EFITHR. NTHRERBE , BA 1.

ERRT

7. EBAMBER , REHMITUTERE

a

b.
C.
d.

e.

WMABREM. B, % A bothInstances,

NFRIRER | %1F aws:ec2:instance,

X F Target 53% IDs , EBHER , RAEEEHNNZEFFH—1, IDs
NFEFERX , EEFELE,

ERRITFo

8. BUBRFERD , EBRMEFE, PITUTERE:

a.
b.

FNFEF , mARERM. B0, # A stopBothInstances.,
I FIRERR | #%$F aws:ec2:stop-instances,

SR 1 AIEKBER
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AWS ST A RS A5
c. WFHEFH , EFRERIMHNE —TIRIE (stopOneInstance),
d. XFE#HR, EREERMNE B (bothInstances),
e. NTHRESH K ERENRAFRZIEG , EE 3 78 (PT3M).
f. EERERF.
9. ERT—SHALRKI, BERSHEINR,

10. WFREFEMNER , EBEANE IAM A€ , RAFIRBREBRBAKE LRZEFFHRRIZERN IAM
A, IRERNIKAR® BRIIEEZEEVENEEXRR. BXEZEER |, 5 the section
called “XR A",

M. RET-—SHASR 4, BETIRRE.

12. ("t ) W TFHRE |, REBEFNFHRL  REEERSRENREE, SRMNRFNA TRBE
B, A RNATERALERZETH SRR,

13. MET—H HALRS , "EFH IR

14. EFRTUTER I ESRENR, R REBIAR , B Acreate , RAREFE O ETHRER

( Tik ) EF JSON BRI KW

EESHET R, T R2ESERESE2FIZR JSON R,

{
"description": "Test instance stop and start",
"targets": {
"bothInstances": {
"resourceType": "aws:ec2:instance",

"resourceArns": [
"arn:aws:ec2:region:123456789012:instance/instance_id_1",
"arn:aws:ec2:region:123456789012:instance/instance_id_2"

1,

"selectionMode": "ALL"

},
"oneRandomInstance": {

"resourceType": "aws:ec2:instance",

"resourceArns": [
"arn:aws:ec2:region:123456789012:instance/instance_id_1",
"arn:aws:ec2:region:123456789012:instance/instance_id_2"

1,

"selectionMode": "COUNT(1)"

iy
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"actions": {
"stopBothInstances": {

"actionId": "aws:ec2:stop-instances",
"parameters": {
"startInstancesAfterDuration": "PT3M"
.
"targets": {
"Instances": "bothInstances"
},
"startAfter": [
"stopOneInstance"
]
},
"stopOneInstance": {
"actionId": "aws:ec2:stop-instances",
"parameters": {
"startInstancesAfterDuration": "PT3M"
.
"targets": {
"Instances": "oneRandomInstance"
}
}
},
"stopConditions": [
{
"source": '"none"
}
1,
"roleArn": "arn:aws:iam::123456789012:role/AllowFISEC2Actions",
"tags": {}

S 2: R
A LA ERN BTN XEERTFHBEE,
Fr /3250

1. BRZNMTRIR RSB ERVFATERE, BN , FEEIRER , AEEREXBER
ID, IFFAEETE.

2. WEEFHEXE,

3. (HiE) EAXKRMIRE |, BRBRNIRL , REHARSENFEE.
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4, BEBRTHIE. SRERTEHIAN , A start , AREEFHIR,

B3 REIKHE
B URREEEITHERHE K EFXRER, FLEHEK.
REREI 3

1. BNZAUTRIFEHIBHEREETE, &N , FEEXE , AREEXK D, FIFFAFEE
D’iﬁo

EEREXERS , BEFAGEERTRERS. BXESEE , BEAXKERS.

3. HXWRENEFEEBITH , BET—F,

N

SB 4 BIERWS
BT AP R R B MR Z L B3R5,
EATIEN: e~

1. TEFTHIX Y 85% £ = & O https://console.aws.amazon.com/ec2/H 3T FF Amazon EC2 #2#|&
IXEIRA AR FE AWS FIS 25 A F RSB HE |, [T Amazon %) EC2 AHEFEXRRE
-

2. ESMERP  EERM

3. HE—MRENRBM LB TAWS ;1 “EFEET (FIS #F& ) it , Eh—PNBEREHHR
DM “EEZIT R “BFLE” ( Amazon EC2 %18 ) »

4. =5H%E , F-IRENE -TRENVRS 22 IERNEXTRMEREET , BN S —PBRES
WIRS2ERNEF L,

5. =oHE , E-MBRENRSERNEER , BREHIHNRSERNEREZT , TRRSEXRHE
ST

FB,5: 5
MNBETFTBEENNIEANENNK EC2 4] , MATLUFHEAL I

l

2813541

1. ITALS® EC2 #2%|& , Mk Ahttps://console.aws.amazon.com/ec2/.

ST 3 RERRKHE 157
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AWS #EE AR il
2. ESMERT , EEXH

3. EBFHAMNREH , REMXIER Instance state ( SZHPIRZ ) . Terminate instance ( & 1E3R
Bl ) o

4. HRERREWIAR , EFRLLE,

MREFTEHFELRENR , 7 SUFELMIER

£ AWS FIS 2 #| & B BRE 0 E AR

1. 3¥TFF AWS FIS #4lA& , Mithttps://console.aws.amazon.com/fis/H o
2. HESMBERKT , EFIRER,

3. EFEXEENR , REMRIEREENMBIBREI AR,

4. HRERREWIN |, WA delete , REIEFMBRTIEHENR,

2HFE . EF AWS FIS 7324l Li=1T CPU stress

&R LAER AWS BB ABRSS (AWS FIS) RN S HY N AR a4 3E CPU Eh. ERAAHEE
KRB |, ZERER AWS FIS RZ{TEEERN SSM X#Y |, ZXRESEH| LiE1T CPU stress. it
HESHEXMN CPU FARBELEERERN , FRFELZHUFLEXR,

EXEZELR , i3 the section called “TI& AL EH AWS FIS SSM 374",
SoRFM

EEH AWS FIS 29T CPU stress 28l , BATRUT LR,

tlE—NIAM BE

BE—INBEHMIN—EKE , £ AWS FIS B REFEHZaws : ssm: send-commandiffE. Bx
EZEE , B5H EAT AWSFIS EBH IAM B,

ISIEXT AWS FIS #9158l £ PR

WRIET L E AWS FIS, BXEZEE , 155 AWS FIS R,

& EC2 ML Hi

- BREBWEE SSM XM ER |, £H Amazon Linux 2 5% Ubuntu B35 EC2 324,

ERH) EZ1T CPU E s 158


https://console.aws.amazon.com/fis/

AWS HEEABRS RAriEmE

o WRHIAME SSM EE. ERIUELFIREH SSM #£E , MITFF Fleet Manager 25l 5. MRE

HIFRH SSM BB , BRIIREE R SSM RE , #HZXEHIEEE A ma SSMManaged
InstanceCore zon KHEXEHN IAM A, ERIFCLEMN SSM RIE | NEZEEFIHZTUT 6

AL
T o
Amazon Linux 2

yum info amazon-ssm-agent

Ubuntu

apt list amazon-ssm-agent

NERHIERAFEAEE, LRESRHANK 1 28HHBE K FEFIIMRE. EEAFESRH , RAEKKX
ERRE, BENRESEE  UREERAKE,

FE|A . NELEFHRIE CloudWatch Bk

BLE CloudWatch B#R , SMETE CPU A RER LB ENRERN A MF LSRR, UTEEN B AREH
By CPU RIREBMEREN 50%. BXESER , HZH FLE MK

BIREIR , 588 CPU R ARMITELRE

1.

2
3
4.
5

TFFLTF https://console.aws.amazon.com/ec?/ B Amazon EC2 ##l& .
ESMBEEF , % Instances (E41).

EFE BRG] , REEFRRE, EERAMBEDERR, E2 CloudWatch&i.
XFEHREA , AR ZEHRE Amazon SNS B4,

NTFERRE , BEAUTRE :

- BASHEKE  ZAE

- EXFHBERE  CPURAER
- BZLE: 50

- EH : 1 Minute

RETERG , EERE,

SE|A1 . REIEZRHEFEIE CloudWatch iR 159


https://console.aws.amazon.com/systems-manager/managed-instances
https://console.aws.amazon.com/ec2/
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HIR 2 SIERERER

£ AWS FIS B HI A I BREREIR, EERT , BULUEEEETHLATERE  aws: ssm: s
AWSFIS-Run end-command/-CPU-stress,

B2 R B E R

1. 3TFF AWS FIS #£#l& , Mithttps://console.aws.amazon.com/fis/H o
2. ESMBEKRD , EEZRER,

3. EERSIEFREER,

4. NTFHSE1, BEERFAEE , BFRITUTERE

a. HEHEABMBFAD , W ABEREL,
b. &HE‘T—%" 6 REBEIR 2, EERENMER.
5. NWT#RME , BHRITUTERAE

a. EBRIMEE,
b. HWARERM. HM , WA runCpuStress,

c. XTFIEEZRR  &#F aws: ssm: s AWSFIS-Run end-command/-CPU-stress, HiR{ES B
@ Document ARN #5101 SSM X #4#9 ARN,

d. XTF Target, BFRE AWS FIS HIREIZH B 7.
e. NTHRESH , XHESH , WAUTARE :

{"DurationSeconds":"120"}

f.  TE“BE S BFEtE” F, IBE 5 248 (PT5M),
g. ﬁ#:%ﬁﬁo
6. XNTFE#H, BERITUTERE

a. AWS A FIS Z#L—FHEFHNECIERN BIFER “RE

b. FERMNBHEBERNEEHRMENEN, Sl , WA testInstance,
c. WIFHREBREN aws:ec2:instance,

d. XF “B#RAE" IDs , E&F “RF", AEEFNHRHH 1D,

e. NWFEREX 6 EEFELE,
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AWS #EE AR il
7. EBRT—FHALRI, BERSHRNR,

8. XNFRFFENER , EBREAINE IAM AR | RARRBEBIZBAHELRSZEHFHRCIZEN IAM
A, IRERNKAGE BERIIEEFEEGEVENEERR. BXEZEE |, 5 the section
called “SRR A",

9. BB ‘T—S" HALTH 4 BETIZRE,
10. NFELESZH  BREFELZBESR 1 PEIEM CloudWatch B1R.

1. ("t ) HTFHRE , RBEFFHRL  REEERSENREE, SRMNRFNA TREBE
R, MARNATEARERESITHISSR,

12. BB “T—H #HASRS5 , “EFEHCE,
13. BEEERHAEFZCNEZRER, HETREEIAR , BiAcreate , REIERVESRER,

( Tik ) EF JSON BRI KW

RS HIRTR, UTRBTREHSREFGIER JSON RHl.

"description": "Test CPU stress predefined SSM document",
"targets": {
"testInstance": {
"resourceType": "aws:ec2:instance",
"resourceArns": [
"arn:aws:ec2:region:123456789012:instance/instance_id"
1,
"selectionMode": "ALL"
}
.
"actions": {
"runCpuStress": {

"actionId": "aws:ssm:send-command",
"parameters": {
"documentArn": "arn:aws:ssm:region::document/AWSFIS-Run-CPU-Stress",

"documentParameters": "{\"DurationSeconds\":\"120\"}",
"duration": "PT5M"

.

"targets": {
"Instances": "testInstance"

}

}I
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"stopConditions": [
{
"source": "aws:cloudwatch:alarm",
"value": "arn:aws:cloudwatch:region:123456789012:alarm:awsec2-instance_id-
GreaterThanOrEqualToThreshold-CPUUtilization"
}

iF
"roleArn": "arn:aws:iam::123456789012:role/AllowFISSSMActions",

"tagS": {}

SBT3 FR>XE
5] BAf65 P B B 47 00 SRR AR T 1506
T4 R0

1. BRZATRINGZNSBRERNFAESERNE, BN , FEEXBER , REEEIERER
ID, IFFAEETE.

2. FIREFERXE.
( Nk ) BEAXKRRE |, HRBMFRL | R ARZRNIREE,

4. BHRBEFHIR, YRERTHATHEIAN , WA start, BFEREFHBXE,

S 4 BEINEHE
BAMBIREEETHRBHAE  BHRBER, FIEREK.
PR ER SRR 3t B

1. BRZUTRIFHOIENFAESTE. BN , FEEXRE , REEENN ID TFFHAEFEER
Mo

2. BEEEXERDS , FERAGRERPERBRS. BXEZER , BEHAZERS,

3. HXBWRENEFEEBTH , BET—F,

FE|E  WIEKBER

BRI AR ETHIA MR SR AR CPU R R, CPU RIARZXESENSMRER , XRBL2RE
I TELE.
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WIFRI LR

1. BEFLEFHET R, FELENZEAEERRTIERNIDEREN 0K, TLNKRRERE
H, MFEFANEEK , FEDAHEREPERERK

® awsec2-i-09bd623050839e91c-Gre. .. & i
Enlarge
100.00 Refresh
o _ . _ View in metrics [
50.00 CPUlization == 50 for 1 datapoints within 1 mi...
View in resource health [A
View logs [A
. View in alarms [
19:00 20000 21:00

2. HCPURNMARBYURER , FLEFAENFHIRERIGHLENRBRNSER , RIEHRRSE
EA ALARM, HARFEERTNXRERBERANEF L. WRERIRE , W2ERKXBERF
IESRHTFLERYE R

A awsec2-i-00bd623950839e01c-GreaterThanOreq. . §

100.00

50.00 CPUUtilization == 50 for 1 datapoints within 1 mi...

20:30 2045 21:00 21:15

3. HCPURARBREIRNEUTH , 2ERFONLEMNAEER , RINERRSEEZN 0K
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4. (Wi ) BNAGRKEFRREBERPESR, XFHI CloudWatch 2H &PV ERIFAES R
H , B EHPRAEXERNES FAEE IREEBEEFRIRE.

. ==
SRR 6 : B

MREFTHEENZRANERN EC2 MXKH , A7 SUFELMIER

£ 1E 3245

1. 3TFLTF https://console.aws.amazon.com/ec2/ B9 Amazon EC2 ###| &,
2. ESMBEHKD , %&#F Instances (3EHl).

3. EFEMAKG , REAERSZFHRSFL LKHI,

4. HRERTEWIAN , EFELILE,

MRETBREEXRENR , ATEUFEMER,

£ AWS FIS 24 & i BR SR R AR

1. 3TFF AWS FIS #£#l& , Mithttps://console.aws.amazon.com/fis/H o
ESMBERT , EEZRER,

2
3. ERXRENR , REMRGERREMMERSRER,
4. HERGEIRTEWIAN , A delete , ARFIEFRM BRI IER,

HIE | A AWS FIS iz =S54 A by

ENEXFEATRANZM EC2 RE , EREENMEL , IZZEIX 90% #9#T . B2 , Amazon
EC2 AR EMERENPMIENZENELH, EEAZNEXGN , BLTN TR ERPEE
RBFEE, BXREZEE , 36 Amazon EC2 A BB ZE N E K5I i,

BRI AE A AWS FEE ABRSS (AWS FIS) Skl &89 B 72 i frIb SR SEAN BUSK 5 AR i, SRR AR 3K
EOIBRSENR | ZEMREH AWS FIS aws:ec2:send-spot-instance-interruptions B4EFK
TSR — N FEAN B S,

gE& K EEALDEH EC2 2#HAB3XR , S RILD# EC2 AFEERME s ZENE KB 1.
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AWS S AR B HEE
TR

M AWS FIS R ENE KB al , B ETRAT EREM

1. 012 IAM B8

BE—NAGHMIN— K , £ AWS FIS BEB R K& TTaws:ec2:send-spot-instance-
interruptionsig#fE. BXEZER , HSH EAT AWS FIS XK IAM A€,

2. WIEX AWS FIS By R X PR

BREALAER AWS FIS, BXEZER | ES R AWS FIS KRB,

3. (Wi ) HIRENDRAER

MREAXREAFENEEH , FETERZENEEHI run-instances . BRIAEZENELHI4
WA R E L1k, SRGHUTITHIRENRN stop , MMATFRAIZE N persistent. BAHELRKEHT
FETITRIZRE N hibernate , XM EIBFKEREFo

aws ec2 run-instances \
--image-id ami-0ab193018FEXAMPLE \
--instance-type "t2.micro" \
--count 1 \
--subnet-id subnet-1234567890abcdef® \
--security-group-ids sg-111222333444aaab \
--instance-market-options file://spot-options. json \
--query Instances[*].Instanceld

LAR 2 spot-options.json X#HHI R,

{
"MarketType": "spot",
"SpotOptions": {
"SpotInstanceType": "persistent",
"InstancelnterruptionBehavior": "stop"
}
}

ROl EHH --query BIEL G TEEZNEEZH ID, TERREIHEH,
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AWS HEEABRS RAriEmE

"i-@abcdef1234567890"

4. ANIPRELE AWS FIS AT BRI B AR 2 L4

£ create-tags A MIFRE Name=interruptMe BJ$&H B ARz M B SL 41,

aws ec2 create-tags \
--resources i-Qabcdef1234567890 \
--tags Key=Name,Value=interruptMe

HIR A RERRER

£/ AWS FIS 24| 8 8 ZKRER. BUUERRFIEEESTHERE. LEFELPETEREERES
MENELH, MRBESNMERZAIRENZNEKG , AWS FIS KREHLFHIEF -1

IR R ER

1. $TF AWS FIS ##|& , Mithttps://console.aws.amazon.com/fis/ A o
2. ESMBERP , EFEZHER,

3. EFRVEIBER,

4. WNTHTER1, EEERFAGE , BHITUTERE .

a. NTHRMEN , W AR HERI B,
b. BEET—F K REREASR 2, EERENMBEIR,
5. XNTHRME , FHITUTRAE

a. EFERMEE,
b. HARERF. HlW , BWA interruptSpotInstance,
c. XFRMHERER  Fi%R aws: ec2:, send-spot-instance-interruptions
d. XTF Target, FRE AWS FIS HIRAIERH B 7.
e. T “BE S PMAFENRE F , BE 2 58 (PT2M),
f.  EERF.
6. XFBI, BHITUTERE:

a. NTAWSFISEL—SHBEZICNRBIEIR , EBREE,
b. FMRINBHERNEEHRENBEM. 0, A oneSpotInstance,
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c. WIFRRFREHEZEARN aws:ec2:spot-instance,

d XNFEHEZ, EBRREREFE., HEZHENSH.

e. NFREHRE , EBERNFHRE , RAREMANGSEIGREE, EAEHENEIHIRMBIRE
HATHHT | WAHKER LRFEFIR,

f. XNTFRBRBGESRME  EBEFMIHELESRME , ARHA State.Name ERNBEHEA

running fER{E,
g XTFEEEN , EFit#H. I TRERE , @A 1.
h. EERE

7. EET-SHASRI , BERSHENR,

8. XNFHRHFFENER , EBREAINE IAM AR | RARRBEBIZBAKELRSZEHFHRCIZEN IAM
A, IRAERKAGE BERIIEEFEEVENEEXRR. BXEZEE |, 5 the section
called “SRR A",

9. ERT-—IHALRA, BERRE.

10. (A& ) M FARE |, EERMFHFL | RAREERSENFSE, SHFMNRERNATRRE
R, MARNATEALEREITHISR,

1. B “T—F #ASRS , "BEREHCIE",

12. BERRFERCESRER, SRFEWIAN , iAcreate , ARERCEIRENR.

( Wik ) EE JSON KRB RIER

RS HIETR, UTRBT R EGSREFGIERN JSON RHAl,

{
"description": "Test Spot Instance interruptions",
"targets": {
"oneSpotInstance": {
"resourceType": "aws:ec2:spot-instance",
"resourceTags": {
"Name": "interruptMe"
I
"filters": [
{

"path": "State.Name",
"values": [
"running"

]
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1,
"selectionMode": "COUNT(1)"

.
"actions": {
"interruptSpotInstance": {

"actionId": "aws:ec2:send-spot-instance-interruptions",
"parameters": {
"durationBeforeInterruption": "PT2M"
I
"targets": {
"SpotInstances": "oneSpotInstance"
}
}
},
"stopConditions": [
{
"source": "none"
}
1,
"roleArn": "arn:aws:iam::123456789012:ro0le/AllowFISSpotInterruptionActions",
"tags": {
"Name": "my-template"
}

SR 2 FTRRE
257 B A B 7 O SR AR T SR 3R 18
FFhsE30

1. BRZUTRIRGZEAERERVFAGTERNT,. SN , FEFZRER , AEERZRER
D, T EMAEERE,

2. BIEBRFHRER.
(A% ) ERXRAMGE , BERERNFHRE , AW ANSRBIREE,

4., FEBEFHIER, HRSEREHEIAR WA start , RABERBRFHER,

H 3 RERKXKHE

A RIRIEESTHREHRE , BEEIXBEK, FLEHKM.
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1. BRZVTRIFRAZRNFAEETE,. BN , FEESE K RABERESIRER D, ITHEFHAFE
TiH,

2. EEFXERS , BEFAGEERTLEERS. AXRESER , BERAXERS,
3. HXBWRBNEREEBTH , BET—F,

FR]4 WIEKBPER

}

KRRETHE , FHIAUTER

« BRENMEXHSWE—FRKGEHFEHEL,
« ENELHIPHELIE Amazon EC2 & IE S E IHBHSKBIRTFR 2 8 & o
2L LS F IR EKA,
* # AWS FIS FIENENEKFFRFFEILRS | EREEHBHEKHM.

KIEKBRECEPUKA

1. ITFLSE EC2 &4 , Mk A https://console.aws.amazon.com/ec2/o

2. MNEMBEHKSP , FHMAX KEIETFRE O F T Spot Requests ( EMEELHIER ) M
Instances ( 3£ )

3. XTF Spot Requests ( EMEELHIER ) , EBEZZEMEXHFER, NERSH fulfilled, K
BEREHRESTMNT -

- terminate : RIZE N instance-terminated-by-experiment,

« stop: IRB%EZEN marked-for-stop-by-experiment , REZE AN instance-
stopped-by-experiment,

4. FTFRH, EFZNELE, DEIREN Running, ERRBIZNEKLGIPIBEHNER D , K
BEBRBEPEITAREULTEA

- stop: IRBEERN Stopping , REE N Stopped,
« terminate : MRALZE N Shutting-down , REZERN Terminated,
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/rebalance-recommendations.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/spot-interruptions.html#spot-instance-termination-notices
https://console.aws.amazon.com/ec2/

AWS HEEABRS RAriEmE

F5% 5

MRETBFREEY stop PMITHRNZRIBAZNMEN LA , WA ABUEZN B K AFIERFHL1E
MBI,

EERUHE R H L IERHI | E6EH AWS CLI

1. fEMcancel-spot-instance-requestsip S BUH Z M B L FE R o

aws ec2 cancel-spot-instance-requests --spot-instance-request-ids sir-ksie869j

2. J=4T terminate-instances W% , & 15261,

aws ec2 terminate-instances --instance-ids i-0Oabcdef1234567890

MREFBREXBENR , ATLURFEMER,
£/ AWS FIS 2| & B BRI E R

1. 3TFF AWS FIS #£#l& , Milthttps://console.aws.amazon.com/fis/H o
2. HESMERP , EETHER,

3. EREIRER , ARKIOEFBREMBPIERZEER.

4., HRERTEWEIAN , #A delete , REEFRHBRELRER,

HiE  RAERSH

&R LAER AWS HFEIE ABRSS (AWS FIS) RIEELL ZiEZESH. AWS FIS BEUTHX 2 —HLER
BIEBRELIERESH

- all : ELFBEERT FRNRE. HFEE, L AWTFHARE , SFRETETFRAMEEAN
ﬁ%o

« availability-zone : EEFRTHMATAXFME VPC ARE,
« dynamodb : L AR T HFXEHH DynamoDB XiFim /KR E.

« prefix-list : EEFRTIEENRIIZRNRE,

« s3: ELFRTHAXEF Amazon S3 Xifiim [REVRE .
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https://docs.aws.amazon.com/cli/latest/reference/ec2/cancel-spot-instance-requests.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/terminate-instances.html
https://console.aws.amazon.com/fis/
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+ s3express— (B4t H B AR F WA A X & Amazon S3 Express One XiZif XL in T SR E.
B R F AP T S3 Express One KX eI A] A AZs Bt 5. BXEZER , S S3 Express
One X AT AXHMXEH. o

« vpc : ELFIRTF VPC HiRE,

FEAARHELEXRENR , ZEREH AWS FIS aws :network:disrupt-connectivity B4
B FMH 5| A5 Amazon S3 BEZ M,

ES ]

ofF

REM

S, 1 : Bl AWS FIS X 4R

HB 2 : X} Amazon S3 i SIIT Ping R1E
- B35 . FHRIRW AWS FIS £

s B 45 BIEEBAWS B FIS SER#EHE

« S5 : BWiF Amazon S3 MU

« |5 FKR

FRF M

EFRAHECY , BREEEENACDIBEMEMNNE AWS IKkF | HEE - Amazon EC2 3
Bl -

ERPRENRBAE AWS K

BIE—NBEHMIM— K | AWS FIS BB R KREH Taws :network :disrupt-
connectivity#,

IAM AEBEELITRE :

- AWSFaultinjectionSimulatorNetworkAccess— & F AWS FIS fR$1E Amazon EC2 Bx MR H % F
RS HHINR , INITEMESERM R AWS B FIS 84E,

(® Note
AEEEL  AHEER AWS RE R, THEEVENERTRGIFMENREESNR,
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/s3-express-Endpoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/s3-express-Endpoints.html
https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/service-role/AWSFaultInjectionSimulatorNetworkAccess

AWS HEEABRS RAriEmE

BXRUMMAIGIE IAM AENEZELS , ESE I AM BFRERTHA AWS T FIS R/ IAM &
& (AWS CLI) S8l IAM At (#3EHA ).

Amazon EC2 iz 52451

B3 HiERE Amazon EC2 i34, REBUTHE , B HiEE Amazon EC2 £l : {Amazon EC2
AFPEE) PR . FREH Amazon EC2 Linux £,

FER 1. 8l AWS FIS KR E 4R

£/ AWS FI AWS EEZH A S tIENKBER. AWSFIS #EikmaiE. BiR. FLEG4NIRAER
AR, BXRERIERENESFLR , B2 HEAT AWS FIS BYEKER,

HITIR 28l , BREREMITFUATES

- EFELENRH IAM B,
« —/ Amazon EC2 =4,
« Amazon EC2 =4Iy FM™ ID,

2B RR

1. 3TF AWS FIS ##|& , Mithttps://console.aws.amazon.com/fis/ A o
2. EEMSMEERSD , EFZRER

3. ERVEIEER,

4. XWFLH1, BEERFAGE , BRITUTRE

a. HERERMBFD , @ ABERHER |, flZAmazon S3 Network Disrupt
Connectivity,

b. BRET—F , REREASR 2, EERENER,
5. HEET , &EFMRE,

a. XNTFHEF, WA disruptConnectivity,

b. XFRMEXRR | i%F aws:network:disrupt-connectivity,
ERESHT |, FEFENERENRN 2 minutes,

d. EEET , &&H s3

e. EFRMEBHIRE,

o
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https://docs.aws.amazon.com/fis/latest/userguide/getting-started-iam-service-role
https://docs.aws.amazon.com/fis/latest/userguide/getting-started-iam-service-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EC2_GetStarted
https://docs.aws.amazon.com/fis/latest/userguide/experiment-templates
https://console.aws.amazon.com/fis/
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6.

10.

11.

12.
13.

EBHT , BB EAFENBIR. EERE.

a. WIFREXRBEREN aws:ec2:subnet,

b. EEHRAET , &BERIR IDs , RAFEFEELRZHESRPEIE Amazon EC2 SEFlatEH
N F M,

c. RWIEEFEXN2HE,

d. EERE.

ERET—SHALTR 3, BERSHRINR,

ERFZHENRT |, ERERBABEBELRZERAVEN IAM A6, IRETEAE  EFR
WHEREEVLENEEXRR. BXEZELR | ESH the section called “SRER A7,

EET—SHADR 4, BERIRE,

(i ) £ “BLlb” KRBT , BT LLUEERE — CloudWatch®3Rk , UEEZ4GHIEILESER, A%
BEZER |, 555 AWS FIS E1E%&4,

(AR ) £ “BFE T, B LLUEER — Amazon S3 F# @ , & B EXEZ CloudWatch 31T
X,

BERE TS HALRS , "BEREHCE
EEERTEROEIRER, SRREWIAN , fiAcreate , RFEFE G ENRER,

H 2 . ¥t Amazon S3 i R H1T Ping #4E

U ERY Amazon EC2 S4l8EE 1718 Amazon S3 ¥ .

1.

3.

EEDBERRFZGSRB GIEA Amazon EC2 £4l,

EHEMEXEE , 556 (Amazon EC2 A iER) HPRIBEE LR EEERE,

BERLHEG AWS XiF FIENE. BAIFE Amazon EC2 #EI AR RBEIETUA TS TK
LR AE,

hostname

Flan |, HIBIE us-west-2 F3h Amazon EC2 324l , AT EUTH .

[ec2-user@ip-172.16.0.0 ~]1$ hostname
ip-172.16.0.0.us-west-2.compute.internal

Ping #2# Amazon S3 LixT R AWS Xigl, F AWS ## BN EH X,

S, 2 . X Amazon S3 i ST Ping 21E 173


https://docs.aws.amazon.com/fis/latest/userguide/fis-tutorial-disrupt-connectivity.html#disrupt-connectivity-prerequisites
https://docs.aws.amazon.com/fis/latest/userguide/fis-tutorial-disrupt-connectivity.html#disrupt-connectivity-prerequisites
https://docs.aws.amazon.com/fis/latest/userguide/stop-conditions
https://docs.aws.amazon.com/fis/latest/userguide/fis-tutorial-disrupt-connectivity.html#disrupt-connectivity-prerequisites
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/TroubleshootingInstancesConnecting
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ping -c 1 s3.AWS ##.amazonaws.com

BorEMHERPEIEITEN 0% W Ping B4E , LT REIFTR.

PING s3.us-west-2.amazonaws.com (x.x.x.x) 56(84) bytes of data.
64 bytes from s3-us-west-2.amazonaws.com (x.x.x.x: icmp_seq=1 ttl=249 time=1.30 ms

--- s3.us-west-2.amazonaws.com ping statistics ---
1 packets transmitted, 1 received, 0% packet loss, time Oms
rtt min/avg/max/mdev = 1.306/1.306/1.306/0.000 ms

58 3 & : FFERIRAY AWS FIS 3

152 A NI W1 €1 22 39 SRR R ARTT 3R 3K 3

1. 3TFF AWS FIS #£4lA , Mithttps://console.aws.amazon.com/fis/H o
EEMSMERS , EENBER.

R AEMERENR ID , T FAEERNE.

- prite g N

(A& ) EFIAE P KB IRE,

EWARES , EEFRER,

o o K~ W D

£ 45 BRE AWS B FIS KK E
EANRBREESTORBHAE  BHRBER, FLREMK.

1. BRZNTRIFEHXENFEAEENE. BN , HEEXE , RREEXR D, FTFHFRE
BERHE,

2 BEEXWAS , SEAELERPLERS, EXESEL  AEHIBRE.
3. MRWRSHEMETH , BET—5.
H 5 WiE Amazon S3 M4

BT LAY Amazon S3 i = {T Ping ##1E , LRSS B E,
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https://console.aws.amazon.com/fis/
https://docs.aws.amazon.com/fis/latest/userguide/experiments.html#experiment-states

AWS HEEABRS

RAriEmE

A LABS Amazon EC2 3241, X AWS XEH Y Amazon S3 i &RI1T Ping #81E., 1§ AWS ##

BN B X,

ping -c 1 s3.AWS ##.amazonaws.com

BLERHERPEINETERN 100% BIRM Ping 84 , LT RBIFTR.

ping -c 1 s3.us-west-2.amazonaws.com
PING s3.us-west-2.amazonaws.com (x.x.x.x) 56(84) bytes of data.

--- s3.us-west-2.amazonaws.com ping statistics ---
1 packets transmitted, @ received, 100% packet loss, time Oms

. =E=
5531%5 . /BPR

MRLTFBFEARNUKEIEHN Amazon EC2 SKHIEE AWS FIS ik , AT SURFEMIER.

fHIBX Amazon EC2 =4

1.

2
3.
4

ITFALF https://console.aws.amazon.com/ec2/ B Amazon EC2 #2#1&,
ESMBEES |, & Instances (3EHl),

EENIHKG |, REHIRIEREZBNRASFNL 1E3R6,

URERREHEIN | ERLKIE,

£/ AWS FIS 2| & M BR SRR E R

> w0 D

$TFF AWS FIS #8#]& , Mithttps://console.aws.amazon.com/fis/H o
ESMERP | EETHER,

EFERBER , REROEFRERBPIBRSZEERR.
LRERREBEINN , A delete , REEZRMIBRZIAEMR,
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https://console.aws.amazon.com/ec2/
https://console.aws.amazon.com/fis/

AWS HFEE A RS FF i
i | RHFEHRE

EB) AWS BT A RS (AWS FIS) , BE AT AWS TSRS MITHE X AR, XEXKIZ/TERE
RE , HH e EERBEBHRLETH — MR ZTURE, HIRE R #EHR Amazon EventBridge , Rl
DR ZHN —AMESREEES.

FERAAHECESNE 5 2841217 — AWS FIS SR ERA EventBridge itXlo

x5

. EREMH

- SR 1 BIE IAM B EMEKRK

- IR 2 : 812 Amazon EventBridge RE 25
- S| 3 BIFER

.I.]:
- SR4:BR

\

\|

FRZM

EFBRAHEZE , XA —PNERITVIZEIT AWS B FIS SR iER, MMREATANSSRENR | i
B TR ID fl AWS X8, BN , LA LUIE the section called “Ji 3L 61{= 1 M B 307 #9115 B 0 22 48
], REREARZHIE,

FEA1: S IAM B BT KR

I 1AM £ e K

1. M https://console.aws.amazon.com/iam/ ITF IAM 2 H|& .
2. EEMMNSHMERT , EFAC  RAEEFUNEAE,

3. “EF BENEERE , AERALUTHFEIATF S Amazon EventBridge cheduler X &R & BE1%
A,

JSON

"Version":"2012-10-17",
"Statement": [
{

ZHEHXR 176


https://console.aws.amazon.com/iam/
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"Effect": "Allow",
"Principal": {
"Service": "scheduler.amazonaws.com"

3,

"Action": "sts:AssumeRole"

iij:%—lt_ﬁo
4. FERMRT , EHFCIERE,

5 &% JSON BX , AEBALUTERE, FiZyour-experiment-template-idEERN “FER
S SBRPBAELR 1D,

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": "fis:StartExperiment",
"Resource": [
"arn:aws:fis:*:*:experiment-template/your-experiment-
template-id",
"arn:aws:fis:*:*:experiment/*"

1

BRI LR AERFRIANUESITEERERZE AWS B FIS SRR, Hlm , AT REER FFr
B AWS FIS 2K StartExperiment R , EFRAERFRHN REETHTERSINWERE
#o Purpose=Schedule

JSON
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"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "fis:StartExperiment",
"Resource": "arn:aws:fis:*:*:experiment/*"
},
{
"Effect": "Allow",
"Action": "fis:StartExperiment",
"Resource": "arn:aws:fis:*:*:experiment-template/*",
"Condition": {
"StringEquals": {
"aws :ResourceTag/Puxpose": "Schedule"
}
}
}

EET—F 7%,

BET—%  §&%,

EEERBET , @B %XM FIS_RecurringExperiment , REIERBCIEERE,

ERINRT , AEWAGRRI FIS_RecurringExperiment $ZElE  REXRET—F,
EaB., REHMNET , %8 A® FIS_RecurringExperiment_role , AREEHEAE,

© © N ©

0% 2 : 82 Amazon EventBridge 8 E 25

#]2 Amazon EventBridge B2 & HE8S

1. #TFF Amazon EventBridge &l & , M4k J9https://console.aws.amazon.com/events/o
2. EEMNSMERS , EFITL,

3. WIAEEZH AWS FIS SEKER AWS X1 tH[E,.

4. EFHEITX , AREEUTREA :

« BEitXIBHT , A FIS_recurring_experiment_tutorialo
s FUXERXT | EBEHITRI,

$I% 2 : 8l Amazon EventBridge AE 25 178


https://console.aws.amazon.com/events/

AWS HBEE A RS AP s
o EURIRET , EEETERNITL,
« ¥ Rate RIAXT , & 5 54,
- ERFENBEEODT , EFXMA,
(A& ) ERESEET |, ERENNEX,
- BET-F,
5. HEEEBRHF T, &E ‘2 APIs , REEE AWS FIS,
6. 1E#F AWSFIS , R/F51%EEF StartExperiment,

7. TEWAT , AT JSON XM ERARK. FMiZyour-experiment-template-idEE#R
NER R ID, ClientToken RAEBRNM —HRIRF, EAHEDR , RIIEAKIE Amazon
EventBridge AES AN L TXXBF. EXEZEE , 52 Amazon EventBridge A F 15
BRI E T SUE M,

"ClientToken": "<aws.scheduler.execution-id>",
"ExperimentTemplateld": "your-experiment-template-id"

‘EET-—F,
8. (Hit)H‘ERET , REEHRKMK. JEERAS (DLQ) MMERE. £t AU REMIAE,
9. ENRT , &FEEHRANEAER , AFEE FIS_RecurringExperiment_role,
10. EET—F,
M. EEFHCEUXT  EFRESINFARGE , RAEEFRCEITR,

HR 3 WIEKR
K&K AWS FIS SRR BB RITRIBT

1. $TF AWS FIS ##|& , Mithttps://console.aws.amazon.com/fis/ A o
2. EEMSMBERS , EEXK,
3. HEITNES#E , BB EEESITHER,

S 3 WiIFRE 179


https://docs.aws.amazon.com/scheduler/latest/UserGuide/managing-schedule-context-attributes.html
https://console.aws.amazon.com/fis/

AWS HEEABRS RAriEmE

. ==
S’ 4 : B

8 # Amazon EventBridge Hf2ZHE

1. $TF Amazon EventBridge ##|& , ik 9 https://console.aws.amazon.com/events/o
2. EEMSMBERS , EFITL,.
3. EEFUENAES , AREREA.
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https://console.aws.amazon.com/events/

AWS HEEABRS RAriEmE

F£FH% AWS FIS =

XEZEENTEFTATUNENARFEENSHIEZNF , METHRAEFNITER RS H. AWS
PIRARAXEG S THNERLNNARFRENSRETE L BIRNEERE (NEFELETEST
RASH 30% KA ) , FAREHBDEEFNNEETF,

XEGSRMNRBFNENGRERMYE , HET AWS FIS XRERZET. EFEAGRETIR  £FE
MEFEEGR K RAREESTEAFFACGEACENSE , BENMESRENZRERRTFEK
P,

2

F

ot
i
N
|

s
k|
N
i

4o
EE
N
o

N
i
W
af

=

i
X

i—1
=
FREHAREEYS -

1. $TFF AWS FIS #%|& , Mtk Ahttps://console.aws.amazon.com/fis/o
2. TSMBERY , EERGRE,
. EEERAXRBENENER , BB S FH U F k2 EiR.

s BULAENHESNFED ERWERENFHREENZSNEERR, BiE T LUK T RZHH
HMERE K HPEEMEERARNBEUR N AR EE 7S 64EHN R RATE XN ERRE,
BE , B EEEXGEANNBENESZEE  AEEFEARINRERNEITER T RITRHER
B4EntE,

« SETLAE T ERARRY 20 EARAY A B TR AR U B A 47 R B B2 AV SR AR AR B 0 EFEARAS o

« BALVER AR 2 ERFERE AT FHRIMAKEZROEMAGA, Hhagas
BRIMABEZRZTHFENFRER. LB THEBPLEEFRTUMEANFESAS  ARHETUNKE
HEENTRNYE (NRER ) . &E , BRREBEXUNATT BRERNIRERNEL
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https://console.aws.amazon.com/fis/

AWS #EEE A BRS RAriEmE
EM7=

EREFEERZR

1. 3TFF AWS FIS ##1& , ik R https://console.aws.amazon.com/fis/o
2. EEMERY , ERGRE,

. EEERXREFENER | BERGREFHUITHHF2ER

4. EEAYR , FRBRGRFARRERZROIEER.

5. EO|EXKRERAESP , EERMERINIE,

a. REFRATBREBEESNMEFRENRZARENS Y, —BEXNZIRHATENER (SHEEL
HESWRBHTER ) , LIRS HRER. EFALINE , FERREAZSHEA. EES
PRESH , ARERREFRE.

b. RESNRERTRRIDIERBIISH , FESHRLESIHENBERFHF LREE R, EEE
KRR NREBIRE , FIREAER , RAEEEFH ELHNRTFRY,

c. TEERBEAIRSHRANTAGR. EALNEHAINEAR  AXRERFTEAR,

d. BMEBUOESIEFEIMAE AWS CloudWatch BIRRKEN — NS T®RNELESZHE, THAEX
AWS FIS WEIEZH MEZEE., MREEREEER , N A LR ER Amazon CloudWatch
Alarms RHV AR ITIRGE , HEEHZRER,

e. RAMNEWNL S # CloudWatch A=, Amazon S3 FEEBE A TERK AR, THEX AWS
FISHERHE WEZFEE., MREHAEESENETR , WU EBEEMEZRER,

6. HEIEXRERTD , EFREXRER,

7. 7 AWS FIS #2H| a1 “SSRENR WEP |, &F FHXK . THAEX EE AWS FIS KKER /Y
EZER.

SHIZR

GRGERERTREHE, HRELTIRER , EXHATZLAE , E#%S A AWS FIS, 1R
BRF AN EHCREF , MAIMERLTRME Rz — !
1. BRPNEAZ S ROUBZERN AWS FIS LR ERHA S HZER

2. BREE= NSWIHPNIR , EFHRNBETFHNZIANBHRE , ARFHRMRINS
#, e BERKBEER.
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https://console.aws.amazon.com/fis/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html

AWS #EEE A BRS RriEmE
BMRSE
REGHFREERTREMTE | b5 REEN ERKEANTERENS N AT &5 RFBHR

X, BAUERAXERE LHNHRERRICHR , A AEALAENSHREBEEARIREECSHRE (B
FERTR ) -

ASEHRT AWSFIS ZREFNENG R, EHAIUER AWS FIS #2555 H X FNT =,

BXEZELR , BH5R FH% AWS FIS £,

AWS FIS X# LT Amazon EC2 78, XEFRERAFEKREE B#rskfl. LAUFERABSHRE ,
A AERAZETEENRINGE, Hb -S4 H SSM X,

« EC2EN : RHIHME : FLE—MHRBA EC2 K4, REHIME~ LRI,
EVHF XA EERERENRG, FlZRd  DIEFFEILESTREG , FERFREMBER
NEFEA , BIAN 5 58,

- EC2ED : #E  RRUARRAREMX EC2 MARFHIIE,
ElZRS  TDEFEMSE XEPTRREREN EC2 X6l FiltZRP , BANBE TR

RS RINE B AR EC2 RAFAMRBSNHEN AR  STHEEHRFERSEIEIRIAN 5 2
o

-« EC2 EH : CPU : % CPU Xt EC2 R AR R &,

fEitZEHR , IDREEMYFIXEPTERIERSH EC2 =6, Eltizs "“JL;LQESLEE
ERErt AN B Fr EC2 RHEABKBESH CPU EH , W CPU E LR 1’EE’JHT|ﬂi’:JEJuMJ 5 %
o,

« EC2ED : RI7F : RERAEFFRAREMX EC2 MARFHFIE,
EZRS  LDEFEMSE XEPTRREREN EC2 X6l FiltZRP , BANBE TR

ERErS RN G B AR EC2 RAFABRBESNRTES , BIAFENRFESEEIRIAN 5 2
o

- EC2 £ : MR : IREMBFUERE NN EC2 N ARFHIIE,
EZRS  TDEFEMSE XEPTRREREN EC2 X6l FiltZRP , BANBE TR

EFERaS RN G B AR EC2 RAFAMRBESNMKIR | TN ZERRFEAIRS EIEIRIAN 5 2
o

wESE 183


https://docs.aws.amazon.com/whitepapers/latest/tagging-best-practices/what-are-tags.html
https://docs.aws.amazon.com/whitepapers/latest/tagging-best-practices/what-are-tags.html
https://docs.aws.amazon.com//fis/latest/userguide/actions-ssm-agent.html

AWS HESE A RS e
AWS FIS #FLLT Amazon EKS 8, XLFE A Kubernetes N ARRFFRICKBEE SR EKS B

224 (Pod ) . ZBAILAEABCHMRE , B UERZEFIENBRINMFIE. BXFEKS EFISEE
FRANEZEER , S FEKS Pod 21,

-« EKS EH : MIBREZIA (pod ) : WIBR—PRZNAERA (pod ) , HE EKS BREBMEFENT
I,

EitZEF  ITENEMETIXBFENABRFREXRBKNERAEEE (pod) . FLtHSEH | T
OHNAILFTETENEEEAE (pod ) . Kubernetes Bl BIF 2 4IA 254 (pod ) WEFHGIETE,

« EKS [Eh : CPU : #3% CPU #i1xX EKS M ARFHN I,
EitpEF TN EMNETIXBFESENABRFREXRBENBERAREE (pod) . FLZEH | &

AL B E N R e E R @ B4R EKS B854 (pod ) SEAMNKHMER CPU EH , 83 CPU E
HIRENRTEIEERINS 5 28,

« EKS ED : W& : RRWUBAN ARG I EKS NARFHF M,
EZED  TDNEMVYTXEPENAERFRERENBEIRAERE (pod) ., EitigEs | &

AL B ENERERERE ARG B AR EKS B854 (pod ) IAMKBEENHEAE D , BH CPUESD
BRIER BRI ERIARN 5 24,

- EKSED : AEF : RRANENAXREINN EKS NAREFHF I,
rEZED  TDNEMVYTXEPENAERFRERENBEIRERE (pod) ., EltigEs | &

BB SR A SR P ) B 47 EKS B4 ( pod ) EAMKHENNEED | SANEED
BRI R BRI N 5 D4,

« EKS [EH : WEEER ; IREMFZIER I EKS MARFHNEM,
HEZED  TDHNEVYTXEPENAERFRERENBIREERE (pod) ., EltigEs | &

A B ENERERFLERE AE B4R EKS B854 ( pod ) SEAMRBEMMEIER , SHMNEILER
BRAER B E RN T 5 D8,

AWS FIS XEHUTE AKX, ZTARNSXBNARFIR. XEFIUSHRRER N B,
« AZ Availability: Power Interruption : EFARAKX ( AZ ) B hZEPMNTEER. THEX AZ
Availability: Power Interruption B E Z{E &,

« AZ: Application Slowdown-ZEE NI AKX (AZ) AR EIRZEENER , UBEBNARFNREE, T
@5 AZ: Application Slowdown N E Z{E 8.,

wEsE 184



AWS HRESE A RS s
« Cross-AZ: Traffic Slowdown-; ¥ ABIEBEXRUAFKFBIETAX 2 BARE (AZs). THEX
Cross-AZ: Traffic Slowdown NE Z{E &,

« Cross-Region: Connectivity : FAIEMNERXBE BEHRXEHNAREFMNERE , HEEEXEKIE
S4l, THAERMER Cross-Region: Connectivity E ZE B

AWS FIS X#f Amazon EBS B TR, XEGREAREREMS, EUUERABCSHIRE |,
AERZRPIENRINRE, BRBLTUTE-—INTARR, BXESEE , HSH Amazon
EBS AV,

- EBS: Sustained Latency— RZRFHLLIE /0 B3 N AR M,

EXMERT , BAVSEAEL R AXPH IS ERENSE. WHRE 15 DHNERENERR
&, EBH 50% ZHIA 100% BB ARESIEA 500 EMHRFEILR, EXMBERT , BUNEE
SOEAREERETE, 3 /0 AR B S L MBREN LT E,

- EBS: Increasing Latency— #R3& /O iR 38 h0xs Bi A 72 7 B9 8200

EXMERT , RITHEELSTITRAXFHINESEERENSE, XPERSE 15 2HAERAEANER
BEXEHRIT 10% KIZER 25% WEAREZIA 50 2R, 200 ZEF., 700 E®. 1 M 15 B
HER, EXMERT , BUASNMNEEREBETIAWERE, /0 FANE D AR EZLER
&) o

- EBS: Intermittent Latency— #RZR BB 1/0 HERIEEX N AT,
EXMERT , RITSEELTTARPHRNBEERSNE, WZSER=NEREE , E8W
0.1% KIEREAMEA /0 RELEA=ZNEHRMERE , 2537 30 ¥, 10 HFM 20 ¥ , BNEEZH

HIXEERER 15 28, EXBERT , BOUUNSNMNEREEBEEANIERE, /OEANE
7 LE R ERF LR 8],

- EBS: Decreasing Latency— #RZR R A IE 1/0 3BXI B AR B &0,
FEXMERLT , RITSEELTTAXPHRNBSENRSNE, KFRE 15 2HNFEATNERR

B, REH 10% EERMBARMEIA 208, 58, 900 EF. 300 EMM 40 EWWIER, X
BRT , BAUABANERBREBESEANIERE, /0 EAME D LR /ERFLntE,

AZ Availability: Power Interruption

BRI LAE A AZ Availability: Power Interruption 3 =KiFA AKX ( AZ ) BH5EL P U TIEEER,

AZ Availability: Power Interruption 185


https://docs.aws.amazon.com/ebs/latest/userguide/ebs-fis.html
https://docs.aws.amazon.com/ebs/latest/userguide/ebs-fis.html

AWS HEEABRS RAriEmE

AEItGERERSTARNARFEENTAXBLZLPHBEEBEMBZET. Ea8EXiEiT
# ( Amazon EC2. EKS M ECS ) £%. TAREZEFT BitE. FREZEL,. RDS HERE,
HFEH% . ElastiCache X S3 Express One Zone B FZ &ML RIZ IR EBS BELMHR ., BRIAE
T, REKE B RN REFEE .

BRI

UTRERES , SFERNTARE TPV TFSTEER, “THAXTAYE : B0PERE%
ELNTAXB PRI ZBKENRS. RABRT , ZERLSITALDFUER 30 5
o, REHEZEAREHRE TR HIAVAER 30 2 &

Stop-Instances

EURAXBE LR, SEMTAXSPH EC2 RHFxA, MEHBE , ZFHANER. AZ
Availability: Power Interruption €23& aws:ec2:stop-instances , B T 1£ b T iF Lt E =& 1L 2§20 0] A
XPHMESXES, ZFENENE , XEXFNEHS3N. F1LH Amazon EKS EEH EC2 k6l
Sk EKS B84 ( Pod ) #iMBR, f£1EH Amazon ECS B EC2 k|45 Bk ECS K=
1k,

IR ENESZSZMAAXPIZEITH EC2 KBI7 BiR. BMIAMERT , EMREER
AzImpairmentPower, fE StopInstances KIS B ¥R, B LURFHARERINBISEZBFIF | tBA]
DEXBERT A B SHRSHERRIAMRE. RABRT , IREKFBERHIG , MBI A,

Stop-ASG-Instances

HEUAXELHEHE  SERUTAXFHEIT FAEEY EC2 RHFxM, MEMRBSE , ZFF
EJZ. AZ Availability: Power Interruption ‘@& aws:ec2:stop-instances , i F1E R HTIFLE A 8] A= 1L
EuAXRFNMERS , SEHEST BEENES, ZFERANE , XEXFINEFB.

WREUESEMUAXPIZEITH EC2 E6178 Bir. BINBRT , BUHRZEER
AzImpairmentPower, {7 IceAsqg WSEBIA BFr, EAISAFHARERMESEFIF |, L] AERE
EiRFAECSHWRSERRIAGE, RIAMERT , URBETHNEROEAS , Bk g E,

LEXRHIE

EARAXBENPEHE N ZATAXPREREN EC2 APl BANAMK. %32 , L THRE APIs
ZEEMM : ec2:StartInstancesec2:CreateFleet, Mec2:RunInstances, AZ Availability:
Power Interruption includes@3& aws: ec2: api-insufficient-instance-capacity-error , LABF 1L % S #Y

o A X AP EE RS A,

AZ Availability: Power Interruption 186


https://docs.aws.amazon.com/fis/latest/userguide/fis-actions-reference.html#stop-instances
https://docs.aws.amazon.com/fis/latest/userguide/fis-actions-reference.html#stop-instances
https://docs.aws.amazon.com/fis/latest/userguide/fis-actions-reference.html#api-ice

AWS HEEABRS RAriEmE

HREHERTRMEXFINEIR IAM A6, XEABXTET ARN #HITHE. RIABERT , BREFR
FEME IAM Af |, MBS HRAE.

H1E ASG ¥ 48

EAAXEHPEEE , Ba BRFAERANRETAXFERNBEMIHITH EC2 API B
FEM. 1552 , LTHA APIs FFZE|$M : ec2:StartInstancesec2:CreateFleet,
Fec2:RunInstances, AZ Availability: Power Interruption’@#E aws: ec2: asg-insufficient-instance-
capacity-error , MABSIEEZFE MM AT AXPEEH =, XELELE Amazon EKS Ml Amazon ECS
EZEEN T AXPHTT %,

WIRELL BT BAN B, BRINBERT , EUAFRZER N AzImpairmentPower, {ER IceAsg W H
B BANBIR. EALUFHAREFMEIES T BAD |, AT UESRERF B SRS ERBRIAER
L, RABRT , MIRRTEERN BT A , MBI g,

HIEMKIERE

EUAXBHHEEE , TAXPWERFEATH. REXMERN , L AWS RESATEFE/LD4H
FHEEH DNS , URMZE M AXPNIABERSIFT AT A, ZLHE , DNS EHARELIREI T LA
B IP #tiit, AZ Availability: Power Interruption ‘@3E aws:network:disrupt-connectivity , Fi FFE1EZ &
M A XA FRNFTEMSEZEHIFE 2 98, XFRFARSHNARFENH DNS B#. 2 9
MEERZEE , AUBEETAXMATTRANER TREXEARS DNS,

WIRELLFR A B IR, BINERT , EURER N AzImpairmentPower, BN DisruptSubnet B9
EBNBIR. BULUFHARSRMNBEIFMG | Al IESKRERT B B SRS EHRBRIAMRE, BIAE
T, MRERFBERFM , MBSt igE,

HEH % RDS

EAXBE LR, SEMTAXPH RDS T aUExH, TEETAXPHENTAHKX RDS 17
AEL£FTA, XTZTAKER , EASTATHEEBIRZEZNNITAKX , Z¥MAAXAF
WIEZEETANTTH. NTZUAXERE  MRBEARNVTZEWNATAXS , MAZ Availability:
Power Interruption'@3& aws: rds: failover-db-cluster S\t T ER

WIRELL RDS &8N BHR. BMIABERT , BUMMEEE N AzImpairmentPower, {8 DisruptRds
MERENBR. SALUFLAERMEIEREF , A UEXRERT A EBSHRZFRBMIARE, HiA
BRT , MREFHNERNOES , MBI iR,

AZ Availability: Power Interruption 187


https://docs.aws.amazon.com/fis/latest/userguide/fis-actions-reference.html#asg-ice
https://docs.aws.amazon.com/fis/latest/userguide/fis-actions-reference.html#asg-ice
https://docs.aws.amazon.com/fis/latest/userguide/fis-actions-reference.html#network-actions-reference
https://docs.aws.amazon.com/fis/latest/userguide/fis-actions-reference.html#failover-db-cluster

AWS HEEABRS RAriEmE

%7 {2 ElastiCache & %4

FEAXBRPEEE , THAXPH ElastiCache WRA M, AZ Availability: Power Interruption’a
#& aws: elasticache: replicationgroup-interrupt-az-power , A F & 1L Z &) A XF# ElastiCache 1
Ro EHHHE , FoESEMNTARFEEHES , HEEFENBTEFREFERD RS,

LtIRIELL ElastiCache EFIA N B4R, BRINBERT , EAEFARNBEIR , EHRZ
ZAzImpairmentPower}y , ENElasticacheImpact., ZAJLUFIARERMBIE A S | thaJ Ll
FRIANGZERNZRERPEESHRZ, BRIAMBERT , MRRKIBERNEHA , MBI L
B, EEE , RETRNTEEWIAXNESA T 2BARERE R,

Bz ARC XiE B3t

EUAXBERPMABRESHE , ERIRN 25 2 BERPEEE |, IREHRFaws:arc:start-
zonal-autoshifto BB RRENEENTAXERE L, EXBNEIZE , RESEBEIEX
WITAX, 5, ENXERNTAXRSD , MREA 7T B3Ry, WERPET AWS 00 E R 5 H
BBERERRE. BAXMNEBNNEZETHEE , EATTREREFBREESHAKEN,

IR EE N R IF A B Amazon NARF RS 2GS (ARC) BIR. BRIMERT , BUHRE
BAzImpairmentPower MI{EN B #rH &IRRecoverAutoshiftResources, &AL AR RN
FENERD , LRI BRI IRERFEECHRE, 0, BEREFASETRA
BFOFE, RABERT , IRARKIBRER , NPT tRE,

1% EBS I/O

ARAX®BELPE , —BREMS  ROBEHITTEERIES EBS BLMBMIER. AZ Availability:
Power Interruption ‘@#& aws:ebs:pause-io , SAff 1 4 EBS &4t F LRSS

RIABERT , NARENERFARLEFEFENSEN BIf. HBREUGREER
AzImpairmentPower, {1 APIPauseVolume &R B¥r. BAILUFHFARZRNMEBISH | e LA
EXRBERF A B SHRIBRRIAREL, BMABRT , IRKRFIERNE , MBS gk,

F 5 S3 Express One Xif B &1 MY IE#E

ERAXSERPUEIR |, TEHRFE#ETHAXS S3 Express One Zone B XFMEHRIVEIE, TH
XAl A : BIRBPHTEHE aws: network: disrupt-connectivity , B F7ESE50 B8] i + M5 Z 201 0] A
X X5 B REEHBANERE , NS BXEiKESBIEFE AP B2/EBAT, IR AER LU
HESFHALTE—TRAXNHN P IER.

WRELLFM A BFr. BRINERT , ©LAzImpairmentPowermBE N, ERNNIFENFRMAE
¥Ro DisruptSubnet@&EAILUFLARERMEIFMF |, LAl UEZBRER P A B SRS EHRR IR
L, RIABRT , MRRTEERNFH , MBS LR 4E,

AZ Availability: Power Interruption 188


https://docs.aws.amazon.com/fis/latest/userguide/fis-actions-reference.html#interrupt-elasticache
https://docs.aws.amazon.com/fis/latest/userguide/fis-actions-reference.html#ebs-actions-reference
https://docs.aws.amazon.com/fis/latest/userguide/fis-actions-reference.html#network-actions-reference

AWS B ABS AP i
PR %l

- WHSFBEELEN. MNEATEANARFNEBRELZERNEIKRERD,

- EEFRTHARKXHS |, £ EC2 Liz1TH Amazon EKS BESAF BT EC2 Worker 1T R4 1E , HEEPRLE
}EC2 T RB3, BR , "XIFE AWS Fargate £iZ1TH Amazon EKS B854,

- EERTARXS , £ EC2 LiZ1TH Amazon ECS £5&4¥&id EC2 Worker T K48 1L, H BI¥PHLE
¥ EC2 FRB3h, BR , FXI¥F1E AWS Fargate £iz1TH Amazon ECS %5,

s FEXETFTERNAUEZABEEESIHN Amazon RDS Multi-AZ, EXMIERT , EAFHLK
ik, RDS F#tTHER#RE , AR YAMBERSEEMNTAKX, MW AXAH ARSI
EEID;i

R

« 7 AWS FIS 5 & &R NPT &R NI R,

s WIFRFHRENATRENBHRR. SlAUAEREECHREANE , B AERAZEFENN
IR

Permissions

ARC X Bah I fER IAM RSHEXAER
KAWSServiceRoleForZonalAutoshiftPracticeRunfEHITXE IR, thABMER IAM IEE
KBEAWSZonalAutoshiftPracticeRunSLRPolicy, BEEFHEIEAR, LEE AWS EEIE
&, = AWS SDK HFRER AX BRI M7 2L ERRERE , ARC 2REERSHEXAR,
AWS CLIEXEZEE , S AR C REA RS XA G TXE B3,

AT R BE 2T AWS FIS 1£ AZ Availability: Power Interruption 7 S TSR Fr BRI NR, AU I
EHMMEERAE,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "AllowFISExperimentLoggingActionsCloudwatch",
"Effect": "Allow",
"Action": [
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Y,

"logs:CreateLogDelivery",
"logs:PutResourcePolicy",
"logs:DescribeResouxcePolicies",
"logs:DescribelLogGroups"

1,

"Resource": "*"

"Effect": "Allow",
"Action": "ec2:CreateTags",
"Resource": "arn:aws:ec2:*:*:network-acl/*",
"Condition": {
"StringEquals": {
"ec2:CreateAction": "CreateNetworkAcl",
"aws:RequestTag/managedByFIS": "true"

"Effect": "Allow",
"Action": "ec2:CreateNetworkAcl",
"Resource": "arn:aws:ec2:*:*:network-acl/*",
"Condition": {
"StringEquals": {
"aws:RequestTag/managedByFIS": "true"

"Effect": "Allow",

"Action": [
"ec2:CreateNetworkAclEntxy",
"ec2:DeleteNetworkAcl"

]I

"Resource": [
"arn:aws:ec2:*:*:network-acl/*",
"arn:aws:ec2:*:*:vpc/*"

]I

"Condition": {

"StringEquals": {
"ec2:ResourceTag/managedByFIS": "true"
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"Effect": "Allow",
"Action": "ec2:CreateNetworkAcl",
"Resource": "arn:aws:ec2:*:*:vpc/*"

"Effect": "Allow",

"Action": [
"ec2:DescribeVpcs",
"ec2:DescribeManagedPrefixLists",
"ec2:DescribeSubnets",
"ec2:DescribeNetworkAcls"

1,

"Resource": "*"

"Effect": "Allow",
"Action": "ec2:ReplaceNetworkAclAssociation",
"Resource": [
"arn:aws:ec2:*:*:subnet/*",
"arn:aws:ec2:*:*:network-acl/*"

"Effect": "Allow",

"Action": [
"rds:FailoverDBClustex"

]I

"Resource": [
"arn:aws:rds:*:*:clustexr:*"

"Effect": "Allow",

"Action": [
"rds:RebootDBInstance"

1,

"Resource": [
"arn:aws:rds:*:*:db:*"

"Effect": "Allow",
"Action": [
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"elasticache:DescribeReplicationGroups",
"elasticache:InterruptClusterAzPowex"

1,

"Resourxce": [
"arn:aws:elasticache:*:*:replicationgroup:*"

]
},
{
"Sid": "TargetResolutionByTags",
"Effect": "Allow",
"Action": [
"tag:GetResources"
1,
"Resource": "*"
},
{
"Effect": "Allow",
"Action": [
"ec2:StartInstances",
"ec2:StopInstances"
1,
"Resource": "arn:aws:ec2:*:*:instance/*"
},
{
"Effect": "Allow",
"Action": [
"ec2:DescribelInstances"
]I
"Resource": "*"
}I
{

"Effect": "Allow",
"Action": [
"kms :CreateGrant"
1,
"Resource": [
"arn:aws:kms:*:*:key/*"
]I
"Condition": {
"StringlLike": {
"kms:ViaService": "ec2.*.amazonaws.com"
}I
"Bool": {
"kms :GrantIsForAWSResouxce": "true"
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"Effect": "Allow",
"Action": [
"ec2:DescribeVolumes"

1,

"Resource": "*"

"Effect": "Allow",
"Action": [
"ec2:PauseVolumeIO"

1,

"Resource": "arn:aws:ec2:*:*:volume/*"

"Sid": "AllowInjectAPI",

"Effect": "Allow",

"Action": [
"ec2:InjectApiExrxror"

1,

"Resource": [
wen
]I
"Condition": {
"ForAnyValue:StringEquals": {
"ec2:FisActionId": [

"aws:ec2:api-insufficient-instance-capacity-errox",
"aws:ec2:asg-insufficient-instance-capacity-errox"

"Sid": "DescribeAsg",

"Effect": "Allow",

"Action": [
"autoscaling:DescribeAutoScalingGroups"

1,

"Resource": [

myn
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BEAR

UTHRBENT %S, AILMRT7FL JSON , HEH AWS create-experiment-templatefs 51T 5 E (AWS
CLI) Line CLI FHI S S RIELKRER. BEXZFENRIRAE , BiHF FIS BEEPNHREE,

{
"targets": {
"IAM-role": {
"resourceType": "aws:iam:role",

"resourceArns": [],
"selectionMode": "ALL"

b
"EBS-Volumes": {
"resourceType": "aws:ec2:ebs-volume",
"resourceTags": {
"AzImpairmentPower": "ApiPauseVolume"
},
"selectionMode": "COUNT(1)",
"parameters": {
"availabilityZoneIdentifier": "us-east-1a"
},
"filters": [
{
"path": "Attachments.DeleteOnTermination",
"values": [
"false"
]
}
]
b
"EC2-Instances": {
"resourceType": "aws:ec2:instance",
"resourceTags": {
"AzImpairmentPower": "StopInstances"”
},
"filters": [

{
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"path": "State.Name",
"values": [
"running"

"path": "Placement.AvailabilityZone",
"values": [
"us-east-1a

1,

"selectionMode": "ALL"
I
"ASG": {
"resourceType": "aws:ec2:autoscaling-group",
"resourceTags": {
"AzImpairmentPower": "IceAsg"
},
"selectionMode": "ALL"
},
"ASG-EC2-Instances": {
"resourceType": "aws:ec2:instance",
"resourceTags": {
"AzImpairmentPower": "IceAsg"
I
"filters": [
{
"path": "State.Name",
"values": [
"running"

"path": "Placement.AvailabilityZone",
"values": [
"us-east-1a"

1,

"selectionMode": "ALL"

I
"Subnet": {
"resourceType": "aws:ec2:subnet",
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"resourceTags": {
"AzImpairmentPower": "DisruptSubnet"
},
"filters": [
{
"path": "AvailabilityZone",
"values": [
"us-east-1la"
]
}
1,
"selectionMode": "ALL",
"parameters": {}
I
"RDS-Cluster": {
"resourceType": "aws:rds:cluster",
"resourceTags": {
"AzImpairmentPower": "DisruptRds"
},
"selectionMode": "ALL",
"parameters": {
"writerAvailabilityZoneIdentifiers": "us-east-1a"
}
I
"ElastiCache-Cluster": {
"resourceType": "aws:elasticache:replicationgroup",
"resourceTags": {
"AzImpairmentPower": "DisruptElasticache"
},
"selectionMode": "ALL",
"parameters": {
"availabilityZoneldentifier": "us-east-1la"
}
}
},
"actions": {
"Pause-Instance-Launches": {
"actionId": "aws:ec2:api-insufficient-instance-capacity-error",
"parameters": {
"availabilityZoneIdentifiers": "us-east-1la",
"duration": "PT30M",
"percentage": "100"
},
"targets": {
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"Roles": "IAM-role"

},
"Pause-EBS-I0": {
"actionId": "aws:ebs:pause-volume-io",
"parameters": {
"duration": "PT30QM"
I
"targets": {
"Volumes": "EBS-Volumes"
},
"startAfter": [
"Stop-Instances",
"Stop-ASG-Instances"”

I
"Stop-Instances": {
"actionId": "aws:ec2:stop-instances",
"parameters": {
"completeIfInstancesTerminated": "true",
"startInstancesAfterDuration": "PT30M"
I
"targets": {
"Instances": "EC2-Instances"

I
"Pause-ASG-Scaling": {
"actionId": "aws:ec2:asg-insufficient-instance-capacity-error",
"parameters": {
"availabilityZoneIdentifiers": "us-east-1a",
"duration": "PT30M",
"percentage": "100"
},
"targets": {
"AutoScalingGroups": "ASG"

},
"Stop-ASG-Instances": {
"actionId": "aws:ec2:stop-instances",
"parameters": {
"completeIfInstancesTerminated": "true",
"startInstancesAfterDuration": "PT30QM"

iy
"targets": {
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"Instances": "ASG-EC2-Instances"

},
"Pause-network-connectivity": {
"actionId": "aws:network:disrupt-connectivity",
"parameters": {
"duration": "PT2M",
"scope": "all"
},
"targets": {
"Subnets": "Subnet"

},
"Failover-RDS": {
"actionId": "aws:rds:failover-db-cluster",
"parameters": {3},
"targets": {
"Clusters": "RDS-Cluster"

iy

"Pause-ElastiCache": {
"actionId": "aws:elasticache:replicationgroup-interrupt-az-power",
"parameters": {
"duration": "PT3QM"

},
"targets": {
"ReplicationGroups": "ElastiCache-Cluster"
}
}
I
"stopConditions": [
{
"source": "aws:cloudwatch:alarm",
"value": ""
}
1,
"roleArn": "",
"tags": {
"Name": "AZ Impairment: Power Interruption"
I

"logConfiguration": {
"logSchemaVersion": 2

}I

"experimentOptions": {
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"accountTargeting": "single-account",
"emptyTargetResolutionMode": "skip"
},
"description": "Affect multiple resource types in a single AZ, targeting by tags
and explicit ARNs, to approximate power interruption in one AZ."

}

AZ: Application Slowdown
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« HRPHRE BIREAALTE— VPC H,

Permissions

BT, EFE-IPEAAT FISRKABENEERKE IAM AGURZRH BIRERREN
FEXRRM : EC2, ECS M EKS, H&M AZ : NAEFRZEZ R T OIZXRERE , FIS 2ERAEER
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« AWSFaultinjectionSimulatorEC21i% [¥]

» AWSFaultinjectionSimulatorECSAccess

» AWSFaultinjectionSimulatorEKSAccess

MBEEAME IAM A6IE1T “AZ : NARFBZER 75, WA LAK ML TRBEEK D AWS FIS &FF 24
ERNER :

"Version": "2012-10-17",
"Statement": [

{
"Sid": "DescribeTasks",
"Effect": "Allow",
"Action": "ecs:DescribeTasks",
"Resource": "*"
},
{
"Sid": "DescribeContainerInstances",
"Effect": "Allow",
"Action": "ecs:DescribeContainerInstances",
"Resource": "arn:aws:ecs:*:*:container-instance/*/*"
},
{
"Sid": "DescribelInstances",
"Effect": "Allow",
"Action": "ec2:DescribelInstances",
"Resource": "*"
},
{
"Sid": "DescribeSubnets",
"Effect": "Allow",
"Action": "ec2:DescribeSubnets",
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"Resource": "*"

I
{

"Sid": "DescribeCluster",

"Effect": "Allow",

"Action": "eks:DescribeCluster",

"Resource": "arn:aws:eks:*:*:cluster/*"

I
{

"Sid": "TargetResolutionByTags",

"Effect": "Allow",

"Action": "tag:GetResources",

"Resource": "*"

I
{

"Sid": "SendCommand",

"Effect": "Allow",

"Action": [

"ssm:SendCommand"

1,

"Resource": [
"arn:aws:ec2:*:*:instance/*",
"arn:aws:ssm:*:*:managed-instance/*",
"arn:aws:ssm:*:*:document/*"

]

I
{

"Sid": "ListCommands",

"Effect": "Allow",

"Action": [

"ssm:ListCommands"

1,

"Resource": "*"

I
{

"Sid": "CancelCommand",

"Effect": "Allow",

"Action": [

"ssm:CancelCommand"
1,
"Resource": "*"
}
]
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}

BEAR

LTRBENTHE, ALUREL JSON , HEH AWS create-experiment-template #1752 (AWS
CLI) Line CLI MY S RIEE KN ER. ERMEFIRANZER | FiHFE FIS BHIEPNGREHKE
‘MR &I+,

{
"tags": {
"Name": "AZ: Application Slowdown"
},
"description": "Add latency between resources within a single AZ.",

"actions": {
"LatencyForEKS": {

"actionId": "aws:eks:pod-network-latency",

"parameters": {
"delayMilliseconds": "200",
"duration": "PT30M",
"flowsPercent": "100",
"interface": "DEFAULT",
"kubernetesServiceAccount": "fis-service-account",
"sources": "us-east-la"

I

"targets": {
"Pods": "TargetsForEKS"

I

"LatencyForEC2": {
"actionId": "aws:ssm:send-command",
"parameters": {

"duration": "PT30QM",

"documentArn": "arn:aws:ssm:us-east-1::document/AWSFIS-Run-Network-
Latency-Sources",

"documentParameters": "{\'"DelayMilliseconds\":\"200\",\"Sources\":\"us-
east-1a\",\"Interface\":\"DEFAULT\",\"TrafficType\":\"egress\",\"DurationSeconds\":
\"1800\",\"FlowsPercent\":\"100\",\"InstallDependencies\":\"True\"}"

I
"targets": {
"Instances": "TargetsForEC2"

iy
"LatencyForECS": {
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"actionId": "aws:ecs:task-network-latency",
"parameters": {
"delayMilliseconds": "200",
"duration": "PT30M",
"flowsPercent": "100",
"installDependencies": "true",
"sources": "us-east-1la",
"useEcsFaultInjectionEndpoints": "true"
},
"targets": {
"Tasks": "TargetsForECS"
I
"startAfter": []

},
"targets": {
"TargetsForEKS": {
"parameters": {

"availabilityZoneIdentifier": "us-east-1a",

"clusterIdentifier": "",
"namespace": "default",
"selectorType": "labelSelector",

"selectorValue": "AZApplicationSlowdown=LatencyForEKS"

I
"resourceType": "aws:eks:pod",
"selectionMode": "ALL"
},
"TargetsForEC2": {
"filters": [
{
"path": "Placement.AvailabilityZone",
"values": [
"us-east-1la"

1,
"resourceTags": {
"AZApplicationSlowdown": "LatencyForEC2"
},
"resourceType": "aws:ec2:instance",
"selectionMode": "ALL"
I
"TargetsForECS": {
"filters": [
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{
"path": "AvailabilityZone",
"values": [
"us-east-1la"
]
}

1,
"resourceTags": {
"AZApplicationSlowdown": "LatencyForECS"

I
"resourceType": "aws:ecs:task",
"selectionMode": "ALL"
}
I
"experimentOptions": {
"accountTargeting": "single-account",
"emptyTargetResolutionMode": "skip"
I
"stopConditions": [
{
"source": "none"
}
]

Cross-AZ: Traffic Slowdown
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"Version": "2012-10-17",
"Statement": [

Cross-AZ: Traffic Slowdown 207


https://docs.aws.amazon.com/fis/latest/userguide/fis-actions-reference.html#ssm-send-command
https://docs.aws.amazon.com/fis/latest/userguide/actions-ssm-agent.html#awsfis-run-network-packet-loss-sources
https://docs.aws.amazon.com/fis/latest/userguide/actions-ssm-agent.html#awsfis-run-network-packet-loss-sources
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/Using_Tags.html
https://docs.aws.amazon.com/fis/latest/userguide/actions-ssm-agent.html
https://docs.aws.amazon.com/fis/latest/userguide/actions-ssm-agent.html
https://docs.aws.amazon.com/fis/latest/userguide/stop-conditions.html
https://docs.aws.amazon.com/fis/latest/userguide/getting-started-iam-service-role.html
https://docs.aws.amazon.com/fis/latest/userguide/security-iam-awsmanpol.html#AWSFaultInjectionSimulatorEC2Access
https://docs.aws.amazon.com/fis/latest/userguide/security-iam-awsmanpol.html#AWSFaultInjectionSimulatorECSAccess
https://docs.aws.amazon.com/fis/latest/userguide/security-iam-awsmanpol.html#AWSFaultInjectionSimulatorEKSAccess
https://docs.aws.amazon.com/fis/latest/userguide/getting-started-iam-service-role.html

AWS HREE A RS AriEmE
{
"Sid": "DescribeTasks",
"Effect": "Allow",
"Action": "ecs:DescribeTasks",
"Resource": "*"
I
{
"Sid": "DescribeContainerInstances",
"Effect": "Allow",
"Action": "ecs:DescribeContainerInstances",
"Resource": "arn:aws:ecs:*:*:container-instance/*/*"
I
{
"Sid": "DescribeInstances",
"Effect": "Allow",
"Action": "ec2:Describelnstances",
"Resource": "*"
I
{
"Sid": "DescribeSubnets",
"Effect": "Allow",
"Action": "ec2:DescribeSubnets",
"Resource": "*"
I
{
"Sid": "DescribeCluster",
"Effect": "Allow",
"Action": "eks:DescribeCluster",
"Resource": "arn:aws:eks:*:*:cluster/*"
I
{
"Sid": "TargetResolutionByTags",
"Effect": "Allow",
"Action": "tag:GetResources",
"Resource": "*"
I
{
"Sid": "SendCommand",
"Effect": "Allow",
"Action": [
"ssm:SendCommand"
1,
"Resource": [
"arn:aws:ec2:*:*:instance/*",
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"arn:aws:ssm:*:*:managed-instance/*",
"arn:aws:ssm:*:*:document/*"

]

I

{
"Sid": "ListCommands",
"Effect": "Allow",
"Action": [

"ssm:ListCommands"

1,
"Resource": "*"

I

{
"Sid": "CancelCommand",
"Effect": "Allow",
"Action": [

"ssm:CancelCommand"

1,
"Resource": "*"

}

]
}
7 AN

LTHRBENTHE., ALUR7EL JSON , HEH AWS create-experiment-template @i 1T 5L (AWS
CLI) Line CLI M @p S RIEL R ER, ERIMEHRANIZR , FihE FIS BHEATPNZSEH KT
‘“WE ET <,

{
"tags": {
"Name": "Cross-AZ: Traffic Slowdown"
},
"description": "Inject packet loss to disrupt and slow down traffic between AZs.",
"actions": {
"PacketLossForEC2": {
"actionId": "aws:ssm:send-command",
"parameters": {
"duration": "PT30M",
"documentArn": "arn:aws:ssm:us-east-1::document/AWSFIS-Run-Network-
Packet-Loss-Sources",
"documentParameters": "{\"Sources\":\"us-east-1b,us-east-1c,us-

east-1d,us-east-1e,us-east-1f\",\"LossPercent\":\"15\",\"Interface\" :\"DEFAULT\",
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\"TrafficType\":\"egress\",\"DurationSeconds\":\"1800\",\"FlowsPercent\":\"100\",
\"InstallDependencies\":\"True\"}"

},
"targets": {
"Instances": "TargetsForEC2"
}
},
"PacketLossForECS": {
"actionId": "aws:ecs:task-network-packet-loss",
"parameters": {
"sources": "us-east-1lb,us-east-1c,us-east-1d,us-east-le,us-east-1f",
"lossPercent": "15",
"duration": "PT30M",
"flowsPercent": "100",
"installDependencies": "true",
"useEcsFaultInjectionEndpoints": "true"
},
"targets": {
"Tasks": "TargetsForECS"
}
},
"PacketLossForEKS": {
"actionId": "aws:eks:pod-network-packet-loss",
"parameters": {
"sources": "us-east-1lb,us-east-1c,us-east-1d,us-east-le,us-east-1f",
"lossPercent": "15",
"duration": "PT30M",
"flowsPercent": "100",
"interface": "DEFAULT",
"kubernetesServiceAccount": "fis-service-account"
},
"targets": {
"Pods": "TargetsForEKS"
}
}
I
"targets": {
"TargetsForEC2": {
"filters": [

{
"path": "Placement.AvailabilityZone",
"values": [
"us-east-1a"
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1,

"resourceTags": {
"CrossAZTrafficSlowdown": "PacketLossForEC2"

},
"resourceType": "aws:ec2:instance",
"selectionMode": "ALL"
I
"TargetsForECS": {
"filters": [
{
"path": "AvailabilityZone",
"values": [
"us-east-1la"
]
}
1,
"resourceTags": {
"CrossAZTrafficSlowdown": "PacketLossForECS"
I
"resourceType": "aws:ecs:task",
"selectionMode": "ALL"
},

"TargetsForEKS": {
"parameters": {

"availabilityZoneIdentifier": "us-east-1a",
"clusterIdentifier": "",
"namespace": "default",
"selectorType": "labelSelector",
"selectorValue": "CrossAZTrafficSlowdown=PacketLossForEKS"
},
"resourceType": "aws:eks:pod",
"selectionMode": "ALL"
}
},
"experimentOptions": {
"accountTargeting": "single-account",
"emptyTargetResolutionMode": "skip"
},
"stopConditions": [
{
"source": '"none"
}
]
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"Version": "2012-10-17",
"Statement": [
{
"Sid": "RouteTableDisruptConnectivityl",
"Effect": "Allow",
"Action": "ec2:CreateRouteTable",
"Resource": "arn:aws:ec2:*:*:route-table/*",
"Condition": {
"StringEquals": {
"aws:RequestTag/managedByFIS": "true"
}

"Sid": "RouteTableDisruptConnectivity2",
"Effect": "Allow",

"Action": "ec2:CreateRouteTable",
"Resource": "arn:aws:ec2:*:*:vpc/*"

}I
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{
"Sid": "RouteTableDisruptConnectivity2l",
"Effect": "Allow",
"Action": "ec2:CreateTags",
"Resource": "arn:aws:ec2:*:*:route-table/*",
"Condition": {
"StringEquals": {
"ec2:CreateAction": "CreateRouteTable",
"aws:RequestTag/managedByFIS": "true"
}
}
I
{
"Sid": "RouteTableDisruptConnectivity3",
"Effect": "Allow",
"Action": "ec2:CreateTags",
"Resource": "arn:aws:ec2:*:*:network-interface/*",
"Condition": {
"StringEquals": {
"ec2:CreateAction": "CreateNetworkInterface",
"aws:RequestTag/managedByFIS": "true"
}
}
I
{
"Sid": "RouteTableDisruptConnectivity4",
"Effect": "Allow",
"Action": "ec2:CreateTags",
"Resource": "arn:aws:ec2:*:*:prefix-list/*",
"Condition": {
"StringEquals": {
"ec2:CreateAction": "CreateManagedPrefixList",
"aws:RequestTag/managedByFIS": "true"
}
}
I
{
"Sid": "RouteTableDisruptConnectivity5",
"Effect": "Allow",
"Action": "ec2:DeleteRouteTable",
"Resource": [
"arn:aws:ec2:*:*:route-table/*",
"arn:aws:ec2:*:*:vpc/*"
1,
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"Condition": {
"StringEquals": {
"ec2:ResourceTag/managedByFIS": "true"

"Sid": "RouteTableDisruptConnectivity6",
"Effect": "Allow",
"Action": "ec2:CreateRoute",
"Resource": "arn:aws:ec2:*:*:route-table/*",
"Condition": {
"StringEquals": {
"ec2:ResourceTag/managedByFIS": "true"

"Sid": "RouteTableDisruptConnectivity7",
"Effect": "Allow",
"Action": "ec2:CreateNetworkInterface",

"Resource": "arn:aws:ec2:*:*:network-interface/*",

"Condition": {
"StringEquals": {
"aws:RequestTag/managedByFIS": "true"

"Sid": "RouteTableDisruptConnectivity8",

"Effect": "Allow",

"Action": "ec2:CreateNetworkInterface",

"Resource": [
"arn:aws:ec2:*:*:subnet/*",
"arn:aws:ec2:*:*:security-group/*"

"Sid": "RouteTableDisruptConnectivity9",
"Effect": "Allow",
"Action": "ec2:DeleteNetworkInterface",

"Resource": "arn:aws:ec2:*:*:network-interface/*",

"Condition": {
"StringEquals": {
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"ec2:ResourceTag/managedByFIS": "true"
}
}
I
{
"Sid": "RouteTableDisruptConnectivitylQ@",
"Effect": "Allow",
"Action": "ec2:CreateManagedPrefixList",
"Resource": "arn:aws:ec2:*:*:prefix-list/*",
"Condition": {
"StringEquals": {
"aws:RequestTag/managedByFIS": "true"
}
}
},
{
"Sid": "RouteTableDisruptConnectivityll",
"Effect": "Allow",
"Action": [
"ec2:DeleteManagedPrefixList",
"ec2:ModifyManagedPrefixList"
1,
"Resource": "arn:aws:ec2:*:*:prefix-list/*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/managedByFIS": "true"
}
}
},
{
"Sid": "EC2DescribeResources",
"Effect": "Allow",
"Action": [
"ec2:DescribeNetworkInterfaces",
"ec2:DescribeVpcs",
"ec2:DescribeVpcPeeringConnections",
"ec2:DescribeManagedPrefixLists",
"ec2:DescribeSubnets",
"ec2:DescribeRouteTables",
"ec2:DescribeVpcEndpoints",
"ec2:DescribeTransitGatewayPeeringAttachments",
"ec2:DescribeTransitGatewayAttachments",
"ec2:DescribeTransitGateways",
"ec2:DescribeSecurityGroups"
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1,
"Resource": "*"
},
{
"Sid": "RouteTableDisruptConnectivityl4",
"Effect": "Allow",
"Action": "ec2:ReplaceRouteTableAssociation",
"Resource": [
"arn:aws:ec2:*:*:subnet/*",
"arn:aws:ec2:*:*:route-table/*"
]
I
{
"Sid": "RouteTableDisruptConnectivityl5",
"Effect": "Allow",
"Action": "ec2:GetManagedPrefixListEntries",
"Resource": "arn:aws:ec2:*:*:prefix-list/*"
I
{
"Sid": "RouteTableDisruptConnectivityl6",
"Effect": "Allow",
"Action": "ec2:AssociateRouteTable",
"Resource": [
"arn:aws:ec2:*:*:subnet/*",
"arn:aws:ec2:*:*:route-table/*"
]
},
{
"Sid": "RouteTableDisruptConnectivityl7",
"Effect": "Allow",
"Action": "ec2:DisassociateRouteTable",
"Resource": "arn:aws:ec2:*:*:route-table/*",
"Condition": {
"StringEquals": {
"ec2:ResourceTag/managedByFIS": "true"
}
}
I
{
"Sid": "RouteTableDisruptConnectivityl8",
"Effect": "Allow",
"Action": "ec2:DisassociateRouteTable",
"Resource": "arn:aws:ec2:*:*:subnet/*"
I
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{

"Sid": "RouteTableDisruptConnectivityl9",

"Effect": "Allow",

"Action": "ec2:ModifyVpcEndpoint",

"Resource": "arn:aws:ec2:*:*:route-table/*",

"Condition": {

"StringEquals": {
"ec2:ResourceTag/managedByFIS": "true"
}
}
},
{

"Sid": "TransitGatewayDisruptConnectivityl",

"Effect": "Allow",

"Action": [
"ec2:DisassociateTransitGatewayRouteTable",
"ec2:AssociateTransitGatewayRouteTable"

1,

"Resource": [
"arn:aws:ec2:*:*:transit-gateway-route-table/*",
"arn:aws:ec2:*:*:transit-gateway-attachment/*"

]

},
{

"Sid": "S3CrossRegionl",

"Effect": "Allow",

"Action": "s3:ListAllMyBuckets",

"Resource": "*"

},
{

"Sid": "S3CrossRegion3",

"Effect": "Allow",

"Action": "s3:PauseReplication",

"Resource": "arn:aws:s3:::*",

"Condition": {

"StringlLike": {
"s3:DestinationRegion": "*"
}
}
I
{

"Sid": "S3CrossRegion4",

"Effect": "Allow",

"Action": [
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"s3:GetReplicationConfiguration",

"s3:PutReplicationConfiguration”
1,
"Resource": "arn:aws:s3:::*",
"Condition": {

"BoolIfExists": {

"s3:isReplicationPauseRequest":

"Sid": "DynamoDbPauseReplication",

"Effect": "Allow",

"Action": [
"dynamodb:DescribeTable",
"dynamodb:PutResourcePolicy",
"dynamodb:GetResourcePolicy",
"dynamodb:DeleteResourcePolicy"

1,

"Resource": [
"arn:aws:dynamodb:*:*:table/*"

"Sid": "DynamoDbMrscPauseReplication",
"Effect": "Allow",
"Action": [

"dynamodb:InjectError"

]I

"Resource": ["*"]

"Sid": "ResolveResourcesViaTags",
"Effect": "Allow",

"Action": "tag:GetResources",
"Resource": "*"

"Sid": "MemDbCrossRegion",
"Effect": "Allow",
"Action": [

Iltruell

"memorydb:DescribeMultiRegionClusters",

"memorydb:PauseMultiRegionClusterReplication"

1,
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"Resource": [
"arn:aws:memorydb::*:multiregioncluster/*"

"Sid": "DisruptVPCE1",
"Effect": "Allow",
"Action": "ec2:CreateSecurityGroup",
"Resource": [
"arn:aws:ec2:*:*:vpc/*",
"arn:aws:ec2:*:*:security-group/*"

"Sid": "DisruptVPCE2",
"Effect": "Allow",
"Action": "ec2:CreateTags",
"Resource": "arn:aws:ec2:*:*:security-group/*",
"Condition": {
"StringEquals": {

"ec2:CreateAction": "CreateSecurityGroup",

"aws:RequestTag/managedByFIS": "true"

"Sid": "DisruptVPCE3",
"Effect": "Allow",
"Action": [
"ec2:DeleteSecurityGroup",
"ec2:RevokeSecurityGroupEgress"
1,
"Resource": "arn:aws:ec2:*:*:security-group/*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/managedByFIS": "true"

"Sid": "DisruptVPCE4",

"Effect": "Allow",

"Action": "vpce:AllowMultiRegion",
"Resource": "arn:aws:ec2:*:*:vpc-endpoint/*"

Cross-Region: Connectivity

221



AWS HEEABRS

RAriEmE

"Sid": "ModifyVPCE",

"Effect": "Allow",

"Action": "ec2:ModifyVpcEndpoint",
"Resource": [

}I
{
]
}
]
}
mRAR

"arn:aws:ec2:*:*:vpc-endpoint/*",
"arn:aws:ec2:*:*:security-group/*"

LTAHARENTZR. TMREL JSON , HEH AWS create-experiment-template®i 51T 5+ (AWS

CLI) Line CLI @R G RIRE K ER, BXRZGROBEFRA , FiHF FIS EHEHHNZRE,

"targets": {

"Transit-Gateway": {

"resourceType": "aws:ec2:transit-gateway",

"resourceTags": {
"TgwTag": "TgwValue"

},
"selectionMode": "ALL"
},
"Subnet": {
"resourceType": "aws:ec2:subnet",
"resourceTags": {
"SubnetKey": "SubnetValue"
I
"selectionMode": "ALL",
"parameters": {3}
},
"VPC-Endpoint": {
"resourceType": "aws:ec2:vpc-endpoint",
"resourceTags": {
"DisruptPrivatelLink": "Allowed"
I
"selectionMode": "ALL"
I

"S3-Bucket": {
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"resourceType": "aws:s3:bucket",
"resourceTags": {
"S3Impact": "Allowed"
I
"selectionMode": "ALL"
I
"DynamoDB-Global-Table": {
"resourceType": "aws:dynamodb:global-table",
"resourceTags": {
"DisruptDynamoDb": "Allowed"
},
"selectionMode": "ALL"
},
"MemoryDB-Multi-Region-Cluster": {
"resourceType": "aws:memorydb:multi-region-cluster",
"resourceTags": {
"DisruptMemoryDb": "Allowed"
I

"selectionMode": "ALL"

1,
"actions": {
"Disrupt-Transit-Gateway-Connectivity": {
"actionId": "aws:network:transit-gateway-disrupt-cross-region-
connectivity",
"parameters": {
"duration": "PT3H",

"region": "eu-west-1"
1,
"targets": {

"TransitGateways": "Transit-Gateway"
}

1,
"Disrupt-Subnet-Connectivity": {
"actionId": "aws:network:route-table-disrupt-cross-region-
connectivity",
"parameters": {
"duration": "PT3H",

"region": "eu-west-1"
I
"targets": {

"Subnets": "Subnet"
}

iy
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"Disrupt-Vpc-Endpoint": {
"actionId": "aws:network:disrupt-vpc-endpoint",
"parameters": {
"duration": "PT3H"

},
"targets": {
"VPCEndpoints": "VPC-Endpoint"
}
},
"Pause-S3-Replication": {
"actionId": "aws:s3:bucket-pause-replication",
"parameters": {
"duration": "PT3H",
"region": "eu-west-1"
},
"targets": {
"Buckets": "S3-Bucket"
}
},
"Pause-DynamoDB-Replication": {
"actionId": "aws:dynamodb:global-table-pause-replication",
"parameters": {
"duration": "PT3H"
1,
"targets": {
"Tables": "DynamoDB-Global-Table"
}
1,

"Pause-MemoryDB-Multi-Region-Cluster-Replication": {

"actionId": "aws:memorydb:multi-region-cluster-pause-replication"

"parameters": {
"duration": "PT3H",

"region": "eu-west-1"
1,
"targets": {
"MultiRegionClusters": "MemoryDB-Multi-Region-Cluster"
}
}
},
"stopConditions": [
{
"source": "none"
}
1,
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"roleArn":
"logConfiguration": {
"logSchemaVersion": 2

mnn
’

1,
"tags": {
"Name": "Cross-Region: Connectivity"
1,
"experimentOptions": {
"accountTargeting": "single-account",
"emptyTargetResolutionMode": "skip"
1,
"description": "Block application network traffic from experiment Region to
target Region and pause cross-Region replication”

}

Cross-Region: Connectivity 225



AWS HEEABRS RAriEmE

FEHAZKF L AWS FIS

BT LAER AWS FIS 25| A an BT ZMEE S K SSRER. &0 OB IK P E AR BIETUE
EN "multi-account” , RERMERKFEERGEZSKS KK, EAUERGIEZNSZKSKE
Bz 1TRE.

BRSPS  RUTUEBHE—PMXIBAZ N AWS KRR ARE LIEBEETESNHEZS,
BT LAE R — Orchestrator I ETZKF XK | X2 MZ/MNERKS FHERR.

HBET SRR, HEZRIEEIFN B FRIKSREEHE AWS Health Dashboard Y EEA , it
BRIk RS THERL. BESKSRE , BN

- ERRHNPREFANFE  EBES N NKFONARERF DETAXMRE AWS FIS BES R,

- EREERENRMTEN IAM AERELENMERNTEE , NMEHZ K KR MR,

- MBEAWS EEEHA M AWS FIS BE AWS FIS EHREEESNMKF PHITHIRME,

- WSEERIEIT AWS SANKFH AWS FIS #1789 API A CloudTrail,

AT A FBIET RS K KK,
ES}

- ZKPXRBHBE

- IR/ NRRETE

« ZK/FRBHERENS

- BIESKSKEER

- EXBRKSEE

- HIBREFRK S EE

K SRR
ATREKFRBHEEHS

« Orchest rator tk P-th ARk A R RIKF , A FHE AWSFIS BHAEFEENEEXRUREH
HEXiEF., MARKFHEAE AWS FIS REZERFMER,

- BfRKF-BRKFRIERERIFTREZE AWS FIS ZIKF KB N A AWS IKF,

i

ap

226



AWS HEEsE AR g
- BRKFEE  TESAEXRBERPRNERKSEEREKRPHBIRKS, BRKFEERSK
BERFH—ITE , GRENTERFZRELEN. BALUEIREKS, ID. IAM AN A%

HiR R B BIR AWS IKFE XL —PNIKF

SRR RELE
T REASKFKRHREXE

- NEERFAEHREEB RN , BWEEMBEERKSPER - BN RBERIRBEBRRR. AWS
FIS R BT BN ERKS PR —HHRIR. BR T emptyTargetResolutionMode iRE N
skip SRR , —TUREXABTEMERKFFHRED—NERRR , EUFEK, BERTIZ
PR A, MREBEEREMER ARNs , MEMRENBK S RHIHEE,

- FRASHIMERGRAE —NRSAIATAXRFHERREN , NIEETAXID, MFARAAKE
Mo TAKX ID EBEKFHTAXHKE—H—RWRART. ETHNMMAEENKFPERTAXH A
AKX D, #ZR&8 AWS ®RM AKX IDs ,

Z K P SR HY SRS A

BESKSZRFEARLRE  ARERBEKSBH. AV AERENRS KPS KBRRNEY
10, A LUE SRR B SR A B 1AM A

b

. BRETBINE

. BIFRHIBIERS (T )

. BUPTBHORSH (T )

Z K 7 SR 30 RYAX PR

ZIKFPERER IAM AE4E1E [ AWS FIS RFINR |, SAMEX B iRk P ERRITERE, T2k
PR |, &BuLAES A B FRK F # Orchestrator Ik HFiRE IAM A, XL IAM AR ERE B RKF
5 Orchestrator K 2 [8] A& Orchestrator I 5 AWS FISZ B M EF X Ko

B IAM ARG8T RBERITREFMENNR , XEAEIZBIRME FRKFEE KRB ER
BIEM, EALLAN Orchestrator IKFRIE—/N IAM &6 | ZABUURABHRKFHNAR® , 5 AWS
FISEMEEXR. 1% IAM A BEIZRENRMN roleArn,
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ETHAXABGEKENESER , B3H (AM AFER) FHABRENEE.

Tj_:J«XT/T_\ﬁIJEF #8497 Orchestrator I A IRENR , AEEBERKS B A aws:ebs:pause-
volume-io E1T3X%,

1. Bl B A, FRESTZREMENNRIE - IAM A, BEXBIREMENNIR , HSH
BESE, UTRAETRT BIRIKF RIZEIT EBS E1E% 10 B4E the section called aws.ebs.pause-
volume-io” R FHI R,

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"ec2:DescribeVolumes"
1,
"Resource": "*"
},
{
"Effect": "Allow",
"Action": [
"ec2:PauseVolumelIO"
]I
"Resource": "arn:aws:ec2:us-east-1:123456789012:volume/*"
}I
{
"Effect": "Allow",
"Action": [
"tag:GetResources"
1,
"Resource": "*"
}
]
}

2. TR, K B FAM—MEERR , LABEKS ANEEXRR. AKS AR IAM ARERE
—NEBW, BFESRI PEIETE,
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JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Principal": {
"AWS": "AccountIdA"
},

"Action": "sts:AssumeRole",
"Condition": {
"StringlLike": {
"sts:Externalld":
"arn:aws:fis:region:accountIdA:expeximent/*"
},
"ArnEquals": {
"aws:PrincipalAxn":
"arn:aws:iam::111122223333:role/role_name"
}
}

}

CTEMKF AREIE IAM A, ZABREMMTASEESE 2 NEERBIPIEENACHETE, EFS
NKFHEERN B , BALIE Orchestrator B FNREURABNACR., UTREERKS A RARK
F BHNR, MREEEHMEFRKS, , MFEE ARNs QZXKBANEMER, SPERKF REE
E—1NAE ARN,

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "sts:AssumeRole",
"Resource": [
"arn:aws:iam::111122223333:xole/role_name"
]
}
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}

4. KPP ABZ IAM B BESBRERN roleArn, UTRBIERT IAM AEFHENSEER |, %
RERFARAKS A (DTSR, ) 89 AWS FIS BUBR,

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexvice": [
"fis.amazonaws.com"
]
},
"Action": "sts:AssumeRole"
}
]
}

&6 A LA{E A StackSets EIREEZ /N IAM &, EH CloudFormation StackSets , BEE
£ AWS Tk i B A E /) StackSet PR, BETHEZELR |, HS5HEFEH AWS CloudFormation
StackSets,

ZIKF KRR F LSS (7L )

FIE&Ht BR—MEXZRIAEE YN ERREMNZLREHANE, EAZKFP R IREFIESRSE , 7
DERBEKFER. XTNESNERKFPPEARE , FeeEA REMNRE Orchestrator ik~ 2L
Roe HEF , BUALERERBEESHRETEERKFIER. AT, B8 T LUF L EHRF NN X%
= LIS,

ETHEAEXERKFEFERNESEE , BTN E AEKF I8, CloudWatch
ZIKFSRBNEZ ST ( At )

ZEFATHELERBEEERITHER , ABLEFHEHXR, EURFECRENEHERERN , HENTE
RN AR s TR B M A 2 2T LE# T FIS XK. ’é/\ AWS TKF#E — N E 2T AWS X
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AWS HEEABRS

RAriEmE

H, HHEREHNN , EL¥RERTER-KFPNXBERSTHMESR, A T7HELEMELESKS

K, MIMEETRRE — K X E R EE L £,

B2 Z K 7 SRR AR AR

B AGIRKRBER , BB AWS BREHA
5 0 B2 R,

7 CLI SR KW AR

1.  ¥TF AWS Command Line Interface

2. EFASRFH JSON XHAIBENK - EMERIETIREN "multi-account” ( fililimy-
template.json ) WK , FFHPWitalics ENFEBHRNEECHE , REETHU

T create-experiment-template @i -

aws fis create-experiment-template --cli-input-json file://my-template.json

XAFER RN HIRE R ER, MIBRIAEH id , BISRIRERM 1D,
3. i&fTcreate-target-account-configuration@ % B #5 K P Bl B A N B SRR, [

MitalicsGURFEBRNEECHE , FALTR 2 PWEIEN--experiment-template-
idSHE , REETUT® S, id--description SHEFEN, WENMENRKFESLS

BRo

aws fis create-target-account-configuration --experiment-template-id EXTxXxxxxxxxxx
--account-id 111122223333 --role-arn arn:aws:iam::111122223333:role/role-name --

description "my description"

4. 1a{Tget-target-account-configuration@ F A RiFE B irlk P ELE M AE S

aws fis get-target-account-configuration --experiment-template-id EXTxxxxxxxxx --

account-id 111122223333

5. RINEAAEBRKFEERE , &7 LUETlist-target-account-configurations i 5 3R & & B bRl B

IEZI:? Er@IJEo

aws fis list-target-account-configurations --experiment-template-id EXTXxXxXxxxXxXXX

BIEZ K KR ER
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AWS HEEABRS RAriEmE

838 M) OB IE 1T get-experiment-template i TRV IER B ERMBRK B E, ZERHRE—
MRIEF R targetAccountConfigurationsCount , ZFREXRER EFrE Birk A& B
Bt 3K

6. HBRET , BALAEH start-experiment B8 B ITERER

aws fis start-experiment --experiment-template-id EXTxxxxxxxxx

EHBKFEE

MREBERKFIAE ARN SR, WA LERREBIRKSEE, EFNERKSEER , FTHE
R & $20E IE 72 £ A R ARIZ AT Y AT SR

EEHENRK,EE , BEA AWS BEEEZH A

1. 7 AWS FIS #&l& , Bt Jhttps://console.aws.amazon.com/fis/o
ESMERT , EFEZRER

ERRBER , ARKRERRENERTZRER

EMERF , EESR 3, BERSHENR.

BERERKFERE  AREREMRRER.

EERESRS , EFEHUE,

2

5/ CLI EFEHRKFEE

J= {Tupdate-target-account-configuration@ S EI& % , FHMWitalics ENFEBERNEZEHSH
B, --role-arn Ml --description BAESH , RFTBEEA , BTL2EH,

aws fis update-target-account-configuration --experiment-template-id EXTxxxxxxxxx
--account-id 111122223333 --role-arn arn:aws:iam::111122223333:ro0le/role-name --
description "my description"

il Bx B FRIK 7 BB

MREFBFEENEHRKSERE , WATLORERER. BEREFRKSEER , EEERZERSITAE
AXBRBFZE, KBLREET , BERTRIEFL,
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AWS HEEABRS RAriEmE

EMERBEFKFEE |, FERA AWS EEEHIA

T AWS FIS #25F|& , Wik https://console.aws.amazon.com/fis/o

ESEMERD , EEISBER.

ERIRER , RAEKOERBRENEN.

EMERF , ERDPR 3, BRERSHRNR.

EERKFEET , X TERRNBHFEKSAE ARN , EEERER.

RSB S , EEHAUE,

EEERHERFHFRRER, YRRREREBHIAN |, @ Aupdate AR FHZRER,

N o g~ w0 Ddhd =

fEF CLI MER B Rk~ B E

iz {Tdelete-target-account-configuration@i® , FHMitalics BNUFEZRNEECHE,

aws fis update-target-account-configuration --experiment-template-id EXTxxxxxxxxx --
account-id 111122223333
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R

BALUEIE AWS Fault Injection Service (FIS) X AWS TEREH THEEARR, XLEXREIT
EERE BRI SEEEEARLETHN IR ZURE. AT, BULUERA FIS 2FH A fFKK
ZHN —IREES AR FEIRMES. BRITXIFANA , FIS BaidiRELFHHNAETRE, FISHERTE
EventBridge AERFER , HRKREBEMN, EventBridge Scheduler E— M LRZ[AERF |
ATFEBEIL NP REERS VR, STNEEREES.

/A Important

T #Y AWS Fault Injection Service 2% 1t X2 F1E AWS GovCloud ( E£EZREP ) M AWS ( =
EfEE ) A, GovCloud

F&

- DB RERAS

- SIEXEITY

« EHFXEITY

-« ZAMIBRSEE TR

R RERAR

RITABR—1IAM A€ , ZAE® AWS FIS 4 T 5 EventBridge RESRXEURIULE4FAERE
Z) FIS K1, BT U R R BEHY AN E itk B & LR T EventBridge AERFHA FIS KKHNRR, KT
TR T WA 02 FRI T A EM EventBridge ¥ BZI KR AY KB,

£/ AWS CLI t1Z AESRAE
EventBridge EEf ALt IAM AGBREXREF TR,

1. EFILLT JSON X ABRAKR , HER fis-execution-role.json RFE|AM, BIE
{E3 B L EventBridge BRERHFSRRKEEBEZAR,

JSON

"Version":"2012-10-17",
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AWS HFESE A BRS AriEmE
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "scheduler.amazonaws.com"
}I
"Action": "sts:AssumeRole"
}
]
}
2. £ AWS S S{THRE (AWSCL) F , MAUTHERAEBNG T, §
FisSchedulerExecutionRole B A EARFHA RN E .
aws iam create-role --role-name FisSchedulerExecutionRole --assume-role-policy-
document file://fis-execution-role.json
RUMEBHRE K EREIUATHEAS :
{
"Role": {
"Path": "/",
"RoleName": "FisSchedulerExecutionRole",
"RoleId": "AROAZL22PDN5A6WKRBQNU",
"Arn": "arn:aws:iam::123456789012:role/FisSchedulerExecutionRole",
"CreateDate": "2023-08-24T17:23:05+00:00",
"AssumeRolePolicyDocument": {
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "scheduler.amazonaws.com"
b
"Action": "sts:AssumeRole"
}
]
}
}
}
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3. ZH|E ¥ EventBridge AESRAAXKRFRE , FEFIELT JSON HFERERN fis-
start-experiment-permissions.jsonZitt, A THE LT S EventBridge cheduler X1 &k
PR IERRER{TFis:StartExperimenti®E, MEFAGRE N ENSRENR , NEH
BRI HENREY ID , £ "arn:aws:fis:*:*:experiment-template/*" WIKIpERR *,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "fis:StartExperiment",
"Resouxce": [
"arn:aws:fis:*:*:experiment-template/*",
"arn:aws:fis:*:*:experiment/*"
]
}
]
}

4. BITUToS , HENRER, & FisSchedulerPolicy it EERE F IR BT,

aws iam create-policy --policy-name FisSchedulerPolicy --policy-document file://fis-
start-experiment-permissions.json

MR, BFLBIUTHE. 12 TRE ARN, BFET—SPEAL ARN R RIEEEIRK
NwHTAE,

"Policy": {
"PolicyName": "FisSchedulerPolicy",
"PolicyId": "ANPAZL22PDN5SESVUWXLBD",
"Arn": "arn:aws:iam::123456789012:policy/FisSchedulerPolicy",
"Path": "/",
"DefaultVersionId": "v1",
"AttachmentCount": 0,
"PermissionsBoundaryUsageCount": 0,
"IsAttachable": true,
"CreateDate": "2023-08-24T17:34:45+00:00",
"UpdateDate": "2023-08-24T17:34:45+00:00"
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}

5 B ZERRMEEZNRITAR , BETUTHS. & your-policy-arn A EL—SHEIE
K EBE ARN, ¥ FisSchedulerExecutionRole it HEHITAEBHN B,

aws iam attach-role-policy --policy-arn your-policy-arn --role-name
FisSchedulerExecutionRole

attach-role-policy BEFLEG ST LIREMAL,

6. B RAERFRFANNESTEERERZEN AWS FIS KRR, 15]!1 DT ERBETRE
AWS FIS X1 K fis:StartExperiment® R , BN AERFRH N RAEEZTHERSIHN KRR
#. Purpose=Schedule

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "fis:StartExperiment",
"Resource": "arn:aws:fis:*:*:experiment/*"
}I
{
"Effect": "Allow",
"Action": "fis:StartExperiment",
"Resource": "arn:aws:fis:*:*:experiment-template/*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/Purpose": "Schedule"
}
}
}
]
}
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AWS #EEE A BRS RAriEmE
I SL 1T X

BEBRAMZHRAR MRS ZRERAH , FRRTHXR, SUUERIAH AWS FIRIH
BEIR.

SIENBERE , BHERF , AGEERIXR, EHEEQEZELHXRAE, REFHNEEEITIIE
o

FERITWEXBINER | R —RAMEESHBERES . EELBITH SRR,

aws 253 Services ‘ Q Search [Option+S] (2] 2% ® Select a Region ¥

® S3 & Amazon EventBridge @ AWSFIS B CloudFormation @ CloudWatch 1AM Bl ez @ Aaws Organizations %3 Application Composer

Schedule pattern

Occurrence  Info
You can define an one-time or recurrent schedule.

@ One-time schedule ’ ‘ O Recurring schedule ‘

Date and time
The date and time to invoke the target.

‘ YYYY/MM/DD ’ l hh:mm ‘ ‘ (UTC -04:00) America/New_... ¥ l

YYYY/MM/DD Use 24-hour format timestamp (hh:mm) Timezone

Flexible time window
If you choose a flexible time window, Scheduler invokes your schedule within the time window you specify. For example, if you choose 15
minutes, your schedule runs within 15 minutes after the schedule start time.

Select v

Schedule state

Enable schedule
You can choose not to enable the schedule now. You will be able to enable the schedule after it has been created.

@ Enable

REHRIAR AT RIRS, R MREZEAUIRE , BABEEZT I , REBFRLRHERXRE,
AWS FIS KK E2RE M EEventBridge 1ERRZ L. BANSEXH | THEISHEFITHIZRE,

£ 2% & BT X

1. 3TFF AWS FIS #£# &
2. BEEMSMERP , EEIBER
3. ERERIT XM ERER,
4. BHRE  RENTRIIRPEFERIEER,
a. EIHRIBHRT , BREREW
b. EitXIERT |, EFEMITR,
c. ItRIKET , BUIEEETERNITX , BSEITRIKE,
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AWS #BESE A RS Ar s
d. 7 Rate ®ARX T , EFLERRNITHIEIERHER | 205 58,
e. ERNESERET , IEEENE X,
f. EFHBHMSET |, BEFH B HRETE,
g. EERBHNRET |, IEEL R B EAMETE
h. BITRPRST |, P1#RE At RIED,
i. ERNRT , EREEHANEAE , AFEER FisSchedulerExecutionRole,
. EEBRT—%,
5. aREFHARITN , EERERNFARFEE , RAEEFCEITX,

EHXEIT X

U LLEFHRRITR , FEZHRNESEERN B HAFETE,
FREHAEEHMERINT

1. TFF Amazon FIS 24l &,

2. ESMBET | EEREIR,

3. EBRBREE  TREMNR , SN IHEMRVEITR.

4. REERWKRE ID, REFME TR AT+,
5. RERBFEESXEXEMIAF/ITK, EFXEKITY , AR HEMITIRE,

25 F S BR SR IR 1T X

ERIESRBREITRPITREIT , TUAMBRHEA AN, AT SRS ETRAAER AWS 25 &
M BR R EE A SR T

il R =R 5 A AL

$TH Amazon FIS ###|&,

ESMERT , EEIBER,

ERFRRE  SKBER , 2 NHERCIETR.

KREBERHER ID. RFSMEITTRIETF,
REREBFESIREXBHENIAGITN, EFEXEKITR , AL EENITRIRA,
BERITUTHREZ—

o a0 kA w N~
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AWS HEEsE AR g
a. ZEMBRITR , FIEEMERITRIMNZAVERE, BA delete , RFETMERITRIZRE.
b. EERAITX , BERZERAIUTKIMNEZNIRE, #A disable , RAFELEEAITTIIZH,
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T2 ERT AWS FIS

ZEMATELREEEHRHTHIR , HHLEFHRFXR. BUEFSEETRHENERA , AENTH
RN RAREFEITRR BRI ER L2 LT FIS XK. ’EA AWS Ik #H — MR £ AWS X
o

NTREFFELNWEERTHXRR , ERENZRFLZAETHRESENEGR, SHEIEFFHRISE
BARSFEEMER, J«XT%'ﬂ:’rmt\Tﬁ%ﬂﬂﬂﬁ#ﬁ‘ﬁ%ﬁéﬂﬂ’ﬂwm

25

. BT

. EART
ZETRIBEE

A BUBCE SRR R £ 4T,

- MRMEER, WAV FIS K. BIAMBERT , T2 THEBRRE,
- MRBCE  WEERTHXEFEFL  FEFARFITHRITIZR.

PRETEMHIRFATENE R —MRELER

- BELE, IRZEFTEUENERIEEIZT,
- BEVE , IRXRERELZEHEBERFHH,

BIEEMEREMETEFLHEUENRK, BR , T2T#ERE , 7JEMERE — KRR IRTT 44 %738

¥,
ZETRR
ZEH = Amazon BIEEF (ARN ) EXH—TIHR, Z2FBEUATSH

« RE, BAREE | ELARER,
- KR, ZRAFRANZRS , ATERZETPRSHNESRR.
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ERAZ 2T
ATRIEAN BMAGEA AWS FIS REARSSTEE. BAMMF R,
ERLEN

AUBRBUTIREFKS MEXBHN LTRSS
EREFHEERTRSMT

1. HFEHAWSFIS &
2. HESMERKRT , EEXK,

3. MRAZLNEHE  LFERERNHER —NEHREE. WRXBEREE , RPZETLTHEER
RS

£ CLI EFR 24
ERUATRS

aws fis get-safety-lever --id "default"

ZEMALTUT RS2 —

- BER  ZEFTAEREMRE, SRAUEHET. RIAMBRT , Z2FLEFHREBRRES,
o FHEEE : RETEEMNBRTRBCERS, WREEE —EXRHAREFEL, LFXHRESR , TEE
HZ £,

BRUE | REFATEIRS , RETEAXE., ERETATRERSH | EMAETHHFKE
R EUH

AEREMN

EREFEREREN

1. $TH#H AWSFIS &
2. HESHEBERD  EBXRK,
3. EREILMEXRIZRY.,
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AWS HEEABRS RAriEmE

4. BMAMBEREMHERR.
5. EEWIA.

£/ CLI BUE R 24T

- ERUT®S. ERRFRPEELECHOE.

aws fis wupdate-safety-lever-state --id "default" --state
"status=engaged, reason=xxxxx"

BREREZ 2

EREH S RRE SN

IS AWS FIS &
ESMERT , EEXK,
IERERE SR,
WMARRLZE2THERERRE,
EFRIA,

o b w0 Dd =

fEA CLI BRBRZ 4T
« (FRUTHS:

aws fis update-safety-lever-state --id "default" --state
"status=disengaged, reason=recovered"
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AWS HEEABRS RAriEmE

5 AWS FIS 3256

FRIMERANT TEREE AWS BIEZEARS (AWS FIS) SRR HY# BRI,
AWS FIS # & &5 AWS CLI

A AWS FIS 4|l AU FEZTHRMHE, AWS CLI B EFR P ZMIRENIRS
k&R, BXEZER , i35 the section called “EEF LR,

CloudWatch &£ 15 R I8 ¥R FE R

£/ CloudWatch fEFIEEFRR 7T B EK PR RFERAER. AWS FIS ERARIERXI N T AWS Ak
ShEl, BuULREER , LEAEBLRSEIAF OEBELER, EXEZEL , BSH LWE
f£ A CloudWatch,

&858 ] LUE T 812 CloudWatch BIRRE SRR AIRTER , M1 AWS 3 FIS SER 82 F 1E &4,
— Bt RER , TRHMAEFEL, BXESZEE , BEH FLEEMH. BX6IZE CloudWatch BRI E
%8R , 55 Amazon CloudWatch AFEMHPWE TESHELE CloudWatch BIRFMETH
ERNEER. CloudWatch

AWS FIS 2K ig %

ERAZXBALZEE , MEEXREZTHNHEREXFAEE. EXEZER , BZHAZEBEFILR,
KBRS ERSEH

Amazon EventBridge & 6E% BB RAEH R RIRER. AWS HEBWIRBSKETLE |, FIS
SERHBEH, BALLAESEHCENAN , AFEHANNEHEEERITHELIEREE. H
0 , @ Amazon SNS FB AR X BHHNIEA Lambda . BXEZEE | B3 LUEEH
EventBridge.

CloudTrail B&

AT #%k AWS CloudTrail H>x AWS FIS APl HAMFHAER , AFEENBEZHEFRE
Amazon S3 #, CloudTrail Z&2IEFZIRIEEZEITRRINERAIRS APIs BH, &0 LU FiX Lt
CloudTrail A ERWEEKFT 7 WM, MR EEAER IP thut, #RIT 7 EE, MELT 7Y
&,

AWS Health 12 | E & %0

AWS Health ATl IRFEE T BISR RRMEBE LA IEH AWS IREFIIKF R vl . HARFIHR
BEf , AWS FIS £ME4RH Healt AWS h Dashboard X Hi@#l, ZBHERKIZLEE NS H
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AWS HiFESE A BRSS FF- 15T
NELEXRR (BEZEKFAER ) PHERRERENSNKF R, MHRITHFESEBHRNERE (W
aws:ssm:start-automation-execution #l aws:fis:wait ) HZBKFER ALK HBA,

BEXRATAURENAGHNERENIESENNER . ET#AEX AWS Health Dashboard K E
ZER | BESE (AWS Health AF1ERE) B AWS Health Dashboard,

(® Note
AWS Health SRR AMEE RIEEH,

£ AWS Amazon Y# FIS EH&E#r CloudWatch

B0 LA Amazon CloudWatch %3 AWS FIS SEIe Xt B AR E20E, ik a] LIS AWS FIS B
BER.

AXBEXRRENESEL , B0 252,
B AWS FIS K50

HEAK AWS FIS RHrt , FHRETATHEXR B RRENEL R BERS" #9 CloudWatch 5
Ro FTEARRIE | SR SIS BT R RRERFAY B FRHX L CloudWatchig#r.

BX AWS FIS XM EMRRREXEN AA CloudWatch EFRNEZER , BSRAUTHER :

- fEAEIEEREHI CloudWatch

« M 5# ECS CloudWatch 3E4%

- fEF ¥ Amazon RDS #E#r CloudWatch
- FRAKEIETWSIER CloudWatch

AWS FIS £ HERfEFR

&R LAER CloudWatch £ EE4RK T R ERNIKF R REAER. ERXLIERRE CloudWatch
RMUKRR EATRCE SRR RS ERBER

AWS FIS R RIEFHRNT R F AWS RESEH, BuLEEER , LEAEEIRSESNOELHE
ko BX CloudWatch BiIRWEZEE |, 5% Amazon CloudWatch FiF$5F,

AWS FIS #£ AWS/ Usage n & 22 [H & 8 LA T #5847
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1R

ResourceCount

UT#ERTxE AWS FIS R ERA B R,

%EZ

Service

Type

Resource

Class

DU

LK PETHEERRNEHE, BREAERE
PRARBEREVAEE TE Lo

PO

TEREH AWS REFH BT, 3T AWS F FIS
FERBERIEN , WEENERNFIS,

IETERERIRRAIEA, Ha) , AWSFIS 5
LISFRHIE— B MIERResource,

FHEBETHRRHERE, SSRERMBTHER
WESD B TTAERN ExperimentTemplates #
ActiveExperiments

REBLERE , LB RKER,

£ AWS Amazon % # FIS 3£ EventBridge

HXWRBSEETE , AWSFIS 2k HiEA, XEEABET Amazon AEHF KR EventBridge
( BAHI#R9 CloudWatch B4 ) . AWS FIS @REAB H R MIXLEH, IEFKAET EventBridge ith[a

HREEH.

£/ EventBridge , &7 LA B2 AR AL BRENENEFHMN, Flan , ST LEEMN , LUIE A
SNS EBAIEE FHRFBEA , HE A Lambda EEHITR LR,

BHXxEZ{EE EventBridge , &

&5 (LS EventBridge A/ #8RF) EventBridge Y “YI L A

77
UTREERSEREMHIIEE -

{

"version": "Q",

"id": "12345678-1234-1234-1234-123456789012",
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"detail-type": "FIS Experiment State Change",

"source": "aws.fis",
"account": "123456789012",
"time": "yyyy-mm-ddThh:mm:ssZ",

"region": "region",

"resources": [

"arn:aws:fis:region:account_id:experiment/experiment-id"

"experiment-id": "EXPaBCDlefg2HIJkL3",
"experiment-template-id": "EXTalb2c3de5f6g7h",

"new_value",
"reason_string"

"old_value",
"reason_string"

1,
"detail": {
"new-state": {
"status":
"reason":
},
"old-state": {
"status":
"reason":
}
}

experiment-id

RSB KA 1D,

experiment-template-id

K30 P A SRIRAEAREY 1D,

new_

value

KR, T BRI -

old_

completed
failed
initiating
running
stopped
stopping

value

KU £ — MR, TRHESHE

WM 2 EventBridge
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* initiating
* pending
* running

+ stopping

AWS FIS 3R B &

BALMERASSKARIER , LMEEXRETHHEREXFAER.

LEEZRESSHATENRBEXBRAREAFREATRARLERK. BXELZELR , HSH Amazon
CloudWatch B! ( £ “AREE., BFE, HEHE T ) M Amazon S3 Efl,

PR

BRATRTF AWS FIS RRF ENF A ERE B ERENESNAEBR. BXREZER , 55 Amazon
CloudWatch Logs AFERHPHATRE :

o XIXZIBEM CloudWatch A&
« &i%%| Amazon S3 KB &

B &R

SR AKIRREAUTEY, HRERXARE 2, ATF details WFERBURT log_type B, AT
resolved_targets WFEREURT target_type B, BXEZEER , HSH the section called “H
FIEFE RO,

"id": "EXP123abc456def789",
"log_type": "experiment-start | target-resolution-start | target-resolution-detail
| target-resolution-end | action-start | action-error | action-end | experiment-end",
"event_timestamp": "yyyy-mm-ddThh:mm:ssZ",
"version": "2",
"details": {
"account_id":"123456789012",
"action_end_time": "yyyy-mm-ddThh:mm:ssZ",
"action_id": "String",
"action_name": "String",
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"action_start_time": "yyyy-mm-ddThh:mm:ssZ",
"action_state": {

"status": "pending | initiating | running | completed | cancelled |
stopping | stopped | failed",
"reason": "String"
I
"action_targets": "String to string map",
"error_information": "String",

"experiment_end_time": "yyyy-mm-ddThh:mm:ssZ",
"experiment_state": {

"status": "pending | initiating | running | completed | stopping | stopped
| failed",
"reason": "String"
I
"experiment_start_time": "yyyy-mm-ddThh:mm:ssZ",
"experiment_template_id": "String",
"page": Number,
"parameters": "String to string map",
"resolved_targets": [
{
"field": "value"
}
1,

"resolved_targets_count": Number,

"status": "failed | completed",

"target_name": "String",

"target_resolution_end_time": "yyyy-mm-ddThh:mm:ssz",
"target_resolution_start_time": "yyyy-mm-ddThh:mm:ssZ",
"target_type": "String",

"total_pages": Number,

"total_resolved_targets_count": Number

K75 88
« RE2B|AT :

+ target_typeFERMfFresolved_targetsFEMNRIIZXEHR ARNs HFT R
o resolved_targets NRHWERFEREURT target_type H , BB FEREE,

« action-error M target-resolution-detail BHEE (FM7T account_id FE& ),
o FIERRRAFRRA 1,

AR
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AWS HBEE A RS AFiEmE
/|_,\ E’J i&
AWS FIS X5 AEEEZILT B -

« —/N Amazon S3 1@
« Amazon CloudWatch B&4

S3 BEf&H
XERTXEMEILTNVE

bucket-and-optional-prefix/AWSLogs/account-id/fis/region/experiment-
id/YYYY/MM/DD/account-id_awsfislogs_region_experiment-id_YYYYMMDDHHMMZ_hash.log

AEeE/Lo#HEREEFMAE.
CloudWatch A7 B &4
HEFZIE R B EFRnamed /aws/fislexperiment-id,
AFEAE—2#AREHE AERE,
B &g F Rl
LT RERHIEEN EC2 K6l LiZ1Taws:ec2:reboot-instancesi® EHY L4 B E 1L F R Bl
Ik

experiment-start

* target-resolution-start

* target-resolution-detail

 target-resolution-end

* action-start
* action-end
* action-error

* experiment-end

experiment-start
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AT R experiment-start B4/ RAIEF.
{
"id": "EXPhjAXCGY78HV2as4A",
"log_type": "experiment-start",
"event_timestamp": "2023-05-31T18:50:45Z2",
"version": "2",
"details": {
"experiment_template_id": "EXTCDh1M8HHkhxoaQ",
"experiment_start_time": "2023-05-31T18:50:43Z"
}
}
target-resolution-start
LA R target-resolution-start B4 RAIIZRE,
{
"id": "EXPhjAXCGY78HV2as4A",
"log_type": "target-resolution-start",
"event_timestamp": "2023-05-31T18:50:457",
"version": "2",
"details": {
"target_resolution_start_time": "2023-05-31T18:50:45Z",
"target_name": "EC2InstancesToReboot"
}
}
target-resolution-detail
LR target-resolution-detail EHMRAIIEFRK, MERBHFRDHRLW , MidFHiEEF
error_information FE&,
{
"id": "EXPhjAXCGY78HV2a4A",
"log_type": "target-resolution-detail",
"event_timestamp": "2023-05-31T18:50:452",
"version": "2",
"details": {
"target_resolution_end_time": "2023-05-31T18:50:45Z2",
"target_name": "EC2InstancesToReboot",
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"target_type": "aws:ec2:instance",
"account_id": "123456789012",
"resolved_targets_count": 2,
"status": "completed"

target-resolution-end

MREFRDPWERLW , MiEFZFIEHE error_information FE&, MR total_pages KF 1,
NERREFENTMEFPBEERLE —FIEZHKRNES, 2EHMTEFRREHERERY target-

resolution-end i2%.

LAR 2 EC2 #fEtarget-resolution-endE 41 RHIIEH,

{
"id": "EXPhjAXCGY78HV2as4A",
"log_type": "target-resolution-end",
"event_timestamp": "2023-05-31T18:50:45Z7",
"version": "2",
"details": {
"target_resolution_end_time": "2023-05-31T18:50:46Z",
"target_name": "EC2InstanceToReboot",
"target_type": "aws:ec2:instance",
"resolved_targets": [
{

"arn": "arn:aws:ec2:us-east-1:123456789012:instance/
i-0f7ee2abffc330de5"

}
1,
"page": 1,
"total_pages": 1

LATF 2 EKS #24E target-resolution-end E4#YRHIIEH,

{
"id": "EXP24YfiucfyVPIpEIn",
"log_type": "target-resolution-end",
"event_timestamp": "2023-05-31T18:50:452",
A EiEF R Hl
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"version": "2",

"details": {
"target_resolution_end_time": "2023-05-31T18:50:46Z2",
"target_name": "myPods",

"target_type": "aws:eks:pod",
"resolved_targets": [

{
"pod_name": "example-696fb6498b-sxhw5",
"namespace": "default",
"cluster_arn": "arn:aws:eks:us-east-1:123456789012:cluster/fis-demo-
cluster",
"target_container_name": "example"
}
1,
"page": 1,
"total_pages": 1
}
}
action-start

AT R action-start B4 RHACHEK. MRSBERIEE TIRESHK , NicFHPEE

parameters FE,

{
"id": "EXPhjAXCGY78HV2a4A",
"log_type": "action-start",
"event_timestamp": "2023-05-31T18:50:56Z7",
"version": "2",
"details": {
"action_name": "Reboot",
"action_id": "aws:ec2:reboot-instances",
"action_start_time": "2023-05-31T18:50:56Z7",
"action_targets": {"Instances":"EC2InstancesToReboot"}
}
}

action-error

LT R action-error EHMRHIERK, ABREFERUA ST 2BREZEH, BEXMBESNMNKFHS
RENZEHS
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{
"id": "EXPhjAXCGY78HV2a4A",
"log_type": "action-error",
"event_timestamp": "2023-05-31T18:50:56Z2",
"version": "2",
"details": {
"action_name": "pause-io",
"action_id": "aws:ebs:pause-volume-io",

"account_id": "123456789012",
"action_state": {
"status": "failed",

"reason":"Unable to start Pause Volume IO. Target volumes must be attached

to an instance type based on the Nitro system. VolumeId(s): [vol-123456789@abcdef@]:"

}

action-end

AT R action-end BH4HRHIEF.

{
"id": "EXPhjAXCGY78HV2as4A",
"log_type": "action-end",
"event_timestamp": "2023-05-31T18:50:56Z2",
"version": "2",
"details": {
"action_name": "Reboot",
"action_id": "aws:ec2:reboot-instances",
"action_end_time": "2023-05-31T18:50:56Z",
"action_state": {
"status": "completed",
"reason": "Action was completed."
}
}
}

experiment-end

LA 2 experiment-end E4MRHIIER.

EEARE SN
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"id": "EXPhjAXCGY78HV2a4A",

"log_type": "experiment-end",
"event_timestamp": "2023-05-31T18:50:5772",
"version": "2",

"details": {

"experiment_end_time": "2023-05-31T18:50:577",
"experiment_state": {

"status": "completed",

"reason": "Experiment completed"

FERXKRBAFTIEFH

BUZAXKAERIERK. ERWIERARILEK , B4NBEEA T AR RERNZRERKESRE., W
RENTREENEA —IMUBIARATHESERNE M , NYEERETZREN , RISFUER
HERLY 15 ¥, ER B EEE N LRIt B A,

EREH A B AXK B SIER

1. $TF AWS FIS ##|A& , Mithttps://console.aws.amazon.com/fis/ A o

2. ESMERP , EFEZHER,

3. EBRXRER , ARMNERRENEMZBLER,

4, WTHEE, K BEBMNMIED, B[ S3FHEBAIEARE , HEEFERIEER Amazon S3 F#E , AE

WMAFEREHRNNE. EFBEELREET CloudWatch B |, iH%B X% %E| CloudWatch B &5
ABE4E,

5. EBREHREENR,

EZHAXRKISR , BEH AWS CLI

£ Fupdate-experiment-template i & H 15 & A & BB

ZAXKAFILR

MBTEAFEWER BE , WTNEHRE B FER.

{Eﬁﬁjﬁ‘ﬂ%u = thﬁﬁ ﬁ'g_l_ H /L/\lai

1. 3TFF AWS FIS #84lA , Mithttps://console.aws.amazon.com/fis/H o
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https://console.aws.amazon.com/fis/

AWS #BESE A RS Ar s
2. ESMERP , ERTHRER,

ERRBER , RRROERBRENERTZRER.

NFEE, B “KiXE| Amazon S3 & M “&XiXF| CloudWatch BE7,

R EH R AER,

o bk~ ©

ERAXKIER , BEM AWS CLI

f# FAupdate-experiment-template@s & H I E 2= HEE &,

FEAiZx% APl B AWS CloudTrail

AWS #FEE A RS (AWS FIS) 5 AWS CloudTrail—I RS ER , ZBRFIREEAF. A6 AWS ik
%1 AWS FIS FXENHIR1ERMIER, CloudTrail § AWS FIS IFTE APl AR NS4, HRNE
BEEXRA FIS #4H AN AAMIT AWS FI AWS S APl BENKRE AR, REERE , WATLR
¥ CloudTrail EH £ /& E| Amazon S3 Zf#&#E , ¥ AWS FIS WE#H., MREAREERER , &
AR LATE CloudTrail #ZHI58 “SHHELIER PEFESEHMNEH. FAKERNEER CloudTrail , &
ATLATEER AWS FIS K HMER, ZHERM IP that, #IRE TiER, AHERHERUREIFA

==

ET7THMEZ{EE CloudTrail , 52 {AWS CloudTrail HF1EFE) -

£ CloudTrail

CloudTrail & BIEIKF AWS IKF” REEENIKF EEA. 2 AWS FIS R REEF A |, ZEHLE
Hfth AWS BRS5 CloudTrail S —RIZERESHIELIERF. BANEFES, BENTHRIEREN
EHAWS K. BXREZER  FSRAEASHALIERKES CloudTrail =,

ERSZICFEMN AWS IKFEH (2E AWS FIS WEH ) | BRIERER, REAWF CloudTrail ¥ H

FE X &5 E Amazon S3 . BINBERT , HBEEHAFPABRERN , ZRENNATRE
AWS X5, RERIZE AWS 2 XHAEXENEH , N BEXHEEFBRIEEN Amazon S3 7714
Mo BEA\ , BB EEM AWS RS , Sl — S 2 FLE CloudTrail BEPWENSHEE, BX
BZEE , BEETINE :

« NI AWS IK 7 0 2 IR ER
* CloudTrail X358 BRSS M AL

« BEE Amazon SNS EHI CloudTrail
o FEWKBEZANXIEH CloudTrail B EXAFIZRK B ZANKF B CloudTrail B &4
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FTE AWS FIS 2GR (MEZXARS API &) iai CloudTrail #igdx7E (AWS #FEE A RS
APl ) i, BXEBRRIR ﬂMfE’JHﬁ? £, BEEREZARNRSH APl & X8, #l
m, BXRELDE EC2 £fl EMITHIRE | BHSRILE% EC2 API 5%,

BANEARATREBEEERERBFROVARGE. SOEEREHTEHEUTHR

- BREFEARZTIEERAFFIERH/TY,
- BREEAACERRKSAFNERNZEFIERHMN,
- FREBTHHEM AWS RF K H,

BXEZER , B2 CloudTrail userldentity T3,

TH#E AWS FIS BEXHSE

RERE—MEE , APHEHEN BEXHRRAEIEIEEN Amazon S3 F#HM. CloudTrail BEX#
B - EEIMEERRB. %#ﬁﬁﬂéﬁﬁcﬂﬂéﬁﬂﬁi MER , @REAXFERNEE. BRED B BN
B, HRSHBFENFEE. CloudTrall BEXHARLH AP HRANAFHERRE , ALENF2RE
4= E /IR F

LA 218 AWS FIS StopExperiment E# CloudTrail B&% B =l

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAIOSFODNN7EXAMPLE:jdoe",
"arn": "arn:aws:sts::111122223333:assumed-role/example/jdoe",
"accountId": "111122223333",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAIOSFODNN7EXAMPLE",
"arn": "arn:aws:iam::111122223333:ro0le/example",
"accountId": "111122223333",
"userName": "example"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2020-12-03T09:40:427",
"mfaAuthenticated": "false"
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}
}
},
"eventTime": "2020-12-03T09:44:20Z2",
"eventSource": "fis.amazonaws.com",
"eventName": "StopExperiment",
"awsRegion": "us-east-1",

"sourceIPAddress": "192.51.100.25",
"userAgent": "Boto3/1.22.9 Python/3.8.13 Linux/5.4.186-113.361.amzn2int
Botocore/1.25.9",
"requestParameters": {
"clientToken": "1234abc5-6def-789g-012h-ijklm34no56p",
"experimentTemplateId": "ABCDE1fgHIJkLmNop",
"tags": {}
},
"responseElements": {
"experiment": {
"actions": {
"exampleActionl": {

"actionId": "aws:ec2:stop-instances",
"duration": "PT10M",
"state": {
"reason": "Initial state",
"status": "pending"
},
"targets": {
"Instances": "exampleTagl"
}
},
"exampleAction2": {
"actionId": "aws:ec2:stop-instances",
"duration": "PT1OM",
"state": {
"reason": "Initial state",
"status": "pending"

I

"targets": {
"Instances": "exampleTag2"

}

}
},

"creationTime": 1605788649.95,
"endTime": 1606988660.846,
"experimentTemplateId": "ABCDE1lfgHIJkLmNop",

.x86_64
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"id": "ABCDE1fgHIJkLmNop",
"roleArn": "arn:aws:iam::111122223333:role/AllowFISActions",
"startTime": 1605788650.109,

"state": {
"reason": "Experiment stopped",
"status": "stopping"
},
"stopConditions": [
{
"source": "aws:cloudwatch:alarm",
"value": "arn:aws:cloudwatch:us-east-1:111122223333:alarm:example"
}
1,
"tags": {3},
"targets": {
"ExampleTagl": {
"resourceTags": {
"Example": "tagl"
},
"resourceType": "aws:ec2:instance",
"selectionMode": "RANDOM(1)"
I
"ExampleTag2": {
"resourceTags": {
"Example": "tag2"
I
"resourceType": "aws:ec2:instance",
"selectionMode": "RANDOM(1)"
}
}
}
I

"requestID": "labcd23e-f4gh-567j-k1lm8-9np01q2341r56",
"eventID": "1234a56b-c78d-9e0f-glh2-34jk56m7n890",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",
"eventCategory": "Management"

TR AWS FIS BEXH%E
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TR AWS FIS Z8%E FIS RENZKFFAMN APl BRIEMNRHI CloudTrall B&

Bo. aws:ssm:send-command AWS userIdentity JtEXB T A IGREIE A HAVER | HEIT
ABEBERAABIRE, userName 2E R AABKH BN, XKHY ID EXP21n T17 WMz a6dNugz H
MERZARH ARN FHprincipal IdERE -2 HI,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROATZZZ4JPIXUEXAMPLE:EXP21nT17WMzA6dnUgz",
"arn": "arn:aws:sts::111122223333:assumed-role/AllowActions/
EXP21nT17WMzA6dnUgz",
"accountId": "111122223333",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROATZZZ4JPIXUEXAMPLE",
"arn": "arn:aws:iam::111122223333:role/AllowActions",
"accountId": "111122223333",
"userName": "AllowActions"
1,
"webIdFederationData": {3},
"attributes": {
"creationDate": "2022-05-30T13:23:197",
"mfaAuthenticated": "false"

}

3,

"invokedBy": "fis.amazonaws.com"
3,
"eventTime": "2022-05-30T13:23:192",
"eventSource": '"ssm.amazonaws.com",
"eventName": "ListCommands",
"awsRegion": "us-east-2",
"sourceIPAddress": "fis.amazonaws.com",
"userAgent": "fis.amazonaws.com",

"requestParameters": {

"commandId": "51dab97f-489b-41a8-a8a9-c9854955dc65"
.
"responseElements": null,
"requestID": "23709ced-cl19e-471a-9d95-cf1la®@6b50eeb",
"eventID": "145fe5a6-e9d5-45cc-be25-b7923b950c83",
"readOnly": true,
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"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"
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FIS BYESARSS £ 4 AWS R

XEFERBEXE (FAS) 2

BRBFISTE (FAS) £/ A EMHAVNER AWS BRSS , B E AWS BRSS @ TR SS & HiF R E
Ko BXRAH FAS BRI REEFE , BSRERL A 21E,

AWS FIS RS A®
TRERESAG 2

BSAEEHR—WMRBSEE. KRREVITEREEN IAM &6, IAM BEE R TLE IAM Fa12, SR
BRIES AR, BXEZELR , 52 (IAM BFER) PMelE D AWS REZRNEN AR,

FIS WARSSHX A AWS
XBRSREKAR : 2

BSHAXABR—TMERSAXKN AWS BSRSAR. RS AUKARKRERTRENASR, RS
HXASHIELN D AWS K/ |, FERARSHAE. IAM EERTUESEBTEEERS<KAR
YR BR o

BREEREE AWS FIS RSHXBENFAFE , F5H. N AWS BEFARSEARSHEXA
=]

AWS HFEE A BRSS SR BE 7= 51

BRUABERT , ARNAEXTREIERIEH AWS FIS BiR. ERTFAFNAETRNITIRIENN
PR, IAM B3 7 AT LI 1AM KR,

BT RNMAERXL RS JSON REXHESIEZET IAM BN EE , 56 (IAM AFiERE) P8l
2 IAM KB (258 ) .

BEXFIS EXMBREMNGTREE (IESHRFRELEHER ) WiFHAEE , HSH  ARNs REEN
2#£) K AWS Fa AWS ult Injection Service BV, FRMEHE,

N
- RERRESNE
- =Pl : A AWS FIS ##l&

)
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AWS #FEE A RS il
« R FIHATA AWS 8 FIS B4

o =l ARERENEIEER

o =l FFRER

o =l ERARSENRRERE

- Tl BIBRFERERZHNZRER

- =Bl RATAPEEHCSHNR

« R : A ec2:InjectApiError S

« 5 . fEF aws:s3:bucket-pause-replication S48

R R fE SRR

ETHONRBRE T EARBAUEENK/PIE, HRISMER AWS FIS iR, XERETES
£ AWS IKPF=E A, tlERRBET S HNREEN  FERUTERMER

- JFHAER AWS RERMHA RO RENBENR — BEFHOAFPMITERBER TR , #EANTS
FIRAGIRTRRNAWS HE R, ENEMRNRERITR AWS IKF, FITZUEET E LEXS
BRI AWS ZEFRERBRAE-DBINR. BXESZEE , HZH (IAM AFERE) F/Y
AWS FEEFREH TFRAENAWS FEE KK,

- NRASERR : EEA IAM R RENRE |, TR TFHRITESAFONR. At , EATREL
EREFRG T AUNBERFERTHRE , SR NRENRFA. BXEM IAM NARBRNESE
B, #Z5H (AM AFER) 8 1AM R RN RR,

o {8 1AM KBRS — S BREITH RIAR ;48 AT LA [ 5K B 7 00 5% 44 Sk BR A1 X R AE RN FR A 17 ) o
Bl | WA LURE RS RIEEMXTMER SSL XEFEER, MEBRSBEREIZRENSXE
FARY , JUlth AT BAGE R SR SRR T 3 AR SS#RAE R T (R AX R AWS BRSS |, #5l#0 CloudFormation, HXE
ZER ,1B2H (IAM AAF1EmME) FH IAM JSON EEITE | &4,

- M IAM Access Analyzer BiEZH IAM KB | SUAKRNEHN LS HEMINEENY  IAM Access
Analyzer 2K IEF RIEMIM B KR , LIBERREAS IAM REIES (JSON ) M IAM HESE
B2, IAM Access Analyzer 12 100 ZTRBEREMTIRENEI , LRBEBHER S BEEMREN
Kig, BXEZER , HZ5H (IAM AFEM) FHFEH IAM Access Analyzer BiE KB,

- FRZEHFHRIE (MFA-OR AWS KFENZRFER IAM AFSRAFS , BEA MFA UREZR
2, EEEREA AP BENTFE MFA |, B MFA R4RMEIEN RS, BXESER , B2
59 <IAM A $ER) HREA MFA R APl 5HE,

BX IAM AR REIRNESELR , H2H (AM AFER) #1 IAM AR £ HEXEK,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html

AWS HEEABRS RAriEmE

Pl ER AWS FIS 2&1 &

EifE AWS BEEARSBEA |, BXTHE —HRENR, XENBRAMATFEIBEMEFEERE
AWS AWS Tk FIS RN FHAEE. NMRCEBLEAENFGENEBENENETEHNERE | X
FHMTZRENEE ( ARSAR) |, B8N EEMBPEEZET,

X FAEA AWS CLI 5 AWS API WP, BLFNEREFEEZEHENR, Hk , ARFHRER
ZEHMITHY AP RVEME ICE YR AF

LT RAKEFER FIS 2455 HBMEEMAE AWS AWS FIS BRMMNIE , BRATF0IE, B
M BRIX L TR, TRERFEFUVEXZRERFIEENFTIE AWS FIS BRIEFTHEH K 7 AR RIR,.

JSON

"Version":"2012-10-17",
"Statement": [

{
"Sid": "FISReadOnlyActions",
"Effect": "Allow",
"Action": [
"fis:List*",
"fis:Get*"
1,
"Resource": "*"
},
{

"Sid": "AdditionalReadOnlyActions",

"Effect": "Allow",

"Action": [
"ssm:Describe*",
"ssm:Get*",
"ssm:List*",
"ec2:DescribelInstances",
"rds:DescribeDBClusters",
"ecs:DescribeClustexrs"”,
"ecs:ListContainerInstances",
"eks:DescribeNodegroup",
"cloudwatch:DescribeAlarms",
"iam:ListRoles"

1,

"Resource": "*"
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},
{
"Sid": "PermissionsToCreateServicelLinkedRole",
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "*",
"Condition": {
"StringEquals": {
"iam:AWSSexrviceName": "fis.amazonaws.com"
}
}
}
]
}
R T A AWS /Y FIS $84E
AT REER F 5 7T AWS FIS BRIERER,
JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"fis:ListActions"
1,
"Resource": "arn:aws:fis:*:*:action/*"
}
]
}
T A ERENERKRER
LT EMETH aws:ec2:stop-instances BRI B E AR,
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JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "PolicyExample",
"Effect": "Allow",
"Action": [
"fis:CreateExperimentTemplate"
]I
"Resource": [
"arn:aws:fis:*:*:action/aws:ec2:stop-instances",
"arn:aws:fis:*:*:experiment-template/*"
]
},
{
"Sid": "PolicyPassRoleExample",
"Effect": "Allow",
"Action": [
"iam:PassRole"
1,
"Resource": [
"arn:aws:iam::111122223333:x0le/role-name"
]
}
]
}

R THRSRE

UTREBERTEAEEN IAM ANKBERTHXBHRER. ©F& RV AWS FIS KKRAF 62k
XA, BXESZEE , B3 N AWS #BEF ARSEARSHEXAE,

JSON

"Version":"2012-10-17",
"Statement": [
{
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"Sid": "PolicyExample",

"Effect": "Allow",

"Action": [

"fis:StartExperiment"

1,

"Resourxce": [
"arn:aws:fis:*:*:experiment-template/experiment-template-id",
"arn:aws:fis:*:*:experiment/*"

"Sid": "PolicyExamplefoxrServicelLinkedRole",
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "*",
"Condition": {
"StringEquals": {
"iam:AWSServiceName": "fis.amazonaws.com"

R ERRE R RIRERR

UTRERTEATAE Purpose=Test MENKBRRSITREHNIR, EFR T LIRS HKKE
RRR , B AR TFERATEERSERREITRERNR,

JSON

"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": "fis:StartExperiment",

"Resource": "arn:aws:fis:*:*:experiment-template/*",

"Condition": {

"StringEquals": {
"aws:ResourceTag/Purpose": "Test"
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- W BRT A B ER LRSS R R
LT RBER FMIBRH A Purpose=Test HREHZRERAIINFR

JSON

{
"Vexrsion":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"fis:DeleteExperimentTemplate"
]I
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/Purpose": "Test"
}
}
}
]
}

R RTFRAFEREHCSHNR

ZORBIGER T BRI EE |, BAARYE IAM AP EEM NI EAS B ONNERNEE R, LR

FEEREE LSERA AWS CLI 5t AWS API B4z 75 = 5e B IR AR I BR

"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",
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"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",

iam:ListGroupsForUser",

jam:ListAttachedUserPolicies",
"iam:ListUserPolicies",

iam:GetUser"

1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
.
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}

w4l : £ ec2:InjectApiExrox i@

AR RBIKBEER ec2:FisTargetArns R4 EXKREBHRERIEE. ZBEATF AWS FIS
KHE{Tzhaws:ec2:api-insufficient-instance-capacity-errorflaws:ec2:asg-
insufficient-instance-capacity-error.

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "ec2:InjectApiErrox",
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"Resource": "*",
"Condition": {
"StringEquals": {
"ec2:FisActionId": [
"aws:ec2:api-insufficient-instance-capacity-errox",
"aws:ec2:asg-insufficient-instance-capacity-errox"

]
}
}
}I
{
"Effect": "Allow",
"Action": "ec2:InjectApiErrox",
"Resource": "*",

"Condition": {
"ForAllValues:AxnLike": {
"ec2:FisTargetAxns": [

"arn:aws:autoscaling:*:*:autoScalingGroup:uuid:autoScalingGroupName/asg-name"

]
}
}
},
{
"Effect": "Allow",
"Action": "autoscaling:DescribeAutoScalingGroups",
"Resource": "*"
}

= : EF aws:s3:bucket-pause-replication &4

LA RGIRBEFEAS3: IsReplicationPauseRequest B4 it
¥FPutReplicationConfigurationBGetReplicationConfigurationfX¥ FIS £ AWS FIS
BENLETXHFERARN. AWS aws:s3:bucket-pause-replication

JSON

"Version":"2012-10-17",
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"Statement": [

{

"Effect": "Allow",
"Action": [
"S3:PauseReplication”
]I
"Resource": "arn:aws:s3:::mybucket",
"Condition": {
"StringEquals": {
"s3:DestinationRegion": "region"

"Effect": "Allow",

"Action": [
"S3:PutReplicationConfiguration”,
"S3:GetReplicationConfiguration"

1,

"Resource": "arn:aws:s3:::mybucket",

"Condition": {

"BoolIfExists": {
"s3:IsReplicationPauseRequest":

"Effect": "Allow",
"Action": [

"S3:ListBucket"
1,

"Resource": "arn:aws:s3:::*"

"Effect": "Allow",
"Action": [
"tag:GetResources"

1,

"Resource": "*"

lltrue"
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AWS HiFESE A BRSS FF- 15T
R AWS BFEEARSFEARSHEXAE
AWS #BESE A BRS E A AWS Identity and Access Management (IAM) fREHx &G, REHEXAE

R—ME AWS FIS EEXEKRAMEN IAM B, RSHAXBEH AWSFIS AEXL , EF SRS
REREBAEM AWS RS FTFRNABENR,

RESAXRABTUERLMIRE AWS FIS | BN ETLF 7024 E /YRR E K50 Y 15 4% M 3R
EE, AWSFIS EXHRFHEXAGHNER , RIZEEN , BNRE AWSFIS AJHEFHAE,
XN RBFEEERBMNRRR , MENRREE M IR EME M IAM SR4E,

BREESHXAGRHN  BESLABE—N IAM A& | BFRNBERBIEERN BIRNE RIS SR,
BEXEZER , HF2H EAT AWS FIS 2K IAM A,

REELHEREX BRE , TEMBRESHAXAE, XAURFEAWS B FIS BIFR , RAETRET
B BR TS RlX £ R RAI AR

FIS BV BRSSMEX A B RE AWS
AWS FIS fE i & AWSServiceRoleFor Al FIS RS XX AR EE XK MW ISR IFRIER,
AWSServiceRoleForFIS FREZFMHXBBETUTRIZRAAZASR :

 fis.amazonaws.com

AWSServiceRoleForFIS BRSHEX & & A HEE KM Amazon, FISService RolePolicyi% I
RE AWS FIS e EESXB BN MR RERE, BXEZER , B3H (AWS REBXS
#£) FISServiceRolePolicy® # Amazon,

EAMBELENPR , A IAMRE (AR, AhAE ) 82, REIMBREBSKEAEE, ERINGIE
AWSServiceRoleForFIS lREHEx A | &FEH AWS FIS B9 IAM B X AEBFMENNIE. BT
ZHNR , BT R IR IAM B 14

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
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"Resource": "*",
"Condition": {
"StringlLike": {
"iam:AWSServiceName": "fis.amazonaws.com"

}

BXREZER  F5H (AM AFERE) FRIRSREKABNR.
A FIS BIZARSHEXRAE AWS

BEZBFHORRSKBEAE, HEE AWS EEEH A, 3 AWS APl /531 AWS FIS KR AWS
CLI, AWS FIS 2 A ZIBIRFSHEXAE,

MREMBRZBRSRBEKAR  AETEBXCE , ZUUERAHRREEKFFEFCIELAR, HE
FFi6 AWS FIS SRIREY , AWS FIS 2B RN EIEZRSHERAE,

4R%E FIS WERSHEXAE AWS

AWS FIS Tt &4 %E AWSServiceRoleForFIS lRFHX AR, SIZRFSXERKARRE , BFTEENR
AENEN , RATRAESHXASIAZAG, BERAULUER IAM REARHR, AXESER , F
Zi (IAM RFiERE) Al RERS XHKAE.

MER FIS KBRS XA E AWS

NMRTBEECAENZTERSKREKACHIIERRS , RNEBWERHBRZAG. XHERKBREED
BERNEFHREASKME, B, #AEBRBSHAXAGHNER , REFTEFIMERE.

(® Note

MREZHBFERRE , AWSFIS RFEEEAZAE , WEEARRAN, MRREXHM
B, EEF/LOHEER,.

B AWS FIS EFRY FIS &JE AWSService RoleFor

FRAREBIIKBETEAXK, MAELE , BELEXE, BXESER , H2H FLXE,
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AWS HEEEABRS A 457
£/ IAM FahHIBRARSS KBk B &

£ IAM #4414 AWS CLI, 5 AWS API #flB& AWSServiceRoleForFIS REHX AR, BEXEZE
B, E5H (IAM AFER) MRS <EAE,

AWS FIS fRFHEXx A HFH X

AWS FIS X RHERMUBRFSHAMEHXFEARSHEXAR, BXEZEER , H3H AWS Fault Injection
Service Ui KA BECH

AWS AWS #FEF ARZHITE RIE

AWS HERBZHUEZMNEENIE KK AWS, AWS RERBEEN TS EILAGIRMNER , UE
BRLFBAAF, ANMBESENR.

FitfE , AWS RERB AT NENBEASRTFRENRNR , BAENTHAE AWS FFE
Ao BINBVBIEHETEARINES EERRBKE -SRI NR,

BT EER AWS HERBPE LR, MR AWS B AWS RERBPELHNR , NEHFLE
B iZREATXBRNATEERASH (AP, ANBE ). AWS REAREERIFHN API HTERS T
LAERH AWS BRSS 1 API BR4ERS BT AWS FEE KK,

BXRESER , F5H (AM BFER) B AWS EEA KK,

AWS IEE XK : Amazon FISService RolePolicy

L SR EE B I 28 AWSServiceRoleFor A FIS BIIRFZHKRAE , F AWS FIS EEXR M IE B MEIRIE
B, BXEZER ,ESH H AWS HEET ABRSFERARSHE<AS,

AWS £EF : AWSFaultinjectionSimulatorEC21ij A1 4% FR

EXRABPFEHILEEIR T AWS FIS ETEAER T Amazon EC2 AWS B FIS IR1ERSEE AL
R, BXEZEE , 5SS the section called “EE AR,

EEFUHRBEHNR , BZHAWS REXRKESZE DHRAWSFaultinjectionSimulatorEC21/ 8] 1 R .

AWS IEEXKRE : AWSFaultinjectionSimulatorECSAccess

EXwAEDFERIEEREIEF AWS FIS 217 A Amazon EC AWS S # FIS 2EMNSSIRMNR. B
X*XEZELR |, iHSH the section called “SEl A",

EERHRBHINR , F2H (AWS REXEKKSE) 1
AWSFaultinjectionSimulatorECSAccess.
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https://docs.aws.amazon.com/general/latest/gr/fis.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
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AWS IEEXKRE : AWSFaultinjectionSimulatorEKSAccess

EXRAEFFEHILEKEEET AWS FIS =17 H Amazon EK AWS S # FIS 2EMNSXBRHINRE. &
XEZEER | 1§54 the section called “SEI FH &,

EEFHRBANR , H2H (AWS REARKSE) P/
AWSFaultinjectionSimulatorEKSAccess.

AWS £EEREE . AWSFaultinjectionSimulatorNetworkAccess

EXRAEDFEHAILKREEF AWS FIS IZ1T#H FIS BAWIZ2ENEKAWS WNR, BXEZEER
&2 ¥ the section called “SEl A&7,

EERURBINR , HSH (AWS REARKSE) T/

AWSFaultinjectionSimulatorNetworkAccess,

AWS FEEREE : AWSFaultinjectionSimulatorRDSAccess

EXRAePFERILLEEEF AWS FIS ZT#H Amazon R AWS DS #Y FIS BIEMSSRHNER. A
XBEZELR |, {55 the section called “SEi B 67,

EERHRBONR , H2H (AWS REXEKKSE) i
AWSFaultlnjectionSimulatorRDSAccess.

AWS IEEXRE : AWSFaultinjectionSimulatorSSMAccess

EXRAETHFERILERER T AWS FIS 21T S ystems Manager AWS B FIS 2/ER SRR I
R, BXEZEE , H3M the section called “SEK AR,

EEFHRBANR , H2H (AWS REARKSE) P/
AWSFaultinjectionSimulatorSSMAccess.

AWS FIS 3 AWS 1T E KBS EH
BEEHEZBRSTBREBERXEERART AWS FISAWS It EFEHNEFRNIFHAE R,

B DU =R

AWSFaultinjectionSimulatorEC2i518]  RM7T “AZ : NARFRE M “B7 2025 F£11 A 12
R-EMIAB R AX : RERR ZRFIENNRE. )X B
FR= : ec2 : DescribeSubnets
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EK

AWSFaultInjectionSimulatorE
CSAccess : NIMBREEH EH

AWSFaultInjectionSimulatorE
CSAccess : Xt H K BE Y BT

AWSFaultInjectionSimulatorN
etworkAccess : S A REEH E#T

AWSFaultinjectionSimulatorEC21j5 7]

R B

AWSFaultInjectionSimulatorE
KSAccess : XI5 KB HY 5T

AWSFaultInjectionSimulatorR
DSAccess : XA REEH EH

AWSFaultInjectionSimulatorEC21j5 7]

BUR-EH I R

AWSFaultInjectionSimulatorS
SMAccess : X1 H R REHY B HT

AWSFaultInjectionSimulatorE
CSAccess : X R H B #T

AWSFaultlnjectionSimulatorE
KSAccess : NI H REEH EH

DU

AT “AARKX : NARFRIE
‘BATAKX  RERR FHRAHENN
BR. XPRA : ecs: DescribeContainerl
nstances, ec2: DescribeSubnets #
ec2: Describelnstances

WINT 21 AWS FIS 4T ECS B#x
HYAX R

AINT ¥ AWS FIS fE FHaws:netwo
rk:route-table-disrupt-cross-region-
connectivity fllaws:network:transit-
gateway-disrupt-cross-region-conne
ctivity eIz TSR R KR

®N7T AVF AWS FIS 4T EC2 K4
YA BR .

®INT AV AWS FIS 4T EKS B¥5
HYAX R

®/T R AWS FIS f##T RDS B #5
YA BR .

®|iNT T AWS FIS £ EC2 3£4l £
1Z1T SSM X A4 1k EC2 SEAIRIR
PR o

T fF AWS FIS £ EC2 3241 +
21T SSM XM BR .

®|hnT A% AWS FIS 8
Fraws:ecs:taskiREZ 172 R AV IR

o

w7 A AWS FIS £/
Fraws:eks:podiREIZ 1T R IR

B

2025 F 11 A 12
H

2024 1 A 25
H

2024 1 A 25
H

2023 £ 11 A 13
H

2023 £ 11 A 13
H

2023 £ 11 A 13
H

2023 6 A 2
H

2023 6 A 2
H

2023 6 B 1
H

2023 6 A 1
H
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EK

AWSFaultinjectionSimulatorEC21iJ 4]
PR -3 B3R

AWSFaultInjectionSimulatorE
CSAccess : ¥R

AWSFaultinjectionSimulatorE
KSAccess : ¥R &

AWSFaultInjectionSimulatorN
etworkAccess : ¥R

AWSFaultInjectionSimulatorR
DSAccess : #KEE

AWSFaultInjectionSimulatorS
SMAccess : ¥R

I 5 # FISService RolePolicy-E #I
BHE

I &% FISService RolePolicy-E # I
BHE

I 5 # FISService RolePolicy-E # I
BHE

I & FISService RolePolicy-E # I
BBUR

DU

WY —IBGR , A AWS FIS 1217
fE A4t 3F Amazon EC2 AWS B FIS
BRENEE,

AT —IBGR , A AWS FIS £
Amazon ECS Liz1TfEA AWS FIS
*;TEWE@;" o

WY —IBER , A AWS FIS £
Amazon EKS LZ=17#H AWS FIS
1:;7%11'59199;” o

AT —BURE , So¥F AWS FIS B1T
£/ AWS FIS BRI ERI KK

WINT —TBER |, /A AWS FIS &
TEAERT Amazon RAWS DS #Y
FIS RN KR,

AWINT —BUER , AV AWS FIS 134T
£/ Systems Manager AWS Y FIS
BRIENZRK,

®INT AV AWS FIS iR F M EI I
PR o

EINT A% AWS FIS iR EKS &£
KPR o

WINT R AWS FIS 5l f$E R E 8
FESHRER,

# events:DescribeRule #4E
EX events:ManagedBy %4,

B

2022 £ 10 A 26
H

2022 £ 10 A 26
H

2022 £ 10 A 26
H

2022 £ 10 A 26
H

2022 £ 10 A 26
H

2022 £ 10 A 26
H

2022 £ 10 A 26
H

2022 7TRH7
H

2022 2R7
H

2022 1R6
H

AWS REFKH
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AWS HEEABRS RAriEmE

B HiR =p:
I 53 FISService RolePolicy-E#I T AF AWS FISKRELFZHKHET 2021 %6 A 30
BBUER £ A CloudWatch ZR 7 £ 12 % HY H
PR o
AWS FIS FFIRIBEREE AWS FIS FFRIRERHE AWS FEEBE 2021 £ 3 A 1
NEE H

AWS B ARSHHEMBZELZ S

ER—HEERS , AWS E’&[‘EEAHE ¥ AWS £MEBRZLWRF . BXx AWS Z2RSF AR
AWS RF EMBERAEE , BZHAWS =22, EFAEMRELSNRESIERIZITEN AWS IR
5,182 S AWS ecurity Pillar Well-Architected Fram ework A B E A i% HER T o

BALAER AWS EX M AP BABEMLGR AWS FIS, BEFIRMAAZFEUTAR :

- RRRREMMHIL (TLS ) . BIMNEREA TLS 1.2, BIWUEEA TLS 1.3,

- EEZLRBERE (PFS) WHWBEML |, #l0 DHE ( IRt Diffie-Hellman ) 5, ECDHE ( IS <4 & fh
% Diffie-Hellman ) « XKZHIRRL (WM Java7 RESRAE ) BRFXLEEX,

fFRAEO VPC LinT KiA1E AWS FIS () AWS PrivateLink

B LB SO VPC KiET SELR VPC M AWS HEEARS 2 AN AEIERE, VPC Kif
TRHE-DEAREMR— TR AWS PrivateLink , iZFEARER APIs TEEBRMM <, NAT 8%, VPN &

#Z5 Di AWS rect Connect HEZEI A FAZR 15 17] AWS FIS, #&#) VPC FIEHIAEELNAE IP st Bl w]
B AWS FIS APIs B15,

BN EORK[EHAFNAN - PRSNEERNEEORT,

EXEZEER |, i5SHAWS PrivateLink 87 AWS PrivateLink P BIAWS RS EE1HE,

AWS FIS VPC % im T KB EEEI

R AWS FIS iRE#O VPC Kim T 228l , FEFHAWS PrivateLink 38§ ERED VPC KigT
RIFEF AWS BRSS A0 VPC KinT Ko

AWS FIS XEMNEM VPC A EHME API #21E,
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https://aws.amazon.com/security/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/infrastructure-protection.html
https://aws.amazon.com/privatelink
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-eni.html
https://docs.aws.amazon.com/vpc/latest/privatelink/privatelink-access-aws-services.html
https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html

AWS HEEABRS RAriEmE

N AWS FIS f|Z# 0 VPC Kix T R

EALAE A Amazon VPC #1458 AWS Command Line Interface (AWS CLI) AWS 7 FIS RS 812
VPC KixTi . BEXESZELR , B3 H AWS PrivateLink I8 H812 VPC i =,

FEAUTIRS B AWS 3 FIS 622 VPC &i%T K : com.amazonaws.region.fis,

Blan | MRENLIRT KUS AFE DNS , AWS AT LA A % X R B IA DNS B #5[@E FIS & H AP

i§>’o fis.us-east-l.amazonaws.com
3 AWS FIS 62 VPC KixT S KK
SR SR BT S R I ID E R ST AWS FIS 85I VPC i i, REMIEEUTES -

o AHITIRENES,
- AHITHRAE,
« ANERITREN TR,

BEXEZEER |, 55 H AWS PrivateLink 38R R Y £ F i = SR BRI HIX VPC i 2 B 15 B A BR o

AP EXYETE AWS FIS B4EH VPC LimTr QR

LT VPC KR RIRBERIFT A ZEAR TXARRNITHIH AWS B FIS B#ERTHHNR,

"Statement": [
{

"Effect":"Allow",

"Action":[
"fis:ListExperimentTemplates",
"fis:StartExperiment",
"fis:StopExperiment",
"fis:GetExperiment"

1,

"Resource":"*",

"Principal:"*"

R EEBERF IR VPC LinT SEKE AWS IKF
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https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html#create-interface-endpoint-aws
https://docs.aws.amazon.com/vpc/latest/privatelink/vpc-endpoints-access.html

AWS HEEABRS

RAriEmE

BUF VPC Kin i RIRBEIELEXI AT B RENBIRAVEEE AWS IKF HEARR |, BRyFrAE Eib AWS Ik

F AP nEmRrERENR IR,

{
"Statement": [
{
"Effect": "Allow",
"Action": "*",
"Resource": "*",
"Principal": "*"
I
{
"Effect":"Deny",
"Action": "*",
"Resource": "*",
"Principal": {
"AWS": [ "123456789012" ]
}
}
]
}

BIE VPC i SR
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AWS HEEABRS RAriEmE

FRI1CIEH AWS FIS &R

RERED AWS 7 ELS AWS BRI THERS, S/MZHEE—NME f1—1NME. N TR EOIR
X, FEENENE, flm, BELUFEE NN purpose , HERERNEENRN test,

RERHBE

« RBIMBEEN AWS HiR. WS AWS RFEZIFIRIC , RIS LN KB T E RS E RS B
EIRIRE , URAXEFFEREXN,

o EFIX AWS BIRNITRNR, BXEZEER , F5H IAM B EEH N EAREZ ST,

7 PR 2 PR
DTEARFER AWS F FIS BIR LHFRE

« BRI NS EARFEHRARITZEHE : 50

- BRZHKE : 128 4 Unicode =&

- RAREKE : 256 1 Unicode F#F

- BRNENERFER az. AZ, 09, ZRIAUTER: _.:/=+-A @
- BNEXSKINE

- aws: REEREBAT AWS |, FEEENBIVETR,

fE R
BT AWS HEEE ABRS (AWS FIS) SR BHRIE

- BE

H
&

« KRR

B LAERZEF A EXBMKBRROIRE, BXEZER , BEATIAS :

« IR
« PRICEEER

A IFR S PR I 292


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_tags.html

AWS HEEABRS

B LAMER LT AWS CLI 85 RAE S E, KB MKBEIRAIIRLE

RAriEmE

« tag-resource : FMINERIFE,
+ untag-resource : M BRERIRZ

« list-tags-for-resource— ¥| H4F E R RIIFZE,
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/fis/tag-resource.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/fis/untag-resource.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/fis/list-tags-for-resource.html

AWS HFEE ABRS RAriEmE

AWS HFE5E A BR S5 HY B 2R BR %1

BRI AWS BRSS AWS K BB RINEH , eI A RS, BRIFZHEA , BN, SIMEHAEXE
BER, BRI RIEEMTRPFRICH ATERZEH.

BEEEEIKF B AWS FIS WEER , B3 FF S ervice Quotas ##| &, ESMBEHLSD |, FRERE AWS
BR$5F AWS Fault Injection Service, RESVEINATES Ba#ENTRINE, TROEREZ D
RT B ENES, IREFTENEIED BENRE , FiRXBIF. B Ba#{tERTNEN
MEFXEFBIIERZ , AEATENERT T,

BEFERESEH , BER (RFEFH/ER) FNERESEH,

& AWS Ik BT 5 AWS FIS #HxH B #,

Name ERINE Cl) i
13
4
BRAERSERTE ( BAUNBTIT ) BAOMEZEFENX B HE XAk~ T AT
=124 BT DR ENZ K/t
BE,
aws: dynamodb: action 8N % X1 BAZENXE: = aws: dynamodb: £ 7 X
28— (MRSC) £ R &RMIZED MK 5,040 R zh & O Wglobal-table-
global-table-pause-replication pause-replication A A%
EWNEN MRSC £ /%KM
BEREREETHE,
BN ERERNVRIER BRI EFENX e A DATE Sl X P et
5 20 N Mk P T AR SR B2/
BRRBRERE.
SEERHY S50 B BRI EFENX e A DATE H el X P et
54 kP TRENE{ITHRAE
R IE,
EERRERHIFEZF ( LAXI) BMNEXZEFNX o EHaXiE , AWSFIS

= 120 ARGFERKFARREEXR
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https://console.aws.amazon.com/servicequotas/home
https://docs.aws.amazon.com/servicequotas/latest/userguide/request-quota-increase.html
https://console.aws.amazon.com/servicequotas/home/services/fis/quotas/L-BCE218FA

AWS HFEE ABRS

RAriEmE

Name

RIS ISR RT ) ( BA/NBTiT )

KRR

aws: network:-region-connectivity &
FEE R4 % KA & route-table-disrupt-
Cross

aws: network:-region-connectivity #
B & KB R B E route-table-disrupt-
Cross

aws: network:-region-conectivity & &

KB HE route-table-disrupt-cross

BANXRAFITRER

BIORBRERVE LA

MINE

BIMEXFENX
=124

BIMEXENX
15 : 500

BNMNEEENX
=15 4

BNEEENX
=104

BMEXEFHX
15 : 200

BINZITENX
=10 AN

BNEEENX
=54

W & o

7| i

| 7|

7|

58

ESERRE RN BIEN &K
KRB

LA XA T R
FET—NERHFR AN
N EE,

R LA AT XE PRI
TKF T a2 HRAKEE
R E.

aws: route-table-disrupt-
cross network:-region-co
nnectivity X ERERITFH
BRARERRIIRBE,

aws: network: route-table-
disrupt-cross-region-con
nectivity X IRIE AR
RARBHREE,

aws: network: route-table-
disrupt-cross-region-con
nectivity BXIRIE AR
RAEHBE,

SR ATE AT XE AP AL
JKP TR FATEITHY
R AREHE.

&R LATE AT X AP AL

TP T A IR SRR AR ARAY
RAFLERERE,
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AWS HFEE ABRS

RAriEmE

Name

£ Aurora DSQL & ELF aws: dsql:
action, cluster-connection-failure

$F Auto Scaling B#4H1& R aws: ec2:-erro
r asg-insufficient-instance-capacity

aws 9 B #5176 #8:s3: bucket-pause-
replication

aws: ecs B B ¥R 8 ;: drain-container-
instances

aws: rds HJ B ¥R &8 : failover-db-cluster

aws: DBInstances rds #J B #5 : reboot-
db-instances

MINE

BIMEXFENX
= : 100 M

FAEEENX
15 : 500

BN ENX
w25 N

BIMEXENX
5 : 100

BIMEXENX
5 : 160

BMXEFHXE :

130

W & o

| o

| Him

| i | i | i

| Him

58

BAOAERFEAFZIRGE
FRETF , aws: dsql: cluster-
connection-failure AJ LA TE
By & K Aurora DSQL &
BUE,

B8N KBS, SHREAR
FRZIR 5 B #R6T |, aws:
ec2: asg-insufficient-i
nstance-capacity-error
Al ARE ERY B K Auto
Scaling ‘A&,

BNRREAFZIRGB
¥REF aws: s3: bucket-pa
use-replication B LABE /#
B K S3 FHEHE.

BB FERAFZIRGE
¥RET aws: ecs: drain-con
tainer-instances B LABH /#
HERKEFHE,

BN RREAFZIRG B
¥RET aws: rds: failover-db-
cluster ATLAB/EN R ARE
BEE,

BANXRFERARZIREH
¥RET DBInstances , aws:
rds: reboot-db-instances

A LA R A&
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https://console.aws.amazon.com/servicequotas/home/services/fis/quotas/L-FA07612D
https://console.aws.amazon.com/servicequotas/home/services/fis/quotas/L-97338E0D
https://console.aws.amazon.com/servicequotas/home/services/fis/quotas/L-4B06CB4E
https://console.aws.amazon.com/servicequotas/home/services/fis/quotas/L-B2CDA938
https://console.aws.amazon.com/servicequotas/home/services/fis/quotas/L-7D222253
https://console.aws.amazon.com/servicequotas/home/services/fis/quotas/L-6CBFC7D2

AWS HFEE ABRS

RAriEmE

Name

aws:ec2:reboot-instances B B 53241

aws:ec2:stop-instances #J B #5354

aws:ec2:terminate-instances B B #rS2 45

aws:ssm:send-command B9 B #3245

aws: kinesis: action B B #% Kinesis $#&
Mo stream-expired-iterator-exception

aws: kinesis: action B B #% Kinesis &
Mo stream-provisioned-throughput-ex
ception

MINE

BIMEXFENX
= : 600 M

BIMEXFENX
1 : 400

BIMEXENX
15 : 300

BIMEXENX
15 : 200

BAENXE :

280

BMXEFHXE :

280

W & o

| Him | o

| i

| i

|

| Him

58

BAXERD , HEFERR
ZHRi0 B ARET aws:ec2:r
eboot-instances 1] LA E
NERHNRREFHE,

FARRSP , HEEAR
ZHrR B FRET aws:ec2:s

top-instances AT LA E R
BRI R AKEBIE,

BAXERD , HEFERARK
ZHRi0 B ARET aws:ec2:t

erminate-instances A A
WERN B FH & KEBIE

=
Eo

FARRS , HEEAR
ZHrR B FRAT aws:ssm:s
end-command T SATE E
N EHNRREHHE,

EBNERF , HREH
FRZIR 5 B #R6T |, aws:
kinesis: stream-expired-
iterator-exception 8] LABH
HER R K Kinesis BIE R
BE,

E8NREH , SR
AR5 B frad

, aws: kinesis: stream-
provisioned-throughput-
exception A AR AR B K
Kinesis BB R E
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https://console.aws.amazon.com/servicequotas/home/services/fis/quotas/L-9C6F1F94
https://console.aws.amazon.com/servicequotas/home/services/fis/quotas/L-3F98B425
https://console.aws.amazon.com/servicequotas/home/services/fis/quotas/L-EE64095D
https://console.aws.amazon.com/servicequotas/home/services/fis/quotas/L-D0A62255
https://console.aws.amazon.com/servicequotas/home/services/fis/quotas/L-E7DA8AFD
https://console.aws.amazon.com/servicequotas/home/services/fis/quotas/L-C3959863

AWS HFEE ABRS

RAriEmE

Name

aw ManagedResources s: arc: start-zon
al-autoshift Z1fE#Y B #5.

aws: eks BB R 24 : terminate-n

odegroup-instances

aws: eks By B #% Pod : pod-cpu-stress

aws:eks:pod-delete #J B #5 Pod

aws: eks By B #% Pod : pod-io-stress

aws: eks BY B4R Pod : pod-memory-str
ess

MINE

BIMEXFENX
= : 200 M

BIMEXFENX
5 : 100

BIMEXENX
1 : 1,000

BIMEXENX
1 : 1,000

BIMEXENX
1 : 1,000

BINZTENKX
= : 1,000

W & o

| o

| Him

| |Fo | ¥

| Him

58

BIXERFEAFZIRGE
¥RET , aws: arc: start-zon
al-autoshift 7] BLXE{ 89 B
ARERRHE,

BB ERFZIRSIB
FRET aws: eks: terminate
-nodegroup-instances AJ
DARE R B KT RAA

=
Eo

BB FERASHIRE B
¥RET aws: eks: pod-cpu-s
tress A LA AR & K Pod
BE,

HEERASHEER IR
i} , aws:eks:pod-delete
EBRERPAIUEER
BRI &K Pod .

BN FERASHBIRE B

FRET aws: eks: pod-io-st

ress AJ AR AR & K Pod
BE,

BNRKEASEIRF
B #rAt aws: eks: pod-
memory-stress ] LAB#
K&K Pod B &,
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https://console.aws.amazon.com/servicequotas/home/services/fis/quotas/L-4BEF8075
https://console.aws.amazon.com/servicequotas/home/services/fis/quotas/L-CCA14F79
https://console.aws.amazon.com/servicequotas/home/services/fis/quotas/L-5A59540D
https://console.aws.amazon.com/servicequotas/home/services/fis/quotas/L-08B3DB00
https://console.aws.amazon.com/servicequotas/home/services/fis/quotas/L-397A8E65
https://console.aws.amazon.com/servicequotas/home/services/fis/quotas/L-B8FF73F5

AWS HFEE ABRS RAriEmE

Name ERINE Cl) 5% BA
1
B
aws: eks 9 B #% Pod : pod-network-bl BN EENKX = BANXRERS IR B
ackhole-port 15 : 1,000 i ¥rEt aws: eks: pod-netwo
rk-blackhole-port A LABE
HEH R K Pod &,
aws: eks B B4R Pod : pod-network-la BNMERENKX = BN XREASHIRAIE
tency 15 : 1,000 N ¥rEt aws: eks: pod-netwo
rk-latency BJ LABE R &
K Pod &,
aws: eks B9 B#% Pod : pod-network-pa BRI EFENX 3 BAOEREASEORRE

cket-loss 15 : 1,000 N ¥rEt aws: eks: pod-netwo
rk-packet-loss A LABH AEHY
&K Pod &,

aws: ReplicationGroups elasticache HY BNEZFENX = BOMNERFERARE/Z

B#r : -it%IF A interrupt-cluster-az- w54 ¥R 5 B #56¢ Replicati

power onGroups , aws:
elasticache: interrupt-
cluster-az-power B LABH
HEHNERABE,

aws: elasticache ReplicationGroups # BRI EFENX = &/ KK replicationgroup-

B #r : replicationgroup-interrupt-az-po i : 20 A interrupt-az-power B BAB§

wer # ReplicationGroups #J

aws: elasticache: & X
BE, BARFERATE
{Z ReplicationGroups,
MTMEZERE ,BH
@ : https://docs.aws.a
mazon.com/fis/latest/
userguide/fis-quotas.htm

lo
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https://console.aws.amazon.com/servicequotas/home/services/fis/quotas/L-52F95FBE
https://console.aws.amazon.com/servicequotas/home/services/fis/quotas/L-5AC5092A
https://console.aws.amazon.com/servicequotas/home/services/fis/quotas/L-CFF34A14
https://console.aws.amazon.com/servicequotas/home/services/fis/quotas/L-B0012750
https://console.aws.amazon.com/servicequotas/home/services/fis/quotas/L-9BD15E96

AWS HFEE ABRS

RAriEmE

Name

aw Spotlnstances s: ec2 BJ B #5 : send-
spot-instance-interruptions

aws:network:disrupt-connectivity #J B #x
+

aws: network:-XIZiE K B Fr W
route-table-disrupt-cross

FEA T aws:ecs:stop-task B B #RES

aws: ecs B BARESS : task-cpu-stress

MINE

BIEFENX
= : 100 M

BIMEXENX
= : 100

BN ENX
15 : 50 i

BIMEXENX
15 : 500

BIMEXFHX
15 : 200

W & o

| Him

| o

| i

| o

| Him

58

B KR EAREIR

%l B #58¢ Spotinsta

nces , aws: ec2: send-
spot-instance-interrup
tions AT LARE EM R A E

o

BAXERD , HEFERR
ZHrR B FRAT aws:netwo
rk:disrupt-connectivity ]
E N B iR A FH
WE, B 5 WEH{GE
AT S¥ scope:all, 1R
HhSoEXRBEZTEESH
B, BBRREFXE

BAERFEAFZIR5]

B ¥58F , aws: network:
route-table-disrupt-cross-r
egion-connectivity 7] SARH
HEHNERRXFRABE,

BAXERD , HEFERARK
LR BFRET |, aws:ecs:s
top-task AT LAFRIR R B #5
HWERRXEFSHE,

BANXERFEARS/SHIR
%1 B ¥56¢ aws: ecs: task-
cpu-stress AJ SAE Y &

RESH
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https://console.aws.amazon.com/servicequotas/home/services/fis/quotas/L-F3F4B54A
https://console.aws.amazon.com/servicequotas/home/services/fis/quotas/L-1F59732D
https://console.aws.amazon.com/servicequotas/home/services/fis/quotas/L-100E963F
https://console.aws.amazon.com/servicequotas/home/services/fis/quotas/L-48D12416
https://console.aws.amazon.com/servicequotas/home/services/fis/quotas/L-C901BF0F

AWS HFEE ABRS

RAriEmE

Name

aws: ecs BV BFrES -

aws: ecs BV BFrES -

aws: ecs BV BFrES -

blackhole-port

aws: ecs BV BFrES -

latency

aws: ecs BV BFrES -

packet-loss

task-io-stress

task-kill-process

task-network-

task-network-

task-network-

aws: TransitGateways network:-[X 13%E
£/ B #r transit-gateway-disrupt-cross

MINE

BIMEXFENX
= : 200 M

BIMEXFENX
1 : 200

BIMEXENX
15 : 200

BIMEXENX
15 : 200

BIMEXENX
15 : 200

BINZTENKX
= 50

W & o

Ll Ll L | ¥ | Wi

| Him

58

BNEREAGE/ZHIR
5| B ¥R8F aws: ecs: task-
io-stress ] LAEfZ Y & K
EEE

BN SRR EARE/ZEHIR
5 B #58t aws: ecs: task-
kill-process B LATE 1 BV &
RESE

BN RBFEARL/ZEHIR
5 B #x8t aws: ecs: task-
network-blackhole-port A]
MENMHN SR KESE

B RKFEARL/SEIR
5 B #58t aws: ecs: task-
network-latency BJ BATE
MR KEF .

BB FEAGE/ZHIR
5 B 58+ aws: ecs: task-
network-packet-loss AJ LA
EMVHNRAESE

BNKRBRERAFRZIRF

B #rEY , aws: network:
transit-gateway-disrupt-
cross-region-connectivity
AJ LB Y B A% F 5]
BE,
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https://console.aws.amazon.com/servicequotas/home/services/fis/quotas/L-4939706C
https://console.aws.amazon.com/servicequotas/home/services/fis/quotas/L-0A7016E5
https://console.aws.amazon.com/servicequotas/home/services/fis/quotas/L-5035601B
https://console.aws.amazon.com/servicequotas/home/services/fis/quotas/L-B34128D0
https://console.aws.amazon.com/servicequotas/home/services/fis/quotas/L-52F5389C
https://console.aws.amazon.com/servicequotas/home/services/fis/quotas/L-2CF2B517

AWS HFEE ABRS

RAriEmE

Name

aws: directconnect: B2 #1300 /Y B FREE L
N

aws: ebs #Y B #5% : pause-volume-io

BOXBRERN ERKSEE

aws: lambda: action #J B #REEER, inv
ocation-add-delay

aws:lambda:invocation-error E#/EH B #5

B,

aws: lambda: action B B #REE, inv
ocation-http-integration-response
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