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X F Amazon S3 B¥r , REIBHEHEIEN S3 M. WRBRH THEREE , B LLUEREREE
Z1 3% — Amazon S3 F#E .
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% F Amazon Redshift B¥r , FREIBSEHBEH S3 F# @, RS , Amazon Data Firehose 2% H
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AWS BHFT R EH (SDKs) TRTHZRITHREES. BN RETRTEIEREMS AP, K83 RHE)
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AWS CLI AWS CLI 83 R4
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5 AWS SDKs 3


https://docs.aws.amazon.com/sdk-for-cpp
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/cpp
https://docs.aws.amazon.com/cli
https://docs.aws.amazon.com/code-library/latest/ug/cli_2_code_examples.html
https://docs.aws.amazon.com/sdk-for-go
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/gov2
https://docs.aws.amazon.com/sdk-for-java
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/javav2
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EF T JavaScript B9 AWS SDK

EAT Kotlin B AWS SDK

EHAT NET 8 AWS SDK

EHT PHP #9 AWS SDK

AWS Tools for PowerShell
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https://docs.aws.amazon.com/sdk-for-javascript
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/javascriptv3
https://docs.aws.amazon.com/sdk-for-kotlin
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/kotlin
https://docs.aws.amazon.com/sdk-for-net
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/dotnetv3
https://docs.aws.amazon.com/sdk-for-php
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/php
https://docs.aws.amazon.com/powershell
https://docs.aws.amazon.com/code-library/latest/ug/powershell_5_code_examples.html
https://docs.aws.amazon.com/pythonsdk
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/python
https://docs.aws.amazon.com/sdk-for-ruby
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/ruby
https://docs.aws.amazon.com/sdk-for-rust
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/rustv1
https://docs.aws.amazon.com/sdk-for-sapabap
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/sap-abap
https://docs.aws.amazon.com/sdk-for-swift
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/swift
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 Firehose API| ##4 & Amazon Data Firehose 15 —4H E AiE4E,

« fo AWS SDKs r Go, Java, .NET, Node.js, Python # Ruby 2% L Data Firehose X~
il

MR B IR SEA T Java B9 AWS SDK AAa3#E Amazon Data Firehose BRI |, B o] AP T
B AWS B F AT EE, GitHub

H®ESMAWS 5


https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/firehose/latest/APIReference/API_Operations.html
https://docs.aws.amazon.com/sdk-for-go/api/service/firehose/
https://aws.amazon.com/sdk-for-java/
https://aws.amazon.com/sdk-for-net/
https://aws.amazon.com/sdk-for-javascript/
https://aws.amazon.com/developers/getting-started/python/
https://aws.amazon.com/developers/getting-started/ruby/
https://github.com/aws/aws-sdk-java/tree/master/src/samples
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« AWS Command Line Interface 3 Amazon Data Firehose, AWS CLI ER A LA S 173452 I
AWS RS , A BEHABIIRITIXERS,

("t ) THEMIE 6


https://docs.aws.amazon.com/cli/latest/userguide/
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2 . M2 B BIE Firehose 7

A LR AWS BB 4l & 5 AWS SDK eI Z|& ik B (W itA Firehose E%,

Firehose E#EBIRfG , &7 LARER 8 AL S #EIE Firehose B A s EFHEL

B, UpdateDestinationTE E#BLERT , Firehose MG RIF Active R , BUURE L EBIE, EF
EHNEEEEERSHANER. EFEER , Firehose FRHMRASIFEIN—ME 1, ZIEINERBRTE
&5 Amazon S3 W REMF. BXREZFELR , BSH BlE Amazon S3 W REBHEN.

AT T EB AL B]HKEE Firehose o
T
« 7 Firehose Fi&EFKIRA H 8y
- EBERRE
(Wi ) BEICRERINENER
- BEBNHIRE
- BEEHIRE
- BRESRRE

A Firehose FiEHF IR B #Y b

1. £ https://console.aws.amazon.com/firehose/ F¥TFF Firehose &l & .
2. E&EABIE Firehose o
3. 1EBIE Firehose RAE L , NEATIETH%EE — Firehose FRHI KR

« Direct PUT : #&#Z2 AT A] 8|2 Firehose /i , HHAEFENABRFEEE A, L T2E5 Amazon
Data Firehose Y Direct PUT £ A AWS R, REURFRBRSHIIR, HIRHIEEFER
&t |, WEEIE B HMRS U A T RBUEEE L IE T Firehoses

« AWS SDK

AWS Lambda

AWS CloudWatch Logs
AWS CloudWatch Events

* AWS Cloud Metric Streams

4 Firehose Fii&F KR B #9ith 7


https://docs.aws.amazon.com/firehose/latest/APIReference/API_UpdateDestination.html
https://console.aws.amazon.com/firehose/
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FRARER

« AWS loT

» AWS Eventbridge

* Amazon Simple Email Service
* Amazon SNS

« AWS WAF web ACL logs

- Amazon API Gateway - 5 [d] H&E

* Amazon Pinpoint

« Amazon MSK R¥E A&

« Amazon Route 53 Resolver Zif] H

« AWS Network Firewall 2 B &

« AWS Network Firewall % B &

* Amazon ElastiCache Redis SLOWLOG

* Kinesis Agent ( linux )

* Kinesis Tap ( windows )
* Flientbit

* Fluentd

» Apache Nifi

+ Snowflake

« Amazon Kinesis Data Streams : 1£#2 1t | ABLE A Kinesis FHERAE I Bz RIRHY
Firehose fito AE , U LAEH Firehose NI A Kinesis HI AR B EEEE , FE MR

BHHh, BX{EMH Kinesis Data Streams fEAHEFR RN EZES. |

Streams FFHEIE &£ F Firehoseo

HZHFE A Kinesis Data

« Amazon MSK : %2 hEIR |, LB E A Amazon MSK &7 5B kIR M Firehose #. R/ ,
O] LAE A Firehose , WI1E Amazon MSK S EMEEEIE , FNEMZBEEMN S3 7%

W, BXxEZEER , 55 EFEH Amazon MSK JF#3E &% 2 Firehose Fio

4. M Firehose XM LT B B9t 2 — R R IEHY Firehose FiEFE — B B ib,

* Amazon OpenSearch Service
« Amazon OpenSearch T iRE 85
« Amazon Redshift

e Amazon S3

A Firehose I IRH B #93h
« Apache lceberg &
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» Coralogix
« Datadog
* Dynatrace
-
« HTTP i<
* Honeycomb
» Logic Monitor
* Logz.io
* MongoDB Cloud
* New Relic
* Splunk
» Splunk Observability Cloud
» Sumo Logic
+ Snowflake
5. XITF Firehose KB , BULEREH B NEERNBR , LA LURMEIERH Firehose o

BlERIRE

WO AR ESIERPFREERIZRE , MEMEFA [ Firehose RAIEZE R, BA[ LU Amazon MSK
F1 Amazon Kinesis Data Streams BRIZRBEBLE N KR, &8 A BT Direct PUT HRIREE N IR.

A Amazon MSK B EJRiRE

WMRIEFR Amazon MSK FHE B &K 3X 2 Firehose Fibt , ATLAIE MSK FE Fl MSK TCRRSS 2R £ 8 2 [A] 1%
B, R, B LUMEA Firehose MEEM Amazon MSK SEEMEBREMIEEEIE , A FEMEZE
R S3 BHith,

EARATTHNWREESS D , AU TZREMHE,
Amazon MSK & & iE i

REENEREE 6 EEALESISKRE (#E ) ILEISKRELT, 5| FKER Apache Kafka
EFPHAREEEFNERS. AB5ISRERATMAWS ABLAFHE , mAESISRERT

M AWS AEBIGE. BX Amazon MSK IEZ{EE , 25 Amazon Managed Streaming for
Apache Kafka,

BERRE 9


https://docs.aws.amazon.com/msk/latest/developerguide/what-is-msk.html
https://docs.aws.amazon.com/msk/latest/developerguide/what-is-msk.html
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HAE 5| SRIEEEDTNER LTRSS EF Amazon MSK 58 | ZEBHMLIRRATRBEER,
o EBLTRLTEIRS,
o SEBMIR IAM EREBRIZH B EZ —
« HBIUA IAM TFREFISEE RS VPC SR ER,

o BRMELEEFRMETRRNEE | ZKKA Firehose lRFEHER FHA Amazon MSK
CreateVpcConnection API B/EHIIXBR,

EAESSKREEZFITE Amazon MSK &£# , ZEHLIEEUATHEER,
- SR FIEHRS.
- SEBMIUT IAM EREFREEEEEZ—
o SRR NTFIEE,
MSK £ &K~

BT LLER Amazon MSK £ FTEMIKF, XAgERU T &z —,

o YEHIIKS : FEREEB M LB AWS IKFH MSK S8 BEEEIE. Ntk , BHAMIEE Firehose i
M FIEEERIER Amazon MSK &2 ARN,

. BIKF : FEEEBNE —N AWS Ik MSK £ FEBEEIE, BXxEZEE |, 55 @ Cross-
account Ml i MSK & 5%,
F&

{EELEE Firehose MNP FEBIER Apache Kafka £, Firehose RBIETERKE , BFLEE
W EE,

(@ Note
Firehose B3I fi#E4E Apache Kafka JHE

Bti& Amazon Kinesis Data Streams HJRiZE

Bt Amazon Kinesis Data Streams BYRIZ B LURHE B W T FT/R KIZ 2 Firehose o

/A Important

WMEEA Kinesis Producer Library ( KPL ) ¥ IEE A Kinesis B#ER , WAILMFERARERE
HE ANiZ Kinesis BIIE RV IRk, WRFEERZEIEHR A% Firehose FHIRIRE , Amazon Data

fit B Amazon Kinesis Data Streams BJRi% B 10
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Firehose FEICRAZ XTI B Wb 2 BIAEER . WREEE Firehose FRILREIE , W) Amazon
Data Firehose TEfFiE F & E] AWS Lambda 28] , R EBRIERK, BEXEZEFEL , BSHEE
A Kinesis 8|72 & FEF & Amazon Kinesis Data Streams 8|2 &R &,

ERZET , £ Kinesis BERIKRFEZNER , EWMAKIRNA arn:aws:kinesis:
[Region]:[AccountId]:stream/[StreamName] BIEHEHR ARN,

MBEEEBENENEER , WHEFEE , UM Amazon Kinesis 12 & & 81 — M BER. B8
FE X Kinesis REBXENREN IAM B2, BXESER , S 2272, QIBFRE , EF R
FEAR , LUEH Kinesis fi5l&k. MREBEXKENR , I Filter by name i % &,

(@ Note

¥ Kinesis 4B R ELE N Firehose 7iRIJRET , Amazon Data Firehose PutRecord #
PutRecordBatch R#ERFEEMA. EXMBERT , ENHIERINE Firehose 7t , EFEMA
Kinesis Data Streams PutRecord 1 PutRecords &4,

Amazon Data Firehose FF#8 M Kinesis 78 LATEST {Z B iEE#IE. A< Kinesis Data Streams i &
NEZEE , H2SH GetShardlterator,

Amazon Data Firehose ¥ &2 K B — )X Kinesis Data Streams GetRecords &/, B , B
BAREEZDE , Firehose 28X &/ % K E A Kinesis Data Streams GetRecords B¥EMmX , —X
ATx&mENt  S—XATEEZS.

AIME — Kinesis fi P RENZ /™ Firehose it. HAth Kinesis RARERF ( £AF ) LA UME—NiR
FIEEL, SRBEM Firehose MBI HMER RN ARFNAERAATRIT AZ2 KB EMARE, AT
BRIZR , BHNOITREHNBARERF. B Kinesis Data Streams FREINEZE LR |, iS50 Amazon
Kinesis Streams BR i,

BEHTT—F |, DEBICRERMEER,

(Alif ) B E IS REFERAMZ R

fti& Amazon Data Firehose LA #RIZRZIIE,

(A% ) BEIRRERMERER 11


https://docs.aws.amazon.com/streams/latest/dev/developing-producers-with-kpl.html
https://docs.aws.amazon.com/streams/latest/dev/developing-producers-with-kpl.html
https://docs.aws.amazon.com/streams/latest/dev/kinesis-kpl-concepts.html#kinesis-kpl-concepts-aggretation
https://docs.aws.amazon.com/kinesis/latest/APIReference/API_GetShardIterator.html
https://docs.aws.amazon.com/kinesis/latest/APIReference/API_GetRecords.html
https://docs.aws.amazon.com/streams/latest/dev/service-sizes-and-limits.html
https://docs.aws.amazon.com/streams/latest/dev/service-sizes-and-limits.html

Amazon Data Firehose FEANGIER

TR R%EFR Amazon MSK 4ER Firehose B SKIR

£ “fEA AWS Lambda H#IFIZFK" o F , WU TFZREHRE.

iR
B OB HIRE ABIER Firehose it , FAEiEH B ABIERRERE,

E R Firehose $§7E Lambda B ¥ , SUEE(E 1 AR 2 818 A H £ 1Z R B RE AR
&, BEPEABERREEE, BUUEAHEFP— Lambda BEEEE#HH Lambda % ,
A LUEIR I AN Lambda B¥{, Lambda EEAM'EE Firehose FTEMNRSER, BXEZ
£8 , 2@ £ Amazon Data Firehose H &R EIE.

2. 1£ Convert record format (## 12 Z#EX) o , AU T FREME :

Record format conversion (id &&= 5 #k)
EEBTERIRE ABEICFEIM Firehose 7 , BIEFEEA,

ERE ANICERIER | 4R Enabled (BR) , ABEERMENHHER, BEEEE—
AWS Glue %k , EHEELRHE Firechose ARBERIEFZIEXNEN, BXEZER , 55H
i ABEER,

BXAEAIREIZZE RN R CloudFormation , 3 AWS::KinesisFirehose::
DeliveryStream,

R &£ Amazon Kinesis Data Streams = Direct PUT 4E4 Firehose FilHIRIR

ERRERDF , BREATFEE,
1. EHRRERT , BERUTETZ— :

a. MWREMEPRR Amazon S3 5 Splunk , B “MESEIR1EFK Amazon CloudWatch BE” §
o, %R FRBESR.

b. 1 “fEF AWS Lambda ¥#RIEFK" 85 H , R TFREME !
IR

E OB HIRE ABIER Firehose it , BFEEH B RARIERIRERE,

(A% ) BEIRRERMERER 12


https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-kinesisfirehose-deliverystream.html#aws-resource-kinesisfirehose-deliverystream--examples
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-kinesisfirehose-deliverystream.html#aws-resource-kinesisfirehose-deliverystream--examples
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E ¥ Amazon Data Firehose 17 Lambda B , MEEEHEABRE 2 RAHERZ
HBEREARE  BEPEAREERERE, EUUFERAEP - Lambda ER T E
¥THY Lambda B3 , B ATLLEERIM AR Lambda B8, Lambda EES4MEE Amazon
Data Firehose FTERIRSIER, BXxEZEE |, 52/ £ Amazon Data Firehose H13%
BRREBE.

2. £ Convert record format (312 REXN) 2 , AU TFERIEME !

Record format conversion (id &&=\ i)
EQ BT HEIREABTFEILFERM Firehose i , BFIEFEEA,

ERE ANICERAOER | 3R Enabled (BR) , ABEEMENHHER. BFEEEE—
AWS Glue & , EH 8 &8 %L Amazon Data Firehose AAR#RIEZERRNNEN, BXES
R , BSR &ifntm ABEERN,

Bx{AEAIREIRZE RN R CloudFormation , 3 AWS::KinesisFirehose::
DeliveryStream,

BLiE B RYMIRE

AFNE T EATBIEFTIE B B HIZE R Firehose B BMIRE,
FH

« 7 Amazon S3 Fit & B K iR B

Bt & Apache Iceberg =AY B HYibi% &
73 Amazon Redshift Eti& B fy#i% &
Bl & OpenSearch RSHY B #RiRIE

1 OpenSearch TolRF 2Bl E HARIRE
& HTTP in S B bR E

9 Datadog Bt & B fY iR E

73 Honeycomb Bt i& B Ryt E

7 Coralogix Bti& B Hy#hi%E

79 Dynatrace Eti& H By ihiRE

it iE B #8181 LogicMonitor

BEBNIRE 13


https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-kinesisfirehose-deliverystream.html#aws-resource-kinesisfirehose-deliverystream--examples
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-kinesisfirehose-deliverystream.html#aws-resource-kinesisfirehose-deliverystream--examples
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« 79 Logz.io BLiE B BV #bik B

« 9 MongoDB Atlas Eii& B iy #hik &

« 1 New Relic fi & B W% E

* 9 Snowflake FiiE B W ihiR &

» 7 Splunk Bt & B By b i% B

« 7 Splunk Observability Cloud &it & B Ky #th 1% &

3 Sumo Logic Bl & B fy b1k B

7 Elastic Bt & B Wi E

A Amazon S3 Bt E B HYbiR E

BRI ELLTIRE , T8 Amazon S3 4E Firehose iHY B Wit

« BANUTFERMNE.

S3 FfE
FRFE-NERBENATEVRBIEN S3 F#il. LT IZ -4 S3 FRBNERIA
HY S3 fF i,

AT R

& A LAFL & Firehose 7 , (& ZE] Amazon S3 XN R iEFZZBIRINFIToREF. ik |, &
EEREBR. ETEELRE Amazon S3 XN RHAMIEKZERNFITORE |, HEEBEZA, W
RIBITRIGEA Athena REHTERSICFKMN S3 XK , NEB A LIEDR,

AT X

ERBRUERANEENSD X,
ZICFMER

ZICKER R AT Firehose RAMIEEK , A RIFEFKHY JSON SIEENRITH D RICEKAT
o

MREFZAEHL, BERIEFKREE|EA PutRecord 1 PutRecordBatch API @A |, M4
ARULGANEENST X, N TREHE , BAZIA Y XE , Amazon Data Firehose &%

Wiexk , AESX AP HABERZNERH JSON KR, fF Firehose FELE N F A Kinesis
Data Stream ERRES , & AT LAE A Kinesis Producer Library ( KPL ) FHIREBR S, BHiE

7 Amazon S3 Bt & B fYihiZ & 14



Amazon Data Firehose FEANGIER

DX ERFEHEREAT. Bt , 8K AP HAPHNEFICFKE AT MEREITEA Amazon
S3 B, LETLARIA Lambda BREERK , HEHIE D X RE 2 sIHITEMEMBRRFHER

/A Important
MRBFERREN , WRBERTHEBERETERNADISIX, Hit , MRENRE
BREEAIARSKX , NXTEREB AT ERAZIERER.

Firehose FIZA T IRFHITAE S E - KPL ( protobuf ) 2R, JSON =2 FEAF##5R . Lambda
R, BIES X, BIEERNERM Amazon S3 &,

ZioRERER
MRIEBBRATZIEEMAR |, NMAMIEE Firehose BRIIBBN H %, A THEEHEIER JSON
=0k,

P Bk R AT

MEREAT R — M2 IGHIE , ATB R E Amazon S3 EBIE#H THS T XK. BEFEANIKE
MXRBREHRTHISSX , WATIEEBZREST XBNBFEERSH , ANSIMEEN T XEERE
H—ME, ERERERMEE R,

/A Important
MREE ERSTRPIEE T AWS Lambda BIESRERIRIZS T , W AT LAGE A e B 3O 45
EE S3WBEHITHIRSX , ARMATUBEENEREMIRED XZH, BIHSS
X , B LAEAREREM N Lambd AWS a MEKRBIE D XEHR, HE , B AR
FARBX T A Lamb AWS da RECRBIE 2 XZ4H.

BRLMERRNEZREERFIS S XENBIBICRSH , HEM j ERERIS T XE
{8, Firehose {XXX#F jq 1.6, BHEZSALIEE 50 MahA0 X, BH4TAHS D XEERA
BRW jg K&K , FREMKINN Firehose REEZH DD X,

S3 FFHERRIR

BENEEDIARDXE , BIIEE S3 FHMEEIZR , Amazon Data Firehose Z [a1Z 174 18 1% i
2 XEHE,

7 Amazon S3 Bt & B fYihiZ & 15
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NTEHEBEESSSTKX , S3 FEBIKNHBELNSEED XBNHBEMRE,

RO LAE A N BX SR AT S IE E/MY Lambd AWS a BRI RBEHTH X, MREIEET AWS
Lambda BER N BRHIFECE D XZH , WATERAUTEXNFHEA S3 FHEBIRK

{& : “Lambda: keyID” partitionKeyFrom, 1R&{EHANKENT N RBFEEES XZEH , W
AR TR FIRA S3 FHEFETUE : “partitionKeyFromquery: keylD” , 8] Bk
BNAZAS? XBARAFERASNASD X key/value 3 BB ERK S3 EEBEIR. EEHNE
fEHT =S, Lambda AWS Y EEB 179 XAt , BE AJ AERH S3 MBI BT ERA U T RIX
XX : ! {namespace: value} , Ear & Z B AT AR Query partitionKeyFrom = Lambda.
partitionKeyFrom

S3 M S3 FHix AT &YX

£ Amazon S3 W RHEE LA B EREHA/ER M ENNX, BRIAMERT , Firehose &
A UTC REMHEEIR, NREEFEHTRAREX , WA LAE R S3 514 4 F#Y et
X,

ZHRT

Data Firehose TEfHE AIEEABIIEEN BN 2RI TEF, BIUENEBNEFX K
NERSIREE TR

S3 &4

1%3#% GZIP, Snappy. Zip 2 Hadoop &M Snappy BIEES , ETERK
#&. Snappy. Zip 1 Hadoop FRAH Snappy E4E , F&MA T LA Amazon Redshift #£5 B # it
¥ Firehose o

S3 XM BEBK (AL )

JfemE Amazon S3 BARFRBHINRIEEXHT BREHBR. WREBRALIIE , NEEN
Nt RBRNEERIER KR S3 E4HINEE ( HIA0 parquet 5 .gz ) BHMBIRIAHT R
Bo ERUNEERERAKRY S3 ERESEMAN , FRREERE T EBHXXHT BE.
MU REBSFUAR () T, ARAUGEARFNFR 1 0-9a-z-_*(). XHhT BETHRE
it 128 NFHF,

S3 &
Firehose X AWS Key Management Service (SSE-KMS) 9 Amazon S3 BRZ5 25 i il

#, ATMELD# S3 ARAHEBIE. BAILUEZRER BIR S3 FREREENRRIAMERSE
B, bW BUERERERBH AWS KMS ZHIKRPHBRHRTNE ., NREEABHNEHR

7 Amazon S3 Bt & B fYihiZ & 16
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&, WATLABE A BRIA AWS £EE AWS KMS #4A (aws/s3) SiEFHRERH, EXEZEER
S H AWS KMS EEZ AR RS 250k I3 (SSE-KMS) RIFEIE.

Bl & Apache Iceberg kY H By ithiR &

BAWS XA E#®X, TAM®X (Ad)., TA#KX (BXREL ), TAMK (FHHEx ) NMEAT
( FEB ) 4k AWS GovCloud (US) Regions , Firehose X #54¥ Apache Iceberg Tables 47 B # ik,

BXFF Apache Iceberg RIEN BN EZER |, FS R A Amazon Data Firehose 8 #E 1% 5 £l
Apache Iceberg &,

A Amazon Redshift Bti& B # 1% &
AT NAEEH Amazon Redshift ¥E9 Firehose 7t B IR E

BB REPEAE Amazon Redshift fliE &£ 855, Amazon Redshift Serverless T4 | &R A TE—
=,

« Amazon Redshift i B £ &

« 3 Amazon Redshift Serverless T4 E B H 1% E

® Note
Firehose 2B AEAEEAE VPC BB HEM Amazon Redshift 528,

Amazon Redshift 71 & & &

AT B A Amazon Redshift TREE B YEN Firehose it B BV b ViK% E o

- RMALUTZEERNE:
&

Amazon Redshift £8f , S3 F#EHIENEH R ZER, & Amazon Redshift £EEEE N 1]
NFFIFE , FHEUHPE LE Amazon Data Firehose IP #itit, BEXEZELE |, 5 =5 Firechose
% Amazon Redshift B 89 ik #9175 [8] £ R o

Bt i Apache Iceberg &Y B # #1i% B 17


https://docs.aws.amazon.com/AmazonS3/latest/userguide/UsingKMSEncryption.html
https://docs.aws.amazon.com/glossary/latest/reference/glos-chap.html?icmpid=docs_homepage_addtlrcs#region
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/Wi

& L& username/password BRI A , thAIBIMNAP1 ZREH AWS Secrets Manager ELii
i@ Amazon Redshift £,

- AF#

8 E B IAE Amazon Redshift ££85#9 Amazon Redshift A, iZA P %MEH Amazon
Redshift INSERT #XBRF RESFIEM S3 F i@ E H1Z Amazon Redshift £,

. B

EEENLREHENAFNEE,
MH AWS Secrets Manager %1% — /N2 & Amazon Redshift £ EITHNZ4E. WRETH
FIRFPREINEHIZEA , MIETE AWS Secrets Manager 1 8 ##) Amazon Redshift i #

B—1 BXEZEERE , BZH EAHTHHRIE AWS Secrets Manager £ 53 Data
Firehose o

HiE R

Amazon Redshift IEE , BIBFEH B ZHEE,
=

Amazon Redshift & , BIENE I Z &k,
5l
(k) RWEBES , BB HEFTZBES . R Amazon S3 WRFPE LM FIHADTF
Amazon Redshift &k AEFI%K |, & ItbEI,
F 8 S3 B R
Firehose & 7 iE& M El S3 17651 , ARG & H Amazon Redshift COPY & & S dE L 2l

Amazon Redshift £8f. BIEE—NEHENA TEVRBIEN S3 7M. RIEHE S3 FM#
WA R E LR ENFER,

FEIE NS ZE) Amazon Redshift £8f5 , Firehose T2 FEIEM S3 FE@EP MR, FBaLUfE
AEmEAHEREERE S3 FEABTHEIE. EXEZEE , B2 (Amazon Simple Storage
Service AF M) PN REGEHEE,

A Amazon Redshift Bt & B Fy b 1% B 18


https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-lifecycle-mgmt.html
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FiE S3 FEMATR

( ATk ) X Amazon S3 W REABRINBTER |, BFIEIE Z, Firehose & Bz X &Y
Amazon S3 R REA“YYYY/MM/dd/HH’UTC B A& N BIZRo 48 AT LURF L BT SRS N B FF 3K 6
EXEZEE , H25 B & Amazon S3 W RBMHERN.

COPY options

& LATE Amazon Redshift COPY i S HIEEN S, LA REECSHEERIBIREERAX
S, Hila , MRFZHT Amazon S3 BIEESE , MATER GZIP ., WREH S3 7764
W5 &K Amazon Redshift £EERER—/ AWS X5 , N HFIEE “REGION’, BXEZE
B , 2 (Amazon Redshift BiIEETF XA RIEFE) FH COPY,

COPY command

Amazon Redshift COPY #%, BXxEZEER , 55 (Amazon Redshift 2iiEEF % A A g
) HH COPY,

Retry duration

MR FFEIE COPY E| Amazon Redshift E£EEF LM , Firehose B WY RF4LRT[E ( 0-7200
# ). Firehose 8 5 7 ER—X , EFERBFENELE R, IRFEHSFLENERERN
0(% )%, Firehose £ COPY R XM T2 ER,

ZEHRR

Data Firehose TEfHE ABIEEBEIEEN EN 2RI &#HTEH, BIRMUENENUEHRX K
NERSIREE TR

S3 E48

1%£3$% GZIP. Snappy. Zip 5 Hadoop &RZ&W Snappy BIEES , HETERHK
&, Snappy. Zip 1 Hadoop #&ZAH Snappy E4E , F&MA T LA Amazon Redshift #£5 B #ih
# Firehose o

S3 XM BEBE (AL )

SI XU REEN (k) : NEHE Amazon S3 B FERANRIEEXHT BEBR.
WMRERALIEE , NEENXHT RBRNBESHIERA KRS S3 EFHThEE ( HIA parquet
% .9z ) MIIMRINXHT BR. ERILIEEHESKRS S3 EHESERAN , FBRE
BRETERNNHTRER, XHTREBLTUUAR () X, ARTRESAWNFR
0-9a-zI-_*()o X#H# BETRERT 128 MFEH.

A Amazon Redshift Bt & B Fy b 1% B 19


https://docs.aws.amazon.com/redshift/latest/dg/r_COPY.html
https://docs.aws.amazon.com/redshift/latest/dg/r_COPY.html
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S3 &

Firehose XA AWS Key Management Service (SSE-KMS) 9 Amazon S3 BRZ525 % il
%, ATMELE® S3 ARAFNHIE. EALUERFER BIR S3 FEEPEENERIAMESE
B WA SUEREREHEN AWS KMS ZASIRFNZABIITNE, MREFRABHAMBZER
&, WATLAE A BRIA AWS £ AWS KMS 4R (aws/s3) RBFIREZH. BXESER , 18
ZRFER AWS KMS HEBRANRS [ ImINE (SSE-KMS) fRriF &R,

A Amazon Redshift Serverless T{E4AFLE B MY #hiRE

Y EEH Amazon Redshift Serverless TYE4EYERN Firehose #i BRI E,

 WAUTFERMNE :
Workgroup name (L4 & #r)

Amazon Redshift Serverless T4 , S3 FERMBIBEBFEH X ITEH, & Amazon Redshift
Serverless TEABE R AINFFIAE , HEUHELE Firehose IP #isit, HEXEZELR |, S

%) E # %] Amazon Redshift Serverless Y “EZZ AT AFF 5 RIBY Amazon Redshift Serverless
EHI"E S, AR “FEF Firehose X Amazon Redshift B Yt #Y 175 18] I BR”,

BRI

B A LAE R username/password BIEH A , LA AN i R B4 AWS Secrets Manager B
@] Amazon Redshift Serverless TE4H

- AFA
¥EEBWH R Amazon Redshift Serverless TYE4H B Amazon Redshift A, ZBAF &%

MEH Amazon Redshift INSERT X PR F BEf T M S3 F & #1F] Amazon Redshift
Serverless TH#E4 .,

. B

¥ EB AR Amazon Redshift Serverless TEA K AN ZEE,

M AWS Secrets Manager i£3#F —1N8& Amazon Redshift FoiR$5 88 TEA ZE I 37
., MRETHIRFPARBRENWER , MIETE AWS Secrets Manager H 1 &H# Amazon

A Amazon Redshift Bt & B Fy b 1% B 20


https://docs.aws.amazon.com/AmazonS3/latest/userguide/UsingKMSEncryption.html
https://docs.aws.amazon.com/redshift/latest/mgmt/serverless-connecting.html
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Redshift ZiEBIE—1, BEXEZEL , BSH EAH#T S MK AWS Secrets Manager
£ &% Data Firehose H,

HiEE

Amazon Redshift B E , BIESE S 2 ZBIEE.
=

Amazon Redshift & , iENE #12iZ &k,
1l

(i ) RWEBES , BIETEFTZEBEY . R Amazon S3 WRPENNFIBDTF
Amazon Redshift &AEIFIZK |, & F L&D,

HiE S3 Bir

Amazon Data Firehose & 58 iE& M E| S3 E# @ , AE A& H Amazon Redshift COPY
S, NEIEMNE R Amazon Redshift Serverless T4, FigE —NEREN A TEVOREEE
B S3 FhEM., RIEFM S3 FHMIERELHENFMHME,

S EIE INEL E Amazon Redshift Serverless T4 G |, Firehose M S3 1F4E 48 P I BR %k
B, BUUFEALEGTRANREERE S3 FEEPNEHE. BXESZEE |, H2H (Amazon
Simple Storage Service AF g/ PN REWEAHEE,

HE] S3 FEMATR

( ATk ) X Amazon S3 M REFABRINBIER |, BFIIEIE Z, Firehose & Bz X &Y
Amazon S3 I REA“YYYY/MM/dd/HH’UTC B A& XA BIZRo 48 AT LURF UL BT 4R N B FF 3K 6
EXEZEE , B2 B & Amazon S3 W REBHERN.

COPY options

& LATE Amazon Redshift COPY i S HIEENZH . LA REECSHEERRBIREERAX
LS, Hila , MRFHAT Amazon S3 BIEESE , MATER GZIP ", WMREH S3 7w
5128 Amazon Redshift Serverless TEHFER — AWS X , N XFIEE “REGION”,
BEXEZELR , E5H (Amazon Redshift IEFEFF X A RIER) F# COPY,

COPY command

Amazon Redshift COPY #%, BXxEZEER , 55 (Amazon Redshift 2iiEEF % A A g
M) HH COPY,

A Amazon Redshift Bt & B Fy b 1% B 21
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Retry duration

R FFHAE COPY & Amazon Redshift Serverless T4#E4H kK , Firehose E i Y34 A A]
(0-7200 ¥ ) , Firehose & 5 7 EIRX—X , BEEIERBFENBLE R, NRNERIFLELNTE
REBHNO(F ), Firehose f£ COPY B kMBI FLER,

ZHRT

Data Firehose TEfHE AIEEABIIEEN BN 2B TEF, BIMUENEBNEFX K
NERRSIREE TR

S3 E48

1%£3$% GZIP, Snappy. Zip 2 Hadoop &M Snappy BIEES , ETERK
#&. Snappy. Zip 1 Hadoop FRAH Snappy E4E , F&MA T LA Amazon Redshift #£59 B it
¥ Firehose o

S3 XM BEBK (AL )

SI XM BEKN (AL ) : FEHWE Amazon S3 B FHBHXNRIEEXHT BEE.
MRBRALIhEE , NEEN XM RENBESBIRR AR S3 EFH2hEE ( HIH0 parquet
% gz ) MIINMERINHT BE. ERLIEEHESERS S3 EFESERAN , FBHRE
LRETERNNHT RS, XHETREBLTUAR () X, ARTUEEAWNFR
0-9a-zI-_*()o XH¥ BETRERET 128 MFEH.

S3 m#E

Firehose X AWS Key Management Service (SSE-KMS) 9 Amazon S3 BRZ525 4% il
%, ATNELE® S3 ARAFNHIE. SR LUERFER BIR S3 FEEPEENERIAMESE
B WA SUEREREHEN AWS KMS ZA5IRFNZABIITNE, MREFRABHAMBZER
&, WATLAE A BRIA AWS £ AWS KMS 4R (aws/s3) RBFIREZEH. BXESER , 18

ZRER AWS KMS f£EZ AR BRS 2R 1% (SSE-KMS) RiF Bz,

Bt & OpenSearch fREH B iriRiE

Firehose x3¥ Elasticsearch fx4~ 1.5, 2.3. 5.1, 5.3, 5.5, 5.6 AK&FIEW 6.*, 7.* f 8.* ik
7R, Firehose X #FL &# OpenSearch B 2.x M 3.xo

AN EE B ER OpenSearch FRE KL,

WALTFERIVE :

fii B OpenSearch fRSHI BFREE

22
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OpenSearch fR% 1

EHBEAME A OpenSearch BRI,
%5l

¥ IR 5|2l OpenSearch BRSS E BT K OpenSearch BRS E 5| & o

Index rotation

R 2B OpenSearch RFRSIUARKEME, MRBH T RS , Amazon Data
Firechose &R BT E B MBIIEEMN RSB , HARHTRR, BXEZELR , EZHA N
OpenSearch [RFHE R 5 ¥R,

Type

¥ #EZR 512 OpenSearch BRZER AT EAM OpenSearch REEEHEMH. N T
Elasticsearch 7. OpenSearch x # 1.x , MRS REEE—1RE, MRLZH NS EGHM
RAWIMARSIIBEFHER | Firehose 2TEZTHHIREE IR,

3¢ F Elasticsearch 7.x , EF L FERE =,
Retry duration
Firehose fE &R 5|15 R A MBS EiRVIFLLRS B, OpenSearch X FEiRiFL&ETE |, B LLRE

NF 0-7200 ¥ 2 B HEAE, BRIAEXFLETE R 300 ¥, Firehose X ARBHEIEEIXZ
R, BB E S| BIE R L,

EiXFEEEH/E |, Firehose 2 BEZMBIIEERS] (DLQ) , XREEMN S3 HixfF
M. X TExE DLQ MWEE , BXIEREMNEEN S3 HixFREEMEZEE Wi,
OpenSearch

MR EEE OpenSearch EFFHEN 44 MBA L Firehose stream [a DLQ & 5#EIE , WAL
FEAFENEOEENESHNE (URREN ), BAUEKR AWS TEAR , REREiREF
g REE NE 7200 ¥,

DocumentID &

ERIREBXHY ID WI55E, XM J5E8 Firehose ER KIS ID H OpenSearch BREERKY
X4 ID, KRIZEXHY ID ERT , Firehose £ XY ID 2ERINET, OpenSearch #EE A
RFERMNXIE ID, ENEXHEARERRE , SBEEBES MM AIME | £ OpenSearch
REEFEEELN CPURR , NTHIRSMAE

fii B OpenSearch fRSHI BFREE 23
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B4R VPC E#

MR IEK OpenSearch [RFEMNTFAE VPC & |, BHFEALIB P IEEZ VPC, RBIEELRH
£ Amazon Data Firehose £ B8 R 518 KA BB E A FM A F4H, OpenSearch &
A LAE A S OpenSearch RS EMHENZ A, MRBIEEFRANZEA , FREACMAT
OpenSearch FRFEZ AR HIE HTTPS RE, Bt |, ¥R OpenSearch RSB Z £ 4
AFRBEEBE Firehose BEMNIEENZ AN HTTPS FHE, WMREF Firehose EEH
OpenSearch RFEHFEAR—NMNZ L4 , FHAZTSHNWAWAN A F HTTPS RE, BXRZE
SEAHNNEZEE |, i5SH Amazon VPC XA Z AN,

/A Important

EFE VPC HEENHELAHI BN FNE |, FRRFIEFNFERBHENR
P thut, MRIEEFHHKE R AHNGESE IP it | Firehose I EEFE VPC A
BIZ AN ENIs $iEiE 5 , H B & MR R A MK,

ZrXIER
Amazon Data Firehose T E ABTEELARMEEEN BN ZISH#TE P, BHRUENENE
X AR/DNE RS REE TR
79 OpenSearch TG EFEE B iRiRE

AN ETE BB ER OpenSearch TERRS 25 HYIE IR,

BMALTFERMNE :
OpenSearch TIRFBES

BIEEmEIM —4H OpenSearch LIRS B3R5I MK IHTT
%5

I IEFE 51 E OpenSearch LIRS EFE ST EAM OpenSearch TR 22 E 5B o

5 OpenSearch LRSS ESELE B iRig B 24


https://docs.aws.amazon.com/vpc/latest/userguide/VPC_SecurityGroups.html#SecurityGroupRules
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B4R VPC E#

MREH OpenSearch THRFF|/ESNTHE VPC # , EEALIBPIEEZ VPC, HE
EEEFHE Amazon Data Firehose E BB LIRS B E S L IEBIENE AN 7R F4.
OpenSearch

/A Important

EFE VPC HEENHELAHI BN FNE |, FRRFIEFNFERBHENR
P thut, MRIEEFHHKE R AHNGESE IP it | Firehose I EEFE VPC A
BIZ AN ENIs $iEiE 5 |, H B & MR R A,

Retry duration

MR @ Serverless X HHIERBIERELM |, Firehose EiXHIIFLERTE, OpenSearch X FEizd
RE&RE | BALURESN T 0-7200 W2 RNEAE. BRINERGLEAERZ 300 ¥, Firehose
MXAEHERERZR , BEREHSENRASIEN L,

B ERBIEHE |, Firehose 2 fFBEEREIZEFBAS (DLQ ) , XREEMN S3 fHixTFHE
M. XTE@E DLQ WEE |, B4FCRBEMNEER S3 HiRFHBENEIE OpenSearch
F RS 2R B FRo

R AT OpenSearch THRFEFEFMNEV N4 MABEH LE Firehose stream [ DLQ 1% #i
BIE, WA ERABSENEEREENESNE (U REMN ) . BUUERR AWS TEFAR ,
FERE A FEaEEEIE 7200 ¥,

ZHXER

Amazon Data Firehose e E ABEEZREEEN BN ZH SR TEH, BIFUBENEINE
X AR/DNE RS REE TR

BLE HTTP SRV B RV IR E

RENATER HTTP iR EH B ARH LT,

& HTTP i i B itk & 25
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/A Important
MREIERE HTTP inRIERN Br , BERHIRR 7 HTTP it S 2B R A @SS FRYHR
AR 1T IRAE

- RETIFERNE:
HTTP iR R&E M ( Wik )

A HTTP IwmREE—MNAFRFHNER. Hl My HTTP Endpoint Destination,
HTTP %< URL
BRUTHRAIEE HTTP i =K URL : https://xyz.httpendpoint.com, URL 212
HTTPS URL,
SHRIiE

BRI LEREER AGRZE , WA MNP RZRERA AWS Secrets Manager BAiE Rl HTTP i

/AN O

C (Wit ) BAES

MREBEEIRIS R R4 , SAMEM Firehose MEIK SERIBIE , TRRBAMESE,
MAFiEER—NE AWS Secrets Manager & HTTP i a5 B BN B4, MREETHIER

FEREEBHZ4A |, IBES AWS Secrets Manager A1ARIZHACIE—NH4H. BRESZE
B, B2 £RA#ITEHRIE AWS Secrets Manager £ 5i# Data Firehose 1,

N BRI

Amazon Data Firehose R A RRBRERZIBFERNWENX , RAEBFNBERLET BN, FiEFR
By enable/disable IR mILEFE GZIP = “BH”,

Retry duration
87 Amazon Data Firehose B IE £ X BIFTE HTTP iw R BV BT+,

KEBHES , Amazon Data Firehose £%1F HTTP is RN, MR EIERBREBHIAE
FTEARR UL E#TA , Amazon Data Firehose f§ /83 Eid F4atE 1T 5kEs. ©RNTHHER , EZ

& HTTP i i B itk & 26
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EiFErtEBIE N It EiRFLETREBIEAS , Amazon Data Firehose X &R 11 h #dE1&
WA , HEHEER D E Amazon S3 FiEiE,

)X Amazon Data Firehose 8 HTTP Is R KIEEE ( MIBERHER ) it , BEEHZIHH
B ITHESHER HTTP IR 2 BIA,

ENEE {4 at A 233 , Amazon Data Firehose &% EHIA , BERIWBIEIASIE R IAB
HiRR, MIRMIAFEET , Amazon Data Firehose 2T EE X ITHEBERELERRITE., NREF
RETE , SEBAERAEEZZE , EFWEBIASRBESIATE SR,
MR FFHELE Amazon Data Firehose Ei K% , FIFUHEIRERN 0.

S (W)
Amazon Data Firehose £8X HTTP A HH T2 X LREX . XESH A LA BEIR I
A0 M,

ZEMiRR

Amazon Data Firehose e ABEEZREEEN BN 2B SR TEH, BIFUENEINE
X AR/DNE RS REE TR

/A Important

XNF HTTP KiwT LB #5 , MREE “ CloudWatch BE” HEEIKR B B frim <K 413
NI RIAED |, EFEME Firehose M EMEHRRKND , REEHR,

A Datadog Bt & B /Y3 1R &

ARFINB T £ Datadog ¥E9 B #rEVET, &< Datadog WEZEE |, 55 hitps:/
docs.datadoghqg.com/integrations/ amazon_web_services/,

RETIFERHE,
HTTP i< URL
MTHRERHU TR - AR EMNRREBENLE,

« Datadog H&- US1
« Datadog H&- US3

A Datadog Bt & B 9 ithi% & 27
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 Datadog H&- US5
- Datadog H - AP1
« Datadog A& -
 Datadog A& - GOV
- Datadog $E#% - US

- Datadog }§#5- US5
- Datadog $§#5- AP1

- Datadog $E#x - EU

+ Datadog EtiE- US1

- Datadog E¢i&- US3

- Datadog Eti&- US5
- Datadog EtiE- AP1
- Datadog BLi& - EU
« Datadog Eti& - US GOV
HHKIE
RATBLUER ERER A API 248, B AT AN K ZREH AWS Secrets Manager K1/ 8]
Datadog.
- AP B4

BX R Datadog BAZREUEM Firehose [a] b ik S & S EIEFTEH API 247,
MAIEE—NE AWS Secrets Manager & Datadog APl B4R 40, MRE TR IIRF R

EDIEHER4R |, WBETE AWS Secrets ManagerfglE—1, BXEZEL | BSH £H#
1THHBRIE AWS Secrets Manager £ 5 i# Data Firehose #,

AESP IS

Amazon Data Firehose R AR RBRERIBFERNWEX , AEBEERLEZZT BN, HiFXKR
#Y enable/disable IR mILERE GZIP = “B A",

Retry duration

$8§E Amazon Data Firehose Ei# ¥R XX RIFMIE HTTP in /B BT+,
79 Datadog Bt & B Y #thi% & 28
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KIEBIEE , Amazon Data Firehose £%1F HTTP is R A1A, MR BB RBREBIAE
FTEABR U EI#IA , Amazon Data Firehose F /8 3 EiRXF 4T [E it e, ENTHER , BEF
ERXFENERENIE, EidFEtRZIHE , Amazon Data Firehose X &5 41 78 ¥ iz 1%
BMAM , HEHIERZ D E Amazon S3 F#H.

)X Amazon Data Firehose 8 HTTP Is RKIEEE ( MIBERHER ) it , BEEHZIHH
B ITHESHER HTTP IR 2 BIA,

ENEE {4 at A 233 , Amazon Data Firehose &% EHIA , BERIWBIEIAS AR B IAB
HiRR, MIRMEIAEET , Amazon Data Firehose 2T EE X ITHEBERELERRITE., NREF
RETE , SEBAERAEEZZE , EFWEBIASRBESIATE SR,
MR FFH L Amazon Data Firehose Ei K% , HFIFUEIZRER 0.

S (W)
Amazon Data Firehose E&X HTTP A HE X LR EN . XLSH T LIH B 218 5 A
A0 M,

SRR

Amazon Data Firehose TE & ABEEZREEEN BN ZH SR TEH, BIFUENEILE
X AR/DNE RS REE TR

N Honeycomb BELiE B By i1z &

KT NE T A Honeycomb 17 BFRIIEI, B Honeycomb WEZER |, S A htips:/
docs.honeycomb. io/getting-data-in/metrics/aws-cloudwatch-metrics/,

RMUETIFERNE :
Honeycomb Kinesis i &

FERAUTHEXIEE HTTP LinT S BIMiL : https://api.honeycomb.io/1/kinesis_events/
{{dataset}}

/Wit

FBA LA R EER A APl 240, AT UM R RZEH AWS Secrets Manager BAi[A]
Honeycomb,

A Honeycomb L& B #Y ii% B 29
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- AP B4

Bt % Honeycomb BAIREUEM Firehose [a] b s 2 A& S BB FTEH APl 247,
MAFiEE—1NEE Hon AWS Secrets Manager eycomb APl Z4ARI %340, MRE TR HIRF

REBEBEHZE |, WIBETE AWS Secrets ManagerF 8| —1, BXEZELR , TSR FH
B 17 B RAE AWS Secrets Manager 71 3 Data Firehose H,

SES IS

Amazon Data Firehose R AREBRERZIFERNWEN , RAEBMBERLZT BN, &R
GZIP LB AERMNABRHmIB, X2 Honeycomb B FREIHEEILT,

Retry duration
}§E Amazon Data Firehose Ei# I HIEAIERIFMIE HTTP in R VRT K,

KEBIEE , Amazon Data Firehose £ %1% HTTP is 1A, MR BB RBREBIAE
FTEABR U EI#IA , Amazon Data Firehose 48 3 EiRiF 4 at[E it e, ENTHER , BEF
ERXFENERENIE, EilFEtRZIHE , Amazon Data Firehose X &R 41 8 ¥z 1%
BMAM , HEHIER D E Amazon S3 F#H.

)X Amazon Data Firehose 8 HTTP Is RKIEEE ( MIBERHER ) it , BEEHZIHH
B ITHESHER HTTP IR S BIA,

ENEE {4 atE 233 , Amazon Data Firehose &% EHIA , BRI B IASIE R IAB
HiRR, MIRMEIAFEET , Amazon Data Firehose 2T EE X IT BB RELERRITE., NREF
RETE , SEBAERAEEZZE , EFWEBIASRBESIATE SR,
MR FFH L Amazon Data Firehose Eid K% , FIFUHEIRE RN 0.

S (Wit )
Amazon Data Firehose £8X HTTP A H BT X LREX . XESH A LA BEIR I
A0 M,

ZEMiRR

Amazon Data Firehose TE & ABEEZREEEN BN 2RISR TEH, BIUBENEINE
X AR/DNE RS REE TR

A Honeycomb L& B #Y ii% B 30
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9 Coralogix & B Y ithi% &

AFNBT A Coralogix ¥E B #RMIEI, Bx Coralogix WEZER , 5 H Get Started with
Coralogixo

- RETIFERHNE:
HTTP i< URL

MTHEEH L TEBRIERE HTTP %< URL :
» Coralogix - US
» Coralogix - SINGAPORE
» Coralogix - IRELAND
» Coralogix - INDIA
» Coralogix - STOCKHOLM
SR

B LUEREER AT , AT NP R R AWS Secrets Manager B[R] Coralogixe
- MEZA

Bt % Coralogix LAIREUEM Firehose [b bt in & MBIEFTEN A E A,

MAIEE—NE AWS Secrets Manager & Coraloglx AN A, ZZD%E N PSR ORE E
BRI E4R |, MIIEE AWS Secrets Managerd gl —1, BXEZER , HSH EAHTS
B IUE AWS Secrets Manager £ & #h Data Firehose H,

AESP IS

Amazon Data Firehose R AREBRERZIFRNWEN , RAEBMBERLZT BN, &R
GZIP LB BRI ABERwB. X2 Coralogix BRI HEXIN,

Retry duration
}&E Amazon Data Firehose EifFHIIE LA ZIFTIE HTTP I RS,
KIEBIESS , Amazon Data Firehose &% HTTP I VBN, MR HI4EEIRSBREBRINE
RTHABR IR EITE 1A , Amazon Data Firehose B3I Eid T4 n A 1T 8RR . ERTMER , ER

7 Coralogix Bii& B W ithi% & 31
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EiFErtEBIE N It EiRFLETREBIEAS , Amazon Data Firehose X &R 11 h #dE1&
WA , HEHEER D E Amazon S3 FiEiE,

)X Amazon Data Firehose 8 HTTP Is R KIEEE ( MIBERHER ) it , BEEHZIHH
B ITHESHER HTTP IR 2 BIA,

ENfEE iR Lt E B3 , Amazon Data Firehose & EFHEIA |, BEEINEIHEIASIE ST IAER
iR, MR#IAEAET , Amazon Data Firehose 2 EE X IT B[/ EBEERIRITE, WREE
REtE , ENBAEHAEEZEE , EEWEWIASBER A E D,
MR AR %Y Amazon Data Firehose Eif X A HIE , BFUEERER 0,

S8 (W)
Amazon Data Firehose E8)X HTTP A H TS X LR ER . X LS KA LA B &R 51 F
HAOAB Kb,
- applicationName : 1247 Data Firehose KYIR3E
« subsystemName : Data Firehose SR &
- computerName : IETEEAH Firehose RV E R

SRR

Amazon Data Firehose TEE ABEEZRIEEN BN 2 2#HTE ), B EINEF
X K/NERSIRERE TR

N Dynatrace Bi & B BV #hi% &

AIWNE T #E A Dynatrace fE7 BHirMEDl, BXEZEE , S H hitps://www.dynatrace.com/
support/help/technology-support/cloud-platforms/amazon-web-services/integrations/cloudwatch-
metric-streams/,

o EFEIN , LU Dynatrace ¥R Firehose il B By itb,
REER

RIRIBELE Dynatrace FIREEIRERZBEE (BRI ) |, SE#H — S 2L E,
HTTP %= URL

MTH % Gi%E HTTP ¥% & URL ( Dynatrace US, Dynatrace EU = Dynatrace Global )
79 Dynatrace Bii& B B ithi% & 32



https://www.dynatrace.com/support/help/technology-support/cloud-platforms/amazon-web-services/integrations/cloudwatch-metric-streams/
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/Wi

B LLUEREERA APl T8, AT UM RRZEH AWS Secrets Manager BAi[A]
Dynatrace.

- APl K&

4 B IBM Firehose [t iR [IEHIEIBEFTER Dynatrace APl ©h8, BXEZEE | 55H
Dynatrace API - Tokens and authentication,

. B4

M AWS Secrets Manager i£3## — N8 & Dynatrace AP TN F4H, MRETHYIXRH
KREDIEH B4R |, NBE AWS Secrets Managerdh 8l —14, BEXEZELR , F2H FH
B 17 B RAE AWS Secrets Manager 71 3% Data Firehose H,

APl URL

214 Dynatrace ¥FEH APl URL,

NAYwB
HBRERERARNRRBRESRIERWIES, Amazon Data Firehose £ N A RIBRELREE R
WIEX , RAEBEERKEBEN, BAE , UL GZIP BXEHZNB.

Retry duration

87 Firehose EifFHIE LEBIFMIE HTTP iw R BB,

KIEBIESE |, Firehose £F#F HTTP i KAvi8iA, MR HIMEIRJERIAENSBRAIZERE
¥k , Firehose HMEFERFLHITHEE. SHAMER , ERERSFENEIBL, B
TSR EIH)E |, Firehose X MBERM N BBFEEL BRI , A FHIEZ D E Amazon S3 77
8o

)R Firehose [0 HTTP i QA EHIE (A= HHRARNERF ) i , BLEH S @IAEN
THER A FSF HTTP in SAVHEIA,

BIEERFEREES | Firehose MAFFHIA , ERTHIBIARIEHINENHAR, MR
WIAERS |, Firehose 2BEERITBRPREEERRIYE, WRERRAHE , ©FBRER
AEEZEZE , ERWIBIASBEE AN RS,

MR FHE Firehose ERHREHIE , HRILEREN 0,

79 Dynatrace Bii& B B ithi% & 33
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S (Hik)

Amazon Data Firehose &)X HTTP AR &EE X LB EX . X LS B A LA BY &R 51 1
HLAOB R,

ZMiRR
Amazon Data Firehose FEfHE ABTEEREIEEN BN SHTEH, EHXERTIER
B E P X K/DFEtEEE. BN EBRNEPX K/ PNERSREETR.
B = B #ri%iE LogicMonitor

ARE D T 4B4F LogicMonitor A F &8 B iRk, BXEZER , S H https:/
www.logicmonitor.com.

- RETIFZEMNE:
HTTP %= URL

BRUAT I E HTTP w28 URL,
https://ACCOUNT.logicmonitor.com

S HKIUE
B LLUEREER A AP 240 |, Al AN ZRE4R AWS Secrets Manager #4714 (8]
LogicMonitor,

- API 4R

BB %R LogicMonitor BAZREL S F M Firehose 1% if S & M IEFTER APl 2248,
MAIEE—NE AWS Secrets Manager & API Z4A#9 %4 LogicMonitor, INR7E FHI%|*K

FhAREBREHZE , METE AWS Secrets ManagerdglZ—1, BEXEZER , BSH £
FB# 1T B M RIE AWS Secrets Manager £l & ¥#h Data Firehose H,

N B YD

Amazon Data Firehose R AR RBRERIBFERNWEX , AEBEERLEZF BN, NiFXR
B enable/disable A B RILIEIE GZIP = “ZF”,

B & B #7i& & LogicMonitor 34
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Retry duration
$8§E Amazon Data Firehose Ei# S HIE XX RIFMIE HTTP s R B BT+,

KIEBIER , Amazon Data Firehose £% 1% HTTP is 1A, MR BB RBREBIAE
FTEABR U EI#IA , Amazon Data Firehose 48 3l EiRF 4t [H it HER. ENTHER , BEF
ERXFENERENIE, EidFEtRZIEE , Amazon Data Firehose X f &) 41 78 ¥z 1%
BMAM , HEHIERMDE Amazon S3 F#H.

)X Amazon Data Firehose 8 HTTP Is RKIEEE ( MIBERHER ) it , BEEHZIHH
INEBRITHESHER HTTP IR S EIA,

ENEE {4 at A 233 , Amazon Data Firehose &% EHIA , BERIWBIEIAS AR IAB
HABR, tIRMIAEAY , Amazon Data Firehose 2T EERXITHBREEERRATE., WREF
REtE , BEBRERAEE Z2E , EFWEBIARBEE R E SR,

MR FFH L Amazon Data Firehose i K% , FIFUHEIRE RN 0.
S (W)

Amazon Data Firehose E& )X HTTP A AT H#IEXLREX, XLS T LAFBIEIR B
HLAOB R,

ZHRT

Amazon Data Firehose e E ABEEZREEEN BN ZH SR TEH, BIUBENEINE
X AR/DE RS REE TR

A Logz.io BLE H MR E

KINE T ERA Logz.io fEN BIRMIET. MTMEZEE , BS M https://logz.iol,

® Note
ERMX (K= ) X, FX ¥ Logz.io 8 Amazon Data Firehose B #9ith,

RETIFERNE :
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https://logz.io/

Amazon Data Firehose FEANGIER

HTTP i< URL

BUTHRIAIEE HTTP A/ URL, URL 2412 HTTPS URL.

https://listener-aws-metrics-stream-<region>.logz.io/

i zn
https://listener-aws-metrics-stream-us.logz.io/

HH®IE
BALEREERARKESE , WA NP RZEZRA AWS Secrets Manager ELiE[A] Logz.io.
- EETHE
BX R Logz.io SAIREUEM Firehose [8] bt i 2 4% M BIRFT BV IA IR T 1,

. 548

M AWS Secrets Manager £ — N8 & Logz.io KK TN FH, MRETHIRPRE
BB |, METE AWS Secrets Managerdh S8lZ—1, BEXEZEE |, BESHE FHAHT
B M IIE AWS Secrets Manager £ 5 i# Data Firehose #,

Retry duration
87 Amazon Data Firehose Ei#[a Logz.io & & BIEH K,

REBIEE , Amazon Data Firehose £%1F HTTP s RN, MR BB RBREBIAE
FTEAPR YR EHTA , Amazon Data Firehose fF /B z) Eid F4 At E 1T 8kEe. ©RNTHER , BEE
ERXFENERHNIE, ElFEtRZIHE , Amazon Data Firehose X f &R 41 78 $i iz 1%
MM , HEHIERZ D E Amazon S3 F#H.

)X Amazon Data Firehose 6 HTTP is R R A EIE (MIHBE=ERER ) it , BLEFHZHH
INEBRITBEEHER HTTP I BEiA,

ENEE iR iS4t 233 , Amazon Data Firehose H&E 1IN , BERIWREIHIASIE R ¥ IA B
HAPR, IR HIAHERS , Amazon Data Firehose 2B EERXITHREREBT L EFIRITE.,. WRER
REtE , SNBAERHEEZZE , BERWEBIARBEE A ESEH,

MR F%HE Amazon Data Firehose Eid £ A BE , HFUEIRE RN 0.
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Amazon Data Firehose FEANGIER

S (Hik)

Amazon Data Firehose &)X HTTP AR F &8 X LB EX . X LS B A LA BY &R B 0
HLAOB R,

SRR
Amazon Data Firehose S E ABTEELARMIIEEN BN ZISH#TE P, BHRUENENE
X AR/DNE RS REE TR
9 MongoDB Atlas Bt & B Byt i% &

AIT AT A MongoDB Atlas fE8 B Wit ViEI, BXREZER |, S Amazon Web Services
& MongoDB Atlas,

- RHTIFERNE:
APl Gateway URL

BRUTHAEE HTTP %SR9 URL.

https://xxxxx.execute-api.region.amazonaws.com/stage

URL #4012 HTTPS URL,

EgviEoani
RESLERBEEZR A API B4 , Bl AR FRZIH AWS Secrets Manager 3R i 8]
MongoDB Atlas,
- API B4

B Amazon Web Services £ MongoDB Atlas ##Y 3 BAZREVIEM Firehose 6] ki =&
MBIEFTEMN APIKeyValue,

. B4

MH AWS Secrets Manager £ — /N2 & API Gateway #9 API Z4ARF4E | 240 H
Lambda 5 MongoDB Atlas R ERMXF, MRETRIRPAREINENEZH , WiE
£ AWS Secrets Managerd tliZ—1, BXEZEE , BZH EAH#TEMARIUE AWS
Secrets Manager £l &#h Data Firehose H,

3 MongoDB Atlas B & B ##ik B 37



https://www.mongodb.com/products/platform/atlas-cloud-providers/aws
https://www.mongodb.com/products/platform/atlas-cloud-providers/aws
https://www.mongodb.com/products/platform/atlas-cloud-providers/aws

Amazon Data Firehose FEANGIER

SES IS

Amazon Data Firehose A BRERERBFRVEX , AEBNBERLZELB BN, XNiER
#Y enable/disable AR 4wILIER GZIP = “E£/H",

Retry duration
$&E Amazon Data Firehose B FHIEL A ZIFMEE = HIREEH N K,

KEBHES , Amazon Data Firehose £&%F HTTP im R AIA, MR EIERBAREBHIAE
FTEAFR UL E#TA , Amazon Data Firehose 4 /B8 2 Eid F4atE 1T 2kE. ©RNTHER , BEF
ERXFENERHNIE, EidFEtRZIHE , Amazon Data Firehose X f &) 41 8 #i iz 1%
BMAM , HEHIERZ D E Amazon S3 F#H.

)X Amazon Data Firehose 8 HTTP Is R KIEEE ( MIBERHER ) it , BEEHZIHH
INEBRITHESHER HTTP IR S BIA,

ENEEF iR iF4EntE 233 , Amazon Data Firehose IS 1IN , BERIUWREIHIASIE R ¥ IABR
HiBR, tIRMIAEAY , Amazon Data Firehose 2T EERXITHBREEERRITE., REF
REfE , SNBRERHEEZZE , BEIWEBIASBEEE LR S 2,

WMERFFHE Amazon Data Firehose Eid KX HIE | HFUEIRE RN 0.
ZhiRR

Amazon Data Firehose e E ABEEZREEEN BN ZH SR TEH, BIUBENEINE
X AR/DE RS REE TR

S% (Wit )

Amazon Data Firehose E&X HTTP A HE X LR EN . X LS H T LIH B 218 5 F
A0 M,

A New Relic L& B iR &

AFNBT A New Relic fER BFrEET, BXEZEER , 5SS hitps:/newrelic.com,

RETIFERWE :

A New Relic & B #yithi% & 38


https://newrelic.com

Amazon Data Firehose FEANGIER

HTTP i< URL

MTHRSIRUA TR FEF HTTP i< URL,
« New Relic B& - US
 New Relic $§#r - US
 New Relic $§#x - EU

HHRIE
PRATSLE R E#EH A APl 247 |, BRI AR ZE 4R AWS Secrets Manager 15 7] New
Relic,
- API B4

£ New Relic One K/ iR B P #H AV AIERH (40 MNERFNTAEFFHH ) . BFEL
API| Z4AM Firehose [ tbim /A& REIE,

MeiEE—NEE N AWS Secrets Manager ew Relic 8 APl 4340, MRE TR

RAREBEEMER , NIETE AWS Secrets ManagerdlE—1, BXEZER , HSH £
FB#1T B/ RIE AWS Secrets Manager £l 5i# Data Firehose 1,

N B YRS

Amazon Data Firehose R AR REBRERIBFERNWEX , AEBEERLEZZT BN, NiFKR
By enable/disable IR mILERE GZIP = “B A",

Retry duration
$§E Amazon Data Firehose Eif 8 #E &2 2| New Relic HTTP % R I BT &,

KEBHES , Amazon Data Firehose £&%F HTTP im R AIA, MR EIERBAREBHIAE
FTEAFR UL E#TA , Amazon Data Firehose /B8 2 Eid F4atE 1T #kEe. ©RNTHER , BEF
ERXFENERENIE, EidFEtRZIHE , Amazon Data Firehose X fi &R 41 8 ¥z 1%
BMAM , HEHIER D E Amazon S3 .

)X Amazon Data Firehose 8 HTTP Is R KIEEE ( MIBERHER ) it , BEEHZIHH
INEBRITEESHER HTTP IR 2 BIA,

A New Relic & B #yithi% & 39



Amazon Data Firehose FEANGIER

ENEE {4 at A 233 , Amazon Data Firehose &% EHIA , BERIWBIEIASIAE R IAB
HABR, tIRMIAEAY , Amazon Data Firehose 2 EERXITHBIREEEERRTE., WREF
REtE , BEBRERAEE Z2E , EFWEBIARBEE R E SR,

WMERFFHE Amazon Data Firehose Eid KX HIE | HFUEIRE RN 0.

S (Wit )
Amazon Data Firehose FTE &)X HTTP AR F & X LB EX . X LS B A LAESBY &R B 1
HLAOB R,

ZhiRR

Amazon Data Firehose e ABEEZREEEN BN ZH SR TEH, BIFUBENEINE
X AR/DNE RS REE TR

A Snowflake Bt & B B iR E

AN B Snowflake AT &K B BRI LI,

® Note

Firehose & Snowflake WEREEXERED ( FFELILEP ) . XEEEP (HEBX ) . KM
(ZBRZ), ZERZ (HBXEMN ), IAX (FRKRE). M (EZZmE)., TAHKX (#H
g ), UAR#MKX (HR) MLA#HX (FE )., TABX (ZX )., M (£K). EEM
(ZRF ). MEX (FEB) . BM(PE) . BN (FBE )., AKX (ZX ). BN (£
). EEM(ZRF ), MEK (PZ) . BM (HZ). M (P ) BER ), TA#HKX
( RBR ). BN ( SrES/RE ), AKX ( #ME ), AWS X

ERIEE
RHUETIZRNE :
Snowflake ik~ URL

$&E Snowflake Il URL, 5l : xy12345.us-
east-1.aws.snowflakecomputing.com, BEXUMAEELRNKS, URL WER , ESH
Snowflake 1%, EEE , BREEERAS , MiHY ( https:// ) BAEN,

7 Snowflake BLi& B #Y3#11R E 40


https://docs.snowflake.com/en/user-guide/admin-account-identifier#format-2-legacy-account-locator-in-a-region

Amazon Data Firehose FEANGIER

/Wi

BULLERFHIMARFRERSE., ABEMZE | LA AWS Secrets Manager 11 E %4
LU 18 Snowflakeo

- APEX

BEEZER T MELEIEN Snowflake AP, BFHEEAAFPERCFHIER AE| Snowflake &XH,
- AEZ
EEMER4A , LLEMEA Snowflake LA PKCS8 RFTHHRIE, A , TEN PEM TE

MTEMEN LB ZRAN -0 . MRBAWDAZIT , WEBBRRITH. ATHLBEAL
MEIB R R

FPBR KEY_CONTENT HEI =& R EREHIR ML Firehose, TEEH#ITHRF header/footer T ikt
CRESH

+ Passphrase (%1#3)
EERBEXBRECMENLERH. MRLEZHARNE , WALHLFREZ., BXE
B, 2" Using Key Pair Authentication & Key Rotation,

%A

%)

MH AWS Secrets Manager £ — /N2 & Snowflake EIFHNZH, WRETHIRDAEF
BBH A |, METE AWS Secrets Managerdh 81—/, BEXEZEL , BSR FAMT
B M IIE AWS Secrets Manager £ & i# Data Firehose #,

AEEE

FEAERIAM Snowflake B : INRIEFIIEI , N Firehose T &FHEA A RIZIE S
Snowflake, BRiIZFBRIAB AT MHELE, FRERIALSCEEFHERAZE Snowflake FRH
HY PR,

FHABEN Snowflake B : i AFHIEINE F Snowflake FRATH Firehose IB{ERIIEZRIA
Snowflake B,

7 Snowflake & B /Y it 1% B 41


https://docs.snowflake.com/en/user-guide/data-load-snowpipe-streaming-configuration#using-key-pair-authentication-key-rotation

Amazon Data Firehose FEANGIER

Snowflake &%

ETMARERLE,
#./ VPCE ID ( 3% )

Firehose 5 Snowflake FAHE K VPCE ID, B HEMHR AN com.amazonaws.vpce, [X
] .vpce-svc-o [id]BXEZEE , S AWS PrivateLink & Snowflake,

(® Note

MREH Snowflake ER S AFEHERE  NEFHAET AwsVpcelds MK FREEK
foiF Amazon Data Firehose #i#&. Firehose TEE&TE Snowflake K FEEE T
IP IMEREE. BAET IP INEXMATEES T Firehose E#, WRELBIFE
BET IPHRBEHIALERS , NFEBITRRZFIE S Firehose HIRABR R, BXET L
fERAK VPCE IDs %%k , B2 R, 1h[R VPC FE Snowflake

BiEEFEERE
«  BUMBEUTIRE , FEEMEA Snowflake #E Firehose R B B it

« Snowflake BHEE : Snowflake R FF B BIREREEBIEEH,

* Snowflake 2£#) : EMRBEEH IS NRUAK , IERHWRHRFEENR (HlMERNUNE )
KR DA

» Snowflake 3 : Snowflake FHVFIEWIE R FRERFEERF , EBEWNIINITHES,

& Snowflake =Y hn &k %I

- {5/ JSON EERFIR
- {#£f VARIANT %|
- RRHE  EXRPIEESE , HPXIMEKRHBEBSE.
« TEENG (k)  ERDEENE  HRAANEABEEE. BAKFERE , ENEETR
EKAHHK Snowflake FTRHPFEFILA T,

Direct PUT AEXRIE

{
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https://docs.snowflake.com/en/user-guide/admin-security-privatelink
https://support.console.aws.amazon.com/support/home?region=us-east-1#/case/create

Amazon Data Firehose FEANGIER

"firehoseDeliveryStreamName" : "streamname",
"IngestionTime" : "timestamp"

}
Kinesis Data Stream F{ERIER

{

"kinesisStreamName" : "streamname",
"kinesisShardid" : "Id",
"kinesisPartitionKey" : "key",
"kinesisSequenceNumber" : "1234",
"subsequenceNumber" : "2334",
"IngestionTime" : "timestamp"

}

Retry duration

Snowflake IRE BB S BFTFF @B B Snowflake £ B RMET | Firehose EifHYIF4EaTA ( 0-
7200 #' ) . Firehose SMEBEIRAFRNER , BEFEHXFEMNBELE R, IRFEAFLNERENRN
0(%)#®, N Firehose 7 Snowflake XKMETF2ER , M2 HFHFTEIHZE Amazon S3 HiRTFHEE.

ZHXETR

Amazon Data Firehose TEE ABEZRIEENENZ SR TE R, BEMNVNENEBNEFRX K
PARSEMEEMR. BEXEZEE , TSR BEZHIRET.

A Splunk BLiE B Byt E

AFE N EERNF Splunk AT B 89 A% IR,

(® Note
Firehose MIELE T R HAHKIGE R I AEF NEHIGE A Splunk EFEZRBIE.

- REATIIFERHNE:

7 Splunk BLE& B #Y3iRE 43



Amazon Data Firehose FEANGIER

Splunk cluster endpoint

EWTERS , HS R Splunk XAFKELE Amazon Data Firehose U E#E %1% Z Splunk

N
=

Splunk endpoint type

ERZBHERT , HiL#¥ Raw endpoint, #E#EEvent endpointREMFEARBHLE T
ERIE AWS Lambda EI TR RS RMALEHE. EXREFANRINER , ESH Splunk
X4 ELE Amazon Data Firehose LA $#E &3 E) Splunk £ &

B RIE

BAEREERASHRIETE , Al UM ZREL AWS Secrets Manager LA (Al
Splunk,

- BRRIETHE
Ei%E W M Amazon Data Firehose EWHIER Splunk ik , FZH Splunk XEHRHER

T Amazon Data Firehose B Splunk #i#H ZEMAEBIR, RFEN1Z Firehose FRiRE
U ST M Splunk SREXEY T A8 , LR INZ T,

. B4

MAEE —NE AWS Secrets Manager & Splunk %ﬁﬂmﬁ R, IRE THHIRF
KREREHZ |, MIBTE AWS Secrets ManagerF 8l —1, BEXEZEELE , E5H FA
1T 5 238 UFE AWS Secrets Manager £ &3 Data Firehose H,

HEC acknowledgement timeout

$&E Amazon Data Firehose &4k B Splunk FZESIHIAR BT, R Splunk EB AT 2 B
REIEHIA , Amazon Data Firehose £ X ER M A BIBEE M AN, A5 , Amazon Data
Firehose 2 F iR S HIER 19 E Amazon S3 FiE#E , EAEURFEREN EXFLEMEE,

Retry duration
87 Amazon Data Firehose Eix[a Splunk &IEZIE Y AT+,

KEBIEE , Amazon Data Firehose £ 1F Splunk B9HiA. 1R KIS IR RTINS H
BRAUKZEITIA , Amazon Data Firehose ¥ /B3 EiRIFE T EITHEE. SRHTHER , EFER
FaatE B 1t EidiFsatE2IHAS , Amazon Data Firehose 355X fhi )5 91 7 #k3E 4% 5 ok
W, HRFHIEZ D E Amazon S3 F .
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http://docs.splunk.com/Documentation/AddOns/latest/Firehose/ConfigureFirehose
http://docs.splunk.com/Documentation/AddOns/latest/Firehose/ConfigureFirehose
http://docs.splunk.com/Documentation/AddOns/released/Firehose/ConfigureFirehose
http://docs.splunk.com/Documentation/AddOns/released/Firehose/Installationoverview
http://docs.splunk.com/Documentation/AddOns/released/Firehose/Installationoverview

Amazon Data Firehose FEANGIER

)X Amazon Data Firehose [ Splunk KIAEE ( T RVIXRZHERER ) it , HLEFHS
IR T EEE , HF4F Splunk BIHIA,

ENEE {4t 233 , Amazon Data Firehose &% EHIA , BERIWBIEIAS AR IAB
HiRR, MIRMIAEET , Amazon Data Firehose 2T EE X ITHEBERE L ERRITE., NREF
RETE , eEBAERAEEZZE , BEFWIBIASRBESIATE SR,
MR FFHELE Amazon Data Firehose i K% , FIFUEIRER 0.

SRR

Amazon Data Firehose TEfE ABEEZRIEEN BN 2 2#HTE ., BN EINEF
X K/NE RS IR ERE TR

7 Splunk Observability Cloud B¢ B Kyt i% &

EF N T A Splunk Observability Cloud ¥E5 B#Rr#iETl. BXEZELR , HSH https:/
docs.splunk.com/observability/en/gdi/get-data-in/connect/aws/aws-apiconfig.html#--ap connect-to-
aws-using i. the-splunk-observability-cloud

RETIIFERE :
=HEREUHS URL
& A LATE Splunk Observability & & W Bl E 34> A LA">" KR BIERER KL , RE
Splunk Observability Cloud #9354 i #E#EL URL,
HHRIUE
BAIEREERAFRSHE , WA MNPRZRFEHA AWS Secrets Manager ELiF[R] Splunk
Observability Cloud,
- HETHE
M Splunk Observability #ZHlEHWIRE FTHIHRITES , EFES INGEST RLCEER
Splunk Observability 1 &) 5 k&

3 Splunk Observability Cloud & B #Y3ti% B 45


https://docs.splunk.com/Observability/gdi/get-data-in/connect/aws/aws-apiconfig.html#connect-to-aws-using-the-splunk-observability-cloud-api
https://docs.splunk.com/Observability/gdi/get-data-in/connect/aws/aws-apiconfig.html#connect-to-aws-using-the-splunk-observability-cloud-api
https://docs.splunk.com/Observability/gdi/get-data-in/connect/aws/aws-apiconfig.html#connect-to-aws-using-the-splunk-observability-cloud-api

Amazon Data Firehose FEANGIER

MAIEE —NE AWS Secrets Manager & Splunk AT B4 =G RSO FH, MRETH
BIRPAREINEHZE |, NIBEE AWS Secrets ManagerF gl —1, BXEZEL |, HSH
{6 B3t 17 B I8 AE AWS Secrets Manager £ &%k Data Firehose §,

SES IS

Amazon Data Firehose R AR REBRERIBFERNWEX , AEBEERLEZZT BN, HiFKR
#Y enable/disable IR mILERE GZIP = “B A",

Retry duration
$8§E Amazon Data Firehose Ei# S HIE XX RIFMIE HTTP in /R B BT+,

KEBHES , Amazon Data Firehose £&%F HTTP im R AIA, MR EIERBAREBHIAE
FTEAFR UL E#TA , Amazon Data Firehose fF /82 Eid F4 T E 1T 2kEe. ©RNTHER , BEF
ERXFENERE AL, EilFEtRZIHE , Amazon Data Firehose X &) 41 8 ¥ iz 1%
BMARM , HEHIER D E Amazon S3 F#H.

)X Amazon Data Firehose 8 HTTP Is R KIEEE ( MIBERHER ) it , BEEHZHH
B ITHESHER HTTP IR 2 BIA,

ENEEF iR iF4EntE 233 , Amazon Data Firehose I 1IN |, BERIUKEIHIASIE R ¥ IA B
HABR, tIRMIAEAY , Amazon Data Firehose 2T EERXITHBIREEERRITE., WREF
REfE , SNBRAERHEEZZE , BEIWEBIASBEEE LR S 2,

MR FFH L Amazon Data Firehose i K% , FIFHEIRER 0.
S (W)

Amazon Data Firehose E&X HTTP A HE X LR EN . X LS H T LIE B 218 5
A0 M,

ZHRT

Amazon Data Firehose TEE ABEEZREEEN BN 2SR TEH, BIUBENEINE
X AR/DNE RS REE TR

79 Sumo Logic Bt & B #Y it 1% B

AW NE T EA Sumo Logic 1N BFRHVIET. BXEZELE , B3 M https://www.sumologic.como

9 Sumo Logic Bt & B By it 1% B 46


https://www.sumologic.com

Amazon Data Firehose FEANGIER

RETIFERWNE :
HTTP i< URL

BUTHRRIEE HTTP im S8 URL : https://deployment name.sumologic.net/
receiver/vl/kinesis/dataType/access token. URL #4%i@ HTTPS URL,

WEAYTE]
Amazon Data Firehose FRIANBRERERBERNVIENX , AEBRERLEB BN, XNiEK
By enable/disable IR mILEFE GZIP = “B A,

Retry duration

8% Amazon Data Firehose Eix# [ Sumo Logic &% BIEH R,

FEBIEE , Amazon Data Firehose %% 1 HTTP i SN, MR BB RRAEHINE
FTEABR U EI#IA , Amazon Data Firehose 45 3l EiX F4 Tt [E it 585, ©RTHER , BEF
ERFERBEBRIE, ERlFERBEZEHE , Amazon Data Firehose X 185 M 7 $iiE 1&
wMAM , HEBIEZHDE Amazon S3 FiER.

)X Amazon Data Firehose 8 HTTP s R KIEEE ( MIBERHER ) it , BELEHZIHH
B ITEESHER HTTP ik 2B BiA,

ENEE{IFLErtE 233 , Amazon Data Firehose &% EHIA , BERIW B IASIE R HEIAB A
HAPR, WERFEIAEEES , Amazon Data Firehose 2 EEIR TSR EEFRATE., NMEEE
REtE , EEBRERAESE Z2E , EFWEBIARBEE R E SR,
WRAFFHE Amazon Data Firehose Eid £ X HIE |, HFIEIRERN 0.

S8 (Wit )
Amazon Data Firehose £&8)X HTTP A HE X LR EN . X LS H T LLIE B 218 5 A
(40 E M,

EiRR
Amazon Data Firehose TE & ABEEZRIIEEN BN 2 2#H1TE W, Elastic BFrHVE
WEARX K PRERRSRES TR,
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Amazon Data Firehose FEANGIER

A Elastic BLi& B #Y#hi1RIE

AN BT A Elastic YEN B FRAVIZIA,

- REHTIFERHNIE:
Elastic ¥ = URL
BLUAT#IEE HTTP I8 URL : https://<cluster-

id>.es.<region>.aws.elastic-cloud.com, URL #4412 HTTPS URL,
/BRI

BRI DU R EER A API 24 |, Bl AP RER4E AWS Secrets Manager L1 [A] Elastico
« AP| Z4R

EX R Elastic LAZREXM Firehose M HRFZBMBIEFTFER API 247,
MH AWS Secrets Manager £ —/N@ & Elastic APl ZANZH. MRETHIRFRE

BRI 4R |, B TE AWS Secrets Managerd g8l —4, BEXEZEE |, S EHHT
B M IIE AWS Secrets Manager £ & i# Data Firehose #,

NESE IS

Amazon Data Firehose FRIANBRERERBERVEX , ARBNBERLZELT BN, ®F
GZIP ( XRBRINERNAS ) REAZKERM enable/disable AR 4B

Retry duration
$8§E Amazon Data Firehose E i3 6 Elastic &J&HIER BT,

FEBIEE , Amazon Data Firehose %% 1 HTTP i SN, MR BB RRAEHINE
FTEABR U EI#IA , Amazon Data Firehose 45 3l EiX T4t [E it HER. ©RTHER , BEF
ERFERBEBRIE, ERXFERBEZEHE , Amazon Data Firehose X 185 M 7 $i#E 1%
wAM , HEHBIEZHDE Amazon S3 FiEM.

)X Amazon Data Firehose 8 HTTP Is R KIEEE ( MIBERHER ) it , BEEHZIHH
B ITEESHER HTTP ik S BIA,

A Elastic BL& B #y#iRE 48



Amazon Data Firehose FEANGIER

ENEEF iR iF4EntE 233 , Amazon Data Firehose I 1IN |, BERIUWREIHIASIE R ¥ IA B
HAPR., MBEHIAFERT , Amazon Data Firehose 2B EERXIT B R EEEFIREH, MREEE
REfE , SNBRAERHEEZZE , BEIWEBIASBEE LR S 2,

MR A FE Amazon Data Firehose Eid KA HIE , B LHEIRERN 0.

S (L)
Amazon Data Firehose 8K HTTP AT HISXLEREX, XLESHT LA B EIRIH
HL B,

ZPIRT

Amazon Data Firehose 7B ABEEZRIEENEN 2SR TEH, B BIFNENE
XK/ H 1 MiB,

MERDIRE

Amazon Data Firehose £/ Amazon S3 2 FIEHEINZHEAMOERE | HEAGEELH T &L
BB,

/A Important

« HEY Firehose 7R E Direct PUT 3 Kinesis Data Streams B} , F X & PiRE,
« BEEMIHEEMCEATNARFENM , FEHT Amazon S3 &4 B i,

MREMHLLTIEERZ— , WA LA Firehose FiiSE S3 & 1RE.

- WREF Amazon S3 RE N Firehose FiHY B Btth , Hi%FIEE Lamb AWS da BRECREREIERS
X, REBIERHIRIEH Firehose RV BIEIZFE R,

o WMREN Amazon Redshift iIZE S Firehose FikY B Wit , HiIEFIEE — 4 Lambda BBUR IR BIE
AWS 1i2%,

o MRRFFUTEMIRSIZE R Firehose BEFER B K : T 5i# OpenSearch AR
%, Datadog, Dynatrace, HTTP Endpoint, LogicMonitor MongoDB Cloud, New Relic, Splunk
=%, Sumo Logic, Snowflake, Apache Iceberg Tables,

LA 2 Firehose & i%iE.,

BEEZRHIRE 49
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« Amazon S3 FHRIZRKZ M : MRFBEEFEHN BEFR2 S3 5 Amazon Redshift , Mg B RIEZ
BRARBEZOERNEZA, URFEMAEMIIFNIRS ( S3 3 Amazon Redshift Bt ) RE RN
BRBFENBE SR, MR ER REREZ O ATERHIELRNR G XM EIE,

- S3 B 1EMEM ; ZEMEMHN Amazon Data Firehose & 19 IE/ S3 1FiE @,
. S3ZMFMEBEILE : X2 Amazon Data Firehose &1 #3851 &
« SAEFDEFMEBERMEIR : MEAMHKEHRMEL S3 FHEMEIRM HATRF,

- ZHNEPERR, EHMIME : Amazon Data Firehose 5 Amazon S3 & DA BIEHNE M4 %
WHEE  HEANEEZHTEIEERNE N, Amazon Data Firehose TERE A EE@ ( BH)
#| Amazon S3 Z BIXT H#1TE P, BAILUEE 1—128 BHEHX K/ MiBs H 60—900 # Y& (A
fB. ERHEMNFZHAARM Amazon S3 HITHIELMNEE, IREEABEER  EFAXKERRE
&M Amazon Data Firehose 32 #1050 3E A i i8] B BB 4% #1 2] Amazon S3 IRt A, R EIE/L I
FEMNIREE T THIEE AR Firehose IR E , Amazon Data Firehose 2138 & X K
NUABR FIRE, WIRER B THEAME KIEEME M E B 5.

« S3E4R : &#¥ GZIP, Snappy. Zip & Hadoop & H# Snappy BIEESR , REFERK
#&. Snappy. Zip 1 Hadoop #ZA#) Snappy E4E , T5&M F LA Amazon Redshift #E55 B #91t #9
Firehose .

« S3INHYT BEBEN (W) : IEWE Amazon S3 B EFEHBHNNREEXHT BEER. IR
BRI  MIEEN XS BEHEERERNERE S3 E4EThEE ( la0 .parquet = .gz ) Fi N
WBRINXHT BE. ENLEERERNERS S3 EARSFEAN , FRAESEE T EWN XY
VFREB. XUV RBLFBAR (.) FFk , HEAUEEARAFNFESR : 0-9a-zI-_*()e XHTRET
BERET 128 NERF

« Firehose X% AWS Key Management Service (SSE-KMS) #J Amazon S3 lRE2=iwmMEZ , AF
I S5k S3 AR BIE. BULUERFERABAR S3 FHEPIEENRRIAMBRE | LA SUER
FEAEEAEN AWS KMS Z4A5I RPN ERHTINE, MREEAZAMBHE , WA AEHERKIA
AWS & AWS KMS #4f (aws/s3) B FRE®HA. BXEZEE , BSHEEHA AWSKMS £E
HEAN RS 2w INE (SSE-KMS) RIFHIE.

BEZFRT

Amazon Data Firehose & AWRBIBER A E —FE XD ( BH KD ) |, EAHA—ENE ( RAETEE
B EENEZHIEENE N, MRELERE Amazon S3 EH A NRENXHHIBESEIELENA
BEFMHEE , EEFE Firehose WARNIERLALE BirRE , NEEFEAZPRET.

&R LATE B 2R AY Firehose MATEL B & AN MEHXatE E R , EEFHIA Firehose MAIEH K
NRE T EIEIRE. AR NDUAMNEMNE MBs |, EHERBAY NEN, ER , MRENEDPZ—
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/UsingKMSEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/UsingKMSEncryption.html
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BEE , BEL4TN 5 —MREE. BREHE —NEAREFMER Firehose FaHE. NRKREEE
HE , NERARIAE,

AT LB AWS BB #EH|A. AWS Command Line InterfaceR Bl & Firehose &4 1R R. AWS
SDKsNTIER , EAAEARFAEPNEBEEMNER AP EFfEERTRT , FHEFESEA
BIHI{E, UpdateDestinationX THTE#E , B LAFERAES| A T CreateDeliveryStreamAP| F&E)H 1R R
BRENCENEEN—Br. ZRBEPX K/, i51ECreateDeliveryStreams}, UpdateDestinationAPI
B B4 EDestinationConfigurationZ#IntervalInSecondsHFi®&ESizeInMBsHl,

(® Note

- EFXRTNATZRED XEH , MaISsXEFXERNATRIEBRRH,

« ATHREIERHSSRERARS , BRI MERTE T REERRR. S8Rt [ fRE
BNEWES , Firehose T2EZFHIE L MEE/LDHREREE, EREPRIEINRE
MEzE , FERHNE , THREXHE BN Firehose BIUEF IR T,

- EZAHYERMGERATNARFBNM , NEAT Amazon S3 &4 B i,
- EERETEATIED X,

« SEREAXeEEREEN /DT 60 WARMERNIRE , Firehose 23X S3 B Ay i
Ao LEfE, AT S3 BN DR L2 , IREEENEFXeSREERNT 60 , MaF
3 S3 PUT API B\ A2 BP0,

BRENEBEZTRNEENMINE , TSR T

BArLE ZEHAR/N(LAMBAREN , FESFRERIAE) ZrpafEERE (R
BMhEy, FE5H
HEIAE )

Amazon S3 1-128 (5) 0-900 (300)

Apache Iceberg 3% 1-128 (5) 0-900 (300)

Amazon Redshift 1-128 (5) 0-900 (300)

OpenSearch Tk 1-100 (5) 0-900 (300)

Sen

REZTRT =


https://docs.aws.amazon.com/firehose/latest/APIReference/API_UpdateDestination.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_CreateDeliveryStream.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_CreateDeliveryStream.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_UpdateDestination.html
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FRARER

B PR iE

OpenSearch
Splunk
Datadog
Coralogix
Dynatrace
R
Honeycomb
HTTP %=
LogicMonitor
Logzio
mongoDB
newRelic

sumoLogic

Splunk Observabi

lity Cloud

Snowflake

-

ZHRN (AMBRAEN , FESHARMINE )

1-100 (5)
1-5 (5)
1-4 (4)
1-64 (6)
1-64 (5)
1

1-64 (15)
1-64 (5)
1-64 (5)
1-64 (5)
1-16 (5)
1-64 (5)
1-64 (1)

1-64 (1)

1-128 (1)

—1 ‘@& Firehose B R RENEHAEE.

gZastal |l fE (A
PREN, FEEF

NERIAE )
0-900 (300)
0-60 (60)
0-900 (60)
0-900 (60)
0-900 (60)
0-900 (60)
0-900 (60)
0-900 (60)
0-900 (60)
0-900 (60)
0-900 (60)
0-900 (60)
0-900 (60)

0-900 (60)

0 - 900 (0)
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.« BRSSE5im I ——Amazon Data Firehose 3 AWS A Z4AE B IRSAWS (KMS) B Amazon S3
fREERmmME , AT MBL D% S3 ARANEBIE. BEXELZEE , BSHEA KMS AWS £E#
AN AR 220w I 3R (SSE-KMS) 4RI BidE.

- X B&XIZ% : Amazon Data Firehose fFid A B EHAEXHE IR, I, BABERRE . ©

AT L% Lambda A A H HEEAREIRKIZTI BE, CloudWatch EXEZELR |, §5H FHH
a3 O EdE Firehose CloudWatch,

/A Important

BAREALER |, 1BEZIZEINIERIZ Firehose 73 2+ /5 A Amazon Data Firehose &% H &
BFK, XMEEATRRECERLEBIEZMAMNBERLT , BA RS RFAESE.

« PR : Amazon Data Firehose £/ IAM B &&3RE Firehose FRATHENAIBENIR, B LUEFE 62
B2 EMENRRBHNF AR , taJLli%E RN Amazon Data Firehose SIEZWME AR, ZACHETH
Firehose B FXI MRS A RINIR , BIEEH S3 FiEMH. AWS KMS Z4 ( MR E A 7 5T M
% ) # Lambda W ( MREATHERKGR ), BHEATETLUFTHNAR, BEXEZELR | B
SR AR IAM ?,

(@ Note

IAM B ( B3 5T ) BIEEIE R Firehose RAHEENE B BIE, MREX Firehose
TR B Wit TEMER , MARFHEH IAM BE,

o IRZE-BALURIFRERALR AWS R, BRERA A2 H175 B R FR,

WMREE CreateDeliveryStream BEFHIT THRZ , M Amazon Data Firehose &%
firehose:TagDeliveryStream BEHITFANENR , URIEAFRREEZLUBRIRZMNN
Ro MREFRMUNR , MABTE IAM BRFENF Firehose TREVERFGEAM , HER
AccessDeniedException , M1 N F7Ro

AccessDeniedException

User: arn:aws:sts::x:assumed-role/x/x is not authorized to perform:
firehose:TagDeliveryStream on resource: arn:aws:firehose:us-east-1l:x:deliverystream/
x with an explicit deny in an identity-based policy.

BT RBIERT A VF R P 812 Firehose 7 N FFRE A SR BE

EEZONSRRES , EFLMERE , RREFEEIE Firehose o
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/UsingKMSEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/UsingKMSEncryption.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction.html
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#HY Firehose RELEESIBRS TEE— LN BETRER. HEH Firehose L TENREE , B AT
LAM A= % [0 R IR

BEESRRE 54
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5 A R BIZAR N Firehose i

B LAER AWS BB EE A ﬂ%hﬂlifiwﬂimﬁ BEIE. ZEFEEENNLERPSITHAR , UFR
ﬁ“lﬂ%ﬁilk{ﬁﬂﬁ Firehose /Jlb':F'o _‘_Ab /D“J'l_t Firehose /JILEIJEEE ﬁﬁ?%iﬁi/ﬂ“ﬁhi&ﬁ

THREMHELN - R

{"TICKER_SYMBOL":"QXZ", "SECTOR":"HEALTHCARE" , "CHANGE" :-0.05, "PRICE":84.51}

BAEE , HE&W Firehose RAAMIIERN , 27 £ %5 Amazon Data Firehose 2 , {B £ 4 K Iz et
TEFEEMBER, EFELEFAEXERER | S LR NZRE & F L RABER.

TR

EEFFR2al , BERBIEZE Firehose e BXEZEER , 551 #iE : \2H A BIE Firehose o

£ Amazon S3 #H 1Tz

HITLLT S8 |, & Amazon Simple Storage Service ( Amazon S3 ) 4E5 B 893135 Firehose .
E A Amazon S3 lif Firehose 7

1. §TH Firehose #2#l1& , Mt R, https://console.aws.amazon.com/firehose/

2. JEFBSRERM Firehose M. EFHRRIELIEZA , Firehose AL FIENRS.
3. HEFERERBEHTMNRT , EEFEIF IR KR EREIERD AT 4 5 ROl RRBHE,
4

REFRSLNHARITIREEESHEEHNE S3 FEl. B8 , REFHEBRNETEE , Wse
FE/L7HEtE , INRFEE S ELENFHEER.

5. ENHTKE , BREFIELXERBENAMEIEFEERTER,

£ Amazon Redshift i 47z
BMITUT SR | & Amazon Redshift ¥E9 B &9 #h LAIi® Firehose o
ZEF H Amazon Redshift li® Firehose

1. Firehose #RE R Amazon Redshift E£EB R FE—1 kK. BT SQL #OiE#EE| Amazon Redshift |
HIZTUTEGURIE—MEZ REABENER.

TR 55


https://console.aws.amazon.com/firehose/
https://docs.aws.amazon.com/redshift/latest/mgmt/connecting-to-cluster.html
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create table firehose_test_table

(
TICKER_SYMBOL varchar(4),

SECTOR varchar(16),
CHANGE float,
PRICE float

);
$TFF Firehose ##l& , Mk, https://console.aws.amazon.com/firehose/
EFIEERH Firehose o EFFIRARIEBIEZA |, Firehose AT FIENIRES.
YR58 Firehose A B MVt iFME R LUERF IR firehose_test_table %o
EERETRBE#TIET | BRI IR AR E RBEER oI £ B R R ERB IR,

RERFLVHARIERSEEFREABMIENR. FI8 , REEFRE , TEFE/LD 6
B, F{TFREEREENRF,

EIMRERE , B ELERIEERBENTELE~EERATER,
8. m%E Firehose M B MiF AERLER S —1MNK,
( Wik ) MIBR firehose_test_table &,

I T

~

©

{#/ OpenSearch BR% #1703

FERUTEZ BRI Z# OpenSearch BRE 7 B FrRKNIX BB Firehose E#%,
F A RSN Firehose iE#% OpenSearch

1. §TF Firehose ###l& , MR, https://console.aws.amazon.com/firehose/

2. EFEIEEKEY Firehose M. EFFHRARIEHIEZH , Firehose A FIENRES
3. HEFERERBEHTNET , EFFF R KEERKIER AT £ 5 RO ZRRBEIE.
4

RERELNHEBARIIRIERD SEXSERN OpenSearch [RE 5. BEXEZEE , 21 (L
L # OpenSearch RS X&) FEITE OpenSearch BRSS1E A 1 3R 34,

5. ENHTRE , BREILELXERBEN LA ERATER,

£ Splunk #1704t

WATUATHER | LAENRF Splunk 44 B 891t AR Firehose o

£ OpenSearch BRSH Ti% 56


https://console.aws.amazon.com/firehose/
https://console.aws.amazon.com/firehose/
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/es-gsg-search.html
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EFE A Splunk Mz Firehose it

1

2
3.
4

$TFF Firehose ##l& , Mt 7, https://console.aws.amazon.com/firehose/
LRI Firehose ito EFFRAIEEIEZE , Firehose AMAL FIENRAS,
EEAERBEBH#HTUERT , EEFRAXETRBEE T £ KRG ERBHE.
REZEEENHEAME Splunk &5l, Splunk FHIRHIE R R

sourcetype="aws:firehose:json" M index="name-of-your-splunk-index", B>

WAAFE Splunk FIEREBHMEZFEE , S5 Splunk XAHPRVEZFH.

RN HEBERHIEEL Splunk R H |, FREEH AmazonS3 FEEFPEREEXMEH.
FESRBEREZREE Splunk.

RNt AT |, i§i%#¥ Stop sending demo data LAE L= A ERATEA,

£ Apache Iceberg T

BATLLT 3R | f Apache Iceberg RAER B B9 LUNR Firehose o

E A Apache Iceberg &Mz Firehose i

1

2
3.
4

$TFF Firehose ##l& , Mt A, https://console.aws.amazon.com/firehose/

IEFRIEIRK Firehose Mo EFFIRKIEEIEZ A , Firehose A T5EZN RS
EFEAETRBEH#HTIET | BT R AEERBIERN AT 4E R RO ERBEHE.

BRERRE LR BARIUE RS EENHRIEEH T EBH Apache Iceberg &k, HEE , REEHEENS
HEE , TREZEE/Lo#eE , INRTEETEENFEEP.

RN B IE R HIME B Apache Iceberg RF |, NIERERM AmazonS3 FREBEHEEEAM
=4,

EEBN R |, Fi%EFF Stop sending demo data LA LEF=EER A,

f# A Apache lceberg F# 1Tzt 57


https://console.aws.amazon.com/firehose/
http://docs.splunk.com/Documentation/Splunk/latest/Search/GetstartedwithSearch
https://docs.aws.amazon.com/firehose/latest/dev/troubleshooting.html#data-not-delivered-to-splunk
https://console.aws.amazon.com/firehose/
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b Firehose & IETIE

ARFT A B a5 A A [ 49 BRI RIS R &R B IR Y Firehose o MR BT T ## Amazon Data
Firehose , &1 S B B 2T 1+ 4 2 Amazon Data Firehose ? MBS FIARIE,

(® Note
Hie AWS RS REEm L T E— X1/ Firehose BB A X EEMEH, MRERNT D
CloudWatch B, CloudWatch EFFZREEE B#RET , &89 Firehose EIEARERNEIHI
AWS loT , FRIEEH Firehose EFREEHMBRS N TR —XiH. AXE8/MNXBANRSHS
KEE , S H Amazon Data Flrehose Ui S o

O] LU IR M L T IR RIR &= 2 Firehose o
FT

« BE Kinesis VB LR IEHIE

« {EH AWS SDK KEHIE

* [0 Firehose &% CloudWatch BH&

« 4 Fire CloudWatch hose &XixE4
« BLE AWS loT A [ Firehose &KiEETE

Bl & Kinesis {CEE LA KX IE

Amazon Kinesis fRIERIMI K Java MU ARERF , TRESESXRE , UERNAWEREHNELR
A% Firehose, MWREBIFEEIE—ANXH , HEHBTERIEFIEMN Firehose . RIEEREMATLE

Iﬁ:%?ﬁé\ RELBREHEIAMNER, EMBETRNANTE, RENEEENSGEEZRENEE. ©

BERT UMK CloudWatchiEFr A E it M5 I RIS R H N EHTHIEHRR, ETHRESER

1814 8] awslabs/ amazon-kinesis-agent,

MANBRT , RETHRITF ('\n') DM EBNXHFHIEFRK, BR , BAURREREN M ZITIER
(FZH BEERERERE ).

R R T Linux WARSSERIME ( 0 Web BRS 87, BERSBH/NBIEERS R ) L2RUAE, &
ZERER , BIIEEEREN XA RMBIEN Firehose RREENRE, EREFREZE , RENE
25 X L8 344 R R SR B4 H BATT SE Y 75 O R R 3% F Firehose o

BLE Kinesis I AR IZEIR 58


https://docs.aws.amazon.com/general/latest/gr/fh.html#fh_region
https://github.com/awslabs/amazon-kinesis-agent
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FRF M

HEITIRER Kinesis 28T , FRAREBEUT TREM

- BHRERZ SR Amazon Linux % Red Hat Enterprise Linux 7 & & R4
- R¥E 2.0.0 RESHRAFER JRE 1.8 KEEMREEZ1T. KB 1.1.x A JRE 1.7 LESREEZTT,
- WMREFEH Amazon EC2 iz1TRE |, iE/53) EC2 =4,

o BIBEMN IAM BB AWS B X EFIIT Amazon Data Firehose PutRecordBatchig #EHI
IR, REFsONHBIE A X &M Firehose o MRENNRERZA CloudWatch 512 , NEFEHRIT
#Z CloudWatch PutMetricDatai@ERI PR, BEXEZER , EZHEA Amazon Data Firehose
#1178 A PR Y5 32 Kinesis REBIZITIHROR. M Amazon B9 B 31 M5 R3] CloudWatch,

S AWS EiF

FERAUTEZZ—EEEN AWS iE$ :

- QIBAENEIERMER. BXELEL , HZH the section called “ClEBENEIFREREF",

o HEBEHEN EC2 RHIRIEEZ IAM BE,

- EERBERENIEE AWS & (SR THBlERawsSecretAccessKeyH i awsAccessKeyIdH
% Bthe section called “IEEREBREIRE" ) -

- Y748 /etc/sysconfig/aws-kinesis-agentAEEEH AWS # X F AWS iR % 4A,

- MREH EC2 EHIFAREN AWS IKFH |, FEIE— IAM A URMEX Amazon
Data Firehose BRFHIGRIMRR, EEERENIEEZAE® (S Assume Learn #
ldassumeRoleExternal ) » FEABIEINAZZ —RIEES — NEFPENETLACHNAF AWS
iE$,

tlZEENEIERHEER

BHCIREENEIERMER , HEUTEEREFF Kinesis KERMHHE

ELZH jar B : userDefinedCredentialsProvider.classname #l
userDefinedCredentialsProvider.location. BXEXANMEREREN R , S Fthe
section called “EEERERERE",

ENEBAENEITIRMER , HEN —1EI AWS CredentialsProvider #OMZE |, T HIFT
o

TR 59


https://docs.aws.amazon.com/firehose/latest/APIReference/API_PutRecordBatch.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_PutMetricData.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/auth-and-access-control-cw.html
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import com.amazonaws.auth.AWSCredentials;
import com.amazonaws.auth.AWSCredentialsProvider;
import com.amazonaws.auth.BasicAWSCredentials;

public class YourClassName implements AWSCredentialsProvider {
public YourClassName() {
}

public AWSCredentials getCredentials() {
return new BasicAWSCredentials("keyl", "key2");
}

public void refresh() {
}

BRI RVTE — PN TS B ER R

AWS ERERARF A ENRRNEFRNETIE, MRFEFIIRUEFEEEMEGARNEATENE
if , BRELAEZPIEATRHFEZENRB, HE  WREFERABS (TER ) DIENEIERHERE
FF, WA SRt B ERE N 2,

THARENRE

B EEIENEG, BXEMEER , 550 (Amazon EC2 AFIER) FEEEIIEHNEF,
RisEiEEER RA |, 55 (Amazon EC2 AF1ERE) HHI#HEE Amazon EC2 Linux SEIRYE 2

ETkR, §EAUTHZE —RERE,
« EM Amazon Linux FEEIZERE
A EGE AT Amazon Linux 3261, SEAUTHS :

sudo yum install -y aws-kinesis-agent

Agentv 2.0.0 RE SMRAZELELESR Amazon Linux 2 () AL2 BAERSEHNITEN L, KAEBRAEE
Z% Java 1.8 RESRAR, NREREZEMEN Java R , REZEREFTLRE, BXILEE
Linux 2 WEZEE , S Mhttps://aws.amazon.com/amazon-linux-2/.
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-connect-to-instance-linux.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/TroubleshootingInstancesConnecting.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/TroubleshootingInstancesConnecting.html
https://aws.amazon.com/amazon-linux-2/
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« M Amazon S3 FEEIRENRIE

WHENLT RN E#EELZRNRE , BbiERA T Red Hat Enterprise Linux A& Amazon Linux 2
KBl, ERAATHS TERALESIMAEANKE 2.x.x :

sudo yum install -y https://s3.amazonaws.com/streaming-data-agent/aws-kinesis-agent-
latest.amzn2.noarch.rpm

ERRBERAHRE , FEDTTEERES, flH , AT HEEAE 2.0.1,

sudo yum install -y https://streaming-data-agent.s3.amazonaws.com/aws-kinesis-
agent-2.0.1-1.amznl.noarch.rpm

MREFERANR Java 1.7 , BFREHE , N ATEHE Java 1.7 REHVKE 1.xx. Hlan , ETHRK
B116, AIERAUTHS :

sudo yum install -y https://s3.amazonaws.com/streaming-data-agent/aws-kinesis-
agent-1.1.6-1.amznl.noarch.rpm

BUERANAT oS THEHRE

sudo yum install -y https://s3.amazonaws.com/streaming-data-agent/aws-kinesis-agent-
latest.amzn2.noarch.xrpm

+ M GitHub repo FiZE R E

1. BHE , ARECLZEMEN Java A , E4AFURTRIEBIRA,
2. M awslabs amazon-kinesis-agent GitHub /17 E T8 E,
3. SMEITHEFRHSITUTHRTRZENRE .

sudo ./setup --install

TRARERE 61


https://github.com/awslabs/amazon-kinesis-agent
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« 1£ Docker AR ERE

Kinesis KRB A LUEBREHEIT , LA LUE amazonlinux B8 & 11T, EHALUT Dockerfile , &G
1Z1T docker build,.

FROM amazonlinux

RUN yum install -y aws-kinesis-agent which findutils
COPY agent.json /etc/aws-kinesis/agent.json

CMD ["start-aws-kinesis-agent"]

EiEHEHNNE
WE B RE
1. FRERESH (DREARAABERR , NBRAS 0 HHRRNIT ) : /etc/aws-

kinesis/agent. json

EHEEXHD  BERBMNPIREBENXH ( "filePattern" ) AR KREBFHIELET W
Firehose I E#: ( "deliveryStream" ), XHER—fER , HAREREB IR 5 XHRIR,
BYALRIRFERAXGFSLBIH XHRRBTEEY —IR, A2 A B & ki E ZIRER
HIE A Firehose AKX, MRS AUIEFT M4 RERFEAXHFNRBEEBL—R , REFEE
EBX 25X L4,

{
"flows": [
{
"filePattexrn": "/tmp/app.log*",
"deliveryStream": "yourdeliverystream"
}
]
}

RN AWS X Hus-east-1, MEFANRHEMXIE , 1B firehose.endpoint RERIE
BEXH , NXKEEELARTR. BXELER , F2H EERERBRE.

2. FHEHIRE:

BEFRHNRE 62


https://docs.aws.amazon.com/AmazonECR/latest/userguide/amazon_linux_container_image.html
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sudo service aws-kinesis-agent start
3. (M) RRERENERSGEINES :

sudo chkconfig aws-kinesis-agent on

Nz, RBENRERFERFREZET. EBFEBEREENXXHY , ARBEREIIEEN Firehose
o REEBNIERE /var/log/aws-kinesis-agent/aws-kinesis-agent.log H,

BEERERERE

REXEFERMNENEEIRE , Bl filePattern Ml deliveryStream , AR A A F HALThAERY AT %
BBIRIE, B LAME /etc/aws-kinesis/agent.json FIEEAEEREBEREM LR BIRE.

RELEUEBENH  MYSAEANTHSELBRHRE

sudo service aws-kinesis-agent stop
sudo service aws-kinesis-agent start

HE , BHUALERANATGS

sudo service aws-kinesis-agent restart

—RMREEREN T,

BEEiRE i85

assumeRoleARN AP RNABNAEKH Amazon BREM (ARN), BXEZEER , BSH
IAM AP ERPHER IAM A E)RE AWS Ik 5 8] R

assumeRol BmEEATIEFZACGHEIEIMRARF. BXEZEER , 55H (AM AR

eExternalld EE) HE A B SEB 1D,

awsAccessKeyId AWS BERIAZIUENFRIZ4R ID. WREMLETREHMEIERMRE
Fo

awsSecret AWS BERINEIENZH, WFERETHIEHMEEIEREER,

AccessKey

EERERERE 63


https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_cross-account-with-roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user_externalid.html
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FRARER

EEIRIE

cloudwatc
h.emitMetrics

cloudwatc
h.endpoint

firehose.
endpoint

sts.endpoint

userDefin
edCredent
ialsProvi
der.classname

userDefin
edCredent
ialsProvi
der.location

BREIRE

aggregate
dRecordSi
zeBytes

51 B4

CloudWatch 1R 2R E , M AFRE@EKIEIEIR (true).
2RIA : True

Ay X154 4w T | CloudWatch,

ZRIAE : monitoring.us-east-1.amazonaws.com
Amazon Data Firehose B X 1% o

BRIAME : firehose.us-east-1.amazonaws.com
AWS Z£ RS XL HmT Ko

ERIA{E : https://sts.amazonaws.com

MRENBENEIIRHER  BEFEAMRERHETS2REXG. TE
EEXBRXRBREE .class,

MRENBEXFZIERERERF , BEARREEETS BENLEIRME
FH jar WL R, REBEEUTNEERK jar X : /usr/share/

aws-kinesis-agent/lib/

L

EFERERSIER , RARE—MREPFXLIZRKMA Firehose 7t , 58

EHRE, FUHIEBEAMEN KD , BHFERSGIEFKERZANG , K€
RIS A Firehose o

HIME : 0 (TRE)

EERERERE
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FRARER

EEIRIE

dataProce
ssingOptions

deliveryStream

filePattern

initialPosition

maxBuffer
AgeMillis

maxBuffer
SizeBytes

458

ERE MO THIEFARIE T Firehose T B M A Fix L5128 kA9 4L 2B 1 T
H5IR, XELBETURIEENIRFHRT. BRXEZER , SR £AK
BEXHEETRALE,

[#%ZE] Firehose & #ro

[(AE]) EERRBSZENXHN Glob, SIHERXCENEMX4HLE
AR EHE HRHHTEE, N TEREEEXWAEXH |, M aws-
kinesis-agent-user ®FEEMNR, N TISXEXHHNER, &
M aws-kinesis-agent-user IZFIEEFIHMITR,

/A Important

RIEBFERSHEACENEAH. hNTHRRREFTSERS
AWiEF , BAEERERTN,

TR XAV ¥D LB, BMEN START_OF_FILE H END_OF_FI
LE

2RIAME : END_OF_FILE

REBEFHIERIES Firehose M2 AR BFENFKETE ( LEZRIT) .
{E5B M : 1,000-900,000 ( 1 B¥E 15 54 )

2RIAME : 60,000 (1 2% )

REBERBIERIEER Firehose R AT E AP NBBHRAKND (AFTIT
) o

BB : 1-4,194,304 ( 4MB )

BRIAE : 4194304 (4 MB)

EERERERE
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FRARER

EEIRIE

maxBuffer
SizeRecords

minTimeBe
tweenFile
PollsMillis

multilLine
StartPattern

skipHeaderlLines

truncated
RecordTer
minator

L

REEF IR KEF Firehose MZ A EAH BTN HERIZFEEK.
E38E : 1-500

ERIAE : 500

RER WS BRRI R RBEHREQH DR (UEDI) .

EEE 1 REAE
ERIAE 1

RATHRIRIERITHNEREN, ERHSENTENITAREREX T TEE
AIATITERK. BRENENRER, RINMBERT , BEXGFHNE—
AT EBH AT — KB FR.

RIE I 2 UG 325 ST FF K BT 0 AT B9 1T B
EBE : 0 HEKE
HKIAME:0(F)

FEiEeF A/MB3E Amazon Data Firehose iB & A/NR&IaT |, (S B REB H
BRI KINFRFE, (1000 KB)

BUIAE : '\n' (R1THF)

B Z 3B FAR

BEEESMRERERE , B UREREUEZES N 4B FHRBBEBREINZ MR EATER

ERfle  RBYEEFRNXHE R , HEBIED 3 XE 2R Kinesis IR Firehose o &
Kinesis Data Streams 1 Amazon Data Firehose & E 7 [2 #Y i &

TEBRUNTE-XHE.

AT LA R
, X BB BAR R Firehose R

"cloudwatch.emitMetrics": true,

"kinesis.endpoint":
"firehose.endpoint":

"https://your/kinesis/endpoint",
"https://your/firehose/endpoint",

BEZA X B FAR
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"flows": [

{
"filePattern": "/tmp/appl.log*",
"kinesisStream": "yourkinesisstream"

},

{
"filePattern": "/tmp/app2.log*",
"deliveryStream": "yourfirehosedeliverystream"

}

B X1 Amazon Kinesis Data Streams FEAREBENEZFMEER |, 5SHFEH Kinesis REE A
Amazon Kinesis Data Streams,

e HAEN BRER T E

REUUFGENZ B4 2TNIER , AEBNXEIERKIEE Firehose o B F
dataProcessingOptions Bt EiRBERMEIEH R AT E ALkIhee. ATLURM— NS MEEIE
I, X LR TUFRIE E IR FHAT .

REXFEUATAEED, B TRERIRN , Bl —SH AT BHAE®RD, &7 LM Kinesis
RETHRE,

AL FR IR TN
SINGLELINE

BREBRRITHNERNZR , NSTERERNETIESR.

{
"optionName": "SINGLELINE"
3
CSVTOJSON

FCEM D FRfF 2 BRI HHR A JSON 1o

{
"optionName": "CSVTOJSON",
"customFieldNames": [ "fieldl", "field2", ... 1,
"delimiter": "yourdelimiter"

2 A AT XS S dim st T AL 22 67


https://docs.aws.amazon.com/kinesis/latest/dev/writing-with-agents.html
https://docs.aws.amazon.com/kinesis/latest/dev/writing-with-agents.html
https://github.com/awslabs/amazon-kinesis-agent
https://github.com/awslabs/amazon-kinesis-agent
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}

customFieldNames
[ 7] EEA JSON BEX FRERNFEREW. flm , mREEE ["f1", "f2"], Wid
i“v1, V2”4§$§ﬁ?‘] {n.f:ln : "V1" , n.f:zn : "V2"}o
delimiter
HiExFREIREFNZFHE. MNMENES (,) .
LOGTOJSON

FEFM B ERXFEERF JSON X, XM HERR S Apache Common Log. Apache
Combined Log. Apache Error Log #1 RFC3164 Syslog.

{
"optionName": "LOGTOJSON",
"logFormat": "logformat",
"matchPattern": "yourregexpattern",
"customFieldNames": [ "fieldl", "field2", .. ]
}
logFormat

(#FE) BEZERN, UTEUEENE

« COMMONAPACHELOG - Apache BRABERER . BMIAMBER TEBNMNBERBEBAUTE
R : “%{host} %{ident} %{authuser} [%{datetime}] \"%{request}\"
%{response} %{bytes}’,

« COMBINEDAPACHELOG - Apache A& &K, BRIANBR TEBNAEFZEHBAIUT
B : “%{host} %{ident} %{authuser} [%{datetimel}] \"%{request}\"
%{response} %{bytes} %{referrer} %{agent}’

« APACHEERRORLOG - Apache #5ix BEE R, MIANBR TEBNMNAEFEHBAUTE
RN “[%{timestamp}] [%{module}:%{severity}] [pid %{processid}:tid
%{threadid}] [client: %{client}] %{message}’s

* SYSLOG— RFC3164 R AEHKRN. RIAMBRATEBNAEREBMBAUTE
N : “%{timestamp} %{hostname} %{program}[%{processid}]: %{message}’s

matchPattern

BEERENMEHERANBRIANER, REEXZXEFEABENHER , NAAFERZRERNEE
BEHME. NMRIETE matchPattern , BAIIEE customFieldNames,
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customFieldNames

E& JSON BEXNTRERNEELZREN. LAUMERALIREE XM matchPattern
REWENFTREN  IBEMEX ASERNIRINFERE R

Example : LOGTOJSON &t &

THER—1N#H)RHA JSON #%XH Apache BH HESKEH LOGTOISON B E&ERHI

{
"optionName": "LOGTOJSON",
"logFormat": "COMMONAPACHELOG"
}
HIRED
64.242.88.10 - - [07/Mar/2004:16:10:02 -0800] "GET /mailman/listinfo/hsdivision

HTTP/1.1" 200 6291

g

{"host":"64.242.88.10","ident" :null, "authuser":null, "datetime":"07/
Mar/2004:16:10:02 -0800","request":"GET /mailman/listinfo/hsdivision
HTTP/1.1","response":"200", "bytes":"6291"}

Example : @8 BE X F BRI LOGTOJSON fit &

THER LOGTOISON BLEM B —NRHAl :

{

"optionName": "LOGTOJSON",

"logFormat": "COMMONAPACHELOG",

I'CUStomFieldNameS": [Ilflll' II.FZII' II.F3II' II.F4II' II.F5II' II.F6II' II.F7II]
}

EAtRERERN , E—NREIPHE—1 Apache BA B E&Z B FM TN JSON & :

{"f1":"64.242.88.10","f2":null,"f3":null, "f4":"07/Mar/2004:16:10:02 -0800","f5":"GET /
mailman/listinfo/hsdivision HTTP/1.1","f6":"200","f7":"6291"}
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Example : ¥ Apache BA HE%E

AR RECIE R — 1 Apache BA HE% B ## ) JSON XMW EITIER !

{
"flows": [
{
"filePattern": "/tmp/app.log*",
"deliveryStream": "my-delivery-stream",
"dataProcessingOptions": [
{
"optionName": "LOGTOJSON",
"logFormat": "COMMONAPACHELOG"
}
]
}
]
}

Example : % Z{TidR

LTREESDHE 1T [SEQUENCE="TF XM ZTiEFK, BMEFAEEBRN —NRITIERK. AR, &
ETHRIBHAMNCEKFRIUE, RENERFEIEEN customFieldNames {8 , M\ JSON
B EITIER,

"flows": [

"filePattern": "/tmp/app.log*",
"deliveryStream": "my-delivery-stream",
"multiLineStartPattern": "\\[SEQUENCE=",
"dataProcessingOptions": [

{
"optionName": "SINGLELINE"
},
{
"optionName": "CSVTOJSON",
"customFieldNames": [ "fieldl", "field2", "field3" 1,
"delimiter": "\\t"
}
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}

Example : EFLEZEXH LOGTOJSON FE

THR— MR JSON KK Apache BA A ESEH LOGTOISON BB RGl , EFEETRE—
NFE (bytes) :

"optionName": "LOGTOJSON",
"logFormat": "COMMONAPACHELOG",
"matchPattern™: "A([\\d.J+) (\\S+) (\\S+) \\LC[\\w:/T\\s[+\\-1\\d{43})\\1 \"(.
+2)\" (\\d{3})",
"customFieldNames": ["host", "ident", "authuser", "datetime", "request",
"response"]

}
BRI

123.45.67.89 - - [27/0ct/2000:09:27:09 -0400] "GET /java/javaResources.html HTTP/1.0"
200

L3 9=

{"host":"123.45.67.89","ident" :null, "authuser":null, "datetime":"27/0ct/2000:09:27:09
-0400","request":"GET /java/javaResources.html HTTP/1.0","response":"200"}

FEHAEANKRE CLI &%

TREMT —HFEA AWS Kinesis KENERAGIFMEEN TS,

152 A = 651 Gk
ZEEIN B RE
%'Jb%mﬁad’%d’ sudo chkconfig aws-kinesis-agent on
RE
REREAPRES . N
sudo service aws-kinesis-agent status
FIERE

sudo service aws-kinesis-agent stop

ERERABRE CL &% -
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FRARER

15 F 3= 45 Gkl
MIEf BB

B &34

HERE

/var/log/aws-kinesis-agent/aws-kinesis-agent.log

sudo yum remove aws-kinesis-agent

HEEM Kinesis B % 3% i I 4 7] 55

WREME T FEH Amazon Kinesis R FHEEIE LB REHEESEMNBE RS E,

[] &

A4 Kinesis XE T %7 Windows

LiE1T?

R4 Kinesis (R EEEEZ 18 H/S
RecordSendErrors 3Igin?

W{AERR java.lang.OutOfMem
oryError ®R&?

W{afER I1legalStateExcept
ion : connection pool
shut down ®%¥ ?

BRIRTT

&R T Windows B Kinesis X 55&AF Linux &K

Kinesis RE R TR 4,

XBEEEHBT Kinesis WiREKN . &F Kinesis Data
Streams #J WriteProvisionedThroughputE
xceeded #E#5Z Firehose Jii# ThrottledRecords
iR, XEEHM 0 FHENEME MR REZEINGR
#Hl, BXEZEER , 551 Kinesis Data Stream limits
Firehose streams.,

BEBRTTRE , &EF Kinesis VERABERENRERERE /N
#, Kinesis XEREH AT BHER |, It Kinesis 1%
BNRELERAXMYE, ZHFENAEHEHIAX
#,

¥ Kinesis RIE&E BB AR E L 510 TEREK
NegERER, =38 /usr/bin/start-aws
-kinesis-agent F#Y JAVA_START_HEAP #l
JAVA_MAX_HEAP , HEHEINRE,

Kinesis K& B R B HEZERLEL N TEAR. =
RTE /etc/aws-kinesis/agent.json HERK
B EIREF I8 maxConnections Hl maxSendin
gThreads . XEFENWRINMERTHETHRELE

BEEM Kinesis RERIEAT HILHY A7
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https://docs.aws.amazon.com/kinesis-agent-windows/latest/userguide/what-is-kinesis-agent-windows.html
https://docs.aws.amazon.com/streams/latest/dev/service-sizes-and-limits.html
https://docs.aws.amazon.com/firehose/latest/dev/limits.html
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(] & RS =
w12 %, BXREARERERENESEERE , BS0L
AgentConfiguration.java.

WA AR Kinesis 3R #Y L At [B] &R ? A[#E /etc/aws-kinesis/log4j.xml A3 A DEBUG

&5 BE
KN ZNAE E Kinesis X3 ? maxBufferSizeBytes #/, Kinesis VIR IELIEH

MERES, XTUEEFE , BAXEL TieZN &t
B , BT ERF Kinesis BIER,

N4 Kinesis REBARZEEEER XRHTXHREPHEREEEAN. BRSNS

? fileFlow’s filePattern RIEE—NX#H., MR
FEEAM logrotate #WR4AT copytruncate ¥
X, BAREREXMER. ZRFEXNEXNRIAERSR
BBEXUBRES, AXUEBEEERXNESER , #
SN EEEICR,

fEA AWS SDK &%z

A LA A Amazon Data Firehose API i@i3 & A F Java, .NET. Node.js. Python 3 Ruby K9
AWS SDK F##E &% F Firehose . REF T # Amazon Data Firehose , 16 RBTEZAZE 1
472 Amazon Data Firehose ? AN ANBLSMARIE,. BEXEZEL , BSRFBER Amazon Web
Services FF X,

XERGFFAMEREATEFNRE , EACINTLRERBITENRE , REFT2EREME TR
ZEHMERERE,

Amazon Data Firehose API 12 7 W A T @ ¥REY Firehose BB XX BB IRE -
o PutRecordPutRecordBatch PutRecord()fE — MM A KX —&HBIEILHE , H#
HPutRecordBatch() AT BATE — NFEIY A & 3% 2 & B3R 18 o

£ 8 X B A& 1E PutRecord

BEAHERN , RAFEE Firehose REMMFTEPEX ( <=1000 KB ) » HH-F Amazon Data Firehose 7£
X HNEE Amazon S3 2RI At EAESZKIER , AN ATREZEERMERSBRA. EU—X—%id
kMA@ Firehose REABWE , BHEAU TR :

A AWS SDK K% #iE 73


https://github.com/awslabs/amazon-kinesis-agent/blob/master/src/com/amazon/kinesis/streaming/agent/config/AgentConfiguration.java
https://docs.aws.amazon.com/streams/latest/dev/kinesis-record-processor-duplicates.html
https://docs.aws.amazon.com/firehose/latest/APIReference/
https://aws.amazon.com/sdk-for-java/
https://aws.amazon.com/sdk-for-net/
https://aws.amazon.com/sdk-for-javascript/
https://aws.amazon.com/sdk-for-python/
https://aws.amazon.com/sdk-for-ruby/
https://aws.amazon.com/developers/getting-started/
https://aws.amazon.com/developers/getting-started/
https://docs.aws.amazon.com/firehose/latest/APIReference/API_PutRecordBatch.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_PutRecord.html
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PutRecordRequest putRecordRequest = new PutRecordRequest();
putRecordRequest.setDeliveryStreamName(deliveryStreamName);

String data = line + "\n";

Record record = new Record().withData(ByteBuffer.wrap(data.getBytes()));
putRecordRequest.setRecord(record);

// Put record into the DeliveryStream
firehoseClient.putRecord(putRecordRequest);

BXEZRBLTX , 28 AWS SDK A 3EMNREINRE. BXERNMENIEEZNER , BSH
Firehose AP| Operations F1 AR EH,

£ Batch B Ai24E PutRecordBatch

EAHFER , REE Firehose BB FMIEKFIT, BT Amazon Data Firehose TE45 304 Nz
Amazon S3 ZHI AR EANEZRICHK , A FREZEERNIERKDRT. ELUMEIF R @ Firehose RE
ABEIER , BEAUTRE :

PutRecordBatchRequest putRecordBatchRequest = new PutRecordBatchRequest();
putRecordBatchRequest.setDeliveryStreamName(deliveryStreamName);
putRecordBatchRequest.setRecords(recordList);

// Put Record Batch records. Max No.Of Records we can put in a
// single put record batch request is 500
firehoseClient.putRecordBatch(putRecordBatchRequest);

recordList.clear();

BREZRB LT, E2H AWS SDK F B2 RHIRBE., BXERNMMEENES , HSH
Firehose API Operations FRIAEX E B,

[@ Firehose &% CloudWatch B &

CloudWatch ATLAfE A CloudWatch 1T B R85 B EEH Kx 2| Firehose, BEXEZER , BESHAE
Fd Amazon Data Firehose BY1T [ 5% S 4o

CloudWatch BEEHLAESRE gzip &N &% Z Firehose, MR EBFHREREH B ESHEIZE
Firehose B#x , AJLA#E M Firehose FVREMRIHEE B BES B, CloudWatch

£ Batch E A€ PutRecordBatch 74


https://docs.aws.amazon.com/firehose/latest/APIReference/API_Operations.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_Operations.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/SubscriptionFilters.html#FirehoseExample
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/SubscriptionFilters.html#FirehoseExample
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/A Important
B &l , Firehose X #4¥ CloudWatch HEZ % EI S# OpenSearch fRF B 5 , B L 5k
CloudWatch % B &E4E H F|— Firehose i2%EH , ML S # OpenSearch IRE T EE
—REFHESZPAXTEL, ERBERFR , BALIEEE CloudWatch B &FE AT D%
OpenSearch BRSRYIT B IE R A

f# E 48 CloudWatch B&

=
B

MR & A Firehose 1£3% CloudWatch BE , HH LB ER G EEE M E] Firehose BEFEB IR | i

f# /1 Firehose BiiEE iR ( Parquet, ORC ) Sz A% X, &AIA Firehose i J3 A ##E 8L

Al LAE R AWS EEE4l4. AWS Command Line Interface 2 AWS SDKs/E & E Thag,

(@ Note

MREGEER LERABERTEE R ZREITAT CloudWatch BEITFEEIREE , MA=
T Vended Logs. tIREERATRENXERLEMNEE CloudWatch BER R LS FAEELEI
g€ , M@ Firehosef®BXVended Logsi¥ kM. LtfEESEIhBE/NE A T CloudWatch B&,

R E B ERRBUEE CloudWatch

BRMBESR , B LLUERENEAEERI, FRAESRIE | Firehose 2 M\EEZE#Y CloudWatch
FIEFPFEEFAELKE , flmAaE. BE4A. BERAMEMATHE A UEAHEFERANNK
B, MBEELGHIEZME Splunk B WM | N ATFF B HEIRENIHAE |, Splunk FREMATEIE. LT =

BERENRERE , TIEREERHEERI
1 REEERINREESRGH @R

"owner": "111111111111",

"logGroup": "CloudTrail/logs",

"logStream": "111111111111_CloudTrail/logs_us-east-1",
"subscriptionFilters": [

"Destination”

1,
"messageType": "DATA_MESSAGE",

#RE4E CloudWatch B &
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/CWL_OpenSearch_Stream.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/CWL_OpenSearch_Stream.html
https://docs.aws.amazon.com/firehose/latest/dev/dynamic-partitioning.html
https://docs.aws.amazon.com/firehose/latest/dev/data-transformation.html
https://docs.aws.amazon.com/firehose/latest/dev/dynamic-partitioning.html
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FRARER

"logEvents": [

{

"id": "31953106606966983378809025079804211143289615424298221568",
"timestamp": 1432826855000,

"message": "{\"eventVersion\":\"1.03\",\"userIdentity\":{\"type\":\"Root1\"}"
.

{

"id": "31953106606966983378809025079804211143289615424298221569",
"timestamp": 1432826855000,

"message": "{\"eventVersion\":\"1.03\",\"userIdentity\":{\"type\":\"Root2\"}"
},

{

"id": "31953106606966983378809025079804211143289615424298221570",
"timestamp": 1432826855000,

"message": "{\"eventVersion\":\"1.03\",\"userIdentity\":{\"type\":\"Root3\"}"
}

]

2 B HE R ESRE A RE

{"eventVersion":"1.03","userIdentity":{"type":"Rootl"}
{"eventVersion":"1.03","userIdentity":{"type":"Root2"}
{"eventVersion":"1.03","userIdentity":{"type":"Root3"}

Bt & & XY Firehose B ABESEThAE

EXT Y Firehose E1&/3 AfEETHAE , i5EA AWS BE#EH A

R

B AWS BB A HE /kinesis EITH Kinesis ###|A . https://console.aws.amazon.com

ES MBS i%EE Amazon Data Firehoses
% B2 Firehose o
ERBRMENMET

2

&M Firehose HBIIR. BEREBETIIRZ— :

+ Direct PUT : i&#F &M 7] 822 Firehose it , HEFENARFEEE A, BHX5E Firehose

I #Y Direct PUT SRELAY AWS BRSS. REBLIRFTRBRSHIZIER  FSHALE D

BT H A X Firehose 7S AR E4R ThaE

L

76


https://console.aws.amazon.com/kinesis
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« Kinesis i : % IED , LB E A Kinesis B RIEN BIERKIF Firehose . ARfE ,
BRI LAE A Firehose MILE Kinesis BIERBZANRIEBEE , A GENKB BN, BEXES
f§ 8 , B2 Writing to Firehose Using Kinesis Data Streams

BFrfriE

Firchose Ay B Mih, EF T IEDTZ — :
* Amazon S3
* Splunk

5. 1E Firehose MEBMT , # ABAIRAB .

6. (AL ) ERHRBRIEKT :

« £ “M Amazon CloudWatch Logs SERIER" o+ , R ESHES.
- MREEMERGFERAESRI , NEFEETFEEERIG

EI A Firehose i L5 BRIESEThEE

ATRMETXTEIEA Firehose RABABERNILA, ©HETHPHE—2H Lambda 4
HARAMELZ B Lambda 4B R, UTHTER T ERERH step-by-stepfF , REEBIBRIE N
Lambda B4, E# Firehose & B UK 14532 CloudWatch 1E#5 , AR K INSEHEAN B Firehose i E 45
IjJ BEo

2 Lambda 4 B85 AR E %

EZHEZHA Lambda B HER TXIAE Firehose TG AMES , X453 A Lambda 4038, R4
XNAERER. U THRUAMMENRE A Lambda A EBHINERE ABRESR.

1. B2 — Lambda B, S ASIRERICFEE , b AR L IEE SIRHE Lambda B,

2. BFE LRI Firehose LS A Lambda 432 H &I 2H Lambda BB T,

3. EAHFM Lambda BRBEFHRE , BIRE Firehose 214 ¥ /5 AR ESR IR,

4, BREIELSE 1 P/EAM Lambda 438, E , EUSRBREELSER 1 FOIENEE,

/& i Lambda &b 3B 5 F 8 = 48

MREBELEHHE Lambda EHEH Firehose i , EHITHRES , LR HE BN Firehose i E 48
IhAE, TEMEEIRECH , BEERLMN Lambda R , LHIASRTHRERSEERI. &K

1E¥ A Firehose it L /3 A I 48 Th &% 7


https://docs.aws.amazon.com/firehose/latest/dev/writing-with-kinesis-streams.html
https://github.com/aws-samples/aws-kinesis-firehose-resources/tree/main/blueprints/kinesis-firehose-cloudwatch-logs-processor
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Lambda REHAHENESE 1 S8 2 FE R ROIZEE, mRmEFERMEL , NETUERLTS
RE# Lambda B,

1. FEHEH Lambda BB A IMIER, FWER Lambda L BIRNMNEANBIEREES

ERBER. CRBEERMARERERN T SHITHES,
2. FERAMNEM Firehose IETITZEEMRIIEE , UARITHRESR,

3. WREM Firehose B ABA , B AiZ CloudWatch 4R, MIERIER
CloudWatchProcessorLambda_IncomingCompressedData HEFEZIBIFERE., X

BIAZIEZIERH Lambda BRI EM AR ERES , F BT BEEE Lambda BEEG
4. Bk Lambda #HiEHE AN EFBEERTRBERIEN T

1 Firehose i 2 i E 48

EXERANBEROEESR  FEA AWS EE2H A

1. ER AWS EEEGIES HE /Kinesis EITH Kinesis #£#|& . https://console.aws.amazon.com
£ S M BE K P EE Amazon Data Firehose.

LR E R/ Firehose Mo

£ Firehose RIFMEENE L , EREEET~,

FEHRRICEE D |, BRRRE.

£ “M Amazon CloudWatch Logs fREJRIZR" T , ‘BR “HEMER" , REEERE ‘REEN .

I

*f Firehose YR E 483t 1T R A HEE

THRERT Firehose AL EHIEHRER/MLEREAEIR SR FICRERME S3 HiRFESE. B
HIEFERMRHER. HPE#ERET RERNNBERERFEREEIREE.

&) & BRRTT R

MREBERIBDHIMEIR , BB MR Amazon Data Firehose oA fEMRIZF , Wi R

Bakx®Eda? BEME ( UESER ) R EEE Firehose FBIZEHIE 15
EMW S3 HixFMER. RTIEFRI , KA RESIEE
RRBAERER , XENRGEHEIR N decompres

1£ Firehose it P 22 i i FE 48 78


https://github.com/aws-samples/aws-kinesis-firehose-resources/tree/main/blueprints/kinesis-firehose-cloudwatch-logs-processor
https://console.aws.amazon.com/kinesis
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[R] &R BRRTB

sion-failed ® S3 FEH@AIZR, ICFKMEELE KW
J& , Firehose 94440 3B H 112 &,

RINBESEE , MRAEEEHDE R Amazon Data Firehose £ E GRS TR (i

ix, RBIEARKEMFAL? IR XMBFERRFER ) PHE , MEFFUERER
R B IRE LI Firehose FRATHEEMN S3 HBiIRE@EHE. R
TIEFN , AR RESEERRBAERER.

MRENEBRIFE , ZWTEL NMREREFIEFHIBRIARE , MREEE
"2 CloudWatch B , Firehose & ¥§48i% 8 5. CloudWatch i2
FE|BEF, I, Firehose EL@EEA LA CloudWatch
H’ﬂ:"&ﬂ’]?ﬁhﬂib?ﬂm $83& TT LLUR R AR $E Firehose &K HEY
ERRAIBZER.

HputBREFRZXKE CloudWatch B ~ WIREF R =puts¥k B CloudWatch Logs , M «iRE AT
ENSREMFL? HIREE

Put to Firehose failed for AccountId: <accountI
D>, FirehoseName: <firehosename> because the
request is not originating from allowed source
types.

Firehose WEAEARThEE A B T WLEHE  Firehose X HEBKICEWBER ISR, BRIZEEE

¥R ? H(12%8%). Sit8dE (58 ). BESSE , SUEREL
DecompressedRecords kM= IhE Decompres
sedBytes AXMIAHINKAE. BEXEZER , BZH
CloudWatch B & E4R ISR,

6 Fire CloudWatch hose &i%E#4

B LABE CloudWatch EEAFNAME #5 |, L2 EE N [@ Firehose i &% CloudWatch
#,

@] Fire CloudWatch hose &%= 4 &
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A @A Firehose BERRIEEHHNEHHN 12 B #5 CloudWatch

1. BF AWS BE#EGH A HITH CloudWatch #2§1& , Mk A https://console.aws.amazon.com/
cloudwatch/,

2. i&#E Createrule ( BIZEHN ) .
ESHR . AEANTEL  NTFEFF, EBRMER , RFERF Firehose Hio
4. EFIBW Firehose Fo

BxtlE CloudWatch B4HMNMWEZEL |, 1§55 Amazon CloudWatch =4 A7,

BLE AWS loT @ Firehose KiEHIE
T LRSS IR A AWS 0T SSH4E B FRE N [ Firehose EEAREEL.
E0|Z2MINAE Firehose A EEBHRIRE

£ AWS loT ZHI &8 FeIZANE , ZRIEANTENRE - MRS MRET , EFFMERE,
B H B &% Amazon Kinesis Firehose o

1%£$# Configure action,

WNFREWH , EFIEW Firehose o

X F Separator , IR EEICFRZ BB AN D BRFER

NFIAM A | ERAEN IAM AE | SUERUEFAG,

TR NRE,

N o o bk~ w0 Dd =

BREIE AWS loT MNNWESELR , FSH AWS loT AN,

Eii& AWS loT 118 Firehose &% #iiE 80


https://console.aws.amazon.com/cloudwatch/
https://console.aws.amazon.com/cloudwatch/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/events/CWE_GettingStarted.html
https://docs.aws.amazon.com/iot/latest/developerguide/iot-rules-tutorial.html
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£ Amazon Data Firehose F ¥R #3E

Amazon Data Firehose RI LA Lambda BRECRE#RE ANREE | HEERENHEEREIEN
i, LHERIE Firehose BT , ATLAS A Amazon Data Firehose #iiE#i.

T BRBIR R

L& 3 A Firehose BiE R8T , Firehose & P&E ANHKE. EAXK/NRETRHSEETE 0.2 MB

F| 3 MB 28, B} Splunk #1 Snowflake LA%\ , Fir G B By BRIA Lambda & K/DMERIGH 1

MB. X} F Splunk 1 Snowflake , BRIAR M XIETR N 256 KB, Lambda &P [EIFERTHF 0 FH

900 2B, Bk Snowflake LA\ , FiE B MM BRIA Lambda &4 iEFEIR "9 HN 60 B, XTF
Snowflake , BRIAWE HIRREIRA 30 ¥, BRFBEHPX K/ |, M ProcessorParameterif A
MBufferSizeInMBsMIntervalInSecondsifECreateDeliveryStream} UpdateDestinationAPI
#9ProcessingConfigurationZ#, RS , Firehose FRARLSAABRRNSENEHARLSRAEEN
Lambda E#, AWS Lambda ¥ /3H BIEFM Lambda KX F Firehose, HIAZIEER B #9 #4584
RPFEERPEIRE ( LAEREENHKE ) |, Firehose 2FHEHRIEF B BVt

/A Important

Lambda [E£5 18 A& =X i SR F e B2 89 S8k KN R &1 6MB. HRERA T B ERBRAEERNE
HARNNFEHRETF 6 MB , H HEBORE#Y I 83T 6 MB,

Lambda & F #5426 (]

Amazon Data Firehose X 3#Fik 5 44089 Lambda @A E, MR ER Lambda MHFERT 5 9
MFEETR , MESWRILLT481% : Firehose £ Lambda FHEEEAT iR, AWS XN EAEE
RN 5 28,

BRE XK EMELEIRET Amazon Data Firehose #{THIIRERE S |, B S [[the section called “4LE %]
T AW,

BRFBIRFTENS ]

X8 Lambda WATEHIRIEZ AT E LTS , TN Amazon Data Firehose J§& 154 IG5 EH 0 7 &
B KM,

T RBEREUR 81


https://docs.aws.amazon.com/firehose/latest/APIReference/API_ProcessorParameter.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_CreateDeliveryStream.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_UpdateDestination.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_ProcessingConfiguration.html
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For Kinesis Data Streams and Direct PUT

Lambda FAIEHRENICEKBEEZUTSH

« recordId: EiEAHEIE , idF ID M Amazon Data Firehose 5% Z| Lambda., #*#/GRi0F %
MBEMEICE ID, FRIBICHEMN ID FEZRICEKW ID 2B MREEFEE | HHEA N EREERX
Mo

« result : IERMNBIFEBHIRIVIRS. TEEMNENRN : Ok (IR ) . Dropped (4LE
BHEMEERICRK ) M ProcessingFailed (1IBRLZEEER ) . NMRIBRKAIRAN Ok =
Dropped , Amazon Data Firehose 2 AL TN, &N , Amazon Data Firehose ¥ N 4L E
KM

- data : BRIREHBIENE ( £ base6d w/BZFE ) -

LA & Lambda & R % H Rl :

{
"recordId": "<recordId from the Lambda input>",
"result": "Ok",
"data": "<Base64 encoded Transformed data>"
}

For Amazon MSK

Lambda FFAE R EMNIEZEBEELU TSI,
« recordId: EAMAHEIE , i25 ID M Firehose £i% % Lambda. ##EMNiIcFZFAMETEHEE L
% ID. FRIAIEHEKM ID MEHRICEH ID 2B MBERITE | FHM N BRI AW,

« result : IBERMBIBHLAVIRS. TAIBEMER : Ok (18R IN%# ) . Dropped ( A B HE M
EEFIEFK ) M ProcessingFailed (1IERFTEH#ER ) o WMRIZFKAVIRE N 0k = Dropped ,
M| Firehose 2IAAEEHII4AE, BN , Firehose 2 N E XK,

« KafkaRecordValue : %% EMEITEMNE ( £/ base6d wB2/F )

LT & Lambda & R H Rl

{
"recordId": "<recordId from the Lambda input>",
"result": "Ok",
"kafkaRecordValue": "<Base64 encoded Transformed data>"

BIRFERFTRN S 82



Amazon Data Firehose FEANGIER

}

T 3EM Lambda EE

XLERERT WA BIZMAER Lamb AWS da BEIEUSRE#RIE M Amazon Data Firehose FEH H AL
o

EEEHAEPTHNER AWS Lambda

1. BFK AWS EEEF|A HITH AWS Lambda #$l& , Wik https://console.aws.amazon.com/
lambda/,

2. EERCIERH K ARERERER,
3. EEETFTERT , BERXETF firehose LLEH Amazon Data Firehose Lambda EEHE,

ERIx :

« ¥ &A% Amazon Data Firehose i #Y12% ( Node.js. Python)
WERRRT WA Lambda AWS 4B Firehose BE7 A B9 BB B E AR RHB,
R¥MAITHE : 2016 £ 11 A,
HATHS : Fo

- Ki%Z| Firehose HI4LE CloudWatch B&

CHEALER, BOERALKER, YHBESHEH CloudWatch B EEIEBE 6MB ( Lambda PR )
B, AfREST A ST A, BXAE X1%EE Firehose Y CloudWatch BENEER. , 52 HEEHAB
FHE A Firehose, CloudWatch

- fFRE HEHERK Amazon Data Firehose FidFK##:H JSON ( Node.js )

WERERT WA RFC3164 Syslog #& AV HI A 1Sk # N JSON,
B ATHE : 2016 F 11 A,

RATHH : Fo

F#H Lambda ER 83


https://console.aws.amazon.com/lambda/
https://console.aws.amazon.com/lambda/
https://docs.aws.amazon.com/firehose/latest/dev/writing-with-cloudwatch-logs.html
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EEEFEHP A AERE AWS Serverless Application Repository
1. ¥ 3 AWS Serverless Application Repository,

2. EBRMNKEMEBENARRF,

3. ENRAER FERY , BRXEF firehose,

BHa L EREREEMNER T Lambda B3, &S AWS Lambda Al 7,

SRR KR

WMREH Lambda EEE A X M &R 25 F) Lambda BRI M A& M , Amazon Data Firehose
RINSEIR AR 3 X, MBFHMAKLMW , Amazon Data Firehose Bk Z#itic . BIHiDH
A*&uﬁ**&ﬁk%ﬂﬁﬁﬁﬂ%o B LAE A UpdateDestination APl I8 E B E Eidik

I, CreateDeliveryStreamXy Tt PE , &7 LAURFR A 451R12% 2] Amazon Lo CloudWatch gs #,
BXEZER , HZR A REEET S#EIE Firehose CloudWatch,

MBIEZBIEHLRAVIRA R ProcessingFailed , Il Amazon Data Firehose & i &M WL 5k
Mo FFUEWE | EALUES Lambda B ¥ [@ Amazon CloudWatch BEXZ4$E1xBE&E. BXES
£ , {5 FAWS Lambda FF £ & 1E® AWS Lambda® 17 8] Amazon CloudWatch H &,

MRHITFFZIR R, WAREHIDG B IZFRMEREIBIE processing-failed XKy S3 7%
Mo XLERBFEFMTHN :

{
"attemptsMade": "count",
"arrivalTimestamp": "timestamp",
"errorCode": "code",
"errorMessage": "message",
"attemptEndingTimestamp": "timestamp",
"rawData": "data",
"lambdaArn": "arn"

}

attemptsMade

B ERAE R

arrivalTimestamp

Amazon Data Firehose W Zlic & A AtEl,

ABBIEFEIR A 84


https://aws.amazon.com/serverless/serverlessrepo
https://docs.aws.amazon.com/lambda/latest/dg/getting-started.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_UpdateDestination.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_CreateDeliveryStream.html
https://docs.aws.amazon.com/lambda/latest/dg/monitoring-functions-logs.html
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errorCode

Lambda JREIRY HTTP ££iR1Xi8,

errorMessage

attemptEndingTimestamp

Amazon Data Firehose % 1t 21 Lambda & A 8Bt A,

rawData

234 base64 YwIBHYICFKENIE,
lambdaAxrn

Lambda B %K Amazon BEREB# (ARN ),

#1R1IC %

Amazon Data Firehose AR FFE R ERAICEKB IR DR S3 FiiE , A RERENIEEREMEIE
A, BAILATEBIZEREH Firehose Hift , BARICRZR. ERARICEREZN2E , ETEEE

To

#ADRIEFR 85
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£ Amazon Data Firehose A X7 #iE#H 179 X

WA XEREEBFERBIEPNE (HI customer_id 5 transaction_id ) ¥ Firehose
FHRBEHITEE DX , RAENRXER I HNBTFEELZMEMERAL Amazon Simple Storage
Service ( Amazon S3 ) B, XFEHEAZMRS ( Hl0L Sz HEEH, TEFHEMR, Amazon
Redshift Spectrum FL S ) AJAE R T S#SIH RN RMBH TSR, EEREARRND
#o QuickSightttsh , EFEEFNGERN AWS AflH , D2 X REIEZ M E Amazon S3 2
J& , Glue JMRITE S RMIREN. HIRFMME (ETL) F£5.

FHBEHITOXAURAREMEDAENEIEE |, RLHEEE , HBRIKE Amazon S3 L# {THHENE
HRAS, BB EN HRIBENBAG B, E5KL |, Firehose A THIREIEH M E NEE Amazon S3
. EX Amazon S3-based Analytics BVREBERH 1T X , BFEE LT Amazon S3 FEMZBIZTT
PXNARR , AETENBBERAS ST, XA BERTBR,

BEHASX |, Firehose AR HBSE XN BFEEEENEZRPHNBEHRITOAH  HEREBSHE
B EIEA Amazon S3 A1, XEERILAMEE L0 ek 1L/ B f9 R 5RE 8] |, i AT DARSAR B A= H A L 38
¥,

£ |

- £ Amazon Data Firehose /8 AsIA 5 X

- THROXE

- £/ Amazon S3 F& I B L IR

- MREBENAGED X

- NIASXERFTHAHEE

- BTaA 0 XWEFXHIE

£ Amazon Data Firehose F 8 HZIA 9 X

O LLETS Amazon Data Firehose B2 &l& . CLI =% API 3 Firehose RELE IS 2 Ko

/A Important

REECIEHM Firehose ikt , FREBRAIARD XK. NFARBAHS D XWIMA Firehose
A, BEBAIAD X,

BAFSIX 86
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BRUOMAERIEFH Firehose FETET Firehose EEEFIABANERENSY XNFALR , FSH
Creating an Amazon Firehose stream., ZH#EIFIRHITH Firehose RIEE B WIS , EHRIE
BEBEENHIEE PoPNSRIEE , BENB T RE®EMA Amazon S3 R B MM Firehose it %
BFaas X,

#3553 Firehose EBRAMED X , BULEL RN D XE , M BRHEFHIAA D XM S3
BBRRAANREFEE. EF/G , Firehose FFIREAMHNBMFH S3 BIRREN,

/A Important
£ Firehose R EB AT D XE , I EEL Firehose i EZ A,

TS XH#

BEHASSX , SRURES XENHREHTSX , M S3 RBIELIZEFRBRESE. 7 XBELEBE
BEREEREREE, fl, MREEFERERS ID MER/MXFHEERSE , WAL customer_id
MBEFRIEEN — 1N 2 XE , & country WBBEFREENS — 1M oXE. RE , BEREN (&£
AXENEN ) REGED XBIRICRKEELMEIN S3 FRBEIR,

&R BAER AT 3R R G2 7 X8

« MEREEMT | W3EMEM Firehose REXIFHH (o TR ) , M JSON BAMBIFCEPRIAT
DXV, BEl, BAMNZHE jq 1.6 A

« AWS Lambda B # — b 5= FEREEMN AWS Lambda BREURELH IR E 2 XFTEN BIEFR.

/A Important

BRDESXE , #AELBEEP —FAERNHEH#TOX, ERIUEERES —FHEK
BEESXE AR NEEXMM TG A,

f£ F N EBR g AT 132 0 X 48

BERABRENEENRBENDIDSIELE , LAERERFS XENREILRSH , ANENMEEN
a2 XBREM—ME

TR XE 87


https://stedolan.github.io/jq/
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UTROIBECRERNAESNBRENAEEL DX, HES , ML Base6d AN BIEEITH
B, &t lS#E CLI R=Hl,

{
"type": {
"device": "mobile",
"event": "user_clicked_submit_button"
},
"customer_id": "1234567890",
"event_timestamp": 1565382027, #epoch timestamp
"region": "sample_region"
}

fFlan | BATLLERRYE customer_id S8E event_timestamp SR HREHR 1T X, XEWREZFE
FEFAERIERKTH customer_id S E event_timestamp SHHWERBEE @ H AL RMEEID
XM S3 BIR, BHEALUEERBRESH , HlKRAKXHN .type.device By device, BHHT D XE
BUREERT SIS

Ny XBERRBESHE , RSN SHRHEIEHN jg ZREX. TRETR TSI jg RENAVRST :

S ja /IER

customer_id .customer_id

device type.device

year .event_timestamp]| strftime("%Y")
month .event_timestamp| strftime("%m")
day .event_timestamp]| strftime("%d")
hour .event_timestamp]| strftime("%H")

EBTIHRE |, Firehose A LAV A REESRICKHPHBIERTESE,
FEAE D X 24 AWS Lambda BEZK

NFEHBMBHHIEICF , HER JSON BUSNEA AR KB IR | BT SAER SR AWS Lambda
HBENBECHEENNRBRFEE, ERFKRIER , UMERRAER S XAMENBEFR. XEXNUE

fEFA 8122 5 X %48 AWS Lambda B 88


https://docs.aws.amazon.com/cli/latest/reference/firehose/put-record.html#examples
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B Lambda BB B |, XU CME Firehose —iBIR{it, Bafliti, BMAMREHIFEBFEER , A
EfERAMEER Lambda BHEH TS D X,

LU 2 —/NA Python 4R EH Firehose 7L E Lambda BRBURS |, ZEREM @ A Bl H ERE —%&is
g% , HMNIERHPERS X#,

from _ future__ import print_function
import baseb4

import json

import datetime

# Signature for all Lambda functions that user must implement
def lambda_handler(firehose_records_input, context):

print("Received records for processing from DeliveryStream: " +
firehose_records_input['deliveryStreamArn']
+ ", Region: " + firehose_records_input['region']
+ ", and InvocationId: " + firehose_records_input['invocationId'])

# Create return value.
firehose_records_output = {'records': []}

# Create result object.
# Go through records and process them

for firehose_record_input in firehose_records_input['records']:
# Get user payload
payload = base64.bb64decode(firehose_record_input['data'])
json_value = json.loads(payload)

print("Record that was received")
print(json_value)
print("\n")
# Create output Firehose record and add modified payload and record ID to it.
firehose_record_output = {3}
event_timestamp = datetime.datetime.fromtimestamp(json_value['eventTimestamp'])
partition_keys = {"customerId": json_value['customerId'],
"year": event_timestamp.strftime('SsY"'),
"month": event_timestamp.strftime('%m'),
"day": event_timestamp.strftime('S%d"'),
"hour": event_timestamp.strftime('%H'),
"minute": event_timestamp.strftime('sM')

}

fEABIE S X34 AWS Lambda E#k 89
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# Create output Firehose record and add modified payload and record ID to it.
firehose_record_output = {'recordId': firehose_record_input['recordId'],
'data': firehose_record_input['data'],
'result': 'Ok',
'metadata’: { 'partitionKeys': partition_keys }}

# Must set proper record ID
# Add the record to the list of output records.

firehose_records_output['records'].append(firehose_record_output)

# At the end return processed records
return firehose_records_output

LT R—1F Go ‘REM Firehose AL Lambda BRBURSI , ZBE BN A Bl H ERE —SiEEIC
x , ANIEFEHRID XE,

package main

import (
"fmt"
"encoding/json"
"time"
"strconv"

"github.com/aws/aws-lambda-go/events"
"github.com/aws/aws-lambda-go/lambda"

type DataFirehoseEventRecordData struct {
CustomerId string “json:"customerId"®

}

func handleRequest(evnt events.DataFirehoseEvent) (events.DataFirehoseResponse, error)

{
fmt.Printf("InvocationID: %s\n", evnt.InvocationID)
fmt.Printf("DeliveryStreamArn: %s\n", evnt.DeliveryStreamArn)

fmt.Printf("Region: %s\n", evnt.Region)

var response events.DataFirehoseResponse

fEABIE S X34 AWS Lambda E#k 90
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for _, record := range evnt.Records {
fmt.Printf("RecordID: %s\n", record.RecordID)
fmt.Printf("ApproximateArrivalTimestamp: %s\n", record.ApproximateArrivalTimestamp)

var transformedRecord events.DataFirehoseResponseRecord
transformedRecord.RecordID = record.RecordID
transformedRecord.Result = events.DataFirehoseTransformedStateOk
transformedRecord.Data = record.Data

var metaData events.DataFirehoseResponseRecordMetadata
var recordData DataFirehoseEventRecordData
partitionKeys := make(map[string]string)

currentTime := time.Now()

json.Unmarshal(record.Data, &recordData)
partitionKeys["customerId"] = recordData.CustomerId
partitionKeys["year"] = strconv.Itoa(currentTime.Year())
partitionKeys["month"] = strconv.Itoa(int(currentTime.Month()))
partitionKeys["date"] = strconv.Itoa(currentTime.Day())
partitionKeys["hour"] = strconv.Itoa(currentTime.Hour())
partitionKeys["minute"] = strconv.Itoa(currentTime.Minute())
metaData.PartitionKeys = partitionKeys
transformedRecord.Metadata = metaData

response.Records = append(response.Records, transformedRecord)

}

return response, nil

}

func main() {
lambda.Start(handleRequest)
}

£ Amazon S3 TZ4#& # Bl BA% i T E

ERIZREH Amazon S3 £ B HI#bHY Firehose 7Bt |, BAMIEE Amazon S3 F4E |, Firehose
FEZE#EBPERKIE, S ER Amazon S3 FE @RI BRALFMEE S3 FEBPHNK
. Amazon S3 FHBIRELUTE R , BN ELUHN RS HE -,

/A Amazon S3 FHERETRERMEKE 91
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BEZASKX , B89 XBEFEHEIEEN Amazon S3 5idk. MERBAFSSX , ALk
%7 Firehose MIETE S3 FEMEEAI R, B2 , MRERBAIDDX , NMAMIEE S3 F I
& , Firehose E M%7 W& o XEIE,

ERBRAHA D XEE Firehose FiH , S3 FEMIIREHE T 1Z Firehose RIS E D X B RIER
B, BXMEALENKRBICERA , BaUMEEUT S3HAE , 2ERETIEENN I XENR
BRARK :

"ExtendedS3DestinationConfiguration": {

"BucketARN": "arn:aws:s3:::my-logs-prod",

"Prefix": "customer_id=!{partitionKeyFromQuery:customer_id}/
device=!{partitionKeyFromQuery:devicel}/
year=!{partitionKeyFromQuery:year}/
month=!{partitionKeyFromQuery:month}/
day=!{partitionKeyFromQuery:day}/
hour=!{partitionKeyFromQuexry:hour}/"

Firehose REBTRREME LRKREK, HEEARITEN S3 IRREAN IR AR — N IESE
1, AR5, Firehose FEBMNHRIEEEAMEITER S3 AR, [ S3 AZRBIFEEMNIMEKH Firehose HE
HXIRERE. Ht , ARHIFAIERFHERELT S3 WRE -

s3://my-logs-prod/customer_id=1234567890/device=mobile/year=2019/month=08/day=09/
hour=20/my-delivery-stream-2019-08-09-23-55-09-a9fa9%6af-e4e4-409f-bac3-1f804714faaa

NFHIED X |, BAME S3 FHBIRFFERAUTRERER : | {namespace:value} , &
ar & ZE B AT A2 partitionKeyFromQuery = partitionKeyFromLambda , 2 AI A2
., MREANBKRBHAANFREEVNES X, WATIEE—/ S3 FHBIRE , ZEAUT
BRXIEENRERXNAR : "partitionKeyFromQuery:keyID", fREH AWS Lambda &
BHNBEBELURDXE  NAMIBE— S3 FHBIRE , ZEHRHATERIEENREXA
B : "partitionKeyFromLambda:keyID",

/A Amazon S3 FHERETRERMEKE 92
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® Note
B A LA A Hive BN RIEE S3 FMMBIRE , B0 customer_id=! {7 X

KeyFromQuery:customer _id}o

BXEZEE , S/ Creating an Amazon Firehose stream F1 Custom Prefixes for Amazon S3
Objects HFHI“Choose Amazon S3 for Your Destination”,

[8] Amazon S3 & 5 BIREET RN INFH V1T 2 PR AT

B L B AFITORA , EEHE Amazon S3 BIXTRIVICFK 2 BN MEFITORE. XX Amazon
S3HHXNREBERE, EXNREBENADAS X , XtiEHIEH , EAENEREIREN —ED ,
ZIEEBR (M NENATREHE  ARTENEHTHEIX ) SMNICFKHPHBIBRITIT.

ERESHIEN AT X

BRI XNATREHE (Hlwn , REE|I%EA PutRecord # PutRecordBatch API A
WEANEH, AERIER) , EAAENXERFEHTHER, EUUESEAZIEZERRKIVERES
¥= , B4 Firehose MM IERHRHEH»BNTRE.

ZICKMERTLIR ISON RE | XEREFICEKN T BER2ETESMN JSON HRMITH, BRUALUR
Delimited K& A XEKBILEXNIRRETEENBEL T BANTH. ZEENLD RFLMAZ
base-64 FIBWFRF&F. Hl , MRBERUT ZRBENEEL DB #### , WHBHEL base-64 4w
BEAEEZFHEH , FEERN IyMjIv==, & JSON 5 RN IZFHITHERN LRNTRIZH
500,

(® Note

fEER JSON ig%AT , FHRALSHNmMANUZIEFN JSON BXE R, JSON HRAME—ITL ,
REDBERAIAGRTHSR (JSONL ) » JSON XNRIATE2E R A
LUTREEWEMANSRE : {"a":1}3{"a":2} and {"a":1}\n{"a":2}

LT RERMANTAE - [{"a":1}, {"a":2}]

NTFREWE , BRZIBSSXE , Firehose 2BMICE , ARBEENZIERBRREESIR API
AFRERBRE JSON HRF ST MREIEF.

18 Amazon S3 & ¥ ¥E B AR INHT A9 1T 20 PR AT 93
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/A Important
MRBIFERREN , WRBEE RN BEHTHERN S ENADED X,

/A Important

£ Firehose FR{E A IE IR THRERT | NERIEH R AR AER, #H A Firehose FEIEG %
LLTFIRFANE : R - BiY Lambda BTEIERR > 2 X8,

XA D XERETHEEE

R Amazon Data Firehose Fo 4 f## 47 Firehose AR IRR , RELEZRIUSEN T X , R
BTEZITE SI AR EREIENRER , BAXLEHBICRKHEMWE S3HREHBIER , EOE
Firehose by , BMATIEEZIER , UBAIT P X, S3 HIREFEMRAIRIE Firehose ToiE/L i E|
EXE S3 BT B IR R, XLEIEREBBHIRELEALN, RTIEFN , RN RESEEXE
RIVEE |, AR BB MR FNAERES IR,

WRERN Firehose B AZAS DX |, MSAF A M Firehose FRIETE S3 ERTFHEBEIIR. MREBTER
Firehose B AZIAS DX , MATLLUEERIEE S3 BiRFME BRI,

AT aA D X&)+ X EE

Amazon Data Firehose & ABARBIBEEH I —E XD , HEA—ENEEBNEEZHII BN, &
A LATE B Firehose RN ELEE A X X/NFEHXetE EFE , HEFEFHIMA Firehose R EH X
KAFMEHRXESEERE. BFXAKNIENE MB , BFXEBHEMER,

(® Note
FERIEFTERTHED X,

BRMADXE , Firehose 2R FFRENZE P XS ( KMHEHE ) ERFEFE THLHED XAYIC
%, AEBRXEEREME Amazon S3 7. N THEBMERAKRPHINR , Firehose EREBEMZ
REH, Rt , —HIEFMRIIHERTRERRENZHRTENEMN 1.5 5. X2 Firehose A
BE#EE,
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FEHP XU HREMEARIESIPXNWER, fltl , IRFAIPXERNEVHIE 3PNDEX , AR
E—1MEHAXREREE , 860 WiE — X f&m , BBLFHEFHE 180 NEFI P X, WK Firehose
TEFSXHNBFELAHBIENM | NiZy XEAMEAXPFITREZIRS , BRI LUERF LE,

HRFPICFKBIEFERM S3 sIRKRARNN S3 FIRITENHMEN , FEIB-IHIX. AENMEFHDTK
tR-MREFX, EEMEEITTE S3 iANENMNLICEBHERIZEPX,

—BEH KRB P X KN REISEEZ ) XETHEEFE Firehose AR - NEERAXBEHNR |,
RHEALMEIEEN Amazon S3 BIR. FRAXNRE , Z0 XKONEFXMD XA SRHEMER , HFMNEHD
Xit B BER,

— B9 FEREN D XNEHRK/INFHER |, Firehose MAFENBEFREBEENEIT RIEH, —B
" Firehose FHESN 2 X B EL T EBR 500 4 , Firehose AW ERIERMEBEZIETIEER S3
BIRTFHEMEIR (5830 ) o PartitionExceeded & A LAfEE A Amazon Data Firehose PRl £ B F L&
I NE B NAEN Firehose R Z ik 2500 NEKR S X, MREBFEEELHX , MALUGEES
Firehose it , F EX LRz B 2 EES 2 X,
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https://support.console.aws.amazon.com/support/home#/case/create?issueType=service-limit-increase&limitType=kinesis-firehose-limits
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£ Amazon Data Firehose A5 A BIELE R

EMIEF4E1E Amazon S3 2Bl , Amazon Data Firehose A LURF 3 A BRI AR XM JSON %y
Apache Parquet 5} Apache ORC, Parquet #l ORC 2HIRXEFEE R , 5 JSON ETENMEt &
AP EERAHEREEAER. MREEEEER JSON 2ANBAER , flIEE2RE (CSV) REH
XA, ML EER AWS Lambda fFH##% R JSON. BXEZER |, B5H HiRHUE.

BN E R0 R K12 Amazon Data Firehose ZBIR & T12% , U AT IR BIENER.

Amazon Data Firehose EEL R =N T EFREEBRICKEBIENES -

Deserializer

Amazon Data Firehose EEx B1T{LaF RESREUA A ZBIER JSON, & LUER LA TR FhE B Iz &8
171t 38,

MEFHZA JSON XEEHFIF —12FF , FEAREN A A AZEF JSON KX E R, JSON X1
BATRBREA.

Flgn | XREBBEA : {"a": 1}{"b": 1} ; XE&I=M@MA : [{"a":1}, {"a":2}]1.

» Apache Hive Json SerDe

* OpenX JSON SerDe

1%#E JSON R B 1T{LaER

SerDefN REM WA JSON AT ETEIE , F1%EFE OpenX JSON :

* yyyy-MM-dd'thh: mm: ss [.S] 'Z' , HF DK ZAEUE 9 L EF , 6
w, . 2017-02-07T15:13:01.39256Z

* yyyy-[M]JM-[d]d HH:mm:ss[.S] , EH/M&EZHE 9L, filfn : 2017-02-07 15:13:01.14,
« ¥, Bl Epoch X &R , 0 : 1518033528,

Z% , B Epoch X &k , Hi0 : 1518033528123,
« FR® , M Epoch #&X &R , Hlf0 : 1518033528.123,
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https://parquet.apache.org/
https://orc.apache.org/
https://cwiki.apache.org/confluence/display/Hive/LanguageManual+DDL#LanguageManualDDL-JSON
https://github.com/rcongiu/Hive-JSON-Serde
https://github.com/rcongiu/Hive-JSON-Serde
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OpenX JSON SerDe AJLUHAIR () BRATHE (). ©RALATER JSON @i 1Tk BIT{LENN
HE®RANPE, xR FES{LEEEN Amazon Data Firehose I2EHEITMNE ZE R |, ESHIT
Fr. XJson SerDe

MREAHEEEERMWNMNRFHIEE , FEMA OpenX JSON SerDe , BRIERBEEARA XM AR,

MRS EBERNESZ Y HEHEERTRE , EEH Apache Hiv e JSON, SerDeiiZIt#EHER/T |
A EEEFEANEREIEN. At , 15EE Joda-Time DateTimeFormat XN FERFEMWIR KB
E. BREZEER |, 53 DateTimeFormat,

BRI AERASHRE millis RFEMEIE (ZR , M Epoch BXRT ) o WREFIEEK
3\ , Amazon Data Firehose ¥ ERIAfEA java.sql.Timestamp: :valueOf,

Hive JSON SerDe A FHITUA T IRE -
s FIBFHAFNTR (L)

« RHN uniontype WFER,

- BB EARFREBEET JSON FNFRFENFER, Flm , MREHE (B ) , ™ JSON
={"a":"123"} , M| Hive SerDe &4 K%

Hive SerDe T4 [H#ER JSON BN FHFHE, Fla , MBEEE {"a": {"inner":1}} , EFELF
{"inner":1} MAEFFHE,

¥

Amazon Data Firehose & —MNEXKHAE AIBRZHIE. FH AWS Glue £ AWS Glue Data
CatalogH 8228, A5 , Amazon Data Firehose 25| AZEMHFEHEBBRENMALE. BTN
£ AR — 2 ¥KEE Amazon Data Firehose Mo #if k. BXEZEE , H5H (AWS Glue FFXE
f5r) HEY ‘B3 AWS Glue HIEB &7,

(® Note

#£ AWS Glue $iE B RP 81BN EMN SHARELWALE, 1, BRENIEETTA
BEENhRISENEY, MREERRE JSON | BRI TEK JSON BIRL M
STRUCT %3, &% mAfEA STRUCT XHALEHHE JSON HIEL | HHHAM,



https://docs.aws.amazon.com/firehose/latest/APIReference/API_OpenXJsonSerDe.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_OpenXJsonSerDe.html
https://cwiki.apache.org/confluence/display/Hive/LanguageManual+DDL#LanguageManualDDL-JSON
https://www.joda.org/joda-time/apidocs/org/joda/time/format/DateTimeFormat.html
https://docs.aws.amazon.com/glue/latest/dg/what-is-glue.html
https://docs.aws.amazon.com/glue/latest/dg/populate-data-catalog.html
https://docs.aws.amazon.com/glue/latest/dg/populate-data-catalog.html
https://docs.aws.amazon.com/athena/latest/ug/openx-json-serde.html#nested-json-serde-example
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/A Important

NFAREEADRBOBIERE | BTHAEHENSIERREIS 32 MBs.
WREH CHAR B VARCHAR IEEKE , Ml Firehose £ REM ABENIZIEE KEBMFH
B, MRREHEFFREK , WRRETE,

Serializer

Firehose BEEHRTLERHHRIBEBRIR N BRIXEFEER ( Parquet I ORC ) : BAILUEFR A TAMZE
B ETLEEZ —o

« 2 A SerDe
o BtLHiAR SerDe

L RITILR

RN RTSRIBRTENLEZER, ETHBERXFNFINLRETNESER |, 55H ORC
SerDe #l P arquet, SerDe

B g Fg iR

MBEFRICEERERR |, T ERT D EIE Firehose BFRRE N L E# OpenSearch fi%. IS
# Redshift 5 Splunk. /5 AKX G , Amazon S3 MEE A T Firehose FilIE— B B, T—
TN B am MR H A F Firehose AP #EB AL R KR, BXRNAFEARELLIRENERN T
5l CloudFormation , iEZAWS::DataFirehose:: DeliveryStream,

MEEH & B3 A IC K& kR

B LAE B E R EH Firehose MM ERFIA LS ABERXER, BEABERXRNERE , Amazon
S3 BB H A Firehose M TELEMME— B Mth, AL, BRAKRNEREN , REFEM Amazon
S3 E4E. B2 , Snappy EESEN B HRTEN —H 9 Bahi#T. EXTERT , Amazon
Data Firehose £ #9 Snappy HIf3E 5 Hadoop B, XEWKE , LA LAEH Snappy E
WHERHTE Athena P X ERIEIZITENR. B Hadoop FIAKHIHY Snappy BLERE |, S

% .java, BlockCompressorStream
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https://cwiki.apache.org/confluence/display/Hive/LanguageManual+ORC
https://cwiki.apache.org/confluence/display/Hive/Parquet
https://cwiki.apache.org/confluence/display/Hive/LanguageManual+ORC
https://cwiki.apache.org/confluence/display/Hive/Parquet
https://cwiki.apache.org/confluence/display/Hive/LanguageManual+ORC
https://cwiki.apache.org/confluence/display/Hive/Parquet
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-kinesisfirehose-deliverystream.html#aws-resource-kinesisfirehose-deliverystream--examples
https://github.com/apache/hadoop/blob/f67237cbe7bc48a1b9088e990800b37529f1db2a/hadoop-common-project/hadoop-common/src/main/java/org/apache/hadoop/io/compress/BlockCompressorStream.java
https://github.com/apache/hadoop/blob/f67237cbe7bc48a1b9088e990800b37529f1db2a/hadoop-common-project/hadoop-common/src/main/java/org/apache/hadoop/io/compress/BlockCompressorStream.java

Amazon Data Firehose FRARIER

EX AR Firehose /3 FABIEE S # iR

1. BFHITIF Amazon Data Firehose #2HI& , Wik, AWS BEIEIZH &https:/
console.aws.amazon.com/firehose/

2. EIFEEFFHH Firehose it , HIRR HiE . WIZFI A 012 Firehose it FHITZREIZEFHY Firehose

o

3. EHBRREFZEAT , FiEeRKAERIEENCEA,
4. EEFMENHEEN. BXXFMNETMNESFEE , 155 H Apache Parquet f Apache ORC,
5. 1&E—1 AWS Glue & , N ERFRICRKEERNE, REXE., BEE. RMRRE,

&I Firehose APl BYiIEFZIE R Fi

R YR8 1E Amazon Data Firehose SRV i ABIEHE M JSON ¥ 5 Parquet 5% ORC , 57
extendedS3 = Extended DestinationConfiguration S DataFormatConversionConfiguration3 A 5§ 7]
1% t#E, DestinationUpdate R EHEE DataFormatConversionConfiguration , NI&ER LA TBRH,

« 127 BufferingHints , 21R /8 AIEFE RN , MFEESizeInMBSHERE N /N T 64, I, IR
REAKRNER , WEIAMEN 5. ERARNERE , ZEFER 128,

+ {R&4FCompressionFormatE extendedS3 DestinationConfiguration 5 extendes3 HFi%k &
. DestinationUpdate UNCOMPRESSEDCompressionFormat HYERIA{E Y UNCOMPRESSED,
H it , B AT LAE ext en DestinationConfiguration dedS3 A EREB RN RIEE. RINVERT ,
BHERAEA Snappy EERENBITILEIREN —BoBRESR. FEXFERT , Amazon Data
Firehose EF /Y Snappy W& X5 Hadoop #B. XEWE , B LAEA Snappy E4
B 45 R HIE Athena PRTIXERIEIZITEIR. B> Hadoop FTAKHAY Snappy BRERER | 155
%] .java. BlockCompressorStreamZEii& #1T{LER0T , WA AR R HEMERNES,

SEEHERARERE IR

% Amazon Data Firehose ToiEfRT AR R IC AT ( Al , SBBERUTTEN ) , 2FIEZREA
Amazon S3 , B EHEIREI SR, WMRILE ALK , Amazon Data Firehose £ —EEis, , FATFE IE# —
SEH, WTFBREAMMIZE , Amazon Data Firehose £ FLLTERMEE A JSON 304 :

"attemptsMade": long,
"arrivalTimestamp": long,
"ErrorCode": string,
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https://console.aws.amazon.com/firehose/
https://console.aws.amazon.com/firehose/
https://parquet.apache.org/
https://orc.apache.org/
https://docs.aws.amazon.com/firehose/latest/APIReference/API_ExtendedS3DestinationUpdate.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_ExtendedS3DestinationConfiguration.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_DataFormatConversionConfiguration.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_ExtendedS3DestinationUpdate.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_ExtendedS3DestinationUpdate.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_DataFormatConversionConfiguration.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_BufferingHints.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_ExtendedS3DestinationConfiguration.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_ExtendedS3DestinationUpdate.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_ExtendedS3DestinationUpdate.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_ExtendedS3DestinationConfiguration.html
https://github.com/apache/hadoop/blob/f67237cbe7bc48a1b9088e990800b37529f1db2a/hadoop-common-project/hadoop-common/src/main/java/org/apache/hadoop/io/compress/BlockCompressorStream.java
https://github.com/apache/hadoop/blob/f67237cbe7bc48a1b9088e990800b37529f1db2a/hadoop-common-project/hadoop-common/src/main/java/org/apache/hadoop/io/compress/BlockCompressorStream.java

Amazon Data Firehose FRARIER

"ErrorMessage": string,
"attemptEndingTimestamp": long,
"rawData": string,
"sequenceNumber": string,
"subSequenceNumber": long,
"dataCatalogTable": {
"catalogId": string,
"databaseName": string,
"tableName": string,
"region": string,
"versionId": string,
"catalogArn": string
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FRARER

T #8 Amazon Data Firehose FRIZIB(E 5

L fR[@ Firehose EF R EHEN , HIELBHEREIMREEN B, TRUA T ETEBWHEZ

MBI

B PR iE

Amazon S3

Amazon Redshift

OpenSearch R
OpenSearch LIRS &5

Splunk

Details

33 F B Amazon S3 HIEkIE L % , Firehose 1R#E Firehose FiHI &+
BEEZEZMEALRR. AT, FiERIEN Amazon S3 X REH

B| Amazon S3., BRINER T |, Firehose HEZEIEN TR I 2 MR
o MREBEERRZFZEEANITORA , MALIEN T Firehose 2
HlEEEDS API S8 5 AL ThRER A MF T2 FERF. Firehose
Amazon S3 B i Z B EIEE B ER TLS ( HTTPS ) 1%,

7916 Amazon Redshift # {T¥#E(& i , Firehose B St &% ABIER
EiRENtEmE S3 FEN. A , Firehose 2% Amazon Redshift
COPY % , HEIEM S3 F i@ 2 Amazon Redshift FiiE &
5 Amazon Redshift Serverless T4, #{RIE Amazon Data
Firehose ¥ % /M& A 1B FKiE#E S| Amazon S3 FWRJG , AT LASF Amazon
S3 W REFHFEH Amazon Redshift E £ & H Amazon Redshift
Serverless T4, BXEZELR , 152 Amazon Redshift COPY
WEHEERSE

A T 18] OpenSearch &S5 # OpenSearch TIRS 254& M3k iR |
Amazon Data Firehose £1RIEEH Firehose Tk & M Bl &K & 1%
AWiIER, ABE , ELEK—/ OpenSearch fk%5 = OpenSearchc
RSB EIER , FZHRIEFES|FEH OpenSearch FRFEE
OpenSearch TTHRFEEE S, [ idxKA&IEZE| Amazon Data Firehose
280, BRIEREXA UTF-8 miBHEFE W E1T JSON XK, LAk, &4
JRF OpenSearch fRSE & M rest.action.multi.allow_exp
licit_index EBU&REN true (BRIN) , FTREFEANBRIEHE
RENEXRSIREZHEER, BXEZEE , ZH (Amazon
OpenSearch fRFF XK E1EME) T OpenSearch FRFELE & 1%
o

F 18 Splunk B 1TEHIEFEH , Amazon Data Firehose £IEZER L IEMN
Fh. MREEEHNBERFERI B (WIRTH) , BXNBETE
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https://docs.aws.amazon.com/firehose/latest/dev/create-destination.html#create-destination-s3
https://docs.aws.amazon.com/firehose/latest/dev/create-destination.html#create-destination-s3
https://docs.aws.amazon.com/firehose/latest/APIReference/API_Processor.html
https://docs.aws.amazon.com/redshift/latest/dg/copy-parameters-data-format.html
https://docs.aws.amazon.com/redshift/latest/dg/copy-parameters-data-format.html
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/es-createupdatedomains.html#es-createdomain-configure-advanced-options
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/es-createupdatedomains.html#es-createdomain-configure-advanced-options
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BB Details

ARXESRAF. BRR Splunk BLE N BITEMILLR D RAF. ERHE
WEl S3 HHIRFMNE (S3 B ) WBIEEFNESIE Splunk , HER
Splunk X E MY S RFIITIRF,

HTTP i = EOZXZFNE=FRFEAEAEN HTTP b [ 1T HIEE et
, WA LA E R ER K Amazon Lambda BRE 8122 — N &, FE AR
FERNERFEMFEXTHNERNCEABN, FRACERH
HTTP im R ERN BN E= A RFSREEE , THREXMINEZIHNIERE
XHNEZEER,

Snowflake N T FBIEE B E] Snowflake , Amazon Data Firehose & 7E 2B

ZrBIE—e , HEA Snowflake RN L 5 AP RERBUERR A
E| Snowflake, BRIANBER T , B HRFEB/ANICIIHFHE

R F| Snowflake &, EEHTIHEARASRE |, Firehose 2 &K H—1
CloudWatch #E%r , A TE 2/ HIERZE| Snowflake PTTE T HY AT
|8, Firehose HEIMXXFF LN JSON MEBERNIERERAH , HE
X JSON Hdh., FHARENHABTRAAREERL JSON WK ,
HERKXER  ZEETMAIMANNEIT, 5|5HELFH.

8| Firehose BRI BB BCHBBEERIE, BXEZER A KEZTIET.
ERiEXR

Amazon Data Firehose £/ at-least-oncel® L THIEE B, ERLBER T ( LUEBEEHE
i), MBRABIEEHERKZLET , Amazon Data Firehose WM EIRTRELASHRES., X&E
FTF Amazon Data Firehose X#FHIFTAE B WX E | {8 Amazon S3 B ##h. Apache Iceberg F
Snowflake B B9t BRI,

FH

- THEE AWS JK A X B Bl E R
o TR HTTP b S4E 5 18 SR W WE B ALSE
- REHRTEEEEK

« BiE Amazon S3 X R B FIE

« A OpenSearch [REEE R 5| 5 #

- HENREBFEER
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https://www.splunk.com/en_us/blog/tips-and-tricks/aws-technical-add-on-simplifying-error-data-re-ingestion.html
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T HEES AWS K P A3t X Y Bl = 150

Amazon Data Firehose Z31F#E AWS Ik [ HTTP KT S BfERBUE., SEBRENEFN
Firehose #ifll HTTP g ol LAB T~ ER/Y AWS K,

Amazon Data Firehose XX 5% AWS Xigi@ HTTP KixT 2 BfrEREdE. SLUEHEMN—IMNX
Y Firehose & EI S — 1 AWS AWS [X1Zi#Y HTTP KimT R IR LUFEIEM Firehose Fifk
A% AWS XK HTTP KinT S B4R , HlANESF HTTP in S MR ERFIEE Mtk | NEIE
HEREERE A MRSEE. EXEBERT , ZNEARAENHIANLZEEA. BXEZER | F

SRABREEN TEHPNEEELZHITD .

T HTTP 3 4% 5 18 SR A e S ALSE

Eff Amazon Data Firehose B INFHRBEERBBENL HTTP IR , XERKIMTIEZER , HERAE
£ Amazon Data Firehose &R MR #& N ZIEMB . AT 5+48 Amazon Data Firehose fRS5 &£ 2B
FEN HTTP iR M HTTP &R HE |, LA% Amazon Data Firehose BRE TR HTTP W 57 A9 4%
XM, £ Amazon Data Firehose fEEREIT 28 , HTTP if 2 A 3 £ #AV T E MM ER, Amazon
Data Firehose A& IE¥#& =AY M B2 40 9 1% 5 5 W o

BREK

BZEF URL 3%
B EERENED URL BRI —24% ., Amazon Data Firehose @B E X% , TEMB K. NX
¥ https B 45, URL BR&ITE/E 7B B HAE R A o

® Note
Bal, HTTP in QBB WX im0 443,

HTTP #r3k X-Amz-Firehose-Protocol-iR 4<

LAk A F IR ER/MBEXWRAER, BaitE—RAEARZ 1.0,
HTTP #53k- X-Amz-Firehose-Request-ID

AR ER —NTERR GUID , TR TRARMESHREMR, WRATEERNE , KRISINISHK
XAMRAWE , SERDMRMBER, EZR2RE—FERE , HX ID REFE,

THRES AWS K M X EEE R 103


https://aws.amazon.com/ec2/pricing/on-demand/#Data_Transfer
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HTTP #53k - Content-Type

Content-Type ¥rkHIEIRZL 7 application/json.
HTTP #53k - Content-Encoding

AILAEL & Firehose it , ERIZBERMEH GZIP E4EEX. BRALESRE , RBIREM
% , Content-Encoding ¥Rk ERFRE N gzip. MRAKBAESE , Ml Content-Encoding #53kH 58
£ FE,

HTTP %53k - Content-Length

REBRERXFEA,
HTTP #rk- X-Amz-Firehose-Source-Arn:

BLASCIl FREBEE X KR TM Firehose JiHY ARN, ARN X [XiF, AWS K/ ID MEE R HHTH
B, I arn:aws:firehose:us-east-1:123456789:deliverystream/testStream,

HTTP #r3k- X-Amz-Firehose-Access-Key

ARk T E APl ZHRREAMEU, EOIERERERRE , B UEREH API 4] ( X
BN T ) o Amazon Data Firehose f5 15 R Z2 A9 K/NBR# 8 4096 77, Amazon Data
Firehose T2Z R AL XNFERILER. RENZAFNEZFEFNTHARLNEF, B2, R
&£ A Secrets Manager RELEZ4A , N HALTIERIFERN JSON I RER : {"api_key":
"o "}

NEALUREEN , TTRERT JWT S5 ACCESS_KEY, MR RREELFREIL (WMAFEM
%) , WRHmMEFBRNENR S TEFANEN (JSONH CSV) —ﬁ_ﬁﬁﬁ:i/\lﬁl'ﬂ{n%ﬁqﬂo
MRRHEANB = FIR ﬂUTLXRTEtf?"—EEi&?T base-64 4#%3. Amazon Data Firehose F4&{& K
NEEER and/or miB , MREEHEFERARNS,

HTTP #r3k- X-Amz-Firehose-Common-& M

WARK G SBNMNERERPVLOREMY ( THIE ) ¥ and/or BERPHMEIER. TERIZE Firehose
R EZERE, EMNESHRBIEGUTESN JSON WK :

"$schema": http://json-schema.org/draft-07/schema#

properties:
commonAttributes:
type: object

BERER 104
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FRARER

minProperties: 0
maxProperties: 50
patternProperties:
"A {1,2563}%$":
type: string
minLength: @
maxLength: 1024

AT

"commonAttributes": {
"deployment -context": "pre-prod-gamma",
"device-types": ""

IEX - RRK/ND

RAEXKNHEEE , EHEEI&AAE 64MiB.
IEX - 4

EXas—/ JSON X4 | EXHEHLT JSON 213 ( A YAML HE ) :

"$schema": http://json-schema.org/draft-07/schema#

title: FirehoseCustomHttpsEndpointRequest
description: >
The request body that the Firehose service sends to
custom HTTPS endpoints.
type: object
properties:
requestId:
description: >
Same as the value in the X-Amz-Firehose-Request-Id header,
duplicated here for convenience.
type: string
timestamp:
description: >
The timestamp (milliseconds since epoch) at which the Firehose
server generated this request.

ERERX
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type: integer
records:
description: >
The actual records of the Firehose stream, carrying
the customer data.
type: array
minItems: 1
maxItems: 10000
items:
type: object
properties:
data:
description: >
The data of this record, in Base64. Note that empty
records are permitted in Firehose. The maximum allowed
size of the data, before Base64 encoding, is 1024000
bytes; the maximum length of this field is therefore
1365336 chars.
type: string
minLength: @
maxLength: 1365336

required:
- requestId
- records

AT

"requestId": "ed4acda5-034f-9f42-bbal-f29aea6d7d8f",
"timestamp": 1578090901599
"records": [

{
"data": "aGVsbG8="
b
{
"data": "aGVsbG8gd29ybGQ="
}
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I 7 4% =X,
AR ERIAITRH

RN RFARFELLTER | Firehose FRE 25 EM A T IEXH 500 RS,
KSR

HTTP RSB LIMIE 2XX, 4XX 2 5XX SEE A,

Amazon Data Firehose RSB ER/EEM ( XX RARTE ) » REMWMATE 200 F 4 A K I

FioR&WE HTTP/EP, MR 413 (BEXD ) BMAKAELK , HHIBZRHRXFTLEIEZDE
XFEEE (NREEE ). MEEMINABEOEANTERNER , AZIBENENERER

BRI R,

Rk - ARRE

ME— A EZHAREEZ application/json,
HTTP #53k - Content-Encoding

T8 A Content-Encoding. 1IEXMAMRKRERIRS,
HTTP #53k - Content-Length

MRMBEEX , MH4MAE Content-Length #5k,
EX - &RAKND

M B 1F SXHY KN AN FEF 1MiB,

"$schema": http://json-schema.org/draft-07/schema#
title: FirehoseCustomHttpsEndpointResponse

description: >
The response body that the Firehose service sends to
custom HTTPS endpoints.
type: object
properties:
requestId:
description: >
Must match the requestId in the request.
type: string
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timestamp:
description: >
The timestamp (milliseconds since epoch) at which the
server processed this request.
type: integer

errorMessage:
description: >
For failed requests, a message explaining the failure.
If a request fails after exhausting all retries, the last
Instance of the error message is copied to error output
S3 bucket if configured.
type: string
minLength: @
maxLength: 8192
required:
- requestId
- timestamp

AT

Failure Case (HTTP Response Code 4xx or 5xx)

{
"requestId": "ed4acda5-034f-9f42-bbal-f29aeabd7d8f",
"timestamp": "1578090903599",
"errorMessage": "Unable to deliver records due to unknown error."

}

Success case (HTTP Response Code 200)

{
"requestId": "ed4acda5-034f-9f42-bbal-f29aeabd7d8f",
"timestamp": 1578090903599

}

HERIF RIAL B

ERBEHEIRERT , Amazon Data Firehose fRF2E 2 ERIEHERE LEH = A ME —#tid
Fo ERMFEABBIREN (15%) WAIHBEHERE (18 ) #TRE , MENEXEXHBEATER
A3 (initial-backoff-time * ( &K (2) A retry_count ) ) HITIRE . EIEATIE A& K8 FEFR &5
2 o8, Bl EE n RER , EIRAEN = M MAX(120, 22n) * random(0.85, 1.15),
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J:‘EEF'?"*E’\J*%Z—I é?ii“’“ﬂﬁ BXREVPERRBRELHEANBMNGRE®RTE, FARE
B, RBMEED 27 Fi AWS rehose X4,

EHENSREIRS , FIXIERKNIFRIZS and/or BFRATRESBIEEH S Firehose FELE M

KEZAt, Amazon Data Firehose RFSROEERXFFEAMERBHNIER ID, HKRE—WINEETAHT

HTTP i R RSESHTESHIERR. MREATFHNRENBEEDHREZMEIER (BT Firehose FREL
E ) , WAUREREEEFNZMHIERERMIERFER.

ANt
CWLog KR &R =l

"requestId": "ed4acda5-034f-9f42-bbal-f29aea6d7d8f",

"timestamp": 1578090901599,

"records": [

{

"data": {
"messageType": "DATA_MESSAGE",
"owner": "123456789012",
"logGroup": "log_group_name",
"logStream": "log_stream_name",
"subscriptionFilters": [
"subscription_filter_name"

1,
"logEvents": [

{
"id": "0123456789012345678901234567890123456789012345",

"timestamp": 1510109208016,
"message": "log message 1"

"id": "@123456789012345678901234567890123456789012345",
"timestamp": 1510109208017,
"message": "log message 2"
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R0 3B BAEAR Ton 5k W
1 Amazon Data Firehose B #itb#HE B © B9 B IB 1% i 2k AL BB FRAE

1£i& & Firehose 7t , X FiFZ B M ( Hla OpenSearch Splunk #l HTTP KixT & ) , BEAE
BE— S3FMNE , ATEORERFHEIE. B Firehose /&M KM IAR B HRIENEZE

B BESRLTHEXENiEs, BXARFI S3 FHBWIHRINRAZ L L ERNBIENE
ZER , BHSRE T Firehose 18] Amazon S3 B # PR, ¥ Firehose ( a ) o & HIEE B ER
BEi , HEH (b)) TEBBEEAERAMNEZN S3 FMMEN , ERLAEEREH , BEEIKET
DfEmE BNt EAZS S LE,

Amazon S3

E S3 FEmHNBEAM AR TREERRAMAR, N, FEBAESFREFE. Amazon Data
Firehose &BH IAM BEAIRETNIA M FHEME. MERERELUSEH, EHEBERT , Amazon Data
Firehose &7 24 PITRNFLER , BEEEHI K. Amazon Data Firehose B & KEIEFMEATE 7 24
NEY. BNREBIES W ABEL 24 /MET , BIEFEX,

RRMBIEE S3 FHRBARSHTEHPRERRMAN , flu

- FRBTBEE.

« Amazon Data Firehose #8{E# IAM A& T ETH R FM# .
- RLEE,

 S3 4R , fln HTTP 500s sk Hfth API &,

EiXEERT , Amazon Data Firehose S E = it& 4 :

+ DirectPut KR : EidHREKAIFEE 24 DA,
« Kinesis Data Streams 5 Amazon MSK kR : EiR4TRPFETE , EAEFARATRPFENHNRE
REE,

HEE Lambda &4 E 5 parquet ##2 LM AT , Amazon Data Firehose F &R kMK idF& T S3 48

REER. HtAMBEANSBEFEENZREHE S3, BEERFREHNIE, 3 Firehose B IIFid
FERE SN, BB SSNRXH ; EWMAIEFAMVBERT , e8I EH=HLE ,

FERARIIGENICREHE— S3 N RXHF.
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https://docs.aws.amazon.com/firehose/latest/dev/controlling-access.html#using-iam-s3
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Amazon Redshift

¥F Amazon Redshift B #9ith , A AFE |2 Firehose FRATIEE EidFLLatA ( 0-7200 # )

FHIEE B E] Amazon Redshift B &£ & 5 Amazon Redshift Serverless T/E4ART |, ATRES R AT
NNRREAMmAM, B0, Firehose MERBRETERH, SHRNTHFAEELEFIMNERE, ELEX
5% T , Amazon Data Firehose REEENFLMNBIAER , HHTFERIRH Amazon S3 X R,
BEHNROEELQLBTRE NN EREEN S3 MMM errors/ XHRA |, BAILAFIAHZ
BREXHHITFEE, BXRIMAERAEEXHF COPY BIENEE , BSREABEEERIEX
.

Amazon OpenSearch fRS5 ] OpenSearch k5585

X F OpenSearch B H OpenSearch ToARSS 28 B4R , A LATE Firehose E#EBIZHIRIIEEE XL
B (0—7200 # ) o

HTZER , @& OpenSearch IR E B 5 OpenSearch TIRE[/ESEZMBIETREL KK,
a0 | &K Firehose i AT RE1ZIE 45 1% MY OpenSearch IREE B S OpenSearch TIREFESBE.
OpenSearch IEFE 4 B RS E 8 OpenSearch RERFBES. MEHRERRLUEH, FLHEBER
T , Amazon Data Firehose 2B ENFEM BN ER , HRIHFENRSIER, I XE1EH
BB S3 1FfE @MY AmazonOpenSearchService_failed/ X#XRA , o URAEHTFHE
15,

X F OpenSearch RS , BN XEEEELLT JSON K3 :

{
"attemptsMade": "(number of index requests attempted)",
"arrivalTimestamp": "(the time when the document was received by Firehose)",
"errorCode": "(http error code returned by OpenSearch Service)",
"errorMessage": "(error message returned by OpenSearch Service)",
"attemptEndingTimestamp": "(the time when Firehose stopped attempting index

request)",

"esDocumentId": "(intended OpenSearch Service document ID)",
"esIndexName": "(intended OpenSearch Service index name)",
"esTypeName": "(intended OpenSearch Service type name)",
"rawData": "(base64-encoded document data)"

}

¥tF OpenSearch THREEF , BN EEEALLT JSON X
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https://docs.aws.amazon.com/redshift/latest/dg/loading-data-files-using-manifest.html
https://docs.aws.amazon.com/redshift/latest/dg/loading-data-files-using-manifest.html
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{

"attemptsMade": "(number of index requests attempted)",
"arrivalTimestamp": "(the time when the document was received by Firehose)",
"errorCode": "(http error code returned by OpenSearch Serverless)",
"errorMessage": "(error message returned by OpenSearch Serverless)",
"attemptEndingTimestamp": "(the time when Firehose stopped attempting index
request)",
"osDocumentId": "(intended OpenSearch Serverless document ID)",
"osIndexName": "(intended OpenSearch Serverless index name)",
"rawData": "(base64-encoded document data)"
}
Splunk

% Amazon Data Firehose 8 Splunk &ZJEZIER , 2%4F Splunk AN, MREINHB R AKREHEHIAE
FTEAFR UL EHIA , Amazon Data Firehose B s B F4 A H 1T HER. ©SRETHER , BEFEHAEF
gafE B E NI, FiXFErtRZEHE , Amazon Data Firehose fHX fER I A BIBE R AW |, HF
BIEZ 9 F Amazon S3 .

)X Amazon Data Firehose [ Splunk ZIAZEN , TR EXRZRERER , BoLEFHBHHEIAE
T #ER. RS , F1F Splunk BHAIA, BIEERIFEREI2Y , Amazon Data Firehose {115
A, ERIWEEIAREIAER, WRBEIAER , Amazon Data Firehose 2SR EBEIXITHEEREEE R
REtiE, MRERRNE , CHBAEAHEEZEE , BEEWIBIASBEE R EEEH,

ABEEIAFATR U HIAVME— —RBFEARE R, AXREMRENBEERERNES , F5H
Splunk HiEERE IR, MRERFENEAT 0, HAKFEERERFLMREREE,

THER - MEIRIEFETRO,

"attemptsMade": 0,

"arrivalTimestamp": 1506035354675,

"errorCode": "Splunk.AckTimeout",

"errorMessage": "Did not receive an acknowledgement from HEC before the HEC
acknowledgement timeout expired. Despite the acknowledgement timeout, it's possible
the data was indexed successfully in Splunk. Amazon Data Firehose backs up in Amazon
S3 data for which the acknowledgement timeout expired.",

"attemptEndingTimestamp": 13626284715507,

"rawData":
"MiAyNTE2MjAyNzIyMDkgZW5pLTA1ZjMyMmQ1IDIx0C45Mi4x0DguMjE@IDE3Mi4xNisxLjE2NyAyNTIzMyAXNDMzIDYgN

"EventId": "49577193928114147339600778471082492393164139877200035842.0"

Splunk 112


https://docs.aws.amazon.com/firehose/latest/dev/monitoring-with-cloudwatch-logs.html#monitoring-splunk-errors
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}

HTTP ¥% < B 5

2 Amazon Data Firehose 8 HTTP i & B it R IABIER , 2SEFREBZE WL, MR EINE
IR ER AR TE NG B AR A HAFR UL BN B2 , Amazon Data Firehose f% /8 3 Eif {54018 11 3188, ©NTHE

R, BEEERSEEEER I, FEidiFEtEEIEE , Amazon Data Firehose X 15 #1 1 8 #E

fERRM , FHHBIEZ D E Amazon S3 FiEM,

)X Amazon Data Firehose [ HTTP s R B it ZIEHIEN , TR RBXRZHERER , HLEWHS
SRR ITEER. A , EEKRB HTTP R Bisi R, BIEEiIRFL R 23 , Amazon Data
Firchose &5 , B2 EI MR, MERMEAER , Amazon Data Firehose 2K EE
RITHBEBREEFRRTE, MREERE , cBXERAEEZRE , BEWIWNRBEERNAD
pug-ie

RKBERIH T RME—ATRRAENBFEEEERRE, AXAEMRENBELAERNEES | E5H
HTTP i SEFEL B SR,

THR-MERIEFERA

"attemptsMade":5,

"arrivalTimestamp":1594265943615,
"errorCode":"HttpEndpoint.DestinationException",

"errorMessage":"Received the following response from the endpoint destination.
{"requestId": "109777ac-8f9b-4082-8e8d-b4f12b5fcl7b", "timestamp": 1594266081268,
"errorMessage": "Unauthorized"}",

"attemptEndingTimestamp" :1594266081318,

"rawData":"c2FtcGx1IHJhdyBkYXRh",

"subsequenceNumber":0,
"datald":"49607357361271740811418664280693044274821622880012337186.0"

Snowflake

*F Snowflake B #9it: , £ 8% Firehose bt , RO LAIEE Al kM B i IS 4ERTIE] ( 0-7200 % ) . E
RIFLERT R ERIAER 60 ¥,

[0 Snowflake REMBIFETEES LN , FERERZ |, Hl Snowflake B VELE R IEH, Snowflake
i, WERES, ERFEBTERATAUTERNEIR, Fl0 , MR Snowflake B R XA ERDEFIE
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—BITE4E T I8/ JSON BRIAE , N Firehose T2 HBRAETEH. R , E2NFEREN
S3 fRix PR JSON B AR EEM S BN HARBLIEZ 1D,

B  MRATACR, XRIBFEEEZMSFEHAY , U Firehose TRERFFHIEBE ALK S3
iR, ERFEEMUER TR Snowflake BREZHEIE, G MEREES BN AMK, FEHEER

T , Firehose 2 EEENFENBNER , AEENEIMEHE S3. XM IEFFELHEE snowflake-
failed/ XX | A LUERZXHXBITF I EIE,

LT Ri&EmE S3 MERIZER JSON Kbl

"attemptsMade": 3,

"arrivalTimestamp": 1594265943615,

"errorCode": "Snowflake.InvalidColumns",

"errorMessage": "Snowpipe Streaming does not support columns of type AUTOINCREMENT,
IDENTITY, GEO, or columns with a default value or collation",

"attemptEndingTimestamp": 1712937865543,

"rawData": "c2FtcGx1IHJhdyBkYXRh"

Fti& Amazon S3 X R EZBHIER

% Firehose @ Amazon S3 fZRIBIERt , S3 N RBHAMEBREIU TR <evaluated prefix><suffix> ,
HAPERMWER N <Firehose stream name>-<Firehose stream version>-<year>-<month>-<day>-
<hour>-<minute>-<second>-<uuid><file extension> <Firehose stream version> , JA 1 7k |, H# 1T
—)R Firehose 7B B E X FIEHN 1, EALLE K Firehose FRELE ( Hl70 , S3 FHEBEEH, iR
R EBURME ) . BALEA Firehose # %I &8 UpdateDestinationAP| #24ERKI L B HY.

¥t F <evaluated prefix> , Firehose FE4& =, YYYY/MM/dd/HH #7307 BRIABI BT B BT8R ML BTRIETE
RPN E—NBEBEREN , HF , 8MNERML (/) BEZEREWFRE—NER, BAEY
EEOEEETHHENRAIINBEE SR REULLEE, BXINAEEBENIENER , HSH

Custom Prefixes for Amazon Simple Storage Service Objects,

RIABERT , REENERNRXR UTC , BRI EHERANRENNX, Fl , ZFEH B A5G
HERTEE UTC |, BRI BUE APl S 3% CustomTimeZone () AWS EE 24| & & Asia/Tokyo fFT
XEEN. UTHREE Firehose 7 S3 IR EE X TN X,

TEFHRX
LA 2 Firehose 1 S3 Bl & EL & X iFHI AT X 5K,
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https://docs.aws.amazon.com/firehose/latest/APIReference/API_UpdateDestination.html
https://docs.aws.amazon.com/firehose/latest/dev/s3-prefixes.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_ExtendedS3DestinationConfiguration.html
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Africa

Africa/Abidjan
Africa/Accra
Africa/Addis_Ababa
Africa/Algiers
Africa/Asmera
Africa/Bangui
Africa/Banjul
Africa/Bissau
Africa/Blantyre
Africa/Bujumbura
Africa/Cairo
Africa/Casablanca
Africa/Conakzry
Africa/Dakar
Africa/Dar_es_Salaam
Africa/Djibouti
Africa/Douala
Africa/Freetown
Africa/Gaborone
Africa/Harare
Africa/Johannesburg
Africa/Kampala
Africa/Khartoum
Africa/Kigali
Africa/Kinshasa
Africa/Lagos
Africa/Libreville
Africa/Lome
Africa/Luanda
Africa/Lubumbashi
Africa/Lusaka
Africa/Malabo
Africa/Maputo
Africa/Maseru
Africa/Mbabane
Africa/Mogadishu
Africa/Monrovia
Africa/Nairobi
Africa/Ndjamena
Africa/Niamey
Africa/Nouakchott
Africa/Ouagadougou
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Africa/Porto-Novo
Africa/Sao_Tome
Africa/Timbuktu
Africa/Tripoli
Africa/Tunis
Africa/Windhoek

America

America/Adak
America/Anchorage
America/Anguilla
America/Antigua
America/Aruba
America/Asuncion
America/Barbados
America/Belize
America/Bogota
America/Buenos_Aires
America/Caracas
America/Cayenne
America/Cayman
America/Chicago
America/Costa_Rica
America/Cuiaba
America/Curacao
America/Dawson_Creek
America/Denver
America/Dominica
America/Edmonton
America/El_Salvador
America/Fortaleza
America/Godthab
America/Grand_Turk
America/Grenada
America/Guadeloupe
America/Guatemala
America/Guayaquil
America/Guyana
America/Halifax
America/Havana
America/Indianapolis
America/Jamaica
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America/La_Paz
America/Lima
America/Los_Angeles
America/Managua
America/Manaus
America/Martinique
America/Mazatlan
America/Mexico_City
America/Miquelon
America/Montevideo
America/Montreal
America/Montserrat
America/Nassau
America/New_York
America/Noronha
America/Panama
America/Paramaribo
America/Phoenix
America/Port_of_Spain
America/Port-au-Prince
America/Porto_Acre
America/Puerto_Rico
America/Regina
America/Rio_Branco
America/Santiago
America/Santo_Domingo
America/Sao_Paulo
America/Scoresbysund
America/St_Johns
America/St_Kitts
America/St_Lucia
America/St_Thomas
America/St_Vincent
America/Tegucigalpa
America/Thule
America/Tijuana
America/Tortola
America/Vancouver
America/Winnipeg

Antarctica

Antarctica/Casey
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Antarctica/DumontDUrville
Antarctica/Mawson
Antarctica/McMurdo
Antarctica/Palmer

Asia

Asia/Aden
Asia/Almaty
Asia/Amman
Asia/Anadyr
Asia/Aqgtau
Asia/Agtobe
Asia/Ashgabat
Asia/Ashkhabad
Asia/Baghdad
Asia/Bahrain
Asia/Baku
Asia/Bangkok
Asia/Beirut
Asia/Bishkek
Asia/Brunei
Asia/Calcutta
Asia/Colombo
Asia/Dacca
Asia/Damascus
Asia/Dhaka
Asia/Dubai
Asia/Dushanbe
Asia/Hong_Kong
Asia/Irkutsk
Asia/Jakarta
Asia/Jayapura
Asia/Jerusalem
Asia/Kabul
Asia/Kamchatka
Asia/Karachi
Asia/Katmandu
Asia/Krasnoyarsk
Asia/Kuala_Lumpur
Asia/Kuwait
Asia/Macao
Asia/Magadan
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Asia/Manila
Asia/Muscat
Asia/Nicosia
Asia/Novosibirsk
Asia/Phnom_Penh
Asia/Pyongyang
Asia/Qatar
Asia/Rangoon
Asia/Riyadh
Asia/Saigon
Asia/Seoul
Asia/Shanghai
Asia/Singapore
Asia/Taipei
Asia/Tashkent
Asia/Tbilisi
Asia/Tehran
Asia/Thimbu
Asia/Thimphu
Asia/Tokyo
Asia/Ujung_Pandang
Asia/Ulaanbaatar
Asia/Ulan_Bator
Asia/Vientiane
Asia/Vladivostok
Asia/Yakutsk
Asia/Yekaterinburg
Asia/Yerevan

Atlantic

Atlantic/Azores
Atlantic/Bermuda
Atlantic/Canary
Atlantic/Cape_Verde
Atlantic/Faeroe
Atlantic/Jan_Mayen
Atlantic/Reykjavik
Atlantic/South_Georgia
Atlantic/St_Helena
Atlantic/Stanley
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Australia

Australia/Adelaide
Australia/Brisbane

Australia/Broken_Hill

Australia/Darwin
Australia/Hobart
Australia/Lord_Howe
Australia/Perth
Australia/Sydney

Europe

Europe/Amsterdam
Europe/Andorra
Europe/Athens
Europe/Belgrade
Europe/Berlin
Europe/Brussels
Europe/Bucharest
Europe/Budapest
Europe/Chisinau
Europe/Copenhagen
Europe/Dublin
Europe/Gibraltar
Europe/Helsinki
Europe/Istanbul
Europe/Kaliningrad
Europe/Kiev
Europe/Lisbon
Europe/London
Europe/Luxembourg
Europe/Madrid
Europe/Malta
Europe/Minsk
Europe/Monaco
Europe/Moscow
Europe/0Oslo
Europe/Paris
Europe/Prague
Europe/Riga
Europe/Rome
Europe/Samara

Bt & Amazon S3 W R B FHE
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Europe/Simferopol
Europe/Sofia
Europe/Stockholm
Europe/Tallinn
Europe/Tirane
Europe/Vaduz
Europe/Vienna
Europe/Vilnius
Europe/Warsaw
Europe/Zurich

Indian

Indian/Antananarivo
Indian/Chagos
Indian/Christmas
Indian/Cocos
Indian/Comoro
Indian/Kerguelen
Indian/Mahe
Indian/Maldives
Indian/Mauritius
Indian/Mayotte
Indian/Reunion

Pacific

Pacific/Apia
Pacific/Auckland
Pacific/Chatham
Pacific/Easter
Pacific/Efate
Pacific/Enderbury
Pacific/Fakaofo
Pacific/Fiji
Pacific/Funafuti
Pacific/Galapagos
Pacific/Gambier
Pacific/Guadalcanal
Pacific/Guam
Pacific/Honolulu
Pacific/Kiritimati
Pacific/Kosrae
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Pacific/Majuro
Pacific/Marquesas
Pacific/Nauru
Pacific/Niue
Pacific/Norfolk
Pacific/Noumea
Pacific/Pago_Pago
Pacific/Palau
Pacific/Pitcairn
Pacific/Ponape
Pacific/Port_Moresby
Pacific/Rarotonga
Pacific/Saipan
Pacific/Tahiti
Pacific/Tarawa
Pacific/Tongatapu
Pacific/Truk
Pacific/Wake
Pacific/Wallis

BR <file extension> 24\ , BREENERFE, BRABEEXNKRGESRN |, Firehose [FiRIEE & K
sy B&. T&RIHEA T Firehose MMM ERIASHT B S :

BE XU RA
BIER IR - Parquet .parquet

BIEHER . ORC .orc
E4 : Gzip 9z
E4 : Zip .Zip
E4 : Snappy .shappy

E48 : Hadoop-Snappy -hsnappy

&R T LAE Firehose #£HI 85 API REEERFNXHT BE. XA BRBELFAUGR (.) Tk, #AE
AEEATHNFR : 0-9a-z-_*(). XHT REFEEY 128 MR,
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® Note
EEXH#Y BEE , ©REE Firehose ZEARERXNERIER/RMARINXHT BE.

7 & Amazon S3 X RI B E N EIR

& #E] Amazon S3 HIF RIEE <evaluated prefix><suffix> B EFIE N, BAUIEETEEETIBLT
RENREANWBEENLTR. BEENEBENTRFTESZNERIAGNR yyyy/MM/dd/HH,

BU L EBEN SRR EAUTERANKIER : | {(namespace:value} , H# namespace ATLLR LA
THERAZ— , A& PR,

« firehose

* timestamp

* partitionKeyFromQuery

* partitionKeyFromLambda

MRBBARLLER |, MTE Amazon S3 FREBPRETHAXHER, BEXEZEER , HSH (LI HHK
#& FirehoseDeveloperig®) FH# Amazon S3 X REB M.

timestamp @& Z=H

W B RN A RERBE R Java DateTimeFormatter FFRNFHH, Hli0 , T 2018 £ , Rk
X | {timestamp:yyyy} HitBELER R 2018,

FEitErtE& et |, Firehose FEAFIE A Amazon S3 WP SLEN K EIZEN AT KR AB.

HINMERT , NEER UTC iE, B2 , BALUEERFHN X, Fla , mREBER B A iRE
BMAR UTC , NIATLATE AWS BEIERE|A 5 APl SERE (CustomTimeZone) AN XEE RN
Asia/Tokyo EEFXFHRX &K , i5Z Amazon S3 Object Name Format,

MBEBER—FIRREXNPZXRER timestamp TR ZEE , MEBNRFVIHTELERNE —ZA,
firehose & ZE[H]

A LU AMNMER Tt B ZE : error-output-type M random-stringe FRNAETEHMERS
Eo
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https://docs.aws.amazon.com/firehose/latest/dev/record-format-conversion.html
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https://docs.oracle.com/javase/8/docs/api/java/time/format/DateTimeFormatter.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_ExtendedS3DestinationConfiguration.html
https://docs.aws.amazon.com/firehose/latest/dev/basic-deliver.html#s3-object-name
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FRNRENFRF
o MREER
—REAPZR
£/ , g
KBIMITELER
A= HREEAL
FRH,

s A
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result=!{
firehose:
error-out
put-type}
/1 {timest
amp:yyyy/
MM/dd}

myPrefix/
I {firehos
e:random-
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i R
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result=pr
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xR

Z error-out
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L3 B L TN fan i R A xR

E , kiREAR
+5 4B

partitionKeyFromLambda ] partitionKeyFromQuery @5 %= g

WFHISDX , BURE S3 FHEBIBRPFEAUTRIAXER : | {namespace:value} , H

Fan & Z2 (8] —IJ«XE partitionKeyFromQuery = partitionKeyFromLambda , tB AT LARH

E, MRFANBKBEMABRBIENEXE , WXRNIEE— S3 FHEBERE , ZERNUT
BRXEENRERXNAR : "partitionKeyFromQuery:keyID", R A AWS Lambda &
BHNBEBELRIXE  NAMIEE— S3 FHBRE , ZEHRHATEREENREXA

FX : "partitionKeyFromLambda:keyID", BXEZ{EER , i Creating an Amazon Firehose
stream I #Y“Choose Amazon S3 for Your Destination”

B AN
LLTFHNSERTF Prefix M ErrorOutputPrefix RiER,

o WF timestamp WRZEME , FiIHERBEELESIFTANTAER, BAENR  FRFEAZELEE
FERPFERA S| SHITEXNEAERE,

- MREENIETFESERABAEMEZEKRIEN , I Firehose 2fFZRIER ! {timestamp:yyyy/
MM/dd/HH/} BiNZE Prefix FERHPHE,

« F5 1 { REEHIMTE | {namespace:value} RiXEXH,

« XY Prefix RBEMEMERIERXA , ErrorOutputPrefix FRERZE, HEXMIERT , Prefix
WItELE RN <specified-prefix>yyyy/MM/DDD/HH/ , ExrorOutputPrefix itELERNR
<specified-prefix><error-output-type>yyyy/MM/DDD/HH/, DDD RI—FHMHERXK,

« WREN ErrorOutputPrefix BE—NRERX , WEXRMTEELD —A | {firehose:error-
output-typel} £,

« Prefix It£8%& ! {firehose:error-output-typel,
« Prefix # ErrorOutputPrefix HitEEH TR 512 MER,
- MRBFFER Amazon Redshift , l Prefix FeEBERENH B ErrorOutputPrefix H4H

go

T o

- IR B #R= Amazon S OpenSearch ervice = Splunk , {BRErrorOutputPrefixigEE(A
{8 , Firehose 2 APrefixZFERIZFRMHidF,
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- HBR#RZER Amazon S3 B , Amazon S3 BFrELEH M Prefix M ErrorOutputPrefix
FABATRIMERMAKIZFE, WREEHA AWS CLI = AP, A A
ExtendedS3DestinationConfiguration IEEEBHCEM Prefix M ErrorOutputPrefix
#9 Amazon S3 &R EE.

- HIBMER AWS EEEH A HFB#REERN Amazon S3 B, Firehose fF4 5l A B #rEL
BErrorOutputPrefixHHIPrefixfKIEFHAIIIEFMAMKIZRK, MRFAREINIEENR ,
IS EEIRAILR , B8 | {firehose:error-output-typels

- Z{RExtendedS3DestinationConfiguration& AWS CLI. API 2% CloudFormation ( %0
RIZEEET ) —FEARS3BackupConfiguration , Firechose T&REERIA
&, ErrorOutputPrefix

« 817 ErrorOutputPrefix &iApartitionKeyFromQuery =it REEE
FpartitionKeyFromLambdaFf @& ZEiE,

TS

Prefix Al ExrrorOutputPrefix R4l

Input TTEMFIZ [2018 £8 A 27 HEHF
10:30 ( UTC )]

Prefix : KRIEE Prefix: 2018/08/27/10

ErrorOutputPrefix :myFirehos ErrorOutputPrefix :myFirehos

eFailures/!{firehose:error- eFailures/processing-failed/

output-typel}/

Prefix: !{timestamp:yyyy/MM/dd} BMATH . Y Prefix @8RER

] o B , ErrorOutputPrefix TRERNZE
ErrorOutputPrefix : FRIEE

Prefix: myFirehose/DeliveredYear=! Prefix: myFirehose/Deliver
{timestamp:yyyy}/anyMonth/ra edYear=2018/anyMonth/rand=5
nd=!{firehose:random-string} abf82daaab

ErrorOutputPrefix :myFirehos ErrorOutputPrefix :myFirehos
eFailures/!{firehose:error- eFailures/processing-failed
output-typel}/!{timestamp:yyyy}/ /2018/anyMonth/10

anyMonth/!{timestamp:dd}
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FRARER

Input

Prefix: myPrefix/year=!{ti
mestamp:yyyyl}/month=!{times
tamp:MM}/day=!{timestamp:dd}/
hour=!{timestamp:HH}/

ErrorOutputPrefix :myErrorPrefix/
year=!{timestamp:yyyy}/month=!
{timestamp:MM}/day=!{timesta
mp:dd}/hour=!{timestamp:HH}/!
{firehose:error-output-type}

Prefix: myFirehosePrefix/

ErrorOutputPrefix : KR¥EE

A OpenSearch RSB E R 5| %R

TERETE 2018 £8 B 27 BLEAF
10:30 (UTC) ]

Prefix: myPrefix/year=2018/
month=07/day=06/hour=23/

ErrorOutputPrefix :myErrorPrefix/
year=2018/month=07/day=06/hour=
23/processing-failed

Prefix: myFirehosePrefix/2
018/08/27/

ErrorOutputPrefix :myFirehos
ePrefix/processing-failed/2
018/08/27/

¥} F OpenSearch fRE B#r , B LMU T ENEI 2 — R IEEE TREIMN RS iRiE
I : NoRotation, OneHour, OneDayOneWeek, zOneMonth,

RIFLIERIZFVEHIRIEDT , Amazon Data Firehose £ UTC ZIiART BB H — 202 M B B8 ER R 5|
B HMEMNMFRM A ETEIE. AT RHEIERT S OpenSearch ervice FEANER 5| 3R IET 4 B
MWRS|IBH , EPEENRSIBFAmyindex , BEREE N 2016-02-25T13:00:00Z,

RotationPeriod IndexName
NoRotation myindex
OneHour

OneDay

myindex-2016-02-25-13

myindex-2016-02-25

9 OpenSearch BRELE 3 5| 5
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RotationPeriod IndexName

OneWeek myindex-2016-w08
OneMonth myindex-2016-02
(® Note

5/ OneWeek &I AY |, Data Firehose X <YEAR>-w<WEEK NUMBER> #&3X, ( 0
2020-w33 ) BahRIERE , HPEAHREFER UTC EHBFEUATEZERFIITERD -

- —ENEHBTFH

- — FENE-BAREX—SFHEEEHANE—H

FEMIRE BPEL

RIE Firehose /G , MKRFH I AHFERFEAMEENE. NREZRERLHAATHNER
(Bl FEitREFRERR )  SURFEENEFHREER , AEERVERRTANRE.,

/A Important
SEERTRE ZEENRERS , E#MERZE , ERXFIRIBFIEFRHERHE] Amazon S3
PHREIRTFERE  MERREKEEMIBENE, XRZFENEHNRRYE , 2 AUREXTE
o, REREARLERRESRERELAERMEI BN , HRERN KM,

%7 {Z Firehose i

E ¥ {Z Firehose YR , 1B EMIBR Firehose Rf&AMIAMMEA S3 FMENNIE. Hla , R
A8 E = H OpenSearch B¥rH) Firehose B#E , M AT UBI EFHNEREN, EXEZER , ES
B #ZF Firehose 51822 OpenSearch RS B FREI IR,

IBR s3:PutObject B/EM "Effect": "Allow" PR , HEXRM—FKIEL , ZBAXNATFE
B AWML HREY S3 FEMAY s3:PutObject IRENMA Effect”: "Deny" PR, ETX , XFEHE
B¥r (flan , < B¥r OpenSearch M1 ) , XEBER Firehose EABRHINIR. EEFHEMB W
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https://docs.aws.amazon.com/firehose/latest/dev/controlling-access.html#using-iam-es
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WYX PR , IBEE £ H Amazon Data Firehose 2§15 RN R AR B Vi3 0. THRIXAMRE
J& , Firehose IEILZWERE |, RAILAMERA Firehose BYCloudWatch fEFr# 1T TR,

/A Important

£ Firehose REERE MY , FEWHRRMFKIR ( HlW0 , Kinesis Data Streams H =% Kafka
RERSH ) RENREHE  BEFRERERANHECATIIEN L, NRFERE
DirectPut , Firehose fHR B IE 24 /I it, MR EERBEEFHIB 2o RIREFRHE B
E, e X EREEX,

% & Firehose 7

EMEEH , BAITFEN , HR Firehose BRI RABEIE MM , LUERZHIX R E #
AT E R, TR, RREZAXNMAT S3 FHEHNRFTMMER , UZ2HEAMNEH, B
R , M s3:PutObject 4 "Effect": "Allow" EKIAXBR , HMIER s3:PutObject #4E

B "Effect": "Deny" fXR , F&M S3 EHWA TR H LM &M, &5 , A Firehose Y
CloudWatch fE/R# TSR , UBIAERCAEZBMNH, EEFHRHANEHRTHRESR , BEAE
T Firehose B9 Bi# CloudWatch HEKEE,
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https://docs.aws.amazon.com/firehose/latest/dev/controlling-access.html
https://docs.aws.amazon.com/firehose/latest/dev/cloudwatch-metrics.html
https://docs.aws.amazon.com/firehose/latest/dev/cloudwatch-metrics.html
https://docs.aws.amazon.com/firehose/latest/dev/cloudwatch-metrics.html
https://docs.aws.amazon.com/firehose/latest/dev/monitoring-with-cloudwatch-logs.html
https://docs.aws.amazon.com/firehose/latest/dev/monitoring-with-cloudwatch-logs.html
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£ Amazon Data Firehose fF%i#E1& #i £ Apache lceberg
+*®

Apache Iceberg B A THITREIED M SHEEFRZEHEIN. Apache Iceberg 7 Amazon S3 ¥#E
HTHERT SQL R AT EMMMEEM | HF Spark, Flink, Trino, Hive # Impala &R 2512w 2L
BIRGCEMEINEE. BXEZER |, 5ZH Apache Iceberg Ml JEEEI AR H o

A LAE A Firehose R #iE/% 2] Amazon S3 H#Y Apache Iceberg &, i Apache Iceberg &

ATLA7E Amazon S3 H BITEE |, th A LA EE Amazon S3 R, EBITEEMN Iceberg R |, &1

DEBMAERMKY , SIMERMREIH ., Amazon S3 RERFEFE RS BEH N KB 25 TEAR
HITRLNEE O EERERSERMEHBRERERENFME KA, HX Amazon S3 &REH
RE#HERESNESEER , 51 Amazon S3 REBEFEES.

HIhEE A IEEMN BN RB BT ER Apache Iceberg R, BRI B ZHIT X LR F RIS FK M H
A, EFMBIERIZEE. ©IEXIFER Amazon S3 8 Apache Iceberg R ITR M BIE I B2 H,
AWS Lake Formationf& I AL R EHIEE L FI#ESH] , AWS Lake Formation 33 Firehose fR it EXE4
Y R R FN 5 RAXBR

EEE AR

(® Note

BRAWS X EmX, TAMKX (&), AKX (EZRAL ), TA#X (FHiE= )
ST ( BE ) Sh AWS GovCloud (US) Regions , Firehose X #4¥ Apache Iceberg Tables
Y9 B Kyt

Firehose X} Apache Iceberg RN ZHFEF U T EESWMAMERH,

- AHE — MREEAFER Dire ct PUT EREIBIRE Apache Iceberg RIEEEIE , MEXERIS ( 38
HRILILE ) . EEEI (HBBX ) MM ( ZBRZ ) XK , BIMNBRERNEAELENRN 5 MiB/
second , EFfE XM HZEAEFELERN 1 MiB/second . AWS XiZ i1 RSN EIETH A Iceberg &
BRRITEFNMER , HERERSHRNWELE , WAL Firehose R R EERESELER
#lo
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https://iceberg.apache.org
https://docs.aws.amazon.com/AmazonS3/latest/userguide/s3-tables.html
https://docs.aws.amazon.com/glossary/latest/reference/glos-chap.html?icmpid=docs_homepage_addtlrcs#region
https://support.console.aws.amazon.com/support/home#/case/create%3FissueType=service-limit-increase%26limitType=kinesis-firehose-limits
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MREZBFEABEMABHRITERMMBIER , LA LUF AppendOnly FREREN True, ¥
AppendOnly FrEIZEN True , Firehose 2 B BHALTRENELE, Bal , BREBEN
CreateDeliveryStreamAP| 2Ei% B L irE.

MRATRESNVHIERINEHET Firehose R FLEE N F 2K Direct PUT REEITR , M
Firehose 2 BZIRERNALERE , BERTREEESH ., RESHLEMNIEMATIR , Firehose A
EEEZFERKNNETENBERNELERSEFAEN KT, Bt , FHE S XK HEREIC
Fo MREZBMIUTBIEELRAKEEN , IELNFBEREENTHELRINFHERHES , I
BRESELERH,

- BHEND XY B — ZBRFSELIML , TUXIEKRE Iceberg FXHFESHNRNELE. EER
AFMLENEM , TUEHEANDTXHBESLRED,

UTRREFULENRHMZFNHEEERD X,

BOEHE XEN&EATERD X
< 20 Mb/s &% 3,000

20—40 Mb/s 1000

40—400 Mb/s 100

400—750 Mb/s 50

750 MB/s-1.5 GB/s 1

« §% S3EEH (TPS) — A T4h1L S3 taE , MR FE A Kinesis Data Streams & Amazon MSK
ERXRER , BMNEBNEERAEEN S XEXNRIERHETIX, X, BAEIE— Iceberg REEIE
EERSBRHF B —NHJLNMNMEHRRI D NIRRT X, WRAEE , FETFREBFF Iceberg REEIED
RO HEITREIM Iceberg &, partitions/shards, so that you can use all the aggregate throughput
available across all the partitions/shards of the source topic/stream

« B N¥FHBFFE , Firehose NRAZHRHE JSON FIE—RT =, Fla0 , Firehose 1£R
—RHPAANTR , BREVETR. REENIENBERENSERRNIIENRFELRETLMT
B , Firehose F e M. EXFERT , Firehose FLEM Iceberg RPH L=t B EHIFHE
BBREE L EFER, Firehose X# 16 NMEBINTRE. U TEHRE JSON HRH,

"version":"2016-04-01",
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https://docs.aws.amazon.com/firehose/latest/APIReference/API_CreateDeliveryStream.html
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"deviceld":"<solution_unique_device_id>",
"sensorId":"<device_sensor_id>",
"timestamp":"2024-01-11T20:42:45.000Z2",
"value":"<actual_value>",
"position":{

"x":143.595901,

"y":476.399628,

"z":0.24234876

MRHBZRBIELRBFIEHE , W Firehose it 51X H I HIEE W E S3 HHiRFMM. MR Apache
lceberg RPN FIE S A FBIERBEHITE , BRICZPEEEMFE , Il Firehose 2 HI#H =
B,

- BRIEFR— JSON XR : BRBEE—% Firehose IBFHKIE— JSON W R, MREFEIZFKH
REHKRIEZA JSON WK , N Firehose £# HF IR I HIEA B S3 HixfFMEE. MREME
A KPL R&E1EF , FHBIEHEEZ Firehose F , 3 Amazon Kinesis Data Streams ¥ER R , N
Firehose 2 B#1f#R , A NBRIEFEA—1 JSON W R,

. ERMEFEMI : EXRER Firehose B A Iceberg RE , EHARRIMAEM R, BIE ST FNMIER
X, HEFSBREXHSEMTBBETHEF MR, I TREERNEAMEE , BUEE
ER—FMBAAR , DEHRIVWBEXHHAEENRDIRABE . XMNIBHANESE,
AWS Glue Data Catalog X5 B3I E4R Apache ikiLEK, BXEZER |, 55 (AWS Glue AF
{E™M) FH Compaction management, BXEZEE. , iHZH Automatic compaction of Apache
lceberg Tables, & , LA LUIZEIT Athena Optimize i SR FFHMITESR., BXRILBITNES
f§8 , 5 Athena Optimize,

BT ERBIE XS | R T LAE XY Apache Iceberg RIVITR4ES B VACUUM & 413K A 126K
SHEE | Bl HA AN ST BR, B0 AWS Glue Data Catalog , & SLEH © R B MR T
BEENBEXH. MIXHNSHRE , M X Apache Iceberg RNIEE RIMLIL. BXESZE
B | BS XX T Storage optimization of Apache lceberg Tables HEZEXE,

« BT %#F Apache Iceberg RHI Amazon MSK TCARS 25R4EN B 9tk

o WTFEFHIRIE , Firehose 2% HME— MR , ARBHRITHRARE. HERBRXHELT4
Amazon S3 WiE# A,

* Firehose BT EHZ A Firehose FFEIEE AR — Apache Iceberg &, iX2RX 7 Apache
Iceberg &k #i T =W H £ #2H (OCC)s HIRZA Firehose REHXRBRIE AL Iceberg 5k , MTE
SENBRE-NREIERHKE. HttTE2RXERNR , ARERRERXEE , EFEENER
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https://docs.aws.amazon.com/streams/latest/dev/kpl-with-firehose.html
https://docs.aws.amazon.com/glue/latest/dg/compaction-management.html
https://aws.amazon.com/blogs/aws/aws-glue-data-catalog-now-supports-automatic-compaction-of-apache-iceberg-tables/
https://aws.amazon.com/blogs/aws/aws-glue-data-catalog-now-supports-automatic-compaction-of-apache-iceberg-tables/
https://docs.aws.amazon.com/athena/latest/ug/optimize-statement.html
https://docs.aws.amazon.com/athena/latest/ug/vacuum-statement.html
https://aws.amazon.com/blogs/big-data/the-aws-glue-data-catalog-now-supports-storage-optimization-of-apache-iceberg-tables/
https://iceberg.apache.org/docs/1.6.0/reliability/#concurrent-write-operations
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A, ERBENRATE  BEMMERXA4ZSA ( Amazon S3 BBE ) HRIEFEER

Amazon S3 iR EI 4,
« Firehose X#FH28i Iceberg FERRA R 1.5.2 Ko

o EFMBEBFEEIEFT D S3 & , BMIZE Amazon S3 R HELE AWS Key Management Service
S, MA R Firchose MBHREES I, WMRHRIE Firehose FELE A T IF 1025 BB 45 2% B 5 #h
S3 &M AWS Key Management Service &% , | Firehose ToAFEAX LS HHITNE. BEXES
E8 |, BSRMAWS KMS 240 5 F IR S 25 im I 2R

+ Firehose E#{X X #FEET Iceberg B9 API BIZM BB EMKRH# 1T/, GlueCatalog T iF&
B3B3 Glue SDK SIEZMBIEEMRKR. BEE |, Iceberg EHNHBEENREIXIFEZR (-). A
RKEZHEMEE |, S lceberg EXFM Glue BIEE ENFRERXM Glue RIENFKIER,

- Firehose EAMFIAXHBREAICRIFEEN S XITEN, XEEATHEROBXH, TXHFLH
iR , BlanR 9 XKRE A KRS XM ER 4.

- 1£[@ Apache Iceberg TAZEEIERT |, Firehose B BIF X FMENLIRERE M. £ Iceberg R LEEM
P IRER/E AT |, Firehose fH1E B 1Z iR MEHA B 2 REIX LE /& 1,

£ Apache Iceberg FR¥EJN B By B9 o R &4
M FHRETUR AT | SRR RN

F&
« 7£ Amazon S3 &% E| Iceberg FTHY o RFZ M
- f&HE| Amazon S3 REBFEFHERFZH ERFH

£ Amazon S3 H &% Bl Iceberg FTRAY R ZH
Fraz 8l , mHENULT EREH,

« BlE Amazon S3 FMHE | BB Amazon S3 MR |, LAMELE 612 7 HA 875 b0 Jo B8 S B8
R, BXEZEE , ESHEE S3 Fi .

- BIEEEMENRN IAM S : Firehose EEEBRENRE IAM BEFBET R AWS Glue FRH
FHIEE A Amazon S3, HEIMNAREFTIZF AWS Glue X Amazon S3 FEMHRINR, E6l
2 Iceberg & Firehose Fift , BEEY IAM B, BXEZER |, 55 & F Firehose 177
Amazon S3 R ER

- @2 Apache Iceberg 3k : IR & Firehose P EE A TE#HMAMMIBRAME— , N Firehose &1
BIERNBIUERTKE —RBREEE. EXMERT , BYUAEAR Firehose M2 BIAIER, HATM
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/s3-tables-kms-encryption.html
https://github.com/apache/iceberg/blob/main/aws/src/main/java/org/apache/iceberg/aws/glue/IcebergToGlueConverter.java#L62
https://github.com/apache/iceberg/blob/main/aws/src/main/java/org/apache/iceberg/aws/glue/IcebergToGlueConverter.java#L63]
https://docs.aws.amazon.com/AmazonS3/latest/userguide/creating-bucket.html
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FH AWS Glue 812 Apache klLER, BXEZ{EE , 28 Creating Apache Iceberg tables,
RIBZBTE Firehose MHPEEM— , MFTEFEEBIE Firehose 28I |E Iceberg .

(® Note
Firehose X#F Apache Iceberg R LA T RIERAFE K,

« RIEKIIRA : Firehose NH#F V2 RIEHEX. H20E VI BAWEK , NS HIE
®, BEREN LR E S3 HIRTFEM.

o BUEEFEM#E : Firehose LA Parquet = EIEE A Apache Iceberg &,

« {T4RIR1E — Firehose 1% [ Apache Iceberg Tables EAEIEH Merge-on-Read (MOR)
B,

& E] Amazon S3 RERFEFM RS HY STRFMH

BRBIELRME Amazon S3 RERMFFMIRS FHE , BRBRUT EREM

. Bl SIKREFT. HHETEE. REEWPNRUKL Amazon S3 REBIEFE RS A TPERHE
fERL TR, BT S3REFEREMARRS (0 S3 KRB FEXRHFAR) |, BB ARNNE,

- BIBREEMENRN IAM B : Firehose EEEFHFENRMN IAM B&F8ETH R AWS AWS Glue
RHFHEIEE A Amazon S3 REHRBEMRSZ FHEIE. EE A Amazon S3 XREMBEFRHN X , BiE
HIRA 1AM B EREFFENNBR, Amazon S3 KB ZFFENNREUR T &6 AR A REFIES

« |IAM iHE#2F| — Firehose RITABEEEIZEX Amazon S3 RIERIRE IAM IR,

« Lake Formation i [A]32 %] — Firehose Xy ABEZE AWS AWS Lake Formation X PR F sEEE XY
B REERVIGEMNR, AWS Lake Formation fEF EC R RER | AT KIEE &R R#
ITRAENIHRZEE,

£ 8% Firehose Fift , BEEL IAM B, BEXEZEER , {55 M@ Firehose & F %t Amazon S3
REBFEEERS W IHRNR,

B X step-by-stepEERK , {ES R EEMEH Amazon S3 & A Amazon Data Firehose ¥ f Fiii 4L 5
BRENEER. BXESER , ZESHEAWS RSP A Amazon S3 &,

% & Firehose ¥

E B2 LA Apache Iceberg RYEHR B K tb#HY Firehose it , BUTBEL THAR,

¥ %) Amazon S3 RIEMIEF RS HY K RFAM 134


https://docs.aws.amazon.com/glue/latest/dg/populate-otf.html#creating-iceberg-tables
https://iceberg.apache.org/spec/#version-2
https://docs.aws.amazon.com/AmazonS3/latest/userguide/s3-tables-getting-started.html
https://docs.aws.amazon.com/lake-formation/latest/dg/notes-s3-catalog.html
https://docs.aws.amazon.com/firehose/latest/dev/controlling-access.html#using-s3-tables
https://docs.aws.amazon.com/firehose/latest/dev/controlling-access.html#using-s3-tables
https://aws.amazon.com/blogs/storage/build-a-data-lake-for-streaming-data-with-amazon-s3-tables-and-amazon-data-firehose/
https://aws.amazon.com/blogs/storage/build-a-data-lake-for-streaming-data-with-amazon-s3-tables-and-amazon-data-firehose/
https://docs.aws.amazon.com/AmazonS3/latest/userguide/s3-tables-integrating-aws.html
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® Note
AT &mE S3 REFEEWFHIKM Firehose HMIRE S Amazon S3 Y Apache Iceberg
Tables #[El,

EEREN B Ryt

E @ Apache Iceberg RERBHE , BRHENRIERR,

ENREBER , FEARERRE.

BETR |, %&# Apache Iceberg =4EH B Byt H 12 Firehose % #o

Bt B IR R

EXHFEHITEENLER (Fl, EEARPAMFESRIEFK ) , B LUF Lambda BB IR &

B Firehose #i¥ ., BXTE Firehose A EA Lambda HITHFEBEBRMNEZEL |, ST Amazon
Data Firehose A REIE,

¥t F Apache Iceberg 3 , &4 E WA RFE AL FKEAETEHN BRRARERITHRE, O
Firehose RItFTERBEENHEP —F 5 EZ A Lambda EKE.

BEXEZER , REHRICEBHAZETERY Iceberg o

EERIFEE R

Apache lceberg EE#IE B FZFAEE A Apache Iceberg &, Firehose 5 Apache Iceber AWS Glue
Data Catalog g Tables &

YRATLAFE B Firehose EEHEIRIIK S AWS Glue Data Catalog R , b A LAEEIKSHER |, thr]
LAE S Firehose BRI XIE ( BN ) FER , BAIEFTRHXEHEA,

MRZBEL KR Amazon S3 REMIBEF@RS , A B EEERAESSIRE Firehose

o, BEFRESEN Amazon S3 ®RERKIEFERS B FAN NN B F, MREMEH CLI

Ski& & Firehose it , BBATE CatalogConfiguration AR | BIRUTEXER

CatalogARN : arn:aws:glue:<region>:<account-id>:catalog/s3tablescatalog/<s3
table bucket name>, BXEZEE | §SHi&ZE Firehose 7%l Amazon S3 REHIFEFFE RS,
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® Note

Firehose XXt Iceberg RIMIT=FIR/E : A, EFMMBR, WMEEBEISERIE |, Firehose
RIANREA , BEFREANRERRIMAFT , HRBEENIZR. EXHNEXINEBILLR , BE
EEHRE , ZBRECRAETBRREMNEXINET,

T~

« M (FEA)  SMEENEFEFIER2EBEENT.
- BEEH  MINESHHL2ERNAIER,.

BLiE JQ RIXN

X F Apache Iceberg 3k , BATIEE WNARFHE NS REHE RN BEHRRUARERITHEA, EFHMN
MIBREERE, Hik , BATLLA Firehose BLE JQ ®iA , BN HREAIEER. BXEZELE &
25 222,

BB M —

FEASANRFETEFNMRER . E—RB2RIERPH—IRZNFE , A THE—#5R Apache Iceberg &
RN —1T. IREBETESINRNNBEAGR  WIFXEEH 8, MREEXNELRHTEHR MBI
BR, MATAXEXFEHRIER R, FIEE , IRRPHRDT , WEFFBIREAZT. WRER
B—AEK, WTLUEEK —#. X TFTEHIRE , Firehose 2ERE—MIBRXH , ARBRITRAAR
(=

IR A LATE Firehose B QBN BPHNBNREER —FP U ERSIERRREHRE
Iceberg F#t1Tidentifier-field-idsZA i E, EOIRRHRABIREEE — B2 ED. NREER
BIRHENE BN NREEME —2 , Il Firehose 2K E identifier-field-ids BLAENRIPE
HAEHE -8, NEREBREE , MBS EH AR RIFERBEES AW,

ERBELBS  FHNEERIMBRBENORERABEERN. KREVNE R, £EE+ , S KRA®E
B—1%&B. XTRRMMNZR , EXFRELT D, TE , MRRPVBIBMUT ROIFRRTEE
o, NEETUERRAERFEBIIR,

[
{
"DestinationDatabaseName": "MySampleDatabase",
"DestinationTableName": '"MySampleTable",
"UniqueKeys": [

RE JQ RER e


https://iceberg.apache.org/docs/1.5.1/spark-ddl/#create-table
https://iceberg.apache.org/docs/1.5.1/spark-ddl/#alter-table-set-identifier-fields
https://iceberg.apache.org/spec/#identifier-field-ids
https://iceberg.apache.org/docs/1.5.1/spark-ddl/#alter-table-set-identifier-fields
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"COLUMN_PLACEHOLDER"
1,
"S3ErrorOutputPrefix": "OPTIONAL_PREFIX_PLACEHOLDER"
}
]

MREHNOIZEENRFEE—H |, Firehose XFEEME—H#, B , EAXFHZ2RENTIE
ERME—, flm , MRIE _id BHIAETRRE , WEHR top. _id WRERTEANE R, MR _id
EENRPRME—H , FATREERBEHFTNLENF , MaERAT, TieRMHSIERREH
R, EUTREIR , _id REWHERE -8 , ANFISEREHEZHE—/,

[

"schema": {
"type": "struct",

"fields": [
{
"name": "top",
"type": {
"type": "struct",
"fields": [
{ "name": "_id", "type": "string" },
{ "name": "name", "type": "string" }
]
}
},
{ "name": "user", "type": "string" }
]

HUTRES , _id TREMNERE—R , RNTCEATRRS , BATRESH,

[
"schema": {
"type": "struct",

"fields": [
{
"name": "top",
"type": {
"type": "struct",
"fields": [
{ "name": "_id", "type": "string" },
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{ "name": "name", "type": "string" }

{ "name" : "_id", "type": "StIing" }

EEEEEATE

& 0] LAAE A Itk B B SR #8 € Firehose £ 5 A Amazon S3 #1#J Apache Iceberg & B EI 4 A B 2 17,
EiXMFEntE (AR REN ) . BALUZE 0 F 7200 B Z BIWNEMAE , LIRTER. BRiAMER
T , Firehose WY E =AY B 7 300 ¥,

AL R TRV AL T s AL B

18 0FF Firehose BLE N RIS FRAME S3 2R FMEME , U eEERFEN B HEERLESHiE
MBERRMEZE, Nt , FERFHENZOREFEE S3 FOF#BEMN S3 O FRMBE RM LA
Ko

Rb IR R IR

Firehose B £ 44 i% X% 2 CloudWatch BE&EF Amazon S3 £ iR 1FME &,

BiRIIEK

HiREE iR

Iceberg.NoSuchTable Firehose EEBEA—NFFEMNK , FEZKT
= V2 8, Firehose 7x# V1 BRXHXK,

Iceberg.InvalidTableName RIENREBR Ul FAZE , FFERABXFZ
V2, Firehose 7%#F V1 B K,

S3.AccessDenied BREERZESETCIEN IAM BEESFT
EHRAEERBE

Glue.AccessDenied BREERZHESESTCIEN IAM BEEESFT
EHRAEEREE

EEERFENE 138
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& & X R

Firehose R FHEANRBBEEAE —EXD (ZHKD) , ZEA—ERE (FPEER) B
BN EABE Apache Iceberg ko A LLER 1—128 FIEH X K/ MiBs 1 0—900 # #9248 &,
SEPXRERYEE , SSEARKHEY , EREAFIEE (ATHERNKEXH ) , ERSTHEEER ,
BIEERES., BRIENEPXREREUREN IR ZBEHE.

BESRRE

A LA Apache Iceberg &RELERSSJ|mME ., HixALHILRK, NRAFE, BXEZER , E85H
BESHRE, BLTRNER 227 —HDMELIEHN IAM BS€, Firehose FBEHE AWS Glue &R
E A Amazon S3 Fi@HN AR,

AJRER E /L0 8P RIBT B F BEST AL Firehose MBIE. B(ZhEIE Firehose MG , &7 LA 1A [ H A S EUEK
& , H A LLEE Apache Iceberg R EIE,

&R ANICKEEHE £ Iceberg &

MRIEE Firehose FFHITBB/BAEILEA Iceberg Tk , WRAEFEEREEPEELNMNRFEENR , MUT R
{5l JSON FiRe MFBEANEK , BAEE JQ REXH Lambda BEEK M Firehose IRIEEHER. MR
BIXEF RS JQ 2 Lambda —i#2 124t , M| Firehose M JQ =X Lambda ZREUAI A o

[
{
"DestinationDatabaseName": "UserEvents",
"DestinationTableName": "customer_id",
"UniqueKeys": [
"COLUMN_PLACEHOLDER"
1,
"S3ErrorOutputPrefix": "OPTIONAL_PREFIX_PLACEHOLDER"
}
]

FERHH | Firehose FrrBE M AICKE AT UserEvents BIBEEFH customer_id R, WREXR
BARRBITERSMIBREAE | M ABEE RS A Lambda JSONQuery /5 3%[6 Firehose REE&E AR
FHVIRIE,
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FEAIEFZE AT TREH Iceberg &

Amazon Data Firehose Al SARIEIE KM ABFRPEIE A CRKEHEITEHR Iceberg &o M Amazon
Data Firehose £ #iig %Y , iR A RIAFRE. BSEUAT RFIH AR,

{
"devicelId": "Devicel234",
"timestamp": "2024-11-28T11:30:002",
"data": {
"temperature": 21.5,
"location": {
"latitude": 37.3324,
"longitude": -122.0311

}
.
"powerlevel": 84,
"status": "online"
}
{

"deviceld": "Device4567",
"timestamp": "2023-11-28T10:40:00Z",
"data": {
"pressure": 1012.4,
"location": {
"zipcode": 24567

}
3,
"powerlevel": 82,
"status": "online"

EIRHIH | deviceld FEREFW N ABERIE — Devicel234 M Devices567, iE AIBFEM
deviceld FE N Devicel234 i , RANEBFIEFKBE AR N Devicel234 B Iceberg & , M HEA
18%HY deviceld FE N Devices567 , RANNEEFIEZRE AR N Devices567 IR,

BEE , WH Devicel234 F Devices567 WIBFKAREE —HTRMNFER |, XL BRARST 24E N Y
lceberg XA TR, FAWICEKABEEEHRER JSON &8 , HH deviceld AILUHREE JSON
iBRAP, EETRNLTH , BIMNFHLEXTER T W& [ Firehose 1R4E X 1Y% HE 2 F1E
FEHETEN X,

FHE AR R M EI TR Iceberg & -
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£ ARIAR M@ Firehose IR AHE S JSONQuery

[6 Firehose RMLIZRKEAFEENZE L, ZREREARRN S ER JSONQuery Rt RERX, EHX
MEE  BAUA=ANSEIRA JSONQuery &RiA — Database Name Table Name, F ( A
i% ) Operation. Firehose EAZRMUHREXNMEANRIZFKPREESUBAIER,

Database Name SHUIEE BFrBIEEMZ#. Table Name SHIEEEHIRKRM B Fr. Operation
E—ANAESH , ATETIREBEANREREAFIERBAEREK , ERBXIBEREFKRPHBINE
B%k, “BIEFBRUMEBLUTEZ— -insert., update = delete,

NTFRX=ASHFNE— , EAUREABSEIDSRER , EEFMNEANCRFRRE, F
W, MREFAEAANRIZREAREIZN IoTevents WENKIEE , NBEESHTNBRSESR
“IoTevents”, MRMLFMEARRKANFERPRMEREKR , URER—NIERERX , ATEE
BRALEKPEBENFRRBIIRENFR.

HUTRES BN BEFEENEABRSE , A REEADIDE , WEECABSE, I8, BE
BRERTIET. WRKRIEETMEIE , M Firehose £EIANFHE AWIZRAERFIZFBA R BirkH,

Database Name : "IoTevents"
Table Name : .deviceld
Operation : "insert"

R deviceld ZFREREE JSON BRAH , WRIMNHFEAREZRESNRBEEN

.event.devicelId,

® Note

o YR ERENupdatesHbtdelete , BMMIEIRE Firehose FibtH B iRk s EME—
B8, & Iceberg FIz1T 022 kT E i kR MERTidentifier-field-ids7E Iceberg iR EME—HY
B, MREREEWRI , N Firehose 3 HE R FHTFEZRHE S3 HiXTFHEN.

- Database Name # Table Name EX4MSENRHBEENRETELEE., IRENFT
Bt , M Firehose it i 5 iR H I BIEL M E S3 HiRTFHEM,

A AWS Lambda I HAEHRER

ERLEFRT , BB EXAMNRRENAFEACKBHEBIRR. flW, Eoaes— A
REXFERREEZEEA BHF, ZANMBKAEIERN TableX HEIRK , HELARFEELH
INE AL M RFINE ARRISRK, Fl , MR-FIEFKETEWFR device_id A 1, WATEREFEERM
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% — device_type Fmodem’FE , R EZMMFREABREKS . EXRBERT , SR UE
H Firehose A #Y AWS Lambda BREERIRIER , HE Lambda FHREEN A HPIRHRBERE, BT
fRIN{AI 5 Firehose 1Y AWS Lambda BB #IER |, iS5 @7E Amazon Data Firehose F R %R
.

L& FEH Lambda 7£ Firehose R #IFRE , MESAMEBE recordId, result # data =
KafkaRecordValue ¥, ¥ recordld @8 ARIERE , result EREHRESRHKIY , data B
& Lambda E##) Baseb4 mIBHERAH, BXEZER , H3H 2727

"recordId": "49655962066601463032522589543535113056108699331451682818000000",
"result": "Ok",
"data": "1IiwiI6ICImYWxsIiwgImdgU21IiwiI6ICImYWxsIiwg==tcHV@ZXIgU2NpZW5jZSIsICIzZW1"

E [ Firehose IEE M RICRIEHE B RN AHE R , ¥E9 Lambda BEH — , Lambda &
B R H AT E metadata WHMEB D . U TROIER T 4R T BIEEB 2 7% o0 IJ Firehose it#Y
Lambda #H# , ZREH Kinesis Data Streams fEREIERIR , 7R Firehose AIUFiZie F/EN #
IEFRBAZIBIEE IoTevents BIB A Devicel234s BIFERA,

{
"recordId": "49655962066601463032522589543535113056108699331451682818000000",
"result": "Ok",
"data":
"1TiwiI6ICImYWxsIiwgImdgU21IiwiI6ICImYWxsIiwg==tcHV@ZXIgU2NpZW5jZSIsICIzZW1",

"metadata":{
"otfMetadata":{
"destinationTableName":"Devicel234",
"destinationDatabaseName":"IoTevents",

"operation insert"

B8 , LT ROIER T IR T @30 22 % N2l Firehose B Lambda i 4 , &M Amazon
Managed Streaming for Apache Kafka #E A ##EKIR , 3§~ Firehose 4R Z i FKENFIEFKEAZ
BIEFE IoTevents FE N Devicel234 IR,
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"recordId": "49655962066601463032522589543535113056108699331451682818000000",
"result": "Ok",
"kafkaRecordValue":
"1TiwiI6ICImYWxsIiwgImdgU21IiwiI6ICImYWxsIiwg==tcHV@ZXIgU2NpZW5jZSIsICIzZW1",

"metadata": {
"otfMetadata":{
"destinationTableName":"Devicel234",
"destinationDatabaseName" :"IoTevents",

"operation":"insert"
}
}
}
XN FEANRE

« destinationDatabaseName MR BEMEIIEENEHN , RMVEFE,
- destinationTableName IEW R BHRRNBH , BRHIEFE,

« operation 2—NANEFER , AJREMER insert, update #l delete, MREKRIEEEIE ,
MERIABRYER insert,

@ Note

o YIBXFRERSENupdateTififdelete , BAMIEIRE Firehose bt N BiRKRISEM —
# , HF L Iceberg PIEITOIERFF KR ﬂEE'J‘ldentlfler field- |dsT£ Iceberg A% & M — Y
B, WREREELD , U Firehose &t HE R FHIFEERHE S3 HiRTFHEB.

« Database Name # Table Name EX#MEBHRBBEEMEKRE TEEE, NMREIITET
B , M Firehose £t H 45 = FHHHIEEA W E S3 HiRFHEM.

- HI&H Firehose HREN EH Lambda FHREBF FKIAXES JSONQuery , Firehose &8 5
KE Lambda P THEFER , UEENMRFCREHIENNBEREK , RAREERE
ANHEPREERINFER. JSONQuery

R Lambda 2 JSONQuery FTRixAXARBHFIFNEBELE , U Firehose 2FHM N B R
e, HAEE-—BARERERERER.

BXEZEER, Iﬂh%)\lﬂ%ﬂ%&l Z| B/ |ceberg %, R Firehose T ABERAE L
ﬁﬂ%iﬂiﬁ?‘éiﬂ’\]ﬁw% T , WE&FHREECREIZIEEN S3 HiRTFHME.
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4 Lambda Bk

Itk Lambda BSO8R R Python X753 , B T AT ARVRIEFARNMSETER , UEERNNMRHEE
ABER, B LE L RAMCIER A TR B E SR TBIERS .

import json
import baseb4

def lambda_handler(firehose_records_input, context):
print("Received records for processing from DeliveryStream: " +
firehose_records_input['deliveryStreamArn'])

firehose_records_output = {3}
firehose_records_output['records'] = []

for firehose_record_input in firehose_records_input['records']:

# Get payload from Lambda input, it could be different with different sources
if 'kafkaRecordValue' in firehose_record_input:
payload_bytes =
baseb4.bb4decode(firehose_record_input['kafkaRecordValue']).decode('utf-8")
else
payload_bytes =
base64.b64decode(firehose_record_input['data']).decode('utf-8"')

# perform data processing on customer payload bytes here

# Create output with proper record ID, output data (may be different with
different sources), result, and metadata
firehose_record_output = {}

if 'kafkaRecordValue' in firehose_record_input:
firehose_record_output['kafkaRecordValue'] =
base64.b64encode(payload_bytes.encode('utf-8'))
else
firehose_record_output['data'] =
baseb4.bb4encode(payload_bytes.encode('utf-8'))

firehose_record_output['recordId'] firehose_record_input['recordId']
firehose_record_output['result'] = 'Ok'
firehose_record_output['metadata'] {
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FRARER

'otfMetadata': {

'destinationDatabaseName': 'your_destination_database'’,
'destinationTableName': 'your_destination_table',
'operation': 'insert'

}

}

firehose_records_output['records'].append(firehose_record_output)

return firehose_records_output

BIRER.

9 7 I8 Apache Iceberg Tables &5 $k#& , Firehose 2EEBR I % LL T CloudWatch $8#x.

1R

DeliveryToIceberg.Bytes

DeliveryTolIceberg.
IncomingRowCount

DeliveryTolIceberg.
SuccessfulRowCount

DeliveryTolIceberg.
FailedRowCount

DeliveryTolIceberg.
DataFreshness

DeliveryTolIceberg.Success

JQProcessing.Duration

588

I8 E R RN EH 2] Apache Iceberg R F T H,
By P

Firehose %1% [ Apache Iceberg RIZHH IEFKEKE,
B UH

R Ihf% 5 F Apache Iceberg F&RII1TE,

By UH

R E) S3 B 7R R MAV1TH

B UH

Firehose F & R i XRHHAPR ( M3t A Firehose EITFE ) -
FT K F L HABR AV iE X E1& 5 F Apache Iceberg ko

By R
R Ih2 3R ) Apache Iceberg kY & Fl,
BT JQ FKIER LAY BT (A

B ER

MR IERR

B
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TN HERE

Firehose X% Apache Iceberg FTX IS AMERBMERBIERE, EXEZELR , 2 Schemas
and Data Types. AFRFRFNKIEZHEIIER , BAEA Firehose ZIFMRIBER . EX
Base64, MIME Base64, URL X #®& %< Base64 LAK Hexo. X F Timestamp ZhiEEHE | Mok
KUUBWH N BN KIL,

HAER B R B

TN ATEBEREN R

MapType

"destination_column_0":
{"WP50030kuIQcDPcsvpllygFl1xza0Sq@wUlgTwuIeCEzgVneGxA" : "PO3ReF3auyDgbfonx9Cd8NTmcQngnw7JuZ0CWw]
"destination_column_1": "{\"{\\\'"destination_nested_column_0\\\": \
\\"18:56:14.974\\\", \\\"destination_nested_column_1\\\": 241.86246}\":
\"MO7kAvYdHVBh61F7RzfxtEd39YQI33LNM2NbGS67DOFFsRUyUUujKT5VNK7Wtfz1lmHNeIix6FAY9cYpwTdedgrOXnFwGe
\",\"{\\\"destination_nested_column_0O\\\": \\\"18:56:14.974\
\\", \\\'"destination_nested_column_1\\\": 562.56384}\":
\"9G1xhDCt95LxBo51HybBZihq0qf6EU8jrDu7NMpxtGB2dY6q6kXpvxIrFuMdqHCIKIZIcDikwgglniUm8kgE4d
\",\"{\\\"destination_nested_column_0\\\": \\\"18:56:14.974\
\\", \\\"destination_nested_column_1\\\": 496.03268}\":
\"keTJZYLNvLRB5@DMKZzEI6MOAM4mueyNnNA1m2YVnYdDwyxUpPqkb72Q6LiX0B9s8gCjZ6trW6C1PFKkOKNBIpxXxYsj5Tc5Xs
\",\"{\\\"destination_nested_column_0O\\\": \\\"18:56:14.974\\\", \\
\"destination_nested_column_1\\\": 559.0878}\":
\"mGOZET84BUF28E312UCIWgmypyQF SUODHONAMANF3LJEutbooZWcBt97PP5AHaopNvC8pQZ4mGXBIhmVmjUNmuj5Qanyx
\",\"{\\\"destination_nested_column_0\\\": \\\"18:56:14.974\
\\", \\\"destination_nested_column_1\\\": 106.845245}\":
\"aidoVYrzu8gcLRkVVUyTKCN9gqTUFYi8uJQsrXEFEY11f90017JhAtg9QKG5BBuU67Ngb95ENSNKQYyCHNImSu5x4hMnmHL
\"}"

}
DecimalType
{
"destination_column_@": 9455262425851.1342772,
"destination_column_1": "9455262425851.1342772",
"destination_column_2": 9455262425852
}
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BinaryType ( base64 BRik. base64 mime. base64 url-safe, +7<3t# )

"destination_column_0": "AsYhnHD\/Ra54hIT11daNV9gl0jtWPEfopH
+PjgUKHYB6K7UcYi4K19b80@wD4I\/93x5tyh+0y
+k5cM1jVRImfIkIuLx19ERBiPPLhf4+y0J2k70VavPnYWmNLs1hLDH1feEMIfVhrq0GzIMoA
+CBAWXfIuiG420ISQP5iAx5xFG\/
mOfkM5zYothje80GX1tdthcCLEWYBiP@SI1wXcEQuMeRfwclAc9fTOBz6RzdI1HhUDj0AXg
+4cv1y27F82XpuGMNwpUj98A0rgbh2MoU9yvsM9Zr jDOeGVg0ZP8Ky7Za40E\ /0K8j
+gABF6XV712iA6pVtTNIFVX6EYy3ssNYvno+LYF5ZsySs2rB5AbVM73RTOPqdS\/c\/
r3MEqoEqt+nPx6eGam4WSA+@swztt7aLdr1X6yK7xJeIJ@rT1IDBo@ZUaw@1llykY
\/8Bvy+4byoP1lmr4Z5yhN1z3ZTOkx7eDR6xMv+vDVsDBtItVazDwHgDy41lr
\/hQNeNedPKrozc8TY9k7wZre\/6V21Ca3BmT8UuSb9ydjRIz+fCSdG
+VRv35nz5kdqdKy8YIrynYs4e0cjh8 jH3UwVYrYQcnWkBAfF7Xk9CoPVNL3ciHZtyiZ0aTGIj9r00xX\/
W5dGe9\/4YChs6LbD584kxLTxvHgS14vadaTGNKci3SvNmZNsz8ducxtNXF\/Tv2DUub465hzgpal Pur3+MB
+kfdN2YXUfgb
+xJAgxThWfUel51nrHOEPow91gS1p21rUBGznJAVPRI1EXGIAuc7JYAoUrJUkx5HT16PekPDhqt7+yJwCB8qgxhTTryxo
+bjtai4ndRCGcuCaxT8Kk0cXsS37urd3YGSDMinZdMNVc646s25415qK6nBR1qqAY8+EYmcUIVBIXcNdke4zoUfhVQoruwi
\/kFafoulo5DEoMOyaHIN2HCSxG5tZXNQocSZPaY8efZYMCpmDXsPAzkmgSkYRDSu\/r3wUqR0a2tGK5\/
pQY24v+IqOU\/jQ99GSh1U283nZ850t20chtMAgD\/WsrSEh61Nt9RaIZHFA7\/HcH\/
fgr9jsTtxDgZhabTBwwDwX0z jWGx1bCuTLKBN7byxg9ZvAVgqwPS4HERLer5T5UkKF74zn9Eq3HYH1Q5IpyDUX
+im7mtelsprfl+A24kksVU\/MD9aPON8\/QDsQ13gkhOn5KwFMz3BC2Vw5gL
+gGNHFKDRL6WGIfhuYcx9LucolZ1yNy9Gbb3ioWSSufyFpyXqtndDLPI5QS1SIpIm2KDyqcH1SmRLIhd9MNRUC73EAEmM
+NO5wxPzBRSjhCHZpf8SrYITWI17K3XzGOfPFh2NgES3jMP9cvSX06yyICcep2HBYGbFf1ni89+Rw=="",

"destination_column_1": "AsYhnHD\/Ra54hIT11daNV9gl0jtWPEfopH
+PjgUKHYB6K7UcYi4K19b80wD4I\/93x5tyh+0@y+k5c\r
\NM1jVRImfIkIuLx19ERBiPPLhf4+y0J2k70VavPnYWmNLs1hLDH1feEMIfVhrqO0GzIMoA+CBAWXTI\T
\NnuiG4203SQP51iAx5xFG\/mOfkM5zYothje80GX1tdthcCLE6WYBiP@S1wXcEQuMeRfwclAc9fTOBz6R\
\nzdJ1HhUDjoAXg+4cv1ly27F82XpuGMNwpUj98A0rgbh2MoU9yvsM9ZrjD0eGVg0ZP8Ky7Za4oE\/oK\x
\n8j+qABF6XV712iA6pVtTNIFVX6EYy3ssNYvno+LYF5ZsySs2rB5AbVM73RTfOPqdS\/c\/r3MEqoEqt+
\r\nnPx6eGam4WSA+@swztt7aLdr1X6yK7xJeIJ@rT1IDBo@ZUaw@1llykY\/8Bvy+4byoP1lmr4Z5yhN1z
\r\n3ZT0Okx7eDR6xMv+vDVsDBtItVazDwHgDy41r\/hQNeNedPKrozc8TY9k7wZre\/6V21Ca3BmT8Uu9b
\r\n9ydjR9z+fCSdG+VRv35nz5kdqdKy8YIrynYs4eOcjh8jH3UwVYrYQcnWkBATF7Xk9CoPVnL3ciHZ
\r\ntyiZ0aTGIjor00xX\/W5dGe9\/4YChs6LbD584kxLTxvHgS14vadaTGNKci3SvNmZNsz8ducxtNXF
\/\r\nTv2DUub465hzgpalPur3+MB+kfdN2YXUfgb+xJAgxThWfUel51nrHOEPow91gS1p21rUBGznJAvVP
\r\nR11ExGIAuc7JYAoUrJUkx5Hf16PekPDhqt7+yJwCB8gxhTTryxo+bjtai4ndRCGcuCaxT8KkOcXs\r
\NS37urd3YGSDMinZdMNVc646s25415qK6nBR1gqAY8+EYmcUIVBOXcNdke4zoUfhVQoruwidzDU\/k\x
\nFafoulo5DEoMOyaH1IN2HCSxG5tZXNQocSZPaY8efZYMCpmDXsPAzkmgSkYRDSu\/r3wUqR0a2tGK5\r
\n\/pQY24v+1qOU\/jQ99GSh1U283nZ850t20chtMAgD\/WsTrSEh61NtO9RaI3ZHTA7\/HcH\/fgr9jsTtxDg
\r\nZhabTBwwDwX0@z jWGx1bCuTLKBN7byxg9ZvAVgqwPS4HERLexr5T5UkKf74zn9Eq3HYH1Q5]pyDUx+\1
\nim7mtelsprfl+A24kksVU\/MD9aPIN8\/QDsQ13gkhOn5KwFMz3BC2Vw5gL+gGNHFKDRLEWGIfhuYc
\r\nx9LucolZ1yNy9Gbb3ioWSSufyFpyXqtndDLPI5QS1SIpIm2KDyqcH1SmRLIhdOMNRUC73EAEmM+NO\T
\N5wxPzBRSjhCHZpFf8STYITWI17K3XzGOFPFh2NgES3 jMP9cvSX06yyICcep2HBYGbFf1ni89+Rw=="",
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"destination_column_2": "AsYhnHD_Ra54hIT11daNV9gl0jtWPEfopH-
PjgUKHYB6K7UcYi4K19b80wD4J_93x5tyh-0y-k5cM1jVRImfIkIuLx19ERBiPPLhf4-
y0J2k70VavPnYWmNLs1hLDH1feEMIfVhrqOGzIMoA-
CBAWXfIuiG4203SQP5iAXx5xFG_mOfkM5zYothje80GX1tdthcCLEWYBiP@S1wXcEQuMeRfwclAc9fTOBz6RzdI1HhUD]j0AX
gABF6XV712iA6pVtTNIFVX6EYy3ssNYvno-LYF5ZsySs2rB5AbVM73RfOPqdS_c_r3MEqoEqt-
nPx6eGam4WSA-Qswztt7aldrlX6yK7xJeIJ@rT1IDBo@ZUaw@1l1lykY_8Bvy-4byoPlmr4Z5yhN1z372TOkx7eDR6XxMv-
vDVsDBtItVazDwHgDy41lr_hQNeNedPKrozc8TY9k7wZre_6V21Ca3BmT8Uu9b9ydjR9z-fCSdG-
VRv35nz5kdqdKy8YIrynYs4e0cjh8jH3UwVYrYQcnWkBATF7Xk9CoPVNL3ciHZtyiZ0aTGIj9r00xX_W5dGe9_4YChs6LbL
MB-kfdN2YXUfgb-
xJAgxThWfUel51nrHOEPow91gS1p21rUBGznJAVPRI1EXGIAuc7IYAoUrJUkx5Hf16PekPDhqt7-
yJwCB8qxhTTryxo-bjtai4ndRCGcuCaxT8Kk0cXsS37urd3YGSDMinZdMNVc646s25415qK6nBR1gqAY8-
EYmcUIVB9XcNdke4zoUfhVQoruwidzDU_kFafoulo5DEoMOyaH1IN2HCSxG5tZXNQocSZPaY8efZYMCpmDXsPAzkmgSkYRDS
Jg0U_jQ99GSh1U283nZ850t20chtMAgD_WsrSEh61Nt9RaI3ZHTfA7_HcH_fgr9jsTtxDgZhabTBwwDwX@zjWGx1bCuTLKBN7
im7mtelsprfl-A24kksVU_MD9aP9N8_QDsQ13gkhOn5KwFMz3BC2Vw5gL -
gGNHFKDRL6WGIfhuYcx9LucolZlyNy9Gbb3ioWSSufyFpyXqtndDLPI5QS1SIpIm2KDyqcH1SmRLIhdOMNRUC73EAEmM-
NO5wxPzBRSjhCHZpf8SrYITWI17K3XzGOfPFh2NgES3jMPOcvSX06yyICcep2HBYGbFf1ni89-Rw==",

"destination_column_3":

"02c6219c70ff452e788484e5d5d68d57d8253a3b563c47e8a47f8f8e050a1d807a2bb51c622e@ad7d6fcd30018271

}

TimeType ( AS# N B AT , LocalTime Java W& )

"destination_column_0": 68175096000,
"destination_column_1": "18:56:15.096"

TimestampType.withZone ( AP R EMMWL T, Java IR, OffsetDateTime Java F R )
LocalDateTime

{
"destination_column_@": 1725476175099000),
"destination_column_1": "2024-09-04T18:56:15.099Z2",
"destination_column_2": "2024-09-04T18:56:15.099"

}

DoubleType

{
"destination_column_@": 9.18477568715142,
"destination_column_1": "9.18477568715142"

}
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BooleanType

{
"destination_column_0":
"destination_column_1":
"destination_column_2":
"destination_column_3":
}
FloatType
{
"destination_column_0":
"destination_column_1":
}
IntegerType
{
"destination_column_0":
"destination_column_1":
}

true,
"false",
1,

0

0.6242226,
"0.6242226"

II7II

TimestampType.withoutZone ( A# N BN MWL T, Java WK, LocalDateTime Java K, J
OffsetDateTime ava 3 &R ) ZonedDateTime

{
"destination_column_0":
"destination_column_1":
"destination_column_2":
"destination_column_3":
}
DateType
{
"destination_column_0":
"destination_column_1":
}
LongType

1725476175114000,
"2024-09-04T18:56:15.114",
"2024-09-04T18:56:15.1147",

"2024-09-04T18:56:15.114-07:00"

19970,
"2024-09-04"
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"destination_column_0": 8,
"destination_column_1": "8"

UUIDType ( UUID Java 3% )

{
"destination_column_@": "21c5521c-abd4-48d4-b2c8-7f6d842f72c3"
}
ListType
{

"destination_column_0":
["s1FSrgb@lGDxfn2iYTOEt1P47aHSjwmLZgrdrlIqRs@dmbeCcQoalr4Xhi2KIVvmus9ppFdpWIcOHnJ@omhAPhXHQynNs

"destination_column_1": "[{\"destination_nested_column_0\":\"bb00f8e6-
db82-4241-a5c5-0d9c@d2f71a4\",\"destination_nested_column_1\":907.35345},
{\"destination_nested_column_0O\":\"2c77b702-d405-4fel-beee-fb541d7ab833\",
\"destination_nested_column_1\":544.00263}, {\"destination_nested_column_0O\":
\"68389200-d6b1-413d-bcd9-fdb931708395\",\"destination_nested_column_1\":153.683},
{\"destination_nested_column_@\":\"bc31cbaa-39cd-4e2f-b357-9ea9ce75532b\",
\"destination_nested_column_1\":977.5165}, {\"destination_nested_column_0\":
\"b7d627f9-0d5b-41b7-903a-525488259fba\",\"destination_nested_column_1\":434.17215},
{\"destination_nested_column_0\":\"06b6ecle-1952-4582-b285-46aaf40064b8\",
\"destination_nested_column_1\":580.33124}, {\"destination_nested_column_0\":
\"f04b3bbf-61lad-4c5c-8740-6f666f57c431\",\"destination_nested_column_1\":550.75793}]"
}

IR
ERAUTRRTRESES -

 {#H Amazon Data Firehose ¥ 3£ ##E R =12 8 El Amazon S3 1KY Apache Iceberg F&H
» £ Apache Iceber AWS WAF g 1 Amazon Data Firehose f&i1t B & 2 #7
« {HH Amazon S3 REHKIEFM RS A Amazon Data Firehose ¥ F T 7 2\ 4% b BUE 09 BdE 4
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https://aws.amazon.com/blogs/big-data/stream-real-time-data-into-apache-iceberg-tables-in-amazon-s3-using-amazon-data-firehose/
https://aws.amazon.com/blogs/big-data/streamline-aws-waf-log-analysis-with-apache-iceberg-and-amazon-data-firehose/
https://aws.amazon.com/blogs/storage/build-a-data-lake-for-streaming-data-with-amazon-s3-tables-and-amazon-data-firehose/
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¥ri2 Firehose #

B LU B O TR USRS TR 9 Bl 45 187 Amazon Data Firehose 812 H Firehose #o. &
REANRENNREEXN, FANSE—MEE AWS BENBERE ( SRBKEIE ) HWE 2 MR KN

Fiko

IEA LATE R 2 T Fire CreateDeliveryStreamhose BB I§ENRZ . X FIMAEH Firehose i , &

A BAER T = MRERM, 5 HMBERIRE

» TagDeliveryStream

» ListTagsForDeliveryStream

» UntagDeliveryStream

T RS E AR

# A LAE A Amazon Data Firehose APl I ETT R TES :

« [@ Firehose FRNMNRZ,
54 Firehose RHRZ,
« M Firehose P B BRIFZ,

B O] LAEFAFREXT Firehose M 1T0K, Hlin | BAILURRAE, FrEESRMIEX Firehose R#ITH
¥, HTEENE/MIENENE , At auelZ— A8 ENEIRKFZENIEEEER, Hlin , &
LATE U —APRERE B ISR E EMKRBK R AR FRER Firehose o

LT RIRENZNRHA

* Project: Project name

* Owner: Name

* Purpose: Load testing

* Application: Application name

* Environment: Production

WMREIE CreateDeliveryStream BREFHIT THRZE , W Amazon Data Firehose &%t
firehose:TagDeliveryStream BEHMITHANENR , URIEAFREEZLUBRIRZMN

T

THREEATR =


https://docs.aws.amazon.com/firehose/latest/APIReference/API_CreateDeliveryStream.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_TagDeliveryStream.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_ListTagsForDeliveryStream.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_UntagDeliveryStream.html
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R, MREFRMUNR , MABTE IAM BRFEMHF Firehose TREVERFGEAW , HER
AccessDeniedException , M1 FFfRo

AccessDeniedException

User: arn:aws:sts::x:assumed-role/x/x is not authorized to perform:
firehose:TagDeliveryStream on resource: arn:aws:firehose:us-east-1l:x:deliverystream/x
with an explicit deny in an identity-based policy.

AT RBERT AFBA P22 Firehose 7 N AREHI K,

B AR IC IR ER AR

B BAE RS AWS A TORMBRE. HERRENAT AWS &R (‘21 Firehose 7 )

i, B AWS A D EREFSEEGRSLENFEAENRA, BBEIMARKRLFZER (MK
Rl NABRFENEAEE ) WIRSkEESTHBRFSHEE, BXESEER , 525 (AWS Billing
FFiER) hHxX B ENKERE FERARA D BERZ,

7 R E R &
LA T BR4:E B F Amazon Data Firehose FHIHRZ,

EARRH|

- BMRR (R ) BRAIREHR 50,
- RERNEX D KNE,
« REEREIRE DM BRAVRIIRE,

RERR

- BIMERVTEME -, NREFNMVFEERFECHEANE  WENFTRZRESZNTREN,

« IRERAEEL aws: Tk, RN LA RFSIME LG AWSHER, AWS FARECIE UL BT RIT K1Y
RE | BT RERE TN BRIX LR,

. FREENEKEXLDNT 1 128 4 Unicode Z/FZ ],
- MERUMEIELLTFES : Unicode FB, BF, ZRFMUTERFERF:_ . / = + - @

B RIS IRERR A 152


https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/cost-alloc-tags.html
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IREERE

. FREENEKEXLDNT 0 F 255 4 Unicode ERFZ ],
« MEEAURZE, B4, ENSBREELTER : Unicode &, HF., ERMUTEESKRT
T ./ =+ - @
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Amazon Data Firehose I Z 44

ZEEAWS REFZE, N AWS BF , BRZBRTINAEASHLReHREALANERMBE
BY B3 RO R 4524

RERMFHEEE AWS W3E, HTEREEXFEFERAISH Z2MNTH WLEH .

« TRE — AWS AERFE AWS ZTHEIT AWS RS EARIRH, AWS BEHEREATURZE&ER
KBRS, BN AWS EMMITRIN—8%2 , RINZEBENBEREEHHE =S Fit AT
Wik, BT M#EMT Data Firehose WEMItX , FSRREI LI R RHAEENAWS RS

« DIRRE-BHNRIEREERN AWS BSRE, EEFENEMRARNT , SFENHFAHR2
., SALNERUNERREREN,

AR BYIE T iR AN{AIFEE A Data Firehose R ASAERBER . UTEE R T MAEE Data
Firehose LSRN Z MM EM B 7. BEFZ2I WAEAHM AWS RS KB E LR MRE &
#9 Data Firehose &Ro

£

 Amazon Data Firehose F Y iR

- f# 8 Amazon Data Firehose 2|1/ i3] £ BR

- FRAMITEHRIE AWS Secrets Manager £l 5i# Data Firehose /1

- B3 Amazon Data Firehose £ #|AEE IAM A

« 7 # Amazon Data Firehose I &%

 Amazon Data Firehose F 5% 4

- 7% Amazon Data Firehose RV EMIBELZ £M

« 3EHE Amazon Data Firehose I Z £ &ERE

Amazon Data Firehose H Y Zi3E{R I

Amazon Data Firehose £/ TLS thXXFrE &M P HIFBHITNE . thih , X T2 HE 748 7E et 77
& R Y EHE | Amazon Data Firehose £ AWS Key Management Service SRINZEIE , HEARE
FNIEE RIS BIE TR

MEBEHRHBIE |, B LIEFE A Amazon Data Firehose B S RS SR iRHEMNER, MITHIEENH R
BURTF B BB R
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
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® Note

MR IRE AWS iE I BITRES API #HTHRINEEZT FIPS 140-2 BiFA INZAER |
BEMA FIPS iR, BXTHAN FIPS mRMNEZER | 55 (ZFEBKFBEELNERE
(FIPS ) % 140-2 iR o

Server-side £/ Kinesis Data Streams #4718

LR BAR M BIE £ BB KX B BB 7 AT |, Kinesis Data Streams 2EEFE#BSEIEZIER AWS
Key Management Service AWS KMS() Z4AX BIE#H 1TINZ . 2 Firehose FRMMEIER P IRENEIE

Bt , Kinesis Data Streams @ £EBZHIE , RS HHE KIXZE| Amazon Data Firehose, Amazon Data
Firehose RIBZEENEARRENFFEAKE. ASREECRIER , MAUBSHEREFHERM
BmHIE

BXRMWAA Kinesis Data Streams B ARSR{HMBZENELR |, ES I S Kinesis Data Streams FF
KREIEEPH Server-Side FEAINEE,
Server-side fFAE#E PUT RE tbEIE R 1T INER

WMRIEEARE Firehose & ZEEIE PutRecordBatch , PutRecords & AWS loT Amazon
L CloudWatch ogs = CloudWatch Events & IX54E | )FIIJ‘JL,L{E% ZIRAETT S AR S5 85U N
&, StartDeliveryStreamEncryption

EEILRSSF[WME |, BEARIE, StopDeliveryStreamEncryption

$&RIE O] LATE B2 Firehose At /B A SSE. Ak , &8
ZEDeliveryStreamEncryptionConfigurationInput{fl i 8 Fi CreateDeliveryStream,

E RN EACUSTOMER_MANAGED_CMK , B FHY IAM REEH KMS 4R REg &AM 7t
¥kms:GenerateDataKey#lkms:Decrypti®{E, Firehose 27 &1 PutRecord

= PutRecordBatch Iz BT 3 UEX LAY PR, CUSTOMER_MANAGED_CMKIESY |, i
StartDeliveryStreamEncryption f CreateDeliveryStream 5{CUSTOMER_MANAGED_CMK il Z3 B 28
Ekms:CreateGrantRBiF .

% CMK 3 E Yy CUSTOMER_MANAGED_CMK , B} , 15 Amazon Data Firehose fR55 &
KMSNotFoundException, KMSInvalidStateException, KMSDisabledException 3%
KMSAccessDeniedException MEZEBBRILR , REFRZLEF 24 /Mot (REBH ) , UELRRF
REE, MRREBPIE , AENAEE , RSEULERIREPETEREZNILR , AREFH
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https://aws.amazon.com/compliance/fips/
https://aws.amazon.com/compliance/fips/
https://docs.aws.amazon.com/streams/latest/dev/server-side-encryption.html
https://docs.aws.amazon.com/streams/latest/dev/server-side-encryption.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_PutRecordBatch.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_PutRecord.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_StartDeliveryStreamEncryption.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_StopDeliveryStreamEncryption.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_DeliveryStreamEncryptionConfigurationInput.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_CreateDeliveryStream.html
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. Amazon Data Firehose 12t 7 LA T4 CloudWatch 4R , & 8] LA{E B iX LE 38R SR IR BRixX P04
AWS KMS % :

* KMSKeyAccessDenied
+ KMSKeyDisabled
* KMSKeyInvalidState
+ KMSKeyNotFound

BXIX 4 MEFRNEZEER |, 1§25 Hthe section called “f# A CloudWatch ¥E#rit 1T,

/A Important

EMZIEM Firehose 7 , iBEFEAX# CMK, Amazon Data Firehose XX F CMK, &
KIMHAIERNFHR CMK WEER |, B RAXEBEREPNRTHMHIMIETF CM Ko AWS Key

Management Service

@ Note

MR E S EH4 ( CUSTOMER_MANAGED_CMK ) 1 Firehose /5 F AR %S 88 I %3
( SSE ) Bt , Firehose RS SEFEALHNBHAMEEMB LT, ATHNE L TXRRER
5 AWS Ik AN EHNER | B TRIENE AWS B AWS CloudTrail B A A4 — 2B
S HTIRRK. BLNH LT X2 Firehose PR 4 MR %, BHIRARETRN Firchose IR
SRBOME L FIOBEXRABHHEABEL,

f£ -l Amazon Data Firehose 2 &1/ [7] £ fR

ARJLF N B T tnfari#)33 Amazon Data Firehose BREVH B AR KRB XERFENGE,. BWENE
BEEFNARFENNARRGEXERRNNER , AERTLAEER Firehose AR EHE. Bk
IR T AR F Amazon Data Firehose 1 (B #&8BY L 5 #h 5] 2 2% BR S5 (Amazon S3) FiEHE. T Z#
Redshift £ 51l 5 OpenSearch IRFEFFRINPR , AR A Datadog. Dynatrace. LogicMonitor
MongoDB. New Relic, Splunk 3% Sumo Logic €9 B (it Bt PR BRI BR. &fE , BF/ELREE
IR E| B < B E Amazon Data Firehose W1EF , B AT LUNBTEEAHEIE TR AWS IKFH B
Htth, BEAAXERRXNIHEARKREZ AWS Identity and Access Management (IAM), B IAM #Y
ESZEE , FBHAMLE IAM?,
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https://docs.aws.amazon.com/kms/latest/developerguide/symm-asymm-concepts.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#customer-cmk
https://docs.aws.amazon.com/IAM/latest/UserGuide/IAM_Introduction.html
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ok

RT3 8K Firehose &R #9177 R £ BR

& F Firehose X1 FAH Amazon MSK &Y i/ 8] #X BR
ALY Firehose 184E IAM £

& F Firehose i/ B X BR AWS Glue A FTHIER N FHiR
& ¥ Firehose /8 Amazon S3 H #Yth B X IR

& F Firehose i8] Amazon S3 kIR

1] Firehose ¥ Apache Iceberg 3k B Y #tb #9177 18] 1 fR
& F Firehose X Amazon Redshift B #9ith # 175 [A] X FR
& ¥ Firehose 1717122 # OpenSearch RS B #REYI R

4] Firehose # ¥ %t VPC & OpenSearch IRZ B #5891 8] 1 BR

#F Firehose 151872 # OpenSearch T IRE 25 B /R R

[ Firehose 3% OpenSearch VPC # 7c iR Z- 28 B #R Y15 8] & BR

& ¥ Firehose 1717 Splunk B Y ith #91X FR

£ VPC 351 Splunk

{# 8 Amazon Data Firehose  VPC i B £ Z Splunk

17117 Snowflake B HTTP i =

2 F Firehose if[8] Snowflake H Y ith#Y 1 BR

18 VPC #HY Snowflake

£2F Firehose X HTTP i = B 89 #th &Y 15 8 #X PR

Cross-account MY 5% MSK & $

Cross-account BLix B % S3 B AYh

Cross-account Bti% Z| OpenSearch fRS B BV ith

{5 A PR 42 1 15 )

I X 8K Firehose &RV B AR

ERFENNARFIGM Firehose RAVER , BERARLUTHINKEE, BB &R Action 5

FNERFRENEN AP REHTHE | Hi@ES "firehose: *" RFAERER TR,

B F 388 Firehose &R K17 B X R
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JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
"firehose:DeleteDeliveryStream",
"firehose:PutRecoxd",
"firehose:PutRecoxrdBatch",
"firehose:UpdateDestination"

]I
"Resource": [
"arn:aws:firehose:us-east-1:123456789012:deliverystream/delivery-
stream-name"
]
}

£2F Firehose X F#AHB Amazon MSK & & #Y i (5] #X FR
R Firehose KR EFAHE Amazon MSK £&F | N A LLABIRY KK,

BYAREEBRNETHRAREPRINXENERE , L@ Firehose IRF 4T FHA Amazon MSK
CreateVpcConnection APl B/EHI R,

1 Firehose #£1F IAM &

AT 48 T’ F Amazon Data Firehose THRIIXFR , AREL, LBHIEHGHFENRE @ B A AI
PR AR BE

(@ Note
R IBE A E A 812 Firehose BB HERCIEFACINIEI , N&FAAENEEERE AWS
MiinZZAe, MREFE Amazon Data Firehose EAIE IAM A2RHELECHUEAR
BELTEEEEKMEZAE , LAME Amazon Data Firehose AT LAEBZ AR, HEBHBELL

2% Firehose 3 #H Amazon MSK &£ &8 1/ 8] R 158
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EB#account-idNER AWS IKF ID, BEXANAERBEBNEERRNESEE , ESHRIE
AR,

Amazon Data Firehose £/ IAM & & ¥ 3KE Firehose FALBFEMMBERMENNR, BERSUATE
FERBEMINEZAE® , LAE Amazon Data Firehose AILAEIBiZ A G,

R RIER Amazon MSK £ Firehose SREVE , MATIEES —N IAM A6 | ZAEKR T Amazon
Data Firehose MIEER Amazon MSK EEBREUREIEMNNRE, BREUTEERBHEMNIIZAR® ,
LL{&@ Amazon Data Firehose AILAEIBZ A,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Principal": {
"Sexvice": [
"firehose.amazonaws.com"
]
}I
"Effect": "Allow",
"Action": "sts:AssumeRole"
}
]
}

Z A EFEF Amazon Data Firehose MIEER Amazon MSK EEBEURKIENNE , ERFRiZABE
FLLUTRIR :

£ F Firehose T EIM R AWS Glue A FHIER R iR

WRIEH Firehose HINITEHRIELR R R | Amazon Data Firehose 25| AZ#1E AWS GlueFHIRE
Yo ZE[@ Amazon Data Firehose 124 E/ A RINPR AWS Glue , BEZWBERPRNMUATFH, A
XA EHRKRIEH ARN HEER |, HSHEE Glue BJRE AR AWS N,

{
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"Sid": "",

"Effect": "Allow",

"Action": [

"glue:GetTable",
"glue:GetTableVersion",
"glue:GetTableVersions"

1,

"Resource": [
"arn:aws:glue:us-east-1:123456789012:catalog",
"arn:aws:glue:us-east-1:123456789012:database/b",
"arn:aws:glue:us-east-1:123456789012:table/b/easd"

]
},
{
actions: ['glue:GetSchemaVersion'],
grantee: options.role,
resourceArns: ['*'],
}

MERHEM RIRIMEHH B VKRB B RRRE . BXEZER , BFEAFRAREREPHRFILEE
B IAM =¥l AWS Glue

£ F Firehose 78] Amazon S3 B B9 i1 #Y X BR

L 4&4F FH Amazon S3 B#RAET , Amazon Data Firehose £85I & M EIE/ S3 F#E , HETLL
ERFERASIAEN AWS KMS 2 THIEME ., WREA 74H1%12% , Amazon Data Firehose i&
LFBIBEREIREZEREMN CloudWatch B A MR, 812 Firehose A , BEEHE IAM A

. Amazon Data Firehose 1FiZ IAM A€ HREXNIEEF#EME. 4. CloudWatch BEARRH
5 B BR

AL TR KRS , LAME Amazon Data Firehose BER i R IEHY S3 FE B AWS KMS %4A, tIRE
5% S3 176 , FfF s3:PutObjectAcl FME| Amazon S3 RIEFIRP, XNRFERBAAESE
% Amazon Data Firehose & i 9 X B ST £ 15 R PR,

JSON

"Version":"2012-10-17",
"Statement":

[
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name"'

"Effect": "Allow",

"Action": [
"s3:AboxtMultipartUpload”,
"s3:GetBucketLocation"”,
"s3:GetObject",
"s3:ListBucket",
"s3:ListBucketMultipartUploads"”,
"s3:PutObject"

1,

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

"Effect": "Allow",

"Action": [
"kinesis:DescribeStream",
"kinesis:GetShardIterator",
"kinesis:GetRecords",
"kinesis:ListShards"

1,

"Resource": "arn:aws:kinesis:us-east-1:123456789012

"Effect": "Allow",
"Action": [
"kms :Decrypt",
"kms : GenerateDataKey"
1,
"Resource": [
"arn:aws:kms:us-east-1:123456789012:key/key-id"
]I
"Condition": {
"StringEquals": {

:stream/stream-

"kms:ViaService": "s3.us-east-1.amazonaws.com"

},
"StringLike": {
"kms:EncryptionContext:aws:s3:axn": "arn:aws

demo-bucket/prefix*"

Y,

}

:s3:::amzn-s3-
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"Effect": "Allow",

"Action": [
"logs:PutLogEvents"

1,

"Resource": [
"arn:aws:logs:us-east-1:123456789012:1og-group:log-group-name:log-

stxeam:log-stream-name"
]
}I

{

"Effect": "Allow",

"Action": [
"lambda:InvokeFunction",
"lambda:GetFunctionConfiguration"

]I

"Resource": [
"arn:aws:lambda:us-east-1:123456789012: function: function-

name: function-version"

1

FERNERES — AR Amazon Kinesis Data Streams BiE A, TR B A Kinesis Data
Streams fEREBTERIR , ATAMIBRIZIEG ., MREFEH Amazon MSK /ERIR , M A LA TRAERE
ZiBA

"Sid".mt,

"Effect":"Allow",

"Action":[
"kafka:GetBootstrapBrokers",
"kafka:DescribeCluster",
"kafka:DescribeClusterV2",
"kafka-cluster:Connect"

1,

"Resource":"arn:aws:kafka:{{mskClusterRegion}}: {{mskClusterAccount}}:cluster/

{{mskClusterName}}/{{clusterUUID}}"
},

{
IlSidll : Illl’
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"Effect":"Allow",

"Action":[
"kafka-cluster:DescribeTopic",
"kafka-cluster:DescribeTopicDynamicConfiguration",
"kafka-cluster:ReadData"

1,

"Resource":"arn:aws:kafka:{{mskClusterRegion}}:{{mskClusterAccount}}:topic/

{{mskClusterName}}/{{clusterUUID}}/{{mskTopicName}}"

},
{
"Sid":"",
"Effect":"Allow",
"Action": [
"kafka-cluster:DescribeGroup"
1,

"Resource":"arn:aws:kafka:{{mskClusterRegion}}: {{mskClusterAccount}}:group/
{{mskClusterName}}/{{clusterUUID}}/*"
}

BRAVHEM AWS RS THHIEN AWS BRRNEZEE , HSH IAM AR EETRH L E A G0
AWS BRS5ZERIXR

BT UMMERF Amazon Data Firehose X EAtblK = 8 Amazon S3 B Wb RN R , §Z(the
section called “Cross-account Bix Z\I 5z S3 B HY#s”,

£ F Firehose 78] Amazon S3 FRHERE

Firehose EE—MEHEBENRMN IAM BT 825 R AWS AWS Glue R FHIFE A Amazon S3 &K
FHEEPHNR, EEA Amazon S3 RE#EEHIHR , BEMLMA IAM BEIRHFIEMNE. Amazon
S3 KRB FZAEMNNRIRFEERN IR ZEHES

« |IAM FRI#EH — Firehose XY AR FEEEX Amazon S3 RIFHEIRA IAM R,

+ Lake Formation 15 [A]#2 %] — Firehose T ABEZE AWS AWS Lake Formation X R F sEE B XS I8
M REERNHRNE, AWS Lake Formation fEFA B WWINRER | o UAXNEHEE XERH#ITHE
B G E) R,

£ 83 Firehose AT , BEEL IAM B8, ERSEYHRHESIE AR MAVET .
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IAM 173 [R] 2

MBELSFERANR IAM a2 EEX ( A AWS Lake Formation ) , | Firehose X AGBEEEE
Xt Amazon S3 &I EIRF AWS Glue 3iE B ZXT KM IAM R,
BF AWS EEEFIE HITH IAM #2H1E |, Bt A https://console.aws.amazon.com/iam/o
BRI RS HE R REIRPIERE JSON, RN TR FATENRA AR KEE,
{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "S3TablesAccessPermission",

"Effect": "Allow",

"Action": [

"s3tables:GetTable",
"s3tables:GetTableData",
"s3tables:GetTableMetadatalocation",
"s3tables:UpdateTableMetadatalLocation"

1,

"Resource": [
"arn:aws:s3tables:region:account-id:bucket/*",
"arn:aws:s3tables:region:account-id:bucket/*/table/*"

]

},
{

"Sid": "S3TableBucketAccessPermission",

"Effect": "Allow",

"Action": [

"s3tables:GetTableBucket"
1,
"Resource": "arn:aws:s3tables:region:account-id:bucket/*"
},
{

"Sid": "GlueCatalogAccessPermission",

"Effect": "Allow",

"Action": [

"glue:GetDatabase",
"glue:GetDatabases",
"glue:GetTable",
"glue:GetTables",
"glue:UpdateTable"

1,
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"Resource": [
"arn:aws:glue:region:account-id:catalog",
"arn:aws:glue:region:account-id:catalog/s3tablescatalog",

"arn:aws:glue:region:account-id:catalog/s3tablescatalog/*",

arn:aws:glue:region:account-id:database/*",
"arn:aws:glue:region:account-id:table/*/*"

]

"Sid": "S3DeliveryErrorBucketPermission",

"Effect": "Allow",

"Action": [

"s3:AbortMultipartUpload",
"s3:GetBucketLocation",
"s3:GetObject",
"s3:ListBucket",
"s3:ListBucketMultipartUploads",
"s3:PutObject"

1,

"Resource": [
"arn:aws:s3:::error-delivery-bucket",
"arn:aws:s3:::error-delivery-bucket/*"

"Sid": "RequiredWhenUsingKinesisDataStreamsAsSource",
"Effect": "Allow",
"Action": [
"kinesis:DescribeStream",
"kinesis:GetShardIterator",
"kinesis:GetRecords",
"kinesis:ListShards"

]I

"Resource": "arn:aws:kinesis:region:account-id:stream/stream-name"

"Sid": "KMSPermissionForS3TablesEncryption",
"Effect": "Allow",
"Action": [
"kms:Decrypt",
"kms:GenerateDataKey"
1,
"Resource": [
"arn:aws:kms:region:account-id:key/key-id"
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iF
"Condition": {
"StringEquals": {
"kms:ViaService": "s3.amazonaws.com"

1,
"StringlLike": {
"kms:EncryptionContext:aws:s3:arn":
"arn:aws:s3tables:region:account-id:bucket/*/table/*"

}

"Sid": "RequiredWhenUsinglLambdaForDataTransformation",
"Effect": "Allow",
"Action": [
"lambda:InvokeFunction",
"lambda:GetFunctionConfiguration"

1,
"Resource": "arn:aws:lambda:region:account-id:function:function-
name: function-version"
3,
{

"Sid": "CloudWatchLogsPermission",
"Effect": "Allow",
"Action": [
"logs:PutLogEvents"
1,

"Resource": "arn:aws:logs:region:account-id:log-group:log-group-name:log-
stream:log-stream-name"

}

ZEREE ARFIFRIED? Kinesis Data Streams., A Lambda B M5 R Z4AFEH, AWS
KMS R & IX L RFEPHEM—A , MATSARBRENIER, MRBHTHIRIEHR , Amazon
Data Firehose i & HIE£ Wi IR XX B EH CloudWatch BEAMFR, EBH4MEE A RAMNE
ERBMTEFEALED, WTFEFEANMBEREN , BSREH HEKZEL D #HEIE Firehose
CloudWatch,

EREEBF | FEUFESERNENEFTREM. AWS K7 BFMXE,

BIEFRIEE , ELITFF IAM $8&l4A | https://console.aws.amazon.com/iam/F &1 —1 IAM £ &AWS
BRSSER AIE SRR AL,
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FNFRESHEAERS |, £ Kinesiso N FERAEHI , %£#F Kinesis Firehose,

ETF—TLE , EBE—SHENRRRNEZAR, FEENEL , FEXIEERECH MBI A
& | LAEF Firehose [RERIBIL A BN IRE, EEAIELA®E , Amazon Data Firehose AJ MR Z A
&3 AWS Glue 1 Amazon S3 RHFITATFERVIRIE. 1 Firehose IRFEMRRMEIFFOIEZBENEER
BH, EXEZER , EZH A1 Firehose #HE IAM A€,

Lake Formation i a3z &l

MREEHAI R AWS Lake Formation 5B HIER |, MR T IAM KE&EH | Firehose RITABKEEE
EIFESE AWS Lake Formation 1R,

R AWS BEEEGA HITH IAM #85|& , it 7 https://console.aws.amazon.com/iam/.

B HE R REEETFIESE JSON, R T ABKKEE , | F Amazon S3 read/write #XBR , 420
PR, EFHER RPROINRE,

JSON

{
"Version":"2012-10-17",
"Statement": [
{

"Sid": "S3TableAccessViaGlueFederation",

"Effect": "Allow",

"Action": [

"glue:GetTable",
"glue:GetDatabase",
"glue:UpdateTable"

1,

"Resource": [
"arn:aws:glue:us-east-1:123456789012:catalog/s3tablescatalog/*",
"arn:aws:glue:us-east-1:123456789012:catalog/s3tablescatalog"”,
"arn:aws:glue:us-east-1:123456789012:catalog",
"arn:aws:glue:us-east-1:123456789012:database/*",
"arn:aws:glue:us-east-1:123456789012:table/*/*"

]

},
{

"Sid": "S3DeliveryExrrorBucketPermission",
"Effect": "Allow",
"Action": [

2% Firehose 158 Amazon S3 &R R 167


https://console.aws.amazon.com/iam/

Amazon Data Firehose FEANGIER

"s3:AboxtMultipartUpload”,
"s3:GetBucketLocation"”,
"s3:GetObject",
"s3:ListBucket",
"s3:ListBucketMultipartUploads"”,
"s3:PutObject"

1,

"Resource": [
"arn:aws:s3:::<error delivery bucket>",
"arn:aws:s3:::<errox delivexry bucket>/*"

]

}I
{

"Sid": "RequiredWhenUsingKinesisDataStreamsAsSource",

"Effect": "Allow",

"Action": [
"kinesis:DescribeStream",
"kinesis:GetShardIteratox",
"kinesis:GetRecoxds",
"kinesis:ListShards"

1,

"Resource": "arn:aws:kinesis:us-east-1:123456789012:stxeam/<stream-name>"
},
{

"sid":

"RequiredWhenDoingMetadataReadsANDDataAndMetadataWriteVialakefoxrmation",
"Effect": "Allow",
"Action": [
"lakeformation:GetDataAccess"
]I
"Resource": "*"
}I
{
"Sid": "RequiredWhenUsingKMSEncryptionFoxrS3ErroxBucketDelivery",
"Effect": "Allow",
"Action": [
"kms :Decrypt",
"kms : GenerateDataKey"
1,
"Resourxce": [
"arn:aws:kms:us-east-1:123456789012:key/<KMS-key-id>"
]I
"Condition": {
"StringEquals": {
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"kms:ViaService": "s3.us-east-1.amazonaws.com"
}I
"StringLike": {
"kms :EncryptionContext:aws:s3:axrn": "arn:aws:s3:::<error delivery
bucket>/prefix*"
}
}
}I
{
"Sid": "LoggingInCloudWatch",
"Effect": "Allow",
"Action": [
"logs:PutLogEvents"
]I
"Resource": [
"arn:aws:logs:us-east-1:123456789012:1o0g-group:log-group-name>:log-
stream:<log-stream-name>"
]
},
{
"Sid": "RequiredWhenAttachinglLambdaToFirehose",
"Effect": "Allow",
"Action": [
"lambda:InvokeFunction",
"lambda:GetFunctionConfiguration"

]I
"Resource": [
"arn:aws:lambda:us-east-1:123456789012:function:<function-
name>:<function-version>"

1

ZERBBE AT IHRIES# Kinesis Data Streams, A Lambda B M5 R Z4AMEH, AWS
KMS IR &R fEH ""E’ﬁ)‘ﬁﬂlﬂﬂ’ﬂfﬂ—/\ T BT AR BRAE R Y Ao ZIU%F'FH T%’*‘“ 2% , Amazon
Data Firehose & & [ i Mt R A X BEH CIoudWatch AEAMB, BLANEEAEELEMA
ERABMT BEE A L&D, ﬂ?HEﬁﬁHum%ﬁ @ﬁﬁﬁ%%ﬁﬂ%ﬂ@ﬁﬁmM%
CloudWatch,

FERBRERE T | <error delivery bucket>f#H Amazon S3 EEBEFHEMR | aws-account-
iR RN BRHBER AWS K HSMXE,
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BRT IAM KBESL | S8E[E Y Firehose T A BEFFIEMNNIE, AWS Lake FormationBXE
ZEE  BSRRTFERNE,

BIEFRIES , ELITFF IAM $2&]4& | https://console.aws.amazon.com/iam/F 8122 —1 IAM £ &AWS
BRSZAER AIE SRR B,

MNFRZRERARG , %&£ Kinesiso N FEARH , £ Kinesis Firehose,

ET—TL , EBE-—SHOEBNERIMNEZACR, EEERHEL , ZLRIEERESH MBI
Af | LR T Firehose REFABLACRKNNIR, EEGIEARER , Amazon Data Firehose 1] BURIR 1%
AEX AWS Glue fl S3 FREBINITATENIRIE, ¥ Firehose RS =R MEIFTI Q12 A B EERE
P, BXRXEZER , BSH AiF Firehose 1H1E IAM A&,

[6] Firehose ¥&F Apache Iceberg 3k B Y it #9175 8] 4% BR

£ AWS GluetlZ Firehose i Apache Iceberg R 281 , BUMEE IAM A€, FRAUTSR
BIZEKREH IAM A, Firehose F&E L IAM A& HNITITENRE,

1. BXAWS EEEEHSE HHTH IAM 2HE |, Mk Rhttps://console.aws.amazon.com/iam/,

2. BIERRBEHIERERESSPIER JSON,

3. BNMLATREEKR , £ F Amazon S3 read/write fXFR , HIEI R, EFHIEE ZFHPRINEE,

WEKAE—TIER , ZiEQRFHE Amazon Kinesis Data Streams. 8/ Lambda & #1175 7]
KMS %40, NRETEIXLRFEHEMA—A , N aT S BRAE R A E D,

MRBATHIRIEHE , Firehose 2 @EH CloudWatch BEEMEE R EHIEEBE IR, I
L, BAFAREREENBEREN. NTHEEEANMBERER , FSREEH B & BT D EE
Firehose CloudWatch,

4. TERBREBESF |, amzn-s3-demo-bucket &K Amazon S3 Z#E R Fr. aws-account-id F[X
EER N B RN ER AWS K~ %5 XE,

(® Note
EAERTFNHEEE RTFHMEREENRONR, NRFE , WEATLMREFEN RN
iR ER TR,

5. BIRXREEE , T IAM ZEH A HGE—D IAM B | AWS RS ER TERAER,
6. WFRZSHFEAERY , £ Kinesiso I FERARHI , i£#F Kinesis Firehose,
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7. ET—0L, EBLE-SHEENKEHRNEZAR, EEETAEL , FaXIEERESH INE
AR  LURF Firehose RFFEIEI ABHNIR, EECIESEE , Amazon Data Firehose A LA
ABZABLR AWS Glue 1 S3 ZEERITAIENIRKE,

£ F Firehose X} Amazon Redshift B Y itk B 17 [8]) £ BR
A Amazon Redshift B Y1t B1#E F X Amazon Data Firehose BiA R BRE , FSEUA T AR,

£
« |IAM &R0 KR
« X} Amazon Redshift Fili& ££ ¥ 5% Amazon Redshift Serverless T/E4HRY VPC ii[a]

IAM £ &5 0] 5K B

£ £ Amazon Redshift B #y3t:8F , Amazon Data Firehose &G E£EHZ S3 FHEFERN D
&, ERALUERFEREHEEN AWS KMS B THIEMZ . A/F , Amazon Data Firehose ¥
BAEM S3 FEMFMEL R ZE Amazon Redshift 7l iE 8285} Amazon Redshift Serverless T4E4H,
WMREF AT 4IR1E% , Amazon Data Firehose & 2B E& IR ZIZ B EH CloudWatch B&
A F5%. Amazon Data Firehose £ 38 E/ Amazon Redshift Fi & M58 i R 8K Tl B £ 8
= Amazon Redshift TR T/EH , HER IAM A€ 1HREENE#EE. A, BEAFR.
CloudWatch 1% Firehose it , BEEHRHE IAM A,

FERALAT B 5KEE , A& Amazon Data Firehose 8E% 17 B 28 S3 FM A AWS KMS 4, MIRE
%8 S3 7N , BfF s3:PutObjectAcl HFiNZE| Amazon S3 #EFIR , XHFRFEHEBAMEEX
Amazon Data Firehose 23 RN T LG RINR. MREEEE —ALiFHE Amazon Kinesis Data
Streams Wi, MRERMEA Kinesis Data Streams R EHIEFRIR , 7T LABIBRZE A,

JSON

{
"Version":"2012-10-17",
"Statement":
[

{
"Effect": "Allow",

"Action": [
"s3:AboxrtMultipartUpload"”,
"s3:GetBucketLocation",
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"s3:GetObject",
"s3:ListBucket",
"s3:ListBucketMultipartUploads"”,
"s3:PutObject"

1,

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

]
}I
{
"Effect": "Allow",
"Action": [
"kms :Decrypt",
"kms : GenerateDataKey"
]I
"Resource": [
"arn:aws:kms:us-east-1:123456789012:key/key-id"
1,
"Condition": {
"StringEquals": {
"kms:ViaService": "s3.us-east-1.amazonaws.com"
},
"StringlLike": {
"kms:EncryptionContext:aws:s3:axn": "arn:aws:s3:::amzn-s3-
demo-bucket/prefix*"
}
}
},
{
"Effect": "Allow",
"Action": [
"kinesis:DescribeStream",
"kinesis:GetShardIteratox",
"kinesis:GetRecoxds",
"kinesis:ListShards"
1,
"Resource": "arn:aws:kinesis:us-east-1:123456789012:stream/stream-
name"'
}I
{

"Effect": "Allow",
"Action": [
"logs:PutLogEvents"
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1,

"Resource": [
"arn:aws:logs:us-east-1:123456789012:1og-group:log-group-name:log-
stxeam:log-stream-name"

1

},
{
"Effect": "Allow",

"Action": [
"lambda:InvokeFunction",
"lambda:GetFunctionConfiguration"

]I
"Resource": [
"arn:aws:lambda:us-east-1:123456789012: function: function-
name: function-version"

1

BRATHM AWS RF1HREHN AWS RENEZER | 55 IAM AP ERTNAEA G
AWS RS ZE MR

3 Amazon Redshift Fili& ££8¥ =% Amazon Redshift Serverless T4E Y VPC 54l

WMREH Amazon Redshift 7l B &£ &5 Amazon Redshift Serverless T/EAMN FEINFE = ( VPC)
o, AR AERAE IP it X HB T A AR, sk , B3 BUEE I Amazon Data Firehose IP
st , $}F Amazon Data Firehose X Amazon Redshift & &£ & = Amazon Redshift Serverless T
YELARY 1 B AXPBR, B BT , Amazon Data Firehose A&7 A X — 4 CIDR #k,

Region CIDR R
EERE ( HEM) 13.58.135.96/27

EXERI (FEFRIEMIE 52.70.63.192/27
=B )

ZEEZ (dLmFER 13.57.135.192/27
NI
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FRARER

Region
EETEE (REBRM )

AWS GovCloud (US-
East)

AWS GovCloud (US-
West)

MEX (HPER)

MEXELR (FRME)

TEARBX (FE)
Asia Pacific (Mumbai)
TA#X (BEUE )
TA#X (ER)
WAH# X (I )
TAEX (EE)
A H# X (FEDE )
TAMX (FR)
TAX ((KER )
TA#X (Z=E )
TAMX (AdL)
PRE (dtx)

FE (TE)

RN (7R ERH )

CIDR #
52.89.255.224/27

18.253.138.96/27

52.61.204.160/27

35.183.92.128/27
40.176.98.192/27
18.162.221.32/27
13.232.67.32/27
18.60.192.128/27
13.209.1.64/27
13.228.64.192/27
13.210.67.224/27
108.136.221.64/27
13.113.196.224/27
13.208.177.192/27
43.208.112.96/27
43.212.53.160/27
52.81.151.32/27
161.189.23.64/27

16.62.183.32/27
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FRARER

Region

KRNI X (EZRAR )
RO X ( ZBR= )
KR X (1238 )
KR X (B2 )
RNt (X ( EFfEEFREE )
RN ( FREEST )

R (BH)

SHE (FE)
EEMN (ERF )
KR 3 X (K= )
FEM (FFER)

PR ( FIERES )
Bed (Bh4x )
TAMX (BRE)

WA (DR )

CIDR 3#
35.158.127.160/27
52.19.239.192/27
18.130.1.96/27
35.180.1.96/27
13.53.63.224/27
18.100.71.96/27
15.185.91.0/27
78.12.207.32/27
18.228.1.128/27
15.161.135.128/27
13.244.121.224/27
3.28.159.32/27
51.16.102.0/27
16.50.161.128/27

43.216.58.0/27

BXRUNABCHEL IP it EZE S |, 525 (Amazon Redshift A 118F) FFFi5 A £

RESRE,

% F Firehose 171822 3 OpenSearch AR B #rEIRUER

L& {FH OpenSearch RS B #58F , Amazon Data Firehose &5 8iE /% #i E1#&H OpenSearch fRS
£8 AR AMHPSCHBIE XEZ 0 REH S3 F#E, MRBAT4HI1R1E% , Amazon Data
Firehose & & #iE & Mt iR KX FEH CloudWatch B EHA M. Amazon Data Firehose {E/ 1AM

& F Firehose 1482 # OpenSearch AR5 B #REVIPR
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AIFREER OpenSearchfR&518., S3 FiEM. AWS KMS Z4ALAK CloudWatch BELAFR. €l
# Firehose il , BEEHE IAM A,

£ A LU T 15 8] 5K B§ S8 %F Amazon Data Firehose 15 [E#& /Y S3 #Zi#&#. OpenSearchfR$EH M AWS
KMS %48, MNREZHE S3 M , BN s3:PutObjectAcl FINE Amazon S3 BEFIXR | XF

R FF&EFTEEX Amazon Data Firehose £ I RN T2 HBR. WWREEIEE — N AFIHE
Amazon Kinesis Data Streams Ky @, MREREA Kinesis Data Streams £ BIERIR , o1 LAMIER
ZiEA,

BRATHM AWS RFiHREHN AWS RENEZER | 55 IAM AP ERTNAEA G LM
AWS BRFZZEMRNPR,.

E T WMMERF Amazon Data Firehose 15 R HABIK F OpenSearch RS EEHHNR , 555, the
section called “Cross-account Hti% Z] OpenSearch RS B By

[4] Firehose &% ¥ X VPC A OpenSearch BRSs B ¥r#9 15 8] 1 BR

MRIEH OpenSearch FREEHMF VPC # , 1544 Amazon Data Firehose & F £ —15 R #IRAI X
PR, b4k, BFEE M@ Amazon Data Firehose R F L TR , SEHAEH 17 B #8#) OpenSearch BRI
VPC,

* ec2:DescribeVpcs

* ec2:DescribeVpcAttribute

* ec2:DescribeSubnets

* ec2:DescribeSecurityGroups

* ec2:DescribeNetworkInterfaces

* ec2:CreateNetworkInterface

* ec2:CreateNetworkInterfacePermission

e ec2:DeleteNetworkInterface

/A Important

B2 Firehose M/g , TR X LNR, MREBEXLENR , ISLYRSZHAERNREF
ENI B} , 889 Firehose i B4 =% 1L B OpenSearch &I IRF L IEZEIE,

6] Firehose %3 VPC 1 OpenSearch BRZS B R0 B X R 176
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/A Important

EFE VPC HEEENHEERE B F et |, BRERTE NI EEBHENRE IP ity
it MRIBEFMAXEAIAES IP it , N Firehose T ENFLE VPC HEIBIEER
BIESRI ENI , H BERRERE KM,

B HEFHER Firehose BIERT , BAILUEE —1MNR L4 |, ik Firehose 7E @& /Y AR 55180 & 35 BB Bt
M. OpenSearch BRI LAfEH OpenSearch [RESEFEANMERZ A , b UAERATRNZEH,
MRGIEEHMEL A | BFHRE ALY OpenSearch RS HL AR KL HTTPS FRE. kb4 |, HHR
OpenSearch [RE BN L £4A AP KB IEEE B Firehose BEIENIEENLZEHMN HTTPS RE, IR
&3S Firehose B1% M OpenSearch [RFEFEAHEBENEZ A , BEHEAZTEEHAWEMRN LF HTTPS 7t
B, BXREZ2EHANNEZER , iHSE Amazon VPC R M Z £ AMN,

% F Firehose 1718]22 3 OpenSearch oS85 B FREI PR

L& (F F OpenSearch THRZ-88 B #56F , Amazon Data Firehose &5 #iE £ i 2| OpenSearch BT
RFEBEES , HEM AKX ERAME XEZ D EEN S3 M. WRBA THIRIEE , Amazon
Data Firehose i& & B EE 1R ZE EEH CloudWatch B EA MR, Amazon Data Firehose fi
A 1AM A &5 [R{EER OpenSearch TIRGERES. S3 F#EM. AWS KMS #47. CloudWatch H
FAMR. BIE Firehose bt , BEEHE IAM BE,

5 LA G [E] R B 7 1F Amazon Data Firehose 14 B2 S3 Zf#&#8. OpenSearch7 RS 2718 &
A, AWS KMS INR&&HE S3 126# , 15N s3:PutObjectAcl FiNE Amazon S3 BEFIEX | iX
MR FEZ#EMFTE &3 Amazon Data Firehose &I RN T £ H RN, LEREEER —MNAFIHR
Amazon Kinesis Data Streams HiEf, WMREFFEA Kinesis Data Streams fEJ EIEFRIER , 7T LA R
ZiE4,

JSON

"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"s3:AboxtMultipartUpload",
"s3:GetBucketLocation"”,
"s3:GetObject",

$2F Firehose 1522 # OpenSearch TCER% 25 B AR AXLFR 177


https://docs.aws.amazon.com/vpc/latest/userguide/VPC_SecurityGroups.html#SecurityGroupRules
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"s3:ListBucket",
"s3:ListBucketMultipartUploads",
"s3:PutObject"

]I

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

"Effect": "Allow",
"Action": [
"kms :Decrypt",
"kms : GenerateDataKey"
1,
"Resource": [
"arn:aws:kms:us-east-1:123456789012:key/key-id"
]I
"Condition": {
"StringEquals": {
"kms:ViaService": "s3.us-east-1.amazonaws.com"
}I
"StringLike": {
"kms:EncryptionContext:aws:s3:axrn": "arn:aws:s3:::amzn-s3-
demo-bucket/prefix*"

}

3,

{
"Effect": "Allow",

"Action": [
"kinesis:DescribeStream",
"kinesis:GetShardIterator",
"kinesis:GetRecords",
"kinesis:ListShards"

]I

"Resource": "arn:aws:kinesis:us-east-1:123456789012:stxeam/stream-name"
}I
{

"Effect": "Allow",

"Action": [

"logs:PutLogEvents"
1,

"Resource": [

$2F Firehose 1522 # OpenSearch TCER% 25 B AR AXLFR 178
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"arn:aws:logs:us-east-1:123456789012:1og-group:log-group-name:log-

stxeam:log-stream-name"
]
},

{
"Effect": "Allow",

"Action": [
"lambda:InvokeFunction",
"lambda:GetFunctionConfiguration"

1,

"Resource": [
"arn:aws:lambda:us-east-1:123456789012: function: function-
name: function-version"
]
},

{
"Effect": "Allow",
"Action": "aoss:APIAccessAll”,
"Resource": "arn:aws:aoss:us-east-1:123456789012:collection/collection-

idll

B ERFERRAN | BE AT E Amazon Data Firehose , LAEE B H R FBE P O E U T RIENE :

"Rules":[
{
"ResourceType":"index",
"Resource":[
"index/target-collection/target-index

1,

"Permission":[
"aoss:WriteDocument",
"aoss:UpdateIndex",
"aoss:CreateIndex"

1,

#F Firehose 15 E 42 # OpenSearch RS 25 B #RHIAR 179
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"Principal":[
"arn:aws:sts::123456789012:assumed-role/firehose-delivery-role-name/*"

]

BRATHM AWS RF1HREHN AWS RENEZER | 55 IAM AP ERTNAEA G LM
AWS BREZEMRINPR o

[6] Firehose & FXf OpenSearch VPC A T ARSS 25 B ¥RV 15 R AR

MREE OpenSearch TRFEFESNMTF VPC #F , 1§44 Amazon Data Firehose R F £ —T
B, teHh , BFEEME Amazon Data Firehose RFLL TR |, EHBEB 15 F KR OpenSearch &
RS EREEHY VPCo

* ec2:DescribeVpcs

* ec2:DescribeVpcAttribute

* ec2:DescribeSubnets

* ec2:DescribeSecurityGroups

* ec2:DescribeNetworkInterfaces

* ec2:CreateNetworkInterface

* ec2:CreateNetworkInterfacePermission

e ec2:DeleteNetworkInterface

/A Important

Bl Firehose M/ , B ORBEIX LR, MREHHXLNIR , MEHRSZREAREH
ENI B , &89 Firehose R 2R (= 1L [ OpenSearch &K RS ITAEIZ IR

/A Important
EAAE VPC RiEEERBEA R EA BN FRE , FRRME TP REEBHEN R IP it

i, MREBEEFMARBEATHNELRE IP it , U Firehose HEZENILE VPC Ry BEL A
BIESRM ENI , H BERmRERE KM,

6] Firehose £ ¥} OpenSearch VPC F 7 RS 88 B #R AV 1/ A X R 180
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BB R EFIEM Firehose EIER , BALIEE—NLL4 , ik Firehose EMEMERFH/E S KIEH
ERERA. OpenSearch A LAE S OpenSearch Serverless £ HEIMNZ 4 , h A AERATE
WLELH, IREIEEHMZ LA , BRBRE A OpenSearch TREF[EAN L AN HIE HTTPS
TRE. A, BHR OpenSearchTIRFBFEEN L LA AT RBEERE Firehose BEREMNIEENZ
SHMN HTTPS RE., WRIEX Firehose E#EF OpenSearch Serverless £E&FRAMERMNEZSA |
BERAZEHAALAN LT HTTPS RE. BEXZLEMNMNESZEER |, 51 Amazon VPC XH4H
RS AMN,

& ¥ Firehose 1518 Splunk B Bt B9 X R

£/ Splunk B BY#bAT | Amazon Data Firehose £33 #E& # 2 Splunk HTTP =4 Uk%ES ( HEC)
HR. EXRSFZEERMOIEIEEN Amazon S3 Fi#4E , LKt ERERABSHER AWS KMS
EAH 1T Amazon S3 RS ERMMNE . MRBH T HIRIEF , Firehose 2 HIFEZ MR K E R EH
CloudWatchB &, &AL AWS Lambda B FEiE##,

MBEBER AWS 75 15% 8 |, BHR T R Classic g% 85 Application AF19# 35, LI\, fE
RAAZBARITEREZAMN Cookie BRI AR THENENEZERE  NARFARIERENEN
FEBENRKRE (7X) . BXRIMTHITIHERENEE , i5ZH C lassic Load Balancer 5% Application
Load Bal ancer #J Duration-Based & #t,

B2 Firehose 7Bt , BS%E IAM B, Firehose IB{FiZ% IAM A FREXNIEERE#E. 4.
CloudWatch B &A T 77 RIABR .

AT 5K EE , A& Amazon Data Firehose BEB 17 R HY S3 Fil. MREZHE S3 F#ME ,
BH¥ s3:PutObjectAcl AMNE| Amazon S3 ##ES|xk , XFRFEMEBAAEEX Amazon Data
Firehose fE IV R T2 HRINR, ZBEZE R F Amazon Data Firehose 18X R EL CloudWatch
B TRIRIE R M BIEE AWS Lambda #, LREEEE —/NLF1HE Amazon Kinesis Data Streams #9
B, MREFREEM Kinesis Data Streams {ER EBIERIR , TUAMIBRZE . Amazon Data Firehose
FHERA IAM 1518 Splunk. ZEiF[E] Splunk , EERAEK HEC T4,

JSON

"Version":"2012-10-17",
"Statement":
[

{
"Effect": "Allow",

"Action": [
"s3:AboxtMultipartUpload",

& F Firehose 517 Splunk B #9391 R 181
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"s3:GetBucketLocation",
"s3:GetObject",
"s3:ListBucket",
"s3:ListBucketMultipartUploads",
"s3:PutObject"

]I

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

]
},
{
"Effect": "Allow",
"Action": [
"kms :Decrypt",
"kms : GenerateDataKey"
1,
"Resource": [
"arn:aws:kms:us-east-1:123456789012:key/key-id"
]I
"Condition": {
"StringEquals": {
"kms:ViaService": "s3.us-east-1.amazonaws.com"
}I
"StringLike": {
"kms:EncryptionContext:aws:s3:axrn": "arn:aws:s3:::amzn-s3-
demo-bucket/prefix*"
}
}
}I
{
"Effect": "Allow",
"Action": [
"kinesis:DescribeStream",
"kinesis:GetShardIterator",
"kinesis:GetRecords",
"kinesis:ListShards"
]I
"Resource": "arn:aws:kinesis:us-east-1:123456789012:stxeam/stream-
name"'
},
{

"Effect": "Allow",
"Action": [
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"logs:PutLogEvents"
]I
"Resource": [
"arn:aws:logs:us-east-1:123456789012:1og-group:log-group-name:log-
stream:*"

"Effect": "Allow",

"Action": [
"lambda:InvokeFunction",
"lambda:GetFunctionConfiguration"

1,

"Resource": [
"arn:aws:lambda:us-east-1:123456789012:function: function-

name: function-version"

1

BRAVHEM AWS RS THHIEN AWS BRNEZEE , HSH IAM AR EETRH L E A G0
AWS RS ZERIXR

£ VPC H1ii[d] Splunk

MR Splunk FANTF VPC # , E4AMEELE IP thit LA FF#H1TIHR, b\ |, EEBUEPELE
Amazon Data Firehose IP ##it , LA Amazon Data Firehose ##F X4 Splunk S & #9177 8] X
PR, Amazon Data Firehose B BIfEFA LA T CIDR 3R,

Region CIDR #t
ZERIP (HE3BEBM ) 18.216.68.160/27, 18.216.170.64/27, 18.216.17
0.96/27 \

XERI (FEFRLMIE 34.238.188.128/26, 34.238.188.192/26, 34.238.19
I8 ) 5.0/26

EZERE (JmAERE 13.57.180.0/26
)

1£ VPC Hj[Al Splunk 183
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FRARER

Region

SXEAES (HBRM )

AWS GovCloud (US-
East)

AWS GovCloud (US-
West)

TAMK (FS )
TA#K (&4t )
TAMK (&R )
TAMK (ER )
WA X (FH )
TAMK (EE )
TAMK (FE )
TAMR (R )
mEX (HE)
MEAFEL (FRNE )
BN (R )

KR X ( TBR=)

RCM X (f22)

Europe (Paris)

CIDR #

34.216.24.32/27, 34.216.24.192/27, 34.216.24
.224/27

18.253.138.192/26

18.

43.

13.

13.

13.

13.

43.

13.

35.

40.

18.

162.

212.

232.

209.

229.

211.

208.

230

183.

176.

194

.0/27

.61.204.192/26

221.64/26

53.192/26

67.64/26

71.0/26

187.128/26

12.0/26

112.128/26

.21.0/27, 13.230.21.32/27
92.64/26

98.128/26

.95.192/27, 18.194.95.224/27,

18.195.48

34.241.197.32/27, 34.241.197.64/27, 34.241.19
7.96/27

18.130.91.0/26

35.180.112.0/26

1£ VPC Hj[Al Splunk
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Region CIDR #t
RO ( FEIEST ) 18.100.194.0/26

Rt X ( HTEESF/REE ) 13.53.191.0/26

2R (B ) 15.185.91.64/26
ST (FHE) 78.12.207.64/26
BEM (ERF ) 18.228.1.192/26
RO X (K== ) 15.161.135.192/26
IEM (FTFER) 13.244.165.128/26
A X (KPR ) 13.208.217.0/26
FE (4R ) 52.81.151.64/26
HE (TE) 161.189.23.128/26
0 A X ( FEDDE ) 108.136.221.128/26
IR ( PuBxed ) 3.28.159.64/26
&5 (4Fh4Ex ) 51.16.102.64/26
KM ( 7RER1H ) 16.62.183.64/26
TA#X (BEAD ) 18.60.192.192/26
WA#KX (SRA) 16.50.161.192/26

WA#X (BRAEIL ) 43.216.44.192/26

WA#X (#FHAE=) 3.102.119.128/26
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£ Amazon Data Firehose ¥ VPC i B E8EUZ Splunk

EiFA T RmAeIE VPC R BERITI. £ E Firehose AR VPC RAZ XX ZHWE N |, &
Z# A Amazon Data Firehose ¥§ VPC it H 5 EZEI Splunk #,

1518 Snowflake B HTTP % &

LMERME HTTP w5 Snowflake A B EE R |, )R B4 E T Amazon Data Firehose B9 AWS IP b
B F &,

] Firehose A 1NEI/AFE Snowflake EB M AT RBEHW/AE HTTP H HTTPS v = , BRFATE Y
Bl AWS |P b3k 38 EA IR R A O F N,

(® Note
BHATERKREEEXRKREZMEE AWS XEH IP ik, BLMBIEREXE AWS & IP
kS .

£ F Firehose 718 Snowflake B K9 ithHI X BR

LR E A Snowflake #E7 B By ithit |, Firehose £ A &K Snowflake Ik~ URL fFEiE& 5 £l
Snowflake Ik . EXESFHRBER G REENLDHELFERSEERS , BEUTLUEEREER
B2 B AWS Key Management Service Z£A# 1T Amazon S3 fRE2:|imMNE. MRFH 7THIRIE
3% , Firehose & HIE& MR RIEF &M CloudWatch HER.

B2 Firehose 281 , WA E IAM B, Firehose #HEiZ IAM BEHREBNIEEFMHE. &
%8, CloudWatch BEAMARAFRINPR, HE Firehose REB 5 RIRHY S3 FMEME , BHERUTH

B RBE, MMRIZRHE S3 F#EM , BN s3:PutObjectAcl A INE Amazon Simple Storage Service
BEIR , XERFEFHEBATEEX Firehose RN KW T LIHRINE, LLBEER T Firehose
A4S IR 123K CloudWatch I PR, tLREEIER — N R ¥F1AE Amazon Kinesis Data Streams K15
A, MRETEHA Kinesis Data Streams fEREIERIR , ATLAMIERIZ1E A, Firehose KREMH IAM i8]
Snowflake, Ei5[E Snowflake , B©&FEAIREY Snowflake Ik 7 Url F PrivateLink Vpce ID ( 21 2 %A
BE#).

JSON

{
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"Version":"2012-10-17",
"Statement":
[

{
"Effect": "Allow",

"Action": [
"s3:AboxtMultipartUpload”,
"s3:GetBucketLocation"”,
"s3:GetObject",
"s3:ListBucket",
"s3:ListBucketMultipartUploads"”,
"s3:PutObject"

1,

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

},
{
"Effect": "Allow",

"Action": [
"kms :Decrypt",
"kms : GenerateDataKey"
]I
"Resource": [
"arn:aws:kms:us-east-1:123456789012:key/key-id"
1,
"Condition": {
"StringEquals": {
"kms:ViaService": "s3.us-east-1.amazonaws.com"
},
"StringlLike": {

"kms:EncryptionContext:aws:s3:axn": "arn:aws:s3:::amzn-s3-demo-bucket/prefix*"

}

},
{
"Effect": "Allow",

"Action": [
"kinesis:DescribeStream",
"kinesis:GetShardIterator",
"kinesis:GetRecords",
"kinesis:ListShards"

1,

$2F Firehose 157 Snowflake B Yt A1 R
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"Resource": "arn:aws:kinesis:us-east-1:123456789012:stxream/stream-
name"
},
{
"Effect": "Allow",
"Action": [
"logs:PutLogEvents"
]I
"Resource": [
"arn:aws:logs:us-east-1:123456789012:1o0g-group:log-group-name:log-
stream:*"

}

BRATHM AWS RF1HREHN AWS RENEZER |, 55 IAM AP ERTNAEA G LM
AWS RS ZE MR

HE VPC /Y Snowflake

MREH Snowflake EEFB A T FAEHERE | N Firehose FFERIZABHEZERFERALUT VPC IR Z
—REAHECNILAEER K MEFTELSLAHERMN, At , FEIE Snowflake FEHN , L f
¥ AWS X5 BB AT EAwsVpceIdsI A TR H A, BXEZEE , 2 # Snowflake User
Guide ##Y Creating network ruleo

BIEENERMEXEERN VPC iwK ID
AWS X3 VPCE IDs
XERIP (HE3EBM ) vpce-0d96cafcd96a50aeb
vpce-0cec34343d48f537b
EERE (FHEFRILMILED ) vpce-0b4d7e8478e141ba8
vpce-0b75cd681fb507352
vpce-01c03e63820ec00d8

vpce-0c2cfc51dc2882422

18 VPC ##Y Snowflake 188
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AWS X1

VPCE IDs
vpce-06ca862f019e4e056

vpce-020cdalcfa63f8d1c
vpce-0b80504a1a783cd70
vpce-0289b9ff0b5259a96
vpce-0d7add8628bd69a12
vpce-02bfb5966cc59b2af
vpce-09e707674af878bf2
vpce-049b52e96¢cc1a2165
vpce-0bb6¢c7b7a8a86¢cdbb
vpce-03b22d599f51e80f3
vpce-01d60dc60fc106fe1
vpce-0186d20a4b24ecbef
vpce-0533906401a36e416
vpce-05111fb13d396710e
vpce-0694613f4fbd6f514
vpce-09b21cb25fe4ccaf4
vpce-06029¢3550e4d2399
vpce-00961862a21b033da
vpce-01620b9ae33273587
vpce-078cf4ec226880ac9

vpce-0d711bf076ce56381

T8 VPC H#Y Snowflake
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AWS X1

XEBES (HBHM )

ROt X (EZ=54E )

VPCE IDs
vpce-066b7e13cbfcabfe

vpce-0674541252d9ccc26
vpce-03540b88dedb4b000
vpce-0b1828e79ad394b95
vpce-0dc0e6f001fb1a60d
vpce-0d8f82e71a244098a
vpce-00e374d9e3f1af5ce
vpce-0c1e3d6631ddb442f
vpce-0f60f72dadcd1ede?
vpce-0c60d21eb8b1669fd
vpce-01c4e3e29afdafbef
vpce-0cc6bf2a88da139de
vpce-0797e08e169e50662
vpce-033cbe480381b5c0e
vpce-00debbdd8f9eb10a5
vpce-08ec2f386c809e889
vpce-0856d14310857b545
vpce-068dbb7d71c9460fb

vpce-0a7a7f095942d4ec9

T8 VPC H#Y Snowflake
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FRARER

AWS X1

KR X ( TBR=)

TA#K (5RE )

W AH#X (IR )

TA#X (ER)

AKX (ER )

TA#X (FX)

RN X (23)

rEENMN (EZRT )

EKX ( RE)

VPCE IDs
vpce-06857e59c005a6276
vpce-04390f4f8778b75f2
vpce-011fd2b1f0aa172fd
vpce-06369e5258144e68a
vpce-0f2363cdb8926fbe8
vpce-049cd46cce7a12d52
vpce-0e8965a1a4bdb8941
vpce-0aad444d9001e1faal
vpce-04a49d4dcfd02b884
vpce-048a60a182¢c52be63
vpce-03¢19949787fd1859
vpce-0d68cb822f6f0db68
vpce-0517d32692ffcbde2
vpce-0fd1874a0ba3b9374
vpce-08091b1a85e206029
vpce-065169b8144e4f12e
vpce-0493699f0e5762d63
vpce-07e6ed81689d5271f

vpce-0f53239730541394¢c

T8 VPC H#Y Snowflake
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AWS X3 VPCE IDs

oMt X (B2 ) vpce-09419680077e6488a
vpce-0ea81ba2c08140c14

A X (KPR ) vpce-0a9f003e6a7e38c05
vpce-02886510b897b1cha

FRM it X ( HE SRR EE ) vpce-0d96410833219025a
vpce-060a32f9a75ba969f

0 A X ( FEDDE ) vpce-00add4b9a25e5c649

vpce-004ae2de34338a856

£ F Firehose Xt HTTP % & B /Y i B9 15 (8] f R

A LAE A Amazon Data Firehose fF¥#E& i E4E{A HTTP im R B #itb, Amazon Data Firehose
ELFZBIERZ B EERIEEN Amazon S3 7 , B LUERFEREAEN AWS KMS Z4AH# 1T
Amazon S3 FRE2RIw %, MRFHA T41R12% , Amazon Data Firehose & B IE£ ME IR L E T B
M CloudWatch BER. &AL AWS Lambda A T E#iEFKIR,

B2 Firehose Fibt , BMEEHE IAM B, Amazon Data Firehose 1B{FiZ IAM A& HIFKEBIIEER
8. 43, CloudWatch BEAHFFR 5B FR,

AL TR , LAE Amazon Data Firehose BEB T RIZRIEE A THIER 1 S3 7M. MRE
5% S3 174 , BfF s3:PutObjectAcl FiNZE| Amazon S3 {EFIR , XFRFEHEBAAIEEX

Amazon Data Firehose 2 RN T LG RINR. ZBEZEEF Amazon Data Firehose 1 8] 1 R
LA CloudWatch #1748 1R 12 Z MK IEH AWS Lambda . ItRIEEE — R E Amazon Kinesis

Data Streams W14, MREFRFEA Kinesis Data Streams RN EIERIR , T LAMIBRiZiE A

/A Important

Amazon Data Firehose A IAM FRIZ X HNE=FRFREFHEEN HTTP KixTH R
B#¥r , ‘@1 Datadog. Dynatrace., MongoDB. New Relic LogicMonitor, Splunk 2 Sumo

$2F Firehose Xf HTTP i s B B9 #5 B 15 R4 BR 192
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Logico BHRIZXFNE=FRSEHFRHRENEE HTTP mRBIF , BEHRRIZRFZ RN
B , 3REWM Amazon Data Firehose [a11Z RS wmBIEFTER API Z4A 15 R %40,

BRAVFEAM AWS BRS1HREHN AWS BENESEE , BZH IAM AFERHPHNEIEA G L[
AWS RS ZERIXR

/A Important
B #] , Amazon Data Firehose 7% #[a VPC 1 HTTP % =2 4% i B,

Cross-account MY & MSK & 5%

L IEM Firehose Ik ( Hla0k~ B ) 1% Firehose BE%EH BEHKIFERE —NKF ( AWS IKF A)
R MSK 8t |, BT TUTERE,

kP A :

1. %&£ Amazon MSK #Z#lAH , ETMENER K AFEREMN.,
2. EMBIRE” T , & R, AR “Multi-VPC E#",
3. HEZRLIRET , kR REEFHEKK,

a. MPEENABMEBRE , HEPSE Firehose REEMAFE A Firehose MK S3 £,
AWS EEiLE A FEzIEREGHMNRN KK,

b. MREHCEEETRE , FRANARBEMNATNR :

"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::us-east-1:role/mskaasTestDeliveryRole"
I
"Action": [
"kafka:GetBootstrapBrokers",
"kafka:DescribeCluster",
"kafka:DescribeClusterVv2",
"kafka-cluster:Connect"

1,
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"Resource": "arn:aws:kafka:us-east-1:123456789012:clustexr/DO-NOT-TOUCH-
mskaas-provisioned-privatelLink/xxxxxxxxx-2f3a-462a-ba@9-xxxxxxxxxx-20" // ARN
of the cluster

.
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws::iam::us-east-1:role/mskaasTestDeliveryRole"
},
"Action": [
"kafka-cluster:DescribeTopic",
"kafka-cluster:DescribeTopicDynamicConfiguration",
"kafka-cluster:ReadData"
1,
"Resource": "arn:aws:kafka:us-east-1:arn:topic/DO-NOT-TOUCH-mskaas-
provisioned-privatelLink/xxxxxxxxx-2f3a-462a-ba@9-xxxxxxxxxx-20/*"//topic of the
cluster
.
{

"Effect": "Allow",
"Principal": {

"AWS": "arn:aws:iam::us-east-1:role/mskaasTestDeliveryRole"
},
"Action": "kafka-cluster:DescribeGroup",
"Resource": "arn:aws:kafka:us-east-1:arn:group/DO-NOT-TOUCH-mskaas-

provisioned-privatelLink/xxxxxxxxx-2f3a-462a-ba09-xxxxxxxxxx-20/*" //topic of
the cluster

iy

4, TEAWS 4T, WAKF B HEH D,

5. EFXHET , EEZLEE Firehose MR ERIBIER Apache Kafka £/, €|E Firehose fifg , &
B EEMEEE,

6. EBRRTFEX

KF B :

1. 7E Firehose ZHl&F | IEIFEFEAIKF B €2 Firehose i
2. TERT , 1%£# Amazon Managed Streaming for Apache Kafka.

3. H®ERIRET , XF Amazon Managed Streaming for Apache Kafka &8 , K, A A
Amazon MSK £## ARN,

Cross-account M B MSK & 5 194



Amazon Data Firehose FEANGIER

4. TEEBT , BELFEE Firehose M P EEEIERY Apache Kafka &, BIE Firehose /g ,
FREEFH I EB

5. HELRWRBIAP , FE Firehose FHY A o

IL}\

EIKF B B 8I2 Firehose BT |, BATME—/ IAM A6 ( FHRERIAGIE AWS EEEZHE ) |,
ZABIIZF Firechose AN BEE XM EMKF Amazon MSK S8 “I=HY R,

LTRHEAWS EEZFARENAR

"Sid": "",
"Effect": "Allow",
"Action": [
"kafka:GetBootstrapBrokers",
"kafka:DescribeCluster",
"kafka:DescribeClusterV2",
"kafka-cluster:Connect"
1,
"Resource": "arn:aws:kafka:us-east-1:arn:aws::cluster/DO-NOT-TOUCH-mskaas-

provisioned-privatelLink/xxxxxxxxx-2f3a-462a-ba@9-xxxxxxxxxx-20/*" //topic of the
cluster

.

{

"sid":. "",

"Effect": "Allow",

"Action": [
"kafka-cluster:DescribeTopic",
"kafka-cluster:DescribeTopicDynamicConfiguration",
"kafka-cluster:ReadData"

1,

"Resource": "arn:aws:kafka:us-east-1:arn:aws::topic/DO-NOT-TOUCH-mskaas-

provisioned-privatelLink/xxxxxxxxx-2f3a-462a-ba@9-xxxxxxxxxx-20/mskaas_test_topic" //
topic of the cluster

I

{

"Sid": "",

"Effect": "Allow",

"Action": [
"kafka-cluster:DescribeGroup"

1,
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"Resource": "arn:aws:kafka:us-east-1:arn:aws::group/DO-NOT-TOUCH-mskaas-
provisioned-privatelLink/xxxxxxxxx-2f3a-462a-ba@9-xxxxxxxxxx-20/*" //topic of the
cluster

iy
}

ETR, SUUEAEEIERERMCREXNRRNATESR, BXESELR , FEH (k) BE
ICREFR A AR,

Cross-account Bt F 7 S3 B # s

& a] LAEA AWS CLI 5 Amazon Data Firehose APl £ —/N\K = 812 Firehose B , £ —1
AWS ik P 812 Amazon S3 B¥r. A TIEBERT — 43R, ZRHIBEEK, A BB Firehose
R, LA B A/ Amazon S3 1 i (& M EKIE,

1. {ERXF Firehose ¥ Amazon S3 B WbV 5[ IXNRRFTIRM S TR | UK A BHEIE IAM A
&,

(@ Note

FEARGF | FRIKETIEERN Amazon S3 FE@HKS B HE., S46
s3:PutObjectAcl FINE)GRIKEEHH Amazon S3 BIEFIXK |, Z 5 R KL J 0K F°

B #& FXf Amazon Data Firehose & HHI X R STT LA RIINR. B 15 55 E

BR. Amazon Data Firehose J$i& 5K #9“x-amz-acl"#5 k1% B 7 “bucket-owner-full-control”s

2. EAWMZEIGIERN IAM SE#RTHR , BUKS B 4012 S3 FRMRK, UTRBEF M
BRBNRE. BXEZER , BSREAFEBRBENAS KK,

JSON

"Version":"2012-10-17",
"Id": "PolicyID",
"Statement": [
{
"Sid": "StmtID",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::123456789012:xo0le/iam-role-name"
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},

"Action": [
"s3:AboxtMultipartUpload”,
"s3:GetBucketLocation"”,
"s3:GetObject",

"s3:ListBucket",
"s3:ListBucketMultipartUploads"”,
"s3:PutObject"”,
"s3:PutObjectAcl"”

1,

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

3. HRESESHR 1 HEIEN IAM A€ | LUK, A B4 812 Firehose o

Cross-account HtixE| OpenSearch RS B Y it

& A LAE A AWS CLI 5 Amazon Data Firehose API £ —/ AWS Ik P 8|2 Firehose E1% , 3
TS —NKF el OpenSearch fRF BEF. UTEHEERT — 7RG, HEAMAEKS A ToIZ
Firehose i M HEE N EIKF B #iEH OpenSearch BRS B #rf&E A BT,

1. {#H the section called “#%F Firehose B2 OpenSearch RS B #RHIX PR HPTIRHY 25 Bk LANK
FASGOEIAM AR,

2. BEAVTNEEL—-SHOEN IAM AG3HTIHR , EEKS B T8I2 OpenSearch fRE KB, ML
T JSON R 6l,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::123456789012:role/firehose_delivery_role "
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},
"Action": "es:ESHttpGet",
"Resource": [
"arn:aws:es:us-east-1:123456789012:domain/cross-account-cluster/_all/
_settings",
"arn:aws:es:us-east-1:123456789012:domain/cxoss-account-cluster/
_clustex/stats",
"arn:aws:es:us-east-1:123456789012:domain/cxoss-account-cluster/
roletest*/_mapping/roletest"”,
"arn:aws:es:us-east-1:123456789012:domain/cxoss-account-cluster/
_nodes",
"arn:aws:es:us-east-1:123456789012:domain/cxoss-account-cluster/
_nodes/stats",
"arn:aws:es:us-east-1:123456789012:domain/cxoss-account-cluster/
_nodes/*/stats",
"arn:aws:es:us-east-1:123456789012:domain/cxoss-account-cluster/
_stats",
"arn:aws:es:us-east-1:123456789012:domain/cxoss-account-cluster/
roletest*/_stats",
"arn:aws:es:us-east-1:123456789012:domain/cross-account-cluster/"

3. HFALESE 1 FEIEN IAM AE , LUKF A 582 Firehose . 812 Firehose AT , ¥
£ AWS CLI =1l &# Data Firehose API , H#EEZClusterEndpointZEBMA R “BRE” F
E%, DomainARN OpenSearch

(® Note

EHE—/ AWS K # 8|2 Firehose E#% , T OpenSearch R BrMUF B —NKF & | N4
M{EA AWS CLI 2% Amazon Data Firehose APl, EREMEA AWS EEIE4 A Kol 2 KBS
k&,

£ PRS2 1 [

BRI AR IAM KBS R A% Condition Jt¥,& ( &% Condition 3R ) , REFEFRZBAMEAIT
Amazon Data Firehose &R EE . UT/NTH AT WA X TR REA Amazon Data Firehose #1E#
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TERBE, BXEH Condition tEURBAEENFEANZERFNESZER |, ESHE IAM JSON
KHTE %4,

CreateDeliveryStream

FF CreateDeliveryStream g4 , 5 aws:RequestTag FHE. LT RHIH | MyKey F
MyValue RRFENEIXNNNE. BXEZER , 20 THRFEEXRAR,

JSON

"Version":"2012-10-17",
"Statement": [{

"Effect": "Allow",

"Action": [
"firehose:CreateDeliveryStream",
"firehose:TagDeliveryStream"

1,

"Resource": "*",

"Condition": {

"StringEquals": {
"aws :RequestTag/MyKey": "MyValue"
}

1]

TagDeliveryStream

3F TagDeliveryStream &4 , i5FEH aws:TagKeys &8, ELUTRAIG | MyKey FRABIFR
TH,

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
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"Action": "firehose:TagDeliveryStream",
"Resource": "*",
"Condition": {
"ForAnyValue:StringEquals": {
"aws:TagKeys": "MyKey"

UntagDeliveryStream

XF UntagDeliveryStream #&4E , {5 aws:TagKeys &8, ELUTREIF , MyKey FRHl
RER,

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "firehose:UntagDeliveryStream",
"Resource": "*",
"Condition": {
"ForAnyValue:StringEquals": {
"aws:TagKeys": "MyKey"
}
}
}
]
}

ListDeliveryStreams

BN ETHRENHRZEFIAT ListDeliveryStreams,
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HRE

X F CreateDeliveryStream, TagDeliveryStream, UntagDeliveryStream I
ListDeliveryStreams Z AP E Firehose &4 , FE A aws:RequestTag &H#E. T T RA
B, MyKey Ml MyValue RRIREMENIT RHE,

ListDeliveryStreams , £ firehose:ResourceTag &4 BB #E1Z Firehose i LHIFRZ R IE
Hli7E,

FEUTRBIH |, MyKey Ml MyValue RGN BN NNE, ZREOCEATEE RN MyKey BF5
Z , {7 MyValue B Data Firehose . BXxETRBFEHRZEFIFRNRHNEZFER , 556 IAM A
FIEEPERRSEEX AWS IR R HBR.

FER#ITE MR AWS Secrets Manager £ 5 i# Data Firehose
o

Amazon Data Firehose 5 AWS Secrets Manager Z &£/ , Wi & £ b 17 R R K 240 H B R IRIE
F, BEXMER , Firehose A[1EZ{THI M Secrets Manager £ E%4A |, LUEE BT HREIMR 4L
BMENEHEZRENBER. X, TEREELER API S8+ | TERCBIERED , BNRHAH
TEHAWS EEEH A ANAERETR. ERET —HLXLNIRSEREELZNEZH , HELER
TFTEFNEIEEEED (a0, REBEN Lambda PR EERIBRER ) o

BXEZEER , 551 AWS Secrets Manager (FFIERM) o

L] H/
B
=
B
i

&
o
B3
i

&
H
B
i

&
S
B}
i

T B

MEALRZD, —AFKIE (MAFBNED ). OAuth THEELAMEE K& 1E Secrets Manager
PHEMRRESR.

NFEBNEIR , BAMLAEREE JSON BNIEERFAREXN , T —TR. MREBNRFAIEIRE
B IEH JSON #¥= , M| Amazon Data Firehose 7o EEEEHN B Bt

f# A AWS Secrets Manageri# 1T & {3 1 iE 201


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_tags.html#access_tags_control-resources
https://docs.aws.amazon.com/secretsmanager/latest/userguide
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MySQL #1 PostgreSQL FHIEENZAER

"username": "<username>",
"password": '"<password>"

Amazon Redshift & ££8 F Amazon Redshift Serverless T4 B BRI =

{
"username": '"<username>",
"password": '"<password>"

}

Splunk HYZ4A1& =

{
"hec_token": ‘'"<hec token>"

}

Snowflake FYZ4A1E

"user": "<snowflake-username>",

"private_key": ‘"<snowflake-private-key>", // without the beginning and ending
private key, remove all spaces and newlines

"key_passphrase": ‘"<snowflake-private-key-passphrase>" // optional

HTTP i =. Coralogix, Datadog, Dynatrace, Elastic, Honeycomb, . . MongoDB Cloud #1 New
Relic 93 % # 3 LogicMonitor Logz.io

"api_key": ‘"<apikey>"

IR

E0|EF |, BIRB (AWS Secrets Manager FIF#§m) 612 AWS Secrets Manager ZiH 5
Bt 1TERE,

B E %4 202
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{52 F %3 4H

BATBWARE B F# EIL R 248 AWS Secrets Manager KEZEEE K | 5201 5%

Redshift, HTTP & w11

K. Snowflake, Splunk, Coralogix, Datadog. Dynatrace, Elastic, Honeycomb, . . MongoDB
Cloud # New Relico LogicMonitor Logz.io

£ 812 Firehose AT , i&‘\_ﬂlﬁ:‘d AWS EE %A FEF Secrets Manager XL B EE &
BRIE. BEXELZER , FA REANHIRE, HE , BB A LE A CreateDeliveryStream
UpdateDestinationAP| ## 1’E5Eﬁﬂ§ Secrets Manager B & {331 .

Firehose EAMBE S ZEFENR , AEBRNEET BN ERXERA, ©F 10 DHHRIH—
7, AR ER&HNEILE.

ERNEGASS | S LLERRERT XM Secrets Manager 1 R Z4AMThEE, MR ERAEMEH
Secrets Manager X+ & %47 , W AT LAk A username/password =% APl Z 4R,

® Note

RETE Firehose R IHEER BT NEFNRA , BLFEN LR MLEH Secrets Manager 13
F, BXESZEER | i35 AWS Secrets Manager EM Ao

& T Firehose 1% ZHHY 15 R X FR

Eit Firehose MH# 3R %40 AWS Secrets Manager , & 2418 Firehose 124157 2248 FF BRI PR IA
R n#ZEN ZANER.

£/ AWS Secrets Manager &M ZZAN , B/ MNTRNEZET , EABRTRANFMEL
MmzEH=.

[t

- MRFRSEN IAM AEFEER—NAWS KFF | FEEARIAAWS £
E#4 (aws/secretsmanager) #{TH% , N Firehose HER IAM BER
Esecretsmanager:GetSecretValuedRBiZF4ARNPREIT

// secret role policy

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
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"Action": "secretsmanager:GetSecretValue",
"Resource": "Secret ARN"

}

AX IAM FHHWEZELR | 5359 AWS Secrets Managerfy £ R 5 B R~ 41

- IRFEPEACERER —NKFT® , EFAZFEETEEREHA (CMK) ZE |, NIiZABENE
= secretsmanager:GetSecretValue # kms:Decrypt PR, CMK KEEEEEAR T IAM A€
AT kms : Decrypt,

- IRFPAERESENACTEN AWS IkFH |, HFEFEARIA AWS REZRAHITME | WFTEH
THERE , RAYUERAREZRAMZRAR |, Secrets Manager R AFEKFHE. AWS

- MRFRPEMETRNKS RHER CMK % , U IAM BEEEXRN ZFHN
secretsmanager:GetSecretValue NEFX CMK B kms:Decrypt IR, AN TIRFR
MEMIKF FE CMK SREEEFEEAYT IAM ACEELENNIR, BEXEZEEL , HSHCross-
account G AR

RMZECHETR R, B LB E AWS Secrets Manager 7 ZRRIBIEER BT EI R B3R ZH,
X SRR KEZABTHRANIENRER. XEPTREMENXR, BXEZEER , 8235 (AWS
Secrets Manager FIF1EME) IR AWS Secrets Manager Z4A,

JBid Amazon Data Firehose 4|58 EHE IAM A&

Amazon Data Firehose @ —H £ ENRS , A TEMERBIEZEEI B, BETUEE
Firehose , MBETE M B BIBER N, EFEHIXLINGE B4 GTRE IAM € | LUEECIERSN
YR8 Firehose #iBT[E Firehose % T PR, Firehose ALt IAM & &3KIRE Firehose RFTEMNFIE
PR

flgn | BRIRIERIE— N[ Amazon S3 £ HIEIER Firehose 7 , Mtk Firehose HR1ER AEEM B R T
BR7T “#RiE%E". AWS Lambda EX#MER T , BATIRE IAM B |, LA Firehose & 514
S3 FiE@MIA A Lambda BREHINER , T FRo

JSON
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"Version":"2012-10-17",
"Statement": [{

"Sid": "lambdaProcessing",

"Effect": "Allow",

"Action": ["lambda:InvokeFunction", "lambda:GetFunctionConfiguration"],

"Resource": "arn:aws:lambda:us-east-1:123456789012:function:<lambda
function name>:<lambda function version>"

3, {

"Sid": "s3Permissions",

"Effect": "Allow",

"Action": ["s3:AbortMultipartUpload", "s3:GetBucketLocation",
"s3:GetObject", "s3:ListBucket", "s3:ListBucketMultipartUploads",
"s3:PutObject"],

"Resource": ["arn:aws:s3:::<bucket name>", "arn:aws:s3:::<bucket name>/

*"]
H
}

& LGB Firehose #2H| AR MARHMXEAG, BUUMNATERIz —#1TERE,

- BEIE IAM BB
- NEHEREME IAM BE

®EERIME IAM AR

BRI NI ER IAM AR TER, FRALED , FRAZEERN IAM ACEEEHNEEREU
FRAMEWAMENNR, BEXEZEE |, 55 £ H Amazon Data Firehose 2§15 R R,

MEH &P RIEFN IAM AR

& , WA LUER Firehose 24 A RARECIEBFH AR,

¥ Firehose R RZE IAM AR , ZABLB3IBEET Firehose REER FFTEN BRI FTE X
BRAMEE KL,

Blan , MRERE S AER AWS Lambdaf RIS RKIEE , MEFI S 2 ERREBEHPERNATED,

{

"Sid": "lambdaProcessing",
"Effect": "Allow",
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"Action": [
"lambda:InvokeFunction",
"lambda:GetFunctionConfiguration"

1,

"Resource": "arn:aws:lambda:us-east-1123456789012:function:
%FIREHOSE_POLICY_TEMPLATE_PLACEHOLDERS"

}

(® Note

A LA b 2 B8 ‘28 SFIREHOSE _POLICY_TEMPLATE_PLACEHOLDER% WYSKREFER K ERE
MR F X EATZRAER

BH A RIEMGEREE Firehose RI/ERE , Lt 2RIBEERBEINHMME IAM A€, LEEREAT
Firehose &8 IAM A&, LLTREEREN TG,

JSON
{
"Version":"2012-10-17",
"Statement": [{
"Sid": "firehoseAssume",
"Effect": "Allow",
"Principal": {
"Sexvice": "firehose.amazonaws.com"
},
"Action": "sts:AssumeRole"
H
}
/A Important

o BN N ZA Firehose REEAMHBINEFHIAIEE IAM AR, BN | IAM & UELEE
PRE FRARS BEEIR.

- ERERHEEEN IAM AN REBFEATRNEIEER  SultZ2ECHN IAM &
& AR EREHIFACHMMNNRERE S, ENARKMMNE Firehose 7 , B AR
S H RN RFIERERNE IAM A GIET,

MEEH & R OIEHE IAM 6 206



Amazon Data Firehose FEANGIER

. ZE|5EEH ARN REEFHE service-role B 1AM B, EFINE IAM A EIETAT
S REFR— ARN 3% H service-role R IAM A€ | XEZEFES ﬁTéﬂEa&ﬁ&
HEE&O

MEFIE P IAM BB PR

1. $TFF Firehose ##|& , MutH, https://console.aws.amazon.com/firehose/
% BI 2 Firehose o

EFRRMBNM, BXRXESEER , HSH ZE | N2H S 612 Firehose Jito
EFRENHIRE, AXEZER , FE3H EEBMNHIRE,

ESRRET , SXNRFHRNER , BFEQEZHET IAM A,

o ~ b

(® Note

XRERIANED, EFRINEAE , FERERNE IAM A61EI, Firehose #EH AT &I
HREOHAEHITEAER.

6. 1E#FEBIE Firehose 7o

FREHERE IAM A
IR m1E Firehose AT , Firehose 2R 1E15)5% 5 HTHE B #Y 1Y PR 5% B& LA = AR B & X PR BV & X

Flan | Y& Firehose RH TR EARAH Lambda B # A4 exampleLambdaFunction XEAE
F AWS Lambdafk#Ric FIhEER , 2ENPREBEHPIRBUT REEFH,

"Sid": "lambdaProcessing",
"Effect": "Allow",
"Action": [
"lambda:InvokeFunction",
"lambda:GetFunctionConfiguration"
1,
"Resource": "arn:aws:lambda:us-east-1:123456789012:function:exampleLambdaFunction:
$LATEST"

}
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/A Important
MEFEEEN IAM ARRITABEAG, BUSEERS B ZIME BN R R NEERE.

M &R 4mE IAM SIS R

1. 4TFF Firehose ##|& , Mk}, https://console.aws.amazon.com/firehose/
2. &% Firehose WA EFREE M Firehose AV E o

3. HEEERIMFHRSHRFRNERIET P , EREHEE,.

4. FF IAM A&,

® Note

RINBERT , BHERAEAE ARN FHE service-role 3 IAM €, &ENE
IAM £ &IEIet | BS54 %ERE— ARN #3%F service-role ZRFEH IAM A€ | XHFE
HEAERASWNE# TEMER,

5. ERFREFEER.

T 2 Amazon Data Firehose B9 & # M

Third-party ¥fER ZIMEMR TR —E5 , FitML 1L Amazon Data Firehose B &2 AWS RGN
., HHPEHE SOC, PCl, FedRAMP, HIPAA X EHAth,

BXREESAITYEE AN AWS BFHIR , FSRAMEITUEENWAWS RS, BX—KREES ,
FZH AWS eI,

BO LA TEE=ZFFITIRE AWS Artifact, BEXEZEER |, 5SS RE Artifac t B AWS FEHR T,

f£f Data Firehose B , AN TERBENIBERE. ATINEN BIRARERWEEENR
Eo MRMEI Data Firehose HIE A LM E HIPAA. PCl 2 FedRAMP 47t | B2 A& RSk 55
By : AWS

- ZEEEPMREATER — XERBEFTCTRWIESH , ARRTELRENZLHENE
MENERNEERRN SR, AWS

« HIPAA ZE5EMNEMHBEREP — ABEPBART ABINMEARCENARERF. AWS HIPAA-

compliant
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Amazon Data Firehose FRARIER
- AWS &R R — W ITEBNEmETREER TEMEMTILFPTEH,
« AWS Config— % AWS BRFTMGEN B REEESAREE LFEANIEER, TULESHEHZEN,

- AWS Security Hub CSPM— 1t AWS [RF A £H 7 RENZ RS AWS | BBERERESHEL
2T AR ER RAESRER,

Amazon Data Firehose Y34

AWS £k EfRERE S AWS XEEMTAXHEN, AWS XERAS N EREEMEE A A
X, XEARBESIREERE. aFHENSETROMERE, MATARX , BULUEITAREETH
Xz ELHh it BRI AR EBNNARFNREE, SEENENRSNBEFOLEMEMMEL
AAXEEESHA A, FEMENATT B,

AR AWS XEMAAXMNESEE , TERAWS £REM IR,

BRY AWS £ IKEREMSL | Data Firehose 1R S ThRE R A B R BN BIER M NZ O FE R,
AR

Amazon Data Firehose I E LIRS EER Ti21T , HESRTEFNIBRAEBEEYVES, THXAH
ML R EMERMIREERXAE, NRAXEXFER , Amazon Data Firehose AJH{R Firehose i
BHRFRSEXREFMAHRE.

T 2 Amazon Data Firehose P EMIZERZ £ M

ER —TEE RS , Amazon Data Firehose Z %] AWS £ERMNELZ LRI, BXx AWS ZL2BRE L
Rinf AWS RIFEMIEENER , BSRAWS =2%, EFAEMREZSNRESIERRRITEN
AWS ;38 | 5SS AWS ecurity Pillar Well-Architected Fram ework H Y E & R o

B LAERA AWS EXH API B AEE M4 15 Firehoseo BFMAMIIFUATAE

- RBEREMDI (TLS ) o HMNERMEH TLS 1.2, BIWUER TLS 1.3,

- EER2M[EIRE (PFS) WEEEH |, 0 DHE ( BE# ) 5 ECDHE ( & fh4k B E# Diffie-
Hellman ) . Diffie-Hellman K ZEHIMAK RS ( W0 Java 7 RESRAE ) BIZFHFXLEER,

e RE 209


https://aws.amazon.com/compliance/resources/
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
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® Note

NFEHM HTTPS 53K , Amazon Data Firehose F{EH HTTP F |, ZEAL B3R BHFEX
BENES TLS thiir.

4% Amazon Data Firehose 5 AWS PrivateLink

BT LAEREEO VPC LT & (AWS PrivateLink) M#&# VPC 418 Amazon Data Firehose , M7
FHEEMMI NAT Mk, #0 VPC AT RAFEERMMX, NAT ®R#%. VPN E#D Direct
Connect E#£, # M VPC KiiTi S —H AWS RAREBHZ#EF AWS PrivateLink , ZEAR L FEHAE
MM EEOE AWS RS 2 B#HITIREERE , FEASEH Amazon VPC FHFAE IP, BXEZER
&2 Amazon Virtual Private Cloud,

FH#EDO VPC &LimT & (AWS PrivateLink) & F Firehose

B, BlE—NEO VPC R , LUEXRE Amazon VPC #RIRH Amazon Data Firehose i AR Z
0O VPC iR, BIEBIRSR , AT H M nim SRR | SAURHIXS Amazon Data Firehose BYi5 Rl B
KR {EFAREEIEE VPC ¥% =X Amazon Data Firehose HiARINEZEE | S RER VPC im S i2#1%
RS HY IR,

LT RBIBRT WAE VPC HiZE AWS Lambda Bt 012 VPC KixT 2 , LATFZERE
Amazon Data Firehose RF#HTLZ 2 BE, EABH |, BEAKE AT Lambda BRES H 81X 15
R #Y Firehose it , 1B R~ #R{E1 Firehose Fio

Bl VPC im R

1. BF AWS EEEFHA HITH Amazon VPC #H|A , Wit Hhttps://console.aws.amazon.com/
vpcle

£ VPC B HIEMRH , %42 Endpoints (K IHT K)o

EFRRER R,

EREZEBMIIRAF |, %$F com.amazonaws . your_region.kinesis-firehose,
EREEEPHBELAET RN VPC UE—NRZNF,
ERE—NESNEELRTRIBENEL4A,

3FF Policy (3RB§) , £ Custom (BEN) HHUA T HEE

N o g~ w DN
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"Statement": [

{
"Sid": "Allow-only-specific-PrivateAPIs",
"Principal": "*",
"Action": [
"firehose:ListDeliveryStreams"

1,
"Effect": "Allow",

"Resource": [

i n

"Sid": "Allow-only-specific-PrivateAPIs",

"Principal": "*",

"Action": [
"firehose:DescribeDeliveryStream"

1,
"Effect": "Deny",
"Resource": [

"y

}

8. EFEUBWmR.

#1Z2 AT Lambda K IAM A&

1. M https://console.aws.amazon.com/iam/ ITF |IAM 2 H| &,
EEMSERSD , EREAE  RASERUEAR,

IR AEREAVRET | REMINERE AWS RS
EEFFEALAECNRST |, %HF Lambda,

%32 Next: Permissions ( T—%: &R ) o

EXRBEYIRD | ERHARFMAEN AWS LambdaVPCAccessExecutionRole #
AmazonDataFirehoseReadOnlyAccess KN K EE,

2
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/A Important
THESHET MR BNEFTETREEEE KA R,

7. EET—F: HF, BEXREIHP , ELFERMGL, EET-F &,
8. WAABNEN , AEEFGEAR,

£ VPC #4812 Lambda B

-_—

$TFF AWS Lambda ##l4& , Bt} https://console.aws.amazon.com/lambda/s
RO BB,

TN LTI 04E,

WARBNER , AFMETEHREN Python 3.9 ESMRA.

ERERT , BIFERSNERNITAE,

£ Execution role (}1TA®) FIFRFP , %&#F Use an existing role (FEAIAEAE),
£ Existing role EAR®) JlxR+P , ERELETCUENAR,

RO BB,

# Function code (BH¥REB) T , ML TR,

© © N oo g kA W DN

import json

import boto3

import os

from botocore.exceptions import ClientError

def lambda_handler(event, context):
REGION os.environ['AWS_REGION']
client boto3.client(
'firehose’,
REGION

)
print("Calling list_delivery_streams with ListDeliveryStreams allowed
policy.")
delivery_stream_request = client.list_delivery_streams()
print("Successfully returned list_delivery_streams request %s." % (
delivery_stream_request

)
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describe_access_denied = False
try:
print("Calling describe_delivery_stream with DescribeDeliveryStream
denied policy.")
delivery_stream_info =
client.describe_delivery_stream(DeliveryStreamName="'test-describe-denied')
except ClientError as e:
error_code = e.response['Error']['Code']
print ("Caught %s." % (error_code))
if error_code == 'AccessDeniedException':
describe_access_denied = True

if not describe_access_denied:
raise
else:
print("Access denied test succeeded.")

10. 7£ Basic settings (EZRE) T , @B ENREN 1 54,

11. 1E Network (M%) 1 , BRE A ERHFURLRT K/ VPC , ARERELCIBLRT RN E
HXBWNFRNZ£4,

12. EREIREMIE , EFERETF

13. EEM,

14. MABHEN , REEEFEQE,

15. BRI Test (Wik), WREUEBE(T, LRTERLRLE , BIF Details (FAER) , 35
HERHSHBERBHTHER. BTHIINERFE RXEHH Firehose R FIFRAKR AT 5
el
Calling describe_delivery_stream.

AccessDeniedException

Access denied test succeeded.

X AWS XiF

B0 VPC KT QBRI E A T XE 2 X8,

« RERE (HE=EM )
« RERH (FHEFRLMILE )
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- XEES (JLMFEEL )
- XEES (HBBRM )

« WAHKX (FX)

- TABX (BR)

« WAMKX (FIK )

- WA#KX (FKE )

- TAMEX (5E)

« TAMEX (FK)

- TXHX (FE)

« MNEKX (FE)

- MEXES (FRME)

- FE (4X)

- FE (TE)

« BMuX (EZRE)

- BiMX (ZERZ)

- BMX (%)

» Europe (Paris)

- SFF (P

- EmEMN (ERF )

* AWS GovCloud (US-East)
* AWS GovCloud (US-West)
« BOM (BmIEST )

« PR (PABRER ) :

« WAMKX ( HEME )

« WAHKX (KPR )

- D&% (fh4Exk )

« TAEX ( BRAL )
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X Amazon Data Firehose & £ & {35

Amazon Data Firehose 2t TI¥ 2L £t , B EFANEHECH L REITEE, UTHES
BE—MESEN K HFARRZEZELMARER, AFXEHKEIRUTETESENHRERTHZE LR
HREER , I SHU N EANZEREMA 2R A,

3K e Bz AR AR BR 173 7]

BFRER |, B LUREEFIREX WLE Amazon Data Firehose & RAYBFLEFR PR, 48 0] AR iX L& R
BHEFEATFNEERE. BHilt , BNNRFIITESHENNR, XHHRENRH R FRENEZEX
UK AREERE RS EEERERNENEXEE,

FH IAM A&

Y -ENERHENARRFSAMEEEREIES 8L Firehose it , F BEH Firehose RAMEBF BN
FUEF BETR R B ¥r. BN AWS IR EEFHERFP IHMARZEAFH Amazon S3 FHEH., XER
TRV KHEILR  MREIZIRE |, TN ULISFEERE M,

MRNMZER IAM AEREELEFENE S KN AREFIGEZUE , BLGFR Firehose . EEABE
B, EFMEAKBEL (MAFBNZRBHTEEZS ) KinREAR R

BXEZEERE , F5H IAM BFEEHFHUTER

. 1AM B
- HNACHNENLSE B, NAERMERS

SR IE B P #Y BR 55 2R vim 0 25

AJ7£ Amazon Data Firehose R IR B SHIBEMEZMAPHIE, BXxEZEE |, 2SR Amazon Data
Firehose I BIERT

CloudTrail AT %= APl 1§ A

Amazon Data Firehose 5 AWS CloudTrail—IRFZEK , AIiEKAF. ABE AWS fRSE1E Amazon
Data Firehose A X EVHY#R1E,

BT W ER{E B CloudTrail , A LABE @ Amazon Data Firehose & HBIiER. & HiERW IP #b
Hh, ERHTIER, AREHEERUAREMBIFEAEE,
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BXEZEER |, B3 the section called “H & 123 Firehose APl A",
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372 Amazon Data Firehose

BRI LAME R LA T ThAEls 32 Amazon Data Firehose

F&

« £/ CloudWatch BiRERESNE

- ERAEREERTD#HEYE Firehose CloudWatch

« W 5i# Data Firehose #ifi[a CloudWatch $E¥5

- R AZEERTDS#HEBIE Firehose CloudWatch

« Amazon Data Firehose #1517 CloudWatch H#&

« ¥ Kinesis KEEZETRR

. £/idFL % Data Firehose API i#H AWS CloudTrail

£ CloudWatch 1R & (iR

70 CloudWatch B#R , &R THERARBEITZFRE (&K 15 08 ) o

* DeliveryToS3.DataFreshness

* DeliveryTolceberg.DataFreshness

* DeliveryToSplunk.DataFreshness

* DeliveryToAmazonOpenSearchService.DataFreshness

* DeliveryToAmazonOpenSearchServerless.DataFreshness

* DeliveryToHttpEndpoint.DataFreshness

A REETUTERBFEREA R ER,

« IncomingBytes (Sum per 5 Minutes) / 300 ¥ BytesPerSecondLimit B# L.

« IncomingRecords (Sum per 5 Minutes) / 300 ##if RecordsPerSecondLimit B %
ke,

« IncomingPutRequests (Sum per 5 Minutes) / 300 #if
PutRequestsPerSecondLimit BZ L.

RINBVUERNBELHBERN S —1MEFRR ThrottledRecords,

f§ A CloudWatch BIRSEME R R 217
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BREBEHA ALARM RENHTHEHFENER , FSREEHR,

FERAIEFRIA 2T T w3 FE Firehose CloudWatch

/A Important
BES LSBT B N FIA CloudWatch fe4r /8 AR , UERERIEIR,

Amazon Data Firehose 51 5 CloudWatch 18#r&ERK , RULBAI LAY E, EF M DI Firehose EE
B9 CloudWatch $§#r. i , BAT LA #E IncomingBytes 1 IncomingRecords 845 , AIRERMEK
E4 7= FEEZE| Amazon Data Firehose BI#E.

Amazon Data Firehose &% b I EE 1 & # — X CloudWatch ¥E#5. B2 , MR E AT R L IF4L
N MR EE —oERPTLBRB TN, XEREA CloudWatch IER2E—2HAM

Amazon Data Firehose JC & H,

A Firehose RWEMNIEIR AW T, B Kinesis VBN EZELR |, 5 %12 Kinesis KEBZ1T

F&

« CloudWatch 31359 X EHR

+ CloudWatch & B R

- BEREEUSHR

+ API %5l CloudWatch HJ$E4R

o BB CloudWatch $§#x5

+ CloudWatch HEMERISHR

« #X1LEAL CloudWatch 1E#F

« PRZERUR % (SSE) $E#R CloudWatch
» Amazon Data Firehose H 4 E

» Amazon Data Firehose FAEIE#r

CloudWatch #1544 X FEHR

MEBRATHASKX |, Nl AWS/Firehose & ZE B2 LT 1B,

fEF CloudWatch $g#Ri 1T 218
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FRARER

1R

ActivePartitionsLimit

PartitionCount

PartitionCountExceeded

JQProcessing.Duration

PerPartitionThroughput

DeliveryToS3.0bjectCount

58

Firehose MR HIE R X B HIRFHB < AL BN & AOF
20 X

SLITHIE - Minimum, Maximum, Average, Sum, Sam
ples

B4 iR

EELGEND XH , HBE 7 EKE#H. KBFE 1 MoK
THERER ) 500 ( BRIN ) 2B,

ST BAE - Minimum, Maximum, Average. Sum, Sam
ples

B it

Y/

LERERERTEBE T 2 XITHRE. BRERS
FARH 150,

B R PR

REFE JQ Lambda BB HAT JQ RIEXFITERI AT IHE
By EW

RRENDXEELENELE, ISR ESRB LTS
Mo XBELE.

#{v : StandardUnit, BytesSecond
ERIEEAME S3 FME AT R

St EIE © Minimum, Maximum, Average, Sum, Sam
ples

LRV )

CloudWatch 1757 X B35+
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FRARER

CloudWatch ¥iB1& a4

AWS/Firehose i B ZE R BIEU T RS RIEIR, MEREEZR

BackupToS3.Success., DeliveryToS3.Success., DeliveryToSplunk.Success, DeliveryToAma

% DeliveryToRedshift.Success WFIIE/NMETRE , XHATFTRREFEERIEEKX. Amazon Data
Firechose 2 Eid & MR , HEEILERRAWERIIGEEN B iR Z 0 S3 FREMZ AT ME T,

ES]

« J## % OpenSearch RS

« X1$%l OpenSearch TR 5

« {£5 %] Amazon Redshift
- f£31 %] Amazon S3

- &3 %] Snowflake

« f&HE Splunk

- EHE HTTP WK

3% % %) OpenSearch RS

1R

DeliveryToAmazonOp
enSearchService.Bytes

DeliveryToAmazonOp
enSearchService.Da
taFreshness

15 BA
EIEERBERRNZESIE S OpenSearch ervice B FET

S iTEIE - Minimum, Maximum, Average, Sum, Sam
ples

By 2P

Amazon Data Firehose F & R idFAVHIRR ( Mt A
Amazon Data Firehose 1T ) . {EfEES M FRAVIERK
#E 321445 OpenSearch BREERI T,

St EIE © Minimum, Maximum, Average, Sum, Sam
ples

BB

CloudWatch #iE /& Mg+
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1R 5t B

DeliveryToAmazonOp EIBER RN A OpenSearch R R 5|18 F K,

enSearchService.Records L o .
ST EFE  Minimum, Maximum, Average., Sum, Sam

ples
B4 iR
DeliveryToAmazonOp 2R 4m IR 5| /i R S,
enSearchService.Success
DeliveryToS3.Bytes I ERNEERRNEME Amazon S3 HNFET ., NYER
A XREAZHE , Amazon Data Firehose &k Hiit
BHR.

Z TR - Minimum, Maximum, Average, Sum, Sam

ples

BT iR
DeliveryToS3.DataF Amazon Data Firehose & 12 FHVHAR ( MEEA
reshness Amazon Data Firehose EIT7E ) » ERAAF LU FRHIE

FOMEEED S3 FiER. NYUBANMEXRBERAERE ,
Amazon Data Firehose = £ & H b 1545,

BB

DeliveryToS3.Records I ER B RN E A E Amazon S3 BIEEE. NYER
FrE RS A& %5 , Amazon Data Firehose &% Hilt
fE¥Ro

St 83E : Minimum, Maximum, Average, Sum, Sam

ples
BT iR

DeliveryToS3.Success FX 21 Amazon S3 put T R, TR RN & WA 3T+
RN FTE XS A& , Amazon Data Firehose 54 £
£ H LR,
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FRARER

1R

DeliveryToAmazonOp
enSearchService.Au
thFailure

DeliveryToAmazonOp
enSearchService.De
liveryRejected

32+ 2| OpenSearch TR 88

1R

DeliveryToAmazonOp
enSearchServerless

DeliveryToAmazonOp
enSearchServerless
.DataFreshness

DeliveryToAmazonOp
enSearchServerless
.Records

.Bytes

ik

Authentication/authorization error. Verify the OS/ES$E &
KEMASNR,

0 RTRBMB, 1 RRFHRIEKRK.
MWL IR, WIS OS/ES BERBENA BN R,
0 RRBEE, 1 RTERMEK,

5458

EIEER B RN & 5| F) OpenSearch Serverless BIF T
o

St 3E - Minimum, Maximum, Average, Sum, Sam
ples

By =

Amazon Data Firehose F & R 12X HIR ( M3t A
Amazon Data Firehose E|IE ) . FTETXNFRAYIC
K& B &£ F OpenSearch Serverless,

BT

EIEER B ERM 3R 5 F) OpenSearch Serverless BVt &%
o

SUTEIE - Minimum, Maximum, Average, Sum, Sam
ples

B it

CloudWatch #iE /& Mg+
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FRARER

1R

DeliveryToAmazonOp
enSearchServerless
.Success

DeliveryToS3.Bytes

DeliveryToS3.DataF
reshness

DeliveryToS3.Records

DeliveryToS3.Success

DeliveryToAmazonOp
enSearchServerless
.AuthFailure

DeliveryToAmazonOp
enSearchServerless
.DeliveryRejected

58

E IR H R B IC KA B M.

EEEMBEBRRE®E Amazon S3 F Tk, NYERN
B XRBE AZHE , Amazon Data Firehose & &% Hiit
FE¥Ro

SSUTEIE - Minimum, Maximum, Average, Sum, Sam
ples

B it

Amazon Data Firehose & Fi2 FHEIFR ( MHEA
Amazon Data Firehose I ) . FAKXFLHFERKREIE
REZIEER S3 FHEM. NHBNFEXHBEARGE ,
Amazon Data Firehose &% H It 1545

By R

EIEER B ERNERE Amazon S3 BiEF#. NHEN
AEXHBHAZ®E , Amazon Data Firehose 4 X Bt
F&¥Ro

B it

FIh Amazon S3 put R BT, TiL 2T 5k MY STHY
EENMA B AEZ% , Amazon Data Firehose 14 4
K H iR,

Authentication/authorization error. Verify the OS/ES£E&#
REEMABNR,

0 RIMRBEE, 1 RAFHRIERW.
RREIELE IR, RIEE OS/ES BHRBMABNR,
0 RIRBEE, 1 RTEHEM,

CloudWatch #iE /& Mg+

223



Amazon Data Firehose FEANGIER

&% % Amazon Redshift

B 15 B3
DeliveryToRedshift.Bytes I8 E AT B ER N & %) Amazon Redshift By F 15 8,

St 83E - Minimum, Maximum, Average, Sum, Sam

ples
BT TR
DeliveryToRedshift 5 E T B ER N & /%) Amazon Redshift #9128 .
.Records .
St 83E © Minimum, Maximum, Average, Sum, Sam
ples
By it
DeliveryToRedshift FX 21 Amazon Redshift COPY @ H E#,
.Success
DeliveryToS3.Bytes EIBER R BN & E Amazon S3 FFTT H.
STHIE - Minimum, Maximum, Average, Sum, Sam
ples
B FH
DeliveryToS3.DataF Amazon Data Firehose F & R icKAVHARR ( M A
reshness Amazon Data Firehose E|I7E ) . FA K FLLHABRAYIE R
12X R S3 FERS
By R
DeliveryToS3.Records EiEENEERRNERE Amazon S3 BYidFH.

STHIE - Minimum, Maximum, Average, Sum, Sam
ples

B itEK
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B i 88

DeliveryToS3.Success FXIh Amazon S3 put TSI E
DeliveryToRedshift Amazon Data Firehose A& R i2FH IR ( MEEA
.DataFreshness Amazon Data Firehose Z|IE ) . FA K FTULHEIRAYIZR

#4£3%E) Amazon Redshift ££8%,

BackupToS3.Bytes EIBERRERRNEHEZE Amazon S3 #HITE BN FETH.
B A& %% Amazon S3 f§ , Amazon Data Firehose &%
i L FEFR o
SSITEIE - Minimum, Maximum, Average, Sum, Sam
ples
BT TR

BackupToS3.DataFreshness Amazon Data Firehose F & FidFEVHIRR ( Mt A

Amazon Data Firehose E|I1E ) . FAFEFULEIRAYIE
G EEmE Amazon S3 FREHTE L. BRAEHE
Amazon S3 j& , Amazon Data Firehose & X H It 1845,

SSUTBIE - Minimum, Maximum, Average. Samples

BB

BackupToS3.Records EIBER R ERRNEHE Amazon S3 #H TR MDHIERKE.
BR%&% % Amazon S3 f§ , Amazon Data Firehose X
it FEFR o
SSUTEIE - Minimum, Maximum, Average, Sum, Sam
ples
By it

BackupToS3.Success I Amazon S3 &3 put n RN E R, BAZEHE

Amazon S3 j§ , Amazon Data Firehose & % H It 18%5.
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FRARER

25 E| Amazon S3

THRHBPBIERS Amazon S3 £ Firehose RN EE B Wb b EHiFE X,

iR

DeliveryToS3.Bytes

DeliveryToS3.DataF
reshness

DeliveryToS3.Records

DeliveryToS3.Success

BackupToS3.Bytes

L

EiEER B BRNEBmE Amazon S3 WFET k. B AKIE
G  ZERARRERETLENZT KD,

Z it 3E - Minimum, Maximum, Average, Sum, Sam
ples

By FH

Amazon Data Firehose F & R 12X HIR ( Mt A
Amazon Data Firehose Z|IE ) . FA KT FIRAVIZF
EAEIA T S3 FME M.

Z2iH83E - Minimum, Maximum, Average. Samples
By R
EEERRERRNEREE Amazon S3 WiExH,

Z2 i3 © Minimum, Maximum, Average, Sum, Sam
ples

BT it
X3 Amazon S3 put G8 S K E M,

EIEERBRRNERHE Amazon S3 #ITEONETH,
BRA%&ME , Amazon Data Firehose &% Hiittfs45 ( RE
ERNEABEFRNBER T ),

ST EFE : Minimum, Maximum, Average, Sum, Sam
ples

B T

CloudWatch #iE /& Mg+
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FRARER

1R

BackupToS3.DataFreshness

BackupToS3.Records

BackupToS3.Success

f£ %1 2] Snowflake

1R

DeliveryToSnowflake.Bytes

DeliveryToSnowflak
e.DataFreshness

58

Amazon Data Firehose A& FicZHAVHIR ( MEA
Amazon Data Firehose E|I7E ) . FA R FLLHABRAYIC
K E&HmE Amazon S3 FREBETEZR. BRAZH

J& , Amazon Data Firehose £ % Hlb#6+r ( REERR
ABEFRANBRTTET ),

ST EAE - Minimum, Maximum, Average, Samples
B R

EREMRBRRNERHE Amazon S3 #HITE O IZEE.
B A% E , Amazon Data Firehose &% Hittigts ( R
EREBERABEHHRENBER TN )

Z T BAE - Minimum, Maximum, Average. Sum, Sam
ples

B itEK

FXIh# Amazon S3 &4 put n T EH., BRAZEH
J& , Amazon Data Firehose £ & HItiEHR ( REER G
ABEFRNBERTFITN) .

4 BA
IR ERERAERE Snowflake BV F T,

S iTEIE - Minimum, Maximum, Average, Sum, Sam
ples

By 2P

Firehose F& P i RAVHAPR ( M3t A Firehose EITFE ) .
FRARFHAEHNIEREEEE Snowflake, HEE ,
£ Firehose BAEARIIG , TREFE/LW & T e

CloudWatch #iE /& Mg+
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FRARER

1R

DeliveryToSnowflak
e.DataCommitLatency

DeliveryToSnowflak
e.Records

DeliveryToSnowflak
e.Success

DeliveryToS3.Bytes

15, BA
PER X4 Snowflake, Bx@ Snowflake IR R IEFFE

#YBSE , S DeliveryToSnowflake.DataCom
mitLatency #8#%.

S TR - Minimum, Maximum, Average., Samples
BB

Firehose B IhimAIEKE |, HEIER R E Snowflake FTE
LN

S TR - Minimum, Maximum, Average., Samples
BB
IR ERT B ER N 1& 51 2 Snowflake BY1EF %

SITEIE : Minimum, Maximum, Average. Sum, Sam
ples

B itER
*+ Snowflake B1THI R IhiE A8 B EF,

EEER A BRNEHEE Amazon S3 BIFET ., XXM
Snowflake £ #i kM B Firehose = ii% kM 2hiE 2 1 I
S3 B, keiEFRF AT A,

SSUTEIE - Minimum, Maximum, Average, Sum, Sam
ples

B4 FH

CloudWatch #iE /& Mg+
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B i BH
DeliveryToS3.Records EIBER R ERNEHE Amazon S3 HiBRE. N

Snowflake % kM B Firehose =145k M B IEZ 19 F
S3 B, teiEFRF A A,

SITBIE - Minimum, Maximum, Average, Sum, Sam
ples

B4 iR

DeliveryToS3.Success B2 Amazon S3 put @ H E M. 1R [E Snowflake 1& %
KM B Firehose =1 KMV BIEZ 02 S3 87 , LLIEHR
A Ao

BackupToS3.DataFreshness Firehose F & P i RAHAPR ( Mt A Firehose EITFE ) -
FARETFHHRNIZEEEZ B E Amazon S3 F M.
% Firehose MRELE N ZF P EEIER |, BRI A,

SR - Minimum, Maximum, Average., Samples

By B
BackupToS3.Records EiEENEERRNEHE Amazon S3 #ITE MBI IR,

¥ Firehose RELE N RO FIEHIER |, LIBFHRTT A,

S TEIE - Minimum, Maximum, Average, Sum, Sam

ples
BT ITER
BackupToS3.Bytes I ERE RN EME Amazon S3 HITZ MM FET .

3 Firehose RELENZ DA EHIER |, LR A,

S TR - Minimum, Maximum, Average, Sum, Sam
ples

BT ITH
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R i B8
BackupToS3.Success I Amazon S3 &2 put S HEIE M. 2 Firehose i

fE N Z D TELHIER |, Firehose 2% H bR,

& 5% Splunk

R 15 B3
DeliveryToSplunk.Bytes EIEEN B AMEZEE Splunk BT 8.

Z2 i3 : Minimum, Maximum, Average, Sum, Sam

ples
By 2
DeliveryToSplunk.D Amazon Data Firehose [6 Splunk ZA$#EE , M Splunk
ataAckLatency B IAFT BRI ABAT R, LLIEFRRYIE ISR A sh Hh 4k
MIELEEER, #BEBEAEERA Splunk FE5|2B_H R
MPIAEERE,

SSUTEIE - Minimum, Maximum, Average. Samples

By ®
DeliveryToSplunk.D Amazon Data Firehose A& R i2FHEIR ( MEEA
ataFreshness Amazon Data Firehose E|IE ) . A ATUHFRAIZF

21&IAF Splunko
SSUTEIE - Minimum, Maximum, Average. Samples
BB

DeliveryToSplunk.Records FEIEERBRMEZEE Splunk BYiERE

SSUTHIE - Minimum, Maximum, Average, Sum, Sam
ples

B4 iR

CloudWatch #iE& s Hr 230



Amazon Data Firehose FEANGIER

B i BH
DeliveryToSplunk.Success 2R 4m IR 5| /i KM S,
DeliveryToS3.Success FX 2 Amazon S3 put s S H E M. B A& E Amazon

S3 &Y , K& HLbIE R,

BackupToS3.Bytes EIBERRBRRNEHEZE Amazon S3 #HITE LB FETH.
¥ Firehose HELE N & 0 Fi B X#4EF , Amazon Data
Firehose & & H it E¥x,

SSITEIE - Minimum, Maximum, Average, Sum, Sam

ples
BT TR
BackupToS3.DataFreshness Amazon Data Firehose F & FidFEVHARR ( Mt A

Amazon Data Firehose ZII7E ) . FAFEFLERIZR
HeE&mE Amazon S3 FERI TR M. = Firehose it
it B 7 & 0 Fr B 3X#48T , Amazon Data Firehose £ & H1it
B

SSUTBIE - Minimum, Maximum, Average. Samples

By ®
BackupToS3.Records EIBER R ERRNEHE Amazon S3 #H TR MDHIERKE.

¥ Firehose TRELE N & 0 FiE X 48t , Amazon Data
Firehose &% Hlb1E#R,

SSUTEIE - Minimum, Maximum, Average, Sum, Sam
ples

B4 iR

BackupToS3.Success I Amazon S3 &2 put S HHIE R, 2 Firehose i
BB R & 2P AR , Amazon Data Firehose &% Hilt
B o
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FRARER

BEHE HTTP % &

iR

DeliveryToHttpEndp
oint.Bytes

DeliveryToHttpEndp
oint.Records

DeliveryToHttpEndp
oint.DataFreshness

DeliveryToHttpEndp
oint.Success

DeliveryToHttpEndp
oint.ProcessedBytes

L
R HE HTTP A0 F B,

St 83E - Minimum, Maximum, Average, Sum, Sam
ples

By FH

IR S HTTP i RAVIERE. WIEMRRERIZIRAR
gl , AEERXNZHRME RN K .

St 83E © Minimum, Maximum, Average, Sum, Sam
ples

BT ITER

Amazon Data Firehose F & R 12 ZH HR.

ST EAE : Minimum, Maximum, Average, Samples
BB

BRZAEZERIEZEER HTTP IS iE . 5E2F
E#EDeliveryToHttpEndpoint.Records =
REZBRR G K HIIER. RUE , ZEFTREZR
PHIEER. IREEESHFHMEIERKEBRK , WER
0. EAZ/MESITBIEREIREIEKXK,

SITEIE : Minimum, Maximum, Average. Sum, Sam
ples

B itER
SN BN FET S, BREERRE.

CloudWatch #iE /& Mg+
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EiR B

DeliveryToHttpEndp SN IR , SF/EHRE.
oint.ProcessedRecords

B REUER

ES ]

- X Kinesis Data Streams # 1T R %
- JBXI Direct PUT # 1T B HEX

« M\ MSK # TR B iR R ER

J®1d Kinesis Data Streams 3 17 B 213E R EX

1R !

DataReadFromKinesi HEIEFRIFE R Kinesis ZIERAT |, LIEFRIE RNZBIER

sStream.Bytes EENFTEH, EBFORETHREXZBRMENZINEK
=,

ST EFE : Minimum, Maximum, Average., Sum, Sam

ples
B Y
DataReadFromKinesi HBIERIFE R Kinesis BB ARAT , MIEFRIE RMiZ Kinesis
sStream.Records BIEREEWNIERER, WBFOEHTHEEZEmERNE
B HE,
SSITHIE - Minimum, Maximum, Average, Sum, Sam
ples
B4 iR
ThrottledDescribeStream HBIERIFEZ Kinesis Bi#E AT , DescribeStream #

1= B PRHIHY SR B
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1R 5t B

SITHIE - Minimum, Maximum, Average, Sum, Sam

ples
BT

ThrottledGetRecords UBIERBRELE Kinesis ZIEHRET , GetRecords BEZEZ
(R E=R
STEIE - Minimum, Maximum, Average, Sum, Sam
ples
BT T

ThrottledGetShardIterator LHBIEXRIRZ Kinesis BB AT , GetShardIterator

BRAEZ BIRBIH ERB

ZiTBIE - Minimum, Maximum, Average, Sum, Sam

ples
BT it

KinesisMillisBehindLatest HBIERIFE R Kinesis BHE AR |, WEENERE RRE
—ZIFERUEREE T Kinesis BERTPNEHICZNERD
.

ST EIE - Minimum, Maximum, Average., Samples

By ER

&Y Direct PUT #1THI BB IZEL

1EiR 5 EA

BackupToS3.Bytes EIBERRBERRNEHE Amazon S3 #ITRLOHETE.
7 Amazon S3 5 Amazon Redshift B #9 i j5 F $iE
#18t , Amazon Data Firehose £ % H it 38%5.
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Hahr 345

SITHIE - Minimum, Maximum, Average, Sum, Sam

ples
B FH
BackupToS3.DataFreshness Amazon Data Firehose F & R icKAVHARR ( M A

Amazon Data Firehose E|I7E ) . F R FLHARAYIE R
B e mE Amazon S3 FEBEH TR, = Amazon
S3 5 Amazon Redshift B B ith /5 FA$IE AT , Amazon
Data Firehose £ & i bt 3845,

ST BAE - Minimum, Maximum, Average, Samples

By R
BackupToS3.Records EIBER B ERRNEHE Amazon S3 # TR MBHIERKE.

%45 Amazon S3 5 Amazon Redshift B #9ith /5 F $idE &%
#28t , Amazon Data Firehose &% H It 38%5.

STEIE - Minimum, Maximum, Average, Sum, Sam

ples
BT T
BackupToS3.Success I Amazon S3 &3 put i I E . 7 Amazon

S3 3 Amazon Redshift B B ith 5 A #3E ##eF , Amazon
Data Firehose & % H Lt 845,

BytesPerSecondLimit PR %I 2 Bl Firehose ME A EY Al UEEM & K F T 8.
EiERIESHERSE | iE8E AWS Support /0 H kR 62
=6, RAREBRRERFRH.

DeliveryToAmazonOp EIEERBERMNZESIE S OpenSearch ervice B FE T #,

enSearchService.Bytes -
SITEIE : Minimum, Maximum, Average. Sum, Sam

ples

By 2P

IR REUER 235
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iR 151 BA

DeliveryToAmazonOp Amazon Data Firehose F & R icKAVHARR ( M A
enSearchService.Da Amazon Data Firehose Z|I7E ) . FAEI L FRIVIZFR
taFreshness #E 321445 OpenSearch BREER T,

SR - Minimum, Maximum, Average., Samples
BB
DeliveryToAmazonOp EIBER RN A OpenSearch RS R 5|1 F K,

enSearchService.Records -
ST BAE : Minimum, Maximum, Average. Sum, Sam

ples

B iR
DeliveryToAmazonOp B A T4 I %R 5| B9 18 /Y S A,
enSearchService.Success
DeliveryToRedshift.Bytes g E R B ER N & /%) Amazon Redshift By %15 #,

ST IE - Minimum, Maximum, Average, Sum, Sam

ples
B F
DeliveryToRedshift 5 E AT B ER N & /%) Amazon Redshift B912 & .
.Records .
St 83E © Minimum, Maximum, Average, Sum, Sam
ples
BT iR
DeliveryToRedshift FX 31 Amazon Redshift COPY @ H 5,
.Success
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FRARER

1R

DeliveryToS3.Bytes

DeliveryToS3.DataF
reshness

DeliveryToS3.Records

DeliveryToS3.Success

DeliveryToSplunk.Bytes

DeliveryToSplunk.D
ataAckLatency

58
fESR 2T I B 5 E) Amazon S3 F TR,

SITHIE - Minimum, Maximum, Average, Sum, Sam
ples

B4 FH

Amazon Data Firehose & Fic FZHEIR ( MHEA
Amazon Data Firehose FIIM7E ) . EAAXFLHFRHIZR
BARIER S3 FE .

ST BAE - Minimum, Maximum, Average, Samples
B R
EIEER B RN & E Amazon S3 BT,

STEIE - Minimum, Maximum, Average, Sum, Sam
ples

BT iR
RIh Amazon S3 put S I B,
I ER B RNEIEE Splunk B FTT

SSUTBIE - Minimum, Maximum, Average, Sum, Sam
ples

B4R

Amazon Data Firehose [d Splunk £3#EIEE , M Splunk
BEWHIAFTEN KB E, IEFRAE MR DB St
IEEERA. BKEZEAI8ERA Splunk E5|FEFH ZE 5
MiEINREERE,

ST BAE - Minimum, Maximum, Average, Samples

By P

IR REUER
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B i 88
DeliveryToSplunk.D Amazon Data Firehose F & R icKAVHARR ( M A
ataFreshness Amazon Data Firehose 1T ) » FERIAFUFRHIEFK

E4%3% % Splunk.
SR - Minimum, Maximum, Average., Samples
By R

DeliveryToSplunk.Records FEIBERN B A{ZE R Splunk BYiE R,

ST BAE : Minimum, Maximum, Average. Sum, Sam

ples

B iR
DeliveryToSplunk.Success B A T4 I %R 5| B9 18 /Y S A,
IncomingBytes EIEERN BRI #ELE Firehose ikl

HNFTH. SHER
T Firehose HIRHI 2 —Y , TRELZ RIRH. ZFRHI

HEIEFARITH IncomingBytes o

ST BIE © Minimum, Maximum, Average, Sum, Sam

ples
B 2

IncomingPutRequests & TE A 18] EX R B9 B 20 PutRecordBatchi 3k ¥k PutRecord
MIEREK.
St 83E : Minimum, Maximum, Average, Sum, Sam
ples
BT TR

IR REUER 238



Amazon Data Firehose

FRARER

1R

IncomingRecords

RecordsPerSecondLimit

ThrottledRecords

M MSK 3 1TH BIEHRE

1R

DataReadFromSource
.Records

DataReadFromSource.Bytes

58

IS ER RN R I ERENE] Firehose RHVIE R, YHFER
U Firehose FiPBR#IZ —Bt , AJREZ RIRSl. ZFRE
HEEFFiTH IncomingRecords o

Z it 3E - Minimum, Maximum, Average, Sum, Sam
ples

B itk
1EPR# 2 BT Firehose i X 81 =¥ 0] LB EVAY & K12 X,

Z2 it : Minimum, Maximum, Average, Sum, Sam
ples

BT

T HFEREET E R — Firehose it FR i M 32 2 R A9
B F M.

SSUTEIE - Minimum, Maximum, Average, Sum, Sam
ples

B it

15, BA
MIR Kafka £ BIEEHY iE R,

ST EFE : Minimum, Maximum, Average, Sum, Sam
ples

LRV b

MIR Kafka £ BIEEM FT .

IR REUER
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FRARER

1R

SourceThrottled.Delay

BytesPerSecondLimit

KafkaOffsetLag

FailedValidation.Records

FailedValidation.Bytes

151 BA
ST BFE - Minimum, Maximum, Average. Sum, Sam
ples

B FH

R Kafka SEBEMIR Kafka &R 18 &Y EER BT E)
ST BAE - Minimum, Maximum, Average, Samples
By ZW

Firehose MR Katka TEHE N2 KiZWBEN L EH
EPRH,

S TEHIE - Minimum, Maximum, Average, Sum, Sam
ples

By FH/Y

Firehose MJR Kafka TEIEMWiCEHNBEARBESR
Kafka EB 0] Hic KW R ARBEC BN ESR,

S iTIE - Minimum, Maximum, Average, Sum, Sam
ples

LR VA
IEFIUE R MATIE R

ST BIE - Minimum, Maximum, Average, Sum, Sam
ples

B
IERBUE R H ZF T8,

SITEIE : Minimum, Maximum, Average. Sum, Sam
ples

B2

IR REUER
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E¥R 5t B3
DataReadFromSource R Firehose MIEBENR D XERIEFK , EAREN
.Backpressured BytesPerSecondLimit 8 Mo X E2#id , EAREEN4&

EREEEHEFLE

B WRE

API 425l CloudWatch BY3gHR

AWS/Firehose & ZEZIEIT APl KI5Hr,

B % 89
DescribeDeliverySt EEENBANEN S DescribeDeliveryStream
ream.Latency BRAEFT AR ETE,

S8R - Minimum, Maximum, Average., Samples
B4 EW
DescribeDeliverySt DescribeDeliveryStream iFXRHEE,

ream.Requests .
Z 1T BAE : Minimum, Maximum, Average. Sum, Sam

ples

BT it
ListDeliveryStream EREEMBERNNENEA ListDeliveryStream #BfE
s.Latency Fir B9 Bt 1E] o

SSITEIE - Minimum, Maximum, Average. Samples
B ER

ListDeliveryStream ListFirehose WERHEE,

s.Requests .
ST EIE © Minimum, Maximum, Average, Sum, Sam

ples

API 45| CloudWatch BI$E+R 241
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B 15 BA
By it

PutRecord.Bytes EIBEREAFER PutRecord M A Firehose i FET
.
STEEE - Minimum, Maximum, Average, Sum, Sam
ples
By FH

PutRecord.Latency EIRENBRANEN S PutRecord BRIEFTARAEE,

ZiTEIE - Minimum, Maximum, Average. Samples

B ER

PutRecord.Requests PutRecord iEXRMEH , kBB ZETKE PutRecord
BRENIEFHEE
ST BFE : Minimum, Maximum, Average. Sum, Sam
ples
By it

PutRecordBatch.Bytes EIEEN B AR PutRecordBatch H A Firehose i
B F T8

SSUTEIE - Minimum, Maximum, Average, Sum, Sam

ples
B FH

PutRecordBatch.Latency EEEMEBEANENED PutRecordBatch REFFAR
B iAo

ST EFE : Minimum, Maximum, Average, Samples

By ER

API 45| CloudWatch BI$E+R 242
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18HR 13 BB
PutRecordBatch.Records 3 B PutRecordBatch R{ERVIEFEM E 3,

Z it 3E - Minimum, Maximum, Average, Sum, Sam

ples
By It
PutRecordBatch.Requests PutRecordBatch iEXRHEH,

S TEIE - Minimum, Maximum, Average, Sum, Sam

ples
BT iR
PutRequestsPerSecondLimit TEPR 2 B Firehose 3t A AL B B & K A8 R B

¥ =8 $E PutRecord 1 PutRecordBatch 53K,

SITEIE : Minimum, Maximum, Average. Sum, Sam

ples
B4 iR
ThrottledDescribeStream LMEIERIRE Kinesis BIE7RAT , DescribeStream #

1 32 B BRI B9 EOR B

ST BAE - Minimum, Maximum, Average. Sum, Sam

ples
BAT TR

ThrottledGetRecords LHIFEFRIRR Kinesis BIERAT , GetRecords BRIEZEH
BR #5119 SR B
SSITEIE - Minimum, Maximum, Average, Sum, Sam
ples
BT IR

API 45| CloudWatch BI$E+R 243
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FEFR 15, B
ThrottledGetShardIterator LHBIERIRZ Kinesis BB AT , GetShardIterator

BRAEZ BIRSIH EIRB

Z2 it 3E - Minimum, Maximum, Average, Sum, Sam

ples

B TR
UpdateDeliveryStre EIEENBEANEN SN UpdateDeliveryStream
am.Latency R AEFT AR BT E

S TR - Minimum, Maximum, Average. Samples
B BB
UpdateDeliveryStre UpdateDeliveryStream iHFXRHEE,

am.Requests -
ST EFE  Minimum, Maximum, Average., Sum, Sam

ples

B4 iR

HIEEHR CloudWatch 18%r

R B A Lambda #iEH#R , AWS/Firehose & ZHFE S LA TR,

B¥R 1%, BA

ExecutePr Firehose #1178 % Lambda B%kiE A AT TSRV BtaEl

ocessing. S

Duration B BY

ExecutePr R ZhEY Lambda BEE A S FMAALL S 89 Lambda B EE X E.
ocessing.

Success

AR CloudWatch 3845 244
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FRARER

1R

SucceedPr
ocessing.
Records

SucceedPr
ocessing.Bytes

CloudWatch B &8 ES ISR

458

45 E RS A BRI R T AL B RV 18 R B

By it

IS E R A BRI AR I B F TG

B Y

WA CloudWatch AEERBATHES , WAWS/Firehosedn & ZEEFEE L TR,

1R

OutputDecompressed
Bytes.Success

OutputDecompressed
Bytes.Failed

OutputDecompressed
Records.Success

OutputDecompressed
Records.Failed

L
RERBDOBIE (AT HE)

Z2 i3 - Minimum, Maximum, Average, Sum, Sam
ples

By F
FREZR RIMAVEEE ( LFZ TR R )

SSITEIE - Minimum, Maximum, Average, Sum, Sam
ples

By 2
BERKINIERKEE

SLITEIE - Minimum, Maximum, Average, Sum, Sam
ples

B IHEK
BERRVNICEHE

CloudWatch B &R ERIEHR
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FRARER

1R

151 BA
ST BFE - Minimum, Maximum, Average. Sum, Sam
ples

B it

¥ 1L3E{t CloudWatch 18¥r

MEBEEATHERRERR , AWS/Firehose & ZHAAFU TR,

1R

SucceedCo
nversion.
Records

SucceedCo

nversion.Bytes

FailedCon
version.R
ecords

FailedCon
version.Bytes

59

R IR ITENBE,
BT

FTh R AV AT T M KN
By 2
KREEHIMNITENIE,
BT
RAEHIRAIT T KN,

B Y

fR%5-239m 103 (SSE) $8%5 CloudWatch

AWS/Firehose tn & Z=HBFELLT & SSE XM IEHR,

1R

KMSKeyAccessDenied

L

BR%5 8% Firehose 7l KMSAccessDeniedExc
eption HKYIREK,

#&=1LE 1L CloudWatch 3845
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1R 5t B

SITHIE - Minimum, Maximum, Average, Sum, Sam

ples
BAT TR

KMSKeyDisabled PR %518 % Firehose 7KY KMSDisabledException K9
R

STEIE - Minimum, Maximum, Average, Sum, Sam
ples

B iHEK

KMSKeyInvalidState BRZ5IEZF Firehose HilY KMSInvalidStateExc
eption KYRE.

SITEIE - Minimum, Maximum, Average, Sum, Sam

ples
BAT IR

KMSKeyNotFound Bk %518 % Firehose 7K KMSNotFoundException K9
R

Z2 i3 - Minimum, Maximum, Average, Sum, Sam
ples

B it

Amazon Data Firehose V4 E
=i Firehose RIFIEIESR , i5FE A DeliveryStreamName 4 E,
Amazon Data Firehose A EIE#xr

B LAEA CloudWatch fEE1EHREK 7 BIENIKF W RRERER. FHXLLEHFRE CloudWatch
KA TR E TR E Y FTRRSEAE R

Amazon Data Firehose HI 4t E 247
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RS ELELfE AR IR IEHR LT AWS/Usage in B ZHF , B=5#HIE— X,

BHl, Zoh&Z=E M — CloudWatch £ V8RB Fi2ResourceCount, LtIEHRE
Service, Class. Type # Resource £E—[RX %,

EFR iR
ResourceCount BIKFHREITHIEERRNHEE, RRHSIERCE%
EE N,

HIEMRRE ANSITEIER MAXIMUM , BEXRR7E 3 24
KA | AR E R

AT 4 E B T 181t Amazon Data Firehose & % i A 215%%.

HE L

Service TERFH AWS FREMWEFR. XF Amazon Data
Firehose AAE1E%: , W4EEREN Firehose,

Class FTIRERBY AIJREVZE, Amazon Data Firehose APl FA & 55
EAERN None W4EE,

Type FRERERAY BRAVE R, Hal , HIRFLE N Firehose
B, RE K —BRENRN Resource,

Resource AWS BRI EF. BRI , HIRFLEE N Firehose B,
BREOME—BEMENR DeliveryStreams

VI 4,3 Data Firehose BJi5 8] CloudWatch 18%R

LA LA CloudWatch #2414 . #5173 CloudWatch APl ¥ 1 Amazon Data Firehose B31E#5. LA
TEEBNENAERXERER ARG REFR.

/8 CloudWatch 124l & i A1 1545

1. FTFF CloudWatch ##|& , Pt https://console.aws.amazon.com/cloudwatch/o
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Amazon Data Firehose FEANGIER

2. ESMES, EFE-NXE,
ESMERD , EFEER.

1%$% Firehose & ZE[H),

1%#% Firehose f1E#R 3K Firehose f&#x.
ERENNEERNER.

2

BipE4ESR , H6ER AWS CLI

FRSRIERMGS. get-metric-statistics

aws cloudwatch list-metrics --namespace "AWS/Firehose"

aws cloudwatch get-metric-statistics --namespace "AWS/Firehose" \
--metric-name DescribeDeliveryStream.Latency --statistics Average --period 3600 \
--start-time 2017-06-01T00:00:00Z --end-time 2017-06-30T00:00:00Z

A B E LI D EEE Firehose CloudWatch

Amazon Data Firehose 51 &i# CloudWatch BEER , Fitt Y AT HBBERIBIEE BB Lambda
ALK  BAULEERENEIREE. HEEIE Firehose 7T , AJLUF A Amazon Data Firehose
HEix B Eid o

£ Amazon Data Firehose 12 & # /5 F| Amazon Data Firehose 1% B &2 %6 |, &

SR REN Firehose RAIEBSAMENN BER. BEHBHHERNR /aws/
kinesisfirehose/delivery-stream-name , 9 delivery-stream-name 2R Firehose
TR BE M. DestinationDelivery RRIEMWBER , AT R CRERHEEEBHNMEX
WATEHR. REENBEHRBAT S3RME , T 28BS — 187 BackupDelivery WHEE

7o BackupDelivery AERATIERE&ME S3 M HERNEMEIR,

flan |, REEE T —NEL Amazon Redshift 3 B #5#Y Firehose 7 MyStream |, 38

Amazon Data Firehose 512 A& , MI@RKRECIEUTHE : —1NEANHE lméﬂﬁl'ﬂ/l\aws/
kinesisfirehose/MyStream® A M#Y A &R, DestinationDelivery BackupDeliveryEZ<4i
# , DestinationDelivery AFieFz54& 2| Amazon Redshift B ¥r AR H 8 S3 B #rAE<
iz, MRFAT S3 &7, BackupDelivery AARIERE£HE S3 ZF B FMEMEXNEMHE IR,

IZATLAEIE AWS CLI, API 8 CloudFormation {# B &t & /8 F§ Amazon Data Firehose £&i=12
Fo CloudWatchLoggingOptionsHit , FRAICIZBTHMBER. BUREBEZBEA

f# A CloudWatch A& {Tis#z 249


https://docs.aws.amazon.com/cli/latest/reference/cloudwatch/list-metrics.html
https://docs.aws.amazon.com/cli/latest/reference/cloudwatch/get-metric-statistics.html

Amazon Data Firehose FRARIER

M BEFHATF Amazon Data Firehose 45i% B &1, I , T EHERXEKE IAM policy HE
"logs:putLogEvents" R, BXEZEER , 52 £H Amazon Data Firehose ¥l FI R,

HXE , Amazon Data Firehose RNRIEFTE &L 1R B EE8 L KXIEF CloudWatch BE. R
KMERENERT , Amazon Data Firehose 25X & X EIR B E#HTRE  ARBNELZEE
CloudWatch BH&,

&K% % CloudWatch Logs V45 iR HEQWERIEMENTRA, BXEZER , S Amazon
CloudWatch Ete

&
- BEARER

B mEIR

LR R#A4 Amazon Data Firehose B #yit Y #iE& M EIRABIEENTIR, SMEREEEHET
1& & (51 & AT B K ER 938 Z R 1E

iR

« Amazon S3 B B EIR

+ Apache Iceberg REEZ SR

« Amazon Redshift $i#E& fi4E1R

« Snowflake ¥¥E& HifE %

* Splunk FIEE R IR

- ElasticSearch $iE/% fi 81

« HTTPS In R B fEtk ItE iR

« Amazon OpenSearch BRS ¥iE& xR
+ Lambda AR iR

* Kinesis A %H1R

» Kinesis i DirectPut F4&iR

« AWS Glue BRI

« DataFormatConversion A 5%
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Amazon Data Firehose

FRARER

Amazon S3 BiEf& MR IR

Amazon Data Firehose AILUR LA T B G S3 XM IR KIZEIBE, CloudWatch

HiRAHE

S3.KMS.No
tFoundExc
eption

S3.KMS.Re
questLimi
tExceeded

S3.AccessDenied

S3.Accoun
tProblem

S3.Al1Acc
essDisabled

S3.InvalidPayer

S3.NotSignedUp

S3.NoSuchBucket

S3.Method
NotAllowed

InternalError

HiIREENER

“BATRHEN AWS KMS Z4. MRIRERANZIRIAN BRI AWS
KMS ZHAMEBH AR , FREXEK AWS KMS ZHANIKF R2EHH

Ao

”

"The KMS request per second limit was exceeded while attempting to
encrypt S3 objects. Increase the request per second limit."

BEXEZEER , 2019 (AWS Key Management Service FF X A G 18
) FHIRF,

"Access was denied, Ensure that the trust policy for the provided IAM
role allows Amazon Data Firehose to assume the role, and the access
policy allows access to the S3 bucket."

“RH) AWS kP FEME | SRIRETER IR, Contact AWS Suppo
r.t."

"Access to the account provided has been disabled, iBEEBKR S AWS
upport, ”

"Access to the account provided has been disabled, FER S AWS
upport, ”

"The account is not signed up for Amazon S3. Sign the account up or
use a different account."

"The specified bucket does not exist, Create the bucket or use a
different bucket that does exist."

"The specified method is not allowed against this resource. Modify the
bucket’s policy to allow the correct Amazon S3 operation permissions."

"An internal error occurred while attempting to deliver data. HFEiRXR

1 ; MRERMATE , WRFEBREL AWS FRER,
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Amazon Data Firehose

FRARER

IR

S3.KMS.Ke
yDisabled

S3.KMS.In
validStat
eException

KMS.Inval
idStateEx
ception

KMS.Disab
ledException

S3.S1lowDown

S3.Subscr
iptionRequired

S3.InvalidToken

S3.KMS.Ke
yNotConfigured

S3.KMS.As
ymmetricC
MKNotSupported

S3.I1lega
lLocation
Constrain
tException

HIRHENER

"The provided KMS key is disabled. Enable the key or use a different

key.

"The provided KMS key is in an invalid state. Please use a different key."

"The provided KMS key is in an invalid state. Please use a different key."

"The provided KMS key is disabled. Please fix the key or use a different
key."

"The rate of put request to the specified bucket was too high. Increase
Firehose stream buffer size or reduce put requests from other applicati

ons.

"Access was denied when calling S3. Ensure that the IAM role and the
KMS Key (if provided) passed in has Amazon S3 subscription."

"The provided token is malformed or otherwise invalid. Please check the
credentials provided."

"KMS key not configured. Bt E & #) KMSMaster KeyID , &2 A &K
S3 IFEEm M, "

“Amazon S3 X XX #E R CMKs, You cannot use an asymmetric
CMK to encrypt your data in Amazon S3. B3REl CMK HyRHE  EFEH
KMS DescribeKey ##4E, ”

"Firehose currently uses s3 global endpoint for data delivery to the
configured s3 bucket. The region of the configured s3 bucket doesn't
support s3 global endpoint. Please create a Firehose stream in the same
region as the s3 bucket or use s3 bucket in the region that supports
global endpoint."
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FRARER

IR

S3.Invali
dPrefixCo
nfigurati
onException

DataForma
tConversi
on.Malfor
medData

HIRHEMER

"The custom s3 prefix used for the timestamp evaluation is invalid. Check
your s3 prefix contains valid expressions for the current date and time of
the year."

"lllegal character found between tokens."

Apache Iceberg R EL M E iR

B X Apache Iceberg REFEZHEEIR , HSFNBIEZHZE Apache Iceberg o

Amazon Redshift (3B /% i 515

Amazon Data Firehose A LU LA T 5 B # Redshift # <M IR ZKIZFI A&, CloudWatch

iR

Redshift.

TableNotFound

Redshift.

SyntaxError

Redshift.
Authentic

ationFailed

Redshift.

AccessDenied

HIRHEMER

"The table to which to load data was not found., Ensure that the
specified table exists."

The destination table in Amazon Redshift to which data should be copied
from S3 was not found. Note that Amazon Data Firehose does not create
the Amazon Redshift table if it does not exist.

"The COPY command contains a syntax error, Retry the command."

"The provided user name and password failed authentication., Provide a
valid user name and password."

"Access was denied., Ensure that the trust policy for the provided IAM
role allows Amazon Data Firehose to assume the role."
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FRARER

IR

Redshift.
S3BucketA
ccessDenied

Redshift.
DatalLoadFailed

Redshift.
ColumnNotFound

Redshift.
DatabaseN
otFound

Redshift.
Incorrect
CopyOptions

Redshift.
MissingColumn

Redshift.
Connectio
nFailed

Redshift.
ColumnMismatch

HIRHENER

"The COPY command was unable to access the S3 bucket, Ensure
that the access policy for the provided IAM role allows access to the S3
bucket."

"Loading data into the table failed. Check STL_LOAD_ERRORS system
table for details."

"A column in the COPY command does not exist in the table, Specify a
valid column name."

"The database specified in the Amazon Redshift destination configuration
or JDBC URL was not found. Specify a valid database name."

"Conflicting or redundant COPY options were provided, Some options
are not compatible in certain combinations, Check the COPY command
reference for more info."

BEXEZEER |, 555 (Amazon Redshift EEF XA RIEE)) B/
Amazon Redshift COPY %,

"There is a column defined in the table schema as NOT NULL without
a DEFAULT value and not included in the column list, Exclude this
column, ensure that the loaded data always provides a value for this
column, or add a default value to the Amazon Redshift schema for this
table."

"The connection to the specified Amazon Redshift cluster failed. Ensure
that security settings allow Amazon Data Firehose connections, that
the cluster or database specified in the Amazon Redshift destination
configuration or JODBC URL is correct, and that the cluster is available."

"The number of jsonpaths in the COPY command and the number of
columns in the destination table should match., Retry the command."
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Amazon Data Firehose

FRARER

IR

Redshift.
Incorrect
OrMissing
Region

Redshift.
Incorrect
JsonPathsFile

Redshift.
MissingS3File

Redshift.
Insuffici
entPrivilege

Redshift.
ReadOnlyC
luster

Redshift.
DiskFull

InternalError

Redshift.
ArgumentN
otSupported

Redshift.
AnalyzeTa
bleAccess
Denied

HIRHENER

"Amazon Redshift attempted to use the wrong region endpoint for
accessing the S3 bucket. Either specify a correct region value in the
COPY command options or ensure that the S3 bucket is in the same
region as the Amazon Redshift database."

"The provided jsonpaths file is not in a supported JSON format, Retry
the command."

"One or more S3 files required by Amazon Redshift have been removed
from the S3 bucket. Check the S3 bucket policies to remove any
automatic deletion of S3 files."

"The user does not have permissions to load data into the table, Check
the Amazon Redshift user permissions for the INSERT privilege."

"The query cannot be executed because the system is in resize
mode, Try the query again later."

"Data could not be loaded because the disk is full, Increase the capacity
of the Amazon Redshift cluster or delete unused data to free disk space."

"An internal error occurred while attempting to deliver data, FFEifR

1 ; MRERDATE , WKRHEBRELL AWS FRER, 7

"The COPY command contains unsupported options."

"Access denied. Copy from S3 to Redshift is failing because analyze
table can only be done by table or database owner."
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FRARER

IR

Redshift.

SchemaNotFound

Redshift.
ColumnSpe
cifiedMor
eThanOnce

Redshift.
ColumnNot
NullwWitho
utDefault

Redshift.
Incorrect

BucketRegion

Redshift.
S3S1owDown

Redshift.
InvalidCo
pyOptionF
orJson

Redshift.
InvalidCo
pyOptionl]

SONPathFormat

Redshift.
InvalidCo
pyOptionR
BACAclNot
Allowed

HIRHENER

“X T E|7E Amazon Redshift B #rlt EPIEERI LM, DataTableName
Specify a valid schema name."

"There is a column specified more than once in the column list. Ensure
that duplicate columns are removed."

"There is a non-null column without DEFAULT that is not included in the
column list. Ensure that such columns are included in the column list."

"Redshift attempted to use a bucket in a different region from the cluster.

Please specify a bucket within the same region as the cluster."

"High request rate to S3. Reduce the rate to avoid getting throttled."

"Please use either auto or a valid S3 path for json copyOption."

“EHlLM , HI4EIR JSONPath X M. Array index is out of range
\". Y IEiX 4 JSONPath Rk, ”

"COPY failed with error \"Cannot use RBAC acl framework while
permission propagation is not enabled.\"
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FRARER

IR

Redshift.
DiskSpace
QuotaExceeded

Redshift.
Connectio
nsLimitEx
ceeded

Redshift.
Ss1NotSup
ported

Redshift.
HoseNotFound

Redshift.
Delimiter

Redshift.

QueryCancelled

Redshift.
Compressi
onMismatch

Redshift.
Encryptio
nCredentials

Redshift.
InvalidCo
pyOptions

Redshift.
InvalidMe
ssageFormat

HIRHENER

"Transaction aborted due to disk space quota exceed. Free up disk
space or request increased quota for the schema(s)."

"Connection limit exceeded for user."

"The connection to the specified Amazon Redshift cluster failed because
the server does not support SSL. Please check your cluster settings."

"The hose has been deleted. Please check the status of your hose."

"The copyOptions delimiter in the copyCommand is invalid. Ensure that it
is a single character."

"The user has canceled the COPY operation."

"Hose is configured with UNCOMPRESSED, but copyOption includes a
compression format."

"The ENCRYPTED option requires credentials in the format: 'aws_iam_
role=...;master_symmetric_key=..."' or 'aws_access_key_id=...;aws_
secret_access_key=...[;token=...];master_symmetric_key=..."

"Invalid COPY configuration options."

"Copy command contains an invalid character."
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FRARER

IR

Redshift.
Transacti
onIdLimit
Reached

Redshift.
Destinati
onRemoved

Redshift.
OutOfMemory

Redshift.
CannotFor
kProcess

Redshift.
SslFailure

Redshift.Resize

Redshift.
ImproperQ
ualifiedName

Redshift.
Invalidls
onPathFormat

Redshift.
TooManyCo
nnections
Exception

Redshift.
PSQLException

HIRHENER

"Transaction ID limit reached.’

"Please verify that the redshift destination exists and is configured
correctly in the Firehose configuration."

"The Redshift cluster is running out of memory. Please ensure the cluster
has sufficient capacity."

"The Redshift cluster is running out of memory. Please ensure the cluster
has sufficient capacity."

"The SSL connection closed during the handshake."

"The Redshift cluster is resizing. Firehose will not be able to deliver data

while the cluster is resizing."

"The qualified name is improper (too many dotted names)."

“ JSONPath X T, ~

"Too many connections to Redshift."

“M Redshift FIEFIPSQIRE, ~

HiELmER

258



Amazon Data Firehose

FRARER

IR

Redshift.
Duplicate
SecondsSp
ecification

Redshift.
RelationC
ouldNotBe
Opened

Redshift.

TooManyClients

HIRHENER

“ date/time X FEEHN VT, ~

"Encountered Redshift error, relation could not be opened. Check
Redshift logs for the specified DB."

"Encountered too many clients exception from Redshift. Revisit max
connections to the database if there are multiple producers writing to it
simultaneously.'

Snowflake FIE/E fifE iR

Firehose A[LURF LA & Snowflake # XM IR X FIHE, CloudWatch

HIRHE

Snowflake
.InvalidUrl

Snowflake
.InvalidUser

Snowflake
.InvalidRole

Snowflake

.InvalidTable

Snowflake

.InvalidSchema

HIRHENEER

"Firehose is unable to connect to Snowflake. Please make sure that
Account url is specified correctly in Snowflake destination configuration."

"Firehose is unable to connect to Snowflake. Please make sure that User
is specified correctly in Snowflake destination configuration."

"The specified snowflake role does not exist or is not authorized. Please
make sure that the role is granted to the user specified"

"The supplied table does not exist or is not authorized"

"The supplied schema does not exist or is not authorized"

HiELmER

259



Amazon Data Firehose

FRARER

IR

Snowflake
.InvalidD
atabase

Snowflake
.InvalidP
rivateKey
OrPassphrase

Snowflake
.MissingC
olumns

Snowflake
.ExtraColumns

Snowflake
.InvalidInput

Snowflake
.Incorrec
tValue

Splunk BIEZ M EE IR

HIRHENER

"The supplied database does not exist or is not authorized"

"The specified private key or passphrase is not valid. Note that the
private key provided should be a valid PEM RSA private key"

"The insert request is rejected due to missing columns in input payload.
Make sure that values are specified for all non-nullable columns"

"The insert request is rejected due to extra columns. Columns not
present in table shouldn't be specified"

"Delivery failed due to invalid input format. Make sure that the input
payload provided is in the JSON format acceptable"

"Delivery failed due to incorrect data type in the input payload. Make sure
that the JSON values specified in input payload adhere to the datatype
declared in Snowflake table definition"

Amazon Data Firehose AJLURELT & Splunk XM IR &ZE BB &K, CloudWatch

BRRD

Splunk.Pr
oxyWithou
tStickySe
ssions

Splunk.Di
sabledToken

HIRHEBNER

“ONERERTE Amazon Data Firehose #l HEC T R 2 BIERE ( ELB HE
fit ) , MGG ARKERETREX R HEC, " ACKs

"The HEC token is disabled, Enable the token to allow data delivery to
Splunk."
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FRARER

IR

Splunk.In
validToken

Splunk.In
validData
Format

Splunk.In
validIndex

Splunk.Se
rverError

Splunk.Di
sabledAck

Splunk.Ac
kTimeout

Splunk.Ma
XxRetriesFailed

Splunk.Co
nnectionT
imeout

Splunk.In
validEndpoint

HIRHENER

"The HEC token is invalido Update Amazon Data Firehose with a valid
HEC token."

"The data is not formatted correctly, To see how to properly format data
for Raw or Event HEC endpoints, see Splunk Event Data."

"The HEC token or input is configured with an invalid index., Check your
index configuration and try again."

"Data delivery to Splunk failed due to a server error from the HEC node.
Amazon Data Firehose will retry sending the data if the retry duration

in your Amazon Data Firehose is greater than 0. If all the retries falil,
Amazon Data Firehose backs up the data to Amazon S3."

"Indexer acknowledgement is disabled for the HEC token., Enable
indexer acknowledgement and try again, For more info, see Enable
indexer acknowledgement."

"Did not receive an acknowledgement from HEC before the HEC
acknowledgement timeout expired, Despite the acknowledgement
timeout, it's possible the data was indexed successfully in Splunk.
Amazon Data Firehose backs up in Amazon S3 data for which the
acknowledgement timeout expired."

"Failed to deliver data to Splunk or to receive acknowledgment, Check
your HEC health and try again."

"The connection to Splunk timed out. This might be a transient error and
the request will be retried. Amazon Data Firehose backs up the data to
Amazon S3 if all retries fail."

"Could not connect to the HEC endpoint, Make sure that the HEC
endpoint URL is valid and reachable from Amazon Data Firehose."
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FRARER

IR

Splunk.Co
nnectionClosed

Splunk.SS
LUnverified

Splunk.SS
LHandshake

Splunk.UR
LNotFound

Splunk.Se
rverError
.ContentT
oolLarge

Splunk.In
dexerBusy

Splunk.Co
nnectionR
ecycled

Splunk.Ac
knowledge
mentsDisabled

Splunk.In
validHecR
esponseCh
aracter

HIRHENER

"Unable to send data to Splunk due to a connection failure, This might
be a transient error, Increasing the retry duration in your Amazon Data
Firehose configuration might guard against such transient failures."

"Could not connect to the HEC endpoint, EH 53 Z IR HHYE BRI
B, FEARIERMENEERHN.

"Could not connect to the HEC endpoint, EBRARIEBFMENEE RN

"The requested URL was not found on the Splunk server. Please check
the Splunk cluster and make sure it is configured correctly."

"Data delivery to Splunk failed due to a server error with a statusCode:
413, message: the request your client sent was too large. See splunk
docs to configure max_content_length."

"Data delivery to Splunk failed due to a server error from the HEC node.
Make sure HEC endpoint or the Elastic Load Balancer is reachable and
is healthy."

"The connection from Firehose to Splunk has been recycled. Delivery will
be retried."

"Could not get acknowledgements on POST. Make sure that acknowled
gements are enabled on HEC endpoint."

"Invalid characters found in HEC response, make sure to check to the
service and HEC configuration."
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FRARER

ElasticSearch ¥ 4% i £8 ix

Amazon Data Firehose AIBE£fF LA ElasticSearch ££ix &% 2 CloudWatch BE.

HERD

ES.AccessDenied

ES.Resour
ceNotFound

BRHEHEMER

"Access was denied, Ensure that the provided |IAM role associated with
firehose is not deleted."

“}ETEBY AWS Elasticsearch HFFE. ”

HTTPS in R EBHE/L R iR

Amazon Data Firehose ATLAIA T &5 HTTP iR R AE XM IR KX EIBE. CloudWatch 1R iX L4
R SLBERBEFEE , MEIAEEIRAT : "An internal error occurred while attempting to deliver
data. REEHRMY ; MRBERDAFE , MNFHREL L AWS FRER,

HIRES

HttpEndpo
int.Reque
stTimeout

HttpEndpo
int.Respo
nseToolLarge

HttpEndpo
int.Inval
idRespons
eFromDest
ination

HttpEndpo
int.Desti

BREHEMER

The delivery timed out before a response was received and will be
retried. If this error persists, contact the AWS Firehose service team.

"The response received from the endpoint is too large. Contact the owner
of the endpoint to resolve this issue."

"The response received from the specified endpoint is invalid. Contact
the owner of the endpoint to resolve the issue."

"The following response was received from the endpoint destination."
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FRARER

IR
nationExc
eption

HttpEndpo
int.Conne

ctionFailed

HttpEndpo
int.Conne
ctionReset

HttpEndpo
int.Conne
ctionReset

HttpEndpo
int.Respo
nseReason
PhraseExc
eededLimit

HttpEndpo
int.Inval
idRespons
eFromDest
ination

HttpEndpo
int.Desti
nationExc
eption

HttpEndpo
int.Inval

idStatusCode

HIRHENER

"Unable to connect to the destination endpoint. Contact the owner of the
endpoint to resolve this issue."

"Unable to maintain connection with the endpoint. Contact the owner of
the endpoint to resolve this issue."

"Trouble maintaining connection with the endpoint. Please reach out to
the owner of the endpoint."

"The response reason phrase received from the endpoint exceed the
configured limit of 64 characters."

"The response received from the endpoint is invalid. See Troublesh
ooting HTTP Endpoints in the Firehose documentation for more informati
on. Reason: "

"Delivery to the endpoint was unsuccessful. See Troubleshooting HTTP
Endpoints in the Firehose documentation for more information. Response
received with status code "

"Received an invalid response status code."
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FRARER

IR

HttpEndpo
int.SSLHa

ndshakeFailure

HttpEndpo
int.SSLHa

ndshakeFailure

HttpEndpo

int.SSLFailure

HttpEndpo
int.SSLHa
ndshakeCe
rtificate

PathFailure

HttpEndpo
int.SSLHa
ndshakeCe
rtificate
PathValid

ationFailure

HttpEndpo
int.MakeR
equestFai
lure.Ille
galUriExc
eption

HIRHENER

"Unable to complete an SSL Handshake with the endpoint. Contact the
owner of the endpoint to resolve this issue."

"Unable to complete an SSL Handshake with the endpoint. Contact the
owner of the endpoint to resolve this issue."

"Unable to complete TLS handshake with the endpoint. Contact the
owner of the endpoint to resolve this issue."

"Unable to complete an SSL Handshake with the endpoint due to invalid
certification path. Contact the owner of the endpoint to resolve this
issue."

"Unable to complete an SSL Handshake with the endpoint due to
certification path validation failure. Contact the owner of the endpoint to
resolve this issue."

“BTF URI R85 AT , HttpEndpoint i§3R %k, Please make sure all
the characters in the input URI are valid."
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Amazon Data Firehose FEANGIER

HIRICES BiIREEMER

HttpEndpo “FIEENI R £51R |, HitpEndpoint 3K kM. lllegal character "\n' in
int.MakeR header value."

equestFai

lure.Ille

galCharac

terInHead

erValue

HttpEndpo “HTFIEEMBIESIR |, HitpEndpoint 3R kM. HTTP message must not
int.Illeg contain more than one Content-Type header."

alRespons

eFailure

HttpEndpo “BFIEEMBIEEIR |, HitpEndpoint iR kM. lllegal HTTP message
int.Illeg start. See Troubleshooting HTTP Endpoints in the Firehose documenta
alMessageStart tion for more information."

Amazon OpenSearch RS EIE/LE iR

*tF OpenSearch fR% B #5 , Amazon Data Firehose &7 [R5 IR Bl £51% A 6 CloudWatch B E&Ki%4s
%, OpenSearch

BR 7 ATREM OpenSearch EEIREIME IR |, BIETREIB R A T MEIR -

» Authentication/authorization error occurs during attempt to deliver data to destination OpenSearch
Service cluster. This can happen due to any permission issues and/orZ#R#J Amazon Data
Firehose B #& OpenSearch BRFEE EH G kAT , 2EIERE#A %, Please check the cluster policy
and role permissions.

« HTF authentication/authorization P& , FToiEGFHIE(E A ZEI B 45 OpenSearch [RFEE . X2 H
F & HIEH Amazon Data Firehose B ¥ OpenSearch AR 1ZEL & AT and/or 8 &R H BLE I PR )
B, Please check the cluster policy and role permissions.
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FRARER

IR

0S.AccessDenied

0S.AccessDenied

0S.AccessDenied

0S.AccessDenied

0S.Resour
ceNotFound

0S.Resour
ceNotFound

0S.AccessDenied

0S.Reques
tTimeout

0S.ClusterError

0S.Reques
tTimeout

0S.Connec
tionFailed

0S.Connec
tionReset

HIRHENER

"Access was denied. HRATIRMEHN IAM £ BWEEREE LT Firehose
BEZAE® , HBEHRREA TR SE OpenSearch RS APl, ”

"Access was denied, H{RFTIREH IAM A BHESEEREE LT Firehose
BEZAE , HAHREKEAFHRILSE OpenSearch RS AP, ”

"Access was denied, Ensure that the provided |IAM role associated with
firehose is not deleted.”

"Access was denied, Ensure that the provided |IAM role associated with
firehose is not deleted."

“IgEM I 7 OpenSearch FRZEHFR1FIE,

“4e ER L G # OpenSearch REBAEE,

"Access was denied, T{RFTIZER IAM A BHESET R LT Firehose
BEZAE , FEIHE KA FHRIDSE OpenSearch B API,

“¥t Amazon Serv OpenSearch ice 883 OpenSearch TLhRE R E S I
ERErt, Ensure that the cluster or collection has sufficient capacity for
the current workload."

“Amazon S OpenSearch ervice £&IRE T — M RIEHMNE IR,

“¥t Amazon OpenSearch fRFE &V ERHERt, Ensure that the cluster
has sufficient capacity for the current workload."

“YE$ZZ%) Amazon OpenSearch fRS5 E# 5 OpenSearch LRFEFE S/
HIMEB, Ensure that the cluster or collection is healthy and reachable."

“Toix 5 G OpenSearch fRF&E# S OpenSearch ERRFBJ|ESREF
3£, Contact the owner of the cluster or collection to resolve this issue."
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FRARER

IR

0S.Connec
tionReset

0S.Connec
tionReset

0S.AccessDenied

0S.Valida
tionException

0S.Valida
tionException

0S.JsonPa
rseException

0S.Amazon
OpenSearc
hServiceP
arseException

0S.Explic
itIndexIn
BulkNotAllowed

0S.ClusterError

0S.Cluste
rBlockExc
eption

HIRHENER

“Foi£5 Amazon OpenSearch fR$ 58 OpenSearch TIRFGERES
& $Z, Ensure that the cluster or collection is healthy and has sufficient
capacity for the current workload."

“Jo3£5 Amazon OpenSearch fRFZE# 5 OpenSearch TRRFZEFES R
& $Z, Ensure that the cluster or collection is healthy and has sufficient
capacity for the current workload."

"Access was denied, 1R Amazon S OpenSearch ervice £ L #Yi5(d]
FERBEFNEEREN IAM £ EINR,

“$€ OpenSearch #iRE T —1 ESServiceRE. BEEZ—_2EHEHARE
BERG 2x RESRAE , BREMEE T TypeName S8, BIFNZE
NEZHFH TypeName REFHRELE , XETFIHK[RERXAZE Type &
WSS, 7

"Member must satisfy regular expression pattern: [a-z][a-z0-9\\-]+

“Y &% OpenSearch ARSFEEFIRE T JsonParseException. Ensure that
the data being put is valid."

“Y 5% OpenSearch AR5 EEFIRE T AmazonOpenSearchServicePars
eException. Ensure that the data being put is valid."

“TARIE DRSS £ 8% £ Y rest.action.multi.allow_explicit_index i&iE
true. ” OpenSearch

“Amazon Serv OpenSearch ice 585 OpenSearch THRFEESIRE T
—MNREPANEIR,

“5B¥IR[E T ClusterBlockException. It may be overloaded."
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FRARER

IR

0S.InvalidARN

0S.Malfor
medData

0S.Intern
alError

0S.AliasWw
ithMultip
leIndices
NotAllowed

0S.Unsupp

ortedVersion

0S.ChazrCo
nversionE
xception

0S.Invali
dDomainNa
meLength

0S.VPCDom
ainNotSup
ported

0S.Connec
tionError

0S.LargeF
ieldData

0S.BadGateway

HIRHENER

“JRM AT 7 OpenSearch BRSS ARN £, BEREEM DeliveryStream
BE, "

"One or more records are malformed. Please ensure that each record is
single valid JSON object and that it does not contain newlines."

"An internal error occurred when attempting to deliver data. N EiX 1Y ;

MREBRDATFE  WFHRELL AWS FRER, ~

"Alias has more than one indices associated with it. Ensure that the alias
has only one index associated with it."

“N &b Data Firehose B A1 A #&F I &i# OpenSearch RS 6.0, ME
ZER , BB R AWS Support, "

"One or more records contained an invalid character."

"The domain name length is not within valid OS limits."

“BAIF X VPCs EF I Zi# OpenSearch RS 1H, ~

“http IR BIZ SR 7R | BRIUET 3% OpenSearch RS EE ]
OpenSearch LIRS BHRESWE TR, ”

“Amazon S OpenSearch ervice RBH L THER , BN EBENFEREIE
RKFARFE,

“Amazon Serv OpenSearch ice 585 OpenSearch TIRFF|/EESH LT
BER , 422 : 502 Bad Gateway, ”
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FRARER

IR

0S.Servic
eException

0S.Gatewa
yTimeout

0S.Malfor
medData

0S.Respon
seEntryCo
untMismatch

Lambda A £&i%

HIRHENER

“M Amazon OpenSearch AR5 &8 = OpenSearch TSGR E S W&
%o If the cluster or collection is behind a VPC, ensure network configura
tion allows connectivity."

“Firehose TEiE1ZE|I &% OpenSearch fR$ E &5 OpenSearch TTARS
BREAFIAE T HENEIR, 7

“NI % B4 3F Firehose 2 3% Firehose 12 ZHHI I 5% OpenSearch fRS

#tE API @5, "

"The response from the Bulk API contained more entries than the
number of records sent. Ensure that each record contains only one
JSON object and that there are no newlines."

Amazon Data Firehose AI LSS LA T Lambda AR AXZI A%, CloudWatch

tHIRR

Lambda.As
sumeRoleA
ccessDenied

Lambda.In
vokeAcces
sDenied

Lambda.Js
onProcess
ingException

HiRHBEMER

"Access was denied., Ensure that the trust policy for the provided IAM
role allows Amazon Data Firehose to assume the role."

"Access was denied, Ensure that the access policy allows access to the
Lambda function."

"There was an error parsing returned records from the Lambda function.
Ensure that the returned records follow the status model required by
Amazon Data Firehose."

BREZER , BSH BEERRAENSH.
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Lambda.In "The Lambda concurrent execution limit is exceeded. Increase the
vokeLimit concurrent execution limit."
Exceeded

BEXEZER , 5 (AWS Lambda F X ARIEE) BH AWS
Lambda PRl

Lambda.Du "Multiple records were returned with the same record ID, #&{® Lambda
plicatedR B IDs W EFIEFKIREE—IZFK, "
ecordId

EXEZER , BN BRERRMENS .
Lambda.Mi “—Z W BEKILF IDs X EHIRE, R Lambda EFUREIFFE WEIRY 2R
ssingRecordId IDso ”

BREZER  FSH BERRAENSH.

Lambda.Re "The specified Lambda function does not exist. Use a different function
sourceNotFound that does exist."

Lambda.In "The specified subnet ID in the Lambda function VPC configuration is
validSubn invalid. Ensure that the subnet ID is valid."

etIDException

Lambda.In "The specified security group ID in the Lambda function VPC configura
validSecu tion is invalid. Ensure that the security group ID is valid."

rityGroup

IDException

Lambda. Su “FTo7EAWS Lambda 3 Lambda BEIRE VPC HEIMR , B —15%
bnetIPAdd NEBEEN FRXETHAM IP #it, Increase the IP address limit."
ressLimit e e g

ReachedEx BEXEZER , HSH (Amazon VPC AIF1ER) FH Amazon VPC R

# : VPC FFM,

ception
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FRARER

IR

Lambda.EN
ILimitRea
chedException

Lambda.Fu
nctionTimedOut

Lambda.Fu
nctionError

Lambda.Fu
nctionReq
uestTimedOut

Lambda.Ta
rgetServe
rFailedTo
Respond

HIRHEMER

“AWS Lambda B F EXEIME#EORRS , XA Lambda BEKELE H
FEER VPC ol ZE# M LIEND (ENI), Increase the network interface
limit."

BXEZEER |, 3 (Amazon VPC BAFIER)Y F# Amazon VPC [E
%IJ . Méﬁﬁuo

The Lambda function invocation timed out. Increase the Timeout setting
in the Lambda function. BXEZEER , S FH S EEER,

This can be due to any of the following errors:

* Invalid output structure. Check your function and make sure the
output is in the required format. Also, make sure the processed
records contain a valid result status of Dropped, Ok, or Processin
gFailed .

» The Lambda function was successfully invoked but it returned an error
result.

+ Lambda TEBERELE , AN KMS BB HFE EHIEL, Check
the function's KMS key settings as well as the key policy. B XEZE
B, BSRABHA T RHEDER.

Amazon Data Firehose encountered Request did not complete before the
request timeout configuration error when invoking Lambda. Revisit the
Lambda code to check if the Lambda code is meant to run beyond the
configured timeout. If so, consider tuning Lambda configuration settings,
including memory, timeout. EXEZERE , S HEE Lambda E#U%E
I,

Amazon Data Firehose encountered an error. B¥rIRE S EAH AWS
Lambda ARSSB R BE M R 8 iR o
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FRARER

IR

Lambda.In
validZipF

ileException

Lambda.In
ternalSer
verError

Lambda.Se
rviceUnav
ailable

Lambda.In
validSecu
rityToken

Lambda.In
vocationF
ailure

HIRHENER

Amazon Data Firehose InvalidZipFileException 78 A Lambda B %A
IBF T\, Check your Lambda function configuration settings and the
Lambda code zip file.

“Firehose 7£18 A Lambda BR%S InternalServerErrorfti@ %] 7 I &i# D
AWS ata Firehose, Amazon Data Firehose will retry sending data a
fixed number of times. BRI AEARIEERBRERILET, CreateDel
iveryStream UpdateDestination APISTIR&ERPAEFEE , HFB
% AWS Lambda Z#%ERA.

Amazon Data Firehose ServiceUnavailableException £ 8/ Lambda
AWS BRZSEHEZR) T BB, Amazon Data Firehose will retry sending data
a fixed number of times. A AFEAHIEEXBEEE XL, CreateDel
iveryStream UpdateDestination APISTIRERPAEE , HFE
% AWS Lambda XA R,

Cannot invoke Lambda function due to invalid security token. Cross
partition Lambda invocation is not supported.

This can be due to any of the following errors:

» Amazon Data Firehose £ 18 Lambda AWS B&%| T 45i%. The
operation will be retried; if the error persists, it will be reported to AWS
for resolution."

» Amazon Data Firehose J&%| 7 3k B KMSInvalid StateException
Lambda By, Lambda TTEZMBHINETE , AAFTAN KMS ZH4TF
TR R IR, Check the lambda function's KMS key.

» Amazon Data Firehose J&%| 7 3R B AWS LambdaException Lambda
#. Lambda was unable to initialize the provided container image.
Verify the image.

« Amazon Data Firehose £ Lambda AWS BH&E| T B 45iR. X
WRARBENN 5 28, BXEZER , BSRBIERIRIITHE,
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FRARER

IR

Lambda.Js
onMapping
Exception

Kinesis A F £5 1>

HIRHENER

There was an error parsing returned records from the Lambda function.
Ensure that data field is base-64 encoded.

Amazon Data Firehose AT LURFLAT Kinesis AR &% ZIHE. CloudWatch

HIREG

Kinesis.A
ccessDenied

Kinesis.R
esourceNo
tFound

Kinesis.S
ubscripti
onRequired

Kinesis.T
hrottling

Kinesis.T
hrottling

Kinesis.A
ccessDenied

Kinesis.A
ccessDenied

BREHENER

"Access was denied when calling Kinesis. B{RFT R IAM A& 5R
REE AT THRIAERIHY Kinesis APls,

"Firehose failed to read from the stream. If the Firehose is attached with
Kinesis Stream, the stream may not exist, or the shard may have been
merged or split. Z15 Firehose =& DirectPut Xf#3£H | #BA Firehose A
EREETTFRET. "

"Access was denied when calling Kinesis. & 1 15 8] Kinesis E & &
#EH 1AM A€ 21T 5 Kinesis AWS ,

"Throttling error encountered when calling Kinesis. iX A 8 2 F8 T Hth &
FARFEA T 5 Firehose B APIs HRWAR , RERFAREET K
% Firehose B SRR Kinesis Ho ~

"Throttling error encountered when calling Kinesis. iX 7] 82 B T H 1 5
FREFEA T 5 Firehose E#E APIs HIEINANE , RERRARYET K
% Firehose B SRR Kinesis Ho ~

"Access was denied when calling Kinesis. B{RFT A IAM A&/ FR
KB AT TR MBI Kinesis APls,

"Access was denied while trying to call API operations on the underlying
Kinesis Stream. Ensure that the IAM role is propagated and valid."
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FRARER

IR

Kinesis.K
MS.Access
DeniedExc
eption

Kinesis.K
MS.KeyDisabled

Kinesis.K
MS.Invali
dStateExc
eption

Kinesis.K
MS.NotFou
ndException

HIRHENER

“Firehose F3£ 148 A F K encrypt/decrypt inesis Stream #J KMS %
#q, Please grant the Firehose delivery role access to the key."

“Firehose 7532 MR Kinesis Stream iEUEE , BN A TFEH KMS F48
B#R®EZEM., encrypt/decrypt Enable the key so that reads can proceed."

"Firehose is unable to read from the source Kinesis Stream because the
KMS key used to encrypt it is in an invalid state."

"Firehose is unable to read from the source Kinesis Stream because the
KMS key used to encrypt it was not found."

Kinesis i DirectPut Fl4Ei%

Amazon Data Firehose A LUFLL T Kinesis DirectPut AR XEFIH&E, CloudWatch

HIRHE

Firehose.
KMS.Acces
sDeniedEx
ception

Firehose.
KMS.Inval
idStateEx
ception

HIRHENER

"Firehose does not have access to the KMS Key. Please check the key
policy."

"Firehose is unable to decrypt the data because the KMS key used to
encrypt it is in an invalid state."
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FRARER

IR

Firehose.
KMS.NotFo

undException

Firehose.
KMS . KeyDi
sabled

AWS Glue A%

HIRHENER

"Firehose is unable to decrypt the data because the KMS key used to
encrypt it was not found."

"Firehose is unable to decrypt the data because the KMS key used to
encrypt the data is disabled. Enable the key so that data delivery can
proceed."

Amazon Data Firehose AT LU LA T AWS Glue AR &X*EZIAE, CloudWatch

HiRHE

DataForma
tConversi
on.Invali
dSchema

DataForma
tConversi
on.Entity
NotFound

DataForma
tConversi
on.Invali
dInput

DataForma
tConversi
on.Invali
dInput

DataForma
tConversi

BIRHENER

"The schema is invalid."

“¥% table/database TE|IEEH ., EFHR table/database 71 B WEE

PRENEER  LHEREXNNESH.

"Could not find a matching schema from glue. Please make sure the
specified database with the supplied catalog ID exists."

"Could not find a matching schema from glue. Please make sure the
passed ARN is in the correct format."

"Could not find a matching schema from glue. Please make sure the
catalogld provided is valid."
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HIRICES BiREEMER

on.Invali

dInput

DataForma "Could not find a matching schema from glue. Please make sure the
tConversi specified version of the table exists."

on.Invali

dVersionId

DataForma "Could not find a matching schema from glue. Please make sure the
tConversi table is configured with a non-null storage descriptor containing the target
on.NonExi columns."

stentColumns

DataForma "Access was denied when assuming role. Please ensure that the role
tConversi specified in the data format conversion configuration has granted the
on.Access Firehose service permission to assume it."

Denied

DataForma "Throttling error encountered when calling Glue. Either increase the
tConversi request rate limit or reduce the current rate of calling glue through other
on.Thrott applications."

ledByGlue

DataForma "Access was denied when calling Glue. Please ensure that the role
tConversi specified in the data format conversion configuration has the necessary
on.Access permissions."

Denied

DataForma "Invalid role. Please ensure that the role specified in the data format
tConversi conversion configuration exists."

on.Invali

dGlueRole
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DataForma
tConversi
on.Invali
dGlueRole

DataForma
tConversi
on.GlueNo
tAvailabl
eInRegion

DataForma
tConversi
on.GlueEn
cryptionE
xception

DataForma
tConversi
on.Schema
Validatio
nTimeout

DataFireh
ose.Inter
nalError

DataForma
tConversi
on.GlueEn
cryptionE
xception

HIRHENER

"The security token included in the request is invalid. Ensure that the
provided IAM role associated with firehose is not deleted.”

“AWS Glue EEEENXEHE AT ; HEEHMWXE,

"There was an error retrieving the master key. Ensure that the key exists
and has the correct access permissions."

"Timed out while retrieving table from Glue. IR &H K& Glue RMA |
BN “glue:GetTableVersion” IR ( #%F ) Sl BR AR 52 A BV RAG RS,
WMRIBIE Glue FIEBERERIE , iIHER Su AWS pport, ”

"Timed out while retrieving table from Glue. MR &H K& Glue RMRA |
BN “glue:GetTableVersion” X PR ( #%F ) Sl BR AR 52 A BV RAG RS,
MREIE Glue FIRBERERKE , BEHRER Su AWS pport, ”

"There was an error retrieving the master key. Ensure that the key exists
and state is correct."
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FRARER

DataFormatConversion i f 5 1=

Amazon Data Firehose B LA LA TS DataFormatConversion B4R £ 2 B &,

HERD

DataForma
tConversi
on.Invali
dSchema

DataForma
tConversi
on.Valida

tionException

DataForma
tConversi

on.ParseError

DataForma
tConversi
on.Malfor
medData

DataForma
tConversi
on.Malfor
medData

DataForma
tConversi
on.Malfor
medData

DataForma
tConversi

BRHEHEMER

"The schema is invalid."

"Column names and types must be non-empty strings."

"Encountered malformed JSON."

"Data does not match the schema."

"Length of json key must not be greater than 262144"

"The data cannot be decoded as UTF-8."

"lllegal character found between tokens."

CloudWatch
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FRARER

IR
on.Malfor
medData

DataForma
tConversi
on.Invali

dTypeFormat

DataForma
tConversi
on.Invali
dSchema

DataForma
tConversi
on.Invali
dRecord

DataForma
tConversi
on.Malfor
medData

DataForma
tConversi
on.Malfor
medData

DataForma
tConversi
on.Malfor
medData

HIRHENER

"The type format is invalid. Check the type syntax."

"Invalid Schema. Please ensure that there are no special characters or
white spaces in column names."

"Record is not as per schema. One or more map keys were invalid for
map<string,string>."

"The input JSON contained a primitive at the top level. The top level must
be an object or array."

"The input JSON contained a primitive at the top level. The top level must
be an object or array."

"The record was empty or contained only whitespace."
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IR HIRHENER

DataForma "Encountered invalid characters."
tConversi

on.Malfor

medData

DataForma "Encountered invalid or unsupported timestamp format. Please see the
tConversi Firehose developer guide for supported timestamp formats."
on.Malfor

medData

DataForma "A scalar type was found in the data but a complex type was specified on
tConversi the schema."

on.Malfor

medData

DataForma "Data does not match the schema."
tConversi

on.Malfor

medData

DataForma "A scalar type was found in the data but a complex type was specified on
tConversi the schema."

on.Malfor

medData

DataForma "ConversionFailureException”
tConversi

on.Conver

sionFailu

reException
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FRARER

IR

DataForma
tConversi
on.DataFo
rmatConve
rsionCust
omerError
Exception

DataForma
tConversi
on.DataFo
rmatConve
rsionCust
omerError
Exception

DataForma
tConversi
on.Malfor
medData

DataForma
tConversi
on.Invali
dSchema

DataForma
tConversi
on.Malfor
medData

DataForma
tConversi
on.Malfor
medData

HIRHENER

"DataFormatConversionCustomerErrorException

"DataFormatConversionCustomerErrorException’

"Data does not match the schema."

"The schema is invalid."

"Data does not match the schema. Invalid format for one or more dates."

"Data contains a highly nested JSON structure that is not supported.”
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HIRICES BiREEMER

DataForma “¥% table/database T EIEEH . EHR table/database 71 H R M EL E
tConversi PRUNEER  LHEEXKDNEFH, ”

on.Entity

NotFound

DataForma "Could not find a matching schema from glue. Please make sure the
tConversi specified database with the supplied catalog ID exists."

on.Invali

dInput

DataForma "Could not find a matching schema from glue. Please make sure the
tConversi passed ARN is in the correct format."

on.Invali

dInput

DataForma "Could not find a matching schema from glue. Please make sure the
tConversi catalogld provided is valid."

on.Invali

dInput

DataForma "Could not find a matching schema from glue. Please make sure the
tConversi specified version of the table exists."

on.Invali

dVersionlId

DataForma "Could not find a matching schema from glue. Please make sure the
tConversi table is configured with a non-null storage descriptor containing the target
on.NonExi columns."

stentColumns

DataForma "Access was denied when assuming role. Please ensure that the role
tConversi specified in the data format conversion configuration has granted the
on.Access Firehose service permission to assume it."

Denied
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DataForma
tConversi
on.Thrott
ledByGlue

DataForma
tConversi
on.Access
Denied

DataForma
tConversi
on.Invali
dGlueRole

DataForma
tConversi
on.GlueNo
tAvailabl
eInRegion

DataForma
tConversi
on.GlueEn
cryptionE
xception

DataForma
tConversi
on.Schema
Validatio
nTimeout

DataFireh
ose.Inter
nalError

HIRHENER

"Throttling error encountered when calling Glue. Either increase the
request rate limit or reduce the current rate of calling glue through other
applications."

"Access was denied when calling Glue. Please ensure that the role
specified in the data format conversion configuration has the necessary
permissions."

"Invalid role. Please ensure that the role specified in the data format
conversion configuration exists."

“AWS Glue EEEENXEE AT ; HEEHMWXE,

"There was an error retrieving the master key. Ensure that the key exists
and has the correct access permissions."

"Timed out while retrieving table from Glue. H1 R &H K& Glue RIMRA |
B RIN “glue:GetTableVersion” X R ( #%F ) Sl BR AR 2 BV RAG RS,
WMRIBIE Glue FIEBERERIE , HER Su AWS pport, ”

"Timed out while retrieving table from Glue. MR &H K& Glue RMA |
BN “glue:GetTableVersion” X FR ( #%E ) Sl BRAR 2 B RAGRRZAS .
WMRIBIE Glue FIEBERERIE , HEKR Su AWS pport, ”
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IR HBiRHENMEER

DataForma "One or more fields have incorrect format."
tConversi

on.Malfor

medData

Amazon Data Firehose BY1f7 18] CloudWatch B &

O] LAGE AL S 33 Firehose 12§ A 2§ A & F 51 5# Data Firehose ¥IE/L i R WA R BV 5
i®BE, CloudWatch THHNIENBUAERXFIAEHREREE,

E{# F Amazon Data Firehose 4| &5 R 1% A &

1. BF AWS BB A HIE /firehose LITFF Firehose %A https://console.aws.amazon.com
2. ESmEL, EE-AWS XiF,

3. &% Firehose WAL E| Firehose RIFHEE R EH,

4. %3 Error Log EESHREARBEE <N EIRBENIIR,

£/ CloudWatch ##l& 7R Eix B &

1. F#TFF CloudWatch ##|& , Mt 7 https://console.aws.amazon.com/cloudwatch/o
ESMmEP , EE-MXE,

ESMERP , EEBE

RERSEANBER , EESHEERUEEXNERBSHIXR,

> w0 D

1512 Kinesis fXEEZ1TIROR

Kinesis A XK i n & ZE 8 1 HY B E X CloudWatch $§#5r. AWS KinesisAgentiZ {2 ] #5 By & 1L (X 28
BITRELEE. REREEANEHIEIRRE Amazon Data Firehose , AR EHECER L REEA
FEYWEMN CPU MAERR.

ERBANRENFZTREFERN T 7THEARERBIERRE Firehose RHERRIEERA, HXEERE
THHRE-—ENBLRERBENTN , IXAFEEERE,. NEHRFINBZTRRAE, &
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WEH LW CPU MR ERURARBHRITBSFSFERTATERRECRS[RRERBR , ARM
MNEBAENEERNENERNRADH. &E , ABERLEXERSFSRE , URBRAERERZ,

REEFREREBEEIRE cloudwatch.endpoint BENXFEHIRE. BEXEZELE , BSHR EE
REEBIZE.

MZA Kinesis B X Y Cloudwatch IEIFEREHEH M.

X FERINS A Kinesis KB A HIIESR , 2WEN—EMNFER, BXEZEER , 1555 Amazon
CloudWatch Eft

FERISMES CloudWatch

Kinesis Agent J§ LA N EFR K% F], CloudWatch

EHR 588
BytesSent 18 E R BRI & 3% E Firehose RV FE T o
By T
RecordSen FEEEMN I RESEEAX PutRecordBatch M —XiAMAHRZIHMIEREK
dAttempts (E—R, REBEERER )
BT FH
RecordSen EEENFESEEAX PutRecordBatch B — XA A IR EHERSH
dErrors iER¥ , AFEE,
B I
ServiceErrors EEERNEBEERN~ERSHER (RESEIRZANEAMER ) W

PutRecordBatch iEH X,

By it

fE i %I 5# Data Firehose APl 8B AWS CloudTrail
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3R 98 A 23EK B Amazon Data Firehose ##IAMEA , AKX Amazon Data Firehose API R ERY
RBFH, MRERNETBE , A LLATFR CloudTrail B4/ 2] Amazon S3 7@ |, B4
¥t Amazon Data Firehose FWE#., MREREEBERE , BMATLAE CloudTrail #HE6H “SHHE
R PEERFTNEN., BEYWERNEE CloudTrail , A LA E @ Amazon Data Firehose % Hi#Y
BR, REBERP IP k., #IRETHER, ANELEERAREMIFEAEE.

ETHEZELR CloudTrail , SIEMAEEMBSAT , 555 AWS CloudTrail AFEE) .

Firehose {1 B 7 CloudTrail

CloudTrail & 612 AWS KPP EEENKF EFH. 2 Amazon Data Firehose A HII XM EH
SEHR, ZESAEHM AWS RS CloudTraillE 4 —EIEREEHHLIEFEHP, BAJLE AWS IkF
hEE, BENTEHEFTEG, EXEZEL , FSHMEA CloudTral E4H SR IEFEESH,

ERSICRKEN AWS IKF FIEH | ¥ Amazon Data Firehose WS4 | BRI RER, REREAW
CloudTrail F B EX &M ZE| Amazon S3 . BIAMBRT , HEEES S P LERRERNR |, ZR
R ATIE AWS XiF, RERIEFE AWS 2 XHAEXENESG , ANBEXHREEEREEN
Amazon S3 1FfE#@. AL, BAILIE EH M AWS RS , Ll —F 2 FLE CloudTrail BEFIKE
WEHBIE, BXEZER , BSATIAE :

- SIEREEE
« CloudTrail X #5589 BRSS M EE AL

« & Amazon SNS JEHI CloudTrail
o EWKRBEZANXEFEH CloudTrail HEXA4MEWR B Z 4K B CloudTrail HEX 4

Amazon Data Firehose X LA T REENEHICRKTE CloudTrail BEX 4 -

* CreateDeliveryStream

* DeleteDeliveryStream

* DescribeDeliveryStream

» ListDeliveryStreams

» ListTagsForDeliveryStream

» TagDeliveryStream

+ StartDeliveryStreamEncryption

» StopDeliveryStreamEncryption

+ UntagDeliveryStream
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» UpdateDestination

BN EAS AXEZEBEEEXRENBERNARGE. SOGEEHTEBEUTARS !
« BERIZMEARIERIER AWS Identity and Access Management (IAM) A F&EIEA Ho
- BREEAACGKERKREAFNIRNZEEIEAEN,

- EREAHHEM AWS RS K.

BEXREZELR , {2 H CloudTrail userldentity JT%,

5l : Firehose BEI 4% E

BEREE—MERE 6 AFNEHEN BESERBIEIEEN Amazon S3 1Z##@. CloudTrail BEI
BE—NBENMNAERE, ~NEBEHXRTREETMAMRH—MER , SEEXMBERNRE. BENBH
MetE, BERSHBEFENER. CloudTrail BEXHTELA AP BRANE FH#RRE , it Eeq]
FLUEAHEINFE R,

UTFRBIERT —INE
~CreateDeliveryStream, ., DescribeDeliveryStreamListDeliveryStreamsUpdateDestinat
MDeleteDeliveryStreamig{EHY CloudTrail HE%E

{
"Records": [
{

"eventVersion":"1.02",

"userIdentity":{
"type":"IAMUser",
"principalId":"AKIAIOSFODNN7EXAMPLE",
"arn":"arn:aws:iam::111122223333:user/CloudTrail_Test_User",
"accountId":"111122223333",
"accessKeyId":"AKIAI44QH8DHBEXAMPLE",
"userName" :"CloudTrail_Test_User"

.

"eventTime":"2016-02-24T18:08:227",

"eventSource":"firehose.amazonaws.com",

"eventName":"CreateDeliveryStream",

"awsRegion":"us-east-1",

"sourceIPAddress":"127.0.0.1",

"userAgent":"aws-internal/3",

"requestParameters":{
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"deliveryStreamName":"TestRedshiftStream",
"redshiftDestinationConfiguration":{
"s3Configuration":{
"compressionFormat":"GZIP",
"prefix":"prefix",
"bucketARN":"arn:aws:s3:::amzn-s3-demo-bucket",
"roleARN":"arn:aws:iam::111122223333:role/Firehose",
"bufferingHints":{
"sizeInMBs":3,
"intervalInSeconds":900
},
"encryptionConfiguration":{
"kMSEncryptionConfig":{
"aWSKMSKeyARN" :"arn:aws:kms:us-east-1:key"

},
"clusterJDBCURL":"jdbc:redshift://example.abcl23.us-

west-2.redshift.amazonaws.com:5439/dev",
"copyCommand" : {
"copyOptions":"copyOptions",
"dataTableName":"dataTable"

iy
"password":"",
"username":"",

"roleARN":"arn:aws:iam::111122223333:role/Firehose"

I
"responseElements": {
"deliveryStreamARN":"arn:aws:firehose:us-

east-1:111122223333:deliverystream/TestRedshiftStream"

I

"requestID":"958abf6a-db21-11e5-bb88-91ae9617edf5",

"eventID":"875d2d68-476c-4ad5-bbc6-d02872cfc884",

"eventType":"AwsApiCall",

"recipientAccountId":"111122223333"

"eventVersion":"1.02",

"userIdentity":{
"type":"IAMUser",
"principalId":"AKIAIOSFODNN7EXAMPLE",
"arn":"arn:aws:iam::111122223333:user/CloudTrail_Test_User",
"accountId":"111122223333",
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"accessKeyId":"AKIAI44QH8DHBEXAMPLE",
"userName":"CloudTrail_Test_User"
},
"eventTime":"2016-02-24T18:08:547",
"eventSource":"firehose.amazonaws.com",
"eventName":"DescribeDeliveryStream",
"awsRegion":"us-east-1",
"sourceIPAddress":"127.0.0.1",
"userAgent":"aws-internal/3",
"requestParameters":{
"deliveryStreamName":"TestRedshiftStream"
I
"responseElements":null,
"requestID":"aabea5ed-db21-11e5-bb88-91ae9617edf5",
"eventID":"d9b285d8-d690-4d5c-b9fe-dlad5ab03f14",
"eventType":"AwsApiCall",
"recipientAccountId":"111122223333"

"eventVersion":"1.02",
"userIdentity":{
"type":"IAMUser",
"principalId":"AKIAIOSFODNN7EXAMPLE",
"arn":"arn:aws:iam::111122223333:user/CloudTrail_Test_User",
"accountId":"111122223333",
"accessKeyId":"AKIAI44QH8DHBEXAMPLE",
"userName" :"CloudTrail_Test_User"
I
"eventTime":"2016-02-24T18:10:00Z2",
"eventSource":"firehose.amazonaws.com",
"eventName":"ListDeliveryStreams",
"awsRegion":"us-east-1",
"sourceIPAddress":"127.0.0.1",
"userAgent":"aws-internal/3",
"requestParameters":{
"limit":10
},
"responseElements":null,
"requestID":"d1lbf7f86-db21-11e5-bb88-91ae9617edf5",
"eventID":"67f63c74-4335-48c0-9004-4ba35ce00128",
"eventType":"AwsApiCall",
"recipientAccountId":"111122223333"
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"eventVersion":"1.02",

"userIdentity":{
"type":"IAMUser",
"principalId":"AKIAIOSFODNN7EXAMPLE",
"arn":"arn:aws:iam::111122223333:user/CloudTrail_Test_User",
"accountId":"111122223333",
"accessKeyId":"AKIAI44QH8DHBEXAMPLE",
"userName":"CloudTrail_Test_User"

},

"eventTime":"2016-02-24T18:10:092",

"eventSource":"firehose.amazonaws.com",

"eventName":"UpdateDestination",

"awsRegion":"us-east-1",

"sourceIPAddress":"127.0.0.1",

"userAgent":"aws-internal/3",

"requestParameters":{
"destinationId":"destinationId-000000000001",
"deliveryStreamName":"TestRedshiftStream",
"currentDeliveryStreamVersionId":"1",
"redshiftDestinationUpdate": {

"roleARN":"arn:aws:iam::111122223333:role/Firehose",
"clusterJDBCURL":"jdbc:redshift://example.abcl23.us-

west-2.redshift.amazonaws.com:5439/dev",

"password":"",

"username":"",

"copyCommand" : {
"copyOptions":"copyOptions",

"dataTableName":"dataTable"

},

"s3Update": {
"bucketARN":"arn:aws:s3:::amzn-s3-demo-bucket-update",
"roleARN":"arn:aws:iam::111122223333:role/Firehose",
"compressionFormat":"GZIP",

"bufferingHints":{
"sizeInMBs":3,
"intervalInSeconds":900
},
"encryptionConfiguration":{
"kMSEncryptionConfig":{
"aWSKMSKeyARN" : "arn:aws:kms:us-east-1:key"
}
I
"prefix":"arn:aws:s3:::amzn-s3-demo-bucket"
}
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}

I

"responseElements":null,
"requestID":"d549428d-db21-11e5-bb88-91ae9617edf5",
"eventID":"1cb21le@b-416a-415d-bbf9-769b152a6585",
"eventType":"AwsApiCall",
"recipientAccountId":"111122223333"

"eventVersion":"1.02",

"userIdentity":{
"type":"IAMUser",
"principalId":"AKIAIOSFODNN7EXAMPLE",
"arn":"arn:aws:iam::111122223333:user/CloudTrail_Test_User",
"accountId":"111122223333",
"accessKeyId":"AKIAI44QH8DHBEXAMPLE",
"userName" :"CloudTrail_Test_User"

I

"eventTime":"2016-02-24T18:10:127",

"eventSource":"firehose.amazonaws.com",

"eventName":"DeleteDeliveryStream",

"awsRegion":"us-east-1",

"sourceIPAddress":"127.0.0.1",

"userAgent":"aws-internal/3",

"requestParameters":{
"deliveryStreamName":"TestRedshiftStream"

},

"responseElements":null,

"requestID":"d85968c1-db21-11e5-bb88-91ae9617edf5",

"eventID":"dd46bb98-b4e9-42ff-a6af-32d57e636adl",

"eventType":"AwsApiCall",

"recipientAccountId":"111122223333"
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£ Firehose X1~ AWS SDKs

LT R RFIBRT WMAHF Firehose 5 AWS B F X EH (SDK) BLE A,

RERAEEFNRBES  XTELTXHIET. EULESRET BN RARAENMRSEE , &7
LB HBEXZ RN ETXERRE,

AEEOERTRIAENE - MNESHPRASINREREHM AWS BRSBRFZLERERBEETSHR
EE Bl

BX SAWS DK F R EBIERMMRBRIINTEIER |, BESRF Firehose 5 SDK Bt & A AWS, A<
FEEBIEERAINEBRLUREX LR SDK AW IFEMAEE.

(R ERNL]
« A Firehose WEZRH AWS SDKs
« A Firehose Hi&4F AWS SDKs
« PutRecord5 AWS SDK = CLI Bt & H
« PutRecordBatch5 AWS SDK =k CLI B &/
« f£H Firehose 15 & AWS SDKs
« f#/ Amazon Data Firehose b B #E M EF A EIT R

£ Firehose WE AR AWS SDKs

LUTREREERT WEHA Amazon Data Firehose FWEM AR, AWS SDKs

b
« {£H Firehose AY#&4E AWS SDKs
+ PutRecord5 AWS SDK & CLI &
« PutRecordBatch & AWS SDK 5 CLI Bt & 5 F

£ Firehose BV {E AWS SDKs

LT RABIER T AR ITEA Firehose 1., AWS SDKsBNRAIESE —NME @R HEE
GitHub , A A EH P H B ERIZERNZTRIEHEEA,
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XLERBIIEEA T Firehose APl , RUAE L T XHETHWAEBRFNRBTE, BUUEER
Firehose M7= AWS SDKsH 4 & F T EFRE,

LT RN BEREANRE, BXZTEYIXR , iS5 Amazon Data Firehose APl &,

T~
« PutRecord5 AWS SDK = CLI fit &£ A
« PutRecordBatch& AWS SDK & CLI| figt& & A

PutRecord5 AWS SDK = CLI Bi&fEH
LLTRIEBRESERMN{ER PutRecord.

BERIRAEEFNREER , XA L TXHFIET. EUTRERFG | BUUEFLHRENLET
X

o JHE2FEIA Firehose

CLI
AWS CLI
ERIEREAR

AN put-record RAIFHBEBEA RS, BIELL Base64 w3,

aws firehose put-record \
--delivery-stxeam-name my-stream \
--record '{"Data'":"SGVsbG8gd29ybGQR="}"

7l

{
"RecordId": "RjB5K/nnoGFHqwTsZ1Nd/
TTqvjE8V5dsyXZTQn2IXrdpMTOwssyEb6nfC8fwflwhhwnItt4mvrn+gsqeK5jB7QjulLg283+Ps4Sz/

j1Xujv31liDhnPdalLw4BOyMOAmv7PcCuB2079RuMONhoakbyUymlwY8yt20G8X2420wuljlFathciserAt7QhDEvpw

"Encrypted": false
}
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Amazon Data Firehose FEARIERE
BEXEZEER |, B2 (Amazon Kinesis Data Firehose FF & A RIEFEE) R FHIELEE
Amazon Kinesis Data Firehose & i o

« X API WiFHEER |, BFSHEAWS CLI fs S5 EPutRecord® i,

Java

ERAT Java B9 SDK 2.x

® Note
EBEZMXFER GitHubo  AWS KIS ROIFMHEEREXRTERRH , THNARITR
BHIE{T.
/**

* Puts a record to the specified Amazon Kinesis Data Firehose delivery
stream.
*
* @param record The record to be put to the delivery stream. The record must
be a {@link Map} of String keys and Object values.
* @param deliveryStreamName The name of the Amazon Kinesis Data Firehose
delivery stream to which the record should be put.
* @throws IllegalArgumentException if the input record or delivery stream
name is null or empty.
* @throws RuntimeException if there is an error putting the record to the
delivery stream.
*/
public static void putRecord(Map<String, Object> record, String
deliveryStreamName) {
if (record == null || deliveryStreamName == null ||
deliveryStreamName.isEmpty()) {
throw new IllegalArgumentException("Invalid input: record or delivery
stream name cannot be null/empty");
}
try {
String jsonRecord = new ObjectMapper().writeValueAsString(record);
Record firehoseRecord = Record.builder()

.data(SdkBytes.fromByteArray(jsonRecord.getBytes(StandardCharsets.UTF_8)))
.build();

B’¥%E 295


https://docs.aws.amazon.com/firehose/latest/dev/basic-write.html
https://docs.aws.amazon.com/firehose/latest/dev/basic-write.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/firehose/put-record.html
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/javav2/example_code/firehose#code-examples

Amazon Data Firehose FEANGIER

PutRecordRequest putRecordRequest = PutRecordRequest.builder()
.deliveryStreamName(deliveryStreamName)
.record(firehoseRecord)

.build();

getFirehoseClient().putRecord(putRecordRequest);

System.out.println("Record sent: " + jsonRecord);
} catch (Exception e) {
throw new RuntimeException("Failed to put record: " + e.getMessage(),
e);
}
}

« BX API HiFHAEER |, S H AWS SDK for Java 2.x APl £ZPutRecord Y,

Python

& AT Python #9 SDK ( Boto3 )

® Note
EBEZHXER GitHub,  AWS KIS RHIFMHEEPEXRTERRH , THNARTR
BHIZETT.

class FirehoseClient:

AWS Firehose client to send records and monitor metrics.

Attributes:
config (object): Configuration object with delivery stream name and
region.
delivery_stream_name (str): Name of the Firehose delivery stream.
region (str): AWS region for Firehose and CloudWatch clients.
firehose (boto3.client): Boto3 Firehose client.
cloudwatch (boto3.client): Boto3 CloudWatch client.

def __init_ (self, config):

Initialize the FirehoseClient.
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Args:

config (object): Configuration object with delivery stream name and

region.
self.config = config
self.delivery_stream_name = config.delivery_stream_name
self.region = config.region
self.firehose = boto3.client("firehose", region_name=self.region)
self.cloudwatch = boto3.client("cloudwatch", region_name=self.region)

@backoff.on_exception(
backoff.expo, Exception, max_tries=5, jitter=backoff.full_jitter

)

def put_record(self, record: dict):

Put individual records to Firehose with backoff and retry.

Args:
record (dict): The data record to be sent to Firehose.

This method attempts to send an individual record to the Firehose
delivery stream.
It retries with exponential backoff in case of exceptions.
try:
entry = self._create_record_entry(record)
response = self.firehose.put_record(
DeliveryStreamName=self.delivery_stream_name, Record=entry
)
self._log_response(response, entry)
except Exception:
logger.info(f"Fail record: {record}.")
raise

« BX APl HiFER |, S 95EAPutRecordF Python BIAWS SDK (Boto3) APl &,
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SAP ABAP

FE AT SAP ABAP #J SDK

@ Note
EHEEZMKREL GitHub, £ AWS KB ROIFMEEFEKRTERA , THNARHITIR
BEMIZ{T.
TRY.

DATA(lo_record) NEW /awsl/cl_frhrecord( iv_data = iv_data ).
DATA(lo_result) lo_frh->putrecord(

iv_deliverystreamname = iv_deliv_stream_name

io_record = lo_record ).

MESSAGE 'Record sent to Firehose delivery stream.' TYPE 'I'.
CATCH /awsl/cx_frhresourcenotfoundex.
MESSAGE 'Delivery stream not found.' TYPE 'E'.
CATCH /awsl/cx_frhinvalidargumentex.
MESSAGE 'Invalid argument provided.' TYPE 'E'.
CATCH /awsl/cx_frhserviceunavailex.
MESSAGE 'Service temporarily unavailable.' TYPE 'E'.
ENDTRY.

. X API WiFHEER |, BHSHERAPUtRecordF S AP BIAWS SDK ABAP APl $#,

BX SAWS DK F R EBIERMMRB RIINTEYR |, BHSHEE Firehose 5 SDK L& #EH AWS, &
FTERIEERAIINEELIRAEXRLEH SDK A IFHMAE L,

PutRecordBatch& AWS SDK & CLI B2 & fiEF
AR RS RGERANMAIER PutRecordBatch,

BERIRKEEFNAREBRER , MAE L TXHFIET. EUTRERFG  BUUEFLKRENLET
X :

« Fi2FEMA Firehose
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CLI
AWS CLI
FHERIEZBEARTF
LLF put-record-batch REPF=ZRIBREATRH ., HIELL Base6s X IHBo

aws firehose put-record-batch \
--delivery-stxeam-name my-stream \
--records file://records.json

myfile.json WA :

[
{"Data": "Rmlyc3QgdGhpbmc="},
{"Data": "U2Vjb25kIHRoaW5n"},
{"Data": "VGhpcmQgdGhpbmc="}
]
Wi
{

"FailedPutCount": 0,

"Encrypted": false,

"RequestResponses": [
{

"RecordId": "9D20J6t2EqCTZTXwGzeSv/EVHXxRORCw89xd+03+sXg8DhY0aWKPSmzZy/
CG1RVEyslulxbeKh6VofEYKkoeiDrcjrxhQp9iF7sUW7pujiMEQ5Lz1rzCkGosxQn
+3boDnURDEaD42V7GiixpOyLJkYZcaeli7Hz1CEoy9LJhMI8EjDSi40m/9Vc2uhwwuAtGE@XKpxJ2WD7ZRWtANY1K

},

{
"RecordId": "jFirejqxCL1K5xjH/UNmIMVcjktEN7617916X9PaZ

+PVa0SXDfULIWGOqEZhxq2js7xcZ552e0eDxsuTULMSqInZTbVfb6cQTIXnm/
GsuF37Uhg67GKmR5z9016XKJ+/
+pDloFv7Hh9a30US6wYm3DcNRLTHHAimANp1PhkQvWpvLRfzbuCUkBphR2QVzhP90iHLbzGwy8/
DfH8sqWEUYASNIKS8GXP5s"

}

{

"RecordId":
"oy@amQ4005Y2YV4vxzufdcMOOW6N3EPr3tpPJGoYVNKHAAPPVgNcbUgefolstEFRg4hTLrf2k6eliHu/9+YJ5R?

DTBt3qB1lmTj7Xq8SKVb01S7YvMTpWkMKA86F8]fmT8BMKoMb4XZS/s0kQLe+gh@sYKXW1"

}
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]

BXEZELR , F25 (Amazon Kinesis Data Firehose FF X A RI8F) F R EIE L EZ)
Amazon Kinesis Data Firehose & #i o

« X API WiFHEER |, BFSHEAWS CLI is S5 £ PutRecordBatch i,

Java

ERAT Java B9 SDK 2.x

(@ Note

EBEZHEREE GitHub, £ AWS I RHIFHEFEFRERTER , T7HMMAHITIR
BEMZ1T.

/**
* Puts a batch of records to an Amazon Kinesis Data Firehose delivery
stream.
*
* @param records a list of maps representing the records to be
sent
* @param batchSize the maximum number of records to include in each
batch
* @param deliveryStreamName the name of the Kinesis Data Firehose delivery
stream
* @throws IllegalArgumentException if the input parameters are invalid (null
or empty)
* @throws RuntimeException if there is an error putting the record
batch
*/
public static void putRecordBatch(List<Map<String, Object>> records, int
batchSize, String deliveryStreamName) {
if (records == null || records.isEmpty() || deliveryStreamName == null ||
deliveryStreamName.isEmpty()) {
throw new IllegalArgumentException("Invalid input: records or
delivery stream name cannot be null/empty");
}
ObjectMapper objectMapper = new ObjectMapper();
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try {
for (int i = @0; i < records.size(); i += batchSize) {
List<Map<String, Object>> batch = records.sublList(i, Math.min(i +
batchSize, records.size()));

List<Record> batchRecords

try {
String jsonRecord
objectMapper.writeValueAsString(record);
return Record.builder()

batch.stream().map(record -> {

.data(SdkBytes.fromByteArray(jsonRecord.getBytes(StandardCharsets.UTF_8)))
.build();
} catch (Exception e) {
throw new RuntimeException("Error creating Firehose
record", e);

}
}).collect(Collectors.tolList());

PutRecordBatchRequest request = PutRecordBatchRequest.builder()
.deliveryStreamName(deliveryStreamName)
.records(batchRecords)

.build();

PutRecordBatchResponse response =
getFirehoseClient().putRecordBatch(request);

if (response.failedPutCount() > @) {
response.requestResponses().stream()

.filter(r -> r.errorCode() != null)
.forEach(r -> System.err.println("Failed record: " +
r.errorMessage()));
}
System.out.println("Batch sent with size: " +
batchRecords.size());
}
} catch (Exception e) {
throw new RuntimeException("Failed to put record batch: " +
e.getMessage(), e);

}

« Bx API NFMELR |, F3 5 AWS SDK for Java 2.x APl 2#£PutRecordBatch® Y,
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Python

& AT Python #9 SDK ( Boto3 )

® Note

EBEZHEXREE GitHub, £ AWS RELRHIFHEFRERTER , 7HRMMIITIR

—

BEMIZ1T.

class FirehoseClient:

AWS Firehose client to send records and monitor metrics.

Attributes:
config (object): Configuration object with delivery stream name and
region.
delivery_stream_name (str): Name of the Firehose delivery stream.
region (str): AWS region for Firehose and CloudWatch clients.
firehose (boto3.client): Boto3 Firehose client.
cloudwatch (boto3.client): Boto3 CloudWatch client.

def __init_ (self, config):

Initialize the FirehoseClient.

Args:
config (object): Configuration object with delivery stream name and

region.

self.config = config

self.delivery_stream_name = config.delivery_stream_name

self.region = config.region

self.firehose = boto3.client("firehose", region_name=self.region)

self.cloudwatch = boto3.client("cloudwatch", region_name=self.region)

@backoff.on_exception(
backoff.expo, Exception, max_tries=5, jitter=backoff.full_jitter

)
def put_record_batch(self, data: list, batch_size: int = 500):
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Put records in batches to Firehose with backoff and retry.

Args:
data (list): List of data records to be sent to Firehose.
batch_size (int): Number of records to send in each batch. Default is
500.

This method attempts to send records in batches to the Firehose delivery
stream.
It retries with exponential backoff in case of exceptions.
for i in range(®, len(data), batch_size):
batch = data[i : i + batch_size]
record_dicts = [{"Data": json.dumps(record)} for record in batch]
try:
response = self.firehose.put_record_batch(
DeliveryStreamName=self.delivery_stream_name,
Records=record_dicts
)
self._log_batch_response(response, len(batch))
except Exception as e:
logger.info(f"Failed to send batch of {len(batch)} records.
Error: {el}")

- BXx APl BWiFMER , S &EMAPutRecordBatchF Python BIAWS SDK (Boto3) APl &
£,

Rust

EAT Rust B9 SDK

(@ Note
EREZHEKREER GitHub, # AWS KB REIFEEFERTERE , THROFZHITIR
BMIZ{T.

async fn put_record_batch(
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client: &Client,
stream: &str,
data: Vec<Record>,
) -> Result<PutRecordBatchOutput, SdkError<PutRecordBatchError>> {
client
.put_record_batch()
.delivery_stream_name(stream)
.set_records(Some(data))
.send()
.await

« BX APl WiF4EER , F3HEAPutRecordBatchF Rust BWAWS SDK APl &%,

SAP ABAP

EFT SAP ABAP H#J SDK

(® Note
EHEZHKRIEL GitHub,  AWS KB ROIFEEFERTERA , THRNFZHTIR
BEMIZTT.
TRY.

DATA(lo_result) = lo_frh->putrecordbatch(
iv_deliverystreamname = iv_deliv_stream_name

it_records it_records ).

DATA(1lv_failed_count) = lo_result->get_failedputcount( ).

IF 1lv_failed_count > Q.
MESSAGE |{ lv_failed_count } records failed to send.| TYPE 'I'.
ELSE.
MESSAGE 'All records sent successfully to Firehose delivery stream.'
TYPE 'I'.
ENDIF.
CATCH /awsl/cx_frhresourcenotfoundex.
MESSAGE 'Delivery stream not found.' TYPE 'E'.
CATCH /awsl/cx_frhinvalidargumentex.
MESSAGE 'Invalid argument provided.' TYPE 'E'.
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CATCH /awsl/cx_frhserviceunavailex.
MESSAGE 'Service temporarily unavailable.' TYPE 'E'.
ENDTRY.

. X API WiFHEER |, H3HEAPutRecordBatchF S AP BAWS SDK ABAP AP| $#,

BX SAWS DK F R EBIERAMRB RIINTEYR |, 5SS Firehose 5 SDK L& #EH AWS, &
FEREEERAIINEELIRAEXRLFH SDK RAHIFHAE R,

£ Firehose 9175 AWS SDKs

LUTRBRE@EERT WAERTE Firehose REMENIZ R, AWS SDKsIX L REEER T 047
B iAA Firehose P ZNEHBREHM AWS RFEERTERBERES. BN 2RI ETERNR
BEEERE | B UEEDRBE X DR ERNZTRIEHEA,

GRUPEKRFENERN BIR , IRBBEES EAHET BRSRE,

T~
« A Amazon Data Firechose &b # M F AL EICF

£ Amazon Data Firehose &b FE 8 AN ZMH#LEidF
LT RBREETRNAMER Firehose A BEMEFZMHtEIZH,
Java

SERAT Java B9 SDK 2.x

(® Note
EREZMEREE GitHub, £ AWS KB RHIF i EFEFRERTER , THMMIEITIR
BEMIZTT.

RBIF RN FAALEITEMA Firehose,

/**

* Amazon Firehose Scenario example using Java V2 SDK.
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*

* Demonstrates individual and batch record processing,
* and monitoring Firehose delivery stream metrics.
*/

public class FirehoseScenario {

private static FirehoseClient firehoseClient;
private static CloudWatchClient cloudWatchClient;

public static void main(String[] args) {
final String usage = """
Usage:
<deliveryStreamName>
Where:
deliveryStreamName - The Firehose delivery stream name.

man,
’

if (args.length != 1) {
System.out.println(usage);
return;

String deliveryStreamName = args[Q];

try {
// Read and parse sample data.
String jsonContent = readJsonFile("sample_records.json");
ObjectMapper objectMapper = new ObjectMapper();
List<Map<String, Object>> sampleData =
objectMapper.readValue(jsonContent, new TypeReference<>() {});

// Process individual records.

System.out.println("Processing individual records...");
sampleData.subList(@, 100).forEach(record -> {
try {

putRecord(record, deliveryStreamName);
} catch (Exception e) {
System.err.println("Error processing record: " +
e.getMessage());
}

1)

// Monitor metrics.
monitorMetrics(deliveryStreamName);
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// Process batch records.

System.out.println("Processing batch records...");

putRecordBatch(sampleData.sublList (100, sampleData.size()), 500,
deliveryStreamName);

monitorMetrics(deliveryStreamName);

} catch (Exception e) {

System.err.println("Scenario failed: " + e.getMessage());
} finally {

closeClients();

private static FirehoseClient getFirehoseClient() {
if (firehoseClient == null) {
firehoseClient = FirehoseClient.buildexr()
.region(Region.US_EAST_1)
.build();
}

return firehoseClient;

private static CloudWatchClient getCloudWatchClient() {
if (cloudWatchClient == null) {
cloudWatchClient = CloudWatchClient.builder()
.region(Region.US_EAST_1)
.build();
}

return cloudWatchClient;

/**

* Puts a record to the specified Amazon Kinesis Data Firehose delivery
stream.

*

* @param record The record to be put to the delivery stream. The record must
be a {@link Map} of String keys and Object values.

* @param deliveryStreamName The name of the Amazon Kinesis Data Firehose
delivery stream to which the record should be put.

* @throws IllegalArgumentException if the input record or delivery stream
name is null or empty.

* @throws RuntimeException if there is an error putting the record to the
delivery stream.
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*/
public static void putRecord(Map<String, Object> record, String
deliveryStreamName) {
if (record == null || deliveryStreamName == null ||
deliveryStreamName.isEmpty()) {

throw new IllegalArgumentException("Invalid input: record or delivery
stream name cannot be null/empty");
}
try {
String jsonRecord = new ObjectMapper().writeValueAsString(record);
Record firehoseRecord = Record.builder()

.data(SdkBytes.fromByteArray(jsonRecord.getBytes(StandardCharsets.UTF_8)))
Lbuild();

PutRecordRequest putRecordRequest = PutRecordRequest.builder()
.deliveryStreamName(deliveryStreamName)
.record(firehoseRecord)

.build();

getFirehoseClient().putRecord(putRecordRequest);

System.out.println("Record sent: " + jsonRecord);
} catch (Exception e) {
throw new RuntimeException("Failed to put record: " + e.getMessage(),
e);
}
}
/**
* Puts a batch of records to an Amazon Kinesis Data Firehose delivery
stream.
*
* @param records a list of maps representing the records to be
sent
* @param batchSize the maximum number of records to include in each
batch
* @param deliveryStreamName the name of the Kinesis Data Firehose delivery
stream
* @throws IllegalArgumentException if the input parameters are invalid (null
or empty)
* @throws RuntimeException if there is an error putting the record
batch

*/
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public static void putRecordBatch(List<Map<String, Object>> records, i
batchSize, String deliveryStreamName) {
if (records == null || records.isEmpty() || deliveryStreamName ==
deliveryStreamName.isEmpty()) {
throw new IllegalArgumentException("Invalid input: records or
delivery stream name cannot be null/empty");

}
ObjectMapper objectMapper = new ObjectMapper();

try {
for (int 1 = 0; i < records.size(); i += batchSize) {

nt

null ||

List<Map<String, Object>> batch = records.sublList(i, Math.min(i +

batchSize, records.size()));

List<Record> batchRecords = batch.stream().map(record -> {

try {
String jsonRecord
objectMapper.writeValueAsString(recozrd);
return Record.builder()

.data(SdkBytes.fromByteArray(jsonRecord.getBytes(StandardCharsets.UTF_8))
.build();
} catch (Exception e) {
throw new RuntimeException("Error creating Firehos
record", e);

}
}).collect(Collectors.toList());

PutRecordBatchRequest request = PutRecordBatchRequest.buil
.deliveryStreamName(deliveryStreamName)
.records(batchRecords)

.build();

PutRecordBatchResponse response =
getFirehoseClient().putRecordBatch(request);

if (response.failedPutCount() > @) {
response.requestResponses().stream()
.filter(r -> r.errorCode() != null)
.forEach(r -> System.err.println("Failed record: "
r.errorMessage()));
}
System.out.println("Batch sent with size: " +
batchRecords.size());

)

e

der()

+
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}
} catch (Exception e) {
throw new RuntimeException("Failed to put record batch: " +
e.getMessage(), e);

}

public static void monitorMetrics(String deliveryStreamName) {
Instant endTime = Instant.now();
Instant startTime = endTime.minusSeconds(600);

List<String> metrics = List.of("IncomingBytes", "IncomingRecords",
"FailedPutCount");

metrics.forEach(metric -> monitorMetric(metric, startTime, endTime,
deliveryStreamName));

}

private static void monitorMetric(String metricName, Instant startTime,
Instant endTime, String deliveryStreamName) {
try {
GetMetricStatisticsRequest request =
GetMetricStatisticsRequest.builder()
.namespace("AWS/Firehose")
.metricName(metricName)

.dimensions(Dimension.builder().name("DeliveryStreamName").value(deliveryStreamName).bui
.startTime(startTime)
.endTime(endTime)
.period(60)
.statistics(Statistic.SUM)
.build();

GetMetricStatisticsResponse response =
getCloudWatchClient().getMetricStatistics(request);

double totalSum =
response.datapoints().stream().mapToDouble(Datapoint::sum).sum();

System.out.println(metricName + ": " + totalSum);
} catch (Exception e) {
System.err.println("Failed to monitor metric " + metricName + ": " +
e.getMessage());

}

public static String readJsonFile(String fileName) throws IOException {
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try (InputStream inputStream =
FirehoseScenario.class.getResourceAsStream("/" + fileName);
Scanner scanner = new Scanner(inputStream, StandardCharsets.UTF_8))

{
return scanner.useDelimiter("\\\\A").next();
} catch (Exception e) {
throw new RuntimeException("Error reading file: " + fileName, e);
}
}
private static void closeClients() {
try {
if (firehoseClient != null) firehoseClient.close();
if (cloudWatchClient != null) cloudWatchClient.close();
} catch (Exception e) {
System.err.println("Error closing clients: " + e.getMessage());
}
}
}

« BX APIFHEER |, 5 (AWS SDK for Java 2.x API Reference) RHIA T E&,
e PutRecord
» PutRecordBatch

Python

i& A F Python #9 SDK ( Boto3 )

@ Note
EHEEZMKRIEL GitHub, £ AWS KB ROIFMEEFEKRTERA , THRNARHITIR
BEMIZTT.

SER AR B AME R A #L B IZF A Firehose,

import json

import logging

import random

from datetime import datetime, timedelta
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import backoff
import boto3

from config import get_config

def load_sample_data(path: str) -> dict:

Load sample data from a JSON file.

Args:
path (str): The file path to the JSON file containing sample data.

Returns:

dict: The loaded sample data as a dictionary.
with open(path, "r") as f:

return json.load(f)

# Configure logging
logging.basicConfig(level=1logging.INFO)
logger = logging.getlLogger(__name_ )

class FirehoseClient:

AWS Firehose client to send records and monitor metrics.

Attributes:
config (object): Configuration object with delivery stream name and
region.
delivery_stream_name (str): Name of the Firehose delivery stream.
region (str): AWS region for Firehose and CloudWatch clients.
firehose (boto3.client): Boto3 Firehose client.
cloudwatch (boto3.client): Boto3 CloudWatch client.

def __init_ (self, config):

Initialize the FirehoseClient.

Args:
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config (object): Configuration object with delivery stream name and
region.
self.config = config
self.delivery_stream_name = config.delivery_stream_name
self.region = config.region
self.firehose = boto3.client("firehose", region_name=self.region)
self.cloudwatch = boto3.client("cloudwatch", region_name=self.region)

@backoff.on_exception(
backoff.expo, Exception, max_tries=5, jitter=backoff.full_jitter

)

def put_record(self, record: dict):

Put individual records to Firehose with backoff and retry.

Args:
record (dict): The data record to be sent to Firehose.

This method attempts to send an individual record to the Firehose
delivery stream.
It retries with exponential backoff in case of exceptions.
try:
entry = self._create_record_entry(record)
response = self.firehose.put_record(
DeliveryStreamName=self.delivery_stream_name, Record=entry
)
self._log_response(response, entry)
except Exception:
logger.info(f"Fail record: {record}.")
raise

@backoff.on_exception(
backoff.expo, Exception, max_tries=5, jitter=backoff.full_jitter

)
def put_record_batch(self, data: list, batch_size: int = 500):

Put records in batches to Firehose with backoff and retry.

Args:
data (list): List of data records to be sent to Firehose.
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batch_size (int): Number of records to send in each batch. Default is
500.

This method attempts to send records in batches to the Firehose delivery
stream.

It retries with exponential backoff in case of exceptions.
for i in range(@, len(data), batch_size):
batch = data[i : i + batch_size]
record_dicts = [{"Data": json.dumps(record)} for record in batch]
try:
response = self.firehose.put_record_batch(
DeliveryStreamName=self.delivery_stream_name,
Records=record_dicts
)
self._log_batch_response(response, len(batch))
except Exception as e:

logger.info(f"Failed to send batch of {len(batch)} records.
Error: {e}")

def get_metric_statistics(
self,
metric_name: str,
start_time: datetime,
end_time: datetime,
period: int,
statistics: list = ["Sum"],
) -> list:

Retrieve metric statistics from CloudWatch.

Args:
metric_name (str): The name of the metric.
start_time (datetime): The start time for the metric statistics.
end_time (datetime): The end time for the metric statistics.
period (int): The granularity, in seconds, of the returned data
points.

statistics (list): A list of statistics to retrieve. Default is
['Sum'].

Returns:
list: List of datapoints containing the metric statistics.
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response = self.cloudwatch.get_metric_statistics(
Namespace="AWS/Firehose",
MetricName=metric_name,
Dimensions=[
{"Name": "DeliveryStreamName", "Value":
self.delivery_stream_name},
1,
StartTime=start_time,
EndTime=end_time,
Period=period,
Statistics=statistics,

)

return response["Datapoints"]

def monitor_metrics(self):

Monitor Firehose metrics for the last 5 minutes.

This method retrieves and logs the 'IncomingBytes', 'IncomingRecords',

and 'FailedPutCount' metrics
from CloudWatch for the last 5 minutes.
end_time = datetime.utcnow()
start_time = end_time - timedelta(minutes=10)
period = int((end_time - start_time).total_seconds())

metrics = {

"IncomingBytes": self.get_metric_statistics(
"IncomingBytes", start_time, end_time, period

),

"IncomingRecords": self.get_metric_statistics(
"IncomingRecords", start_time, end_time, period

),

"FailedPutCount": self.get_metric_statistics(
"FailedPutCount", start_time, end_time, period

),

for metric, datapoints in metrics.items():
if datapoints:

total_sum = sum(datapoint["Sum"] for datapoint in datapoints)

if metric == "IncomingBytes":
logger.info(
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f'"{metric}: {round(total_sum)} ({total_sum / (1024 *
1024):.2f} MB)"
)
else:
logger.info(f"{metric}: {round(total_sum)}")
else:
logger.info(f"No data found for {metric} over the last 5
minutes")

def _create_record_entry(self, record: dict) -> dict:

Create a record entry for Firehose.

Args:
record (dict): The data record to be sent.

Returns:
dict: The record entry formatted for Firehose.

Raises:

Exception: If a simulated network error occurs.
if random.random() < 0.2:

raise Exception("Simulated network error")
elif random.random() < 0.1:

return {"Data": '{"malformed": "data"'}
else:

return {"Data": json.dumps(record)}

def _log_response(self, response: dict, entry: dict):

Log the response from Firehose.

Args:
response (dict): The response from the Firehose put_record API call.
entry (dict): The record entry that was sent.

if response["ResponseMetadata"]["HTTPStatusCode"] == 200:
logger.info(f"Sent record: {entryl}")

else:
logger.info(f"Fail record: {entryl}")

def _log_batch_response(self, response: dict, batch_size: int):
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call.

Log the batch response from Firehose.

Args:
response (dict): The response from the Firehose put_record_batch API

batch_size (int): The number of records in the batch.
if response.get("FailedPutCount", @) > 0:
logger.info(
f'Failed to send {response["FailedPutCount"]} records in batch of

{batch_size}'

if __name__ == "__main__":

)
else:
logger.info(f"Successfully sent batch of {batch_size} records")

config = get_config()
data = load_sample_data(config.sample_data_file)
client = FirehoseClient(config)

# Process the first 100 sample network records
for record in datal[:100]:

try:
client.put_record(record)
except Exception as e:
logger.info(f"Put record failed after retries and backoff: {e}")

client.monitor_metrics()

# Process remaining records using the batch method

try:

client.put_record_batch(data[100:])

except Exception as e:

logger.info(f"Put record batch failed after retries and backoff: {el}")

client.monitor_metrics()

X as ERHANEE,

class Config:
def __init__ (self):

self.delivery_stream_name = "ENTER YOUR DELIVERY STREAM NAME HERE"
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self.region = "us-east-1"
self.sample_data_file = (
“../../../../../scenarios/features/firehose/resources/
sample_records. json"

)

def get_config():
return Config()

- BX API#4ER , H5H (AWS SDK for Python (Boto3) API Reference) FHEJLA TR ER,
» PutRecord
* PutRecordBatch

BX S AWS DK FREEBMNRBROINTESIXK , 55 HH Firehose 5 SDK BE& A AWS, &
FHEBFEBERANNEEUREX LA SDK A FHER.
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Firehose JRFBEF¥E CloudWatch HZ&, CloudWatch B4 54 AWS BxMREN BIF , B FEL

AWS R ReEm B MY Firehose AKX EEMEH, AWS XiGRIFER Firehose 2B 5 H MR
ST E—XE,
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B /Y 5% B R

MERBHEREUAA , BN Firehose R LWIERBRRTE , BEEEBNMPERIRE , &
KEEMREE. WRIENIZEERERETRERE,

AR B KRR R e B 156

BIEHEEE R TEHELNEBIEE Firehose RPN RIRE, X218 Firehose AP R FEHIEIC KA H
BR , M Firehose BEVZIERI MM BT AT E, Firehose It 7T A TR EHIEHEENIER. ERTE
1B E BN BIRF S E ISR , 1§35 fthe section called “f£ A CloudWatch ¥g¥rit 1Tia ",

MRENFIESHIMBEXEE AN , FEEA N EMNBEREERER . —MATEER , 51
AT &A1

MRARR HBFEFGEERE , MEWKE Firehose FUXBBERAIME R, ST ELEBRERIVKBEM
RABEN , 2 REXHER.

MRBEF G EERETHIEM , NERKEREERAES, XARRATUATRERZ—.

- BMETERLLERER, WRATSHREMSH Firehose IGIHERIEHEIR , MEARAESER, X1
RERAEET S# S3 LASNK B it ( OpenSearchfR%. Amazon Redshift 3% Splunk 5 B] 88K 41X
MER ) . BRENBENEEBNEAERLERARE,

- BFR3EEE. MR Firehose BEISER , NHFEERMAEREE, K% RNIEREN.

« Lambda EHBUIZTEE., XAESHBFEELAHERERT Firehose MWBIFEBREUER, MRAE ,
EIRE Lambda EEEIKNER, Hln , MBEERBLEMSE IO , BEASIMNEERRS 10 RBMHT
E. sk, ZRE I Lambda MBI F A/ , MEMER#IE I CPU 2 Fl. XAIBER MR Lambda
WIFAARE, BXEE Lambda MBWEER , FSHAEE Lam bda AWS B,

- EREABMEEPHIHE, EXUNMAEEHA Amazon Logs ¥#24Ei% CloudWatch BIEE. |, 55
I#the section called “F A CloudWatch B &#E T2,

« MR Firehose AP EBTERIRERZ Kinesis BIER , N e FERFIER. ©E
ThrottledGetRecords, ThrottledGetShardIterator Al ThrottledDescribeStream
iR, MREZ/MEAEM IR Kinesis IER , HEEUTEM ;

« MR ThrottledGetRecords # ThrottledGetShardIterator E#rIEES , RINBEWEIG
MABFERMEERN 2D H .

- MRThrottledDescribeStreamAE , BMNBIUENFEEN B/ LR
fikinesis:listshardsiXPRKinesisStreamSourceConfigurations

- BRREFRTIRIE, X828 Firehose &5 E| B Wit PR FE N EIRIXE , N AT sES L s
5. ZEREREHPRETNE. BXEZEER , 55 BufferingHints,
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Amazon Data Firehose FEARIERE
s HERNEBEREN  RENERSENBUELSBEERER. ZERBDERBFLEME, I, KiE
HRAZ R DX LEHEIR, BXOMAHERA Amazon Logs ¥1241R CloudWatch SR , ESFlthe

section called “E A CloudWatch B &3 {Tia#E",

- MEBEFA Splunk # H DeliveryToSplunk.DataFreshness k&% , {8
DeliveryToSplunk.Success EEEXA4E , Ml Splunk EFFATRERIC, R ATEE , B Splunk
g8, & , BB R AWS Support , BRI 0 Firehose FiK5S Splunk EEBENBERE.,

B FKAE NN Apache Parquet kI

MREIREBESetiZEE M DynamoDB $#E , B Lambda HERN 1L E Fire AWS Glue Data
Catalog hose it , ARG FE AN ZE KRN Apache Parquet , 2 X EXER .

% AWS Glue Crawler 5§ DynamoDB &E##E3k #StringSet ( NumberSet, BinarySet#l ) 4m#l&R
slEt , EFEiD B FEELRIEE FHSET<STRING> , BISET<BIGINT>, M, SET<BINARY>{EX}
F Firehose , B EIE DR N Apache Parquet 3 , FE Apache Hive BiiEHRE, AT ERR
HIEBEMH Apache Hive BIERE | FIARIRSAM, EHHITRIIFEIR |, BEEA Apache Hive Bz
HEMBIER =, Nk, BALUFBIER FHPW set E®R array.

R — MRS BEIEREN#HE R N ## AWS Glue HIE B *

1. X AWS BEEGHA HITH AWS Glue ##l& |, Wit Fhttps://console.aws.amazon.com/
glue/,
2. EEMBHRPPVBEERFET , X,

3. ERIKRYP , ERELFEBHA—IRSINMEBERENKRNER. ZFESISEZRNEABER
o

4. EFFHAEENEA LANRBRGE,

5. EBIEXRBIAD , EFE - set BIFKRE,

6. EIRBTHIKD , FiZELBEM set EXP array,

7. WBIEFEEMArraySchemaip RN EIER Barray<binary> , EZF BT

Warray<string>A., ., array<int>
8. IEEEH.
9. BEEZRMIR  HHEM set REHIRN array RE,
10. EERTF
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Lambda Y EH BRI KRR FER

MIRMEF Lambda BT JSON BIEE N Parquet X RET , REFERAIAEAERIRGERE, W
RIEW JSON WREAEZ/HAX D K/NEIRER false , MEXEXTER , XA ESSHEE
HIREH JSON ZR4EARIE , NS S3 FEEHPERK Parquet X R PR D HIRE,

EfRIEEE | BFHRRN hose BLESFF deserializationOption: case.insensitive i%E&R
true , A& JSON BHAEHREEH,

Amazon S3 W EHERR

mRBHIEREBE Amazon Simple Storage Service ( Amazon S3 ) ZEHE , FREUT &M,

- ¥ & Firehose IncomingBytes # IncomingRecords 845 , FREIER I KX EIRE Firehose
e BXEZEER , BEH FHERKET S #HEIE Firehose CloudWatch,

- WMRBEATHEA Lambda #ITHEIEHR , K E Firehose ExecuteProcessingSuccess g
¥r , #{R Firehose EXX @A Lambda ¥, BXEZEE , TSR LAERKERL SHEHE
Firehose CloudWatch,

« ¥ & Firehose DeliveryT053 Success 1E#F , R Firehose EZE I FEITMA Amazon S3 1F14i%
W, BXEZEER | BZHR FREREETLDHEIE Firehose CloudWatch,

- MBEHMABAERATICEYE  NSHACHREREFEEERAMBERAE, BEXEZER , S
¥ fE A B AW 5 EE Firehose CloudWatch,

- MRAFREEBZRPEIN—RKBIRHEE , LEEE “E1AH Amazon S3 RS InternaIServerError PR
T Firehos e, ZIB/ENHEIS ; ﬂﬂﬁﬁ%alaeFéiT?Tf  IEBE R S3 LUHITER, 7 ARER BT S3
FEADXPBFEREREEE N, EALEIL S3 SIEIRTTE R LAE R ILh F] &, E*E%Em , BS
FESREIRITER : £16 Amazon S3 8E, MRIXFEEFRBEE , IEER Supp AWS ort —E'ri}?ﬂi
—SHB,

- ¥8{RTE Firehose FHIEEM Amazon S3 FEBMAEE.

- MRFHTHEA Lambda # TR EIERMR |, BBIRTE Firehose R IEER Lambda RE{NAFEE,

- H{RIE Firehose RHIEEN IAM A &G NRIH R EH S3 B Lambda Wk (MBS A THE
i), AL, BBER IAM BEERIFRE CloudWatch BREAFMBERUREEIRA S, BXES
E8 , S &F Firehose 518 Amazon S3 B W # BII R,

. ZID%EFH%HE%}% HRIEH Lambda BB TR 2REBERAR K NET 6MB R, BXESZE
B, B2 Amazon iE FirehoseData 1,
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Amazon Redshift B @ HE &

R EIE R B ZH Amazon Redshift 7l B 5285 Amazon Redshift Serverless T4 |, HRELL
T&I,

BAERTE INE 2| Amazon Redshift Z B4 k& E] S3 7, MBEHIBEREHE S3 7658 , 55
Bl Amazon S3 #HIEEHEER.

« ¥& Firehose DeliveryToRedshift.Success f&#x , #{R Firehose EZHRHIEM S3 764
£ #I%) Amazon Redshift 7 & 5£8¥ 5} Amazon Redshift Serverless T#4H, BEXEZELR , ESH
{5 A fEpr i 32 U I3 Bk & Firehose CloudWatch,

- MBREKRBZAEIRETCEKIE , WISHACHRERSEEERMABMEREE, BXEZER , BS
¥ 5 B A KR O3 E Firehose CloudWatch,

« && Amazon Redshift STL_CONNECTION_LOG %k , && Firechose BB AR INE T ERE, FiZX
P, NZEBRBEAFPZERTERERERS, EXESZEE |, H2H (Amazon Redshift IEEHF &
AR¥ERM) A STL_CONNECTION_LOG,

- MRFENREEREEETIERE , HK8E Amazon Redshift STL_LOAD_ERRORS 3R LA iF
COPY KMWER, BEXEZEE , 52 (Amazon Redshift HIBEF XA RTEE) 9K
STL_LOAD_ERRORS.,

« 1R Firehose #HHY Amazon Redshift &t & 1E# H A XK.

« ¥H{RTE Firehose R IEEM IAM BT LG R S3 Z##@ ( Amazon Redshift MiZ1F 1 2 HI K
), URATHREKIRN Lambda BRI ( MMRBHATHERKR ) . 1A, BEHRKR IAM AEENHE
@] CloudWatch HEEAMBERURERIRAE. BXEZEER , SR &£ F Firehose ¥ Amazon
Redshift B #9th 8 17 B £ R o

« WMRER Amazon Redshift il & E£ & 5%, Amazon Redshift Serverless TEAN FERVFAE =
(VPC) ¥, B{RZEFE L FM Firehose IP b3t ifRl, BEXEZER , 5 W &£ F Firehose X
Amazon Redshift B B9t #Y 7 [8] #X FR o

« #{R Amazon Redshift 7@ ££8t 5, Amazon Redshift Serverless T#EAAF AT H,

- MRFERAHIFEHLR , BREHN Lambda BEALREARAH K/NEIT 6MB WIER, EXEZE
B | 2 Amazon IE FirehoseData i,

0 & OpenSearch ARSS # 1T HFEHERR

WM RHIERMEIXZER OpenSearch RS , FREUT RS,
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IR O] AR B2 10 B Amazon S3 FiE. MRBBAREMELZMN S3 FHM , BSHAmazon S3 HfE

¥ & Firehose IncomingBytes # IncomingRecords fE#r , BRKIER I KIZEEH Firehose
Toe BREZEE , BSH FHERKET I EIE Firehose CloudWatch,

MRFA T EA Lambda #THEIE IR , iBRE Firehose ExecuteProcessingSuccess 1§
¥R , 1R Firehose E= 18 Lambda B, BXEZEL , BSH FREREETDHHEE
Firehose CloudWatch,

# & Firehose DeliveryToAmazonOpenSearchService.Success ¥E¥r , R Firehose %
HEHIERSIFRSERE. OpenSearch BXEZEER , BSH FAEREET S#EIE Firehose
CloudWatch,

MREKRBEABREFRLERDE  NESHACHREREEEERAMEREE, BXEZER , F5
9 {5 B AWK D@ EE Firehose CloudWatch,

HRIZH Firehose BB H Y OpenSearch FRFHt EEHE K.

WMRF AT FER Lambda #THEIEH R | R Firehose REIEER Lambda RE{NAEE, It
A, BBRR IAM BEERI5E CloudWatch BREAM BERUREERAE, BXESZER , S
¥ FirehoseAccess 0723 OpenSearch BRSs B BV R,

HWRELED Firehose RHPIEER IAM BRI LLFEZRH OpenSearch IRGERE. S3 FHBFMEFEM
Lambda B% ( MRB A THIFERR ) . 1A, FHER IAM BEERIER CloudWatch AEHAF A
ERUAREHIRAE. BXEZELR |, 55H BT Firehose 151723 OpenSearch A5 B 7R HI 1Y

bR

MREABFEELE , BREN Lambda BT LREEMAREA/NEN 6MB WK, BXEZE
B | B2 Amazon $3E FirehoseData i,

Amazon Data Firehosecurtly 73 #F4% H & 4&1% CloudWatch EIIL & # OpenSearch R B #F ,
R G5 CloudWatch HZ B EEHE HE|— Firehose id%E ™+ , H# B OpenSearch I & RS
TAEE—FERPEZSNINEESH. ENERFER , BUUERE CloudWatch HER A S #
OpenSearch BRSRYIT B IE R A

Splunk )&

MBEBFEARZHINEHN Splunk Kir TR , BREUT &I,

MRIEH Splunk FATE VPC & |, IEHR Firehose AILLIFRIE, BEXEZEER |, ESH £ VPC F
718 Splunko

Splunk B @ HEE 324


https://docs.aws.amazon.com/firehose/latest/dev/controlling-access.html#using-iam-es
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- MBEFEH AWS REEEES , BRMART R Classic 1% 355 Application f1E159%# 85, LIk |
FERANLHRATIIESRZEAN Cookie ERHEAETHANBNMESE , NARFARHES
MNAEMIZENRAE (7 X)) . BXRIANITIHIZENES , 52 C lassic Load Balancer 3,
Application Load Bal ancer B9 Duration-Based & iF#i,

- & Splunk FAER, EAT Firehose B Splunk FEHFEE 6.6.X HESFIRAH Splunk F&. B
KEZER , ESRERATILS# Kinesis Fireh Add-on ose # Splunk,

« WMR7E Firehose # HTTP E4 U &ES (HEC ) TR Z B EERE ( Elastic Load Balancing = H i
RE) , BELEAMMESIENLEF HEC B#IA (ACK) .

- BREEABERN HEC T,
- WRERAT HEC TH,
- RERBRNRIEE Splunk WEIFEEMRERRN, BXESEE , BSHAN HTTP SHRERNSH

REBN.

- RN HEC TEMNMASHEE T HEMESl

- MNRETF HEC TRHIRFR/EIRMAELEE Splunk , F2BHERHZER. WRAEERHA K
W, BIENE D E Amazon S3. KRELHWBTFER B HIE Amazon S3 # |, IXFER KA HI LR
KMo

- BRESLEH HEC SELER T REIEHEIA,

« 7£ Firehose 7i#Y Splunk B By B & #1840 HECAcknowledgmentTimeoutInSeconds B,

« £ Firehose 7K Splunk B B9t El B A RetryOptions TN DurationInSeconds &,

- RE HEC WETIRIR. BRBTRAKRERM Splunk EHEBIEN £REZH

- MREFEABEREERE , BREN Lambda BT RXIREBERAZKDNES 6MB IR, BXESE

B |, {52 ¥ Amazon Data Firehose ¥iE##,

- WRE N ackIdleCleanup B Splunk ZEIREN true., BRINBERT , BIREN false. EEFNIL

SHEIREBR true , THITUTRE

o XWFHEE Splunk =EE , BEA Splunk ZEFMNFREREH, FHBERT , MiFR Splunk ZEFA
ABH HTTP B4 UKESS , 7£ inputs.conf #F ackIdleCleanup iR &N true , HEIEHE
NEA T AEHN RG9S,

« XT3 Splunk Enterprise 2f& , ¥ inputs.conf X H# ackIdleCleanup ik
B true. XWTF *nix AF , XL F $SPLUNK_HOME /etc/apps/splunk_httpinput/
local/ To XF Windows AAF , 1L F %SPLUNK_HOME%\etc\apps\splunk_httpinput
\local\ T,

« X F £ Splunk Enterprise & |, 1™ inputs.conf X#H K ackIdleCleanup SR
BA true. XF *nix AF , XH{F $SPLUNK_HOME/etc/apps/splunk_httpinput/

Splunk [EEHEE 325


https://docs.aws.amazon.com/elasticloadbalancing/latest/classic/elb-sticky-sessions.html#enable-sticky-sessions-duration
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/sticky-sessions.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/classic/elb-sticky-sessions.html#enable-sticky-sessions-duration
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/sticky-sessions.html
http://docs.splunk.com/Documentation/AddOns/released/Firehose/Hardwareandsoftwarerequirements
http://docs.splunk.com/Documentation/Splunk/7.0.3/Data/FormateventsforHTTPEventCollector
http://docs.splunk.com/Documentation/Splunk/7.0.3/Data/FormateventsforHTTPEventCollector
http://docs.splunk.com/Documentation/AddOns/released/Firehose/RequestFirehose
http://docs.splunk.com/Documentation/AddOns/released/Firehose/ConfigureHECdistributed
http://docs.splunk.com/Documentation/AddOns/released/Firehose/ConfigureHECsingle
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local/ To XF Windows FAF , 1L F %SPLUNK_HOME%\etc\apps\splunk_httpinput
\local\ T,
« H{RTE Firehose MAIEEN IAM AT LLA R S3 R FMAFUAR A FHIEHRA Lambda BEX

(MRBATHEHR ). ki, EBERKR IAM BEE84A CloudWatch AFZAN B ERURELR
RAEX. BXEZER |, 550 Splunk B #RFEM FirehoseAccess

- EAWE S3HIRTFMEM (S3FM ) WBIEERIESIE Splunk , FEIEBR Splunk AP IREIN D
BBHITIRYE,
« 2RI ¥ Kinesis Firehose Add-on B Splunk 5&#ERZ,

HEZE Snowflake [A)&
AFNAT EA Snowflake ¥EN B Byt & WA B BHEE S TR

Firehose i 87 & W

WER A M@ S PrivateLink- enabled nowflake SEEHE A BIEM A BIZE Firehose KM , MK R Firehos
VPCE-ID e Toi&1ARl, XABERHAUTRERZ —S M -

« FIEW VPCE-ID. #IARAENRIEIR.

« Firehose T M P A X F L XA Snowflake URL. £ Snowflake Tk E{z 8812/t URL, &S
% Snowflake M4 T E ZFMELE,

« i\ Firehose EffREEE L AWS XiZtHREIH XigH 12K,
- MRBPBHAEE , BHKER AWS XEARS

R R

MR BB AREBMEIEH Snowflake X |, FRELL T &I, Snowflake 1& % KM BIBFER 58 %E
AR NERRBAEREE—E£HT S3SERE#E. UTR—LEEILNE RIS, BXERNKE
NZEBHIR , FSH Snowflake 2B/ HI4E 1R

« iR Snowflake.DefaultRoleMissing: F&k/REBIEE Firehose BN ABEEE AR, WRKE
& Snowflake A& , NEBRFGMINABIRENIEEHN Snowflake A,

« IR Snowflake.ExtraColumns: R NH TR ABRE AR EZ S , X Snowflake By IR A#HIE
#, TRIEERPFEFENG, #HEE , Snowflake SIBHEXD KNEN, NREREXRPEFES ,
BEANRLERMEAN , NEBREAEBREGTRIZHN A NESRENFFEHP S ZMHETE,
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https://docs.aws.amazon.com/firehose/latest/dev/controlling-access.html#using-iam-splunk
https://www.splunk.com/en_us/blog/tips-and-tricks/aws-technical-add-on-simplifying-error-data-re-ingestion.html
http://docs.splunk.com/Documentation/AddOns/released/Firehose/Troubleshoot
https://docs.snowflake.com/en/user-guide/admin-account-identifier#format-2-legacy-account-locator-in-a-region
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« £ixfLH: Snowflake.MissingColumns: F"/RHE TR AREF RS , Xt Snowflake IR AEIEL,
WRAFFBIIEZEIIEEE.

« HIRAKH: Snowflake.Invalidinput: 2 Firehose To AR AV i A B AR BENT N B XK JSON #%
XS, JRESKEXMER. FHER json BEREFRIER , RESRHUNES, 5|5, BUFH
%, Firehose B B{XZIFFEA JSON B ERICERERER , HF BT R JSON B4,

- IR Snowflake.InvalidValue: R NHFHRA RPN BRIBERBRIER , £ELXK, BREAAE
MEATPIEER JSON EBEE Snowflake RE N P EEARNMKIBRE,

- £IRAH: Snowflake.InvalidTableType: ZTRRF X7 Firehose AP EENRER, BAXZFN
&, FIFBIEEE | ESH snowpipe kIR Hl FIREAIRH,

® Note
FTieHFARER , MRERE Firehose REE
PR , M Firehose AJREBE 17 Fh = e N Fix L&
1l B 3 E €12 Firehose o

7 Snowflake B Byt E IR E XS A B

G
B, MRELHEMEBEIERER  WERH

BEE Firehose i & B9 A 3K 14 (7] &

R Firehose API BZEBAETt , MFEHR T TS BRI 5 2/ AR

« BE API BFREEFRE VPC XM, KB VPC WATEREHEEIRE Firehose VPC i a, 1l
ETHRESZER , FSH Firehose 5ft&#H. AWS PrivateLink

- MBEBREXRBLAHEMEXHERSEFMPIRE T Firehose VPC S8 VPC , MEMENIZETUA T 6
SR EMKIEIE, AJLUE Firehose i S ME 2 R F Firehose # &

- fH traceroute = tcping ZEM TERKRENKZBERRIER. WREAW , NBERELZHMEZIR
E

fian

traceroute firehose.us-east-2.amazonaws.com

qE

tcping firehose.us-east-2.amazonaws.com 443
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https://docs.snowflake.com/en/user-guide/data-load-snowpipe-streaming-overview#limitations
https://docs.aws.amazon.com/firehose/latest/dev/vpc.html
https://docs.aws.amazon.com/general/latest/gr/fh.html
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s MEETHEZZEEBBEUTHSEK , MEKE Amazon CA (IEBM AN ) RBEEEEE
H,

Hlan -

curl firehose.us-east-2.amazonaws.com

MR ERBSRI , MFEBEREIR API LLEE AP FRE T [,

HTTP im K BB HEE

RYT N ETELEE Amazon Data Firehose BB HTTP AT K BRMESHENEEBE N ( 2HE
Datadog, Dynatrace, MongoDB, New Relic, Splunk 2 Sumo Logic ) B IEN Y WS EHERR
$B, LogicMonitorfiATImE , FTEEAN BFREHA HTTP I K. W{RTE Firehose R IEER
IAM AT L E S3 R FEMEUARA THRBHIRN Lambda B ( WRBRA THBHER ) . 1A,
EFHRR IAM AEENIHF CloudWatch BEAMBERURERRAE. BXELSER , BSHAET
Firehose 17 F] 84w 17 < B #REY HTTP X R

(® Note
AFRPEEFTERATFLUTERM : Splunk, S OpenSearch ervice, S3 # Redshift,

CloudWatch B&

RBZNEWE ) S ACloudWatch HIEF, RAEAHE BREHIE RN T 2RMES,

BifrRr%E

ErrorCode: HitpEndpoint.DestinationException

{
"deliveryStreamARN": "arn:aws:firehose:us-east-1:123456789012:deliverystream/

ronald-test",
"destination": "custom.firehose.endpoint.com...",
"deliveryStreamVersionId": 1,

HTTP m R E Bk E -


https://docs.aws.amazon.com//acm/latest/userguide/acm-overview.html
https://docs.aws.amazon.com/firehose/latest/dev/controlling-access.html#using-iam-http
https://docs.aws.amazon.com/firehose/latest/dev/controlling-access.html#using-iam-http
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"message": "The following response was received from the endpoint destination.
413: {\"requestId\": \"43b8e724-dbac-4510-adb7-ef211c6044b9\", \"timestamp\":
1598556019164, \"errorMessage\": \"Payload too large\"}",

"errorCode": "HttpEndpoint.DestinationException",

"processor": "arn:aws:lambda:us-east-1:379522611494:function:httpLambdaProcessing"

BirRE KRR Firehose REB R Bix SAEZH A H HTTP Bk |, BRKE 200 MR K8, F=2 200
B 2xx MRt &S BFRRE. Amazon Data Firehose 5 MEL B K& Ui s UL B /Y 1 37 4% 75 F &5 T #Y
MR g icZEBEF. CloudWatch BHF Amazon Data Firehose @R #H TIERIBEBRHE R T B
FEFRMERBNERAT , At R EEREIEL Amazon Data Firehose B HTTP 1£ 55 R 1) B4k
RE. ATRENXEFENZEALNRBHEEEIN

* 400 : &R7RHET Amazon Data Firehose Bl E4ix , BAIEZNERFTERH, BEREGVEEGERN
url, BAEMY. NBESE. TRBANEHRET. BXMEERE , BZHBET B/,

« 401 : RRIEN Firehose RELEM FRIZAF EFDE K,

* 403 : &RRIEN Firehose FRELEMN 5 R B A TR HEELR BB EEN KR,

* 413 : &7~ Amazon Data Firehose KZE|m /R ERABAK |, mR L ELE, ZRHBEEE TR
R, BEBARHEILK D,

* 429 : k7R Amazon Data Firehose KX ERWER ST BRI AL ERNIER, Bid 1§ NE 4t ek
MIAZEPER , andlor BMEF KD (ENLTFEHRHRFSEERN ) o

« 5xx : RRNBIREFEEEBE, Amazon Data Firehose RS HE EEIZTT,

/A Important

EEZRT  BARLEENNNEHERY , B ER/RBHBNABHRRTETE , N8
FEREFERR RN,

Fo RN R

ErrorCode: HitpEndpoint.InvalidResponseFromDestination

{
"deliveryStreamARN": "arn:aws:firehose:us-east-1:123456789012:deliverystream/

ronald-test",
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https://docs.aws.amazon.com/firehose/latest/APIReference/API_HttpEndpointConfiguration.html#Firehose-Type-HttpEndpointConfiguration-Url
https://docs.aws.amazon.com/firehose/latest/APIReference/API_HttpEndpointRequestConfiguration.html#Firehose-Type-HttpEndpointRequestConfiguration-CommonAttributes
https://docs.aws.amazon.com/firehose/latest/APIReference/API_HttpEndpointRequestConfiguration.html#Firehose-Type-HttpEndpointRequestConfiguration-ContentEncoding
https://docs.aws.amazon.com/firehose/latest/APIReference/API_HttpEndpointConfiguration.html#Firehose-Type-HttpEndpointConfiguration-AccessKey
https://docs.aws.amazon.com/firehose/latest/APIReference/API_HttpEndpointDestinationConfiguration.html#Firehose-Type-HttpEndpointDestinationConfiguration-BufferingHints
https://docs.aws.amazon.com/firehose/latest/APIReference/API_HttpEndpointBufferingHints.html#Firehose-Type-HttpEndpointBufferingHints-SizeInMBs
https://docs.aws.amazon.com/firehose/latest/APIReference/API_HttpEndpointBufferingHints.html#Firehose-Type-HttpEndpointBufferingHints-SizeInMBs
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"destination": "custom.firehose.endpoint.com...",

"deliveryStreamVersionId": 1,

"message": "The response received from the specified endpoint is invalid.
Contact the owner of the endpoint to resolve the issue. Response for request
2de9e8e9-7296-47b0-beab-9f17b133d847 is not recognized as valid JSON or has unexpected
fields. Raw response received: 200 {\"requestId\": null}",

"errorCode": "HttpEndpoint.InvalidResponseFromDestination",

"processor": "arn:aws:lambda:us-east-1:379522611494:function:httpLambdaProcessing"

7o 30 BI 57 & F2 /R Amazon Data Firehose Mk R B #riZREI T RIMBL, 1R AREFE I SASE , B
Amazon Data Firehose fFIANERZIH AW , HNEFEFHHEBNEKE  EIBYEENEiRFLER
B, Amazon Data Firehose éJﬁTﬂA"ﬂfﬂjaﬂﬁ"ﬂfXLﬁ%M BNfEM R AIRZAS 7 200, INRIRIE
£ FF & 3B Amazon Data Firehose fyim = , 1HE B NAE , AEERKIBERINME R

LT R — L WM Toikme R 38 B DA R SRR 77 3%

« T JSON EBAFE : RATENEIN EBWMAESRF JSON RTEEAFHR. BROMNKRETAE
R0,

. Rk Requestld : ®RRMBFREBE requestiD,

 Requestld FIEHE : RRMAN A requestld 54 KK requestld FPCEL,

- RONEB  KRRPEFITENRAHEFR. HRABFRLARKT , MARFHH,

- #4 Content-Type #rk : RRMB R I E “NWREE : application/json” ¥rk. FEF HEA content-
typeo

/A Important

EERR : Amazon Data Firehose REESFEIE/L i ZI3EFE Firehose 5 3R e R A1 55 A9 i Ko
ﬂﬂ%fi"dvj‘ﬁ Wi ENE=FRS , BHAREHARZE Amazon Data Firehose W IEHAR R |, Z
WwRARSAERIERTE. #li , Datadog B9 Amazon Data Firehose s R =2 https://
aws-kinesis-http-intake.logs.datadoghq.com/ , MELABWKRE https://
api.datadoghq.com/,

HiH LR iR

THEFIH T EaERABNE L,
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- f/IRAE : HitpEndpoint.RequestTimeout-F& & i A B A A BT 3 5%, MREZBIRNME

% BREBRMRRNIEMNNE, MREFRBERNAMEE , BRRMAEE , WRRE T URBEM
BiEkBREARE (RS EFRT , NTRDSRERGENEE ) .

. £8i%fUHB . HitpEndpoint.ResponseToolLarge-R RMB A K, BIEFRLIERHI IR AT N F 1MIBo
- #5iRAHE : HitpEndpoint.ConnectionFailed-R AL EZSH BN IR RNEIEE. XUHEEHTEREN

url FEEBHELEIR , Amazon Data Firehose Fo3E 17 Al A |, 2R E i = 00 B % 38215 SR B9 B 18] i3 £

- iR : HitpEndpoint.ConnectionReset-RRIEZEE R , EEHHEREEST RRF,
- iR : HitpEndpoint.SSLHandshakeFailure-R R EFE AR B im KT/ SSL EF.

MSK As Source [BBiHEE

EFNE T EH MSK As Source BRI E LK [ BEESER

(® Note
BRAE, #ifs S3 XMNABNHE , BSHRMEN IS

hose 8% KW

WS fE A MSK As Source B hose I AN , FREU TR :

BER MSK EHRELA TENRT.
MREEANRLEEE  FBAREF LN BEECH T,

MREEANRLBEE  FBAREF LN AT IR EH .

MREEANRLEERE  FRAMMETRRENER | ZFEB AT Firehose BIEF G, B1§
S5 : MSK Bk 1R,

BRFERETRNASFENERN & RIRHIE.
BREN VPC ZeARTEAREBEIERSISRSHEANIKD.

hose E{&

WRIEH hose L TEFRS , FREUTEM

RER MSK &8 R EBL TEIIRE.
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https://docs.aws.amazon.com/msk/latest/developerguide/aws-access-mult-vpc.html
https://docs.aws.amazon.com/msk/latest/developerguide/public-access.html
https://docs.aws.amazon.com/msk/latest/developerguide/mvpc-cross-account-permissions.html
https://docs.aws.amazon.com/msk/latest/developerguide/port-info.html
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- RERTBERESHFE. NRETBEMBRAZHOIE , NELBMERHEFH IR Firehose o

hose &

%8S BytesPerSecondLimit 8170 XHEH EENRIAREZERFELN , WE
DataReadFromSource.Backpressured 7 1,

- MRERK[ET , BytesPerSecondLimit i5# & DataReadFromSource.Bytes f5#rH iR & RH
- ®EH CloudWatch &, B#riEHR. BUIRHRRIEFRNE X HIRIERIAERI.

HIE A E A ET
BRI 6 E TR E

* Firehose BIEFEACKNNBERITESREFHE, N TEAREFES~ELZRE
# Kafka WAE BE BT EFIZ R ES |, HF Kafka TENEBREEERERN
message.timestamp.type=LogAppendTime,

MSK £ &% # [ &

DT ERREA T MARIES MSK S8 RIERE, BXIRE Amazon MSK BF iR FHAES , S
Amazon Managed Streaming for Apache Kafka Developer Guide F#Y Getting started using Amazon
MSKo,

ERITS MSK & RERE

1. B — Unix-based ( &IF= AL2 ) L S# EC2 35|, MRBEEH LNBERHAT VPCERE , N
BHEREN EC2 XHIER— VPC FiE1T. —BRBIATA , SSH EZFZEH, EXEZER ,
EZ 1 (Amazon EC2 AF1ER) FHAHIE,

2. BEZETUTHS, £H Yun RGBEERZE Java, BXEZER | 52 (Amazon
Corretto 8 AAF#8R) FH L1 EA,

sudo yum install java-1.8.0
3. BUETUTHTRE AWS FF ik,

curl "https://awscli.amazonaws.com/awscli-exe-1inux-x86_64.zip" -o "awscliv2.zip"
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https://docs.aws.amazon.com/msk/latest/developerguide/getting-started.html
https://docs.aws.amazon.com/msk/latest/developerguide/getting-started.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EC2_GetStarted.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EC2_GetStarted.html
https://aws.amazon.com/cli/
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unzip awscliv2.zip
sudo ./aws/install

4. ZEITU T @5 T Apache Katka B i 2.6* MRS,

wget https://archive.apache.org/dist/kafka/2.6.2/kafka_2.12-2.6.2.tgz
tar -xzf kafka_2.12-2.6.2.tgz

5. %% kafka_2.12-2.6.2/1ibs B , ARETU TS LT EH Amazon MSK IAM JAR X
#,

wget https://github.com/aws/aws-msk-iam-auth/releases/download/v1.1.3/aws-msk-iam-
auth-1.1.3-all.jar

6. 7E Kafka bin X#®& 6l client.properties X,

7. ¥ awsRoleArn &i#tJ#&7E Firehose SourceConfiguration FEANA® ARN , RERIE
ERNE, AFEN AWS BEFAFAKAA®awsRoleArn, AWS EF AP NERRASBELR
WIEENAE,

[ec2-user@ip-xx-xx-xx-xx bin]$ cat client.properties

security.protocol=SASL_SSL

sasl.mechanism=AWS_MSK_IAM

sasl.jaas.config=software.amazon.msk.auth.iam.IAMLoginModule required

awsRoleArn="<role arn>" awsStsRegion="<region name>";
sasl.client.callback.handler.class=software.amazon.msk.auth.iam.IAMClientCallbackHandler
awsDebugCreds=true

ssl.truststore.location=/usr/lib/jvm/java-1.8.0-
openjdk-1.8.0.342.b07-1.amzn2.0.1.x86_64/jre/lib/security/cacerts
ssl.truststore.password=changeit

8. ZEITUT Kafka ap 5 LABIH £, ﬂﬂ%@E’JLE%AAE’J )& F 22 2 3% = Bootstrap AR5 85.
MEEHEZRILEW , NEFERAFAE RS Bootstrap fRE 25

bin/kafka-topics.sh --list --bootstrap-server <bootstrap servers> --command-config
bin/client.properties

WMREREY , WEMZSBRRUTUT RO H,

[ec2-user@ip-xx-xx-xx-xx kafka_2.12-2.6.2]1$%$ bin/kafka-topics.sh --list --bootstrap-
server <bootstrap servers> --command-config bin/client.properties
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[xxxx-xx-xx 05:49:50,877] WARN The configuration 'awsDebugCreds' was supplied but
isn't a known config. (org.apache.kafka.clients.admin.AdminClientConfig)

[xxxx-xx-xx 05:49:50,878] WARN The configuration 'ssl.truststore.location' was
supplied but isn't a known config.
(org.apache.kafka.clients.admin.AdminClientConfig)

[xxxx-xx-xx ©05:49:50,878] WARN The configuration 'sasl.jaas.config' was supplied
but isn't a known config. (org.apache.kafka.clients.admin.AdminClientConfig)

[xxxx-xx-xx ©05:49:50,878] WARN The configuration
'sasl.client.callback.handler.class' was supplied but isn't a known config.
(org.apache.kafka.clients.admin.AdminClientConfig)

[xxxx-xx-xx 05:49:50,878] WARN The configuration 'ssl.truststore.password' was
supplied but isn't a known config.
(org.apache.kafka.clients.admin.AdminClientConfig)

[xxxx-xx-xx ©05:50:21,629] WARN [AdminClient clientId=adminclient-1] Connection to
node. ..

__amazon_msk_canary

__consumer_offsets

9. MREEZITZRIRIMARNBEMEMRIE , NFERIEEPIREN S| SRSHREEWUBEZREERA
HiEl. AMITIIERE , BULTEFER telnet ELWZARRF , WU TH TR,

sudo yum install telnet
telnet <bootstrap servers><port>

WMRERKY , BFREUTHE. XEREEATLUEER A4 VPC FHY MSK &5 |, H5|SR
SHREEERALSITER

Connected to ..

10. MRERFEY , MBERESLRN VPC Z24H EMAMN, Hltn , BRI AEALHRM EERANUT
B,

Type: All traffic
Port: Port used by the bootstrap server (e.g. 14001)
Source: 0.0.0.0/0

ME—2R, Eid telnet iEE, WMREMATEEZD Firehose EFPARKM |, NEFEEKR AWS
Support,
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/security-group-rules.html
https://aws.amazon.com/contact-us/
https://aws.amazon.com/contact-us/
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Amazon Data Firehose B i

¥/ 48 Amazon Data Firehose FEY Y BIECET ( ABIFRABRE] ) o BRIESITIEE , BN/ RIFGE
FXEMNA

Service Quotas EH AR — MR OMIE , BUYUEHPEFNEE AWS RFEH , HiFREMEEH
WS RRNES, FARIMNBRUHNEFEESREELN AWS EfEH, EREEEFEMNITRIE
RiIZSEH,

BXEZER , S Amazon Web Services —fi#5#& H#y Amazon Data Firehose endpoints and
quotas,

T —% & 7~ Amazon Data Firehose EB LA T E &,

« £/ Amazon MSK £ Firehose JiEIKIR , B Firehose A BRIABLE I B/ % X MB/sec 10 &Y
EWAHE  FKRIZEKNH 10MB,

« MR Amazon MSK ¥R Firehose FHIKIR , MR FH AWS Lambda , M & AIZFRK
/N6 MB ; WIREA Lambda , M&KIEFRANH 10 MB, AWS Lambda FHZ A%
EPFRJ} 6 MB , Amazon Data Firehose F#id 6Mb BVid X % Fl4Eix S3 Fi g, MEEH
Lambda , Firehose £/ HE & Ai2%EHIN 10 MB. #13R Amazon Data Firehose M Amazon MSK
WEHET 10 MB B9i2Fk K/ , Ml Amazon Data Firehose &fFiZid Z&#E S3 HBiIRFZ#EE , HEE
fI K = & 1 Cloudwatch $8#5. B3x Lambda [REINEZEE , AWS S Lambda Eifi,

« 7£ Firehose REB RS D XE , WLLRZ Firehose 7812 500 MNEZh 2 X ERIAE . B3P
it B EEHEPRRFIORXWER, 6l MRHADXEAEVHEINAPX , HEEE—
NEHAXRTEE , ¥ 60 WALk —X&m , BLAFHEGHE 180 MNEI P X, FE2XPELmEKE
B, Zo XETBELATENRS. IREFEEFLHX , NALGEES Firehose it , HEIX LR
Z RS EED D X,

« £ Firehose REBRAIS D XE , BNEIPTXIBFNHEAFTHLENER 1 GB,

« BNKPWRENXIEM Firehose RBEEBLUTHEH :

o XER (HAFRLMILE ) . BRI (HBXEBEMN ). XEAESP (HBBHRIMN ) . BNX ( ZR
=), IA#HBRX (ZXRE) : 5,000 Firehose i

« BN (CE=RE) . B (%), IARHX (FHig ), AKX (FE )., TAX (5

R), DA#X (FX)., (XEFEEB). MEKXKAWS GovCloud ( FaZP ). MMEKX ( FEB)
2,000 4 Firehose E#&
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https://docs.aws.amazon.com/general/latest/gr/fh.html
https://docs.aws.amazon.com/general/latest/gr/fh.html
https://docs.aws.amazon.com/lambda/latest/dg/gettingstarted-limits.html
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o RUM(BE), BUM(XK=Z), BN (HEFRE), ITA#X (FE), DA#X (KR)., M
EN(ZERT ), FE(TE)., FE (=), KR (B )., (ZEFRIZ). FEMN (FZERH)
AWS GovCloud : 500 4 Firehose E1%

o RUM (77ERAH ) . RN (BEIESF ). WA#MKX (BEHE )., IAMKX (HnE ), TA#HX (£
RAE), BR (MY ), UBS (BFHEXR )., MEKRES (FRME ), MEXK (HEH )., L
A#X (BXREL ), TA#X (RE ). SAEFF (FE ) : 100 4 Firehose 7

- MRBHIEF , WA CreateDeliveryStream 253 LimitExceededException &, &
RFALEE , JLAEA Service Quotas ( IR ZBFELHNXETA ) . BXFERARSRIANE
B BZHEEREMEEH,

« fF Direct PUT BB R BIBIRET , 8/ Firehose i FPutRecordfPutRecordBatchig K12 LA R4

S

- XEFRL (HFERLILE ) . EEFEIP (HBX ) MRKM ( Z/R=) : 500,000 records/second,
2,000 requests/second, and 5 MiB/second.

« XFHM AWS X1 : 100,000 records/second, 1,000 requests/second, and 1 MiB/second.

MEHRTRSHBIEHRIERS Firehose RWAFHEEIMSHERE PUT RZETR , N

Amazon Data Firehose 2 Bz iRE RN ELERS , EEITREEES ., REFLEMNEMNFT

7% , Firehose AR B EE KM E F BB RNELERSEFMENKE. Bt , FHEFiX K
MR BEHREIER, MRETIUBFEELRAKBEEN , FEENFHREREFENTLHELRIAGTT
ERHFES , MFRESELERS,

XEANEFRLHIT B, flon, MREFEERI (FFRLILE ) . EEFEIP (HBHX ) SEM
( BRE ) WEHEEEIEINZE 10 MiB/second, the other two quota increase to 4,000 requests/
second and 1,000,000 records/second,

(® Note
« 1B 7068 A R IRE B BR i K Bl J SR 12 #l 483 RSBV .
« ¥ Kinesis Data Streams Bti& 3 EIERIFERS |, WWEEHFEA , Amazon Data Firehose ]

TR B4R
- MRENMNVEFZES TEITHRE  X2SBERE BEHFHNERRD . NMERKEEK
T, ASHERRSHEEAS S, FRRNNAZINESTRREMEMESR , A ERE

1 met it — SRS B,

- BFIERBD , RAMS, Firehose BIMENE T EREFRSHBIEICRE , ’RUAS
FIEFHARN , BERAARFZEER 5KB (5120 F1 ) . FHit , EWAREE (F1)
HENERT  WREAILLKNVKELS , FENKARSES. Hl, MREEANE
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https://docs.aws.amazon.com/firehose/latest/APIReference/API_CreateDeliveryStream.html
https://console.aws.amazon.com/servicequotas/
https://docs.aws.amazon.com/servicequotas/latest/userguide/request-increase.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_PutRecord.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_PutRecordBatch.html
https://aws.amazon.com/kinesis/data-firehose/pricing/
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BAEE N 5MiB , NS5 1,000 £i2FAXEHEHRENEIEMRL | KIXEE 5,000 %&id
0 5MiB BiEN R AE S, BEXEZEEL |, 3@ AWS Calculator 8 Amazon Data
Firehose,

« & Firehose MR Z A FM# 24 PRBIFEIZR , UEEEN R THABRFTTH. DirectPutill
RIER Kinesis Data Streams ( KDS ) , BEMFNUERATA , MHRFEFBEEHN KDS BLERE.

o £33 1T baseb4 w2 H , KiXF Amazon Data Firehose BB FZHHF AKX/ 1,000 KiB,
+ PutRecordBatch 2SR AFA A E 500 FidHE 4 MB , AR/NE N HE, ToEFEEE .
s UTENRESHRZUURMH S XIER , X2EMER,

* CreateDeliveryStream

* DeleteDeliveryStream

* DescribeDeliveryStream

 ListDeliveryStreams

» UpdateDestination

* TagDeliveryStream

* UntagDeliveryStream

* ListTagsForDeliveryStream

 StartDeliveryStreamEncryption

* StopDeliveryStreamEncryption

- EHERBRTEE : 60 % -900 ¥,

« X F M Amazon Data Firehose Z| Amazon Redshift #9/&%i , {XZ#F A FF 5B # Amazon Redshift
g5,

» Amazon Red OpenSearch shift f1 RS R AW EXF LT ESTEMN 0 ¥E 7,200 BFE,

« HBEFRALDE S3, T 3# Redshift ) OpenSearch fRE BT , Amazon Data Firehose RFEN 2
F&% 5 RKERM Lambda @H. XF Splunk , BBEIREND H 10 X AKRFERH Lambda B A,
o BALAEMAZEE CUSTOMER_MANAGED_CMK #) CMK &% % 500 4 Firehose o
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https://calculator.aws/#/createCalculator
https://docs.aws.amazon.com/firehose/latest/APIReference/API_PutRecordBatch.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_CreateDeliveryStream.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_DeleteDeliveryStream.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_DescribeDeliveryStream.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_ListDeliveryStreams.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_UpdateDestination.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_TagDeliveryStream.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_UntagDeliveryStream.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_ListTagsForDeliveryStream.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_StartDeliveryStreamEncryption.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_StopDeliveryStreamEncryption.html
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FEREMN TR
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Snowflake HJ4E)
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DU

NEBBRENRROBIEE (DHTK ) .

X &1t T Firehose 5 Amazon S3 RHVER , ML
EEBRIABIER M S3TablesCatalog ZEREIL
BRREEE, BFS &R EZR Amazon S3 & Firehose

o

Mz , BULUFGHTEEE RE HE Amazon S3 FHY
Apache Iceberg &,

& A AR % Firehose it , ¥ Apache Iceberg R{EN B
Hih, ESFENEEEL M E Apache Iceberg &Ko

WINT Apache Iceberg XIFHHIEX BN R, FS
T RSN BIERE,

Amazon Data Firehose 1B A X ( BRI )
#eH . BSR®Amazon Data Firehose B8l

&R AR 2 Firehose it , ¥ Apache Iceberg R{EF B
Wi, ESFEFHIEEBE Apache Iceberg &Ko

Snowflake MEXZFEH R R, BESHthe section
called “4 Snowflake Bt & B B iiZE ",

Snowflake MEEL A#X (#FME ), TA#HKX (&
R MTABE (FX ) HTABK (B ) X EH

EXHMH

2025 9 A 24 H

20255 H 14 B

2024 11 A 15
H

2024 59 A 30 H

2024 8 A 22H

2024 8 A 22 H

2024 7 H 258

2024 7 H 258

2024 7 H 258
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RAEEBBEBNIEEREIR.

Z[® [ Firehose

N1z, BRLAEA Secrets Manager goge 2 a Va2l BN
248, HEPRHEIE, 1ES@the section called “F
B AWS Secrets Managerl_ﬁ%ﬁgulﬁ o

Nz , BRIV AEMEBEHKIAF Dynatrace , SAftH
— %94, ESMthe section called “} Dynatrace
BB HHigE",

Snowflake M ATEAN B EX K, ESFthe
section called “4 Snowflake Eti& B Ry #1i& &,

Amazon Kinesis Data Firehose 2 ¥ & N Amazon

Data Firehose., 182 [ 1+ 4= Amazon Data

Firehose,

IR A] LA B 25 Snowflake ¥E 7 B B93#H9 Firehose o
{52 #the section called “ Snowflake Bti&E B # i 1%

|8 5

BO LRI ERE ARBRESR , SRERBEW
CloudWatch B EHIEXIXZ Firehose BRI, S
Fthe section called “[a) Firehose %% CloudWatch H
o

& A LABIE — N L Splunk Observability Cloud 39 B
Wi EY Firehose . 1EZ Hthe section called “Jy
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