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https://docs.aws.amazon.com/r53recovery/latest/dg/arc-zonal-shift.how-it-works.html
https://docs.aws.amazon.com/r53recovery/latest/dg/route53-arc-best-practices.zonal-shifts.html
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/network_mtu.html#path_mtu_discovery
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/network_mtu.html#path_mtu_discovery
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https://docs.aws.amazon.com/elasticloadbalancing/latest/application/application-load-balancer-getting-started.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/application-load-balancer-getting-started.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/tutorial-application-load-balancer-cli.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/tutorial-application-load-balancer-cli.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/network/network-load-balancer-getting-started.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/network/network-load-balancer-getting-started.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/network/network-load-balancer-cli.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/gateway/getting-started.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/gateway/getting-started.html
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https://docs.aws.amazon.com/elasticloadbalancing/latest/gateway/getting-started-cli.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/gateway/getting-started-cli.html
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https://aws.amazon.com/compliance/shared-responsibility-model/
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/data-privacy-faq/
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-trails.html
https://aws.amazon.com/compliance/fips/
https://aws.amazon.com/compliance/fips/
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https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_sigv.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/enable-mfa.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/enable-mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
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https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/gs-identities-iam-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/gs-identities-iam-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage-assume.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#access_policies-json
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/acl-overview.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_rcps.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
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EBRR =
BSAG B
REMEXHE =

Elastic Load Balancing & T 5 HI K1
XRHETEOHNEE : 2
ETESMNRBEAMMEISHG (W IAM AP, AFE5AE ) B JSON NRREE XA, XLREE

EHERFMNA SR EMPSEA T BERRTHERE, ETHRNMTEZET HHHRE  FSH
(AM FiF{EE) FNEATM EEAREE L BE X IAM R,

LR IAM BT 5 HH0ER | SAEEAFRIEL WREFDRUR AT RUELRIEN A, &
TEREETSONERTEETS RN CEATEMMGAARAE, ETHTE JSON EHH(E
ROFATE 58 (AM FIFHER) B IAV JSON 5 THEI .

Elastic Load Balancing P& T & J& i 5% &
XHETRENER . &

ETRIFH R MR FRAY JSON KM, BETRIFMNRENRESE IAM ABEERKEM
Amazon S3 FHEMEKE, EXFETHRVKBHRS T , RSEE R JLMER EINREZHIS 4 E R
FREVEE . N THEERM MR TIR , REEE IS E M SN 2R RINITBEREAREF LSRN
THIT, BUFEETRBENRBEPEEEE, ZEEATUEEKS, AR, A2, KSR/ AWS

e
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ESABK/ER , SR LHEANKSSHEMKS P IAM XEEEANE T RFRNREHOEE, &
SRS ERFMBETRFENRBARBUGERRIEN—¥ME. HERANGRL T AEER
AWS K/ |, AIEIKF HEY IAM EE R ESMEEEARE (AFRAR ) RTFBRIBRHNR, i)
BEFETSMNRBHIMBIKNEUR TR, ER , RETHRVKBEDE —NKS R EERT
WERR , WFREZINNETEONRE. BEXESER , 558 (IAM AFERE) P/ 1AM B8
B K = B R 5 ]

Elastic Load Balancing K95 Bg i 4
THEHERIRE: 2

EER W LAER AWS JSON REERIEEHERRIBEMF L, 2R , BN EETUANT AR FERITER
B, ARIEMAAZRHETHIT,

JSON REEHY Action TEMER T A TERKP AWFIEL B RINRE, RBREBEESXEKN AWS
APl REE R, B—LEHINMER , HIAURBIE AP BENRENR B1E, T - LREFTEERK
FIMITSNMEE. XL IRETRRNBXEE.

HREE 2 ERFEUR FHATREIRERIRR,

E & F Elastic Load Balancing ##EH 55k , 52 (RFENSZE) HH Elastic Load Balancing &
N BRAE,

Elastic Load Balancing YRS IREERERIERA U TRIAR :
elasticloadbalancing
EREBEMEAUPEESTRE , BEMAESFHENRT.

"Action": [
"elasticloadbalancing:actionl",
"elasticloadbalancing:action2"

BETLAEABER (*) BEZS/MRE, Hlin , EIEELLEE Describe FAHFIERIE , @R/UT
BIE -

"Action": "elasticloadbalancing:Describe*"
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B X Elastic Load Balancing API 2 {EMV TR IR | SR XX -

- NAREFAEYESR. MEAFEESIMMRAEFESE — APl SZ/A 2015-12-01
. ZBMABFIYEE— AP SE /7 2012-06-01

Elastic Load Balancing I 3R B& & R
TEHERRBR . 2

EIE R A LAER AWS JSON REERIBEW ARG RMT L. HHRYH , BN EAATLM AR RINITER
&, BAREA ARG TIIT,

Resource JSON KB TRIEEERMHMNAREN —NHZ IR, BIXTEE Resource
NotResource T, EANBREXE , BFERH Amazon BEE# (ARN ) ERR. N TXEFHE
BREE (MR BRBERENR ) WigE , BIUBRITHIRE,

NTFAXZFERBRRENRORE (WIHRE ) | FEABERS (*) BENEUNATHRERR,

"Resource'": "*"

H L Elastic Load Balancing API EXEHEZ N ER. EEEMEGHEESNERR , iF ARNs AiE2&F
2R

"Resource": [
"resourcel",
"resource2"

E&EF Elastic Load Balancing BIREE K HEAS|&Kk ARNs , 52 (REBENSZE) FH Elastic
Load Balancing EXHHR. ETHREUEMLERERIEESNRIRHN ARN , S Elastic Load
Balancing & X BV IR1E,

Elastic Load Balancing HJ SR E& Sk 448
EFRETRSNRBRGR =

EERWLER AWS JSON REERIEEHEARIBEMF L, B2 Y , BNEETUNT LR FERITER
1, UREFARHETRIT,
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f£ Condition Jt¥& ( = Condition 3t ) A , AT EBAERMNEH. Condition TEETE
N, BUCIEFERAZRGZER (i, FTFHNT ) BEHRER , UERBPHNREESERPHE
HMTE,

MREE—MEIHIEEZN Condition T#E , FEES Condition TEHRIEEZMNE , I AWS
EFZ%E AND EE ¥ HEll. MRBHNENZHRIEEZ/ME , WERZHBEORZER AWS F#%
H, ERFIEIHNRZ 51 ATUH BEFTERSH,

EEERMGR , BEUTUUERSUNEE. flm, REEER IAM AF&5R1E IAM BFet, 88N
HEBEFHRBRONER. BXRXESER , F5H (AM AFER) B JAM KB TE | TEMIRE,

AWS X EERFHZANBETRSHFMHER. EEEME AWS 2/FHR , F5H IAM A
MTNAWS 2RBEH L TXESR,

ZE & F Elastic Load Balancing &M %%k , HZH (RFTNSZE) HH Elastic Load Balancing
HEGE, ETHETUNPLIRENTREASRHER , 555 Elastic Load Balancing & X & 1E.

elasticloadbalancing:ResourceTag &4

elasticloadbalancing:ResourceTag/keyZ& #4845 E T Elastic Load Balancing, A T#¥EXR
[li-Se s 3

API iR 7 2015-12-01

* AddTags

* Createlistener

* CreatelLoadBalancer

* DeletelLoadBalancer

* DeleteTargetGroup

* DeregisterTargets

* ModifylLoadBalancerAttributes
* ModifyTargetGroup

* ModifyTargetGroupAttributes
* RegisterTargets

* RemoveTags

* SetIpAddressType

* SetSecurityGroups
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https://docs.aws.amazon.com/service-authorization/latest/reference/list_awselasticloadbalancingv2.html#awselasticloadbalancingv2-actions-as-permissions
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e SetSubnets

API i 7 2012-06-01

* AddTags

* ApplySecurityGroupsToLoadBalancer

* AttachLoadBalancersToSubnets

* ConfigureHealthCheck

* CreateAppCookieStickinessPolicy

* CreatelLBCookieStickinessPolicy

* CreateloadBalancer

* CreateloadBalancerlListeners

* CreatelLoadBalancerPolicy

* DeleteloadBalancer

* DeletelLoadBalancerlListeners

* DeletelLoadBalancerPolicy

* DeregisterInstancesFromLoadBalancer

» DetachLoadBalancersFromSubnets

* DisableAvailabilityZonesForLoadBalancer
* EnableAvailabilityZonesForLoadBalancer
* ModifyLoadBalancerAttributes

* RegisterInstancesWithLoadBalancer

* RemoveTags

* SetlLoadBalancerListenerSSLCertificate
* SetLoadBalancerPoliciesForBackendServer

e SetLoadBalancerPoliciesOfListener

elasticloadbalancing:ListenerProtocol &

elasticloadbalancing:ListenerProtocol XM EAATFENXAISIZMFEHNMITEIERMNZ
. UTREISHEHE
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RAriEmE

API hix7x 2015-12-01

* CreatelListenerx

* ModifylListener

API hixZ 2012-06-01

* CreateLoadBalancer

» CreateLoadBalancerlListeners

ZREERATNRARFARGER, NWEAEHERNLBABIOER, ATR-NRBERG , LXK

WNAFRAP RN EMFSRERE —NMEEN L
& =2 0N 7) IV

- HTTPS

. HTTP

- TCP

- SSL

- TLS

- UDP

- TCP_UDP

"Version": "2012-10-17",
"Statement": {

"Effect": "Allow",

"Action": [
"elasticloadbalancing:CreatelListener",
"elasticloadbalancing:ModifyListener"

1,

"Resource": "*",

"Condition": {

"StringEquals":{
"elasticloadbalancing:ListenerProtocol":
"HTTPS",
"TLS"

L
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iy

elasticloadbalancing:SecurityPolicy &4

elasticloadbalancing:SecurityPolicy RHRBITATEXMEHHTATIGEHR LWBFER
ERBEOFMS. ATREIFIEZGR

API i 7~ 2015-12-01

* CreatelListener

* ModifylListener

API i 7~ 2012-06-01

* CreateloadBalancerPolicy

 SetlLoadBalancerPoliciesOfListener

ZREER TNREFAESER. MEABIOERNLHENEEER, A TR RERA , 2R
RAFAFAERBSERER - MEEN LXK,

"Version": "2012-10-17",
"Statement": {
"Effect": "Allow",
"Action": [
"elasticloadbalancing:CreatelListener",
"elasticloadbalancing:ModifyListener"
1,
"Resource": "*",
"Condition": {
"ForAnyValue:StringEquals":{
"elasticloadbalancing:SecurityPolicy": [
"ELBSecurityPolicy-TLS13-1-2-2021-06",
"ELBSecurityPolicy-TLS13-1-2-Res-2021-06",
"ELBSEcurityPolicy-TLS13-1-1-2021-06"

}I
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}

elasticloadbalancing:Scheme &4

elasticloadbalancing:Scheme &4 AR T E X ECIE AT H 25 HA B 7] UL R Wi 5 R %
. UTREISLEHE

API hixZ 2015-12-01

* CreateLoadBalancer

API i 7~ 2012-06-01

* CreatelLoadBalancer

ZREERTHNREFAESER, MWEMBOERNLEAFHER, A TR —IRBERA , LR
RAFRAPAERBIIEREE - MEEN TR,

"Version": "2012-10-17",
"Statement": {
"Effect": "Allow",
"Action":"elasticloadbalancing:CreatelLoadBalancer",
"Resource": "*",
"Condition": {
"StringEquals":{
"elasticloadbalancing:Scheme": "internal"

+,

elasticloadbalancing:Subnet &

/A Important

Elastic Load Balancing #Z FMMWIE KEFX RN, IDsfER , FRREAEINFAXD K NE
WM ZER |, 130 StringEqualsIgnoreCase,
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elasticloadbalancing:Subnet &M@ 7 AT E X ] LAGI 2 BRLE 7 W H 15 H i 2 AR 9 B3R /Y
S, UTHREXFHEEE -

API i 2015-12-01

* CreatelLoadBalancer

e SetSubnets

API hix 7 2012-06-01

* CreateLoadBalancer

e AttachLoadBalancerToSubnets

ZREEATNRARFARGER. MERHEER. NXABOERNLARFHER. UTE—1
REERA , ZERBERAVFAP A EASOEREE - NMEEN T,

"Version": "2012-10-17",
"Statement": {

"Effect": "Allow",

"Action": [
"elasticloadbalancing:CreatelLoadBalancer",
"elasticloadbalancing:SetSubnets"

1,

"Resource": "*",

"Condition": {
"ForAnyValue:StringEqualsIgnoreCase": {

"elasticloadbalancing:Subnet": [
"subnet-01234567890@abcdef",
"subnet-01234567890abcdeg "

+
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elasticloadbalancing:SecurityGroup 54

/A Important

Elastic Load Balancing #2 B XEHF R, SecurityGroup IDsBE2 , FRREAEINT
X2 KNEHNZMEZESR |, i StringEqualsIgnoreCases

elasticloadbalancing:SecurityGroup FHRAATENUWMLER LA LUNA T AETEHEN
S, UATHREIRFILFZM4E

API iz 7 2015-12-01

» CreateLoadBalancer

* SetSecurityGroups

API iz 7 2012-06-01

» CreateLoadBalancer

* ApplySecurityGroupsTolLoadBalancer

ZREEATHNRAERFAHSER, MWEAROERNLEAFEER, ATR-ARBRA , 2K
RAFRPNERBIIERER-MEENTE2E,

"Version": "2012-10-17",
"Statement": {

"Effect": "Allow",

"Action": [
"elasticloadbalancing:CreatelLoadBalancer",
"elasticloadbalancing:SetSecurityGroup"

1,

"Resource": "*",

"Condition": {
"ForAnyValue:StringEqualsIgnoreCase": {

"elasticloadbalancing:SecurityGroup": [
"sg-51530134",
"sg-51530144",
"sg-51530139"
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}I

ACLs f£ Elastic Load Balanc
*# ACLs : &

REFIFIR (ACLs) BHIPLEREA (KFKE, ARRA. ) BNBRER, ACLs SETHIRM
REERM , RECAIAER JSON R,

B A Elastic Load Balancing 8 ABAC
X¥# ABAC ( REEHFHFIRE ) @ 2

ETEMMGRES (ABAC ) BR—HENEE , ZRBETEMEREXNR, £+ AWS , XLE
HRNIRE, SRR EMIE IAM R4 ( AFHAS ) MiFS AWS HiR. RICKENEFRR
ABAC WE—% ., ARFIRIT ABAC Kl , BIE AR E SA0]Z 5 15 R 9 B R AR S ITEL At 72 ¥ 4R
.

ABAC EREEKWIAEFEERR , HERBERTSEMUNITR T AR HEF .

ERETHRZEHERE , BEEMFEH aws:ResourceTag/key-name, aws:RequestTag/key-name
= aws:TagKeys U BERBANZHTEPREFRZIER,

WRENBREN TEMBERREBIEMAX =GR , IXTZRS  ZENR. NREMRSN
NTED RFRBEXIIGARAEX=AZMERE , NZENES

BX ABAC WEZER , 5K (IAM A 1ER) FHVEM ABAC RRNEXRR, BEEFIRE ABAC
SROHE , FSHE (AM AFER) PREAETEMEN T RNEZES (ABAC ) .

FF I B 4% UE S Elastic Load Balancing Bt & 1 F
X FEIREEL : 2

HIREAIFHER R RS , BEL AWS RS TRER. AXESER , SEWLE AWS RS ERTIE
FHES |, HZH IAM AFEEFHAWS S 5 IAMBEEANEE.

MREEARAF B NEBZANEMRAEERER , Il AWS Management Console {8 F B =2 I BB
fln |, HE AWS FEALTINE QRS (SSO) s#E#THEN , ZEELBERIGHER, HEU
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RPahEREfEe  RAEURAGE , EE2E30RIGREILE. AXURAGHNESESR , F5H
(AM FFisRE) MRS IRE IAM A6 (258 ) .

B LAER AWS CLI 2 AWS APl FEIIZBIRRHES, ARG , &0 LUER X EIEEHERB# TR
AWS, AWS BIUZHZERIGEFHES K MAREAKBIHRNZRA. BXEZELE , BESHR IAM FH
IS Bt & 2 &I,

Elastic Load Balancing Y ¥ iR <5 3 X BR
XEFERRFERXIE (FAS) @ =

HEER IAM AP BeEFHITRIEN AWS , BEUANERA. EARERSH , W27 —
MRIE , ARMBREEEMBBRSHEH S —MEE. FAS ERAAAZRANNRUK AWS RS @T
RS A HERBER. AWS RERBHRFSKIFTESHM AWS RS REFRXE S BESTRRIER
B, F2RH FAS iR, EXMBERT , BLMEERITXMIURENNIR, BXAKH FAS 1ERAH
RS , BERER TR 2,

Elastic Load Balancing B RS A&
IERSAR B

RE AR —TRSEE, KRREWTREN IAM A€, IAM EER AL IAM PO, SR
BRESAE, AXESEER , BHZH (AM AFERE) FHEIER AWS RSZERIENEE,

Elastic Load Balancing B RE X< A&
XERFHEXAR 2

BRSHEXRABR-TERSHEXEKN AWS BRFRF AR, BSTUARARKENTRENAR. KBS
BXABHNELZNH AWS K |, FEBARSHE. IAMEERTUEESEFREERSHAXAE
YRR o

BXR BB EE Elastic Load Balancing BRSHX A B EHAE S , S H Elastic Load Balancing fR
SHEXAE.

EIZIEF RN RFERINIRLM Elastic Load Balancing API X fR

NEAFECERIRP I RBRMGE |, X NEEFERIEZRE

JRHVIRME (W elasticloadbalancing:CreateloadBalancer B
elasticloadbalancing:CreateTargetGroup ) iR, MRAERFUEBBREFEERE , NE
E7% elasticloadbalancing:AddTags BELMITTANER , URIFAFEBERNMEIRRE
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R ARSHNR, Akt , AFRESMEEFEH elasticloadbalancing: AddTags BREM.E N
PR o

£ elasticloadbalancing:AddTags &4 IAM policy EXH , AIFEA®H Condition &H@
B9 elasticloadbalancing:CreateAction Jt¥& , ARIBZ R RNVIRER FRMIFEHNIR,

MTHRESERT — R , HEAFAFCEZEEAHEESEIRENAEARE, AP TRIRE
EMIMERE AT EEEHAA elasticloadbalancing:AddTags #4E).

{
"Statement": [

{
"Effect": "Allow",
"Action": [
"elasticloadbalancing:CreateTargetGroup"

1,

"Resource": "*"
I
{
"Effect": "Allow",
"Action": [
"elasticloadbalancing:AddTags"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"elasticloadbalancing:CreateAction" : "CreateTargetGroup"

B, TEHNREBATAFURARSESAEARIBRPNANRE., AREIUREEARERR (it
IFZEEEAEA elasticloadbalancing:AddTags &%),

{
"Statement": [

{

BIRFRIE AP R 35



Elastic Load Balancing ArfEm

"Effect": "Allow",
"Action": [
"elasticloadbalancing:CreatelLoadBalancer"

1,

"Resource": "*"

"Effect": "Allow",

"Action": [
"elasticloadbalancing:AddTags"

1,

"Resource": "*",
"Condition": {
"StringEquals": {
"elasticloadbalancing:CreateAction" : "CreatelLoadBalancer"

NEAFPERFRRREPRA TIRER , RES 2114 elasticloadbalancing:AddTags
BE, Hit , IRRELBFERPEEEARE , NAEIRRENR (REXERCEYE) WAF
FTEBEZMH elasticloadbalancing:AddTags BREMNR., ER , MRAFRTEZER
elasticloadbalancing:AddTags BENNRM XX E I EHFIRSMER , MERFEK,

Elastic Load Balancing FRES K< AR

Elastic Load Balancing £ A RESHEXAERFIMERKREBAEM AWS REFMENNRE, BXES
B8, 521 (AM AFERE) #FNERSHEXAE,

RESEXBERTFHNR

Elastic Load Balancing f£ F & 7 B BR &5 #H % £ & AWSServiceRoleForElasticLoadBalancing X5k & 3
BHAM AWS RS,

AWSServiceRoleForElasticLoadBalancing {f§fFi%elasticloadbalancing.amazonaws.comfR%

RKRBZAG.

A &N PR K 2 AWSElasticLoadBalancingServiceRolePolicy, E&E&IWEREHNNIR , FSH
AWSE lasticLoadBalancingServiceRolePolicy#ft {AWS & XS E) .,
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ERRSHXAR

IBEEF 612 AWSServiceRoleForElasticLoadBalancing £, Elastic Load Balancing R1E & 612
HEYESERERARN N EELAR,

Z 1L Elastic Load Balancing AP RKRECIERFSHEXAE K BLNEEMENR. BEXEZEER , &
ZH |AM AR I RS HE X A B IR,

RERSHEXAR

& T LUREB M H5R AWSServiceRoleForElasticLoadBalancing 8 IAM. BEXEZEER |, HSH
(AM AFPiEmM) RRRERSHEXABRR,

MRS HEXAE

MBETBEEEMA Elastic Load Balancing , A1 WS MIBR
AWSServiceRoleForElasticLoadBalancing.

REEMBRIKF, PP EREEESRE , THEMBREERESHEXAR, AWS XTHRREFTLTEDMBR
HEENABIERANE. BXEZEE , HZSHEMIER Application Load Balancer, filBk Network
Load Balancer Fil BR& B A £ 39 #i88o

O LAER IAM #24]&. IAM CLI 2 IAM API BIBRIRSHEX B, BXEZER |, 55H (AM AF
FEr)Y RHHMBRESHEXAE,

ELRIIBR 2 F& AWSServiceRoleForElasticLoadBalancing , IR &6 A #19% 25 |, Elastic Load
Balancing 2B X 8IE1ZAE,

AWS Elastic Load Balancing £ & &K #&

AWS RERBEZHYEMEEAILI R AWS, AWS RERMEEN TS ELABIRMANR , LUE
BELTR N AP, ANARDERR,

FicfE , AWS HRERB AT NENBEASRTFRENENR , BAENTHAE AWS FFE
M. BNBWBIEHETENERAZSNES EEHRERE -SRI NR,

BIEEERAWS REFBRPENHONE, 1R AWS B3 AWS HEFRPENHNE , WEHLE
MiZXBATRBNMEZERASH (AP, ANAR ), AWS RETRELEBSIIHN APl RIARSE T
LAEF T AWS RS B9 API B24ERRTEH AWS FEE RIS,

BREZER , F5H (AM BAFERE) Rl AWS EE R,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage_delete.html#id_roles_manage_delete_slr
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https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSElasticLoadBalancingClassicServiceRolePolicy.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSElasticLoadBalancingServiceRolePolicy.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/ElasticLoadBalancingFullAccess.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/ElasticLoadBalancingReadOnly.html

Elastic Load Balancing

RAriEmE

B HiR =p:
ElasticLoadBalancingFullAcc w7 BFXEBAMATENXRNarc-zonal - 2023 £ 11 B
ess - N B RN ER shift:*#4#, 28 H
ElasticLoadBalancingReadOnl  #0 T A TREUR FXEBBAAFERIN 2023 £ 11 B
y - NI B R ER BR : arc-zonal-shift:GetManagedR 28 H
esource , arc-zonal-shift:Li
stManagedResources  #l, arc-zonal-
shift:ListZonalShifts
AWSElasticLoadBala WINTRFNEEEMENRNec2:Descr 2021 £ 10 B
ncingServiceRolePolicy — X3  ibeVpcPeeringConnections  #fk, 11 B
BEREEHNERR
ElasticLoadBalancingFullAcc W TR FNEEEMENRNec2:Descr 2021 £ 10 B
ess — WA RIEHY EH ibeVpcPeeringConnections i 11 H
ElasticLoadBalancingFullAcc XY Elastic Load Balancing M#EXRFHIE 2018 £ 9 A
ess : FER 215 R R, 20 H
ElasticLoadBalancingReadOnl  32f%3XJ Elastic Load Balancing M#XREHWA 2018 €9 A
y : HTERE BEiAE, 20 H
Elastic Load Balancing FF#4#iR  Elastic Load Balancing FFIRIRERE AWS £& 2018 £ 9 A
FRE X REENE K, 20 A

Elastic Load Balancing & M £ 38 iF

ETHESETRESMITXGEE , 55
BREAMITR. AWS RF BX—KREER

BALMERATEE=AF1HIRE AWS Artifacte BEXEZER | &

FﬂAWS RS “EEMITRIX D
EZFEAWS Mt RIAWS,

E’J:;'E” ”

, RIFEFERN

RPN “TEIRE FHAWS

Artifact,

IBEMER AWS RS R EAREBR T ENBIENHEBME, RATNEN B RUREREENE

Mo AWS R T U T HRRFBHRIA S

EMMERAE 39


https://aws.amazon.com/compliance/services-in-scope/
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https://aws.amazon.com/solutions/security/security-compliance-governance/
https://aws.amazon.com/compliance/hipaa-eligible-services-reference/
https://aws.amazon.com/compliance/resources/
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https://docs.aws.amazon.com/AmazonECS/latest/developerguide/
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https://aws.amazon.com/security/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/infrastructure-protection.html
https://docs.aws.amazon.com/STS/latest/APIReference/welcome.html
https://docs.aws.amazon.com/vpc/latest/userguide/
https://docs.aws.amazon.com/vpc/latest/userguide/
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https://docs.aws.amazon.com/elasticloadbalancing/latest/application/listener-authenticate-users.html
https://docs.aws.amazon.com/waf/latest/developerguide/waf-chapter.html
https://aws.amazon.com/privatelink/
https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html
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{
"Statement": [
{
"Action": "*",
"Effect": "Allow",
"Resource": "*",
"Principal": "*"
I
{
"Action": "elasticloadbalancing:CreatelLoadBalancer",
"Effect": "Deny",
"Resource": "*",
"Principal": "*"
}
]
}
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https://docs.aws.amazon.com/vpc/latest/privatelink/vpc-endpoints-access.html
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/creating-trail-organization.html
https://aws.amazon.com/cloudtrail/pricing/
https://aws.amazon.com/cloudtrail/pricing/
https://aws.amazon.com/s3/pricing/
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https://orc.apache.org/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake-concepts.html#adv-event-selectors
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake-manage-costs.html#cloudtrail-lake-manage-costs-pricing-option
https://aws.amazon.com/cloudtrail/pricing/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/logging-management-events-with-cloudtrail.html#logging-management-events
https://docs.aws.amazon.com/elasticloadbalancing/latest/APIReference/
https://docs.aws.amazon.com/elasticloadbalancing/latest/APIReference/
https://docs.aws.amazon.com/elasticloadbalancing/latest/APIReference/
https://docs.aws.amazon.com/elasticloadbalancing/2012-06-01/APIReference/
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"eventVersion": "1.03",
"userIdentity": {
"type": "IAMUser",
"principallId": "123456789012",
"arn": "arn:aws:iam::123456789012:user/Alice",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",

"userName": "Alice"
},
"eventTime": "2016-04-01T15:31:4872",
"eventSource": "elasticloadbalancing.amazonaws.com",
"eventName": "CreatelLoadBalancer",
"awsRegion": "us-west-2",

"sourceIPAddress": "198.51.100.1",
"userAgent": "aws-cli/1.10.10 Python/2.7.9 Windows/7 botocore/1.4.1",
"requestParameters": {
"subnets": ["subnet-8360a9%e7","subnet-b7d581c0"],
"securityGroups": ["sg-5943793c"],
"name": "my-load-balancer",
"scheme": "internet-facing"
},
"responseElements": {
"loadBalancers":[{
"type": "application",
"loadBalancerName": "my-load-balancer",
"vpcId": "vpc-3ac@fb5f",
"securityGroups": ["sg-5943793c"],
"state": {"code":"provisioning"},
"availabilityZones": [
{"subnetId":"subnet-8360a9%9e7", "zoneName":"us-west-2a"},
{"subnetId":"subnet-b7d581c@", "zoneName" :"us-west-2b"}
1,
"dNSName": "my-load-balancer-1836718677.us-west-2.elb.amazonaws.com",
"canonicalHostedZoneId": "Z2P7@J7HTTTPLU",
"createdTime": "Apr 11, 2016 5:23:50 PM",
"loadBalancerArn": "arn:aws:elasticloadbalancing:us-
west-2:123456789012:1oadbalancer/app/my-load-balancer/ffcddacel759e1do",
"scheme": "internet-facing"
1]
.
"requestID": "b9960276-b9b2-11e3-8al3-fleflEXAMPLE",
"eventID": "6f4ab5bd-2daa-4d00-bels-d92efEXAMPLE",
"eventType": "AwsApiCall",
"apiVersion": "2015-12-01",
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"recipientAccountId": "123456789012"

Example ;~fi] 2 : DeleteLoadBalancer 3k B ELBv2 API

"eventVersion": "1.03",
"userIdentity": {
"type": "IAMUser",
"principalld": "123456789012",
"arn": "arn:aws:iam::123456789012:user/Alice",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName": "Alice"
I
"eventTime": "2016-04-01T15:31:48Z7",
"eventSource": "elasticloadbalancing.amazonaws.com",
"eventName": "DeletelLoadBalancer",
"awsRegion": "us-west-2",
"sourceIPAddress": "198.51.100.1",
"userAgent": "aws-cli/1.10.10 Python/2.7.9 Windows/7 botocore/1.4.1",
"requestParameters": {
"loadBalancerArn": "arn:aws:elasticloadbalancing:us-
west-2:123456789012:1oadbalancer/app/my-load-balancer/ffcddacel759e1d@"
I
"responseElements": null,
"requestID": "349598b3-000e-11e6-a82b-298133eEXAMPLE",
"eventID": "75e81c95-4012-421f-a@cf-babdaEXAMPLE",
"eventType": "AwsApiCall",
"apiVersion": "2015-12-01",
"recipientAccountId": "123456789012"

Example 7”f5l 3 : CreateLoadBalancer 3k B 3%t f1 & 19 % AP

"eventVersion": "1.03",
"userIdentity": {
"type": "IAMUser",
"principalId": "AIDAJDPLRKLG7UEXAMPLE",
"arn": "arn:aws:iam::123456789012:user/Alice",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
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"userName": "Alice"
.
"eventTime": "2016-04-01T15:31:48Z7",
"eventSource": "elasticloadbalancing.amazonaws.com",
"eventName": "CreatelLoadBalancer",
"awsRegion": "us-west-2",

"sourceIPAddress": "198.51.100.1",
"userAgent": "aws-cli/1.10.10 Python/2.7.9 Windows/7 botocore/1.4.1",
"requestParameters": {
"subnets": ["subnet-12345678","subnet-76543210"],
"loadBalancerName": "my-load-balancer",
"listeners": [{
"protocol": "HTTP",
"loadBalancerPort": 80,
"instanceProtocol": "HTTP",
"instancePort": 80
1]
.
"responseElements": {
"dNSName": "my-loadbalancer-1234567890.elb.amazonaws.com"
},
"requestID": "b9960276-b9b2-11e3-8al3-fleflEXAMPLE",
"eventID": "6f4ab5bd-2daa-4d00-bels4-d92efEXAMPLE",
"eventType": "AwsApiCall",
"apiVersion": "2012-06-01",
"recipientAccountId": "123456789012"

Example ;=4 4 : DeleteLoadBalancer 3k B 3%t 715 159% AP

"eventVersion": "1.03",
"userIdentity": {
"type": "IAMUser",
"principalId": "AIDAJDPLRKLG7UEXAMPLE",
"arn": "arn:aws:iam::123456789012:user/Alice",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",

"userName": "Alice"
}
"eventTime": "2016-04-08T12:39:257",
"eventSource": "elasticloadbalancing.amazonaws.com",
"eventName": "DeletelLoadBalancer",
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"awsRegion": "us-west-2",
"sourceIPAddress": "198.51.100.1",
"userAgent": "aws-cli/1.10.10 Python/2.7.9 Windows/7 botocore/1.4.1",
"requestParameters": {
"loadBalancerName": "my-load-balancer"
I
"responseElements": null,
"requestID": "f@f17bb6-b9ba-11e3-9b20-999fdEXAMPLE",
"eventID": "4f99f0e8-5cf8-4c30-b6da-3b69fEXAMPLE"
"eventType": "AwsApiCall",
"apiVersion": "2012-06-01",
"recipientAccountId": "123456789012"

£ < CloudTrail FEHAMEELR |, 15251 (AWS CloudTrail BF#E®E) £/ CloudTrail & &R A,
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{
"Version": "2012-10-17",
"Effect": "Deny",
"Action": "elasticloadbalancing:CreatelLoadBalancer",
"Resource": [
"arn:aws:elasticloadbalancing:*:*:loadbalancer/*"
1,
"Condition": {
"Null": {
"elasticloadbalancing:ListenerProtocol": false
}
}
}
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https://docs.aws.amazon.com/service-authorization/latest/reference/list_awselasticloadbalancingv2.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awselasticloadbalancing.html
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