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4. FBEREBHFRENR instances ( EH)
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5. XF Target group name ( BARAEB ) , MAFBEHREANE R,

6. XITF Protocol ( % ) , %&# TCP , XF Port ( ¥%0 ) , 1%£$F 80,

7. XF VPC , £FETEENEHIH VPC,
8

9

XiF Health checks (IZ{TIRIRKE) , RERINRE.
. ‘BT %,
10. 7£ Register targets ( FME#R ) REAL , THA TSR, XRATLURBHRANTES R, B
=, MRENHAFSERHBRARGER[IRERB B ER , ELITUEM B R,
a. XITF Available instances ( ATASEH] ) | EEBE—NHZANEH,
b. RIFMIAKDO 80, RAFEFRTENUTFLE,
11. EFQIEBRE,

HIR 2 QIENE A D ESR

ZE 022 Network Load Balancer , 840 8 iR ARKIHBNELRRERFS , IR, FEMIP

kB, RERUEXEHNBZUR —PNRESMIFTIHNEL. ITHERATREEEFRNER,
TERETATMEFREZEIAREIEBRMNHAIRD, BAXSTENDUNBONESES | S

T SR EL i .
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ESHmEL | ERENABRHERMENXE, BSXEFESEN EC2 LAIHEEMN X,
ESMERPHARFET , EEAFITESR.

EFR B AR IIERR.

3 F Network Load Balancer , i&%$% Create ( 812 ) .

NFAEGEREN , MARTSERNEN, HlW0, my-nlb,

3t F Scheme #1 IP address type , iER B ERIAE,

NTFRERS | FERFLEAT EC2 EZHIH VPCo XN THRAXREZ EC2RFNBINTAK |, Hik
BRUAK , RAENZTAKEE-MBEFN,

© N o o b~ w0 b
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BEOE , A/F%ER Create load balancer ( RN F MR ) . ERUEIEHR , —ERIAEMES
BATFAESESR, CIBRAFEERE  BUUEBENERETCI]. BXEZER , F5H AFHY
R E .

SR 3 NiAME AT EER

B2 Network Load Balancer f& , i5HIAE EEMEHN EC2EHI K ERE.
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2
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EEWE SR BARITER[NBEHE |, %R Close,

ESME KT Load Balancing (7A£k3915) T , & Target Groups (B #54).

RO B R4,

1%$% Targets BRI RN EFIRBERME ., MRXFIRSRE initial , RIUERRER , ZHIPE
AMERES  FEREIUNEESTAENETRARERDNE. EENED —PRHIHRE
7 healthy f5 , BRI A5 E =R,
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EFRFMOIENABEERN BT EEAEENE,
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1. 3TFF Amazon EC2 ##l& , it A https://console.aws.amazon.com/ec2/o

2. ESMBEHPE Load Balancing (18 F#) T , %&# Load Balancers (£ 19#88).
3. ERAFIERNEIEE , AFHORER Actions ( #B1E ) . Delete ( HiIBR ) -
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FF 658 F R 4% S £ 15 #7188 AWS CLI

FYRBIUTHAANMEABIGERHET TIHFNE, AWS CLI

A

0%

REH

an
=

- SHR1 . AIERNZAEIEEIEMER
« FE2: (k) AWK ETEESEE Y IP ik
- SE3: (k) MBREHMEZHAEITE =S

Rl RS

« AWS CLI IR IEERBIRA T IFM & 0B I9E R |, FHLE AWS CLI SEM B S EImAN . BX

EZEER , HSFEAWS Command Line Interface AP 8™ AWS CLIF 2% HHTAH o

« RELZH EC2 KPIFEAMETAX, MREEQZEMEMA Internet AYRAEITE SR | B FHFEREUTL

B (VPC) BEENBNTARFELHE—INLE TN,

« REZBNEBINRAFIIES IPv4 B2k M IGHER, IPv4 REHEZFIRNER IPv4 ik

SN8EEREE  EEALER, MREFLEEFFiRER IPv4 M IPv6 it SAHHER[EE ,
B dualstack, AT LAEA dualstack 5/giw B #5 ( 20 IPv6e NAEFHIRE T ) BE.
IPv6

« EENMNTRARPEDSEH - EC2 Kfl, BHERXLERFINZEAAVMITRIGA LREFFiRH

TCP R B &R VPC NETIRAREE R, AXEZER , F2H BNnZe4d,

S 1 QRN E RS ERAEME R

BOEE - AFIERS  BERATIR,

12 IPv4 Network Load Balancer

1.

ff Fcreate-load-balancerin S 812 IPv4 AEEE R , WEIXZHNENTAXEE—IMNET
M, BNATRHXERERE—NFM,

RIABERT , HEAEMEHEYERRN AWS CLI, BEfIF4B3#EA VPC WEINRE4H, W
REVEBMEBEREARLASATIIEHRRK , WLEUNEBHHEXEK, BIMNBNEELIERNE
A --security-groups M A AEIERIEELZE A,

BIRSRAF 8
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aws elbv2 create-load-balancer --name my-load-balancer --type network --subnets
subnet-0e3f5cac72EXAMPLE --security-groups sg-0123456789EXAMPLE

W E S ARSI Amazon Resource Name (ARN) , #I0TF :

arn:aws:elasticloadbalancing:us-east-2:123456789012:1oadbalancer/net/my-load-
balancer/1234567890123456

2. {#Mcreate-target-groupin S 812 IPv4 B#r4 |, IEEZR AT EC2 2618 VPC, IPv4 B
IP FSEFIZEH B 7,

aws elbv2 create-target-group --name my-targets --protocol TCP --port 80 --vpc-id
vpc-0598c7d356EXAMPLE

WmHEEERAN ARN , BT :

arn:aws:elasticloadbalancing:us-east-2:123456789012:targetgroup/my-
targets/1234567890123456

3. fEHA register-targets t HIF R SSBEM I B ARA

aws elbv2 register-targets --target-group-arn targetgroup-arn --targets
Id=i-1234567890abcdef@ Id=i-0abcdef1234567890

4. {5 create-listener i T ABN I EIFCIEMTES | ZMUTESH A ERE XD BrEERIA
M

aws elbv2 create-listener --load-balancer-arn loadbalancer-arn --protocol TCP --
poxt 80 \
--default-actions Type=forwaxrd, TargetGroupArn=targetgroup-arn

mHAEEMTEEN ARN , BT :

arn:aws:elasticloadbalancing:us-east-2:123456789012:1istener/net/my-1load-
balancer/1234567890123456/1234567890123456

5. ( ®ik ) BRI LU B R describe-target-health &y S 1T B AR A K EM B FRHVE TR

aws elbv2 describe-target-health --target-group-arn targetgroup-arn

HR]A . EMBRABDERIEM BT 9
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DI AR M & B D T 2R

1. {ERcreate-load-balanceran & 8Nk N IGER , NEIRJNENTRAREE-—IMBT
M, BNMATRAKEREREE - TFM.

aws elbv2 create-load-balancer --name my-load-balancer --type network --subnets
subnet-0e3f5cac72EXAMPLE --ip-address-type dualstack

i E S AHYE SR Amazon Resource Name (ARN) , #I0TF :

arn:aws:elasticloadbalancing:us-east-2:123456789012:1oadbalancer/net/my-load-
balancer/1234567890123456

2. f#ERcreate-target-groupin S RIZ B¥r4 |, EELEHT EC2 E£HIfY VPC,

BRXCER BTG RLIME - TCP = TLS BHRALESERA.

&R LA IPv4 5 IPv6 EVEFA SR A EBR KB, BARAR IP b RERE T AEE
#RRA T ERERBRHTREURRE R B FRZITIRRA IP MR,

IPv4 BARAXE IP MSSPHIKRE BFR, IPv6 BN IP BiR,

aws elbv2 create-target-group --name my-targets --protocol TCP --port 80 --vpc-id
vpc-0598c7d356EXAMPLE --ip-address-type [ipv4 or ipv6]

wmHEEEFREAN ARN , BT :

arn:aws:elasticloadbalancing:us-east-2:123456789012:taxgetgroup/my-
targets/1234567890123456

P

3. fEHM register-targets tr S F B SSBEM I B ARA

aws elbv2 register-targets --target-group-arn targetgroup-arn --targets
Id=i-1234567890abcdef@ Id=i-0abcdef1234567890

4. fE create-listener BT ABHNHH Y EIF[CE—MIWET | ZMWTEEH A NBERELXT BHRAMN
BRIAFLI, XL SO # S MIME AR TCP 5 TLS m¥rss,

aws elbv2 create-listener --load-balancer-arn loadbalancer-arn --protocol TCP --
poxt 80 \

SR QIEMBRBIGEIRIEM BT 10
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https://docs.aws.amazon.com/cli/latest/reference/elbv2/create-target-group.html
https://docs.aws.amazon.com/cli/latest/reference/elbv2/register-targets.html
https://docs.aws.amazon.com/cli/latest/reference/elbv2/create-listener.html
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--default-actions Type=forwaxrd, TargetGroupArn=targetgroup-arn

mHAEEMTaEN ARN , BT :

arn:aws:elasticloadbalancing:us-east-2:123456789012:1istener/net/my-1load-
balancer/1234567890123456/1234567890123456

5. (Al ) &AL A LU describe-target-health @ B IR E B #r4A KT M B FrEVIZ1TIRR

aws elbv2 describe-target-health --target-group-arn targetgroup-arn

S22 (AE) AIRNEAFEEERE LM P it
1£ 812 Network Load Balancer B} , A LAfEFH MG A BN TRISE— DM IP #hil,

aws elbv2 create-load-balancexr --name my-load-balancer --type network \
--subnet-mappings SubnetId=subnet-0e3f5cac72EXAMPLE,AllocationId=eipalloc-12345678

S 3: ((FE ) MERERN R F AR
UATERENRGGRNE AN | TOUTEMB  WTAR -

aws elbv2 delete-load-balancer --load-balancer-arn loadbalancer-arn
aws elbv2 delete-target-group --target-group-arn targetgroup-arn

SET2 . (W) AMBRFIDERREL M P thit 11
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P 4% T B D i 2R

MERBIGERRLBT SR E —EMQ FLROMERBIGERRIZBER , NERABGEHIFER
FEB—AHSANTAXEHHNESR , Hlan EC2 K6,

ERELHMNE DR  ALGRERE  AERERIMIBERE. IREBRENEANTA
XPERFEL—MEMBER , WNEZABOERREERSNR, CEAUCIRMTHRREEREES
ImAVEEER | KRBT HAVERER B E B FRE PR B AR,

WA E R ZIFEFIRET VPC MEEE, AWS F£E VPN #ZE =75 VPN #RF RBH#TIERE,
AWS Direct Connect

ok
PBII RS

o« P hnbRE
- EEZERER
nESEREME
- BAAXAFIGE
-« DNS & #
- BESERTHXEITRR
- fI& Network Load Balancer
- EFMEAEIIERENATAKX
- EFMEAEITERR P R
- REMSNBIOERENEN
- EFRMEABOEENETSE
- FRicMZAFITE R
- HIBX Network Load Balancer
- BEEMZAFITERTRILE
- BRMEZAFIIERNATHXER

o FIEH Network Load Balancer ME B E
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MBI EERIRD

M & BT ERR AT RELL T R IR 2 — -

provisioning
EEREMZAEDER
active

ME A EERE TS REF ERTERARE,
failed

TEREMENHITERR.

IP k3R HY
BANREEF IR EENMEARBDERESERN IP kKA,
PGB 2R IFLAT IP bk SR
ipvé

B ABUER IPv4 3 (B0 192.0.2.1 ) #ATERE,
dualstack

EFuRAl SAE Al (5140 192.0.2.1 ) F IPv4 IPv6 #thik ( 5140 , 2001:0 db 8:85 a 3:0:0:8 a2e :
0370:7334 ) iE#£Z| Network Load Balancer,

EREM

. MENFHEB[RIFEFRAN IP it XB S HRHRTEE.

- EXX¥ UDP IPve MIWTESHIR IP RS , BHWARSEA “7 IPv6 & NAT BRABIE

o HEBANMKZAFEIEREANCERERX R | BRI E N MK AFESEFIEE AAAADNS i8
o £ IPv4 it 5 Network Load Balancer BEHEF i 4T A DNS id%k. £/ IPv6 it 5
Network Load Balancer BEH & F i &4 AAAA DNS ig3%,

o BELIEES B Bk MRS xT A EB I AR B AR @8R ViR Rl , AR EA R BB, B2 , XHTEEM
IEE BB M (Hln , BENEE®E, Transit Gateway 5 AWS VPN ) o  AWS Direct Connect

MEE RS 13
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BXEZER , "N EMMEZ A ESRM P i RE,

& 132 Z° PR R A

N FEF BT Network Load Balancer £ HEVEA TCP 53k |, B RERZEENRS, NREF K
HEMEEZRBENBRAEEENEZELAEZEMHE N TFTBRERZIERE, MREFF DB REZERNE
REIRERERIE , NEFIKLSWE — TCP RST HiFE , LI REETBE R,

TCP FHVBAIAZE REBAHE R 350 ¥ , (B[ LLEFT A 60-6000 ¥ 2 [AIEI{E, FFiwmsk B ARl LA
TCP keepalive IR EFSZE MBI, R4 TLS EEMEAIEN Keepalive BIEBTEETEHES M
Ho

TLS MIVTESHYEZZSREBAT R 350 ¥, TEMB®. H TLS MU KEIRBE iR B R TCP
keepalive iR ERT , AEHE R ALK TCP keepalive HiEE , #E 20 W FeIX XD %N Ei%
EE, BTEEBEIULTR.

B UDP ik , ERAFRESNRERN B IP it Mk OREF UDP RS, XATHARETE
— N RPN BESRAREEERNEIR. ZRENERE , ARTIERSZRFEAN UDP HiES
ERFR , HEAZIFM B #R. Elastic Load Balancing ¥ UDP RHZE REBAHEIRE R 120 ¥, TE
T HEBITER,

EC2 KB 30 B MW RIHTiE R F sE R IR E BR 4R

BXEZER  FEH ENZHEN,

MEBEEREE

HA BT HEN ARSI HENEER LR TRE. 6XELEL , #5H BENSUEEE
e

W& MBI N EEEEHENT -
access_logs.s3.enabled

SRR AEM#E Amazon S3 AR BE. BRIAMER false,

access_logs.s3.bucket

V3 B SFr A8 Amazon S3 FEERI B, MRBATRAR , NkEHRL4EN. BXEZE
B, SR FREBER,

TE T R A 14
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access_logs.s3.prefix

Amazon S3 FEE P EMN IR,

deletion_protection.enabled

EReRBEARBRERT . BIAA false,

ipv6.deny_all_igw_traffic
FHIEEERM M (IGW ) ThRIME R E9Hes , BB BEERM MK E /815 8 A ZB M & A9 &
. NTHMBEBRMHYMNEAEITES L ©IREN false ; HTAHTMEAEEEEE , ©RE

N true, WEMFR M LILEIE IGW EEXMIGRE ( Fla0 , BEXNEEE, Transit Gateway = AWS
Direct Connect ) » AWS VPN

load_balancing.cross_zone.enabled

EReRBATETAXAHTE. RIAMER false,

dns_record.client_routing_policy

ERNNAEMSAEaERTAXZA#TIERE. A6

W{EN availability_zone_affinity ( 100% A A X3EH

). partial_availability_zone_affinity ( 85% WX ZEMM ) M
any_availability_zone (0% ATRARXEME ) o

zonal_shift.config.enabled

if%ﬁ%ﬁﬁ?@iﬁﬁgo %ﬁi}\ﬁﬁg false,

5 7] X g9

RIAERT , BINEAHIERT /AN EETARFHNEIR BRI ERE. MREFETEX
HOEEE  WSIMNNEARIERTR2EMEREANTAXPHEMR BRI ERE, SthAL
FEEREARNEXBAHIIE, BXESEL , HS 0 Elastic Load Balancing FAF 8RB # the
section called “B5 7] A X 1 19 %7 5 X H 0 819,

DNS & #r

B8 Network Load Balancer #Hi2 W E| —MNERIARYIZ B RS (DNS) B, HiEEWT : name-id
elb, region.amazonaws.com, f5l#l , my-load-balancer-1234567890abcdef, elb.us-
east-2.amazonaws.com.

B A X A 15
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MREEERFEAERZICERN DNS BF , NGB BE LEHEHFEEMB ARG E RN DNS
BMMEXE, EEFHREALEEUHE#HITERN , DNS RS2 CHNT A MK ATITE R DNS
B Ro

B, MFATNEBIMEEMEB R, T—F , BIEHN DNS RS ( (ENEHEMRE ) %
DNS i R BERBEHIEHMNEZ NG ER, BXELZER , HSHEN DNS REHV X, flw
MR EF Amazon Route 53 FIYE DNS RS |, BRlE—KIEQNEZ AR IIERNFBIER. BXES
88 , 53 Amazon Route 53 FF X A R IEEMHP I RERHE ELB A9 fss.

P E MBI ERH TN ENEANTAXEE - IP #iit, XEEREAREERT AN IP ik,
P& A ITEBRHY DNS BT R ix b, Hln , RIREHNEZAFEERNEELTE 2
example.networkloadbalancer.com., AT dig = nslookup T HHAEMEZREIGERT R
B IP bk,

Linux 2% Mac
$ dig +short example.networkloadbalancer.com

Windows

C:\> nslookup example.networkloadbalancer.com

ME R EREFHT 2K DNS idF. BALAEAEBLTEERN DNS B #KHE Network Load
Balancer 71 SUfY IP #tbiit : az, name-id .elb, region.amazonaws.com.

Linux 2% Mac
$ dig +short us-east-2b.my-load-balancer-1234567890abcdef.elb.us-east-2.amazonaws.com
Windows

C:\> nslookup us-east-2b.my-load-balancer-1234567890abcdef.elb.us-east-2.amazonaws.com

MEBEHR[THXETRR

NFENEEANTAK , MEAEI9EESE Route 53 FHEAE AKX DNS iBFHH IP ik, 24P
EAFHEERREBIRETARNTAXETRRELER |, FFM Route 53 HEERE DNS idk,
A Amazon CloudWatch $g§#r %12 A B9 E R XEiZ TR )R ZonalHealthStatus , LA LAERA

AEBERTAXETRR 16


https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/routing-to-elb-load-balancer.html
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WTRSEBEEBNESH , NTTEEMpEERBRRENNARFTRAE, BXEZER S
% Network Load Balancer ¥§#%.

MERBITGERATERETSHRRTEBET TRAXKETRARE , NSBEE
w

BITRRETE. FS
FITX, THRABEYATAXKETRARESBNE R EERSTRRTMENE LR

5
WERE,
FRETARER :

- MBHERIKBETRAEEBR

c BTRAEREERBED TRENZ/NME

- EE#TTAREBHTAXE BN

- HTRNEEE , REEEBIEBIESTRREERFXE

£1|Z Network Load Balancer

Network Load Balancer # 2R H&EFiRViER , FHESESIBIRARRBE R (Fla0 EC2 =41 ) o

HEIF R 2Bl , FREAENMEAREER[RNENLESR (VPC ) ERMRERANESNTRAXPEDF -
MBFR, EELAEEBIRAHEIMEL —NBEIRURENRINME , FERRERHE BIRE,

E{# A 612 Network Load Balancer AWS CLI , &5 7T #4448 11 539 #7388 AWS CLI,

E{F H 82 Network Load Balancer AWS Management Console , 5B T ES

(F

- FR1: BERRE

- FR2  GEMBR

- TR 3 BEABIGHHIMTR

Nil

B4 Wit A EkS i as

B BBEBRA

BEBMARTFLEMESR , Hlin EC2 £Hl, HEFREMENEHHDESRN |, BEUTSBEHEEMN BIF
G AEMITESSHN S ERRE, BXEZELR |, 1§55 Network Load Balancer B9 B #54H,

R

- BIRAPIFMEBERS4IMEGMEER IP a3k . IPv4 5 IPV6,

elfednt=4kt 17
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o IBATE R AR AEEERN IPve BFR4A,
o BB IPv4 BirEEdualstack g9 %288 UDP TS &EA.

EAEFH A EER A

R

ITH S EC2 #25|A& , Bk A https://console.aws.amazon.com/ec2/.
ESMERD , EEEFRA.

EFEAIZE B RA.

HEEABEERPHITUTERE

a. XF Choose a target type ( EZFBEFRER ) | % Instance ( SEH1 ) LAIRSEHI 1D EA/
B#5 , %4% IP addresses ( IP #b3ik ) LA3% IP st 5E A B ¥R , s&%4% Application Load
Balancer ( RARFAEHGES ) URE NN AR ASRITEHESREMN BI5.

b. XTERARH , MABRANBR,
c. XIF Protocol (M) , EZTHML , MTFFAR -

- WMRMITERMHILA TCP , i%# TCP = TCP_UDP,
o WRMITEDHIH TLS , 1E3F TCP = TLS,
.« MRMITEFMHILA UDP |, i%# UDP 5 TCP_UDP,
- WMRRITEFMHIH TCP_UDP , %% TCP_UDP,
d. (&) NFiwO , EREFSEESRIRIAE.
e. XTF IP tbubZKH | HiEFIPVAZIPVE, XRE BIRER RSB IP thukft |, tETF AT A,

HEOIZBHRAR , BFTEER IP hubRE,
f. XTFVPC, 2REFEIMNVEHFNEMUILER (VPC) .

MNTETRRREER  REFEBARARE. FTERETRARE , RRESTIRRRER
O, it#, @t FARFUEKIRB, IRETRALEERESETRATERREITHR , NE
AHPERFEEFFELERS. MRESTRAREEZBEIZTRREEREITH , NERRHEE
RRERRREER. BXEZER , F2H MANEEEREFEANSTRIRE,

(AL ) BARMARE |, BRITHRE | BEMIFE , RARWARSENFEE.

iij:¥-|:_$o

SR REBHA 18
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S 2 EMERR

&AL e B ¥R4ESEM EC2 K4, 1P #u3ik 5§ Application Load Balancer, X 2 612 M4 1519 & 2589 7]
ESB, B2, BATUEMER , LBERNEZASTEHZTREKHT B 7.

1. EEMEATES , BOTEIRIM—NRNZNEFE
- MRBFRBEHXIM, FEREXH , WARD , REERETEREEIMOERXHM,
- MRBFRRER IP MU, FEEMNSE WA PR O |, REEERE TEAFEMTERN
I

- WMRBE#REHER Application Load Balancer , i —4 Application Load Balancer,
2. %&$® Create target group (812 B #54).

SR 3 BERESEHFMMTR

B ENENBIGESR  SL4T e AREMEZAROERNEAREERES , SIWNEH, FERHNIP it
KRB, RERHAEXENMEUAR —ANHSMITRENER. MITHEATREEEERNHAE. ©
BETATNEFREZIMNZARGEROPUAGRO, BXIXENDPUINRONESEER , S
PR EL B .

{5 AR 425 & B (B P90 48 S B 1 1 2R A T 2%

1. FIH LS EC2 #&l& , Mt A https://console.aws.amazon.com/ec2/o
2. ESMERTP , ERAEGESE.

3. ERUBABIHER.

4. EMBAFHERT , EFQE,

5. BEXEE

a. NTREIEREN , MANBABHEERNE. B0 my-nlb, & Network Load
Balancer B9 & #h7E1% X138 Application Load Balancer #1 Network Load Balancer £ #2470
—. ERZAEE 2NFEH , HERGEFERFFFZHNERH. ETRENEFH
internal- FLRERE,

b. XF Scheme (5FZ) , i&#F Internet-facing (E [ Internet) 2 Internal (REF). M@ EEKMEY M
FABHERNREETFIRNERESEHRMNEHBE B iR. ASMEAEOEHSERATLE IP
b1k 538 SR B B E B #7o

c. XNFIP#uRE  FERIPVAENEFIRZEA IPv4 it SMEXARBERBEE , IRE
W& FimEEER IPv4 F IPv6 thit EMZ AFITEIZERE , WEFEIREE.

HW2  EMER 19
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6. RILEIRG

a. XWFVPC, E%EREATF EC2 =4ty VPC,
MBMHEE Scheme PIEBETHRERN , N RE VPCs i BEBW M x Al {#i£#F,
WMBRER IP K H %R T D ualstack , MERIEF A “H IPv6 & NAT BREIER , BUTEE
N hn UDP il 28,

b. XF Mappings ( BR& ) , EB—NHZANTAXMENNFN, BAZANMNTHAXTRSNA
BFNBHEED, SUUEECZ584AZNFM,

X FE R BB M EREIOES | BU IS TAXKIEREM P i, XFREAMNE
MBI E IR EES IP ik, F , X FAEP Network Load Balancer , BRI LAMEBNFN
B IPv4 SEEIR 2B —NFAE IP #iit , MAXIEBEE AWS 28 —1N,

FNFEBA TR NAT WA gEss , SalmABEN IPv6 s iE RN RE AWS 2B —1
B %o

7. WTFLREA , BN EH VPC MARERINLZLE., EAUREFTELAREMLEE, MRE
RAGENZRZEYE  FEARCBRFINZ2EAHUE—NREENREERNTL2H. BXESE
B, %% (Amazon VPC AR 1Em) FHEIEZ 24,

/A Warning
MREMERXBEFEMNLZ2EAENEATIGERXEK , WL EUEEFEXEK,

8. 1WTERFEEH

a. BRINERAFEWIRO 80 LW TCP REM MW, B REBRIAMTIFRE , NERESE
BB AED,

b. XNFERINRE , EBRENRAUELRE. MRUTEECIEEMEIREA , NAMILEGIR -
B¥RAE, EE T BURER RN EF AN INE b iivras (4l , TLS MWaY ) -
BB IPv4 B Edualstack 9% 88 UDP TSl & A,

c. (W) ANINFRZ AT 2R 1T 03K

d XNTFREMW/KE (PERTF TLS MWres ) |, BHHITUTERE

. NTREEE , FREFSEERNRZERE,

ii. XF ALPN KB§ , BExFE—NFRKLLB B ALPN |, SUEERTEAZR ALPN,
ST 3 BE MG E ST 20



https://docs.aws.amazon.com/vpc/latest/userguide/creating-security-groups.html
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9.

10.

11.

ji. X FERIA SSLUEP |, EFBEKE ACM ( #E ) HEFIUEH, MRESETHIES , N
ALCFHREHR S A ACM |, SifEA ACM N ETMRBIEH. BXESEE , 56 (AWS
Certificate Manager FIF 1§/ PR A M MEEIED,

(A& ) BATLUR Y INARSS E M B gt — R EM. fla , BRUMMATARE !

- RAILLIEIE AWS Global Accelerator &8I IESE , RN AT ITE S MESFHEX
B, MEREHRANETEUATERF (HRZ4NFR) 1az. AZ, 09, . (AR)M-(EF
). RIEMZESRS , # A AWS Global Accelerator 4| ATRE B, BEXEZER , ESH
Add an accelerator when you create a load balancer.,

o B RE SR INZE] Amazon Internet Monitor , &0 LUEIR1E W 4& 71 8039 @88 37 N
¥ BT CloudWatch BEEXMREMN ISR, BXEZELR , BSRAMNTE NS A ZITEEN
Y5 o

R

(Wi ) RSN MERREERRTHL, EXESEL , BEHRE,
e

EEERE , ARERCIBARGESR. FelBIEG , —ERAEMSNATREAHEER, ¢
BEMEXAEEERE , EUNEENERECl]. AXESZEE BN A8gEREM.

SR 4 NA B BDERR

RIBRMENFIOERE , BUURIEEN EC2 XF2REBIMBETIRRRE , RENHMEZ R
HIEERERBEELEYN EC2 RAAKERE. EMERME B IGHEES , BESFEMER Network Load
Balancer,

A= P 45 S B D T B

1

2
3.
4

BIRMEZREBER G , EHEXA,

EEMSMERS , EEEIRE,

EERT B RE.

i£$% Targets (B#7) ARIUEEHKFIREEMSE . MRXRIPRESR initial , RABEEN , X
PIREEMEES , RERBEIANEZSTHAENETRIRER MM E, £EED PR
DHABTRAREE , EANEAMENEGER. AXESEER , B30 BRETRL.
ESMERT , ERREEER,

IR R P 8 B9 AR

B4 WA FIDE R 21


https://docs.aws.amazon.com/acm/latest/userguide/gs.html
https://docs.aws.amazon.com/global-accelerator/latest/dg/about-accelerators.alb-accelerator.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-IM-get-started.nlb-monitor.html
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7. &%l Network Load Balancer # DNS &% ( 170 , my-load-
balancer-1234567890abcdef, elb.us-east-2.amazonaws.com ) . 1% DNS & # L F B % #E
Internet By Web | ¥EEFMtbat = h, MR —YIEE , MKBBLE RERSH[NEBRIATE.

AT 4 k9 T RR AV A A X

& 0] LARE A 79 S8 8 Network Load Balancer B A ZATAKX, BATARXE , XN ZATAXFAIEE
—NFW, ERA—NTAKE , AFSESRAF B EREHIZTAXRFHNEEME R, NREH
RENBANTRARHYEEZED—NEMER , IABHSERTEERENE., BASINTAREYT
RENMARFNEREEED

Elastic Load Balancing E & FEN AT AX PO E—PMNEAHIERETR , HEZATAXPAAIEF
MElE—NMEEO, ATAXPHEN Network Load Balancer ¥ = #f48 F P 4832 Q3R EX IPv4 bk,
U LEREXEREED | BLENEH#I TSR

EEREM
- NTHEHOERMHMEAESEHSR  SEENTFRLAELEE SANTA IP ik, TR R

HIOER , REIHERTNFR AWS FEEIE IPv4 hitef | F EFEXEM.
- TEEESARTARFN TN, B2 , EAUEFRZRINTAXFIEETFN , HEABXEARK
FERRES BRI ZRAAXFH B R
o BREERMXIFPIEEFM,
« IR Network Load Balancer EA5EEKH Amazon VPC KixT mKEk , MEEBBR TN,
e L ET Ry F e |, RERATEHN ID Rl —METRIMEED,
E—aTAXANFMNERSLARIMILNIRE, BEETHABBRIAEGFR , RETLURMHFH FM,
FRRBRRZAREREE 3 78T EET K.

ElZEE B EBMA Network Load Balancer Bt , BAILUER A BN T AXIEERM IP ik, 24 IP
3t BB Network Load Balancer 1184 IP #biit, MRGIERTIEERM IP ik , W AWS FH
BANUTRAX 2B — /N P it

EBIZ AN ZB Network Load Balancer B , A LLUERIEES N FRWFLE IP #tbit, FAH IP it HE
B Network Load Balancer 2874 IP #hit, MIREIEFBRFRIEEFE IP ik , MERE AWS DBt —

AN
Mo

TEE#1 Network Load Balancer WRIAAXF 2 81 , BB B EENINEERE, REJE THEHRED
AT EEE M,

EFHTAX 22
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A EF A A X A RE i B

- BRFME , HXBHBEMEMEED (EN) LR, X2SBAAXPHREEEE
ik,

- BERTME , BEXEBRNTAXANA BAREFEIRIE A unused, X&FEXLEBIRM
ARAEREFBER AR ILEEXEERNAMAEEDERE. XTEEABEXESARFEHRE
H At w] A X A9 (R (T 2

- MENBITERATEREE S (FQDN) B 60 WHEFETE (TTL), BRI ESTFE BRI A
RAXJE , EAIMENE S imEES T HIERN , EX DNS BXEN , A ERESEBE
EAR R T AX,

EREHEEHRTAKX

LS EC2 #2414 , it A https://console.aws.amazon.com/ec?/,

ESmBEED , ERABHEESR.

EFE RIS,

EMEBRENET+ £ | ERRETM,

ERRATAX , BEFHEEEHERE-—INFHW. IRRE-NTAKX , NLEFKFM,
ZFEHREEANTRARNFM , BMIIRPERHMBFNZ—,

EZEATAKX , FEREEIEE,

ERREER,

© N o o bk 0 Dd =

EEHATAKX , w6EH AWS CLI

5 set-subnets %

AT RS BT ERAY IP ik SRE

BO L B ESN MK AESESS , LEZEFP XA E et 6EH IPv4 IPv6 ibit IPv4 ik
( M ) EMERFIERFEES, MEAHRISES[BEEIFEAN P KB EHR#HITEE. BX
EZEER ,BSH P thut 38,

dualstack ER

« BRI EEMEARIGERNIRE P hu R AN ERE.
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https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/cli/latest/reference/elbv2/set-ip-address-type.html
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https://docs.aws.amazon.com/cli/latest/reference/elbv2/modify-load-balancer-attributes.html
https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/cli/latest/reference/elbv2/modify-load-balancer-attributes.html
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https://docs.aws.amazon.com/cli/latest/reference/elbv2/set-security-groups.html
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ELBSecurityl % TLS13 -1-3-FIPS-2023-04 s s &

fim
ot
ot
ot

ELBSecurity Bz TLS13 -1-2-FIPS-2023-04 s X
= = =] =]

ELBSecurityPolicy-1-2-res TLS13-fips-2023-04 s’ X
= = =] =]
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ELBSecurity Bl 2R -1-2-ext2-f TLS13 ips-2023-04

ELBSecurity B2k -1-2-ext1-f TLS13 ips-2023-04

ELBSecurity B %€-1-2-ext0 TLS13-fips-2023-04

ELBSecurityB % TLS13 -1-1-FIPS-2023-04

ELBSecurity B %€-1-0 TLS13-FIPS-2023-04

B R B 0 By 2 5D

TR#ERT Z FIPS RERMEIIFNED,

RERM

ELBSecurityl % TLS13 -1-3-FIPS-2023-04

ELBSecurity %€ TLS13 -1-2-FIPS-2023-04

TLS TLS TLS TLS

1.3 1.2 1.1 1.0
5 >4
= = =) =)
5 >’
= = =) =)
5 >’
= = =) =)
>’
= = = =)
= = = =

R

TLS_AES_128_GCM_ SHA256
TLS_AES_256_GCM_ SHA384

TLS_AES_128_GCM_ SHA256
TLS_AES_256_GCM_ SHA384
ECDHE-ECDSA--GCM-AES128 SHA256
ECDHE-RSA--GCM-AES128 SHA256
ECDHE-ECDSA--AES128 SHA256
ECDHE-RSA--AES128 SHA256
ECDHE-ECDSA--GCM-AES256 SHA384
ECDHE-RSA--GCM-AES256 SHA384
ECDHE-ECDSA--AES256 SHA384
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ELBSecurityPolicy-1-2-res TLS13-fips-2023-04

ELBSecurity B %€-1-2-ext2-f TLS13 ips-2023-04

=55

ECDHE-RSA--AES256 SHA384

TLS_AES_128_GCM_ SHA256
TLS_AES_256_GCM_ SHA384
ECDHE-ECDSA--GCM-AES128 SHA256
ECDHE-RSA--GCM-AES128 SHA256
ECDHE-ECDSA--GCM-AES256 SHA384
ECDHE-RSA--GCM-AES256 SHA384

TLS_AES_128_GCM_ SHA256
TLS_AES_256_GCM_ SHA384
ECDHE-ECDSA--GCM-AES128 SHA256
ECDHE-RSA--GCM-AES128 SHA256
ECDHE-ECDSA--AES128 SHA256
ECDHE-RSA--AES128 SHA256
ECDHE-ECDSA--SHA AES128
ECDHE-RSA--SHA AES128
ECDHE-ECDSA--GCM-AES256 SHA384
ECDHE-RSA--GCM-AES256 SHA384
ECDHE-ECDSA--AES256 SHA384
ECDHE-RSA--AES256 SHA384
ECDHE-RSA--SHA AES256
ECDHE-ECDSA--SHA AES256
AES128-GCM-SHA256
AES128-SHA256

AES128-SHA

AES256-GCM-SHA384
AES256-SHA256

AES256-SHA
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ELBSecurity B 2€-1-2-ext1-f TLS13 ips-2023-04

ELBSecurity B{ 2R -1-2-ext0 TLS13-fips-2023-04

=55

TLS_AES_128_GCM_ SHA256
TLS_AES_256_GCM_ SHA384
ECDHE-ECDSA--GCM-AES128 SHA256
ECDHE-RSA--GCM-AES128 SHA256
ECDHE-ECDSA--AES128 SHA256
ECDHE-RSA--AES128 SHA256
ECDHE-ECDSA--GCM-AES256 SHA384
ECDHE-RSA--GCM-AES256 SHA384
ECDHE-ECDSA--AES256 SHA384
ECDHE-RSA--AES256 SHA384
AES128-GCM-SHA256
AES128-SHA256
AES256-GCM-SHA384
AES256-SHA256

TLS_AES_128 _GCM_ SHA256
TLS_AES_256_GCM_ SHA384
ECDHE-ECDSA--GCM-AES128 SHA256
ECDHE-RSA--GCM-AES128 SHA256
ECDHE-ECDSA--AES128 SHA256
ECDHE-RSA--AES128 SHA256
ECDHE-ECDSA--SHA AES128
ECDHE-RSA--SHA AES128
ECDHE-ECDSA--GCM-AES256 SHA384
ECDHE-RSA--GCM-AES256 SHA384
ECDHE-ECDSA--AES256 SHA384
ECDHE-RSA--AES256 SHA384
ECDHE-RSA--SHA AES256
ECDHE-ECDSA--SHA AES256
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ELBSecurityB % TLS13 -1-1-FIPS-2023-04

=55

TLS_AES_128_GCM_ SHA256
TLS_AES_256_GCM_ SHA384
ECDHE-ECDSA--GCM-AES128 SHA256
ECDHE-RSA--GCM-AES128 SHA256
ECDHE-ECDSA--AES128 SHA256
ECDHE-RSA--AES128 SHA256
ECDHE-ECDSA--SHA AES128
ECDHE-RSA--SHA AES128
ECDHE-ECDSA--GCM-AES256 SHA384
ECDHE-RSA--GCM-AES256 SHA384
ECDHE-ECDSA--AES256 SHA384
ECDHE-RSA--AES256 SHA384
ECDHE-RSA--SHA AES256
ECDHE-ECDSA--SHA AES256
AES128-GCM-SHA256
AES128-SHA256

AES128-SHA

AES256-GCM-SHA384
AES256-SHA256

AES256-SHA
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BEREE =g

ELBSecurity B %€-1-0 TLS13-FIPS-2023-04

TLS_AES_128_GCM_ SHA256

+ TLS_AES_256_GCM_ SHA384

+ ECDHE-ECDSA--GCM-AES128 SHA256
+ ECDHE-RSA--GCM-AES128 SHA256

+ ECDHE-ECDSA--AES128 SHA256

+ ECDHE-RSA--AES128 SHA256

+ ECDHE-ECDSA--SHA AES128

+ ECDHE-RSA--SHA AES128

+ ECDHE-ECDSA--GCM-AES256 SHA384
+ ECDHE-RSA--GCM-AES256 SHA384

+ ECDHE-ECDSA--AES256 SHA384

+ ECDHE-RSA--AES256 SHA384

+ ECDHE-RSA--SHA AES256

+ ECDHE-ECDSA--SHA AES256

+ AES128-GCM-SHA256

+ AES128-SHA256

+ AES128-SHA

+ AES256-GCM-SHA384

+ AES256-SHA256

+ AES256-SHA

BB X 72 B R B
TRER T ZFFNRDH FIPS ZEXKMK,

TR Eoge o BREH
OpenSSL — TLS_AES_128 _GCM_ « ELBSecurityBt® TLS13 -1-3-FIPS 1301
SHA256 -2023-04

IANA — TLS_AES_128_GCM_ SHA256
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OpenSSL — TLS_AES_256_GCM_
SHA384

IANA — TLS_AES_256_GCM_ SHA384

R REE

ELBSecurityPolicy-1-2-res TLS13-fip
s-2023-04

ELBSecurityB{3& TLS13 -1-2-FIPS
-2023-04

ELBSecurity B %&-1-2-ext2-f TLS13
ips-2023-04

ELBSecurity B %&-1-2-ext1-f TLS13
ips-2023-04

ELBSecurity B %&-1-2-ext0 TLS13-fip
s-2023-04

ELBSecurityB{3& TLS13 -1-1-FIPS
-2023-04

ELBSecurity Bi%-1-0 TLS13-FIP
S-2023-04

ELBSecurity {2 TLS13 -1-3-FIPS
-2023-04

ELBSecurityPolicy-1-2-res TLS13-fip
s-2023-04

ELBSecurity B2k TLS13 -1-2-FIPS
-2023-04

ELBSecurity B %&-1-2-ext2-f TLS13
ips-2023-04

ELBSecurity B %&-1-2-ext1-f TLS13
ips-2023-04

ELBSecurity B %&-1-2-ext0 TLS13-fip
s-2023-04

ELBSecurity B2k TLS13 -1-1-FIPS
-2023-04

ELBSecurityBt2R-1-0 TLS13-FIP
S-2023-04

ZHEH

1302
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OpenSSL — ECDHE-ECDSA-AES 128- < ELBSecurityPolicy-1-2-res TLS13-fip c02b
GCM-SHA256 s-2023-04
IANA — TLS_ECDHE_ECDSA Wi  ELBSecurityB(%& TLS13 -1-2-FIPS
TH_AES_128_GCM_ SHA256 ~2023-04
+ ELBSecurity %K -1-2-ext2-f TLS13
ips-2023-04
« ELBSecurity %k -1-2-ext1-f TLS13
ips-2023-04
« ELBSecurity Bl %€-1-2-ext0 TLS13-fip
s-2023-04
 ELBSecurityB{%& TLS13 -1-1-FIPS
-2023-04
- ELBSecurityB#%-1-0 TLS13-FIP
S-2023-04
OpenSSL — ECDHE-RSA-AES 128- » ELBSecurityPolicy-1-2-res TLS13-fip c02f
GCM-SHA256 s-2023-04
IANA — TLS_ECDHE RSA WITH  ELBSecurityB(%€ TLS13 -1-2-FIPS
_AES_128_GCM_ SHA256 ~2023-04
+ ELBSecurity Bl %-1-2-ext2-f TLS13
ips-2023-04
+ ELBSecurity Bl %-1-2-ext1-f TLS13
ips-2023-04
. ELBSecurityB3-1-2-ext0 TLS13-fip
s-2023-04
 ELBSecurityB(%& TLS13 -1-1-FIPS
-2023-04
+ ELBSecurityB{%-1-0 TLS13-FIP
S-2023-04
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OpenSSL — 12 8- ECDHE-ECDSA-
AES SHA256

IANA — TLS_ECDHE_ECDSA_WiI
TH_AES_128_CBC_ SHA256

OpenSSL — 12 8- ECDHE-RSA-AES
SHA256

IANA — TLS_ECDHE_RSA WITH
_AES_128_CBC_ SHA256

R REE

ELBSecurityl{2 TLS13 -1-2-FIPS
-2023-04

ELBSecurity B %&-1-2-ext2-f TLS13
ips-2023-04

ELBSecurity B %&-1-2-ext1-f TLS13
ips-2023-04

ELBSecurity B %&-1-2-ext0 TLS13-fip
s-2023-04

ELBSecurityl2 TLS13 -1-1-FIPS
-2023-04

ELBSecurity Bt 3&-1-0 TLS13-FIP
S-2023-04

ELBSecurityl{ 2 TLS13 -1-2-FIPS
-2023-04

ELBSecurity B R -1-2-ext2-f TLS13
ips-2023-04

ELBSecurity B3R -1-2-ext1-f TLS13
ips-2023-04

ELBSecurity Bk -1-2-ext0 TLS13-fip
s-2023-04

ELBSecurityl{2 TLS13 -1-1-FIPS
-2023-04

ELBSecurityBt2R-1-0 TLS13-FIP
S-2023-04

ZHEH
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c027
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OpenSSL — 128-SHA ECDHE-ECDSA-
AES

IANA : TLS_ECDHE_ECDSA_ W
ITH_AES_128 CBC_SHA

OpenSSL — 128-SHA ECDHE-RSA-
AES

IANA : TLS_ECDHE_RSA_WIT
H_AES_128 CBC_SHA

OpenSSL — ECDHE-ECDSA-AES 256-
GCM-SHA384

IANA — TLS_ECDHE_ECDSA _WI
TH_AES_256_GCM_ SHA384

R REE

+ ELBSecurity Bk -1-2-ext2-f TLS13
ips-2023-04

« ELBSecurity Bl %&-1-2-ext0 TLS13-fip
s-2023-04

 ELBSecurityB(%& TLS13 -1-1-FIPS
-2023-04

« ELBSecurityBt%-1-0 TLS13-FIP
S-2023-04

+ ELBSecurity B -1-2-ext2-f TLS13
ips-2023-04

 ELBSecurity %R -1-2-ext0 TLS13-fip
s-2023-04

 ELBSecurity Bt TLS13 -1-1-FIPS
-2023-04

« ELBSecurityBt%-1-0 TLS13-FIP
S-2023-04

» ELBSecurityPolicy-1-2-res TLS13-fip
s-2023-04

« ELBSecurity Bt TLS13 -1-2-FIPS
-2023-04

+ ELBSecurity B -1-2-ext2-f TLS13
ips-2023-04

+ ELBSecurity %K -1-2-ext1-f TLS13
ips-2023-04

+ ELBSecurity {5 -1-2-ext0 TLS13-fip
s-2023-04

« ELBSecurityBt® TLS13 -1-1-FIPS
-2023-04

« ELBSecurityBt®-1-0 TLS13-FIP
S-2023-04

ZHEH
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OpenSSL — ECDHE-RSA-AES 256-

GCM-SHA384

IANA — TLS_ECDHE_RSA _WITH
_AES_256_GCM_ SHA384

OpenSSL — 25 6- ECDHE-ECDSA-
AES SHA384

IANA — TLS_ECDHE_ECDSA_WiI
TH_AES_256_CBC_ SHA384

R REE

ELBSecurityPolicy-1-2-res TLS13-fip
s-2023-04

ELBSecurity B2k TLS13 -1-2-FIPS
-2023-04

ELBSecurity Bk -1-2-ext2-f TLS13
ips-2023-04

ELBSecurity B %R -1-2-ext1-f TLS13
ips-2023-04

ELBSecurity Bk -1-2-ext0 TLS13-fip
s-2023-04

ELBSecurity B2k TLS13 -1-1-FIPS
-2023-04

ELBSecurity Bt 3R-1-0 TLS13-FIP
S-2023-04

ELBSecurityl{Z TLS13 -1-2-FIPS
-2023-04

ELBSecurity B3R -1-2-ext2-f TLS13
ips-2023-04

ELBSecurity B3R -1-2-ext1-f TLS13
ips-2023-04

ELBSecurity Bk -1-2-ext0 TLS13-fip
s-2023-04

ELBSecurityl2€ TLS13 -1-1-FIPS
-2023-04

ELBSecurity Bt %R-1-0 TLS13-FIP
S-2023-04

ZHEH
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c024
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OpenSSL — 25 6- ECDHE-RSA-AES
SHA384

IANA — TLS_ECDHE_RSA _WITH
_AES_256_CBC_ SHA384

OpenSSL — 256-SHA ECDHE-ECDSA-
AES

IANA : TLS_ECDHE_ECDSA W
ITH_AES_256_CBC_SHA

OpenSSL — 256-SHA ECDHE-RSA-
AES

IANA : TLS_ECDHE_RSA_WIT
H_AES_256_CBC_SHA

R REE

« ELBSecurity B3R TLS13 -1-2-FIPS
-2023-04

+ ELBSecurity %K -1-2-ext2-f TLS13
ips-2023-04

« ELBSecurity B -1-2-ext1-f TLS13
ips-2023-04

+ ELBSecurity %R -1-2-ext0 TLS13-fip
s-2023-04

« ELBSecurity 3K TLS13 -1-1-FIPS
-2023-04

« ELBSecurityBt%-1-0 TLS13-FIP
S-2023-04

+ ELBSecurity %K -1-2-ext2-f TLS13
ips-2023-04

+ ELBSecurity %R -1-2-ext0 TLS13-fip
s-2023-04

« ELBSecurityB{® TLS13 -1-1-FIPS
-2023-04

« ELBSecurityBt%-1-0 TLS13-FIP
S-2023-04

+ ELBSecurity Bk -1-2-ext2-f TLS13
ips-2023-04

+ ELBSecurity B -1-2-ext0 TLS13-fip
s-2023-04

« ELBSecurityBt% TLS13 -1-1-FIPS
-2023-04

« ELBSecurityBt%-1-0 TLS13-FIP
S-2023-04

ZHEH
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c00a

c014
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OpenSSL — AES128 G CM-SHA256

IANA — TLS_RSA WITH_AES _1
28_GCM_ SHA256

OpenSSL — AES128 SHA256

IANA — TLS_RSA WITH_AES _1
28 _CBC_ SHA256

OpenSSL —SHA AES128

IANA : TLS_RSA_WITH_AES_
128_CBC_SHA

OpenSSL — AES256 G CM-SHA384

IANA — TLS_RSA_WITH_AES_2
56_GCM_ SHA384

R REE

ELBSecurity Bt %€-1-2-ext2-f TLS13
ips-2023-04

ELBSecurity Bt %€-1-2-ext1-f TLS13
ips-2023-04

ELBSecurity {2 TLS13 -1-1-FIPS
-2023-04

ELBSecurity B %-1-0 TLS13-FIP
S-2023-04

ELBSecurity B3R -1-2-ext2-f TLS13
ips-2023-04

ELBSecurity B %R -1-2-ext1-f TLS13
ips-2023-04

ELBSecurity B2k TLS13 -1-1-FIPS
-2023-04

ELBSecurityBt2R-1-0 TLS13-FIP
S-2023-04

ELBSecurity Bt 2R -1-2-ext2-f TLS13
ips-2023-04

ELBSecurity B2k TLS13 -1-1-FIPS
-2023-04

ELBSecurityB{%-1-0 TLS13-FIP
S-2023-04

ELBSecurity Bl %€-1-2-ext2-f TLS13
ips-2023-04

ELBSecurity B %€-1-2-ext1-f TLS13
ips-2023-04

ELBSecurityl{Z€ TLS13 -1-1-FIPS
-2023-04

ELBSecurity Bt 2€-1-0 TLS13-FIP
S-2023-04

ZHEH

9¢c

FIPS R4 KR
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OpenSSL — AES256 SHA256

IANA — TLS_RSA _WITH_AES_2
56_CBC_ SHA256

OpenSSL —SHA AES256

IANA : TLS_RSA WITH_AES_
256_CBC_SHA

FIPS X#HY &R £ K Hg

R REE

ELBSecurity B %&-1-2-ext2-f TLS13
ips-2023-04

ELBSecurity B %&-1-2-ext1-f TLS13
ips-2023-04

ELBSecurity € TLS13 -1-1-FIPS
-2023-04

ELBSecurityB(%€-1-0 TLS13-FIP
S-2023-04

ELBSecurity B3R -1-2-ext2-f TLS13
ips-2023-04

ELBSecurity {2k TLS13 -1-1-FIPS
-2023-04

ELBSecurityBt2R-1-0 TLS13-FIP
S-2023-04

ZHEH

3d

35
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ELBSecurityPolicy-fs-1-2-res-2020-10

ELBSecurityPolicy-fs-1-2-res-2019-08

ELBSecurityPolicy-fs-1-2-2019-08

ELBSecurityPolicy-fs-1-2019-08

ELBSecurity B %€ -fs-2018-06

HRBE X 75 B B 8D
TRERT BN FS XN R ERBEIFNED,

RERM

ELBSecurityPolicy-fs-1-2-res-2020-10

ELBSecurityPolicy-fs-1-2-res-2019-08

TLS TLS TLS TLS

1.3 1.2 1.1 1.0

5 5 >’
=) =3 =) =)

5 5 >’
=) =3 =) =)

s s >’
=) =3 =) =)

5 >’
=) =3 =3 =)

5
=l = =3 =3

=g

ECDHE-ECDSA--GCM-AES128 SHA256
+ ECDHE-RSA--GCM-AES128 SHA256
+ ECDHE-ECDSA--GCM-AES256 SHA384
+ ECDHE-RSA--GCM-AES256 SHA384

+ ECDHE-ECDSA--GCM-AES128 SHA256
+ ECDHE-RSA--GCM-AES128 SHA256

+ ECDHE-ECDSA--AES128 SHA256

+ ECDHE-RSA--AES128 SHA256

+ ECDHE-ECDSA--GCM-AES256 SHA384
+ ECDHE-RSA--GCM-AES256 SHA384

+ ECDHE-ECDSA--AES256 SHA384
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BEREE

ELBSecurityPolicy-fs-1-2-2019-08

ELBSecurityPolicy-fs-1-2019-08

=55

ECDHE-RSA--AES256 SHA384

ECDHE-ECDSA--GCM-AES128 SHA256
ECDHE-RSA--GCM-AES128 SHA256
ECDHE-ECDSA--AES128 SHA256
ECDHE-RSA--AES128 SHA256
ECDHE-ECDSA--SHA AES128
ECDHE-RSA--SHA AES128
ECDHE-ECDSA--GCM-AES256 SHA384
ECDHE-RSA--GCM-AES256 SHA384
ECDHE-ECDSA--AES256 SHA384
ECDHE-RSA--AES256 SHA384
ECDHE-RSA--SHA AES256
ECDHE-ECDSA--SHA AES256

ECDHE-ECDSA--GCM-AES128 SHA256
ECDHE-RSA--GCM-AES128 SHA256
ECDHE-ECDSA--AES128 SHA256
ECDHE-RSA--AES128 SHA256
ECDHE-ECDSA--SHA AES128
ECDHE-RSA--SHA AES128
ECDHE-ECDSA--GCM-AES256 SHA384
ECDHE-RSA--GCM-AES256 SHA384
ECDHE-ECDSA--AES256 SHA384
ECDHE-RSA--AES256 SHA384
ECDHE-RSA--SHA AES256
ECDHE-ECDSA--SHA AES256

FIPS ZiFH R LKL
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ELBSecurity B %k -fs-2018-06

BB X 72 B R B

=55

TRER T ZIFSNHBH FS TEFN R LK,

R TR

OpenSSL — ECDHE-ECDSA-AES 128-
GCM-SHA256

IANA — TLS_ECDHE_ECDSA_WI
TH_AES_128_GCM_ SHA256

OpenSSL — ECDHE-RSA-AES 128-
GCM-SHA256

IANA — TLS_ECDHE_RSA_WITH
_AES_128_GCM_ SHA256

goge b RBEH
» ELBSecurityPolicy-fs-1-2-res-2020-10  c02b

» ELBSecurityPolicy-fs-1-2-res-2019-08

» ELBSecurityPolicy-fs-1-2-2019-08

» ELBSecurityPolicy-fs-1-2019-08

- ELBSecurityB{%-fs-2018-06

» ELBSecurityPolicy-fs-1-2-res-2020-10  c02f

ECDHE-ECDSA--GCM-AES128 SHA256
ECDHE-RSA--GCM-AES128 SHA256
ECDHE-ECDSA--AES128 SHA256
ECDHE-RSA--AES128 SHA256
ECDHE-ECDSA--SHA AES128
ECDHE-RSA--SHA AES128
ECDHE-ECDSA--GCM-AES256 SHA384
ECDHE-RSA--GCM-AES256 SHA384
ECDHE-ECDSA--AES256 SHA384
ECDHE-RSA--AES256 SHA384
ECDHE-RSA--SHA AES256
ECDHE-ECDSA--SHA AES256

» ELBSecurityPolicy-fs-1-2-res-2019-08
» ELBSecurityPolicy-fs-1-2-2019-08

» ELBSecurityPolicy-fs-1-2019-08

« ELBSecurity B %€ -fs-2018-06

FIPS ZiFH R LKL
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OpenSSL — 12 8- ECDHE-ECDSA-
AES SHA256

IANA — TLS_ECDHE_ECDSA_WiI
TH_AES_128_CBC_ SHA256

OpenSSL — 12 8- ECDHE-RSA-AES
SHA256

IANA — TLS_ECDHE_RSA WITH
_AES_128_CBC_ SHA256

OpenSSL — 128-SHA ECDHE-ECDSA-
AES

IANA : TLS_ECDHE_ECDSA W
ITH_AES_128 CBC_SHA

OpenSSL — 128-SHA ECDHE-RSA-
AES

IANA : TLS_ECDHE_RSA_WIT
H_AES_128 CBC_SHA

OpenSSL — ECDHE-ECDSA-AES 256-
GCM-SHA384

IANA — TLS_ECDHE_ECDSA WI
TH_AES_256_GCM_ SHA384

OpenSSL — ECDHE-RSA-AES 256-
GCM-SHA384

IANA — TLS_ECDHE_RSA_WITH
_AES_256_GCM_ SHA384

R REE

» ELBSecurityPolicy-fs-1-2-res-2019-08
» ELBSecurityPolicy-fs-1-2-2019-08

» ELBSecurityPolicy-fs-1-2019-08

« ELBSecurity B %-fs-2018-06

» ELBSecurityPolicy-fs-1-2-res-2019-08
» ELBSecurityPolicy-fs-1-2-2019-08

» ELBSecurityPolicy-fs-1-2019-08

+ ELBSecurity B %€ -fs-2018-06

+ ELBSecurityPolicy-fs-1-2-2019-08
+ ELBSecurityPolicy-fs-1-2019-08
« ELBSecurity Bt %-fs-2018-06

» ELBSecurityPolicy-fs-1-2-2019-08
+ ELBSecurityPolicy-fs-1-2019-08
« ELBSecurity B %-fs-2018-06

» ELBSecurityPolicy-fs-1-2-res-2020-10
» ELBSecurityPolicy-fs-1-2-res-2019-08
+ ELBSecurityPolicy-fs-1-2-2019-08

» ELBSecurityPolicy-fs-1-2019-08

« ELBSecurity Bt %-fs-2018-06

+ ELBSecurityPolicy-fs-1-2-res-2020-10
» ELBSecurityPolicy-fs-1-2-res-2019-08
» ELBSecurityPolicy-fs-1-2-2019-08

» ELBSecurityPolicy-fs-1-2019-08

« ELBSecurity B %-fs-2018-06

ZHEH

c023

c027

c009

c013

c02c

c030

FIPS ZiFH R LKL
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CREEZE gogcay ) BREEH
OpenSSL — 25 6- ECDHE-ECDSA- * ELBSecurityPolicy-fs-1-2-res-2019-08  c024
AES SHA384 - ELBSecurityPolicy-fs-1-2-2019-08
TH_AES_256_CBC_ SHA384 « ELBSecurity B % -fs-2018-06

OpenSSL — 25 6- ECDHE-RSA-AES » ELBSecurityPolicy-fs-1-2-res-2019-08  c028

SHA384 - ELBSecurityPolicy-fs-1-2-2019-08
IANA — TLS ECDHE RSA WITH » ELBSecurityPolicy-fs-1-2019-08

_AES 256 CBC_ SHA384 « ELBSecurity B3 -fs-2018-06

OpenSSL — 256-SHA ECDHE-ECDSA-  « ELBSecurityPolicy-fs-1-2-2019-08 c00a
AES - ELBSecurityPolicy-fs-1-2019-08

IANA : TLS ECDHE ECDSA W « ELBSecurity B3 -fs-2018-06

ITH_AES_256_CBC_SHA

OpenSSL — 256-SHA ECDHE-RSA- » ELBSecurityPolicy-fs-1-2-2019-08 c014
AES + ELBSecurityPolicy-fs-1-2019-08
IANA : TLS_ECDHE_RSA_WIT » ELBSecu rltyﬁ%—fS-ZO‘l 8-06

H_AES_256_CBC_SHA

EHT M Z BT BB AV TR

ST AE R U BRI, YT ER R O M RIREFRBOREN BiRA. BUINRME (BAHFRRANAN ) £
FMERERBEERN B RE.

WMRERFDM TCP By UDP 5 TLS , N ATUEER £ REEMRSFBRIEH. MBLRFHIUM TLS
BN TCP 5 UDP , MR BR %= & SR EEH AR S5 2R1EFo

LT BIAREN B A EHN , MERTYRHAIFRENBRE, BER , IFEMELLE R Z 58
BHNEMESEE. MREERERE , NXLEEHEELSRBERAEPHN BRREXEKEE N
Bt MMRARERE , MEREFXBEOKKNBRNZRENE , DAEREEN A, EFORENRNAS
¥ Connection termination on deregistration , BN EBCHEM B #red R A LS B,

B TER 89
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P& S 15 T 2R

{5 251 & E#H TR

$TFF Amazon EC2 ##|A& , Mt A https://console.aws.amazon.com/ec2/,

ESMERT , RRREGER,
RN EHRN BRI T HFRERTE,

pride L

( Ik ) BREFEE LD UNE DS EE.
(A& ) ARMNBREEETER BHR4E.
(AL ) RIEFERN. EFHBBERL.
ERREFER.

© © N o g »k~ w N~

EEHENITA , E6EA AWS CLI

# A modify-listener a8 5,

EHTMZ BT E R MUTERAY TCP =R

FEMYTEREm -~ £ |, mFEHICEE A 35 A SO BT T 2R MY A E R H,

X TELMERBITER R HAFN TCP ER |, BFRERZEZNRS, MREFF RN BINETERE

REBENRREIZAENR , MERRXA,
EEREM

 TCP REFRRINZRERHEN 350 ¥
« TLS {UTERAVEREZE RN 350 B, TEER.

Console
FEH TCP Z= Rt
1. 3TFF Amazon EC2 ##l& , it Fhttps://console.aws.amazon.com/ec2/o
2. ESMBEHPE Load Balancing (f18F#) T , %&# Load Balancers (£ 19#88).
3. EFRMBZAERITEEX M EIEE,
4. FEMRWEET <L , %R TCP MMM ERE , REERRE, EFLRHRFAEGS.
5 EMWHRFACGETNHNBEEEIM -+ , EERE. MRBITERMEA TCP AR, Wik

SETE T

Rz R A
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6. A 60-6000 #Z A TCP ZEMRiBAE,
7. EBRREER.

AWS CLI
E# TCP Z= R at

EHW tcp.idle_timeout.seconds & tE#Y modify-listener-attributes a5

aws elbv2 modify-listener-attributes \

--listener-arn arn:aws:elasticloadbalancing:us-east-2:123456789012:1istenexr/
net/my-load-balancer/1234567890123456/1234567890123456 \

--attributes Key=tcp.idle_timeout.seconds,Value=500

THER A%,
{
"Attributes": [
{
"Key": "tcp.idle_timeout.seconds",
"Value": "500"
}

ERTME BT E /AT TLS t¥ras

BRI TLS MWTsR/E , B AEBRIINLES, FIEBIRPRMIMERIED, ENRERBEHEN
ALPN KB,

()

« BBRAAES

FHIE 75 h0 B UE 5 5 2%

MAE$5 51| 3% A A BRAIE 5

EHEE R

E# ALPN KR

EHT TLS TR
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BB INEB

ZAIERAU T IRER TLS MWTBRMRMIAL SR, BXESELR , B2 H RIAILEH,

15 A #2251 & BR AN

1. 3TFF Amazon EC2 ##l& , Wit Fhttps://console.aws.amazon.com/ec2/o
ESMERSD , ERARHER.

RIS,

TR RAMNED -+ £ | &R IR O 5P AR IT s ¥ AE S N H.
FIEPETF L |, EREXRBINE

£ ACM H IAM IEHB &R | EZFFHERIAE S,

() BRIABRT , BADER “FURRRRAERFMEIMTERER SR, BRIFEBFZA SNI
BT SRIE B H BB T TLS 2iEME , BN EMNBUEREE DT,

8. EEZEFANMIAE,

N o o k& w0 b

EEMBIAES |, BEHA AWS CLI

FF modify-listener a3 5 5 --certificates &I — & A,
FHE B R MENE S 5 R

BEERA T B RFHER MBI MITERAVIE B AR, BRI TLS urased , iEBFIRNZE, EAT
RRINEBAMEBRERFIRSD , BUBREIEZIEBHRERNBIANLES , A5 SNI thi—EBEA. B
XEZER , FEH EBIIX.

£ F 2 & & FE B A ENEH 5 &

1. 3TF Amazon EC2 ##l& , Wit Fhttps://console.aws.amazon.com/ec2/,
ESMERSD , EEARHOER.
EERAREESNBHRUITFEFRAEETE,

T SRETF £ | EFRHICE O 5 R SO UT T SR F AE S .
1%£$% Certificates (IE$) &I+,

EREBIANERAMBIZIRF | FEFFERRIAULBRINE SR
ERERAEBAMBIFI RS | BHRITUTERE .

N o o bk~ Db

EHREARINE 92
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a. JEERIIES,

b. ERMEME ACM F IAM EERIES , Bk IEHN M EREAIERE TEAFEMEIE
WIS

c. ENRNMTHACMZ IAM EEMIES |, FEBRSAIULS , EEXRE , REERS A,
d. EBEFMSELEBUES,

EMERRMENERHIFRS |, FEH AWS CLI
£/ add-listener-certificates %
ME$ 5| 5 R il BRAE 45

B LER LTI EM TLS MITERAEBFIRPMERIES, BBREHE , BISRTEBEARIES
BiER, VBREFRFAZZN , BEMNIIRFRBRESZE , @FIRARMNIIED A BINERER,

EMER TLS IR BINES | ESFEREIALEF,
152 F 22 %1 & MAIE45 51 3 A A BRAIE

$TFF Amazon EC2 ##1& , it Fhttps://console.aws.amazon.com/ec2/o
ESMBERSD , ERARHOESR.
ERABRSERNEHRUIT TR FAGEERE,

FEOUTERIET = £ | SRR O S B AR SIT F i SR F AE B U,
EHRIITER N M B IEAE |, AR EAE, 00 SNI A SSL IEH,
ERIEHN N EEE | RITIEERER,

RRBTHEIAR , A confirm , REEEBER.

N o o bk~ 0w Db~

EMNIEBFIRBPMIBRIES |, EEHR AWS CLI
f£ /A remove-listener-certificates i 5 o
EEZEEKEE

R TLS MUTERet , BRI LIARBEENTIRNRZ KM, FINFNLERKE | LR TLS M
TEREM AN AL REEERR, NENBIERIIFAELRLRE. BXESER , H5H W%
MBS RN L L R

MIE5 51 3% F ) BRAE 5 93
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MRABEERLERERE  NEHRLLRBARSKSHTW. A TRIDAFGERLERERER
RAERMBATREME | BRI - FIN ABIER KRB L EREIHHIE LCU E,

EREH A B LR

1. $TF Amazon EC2 ###4l#& , Bt Fhttps://console.aws.amazon.com/ec?/,
ESMERP |, EEAFIGER

R AR ERNEHRUTFEFRAEESRTE,

FEMITERET~ L |, ERP IR O S P A AR SIT TR N ¥ AE R T H.
ERRE.

NTFRLER  ERELL2EK,

ERREFER.

N o o bk~ w b

EFHRLER , BEFEH AWS CLI
fF modify-listener 3 % 5 --ssl-policy £ — £ A,
S # ALPN R BE

BALMERLTERRER TLS fITs8M ALPN X, BXxEZEER |, 55 ALPN %1,

fE R & R ALPN KBS

1. $TF Amazon EC2 ###4l#& , Bt Fhttps://console.aws.amazon.com/ec?/,
ESMERP |, EEAFIGER
EFRABROERNEHRUTFEFREETE.

FEMUTERED~ L |, ERD IR O S PR AR SITF TR ¥ AE R T E.
ERRE.

Xt F ALPN 5B | FiEE— RS A ALPN , SUERTUEA ALPN,
ERREFER.

N o o bk~ W Db

EEH ALPN BUR |, 15fEA AWS CLI

FF modify-listener 3% 5 --alpn-policy &I — & H .
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) R P % D7 B 25 1 B Y 0T W 2R

] LABE st BRASTOT 25

{5 AR 4225 & M BR T U 27

$TFF Amazon EC2 ##1& , it A https://console.aws.amazon.com/ec2/,
ESMERT , EEFEAEGHESR.

TR ARG EEEX M B EHE,

eI~ £, EROITERN NN EEE , REMIEEERE. MRS,
MERRHFTEIA , WA confizm , FHiEFMER,

o b w0 Dd =

EMIBRYEYTER , iEEA AWS CLI

£/ delete-listener a8 % o
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Network Load Balancer #Y B #r4H

BMNEASATHERBHE —IMHSIEEMN EFR. IZUYTReT , &N ERIARAEEE B IR

B, REFERBEMTRANDEENBIFE. BAUATERENERVEFTRENBRA. flm,
N—RBFERGE-NPBERE , ANAEFNHBRSERUEZEMBERE, BXESER  F2H NG
RS EERA M.

BETENEHAE X AREERNETRILERE, SMEFAGERARANESTRARERE | B
FEEZBMANNEBSRHEXNERITE R, EMPTRANFIEE-—MBEHRASE , AFEER[T
FREZEEEMIZBERANAERR (XEBRUTENNHBEREANTHAXH) BETRR.
NHBERFERBHIEESTHEEIMEIR. BXRXESZEE , FS5H NERHEERBRANE
TR E,

Bx

- BHABRE

 Target type

o IP tbyt3RH

- EXMER

- BfRAEM

- BRREETRR

+ 7 Network Load Balancer % B x4

- BN AHEESENBRAETRIRE
- MENRSEREREANEZTRIRE

« mEMNEAFIOERNEREARM

o ARG HEITIEREMET

- ERAMAERFRARSERENMZABRIGE RN B IR
- ARG HEITERRFIC B A

« MiBRM R A E T EERH B IRE

B EEE

RIMERT , ARSERS EALE R A A S E SO S S ERBEERL AR, W, &
A E1ENS B TS B AN A TR R KRG B R0,

BREEE 96
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Network Load Balancer 9 B #8r4A XHF LA T FEw O -

% : TCP, TLS. UDP TCP_UDP
« ¥wH : 1-65535

MRBEIRAMEA TLS B E , WA ESNERSEERLZENIEIBESEBHREL TLS EE, K
HOHRFRIEX LR, Hit , ZAUEAEXIBF PR ESHNIER. BTFHESESMTTELR
Bx= (VPC) # , Rt Ess S B AN RENERESRFHTE MR , RLEFEBERLH
ERTEN , B FLEIE man-in-the-middle o 5 ER IR HY X BE o

TREL TMRRPUMBEFARENAS.

{7 B3t Y B ARA Y B AR A ETRIRR BN

TCP TCP | TCP_UDP 241 | ip HTTP | HTTPS | TCP

TCP TCP alb HTTP | HTTPS

TLS TCP | TLS 241 | ip HTTP | HTTPS | TCP

UDP UDP | TCP_UDP 241 | ip HTTP | HTTPS | TCP

TCP_UDP TCP_UDP 24 | ip HTTP | HTTPS | TCP
Target type

FeIZEMRAR , NEEEREBRRE | XRELNAEEHEIR. QZBHRAR , BLEEREBIRE

2,
LT 2aser B .
instance

XERFREIRS ID EE.
ip

XERRET IP it iEE,.
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alb

B#5= Application Load Balancer.

HERREN ip i, BALHEER BT CIDR Rz —#Y IP ik

- BFR4AH VPC B FH
10.0.0.0/8 (RFC 1918)
100.64.0.0/10 (RFC 6598)

172.16.0.0/12 (RFC 1918)
192.168.0.0/16 (RFC 1918)

/A Important
THEREET AT B IP ik,

B LAMEAFTE XM CIDR R |, m B4 EMU T B4R

o« AWS T[EIT IP #thut Fiw O F 1t &R ( Bl a0 AE E ) o
« AWS J&id AWS Direct Connect % Site-to-Site VPN E 8521 R ith F R,

NENBMAZRAE R IPREE , (XM EAEEES P it ME— B4R (IP it w0 ) HE
&, MBHEFRIEEIHN 55 FNEE. IREERBEIZE , N2 AHARA 2 EEIRNIL
R, MREWT A D EEIR , BESNBARANE BRE,

£ HZ Amazon VPC H /831 Network Load Balancer B ( EhSE5%& ) , BRRECEHEZNFRHE
1 B #5,

LEFREHER alb B, EATLUF 24 Application Load Balancer ¥t B¥r. BXEZER , HSH
EANAERASIEESRENNEABITERN BT,

Network Load Balancer XX # lambda B#r3 8, Application Load Balancer 2% # lambda B #r3E
B —AZEOEEE. EXELZER , FSANARRAEOESEAFERPHN Lambda BEEERN B
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W SRAE [ W 4% A B S @ 2R X MRV SO R FE AR SS , A ﬁ%ﬁﬁkﬁﬁl%ﬁ&ﬁ““ﬂ&“ﬂﬁﬂﬁd LEfE
BRIFZABIERREMERMNEY , HEXHZEY IP uIMe, BXESZER , B8 NEHKRE
HAF IRV 15 RIEEER

BREGEM IP ik

MRERAKH ID FEEEIR , WEAXKFNEMEZOPEENELS P BILRFREKRBEIIKAE, 2
BIOERTNEEISERRIEFEF I EER M IP #hilt,

WMRER IP UtEE B4R , MAILAERARE — AZE%AM%EDE’JEHME |P 3t 41k 455 575 88 8% B 23K
Pl XE-—IPEHLNSPINARFALEAR-®RA, IR, 8 MEZORTUFECHRS
A, ABHERETHEEIRRIBIRZIEER E’\Jiﬂz IP 31k,

BARAANXRPNRENESEE , BERERLZE4YE.

A T IRER B IR

MBWRER N |, BT AWS Direct Connect 5 Site-to-Site VPN E 852 M A it &R o] LA /ER
*/]_‘ipo

F Region ;
ey ! ) . On-premises
AWS Direct
A0 i
@ Connect I‘_Fi\:l
Metwork Load @ Servers
Balancer :
! ! AWS
] ! Site-to-Site
VPN

A A M ERET | X EHFRR IP it AR{HKBE T35 CIDR Rz — :

- 10.0.0.0/8 (RFC 1918)
- 100.64.0.0/10 (RFC 6598)
- 172.16.0.0/12 (RFC 1918)
- 192.168.0.0/16 (RFC 1918)

EXHEZEE AWS Direct Connect , ISR {42 AWS Direct Connect ?
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BERME ZEE AWS Site-to-Site VPN , i§Z {1+ 4 2 AWS Site-to-Site VPN ?

P thiit 28 BY

SIS BRAR , LU BARARN IP ukRE, I 1P iutiEHATERRETESHRERETIR
SLRY 1P RS,

B ARSI H RN EFRAXTIUT IP thatKA
ipvh

NEHEREA IPVAEBREE.
ipvé

NEHEREA IPve 5 BIRERE.

AEEI

- MEIIERREFEEIFEAN IP U RBAEHIRHTERS. IPv4 BIREANBRS TS RENEEE
2RV IPVATRE | IPve BFrA M BARSAIEZ KB AEHITEIRM IPV6 RE.

- BB IPve BAREEipvai EI9EEE —EEH.

o BTEEN IPv4 BAsE EdualstackAE L EESH UDP TSR E S EMA.

o &FEME IPve B FR4EEM Application Load Balancer,

&£ B #R

BN ABIERTIAT A ENE —ZQ  ABREESTHEIMERS REARE. B1NEHRAE
NAEBEREANENTARGTMRAELE - EEMBIF. BAUFENEBFERE-IHZANE
FREAH,

WMRNARFEREN , LA E—MHENERAIMEMBFUERTREZER. —BEEMIER
B, ARBRBE T E-TRETRARE , ARGERMST R RERBIFEMNELR , mMA
BB R {E 201,

NRNARFERBLORELEETEN BIMERRS , S LUMNBFRABUEEM B R, BUBEM B AR
BiRARERER , BF2FEBR, —BEUEIM , ARYERRLFLERERHIBKFR. BRE
B A draining RE , EE#THFERTER. SBERFMERVREN , ATABXE B REEME
FRo

IP iyt HY 100
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MREBEI LA ID KEMEFR , WA SAFAEITE SRS Auto Scaling A—RIEA. F—1BirEEE
#l Auto Scaling /5 , Auto Scaling E/23) BN 2N E@ZBHREEMBIR. EXEZELR , S
] Amazon Auto Scaling f /= 8 AR A B9 2= M N2 &8 A EC2 uto Scaling 4.

ERAEFEEM
« MRXBIEAUTRBIRE 2 — , MFEEZESKH IDEFMEH : C1. . . . CC1CC2, G1CG1

CG2, G2CR1, . . . M1HIM, M2HS1, M3 & T1,

« &6 1D 5 IPve BFRAEMBIRET , MM AN ERDEE IPV6 tilt, ETHREZFEER , BS5H
Amazon EC2 e+ HY IPv6 it

o BB 1D EM B FrEY |, EHIAMERE R EFIGESZM T B —1 Amazon VPC ., HREHIFTER
VPC 558 59%85 VPC XN EMN (TR —XERAFRXE ) , MAFEERSEH] 1D EMEH, AT
A P 3k 5F A Lese 4,

- MREZ P HUEMESR , HFEZ IP it EAFKRHYER[/V TR — VPC F |, N AFHEEHRLRILE
= AXRE A LA R B F M,

- AEEESMNHRERBIECEANTAXFNER,. REANXEPHWERKRER,

« XF UDP 1 TCP_UDP B#r4 , IR LI T AFHIIE S VPC 2 AHERALUTRFIER 2
— WAER P b EFMs=pl :C1, . . . . . G1, G2CC1, . CC2, CG1, CG2. .

CR1, M1, M2 HI1 HS1, M3 = T1, MR BIRFEFERFIIEES VPC 2AREXRATZZIEHFMNE
FIER | N BFRAREREB IR B A E IS ESMRE | (EME T EMA,

ERTRIEN

BALESREEREANBEREEEC. AXESER , F5HR REBMAREN.

TEHUTENREAREYE. REYUBFHRARTN instance H ip i, FTrEBS X EFE M, MRBIRARE
BHH alb , MXLEFEEFHREAERAERIAE.

deregistration_delay.timeout_seconds

Elastic Load Balancing £ BUE EM B ARAVIRSM draining BN unused 2 BIEEFHET
B, SEE N 0-3600 ¥, RRIAEN 300 ¥
deregistration_delay.connection_termination.enabled

BRABYERREEIUH EMBR S RIFLIEERE, ZERN true & false, X THH UDP/
TCP_UDP B#r4 |, BRIAMERN true. BN , BRIAE R false,
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load_balancing.cross_zone.enabled

ERREERATEBEXEMARGE. ZEN true, false 5
use_load_balancer_configuration. BRIAJ use_load_balancer_configuration,

preserve_client_ip.enabled

EBRERBEHREZFE IPRE., iZ{EN true & false, MEBEEFRAZEREN IP it B BIFAHINE
TCP = TLS , MBR AL TFEZARS. BN , BRIALTFTEAIRS. £ UDP A TCP_UDP Bir4d
EHEFREIPRE,

proxy_protocol_v2.enabled

ERREEERAREDNMRE 2, MIAMBERT , BARED.

stickiness.enabled

BRREEEHAMMEALIE, ZENRN true & false, BIAH false,

stickiness.type

MMERER, AREMIERN source_ip.

target_group_health.dns_failover.minimum_healthy_targets.count

AAVEITIRR RIFH B HRBE TR, MRETRRRFHNBRBEE TIE |, 157 DNS AFzX
BAMEAETRRATE , WEREMNBHISTRRLRFHXE, AIERNER off HE 1 2 BIFHK
B FIRCENERY, 2irtoff , DNS MERBHHER A XEWEEE B R EATHAE B IREE1T
RRFE , T2 DNS FlIBRIZXE. BRIA 9 1,

target_group_health.dns_failover.minimum_healthy_targets.percentage

BB TRARFHBERREE S L. IRETRXZRIFNERE D LLETIE , 157 DNS
ZXERIEABTRRTME , LERBMEAIZTIRORREFNXE, TRENEN off HE 1 Z

100 2RI B, ZHefoff , DNS HIERBHHER , XEWHERE B rA P HAE Bz TR
RAE , B2 M DNS iR ZXE. BIMER of fo

target_group_health.unhealthy_state_routing.minimum_healthy_targets.count
MFUETRRRIFHBIRHE TR, MRETRARFHERKERTIE  NWFRERESIRE
B ( 2REESTRATENER ) . ATRNENT 1 FEFKE LR, Bk 1 1.
target_group_health.unhealthy_state_routing.minimum_healthy_targets.percentage
MFETRARFHNERREE . IRETRARFHN BB LETIE , WFFRERE

FFrE B ( BRETRRTENESR ) . ATRENENRN of f IE 1 F 100 2 HHIER, HIAENR
offo

BirAEM 102
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target_health_state.unhealthy.connection_termination.enabled

BRASEERESLXLESETRRTEN BIRER, ZENRN true 5 false, BIAHN trues
target_health_state.unhealthy.draining_interval_seconds

B M RS EE RS TR R E B AREPIRAM unhealthy.draining A unhealthy ZBIE
£50ntE, SBER 0-360000 ¥, ERIAER 0 F,

AE . RATE target_health_state.unhealthy.connection_termination.enabled

A false T REELE LB 4.

HArEE TR

BUBRT , REAFAESE-METRREFN BT, REBANETRREF. NREHREAE
BA , MRE—MEMRR RN BN RBREES BTN, HR , LTUEELRETRR BT
MEFRETRAREES L , URHETRRREH B ETFREREN RS EERRB LR
fe. X8 T RARFHTAM,

P

. ETRRT RSB

. ERFIEE

. T

« NHEIGE SRR Route 53 DNS #EH %

B TR T ERSRIRE
BN AT RERBZ TR RFHAE :

- DNS HM[E# % — SXEHETRIFHN BIMETRER , AT DNS iz XSy ARG8T
KEY IP #EutFRIB AR ER, Bt , ST/ IR AEEER DNS 23456 , REBFRNKARIEIT
R RIFHI X8

- BEHBEEB-SXEPETREFNEFETREN , ARGEHEHRSHREBEFARDERT KT
RBFrE BAr , @R T RENER, XBNTEFREERKINIS , LEREBRE N REETEZ
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KEBET , Route 53 2 RFBEMEHFIREIZRK, NEFEAMNEERBEBRE , Route 53 FiRE
Fid%,

- WRIEREZF Network Load Balancer BFTHE B irE &z TR TE , NHIRIEFKHFEET Route
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ESMERD , EEEHRA.

EFEIE B RA,

HEEABEERPHITUTERE

S
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£ Health checks W+ £ |, %% Edit,
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Network Load Balancer F9FAH IP #hiit,

- Y E#REATES— Network Load Balancer 9 ENI B AWS PrivateLink ENls , T X FRE & F i
P, XfFSH 5 AL B ARV E S i,

« B IPREXIM IPVv6 BIHREZEF M IPv4, ERESRERR IP A4 2 Network Load
Balancer B9FA% IP #thiit,
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&P IP H &% F Application Load Balancer, #R/5 , Application Load Balancer ¥§%& /i IP B}
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« BFm IP REESVXAIFH TCP EHELEM,

- BREP IPREE , TX8F NATHE (BN RRER ) . SEANTMERBGESRN , 2
REXMIERL , MEMNEREGEREEEMNERUESE - NMERBIGEROEE, TLUF
EEEHIEESHABREZENER  NISHERE R, BRNEBWTENE—NERHBEREE
K BARERIIMENESER , RECBAULERERETF R IP RERPLEHEEEIR. WRMR
FEEM R IP, RANERRENMY v2 RERE, BETHEXRAENUNESEER , BSHAED
Wo

- HEREFR IPREN , MEARIERZHIEMNE—BHR (IP HutMw0 ) B 5.5 ANHRE
BESEBHARY 55 ANEE, MREEHELZE N8 AENROSEEROVILE , #0E
BT EBIHIERE, ALA#EMA PortAllocationErrorCount AR RERE O 2B iR, BIEEIR
O2E#R , BREZBERAMMEBRA, BXEZEE , 2 CloudWatch #£# Network Load
Balancer BY3g%x.

EREFEEER K IP RS

1. IIHLSE EC2 #1#l& , Mtk Ahttps://console.aws.amazon.com/ec2/o
ESMER LHABEET , &R BHF4E,
EFEBRANBEMRIUITTHFAEENE,

£ Attributes ( B ) I+ £ | &#F Edit (5R8 ) o

EGAEFR IPRE , BT F Preserve client IP addresses ( REBEF i IP it ) . EXAEF,
i IP {RE , 5% Preserve client IP addresses ( REZEF i IP #ulk ) .

6. ERFEEFEER.

o ~ w0

ERRAYERATE W IPRE , H6EA AWS CLI

EH preserve_client_ip.enabled B M modify-target-group-atiributes 5o

Pl ERANTRSERE R IPRE.

aws elbv2 modify-target-group-attributes --attributes
Key=preserve_client_ip.enabled,Value=false --target-group-arn ARN

Nk VES DS >N N S

{
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"Attributes": [

{
"Key": "proxy_protocol_v2.enabled",
"Value": "false"

},

{
"Key": "preserve_client_ip.enabled",
"Value": "false"

},

{
"Key": "deregistration_delay.timeout_seconds",
"Value": "300"

}

]
}
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RE , BXREER, REEIXH IDIEEEWR , WRHENARFWIR IP it & i IP it
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RS EEZBIRAREMERIE,
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SecurityGroupBlock
edFlowCou
nt_Outbound_ICMP

SecurityGroupBlock
edFlowCou
nt_Outbound_TCP

SecurityGroupBlock
edFlowCou
nt_Outbound_UDP

DU

P

WA EER T AR HIGHNIELEH ICMP EEHKE.

REFRAE  BIEBE,
Statistics : RBRANSITITER Sum,
Dimensions

* LoadBalancer

* AvailabilityZone , LoadBalancer
WO ER LA R NIELRFE TCP RHNKE.
RETE  BFEE

Statistics : &XZBEAMNLITTER Sum,

Dimensions

* LoadBalancer

* AvailabilityZone , LoadBalancer
WO ER LT AN R IEANELR T UDP RHHE.
RERE  BHEEE,

Statistics : EEAMNSIT TER Sum.

Dimensions

* LoadBalancer

* AvailabilityZone , LoadBalancer

Network Load Balancer g%
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1R

TargetTLSNegotiati
onErrorCount

TCP_Client_Reset_C
ount

TCP_ELB_Reset_Coun
t

£ TLS b 25 M B #7 2 B A iR R A TLS B F /Y B2
&R - BFREE.

Statistics : REAMNLITTER Sum.

Dimensions

* LoadBalancer

MNEFIRRIEZEBHNERE (RST) HIEIWER. XEEERT K
£, REHAEBEERER.

RERE  BAIRE.
Statistics : RBAMSITITERE Sum,
Dimensions

* LoadBalancerx

* AvailabilityZone , LoadBalancer

NBITEREKNERE (RST) HEBNER. BXEZER , FS
B8 R FEHEER

RERE  BBARE.
Statistics : ZBEANSITIER Sum,
Dimensions

* LoadBalancer

* AvailabilityZone , LoadBalancer

Network Load Balancer g%
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1R DU

TCP_Target_Reset_C MNEREREZZEEFHWEE (RST) BHEEHEH., XEEEHBRE
ount K, AEBRAEEERE L.

REFRA : BBAHRE.
Statistics : RBRANSITITER Sum,
Dimensions

* LoadBalancer

* AvailabilityZone , LoadBalancer

UnHealthyHostCount  #MAREERZTHENRKRE. LEFRTBEIMN BFNEM
Application Load Balancer,

RERE  EEEMBERRIRS,
St EIE - REANSITIERN Maximum F Minimum,
Dimensions

* LoadBalancer , TargetGroup

* AvailabilityZone , LoadBalancer , TargetGroup
UnhealthyRoutingFl  EARRHEAMEBERE ( KMETFKR ) BANR ( 30EE ) BE.
owCount B

& E - BESE

Statistics : ZERAMNLITTER Sum,

Dimensions

* LoadBalancer

* AvailabilityZone , LoadBalancer
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1R DU

ZonalHealthStatus MEEERANSITRARFNTAXHNEE, AFSESRSIENE
TRRREFNTARAE 1, A ENMNTRENTAX A H 0,

HRERE  ERRATETRARERRS,
SITHIE - REANSITTE RN Maximum F Minimum,
Dimensions

* LoadBalancer

* AvailabilityZone , LoadBalancer

W& MBI BBV BT EE
BHEATIIE BRI , BEAUTEE,

$HE iR

Availabil & A X kR IR,

ityZone

LoadBalancer BAOABIHESRFEERBE. BN THXEBEENTHITESS : net load-bala

ncer-name/1234567890123456 ( f1E19#188 ARN W&E—H% ) »

TargetGroup REMGAREERRE. RUOTAHARNEEBRYE : targetgroup target-gr
oup-name/1234567890123456 ( B #548 ARN HIRIG— 264 ) o

Network Load Balancer 1IE¥rBY &3 it EhiE

CloudWatch #8#& Elastic Load Balancing X KV EERBES/REMEITHIE. SitBEREEENTE
BRCEMERKE. YERGITHER , RENBERREREMNLEHR TR, HERHE—RF
RIEFRMY name/value BEXt, Bl , BAIIERERETAX SN AR IEREHENFTEETEEN
EC2 EHIMN G 1T EIE,

Minimum F Maximum it HBERRENMNXEEOPENAETESRTRRENBELNZ/NMENE
K{E, HealthyHostCount &R AREKIEINE UnHealthyHostCount B/MEMBAHX M, BiLs
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# B A{E HealthyHostCount , & AfE HealthyHostCount IE FAFEN &R/ MES N 0 AR E
e XEMTHEEBHRETRRMANTEERE, KBNS ZERK/NE UnHealthyHostCount , FH&/D
& UnHealthyHostCount B 0 AR ER. XFELEBEFTEEEMEFRERELER

Sum ST BUIBE R A ABIOEHRT QEVLEE. ATXEERESNAHEEE SRS , Bit Sum
{GER TX A QS ERT QE LA ER.

SampleCount ZitHERENENHEAS., ATXEENREETEXFERMEB4HTIREN , Bitits
TTERE—M&EH. Hln , 33F HealthyHostCount , SampleCount EFHNMNAH @SR TRIRE
R, MAREITRREEN ENE,

BEF BN N EIGHEEZM CloudWatch 85

&R BAMER Amazon EC2 2| 8 EF WA ERAY CloudWatch 558, XLEBRE RN EEZE
®o MRNBIGERL T EIRSHAEERERER , NERRR2ERBER

S , BALUEA CloudWatch #| A5 E REIEH BN T,
R A E R T

1. 3TFF Amazon EC2 ##l& , it A https://console.aws.amazon.com/ec2/o
2. EEFREMATENER , BRITUTRE

a. HESMBERKF , %#F Target Groups.
b. 1% HRE HiEE Monitoring.
c. (W) ERetEITEEL R , EM Showing data for FiEFE et ESBE,
d. ERBENERN—ITRAUE , FEEEEE,

3. ETFRABIEHRIFIEMNIER , BHITUTRE !

a. ESMERKP , %$F Load Balancers.

b. EFEHFITHEESHIERE Monitoring.

(i) BRATETHEELE R |, EM Showing data for LR AT EEE,
d. ERBENERN—IRAUE , FEEEEE,

o

/8 CloudWatch 124l & EE BT

1. 3$TF CloudWatch #Z#|& , Mt R https://console.aws.amazon.com/cloudwatch/o
2. ESMERT , EFER.
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https://console.aws.amazon.com/ec2/
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3. %#% NetworkELB &5 & Z= /Al
4. (W&E) EEMBELEEEERENEN , BEERFRIPEAEERN,

BEFE , H6ER AWS CLI

EFALLTR list-metrics fi %I 0] FE%F :

aws cloudwatch list-metrics --namespace AWS/NetworkELB

BRSNS TR |, F6ER AWS CLI

{5 F LA T get-metric-statistics i S IRBUE E B MEEN R ITER. 1BFE , CloudWatch fFE/ N E—
WEELASUN —NEMPIER. BEEFEARTNATHNEEEAERESZITHIE. BXTIEEVNERE
FRETERAM R —4 &,

aws cloudwatch get-metric-statistics --namespace AWS/NetworkELB \
--metric-name UnHealthyHostCount --statistics Average --period 3600 \
--dimensions Name=LoadBalancer,Value=net/my-load-balancer/50dc6c495c0c9188 \
Name=TargetGroup,Value=targetgroup/my-targets/73e2d6bc24d8a067 \
--start-time 2017-04-18T00:00:00Z --end-time 2017-04-21T00:00:00Z

THRRAHEE
{
"Datapoints": [

{
"Timestamp": "2017-04-18T22:00:002",
"Average": 0.0,
"Unit": "Count"

1,

{
"Timestamp": "2017-04-18T04:00:00Z",
"Average": 0.0,
"Unit": "Count"

.

1,
"Label": "UnHealthyHostCount"
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https://docs.aws.amazon.com/cli/latest/reference/cloudwatch/list-metrics.html
https://docs.aws.amazon.com/cli/latest/reference/cloudwatch/get-metric-statistics.html

Elastic Load Balancing W & S gk H R

289 Network Load Balancer §9ij5 8 B &

HMABERE TR AR , R BEAMREREAMEATIIERRILN TLS EENFARF
Bo BAERXLETRR BESSMRERKXHBERREE,

/A Important

REABPEREE TLS MR A BSNEBEHEX TLS BRWERN , FRRBBRBEE.
Al B EFRANEFRER, BNBWEERATGRBERTHEBERER , MARENMBERNT
B,

5[A B &2 2 Elastic Load Balancing 9 —IRA[iEThEE , BRINBER T EZALINEE. NARTERE
RAiAE BEXi2%x2fE , Elastic Load Balancing ¥ B &R N E4E X4 H FHEMHERIBEERN Amazon
S3 kT . BULARER AR B RIER.

B LAME A Amazon S3 EEMZEF4A ( SSE-S3 ) EARSERIHMNE , thA# A Key Management
Service 5 S3 FHENEFEENZ ( SSE-KMS CMK ) K5 ARG SFImME, SNGRE AEXH
EF#ED SIE#EBPZIFENINE , A ERFRTCNHITHE, EFFERTEARE K BAxE
BHEMEZN BEXEFSIARMEBN BEXGNARNEEREE, 8MNAEXGEHER —/ME—Z4A#TM
%, WBARSFEATHLHRN KMS BE#TNE. BEXEZELR , 258 Amazon S3 AFiEE
YIS E Amazon S3 tNE (SSE-S3) FfEA AWS KMS (SSE-KMS) 15 E RS 2w &

RGP BETLTEFTNTER, BEEX{T Amazon S3 W E A , BT E XY Elastic Load
Balancing Al LU B & &% 2| Amazon S3 I RBH. BXEMBEANESZER |, HSH
Amazon S3 ET.

B %

« B EEXH

- FEBHE%E

« RIBYSR HEXH

« AMGEREIIEREAEEAE
- ZAMNSRBITERN TR A E
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/specifying-s3-encryption.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/specifying-s3-encryption.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/specifying-kms-encryption.html
https://aws.amazon.com/s3/pricing/
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18] B & 344

Elastic Load Balancing & 5 Z# A BN AEHEER T R/RRXH —XAEXH., AEERRLAR -,
HESESRTUERERNEBENZNEE. BE , IRESEFESRE , SEIARER.

mE B ERNXHFERAUATER

bucket[/prefix]/AWSLogs/aws-account-id/elasticloadbalancing/region/yyyy/mm/dd/aws -
account-id_elasticloadbalancing_region_net.load-balancer-id_end-time_random-
string.log.gz

bucket

S3 R & o

prefix

FHBTHIR (BBEREN). WREFEENR , WaFASETFHBNRE.

aws-account-id

FrIE &R AWS K &4k,

region

HEIE RN S3 IFREAENXE,
yyyy/mm/dd

5 BERN B,

load-balancer-id

AEPE RO RIR ID. MRFIR ID TS EMERML (/) , EERMTHERANTR ().

end-time

SIDFEFELE R ARt E, Flan , 453RetE 20181220T2340Z ‘@ EFE 23:35 M 23:40 2 H
R EHEREIZE

random-string

REERNBEIZRTS,

LTRRIBEXMHE :
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s3://my-bucket/prefix/AWSLogs/123456789012/elasticloadbalancing/us-
east-2/2020/05/01/123456789012_elasticloadbalancing_us-east-2_net.my-
loadbalancer.1234567890abcdef_20200501T0000Z_20sg8hgm.log.gz

AEXH AN EFERPFEEERNE , FIEEAEN Amazon S3 £ BN B3 17845
MR A&, BXREZEER , 55 (Amazon S3 AFEM) PMEEF®EGEH,

HE B&ESKB

TREIAFH#HRET BRI BSRENTFTR, EFAZKRIBAEFR. B AFTNFZRN , S/FXEFRAR
MEBERENKRE, ELEAEXXHN , BN2KATREEZRNEAFRZTENTR,

time

elb

01T 2%
client:port

BRI : im0

connection_time

tls_handshake_time

received_bytes

sent_bytes

iR

MRS R, KEFMER tls,

AEKB A, HETRAR 2.0

1E TLS LS ReTiSFKAETE ( RA ISO 8601 83X ) -

A ERN TR 1D,

EREM TLS MU ERHE IR ID.

EFIimEY IP #ak w0,

BAYH IP bt MmO, MRF/IRERERIARSESE K WENE
raR. MREFIRERA VPC LinT SIRS#HTERE , MBHNRE VPC
Kiw T Ko

BEETE (MFTFHREIGR ) WERE (AZRARNT ),

BY TCP EEEZTK TLS EFMENE , BFEFIRER (UAEW IR
). XNBTEBEEconnection_time Mg, MERE TLS #F
o TLS BF XM , NEFREN, -

BEE , NEIERMNE P IR R F T R
EINFRzH , NP ERERIET T w718

i BE%E
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-lifecycle-mgmt.html
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FE

incoming_tls_alert

chosen_cert_arn

chosen_cert_serial

tls_cipher

tls_protocol_version

tls_named_group

domain_name

alpn_fe_protocol

alpn_be_protocol

alpn_client_prefer
ence_list

tls_connection_cre
ation_time

iR

NBHEB[MNE PR WREIR TLS REMNERE (NREFE ). BN, it
ERIRIEN -,

RUSEFIRVIERH ARN, MBRREBMNESIREIERELS , NikE
FREN -,

HFHRER, WEBLIREN-,

BEEFmDENZEBEMS (RAH OpenSSL #83 ) . MR TLS AR
B, B ERRIER -,

EZXFinthE TLS X ( RAF/FERR ) . ATeEMNER
tlsv1@, tlsv1l, tlsv12 M tlsv13, MR TLS hEARTHK , ME
FRERN -,

BERRER, KEBRLREN -,

Z Fim hello SHEHH server name ¥ BEW{E. ILER URL &HIEZHY,
MBRKEERVEF MREEST BEAERE , NHEREERN -

EEFHHEHMARFRM , RAFZFREN. TENENR
h2, http/1.1#http/1.0, WRKFE TLS AT ELE ALPN KEE.
RERFCE ML B AR LZEBEROPIIIE , MHEF-EER,

SEHRPENNARFIL , RAFFEERN, TsENE
Fh2, http/1.1Fhttp/1.0, WMRKFE TLS TP EE ALPN K
B, RIRFCEPNERZIEERODINTIR , W EF-EER,

E % hello 8 &= application_layer_protocol_negotiation ™ BHI{E. It
E= URL wBEW. SMIUEANGISHEEX , MUAESSRE. R

RTE TLS MUTERHECE ALPN KBS, KRAIEBARHWEF U hello JHE ,
EDNAEFE , WkEN-REHN. FHERKELTED 256 N FHITFHa
.

£ TLS EHIT et 1C FAVRS[E ( RA 1SO 8601 = ) o

i BE%E
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RPIRESRE

LTRRPIBEZRB. IR, XAUSTEAERRARN TESERB.

LA 25%8 ALPN REEHY TLS 0TS A R A1,

tls 2.0 2018-12-20T02:59:40 net/my-network-loadbalancer/c6e77e28c25b2234
g3d4b5e8bb8464cd
72.21.218.154:51341 172.100.100.185:443 5 2 98 246 -

arn:aws:acm:us-east-2:671290407336:certificate/2a108f19-aded-46b0-8493-c63eblef4a99 -
ECDHE-RSA-AES128-SHA tlsv1l2 -

my-network-loadbalancer-c6e77e28c25b2234.elb.us-east-2.amazonaws.com
- - - 2018-12-20T@2:59:30

LT REHR ALPN KBEH TLS U5 A9 =61,

tls 2.0 2020-04-01T08:51:42 net/my-network-loadbalancer/c6e77e28c25b2234
g3d4b5e8bb8464cd
72.21.218.154:51341 172.100.100.185:443 5 2 98 246 -

arn:aws:acm:us-east-2:671290407336:certificate/2al108f19-aded-46b0-8493-c63eblef4a99 -
ECDHE-RSA-AES128-SHA tlsv12 -

my-network-loadbalancer-c6e77e28c25b2234.elb.us-east-2.amazonaws.com
h2 h2 "h2","http/1.1" 2020-04-01T08:51:20

KRR B &S

BRI BEXHRES . MREER Amazon S3 BHI BT XEXH , MR HETHES , F 8
HMERER. MRETHEHXENH , MSFANERTHRESREREE.

MREHWNIE EEREER , NAHEERUTUERBEREREN BEXH (ML GB LN, EAEE
ToEE AL ER line-by-lineb BNtk KREMEKIE, Hit , BAEXMFERAREATHLERRALS RN D
WwIE, flm, BEUUERAU TN TES ML EHRBE :

« Amazon Athena R —fREXEHRS , LEEBRENERAIRE SQL 74 Amazon S3 FRIEIE.
BXEZER , HZ (Amazon Athena AAF{EE) FMEH Network Load Balancer HE.

* Loggly

. Splunk

« Sumo Logic

A EIR ) B R 159


https://docs.aws.amazon.com/athena/latest/ug/networkloadbalancer-classic-logs.html
https://documentation.solarwinds.com/en/success_center/loggly/content/admin/s3-ingestion-auto.htm
https://splunk.github.io/splunk-add-on-for-amazon-web-services/
https://www.sumologic.com/application/elb/
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N AT EERE AR B &

FERABBERE AR BERIEREN , BLXTIEEASTIERTEHPER BTN S3 FHEBHER.
R MIMEAF R Elastic Load Balancing 1% F B A 176 1 #Y AR 1Y 245 R 3R BE o

/A Important
REAFIGEHRESR TLS MR B AENETEEX TLS BRNERN , FEEIHH BE.

FRERER
BAERARAFER , BTN RL AT HR BENERER. FERLAREATER,
EXR

- FRBXANTEASSESRSERNXE ., ZEEBNAS9ESTRTRNK-EE.

- BEENTRTEBETE AWSLogs, BINSEZREBENFHBAEMHMBIRERMEL AWSLogs FFkHY
XHEED

- FEBLAEERTRIAN AEBEAFEBHONRNZEBRE, FHEBRKEE JSON BGME
&, XEFALFRRKESHRE , BTN FEEBE L ENR,

T ik M SR B Y R 451

TR RHIKEE, ¥ FResourcest®E , ¥amzn-s3-demo-destination-bucket®

BRiGR BER S3 FHENEM. Prefix/MREBRERAEHBIR , FELEK, X
Faws:SourceAccount , BIEENEITE S AWS IKF#Y ID. X Faws:SourceArn,
FregionM012345678912 , 5 Al B A AE B E RN XENIKS 1D,

JSON

"Version": "2012-10-17",
"Id": "AWSLogDeliveryWrite",
"Statement": [
{
"Sid": "AWSLogDeliveryAclCheck",
"Effect": "Allow",
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"Principal": {

"Sexvice": "delivery.logs.amazonaws.com"
},
"Action": "s3:GetBucketAcl",
"Resource": "arn:aws:s3:::amzn-s3-demo-destination-bucket",

"Condition": {
"StringEquals": {
"aws :SourceAccount": ["012345678912"]

},
"ArnLike": {
"aws:SourceArn": ["arn:aws:logs:region:012345678912:*"]
}
}
}I
{
"Sid": "AWSLogDeliveryWrite",
"Effect": "Allow",
"Principal": {
"Sexvice": "delivery.logs.amazonaws.com"
}I
"Action": "s3:PutObject",
"Resource": "arn:aws:s3:::amzn-s3-demo-destination-

bucket/Prefix/AWSLogs/account-ID/*",
"Condition": {
"StringEquals": {
"s3:x-amz-acl": "bucket-owner-full-control",
"aws :SourceAccount": ["012345678912"]

},
"ArnLike": {
"aws:SourceArn": ["arn:aws:logs:region:012345678912:*"]

iz
BA LA T HEA—Fh AR Amazon S3 i8] B EFERE ARSSH NS

- Amazon S3 EEXF4A ( SSE-S3)
« AWS KMS Zf%1E AWS Key Management Service (SSE-KMS) ## %48+
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1 X¥F Network Load Balancer 15R B , 8 EEH AWS EHH |, YINEAFTFEEZRH.

BEXEZER , 555 Amazon S3 AFIEM T RIEE Amazon S3 % (SSE-S3) MEA AWS KMS
(SSE-KMS) 35 E IR 55 25 Um I 25

R R LM AVFRSE X BSHTNZENBER . UTRRHIKE,

JSON

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Principal": {
"Sexvice": "delivery.logs.amazonaws.com"

}I
"Action": [
"kms :Encrypt",
"kms :Decrypt",
"kms :ReEncrypt*",
"kms : GenerateDataKey*",
"kms :DescribeKey"

1,

"Resource": "*"

Ei5R B&
FANTEIREERRAE , MHRERGEEHANBEXHEHE S3 7@,
FEREFEERAFRARIZR
$TFF Amazon EC2 ##1& , it A https://console.aws.amazon.com/ec2/o
ESMBERP , BEAFEESR.
ERENARESRNBMUT AR FHAEERE,

EEMENF L, ERERE.
HREAHEEREERE L , JITUTERE

o M w0 Dd =
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/specifying-s3-encryption.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/specifying-kms-encryption.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/specifying-kms-encryption.html
https://console.aws.amazon.com/ec2/
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a. XF¥i#E  TTFHRAE,

b. &K S3I HEFEFRANE, RNE

C. ﬁj:%{%ﬁgaﬂzo
EGAWBREXRIZE , BEEH AWS CLI

{8 A modify-load-balancer-attributes %o

ZRMS R BIE R E B &

, A S3MMME , BREMIR.

IERER AT N B MBI RER LR B RiL R, BEEABR BRIEERE , £0ER BEFE S3 F#E

FRE , BEELTEMBR. BXESER
kil

Eﬁﬁ?‘aﬂ'ﬂj =] T\Fﬁ-ljﬂﬁ_l H ll.l\lai

&2 % Amazon S3 AFIEREFHNAIE,. BENMER S3 77

$TFF Amazon EC2 ##|#A& , Wit A https://console.aws.amazon.com/ec2/,

ESMERT , RRREGER,

RSN AROERNBMUTHFEEAREE
ERMETF L | EERE,

TR, <AE AR,

ERREFER.

2 e

EEHipR BERICK , BHEA AWS CLI

{8 A modify-load-balancer-attributes o

R H o

ERIEEBAE
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https://docs.aws.amazon.com/cli/latest/reference/elbv2/modify-load-balancer-attributes.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/creating-buckets-s3.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/creating-buckets-s3.html
https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/cli/latest/reference/elbv2/modify-load-balancer-attributes.html
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HE&E &8 Network Load Balancer [a] &

AT EEO#HBEHEEES Network Load Balancer #83</Y a8,

2 M B frARLF ol AIRES

B EFREA InService REFERNNELHE  NXEFTETEETEFRIRE., BHE

BARLETAARS , RIFEBE - RESTRARE, BXESER , H2H NENHEEHFEFREANE
TRREE,

Y/

RIFEHRFIREBILZTRRARE , RERELTHM

i
Hin

LZEHR U

ot

1L

BRBIRBREN T2 EMMAVRBEABIERNEASTRARER O MSTRZLED AR
B, AXEZER  BEH BEfnz2d, AREERNRZLABLARTRAZLNRE, BXE
ZER , BEH ENMMENBITERNEE A,

M & ipERH 5&R (ACL) T AT RE

5326+ M R A ERR FRRERE M ACL KA ATFRBARBDERNRENZITRARE,
BXREZEE , F56 W4 ACLs.

HR A HEEB IR
RELTEN :

ZRATRTFR

Gl

EXBFIMRBKHNREHMMAFMITERE O ERBEF iR P it (MRBRBEIEH ID EBE) Hh
BOERT R (MRERET IP HIHEE) WREB, BXESER , M BRZ24H. AHS9HE
FNRZEEBATAFRARIINRE, BXESEE , B EFNXABTEHHENLEA,

M 4515 A2 ISR (ACL) FARE

S84 VPC TF ACLs XBMRE LA AN MBS G EN B EMT SO TR EEE. &
XESEL , BSH M4 ACLs,
B ARAL T R B A T AX

MREETAXPEMBERERERZATAX , XEEEMERFTENAR S ERELVRE.
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KB TFXIFH VPC B

MBLAES NI VPC HEH VPC RRAZH , NAFES 1P 5 Ti7F RXH ID Fix L
BISEREI R B3R,
B iR LT E ZMIETTIRRA R EIEFR

Network Load Balancer Wiz TR ER 2 MM , AR RIFKRBEBIRZTIRR. Hik , B
A UBEBRNETRRRERE A UHEITET HealthCheckIntervalSeconds RER BEMNIE,

B FR IR L TEE DI E TR R B R

KRERBBAT net.ipvi.tep_tw_recycle, BHIRE LS B e S HIE
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