aws
ZANPIEER

Elastic Load Balancing

Copyright © 2025 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.



Elastic Load Balancing KO FITER

Elastic Load Balancing: £ 8 i 819185

Copyright © 2025 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.

Amazon FIEFRFE L AR A BB FEMIE Amazon WERBRS , AR BLEAATRESIEEZFE
&, BRKIKS Amazon WA REH., PIEIE Amazon HEMEMBEIRO AR BFIEENMT | XL
FrE& T BEME T Amazon., 5 Amazon BxBk=iH Amazon #Bh , th AIEER 2 aNkk,




Elastic Load Balancing KO FITER

Table of Contents

R Lz b= 10— PSRRI 1
R B B BRI .o et 1
5 RO 2
LD TR 2
= ) RO 3

[T I Y T A B> = T SRR 4
bbb A E T /N = I B NS = RO 4
el b= T L C T A B> = T S 5

T TR BT IR LA et 5
fFEFBIZ Classic Load Balancer AWS Management CONSOIE ............ccoveveveeeeeeeeeeieeeenenenenns 5

=82 == OO 8
bbb E T /N = B NS = RO 9
B R D B T TS . oottt 9

LT - = TP 9
e R R e e PR > = ST 9
FEABIERAIBAZITETET AWS CLI oo 12

LR K 11+ SRSV 14

R e B AT .ottt ettt ettt ettt en s 15
(R R B B B 2 PR AT ..o, 15
fEF AWS CLIBL B ZERITBERT ..o e e e eee e 15

T =42 OO 16
BB I TUEIIE ..o 16
B R B X T B B T .ottt 18

SR =2 =2 RO 19
JBFH CONNECHION DFAINING ..ottt n e e en e e aean e 20
= o I 0o T =Yed (o a W B =110 1o HNU O 21

B T oottt ettt 22
B R L L L RO 23
Ik e e RO 25

T B R T ettt 28
B ettt ettt 28
BB T e e e e aa e 30
g4 - v 30

FRERIIPIIL oottt ettt en e, 31




Elastic Load Balancing KO FITER

FRIBTIIUERZR oottt ettt ettt ettt et et en e 32
BRI BT JERERAE oottt 32
BER AWS CLIUBFICIEBIIML oottt st 32

E T R O M g R k0 N 34
e PR 35
R B BRIl ettt ettt ettt et et e et e et e re et e et eae et eae et eae e eneenanes 35

T R ettt ettt ettt ettt ae et e ae et e ae et eae et eae et ete et eae e ereenanes 36

B BRI R B .ttt ettt n sttt enens 36
a1 R 37
- SR 38

B T B B BT B P .ottt ettt e et en et et et e e aens 38
e IO I I Y RO 38
= 4 < R 39
FEIIEER R AR e, 40
B R ol T e = RO 41

E b Ve = A\ TAT £ T R 42
Y 0 = 42
= =N =TSR 44
B EIE R S A B B RER e 44
NAFIEEEEEA Route 53 DNS BIBEEETE ..o 45
B ENIE B S A BT EUEIRBR e 46

e T B .ottt ettt e ettt ettt a et e ettt et a e e s A ettt ettt ettt eteaea e e s st e sttt e s s et esessan e s s s 47
171 TR 47
IO TS T v 8 R 48
HTTP/HTTPS BB ettt ettt e et e e st e et e et e saeeeaeesaeesneeereeenes 48
HTTPS/SSL fHIHTES ..ottt ettt ettt et a s e sttt esssesn e s s enans 49
TS I =TT TSR 49
ST I 7R 49
JERBREEBE BT IRAL ..ot n et 49

B T BB I .....vovoveeeece ittt ettt ettt ettt ettt ettt a s ea e e st ettt s et s s e s 49
X-FOrWArdEd BRIEK ..ottt e et e et e e et e e e e e e eteeeesaeeeanseeareas 51
XeFOrWarded-FOr ..... .o et e e e e e e e e e e 51
X-FOrwarded-ProtO ........... oot e e eaaas 52
XFOrWwarded-POrt ...... .ot e e aaaas 53
HT TP S A0 TR ..ottt ettt s s s s s s s sttt et e s e s es s s e e s st s s s 54
TS I SR 11 s - TR 54




Elastic Load Balancing KO FITER

FEABIERS A SSL/TLS iE#H AWS Certificate Manager ...........cccoveveeeeeeeeeeeeeeeeeeeeeeenns 55
EF IAM SN SSLITLS TET oo ettt e, 56
SO BT B IR ... ..ottt ettt ettt ettt ettt ettt e et en e n e, 56
T B TR B oot 56
SO T ettt ettt ettt ettt ettt et en e en e 57
BRSSBRMTRE BEIETIL ..o e et e e e e e e e e 57
SO BRB ..ottt ettt ettt ettt en e 57
BT R R E B R D R oottt 61
FTIRE . SO R B TR B oo, 62
BRIRBERI T BT ettt ettt et et ettt 63
BRIRBE R T HITRTD oottt ettt ettt 63

B R R R 0 Y R B oottt ettt ettt 68
B HT TP S BB o oottt e et et 73
BB A ettt ettt ettt 74
FE A AR HTTPS RS e, 74
FERABIE HTTPS TUERIIEEE AWS CLI oo 78

B I HT TP S T BT oottt ettt e et et e e e e ee et e e e et e e e e e e e et e e e e e e e e e e e e 88
BB A ettt ettt ettt 88

B R B N HT TP S 0 IR oottt e e 88
FEFTRIT HTTPS YEITEE AWS CLI oottt 90
B SO TE T oottt ettt ettt 92
A IR B IR SOL T oottt 92
] AWS CLIEHR SSL TEBD .ottt ettt 93
BRI SO B BB ..o oottt ettt ettt 94
IR AT SOL T BB IR ..o 95
(EFATEHT SSL BBIELE AWS CLI ..ottt e, 95

B T TR Bl . e et 100
B B R E SR oottt 100
T VPC BB .o e e ettt ettt et 100
] B B T BT BT T T S0 .ot 101
SETIE S ettt ettt ee et 102

B B B R T B A T ST B et 103
B S B A B BTt BT oo 103
BB I ettt 103

B T R T R B . e 104
B T R R BT BT B ... et e e e e e 105




Elastic Load Balancing KO FITER

Lk e B L o A RO 107
RN | D e 7, R 107
R TR R B T BERERR ..o 108
= 1< R 108
A ] =R 109
=2 K T SRRSO 110
ClOUAWLCR FEFR ..ottt ettt e e e, 110
RS o K Tl B OO 111
R b T R =t OO 117
R I B B R R T B o, 117
EE R GEIIEEIH CloudWatch FEHR ..o 118
80T 119
1 LT B PR 120

1 LT B = R 122
Gy LT = ISP 125
=2 R 1 = OO 126
kg Ry P 134

S A BRI BT B 1T B BT BR oo 135
F A = R 137
CertificateNOtFOUNT: FRIE X .. oottt 137
OULOfSEIVICE: A T B BT M BB IR oottt 137
T = R 137
HTTP 400 : BAD_REQUEST .....outtiiiiiiiiiieeeee ettt e e e e e e e e e e e e e e aaans 138
HTTP 405 : METHOD_NOT_ALLOWED ....ooeeeiiiiieeeeeeeeeeeeeee e 138
HTTP 408 : B SRIBET oottt et e e et et e e st e eneeeeteeeneeeneeeeee e 139
HTTP 502 : FoRUPRZR ..ottt ettt et e et e et et e e e aeeeneeeeteesreeaneeenee e 139
I T TR = N1 = R 139
HTTP 504 : PISRIERT oot ettt et et e e s e et e e ete e saeeeneeeeteesneeeneeenee e 140
MBI B FEFE <o cvceeeeeeeeeeeee ettt ettt n sttt enenn e 140
HTTPCOAE _ELB _4XX <. et e e et e e e e e e e e e e e e e e eaaanas 141
HTTPCOAE _ELB _SXX .. ettt e e e e e e e e e e e e e e eaaanns 141
HTTPCOAE_DaCKENA_2XX .....ccoiiiiiiiieeeeeee et e e e e e e e e e e e e e e e e e et e e e e e e e e aaaaaaans 141
HTTPCOAE_DaCKENA_3XX ....cceiiiiiiiiiiieeeeee ettt e e e e e e e e e e e e e e e e e e e e aaaaaaaas 141
HTTPCOAE_DACKENA_4XX ....cccoiiiiieieeeeeeee e e e et e e e e e e e e e e e e e e et e e e e e e e e e aaaaaaaas 142
HTTPCOAE_DaCKENA_5XX ....ccoiiiiiiiieeeeeeee ettt ettt e e e e e e aaaaaaas 142

SO Y 1 v R 142

Vi



Elastic Load Balancing KO FITER

PR By Sk = AT T - R 143

B BIBITERERRET .ottt n e 143

IR B BIRUERIE ..ottt 144

B Y = =k =3 % — OO 144
I 5 R 145

Auto Scaling AR HISEHIARIBET ELB 1ZITHRIRIEE ..o 145
R - OO 146
B IRTSEEZBITED Internet BIAE B o, 146
BT R B A E R B EXIEHITER oo, 146
FIEBN A EERM HTTPS #ERIREI“NET:: ERR_CERT_COMMON_NAME_INVALID” ..... 146
D RO 147
p=cps il = O BT - 4 T N 11 [ SR 147
ToESEMMEAT AMI BBIBISEB ..o 147

D Bl ..ot et e e et et e e e et e — et e e ——e e e e —e e e e e e e e e e e ——a e 148
B =] 7 < TR 149
............................................................................................................................................................ clv

Vii



Elastic Load Balancing KO FITER

TARZLHAFHTERR ?

® Note

2K B I HEF 2 Elastic Load Balancing i £ — A 9E =S, BINBWNEIBIRHT—
KRR ER. EXEZEER | BSHETEEN Classic Load Balancer,

Elastic Load Balancing £ Bl ZNEAREDBHE — NS ATHXEFWZANEHR , Hli0 EC2 3£
B, BRESHA P #ust, ELKREEIMERNEITIRRN , HOCFREEZBIE TR BIFHN B FR, 384
HEEE BREEAREER BN AREOESHTT B, ©ULLBT SRLGBL KED THER

#Ho

Z H O EHRBR

NEBERFEANNARFRESEIZSNTAXNZAN EC2 Rpl L, XARENAREFNRIERE
o BEABHHERXRNSTRRTENKE , FRRENEHBESTERNRXA,

BHABIIERFENEFRNE —ZMR. SFRSNARFHTRAM. STUREEFERTLE R
BIIE R PIRIMAMBERSEH , MALHEARFNEBEERR. BHAEEE RiEERIINARER
R E BE Y ] AV B BT E B E T R, RMEABHEE €% 531 BRAEL B0 THER.

TR EALREN DR ORELERBE M IRNERER | AEALEREN D HROS/HER
BRB—ANHBAEMES, RSN RS ESRRIN— NS MR

FBALNBEEZTRIRE , XEREWARGESIMERFNETRR , MEARSERNFERRE
FEEEH,

ZHBAFIEERHMAB 1


https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/migrate-classic-load-balancer.html

Elastic Load Balancing KO FITER

~
kA L L 4
( load balancer j
EC2 Instances EC2 Instances
. J

EWHREAEMEFIEBLESNITHX PN ERAE , 8407 AKX @ 0QEH &R K A8 E
BYUMRBMEE, fla , MREE us-west-2a TRHXFE+MKRH , 7 us-west-2b TARXFRH X
Bl MBERFEFNTAXZEAFESE. Bt , us-west-2b FHIRNEPIEL S us-west-2a FHY+
NROIEBHERNRE. NSEAFMTHXFHARNERH,

RABERT , ABBERENENABIEREANTAR ZAEISERE, BEFMEERANTAK
PFTAEEMEAIE FELIEARE , FEEHNABOER LEABEXSAEEE. BERNDRARNEE
BONTARARGEABESHRAY , AEXDNEFNRERD.

BXEZEER , FZH BUASHEYE AP EMPR Elastic Load Balancing T/E/R#E

L5

ERZHEMBERMAIRNARFABIIERER/UTIFL

« X% TCP # SSL {725
- XEERANRARFLERR cookie HHMELTE

B TSN AROERREFNYRE  BSR BRI & mibE,

n4a] FF 44

« ETHEIN{AAIE Classic Load Balancer F @ EEM EC2 324 , ESRGIZEE Internet HY R H 15
B

L 2


https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/how-elastic-load-balancing-works.html
https://aws.amazon.com/elasticloadbalancing/features/#Product_comparisons

Elastic Load Balancing KO FITER

. ETRMAHIE HTTPS RESEE R METH EC2 2hI , BSMAIREE HTTPS (TS0 E s
HEIg =R,

s ETHNAEALENSIEHRIFHETE , BSHAERELANTEESR.

EAMN

AN  BUNEKFAENE, BXEZER , S Elastic Load Balancing Effte

Ef 3


https://aws.amazon.com/elasticloadbalancing/pricing/

Elastic Load Balancing KO FITER

M [ Internet B9 4 #1171 £ 15 #1285

SIRZ BARGER | BAIEERN A AR RNER Internet WRAFITERS. H @ BN
ABEREBE A LT DNS B35, Eitb e Al BUBE BB MR R B & 7w i 18 5K 3§ B B 72 A 89
TR PIEMRY EC2 K61,

h J ¥ ¥

[ load balancer j

el el

k ¥
v v
L ] ¥
ECZ instances ECZ instances
subnet subnet
R

-

A

NER B ITERRRY DNS BRAI AT @A T KBRS P ik, Hit , AEAESERR IR ARIER
REEREXNAHIGERN VPC ERFGRINRNE K. AXREZER , SR AR TTES,

AR
o RN ITE I /NE DNS BF
« BIEMEME Internet B2 B 51 839725

S MBI BRI A DNS B 5

PIBRARIERRRE , E2WE 2B DNS BH , EFRAERAZBEHRIEFER. DNS RFFHFE
Ry SO E 2R EY DNS A MEM N BN ERNWAHBERTRNLE IP ik, SNMABGERT
REERFAE IP thibEEE RimE6l,

ZEHEERERUTHERLE DNS B :

name-1234567890.region.elb.amazonaws.com

BRI MBIEEREI A E DNS &7 4



Elastic Load Balancing KO FITER
SIZE M Internet WA B A ITEET

tIEAHBERN , BREMTR, BESTRIREHIMEHRE, BIEENR (B n30E
HHEER) EEAPNUALR O LR R (AFEERDFiREA) EEA TR A KEEMITER. TN
MBI ERRE S MIUTER.
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c. EFMMEMIZRE  BERBMIFFRE , ARRMARTERNE , LR AENEFRHE,
d. EBRIEHZX , FEAREBRNFEZNBRR.
14. WENGE
a. MRFEEYEMRE , FRARFEEINREZSHNRE.
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BRI EERRY28 DNS &5
ERENBAEGESEE , EHERATERRANAE DNS B#5

internal-name-123456789.region.elb.amazonaws.com

DNS BR55 25 L 83912569 DNS & AT IS A B E R A B E R T SRHNALA IP ik, 4
M RT QBTN KR OERDFRIPINAE IP ut, MREATEXESARGE , U
BT KBHEEIBNERKSG , MAZERTAX, BN , SN RJIREEIETHAXAEIEH,

BIENERZ B A FH D =R

LA GZNEAESER  RRENERIE R ARGERN VPC HEF KD B S8 EC2 £,

- AR S ERARREITERS
- EABIERNIASESR AWS CLI

Bl R SR
- WMREM KRN AR EROR VPC , UBAEFRBENEOIRE, BXESEL , #3W XT
VPC BYZ 1,

« BT RIE AR R B ERIEMM EC2 KHl, BARETER T ARIIERRN VPC FNRE M
REFEAT,

fEAES 2 e 2N AT &S

BRUATIEEZARNLENBIGER, BRENBSERNELARERS  SINBHRNEN, RERH
BRMELAR ERF R 2 5% i B K A TR E 2.
EREH A eI R AL BN BT E R

1. 3TFF Amazon EC2 ##l& , it Fhttps://console.aws.amazon.com/ec2/o
2. ESMEL  ERENARHESIMENXE, BS54 EBREEN EC2 RHERNMERXE,
3. ESMBEHR LK Load Balancing (f183391#) T , % Load Balancers (£ 19#88).

BRI MBIEEREI A E DNS &7 9
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4. %$E Create Load Balancer (81221 i19#23).

5. RIT£HEAFIIERBY , AREEFCE,

6. EARE

a. XNTREHEREN , BARBBERNEN
IR XENLARBTIIEREN , SEAROERN B VLT — , RSALUEF 32 1M F
B, AR FRRFFHMERN , TRLEZHTARER.
b. NTERNX , EERNE.
7. MRS

a. XNTF VPC, &BENKHFHZERN VPC,

b. NTHRE K BAEE-INTARX , ABMNZTHXHTAFRFEE—NFH, SMTHXR
REE—INTFH, ERSABIERNTRAM , BEES P THXNFM,

8. NWTXR£4A , ER—MEENATFEIRD 80 LARMAAE HTTP RENIELLH. MRENNA
BFEAEMBUMEAD  MEAUeZFNTe4d,

9. {IWEFMERMH

a. XFITEs , BWRPH HTTP, AR 80,
b. XFEHl , BRI HTTP , # O R 80,
10. BITRARE

a. XF Ping % , BRIAE RN HTTP,

b. XF PingiwO , BRIAE R 80,

c. XTF Ping B8%& , BRIAMER /o

d XNTFEHRETRARERE , EEARANEIRANAEFEENE,
11. =4I

a. BRI, XEHFEREFHEFETE,
b. EAAXAGT , EAUBREZNERNMEGRE , NARSER TN S5 SE6 R 1TIER,
c. WAERERE , EFWIASCRETMASZAIR N A RITER.

12. Attributes

NTEABTAXAHSE, BRAERERUKEN (ERRRNE ) , BREMRIAE,

13. TSI RRIRE (T )
EREHANENBAREEE 10
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a. BFBRNLED
b. {EFENAEI,
c. ERMEMIRE , FRABEMIFHE , AERARFTRNE , URAENEFZRNE,
d. EBRIAHE , BEEEBRNITEZMNBER.
14. HEMOE
a. MRFEEYEMRE , FRARFEEINREZSHRE.
b. WIABEFERNABERELIRGE , EECIEASITERUTHEEZARITE:R
c. HERZACENEL , EREFNHHE:RUE Amazon EC2 2%l 8 P EFEMN AT E R,
15. Verify
a. EEFNABEER.
b. EERERFEMFH , EFEITRES. EENED— EC2 RAIL TRFRASE |, BRI
it B B IT =R
c. HEHFMAEEIDH , EFAFISEEEN DNS 2 , XFRKELT my-load-
balancer-1234567890.us-east-1.elb.amazonaws.com,
d. FABGERA DNS BTN S EEB N HBERMA Web J Rt =, mMRANFE

BRETIER , BB RS B[N E.

16. MIBR ( A% )

a.

MREE - NMEAAHBERNEN -3 BIERK , FREEOHBLEHFFF DNS EXRE
%, RE B BRI A9 ES

$TF Amazon EC2 ##|#& , Wit A https://console.aws.amazon.com/ec2/,
R ABIIE R,

FOREFERE, BRABITER,

RTETHIAR , 8A confirm , AFIEZFMIBR,
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e BIZZ N ER MBI 27 AWS CLI

ZRIAER T |, Elastic Load Balancing £ 8I22HE [ Internet BV A 1E#ES. FRAUTIEQEANIAE
B#s , HEEHN EC2RAEM B FH I 2 M N BRI E S

BIRA AR

1. {ERfF--schemeiIMi& & H Kcreate-load-balancerfisinternal , MTFFIR :

aws elb create-load-balancer --load-balancer-name my-internal-loadbalancer --
listeners Protocol=HTTP,LoadBalancerPort=80, InstanceProtocol=HTTP,InstancePoxrt=80
--subnets subnet-4e05f721 --scheme internal --security-groups sg-b9ffedd5

LT AMBIRE, IR, ZEHRRTXR-NAEAEIES.

"DNSName": "internal-my-internal-loadbalancer-786501203.us-
west-2.elb.amazonaws.com"

}

2. {ERALLT register-instances-with-load-balancer &5 7 N34

aws elb register-instances-with-load-balancer --load-balancer-name my-internal -
loadbalancer --instances i-4f8cf126 i-0bb7ca62

LA 7 0 2 =45
{
"Instances": [
{
"Instanceld": "i-4f8cf126"
o
{
"InstanceId": "i-@bb7ca62"
}

3. (Wit ) ER LA T describe-load-balancers#n 4 3 i P 2F A 315 #7585 -

R R IR IDE S AWS CLI 12


https://docs.aws.amazon.com/cli/latest/reference/elb/create-load-balancer.html
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aws elb describe-load-balancers --load-balancer-name my-internal-loadbalancer

K2 E DNSName # Scheme FE , RRX 2 — MNAZBHRE B E RS,

"LoadBalancerDescriptions": [

{

"DNSName": "internal-my-internal-loadbalancer-1234567890.us-
west-2.elb.amazonaws.com",
"SecurityGroups": [
"sg-b9ffedd5"
1,
"Policies": {
"LBCookieStickinessPolicies": [],
"AppCookieStickinessPolicies": [],
"OtherPolicies": []
.
"LoadBalancerName": "my-internal-loadbalancer",
"CreatedTime": "2014-05-22T20:32:19.920Z2",
"AvailabilityZones": [
"us-west-2a"

1,

"Scheme": "internal",

R R IR IDE S AWS CLI
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BliE & OB E s
HRERABHEEE  CTNEREEE, fiN , CTNEFRDOEEORE, FRNZL4E,
QO ER

EEER

MRER , ABHERFATEENCEUEEMBET A EENRFIERBREH , THIAHE
Ko

¥ 7] A X A sk 9 1
MRER , WARBERLEMASFPEIHERERRE , MAE A XN,

RS EHEEN

WEARGERMOALETRNEHNNARFHEEZEXNREFER, TENEN

monitor. defensive f strictest. ERIAN defensive,
Z2 PR 8 A

WREA  WAHSERATEREEENFENBARBEZEZRN ( FTEDERERSE[HE ) . &K

NMESR 60 ®o
N E g

SZHEAPIERIEETHENRAMNETNAEFNSERME,

BRI BRI B
Za

RIS B R A AR AR EH O RZ TR ERD LHTRE.
W

RS ERNELT BRI 4T,
KB

MRER , BRMARM—Mrk , R REIKFIMNEEES.
R

&R LA INAREE LA A 9 # 2R 1T 0 2K
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B £ B A RN ERERBN

NTEFHESLARNBIERZHNENER , AROERFEF R NEE, IRERMLTES KA
NEPERZE, FiREREMTARSERNIM EC2 £flzE. ARHOEREFNATHERENE
BoEZZ B R, BIZMBENMRE , MRRARETEBEMARE  ARSERFRAEE, »
BRKEESITAVRME (Flansef E5) BRBERTER , FEIEENMNZRENHRITLEED 1
NFETHHE  AREEFEEAZTAEANHRHOKE.

WMREER HTTP F HTTPS (WTEs , BIAEHIS A HTTP RIFEZEI, B LE EHIH Web

fREEFRERBH REEGEN, BRAREIHEIE , IFEASROERESFERAERERE , BEFR
BESHEMNEH. VRRBARYESATRAASENEFINIERE , FRHFEIREN HTTP RiFE3
E{EXTFRAARIE RO ENZRENZE,

FER , TCP REVEDRNBACEUL AT IERLILERE AN ENTEERABE P RIEHE

H%
- ERZET A S ZE B
o £/ AWS CLIF & z= jH B At

fie F 2 6l & Be B 2= R e

FIABR T , Elastic Load Balancing 119 # 28 = HBEHZEE RN 60 ¥, AU TIRENZERE
R ERENE.

EREFEN A EREEZREMNRE

ITF S EC2 #%|4& , Mt R https://console.aws.amazon.com/ec?/,
ESMERK LM Load Balancing ( 71839 ) T , 4% Load Balancers ( 1539185 ) -
RS EHRNBHLUIT AR EAEETE,

EREMEIF L |, &R &mE,

ERBARODEREENENRERES 2+ , BAZRENNE. ZRENNEERN 1 2 4,000
¥

6. EERFREFER.

o K~ w0 Dd =

£/ AWS CLIED & Z= A B i

{# FA LA T modify-load-balancer-attributes @3 5 71 & AR I BT 8518 B 2= R B AT

ZE R E i A 15


https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/cli/latest/reference/elb/modify-load-balancer-attributes.html
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aws elb modify-load-balancer-attributes --load-balancer-name my-loadbalancer --load-
balancer-attributes "{\"ConnectionSettings\":{\"IdleTimeout\":30}}"

LA 9 W R R4

{
"LoadBalancerAttributes": {
"ConnectionSettings": {
"IdleTimeout": 30
}
},
"LoadBalancerName": "my-loadbalancer"
}

Bl E 4 H OB EHRMEXEAHEE

EEBE XA E  fSRATTHEFNEINMBIERTSLLEBERMERE AN AX B W 2 EMEHFIF
BHomER, MREZEATEXSASESEE K NS MMBSESTRANEETAXPHN 2 EMEHZE
P9 EER. BXEZELR |, 155 H Elastic Load Balancing F FF {5 H B9 5 X 13 71 £ 15 7

EXFHAHBETREESNMNEANTARTREEEHESFNER , ARSNARFLE-IHZ
NEBIERBERWES . BRNDARBVUEGESIEERANTRAXHRIGAMMENLAILR , LISKHME

SR BHEN,

X TEFimESF DNS ERFAENRE  FABRARLKALTERE-INTARX. BIEABEXEAHS
&, ERARPHX A FE RS BELXEPNAETRAKE R , NB/MRET RN EF RS E1

F

FERIELBAFIITERN , BXEAEIENRAEBRRTUEARIERNFN. RIAMERT , £
AP| 5 CLI RPN EZRAEXE MR 1HEE ., #FA AWS Management Console , BINER T £ikR 8 A
X FEET, SIBLBAFITERE , BN TG ARZABXEAR9E,

B %
- ERBXENEITE
- ZRBXENEIGE

B REXE RS
SERENT AT AN 2 A B B RS A B XA B,
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https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/how-elastic-load-balancing-works.html#cross-zone-load-balancing

Elastic Load Balancing KO FITER

EREH A B AE XSRS

1.

2
3
4.
5
6

ML S# EC2 #2414 , Wik A https://console.aws.amazon.com/ec?/,
ES B LR Load Balancing ( a9 ) T , 1% Load Balancers ( Tagk9#s28 ) -
R ARG EENBHRUITHF EiFMAERTE.

EEMETF L, ERERE.,

ERENBGEREEIENTAXEHEES 2+ , BRBEATAXAZGE.
ERREFER.

ESABXENHaE , §£H AWS CLI

1.

2.

f# A LA F modify-load-balancer-attributes i S A #1988 CrossZoneLoadBalancing B %1%
B true :

aws elb modify-load-balancer-attributes --load-balancex-name my-loadbalancer --
load-balancer-attributes "{\"CrossZoneLoadBalancing\":{\"Enabled\":true}}"

BAR 9 W LR

"LoadBalancerAttributes": {
"CrossZonelLoadBalancing": {
"Enabled": true

}
},

"LoadBalancerName": "my-loadbalancer"

}

( 3k ) 5 LR describe-load-balancer-attributestn S RIE B A E R RS E B ABXE i
;9 -

aws elb describe-load-balancer-attributes --load-balancer-name my-loadbalancer

BAR 9 W R R4

"LoadBalancerAttributes": {
"ConnectionDraining": {

BABRXENESE 17


https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/cli/latest/reference/elb/modify-load-balancer-attributes.html
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ZHEAPIEER

"Enabled": false,
"Timeout": 300

},

"CrossZonelLoadBalancing": {
"Enabled": true

.

"ConnectionSettings": {
"IdleTimeout": 60

},

"AccesslLog": {
"Enabled": false

}

FHEXE ARG

15

0N

Bl B AT AR S B 19 i aR 22 A s X S B A9 I T

EREFHEERBEXEAHEE

1.

o g M w Db

LS EC2 #2414 , ik A https://console.aws.amazon.com/ec?/,
ESMERK LI Load Balancing ( 71&(391% ) T , 4% Load Balancers ( f1&391#8% ) -
TR AESE RN B RUT AR FMEERE.

ERMETF L | EERE,

ERENFGEREEIENTAXKEHEES 2+ , ZRBATAXAZGE.
ERREER,

EXABXEAHESE |, BEAEEEEM CrossZonelLoadBalancing BHIRERN false,

BEXRABEXSNESE  FER AWS CLI

1.

f# LT modify-load-balancer-attributes 8% :

aws elb modify-load-balancer-attributes --load-balancexr-name my-loadbalancer --
load-balancer-attributes "{\'"CrossZoneLoadBalancing\":{\"Enabled\":false}}"

BAR 9 W R R

ZERBXENEEE


https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/cli/latest/reference/elb/modify-load-balancer-attributes.html
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"LoadBalancerAttributes": {
"CrossZonelLoadBalancing": {
"Enabled": false

+

"LoadBalancerName": "my-loadbalancer"

}

2. (Wit ) ER LA T describe-load-balancer-attributes i S RIF BN A E R ER EEAB XM
H91%

aws elb describe-load-balancer-attributes --load-balancer-name my-loadbalancer

LA 9 W8 B2 R4

"LoadBalancerAttributes": {

"ConnectionDraining": {
"Enabled": false,
"Timeout": 300

1,

"CrossZonelLoadBalancing": {
"Enabled": false

.

"ConnectionSettings": {
"IdleTimeout": 60

1,

"AccesslLog": {
"Enabled": false

Bt iE & B 1 3398728 HY Connection Draining

EHRLBENFIIHRFELQEEBCEEIMBRESTRATENEFREER , HEABEZRFITHAR
7 , £ A Connection Draining, X RIS E Y TR E EEBUEEMRBE TR T EANEHI
R HEHBHTHIER,

EEER 19


https://docs.aws.amazon.com/cli/latest/reference/elb/describe-load-balancer-attributes.html
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FEREERERN , B MEEENRMRENEBUEEMZE , ABHEHBREERERIFEIRSNHZK
BEl, RAEMNERRENNT 1 F 3600 2@ (BRIAMEN 300 ¥). HiAFHZ AR BIRFIET , AE
1518735 2 58 $ < Pl 5 1E 7 BUR T A Y S2 1 Y i 2,

MREHEEHIE A EEHITHE R BI&EEBNERE , W Elastic Load Balancing 2 1 Bl 5E fF #Hd 2.

ERB/THERBHESH , ARSERSFEERBUEEMAOEFARSIRESR InService:
Instance deregistration currently in progress. X IEFEEUH EMEISEHIRN AR TH
BREMTRSE , FERBFZABENRFIE , AR EHRLFEROPRSIRE N Out0fService:

Instance is not currently registered with the LoadBalancer,

MRRBFIEITRRE |, WA ERFFEOPRESRER OutofService, MREFERBSITRAT
EHEPIRHNHATHER , WETRXEFER, ERENRETERTESSTRTFENEFIHE
%,

MR ERISEPIE T Auto Scaling 4 , FH B HEIFEERE A T Connection Draining , 1l Auto Scaling
EHTVBREHIETRAREZFRMA LG22 , FREFHTPHNBERETRIEFFTHRABNT
H,

MREFENHIGER A XA S ERBUEEMB KO SES TR TERSEFIRIERE | M AT A A EEE
PR, BREERERRE , T2/ E IEERUEEMRSSAISE TR A ER KGR HEVEM# TP
Ko

B

- B Connection Draining

« ZH Connection Draining

J& A Connection Draining

& T LABE RS B TR B FEEEER .

EREHAERREEER

1. FIHLSE EC2 ##|& , Mt Fhttps://console.aws.amazon.com/ec2/o

2. ESMER LM Load Balancing ( fa#t5#% ) T , #%&#F Load Balancers ( A9 #2% ) -
3. ERNAHEHINBEHITHAEFAEERNE,

4. EBEMEDFL , EREE.

5, EREARHOTEREMIENRERER,F , EREREEER,

/& A Connection Draining 20


https://console.aws.amazon.com/ec2/
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6. (A& )XFEN (FEREAMRNE) , BA—NTTF 13 3600 BW2BNE, NRETMHE ML
B, WS 300 M EYERIAES

7. ERREFER.

ERREEER  BEER AWS CLI

# A LT modify-load-balancer-attributes f$ :

aws elb modify-load-balancer-attributes --load-balancexr-name my-loadbalancer --load-
balancer-attributes "{\"ConnectionDraining\":{\"Enabled\":txue,\"Timeout\":300}}"

BAR 9 W R R

{
"LoadBalancerAttributes": {
"ConnectionDraining": {
"Enabled": true,
"Timeout": 300
}
1,
"LoadBalancerName": "my-loadbalancer"
}

2 Connection Draining
B LARER N A B RERAEEER.
EREHAEAEEER

1. IIHLSE EC2 ###l& , Mtk Ahttps://console.aws.amazon.com/ec2/o
ESMERK LM Load Balancing ( 71839 ) T , 4% Load Balancers ( f1&391#8% ) -
ERAESERNEMUT AR FAEERE.

EEMIETF L | EBRE.

ERENEEEEMHTHENRERER 2+ , BUHERE AEEER,

ERRIFE R,

o g A 0w DN

EXAEEER  BER AWS CLI

#f Connection Draining 21


https://docs.aws.amazon.com/cli/latest/reference/elb/modify-load-balancer-attributes.html
https://console.aws.amazon.com/ec2/
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£ LL T modify-load-balancer-attributes @8 :

aws elb modify-load-balancer-attributes --load-balancexr-name my-loadbalancer --load-
balancer-attributes "{\"ConnectionDraining\":{\"Enabled\":false}}"

LA 9 W8 B2 R 451

"LoadBalancerAttributes": {
"ConnectionDraining": {
"Enabled": false,
"Timeout": 300
}
b

"LoadBalancerName": "my-loadbalancer"

NEHNF I REERESTE

RINMERAT , RHEARGERFABIERLIMBHIARK/PISEMEG, BR , B ERAKYE
£1F Thee (BN LFEREK) , FARIERES AP QEHEIREN IS, XTHREXIEHE
HREAFHMAEERREEEEHEFEH,
EENMAENXERBEARSES S HAF B REHIEBRFINREKE, MRENNARE
FEBHBHCHAE Cookie , M AT LAEL & Elastic Load Balancing , SAfE£1& Cookie BEN ARFAE
Cookie IEEMFLRE, MREWNARFSEECHREFERERER , B LLEE Elastic Load
Balancing , MBI EEEL B ERFENERIESEESIERER.

Elastic Load Balancin AWSELB g 282 — /N8 i cookie , A T & H MRS F 3261,
ZER

« HTTP/HTTPS fag5#ias.
- FMTARAZEDLE —NETRRBRFHRKE

REM

« Cookie IEEMH RFC AFFER TXI%. &3 , Elastic Load Balancing URI ¥ F X4 = &5 4w 3
N %5F , R AFELEKEET (10 Internet Explorer 7 ) ME TR URI YR8 %5F, BT AIEE& 00
LHBIEITHIR BT EF , Elastic Load Balancing #8423 T X4 F &3 1T URI 4mfB. fHlan , 2R Cookie

REMEAE 22


https://docs.aws.amazon.com/cli/latest/reference/elb/modify-load-balancer-attributes.html

Elastic Load Balancing G B
BHEREM path=/my_path , W Elastic Load Balancing FE % &8RP H LB HEE LR path=/my
%5Fpaths

o BRREMNEBETFIFERENSFERM Cookie IR secure FRE&EH HttpOnly ¥r&. A3
XL Cookie T EEHBEHIE, BIE , MRELENAREFEH N SIERM Cookie L%
EsecureHttpOnlyFEZIRE , M a7E Cookie LIREZIFESIFE. AWSELB

- MREBERATRERF cookie By Set-Cookie BHPE—NEREDS , NEHEIR BB cookie,

B
- ETEENENSIERE
- NAEFESNSENNYE

ET &R EHETE

MBI E 2R AR cookie RERERM B MITER K HW B MERNVEH, AWSELBEAFKITE R
WEIERE , CEEAREHAETERPRBFEERXA Cookie, MERXHEMNE , ZERSKREE
Cookie FIEER LA, WMEZE Cookie , AFIIERSBEN BN ABIIEE LIEER — DL, WA
h&iF A Cookie , NTTFRE—AF X ENELEE RGP ERZZHID, #MHREEEESE L Cookie Y
S HAR A , MTHE R Cookie HI A BUIFLERTE, AFITEERTLRIF Cookie By T HiRtE , HBE
f£H Cookie BITARETREE T M, Cookie THI/F , 2EFTEEBM, —H Cookie I8 , ¥
FimgaME Cookie % H 1l Bk Cookieo

3T CORS ( BRERHE ) iR , RERYWEFFEE SameSite=None; Secure XA, X
&R T , Elastic Load Balancing &8l 5 — My cookie AWSELBCORS , EF @& 5RE4E
cookie HHEIMNEEURLEM, SameSite®EFimaFEAIKEIXFH N Cookieo
MREHIRMHKERFZTRRTE , ABBEERXFLEFFERBHEZEG , HREINEASROIHE
ERIEFRFVZ TR RIFRISEH, Wt FERBHAIFNM , BEEE Cookie —# , 2EFEE
B,

MREFFIHYIRETHMEREONOITES  AEEEX,
FERAEHANABSEESREAETHFEANBNIEERE

1. FTALS®E EC2 #F|& , ik Ahttps://console.aws.amazon.com/ec2/.
2. ESMER LM Load Balancing ( fa#5#% ) T , #%&#F Load Balancers ( AE 3988 ) -
3. BEERNAESHFNBEHITHFEFAEERE,
4. FEMWESETF L |, EREBMITEE.

ET RSN SERMT 23


https://console.aws.amazon.com/ec2/
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5, HEBMWRAEL  RIEEHWMITSR , REEE Cookie ¥t THIRE,

6. 4% Cookie #MHIREMHEOF , EEANBIIERERK.

7. (WE)XNTEME , A Cookie BRI ( UAMWNEN ), MRFEEENY , REXNKLRLIE
TR, MESERSFFLE,

8. EEERFEIRMABEHED,

9. EEFRFEIRDERNHIGERIFAM

BH,

il

£/ AWS CLIN 98 RE AE THEN RN HERE

1. fEALLT create-Ib-cookie-stickiness- policy &5+ €12 1 f1 & 19 #2854 R HY Cookie ¥t
B , Cookie I HART(RI )Y 60 % :

aws elb create-lb-cookie-stickiness-policy --load-balancer-name my-loadbalancer --
policy-name my-duration-cookie-policy --cookie-expiration-period 60

2. fERLLT set-load-balancer-policiesof-listener as 5 R IEEN A ERE A LERM

aws elb set-load-balancer-policies-of-listener --load-balancer-name my-loadbalancer
--load-balancer-port 443 --policy-names my-duration-cookie-policy

(® Note

set-load-balancer-policies-of-listener i S B 5iEEATRIIE 5K O KRB
MHEIRIEE, BAFERLGSH , BIBE --policy-names WML T HATEER AN
K&,

3. ( ®i& ) AL R describe-load-balancersts S RITFMERESE A :

aws elb describe-load-balancers --load-balancer-name my-loadbalancer

MEITEUTES  RACERERD L NMNYTRE AR

"LoadBalancerDescriptions": [

{

"ListenerDescriptions": [

{

ETEHEmanaiEsE 24
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"Listener": {
"InstancePort": 443,
"SSLCertificateId": "arn:aws:iam::123456789012:server-

certificate/my-server-certificate",

"LoadBalancerPort": 443,
"Protocol": "HTTPS",
"InstanceProtocol": "HTTPS"

.

"PolicyNames": [
"my-duration-cookie-policy",
"ELBSecurityPolicy-TLS-1-2-2017-01"

}I

]I

"Policies": {
"LBCookieStickinessPolicies": [
{
"PolicyName": "my-duration-cookie-policy",
"CookieExpirationPeriod": 60

15

"AppCookieStickinessPolicies": [],

"OtherPolicies": [
"ELBSecurityPolicy-TLS-1-2-2017-01"

}I

R HR 2 E R

M E R fE A — MEFKRY Cookie L BEMAEHBFERNKFIMEXE , BELnARKEEPEEN
RIFA#EF Cookie HIEAREIRE, ABGHRRALCENARFENFIEFNNARFEECRER
B, TRWEAFHEEESEREF. ARSHRHEEREREFTIRESIFRETERH. MR
MARFERLEXEFHABNGRIIY  2EEXFLEE  EERAFNNARFEERERERFN
ko
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REQFELT HEImSE5IR B E M RIEE Cookie FRIEF

Ll
Iy

. path, port. domain, secure, httponly. discard, max-

age, expires., version, comment, commenturl fl samesite,

MREFIRMHERJIZITRRAME , RBHERLKFIFERBBIZRS , ARBATABOER
ERIERFNESTRRBRFHKE, WE , ARGERFIENN MICEFHFHEREZITRG , Fo4E
MERBEEZXSG , MEZT AR KFIEMREEREET,

EAEHEEANARFENSERY

1.

© N o o K~ w0 D

LS EC2 #8414 , Mk A https://console.aws.amazon.com/ec?/,
ESME K LM Load Balancing ( fa#5#% ) T , %4 Load Balancers ( A 391588 ) »
TR ARG EENBHUITH EiFAE R THE.

FEMITEET+ £ | R ERIITE,

EEBMWRAEL , HJNEEHOMOTER | REEEF Cookie ¥t T4

EEHNARFERK.
%I F Cookie Name , # AEH R AR Cookie K& o
ERREFEER,

EFRANAERFEFNSENY | BEHR AWS CLI

1.

2.

ER LT create-app-cookie-stickiness-policy @i 812 N T2 F 4 BB Cookie #14 SR EE -

aws elb create-app-cookie-stickiness-policy --load-balancexr-name my-loadbalancer --
policy-name my-app-cookie-policy --cookie-name my-app-cookie

FEALLT set-load-balancer-policiesof-listener i A A E RS AL IERME

aws elb set-load-balancer-policies-of-listener --load-balancer-name my-loadbalancer
--load-balancer-port 443 --policy-names my-app-cookie-policy

(@ Note
set-load-balancer-policies-of-listener S E#REEE AR EEFIKOREK
WL BIREEEE, BRFEALG S , BEE --policy-names ETSASIHAIE ES A
KEE,

BT IEFI SERM
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3. ( ®i& ) AL R describe-load-balancersir S RIF¥ M KK ERTCEA

aws elb describe-load-balancers --load-balancer-name my-loadbalancer

4. WRNEBEUATER  RACEEERA L NNITERE AR

"LoadBalancerDescriptions": [

{

"ListenerDescriptions": [
{

"Listener": {
"InstancePort": 443,
"SSLCertificateId": "arn:aws:iam::123456789012:server-

certificate/my-server-certificate",

"LoadBalancerPort": 443,
"Protocol": "HTTPS",
"InstanceProtocol": "HTTPS"

1,

"PolicyNames": [
"my-app-cookie-policy",
"ELBSecurityPolicy-TLS-1-2-2017-01"

]
b
{

"Listener": {
"InstancePort": 80,
"LoadBalancerPort": 80,
"Protocol": "TCP",
"InstanceProtocol": "TCP"

1,

"PolicyNames": []

}

1,

"Policies": {
"LBCookieStickinessPolicies": [],
"AppCookieStickinessPolicies": [
{
"PolicyName": "my-app-cookie-policy",
"CookieName": "my-app-cookie"

NARFEHNASERE 27
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1,
"OtherPolicies": [
"ELBSecurityPolicy-TLS-1-2-2017-01"
]
.

NEHNFIIEREERDEZHEERN

REEREXTURFENAARFTEET HTTP REERNABHEN. ARSEERES MR
ROBDRANERETHLE , ARRLER , AFRBLEENEREXRABRAR. F5ERER
SEER. HERRFE. RAELTRAGEES  REXTERENARFTAENEN
€39 HTTP REREBAGERER ., LTADRIBFRES  BRUARFREURS RFC 7230
FREHIER.

http_desync_guardian BE& 2 M HTTP 3K , BhiE R4 HTTP ¥R, BXEZEE | H5H
github LBy HTTP RF K,

WEEMERTRAMF IS, BX<EAT Application Load Balancer BWEE. , iHSREUE
Application Load Balancers i@ 5 Ef#E .

EET TS 28


https://github.com/aws/http-desync-guardian
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/application-load-balancers.html#desync-mitigation-mode
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/application-load-balancers.html#desync-mitigation-mode

Elastic Load Balancing ZRRBIEH

- A[HEE - HERAFHE RFC 7230 #nf | BRI E XM R 2B

« TEAW - HRFHE RFC 7230 i , RN , BRI B Web IR B|[MAE AR UREN S
LB ZIFER,

« FE-BERETRBENZ 2N, AROEHRLALEER , AFFHEM 400 WA , HXAFF

R

THNSIRER T 812K RE,
AER

- ¥R EIE ASCH ZHFHRBFHFR

- BRIRAIEHRVE,

« XF GET = HEAD &R , E—MEN 0 B Content-Length #53k,
- B3R URIBE—1MRXA URL mEBHZEE,

THH

- IR URI BEEHFH/.

. HREHTEE Transfer-Encoding #r3k# Content-Length #r3k,

- FEZNEHFHERER Content-Length 53k,

- RARZEN , AEFITHREEEH.

o B—MRATUERE N XAHSBLEARIRE(C A Transfer-Encoding 2 Content-Length,
« GET = HEAD &R A Content-Length #7k,

« GET = HEAD &R & Transfer-Encoding #rk,

e

* &R URI @& Null FRREER.

- Content-Length #5:3kBE — N EZEZBT R T RERKRFTHE,
- FRLEE Null ZFREES,

« Transfer-Encoding ¥Rk B &4 IRNE,

- BREERKTER,

« BRRAEXFER,

7% 29
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- FEZNEETREEM Content-Length #73k,
« ZHEZ Transfer-Encoding: chunked #xk,

MRFERFFHE RFC 7230 4l , AHIGE R [Fie 18
DesyncMitigationMode_NonCompliant_Request_Count fE#r. BEXREZEL | &
HIGERIET.

B

T&RHER Classic Load Balancers J{ARIFE R R 0 HERALEBER,

W
&
AN
Vi
=

23K S ki RICEEN
=yl Bl Bfiif Bl
CIE:3-3 Bl = =Nl
TEAH Bl S =Nl

B gl =Nl BELE

' RENEAER , BXRATS RN EFREE,

BEARSRERIN
EREHAEH RS ERER

1. FIHALD#E EC2 #4l& , Mt Ahttps://console.aws.amazon.com/ec2/o
FESMERK LI Load Balancing ( 71&391% ) T , 4% Load Balancers ( f1&391#2% ) -
EFRAROERNEHRUTFEFAESRTE,

EEMET+F L |, ERERE.

ERBAROEREENENRERET , &FHME - #E, &™8K = K,
ERREER,

o a0 A~ w D

EEHNTRSEHES , BEEH AWS CLI

BX 30
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f£Melb.http.desyncmitigationmode B iR E fAmonitordefensive, TKImodify-load-
balancer-attributesfisstrictest,

aws elb modify-load-balancer-attributes --load-balancer-name my-load-balancer --load-
balancer-attributes file://attribute.json

THR attribute.json HRE,

{
"AdditionalAttributes": [
{
"Key": "elb.http.desyncmitigationmode",
"Value": "strictest"
}
]
}

NEHEAF D EEREEREN

REBPHILE —F Internet HiX , A FRIEEEBMNEREZNFREZE B FEREZEEIN B 5. Elastic
Load Balancing fE AR PUARZAR 1, ZARAE A AKX AIERHFREE R,

BIAERT |, X B A 5 iR 6 A iR S (TCP) B , BN R BAFLSEHSLNERERS
B, MAMEHEREL, MBREBEHREMN , Ma@iE ﬂrpk)?%bu—/\mF‘h*E’m;k , Hhas
EEEE (R IP ik, BFRIP #itMIHOST ) o ZFRAEFIERNBERA —ZB0 KIERIZH,

(® Note
AWS Management Console 7 X% /8 AXEHIL,

AFS

- REPIIREL

- BRAREMIUHERES

- £/ AWS CLIS AREMY
- £/ AWS CLIZRAREDIL
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REBHEAT

HEEANBIGERRER TCP RITRmEREN , KEDPVARXBE TIRBIZFF iR IP ik, Fh
AHPERLEBETREENIFENRE , RSN R B SRR ATHEER/N P it
HMARRBEF R P ik, SRS IZERNE 1T, LRRZFFIER IP it MixO S,

PRV RIE I IPv6 BEMABITE RN IPv6 sk, 1t IPv6 it SMNER BT =M
DNS EZFH A IP b AT | ZB B ipvediFFkdualstack. MREFFiwEESE IPv4 , MR
LR IE#h IR AT ERNFAE IPv4 bk | TTEBES DNS iR BH1THET

ZREBHPIATUAEEFNRITH ("\r\n") &R , #EEBUTERX

PROXY_STRING + single space + INET_PROTOCOL + single space + CLIENT_IP + single space +
PROXY_IP + single space + CLIENT_PORT + single space + PROXY_PORT + "\r\n"

Blgn : IPv4

BT R EHIAT REI IPv4,

PROXY TCP4 198.51.100.22 203.0.113.7 35646 80\r\n

B R RPN FoR A
T2 8, ERITA TR -

- BHINEHABOERTERR TREDUNRERSH2E, MRERERSHFNARGESR LB
BRTREMBN , WASSEHRQOEEERERERFSFNRELNERINS —Mrk, BRIELH
MEERN , XMEEARESSHER.

« BIAER KA AL EREDER.
« BINEHITRREXFAEDN. BXREZER , HEH SHEMNBIIEHHFNMTHREE.

58 AWS CLIZ BRI

EZAREMY , BEEBSIE ProxyProtocolPolicyType REWKMKE K REEXMIHOLEBEAEZ
KR,

FERAUTIRERNENAREEEZCE ProxyProtocolPolicyType KEMWFKREE | FH IR KB
BAFHO 80 LMl , REWINE B AIZEKE,

REHWARK 32
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A ERRE AR

1. ("% ) A LLT describe-load-balancer-policy-types #i$3 5l tH Elastic Load Balancing X#F# %
B

aws elb describe-load-balancer-policy-types

MNEEXFNRERBENEZHMNER, TEERT ProxyProtocolPolicyType EE M
i

{
"PolicyTypeDescriptions": [
{
"PolicyAttributeTypeDescriptions": [
{
"Cardinality": "ONE",
"AttributeName": "ProxyProtocol",
"AttributeType": "Boolean"
}
1,
"PolicyTypeName": "ProxyProtocolPolicyType",
"Description": "Policy that controls whether to include the IP address

and port of the originating
request for TCP messages. This policy operates on TCP/SSL listeners only"

+

2. {#MA L Fcreate-load-balancer-policyfi 8l 2 /5 AR B A K -

aws elb create-load-balancer-policy --load-balancex-name my-loadbalancer --policy-
name my-ProxyProtocol-policy --policy-type-name ProxyProtocolPolicyType --policy-
attributes AttributeName=ProxyProtocol,AttributeValue=true

3. fEALLT set-load-balancer-policies-for-backend-server S 7EHE Ein A L5 AFH I Z R KB,
FEE , Ao EERYTECEANKEA, Hit , --policy-names A E IS EER
B FIRPHKBE (HlE0 my-ProxyProtocol-policy) MrELHEIE /3 ANERE (HI40 my-

existing-policy),

fEF AWS CLIS BRIEHMY 33
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ZHEAPIEER

aws elb set-load-balancer-policies-for-backend-server --load-balancer-name my-
loadbalancer --instance-port 80 --policy-names my-ProxyProtocol-policy my-existing-

policy

4. (W& ) AL Fdescribe-load-balancersip T RIEREBIHMLEREZERHA :

aws elb describe-load-balancers --load-balancex-name my-loadbalancer

MAEBEUTEER , ZEE KA my-ProxyProtocol-policy FKEESiKO 80 KBk,

{
"LoadBalancerDescriptions": [
{
"BackendServerDescriptions": [
{
"InstancePort": 80,
"PolicyNames": [
"my-ProxyProtocol-policy"
]
}
1,
}
]
}

£ AWS CLIZARENN
EANERSENROIXKNER | AREIREAE.
2RI U SR

1. fERALLT set-load-balancer-policies-for-backend-server e 5 ZAREMILEREE | FE2NFH
M--policy-namesikTi &R , EDEMRGEARSHEMEKER (HlI0 , my-existing-

policy ),

aws elb set-load-balancer-policies-for-backend-server --load-balancer-name my-

loadbalancer --instance-port 80 --policy-names my-existing-policy

fEF AWS CLIZ AR IEIHL

34
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MREEEMEZANKE , BFH --policy-names TS EZEZR/RE , TR :

aws elb set-load-balancer-policies-for-backend-server --load-balancer-name my-
loadbalancer --instance-port 80 --policy-names "[]"

2. (®& ) AL R describe-load-balancersts S RITFHMER S :

aws elb describe-load-balancers --load-balancexr-name my-loadbalancer

MEBEUTER  REREERMREKNRO,

{
"LoadBalancerDescriptions": [
{
"BackendServerDescriptions": [],
}
]
}

NE B AF D EER P IIRE

£ AL A A B R SRR A MBI ERRIT R | FINERAR. MEERHER.
BERZTUN BN EHROBIERAIMS ML, BNINAHEERORSRAIME—, MREF MR
EHRNRBELENHBERXREK , EHEMZNENE,

HEATRER | AT AR E R P EMR R,

B %

« IRERHF

« ANIOFRZE

 HIBRFRE

PR PR
TEREATHRENERRH :



https://docs.aws.amazon.com/cli/latest/reference/elb/describe-load-balancers.html

Elastic Load Balancing KO FITER

. BNEFRNRZEH LR -50

. RABHFAKE - 127 /> Unicode FH&F

- BREKE - 255 4 Unicode =&

- REBNEXDKNE, AFFEANFZHEETH UTF-8 #XKRTHWFR, ZERAKF , URUT
BHRFF: +-=, _ 1/ @. BTEFEANSERNERZE,

s BOENEEMBEREHaws  BIE , BN TEREBMH AWS A, BT ERBIMBRT LB
HREEMEE. EFRITENFRERITAZNERORSERSE,

ANDIFR
257 B B [ S B B R AT
AR &R PR

1. ITALS® EC2 #2%|& , Mk Ahttps://console.aws.amazon.com/ec2/.
ESMERK LM Load Balancing ( 718391 ) T , 3% Load Balancers ( 1539185 ) -
RO EHRNBHLUITAEEAEETE,

ERESETF L, EREERS,

EEEHRZENHLE  NTFE8ME , EFRMIFTE , RAREEENE.

ERAMRETG , ERRTFEX

2 T

EARMARE | B6EH AWS CLI

ERALT add-tags R AR INIE EFRE

aws elb add-tags --load-balancer-name my-loadbalancer --tag "Key=project,Value=Lima"

i BRAR 2
TSR FASTARE | FER T BAM Sk 88 eI ELI R
£ A2 B B BRAR

1. ITALS® EC2 2% & , Mk Ahttps://console.aws.amazon.com/ec2/.
2. ESMER LM Load Balancing ( fa#5#% ) T , #%&#F Load Balancers ( A 9#8% ) -

YIS 36
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3. EEBEABBERNBEHUITAERAGETE.

4. EMFEETFL , EREERE,

5. HEERLINHEL , 2REBBRNEMIEZHNBR,

6. TERBERITER , BRREFENR.

EBRRZ |, BEFER AWS CLI
EA LT remove-tags an s AT BR T 38 E R M ARIC ¢

aws elb remove-tags --load-balancexr-name my-loadbalancer --tag project

NEH RN IIEEREE T W

MR —NFRRINBEH 2 5% 8F | Elastic Load Balancing 275 1% Al A X 8l 2 — M g9 # 85
TR, ARSEHETRESRKEEFENREANERERE - MRS NATAXPWEETMEG, &
WEEDAMANARXZBRM—NFN, XAURSLNAETIERINTRAM. IR, SOENE
AR E RN F M,

MSEHIFREN ATAXGERE TN, WRENNBITERRE M Internet R IGE R | BLTERRE T
M, LEERNERXGIMNAREGEREVCRE (BAEERXMINCTREFMN ) . MREHAFRGERI
NER B IGERR  RNBWEERENE TN, AXRAHRBERFRNESRES , HSHXT VPC HE
Wo

BTN, HRETAXFREGEMREIASSES R ZAURAXPHFRE MR a8EEs. 5
XEZEER , B2H LB ARG E IR TMESH.

AIFME , AEEERTERNEREAEXNNTAXPREMRSES, BRINMERAT , ARGESRER T
Mgy AXE S @ HER, BEEE T TAX PR EMRSSAIRBEEEEER |, FEAEXER
B9, AXESER , H5H RELHNFHHRNEXEHNHI9HE.

WMRFRH A XFRESTRRBRFAEMSES |, HEEHFEXEMSLHIR TR ERIER , AL
REFZELT R MNABIIEREMERT W, BERFMNE , AREERE LA RBEHEE TR XA EMRK
Bl BHRSEFERBAZHRFMOTHXPREMRSEG, EEE, BER—NFME , ZTFMFPRIEHE
FRECEMBNBGERNRS |, BEREALUERBUEEM. BXESER , S DL ERTY
R E A LB,

&
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- EREHERETM
- £/ CLIBREFW

=R
EHAESERA TP, BIUBRATER :

- MBHER[LTREEDRE -,
- BNATRAXKEZAFIN—NFR,
o SBTTIENINA M X F o

T EASIER[FRMABERFME DT APIs 1Y, Rt THEXLEER |, R HAFM IR A
TR, BTFAERREIT. MRFENQBIIERVRAEFN |, LELHGETN S — T
XARmFM, fln , MRABHERFENTRAX , HELFEFEFMURNZ —NFR , NATE
FEMNEZATAXRMFM, BEEATUMERETHXRERFM (FRADTF—4) , NEE A KRN+ X
(BANTARTBEI—NFW) , RAEMEZANTAXHERFR (ARA %E?ﬂ?“r’cﬂ?ﬁé)o

EAEHSEE T W
R EH AR TR IR R T M,

FERARFAERE W

1. ITALS® EC2 #2%|& , Mk Ahttps://console.aws.amazon.com/ec2/.

2. ESMER LM Load Balancing ( fa#5#% ) T , #%&#F Load Balancers ( A 988 ) -
3. BEERAESHFNBEHIITHFEFAEERE,

4. EMZREHET <L | ERRE M,

5. ERETFMNIEHNMERFBS  BREZFEZRNIBERFM,

6. EZXRE , ERREFEN.

A CLIEE T
A AWS CLURIEL T REIF MR T M.
£ CLIFF MR MBI A9t 28
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fEALLT attach-load-balancer-to-subnets #p 5 BEN AEIGE R/ RIMHNFW :

aws elb attach-load-balancer-to-subnets --load-balancer-name my-load-balancer --
subnets subnet-dea770a9 subnet-fbl4f6a2

e B2 5 H A BIS BBR I PR A F M. B0

{

"Subnets": [
"subnet-5c11033e",
"subnet-dea770a9",
"subnet-fbl4af6a2"

]

}

EBBRFN , FEA AWS CLI

A LLT detach-load-balancer-from-subnets a5 W38 ER 1 E 9 EEE P HIKRIEEM F X :

aws elb detach-load-balancer-from-subnets --load-balancer-name my-loadbalancer --
subnets subnet-450f5127

e B2 51 H B B BR O RIR F M. 0

"Subnets": [
"subnet-15aaab61"

]

NEHNHIEREELZEA

FAEARIERN , BULUERNEZ2ARBEHZTL4H, AWS Management Console 1R &
ERENERELA , WEMXAMAF MR OMSTRERER O LN ARSEROINEORE, WRE
HERAERSA , NEHAFEHRMANRAFXHEN KO EWFTERE

[BEBRIA VPC] I REEA AWS CLI 5 API E£3EBRIA VPC o2 R E9ss , BREERS4A , &
WA BEERL2E3 5 VPC HERIAR2AXEK.

Eage ot 39
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[BRIA VPC] IR EEAR AWS CLI = API £ ER1IA VPC FEIZ A H RS , NEEN ARYEH[ER
NBEREL4H, tHR , Elastic Load Balancing A Z£ARMEAN , LAFIEER A L&X AE9HE
BWFTEHRE, Elastic Load Balancing A&/ AWS IKF REIBZ—NMXBENLEE , HEHERXR
default_elb_id ( I3 ) o default_elb_fc5fbed3-0405-3b7d-a328-ea290EXAMPLERIEERIA
VPC FElEZMNELEAFITEREEALZRLE., FSLEFRLAMNUBRENATFNITRIRORNEZE
TRRRERO LEXNFABEERNRE. BRATRIESEN , ToBRREZE4A,

MREEMARF DGR RINMYTEE |, WLARELZ2ENBREINAVERNTSREOD LN ERE.

B3x

- MBS ERLTSENEEAN
- EREFESRZSE

- ERASEREE AWS CLI

NEBERLEHNEERN

MEEBNLZLAMAATF A SEWRFGH#TERS., HEANBURTAFSEHSNRE (HG
Internet AE ) o

HEME Internet B HA & 1925

TRERTHME Internet BV BT 2RAVIERE A VEFN,

KR i i Q3G E e
0.0.0.0/0 TCP listener ERAFYERMTERODLERFRE
ARE

TRERTHEIE Internet B A ES AV HEE B ULHIN

B #R 17/ % 038 E SER

instance TCP instance FESEBI YT B8 5% O b A2 4 57 18] SE 451 Y
security listener HIERE

group

AEIERZ L HREEAN 40



Elastic Load Balancing

ZHEAPIEER

B #r i iw O3B E
instance TCP health check
Ssecurity

group
A EAEITEES

TRETRTAEBABEERNVEE AL,

KR IV % OSEE
VPC CIDR TCP listener

TRERT ASABEERNVHEE L IEAN,

B ¥R 7134 % O3B
instance TCP instance
Ssecurity listener
group

instance TCP health check
security

group

FEREFEIEREA

ERU TSR ER SN IERRBENET2E,
EREFEEFRIERANHREERNELE

R

EETRKEERA L V7R [ <4
B H IR E

TR

EHEEOESMTESROLEAREXRE
VPC CIDR W AR E

R

ERHITesin O £ AR B SEFIAY
HItRE

EETWRAKERA L 27 E K4
MR E

1. FTALS®E EC2 #F|& , ik A https://console.aws.amazon.com/ec2/.

2. ESMERK LM Load Balancing ( fA85#% ) T , #%&#F Load Balancers ( A I9#8% ) -

3. ERNHBERNBMUTTFERAERTE,

EREfasERed
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4., ELREMETFLE , EFRRE
5. ERBERLUATHEHNEZLAT  RESFERNNIBREZE4A,

R Z AR 5 NEE4A,
6. EXERE , AEREEL.
FEAPERS4E AWS CLI

R LT apply-security-groups-to-load-balancer is S Z £ A 5 M FITHEFMEXREK, EENZ244
BEZHXRBRNELE4A,

aws elb apply-security-groups-to-load-balancer --load-balancer-name my-loadbalancer --
security-groups sg-53fae93f

BAR 9 W R R

{
"SecurityGroups": [
"sg-53fae93f"
]
}

ACLs R &# Classic Load Balancer Bt & M &

VPC HIBRIAR 4515 R4 H 5K (ACL) REFIB AWM B RE. WRECIEAELME ACLs , &%
AN DN VE LD 3R M SEHE S RI M

ME GRS F R HEEIANBURF A E9EFRE (HEE Internet AEE ) -
HME Internet By fa &9 # 85
THEHERTHEIE Internet By AFIEES AV HEE A SLFIN

KR iz s OSEE it
0.0.0.0/0 TCP listener ERFYERMTERODLERFRE
AWRE

AP ELZE4H AWS CLI 42
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KR i i O35, it
VPC CIDR TCP 1024-65535 Eimefiw O £ 2R B VPC CIDR #Y
AWHRE

THE R THEIM Internet A E SN HEHUEH N,

B #r i iw O3B E TR
VPC CIDR TCP instance EEFmFreEE O L AFmEHIER
listener =
VPC CIDR TCP health check THEBTWAKRERALAWMAEDRIY
WE
0.0.0.0/0 TCP 1024-65535 ZliEwO EARAYMERERE
N Bt 2 15 T 85

THERT AESABEERNEEAEAN,

SR i s OSEE pat >3
VPC CIDR TCP listener EAFYESRMTEERA L AEXRE

VPC CIDR W AR E

VPC CIDR TCP 1024-65535 Eimetiw O £ 2R B VPC CIDR #
AWHRE

THERT AEARGE RV HEE L IEAN,

B R 713V % O3B TR
VPC CIDR TCP instance ESEHI{Tesis O £ AAF#E VPC
listener CIDR WHIFHRE

M 4% ACLs 43
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B #5 I3V % O35 R
VPC CIDR TCP health check TEEBETIRRKEERAOLARFRD VPC

CIDR By i3 E

VPC CIDR TCP 1024-65535 Flmetiw 0 L2 ¥R ™ VPC CIDR #Y
HIERE

NENEBRAFIIEREIE B ELEA

BNEHATIIHRBSWE —NERIARNIEE RS (DNS) B, Lkt DNS EMBIEQI B ATITEIRN
AWS X &M, fln , MREEXEE (BBRX ) XiFHLIEE N my-loadbalancer K
Fi9teR , WENAEHIIEE2WEI— DNS £ , Hlt0 my-loadbalancer-1234567890.us-
west-2.elb.amazonaws.com. EERH| LiFREIMLL , iERF1LL DNS B ¥AEME 2] Web 53 5T 25 #9 Hh 31t
=, T3, EREFEZENERAN DNS EMTH TR R

MBBHEN MY E R FEARIFH DNS 1 (0 www. example. com) MIEERIA DNS B |, &
ALBIE B E N EE I NHEEATITEESH DNS EMMEXEK, EFFRFEALKBEEB#HTIER
i, DNS RS2 E M AEITEEZH DNS B,

B

- FENBENEASAEITEESE HEXEK

- BRI EEH Route 53 DNS #EH# B

- FIEN B ENE A SABITEESRIUE KRB

RHEWN B ENLEA ERE G ERE HHEXE

B REEAEMER | HEMENT B, Internet LAIIZEZ H Internet R A F bt £ B
(ICANN) B, SEEBELEH A EME (ICANN ATHERFZ IMNAR) FMEE. B FHEN
s F SR T EMEZNFERFEBANENER, EXEZEE , BSHEUTER :

« EFH Amazon Route 53 JEHE & , 25 Amazon Route 53 FF X A R IEEFHFE A Route 53 7+
s A

« BREZNLEMERE , BSRLINLREMEE £,

BE XA 44
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T—% , BIER DNS RS (WA BUEMR) I8 — %3 R IR NERR BB EHN R HTER. FX
EZER , FS &R DNS BRFHIH,

W& , B LAERA Route 53 ¥ENER DNS RS, RIBZRERXE , EPIEH/XUWME Internet £
HERBARENER , ARGHEEARBIATHERNIERRIEFEE. Route 53 3B IEFER
DNS &)Uk EE , B AER BB ILREN LRI ( HI20 example. com ) WK E & DNS Eifj g
REIBHNAEITEEE. X NIAEEN DNS RS EBE Route 53 WEE. , 2 Amazon Route 53
FEARIEEFPHE Route 53 L E N &K DNS RS,

&Ja , £/ Route 53 AEBIZEEXEHMANBIZFEKE. EXEZEEL , 1§55 Amazon Route 53 FF
EAREREPNERERB I AZEERS,

R ARG E SR Route 53 DNS B

MR Route 53 1 DNS EfIEHFI BN AEKITHESR , B AILUFER Route 53 RN ATIITER[E
B DNS ¥EH#B, EHEXBEET , Route 53 2R E M FHYERHEM EC2 EHIMZITIRR , A
BEECNEETH. MERERMESESIM EC2ETEENIH | REAREEEXREZTIRR
ME , Il Route 53 2 RERBEHMAARE , fliE1T RFNAEITEIERH Amazon S3 Ry ER
AL,

fFlan | RIZEE—1NATF www.example.com By Web SARERF , HERFEFRAERRXIBANH
MBI RZEETHIRES, BEEHREFTERHI—MXBHWASLES  HELFEEXR
EHERHENS —MNEFRN AR ERAERZD. MREE DNS BERXE , AT LUIEELRN EFNH
By (% 10) AEOEER. MR AFYEEETA , Il Route 53 2 REE@MEEAHFIES , FNSF
ThEE [ E By BT =R,

£ 1T 4 B AriE TR Zh g

o YMAZMAHFHEHRIBZICFLENTEBERETIRORIRE RN Yes B , Route 53 FFi¥fh alias
target EEENTRNZTIRR. XN TLEAAFIEEES , Route 53 A S AF G EFREKHEH
EITRARE,

« HRMAFHERFELE —ATMHEFZITIROR BIFE |, Route 53 &3FiZ 3 B i FE TR
BARH, AFE , Route 53 2REENRARIREICHK, MBEFEHANEBEHAKE , Il Route
53 IR[EF 18 %,

o HRMAFHERFELE —ATMHEFZITIRORTELRN |, Route 53 FFZ BB i FE TR
BATE, AFE , Route 53 2IREEWRARREICRK, MBEFEHANEBEHKRE , Il Route
53 iR [E 4 Bhid .

BEXREZEER |, B2 Amazon Route 53 FF X AR IERFRIELE DNS HEH#,

NIE B E R EA Route 53 DNS #fE# % 45


https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/dns-configuring.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/routing-to-elb-load-balancer.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/dns-failover-configuring.html
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FHER B E E R 589888 BUE X Bk

EALE EHREERBNQARIERE  FHENREERE , MHTAN B TS SHEaE
BRHIHE, HXESEL , HSH Amazon Route 53 F XA REHTH AR EZNMBAEREK

FHEN B EE R S AEGH R EUE KRB 46


https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resource-record-sets-editing.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/DeleteHostedZone.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/DeleteHostedZone.html
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2 B O EH AR TR

FEFF R EA Elastic Load Balancing Z 81 , XM A LB ATIGEREE — NS MIVTER. TR
ATREEZEERNWHER., EAE (FRRBATHES ) EENHUFRONGEE (AR9EREE
JEIRSEHI ) HE A M A O B B AT 85,

Elastic Load Balancing Z#F M MY :

- HTTP
+ HTTPS ( %% HTTP)
- TCP

+ SSL (%% TCP)

HTTPS i fEEA SSL thiXfE HTTP R LBV L4 iEE, S aflfEA SSL e TCP ELEEY &
SERE,

MR AR TCP 5 SSL , MK SIHIER T LUER TCP 5 SSL. MRAHIERER HTTP 5
HTTPS , MIAM S ERETLER HTTP 5 HTTPS,

Ja w32 AT LA YT % O 1-65535,
MEGEE LI THO  1-65535
AR

« HTTPS/SSL {mfTgs

- REAFYEIRNNTREE

o HTTP #RAFLZ g5 E35

ZIP

HA Web NABRFNEETUAZIRHENRGENENTE. BSEBXRABRENEEIHE, HBED
RENEFIRE—REEET —RB. THRREEE (OSl) 2ENEEER | LEXLEDE P KRR E
BEER , XIMEREHRADN. BXEZEFEE , BS 6 Wikipedia F 1Y OSI 3,

£ Elastic Load Balancing it , ZFEEN PR 4 M2 7 BEELRNTH. 27 4 BREHE , BRTE
i BRI fE iR SR 2 [ @IS B S B MV R SR Sl (TCP) £, 2R 4 RAIABNARI9EES

P 27


https://en.wikipedia.org/wiki/OSI_model
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BENSEDZR. 7B 7 RNARFRE , #7TEF R ASGER, URAFGEHRIEN/ERK
{5l 2 (B B9 B S AR IR M (HTTP) Fl HTTPS (Z4& HTTP) iE#,

ZE2EEFTRE (SSL) MU EERATHEIFTZEME (W Internet ) ZHAVHLZBIEF TN, SSL ih
WEEFIHERHRRSSHCEEYLSERE , BREENEFPIRMNRSSE2EEENTEHRIERENE
BREN,

TCP/SSL X

MREERMHNEIRERPEER TCP (DR 4) , ENARBEHRLNBERERRBFRES , mMAE
bRk, ABIERRIERZE  2EHENTREEFEEN RO EITFSRRSEHIF TCP =
%,

HTARSEHRSEBEEFREENEREFZEANRE , REENEHREHNIAE BERFIERNE
HESRN IP iUt M AR FEBEF N IP ik, BULEARENMY , EEFN—NEEEFHNIERE
SE (MR IP ik, BAR IP bR OF ) BFRK. ZARKBEBENBERN —H 9 KER FHmESH,
B LUBTBERNE—TRRREEFERE. EXEZEE , B2 NEAMTIIHHIERERENL.

BEFEALEE , BN T2RBISFEMMEDE X-Forwarded #53k#Y Cookieo
HTTP/HTTPS %

MREAHMERERGER HTTP (DR 7)) , ABBERLBITERFHRL , RARRERRERE
Ui SRl

¥ FHTTP/HTTPS load balancer, Elastic Load Balancing opens and maintains one or more TCP
connections. These connections ensure that there is always an established connection ready to
receive HTTP/HTTPSEREEHNENEEMEEZTREFNKH,

HTTP #ERF HTTP MR ERARLFERXKEB X HTTP SEEME S, Elastic Load Balancing X% X-
Forwarded-For ik, BN ARBEBRQEBE A IRMRFEBZRNRE , AENRSEEHFR B
HEFRNEEATIIERMN IP thit, EEEEF KM IP it , &6 H X-Forwarded-For #XR4x
ko AREZER , S X-Forwarded-For,

£/ HTTP/HTTPS &Y , BRI ERHHER LEAMMELE, SHEQERAFNSEHREDREGRSK
Bl XHEALBRESFEYRE , REF-AFNREERSIRREIEENEREG . BXESE
B, B2 N EHNBEHEREEN M ST,

MHEERHTIFME HTTP VBB, NMBEAEYERIEANENNFE, WNEREmIEFRAE
HTTP 1.0/1.1 SRfeMFEL IEER |, MEEFEH TCP ITEs,

TCP/SSL MY 48
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HTTPS/SSL {88
WO LAER T2 IeetI B oS,
SSL RS SBiIE

MR BIURIEREMFE A HTTPS = SSL , WA 7E 71819 % 85 £ &= X.500 iE$ (SSL RS FFIER). HE
HERAEBRRAFTFIHNER , RAEBEERKEBFHES (Fh SSL Kin). BEXEZELR , B
S KB E A SSL/TLS iE$,

MRERFLENFIIE R IE SSL K1k (F5h SSL HF) , AIEmMRMNERERSER TCP , Fh4k
BERMN EIEMKRHIEIEULES,

SSL thE&

Elastic Load Balancing R TE XK SSL MhEEE , £&F P in 58N AR E R 2 A E L IEEN
XLEE A T#IT SSL i, SSLIMERERM T ZHNEFRFRAMY , HEABNEBNSAEEM
BEE, A, FEFEARGTEHESENNEPNAMERERHTMEERIATERSERR, FELe
ESHMEARE (10 PCl, SOX &) REERFFIHRMU—ABEDUNEE , LARFTELEHE, FEit
EKERT , BUUREENBEERCVUBZEEN SSL BB E. BHZBRPLNMTE 30 BREK.
BEXEZER , FSH QUEMFITEHEEM SSL HERE.

Ja i AR 55 25 & 10 IR UE

MBS IEZER HTTPS 5 SSL , A LUE A EEMEAN S HRIT. »/SETEREARIETE
KRB REARESMENHBE , HRREISEMEHEFERNAEES.

BXREZER  FEREERRERS RS BRI,

Z AR PIIE RN MITREE

TRERT LA EEMN HTTP M HTTPS IS Al RElLE

NAZR BIm TR Bl S i I =33V =g 3l £x

HARKHTTP 4 HTTP NA HTTP NA . X &

BioEes Forwarded
¥Rk

HTTPS/SSL fiiiT &5 49
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ZHEAPIEER

R F3% =
R &£

Elastic Load
Balancing #9
M v R AR
FF LA SSL

£/ end-to-
end INZ R
P 3 28 1 F 2
FF

Bl i M

HTTPS

HTTPS

B U 12 3

SSL thE

SSL thE

R

HTTP

HTTPS

TRER T ZHBATHDERA TCP M SSL YT TR &

R1 R 3% =

HARTCP f

Rir A
Elastic Load
Balancing #9
Pk sR N AR
Fr LAER#X SSL
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Balancing

Bl i T I

TCP

SSL

SSL

Bl Ui 12 T

NA

SSL hiE

SSL thiEd

Ja i

TCP

TCP

SSL

= bl

NA

f& i & 43 A

JE Vi 5 T

NA

NA
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Forwarded

PRk
. BEEAY
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£ SSL i

+

=

- XEFRERD
WARK

- BEEEAR
18788 - 28
& SSL iE
1
. ERREH
WARSk

. BEEAR
I
RS2 28

T RRE B

50



Elastic Load Balancing KO FITER

NRA%HE BY Ui 7ML IR pvil RN J& Uik I £x
end-to-end 1l 2 SSL if
BARY M 4k =, il
NARRF . RESH
SSL E#
FiEA SNI
¥Rk
« TXEHRE
AR K

HTTP R MA AT =5

HTTP #&R# HTTP WA FERAFRLAFREAEZE X HTTP HEMNEE., HMAFBRNES RN BME
X, EMNMEXN ZBEBEZESR (CR) MRITHA (LF) #1729, RFC 2616 EE/LPEN THRA HTTP
A FERE, WHEERARFIZER (FE35RM ) WIEFRAE HTTP #r3k, RLEIEFE HTTP 15
3L BB X-Forwarded HIR., LM AHITHBEZIFLT X-Forwarded #73k,

BX HTTP EEMNEZE LR | {2 Elastic Load Balancing A 8B H M5 REH,

TR

o« WINEAVIUYTBRIR B X X-Forwarded #rk. BXEZEE , S LR AT E /AT RE
Bo

B EER Web BRSBRACFEE iR IP Mt

X-Forwarded #r3k

e X-Forwarded-For

» X-Forwarded-Proto

e X-Forwarded-Port

X-Forwarded-For

FEBFER HTTP = HTTPS #8888t , X-Forwarded-For #R¥53K A B3 A H & B ZR B %
PRy 1P ik, RARBEERSEBETFRNRSHENRE R ENRS 2R TIF B & F R

X-Forwarded #53k 51


https://datatracker.ietf.org/doc/html/rfc2616#section-4.2
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/how-elastic-load-balancing-works.html#request-routing
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SENFHESEN P tit, EEEEFIRMW IP ik | 56 H X-Forwarded-For #&R#rk, Elastic
Load Balancing &7 X-Forwarded-For BRIRAFFHEF WA IP #hut |, HRFRk &% B S AR
%88, MR X-Forwarded-For IHRFEARITEEFERSD , WARTERQ0NE—NAEFG IP i
HERBEREMIRL, BN, HEHEESRLNESR IP M MBIMAEIRL |, FHRHZIR AL S DS/
fR$588. X-Forwarded-For i#RIFL AT EZMNUES 2 BH IP Hitt, JREDMHU R EHXAH
BROEFiR IP, Y , 2B AEERERARTRE.

X-Forwarded-For ER#IFAFKAUTER :
X-Forwarded-For: client-ip-address

THEHR IP #ith 203.0.113.7 HWEF %K X-Forwarded-For ERFrLHRHBI,

X-Forwarded-For: 203.0.113.7

LT R IPv6 it W B FiwiIX-Forwarded-Forig KRRk =
512001 :DB8: : 21f:5bff:febf:ce22:8a2e,

X-Forwarded-For: 2001:DB8::21f:5bff:febf:ce22:8a2e

X-Forwarded-Proto

X-Forwarded-Proto & R¥r3k A& By IR BI B P ik S AR S E e E ZN TR ML (HTTP
HTTPS), MRS REF BENBEERFENARISER 2BEANDN ; FERAXTERF
mMABBEERZEBEANDUZER. NFHMERTFiRMARIERZEERNMIN, FA X-
Forwarded-Proto #&R#5&8, Elastic Load Balancing &% X-Forwarded-Proto & R¥Rk F17HE
EPimMAEI9Ess B ERN , HERLEARTZHNRSES.

RN ARFS ML AT AEAFM#E X-Forwarded-Proto EXRFLHPWHICKENEREQMEER
URL #91 R

X-Forwarded-Proto BRFFAEALUTER :

X-Forwarded-Proto: originatingProtocol

LT RBIEEE HTTPS BREXIRE FFin#YiERH X-Forwarded-Proto #R#Rk :

X-Forwarded-Proto: https

X-Forwarded-Proto 52
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X-Forwarded-Port

X-Forwarded-Port ¥R#rk A& BRI F /- i S8R AR SR et AT A RY B AR im0 o

X-Forwarded-Port 53
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% B BT EERAY HTTPS T a5

&R EX I EBEEA SSL/TLS il (B#5J9 SSL EIEk) AV AEITE SR, IR N EN REEE
BRERT HTTPS LiEMNE i B LUK M A B9 E R 581 EC2 Kfz M EEH*TREME,

Elastic Load Balancing ffFAZ£E#FE (SSL) MEERE (MMNLZE2XKE ) , MEEEFHEAES
R BMHAEIERE, EXHEREER HTTPS/SSL Y , fFAMEN L2 FHRBEEN T2 EK, &
IR IS E R LEPE SSLIEH. ARHERAEANIERLLERE K BEXRBEFHNER , R
EENERAZEES, ARSESRFARSEEE4ERLIEmEE, SR EENIF LR
S HRIE,

ZHNFIIERTI GRS B[/ENETR (SN ) o BAIURNERAUTRED 2 — :

- EREBER LB -NEDR , ANESNEEMNERINEZEZ A (SAN), SANs 26 £
BENMERFRFZNENR. BREBMIBIEFNHREURNARMAMBERNESZES SANs |, BE
HIRRIEFREE SANs,

« X TRmMEHER , EIRA 443 LER TCP iTeR. ABLERBEHARER , RILERI 4
I EC2 X6l L# HTTPS 41k,

ZHAFIIERFZIENM TLS FHKIUE ( mTLS ) » BIRE mTLS XFF , HOIE—4 TCP liTaR,
NEIE R R FEFEREBER , HILERE EC2 KB ESEH mTLS,

nE

- KLEMFITE R SSL/TLS iEH

- ZHENPITHRAY SSL HEEE

- ZEMBPHE[RHTAEYL SSL L KM

« BIEHAE HTTPS TSR L M F 5 ER
« NENZBAFIHEREE HTTPS ¥R
- BEREHENBITERRRY SSLUEH

- EHMELHNBITERRR SSL HEEE

LM EERAY SSL/TLS iEH

MR FIHIITEIAEA HTTPS (SSL = TLS) , M AMTE A 9% s E 2028 SSL/TLS if$., AFKYES
SERANIERLIERE  BEREBEFPENER , AEBRBERLER =M,

SSL/TLS iE$H 54
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SSL M TLS thidfEA X.509 iE$ (SSL/TLS RS EFUEP) X & /- im 5 ik N AR F#H 1T 5 0%
ifo X.509 iEBRIEPMAENM (CA) MANBFHEANIRR , BERRER. BERHR. A, F7
BURMEENRFESR,

BT LAE A AWS Certificate Manager 533 SSL 1 TLS tHX#I T & ( 5130 OpenSSL ) R EIZE
F, EOIBREH A ESHN HTTPS MiIFEsRt , BEBREZIEP. ECIEATARSESRMNILP
i, BATIEEER

EOEATRABGERNILHN , ELAEEHE, I ELNWEELNEEEVEEIERKTE. WRF
i, MARSXREHAITINEG , RATTERIE TLS EH,

DA UERIEE—NTLREEFHB (FQDN) ( FlE0 www.example.com ) HIAKIHA ( Hlan
example.com) ., BRAUERES () ENBERAKRRFE—HBFNZSNELER. BERBERAE
Frt, B () XN TEHENHKENLE , MERERP —NFERF. Hl0, *.example.com %
# corp.example.com # images.example.com , B EHRH test.login.example.com, %
EEE , *.example.com {X&RH example.com B FiE , MARPFEFRIN K (example. com)s
BEAFEVNEE REIERH Subject ( & ) FEH Subject Alternative Name ( TEEREBH ) T B
P, BXOHIEPNEZEE |, 55 AWS Certificate Manager i F 18R R YIE SR A HIE B,

FEABIEDNS A SSL/TLS iE$ AWS Certificate Manager

EONBWIEEA AWS Certificate Manager (ACM) R A EE#ESAIE RS AiEF ., ACM & Elastic
Load Balancing £&£5% , SAMESR A UEAFISER LHBIEH, EEASHESR LHBBIES , EHE5QR
BHOEHBRXNER —XFEP, BXESER , HSH AWS Certificate Manager AP AP IEEPHIER
NEIEPHS AULED,

EARFHAFP£A AWS Management ConsolefE &I AT ER LHBIUEP , BLTEQERFX ACM
ListCertificates API BEMIGFINR, BXEZEER , i5Z 1 AWS Certificate Manager A7 1§
Y5 HIEH,

/A Important
LR EBIE ACM ERENFIE R EREHH 4096 1L RSA B EC ZHAMIEFH. B4
A 4096 v RSA B4 EC BHAMIES LEE 1AM, MEFENSARBERES
R

ERABIERS A SSL/TLS iE$ AWS Certificate Manager 55


https://docs.aws.amazon.com/acm/latest/userguide/gs-acm-request-public.html#request-public-console
https://docs.aws.amazon.com/acm/latest/userguide/gs-acm-request-public.html
https://docs.aws.amazon.com/acm/latest/userguide/gs-acm-request-public.html
https://docs.aws.amazon.com/acm/latest/userguide/import-certificate.html
https://docs.aws.amazon.com/acm/latest/userguide/security_iam_id-based-policy-examples.html#policy-list-certificates
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£ IAM & A SSL/TLS iE+$

MREKRFEH ACM , MITTLAER SSL/TLS TE ( 20 OpenSSL ) AIBIF B XA ER (CSR), 3REX CA
LB CSR MAERIES , HFEH LEE IAM, BEXEZEE , 250 1AM AP ERPNERARS
BHEH,

£ R E=RM SSL Sk iE

Elastic Load Balancing fEfl — /122 E#EF= (SSL) WEEE (MM AREER ) EEF RS HEYE
B8 2 BITHES SSL iE#E., T2 FME SSL hil, SSL BB MBSHBIRFEIRTUEATMAS. BEXHR
HI9EREEE SSL EENEZEER | HSHLHE AN MUTES,

B3

- BRERM

 SSL thiX

« ARSSRRIRF Bt

- SSL ##5

- BT EmEENEZEBES

grge

RERBAEER M RSN ER @B T SSL HEHMRZIEFNRBANHIL. SAUEEACH
ZANFRBERUEATNE LHEELNE LR,

BEEE , B AWS Certificate Manager (ACM) IRtHIEE T E RSA 2. FHit , MREFEHA ACM 1=
HEIER |, NEZLRELNBIE—NMEA RSA HWEBE ; BN, TLS EFELKXM,

ME LR &R

RHMMELRERBNENBERANEZLRKBNFONAGNRSTEE. flw, MATELER
£RMA ELBSecurityPolicy-2016-08, RERBMHNTAE LR L REE , B EHE E S EH

To

BXNMENLRERBBEANDPNEBENER , FSH £RMTEEHRNIEN SSL L2 KM,

BEXZ 2R

/A IAM & A SSL/TLS iE$ 56


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_server-certs.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_server-certs.html

Elastic Load Balancing KO FITER

BEERAFENZBNDEIRZEELDERE, flw , FERESAMEIRE (W PCI M SOC) AIEEFE
E-HAREMPUNED , MBRFEZTEME, EXHERT , TR EELRERBERFEIX LR
o

BXREUBBEENRERBNEER , BSMH ENELENBITERHN SSL HEEE,

SSL MY

SSL i EEFIRERSHCEELLTLEE , BREFF HEABGERZAEZENMERERR
N

ZLEETR (SSL) MEFMEZRZEM (TLS) EATHEIFTREMLE (1 Internet ) &5 P EIE
BATINZOMNBZPIL. TLS MURBEHARAK SSL MY, 7E Elastic Load Balancing 3(#4/ |, EATH
SSL # TLS i #E#rA SSL il

HERII

BIVEE TLS 1.2, EATXEE T ELBSecurity LS-1-2-2017-01 FiE U Z £ KK, BHAIUEBEN
ZE2RBEPEA TLS 1.2, RMIARERKENXIEF TLS 1.2 MERRAN TLS , Rt HZ & MR TR
T ELBSecurity LS-1-2-2017-01,

EF AN
MBZHIEEERBEHEAT SSL2.0 il , RIMELTRL KM ERITEL R LR —,
AR S5 85 I B S T

Elastic Load Balancing xRS 850 F G TUED |, ZET A THEEF s SREITHES 2 B 8E
¥, £ SSLEEDPEEEDY , FRENASSERSEREATINFRMS 5 X HFNEB A5
Fo MIMBERT , &7 SSL EREREFRSIKPEE M —NASHEERNZBEE L E —NEB,
MRABHEROEN XIFRFFNFEED , MWASOERSEHIRPERNTEFIRNZES
RPN E—NEB, XAHRHARSEREER T SSL EZNEE, MRERBEARSSHINFEIE
m, NEERAEFIRREEAZBINFRDEE P iRSARSESR 2 ENEE,

SSL &3

SSLZWE BE—MiNREX  eERANBRRACERIENEE, SSL hiERAZH SSL ZEXT Internet
ERBEEHITING,

EEE , B AWS Certificate Manager (ACM) IRItHIEE T E RSA 4. Eit , MREFER ACM &
HMEIEH , MEZLREXINBIE—MEA RSA NEBEI ; BN , TLS EELEXM,

SSL MY 57
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Elastic Load Balancing XA TEB A TEENEFITESE. FENR SSL REFERAXLZBHN T
£, MEXEEBATATEELKES, RIMNBUESXEARINZLER (FEES) PBRENEB,
HittFZZBHTRE , EEBTHAREAFERAXRK,

R

+ ECDHE-ECDSA--GCM-* AES128 SHA256
+ ECDHE-RSA--GCM-* AES128 SHA256
+ ECDHE-ECDSA--* AES128 SHA256

+ ECDHE-RSA--* AES128 SHA256

+ ECDHE-ECDSA--SHA * AES128

+ ECDHE-RSA--SHA * AES128

+ DHE-RSA--SHA AES128

+ ECDHE-ECDSA--GCM-* AES256 SHA384
+ ECDHE-RSA--GCM-* AES256 SHA384
+ ECDHE-ECDSA--* AES256 SHA384

+ ECDHE-RSA--* AES256 SHA384

+ ECDHE-RSA--SHA * AES256

+ ECDHE-ECDSA--SHA * AES256

+ AES128-GCM-* SHA256

+ AES128-SHA256 *

« AES128-SHA *

+ AES256-GCM-* SHA384

+ AES256-SHA256 *

+ AES256-SHA *

+ DHE-DSS-SHA AES128

+ CAMELLIA128-SHA

+ EDH-RSA-DES-SHA CBC3

« DES CBC3--SHA

+ ECDHE-RSA--SHA RC4

+ RC4-SHA

+ ECDHE-ECDSA--SHA RC4

SSL #
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ZHEAPIEER

DHE-DSS--GCM-AES256 SHA384
DHE-RSA--GCM-AES256 SHA384
DHE-RSA--AES256 SHA256
DHE-DSS--AES256 SHA256
DHE-RSA--SHA AES256
DHE-DSS-SHA AES256
DHE-RSA--SHA CAMELLIA256
DHE-DSS-SHA CAMELLIA256
CAMELLIA256-SHA
EDH-DSS-DES-SHA CBC3
DHE-DSS--GCM-AES128 SHA256
DHE-RSA--GCM-AES128 SHA256
DHE-RSA--AES128 SHA256
DHE-DSS--AES128 SHA256
DHE-RSA--SHA CAMELLIA128
DHE-DSS-SHA CAMELLIA128
ADH-AES128-GCM-SHA256

ADH AES128--SHA
ADH-AES128-SHA256
ADH-AES256-GCM-SHA384

ADH AES256--SHA
ADH-AES256-SHA256

ADH CAMELLIA128--SHA

ADH CAMELLIA256--SHA
ADH-DES--SHA CBC3
ADH-DES-CBC-SHA
ADH-RC4-MD5

ADH-SEED-SHA

DES-CBC-SHA
DHE-DSS-SEED-SHA

SSL #
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ZHEAPIEER

DHE-RSA-SEED-SHA
EDH-DSS-DES-CBC-SHA
EDH-RSA-DES-CBC-SHA
IDEA-CBC-SHA

RC4-MD5

SEED-SHA
DES-CBC3-MD5
DES-CBC-MD5
RC2-tNE AT #& 22 F-MD5
PSK--CBC-SH AES256 A
PSK-3DES-EDE-CBC-SHA
KRBS5-DES--SH CBC3 A
KRBS5-DES--CBC3 MD5
PSK--CBC-SH AES128 A
PSK--SH RC4 A
KRB5-RC4-SHA
KRB5-RC4-MD5
KRB5-des-CBC-SHA
KRB5-DES-CBC-MD5
EXP-EDH-RSA-DES-CBC-SHA
EXP-EDH-DSS-DES-CBC-SHA
EXP-ADH-DES-CBC-SHA
EXP-DES-CBC-SHA
EXP-RC2-CBC-MD5
EXP-KRB5--CBC-SHA RC2
EXP--DES-CBC-SHA KRB5
EXP-KRB5-RC2-CBC-MD5
EXP--DES KRB5-CBC-MD5
EXP-ADH--RC4 MD5
EXP--RC4 MD5

SSL #
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+ EXP-KRB5--SHA RC4
+ EXP-KRB5--RC4 MD5

* X R BRINEZ LK Policy-2016-08 FESH %, ELBSecurity
ATRIREENZEENS

Classic fAFHIHREABSEBEM4HTRIRERE, WREM Classic Load Balancer FEMSEHI T %
hEEE  BEEUTEBZ—

+ AES256-GCM-SHA384

+ AES256-SHA256

« AES256-SHA

« CAMELLIA256-SHA

+ AES128-GCM-SHA256

+ AES128-SHA256

+ AES128-SHA

« CAMELLIA128-SHA

*« RC4-SHA

 DES CBC3--SHA

« DES-CBC-SHA
 DHE-DSS--GCM-AES256 SHA384
* DHE-RSA--GCM-AES256 SHA384
 DHE-RSA--AES256 SHA256

+ DHE-DSS--AES256 SHA256
 DHE-RSA--SHA AES256
 DHE-DSS-SHA AES256
 DHE-RSA--SHA CAMELLIA256

« DHE-DSS-SHA CAMELLIA256

« DHE-DSS--GCM-AES128 SHA256
 DHE-RSA--GCM-AES128 SHA256
+ DHE-RSA--AES128 SHA256

AT RmERNBDEN 61
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+ DHE-DSS--AES128 SHA256

+ DHE-RSA--SHA AES128

+ DHE-DSS-SHA AES128

+ DHE-RSA--SHA CAMELLIA128
+ DHE-DSS-SHA CAMELLIA128
+ EDH-RSA-DES-SHA CBC3

« EDH-DSS-DES-SHA CBC3

+ EDH-RSA-DES-CBC-SHA

+ EDH-DSS-DES-CBC-SHA

Z BRI E SRR TE L SSL R£ K

BAI LA HTTPS/SSL st B ME LN R £ K2 —, B LUER ELBSecurityPolicy-TLS
KHZ—RBZERZARL TLS MUREANEAUNZERE, RE , RHAUNBREENRER
B, BXEZEL , BHSH F5 SSL i E.

ET RSAN DSAMEBRETA TR SSLIEFPNERE R, FRREAETHRERBERANE
BHEEEENRGE SSL iEH,

MFRIEFEN RS RIATFHIAT S AVRE  WARSERSERNEXENEEINFERZD , LhH
AR HEABIOESRZANEE, BN , AREERREF IRRHEN BRI F 6E A =B,

DTRETNETELHEABHERINETMENLLLEKE , LIFHS AR SSL i A SSL #i8, &
LA F describe-load-balancer-policies & 53 iR 7 & M K K #& o

® Tip
XLEEEMERATRAEMTYESE, EXEATHMAASYESENER , HSREATNARE
FAFEEYERNEZE2RENERTNEAZEEEINZE R,

P
. B HIHY
. BN MBI
. BEBRS W
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ZHEAPIEER

IR X 7 AV MY
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goge o

ELBSecurityPolicy-tls-1-2-2017-01

ELBSecurity B % -tls-1-1-2017-01

ELBSecurity{%€-2016-08

ELBSecurity B %€-2015-05

ELBSecurity B %-2015-03

ELBSecurity B %£-2015-02

RS X 50 B B
TR T B REEW KRN RB,

goge o

ELBSecurityPolicy-tls-1-2-2017-01

TLS 1.2 TLS11 TLS1.0
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= = =
= = =
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+ ECDHE-ECDSA--GCM-AES128 SHA256
+ ECDHE-RSA--GCM-AES128 SHA256

+ ECDHE-ECDSA--AES128 SHA256

+ ECDHE-RSA--AES128 SHA256

+ ECDHE-ECDSA--GCM-AES256 SHA384
+ ECDHE-RSA--GCM-AES256 SHA384

+ ECDHE-ECDSA--AES256 SHA384
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ZHEAPIEER

BEREE

ELBSecurity Bt %-tls-1-1-2017-01

=55

ECDHE-RSA--AES256 SHA384
AES128-GCM-SHA256
AES128-SHA256
AES256-GCM-SHA384
AES256-SHA256

ECDHE-ECDSA--GCM-AES128 SHA256
ECDHE-RSA--GCM-AES128 SHA256
ECDHE-ECDSA--AES128 SHA256
ECDHE-RSA--AES128 SHA256
ECDHE-ECDSA--SHA AES128
ECDHE-RSA--SHA AES128
ECDHE-ECDSA--GCM-AES256 SHA384
ECDHE-RSA--GCM-AES256 SHA384
ECDHE-ECDSA--AES256 SHA384
ECDHE-RSA--AES256 SHA384
ECDHE-ECDSA--SHA AES256
ECDHE-RSA--SHA AES256
AES128-GCM-SHA256
AES128-SHA256

AES128-SHA

AES256-GCM-SHA384
AES256-SHA256

AES256-SHA
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ZHEAPIEER

BEREE

ELBSecurity B %€-2016-08

=55

ECDHE-ECDSA--GCM-AES128 SHA256
ECDHE-RSA--GCM-AES128 SHA256
ECDHE-ECDSA--AES128 SHA256
ECDHE-RSA--AES128 SHA256
ECDHE-ECDSA--SHA AES128
ECDHE-RSA--SHA AES128
ECDHE-ECDSA--GCM-AES256 SHA384
ECDHE-RSA--GCM-AES256 SHA384
ECDHE-ECDSA--AES256 SHA384
ECDHE-RSA--AES256 SHA384
ECDHE-ECDSA--SHA AES256
ECDHE-RSA--SHA AES256
AES128-GCM-SHA256
AES128-SHA256

AES128-SHA

AES256-GCM-SHA384
AES256-SHA256

AES256-SHA
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ZHEAPIEER

BEREE

ELBSecurity B %€-2015-05

=55

ECDHE-ECDSA--GCM-AES128 SHA256
ECDHE-RSA--GCM-AES128 SHA256
ECDHE-ECDSA--AES128 SHA256
ECDHE-RSA--AES128 SHA256
ECDHE-ECDSA--SHA AES128
ECDHE-RSA--SHA AES128
ECDHE-ECDSA--GCM-AES256 SHA384
ECDHE-RSA--GCM-AES256 SHA384
ECDHE-ECDSA--AES256 SHA384
ECDHE-RSA--AES256 SHA384
ECDHE-ECDSA--SHA AES256
ECDHE-RSA--SHA AES256
AES128-GCM-SHA256
AES128-SHA256

AES128-SHA

AES256-GCM-SHA384
AES256-SHA256

AES256-SHA

DES CBC3--SHA
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ZHEAPIEER

BEREE

ELBSecurity{%€-2015-03

=55

ECDHE-ECDSA--GCM-AES128 SHA256
ECDHE-RSA--GCM-AES128 SHA256
ECDHE-ECDSA--AES128 SHA256
ECDHE-RSA--AES128 SHA256
ECDHE-ECDSA--SHA AES128
ECDHE-RSA--SHA AES128
ECDHE-ECDSA--GCM-AES256 SHA384
ECDHE-RSA--GCM-AES256 SHA384
ECDHE-ECDSA--AES256 SHA384
ECDHE-RSA--AES256 SHA384
ECDHE-ECDSA--SHA AES256
ECDHE-RSA--SHA AES256
AES128-GCM-SHA256
AES128-SHA256

AES128-SHA

AES256-GCM-SHA384
AES256-SHA256

AES256-SHA

DHE-RSA--SHA AES128
DHE-DSS-SHA AES128

DES CBC3--SHA
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ZHEAPIEER

BEREE

ELBSecurity B %€-2015-02

BB X 7 B R B

TRERT XEHFSNEBHN R LR,

ZBEN

OpenSSL — ECDHE-ECDSA-AES 128-
GCM-SHA256

=55

ECDHE-ECDSA--GCM-AES128 SHA256
ECDHE-RSA--GCM-AES128 SHA256
ECDHE-ECDSA--AES128 SHA256
ECDHE-RSA--AES128 SHA256
ECDHE-ECDSA--SHA AES128
ECDHE-RSA--SHA AES128
ECDHE-ECDSA--GCM-AES256 SHA384
ECDHE-RSA--GCM-AES256 SHA384
ECDHE-ECDSA--AES256 SHA384
ECDHE-RSA--AES256 SHA384
ECDHE-ECDSA--SHA AES256
ECDHE-RSA--SHA AES256
AES128-GCM-SHA256
AES128-SHA256

AES128-SHA

AES256-GCM-SHA384
AES256-SHA256

AES256-SHA

DHE-RSA--SHA AES128
DHE-DSS-SHA AES128

BREH

» ELBSecurityPolicy-tls-1-2-2017-01 c02b
« ELBSecurity Bt -tls-1-1-2017-01
« ELBSecurityBx{%-2016-08
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ZHEAPIEER

BBB

IANA — TLS_ECDHE_ECDSA_WiI
TH_AES_128_GCM_ SHA256

OpenSSL — ECDHE-RSA-AES 128-
GCM-SHA256

IANA — TLS_ECDHE_RSA WITH
_AES_128_GCM_ SHA256

OpenSSL — 12 8- ECDHE-ECDSA-
AES SHA256

IANA — TLS_ECDHE_ECDSA _WI
TH_AES_128_CBC_ SHA256

OpenSSL — 12 8- ECDHE-RSA-AES
SHA256

IANA — TLS_ECDHE_RSA_WITH
_AES_128_CBC_ SHA256

OpenSSL — 128-SHA ECDHE-ECDSA-
AES

IANA : TLS_ECDHE_ECDSA W
ITH_AES_128 CBC_SHA

R REE

ELBSecurity B %&-2015-05
ELBSecurity B %£-2015-03
ELBSecurity B %£-2015-02

ELBSecurityPolicy-tls-1-2-2017-01
ELBSecurity B ZR-tls-1-1-2017-01
ELBSecurityB{%-2016-08
ELBSecurityB{%-2015-05
ELBSecurityB(%-2015-03
ELBSecurityB{%-2015-02

ELBSecurityPolicy-tls-1-2-2017-01
ELBSecurity B #-tis-1-1-2017-01
ELBSecurity B %-2016-08
ELBSecurityBi#%-2015-05
ELBSecurity B %-2015-03
ELBSecurity B %-2015-02

ELBSecurityPolicy-tls-1-2-2017-01
ELBSecurity B %-tls-1-1-2017-01
ELBSecurityB{%€-2016-08
ELBSecurity B %€-2015-05
ELBSecurity{%€-2015-03
ELBSecurityB{%€-2015-02

ELBSecurity B %-tls-1-1-2017-01
ELBSecurity{%£-2016-08
ELBSecurity B %€-2015-05
ELBSecurity B %€-2015-03
ELBSecurity B %€-2015-02

ZHEH

c02f

c023

c027

c009

BRI 2 B KB

69



Elastic Load Balancing

ZHEAPIEER

BBB

OpenSSL — 128-SHA ECDHE-RSA-
AES

IANA : TLS_ECDHE_RSA_WIT
H_AES_128 CBC_SHA

OpenSSL — ECDHE-ECDSA-AES 256-
GCM-SHA384

IANA — TLS_ECDHE_ECDSA_WiI
TH_AES_256_GCM_ SHA384

OpenSSL — ECDHE-RSA-AES 256-
GCM-SHA384

IANA — TLS_ECDHE_RSA_WITH
_AES_256_GCM_ SHA384

OpenSSL — 25 6- ECDHE-ECDSA-
AES SHA384

IANA — TLS_ECDHE_ECDSA _WI
TH_AES_256_CBC_ SHA384

R REE

« ELBSecurity Bt -tls-1-1-2017-01

ELBSecurityB{%-2016-08
ELBSecurityB{%-2015-05
ELBSecurityB{%-2015-03
ELBSecurity{%&-2015-02

ELBSecurityPolicy-tls-1-2-2017-01
ELBSecurity B % -tls-1-1-2017-01

ELBSecurityB{%-2016-08
ELBSecurityB{%-2015-05
ELBSecurityB(%-2015-03
ELBSecurityB{%€-2015-02

ELBSecurityPolicy-tls-1-2-2017-01
ELBSecurity Bt %R-tls-1-1-2017-01

ELBSecurityB{%£-2016-08
ELBSecurity B %€-2015-05
ELBSecurity{%€-2015-03
ELBSecurityB{%€-2015-02

ELBSecurityPolicy-tls-1-2-2017-01
ELBSecurity B %-tls-1-1-2017-01

ELBSecurityB{%€-2016-08
ELBSecurity B %€-2015-05
ELBSecurity{%€-2015-03
ELBSecurityB{%€-2015-02

ZHEH

c013

c02c

c030

c024
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ZHEAPIEER

BBB

OpenSSL — 25 6- ECDHE-RSA-AES
SHA384

IANA — TLS_ECDHE_RSA _WITH
_AES_256_CBC_ SHA384

OpenSSL — 256-SHA ECDHE-ECDSA-

AES

IANA : TLS_ECDHE_RSA_WIT
H_AES_256_CBC_SHA

OpenSSL — 256-SHA ECDHE-RSA-
AES

IANA : TLS_ECDHE_ECDSA W
ITH_AES_256_CBC_SHA

OpenSSL — AES128 G CM-SHA256

IANA — TLS_RSA_WITH_AES_1
28_GCM_ SHA256

R REE

» ELBSecurityPolicy-tls-1-2-2017-01
+ ELBSecurity % -tls-1-1-2017-01
+ ELBSecurityB{%-2016-08

+ ELBSecurityB{%€-2015-05

+ ELBSecurityB{%-2015-03

+ ELBSecurityB{%-2015-02

+ ELBSecurity B &-tls-1-1-2017-01
+ ELBSecurityB{(%-2016-08
+ ELBSecurityB{%€-2015-05
+ ELBSecurityB%-2015-03
+ ELBSecurityB%-2015-02

+ ELBSecurity B -tls-1-1-2017-01
+ ELBSecurity%-2016-08
 ELBSecurityB{%-2015-05
« ELBSecurityB(%-2015-03
 ELBSecurityB{%-2015-02

» ELBSecurityPolicy-tls-1-2-2017-01
« ELBSecurity Bt %-tls-1-1-2017-01
« ELBSecurityB{%-2016-08

« ELBSecurityB{%-2015-05

+ ELBSecurityB{%-2015-03

+ ELBSecurityB{%-2015-02

ZHEH

c028

c014

c00a

9c
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BBB R REE ZHEH
OpenSSL — AES128 SHA256 + ELBSecurityPolicy-tls-1-2-2017-01 3c

IANA — TLS _RSA WITH_AES 1 + ELBSecurity % -tls-1-1-2017-01
28 CBC_ SHA256 + ELBSecurityB{%-2016-08

+ ELBSecurityB{%€-2015-05

+ ELBSecurityB{%-2015-03

+ ELBSecurityB{%-2015-02

OpenSSL —SHA AES128 + ELBSecurity B $-ts-1-1-2017-01 of
IANA : TLS_RSA_WITH_AES_ > [ELESEEIR G SR
128_CBC_SHA » ELBSecurityB{%€-2015-05

+ ELBSecurityB%-2015-03
+ ELBSecurityB%-2015-02

OpenSSL — AES256 G CM-SHA384 » ELBSecurityPolicy-tls-1-2-2017-01 9d
IANA — TLS_RSA WITH_AES 2 + ELBSecurity & -tls-1-1-2017-01
i + ELBSecurityB$-2016-08
- - ELBSecurityB#-2015-05
« ELBSecurityB(%-2015-03
« ELBSecurityB{%-2015-02

OpenSSL — AES256 SHA256 » ELBSecurityPolicy-tls-1-2-2017-01 3d
IANA — TLS RSA WITH AES 2 « ELBSecurity Bt %-tls-1-1-2017-01
56 CBC SHA256 « ELBSecurityB{%-2016-08
- - ELBSecurityB#-2015-05
+ ELBSecurityB{%-2015-03
+ ELBSecurityB{%-2015-02
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ZHEAPIEER

RBE
OpenSSL —SHA AES256

IANA : TLS_RSA WITH_AES_
256_CBC_SHA

OpenSSL — 128-SHA DHE-RSA-AES

IANA : TLS_DHE_RSA WITH_
AES_128 CBC_SHA

OpenSSL — 128-SHA DHE-DSS-AES

IANA : TLS_DHE_DSS_WITH_
AES_128 CBC_SHA

OpenSSL — DES-SHA CBC3

IANA : TLS_RSA_WITH_3DES
_EDE_CBC_SHA

R REE

+ ELBSecurity % -tls-1-1-2017-01
+ ELBSecurityB{%-2016-08
+ ELBSecurityB{%€-2015-05
+ ELBSecurityB{%-2015-03
« ELBSecurityB{%-2015-02

+ ELBSecurityB(%-2015-03
+ ELBSecurityB{%-2015-02

« ELBSecurityB{%-2015-03
 ELBSecurityB{%-2015-02

« ELBSecurityB{%-2015-05
+ ELBSecurityB%-2015-03
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NEBERFEIREFFWNER |, FRFEDE DG AR EREME EC23KHIF,
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BEREEZSHO 80 LHYSEH] |, MAESESRFALEER , FEFTMBENAEESEISFIBNEES,
B HTTPS Mg R&E R iR O 443 ERISEH] | IS M a3k 198 25 2SR BS T INE,

MR G R E A NBZEEEHIERE |

R
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ALLUEREE AR S HRIE. XABRRRBEXMILHA
EE8HTERFENNAHOERIEENZATERN , ASSERT 5REBE
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- HIREH

- FARHABIE HTTPS figigs=s

- FABIE HTTPS k5 #iss AWS CLI

RIS AT
HEF RN |, BBREBFAUTERRMS :

« R KT VPC WEW HHNSE,

s BHEITRIE AR EREME EC2 £, XLEXFIHRLAMNAAITRE AT HERNRE.

« EC2 RHIAFEA HTTP MR 200 MALZTRIRKENBEIR. BXEZEER , B HELHER
HIEE RPN EARTETRRRE,

o WMREITRITE EC2 K6l LF A keep-alive &1 , HANNBIWEF RS ENREEEB RN ARG ERS
VERBENIRE. IREBRRAABIERATRASEHINERE , FHRAESS LRENRIFED
REEEATEASOHER LRENZRBNRE, BXESZER , PR AELANTITESEN
Z8 RE AT .

- MREBEBLRLMVTE , XAEATIESE LIE SSL RFF[IUEH. AFERLEFTERREE
Sl El , ERAMERLKIEHBRER, MBEEEE SSLIUEH , BUUBIE—, BXEZER &
S KHAMFIHEEFHN SSL/TLS WP,

EREEH & I HTTPS fAgigtas

EHROIF | BRAMBOEREE T HMITEE. F—MilrssEkim0 80 LM HTTP #EKR , HEH
HTTP Eiw 0 80 LEEHIZIXXLFER, FZMIUTEREZImO 443 LW HTTPS 3R , HERA®KO
80 LM HTTP (MR ZBHLHBRIHEH MR , BEMARKO 443 £LH HTTPS) [ =4 & # X g

MRS R A TR EEZERNHE, FATR (FRRIAFHEESR) EENHANBROEER (AEE
18735 2 3241 SEZ IR QB B85, A< Elastic Load Balancing X#F#iw 0. WA Ires
BENEER , BSRALBAFEGESFNITEE,

EREFERRENEL BRI ER

1. 3TFF Amazon EC2 ##l#& , Mt Fhttps://console.aws.amazon.com/ec?/,
2. ESMEL  EBRENAREERMENXE, BSSEBRESER EC2 RFERNMER X,
3. ESMEMRK LM Load Balancing ( fa55#% ) T , #%&#F Load Balancers ( A 3988 ) -

IR 74


https://console.aws.amazon.com/ec2/
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4.
5,
6.

10.

%4 Create Load Balancer (R A9 #22),

RAZHNEITERD , RABEFRE,

EXfE

a. NFREIEHB[ENR , BAABIDEHEIRNEN.
EYHRXENELBRARTEREN , REAFTIEHRINEHRYLAM— K KZSAUE 241F
T, ReEEEFRRFFHNETR , TRIVEFHITLSLRE.

b. XFENX , EFEEEKRMN,

P £ B &

a. XTF VPC, &BENRKHHERER VPC,

b. NTHE K BAEE-INTARX , RAEMETHFMPEE-IMLE TN, FMTHXRBER
BTN, EREASGERN TN , FERSIMTRARXN TN,

gogc ']

e NWTFLLH , kBE—IEHENATERO 80 LERKATE HTTP RELUREHK O 443 Hi£H
FIE HTTPS MBI E R £ 4,

MRLZEATEFE , NALGE- N ERLEANNHMEZ LA,
10T 25 71 2% FH

a. BEBIAMITESHBRINRE | AR IEE R NMIUTES.

b. XNFHFMWTEIMNITESEES |, &R HTTPS , AN OFEHR N 443, BIAERT , £
BISFER HTTP A% O 80,

c. NMBEEEHRTRIFEMRIL , BRI IERN HTTPS, MIRIEZE S FEFlH O EH R
443,

REMITENRE

LIS AR UTESE A HTTPS 2 SSL A , SR E IS LEBE SSL iE$, REIIERL
FANEPRILERE  BERBEFHENER , RAEBFERKERRG, ZEXRIEERER
B . Elastic Load Balancing 12t 7 EfiENX SSL IhAEAEENRZREXKE , B EZEEHNERE
VEL2EKRE, MREERFKEZDEE HTTPS/SSL , %R 5 ASEH 5 HRKIE,

a. NTZR2EE , BUSKAEASHNMELZEXKE , S22 8 E KKK, BSH
E# SSL HEEE.

b. YFERIA SSL/TLSEH |, AIEAUTED :
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- MBEBEHVESS A TIEP AWS Certificate Manager , Ei%&#ERKE ACM , REM “IE#F

UER” RIERIES.

- MRAGEH IAM SATIES |, BTIEEM IAM , REEZRFIESPEFZIES.
- MREFESANILES , BERENXETRME ACM , FRESA , RFIEEER 1AM,

FUPEMFEPRALEPHNER. EIEPRERHD , EFHEUFAERHA XY ( PEM
RBHXH ) AR, BIEREXH , EFHMEABEZHIERHY (PEM REHXXH )
BN ZA. £ Certificate Chain A , EH|H A MEBEEXH ( PEM {RIBHXH ) WRA , BR
FEFEANEESRIERH AN KRERERANEZIERHTEE,

( ATk ) MREF HTTPS MWTSEE N FEAMBEZEXFEE , NLLEREER S AR
UEEP A& ESL 6 B R,

® Note
NMREFINBREHORIEEPIY , FREMTERMNERID , AR TR
& HTTPS,

i. XTF Certificate name , A LNMAIEP B o

i. XFUEPEN (PEM 4GB ) , EFHAMEZEPHNE. REEXRMN A ASLERAT
BiRt , AR 2 5 ZRMIEE.

ii. ERNMEMITES , HEEBRRMFERLIP. ZRZALURNEAD,

1. BITRARE

£ Ping B¥rEfo & | B — Ping MU Ping i 0. &# EC2 I A FIEZIEE ping i

a.
OLWRE,
b. XF Ping i%A , BWRIKEO N 80,
c. XTF Ping R , BHERINEEBHRANBEERLE (/). X£¥E7R Elastic Load Balancing 21T
WRREFRREZEH Web FRFSEFMVERIAETT , W0 index.html,
d XNTERETRIARERE , BFEARKIAE
12. =i
a. EBHRMES , XEPFEREHEIERTE,
b. EAAXAET , BUNUBREZERHNMEZE , NARISE ST AN H a6 Pt 1Tk,
c. WIAERTLIRE , RFEBIASCEE M SSFRINE ARITE R
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13. Attributes

XTERBETAXARSE, EREEERUREN (ERERNE ) , FREKINE,

14, LUEIESIRE (W)

a. BFERANLIEM
b. EFERNAEI,
c. EFMMEMIZRE  BERBMIFFRE , ARMARFTERNE , URXAENEFRHE,
d. EBRIEHZX , FEREBRNTEZHNBERR.
15. WEMGE
a. MRFEEYEMRE , FRARFEEINREZSHNRE.
b. WINBEPERNABRELIRG , EFCIEABIDERUITHEOIBRAZIGER.
c. EERAQCENEL  EREFNFITEHSRUE Amazon EC2 28 hEF AN N EITHESR.
16. Verify
a. EEFHVAEBESR
b. FEBREFHETFAF , EFSTREN. EENED— EC2 KON TRERSE , BN
NG AT E R
c. HEFMEEIDH , SEHIMFHEEEN DNS B , XFRFKELTF my-load-
balancer-1234567890.us-east-1.elb.amazonaws.com,
d. fFAEIFERM DNS BRI SEEBI N HBEEMAY Web R gt i=, MR AT

BRETER  WaBRRS B[N E.

17. MIBR ( A% )

a.

MREE - NMEAAHHERNEN — MBI BIER , FREEOHBLEHFFF DNS EXRE
W, REERRENAEITES.

$TF Amazon EC2 ##|#& , Wit A https://console.aws.amazon.com/ec2/,
R ABIIE R,

FOREFERE. BRABIGER,

RTETHIAR , 8A confirm , AFIEZFMIBR,

MRS ERRE , EZABITERPIEMAT EC2 KHIFALZEIT, BRHRIHIREEITHY
HOHATEPIRBAR, HETBEEREAN EC2 Lfnt , ATLMEIEL 1L ZRH] , LR~ 4E
AR
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FEHBIZE HTTPS 9% s AWS CLI

BRRUTHBAFEA AWS CLISIE HTTPS/SSL f1gi9 =R,

(F)
SR} BT
- P2 BB SSL T KKK
« PR3 WEFREHS BRI (A )

 BEESTRARE (7 )

: M EC2 L4

: B UF LA

: M BRIG Y A BRI T ER (R )

Nl
5

Ni
s

Nil Nl
Q= Q=
A &
~ oo s o v |-

S BEMYTER

TSR A TREEZEBERWHE, FRIN (B BRBAFSERS) EZNHIRODSER (AHE
18735 23241 SEEZ IR QBB T85. A< Elastic Load Balancing X#F#iw 0. WAV Es
BENEE , BSRALARA S EFMNITEE,

ERRAP  BEEEEATHHEANGEHEEZENEOQOMDPILNEHAEEHESERER MIFSE, £—1
ITESEIE N 80 LMY HTTP &R |, HEA HTTP Ei 0 80 LmSEflKiXixtiER, £ =Mulrss
EZiwO 443 LW HTTPS B3R , HEAwO 80 LK HTTP ISl KiXiX LiER,

R} = MU R EFImEE P LR HTTPS , FRA S XA E A B SHESR L HE SSL RF|UEH. A
HERSEFERRETRS 28 , ERIEBLIEHBEER,

NIEN B HEREE TR
1. 3REY SSL iE#H Amazon Resource Name (ARN), a0 :

ACM

arn:aws:acm:region:123456789012:cexrtificate/12345678-1234-1234-1234-123456789012

IAM

arn:aws:iam::123456789012:server-certificate/my-server-certificate
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2. fEALL Tcreate-load-balanceris 5 A EEH B NS :

aws elb create-load-balancer --load-balancer-name my-load-balancer --listeners
"Protocol=http,LoadBalancerPort=80,InstanceProtocol=http,InstancePoxt=80"
"Protocol=https,LoadBalancexPort=443, InstanceProtocol=http,InstancePort=80,SSLCertificatel
--availability-zones us-west-2a

LA 9 W B2 R 45

"DNSName": "my-loadbalancer-012345678.us-west-2.elb.amazonaws.com"

3. (W& ) AL Tdescribe-load-balancersti T &E& BN AR RN IFMER

aws elb describe-load-balancers --load-balancer-name my-load-balancer

SR 2 BLE SSL R KR

BAERTENZEERE e —  REUCRECHBEENRELKE, &N , Elastic Load Balancing
REINTAE X Z£KIE ELBSecurityPolicy-2016-08 Bl B EH fziHdizs, EXEZEL , H5
7] 2HEAEITEEM SSL hEEE.

RIFER A REERETEMIANR 2 REEXEK

£ LLT describe-load-balancers s

aws elb describe-load-balancers --load-balancer-name my-loadbalancer

AT AR R, #E5EE , ELBSecurityPolicy-2016-08 B iw A 443 L EREFHEEFREK,

"LoadBalancerDescriptions": [

{

"ListenerDescriptions": [
{
"Listener": {
"InstancePort": 80,
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https://docs.aws.amazon.com/cli/latest/reference/elb/create-load-balancer.html
https://docs.aws.amazon.com/cli/latest/reference/elb/describe-load-balancers.html
https://docs.aws.amazon.com/cli/latest/reference/elb/describe-load-balancers.html

Elastic Load Balancing K AFITE

£

"SSLCertificateId": "ARN",
"LoadBalancerPort": 443,
"Protocol": "HTTPS",
"InstanceProtocol": "HTTP"
},
"PolicyNames": [
"ELBSecurityPolicy-2016-08"

]
},
{

"Listener": {
"InstancePort": 80,
"LoadBalancerPort": 80,
"Protocol": "HTTP",
"InstanceProtocol": "HTTP"

I

"PolicyNames": []

}

MRERE , NG AR EREE SSL K2KK , MAREARALZEERE,

(Tikt ) EATEN SSL R HMK

3.

{5 F LL N describe-load-balancer-policiestn S5 HFUE X Z £ R B -

aws elb describe-load-balancer-policies

BRMENZERENEENES , FERLHNPIIERNTIE L SSL T2 KK,

{5 F LA T create-load-balancer-policy i S RS E L — SR ME N T2 K2 — Bl SSL
IEE L

aws elb create-load-balancer-policy --load-balancex-name my-loadbalancer
--policy-name my-SSLNegotiation-policy --policy-type-name SSLNegotiationPolicyType
--policy-attributes AttributeName=Reference-Security-
Policy,AttributeValue=predefined-policy

( 3% ) i L R describe-load-balancer-policiestn S RIE R R E S BIE :

ERABIE HTTPS fAEI9%E2F AWS CLI
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aws elb describe-load-balancer-policies --load-balancexr-name my-loadbalancer --
policy-name my-SSLNegotiation-policy

e 7 ‘B0 4% SR G B FE IR
4. fERELT set-load-balancer-policiesof-listener ap S E A E D E2RIw O 443 L5 KR

aws elb set-load-balancer-policies-of-listener --load-balancer-name my-loadbalancer
--load-balancer-poxrt 443 --policy-names my-SSLNegotiation-policy

(® Note
set-load-balancer-policies-of-listener it s ERAHYERIK AN LFIE
MBEERNIEENFEIE, --policy-names JIRMNBIEEE ANFIEEREE, MRE
BRI 2 S AR |, WAL R,

5. (Wit ) A LA T describe-load-balancerstn S RIERMBEEREE A :

aws elb describe-load-balancers --load-balancex-name my-loadbalancer

LT RIEHEHERD 443 L3 AR R =B,

{
"LoadBalancerDescriptions": [
{
"ListenerDescriptions": [
{
"Listener": {
"InstancePort": 80,
"SSLCertificateId": "ARN",
"LoadBalancerPort": 443,
"Protocol": "HTTPS",
"InstanceProtocol": "HTTP"
.
"PolicyNames": [
"my-SSLNegotiation-policy"
]
.
{

EFBIE HTTPS fzi9#sF AWS CLI
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"Listener": {
"InstancePort": 80,
"LoadBalancerPort": 80,
"Protocol": "HTTP",
"InstanceProtocol": "HTTP"

iy
"PolicyNames": []

UEBEEEN RS EKN , KAZDVBA TP —NEB, DSA #l RSA BEEBETLEEEE
T2 SSLiE$H, MRELHE SSLIED |, FHRREARATRURIERNER, BN EESKENATR
FBLL ELBSecurityPolicy- B ELBSample- 3k , RAXLHBRENTEN ZLRBENBHRE

9,
(Hik ) R BEN SSL 2K
1. fEMcreate-load-balancer-policy@n G EA BE N T2 KB AIE SSL KR, Hlun

aws elb create-load-balancer-policy --load-balancex-name my-loadbalancer
--policy-name my-SSLNegotiation-policy --policy-type-name
SSLNegotiationPolicyType
--policy-attributes AttributeName=Protocol-TLSv1.2,AttributeValue=true
AttributeName=Protocol-TLSv1l.1,AttributeValue=true
AttributeName=DHE-RSA-AES256-SHA256,AttributeValue=true
AttributeName=Sexrver-Defined-Cipher-0Ordexr,AttributeValue=true

2. (Wit ) ER LA T describe-load-balancer-policiesti T IRIE R ER E IR :

aws elb describe-load-balancer-policies --load-balancer-name my-loadbalancer --
policy-name my-SSLNegotiation-policy

e 7 B FE R B BV IR
3. fERLELT set-load-balancer-policiesof-listener a4y £ gk 1 #25i% O 443 L5 AZER
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aws elb set-load-balancer-policies-of-listener --load-balancer-name my-loadbalancer
--load-balancer-port 443 --policy-names my-SSLNegotiation-policy

(® Note
set-load-balancer-policies-of-listener St ERH I EFIK AN YFIE
MEERNIEENFEE, --policy-names JIRMNBIEER ANFIEERE, MRE
HEEERIC /S AR |, WZE A REE,

4. (W& ) AL Fdescribe-load-balancersii T RIEFEMEREEA -

aws elb describe-load-balancers --load-balancer-name my-loadbalancer

UTRIEADERD 443 L5 FKBEH IR R B,

{
"LoadBalancerDescriptions": [
{
"ListenerDescriptions": [
{
"Listener": {
"InstancePort": 80,
"SSLCertificateId": "ARN",
"LoadBalancerPort": 443,
"Protocol": "HTTPS",
"InstanceProtocol": "HTTP"
b
"PolicyNames": [
"my-SSLNegotiation-policy"
]
b
{

"Listener": {
"InstancePort": 80,
"LoadBalancerPort": 80,
"Protocol": "HTTP",
"InstanceProtocol": "HTTP"

},
"PolicyNames": []
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1,

PR3 MEFHREHFHRIUE ( ATE )
MR EEFHEEEIEE HTTPS/SSL , M AT LUk I& B SE6 5 B RIiE,

HiREEREO S ORI , SR - NLARE, TR, SAEALLARKEE R FRXG 55
WIFRM, &/& , €A HTTPS thil Ay AR QR E /5 iwmSLHl & 0 0 IE R #E

RAEEXRPIRHAABOERNLASARGERN S ORIEREDHOLACERN , ARSEES 25
KBIERE.

B B fa i SR 45 & 40 B E
1. ERANATHTRELN

openssl x509 -in your X509 certificate PublicKey -pubkey -noout

2. {#MALL Fcreate-load-balancer-policy i 5 8| B /N A SR RE

aws elb create-load-balancer-policy --load-balancexr-name my-loadbalancer --policy-
name my-PublicKey-policy \

--policy-type-name PublicKeyPolicyType --policy-attributes
AttributeName=PublicKey, AttributeValue=MIICiTCCAfICCQD6mM70Rw@uUX0jANBgkghkiGOw
OBAQUFADCBiDELMAKGALUEBhMCVVMxCzAJBgNVBAgTA1dBMRAwWDgYDVQQHEwWdTZ
WFQdGx1MQ8wDQYDVQQKEwZBbWF6b24XxFDASBgNVBASTCA1BTSBDb25zb2x1MRIw
EAYDVQQDEw1UZXN@Q21sYWMxHzAdBgkqhkiGOw@BCQEWEG5vb251QGFtYXpvbi5
jb2@wHhcNMTEWNDI1IMjAONTIXWhcNMTIWNDIOMjAONTIXxWjCBiDELMAKGALIUEBH
MCVVMxCzAJBgNVBAgTA1dBMRAWDgYDVQQHEwWdTZWF@dGx1MQ8wDQYDVQQKEwWZBb
WF6b24xFDASBgNVBAsSTCO1BTSBDb25zb2x1IMRIWEAYDVQQDEW1UZXN@Q21sYWMx
HzAdBgkghkiG9w@BCQEWEG5vb251QGFtYXpvbi5jb20wgZ8wDQYJIKoZIhvcNAQE
BBQADgYQAMIGIA0GBAMaK@dn+a4GmWIWI21uUSTfwfEvySWtC2XADZ4nB+BLYgVI
k60CpiwsZ3G93vUEIO3IyNoH/fOowYK8mITrDHudUZg3qX4walLG5M43q7Wgc/MbQ
ITx0USQv7c7ugFFDzQGBzZswY6786m86gpEIbb30hjZnzcvQAaRHhd1QWIMmM2nx
AgMBAAEwWDQYJKoZIhvcNAQEFBQADgYEAtCu4nUhVVxYUntneD9+h8Mg9q6q+auN
KyExzylLwax1Aoo7TJHidbtS4J5iNmZgXLOFkbFFBjvSfplI1J0@zbhNYS5f6Guo
EDMFJ10ZxBHjInyp3780D8uTs7fLvix79LjSTbNYiytVbZPQUQ5Yaxu2jXnimvw
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3rrszlaEXAMPLE=

(@ Note
E{ETE --policy-attributes WRAE , BHIRAANE—TNRRE—1THAS (2
B----- BEGIN PUBLIC KEY----- - ---- END PUBLIC KEY----- "BIIT)o

AWS CLI T EZHHNZERF/--policy-attributes,

3. fEM L Fcreate-load-balancer-policyan % 5 F 622 /5 i 356 & 13 1 Emy - PublicKey-policy &K
B o

aws elb create-load-balancer-policy --load-balancex-name my-
loadbalancer --policy-name my-authentication-policy --policy-type-
name BackendSexverAuthenticationPolicyType --policy-attributes
AttributeName=PublicKeyPolicyName, AttributeValue=my-PublicKey-policy

FBALUERFERAZS NN ARE. ARSESRSZEHAMEEA , —RB2EH 1. NREFREN L
SER-NRALRE , NRTEEFELT BRI,

4. fERLLT set-load-balancer-policies-for-backend-server 353 Emy-authentication-
policy HTTPS KyKflin O, FEULRAIH , KAliwONIwO 443,

aws elb set-load-balancer-policies-for-backend-server --load-balancer-name my-
loadbalancer --instance-port 443 --policy-names my-authentication-policy

5. (A& ) B LA T describe-load-balancer-policies#i %l H I&H A R I B 22 PTG SR BE

aws elb describe-load-balancer-policies --load-balancex-name my-loadbalancer

6. ( Ak ) ER LA T describe-load-balancer-policiesti & & R FME L :

aws elb describe-load-balancer-policies --load-balancer-name my-loadbalancer --
policy-names my-authentication-policy

S|4 RESITRAKRE (FWiE )

Elastic Load Balancing 2R E 2B BN ZSTRAREEHRESNEM EC2 ZHIMWETRR. WIR
Elastic Load Balancing K E—ZTFEENES , ELFLEAXMIRFRERE , HERELKHE
BITEENEF, BXEZER , H5H NELAAFTIEHEFHNEMRTETRERE,
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LB E N EHITEEZRT |, Elastic Load Balancing 2 AETIRAKRENRINZE. NMREEE | &1
FRAHEEERNETRARERE , MAR2EARINZE.

NENKPBEEZTRALE

FEALLT configure-health-check a5 4 :

aws elb configure-health-check --load-balancer-name my-loadbalancer --health-check
Target=HTTP:80/ping, Interval=30,UnhealthyThreshold=2,HealthyThreshold=2, Timeout=3

LA 9 ' R 7= 451

"HealthCheck": {
"HealthyThreshold": 2,
"Interval": 30,

"Target": "HTTP:80/ping",
"Timeout": 3,
"UnhealthyThreshold": 2

S5 M EC2 3241

SIRNERBERRE , B4 @ ABITEREMEN EC2 Khl, BNUMNERBHEHRVLTE-XER
MENATAXHSNATAXPiEE EC2 K6l. AXEZER |, BEH SHNFHEHSHIN 2 EMSEH,

BINT B XA register-instances-with-load-balancer 54 :

aws elb register-instances-with-load-balancer --load-balancer-name my-loadbalancer --
instances i-4f8cf126 i-0bb7ca62

LA 79 0 2 =45
{
"Instances": [
{
"InstancelId": "i-4f8cf126"
1,
{
"InstancelId": "i-@bb7ca62"
}
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]

S 6 WUESLH
MBI —NEEMEBIL T InService ARG , BN EHEEEEIAIFEA,

EREFIME EC2 KHIAVIRE |, B A LL T describe-instance-healthin 4 :

aws elb describe-instance-health --load-balancer-name my-loadbalancer --
instances i-4f8cf126 i-0bb7ca62

LA 79 32 =5
{
"InstanceStates": [

{
"InstanceId": "i-4f8cfl26",
"ReasonCode": "N/A",
"State": "InService",
"Description": "N/A"

I

{
"InstancelId": "i-@bb7cab2",
"ReasonCode": "Instance",
"State": "OutOfService",
"Description": "Instance registration is still in progress"

}

WMREHIH State FERHA OutOfService , MW ERR N ENKHMEEMF. BEXEZEE | i
S XA AP E R THEEDERR | SKBIEA

HIENED —PNRBIBVIREN InService & , EANRA B IGER. ENHENNBIGESR  FESH
MBS EERR DNS B85 , RS FEKIER EEHEE Internet Y Web R TRVt =, MREAYAE
PEREEET , BB HTTP RESHFHNMIATE,

ST BIBRERN BB EER (k)

MR A9 E AR & B EHERE EC235Hl, ANBBEREMRE , CEFTBRFEEINNHITE
BREH, BR , X& EC2 RHISMEETT , A LB REFETA,
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E I BRIE R A E D E RS |, B A L T delete-load-balancerfi s :

aws elb delete-load-balancer --load-balancer-name my-loadbalancer

E(EILIRH EC2 324 , BB stop-instances it . BLILRM EC2 324 |, EEALKIEEFlHS,

NEWZL B R EHHEREE HTTPS {uiTas

MITER R A TREERZFROHE, AR (B indlAsBE:R) EENHDHROE5ER (ARE
a2 B2 4) EEO AR DB EMYTER. B X Elastic Load Balancing X#FHim 0. R AT 28
BRENEE  FSHLARBITE RN MITER.

WMRENAFIGEREFEZ KO 80 LA HTTP BRAVMIYTER , MATLURMER RO 443 £H
HTTPS & RAVMITER. MRIEE HTTPS MUTEfERAIEE RO 80 LKA , WA BE R /L
Ik SSLiER , A B MBEM AT HERBISNFINBRE, MR HTTPS MITRHERLETRA 443 £
RYSEBI , S MR DE 2R 2SS AV BIE#E 1T IR

MRARBDEREAMBEREIPBERE , ETUNEESASMSORIE. XATBHRIGEXFH LS
ELHTREENIABROEREENZHETEN , AFSERET EXMEE.

BREIEFE HTTPS MYT2RMEER , BSHEIETHE HTTPS s 2 B RS H .

A

)

k

REH
o FEREEIERI HTTPS MITES
o {EARI HTTPS U728 AWS CLI

]
=

BIIRS

ZIH HTTPS MR E A HTTPS XI5 , AT AR IDEE 32 SSL RS BIEH., ASIOES
STEFEREETITFIZ A, ERITERL L HRBER, MELEHE SSLIEH , EAMME—1, B
XEZEER | BESH LEAFIGE A SSL/TLS iEH,

EREEEERMHTTPS mirss

R LUR HTTPS BTSRRI A A Bg#isR.
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https://docs.aws.amazon.com/cli/latest/reference/elb/delete-load-balancer.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/stop-instances.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/terminate-instances.html

Elastic Load Balancing KO FITER

£ 25 & [ R E 9 ERAM HTTPS =8

1.

o g~ w D

$TFF Amazon EC2 #2414 , Mt Fhttps://console.aws.amazon.com/ec?/,
ES B LH Load Balancing ( 7a#k39% ) T , 1% Load Balancers ( Tagki9#s8 ) -
ERAREEENEHUIT AR FMAESTE.

FEMUTEEI L | R E RIS,

EEBMTER R EAYMITREE D &, EFERIOIYTER.

Xt FUT BRI | &R HTTPS,

/A Important
RINBERT |, SKHIHN HTTP, MREREFIRKHIEFHRWIE , FHFRAPULERR
HTTPS,

NTFLEEKE , BUESERAKTNTELZLRKE, MREEEEAEMCTELLZERKERNEIZE
EMKM , BSRERH SSL HEEE.

X TFRIN SSLIES , BikFEHE , RAEMTUTHREZ—

- MREFEHBERS A TIEPH AWS Certificate Manager , &i£# F rom ACM , MFII R A& #RiiE
F, RARERREFER.

(® Note
kI REZF WXEH A AWS Certificate Manager

« MREGEH IAM SATIES , FIEEM IAM FMNFIRFERZUES , REEERREFER,

« WREE SSLUEREF AT ACM , BFRFESAME ACM, HIEBAERHAF , EFF L
PEM #BHNIBBAXMHFNAST, HIUEBIEXH , EFIHF M PEM &RiZHY 28 BHIEH X4
AR, FIEHEE - ALEd | SHF1E PEM mBAEREXANNE , RFEESERANRBT
EEMIEFHENRRRERAEIILEPATEER.

- MREBES AN SSLIEH , BZXKEFXE ACM , FEESANE IAM, FIEFBHRFER
RRALEBHNER. FIEPRERAD , EHFHY PEM FENABRHAXHNAT. HIEH
EXH , EFFHE PEM BN LAERHIERXANAR, FIEHEE - iEd , EFIHKE
PEM mIBMIEBEXHNRNR |, BRIFGCEANRBITERNIERHANRR[EERAERIES
HATEE,

« EEFAEER.
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9. X T Cookie #it% , MINRENCEM, BEERRE , FiiREE, NMREFANTOERE
B, WAFTHEE—NMERH, MREFRHNABRFERK , WLTIEE —1 Cookie Bir, TEMILE
B, ERREFER,

10. (Wi ) EERR DY 2R SR I E AT AT RS
1. ERERFERURINEN = B E AV ITaER.

12. (Wit ) ENAERABREERRESHXG FHRIE , LAER AWS CLI H APl , RRNEFIET
XEFES. BXRXEZSEER  FEHREER XS HREIE,

fERAI HTTPS ¥ U888 AWS CLI

BRI LUK HTTPS Y5088 BT & s 3 19 78
E SN AESEESRMN HTTPS 728 |, A AWS CLI

1. 3REX SSL iE## Amazon Resource Name (ARN), %0 :

ACM
arn:aws:acm:region:123456789012:certificate/12345678-1234-1234-1234-123456789012
IAM

arn:aws:iam::123456789012:server-certificate/my-server-certificate

2. fER LA T create-load-balancer-listenerss 5 [ R 89 S B9 23R ININUTES |, ZAUUTESFEIR O 443
F#EES HTTPS ¥R , HERA HTTP FiER A X %O 80 L34

aws elb create-load-balancer-listeners --load-balancer-name my-load-balancer --
listeners
Protocol=HTTPS,LoadBalancexPort=443,InstanceProtocol=HTTP, InstancePort=80,SSLCertificateld

MBEERERHEGFHREIE , EEAUTHSRM—MIUTES , OIS ES KO 443 £W
HTTPS i5sR HEA HTTPS HiER A X R iw O 443 RIS -

aws elb create-load-balancer-listeners --load-balancer-name my-load-balancer --
listeners
Protocol=HTTPS,LoadBalancerPort=443,InstanceProtocol=HTTPS, InstancePort=443,SSLCertificate
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ZHEAPIEER

3.

4.

( ®Ti%k ) BATLAEE A LA T describe-load-balancersfi R & AU E RN EHMEMES -

aws elb describe-load-balancers --load-balancer-name my-load-balancer

MR IARIRA
{
"LoadBalancerDescriptions": [
{
"ListenerDescriptions": [
{
"Listener": {
"InstancePort":
"SSLCertificatelId":
"LoadBalancerPort":
"Protocol": "HTTPS",
"InstanceProtocol":
b
"PolicyNames": [
"ELBSecurityPolicy-2016-08"
]
b
{
"Listener": {
"InstancePort":
"LoadBalancerPort":
"Protocol": "HTTP",
"InstanceProtocol":
1,
"PolicyNames": []
}
1,
}

(A1) BH HTTPS TSR REAR AR KK EN, MREEETRNTMEN ZERKEHEE

NZ2ErE , BFEAcreate-load-balancer-policy M set-load-balancer-policiesof-listener 3. &

XEZEE,

%59 £AE SSL HERE AWS CLi,

ERRI HTTPS ¥ Y788 AWS CLI
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5. (TWE) BiREFWEHEMEIE , B5FEA set-load-balancer-policies-for-backend-server &5
BEXEZER , BHAERER RS HHKIE,

B H A FHE =R SSL iLF

WMREHE HTTPS (lTaEs , ERIRMUTERN B RS E R LHE T SSL RS H[IEP. SMEHEE
BRHR, EL4TBREEBRARE Rl &i] HERIEH,

H R S B 5 #8512 4t AWS Certificate Manager B BN AFKITE S EWIE BT B 3L

iTo ACM 2ZHEFH A LEITIEH, BXEZEER |, i5Z 1 AWS Certificate Manager Fi P M+
WIEELIT, MREFERSAACM , MIATEMIEPWEHEBHEINBALZIT. BXESER,
EZ 8 AWS Certificate Manager AF I8N S AIEP, ZITHBEAEER LNIERZE , #HiF
REALITHIES,

EERILES  SL4AXRBEERCIEIEER N ERNARSRIBERCIEIER, RE , EUNUE
RIZIEFH., BRFBEABIERLNERZE , MEREAFTHILES.

IR, £ITHEFRIEPFAEMARIERTRERIINER , HEEREAEESTH BIRAERE,

H%
- FEREHASER SSLIER
o £/ AWS CLI&E#: SSL iEH

e EE & E#R SSL L

FBAILAEA ACM RREMIEPH LA F IAM BIE P EHiR A ERKSE R L BBNIEE,
ER S & B HTTPS AEHB#ERAY SSL L+

1. 3TFF Amazon EC2 ##l& , it Fhttps://console.aws.amazon.com/ec2/.

2. HESMBERK LK Load Balancing ( 718359 ) T , 1%£#F Load Balancers ( AE5#2R ) -
3. EEREABGESRNEHUITAEFAFEETE.

4, FEMRWERETF L, EFREEMITES.
5

EEBMTSSTEL  REEFRWMITEE , BERRIASSLIEPTHRE , AERITUTIRE
Z—
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- MBREFEHGERS A TIEPH AWS Certificate Manager , &£ F rom ACM , MR A& #RiiE
P, REERREFER.

® Note
kI REZF WXEH A AWS Certificate Manager

« MBEEH IAM SATIES |, BFIEEM IAM FMNFIRFERZIUES , REERREFER

« WREH SSLUREFAT ACM , BEFESFAME ACM., HIEBAERHT , EFHF L
PEM wBHABZAXHNANE. HRIEBEXF , EFIHFH PEM RN AHEZHIUEH X4
AR, FIEHEE - ks , E6EHE PEM RBENIEHEXHNRNE | RIFEEEANE BT
EEMERHAANRRRERAERILEPATEER.

- MREHES AR SSLIEH , BZEKEHAXREF ACM , HFEFESAMNE IAM, BIEFHBHFER
TRALEBHER. FIEPRERHAD , EFEN PEM RENBEEAXFNRNE, FEIEH
EXH , 3% PEM FBEHNLAEBRLERXHNAET. FIEPEE - Ak , SHFHBE
PEM DML BEXHHNE |, BRIFGEANRBITEENIERH AN RRETRAEZIAEH

ATEE,
« EERFREFER.

£ AWS CLIE# SSL ifH

BRI LAEA ACM REMIER R AT IAM RIIEH iR A B SE R L BB,
£/ ACM RALATIEH E#R SSL iE+

1. ERALLT request-certificate a3 ERFTHVIED :

aws acm request-certificate --domain-name www.example.com

2. fEHLLT set-load-balancer-listener-ssl-certificate tp 3 1&BEP :

aws elb set-load-balancer-listener-ssl-certificate --load-balancer-
name my-load-balancer --load-balancer-port 443 --ssl-certificate-id

arn:aws:acm:region:123456789012:cextificate/12345678-1234-1234-1234-123456789012

fEF AWS CLIE#: SSL iE+
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EAE &R IAM BIEHE#R SSL iEH

1. WMREBBERLEN SSLIES |, FZH IAM AFEEHH LEZRSERIES.
2. fER L T get-server-certificate@n S IREUE B HY ARN :

aws iam get-server-certificate --server-certificate-name my-new-certificate

3. fEALLT set-load-balancer-listener-ssl-certificate g S i8R BIFH :

aws elb set-load-balancer-listener-ssl-certificate --load-balancer-
name my-load-balancer --load-balancer-port 443 --ssl-certificate-id
arn:aws:iam::123456789012:sexver-certificate/my-new-certificate

EKL A ERRRY SSL HEEE

Elastic Load Balancing f2ft T EETME N SSL M EEEMNZLRE , IFEAXERENEEF RSN
HI9EES 2B SSL EHE., MREI TS HTTPS/SSL il , MAFEAEF —IMENZ LK
% K REFEAEECHEENLZERE,

BXREZLXRMENEZELS , BSHKLENTITHEEN SSL hEilE. W5 T # Elastic Load Balancing
RENRELEBNEE K BSRLENFITEHSENTEN SSL ££ K,

MBERERBEZEREHER TIZ HTTPS/SSL %785 , Elastic Load Balancing £fFERIATIE XL
Z4ERHE ELBSecurityPolicy-2016-08 S&H M98 25 5Bk,

MRERE , TRE-TMEAENERE, BUBNEALENALZERE , ARBARAREEREE,

BT R Bl B I0{AT R HTTPS/SSL {YTEREHT SSL B E. HEE , ERTEMARBEERTR
BEASEHRAISTEENRANER , ERENNRENA TEEROIER.

B

- EREHAER SSL A&

- fERERT SSL EECE AWS CLI
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fEFZH BB SSL kL&

EIAER T | Elastic Load Balancing & #HTE X K i 5@ A ESFRE. DI TUE LK
e , BWENARSERENNERATNTE LUK, E  SHAUERHMTE L ZLREN A
BEBE KR,

EREH & E#H HTTPS/SSL fi & 9#25AY SSL il &

1. 3TFF Amazon EC2 ##l4& , Wit A https://console.aws.amazon.com/ec2/,

2. ESMERKLH Load Balancing ( fa#35#% ) T , #%&#F Load Balancers ( A I9#8T ) -
3. EEREABGERNEHUITFEFAFEETE.

4, EMWEETF L, EEREE M,
5

HEBMATRAE L  REZEHMOMATR  ERRLRBTHRE  ASEATENES it
BUE R R 2R

REBERINKBE P ELBSecurityolicy-2016-08 , AR B REE L,
EFRRBRINRBEUANTE SRR, REERRIFER.
EEREEN , ARELBERA—TMMUA—NER , TR :

a. XF SSL Protocols , EBREF AN — NS ML

b. XF SSLIEI , EFERF I[N FEED , LAEX SSL AL MM FITERMNTIE N
SSL Z& X5 HA T

c. XF SSL Ciphers , EBREFGAN—INHZANEB, WRESHE— SSLIEH , M%AM
ERAATAIEZIRNED , KX DSA fl RSA ZEBFETIEEZE,

d. GERFEEFEER.

£ A E % SSL R L& AWS CLI

B ERABRIATE L 22 XK M ELBSecurityPolicy-2016-08, HMMIENZLERBHIBEN RS
KW,

EATE X SSL B2 K

1. AL T describe-load-balancer-policiesii % 5l i Elastic Load Balancing IRt TIE X L £ %
&, EAILAEANEEZERT EERANRERSA Shell,

Linux

ERERE A EH SSL hEkE 95
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aws elb describe-load-balancer-policies --query 'PolicyDescriptions[?
PolicyTypeName=="SSLNegotiationPolicyType'].{PolicyName:PolicyName}' --output table

Windows

aws elb describe-load-balancer-policies --quexry "PolicyDescriptions[?
PolicyTypeName=="SSLNegotiationPolicyType ].{PolicyName:PolicyName}" --output table

THER2REHE :

| ELBSecurityPolicy-2016-08 |
| ELBSecurityPolicy-TLS-1-2-2017-01 |
| ELBSecurityPolicy-TLS-1-1-2017-01 |
| ELBSecurityPolicy-2015-05 |
| ELBSecurityPolicy-2015-03 |
| ELBSecurityPolicy-2015-02 |
| ELBSecurityPolicy-2014-10 |
| ELBSecurityPolicy-2014-01 |
| ELBSecurityPolicy-2011-08 |
| ELBSample-ELBDefaultCipherPolicy |
| ELBSample-OpenSSLDefaultCipherPolicy |

FEWHENRKBANED , BEAUTHS

aws elb describe-load-balancer-policies --policy-names ELBSecurityPolicy-2016-08 --
output table

BRMENZERENEENES , FEALHENFITERNTIE YL SSL T2 KK,

2. f{¥Hcreate-load-balancer-policyfr FERAEE L —FHIHRNME N LT L HKEE 2 —BIE SSL this
KEE, Hlm , AT EARIAMENLZ SR

aws elb create-load-balancer-policy --load-balancex-name my-loadbalancer
--policy-name my-SSLNegotiation-policy --policy-type-name SSLNegotiationPolicyType

fEFAE# SSL thEE&E AWS CLI 9%


https://docs.aws.amazon.com/cli/latest/reference/elb/create-load-balancer-policy.html
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--policy-attributes AttributeName=Reference-Security-
Policy,AttributeValue=ELBSecurityPolicy-2016-08

MREEE T RO ERREEMRE , 5 Fdelete-load-balancer-policy 5 1l BRFr B K
PRI SR BE

3. (Wit ) EA LA T describe-load-balancer-policiesti T IRIE R ER C IR :

aws elb describe-load-balancer-policies --load-balancexr-name my-loadbalancer --
policy-name my-SSLNegotiation-policy

e R BIE R B RV IR
4. fERLLT set-load-balancer-policiesof-listener p 5 1E A #28iw O 443 L5 AZER

aws elb set-load-balancer-policies-of-listener --load-balancer-name my-loadbalancer
--load-balancer-poxrt 443 --policy-names my-SSLNegotiation-policy

(® Note
set-load-balancer-policies-of-listener & s EMEE KON YRR
BESRNIEENRMKE, --policy-names IRV ALTIEER ANFAREK, MREE
EMYCEANER | NEAXRE,

5. (A& ) fEA LA T describe-load-balancersin G RE 2 & B4 AR T8RO S AR

aws elb describe-load-balancers --load-balancer-name my-loadbalancer

R REA SO 443 LB AR,

"Listener": {
"InstancePort": 443,
"SSLCertificateId": "ARN",
"LoadBalancerPort": 443,
"Protocol": "HTTPS",
"InstanceProtocol": "HTTPS"

I

"PolicyNames": [
"my-SSLNegotiation-policy"

fEFE# SSL thEEL & AWS CLI
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]

UEBEEEN RS EKN , KAZLBA TP —NEB, DSA #l RSA BEEBETLEEEE
T8I SSLiEH, MREZREF—NSSLIEH , FRASAATURZIEPHNERE, M EESKE
H BT 18LL ELBSecurityPolicy- % ELBSample- F3k , RAX LT RENTAEN ZLREH A
MREW,

FABEN SSL 4K
1. fEMcreate-load-balancer-policy@n G EA BE N T2 KB AIE SSL K, Hlun

aws elb create-load-balancer-policy --load-balancex-name my-loadbalancer
--policy-name my-SSLNegotiation-policy --policy-type-name
SSLNegotiationPolicyType
--policy-attributes AttributeName=Protocol-TLSv1.2,AttributeValue=true
AttributeName=Protocol-TLSv1l.1,AttributeValue=true
AttributeName=DHE-RSA-AES256-SHA256,AttributeValue=true
AttributeName=Server-Defined-Cipher-0Ordexr,AttributeValue=true

MREEE T RO ERREEMNRE , 5 Fdelete-load-balancer-policy i 1l BRFT B K
PR SR BE

2. (Wit ) ER LA T describe-load-balancer-policiesti T IRIEREER E IR :

aws elb describe-load-balancer-policies --load-balancer-name my-loadbalancer --
policy-name my-SSLNegotiation-policy

e 7 B FE R B BV IR
3. fERLELT set-load-balancer-policiesof-listener a5 #E gk 19 #25i% O 443 L5 AZER

aws elb set-load-balancer-policies-of-listener --load-balancer-name my-loadbalancer
--load-balancer-poxt 443 --policy-names my-SSLNegotiation-policy

fEFAE# SSL thEE&E AWS CLI 98
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® Note
set-load-balancer-policies-of-listener @58 EMEHEE IR O L AIR
BEEE R NIEENRIEE, --policy-names 3RS NBEERANFTERE, MERE
ALY CEANER  NZEA R,

4. (A& ) EA LA Fdescribe-load-balancersip T RIER R BN AE F #2508 AR -

aws elb describe-load-balancers --load-balancer-name my-loadbalancer

MR KRB CERD 443 LB RAZFE,

"Listener": {
"InstancePort": 443,
"SSLCertificateId": "ARN",
"LoadBalancerPort": 443,
"Protocol": "HTTPS",
"InstanceProtocol": "HTTPS"

1,

"PolicyNames": [
"my-SSLNegotiation-policy"

]

}

fEFAE# SSL thEE&E AWS CLI 99
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Z H O F RN S XM K

f# Classic Load Balancer g , &9 @ A9 2 MEMN EC2 261, BRI UMERAEIITEEL
FR-XBHRNENTHXRZN A HX %R EC2 £, Elastic Load Balancing & EfiXI 5 Mt#Y
EC2 SRHIHITEITRARE , HEHHMEABRIER S EMNZITIROR BIFH EC2 KBy 51T
#1228 DNS & #5o

AFS

- LPINHEXE

- xF VPC B

- [MEBABITE R EMEH

- NEAABITERPHIFIHTETRIRE
- RANBROEHRNZFIN L LA

« ACLs Classic Load Balancer 3£ # M 4%

KON B 3K

« BHAAHRABHER TR ENTHREAMSTRIRERO EEXPIHRTEE. BXEZEE
FSM NEHRMNBHEFRRELZ LA, EXPNRLELFTANNBHERNENFNATFRNMEA
ERXRERE,

o TEITRIE A E S ESFEMEFTE S L% Web BRS85 (20 Apache = Internet Information
Services (IIS)).

« XF HTTP M HTTPS 1788 , RATEWIETE EC2 KHIF S H keep-alive I , X AL EEI R
AN ELZNEGNEZEERTENEFRER, XEARED Web RSB LNARHREATS
HRELE, RIFEHIENNEDH 60 B , LARHATITESRATXAKMIERE.

« Elastic Load Balancing X B ERAEZHET (MTU) £¥., BERHFERE MTU KR TREEET,
BRTRREFINELEAARTEAZTEICMP 2 (RE 3, RIB4) EHE. BXEZER , H2H

(L 5# EC2 M) FM MTU KILEE,

KT VPC HEW

Virtual Private Cloud (VPC) [E#\fAB = ( VPC )]

K9 B 1E SR Bk 100


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/network_mtu.html#path_mtu_discovery
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BRIFETE 2014 &£ AWS K/~ 2RI RIER , BNEMXEHBE — BRI VPC. AISMER ARG E RN
MINVPC (21F ) , LA BLBIEHH VPC. BXEZEE |, 5 Amazon VPC A EM.

IERY MBS ETRRAY T

ERKRENATOEHSRATUERY R , FRIEZHNABRHESHVNENFRBEE—IMNEFEEL
/27 ¥ (Bl 10.0.0.0/27) B9 CIDRRFED 8 NZER IP thit, B ATIEFGEAXL P
it ERPIRNIEE  HEFSENEQOT R, R IP#itRE , NARHEHERTELET B, S8E
FETRMEIN 503 iR,

EERIEPNBINTAXFETN, REEHNARRF , BAUEQXE TN, RBETNHXHE
MAEHREHXE. 2B TFME-—FRIEQERMNMXHNEE, HIE , RABRT , 81~ THK VPCs
BE-—IMRBFM,

SR HBESRN , KAF PRSI BFRAMB RS ER. WRIFEREFNF | FE
BEXRFINFMAENTAXHELAF TN ; BLFXLELE FRMNE ARG ER,

M & ACLs
& ACLs 9 VPC MY &AM A MITEsis AME TR ER O LMWV ERE. EXEZELE , B5
¥ ACLs Classic Load Balancer 24518 ™M 4%,

0] 2 B8 S R D R X A SR B

A EC2 KA REFMBEN AT HERP. ARBDERELKEEHEC S AT A XA EMEAEIH
BTN , AR ERBHESTERREMRRKAG, MEXNKFNFERLA , B E ARG EREME
eSS LAAL IR R o

A4 EC2 KA FENENABIER B, EMROEHE , ABHERIAE L EREH
FiZEhl, MRFJFREFE , HEEFELP O, MR IEREHIO, EHENZONRFE
17, BERBMAESESRERRE SN EARFRBREABGERIMRE.

A SEHIRT | Elastic Load Balancing 2 R|# THEERTERX ( R B A T Connection Draining ) o
BEXEZER , BH5F BEKLEMAFIEEIRMN Connection Draining.

MRAFHEIREZEFIRE Auto Scaling A , MIZA PR EFl Bz @A ESREM. MREMN
Auto Scaling A7 B A EITHEER , NZAPREFILEH.

Elastic Load Balancing £ i f1 8{ 19 #2589 IP 31t {88 EC2 SEHEM RS H A EE S,

[EC2-VPC] HEFMERE T HMMLKIED (ENI) =4I |, AFEEHSRSFEREHENZZH0 F 5
O (eth0) WEE IP 31t

o] S 8k 39 17 85 S A S5 451 101


https://docs.aws.amazon.com/vpc/latest/userguide/
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&

« EMSEHI

- EF R RS EREM K
- BECEMKHIB ABGE R
o EHXH

EM SR

HERRAEN | MARDERIME. MRZFCTHABIEREANTRAXS | BAXFIRAEES
FIRHENZTIRRE , AN AERSERERRE.

{58 F 422 361 & S AR BT 3K 451

LS EC2 #4414 , ik A https://console.aws.amazon.com/ec?/,
ESMERLENAREET , ERATHER.

R ASSEENEMRUT AR FMEERE.

£ BRI £ | EREEEH,

EEBRXFITTEMNATARAIRSD , EREEEIMB AR ERNEM,
BREEIMOXFICSERINEFEERGIRP.

i%# Save changes (REEX ) -

N o o bk~ D=

EEAEMERISEH] AWS CLI

R LT register-instances-with-load-balancer 5% :

aws elb register-instances-with-load-balancer --load-balancer-name my-loadbalancer --
instances i-4e05f721

AR RGINE B2 5 T B A s g e A H SS6)

{
"Instances": [
{
"InstanceId": "i-315b7e51"
},
{

"InstancelId": "i-4e@5f721"
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https://docs.aws.amazon.com/cli/latest/reference/elb/register-instances-with-load-balancer.html
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}

EBE O AT EIEMEYSEH
{85 F LA describe-load-balancerstn 7 % tH 7E 38 & S B 39 1 88 O ARV =241 -

aws elb describe-load-balancers --load-balancer-names my-load-balancer --output text --
query "LoadBalancerDescriptions[*].Instances[*].Instanceld"

THRRHEE

1-e905622e
i-315b7e51
i-4e05f721

HE S M= Hley A e
{85 A LL N describe-load-balancersfi S IRBUE A 48 E SR 6l 9 B9 E 23 B 5

aws elb describe-load-balancers --output text --query "LoadBalancerDescriptions[?
Instances[?Instanceld=='i-e905622¢']].[LoadBalancerName]"

THEHRRGIH S

my-load-balancer

SEEHSEHI

MRETBEERE , EMRFELP A, AN SIS EHEHEH,

MR AFITEEREEEIE Auto Scaling 4 , MMNIZA DB MNABEETHIH, BXE
%55 , 2 Amazon Auto Scaling AP 1EREHFHIFF EC2 SEHIM Aut EC2 0 Sc aling AH 0 E H
*Ko

{5 F 422 51 & X B AR RY K 5

1. ITALS® EC2 2% & , Mk Ahttps://console.aws.amazon.com/ec2/.
2. ESMBRLMNABHEET , BREATITHESE.

& O RABIGEREME KA 103
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3. EBRABHEHSRNENITHAEFAEERH,

EBMREFLIETF L, EREEEH,

EEBRXFINEATASRMIRSD , BUEERZES , USEMN ARG ER[RBUE M
BEREEICHEIMOEFIRER I EFEERFIRF,

%42 Save changes ( REEX ) -

N o g &

BEHUHEM SRS , BEM AWS CLI

R LT deregister-instances-from-load-balancer 5%

aws elb deregister-instances-from-load-balancer --load-balancexr-name my-loadbalancer --
instances i-4e05f721

AR R BIMm RIS T ) B9 2R ik A A H sk 45

{
"Instances": [
{
"Instanceld": "i-315b7e51"
}
]
}

N BAFBDEHERFHRFHATESITRARE

B Z B R F DR EHEFEEMIALEFRUAN LIRS, XENXHASTRRRE, EHIT

BTRRRER , BITRR BIFHEGIFPIRASAN InService, ERITETRARER |, BITHRRTE

E’Jﬁﬂ"ﬂ“—{ﬁﬂﬂ’ﬂk’&ﬁj OutOfService, AFIERANA EEIMEFMITEITRIKRE , TiLEH
TETRRERFRSZERTERS

MEHBE RO EREHIEENES, SAFERBERNIXPIFERER , KFIFERBHEZ
Khl. HRPIREIEERSE , ABRGERFIRE @ ZKLHIEBAER,

1819% 85 F A Elastic Load Balancing It BRINETRARERE , AFEALEENEZTREIRE
BERECEMEFHNEITRR.

MREEFF Auto Scaling A5LHE A FITERXE , MAUFEAASEEEHSESTRARERE Auto
Scaling A EHIHIEITIRR. BRIABERT |, Auto Scaling A& EHBES N RFINETRR. BX
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ZHEAPIEER

B%ELR , B3 Amazon Auto Scaling i P 8 #Y4¥ Elastic Load Balancing iz
B A EC2 uto Scaling &4,

. BEFEEITIOR »L_Lﬁﬁ&ffﬁ}ﬂ?\

BITRRAREEIE

EITRAEBESEABEERATHRECEMKRFANSTRENER. TRMETETRARERE

Eﬁo

FE

I3

RS

DU

YE 332 B 32451 PR 6B R B T o

B3E : TCP, HTTP, HTTPS H SSL

BHEIBEIAE  HTTP

CLI/API BRIA{E : TCP

BT protocol:port NHFREREEHINIKO, L0

RO EHRERENREBN PN REEEERO LS
KBIZESE , MRFSRBIIR RN BITIRR T E,

% : TCP., HTTP, HTTPS #1 SSL
wOBE 1 Z 65535
EHIABRIAE : HTTP: 80

CLI/API BRiA{E : TCP:80

HTTP = HTTPS &R B #7.

BT ERNIMNE

BTRAKRERE
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ZHEAPIEER

FE

Mje) f87 788 B

HealthCheck [B]f&

TEERE

E¥HRE

HiR

EiwROMBR L@ E HTTP 5 HTTPS GET 53K,
70 R £ 5% 39 7 85 12 10 S7 88 A 2 P UK “200 OK” 2 S B9 1
@R , MEFRFIMAZTRRFE. MRMA/TIEE
X , W AR A 9UFF Content-Length #R3K1&RB N KT
ETENE , REBEHERE N “chunked’#y Transfer-
Encoding.

2RiAE : /index.html

Bk BizTRR R =R i BEF A ().
EXE:2ZE60

ERINE : 5

BARBFIMZETRRRE 2 R B EE (7).

BEME : 5 ZF 300

IAE : 30

EEMEC2 KHZETIRR FEZ B BIUEL K WHE TR
R EIR B

ERE:2E10

MINE : 2

HEEMEC2 KHIEITER Z R BIEL RN ITEITIRR
REHIR B,

ERE:2E10

BIAE : 10

BTRAKRERE
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HEYERERAEENKO. UK E , 8 Interval BRSNS EMAYSH K% — RS TIRRE
BER, EMNETRAREFERBIIGILH , HEEBANEEIREAFE, S50 RIFTTE SR AT E
FE&FM T RETRARENMEIER. MRETHRREERT UnhealthyThresholdCountiE 48 & MUK
B, MAEEERSFEZZMFELERES. HETRRKEBTHealthyThresholdCountiE£E 5 Th =AY |
HEIEBR IR ERBEAEA,

o0 B IEBIEE TR E R PR E 200 WAIARE , I HTTP/HTTPS EFRRRER . ME
TCP MR , M TCP EMRRREM, MR SSLIEFRI , N SSLEFRRRER.

EFETRARERE

BN EMRARIEENESITRARERE,
FREFEEMNSEEERNETRIRERE

1. IIHLSEE EC2 #1#H1& , Mtk https://console.aws.amazon.com/ec2/o
ESMBER LLNAERTET , REARTESR.
ERASRYESENEMUTFRFMAEETRE,

£ Health checks &I+ £ , i%3#% Edito

ERBZTRARERENHENESTRARET , REFEENEE.
WERELIRZE , ERREER

o o K~ W N

EFHMARGERNZTIRORRERE , M AWS CLI

FEALLT configure-health-check &84 :

aws elb configure-health-check --load-balancer-name my-load-balancer --health-check
Target=HTTP:80/path,Interval=30,UnhealthyThreshold=2,HealthyThreshold=2, Timeout=3

REXFIREITIRNR
AR E EEMRAINETRR,
RS AR ERFIMETRR

1. fIFLS# EC2 #F|& , Wik https://console.aws.amazon.com/ec2/,
2. ESMBERLNAERGET , EEASRTESR.
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"request" "user_agent" ssl_cipher ssl_protocol

T:\EE;E TUﬂE.I H/L’\%E E’J%Eﬁo

FE EEPUN

time ABIIERMNE P iR EE RV ETE (RA 1SO 8601 ).
elb NBHERN B

client:port BEREFIHWN IP et Fiw O,

backend:port LB L iE SR 2 EM S AR IP ik Fw O,

MRARBDERT AT ERRIEBNSTMEH | EMREREMWALZ A
KOIRHA T &R, WFERERN -.

MEEMEISSHIEZEFER 2 BRI , thARFILERE R -

request_processing [HTTP {RWTES] MRS E 25 K EIE R — B BIF1E R &35 B0 A =45 Pir A
_time B St E (BAF 4,
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X i
[TCP 197 88] MRS BIES R &S HE TCP/SSL EEE fE 9%
2 R34 WY 8 — N 2 BT ST HIAR A 0 M (MU R 1),

MRABIGERTEFBER D IRE SEMEH, MWBHEREN -1, MR
EEMSSAIEZRE R MERE , RFFIRAE T HRAERWER , N
SREXFER. HH , T TCP M=K E , MREFIHEARIGE
BREMERE , BRETREEMHE , N REXFER.

MEOEMEISSHIEZE R 2 A RBAL , t AR ERER -1,

backend_processing [HTTP {07 85] MAE I 251518 R & IX 21 B 5F M =61 211Z 32 I FF 18 & 3%
_time ) R7 R 3K P A B9 BB R (BARD 9 B qa),

[TCP W7 28] Sk 9828 M 2h 5 X MK B3 S E B2 P A Y SRS R (AR
LAV

MRAIIERTEFERDIREISIEMKRH , WRERERN -1, R
EEMSEAIEZAEN A RAERE , RFFRAE T HRAERWER , N
SREXTER

NEOEM A SSHIE R R 2 B RIBAL , th AR ERE R -1,

response_processin [HTTP {197 85] M B %5 N EI3K B S /X M2 61 #9 a S PRk B FF 2R 0 &
g_time o s A& 35 M B2 PR R B9 BB 18] (AR ), bR R BIEE A EEE LW
BERA B 18] BA R M $1 B 15 7 28 B &= P Ui B9 32 23R BN A 1) o

[TCP {i¥r28] MBI E R W EIR A EEMEPNE - I FFEFEEOR
F= i 3% We) R P R B9 5L B TR (SARD 9 B47) o

MRABIIERTEFERDIREISIEMERH , WERERN -1, R
EEMSEHIEZAEN A RAERE , RFFRAE THRAERAER , N
SREXTER

MR EMAYEFIEZRBE 2B R , A FHERERN -1,
elb_status_code [HTTP {RWT88] 3k B AT 2549 e B AV RSB

backend_status_code  [HTTP {ii#7 28] 3R B B £ SE 5189 e B A IR SR B o
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FE HiR
received_bytes MNEFim (RiEH) BWAERKD LZTREN).

[HTTP fit¥r28] EEEEREX , BFAFERL
[TCP {7 25] E2EFRIEXHFRX.

sent_bytes RIEB|FF U (REH) AYE A R/ (AFF R EAN),
[HTTP {R0TER] EEEWMNIEN , BFSFERX,
[TCP W7 25] E2EFRIEXHFRX.

B3R REEFEFHRWNERT , SSENSISAHXALUTHEAH#ITIER : HTTP
F3E + C/ENARL SO + BBR + HTTP iRA&, fEEEHSSRER,
HIERIER URI B &#ER URL, ERREBIFRIBSEXENAEER, Y
BB F AT |, BEREFiRAIE URL AR,
[TCP {li¥r88] URL R=MNEXI% , HMEZRIAZEE D RHUERERE (- -
-

user_agent [HTTP/HTTPS listener] A User-Agent string that identifies the client
that originated the request. The string consists of one or more product
identifiers, product[/version], MRFRFRKEET 8 KB , M FFH AN

[o]

ssl_cipher [HTTPS/SSL listener] The SSL cipher. This value is recorded only if the
incoming SSL/TLSEZRERIMNEEELN. BN , ZEFHEERN -,

ssl_protocol [HTTPS/SSL listener] The SSL protocol. This value is recorded only if the
incoming SSL/TLSEZRERIMNEFELN. BN , ZEFEERN -,
]|
T~ HTTP % H

LAUFR2 HTTP (%rss (3% 0 80 Eliw O 80) W RHIBERE :
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2015-05-13T23:39:43.945958Z my-loadbalancer 192.168.131.39:2817 10.0.0.1:80 0.000073
0.001048 ©0.000057 200 200 @ 29 "GET http://www.example.com:80/ HTTP/1.1" "curl/7.38.0"

Al HTTPS %&H

LT R HTTPS %res (i 0 443 Fi% A 80) W RHIBESRE

2015-05-13T23:39:43.945958Z my-loadbalancer 192.168.131.39:2817 10.0.0.1:80
0.000086 0.001048 ©.001337 200 200 @ 57 "GET https://www.example.com:443/ HTTP/1.1"
"curl/7.38.0" DHE-RSA-AES128-SHA TLSv1l.2

Rl TCP % B
LUR 2 TCP {fi% 88 (%0 8080 Zli% O 80) W RHIAEKE :

2015-05-13T723:39:43.945958Z my-loadbalancer 192.168.131.39:2817 10.0.0.1:80 0.001069
0.000028 0.000041 - - 82 305 "- - - " "Moo -

R SSL &8

LAR 2 SSL 119788 (3w A 8443 Eiw O 80) K RHI A&

2015-05-13T23:39:43.945958Z my-loadbalancer 192.168.131.39:2817 10.0.0.1:80 0.001065

0.000015 0.000023 - - 57 502 "- - - " "-" ECDHE-ECDSA-AES128-GCM-SHA256 TLSv1.2
Rb3R T B B &
MREHNE EEREER , MARSEHBITUERTE kziﬁdﬁﬂﬁ HEXH (ML GB & f1), &7
ToEERAALEX line-by-linefh BNk KEMNHKIE. Fitt , BRELAFERARMEHTHIEMBRT RN D

MIE, i, BAUERAU TS M TES ML EIEE EIF\E\ :

« Amazon Athena 2 —fIREXEHRS , BB BAEAIRE SQL 247 Amazon S3 RIVEIE.
BREZELR , iFZH Amazon Athena AIFIERP N EHKL B AFITERE B L,

* Loggly

* Splunk

« Sumo Logic

LEBA A or


https://docs.aws.amazon.com/athena/latest/ug/elasticloadbalancer-classic-logs.html
https://documentation.solarwinds.com/en/success_center/loggly/content/admin/s3-ingestion-auto.htm
https://splunk.github.io/splunk-add-on-for-amazon-web-services/
https://www.sumologic.com/application/elb/
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NEBAFIIERE AR BE

ERNAEOERSABR AL , BLIEEA TS ERTEHDFMH B ERN Amazon S3 EERENA
o BIERTF — N R R BEM INBILLF6448 |, ZKBE[@ Elastic Load Balancing 8 ¥ B A7 @K
FUBR o

5

- ZR1: 012 S3 N

- SRR 2 CRREEMINZT S3 FE4E
- FR3:BEBRAS

- SRA: WIAFRBENER

FE HEER

N

Y

Nil

=

SB 1 Bl S3 FHEE
ERAE S , BAMAHHEBEEE S3 7. FRBLTEEZATER,
EX

- FREBLANTERBESERERNXEHR, ZFE\BNABEERTHFIENKSRAE,

- H—XFNRFEFIRMBIEDTZ Amazon S3 ITE# 4] (SSE-S3) BXEZEER , i5SH Amazon S3
FEMINZ 4] (SSE-S3).

£/ Amazon S3 #5612 S3 7/,

1. 3TFF Amazon S3 ##l& , Wik https://console.aws.amazon.com/s3/.
2. %$® Create bucket (BIEF @)
3. 1f Create a bucket (BIZ7F&M) WL , ITUTRE

a. NTHE#BEN , FRAFEBNEN. LEME Amazon S3 AR I FH#ER P A4M
ME—, EREEXE AN FHBENEHMERS, AXEZFEE , 1525 Amazon S3 BF
EETNEEBEEH. REMRE,

b. XF AWS X , EFEEHPLIBRATIEHSENXE,
c. XTFERIAMZ , %£+F Amazon S3 FEE X4 ( SSE-S3) ,
d. %F RIBEME .
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/UsingServerSideEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/UsingServerSideEncryption.html
https://console.aws.amazon.com/s3/
https://docs.aws.amazon.com/AmazonS3/latest/userguide/BucketRestrictions.html
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SR 2 RFRBEFTINE] S3 FHEM

S3 F MM MEAE RN Elastic Load Balancing I 441517 A SEA BN RN EH AR, 76
FREE 2 JSON BOMES  XEEQUHRKBESRE , ATHEMBELARNE. 8MEY
HOEEXEMIBHNEEHTE—RITEK,

MRGTFHEFEAEGMIMNFERRNINEFZFRE , WA LU Elastic Load Balancing 1518 B &8 @7 10 Z
ZREE, MBEXFEM , MBI ITHERNNRE , LBREIEATEEEEN AR BENFEE
A5 RIAEY A o

] A B9 17 4B SR B
IRHER N FEBRBEEUR T 768 AWS X B RBK

A FERAFHEN S3 FREMEERZEM ARNS,

- EATENRFERE , MARE S3 7 ARN.
-« ‘2¥E S3 7k ARN KYIKF ID #2o
 {EZ)1E S3 7% ARN RYIK/™ ID #550 EABEARF (*)o

H=E 2022 FF 8 AEiz /G AT AR X
ZEREEIEEN B ESEAERSR TR, WERBERTUTXENRS5HER

- WA (BFEAE )
- TA#HK ( BRAET )
- WAHKX ( BRE)

- WABK (Adt)

- TA#HK (FE)

. MEAFEE (FRINE )
. BN (FHEESF )

o BN (FRERM )

- LEBF (B )

. IR (AR )

. BFET (hEh)
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{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"Service": "logdelivery.elasticloadbalancing.amazonaws.com"
1,
"Action": "s3:PutObject",
"Resource": "arn:aws:s3:::amzn-s3-demo-bucket/prefix/AWSLogs/123456789012/*"
}
]
}

X FResource , FEARHIKEHE RNIEN , WMAHR BEMEMEN ARN, BEAE S3 FHAF
ARN W R EREFIENHEERKFWIKF, 1D, XHETUBRIERBIEEKF W AEIIE S8
FiFE BEEBA S3 FEM,

ZIEEW S3 FiEME ARN BURTRESL R 3 FE AN AR RS EEFE,
T AIERMY S3 F M ARN R4l

S3 17 #8 B ¥ Famzn-s3-demo-logging-bucket , B4 9logging-prefixo
arn:aws:s3:::amzn-s3-demo-logging-bucket/logging-prefix/AWSLogs/123456789012/*

THBIRM S3 FEM ARN RAl

S3 FfE @K B #rRamzn-s3-demo-logging-bucket, S3 FfE#E ARN R B BIZREB2 -

arn:aws:s3:::amzn-s3-demo-logging-bucket/AWSLogs/123456789012/*

2022 F 8 Az B0 A/ X5

LR BE A5 E /Y Elastic Load Balancing kPR FA R, XI T HE 5 H &Y XiF A B S 839 i85 5 A b IR
R

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
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ZHEAPIEER

x4

"Principal": {

"AWS": "arn:aws:iam::elb-account-id:root"

iy
"Action": "s3:PutObject",

"Resource": "arn:aws:s3:::amzn-s3-demo-bucket/prefix/AWSLogs/123456789012/*"

FPrincipal , Eelb-account-id&# AN AEF P EIZFFTEXE A Elastic Load Balancing Ik &Y
ID :

EERL (#ERBTMILE ) - 127311923021
EER (BXBM ) - 033677994240
EEFEE (JLMFIERIT ) — 027434742980
EETES (BENM ) - 797873946194

JEM ( FFEZK ) - 098369216593
WAMX (B ) - 754344448648
WA # X ( HEDN3% ) - 589379963580
TA#K (EX ) - 718504428378

TWAMX (KRR ) - 383597477331
WA KX ( E/R ) - 600734575887
WA X (FTON3 ) — 114774131450
WA KX (B ) - 783225319266
T AKX (3 ) - 582318560864

MEX ( HEB ) - 985666609251
KM (3£ 5248 ) - 054676820928
RKM ( B/RZE ) - 156460612806
R (22 ) - 652711504416

M (K ) -635631232127

KX ( 22 ) — 009996457667

RXM ( HFEEEF/REE ) — 897822967062
F7R ( B ) - 076674570225
EEM ( ZRF )-507241528517

s

BRAGRBE
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Xt FResource , FARHIFEEHERHEN , WA HE BEFFEMEN ARN, BS54 S3 F6EH
ARN B REBERPEEATHYERKFNIKF, ID, XHAUBRIAERBIEEKF W AFKSES T8
FiHR BEBA S3 FiE#E,

IEEW S3 FiEE ARN BURTREL R 3 B AN AR RS2 EFE,
AR S3 FEHE ARN R4

S3 F %% & #rFamzn-s3-demo-logging-bucket , BI%kHlogging-prefix.

arn:aws:s3:::amzn-s3-demo-logging-bucket/logging-prefix/AWSLogs/123456789012/*

THBIRM S3 FMEM ARN RAl

S3 FE @M E#_Ramzn-s3-demo-logging-bucket,

arn:aws:s3:::amzn-s3-demo-logging-bucket/AWSLogs/123456789012/*

AWS GovCloud (US) Regions

Z KM [MIEEM Elastic Load Balancing K/ ID & F PR, X AWS GovCloud (US) Xigir I fa 55
eSS AL R B,

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws-us-gov:iam::elb-account-id:root"
1,
"Action": "s3:PutObject",
"Resource": "arn:aws-us-gov:s3:::amzn-s3-demo-bucket/prefix/AWSLogs/123456789012/

X FPrincipal , #Helb-account-id&i#kR AP E/AEXIERY Elastic Load Balancing i/~ #Y
ID :

« AWS GovCloud ( £E#EB ) — 048591011584
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. AWS GovCloud ( Z£EZZ ) — 190560391635

X FResource , W AR BEREMERN ARN, BH AT S3 FiEE ARN W RBRERFEESMEY
HESK K ID, XBETLUBRIRAERBEEKFHNAFEEERFEENHR BEEBA S3 E#E,
BRIEER S3 FHEM ARN BUATRES R 3P EABR AZN RS TS E &Ko

T HI XA S3 Ef#E M ARN R4l

S3 17 #8 B ¥R amzn-s3-demo-logging-bucket , B4 9logging-prefixo
arn:aws-us-gov:s3:::amzn-s3-demo-logging-bucket/logging-prefix/AWSLogs/123456789012/*

THBIRM S3 FEM ARN RAl

S3 FE @M B Ramzn-s3-demo-logging-bucket, S3 Ff## ARN B&EHI RIS -

arn:aws-us-gov:s3:::amzn-s3-demo-logging-bucket/AWSLogs/123456789012/*

£/ Amazon S3 12| &% 175 7] B 5K 17 478 5= B B I BB 17 A 4

$TFF Amazon S3 ##1& , MiLkA https://console.aws.amazon.com/s3/.
EREEENEMUITFEFAEERE.

1%£$F Permissions ( X&) , R/G1%#R Bucket policy ( ZEFEERREE), Edit (&% ) -
BN EREEREURTAENR,

ERREER,

o ~ 0 bh =

SEI:BEFEAE
FERNTREREBHE S , WBHRERES T ARIAEHT S3 THMA.
=R

FHBSIHERE 1| SHAERNESR , HEXLTMMNE 2 SHAERNFEBRE, MRIEE
& , el BT BIEFHFE “AWSLogs”,

EREFEN B EREETR AT

1. ITALS® EC2 2% & , Mk Ahttps://console.aws.amazon.com/ec2/.
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2. ESMBEH LM Load Balancing ( 7Ai#ii59# ) T , 1%£#F Load Balancers ( fAEki9#2% ) -
ERENABIERNENR T AEFAEENH.

EEMETF L |, &R %E,

FERENEIIESEEMTEN KRB P |, ITUTRE

o > »

a. BRERBAR,
b. XF S3URI, WA BEXHR S3 URI, FIEEM URI BFUATEREEFE AR,

o AN URI : s3://amzn-s3-demo-1ogging-bucket/logging-prefix
o FHBIZEH URI : s3://amzn-s3-demo-1ogging-bucket

c. FMBEFIEFHEREBEMREN 60 minutes - default.

d BERREENR.

ENNBEEREEHRBE , BER AWS CLI

B, BlE— json X# |, XX fE Elastic Load Balancing B 3R B B H & 60 259 09iX & B B4
aEE N AEBIEMN S3 FHEE—IX

{
"AccesslLog": {
"Enabled": true,
"S3BucketName": "amzn-s3-demo-logging-bucket",
"EmitInterval": 60,
"S3BucketPrefix": "my-app"

ET K , f£modify-load-balancer-attributes@ 5 & E.json X , MR :

aws elb modify-load-balancer-attributes --load-balancer-name my-loadbalancer --load-
balancer-attributes file://my-json-file.json

BAF 79 W LR A1

"LoadBalancerAttributes": {
"AccesslLog": {
"Enabled": true,
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"EmitInterval": 60,
"S3BucketName": "amzn-s3-demo-logging-bucket",
"S3BucketPrefix": "my-app"
}
}

"LoadBalancerName": "my-loadbalancer"

EERFHE BER S3 FHENE

ERREEEATHR AENFER  EREASEEABRAE. & , MRF—NBHERBIEE
o, HEESTHENEERTP R TAENFE MR AWS K |, Elastic Load Balancing A &
FENARIGERNER BEBEAXNTEEE.

S 4 EWINFREBR

ERAEEERB AR BEE |, Elastic Load Balancing FRIAE S3 F6#8 , FH 12 M= ST LR
MRS EMENR, BALAEH S3 #EFHARIEREERIENR M. Wik XHT 2EBRITTEE
BEXH ; eFEBERHlER,

U Elastic Load Balancing @& 7 S3 77 & # 9 €182 T Wi X4

1. $TF Amazon S3 ##l& , Wit https://console.aws.amazon.com/s3/,
2. EBREEERTIHMEBERN S3 FHEMNEM.
3. SMEBMLXH ELBAccessLogTestFile, (VBEURFERBEATIR,

- THBBRWALE : amzn-s3-demo-loadbalancer-logslogging-prefix/
AWSLogs/123456789012/ELBAccessLogTestFile

« BRBEIBRWALE : amzn-s3-demo-loadbalancer-1ogs/AWSLogs/123456789012/
ELBAccessLogTestFile

WFEHERR
FER IS RIEIEL  bucket-name, E1ZE S3bucket R
MREWR R, MATREUENER :

- FHEMEBIZE N Elastic Load Balancing T 1A B B EEAFEBHNR. BIAZEANRKZX
HIEWNEHAER, BIAERE ARN FANFHEEEMEEEE AR BENIEENF&HEME
E. MREEEAFRAENREENR , EEIARIRE ARN T2 EFEK.
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- FRBEATXEFNRS S[IRMBFET, ZF#ERLTEM Amazon S3 FEEHH (SSE-S3)

NEBRRHIIERER R BE

jE.R\I!JhH-J-—.I-jJﬁ.R\EIJ J\ﬁﬁﬁl%g Fﬁ-ljﬂﬁ_l H Tho T:E Fﬁ-ljﬂﬁ.l H VTN , ;{gﬁljif]—lﬁj H /L,\'I'VfT:E Amazon S3 ':FM%
B BEEENEBR. BXEZELR , HZH Amazon S3 ﬂiF‘?aﬁEPE’\Jﬁﬂﬂ S3 Ffk .

EREH AN AFTEREA TR AR

ML S# EC2 #2414 , Wik A https://console.aws.amazon.com/ec?/,
ES B LR Load Balancing ( 7a#39% ) T , 1% Load Balancers ( Tai# 928 ) -
ERENABIERN BT A EFAEENH.

ERMIETF L | EBRE,

ERENSGEREMTEN KRS , ERAFRIAE.

o k~ w0 bh =

ZHIFRBEE , BEHA AWS CLI

1 A LL R modify-load-balancer-attributesf 2 B iF R B & :

aws elb modify-load-balancer-attributes --load-balancexr-name my-loadbalancer --load-
balancer-attributes "{\"AccessLog\":{\"Enabled\":false}}"

LAR 9 e Rz 7B
{
"LoadBalancerName": "my-loadbalancer",

"LoadBalancerAttributes": {
"AccesslLog": {
"S3BucketName": "amzn-s3-demo-loadbalancer-logs",
"EmitInterval": 60,
"Enabled": false,
"S3BucketPrefix": "my-app"
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/creating-buckets-s3.html
https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/cli/latest/reference/elb/modify-load-balancer-attributes.html
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Xy 42 B A B D 2R 1T R HEBR

TRIE T HEEFERLHEATIGE RN AN R BB REH R IR,

API iR
Hix

CertificateNotFound: &E X

OutofService: X4 7 Z it 55 1=

HTTP 5%
Hix

HTTP 400 : BAD_REQUEST

HTTP 405 : METHOD_NOT_ALLOWED

HTTP 408 : i&3RBat

HTTP 502 : LM<

HTTP 503 : AR5 AT A

HTTP 504 : Mxi#at

g R A B B HR
U R AR ED FE AR

HTTPCode_ELB_4XX

HTTPCode_ELB_5XX

HTTPCode_ backend 2xx

HTTPCode_ backend 3xx
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ZHEAPIEER

UEIVRRGZE =t

HTTPCode_backend 4xx

HTTPCode backend 5xx

BITRRK & F&E
[] &%

BITRRRE B PR H i

5 55 193 A

NS HEIUF R K

KBIRNABIGEEREWRE

KB L By im O ARITFF

Auto Scaling AP EHIKRET ELB ETHRIAKE

N

T $2 ) 7
£5

P mAAEETE M Internet AV AT E 2R

B #7238 TR B IRUROE B B E Ui R

RIEBABIHE RN HTTPS iFRIRE“NET:: ERR_CERT_COMMON_NAME_INVALID”

SR E A7) 7
[7] &

A EC2 SEAI7¢ 27 A9 A A A<

THEZEMMNEN AMI B HI S5
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X AT E [ HITHIEDERR | API iR

T H 2 Elastic Load Balancing APl IREIF 8RB, BERE KR AL A FHRFB SR,

BiRHE
« CertificateNotFound: RE X
« OutofService: X4 7T E 1%

CertificateNotFound: RE X

RE 1 : &£ 6H AWS Management Console 22 RViE 42 B 2P A Xigat IR ., £ I LIEIR
B, AIEARSEEIENRE—SHPRETRERER,

BARAFR . F/ARAN155% , ARER—R. WREBNREFE , BHEB AWS =5 Center FRH
Bho

FE 2 : MBEEEMER AWS CLI 5 API , N IIREAFTEFEENIEPERMET Amazon BIRBMH
(ARN) , AT gE & U B L 45 iR o

fERA R 2 : £H AWS Identity and Access Management (IAM) #24EGetServerCertificate 3R ERE
ARN HIRF&EH ARN RHMNERTER,

OutofService: X4 T Z B 44617

JRE : Elastic Load Balancing fR5 S E 5 M &+ HIME LN E R, £ Elastic Load Balancing &
WA SRR EEMRFIETRRET , th e 88K & IX il B @] &,

BRITHRE  EFZE APIIER. MRRABNDAFE , BHE AWS X5 Center FRAB),

XA S THERERR - HTTP £51=

HTTP & (B ¥R ziHE) EEEXN W HTTP ERIWERMITHIRIE, RFC 2616 FEENLHENL

T HTTP B RMFRES E. AR EETE GET. POST., PUT., HEAD #1 OPTIONS., £ Web
BAREFEE (BNK5|IA) R HTTPM1 FENT BN A A, HTTP ¥ RAZNELRGISHE
PATCH, REPORT, MKCOL, PROPFIND, MOVE # LOCK, Elastic Load Balancing = Fr & #5f
MIEFRHE HTTP Fi%,
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https://console.aws.amazon.com/support/home#/
https://docs.aws.amazon.com/IAM/latest/APIReference/API_GetServerCertificate.html
https://console.aws.amazon.com/support/home#/
http://tools.ietf.org/html/rfc2616#section-9
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HTTP i&RM HTTP MR E ARk FEREIZEBX HTTP BEEMNER. MAFBAES 2 BNWENE
X, FMEXN ZBHEZER (CR) FIRITH (LF) #1720 M. RFC 2616 EEIRLHPEN TR HTTP
HRAFERE, BXESZEER , BZH HTTP Rk ML B g9 H=s,

LR EIEIR HTTP BRE | CATNBRAREBNERR S EKERTRE, HRRSGELH
B HTTP R AR KETEET 127 A28, MR HTTP BRETHARE , WARSES
£FEREEE EC2 Rhl, MBHBRFH L ETERAFER | NAZBISEES L HTTP 400 :
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