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ELB 2BFRENEAREBS B — NS NMATRAXEHNS B4R, 620 EC2KHI, BFEEM IP it
i, B2EREEMBFETRR , AU REEEISTRRRIFNBEIR. ELB RIFEEARER
BRI ARBER[ETT B. ©HBY FREEL K5 THERE.

ELB XELUTAHLERS - NARFAEIIESE. MEAREESR. MXARSEHSNLBATELE
22, BULERRESHSERNARIEEEXR, KIEREITIL Application Load Balancer, BxH b
HRMEERENESER , BSRANEATEEEAS 8RR, NMXAFEEEAFEREN 2RAFHSE
SRR,

Application Load Balancer A4

NETERR AT RN E—EMS. ABGERESINTARKRANSNEIR (0 EC2 K46 ) i
SEEANMARFRE. XFRESNARFH TR, AT EGNARGERMI— NSRS Ml
o

0T B 6E A G B BRI HIIR DR ER B T P imIERE R, BN MYTERE LHYM N E R &=k
RFERBAZHEERER. BEANBRLER. —IPRSMEEAR—ANHSANFEAK. HHAN
M&EFHRE |, FHTEEE, SXTNSMUTRE IR | 3 B SUERE CEMHMN,

F4 B A ERSEENHUNEOSHERBHE - RSN EEMEB R (HlE0 EC2 Kb ) . &
A BB S4B REEMR — DB AR, BAUNENEREAREESTRARE, HEMEIERE (EREH
MEBERNNTRANIEEN) WAAEBRL , TETRARE,

CENEERARE D, EER , MRS E-ANRUAN , FE - MRS S FERBHRIT
B BARAMN S —FAN, @M BIREEM—B 7o

Load balancer
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Target group ﬂ Target group i Target grnup
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https://docs.aws.amazon.com/elasticloadbalancing/latest/classic/
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Application Load Balancer #fi

Application Load Balancer ENARREFEER I , ZERFARREEHE (OSI) BENE 7R, AFE
EHERWENERGE |, FEREBRA LRI F TG 00T 35N A E N A BN | REMEFREPIEET N
EB ¥R, AINABEMWTEEAN , SRENARFRENAS , FERBHAETRNBIFE. SMNER4A
WEEHMIRMBTH  IEENEREESNEREATER. TUREBRARSIFERANBHREE,
BABHAEZANRARBEE ; §E , IUEERPARTHBEREHEE,

AUREFRBMERRDERTRNMBERB IR, AP ARFNREERR. BENRAERF
MERENEKERTEL , ELB 2F RENAEHEER. ELB AT RILASHITERE.

BAHUEESTRAKRE  XERLE A AREEIMBEFNZITIRR , SMEASIGE R AR/ ERRE
FIEEZITHE R,

BXEZELR , 52019 (Elastic Load Balancing FiFF1ER) Y ELB B TERE,

ME B AFEEHRIBHFL

£ Application Load Balancer M T =& MM EREF/UTHL -

o R BEZRMN. XN TRFEFERFH URL HRBFERNMWTER BTN CEENN . X1k &7 LUK

RARFHEANRPHERS , FRE URL AR ERRBE T EBHN RS

o XFEF ENERN. NTET HTTP ARAHP ENFZRERBERAMYTER , BN CEHERN, XEE
AER A RN B ERS N EREHE SN E,

s XFETERPOFERHTEA , FI0 HTTP FRLEH MEZE, ERSHAIR IP #bit,

* Support XERFIEREEHAEI BN EC2RB| EMSANRAERF. EAILE S BARAEMKAIT IP iy
i, SNERAHBNTARNED,

o XEFEFERM—D URL EEMEEIE — URL,
- XEFIREBENX HTTP MR,
o XEES IP b EME R , BNV TAFEESRN VPC ZHH B R,
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https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/how-elastic-load-balancing-works.html

ELB RARFARLHE
« X3 Lambda BEECEM N B 5.
s RO ERERBERZIFEANAEFAPNGLIHR AN XERAF#HITEHRIE,

« XERABUCHMBBARRF. iHRI{ESEEF , Amazon Elastic Container Service (Amazon ECS) A LAi%k$%
—ANREAMWIKO , FAAEA RO G EREEHZES. IHETUSRERRNEE,

« Support XM B RBHRSHZEITRR , ERSTRAREREBHRARIIENLN , FE
CloudWatch 1§45 2 E BFRARBIRE M. F B FrEEZRZ Auto Scaling A ThEEFEREEB RIFEER
HST RENMRS.

- R ESEBEMMER , AUEREXFMH,
- S AR E R,

BRBNAEOERRETRNDENESFEE , HS5 ELB W&,

MR RS

ELB EUTRSESER , MRENARFHATRAEMATY B,

* Amazon EC2 — ERHFETNABRFNELRS SR, EUCHASSEREENFRERHBIEN
EC23:41,

« Amazon A EC2 uto Scaling — #RENESHI HINKE , BUEETAEHREN S , HEEREBE
SHIERTA BB IGMEE A EHIEE, MREFEH ELB /Z A Auto Scaling , WA Auto Scaling
BEHEHI B35EM BB 474 |, B Auto Scaling £ IEEISEFF B M B FRA ER.

 AWS Certificate Manager — FE 8|2 HTTPS {IWT288Y , BATIEEH ACM REMIEH., ARBTESS
FERAILEPALEEABERBETFRNER. AXEZEE , BN VARFAZIGE R SSL i
.

« Amazon CloudWatch — & B KR BN MBI EHRHAREFTEXINTH. BXESZER , B5H
CloudWatch Application Load Balancer BJ3§#%o

« Amazon ECS — 28 £ EC2 KHIKER Liz1T. FIEFMEE Docker AR, BRI LUFHE MR
BRENNRERBHIENASE. BXEZELR , BZH Amazon Elastic Container Service JF X A &
B RS BT E .

« AWS Global Accelerator — 1R @M AEFH AT AMEMMEE, EAMESRE—PNHNZN AWS XY
AR E P ERE. BXEZER , HSNAWS Global Accelerator FF Z A fEFE.

* Route 53 — BFHEE ( Hli0 ) HRNITENA THEEZNKT P thut (4
WMwww.example.com) , BEH—FAFELFRENFR , FiHRESISEM, 192.0.2.1
AWS 7Bt URLs £ ER |, flinazigmss. 78 , s LEEAAERFIZZH URL, Al

HEXRES 3
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ELB AR ARSI E
m, SR USSR RS B A I9EEE. BXEZER , S Amazon Route 53 FF R A R IEmRH
W REM BT ELB fAFHEEES.

« AWS WAF— &AL AWS WAF & Application Load Balancer BB &£ , {RIEM K712 H 5I&
(Web ACL) HIVHLI AT LETER, BXEZER , i5ZH AWS WAF,

EEEEXEENNBOERERNBRSNER  BEPERENAZIGER , AWS EEEZEA A
JRIERERIRSIRTF.

EAMN

NMARBIGESR , BUNEKRRAENR, BXESEE , F5H ELB Ef.
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Bl EC2 k6], BERELNARGER , TURERE , RABRFEREMIBHRE. LET e
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- APHPERE
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« Application Load Balancer IP bt &I
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- AP ERERE

- BAAXAFEIGE

- DNS £#5

+ BlZ Application Load Balancer

- ENRAERASSESRNTAX

+ Application Load Balancer B & 24

- EMRMAREFRARIGERMN P i KA

- EMRMAREFARIGERN IPAM IP #hikit
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« B Application Load Balancer
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ENARFAESESRN  ELAEAESENERNXE. FEEARKE , FEXEGHEE-IMF
M. ELB EZEENSNMXEHEIE - M ABHEERT K.

EREW

- HEHRENEANKEHEEEL —PEEMBERN , ARBEREZERN,

- MRLEREXFEHRIMBESR , EREAZXE , XEEIM BRI ENAREDERBZBRE.

- MEANNPIERBASIXE , MXEXHHRBATMEE, Ha, TeeREE B AXMA X
o

- BALEECEEHAEN TR,

- ELB EEBEENHROEHRN TP EMEED, XENFREORMEN , REIEFMEA IP
R R, BIGE R AT A TE R RAF, RM G O #EARNELB I FRFAZEH ENI",

R U BIO R IS A T REN 7 M,

FMRR

- ATAXFM
o ZRih Xi5F M
 Qutpost F+ M
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BBREDLUERANTARX TR, ATREER :

. BANFRELTRETEN AKX,

- ERKRENABHEERTUEEBT R , BRUASOEHESNENTARFRNEEHEEEL>FE—
/27 LB CIDR BiER (4l |, 10.0.0.0/27 ) UERBANTFREL/AANZER IP #iit, XA
IP it R AF AR EHREFTENHITEOY BAIAEN. SRNARHEERNERXL IP it 58
FREIUEE, RAEl], NARFRAROESREZEERT AN TRESBEENE , NMSEEFAX
BRZS o

AE NRNAERFRAEYESFREZEHT BRARTHWN IP it |, NN ARFASYEHESREE
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St [X 13, - B

SRR E AR M X F R, 2483 X4 7 AR XF AT Zh R

« Lambda E4#X AN B 5
« W@ TLS B4
« AWS WAF 4

Outpost F M

BT LAIEE 8 Outpost ¥M, LATR&EIER :
o BHAMEERBBIEROPZEHEE T Outpost, Outpost 5E AWS [Xig 2 [B] 471 E 5 ] S/ X
KiEE, BXEZER , i5H AWS Outposts FIF 15,

- AFIIEERFEETE Outpost L AREITEHRT RIREM A large Ehl, ZHMEPIERBRN TR,
AEOERTREZTEHRTTIR , BAUETIARNMNIZE—NES (M large Blxlarge , REM
xlarge F| 2xlarge , REM 2xlarge %l 4xlarge ) . TR BERAZFIEEF , MREE
FEFHNEE , ABIERSRM 4xlarge EHILMERN ABHERT R, MREZERBHEH
RESUA IP itk B A% , AFEE S F M AWS Health Dashboard IRE&EE#H , HBE K
HIEIPIRARN active_impaired,

« IBATLUEESEH ID = IP st EM B A5, MBEE AWS XKEBR A aIEETEME IR , WFALERX
£ B R,

« FXFFUTIEE
« AWS Global Accelerator &
« Lambda E#E] B 4R
« XX[E TLS SHKIE
« MR
- AP BHKIE
- AWS WAF B4

Application Load Balancer A BAfE Outpost £/ c5/c5d. m5/m5d = r5/r5d 261 LB, TRERT
E I BRTE Outpost LRI AERANBNERHIFEW K/NF EBS % :

753 X 45 F 7


https://docs.aws.amazon.com/outposts/latest/userguide/
https://docs.aws.amazon.com/health/latest/ug/getting-started-health-dashboard.html

ELB B AR A EER

SE A€ BRI A /N EBS % (GB)
c5/chd
large 50
xlarge 50
2xlarge 50
4xlarge 100
m5/mb&d
large 50
xlarge 50
2xlarge 100
4xlarge 100
r5/rod
large 50
xlarge 100
2xlarge 100
4xlarge 100
nEHERLEd

ZEEBEFAENER , TRFEARTFEERTARGERNRE. S0 SUERR O MBI RTFA UM
HUERE.

SR #9835 ] B &2 A R HL I 2420 5o 14 10T U7 35 F0 _/_'H(/R*‘Ag A EMNEFRE, HEFHTRR
MBIAFEYERIEHTEFANSTRIRERAON , BUARELNEZSAHIN |, BREMNLIFHRE
OEHNERE. BXEZER , BSH HEENHN,

nEBESRZedE 8
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provisioning
ERIREAHIGER,
active

ARHEREELREN ERFRARE,

active_impaired

NPIEHREERARE , BRBY BRAFHNAR.

failed
MEIEHRLERRIE,

MEBEREE

BUNBYRENARFABROERNEENEH#TERE, AXESER  F5H RENHEERE
EO

T RASIEREM

access_logs.s3.enabled

ETRREBHAEM#E Amazon S3 FHIFE B, BRIAMER false.

access_logs.s3.bucket

lﬁllﬂ HEFTA® Amazon S3 FEHNEM. WRBEABRAZE , MLEERLEN, BXESZE
'lﬁ/m—.l FFHUﬂEJ HE,

access_logs.s3.prefix

Amazon S3 FEE P EMNBIR.

client_keep_alive.seconds

FERmAREEREE (U RN ) . FINMER 3600 B,

deletion_protection.enabled

EBTRREE ARERERF, BIAR false,

MEE RS 9
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idle_timeout.timeout_seconds

ZZRENE (AW N2, BRIAMER 60 F,
ipve.deny_all_igw_traffic

BHIE Internet B3k (IGW) 5 E] fa £k 39#i285 , LABSBH Internet Mx ESNG R N AEEEEF. X
THEOERRNAZIGES , ©REN false ; W TAHAMARIIER , CIREN true., LEMT
2B IESE IGW BEEBMiA[E ( BN , BRI FEEHZE, Transit Gateway 3% AWS Direct Connect ) »
Site-to-Site VPN

routing.http.desync_mitigation_mode

BENBIGERIALLE TN ENNABRFHR LT EXRAER. TRENEN

monitor. defensive # strictest., BRIAN defensive,

routing.http.drop_invalid_header_fields.enabled

EREELHHLFEN HTTP #rk R A B ER[MER (true) EREHE B AR (false)o BRI
N false. ELB ERBEMH HTTP Rk BMA S ENRIAK[-A-Za-20-9]+ , MM HTTP F&H
AEMERBIR, SN EHNBEFERFFRAREFTHFAR. NREBMNERPBBRFTRFSLHEXH
HTTP #53k |, IR true,

routing.http.preserve_host_header.enabled

EBRBMARFASIEESRESNARE HTTP B RP M Host #33k |, HFERZIEE B Frm REEMA
B, AJEEME RN true M false, BIAHA falseo

routing.http.x_amzn_tls_version_and_cipher_suite.enabled

BRBMRL ( x-amzn-tls-version # x-amzn-tls-cipher-suite ) EXEF B2 8l
EERFERMBIEFIRER , AP ITEFXRDE TLS REAMZBERHMNFER. x-amzn-tls-
version ik BEBEXEEFIKIHEN TLS IMURAMHES , x-amzn-tls-cipher-suite #5
LBEEXREEFRNENEBESHNEE. MAMRLERA OpenSSL XK. BHEMNTTEEEN
true M false, BIAN false.

routing.http.xff_client_port.enabled

}ER X-Forwarded-For ik RENREE P in A T EEATIHRNR®O. AJEENERN true
M false, BRIARF false,
routing.http.xff_header_processing.mode

X ZBA U ENARFABRSESRNBERAEE BFRZEEHR, REJBR HTTP BRPH X-
Forwarded-For ¥rk, AIBERY{EN append. preserve #l remove., ERIAA append,

ML EEEY 10



ELB AR ARSI E
- MRZENR append , WNARFABREERLSFEin IP bt ( KE—Bk ) HMNE HTTP &
SKEY X-Forwarded-For ¥5k , REBFERKIEE B,
o WMRIZENRN preserve , NINABFAHEIEIZSRE HTTP BERFPH X-Forwarded-For #r
5L, HFERKEE B R A EEAER.
« MRZENF remove , NN ARFAHEERLBER HTTP iR+ X-Forwarded-For #x
3L, REEFERKIEE B,
routing.http2.enabled

IEREFRESTUER HTTP2 EEIAREER. MREFN true , WEFHAUER HTTP/2
= HTTP/M.1 #1TiEE, MR RN false , WEFIWAMER HTTP/1.1 #H1TIEEE, BRIAMER
true,

waf.fail_open.enabled

RRWME AWS WAFB R T 1ZIse I EsS LEMiERERXZ B, WRBAFHGEREH
B AWS WAF B #5r, TIREMIE N true F false., BRIAAN false,

@ Note

5| A7 routing.http.drop_invalid_header_fields.enabled B IRH HTTP &
BR3P, B routing.http.desync_mitigation_mode BHIA N BN N AREFIRMH
FL2HNRY , FEXZ HTTP FELHWE N, BLERNFERAXANEY , JERRES
NMARFERNEM.

P bt 3R HY

BAILLUEBERE i AT AR E M Internet A ZPH AEIIESRHY IP shub 3,
NARFARIGEIRIGUT IP ik KR .

ipva

EPImABER IPv4 itk ( Hl40 192.0.2.1 ) EZSIRFHHEER.
dualstack

B iR LMERA s (FIE0 192.0.2.1 ) F IPv4 IPv6 it ( 5120 , 2001:0 db 8:85 a 3:0:0:8 a2e :
0370:7334 ) E#EZF| R GHER,

IP iyt HY 11
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dualstack-without-public-ipvé4

EPImABER IPv6 sk (140 , 2001:0 db 8:85 a 3:0:0:8 a2e: 0370:7334 ) E R AFK Y&
2o

EREM

- AEHHRREFEEREAN IP it RBEBIRHITES.

o HEBANNFHERBANKRERNR |, ELB 28 fEi9% 2524t AAAADNS id%. £/ IPv4 bt
EafisERmBENERIRaMBIT ADNS i85, £ IPv6 it SRHIEESRBENEF IR BT
AAAA DNS i &,

o PELEIEI B B M M oS A ER IR AR A S ER M IE R, BB BN RIEBRM, BR , XH e L3
IGW BEEx® 5 ( Hlin , @3N EEE, Transit Gateway 5 AWS Direct Connect ) » Site-to-Site
VPN

- Application Load Balancer &% iE{X IPv4 TEiE#EE & 1R 47 (IdP) 2 Amazon Cognito £ T5
RINXZRE., MRREAH IPv4 it , ARBERMRTETHIHRIUETE , NS B HTTP 500 £

xo

BREZER AR EFNAEFABIGERRN IP ik KA,

Application Load Balancer IP it it &I

R FARFAEIIEESEA N IPv4 kit P NEC2E 51 IPv4 #hiik, AR N CLI, APl S1E
4| AR EE El IPs astic (EIP) Z50 8 |, IX L IP it ATERE AWS KBS, AWS /15 ALB
KREXHY IP st ZBAR A IR E N “ALB” B9 service_managed & .

B IPs BEEHNKF R I |, BE41hH Application Load Balancer RE =B |, TiEEHE
K%, ABEAN , Application Load Balancer & IPs EF BRI A H IPv4 bkt

CloudTrail icFENARFAFIGEESH EIP $H<H API B , #Ia0 “AllocateAddress”, XL API
FAHRSMAE A “elasticloadbalancing.amazonaws.com” .

® Note
JEE : Application Load Balancer IPs 2 BLBY &R A it A& MK~ B EIP BRI,

Application Load Balancer IP it it & 12


https://docs.aws.amazon.com/awsec2/latest/userguide/using-instance-addresing.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/describe-addresses.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/describe-addresses.html

ELB B AR A EER

IPAM IP i3kt

IPAM P #tb 3kt 2434 A Amazon VPC IP #: 3t &I 88 (IPAM CIDRs) Bl AES: IP ik SBE (=X )

WES, § IPAM IP i3t 5 Application Load Balancer Bt &M , BRI LBEECHBENZLE
SREALR IPv4 bk, IPAM IP it sth 2 SR IR E 0 e T 3t 1Pv4 it SEEH AN AR FAES
2%  FNESNARFARSESR —RBFER, AWS B3 EC2 LAIMEIBNAREF ASHEE SR

BRALKTEZREN IPAM IP #iiitith, &K IP it FEEAR | FEVEAHBXER,

EFHBRERAILIIEE , BEEEQNE - IPAM IP #bitith, BXEZER |, HSEE IP #bitH A IPAM,

p= %=1

. 7% IPAM IPv6 Hhtit i,
- AEBAFIEIR IP IPv4 bt R AR dualstack-without-public-ipv4 IPAM it
 MBEANAEYHE YA ELESER IPAM IP bR iy Ptk |, W T E T E IR

- EYEREAM IPAM IP it iE | A EZESREARSES HTTP B/ RN RIFEZFLSAE
ik,

* IPAM IP 3B ATAESANKP 2R E, BXREZEER , 55HAN IPAM EEERIET,

« FF IPAM IP it SME BB RESEAT 2 EFNER, FTITRLFES IPAM XK
A, BABURTEEANER.

RER IPAM P ikt 8 B E T 9B IP ik , ELB ek AWS &k, IPv4 8
AWS £E IPv4 ittt EEXHENFERH, NBRXERAX | B LUF IP it SEERMEIMEH
IPAM IP #bakthdn,

BEXEZER , i3/ Amazon VPC pricing.

M EaREE

EAEBERES , AHEERSEFRNERE  — I EEPRNEEN - MSERNERZ. AB9ERS
P um 2 FIREE BN AmERE, ABREERE BB ERZBTN ERERE,

5 ] X g9

NTFNARFASEESE  RAMBERTERABATARAESE  TEEARSEHERRIHITER. FX
E2EE , B2 (Elastic Load Balancing FAF#8R) FHE T AKX AE9HE,

IPAM IP ithiik 3t 13


https://docs.aws.amazon.com/vpc/latest/ipam/tutorials-byoip-ipam.html
https://docs.aws.amazon.com/vpc/latest/ipam/choose-single-user-or-orgs-ipam.html
https://aws.amazon.com/vpc/pricing/
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/how-elastic-load-balancing-works.html#cross-zone-load-balancing

ELB B AR A EER

A LA B4R B RAB A RAXAHIGE, BXEZEER |, BESH the section called “J< ¥ 7] A X 1
98",

DNS & #r

B/ Application Load Balancer #< WK B —MNERIARY B R4 (DNS) A5, HiBEZWT @ name-id
.elb, region.amazonaws.com. fl#l , my-load-balancer-1234567890abcdef, elb.us-
east-2.amazonaws.com,

MREEREAERZICEN DNS B, WA SGIZEENEHE A HESNARF ARSI E RN
DNS &#M#XER. EEFRERA L BEEHA#ITIERE , DNS RFB[HECHENT N NARFARHEE
22H DNS &R,

B, QLA EZEMEEMEE. BETX , £AEK DNS RS ( WEEEMRS ) tlEZ—%
DNS iR BEREHIEHNNARFATEESR. BXEZEER , HZHEHN DNS REH X, 4
m , WMREF Amazon Route 53 Ai{E DNS fRS , BOIE—FKEMNARFASSESRNBIEF,
BXEZEER , 55H Amazon Route 53 FF X A RIEEMHP N RERHE ELB fAH9#Es.

MARFARYERENESNEANTARESE - IP thit, XEENARFATEERTIHN IP i
. MARFATSERSN DNS AFMET X Eitut, i, RiGEHNARFASHIERNBEEN
& & example.applicationloadbalancer.com, AL dig = nslookup S ER FAREF
MEIERT RW 1P bk,

Linux 2 Mac
$ dig +short example.applicationloadbalancer.com
Windows

C:\> nslookup example.applicationloadbalancer.com

RRARFAEGEREFET KK DNS i8F, BAUERAERUTIEERN DNS EMKRAE

Application Load Balancer 7 =89 IP #udit : azo name-id .elb, region.amazonaws.com.

Linux =% Mac

$ dig +short us-east-2b.my-load-balancer-1234567890abcdef.elb.us-east-2.amazonaws.com

Windows

DNS &R 14


https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/routing-to-elb-load-balancer.html
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C:\> nslookup us-east-2b.my-load-balancer-1234567890abcdef.elb.us-east-2.amazonaws.com

#12 Application Load Balancer

Application Load Balancer #ZKBEFmMWER , AFH B BFHRAPHELR (0 EC2 3£
fl), BXEZEL , BESR ELB W IEFE, £ Elastic Load Balancing A8,

5

- EREH

- BIEREGER
« Wit AEGER
- BRESR

FRZM

- BENAREFNZEFNTAXHM IP iR, 55 VPC URESNITARNFM, MR
NARRFER X% IPv4 Ml IPv6 RE , BHRRFMER X IPv4 fl, IPv6 CIDRsEENATAKXAH
EOTWE—/1NBIr. BXEZELR , BS M the section called “IEH AT EEZH M,

- BREFZFNZEEAARFREFFiE IP it ( MR BAREIES ID I8E ) IAHEYEHRTR

(MREWREY IP #iHEE ) WREESMITESSKO, BXEZEE |, BESH #HENHN,
- BREVEHINZSEHAFRBEATHESINFEFAZTRARENIEN ZTRRREIRA,

SIE RS

HOZNARFARSERNEES  SFRAREESR. EL-—MITRNED—NBERE. A
HEREENERANTARAELAE-NMNETEENSEMBIRE , IRREMET TAEREFKER
RV

Console
E 6|2 Application Load Balancer

1. $TF Amazon EC2 ###4l#& , Bt Fhttps://console.aws.amazon.com/ec?/,
2. ESmERF  ERARHESE.
3. ERBIEATIESR.

elfednt=4kt 15


https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/how-elastic-load-balancing-works.html
https://console.aws.amazon.com/ec2/
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£ Application Load Balancer T , i£$% Create ( 812 )
EXfE

a.

¥t FLoad balancer name ( MEPFER[EW ) , WMARBEERINENR. BMEZXER
NBEEREST LI —, EMBEZAETE N2IMEH , ABRGEOFERFTFZHN
EFRF, SNTEELUEFAH internal- FLRERE. MABRFAFHEESRVNESET
REENHE M,

3tF Scheme (5 XR) , %&F BBk M-facing (E @ BBk M) =% Internal (FEB). @ EBMHY
MR REEFF RN ERBEIERMNEBE BIR,. AR ERERTLE IP it
TS R B H 2 B #7o

ST AEIGEDS IP a2k E | FERIPVUEHEFBEER IPv4 it SR8 SsE
£, MRENEFIKEMER IPv4 H IPVv6 it SAFHHE[ES | NEFXL Mt
IPVATI RGN Z P imiX A IPve bt SRS ERIBE , BEFEF IR Dualstacks

P 4% AR 5

a.

XF VPC , BERENATTERERZN VPC, N THOERMNAEIGER , Rk
£ VPCsTh B BBk M W X By A B9 7 28

( ATk ) XF IP st |, A LU o IPAM St T2 IPv4 Bttt BXEZER | ES
%] the section called “IPAM IP #th3it5th”,

NTATARMFN , BATAXNABEERERATAHK :

- BEELKREBNTAXHFH
o EREED - XE T H
o %E#E— Outpost M

EXEZEE |, 557 the section called “IEr 1 £ 92/ F M7,

5 Dualstack i 19# 838t , ATUERERN I EHE IPv4 F IPve CIDR RV M,

gogcat’c|

RIN&Tk A IDE S VPC HBRINZ LA, BUUEFEEELRREMR LA, MRLXETH
BRERNELLE , BERUE—INFTNESE , U8R —NL2H, BXESZER , B
2 {(Amazon VPC AF M) RHEIEZ 4,

1597 25 M B%

elfednt=4kt


https://docs.aws.amazon.com/vpc/latest/userguide/creating-security-groups.html

ELB

B AR A EER

10.

11.

12.

a. BMIAMER—NEIWA 80 #X HTTP REMNMITIR. BAIRERINNITRIRE , ER
BREEEEMUIRD,

b. XNTRINRME , EEBRIMAUERRE. ﬂﬂ%&ﬁﬁ'é/ﬁ BERNWEBRE , FEFCER
A, L EBIE—NErE. BXREZER , B5H 2B R4E,

(AL ) EERMMITERAAE | RERARZRNIREE,
d. (A& ) EFBHMTUTRR RN E AR YTER ( BlE0 , HTTPS ft¥rsg ) -
REMITRRE

o

NHERI HTTPS e F 2 & Rt E 2,

a. NTZ2EH , FERFEEERNZERK. BXESZEE , B2H 225K,
b. XFERIASSUTLSEH , BUATRINAA :
- MREFEACESS A TIEFH AWS Certificate Manager , #Ei£# From ACM , AR5k
BiEP.
- WMREFERIAM ST —MEFH | MEEM IAM |, REEEENIES,

- MREE ACM FEETRANIES , EETATRAEGESENIED , BERS LS,
HEHRFAENER., BN , HEFERFTN ACMIEH, BXEZER , B (AWS
Certificate Manager FAFF$§F) H# AWS Certificate Manager iE$ certificates.

c. ( Ak )EENEIALE (mTLS) , REEE—NEELUUS A ALPN,

BXEZER  H5H W@ TLS SHKIE.
B RS ERHEITIRAL

—Iﬁ ) BT LR other AWS BRI ABIIERER. BXRESZER , FSH ABGESREE

‘IPIS%A

AEI RIS

(Wit ) BARROHEFE, HEFNFOFES  AEHARSRAGEE, GXESE
8, BEAKL,

BE
ERERE , ARERCIBARSER. FeBIEYD , —ERABKSNATREREEE

=, URMEANROERS  CTUBENRETI. SXELEL , H2H NAESE
1,

elfednt=4kt 17


https://docs.aws.amazon.com/acm/latest/userguide/gs.html
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AWS CLI

E 6|2 Application Load Balancer

£ create-load-balancer i85

UTFROIBIET —MEOERMNASESESR , SfFRIEEANTARIN -1 224,

aws elbv2 create-load-balancer \
--name my-load-balancer \
--type application \
--subnets subnet-1234567890abcdef® subnet-0abcdef1234567890 \
--security-groups sg-1111222233334444

SR AER N AR AR s

SEWMT RBIFTRI - -scheme %I,

aws elbv2 create-load-balancer \
--name my-load-balancer \
--type application \
--scheme internal \
--subnets subnet-1234567890abcdefd subnet-@abcdefl1234567890 \
--security-groups sg-1111222233334444

BRI B AR F B9 88
BEWMT ROIFTRE --ip-address-type &M,

aws elbv2 create-load-balancer \
--name my-load-balancer \
--type application \
--ip-address-type dualstack \
--subnets subnet-1234567890abcdef® subnet-0abcdef1234567890 \
--security-groups sg-1111222233334444

AN DS YT 2%

A create-listener &85, BXRH , HSHE 02 HTTP s M 02 HTTPS M7 Es,
CloudFormation

E 4% Application Load Balancer

elfednt=4kt


https://docs.aws.amazon.com/cli/latest/reference/elbv2/create-load-balancer.html
https://docs.aws.amazon.com/cli/latest/reference/elbv2/create-listener.html

ELB B AR A EER

TE KB R K RIFEAWS::ElasticLoadBalancingV2::LoadBalancer,

Resources:
myLoadBalancer:
Type: 'AWS::ElasticlLoadBalancingV2::LoadBalancer'
Properties:
Name: my-alb
Type: application
Scheme: internal
IpAddressType: dualstack
Subnets:
- IRef subnet-AzZ1
- IRef subnet-AZ2

SecurityGroups:
- IRef mySecurityGroup
Tags:
- Key: "department"
Value: "123"
AN hn{st U 2%

TE SRR B RIRAWS: ElasticLoadBalancingV2::Listener, BXRHI , i5SF €12 HTTP {¥Tss
M B HTTPS {ATEs.

A T 2R

BIBAEIOERE , BUURIEEY EC2 RFIRBTBE THIHBETRARE., RE , BUURE
MBI ER R A EEMEN EC2 RHIRERE. EMBRATIESS , SR MIER Application Load

Balancer,

EN AR 9 =R

1. fIEARBESEZE , EFEXA,
2. ESMERF  EEBRE,

3. EFEHUENBERA,
4

%% Targets (B#5) ARIELHKPIREERHE . WREHHKRAER initial , BERRERNIZSE
BIMHEIMIREF. WRBEAURTEFARBEIEAN EESTAENRDABZITRRE
B, BEL—IRFIRSHERR , BN AE9ESE, EXEZER , H5H BTk
R

Wit RS 19


https://docs.aws.amazon.com/AWSCloudFormation/latest/TemplateReference/aws-resource-elasticloadbalancingv2-loadbalancer.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/TemplateReference/aws-resource-elasticloadbalancingv2-listener.html

ELB MARF AR R
5. HESMERT , EENFGER,

6. EEMEIRNARBER.

7. IEFEHR S S 0 BN 8y RIS B R s AR L9 # 2R A9 DNS & 45 ( Bl , my-load-

balancer-1234567890abcdef. elb.us-east-2.amazonaws.com ) .

- WTEBERMEOUEISER , B DNS A EEEEERMAY Web 3 53 35 89 it it 7 BY

o
« W TAEREIGERR , FHRK DNS BFHUEE VPC ERRBEEMN Web T 2RH b1t F B
Sl

MEFMENETNRERER , NHAFLERERS[HVRIATE,
8. MEMAAER , FSELLTXRLAIRENE th il B &S B M EHEBR S IR
« XF 5 DNS HXHEE , HS 5 (Amazon Route 53 FF A A RIERE) PR RERKHE ELB
9.
« NTFERBHESRHEXWAEBT |, HS X Application Load Balancer 31T EHER

Nil

oS R
PIBRARIGERRE , BURFERITUTERE

o« RO ERALN,

- BEERBEERE .

- EEERAREM.

 [HTTPS {01 38] SRR MBI ALEUE F 5K,

- BEKIZIEE,

EHNARFASRSSE RN TAKX

ETRNEAREARBIEBROTAR. ERA—NTAKE  ARSEBLTHHEREADZT
ARFWEERAF. LARFARSERLRUTRBETAKARSE  NHRERERIFETA
KR B B AR XMBTARKARSEN , ARSERRAFEREENE—TAXFHE

iw. BXESES  WSH BTAKARSE. NRCHREMEANTAKYAEES— M E

i AR A E RS,

ICEE2 S 20


https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/routing-to-elb-load-balancer.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/routing-to-elb-load-balancer.html

ELB B AR A EER

EZERA—NMTRAKE , ZARAXSH B DEMEIASSERS  EAREERTaRXEEREHE
Ko

BEXEZEELR |, {524 the section called “EH MEIIEHEN FM,

Console
EHTAKX

1. 3#TFF Amazon EC2 ##l#& , it Fhttps://console.aws.amazon.com/ec2/o

2. ESMERT , AFEABGESR.
3. EEREGER,
4. HEMBZRFHETF L, EREE TN,
5. ERATHK , BEPEHEREHERE-IFN. IRAF-NATRAX , NSEFEL TN,
6. EFERCEANTARHNTM , BMNIIRPEREML TNz —,
7. BERTAK , BRKREERE.
8. BEERFRFER.
AWS CLI
EHMAUAKX

£ /A set-subnets 55

aws elbv2 set-subnets \
--load-balancer-arn load-balancer-arn \
--subnets subnet-8360a9e7EXAMPLE subnet-b7d581cOEXAMPLE

CloudFormation
EHTAKX

E#AWS::ElasticLoadBalancingV2::LoadBalancer® &

Resources:
myLoadBalancer:
Type: 'AWS::ElasticlLoadBalancingV2::LoadBalancer'
Properties:

EHAAX 21


https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/cli/latest/reference/elbv2/set-subnets.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/TemplateReference/aws-resource-elasticloadbalancingv2-loadbalancer.html

ELB B AR A EER

Name: my-alb
Type: application
Scheme: internal
IpAddressType: dualstack
Subnets:

- IRef subnet-AzZ1

- IRef new-subnet-AZ2
SecurityGroups:

- IRef mySecurityGroup

Application Load Balancer W& 24

BARFARIESENRLARHATRRNEF ASIERNRE. ELTNBRATIERTRNE
Mresfim OMETRAREROD L EEEMERHTERS. HEFOTERRMEASIERIEHR R
HEEREAN B RANETRAKRER ORBHBERN , B4R IMESHBTEHRENETLERER
ARTFHBEO LHONEFE, WRENFTAY , BUUREYNIXBENZSANAN I HEMRLEER
HEEER R, EALUERATNGE ORI, Gl , B ST F AITEEH Internet 12 HI5H 2L
(ICMP) ## , AR Ping iR (1R , Ping B R T2 X EFEATH4).

EREW

- NEHREW B UZVCRBAEBEESRNRE , ERISERFRXRKNZLAEZREASOEHSN
HE. XAUBISEENRZTLEANAOANPFAREERNLLHIRERNRREI],

- MREHMABRFAEEEREEINNEABHIERNER , WZNABRFARBEERNZSHSFE
REERERBEAERRKRBZNEAETIIERNRENE R, FTiLl Application Load Balancer 1%
ENZEEAMNMME , BIWITHRER EXEZER , HSH Amazon EC2 AFEMHPNRZLHE
EiRER.

o BMNBWEAGTFAL ICMP REUZEFEE MTU £, EXEZER , BS5H (3% EC2 AR
EE) M MTU ZIER#E,

HERH

X3 FRFSRBIVES B AREVE [ BB B 89 es | BIER LTI,

Inbound

Source Port Range Comment

EHzed 22


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/security-group-connection-tracking.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/security-group-connection-tracking.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/network_mtu.html#path_mtu_discovery
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X T RSEHIER B AR RS ARDERR , BUWERSLTAN,
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VPC CIDR
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Port Range
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client IP addresses/
CIDR

VPC CIDR

VPC CIDR

Outbound
Destination

instance security
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instance security
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RPN Ve

alb listener
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alb listener

Port Range
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BT AR EH S A BIIE R RN T2 4,

Console

EXMre4d

EHRESESEMmTrstwO LR
'LtFAMEgF' jﬁuﬁului
AFALEFIHREBRYT AWS
PrivateLink 12 & 5% 880107 28
U O

f i3k B Network Load
Balancer W AKREITIRAAE

Comment

EXRFMRITEEE A L RFRE
S Y RE
EETRRRERO L ATFR
[E) S5 B9 S uh SR 2

1. $TF Amazon EC2 ##l& , Wit Jhttps://console.aws.amazon.com/ec2/o
ESMERT , EEARHEESE.

RN EER.

2

3

4. HEREMETIFLE , BREE,

5. BEN—I1ZR&AENFITERREK ,

BFRo
6. EERRFER.

FhEFELEZ2A, ERRZEHXRE  BEREZE2AN X

EMRBNREA
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https://console.aws.amazon.com/ec2/

ELB

B AR A EER

AWS CLI
EMze4d

f# F set-security-groups

aws elbv2 set-security-groups \
--load-balancer-arn load-balancer-arn \
--security-groups sg-01dd3383691d02f42 sg-00f4e409629f1a42d

CloudFormation
EHZEd

E#HAWS::ElasticLoadBalancingV2::LoadBalancer® &

Resources:
myLoadBalancer:
Type: 'AWS::ElasticlLoadBalancingV2::LoadBalancer'
Properties:
Name: my-alb
Type: application
Scheme: internal
Subnets:
- !Ref subnet-AZ1
- IRef subnet-AZ2
SecurityGroups:
- !Ref mySecurityGroup
- IRef myNewSecurityGroup

BN ARFAEEEER IP itk H

& 0] LARL B 2 HY Application Load Balancer , AE& Fis Al LMXEA IPv4 it s[RI £/ IPv6 tbk
IPv4 Rthat ( Xtk ) SRR ERERF, AROERBEEFAN IP wuRXBERRETER. B

REZER ,BESH IP #hurEH,
dualstack E3R

« BAILEBATITERNIRE P R AN ERE.

« BANBEEREENELRLE R (VPC) MFMLMEFKER IPv6 CIDR R, BXEZER | F

2% Amazon EC2 B F 8RB MIIPv6i il

F P thub SR
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https://docs.aws.amazon.com/cli/latest/reference/elbv2/set-security-groups.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/TemplateReference/aws-resource-elasticloadbalancingv2-loadbalancer.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-instance-addressing.html#ipv6-addressing

ELB NARFARSEE
- MESESRTFMHNBEEBERLAEH IPV6 RE.

- MBHERNRSHMTRF IPv6 RE

- MEIHERFMEIMSE ACLs KA IPV6 RE,

Console
FE P thur 3 H

1. $TF Amazon EC2 ##l#& , Wit Fhttps://console.aws.amazon.com/ec2/,
2. HESMERP , EEAFIGER

3. ERAFIIER.

4, TEMFZBENETF L |, ERRE IP HhukKH,

5

T IP sy E | ERIPvAR X3 IPv4 b3t | %% Dualstack BRI X3 IPv4 1 IPv6 b
i, REBEFAR LA LAY Dualstack IPv4 AR R isibik, IPv6

6. ERFRFER.

AWS CLI
Ei P kR

{# A set-ip-address-type &5

aws elbv2 set-ip-address-type \
--load-balancer-arn load-balancer-arn \
--ip-address-type dualstack

CloudFormation
Ei P k3R

E#AWS::ElasticLoadBalancingV2::LoadBalancer® &,

Resources:
myLoadBalancer:
Type: 'AWS::ElasticlLoadBalancingV2::LoadBalancer'
Properties:
Name: my-alb
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https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/cli/latest/reference/elbv2/set-ip-address-type.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/TemplateReference/aws-resource-elasticloadbalancingv2-loadbalancer.html

ELB B AR A EER

Type: application
Scheme: internal
IpAddressType: dualstack
Subnets:

- !Ref subnet-AZ1

- IRef subnet-Az2
SecurityGroups:

- Ref mySecurityGroup

BN AREFAEEEEM IPAM IP ittt

IPAM IP #b3ib 470 E B 7 IPAM a2 | RigF et ARFABERER. AXESER |
BSEE P #h3kH A IPAM,

Console
B IPAM IP #hiitith

1. $TF Amazon EC2 ##I& , Ptk Fhttps://console.aws.amazon.com/ec2/,

2. HESMERT , EENEGER,
3. EERENBITER.
4. EMBZREFHETF L |, ERRE P
5. TP T, &F “F IPAM AT A IPv4 Hhst” | RIGiERE IPAM 3,
6. EERERFER.
AWS CLI

E# IPAM IP it ith

A modify-ip-pools &%

aws elbv2 modify-ip-pools \
--load-balancer-arn load-balancer-arn \
--ipam-pools Ipvé4IpamPoolId=ipam-pool-1234567890abcdef@d

CloudFormation

E# IPAM IP it 5th

FE# IPAM IP kst 27


https://docs.aws.amazon.com/vpc/latest/ipam/tutorials-byoip-ipam.html
https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/cli/latest/reference/elbv2/modify-ip-pools.html
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E#AWS::ElasticLoadBalancingV2::LoadBalancer® &

Resources:
myLoadBalancer:
Type: 'AWS::ElasticlLoadBalancingV2::LoadBalancer'
Properties:
Name: my-alb
Type: application
Scheme: internet-facing
IpAddressType: ipvé
Subnets:
- !Ref subnet-AZ1
- IRef subnet-Az2
SecurityGroups:
- IRef mySecurityGroup
Ipv4IpamPoolId: !Ref myIPAMPool

RENAREFARGERNEN
HRNARFARUERE  CTURBEEML,

NEHERE N

o EFZERER

« HTTP &/ infREE I LAY A
. MERRH

- REEMEX

- EWRLRE

T 132 25 (R R RS

EEZEFENRIBEEABOESRRAERZH , AEFFRREREETURETEIRES ( FREH
BEWEMHEE ) AVRTREER.

NERXG EEZSFENBRKNREENEZR , BEBINZABENEREEZAREED 1 FTHE
B, HRBEESEENZAENSARAKE. A, RMNEBEVUEFENAEFNZRAENEEN X THEE
ERNERABRNE, BN, MRNARFAEE XA T SAHYERN TCP E#E | NAFHYES
ARSFEWIBFESZIRNARFRIZAER , KRAEESXA. IREXMER , WA ESR NG
EPiwAE HTTP 502 Bad Gateway ( HTTP 502 T M % ) &iR.
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https://docs.aws.amazon.com/AWSCloudFormation/latest/TemplateReference/aws-resource-elasticloadbalancingv2-loadbalancer.html

ELB NARFARSEE
RARFASIIERTZIF HTTP/2 PING R, WEERFLEBEZETZRNEN,

SIABERT , ELB HEMN AT ESRNZRAEREIREN 60 ¥,
Console
Bz RERE

1. 3TFF Amazon EC2 ##l#& , Wit Fhttps://console.aws.amazon.com/ec?/,
2. ESMERP , EFAEGERE.
3. EEAFIIER.

4, HERMETIFL | EERE.

5

6

EREEET , MAEERZRENNE. BRCEER 1 £ 4000 ¥,
ERREFER.

AWS CLI

ERTEREAE

A idle_timeout.timeout_seconds & %A modify-load-balancer-attributes a5 5. B3
SEEN 1 & 4000 #,

aws elbv2 modify-load-balancer-attributes \
--load-balancer-arn load-balancer-arn \
--attributes "Key=idle_timeout.timeout_seconds,Value=120"

CloudFormation
AR E

E#HAWS::ElasticLoadBalancingV2::LoadBalancer&RA &
Zidle_timeout.timeout_seconds@. ERCEE R 1 & 4000 ¥,

Resources:
myLoadBalancer:
Type: 'AWS::ElasticlLoadBalancingV2::LoadBalancer'
Properties:
Name: my-alb
Type: application
Scheme: internal
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https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/cli/latest/reference/elbv2/modify-load-balancer-attributes.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/TemplateReference/aws-resource-elasticloadbalancingv2-loadbalancer.html

ELB B AR A EER

Subnets:

- IRef subnet-AZ1

- IRef subnet-AZ2
SecurityGroups:

- IRef mySecurityGroup
LoadBalancerAttributes:

- Key: "idle_timeout.timeout_seconds"

Value: "120"

HTTP & im R 35 B 5 2R B 1]

HTTP HFinRIFEEZEFENARNARFABREEREEFE N RREFFA HTTP EEHN KA H K
E., EEEN HTTP B mAFEEFENEIEE  NARFAROERFEXZ—MEX , K5
IR B —ANE & 5% ) E Y R R

MEIERRIEN BB EURT T imERERN HTTP iR,

e WFHEAHTTP 1 X EENEFF K , AFEHERSXEEEFK Connection: close B HTTP #5
sk,
« WFEAHTTP/2 EENEF iR , AEHEE RS KIE GOAWAY M,

BRINMBERT , NARFASREEHRTATEESRN HTTP B IRARFEESEMEEIRE N 3600 B
(BN 1 /pEE) o HTTP BFRRFEZFENEREXARZEEN KT H/IME 60 ¥ , BETLLE N

HTTP &/ iR iGiE S EEatiE , KA 604800 % (AN 7 X ) . HRVWBYSEFMKN HTTP iE
Zr , NARFASHYESRR HTTP ERRARSEESEMNE. BENBEELERENSSE ,
BEBIMEECITSEE.,

HEATAXEBRTAXBIHRBRARSERRENZTHRNTRAXKER LN , EEUETK
EENEFRARSAZNZIRUERHER , ERRFFRENERE. N TXHEROVIRE , &
BIRERENREEEFENREE , URAIFFRREERIABIEHFNNE. BXESEER
BEZH (Amazon BARFIREEHIZR (ARC ) FAARIER) B Limit the time that clients stay
connected to your endpoints.

@ Note
OB ARF AN IP KB YA dualstack-without-public-
ipva B, AEIHRSEMEENEETH. EREVRNAREFARIGEIRM IP tbik2E
HArERETE |, HZERRE HTTP FF iRRISE RSN A,
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https://docs.aws.amazon.com/r53recovery/latest/dg/route53-arc-best-practices.zonal-shifts.html#arc-zonal-shift.existing-connections
https://docs.aws.amazon.com/r53recovery/latest/dg/route53-arc-best-practices.zonal-shifts.html#arc-zonal-shift.existing-connections

ELB B AR A EER

J"%ﬁr EBEERENREEPRSE HTTP FP inRIFEESENEE. SEEH HTTP HF

InRIFEZSENAEN  XARSKSBENELERTE HTTP F /- inRiGEZEFEA R ERNESE,
MAEEFREENBEZEBENAN HTTP F P infRiSFEEGENAE, MEEFEREREN
HTTP & P infR SR R{E.

Console

ERTE IR RIS IEERS S

1. §TF Amazon EC2 ##l#& , it Fhttps://console.aws.amazon.com/ec2/s

ESMERP | EEAFIGER

R ABITE R,

ERMETF L | EERREE,

ERERET , WA HTTP BEFinREFERGENANE. B¥EEN 60 E 604800 #,
EEREFER,

o ok~ w D

AWS CLI
ERTE IR RIS IEER S

EAW® client_keep_alive.seconds BMHH modify-load-balancer-attributes tr . BCEE
7 60 E 604800 #,

aws elbv2 modify-load-balancer-attributes \
--load-balancer-arn load-balancer-arn \
--attributes "Key=client_keep_alive.seconds,Value=7200"

CloudFormation

ERTE IR R IEE S

EH#HAWS::ElasticLoadBalancingV2::LoadBalancer®@RA 2 E
Zclient_keep_alive.secondsE. BXEE N 60 £ 604800 ¥,

Resources:
myLoadBalancer:
Type: 'AWS::ElasticlLoadBalancingV2::LoadBalancer'
Properties:
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https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/cli/latest/reference/elbv2/modify-load-balancer-attributes.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/TemplateReference/aws-resource-elasticloadbalancingv2-loadbalancer.html

ELB B AR A EER

Name: my-alb
Type: application
Scheme: internal
Subnets:

- !Ref subnet-AZ1

- IRef subnet-AZ2
SecurityGroups:

- Ref mySecurityGroup
LoadBalancerAttributes:

- Key: "client_keep_alive.seconds"

Value: "7200"

) BR AR 3

AT ISR A BEERBEEIMER , RSB RARRERYT. BRABRT , EARBSERERARERR
o

MRER A IGEESE AMBRERY |, WA A ZARBRRE , AR eelBRAEISE S,
Console

B AR EE R ERR P

1. $TF Amazon EC2 ##l#& , Bt Fhttps://console.aws.amazon.com/ec?/,
ESMERP , ERAFITER.

R RBITE R,

EEMETF L |, ERERE,

ERPT |, BRASZEARBRRT

ERREFER.

o g B~ w DN

AWS CLI
J2 R A A BR AR 3

fEAT deletion_protection.enabled J& ## modify-load-balancer-attributes 8%

aws elbv2 modify-load-balancer-attributes \
--load-balancer-arn load-balancer-arn \
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https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/cli/latest/reference/elbv2/modify-load-balancer-attributes.html

ELB B AR A EER

--attributes "Key=deletion_protection.enabled,Value=true

CloudFormation
3 P s 2 R BRAR 4

E#HAWS::ElasticLoadBalancingV2::LoadBalancer®&RA &
iZdeletion_protection.enabledE .,

Resources:
myLoadBalancer:
Type: 'AWS::ElasticlLoadBalancingV2::LoadBalancer'
Properties:
Name: my-alb
Type: application
Scheme: internal
Subnets:
- IRef subnet-AZ1
- IRef subnet-AZ2
SecurityGroups:
- !Ref mySecurityGroup
LoadBalancerAttributes:
- Key: "deletion_protection.enabled"
Value: "true"

FRIEEEN

RLEBEXNAURFENNARFTIZHT HTTP REERWEBHFIE, ABHERBES NS
ROBMRAEREITOER , AFZREER , ARREEEENEZBREARBENKE. RIEHREN
SR, PR R, RMABERTRAGEER , ZEX T ERIENRAEF THENE
HX HTTP REREFANEHEER, SRR HERX , BREAERFRBERFSE RFC 7230
PRERIE R,

http_desync_guardian EE& 2 #f HTTP &K , BhlL X% HTTP RE Wi, BXEZEE , HSR LY
HTTP Desync Guardian, GitHub

VAN S
3=

FRLEBERX 33


https://docs.aws.amazon.com/AWSCloudFormation/latest/TemplateReference/aws-resource-elasticloadbalancingv2-loadbalancer.html
https://tools.ietf.org/html/rfc7230
https://github.com/aws/http-desync-guardian

ELB BIfREF AR

. TEFE - WRTFE RFC 7230 i | BFMREANE S B,

. FE® - WRFHE RFC 7230 5 , RFRRAE , EHE Web RS BARETLUTENS
RAL R,

c PE-BRATRBENZEXR, HEHHEERSHEILEER , OFFHIEM 400 W , HXEAFF
UmiE I,

MBERTAE RFC 7230 ¥ , AFIIEEHI%E
DesyncMitigationMode_NonCompliant_Request_Count ¥, BXEZER , HSH
Application Load Balancer E#x.

BMERN D XBIEEAREERHR BEP, NMRBERAFE , WiFEAEFIETXERRB,
ﬁ*;%ﬂ:uzu -lﬁ/lﬂ'—.l /\*F.o

BEX
T &IER Application Load Balancer f11aJiR #E4& = 1 25 3ERK AL EBE R

23K BEEN PR = RICEELN
&M B Bif B
AER B Bttt PR LE
TEAH B B PR LE

=8 Bl BELLE PR LE

REFRAEER , BEXATFIRMNBREE. IRENATOEREHHEX TRIIXRETRHEIE
R, MARERFEFNEA. XRANSVENMNITEEZERLAZ IS IR EANARSEHRETE LW
(LCU), &AILAEA NewConnectionCount MR AR S EREMBEEX M EER TEILIE
te3: Up W

Console
BN RS EHEN

1. $TF Amazon EC2 ###lA , Wit Hhttps://console.aws.amazon.com/ec2/o
2. ESMERTP , ERAEGER.
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https://console.aws.amazon.com/ec2/

ELB

B AR A EER

RN ERS.

ERMED L | EERE,

EREEEFINRESLET , N TRIEHEENX | EEHH, KEEIEER,
EERREFER.

o ok~ w

AWS CLI

C

ER L EBEEN

R routing.http.desync_mitigation_mode BM#H modify-load-balancer-attributes &

o AEEMIME N monitor., defensive B strictest. BRIAEN defensive,

aws elbv2 modify-load-balancer-attributes \
--load-balancer-arn load-balancer-arn \
--attributes "Key=routing.http.desync_mitigation_mode,Value=monitor"

loudFormation
ENMRTERER

EH#AWS::ElasticLoadBalancingV2::LoadBalancer®@RA 2 E
#Zrouting.http.desync_mitigation_modeE%., WEEM{EN monitor, defensive =
strictest, BIAEN defensive,

Resources:
myLoadBalancer:
Type: 'AWS::ElasticlLoadBalancingV2::LoadBalancer'
Properties:
Name: my-alb
Type: application
Scheme: internal
Subnets:
- IRef subnet-AZ1
- IRef subnet-AZ2
SecurityGroups:
- IRef mySecurityGroup
LoadBalancerAttributes:
- Key: "routing.http.desync_mitigation_mode"
Value: "monitor"

Ul
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https://docs.aws.amazon.com/cli/latest/reference/elbv2/modify-load-balancer-attributes.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/TemplateReference/aws-resource-elasticloadbalancingv2-loadbalancer.html

ELB

B AR A EER

EIRKARE

J& A Preserve host header ( fRE IRk ) B , NARFAFOEHSRARE HTTP #RPH
Host ¥r3k , HHEREZZEE B M AMEAIER. MRMARFATSERSRBEIZ N Host #53k , B
LREAAEIXERRL, TSERNNSRATWEIRSE— Host #5k,

IANBERT , KB Preserve host header ( REEVIRL ) BN , NABRFAROESRLBIUT

FRAEH Host Rk

KEAENRKRE , BMITSSRORERIAFOR - AMEMRERIARO (40 80 5 443 ) &F , MR
ERimEARMMEAS , BIONXFiROSHMBIENFREF. Fl0, RIgHITER O LERIARD
(f5l20 8080 ) , HTTP i&R*EH Host: www.example.com #J Host ¥Rk #1520 N Host:
www.example.com: 8080,

KAERAENRLAERE  HEAMWTSEHARNBRIAGO (KO 80 = 443 ) B : X FERIAMUTESIH A ( KO
80 = 443 ) , RINFA&TEHOSHMEME B ENARL P, EAEHIRL T ELFEENEMiFEDSER

HHEBIR.

B P72 Fr S B 0 1 25 1 (T AR AR A U 2R 0k O SRAL R HTTP BRI EHARA N E S RHIN T &,

097 25 i 0

HRERMIA

HTTP/HTTPS %

WT B8R £ &%,

ERIAW HTTP
oI 88 £ &%
BXR, HEE
PFrk BEBwmO
( 50 |, 80 =
443 ),

BEREBFLRN K

4
%,

RIE R

GET /
index.ht

ml HTTP/1.1
Host:
example.com

GET /
index.ht

ml HTTP/1.1
Host:
example.c
om: 80

GET https://
dns_name/1i

HRPHENR
X

example.com

example.com:80

example.com

B AR
RE (BRINT
)

example.com

example.com

dns_name

2R A ENRX
RE

example.com

example.com:80

example.com

EHARKRE
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{0 AT 25 3% O TIER B3RP ENAF B2 ENFRL 28 A EMFRk
sk RE ( BRIATT RE
A)
ndex.html
HTTP/1.1
Host:
example.com
1EIEBRIATNT GET / example.com example.c example.com
g2 0 ( 5il4n index.ht om:8080
8080 ) L&xiXi#E ml HTTP/1.1
K Host:
example.com
EIEBRINUTES  GET / example.c example.c example.c
FRIEER , index.ht om:8080 om:8080 om:8080
HEENIRLE  ml HTTP/1.1
HiwO (Hlan Host:
8080 ) » example.c
om: 8080
Console
BRAENRLRE

1. $TF Amazon EC2 #£#|& , Mt R https://console.aws.amazon.com/ec2/,
ESMERS  ERNBISESR.

RN ERR.

EEMET~ L | ERRE.

EHFEGLET , FTFREENRKL

ERREFER.

I T

AWS CL

B R ENIRARE
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https://console.aws.amazon.com/ec2/

ELB B AR A EER

ffMArouting.http.preserve_host_header.enabled& 1% & 7 B modify-load-balancer-

attributes@ S trues

aws elbv2 modify-load-balancer-attributes \
--load-balancer-arn load-balancer-arn \
--attributes "Key=routing.http.preserve_host_header.enabled,Value=true"

CloudFormation
B R EVIRLRE

E#HAWS::ElasticLoadBalancingV2::LoadBalancer® R 2 &
Zrouting.http.preserve_host_header.enabledE.,

Resources:
myLoadBalancer:
Type: 'AWS::ElasticlLoadBalancingV2::LoadBalancer'
Properties:
Name: my-alb
Type: application
Scheme: internal
Subnets:
- IRef subnet-AZ1
- IRef subnet-AZ2
SecurityGroups:
- IRef mySecurityGroup
LoadBalancerAttributes:
- Key: "routing.http.preserve_host_header.enabled"
Value: "true"

AN R O i BR A IIAR
ERRETRYCHREMTAN ARIEBRETH L | PIUEME. FEERFE,

BERZALUNBIMNBIERFIME ML, MREFMAFEFNRELENTTERKEK , EFE

MR ENE
HIERATARERS | ATBAM S8 85 R ELBR.
PR &1

- BONRIFAVIREE LR - 50

N REID G BRI INFRE
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https://docs.aws.amazon.com/cli/latest/reference/elbv2/modify-load-balancer-attributes.html
https://docs.aws.amazon.com/cli/latest/reference/elbv2/modify-load-balancer-attributes.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/TemplateReference/aws-resource-elasticloadbalancingv2-loadbalancer.html

ELB RARFARLHE

- RRBRAKE - 127 4 Unicode £

s ZEAREEKE - 2554 Unicode &

- RERNER D KNE, AFFERANERFEZETA UTF-8 BXRTHNER., EEAKE , URUT
BH®RER: +-=, _ 1/ @. BAEFEHISERLEZMERE,

s BOENREEMREFEHRaws  BIE , ERNTCESREM AWS FH, ETo L5 5SS BRT 5l 2R/
HREEZNRE, EFLAENRERITTASENERNIRSERES,

Console
BN SO ERNRE

1. 3TFF Amazon EC2 ##l#& , it A https://console.aws.amazon.com/ec?/,

2. ESMERT , RREABGER.
3. EENHITER.
4. ERZRTFL | EREERZ,
5. ERMRE , FRBEMIFE , AR ARSENE.
6. EEHIHX , FEBIEPHWATE,
7. ERIBRIRZ | FIE R ZURIMIER.
8. LEERFREFER.
AWS CLI

N ARE
ﬁﬁﬁ add-tags ﬁ%o

aws elbv2 add-tags \
--resource-arns load-balancer-arn \
--tags "Key=project,Value=1ima" "Key=department,Value=digital-media"

il BR ¥R 2
£/ remove-tags

aws elbv2 remove-tags \
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https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/cli/latest/reference/elbv2/add-tags.html
https://docs.aws.amazon.com/cli/latest/reference/elbv2/remove-tags.html

ELB B AR A EER

--resource-arns load-balancer-arn \
--tag-keys project department

CloudFormation
NN RRZ

E#HAWS::ElasticLoadBalancingV2::LoadBalancer®@ R B &% TagsE 1.

Resources:
myLoadBalancer:
Type: 'AWS::ElasticlLoadBalancingV2::LoadBalancer'
Properties:
Name: my-alb
Type: application
Scheme: internal
Subnets:
- IRef subnet-AZ1
- IRef subnet-AZ2
SecurityGroups:
- !Ref mySecurityGroup
Tags:
- Key: 'project'
Value: 'lima'
- Key: 'department'
Value: 'digital-media'

fl B& Application Load Balancer

HEENABRBERTACRE , ERENREHEEZTHNESINIH I PIEXNERH, SEFBREZAR
et , REMRR. SRBOESRENRZE  SETBREEXNABEESRTA,

MRERAMREE  WEERBRAHESER, BXESEE , HSH BIBRRT

EEE , BIRABSERTLEEE MBI, Flm , B EC2 R{ILBRZEIT , HEMLITMIH
B, EMERBIRA , BTSN BRNAERF A ERE B iR

DNS ig

MREE - MEM A ERMBA — DNS ik , FREEOMNMLEHFFF DNS BEdEMH , A
J& BB BRIGHY S BT T ER
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MR ICFZEEENRE ( TTL ) 7 300 ¥H CNAME i2% , BELEF 3000 , RARBHEHTT
_io

MREPRIEFEE Route 53 BlHE (A) iB%k , BEDEF 60,

WMERMFEA Route 53 , MiEFXEREE 60 WFeeEEBFIE LB Route 53 BMIRSSEF. IFILATEIF
B EEEHIZEMN TTL A,

Console

1l BR S BT T RS

1. 3#TFF Amazon EC2 ##l& , ik Fhttps://console.aws.amazon.com/ec2/o
2. ESMERP , EEAFITER

3. EEAFIIERE  REHREERERE. BERASSE:SR,

4, RERHTHEINE , WA confirm , AFIEFMER.

AWS CLI
M BR S S s ER

£ delete-load-balancer #4555

aws elbv2 delete-load-balancer \
--load-balancer-arn load-balancer-arn

EENHERFASE =R TREE

MARFASEERFREEARERAE REN RS ERARN , ST/AERKAMTER, AW, B
AN B R, BREBEREETHRERRZENXRANBARE  ERARBDEREENEMR T,

EENAREF A E RN TR i E

1.

) 0D

$TFF Amazon EC2 ##1& , it Fhttps://console.aws.amazon.com/ec2/o
ESMERP |, EEAFIGER

R RHITE R,

ERE R EEDNFUE RASSERNTREE,
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RR A4

b P L

MARFABSERRFREERPERIMMETH AN TEEBREER, RIABERT , Bk TikF
RE , AERENABIERNAAER R, ERFTEF BT ENRRXERTERE BHRUARE 2 KRE
Ry B

AEFBfiRAETATHARBEETRAKREN B R THESR. BXEZER , 20 £A
FR#EPFE T IERE B #REYEE,

RIRA

MARFAESERFREEESENRRE , S MERRE -1, BRANMYTER. MU, Bir
A B HRo

BRI
APNENERBA HECHEYE , ERAEXZBERFRNFHAEE.

- FEARBREFERREE L2RHEE RZAREEMR T BBIXR,

« ERABRHESRHERZRAFREEMRFRZANRR , AERBEXRZARNEMFHAEE.
o ANEH  BRANBFMF,
« BREBTIORRE | SMETRDVIRSEEM B ir &,
o BRRETIRUVAS | BARR SRS TIRVRS MR,

® Note
&R LUK PR B R B R R A5 B A BRI B R 1t R Y ELh iR A (E R

- BARFHESHITS —MEE | EDE  ZERENSMBZR RN FAEESTE.
- {UTEE - EF{TITES protocol:port, HlEN , HTTP: 80
o BN - EFANIRIE, FlE0, Forward to target group
- B4 - EEFEBEREABN. Bl , my-target-group
- B¥F-&ZBHRID, 0, i-1234567890abcdef0

SR
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ELB SRRE AR
BRESHE , SUHMERFNARFAHEEREFRIEEN A SN PDF,

N AREFASEERNTHXER

AJAREBNTAXBZHBER Amazon NAREFIREEFIZR (ARC ) IR, EATRAXER
i, AZF-MRENTERENZHRNTARXEBHE, X5 | BRI AREN AWS X F Y E iz
TR REFH AT A XIE1T.

£ zonal autoshift , R ARIN AWS BB IR RENTAXEEBNARFNERAE , XA
HEBmEmERE, AWS HYRNBUZEE REETEEZNEFNTAXEZHA | HE3 B3R,
AWS Bz Bl | AR ESHREENERNNAEFREFBEMNTAXRERH X,

LERHTARERN K AROGERXFLAZEENTARRIERRNFTRE. ARC 2V EISIE
AX%%Z, B2, TARKFEEH#RTHNIAEZ L AREEETNMAETRER , EABRTE/IRT
AMEZEABR. BIFEN DNS REMEMREE , IEEEARRIF/LoWHEITEK , L UREHE
EKEHE, BXREZEER , F5H (Amazon NARFIRELHER (ARC ) FRARIER) FHY Limit

the time that clients stay connected to your endpoints,

&

« EFHTAXER

- B A XA EgE

- TARKBEEES

- ANAEFASSEREATARER
- ANAEFASEEREN TAXER
- ANHEFAESEREMTAXER
- ANAEFAESESFIEIAXER

EI R TR X% 2 H

- TAREBRINCTEZERARS , HAXMESMNNARFAESESR EER. BXEZER | H55H
NN ARFASEESRERATRAXER,

s RENBEANTRHARHPNBEMSYESREITAREE., TEASANTHARBHTAXER,

« AWS YHZNEf&HE R B IMRSAT , T30 DNS IR X S A 988 IP ik, EFBRTARX
EBIZH , BSYREYINITARSE., NRENAEEESCXMETAXAEESE  mEER
A X BRI X A& 1P it , NSUAXEBREMNATARtEEAEBIREE,
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ELB B AR A EER

BXEZEE , ESH (Amazon BARFIIREEHIEE (ARC ) FRXARIERE) FH Best practices
for zonal shifts in ARC,

5 ] X g9

ERRABTMARASYENNARFASYERLEITARXERSR , SE¥RAARSIER BIRNATE
AEFEHEL , HFETAKX IP it thfFM DNS R #ER,

=N

- AERETHXBENERIRE
« AEENTRAXPARNZSETFREXBIEENTRX,
« AESEDARBEERN AN AREFTEYE | T RISMEILEE,

AJRAXEBERES
BTHARFARSERNBHFRITE MR T TargetHealth RS FRES

AdministrativeOverride,

NNARFABSEREHTRARERE  FUNTRAXANAEERSERANKERES, NAERF
NPHEHRFLAREEBESNBEMREIRE. UAERFIRETE , EEHBRLLL.

A BEMY AdministrativeOverride RASEFE :
unknown

HTAZEIR , TEEBRES
no_override
B LEHANRBEEINEES

zonal_shift_active

A X B B AR A A XA TESIRE

ANABRFREEEREATHARER

ARAXEBERINETEZRRS , HAXIAESMNNABRFASEOER LB, XBERTEXEEFERFT
ENBEENAERASEERZKEITHARERE, BXEZEELR , 5 the section called “1] X 3%
%
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Console
FERATRAKX®®
1. §TF Amazon EC2 ##l#& , Mt Hhttps://console.aws.amazon.com/ec2/o
2. ESMER LM Load Balancing ( fa#5#% ) T , #%&#F Load Balancers ( AE 3988 ) -
3. ERZNRAERAEIEESE.
4. EBEMGEDFL , EREB.
5. EUAXKEHEET , T ARC TAREBER , &EEH.
6. ERREER.
AWS CLI
FERATRAX®R

R zonal_shift.config.enabled B/ modify-load-balancer-attributes @5,

aws elbv2 modify-load-balancer-attributes \
--load-balancer-arn load-balancer-arn \
--attributes "Key=zonal_shift.config.enabled,Value=true"

CloudFormation

BRTRXER

E#HAWS::ElasticLoadBalancingV2::LoadBalancer® R 2 &
#Zzonal_shift.config.enabled& -,

Resources:
myLoadBalancer:
Type: 'AWS::ElasticlLoadBalancingV2::LoadBalancer'
Properties:
Name: my-alb
Type: application
Scheme: internal
IpAddressType: dualstack
Subnets:
- IRef subnet-AZ1
- IRef subnet-Az2
SecurityGroups:
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- IRef mySecurityGroup
LoadBalancerAttributes:

-Key: "zonal_shift.config.enabled"

Value: "true"

ANABRFOEEEREITHARKER

ARC A XE IR ARG ZXFRRNRENTAXEIT , SHEEHNNARFR T ASSEER
N AWS X R A X IEEZE1T,

FRFM
EF e, BHIAEE N ZARBEREATAXER,

Console

IR T a0 E A Amazon EC2 2 #| & X EB3h. BXxER ARC ##H & F3 7 AX
BHFR , BSH (Amazon NARFREEHIEE (ARC ) FRARIER) Y Starting a zonal
shift,

Ea A AXER

1. $TF Amazon EC2 #£&l#& , Wik A https://console.aws.amazon.com/ec2/,

2. ESMBERK LM Load Balancing ( fa#159#% ) T , #%#F Load Balancers ( A I9#8T ) -
3. ERZMNARFAEIGER.

4, HEERETFHREFT Amazon NAEFREREER (ARC) , REEEBITRAXEE.

5. EREFMREBENITHKX,

6. EEREIWMATHXEBNIHRE. TAXEBRDAUMN 1 2HIREAN=X (72 MEt) o

FETAREBHERERMN, B4R ETHRE , B A BEEFEREB LU EFHFHTH
A 18] .

7. WMAER, BULBEEFUTAREBUREIR.
8. LHZEREULURIANGITHARERE  XAFFEXEZTAX , NI RNARFNEE,
9. EERWIA,

AWS CLI

Ba T RAXER
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ELB AR ARSI E
£/ Amazon N AR RS 2 HI8F (ARC) start-zonal-shiftas o

aws arc-zonal-shift start-zonal-shift \
--resource-identifier load-balancer-arn \
--away-from use2-az2 \
--expires-in 2h \
--comment "zonal shift due to scheduled maintenance"

NNRAEREFASEEHRERTTHAXER
B EHFUTAXER , LUREFNEIEARTE , U REBREBRTAXEBINER,
Console

M2 VEER T a4 fE A Amazon EC2 EH A EFH X REE. BxEM Amazon NAERFIIRERH
25 (ARC ) BHIEEHTAXRKBNTER , B5H (Amazon NARFIREEHIZS (ARC ) FREA
RA#E’) FH Updating a zonal shift,

EMUARER

1. 3TF Amazon EC2 ##l#& , Wit Jhttps://console.aws.amazon.com/ec2/,

2. ESMERK LM Load Balancing ( fa#5#% ) T , #%4#F Load Balancers ( fAE 39188 ) »
3. REREFERTAXEBNNARFARHOERS.

4. FEHEREDFHEF Amazon BARFIREZRFIEE (ARC) , ARERBREHNTAXER,

LEIRVERFTIT ARC 28] & AR EHTI R

5. (k) XNTREFTAXEBIEE , aTUERRE A — NI HE,
6. (HIE)XTER, TUERBRENREIRIE AFER,
7. EEEHF
AWS CLI
EXMUARER

£/ Amazon N AREFRE 2 HI88 (ARC) update-zonal-shiftiF F o

aws arc-zonal-shift update-zonal-shift \
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--zonal-shift-id 9ac9ecle-1df1-0755-3dc5-8cf57EXAMPLE \
--expires-in 1h \
--comment "extending zonal shift for scheduled maintenance"

AN HEFAESEREUE T HXEE

U AXEBEY A, BUUENEUEE. (RUNBUEREINXERS , BT UBUEAXBAZ %
U4 M AWS RN XEZE,

Console

LI T WEfEA Amazon EC2 BHIABUEXER®. BXxEA Amazon NAREFIRE
22 (ARC) Z£HABUETAREBNT R , $2H (Amazon RAREFIREEGHIEE (ARC ) FFEA
R #’) FH Canceling a zonal shift,

HUH ™ A X#®

1. $TF Amazon EC2 #£&l#& , Wik A https://console.aws.amazon.com/ec2/,

2. ESMBERK LM Load Balancing ( fa8159#% ) T , #%#F Load Balancers ( A I9#8T ) -
3. EREAERTAXEBHNAREFASSESR.

4. HEERETFHH Amazon NAREFREEHEE (ARC) T, BEEUEATAXER,

LERE T T ARC #2541 B AL EUER 2,
%% Cancel zonal shift ( BUEATAXE® ) .
6. HRERTHITHIAR , EFE Confirm,
AWS CLI
BUE AT A X%

£/ Amazon M AR FKE 2 HI8F (ARC) cancel-zonal-shiftii o

aws arc-zonal-shift cancel-zonal-shift \
--zonal-shift-id 9ac9ecle-1df1-0755-3dc5-8cf57EXAMPLE
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ELB B AR A EER
MAEFAESYERNEENE

BRSO EHRRELM (LCU ) MiE , BAUNABRIERNE - BSNHRNERE, NABEFAR
HERLET R, AXBRVINTFEABARERETR, BEKNFEE  NHOERLRERE
KN RELKEA T RIABRETE BB LIRERTRENZ/NEE,

EUTERT , JAZEREM LCU T :

- BERESHENFHARIENFRESRE , FEBRENABGEREB DRI R ERRY
MEIEE,

- BT ITEMBERNER , EHRAATREIS AN REIEE,

- BEERENTSES  UEERERINARASEIRRS  BFENSREFKEIT , MIFFH
B3y BEN

- BEERBIEERBAIB AR, AFLEFENREREN ERFARDE R MNEME TE,

HEEFENRE

HERENNABOERMENTEN , RINBWRTRBEN AR RARMBARRREN L TFERR
HiE. £/ ELB 245 , EUUREFRNRELAERTEMHSVRE,

HE& , LA LRI AZ CloudWatch fE¥RPeakLCUsRBEFTEN R ER . PeakLCUs EInaRBUR
EEXNPHEE  ARSERXNEMET BEERHTT BUAXBEN IEAS. PeakLCUs ERE
ConsumedLCUs E#FRE , EEMCLERENIKELE, BIWER PeakLCUs IBIRRAREATITHE
BT EHEMN LCUMBRRE, MERER , 1B#FH PeakLCUs BIE S # Sum,

MREEFEAETEABRBBEAMRSE | TR ERITABNE , AR LCU M it ESERMEEFT
FRE, LCU MBI HESBEAET AWS MERFNFE TEARNEIE , T T EZRRENBETE
. BXREZELR , 2 Load Balancer Capacity Unit Reservation Calculator,

LCU MZENRK/NMENZKE

EMBERMBAEDLH 100 LCU, RAREBEERTEKFNES. BEXEZELR |, iS5 the section
called “AFIGHERAE LN,

ANABRFASIERERARDERTELNTNE
HEEA LCU MBZH , BANREUTES :

- REREXEZEMEN , AFETAXZAFESE, £EM LCU Zzal , FHRINENTAKX
ARSI 2ER B AR,
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ELB

B AR A EER

« LCU MFFEREFE LEEE RN , EABRRTZTAXRERNTHARE, SHEREEFE/LDHR

TR, Bt B AIREE BRI AT,

- EHMUATMEN , AEENERTEATFERLAK, STUAREFESENMER

BEREATHIR B R 1E

- FFEMEREF AR REERL L REUHEIRFFEIT R,

Console
#F3R LCU T

1. $TF Amazon EC2 ###l#& , Rt Fhttps://console.aws.amazon.com/ec?/,
ESMBERSD , ERARHOESR.

R AEIIEREN.

EREETFH , EFEREE LCU E,

ERETHESENHE,

ERSENRR , LEFHENTE LCU £al.

MREBRBEHESETE , WALUERFHEEHBA LCUs EREFNEE.
EERF

© N o g A w0 b

AWS CLI
HR LCU &

{8 A modify-capacity-reservation 5o

aws elbv2 modify-capacity-reservation \
--load-balancer-arn load-balancer-arn \
--minimum-load-balancer-capacity CapacityUnits=100

CloudFormation

ER LCU T &g

E#AWS::ElasticLoadBalancingV2::LoadBalancer® &,

Resources:

2,6 B8XR

BERME
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ELB

B AR A EER

AR ASEERENNEE AR ERTER U NE

myLoadBalancer:

Type: 'AWS::ElasticlLoadBalancingV2::LoadBalancer'

Properties:
Name: my-alb
Type: application
Scheme: internal
Subnets:
- IRef subnet-AzZ1
- IRef subnet-AZ2
SecurityGroups:
- IRef mySecurityGroup
MinimumLoadBalancerCapacity:
CapacityUnits: 100

MRABRHERNRBEXNRET(C , BUUAEFHHEUCEREIIERM LCU i, LCU MBAVRS L
MR EFRE.

Console

EHHEUE LCU T &

1. $TF Amazon EC2 ##l& , Wit Jhttps://console.aws.amazon.com/ec2/.
2. ESMBE®RT , BRAFHESR.
3. EENEHIEREEN
4. HEREBETFF , ITUTRIEZ—
a. EEHLCUMBE , BFiEFERE LCU E,
b. ZEBUHELCUME , HEREUERE,
AWS CLI

BUH LCU T &

{# A modify-capacity-reservation

DA
To

aws elbv2 modify-capacity-reservation \
--load-balancer-arn load-balancer-arn \

B HEUETE
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--reset-capacity-reservation

LT R LCU M AT IRASE -

« pending : EREETMRAE ZME.

« provisioned : ETRTMEBRECHZHE , AIHER.

« failed : ETRHAELETHIER,

« rebalancing : ETRTRAXEARMERER , ABHEREEENIERE.

LCU EAZ

ReservedlLCUs BB 0 HIRE —IX. RERLUPRFABENMTEN, Fl , RIZEH LCU MBER
6,000 , Ml ReservedLCUs W —/NTEFAEEN 6,000, —2HHNEFZEN 100, EFHEEWTAEL
LCU RAZE , 55 R PeakLCUs $E#r. B LUKE CloudWatch Bk , FEs#HSunSENTMER
EESS/ R SUMNBREEHR TR ReservedLCUs , LMBELREEEBNTERERFZLENE
Ko PeakLCUs

Console
EEF LCU MBAVIREA

1. 3TFF Amazon EC2 ##l4& , it A https://console.aws.amazon.com/ec2/,
2. ESMERTP , EFAEGERE.

3. BEERAFIIEHREN

4. HEBRELRT+F4 , ZUUEEMZERESMME LCU &,

AWS CLI

B2 LCU TERVIRAS

£ describe-capacity-reservation &

o

aws elbv2 describe-capacity-reservation \
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--load-balancer-arn load-balancer-arn

R TR U 9 E 2R R SR A

BRI LUEN E 'L AWS BRSS EE B RL 1L Application Load Balancer 28#3 , M\ i858 N AR FF RV
gE, REMMAAM,

NEBEREX

« Amazon NAEFIREZEFIEE (ARC)
« T 5# CloudFront + AWS WAF

* AWS Global Accelerator

« AWS Config
« AWS WAF

Amazon B ARERFIIREREFIZE (ARC)

Amazon N AREFIIXREEFIZR (ARC ) A BENABIERNRENZI RN TAXEBIE—XH
NWEFEATRAX, EATHXEBAURETAXPIEE, E4RBSRA FBEN SR REF &R
W By 45 2 B 1R = E

BXREZFER , BN NABFASIEHRNTRAXER,

I &3 CloudFront + AWS WAF

Amazon CloudFront  —TIM 45 MRS , AIHBIGRSAERANNARFEE, TAMNZE4
AWS, CloudFront 3£ = fi N 2 7 MBI HT2RHY Web NARFH DT ARE—-AOR. ERALUXH
MARFABSERNEHRES  FEEBMNHLNLEE LSRN AFRERS , hEXAFRL
NBEXNHBDER, BSEXELZUER[LBFIEEFNE , ALERDNRAEFAUBGERNNE , A
MRS EMEM T Bk,

ELB ##| AP REN —EBXNERTCIEEEHE AWS WAF 2R H CloudFront 28t , HFHX
BXE2 8 Application Load Balancer, EEIIABRAEIEE IR 28I , XL AWS WAF RiFE<HE
IEE R Web B, EAIAMEEIA R ASITEERM K" LR 15R1Z CloudFront 2Bt & HAH

B ZEEHER,. BXEZEL , SR (L% CloudFront FF & &EIER) FH “EE AWS WAF
CloudFront Z£#2&|E4x” M aw s.amazon.com/blogs £ “ CloudFront Z4 2 &|E4k, £i— CDN #
ZEEBEN,
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ERREHEREK , BFEM Internet NN ARFABIERNLZLERENNATRE AWSH
ERIRSIRMALRE CloudFront , HMIBREMEMAWEMRN, EXEZER |, S (LS
CloudFront FF R &15m) HHIEA CloudFront HE B, EEX CloudFront MiERAHINEEX
HTTP #r3k MELE Application Load Balancer AR ¥ &% @ EHEIRLIER >,

@ Note

CloudFront (R Z#FEEREP ( FFEILILE ) us-east-1 XK ACM iEH., MREH
Application Load Balancer 7 us-east-1 AW X HEE T ACM WEHBH HTTPS {mATas , M
FEFREZEM HTTPS EX CloudFront § HTTP , REEXE R ( BHELILEP ) XiFE
B ACM iEHHFHEHM mMEIE D EH, CloudFront

AWS Global Accelerator

RN ARRFOTAME, HEMZEY | BAABEEHR[RCIENRESE, NESSET AWS £ERF LK LAY
MESISHES IP it | XM EEEFIRRIONXEARZLEEERS. AWS Global Accelerator
% Shield Standard &1 , ZinHERARE#E A T DDo S Wi KA N AR ST 8 FHER .

EXEZEER , 20 (AWS Global Accelerator FF & A R IER) A HY 6 22 £ 3 15 15 25 B 78 0 hn s
o

AWS Config

B ERNISENESME | FHITIRE AWS Configo  AWS Config 12 7 & AWS Ik /=
AWS BREEMNFANE, XEEFESEREREZRNEEXRRURBRNALEE |, BT T HE
REBMAXRNAEEIL, AWS Config ATLAELE i, SMMEMBZHEE,

BXEZER , S NAWS Config F XA RIEE,

AWS WAF

&) LUF Application Load Balancer AWS WAF & Application Load Balancer Bt& £/ , RIBEMEH
Al 5 &% (Web ACL) FEM M S i P LEE R,

BRIAMBERT , RAFHIIEELEMNFIREBIE AWS WAF |, M4IRE HTTP 500 $8i2 X BEF 4%
BXR, MBEBEEMHFYER[EANETL EHRKR BIrtbeEFERE L Z B H AWS WAF |, N TTBAUF A AWS
WAF K383 FF,

FE LAIM T ACLs
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https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/LocationsOfEdgeServers.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/restrict-access-to-load-balancer.html#restrict-alb-add-custom-header.html
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ELB B AR A EER

B AWS WAF £/ 5 , B LLUEERERTEXHAN B3I/ Web ACL, FiiiE LHY Web ACL
SE=ZNAWS EEAN | THNRELNZ S B RERT,

« AWSManagedRulesAmazonIpReputationlList - Amazon IP S&FIRMN A SMH IHEE S8
A HEMEENRERRY P sk, BEXEZER , B5H (AWS WAF FFRAREF) FH Amazon IP

reputation list managed rule group.

« AWSManagedRulesCommonRuleSet - B/OFNEE (CRS ) MUAEBB FH ERAZRI®E , 27
OWASP Hifx#) ( a1 OWASP Top 10 ) iR —EaXRMNLERENFRE. BXEZEER | 18
25 (AWS WAF FF &R AR $ER) F#Y Core rule set (CRS) managed rule groups

« AWSManagedRulesKnownBadInputsRuleSet - E &4 IRM AN AR IEERER | XLEE
BIATRESREARGRRKIAMEKEK, BXESER , 828 (AWS WAF FRARIERE) 1

Known bad inputs managed rule group.

BEXEZEER , BESH (AWS WAF F A AGIER) ACLs AWS WAFH £ Web,
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https://docs.aws.amazon.com/waf/latest/developerguide/aws-managed-rule-groups-ip-rep.html#aws-managed-rule-groups-ip-rep-amazon
https://docs.aws.amazon.com/waf/latest/developerguide/aws-managed-rule-groups-ip-rep.html#aws-managed-rule-groups-ip-rep-amazon
https://owasp.org/www-project-top-ten/
https://docs.aws.amazon.com/waf/latest/developerguide/aws-managed-rule-groups-baseline.html#aws-managed-rule-groups-baseline-crs
https://docs.aws.amazon.com/waf/latest/developerguide/aws-managed-rule-groups-baseline.html#aws-managed-rule-groups-baseline-known-bad-inputs
https://docs.aws.amazon.com/waf/latest/developerguide/web-acl.html
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Application Load Balancer B {0125

e — — MER SR BN M AR OREEZBERWIHRE, EFFHAFER Application Load Balancer
28, BBORMED — M. WRENATELEONTES , WLTEBEVCREEFRHNRE. &
FATITESTE L HNRE T A E S A& REE BB UM B o5 ( Hlo0 EC2 =4 )

AE

s UTERECE

- ITERE

- BRIARE

« JI&H Application Load Balancer #17 HTTP {iir 85
- NARFAEHGERN SSL IEH

- NARFAROEHRNEZTERE

+ NI Application Load Balancer 8|2 HTTPS {725
« JIRH Application Load Balancer E# HTTPS il 25
+ Application Load Balancer #9451 %83 #1 1

- ENARFABEERPEA TLS #HITN @S HKRIF
« {EF Application Load Balancer ¥iif Fi F° & 12

« JWTs f#F Application Load Balancer 3# 1T iF

« HTTP #r3k # Application Load Balancer

- BRTNARFASIIESRN HTTP k8K

« MIBR Application Load Balancer BJ {1 %r 25

T 2R E
1907 28 SR A T D AR -
o MY : HTTP, HTTPS

« ¥®0O : 1-65535

AILAGER HTTPS TSR MEBENBEN TEXLAREERTH , UENABRFA AT ETHILSEE
5, MEBEMITSEHIA HTTPS , BMREMTEE LHBED — SSL BEB[IEF, BXEZEE , F
S J & Application Load Balancer 82 HTTPS {lilr 25

=T 56



ELB NRARFAESES
MRXAMEREBIRER HTTPS REMARAEHIGHEES , MW LATER O 443 EFER TCP (IiTEs a2

W& g EEs. @i TCP iTss , MEHERTNBHRELZIEN , MAANE#HITHER, X
Network Load Balancer WEZ{EE , 55 Network Load Balancers P18/,

WebSockets

NARFEASREESRNEHEREXRE. WebSocketsEAI LAER HTTP EEASFMEN HTTP/1.1
EEARS WebSocket (wsZwss ) EE, AR, ATiERH TCP E# ( BHH9EIFNEB
) BRI ABEERKAIEF RS BRZERKA WebSocket E1%, BALAER A WebSockets
HTTP # HTTPS {788, &) EITERIEFENIETUER T WebSocket E#ELKR HTTP &, BEEE
B A BAR{E1LEEHY B FRA B R T Websockets, BXEZELR , 5@ (Amazon CloudFront FF
K &¥r) K WebSocket X TERE,

HTTP/2

Application Load Balancer 3 fF HTTP/2 5 HTTPS {iirgs — R ERAREAIZEF, FHA—N HTTP/2
EERZALUHITEIE 128 NMER, BALUBEIHUARAER HTTP2 HiEREXZEBI B, BXEZ
BB , BSH MMURAE, BT HTTP2 I ES Rt EAFIRERE , BUEEZEIEFREARYE
B ENEZERD ., TTEFER HTTP/2 B ARSEFHEIETIEE,

NMAEFAEEERONE TLS FORIEEAENRIEER THXE HTTP2, BXEZEE , F5
B ENAEFAESESRPER TLS #HITXRE S HBEIE,

BXEZELR , i3 Elastic Load Balancing A 8@ HE R KA.

T 28/ 1%
MARF ARG E RO T EE LT -

routing.http.request.x_amzn_mtls_clientcert_serial_number.header_name

1R gEB 15 X-Amzn-Mtls-Clientcert-Serial-Number HTTP & SR #7 3L B9 473k B #o

routing.http.request.x_amzn_mtls_clientcert_issuer.header_name

fEIRBEB 18 L X-Amzn-Mtls-Clientcert-Issuer HTTP & R¥r 3k BIFRL B o

routing.http.request.x_amzn_mtls_clientcert_subject.header_name

{FIRBEB 18 B X-Amzn-Mtls-Clientcert-Subject HTTP & SR#R 3k BI¥R L B #ro

routing.http.request.x_amzn_mtls_clientcert_validity.header_name

IR BEB 1S 2 X-Amzn-Mtls-Clientcert-Validity HTTP &R ¥Rk BIFR L B #Ro
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https://docs.aws.amazon.com/elasticloadbalancing/latest/network/
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/distribution-working-with.websockets.html#distribution-working-with.websockets.how-it-works
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/distribution-working-with.websockets.html#distribution-working-with.websockets.how-it-works
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/how-elastic-load-balancing-works.html#request-routing

ELB B AR A EER

routing.http.request.x_amzn_mtls_clientcert_leaf.header_name

fEIRBEB 18 L X-Amzn-Mtls-Clientcert-Leaf HTTP & R#r kB #RL B #o

routing.http.request.x_amzn_mtls_clientcert.header_name

fEIRBER 15 X-Amzn-Mtls-Clientcert HTTP & SRRk B ¥R L B #io

routing.http.request.x_amzn_tls_version.header_name

fEIRBEB 18 I X-Amzn-Tls-Version HTTP & R#5 L iRk & #o

routing.http.request.x_amzn_tls_cipher_suite.header_name

{FE IR BEB 15 X-Amzn-Tls-Cipher-Suite HTTP & SRR KB FRL B Fho

routing.http.response.server.enabled

fEIRRE R VF SRR HTTP IR AR S BR#R ko

routing.http.response.strict_transport_security.header_value

HHRX TR RAEMEA HTTPS 15R1ZM Y | H# BRRAEMER HTTP 15R %M A =1 85 B 3 #

¥ HTTPS,
routing.http.response.access_control_allow_origin.header_value

EEEATIHR RS RIR.
routing.http.response.access_control_allow_methods.header_value

IR B M E AR 5 9] R S5 25 B SR VFEE AR BY HTTP J33%,

routing.http.response.access_control_allow_headers.header_value

Y8 E B K 1A AT LAGE A Y AR Ko

routing.http.response.access_control_allow_credentials.header_value
RN R B R M E R RE M ASEIE (HIW0 Cookie HEMAWIE )

routing.http.response.access_control_expose_headers.header_value
IRE ST ER AT BAE & BRI E Fis QTP RIAR L,

routing.http.response.access_control_max_age.header_value

BEETRBRNERNEFRK (AW AEN )

routing.http.response.content_security_policy.header_value

EER RN T HER DR LSRR 2 £ BB #Y XU RS T 52 5 SKHE RY PR H1,

T 3R E
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ELB B AR A EER

routing.http.response.x_content_type_options.header_value

ETR2ABNESE Content-Type #rk AT MIME K& | MR N#HITER,

routing.http.response.x_frame_options.header_value

ERERB AN W ESTE frame, iframe, embed B object F 2 TH,

MINBRE

BT AR A RIARE , R EUNAN, BT ERER , FERELRFHIT. BAUGER
b, XEPMNARLTR, —PRSMRIFEUR —NHSDRMAAK, B ABEE AN REAN
BXEZER  F5H ==L,

NIEH Application Load Balancer #12 HTTP T3
TSR EEEER, STENRASSERNE LTS | 3 TN A RS S E RIS,

LR ELEWES AR BB ARIIEEROE HTTP ITEs. E@EHN AEFIEESRIMN HTTPS TS
BS 1 RN IEM Application Load Balancer 12 HTTPS {li¥rss.

FREZM

- EFRRBREFMBIZRIAMTHRAL , ELFTUEEATRANERE. BXESER  F5H HEHN
RAREFAESEER6Z B rd.

« BUNESMITRFEER—NERE , BXEMTRLIE TR -—MBots. ERERES
NEBERESER | BXABIALRBREME AR E RN NTERER,

in HTTP {51028

EAMTREERA TAE P RERIARIEH[NDUARD , ARRATRANEEBIFE. BX
EZEER , BEEH MRS,

ERMEAMITEEAN | BFSRETITEEAN
Console
I HTTP {528

1. ITALS® EC2 #2%|& , Mk Ahttps://console.aws.amazon.com/ec2/.
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https://console.aws.amazon.com/ec2/

ELB MARF AR R
ESMERT , RO ER,

RN ERR.

YRR MMUET -~ £ |, EER TR,

XTI, HikFE HTTP, REMIARAFAAEIRD,

X TERINRIE , BABRUATHBHEF —ARHTENER

o g bk w b

« RERFNBIRA  RFE-NERE. ERNEMBRE  BEERNERE  RREE—1B
A, REEXNNEARBEZTEENINE. MREEMWEHFEALERTHY , WXHEA4
PrbtE,

MERRBREBREFTRNEFE , FRECQEBRRA , LB -MBERE. BXESE
B, F5H tEB A,

- EEME URL : £ URI A EIMF L2 5 ABNTD , REEZTE URLIEITF ELBAT
Bt , NMBA URL, X FREREE , BEENFERERIGE ( HTTP 302 ) Sk A
(HTTP 301) .

- BREEEEL : MAENEHBRHEFKEREENEMARE, ShAIEERNRRENIRE
RIIE o

7. (WiE) BERIRE  BRITMTESESAES, EEANHHE  RARWARSENFSE.
8. IEFERIIYTER.

AWS CLI
tIZ B4

MREEE LA TRIANRIENBIRA |, FBIEAcreate-target-groupim T RIE—NBIRAH. B
KRB, ESE CIEBE RS,

D% HTTP {filTss

£/ create-listener i Ho AT REILBIE—N HTTP 1¥TeR , ERUMAN S REZRKIIEER
¥R,

aws elbv2 create-listener \
--load-balancer-arn load-balancer-arn \
--protocol HTTP \
--port 80 \
--default-actions Type=forward, TargetGroupArn=target-group-arn
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https://docs.aws.amazon.com/cli/latest/reference/elbv2/create-target-group.html
https://docs.aws.amazon.com/cli/latest/reference/elbv2/create-listener.html

ELB B AR A EER

EQBHEABREUEFNEREAZB B RE | FRHALT --default-actions &I, EEZ
NBIRAR | BHRAREENBIREANNE,

--default-actions '[{
"Type":"forward",
"ForwardConfig":{
"TargetGroups":[
{"TargetGroupArn":"target-group-1-arn","Weight":50},
{"TargetGroupArn":"target-group-2-arn","Weight":50}

}
I

CloudFormation
B HTTP {fIrss

E N KRR B ERIRAWS: :ElasticLoadBalancingV2::Listenero AT REI&SBIE— HTTP {1735 ,
HBRIAAN S FREFK X ZIEE B R4,

Resources:
myHTTPlistener:
Type: 'AWS::ElasticlLoadBalancingV2::Listener'
Properties:

LoadBalancerArn: !Ref mylLoadBalancer
Protocol: HTTP
Port: 80
DefaultActions:
- Type: "forward"
TargetGroupArn: !Ref myTargetGroup

ERBRERREUERNEREAZBIERE , BFEA ForwardConfig B, EEZMNEHRA
i, TR EES BRARNRE.

Resources:
myHTTPlistener:
Type: 'AWS::ElasticlLoadBalancingV2::Listener'
Properties:
LoadBalancerArn: !Ref mylLoadBalancer
Protocol: HTTP
Port: 80
DefaultActions:

W0 HTTP {1028 61


https://docs.aws.amazon.com/AWSCloudFormation/latest/TemplateReference/aws-resource-elasticloadbalancingv2-listener.html

ELB B AR A EER

- Type: "forward"
ForwardConfig:
TargetGroups:
- TargetGroupArn: !Ref TargetGroupl
Weight: 50
- TargetGroupArn: !Ref TargetGroup2
Weight: 50

Rz A2 A B9 aR Ry SSL iEF

LIBANARF AR ERUBRL LM , SAEATYESR LBEEL —NMEB, AREERS
= X.509 iE$ ( SSL/TLS BRFZI|UED ) o IEBERHIEPMANNE (CA) MANKFILEMR. EPITE
RIRER., BRHER. AEEH. FISUREAFENRFESR,

EOEATARGERMNIERN , EATEEFE. EHLNHEBXNEHEHB IS RKIE , R
BATREBRIE TLS iEHE, MRFTE , MREFTXMNE,

PR EPBIBETERET B (FQDN) ( Hl#0 www.example.com ) HIAIHA ( Flan
example.com) ., ZXEAUERAES (*) FABEREFE—HFNSNEL/ER, BRBE/FIL
Frt, B () XU TEHENHKENLE , MERERP —NFERH. Hl0, *.example.com %
# corp.example.com # images.example.com , BT EHRH test.login.example.com, %
EEE , *.example.com {X&RH example.com B FiE , MARPFEFRIN K (example. com)s
BEFABMIE RIEIUERE Subject ( £ ) FEH Subject Alternative Name ( TBEREH ) T B
., BROABIERPNESEER , H5H (AWS Certificate Manager A 18R ) F# Request a public
certificateo

BATBWIEER AWS Certificate Manager (ACM) IR A E R BIEH, ACM ZIFEH
2048, 3072 F 4096 U FAKER RSA i+ , AR FTE ECDSA iE$., ACM 5 ELB &5 , Hit&
A EREIIEEE LPBIEH, BXREZER |, S AWS Certificate Manager {AFIEFE) o

®E , B LR SSUTLS TEABIEHERIER (CSR) , AFIRE CA LFEH CSR UERKIES ,
REREB S A ACM SIFIEH L5 2| AWS Identity and Access Management (IAM), BXFiEH S
A ACM KfER , iEZ 1 AWS Certificate Manager FI P8R EIER S A, BXER LEE IAM
NEZER , BFZH IAM AFRERPHNERRSSEIED,.

ERIANED

B HTTPS {UWT8seT , BIIEE —MEH. WUEBHRABRINER. QIR HTTPS iresfE , &AL
BHRRNLED, BXESFER , B5H BRIMAILES,

SSLiEH 62


https://docs.aws.amazon.com/acm/latest/userguide/acm-public-certificates.html
https://docs.aws.amazon.com/acm/latest/userguide/acm-public-certificates.html
https://aws.amazon.com/certificate-manager/
https://docs.aws.amazon.com/acm/latest/userguide/
https://docs.aws.amazon.com/acm/latest/userguide/import-certificate.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_server-certs.html

ELB B AR A EER

MRELERIERPEEEMIER , WMXEFFIREFERRSSHFBMHIET (SNI) B ER FTEZE
EENBRIERIRPIXBLEERNIERS , FEARINER,

NREREEHMILEREFTEESE - NBPHSRESNLRENAERF WA ERBEFEHIA
PR SNE BN INEREZ AR (SAN).

ST
B2 HTTPS ¥rdRfE , B U EHEBFIRBINES, MREEACIE T TR AWS EEEZHE |, R

MNESREFRRNEBRNBRERIIERD, BN, EFHFIRAZE, EHEBIRATERBITERER —in
ALXFE2ANE , ANSMERUEAENILES, AXESEERE , S HEBHRMENEHSIXR,

REESRFEAREE SN WERIIPEREE, MEZPREMNINESIERIRFH—MERIT
B, WA ESFERLIER, MREFHKEHNENESIERIRFOS/MEBLTE , WARSE
BHEREFHAUZIHNRELER, BEUTHRE , B TEOIRFEZRIES
- NER4AEE (ECDSA (£ %&£ TF RSA)
- SHARTE ( RFARTH )
WHREE (EERSHA AR MD5 ) » WIREZA SHAIEH |, MLEER SHA Biax KEVIE$,
- BHRKE (BRHEAE)
- BN

NHEBERL R ESFEEREFREENENBNOEMHRHANIES. BXESZER , HEH &

B A&%E.
UEFER1T

SMEPLHBEARAR, ELFTBREFVBER NETHERABEERNEMES. XBHERI
EHFERIIRFPOIES, RITHBRIEPFZHARGERTIRERIIWH#ITHINER , ALGEED
EESTHERNER, STERH2E , FNERREAKITENIES, ERIEBZE , FMBOFRFE
FRAFE$,

BRI T A AERIEREITTMER

- HIENREYEEFIRM AWS Certificate Manager HEPEBIEEN AFHLE S LNIEP I B4
To ACM 2ZHEFH 2 LEITIEH, BXEZEER |, i5Z 1 AWS Certificate Manager i 1§
MR EELIT,
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https://docs.aws.amazon.com/acm/latest/userguide/managed-renewal.html

ELB R S
- MREEFFEBSAACM , WATEMIERHE Y EHHAEIBRNET. EXEZER , BSH
AWS Certificate Manager Al F3§EHHS AE$,

- MRZERUEBSA IAM B, MAFACIE —NFIES |, FZFEHS A ACM T IAM 5, FHZFHIE
PAMBAEDERR | ANRBIIEIM BRI HAYIES,

R T2 Fr U s 9 B 2R By 2 & SR g

ELB A Z2EEFZ (SSL) MBERE ( MHIRERE ) RiMEEF S inMABITE R ZMEAY SSL =
#, ZeRBENDUNZBHAS, MUEFEFRERSHCHELLZLEE , BREFFREAHES
R BAEBENAMARESRLERE. EHEEANZEZACRRFDEENNBEREE, HUERSR
ZMXY Internet EHBIBEBHRITINE, £ EEMEIRES , FRENARSERIZERTURTFRES
BXEFNZBMPNTIR. RABERT , SNR2ERERRSHIRPESEMA—NEFF KN ED T
BLAYSE — N RRD,

EEREM

« HTTPS MR TEEREREEKMK, NREEVBRMNWRNIRIEELZLRE , RIFEARIAZEE
Bo BRIARSRBEEURTELIZE HTTPS TR A= ¢

. BHA  MIAZ KN ELBSecurityPolicy-TLS13-1-2-Res-PQ-2025-09,

. Ht753% (i AWS CLI AWS CloudFormation, 1 AWS CDK ) -BRIA R4 s
=ELBSecurityPolicy-2016-08,

- EEENFGEREZBE RN TLS IURAE ( BEFRMUE 5 ) MEAXKR ( BEFRAUE
13) , FEAEZASHREMNNBAESRE. BXESER , BERHEERE.

- UPQMENLZLEBREHESEEFBHARG. HTHRAMLER , ENXBFLANEFET ML-
KEM Z4ARREE, FFRIRSATE ML-KEM ZB4AX#H , FTREFERBEABE T TLS #1TRHAX
., BEEREFERMEEIF secp256r1 MLKEM768, secp384r1 024 1 X25519 &%k, MLKEM1
MLKEM768 EXxEZEE , BSREE FEBX,

« AWS BiEBFHHWETFFET TLS (PQ-TLS) WZ £ FKEEH, ELBSecurityPolicy-
TLS13-1-2-Res-PQ-2025-09 ELBSecurityPolicy-TLS13-1-2-FIPS-PQ-2025-09i%%
BB X FREB RS PQ-TLS, MR TLS 1.3 HXR TLS 1.2 HEFmKBREAEREME , M
M AREED /G 8 F MBESEREDNRS T, BEENESRNARFTRHHXNRHAR
BMIREDE PQ-TLS WEED , BAIUERS IR I ET RN LT LK,

c ATHREEZARL TLS MURANEMAUNZ &ML HEN T XHRECHFATENEST
P, B AERHE P —F ELBSecurityPolicy-TLS- R£ XKk, EEFHNNABRFATIGE
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https://docs.aws.amazon.com/acm/latest/userguide/import-certificate.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/load-balancer-connection-logs.html
https://aws.amazon.com/security/post-quantum-cryptography/

ELB NARFARSEE
ERAVIERAY TLS thiRA , BN AHHEREABR AR ERAREMNNER AERE, AXE
ZER , BZRAILEH AT,

o B D BIFERER IAM FH ELB £H4 24 AWS K- MRS 25 KB (SCPs) AWS
Organizations kFRHEIEHNAF T UEAMLELLKE, BEXEZEL , 58 (AWS
Organizations FAFER) PRI RS IZHIFKEL (SCPs).

o XRXFF TLS 1.3 R FFAIAARE (FS) ., XFTLS1.3MTLS 1.2 BXEE TLS_* M
ECDHE_* X\ Z BRI R HRHE FS,

- NARFAEIEEEZEFMEM PSK (TLS 1.3) M&iF IDs/session Zif ( TLS 1.2 REFMA ) 1k
S TLS, REEEIERNNARFATEIOESS IP it F XFHE., REZHM 0-RTT HIEEEF
early_data ¥ R,

- Application Load Balancer T X HE X R £ KK,
- NARFASIIERNZFBREEN SSL EFNE.

REM

P
- EEIE-AHEHEERNEREMTRBLAERARTNREEK, ENARGERNAELLM
MERIBISHEANZERBTIRENZEERE | BRERER— N REMTSR 2 ANAMEREMIT
2, ERREMITRNTLER , ARtIBZEMR MR,

« FIPS GE¥ TLS XKBH FIPS Rig—HRA

- [FETF TLS KEEHM FIPS = FIPS FE&F TLS FH—KE
- TLS %REE (3
« TLS 5%® ( 3k FIPS non-post-quantum ) /G2 F TLS KK-THA

]

[E I 3

- BAILERATARERETRERATRREENZTLER, THEENRZERBEBURTOTSER
2REE, WRERTREER :
» FIPS FEF TLS FrE-FimEEFEH ELBSecurityPolicy-TLS13-1-0-FIPS-PQ-2025-09
 FIPS KE-FimiEEME A ELBSecurityPolicy-TLS13-1-0-FIPS-2023-04
- FET TLS KEE-FiREREME A ELBSecurityPolicy-TLS13-1-0-PQ-2025-09
« TLS 1.3 BUR-TEimiE#E#E A ELBSecurityPolicy-TLS13-1-0-2021-06
- Hfth TLS FKEE-FimiEREFE A ELBSecurityPolicy-2016-08
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https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/security_iam_service-with-iam.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html

ELB B AR A EER

TR
+ describe-ssl-policies#n 5 R4l
« TLS Z& XM

- BERBERI DB

- BRI HNEB

- BEBX DR
« FIPS 2K

« BERBEXI DB

« BREBER 5B D

- REB DR
« FS XM KM

« BRI DI

< BEBEX 5B D

- REBX DR

describe-ssl-policies s 55 7R

BOERATSHRE S RENDIAER |, HEREHZEEFE R describe-ssl-policies AWS CLI %
B o

TR RBIHER T I8 ER K

aws elbv2 describe-ssl-policies \
--names "ELBSecurityPolicy-TLS13-1-2-Res-2021-06"

TR T REBHTEEIEEF T HARK,

aws elbv2 describe-ssl-policies \
--query "SslPolicies[?contains(Name, 'FIPS')].Name"

TR RIS T 2 71 E LAY R RS,

aws elbv2 describe-ssl-policies \
--query "SslPolicies[?contains(SslProtocols, 'TLSv1.3')].Name"

describe-ssl-policies 45 =l 56


https://docs.aws.amazon.com/cli/latest/reference/elbv2/describe-ssl-policies.html

ELB NARFARSEE
TR RBIFIH T 21 E R DAY RS,

aws elbv2 describe-ssl-policies \
--query "SslPolicies[?Ciphers[?contains(Name, 'TLS_AES_128 GCM_SHA256')]].Name"

LU RGIZIE T A X IFEE R DR R,

aws elbv2 describe-ssl-policies \
--query 'SslPolicies[?length(Ciphers[?starts_with(Name, "AES128-GCM-SHA256")]) ==
"0 ].Name'
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BEREE

ELBSecurity B3 -TLS13 -1-2-2021-06

ELBSecurity B % TLS13 -1-2-PQ-2025-09

ELBSecurity B2k TLS13 -1-2-Res-2021-06

ELBSecurity B2k -1-2-res TLS13-pq-2025-09

ELBSecurityB % TLS13 -1-2-Ext2-2021-06

ELBSecurity B3R -1-2-ext2-TLS13 pg-2025-09

ELBSecurity B3 TLS13 -1-2-Ext1-2021-06

ELBSecurity B2k -1-2-ext1-TLS13 pg-2025-09

ELBSecurity Bl Z&-TLS13 -1-1-2021-06

ELBSecurity B{2-1-0 TLS13 -2021-06

ELBSecurity i %-1-0 TLS13-PQ-2025-09

ELBSecurityPolicy-tls-1-2-ext-2018-06
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BEREE

ELBSecurityPolicy-tls-1-2-2017-01

ELBSecurity Bt %-tls-1-1-2017-01

ELBSecurity Bt %€-2016-08

B R BE X 7 1Y B8

TRERT BN TLS T2 RMIIFHED,

TR
ELBSecurity Bl Z-TLS13 -1-3-2021-06

ELBSecurity B2k TLS13 -1-3-PQ-2025-09

ELBSecurity i ZR-TLS13 -1-2-2021-06

ELBSecurityB{ %€ TLS13 -1-2-PQ-2025-09

ELBSecurity {2k TLS13 -1-2-Res-2021-06

TLS TLS TLS TLS

1.3 1.2 1.1 1.0

5 5 '
=) = =) =)

5 >’
=) = = =)

5
=) =3 =3 =3

e

TLS_AES_128_GCM_ SHA256
TLS_AES_256_GCM_ SHA384
TLS_0_05_CHACHA2 POLY13 SHA256

TLS_AES_128_GCM_ SHA256
TLS_AES_256_GCM_ SHA384
TLS_0_05_CHACHAZ2 POLY13 SHA256
ECDHE-ECDSA--GCM-AES128 SHA256
ECDHE-RSA--GCM-AES128 SHA256
ECDHE-ECDSA--AES128 SHA256
ECDHE-RSA--AES128 SHA256
ECDHE-ECDSA--GCM-AES256 SHA384
ECDHE-RSA--GCM-AES256 SHA384
ECDHE-ECDSA--AES256 SHA384
ECDHE-RSA--AES256 SHA384

TLS_AES_128_GCM_ SHA256
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TR
ELBSecurity Bl 2R-1-2-res TLS13-pq-2025-09

ELBSecurity % TLS13 -1-2-Ext2-2021-06

ELBSecurity BiR-1-2-ext2-TLS13 pg-2025-09

=55

TLS_AES_256_GCM_ SHA384
TLS_0_05_CHACHA2 POLY13 SHA256
ECDHE-ECDSA--GCM-AES128 SHA256
ECDHE-RSA--GCM-AES128 SHA256
ECDHE-ECDSA--GCM-AES256 SHA384
ECDHE-RSA--GCM-AES256 SHA384

TLS_AES_128 _GCM_ SHA256
TLS_AES_256_GCM_ SHA384
TLS_0_05_CHACHA2 POLY13 SHA256
ECDHE-ECDSA--GCM-AES128 SHA256
ECDHE-RSA--GCM-AES128 SHA256
ECDHE-ECDSA--AES128 SHA256
ECDHE-RSA--AES128 SHA256
ECDHE-ECDSA--SHA AES128
ECDHE-RSA--SHA AES128
ECDHE-ECDSA--GCM-AES256 SHA384
ECDHE-RSA--GCM-AES256 SHA384
ECDHE-ECDSA--AES256 SHA384
ECDHE-RSA--AES256 SHA384
ECDHE-ECDSA--SHA AES256
ECDHE-RSA--SHA AES256
AES128-GCM-SHA256
AES128-SHA256

AES128-SHA

AES256-GCM-SHA384
AES256-SHA256

AES256-SHA
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ELBSecurity % TLS13 -1-2-Ext1-2021-06

ELBSecurity Bl 2R -1-2-ext1-TLS13 pg-2025-09
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TLS_AES_128_GCM_ SHA256
TLS_AES_256_GCM_ SHA384
TLS_0_05_CHACHA2 POLY13 SHA256
ECDHE-ECDSA--GCM-AES128 SHA256
ECDHE-RSA--GCM-AES128 SHA256
ECDHE-ECDSA--AES128 SHA256
ECDHE-RSA--AES128 SHA256
ECDHE-ECDSA--GCM-AES256 SHA384
ECDHE-RSA--GCM-AES256 SHA384
ECDHE-ECDSA--AES256 SHA384
ECDHE-RSA--AES256 SHA384
AES128-GCM-SHA256
AES128-SHA256
AES256-GCM-SHA384
AES256-SHA256
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ELBSecurity BiZ-TLS13 -1-1-2021-06 + TLS_AES_128 GCM_ SHA256
+ TLS_AES_256_GCM_ SHA384
+ TLS_0_05_CHACHA2 POLY13 SHA256
+ ECDHE-ECDSA--GCM-AES128 SHA256
+ ECDHE-RSA--GCM-AES128 SHA256
+ ECDHE-ECDSA--AES128 SHA256
+ ECDHE-RSA--AES128 SHA256
+ ECDHE-ECDSA--SHA AES128
+ ECDHE-RSA--SHA AES128
+ ECDHE-ECDSA--GCM-AES256 SHA384
+ ECDHE-RSA--GCM-AES256 SHA384
+ ECDHE-ECDSA--AES256 SHA384
+ ECDHE-RSA--AES256 SHA384
+ ECDHE-ECDSA--SHA AES256
+ ECDHE-RSA--SHA AES256
+ AES128-GCM-SHA256
+ AES128-SHA256
+ AES128-SHA
+ AES256-GCM-SHA384
+ AES256-SHA256
+ AES256-SHA
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ELBSecurity i Z-1-0 TLS13 -2021-06

ELBSecurity B %-1-0 TLS13-PQ-2025-09
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TLS_AES_128_GCM_ SHA256
TLS_AES_256_GCM_ SHA384
TLS_0_05_CHACHA2 POLY13 SHA256
ECDHE-ECDSA--GCM-AES128 SHA256
ECDHE-RSA--GCM-AES128 SHA256
ECDHE-ECDSA--AES128 SHA256
ECDHE-RSA--AES128 SHA256
ECDHE-ECDSA--SHA AES128
ECDHE-RSA--SHA AES128
ECDHE-ECDSA--GCM-AES256 SHA384
ECDHE-RSA--GCM-AES256 SHA384
ECDHE-ECDSA--AES256 SHA384
ECDHE-RSA--AES256 SHA384
ECDHE-ECDSA--SHA AES256
ECDHE-RSA--SHA AES256
AES128-GCM-SHA256
AES128-SHA256

AES128-SHA

AES256-GCM-SHA384
AES256-SHA256

AES256-SHA
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ELBSecurityPolicy-tls-1-2-ext-2018-06
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ECDHE-ECDSA--GCM-AES128 SHA256
ECDHE-RSA--GCM-AES128 SHA256
ECDHE-ECDSA--AES128 SHA256
ECDHE-RSA--AES128 SHA256
ECDHE-ECDSA--SHA AES128
ECDHE-RSA--SHA AES128
ECDHE-ECDSA--GCM-AES256 SHA384
ECDHE-RSA--GCM-AES256 SHA384
ECDHE-ECDSA--AES256 SHA384
ECDHE-RSA--AES256 SHA384
ECDHE-ECDSA--SHA AES256
ECDHE-RSA--SHA AES256
AES128-GCM-SHA256
AES128-SHA256

AES128-SHA

AES256-GCM-SHA384
AES256-SHA256

AES256-SHA
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ELBSecurityPolicy-tls-1-2-2017-01
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ECDHE-ECDSA--GCM-AES128 SHA256
ECDHE-RSA--GCM-AES128 SHA256
ECDHE-ECDSA--AES128 SHA256
ECDHE-RSA--AES128 SHA256
ECDHE-ECDSA--GCM-AES256 SHA384
ECDHE-RSA--GCM-AES256 SHA384
ECDHE-ECDSA--AES256 SHA384
ECDHE-RSA--AES256 SHA384
AES128-GCM-SHA256
AES128-SHA256
AES256-GCM-SHA384
AES256-SHA256
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ELBSecurity B %-tls-1-1-2017-01

=55

ECDHE-ECDSA--GCM-AES128 SHA256
ECDHE-RSA--GCM-AES128 SHA256
ECDHE-ECDSA--AES128 SHA256
ECDHE-RSA--AES128 SHA256
ECDHE-ECDSA--SHA AES128
ECDHE-RSA--SHA AES128
ECDHE-ECDSA--GCM-AES256 SHA384
ECDHE-RSA--GCM-AES256 SHA384
ECDHE-ECDSA--AES256 SHA384
ECDHE-RSA--AES256 SHA384
ECDHE-ECDSA--SHA AES256
ECDHE-RSA--SHA AES256
AES128-GCM-SHA256
AES128-SHA256

AES128-SHA

AES256-GCM-SHA384
AES256-SHA256

AES256-SHA
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ELBSecurity B %€-2016-08

BB X 72 B R B

TRER T ZFFNPHDH TLS TR

R

OpenSSL — TLS_AES_128_GCM_
SHA256

IANA — TLS_AES_128_GCM_ SHA256

=g

+ ECDHE-ECDSA--GCM-AES128 SHA256
+ ECDHE-RSA--GCM-AES128 SHA256
+ ECDHE-ECDSA--AES128 SHA256

+ ECDHE-RSA--AES128 SHA256

+ ECDHE-ECDSA--SHA AES128
+ ECDHE-RSA--SHA AES128

+ ECDHE-ECDSA--GCM-AES256 SHA384
+ ECDHE-RSA--GCM-AES256 SHA384
+ ECDHE-ECDSA--AES256 SHA384

+ ECDHE-RSA--AES256 SHA384

+ ECDHE-ECDSA--SHA AES256
+ ECDHE-RSA--SHA AES256

+ AES128-GCM-SHA256

+ AES128-SHA256

+ AES128-SHA

+ AES256-GCM-SHA384

+ AES256-SHA256

+ AES256-SHA

RERME

 ELBSecurityBt%-TLS13 -1-3-2021-06

 ELBSecurityBt% TLS13 -1-3-PQ-2
025-09

 ELBSecurityBt%-TLS13 -1-2-2021-06
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 ELBSecurity Bt TLS13 -1-2-PQ-2
025-09

 ELBSecurityB{® TLS13 -1-2-Res-
2021-06

 ELBSecurityB{%€-1-2-res TLS13-pg-
2025-09

 ELBSecurityB{® TLS13 -1-2-Ext2
-2021-06

+ ELBSecurityB{ZR-1-2-ext2-TLS13
pg-2025-09

« ELBSecurity {3 TLS13 -1-2-Ext1
-2021-06

+ ELBSecurityB{ZR-1-2-ext1-TLS13
pg-2025-09

« ELBSecurity BtR-TLS13 -1-1-2021-06
« ELBSecurityBt%-1-0 TLS13 -2021-06

 ELBSecurityB(%-1-0 TLS13-PQ-
2025-09
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OpenSSL — TLS_AES_256_GCM_
SHA384

IANA — TLS_AES_256_GCM_ SHA384

R REE

« ELBSecurityBtR-TLS13 -1-3-2021-06

« ELBSecurity Bt TLS13 -1-3-PQ-2
025-09

« ELBSecurity BtR-TLS13 -1-2-2021-06

« ELBSecurity Bk TLS13 -1-2-PQ-2
025-09

« ELBSecurityB{® TLS13 -1-2-Res-
2021-06

« ELBSecurityB{%-1-2-res TLS13-pg-
2025-09

« ELBSecurity B3R TLS13 -1-2-Ext2
-2021-06

 ELBSecurityB{%€-1-2-ext2-TLS13
pg-2025-09

« ELBSecurity B3R TLS13 -1-2-Ext1
-2021-06

+ ELBSecurityB{%R-1-2-ext1-TLS13
pg-2025-09

« ELBSecurity BtR-TLS13 -1-1-2021-06
« ELBSecurityBt%-1-0 TLS13 -2021-06

« ELBSecurityB&-1-0 TLS13-PQ-
2025-09
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OpenSSL — TL CHACHA2 S_0_05_ + ELBSecurityB{5%&-TLS13 -1-3-2021-06 1303
POLY13 SHA256 - ELBSecurity B3& TLS13 -1-3-PQ-2
IANA — TLS CHACHA2 _0_05_ 025-09
POLY13 SHA256 + ELBSecurity i%-TLS13 -1-2-2021-06
 ELBSecurity Bt TLS13 -1-2-PQ-2
025-09
 ELBSecurityB{® TLS13 -1-2-Res-
2021-06
« ELBSecurityB{%€-1-2-res TLS13-pg-
2025-09
 ELBSecurity {3 TLS13 -1-2-Ext2
-2021-06
+ ELBSecurityB{ZR-1-2-ext2-TLS13
pg-2025-09
« ELBSecurity {3 TLS13 -1-2-Ext1
-2021-06
+ ELBSecurityB{ZR-1-2-ext1-TLS13
pg-2025-09

« ELBSecurity BtR-TLS13 -1-1-2021-06
« ELBSecurityBt%-1-0 TLS13 -2021-06

 ELBSecurityB{%-1-0 TLS13-PQ-
2025-09
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OpenSSL — ECDHE-ECDSA-AES 128- « ELBSecurityB{®R-TLS13 -1-2-2021-06  c02b
GCM-SHA256 « ELBSecurityB(% TLS13 -1-2-PQ-2
IANA — TLS_ECDHE_ECDSA_WI 025-09
TH AES 128 GCM SHA256  ELBSecurity B2k TLS13 -1-2-Res-
2021-06
 ELBSecurityB{%€-1-2-res TLS13-pg-
2025-09
« ELBSecurity B TLS13 -1-2-Ext2
-2021-06
+ ELBSecurityBl%-1-2-ext2-TLS13
pg-2025-09
+ ELBSecurityB{ZR TLS13 -1-2-Ext1
-2021-06
+ ELBSecurityBl%-1-2-ext1-TLS13
pg-2025-09

« ELBSecurityBtR-TLS13 -1-1-2021-06
« ELBSecurityBt%-1-0 TLS13 -2021-06

« ELBSecurityB-1-0 TLS13-PQ-
2025-09

» ELBSecurityPolicy-tls-1-2-ext-2018-06
» ELBSecurityPolicy-tls-1-2-2017-01

« ELBSecurity Bt ®-tls-1-1-2017-01
 ELBSecurityB{%-2016-08
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OpenSSL — ECDHE-RSA-AES 128-
GCM-SHA256

IANA — TLS_ECDHE_RSA _WITH
_AES_128_GCM_ SHA256

R REE

« ELBSecurityBtR-TLS13 -1-2-2021-06

 ELBSecurity Bt TLS13 -1-2-PQ-2
025-09

« ELBSecurityB{® TLS13 -1-2-Res-
2021-06

 ELBSecurityB{%€-1-2-res TLS13-pg-
2025-09

 ELBSecurityB{® TLS13 -1-2-Ext2
-2021-06

+ ELBSecurityB{ZR-1-2-ext2-TLS13
pg-2025-09

« ELBSecurity {3 TLS13 -1-2-Ext1
-2021-06

+ ELBSecurityB{%R-1-2-ext1-TLS13
pg-2025-09

« ELBSecurityBtR-TLS13 -1-1-2021-06
« ELBSecurityBt%-1-0 TLS13 -2021-06

 ELBSecurityB(%-1-0 TLS13-PQ-
2025-09

» ELBSecurityPolicy-tls-1-2-ext-2018-06
» ELBSecurityPolicy-tls-1-2-2017-01

« ELBSecurity B %-tls-1-1-2017-01
 ELBSecurityB{%£-2016-08
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OpenSSL — 12 8- ECDHE-ECDSA-
AES SHA256

IANA — TLS_ECDHE_ECDSA_WiI
TH_AES_128_CBC_ SHA256

R REE

« ELBSecurityBtR-TLS13 -1-2-2021-06

« ELBSecurity B3R TLS13 -1-2-PQ-2
025-09

« ELBSecurity B3R TLS13 -1-2-Ext2
-2021-06

 ELBSecurityB{%€-1-2-ext2-TLS13
pg-2025-09

« ELBSecurity B3R TLS13 -1-2-Ext1
-2021-06

 ELBSecurityB{%€-1-2-ext1-TLS13
pg-2025-09

« ELBSecurityBtR-TLS13 -1-1-2021-06
« ELBSecurityBt%-1-0 TLS13 -2021-06

« ELBSecurityB%-1-0 TLS13-PQ-
2025-09

» ELBSecurityPolicy-tls-1-2-ext-2018-06
» ELBSecurityPolicy-tls-1-2-2017-01

« ELBSecurity Bt -tls-1-1-2017-01
 ELBSecurityB{%-2016-08
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OpenSSL — 12 8- ECDHE-RSA-AES
SHA256

IANA — TLS_ECDHE_RSA _WITH
_AES_128_CBC_ SHA256

OpenSSL — 128-SHA ECDHE-ECDSA-

AES

IANA : TLS_ECDHE_ECDSA W
ITH_AES_128 CBC_SHA

R REE

« ELBSecurityBtR-TLS13 -1-2-2021-06

« ELBSecurity B3R TLS13 -1-2-PQ-2
025-09

 ELBSecurity {3 TLS13 -1-2-Ext2
-2021-06

+ ELBSecurityB{ZR-1-2-ext2-TLS13
pq-2025-09

 ELBSecurity Bt TLS13 -1-2-Ext1
-2021-06

+ ELBSecurityB{%R-1-2-ext1-TLS13
pq-2025-09

« ELBSecurity BtR-TLS13 -1-1-2021-06
« ELBSecurityBt%-1-0 TLS13 -2021-06

« ELBSecurityB{%-1-0 TLS13-PQ-
2025-09

» ELBSecurityPolicy-tls-1-2-ext-2018-06
« ELBSecurityPolicy-tls-1-2-2017-01

« ELBSecurity Bt 3R-tls-1-1-2017-01
 ELBSecurityB(%£-2016-08

« ELBSecurity 3K TLS13 -1-2-Ext2
-2021-06

+ ELBSecurityB{ZR-1-2-ext2-TLS13
pg-2025-09

« ELBSecurityBtR-TLS13 -1-1-2021-06
« ELBSecurityBt®-1-0 TLS13 -2021-06

« ELBSecurityB%-1-0 TLS13-PQ-
2025-09

» ELBSecurityPolicy-tls-1-2-ext-2018-06
« ELBSecurity Bt %-tls-1-1-2017-01
+ ELBSecurityB{%-2016-08
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OpenSSL — 128-SHA ECDHE-RSA-
AES

IANA : TLS_ECDHE_RSA_WIT
H_AES_128 CBC_SHA

R REE

 ELBSecurityB{® TLS13 -1-2-Ext2
-2021-06

+ ELBSecurityB{ZR-1-2-ext2-TLS13
pg-2025-09

« ELBSecurityBtR-TLS13 -1-1-2021-06
« ELBSecurityBt%-1-0 TLS13 -2021-06

 ELBSecurityB{%-1-0 TLS13-PQ-
2025-09

» ELBSecurityPolicy-tls-1-2-ext-2018-06
« ELBSecurity B %-tls-1-1-2017-01
 ELBSecurityB{%£-2016-08
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OpenSSL — ECDHE-ECDSA-AES 256-
GCM-SHA384

IANA — TLS_ECDHE_ECDSA_WiI
TH_AES_256_GCM_ SHA384

R REE

« ELBSecurityBtR-TLS13 -1-2-2021-06

« ELBSecurity B3R TLS13 -1-2-PQ-2
025-09

« ELBSecurityB{® TLS13 -1-2-Res-
2021-06

 ELBSecurityB{%-1-2-res TLS13-pg-
2025-09

« ELBSecurity B3R TLS13 -1-2-Ext2
-2021-06

 ELBSecurityB{%€-1-2-ext2-TLS13
pg-2025-09

« ELBSecurity B3R TLS13 -1-2-Ext1
-2021-06

 ELBSecurity Bl %€-1-2-ext1-TLS13
pg-2025-09

« ELBSecurityBtR-TLS13 -1-1-2021-06
« ELBSecurityBt%-1-0 TLS13 -2021-06

« ELBSecurityB-1-0 TLS13-PQ-
2025-09

» ELBSecurityPolicy-tls-1-2-ext-2018-06
» ELBSecurityPolicy-tls-1-2-2017-01

« ELBSecurity Bt ®-tls-1-1-2017-01
 ELBSecurityB{%-2016-08
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OpenSSL — ECDHE-RSA-AES 256-
GCM-SHA384

IANA — TLS_ECDHE_RSA _WITH
_AES_256_GCM_ SHA384

R REE

« ELBSecurityBtR-TLS13 -1-2-2021-06

 ELBSecurity Bt TLS13 -1-2-PQ-2
025-09

« ELBSecurityB{® TLS13 -1-2-Res-
2021-06

 ELBSecurityB{%€-1-2-res TLS13-pg-
2025-09

 ELBSecurityB{® TLS13 -1-2-Ext2
-2021-06

+ ELBSecurityB{ZR-1-2-ext2-TLS13
pg-2025-09

« ELBSecurity {3 TLS13 -1-2-Ext1
-2021-06

+ ELBSecurityB{%R-1-2-ext1-TLS13
pg-2025-09

« ELBSecurityBtR-TLS13 -1-1-2021-06
« ELBSecurityBt%-1-0 TLS13 -2021-06

 ELBSecurityB(%-1-0 TLS13-PQ-
2025-09

» ELBSecurityPolicy-tls-1-2-ext-2018-06
» ELBSecurityPolicy-tls-1-2-2017-01

« ELBSecurity B %-tls-1-1-2017-01
 ELBSecurityB{%£-2016-08
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OpenSSL — 25 6- ECDHE-ECDSA-
AES SHA384

IANA — TLS_ECDHE_ECDSA_WiI
TH_AES_256_CBC_ SHA384

R REE

« ELBSecurityBtR-TLS13 -1-2-2021-06

« ELBSecurity B3R TLS13 -1-2-PQ-2
025-09

« ELBSecurity B3R TLS13 -1-2-Ext2
-2021-06

 ELBSecurityB{%€-1-2-ext2-TLS13
pg-2025-09

« ELBSecurity B3R TLS13 -1-2-Ext1
-2021-06

 ELBSecurityB{%€-1-2-ext1-TLS13
pg-2025-09

« ELBSecurityBtR-TLS13 -1-1-2021-06
« ELBSecurityBt%-1-0 TLS13 -2021-06

« ELBSecurityB%-1-0 TLS13-PQ-
2025-09

» ELBSecurityPolicy-tls-1-2-ext-2018-06
» ELBSecurityPolicy-tls-1-2-2017-01

« ELBSecurity Bt -tls-1-1-2017-01
 ELBSecurityB{%-2016-08
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OpenSSL — 25 6- ECDHE-RSA-AES
SHA384

IANA — TLS_ECDHE_RSA _WITH
_AES_256_CBC_ SHA384

OpenSSL — 256-SHA ECDHE-ECDSA-

AES

IANA : TLS_ECDHE_ECDSA W
ITH_AES_256_CBC_SHA

R REE

« ELBSecurityBtR-TLS13 -1-2-2021-06

« ELBSecurity B3R TLS13 -1-2-PQ-2
025-09

 ELBSecurity {3 TLS13 -1-2-Ext2
-2021-06

+ ELBSecurityB{ZR-1-2-ext2-TLS13
pq-2025-09

 ELBSecurity Bt TLS13 -1-2-Ext1
-2021-06

+ ELBSecurityB{%R-1-2-ext1-TLS13
pq-2025-09

« ELBSecurity BtR-TLS13 -1-1-2021-06
« ELBSecurityBt%-1-0 TLS13 -2021-06

« ELBSecurityB{%-1-0 TLS13-PQ-
2025-09

» ELBSecurityPolicy-tls-1-2-ext-2018-06
« ELBSecurityPolicy-tls-1-2-2017-01

« ELBSecurity Bt 3R-tls-1-1-2017-01
 ELBSecurityB(%£-2016-08

« ELBSecurity 3K TLS13 -1-2-Ext2
-2021-06

+ ELBSecurityB{ZR-1-2-ext2-TLS13
pg-2025-09

« ELBSecurityBtR-TLS13 -1-1-2021-06
« ELBSecurityBt®-1-0 TLS13 -2021-06

« ELBSecurityB%-1-0 TLS13-PQ-
2025-09

» ELBSecurityPolicy-tls-1-2-ext-2018-06
« ELBSecurity Bt %-tls-1-1-2017-01
+ ELBSecurityB{%-2016-08
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OpenSSL — 256-SHA ECDHE-RSA-
AES

IANA : TLS_ECDHE_RSA_WIT
H_AES_256_CBC_SHA

OpenSSL — AES128 G CM-SHA256

IANA — TLS_RSA WITH_AES _1
28_GCM_ SHA256

gogcay ) REEH
« ELBSecurity B TLS13 -1-2-Ext2 c014
-2021-06
+ ELBSecurityB{ZR-1-2-ext2-TLS13
pg-2025-09
« ELBSecurityB{ZR-TLS13 -1-1-2021-06
+ ELBSecurityB{%&-1-0 TLS13 -2021-06
« ELBSecurityBt%-1-0 TLS13-PQ-
2025-09
» ELBSecurityPolicy-tls-1-2-ext-2018-06
« ELBSecurity Bt %-tls-1-1-2017-01
 ELBSecurityB{%£-2016-08
 ELBSecurity B3 TLS13 -1-2-Ext2 9c
-2021-06
+ ELBSecurityB{ZR-1-2-ext2-TLS13
pg-2025-09
 ELBSecurity (%€ TLS13 -1-2-Ext1
-2021-06
+ ELBSecurityB{ZR-1-2-ext1-TLS13
pg-2025-09

ELBSecurity B Z&-TLS13 -1-1-2021-06
ELBSecurity{2€-1-0 TLS13 -2021-06

ELBSecurity Bl %R-1-0 TLS13-PQ-
2025-09

ELBSecurityPolicy-tls-1-2-ext-2018-06
ELBSecurityPolicy-tls-1-2-2017-01
ELBSecurity B %-tls-1-1-2017-01
ELBSecurityB{%-2016-08
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OpenSSL — AES128 SHA256 + ELBSecurity B3 TLS13 -1-2-Ext2 3c
-2021-06
IANA — TLS_RSA WITH_AES_1 ELBS ity B 1 -2-ext2-TLS13
28_CBC_ SHA256 e
pq-2025-09
« ELBSecurity {3 TLS13 -1-2-Ext1
-2021-06
+ ELBSecurityB{ZR-1-2-ext1-TLS13
pq-2025-09

« ELBSecurityBtR-TLS13 -1-1-2021-06
« ELBSecurityBt%-1-0 TLS13 -2021-06

« ELBSecurityB{%-1-0 TLS13-PQ-
2025-09

» ELBSecurityPolicy-tls-1-2-ext-2018-06
« ELBSecurityPolicy-tls-1-2-2017-01

« ELBSecurity B 3R-tls-1-1-2017-01
 ELBSecurityB{%£-2016-08

OpenSSL —SHA AES128 - ELBSecurity % TLS13 -1-2-Ext2 of
-2021-06

IANA : TLS RSA WITH_AES_ L BSeourtv B 1-2-ox(2-TLS 13

128 _CBC_SHA ecurityBior-l-c-exte
pg-2025-09

« ELBSecurityBtR-TLS13 -1-1-2021-06
« ELBSecurityBt%-1-0 TLS13 -2021-06

« ELBSecurityB%-1-0 TLS13-PQ-
2025-09

» ELBSecurityPolicy-tls-1-2-ext-2018-06
« ELBSecurity Bt %-tls-1-1-2017-01
+ ELBSecurityB{%-2016-08
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OpenSSL — AES256 G CM-SHA384

IANA — TLS_RSA _WITH_AES_2
56_GCM_ SHA384
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 ELBSecurityB{® TLS13 -1-2-Ext2
-2021-06

+ ELBSecurityB{ZR-1-2-ext2-TLS13
pg-2025-09

« ELBSecurity {3 TLS13 -1-2-Ext1
-2021-06

+ ELBSecurityB{ZR-1-2-ext1-TLS13
pg-2025-09

« ELBSecurityBtR-TLS13 -1-1-2021-06
« ELBSecurityBt%-1-0 TLS13 -2021-06

 ELBSecurityB{%-1-0 TLS13-PQ-
2025-09

» ELBSecurityPolicy-tls-1-2-ext-2018-06
» ELBSecurityPolicy-tls-1-2-2017-01

« ELBSecurity Bt %-tls-1-1-2017-01
 ELBSecurityB{%£-2016-08
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OpenSSL — AES256 SHA256

IANA — TLS_RSA _WITH_AES_2
56_CBC_ SHA256

OpenSSL —SHA AES256

IANA : TLS_RSA WITH_AES_
256_CBC_SHA

R REE ZHEH

« ELBSecurity B3R TLS13 -1-2-Ext2 3d
-2021-06

 ELBSecurityB{%€-1-2-ext2-TLS13
pg-2025-09

« ELBSecurity B3R TLS13 -1-2-Ext1
-2021-06

 ELBSecurity Bl %€-1-2-ext1-TLS13
pg-2025-09

« ELBSecurity BtR-TLS13 -1-1-2021-06
« ELBSecurityBt%-1-0 TLS13 -2021-06

« ELBSecurityB&-1-0 TLS13-PQ-
2025-09

» ELBSecurityPolicy-tls-1-2-ext-2018-06
» ELBSecurityPolicy-tls-1-2-2017-01

« ELBSecurity Bt -tls-1-1-2017-01
 ELBSecurityB{%-2016-08

 ELBSecurity B3 TLS13 -1-2-Ext2 35
-2021-06

+ ELBSecurityB{%R-1-2-ext2-TLS13
pg-2025-09

« ELBSecurityBtR-TLS13 -1-1-2021-06
« ELBSecurityBt®-1-0 TLS13 -2021-06

« ELBSecurityB%-1-0 TLS13-PQ-
2025-09

» ELBSecurityPolicy-tls-1-2-ext-2018-06
« ELBSecurity Bt %-tls-1-1-2017-01
+ ELBSecurityB{(%-2016-08
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EXFBE B IESRHE ( FIPS ) REXEFMMEARBFIRA |, EFHE 7R ERBE BN INZERL
Z2ER, ETHESZEER |, 55 AWS Cloud K2 ME& M M TUHE L Y EE B FB{E A IEFR
( FIPS ) 140,

FiE FIPS KB FIA AWS-LC FIPS BiIFWIMNZEIR, ETHESZELE , S H NIST Cryptographic
Module Validation Program M5 _E# AWS-LC Cryptographic Module TTH

/A Important

K B& ELBSecurityPolicy-TLS13-1-1-FIPS-2023-04 # ELBSecurityPolicy-
TLS13-1-0-FIPS-2023-04 RREATSIHMARMER, SAMIER FIPS14 0 EREH
FIPS % , B/ eERRFEHZFH NIST TLS BB,

&

« BRBEXI DI
- BRBXI D WED
- BREBX 28K

B R BE X 7 Y 1L

TRERT B FIPS R R IFH NI

TERM TLS TLS TLS TLS
1.3 1.2 1.1 1.0
ELBSecurityl % TLS13 -1-3-FIPS-2023-04 s s &
= =] =] =]
ELBSecurityl%€-1-3-FIP TLS13 S-PQ-2025-09 s s '3
= =) =) =)
ELBSecurityl % TLS13 -1-2-FIPS-2023-04 s &
= = =) =)
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ELBSecurity B %€-1-2-FIP TLS13 S-PQ-2025-09

ELBSecurity B 2R -1-2-res TLS13-fips-2023-04

ELBSecurityPolicy-1-2-res TLS13-fips-pq-2025-09

ELBSecurity B %€-1-2-ext2-f TLS13 ips-2023-04

ELBSecurity Bl 2R -1-2-ext2-f TLS13 ips-pg-2025-09

ELBSecurity Bl %&-1-2-ext1-f TLS13 ips-2023-04

ELBSecurity B & -1-2-ext1-f TLS13 ips-pg-2025-09

ELBSecurity Bl %&-1-2-ext0 TLS13-fips-2023-04

ELBSecurity B 2R -1-2-ext0-f TLS13 ips-pg-2025-09

ELBSecurity % TLS13 -1-1-FIPS-2023-04

ELBSecurity B 2&-1-0 TLS13-FIPS-2023-04
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ELBSecurity B2 TLS13 -1-3-FIPS-2023-04
ELBSecurityB{%&-1-3-FIP TLS13 S-PQ-2025-09
ELBSecurity B2 TLS13 -1-2-FIPS-2023-04

ELBSecurityB{Z&-1-2-FIP TLS13 S-PQ-2025-09

ELBSecurity B 2k-1-2-res TLS13-fips-2023-04

ELBSecurityPolicy-1-2-res TLS13-fips-pg-2025
-09

ELBSecurity Bl 2R -1-2-ext2-f TLS13 ips-2023-04

ELBSecurity B Z€-1-2-ext2-f TLS13 ips-pg-20
25-09

=g

TLS_AES_128_GCM_ SHA256
TLS_AES_256_GCM_ SHA384

TLS_AES_128_GCM_ SHA256
TLS_AES_256_GCM_ SHA384
ECDHE-ECDSA--GCM-AES128 SHA256
ECDHE-RSA--GCM-AES128 SHA256
ECDHE-ECDSA--AES128 SHA256
ECDHE-RSA--AES128 SHA256
ECDHE-ECDSA--GCM-AES256 SHA384
ECDHE-RSA--GCM-AES256 SHA384
ECDHE-ECDSA--AES256 SHA384
ECDHE-RSA--AES256 SHA384

TLS_AES_128_GCM_ SHA256
TLS_AES_256_GCM_ SHA384
ECDHE-ECDSA--GCM-AES128 SHA256
ECDHE-RSA--GCM-AES128 SHA256
ECDHE-ECDSA--GCM-AES256 SHA384
ECDHE-RSA--GCM-AES256 SHA384

TLS_AES_128_GCM_ SHA256
TLS_AES_256_GCM_ SHA384
ECDHE-ECDSA--GCM-AES128 SHA256
ECDHE-RSA--GCM-AES128 SHA256
ECDHE-ECDSA--AES128 SHA256
ECDHE-RSA--AES128 SHA256

FIPS R4 KR

96



ELB

B AR A EER

BEREE

ELBSecurity Bl 2R -1-2-ext1-f TLS13 ips-2023-04

ELBSecurity Bt -1-2-ext1-f TLS13 ips-pg-20
25-09

=55

ECDHE-ECDSA--SHA AES128
ECDHE-RSA--SHA AES128
ECDHE-ECDSA--GCM-AES256 SHA384
ECDHE-RSA--GCM-AES256 SHA384
ECDHE-ECDSA--AES256 SHA384
ECDHE-RSA--AES256 SHA384
ECDHE-RSA--SHA AES256
ECDHE-ECDSA--SHA AES256
AES128-GCM-SHA256
AES128-SHA256

AES128-SHA

AES256-GCM-SHA384
AES256-SHA256

AES256-SHA

TLS_AES_128_GCM_ SHA256
TLS_AES_256_GCM_ SHA384
ECDHE-ECDSA--GCM-AES128 SHA256
ECDHE-RSA--GCM-AES128 SHA256
ECDHE-ECDSA--AES128 SHA256
ECDHE-RSA--AES128 SHA256
ECDHE-ECDSA--GCM-AES256 SHA384
ECDHE-RSA--GCM-AES256 SHA384
ECDHE-ECDSA--AES256 SHA384
ECDHE-RSA--AES256 SHA384
AES128-GCM-SHA256
AES128-SHA256
AES256-GCM-SHA384
AES256-SHA256

FIPS R4 KR

97



ELB B AR A EER

TR )
ELBSecurity Bt -1-2-ext0 TLS13-fips-2023-04  + TLS_AES_128_GCM_ SHA256
ELBSecurity B #-1-2-ext0-f TLS13 ips-pg-20 * TLS_AES_256_GCM._ SHA384
- + ECDHE-ECDSA-GCM-AES128 SHA256
+ ECDHE-RSA-GCM-AES128 SHA256
+ ECDHE-ECDSA--AES128 SHA256
+ ECDHE-RSA-AES128 SHA256
- ECDHE-ECDSA--SHA AES128
+ ECDHE-RSA-SHA AES128
+ ECDHE-ECDSA--GCM-AES256 SHA384
+ ECDHE-RSA-GCM-AES256 SHA384
+ ECDHE-ECDSA--AES256 SHA384
+ ECDHE-RSA-AES256 SHA384
+ ECDHE-RSA-SHA AES256
+ ECDHE-ECDSA--SHA AES256
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ELBSecurityB % TLS13 -1-1-FIPS-2023-04

=55

TLS_AES_128_GCM_ SHA256
TLS_AES_256_GCM_ SHA384
ECDHE-ECDSA--GCM-AES128 SHA256
ECDHE-RSA--GCM-AES128 SHA256
ECDHE-ECDSA--AES128 SHA256
ECDHE-RSA--AES128 SHA256
ECDHE-ECDSA--SHA AES128
ECDHE-RSA--SHA AES128
ECDHE-ECDSA--GCM-AES256 SHA384
ECDHE-RSA--GCM-AES256 SHA384
ECDHE-ECDSA--AES256 SHA384
ECDHE-RSA--AES256 SHA384
ECDHE-RSA--SHA AES256
ECDHE-ECDSA--SHA AES256
AES128-GCM-SHA256
AES128-SHA256

AES128-SHA

AES256-GCM-SHA384
AES256-SHA256

AES256-SHA
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ELBSecurity B %€-1-0 TLS13-FIPS-2023-04

TLS_AES_128_GCM_ SHA256

+ TLS_AES_256_GCM_ SHA384

+ ECDHE-ECDSA--GCM-AES128 SHA256
+ ECDHE-RSA--GCM-AES128 SHA256

+ ECDHE-ECDSA--AES128 SHA256

+ ECDHE-RSA--AES128 SHA256

+ ECDHE-ECDSA--SHA AES128

+ ECDHE-RSA--SHA AES128

+ ECDHE-ECDSA--GCM-AES256 SHA384
+ ECDHE-RSA--GCM-AES256 SHA384

+ ECDHE-ECDSA--AES256 SHA384

+ ECDHE-RSA--AES256 SHA384

+ ECDHE-RSA--SHA AES256

+ ECDHE-ECDSA--SHA AES256

+ AES128-GCM-SHA256

+ AES128-SHA256

+ AES128-SHA

+ AES256-GCM-SHA384

+ AES256-SHA256

+ AES256-SHA

ELBSecurity B %€-1-0-FIP TLS13 S-PQ-2025-09

BB X 72 B R B
TRER T ZFFNRDH FIPS ZEXKMK,

TR Eoge o BREH
OpenSSL — TLS_AES_128 _GCM_ « ELBSecurityBt® TLS13 -1-3-FIPS 1301
SHA256 -2023-04

IANA — TLS_AES_128_GCM_ SHA256
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 ELBSecurityB{%€-1-3-FIP TLS13 S-
PQ-2025-09

« ELBSecurityB{%R-1-2-res TLS13-fip
s-2023-04

 ELBSecurity B %€-1-2-res-f TLS13 ips-
pg-2025-09

« ELBSecurityB{® TLS13 -1-2-FIPS
-2023-04

 ELBSecurityB{%€-1-2-FIP TLS13 S-
PQ-2025-09

+ ELBSecurity Bk -1-2-ext2-f TLS13
ips-2023-04

+ ELBSecurity Bk -1-2-ext2-f TLS13
ips-pgq-2025-09

+ ELBSecurity Bk -1-2-ext1-f TLS13
ips-2023-04

« ELBSecurity %k -1-2-ext1-f TLS13
ips-pq-2025-09

 ELBSecurity Bl %€-1-2-ext0 TLS13-fip
s-2023-04

+ ELBSecurity %R -1-2-ext0-f TLS13
ips-pq-2025-09

« ELBSecurityBt® TLS13 -1-1-FIPS
-2023-04

 ELBSecurityB(%-1-0 TLS13-FIP
S-2023-04

 ELBSecurityB{%-1-0-FIP TLS13 S-
PQ-2025-09
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OpenSSL — TLS_AES_256_GCM_
SHA384

IANA — TLS_AES_256_GCM_ SHA384
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+ ELBSecurityBt® TLS13 -1-3-FIPS
-2023-04

+ ELBSecurityB%-1-3-FIP TLS13 S-
PQ-2025-09

« ELBSecurity (%R -1-2-res TLS13-fip
s-2023-04

 ELBSecurityB{%€-1-2-res-f TLS13 ips-
pg-2025-09

« ELBSecurity B3R TLS13 -1-2-FIPS
-2023-04

 ELBSecurityB{%€-1-2-FIP TLS13 S-
PQ-2025-09

« ELBSecurityB{%€-1-2-ext2-f TLS13
ips-2023-04

« ELBSecurityB{%€-1-2-ext2-f TLS13
ips-pq-2025-09

« ELBSecurityB{%€-1-2-ext1-f TLS13
ips-2023-04

 ELBSecurityB{%€-1-2-ext1-f TLS13
ips-pq-2025-09

« ELBSecurity Bl %&-1-2-ext0 TLS13-fip
s-2023-04

« ELBSecurity B{%€-1-2-ext0-f TLS13
ips-pq-2025-09

+ ELBSecurityBt® TLS13 -1-1-FIPS
-2023-04

 ELBSecurityB{%-1-0 TLS13-FIP
S-2023-04

« ELBSecurityBt%-1-0-FIP TLS13 S-
PQ-2025-09
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OpenSSL — ECDHE-ECDSA-AES 128-
GCM-SHA256

IANA — TLS_ECDHE_ECDSA_WiI
TH_AES_128_GCM_ SHA256
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ELBSecurity B Z&-1-2-res TLS13-fip
s-2023-04

ELBSecurity B %&-1-2-res-f TLS13 ips-
pg-2025-09

ELBSecurityB{€ TLS13 -1-2-FIPS
-2023-04

ELBSecurityB{%&-1-2-FIP TLS13 S-
PQ-2025-09

ELBSecurity B %&-1-2-ext2-f TLS13
ips-2023-04

ELBSecurity B %&-1-2-ext2-f TLS13
ips-pgq-2025-09

ELBSecurity B %&-1-2-ext1-f TLS13
ips-2023-04

ELBSecurity B %&-1-2-ext1-f TLS13
ips-pq-2025-09

ELBSecurity B %&-1-2-ext0 TLS13-fip
s-2023-04

ELBSecurity B %&-1-2-ext0-f TLS13
ips-pq-2025-09

ELBSecurityB{€ TLS13 -1-1-FIPS
-2023-04

ELBSecurity B %€-1-0 TLS13-FIP
S-2023-04

ELBSecurityB{%&-1-0-FIP TLS13 S-
PQ-2025-09
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OpenSSL — ECDHE-RSA-AES 128-
GCM-SHA256

IANA — TLS_ECDHE_RSA _WITH
_AES_128_GCM_ SHA256

R REE

ELBSecurity B &-1-2-res TLS13-fip
s-2023-04

ELBSecurity B %&-1-2-res-f TLS13 ips-
pg-2025-09

ELBSecurityl{ 2 TLS13 -1-2-FIPS
-2023-04

ELBSecurity B %&-1-2-FIP TLS13 S-
PQ-2025-09

ELBSecurity B %&-1-2-ext2-f TLS13
ips-2023-04

ELBSecurity B %&-1-2-ext2-f TLS13
ips-pgq-2025-09

ELBSecurity B %&-1-2-ext1-f TLS13
ips-2023-04

ELBSecurity B %&-1-2-ext1-f TLS13
ips-pq-2025-09

ELBSecurity B %&-1-2-ext0 TLS13-fip
s-2023-04

ELBSecurity B %&-1-2-ext0-f TLS13
ips-pq-2025-09

ELBSecurity Bk TLS13 -1-1-FIPS
-2023-04

ELBSecurity{2&-1-0 TLS13-FIP
S-2023-04

ELBSecurity Bt %&-1-0-FIP TLS13 S-
PQ-2025-09
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OpenSSL — 12 8- ECDHE-ECDSA-
AES SHA256

IANA — TLS_ECDHE_ECDSA_WiI
TH_AES_128_CBC_ SHA256

R REE ZHEH

ELBSecurity {3 TLS13 -1-2-FIPS c023
-2023-04

ELBSecurityB{%&-1-2-FIP TLS13 S-
PQ-2025-09

ELBSecurity B %&-1-2-ext2-f TLS13
ips-2023-04

ELBSecurity B %&-1-2-ext2-f TLS13
ips-pq-2025-09

ELBSecurity B %&-1-2-ext1-f TLS13
ips-2023-04

ELBSecurity B %&-1-2-ext1-f TLS13
ips-pgq-2025-09

ELBSecurity B %&-1-2-ext0 TLS13-fip
s-2023-04

ELBSecurity B %&-1-2-ext0-f TLS13
ips-pq-2025-09

ELBSecurity € TLS13 -1-1-FIPS
-2023-04

ELBSecurityB(%€-1-0 TLS13-FIP
S-2023-04

ELBSecurityB{%&-1-0-FIP TLS13 S-
PQ-2025-09
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OpenSSL — 12 8- ECDHE-RSA-AES
SHA256

IANA — TLS_ECDHE_RSA _WITH
_AES_128_CBC_ SHA256
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ELBSecurity {2k TLS13 -1-2-FIPS c027
-2023-04

ELBSecurity B %&-1-2-FIP TLS13 S-
PQ-2025-09

ELBSecurity B %&-1-2-ext2-f TLS13
ips-2023-04

ELBSecurity B %&-1-2-ext2-f TLS13
ips-pgq-2025-09

ELBSecurity B %&-1-2-ext1-f TLS13
ips-2023-04

ELBSecurity B %&-1-2-ext1-f TLS13
ips-pgq-2025-09

ELBSecurity B %&-1-2-ext0 TLS13-fip
s-2023-04

ELBSecurity B %&-1-2-ext0-f TLS13
ips-pq-2025-09

ELBSecurity & TLS13 -1-1-FIPS
-2023-04

ELBSecurity{2&-1-0 TLS13-FIP
S-2023-04

ELBSecurity Bt %&-1-0-FIP TLS13 S-
PQ-2025-09
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OpenSSL — 128-SHA ECDHE-ECDSA-
AES

IANA : TLS_ECDHE_ECDSA_ W
ITH_AES_128 CBC_SHA

OpenSSL — 128-SHA ECDHE-RSA-
AES

IANA : TLS_ECDHE_RSA_WIT
H_AES_128 CBC_SHA

goge e RBEH

+ ELBSecurity Bk -1-2-ext2-f TLS13 c009
ips-2023-04

+ ELBSecurity %K -1-2-ext2-f TLS13
ips-pq-2025-09

« ELBSecurity Bl %€-1-2-ext0 TLS13-fip
s-2023-04

+ ELBSecurity %R -1-2-ext0-f TLS13
ips-pq-2025-09

 ELBSecurityB(%& TLS13 -1-1-FIPS
-2023-04

- ELBSecurityB%-1-0 TLS13-FIP
S-2023-04

+ ELBSecurityB%-1-0-FIP TLS13 S-
PQ-2025-09

+ ELBSecurity Bk -1-2-ext2-f TLS13 c013

ips-2023-04

ELBSecurity B %&-1-2-ext2-f TLS13
ips-pq-2025-09

ELBSecurity B %&-1-2-ext0 TLS13-fip
s-2023-04

ELBSecurity B %&-1-2-ext0-f TLS13
ips-pq-2025-09

ELBSecurity & TLS13 -1-1-FIPS
-2023-04

ELBSecurityBt2R-1-0 TLS13-FIP
S-2023-04

ELBSecurity Bt %&-1-0-FIP TLS13 S-
PQ-2025-09
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OpenSSL — ECDHE-ECDSA-AES 256-
GCM-SHA384

IANA — TLS_ECDHE_ECDSA_WiI
TH_AES_256_GCM_ SHA384
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ELBSecurity B Z&-1-2-res TLS13-fip
s-2023-04

ELBSecurity B %&-1-2-res-f TLS13 ips-
pg-2025-09

ELBSecurityB{€ TLS13 -1-2-FIPS
-2023-04

ELBSecurityB{%&-1-2-FIP TLS13 S-
PQ-2025-09

ELBSecurity B %&-1-2-ext2-f TLS13
ips-2023-04

ELBSecurity B %&-1-2-ext2-f TLS13
ips-pgq-2025-09

ELBSecurity B %&-1-2-ext1-f TLS13
ips-2023-04

ELBSecurity B %&-1-2-ext1-f TLS13
ips-pq-2025-09

ELBSecurity B %&-1-2-ext0 TLS13-fip
s-2023-04

ELBSecurity B %&-1-2-ext0-f TLS13
ips-pq-2025-09

ELBSecurityB{€ TLS13 -1-1-FIPS
-2023-04

ELBSecurity B %€-1-0 TLS13-FIP
S-2023-04

ELBSecurityB{%&-1-0-FIP TLS13 S-
PQ-2025-09
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BBB

OpenSSL — ECDHE-RSA-AES 256-
GCM-SHA384

IANA — TLS_ECDHE_RSA _WITH
_AES_256_GCM_ SHA384

R REE

ELBSecurity B &-1-2-res TLS13-fip
s-2023-04

ELBSecurity B %&-1-2-res-f TLS13 ips-
pg-2025-09

ELBSecurityl{ 2 TLS13 -1-2-FIPS
-2023-04

ELBSecurity B %&-1-2-FIP TLS13 S-
PQ-2025-09

ELBSecurity B %&-1-2-ext2-f TLS13
ips-2023-04

ELBSecurity B %&-1-2-ext2-f TLS13
ips-pgq-2025-09

ELBSecurity B %&-1-2-ext1-f TLS13
ips-2023-04

ELBSecurity B %&-1-2-ext1-f TLS13
ips-pq-2025-09

ELBSecurity B %&-1-2-ext0 TLS13-fip
s-2023-04

ELBSecurity B %&-1-2-ext0-f TLS13
ips-pq-2025-09

ELBSecurity Bk TLS13 -1-1-FIPS
-2023-04

ELBSecurity{2&-1-0 TLS13-FIP
S-2023-04

ELBSecurity Bt %&-1-0-FIP TLS13 S-
PQ-2025-09

FIPS R4 KR
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BBB

OpenSSL — 25 6- ECDHE-ECDSA-
AES SHA384

IANA — TLS_ECDHE_ECDSA_WiI
TH_AES_256_CBC_ SHA384

R REE ZHEH

ELBSecurity {3 TLS13 -1-2-FIPS c024
-2023-04

ELBSecurityB{%&-1-2-FIP TLS13 S-
PQ-2025-09

ELBSecurity B %&-1-2-ext2-f TLS13
ips-2023-04

ELBSecurity B %&-1-2-ext2-f TLS13
ips-pq-2025-09

ELBSecurity B %&-1-2-ext1-f TLS13
ips-2023-04

ELBSecurity B %&-1-2-ext1-f TLS13
ips-pgq-2025-09

ELBSecurity B %&-1-2-ext0 TLS13-fip
s-2023-04

ELBSecurity B %&-1-2-ext0-f TLS13
ips-pq-2025-09

ELBSecurity € TLS13 -1-1-FIPS
-2023-04

ELBSecurityB(%€-1-0 TLS13-FIP
S-2023-04

ELBSecurityB{%&-1-0-FIP TLS13 S-
PQ-2025-09
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BBB

OpenSSL — 25 6- ECDHE-RSA-AES
SHA384

IANA — TLS_ECDHE_RSA _WITH
_AES_256_CBC_ SHA384

R REE

ZHEH

ELBSecurity {2k TLS13 -1-2-FIPS c028
-2023-04

ELBSecurity B %&-1-2-FIP TLS13 S-
PQ-2025-09

ELBSecurity B %&-1-2-ext2-f TLS13
ips-2023-04

ELBSecurity B %&-1-2-ext2-f TLS13
ips-pgq-2025-09

ELBSecurity B %&-1-2-ext1-f TLS13
ips-2023-04

ELBSecurity B %&-1-2-ext1-f TLS13
ips-pgq-2025-09

ELBSecurity B %&-1-2-ext0 TLS13-fip
s-2023-04

ELBSecurity B %&-1-2-ext0-f TLS13
ips-pq-2025-09

ELBSecurity & TLS13 -1-1-FIPS
-2023-04

ELBSecurity{2&-1-0 TLS13-FIP
S-2023-04

ELBSecurity Bt %&-1-0-FIP TLS13 S-
PQ-2025-09

FIPS R4 KR
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BBB

OpenSSL — 256-SHA ECDHE-ECDSA-
AES

IANA : TLS_ECDHE_ECDSA_ W
ITH_AES_256_CBC_SHA

OpenSSL — 256-SHA ECDHE-RSA-
AES

IANA : TLS_ECDHE_RSA_WIT
H_AES_256_CBC_SHA

goge e RBEH

+ ELBSecurity Bk -1-2-ext2-f TLS13 c00a
ips-2023-04

+ ELBSecurity %K -1-2-ext2-f TLS13
ips-pq-2025-09

« ELBSecurity Bl %€-1-2-ext0 TLS13-fip
s-2023-04

+ ELBSecurity %R -1-2-ext0-f TLS13
ips-pq-2025-09

 ELBSecurityB(%& TLS13 -1-1-FIPS
-2023-04

- ELBSecurityB%-1-0 TLS13-FIP
S-2023-04

+ ELBSecurityB%-1-0-FIP TLS13 S-
PQ-2025-09

+ ELBSecurity Bk -1-2-ext2-f TLS13 c014

ips-2023-04

ELBSecurity B %&-1-2-ext2-f TLS13
ips-pq-2025-09

ELBSecurity B %&-1-2-ext0 TLS13-fip
s-2023-04

ELBSecurity B %&-1-2-ext0-f TLS13
ips-pq-2025-09

ELBSecurity & TLS13 -1-1-FIPS
-2023-04

ELBSecurityBt2R-1-0 TLS13-FIP
S-2023-04

ELBSecurity Bt %&-1-0-FIP TLS13 S-
PQ-2025-09
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BBB
OpenSSL — AES128 G CM-SHA256

IANA — TLS_RSA WITH_AES _1
28_GCM_ SHA256

OpenSSL — AES128 SHA256

IANA — TLS_RSA WITH_AES _1
28 _CBC_ SHA256

goge e RBEH

+ ELBSecurity Bk -1-2-ext2-f TLS13 9c
ips-2023-04

+ ELBSecurity %K -1-2-ext2-f TLS13
ips-pq-2025-09

« ELBSecurity %k -1-2-ext1-f TLS13
ips-2023-04

« ELBSecurity %k -1-2-ext1-f TLS13
ips-pq-2025-09

 ELBSecurityB(%& TLS13 -1-1-FIPS
-2023-04

- ELBSecurityB%-1-0 TLS13-FIP
S-2023-04

+ ELBSecurityB%-1-0-FIP TLS13 S-
PQ-2025-09

+ ELBSecurity Bk -1-2-ext2-f TLS13 3c
ips-2023-04

ELBSecurity B %&-1-2-ext2-f TLS13
ips-pq-2025-09

ELBSecurity B %&-1-2-ext1-f TLS13
ips-2023-04

ELBSecurity B %&-1-2-ext1-f TLS13
ips-pq-2025-09

ELBSecurity & TLS13 -1-1-FIPS
-2023-04

ELBSecurity{%€-1-0 TLS13-FIP
S-2023-04

ELBSecurity Bt %&-1-0-FIP TLS13 S-
PQ-2025-09
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2L
OpenSSL —SHA AES128

IANA : TLS_RSA WITH_AES_
128_CBC_SHA

OpenSSL — AES256 G CM-SHA384

IANA — TLS_RSA WITH_AES_2
56_GCM_ SHA384

R REE

+ ELBSecurity Bk -1-2-ext2-f TLS13
ips-2023-04

+ ELBSecurity %K -1-2-ext2-f TLS13
ips-pq-2025-09

 ELBSecurityB(%& TLS13 -1-1-FIPS
-2023-04

- ELBSecurityB%-1-0 TLS13-FIP
S-2023-04

« ELBSecurityBt%-1-0-FIP TLS13 S-
PQ-2025-09

 ELBSecurity B %€-1-2-ext2-f TLS13
ips-2023-04

« ELBSecurity B %€-1-2-ext2-f TLS13
ips-pq-2025-09

« ELBSecurityB{%€-1-2-ext1-f TLS13
ips-2023-04

 ELBSecurityBt® TLS13 -1-1-FIPS
-2023-04

« ELBSecurity Bt %€-1-2-ext1-f TLS13
ips-pq-2025-09

 ELBSecurityB(%-1-0 TLS13-FIP
S-2023-04

« ELBSecurityBt%-1-0-FIP TLS13 S-
PQ-2025-09

ZHEH
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EBEWR goge e RBEH
OpenSSL — AES256 SHA256 + ELBSecurity Bk -1-2-ext2-f TLS13 3d
ips-2023-04

IANA — TLS_RSA _WITH_AES_2

56_CBC_ SHA256  ELBSecurityB{%-1-2-ext2-f TLS13

ips-pq-2025-09

« ELBSecurity %k -1-2-ext1-f TLS13
ips-2023-04

« ELBSecurity %k -1-2-ext1-f TLS13
ips-pq-2025-09

 ELBSecurityB(%& TLS13 -1-1-FIPS
-2023-04

« ELBSecurityB{%k-1-0 TLS13-FIP
S-2023-04

 ELBSecurityB{%-1-0-FIP TLS13 S-
PQ-2025-09

OpenSSL —SHA AES256 « ELBSecurityB{%€-1-2-ext2-f TLS13 35
ips-2023-04

« ELBSecurity B %€-1-2-ext2-f TLS13
ips-pq-2025-09

 ELBSecurityBt® TLS13 -1-1-FIPS
-2023-04

 ELBSecurityB(%-1-0 TLS13-FIP
S-2023-04

« ELBSecurityBt%-1-0-FIP TLS13 S-
PQ-2025-09

IANA : TLS_RSA WITH_AES_
256_CBC_SHA

FS ISR EE

FS (MAIRE ) XENZT2RBEIEAME-—WENSERN , R4 THENERRERGTFIAMR
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ATHNREXEFS , BHENHERFS"FHF, BIXLERMTIEME —F FS IR, NZHFTLS
1.3 ERMIIXRFFS, XF TLS 1.3 M TLS 1.2 B{X'EZE TLS_* M ECDHE_* & 213 1Y R BE th 12 {it
FS.

A&

« BRBEXI 2B
- BRBEXI 2 WED
- BREBX 2R

R R 5 By PR
TRERTEA FS XENTERBEIFNHIL
g TLS TLS TLS TLS
1.3 1.2 1.1 1.0
ELBSecurityPolicy-fs-1-2-res-2020-10 s s &

ELBSecurityPolicy-fs-1-2-res-2019-08 s s &

ELBSecurityPolicy-fs-1-2-2019-08 p’ s’ &

ELBSecurityPolicy-fs-1-2019-08 ! X
=] = = =]
ELBSecurity B 2R -fs-2018-06 s
=] = = =
RERBX2NEE

TRERT B FS XEHN TR IFNED,
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BEREE

ELBSecurityPolicy-fs-1-2-res-2020-10

ELBSecurityPolicy-fs-1-2-res-2019-08

ELBSecurityPolicy-fs-1-2-2019-08

ELBSecurityPolicy-fs-1-2019-08

=g

+ ECDHE-ECDSA--GCM-AES128 SHA256
+ ECDHE-RSA--GCM-AES128 SHA256
+ ECDHE-ECDSA--GCM-AES256 SHA384
+ ECDHE-RSA--GCM-AES256 SHA384

+ ECDHE-ECDSA--GCM-AES128 SHA256
+ ECDHE-RSA--GCM-AES128 SHA256

+ ECDHE-ECDSA--AES128 SHA256

+ ECDHE-RSA--AES128 SHA256

+ ECDHE-ECDSA--GCM-AES256 SHA384
+ ECDHE-RSA--GCM-AES256 SHA384

+ ECDHE-ECDSA--AES256 SHA384

+ ECDHE-RSA--AES256 SHA384

+ ECDHE-ECDSA--GCM-AES128 SHA256
+ ECDHE-RSA--GCM-AES128 SHA256

+ ECDHE-ECDSA--AES128 SHA256

+ ECDHE-RSA--AES128 SHA256

+ ECDHE-ECDSA--SHA AES128

+ ECDHE-RSA--SHA AES128

+ ECDHE-ECDSA--GCM-AES256 SHA384
+ ECDHE-RSA--GCM-AES256 SHA384

+ ECDHE-ECDSA--AES256 SHA384

+ ECDHE-RSA--AES256 SHA384

+ ECDHE-RSA--SHA AES256

+ ECDHE-ECDSA--SHA AES256

+ ECDHE-ECDSA--GCM-AES128 SHA256
+ ECDHE-RSA--GCM-AES128 SHA256
+ ECDHE-ECDSA--AES128 SHA256

FS Z#FHI SRS
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BEREE A
+ ECDHE-RSA--AES128 SHA256
+ ECDHE-ECDSA--SHA AES128
+ ECDHE-RSA--SHA AES128
+ ECDHE-ECDSA--GCM-AES256 SHA384
+ ECDHE-RSA--GCM-AES256 SHA384
+ ECDHE-ECDSA--AES256 SHA384
+ ECDHE-RSA--AES256 SHA384
+ ECDHE-RSA--SHA AES256
+ ECDHE-ECDSA--SHA AES256

ELBSecurity B %R-fs-2018-06 + ECDHE-ECDSA--GCM-AES128 SHA256
+ ECDHE-RSA--GCM-AES128 SHA256
+ ECDHE-ECDSA--AES128 SHA256
+ ECDHE-RSA--AES128 SHA256
+ ECDHE-ECDSA--SHA AES128
+ ECDHE-RSA--SHA AES128
+ ECDHE-ECDSA--GCM-AES256 SHA384
+ ECDHE-RSA--GCM-AES256 SHA384
+ ECDHE-ECDSA--AES256 SHA384
+ ECDHE-RSA--AES256 SHA384
+ ECDHE-RSA--SHA AES256
+ ECDHE-ECDSA--SHA AES256

R 7 B9 R B
TRERT XEFENEEH FS XEHEN T 2R,

B A R R BREH

OpenSSL — ECDHE-ECDSA-AES 128- -« ELBSecurityPolicy-fs-1-2-res-2020-10  c02b
GCM-SHA256 - ELBSecurityPolicy-fs-1-2-res-2019-08
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BBB

IANA — TLS_ECDHE_ECDSA_WiI
TH_AES_128_GCM_ SHA256

OpenSSL — ECDHE-RSA-AES 128-
GCM-SHA256

IANA — TLS_ECDHE_RSA WITH
_AES_128_GCM_ SHA256

OpenSSL — 12 8- ECDHE-ECDSA-
AES SHA256

IANA — TLS_ECDHE_ECDSA _WI
TH_AES_128_CBC_ SHA256

OpenSSL — 12 8- ECDHE-RSA-AES
SHA256

IANA — TLS_ECDHE_RSA_WITH
_AES_128_CBC_ SHA256

OpenSSL — 128-SHA ECDHE-ECDSA-
AES

IANA : TLS_ECDHE_ECDSA W
ITH_AES_128 CBC_SHA

OpenSSL — 128-SHA ECDHE-RSA-
AES

IANA : TLS_ECDHE_RSA_WIT
H_AES_128 CBC_SHA

L 2R

» ELBSecurityPolicy-fs-1-2-2019-08
» ELBSecurityPolicy-fs-1-2019-08

« ELBSecurity B %-fs-2018-06

» ELBSecurityPolicy-fs-1-2-res-2020-10
» ELBSecurityPolicy-fs-1-2-res-2019-08
» ELBSecurityPolicy-fs-1-2-2019-08

» ELBSecurityPolicy-fs-1-2019-08

+ ELBSecurity B %€ -fs-2018-06

» ELBSecurityPolicy-fs-1-2-res-2019-08
+ ELBSecurityPolicy-fs-1-2-2019-08

+ ELBSecurityPolicy-fs-1-2019-08

« ELBSecurity Bt %-fs-2018-06

+ ELBSecurityPolicy-fs-1-2-res-2019-08
» ELBSecurityPolicy-fs-1-2-2019-08

+ ELBSecurityPolicy-fs-1-2019-08

« ELBSecurity B %-fs-2018-06

+ ELBSecurityPolicy-fs-1-2-2019-08
+ ELBSecurityPolicy-fs-1-2019-08
« ELBSecurity Bt %-fs-2018-06

» ELBSecurityPolicy-fs-1-2-2019-08
» ELBSecurityPolicy-fs-1-2019-08
« ELBSecurity B %-fs-2018-06
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c009

c013
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BBB

OpenSSL — ECDHE-ECDSA-AES 256-
GCM-SHA384

IANA — TLS_ECDHE_ECDSA_WiI
TH_AES_256_GCM_ SHA384

OpenSSL — ECDHE-RSA-AES 256-
GCM-SHA384

IANA — TLS_ECDHE_RSA WITH
_AES_256_GCM_ SHA384

OpenSSL — 25 6- ECDHE-ECDSA-
AES SHA384

IANA — TLS_ECDHE_ECDSA _WI
TH_AES_256_CBC_ SHA384

OpenSSL — 25 6- ECDHE-RSA-AES
SHA384

IANA — TLS_ECDHE_RSA_WITH
_AES_256_CBC_ SHA384

OpenSSL — 256-SHA ECDHE-ECDSA-
AES

IANA : TLS_ECDHE_ECDSA W
ITH_AES_256_CBC_SHA

OpenSSL — 256-SHA ECDHE-RSA-
AES

IANA : TLS_ECDHE_RSA_WIT
H_AES_256_CBC_SHA

R REE

» ELBSecurityPolicy-fs-1-2-res-2020-10
» ELBSecurityPolicy-fs-1-2-res-2019-08
» ELBSecurityPolicy-fs-1-2-2019-08

» ELBSecurityPolicy-fs-1-2019-08

« ELBSecurity B %-fs-2018-06

» ELBSecurityPolicy-fs-1-2-res-2020-10
» ELBSecurityPolicy-fs-1-2-res-2019-08
» ELBSecurityPolicy-fs-1-2-2019-08

» ELBSecurityPolicy-fs-1-2019-08

+ ELBSecurity B % -fs-2018-06

» ELBSecurityPolicy-fs-1-2-res-2019-08
+ ELBSecurityPolicy-fs-1-2-2019-08

» ELBSecurityPolicy-fs-1-2019-08

« ELBSecurity Bt %-fs-2018-06

+ ELBSecurityPolicy-fs-1-2-res-2019-08
+ ELBSecurityPolicy-fs-1-2-2019-08

+ ELBSecurityPolicy-fs-1-2019-08

« ELBSecurity B %-fs-2018-06

+ ELBSecurityPolicy-fs-1-2-2019-08
» ELBSecurityPolicy-fs-1-2019-08
« ELBSecurity Bt %-fs-2018-06

» ELBSecurityPolicy-fs-1-2-2019-08
» ELBSecurityPolicy-fs-1-2019-08
« ELBSecurity B %-fs-2018-06

ZHEH

c02¢c

c030

c024

c028

c00a

c014
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NI&RY Application Load Balancer #12 HTTPS {1l T35

MITRREEZER, LU ECIRABIGE RN E ISR | F AT RERT @ R EGE RN I 28,

EOIRE HTTPS Tss , BAFTERHDER LHEED - SSL RFF/IED. AHBERLEAR
SERIEBAILRIRERE K BREERXEBFFHRWIER , RARRERREZEHF, EELTEE-—INLZEE
B, LATHEEF mEARSER AN T EEE,

NRFBERNZERERAAEERAABIERAINHEATHES , WAL -MEAKRAD 443 W
TCP 2Ry M B AT H R NEL B AT EER. B TCP M=k , ARIER[FMBREEEE
R, AN ERITHRE,

TR E LRSS AT BN AR E R0 HTTPS M5, EMEMAEHEERIRM HTTP MU ,
BS 5 N &K Application Load Balancer #3 HTTP {l¥r &5,

FRF M

« EFHRRBEFMBZIRIATRMAL , ELTUEEATRANERE. BXESER  F5H N EHN
RAREFAESEER 62 B rd.

. BALESMINBREER - BRA , EXEENELAETFR-—MBOEE. BFARLS
ARUEBESER | CLXTRNDVEREALEARIEBH AR REA.

- NRAEF A% RRT<IF ED25519 .

il HTTPS {iiir s

BEERE—MITER , ARATMAEFHREZRIABRDERNBDUA RO, BXESER , B3H
TR B

BIEZ2MVTERA , BATUEE — N REREMN —MEB. EFIERRMELESRIIE , ESHthe
section called “FHEPRINBEP IR

B RANITERECE — NERUAMN, BT AE QIR MR EFMEMMTEALN, AXESER , S
B3 T 2R A,

Console
Win HTTPS {lires

1. ITALS® EC2 2% & , Mk Ahttps://console.aws.amazon.com/ec2/.

Bl HTTPS {iilF 28 121


https://console.aws.amazon.com/ec2/

ELB RIS 6 5
ESMERT , RO ER,

RN EER.

FEMITIRMMNED -+ £, EERF IR,

XTI, EF HTTPS, RERMIALG M S A Etbim A

(A ) N TERERIRE , FREUATREZ—

S T

- NAF#HTEOHRI-ERSHREEHREMENER. BXELZER , B2HA £4
Application Load Balancer Bif Fi F° 5175

o WIFSHE-BA JWKS ins, BIBENEAEMER, BXEZEER , H30H JWTs £4
Application Load Balancer # {TRIE,

7. NTF HREARE FEEUATREZ—

- RRBBRA  EE-NBERE. ERNEMBRE  FEEAMERFE  REEE-1E
A, REEXNNEARBEZTEENINE. MIREEMEHFEALERTHY , WXHEA4A
FratE,

MERBEBREFRNERE , FRECQEBRA , SUBZ-1MBERE. BXESZE
B, FZH fEB YA,

- EEME URL : £ URI oW F LD BMABNED , HEETE URLETIF EBWAT
Biat , AN A URL, X TIRESMKEBE |, REFBEHFREFIET (HTTP 302 ) KA
(HTTP 301) o

- REIEEMR : AZRNECHBRAZEFIHERRENWNERE, SIS ERNBTXEE TR
MIE X,

8. XNTZ2HEK , BINEREENZERK., SUREFELRAMRS R,

9. XFBERIA SSL/TLS iE$ |, FHEREINER, RATESFBRIAERRMNE SNI F|FRA, BT
FER T Y% 2 —RIERIES -

« KB ACM : \IE$ (3RB ACM ) FERIEH |, XK EREKEB AWS Certificate Managerfy
CIRNE S

« MIAM — MIE$ ( 3RB IAM ) FIERIES |, ZIEPRRXERES ASIMIES AWS Identity
and Access Management.,

o SAILES  RFRUAEFHENM ; FAT ACM HFAE IAM, X TIERREER , FEFIH
MR BERANMS (PEM BB XA ) NAR. XN TIEBENX , TEHABUELERAIED
XM ( PEM wBEIXH ) HRE. NTIEREE , FESIFRINEBEXH ( PEM HFBH X
fr) WAR , RFEEEANRESRIEFPHANERZRERAEIUEBATEE,

W0 HTTPS {iir 28 122
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10. ( Ak ) EEAREOEARIE , FEFEFHBIEPLETEAN@EFHBRIE (mTLS ) .

MINERX N ZE, MREREREEFHERTRIE

« RIAMBERT , BEFRIEPEIHNEESEIESL, EESULTH , BEFSHR mTLS RE ,
ARBEEEFRIEBSH TERBEAFSHNEFIES,
- WFEEEE , BEARE— I NEEAEEM  LUERFREEFHAREMENER.
11, (WE ) BRMAE , BRAMFSEES, ERFMFRE , AERAGSBNREE,
12, EFRRIIITER.

AWS CLI
B2 HTTPS {728

£/ create-listener 5 %o AT REISBIE - HTTPS i¥ra: , ERURUN SR REFZRBIEE
B#Rr4E,

aws elbv2 create-listener \
--load-balancer-arn load-balancer-arn \
--protocol HTTPS \
--port 443 \

--default-actions Type=forward, TargetGroupArn=target-group-arn \
--ssl-policy ELBSecurityPolicy-TLS13-1-2-2021-06 \
--certificates certificate-arn

CloudFormation
B2 HTTPS {n"rs5

E XA R B RIRAWS: :ElasticLoadBalancingV2::Listenero LA T REI&BIZE—4 HTTPS iilr
2, HRIUANAN ST REX R BIEEBRE,

Resources:
myHTTPSListener:

Type: 'AWS::ElasticlLoadBalancingV2::Listener'

Properties:
LoadBalancerArn: !Ref mylLoadBalancer
Protocol: HTTPS
Port: 443
DefaultActions:

W0 HTTPS {iir 28 123


https://docs.aws.amazon.com/cli/latest/reference/elbv2/create-listener.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/TemplateReference/aws-resource-elasticloadbalancingv2-listener.html

ELB B AR A EER

- Type: "forward"

TargetGroupArn: !Ref myTargetGroup
SslPolicy: ELBSecurityPolicy-TLS13-1-2-2021-06
Certificates:

- CertificateArn: certificate-arn

2K Application Load Balancer B3t HTTPS {5125

I HTTPS MiWTERfa , B UBRERRIALES, EMIEPIRFBRTLEMK,

T5

- BHRBIALED

o CRHERFENE 5 &
o MIEF 5l 3% 7 il BRAE P
- ENRE R

« HTTP #Rk{8K

BB
A B TR B AT B BINL S, BXELES , H5H BIALSE.
Console

BRBIATS

1. ITHLSE EC2 #1#l& , Mtk Ahttps://console.aws.amazon.com/ec2/o
ESMERP , ERAFIGER

R RBITE R,

TR AAMNGED = £ |, EFEDICER O S PR XA ST TN EAE RN H.
PR+ L |, ERERRIAME

£ ACM F 1AM IEH&RH |, EFEHHOEINES,

(A& ) BIABRT , BIIE R 2N EBINERR MBI RIER I RP, BIONBWER
FE TR & AR, BRIFEBHRDZB AT SNI UUTERIEH BB T TLS 2FRE DL,

8. EEZEFANMIAE,

N o o & e Db

FEE HTTPS {iir2e 124


https://console.aws.amazon.com/ec2/
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AWS CLI
EREALES

FH modify-listener B85,

aws elbv2 modify-listener \
--listener-arn listener-arn \
--certificates CertificateArn=new-default-certificate-arn

CloudFormation
EBREINES

¥ ¥ AWS::ElasticLoadBalancingV2::Listener.

Resources:
myHTTPSListener:
Type: 'AWS::ElasticloadBalancingV2::Listener'
Properties:

LoadBalancerArn: !Ref mylLoadBalancer
Protocol: HTTPS
Port: 443
DefaultActions:
- Type: "forward"

TargetGroupArn: !Ref myTargetGroup
SslPolicy: ELBSecurityPolicy-TLS13-1-2-2021-06
Certificates:

- CertificateArn: new-default-certificate-arn

FHIE A DR UE$ 51 &

BAERAUTERFERRAMBMUTRAIERIIR. WRECAGIRT YT AWS EEEZHE |, B
SAERMINEBRMBRER T RSP BN, EBFIRAZE, EUTLCRFRINERRNBRER IR , LA
RUIERE SNI h—EEA , BMERINERRERTTON, BXESER , BEH NAEFARE
P#ERM SSL kP,

Console
FFHUE 4 78 0 BIE 4B 5 5k

1. ITHFLGEE EC2 #1#l& , Mtk https://console.aws.amazon.com/ec2/e

FHIEH 7 D ENIE P 5 2R 125


https://docs.aws.amazon.com/cli/latest/reference/elbv2/modify-listener.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/TemplateReference/aws-resource-elasticloadbalancingv2-listener.html
https://console.aws.amazon.com/ec2/
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2. ESMERP , EFRAEGESR.

3. EEAFIGERR.

4. FEMUTERMMAEDR £ | EFCER O 5P AT T SR ¥ AE R TH,

5. 1&#% Certificates (ML) T+,

6. ERERIALEBRMIBIGIR , EER/BRAERMEIZIR,

7. EFERINERRMEBIGIR , BHITUATRE
a. EEFIES,
b. ERMEMA ACM = IAM EEMIEH |, H:EPIUEBX NI SIEAEHERE T EARDEME

R,
c. ZEARIIEA ACME IAM EEWIES , FERSALSD , EEXRE , REEES A,
d. EFBAFMSLEILES,
AWS CLI

FHIE 73 D0 BUE 5 5 2k

£ add-listener-certificates 5% o

aws elbv2 add-listener-certificates \
--listener-arn listener-arn \
--certificates \
CertificateArn=certificate-arn-1 \
CertificateArn=certificate-arn-2 \
CertificateArn=certificate-arn-3

CloudFormation
FHERFRMBNER SR

E R AR B EIFRAWS::ElasticLoadBalancingV2::ListenerCertificate

Resources:
myCertificatelist:
Type: 'AWS::ElasticlLoadBalancingV2::ListenerCertificate'
Properties:
ListenerArn: !Ref myTLSListener
Certificates:
- CertificateArn: "certificate-arn-1"

FAL R B PBIR :


https://docs.aws.amazon.com/cli/latest/reference/elbv2/add-listener-certificates.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/TemplateReference/aws-resource-elasticloadbalancingv2-listenercertificate.html
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- CertificateArn: "certificate-arn-2"
- CertificateArn: "certificate-arn-3"

MIE B 2R A A BRAE

BAILAMER LT EEM HTTPS YT 2R IEBFIRFRBRIES. BERERE , MU RTEBERZIE
PEVEE, NEREFKAZZN , EMIIRPBRIEDZA , B RFHOERRNESRHBINE
BEURELER.

EMBR TLS MR BRIAE S |, HSRZHREIALE S,

Console
MIEF B RPBERIEDR
1. LS ¥ EC2 #41A , Mt Ahttps://console.aws.amazon.com/ec2/o
2. ESMB®RP , EEAFHEESR.
3. EEABIGIHEER.
4. TEMITSRFAMMANEITNF £ | EFWNY : w05 R XARLETF TS iFAE S,
5 HFiEH&EMFL , EPIUEPX N EERE , REIEFMER.
6. RARFIFITEIAR , #A confirm , ASEZRMER,
AWS CLI
MIEF B RPBERIED

£ A remove-listener-certificates 8 o

aws elbv2 remove-listener-certificates \
--listener-arn listener-arn \
--certificates CertificateArn=certificate-arn

BN R X

FEOIZE HTTPS UTEERT , MU LUEARFE LN ERNZ LR, RFNFHNZLEEE , BULLF
HTTPS MR EH N E AL H &L £ %KM, Application Load Balancer A XiFHENZ L KK, BXE
ZER , FoR NARFARYERNZTE R,
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https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/cli/latest/reference/elbv2/remove-listener-certificates.html
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B AR A EER

g
D)

R
.

¥
=

NETEHREELEABRE , WEFLZELRBARSSETM. NEEABOERLEAERE

PETXES | BRI ARG ERR S ERE , HIFX LCU FiHF,
i3
EIE-NHEHERNAMEREMITSHRBLAERARBNREEME, ENAROERNTELEM

REIBIHELMEANZERBIRENZ LR , BRERR— M Z2MTR2ANRE T2 MY
, ERREMTBHENREEKE , AR MmYTER.

« FIPS [FEF TLS KEEH FIPS KE——HRA
« GEF TLS KM FIPS K FIPS & F TLS FH—HRSB

« TLS %8 ( 3E FIPS non-post-quantum ) F FIPS = FIPS F&F TLS K

THRE

« TLS %® ( 3k FIPS non-post-quantum ) /G2 F TLS KK-THA

Console

BB LR

1.

N o o bk~ W Db

ML S# EC2 #2414 , Wik A https://console.aws.amazon.com/ec?/,
ESMERP |, EEAFIGER

R RBITE R,

FEUTBRFANGET = £ |, R - 5% O 5B AR BT TR AT 88 69 1% 4R 45 S T HE
ERLEVFLE , EREETSMNTHIRE,

EREMFTRREBINRERET , EETNRZ KK,

ERREFER.

AWS CLI

EHMRERE

& A modify-listener i

aws elbv2 modify-listener \
--listener-arn listener-arn \
--ssl-policy ELBSecurityPolicy-TLS13-1-2-Res-2021-06
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https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/cli/latest/reference/elbv2/modify-listener.html

ELB B AR A EER

CloudFormation

EHMRERE

FERAFNRZEREEFAWS: ElasticLoadBalancingV2::Listener’& Ro

Resources:
myHTTPSListener:

Type: 'AWS::ElasticlLoadBalancingV2::Listener'

Properties:
LoadBalancerArn: !Ref mylLoadBalancer
Protocol: HTTPS
Port: 443
DefaultActions:

- Type: "forward"

TargetGroupArn: !Ref myTargetGroup
SslPolicy: ELBSecurityPolicy-TLS13-1-2-2021-06
Certificates:

- CertificateArn: certificate-arn

HTTP #Rk 182K

BIMENR HTTP #53k , LA NESR BB ERBIIERERBIRK, BARRER B RARK AR A RS
BRI RARSk o BIFATEFF A Bk 1 2R A 1 SRR K A RLAR Sk R ST pR K B o

BREZER , FEHR ANAEFNESEESRER HTTP #Rk 8K,

Application Load Balancer B9{51 78551 M

R A E R MY ANRE 7 R ERBEE BRI AR MUTsRREERe | RSN
HL LRI ( MRS B/NIBNITTEE ) THMETER. BFANERDIEER BSR4 at
EHTHRE, IMRENRBANGLETUSNERNREIEER , EEIMNBHERETZFZ
MAEFHMERS , ARRENAEFHFEERBELFERLE,

A0 B A AR

- BRAMNBMEUTEHOARK : KR, BE. FENTIENELR,
- BMNBREBISEXRBURPITZRIEMENE S,

« BMNFZABIERB UK ITEZFZMEFRENEER.

« BMHNERBIE - NECENENREXN—NERZRHS,

HTTP #rk{&k 129


https://docs.aws.amazon.com/AWSCloudFormation/latest/TemplateReference/aws-resource-elasticloadbalancingv2-listener.html

ELB NARFARSES

o BIEMITERET , BRABRIAANE SURE, BIAMNTREERM S HEIR, NRAKRHZEAEAFNAE
A&, NRFHATERIAT N B 1R 4E,

- ANRIRLEERIGF NREEZRSE) TEN. RETHIRIARN, TEEE BRI %L
Ko

 BERANMMBTBELLTRIEZ— : forward, redirect 5 fixed-response , #F BEMXM A EH
THRE—MEE.

o BREBIAANUANBEZAN AT LERTE U TR Z— : host-header, http-request-
method, path-pattern #l source-ip., WAEALIERBTEUTHEMNEMGE 2 —HEED : http-
header fl query-string.

« RERUANBANEBERANSBTEREIE - M ENHXEBRRN - URL EEREKR,
« BARUHBSAUEE=NERFZHE , BRANKRSTUEEL M ERFF &,

&

« DUTERM AR SR E

o PYTERALM A SR IRE

o BT ER AL Y Fe iR

« ANAREFREISE R AT RN
- RENRAEFAESE R TN
- T BRR1 A 12 e S Bk H 1 2R Y (0T AT 2R A

T T 2R AL Y R RS B

BRAERE T AEMTSHEANBN R4  ARBERFLOALEER, BFANBRAELE-MRIEX
EEMALECENER, S MHMNRERE-IPRENEERFS . NAREFRABIGESR IFYTaM
Ay A TR ER AL,

BRyERRE
authenticate-cognito

[HTTPS {i¥r85] £ Amazon Cognito WIFAF &, BXEZEE , B5H A 5 HKIE,

authenticate-oidc

[HTTPS {0197 28] A& OpenlD Connect (OIDC) &4 B REBRIIAF &M, BXEZE
B, BZH AFR SR,

B 130
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fixed-response

BEBEX HTTP R, AXEZER , 25 EEmMRE.

forward

MERRRIEEERE. BXREZER , F5H REREE.

jwt-validation

WiFEFimiER P JWT TRITE. AXESEER , BHSH JWT Bil,

redirect

HERM—IT URLEE[EE -1, BXEZER , FEH EEOEE.

BREER AR

- BRAMNMLTDEATHARIESZ— : forward, redirect 5 fixed-response , } Bz {EX
MABRITHRRE — MR

» HTTPS {lTER T A28 BB AP 5 ORI RENRRRENIN,

- AESMREER , HE AT ERZENRE,

o MRMPIARAER gRPC = HTTP/2 , MM — 2 IRER forward B1E,

[ E o) R 458 4

fixed-response BELEZEZFIRBERIIREIBEN HTTP R, &0 LA IRERE
2XX, 4XX B 5XX M 57 453 1 ] i 49 5H B

REX fixed-response ®ER , REMNEE@EHFHW URL EREHEBED, EXEZER , ES
# 5R HEZ B, BIh fixed-response BEMITEIE HTTP_Fixed_Response_Count ¥R IR
&, BXEZEER , 551 Application Load Balancer f§#x.

Example & Wi 57 /£ =i

BRI AERI B RIS AN SIS ERE, BXEZEE |, S create-rule M modify-rule i . AT
EREBEBREERDAEFE L E XA E E MR

BRAERE 131

ok
e


https://docs.aws.amazon.com/cli/latest/reference/elbv2/create-rule.html
https://docs.aws.amazon.com/cli/latest/reference/elbv2/modify-rule.html
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"Type": "fixed-response",

"FixedResponseConfig": {
"StatusCode": "200",
"ContentType": "text/plain",
"MessageBody": "Hello world"

HRBRE

forward RESHBERBHAEHBIRA, EHRM forward BEZn , FRIZBHREAH@EFNE
o BXREZEER , B5H IZBE 4.

MRESEIZNBERE

WMRAEA forward BREEEESNBEHRA , BLTNEMNEREAREERE. BNMEHRANEHE -1
T 0 F 999 MM E, X TRHUTRAMU SN EIRACENER , 2BFEXEEHFANNEDIER
LXLEERA, fla, MREERNBRE , BNERANNEN 10, WENBRAFER—¥11E
Ro MREEFNBEHREA , —MEN 10, Z—MXER 20, WAREN 20 BB HRAEBRHNERFTR
S —MERARNFE,

MREHET —FRENMRBERAZBADERENAN , ABEP-—PMERANZHEHBASTAIEEN
Bfr , MABHERT2BIRBEBIAZTEREBHFNBIRE,

HMEFENMNE R

MNERT , BEANABEMRBRAZ B EAER , ATERIIFELERE. N THRIE
HIELE  BARANEHEBFENYE, SAEGBEREOFERBEIMNEFAN , EER—D
# A Cookie AWSALBTG , A TXEXEE B HRANFE BT , Xt Cookie HITME , R
Cookie @EENEFIRMEIR T . & iw N ZHE [ A ERNERERFIEEREIM cookie. =
RHISERKE SR A BRARENAN TR H BE2E Cookie WERE , HRFEEHEE Cookie 1§
EH B ARA.

Application Load Balancer %z # URL 4&#3#) Cookie fE,

XNF CORS ( BIRARLET ) FR , ELEHIEBEFEE SameSite=None; Secure X3 AMYE, FiX
FERT , ELB 24 K% =/ cookie AWSALBTGCORS , EF @& 5 Rk cookie HREIMNE R LA
KitEH, SameSiteFFiwaRBATREIXF A Cookieo
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ELB SRRE AR
WA —NBRANERIRIETRS

ZA A ERIE IRV IEERIE. BREZER , 15 M create-rule M modify-rule i H. UT#E
R ERERIIEEN BRE,

[
{
"Type": "forward",
"ForwardConfig": {
"TargetGroups": [
{
"TargetGroupArn": "arn:aws:elasticloadbalancing:us-
west-2:123456789012:targetgroup/my-targets/73e2d6bc24d8a067"
}
]
}
}
]

S/ IR B ARA Ry R IR TR A
THHNRERRESNBHRANNRE , HiERERIIFMEEN BIRE,

[
{
"Type": "forward",
"ForwardConfig": {
"TargetGroups": [
{
"TargetGroupArn": "arn:aws:elasticloadbalancing:us-
west-2:123456789012:targetgroup/blue-targets/73e2d6bc24d8a067",
"Weight": 10
1,
{
"TargetGroupArn": "arn:aws:elasticloadbalancing:us-
west-2:123456789012:targetgroup/green-targets/09966783158cdas59",
"Weight": 20
}
]
}
}
]
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https://docs.aws.amazon.com/cli/latest/reference/elbv2/create-rule.html
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ELB B AR A EER

B AR B R R AE R

MREEE-NEESNEHEANEREE  HE- 1SN EHREACERATHESE  NAAEHE
PREB ARG,

THHNREFERERIMNMNEENERE , AEAT BrEAXE. I TREE/HE Cookie HFER ,
FHRESNEFEANRERTER,

[
{
"Type": "forward",
"ForwardConfig": {
"TargetGroups": [
{
"TargetGroupArn": "arn:aws:elasticloadbalancing:us-
west-2:123456789012:targetgroup/blue-targets/73e2d6bc24d8a067",
"Weight": 10
1,
{
"TargetGroupArn": "arn:aws:elasticloadbalancing:us-
west-2:123456789012:targetgroup/green-targets/09966783158cdas59",
"Weight": 20
}
1,
"TargetGroupStickinessConfig": {
"Enabled": true,
"DurationSeconds": 1000
}
}
}
]
EEMERE

redirect BESFEFHBERMN— M URLEE@EIZ —1 URL, BEFE , AUUANEEQEREN
et (HTTP 302) K X (HTTP 301),

URI 2FELLTHERERS :

protocol://hostname:port/path?query

BiExRE 134
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BYTEEATED — MK BREEQRS : B, ENE. AFR, wORBEE. KSR
EAARE D HREERBE,

I
X ( HTTP 3 HTTPS ) o &AL HTTP EE@EI HTTP, M HTTP EEME HTTPS MK
HTTPS EXEM@E| HTTPS, TR HTTPS EEME HTTP,

hostname
FNB, EVNBFRXDKRNE | KERZHN 128 1MNF6 , HFBHFFR. BERF (*M?2) RiE
F&F (-) HRo

port (EZRR R HiwO)
wA (1%65535),

path
HXREER , LA STk, BREXHSKRNE , KERZH 128 NFH , HFEBRFFH. BESA
(*FM?)., & (A &amp; ) RUATHEHEHRFRAELEKX . _-$/~"@:+,

Eif

ERSH. BRKEN 128 MFHo

BB A TREXRREF , HAFR URL PEARK URL B URI AE S :

- #{protocol} - REBMPN, EHMERAREBD FREH
« #{host} - REH. EEHNE. BENEREARIsPER,
o #{port} -REB®O, FixA, BREMNEWARIBDFEH
« #{path} - REBE. ERENERART I HEA,

« #{query} - REEWS ., EERALRIBTPEAR,

T redirect BERT , BERCEREF R BED, BXEZELR , SR HRBEEZE. K3
redirect BEMITHIE HTTP_Redirect_Count ERFIRE. BXEZELR , S Application
Load Balancer $§#%7.

£ Rz H & N EE [REN R

£/ HTTPS MmO 40443 #HITEEM

B 135



ELB B AR A EER

DTRANEEXKAEE@ME— URL , % URL /A HTTPS tHXFIEEMN RO (40443) , BREB R
FHE, BENEBSH. WEHEZRET htips://#{host}:40443/#{path}?#{query}.

Routing action

‘ ) Forward to target groups | [ © Redirect to URL ] | ) Return fixed response |

Redirect to URL  Info
Redirect client requests from one URL to another. You cannot redirect HTTPS to HTTP. To avoid a redirect loop, you must modify at least
one of the following components: protocol, port, hostname or path. Components that you do not modify retain their original values.

Protocol Port
Used for connections from clients to the load balancer. The port on which the load balancer is listening for connections.
HTTPS v | | 40443

1-65535 or to retain the original port enter #{port}

[ | Custom host, path, query
Select to modify host, path and guery. If no changes are made, settings from the request URL are retained.

Status code

|- 301 - Permanently moved v

ERIERENREHRTEEM

LTFHRNEBRXAEEME — URL , iZ URL ZERAMN, wO, ENBMERASE , HE
A #{path} XEFZRLUBEBXHNER, LLREFEZRET #Hprotocol}.//#{host}:#{port}/new/#{path}?
#query}’s
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Routing action

() Forward to target groups irect to () Return fixed response
F rd Red URL R fixed

Redirect to URL | Info
Redirect client requests from one URL to another. You cannot redirect HTTPS to HTTP. To avoid a redirect loop, you must modify at least
one of the following components: protocol, port, hostname or path. Components that you do not modify retain their original values.

(" uriparts JEMIRTLUN

Protocol Port
Used for connections from clients to the load balancer. The port on which the load balancer is listening for connections.
| #{protocol} v | | #{port}

1-65535 or to retain the original port enter #{port}

Custom host, path, query
Select to modify host, path and query. If no changes are made, settings from the request URL are retained.

Host
Specify a host or retain the original host by using #{host}. Not case sensitive.

| #{host}

Maximum 128 characters. Allowed characters are a-z, A-Z, 0-9; the following special characters: -.; and wildcards (* and ?). At least one
"." is required. Only alphabetical characters are allowed after the final .” character.

Path
Specify a path or retain the original path by using #{path}. Case sensitive.

(| /new/#{pathy |

Maximum 128 characters. Allowed characters are , , ; the following special characters: [_-.$/~""@:+]; (using
];and wildcards{a and E}_

Query - optional

Specify a query or retain the original query by using #{query}. Not case sensitive.

\ #query}

Maximum 128 characters.

Status code

|. 201 - Permanently moved v |

FERUTHENEEMIREERS AWS CLI
£/ HTTPS Mg O 40443 #HTEEM

A NE B RE SN IEERE. EXEZER , 5 M create-rule M modify-rule i H. HT#
R HTTP BEREEMA RO 443 LMW HTTPS B3R , EXH B, BENERAFHEE HTTP BXRHM
[Eo

--actions '[{
"Type": "redirect",
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ELB B AR A EER

"RedirectConfig": {
"Protocol": "HTTPS",
"Port": "443",

"Host": "#{host}",
"Path": "/#{path}",
"Query": "#{queryl}",
"StatusCode": "HTTP_301"

I

T 2R AL Ay SR 3R B

FUEL T EEMTSRANEN , EAWBERSCITAENFRMSE. MRERBEAMNNRYSE , NRFEEAN
NFREEENF XL EZER. SMURAHBERENEERFSS . NARF ARG :R ISR
T AR SR AF 3R 2L,

e S Ficl
host-header

ETE8MERNENBRITEH, BRESER , B5H ENERHL
http-header

ETHMERW HTTP FRAHITHEH. BXREZEERE , FSH HTTP #rk &M
http-request-method

ET8MERN HTTP BERGEBH. BXEZER , BSH HTTP BRGEFRMK.
path-pattern

ETHERPIREEXAITIRA URLs, BXESZER , FEH BESN.

query-string

BREEAZHFEPH key/value RN HEFHTIH. AXESER , TSR ERFHFHRN

source-ip

HETEMERWR IP thut #1788 R, BXEZER , 585H & IP ik 54,

EIrEN 138
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ELB NARFARSEE
S ELA AR

o BMANALLEREERY , BAABEUTHRMEZ—  host-header, http-request-
method, path-pattern fl source-ip, BMNNMEATUBEULATENEKGHPINENSZ
AN http-header M query-string.

« £/ host-header, http-header l path-pattern &8t , B LAERELTE , th ] LAEH
IENFRIE (regex ) EEL A%,

« BULABINRUHEERS=DEE TG, Hl0, XT8N http-header &, BHZRSAILIEE
=EANFHE, UEBERBPH HTTP FRANERITHER. MREF—NFRFEE HTTP frXAVET
B, WARSEM. ®EERMAZNEBEE , NN EETECIR -G,

- BALABEFANEERZENEEITL, flm , BAUNBR-—NEEENRMHHOAN , b8 K
HEE — B

« BT LAE http-header, host-header, path-pattern # query-string &4#ICE 1FL
DEBHRF. SEFRANNBEAFLRIEA,

« ANRBATRIREY ASCII ZF6F ; TEFEZHFRF (0x00 X 0x1f M 0x7f ) o
BR

BXRETR , BFZASEREREHA,

EHFHF

BRMERENFRAERELETENARXPHENBRABEROAN (B AETENNIERE ) o XE
IR AR N NHEEERXEFSN FENTRNTERSE.,

FNBRAXDARNE |, KELRN 128 2% , HETEEUTEAZEE
« A-Z, a-z, 0-9

o * (O ANRBANER)

« 2 ( EEE 1 ANFR)
BURBEEL—NER. ERE— N 'ERZERESEFRRFFER.
EHE B

+ example.com
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 test.example.com

+ *.example.com

AN *.example.com & test.example.com L , {8 5 example.com FILH,
Example EHLFRkF 4 RG]

B EERIE RN IEER M. BXEZEL , BS M create-rule F modify-rule %

Value matching

[
{
"Field": "host-header",
"HostHeaderConfig": {
"Values": ["*.example.com"]
}
}
]

Regex matching

[
{
"Field": "host-header",
"HostHeaderConfig": {
"RegexValues": ["A(.*)\\.example\\.com$"]
}
}
]
HTTP #R3k &4

SERILAER HTTP AR R4 KRB EE TiHRA HTTP #RkBBRERAVAN . B AfEERERAEXL
HTTP fRAFERE B . MABMALE TEFRX D RNE, LBRFHFRIFUTEER : * (EE O
NHEENFEH ) M2 (Z2EE 1 NFR ) o MABHIIIFBEN

BRANMARFAHEEREM routing. http.drop_invalid_header_fields /& , #&EHFFH
BENRER (A-Z,a-2,0-9) WAL BT, BALURMAREFE EMREXHIFLE .
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ELB B AR A EER

Example HTTP #r3k &4 R4l

B LATE R B RIS AN S ERY . BXRXEZEER |, 55 create-rule Ml modify-rule i v, EBE
IEEF/FE 2 — AR User-Agent ¥Rk ViR B L T &4,

Value matching

[
{
"Field": "http-header",
"HttpHeaderConfig": {
"HttpHeaderName": "User-Agent",
"Values": ["*Chrome*", "*Safari*"]
}
}
]

Regex matching

[
{
"Field": "http-header",
"HttpHeaderConfig": {
"HttpHeaderName": "User-Agent",
"RegexValues": [".+"]
}
}
]

HTTP R 75 A5

ERILAER HTTP BRAEFRMAKEEER TIERM HTTP BRI EBABE RO, BB ERE
FEEX HTTP Bk, ERITEXD XNE, FXEFBEA ; Bt , FEBHSMATE T,

BATR W LAEREN A RNEEE GET M HEAD B3R , AXHEAEEX HEAD i&RE1E R,
Example HTTP & &4 R4l

B LATE R B RIS AN IS ERY . BXEZEER |, 55 M create-rule Ml modify-rule ts v, A
EHENERBRAT RS,
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ELB B AR A EER

[
{
"Field": "http-request-method",
"HttpRequestMethodConfig": {
"Values": ["CUSTOM-METHOD"]
}
}
]
RSN

FAUEARRRERENETERTH URL BEEROAN (BHIETFRENEH )

BEEXMNEAT URLWERE , MANATEZRSH. ©XRATARMN ASCI F/F ; TaEEH
FR/F (0x00 E Ox1f F Ox7f ) o

XY URI BB b2 ia F HATH N F/,

BEERAXDKNE , KEEZH 128 N2 , A A EEUTHAZR,
« A-Z, a-z, 0-9

e -8/ ~""@:+

« & ( f£A &amp; )

o *(IEE OANHBZNFR)

« 2 (ZEEE1ANFER)

MEMDAMRAZ gRPC , MIZHAIRBETEFE. BRFHHE.
R HTTP BRERER

« /img/*

- /img/*/pics

5l gRPC BREZRES

» /package

» /package.service/
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+ /package.service/method

BEEXATERAEEBER K MTAREXER, i, MBI ANNREERS /ing/* , KANLNT /
img/picture.jpg MEXRIEN /img/picture. jpg WIER¥E KL HEE B Ir4.

Example B& R 1E X &4 R G

B AE R B RIEHAN I ERYE. BEXEZEER |, HSH create-rule M modify-rule 8. 258
EHEEFHFBEM URL WiERFERUTERE

Value matching

[
{
"Field": "path-pattern",
"PathPatternConfig": {
"Values": ["/img/*"]
}
}
]

Regex matching

[
{
"Field": "path-pattern",
"PathPatternConfig": {
"RegexValues": [""\\/api\\/(.*)$"]
}
}
]
BEWFHERN

BAMERERFNTEFAREEETERNFZTETHN key/value XITEH B FRAMM, TEIFMET
XBRNE, ZFEUTEER : * ( TE 0 MRSANFR ) M2 (TE2TE 1 MFR)

Example E FRF R MR

BRI L ECIEREAHNRIEERE. BEXREZELR |, 51 create-rule F modify-rule s 5. FEHE
& — keylvalue Xt “version=v1” AEMIZRE N “example” W RN EHNZFENFERBRZ AT &M
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ELB B AR A EER

[
{
"Field": "query-string",
"QueryStringConfig": {
"Values": [
{
"Key": "version",
"Value": "v1"
I
{
"Value": "*example*"
}
]
}
}
]

R IP &4

G LAMERR IP i3t R REEE TERAIER IP #hik B RIERAVAN, AHLL CIDR #8318
iE IP k., BAISAERERA IPv4 M IPV6 thit, AXFFBER/F. TEENIR IP RAEZHIEE
255.255.255.255/32 CIDR.,

MRREFHRALTREZE , WXRAEN IP it , MAREFimAY IP i,

X-Forwarded-Forfr@ fF F it REF S L&, EE X-Forwarded-For¥rB Rt , iEEAhttp-
header% .

Example KR IP &4 Rl

BU L ESEREEANIEESRYE. BEXEZELR , BSH create-rule M modify-rule 5%, JR IP
#hHtY FREAMNEEMN CIDR SR ERH R U T &4,

[
{
"Field": "source-ip",
"SourcelIpConfig": {
"Values": ["192.0.2.0/24", "198.51.100.10/32"]
}
}
]
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ELB BAEF AR
10T 85 0 U 9 H2 4R

AN ERSEFAWBEREHRI BERZANERTEE, EEBERT SRR AN G464 H A3
HRE, HFEFWAIEN URL REHRKE BARTMNIRATERN , XRFEEXA.

EAMNF RS DR E, ERFZHENENRANRTERBI AT EER, IHRETEENAERF
KRBPRMEEESEE , BLTFEREIE = HFAERRKITE R

R FA 72 Fr T B 45 1 25 S 00 U 2R A I B9 LA T B4R
i

host-header-rewrite

EEBERPHENFL. FREAEVNREARLEN EVHFAHHER , ATREBRNBRFE
#o

url-rewrite

ESER URL, HMEAENRKDARETER URL RHER | AETEERN BRTEE,

R ER AR

o BERAMATLRM—NEVIRLEBHRRN—1 URL EBERR,
o FERBIAML N RN

« MEFARATE , NaFREBRERKRIEE B

- MREFEENEEEERAY , RIFER HTTP 500 £Hix.

FHRLEEHR
B SR ENIRLPIBEENEH S,
Example EHLFRk # i R

B ATE B EZ RS BN IEE R, BXREZELR |, 5 M create-rule # modify-rule 5. LLT2
— AN ENIRLEIR RO, b ROISRFF IR LRI — DR EPR R

L
{

"Type": "host-header-rewrite",
"HostHeaderRewriteConfig": {
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"Rewrites": [

{
"Regex": "“mywebsite-(.+).com$",
"Replace": "internal.dev.$1.myweb.com"

BN | RSN ENIRK https://mywebsite-example.com/project-a EER https://
internal.dev.example.myweb.com/project-a,

URL EE#i##

AR URL B ERERNFNTE. BIEABROERRKFES URL , BIEENRIRERSREE
1t , EMHIE URLs B AT ARIFAF MBRSIZEN —BtE, WAETUURILERN URL EWFRFR
EBMEFRA.

FIEE , TSR URL WM EHO , RESHBENERFESTS,
Example URL EE 3% # Rl

BA AERI B RIS AN IS ERIR, BXEZEE , S create-rule M modify-rule i s, AT =2
—N URL EEHRRS, LRHISFEZERNERNENFHS,

[
{
"Type": "url-rewrite",
"UrlRewriteConfig": {
"Rewrites": [
{
"Regex": "A/dp/([A-Za-z0-9]+)/?%",
"Replace": "/product.php?id=$1"
}
]
}
}
]

flan | iR SR ESR URL https://www.example.com/dp/B09G3HRMW EE R https://
www.example.com/product.php?id=B09G3HRMW,
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ELB NARFARSEE
URL EEE URL EEMHX 3!

HHIE URL EE[d] URLEE

URL &R Db b R =k Skt 4 BT BR bt A= R TT AL

REREBE £/ 301 ( KA ) = 302 ( IEmeT ) RERBEE

Processing X 5T 85 Uik PR 55 25 i

B HELE, MBS, BEHRFNE BE URLs BRIZML , BRSZE
B 2549, R MR AR 1k RR &Y

9 BL AR Fr S 830 1 88 77 4o A 25 A1 Y

ABREN | BAE Y — RN, BTSN E X BN, SRANBAFRISE — MR —
AR RATUEBEERR, GXESER AR THNE -

. BERE

. G

i

Console
N i — LA |

1. ¥TF Amazon EC2 #Z#l& , Wit A https://console.aws.amazon.com/ec2/,
ESMBERSD , ERARHOER.

EE RIS,

TR RMNGET R £ | T - 5% O 5§ AR BT F AT ss a9 ¥ 4815 R T E,
EMMIET+ L | EBIAMHMM,

(AL ) ENANEEEN , FRABMIRE , RERAZN. EFMEMIRE | HEER
MEAIRE | RERARSRNREE,

7. XNTFEBIEM, EERMEG , BEFARE  RRREFENRMHE !

2

o ENFRK R EER RIS A EWIRK
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ELB SARFARSES
BHIEE : &% 128 N FF. TXOKRNPME, RENFHR a-z. AZ, 0-9; U TEHRFH : -
_ URBEM (*M?) . BYAIEEL—NEN. ERE—NFRZERESEF
B FFRF.

FNREXCE : FZ 128 MNEF,

o B EFRIEENEEHmARR,
BEIEE : &% 128 MNE/H. ROKNE, ATFHNFERR a-z. A-Z, 0-9 ; ATHRKFER : _-
$~"@:+ ; & ; ARBERF (*F?).
FNREXCE : FZ 128 MNEF,

- BHFHE  mARBENITTRNE,
BZ 128 NFHFo FXODKRNPME, ATFWFERFRN a-z. A-Z, 09 ; L THKFHF : _-3~"@:
+&(),;=; ARBESR (*F?),

« HTTPi&ERJGE : @A HTTP B3R 5%,

BZ 40 MNEF. ROKRNE, RAWHNZERFN A-Z, URUTRHEZER | -_. TXEBEM.
o HTTP #r3k : BRIEEERXRE K REWARXBEMNANLERFZFR,
« HTTP #rX A H— MNRTE 2T E UAR KAV E R A AT EE.
HIEE &% 40 MFF. TROKRNE, ANFHR a-z. A-Z, 0-9 M THET
R *-HEN&+ A |~ AXIFEER .
ENRAKXTE : &2 128 MNFR
« HTTP #5kfE - MAES HTTP HRAER TRV FRFE,
BHIEE : &% 128 N FHF. TR KRPME, RENFHFRN a-z. A-Z, 0-9; Z1& ; LT
BRER : "HE%& )+, [i<=>@0_{}~- ; ARBER ("M 7).
ENRAKXTE : &2 128 MNFR
« JRIP-LL CIDR X ESE IP thiit, B IPv4 & IPv6 CIDRs # . TXIFEE R,

8. (Wit ) BARMEMR  FERBERMEGR  ARRGRRE  Rew AZLERN ENREIXMER
FRE,

9. (A&, {XPR HTTPS iTas ) X THERMRE , BERBEUATHREZ—
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ELB RARFARSES
- NAF#HTEORI-ERFHREEHREMENER. BXELZER , B52H £4
Application Load Balancer ¥:iE i /7 & 15,
- BIFSHE-BA JWKS ins, RIBEMEAHMER, BXEZEL , B2H JWTs A
Application Load Balancer # {731,

10. T “BRERE , FRBUATREZ—

- RERFNBIRA  RFE-NERE. ERNEMBRE  BEEAMERE  RREE—1B
A, REEXNNEARBEZTEENINE. MREEMWEFEALERTHYE , WXHEA4
PrbtE,

« EEME URL : &£ URI o T+ Lo 5l AZSNEBD , HEETE URLETTF LR AT
Epytbuk , NMH#IA URL, X FIRESREBE , BEENERER G (HTTP 302 ) KA
(HTTP 301 ) »

- BREEEEL : WAENEMBRHEFKIEREENEMARE, SWAUIEERNRTRENIRE
BIIE o

11. iij:%-lt_io

12. HFHER , HA—ANTF 1F 50000 ZEAHE. AURELERAF (MR EEIREE)
WAER.

13. iij:%-lt_io
14, EEHMCERE , BFEIE,

AWS CLI
AN 0 — TR

5 create-rule T %

LT RBIBIERT —%EE forward BEM host-header &HFHIFN,

aws elbv2 create-rule \
--listener-arn listener-arn \
--priority 10 \
--conditions "Field=host-header,Values=example.com,www.example.com" \
--actions "Type=forward, TargetGroupArn=target-group-arn"

ERBERBEULERNEREAcB27ERE , BRALT --actions &I,

--actions '[{
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ELB B AR A EER

"Type":"forward",
"ForwardConfig":{
"TargetGroups":[
{"TargetGroupArn":"target-group-1-arn","Weight":50},
{"TargetGroupArn":"target-group-2-arn","Weight":50}

I

LT REIBIERT —%EH fixed-response M source-ip FHHHMN,

aws elbv2 create-rule \

--listener-arn listener-arn \

--priority 20 \

--conditions '[{"Field":"source-ip", "SourceIpConfig":{"Values":
["192.168.1.0/24","10.0.0.0/16"13}}]1"' \

--actions "Type=fixed-
response, FixedResponseConfig={StatusCode=403,ContentType=text/
plain,MessageBody="'Access denied'}"

DT RBIBIRT —%REE redirect B{EM http-header K4,

aws elbv2 create-rule \

--listener-arn listener-arn \

--priority 30 \

--conditions '[{"Field":"http-header", "HttpHeaderConfig":
{"HttpHeaderName":"User-Agent", "Values":["*Mobile*","*Android*","*iPhone*"]3}3}]1"' \

--actions
"Type=redirect,RedirectConfig={Host=m.example.com,StatusCode=HTTP_3023}"

CloudFormation
s i — LA |

E X R AR B RIRAWS::ElasticLoadBalancingV2::ListenerRule,

LLTFRBIGIET —%EE forward B4EM host-header FHMHN, HEREH , ZHN L
REEXBIEENBIRE,

Resources:
myForwardListenerRule:
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ELB

B AR A EER

Type: 'AWS::ElasticlLoadBalancingV2::ListenerRule'
Properties:
ListenerArn: !Ref mylListener
Priority: 10
Conditions:
- Field: host-header
Values:
- example.com
- www.example.com
Actions:
- Type: forward
TargetGroupArn: !Ref myTargetGroup

gE  BOBEREFANERNBEMACBAIERENEREE  FEATHIRXENL Actions,

Actions:
- Type: forward
ForwardConfig:
TargetGroups:
- TargetGroupArn: !Ref TargetGroupl
Weight: 50
- TargetGroupArn: !Ref TargetGroup2
Weight: 50

LTRRBIBIERT —%EH fixed-response &M source-ip H4HHMN,

Resources:
myFixedResponselistenerRule:
Type: 'AWS::ElasticlLoadBalancingV2::ListenerRule'
Properties:
ListenerArn: !Ref myListener
Priority: 20
Conditions:
- Field: source-ip
SourcelIpConfig:
Values:
- 192.168.1.0/24
- 10.0.0.0/16
Actions:
- Type: fixed-response
FixedResponseConfig:
StatusCode: 403
ContentType: text/plain

vl
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ELB

B AR A EER

MessageBody: "Access denied"

LT RGIBIERT —%EE redirect #EFM http-header FHHHN,

Resources:
myRedirectListenerRule:

Type: 'AWS::ElasticlLoadBalancingV2::ListenerRule'

Properties:
ListenerArn: !Ref mylListener
Priority: 30
Conditions:
- Field: http-header
HttpHeaderConfig:
HttpHeaderName: User-Agent
Values:
- "*Mobile*"
- "*Android*"
- "*iPhone*"
Actions:
- Type: redirect
RedirectConfig:
Host: m.example.com
StatusCode: HTTP_302

Ym 58 N A A2 7 LB D 1T 2R A {0 U BRI

& FTRE R g AR A T BRI AV IR E R SR MUMERT A2 ENAR , R EEH AN FH — B AE et

N, ATBEA BTN E EREE A IE R, EMEERITHEREXTRK,.

5

- BUREARE

« EFANMLER

- EFEIRE. ROEMER
- EEMNIRE

& BRI R

MINRIELDBLL BN Default WAN, EAILRELFNANREAETLRFNEE , BT UEZM

MRBHREFHREES
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Console
&R ERIAIRAE

1. §TF Amazon EC2 ##l#& , Mt Hhttps://console.aws.amazon.com/ec2/o

2. ESMERT , RFEABGER.
3. EEAEIGESR,
4. TEOUUTSRMMNETF L EEH 5O SRR AT R FAE R TE.
5. EMNGETFAVUYTRMUEBD B, ERIRIAMAN, RIGERRE, FEAN,
6. ERINRET , REFEEHNERE.
AWS CLI
1S BRINRAE

£ A modify-listener 5. A TRBIEFH T forward BRIEM B R4,

aws elbv2 modify-listener \
--listener-arn listener-arn \
--default-actions Type=forward, TargetGroupArn=new-target-group-arn

LR RBIESH 7 RINRE | LERANBAREAZRFHESERRE.

aws elbv2 modify-listener \
--listener-arn listener-arn \
--default-actions '[{
"Type":"forward",
"ForwardConfig":{

"TargetGroups":[
{"TargetGroupArn":"target-group-1-arn","Weight":50},
{"TargetGroupArn":"target-group-2-arn","Weight":50}

]

}
I

CloudFormation

1E R IARAE
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ELB B AR A EER

E#AWS::ElasticLoadBalancingV2::Listener’® R o

Resources:
myHTTPlistener:
Type: 'AWS::ElasticlLoadBalancingV2::Listener'
Properties:
LoadBalancerArn: !Ref mylLoadBalancer
Protocol: HTTP
Port: 80
DefaultActions:
- Type: "forward"
TargetGroupArn: !Ref myNewTargetGroup

ERTALL o4

AN RBAERIEF MNREERZSE) TEN, KEFERRIAFN, &7 SBER B RIERIAS 8
LER. TaeESIIAMMA L LR

Console
BEFANE LR
1. 3TFF Amazon EC2 ##l4& , it A https://console.aws.amazon.com/ec2/.
2. ESMBERP , BEAFHESR.
3. EBEAZITHESE.
4. FEMUTERFMNET R £, EFHI ;3% O PSR ITFRIT e E AE R E.
5 FEMNEIMF LEZFZMTEAN |, REEFERE. EFHERANMMEER,
6. HEMUTB|/ANIBL P , EAERINSCETHHANKEER, ZEEHANMELER , @A -

F 1 £ 50000 Z HHIHE,
7. EREREEW.

AWS CLI
EFTAN AL R

£ H set-rule-priorities B o

aws elbv2 set-rule-priorities \
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ELB

B AR A EER

--rule-priorities "RuleArn=listener-rule-arn,Priority=5"

CloudFormation

ERTHNIL LR

E#TAWS::ElasticLoadBalancingV2::ListenerRule % iR .

Resources:
myListenerRule:
Type: 'AWS::ElasticlLoadBalancingV2::ListenerRule'
Properties:
ListenerArn: !Ref mylListener
Priority: 5
Conditions:
- Field: host-header
Values:
- example.com
- www.example.com
Actions:
- Type: forward
TargetGroupArn: !Ref myTargetGroup

BRI, SR

BRI LUEFHAN BV IRE, FUEMER,
Console

ERANERIE, FHMFHR

1. 3TFF Amazon EC2 ##l& , it A https://console.aws.amazon.com/ec2/o

2. ESMERP  ERARHESRR.
3. “EENBITER.
4, EMWTB[MMUETF L, EFWHI KO SPRSCRUIT TR N i AE SR EH.
5. EMNBEDF £ | EROTSEAN , REERRE. FEAN,
6. REFTEEMBRE. FENER. BXFASR , BESRFNAN,
7. B‘ET—-F,
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ELB NARFARSEE
8. (i) EHMLER.
9. BEET—%,
10. EEREFER.

AWS CLI

ERANIRIE, MR

£/ modify-rule 5 F. ZDEIELUTIETZ— : --actions, --conditions # --
transforms,

BRZLERT RE , ESFERIAN

CloudFormation

ERANERIE. RN

E#AWS::ElasticLoadBalancingV2::ListenerRule &R .

BRAMNTRH , ESE HIHAN,

EEAN IR

PRE T H BB AR B B XU RMANFIT DK Hlan , B LRAR, FRrAESRINENRIRRAI
L, BEANNITLERLNEEESE, NREFNNTRETHNRBELENNXE , ©REIMIIRER
=B

A SEARE 5 0] LA B BR
Console
EEMN A FRZ

1. 3TFF Amazon EC2 ##l#& , it A https://console.aws.amazon.com/ec?2/,

2. ESMERP , EEAFIGESR

3. EBRABHEHSHENENITAHEAEENH,

4, TEOBRMMAUEDF L, ERHI : 6O SR XARIT T RNFAEERE,
5. EMMED+ L | EREFHFESN XA ITFZANN FHREERE,
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ELB NARFARSEE
6. EAMNFAFESNEL , EREEIRE,
7. HEEERLEREL , ITUT - STURE :

a. ERMIRZ | FIEBRNMFEL , RRNEBNERAE,
b. EMERIRE , ERFIREZ L HIMER.
c. EEMRZL , BFHRBIERMAFTE.

8. LEERERFER.

AWS CLI
FHRZ R I ZIH )
£/ add-tags .

aws elbv2 add-tags \
--resource-arns listener-rule-arn \
--tags "Key=project,Value=1ima" "Key=department,Value=digital-media"

B ERALN PR

PPN

£/ remove-tags o

aws elbv2 remove-tags \
--resource-arns listener-rule-arn \
--tag-keys project department

CloudFormation
BR8N 20 H

E#AWS::ElasticLoadBalancingV2::ListenerRule & i

Resources:
myListenerRule:
Type: 'AWS::ElasticlLoadBalancingV2::ListenerRule'
Properties:

ListenerArn: !Ref mylListener
Priority: 10
Conditions:
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ELB B AR A EER

- Field: host-header
Values:
- example.com
- www.example.com
Actions:
- Type: forward
TargetGroupArn: !Ref myTargetGroup
Tags:
- Key: 'project'
Value: 'lima'
- Key: 'department'
Value: 'digital-media'

) BR B2 A A2 e S Bk H0 1T 25 9 (T AT 2R ML U

£ LABE Bt BRASTUT 2R A9 JERRIAAL A o A BEMBRANITERAVBRIAMN . 2B BRITUTRR Y , B MIERE R
AR,

Console
il B AR
1. 3TF Amazon EC2 ##l& , Wit Jhttps://console.aws.amazon.com/ec2/.
2. ESMBERP , EERAFHESR.
3. EERAZOESR.
4. FEMUTERFMMNET R £, EFHI ;%O PSR SIT R a F AE R TE.
5. EFBFZAN,
6. REAURIERF Actions ( 84E ) . Delete rule ( HIBRFN ) .
7. RRBTEIAR | WA confirm , REEFMBR,
AWS CLI
il B AR

5 delete-rule a5%5

aws elbv2 delete-rule \
--rule-arn listener-rule-arn
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ENAREFRASRESEIEIPERA TLS #H1TN @ & 4 KIiE

Wi TLS HHRITEREHET LB (TLS ) B—TTik, £5 TLS ERSENE BB R
2BE , HTRSBETAHE S BIEMESH, EHNE TLS , ARSEHRENE TLS NENHE
B RABRS S BN S ARIE, FRE TLS SHARFARNESEEAERN , TUEILEH
Wi EE RN ARFN AR,

BEEANRE TLS , ENABEERTUEERE RS ORI , NMEPRRIAEZEENE/HKS

RREENERNARFEE, ERALIIEN  ASRSERERAREFE=FIEPREIE (CA) WIEHHK
£/ (PCA) AWS FARIEBWANMN ( Wik ) NEFRHTHORIE , ARTRERLE., AHBER

SEM HTTP SRR FFIRIEREEEEEER , ENNRAEF I ZERA TR,

ERTNARFASISESRANE TLS 24 T U THEA X.509v3 &/~ ik 41 UEIER

« X[ TLS & : AEHBERETFERIENER THENFFHIEHEREZER. BRARRIESF
PIRIEPeE, REBEIEAFFIRIEEE  SENRAEF PSR DE RS HRIEN B RRN
2%,

« X[@ TLS WiE : AP ERSENTITERDE TLS EEN N F /A HRHIT X509 B IRIEH S 6K
iE,

BEAME TLS ARER  AJUFANBRENESRAZ S WOESR. BEANRE TLS BT |
HSHERARF A ERENE TLS.
ENAEFAESEER LT IREENE TLS 2§l

ENAREFAEIGE SR LT REENE TLS 28 , HESNUATE :

BL &

N REFREIIEREESEN AWS IKF RERANEEF#EE. CAILLBMIES RHEIRHBEMEX
RS LR

BXREZER , iH3 5 Quotas for your Application Load Balancers,
EPRER

BARFARSESRIFUTIERATNE TLS B4 KIE :
o ZEHEP : X.509v3
« XEMA4E - RSA 2K - 8K B ECDSA secp256r1, secp384r1, secp521r1
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ELB B AR A EER
- XEFMNEEEE  SHA256 , 384, 512, & {EN RSA/SHA256, 384, 512 with EC/SHA
256,384,512 , HH RSSASS-PSS MGF1
CA iEF 4=

UTHREEATIERMANE (CA) BHT
- NARFASOEHSEME FESMEBMANME (CA) EHBEST. NARFASOEHSET XK
FEBANER, MRFBERMFUES , WA L4EUBEL D04
- EER CAIUEBE , BFEH ModifyTrustStoreAPl,
IE 545 3% I

HIEERNE TLS Zids , NABRFASESESREIEARAUREFRIESEENSERER. 2
DUBFMHIERTT 48, SURIEBE R,

SKERE
NMARFARSEREANG TLS AEHBIEENXN , FXFLXERE.
HTTP #53k

EEANE TLS hEFEFImEERN | NMARFAREESRER X-Anzn-Mtls SR EKEERE
B, BXEZEENROIFRL |, BESE HTTP #RKFMN @ TLS,

CA iEFH XX

CAERXHLBITHEEATER :
o IEBNXHHIER PEM ( BRRAEREERE ) $83K,

c EPRABRLAETEHE ----- BEGIN CERTIFICATE----- M----- END CERTIFICATE-----

« ERMAL # FRITL , HEFBEEEM - F6
- TREBAEMZEIT,

REZ (W) WIEHRA -
# comments

Certificate:
Data:
Version: 3 (0x2)
Serial Number: 01
Signature Algorithm: ecdsa-with-SHA384
Issuer: C=US, O=EXAMPLE, OU=EXAMPLE, CN=EXAMPLE
Validity
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Not Before: Jan 11 23:57:57 2024 GMT
Not After : Jan 10 ©00:57:57 2029 GMT

Subject: C=US, O0=EXAMPLE, OU=EXAMPLE, CN=EXAMPLE

Subject Public Key Info:
Public Key Algorithm: id-ecPublicKey
Public-Key: (384 bit)
pub:
00:01:02:03:04:05:06:07:08
ASN1 OID: secp384rl
NIST CURVE: P-384
X509v3 extensions:
X509v3 Key Usage: critical

Digital Signature, Key Encipherment, Certificate Sign, CRL Sign

X509v3 Basic Constraints: critical
CA:TRUE

X509v3 Subject Key Identifier:
00:01:02:03:04:05:06:07:08

X509v3 Subject Alternative Name:
URI:EXAMPLE.COM

Signature Algorithm: ecdsa-with-SHA384
00:01:02:03:04:05:06:07:08

B (B%) WiEBH Rl :
1. B—if ¥ ( PEM %8B )

# comments

2. Z/MEH ( PEM 453 )

# comments

FHEaRIAY R T
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HTTP #R3k X @ TLS

AENBEEANRE TLS SR RDEEENNARFABSERATREIEREEMN HTTP #5K,
BRI A EIIE R EANBEE X-Anzn-Mtls FRABURTEIEERNINE TLS R : AEEA K
B3,

BXBARFASSESRIFHNEM HTTP #7kMELE |, ESH HTTP #5k# Application Load

Balancer,
BB ERNA HTTP #Rr3k
MNFEZEEXTHNE TLS , NARFABSESRER U TR,

X-Amzn-Mtls-Clientcert
WHRL B EEETENPENEZFIRIEPHEN URL &5 PEM & , Hih +=/ FAL L2 FH.
PRk R -

X-Amzn-Mtls-Clientcert: ----- BEGIN%2QCERTIFICATE----- %QAMIID<...reduced...>do@g
%3D%3D%0A----- END%2QCERTIFICATE----- %0A----- BEGIN%2QCERTIFICATE-----
%OAMIID1<...reduced...>3eZl1yKA%3D%3D%0A----- END%2@CERTIFICATE----- %0A

WUFR A HTTP #R3k

XN TN TR E TLS , NARFABEERER L TIRX,
X-Amzn-Mtls-Clientcert-Serial-Number

AR K B EHERFISH HAR#EHRTER,

REARBRRB

X-Amzn-Mtls-Clientcert-Serial-Number: @3A5B1

X-Amzn-Mtls-Clientcert-Issuer

WFRABEMKRE TS YL (DN) B RFC2253 ZHERTRFER.
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ELB NARFARSEE
AR RHB

X-Amzn-Mtls-Clientcert-Issuer:
CN=rootcamtls.com,OU=rootCA,0=mTLS,L=Seattle, ST=Washington, C=US

X-Amzn-Mtls-Clientcert-Subject
ARk T EEBAI 7 #E T (DN) B RFC2253 FRFXRTER.
FRARE R :

X-Amzn-Mtls-Clientcert-Subject: CN=client_.com,0U=client-3,0=mTLS,ST=Washington, C=US

X-Amzn-Mtls-Clientcert-Validity
WARREEE 1S086 01 #E X MInotBeforefnotAfter HHf,

REHNAETRH :

X-Amzn-Mtls-Clientcert-Validity:
NotBefore=2023-09-21T01:50:17Z;NotAfter=2024-09-20T01:50:17Z

X-Amzn-Mtls-Clientcert-Leaf
WFRKBEHIEBH URL w18 PEM =, , HEd +=/ ERN R 2 ZFH,
FRARE R -

X-Amzn-Mtls-Clientcert-Leaf: ----- BEGIN%2QCERTIFICATE----- %OAMIIG<...reduced...>NmrUlw
%OA----- END%2QCERTIFICATE----- %0A

NITEBWAYA (CA) BB

NIEBMEN (CA) TEEMBYTE/RBEENRE TLS H K IEHRFHEZMIES |, N#
B EORIEEE,

BRI & CA XEEM/G , Application Load Balancer HRIE5 2 KXW EEFHX N/ HEEHIESH
MAEAM (CAs) EBB IR, SFFHREINARFASSEREET BHRN , 2B/ RSKET
1 CA TBEMIIK.

NFF CA EBEH 163



ELB R S
f£ TLS ##F HiiH , & Application Load Balancer HREFIRIEPHA , ELTEURPBEREEFIEZE

8 CA A5 PR #RFIK (DNs)o BB THEFIREREM AT CA ERBMMELTENERIES , AW
AL & B RIEE 2 H W D EREE IR,

BRI L EF MMM A MRS EBEAAT CAXTEBEWN ., BXESZELR |, HSFE A HTTPS i
#.

R s 9 E SR Ay iE R B &

ELB RHLEZRAE , ATHRAXKEINARFABROERNERNEN. EERATILEEF K IP
ut MmO, FRWREBER. ERERUREEERAN TLS ZBREEE. RETUERAXEEZA
SEREFBFREXNMEMLES,

ETHAXERATHESES  #B2H LARFARSERNEZAS
ENARFARSESR LEEXE TLS

EFANE TLS FEER , AEEFMTSRERENEZ KRBT HWEMERER, HEAXNE TLS
ke, NARFASSIESRSMER HTTP AL HENRFIRIEPERER B iR , XEEREBEN
AREFPRIENNSARIENRNEE, BXEZER , RN ENNARFASITEE0E
HTTPS {¥r 25,

SEAERIERATERMEE TLS i , NARFASIERSERSIE RN TLS EEe N FFiwi
1T X.509 B ImIEH & BRI,

EEAXNXE TLS RIEE | HHIT T HIRE

- BB EEFHE AR,
« HEZHIEBMANE (CA) BTN (7 ) mEIIR.
o FHEEF6E M N R EE B R P iR R AT ER

BREATHHNIRENAREFARSER LEEND TLS BIERK.

5

- DIEEEEE

- XEEEFH

- B CAUERRALSE
« ANHOUEP BEIIE

EEAE =



ELB SRRE AR
- HBRIES BB =
- BIBREEFE

IR

MRECZRNBIERBYTRENRI T EEFMR  ZEEFREEHREKIFMITER. BN, BBH
BT R ERERE mYrat.

FRFZMH
- ZOIBRGEETME , ELTRBEREIERMENM (CA) HNIEFHBELHE.

Console

LT ROIERES AN EEFETD IE—MEEFE, SR NECRE HTTP iT2Red IR EE
(AT 7

BB

1. IIHLSE EC2 #1#Hl& , Mtk Ahttps://console.aws.amazon.com/ec2/o
2. ESMBERL  ERETEM.
3. ERCIBEEITHE.

4, EERFHERE

a. NWTEEF#H, WAGEFHEBBR

b. NTFEBMARABBEHA D , WAZERE CAEFHEHZAY Amazon S3 BEE,

c. (k) EANRRAERE CAILEREHAINEHRA. BN , FEMHSFRA.
5. (Hik)XTRE , ERLLARFILS RHEIIRMNIEEFHE.

a. IEFBFIIF CRL, RFTE Amazon S3 Fi ANIEH BEHFIRMWE,

b. (W% ) FEANKRFERIEDBHEIKRNETRE. BN , FHEAHFRA,
6. (W% )RBRFGEFERE, TNENEEFHEMAZS 50 MrZ,
7. ERVIBETFME.

AWS CLI

BIRE T
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ELB B AR A EER

£ /A create-trust-store 5

aws elbv2 create-trust-store \
--name my-trust-store \
--ca-certificates-bundle-s3-bucket amzn-s3-demo-bucket \
--ca-certificates-bundle-s3-key certificates/ca-bundle.pem

CloudFormation

BIBE i

TE X R AR B RIRAWS: :ElasticLoadBalancingV2:: TrustStore,

Resources:
myTrustStore:
Type: 'AWS::ElasticlLoadBalancingV2::TrustStore'
Properties:
Name: my-trust-store
CaCertificatesBundleS3Bucket: amzn-s3-demo-bucket
CaCertificatesBundleS3Key: certificates/ca-bundle.pem

KEREEF0E

NEEEFREE  CLMFHEMTHEXEK , RAENARFAROERS T REAGER#E. 8%
LT REXR—MEEEME , B —MEEFE T UKRBE 2 MR,

Console

BADRUTERHAT , HEEFEXKINEMNWER, SBATUECE HTTPS /147258 < Bk
EEF#. BXEZELR , BSHEE HTTPS TR,

KERE T

ITFI S EC2 #%|4& , Mtk R https://console.aws.amazon.com/ec?/,

ESMERT , EEFEAEGHESR.

;RN IGERR.

TSR MM NEDF £ | %3 Protocol:Port 51| A EY 58 AT FF R £ T ss iV ¥ 5 B TN,
EREEWMFL , EREELTSMNTHRRE,

WMRARFANGE TLS , TEFFIRIEBLETERENGSHGRIE (MTLS ) , REERERE
ErFEEITRIE.

o a0 A w N~
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ELB NARFARSEE
7. WTEEE#E , BEREREEEME.
8. LEERFRFER.

AWS CLI
KERE 1R

& A modify-listener B85

aws elbv2 modify-listener \
--listener-arn listener-arn \
--mutual-authentication "Mode=verify, TrustStoreArn=trust-store-arn"

CloudFormation

KERE 1R

E#HAWS::ElasticLoadBalancingV2::Listener® iR

Resources:
myHTTPSListener:
Type: 'AWS::ElasticlLoadBalancingV2::Listener'
Properties:

LoadBalancerArn: !Ref myLoadBalancer
Protocol: HTTPS
Port: 443
DefaultActions:
- Type: "forward"

TargetGroupArn: !Ref myTargetGroup
SslPolicy: ELBSecurityPolicy-TLS13-1-2-2021-06
Certificates:

- CertificateArn: certificate-arn
MutualAuthentication:
- Mode: verify
TrustStoreArn: trust-store-arn

ik CAEHBE4 D

CAILPHRATREEFRN —MLFLN. EREJUEPMRAIUEAY ZFERARIEF M EIEH
MES, XEZYRIFMIEREAS P im A USEAM2NNIES B RS EER AR,
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https://docs.aws.amazon.com/cli/latest/reference/elbv2/modify-listener.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/TemplateReference/aws-resource-elasticloadbalancingv2-listener.html

ELB B AR A EER

—MEEFR —RXREEE - CAIEBESME , ERETNEREFEFEEHER CAEHEL
Do

Console
i CA I BWMEE
1. FTFLS# EC2 ##lE , Mt Fhttps://console.aws.amazon.com/ec2/o
2. HESMBERL , ERETEE.
3. ERZEEFME.
4. MREERRE. B CABHHS.
5. EEKR CAHESITEMNIERPMEVEBRBIT , MAFE CA HEZH Amazon S3 L&,
6. (AlE) EAXNKRMAERIEDRHESIRA LMK, BN , HEHAZHERE,
7. EFEHIR CABET,
AWS CLI
B CAIBRSE

{# A modify-trust-store &8

aws elbv2 modify-trust-store \
--trust-store-arn trust-store-arn \
--ca-certificates-bundle-s3-bucket amzn-s3-demo-bucket-new \
--ca-certificates-bundle-s3-key certificates/new-ca-bundle-pem

CloudFormation

BE# CAIEBm4a

E YR 7K EIRAWS::ElasticLoadBalancingV2::TrustStore,

Resources:
myTrustStore:
Type: 'AWS::ElasticlLoadBalancingV2::TrustStore'
Properties:
Name: my-trust-store
CaCertificatesBundleS3Bucket: amzn-s3-demo-bucket-new
CaCertificatesBundleS3Key: certificates/new-ca-bundle.pem
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https://docs.aws.amazon.com/cli/latest/reference/elbv2/modify-trust-store.html
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ELB B AR A EER

ANINE B FIR

gE  BUNUNEEFHUBIERRHIIR. RHEIRBILELPARIEES , S EERHIEBHHE,
R 72 FF B9 7 8RN 52 5 PEM A& NAVIE B R R

SFES REIIRPNIEEFEN , REQANEREBE ID. BNPNIEEFHENRHIRER
< IDs 0 , FBEFTEER.

MRAEFABEERTERHELERHEIKRPEFAFIISHILES,

Console
AR EIIR
1. FTFLS# EC2 #2#1& , Mt Ahttps://console.aws.amazon.com/ec2/o
2. ESMmBERL , EREEEE,
3. EREEEFE#UEEHEFAFEETE.
4. FIEPREFIRET R L , FOERRE. FNARHEIR.
5, EAMREINRTELNERREINRT , AR BHESIFRN Amazon S3 L E
6. ( Ak ) EAXNKRMAERIEDRHEFIRO LMK, BN , HEHZHERE,
7. EEAMBHEIIR
AWS CLI
YRR IS

5 A add-trust-store-revocations %55

aws elbv2 add-trust-store-revocations \

--trust-store-arn trust-store-arn \

--revocation-contents "S3Bucket=amzn-s3-demo-bucket,S3Key=crl/revoked-
list.crl,RevocationType=CRL"

CloudFormation

YRR LTI

E W ERR “AWS::ElasticLoadBalancingV2:: TrustStoreifi$4” B &R

Resources:
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myRevocationContents:
Type: 'AWS:ElasticlLoadBalancingV2::TrustStoreRevocation'

Properties:
TrustStoreArn: !Ref myTrustStore
RevocationContents:

- RevocationType: CRL
S3Bucket: amzn-s3-demo-bucket
S3Key: crl/revoked-list.crl

i BRAE 5 /7 85 51 5=

MRTBFEEMELREFIR , TLURERER. MREEF#INVEMIBRHEIRE , HBHE D
tREMER , FEAECSEFENERPRNTSERER,

Console
I BR B 48 5 =
1. ITFLS¥ EC2 #41A , Mt Ahttps://console.aws.amazon.com/ec2/o
2. ESMBRLE , EBREEEH.
3. EBZEEEM.
4, FIEBREIIREMF L |, FOOERRE. BBRBRETIR,
5. HRSRRHIHITHEHIAN , WA confirm,
6. IEIZFMIBR,

AWS CLI
1 BR B B 5 &

{8 A remove-trust-store-revocations 55

aws elbv2 remove-trust-store-revocations \
--trust-store-arn trust-store-arn \
--revocation-ids id-1 id-2 id-3

) BRAS 1 17 i

HEABEAEMSERE , TLUFEMRBR. FREMIBRXBRE YT 2R S 76
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https://docs.aws.amazon.com/cli/latest/reference/elbv2/remove-trust-store-revocations.html

ELB B AR A EER

Console
I ERERER

1. FIHALSE EC2 ##|& , Mt A https://console.aws.amazon.com/ec2/o

2. HESMBERL  EREEEM®,

3. ERZEEEMH.

4. ERPFEMIER,

5. RRBTHEIAR , @A confirm , REIEFMER.
AWS CLI

1 BR A5 £ 1

5 A delete-trust-store 455 o

aws elbv2 delete-trust-store \
--trust-store-arn trust-store-arn

HENMHERF RS E R ELB X7

ELB 5 AWS Resource Access Manager (AWS RAM) £ E AEEEM#EZ, AWS RAM 22—
BRS |, ERAEBEHANAN BN ZE AWS IKF R ABEZEHE ELB FEFMER (OUs ) - -
MREBEZANK, , WANGE—REETE , RASERA AWS RAM FHAHEMKFFER. IRE
B IK P BB AWS Organizations , M AT LLEHNARPFBEKF X ZEEEFMHE , Ll MR EEELHR
AKX ZFEEE®E (OUs ) o

£A AWS RAM , BB ERBERERAZZHENRR. BRAZEEERENERUARS
Z#\;ﬁ:;ﬁﬂﬁﬁﬁﬁ%o FEHERDP AWS K/ |, HEEEBEENA (FTEE ) BEHAM AWS IKF (8
BE)HE, HREUVURHAENEEFREXKIENAREFAROEHRMWSE , REEECSHK/H
REREEF6E — 1+,

EEFHEMAEAUSUTHRAZEEEMHE

- BAREHAL AWS K/ WEFS AT AWS Organizations
- HALAWNIHAL R AWS Organizations
- THENALERTE AWS Organizations

AEEERR =


https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/cli/latest/reference/elbv2/delete-trust-store.html

ELB B AR A EER

&

- EEEHAZHEREHS
HEEEFHEAINR

- HEEEEFH#

« FILAZEEFMH®

- TRMUE

EEFEAZNRREMSF

AE B 2R IRH E AWS Resource Access Manager, B XEZELE |, 5 (AWS RAM A
fE®) M Create a resource share,

EHSEEHE , ELAEEHCHBEETREE AWS K7, BTFREAZESLHAZTNEEFMR.

- EEHEMWALRYE AWS Organizations P AR RN L ZFEEEFW , BXABHE AWS Organlzatlons
WHRZE, BXEZEE , BZHAWS RAM (AFERE) PH A TS AWS Organizations £Z,

HEEEFHINR

EEF#mEE

- EEFERAEEIUNREEEM,

- EEEMEEINER—NKFPPERATEARSESRNETTFME.

- EREBEFEEANUEHM AWS tkP HZFERIE , #F AWS Organizations.

- FEEIEPMEETUBUESEA AWS tk PN HEEZEFEEHEIE , HE AWS Organizations.
- EEEMFIEETRELARSESERARE—K-PNEEFHR.

- EEERBEEALIIHERRAZEEFENAMENARFAZIIESR.

- MRHFDFEXEK , WEEFETEE TR REEFM,

- EEERAEETUNBRSRENEFEEFEXEK,

- FRARAEEEFMEN , EEFETEE2UWE CloudTrail B

EEF#ERE

- FEFEREREUUETRAENEERH,
« FEFHEERE TUER MK/ P EREEFEEIRS ST R,
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https://docs.aws.amazon.com/ram/latest/userguide/getting-started-sharing.html#getting-started-sharing-create
https://docs.aws.amazon.com/ram/latest/userguide/getting-started-sharing.html#getting-started-sharing-orgs

ELB B AR A EER

- EREFHEERETUCEARENEEFE RIS SURYTER.

- EREFHERELEZEATBRAENEEFEREIZMYTER.

- EREFHERELTZEARENFEFMH.

- EREFEEREESNTERXBKN AIUEERZNEETE ARN.

- EREFHREAEEEARZEEFHEEISRMITRITSUE CloudTrail B,

RENR

HEEEFHEN , BRAEZEARENRKEFHEEFHEREATNERE. BUUEARANES
PR AWSRAMPermissionElasticlLoadBalancingTrustStore ( @FEFMETRAMNE ) , LA
BEBCHNEFFEENR, DescribeTrustStores, DescribeTrustStoreRevocations #
DescribeTrustStoreAssociations ERBLBH , T ATHIER.

EEEHARAEZIHFT IR :
g $1 8 SF & : CreatelListener

A LU L Z W E 45770 B 0 2T 28
M A SEE - ModifyListener

AL R ENEEFMEM NI A TS,
3 1 8 18 GetTrustStoreCaCertificatesBundle

AU THESRENEEFM BN CAIERHEHNI,
3814 13 F & : GetTrustStoreRevocationContent

AU THRERZNEEFHE RN BEXHEF,
# MM E S ;. DescribeTrustStores ( BAIA )

AL HZKFIEENEEZNMEEEEME.
¥ M ES% : DescribeTrustStoreRevocations ( ZRiA )

A S HAEFEEFHE ARN WATE RERA,
¥ M E 9% ;- DescribeTrustStoreAssociations ( ERIA )

IS HEEFRERERS PERAENEEFHERBNAEHIR.

HEFEETH
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HEEEFE

HEEETHE , BXNE bﬁ‘ﬂﬂﬂﬁﬁ L=, ﬁﬁ?i\;%—lﬁi AWS RAM &R , AIiL&EE AWS Ik
F/\?—ﬁ/ﬁo REHEEE HEWHRR, HEREFENFERE , UREATURITHIRE, HEBEHA
Amazon EC2 T"“%'Jn:u,\;ET?ET?f%HT ALHERMBNERRREZES . EREEEMEBMNBETAE
BHRE | BUABELEMER AWS RAM 2H A8l BRRERE,

HEBEHMAXRZEHENEEFMIT AWS IKF |, B UL A FIX &K P E A Application Load
Balancer {19788 5 &0 F A Y S E 7 X< B

MRIERAMLAHBHW—FR , AWS Organizations FEBATHLARNBHRE  NLBHEFALATRHET
ZEHREZEEEHHINR, BN , HBREQRIMARREZENEE  HEEZBREGREFNEEN
EEFMEI L RPR,

&I LAE A Amazon EC2 ###|A., AWS RAM #£#|a A H ZEWBEMEERIE AWS CL,
£/ Amazon EC2 %l & H =B BN EFERE

1. FIALD# EC2 #4I& , Mt A https://console.aws.amazon.com/ec2/o
ESMER EHNABIET  EREEEFH®.
EREEFREMUEEHFHAEERE.

EHZRTF L, EBRAZEEEME,

EHEEAFRIENTRAZT , ERENEEFENEBLRRAZTHAE,
(i) MRFZVNEFNRFRE |, HEEFE RAM BH &P BT RAZHE,
ERREEEFHE.

N o o b~ Db

£/ AWS RAM 2| & R EERENEE7#

2@ (AWS RAM A $Em) PRBIRZREH =,
EHZERENEEETRE  FER AWS CLI
£/ create-resource-share W%,
FLEZEEFE

EFLAZERENEEEME  LIANRRAZPREM R, EEFLEAZEEEEE  UAXEKD
RAEE  BRTATELRNAENEEFRELNXERK, SEEFEMEEESEFTMRETEMBRKEK
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https://console.aws.amazon.com/ram
https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/ram/latest/userguide/working-with-sharing.html#working-with-sharing-create
https://docs.aws.amazon.com/cli/latest/reference/ram/create-resource-share.html

ELB B AR A EER

B, ZRECRMNARANIKS R BER. IREFFHEREFERBRFRRAE , WMAERGFEHAZNMRE
%ﬂﬂ“ﬁ%lx)ﬂﬁ)bo

A BBR<ER

E1E7EEFTA & 1] LAE A Delete TrustStoreAssociationtn 5558 I M BRI A K S 126 < B, M
BRREE , EAERACEEE#NARYERMTRB L E:BRIIFFIHIES , #EH TLS BFF
KM

B L EA Amazon EC2 #2#l&8, #H A% , AWS RAM FLEHEFEFME AWS CLI.
FIL £/ Amazon EC2 2H| A A ZERBNEEBE/IE

ML S# EC2 #2414 , Wik A https://console.aws.amazon.com/ec?/,
ESMER LHNARIET | EREEEFHR.
EREEFHEMUEREFHAEERE.

EHZEETFHNRRAET  EREFLAZNERRAE,

ERBE .

o k~ w0 bh =

£ AWS RAM 2#| & F L HE R BNEEFE
BEZH (AWS RAM AF#Em) PRENHTRLZ,
EFLAZTERBENEEEFME , EEA AWS CLI
5/ disassociate-resource-share &%,
ITHEMNITE

HENGEFHRERSNABRFARSESRNSNMEFHERBRKKREAEENIREGEFMEER | B/
it 5.

NETRESES  QESIKEHNEHARE  H5H ELB BN

£ Application Load Balancer ®if A F & 3

A LUK Application Load Balancer BRE R EAFARINARFNZERIEAFN S5, XEEA Y
BIEAFSMNIEREABHEERER , MENARFTUTEITHLSFZZE,
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https://docs.aws.amazon.com/elasticloadbalancing/latest/APIReference/API_DeleteSharedTrustStoreAssociation.html
https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/ram/latest/userguide/working-with-sharing.html#working-with-sharing-update
https://docs.aws.amazon.com/cli/latest/reference/ram/disassociate-resource-share.html
https://aws.amazon.com/elasticloadbalancing/pricing/

ELB NARFARSEE
XEFATEARS

B3 &F4 OpenlD Connect (OIDC) &4 531478 (1dP) RiIEAF 514,

- BT S# Cognito XIFMAF @SR IdPsiEE ( Hl0IE 5%, Facebook A ) X A #1T
=SV EATN

- B3l H4, A8 SAML, OpenlD Connect (OIDC) &3 Amazon Cogn OAuth ito X389 F
St P (T BRI,

EZFERAMES OIDC &4 1dP
MREBFHS OIDC % 4H 1dP 5 Application Load Balancer —#2 £ , BHHMITU TIRE :

- £/ |dP BIE#HH OIDC RAREF. IdP Y DNS A2 Al AT #EATAY

- WAEERFin ID MEFRER,

« FREVIAP R TRGH TR FRLETRA, THAETIRNAFGEELET R, JTUEERER
RIELER.

* |dP % RIEH R AR 2 HAEB TR E

* U5RHY DNS kB BAMR A RFTEMH , BMESIIETAFE IP it 2tk

- RFEEWN IdP AR URLs T TEER , TRENWRAFRHEAMIEER , H+ DNS 2
B A BHERMNIEE , CNAME RENMNARFH DNS 5178 :

* https:/DNS/oauth2/idpresponse
* https:/CNAME/oauth2/idpresponse

& A Amazon Cognito
A A X 35
R AR S E M Amazon Cognito ERXII BT XEHEH -

« XERE (FFRILMILE )
KERER (HEEM )
XEBES (MAEELIER )
XERLR (RBRM )
MEX (HER)

MEXES (FRME )
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- MM (HFEERE )
- MBI (K2 )

- MR (REEE )
(R )

. MK (BR2

. BMBX (0% )

. BMiX (B2 )

. BMX (BT )
. EEMN (ZRT)

- WAMK (BH)

c TABX (FE)

- WA (ER )

e WAHKX (KR )

- TA#HX (EF )

. WA (FEERE )
 WAX (FE )
c TABX (B )

c WAX (HAE )
.« WA (BRAE )
. % (FELR )

. % (EH)

. M (FFEE)

. @B (HHgk )

s

MR 2 Amazon Cognito B F7 it 5 Application Load Balancer &4/ |, HHITHATIR®E :

- RIEAP, BXEZEER |, 28 Amazon Cognito FF & A GRS #I Amazon Cognito F F it

- BIBAFME PR, SXTNNEFRERBEAEREFHES , FAREBRENRE , AXFESEAFOE
AR OAuth BB, BXEZEER , IS Amazon Cognito FF XA RIEREHIVELE A -t
RARFEF o

- RIEAFME, AXEZELR , 535 (Amazon Cognito FF X AR/ F K Configure a user
pool domain,

H#Z A Amazon Cognito 177


https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-pools.html
https://docs.aws.amazon.com/cognito/latest/developerguide/user-pool-settings-client-apps.html
https://docs.aws.amazon.com/cognito/latest/developerguide/user-pool-settings-client-apps.html
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-pools-assign-domain.html
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-pools-assign-domain.html

ELB RARFARYES

« BIFERNBERSMNIRE ID T, Hltn, BRIAEE openid FRE ID T , B
aws.cognito.signin.user.admin SEEFIRE ID Tk,

- EEHRHB AP KKE , TEKSFHORIEDB2HPEA IdP. EXEZELR , H3H (Amazon
Cognito FF & AR 1ER) A HY User pool sign-in with a third party identity providero

 f2¥F URLs % Amazon Cognito KJElf& URL FERH#HITUTEEM , H#F DNS BREHN AT H R
WiE#E , CNAME 2EHNATREFR DNS 518 (MREBEEFERAZIIE )
* https:/DNS/oauth2/idpresponse
* https:/CNAME/oauth2/idpresponse

- AWE IdP RAREFNEE URL REALNAFME, £/ IdP g, flan :

* https://[domain-prefix.auth, region.amazoncognito. com/saml2/idpresponse

* https:/luser-pool -domain/saml2/idpresponse

NMRAEFEFIRRETHERE URL XA HERNEFR,

EFE ARSI ESEE N FEA Amazon Cognito RIFAF &6 , XARFZHAFEAH
cognito-idp:DescribeUserPoolClient &EMNFR,

EZEALS# CloudFront
MR ETE Application Load Balancer BIE A CloudFront 2Ft , EREANTRE :

« BREREL (£50) -#R CloudFront TEEFEL T SHRIFMNERWIM, X 7# % E S 5 RIiE
LELHENEFRMEN, RE , A TEBASENEBEXTXE , CloudFront 2 EMMEET
LAFF time-to-live (TTL) EiRE N F 3 KIE Cookie X Hi 2 I HA,

- ERNFHRRRNET (£ ) - BRARIEREBHEER IP NAFHITEORIEMENER
FRESH.

 Cookie # K& ( £ ) -8R FTE 5 BRI Cookie CloudFront ¥ & B fa 515 #7 88,

- E5L 5% —EEE OpenlD Connect (OIDC) &3 ¥kt CloudFront , EHAREEMNEZREPA
KA HTTPS i A 443, &N , RS E R EF I OIDC EERESHAEKMN URI WixOHS URLs
FEEE S S D RIE XK,

BLE M P &0 1RIE

B —AMHESMUTBIANCESHRIFREREBRF SHRIE, HTTPS {8 XX
# authenticate-cognito M authenticate-oidc B#EHXR, HXMENFERVHEIR |

HEZFERTL S % CloudFront 178


https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-pools-identity-federation.html
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#E3#) Elastic Load Balancing APl & MrZs 2015-12-01 AuthenticateOidcActionConfigH
# AuthenticateCognitoActionConfig#l,

MEFIEEERSEEBEF IR AIZSTE Cookie MRBEEHRIEPIRS, HTHAFPEMRIEEE HTTPS i
UTEs , EtiZ Cookie & BE secure B, It Cookie @8 CORS ( BIRBRBRHE ) #HRH
SameSite=None &%,

NTXFEIMFERUFFHFORIINNARFHAESER , EESORIERENSMITRAN
R EHME—H Cookie B X AIARE F IR A MM FIEEN BIrA 2R A& £ IdP #TEHK
iE,

Application Load Balancer %z # URL 4&#3#) Cookie fE,

RIAMBERT , SessionTimeout FERIREN 7 H, MRBEEEN LT , THABEENEERNEE 1
P, BXEZER , H3H &2FHE,

MR ARFHIERIZE OnUnauthenticatedRequest FER., il :

- FEAPFEAERS L SNERHNNARRF - XHMINED authenticate X, MRAFKE
x, WAHHYERLFBEREEEE P BERLETAHE P FERAFERAEAFAEE R,

- NEEFAPREMAUBINAREZZAFREEINENRAERF - EXHHRBENNARE
F, BEA allow &, MRAFEER , MARHERFREAFZBH BNARER TUREEAD
HERE, MRAPKRESR , WAKOEHSNEABERMARMEAFPRBEHEANARFAUREEN
ME.

- BiRJLASME —IXH JavaScript F AN AREF-MREFEAZdeny R , N AFKESESE2EEE
FHRIUE RN AJAX BAIRE HTTP 401 REBRNHWER. B2 , NRAFNSHRIEEEET
B, eaNErREEME P #IXLHmT Ko

RS E R M FAEB S |dP S LT R (TokenEndpoint) M IdP AFEELK T =
(UserInfoEndpoint) BfE. NMABRFARIEHRNESXLHRILER IPv4 XiE, MREW IdP
FERAEMI , FERASHARYIER[NLZ AN VPC ACLs WREARFIHELKET 2. FEARIFRA
FHI9ES R IP thut KA dualstack-without-public-ipv4 B, NAT MXAIERESER 5K
HITHEE. BXEZEE , 50 Amazon VPC AFERHH NAT W< &,

EALLT create-rule T ELERF BRI,

aws elbv2 create-rule \
--listener-arn listener-arn \
--priority 10 \
--conditions Field=path-pattern,Values="/login" \

[z il =gy Evana 179


https://docs.aws.amazon.com/elasticloadbalancing/latest/APIReference/API_AuthenticateOidcActionConfig.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/APIReference/API_AuthenticateCognitoActionConfig.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-nat-gateway.html#nat-gateway-basics
https://docs.aws.amazon.com/cli/latest/reference/elbv2/create-rule.html

ELB B AR A EER

--actions file://actions.json

AR 2 actions. json X , ZXHIEE authenticate-oidc #4EM forward &
fE, AuthenticationRequestExtraParams RFERTE & RIEHEFFMINNSEIEES 1P, &
RRENFHREFRMENMIEBERN TR

[{
"Type": "authenticate-oidc",
"AuthenticateOidcConfig": {
"Issuer": "https://idp-issuer.com",
"AuthorizationEndpoint": "https://authorization-endpoint.com",
"TokenEndpoint": "https://token-endpoint.com",
"UserInfoEndpoint": "https://user-info-endpoint.com",
"ClientId": "abcdefghijklmnopqrstuvwxyz123456789",
"ClientSecret": "123456789012345678901234567890",
"SessionCookieName": "my-cookie",
"SessionTimeout": 3600,
"Scope": "email",
"AuthenticationRequestExtraParams": {
"display": "page",
"prompt": "login"
},

"OnUnauthenticatedRequest": "deny"

I
"Order": 1

"Type": "forward",

"TargetGroupArn": "arn:aws:elasticloadbalancing:region-code:account-
id:targetgroup/target-group-name/target-group-id",

"Order": 2
1]

THRIEE authenticate-cognito M forward B4EM actions. json XK KRB,

[{
"Type": "authenticate-cognito",
"AuthenticateCognitoConfig": {
"UserPoolArn": "arn:aws:cognito-idp:region-code:account-id:userpool/user-pool-
id",

"UserPoolClientId": "abcdefghijklmnopqrstuvwxyz123456789",
"UserPoolDomain": "userPoolDomainl",

BEERAFS0RIE 180
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"SessionCookieName": "my-cookie",
"SessionTimeout": 3600,
"Scope": "email",

"AuthenticationRequestExtraParams": {
Ildisplayll: Ilpagell’
"prompt": "login"

},
"OnUnauthenticatedRequest": "deny"
},
"Order": 1
},
{
"Type": "forward",
"TargetGroupArn": "arn:aws:elasticloadbalancing:region-code:account-
id:targetgroup/target-group-name/target-group-id",
"Order": 2
1]

BXEZEE , 55 Application Load Balancer B {1 U725 0,

QI E RIS Y

THEHH ML E 2 Application Load Balancer 20l OIDC X% F F# 1T & A 1 IE K T L &R Ro

HHRIERE 181
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R = .1 0T angty

IR \ Target
. N
N

Auth Token User-info
endpoint endpoint endpoint

o
b
/—'

TEHNRESD , REERHA#ERE L —IMNMEEPIETRHTER,
1. AP [T Application Load Balancer FHEEMN ML RIE HTTPS K. HAEERSHRIERE

KM S et |, B E R FREFRIRK P & B RIESTE Cookieo

2. R Cookie 7 FE , MAFIEHRIFAFEE@ME IdP BRLIRT R , LUE IdP AT A #1T
%fﬁgulﬁo

RIEAFSMZE , IdP 2FEARNKERAF REAZGER,

AR ERIFRHBERNRBRIES |dP SERLHT o

EWBERWBRARTBE , IdP fF[ Application Load Balancer 124 ID 558115 [0 & k&,
AJa , Application Load Balancer i[RI S RKEFAFEERLHRT Ko
AFEELRTRARRAFFRANHES

Application Load Balancer ¥ 858 AWSELB &% iF«i% Cookie WA, EEMEIRH URI. BT
RZBUN B8N Cookie FREIH 4K K/, Rk AHBSERFEL 4K K/ Cookie B A ZA
Cookie, NEM IdP ZEWHWAFFHMGRSENEXPMET 11K FF , WAaRSESEaaEF

iR E HTTP 500 £5i% 7% 18 ELBAuthUserClaimsSizeExceeded f&#xo.

9. Application Load Balancer %1 cookie A FEE 5 &K F X-AMZN-0IDC-* HTTP #RkiREF
WER. BXEZEE , B2H AP R ERBINZERIL,

©® N o o bk~ Ww
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10. B#rmE A Application Load Balancer % [E a5,
11. Application Load Balancer [&] F F° & 3% B 44 0 K7 o

BNHERBEALRA Z 11, MBEEFERVWELLSER 9 B 11, UHEWR , RE cookie HARTH ,
BINEEBRBMNLSR 9 T8,

BAPEIdP #TERRIEE , 27 RiRLFH I AWSALBAuthNonce cookie, XA RZENAREF
MEEELEFRE P WEE[IF ROV AR.

R IdP £ ID THEPRA T ERORF T WA ERFRERH A EL RS ER
RIFTERFAFRE  EEQEERE AP BIFT AW, MRAFEHE , BIEH XMt BRSO R
SFAFEEDE IdP XL R T R, XEARDEREBEAFETHERREE, BXRESEER
FSH 2EEN,

(® Note

Cookie SHAIE B RITLERHARRE, Cookie EXHIZ Cookie W—NEH , IREN 7 KXo
S RIE&iERSSBREKE B Application Load Balancer £ 3 & 31 iE ThAEEL B #Y & 15 B AT 1
Eo. WEEBREEEFHRIE cookie EH |, ZEHBEZIMER,

AP HREREMEE I

EABHERADRIEAFEHZE , ELFM IdP KB AP RIBRIES Bir. ARIERENA
PRIBLER , MENARFIUARIEZER ARIERERAFHHIERRIEN,.

MEIEESRIMELT HTTP 4Rk :
X-amzn-oidc-accesstoken

THART RPN HRTE (AXHER ).

x-amzn-oidc-identity
RAPEELRET RPN EBEFE (sub) (FAXHER ).

AR W FFHARRNAERFHRES E.

Xx-amzn-oidc-data

PP (JSON Web 1 (JWT) #&3 ) .

ArBRERBNLEERIT 183



ELB MARF AR R
TESENMAFERE ID SHEAR. TESHEMAFFRRAFTRERSERER , M ID SETAEN
FNERUNAF#ITHORIE. NARFARSERENAFRITEORIENSUE— N NEES
R, ARSI EETEMEREESER , BF24&1% ID THEER.

XS RERE JWT X, EF2 ID ¥, JWT X8 & base64 URL wIBHIFRL. BRAEM
XH  HERRBEERZRFZR. Application Load Balancer £/ ES256 ( ECDSA £/ P-256
SHA256 ) £/ JWT £8&,

JWT $Rk N EBUTFRR JSON WK :

"alg": "algorithm",

"kid": "12345678-1234-1234-1234-123456789012",

"signer": "arn:aws:elasticloadbalancing:region-code:account-id:loadbalancer/
app/load-balancer-name/load-balancer-id",

Ilissll: Ilurlll’
"client": "client-id",
"exp": "expiration"
}
JWT AR —N JSON R , ZXNRIEM IdP AP GERELKRT SIBWMWAFRE,
{
"sub": "1234567890",
"name": "name",
"email": "alias@example.com",
}

MRFLENPIGERMBENASFR , WL ERARENER HTTPS, I, FA-—TRE K
XK, RNBUESFBRRE N RBYKENARFASSEHSRNRE, EUUESIHBEIINEE4A
BLEN 5| SR L2 4E ID REDULB .

NAEREZER , BLAERBEFARITEARNZBIRIELSR |, FRIE JIWT $RKFH signer FRER
BETHN N ARF RBISESR ARN.

BRI , BN IWT $rkhIREE4E ID AEAEMNLKIET RERAHE 80 AWS KEBNALFETR
wmE

https://public-keys.auth.elb.region.amazonaws.com/key-id

RFRERBNEERE e
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3FF AWS GovCloud (US) , i[RI TR :

https://s3-us-gov-west-1.amazonaws.com/aws-elb-public-keys-prod-us-gov-west-1/key-id
https://s3-us-gov-east-1.amazonaws.com/aws-elb-public-keys-prod-us-gov-east-1/key-id

AWS B#T —ANE | B LAERAIZEXRRKIEH Amazon Cognito, BARFAEEHRMEMRS
OIDC W JWTs £&., IDPsEXEZER , i8ZH AWS JWT Verify,

Timeout

=i ER
RIF S AL EBNE —BET , MTRE

« MRSFEBRETHRSEIHNE , WARSEHRFETRERN, MRAFE AP ZRAED
MaE  WARTRRTRAFENESR,. BN, 2FAFEEQRZERTE,

- MR |dP £iFBATKTF Application Load Balancer £iF#A , NAF LTEREZIER AT EHE
o MK , IdP £ FERAFHFZR B EE [ E Application Load Balancer, B2 — X 4EFEH
B, BIESBEHTEREIRT2ML,

- MR |dP £iFBZETHE T Application Load Balancer £iF# AT , M| A AR UE T &E
FER, AFERGE , IdP 2FEAFNRNABEERE Application Load Balancer , /g & 4%
ERENEHRIBDFHREHRT , BEENEREEFR,

s MRAFEBNKTHESESHEHE AP TAXEFRF SR , WARHYESSTEARIEAE—

BERBIHEN , 2BULAFRBRER, AR, TILAFPBRESR,

- MRASFEBNKTHESHEITEREHE IdP XFRFTHE , NASSE R FESRF RS E

FRIFAFSE. NHEBMRIESEEBNIRFRBAMZE , ABBESRIT2ULARBRER,

& im B E

EFRSMIE 15 DHANEIATREHRIEIE, MREFIHKREEE 15 2 HRFINTR S HRIE
MW EIk B ABITE R HTTP 401 iR, ToiE B UMl kRt AT,

filgn |, e0R A @i Application Load Balancer & & IUHE , MMSME 15 2HANEXERIE, W
RAPEESHE 15 7 HERSHEZHER , NASHESRTLIRE HTTP 401 &#ix. AP SARIFE
HE , RAEBRZREZR.
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https://github.com/awslabs/aws-jwt-verify?tab=readme-ov-file

ELB R AU 58
SRS

HNRAEBRFREIHEZSORIENA/E , RFHHRBIES1E Cookie WEIHEHIZEN -1 H i
ERWmEEGE AP EHLHET R (AR 1P XHF-—MERTR ) . ABLERAFEEERA SRR
Cookie , B AR THEESENEIHNE, MREFHANABGERREHETEAEIHHRS
FEFIE NULL Rl & HE 21E Cookie , MBIGEIFER IdP RBER - RE ML T EFRE

ERmIHERRNARITEORIE, XERBLRTNEFEALTEES ORI NARF ABISEHRN
MzE.

- HEBHRAZEBERE , NARFYSIEFTE S B RIE cookie BEIHARTEIZE RN -1, Application Load
Balancer X#F& K 16K B9 Cookie , AL HZRZ A ABIR 4 N9 F RELAEF o
- MR 1P EFFHART R , ENZRKEEEMME 1P FHLXIRT R, Hl40 Amazon Cognito FF
EAREBEPICRAEHLIRT S,
- MR P EEFHAFRTR , BRUREEFFHIHEINE , HEFBHEIIRE,

- R IdP EFFHARETR | IdP LAEFESHEMBIFSHESH  FRAFEERNREFREHE
R Mo

- BEFEREFRK S HRIDRE,

JWTs £ Application Load Balancer Bt {73 iE

A LABLE Application Load Balancer (ALB) RIUEE w1 £ service-to-service (S2S) % (M2M)
BERHHM JSON Web i machine-to-machine (JWT)o TIEJWTRIAL mE , fEEE 2558 LA
ELFEANTHER T EBITRIE,

ALB HRIISHMER K HEERPBEFH : iss” (X1T7E ) M exp” (B ). 1A, MBERTHEF
£, ALB B FRIE “nbf ( FRZH ) M “iat’ ( ¥ LT ) R, BRZIALUEE 10 MANRE
BATWIUE, XERBZH=FER :

- BEE BAXKRE

« UKD RNE : AEKIRHNSNME (&2 10 ME)

- FRBHA  XAEHE (KF 10 ME)

MRTHEAR , WABHERSFTETHNBEREBRERERIIBIR. BN , RS/HIELZIFER.
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https://docs.aws.amazon.com/cognito/latest/developerguide/logout-endpoint.html
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EEZRER JWT BiE

SR TES :

1. @ IdP EMEMNRS |, IdP 2K &M iw ID MEFLEA.
2. BIRIRT IdP LBERTGRIARS . 1P AR GEBTEA, thSHEERA IdP XEH JWT,

3. 1iRiE JSON MEZZEAE (JWKS) iR, MEBEREEE BN REMNALERE AP XA
o

4. FEERBLPITE IWT , HESMNERPFHEE LKL Application Load Balancer.

FEHREHAEERE JWT BRiE

1. $TFF Amazon EC2 ##|& #2414 , Mt N https://console.aws.amazon.com/ec2/,

2. ESMER LM Load Balancing ( 7485 ) T , 1%# Load Balancers ( 7i#E 58 ) .

3. &BRIEH Application Load Balancer , RFi%&$% Li steners i+,

4. EFHTTPS K5UT3s , RAREFREEMN,

5. EERMBN,

6. (Ak)EAMMNEBEEERYN , BRAEBHIGE , RAEMAEN. EFNEMFRE | FERERNE
iR , AR ANSRNTREE,

7. ERHET, BEX1-5MN&HE

8. (HiE) BARMEMR  FEBEMNER  ERERGRRE AR AZCENENREIXNERZH
&o

9. XTF B, “BHEIERE , EE RIS,
a. XNF IWKS ims , B AZEH JSON Web Z4AE R AWM, s A4 AFIFE |, HiR
B A FBIF JWT EZ N4,
b. XNFETA, BEHN IWT KRTFHA iss ZIEHTAEE,
c. (Wit)ERITFHMRE 6 FHEFREMERE,

i HERBERP , WABRRIENREE .

i. FEHRX AP, ERNNAREREE
1. B & FHLAE-MEEETEEE,
2. FRRHA  FRLAEHAPN —METE,

HZER JWT I 187


https://console.aws.amazon.com/ec2/

ELB

B AR A EER

3. Z o fRE . FHEEUERIRNE , XEEXNISHEENE,
HYE F, AARBHTME,
NTEMRE (&% 10 WERE ) , FESLEE,

10. £ “BFE, “BHEE B, EBRNERYRIETEERITHEERE (“BRE". “EEOQE &
“BEEEME ) o

1. BEEEREFTERE
12. EERE,

A CLI Bi& JWT BiE

EALLTR create-rule e R BELE JWT ¥k,

IR HERULAVRERNOIITRRMAN JWTs, WEITIRHSIRE HTTPS WITER.

aws elbv2 create-rule \
--listener-arn listener-arn \

--priority 10 \
--conditions Field=path-pattern,Values="/login" \
--actions file://actions.json

LT RIEEjwt-validationzifEMaEMactions. jsonX 4 RHl, forwardiFRREHN 5 HiRMH
R XA E X TR

--actions '[

] 1

{

"Type":"jwt-validation",

"JwtValidationConfig":{
"JwksEndpoint":"https://issuer.example.com/.well-known/jwks.json",
"Issuer":"https://issuer.com"

Iy
"Order":1

"Type":"forward",
"TargetGroupArn":"target-group-arn",
"Order":2

R CLI Bi& JWT i 188


https://docs.aws.amazon.com/cli/latest/reference/elbv2/create-rule.html
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BTRRGIEE T ERIERNFAFH,

--actions '[

{
"Type":"jwt-validation",
"JwtValidationConfig":{
"JwksEndpoint":"https://issuer.example.com/.well-known/jwks.json",
"Issuer":"https://issuer.com",
"AdditionalClaims": [
{
"Format":"string-array",
"Name":"claim_name",
"Values":["valuel", "value2"]
}
1,
I
"Order":1
I
{
"Type":"forward",
"TargetGroupArn":"target-group-arn",
"Order":2
}

:l 1

EXEZEER |, 1§31 the section called “{mIT 50",

HTTP #r3k A Application Load Balancer

HTTP i&RM HTTP MR EAMRKFEREZEEX HTTP HEMER., HTTP FRL&BFRM, #mkF
BRESRHNBFEY , FMEXN ZBHBEZESR (CR) MIRITH (LF) #1720 M. RFC 2616 5 E45

KPENTHEHTTP iREFRE, WARERNARE ZEANBNFMAIERA HTTP 45k, ¥
LEIERRAHE HTTP #r3k B H X-Forwarded 814, Application Load Balancer X320 X-Forwarded

FrRko
BEX HTTP EENESZE L. , 15281 Elastic Load Balancing i8R F M5 REEH.

X-Forwarded #r3k

» X-Forwarded-For

» X-Forwarded-Proto

X-Forwarded #53k 189


https://datatracker.ietf.org/doc/html/rfc2616
https://datatracker.ietf.org/doc/html/rfc2616
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/how-elastic-load-balancing-works.html#request-routing
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e X-Forwarded-Port

X-Forwarded-For

FEBER HTTP S HTTPS A 9#888T , X-Forwarded-For ERFrL A& BHRIRFIE IR IP i
i, HFAROERELBEFHNRSEZENRE , HENWRSSHEHR AEPRIMNTERRGE
B0V IP Hit, EEFES R IP bk , A routing. http.xff_header_processing.mode
B, BHHEY K SUNENARFASSIERFERAEFERZAEHR, RELABRHTTP &
KP#Y X-Forwarded-For ¥rk, WWEMH TEEERN append, preserve # remove., LLEMERIER
IAME R append,

/A Important

HTHEERZ2NRK , NiEEEMA X-Forwarded-For #5k,. REHMERNBIZERFHNR
SRR E S WARNAE,

A IEER
» Append
* Preserve

Append

RIMBERT , NARFREEEEEAE X-Forwarded-For B RIFKFE@EEFHN IP it |, H§
ZARAE B BB IRS S, R X-Forwarded-For HXRFARBEERRIERD , MAFKHEESRS
BB —NAE iR IP it ERERENFL. &N , ARSER /R /R IP ki mEIMAEIRL
RIEFZIR AL BRI IRS 88, X-Forwarded-For ERIFAAREEE SN ES R IP #hit,

X-Forwarded-For i#R#xAKAUTER :
X-Forwarded-For: client-ip-address
THEZ IP #3kh 203.0.113.7 HWE 7 iw#KY X-Forwarded-For &RERKHY B,

X-Forwarded-For: 203.0.113.7
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AT R IPv6 it A B FiwRIX - Forwarded-Forig R¥rk R
512001 :DB8: : 21f :5bff:febf:ce22:8a2e,

X-Forwarded-For: 2001:DB8::21f:5bff:febf:ce22:8a2e

EAEYESR EERAFFPiRmOMKREEMY (routing. http.xff_client_port.enabled) /&, X-
Forwarded-For ER#rkBFEMMNE| client-ip-address Y client-port-number ( AT &%
@) . REMRLARAUTER :

IPv4 -- X-Forwarded-For: client-ip-address:client-port-number

IPv6 -- X-Forwarded-For: [client-ip-address]:client-port-number

FF IPv6 , EEE , YARYESINEMMNclient-ip-addressEIMAEIRKLN , EL T IFEFIE
5 H,

LLTRIPV4 it , OS5 ANE,#H12.34.56.788X-Forwarded-ForigsR#rk 418080,

X-Forwarded-For: 12.34.56.78:8080

LR IPve ik, OS5 AR, #2001 :db8:8533:8d3:1319:8a2e:370:7348KIX-
Forwarded-ForiER#rkR4I8080.

X-Forwarded-For: [2001:db8:85a3:8d3:1319:8a2e:370:7348]:8080

Preserve

BHFN preserve EXSBREN HTTP BREZZI B2l A 2UEMA X HITIEREFH X-
Forwarded-For #7k,

il B
BN remove BRAEN HTTP BRAEBI BIRZ B BEBREFH X-Forwarded-For #rk,

MBLERATEFRFOREEY (routing.http.xff_client_port.enabled) , E&HENR
routing.http.xff_header_processing.mode BMi£E T preserve = remove , NN AREF
MY ERNEEE P REAREEYE. ©4%F X-Forwarded-For ¥Rk REBARE , RERFELEERE
WEEEBR , ARBERKER B
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Y IEIERF append. preserve ¥ remove EXET B FRFUEIH X-Forwarded-For ARk RBIAT
®o HUHIP , K5 —BEHY IP it 127.0.0.1,

HRE R

RIEERERAE
XFF #53k

R BRI

— 1 XFF 473k
— B P i
st

RiXERNEE
— N XFF $r3k 0
ZANEFUE P b
ko

Console

IE R

GET /
index.ht

ml HTTP/1.1
Host:
example.com

GET /
index.ht

ml HTTP/1.1
Host:
example.com
X-Forward
ed-For:
127.0.0.4

GET /
index.ht

ml HTTP/1.1
Host:
example.com
X-Forward
ed-For:
127.0.0.4,
127.0.0.8

EH X-Forwarded-For #r3k

1. FFLS# EC2 ##|& , Mtk https://console.aws.amazon.com/ec2/o
2. ESMERP  EERARHESRSR.

3. EERAFITER.

append

X-Forward
ed-For:
127.0.0.1

X-Forward
ed-For:
127.0.0.4,
127.0.0.1

X-Forward
ed-For:
127.0.0.4,
127.0.0.8,
127.0.0.1

preserve

T

X-Forward
ed-For:
127.0.0.4

X-Forward
ed-For:
127.0.0.4,
127.0.0.8

remove

T

A

T

X-Forwarded-For
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ELB NARFARSEE
4. ERM®RIFLE , ERERE.

5. i RERE H2H BEBLE T, % ‘X-Forwarded-For I 354 B (Hik ) ", R
R T

6. ERFREFER.

AWS CLI
&8 X-Forwarded-For #53k

AT routing.http.xff_header_processing.mode /& # modify-load-balancer-
attributes @5 5. AIBEMI{EN append. preserve Hl remove, ERIAN append,

aws elbv2 modify-load-balancer-attributes \
--load-balancer-arn load-balancer-arn \
--attributes "Key=routing.http.xff_header_processing.mode,Value=preserve"

CloudFormation
&1 X-Forwarded-For ¥r3k

E#HAWS::ElasticLoadBalancingV2::LoadBalancer® R 2 &
#Zrouting.http.xff_header_processing.mode/@M. TAAERERN append., preserve H
remove., ERIAF append,

Resources:
myLoadBalancer:
Type: AWS::ElasticlLoadBalancingV2::LoadBalancer
Properties:
Name: my-alb
Type: application
Scheme: internal
Subnets:
- IRef subnet-AzZ1
- IRef subnet-AZ2
SecurityGroups:
- IRef mySecurityGroup
LoadBalancerAttributes:
- Key: "routing.http.xff_header_processing.mode"
Value: "preserve"
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https://docs.aws.amazon.com/AWSCloudFormation/latest/TemplateReference/aws-resource-elasticloadbalancingv2-loadbalancer.html

ELB B AR A EER

X-Forwarded-Proto

X-Forwarded-Proto i&R#r3L AT & B IRIR B & F in 58N AR B2 I P A B PN (HTTP =
HTTPS), MRS RGR BENBEERSHENARGER 2BAFEANDN ; FEERAXTERF

MM AR 2 BEANDZER. NFHMEEFRMASSESRZEEANTIN , A X-

Forwarded-Proto #&R#58, ELB &P infMAEIEE SR 2 BEAN P NIEHEEX-Forwarded-
ProtoiER#rkH , HERLEBAEEHNRS .

RN ARFS ML AT AEAFM#E X-Forwarded-Proto BERFLPWIHICRENEREMEEH
URL I8 RL,

X-Forwarded-Proto BRFFAEALUTER :

X-Forwarded-Proto: originatingProtocol

LT REIEELLHTTPS B RN RBEFHMIERM X-Forwarded-Proto #ER#rk :

X-Forwarded-Proto: https

X-Forwarded-Port

X-Forwarded-Port ER#rL AJ & B RIR B B P i 58N A0 E S EENATAN EfRE O,

BRTRRAREFABIEER HTTP Rk g K

Ri T2 B9 B 918 RAR L M RIAR LB 245 HTTP iRk . EREFMNARFRBE , BUR
KGR EF R HINARFHREMNZ £,

ER AR ENEE , TS HEE AL &R,
BEWE mTLS/TLS 583

BB Ew B Iae , BB E N AR F A& R LR AMEERFE mTLS M TLS #r4 R
Fho

X i HTTP #RKA8 S3h 88 7T LE KL A A2/ S 8 $0 1 38 B AL SIS A PR 43 R 4 318 SRAR SK A W) B2 SK B9 B2 A
BEF.

X-Forwarded-Proto 194



ELB

B AR A EER

PR

X-Amzn-Mtls-Clientcert-Serial-Number

X-Amzn-Mtls-Clientcert-Issuer

X-Amzn-Mtls-Clientcert-Subject

X-Amzn-Mtls-Clientcert-Validity

X-Amzn-Mtls-Clientcert-Leaf

X-Amzn-Mtls-Clientcert

X-Amzn-TLS-Version

X-Amzn-TLS-Cipher-Suite

72 DN WE R AR 2K

58

R B AReE% IR B MU R FimE TLS EEFH
B R HERN R EILES.

B RPN AP AVER B R |, #B)E R
B IRIEBHITRIEME NS 4,

6 B AR 448 5c [0 ELailR B P ol 5 B SRR Y 1%
MWES , BBITE mTLS S AR IEHE#HTIR
A, BORIE, #NMIZFH,

AT BRRIEEEEANEAIRIEIPREEERE
BRHA , BRIEBXEIHIL REM.

REMTLS BEFPEANEFFRIES , LS E
ARSSER XS B IR 1T B I A BIEIE P, X
AL EREEZ S BRERN.

EHEBNESNIRIES. FEBERE mTLS 2

FEEFRIFEBHERYE, RIBEPEAXNE
Fmit{T &AWL,

ERATEREN TLS thiltRa, BBTHES

FEHREMKT, BREZRBNBEERSAM.

BERATRIP TLS FEZNNBEEZAS. X
ERSEREEBITEERN LM |, BBHIERR
R, URARESTZLRE,

BYERBBARK , BN ARFAROEREENEWNFRINER SRR, BHXLRE
M, A LUE A2 HSTS, CORS M CSP E K Bk,

RABRT |, XERANZE, REXMBRN , NARFARGEHSRT 2SR RRIRL.

Y ILEIVERS S
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BRAEMERIRAN , MARFARSERSFEAMEEENRAMMEFIERAT, MRKEE
FRIVIERIZE HTTP WAARL , MAHBERLSFIRKEERTNRENE. BN , ARBERLF

HTTP M R ARk N nE EEFrEL BB A A,

PR

Strict-Transport-Security

Access-Control-Allow-Origin

Access-Control-Allow-Methods

Access-Control-Allow-Headers

Access-Control-Allow-Credentials

Access-Control-Expose-Headers

Access-Control-Max-Age

Content-Security-Policy

58

TE3EE BT A JE I X 5T B85 Sl TR PR HTTPS
HIERE |, XB B TBASE man-in-the-middle s

. PREFAFER. BREFHMBRZE
R B BEHLIINE,

EHIRETUMNTERREE B R ENER, X
BB TRULEMNERRE , FErIPLEREZ RN
B9 1R

EE [ B AR HERE R R HTTP 5%,
AT 25 - MR BIRNAT RV R AE.

EEBRBERFAILNIEM B EUIRLSHIEEE
PRko BEARLUE BARAILARSIR B R EIRHNE S
Uiy B BARIE AR K

BEREFREANEBRERDEZESEN
Cookie, HTTP B R IEHE iRt B 2R E
Uk,

A BEREER R EERERPIHFRGE
Ao ME RIAR K o

EMNREBRATUREFMREREREFNRK
MMBLEETRNEE. XTURDELEER
BERFTFER OPTIONS ER#%E , NEBITIL
{LiERE,

— MBS 428 1 0 0 AT BUINER A HATRI AR, # 3K,
BE&ZERIR , Kbyt XSS ERBEARENR
£RE.

Y ILEIVERS S
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PR 15 BA
X-Content-Type-Options £ no-sniff 35 3k By L X 5T 8858 M B IR AV

MIME 38  MWMig5E Web 22, THRR
W NARIEF B Content-Type REBRAR

X-Frame-Options —fESEEEE LM ITERARERED , M
s BIfs It R EIFRENFRL R LN E ., FHW
DENY #1 SAMEORIGIN 2 ETBRAR
FEBMAREBERFAEM L,

2 IRk

EBEERARAIE , EUNRNARFABOEREENERAMMHH server:awselb/2.0 #rk.
XA R BRSRIEEFERVME , B ANRAREFREAFNNERT R,

BHAMA routing.http.response.server.enabled, AJA{ERN true = false, BIAER
true,

R 75l

- RABEAEBEUTES
- PRBFFH :a-z. A-ZF0-9
s BHRER _ L, /PO ]e<>=- 4 4.0 | 1%
- ZEMENEXPNTERD 1K F,
« ELB HITEXRRARIEURIEIALEREAR. ER , RELEBHINBFENRLREXIHZE.,
- MEAEMREZEBFISBNARFARIERERRAITH.

ANRRFAESEREA HTTP R R

MIAMBERT |, FRK BRI T RARS |, BAEBNMITRLER. BXESEE , BSMH HTTP
(N A
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Console

B RtRAIE R

1.

2
3
4,
5

ML S# EC2 #2414 , Wik A https://console.aws.amazon.com/ec?/,
ESMERP |, EEAFIGER

R ZNAREF ARG RR,

TR MMNBEF £ EBFER O , N FF 0TI 249 15 40 1
£ Attributes ( B ) I~ L | &8 Edit (R ) -

o

,§\ﬁﬁo

MTRREMEINETE, CEELRERSANIIE,
[HTTPS {R¥7T88] AI& K mTLS/TLS MI#RLE 5

a. RBITAMEHRM mTLS/TLS #REE .

b. BRAESHNBERELHEEIRLNER. BXEZEER , BS I the section called “E
& mTLS/TLS #:&”,

A BRE RIAR 3K

a. RIFHMIERIFRk.

b. BRAERNNNMBIRKHIBERLNE. BXRXEZELR , S the section called “75
M RIAR Ko

ALB BR%585 W AR 3k

B ARER RS SRR K.
ERREFER.

AWS CLI

B AR BN

£ A modify-listener-attributes . EEEFRE SR , S [@the section called “PrkEHBEME"

aws elbv2 modify-listener-attributes \

--listener-arn listener-arn \
--attributes "Key=attribute-name,Value=attribute-value"
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CloudFormation
B Rk E®R

BEHAWS: ElasticLoadBalancingV2: Listener® R AT EE M. BEEEBEMIIR , 55 Hthe
section called “brLIERE M,

Resources:
myHTTPlistener:
Type: 'AWS::ElasticlLoadBalancingV2::Listener'
Properties:

LoadBalancerArn: !Ref mylLoadBalancer
Protocol: HTTP
Port: 80
DefaultActions:
- Type: "forward"
TargetGroupArn: !Ref myTargetGroup
ListenerAttributes:
- Key: "attribute-name"
Value: "attribute-value"

Frk 8 B
LT AR ARERAEISHESE ISR LIS NE .
routing.http.request.x_amzn_mtls_clientcert_serial_number.header_name

&2 X-Amzn-Mtls-Clientcert-Serial-Number BY¥5k & #o

routing.http.request.x_amzn_mtls_clientcert_issuer.header_name

&k X-Amzn-Mtls-Clientcert-Issuer BIFR k& #ro

routing.http.request.x_amzn_mtls_clientcert_subject.header_name

1824 X-Amzn-Mtls-Clientcert-Subject BI#RL B #o

routing.http.request.x_amzn_mtls_clientcert_validity.header_name

1828 X-Amzn-Mtls-Clientcert-Validity BI#53k % o

routing.http.request.x_amzn_mtls_clientcert_leaf.header_name

&k X-Amzn-Mtls-Clientcert-Leaf BIFRk & #ro
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ELB B AR A EER

routing.http.request.x_amzn_mtls_clientcert.header_name

&k X-Amzn-Mtls-Clientcert BIFRk & #io

routing.http.request.x_amzn_tls_version.header_name

&k X-Amzn-Tlis-Version BY#53L & Fro

routing.http.request.x_amzn_tls_cipher_suite.header_name

& X-Amzn-Tls-Cipher-Suite FI#FL % o

routing.http.response.server.enabled

ERRBATHBER HTTP R IR S 3845k,

routing.http.response.strict_transport_security.header_value

N Strict-Transport-Security ¥Rk , B £ 588 REEFE A HTTPS iGRIZM Y |, 3 BffkEMAE
R HTTP 5[aZ Mk B 2 i 28 R B Bh #53  HTTPS,

routing.http.response.access_control_allow_origin.header_value

7N Access-Control-Allow-Origin ¥53k , BUEE A7 R RS 2FHIR.
routing.http.response.access_control_allow_methods.header_value

7N Access-Control-Allow-Methods #r3k , AIEEM EMR TR RS 58 R GFERN HTTP 3%,

routing.http.response.access_control_allow_headers.header_value

7NN Access-Control-Allow-Headers #r3k |, LA3gE £ BIREKHA A o1 66 A IRk,

routing.http.response.access_control_allow_credentials.header_value

7N Access-Control-Allow-Credentials #53k , AR KRB NEERIERFP I EE W Cookie
= FHWIF 2 ENEL,

routing.http.response.access_control_expose_headers.header_value

7N Access-Control-Expose-Headers #73k , BAE7RX ST 88 AT Al & i KRBV & P im A FF AR 3k

routing.http.response.access_control_max_age.header_value

i Access-Control-Max-Age #53k , MEEEMRIBERNVERUIURENNK (AR RENM )

routing.http.response.content_security_policy.header_value

7 I Content-Security-Policy #53k , LUSERI S350 T H5 BhRl D R LL 38 B 22 £ & i 19 XU B 1 58 1l S5
ey PRl
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routing.http.response.x_content_type_options.header_value

7N X-Content-Type-Options #rk , BUERE A RIETE Content-Type FRLHAFH MIME ZKH |
MARHITENR,
routing.http.response.x_frame_options.header_value

%0 X-Frame-Options ¥rk , B RRE AN K ERTE frame, iframe, embed = object FEIM A
Ho

fiB& Application Load Balancer 94517788
EMBRATE 2 | EEREX R ARFOEN

- RBHERS I AFEEZMITEE ERVTER,
« SEFEEEXRMA, YT ERE EERTHEMAERBIES KM,

Console
bl BR {2 T 2%

1. ITHILS# EC2 #2#|A , Mt FAhttps://console.aws.amazon.com/ec?/,

2. ESMBERT , EFEABHEESE.

3. EERAEIOESR.

4. TEMITSRAMANEDF L, EPOITRITNNEERE  AFKREREEMITEE. BRI
2o

5. RRFIBITEIAR , #A confirm , ASERMER,

AWS CLI
B B 402 W 25

5 A delete-listener a5 %

aws elbv2 delete-listener \
--listener-arn listener-arn
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https://docs.aws.amazon.com/cli/latest/reference/elbv2/delete-listener.html
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Application Load Balancer #Y B 54

B R4 6 A SR IE E R I AR O S5/ RS R B BAEMA B AR (Sl EC2 3861 ) o B EZE
AEM— N BEIR. BEUUANENEREAREESTRARE, HEMEIERE (CRERRSGERN
MITRAMNEEN) WATEBRRL  MITETRARE,

BENMNEFASATHERBERE —IRZS/NEEMBVER. ELBRE MU , ATLUEE B /R4
MEMH, BREANZHSN , RESKRAIMENNEBERA, SN TREEENERIETEHN B IR4H,
Bl , A—RERVNE—NERFE , "NNABRFNHESERNEEMBERA, SAUFENBFRAN
S 1MagaER—EFEH, BXEZEE |, 55 Application Load Balancer 4A4F,

BETENARAENAFHIERNZTRARERE, BN EBFAOEARASTRIRERE , k&
FEEVNRERAMMNEBEEREENERITER. EUTRANPEE-—IMERLESE , ARBOESRIT
FREZEEEMIZBRANMER R (XEBRUTENAHBEREANTAXH) BBETRR.
ABGE R FRBATERZTHEEM B4R,

B %

- BRAKE

- Target type

o IP ihhbRH

IS

- EEMER

- BArffess

- Bir4EEM

« BFRAEITIRR

- NENNARFABITERCIZERREA

- NAEFABEERERANESTRARE

- RENARFARSERNERARY

- MNAERF ARG E:RREREEM BT

£/ Lambda BEEA M AR F BT E2RRY B A7

- NAEFABISE R B REANTE

« BRI AR F AT ERR B ind
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ELB B AR A EER
B EEE

MINBERT , MBS ERLEREECIR B RANEENDANGOSFHEREHEIEB IR, A, &
AUBESESBREMBIEfFAN AT HRERBE BFRNKO,

BARAZFA T AR A

o MY : HTTP, HTTPS
« w0 : 1-65535

HBEMRARE T HTTPS thXEEA HTTPS BT R ER , MREM HTTPS TSR EEEA TLS
1.3 B2 XM , MPFEH ELBSecurityPolicy-TLS13-1-0-2021-06 & XKEHITEIREE, &
M| , A ELBSecurityPolicy-2016-08 Z£ Kk, MBI EREEALEENRLLZRNIEIRE
BARERI TLS EH#E. AFHERTRIEXLIMR, Bt , ZEUUEAESRIERREIHNIER. H
FHEHHESREEBRYTEMRESR (VPC) # , A ARKGE RS ERZENRENERES R
HITHHRIE , REEIER R LENIERTR , BF2EIE man-in-the-middle X BRI XS . BT
HRE AWS S BERMENRY |, TEEEXIIMIANEERE —SRIPRE,

Target type

SIZEfRAR | EEHEBMRRE |, WREFBESEGIL B HRETMHBERNEENBRRNRE, 6E8
AR, BT EERHEBIRRE,

AT R ATRERY B AR3EH -
instance

XL RBEEES ID €.
ip

B2 IP bk,
lambda

B2 Lambda E#.

HEMRRER ip &, LALUEERBELT CIDR Rz —# IP it :

. BFRAH VPC T M

BREEE 203
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* 10.0.0.0/8 (RFC 1918)

+ 100.64.0.0/10 (RFC 6598)
+ 172.16.0.0/12 (RFC 1918)
+ 192.168.0.0/16 (RFC 1918)

/A Important
TREER QIR B P ik,

Ba U ERAMEXIEN CIDR R |, M BAFRAFMUATEFR

s B FERFEHEEE VPC NEHW VPC (X TFR—XEHFRXE ) &,
« AWS T[ET IP #thut MmO F At &R ( Bl iE E ) o

« AWS i&3d Direct Connect 5% Site-to-Site VPN EE4EZZ| M AR 1t &R,

® Note
NFEEEAXEANNARFAREGIESE , ip BHRAAN TR — N4t X5 = se W0k
B,

EXEZELR , HSRMTALE L AWS ocal Zones ?

MRFEASH IDIEEEWR , WEAXRFNEMEEOFIBENEIAE IP i REKBA DK, W
RER IPutiEEBEH , WA LAERARXRE —MNRZSANMNNEZOWEAFRE P bt RE 8 B BILH,
XE—NEH LB ANARFAUUERR —KO, S/NMEEORULAEECHNZEYA,

MRER BARAR BARREN lambda , W AEMEA Lambda ¥, =HAEHER{UE Lambda &
BHERE , ©E2BA Lambda Bk, BXEZEER , 2 M £A Lambda EEEN N AREF A ET
B89 B 7,

&1 LA Amazon Elastic Container Service ( Amazon ECS ) BiB W M AR F IS ERNWEIR. B
REZEER , 521 (Amazon Elastic Container Service AAFF15R) H#IEHA Amazon ECS BN T2
Fagatas.
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https://tools.ietf.org/html/rfc1918
https://tools.ietf.org/html/rfc6598
https://docs.aws.amazon.com/local-zones/latest/ug/getting-started.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/alb.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/alb.html
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IP byt 28 B

SIEFEIRAR |, TLUERBEFRARN IP tut3ER, b IP #iutEs A F SR TEEHREH TR
R IP ARAR,

NMARFARSIERNERAZIIFUT IP kKR .
ipva

HEBEERER IPVAEBRER,
ipvé

NEBERER IPve 5B FRBEBE,

EREM

- BEYESRIBEBRAN IP it RBERIRHITERE. IPv4 BIRAMN BIRAIEZREAFHEE
BEMY IPVARE |, IPve BERA W B MIEZRE AFHIYESEMN IPv6 HE.

- BB IPv6 BirASipvafigigss —REm,
o BFEm IPv6 BFRAFM Lambda ¥R,

ZIRRTEN

EIAER T , Application Load Balancer £/ HTTP/1.1 [ BAR &% E R, SA LB R ER
HTTP/2 5 gRPC & B#F & %18 R,

TRLE THERDWA B ARADWIRTAERE R

HRPY AR A ZR
HTTP/1.1 HTTP/1.1 FXZh
HTTP/2 HTTP/1.1 FXZh
gRPC HTTP/1.1 iR
HTTP/1.1 HTTP/2 iR
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ERIY SRR 4R

HTTP/2 HTTP/2 FLZh

gRPC HTTP/2 WRBFRZEF grPC , MK
HTTP/1.1 gRPC HiR

HTTP/2 gRPC MR POST &K , MK
gRPC gRPC FXZh

gRPC MMURAR IR E R

o ME—ZRMUITRR LR HTTPS,

o YEUTERALIME — RIS IRERER forward,

- ME—XEFWEREKER instance M ipo

o MEISE RN gRPC BRHBERF ST, RSM B A gRPC AR B EIMEAR BHR4A,
- APBPERXF—x. BRHREER, BRSI[RREEFNERER,

o BATIRMEENN /package.service/method KB EXETRARES %,

- EREXREBERNKIIMMER , BHIEE gRPC IRBSRE,

- TBEY¥ Lambda BB A E B #7.

HTTP/2 X MR A E Z BN

o ME—ZXFFRVATER I IGR HTTPS,

o WEUTERALOIME — RIGHIRERER forward,

- E—ZFEWEREHER instance M ipo

- MEBERXE—T. FRRREE, BRER[RBEENNORES, BNFFEHTTP2 EENR
KREA 128,

£ B #R

EHNABIERTIAT A ENE —ZMS  ABREESTHEIMBEHFRS RIEARE. EAUHEN
BREME — RSB IRA A,
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ELB RIS 6 5
WMRNARFEREM , BALE—NRENMEBREAIMEMBRUAERR ZFR. —BEMIRTAH
FHBERBEE TR —XNBRESTRARE , ARGERRAT R RERBHIFEIMOE R, MAEE
I Y 5 (B 20 4T

NRNARFERBLOREEFTEN BIMERRS , S UMNBFRABUEEM B R, BUREM BN
BARATMBRER , EF2FWER. BUEHIMENBRGE , AFHE R AE R EREHEEZE
ro BFRREEA draining RS , EERTHERTK. EEER T BRASSEEKERN , AJHE
R B AR OEME B ARA

WREBEI KA ID REMBR , MATLUFARIIE RS Auto Scaling A—BEEA, F—MNEIREAERE
E| Auto Scaling 41J5 , Auto Scaling Bz BN @A BEZEREEMBEIR. BEXEZEERE , S
59 Amazon Auto Scaling F /= 87 # 89 4% A 239 & 2R B N B 8 AY A EC2 uto Scaling 4,

PR &1

o TEOEME— VPC FEMN AR AHIIEEEN IP ik, @R % — Application Load Balancer
NFERFHEEE VPC NE/M VPC &, MATLUEME IP #hilt,

« WRXHMLTEREBER VPC WEN VPC (L TR-XEHARXE ) # , MFEEFASEH D
EMXLERG], RTELA IP b E X L3R5,

BHirf{L{tzs

ATLAE BARA E B A BARELES. BMEILBARTEEER L EBEERITREABENHLXER. ©
TEEERLZRENRENRENTES TET. EEABRNE , BRERFAEEEREFRO, 1t
wmAORTEERENASSESRSCENRE. BMRIBREEEZEREABEER. —BEET B
BHwO , ELEER. BXEZELR |, i55H the section called “BE #rit L2587

BFrEE %

BALBESREEREANBUEREEBE. AXESEE , F5H fEBMAREN.

MR ERAXREN instance I ip , MEXFUTEIFAEM :

deregistration_delay.timeout_seconds

ELB T34 B2 A1 ZFSHIRTE, SEE N 0-3600 #'. ERIAER 300 #,
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load_balancing.algorithm. type

BRHEERE T AR ERERABERNEOMERB IR, BN
round_robin, least_outstanding_requests 5 weighted_random. ERIAER
round_robin,

load_balancing.algorithm.anomaly_mitigation

X% load_balancing.algorithm.type 71 weighted_random R AI ., ERERBERARE
Rff, ZMERN on R off, ERIARF off,

load_balancing.cross_zone.enabled

ETRABRATEXEMH9E, ZEN true, false 5
use_load_balancer_configuration., BRIk} use_load_balancer_configuration,

slow_start.duration_seconds

— MR (B) , FUHR , ASSERSEA BRANREN LR INOF AL FEME B
PRo SEEJ 30-900 B (15 74#). MINMEN 0 ¥ (BEHA).

stickiness.enabled

BREEBHAMMEALIE, ZENRN true & false., BIAH false,

stickiness.app_cookie.cookie_name

N AR Cookie W& Fr. BFATER Cookie BT EEE B LA TAIZR : AWSALB, AWSALBAPP, =
AWSALBTG ; XLEFIR R B A EGEREA,

stickiness.app_cookie.duration_seconds

ETRNRAERFE Cookie BN (AR REMN ) . 2XNEMHSE , Cookie Bl Hi, H/MER 1
¥, BAMEN 7 K (604800 B). BINEN 1 K (86400 B),

stickiness.lb_cookie.duration_seconds

ET1HFEaTEM Cookie B ( AW N B ) o EWXNERHSE , Cookie BT H, &/IMEN 1
¥, |&KERN 7 X (604800 ¥). BRIAEN 1 X (86400 B).

stickiness.type

MMRYER, TEEMVESRN 1b_cookie F app_cookie,

target_group_health.dns_failover.minimum_healthy_targets.count

o &

NAVS TR RFHYEFRBEB TR, MRZTEFERNBRBETILE , F% DNS BT RARIC
BITFER , NI REMERHAIIZTERNT R, AIERNER off & 1 HERKE LRzH

S
N
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MEH, REN of f Bt , DNS KMEBLTERRES , XEWEEE B RAFHAHE B RE1TH
FIER , B2 DNS RBRIZT K. BN N 16

target_group_health.dns_failover.minimum_healthy_targets.percentage

HFETRARFHBERREE S L. IRETRIRIFHNEIRE D LLETILE , 157 DNS 4
TREFEANSITRANE , LEREMERHAIIETRORREFNT K. TRENERN off HE 1 F 100
ZIEIREE, RIEN of f BF , DNS AMEBATEANRS , XEWEEEEREATFNAE BIvE
ITHAER , T2 DNS FBERZT R. MIAMEN off,

target_group_health.unhealthy_state_routing.minimum_healthy_targets.count
PIETRARFHNERBETR. MRETRARFNERKERTLIE , W REREZME
BAr ( 2RETRRATENER) . SEEN 1 FIERRELR. BIA R 1.

target_group_health.unhealthy_state_routing.minimum_healthy_targets.percentage
MABEITRERFNEFREE S L. MRESITHRARFNWERB S HETIE | NFRERE

BB ( BRERETRATENESR ) . WEEMNEN of f HE 1 T 100 ZHVEL., BRIAER
off,

WMRBFAREN lambda , MZFLAT BIREEM
lambda.multi_value_headers.enabled

FEREAFHRYERM Lambda BB Z BRI IERFMIORIRKRE S SERNEAENHA, TTHEM
BHN true = false, BINERN false., BEXEZER , HSW ZEFL,

BAREZ TR

RUBRT  RERFAZLE—NETRARFNER , RABANETRREF. NREHNZHIE
B, MR- METRRBFH RN RBREBS2TBH. AR , CTUEELXRETRRBF
WERBETRABET S , UL SETRR BN B RET IR EN ARS8 RIS
fe. XEBTREMARFHTMML,

b

. BITRRTERSHIBRIE

. BRAEEER

. Mg

« Rf
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o RAEHEEEEH Route 53 DNS #fE1#

B TR T ERSRRE
BALNATRERBZ TR RFHAE

- DNS ME#® : H—MTAXFESTEFENBERRETHER , RIS DNS AR ZT AR R
BUIERRT QMY IP Mt AR IE N BITAER . Hitt , ¥ iwEFT ARE%E R DNS B%E , REN
SMNEBIEITRRRFHNXE,

« BEHANER SN TARPSETEENBERBETHREN , ARSERSHRERETZNES
BRTRUANABEER (BFRETAERNER ) . XENTHEFHREERINIS , LEHREE
RERAREESEITRARER , FRETSTRLRFHE RS HRIRE,

ERMEEZEM

- MREBEEHRALSHAERESE , RIMNBUWETERANETRIRERARENS
TARGET_CONTROL_DATA_ADDRESS F®yim OtHE. X#EFERAUBRORAREZTIRAFE , B
LT EESZETRARE, BXEZEER |, 51 the section called “BHFr{L1L3E"

« TEeFItIhee A T B2 Lambda MBI B, MRNAEFARSEHREMZARHRIL
BInE=RY B PR , FAEN DNS HE#RBEEHE.

« MRNETRFEETARHRENEE (ITHENEI L )  WABSESRLEERE—RERNRNITZ
BR1E,

« MRNXWTURIFEEREETRE , N DNS HEXBHRELAKRTRETHRAMEERBHRE , A
£ DNS HERB L ERHRERBN R ZIIRE,

- MRERREBENBO L, RIVFREE B HFAFEMN B REBHTITEZE,

o BRREBEURTRAZRITABEXEAZEEE., NREXEAFEYELTFTRARS , NENT 2N
BEeXEHNWERLERE , FEKERENSINATENEEARBFNERKE, MREXE
HEEELTIARS , UISNMNTTROERELZIFMECEAREHINMEER , XEKEEENR
BENNATAREERAREHINENRER. BXEZER , H5R BEUAXAFEE,

- X4 DNS HEH#BN , Fa¥MEAFHEERXBENFEBEIRE, FRARNAXEFERENERE
RABXLEFHNARE , AHREEXEAEITEHXANERT,

- /8 DNS HEH#EBN , MINTSMNNEHEGEZH DNS ENBFBRZTAEEWTAXE IP #bit,
{82 , 7£ DNS i2&H# time-to-live (TTL) ZIH# (60 ¥ ) 2 &1 , A E ik DNS EEFTiEa@ XLt
IP #to3it,
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- f£F] DNS #HEH B , MR- MNRABFAHEERMNT SANEHRE AR THAXPE-
BEREABITALEE , ANZTARFEDEZA-—PTEREAGITEE , MFSENY DNS ST RLE
&,

- £/ DNS ME®RBR , MRAEREEHERXEFRANSTRRTE , WAHHERIFRER
EEREXE (BEE TR TMENXSE ) .

- RTRBARBETRAREFNBIRAIESSH DNS HE#B 2N , EEHMRER | fHIUXENE
TR

g

BRRERBEENRERR , 55 H B inEH AR B8 CloudWatch 847,

T~

R RGIER T A A B REE TR IRE

=
=

« X A M BHENTHXARSESR
- BANTAXFIE 10 NEME R
- BEREERUTERASTRAIRE :
 DNS HE# - 50%
- BREAWMERE - 50%
- AAKX B FEANMEIRKRK
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| AvailabiltyZone A | | Availability Zone B |

NN
NN

%80
BUB0e |

MR B X RIS E KM

« BANTAXFHNAEEERTRAGREBLEINETAXAN 10 MER.

- FARAFB10MBITRAREFNELR , FEAMFRNETRARFNBIRE D k. NEgER%s
E A0 MNETIRRRFNER B D ERE.

- TARBHRBA4NESTRRARFNENR , STAHK B RAHBERT KB 40%, HTXET
FIRNETRARFNBIRED L , AREERIMITUTERE

- DNS #fE##% - AKX B £ DNS F#ARIEASTIRIR T E. ATEFREEFRBEREN
BAAAAKX B ANABEEERTR , ARTAXKASTRARY , AkEFR2ETHAX A X
AR,

- BREAWERS - SIMERABAAITAX B, AHSERLSNRESEITAX B FHRA
BAR ( 2RETRATENER ) o XH AT ERFIZITIRN RFHY B ARK LT

MREX B AHIGEITIF

« SNMBHEERTIAALEARANTHXPHAAE 20 MERERRERE.

AJAXAHRE1I0MNETRARFNESN , FAXBHE 4 METRARHFNENR , BHE 14 NE
TRRREN BIR. XRFANAARFATGERT KEHFN 70% , FERMENEITIRIREFNE
$/T<E§J‘J:l:o

- MBHEBIRERPITHAXA 14 MeTRLRFNERZBADERE,
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R A HEFFE A Route 53 DNS #E# R

MR FEA Route 53 fF DNS EHEH EIEN AR E S , BHETLUERA Route 53 NEM A IS ERE
B DNS #fE# B, EAREBEES , Route 53 R EAFHIIEERM B iv4E BN E TR AEE B
HREATH, MREEEEMIARYERINETIRREENER , SMRARYEREFZTRRT
£ , Il Route 53 2 REXHAFIHMAARIER , B4 Amazon S3 FE TR EFEN AT ITE R
ML,

il |, RiIgEBE—NPHATF www.example.com B Web AR , H A BFLEFEREFRXBAEH
MBHERZEETHARES, BFLEREFERHE —MXFHHNATHSES , HEEFEEX
EHERE NS - NP ARSERAER M. WREE DNS MEXERE , WA LUEELRN ENHE
BY (B17) B9 EE. MREAFITERTA , U Route 53 2 REBE[MEIEATHESSE , TUXF
REE MR ARITESE.

W BB TROR 0 TR

- ERABRFARSESRIFEREFTMBRETIRRIZRENRN Yes B, Route 53 FiFfh alias
target EIEENRRHNIZTIRN. Route 53 A BHAESTRAKRE,

- WRKMIMBINARFARIIERNTE BHFRAEIEITERE |, Route 53 &5 BB FAFIENIEITIE
Fo MREBHBEHABRE T REEZEFEAREEHREER , U BIZTRIRE . BN, R
ZARAEEEL—NSTEENER , AN B ETRARE, MR EBIETRERE", I
Route 53 2 RFELNEHRKIRE ERK, MREARREZHEHARE , I Route 53 RIREIEid%K,

- MRMMBINARFASSERNEAERAZTAER , MR IERTEBET Route 53 Z1THRR
RE ( KMEFFR) . WREATHERESTRL , UAREBERAREANREEEQOIHIE
Ro

- MRKMMBINARFAROERNAEERAHERNZE (LB ) , N Route 53 RIANZIEFIEITH
EFE ( RMEFN ) . MRFEAEGEHRETRR , WAREBERAEBRXGREEETOEHBR
Ro

EXEZEER | BESH AWS BEPRWME AR FSMHEESE B RESTRORBEERRS o AN Amazon
Route 53 FF X AR IEFEHFIELE DNS H[EHE,

NIENNARF RS ERCIE B ir4E

HEREMBERE, NIRRT |, AREEREREN B REAEEN RO MBUICRFE R ZED 2 M
Br. RSN BREMEBRAR , TERRIRD,

ERIEBHRAS , BRLURIIRZ,
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DNREXRATEFAPHER , BFEIRMOWTHRRMFHIANE , ZREPEEBRE. BXESZE
B , 1% Application Load Balancer Y2 M|, B ES MR IEER—NEHR4A |, B
X Ll T 8§ 48 T E — N Application Load Balancer, BN BirAEAHEHRLESFER | B4
A BARES BREMH AR E RN TS,

ST LABE RS 1E B ARA RN INEMIBR B AR, BXESEE , BEM QMRS NHSER B RAEM B
o BEAILSHRBEMREANSTRARERE, AXESZER , FE5H EFNAEFAEGER B R
ARNBETRAREIRE,

Console
B2 B4

1. 3TF Amazon EC2 ##l& , Wit Jhttps://console.aws.amazon.com/ec2/o

2. HESMBE#H LK Load Balancing (f18:3391) T , i%&# Target Groups (B ¥r-4).
3. %&$® Create target group (812 B #54).
4

NFEFEFRER | EEREH D EMELR , MIEFEF ; Zik 1P b EMBEFR , MEFR IP
bk ; ERf Lambda BBUEM I BHR , ML Lambda BIK.

5. XF Target group name , BABRANEN. KEBMESIMNXENENKF, RALTH— | &
ZALUE R2NFEH , RECSEFERFFRUETR , TENEFHALRER.

6. (™) XF Protocol (%) M Port (% 0) , BIFEFEEXHIAE.

7. WMRBEREBEIHIN IP btk | FEFIPVASRIPVEER IP it KA | BUBEIT—F,

BEEE , NEELETE IP iRk BW BT EBFEENBRAR, QIBBRAR , TEEXIP
b i

8. 31F VPC , %1% Virtual Private Cloud (VPC), 1% , X{F IP #titit B472R | VPCs ik
BURPBLELFEE L —SHIEEN P it XA BIREH,

9. (W& ) XF Protocol version (IMARAE) , RIFFEBSLRINE. BEXEZER , 8SH the
section called “tHXARAS"o

10. ( % ) 7£ Health checks (Z1TIRIARE) o+ , BEFELCXRINRE. BXREZER ,
&2 1 the section called “ETIRAKREIRE",

11. MR BFREEN Lambda BEE , M AT LAUEIR £ Health checks (E1TIRIRK E) EB0 HiEF
Enable (B A) RBEAETRARE,

12. (Wit ) EEEHREALEABERELES , B EBREFIKO, BEfdeBELEERwO,
Bir LI E B LEZENREBNFETET. BXEZEER |, iEZSH the section called “B
PRAEALER S
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13. (AIE) RIN—NHZNMFE , MRAAR :

a. BRITHREHD.
b. i%#% Add tag (FMIFE),
c. WARZRAFLHE.
14. BET—F,
15. (A& ) mIM—AHZENER, WTAAR

o MRBMRRBEAXH , FRE-AHSZSIEH AN HZSNIRO , RREFRETEL
FEME A0,

N ==
EE

PN EHI S EE IPVe it A2 1PV B AR A,

-  WMRBEHENR IP addresses (IP #iih) , BTHITUATIRE :

a.

b.

C.

d.

MFIERFIEZ ML VPC |, ik Other private IP addresses (EftFA%E IP i),

FohE A IP it |, KEASHHEMEEEER IP ., —XRZAEWMA S5 IP b
ko

BMAREEBAIIEE IP MR O,
%32 Include as pending below (£ T EMAFEMHI 5 10)0

« MWMRBFHREHI Lambda EHE , BIEEE Lambda HE , FERBRUE T RABEEE
Lambda B,

16. EFIZBR4E.

AWS CLI

tIZ B4

£ create-target-group 8 H. AT RAIGIET —NEE HTTP tHiX, &R IP it F M B

Ry — PMHRENRNESTRARERIER B R4,

aws elbv2 create-target-group \
--name my-target-group \
--protocol HTTP \
--port 80 \
--target-type ip \
--vpc-id vpc-1234567890abcdef@ \
--tags Key=department,Value=123

k=R
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JET B AR

£/ register-targets s SF B EMBIB4RE . BXRH , 1S the section called “SEM B #57

CloudFormation

Bl B4

TE MR H R IRAWS: :ElasticLoadBalancingV2::TargetGroupo AT RHIBIERT —4NEE HTTP
i, BT IP ibibFMA R, —IMEE, RIAETRERERENFT N 2EM B R BAR4E.

Resources:
myTargetGroup:

Type: 'AWS::ElasticlLoadBalancingV2::TargetGroup'

Properties:
Name: my-target-group
Protocol: HTTP
Port: 80
TargetType: ip
VpcId: !Ref myVPC

Tags:
- Key: 'department'
Value: '123'
Targets:
- Id: 10.0.50.10
Port: 80
- Id: 10.0.50.20
Port: 80

NMARFAEEESRBRANGETRIRE

219 Application Load Balancer <& @ HE A B #R & E B RN RS, XL R ZITRR
rE,

BAMNEBAERT RO ERBAEAEGERNESATAXFHWERE B, SMMBEERT IS
EREN BRI BARANZTRARERERLEZBINETRR. EEMBIRE , BIRSM
BE-RETRARESSBANERE. EERBRSTRARER , AEHEHSRET RDFXANETR
DS E T2 M Y E S,

MREBFRARNEEBTRRTERER B4R, WABHERIFERBAIMAXLERR  MAZRIXLE
BRINETIRR. XEWE , IREMBEEANTARS , MEERBRESETRALE , WAR
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HEBRRERMET R, RUEATRNIREREAZGEEE , AFEAIMEEE AN TAXHH
IR EHRNRE , MAEEXLBRNEITRIL,

TR ERE WebSockets,

BEXEZEEL |, {551 the section called “B rAEZEITHRR .

BA LUEAETIRREE B ERBIRERT AH IS EHSRMEMERHTHETIRIRENEFAEE |, H
FEMERN BEXHEME Amazon S3 1, BAUFERAXLEETRARKREHERBREFRNEE, HX
BEZER , 55 Health ®EBE,

nE

« BITRAREIRE

« BARBITIRR

« BITRARERRKD

- RENRRERF AT R B FRRIE TR

- BEMNARFABEESRBEREANESTRIRERE

BITRAREIRE

MRKRAR , BEILFEFEAFHNENREESTRARE, XRPEANREERZE API FEANS
Mo MEPEHBRFEAEENRKO, MXAETRARERRE , ®HealthCheckintervalSeconds##f
EEANEMBFREE -RETRAREER, EMNETRAREBRBRMIN , HEREE/ A
EERERELE. BfRmRFAREREET —ZTRRREFERNNEER. IRETRIRER
I UnhealthyThresholdCountiE£E A MURER , M AP HRLFEBEREFELERES. SETRAKRER
I HealthyThresholdCountiELE B T 3 et , BT ER X BIREMRBRAFER.

BEE , OB | ZESE P HealthyHostCount{E T £ 18 filUnhealthyHostCount,

BB i B3

HealthCheckProtocol X B R ITIE TIROR R E it S B 19 87 85 55 F RV
Wo MTFNARBRFATOESS , e E
HTTP # HTTPS., ERIAEN HTTP tHil,

XMW HTTP GET B2 RETHRRA
kR
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RE i B9

HealthCheckPort X B ITIZ TR E i 51 5 5 E 25 F AV im
H. RINRERFERAENBRARNATE S
EUORENHEO,

HealthCheckPath BREITIOR K ERN B i,

MBMAMAZ HTTP/1.1 5 HTTP/2 , BiEE
B URI (/path?query). ERIAER /o

MR R gRPC , EHEAER /
package.service/method I EBENE
TR E T ERERE, I /AWS . ALB/
healthcheck o

HealthCheckTimeoutSeconds D¥neaueEKE , FHEBRERA  ZEXRE
BRI ERE L EZEBSETRARE, SEE
N2-120 . RIMER S (WRBREEN
instance = ip ) M 30 ¥ ( MR BFREE N
lambda) .

HealthChecklIntervalSeconds ENERPETRAREZ BN KRS8 EE (M
MREAL, SBEN 5-300 ¥, BRIAERN 30 #
(NRBEFREHEN instance H ip ) M 35
(IR BE#REER lambda )

Healthy ThresholdCount FAEEERANERETZAMENESE
TRRRER X, SEE N 2-10, FRIAER
S

Unhealthy ThresholdCount FERANTERZAAMBNELRZTRARE

KMORE. SBEN 2-10, FINENR 2,
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BB 88
Matcher REXE BN RIIENREFRANRE, Xt

REBEERE & FIRA R AED.

MR AR ZA R HTTP/1.1 2% HTTP/2 , I F]
BERVETE 200 2 499 2 id, BAEESZD
{8 ( g, “200,202" ) H—RFIE ( Fla, “2
00-299" ) » BRIAEF 200,

MREDVARAZ gRPC , NI ATRERY{ETE 0 2 99
ZIE, EAILEESZMME (Hlm, “0,17 ) H—F
HI{E (Hlt0 |, “0-5") o RRINER 12,

B & TIRR

ERFHERDEFRRESTRAREERZE , BX4TCF BFREMBBRE  EMTSRANFPIEER
Bird , AARENABHEREAEFRNTAR, BRLMTBEINBESTRARE  RETEER
KERNBIGERNER, EEREIWHREITRARET , RSN Healthy,

TR{ER S EM B PRV IEFRSH ATREE.

& K
initial MEIGE B EA THM B AR B AT AMRE TR
BHRES,

HM<REE{ : Elb.RegistrationInProgress |
Elb.InitialHealthChecking

healthy BAREE,
MXRENRE : T

unhealthy BirRMALETRARES KRBT ZTRARE,
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=] i 87
< FEE /L : Target.ResponseCodeMismatch

|Target.Timeout |Target.FailedHealt
hChecks |Elb.InternalError

unused BARAEMEIBHRA , MUTERAN R RERBRE , HE
B ERERANATRAXH |, SE B iRt TEIERLIER

HM<FEE{R : Target.NotRegistered
|Target.NotInUse |Target.InvalidState
|Target.IpUnusable

draining B EEBUEEM , EZENER,

M<FEE{R : Target.DeregistrationInProg
ress

unavailable MNERAZAZETRIRE,

Hx<EREB : Target.HealthCheckDisabled

EITIRARERR ARG

MR BFRAVRAS R Healthy BUAARAEMI{E , W API R E BN REABMER |, FEEHAFETR
MHER R, K ELb FFAMRERERE ARG ERE , M Target FXMNRRKRBIRE Birim. B
RETRAREIBNAERRENESER , FSHEEDR.

FERRHE 15 B8
Elb.InitialHealthChecking EE#HTBRETRARE
Elb.InternalError ATREER , BTRIRERK
Elb.RegistrationIn B AR EM EE#TH

Progress
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R R

Target.Deregistrat
ionInProgress

Target.FailedHealthChecks

Target.HealthCheck
Disabled

Target.InvalidState

Target.IpUnusable

Target.NotInUse

Target.NotRegistered

Target.ResponseCod
eMismatch

Target.Timeout

ik

B PRECH E M IEERATH

BITRERE R

BITRAREEEH

B iR TFLIERES

B R4 F 4L IEIRES

B R4 T4 LIS E LIRS

B R4k T RHIRES

% IP #uk IEW BT ERRER , RLT EZRERR
BiRER B RE BN BUCRAASHERNRE
B F&E R ARHEREANTAK
BARAREME BIRA

BITRARELRMK , ERUTHRE : [code]

HREAt

RENMHERFREE SR B IRNEITIRR

BRI EEIME BRANBERNEITRR. BXETRAREXRMFIBENHEL |, 1§

E/EM B AR AR T A AR

BA L ERETIRAKRE A ERBREXFTN AR YESRNEMEFRFITHETRARENFAEE ,
FEAENBEXHEZHE Amazon S3 H, BAUFEAXEETIRAREEERBREFNRE, &
&S Health ® & H &,

EZER,
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Console

BREBFRNETRR

1. §TF Amazon EC2 ##l#& , Mt Hhttps://console.aws.amazon.com/ec2/o
ESMER ENAEGE T , EFEHR4A,
EFBERENEHRUTFHFEAEERE,
FHEEENFoE REREL , URATREETRRAH B R,
£ Targets W+ £ |, Status FIIE REN B IREVIRTS.
MERAR Healthy BUAMEMRIME , MPRSHEHAERIIFIEEZER.

2

BWARSITIRRFER B AR B FHR 48 A

f£H CloudWatch Rt & Lambda BREARIEBRTRE B IR FMAFEE. BX step-by-stepilt
B, BZRAUTEEXE R A EENE TR TEN B 5.
AWS CLI

KEBIRNEITRR

£ describe-target-health @55, BLRGIX B THE , UXBEESITFEENBR. XFET
FEENER , NI sREAE,

aws elbv2 describe-target-health \

--target-group-arn target-group-arn \

--query "TargetHealthDescriptions[?TargetHealth.State!="healthy'].
[Target.Id,TargetHealth.State, TargetHealth.Reason]" \

--output table

THRRGIHEH,

| DescribeTargetHealth |
Fem - - = Fem = R i +
| 172.31.0.57 | wunused | Target.NotInUse |

| 172.31.0.50 | wunused | Target.NotInUse |
R e Fmm - B e e e T +
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ELB B AR A EER

BARRSMRRE K

TRIE T8 ERRESNTRERKE,
BFRIRAS A healthy

RREMERERBE,
BFRRAA initial
« Elb.RegistrationInProgress : B¥rIETEEME AR I9E S,
« Elb.InitialHealthChecking : ABPEERNEQMERAEBEEEEZTRAMENRERE
BITRRAKE,
B FRIRA A unhealthy
« Target.ResponseCodeMismatch : BT ERRETREH HTTP KB,
« Target.Timeout : B{THRAREFKER,

« Target.FailedHealthChecks : fARBEEREE Y 5 B rEEN INEIHEIR |, =X BIRERNE
X iR,

« Elb.InternalError : HTFTHEPLEIR , BITRALELRMK,
B #RIRA RN unused
« Target.NotRegistered : B#RAKEMEIBFRA,

« Target.NotInUse : B RFEMATIERFER , KEGAMENTAXRE AR AZ9E
2o

« Target.InvalidState : B4 TFE2FLEH B L LIRS,

« Target.IpUnusable : B#5 IP #it B E , LUE RS ESER,
BFRIRZA A draining

« Target.DeregistrationInProgress : B#REA T EHEREHR , BRI AR EH,
BARRAH unavailable

- Target.HealthCheckDisabled : B¥r4AZRA TETRARE

EMNAEFAESEREMEANSITRIRERE

WO N EHFEREANETRARERE, EEFETIRARERESIXK , 5 @the section called
ETRAREIRE,
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Console
EHETRAREIRE

$TFF Amazon EC2 #4#|#A& , Wit A https://console.aws.amazon.com/ec2/,
ESMBER EHNATIET , EFBHF4E,
EFBFANBEMUITFEFRAEERE.

£ Health checks &I+ £ |, 1% Edit,

ERBETRIRERENEL , REFEBXRE.

ERREFEER,

2 e

AWS CLI
EFEITIRAREIRE

{# A modify-target-group 8%, AT REIEH
T HealthyThresholdCount#IHealthCheckTimeoutSecondsi® & .

aws elbv2 modify-target-group \
--target-group-arn target-group-arn \
--healthy-threshold-count 3 \
--health-check-timeout-seconds 20

CloudFormation
EHETRRAREIRE

EFHAWS::ElasticLoadBalancingV2::TargetGroup B RA B EEFNETIRAREIRE, LA T RAI
E# 7 HealthyThresholdCount#lHealthCheckTimeoutSecondsi& & .

Resources:
myTargetGroup:

Type: 'AWS::ElasticloadBalancingV2::TargetGroup'

Properties:
Name: my-target-group
Protocol: HTTP
Port: 80
TargetType: instance
VpcId: !Ref myVPC
HealthyThresholdCount: 3
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HealthCheckTimeoutSeconds: 20

RIENRAREF NEIERN B RARNS

NERRFASSEREZRRER BN REHBRARM,

BirdE
- BUBEMEER
- BEAEZX

- BEHER

- BITRRIRE

- B AXAEGIE

- B EHNE (ATW)

. HfEATE
HYH S A 2R

ELB =1L @ EEBUEEMA BARRIETER. MIAMBRT , ELB EZFEHEERZA2EFF 300 |, X
A BAFSBhSE AR A B AR AR BV KITHER, EER ELB FHMATHE , TEFEHLEERE.

BUEEMEY B SRV RIRS A draining, BUKEMIERELRE , BUHEMERTER , BFRRAT R
unused, IR B¥rRE Auto Scaling A —% , ELUFEL IEHE#,

MEFHEMKBEEEHTHER , 1B ENEE | ELB 2V ETEROTEHIE , TESSTHE
BidE, B2, IEERIHEETR , BMIRAS S E RN draining , BEEFHIER B HARS
B, EatHARRE S , BFREER N unused IRE,

MR EEBCHEME BARERCE MR £ RATL IEER | B RFFUE 500 R4E51RMR
Console
EIFFHIERE

1. 3TFF Amazon EC2 ##l#& , it A https://console.aws.amazon.com/ec?/,
2. ESMBRLNABHEET , EEER4E,
3. EEREMEANEMUITTFREFEMAEERE,
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ELB NARFAESER
4. 7 Attributes ( B ) IR L |, 1%#F Edit (5RE ) -
5. EEFIHEEERD , FEHFHERARA —NHE.
6. ERRTFER.

AWS CLI
EHEHERE

R deregistration_delay.timeout_seconds B & modify-target-group-attributes @y
P
T o

aws elbv2 modify-target-group-attributes \
--target-group-arn target-group-arn \
--attributes "Key=deregistration_delay.timeout_seconds,Value=60"

CloudFormation
E¥EHERE

E#AWS::ElasticLoadBalancingV2::TargetGroup &R S E
#Zderegistration_delay.timeout_seconds/&,

Resources:
myTargetGroup:
Type: 'AWS::ElasticlLoadBalancingV2::TargetGroup'
Properties:
Name: my-target-group
Protocol: HTTP
Port: 80
TargetType: ip
VpcId: !Ref myVPC
TargetGroupAttributes:
- Key: "deregistration_delay.timeout_seconds"
Value: "60"

BREEE

BRHAEEZRERERL B RFERGE RS ABREERERNGE, MANBRT , ERRHEHEEEER
RARFIBEAER, EAURBENRAEFNEREAZDARTEROERNMENEHE L —PNER
BA-RABE-—NEINEHEE , EUUAREZTERNERBHEE,
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ELB B AR A EER

MREBERMESE , NN ERBAEENA TG BRER. REF-FFHRHRRERFEERIE
—B#R , NTIEE AR RHAE R, MRESAT BRI  WBBEERARRBHREL.

B
- R EHERRIF ARG HS B RERSTRLRENE R

- HIRFMEREFEMEE. SEMBERNLEERENEE , REEFEEBERZBFEDEFERES , &
BEMALEE,

« RO RFTRIIERER B EEREREHAE EERITHERGKDHNE R
- HRFIWEREXRETR, BEMBIRNLERITER , BEERALEE,

o HXF HTTP2 WABBERFEAMNZIE HTTP/1.1 WEHRE , EQFERBBRANZAN HTTP/M.1 5
Ko BEES , RPREANFEREEZFEN HTTP2 BRANZNMER,

« EABET WebSockets , RERARTHRERRZDEZEFEBIR. R ZBIRE , ARSEH[HEES
ZE R IERH B E R LEFREE R

« RPRTERNERBHEEZTREEREIRN—BER,

HOAXBEAL

o DOARBEALER H EOE SARENLIR 7 7E B AR A RIS TR RIFRY B AR 2 B39 SR8 B E R
- WEEXFAIBERNE (ATW ) REEMHE,

« IRREENE R EETRRERE RN —BER,

« IRBENER R EETREE MR E —EEM,

Console
EMRAEE

1. $TFF Amazon EC2 #2#l& , ik H https://console.aws.amazon.com/ec2/o

2. ESMERLNAREET , EFAHFR4A,

3. EEBHRANBEMUITAHEFMAEERE.

4. £ Aftributes (B ) EIF £, &#F Edit (5R8 ) o

5. EREEEERY , N TARGEHERE , EFKH,. RO RTHENERI M,
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6. ERFEEFEER.

AWS CLI
EHEREREE

fEA™ load_balancing.algorithm.type B modify-target-group-attributes o

aws elbv2 modify-target-group-attributes \
--target-group-arn target-group-arn \
--attributes
"Key=load_balancing.algorithm.type,Value=least_outstanding_requests"

CloudFormation
ERABAEE

EH#AWS::ElasticLoadBalancingV2:: TargetGroup &R A&
#Zload_balancing.algorithm.type&t,

Resources:
myTargetGroup:
Type: 'AWS::ElasticlLoadBalancingV2::TargetGroup'
Properties:
Name: my-target-group
Protocol: HTTP
Port: 80
TargetType: ip
VpcId: !Ref myVPC
TargetGroupAttributes:
- Key: "load_balancing.algorithm.type"
Value: "least_outstanding_requests"

1BEaER
RAERT , BHRAEEME BRANEE TURETRIRE , RAFRERE BN ERDT. £
FBEERTA B IR ERTIR , ARARSERALLETROEROT

NEHRAGRAEEYE , SEFEAUNNEBRERER , HEF2H ABEHERN. BREFHEXTHEIR
ERENEREIFEN AT EHERESFAERTERHEEHEN., ABHERLEEMECALEER
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ELB B AR A EER

FEATHERRENERKE, EEFBEMBRHEEIRNAG , AHHERTUDECRETENER
B8,

EREM

- hEREAEREREY 2R , EMIBEHRANERE BT ABEH R,

- HENZEWERARREREY , REERE TMREEIMEIRN , XEBHRTFT2REABBHER,
NEEDLPBE-ANEFBIRARLTEEHEXST , FEMBBEIRS 2HAERHEX.

- MREEBBHRATECEIMESR , BREREEEHER, MREBIGEME—BAR , M2 BFR
AINAZBIRERER , EEABEHEN,

- MRLTEEHEAWERESAERE , NZERNEREEBEHENX, HEHFEFEER , BEFER
HEABEHEN,

- ERARDREXNFRINNBENIRBE LN |, TEEABEHIER,

Console
EE R LN EE
1. 3TF Amazon EC2 ##l& , Wit Jhttps://console.aws.amazon.com/ec2/o
2. ESMBRLNABHEET , EFEER4E,
3. EFEHMEANBMUTFHFHREEREH,
4. 1£ Attributes ( B ) %I+ L |, %4 Edit (FHE ) -
5. EREREBRKRT , NEBIFENERMA—HE. EEABEIER , BRA 0.
6. ERREFENR.
AWS CLI
Ee Rt EE

fEHAW slow_start.duration_seconds J& ## modify-target-group-attributes a8 %

aws elbv2 modify-target-group-attributes \
--target-group-arn target-group-arn \
--attributes "Key=slow_start.duration_seconds,Value=30"

CloudFormation

ERTE B S atE{E
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ELB

B AR A EER

EHAWS::ElasticLoadBalancingV2:: TargetGroup &R A&
Zslow_start.duration_seconds&f%.

Resources:
myTargetGroup:

Type: 'AWS::ElasticlLoadBalancingV2::TargetGroup'
Properties:

Name: my-target-group

Protocol: HTTP

Port: 80

TargetType: ip

VpcId: !Ref myVPC

TargetGroupAttributes:

- Key: "slow_start.duration_seconds"
Value: "30"

BTN IRE

RIANBRT , NARFASOERQKEERNEITRR , HHERBHIETEENEIIR. BURA
HOEREEERETEENER , WISBENEREXRATFMESEMWESR ( KMEFK ) . B
BRERANETRRRE , ATTEX DNS BMEEBNBHANEBNRE, EXEZER , H5H
the section called “B #R4AIEITIRIR -

Console

g B FRAE TR RE

1.

2
3
4.
)

o

$TFF Amazon EC2 #414& , Mt Hhttps://console.aws.amazon.com/ec?/,
ESMER LNASSET |, EFBR4E.
EEBEGANBEMRUT AR FEMRESRE,

£ Attributes ( B ) T~ L , % Edit (558 ) -

ERFTEERXATEXSAHGE. REFEEMLIRE  UBREXSHAREREE
EHNRERLEFNRE,

B FF Target group health requirements ( BFRAZETIRAER ) o

Xt F Configuration type ( BLERE ) , HATEWIRIEREF Unified configuration ( i —HEE )
CARNRMNREREMERNRE.

X F Healthy state requirements ( BT BIFRSER ) |, ERITUT®REZ— -
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NARFARSES
«  1%&3# Minimum healthy target count ( ZTHRR EHFH BEFHRREITER ) , RARRWANT 1 &
BMRAN SRR BERERZBNET,
«  1%&$F Minimum healthy target percentage ( BT BRI ERRKRIEBE DL ) , REHA
1 %) 100 Z BV EF
9. EEREEI.

ELB

AWS CLI
B B FRAE TR RE

£ modify-target-group-attributes i AT REFHMEITRR TERSBRENZITRR BIF
REREHN 50%.

aws elbv2 modify-target-group-attributes \
--target-group-arn target-group-arn \
--attributes \

"Key=target_group_health.dns_failover.minimum_healthy_targets.percentage,Value=50"

\

"Key=target_group_health.unhealthy_state_routing.minimum_healthy_targets.percentage,Value=5

CloudFormation
&R BrAETIRVRRE

FHAWS::ElasticLoadBalancingV2::TargetGroup®iR. AT ROFHMNZSITHRR T ERSEREN
ETRWRRFREREN 50%.

Resources:
myTargetGroup:

Type: 'AWS::ElasticlLoadBalancingV2::TargetGroup'

Properties:
Name: my-target-group
Protocol: HTTP
Port: 80
TargetType: ip
VpcId: !Ref myVPC
TargetGroupAttributes:

- Key: "target_group_health.dns_failover.minimum_healthy_targets.percentage"
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Value: "50"
- Key:
"target_group_health.unhealthy_state_routing.minimum_healthy_targets.percentage"
Value: "50"

5 ] X B9

NPHEHRNTRFREFFENERDBESLAEEMER. ERABTRAXAEEESE , 8/ 80ESR
TREEMAECEMITAXFNEEIMERCASERE. FABTRAXAEEES , 8/ N850ESR
TRENEETAXTHNEZFMEREIERE. XAUERREN A XHEEML LT XEERE ,
MIERETRERFATAXAZETRRMETARNZIE | & WEBAIER,

NTNARFARGERS  KAERROERAINEAETAXAESE , FETEXA, XTBER

A, MANREREANBROERKRE  BLETNETE B HRAR ABEXAEITHAXARSERESR
NRIE,
EREM

- HBEUARXATIEERAN , TXIFEREM,

- HBEAAXAFEEXARN , FXiF Lambda BEEERN B R,

. MREMEFRNSE AvailabilityZone RER all , MZHiRXES
ModifyTargetGroupAttributes API XHABE AKX AZEIH LS HEIR.

« EMEFRE , AvailabilityZone ZHESEN., NHB A AXARGE AN , TATRETH
X{E, BN , ZSBRE2BEAUNA all,

R{ERE

- HNEBNERE , EETBANANAAETARAAYNZBH ERRE, MREENMESENTAK

MIUNEBHEE , BINBNEREEABETAXARSE.

ERZMEMMARBENAEFAHSESRN , FREAMEENEAHSEREXSANARTAKX, X

RATBEEBETAXAREEXRANATAXAZ , RAXSXN#EAZTAXNAAE HTTP i53KA4

& 503 tHix,

- BREVNEZFM., NARFARGIEIRET DNS AFF 2= FRMAY X IP #hik , X&X HTTP R
fit & 503 fHixo

- ERERERT , XA TETAXASRSENEMAESNTRAXBERBNITY BREE B
XHWmEBRBESFER. HELF - NEFAIEAMEETRRTERN BIRET , M DNS #F
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MRS ERT <M P i, EEHEAREEL —PMEITRIREFNEIRG | IP i FFIRE F
DNS,

x5 A X 819

&0 ARE R X N A2 A B T TR B AR A < 5 ] A X A 815 1,
Console
<A ¥ A A X A g9t

1. $TF Amazon EC2 ###l#& , Bt Fhttps://console.aws.amazon.com/ec?/,
ESMER LHNRABEET , £FBH4E,
EFBFANBEMUITFEFAEERE.

£ Attributes ( B ) BT~ L |, 1% Edit (RE ) -
EEMERREERT , N TEATAXARGE , EFEXMA,
ERREFER.

o g A~ W b

AWS CLI
X5 E A X B9

£ A modify-target-group-attributes @ ¥} ¥#1load_balancing.cross_zone.enabledE % &
Hifalse,

aws elbv2 modify-target-group-attributes \
--target-group-arn target-group-arn \
--attributes "Key=load_balancing.cross_zone.enabled,Value=false"

CloudFormation
<A ¥ v A X A g9t

EHAWS::ElasticLoadBalancingV2:: TargetGroup R A S &
#Zload_balancing.cross_zone.enabledE 4.

Resources:
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myTargetGroup:
Type: 'AWS::ElasticloadBalancingV2::TargetGroup'
Properties:
Name: my-target-group
Protocol: HTTP
Port: 80
TargetType: ip
VpcId: !Ref myVPC
TargetGroupAttributes:
- Key: "load_balancing.cross_zone.enabled"
Value: "false"

B R A X g

ST LARE R X LR B 2R BARA B IS W A X g, BARARAIMNERAXAHSERE
LEZNHHHERRFINIRE.

Console
<A ¥ A A X A g9

1. 3TFF Amazon EC2 ##l#& , it A https://console.aws.amazon.com/ec2/,
ESMBER LHNABEET , EFBHF4E,
EFRERENEHRUIT A HFAFEERE,

£ Attributes ( B ) T~ L | &8 Edit (R ) -
EEGERBEEERT , N TETARARKSE , &EFE.
ERREER,

2 R

AWS CLI
TR E A A X A9

£ Fimodify-target-group-attributes@ & H¥¥load_balancing.cross_zone.enabled B iR E
HFtrueo

aws elbv2 modify-target-group-attributes \
--target-group-arn target-group-arn \
--attributes "Key=load_balancing.cross_zone.enabled,Value=true"
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CloudFormation
FRETRAXAREISE

EH#HAWS::ElasticLoadBalancingV2:: TargetGroup &R A&
Zload_balancing.cross_zone.enabledE .

Resources:
myTargetGroup:
Type: 'AWS::ElasticlLoadBalancingV2::TargetGroup'
Properties:
Name: my-target-group
Protocol: HTTP
Port: 80
TargetType: ip
VpcId: !Ref myVPC
TargetGroupAttributes:
- Key: "load_balancing.cross_zone.enabled"
Value: "true"

B3 BFRIXE (ATW)

B BHNE (ATW ) FEERETENNARFNER  RUEZMRRE (HHIRE ). ATWE
BEIXNBEREQN RIS FHEREHE RO RE.

B EHRE (ATW ) 2BFINEKF PN MNARFABEERITRERN, SRIAREER
B, ATW I BFZHBE R BHNRERBEXLRER , RMAREEH. ATW THEILRED
B, ARAREHRESESNEIRHRIIR | Fet&AREBREFEBRARNRKE,

AEED

- RERNEFASKIERBENBIRMN HTTP 5xx MNARBUR EBFREZELK, RERMIBALT
FRIRA , FrEXRA,

« £/ Lambda E8 B#RET , RX3F ATW,

0|30
I |

Bz BARNE (ATW) 235


https://docs.aws.amazon.com/AWSCloudFormation/latest/TemplateReference/aws-resource-elasticloadbalancingv2-targetgroup.html

ELB NARFARSESR
Al A
FERN

ATW RERANSEREMNSEHRETEMEFRNITAFEEERENER. SERENANRE , BY
EBE—1ERNESLRESEREATFHMEFN A LIRERBE, XEERBAERERFR , b
ARER HTTP #HiRRB, HEEHESTHFEIFRNERUBANRE,

FERMNERBFEAFELE=ZAZTRREFHE R, HYEIRIMB B/RER |, HIUETZTIRRE
BRI RIERRE. BFRTRIEBVREERS , ATW SFREZEFRABTEAGRERNE R, WT
REREWNER , RELERN normal, W THEERENER , FEL RN anomalous,

ATW RERNIET T EHRASTREARE, BHRTUESHEBRAESTRARE , BENRBERE
AEMBERIEANRE. BERENFET2EBHEBFASTRARERS.

FERMRS
LAUEE LMW RERIURS. HUTATL

« normal : RRMEIFE.

« anomalous : ®NEIFE,

Console

EERERMIRE

1. §TF Amazon EC2 ##l#& , it R https://console.aws.amazon.com/ec2/o

2. ESMERLNAREET , EFAF4E,

3. EEBHRANBEMUITAHEFMAEERHE.

4, EERBRETF,

5. EEEMBEHLRKRT , BULUERERVERITEFESNIEFNRERIRES.
AWS CLI

EERERNIRE

£/ describe-target-health 5%, AT RAIERTIEEBFAFEN BHRRES.

aws elbv2 describe-target-health \
--target-group-arn target-group-arn \
--include AnomalyDetection
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ELB B AR A EER

ATW REZB BN FRENFEBIREBAHE , A EHE#MRENT2,

ATW B 55 5 8 2h se X £ 62 A DA BEHLB% B AR AT A
ZREHRE

- ATW S EHRERBIFEERARE. Bal , BRNEEY K
« ATW 2 FEHIIREBERNRERD INITREEEMENREE.

s TEBERNARENENEZHREEZEAHIICIINGE , ERCIEBSBirEAThHMERE B
A EFKFE,

Console
FRREEHIEE

1. 3#TFF Amazon EC2 ##l#& , it Fhttps://console.aws.amazon.com/ec2/o
2. ESMERLNARHEET , EEEHFE.

3. EEBHRANBEMUITAHEFAEERE.

4. 1£ Attributes ( B ) %I+ L |, %4 Edit (FHE ) -

5. EREREEERY , MIANAROHELEERNERET N INREEN.

RERIREENE LR , RERMNBINE TITERES.
6. EREEHET , BRAEVPTEFEEMEINEE.
7. ERRFER.

AWS CLI
FERERBEINRE

f£A7 load_balancing.algorithm.anomaly_mitigation & ## modify-target-group-
attributes

aws elbv2
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ELB NARFARSEE
ZERES

B LKRE ATW BEEEXN BRIITER. BLLT8E
- yes : IETEHITRE,
s no : RI#ITER,

Console
EEREEBRS

1. 3TFF Amazon EC2 ##l& , it Fhttps://console.aws.amazon.com/ec2/o
2. ESMBERLNARBEET , EEEHR4A.

3. REBERANBHRUTAHEFEMEERE.

4, EFBRETF,

5. EEEMBEIRF , EUUEAREREIPEFTEN BN REZBRE,

AWS CLI
ERERREMRE

£/ describe-target-health 5%, AT RAERTIEEBFRAFEN BHRARES.

aws elbv2 describe-target-health \
--target-group-arn target-group-arn \
--include AnomalyDetection

MR

ZRINER T , Application Load Balancer 2R IEit E A H E LN ESIE R B AZICFMBE
¥ro B2 , BAILMERAMMLRIETIE (EHMAKEXREK ) , FARSEHSREB AR AEHERISEN
Bir. XABRRESFHEAFREAFNAMEERREIER - BRP, N TEPRSEEUERRF iR
RESEERNRSESEERN , LLEREH. EFEARESE , BERHAMALXIF Cookie,

Application Load Balancer X E Ti54ErfE# Cookie ME T N ATEFH Cookie, ¥MELIEALTEEIR
HEFBEH, B EEREAPEAEERETEHENRNMNYE., ETRAEFOAMEURIEM M,
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ELB B AR A EER

EENMESFENXBERRENARIER W HALBEREHEE - BRNREKE. RENNARE
FiRBE B2 Cookie , MAIAMEAE TR ARFHNYE , BAZHEERKXIE Cookie FERER
AR F 4% Cookie 1§ EE’J?—r%‘éHTIETJ MREHRARFSE B2 SIE Cookie , WAIERAETH
SRR Al RS MR N BB R IEEIF &R R AT HEEF 2 1E Cookie,

MEITERRE LAY Cookie AREARBRBAME ., TERBIERAHBEHREKR Cookie.

X FIXFMREMEEE | Application Load Balancer ¥ EE & RiERGFEKK Cookie HIHHIR., R
Cookie T Hi , 2FEFTBEEMMY , EF W 1ZM Cookie FHXHIER Cookieo

B3R

« HTTP/HTTPS fag5#2s.
- SMNTARAELE - NSTRRBRFHKA

EEEW

- MRBAAXATHEER , WFZHENHF2E. EABTAXARSEHEHEEARELENZENY
2KM,

- N FETRARFN Cookie , BNMNBEIRAXLTEIMIEE Cookie BFf. B2 , N TETHENEHN
Cookie , FTE B #r4A S EA AWSALB 1R IE— B B Fo

- MREFEHMRZE Application Load Balancer , WA AE A E T R ATEFH Cookie EFIEER
AiMAE, B2, WREAETHENEMN Cookie , BRALE—NELEAKMESTE , @R
AWSALB =2 Mt — 7] A & o

- MRNARF AL ESRE TS AWSALBCORS 1 AWSALB & FF4EnE A *5¥ Cookie , M
AWSALBCORS HEY{E 4L 5E o

- ETRNARFNREETESMNEREALEEER.

- MRBEF-—NEESNEENERRE , HFE—1MHSNEREACEBA THERE  MXHER
FRA R BB AR

« WebSocket iE#EAR F2MMN., MREFIHERARER WebSockets , MIREHEFIEZEAHRHN
HTTP 101 RSB EY B Frf 2 WebSocketsiEZH A B ¥R, WebSockets ARERE , MAEH
ETF Cookie BI¥51E,

« Application Load Balancer £/ Cookie ¥Rk H) Expires B M A= Max-Age B,

- Application Load Balancer % #F URL 458/ Cookie 1B,

- MENARFATEREERREIEMERANKEFER , MiZERSHEHIIZTEEN B .
- MRBATBEHRRILSE  MFAXERERE,
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ELB B AR A EER
B2

. BT HENE 0

. EFRARFHRE

ETHEatE Ayt

B T 122t (8 AR M 68 F 1 B39 @8R £ MY Cookie (AWSALB) FFiFRE§ B B B A P RIE — B
#ro Cookie AT HLEMG T BIr. MRENNARFZEBHCHLE Cookie , BRI LIEE A CHIKE
MEREatE |, AEEASER —BUtH A EREHSIE— B RV RKE,

UAFHYERE—XRFREEFIKRNERE |, e (BREEEER ) FERBBAIERHERERN
AWSALB #J Cookie, BEE¥ikE BRI A XEBHITHRIE , 1122 Cookie , HENZ A ippylaN Fa
€ Cookie, TEFHEFEMM Cookie EEBEBH 7 XE|HARtE , BXRAERE.,

HEEERSD , B R EE AWSALB Cookie, HMEIIERWEIRBEE Cookie HF F IimAYiE K
B, ERNBZERHFERBHIE - BFR. MR Cookie FEETEMEN , FEREAMENSEH
RETAEFWEF , NAFGEREE— N B IRAER BRI B R EBRER Cookieo

FNFBEREBRELE (CORS ) ER , HEXKEFEE SameSite=None; Secure RBHAMM. I
TREXEREES AR ERBRLASERE =M Cookie AWSALBCORS ( EF @& E5RHEMM
Cookie tHEIRVEE. ) M SameSite Bit. BF ImREWMA T cookie , @IEIE CORS E R,

Console
BRETHEBIMEMYE

1. #TFF Amazon EC2 #£#l& , Mt A https://console.aws.amazon.com/ec2/o
ESMER AT , EFBHF4E,
EFRERENEHRUITFHFAFEERE,

£ Attributes ( B ) I+ L |, %32 Edit ( BE ) -

ERRERERET , ITUTRE

o > DN

a. EEFTEMME,

b. X¢TF Stickiness type ( Stickiness K& ) , 1% #F Load balancer generated cookie ( f1%
B E KK Cookie ) o

c. XIF Stickiness duration , IEEE—NMNTF 1 M 7 KRZBEHE.
6. EEREEN,
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ELB B AR A EER

AWS CLI
B RE TR EATE

ERATAstickiness.enabledfMstickiness.1lb_cookie.duration_seconds/&t
B modify-target-group-attributes & 45 o

aws elbv2 modify-target-group-attributes \
--target-group-arn target-group-arn \
--attributes \
"Key=stickiness.enabled,Value=true" \
"Key=stickiness.lb_cookie.duration_seconds,Value=300"

CloudFormation

BRETEHET RN

EH#HAWS::ElasticLoadBalancingV2::TargetGroup & R A2
Estickiness.enabledfstickiness.lb_cookie.duration_seconds/g.

Resources:
myTargetGroup:
Type: 'AWS::ElasticlLoadBalancingV2::TargetGroup'
Properties:
Name: my-target-group
Protocol: HTTP
Port: 80
TargetType: ip
VpcId: !Ref myVPC
TargetGroupAttributes:
- Key: "stickiness.enabled"
Value: "true"
- Key: "stickiness.lb_cookie.duration_seconds"

Value: "300"
ET R AR

HETNAEFNEMETULER BN EF BN EIREBCWINE. BRAETNARFHRMER
M ERSREEECEETE - MEREHBENANN BEIR. AEAMY , BFRMREEAFHE
788 FELEAY Cookie IEEIRY B E X M AT Cookie, Il BENX Cookie AIEE N AEFFIENIEM
Cookie & %,
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% Application Load Balancer ¥ %>k B B #5:# B E X R ATEF Cookie Bt , ©< B3 4£ R NZEH KA
2 Cookie , UHIRMMFE S, WARIEREXNNARERF Cookie ITAEBNSAETNAREFN
MR BRERREEE R,

HE IS E RS £ R B ATER Cookie TaEH BIMZER BENX Cookie WEM. ©EHCHS R R

7R, ZRTAREN. EXEFIRAIER A | Application Load Balancer {X3&iE 7 B 74 4% 5 B i 1Y
B E X Cookie W& , MAKIEEEX Cookie WESRTHEM. REAMEE , ARSESRINSX

3% Cookie, B#rZER BE X Cookie MK S g19E 854 MY B FAFZFF Cookie , >kME R & = o

EREFERP , B HLIFMA Cookie KiEE REFE, MBITERLBEENARERF Cookie |
ARERBENHERENBERENARBN. ARG, ©REM Cookie PHEEFERKIET BHRAPH
B—B# , URiEHE. ABEEREXRNEELNARERF Cookie RETBIR , MIAREIERE.
HEEEWEP , 2N ERRGER LRENABIOERERB B AERF Cookie #YZIHHIFR M AL IFLL
EHETEE, N TREFF MBI BV | Cookie HEIFHRMM TSR AT RH K.

WMRBRAMEE B TRANME , B ESRKFIEFEREBAIZER , ARBEEAHSER
ERIEFEFNESTRARFHER. WE , ARGERFEAN EE WM EMOEESTER , 7
PEFERBAEFNEESTER , BMEZAI KM BIREREEREIZT.

FMFBRERRLE (CORS) iER , RELAFPREMAN Chromium80 RESRAE |, g gfiss =+
2¥F SameSite=None; Secure BHHRMEIAFEE LK M ARERF Cookie K3 A,

BT K ZH0% B 254F Cookie B AR/NBREIN 4K , Rt AEEE RS AT 4K W AR Cookie 5 FH
%A Cookie. Application Load Balancer X #& K 16K B Cookie , Rt &Z A UGIE 4 Mo R K

RAEFPR,. BEFRHEINNARRF Cookie BRI “AWSALBAPP-” ik | #E8E— MR ERES. fl
|, 08 Cookie X/NA 0-4K , MFFimeEE AWSALBAPP -0, H1E cookie K/NA 4-8k , MIEF

IwaEE AWSALBAPP -0 - AWSALBAPP 1, fikItbE#E,

Console

BRETNAREFAHMYE

1. 3¥TF Amazon EC2 #Z#l& , Wit A https://console.aws.amazon.com/ec2/,
ESMERLEHNARHEET , EFBHRE
EFBFANBEMUITFEFAEERE.

£ Attributes ( B ) T~ L , % Edit (%58 ) -

ERRERERET , UITUTRE

o & oD

a. EEFTEMME,
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ELB B AR A EER

b. X¥F Stickiness type ( Stickiness K& ) , iFi1%#F Application-based cookie ( ETFNARE
F#9 Cookie ) o

c. XIF Stickiness duration , fE—MNTTF 1 ¥ 7 Xz EHNE,
d. XITF App cookie name ( BIFIf2F Cookie B ) , BMAE TR AREFH Cookie & o

B ER AWSALB, AWSALBAPP, = AWSALBTG #E Cookie B#r ; EATFRE LA
BERER,
6. EBRREENR.
AWS CLI

BRETNAREFRMME

F A BB LT E MM modify-target-group-attributes & 5 -

* stickiness.enabled
* stickiness.type
* stickiness.app_cookie.cookie_name

* stickiness.app_cookie.duration_seconds

aws elbv2 modify-target-group-attributes \
--target-group-arn target-group-arn \
--attributes \
"Key=stickiness.enabled,Value=true" \
"Key=stickiness.type,Value=app_cookie" \
"Key=stickiness.app_cookie.cookie_name,Value=my-cookie-name" \
"Key=stickiness.app_cookie.duration_seconds,Value=300"

CloudFormation

BRETNAREFRMME

E#HAWS::ElasticLoadBalancingV2:: TargetGroup & RA S E LT E X :

 stickiness.enabled
* stickiness.type

* stickiness.app_cookie.cookie_name

REMEAE 243


https://docs.aws.amazon.com/cli/latest/reference/elbv2/modify-target-group-attributes.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/TemplateReference/aws-resource-elasticloadbalancingv2-targetgroup.html

ELB B AR A EER

* stickiness.app_cookie.duration_seconds

Resources:
myTargetGroup:
Type: 'AWS::ElasticlLoadBalancingV2::TargetGroup'
Properties:
Name: my-target-group
Protocol: HTTP
Port: 80
TargetType: ip
VpcId: !Ref myVPC
TargetGroupAttributes:
- Key: "stickiness.enabled"
Value: "true"
- Key: "stickiness.type"
Value: "app_cookie"
- Key: "stickiness.app_cookie.cookie_name"
Value: "my-cookie-name"
- Key: "stickiness.app_cookie.duration_seconds"
Value: "300"

FHEFYE

B Ey RE, MRERHBEAEREEM , WA THEEMSEARIEAE, EXHERT , B

ERLT MM SR ELEE R LR

- MR ARFEMRR Cookie I HIMIRIREE =/l B HAMATE 28, X4 7] LABE LE & P iwmfF Cookie &
EENARFARGESR  BENRERRUAMNERE,

- MABHEERETNAEFNAEEERE —PMRENFERE , flin 18, XEERFINARERF
MEEEREREL MY , BMEBIRRER Cookie & RTHA,

1 S PR S B 88 B AL T B 4

FEMREMBEIRE, EREBRAR , BEEHBMRERE | XBGHRESNMEMEE IR, Hln, &
AT LUEMSEI IDs, 1P it =% Lambda Bk, BXEZEE , 1S Application Load Balancer B E

EM B AR 244



ELB RIS 6 5
WMRLEFEEMEFRNEREM , BAILUEM A BIRUEREZER. EERERFLEERE , &
BFoEMEENBERE, AEIMIEZKE BRBEINRESTRARE , AREERMRSITTH/IER
B E B FRo

WMREFMERFJIRBOHEEEFEN BRREHARS , BN B RABUEEM B 5. BUEEMEANB
i, MBS E R EME LA REBEEZE R, EBIVERIFRUERE | BB B AREME
B#r4d,

FEECHEM B IRE , ARIER L —EEHF , BEEHTPNBERTN. XHEEZEER. EEEERS
B , B#RAVIRAS N drainings

BUHEMES IP i EMey Binfe , YMEFHCHEMERS R , R ALEFEMEER 1P it
ko

MREBEN LA ID KEMBEFR , WA LAFAEITE SRS Auto Scaling A—EFEH. B irEEEE
Auto Scaling A # BiZ4A Y EJE , B Auto Scaling ‘A BZhHFIN B E BirAFEM. MRETE
¥R 5 Auto Scaling A& , NEFILBEIMNBERARECEEM. BXEZEER , ESH Amazon
Auto Scaling A /7 {8 Ry [ A S 25 it A2 EMY A EC2 uto Scaling 4.

XA BEHRLHNARERN , XAEMNBIREAFETHZER , HEHNRLLIAEEEER, SUUER
describe-target-health CLI S5 SR RIH P Y B iR AWM B REEEFHRES. AWS EEEHAWIABRE
AHE , BUUSEELIRLKLENARER, X—RFABRLEAFENARFRPELERESEPHFEL L
BB 5XX iR,

BinZ£4

LT EC2 SZHLEM N BAnat , MMBRENEFIN LA AT ABHEREILMITERR O MESITR
R EROSENEHES.

HERHL

Inbound

Source Port Range Comment

load balancer security  instance listener EXpMTERmO L ATFRE
group NEHERNRE

load balancer security  health check EETRReEiRO L AEXR
group BAESERARE
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ELB B AR A EER

BINEEBWERTFAL ICMP REUXFBRE MTU XU, BXEZEE , B2H (L5#H EC2 AR
) P MTU xR IR &,

B fr{L{bas

B LLER R AN BARA PN BB RRTTERNA R, EREEERLZENEENRENEET
B1T. ZRERINHHERNENNARF ZRANRERRE, S bURFREEE 58 HMIT A9 E
27 AT LA BAR RISV B A A RIER Y. REREFEEREELENERBE, HZBFETEENTZKE
i, RESORAREERLEES , LREREERAEB IS ERFLES —MEXR.

ES MBI, BEUZESAREEBREHRO, AHEEREIREEZRO LB EFE
B, ATEERE, WixOFRETABEERRENARFRENIKO, 8 RETEME B RSRE
HEETRE,

AR B R e E el ZEREAMRER. B0 2ETEER.

ZARE L Docker BEMIFNIRM , MuL: public.ecr.aws/aws-elb/target-optimizer/
target-control-agent:latest, HE{TRERHRN , BUURHEUTHELTE !

TARGET_CONTROL_DATA_ADDRESS
REBURBZERT LNABHOERNNARFRE (IP: Port) . BEEFPNIEAORERNBF
AEREENNARFRERO. MIANBERT , AEAERAIARERM TLS EiZ,

TARGET_CONTROL_CONTROL_ADDRESS
REZPKREZEZEFT LNABIOERNERRE (IP: Port) . EEFHNRARLEN BREARE
B B PR R O o

TARGET_CONTROL_DESTINATION_ADDRESS
REARENNARFREAEILERET (IP: Port) . MWNARFNIZEXNEREF LK.

( AJi% ) TARGET_CONTROL_MAX_CONCURRENCY
B MBI E R IR R R AF KB R EAUNT 0-1000 2. FIAHF 1.

( Ji%& ) TARGET_CONTROL_TLS_CERT_PATH
RIEE TLS BEF MR EABIGERBMN TLS EPHNUE. RIAERT , REQEAFHERE
LLIEH,

( AJi%& ) TARGET_CONTROL_TLS_KEY_PATH

5 TLS #FHRAEmARIEREHN TLS L PMEXNNNAANNVE, BRABERT , RELX%E
NEFHERFLR.
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ELB B AR A EER

( AT ) TARGET_CONTROL_TLS_SECURITY_POLICY

BHERAREN ELB R£ K8, BRIAEN ELBSecurityPolicy-2016-08,
( ®J2% ) TARGET_CONTROL_PROTOCOL_VERSION

MBI ERESNEBEMEMANN. TEEMNEN HTTPL, HTTP2. GRPC. RIAENR
HTTP1.

( 3% ) RUST_LOG
REHENBERD. REHRGZA Rust mEW, AIEERIEN debug info. M error., ERIA
BR info.

EEREMRRTENE , LAEAFEEFEHINE, ERUERAUTERER BRI

8% : TargetControlRequestCount, . TargetControlRequestRejectCount, TargetControlAct
TargetControlWorkQueuelLength, TargetControlProcessedBytes, BEXxEZEL , F5

51 B LU ERiEtn. AXRBEEREEE , BSH B LILEREERE

HEFW

SEERBHEHRE VPC REIBNARFARGER. SEETRIMERSHNAZEN FHPEITH
B 7o

EM B R

BNMERAENNESERERANENTAXPSRAELE —PEIM B 4R,

S BRAR BARREE A iZ B iR AEM B s, BXREZFEE |, HSH Target typeo
ERNERED

o HEUEMEAINT |, EHIATLTF running KRS,
- BREHIMXANTENBEREAREENEMRESR (VPC) #,

« ZXH) 1D IPve BARASEM B FRET , SN ERRDEE IPv6 iit, ETHEZER |, F51
Amazon EC2 A F#§mFH IPv6 it

« RIP iR IPv4 BARAEM B ARET , BOEMAEY IP st RTRBEELT CIDR Rz — -
- B#r4H VPC FH
+ 10.0.0.0/8 (RFC 1918)
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ELB NARFASISES
- 100.64.0.0/10 (RFC 6598)
- 172.16.0.0/12 (RFC 1918)
- 192.168.0.0/16 (RFC 1918)

« IR IP it IPv6 B ARAEM B ARET , BUEMAEY IP #aik SAY T VPC IPv6 CIDR SRATN F
VPC #y IPv6 CIDR 3R,

o TEEEME— VPC FEMNARFASIIEERN IP thit, RS —4 Application Load Balancer
N FE5REHEESE VPC XWEH VPC &, NITTLUEME IP i,

Console
JEAR B #R
1. 3TFF Amazon EC2 ##l#& , it Fhttps://console.aws.amazon.com/ec?/,
ESMERLNAEEET , &EERE,
EFREEANBMRUTFEERAEERE,
1 B Rk,
SRR B #R.
MEBHRAMBIRERER instance , MEARTANES , BEEEEEHR NGO , RAFE
BREEWNTHLEEI,

7. WMREMRANERERRN ip, WERAEN IP IbERZME | WA IP it Rig0 | REIE
BN THLEED,

8. MRBMAMNBFREREN lambda , BFikRi%Z Lambda B M AE ARN, BEXEZEE | &
9 £ A Lambda BIE/ER B Fro

9. EFEEMFAIEER,

o g~ w N

AWS CLI
JET B AR

78 register-targets . U TRAKEA D SEMER. AFREEHRD , ARSESTEAA
AR,

aws elbv2 register-targets \
--target-group-arn target-group-arn \
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ELB B AR A EER

--targets Id=i-1234567890abcdef® 1d=i-0abcdef1234567890
LT REIR P a3 B R, AT RERRD , ARSEHIPHERBRERD,

aws elbv2 register-targets \
--target-group-arn target-group-arn \
--targets 1d=10.0.50.10 1d=10.0.50.20

LATF RIS — Lambda EBEECEM N B #5.

aws elbv2 register-targets \
--target-group-arn target-group-arn \
--targets Id=lambda-function-arn

CloudFormation
A B #R

E#HAWS::ElasticLoadBalancingV2::TargetGroup B RIA B EF B ¥R AT RAIZEEH ID 3EM T H
N E#Ro

Resources:
myTargetGroup:

Type: 'AWS::ElasticlLoadBalancingV2::TargetGroup'

Properties:
Name: my-target-group
Protocol: HTTP
Port: 80
TargetType: instance
VpcId: !Ref myVPC

Targets:
- Id: !GetAtt Instancel.Instanceld
Port: 80
- Id: !GetAtt Instance2.Instanceld
Port: 80
BUE XM B 4%

MRANARFERBIRELFEZNBRRMERERS , BN BHRABUEEM B 5. BUEEM B R[N
BArAPRERE#R , BF2%0E B 4R,
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ELB B AR A EER

Console
FEHBR
1. §TF Amazon EC2 ##l#& , Mt Hhttps://console.aws.amazon.com/ec2/o
ESMER ENAEGE T , EEBHR4E,
EFRBFRAN BT RFAFEENE,
FERFREDFH , EREBRN B R,
EREH,
LHRERERTEHIAR |, %£$F Deregister (BUEEM).

2

AWS CLI
EH B R

£/ deregister-targets 5. AT RHBIKEHHMNBELLE D FEMH B .

aws elbv2 deregister-targets \
--target-group-arn target-group-arn \
--targets Id=i-1234567890abcdef® 1d=i-0abcdef1234567890

£/ Lambda EEFEN N AREF RETEIRH B 7

SET LR Lambda BRBOEM 9 B AR A FHUUT 2R N EC B 0 RF1E R R E Lambda EEIEY BARE, =]
BIGE R FHERE KRB BARAHER Lambda BEUEN BAret , ©E2 @A Lambda B LA JSON #%
X RERABEZES Lambda B,

NP ERSEEFA Lambda BE , MAEAMSERE, Rit , ¥NAEFARSERLLANS
AR B ER,

PR 51

* Lambda BB A BRALANV TR K/ H , B TE—-XEH,

« BALURZEE) Lambda BB EREXHNRAKNHR 1 MBo BXMXRANRE , iESH HTTP #rk
PR o

« Lambda BIE AT LAKIZAI N 5. JSON MY A K/MA 1 MB,
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ELB IR R 8
« WebSockets T ¥, ARFERBIEL , FE R HTTP 400 K53,

s FXEFARM X,

- TXEFEAHBEIRNE (ATW)

AE

« % Lambda B

A Lambda B #6132 B 74
M@ RER sS4

0ja 7 $h &K 35 i B

ZERX

BEREBTRAKRE

JEM Lambda B %R

4 Lambda B

BXER , 551 Application Load Balancer £E# Lambda B #x.

A F Lambda EZK

MR ENF Lambda EE¥S Application Load Balancer —# 2 , M TEIGER.

A Lambda BRI R

MREHA AWS EIEZ G A 0122 B 4548 3 FM Lambda B# ?"“%U"‘éﬁﬁmﬁﬁﬁﬁaﬂ’ﬂ‘ﬂlﬁ?ﬁﬂﬂﬂ
Lambda KRS, BN , FELIEBRAHFEREMEEE AWS CLI , XAFERFINNREFSRT
ELB @A &K Lambda BEHIR R, HATRIWEERA aws: SourceAccount fl aws:SourceArn %k
HREFINIEEBANEBAR, BXEZEE , BESH IAM AFPERDRHEEREAR-,

aws lambda add-permission \
--function-name lambda-function-arn-with-alias-name \
--statement-id elbl \
--principal elasticloadbalancing.amazonaws.com \
--action lambda:InvokeFunction \
--source-arn target-group-arn \
--source-account target-group-account-id

Lambda EIEUR AN 32 %l
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https://docs.aws.amazon.com/IAM/latest/UserGuide/confused-deputy.html

ELB B AR A EER

A AN G BAREEM — Lambda B, HBRETLER Lambda EH 3 B RS S EHEH
P4 BTARAH Lambda B3 , B1E B ASISGEIEM Lambda FHE 12 —NEMEI S HAEEK ARN
MASHEE, SXAESES B2 (AWS Lambda FF & A RIEE) ) AWS Lambda EH 3
2.

B 40
NEBERL-ESF , EFEHN Lambda MBMERBN ., BRERETRHZETHRFAEE Lambda

BRBHEN, BXRMNBREARNAERZENEE , FSREE Lambda BHERN, BXAIEKE
M XENENESR , 28 AWS Lambda fRET,

A Lambda BEX¥i 1% B #r4H

B NEEBERBHTFEANBRE. OREFERNBESMTHRANTE? BEEFAFZABTHRELE
PRARRE |, MRS ERSEA S MY Lambda B

Console
812 B $r4A HEM Lambda B3

1. §TF Amazon EC2 ##l#& , Mt Fhttps://console.aws.amazon.com/ec2/s
ES MM B LR Load Balancing (f18391%) T , 1%&#F Target Groups (B454).
%% Create target group (RI1Z B 454H),

NFEZEBRER | 1%HF Lambda B,

NFERAER , MABFRANER.

(it ) BEREABTIRRKE |, B Health checks ( BITIRIRKE ) #80 Hik#E Enable ( B
Ao

(W ) RARE, NT8IMZ , BERMIFHRE , ARRARZRMIRZE,
8. iij:%-lt_io

9. MREBEHEZHFEMZ Lambda EHER , FiEHPIEERE— Lambda EEH NI KR P IERZ
Lambda BE¥X , SiE&EFR A Lambda BNE ARN H % A1Z Lambda BREEY ARN

2

~

WRIEE B HERIFEMZ Lambda BEIER |, EEBREEEM Lambda EE , LA BEM B #r.
EXEZEER |, {52 ¥ the section called “3EM B #57

10. EFEGIEBRE,
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ELB B AR A EER
AWS CLI

B2 lambda KK B Fr4A

R create-target-group T

aws elbv2 create-target-group \
--name my-target-group \
--target-type lambda

JEM Lambda Bk

{# A register-targets a9

aws elbv2 register-targets \
--target-group-arn target-group-arn \
--targets Id=lambda-function-arn

CloudFormation
8132 B $rA H EM Lambda B3

E N KA R B RIFRAWS: :ElasticLoadBalancingVV2:: TargetGroup, f1REIIEIE & A EZIFEMZ
Lambda BE , M AT LAEBE Targets BM , LU BRI,

Resources:
myTargetGroup:
Type: 'AWS::ElasticlLoadBalancingV2::TargetGroup'
Properties:
Name: my-target-group
TargetType: lambda

Tags:
- Key: 'department'
Value: '123"
Targets:

- Id: !'Ref myLambdaFunction
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https://docs.aws.amazon.com/cli/latest/reference/elbv2/register-targets.html
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Mg S 2R I E A

MRS IFE T HTTP M HTTPS #1TiEKRM Lambda AA. HEHIGEEFEA JSON &KX k&
EEH, AFEESENFLUATHRLRMBEMNER | X-Amzn-Trace-Id. X-Forwarded-For. X-
Forwarded-Port f X-Forwarded-Proto.

MR content-encoding #rkFHE , ARITHERR AN IEXH 1T Basebd 4miEH R~
isBase64Encoded ®ERN true,

MR content-encoding ¥Rk F1FETE , Base64 wBEURTFRAERE, WFLUTRE K AKYE
BREEHAIZEXHNHIZEEisBase64Encodedifalse : text/*,. application/json, application/
javascript, and application/xmIZ& N , fAEKITE 2] 3T E 3 1T Base64 43 H ¥ isBaseb64Encoded
RENRN true,

T RROIEH,
{
"requestContext": {
"elb": {
"targetGroupArn":

"arn:aws:elasticloadbalancing:region:123456789012:targetgroup/my-target-
group/6doecft831eec9f09"

}
}I
"httpMethod": "GET",
"path": "/",

"queryStringParameters": {parameters},

"headers": {
"accept": "text/html,application/xhtml+xml",
"accept-language": "en-US,en;q=0.8",
"content-type": "text/plain",
"cookie": "cookies",
"host": "lambda-846800462-us-east-2.elb.amazonaws.com",
"user-agent": "Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_11_6)",
"x-amzn-trace-id": "Root=1-5bdb40ca-556d8b0c50dc66f0511bf520",
"x-forwarded-for": "72.21.198.66",
"x-forwarded-port": "443",
"x-forwarded-proto": "https"

1,

"isBase64Encoded": false,

"body": "request_body"
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e B 1 335 5 8%

5K B Lambda B ERAY a4 EE Base64 mIDIRA., MAREBMERL, EAIUEBBIEX,

EEMNMWEXHIE-HERNE , BAHNAEHIT Base64 4wi%H ¥ isBaseb64Encoded RE R
true, MHYERBHEARURR-HFNBHFZARELES HTTP N IEXHHIEF .

P EFT X 3F hop-by-hop#rsk |, HlConnection=x Transfer-Encoding, &AILAE R
Content-Length #53k , RN AROIERSEN NN REREFIKZAIITEE.

LT RFKBET nodejs B9 Lambda EREXEY 7RI B2,

{
"isBaseb64Encoded": false,
"statusCode": 200,
"statusDescription": "200 0K",
"headers": {
"Set-cookie": "cookies",
"Content-Type": "application/json"
1,
"body": "Hello from Lambda (optional)"
}

BXENARFAFYESRESFERAN Lambda EEIELR , 25 github £/ application-load-
balancer-serverless- app. H& , ¥TFF Lambda #Z4#|& , fOOEBNARERF. SIBNARER , REMN
AWS Serverless Application Repository FIEE T HIE 2 —:

+ alb-Lambda-target-S UploadFileto
 alb-lambda-targe BinaryResponse

+ alb-Lambda-target-IP WhatisMy

ZERk

MERBEFFHAFERIKE Lambda WBEWIENETEEASMENRARNZREETEA L, E
SER-REFSNMENTWSH , WA AXNSERNEENXE, BRAZSERKE  ABEESRN
Lambda B#Z R RMHWARK M ERNSHREABAM AR FZRHF, NREXBEASERXEE , H
EnRAHNERNSHERSZME , WS EHRHEARBIN&E—ME.

B
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https://github.com/aws/elastic-load-balancing-tools/tree/master/application-load-balancer-serverless-app
https://github.com/aws/elastic-load-balancing-tools/tree/master/application-load-balancer-serverless-app
https://console.aws.amazon.com/lambda

ELB SRRE AR
- ZESERLHER

- BESERAHNE S

- BRAZERSX

BEBERXNER
RTHANERFRHRS BN FEEMRERSNENARAT ZERAMAFMTE,

LT REIBEREERNERASHMNE -

http://www.example.com?&myKey=vall&myKey=val2

NFRAER , ARSEBEIREATFRAENRE—ME , HEA queryStringParameters @
FLREDEEHNFHRESHNEH. fiw .

"queryStringParameters": { "myKey": "val2"},

WRBERATZERL , WARTEHEFEATFIRENHINRE , HEA
multiValueQueryStringParameters MZARZETEEANFZHESHNEH. w0

"multiValueQueryStringParameters": { "myKey": ["vall", "val2"] },
B RREFHAERLFEERHD Cookie BIEK :

"cookie": "namel=valuel",
"cookie": "name2=value2",

X TERINMER | ABBERFER T IR RIENEE —1 Cookie , H#EM headers MEREBEIR
KHVEH, flm

"headers": {
"cookie": "name2=value2",

MRFHTZERL , AFYESEERAFFIRAIENFE A Cookie HEH multiValueHeaders [a
BEFRITENRLNEH, Bl -
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"multiValueHeaders": {
"cookie": ["namel=valuel", "name2=value2"],

+

MREBWSHRE URL fmEZHY , M ABIGER X CIRITHED, SBM4HMAE Lambda BB X EA13#
1THRD,

BE L EPRK K R

ATHRANFEEHBRERSNENREBA T ZERLIMEMTRE. RBAT ZERL , NAMER
multiValueHeaders , &N{EM headers,

X FRIAER , B LHEEE A Cookie :

{
"headers": {
"Set-cookie": "cookie-name=cookie-value;Domain=myweb.com;Secure;HttpOnly",
"Content-Type": "application/json"
b
}

WMRERATZERL , BYTIEESZ Cookie , TR :

{
"multiValueHeaders": {
"Set-cookie": ["cookie-name=cookie-
value;Domain=myweb.com;Secure;HttpOnly", "cookie-name=cookie-value;Expires=May 8,
2019"],
"Content-Type": ["application/json"]
},
}

MHBYE RO FF KR AR FTIEBENIRF AT 825 Lambda W AFKFIEENIRFRE. ALt , T
ERERBEINFIREFRL,

B RZEMRX

BRI LA B ¥RERN lambda WEFRA B RASREZRAZEIF L.
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Console
BRZERX

1. §TF Amazon EC2 ##l#& , Mt Hhttps://console.aws.amazon.com/ec2/o

2. ESMBRLNABHEET , EEER4E,
3. EEBEEMANBMUTFREFMAEERE,
4. 7 Attributes ( Bt ) &I+ £ |, 1% Edit (FRE) -
5. BRZEML,
6. EEREFEFENR.
AWS CLI
BRZERX

AT lambda.multi_value_headers.enabled &/ modify-target-group-attributes &

A
To

aws elbv2 modify-target-group-attributes \
--target-group-arn target-group-arn \
--attributes "Key=lambda.multi_value_headers.enabled,Value=true"

CloudFormation
BRZERL

B #HAWS::ElasticLoadBalancingV2::TargetGroup &R B &
%lambda.multi_value_headers.enabled&*.

Resources:
myTargetGroup:
Type: 'AWS::ElasticloadBalancingV2::TargetGroup'
Properties:
Name: my-target-group
TargetType: lambda

Tags:
- Key: 'department'
Value: '123'
Targets:
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https://console.aws.amazon.com/ec2/
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https://docs.aws.amazon.com/AWSCloudFormation/latest/TemplateReference/aws-resource-elasticloadbalancingv2-targetgroup.html
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- Id: !Ref myLambdaFunction
TargetGroupAttributes:
- Key: "lambda.multi_value_headers.enabled"
Value: "true"

BREITRIRE

BINBERT , JKEN lambda WEMEAZASTRARE. BUUBRASTREARE , UMESBT
Amazon Route 53 354 DNS #E# %, Lambda BRI AENRIZ TR R EE R 2B E TR
SHIETIRR. WMERKE Lambda BN IS RESTIRRRELK , METRIREXRKRELEE
Route 53, &AL Route 53 Bl B R K FEH# B B & 10 B AREF#,

BEEXNETRARENTA , EEXSEM Lambda ERAN A —#,

AT RREFEH Lambda MBHWEITRARESHNER. EREZHRENETRARESH ,
B E user-agent FERHE, STRARENAFKERN ELB-HealthChecker /2.0,

{
"requestContext": {
"elb": {
"targetGroupArn":

"arn:aws:elasticloadbalancing:region:123456789012:targetgroup/my-target-
group/6doecf831eec9f09"

}
}
"httpMethod": "GET",
"path": "/",

"queryStringParameters": {3},
"headers": {
"user-agent": "ELB-HealthChecker/2.0"

Iy
Ilbody": Illl’
"isBaseb64Encoded": false
}
Console

A lambda BFRE B RAETIRVARE

1. 3TFF Amazon EC2 ##l& , it Fhttps://console.aws.amazon.com/ec2/.
2. ESMBRLNABHEET , EEER4E,
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ELB IR R 8
EFBFANBEMUTFEFRAEERE.

£ Health checks &I+ £ , 1% Edit,

NFETRARE | EEE M.

(k) REFEEFNSTRARERE,

ERREFEER,

N o o &~ ©

AWS CLI

A lambda BFrA B ABETIRARE

DA
aF)

A modify-target-group &

o

aws elbv2 modify-target-group \
--target-group-arn target-group-arn \
--health-check-enabled

CloudFormation
A lambda BiREBRAETIAVRKRE

E#AWS::ElasticLoadBalancingV2:: TargetGroup & iR

Resources:
myTargetGroup:
Type: 'AWS::ElasticlLoadBalancingV2::TargetGroup'
Properties:
Name: my-target-group
TargetType: lambda
HealthCheckEnabled: true

Tags:
- Key: 'department'
Value: '123'
Targets:

- Id: !Ref myLambdaFunction

SEMF Lambda B#K

B LA @B B AR EMEAD Lambda ¥, EE# Lambda ¥, BIUERIE—NFWERA | F
MEBCEMBNZF BEIRE , ARSI EFH N ERFH B iRdE,

SEMft Lambda BE%K 260


https://docs.aws.amazon.com/cli/latest/reference/elbv2/modify-target-group.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/TemplateReference/aws-resource-elasticloadbalancingv2-targetgroup.html
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Console
SEM Lambda B3k

1. §TF Amazon EC2 ##l#& , Mt Hhttps://console.aws.amazon.com/ec2/o
ESMER LHNABIET , EFRBH4E,
EFREENERUITFHFHAEERE.

EBIOETFH , MRAREMEM Lambda EE , HiEFEM B #r.
%1% Lambda BS54 A H ARN,

M

o o k~ w D

AWS CLI
JEM Lambda BZk

£ register-targets #5,

aws elbv2 register-targets \
--target-group-arn target-group-arn \
--targets Id=lambda-function-arn

CloudFormation
JEM Lambda B3k

E#AWS::ElasticLoadBalancingV2:: TargetGroup & iR

Resources:
myTargetGroup:
Type: 'AWS::ElasticlLoadBalancingV2::TargetGroup'
Properties:
Name: my-target-group
TargetType: lambda

Tags:
- Key: 'department'
Value: '123'
Targets:

- Id: !'Ref myLambdaFunction

SEMft Lambda BE%K
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https://docs.aws.amazon.com/cli/latest/reference/elbv2/register-targets.html
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S48 Lambda BIZK

MRETBREMEMN Lambda WEURIERE , WA LURHEBUEEM . EEUEEM Lambda BEUE |
BITHNERSKY , FER HTTP 5XX Hix.

EHE Lambda ¥ , BUEE - M BEFE | FREBCEMENZFH EFRE , AR mITRMAN
ERTA R EIRE,

Console
JE48 Lambda ¥
1. §TF Amazon EC2 ##l#& , it Fhttps://console.aws.amazon.com/ec2/s
2. ESMBEKRLHVAEEET , REBHF4A.
3. ERBEVANEBEMUITAREFAGEENE,
4. FEBWRGEIF L, EFERFEREH.
5 HRERTEEIAR , %3F Deregister (BUEEM).

AWS CLI
X454 Lambda B3k

{8 deregister-targets @5

aws elbv2 deregister-targets \
--target-group-arn target-group-arn \
--targets Id=lambda-function-arn

R 72 Fr S gk 9 25 B AR A VAR
FERBTREMTE (FINMAE. FAERRE) N BRARTHE,

RN ENBRARMS ML, BNEFENRERLTZE -/, MREFMNIFEFHNRESR
EB#AXEK , B REMZFENE,

P SRR I AT BURF AL BR o
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https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/cli/latest/reference/elbv2/deregister-targets.html
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BR 1

- BNRBOREH LR - 50

. RABFAKE - 127 /> Unicode FH&F

- BRREKE - 255 4 Unicode 2%

- RERANEXD K DE, ATFEANFZHESETH UTF-8 BXRRNFR, ZRAKTFE , ARUT
BHRFHF: +-=0 1/ @. BTEFEANSERIEREZEE,

« BONEMNSBMBEPEHaws 518 , AT EREH AWS /. BT EHmESM BR L a1 480
HREEMNRE. EFRITENFERIT AT NERRZSHRSE,

Console
EE B IRAWRE
$TFF Amazon EC2 #2#|& , it R https://console.aws.amazon.com/ec2/.
ESMBERLNATBET , BEBF4H,

1
2.
3. EEEHANBHUITTFHFMAESTE.
4. ERZRTFLE  EREEFRE , RAEHRITUT -—RAHSTURE :

a. EFEFHRZ , FHENERAFRE.
b. ERMIRE , TRBERMIFL , RENEBNERAE,
c. ZEMBRIRZ , FRFRZZLRIMIER.
5. ERRFER.
AWS CLI

A0 PR

£/ add-tags 8. AT ROGIFEAMA MR,

aws elbv2 add-tags \
--resource-arns target-group-arn \
--tags "Key=project,Value=1ima" "Key=department,Value=digital-media"

T BRAR

£/ remove-tags 8. AT REFEBREFTEERNTZ,

N B FRA TR INRES =


https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/cli/latest/reference/elbv2/add-tags.html
https://docs.aws.amazon.com/cli/latest/reference/elbv2/remove-tags.html

ELB B AR A EER

aws elbv2 remove-tags \
--resource-arns target-group-arn \
--tag-keys project department

CloudFormation
NN AR

BEFHAWS::ElasticLoadBalancingV2:: TargetGroup &R B &% TagsE to

Resources:
myTargetGroup:
Type: 'AWS::ElasticlLoadBalancingV2::TargetGroup'
Properties:
Name: my-target-group
Protocol: HTTP
Port: 80
TargetType: ip
VpcId: !Ref myVPC
Tags:
- Key: 'project'
Value: 'lima'
- Key: 'department'
Value: 'digital-media'

il BR B2 A A2 s A B 19 T BR B AR

R B FRA KRBTSR AR RAESIA , NASMERIZERE. MERBFAT2EEEME
BFRAR B iR, MRETEFECIMH EC2 K6, M AT LUF 1EFRLL 1E %K,

Console
il B B 4R

1. 3TFF Amazon EC2 ##l4& , Wit Fhttps://console.aws.amazon.com/ec?/,
2. ESMERLNATIGET , EREH4E,

3. EFEHA , RARMIEREE. BBk,

4. IEFMIER.
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https://docs.aws.amazon.com/AWSCloudFormation/latest/TemplateReference/aws-resource-elasticloadbalancingv2-targetgroup.html
https://console.aws.amazon.com/ec2/
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AWS CLI

TER B #r4E

£ delete-target-group

aws elbv2 delete-target-group \
--target-group-arn target-group-arn
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https://docs.aws.amazon.com/cli/latest/reference/elbv2/delete-target-group.html
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¥ ¥ Application Load Balancer

O ERAL TSRS ESE , o REERRBRS A HEZH B FrEXH R &,
CloudWatch ¥g#5

BRI LAE A Amazon CloudWatch SA—4A B FHETEIFSIEIE ( MAiER ) WERXKRRFEXRAET
ERAM BN BIESRNSITRIE. SUEAXEERKRBIESHNREREEMBIZT. BXESZE
B , i3 # CloudWatch Application Load Balancer BJ$§#%o

mEB&

B AERER AERBERE XA AFEERAENBERNFAGEE , HEXEFAFERENEE
XHZEFE Amazon S3 1, BALERAXEFR AR TREEXHBREEHREXNEE, §
REZER |, 5 Application Load Balancer 518 H &,

EERE

BRI LA AR B SR AR RE R NSOG[N FROES , HREEN BEXHFRE
Amazon S3 H, ERIBMERXLERASRBER K IP it MmO, FRRIERER, ERE
RUREEERN TLS BB, ARTUUEAXLERATKEFFEREAMAES, BXESE
B, BZR NARFNESHSENEZERT.

Health € ERB &

BRIBMERSITRRKE BERBRE XN AR B ER[AEM B THETIRARENFAE
B, AFEAEN BEXHFM#ETE Amazon S3 F, BRI MERXEZITIRRKE B EKEFR B IRHY
RIB, BXEZELR , FSH Health REH .

HRIRER

A LA ARIERBERRIRER HTTP B3R, ARITERL2 N EEBNSMNERFN— NS SRR
REFMNIRL, BXEZER , B2 153K Application Load Balancer B iR Exo

CloudTrail B&

BT LAE A AWS CloudTrail i3k EXX ELB API (VAR FEAES , HFHENBEZIHEFEE
Amazon S3 #, BALUMEAIX L CloudTrail BEREIT 7 HFLErpEiY . ISk B HAE IP #b
e, WIRIT T HE, ARKIT THWUE, EXEZELE , HSREMEA CloudTrailid3 ELB #9 API 1A
.
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CloudWatch Application Load Balancer B 35#F

ELB fF&#) 1 5159 %7 85 50 B AR BIE 2 X % 2 Amazon CloudWatch , CloudWatch A &L —A B F
A FIBE (HRER ) WEARREXXEHFEINRITESR. THRENRINZELEENTE
MR EE SR ZTERM A T(CHE, Fln , B i E R RASEAESESNEFE BN E
o BANERIE S ERE AE S BR Y A (8] B AN ATk N 2 24,

BAERERRRIEREREBERIEZT, S, &I L6122 CloudWatch BIRREIRIEERVIESR , &
ZIEPRE RN WERZ KU E R B E R E ( Hlanm B FEb it R EBA ) o

CloudWatch IR HERRE N B E /AT , ELB F 2@ ERERER. WRBBERREAHEER , ELB
2B 60 W E RN EH ZEHER. NRRBBERREARDER[RJIERTHE , MR EER.

N RAEFAEERNERTERETRAREE X,

BEXEZELR , 1§51 Amazon CloudWatch FAFIER,

AEN

+ Application Load Balancer %5

+ Application Load Balancer By IgFr4E &

- Application Load Balancer 1E¥rE) 45 1T 50 3B
- BEFLNAEITERM CloudWatch B4R

Application Load Balancer $§#F
- ETHTER

« LCUs

- B

« BRRAETIVR

« Lambda B

- AR SHRIE

- BirfLiLEs

AWS/ApplicationELB % Z R BFEAEITE M L TIER.
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iR

ActiveConnectionCo
unt

BYoIPUtilPercentag
e

ClientTLSNegotiati
onErrorCount

DesyncMitigationMo
de_NonCom

i PU

MEFin 2| s R R MR SIS E 88 2 B ArrY 3 R5E3) TCP &4
Rk

G . BESE
SUEE  E—EBEXHRITHIER Sum.
Dimensions

* LoadBalancer

* AvailabilityZone , LoadBalancer

IP RV ERA B 2 o

wEPRAE - ERFITERR LB BYo IP,
SUTHIE E—BEXMSRITHIER Average,
Dimensions

* LoadBalancer , TargetGroup

* LoadBalancer , TargetGroup , AvailabilityZone

HE TLS #HiRMAESAHITEREY X EN T SRR TLS &
o TRERY R 2EHRD RPN LB HE F i E TR R RS 27
UEP R A T EE,

RERE  BIESE
FITHIE - E—BEXWNEITHIER Sums.
Dimensions

 LoadBalancer

* AvailabilityZone , LoadBalancer
RRFE RFC 7230 FREMTE R B

&I E - BFREE

Application Load Balancer ¥§#x
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B iR
pliant_Re Statistics : XBERAMNSITTER Sum,

quest_Count
Dimensions

* LoadBalancer

* AvailabilityZone , LoadBalancer

DroppedInvalidHead — RAEIFERERBFRZAMEREBTHIRKF R HTTP #RKHY

erRequestCount BERB, X routing.http.drop_invalid_header_fie
lds.enabled BHIREN true B, AFHE R F SMIERIX LR
Lo

REKE  BIESE

SitEdE - &%

Dimensions

* AvailabilityZone , LoadBalancer

ForwardedInvalidHe — HAEBERBANERTER HTTP FrXFEREY HTTP FRkRYER

aderRequestCount . REY routing.http.drop_invalid_header_fie
lds.enabled EBMIREN false it , AHTESRT 2ERTHIX
LR L IER,

REPRA - BBAIRE
SITHIE : &30
Dimensions

* AvailabilityZone , LoadBalancer

Application Load Balancer 1§#r 269
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1R

GrpcRequestCount

HTTP_Fixed_Respons
e_Count

HTTP_Redirect_Coun
t

EPU
BEMAERN gRPC HRE. IPv4 IPv6
&R - BFREE

ST HIE - ZREANSITEHEER Sum. Minimum, Maximum MK
Average £%fiRE 1,

Dimensions

* LoadBalancer , TargetGroup

* AvailabilityZone , LoadBalancer , TargetGroup
* TargetGroup

* AvailabilityZone , TargetGroup

B Zh B [ E e R 48 4R B IR B

wWEE : BIEBE

SGUTHE - - BEXBEITHER Sum.
Dimensions

* LoadBalancerxr

* AvailabilityZone , LoadBalancer
B IO BY B E A R AE R R B

REE  BHEEE

SitEHdE  BE—AEUHSITHER Sum.
Dimensions

 LoadBalancer

* AvailabilityZone , LoadBalancer

Application Load Balancer ¥§#x
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FEFR iR
HTTP_Redirect Url_ BT R EFRLHPH URL KT 8K MEiETHRIEE BIRIER.

Limit_Exc

eeded_Count wEE : BEFE
SUEE  E—EAEXHRITHER Sum.

Dimensions

* LoadBalancer

* AvailabilityZone , LoadBalancer

HTTPCode_ELB_3XX_C RBAFEESEN HTTP XX EEMMRBEH., ZITBFAIEERERK
ount L EINERE =

RERAE  BESE
SUBE  E—EAEXHRITHIER Sum.
Dimensions

* LoadBalancer

* AvailabilityZone , LoadBalancer
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1R

HTTPCode_ELB_4XX_C
ount

HTTPCode_ELB_5XX_C
ount

R
REAFYEREN HTTP AXX BEFRREIRABHWEHE, ZITHFAEE
B ¥4 B B9 T R XS,

WREREXBRIAZE , MEREFFWER, RT ARG
RE HTTP 460 #HiIRKBEHER 2 , BRI REIRLEFR, &it
BAEE B B AR R ARD,

REIRE  BEEE

ST HE - ZREANSITEER Sum. Minimum, Maximum MK
Average £ZfiRE 1,

Dimensions

* LoadBalancerxr

* AvailabilityZone , LoadBalancer

HEAE SRR HTTP XX RS SFEIRABNBE. ZITRTE2E
B ¥R 4 AR Y AT e R AT

wBERA  BHREE

SITHE - REANSITEHEER Sum. Minimum, Maximum BAK
Average £ZBiRE 1,

Dimensions

» LoadBalancer

* AvailabilityZone , LoadBalancer

Application Load Balancer ¥§#x
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1R

HTTPCode_ELB_500_C
ount

HTTPCode_ELB_502_C
ount

HTTPCode_ELB_503_C
ount

BN

R B A ERRI HTTP 500 iR RIBHKE.
& - BFREE

S HIE  BE—BEXHNEITHIER Sum.
Dimensions

* LoadBalancer

* AvailabilityZone , LoadBalancer
REABIGE RN HTTP 502 SR KE,
RERAE : BHEEE

SR HE—BEXHNEITHIER Sum,
Dimensions

* LoadBalancer

* AvailabilityZone , LoadBalancer

R E A E R HTTP 503 SHiRBHHKE.
REIRE - BFREE

ST IR - H—BEXHNEITHIER Sum,
Dimensions

* LoadBalancer

* AvailabilityZone , LoadBalancer

Application Load Balancer ¥§#x
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1R

HTTPCode_ELB_504_C
ount

IPv6ProcessedBytes

IPv6RequestCount

BN

R B AEIGE R HTTP 504 &HiRRIBHKE,
&R - BFREE

SR - E—BEXHNEITHIER Sum.
Dimensions

* LoadBalancer

* AvailabilityZone , LoadBalancer

FEISESRLEN S FTE IPv6, it EE%E ProcessedBytes

a2

RERAE : BFEE

Statistics : &BERAMNLITTER Sum,
Dimensions

 LoadBalancer

* AvailabilityZone , LoadBalancer
RS ERWERY IPv6e BFRE.
RERE  BIEEE

SITHIE - REANSITEHEER Sum. Minimum, Maximum BAK
Average £#PiRME 1,

Dimensions

* LoadBalancer

* AvailabilityZone , LoadBalancer
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ELB B AR A EER

ER iR
LowReputationPacke EAEEREFNBESIHE.
tsDropped

REKE - BIFESE

SUHHIE  E—BAEUNSITTHER Sum,

Dimensions

* LoadBalancer

* AvailabilityZone , LoadBalancer
LowReputationReque  #HIE4HIRE HTTP 403 MR HTTP ERKE,
stsDenied 3

RERAE : BHEEE

SitEdE  E—BEUNSITHRER Sum.

Dimensions

* LoadBalancer

* AvailabilityZone , LoadBalancer

NewConnectionCount NEFPIRB ARSI ER[UARNA TS ERE BFRENF TCP EZM
B,

RERE  BEEE
Statistics : RBANSITITER Sum,
Dimensions

* LoadBalancer

* AvailabilityZone , LoadBalancer
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ELB

B AR A EER

1R

NonStickyRequestCo
unt

ProcessedBytes

DU

HESESRRETEERANENESEMERHTEFNERNKE,

flan , BREREFEF W E —MERBREMREM Cookie , TR
TR Cookie B RIEE EXMEISL BFRAR BAR , X5 Cookie Y&
RNERBETH , REHIRNETEIR , SBEAFEERT LRI ME

Cookieo

wEwRAE : EEB A LR,
SR E—BEXHNEITHIER Sum.
Dimensions

* LoadBalancer

* AvailabilityZone , LoadBalancer

MERIGERET IPva TR B ETHE IPve ( HTTP 453k F HTTP
BYMARE ) o HITBSERANREEZF A Lambda BEEHRE,
BT Websocket EEZEHNRE , ARKBFTREMAE (IdP ) WRE
(WMRBERATARSHRIE).

REFRAE  BESE
Statistics : RBANSITITER Sum,
Dimensions

* LoadBalancer

* AvailabilityZone , LoadBalancer
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ELB

B AR A EER

1R

RejectedConnection
Count

RequestCount

RuleEvaluations

BN

BT ASSEREEERER L REELNEENBE,
&R - BFREE

Statistics : REAMNLITTER Sum.

Dimensions

* LoadBalancer

* AvailabilityZone , LoadBalancer

23 IPv4 MALIEAVIERE IPV6, MIEFRRERBIIERT [k
B EMRIIERPIEE, FiFEERZIELNIERT R RRELER
o

wEE  EEEM BRI,
Statistics : ZBEAMNSZITTEE Sum,

Dimensions

LoadBalancer

LoadBalancer , AvailabilityZone

LoadBalancer , TargetGroup

* LoadBalancer ,AvailabilityZone , TargetGroup

AETEHRELEBE RS ITEAANKBE, RUARAVFTEER. It
I EEMNERN 10 X2 TN,

REWRE  BEEE
Statistics : ZBEANSITITER Sum.
Dimensions

* LoadBalancer
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ELB B AR A EER

AWS/ApplicationELB fp & ZRIBE T HIABHEEHRETE LM (LCU ) R,

E¥R !
ConsumedLCUs MEEREANATEIERBTELN (LCU) BHE, BEERET/ T

LCUs WEA &5, & LCU MBLFENRSH , “BFEM" LCUs
NREEAERSETHEAE  ONREAEELITMERE , olla
RESTME LCUSRENE. BXEZEE , S H Elastic Load
Balancing o

IRERE - BAWRE
FIHHIE . =250
Dimensions

* LoadBalancer

PeakLCUs MEEEREAENRARFEANRAABEEHIBTELM (LCU ) B
B, (XfEFEH LCU &,

REFRE : IRE

SUHIE : FERAMNSITITER Sum M Max,
Dimensions

* LoadBalancer

ReservedLCUs BoMiIRETEREN T EEFR, EMERLCUs WS SEm 2
LCUs BEXNWEF, i , MR R —/Deffigg 500, LCUs NE 5
ISR N 8.3LCUs 3, BXEZEE |, BSR LIEME,

RERAE - BESE
SIHHIE . =50
Dimensions

* LoadBalancer
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ELB

B AR A EER

AWS/ApplicationELB 3% 2= A2 IE B FRHI LA T E4%.

1R

AnomalousHostCount

HealthyHostCount

HTTPCode_Target_2X
X_Count ,HTTPCode_
Target_3XX_Count
HTTPCode_Target_4X
X_Count , HTTPCode_
Target_5XX_Count

51, BA

RNUBFENENHE,

RERE  BEARSE

ST BE  E—AEXHRITTHIER Minimum M Maximum.
Dimensions

* TargetGroup , LoadBalancer

* TargetGroup , AvailabilityZone , LoadBalancer
WANEEZITHEIRRE,

W& : MREEM B ARUFITHRE

ST HIE REANKITTER Average, Minimum 1 Maximums
Dimensions

* LoadBalancer , TargetGroup

* LoadBalancer , AvailabilityZone , TargetGroup

BFRERK HTTP IMNABHNHRE, EFSREATGEHRERNEM
e S24KHS

REIRE | MRBEM B FRNFTHRE

SR - FEANSZITEIER Sum. Minimum, Maximum AR
Average £ZPiRE 1,

Dimensions

LoadBalancer

AvailabilityZone , LoadBalancer
* TargetGroup , LoadBalancer

* TargetGroup , AvailabilityZone , LoadBalancer
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ELB B AR A EER

B Wi EA

MitigatedHostCount FEEFANBERRE,
REIRAE - RARE
SiHEIE - FEAMSITIER Average, Minimum F Maximumo
Dimensions

* TargetGroup , LoadBalancer

* TargetGroup ,AvailabilityZone , LoadBalancer

RequestCountPerTar BirEA BN BN FEEERE. B4 ER TargetGroup #ER
get EBME, MNRBFZ Lambda BEE , M EFRTER.

it B A B ARA W89 15 R B BEBR A B AR A RIS TIROR RFHY B 4R
HNHE, MRBFEATXBEETRARFNER , NFHEERUEEM
B AR S

RERE  BBARE
SRt E—AMHRITHER Sum. XRKXFEE , MFAR2EM,
Dimensions

 TargetGroup
* TargetGroup , AvailabilityZone
* LoadBalancer , TargetGroup

* LoadBalancer , AvailabilityZone , TargetGroup
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ELB B AR A EER

1R 5t B

TargetConnectionEr  MAEHDER[FNBIFZ EHEEE I TINNRAE. MR B2 Lambda
rorCount R, MNERTER, ETRAREEZERKTIEMLIERD
=

RERE  BIFEEE
Statistics : RBANSITITER Sum,
Dimensions

* LoadBalancer
* AvailabilityZone , LoadBalancer
* TargetGroup , LoadBalancer

* TargetGroup , AvailabilityZone , LoadBalancer

TargetResponseTime  ERBEFAHHESE BT B AERIRLFIZLSHETE (AR
B ), X5HE BEFM target_processing_time FBRE
ZWH
REIRE - BFEEE
Statistics : &ZBEAMNSEITITER Average f pNN.NN ( BZ'LE ) 6

Dimensions

* LoadBalancer
* AvailabilityZone , LoadBalancer
* TargetGroup , LoadBalancer

* TargetGroup , AvailabilityZone , LoadBalancer
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ELB

B AR A EER

1R

TargetTLSNegotiati
onErrorCount

UnHealthyHostCount

ZonalShiftedHostCo
unt

L

HARSEREY X ENAREER[AEH TLS EEH, TRNERZ
FREBHBPUATE. WREFRE Lambda B , NbEHRTER,

RERE  BIFEEE
Statistics : RBRANSITITER Sum,
Dimensions

* LoadBalancer
* AvailabilityZone , LoadBalancer
* TargetGroup , LoadBalancer

* TargetGroup , AvailabilityZone , LoadBalancer
WANKREEZITTHEIRRE,

FHEENBERELEA HealthyHostCount WIE , EF 2180
UnhealthyHostCount K&,

RERE  MRBEEMBEFRNBHITIREG
SiHHIE - KFEAMSITIER Average. Minimum F Maximum.
Dimensions

* LoadBalancer , TargetGroup

* LoadBalancer , AvailabilityZone , TargetGroup
RTAXEB MmN AN ZEAN BIiRRE.

&AL EEERNKRS.

Statistics : XBERAMNSITTER Sum,

Dimensions

* LoadBalancer , TargetGroup .

* AvailabilityZone , LoadBalancer , TargetGroup
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ELB

B AR A EER

AWS/ApplicationELB i Bz
section called “B #r A1z 174R)

IEﬂ’FE?EE*T\ﬁﬂaé’ﬂﬁ)ﬂﬂ’\]l«i'lt}'éﬁ\o BXREZER , BZH the

1R

HealthyStateDNS

HealthyStateRoutin
g

UnhealthyRoutingRe
questCount

UnhealthyStateDNS

48R

56 DNS BTN REFRASERN X B M E.
Statistics : EEAMNSIT TER Maxo.
Dimensions

* LoadBalancer , TargetGroup

* AvailabilityZone , LoadBalancer , TargetGroup
FERAETRR RIFRSERNXEHE.

Statistics : ZBEAMNSIT TER Max.

Dimensions

* LoadBalancer , TargetGroup

* AvailabilityZone , LoadBalancer , TargetGroup
EFBR MR B RE ( RMESTT L ) BB R
Statistics : ZEANSIT TER Sum.

Dimensions

* LoadBalancer , TargetGroup

* AvailabilityZone , LoadBalancer , TargetGroup

T & DNS BT RIFRSER , Eitb7E DNS FEIRIEHNIE
/RTEF:HIJ I:ijzygo

Statistics : RBAMNSITITE R Min,
Dimensions

* LoadBalancer , TargetGroup

E1TIR

Application Load Balancer ¥§#x

283



ELB B AR A EER

B Bi A
* AvailabilityZone , LoadBalancer , TargetGroup

UnhealthyStateRout  FAHEERAETRARFRASER , AEARSGERSFRED B
ing XS HAE B ( BRESTRATENER ) WXEHE,

Statistics : RBEANSITITER Min,
Dimensions

* LoadBalancer , TargetGroup

* AvailabilityZone , LoadBalancer , TargetGroup

AWS/ApplicationELB # & ZE A BE 25 M N B #r8 Lambda EEREY LT 845,

EiR i BA

LambdaInternalErro R A5 # 28 AWS Lambda P & & 3 88 S Bk MEY XS Lambda
T HBHERE. ERIERERNRTE , FEFIHR BEB error_rea
son FE,

wRERE  BIESE
SITHIE - E—BEXWRITHIER Sums.
Dimensions

 TargetGroup

* TargetGroup , LoadBalancer

LambdaTargetProces  FAEFIIEEE NI Lambda EEAYIE R FIK B Z BB 10 R4 BB /Y 7
sedBytes TS

RERE  BEEE
ST HE - BB XSG ITHER Sum.
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ELB

B AR A EER

1R

LambdaUserError

gLz
Dimensions

* LoadBalancer

& Lambda B 3 8] B S BR MAYXY Lambda BIERRYEREK. B
m, AREREERAZEERONER , ARTEIMEXERDER
DAEF BRI EEIZW JSON |, SEBERIENXRIER/H K NETT 1

MB HE A K. ERIEBRERNRE , BEFHR BEM error_rea
son FE&,

wEnE  BIESE
SUEE  E—EAEXHRITHIER Sum.
Dimensions

¢ TargetGroup

 TargetGroup , LoadBalancer

AWS/ApplicationELB @& Z I BIFEAF & 0 RIEHN L TR,

1R

ELBAuthError

iR

HTEBHRIFRERESIR. ABRHUESRLES P BIHERE |, Sif
FEOEHREANBERTEZTHEHRIERE , ITSBNTETRAF
SHRIENRA. ERERERRE , EEFHR BED error_rea
son FE,

g BIESE
SITHIE - E—BEXWNEITHIER Sums.
Dimensions

 LoadBalancer

* AvailabilityZone , LoadBalancer
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ELB

B AR A EER

1R

ELBAuthFailure

ELBAuthLatency

ELBAuthRefreshToke
nSuccess

DU

HF IdP IELAFFRHZ BB RERASHRN T EERAF 55
WUFR X B, EREEIRERNRDE , BEEF1HE BEM error_reason
FE,

RERAE  BESE
SUEE  E—EAEXHRITHER Sum.
Dimensions

* LoadBalancer

* AvailabilityZone , LoadBalancer

[ IdP &) ID TEMAFEE AN E (Z2Y ) . NRXERESD
B—IHSTURERY , XRTFRWEE,

&R - BIEEE
SUTEIE - MESRITTHIEHNEE L
Dimensions

 LoadBalancer

« AvailabilityZone , LoadBalancer

NEIGERER 1dP R ERY I hE AT RIET A P A B R B
&I E  BFREE

SitEdE  E—AE NS ITHIER Sum.

Dimensions

* LoadBalancerxr

* AvailabilityZone , LoadBalancer
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ELB

B AR A EER

1R

ELBAuthSuccess

ELBAuthUserClaimsS
izeExceeded

DU

LI & IR ER IR S, A ERM IdP REAF SR FEHRG

, WIE TERE RAT IR 2B 18,
RETAE . BHEEE

Statistics : ZEAMNSITTER Sum.
Dimensions

* LoadBalancer

* AvailabilityZone , LoadBalancer

ELERY IdP REIA/NER 11K FT R AP F R,
RETAE : BHEEE

SR HE—BEXHNEITHIER Sum.
Dimensions

* LoadBalancer

* AvailabilityZone , LoadBalancer

AWS/ApplicationELBar % ZEE 23 B R {LERH LU T B4R,

1R

TargetControlReque
stCount

5458

ALB OB H: K BV iE SR,

wEPRAE  BARA EERAT BRR{Las , FEAFEFREE,

SIHEHIE E—AENWNSRITHEER Sum.
Dimensions

* LoadBalancer

* AvailabilityZone , LoadBalancer
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ELB

B AR A EER

1R

TargetControlReque
stRejectCount

TargetControlActiv
eChannelCount

TargetControlNewCh
annelCount

L

BT %8 B UZRER MR ALB IELHE R, ZIERENEH
TargetControlWorkQueuelength £ 7~ E#,

HwEHE  BRREEBRT BRMELE , HEFEEIESE,
SUEE  E—EAEXHRITHER Sum.
Dimensions

* LoadBalancer

* AvailabilityZone , LoadBalancer

ALB M B EN EHIEER. N TREGESE  SNFTRE
MHE, BETHHNEFZRIREEESEBIAATA,

wEE  BRREEBRT BRMELE , AEFEEIESE,
SUBE  E—EAEXHRITHIER Sum.
Dimensions

* LoadBalancer

* AvailabilityZone , LoadBalancer

ALB MRz E b ZHNHIEHBEENKRE, HRETRENHERK
hRE BiRAR , BB ZERELH.

&g BRiREEBRAT BRI , HEEREIESE,
SUEE  E—EBEXHRITHIER Sum.
Dimensions

* LoadBalancer

* AvailabilityZone , LoadBalancer
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ELB

B AR A EER

1R

TargetControlChann
elErrorCount

TargetControlWorkQ
ueuelLength

TargetControlProce
ssedBytes

L

ALB MIRE B ARBEYFETBIMERVZFBENKE, 2B

B RHSHZAE (NMER ) RREEANAEFRE.
wEwAE  BARA LERT BiRM{Lss , A BFEFRBE,
SR - E—BEXHNEITHIER Sum.

Dimensions

* LoadBalancer

* AvailabilityZone , LoadBalancer

ALB MRS BBV E R BRIVESH

XEBERE N 1 oA ERBARKNRE, THEFIHEE,

RERE  BRREALEATERLLES , AEFEFRSE
SUTHIE - E—BEYHRITHER Sum.
Dimensions

* LoadBalancer

* AvailabilityZone , LoadBalancer

ALB A E A B LR B AN RELENF TR
wEtE  BiRALERAT BiRME s , A EFEEITE.
it - RERUHS T BIERSum,

Dimensions

* LoadBalancer

* AvailabilityZone , LoadBalancer
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ELB B AR A EER

Application Load Balancer By 3g¥r 4 E

E &% Application Load Balancer H38%r , AU TEE,

$HE HiR

Availabil & A X iR EIE.

ityZone

LoadBalancer BABSSESRHEEREE. B0 TAHXIBERETHESS : app load-bala

ncer-name/1234567890123456 ( f1&i39#8% ARN WR/E—%2 ) -

TargetGroup EEMGARERERBE. RUOTHRNIEEBFA : targetgroup target-gr
oup-name/1234567890123456 ( B #r4l ARN H&E—E8% ) »

Application Load Balancer 18#rHI & it 53R

CloudWatch 1R#& ELB R MV IEMBE QRHESIHER . SKITHREREEEN N ERACENEREK
2. HBERGUEHEN , BENBERZERBHNEERITIRA, £ERHTH—IRRER RS-
EX, flan, BALERESETAXEINAHEEREENFAEESTIERN EC2 KAIML 1T
=

Minimum M Maximum i HERRENEEEOPEIMNMBIERTRRENBESN R/ NMENEK
KRB, flan , BRENAREFARSEHSBHRNAREESETRAR, — N SH HealthyHostCount
B Minimum 9 2 , Maximum 8 10 , Average 8 6 , 3 — T R # HealthyHostCount #
Minimum 53 1, Maximum A 5, Average § 3, Hit , AFHEEEFH Minimum 73 1, Maximum A
10 , Average K4A 4,

BB NEEEE Minimum ST BIEPHIESEE UnHealthyHostCount , HESAMRELSNIIESZE
A HER. MREFEA Minimum , W REFRM A ERPENINT RN THAXIANN BREITRIE
EWER. MRERKRBEXBERBAVIZE , N LLURENIZE Average % Maximum & HEIR ,
BINBUEFREMERHAETHESHERBR. ERBTE Amazon Auto Scaling T 3%t R 2R RS
(Amazon ECS) R EAASHEERETRARENRESK , AL EC2 B3I RHBHE,

Sum ST BFERAEAHBERT QIVLEE, BTXEEFRESNAREEES M RE , it Sum
SGE AT X B e #8R 17 QEETIC B AV HEHR.
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ELB AR ARSI E
SampleCount ZitHERENENHEAS. ATXEENREETEXFERMB4HTIREN , Bitits
TTERE—M&EH. Hln , 33F HealthyHostCount , SampleCount EFHNMNAFH @R T RIRE
R, MAREITRREEN ENE,

B UBEREMEREETNEXNVE, SFUEERAES UK , KRSEAFL/NE (Fl0
p95.45), fBlaN , 58 95 MNE DMK 95% WHEFEETILE , 5% WHESTIE. o UHRER
ATREREE, flll, RREMABRFNEERSASHERVEER 1-2 Y , BUREFR
ZH , W EFE 100-200 BW . RAERRTHBHER , BRERY 200 BEW, FHEFRT
BRENSH. AONREHRT M ERENNNARFHEUAE, BEERAE 99 MNE 5 HEN Auto
Scaling & 855 CloudWatch Bk , & UL E R EER 2 EVHERREN TEY 1%.

EEFBMNNEHIEE M CloudWatch 15#r

&R BAER Amazon EC2 2% 8 EF LI AEHERAY CloudWatch 558, XLEERE RN EZE
®o MRNFIGERL T EIRSHAEERERER , NEZERR2ERBER

HE , BALER CloudWatch 124 A B & SUEISHERIIET.
EARHEEFER

1. #TFF Amazon EC2 #&#l& , Mt https://console.aws.amazon.com/ec2/o
2. EEFZREMATENIER , BRITUTRE

a. TESMBERKF , &EF Target Groups.

b. EFEBHRYAE , RF%EE Monitoring &I+,

c. (Hik) ERatEITEEL R |, M Showing data for ik AT ESEE,

d. ERBENEFHN-—IPRAUE , BTEEEEE.
3. EEFRAPIGERIMENIER , BHRITUTRE

a. ESMERP , &8 Load Balancers.

b. EFRENATIITEEE , ARBEIEF Monitoring £,

c. (AIik) ERmTEIFEIELE R , IBM Showing data for FIEZF A ESEE.
d. EREBENEFN-—IPRAUE , BEFEER.

£/ CloudWatch 2% & EFHER

1. FTFF CloudWatch #4#|& , Mt Hhttps://console.aws.amazon.com/cloudwatch/o
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https://console.aws.amazon.com/ec2/
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ELB NARFAESER
ESMmERP , ERER,

i%#% ApplicationELB #5% Z= ),

(It ) EBFMALESEENER , BEERFRPBAHEN,

(Alik) BEREERHIE , HERBTIG®RIZ — :

o M 0D

- ERERHABIIEHFMENIEN , iFEE Per AppELB Metrics, EEF BN AHE RN
R, BEERFRPBMAEER.

- ERERAEHNBIRAIREHIEIR , 1BIEE Per AppELB, per TG Metrics, EEFENBIREAN
B, BEBRFEPHMAEEZENR,

- ERTARXERAATIESRIRENIEIR |, B1%E$E Per AppELB, per AZ Metrics, EEFEA
HEIEENER  BFEERFBRYPRMAEEN, EEELENTARNER , BEERFEYH
AHE,

« ENEAAXMBEFAE RN ABIEERIREIER , B1%&E Per AppELB, per AZ, per TG
Metricse, EEFENABHERNIEN , BEERFRTPHAEREN. EEFE N EREANE
o, BEBERERFRYRAHEN. EEFENATAXNIEN , BEERFERPHAREN.

EEFIEN , BFER AWS CLI

EFALLTR list-metrics fn %I o] FE4F :
aws cloudwatch list-metrics --namespace AWS/ApplicationELB

EREUEIRNV ST IR | F6ER AWS CLI

{5 F LA T get-metric-statistics s TIREUE BB ML ER L ITE R, CloudWatch FE N HE—HNW4EEAR
BN N RMIER. BLEEARTNEATNEEASRREITHIE, B4NEE QI BIER A
MR —4%E,

aws cloudwatch get-metric-statistics --namespace AWS/ApplicationELB \
--metric-name UnHealthyHostCount --statistics Average --period 3600 \
--dimensions Name=LoadBalancer,Value=app/my-load-balancer/50dc6c495c0c9188 \
Name=TargetGroup,Value=targetgroup/my-targets/73e2d6bc24d8a067 \
--start-time 2016-04-18T00:00:00Z --end-time 2016-04-21T00:00:00Z

THRRHEE

{
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https://docs.aws.amazon.com/cli/latest/reference/cloudwatch/list-metrics.html
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ELB B AR A EER

"Datapoints": [

{
"Timestamp": "2016-04-18T22:00:00Z",
"Average": 0.0,
"Unit": "Count"

I

{
"Timestamp": "2016-04-18T04:00:00Z2",
"Average": 0.0,
"Unit": "Count"

},

1,
"Label": "UnHealthyHostCount"

Application Load Balancer #9178 B &

ELB iR AE , ATRREXLZZIEN AT ITERNERNIEFAGE. BNMNAEFIEEL (F
m, WENERAORE, BFWH IP ik, ER, BEREERMRFZEFMA). BRI AERIXLERHEEES
*ﬁumgiﬁﬁ_t;?ﬁiaQﬁ]

AR BER ELB B —T Ak ZheE , AR TR TERARS., MABBEREABRESRE  ELB &
B BEHMEHFREEREENESR XM Amazon S3 FiERET .. SR URENEZERAER BE,

BEEN Amazon S3 X F@#FH , BEFUE ELB F A& X £3% 2] Amazon S3 FrfE K T 5
. BXEEBRANEZEELR , i53H Amazon S3 E.

RS

- HE BEXH

- R BEXRE

- R"EIBEXRE

. B S & HE A

« RLEIHR BEXH

« 7 Application Load Balancer /& 57 H &

« 7 Application Load Balancer 258 H&
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https://aws.amazon.com/s3/pricing/

ELB B AR A EER

18] B & 344

ELB & 5 7H AN NBEERTRRH —RBEXHF. BEERRER -, AETERTUE
WMEERERNZMEE, BY  NMREKE ﬁ%’ B, SHIIER,

mE B ERNXHFERAUATER

bucket[/prefix]/AWSLogs/aws-account-id/elasticloadbalancing/region/yyyy/mm/dd/aws -
account-id_elasticloadbalancing_region_app.load-balancer-id_end-time_ip-address_random-
string.log.gz

bucket
S3 MM B o
prefix

(k) FRBNEIR (ZBRREN ) . EEENNRFFESFHE AWSLogs, ERMES(E
B, BERAEANBREENR.

AWSLogs

Bl SEENFEBEE MM AR ERM AWSLogs FFkBIXHEER D .

aws-account-id

FIE &M AWS IKF 1D,

region

REIE RN S3 FREAMENXE,
yyyy/mm/dd

e BESH B 8.

load-balancer-id

NEIGEBHRNRIR ID. MRFR ID LEEMEMT (), SEERITRERITR ().

end-time

FIRFARLE RN B E, B0, 453ReTE 20140215T2340Z ‘A& 1E UTC &8 ( BN &
6] ) 23:35 Fl 23:40 Z A K HHERGRE .
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/using-prefixes.html

ELB B AR A EER

ip-address

AEBERNAFGESRT AW IP ik, N FRBAFKESESS , X8 IP #il,

random-string

REERNBEIZRTE,

LT 2 — MR RE B S XHE R

s3://amzn-s3-demo-1logging-bucket/logging-prefix/AWSLogs/123456789012/
elasticloadbalancing/us-east-2/2022/05/01/123456789012_elasticloadbalancing_us-
east-2_app.my-
loadbalancer.1234567890abcdef_20220215T2340Z_172.160.001.192_20sg8hgm.log.gz

BT R — MR R B AR R

s3://amzn-s3-demo-logging-bucket/AWSLogs/123456789012/elasticloadbalancing/
us-east-2/2022/05/01/123456789012_elasticloadbalancing_us-east-2_app.my-
loadbalancer.1234567890abcdef_20220215T2340Z_172.160.001.192_20sg8hgm.log.gz

BEXHANEFEBPE#EERNE , FEEEASE L Amazon S3 £ EHAMN LA B o) 7/
MR BEX M, BXEZEER , i55H (Amazon S3 FIF1ER) PN REGEHEE,

R BE%E

ELB iBRREFAH RN ER , SEMRIEBHRWER. HlM0 , IREFFIHREENERNF
RPEREERHNBIRMEAIER , MHRiEFKiER,

BNEEZEHETEEABIMHERAHNEMER ( MRRBIERE WebSockets ) WIFHAES. T
WebSockets , REEEEXMEFTAEALZE, NELZETAHREHWIERE , Il HTTP = HTTPS &
KRB MEE.

/A Important
ELB 2R DIEFKER, BRIMNBWEEAFR BERTBERMR , MARENMBEERNTE
iR,
R
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ELB NARFARSEE
- REWVRIE

- HIRERERAR

« BRSNS

B

TREIAFH#RT LR BSRENTFR. EFAZKRIBRAEFR. MMIFHFRE , RMNSF/ERFMEH
SRENKE, SRIMNEBRHHFRE , EURKEZFREABZAFTI-—NMFNNES, FHE
HHSHEMBEENERE —MEENFRZBELE , HEBRINRAHFREER B EEN,

FER(LE) 54, BA
type (1) FREEEAVRE, WENENT (BREMEME)
- http-HTTP

* https -HTTP over TLS

* h2 -HTTP/2 over TLS

* grpcs — gRPC over TLS

* ws — WebSockets

« wss— WebSockets B TLS

time ( 2) MEIIE IR BT B 5w Ry i R R B (8] (R A 1SO 8601 =) EH
WebSockets , 1X 2K AR BT E

elb (3) HEIOERNRIR ID., MRBEEMBTILR AESRE , BFEERRE IDs 7
DEEERMT (/).

client:port (4 ) BEREFFEHN IP it RMiw O, WRABRHDERIEENRE |, NikFEN

2BEHNRER IP i,
target:port ( 5) R ESRE BARHY 1P b Ruw O,

MBEEFIWRBRETEER , WABHERTEFERDREE IR, H#
HIEtERENR -

R B¥R2E Lambda B&E , NILERERN -,
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ELB B AR A EER

TR (LE ) i A
MR ERHEE LE AWS WAF |, NIl tEIRE -,

request_processing Mo E SRR B E R B E R ZIE 2 B AP AR S RtE ( AR R4,
_time (6) BEREW),

MRABEERTEFERDREBAR , W EREN -1, WRBIRE
ZRENBIXAERE , AFFHAETHERNERNER , WagEXTHE
Mo

MREXE 10 B TCP EEE 2 BITES BAREI TCP &EHE , bl
FIERER -10

WmRE AWS WAF B Application Load Balancer /5 IS B #rEE 2
Lambda B% , MPFE ik &KL POST 18 R P& BB A% SR AV A E) 1T
Ao request_processing_time

target_processing_ MAB I E T E R ZEE B FREZ B 55T 18 & 3A W R ARk P A 49 S B a)
time (7)) (UABRREBEN  BERED ).

MRSBEERTOEFERDREBAR , WHERERN -1, WRBIFE
ZRENBIXAERE , AFFHAETHERNERNER , WerEXTE
Mo

MEEM B REZRBN ZAREA , MG EERTRERN -10

mRE AWS WAF B Application Load Balancer KB A , NFFit A%
P &% POST B RATEHIEME T E target_processing_
time o

response_processin MBS 2R UREISRk B B #5801 B FR K B 16 16 B 72 Ui A& 0% e B2 A FA B9 5
g_time ( 8) e (AR REN , BERER ) . WiESFEEARISE S LOBERAR
8] LA R M A B39 1 85 B B 7 U A9 S 2 3R B 1] o

MRAHFERREEWEIRE BARayEE , NEERER -1, MREFR
HEZERBERBIXAERE TS RAETHIERNER , WeREXH
BiRo
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B AR A EER

FER(LE)
elb_status_code ( 9)
target_status_code
(10)

received_bytes ( 11 )

sent_bytes ( 12)

"request_line" ( 13)

"user_agent" ( 14 )

ssl_cipher ( 15)

ssl_protocol ( 16 )

target_group_arn ( 1

7)

"trace_id" ( 18 )

458

B @25 £ AV R AIRAS S, B E R S AN SR PE LE IR ERY AWS
WAF B E XK,

kB BRHIENAVRSRBE, RESEYSBiriEREE B RS K& A
MER MERME. &N, HiRER -

%2

MNEFiR (Ri57H) BREVER KD (RFTAEMN), NTF HTTPEXR , I
BFEPRXK. X T WebSockets , 1X 2 8T M E i A 57T 8

FERFEFin (RiEH) IR RN AZFRENM), IFF HTTP &K ,
XEIEERBFRKFES, T WebSockets , iX2EEE L RELEFiH
K EFTH .

TCP #53k# TLS BFBERBA T BIEE sent_bytes H., E
ltsent_bytes FTiEPEBIDataTransfer-Out-Bytes AWS Cost
Explorer,

REFFWRBFERT , ESEREISAARAUTERATIESR : HTTP
F3E + R/ EN IR O /uri + HTTP fRA, AEBEEHFHREFTFiRiCR
#3R URI BTRIEH URL, ERRETR BEXHNARRE, HELE
tF R, BEREFIRAKIE URL B9 R

FRREHEBERNEFHNAFPREZAS (ANESELEX ) . ZFHFH
BE—NRBAN=RIMARF (product[/version]). MRFZHFEKERT 8
KB , M4 &M,

[

[HTTPS {iWr28] SSL /. MRMITEs =2 HTTPS mWras , MtEIR
y‘j ~o

[

[HTTPS {lras] SSL . MRMPTEs R =2 HTTPS mras , MtE IR
ﬂg ~o

B4 H Amazon BREF (ARN) .

X-Amzn-Trace-ld ¥rkBIAE ( ANEIFHFREXK ) .
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B AR A EER

FE(NE)
"domain_n

ame" (19)

"chosen_cert_arn" (
20)

matched_rule_prior
ity (21)

request_creation_t
ime (22)

"actions_executed"
(23)

"redirect_url" ( 24 )

"error_reason" ( 25)

"target:port_list"
(26)

458

[HTTPS {047 25] TLS EF MR ZFFim R HAY SNI 85 ( AXNE| SHEiE*K
) o BIRFF/ A ZHEF SNI SULFEUEH A Ll B0 % 7 iwn iR R IAE
B, WEERRERN -

[HTTPS {785 m&E FisiREAIEH I ARN ( ANEISHFEREX ), R
BEEFRHAE , YL EIRERN session-reused ., MMEHFELRE
HTTPS e , MEIRENRN -.

PR ERAVAN LR RE, MRTE TENAN , NIENBEN T 1
# 50000 Z B, ZNFRAREEEMAMH BEMITERRINRIE | MILEREN
0. MRHBRREEMN MR , WERERN -1, W TEMEMER, ©
REN -

B EB[/MNE S im R E R eV eFE (RA 1SO 8601 #3X).

REFREPATHIRE (ARG SHEER ) . BHER—ESTRHSI
*, TLEE REAVEE hATHRNE, MRARBITEMRE (S,
XIS NE IRV ERAVRE ) |, MEREDR -

HTTP IRz EFR A EE @ B 58 URL , EANEISHER. MRFHAT
EE@RE , WHEREDR -

BIRERARB (BEENEETA ) . MEEREW , NiX2 Hix/FERELE
FIFRNERABz—. NEMXNNRETSZEEHRITREERBERFT
5= Lambda BE , MILERERN -.

R0 3R B SREY B ARKY IP #huk MmO Sk , B bat Riw Oz B Az
Kok, FERAXG|ISERE. S5, KIKANEGE—I W, HEE
target:port = EX ILEL,

MREFWERBRETEER , WABHERTEFERDIKE B4R, H
BHRERENRN -.

MR B2 Lambda EKE , MLEREN -.

IR ERHEE LE AWS WAF |, M|t E1RE N -o

i BE%E
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ELB

B AR A EER

TR (LE )

"target_status_cod
e_list" (27)

"classification" ( 28 )

"classification_re
ason" (1 29)

conn_trace_id ( 30 )

"transformed_host"
(31)

"transformed_uri" (
32)

"request_transform
_status" ( 33)

458

BRBNARSREIR KB zBAZzE
LA, BIIRTUEE -

%, HFEAXE|SIEEXR,
AN, # B 5 target_status_code FERILHEL,

REEBRIYSBFRNERZABRERAEWNNIFR FieKtE, &N, 2
REN -o

RIBENDE (BBENEIEAN ) . WMRIERTHFE RFC 7230 #rif
WRIREER “FIHEES", “TEAE” M =&

MRERFE RFC 7230 ¥kt , M EIRE R,

PERERRD (BEENEIEA ) . MRIEFEBRFHFS RFC 7230 #rAE , N
t%ﬁ%ﬁl$m R D ERBz—, MRIBFERFE RFC 7230 #rAff
N ERE RN

EEANEHMYE ID R—ME—KNFER ID, ATHREMNER. 55K
BYEERE , RKALFEFHNEERERFEESENTRBESRETES
It ID. it ID ZEHIME , AT HEEEMR B & 228,

HEIRKEERREBEN IR, MRBRATEMRMN
FHRA -0

, Miz{E

o RBIFAEMR

. HIRAM

o BRI, BENRLTER

s BRBRBENIRK (Hl0 , HTTP/1.0 3K )

H URL EEHRREWEM URI, WRFEEATEAZH

~o

, WZAERIR A

« RNAEAERLR
« HRW
- BEY , B URI TEXK

EEH#BIWRES., MBANAEEH##R , NZEMERN - BN
Athe section called “BEFRSKB FRFIRANRSEZ—,

, ZERN
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ELB B AR A EER

REH R 1

MEYE T HXEWIRIEFMEET R B M actions_executed FEH,

authenticate - AEBHRWIELTE , RIEAFHH , FFAFEERMBIINE B FTEENIE
RIRKH,

fixed-response — fAE B # 2R K H A NI B & P46 E HY B E W Lo

« forward - B E T EREX AN E EFris EH B ¥ro
e redirect - AFHEGERHFBEREETQEMVEEFTEEN S — URL,
e rewrite : AFBIHB[ERANBEEFHWAEEZEEER URL,

waf — AFHYE R ERE LT AWS WAF UBEREMFIERELXE Bir. RXERL
BIE, N AWS WAF RERIELIZER, BRIANERT |, HIELEER AWS WAF FHEZFEH
IBEN “403”, elb_status_codeHElE AWS WAF R4 A B & S8R iE R et
Zelb_status_code ¥ Bi¥ [k MR B & Y e R X E5

« waf-failed— ABITERZHRIBERERE AWS WAF |, Bt IERMK.

PRER

WMRERTFFE RFC 7230 #rfE , UBIGERRHE TR B EM classification_reason FERHFF TR
Bz—. BXEZER , E3R RS EMRER,

(R EPU oK,
AmbiguousUri B3R URI B EEHFH/, TEATA
BadConten Content-Length $rkBE—NMNEEZBTBIFTRE FE
tLength BB FHE.

BadHeader A EE Null ZRREIER. -]
BadTransf Transfer-Encoding #53k B & HixHE. =E
erEncoding

BadUri ER URI @& Null ZFRHFREER, B
BadMethod BRAERKFER, =}
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e
BadVersion

BothTeClPresent

Duplicate
ContentLength

EmptyHeader

GetHeadZe
roContent
Length

MultipleC
ontentLength

MultipleT
ransferEn
codingChunked

NonCompli
antHeader

NonCompli
antVersion

SpaceInUri

Suspiciou
sHeader

Suspiciou
sTeClPresent

iR
BERRFEATER,

BERE BB E Transfer-Encoding #rk
Content-Length #r3k,

FEZ/NEEHEREER Content-Length $rk,

RARZEN  REF—THREEEHK.

F GET st HEAD &K , E—MEHR 0 B9
Content-Length #r3k,

FEZNEBETREREMN Content-Length #rk,

F1E 2 Transfer-Encoding: chunked #rk.

PRk BRI ASCl FRRIEHFH.

BERRA L EHIRNE,

B3R URI 28— MNARXEH URL &#BHYZEIE,

B R EAER T LN AT LR AR R
{7 Transfer-Encoding 3% Content-Length,

ERERTEE Transfer-Encoding #r3k
Content-Length #53k , H BXBHMrLHEDE
_/|\E.I-;ﬁo

THH

B

B

EZ

AER

AER

ENeE

-]
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(8T

Undefined
ContentlLe
ngthSemantics

Undefined
TransferE
ncodingSe
mantics

HixRRAHE

iR

&N GET 5 HEAD ERE XM Content-L

ength #r3k,

F7E RN GET = HEAD 53R E MK Transfer-

Encoding #73ko

2K,

THH

RO

MRAFEER LT EZREHORIEIRE , NAFEEIFSEH R BEM error_reason FERH1F4%

UTRERBz—. AEEEHREMMAEE CloudWatch 545, AXEZER ,

Application Load Balancer }:3iE A F° & 1

(8T

AuthInval
idCookie

AuthInval
idGrantErroxr

AuthInval
idIdToken

AuthInval
idStateParam

AuthInval
idTokenRe
sponse

AuthInval
idUserinf
oResponse

iR

B RIE Cookie T

KRBT ELRT RBRRNRETFRBER.

ID TREFTH.

RESHTN.

K B L IR R E R TS

kB AFEELRT RHIENTK.

BESH EA

=

ELBAuthFailure

ELBAuthFailure

ELBAuthFailure

ELBAuthFailure

ELBAuthFailure

ELBAuthFailure
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AW iR BHR
AuthMissi RERNARTRNEHARIEMNRD A ELBAuthFailure
ngCodeParam N“code” N ERZ T,

AuthMissi REBENARD SNSRI RS ENFRL  ELBAuthError
ngHostHeader FE,

AuthMissi REENLHT QN BRI R R # ELBAuthFailure
ngStateParam Restate’ I ERS .

AuthToken THART RFEHRWA (JE 2XX) . ELBAuthError
EpRequest

Failed

AuthToken NEHEBRLEETHRERBE , IETHIWSR  ELBAuthError
EpRequest £ 5 WREBE R,

Timeout

AuthUnhan MBI ERBI ARG ENRE, ELBAuthError
dledException

AuthUseri IdP AP EEAWmT SREESEIRMA ( 3F ELBAuthError
nfoEpRequ 2XX) »

estFailed

AuthUseri MEFEHRTES IdP AP EERABE , & ELBAuthError
nfoEpRequ AFEERRE 5 BREEmR,

estTimeout

AuthUseri IdP IREIMFE B KD 11 K 21, ELBAuthUs
nfoRespon erClaimsS
seSizeExceeded izeExceeded

MEAFIE R ETK jwt RIFIRE |, MAFEEEFLEH R BED error_reason FERHPFMHUT
BERRBZ—, AHHEZELEMMERA CloudWatch 845, BXEZEER , HSH JWTs £/
Application Load Balancer # 1T ¥1iF,
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G

JWTHeader
NotPresent

JWTReques

tFormatInvalid

AuthInv]w
KSRequest
Timeoutal
idIdToken

JWKSRespo
nseSizeEx
ceeded

AuthInvIW
KSRequest
Failed

AuthInval
1idUseJWTS
ignatureV
alidation
Failed

JWTClaimN
otPresent

JWTClaimF

ormatInvalid

iR

ERTEE BT,

BRAPWCEEIEHRRRD KIEZBS ( ARk,
BRAHIEZLR ) , AT EE “Bearer” Bl

& , Header 2T RN B MEIESE | filLn
“‘Basic” , IRERPFEZ/ITE , MFEEN
HEERFEESHE

MHYEETEE JWKS 2@ E , HE
JWKS % S 1E 5 ¥ R&EmAL,

JWKS i =R 3 B9 E B2 K /NS 150KB 5 &
JWKS i SR E R Z4ATE BT 10,

BXEBE JWKS imSB IR ( JE 2XX ) .

HTEARESHRERIEGTHEES  SELE
TR, QATRETEZRRNEDRH, 2H
RPFRR 2K, THREATZBNEZESR, JW
KS is R FETEPH KID,

EFRERFH IWT FEERIEFTENFEH

JWT RFEBRENRASEETEENERFT
[

1R

JWTValida
tionFailu
reCount

JWTValida
tionFailu
reCount

JWTValida
tionFailu
reCount

JWTValida
tionFailu
reCount

JWTValida
tionFailu
reCount

JWTValida
tionFailu
reCount

JWTValida
tionFailu
reCount

JWTValida
tionFailu
reCount
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(8T

JWTClaimV
alueInvalid

JWTValida
tionInter
nalError

iR BHR

JWT H REET R JwTValida
tionFailu
reCount

MY EBRERIIEFHEFRPH JWT BHEZ JwTValida
T ENEIR. tionFailu
reCount

TSRS NN B ARARER AWM |, NAFEBEE R SEHR BER error_reason FERHFFM T F45 1R

Z=o

e
AWSALBTGCookieInva
1id

WeightedTargetGrou
psUnhandledExcepti
on

358

T X B 4R 8548 AWSALBTG Cookie 3. fla0 , =
Cookie fEX A URL 4w#38 , BT /M IR E IR,

N ERBEIRLENREE,

WERX Lambda BREEVER KM , M A IGEES TR B EM error_reason FE A Z# T HER K
Bz —. AFPEHI[ELE MMM CloudWatch 585, BXEZER , HSH Lambda 1 A#E,

(8T

LambdaAcc
essDenied

LambdaBad
Request

LambdaCon
nectionError

PN FEHR
MBS E R TA A Lambda BE, LambdaUserError

Lambda A AW , AAFEFPRIERFAHIEN LambdaUserError
TRESE UTF-8 £,

ME B E 2R EES| Lambda. LambdalInt
ernalError
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ELB B AR A EER

e iR EPFR

LambdaCon 218 EEZE| Lambda B & &£ AT, LambdaInt
nectionTimeout ernalError
LambdaEC2 EERBPIB{CEE | W% EC2 B4t 15[ LambdaUserError
AccessDen Lambda,

iedException

LambdaEC2 W5 7E EC2 BB EREIBR & T LambdaUserError
Throttled Lambda,

Exception

LambdaEC2 Amazon FEERE WKL EE EC2 BE| TENAR LambdaUserError
Unexpecte ¥

dException

LambdaENI Lambda 3£ Lambda KB E RIEER LambdaUserError
LimitReac VPC ReZ2ZM&EO , RAEETM&ZEON

hedException PR o

LambdaInv ¥ B Lambda BEHM MM ER A EBR R4 LambdaUserError
alidResponse EBEFE,

LambdaInv B ENRZAH Lambda iZ1TH A F X i, LambdaUserError
alidRunti

meException

LambdaInv Lambda REEEFIEENZE4A ID T, LambdaUserError
alidSecur

ityGrouplI

DException

LambdaInv Lambda BREELEHIEEMN FM ID K, LambdaUserError
alidSubne

tIDException

R BE%E 307



ELB

B AR A EER

(8T

LambdaInv
alidzZipFi
leException

LambdakKMS
AccessDen
iedException

LambdakKMS
DisabledE
xception

LambdakKMS
InvalidSt
ateException

LambdakKMS
NotFoundE
xception

LambdaReq
uestToolarge

LambdaRes
ourceNotFound

LambdaRes
ponseToolLarge

LambdaSer
viceException

LambdaSub
netIPAddr
essLimitR
eachedExc
eption

iR

Lambda Foi& B EARIEERERER zip X4

Lambda BB ETE | AAX KMS Z4
HiFE E4IEL ., & Lambda B3E KMS
R,

Lambda TLxBEZHIELTE | ANIEEN KMS
FHAE WA, ©Z Lambda BIEAY KMS 2748

RiE,

Lambda TE2BHHELTE | BN KMS ZHH

RAEATH. BE Lambda BIEHY KMS Z4R1%
=,

Lambda TEBEZERREE , AAKTE KMS
4. BE Lambda B KMS BiRE,
EREXHKRNEET 1 MB.

T2 Lambda B¥,
R R/ EEE 1 MB,

Lambda i T A ZPE 1R,

Lambda Fo3& R Lambda E#& & VPC 14 8] X
R, BR—NEZANFREE TN P it

ER

LambdaUserError

LambdaUserError

LambdaUserError

LambdaUserError

LambdaUserError

LambdaUserError

LambdaUserError

LambdaUserError

LambdalInt

ernalError

LambdaUserError
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(8T

LambdaThr
ottling

LambdaUnhandled

LambdaUnh
andledExc
eption

LambdaWeb
socketNot
Supported

iR

Lambda BEZ ZIBRE , BAERT Z,

Lambda BREUER T KRB R E,

NEGEREIARLENRE,

WebSockets Lambda %,

BHR
LambdaUserError

LambdaUserError

LambdalInt

ernalError

LambdaUserError

MR AFHIGE R EMFE X BERIEZEE IR AWS WAF , ©E4&E1H 8 BEM error_reason FERH124E LA

-F%gi%1‘%ﬁg,lz_o

(8T

WAFConnectionError
WAFConnectionTimeout

WAFResponseReadTim

eout

WAFServiceError

WAFUnhandledExcept

ion

BRI

ik

NP EIRTTEEES AWS WAF,

ErE#E AWS WAF i,

B3R AWS WAF #Ht,

AWS WAF iR [@ 7 —4 5XX .

N ERBEIRLENRE,
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5B i BA

TransformBufferToo EERBRAN , ANERBEHABEHFXH KD, ZREADEN
Small RIEXWEFMH,

TransformCompileEr ENREXRFEY,

ror

TransformCompileTo HWEENEMNREIXAK, ZHEDENREXHE RN,
oBig

TransformInvalidHost FVMRLEERGREN , RRAERBNEVTL.

TransformInvalidPath URL EEHBAN , AN EREELTR.
TransformRegexSynt ENRAXNDTEELH IR
axError
TransformReplaceEr BB KM,
Tror
TransformSuccess EE#RRINITRK.
T~ E%B

UTRRPIBEZRB. FEE , MINEUSTERER , XRRATEFEFBE,

Z

Bl HTTP %8

LURE HTTP S8 (%0 80 ZikO 80) WRBIAXSEE -

http 2018-07-02T22:23:00.186641Z app/my-loadbalancer/50dc6c495c0c9188
192.168.131.39:2817 10.0.0.1:80 0.000 0.001 0.000 200 200 34 366

"GET http://www.example.com:80/ HTTP/1.1" "curl/7.46.0" - -
arn:aws:elasticloadbalancing:us-east-2:123456789012:targetgroup/my-
targets/73e2d6bc24d8a067

"Root=1-58337262-36d228ad5d99923122bbe354" "-" "-"

Q@ 2018-07-02T22:22:48.364000Z "forward" "-" "-" "10.0.0.1:80" "200" "-" "-"
TID_1234abcd5678ef90 "-" "-" "-"
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AP HTTPS %&H

LT R HTTPS %rss (i 0 443 Fi% O 80) W RHIBESRE

https 2018-07-02T22:23:00.186641Z app/my-loadbalancer/50dc6c495c0c9188
192.168.131.39:2817 10.0.0.1:80 0.086 0.048 ©0.037 200 200 @ 57

"GET https://www.example.com:443/ HTTP/1.1" "curl/7.46.0" ECDHE-RSA-AES128-GCM-SHA256
TLSv1.2

arn:aws:elasticloadbalancing:us-east-2:123456789012:targetgroup/my-
targets/73e2d6bc24d8a067

"Root=1-58337281-1d84f3d73c47ec4e58577259" "www.example.com" "arn:aws:acm:us-
east-2:123456789012:certificate/12345678-1234-1234-1234-123456789012"

1 2018-07-02T722:22:48.364000Z "authenticate,forward" "-" "-" "10.0.0.1:80" "200" "-"

TID_1234abcd5678ef90 "m.example.com" "-" "TransformSuccess"

I HTTP/2 %8B

LT R HTTP2 R RBIBEHKE.

h2 2018-07-02T22:23:00.186641Z app/my-loadbalancer/50dc6c495c0c9188

10.0.1.252:48160 10.0.0.66:9000 0.000 0.002 0.000 200 200 5 257

"GET https://10.0.2.105:773/ HTTP/2.0" "curl/7.46.0" ECDHE-RSA-AES128-GCM-SHA256
TLSv1.2

arn:aws:elasticloadbalancing:us-east-2:123456789012:targetgroup/my-

targets/73e2d6bc24d8a067

"Root=1-58337327-72bd00b0343d75b906739c42" "-" "-"

1 2018-07-02T22:22:48.364000Z "redirect" "https://example.com:80/" "-" "10.0.0.66:9000"
"200" "-" -

TID_1234abcd5678ef9@ "-" "-" "-"

T~ WebSockets % B

LLF 2 WebSockets £ B &% B R~ 4,

ws 2018-07-02T722:23:00.186641Z app/my-loadbalancer/50dc6c495c0c9188
10.0.0.140:40914 10.0.1.192:8010 0.001 0.003 0.000 101 1@1 218 587

"GET http://10.0.0.30:80/ HTTP/1.1" "-" - -
arn:aws:elasticloadbalancing:us-east-2:123456789012:targetgroup/my-
targets/73e2d6bc24d8a067

"Root=1-58337364-23a8c76965a2ef7629b185e3" "-" "-"

1 2018-07-02T22:22:48.364000Z "forward" "-" "-" "10.0.1.192:8010" "1@1" "-" "-"
TID_1234abcd5678ef90 "-" "-" "-"

I BERE 311



ELB B AR A EER

%4 WebSockets A O R4l

LT R%L % WebSocketsiE R B ES% B Rl

wss 2018-07-02T22:23:00.186641Z app/my-loadbalancer/50dc6c495c0c9188
10.0.0.140:44244 10.0.0.171:8010 0.000 0.001 0.000 101 101 218 786

"GET https://10.0.0.30:443/ HTTP/1.1" "-" ECDHE-RSA-AES128-GCM-SHA256 TLSv1.2
arn:aws:elasticloadbalancing:us-west-2:123456789012:targetgroup/my-
targets/73e2d6bc24d8a067

"Root=1-58337364-23a8c76965a2ef7629b185e3" "-" "-"

1 2018-07-02T22:22:48.364000Z "forward" "-" "-" "10.0.0.171:8010" "lo@1" "-" "-"
TID_1234abcd5678ef9@ "-" "-" "-"

Lambda EREHI RHIZK B

BUF 23 Lambda BIEEY AR ZhE RV R A& E -

http 2018-11-30T22:23:00.186641Z app/my-loadbalancer/50dc6c495c0c9188
192.168.131.39:2817 - 0.000 0.001 0.000 200 200 34 366

"GET http://www.example.com:80/ HTTP/1.1" "curl/7.46.0" - -
arn:aws:elasticloadbalancing:us-east-2:123456789012:targetgroup/my-
targets/73e2d6bc24d8a067

"Root=1-58337364-23a8c76965a2ef7629b185e3" "-" "-"

0 2018-11-30T22:22:48.364000Z "forward" "-" "-" "t-rononon_non_n
TID_1234abcd5678ef9@ "-" "-" "-"

AT 2% Lambda BEREEY K MAE RV RHI B E%E -

http 2018-11-30T22:23:00.186641Z app/my-loadbalancer/50dc6c495c0c9188
192.168.131.39:2817 - 0.000 0.001 @.000 502 - 34 366

"GET http://www.example.com:80/ HTTP/1.1" "curl/7.46.0" - -
arn:aws:elasticloadbalancing:us-east-2:123456789012:targetgroup/my-
targets/73e2d6bc24d8a067

"Root=1-58337364-23a8c76965a2ef7629b185e3" "-" "-"

® 2018-11-30T22:22:48.364000Z "forward" "-" "LambdaInvalidResponse™" '"-'" '"-'" '_m fr_n
TID_1234abcd5678ef90@ "-" "-" "-"

AL B B & 4E il &l

=7 ELB FAEKRIEEEH S3 FHMmeTEEL , EEA Amazon S3 E4EAH, ELB £
FPutObjectCreateMultipartUpload, H POST X 4% H #4%% E) Amazon S3, AEREWEIFTE B
EEMBA  BEEEFIEFMEXENRUBREHS,
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https://docs.aws.amazon.com/AmazonS3/latest/API/API_CreateMultipartUpload.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutObject.html
https://docs.aws.amazon.com/AmazonS3/latest/API/RESTObjectPOST.html

ELB B AR A EER

BXEZEER , H55H (Amazon Simple Storage Service A #88) S Amazon S3 EHEH,
L35 B B & X4

E A RER . WRETHRXEXH , ML ERITHRESREERES.

MRENWIE LAXEBER , WARGERTUERTEXBHIEN B EXMH (U GB NEfL), EFaE
TR AR ER line-by-lineb BNtk KEMNEKIE. Hit , BURLTERAREATLERRSENS
TR, i, BEUERAT M TESHAMLEER B

« Amazon Athena 2 — IR EXERRS , LEBEBREANEAIRE SQL 24 Amazon S3 FRIEIE.
BXEZER , S Amazon Athena FIF IR RIZE I Application Load Balancer HiE,

* Loggly

* Splunk

« Sumo Logic

A Application Load Balancer /8 A58 B &

EANBIGERB AR RSN , E4TEENSEERFEEPF# A TN S3 FRBNEN. Fi#
RAMEFRT ELB EAFHEERVINR A 176 18 R BE

5

- SRR 1 B3 S3 FHEE

- SR 2 R INZT S3 FE4E

- FR3:BEHRAE

- F] 4 WINFREBR

1: BI2 S3 4

A\

HBRAEE BB, B4R ER BEEE S3 FHfE, SuLERIARM#EE T NET AT
R BN EEE, FERBSTAEATER,

B3R
- FREBLANTERBESEHRERNXEHR, ZFE\BNABEERTHFIRNKSRASE,
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/EventNotifications.html
https://docs.aws.amazon.com/athena/latest/ug/application-load-balancer-logs.html
https://documentation.solarwinds.com/en/success_center/loggly/content/admin/s3-ingestion-auto.htm
https://splunk.github.io/splunk-add-on-for-amazon-web-services/
https://www.sumologic.com/application/elb/
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- H—XEFNRFZEFFRMBIEDZ Amazon S3 EEZ 4] (SSE-S3) BXEZEE , iHSH Amazon S3
FEMINZ 4] (SSE-S3).

£/ Amazon S3 | & €12 S3 7/,

1. FTFF Amazon S3 ###lA , MikA https://console.aws.amazon.com/s3/,
2. i&#E Create bucket (BIE1Z(EHE).
3. 1£ Create a bucket (RIZ7F& M) WL , ITUATRE

a. NTEMBEN , BRAEEBNEN. BT Amazon S3 AFTE I B 7B TR 40
M—, ERLEXE , TRENFEBEMNEEMRS, BXEZEL , 5Z2H (Amazon S3 A
FiEmE) PN FEBRSH .

b. XF AWS XiF , EREHPCIE AT E TN X,

c. XFERINIMZ , % Amazon S3 EENF4 ( SSE-S3) o

d. &EZR IEEFMME

SR 2 RFRBEMIINE] S3 FHEE

I8 S3 FHERMLMEAFHEBRE  ZERMRT ELB FiAR BEEAFFERINIR, FEBREE
JSON BANES , REEFAULRKKIEERE  ATHFERELLRANR, 8MEABITFEEX
BANBRNEEAZTE—RIITE,

MREERANR M NREERNIME R , WATLOR ELB U5R B AR MR R, MR
i, MEBRWEIHEERNNRE , UBRENEATREEAN LR BENFEBH RN S

Tl M SR B
ZREE O] B SR ERS R TR
{

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"Sexvice": "logdelivery.elasticloadbalancing.amazonaws.com"
},

"Action": "s3:PutObject",
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"Resource": "arn:aws:s3:::amzn-s3-demo-bucket/prefix/AWSLogs/123456789012/*"
}
]
}

X} TF Resource , FEARHIREPERNEN , AT BEREMER ARN, H547E S3 FHME
ARN R FRES , B2 ZNBERAEKSHIKS ID. XFATUBRIAEREEEKS NS
raR T R BEB A S3 FiE .

ZIEER ARN BUR TR BT RIELS TR 3 PERABE B ENEERR,
™ Bl ZRAY S3 71 ARN R4

S3 F#EMEBRF N amzn-s3-demo-logging-bucket , BIZRA logging-prefixo

arn:aws:s3:::amzn-s3-demo-logging-bucket/logging-prefix/AWSLogs/123456789012/*

AWS GovCloud (US) : A RHIfEA AWS GovCloud (US) Regionsfy ARN &%,

arn:aws-us-gov:s3:::amzn-s3-demo-logging-bucket/logging-prefix/AWSLogs/123456789012/*

T RIRAY S3 FEHE ARN RHl

S3 FE @B MR amzn-s3-demo-logging-bucket, S3 & ARN & BB ZRERD -

arn:aws:s3:::amzn-s3-demo-logging-bucket/AWSLogs/123456789012/*

AWS GovCloud (US) : AT RHIfEA AWS GovCloud (US) Regionsf#y ARN &%,

arn:aws-us-gov:s3:::amzn-s3-demo-logging-bucket/AWSLogs/123456789012/*

& GL 17 1 K SR B

BARl , 3T 2022 £ 8 Azui Al A XE , RNFE TR , M1 XEEN ELB K/ R FXER.
LEIEMRRBEMAZ 2 | BRIMNBVEREB RN LRFMRRE. SRNRERBE , BT UAREER
IBARER B (AL RETR ) o

AT REE IDs IAHMKFPrincipaliSEMN ELB K Bt S %, #EE , FELFIRTFHRETFLE
AR
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- ZERE (FEHERILMALER ) - 127311923021
- EERD (BXBM ) - 033677994240

- EEFES (JLMFIERIT ) - 027434742980
- XEF (RN M ) - 797873946194

- IEM (FER ) — 098369216593

- WAMK (E ) - 754344448648

- WAMK ( HIE ) — 589379963580

- WAMK (FX ) - 718504428378

- WAMK (KRR ) - 383597477331

« WA#KX ( HR ) - 600734575887

- WAHX ( FINHK ) — 114774131450

- WAMK (ESE ) - 783225319266

- WAMK (FE ) - 582318560864

. INZKX ( HEB ) - 985666609251

- BRM (£2£34E ) - 054676820928

- B ( BR ) - 156460612806

- BUM (463 ) - 652711504416

« BRI (K= ) - 635631232127
« BN ( B2 ) - 009996457667

« RUM ( BTESI/REE ) - 897822967062

« FR (BHM)-076674570225

- BEM (FRF ) -507241528517

« AWS GovCloud ( £EZEP ) — 190560391635
« AWS GovCloud ( £EEE ) — 048591011584

Outposts X1

TR EEERN BEEERSRFNR. FMILEBAT Outposts X F Y A ITE R,

"Effect": "Allow",
"Principal": {
"Service": "logdelivery.elb.amazonaws.com"
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},
"Action": "s3:PutObject",
"Resource": "arn:aws:s3:::amzn-s3-demo-bucket/prefix/AWSLogs/123456789012/*",
"Condition": {
"StringEquals": {
"s3:x-amz-acl": "bucket-owner-full-control"

}

*F Resource , ERARHIKEREROEN , MAHR BEREMEN ARN, BHHTE S3 FHWE
ARN W RERES  SEZHHREE[AAEKFHKF ID, XFTMUBRIERBIEEKF NS
ERE TR iF M BEEE A S3 F#EE.

BIETEW S3 F# 8 ARN BURTFEBRABITKESE 3 T ATh R HERNTERR,

TR S3 FEHE ARN R4

S3 F#E B A amzn-s3-demo-logging-bucket , BIZR A logging-prefix.
arn:aws:s3:::amzn-s3-demo-logging-bucket/logging-prefix/AWSLogs/123456789012/*

T IR S3 A ARN R4

S3 FE @B R amzn-s3-demo-logging-bucket, S3 Ff#E ARN & B HIZREB2 -

arn:aws:s3:::amzn-s3-demo-logging-bucket/AWSLogs/123456789012/*

REREREK

- ERATENRIFEREE  ©¥ S3 7@ ARN WIKF ID #82. F27 S3 76548 ARN WIKF ID &%
ERBER (%)

"Resource": "arn:aws:s3:::amzn-s3-demo-bucket/prefix/AWSLogs/123456789012/*"

« £ aws:SourceArn HWR REXRBIEE XE MK F A RS E 5T sEE A BN FHER

"Condition": {
"ArnLike": {
"aws:SourceArn":
"arn:aws:elasticloadbalancing:region:123456789012:1oadbalancer/*"
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« f¥ aws:SourceOrgId # aws:SourceArn £&FEA , MERIABRBIEEALNARITEIR TEE
RN F .

"Condition": {
"StringEquals": {
"aws:SourceOrgId": "o0-1234567890"

Iy
"ArnLike": {
"aws:SourceArn": "arn:aws:elasticloadbalancing:*:*:loadbalancer/*"

- MREE Deny BALHIERERXNAFNEXRZANRS EEIHGR |, HFZLHF
logdelivery.elasticloadbalancing.amazonaws.com ZINZE] /o R 69 BRSS E 4% &
i, Flin , RIREEA T aws:PrincipalServiceNamesList & , iER M T AR
logdelivery.elasticloadbalancing.amazonaws.com :

"Effect": "Deny",
"Principal": "*",
"Condition": {
"StringNotEqualsIfExists": {
"aws:PrincipalServiceNamesList": [
"logdelivery.elasticloadbalancing.amazonaws.com",
"service.amazonaws.com"

MREFEMRT NotPrincipal st |, BER W TA/RRN
logdelivery.elasticloadbalancing.amazonaws.com, HEEE , RITBNUEFEHR
aws:PrincipalServiceName B aws:PrincipalServiceNamesList &# @K ERX A FRS
F&, MARMEA NotPrincipal T&., BXEZEE , 2 # NotPrincipal,

"Effect": "Deny",
"NotPrincipal": {
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"Service": [
"logdelivery.elasticloadbalancing.amazonaws.com",
"service.amazonaws.com"

iy

DIRFHEEEME , 6/ Amazon S3 #0 ( #l20 Amazon S3 #&IA R AWS CLI % ) FFEM 1764
FERBEF INZ] S3 7R,

Console
FHEW MR M IR S3 F6E4@
$TFF Amazon S3 #2#|& , LA hitps://console.aws.amazon.com/s3/o
EREFERNEMUIT TR FAEENE,
1%£$% Permissions ( #XBR ) , R/F1%# Bucket policy ( ZEMEERREL), Edit (&% ) -

ERTF R RER T ATENR,
ERREFER.

o > 0N~

AWS CLI
RN B R INE S3 76
£ H put-bucket-policy 5. FELTRAIH , FEFERESRFIIEEDN json XHH,

aws s3api put-bucket-policy \
--bucket amzn-s3-demo-bucket \
--policy file://access-log-policy. json

SEBI:EBEEHAAE
GEANTERESBHE AL , EREREE T AL HERE S3 1264,
ER

FEBUTUBRE 1 THERNESR , HELTMMNE 2 THAERNEERARE, WRIE5
%, WRrBSa8E8FRH “AWSLogs”,
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https://console.aws.amazon.com/s3/
https://docs.aws.amazon.com/cli/latest/reference/s3api/put-bucket-policy.html

ELB SRRE AR
ERRIFVIE B ER S3 FE4E

ERRRERBERATIFR BESNF#ERE  FRAELERABRAS. BN , MRE - FESEHN
FIENFERERE , ERELTHAENDEE AWS IKF # , ELB AlRe &AM AR &R E B
BE AR,

Console
BRAEBE
1. 3TF Amazon EC2 ##l& , Wit Fhttps://console.aws.amazon.com/ec2/,
2. ESMBHKD , EEHFHES,
3. ERENAREERNBMHRLITAREFMAEE T,
4. HEEMRIF L, EEERE.
5. XWFkKi#E  ITFHE AR,
6. XF S3URI, A BEXHR S3 URI, EBIEEMN URI BURTFEREFERIR.

- HABEN URI: s3://amzn-s3-demo-1ogging-bucket/logging-prefix
« R HIH URI: s3://amzn-s3-demo-1logging-bucket
7. ERFREFEER.
AWS CLI
BRBREABE

& A < B MM modify-load-balancer-attributes & %o

aws elbv2 modify-load-balancer-attributes \
--load-balancer-arn load-balancer-arn \
--attributes \
Key=access_logs.s3.enabled,Value=true \
Key=access_logs.s3.bucket,Value=amzn-s3-demo-1logging-bucket \
Key=access_logs.s3.prefix,Value=logging-prefix

CloudFormation
BRBEAEXR

EFHAWS::ElasticLoadBalancingV2::LoadBalancer& R A2 &KX E 4.
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https://console.aws.amazon.com/ec2/
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https://docs.aws.amazon.com/AWSCloudFormation/latest/TemplateReference/aws-resource-elasticloadbalancingv2-loadbalancer.html
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Resources:
myLoadBalancer:
Type: 'AWS::ElasticlLoadBalancingV2::LoadBalancer'
Properties:
Name: my-alb
Type: application
Scheme: internal
Subnets:
- !Ref subnet-Az1
- IRef subnet-AZ2
SecurityGroups:
- IRef mySecurityGroup
LoadBalancerAttributes:
- Key: "access_logs.s3.enabled"
Value: "true"
- Key: "access_logs.s3.bucket"
Value: "amzn-s3-demo-logging-bucket"
- Key: "access_logs.s3.prefix"
Value: "logging-prefix"

SR 4 WIAFEBR

NENNFIGERBE AR BEE , ELB 211E S3 76 18 7 012 — /N i 34 BATS R 176 18 KRG 8 E
TAREMNIR, BALAEA Amazon S3 #HARIER A EIEM A 4. N XHFRRFRINILE A
X eFEERAIER,

£/ Amazon S3 £ #| A WIL BN FREBH RS EIE 7N X4

1. 3TFF Amazon S3 ##l& , Wit https://console.aws.amazon.com/s3/o
2. “REEERTIHRBENFHBN SR,
3. SMBIMEA X ELBAccessLogTestFile, MEBEBURTFEREFERATR,

s THBRWALE : amzn-s3-demo-1logging-bucketlogging-prefix/
AWSLogs/123456789012/ELBAccessLogTestFile

s RBERIBRWALE : amzn-s3-demo-1ogging-bucket/AWSLogs/123456789012/
ELBAccessLogTestFile
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https://console.aws.amazon.com/s3/

ELB B AR A EER

R HEE

MREEEFRBIELER , WTNEROT -

« FHEBRETRT ELB {inR B EEAF#BNNR, BINEERR1ZXE EBNFEE R,
HINEIR ARN ERANEFRBENESEERRTR AT EENFERBEMER. MREESHIER
BERARIEENR , FHIAER ARN TEERIR,

- FEBEATZENRSSH[IRMBIET, ZF#EXMAER Amazon S3 HE#4A ( SSE-S3) .
A Application Load Balancer Zf 58 B &
BN A RNENASSERERABRAE, EEAFRAERRE , B1i5R AENE S3 EEEPRE

BEELSEMG, SXFSEL  H5H (Amazon S3 BAIEE) hMoIE. MEREA S3 HE
1B

Console

HEHBRIBEE

1. 3TFF Amazon EC2 ##l& , it A https://console.aws.amazon.com/ec2/.
ESMBERP , EEAFEESR.
ERENAEIHENERUT AR FAGFERE,
ERMETF L | B RE,
MNFWEE, KAHEBE,
EREREFER,

o o bk~ w0 DN

AWS CLI
ZHBRBEE

{# A modify-load-balancer-attributes %

aws elbv2 modify-load-balancer-attributes \
--load-balancer-arn load-balancer-arn \
--attributes Key=access_logs.s3.enabled,Value=false
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/creating-buckets-s3.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/creating-buckets-s3.html
https://console.aws.amazon.com/ec2/
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ELB B AR A EER

R AR F A ERREERE

ELB RELEZAE , ATHRAXKEINENABHERNBERVEARES . SMNAEHBIEF R
Y IP bk MmO, fYreRim O, A TLS BBAMMP, TLS BFER, EERSHEFIRIEH1EA
EREFEE. BAUERAXEEEAERSMEREXHFERE,

EEASR ELB (- ALETNEE , AR TR TERRS. hAaREERERAERZESRE  ELB2
IR B SR EAENESRE XA EREEERIEEN Amazon S3 R+, S BREREZAE,

BEERN Amazon S3 X 1FMEFEA , (EFWE ELB ¥ B E X4 X% %E| Amazon S3 FRfE AR 7L 5%
. BXE#EREANEZELR , 5 Amazon S3 Efts

AN
- EEBREXH

- EEBELRE

- =P BEFHE

- REEEASXH

- BANRAEFAEEERNERAS
- ZRANAEFASSEHFNEZRE

)

B B AN

ELB & 5 7NN AHEERTREAA —RXEEX M. BSERREAR—BH. AEITERTUE
mMEERERNZNES, BE  MRUESEASRE , éﬂj}}ﬂtt%/ﬂ:o

EEASHXFERAUTEN

bucket[/prefix]/AWSLogs/aws-account-id/elasticloadbalancing/region/yyyy/mm/dd/
conn_log_aws-account-id_elasticloadbalancing_region_app.load-balancer-id_end-time_ip-
address_random-string.log.gz

bucket
S3 FE R B o
prefix
(‘Iﬂ_& ) EERBIEIE (BBREREN ) . TEEWHBTEELFHE AWSLogs. ERNESS

ZHAEANBEENR,
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https://aws.amazon.com/s3/pricing/
https://docs.aws.amazon.com/AmazonS3/latest/userguide/using-prefixes.html

ELB B AR A EER

AwSLogs

BINSELSEENFHEBER MM ATIERR/ERM AWSLogs FFKHIXHBER D .

aws-account-id

IEHEKN AWS K/~ ID,

region

MESERN S3 FREBATERN X,
yyyy/mm/dd

fefm BSE B 8.

load-balancer-id

MEBER/MOEIR D, MRFR ID LEFEMERML (), IEERTHFERNDR ()0

end-time

BEAIDRE R4 R B EAFIAT A, g0 , 453RAT1E 20140215T2340Z @& 7 UTC Bt iE ( BPE &Y
8] ) 23:35 # 23:40 2B KX HHERNZE,

ip-address

REF RO ARGERT RN IP ik, N TR ABIGESR  XERE P it

random-string

REERNBEIZRTE,

TR =R RE B S SR R

s3://amzn-s3-demo-logging-bucket/logging-prefix/AWSLogs/123456789012/
elasticloadbalancing/us-east-2/2022/05/01/
conn_log_123456789012_elasticloadbalancing_us-east-2_app.my-
loadbalancer.1234567890abcdef_20220215T2340Z_172.160.001.192_20sg8hgm.log.gz

LT —ANTHRRN BEXHE R

s3://amzn-s3-demo-logging-bucket/AWSLogs/123456789012/elasticloadbalancing/us-
east-2/2022/05/01/conn_log_123456789012_elasticloadbalancing_us-east-2_app.my-
loadbalancer.1234567890abcdef_20220215T2340Z_172.160.001.192_20sg8hgm.log.gz
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BEXH AU EFERPERESRKNE , FEEEATUE Y Amazon S3 L EHIM N BF FH4H
MR BEX M, BXESEER , i55H (Amazon S3 AIF1ER) FHXNREMBEHEE,

EEBAE%RE

BREBERAEEAS A PHE - RE. BORERNARLIATERRSERNERIERA
M. FERREERE—MER  RAEBAASHERASHUR—ARE, BOEEESIER, &
AEBARSTURSMRE | FEEERSTORENRE,

S

- B

- BHIREEAS
B
TREINFH#HE T EZASZENENFR, ERAERTRBABEFR. ANFFRN , RIOFERM

IEEFENKRE, HRINEZBRAFFRE , EURKEZFRRB AT - MANES . F
VEFHSHEMBEENERE - MERNFRZEFL , AERNE B HFREEH B SEBT,

FER (L&) 5t B3

timestamp (1) MBI DB LEERBILIEZERXMBETE ( XA 1SO 8601 #
R )o

client_ip (2) BEREFwRHN IP i,

client_port ( 3 ) EREFHOEA,

listener_port ( 4 ) BEWEFIRE RO A ESRMITERNEO,

tls_protocol ( 5 ) [HTTPS {i1¥Te5] B FHR A SSL/TLS hille -IFF3IE SSL/TLS &

R, LFEIRERN

tls_cipher ( 6 ) [HTTPS {7 28] BEFHAE AR SSL/TLS Wi, -X4F I SSL/TLS iF
R, WFERERN

tls_handshake_late [HTTPS iWTes) B RIMBFAMALNHN ERE (AR REN , BRI
ncy (7) ). ETIBERT , KFBRER - .
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B AR A EER

leaf client_cert_s
ubject ( 8)

leaf client_cert_v
alidity ( 9)

leaf_client_cert_s
erial_number ( 10 )

tls_verify_status (
11)

conn_trace_id ( 12)

tls_keyxchange (13)

458
+ f ABWRTFR SSLITLS HR,
- RRBRILET,

[HTTPS {07 28] HE A IRIEBHERAERH. ETIERT , FBRRE

n -

s EAMERF R SSLTLS EXK,
o AFHPEHRMITRAREENEA mTLS,
« RSEBSTEIREN le load/parse af & FiwmiE$,

[HTTPS res) H & IRt BB EME , not-before # not-after
XA ISO 8601 #&Xo EFHIMERT , WFBRIREN - :

s EAMERF R SSUTLS EXK.
- ABHPHBMITRREENBA mTLS,
« REEBTCEIREN le load/parse af & FIwmiE$,

[HTTPS {iiir 28] H B FIRIERHFIS. ETHERT , LFBRRENR
s EAMIERTZE SSLTLS EK.

- AFPEHRMITRIAREENEA mTLS,

« RSB TEIREN le load/parse af & F iwmiE$,

[HTTPS {Wres] EZEREVIRS. WMRKINEILIEE , NLER
Success. EZEXLXMAT , ZENFailed:$error_code

EEREHM ID R—ME—WFERA ID, ATHRAESNEE. BEFF R
BAUEERE , RELFEFENERBERFESENEAASRKERES
ID, It ID =R, AT HEEZEN TR B2 B2,

[HTTPS {ii¥r28] £ TLS = PQ-TLS EFHi A FE AN R R, - Tk
SSL/TLS &5k , FERIZEE N,

EEAERE
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A xR A G

MRARBERTEREIER , NABERFEERASHFHEUTRRERDEZ—

KB %, BF

ClientCer BRI R AEFIRIEREERE
tMaxChain

DepthExceeded

ClientCer ERNHEAEFIRIEP KN
tMaxSizeE

xceeded

ClientCer EPIRIEPEH CA B
tCrlHit

ClientCer CRL &b IB4EiR
tCrlProce

ssingError

ClientCer EPIRIEPARAE
tUntrusted

ClientCer EFIEPEARER
tNotYetValid

ClientCer = PRl 2 H
tExpired

ClientCer ERRIEPERIZIIEF
tTypeUnsu

pported

ClientCer E P mIEP LR
tInvalid
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KE L
ClientCer EBERPIUEBRAETLH

tPurposel

nvalid

ClientCer EFWRIEHH B ENRSH/RITIEL
tRejected

UnmappedC RAREGSHYIZ 1T B IE R IR
onnectionError

~pl BE%E
ATREZAERFATH, I, THANEUSTHRER , KRN TELERR,

LUTRE®AO 443 LA TG TLS BiIFERXH HTTPS 10T 25 A ShiE#EM B E% B R~Hl,

2023-10-04T17:05:15.514108Z 203.0.113.1 36280 443 TLSvl.2 ECDHE-RSA-AES128-GCM-SHA256
4.036

"CN=amazondomains.com,0=endEntity,L=Seattle, ST=Washington, C=US"
NotBefore=2023-09-21T22:43:21Z;NotAfter=2026-06-17T22:43:21Z

FEF257372D5C14D4 Success TID_3180a73013c8ca4bac2f731159d4b0ofe

LTREm®RA 443 LEATNE TLS BIEEAY HTTPS i 2RiE K My B S5 B R=Hl,

2023-10-04T17:05:15.514108Z 203.0.113.1 36280 443 TLSv1l.2 ECDHE-RSA-AES128-GCM-SHA256

"CN=amazondomains.com,0=endEntity,L=Seattle, ST=Washington, C=US"
NotBefore=2023-09-21T22:43:217Z;NotAfter=2026-06-17T22:43:217
FEF257372D5C14D4 Failed:ClientCertUntrusted TID_1c71a68d70587445ad5127ff8b2687d7

Rb 3 ERE B & A

EREBENHECHES. MREFER Amazon S3 BFIBITTXEXH |, NN HEITHRES , B
ERER, WRETHXEXH , MSMANERITHETEREERES.
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ELB B AR A EER
MRBEHFE LEABER , WARSTEETULRAEABAIEN AEH (5L GB N &), BTH
To sk AL IR line-by-linefL T2 A0 K BIGSIE, Rt , BT AEAMERREFTLBBRS RN
IR, B, BANEAUTHN TR HALEERERS -

» Amazon Athena B — MR EXEWRS , HEEAFRHE SQL 24 Amazon S3 IR
* Loggly

. Splunk

« Sumo Logic

BERNARFAEEERNEZRE

HEANBEREAEERASHR , E4TEENRBERFEEP7# BTN S3 FRBNEN. 7
BLMERRT ELB EAFHEBRVINR A 176 18 5K BE

5

- 1 83 S3 R
SR 2 KBS INE S3 AR
W3 BEEZEAE
] 4 BAFERRXR
RIBHE

SR 1 B2 S3 7R

HERAEZBER |, B4TNEERTEE S3 FHM, SuULERIARFM#EE U NET AT
EEASHEER. FRBLSITRZIUATER,

ER

- FRBLAFANVTEABRSERARNXES, ZFEFNARSERTHTRNKSRE.

- H—XFHRFERIRMBIETIZ Amazon S3 T E 4] (SSE-S3) BXEZEER , 55 H Amazon S3
REWMZEZE (SSE-S3).

5/ Amazon S3 #2#| A BIE S3 FE,

1. 3TF Amazon S3 ##l& , Wit https://console.aws.amazon.com/s3/,
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https://documentation.solarwinds.com/en/success_center/loggly/content/admin/s3-ingestion-auto.htm
https://splunk.github.io/splunk-add-on-for-amazon-web-services/
https://www.sumologic.com/application/elb/
https://docs.aws.amazon.com/AmazonS3/latest/userguide/UsingServerSideEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/UsingServerSideEncryption.html
https://console.aws.amazon.com/s3/

ELB R S
2. i%&#%E Create bucket (BIE1Z(EHE).
3. 7 Create a bucket (BIZRTF##) T L , AT TIRE

a. NTEHBEN , FRAAF#BN B, WRIE Amazon S3 NFATRILAE FHMEE P LM
ME—. AREXE  ARNERBENBEEMRS, BXxEZES , 2/ (Amazon S3 A
FiErE) R FEERS.

b. XF AWS XiF , EREHPCIE AT E I X,
c. XFERINIMZ , % Amazon S3 EENF4 ( SSE-S3) o
d. &EFR IEEFME

SR 2 RFRBEMIINE] S3 FHEHE

/Y S3 FHEMLMEAR T ELB HEEATSEAF#BHNRNFHEEEREKE, FEMKKI JSON
EANES , SEEFYUBRRBESREE  ATHE#BELSANR. SMEIHIF/E/REMN
[RBEEHEBE—RIITE.

MREERANREM MR IMEFER , WATLOR ELB E#E BB ARMEBIRIEH, MRLXMF
i, WELBRITEERNNRE , MBRENEATREEANEZ SN FEBHIHRNO S

Tr il M SR B

ZERMEEEEN B ESEERSE TR,

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexvice": "logdelivery.elasticloadbalancing.amazonaws.com"
}I
"Action": "s3:PutObject",
"Resource": "arn:aws:s3:::amzn-s3-demo-bucket/prefix/AWSLogs/123456789012/*"
}
]
}
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/BucketRestrictions.html

ELB B AR A EER

X F Resource , FRARHIRERERWIE , WALE BEFFEMERN ARN, BS54 S3 F6EH
ARN WRRBES , @5 ZABYER[/FAEKRFHNIKS ID, XEFEAUBRRAGREBIEEKF NV HAEY
BT RiF R BEEB A S3 2.

IEER ARN BFUR TR BITRIEL TR 3 PERABE B ENEERR,

AR S3 R ARN R4l

S3 FE @B MR amzn-s3-demo-logging-bucket , BIZ&H logging-prefix.
arn:aws:s3:::amzn-s3-demo-logging-bucket/logging-prefix/AWSLogs/123456789012/*

AWS GovCloud (US) : AN =#IfEA AWS GovCloud (US) Regionsf#y ARN &%,
arn:aws-us-gov:s3:: :amzn-s3-demo-logging-bucket/logging-prefix/AWSLogs/123456789012/*

TH RIS S3 i ARN Rl

S3 FE @B MR amzn-s3-demo-logging-bucket, S3 FfE#E ARN R B HIZREBD -

arn:aws:s3:::amzn-s3-demo-logging-bucket/AWSLogs/123456789012/*

AWS GovCloud (US) : AT R~#IfEA AWS GovCloud (US) Regionsf#y ARN &%,

arn:aws-us-gov:s3:::amzn-s3-demo-logging-bucket/AWSLogs/123456789012/*

& GL 17 1 K SR B

LABT , XF 2022 £ 8 A Al AAANKXE , BINFEE-TEEK , BZEXEEN ELB K/ &R TR,
LEIBRRR IR MAZ B X , BRIMNEBWWEFEBRN LRFIRER, SRNREES |, tha U4kSEH
IBRRREE (B RETR ) o

AT REE IDs IAHMKFPrincipaliSEMN ELB K Bt S %, #EE  FELFIRTFHRETFLE
AR

EZEFRI (FHEHFRILMILER ) - 127311923021
EERI (HBZMBM ) - 033677994240
ZEEI (JLMFBEIL ) — 027434742980
EEFEI (BBRM ) - 797873946194

JEM ( FFER ) - 098369216593
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- MA#X (FH ) - 754344448648

- MA#X ( HEMIE ) — 589379963580

- TA#KX (&#XE )-718504428378

- MA#X ( AP ) - 383597477331

- MA#X ( EH7R )-600734575887

o WA#X (FHOHE ) - 114774131450

- TA#X (EE )- 783225319266

- TA#X (KK )- 582318560864

- INEK ( $EP ) - 985666609251

« BN (EXRE ) - 054676820928

o M ( B/R2Z ) - 156460612806

« BN (13 ) -652711504416

M (K2 ) -635631232127

« BRM (B2 ) - 009996457667

« BN ( HTEEFF/REE ) — 897822967062

« PR (BM)-076674570225

- MEM (ZRF )-507241528517

» AWS GovCloud ( E£EZ % ) — 190560391635
« AWS GovCloud ( ZE#EEB ) — 048591011584

=

Outposts X1

TR R EEER B SEERS R TR, FMILEBEAT Outposts XAy A ITE R,

"Effect": "Allow",
"Principal": {

"Service": "logdelivery.elb.amazonaws.com"
},
"Action": "s3:PutObject",
"Resource": "arn:aws:s3:::amzn-s3-demo-bucket/prefix/AWSLogs/123456789012/*"
"Condition": {

"StringEquals": {

"s3:x-amz-acl": "bucket-owner-full-control"

}
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}

5 F Resource , EH AR BEFMEMER ARN, BEAE S3 745 ARN WERKES , 881%
MEHEERMEKRKFHIKF, ID, IHTUBRIAEREBEEKFWAZKIESEHSRFEFHEBEEEA S3
TR,

BIEEN ARN BURTFERREBITNELSE 3 AEAHE BERETE R
Rl S3 FEHE ARN R4

S3 F#E B A amzn-s3-demo-logging-bucket , BIZR A logging-prefix.

arn:aws:s3:::amzn-s3-demo-logging-bucket/logging-prefix/AWSLogs/123456789012/*

THBIRH S3 FMEM ARN RAl

S3 FE @B R amzn-s3-demo-logging-bucket, S3 @ ARN R BB ZREBD -

arn:aws:s3:::amzn-s3-demo-logging-bucket/AWSLogs/123456789012/*

ZERESXE
RNTEmEEeN | BEEABEN S3 F#A ARNs,

- ERATENRFERE , MANXE S3 F##E ARN.
- ‘¥ S3 k@ ARN KYIK /= ID #72o
« {EZ07E S3 176 ARN WIKF ID Bf 0 ERBEARF (*) -

bR FHEREE | A8 Amazon S3 #0 ( 41 Amazon S3 #2#|A T AWS CLI &5 ) HEMF6#
FESRBEH INE S3 FEH.

Console
RN R INE S3 7648

1. ¥TFF Amazon S3 ##|& , MuLA https://console.aws.amazon.com/s3/o

2. EBREFEBNBHUTAREFMAEERE.

3. i%4% Permissions ( (PR ) , AFi%$F Bucket policy ( FZff@KEL). Edit ( %8 ) -
4. BEFEFHERBEBURTARENR,
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https://console.aws.amazon.com/s3/

ELB NARFARSEE
5. ERFREFEER.

AWS CLI
RN BRI INE S3 648
£ M put-bucket-policy I8 F. LA , FEEEESRFIIEEN json XHH,

aws s3api put-bucket-policy \
--bucket amzn-s3-demo-bucket \
--policy file://access-log-policy.json

I3 BEEEAR
ERANTERREBEEAS , MUHRA ST HERE S3 FHf.
ER

FERBLITURRE | THAEARNER , FESFMMNE 2 THRERNEEERE, MREE
& , WA TS EFRFHE “AWSLogs”.

EEEZBERN S3 FHER

EMRERERTERBTNEFRER  FRABLERAEERS, BN , MRE-NMINFEBEHHM
FIENFETERE , EREETHANFH#ETCEN , ELB TRSFENABIIERNERALEE
AN HIFHEE. AWS K

Console
FREEARE
1. $TF Amazon EC2 ###l#& , Rt Fhttps://console.aws.amazon.com/ec?/,
2. ESmERF  ERARHSESE.
3. ERLNARESERINEMUITAHFMAEERE.
4. ERMEDFL , EREE.
5. NT&#E, BRAEZEEE
6. XF S3URI, A BENHH S3 URI, ZIEEMN URI BURTFEREFEHER.

« HHEBRH URI : s3://bucket-name/prefix
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https://docs.aws.amazon.com/cli/latest/reference/s3api/put-bucket-policy.html
https://console.aws.amazon.com/ec2/

ELB R AR RIS
o AT BIZRM URI : s3://bucket-name
7. EBREENR.

AWS CLI
BREZER

# A < B MM modify-load-balancer-attributes & %o

aws elbv2 modify-load-balancer-attributes \
--load-balancer-arn load-balancer-arn \
--attributes \
Key=connection_logs.s3.enabled,Value=true \
Key=connection_logs.s3.bucket,Value=amzn-s3-demo-1logging-bucket \
Key=connection_logs.s3.prefix,Value=1logging-prefix

CloudFormation
BREZEEX

EFHAWS::ElasticLoadBalancingV2::LoadBalancer& R A S &KX E 4.

Resources:
myLoadBalancer:
Type: 'AWS::ElasticlLoadBalancingV2::LoadBalancer'
Properties:
Name: my-alb
Type: application
Scheme: internal
Subnets:
- IRef subnet-AzZ1
- IRef subnet-AZ2
SecurityGroups:
- IRef mySecurityGroup
LoadBalancerAttributes:
- Key: "connection_logs.s3.enabled"
Value: "true"
- Key: "connection_logs.s3.bucket"
Value: "amzn-s3-demo-logging-bucket"
- Key: "connection_logs.s3.prefix"
Value: "logging-prefix"
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https://docs.aws.amazon.com/AWSCloudFormation/latest/TemplateReference/aws-resource-elasticloadbalancingv2-loadbalancer.html

ELB B AR A EER

HR 4 BAFEBNR

NENNFIIEREAEREBEE , ELB 2KIE S3 & H 012 — /N s 3 4 LAHS R 1768 18 R B& 8
TR, EALAEA Amazon S3 2 ARIERE S IEM A X 4. M XHFRRFHNEEAB
EXH; eREERER.

Wi ELB REELMN S3 FEEPaIE 7 Nt x4

1. 3TFF Amazon S3 ##l& , Wik R https://console.aws.amazon.com/s3/,
2. EREETRATEZASHNEERNAER.
3. SMEBMELXH ELBConnectionLogTestFile, (NEBEURFERABFEREIR,

s THBRWALE : amzn-s3-demo-1logging-bucketprefix/AWSLogs/123456789012/
ELBConnectionLogTestFile

« BRBEIBRWALE : amzn-s3-demo-1logging-bucket/AWSLogs/123456789012/
ELBConnectionLogTestFile
BB HEE
WMREEEFRRELE R, WENRERROT -

- FREBRBIRT ELB FEZASEAFFEBNNR, BINEERNRZXEERNFESRE.,
HWIARIR ARN EANFERENSLERAERASHEENFERBEVMER. NREEEAER
BERARIEENR , FHIAGR ARN TEE2RIR,

- FRBEATXEFNRS SR[IRMFET, ZEF#RLTEM Amazon S3 FEEHH (SSE-S3)

Mﬂ%fﬁﬁ*irJ\ﬁﬁ@T%m EE/U\

&R LARE B N BT @R A T%Elmo EEREEASRE , ENEEBSFE S3 FRBRTHRE | E
EERHEMBR. AXEZEEL , 52/ (Amazon S3 FHF'?aﬁ>> Ry, RENERFHESE,

Console
BHEREBE

1. 3TFF Amazon EC2 ##l& , it A https://console.aws.amazon.com/ec2/o
2. ESMERT , EEARHEESE.
3. ERZNAEHESNEMUIT AR FREERE,
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https://console.aws.amazon.com/s3/
https://docs.aws.amazon.com/AmazonS3/latest/userguide/creating-buckets-s3.html
https://console.aws.amazon.com/ec2/

ELB NARFARSEE
4. ERM®RIFLE , ERERE.
5. WTME , RAEZAR,
6. ERFRFER.

AWS CLI
ZJL_* % H O

{# A modify-load-balancer-attributes &4

aws elbv2 modify-load-balancer-attributes \
--load-balancer-arn load-balancer-arn \
--attributes Key=connection_logs.s3.enabled,Value=false

Health &EHBHE

ELB REZTRARERE , ATHREXIMEFNSTRARERSHEAREE , 2BETRR
KREXRMNAMER, XiF EC2 34, IP it M Lambda B BN ESTRIRER L. 8NMEE
FEMIETRRAREFRKXBE R ERE, HERE, Birtit. B4 ID. RERSMNERRABEE
B BUMEAREETRARERERDTERSBITIRORER, BRESTRREH#EREB,

Health check BER —TAEDIEE , BRIAER T TERARS. AAEYERERAZTRIRERE
J& , ELB 2R BEHTEENER X HZHELZIEEN Amazon S3 F#EEF ., B LBEREZBAETT
RREEBRR,

BREER Amazon S3 X{FF@EHEA , (EFWE ELB ¥ A E X4 X% E| Amazon S3 FRfE AR T 5%
. BXEMEREANEZESR , 5 Amazon S3 Efts

AEN

* Health & AEXH

* Health check H&% B

- Rl BEXEB

- BEHEEHEA

« REFTRARE BEXH

7 Application Load Balancer @ Bz TR E A &
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https://docs.aws.amazon.com/cli/latest/reference/elbv2/modify-load-balancer-attributes.html
https://aws.amazon.com/s3/pricing/

ELB B AR A EER

% H Application Load Balancer Hiz{TIRR € E B &

Health ¥ 2 B &34

ELB 8 5 2 HABNAREEHRTRRAMN —XAEZEXH. SEREAMERIASIERIBE TR
PHBTRARERR (FlW, 858 ) i, ABEERAILUER —HERAZESNMEE,

BT E BER XFBER L TN

bucket[/prefix]/AWSLogs/aws-account-id/elasticloadbalancing/region/yyyy/mm/dd/
health_check_log_aws-account-id_elasticloadbalancing_region_app.load-balancer-id_end-
time_ip-address_random-string.log.gz

bucket
S3 FHERM B .
prefix

(A ) FRBNEIR (BBRRAEN ) . EEENINRFFESFHE AWSLogs, BERMES(E

B, BZRAEANZEENR.
AwWSLogs

Bl SEENFEBEE MM TR ERM AWSLogs Tk XHEER S .

aws-account-id

B &M AWS K 1D,

region

HEIE RN S3 FREAMENXE,
yyyy/mm/dd

£ BERN B,

load-balancer-id

NEPERBRIR ID. MRFIR ID T SEMERML (/) , FEERMTHERANTR ()0

end-time

HARICKAIREE R B HARETA, Hlan | £3RetE 20140215T2340Z 2 &7 UTC A&f1A ( BlE &t
|8 ) 23:35 f 23:40 2 A X HHERBNEKE,
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/using-prefixes.html

ELB B AR A EER

ip-address

ABERNAFRESRT AW IP ik, N FRBAFEESS , X8 IP #it,

random-string

REERNBEIZT S,

TR/ R &R BEXHE R

s3://amzn-s3-demo-logging-bucket/logging-prefix/AWSLogs/123456789012/
elasticloadbalancing/us-east-2/2022/05/01/
health_check_log_123456789012_elasticloadbalancing_us-east-2_app.my-
loadbalancer.1234567890abcdef_20220215T2340Z_172.160.001.192_20sg8hgm.log.gz

s3://amzn-s3-demo-logging-bucket/AWSLogs/123456789012/elasticloadbalancing/us-
east-2/2022/05/01/health_check_log_123456789012_elasticloadbalancing_us-east-2_app.my-
loadbalancer.1234567890abcdef_20220215T2340Z_172.160.001.192_20sg8hgm.log.gz

AEXHANEFERPFEEERNE , FIEEATLEN Amazon S3 £ BN B3 7845
MR BEX . BXREZESR , 55H (Amazon S3 AFER) FHXREGEHEE,

Health check H& % H

ELB EXBREITRARESR , SR ZABGERNABEEIMBEINAMER. S MAEFEH
EXUEM B RRITHENMSITIRIRELE RV FHAER.

ES
Eﬁﬁﬁﬁllftﬁ%

B

TRERFH#HRTZTRARERTRENFR, ERAEKRIRBAEFZR. MIFHZRE , RMN&F
HAMBBSRENKRR, HRIMNERRHFFRN , BARSHEZFERRH OB —MANE
5 FRBRAESHEMEENERE —NMEERNFRZEFL  AERNABHZREEN B SH#
o
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ELB B AR A EER

FE(LE) 15 BA
type (1) BITRRAREERIGEZNEKE, AENENT (PREFAEAME)
- http--HTTP

https--Bd TLS B HTTP
h2--EF TLS 8 HTTP/2

* grpc--gRPC

+ lambda--Lambda BK%K

time (2 ) S EREHETRARENT AR , #X8 1SO 8601,

R (3) EREHETRRREFRAN SR (AW NEN),

B Fritbit (4) BARH IP #3t MmO , XA IP: w0, MRBFRE Lambda BE , MR
Lambda # ARN.

HAREF4A ID (5) 5B FRRERR B FRAR B o

RZ (6) BT EAVIRAS. PASSHIRETIRRAKRERD , NEERN. ETRR
KEXRWE , ZEN FAIL

R (7) M BRI EIZETRR R EE R GRS,

RRERE (8) MBZETRRRERK , WABWERR, E25 HRERNE.

HixRRARE

MREFSITRARERN , ARBERFEZTRRARERTFIEERATRERB 22—,

AR 15 BA
RequestTimedOut Health # &5 1% SR 7E 4300 5 A & B

Connectio BT TCP iFE#EZ=RBAT , Health 2 kK
nTimedOut

ConnectionReset HTFEEERE | Health REXK
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(8T

ResponseC
odeMismatch

ResponseS
tringMismatch

InternalError

TargetError

GRPCStatu
sHeaderEmpty

GRPCUnexp
ectedStatus

R BEZE

LTREMTRAREREFZFBENTRA, FIER , RINEUSTERER , XRAR

458

BT R EF RAEEI HTTP RSN
1B 5 SRR T i

BfREMNBNEXFEE BHREASTRARE
BETEENFFH

NEB AR ERREIR

Target £ R TR R EIF KR ETIRE 5xx £5
IE

GRPC BflRiE —N&BEM grpe-status #x
sk

GRPC B #RAE I grpe RIS 1718 K

BLTRERAETRARER BESRE R,

NTEHEEE,

http 2025-10-31T12:44:59.875678Z ©0.019584011 172.31.20.97:80 HCLogsTestIPs PASS 200 -

UTREBITIRAREXRMNREBEERE,

http 2025-10-31T12:44:58.901409Z7 1.121980746 172.31.31.9:80 HCLogsTestIPs FAIL 502

TargetError

B iE A S fE A
B ELB 3§ B AL B S3 A BEREEA

&£ A Amazon S3 E4&%1, ELB

FPutObjectCreateMultipartUpload, H POST X 54F H FH42%£ E) Amazon S3, AEREWEIFTE B

SEMEA  FERETESMAREXNROESH.

BREZER

2% {Amazon Simple Storage Service AF1EFE) FH Amazon S3 SHEH,

T~ BE&E
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https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutObject.html
https://docs.aws.amazon.com/AmazonS3/latest/API/RESTObjectPOST.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/EventNotifications.html

ELB B AR A EER

REEITRARE B &

BITRARERSENHEES, MRETHXEXH  NATNHAITHRESRERES

MBEAMIE EEREER , MAREERTUERTERELEN BEXH (LA GB FEM), BETEE
ToEE ALK line-by-lineb BNtk KREMEKIE, Hit , BAIE X MFERAREATHLERRAS RN D
IR, fltn , BuLERALA T TERS ML EZTRARERR :

« Amazon Athena 2 — R BERXEIHRS , HEFEARAE SQL 24 Amazon S3 B EIE,

 Loggly

+ Splunk

« Sumo Logic

4 Application Load Balancer B AT ERE

NABHERERAZTRARE RS , MFUEERTIERFFFHE B EN S3 FREBNEN. FE\
HMEBERT ELB B AT AV PRAY 7 48 5K BE

5

- B 1 I3 S3 M
HIR 2 REREEFINE S3 1718 4%
]R3 BRESTHRRIRERE
SR 4 - HINFEBRR

=l
]
s
s
73

FSIR 1 Bl S3 FHAE

BREMTRAREREN , XTANBETRIKRERTIEE S3 FER. EUNUERAENFER , B
BEZEATETRARE RSN F#EE, FEBLIVAZATER,

ER

- FRBLANTERESEHRERNXEHR, ZFFE\ENASEEERTHEIENKS AR,

- H—XFHRFERIRMBIETIZ Amazon S3 IEE 4] (SSE-S3) BEXEZEER , 55 H Amazon S3
REWMZEZ4 (SSE-S3).
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https://www.sumologic.com/application/elb/
https://docs.aws.amazon.com/AmazonS3/latest/userguide/UsingServerSideEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/UsingServerSideEncryption.html

ELB NARFARSEE
£/ Amazon S3 12%| & 83 S3 FM.

1. FTFF Amazon S3 #£#lA , MikA https://console.aws.amazon.com/s3/,
2. i&#E Create bucket (BIE1Z(EHE).
3. 1£ Create a bucket (RIZE7FM M) WL , ITUATRE

a. NTEMBEN , FRAAF#BNBM. WRIAE Amazon S3 NFATRILAE FMMEE P LM
ME—. AREXE  ARRNERBENBEEMRS, BXxEZES , 2/ (Amazon S3 A
FiErE) R FEERS.

b. XF AWS XiF , EREHPCIE AT E TN X,
c. XFERINIMZ , % Amazon S3 EENF4 ( SSE-S3) .
d. &EZR IEEFMME

SR 2 RFRBEMIINE] S3 FHEHE

54 S3 BRAAMBEEHAER  ZEKET ELB BEFRRRE A EEATHBIORER. 26
REME JSON FANES , XEFALUBRNERESHRE , ATNEREELHIRE. MG
HAFEEXEMURNER L2 —RIITE,

MREEANREMMRBENIBFETE , NI E ELB ST RERE BERNEURFMEI KR, M
RIEXFEM , BINBWETEERNNRE , UBAREIIERATEERREFERURIEITRIKER
HEHAF

Tr il M SR B
SR O IEEN B SEAERSR TR,

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexvice": "logdelivery.elasticloadbalancing.amazonaws.com"
},
"Action": "s3:PutObject",
"Resource": "arn:aws:s3:::amzn-s3-demo-bucket/prefix/AWSLogs/123456789012/*"
}
]
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https://console.aws.amazon.com/s3/
https://docs.aws.amazon.com/AmazonS3/latest/userguide/BucketRestrictions.html

ELB B AR A EER

X F Resource , FEARHIKREHE RNIEN , M AR BEMEMEN ARN, BEAE S3 FMAF
ARN BRI ES S5 ZABYER[FAEKRFHNIKS ID, XEAUBRIAGREBIEEKF N HREY
BT REFiF R BEEB A S3 125,

EISEM ARN BHURTFEBRBITRIELS R 3 i AHR BERNEZSTIR.
W RIZRM S3 FEHE ARN R4l

S3 FE @B FRHR amzn-s3-demo-logging-bucket , BIZ& A logging-prefix.
arn:aws:s3:::amzn-s3-demo-logging-bucket/logging-prefix/AWSLogs/123456789012/*

AWS GovCloud (US) : LA RHIER AWS GovCloud (US) Regionsfy ARN i&3%o

arn:aws-us-gov:s3:::amzn-s3-demo-logging-bucket/logging-prefix/AWSLogs/123456789012/*

T IR S3 4 ARN RAI

S3 F#EE RN amzn-s3-demo-logging-bucket, S3 174 ARN & BRI ZREE 2 -

arn:aws:s3:::amzn-s3-demo-logging-bucket/AWSLogs/123456789012/*

AWS GovCloud (US) : AT R~HIfEA AWS GovCloud (US) Regionsf#y ARN &%,

arn:aws-us-gov:s3:::amzn-s3-demo-logging-bucket/AWSLogs/123456789012/*

REFHEBRE

BARl , 3TF 2022 £ 8 Azui Al AN XE , RNFE TR , Wi XEEN ELB K/ &R TR,
LEIEMRRBEMAZ 2, BRIMNBVEREB RN LRMMRE. SRNRERBE , BT UREER
IBAREREE (AL RETR ) o

AT RS IDs IAHMKFPrincipaliSEMN ELB K Bt S #, #EE  FELFIRTFHRETFLE
AR

- ZERI (FHERILMILEP ) — 127311923021
- ZERI (BZBEM ) - 033677994240
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ELB NARFAEI9ESR
- XEFEE (JLMFIERIL ) — 027434742980

- EETED (BRBNM ) - 797873946194

« JEM ( FEZ ) - 098369216593

- WAMR (B ) - 754344448648

- WAHK ( HEME ) - 589379963580

- WA#K (EX ) - 718504428378

- WAHK ( KPR ) - 383597477331

- WAMK ( HR ) - 600734575887

- WAHX ( FHIHK ) - 114774131450

- WA#IKX (ESE ) - 783225319266

- WAMK (FRE ) - 582318560864

- MNEAX (I ) - 985666609251

- BRI (EZTEAE ) - 054676820928

- B ( BR ) - 156460612806

- B (463 ) - 652711504416

M (K2 ) - 635631232127

- BUM ( B ) - 009996457667

o BN ( HTEBEF/REE ) - 897822967062

. HIZR (B ) - 076674570225

- MEMN(RRT ) - 507241528517

- AWS GovCloud ( £EZ%EB ) — 190560391635
- AWS GovCloud ( EE#EEP ) — 048591011584

X

Outposts X1

T REEEIEER B SEERSZRTNR, FIRBEA T Outposts X1 8y A9 E 27,

"Effect": "Allow",
"Principal": {
"Service": "logdelivery.elb.amazonaws.com"
},
"Action": "s3:PutObject",
"Resource": "arn:aws:s3:::amzn-s3-demo-bucket/prefix/AWSLogs/123456789012/*"
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"Condition": {
"StringEquals": {
"s3:x-amz-acl": "bucket-owner-full-control"

}

X F Resource , ¥ AR B EAEMLER ARN, ESHE S3 78 ARN WRIRERES , 281%
NEIGEBRAEKSHNIKS ID. IFTUBRIABREEEKFNAREGERTEFIRBEEA S3
M.

BIEEW ARN BURTERBITNESRE 3 A5 AR BERNSERR,
TR S3 FEHE ARN R4l

S3 F B MR amzn-s3-demo-logging-bucket , BIZ& 7 logging-prefix.

arn:aws:s3:::amzn-s3-demo-logging-bucket/logging-prefix/AWSLogs/123456789012/*

THBIRE S3 448 ARN Rl

S3 EEE B N amzn-s3-demo-logging-bucket, S3 1Ff&#8 ARN H& B RIERZ 2 -
arn:aws:s3:::amzn-s3-demo-logging-bucket/AWSLogs/123456789012/*

LZEREXER

NTHEBEREM | BEABEM S3 FHEM ARNs,

- ERATENRFERE , MAMNXE S3 F##E ARN.
- ‘¥ S3 k@ ARN KYIK /= ID #2 o
« {EZ07E S3 17 ARN WIKF™ ID Bf 0 ERBEARF (*) -

BB ERIEE |, £/ Amazon S3 #0 ( #l41 Amazon S3 #4|A = AWS CLI &% ) B 176
FESRBEHT INE S3 FEH.
Console

FHEN I BRI IR S3 6@

1. 77 Amazon S3 ##|& , MHuLA https://console.aws.amazon.com/s3/o
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ELB B AR A EER

2. EREMENBEMUITAREFEAEETE,
3. %4% Permissions ( fXPR ) , AFi%$F Bucket policy ( FZff@EKEL), Edit ( &%) -
4. BHEEBRBURTAENR.
5 EEREEI.
AWS CLI

FHEN BRI IR S3 F6E4E
£/ put-bucket-policy i, FEHRHIP , FEBRESRFIIEEN json X,

aws s3api put-bucket-policy \
--bucket amzn-s3-demo-bucket \
--policy file://access-log-policy.json

SRI: BERTRAKRERR
FEANTERRBEZTRARERS , JUHR AR RBAN S3 76448,
ER

FHBSIHERE 1| SHAERNESR , HEXLTMMNE 2 SHAERNFEBRE, MRIEE
&, el BT BIEFHFE “AWSLogs”,

EEETRAKRE SN S3 &N

ERBRASTRRAREBSEENFHEE N , BELEASTRARERS, BN , MRF -/
FREEAMEENEMNAMENEERAERE , ERELETHRENFTCEN , ELB AR EN AT
HRANSITIRAREBSEARXNMNIEERE. AWS K/

Console
BHEITRAREBRR

1. 3TF Amazon EC2 ##l& , Wit Jhttps://console.aws.amazon.com/ec2/o
2. ESMERP  EERARBESRR.

3. EREMNABHERNBMUITAREFAEENE,

4., EREMETFL , EFRE.
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https://docs.aws.amazon.com/cli/latest/reference/s3api/put-bucket-policy.html
https://console.aws.amazon.com/ec2/

ELB B AR A EER

5. XFi&# , BT Healt h Check B,
6. XF S3URI, A BEIHER S3 URI, BIEEMN URI BURTELESFEHIE.

- AN URI : s3://bucket-name/prefix
« RNTEHIZK URI : s3://bucket-name
7. BEBRREFER.
AWS CLI
BHETRAKEBRR

& A < B MM modify-load-balancer-attributesfi %o

aws elbv2 modify-load-balancer-attributes \
--load-balancer-arn load-balancer-arn \
--attributes \
Key=health_check_logs.s3.enabled,Value=true \
Key=health_check_logs.s3.bucket,Value=amzn-s3-demo-1logging-bucket \
Key=health_check_logs.s3.prefix,Value=logging-prefix

CloudFormation
BHABETRARERRE

E#HAWS::ElasticLoadBalancingV2::LoadBalancer& R A2 &KX E 4.

Resources:
myLoadBalancer:
Type: 'AWS::ElasticlLoadBalancingV2::LoadBalancer'
Properties:
Name: my-alb
Type: application
Scheme: internal
Subnets:
- IRef subnet-AZ1
- IRef subnet-AZ2
SecurityGroups:
- !'Ref mySecurityGroup
LoadBalancerAttributes:
- Key: "health_check_logs.s3.enabled"
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Value: "true"
- Key: "health_check_logs.s3.bucket"
Value: "amzn-s3-demo-logging-bucket"
- Key: "health_check_logs.s3.prefix"
Value: "logging-prefix"

HRR 4 BAFEBNR

NENABIERBEASTRAKRERSR , ELB 2KiE S3 fF# R H 012 — N XA LU R F 6
REEEEFRENNR. EALAER Amazon S3 #2H| A RIER B S BN 4. MIXXHRZRERH
BITRAREREXMH ; EFEERHIER,.

WiE ELB RRELM S3 T\ aIE 7N x4

1. 3TF Amazon S3 ##l& , Mt https://console.aws.amazon.com/s3/,
2. EREANETRAREHEEENFERNAEN.
3. SMEIMLXH ELBHealthCheckLogTestFile, (NEBRFERBFERHTR.

s HEHBIRWALE : amzn-s3-demo-1logging-bucketprefix/AWSLogs/123456789012/
ELBHealthCheckLogTestFile

s RERBRWALE : amzn-s3-demo-1logging-bucket/AWSLogs/123456789012]
ELBHealthCheckLogTestFile

RIEAHEE
MREERHRIFIELE R , NATENRENT :

« FHEBRETRT ELB AF#BEASTRARE BSHRR. BIAEERHNR1ZXEERL 7
BEM, BWINGRARN FANEFEEBENELERAZTRAREBSHNEENFHBEHMEE.
MREEBASTRARE BSRIEENR , BHEIAKIR ARN TEE/R.

- FEBEATZENRSSH[IRMBIET, ZF#EXMER Amazon S3 HE#4A ( SSE-S3) .
£ H Application Load Balancer BiE{TIRARERE
BRI N ZANSEHRENETRARERE, BRAETRARERERRE , BENETRAKRE SN

REEE S3 FHMT , BERFEMR. AXESER , H5H (Amazon S3 AFER) HHE]
B, RENEHAFER.
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https://console.aws.amazon.com/s3/
https://docs.aws.amazon.com/AmazonS3/latest/userguide/creating-buckets-s3.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/creating-buckets-s3.html

ELB B AR A EER

Console
EHZETRARERE

$TFF Amazon EC2 #4#|#A& , Wit A https://console.aws.amazon.com/ec2/,
ESMERSD , ERARHOER.
ERENABIERNEHRTHFEFAEENHE.
ERMIETF L | EBRE,

NFE , iHXMH Health ®REH K,
ERREFEER,

o

2 e

AWS CLI
ZRETRIRERE

# H modify-load-balancer-attributes %o

aws elbv2 modify-load-balancer-attributes \
--load-balancer-arn load-balancer-arn \
--attributes Key=health_check_logs.s3.enabled,Value=false

&R Application Load Balancer Y BR Ex

HAHERIMNE P IRZREEMNMERE , ©RFRMHER X-Amzn-Trace-Id #73k , R BFZER
FIEEIB PR, ABIGEERAM B AR [ R AR S5 SR A 72 th o] BUR DNk B R b AR Ko

A A E R IRERRIRER HTTP B3R (MNEFPIREI B R HAMRS), MREBSABR AL , MFiE
& X-Amzn-Trace-ld FR3kHI AR, BXEZER , 5K Application Load Balancer 518 H &,

A

X-Amzn-Trace-ld ¥rkBEFE AL TR FE -

Field=version-time-id

FER
FERHNEM. XEFNER Root M Self,
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https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/cli/latest/reference/elbv2/modify-load-balancer-attributes.html

ELB B AR A EER

MABRFAAHETEEBENRANERETR, ARSERFREILFER , BF2EREN.
JITES

MRAS, ZERN 1.
RS [

ML EE (AYERTR). ZENKER 8 U+ ARHEHHF,

REFRIRFT. ZENKENR 24 N+ AHEFHF,

il

WMRE AN FERPAEFE X-Amzn-Trace-Id #rk , MHFGERLEK —NEE Root FERAVFRL |
REBERZER, i

X-Amzn-Trace-Id: Root=1-67891233-abcdef012345678912345678

MR X-Amzn-Trace-ld #:LEEHBEEE Root FE , N AFHEGEHSRLHRAA Self FB& , ARBHEX
ZiER, Bl -

X-Amzn-Trace-Id: Self=1-67891233-12456789abcdef012345678;Root=1-67891233-
abcdef012345678912345678

MRMARFARMT EBE— Root ZRA—NMAEXFEMNIR. , NAHBSERFREIFNFZERHA
\A— Self ZBR , RRBHERZIER

X-Amzn-Trace-Id: Self=1-67891233-12456789abcdef012345678;Roo0t=1-67891233-
abcdef012345678912345678; CalledFrom=app

R X-Amzn-Trace-ld FRAFEHEE Self F& , MAEYEESELRH Self FENE.,
PR &l

- BESEHSEZERIEANERSERRL |, MEREK SR A3 1TEH.
o MR HTTP #R:3AARF 7KB , NIH1HHYER[HEERE ST S Root FEEM X-Amzn-Trace-Id #r3k,
« {#/ WebSockets , 8 REEfE AR B R Ih 2 Bt TR IR
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ELB B AR A EER

¥t Application Load Balancer # 1T # EHEBR

IR EEEHBIE#E RS Application Load Balancer #85<#9 R &,
(7] &

« BEMEFRARL T AT ARES

s BEPIRFEEEIIEM Internet AT EIRR

- AESIESRTEBRRIAR B E UFEER

o REB R EIE SR HTTPS E3RIRE“NET::ERR_CERT_COMMON_NAME_INVALID”
- NEIGERE RV ENEREK

- B HEER AN {EFS 000

o MBIWERRENK HTTP £HiR

« BFRER HTTP £1R

» AWS Certificate Manager if $ 74 1] F

s AXEFZITIRX

- FRBRMEHEREREBRNER

« X BRI RR 1T R HERR

EM B PR AL T A RS

MPEFMEA InService REFLAWHABUTS , NEAFRTELTLBLETRARE, EHE
FARLTFARRS , RIFBU—RETRARE. BXESEL  WEH QAR ARYESEEHA
WETRRGE

WIAEHNEZPIRBIZTRARE , REREITRA :

HIHIm

ZELAR AR

ERFIRBRN T2 EMMAVREABIERNEASTRIRER O MS TR EN AR
B, BuLAXRAREARMN—MUNUATREABHERLZEANTERE. AHBERNZ
LA WBRAVFRAKLIRRE,
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ELB

R & ipEEH SR (ACL) TR RE

B AR A EER

SXFIHFRREKAME ACL AXAMATEITRARERD LW AMRE , ARG KO
(1024-65535) LM HILRE., SEMFITERT SN FMREKH M ACL L5 A VF I Etim O L/
AURE , MRETRRKREROMIGRwO LM HERE,

ping BBEFFE

BEBZTIRAREN B HNERRIEENRN ping BBE,
T 13588 Y

B, RIIERBRMEMABIANALSE IP it NS TR EMNEREMNMEPEES B IR, MRE
TRERE  EREXVIRERISERR , HHSABRFMB BHRE (MREKICHMIEELY), 20
RETLUERE  NESTRAREBRHRZA , BN AR, AETRARELEER
BREHRR , HEFRETRARERE.

B #RoRIR = A% 2 e B2 4K #S

BMIABRT , BIRE5 200 , BEETUEREREESTRARENEEHR ARG, BIAAE
BERAMFBNAINRG , ARNARFEEEN EKIDREXLERD,

BRI BB RN E EED B AR HE

RIFZPNARFRAUUNARIERNETRARERRMEME, RENARFEEHRT
FHNmMEBEF sexETRRREMEMA , Fl R EHTEMNENEE T e ARSESLEN
HTTP ARk mE, EVARAEIEBFNTAE IP it , FRAEABRIAGOMNKNETRR
MEERO, WREREARINESTRARERD , WENIRKERETEBRNIE P i,
Bl MR EFRNFLE IP iR 10.0.0.10 BETRRKEHRON 8080 , MM HESEHES
TR ERKIER HTTP EHARLHA Host: 10.0.0.10:8080, MR BFRHIFE IP ik
10.0.0.10 BiETRRREIROHR 80 , MAFHEREETRRAREDRKIEN HTTP EHIRk
7 Host: 10.0.0.10, AJEEFEEHTELENEERBAIIZEN , REEFEARINEETBERK
N NARFHITETRARE. STRAREEREBLUTEX : ¥ User-Agent i& & ELB-
HealthChecker/2.0 , BEMLAFEBRNITRIEFANFY CRLF , BirLEE—NETLLLE B
38 CRLF,

P i/ EERZE|EMD Internet Y A8 15885

MRABIGERAREABER , FREUTEE :
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ELB NARFARSEE
IEHYEI[E Internet W ABISERCEEIL/ TH

BRRMANEIIERIBELEFM. B FME—NEME Virtual Private Cloud (VPC) B Internet
P < 9 8% H o

ZLAFME ACL FAFRE

AEITE RN T2 EMABITE R TN EMMNE ACLs BULM AR BT F iR AMREUKRE
ORI Rt ABDACIE= b o s )ik — 8

MBI TR W A X R B E B iE K
MBASIIE BT A B AR B E RN ER | ERELTHS -

B E S & AT N B9 EER P it
» RS TTRERIABE SRS BTN BN P ki,
* Linux, macOS = Unix - Al A EL i EA dig w8 H. Ex.dig example.com
« Windows — BRI A EG TR TP FEA nslookup 8. Ex.nslookup example.com
- EAGRTITREBIAAEISE SR DNS BTN A 1P ik,
- EERAANMRMENE R, IP it BHITE,

WMREA Route 53 IEELMBENE , 5% (Amazon Route 53 F A ARIERE) FHEAEE
Internet LA A,

KA EFIGE M HTTPS iBERIR
E“NET::ERR_CERT_COMMON_NAME_INVALID"

R HTTPS &R EIR B 71 839#785/ NET: : ERR_CERT_COMMON_NAME_INVALID , H&EFLTH
BENER :

« HTTPS BRFAEANHEEE ACM IE BRI P EEN A BT T,
- EEFEARBIGERAIRKIA DNS B, ToEMEMRIA DNS BFAH HTTPS B3R , RATLENA

* _amazonaws .com HiERABFIEPH,

NEEERTERRAIZE B E ENER 354


https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/troubleshooting-domain-unavailable.html
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ELB BAEF AR
N ERE RN EREREK

nESEHRITELEREN T XREE M.

- MREHE AWS WAF #9 Application Load Balancer <BkH B&E Fim &KX T HTTP POST &R , M
KIE POST EREVEIEMY A B G I BRFE Sa 215785 15 A H &MY request_processing_timeF B
F, ITRANTF HTTP POST ERE2FATEAN.,

- MRREE AWS WAF #9 Application Load Balancer X8k , H A& Fim&iE T HTTP POST #3K
N &% POST ¥ REVERIE R B (B R AR E A B I9 #2815 IRl H & target_processing_timeFE
F, WITRXTF HTTP POST ERERFESTAHIMN,

M E 9 H28 &IE | B R 000

£/ HTTP/2 E#e |, RBE —MEEREHAVIERBUET 10000 , MR HEB[F LE GOAWAY
W HEA TCP FIN XiiEHE,

MEIGEER AR HTTP 1%

BUR HTTP 8RB AEIE R ER. AFIERT HTTP RBREIEFE , FERREEHFHAE
FH &I HTTPCode_ELB_4XX_Count = HTTPCode_ELB_5XX_Count $E#x.
iR

« HTTP 400 : $iRiEXR

« HTTP 401: RER

« HTTP 403 : Zi-i5H

« HTTP 405 : FAVFHEE

« HTTP 408 : i&RiBrd

« HTTP 413 : ERAE I K

« HTTP 414 : URI K&

« HTTP 460

« HTTP 463

« HTTP 464

« HTTP 500 : AZBRFEEIR
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ELB

B AR A EER

« HTTP 501

. R

HTTP 502

- TR

« HTTP 503

RS T AT A

HTTP 504 :

SN LN

« HTTP 505 :

T FFRA

HTTP 507 :

FHREATE

« HTTP 561

R

« HTTP 562

- JWKS 53R kW

HTTP 400 : &ixiE3K

AEENRER :

« BERWmAENEREREIR , TS HTTP #5E,

o FHERFLBE T EMNERIT 16K, BANIRK 16K BN F
s BRIRERETENBEREXZEIRA T ERE,

KRRk 64K RYBRHI,

HTTP 401: REMN

BEFMTREANEENNAF#THORIE , BHIATIIERZ—

« 2% OnUnauthenticatedRequest BLENIELE RZLFHRIFMAF D IdP L 1HE],
 |dP REIMNFRAKNEH T AESERZIFHRAKN,
« BFHERT —AMNTHENARKE HTTP/1.0 Bk , H B AT ERREEREER URL,
- BFERETBEAREE ID T,
s BRERFHBFENIBZATHERIRE. BXEZEER,
- ATFUTREZ— , JIWT S4RIEXK :

o BHERBMDBENIRL, (JWTHeaderNotPresent)

s BRANTHEERNLTH. EUATERTHRELSRKEXMER

 Token B RFRDLIET D ( Rk, BRARILR )

R HEE AR
- A EETENFHRIERE (Fla,

BFSRAE iR B FEE,

o PRl

“Basic” )

HTTP 400 : £iR#ER 356



ELB IR R 8
. BRRAEEERD SR
« BERBPEEZNTH (JWTRequestFormatinvalid)
- THEERIUEAK, EUATERTARESREXMHER
- LERER
o NEATHSTTERIR N FRBER
- NEAKNDEFR 2K
- THEATKENEEZ#HITEE
- TP KID FFET JWKS imRF () IWTSignature ValidationFailed
o JWT RDBIUEFAEMNRE, (JWTClaimNotPresent)
« IWT FEREMNEASEENEERN TR, (JWTClaimFormatinvalid)

SN

HTTP 403 : Z1E15[A

IBBLE T AWS WAF Web 15832415 (Web ACL) R¥ #3188 Application Load Balancer BJi%
R, ZFIRM L TER,

HTTP 405 : A REW FE
EPimER TRACE J53% , M Application Load Balancer X #5155 5%,
HTTP 408 : & 3K A

ErimEZWBEM BRI R AIEBIE, K& TCP keep-alive N2FHLE MR, FEEANZEMRERHIT
EZHREZED A ANFIHRE, REFEENZRENBKE,

HTTP 413 : EXAE I K

AIREMV R -

« H¥R=Z Lambda B , ERIEXES 1 MB,

o BERIRLEE T EBMERIT 16K, EAMRL 16K HEMERIRL 64K HIPBRHo
HTTP 414 : URI K&

FR URL HEHRFRHFRSHI K,

HTTP 403 : 21159 357



ELB B AR A EER

HTTP 460

NHBERWETREFSLRPER , EFFREZREN RS RAIFXA T SR EERNEE,
REZFRENHRETESABIERNZRENR. BREFERF RENHRZBIEESRR

HER |, SIFMEFinEe HIR AR ARG ER = AEN (MRE R FXER).
HTTP 463

AEIGERRE — NI E S IP 3ty X-Forwarded-For & R#rk, 1P #hut#y EBRF 30,
HTTP 464

NEBEHRWE -5 B RE P RAE BT RENE ABE RPN

ATRER R -

. BRLE HTTP/1.1 , T BFRAURE R gRPC = HTTP/2,
. ERHLE gRPC , M B HRAMARAR HTTP/1.1,
.« BERIMLE HTTP/2 , RFR POST , M BHRAMUIRAER gRPC,

HTTP 500 : NERARSS 2548 1%
ATEEM R :

« BEET AWS WAF Web 5 R1#2415I%R (Web ACL) , BT Web ACL BN at HE 45 iR
- AHHERELZEES 1P FEALAFRT AR 1P AFEELRT R TER.
« TiA IdP B9 DNS A A FF 4T,
- RIFZNATITERNRLERN VPC WMERE AT ACLs I iX &1 |UE 4T H 3k 77 ]
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