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FTARTRITERFE ?

FRIEZFHER—ARSMINBER I , F AT LA H E A X LIRSS M IR A B RN AR
HRAFERF B FRARTEAFEEL 2 FME, WE, NANBERG. SETEFHMEHHR
BEM , NEFEEMMIFERX (CI/CD) #HEX<#F. DevOps

FRIEEFHEBEUTRS

« AWS CodeCommit B —TE£EENRNBEFIRS , TIEENLE Git FE. B ERF#EE
£ AWS Cloud R T EMER A (03, RABM-HHXH ) . ENFREREFEENER
RRISHERNIE A EIEFK, SAUBINABHITERH BN EERKFHBHRADEE
M MELL 32 17 1 B P Y XD

« AWS CodeBuild 2—HZ£REENMHERS , IHFERE, T2l HMERTBRENN
#., CERETERATERARREESHMAIT SNHEREL R Apache Maven F Gradle S ET
B, G ER BENEIRE CodeBuild AFRESHWHEIE,

« AWS CodeDeploy2—ITE£XENIBERS , T BNHREIHBRTERS ( H120 Amazon
EC2 ) MBI At RSSES. AWS Lambda'® AI & B S RIEHE HFTIEE |, BRENAREFHEIREF
HIEN, , HECNARFNEH THE,

* AWS CodePipeline B —BUFSREMMFERNRS , TATER, THLMEIRTRAREAE
ML R, BARENBHELRTESENTEMERETERNEE. REEELNRATRERE K RER
BREZL , EEEHRE, WHANMIBBLENKBE,
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https://docs.aws.amazon.com/codecommit/latest/userguide/
https://docs.aws.amazon.com/codebuild/latest/userguide/
https://docs.aws.amazon.com/codedeploy/latest/userguide/
https://docs.aws.amazon.com/codepipeline/latest/userguide/
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An Example CI/CD Pipeline in CodePipeline

Source Build Deploy Manual Production
Approval
Developers Changes Built code is Code is
commit | are built and automatically Developer automatically
changes tested in deployed to reviews and deployed to
to CodeBuild | staging server approves for »| public servers
CodeCommit build project with production in after approval
repository CodeDeploy CodePipeline
L i
S’ !
[y~ ] IVamal
Devé?pers Customers
Changes, Ideas,
Updates, <] Requests,
Fixes Bugs

EUHRGIH , FERAREFRRET —NEEE , CodeCommit H R ERFF ZFIMEFF &t
IR, tAEDIE—NIEBIE CodeBuild REEMNZERTE , AATHERENE
CodeDeploy MR MEF~HRER, ATEERFIEN , Bt T —/NEE CodePipeline k1
M CodeCommit FFEFRMNE R, WEXEEHRHZT TR , BRI EFNLH KRB EEN
RS ER. BRNRENEMEBORINEIEE , UEERMRZFLESITESNR |, fIERIARN IR, K
hWERXLENRE , AN RTEEER , MRFE , WFHHEELRA#ITE, CodePipeline
£33 0328 RO 4L A Y AR R B B A 7= 324

XRAR—MEETA , HANAERATFATIEEGSPRMEN —NH SRS KB ETF KRG, A
NETRSHITEEKFRENER, SNERTEEMFRNRSNFZER , BESHME=S
TEWAWS £, BXEZEE , BZHRUTER .

+ CodeCommit: 7= & Fl iR 55 5 5%

+ CodeBuild: CodeBuild 5 Jenkins — 2 F

+ CodeDeploy: = m#l RS ERK

+ CodePipeline: 7= G #l iR 55 £ X



https://docs.aws.amazon.com/codecommit/latest/userguide/integrations.html
https://docs.aws.amazon.com/codebuild/latest/userguide/jenkins-plugin.html
https://docs.aws.amazon.com/codedeploy/latest/userguide/integrations.html
https://docs.aws.amazon.com/codepipeline/latest/userguide/integrations.html
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MRERFTRITEZHEPREN —THZTRSWHAFT , RNBWEBLXARATER !

« CodeCommit Al’]

« Al CodeBuild , B2 B4R

« Al CodeDeploy , 4 #

« Al CodePipeline , BBk

TR TEEFI SRR
& TRBEIAQEL T

- FAEIERFIATEBANEEEEINAE , WA LFEAZINEEIT I AWS CodeBuild, AWS
CodeCommit AWS CodeDeploy, FHHZE#H AWS CodePipeline, IttIhaEE BT K API, Bl AWS
CodeStar @A, B LAERBAINGERIREQAFBHNEXRTFHE., WEWB, BENARFNE
EFNEIEREENEHNES, BREESNSTHRBAF THRIFMEE. W8, SBHEELLRE
MWEH | NEMMEBIREXIRER SNt EERREELER. BXRESEL , FSH T4L=2E
2,

- FRIERHATE—MNEERE , BUUERHZNET AWS BREE=ARABRERMAREFXEKE
¥, WINREEBE M APl , AWS CodeConnections. A LAMERIEEINESE = HIREHFEET BN
EE, HEERRSHM AWS RS —EFA. BXEZER , B LR EE?,

TA=EA ?

FrEIERFAETHNEANDER—NBAEESE , ATiTH AWS CodeBuild AWS CodeCommit,
AWS CodeDeploy #1 AWS CodePipeline I E#, ©H BZHWAPI, Bl AWS CodeStar @41, &7
DERABAThERREQAFBHAEXFHE, WENE, FENAEFNEEFNEIEREENS
HHES. BAEERARBAF, THEFEE, WE, BBREELRENSH , UEMITEBRIEX
e , Al EE N EIEL IR,

A] LA FH 08 AN 52 AR R LB 1R 4E 2
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« EFJZIME + CodeBuild ¥IZ R IhF L W,
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https://docs.aws.amazon.com/codecommit/latest/userguide/getting-started-cc.html
https://docs.aws.amazon.com/codebuild/latest/userguide/getting-started.html
https://docs.aws.amazon.com/codebuild/latest/userguide/concepts.html
https://docs.aws.amazon.com/codedeploy/latest/userguide/getting-started-codedeploy.html
https://docs.aws.amazon.com/codedeploy/latest/userguide/primary-components.html
https://docs.aws.amazon.com/codepipeline/latest/userguide/getting-started-codepipeline.html
https://docs.aws.amazon.com/codepipeline/latest/userguide/concepts.html
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s FHHERBMEBIEREIZTIT. CodePipeline

BRI LR EBEA , UETAIH AITE T Amazon SNS =B A B F R4 b, S85E 7] SO L ThRE
AWS Chatbot £/ , H B %11%3% 3 Slack B8, Microsoft Teams &&= Amazon Chime Ml X ZE,

BHANIERERMTA?

HENZHFWER (HlmEdEE, WEDE,. NARFREE ) BEBANMNE , BAMELL1E—
Amazon EventBridge NSRS IEERIEENSEMH, BREMEXSH , BAANSFEHNLIZEIEERN
ZHN K B AREY Amazon SNS £/, XEBHRMITHESWBIBRXLEEAHMNBEL,
NAITT SR E B AN 2

B aEREH | F B REN —ESHAER :
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https://docs.aws.amazon.com/chatbot/latest/adminguide/what-is.html

FETAREA il
- EENBAANBNEH
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BAHMR-FEE , HHESBAXENFRAAEANTRPARESHNER. EALRERA , U
SRR (HIMHETE., FE. SENARFREE ) WA REEIZNEAAN , ElExEE
ENSEHFRER B FERf.

fYiEE AWS CodeCommit AIABRFEALERSTEAFSHER , SINE RAMN B FH it

iit, CodeCommit X FHAFERE , XEREREEIEMT IAM A€, FHIGHERRE () b AWS
Security Token Service Bk & A P RHMBZHNBEXNEH. AWS STSEW AILUFIRES IAM B P REk,
CodeCommit IR FEX L RLdisplayName , MemailAddressEBAARHP I ENNE, BXE
ZEER , BFZATNERFRLRMHEM T HEE CodeCommit,

/A Important
BHEEBETHENER  AIORERS, BBRES. EFERNABTNEEM]E &
ANINETThEERY , BANB AR ER, ENREHRETEK  BNEHREFTEFLMANM
Amazon SNS X HENBIR. BXEZEE , H2H THBANETNZ £,

i A
BRHMNZECIRN—H AWS HR , ATEEBAINZENBENER. TEX

- BIEBHNEY, XEFGETEERNSENH  BETRRRE, XBENRRREGTERESLE
RIE AWS CodeBuild, EF BB AEF AWS CodeDeploy, # AEEBEMAPRIZHE AWS
CodeCommit, AWS CodePipeline

- FEAREFNEIR, EHKRZSTUN—NMBEHAMEE 10 B4R

BHAMAMGEEMNRTENMIRTE., BBENAEF. EENFHE. BAANBRERAFELNR TS
o, AW SERRBF (ARNs), HHMERFEAENE— AWS XEIZBAMN, Flm , WREE
XERE (BB ) KEFHWERE  WELREXERE (#BXB ) XEFIZERBHAN,

RSN RIFREX 10 ZEBEHMM,

i
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W
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https://docs.aws.amazon.com/codecommit/latest/userguide/security-iam.html#security_iam_service-with-iam-tags
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CodeCommit , # EANEER UK 5 X MIREHMER T EOIE , NEHZFEEFHNA S IBAEGE

R, 2% Git FrER , BARIEBEH,

HHERRE

BIEBHANE , BALLERBHAPIENFACERFIRIFAHEELR
)) o Full () KE (BN ) EEATIETATEHNFMEEE , LHERSHXNBESHREMHN
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B #5

Bir EMNEHAARNBYOEANWVLE, ATFHNEREEIT D% SNS FEMA Slack 5 Microsoft
Teams SEE B AWS BIXHBEAZT K. iTEBRNERAAFSHSBREIEXREEBAANFIEE
HEHHEA,

MREET KBAWEZSTE , TAFHEBEENM AWS BIXVBZAZBENER , MEFENLET
Amazon Chime I XE, ARG , B LLERE iZ AWS BIXHLBAZ A iREER Amazon SNS 84k
REHANANBE IR, BXEZEER |, 558 HEXS AWS Chatbot ] Amazon Chime &

MREEFRER AWS BIRVB[BAZTFIHERN B , MAMSETE Ch AWS atbot H B 1ZE F ik,
LHIREE AWS BIRHEEAE P Im/ER B RAMAN Y B AReT |, FH1Z AWS BIRHLEAE P imEE —
Amazon SNS £ , Hh 8B L EE Slack 5 Microsoft Teams SUBFFENFI BRI, BTE
REPRHBZA AWS B P indl EEAIEH Amazon SNS &,

AR RAESEBAMNATIES |, 8122 Amazon SNS TBERN B#R (H#E ) . BHANREEELN
MMM FRE— AWS XA Amazon SNS =8 , BXAAEAMENRKENEHRTRE, £ATHE
FrEY Amazon SNS EBAMM T EH AWS K, B4R SEAMAN M7 HLUZMANE AWS &
B FE— AWS X,

Bl , MREEEERD (BXB ) XEPRIFEEQANZBAZN , M Amazon SNS FER 1 AHHIFHE
FiZzXiEF, MRELNBBHANKZTEDPEIE—/ Amazon SNS =& , MlaFRAATFHEHETE
ZETMENRBEREEZET,. XEEABRNBAANNRESZ. NREEFEASEENER
RFHONE—NER , XTEAFBERBEANZEAMENNEREEZEE, EXEZER , BEH
fil E 38 18 Amazon SNS F &,

(® Note
MREFEAIE Amazon SNS TEMAZRIEMER , i51E Targets (BHF) FEFEHE ARN,
FHAETBVEEELINHRER , HEITHAEIRRNIEATEFTEXRENEENAF,
IR Amazon SNS F& 27 2019 F 11 A 5 HZ 8 AT CodeCommit BEIFY E& , Mi%
FEFITE—WM AT CodeCommit IR X HHWBR , ZHXBEI SN NREBHFAEN AWS
CodeStar IFERE, BN ERAXETT, MREFANZERVENER , VKT E2E/1
AWS CodeStar BHRIKEEI , ELFURMATRNBEH KR, BXEZER , BZHREBEAN
Amazon SNS =8 M T HRBHABTNEZ LM,
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BEHIF] AWS CodeStar &4l

RRBHNREFAEAEIERFH SN —IIEE , (EEEB2H API, Bl AWS CodeStar BHl, ©iEEEB
o AWS BIREE (BHAN ) . NXEMEH. BHNHANMBEH4FIERKE AWS CloudTrailF, AT
B IAM KRE R FSIELE API 21E,

TrfE FE RV EHA N By S

e =4 =4 IDs
Wie et codecommit-repository-

R comments-on-commits

VBB SR ES
codecommit-repository-
comments-on-pull-reques
ts

CEie RBEEX codecommit-repository-

. - approvals-status-change

[

AN E )
codecommit-repository-
approvals-rule-override

PIERIE K B E 5 ] codecommit-repository-

e pull-request-created

IRIGAE

- codecommit-repository-
REEEX pull-request-source-upd
243 ated

codecommit-repository-
pull-request-status-cha
nged

codecommit-repository-
pull-request-merged

i
&=
bl
W
(o]
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33l E-Ls = IDs
pal- 1L 7 B 2 A ] codecommit-repository-
branches-and-tags-creat
Deleted
ed
EEH

codecommit-repository-
branches-and-tags-delet
ed
codecommit-repository-
branches-and-tags-updat

ed
FIER T B /Y8 FA N B S 4
e =4 =4 IDs
FIEIRAS KW codebuild-project-build-sta
te-failed
FXZh
_ codebuild-project-build-sta
BEATH

te-succeeded

Stopped ( EffLL ) codebuild-project-build-sta

te-in-progress

codebuild-project-build-sta
te-stopped

IR/ ER Failure codebuild-project-build-pha
se-failure
FXZh
codebuild-project-build-pha
se-success
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B E N AR L RYE M NS4

K5l =4 =# IDs
ik P codedeploy-application-depl
. oyment-failed
FXZh
B codedeploy-application-depl
B3 oyment-succeeded
codedeploy-application-depl
oyment-started
EENEZANES4
e =4 E# IDs
BAERLT B Zh codepipeline-pipeline-actio
n-execution-succeeded
KM
codepipeline-pipeline-actio
EHUR n-execution-failed
BER3) codepipeline-pipeline-actio
n-execution-canceled
codepipeline-pipeline-actio
n-execution-started
B ERIMAT =y =F-] codepipeline-pipeline-stage
. -execution-started
FXZh
codepipeline-pipeline-stage
ERE -execution-succeeded
EHUR codepipeline-pipeline-stage
SE -execution-resumed
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33l =4
EERIT KW
EBUH
=y =F7]
B2ikE
FXZh
Superseded
FahEt KM
FXZh
%

=4 IDs

codepipeline-pipeline-stage
-execution-canceled

codepipeline-pipeline-stage
-execution-failed

codepipeline-pipeline-pipel
ine-execution-failed

codepipeline-pipeline-pipel
ine-execution-canceled

codepipeline-pipeline-pipel
ine-execution-started

codepipeline-pipeline-pipel
ine-execution-resumed

codepipeline-pipeline-pipel
ine-execution-succeeded

codepipeline-pipeline-pipel
ine-execution-superseded

codepipeline-pipeline-manua
l-approval-failed

codepipeline-pipeline-manua
l-approval-needed
codepipeline-pipeline-manua
1-approval-succeeded

MREFE T AWS CodeBuild, AWS CodeCommit AWS CodeDeploy,
& AWS CodePipeline BB T M IAM AR RACNIEE XK , NEEE
EXRBEHNACNNRRESEE AL EBAFENNR, flun, ENA

<&
mfl



FRIEEZEE RAriEmE

AWSCodeBuildAdminAccess, AWSCodeCommitFullAccess. AWSCodeDeployFullAccess =%
AWSCodePipeline_FullAccess B ERBHWAFEENBHNN T2 EEHENRE,

BREERIKBENNESEER , F5H ET SO ERK,

MREFEP—NRBYUATEN IAM AFHAER , HEETH CodeBuildidETIE CodeCommit,
HEYFHEE CodeDeploy, HHVERER ARFRHHIEE CodePipeline , BBASER AT LAOIEE —NE
HAN T, SEFFIRERBEH, MRERXBEMY , FSEAUTER

« CodeBuild: Al"] CodeBuild

« CodeCommit: A|'] CodeCommit

« CodeDeploy : #i2

« CodePipeline: A7l CodePipeline

MREEACERE IAM AR, ARAENBANEENR , FREATEFHLERITRE , URE
155 FH AR 35 i SR Y AR BR A 3 R

MREXBHEA LB GIZA Amazon SNS =& , MARTIABHGIEEE , N 4JUBENA LW
FMEH KM E Amazon SNS EBAYREE , KR ZEZEE N AEBHANE B ARo

@ Note

ERITUTER  BXAERAEEEENRNKFER, BXEZEE | BSHCIELRNE —
NIAM BEGRAP A,

&

o BIE N A X B A EE IR K R

- BEBAA Amazon SNS &

- NAFITEYEN B#58 Amazon SNS E &

B2 H BLA £ X4 B A6y B E 15 ] 1Y SR B

RO LVBEEER IAM AR EZRERENGRZE R H 2B MRS MRS ( AWS CodeBuild
AWS CodeCommit, AWS CodeDeploy, = AWS CodePipeline ) WA ®REEEH, EtalLlalE
BEMERBANENATRARSA.
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https://docs.aws.amazon.com/codebuild/latest/userguide/getting-started.html
https://docs.aws.amazon.com/codecommit/latest/userguide/getting-started-cc.html
https://docs.aws.amazon.com/codedeploy/latest/userguide/tutorials.html
https://docs.aws.amazon.com/codepipeline/latest/userguide/getting-started-codepipeline.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/getting-started_create-admin-group.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/getting-started_create-admin-group.html
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LTERHA T NAEEESEEEHMNARM IAM AFPHRERERN IAM A, MREFEIREA , WA
LUt RBREEZEN AT IAM AFRFSAFATUARARN IAM A€, BuaLUFREERKEA T CodeBuild
CodeCommit, CodeDeploy CodePipeline, =% , HH/aiERHE 3 B&SE B XT38 &0 Th 88 Y 48 1 38 B 17 8] X
PR o

FNFTHEAKE , WALLREENER (HlE0 AWSCodeStarNotificationsFullAccess ) Mk
R, Z#ERTHBEICEREHAIR (Hl0 This policy provides full access to AWS
CodeStar Notifications.)

£/ JSON 2R B 4 45 25 0 2 SR BK

1. &% AWS Management Console 737 IAM ##1& , Ptk R https://console.aws.amazon.com/
iam/,

2. EEMNSMERT , EERE.

MRXZEEREERE , N2 ERDEREEXNRERNE, ERFTRER,
HERHENTE , EF e RE,

HRME RIS |, L8 JSON ETL,

BWALLT JSON REEIAY

"Version": "2012-10-17",
"Statement": [
{

"Sid": "AWSCodeStarNotificationsFullAccess",

"Effect": "Allow",

"Action": [
"codestar-notifications:CreateNotificationRule",
"codestar-notifications:DeleteNotificationRule",
"codestar-notifications:DescribeNotificationRule",
"codestar-notifications:ListNotificationRules",
"codestar-notifications:UpdateNotificationRule",
"codestar-notifications:Subscribe",
"codestar-notifications:Unsubscribe",
"codestar-notifications:DeleteTarget",
"codestar-notifications:ListTargets",
"codestar-notifications:ListTagsforResource",
"codestar-notifications:TagResource",
"codestar-notifications:UntagResource"

]I

"Resource": "*"



https://console.aws.amazon.com/iam/
https://console.aws.amazon.com/iam/
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}
]
}

6. :\lij:%-l:_i"zo

(@ Note

BT LARERE WAL JSON REESIET Rz B, A , MREBHITERRETR
{LiRERSRFIERET —F |, IAM ATRES AR KRB E LT X ATt mEE ST # THR{t. BXE
ZEE , BSH (IAM BF1ERE) R EERRE,

7. HEFHUERREL  NEECEMNRBEARBENMER (7L ) . EF LR E LA
FRAEE KRR TR,

8. EEBIERMARENKE,

Bt iE B AR Amazon SNS &3

BEBEAREEN A EEENEEANMNET6IZ Amazon SNS £8, WRIA Amazon SNS EFH
BUATER  NuERZER :

- ENRIEAFXEEE AWS X N HAZBAMANNRR (EXNE, HENAEF. FRERE
&) ME,

« £ 2019 £ 11 A 5 H CodeCommit 28] , EMARAFREBH, MRBLXFEHZEE , e NHEER

AT ZNENREIET, SRLUEARERALER  EREMEZIRPEENHMERE, NRE
2019 £ 11 A 5 BRI MANBABRE T — MRS NFEE , WFNRBRAFREED,

« BHE-MBE , i AWS CodeStar BHIRZEB X @A,

Bt Amazon SNS B UL FAYE AWS CodeStar & &@ AN K B #r

1. &3 AWS Management Console 37t v3/home EFTFF I i SNS #2#|A, https://
console.aws.amazon.com/sns/

2. TESMES , fOXER Topics (&), EfEMN EFM Edit (FRE)-
3. BJF Access policy (17 RIZKEE) , R/FI1EEF Advanced (BR).

4. 1£ JSON &iEEs® , MEBP RN TIEG, SF/EE ARN, AWS XiF, AWS IKF ID fiE &=

=L



https://docs.aws.amazon.com/IAM/latest/UserGuide/troubleshoot_policies.html#troubleshoot_viseditor-restructure
https://console.aws.amazon.com/sns/v3/home
https://console.aws.amazon.com/sns/v3/home
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"Sid": "AWSCodeStarNotifications_publish",
"Effect": "Allow",
"Principal": {

"Service": [

"codestar-notifications.amazonaws.com"

]
},
"Action": "SNS:Publish",
"Resource": "arn:aws:sns:us-east-2:123456789012:codestar-notifications-

MyTopicForNotificationRules"

}

ZRMIBEANEUTRAERLL

{
"Version": "2008-10-17",
"Id": "__default_policy_ID",
"Statement": [
{
"Sid": "__default_statement_ID",

"Effect": "Allow",

"Principal": {
"AWS'" . MM

b

"Action": [
"SNS:GetTopicAttributes",
"SNS:SetTopicAttributes",
"SNS:AddPermission",
"SNS :RemovePermission",
"SNS:DeleteTopic",
"SNS:Subscribe",
"SNS:ListSubscriptionsByTopic",
"SNS:Publish"

1,

"Resource": "arn:aws:sns:us-east-2:123456789012:codestar-notifications-

MyTopicForNotificationRules",

"Condition": {

"StringEquals": {
"AWS:SourceOwner": "123456789012"

<&
mf
o
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}I

"Sid": "AwWSCodeStarNotifications_publish",
"Effect": "Allow",
"Principal": {
"Service": [
"codestar-notifications.amazonaws.com"

]
},
"Action": "SNS:Publish",
"Resource": "arn:aws:sns:us-east-2:123456789012:codestar-notifications-

MyTopicForNotificationRules"

}

5. i&# Save changes (RFEX )

6. MEEEMHEH AWS KMSHIZEH Amazon SNS FB A FEEH |, ESFE £ K R BE RN TE
AR B AEMHIRAWS CodeStar (BAH ) MMBEBMZBEHFREM. AWS KMS keyff AWS [XiF
( A Bl A us-east-2 ) B NEHR AWS XiF NOIEVE.

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "codestar-notifications.amazonaws.com"
},
"Action": [
"kms:GenerateDataKey*",
"kms:Decrypt"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"kms:ViaService": "sns.us-east-2.amazonaws.com"
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BXEZER , 5519 AWS Key Management Service FF X A R Ig@H &S INZME T AWS
KMS 1 F SR BE R4 o

RNEAFITREY%ER B #:8 Amazon SNS F&

AP AFRETEERBAFN N EFRN Amazon SNS =8 , RAEFReEERN, MRAPETHBF
B pt B ATIT D , MIAREWB B 2B BIAEITE, Em Slack @&, Microsoft Teams BB
Amazon Chime MIXREHRHAF KIZBAH |, HSHEEEHNES AWS Chatbot Z [BIFE K.

FAFPITE A TEEA/ Amazon SNS =&

1. &3F AWS Management Console 3 7E v3/home EFTFF I Si#h SNS #£#| &, https://
console.aws.amazon.com/sns/

2. TESMESD | %R Topics (F8) , RABREBREN AP ITRNEZ,
3. ‘EiITHEAH , &FIEITHE,

4, TEHNH | EBRBFEMH, 7 Endpoint (RigTTR) &, S AR FaB4 it | R/F%R Create
subscription (81217 ),

Tt %6 15 F 3@ Al

FaERABANRR R ZREECNWETE, MENREF. EE8HFRE— LREBHAN,

(® Note

BXRCIEBHANE , EHNKSRLZRSEXAR, BXEZER  FSH I AWS
CodeStar BHIfEA RS HEX AR

F&

< RREH
N0 Sl 2 B AL
NI E 628 M
NMENRAEF I EBEAHAN

NEECIEBHAN
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https://docs.aws.amazon.com/kms/latest/developerguide/sns-server-side-encryption.html#sns-what-permissions-for-sse
https://docs.aws.amazon.com/kms/latest/developerguide/policy-conditions.html
https://docs.aws.amazon.com/kms/latest/developerguide/policy-conditions.html
https://console.aws.amazon.com/sns/v3/home
https://console.aws.amazon.com/sns/v3/home

FERIBE#EHE AriEE
FRFMH
EREBEBNOSR, SEETITH L OIEE AN E R

FEHBIEMEIE CodeBuildREAMNBIE .
SIENAEFSERANEGHBENAER,

£ B|EEE CodePipelineSEANEEE

B AWS CodeCommitfFfif FE =% 55 FH f)uﬁﬁﬁ%ﬁo

NEF#EEEEDZN

LA GZBAAN  LEEBXNEREENEFHEESHNEA. UTIRERWAEENMFEEFS
HLEREBHAN, XEFRIERIREN AWS KFFERE T FREENTR THREN.

/A Important

WMREFE 2019 F 11 A 5 B CodeCommit ZHNEE TEH , WA TFXLBEAL Amazon SNS
FEFEBE—WMAY CodeCommit AIHEZHWEEK , ZRBILENNRSEHAEN AWS
CodeStar IR E, BIUFFERHXLEH, ﬂﬂ%%ﬁﬁﬁﬁiﬁ%gﬁﬁﬂﬁﬂ’ﬂﬁﬂﬁ NERTEEW
AWS CodeStar BRI , R AFURIFIENBEANRE, BXEZELE , BZHEEEAN
Amazon SNS =8 M 7T HBHABTNEZ LM,

1. 3$TF CodeCommit #Z#|A& , it Fhttps://console.aws.amazon.com/codecommit/o

2. MIIRPERE-—NFEEEHFEITT,

3. & Notify (BH) , AR/F%E#R Create notification rule (BIZEEHMN), &t 7 LLKRERF Settings
(1ZE). Notifications ((B%1) # Create notification rule (£1Z&& ZIHN),

4. 7E Notification name (BEHIEH ) F , WAV B,

5. WMREIBIEFEHF EventBridge BERMEL Amazon WEER |, B “FERE iR BEX,
M REEGIEREL Amazon KIS R EventBridge AR AT # Hﬂﬁﬁﬂﬁxﬁﬁiﬂ‘“ﬂ%ﬁktxﬂﬂn
2, FER TR,

BREZER , F5H THBEAARNZE M,

6. 7t Events that trigger notifications (f & B HKE4) H#Y Branches and tags (7 X MHr¥) T , &
$# Created (B 812),

7. & Targets ( B¥r ) # , #%$F Create SNS topic ( 812 SNS £/ ),
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https://docs.aws.amazon.com/codebuild/latest/userguide/create-project.html
https://docs.aws.amazon.com/codedeploy/latest/userguide/applications-create.html
https://docs.aws.amazon.com/codepipeline/latest/userguide/pipelines-create.html
https://docs.aws.amazon.com/codecommit/latest/userguide/how-to-create-repository.html
https://console.aws.amazon.com/codecommit/
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® Note

SEEZBEAMNN L ERIRERN , HEA Y CodeCommit [61% EBA 1 S48
R, fEMANBHAN I AY DA B TR ET 5 Z KA X I 17 B 1Y 3B FI Y AR LE
AP,

£ codestar-notifications- BIZX/GH , WA ETBN B , RFIEE Submit (X ) .

(® Note

MREMFAIA Amazon SNS TEMAREIEFEE , 51 Targets (B4F) PR H
ARN, BHARTTFEEELMNIH AR , FRITHABIRNEBEAFEEERERRNER
AP, R Amazon SNS EBRZ7E 2019 F 11 A 5 H2 8l AT CodeCommit iBHI £
B, MZEBFEE—TAY CodeCommit BIEEZFHER , ZRBITSHNRSEAFR
=M AWS CodeStar IR E, BWAEAXLEEE, WREFARNZERCIZHRE
NBRT EBH AWS CodeStar BAIKEEIN , BATRMAAENBEHARE, BEXEZELR
BHS B EEHA Amazon SNS =Z M THRBHNANB ML M4,

8. ¥ Submit (IBX) , RREFBEHMN .

9. LUEK B FERAabiT RENI 2122/ Amazon SNS =8, BXEZER , ESW WAFITEAT
BENHY Amazon SNS =&,

10. SMBENFEEAMNRERED X LIBNH D X
M. HIESXE , BAANSAMEETRITAEREEBA , AR ESBFXEHNER.

FHETE 62BN

BAIABIEBHAN , MEEEXNEIEEENHET B SHNEA, A TTRERNAELMIE
MBE4HLREBHNAN, XESBREERZEN AWS KFFEE THERIENIR T REN,

1. FTFF CodeBuild ##|#& , Wit A https://console.aws.amazon.com/codebuild/o

2. MIIFRFPIEZRWED B FFHEITH,

3. %$F Notify (BXI) , ARA/F%$F Create notification rule (BIZBEAHFN), &t LLIER Settings (18
iB) , RJF%&# Create notification rule (BIZ2&ZHN),

4. 7Z Notification name ( BHEZH ) F , W AW BT

FrIAfE & A 19


https://console.aws.amazon.com/codebuild/

FRIEEZEE RAriEmE

5.
MRERBEBE D EventBridge BEIRMLE Amazon BWEE | BE “FHEERE hikF B,
M RIGAEFIERELS Amazon BIE R EventBridge AR AR R RIS R ENEERBHME
B, FER =E,

BREZER , FEH THEARNBNLZE M,

6. 7E Events that trigger notifications (f Z @A E4) B H Build phase (FIEMER) T , %&#F
Success (1)

7. 1E Targets ( B#r ) # , #%4% Create SNS topic ( #12 SNS £ ) ,

® Note

SEEEBEANN NIRRT CIZERN , HEA R CodeBuild M EBMAMHEHHIEK
f&o FEANBAMN IR A B THAREMIT 5 WA X IR T B A B AR R
AP,

£ codestar-notifications- BIZX/GH , WA ETBNEF , RFIEEFE Submit (BXR).

® Note

MREFEAINE Amazon SNS B M A2 IEFER , E7E Targets (BHF) PEFH
ARN, HFHREBEEEHNHEXRE , HEITHEIRNEEAFEFTEXRRENER
WHAFF. MR Amazon SNS B R 2019 F 11 A 5 H2Z 8 AT CodeCommit BEIH £
B, MZEBFHEE—TAY CodeCommit BIEAZFWER , ZXBITSHNREBEAFR
=M AWS CodeStar IXRFE, BINFFERAXLEEH, MREFEH N ZERCIEHREE
NERT EBHK AWS CodeStar BAIKIES | BATURNMFIENBAEKK, BXEZER
B AE EBEHH Amazon SNS £ M T HRBHNANBMEZ 2 M4,

8. 1&#F Submit (X)) , AEEFBHMAN,

9. LUER B FER4ubiT FENI6IZER Amazon SNS =8, BXEZEE | FSW WAFLITEAT
BHIMY Amazon SNS £ &,

10. SMBENWETE AFBHE,
M. ERIZREEN KRG, BHAANREAMEEETHELZEA , HhE2AXZEHNER.

FrIAfE & A 20
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HEENAEF I ZEAHNN

BA S OIEBAAN , MREEXANZIEEENFENARFESHNEH, UATHSREROAEEAN
WETBESHLREBAMAN, TREXLESEN , RRESE AWS KFHRE—NERAER.
1. FTFF CodeDeploy ##l& , Mt A https://console.aws.amazon.com/codedeploy/.

2. MIRPEFE-—IPNARFHFREITH,

3. & Notify (BH) , AR/F%E#R Create notification rule (BIZBEHMN)), Et A LLERF Settings (1%
iB) , RG] Create notification rule (BI1Z2& ZIHN)),

4. 7E Notification name ( BHEH ) #F , WA B

5. WMREIBIEFEHF EventBridge BERMEL Amazon WEER |, B “FERE iR “BEX,
MR B8 TIERELA Amazon HI{E B EventBridge AR Al gE I AR ARS 5B M E BB IR HME
B, kR xE,

BREZER , FEH THBEAABRNZE M,

6. 1E Events that trigger notifications (& &EHKYEH) F Y Deployment (&) T , &#F
Succeeded (2 ).

7. 1E Targets ( B#5 ) A, #%4% Create SNS topic ( #2 SNS £& ) ,

(® Note

HEEZBEANN IR CIRERN , HEA R CodeDeploy @iZEB R EHR
Kb, ERANBHANCIZNETFHTHAREMITHERZREXEBENAEFEAN
RYABEL A o

£ codestar-notifications- BI4X/GEH , A EBH AR , RFERE Submit (1BXR).

(® Note

MREFERIAE Amazon SNS TEMF 2 OIEF EE , {51 Targets (B45) PR HE
ARN, FHRFBEEELNHRXE  HEITHEIRNTEATFEFTEXRRRNER
AP, R Amazon SNS EFRZ1E 2019 F 11 A 5 H2 8l AT CodeCommit BHIKY £
B, MZETFEBE—TAGF CodeCommit BIEEZAWER , ZRBITSHNRSBEAFRT
FH AWS CodeStar RRFE . BUAFAEAXLETE, MRECANZEROIZHRE

FrIAfE & A 21


https://console.aws.amazon.com/codedeploy/
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NBRT EBH AWS CodeStar BHKIEH , EATURIFIENBEHRE, BXRXEZER
BSHE BB Amazon SNS THB M THREHNAANEL LM,

8. I&#F Submit (IBX) , AREFBAMAN,

9. LAUZRA L F B4Rt ubiT BN 612K Amazon SNS X8, BEXEZEER , B3 AAFTHAT
JBAHE Amazon SNS £/,

10. SMEIFBNARFHABIHE.

1. BERE , BEAANAMEEBITAERNZEMN  HHIEEXEHNEER.

NEE OB AH N

BANGEBAMN  LEAEEXNEFEEENEENSHNEHN, UATIRETNAELENEES
frEREBHAN, XESRRERREN AWS KA HEE TEENER THREN,

1.
2.
3.

$TFF CodePipeline #&l& , Mk F https://console.aws.amazon.com/codepipeline/,
MIRFIEFRE—NEEBHFHITF,

%32 Notify (BA) , A/F%E$F Create notification rule (BIZBEHHN), &0 LLERE Settings (1%
iB) , ARG Create notification rule (BIZ&ZHN)),

£ Notification name ( BHIBFF ) B , W AMN K A FFro

MR EAEEFHF EventBridge 22124 Amazon ISR | BE “IFIHRE kR “EHXK,
MR BB TIERELS Amazon BI{E B EventBridge MR AT sE AR IRS BB M E BB IRHME
B, AR xR,

BXEZER  FEH THEARNENZ &M,

£ Events that trigger notifications (A& B HKIE4) HHY Action execution (IBIERIT) T , &#HF
Started (EFF 1),

£ Targets ( B#r ) #F , #%£4% Create SNS topic ( €12 SNS & ) ,

(® Note

HEEEBAMN L EHIZERN , FHEA Y CodePipeline [@1ZEBA 1 E4HHY
KRB, fERANBRAN I ERA B THAREMIT FHERERA X I E B/ B Y AR L
P

£ codestar-notifications- BIZR/5H , WA ETBW BT , RE1EE Submit (X ) .

FrIAfE & A 22


https://console.aws.amazon.com/codepipeline/
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® Note

MREFEAIE Amazon SNS R A2 IEFER , E7E Targets (BHF) PEFH
ARN, HFHRFBEEEHNHEXRE , HEITHEIRNEEATFEFTEXRRENER
WHAFF. MR Amazon SNS B R 2019 F 11 A 5 H2Z 8 AT CodeCommit BEIH £
B, MiZEBFHEE—TAY CodeCommit BIEAZFWERK , ZXRBETSHNRSBEAFR
=M AWS CodeStar INRTE, BINFFERAXLETH, MREFEHNZEKCIEHRE
NERT EBHK AWS CodeStar BAIKEES | BATURINMFIENBAEKK, BXEZEER
B AE EEHH Amazon SNS £ M T HRBHNANBMEZ £ M4,

8. 1&#F Submit (X)), RAEEFBHMAN,

9. LUER B FER4ubiT FENI6IZER Amazon SNS =8, BXEZEE | FSW WAFLITEAT
BHIMY Amazon SNS £ &,

10. SMELHEE , REEERHEN,
1. BRETHRN  BAAN<EAAMEERITHAEREZBA , ERESBXEHNER.

{£ @AM N

BARNALAREFEAFBEREXRMBESHNERN , FEERZRUXL BN B IR, BUES
I S SNS 24 Slack 3% Microsoft Teams STUEELE Y AWS Chatbot & F i B @ A 7 KX @A,
MRERYT KBHNYWEETE , TUAFHEEBBEANM AWS BIRVEFAZBNER , UENBANLEE
Amazon Chime IR E, BXEZELR |, FSR B MFFEHS AWS Chatbot F Amazon Chime £
o

fER BN 23
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Create notification rule

Motification rules set up a subscription to events that happen with your resources. When these events occur, you will receive
notifications sent to the targets you designate. You can manage your notification preferences in Settings. info

Notification rule settings

Motification name

MyNotificationRuleForPullRequests|

Detail type
Choose the level of detail you want in notifications. Learn more about notifications and security [4
O Full Basic
Includes any supplemental information about events Includes only information provided in resource events.

provided by the resource or the notifications feature.

Events that trigger notifications Select none I | Select all
Comments Approvals Pull request Branches and tags
On commits Status changed Source updated Created
On pull Rule override Created Deleted
requests Status changed Updated
Merged
Targets

Choose a target type for the notification rule. SNS topics can be created specifically for use with the notification rule, or
existing topics can be modified for use with notifications. AWS Chatbot clients for Slack integration must be created
before you can choose them as a target type. Learn more [4

BRI AT R & TEEE A5 AWS CLI KREeIZEMEEEHAN
F&
- SIEBAAN

155 FR 38 EN AL U 24



FRTAEHA A 457
- ERBHIHAN

« REBHHAN

- ABEHAANERRERBEA

o T BR3E A

B 2238 ZNHL )
BRI LAMERTF A E T E#EFIAE AWS CLI REIZEMMN, S ECIERNNNEES , glE—1
Amazon SNS BB EBENM NG B i5. MMREAEEH AWS Chatbot B BIERN B R , MAA %

BIBZEF , RETELUIEMAN., BEXEZER , BSH 7 Slack SERE AWS Bl XALBEAZ

Ll
Imo

BIEBHMN (2H 5 )

1. fEhttps://console.aws.amazon.com/codesuite/iZ B/ AWS BHHITHF A& T ERFIA,
2. FASHMESMENZER.

« XF CodeBuild , %&#F ‘MW" , %&F “ERME" , AFERERTE,
« X¥F CodeCommit , IEFIR , ERIFEFMEE , AR EEREREE.
« XF CodeDeploy , EERENARERF , REEFE—IMNAER.
« X¥F CodePipeline , E&F “E&" , &E “E8" , RAREREEE,

3. ERRITEL , % Notify (BHI) , RE1E$E Create notification rule (R|ZBHFN), &t AT LLE%
BB IRH Settings (IR EB) TUH , ¥ % Notifications (A1) = Notification rules (BHIFLN) , REiE
$# Create notification rule (8Z2& M N).

4. 7E Notification name (BHIEH ) F , WAV B,

5. WMREIBIEFEHF EventBridge BERMEL Amazon HWEER |, B “FERE iR “BEX,
MR BB TIERELA Amazon BI{E B EventBridge MR AT gE AR IRS 5B M E BB IRHME
B, mkE TR,

BREZER , FEH THBEAABRNZE M,

6. 7E Events that trigger notifications ( f@ X BHNWEH ) P , RBENHKXZBHANESH. BXER
WEHERE  BFSHRUATHEA :

« CodeBuild: #3211 B #Yi8 H# N § E4
« CodeCommit: 77 fi& = BV 38 FIA U B9 =4
« CodeDeploy: &% N A F L /Y@ A NS4
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https://console.aws.amazon.com/codesuite/settings/notifications/

FRIEEZEE RAriEmE

« CodePipeline: & Y8 XM N F =4
7. EBREREH, AT TIREZ—

- MRZEHRFREENEEHN—EER , BEEFBRERF |, £F AWS Chatbot
(Slack), AWS Chatbot (Microsoft Teams) 8 SNS &, EiXBE B , EREFEH (EH
FHEBXR AWS Hl.28 AFEER Slack = Microsoft Teams &ZF i ) L% SNS FEMIT L
#HEIREY (ARN) (ERATEALEE 7T BHFAE RN Amazon SNS £# ) ,

- MRBEAGREEENSBAN—EFER , FERUEBR , RFIEE SNS =&, &
codestar-notifications- ZFRREEBH AT , REERFRIE,

® Note

. MREECIEBEHHNATIEP IZE Amazon SNS 5 , N &R A fo 8 RS
EXHEMEETHNERE, FRANBAANCIEN TG TREASNITRAERZREXYL
BRE BB AL

- ERIEBAMNNIRES , BTE02 AWS Chatbot s, MIRIRIEE AWS BIX AL
25 A ( Slack ) REIKXHLEEA AWS ( Microsoft Teams ) , fREFEEI—MRH |, FRIR
EHRNBAPEERF K. AWS EFIZETLITFF AWS Chatbot #2Hl &, BEXES
E2 , HZ 7 Slack B E AWS BIXALEAR iR,

- MREAEFERAIMA Amazon SNS TFERN BFR , BRT ZEB W REFET1E T E b KB
S, EATUNIFTER AWS CodeStar BHIKE, BXxEZEE , FSHREEEAN
Amazon SNS =8 M 7 #BHNNAMEZ =,

8. 1&#F Submit (1BX) , RAREFEAMM,

@ Note
P 20T B HEIAT S8 E R HN B FRM Amazon SNS £ |, AT EWEE A,
EXEZEER , BESH AALITEATEAHA Amazon SNS £,

SIEBAMN (AWS CLI )

1. BEXRBRBHETREAL |, 1517 create-notification rule £ JSON B4R,

fER BN
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aws codestar-notifications create-notification-rule --generate-cli-skeleton
> rule.json

LA X ENPIRNER BN, ERRAIF , XHaERN rule. json.

2. TEHNAREETPITH JSON X4, RAEXNEHBTERE , LBBEZANMENETIR, SHEEM
Amazon SNS B #%,

LTFRBIERT AR ID K AWS Ik MyDemoRepof EMyNotificationRule i 77
fEERBAMN 123456789012, BRTEHME BB A/ KIEF 6/E D MR
ZMyNotificationTopichian&# Amazon SNS &,

"Name": "MyNotificationRule",
"EventTypeIds": [
"codecommit-repository-branches-and-tags-created"
1,
"Resource": "arn:aws:codecommit:us-east-1:123456789012:MyDemoRepo",
"Targets": [
{
"TargetType": '"SNS",
"TargetAddress": "arn:aws:sns:us-
east-1:123456789012:MyNotificationTopic"
}

1,
"Status": "ENABLED",

"DetailType": "FULL"

RIFZMF

3. BUEALZNRENXH  ELXRETBTITL , BIXIE1T create-notification-rule a5 LA B2 & 41
H,

aws codestar-notifications create-notification-rule --cli-input-json
file://rule.json

4. MREY , ZHHEDBAAMG ARN , KUFUATAR.

{5 FF 3@ E0 0 ) 27
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"Arn": "arn:aws:codestar-notifications:us-east-1:123456789012:notificationrule/
dc82df7a-EXAMPLE"

}

51| i E FAL N By E 4R B (AWS CLI)

1. HEXBFRGHETRBL , 51T list-event-types &5, BAILUMER --filters ETUFMMRE R
BERTRXABEFHMEM. Hltn , LTARERE CodeDeploy M ARRFHEHLBHIE,

aws codestar-notifications list-event-types --filters
Name=SERVICE_NAME,Value=CodeDeploy

2. W@ TERRLTTRERNRH L.

{
"EventTypes": [

{
"EventTypeId": "codedeploy-application-deployment-succeeded",
"ServiceName": "CodeDeploy",
"EventTypeName": "Deployment: Succeeded",
"ResourceType": "Application"

3,

{
"EventTypeId": "codedeploy-application-deployment-failed",
"ServiceName": "CodeDeploy",
"EventTypeName": "Deployment: Failed",
"ResourceType": "Application"

3,

{
"EventTypeId": "codedeploy-application-deployment-started",
"ServiceName": "CodeDeploy",
"EventTypeName": "Deployment: Started",
"ResourceType": "Application"

}

]
}

fER BN 28
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[ 38 EHL 7R AR (AWS CLI)

1. ELXFRIAWHRTAL |, BT tag-resource . Bl , FAUTHSRMEEEMTeanFEHN
REREXN, Li_Juan

aws codestar-notifications tag-resource --arn arn:aws:codestar-notifications:us-
east-1:123456789012:notificationrule/felefd35-EXAMPLE --tags Team=Li_Juan

2. WHTERELTFTREENHAL,

{
"Tags": {
"Team": "Li_Juan"
}
}
EFEBEAAN

ETUERT % ETERH AR AWS CLI BEEA AWS KEhFiE ARG BAMAN, %7 5L
SESMBAANNTAEE., SHURBOANNRERE , £RSEIERN R R H,

ERBHAN (2H 3 )

1. fEhttps://console.aws.amazon.com/codesuite/i& B/ AWS BHBITFHF A5 &E T ERFIA,
2. ESMESF  BIFRE , AREEBEHHN,

3. HEBHAMNAF , EEHAEFN AWS XiE LEEFNEN AWS K/~ RIFREENANSIR, £
FIEFRIBRE R AWS X,

4. EEF-NTBAAMNNFAEE , BMNIIRFEFZAN , RF1ERF View details (BB RAIE
B)o BB LREFIRPIEFEHRB M,

BEFBEHMN 5T (AWS CLI)

AL | 1= 1Tlist-notification-rulesis S LAE B E AWS XIBHW A BEAMN,

7l

1. ELRIBTRE
aws codestar-notifications list-notification-rules --region us-east-1

2. WRKI , Kt RREZ AWS XA ELKEBEHAANE ID F1 ARN , B FFIR.
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FRIERHA AriEmE
{
"NotificationRules": [
{
"Id": "dc82df7a-EXAMPLE",
"Arn": "arn:aws:codestar-notifications:us-
east-1:123456789012:notificationrule/dc82df7a-EXAMPLE"
.
{
"Id": "8d1f@983-EXAMPLE",
"Arn": "arn:aws:codestar-notifications:us-
east-1:123456789012:notificationrule/8d1f@983-EXAMPLE"
}
]
}

EEBAANMIEMEL (AWS CLI)

1. ERIFRGBHIRTRFL |, 1517 describe-notification-rule 5 , FHi5EEHH N A ARN,
aws codestar-notifications describe-notification-rule --arn arn:aws:codestar-
notifications:us-east-1:123456789012:notificationrule/dc82df7a-EXAMPLE

2. MR, ZHSHREXRUTFUATHAENH L,

{
"LastModifiedTimestamp": 1569199844 .857,
"EventTypes": [
{
"ServiceName": "CodeCommit",
"EventTypeName": "Branches and tags: Created",
"ResourceType": "Repository",
"EventTypeId": "codecommit-repository-branches-and-tags-created"
}
1,
"Status": "ENABLED",
"DetailType": "FULL",
"Resource": "arn:aws:codecommit:us-east-1:123456789012:MyDemoRepo",
"Arn": "arn:aws:codestar-notifications:us-east-1:123456789012:notificationrule/
dc82df7a-EXAMPLE",
"Targets": [
{

fER BN
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"TargetStatus": "ACTIVE",
"TargetAddress": "arn:aws:sns:us-
east-1:123456789012:MyNotificationTopic",
"TargetType": "SNS"
}
1,
"Name": "MyNotificationRule",
"CreatedTimestamp": 1569199844.857,
"CreatedBy": "arn:aws:iam::123456789012:user/Mary_Major"

EFBEANMNEIRZSIR (AWS CLI)

1. ERIFRGHIRTREFL |, 1517 list-tags-for-resource S AT EF IR EEHHAMM ARN HWATEHRZ,

aws codestar-notifications list-tags-for-resource --arn arn:aws:codestar-
notifications:us-east-1:123456789012:notificationrule/felefd35-EXAMPLE

2. MR, ZTRERULTRRBEH.

{
"Tags": {
"Team": "Li_Juan"
}
}
YmiEIE HA N

BALBSREBMAMANKREREEN, HAEZBANES, FAGERERHRAIBAN - HZA
Br. BAILERAFREIERHANEBEAMAN, AWS CLI

SIEB AN (A )

1. fEhttps://console.aws.amazon.com/codesuite/i% &/ AWS BHIFITHF X EIEZEFH A,
2. ESMED  BFRE , AREFEBAMN,

3. HEBHAMNUAF , EFELLFEF AWS X I AWS IKF PR FREENMN, ERERSFENR
AWS X1,

4. MIIRFEFEAN , ARREE Edit (9RE). HITER , RFIEFE Submit (]BX).
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https://console.aws.amazon.com/codesuite/settings/notifications/

FRIEEZEE

RAriEmE

YR @ AAN (AWS CLI)

1. ELRIRBSSRRAL |, 131Tdescribe-notification-ruleds A E & @XM N K &1,
2. 1217 update-notification rule a5 A4 K JSON BRHFHREFZRXHH,

aws codestar-notifications update-notification-rule --generate-cli-skeleton

> update. json

B U XS BNFENTEERSR. EARGIHR |, Z3XHH update. json,
3. HEHANKREIRTIHIF JSON XHHEXHMM,

LTRRBIERT AN ID B AWS 0K MyDemoReposi ZMyNotificationRuley 24k FERYE A
MM 123456789012, BHIKIEEIBED XMIFEMyNotificationTopichan& K Amazon

SNS £, ANBHREEHRAIMyNewNotificationRuleo

"Name": "MyNewNotificationRule",
"EventTypeIds": [
"codecommit-repository-branches-and-tags-created"
1,
"Resource": "arn:aws:codecommit:us-east-1:123456789012:MyDemoRepo",
"Targets": [
{
"TargetType": "SNS",
"TargetAddress": "arn:aws:sns:us-
east-1:123456789012:MyNotificationTopic"
}

1,
"Status": "ENABLED",

"DetailType": "FULL"

REFZXHF

4, BEFEALZNRENXH  FLIHERGSTL , BIXiE1T update-notification-rule 8%
AN,

aws codestar-notifications update-notification-rule --cli-input-json
file://update.json

5. MR, TR EEAMNE Amazon BIRE R (ARN) , REFTUTRAR,

SLUEFEH

fER BN
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{

"Arn": "arn:aws:codestar-notifications:us-east-1:123456789012:notificationrule/
dc82df7a-EXAMPLE"
}

MBEIF I 1 BRARZE (AWS CLI)

1. ELRWRWHIRREFL |, 1217 untag-resource . Bl , AT oHIEBRBHRANIRZETeam,

aws codestar-notifications untag-resource --arn arn:aws:codestar-notifications:us-
east-1:123456789012:notificationrule/felefd35-EXAMPLE --tag-keys Team

2. MRKY , ZHTFTEEEFAAR.

BESH
+ TSR BRIE FAN B B 5
- NEMANE ARSI
- Bf

RNEAAN E FHEE A EA

IZBAMNE  RNERT2ERABH, SLEMERMMEITHEIEERXBEMN. ERAFEXHBIR

N

B8N0

EREAANWBEERS (2H8E)

1. fEhttps://console.aws.amazon.com/codesuite/i& B/ AWS BHHITHF A5 &E T ERFHIA,
2. ESMES  BIFRE , AREREBEHHN,

3. HEBEHAMNAF K EFELEIEF AWS XE 1 AWS KPR FREENAN, ERER[ER
AWS Xig,

4. BREIEZGHARZANBEAAN 6 ARERTCUETRHFAEER,
5. 7 Notification status (BAVAZ) A , 1EZF B IR A B M N APIRAS -

« Sending notifications (ZZBAI) : X2ERIAE,
- Notifications paused (BHIEE =) : FRIEE B RIEEMEH,
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https://console.aws.amazon.com/codesuite/settings/notifications/

FRTREHA Tt
5B OB A 59 B ARAS (AWS CLI)

1. T wEBEHAN (AWS CLI) FEYS IR AIFREUE FA N A JSON,

2. f¥ Status FER4Ym%E N ENABLED ( #RIA{E ) = DISABLED ( BXEAH ) , ARE1=1T update-
notification-rule %R E SCRES,

"Status": "ENABLED"

b B 28 R A

—NERRELRE 10 MNBHAHAN | Fit |, BZEMBRTIBZTENHAN, B EAFAETLERHAS
S BRBEIF N, AWS CLI

(@ Note
BT ERERBRE NN R , BRI AERGIZZAN . B ERE AN T M ER B #xo

BIBEAAN (A )

1. *Ehttps://console.aws.amazon.com/codesuite/i& &/ AWS BHIFITHF X EIERFIA,
2. TSR B RE , AREFEBAMAN,

3. HEBAMNAF K EFEELIFEF AWS X 1 AWS K h AT REENAN, ERERER[ER
AWS [Xig,

4. EFBHAN | ARFBEER Delete (HIBR)o
5. @A delete , RFIEFRMIER,

il B &0 AL (AWS CLI)

1. HELXRHEIDHERRBL |, 21T delete-notification-rule 5 , FHIEEBHAMNA ARN,

aws codestar-notifications delete-notification-rule --arn arn:aws:codestar-
notifications:us-east-1:123456789012:notificationrule/dc82df7a-EXAMPLE

2. WRMI , ZESFREMEREABAMNE ARN , XUFUTRA.

{
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https://console.aws.amazon.com/codesuite/settings/notifications/

FRIEEZEE RAriEmE

"Arn": "arn:aws:codestar-notifications:us-east-1:123456789012:notificationrule/
dc82df7a-EXAMPLE"

}

£ A B FA N B #1

BAMUERRE—NER, ATENERREBAANNEHZENFENBANLETWMLE, RUUE
Amazon SNS EFF A Slack =% Microsoft Teams $TEELE K AWS Chatbot & i 2 B3 1TIEF, &
AIE R BAMNAISIEF |, 8122 Amazon SNS EFERN Bir ( #EFE ) . BEALUERSBEAMN
FE— AWS XA Amazon SNS =8 , BEXAEAFMENRBEN EH#TERE, MREERZMFER
AWS Chatbot & iw4ERN B R , MABSETE Ch AWS atbot IR ZE i,

MBERBYT KBANWEECE , JUAFHEEEAHM AWS BIRYIZZAZBNER , UERBALIEED
Amazon Chime I R=E, ARG , B LLEFER1Z AWS BIXHLBAZ A HEER Amazon SNS 34k
RNBHANBER. BXEZER , B5H @A S AWS Chatbot A Amazon Chime £,

U LERTAETEREE AR AWS CLI REBEBHMBE IR, BOIAFERZEGADRERMEE Amazon
SNS @ H Chatbot FF ix/EN AWS BE#¥r, AWS CLIZE ] LA S8 EL & v B #4589 Amazon SNS %
5 Chat AWS bot Z BB BHE K. XFEEA LB A &iEE Amazon Chime BIXZE, BXREZ(E
B, #SH BEBEAS AWS Chatbot Z B #IE K.

£

- BIESE BB AN B PR
- EFBHAN B IR

o s BRIE ZALN B B $R
o MIERE XA N B FR

eI EEE AN B iR

BENHN B ¥R 27 Slack 5 Microsoft Teams 5B ELE A Si# SNS FF =k AWS BIXYLEFAZF
o

MBI AWS Chatbot B , AT RERBFEFIEN BIR. HEEE AWS BIRYEBSAT P IRE
RBHANE BIRET , RESNTZ AWS BIRVB[AZTFIHEE — 1 Amazon SNS =8 , HPa&F
BN &% % Slack =X Microsoft Teams STEFT BN FTE KB, B4 H AWS Chatbot & F i Bt & F 1T
A Amazon SNS &,
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EOZBAMNE |, EAILEF & TEEFE P22 Amazon SNS BHIMM B #r. FRHENA RIFF
BHREIZETNRE, XRABAANCRENNERESE, AXESER , F5H LIEEX
A o

MREFERIMAE Amazon SNS £B |, NIAFER A FRRLOIZEB AL BN LR REREEZE
B, BXRRH , BESHEEEEAA Amazon SNS F @,

(® Note

MREFEAIE Amazon SNS TEMAZRIEMER , i51E Targets (BHF) FEFEH ARN,
BFHAETBVEEELINHRER , HEITHAEIRRNIEATEFTEXRENEENAF,
IR Amazon SNS /27 2019 F 11 A 5 HZ 8 AT CodeCommit BEIFY E& , Mi%
FEFIE—WM AT CodeCommit IR X HHWBR , ZXBEI SN NREBHFAEN AWS
CodeStar IERE, BN ERAXETT, MREFANZEROENER VKT E2E/1
AWS CodeStar BHIKEE /. , EATURMFIBENBHKE, BXESEL , FSHAEREEAN
Amazon SNS =8 M T HRBHIABNEZ LM,

MREET KBEANWEZSDE , IAFHEEENM AWS BIXHNB[AZBENER , UEMFEANLED
Amazon Chime lIXE, BXEZEL |, HS R B MFEHS AWS Chatbot Fl Amazon Chime £
o

ELEIMA Amazon SNS B L AEBEANMN B R (2HE )

1. &3 AWS Management Console #7£ v3/home E3TFF I Si#h SNS #£#| &, https://
console.aws.amazon.com/sns/

2. ESHES , EEXTE, EFEXE , AFER Edit (RE).
. BJFF Access policy (5 [RIZKEE) , AF1EF Advanced (BR).
4. £ JSON mESRT , ORBPRMUTEA, SIEEH ARN, AWS XiF, AWS K~ ID FEE
B

"Sid": "AwWSCodeStarNotifications_publish",
"Effect": "Allow",
"Principal": {
"Service": [
"codestar-notifications.amazonaws.com"

]
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https://console.aws.amazon.com/sns/v3/home
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FRIEEFAE

RAriEmE

"Action": "SNS:Publish",

"Resource": "arn:aws:sns:us-east-2:123456789012:codestar-notifications-

MyTopicForNotificationRules"

}

ZERBEANEUTRARRLL

"Version": "2008-10-17",
"Id": "__default_policy_ID",
"Statement": [
{
"Sid": "__default_statement_ID",
"Effect": "Allow",
"Principal": {
"AWS'" A
b
"Action": [
"SNS:GetTopicAttributes",
"SNS:SetTopicAttributes",
"SNS:AddPermission",
"SNS:RemovePermission",
"SNS:DeleteTopic",
"SNS:Subscribe",
"SNS:ListSubscriptionsByTopic",
"SNS:Publish"
1)
"Resource": "arn:aws:sns:us-east-2:123456789012
MyTopicForNotificationRules",
"Condition": {
"StringEquals": {
"AWS:SourceOwner": "123456789012"

}
}I

"Sid": "AWSCodeStarNotifications_publish",
"Effect": "Allow",
"Principal": {
"Service": [
"codestar-notifications.amazonaws.com"

}I

:codestar-notifications-

fERBEAMN B 45
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"Action": "SNS:Publish",
"Resource": "arn:aws:sns:us-east-2:123456789012:codestar-notifications-
MyTopicForNotificationRules"
}
]
}

5. i%#% Save changes ( REEX )

6. 7 Subscriptions (iT[@) F , EFEETBITHAENIIR. F. FESIMERER TIBXANL B R
THE, BRITEEIRNTEBLEBEANTEEEXRRRNEENAF. BXEZEE , B5H
THRBANBNEZLM,

5/ Slack €12 A /EB #:#9 AWS Chatbot & i

1. IR (AWS Chatbot EE R IE/) T RIRE AWS Chatbot 5 Slack &4 & A P aYiH A TIR/E,
AT R /ER |, BEEUTEMUSSMEEANREER :

- B2 IAM AN, FERER—IAREH , LERMRIILACKN AR (Fl
AWSCodeStarNotifications-Chatbot-Slack-Role ) ., X AJLAFBIEBERKA RN H
iR

« £ SNS £FH , BFMLIEFRETR AWS XiF, HEEFE AWS BIXNBAZFIRERE
A, FEEAANESEH N AWS IR BAZFiHCIEZNEEEEMEMENRN
Amazon SNS F &,

2. EREFHRLUBERE. AFE , BUUELBZBAMAN R EFLEFIKENBR. BXREZER , B

SR SIEBAHN,

® Note

EREBIET Amazon SNS B 5 , EZREM AWS B RKHLEE AZ P im AR, XM
fFBE LE 6] Slack &ixEH,

5/ Microsoft Teams €12 AWS I X#HBAZFin , HEBREBR

1. IRER (AWS Chatbot E¥E RIERE) FHIIZE AWS Chatbot 5 Microsoft Teams 45 & A 1 #Y% BF
HATERE, ITIERER | BEEUTEMUXIEBANNRESEN :
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https://docs.aws.amazon.com/chatbot/latest/adminguide/teams-setup.html#teams-client-setup

FRIEEZEE RAriEmE

- Al IAM AN , FERER—NACEN , MEBRMRGILAGH AR (fila
AWSCodeStarNotifications-Chatbot-Microsoft-Teams-Role ) . X7 LAKEBhIEHE
KKRABKYRIE,

« £ SNS =B , BRBIEFREBH AWS XiF, HEIEFE AWS BIXHBAZFIHENE
et FEEARANIESREP N AWS IR BARTFintIZNEEEEMEMENRN
Amazon SNS &,
2. EREFHRAIEIRE. RE , BuECEEMNHANEREEFIHIENER. BXESZER | iF
SR IEBAHN

(® Note

EREHET Amazon SNS FEG , BHZREM AWS BIXYLEAZFim MR, XM
JSBH LE [ Microsoft Teams &% & A,

EFBEHAN B IR

B ERAFAEIERFS (MR Amazon SNS £F15 ) REFEN AWS i XFrE R IRNVTE
BAMN B AR, BUALEFEMANBRNEFEAEE.

EEBAAN B (24 )

1. fEhttps://console.aws.amazon.com/codesuite/i%Z &/ AWS BHIFITHF 4 & T E#ZFHA,
2. ESMmESF  BIFRE , AREZFEERHN,

3. HEEHAHNEIRA | EERYFEFZN AWS XiF (L& AWS K FEFBHANE AL B PR3
T, FRAERSBEX AWS Xig, MR BFRIRSE RN Unreachable (FTT3ET7R]) |, & AJREE B 1T
ﬂﬁo E*E%{nam y % Bi—.l HI‘E?;FB? o

EEBEMAN B R FIR (AWS CLI)

1. HEABWIDBSRERIREL , 1217 list-targets s S AIEF R EMN AWS XFHFTEEXNHN B 951
*

aws codestar-notifications list-targets --region us-east-2

2. WMRRI , B HFHIREZ AWS XFHEREHMMNE ID M ARN , TR :
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https://console.aws.amazon.com/codesuite/settings/notifications/

FRIEEZEE RAriEmE

"Targets": [
{
"TargetAddress": "arn:aws:sns:us-
east-2:123456789012:MySNSTopicForNotificationRules",
"TargetType": "SNS",
"TargetStatus": "ACTIVE"
},

{
"TargetAddress": "arn:aws:chatbot::123456789012:chat-configuration/

slack-channel/MySlackChannelClientForMyDevTeam",
"TargetStatus": "ACTIVE",
"TargetType": "AWSChatbotSlack"
1,
{

"TargetAddress": "arn:aws:sns:us-
east-2:123456789012:MySNSTopicForNotificationsAboutMyDemoRepo",

"TargetType": "SNS",

"TargetStatus": "ACTIVE"

AN DS BR3E AL BY B AR

15

0N

AR ERBAANNAEREREBHAN —NHZNEIR. BAUUERAFRETRZHAHH AWS

CLI SR OB HA M B B Fro

EREAMANG B IR (EFE )

1.
2.
3.

fEhttps://console.aws.amazon.com/codesuite/i% &/ AWS BRIFITHF A E T EEFIA,
ESMESR , BIFRE , AREFBEHAN,

EEAAN G K EFELLHZFIN AWS K FHENFREE AWS XE vAMGIR, ER%E
BEBREXR AWS X,

AN, RiFEEF Edit (4E).
EBHRF , UTTIIREZ —

- ERMEMELR , HERERNER , RAEMNIIRFPERERMAIL D# SNS EFFHRHLERA

AWS (Slack) 2% AWS Bl X #1858 A (Microsoft Teams) & ik, & AJ LA Create SNS topic
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https://console.aws.amazon.com/codesuite/settings/notifications/

R TRBHA Ar s
(BI22 SNS =) RAE— N EBHFZEBARMA Bz, —PNEHANZKZITES 10 MNE
FRo
EMERE Fr , EEFERERE B 3588 Remove target (1R B #5).

6. EFER,

[ 38 ANAL 7 40 B 45 (AWS CLI)

1. FEARBHGBHIERRETL |, 1E1T subscribe S5 S LURIMB 4R, B0 , LT 655700 Amazon SNS *
BERN BEHN A B ¥Ro

aws codestar-notifications subscribe --arn arn:aws:codestar-
notifications:us-east-1:123456789012:notificationrule/dc82df7a-
EXAMPLE --target TargetType=SNS,TargetAddress=arn:aws:sns:us-
east-1:123456789012:MyNotificationTopic

2. MRKY , ZTRHEEEHMBAANN ARN , KUFHUTARE.

{

"Arn": "arn:aws:codestar-notifications:us-east-1:123456789012:notificationrule/
dc82df7a-EXAMPLE"
}

ME EDH ) A i BR B FR (AWS CLI)

1. HEAXRIADDERRETL |, B1T unsubscribe s AMBR B #5. Hl0 , AT ap S HIBRERBEFN B
PREY Amazon SNS £&

aws codestar-notifications unsubscribe --arn arn:aws:codestar-
notifications:us-east-1:123456789012:notificationrule/dc82df7a-
EXAMPLE --target TargetType=SNS,TargetAddress=arn:aws:sns:us-
east-1:123456789012:MyNotificationTopic

2. MRKY , ZHTHEEERNBARANN ARN AREXBBRGBEFHESR , XEUTUATHE.

"Arn": "arn:aws:codestar-notifications:us-east-1:123456789012:notificationrule/
dc82df7a-EXAMPLE"
"TargetAddress": "arn:aws:sns:us-east-1:123456789012:MyNotificationTopic"
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FESH

« REBHAN
- ABEHAANERRERBEA

bl B 38 20 A | B #R

MRTBFEENBR , BHLMEBRZE R, —NRFRRBEERE 10 MNEAANEFF , HEHBRFAEER
B9 B R AT LARE B Oy S8 AT AR AR 78 0 B %08 AL 89 H A B AR & 2R

(® Note

W ERE AN B i MPTEE B ERAEB RV B AN RERZEFr , BF2MERBRE
&,

BIBEAAN B 47 (24E )

1. fEhttps://console.aws.amazon.com/codesuite/1Z B/ AWS BHFITHFF A& TEEFA
2. ESMmES  BIFRE , AREEEHAN,

3. HEEXMNBEIRP , EFEELLATIEFRMN AWS K/ RN BT REE AWS X8 B RFIR. &
FHERRRE R AWS X,

4. EBIZBEHAHN B PR , RFEE Delete (HIBR)o
5. @A delete , AFIEFRMIER,

il BRI AL B AR (AWS CLI)

1. HERXRFHIDTERTRTL |, 1517 delete-target i H , HIEEBEFRH ARN, Hlin | AT oS HIERAEEH
Amazon SNS =/ B $5.

aws codestar-notifications delete-target --target-address arn:aws:sns:us-
east-1:123456789012:MyNotificationTopic

2. WMREKY , ZHTTEEEAART. WRFEY , ZHFTRE
MR ZSANBAAN A B $Ro

]
i
:jﬁ
au]E
3

HRBEZEEAR—
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https://console.aws.amazon.com/codesuite/settings/notifications/

FRIEEZEE RAriEmE

An error occurred (ValidationException) when calling the DeleteTarget operation:
Unsubscribe target before deleting.

O LAEMA --force-unsubscribe-all SBMEE N ERSHEN BN FIEEH M A EBER
LB ¥R, REHBERE ¥R

aws codestar-notifications delete-target --target-address arn:aws:sns:us-
east-1:123456789012:MyNotificationTopic --force-unsubscribe-all

il E @A 5 AWS Chatbot Z [B]RYEE X,

AWS Chatbot 2 —31 AWS BRS5 , BEERHIT KA EEB EA Amazon Chime BIXZE. Slack &M
Microsoft Team STUE R K= MG R FHIZEEH, DevOps AWS Cloudf& 1] LAEL B & &#F N B =1
AWS BIXHBEAZEIMER , AMEEXEHNBHE R ERLEREL Amazon Chime 21 =, Slack 31
JB=} Microsoft Teams i@+, BXEZEE , i5ZH AWS Chatbot X,

EBES AWS Chatbot VSR 28l , XMELEBAMNUMAN Bir, BXEZER , BSHIRE Mb)
BEBEMN, BFEATIE AWS Chatbot L E Slack @&, Microsoft Teams EBE = Amazon Chime
MXE, BEXEZER , BSRX LRSI,

FH

« 7 Slack SEHLE AWS B X35 A F iR

A Microsoft Teams JEBLE AWS Bl XH25 A& F im

« 7 Slack & Amazon Chime FZIfl BE&E /i

71 Slack UEELE AWS BIRHL88 A& P i

&R LA R AWS Chatbot 2 FiwfEN BARRVE MMM, 2REN Slack BECIEE i , M AL
EITERPEEEALEFRENCIZBHANN BIR, XRIREAE Slack BEH ERHBHVRE R
Fiko

£/ Slack &2 A /EB #s#Y AWS Chatbot & F i

1. 1RZB (AWS Chatbot EE R EE) P HIIZEE AWS Chatbot 5 Slack 44/ Y% B 1TIR4E,
AT IR |, BZERUT RN EB NN SIEEN :
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https://docs.aws.amazon.com/chatbot/latest/adminguide/what-is.html
https://docs.aws.amazon.com/chatbot/latest/adminguide/slack-setup.html#slack-client-setup

FRIEEZEE RAriEmE

- B IAM AN, BERER—NAGEN , MEBRNRRILAGHAE (i1
AWSCodeStarNotifications-Chatbot-Slack-Role ) ., X A[LAF B ERK A G A
o

« £ SNS =B , BRBIEFREBH AWS XiF, HEIEFE AWS BIXHBAZFIHENE
et FEEARANIESREP N AWS IR BARTFintIZNEEEEMEMENRN
Amazon SNS £,

2. EREFEFRUESRE. RE , EUNECIZEAAN AR LESRENBIR. BXEZER 1
S pIEBHAN,

(® Note

EREBBIET Amazon SNS B g , E7RHEM AWS B XHL25 AZ P im il BR. XM
fS$BE LE @) Slack &IEEH,

79 Microsoft Teams STUEHLE AWS B X #1288 A& F i

BT LABIZE A AWS Chatbot EFimfE N B ARV E N, MR IEH Microsoft Teams BE S| EE
i, WA ETERPERZRFERALEFIRENCIZBENHNA BFR, X2IiREE Microsoft Teams EE
FERNBENNRE RS E,

£/ Microsoft Teams €| AWS BIXH AT Fi% , NEAEBRF

1. IRER (AWS Chatbot BEE R ¥R BHIZE AWS Chatbot 5 Microsoft Teams & & #9548
HATERE, RITIERER | BEEUTEMUXIEBANNRESEN :

- Al IAM AN , FERER—NACEN , MEBRMRGILAGHAE (fila
AWSCodeStarNotifications-Chatbot-Microsoft-Teams-Role ) . X AJLAFBHIRTAE
KRB BHAIE,

« £ SNS £FH , BFRMLIEFREFIR AWS XiF, HEEFE AWS BIXRHBARFRERNE
e, FEEAANESREP N AWS IR BARTFiRCIZNEEEEMEMENRN
Amazon SNS =&,

2. EREFEFHAIEIRE. RE , BuUECEEMNANEREEFIKIENBR. BXESZER | iF

SR IEBAHN
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® Note

EREBIET Amazon SNS B 5 , FZREM AWS I XKALEE AZ P im AR, XM
5 BH LE 8] Microsoft Teams KixEH,

# Slack 2 Amazon Chime Fzhfii B & i

O LLUEREBAF Slack = Amazon Chime Z B E#ZSIERER ., X2 7 A TEE Amazon Chime B
RXEBHOM—FHE. FHRBLERN , BNAUBE-—NMERE 2B E N BEHMN B FRH Amazon
SNS R AWS Chatbot & i

FHIFBEH S AWS Chatbot 1 slack 55X

1. fEhttps://console.aws.amazon.com/codesuite/iZ &/ AWS BEIFITHF 4 & T B A,
2. 1%&$%F Settings (RE) , ASF1%EE Notification rules (BEIF M),
3. 7 Notification rule targets GBI NI B ¥5) B , EFXHEH B 7o

® Note

BRI EEZNEHAN , LR — Amazon SNS TEAEH B iR, XAIUHBHEES
HEMEERE  BORITASNREERT —MBEAANHAR , WAgEFESBTINER.

$TFF AWS Chatbot ##|& , Mt 7, hitps://console.aws.amazon.com/chatbot/
1%£3% Configure new client (ELE#H & if) , R/F%ERE Slacko

%EE BE,

BFIEW Slack TEX,

HRERTEHRINERN |, HIERF Allow (1F).

%3 Configure new channel (ELE#TEE).

10. #£ Configuration details (BB ¥ 4015 8) 89 Configuration name (BBB &) & , AR KN B
Fro XRELBIBBDOMANE | FEREX AWS Chatbot (Slack) BFrER o AR BrFIRFTN A
o

11. 7£ Configure Slack Channel ( BLi& Slack J&i& ) B9 Channel type ( BEERE ) , RIEZERW
BERRAIERE Public (28 ) = Private (#4%8 )

© © N o a &

« 7 Public channel (AB&EE) # , MR 1EF Slack BEH B M.
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12.

13.

14.

15.

« £ Private channel ID (]ABJBI& ID) & , W ABEREH URL,

£ 1AM permissions (IAM fXBR) ) Role (B ) # , 1%£#F Create an IAM role using a template (f
FERBIZE IAM B8), 7 Policy templates (RE§HER) A , %&$F Notification permissions (3@ £14X
BR). £ Role name (A& A , WAL AW EF; ( #l10 AWSCodeStarNotifications-
Chatbot-Slack-Role ) , 7£ Policy templates ((RE&HEHR) # , 1%£3%F Notification permissions
(BEBR).

£ SNS &Y SNS XA |, EFREZEBHAN B 45 AWS XiF L E. £ SNS topics (SNS
FH) F, EREEENEANAN B FRH Amazon SNS EBH E K,

(@ Note
MREFRER LR mEN BIRNBEHANL , MEFRTRS R,

T BB,

@ Note

MREBE T EREBENEK , MAHFER AWS Chatbot BFEEIE , AFFBEHE X
BEREIBHM, BXEZELR , 526 AWS Chatbot X4,

(AN ) ENAER , FESEHAN (BERNEM Amazon SNS TBENEBIR ) WEM4RE
PCERY FRPHITER. Hla , WRFBEHHNEE N XN HEGERIITERRIEBA |, HXH
HERBITER , REEXNREBFFRNE Slack BEAEEBEAME K,

@& 5 AWS Chatbot #1 Amazon Chime &£

fEhttps://console.aws.amazon.com/codesuite/i% &/ AWS BHIFITHF X &I EZEFH A,
%32 Settings (IRIE) , ARG Notification rules (B ZIF M)
£ Notification rule targets (BHIF N B #5) & , EFH S HI B ¥ro

(@ Note

BRI EEZNBHAN , LR — Amazon SNS TEAEH B iR, XAIUHBYEES
HEMRE  BURITHINIREERAT —NEARVHRER , MR~ ESBTIER.

£ Amazon Chime ¥ | T EREUH#HITEXNPXE,
ERA EANKNRER , REIEER Manage webhooks (B Webhook).
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6. 1£ Manage webhooks (‘B Webhook) XifHEH , 1£1F New (F1E) , Hi A Webhook FI&E R , &
J5i%# Create (812).

7. Ik Webhook EHI , R/ Copy webhook URL (£ %] Webhook URL),

8. FTFF AWS Chatbot #&#|& , ik}, hitps://console.aws.amazon.com/chatbot/

9. 1%#% Configure new client (BLEF & Fix) , A/F1%EHE Amazon Chime,

10. £ Configuration details (BB i¥ 415 2) #9 Configuration name (BB &) # , WMAZF KN A
Mo

11. £ Webhook URL A , #iiZ URL. £ Webhook description (Webhook &) & | 12 o] % 19 #
R,

12. £ 1AM permissions (IAM X FR) B Role (B &) # , i&# Create an IAM role using a template (f#
RAERBIZE IAM BA8), 1 Policy templates (RE§HER) F , %&$F Notification permissions (3@ £14X

BR). 7£ Role name (BBEM) F , MALLAGKNEF ( 5120 AWSCodeStarNotifications-
Chatbot-Chime-Role ),

13. 1£ SNS B SNS Xigifh | i FEEIZBAAN B 5 AWS Xig L E. £ SNS topics (SNS
FB) B, EREEENBHOAN E IR Amazon SNS EBHE o

14, &#F BE,

15. (it ) ENHAER , FESBHAN (BEERNEH Amazon SNS TEBEREB IR ) WEHERR
ENRRERPRHRITER, Hl , mRFEMNHANEE N ERPEERBITERNZEBA | EXH
EESR#ITER , REME Amazon Chime IR ZE LU EF B AT HI,

£ 18 % AWS CodeStar @41 API @A AWS CloudTralil

AWS CodeStar BAH 5 AWS CloudTrail —TiRFER , ZRFREA /. BB AWS BRFATITER
EMiE R, CloudTrail FBHMNAE AP AABRNIEH. RNV BASEREFREIEEZESHS

M IFAFX AWS CodeStar BH APl RENRIB AR, MREGIZRER , AL AR CloudTrail
EHFEERME Amazon S3 FHEE , BREATEANSESH. REREERER , BMHATUE
CloudTrail EHI&EW “SHHELIERK PEESRFTNEH. EAWRENEER CloudTrail , 7] LAHEE [
AWS CodeStar BAHIA HHIER, ZHERN IP bk, #EAHTER, AREHBERUREMIFAE

/CN O

EXEZEE  ESH RAFiER. AWS CloudTrail
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AWS CodeStar F i@ 4115 & CloudTrail

CloudTrail FTE&BIZEMK - AWS Ik it EEEBHWKF LB, £ “ AWS CodeStar BAI” R &4 7ES)
B, ZEAE5HEM AWS RS CloudTrail B4 —EiICZREESHHFRIERERY, B EFREE. £FEM
THRRIEXENEH AWS IKF. BXEZER |, BSHFEREHHEEF CloudTrail 24,

ERSIIREMNEHSH AWS Ik |, 21F AWS CodeStar BAEH |, HRIERER, BEATF CloudTrail
FBEXHE 5 E Amazon S3 FiER. TIRIBERT , EEF AP EIZBRERICRKE |, LRERICKNMNAT
B AWS Xif, BRERIEFE AWS 2 XA EXEHNEY , H & BEXHZIEEEIEERN Amazon S3
EAER, AL, BB B H A AWS RS , Ut —F 25 M 4L CloudTrail B &R INEN B HHIE.
BXEZER , BSRTIANS :

o BIZERIRERICFBLR
 CloudTrail RS FERK

« ELE Amazon SNS &ZXI CloudTrail
o FEUCKBEZNMMXH CloudTrail B EXHFIZRK B ZANKF B CloudTrail B &4

Fi8 AWS CodeStar BHIEEHHIEF CloudTrail Hi2REAWS CodeStar Notifications API
Reference, flfl , X CreateNotificationRule, Subscribe H ListEventTypes &EEHA
F£7E CloudTrail BEMXMHHERZE

BIMNEHHATRBEBESERERBFRNARER. SOEEABTEHEUTRE !

- BERIZMEARIERIERZ AWS Identity and Access Management (IAM) A F&EIEA Ho
- BRECEAACERKEAFNGRNZEEIU R EHN,
- EREBFHHEM AWS RS K.

BXREZER |, 2 H CloudTrail userldentity Jt$&,
THAENXH%E

BERE—MERE , AFFE4ENBEXEERIEEEN Amazon S3 F##. CloudTrail BEXX#
BE—NESZNMNEEREB. EHARKRKRBEARKENEMER , BEEXFRWIRE, BENBHAR
B, ERSHENFELR, CloudTrail BEXHTREAH API BANEFHKRRE , HEtE1T2RE
A4S EMN IR HI,

LR RBIERT —4 CloudTrail BES%E , ZRBERTEAMANMWGIE 6 2
¥ECreateNotificationRuleFSubscribei®fE,
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® Note

BHAEEXHZERN —LEEHTRERBRSHEIAR
AWSServiceRoleForCodeStarNotifications,

{
"eventVersion": "1.05",
"userIdentity": {
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::123456789012:user/Mary_Major",
"accountId":"123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName":"Mary_Major"
I
"eventTime": "2019-10-07T21:34:417",
"eventSource": "events.amazonaws.com",
"eventName": "CreateNotificationRule",
"awsRegion": "us-east-1",
"sourceIPAddress": "codestar-notifications.amazonaws.com",
"userAgent": "codestar-notifications.amazonaws.com",
"requestParameters": {
"description": "This rule is used to route CodeBuild, CodeCommit, CodePipeline,
and other Developer Tools notifications to AWS CodeStar Notifications",
"name": "awscodestarnotifications-rule",
"eventPattern": "{\"source\":[\"aws.codebuild\",\"aws.codecommit\",
\"aws.codepipeline\"]1}"
},

"responseElements": {
"ruleArn": "arn:aws:events:us-east-1:123456789012:rule/

awscodestarnotifications-rule"

},

"requestID": "ff1f309a-EXAMPLE",

"eventID": "93c82b07-EXAMPLE",

"eventType": "AwsApiCall",

"apiVersion": "2015-10-07",

"recipientAccountId": "123456789012"

"eventVersion": "1.05",
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"userIdentity": {
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::123456789012:user/Mary_Major",
"accountId":"123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName":"Mary_Major"

I
"eventTime": "2019-10-07T21:34:417",
"eventSource": "events.amazonaws.com",
"eventName": "Subscribe",
"awsRegion": "us-east-1",
"sourceIPAddress": "codestar-notifications.amazonaws.com",
"userAgent": "codestar-notifications.amazonaws.com",
"requestParameters": {
"targets": [
{
"arn": "arn:aws:codestar-notifications:us-east-1:::",
"id": "codestar-notifications-events-target"
}
1,
"rule": "awscodestarnotifications-rule"
},

"responseElements": {
"failedEntryCount": 0,
"failedEntries": []

},

"requestID": "9466cbda-EXAMPLE",
"eventID": "2f79fdad-EXAMPLE",
"eventType": "AwsApiCall",
"apiVersion": "2015-10-07",
"recipientAccountId": "123456789012"
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AR TARHE A5
o RUREFETE T A0 FIRA B

« FEARUWEI Amazon SNS BEH

- REREENEHEA

- BB THRAIMLBEHBFFRSE R ‘Unreachable (T EZK)”

- BRIV ABHNE RN EER

HER=EHERR L CERE AN A HIRREEIR
FRREERBHNR. HXESER , B30 ETSHNEHTH.
R EZEFBAAN

B . HEBEFF AT EEH AP ER Settings (IR E) TH Notifications (BH)EY , BFE — MR
%o

ATREMVIS E 1B 1E - BB ERTBAFMENNR., BERAWS FAEITERSHASHIEERE (5
7 CodeCommitFl CodePipeline ) #2 2B AR , EE A X FBHNRS T I REEFT B A
R, & , BURESNEENKBNATEN IAM AFSAR , ZRXBTIATEETEHN. BXES
B, H2H ETSHNERTRA.

B ECIEBEAAN

BURRBLRBAMANFFENNIR. BEXESER , F5H ETHOHNERKRM,
BB R AT E AR R EA

FERIZBHAN FFME R , BRANEASRIERGFAREERTRR R, BURKAIKIEXETE
R ERNB, MRETERBRES , MERM B FREIT 55K F F LU ER.

AU Z Amazon SNS B4
EHEE Amazon SNS TEHEE , BREUTHEA :

« ¥4R Amazon SNS FERESBEBHMNER AWS X BIZEM,

- BRENBEFHEBEITRIEBENED  HFELECHINTE, EXEZERE , HSRANLETR
1T %] Amazon SNS &,

- WIAEBHRE TR AT AWS CodeStar BHIRIZEBHABEH, ZETRBNIERUTUT
ANBHIFEER :

HEHB 5


https://docs.aws.amazon.com/sns/latest/dg/sns-tutorial-create-subscribe-endpoint-to-topic.html
https://docs.aws.amazon.com/sns/latest/dg/sns-tutorial-create-subscribe-endpoint-to-topic.html
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{
"Sid": "AWSCodeStarNotifications_publish",

"Effect": "Allow",
"Principal": {
"Service": [
"codestar-notifications.amazonaws.com"
]
},
"Action": "SNS:Publish",
"Resource": "arn:aws:sns:us-east-1:123456789012:MyNotificationTopicName",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "123456789012"
}

BEXEZELR , BSE BEEBEAH Amazon SNS £,

REBEENEMFEA
UTREESMEANRELRE :

- ENRREESNTER—SHRENBHAN , FEDHEITREERXLEMRNE BFRH Amazon
SNS &, EffAMEE , FECEITTHAE P - ER , HEHFEBEFAN S BRES W,

o —NEZNEBEHAAN B FRE S AWS Chatbot &5 , fRGTE B FHRHUHFER Slack $7E. Microsoft
Teams B Amazon Chime BIXZEHFKEIEH, EFERLREB , FERMNENZHANE B #RHY
Amazon SNS =B EUHIT R B Fup4rit st , HEA Slack BE. Microsoft Teams &&= Amazon
Chime I XE&EFBE AL

BB T BN LABHAEFRRSE RN “Unreachable (FB7EE)R)”

B EEWI A BEAVIRTS © Active (3E3) IRZAF Unreachable (F3&151R]). Unreachable (Fo&1h1R]) &
TREBBERREBA , BERTFEIN, BANKERERZER , WREI , RSFEEN Active (&
).

HTFUATERREz— , BHANBEFRTREEFSTATH :

« Z#R ( Amazon SNS &=, Chatbo AWS t BF i ) MR, BN ERE S — B #Ro

R 52



FRIEEZEE RAriEmE

« Amazon SNS FFEMNE , ELRDINZFZTTFIENKE , EL AWS KMS Z4A B iR, BXxE
ZER | BEZH BLEBEAN Amazon SNS Fi,

« Amazon SNS =B&EBAFTEMN KRR, RIE Amazon SNS THEEXRE , BNELEMELREE
H, BXREZER , HFS5H BEEAHA Amazon SNS i,

- BREXFIRS ( Amazon SNS % Chatbo AWS t ) AIEEIEE T [ &,

R KX BAMNE R EH
BHl , £XAERAARA. H5H BANRE,
i A Y Be 2

TRIBTHARTEZFEPBEANNESH ( BEARE), BXAUERNRFGNES , HSH AWS
AR S5 BREH

B ERA R4
— 1 AWS P e B AL B A B 1000
B SIA 0 Bk B TR 10
R B A8 AL 10
frAaRER"?

BT LME R & & T B4 A A EZ AT & A S RB 126 B 2 2 AWS CodePipeline B9 AWS
FREERR, WIhgEEBECH APl , Bl AWS CodeConnectionsAPl %, SN EEERR ST L
RELL AWS BRELUEZE = H M E ( 6§20 Bitbucket ) BIIR, HlaN | &0 LAUE RIRINESRE |
CodePipeline MBEENE=FRBEFHEEHTRBELRN , EaMEAEBNEE, SMNEEBEGEH
5 AT 5| AiEEA M — Amazon Resource Name (ARN) #85<Bx,

/A Important

BR55 & #1 AWS C CodeStar onnections EE B, A EH LB o] 228 codestar-
connections B2/ &R,

RE


https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html
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5% T RmHIA AP i
BT SAE BT IRE 2

BRMEREERE=FREBRARSTRARTEFH AWS RRERK , 255 :

- EEDE=71RME ( HlW Bitbucket ) , HERAF=FEEENEEN AWS FRIRER , Fi
#, CodePipeline

- EE=FHIRMPEM CodeBuild #WEIME., CodeDeploy NARFMEEH K K—EBERR
CodePipeline X13&E #9177 B4 PR

- EHRERPEMAIERE ARN 3K CodeBuild FJ2I1H, CodeDeployfi FAfE2FFEE CodePipeline ,
LESIAFENNEBERSE,

eI LA AR E = IR BiERE ?

Connections A LURHEEY AWS BIRELL T E =5 F M EHEREK :

+ Bitbucket Cloud

+ GitHub.com

* GitHub L ==

* GitHub )RS5 88
+ GitLab.com

/A Important
WEEERY 25 GitLab 2¥E 15.x IR E@ A,

* GitLab BTEERE ( EATEURFHXAR )

BREZTHERNBR , E5H 62 EMEEN THER,

NEREEER () SIEEENSESN GitHubE REMIRMAEER ( HI40 En GitHub terprise
Server ) BB EENSHEIE, BXEREHEFXECEREENBESR  BoREAIEE,

(® Note
BEERM (K= ) ERHERE AWS X, 1880

ZREXESENNARERF

-
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X—RETXENNARFEFRMNEX (K= ) KEFHNEZE ZNRAEFES=77RMHE
Mg LR , EXHEACXENERNNENRAEFRDTHN, ZRENRAERF , BIRTER
NE=HFRHEFNEZX BN RS HAZENRIE | H BT SR B 1 20% 5 F 2 7 R BUE
PR

BRIFGCEAXE , BNZRSTLLEREFRHENHE. BRALXE , BIRFERTFRIMR
SRENFHIENBTEHINR,

BERERAZXE , MRXSRENNRARFNRFZERS , F=FRHUFEMHAIUERL]
MRS HAZENHE Bt , BELEZEAZXKEEVHBZNAERF. BXESZEE 1B
ZRERXHE,

ft A53E#E AWS RS /K ?

BRIERERRENE=Z S FRESEM AWS BRSEKR. BEEREENRSERK , FSHAWS

CodeConnections = A RS E K,

YE 2 2 004 THERY 7

EOREECH , BXUNBEEEENE=ZAKS LZTE AWS SHRIENARFIREEN ZNAREF
E, BREREE , TUAEMTCUAERALRER, SIBEEN , SAURENE=ZSK, R AWS FIREY
THE, XAFEERAREN AWS RRGRISE=ZSKFFNAR , fIHNRTF#E. RE , EUUSHME
AHEZEE AWS RS |, MEETRZERHZ S OAuth E#,

ETENEZEEENT , A TAFKS AR BN ER,
- APKF B ETENE=ZFAFKFBRRTEERNAEF. NABRFERUUAXKSMNE
%,

« A BNMNETENE=Z AR BLEETEERNAERF, NTALAPHNERE K BEHLHENELR
ik P RERZRE N 111, NABFZERREXRKRSMNMERE, AXALNMMAERAEZENESFAER
ES M a{a AWS CodeConnections SR B R,

TERERTETNERNMERFKFHALEEEA.,
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Cloud based connections for user accounts

y Connection ARNs .
/ Third-party Z App Z J/ —j
repository installation I\-_/
E&cs User account O {/‘\)
- aws
v’
Third-party App f\
repositary installation v
Y E % User accoun t O y
Cloud_-based connections for organizations
App ;
. Connection ARNs
I:::sz:';*v" installation
8 Organization O C,) aWS
\-/‘,

EZEHAE AWS IKF SIIWAFTE. EEHRTEERE ID Y ARN #51R, E# ID %%)ﬁﬁﬂl:ﬁi%ﬁﬂﬂ
58 UUID, MIBRMEF BN EZSER —NHWIERE ID , A& 4 — N IERE ARN, XEKE
HEREKIZEFR S ARNs IREEF A,

AR IEEL T Pending RS, FEE=FEF ( OAuth filg ) IR F RETAEENIREH
EEMRSRPendingFlAvailableRs. TG , ATLUGEES AWS RS —E6EA , il
CodePipeline, Available

NMREBOEZSCREMVEMHERE (FHEE ) NEE , fIW GitHubil fRS5 3R GitLab BITEE
T RT LA B R R E TR

RiEENEENT , A TAPKF AR BN ER,

- AFKF BN ERHE=SAPKFHLE T EESNAER. A RUEBNZSNEEATUE—&X
HLAE<BX

« Organizations : 8N R E=FALRFRETEESNAER. XITHLE (B0 Organizations for E
GitHub nterprise Server ) A ZAR#hiERE , BRI URNALPFHNTMNEEQIE—NIEN , HBREE
WM EZFE (VPC IDs, FRMEL 44 IDs ) PRAMBENELR. GitHubBXALRMAERAEEN
FEZEMAEER , BHSRE WM AWS CodeConnections 548 4% ST B R

- 28 T/ HEE , 10 VPC —RREE—BEWXREK,
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EFMEERT , BHEERMERHIRSE[M URL, A , MRBRSHBMNTFIE VPC KR (IR EERE
BWipE ) , NEERME VPC EEURMIEN TLS iEBELE., XLEH E CodeConnections LiF 5%

BlEE , HEBALEVCIENFIEEZEHRE, i1, X TF £/ E GitHub nterprise Server 3£ , #&1]
DAIZ—IMEENRTINENARERF. A, XTRAPKFEE , BARAZENCUESNERE , X
LEESENNABRFLRENN , M TEMR. &0 , I TFHL , EAURZENCIEENNARF
ZERMEE,

TERERTAERNASAFIKFRARRSER.

On-prem connections for user accounts

y Connection ARNs VPC
[ Third-party App H
reposi':.,n, installation Hor (Optional)
8&;5 User account . O H aWS
U
VPC
e App &
Third-party 4
repository installation w Host (Optlonal)
'-\__ Eé% User accoun t . /"\\ H /.-'
<z w 4
On-prem connections for multiple organizations on a single host
.,'/".V’
Third-party . App . Connection ARNs
repository installation
ég Organization . O VPC
/ Host (Optional) aWS
\-—’F,
repository installation
8& Organization . O

<& -

AN ENL T Pending RS, FEF=FIMRETEZTHENIRE , HFHEM Pending &
A Available %, TRIEERS , EVNR Available , THATEZICLRENEREBFEE,

EXEETHERNER 20 ERTMEEN TR, BXERERMRFNENETERE
WELR | ESHAERFHENN TAERE. BXREMEFXDAREENEESR  BRERE
&,

4l AWS CodeConnections 54 RE B &

N TFHBERMUEAEL |, i GitHub AR , BFEEN GitHub BARFREEIZ 4 GitHub HALRH, &
SEA Github EEZSENARRF |, EESAHLOMHT 1.1 S, E GitHub nterprise Server 1 GitHub
BMALAHNFERAMINEESENARR  HENZES ZXEKNERE,
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Pl , BEER—A GitHub lRSF 2R LESZNAREHE , KT A B ML GELMAER |, HFHXLEAR
ZEBMA GitHub NAREF. B2 , GithubZ ERY B FRIKF AT LR M ERY.

SRR EAEEN TR
BIBEER , BRI ERERAN AN EZSRNARFREREF =S RHABHITEORIEF.
EEARANTREZ—

* Pending - pending EERMMNETHK ( B3hE available ) REF REEANER.
« Available - BA[LAEM available EESNEZE BRSSP EMERMBF
« Error - EF error REWEE LB EIR, EE N available BIERTEFE A,

THERRE : SIBREIHERE , FH CLI. SDK 5 AWS CloudFormation

BRI AR CreateConnectionAPI Y AWS Command Line Interface (AWS CLI), SDK = 8|ZiE

$# AWS CloudFormation, SIZ2/5 , EELTF pending RES. EAILAEREH A K Set up pending
connection (IR EBFALEWNIERE) EMEKZITRE, BHESSRTEUBREIEANELEHITIE

B, ARG, BULFERARESEERETF |, HiEFEH A L Complete connection (ERIERE) [FiEET
A available 7.

TR : AR A 0N ERELE

MRECNESELREMVREEFRE (flW GitHub WL fRSSER ) ERE  NFEXEEN. MRE
EERISREREFEKE (W0 Bitbucket ) , NPT 012 EH H AL 02 ESE,

EFARHACEREERE , B LERZESA LM CodePipeline REBREREKRIERENE=S
RHR, BHESRRECBRLZRSFEANEGLREKHTERE  ARCEARHE0EEE, BHAETRIE
FHEINIEEM pending IRE R available A%,
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RAriEmE

Provider type?

Cloud

Installed
h 4

Create host
State: pending

h 4
Set up pending host (registration
handshake)
State: available

h J

b4

Create connection -

Creating in

Create installation

console? ’
| v No
_ Create in
Crea.ﬂe n C_Ll CloudFormation
State: pending State: pending
T
v

Update pending connection (create
installation) in console

A 4

Use connection
State: available

IR EH VM TERE

EHNERENREED (AT ) plRERN | FEAENHR.

(® Note

3 F 68 GitHub £l RS2 =K GitLab B{TEEMWAL , BRAERARANEN. BERALN
PREMNEZCER - MHEN  AELABRREZENNMNEZER (VPCID IDs, FMMZE

4l IDs ) PRAMENES, BXESEL , B5H DRENRMHETIBE A NEENENE
E.
EERNMAIEN?
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ENAEBFUTRE :

« Pending - pending XY 2EERIENEN , XMENHHITIRE ( BE available ) , REF
REEA
« Available - A LAMEH available BT EEE A BHER,

T4E#HRE ; £ CLI. SDK 5 AWS CloudFormationt| s E#H X #l

BT LAE R CreateHostAPI £/ AWS Command Line Interface (AWS CLI), SDK ZelZE 4l AWS
CloudFormation, BIEfE , W4T pending RS, BAIAERAESAPHIREERITERZIE,

THERE : EREH A BREREN

NREZVEEERENRMEER (HIW GitHub W BRSS3E GitLab BHITEE ) WiERE , NEZ 0
BEVSEARBTEN. MREBEZITREZEFRE (W0 Bitbucket ) , NIBES 6122 F 47+ ks o2
BT,

FERAEFEREETINHFEIRSM pending EXH available,

Host Yes Yes
already > Host set
created? up?
No
No
Createin CLI Create in Console
State: pending State: pending

=

Set up the host in
console i
State: available

Y

Use host with
connection

h i) £ Bk AR AWS CodeConnections
EERLRER , XEWKERFENEMRE AWS XigEE#,

RREE ARN BARR T HOZUENXEER , ERRFZIRTEAXE, tI2EZRFNXER
EEEEARBEERNXE, 2HEERRBIEERN AP RERHSEQZERE, EHMRR. M
BREZEHIRICIER

ATEENENRFETRLRTANRR. BRENEEHAIFRNXEPERENEIR,
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FRTABHA A 457
- BAFUE-RERE , RAREHRTUEEM AWS XEXEHERE.

- MRGEEENXFEHIEE , ML APIsEREERTREE  BEMATUEHEMATEXEK
ThE A ZE R

« HEEERFAEH CLI P HEZERRN , IR ERAEXEF EERKS KRBT EEZETR.
- HEERHAH CLI FIHENTRE , FIRMNE TEE XE P SERK R B EH TR

« ZEM CLI JIHBHER EXRBEENNTRNEEN , HREEEYN ARN , MAZREEN CLI X
204,

AMAIFT IR R £ 2
B RERBA , HEERULAL RN —LRAEE

. SR TFEENES,
. REFREREETEN SR,
o FRasiRA AN S — IS | T EE R,

EEBLR

WMRETHEBZNAE , WA ERMIRENERERSE. ATREAFTRTERH S FWEZNE
TR -8

B

BE=HKF LR AWS RARFEH, L2 Con AWS CodeStar nector R FATERF AWS RiFiHEIE
ZEEKPFHRNARR. REEF=ZFEUEBHING ERERE,

TEHE
—MATRE=ZARFREMEEEZDTEM AWS RESH AWS BiF.
B=HEMEE

HAB T AWSH RS SN RIRMHN M@ E, 0 | Bitbucket FEEMEE=H1FM#E,
EHEEEINE =S RERENRS RO, BaLUE AWS BRIEEF/NPIREEER, B

EERFEEMNENEMRE LWRHERERERENREREFRE, Flw, GitHub il fRSS2R
R—HERENRHERRE,

W R R 7 =
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host

RABRRF-FREEFNEMREN TR, EZREAENRRTEEE=FREBHRS S | 4

30 GitHub Ml fRS5 85 BRI BAN B ZRERFRENAEEZEZE - E.

® Note
HEERAEFALES GitHub DL RS IF/HERER , EAZTEN -5 , BRELNE
BIE— PN EHRIR,

AWS CodeConnections X iFHV12 452 5 F kx4~

AERHEH X AWS CodeConnectionsZ IR IETEF FMRAHE B
£

« Bitbucket XM RRMUERFFKE

» GitHub # GitHub il =X iFH iR Rg R R

* GitHub )l BRS5 8f X ISRV IR IE F KB MR A

 GitLab.com X RMHEmERR

- GitLab HEREE X FHRMmERE

Bitbucket X R IR {HEREFRE

YRA] UREE 2RI A f2 F 5 Atlassian Bitbucket Cloud B2 & M.
FEFEREN Bitbucket IR FEE ( M0 Bitbucket RS 2R )
GitHub # GitHub il X IFAYRERERE

A LURERE M AR GitHub 5 GitHub b m—E A,

GitHub )l fR %588 X W IR HEFE B MR

BRI EENRAREFSXIEFN GitHub Al RS EBRRE—BEM. BXIXIENRENIIX , F5H

https://enterprise.github.com/releases/.

AWS CodeConnections X iFHI IR ERRF FMMRAS
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/A Important

AWS CodeConnections A% E2F K GitHub 1l fRZ B8R4, i , A TFHRAFEZEED A
B& , AWS CodeConnections F%# GitHub 1\l fRSZ B8R A 2.22.0, EHITIER , BTHEK
BIRRAS 2.22.1 SEFTHY A A R AR

GitLab.com X#FHy IR HY

B LUET GitLab .com EAER. BXEZER |, HSH CIE1EEET GitLab,

/A Important
FEEM X #F GitLab 2IE 15.x lRERE /MR,

GitLab BEREEXFAVRMHARRE

BRI LUERES GitLab BITEERE (EATRULRIHXMR ) BEER. BXESER , F2H 6
B5 GitLabH REEREE,

AWS CodeConnections 7= fn MRS &£ 5

AWS CodeConnections 5% % AWS IREZFURESENFE=RIRSZERK. FHAUTHIHFHNERXK
HEPBNEEEENELERAN~ RMRSER.

THHEXRFRESEALBRSNIEFSBRAED,
FR

« Amazon CodeGuru Reviewer

« Amazon Q F R ER

« Amazon SageMaker

 AWS App Runner

* AWS CloudFormation

» AWS CodeBuild
 AWS CodePipeline
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FRITEBEA J=P ok =t
- RFBE R
* AWS Proton

Amazon CodeGuru Reviewer

CodeGuru Reviewer 2 —HA THERZNFHERBHURS. SulEREERXEKISLEEFTN
RIEBWE=ZFEFHE. BXFIJWNAEE CodeGuru Reviewer B ¥ GitHub 2% FE H#YRAK B LUE
HelZ2 oot R IBN BRI EIE | 151 Amazon CodeGuru Reviewer P8R F IR | W2 GitHub
EEE PR,

Amazon Q FF & &hx

Amazon Q Developer 2 —RET AT ERENERAXNERF , TLUBBEER, WE, T ENRE
AWS R ARRF. BXEZEER , 25 (Amazon Q Developer User Guide) # &Y What is Amazon
Q Developer?,

Amazon SageMaker

Amazon SageMaker 2 —TATHE, IEHMBEINRF I ESEENERS. BXEE GitHub 74
FEEENHE , EZH (A mazon SageMaker FF X EEmE) FMEAE =7 Git FFiE FE R SageMaker
MLOps I B /&%

AWS App Runner

AWS App Runner FRSIRM T —fpUE, FREHZFERNAFR , NEREBRBHEGREERED
AWS CloudF a]# EEZ £ Web NAREF. EaLUER App Runner BB ER M E BN EE
HERARFNRE, S LEREEFRABMNILE GitHub 245 E2Z %] App Runner fR%. BXE
Z{ER | {55 ® AWS App Runner F & A R 15 RHRCIBFMERMERSE,

AWS CloudFormation

AWS CloudFormation—IRS , A& BIEX AWS BREHITEEMIZE , XHEMITURED R
EEEXERE, MYESHRBEPESTHNARER L AWS, BB - MERFIENRE
AWS &R ( 13 Amazon EC2 E£4Isf Amazon RDS BIEELHI ) B4R , H CloudFormation i3
NI B M B X L R R

B LER S Git BEWiER CloudFormation R8I H T4 BEN Git FHEENRBSEE. X
WEIEA Git EZ#THREBHHIE , 5SH (AWS CloudFormation A #Em) ) “&EH
CloudFormation Git @7,
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BHXEZ{EE CloudFormation , 52 {CloudFormation S S TR EAFIERE) PHIMK, LA R
CloudFormation ¥ &,

AWS CodeBuild

AWS CodeBuild2 —T A FHERANXBHRS ., CodeBuild TEME. EEBEMT EECWERR
£ MATHRTHWEREEENHEIERHTHITSNHEERE, EXEH CodeBuild SHIERE
HWE ZEE GitLab , 2 (AWS CodeBuild AF1ERE) B HGitLabiE#,

AWS CodePipeline

CodePipeline R —fMFERXMNRS , TATEE., AN BEHIRITRARGFENS R, EAIUE
FE#EN CodePipeline JRIREBEBHE = H FMHE,

THRES .

- BXiZ CodePipeline ##1E , HSRRERESEZ N H, SourceConnectionsEEEFBESHAM
JSON/YAML R K E& R4 , 55 CodeStarSourceConnectionf FigE+H#, AWS CodePipeline

- EEEHAS=ARFHRELZEENAN HE , BERTBEAERE,

AR B

S@@ ervice Catalog QB QI EMEEIRERE L AWSERAN ™R EF.

HIERN AWS K S/ EBTFME ER AR ( 6I40 En GitHub terprise = Bitbucket ) B E#AT | Z%E
B VPSR Service Catalog = mEZFBEIE =75 FFEEENRIRIM. GitHub

BEXEZER , B2H (RSB FAFER) P/ “FRS E F~mEL EIKE GitHub, En GitHub
terprise 5 Bitbucket B AR TH,

AWS Proton

AWS Proton E—METFT=WNRS , BTHEN=EMEENE, EAFERERERN AWS ProtontE ik 1Y
REOBIEME=SHFEENERE, BXEZER |, E5E AWS Proton AFIERE 0 EIEM 76
R BE$E,

IREER

ERAETPNES  LEEREFTRTEZF SR ZNEREEDRE.
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E3-
« RE S AWS
o SIEH N EAGIEEENN R R

RE S AWS

SEMEREL AWS Ik /=

MRERE AWS K |, BERATTRKUNE -1,
XM AWS Ik

1. $TF https://portal.aws.amazon.com/billing/E A
2. RERFLHBARE,

FEOEME , REIEERRIERS  EREABERERNA —INRIES,

HREGEMET AWS IKF , LR BIZAWS IKFRAF —1 RAFERGRIZKS RHRE AWS
RS MARR. FAREREREK , FAAFIEERLRANR , A BERERARAFKKTEER
AP HRRRNES

AWS EMERERELEEBRE —HBINB FER 4. &AL 8IE https://aws.amazon.com/FH 1%
“BOKS” , E5EYINKFENHEBEENIK,,

IR EREREENRHAF

EME , BRPENZE AWS IKF AWS KPR AP AWS IAM Identity Center , /B8 A X Sl 2EEH
P, ZEERT2MER root AFHITEEES.

R IREY AWS Tk 7= 48 7

1. 1&#F Root AP H ALK AWS K B Fap4rithst , AKFFAIEEN S HE R, AWS
Management ConsoleE T —W £ , #i ALK ZE,

ERBERABAFEZAEMNELR , F5H (AWS EF AF#R) FH Signing in as the root

USEro

2. RENBAFPBRZESHRIE (MFA),

BXRUEHA , FSHEIAM AFEETHN AWS K- RAFSEAEL MFA R% (BHE )
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tIREAEERENRIAF

1. J3 A 1AM Identity Center,

BXEE , BSE (AWS IAM Identity Center FiFF1§8) ##Y Enabling AWS IAM Identity
Center,

2. £ IAM Identity Center 7 , JAFP R FEEIHRINR,

BXREA IAM Identity Center B & N SR HE , 25 (AFIERE) 1AM Identity Center
B A B9 A BRIAREELZEAWS IAM Identity Center FA P 17 R4 R

UERERBRNRNAFSHER

EE S 1AM Identity Center A B0 %% , BEERASBELIZE IAM Identity Center i PR &%
B SR B B T R 44 b 1k Y B Fe P Ak

BXMEH IAM Identity Center AP 2 ZH#HE , BZHAWS 2% AP EETHER AWS iHE)|]
o

AR R o Eo s H o P
1. %E IAM Identity Center 7 , BI2 —MXPRE , ENREEREN A K BN R REME.

BXRUHA , HSHE CAWS IAM Identity Center A $8R) Y Create a permission seto
2. HMARSEE—ME , RAERNZESEE L BFZIFRNE.

B , H30 (AWS IAM Identity Center FAF#ER) ##Y Add groups.

IR F N B A 6 @ E BV RAY R B

£/ JSON =R &Y 48 25 O 2 SR e

1. %&3F AWS Management Console 33 FF IAM #2&1& , Pk fhttps://console.aws.amazon.com/
iam/o

2. EEMNSMERT , BFERE,

MRZXREEERERE , WSEREHRLEXNRETE. EEFTHBER,
3. HEREMINE , EFCIEKE,
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FETAREA il
4. HERBEYREBIRIDD , %EF JSON LT,
5. WAL JSON REE3AY :

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"codeconnections:CreateConnection",
"codeconnections:DeleteConnection",
"codeconnections:GetConnection",
"codeconnections:ListConnections",
"codeconnections:GetInstallationUrl",
"codeconnections:GetIndividualAccessToken",
"codeconnections:ListInstallationTargets",
"codeconnections:StartOAuthHandshake",
"codeconnections:UpdateConnectionInstallation",
"codeconnections:UseConnection"
1,

"Resource": [

min

}

6. iij:¥-|:_$o

@ Note

SR LARE R FE AT ALME A JSON 4mEBRRIAT R 2 A E]#, AN , MREHTEXHETMR
LRBIRTERET -2 , IAM AR FR RS ATH L RESRETRIL. BXRE
ZER , FZH (AM AFER) PRIARERS M.

7. HEFRFUBRTNEL  AEEQENRBEHARBANMNER (7L ) . EFREEHE LA
[RUAEE KRR THNR,

8. IEFEOIEREE T IRIFENH KL,
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FaEREENRE LS EREIERE , NENE=ZHFREHESEN AWS BRXBKER, MREY
EEERET AWS JR ( #la1 ) CodeCommit , M AT LU EAERRIBEHITERE., BER , WREENIF
EE N4 BEENEFHESEEMEXRRK. EXHEDR , £9i%E 5 Bitbucket FEEFNEEN
R,

FEAREOF , BRERLTES

« AWS CodePipeline : FEXLLERF , B LA Bitbucket F i FE I EEEENEER.
« Amazon CodeGuru Reviewer : ¥ T3k , &5 81 Bitbucket FfEE 5 Reviewer F Y CodeGuru &
R 9 H T EAR KB,

£l

- EREH

- ST RERX
- SR2:BIEEE

- S8 3 FEMNBEE CodeGuru Reviewer xBx

TR

HEFFRZH , BEX RE PSR, BEFE-NE=ZAREEEREZIEN AWS RS H %
ERENCEBESHRIE. flan, SR Bitbucket T FFIE#EE 5IR P& EEE KK AWS RS

- EFEH Bitbucket Ik 7 812 — 1 Bitbucket & EE,
- ERIFIEM Bitbucket FiE, ZHEMEFAEIERER AWS Management Console , RG2S EREFEH

1 Bitbucket EIEEHF,
S BRI
LR B1 22 R H Bitbucket FAEEERT | D EERIAM README .md X , BENN H#HITHRE.

1. BFRFEM Bitbucket FHEE , ARF1%EFE Source (R)o
2. 1%3#¥ README.md X , REERTTEINEE Edit (45, MIBRIIEXARHRNMET XA,

This is a Bitbucket repository!
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FETAREA il
3. BEEREXR.

#4R README .md X4 T EEENBRE .

SH]2: QEEE
ELLER S o, SR EANLTRENREE -

- BI&H Bitbucket 17 i FE M R A VIR BT BX
- THERRIEN AWS CodeBuild £ R E .

ERESeIREE

1. &3 CodePipeline ##|& , Mt R https://console.aws.amazon.com/codepipeline/o
EXERE, AMMREHKEERE L , EFCIEEE.

ESH1 . EBREBRENEERND , #iA MyBitbucketPipeline,
ERSAGYD , EREHERSAE,

> w0

(@ Note

MREERFERIAM CodePipeline RS AE | HHER
B codeconnections:UseConnectionfd IAM R RAMEBIEHRZACRKEHT, BX
CodePipeline RS AEKUEA , S CodePipeline fRSS A &R IR,

5. ERRRET , REREREE., EURHFHD  ERBRIAMIBUCNRIAGGHFME (MBEERNRIA
{EFY Amazon S3 T E F#M ) AT HEEEENXEHNEE,

(® Note
XARFABHREFEE. SREENTE 7. S/MEEBFE-— 2 HMNB4HFMHE
Blan S3 F M.
iij:%-lt_io

6. 1f Step 2: Add source stage (5% 2 : RINEMER) WE L , FIRHE

a. XIF Source provider (RIZf£7) , 1£4F Bitbucket.
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FF &k T B4l

4 ArEE

b.

C.

e.

> @ ™

bt
7. ER

o o

o o

£ Connection (%) T , #%&# Connect to Bitbucket (3% Bitbucket).

# Connect to Bitbucket (£ Bitbucket) J1E E£H# Connection name (E#EE) # , WA
EQENEEZENEN. ZBENARBEEFRAILERE,

£ Bitbucket apps (Bitbucket M ATEF) T , 1&£#FInstall a new app (REFHNARERF).

ERARFLZETE L , —&EE S RiZ AWS CodeStar N 27 EfE =ik B 2 IR
Bitbucket 1k P, ®FRFIHRINE, RPIGEER , RE LSRN E Bitbucket LV FMEE | &
A LLUE R E P —NMEEESZN AWS RIRAERE,

HE R ZENER D, EFTHER. LRHEEE CodePipelinef2Hl &
£ Repository name (&R #5) |, 1%E$F Bitbucket B B 7o

£ Branch name (7 XX &%) F , R E#END X

BERER T ERRBERN B EELET,

FRENRER T, EEBELT®IUZ — : CodePipeline 1A,

« #%3%E “CodePipeline BRIN” AXTEE AR A THFEABRIA zip 13K,

- ERERERE  LESAXEETHENFEEN Git TH#E. 2B CodeBuildR S X
b IhEE.

-F_io
IR ER , AIN—MIRMER :

ERRIRHEFT , %F AWS CodeBuild, fFXIFGERIANEEXE,
REREE

EMBEMS , WALLRED B AT,

EIMERGH |, EREEREG. W TRAERS | £ Ubuntu,
WFZTet , EFmRAE, X T ‘BB, %#%:5.0 aws/codebuild/standard.
NTFRFAE  EEFERSAC,

£ Buildspec (H9Z#I5E) T , 7 Build specifications (FIEHSE) i%£# Insert build commands
(FEABWED D). %E# Switch to editor (VI EmEEET) , REFLLTREMEE Build
commands (£ H) :

version: 0.2

phases:
install:
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#If you use the Ubuntu standard image 2.0 or later, you must specify
runtime-versions.
#If you specify runtime-versions and use an image other than Ubuntu
standard image 2.0, the build fails.
runtime-versions:
nodejs: 12
# name: version
#commands:
# - command
# - command
pre_build:
commands:
- 1s -1t
- cat README.md
# build:
#commands:
# - command
# - command
#post_build:
#commands:
# - command
# - command
#artifacts:
#files:
# - location
# - location
#name: $(date +%Y-%m-%d)
#discard-paths: yes
#base-directory: location
#cache:
#paths:
# - paths

h. &# “44E” CodePipeline, XJfFiR[E 2| CodePipelinei®#l & H ol — MERA BN HED D]
1TECER CodeBuild BIEH.,. WMEMBFEARSACKERE AWS RFNR, LTRAGEFE/L
SEhEtiE .

i J\.i?%—l:_ﬁo

8. HEFIR4: ANFEMBEREL , EFERIBBENER , ABSBRERUIEZIEEHE. EET
_ﬁo

9. HLRS5: wRF , RECREE,
10. AZIBIBREER , BT REERT.
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© Source Succeeded
Pipeline execution |D: 961f7d94-d798-

Source @
Bitbucket

() Succeeded - 2 days ago
7098464e

70984642 [4 Source: README.md edited online with Bitbucket

Disable transition

@ Build succeeded
Pipeline execution ID: 961f7d94-d798-/

Build ®

AWS CodeBuild

@ Succeeded - 2 days ago
Details

7898464e [4 Source: README.md edited online with Bitbucket

1. ERNEHEME |, i£$% Details (FAER)-

£ “NITIEE” T , BEF CodeBuild £, XLEmaFmH README.md XHRE , BIRFR
N

This is a Bitbucket repository!

[Container] 2020/06/05 19:14:51

This is a Bitbucket repository!

[Container] 2020/06/85 19:14:51 complete: PRE_BUILD State: SUCCEEDED
[Container] 2026/06/85 19:14:51 context status code: Message:

[Container] 2020/06/05 19:14:51 complete: BUILD State: SUCCEEDED
[Container] 2026/06/85 19:14:51 context status code: Message:

[Container] 2026/06/85 19:14:51 complete: POST_BUILD State: SUCCEEDED
[Container] 2020/06/85 19:14:51 context status code: Message:
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SR 3 FEMLEE CodeGuru Reviewer <Bx

BIREER , BN ZEEZEATE —KFPHFE AWS ®iR. 6l , ZE e LU MEERY Bitbucket iE
ERTEEHRH CodePipeline JR#EEF CodeGuru Reviewer FHIBERR 2.

1. %% CodeGuru T EZE A,

2. 7£ CodeGuru Reviewer T , &R <EKFMEE,

AT — @S,
3. 1£ Select source provider ((EFREMHERF) T , 1%#F Bitbucket,
4. 7£ “Connect to Bitbucket ( 8 AWS CodeConnections ) ” T , iR &N EE QI B HERE,

5. 1£ Repository location (fZf&FELE) T , %£$F Bitoucket FEFEMN B , R/F%ERF Associate (3<
BX)o

WA ABKERBERIDETR, BEXEZEE |, i55% A mazon Reviewer i8R HEREE
Bitbucket LU 17 E 5 CodeGuru Re CodeGuru viewer X< Bt 3k,

(PR E

EEREATE AWS BREEINBABEFRENRE. SMNEEMESTURRAERSHER , 6
AT AWS CodePipeline E#ZZEIE =5 76 % ( 40 Bitbucket ) » B4 , &R LA PIRINERE ,
CodePipeline AMEEMNE=FREBFHEEHTRBENRN , oM AEBNEE, BoaLUF AWS %
FEZEIELZENREERZER | flW0 GitHub 1k fR$28.

(® Note

¥t F GitHub =% E GitHub nterprise Server RV LR |, EREER GitHub NARFRZREREIZA

GitHub AR %, NAREFZ GitHub HLHRE = 1:1 WS, — MR —RREBE— 1 NHA
BRF ;B2 , RANES N NEEERNR— TNAERFR, BXEZHAERE , HSR WM AWS
CodeConnections S4H AR KR,

MBREEQESELZENIRERFER ( HII0 En GitHub terprise Server ) HiE$E |, NBH A SR EGIE
FHl. FNREUENER , ATRTIRERMUEFNERSSE. EXEZELRE , B3R £AEN.

SIEEEN | SR LUERAEFEPNRASEE=Z A RHUFBLZREENRAER , FREEMEREMEX
B, REELZET NRAERF , WALERTE.
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@ Note
BERKN (K= ) ERAEE AWS X8 , BU4R

1.
2.

EXEHENNRER
Rz XE

o W

X—RETXHENNARFEFRMNEX (XK= ) KEFHNEZE ZNRAEFES=77RMHE
Mg LR , EXHECXENEERNNENRAEFRDTH. ZRENRAERF , BIRFER
NE=FRHEFNEZX BN RS HZENRIE | H BET SURE B 1 201% 5 F 2 7 R BUE
R

BRIFGCEAXE , BNZRFSTLLBHEFRHENHE. BRALXE , IRFERTFRIGR
SRENFHIENBIFEHINR,

BfEREAZEE , IRXKERENNARFNRBEZERS , F=ARABRATUER
MRS HAZENHE Bt , BELEZEAZEKEEVNHBRZNAEF. BXESZEER 1B
ZHEAXE,

AXEENEZER |, H5 AWS CodeConnections APl &%, £33 Bitbucket CodePipeline JRiE 4
HEZER |, ESRAWS CodePipeline A P88 CodestarConnectionSource i,

ERIREY AWS Identity and Access Management (IAM) AAF S A G SIB R XB EE R IEZEMENR
KR , IS REAWS CodeConnections MRS ZE, IRIFEH CodePipeline RS A B BIZERE |, &
AR E BN ENPREH N Z#F AWS CodeConnections, BXi%8 , IS FIAWS CodePipeline A8
MHNEHNRSAE,

ES

=

&

|2

- B2 3| Bitbucket FYiEE

- BIEEEE GitHub

- BlEE GitHub )l fRSESHERE
- BIEEREZT GitLab

- BIBE GitLabB RETEHIERE

- EFERNERE

« FlHER
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https://docs.aws.amazon.com/general/latest/gr/rande-manage.html#rande-manage-enable
https://docs.aws.amazon.com/codeconnections/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/codepipeline/latest/userguide/action-reference-CodestarConnectionSource.html
https://docs.aws.amazon.com/codepipeline/latest/userguide/how-to-update-role-new-services.html

FRTAEHA A 457
o HBRIE

« NEERFRIRE

- EREERFHAER

- EHEEE AWS K-

eF=SEE:
AR EUTE =S REEFRENEE .

- EB|ZEZ Bitbucket HIERE |, 155 0|22 Bitbucket BYIEEE,
« EREBSRMM GitHub il = GitHub %3 |, S 61 ZiE# 2 GitHub,

- BHEE GitHub DI RZBHIERE |, BRAUETH AR | FSHCES GitHub 1)l RS 251 IE
¥

- EQEE/ER GitLab , FZ R EEREZ GitLab,

® Note

M2024 F£7 B 1 B, #4585 %EEE ARN codeconnections HRlZEWNIERE, TEHH
MRS BN R R ME T REEFAEF,

B2 7 Bitbucket HYIE 1

&R LAE R AWS Management Console 3 AWS Command Line Interface (AWS CLI) k&l &
bitbucket.org £t & 9 176K FE BV IE$E,

FrEaERY ER THE

o BB A Bitbucket BIEZBKF
« IR BETE bitbucket.org LBIE T — MIBBEHE,

(® Note

& LA 2 £ Bitbucket Cloud & FERYIERE ., T X EREH Bitbucket REFEFEE (0
Bitbucket FR-8%8 ) » EZSPIAWS CodeConnections 3z R 12 F A AR A o
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® Note
EERELRATEEENKP BTN FEE.
MR ER R AR F LT Bitbucket THEXH |, NIFEE Administer workspace ( B THKX )
R, &N , KENARFNIETFFR2E T

FB
« B2 % Bitbucket HYIE#E
« B2 % Bitbucket HYIE#E

(#ZEHE)
(CLI)

#1323 Bitbucket M (2514 )

&R LAfE R 2% & €32 5 Bitbucket BYEHE,

® Note

M2024 E£7 B 1 B, #45F%EEE ARN codeconnections HRlZEWNERE, TEH
MRS BN R R SE T REEFIEF,

FI]A o OIEERE

1. BFHITIF AWS FFREIE#EHE , Mk https://console.aws.amazon.com/codesuite/settings/
connections, AWS Management Console

2. ERRE > &, REEFEEE,

3. E6IEZ Bitbucket IFAEFERERE | IBTE Select a provider ((EZF IR M) T |, %% Bitbucket, £
Connection name (FEEWH) 7 , AZQENIEZEN BN, %EF Connect to Bitbucket (E#Z|
Bitbucket) , RFHRERITLT R 2,
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https://console.aws.amazon.com/codesuite/settings/connections
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Developer Tools Connections Create connection

Create a connection .«

Select a provider

© Bitbucket GitHub GitHub Enterprise Server

Create Bitbucket connection

Connection name

SR 2 : E#EF| Bitbucket

1.

£ Connect to Bitbucket (E# % Bitbucket) RETHE L , & RIEHEREE

£ Bitoucket NAEFT , E—IMNABRFRE B RBRRFINABRFRUEZ-—IMNARRF

Ax
R

(® Note

B RNETA Bitbucket THEXRIKFZE—IXBARERF., MREBELKXLE T Bitbucket N A
BF 6 BERe  ARBEARBrABTNERE—F.
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Connect to Bitbucket

Bitbucket connection settings info

Connection name

a-connection

Bitbucket apps
Bitbucket apps create a link for your connection with Bitbucket. To start, install a new app and save this connectior

Q or Install a new app

2. MWMRE R Bitbucket WERH , BEALHNEILER , AREREHRE,

3. ENAERFRLZERLH —%HE & RiZ AWS CodeStar N AR F EEZ1REZ T &R Bitbucket
o

R EE AR R Bitbucket TEX |, FERITERXH Authorize for ( B ) &I, RELRREEE
RIFRINENIEXTLE R,

EERRFIHRNR,
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dWsSs €

AWS CodeStar requests access

This app is hosted at https://codestar-connections.webhoaks.aws

Read your account information
Read your repositories and their pull requests
Administer your repositories

Read and modify your repositories

Authorize for

Allow AWS CodeStar to do this?
This 3rd party vendor has not provided a privacy policy or terms of use.

Atlassian's Privacy Policy is not applicable to the use of this App.

Grant access [NeElEl

4. £ Bitbucket NARERFH , NETRHEZEMNERE ID, ERERE, IENEENE REEEYIRS,
Connect to Bitbucket

Bitbucket connection settings info

Connection name

MyConnection

Bitbucket apps
Bitbucket apps create a link for your connection with Bitbucket. To start, install a new app and save this connection.

Q. ari:cloud:bitbucket::app/{c26d1f3 - X or Install a new app
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82 2| Bitbucket BYZERE (CLI)

I&AILAE A AWS Command Line Interface (AWS CLI) R8I EE#E,

HIt , EEA create-connection B,

/A Important

ZIABERT , B AWS CLI S eI 2K iEREE AWS CloudFormation &6 FPENDINGIRAS. fEF
CLI S 8|2 E#E AWS CloudFormation , fEH 2 &I & REEREUFEEL TIRABAVAILABLE,

E 8|2 % Bitbucket BYE#E

1. FTFFLUR ( Linux, macOS = Unix ) R T HRRAF (Windows ) o AWS CLI £ IZTcreate-
connection@i®s , --connection-name N EMEEIEE - -provider-typefl, ELRHIF ,
E=FRMA BN Bitbucket , IBEMIEEEZMN MyConnection,

aws codeconnections create-connection --provider-type Bitbucket --connection-name
MyConnection

MREY , Z T RHEERLUULTRENERE ARN 2.

{

"ConnectionArn": "arn:aws:codeconnections:us-west-2:account_id:connection/
aEXAMPLE-8aad-4d5d-8878-dfcab@bc44l1f"
}

2. FERARHAZREE. AXESFEER , BSH EMEEANEEE,

BRI E#EF GitHub

A LAE A AWS Management Console 8, AWS Command Line Interface (AWS CLI) R &1 58 EE
GltHUbo

FrIaETAY ER T

- BHMEEZERGET K, GitHub,
- BYMECIRE=FRBFEE,

ERER Y
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® Note
EQEERE  BUXAR GitHub ALMEE. N TABETALNERE  ELNRERERE
%

£
- RIS GitHub ( %5 ) BEE
. 15 GitHub (CLI) B5EH

Bl 5 GitHub ( #£#5 ) Wi&EsE

ISR LABE R 425 & B2 S HVEE GitHub,

® Note

M2024 E£7 B 1 B, #2458 F%EEE ARN codeconnections HelZEWNERE, TEHH
MRS BN R R MSE T REEFIEF,

1. BEFRHITAFAEIERFE , Wik Ahttps://console.aws.amazon.com/codesuite/settings/
connections, AWS Management Console

2. ERRE > &, REEFEEE,

3. EHIEE GitHub = GitHub 1l =EMEMIER | BEERIEMHE T ERGitHub, EE#ESR
T WAERENEEMNEZ . &R Connect t o GitHub , AARH#ERM TSR 2,
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Developer Tools » Connections » Create connection

Create a connection .

Select a provider

Bitbucket O GitHub GitHub Enterprise Server

GitLab GitLab self-managed

Create GitHub App connection info

Connection name

github-connection

» Tags - optional

Connect to GitHub

B2 5/YEE GitHub

1. 7£ “GitHub EH#IRE” T , BREZEBMIERE “EZEBM B, &3 Connect to GitHub, LA
ERFRERT@E,
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aws @ ‘ ’

AWS Connector for GitHub by Amazon Web Services would like
permission to:

(Q‘ Verify your GitHub identity (| 1)

D Know which resources you can access

-/\/- Act on your behalf

{:?:} Learn more

Learn more about AWS Connector for GitHub

cancel Authorize AWS Connector
for GitHub

Authorizing will redirect to
https:/fredirect.codestar.aws

@ Not owned or (9 Created More than 1K
operated by GitHub 4 years ago GitHub users

2. &FF R AWS EEZSRZEN GitHub, EFERENERHER “GitHub RRAEF" FE.

fEFERE
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Connect to GitHub

GitHub connection settings ifo

Connection name

github-connection ‘

App installation - optional
Install GitHub App to connect as a bot. Alternatively, leave it blank to connect as a GitHub user, which can be used in AWS CodeBuild
projects.

Q, or Install a new app ‘

» Tags - optional

Connect

3. HE‘GitHub RREF" T , RRNABRFREIILE "RERFNAESF REIE -1,

® Note
BAUNERERBEFNMAEERR—TNAERF. IREELXRT GitHub M A
B AWS EiZSR  BERCH USSR,

4. FE“REAWS EEDR GitHub” THE L , EREEEPLENARFNIKS,

fEFERE
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adWs

Install AWS Connector for GitHub

Where do you want to install AWS Connector for GitHub?

Configure >

(® Note

BRFNEA GitHub kP ZE—XNARRF., MREZHAERETNARERF , WA blik
REE  #EfANARFZENEENE , A AEREREHAREIZEFE,

5. & “RI AWS E#SR GitHub” WE L , RERINME , REGEE “RE",
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dWs

“--._...-:-"

Install AWS Connector for GitHub

Install on your organization .

for these repositories:

@® All repositories
This applies to all current and future repositories owned by the resource
owWner,
Also includes public repositories (read-only).

(' Only select repositories
Select at least one repository.
Also includes public repositories (read-only).

with these permissions:

~" Read access to issues, members, and metadata

~" Read and write access to administration, code, commit statuses,
organization hooks, pull requests, and repository hooks

Install Cancel

Mext: you'll be directed to the GitHub App's site to complete setup.

ERLELSRE , PAURESEREMRNNRRE GitHub,
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6. WMRERWAEE R GitHub R FATEFH Conn AWS ector (RFEEEH , Bk F “BEIZHNR,

o bs

app by
permissions

Read-only access to Metadata

Read and write access to Commit statuses

@ All repositories
This applies to all current

% publ feposiiones (read-on
O Only select repositories

Developer note

is requesting updated

Now request

Mew request

Accept new permissions

The - . app will retain its current permissions if you choose not to

7. BfFIREF “Connect to GitHub” TTH., HZ&EMNEEE ID 2ERE “‘GitHUbN AR ., EFE

#,

EE RO ENERE

< BIEMNEEREREEEIRS,

@) Connection githubc-connection created successfully

B2 5 GitHub (CLI) HiE#E

EALAE A AWS Command Line Interface (AWS CLI) #8122 589%$# GitHub,

c J
Provider Status ARN
GitHub @ Available 2:3

arm:aws:codestar-connections:us-west-

fEFERE
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HIt , iEEA create-connection T,

/A Important

BIAMERT , B3 AWS CLI =822 /Y5ERE AWS CloudFormation & FPENDINGIRZA.
CLI 82 E# 5 AWS CloudFormation , 24| & RmiEEEAEEL FIRASAVAILABLE,

Eo|2 5/YESE GitHub

1. ¥TFFE% ( Linux, macOS = Unix ) SRR AF ( Windows ) » AWS CLI £ Aiz1Tcreate-
connection@i ¥ , --connection-name N RIVEEEISE - -provider-typefl, ELLRHIA ,

B=FRMAEBHRN GitHub , IEEMNEEEB M MyConnection,

aws codeconnections create-connection --provider-type GitHub --connection-name
MyConnection

MREY , R T RHEERLUULTRENERE ARN 2.

{

"ConnectionArn": "arn:aws:codeconnections:us-west-2:account_id:connection/
aEXAMPLE-8aad-4d5d-8878-dfcab@bc44l1f"
}

2. ERRHAETREE. AXESEER , B2 ENEENEEE,

I 5 GitHub bl AR S5 2R RV 2

BRI ERERENEN AWS BRREE=ZFF@#EXEK, SR LEH AWS Management Console
AWS Command Line Interface (AWS CLI) k8122 5 GitHub 1l BR$5 8589 E 2,

BEEMREN GitHub il fRSSBRK AN FEENTRNR , ZKFEEECZBRATERNZE
GitHub M A2 ¥ o

FrIaaTHY R T

« BYHMELE— GitHub 12 BRS5 27K A —Mrfi B

« BFEER GitHub Al fRSFERSLHIMNEE R T EEIE GitHub NARFMEIZENEIR , MATAr
Ro
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/A Important

£ GitHub £l RS EBRE XA , 2R EEIE — Webhook EH4EIEM VPC KinT =
WRIBE 2020 F 11 B 24 H2eiBIEZ 7T 4N , FEEEFEH VPC PrivateLink Webhook £ i
TR, WARERBREN , REBLEHFEN.

(® Note

W FEA GitHub £ RSB GitLab BITEBEWAL | BARLERTRANEN. BERHEQD
PREMNERCE - MEN  AELABRREZENNMEZER (VPCID IDs, FMMZE
A IDs ) PR AMRBENGEE. AXESEE , FEH EXENRHBEXSEANERENENIR
B

ES}
- BI25 GitHubitll fRS5 25 (I2HIE ) AVERE
- Bl 5 GitHubib )l fRS58 (CLI) RYEHE

B2 E GitHubib i R3S 25 (#2HE ) AVERE

E QI GitHub il RS ERERE , BRERM GitHub U RFSHLENENFE R , HEASLER GitHub
Al ERERN B EE,

2

(® Note

M2024 F£7 B 1B, #8455 EERE ARN codeconnections FRIZENERE., AW
MRE BN R RIFHET REZRE AT,

ES]
- BIBER GitHubdbill fRSF2RERE (2F15 )

B GitHubdo L PR S8 1 (22414 )

EO2 5 GitHub Dl FRSFERMVERE | BERFIRS SR URL M GitHub b F47E,
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BIEEMN

1.

BRHAITIF AWS FAEITEEFIA , Mk Ahttps://console.aws.amazon.com/codesuite/settings/
connections, AWS Management Console

£ Host (E#1) T+~ £ , 1% Create host (BIZEH).
£ Host name (F@mE#) B , MALERATENNEF
FIERREHEERFP  EEUTEIZ—

* GitHub &Ml fRS5 8%
. GitLab HERE®E
 URL F , ARERRHEFNEMIRENLIRT Ko

MRZ RS 2R R E Amazon VPC HFEER , A BEEEiER VPC |, 1§1%F Use a VPC (£A
VPC), &M , i&¥%#E No VPC (& VPC),

MRS NEHZ3E Amazon VPC & | H# BB EEE VPC |, Fi%£$#F Use a VPC (£ VPC) #

SER UL T B1E,

a. TEVPCIDH , i&R&E/ VPC ID, BERNEMIZEIERLTELFIMN VPC , SHi%&FEET VPN
=% Direct Connect 15832 4I#Y VPC,

b. MREEETHE VPC, #BEECRRAIEENERAIFELBIEBRRILHIT TLS BiE , &
£ TLS iEBH AL ID, TLS IEBENILEBHNAEER.

%4 Create host (812 EH),
ERENFAEEREG , TVNRSHEEENNCIEMRET,

® Note
MRENENREDE VPC BLE , BESF/ L0 et E RN E N M EA 4,

S/ENENIA Pending (FLLE) RS , ARTREE. BXESER , SN RESLEY
EM

ERER 5


https://console.aws.amazon.com/codesuite/settings/connections
https://console.aws.amazon.com/codesuite/settings/connections
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@ Successfully created MyHost X

(@ After your host reaches Pending status, choose set up host. b4
Developer Tools Hosts MyHost-eBb08e2c
MyHost-e8b08e2c [oaee | IR
Host info
Haost name Product Endpaoint Setup status
MyHost GitHubEnterpriseServer https://test- @) Pending

devf 4

SR 2 BIEE GitHub AV BRSS 2R (2FH G ) AVER

1. &3F AWS Management Console }#JFFF K& T E#ZEFIA , Wik R https:/
console.aws.amazon.com/codesuite/settings/connections,

2. BERE > EE, ARERCIREE,
3. EOIBEEZREN GitHub il BRS5SBRFHEFRNER | HERFGitHub il BRSSER.

Connect E1#Zl GitHub 1 fRES28

1. 7£ Connection name (E#ZE ) , W ALBWEZEN B,

fEFERE
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https://console.aws.amazon.com/codesuite/settings/connections
https://console.aws.amazon.com/codesuite/settings/connections
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Developer Tools Connections Create connection

Create a connection i

Select a provider

Bitbucket GitHub ©Q GitHub Enterprise Server

Connection Settings Info

Connection name

Give your connection a name.

connection-ghes

URL
The endpoint of the server to connect to
https://myserver.dev/
Use a VPC
If your GitHub Enterprise Server is only accessible in a VPC, configure details here. Otherwise
skip this step.
Complete these steps in the same AWS Region as your VPC

2. TEURLH , W ARSI/IVARET R

@ Note

WMRATRMN URL ERATHEERE GitHub W RS 2R , WRARRREBEEREZAINZ
LirT RV ENFIR ARN.

3. (Wik) WREEFREEEE Amazon VPC #F | HF EAEEERE VPC |, BikEBEER VPC H5%
B AT 1846,

@ Note

X FEEA GitHub Ml fRS5ER GitLab BITEEMNAR , EF2EETANEN. EEN
ALAPNENERNE—NHEN , HEXTBREZENHNEFE (VPCID IDs, ¥
MMZ£4E IDs ) FRAHBNGEE. AXEZER , B2H EL RN REHREIFEAN
EEMENIRE,
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a. TEVPCIDH , i&REM VPC ID, BE SN LE GitHub 1) fRS- 353241 pY B A 1R KE ik 1%
VPC , & &R @52 VPN = Direct Connect i8] GitHub7® )l BRE3 8825189 VPC,

b. 7 SubnetID (FM ID) T , 1%&# Add (/AMN), EFEF , EREATENNFM ID, &AL
HEHZ 10 M1,

BB NEE GitHub I fRFEFRHIM EMEMIERE N | SEEFTLUES VPN 5
Direct Connect 758 B2 R%EM GitHub )l BRSE25S=HIH F M.

c. HE“ZR%E4" T IDs, it R, EFRF , ARBATENNRZEA, EHZALUERE 10
MRE4,

BEHNEE GitHub I RFEFRHINEMERIEEZ LA | HEEREZETIEN VPN =5
Direct Connect 17 8] B 2% GitHub 1l fRZ B8 HIMN R 24,

d. WMREHETHE VPC , B SN GitHub 1l BRES 85 SEHIEL & v £ A FE 4 HUE 3547 & A a3
17 TLS Rilf |, 7 TLS iE P AEKIEP ID, TLS iEBENZRIERNAE R4,

VPCID
Choose the VPC in which your GitHub Enterprise Server is configured.

Q, vpc-08 X

Subnet IDs

Choose the subnet or subnets for the VPC in which your GitHub Enterprise Server is configured.

Subnet ID

Add

Security group IDs

Choose the security group or groups for the VPC in which your GitHub Enterprise Server is configured.

Security group 1D

TLS certificate - optional
If you have a private certificate authority behind a VPC or you are using a self-signed certificate paste the TLS
certificate here.

4

4. &R EED GitHub RS ER. SIRMNEEE RANFLIERS. FEACRENEKRSHEEN
EEMR - ENRK. WTENRE , FEA URL,
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5. MEEFHLENERE,

Developer Tools Connections S17f67b0-0457-4463-
connection-ghes | Edit |
@ Finish creating your connection Update pending connection
Your connection status is Pending. Choose Update pending connection. : .

Learn more [

Connection settings

Name Status Arn
connection-ghes @ Pending armcaws:codestar-connections-us-west-
Provider

GitHub Enterprise Server

Host info

Host name Product Endpoint
https://myserver.dev/ GitHub Enterprise Server https:/fmyserver.dev/ [2
Setup status

@ Pending

6. MRHIIERTR , HH GitHub il B FIE EFEMEHN GitHub L FmEF.
7. HEGIE GitHub NRARFIE L , N ENNABRFERE-NEW,

Create GitHub App

GitHub App name

AWS

Create GitHub App for

8. 1£ GitHub I ITH L , #&#FE&HEM<app-name>,
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my-app1 by would like permission to:

R Verify your GitHub identity

D Know which resources you can access

J\f Act on your behalf

Cancel Authorize my-app1

httpsy//redirect codestaraws

9. ENRAEBFZENEL A FEEETEERNABRFCARERE. NREESNER , R4
ARERKREREERERFEZNAEFNAL,

RRELZRNARFHNERERE, BRRE,

= 2

T

Install my-app1

Install on your personal account
® All repositories

Only select repositories

Jwith these permissions:

~ Read access to metadata

+ Read and write access to code, issues, and pull requests

10. EENHERELIBNEEL T Available (T A) RE
B E GitHubtt )l fR5585 (CLI) BYERE
IEAILAE A AWS Command Line Interface (AWS CLI) R8I & E#2,

At , EFEF create-host M create-connection a8
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/A Important

RIAMERT , B AWS CLI s8I /ERE AWS CloudFormation & FPENDINGIRZAS ., {EH
CLI SeIZEE# R AWS CloudFormation , £ AR H| & RmiEEEFEUFEEL TIRSAVAILABLE,

i 1 : 9 GitHub bl BRS5 23581 4 (CLI)

1. $TFFLUS ( Linux, macOS = Unix ) S RARAF ( Windows ) » AWS CLI £ Aiz1Tcreate-
host@i s , --provider-endpoint HIRMIEREIEE - -name- -provider-type. . LR
F,E=ZFREEFEMN GitHubEnterpriseServer , & T AR my-instance.dev,

aws codeconnections create-host --name MyHost --provider-type
GitHubEnterpriseServer --provider-endpoint "https://my-instance.dev"

WMRMT , ZETFIRERCETREHNEN Amazon BIREH (ARN) &,

"HostArn": "arn:aws:codeconnections:us-west-2:account_id:host/My-Host-28aef605"

SRS ERE , VLT PENDING RES,
2. FEAEHIATERENREFFEENETHN Available RS, BXEZEER | F5H RESLEY

=
SR 2 EEHAPREFLZOEN

1. &% AWS Management Console H#]FF & & TE#EH A& , Mk Hhttps:/
console.aws.amazon.com/codesuite/settings/connections,

2. HEARHEZERENREFFENERN Available RE. BZEREFLENE,

S 3 A GitHub 1 RSB I 2R EH#E (CLI)

1. FTFLE ( Linux, macOS = Unix ) TR TREF ( Windows ) « AWS CLI 21T create-
connectionfs ¥y , --connection-name N EMIEREIEE - -host-arnl,
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aws codeconnections create-connection --host-arn arn:aws:codeconnections:us-
west-2:account_id:host/MyHost-234EXAMPLE --connection-name MyConnection

ﬁu%ﬁilﬂ y 1 l:l ‘{ @3‘:1HLXTW%‘~E’J E ARN 1|=| /Bho

{

"ConnectionArn": "arn:aws:codeconnections:us-west-2:account_id:connection/
aEXAMPLE-8aad"
}

2. ERARHSREFSLENERE, AXEZER S ENMERNER,

HI 4 EREHEPTHE GitHub il RS R/AVERE

1. &3F AWS Management Console ¥} FFF K& T E#ZEHI& , Wik R https:/
console.aws.amazon.com/codesuite/settings/connections,

2. ARG REFLCENEE , FHEEBE Available B, BXEZER , HEH EHE
RHEE,

2&E#EZ GitLab
B LAE A AWS Management Console 2 AWS Command Line Interface (AWS CLI) k8I2 5
gitlab.com EFEEMFEEEIERE.

@ Note

FEAHRRNZRLEE GitLab , BIRTFERTFRINM RS NR AL EEA ST | 7 BEW LARERT
I E 8 AL A A SR IUE x¢=‘51‘XI3Eo

FEawTRI R TIE :

. BUREEERGIET K GitLab,

(® Note
EE RN AT eI H RBEER K =R E T F PR,
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® Note

BUNERETREMEEACNERTORER GitLab , RETURZEEEISEN 2K
K BRV 7 F — £/ CodePipeline. XX THARNCLE , EEFRNFHEAREE.

£
- BIEBE GitLab ( 58 ) Wi
. B85 GitLab (CLI) Wi

Bl 5 GitLab ( #2%]5& ) RVERE

&R BAE R 425 B Bl E R,

® Note

M2024 F£7 B 1 B, #4585 %EEE ARN codeconnections HRlZEWNERE, TEH
MRS BN R R MSE T REEFIE P,

FB]A o OIEERE

1. &% AWS Management Console , A3 AWS F R E T E#Z&HIE , Wit Fhttps:/
console.aws.amazon.com/codesuite/settings/connections,

2. ERRE  RBARERET . RRCIREE.,

3. EOIZE GitLab FRFEMNERE , FE "AFRREMHRE TREGitLab, EEZEBNF , MAZCIEN
EENBE. &#F “EEF) GitLab,
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Developer Tools » Connections > Create connection

Create a connection i«

Select a provider

Bitbucket GitHub GitHub Enterprise
Server

O GitlLab

Create GitLab connection info

Connection name

» Tags - optional

Connect to GitLab

4. Gitlab RRHWBRAEN , FRENERER , ABEBEER,
5. WER—MBNAE , Kb —RBE , WREBHGEREP G GitLab KF,

IEFRRE N
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Authorize codestar-connections to use your
account?

An application called codestar-connections is requesting access to
your GitLab account. This application was created by Amazon AWS.
Please note that this application is not provided by GitLab and you
should verify its authenticity before allowing access.

This application will be able to:

« Access the authenticated user's API
Grants complete read/write access to the API, including all
groups and projects, the container registry, and the package
registry.

« Read the authenticated user's personal information
Grants read-only access to the authenticated user's profile
through the /user APl endpoint, which includes username,
public email, and full name. Also grants access to read-only API
endpoints under /users.

¢ Read Api
Grants read access to the API, including all groups and projects,
the container registry, and the package registry.

e Allows read-only access to the repository
Grants read-only access to repositories on private projects
using Git-over-HTTP or the Repository Files API.

« Allows read-write access to the repository
Grants read-write access to repositories on private projects
using Git-over-HTTP (not using the API).

6. FRMECIEEIZEHANE, £ ‘€ GitLab E#E" T , MEEERE “EEBWN Ho
7. &F “EEER GitLab.

RUeIRERER , FETRRIERE, ERFAGREFEERRERNE L.
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#1225 GitLab (CLI) HyiE

IETILAE A AWS Command Line Interface (AWS CLI) R8I & E#E,

HIt , iEEA create-connection I,

/A Important

RIAMERT , B AWS CLI s8I/ ERE AWS CloudFormation & FPENDINGIRZAS ., {EH
CLI SeIZE# R AWS CloudFormation , £ H| A RmiEEEFEUAFEEL TIRASAVAILABLE,

EQ|EEMIEE GitLab

1. $TFFL4Y% ( Linux, macOS = Unix ) as SR TAF ( Windows ) « AWS CLI fEAiE1Tcreate-
connection@i ¥ , --connection-name N RMIEEEISE - -provider-typefl, 1ELLREIAH |

F=ZFREFEHN GitLab , EENEEEZ A MyConnection,

aws codeconnections create-connection --provider-type GitlLab --connection-name
MyConnection

ﬂu%}ﬁlﬂ ’ -‘L?(ﬂ 'l @;éﬂ?ll‘/{-l—mﬁ‘m % ARN 1|:1 /B~ 0

{

"ConnectionArn": "arn:aws:codeconnections:us-west-2:account_id:connection/
aEXAMPLE-8aad-4d5d-8878-dfcab@bc44lf"
}

2. FEREHAETREE. AXESEER , BSH EREEAEEE,

B2 5 GitLabB REEVIES
BAER BTERREN GitLab 2IARSR GitLab #HKARBIEE .

&I LAE A AWS Management Console 2 AWS Command Line Interface (AWS CLI) 812 A F
GitLab BEREBEAEEMEN.

i 102



FRIEEZEE RAriEmE

® Note

B GitLab EREEEA TRULEENARERF , BIRTERTFRINNVIRSNRALLEERY
BiE , HBEEAABER R HEZ N AR R REEX LR,

8l GitLab BEREBREE A , LAUNBZATEENEN , BRUATEIR. BEREZERHEFH
EHLBRITERENER , FSHREREH NN THERE,

( Ak ) AR ENEE VPCo BXRENTRNMEN VPC BEEENESEE , FSH (A ) TR
M BREEA ML Amazon VPC BLE X EHLA VPC B E# THELFEFH VPC KRF4 .

FFEawTRI R TIE :

- BAMEARFER B2 EELEKN GitLab LR GitLab £ XARAIZE Tk , GitLab HFEZ&ET &
WHRE X, BXEZELR |, 55 Mhttps://docs.gitlab.com/ee/i] [@/self_managed/,

® Note
EERNATOEHRIUEZN KPR ERER,

® Note

USRS EFEEACNEEERNER GitLab , AR ZEETUSRE—EER , 4
i CodePipeline. N FHAFHNLE , EEFHANFAREE.

o BUMBEKUNETNEEGUTBESR/ MR GitLab N ATHEI T (PAT) : , . api
admin_modeBXEZEE. , 55 # https://docs.gitlab.com/ee/user/profile/
personal_access_tokens.html, SN2 EE R FREQIEMER PAT,

® Note

R PAT AT ENETEN , FRUEECHAFRIBAEZEEHN. BREE , £
B-NMEet PAT , REHEREENZE , MR PAT,
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® Note

X FEA GitHub L RS 25E GitLab BITEEMNALR , EF2EZETANEN. BENAR
FREMNMERCE - MEN , AELTBRREZENNMEZER (VPCID IDs, FRMZE
A IDs ) P AMHRBNGEE. BXESEE BN EENRHBISAANERENENNIR
B

£
- BIB5 GitLab BRERE (£#HH ) BERE
- BE5 GitLab B REE (CLI) HERE

BIZE GitLab BRERE (1268 ) (R

ERXLESRIEZRS AR RENM GitLab BREEERE, BXE VPC FREZHAIESEM , #F
SR (k) TREMS - EREEAIM S Amazon VPC BiE.

(® Note

M2024 F£7 B 1 B, B4ASEERE ARN codeconnections FRIZENERE., TAMW
MRE BN R RIFHET REZRH AT,

(® Note
AR EA GitLab BEBRZRUZEYN , ARTUEEEZENN—IRZA GitLab BE
Bk,

FB|A BIEEMN

1. &% AWS Management Console , R/F¥TJF AWS FF A& T E#ZHIE , Mk Jvhttps:/
console.aws.amazon.com/codesuite/settings/connections,

2. 1E Host (E#1) &I+ L , i Create host (BIEEH),
3. % Hostname (FmEW) H , ALER T EHNHNER.
4. ERFREED , ERGitlabBREE,
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FRTABHA A 457
5. EURLH , WAZERHEFNEMIREHLRT Ro

6. MREMRFI/RE Amazon VPC HEER , F BEIEEERE VPC , Hi%£# Use a VPC (£A
VPC), &N , &k No VPC (% VPC),

7. (TWE) MREESFENBZE Amazon VPC # |, H EREER VPC , FiEERMEH VPC XK
AR R4E,

® Note

MNTFEER GitHub )l fRS5 2R GitLab BT EEMNAR , EF2EETANEN. EEN
ALAPNENERGNE—NHEN , HELTBREZENHNEFE (VPCID IDs, ¥
MAMZ£4A IDs ) FRAMEBNEE. BXEZEE , HEH ELENREHBIFAAN
EEMENIRE,

a. EVPCID# , &BEM VPC ID, BERNEMIZHEEFZRETHMN VPC , EREST VPN
5 Direct Connect A RIZEHIH VPC,

b. MREEBETHE VPC , #ARLECRENEENERAIFELBIEBRRILHIT TLS BiE , &
£ TLS iEBH AL ID, TLS IEBENILEBHNAEER.

8. i&#%E Create host (BIEEH),
9. ERFNNFAGENEE , EVRSEEEVHNCIETRET,

® Note
MRENENREDISE VPC BE , BFF/LO BT ERTNEENMNEAHT

S/ENENIA Pending (FLLE) RS , ARTREE. BXESFR , SN REGLEY
EM

EREE 105



FRIEEFAE

RAriEmE

Developer Tools » Hosts » dkhost-f7af82a

host-f7af82a

Host info

Host name
haost
Arn

am:
1:4¢

Host tags i+

Key

Product

GitLab self-managed

Endpoint
https://us-west-
£
Value
No results
There are no results to display
Add tag

Delete Edit

Set up host

Setup status

@ Pending

Edit

SR 2 REFLENEN
1. BEEREE.

2. MER host_name “RE” WH., ERHEMABRTEF , XEIREY GitLab PAT U TRESE

BHIRPR : M, api admin_mode

(® Note
RAEEERATRENER PAT,

fEFERE
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Set up myhostgl

Provide personal &cess token

To set up GitLab self-managed, provide your personal access token from GitLab. The personal access token is required

to have the following scoped-down permissions only: api.

o | NG

3. BRYWEMENG , BERENFMAESETE , FEREVIRSR Available (AT A),

glhost-!

Host info

Host name

iglhost

Arn

o | [cor | SR

Product Setup status
GitLab self-managed & Available
Endpoint

Host tags info

A tag is a label that you assign to an AWS resource. Each tag consists of a key and an optional value. You can use tags to help

manage and secure your resources or to help track costs.

1 &

fEFERE
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SR 3: DIRER

1. &3k AWS Management Console , A/G$T7F AWS FF k& T E#2H & | Mt Ahttps:/
console.aws.amazon.com/codesuite/settings/connections,

2. ERIRE A6 RBRFEFERTF, EFEEE,

3. E0IZE GitLab FRFEMNERE , BE "RFEREMRE T , &8 ‘GitLab BREE", EEEENT ,
A ZE R ENERB BN

Developer Tools » Connections » Create connection

Create a connection .

Select a provider

Brtbucket GitHub GitHub Entérpride Sérver

Gitlab O Gitlab '!.L'I.'-.'I'l.h"‘l:’:j_ld
Connection Settings

Connection name

URL

4. EURLH , W ARFSH|HLET Ko
5. MREEF/RSEEBNE Amazon VPC # | H BB EERE VPC , i5i%# Use a VPC (f£/A VPC)
;:FTDBZJ’)\TEEI{"EO
a. EVPCIDH , &BEM VPC ID, BMRINEMIZEEELZEEIMN VPC , EERET VPN
5 Direct Connect i RIEHLA VPC,

b. % SubnetID (F¥/ ID) T , &4 Add (&i0), HFERF , EREATENMN TN ID, &R
ERRZ 10 MM,
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BRAEMBHEERZETINFR , HiEFEEST VPN 5 Direct Connect 158 E R EFEHLAY
™,

FREA T IDs , T B, EFRT  AREATEINREA, BHRSTUEE 10
MRE4,

BRAEMBHEERZETINEZSA |, HiEFBE T VPN 5 Direct Connect iR B2 Z$EE M
HNZE4A,

MREHEETHRE VPC , A RLENENEENERAFELFIEBTAYMENIT TLS WiE , &
£ TLS iEBHRAIULESD ID. TLS IEBENZRIUEBHNLAEEA.

6. & Connect A#1T GitLab BREE, SIBZMNERE RAFLERS. HEAGRHNERSHE
BERNEZCB-PENER. FTENSA , FEMH URL.

7. BBEFELENER,
8. GitLab ERWBRNEN , HALHEEER  AEEBER,
0. WEF—ABRAE , RPAE—KHE , WRBIGER BN GitLab M.

IR
10. XEERREFEEEH S RE, £ 02 GitLab E#" T , $EEE RE “EEEW P,

11. %&$* Connect LA 1T GitLab BREHE,

BIeEEER , FERBIDEE, EEFAEEEREERERERE L,

B2 E GitLabBHEE (CLI) HiER

IETILAE A AWS Command Line Interface (AWS CLI) 8122 F F GitLab B 1T EE M EHMEEE,

DD

At , EFEF create-host M create-connection a8

/A Important

RIAMERT , B AWS CLI S8l KERE AWS CloudFormation &t FPENDINGIRAS, {EH
CLI S 8IZE#F AWS CloudFormation , 24| & REBEFEUEEL FIRSAVAILABLE,

fEFERE
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ST BIEAT GitLab BITEEMEW (CLI)

1. $TF &R ( Linux, macOS = Unix ) arHRREF ( Windows ) » AWS CLI £ fiE1Tcreate-
host@i s , --provider-endpoint HRKIEREIEE - -name- -provider-type. . ELtRHA
o, BE=FREREFBMHRN GitLabSelfManaged , XixT R A my-instance.dev,

aws codeconnections create-host --name MyHost --provider-type GitLabSelfManaged --
provider-endpoint "https://my-instance.dev"

MR, TR ERCETREHNEN Amazon BIREH (ARN) F&,

"HostArn": "arn:aws:codeconnections:us-west-2:account_id:host/My-Host-28aef605"

SERILEERE , ENA T PENDING RES,
2. BEUTSHSES  FREHATSRENREHFENSR Available R

S22 EEHEPRESFLENEN

1. &% AWS Management Console FTHF K& T E#ZHIA , Mt Hhttps:/
console.aws.amazon.com/codesuite/settings/connections,

2. EAEFETEENREHFENERN Available R, BFSHAREFLENEN.

PR 3 GitLab BITEE (CLI) BIRER

1. $TF &R ( Linux, macOS = Unix ) apHRREF ( Windows ) » AWS CLI £ fiE1Tcreate-
connection®i ¥y , --connection-name N K IEREIEE --host-arn#l,

aws codeconnections create-connection --host-arn arn:aws:codeconnections:us-
west-2:account_id:host/MyHost-234EXAMPLE --connection-name MyConnection

MRKY , R T REERLUULTRENERE ARN E2.

{

"ConnectionArn": "arn:aws:codeconnections:us-west-2:account_id:connection/
aEXAMPLE-8aad"
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}

2. EUTHRS , £REHEREFULENEEE,

SR 4 EEH SR T GitLab B REEMERE

1. &% AWS Management Console T F X & T E#ZHI& , Mt Hhttps:/
console.aws.amazon.com/codesuite/settings/connections,

2. FEARFARESLENERE , AOEERBE Available RS, BXEZER , B5H EFE
REEE,

ERTHE R A E R

ERINER T , BT AWS Command Line Interface (AWS CLI) 28| 2 #93&E# AWS CloudFormation &
FPENDINGIRZS. fEF AWS CLI =812 E# /5 AWS CloudFormation , £ 12 H| & EFIEZELUEEL
FIRAAVAILABLE,

(® Note
BBEREG B EMFLENERE, BT EER AWS CLIEHFAEAERE,

BRERAZEFAEAE =S RUBMNIERN  XTEASENERXBNERTRNESE=HRUEHN
OAuth ¥,

R LMERTTRAR TREHE TRIERNIERE,

SEREEE

-

7 AWS FF R E T E#EH A , Mk https:/console.aws.amazon.com/codesuite/settings/
connections,

:li?*lxl% > ] Eo

A

HEREERN AWS IKF RER FTRIEZEN B,
3. EEMH  AREEMHNEREZNEN.

LIRERE BB Pending (F4L 1) IRASHEREERT , Update a pending connection (B #T{F4L IV E
) 8T RATA,

EREE T


https://console.aws.amazon.com/codesuite/settings/connections
https://console.aws.amazon.com/codesuite/settings/connections
https://console.aws.amazon.com/codesuite/settings/connections
https://console.aws.amazon.com/codesuite/settings/connections

FRIEEFAE

RAriEmE

4. %$# Update a pending connection (& {34L B HYERE),
5. 1£ Connect to Bitbucket (E#£Z| Bitbucket) TTE L# Connection name (EZ&FR) B , WiEERE
H & o
£ Bitbucket apps (Bitbucket NATEF) T , EEFE—PMNABREFTED %R Install a new app (B
FMNMARR) RUEBE— I NARFRE.
Connect to Bitbucket
Bitbucket connection settings info
Connection name
a-connection
Bkt DS
Q | . or Install a. new app
| Connect |
6. ENAERFREZEIH — % BB £ R1Z AWS CodeStar N AR EEZ10EZE T EH Bitbucket
m&)ﬁlo ﬁ?*&%ﬁlﬂ*XBEo
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7.

dWsSs €

AWS CodeStar requests access

This app is hosted at https://codestar-connections.webhoaks.aws

Read your account information
Read your repositories and their pull requests
Administer your repositories

Read and modify your repositories

Authorize for

Allow AWS CodeStar to do this?
This 3rd party vendor has not provided a privacy policy or terms of use.

Atlassian's Privacy Policy is not applicable to the use of this App.

Grant access e

MR R RRNER ID, ERTHIER,

BI| i 4%

R

/Ch

PN

3

1.
2.

AILAEATFF & A B TE#HIA 5 AWS Command Line Interface (AWS CLI) R #9 list-connections s

T REBLIKS RVERETR,

HERE (BHE )
B B

£ https://console.aws.amazon.com/codesuite/settings/connections 3T FF & T ERFI A,

1%£$% Settings > Connections (R & > E %),
EFEENEN., RESH ARN,
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5| %4 (CLI)

B AR EEESE= A RBEMEENERE, AWS CLI XN FEENEFRRBKNERE ( HlI5 En
GitHub terprise Server FiE# ) , M HIESIREEH ARN,

HIt , EEA list-connections W5
Bl i $3

«  $TFFL (Linux, macOS = Unix ) A FRAAF (Windows) , REERZETHS. AWS CLI
list-connections

aws codeconnections list-connections --provider-type Bitbucket
--max-results 5 --next-token: next-token

tear o RHR E A T 5 .

{
"Connections": [
{
"ConnectionName": "my-connection",
"ProviderType": "Bitbucket",
"Status": "PENDING",
"ARN": "arn:aws:codeconnections:us-west-2:account_id:connection/
aEXAMPLE-8aad-4d5d-8878-dfcab@bc4s41f",
"OwnerAccountId": "account_id"
b
{
"ConnectionName": "my-other-connection",
"ProviderType": "Bitbucket",
"Status": "AVAILABLE",
"ARN": "arn:aws:codeconnections:us-west-2:account_id:connection/
aEXAMPLE-8aad-4d5d-8878-dfcab@bc441f",
"OwnerAccountId": "account_id"
b
1,
"NextToken": "next-token"
}
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) B 2 43

BT LME R TF & TE#4|A 5 AWS Command Line Interface (AWS CLI) #1#Y delete-connection &5 %
St il BRE 1

£

- MIBRERE (2HE)

. MBRIESE (CLI)

M BRIERE (2HE )
i Bk i 432

1. ¥ https://console.aws.amazon.com/codesuite/settings/connections T FF & TR HI &,
1%£$# Settings > Connections (R E > iE1#),

EEREND , ERERRNERNE T,

1% % Delete,

EFERBHA delete LUFHIA |, SRFEZRMER,

o & w0 DN

/A Important
FETERH.

il BR3ZE 2 (CLI)
I&AILAE A AWS Command Line Interface (AWS CLI) #fl BRiE$E,

Hit , EFEA delete-connection f5 5o

/A Important

BTEmTE , BHERERE. TEREAEIANEE, SR ERE , ETkEEER
Amazon FIREFF (ARN).
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i B e 45

o $TFFL (Linux, macOS = Unix ) i FRRAF ( Windows ) . fEAiZ1Tdelete-connectionn
T, BEEEMBRAEREN ARN, AWS CLI

aws codeconnections delete-connection --connection-arn arn:aws:codeconnections:us-
west-2:account_id:connection/aEXAMPLE-8aad-4d5d-8878-dfcab@bc44lf

ZH T TEREEMRNE,

N ER RN IR
RERER AWS HEL AWS BIRN B E LB, S AWS FREEMHIEM :

- P& (W, CostCenter. Environment = Project ) . #rEBX 2 KNE,
o —ANMHFEEMNAEFTER (M0, 111122223333, Production REARET ) . BHEITZES

FEREFZFENREE. SHSE—®  FLXERDPKXNE,
XS N E/ET,
BO LA HI B CLI RFRIERIR,
O] LATE AWS HFFRIZA T B IRZE R CodeConnections :
. ERE

- EH

XELSBRBRIZECLKLETHHEHMRA AWS CLI KEEFHINYBIRE. BEXESEL , HSHEAWS
Command Line Interface {AF @) FMZ%E AWS CLl,

BT EARZIRG, ALAFBERENERI , EETTLAE AWS Identity and Access Management
(IAM) REEHPERRERBYRFETUETLNREHEZRE, EXETHRENHRIEHERE , &
SR ERARZEFIXY AWS CodeConnections &RV T4 A,

TH
- FRIZER (254 )

- FRERIR (CLI
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FETAREA il
RCHER (288 )

BRI LAE RSB AR, ER M BRE R IR EAIRE,

2

E 3
« AEERFRIRE (BHE )
- EEEERRORE (EFE )
c RBEETRNFE (EFHE )
« MEERFEDMBRIRE (258 )

3

NEERFAIRE (2H A )

SR LA R 425 & m B A EE R ENRIIRE,

® Note

LIBNELEWRER ( HI0 En GitHub terprise Server ) 1B EZEH BiE N EAI B ENERIR
B, SIEZHBENRZERSRMEEED, MREFENERTIHERE , WAL MFRIZEN.
MRESEFHRERMBEN , FEALLCHSER,

NN IR

1. BRIEHE, NSFMEKRTP , EFRE,
£ Settings (IREB) T , i£#¥ Connections (E1E), EREZ LT,
ﬁ?*gf,ﬁ?EE’J Eo _IJ:I:,H-J-'l J.L7.]_\ E Eﬁﬁo

#£ Connection tags (E#HRiE) T , 1&#F Edit (4%%8). Edit Connection tags (4RHEIEZEIRE) IH
BEEDE R,

5. ERNEZFERD , MAZEFMNSERIHNR/EN,. (EFBRAMWGEN, ) o, £8% , @&
A Project., ZE{E™H , HiA ProjectA,

> WD
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Edit Connection tags

Connection tags
A tag is a label that you assign to an AWS resource. Each tag consists of a key and an optional value. You can use tags to help manage and
scure your resources or to help track costs.

Key Value - optional

Remove tag

Add tag

6. (A& ) EERIMIRZLFINZ 1T HEA S MRL,
7. & Submit (1BX), REHEERRE T,

HENFIARE
1. BRIBHA, NSHEKS | BBEE,

2. 1E Settings (i% &) T , #%#F Connections (E#), %% Host (E#1) &I+,
3. ERERBENEN. HANFERENRERH,
4. 7E Host tags (EHHRZ) T , %$F Edit (45%8). Host tags (EVFFX) TWHEFEEIE o
5. ERNEFRT , HALEFNNSEFINR/EN, (EFBAMER, ) S, 28F , W
A Project, E{EH , i A ProjectA,
Edit Host tags
Host tags
Key Value - optional
Remove tag
Add tag
Cancel m
6. ( Ak ) 1E3F Add tag (RINFRE) BURINZITH A =N A ZSMRZ,
7. ERRR. REEENRE T I,
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FETAREA il
EEEERRVRE (2FE )

BRI ERZEFEEENAR TN,
EEREENIRE

1. BRIEBEFHE. NEMELRP , ERRE.

2. 1£ Settings (% &) T , #%£4F Connections (E#), EFERETF,

3. EREETEMNEE. KNHERERRENH,

4. £ Connection tags (E#EFRZ) T , £ Key () # Value (fB) 5| TEFEENIFZ,

EETHMIRE

1. BRIEFE. NSMEBRTP , ERRE.

2. 1£ Settings (% &) T , 4% Connections (E#), #%$F Host (E#1) &I+,
3. LEREEENEN.

4. 1f Host tags (EW#ZL) T , 7 Key () # Value ({B) 7 TEE EHHHRZ,

RBEETRNVIRAE (2F8 )
&R LA R 128 & R gm e B A IR E TR AR E .
REEENRE

1. BFRIEFE. NSEMELRP  EERE,

2. 1E Settings (i% &) T , #%£#F Connections (E#E), EFEEEINF,

3. ERERBNEE. ENFERERRENH,

4. 7 Connection tags ((E#FriZ) T , i Edit (4%%8). Connection tags (E3Z#Fric) WEMEIE
No

5. ERNEFRT , REFEENENFENE., FlW0 , T Project # , HEF , ¥ ProjectA
E QR ProjectB,

6. & Submit (}X).

S AR

1. BXRIREFHAE. NSMESS , BFRE,
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FIEBHA A5
2. 7E Settings (iRi&) T , i%£#F Connections (£##), E#F Host (E#1) EIF,

ERERENEN. KR ERENEER@E.

£ Host tags (EHFRZ) T , 1% Edit (4s58). Host tags (EHH5E) RHEEENE R,

ERNEFERY  BESEENSNINFEMNE, S0, T Project & , EETF , £ ProjectA
E &N ProjectB,

6. &R Submit (1£X).

o &~

MEEFR PRI BRI (255 )
ZAI ARSI A NEBERFRPRIBRRE., YEBRIXBRKERWIAEN |, X NRE MR,
T BRI R AT PR

1. BRIEFE, NSEMBEKF , EEFRE,

2. 7E Settings (IRi&) T , %£#F Connections (%), EFEEIETF,

3. EREREMNERE. KAFERERRERH,

4. 71£ Connection tags (E#E#riC) T , &% Edit (48%8). Connection tags (EIZFric) RHEMEENE
No

BTk, N TEERBRASMIENRBNE , EERBRTZ,

6. ZEFERR.

o

T BR EATLEY PR

—

BRIEHE, NSMBEKT | EFRE,

£ Settings (IREB) T , i£#¥ Connections (E3E), E#F Host (E#H) ET+,
ERERENEN. KR ERENEER@E.

£ Host tags (EHFRZ) T , 1% Edit (4s58). Host tags (EHHRE) RHEEENE R,
BETXR, N TLEERBRNESMIENENE , EFZRERFZ,

EFERR,

2

FRZE IR (CLI)
BALAER CLI EEERRLEES. BN, EHIMERFZ,

£}
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- ENERRBFRIFRZ (CLI)

- EREEFRNEZ (CLI)

- WEEETRNEZ (CLI)

o MIEEBUR MR (CLI)

[6] % £ BT R AN I AR (CLI)
&I LAEA AWS CLI SRARICEZEP R R R

FELRIHRR AP TITIZIT tag-resource H , HMEENHFMFEH FIRH Amazon FIRBZF (ARN) ,
RERMMOFENRNE, £ _Il«/{%bﬂ%/\h_m

NIEFERMIRZ
1. REWFRIRELARN, EAERE 5 HERE B list-connections in s KIKREUEEE ARN,

2. HELRIREWHITH , 1217 tag-resource B H o

Bl , ERAUTHEERFETERMIENERE | —MIZRBIUGZED
ProjectProjectA , —MMrERE FNReadOnlyMItrEE N true,

aws codestar-connections tag-resource --resource-arn arn:aws:codestar-
connections:us-west-2:account_id:connection/aEXAMPLE-8aad-4d5d-8878-dfcab@bc4slf --
tags Key=Project,Value=ProjectA Key=IscontainerBased,Value=true

MREY , ZH S TEEEAAR.

RENRMIRZ
1. RNEBHRFIREN ARN, FEHAERTE 5IHEH B list-hosts TS RIRELEN ARN,

2. HELXIRIWHITH , 1217 tag-resource I,

flan , FRAUTHSERARMIERREEN , —MrERProject ML BT B ProjectA ,
MREEE N IscontainerBasedREE N true,

aws codestar-connections tag-resource --resource-arn arn:aws:codestar-
connections:us-west-2:account_id:host/My-Host-28aef605 --tags
Key=Project,Value=ProjectA Key=IscontainerBased,Value=true

ERER oY
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MREY , ZH S TEEEFAAR.

EEEZETRAIRZ (CLI)

BAILAER AWS CLI SREBEZRFRN AWS 758, MBEMARRBMFE , MREMNTIRAZE, FH
list-tags-for-resource tn S &EE BN INE E?&:EE*JIE’JJI‘T_LO

EEEZENIRE

1. RNEHRFIREARN, E£AERE 5 HIERE B list-connections i KIKREUEE ARN,

2. BELRIRHWHITH , 1217 list-tags-for-resource i, Hl , FRU TGS A EREZNIFZEN
REER,

aws codestar-connections list-tags-for-resource --resource-arn arn:aws:codestar-
connections:us-west-2:account_id:connection/aEXAMPLE-8aad-4d5d-8878-dfcab@bc44lf

B TREEHRERENRE, WREERT NEZREHN TN RB-EX,

{
"Tags": [
{
"Key": "Project",
"Value": "ProjectA"
1,
{
"Key": "ReadOnly",
"Value": "true"
}
]
}
BERFHHRE

1. NEWERIREARN, FRAERE 5IHEN B list-hosts T HRIREVEN ARN,

2. HARIRIBTITH , 1517 list-tags-for-resource T, Fli , AU TS AEE EVMIRSEMN
HEEIR,
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aws codestar-connections list-tags-for-resource --resource-arn arn:aws:codestar-
connections:us-west-2:account_id:host/My-Host-28aef605

B TREEFRERENRE. WREERTAENREHHNRB-EX,

{
"Tags": [
{
"Key": "IscontainerBased",
"Value": "true"
b
{
"Key": "Project",
"Value": "ProjectA"
}
]
}

SEEE ORI (CLI)
ARETBMER AWS CLI RBERBMFE, SaAERIE RN ERFMNE — M,

FELIRE B ITIET tag-resource F , BEENHEFHEHWEIRN ARN , HIEEEEEHNIRSE
*ﬂ*m%fﬁo

RERER , AAAREENRSRBEREE  MESHRRIFENEAREREFEEN. Bk
Ban A DAY RE N WAV R -E XA,

IREIEENRE
1. NEWFRKREARN, FEHERE 5 HERE B list-connections i85 RKIREUERE ARN,

2. HERIFRGHITH |, 51T tag-resource B,

FEHRHIH |, 8 Project BN EHNN ProjectB,

aws codestar-connections tag-resource --resource-arn arn:aws:codestar-
connections:us-west-2:account_id:connection/aEXAMPLE-8aad-4d5d-8878-dfcab@bc44lf --
tags Key=Project,Value=ProjectB
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MR , ZHSTREEAAR, ERIFSEZEXRBKENIRE | iHE1T list-tags-for-resource s

PN
T o

REENRIRE

1. NENRIFIRE ARN, ERERAE 5HEH B list-hosts 85 T KIKELEHL ARN.

2. HELRIREWHITH , 1217 tag-resource B H o

FLRGIH |, 8 Project BMEFFENN ProjectB,

aws codestar-connections tag-resource --resource-arn arn:aws:codestar-
connections:us-west-2:account_id:host/My-Host-28aef605 --tags
Key=Project,Value=ProjectB

MERY , ZHSTREEMARNST. ERIESENXBENIRE | HIE1T list-tags-for-resource

A
T o

MIERE R M BRARE (CLI)
RBUTSRER AWS CLI NERPBBRITE, HEBBRIBKBRNIRZN | X NREEMER.

(® Note
A0SR BREEE TR , W& M BRAY B R S M BRAT B AR R B, FEMIBRER B IR 2 51 , TFMIBR
R,

FELIRH W B ITIE1T untag-resource W , IEEEMNFHIBRIFZA IR ARN AR EfiBRAVIREHIHR
T8, o, EEARERProject MIPIRERE LN ZAMEEReadONly , BEAURTH S,

aws codestar-connections untag-resource --resource-arn arn:aws:codestar-connections:us-
west-2:account_id:connection/aEXAMPLE-8aad-4d5d-8878-dfcab0bc44lf --tag-
keys Project ReadOnly

MR, ZH ST REFAANS. ERIESFRIBKNIFE | 51217 list-tags-for-resource iF . i
HfF & RFTE E M BRI,
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"Tags": []
}
EFEREFMAEER

B LAME AT & T E#%A 5 AWS Command Line Interface (AWS CLI) 1Y get-connection &5 3k
EEEENFAEE. EFEA AWSCLI , EXTMELRETHHEIIRAE AWS CLI =2 E#HF LAk
X, BXEZER , HSHAWS Command Line Interface A ERE) HHZ%E AWS CLI,

EEREE (2F8)

1. 1E https://console.aws.amazon.com/codesuite/settings/connections T FFF & TE#ZFH &,

2. %$® Settings > Connections (IR & > EE).
3. EREEENEEZUMNEME , RFIEE View details (BEFFHARER).
4. WEPRERUTEEEER :

o EEEW

- EENRHERRE,

- EERES

« #E$# ARN,
- MRBEFZEENCLZENIRMRE (HII0 En GitHub terprise Server ) 812 |, NN SiZEZE XN
FHER.

- MBEFEENCLZENIRMRE (HII0 En GitHub terprise Server ) 8128 , NEEEZEENE
HLRBERHY iR 218 Bo
5 MWREHENT Pending (FLEB) KA , EEKIERE |, 151EF Update pending connection (BE#T#F
WHEBRIERE), BXESER , BSRERSLENERE,

BEEFEE (CLI)

«  HELRBIWTITH , BT get-connection 5. Bl , FAUTHSATESE ARN &
A arn:aws:codestar-connections:us-west-2:account_id:connection/
aEXAMPLE-8aad-4d5d-8878-dfcab0bcss4lf HIEENIFAEE.,

aws codeconnections get-connection --connection-arn arn:aws:codeconnections:us-
west-2:account_id:connection/aEXAMPLE-8aad-4d5d-8878-dfcab@bc44lf
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https://docs.aws.amazon.com/cli/latest/userguide/installing.html
https://console.aws.amazon.com/codesuite/settings/connections

FRIERHA AriEmE
MR, Mk SRREZEEFMER.
Bitbucket /Y i tH =l -
{
"Connection": {
"ConnectionName": "MyConnection",
"ConnectionArn": "arn:aws:codeconnections:us-west-2:account_id:connection/
cdacd948-EXAMPLE",
"ProviderType": "Bitbucket",
"OwnerAccountId": "account_id",
"ConnectionStatus": "AVAILABLE"
}
}
GitHub E#289 i tH R B
{
"Connection": {
"ConnectionName": "MyGitHubConnection",
"ConnectionArn": "arn:aws:codeconnections:us-west-2:account_id:connection/
ebcd4al3-EXAMPLE",
"ProviderType": "GitHub",
"OwnerAccountId": "account_id",
"ConnectionStatus": "AVAILABLE"
}
}
GitHub 2l BR 55 85 % #2249 i HH R 61
{
"Connection": {
"ConnectionName": "MyConnection",
"ConnectionArn": "arn:aws:codeconnections:us-
west-2:account_id:connection/2d178fb9-EXAMPLE",
"ProviderType": "GitHubEnterpriseServer",
"OwnerAccountId": "account_id",
"ConnectionStatus": "PENDING",
"HostArn": "arn:aws:ccodeconnections:us-west-2:account_id:host/sdfsdf-
EXAMPLE"
}
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}

SHEERE AWS K-

i}l.,ﬁ EE, £ —.I-L/L‘{vf/\?- EE'%!&R\MIE AWS E’Jﬁ/ﬁﬁﬁ 3':% jj—lﬁ EE @JZZU':F' COdePIpellneo

/A Important
codestar-connections BREFAXFEREHRZE, RBcodeconnections®IRAF X tkIh
B,
FFIERTRY AR TE -

- BUMELELE T ERE AWS IKF,

- BYAERRFHLE,

® Note
BAZER  CUARAAFMAESERENEE (MRTELAAZT ) . BEZHZNKS
TR ERNIR,
8
- AEEE (258 )
- HZEERE (CL)

73
i
H|H
ok
m

EE (EFE )
LZ % (CLI)

ot
o

HEEE (2F8)
IR LAE R EH B A B A ZEER R

1. &% %| AWS Management Console,
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FERIBE#EHE AriEE
T:E AWS RAM :‘r'“%UAEI'J “&/\?— . /ﬂig;'ﬁ\ﬁ” J\Etﬁ;f: “ﬁUEﬁI \/\; o

2. BT AWSRAM RFEHEFETHE AWS XEH , Rt EMNES & A LAN TRIIRPIERFEE
RIEY AWS XiF, ZERRZESERBRNRFRE , K50 AWS KEIRENXERE ( FEEIL
Jb#8 )

ﬁ;& ?—é}*ﬁlﬁmggﬂqzu\ |ﬂ/\¥[iﬁﬁiﬁﬁéﬁﬁiﬁ\ﬁgtt$§o
3. HERIEMEMNEBEMT K WMARRRENEN. £ FR T, &&F “KBE

= Resource Access Manager » Shared by me: Resource shares » Create resource share

epT
Grant access to principals Name
Provide a descriptive name for the resource share.

Step 4

) [ Add resource share name ]
Review and create

Resources - optional

Choose the resources to add to the resource share

[ Select resource type A ]

[Q code X ]
[ Code Connections
B ) No resources to display
CodeBuild Projects
Code Connections Select a resource type filter
CodeBuild Report Groups

Selected resources (0)

[ Q, Filter by text ]

Resource ID Resource type

No resources selected

4. BEENEEZERFAITBEESIHENEREA,
5. &EBIE,

HEZEHE (CLI)

&R AR AWS Command Line Interface (AWS CLI) SRk HZEMNEHEE , HEFSEZHERE
ERLASTNIEE,

Ak , E6EAcreate-resource-shareflfaccept-resource-share-invitation #% AWS
RAM,

HEER

1. ERAFAEEZNKSEZR,
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https://console.aws.amazon.com/ram/home#OwnedResources:
https://docs.aws.amazon.com/ram/latest/userguide/working-with-regional-vs-global.html

FRIEEZEE RAriEmE

2. JTF4E (Linux, macOS = Unix ) an BRI ( Windows ) o AWS CLI fEAiZ1Tcreate-
resource-sharei®s , --principals HEMEZE R ZIEE - -name--resource-arns, M, &
RBlH |, EFAmy-shared-resource , IEENEZEEB LT RIR ARN MyConnection H,
fEHprincipals , REBESIHEN —NHSMNERKS,

aws ram create-resource-share --name my-shared-resource --resource-
arns connection_ARN --principals destination_account

MREY , R T RHEEELUULTRENERE ARN E2.

{
"resourceShare": {

"resourceShareArn": "arn:aws:ram:us-west-2:111111111111:resource-
share/4476c27d-8feb-4b21-afe9-7de23EXAMPLE",
"name": "MyNewResourceShare",

"owningAccountId": "111111111111",
"allowExternalPrincipals": true,
"status": "ACTIVE",
"creationTime": 1634586271.302,
"lastUpdatedTime": 1634586271.302
}
}

3. —_I-J’)\% \Elsﬁask y -‘L¥|)_IL:-F_/|\$EDE§O

ERTEARIEAEISERKSAZTNER

X FE T E—44 B Organizations P ARRLZN BRIk, , AT IR2AEN,

1. ERRFBREEEN B RS &R,

2. FFFEU (Linux, macOS = Unix ) e HHRREF ( Windows ) « AWS CLI f£H1E1Tget-
resource-share-invitations@ 5.

aws ram get-resource-share-invitations

FREVRRHEZEE ARN UM T -5 A,

3. 1&{Taccept-resource-share-invitationig % , $§E - -resource-share-invitation-arn,
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aws ram accept-resource-share-invitation --resource-share-invitation-
arn invitation_ARN

MREY , i S REEA T,

{
"resourceShareInvitation": {
"resourceShareInvitationArn": "arn:aws:ram:us-west-2:111111111111:resource-
share-invitation/le3477be-4a95-46b4-bbe@-c4001EXAMPLE",
"resourceShareName": "MyResourceShare",
"resourceShareArn": "arn:aws:ram:us-west-2:111111111111:resource-

share/27d09b4b-5e12-41d1-a4f2-19dedEXAMPLE",
"senderAccountId": "111111111111",
"receiverAccountId": '"222222222222",
"invitationTimestamp": "2021-09-22T15:07:35.620000-07:00",
"status": "ACCEPTED"

A ERRF EEERZEERTR,

-_—

%] AWS Management Console,

 AWS RAM 2| AR “BAZE : HERR” WH.

2. HT AWS RAM RRAZFETHEN AWS XEH , IZIJtI:i%EM?"“ﬁlJ"‘EJ:ﬂE’JT}EEIJ%EEFJ‘&#
MR AWS XiH, EEFYESERRAFRNHTRLE , BL4ITF AWS XKBIRENXERE (FE
JEX LR )

BEXAAELKERNEZEE | BSRAAZEXE R RS2 RT RN LR,
3. RTHZQA/\?—J&E —.I-g-j.-( J’)\T1l:|/u\ .

« BIR ID - FiRM 1D, EFERIFR ID , FTFFFAVREIRETF , WEEEAXYRSZFNEFES
ZR IR

« FIRRE - RIRAYRE

- EPXHAZEH - ERAERFER B,

- ARAZ - B8R RNARKENHE, EEFRFRAZIR , BAEZEF.
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https://console.aws.amazon.com/ram/home#OwnedResources:
https://docs.aws.amazon.com/ram/latest/userguide/working-with-regional-vs-global.html

FRIEEZEE RAriEmE

o EE-ARTRARNEECRE, ERLEEAEFTER,

EEHZER (CLI)

A LAMER AWS CLI XREFZRERE 5 EHENEE,

Rk , FEEEA get-resource-shares f %o

EEHEEE

«  FTFL¥H (Linux, macOS = Unix ) i FRTAF ( Windows ) o« AWS CLI EAIZE Tget-

resource-sharesii o

aws ram get-resource-shares

i 2R EEIK P R BRA Z 5 R,

EAEN

EQESCZENRMABERFER ( Hl0 GitHub 1l fRSSES ) MiER: |, BAFERACIEEN AWS
Management Console, EH2ECENRIR , ATRTIRERMUEFNEMIZE. REEAZENL
BiEE, BXEZELR , BSH EHEE,

Bl | ERENEZGNE—NEN , MENEHRERHAEIME=STRNRAEFARTENEMRE, HEE
HEFRECEB-IEN , AREZRHEFRENAAEERERZEN,

M I A SRR S B REM AR ( H120 En GitHub terprise Server ) KN , ALY
EORENAR.

20

.+ BlEEA

. BESLRHE

W E )]

W EL)

 E)

- BEENHMES
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F&TEEHA FiF 457
R EN
&AL E R AWS Management Console 2 AWS Command Line Interface (AWS CLI) kg 5%

KELCWEMEN ETNE=FRBEEENER, Al , BosEit GitHubt Al BRSSE854E N EEAHLE
Amazon EC2 =4 EiE21T., EEIES GitHub Al RZEMIERE2H , EECIER TEEN TV,

BREZERHABFNENCIRTHERENSR , BSALIERIEFRENN TERE,

FrERBIRY R T .
o (i) MREBBOEFTE VPC WEN , EBLTMELNETNERELIMES (VPC) ,

- BYMERIRRXA , FHEWMREITRIERE VPC , NRFEANE 3 EER VPC H,

(® Note
/A VPC —RABEXRBKR—PE,

(AL ) BALUAENEE VPCo AXENRFENMEN VPC BREBNESES , BSH (7iE ) KR
& BREEN PSR Amazon VPC BLE MY EHLH VPC B E# THEEFEPH VPC KRFEH .

EFEAEHEZENURE GitHub il RS ERMNER , BS N EIE B/ GitHubibll fRSS 2R
(EHE ). BEFREFNEIR-DMEN.

EEAEF A BN AEREED GitLab BTERE , TSHEES GitLabB REZENER, BHEFH
EelE— 1N EH.

( AIiE ) ARG - BEEZA ML Amazon VPC BLiE

MRNEWERIREEE T MEEE , WA ARSI ETHE.

MRENENRBEE VPC HhipH |, BESASLREZINERUT VPC EX,

VPC ER

BRI LUE R 02T A VPC WE., U TRE—M VPC ER , EFERTENRERER VPC,

- BALEREFEABNREFRNHULAE VPC, MREZEEHIEN CIDR REFM , BA LN AWS
K fERAERIA VPC,

- MREEETHE VPC , FAEF GitHub 2l JRS52RFKHIE E 1 6 AL HIEFH MR HAIMIT
TLS BiE , MEENENENRIFEME TLS iEH,
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F&TEEHA A m
o YEECIBENENN RN ERERT Webhook B9 VPC Lix¥ & (PrivateLink)e BXEZE
B | &2 AWS CodeConnections F#Z O VPC LT =& (AWS PrivateLink)o
- ZEPA/RE
- ENCIBHRMEANZSATEATFMLEDEREE GitHub Il BR 5525 S 51 HY A 5k H 550
- EBEFEW E GitHub nterprise Server 3| ( TR EHREN —30 ) NELHAZEEBTEZEE
HY M 4% 45 O Bt 1T A A M H ¥ 5 ).
- BH VPC FRMTI FEMEXBNARTAXF, °AKXE A ARE ] A XN SEN SR
B, BN FREBLTTLMNT—NTAXZA , TREEZSNTAK,

BXER VPCs MITMWESESR , FZ 5 Amazon VPC FIF 18R IPv4H) VPC HFF K/,
BRENRERMEH VPC ER

ET—ShREReEINTRN  FERHUTHE :

» VPC ID : &% GitHub 1l fR 5585 SLHIHY IR S5 85 3 AT LABE VPN & Direct Connect 15 7] E T HY

GitHub )l fR$525 =518 VPC B9 VPC B ID,

« ¥ ID = IDs : &% GitHub ) fRE-23 L HIAY RS- 2389 F M ID =X A& VPN = Direct Connect
HEELEN GitHub £l FRSS B8 HI8 F ™ ID,

c — MA@ HZENEEA T GitHub DA RS B[ RFIVRSH[MNE LA , RETLUES VPN =
Direct Connect iR B2 RER GitHub™ W RFZBEHIN RS H,

- ART R EREFEIRSH[LETR , HRET I,

BREZEER , 28 VPC RENEENHREHE |, BSH N EVL VPC BEHITHIEIE.

RRER

ERENCEBIREN —Bo , REKE AWS CodeConnections I & & REH VPC iEiE, XEF
—AMNATF AWS CodeConnections ER EHHFEHIMEEED , LAKR —MPrivateLink A F&12 webhook
EEZREEHHEN VPC RART R, A THECNEXENMEZRR , FHRRATLURENHN IAM AR
BEEUTR :

ec2:CreateNetworkInterface
ec2:CreateTags
ec2:DescribeDhcpOptions
ec2:DescribeNetworkInterfaces
ec2:DescribeSubnets
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https://docs.aws.amazon.com/vpc/latest/userguide/VPC_Subnets.html#vpc-sizing-ipv4

FRIEEFAE RAriEmE

ec2:DeleteNetworkInterface
ec2:DescribeVpcs
ec2:CreateVpcEndpoint
ec2:DeleteVpcEndpoints
ec2:DescribeVpcEndpoints

BX VPC AR ENEZEREHRNESEE , FSRAX ENL VPC BEHTHEHE,

£ % Webhook VPC KixT S EZELE |, i52 % AWS CodeConnections M#E O VPC K im =
(AWS PrivateLink)o

£
- DIEEEAEN (EFHS)
- BIEATERENEN (CLI)

BIEERZN TN (BEA)
NFRATLENER , S5 E GitHub nterprise Server 5 GitLabB R EEHIERE |, B UEREN
RERREZIHE = HIZE R E R R A IR

(@ Note

M2024 £7 B 1 B , #8458 FEEE ARN codeconnections RO ESMNERE, M
MRS RN R R MSE T REEFIEF,

ETHAXE VPC P REFHNNIEEN , S 0/ES GitLabBEREEAEE,

EFEAEHEZENURE GitHub il [RFERMNER , BS N IEER GitHubibll fRSS 2R
(EZHE ). BEREFNEIR-DMEN.

EEARGERENHERET GitLab BITERE , TSR ES GitLabBEREEREE., BHE™H
EeE— 1N E.

(® Note

8 E GitHub nterprise Server 5 GitLab BEEE K RERIE—IRXEV. BEHE GitHub
il RSS2 GitLab BT EE K WA EEEEEERAR —& £
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BIEATEENEN (CLI)

I&AILAE A AWS Command Line Interface (AWS CLI) h BE R EHEZ I E E W

(® Note

8|4 GitHub Ml fRSF BRIk R el —IREH. E54E GitHub b BRSS 27tk S B FT A E &
W EAR—aEH.

BUUERAEYRERRZREE=FRHEFNEMIZENRIRTR. EEMA CLISIREY , B
create-host . TRENBIERS , VLT Pending (IFLIB) RS, RELZREZINFETH
Available (AT ) R7S. EHAAE , THAIBEZENT R,

/A Important

BIAMBRT , BB EN AWS CLI & FPendingihZS. #A CLI RIBENE , AIERE
HARIREEVFEREIRSH Available,

EHERAEHESYUEEZIUARS GitHub I RFESHERE | BHS N AIEEH GitHubit )l RS 25 E 2
(ZHE) . BRAEFNAESIE—NEN,

EFEAEG A BENFERES GitLab BTERE , B2 HLES GitLabEREEMNER, EHEFN
el —1EH.

REFLENEN

B AWS Command Line Interface (AWS CLI) 2 SDK #IZH £V IAL FPendingikS, tIEEE
B/ SDK MiE#EE , FAEFAFENRENHEKRSAvailable, AWS CLI

BARMEBE—NEN. BXEZEL , BSH Create a host (BIEZEH).

BREFLEEN

ﬁ'JEEMF B4 F Pending (FFAB) REB. EFENM Pending (154 I8) ZH Available (AT A) Ik
, BERA TSR, WREE=FREMHTEF , UEEENLEM AWS EEZNAERF.

1. HAWS FRETEEZH A LNENLT “FLE RERFE , BRREEN,

2. MREBEECIZAT GitLab BITEEMEN , WEE R KRB’ NH. FRHEMNABRISHEA | X
M YREY GitLab PAT R LA TR ESBEE MR : apio
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3. EE=ZFLEMEMEERTE (/M0 E GitHub nterprise Server XM H ) £, MR HIETR ,
BEAENKFEBESR,
4. ENARFZENHEMNGIHUD NARFERF  SMAENINLZENNAREFNER, &F Q2
GitHmemE%—”o
5. RIEMENE , FERENFAGENE , HEREVIRESR Available (ATH).
@ Host successfully set up
MyHost-e8b08e2c i
o A S - © vt
6. EXHNTARF , EUUSE6EERE. EHIHEIEL 1% Create connection (BIZEE#E), THK
Create a connection (BIZEE#) PSR,
S FEHN

WA LAE AT A AR TE#H A5 AWS Command Line Interface (AWS CLI) A #Y list-connections &5
BREFEKF PIEESIX,

B, (B4 )

E5|HEMN

1.
2.

£ https://console.aws.amazon.com/codesuite/settings/connections T F & TE#ZE &I &,
1% Host (EH) =T+, EF VB, RESH ARN,

B HEAL (CLI)

&R LAERA B AWS CLI HHERERE = H RHEEEEAE.

Rt , FEA list-hosts a8 H

B EH

FTFF &% ( Linux, macOS = Unix ) ar B RREF (Windows) , RiEEAZETGHS. AWS CLI
list-hosts
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aws codeconnections list-hosts

tear o R E L T 5 .

{
"Hosts": [
{
"Name": "My-Host",
"HostArn": "arn:aws:codeconnections:us-west-2:account_id:host/My-
Host-28aef605",
"ProviderType": "GitHubEnterpriseServer",
"ProviderEndpoint": "https://my-instance.test.dev",
"Status": "AVAILABLE"
}
]
}
wmEEH

A LARIBAL T Pending REENMWENIRE. LA LmEENA, URL =X VPC EE.

&R gefE —1 URL BTSN EH.

® Note

EBTHBXE VPC RIFEXHAEEEZM , BSR ( 1k ) REFH - BHIEEN LR
Amazon VPC B &,

EREE

1. ¥ https://console.aws.amazon.com/codesuite/settings/connections TFFF & T Bz #HI &,
2. %$® Settings > Connections (IR & > E).
3. #%$F Host (EH) &+,

FEREEE AWS KRB HFEFTE AWS i X 81228 E M.
4, EIRBIENE , WTE Name (BF) B AHFE,
ERBENLET S, WE URL FiAFE,
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R TRBHA Ar s
6. EHREFHVPCEE , % VPC ID HH AFE,

7. i&#% Edit host (BB E).

8. NEREHEMIZE., %FF Set up Pending host (IRBFALEEEH),

0 B =1

BRI LAE T & T B4l A5 AWS Command Line Interface (AWS CLI) F1#Y delete-host 54 SRl B&
FHlo

EH

- MIBREN (EHAE)

- MIBREM (CLI)

BIBREM (284 )
TR 4

1. E https://console.aws.amazon.com/codesuite/settings/connections T FFF & TE#E &I &,

2. J1&#F Host (EHL) T, 1 Name (BH) B , EFREEM RO ENHE R,
3. 1%#% Delete,
4. EFEPHA delete LUFAIA , REEFMER.
/A Important
HFHEFTERE,

I ER EA (CLI)
&ALAE A AWS Command Line Interface (AWS CLI) il BRE#1,

Rt , FEHA delete-host &85

/A Important
DG BRE EV RN A A ESR , REF e BRE.
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BiTiZwTE , FHEREN. FEREMEIAXEE.

EMIBREN

o  ITFLU ( Linux, macOS = Unix ) TS IRREF ( Windows ) » fEfiz1Tdelete-hostin s , 18
E AWS CLI ZEfikRE EHH Amazon EIRBE TR (ARN),

aws codeconnections delete-host --host-arn "arn:aws:codeconnections:us-
west-2:account_id:host/My-Host-28aef605"

Z T AREEANE.

BERETHFEAER

& LAE A FF & T B4 A= AWS Command Line Interface (AWS CLI) H#9 get-host § S REFE
MEFAE S

EERFHNFAEE (BFHE)

1. E3FE| AWS Management Console , fR/F#TFF https://console.aws.amazon.com/codesuite/
settings/connections FF X TEZHI A,

2. i%#%E Settings > Connections (IR& > &) , RFERE Hosts (EH) T+,

3. EREEFEMNENNZLMIZEA , AFIERE View details (BFIFHEE).

4. WARRERUATENEE :

® E\E*ﬂ:go
- EENREHERRE,
- ZREHEFNEMIREHNLRT R

o FHHRERS, ERFEENENLT Available (ATA) RS, WRENENECIREBIREN
RFEK , MEHATREL T FEEVRES.

BAUR R ATBERVIRA -
- PENDING (54:3) - ZHETHBIE , FERFEIEEN L EMREEFNARRFHRIR
&,

« AVAILABLE (ATH) - ZHEZRIEFEE , A TiEE,
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FRIEEZEE

RAriEmE

- ERROR (£51®) - S EMIEP LHE

VPC_CONFIG_VPC_INITIALIZING - IEfE 8|22 FE¥IH VPC BLE
VPC_CONFIG_VPC_FAILED_INITIALIZATION - =418y VPC B EBE iR H KM,
VPC_CONFIG_VPC_AVAILABLE - =#l#y VPC BiBE =R R EH B A,
VPC_CONFIG_VPC_DELETING - IEfEMIBRENLEY VPC B E

Developer Tools Hosts MyHost-e8b08e2c

Delete

MyHost-e8b08e2c

Host info
Host name Product Endpoint Setup status
MyHost GitHubEnterpriseServer https://test-instance- (@ Available

1.
dev/ [2

5. EMBRZEMN , FiEZF Delete (HIER)o

6. WMRENMNT Pendlng (FRE) R , EERIZE |, 151%# Set up host (IREEHW). BXEZE

B, FERRESLENEN.

BEEEFHFMES (CLI)

«  FTFL¥H (Linux, macOS = Unix ) e FIRTAEF (Windows) , R EMAIE{Tget-hostin T , EE
EEFEHFAGENENNL SR FIFEEF (ARN), AWS CLI
aws codeconnections get-host --host-arn arn:aws:codeconnections:us-
west-2:account_id:host/My-Host-28aef605
LS FRHRE L T 5,
{
"Name": "MyHost",
"Status": "AVAILABLE",
"ProviderType": "GitHubEnterpriseServer",
"ProviderEndpoint": "https://test-instance-1.dev/"
}
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XN EREFERECHRLSEE

£+ AWS CodeConnections , & 7] LA FHEZE N AWS BRIRKRERBIE =1 F6FE , B0 Bitbucket
Cloud GitHub, E GitHub nterprise Server # GitLab, fEHCFN_STACK_SYNC[EIZHER | & LL6l|E
BFHE , ZBEE AWS AFES Git FREFHNARUEFHFIEE AWS &R, AWS CloudFormation
EEEER , RS LUEA Git sync E52RASHNEEFREPERERERNS B,

BIEERESE |, B LUERER CLI 2 AWS CloudFormation &I &Rl B FEEEENELSEE,

o TRREREGEEE | AR SRR SRR Git FHE B QBRI 7 FESEEME Git B EER
BIENMESEE Git FHEPNXHFER.

- BSEE  £RARLSEERS Git FRETFNABTUEFREE AWS HiR.

EXEZEER |, iESH AWS CodeConnections APl &#,

B {AfEH AWS CloudFormation 4l & AWS CloudFormation ik Sl 2B S B BHHE | iF
¥ {CloudFormation A EE) &Y “£/H AWS CloudFormation Git sync”s

™

£}
- ERTMEERER
- FARPEE

150 P 17 P e 432

T EEESERNIEZNN Git FHERSIEXEK, SE£EAW Gitsync MIZIETE Git BEH
XHENEHRHFEELSE AWS CloudFormation 4%,

BEXROCEHENEZEER |, 5 AWS CodeConnections APl %,

£

- BIETM R

- BT

- B EE gk

o M BR 17 i P G4

- EEEREREFAGE

HYCHEFEEERARSEE 141


https://docs.aws.amazon.com/codeconnections/latest/APIReference/Welcome.html
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DI 7 ik e 432

&ALAE A AWS Command Line Interface (AWS CLI) B create-repository-link@i S EE N ER 5
IR S\ BB T 1 BE 2 (R B R A 32,

EOIRFHESREC , EXNCELERAR=FREEIE THABFRE , FIL0 GitHub,
B2 70k e 432

1. $TFFZU ( Linux, macOS = Unix ) R SRAAF ( Windows ) » AWS CLI £ Aiz1Tcreate-
repository-linkis 5. IEEXRBKEEMN ARN, FIEE ID MEMES .

aws codeconnections create-repository-link --connection-arn
arn:aws:codeconnections:us-east-1:account_id:connection/@01f5be2-a661-46a4-
b96b-4d277cac8bbe --owner-id account_id --repository-name MyRepo

2. W TFRHREL TR,

{
"RepositorylLinkInfo": {
"ConnectionArn": "arn:aws:codeconnections:us-east-1:account_id:connection/
aEXAMPLE-8aad-4d5d-8878-dfcab@bc4s41f",
"OwnerId": "account_id",

"ProviderType": "GitHub",

"RepositorylLinkArn": "arn:aws:codeconnections:us-
east-1l:account_id:repository-1ink/be8f2017-b016-4a77-87b4-608054F70e77",

"RepositoryLinkId": "be8f2017-b016-4a77-87b4-608054f70e77",

"RepositoryName": "MyRepo",

"Tags": []

ERTF B ek

EAILAE A AWS Command Line Interface (AWS CLI) F #Jupdate-repository-link @ 5 SR E 118 E K 1F
fi PEBE 1%

BB ERENUTEER

e --connection-arn

e --owner-id
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* --repository-name

U EEUESFEHEXRBFNIEEN | TUENEMEESEE. EARAEMERE  SEEREERE
ARN, BEXEFEE ARN WESR K FSREFEZFAEE,

5B R 17 1 o 4

1. #TFFLIR ( Linux, macOS = Unix ) RapH1RREF ( Windows ) » f£/1=1Tupdate-repository-
link&s & , NEHESZEEEEFHNE. AWSCLI il , LTS NEHNSEMEESR ID X
HiERE, ©EA --connection SIS EFHMIERE ARN,

aws codestar-connections update-repository-link --repository-link-id
6053346f-8a33-4edb-9397-10394b695173 --connection-arn arn:aws:codestar-
connections:us-east-1:account_id:connection/aEXAMPLE-f@55-4843-adef-4ceaefch2167

2. MeanTRRRE L T

{
"RepositorylLinkInfo": {
"ConnectionArn": "arn:aws:codestar-connections:us-
east-1:account_id:connection/aEXAMPLE-f055-4843-adef-4ceaefch2167",
"OwnerId": "owner_id",

"ProviderType": "GitHub",

"RepositoryLinkArn": "arn:aws:codestar-connections:us-
east-l:account_id:repository-1ink/6053346f-8a33-4edb-9397-10394b695173",

"RepositoryLinkId": "6053346f-8a33-4edb-9397-10394b695173",

"RepositoryName": "MyRepo",

"Tags": []

Bl i 1 i o 42

& T LAME A AWS Command Line Interface (AWS CLI) # #Ylist-repository-links @ 55 51| Hi #& i F= #9176
ek,

Bl i 1 i o 42

1. $TFFLU ( Linux, macOS = Unix ) SRR ( Windows ) » AWS CLI £ AZ1Tlist-
repository-links o
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aws codeconnections list-repository-links

2. MeanTRRRE LT

{
"RepositorylLinks": [
{
"ConnectionArn": "arn:aws:codestar-connections:us-
east-1l:account_id:connection/001f5be2-a661-46a4-b96b-4d277cac8bbe",
"OwnerId": "owner_id",
"ProviderType": "GitHub",
"RepositorylLinkArn": "arn:aws:codestar-connections:us-

east-1l:account_id:repository-1ink/6053346f-8a33-4edb-9397-10394b695173",
"RepositorylLinkId": "6053346f-8a33-4edb-9397-10394b695173",
"RepositoryName": "MyRepo",
"Tags": []

) BR 1 e B 42

EALAE A AWS Command Line Interface (AWS CLI) B delete-repository-linkan 4 S il Bk 174 & 4%
#.

DI RS e R BV AR B RIS EE |, AR5 sell Rz B a4,

/A Important

BTEZmTE , SHRFEESEE. TERMEAEIATEE. SUNCIEFNFEESEE 8
TEEEFEH Amazon BIREBAF (ARN),

) BR 1 i e B 42

-  ITFFLY (Linux, macOS = Unix ) @ HIRRAF ( Windows ) » fEHiZ1Tdelete-repository-
linkdn 4 , ¥87E AWS CLI Effl BRI F % EESE 1Y 1D,
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aws codeconnections delete-repository-link --repository-link-id
6053346f-8a33-4edb-9397-10394b695173

Z T AREEANE.

EEFRESEFARGR

BAILAE A AWS Command Line Interface (AWS CLI) F#get-repository-linkis & R E & B X E M E
SHENIFAEE.

EEFMEHEFTARR

1. ITHL¥E ( Linux, macOS = Unix ) a1 RAF ( Windows ) o AWS CLI fEfi1z1Tget-
repository-link@as 5 , 15E 7R85 1D,

aws codestar-connections get-repository-link --repository-link-id
6053346f-8a33-4edb-9397-10394b695173

2. MeEarTRHRE L T

"RepositorylLinkInfo": {

"ConnectionArn": "arn:aws:codestar-connections:us-
east-1:account_id:connection/aEXAMPLE-8aad-4d5d-8878-dfcab0bc441f",

"OwnerId": "owner_id",

"ProviderType": "GitHub",

"RepositorylLinkArn": "arn:aws:codestar-connections:us-
east-1l:account_id:repository-1link/be8f2017-b016-4a77-87b4-608054f70e77",

"RepositoryLinkId": "6053346f-8a33-4edb-9397-10394b695173",

"RepositoryName": "MyRepo",

"Tags": []

EHESERE

RFREEEEENFHENEZBGEXEK, CRARSIEENES Gt FREFNABTUAEREE
AWS iR
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BXREENEZEELR |, 15 AWS CodeConnections APl %,

E:
- BIERSE
- EHRESE
- JHRESE
- HIBRE D E
- EEESE

[

HAEE

tIRESEE

EAILAE A AWS Command Line Interface (AWS CLI) i Bcreate-repository-linkis S EE N ER L
B S\ BB 171 P 2 B B R o 2,

HOZESEEZH  BLACEEEENFE=SFHEEF B2 T FiEFaE,
BERSEE

1. #TFFL&R ( Linux, macOS = Unix ) s TRRAF ( Windows ) » AWS CLI £ fiE1Tcreate-
repository-linkis 5. EEXBEEN ARN, FiEE ID NE#EEN. ATHSEE— I EZ
BiE , HEPEBEATF AWS CloudFormationF &R, ©EEE T EEES I MEFEHEPHE
BN, FEILRfFlH , BRIRR—NE N mystack B3R,

aws codeconnections create-sync-configuration --branch main --config-file filename
--repository-link-id be8f2017-b016-4a77-87b4-608054f70e77 --resource-name mystack
--role-arn arn:aws:iam::account_id:role/myrole --sync-type CFN_STACK_SYNC

2. WS FREL TR,

"SyncConfiguration": {
"Branch": "main",
"ConfigFile": "filename",
"OwnerId": "account_id",
"ProviderType": "GitHub",
"RepositoryLinkId": "be8f2017-b016-4a77-87b4-608054f70e77",
"RepositoryName": "MyRepo",
"ResourceName": "mystack",
"RoleArn": "arn:aws:iam::account_id:role/myrole",
"SyncType": "CFN_STACK_SYNC"
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}

EXMESEE

& A LATE AWS Command Line Interface (AWS CLI) ##£f update-sync-configuration @5 E#IEE
B EE,

BRLEFRRSRENATES !

* --branch

+ --config-file
 --repository-link-id
* --resource-name

e --role-arn

EXMESEE

1. $TFFZU% ( Linux, macOS % Unix ) s SR RAF ( Windows ) » fEFIZE{Tupdate-sync-
configuration@n ¥ , EEEEMWEUAR B REHRMELEE, AWSCLI il , A TwSER --
branch ¥ EHMERTEEXEKHN 2 XE .

aws codeconnections update-sync-configuration --sync-type CFN_STACK_SYNC --
resource-name mystack --branch feature-branch

2. W TFREL TR,

"SyncConfiguration": {
"Branch": "feature-branch",
"ConfigFile": "filename.yaml",
"OwnerId": "owner_id",
"ProviderType": "GitHub",
"RepositoryLinkId": "6053346f-8a33-4edb-9397-10394b695173",
"RepositoryName": "MyRepo",
"ResourceName": "mystack",
"RoleArn": "arn:aws:iam::account_id:role/myrole",
"SyncType": "CFN_STACK_SYNC"
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5| RSB E

& A LATE AWS Command Line Interface (AWS CLI) £ list-sync-configurations @ %1 tH £  F~ &
i 75 1 P B 52

BI| 1 PR B

1. $TFFLER ( Linux, macOS = Unix ) s S RARAF ( Windows ) » fEHIEZETlist-sync-
configurationsip %5 , IEERS R B MEFMHEEEE ID. AWS CLI

aws codeconnections list-sync-configurations --repository-link-id
6053346f-8a33-4edb-9397-10394b695173 --sync-type CFN_STACK_SYNC

2. MeanTRHRE B T

"SyncConfigurations": [
{

"Branch": "main",
"ConfigFile": "filename.yaml",
"OwnerId": "owner_id",
"ProviderType": "GitHub",
"RepositoryLinkId": "6053346f-8a33-4edb-9397-10394b695173"
"RepositoryName": "MyRepo",
"ResourceName": "mystack",

7’

"RoleArn": "arn:aws:iam::account_id:role/myrole",
"SyncType": "CFN_STACK_SYNC"

R E S B B

BB LAFE AWS Command Line Interface (AWS CLI) F A delete-sync-configuration &5 il Bk [E 2 B
=,

/A Important

BITZwSE , SHRESEE, FEREARINTFE, EUUCERFNESERE , BL%
BEE A Amazon BIRBF (ARN),
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W ERE S E B

«  FTFLURH (Linux, macOS = Unix ) i FHRRAF ( Windows ) » EAZ1Tdelete-sync-
configuration@s ¥ , 3 AWS CLI EERIE 2 BB 15 E [ 5 K B R E IR A o

aws codeconnections delete-sync-configuration --sync-type CFN_STACK_SYNC --
resource-name mystack

Zan T TREEARR,

EERSEEFAESR

BATLAE A AWS Command Line Interface (AWS CLI) F#get-sync-configuration@i B REE RS EE
M E S

EERSEEFMAESR

1. $TFF%¥s ( Linux, macOS & Unix ) Bar HHRRAF ( Windows ) . AWS CLI A Z1Tget-sync-
configurationin % , 1§ E M FEEEE ID,

aws codeconnections get-sync-configuration --sync-type CFN_STACK_SYNC --resource-
name mystack

2. MeanTRRRE B T

"SyncConfiguration": {
"Branch": "main",
"ConfigFile": "filename",
"OwnerId": "owner_id",
"ProviderType": "GitHub",
"RepositoryLinkId": "be8f2017-b016-4a77-87b4-608054f70e77",
"RepositoryName": "MyRepo",
"ResourceName": "mystack",
"RoleArn": "arn:aws:iam::account_id:role/myrole",
"SyncType": "CFN_STACK_SYNC"
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£ 123 AWS CodeConnections APl i§FH AWS CloudTrail

AWS CodeConnections & AWS CloudTrail—IRFZERK , ZRFEERAF. 6% AWS RFZFAHIT
BEMIER. CloudTrail FEBHHFTE AP BAFRANENH, RN ARSIEREFEAARTIEEZS
AR AR AWS CodeConnections API i /EMARBER.

MBESIERE , WA LAARFRT SR E L F#RS (Amazon S3) Service FBIFEEIZE

% SIEATEANEMH, CloudTrail MREREERER , BIAR LE CloudTrail ZEH A #Y “=
HARiER FEERFNEHN. FHKENEES CloudTrail , &7 LAHE @ BMER & H AWS
CodeConnections, KR HiERH IP sk, #AH TER, @AAKHERAREMFEHRES.

BEXEZEELR , 3 AWS CloudTrail {FFIERE) .

AWS CodeConnections 1€ E.7£ CloudTrail

CloudTrail E& 4122 AWS kPR EEZNIKS LA, HEs KEEP T AWS CodeConnections
AR EHEM AWS BRSS CloudTrail B4 —RIERESBHALIERF. BALIEESH AWS Ik
HEE, BRNTHBELXENSH, BXERZER , B2/ (AWS CloudTrail AFER) FHFEA
CloudTrail EHHEEEEH,

ERZIERE AWS IKFHRNES |, SREEPHEH AWS CodeConnections , ERIRRER, REAYF
CloudTrail ff B & X H & #iEl Amazon S3 FEf. MIRBERT , EEEH AP OIRREIRICRAT |, IRER
IBRMATAE AWS XiF, RERIZRE AWS 2 XHAMEXENEHS , ¥ A EXHEEFEEEN
Amazon S3 F#E, WAL, BRI B EHM AWS RS , U#t —F 5 M FLE CloudTrail B & UEE
EHBIE.

EXEZEER , E5 (AWS CloudTrail BFERE) PHUTES :

- BIERERICRER

« CloudTrail ZEFH RS MERK

 E¢E Amazon SNS B CloudTrail

- BEWCRBZANXEM CloudTrail B & X4
- BWCRBEZAN K,/ CloudTrail B & X4

FfB AWS CodeConnections #{E9H APl 2185 CloudTrail #12%7E AWS CodeConnections API
ZZd, fHlan  HHADeleteConnectionHMGetConnectionE ST CloudTrail BEN A K%
B, CreateConnection

BIMEHHBETREBESEXRERBFRNARGR. BOEEEBTEHEUTRE !
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
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CreateConnection Rl

LT RBIERTERZCreateConnectioniE/EH CloudTrail BE% B,

"EventId": "b4374fde-c544-4d43-b511-7d899568e55a",
"EventName": "CreateConnection",
"ReadOnly": "false",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-09T15:13:46-08:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:user/Mary_Major",
"accountId": "123456789012",
"userName": "Admin"

}I
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"webIdFederationData": {3},

"attributes": {
"creationDate": "2024-01-09T23:03:08Z7",
"mfaAuthenticated": "false"

}

}
},
"eventTime": "2024-01-09T23:13:467",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "CreateConnection",
"awsRegion": "us-east-1",
"sourceIPAddress": "IP",

"userAgent": "aws-cli/2.13.30 Python/3.11.6 Darwin/23.2.0 exe/x86_64 prompt/off
command/codeconnections.create-connection",
"requestParameters": {
"providerType": "GitHub",

"connectionName": "my-connection"
.
"responseElements": {
"connectionArn": "arn:aws:codeconnections:us-
east-1:123456789012:connection/df03df74-8e@5-45cf-b420-b39e389dd264"

.

"requestID": "57640a88-97b7-481d-9665-cfd79a681379",
"eventID": "b4374fde-c544-4d43-b511-7d899568e55a",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",

"eventCategory": "Management",
"tlsDetails": {
"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"

CreateHost Rl
LT REIERTERZCreateHosti&/ER CloudTrail B&E%H,
"EventId": "af4ce349-9f21-43fb-8003-267fbf9b1a93",

"EventName": "CreateHost",
"ReadOnly": "false",
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"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-11T12:43:06-08:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2024-01-11T20:09:35Z",
"mfaAuthenticated": "false"

}
}
.
"eventTime": "2024-01-11T20:43:06Z2",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "CreateHost",
"awsRegion": "us-east-1",

"sourceIPAddress": "52.94.133.137",
"userAgent": "aws-cli/2.13.30 Python/3.11.6 Darwin/23.2.0 exe/x86_64 prompt/off
command/codeconnections.create-host",
"requestParameters": {
"name": "Demol",
"providerType": "GitHubEnterpriseServer",
"providerEndpoint": "IP"
.
"responseElements": {
"hostArn": "arn:aws:codeconnections:us-east-1:123456789012:host/Demol-
EXAMPLE"

iy
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"requestID": "974459b3-8a04-4cff-9c8f-0c88647831cc",
"eventID": "af4ce349-9f21-43fb-8003-267fbf9b1a93",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",

"eventCategory": '"Management",
"tlsDetails": {

"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"
}

CreateSyncConfiguration =%l

AR RBIERT E RiZCreateSyncConfigurationi®/EM CloudTrail B&%H,

"EventId": "bel397el-eefb-49f0-b4ee-2708c45e94e7",
"EventName": "CreateSyncConfiguration",
"ReadOnly": "false",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-24T17:38:30+00:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
.
"webIdFederationData": {3},
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"attributes": {
"creationDate": "2024-01-24T17:34:557",
"mfaAuthenticated": "false"

}

}
.
"eventTime": "2024-01-24T17:38:30Z2",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "CreateSyncConfiguration",
"awsRegion": "us-east-1",
"sourceIPAddress": "IP",

"userAgent": "aws-cli/2.15.11 Python/3.11.6
Linux/5.10.205-172.804.amzn2int.x86_64exe/x86_64.amzn.2prompt/offcommand/
codeconnections.create-sync-configuration",
"requestParameters": {
"branch": "master",
"configFile": "filename",
"repositorylLinkId": "6053346f-8a33-4edb-9397-10394b695173",
"resourceName": "mystack",
"roleArn": "arn:aws:iam::123456789012:role/my-role",
"syncType": "CFN_STACK_SYNC"
.
"responseElements": {
"syncConfiguration": {

"branch": "main",
"configFile": "filename",
"ownerId": "owner_ID",

"providerType": "GitHub",

"repositoryLinkId": "6053346f-8a33-4edb-9397-10394b695173",
"repositoryName": "MyGitHubRepo",

"resourceName": "mystack",

"roleArn": "arn:aws:iam::123456789012:role/my-role",
"syncType": "CFN_STACK_SYNC"

},

"requestID": "bad2f662-3f2a-42c0-b638-6115384896f6",
"eventID": "bel397el-eefb-49f0-b4ee-2708c45e94e7",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",
"eventCategory": "Management",

"tlsDetails": {

"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"
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}

DeleteConnection R4l

LT RBIERTERZDeleteConnectioniE4EH CloudTrail BE% B,

"EventId": "672837cd-f977-4fe2-95c7-14280b2af76c",
"EventName": "DeleteConnection",
"ReadOnly": "false",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-10T13:00:50-08:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::001919387613:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2024-01-10T20:41:16Z",
"mfaAuthenticated": "false"

iy
"eventTime": "2024-01-10T21:00:50Z2",

"eventSource": "codeconnections.amazonaws.com",
"eventName": "DeleteConnection",
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"awsRegion": "us-east-1",
"sourceIPAddress": "IP",

"userAgent": "aws-cli/2.13.30 Python/3.11.6 Darwin/23.2.0 exe/x86_64 prompt/off

command/codeconnections.delete-connection",

"requestParameters": {
"connectionArn": "arn:aws:codeconnections:us-
east-1:123456789012:connection/df03df74-8e@5-45cf-b420-b39e389dd264"

.
"responseElements": null,
"requestID": "4f26ceab-d665-41df-9el5-5ed@fbb4ecab",
"eventID": "672837cd-f977-4fe2-95c7-14280b2af76c",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management",
"tlsDetails": {

"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.

DeleteHost =4l

LT RPIERTERiZDeleteHost#/ER CloudTrail &% B,

"EventId": "6018ba5c-6f24-4a30-b201-16ecl19al687a",
"EventName": "DeleteHost",
"ReadOnly": "false",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-11T12:56:47-08:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",

dev"

arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
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"sessionContext": {

"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"

.

"webIdFederationData": {3},

"attributes": {
"creationDate": "2024-01-11T20:09:35Z7",
"mfaAuthenticated": "false"

}

}
},
"eventTime": "2024-01-11T20:56:47Z",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "DeleteHost",
"awsRegion": "us-east-1",
"sourceIPAddress": "IP",

"userAgent": "aws-cli/2.13.30 Python/3.11.6 Darwin/23.2.0 exe/x86_64 prompt/off
command/codeconnections.delete-host",
"requestParameters": {

"hostArn": "arn:aws:codeconnections:us-east-1:123456789012:host/Demol-
EXAMPLE"
.
"responseElements": null,
"requestID": "1b244528-143a-4028-b9a4-9479e342bce5",
"eventID": "6018ba5c-6f24-4a30-b201-16ecl19al687a",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management",
"tlsDetails": {
"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"
}
}
}

DeleteSyncConfiguration ‘Rfl

AR RBIERT E RiZDeleteSyncConfigurationi®/E/M CloudTrail B&%H,
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"EventId": "588660c7-3202-4998-a906-7bb72bcf4438",
"EventName": "DeleteSyncConfiguration",
"ReadOnly": "false",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-24T17:41:59+00:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
.
"webIdFederationData": {},
"attributes": {
"creationDate": "2024-01-24T17:34:557",
"mfaAuthenticated": "false"

}
}
1,
"eventTime": "2024-01-24T17:41:59Z",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "DeleteSyncConfiguration",

"awsRegion": "us-east-1",

"sourceIPAddress": "52.94.133.142",

"userAgent": "aws-
cli/2.15.11Python/3.11.6Linux/5.10.205-172.804.amzn2int . x86_64exe/x86_64.amzn.2prompt/
offcommand/codeconnections.delete-sync-configuration",

"requestParameters": {

"syncType": "CFN_STACK_SYNC",
"resourceName": "mystack"
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},

"responseElements": null,

"requestID": "221e@blc-a50e-4cf@-ab7d-780154e29c94",
"eventID": "588660c7-3202-4998-a906-7bb72bcf4438",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",

"eventCategory": "Management",
"tlsDetails": {
"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"

GetConnection R4l

LT RBIERTERZGetConnectioni®&/ERY CloudTrail B&E%H,

"EventId": "672837cd-f977-4fe2-95c7-14280b2af76c",
"EventName": "DeleteConnection",
"ReadOnly": "false",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-10T13:00:50-08:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
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iy
"webIdFederationData": {3},

"attributes": {
"creationDate": "2024-01-10T20:41:16Z",
"mfaAuthenticated": "false"

}

}
.
"eventTime": "2024-01-10T21:00:50Z2",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "DeleteConnection",
"awsRegion": "us-east-1",
"sourceIPAddress": "IP",

"userAgent": "aws-cli/2.13.30 Python/3.11.6 Darwin/23.2.0 exe/x86_64 prompt/off
command/codeconnections.delete-connection",

"requestParameters": {

"connectionArn": "arn:aws:codeconnections:us-
east-1:123456789012:connection/df03df74-8e05-45cf-b420-b39e389dd264"

},

"responseElements": null,

"requestID": "4f26ceab-d665-41df-9el5-5ed@fbb4ecab",

"eventID": "672837cd-f977-4fe2-95¢c7-14280b2af76c",

"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "©01919387613",

"eventCategory": "Management",
"tlsDetails": {
"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"

GetHost =%l

LT REIERTERZGetHostiE/ER CloudTrail B&E%H,

"EventId": "faal47e7-fe7c-4ab9-allb-2568a2883c01",
"EventName": "GetHost",

"ReadOnly": "true",

"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-11T12:44:34-08:00",

I FiEE API A CloudTrail 161



FRIEEZEE

RAriEmE

"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2024-01-11T20:09:35Z7",
"mfaAuthenticated": "false"

}
}
I
"eventTime": "2024-01-11T20:44:347",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "GetHost",
"awsRegion": "us-east-1",

"sourceIPAddress": "52.94.133.137",

"userAgent": "aws-cli/2.13.30 Python/3.11.6 Darwin/23.2.0 exe/x86_64 prompt/off

command/codeconnections.get-host",
"requestParameters": {

"hostArn": "arn:aws:codeconnections:us-east-1:123456789012:host/Demol-

EXAMPLE"
},
"responseElements": null,
"requestID": "@ad6lbb6-f88f-4f96-92fe-997f017ec2bb",
"eventID": "faal47e7-fe7c-4ab9-allb-2568a2883c01",
"readOnly": true,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
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"eventCategory": "Management",
"tlsDetails": {

"clientProvidedHostHeader":

GetRepositoryLink /R4l

"api.us-east-1.codeconnections.aws.dev"

LT RBIE R T ERiZGetRepositoryLinki®#EH CloudTrail B &% B,

"EventId": "b46acb67-3612-41c7-8987-adb6c9ed4ads",

"EventName": "GetRepositorylLink",
"ReadOnly": "false",

"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-24T02:59:28+00:00",
"EventSource": "codeconnections.amazonaws.com",

"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",

"principalId": "AIDACKCEVSQ6C2EXAMPLE",

"arn":

"arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",

"accessKeyId": "AKIAIOSFODNN7EXAMPLE",

"sessionContext": {
"sessionIssuer": {
Iltypell: IlRolell’

"principalld": "AIDACKCEVSQ6C2EXAMPLE",

arn": "arn:aws:iam::123456789012:role/Admin",

"accountId": "123456789012",

"userName": "Admin"

},
"webIdFederationData":
"attributes": {

{1},

"creationDate": "2024-01-24T02:58:527",

"mfaAuthenticated":

}I

"false"
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"eventTime": "2024-01-24T02:59:287",

"eventSource": "codeconnections.amazonaws.com",
"eventName": "GetRepositorylLink",

"awsRegion": "us-east-1",

"sourceIPAddress": "IP",

"userAgent": "aws-cli/2.15.11

Python/3.11.6Linux/5.10.205-172.804.amzn2int.x86_64 exe/x86_64.amzn.2 prompt/off

command/codeconnections.get-repository-1link",
"requestParameters": {
"repositorylLinkId": "6053346f-8a33-4edb-9397-10394b695173"
},
"responseElements": {
"repositoryLinkInfo": {
"connectionArn": "arn:aws:codeconnections:us-
east-1:123456789012:connection/7df263cc-f055-4843-adef-4ceaefcb2167",
"ownerId": "123456789012",
"providerType": "GitHub",
"repositoryLinkArn": "arn:aws:codeconnections:us-

east-1:123456789012:repository-1ink/6053346f-8a33-4edb-9397-10394b695173",
"repositorylLinkId": "6053346f-8a33-4edb-9397-10394b695173",

"repositoryName": "MyGitHubRepo"

},

"requestID": "d46704dd-dbe9-462f-96a6-022a8d319fd1",
"eventID": "b46acb67-3612-41c7-8987-adb6c9ed4ads",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",
"eventCategory": "Management",

"tlsDetails": {

"clientProvidedHostHeader": "api.us-ea-1.codeconnections.aws.dev"

GetRepositorySyncStatus R4l

AR RBIE R T 5E RiZGetRepositorySyncStatusi@ #E#Y CloudTrail HE% B

"EventId": "3el83b74-d8c4-4ad3-9de3-6b5721c522e9",
"EventName": "GetRepositorySyncStatus",
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"ReadOnly": "false",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-25T03:41:44+00:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
.
"webIdFederationData": {3},
"attributes": {
"creationDate": "2024-01-25T02:56:557",
"mfaAuthenticated": "false"

}
}
},
"eventTime": "2024-01-25TQ3:41:447",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "GetRepositorySyncStatus",
"awsRegion": "us-east-1",

"sourceIPAddress": "52.94.133.138",
"userAgent": "aws-cli/2.15.11 Python/3.11.6
Linux/5.10.205-172.807.amzn2int.x86_64 exe/x86_64.amzn.2 prompt/off command/
codeconnections.get-repository-sync-status",
"errorCode": "ResourceNotFoundException",
"errorMessage": "Could not find a sync status for repository
link:6053346f-8a33-4edb-9397-10394b695173",
"requestParameters": {
"branch": "feature-branch",
"repositoryLinkId": "6053346f-8a33-4edb-9397-10394b695173",
"syncType'": "CFN_STACK_SYNC"
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},

"responseElements": null,

"requestID": "e@cee3ee-31e8-4ef5-b749-96cdcabbe36f",
"eventID": "3el83b74-d8c4-4ad3-9de3-6b5721c522e9",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",

"eventCategory": "Management",
"tlsDetails": {
"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"

GetResourceSyncStatus /R4l

LA RBIE R T 5E RiZGetResourceSyncStatusi#4ERY CloudTrail BE%H,

"EventId": "9c47054e-f6f6-4345-96d0-9a5af3954a8d",
"EventName": "GetResourceSyncStatus",
"ReadOnly": "false",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-25T03:44:11+00:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
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},

"webIdFederationData": {3},

"attributes": {
"creationDate": "2024-01-25T02:56:55Z",
"mfaAuthenticated": "false"

}

}
I
"eventTime": "2024-01-25T03:44:117",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "GetResourceSyncStatus",
"awsRegion": "us-east-1",
"sourceIPAddress": "IP",

"userAgent": "aws-cli/2.15.11 Python/3.11.6
Linux/5.10.205-172.807 .amzn2int.x86_64 exe/x86_64.amzn.2 prompt/off command/
codeconnections.get-resource-sync-status",
"requestParameters": {
"resourceName": "mystack",
"syncType": "CFN_STACK_SYNC"
I
"responseElements": null,
"requestID": "e74b5503-d651-4920-9fd2-0f40fb5681e0",
"eventID": "9c47054e-f6f6-4345-96d0-9a5af3954a8d",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",

"eventCategory": "Management",
"tlsDetails": {
"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"

GetSyncBlockerSummary R4

LAF 7RI R T 5E R iZGetSyncBlockerSummaryi#4E#Y CloudTrail B&E% B

"EventId": "c16699ba-a788-476d-8c6c-47511d76309e",
"EventName": "GetSyncBlockerSummary",

"ReadOnly": "false",

"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
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"EventTime": "2024-01-25T03:03:02+00:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
I
"webIdFederationData": {3},
"attributes": {
"creationDate": "2024-01-25T02:56:557",
"mfaAuthenticated": "false"

}

}
},
"eventTime": "2024-01-25T03:03:02Z",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "GetSyncBlockerSummary",
"awsRegion": "us-east-1",
"sourceIPAddress": "IP",

"userAgent": "aws-cli/2.15.11 Python/3.11.6
Linux/5.10.205-172.807.amzn2int.x86_64 exe/x86_64.amzn.2 prompt/off command/
codeconnections.get-sync-blocker-summary",
"requestParameters": {
"syncType": "CFN_STACK_SYNC",
"resourceName": "mystack"
1,
"responseElements": {
"syncBlockerSummary": {
"resourceName": "mystack",
"latestBlockers": []
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},

"requestID": "04240091-eb25-4138-840d-776f8e5375b4",
"eventID": "c16699ba-a788-476d-8c6c-47511d76309e",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",

"eventCategory": "Management",
"tlsDetails": {
"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"

GetSyncConfiguration /R4l

AR RBIE R T 5E RiZGetSyncConfiguration®#E# CloudTrail B&E% B .

"EventId": "bab9aal6-4553-4206-alea-88219233dd25",
"EventName": "GetSyncConfiguration",
"ReadOnly": "false",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-24T17:40:40+00:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"

}I
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"webIdFederationData": {3},

"attributes": {
"creationDate": "2024-01-24T17:34:557",
"mfaAuthenticated": "false"

}

}
},
"eventTime": "2024-0Q1-24T17:40:4072",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "GetSyncConfiguration",
"awsRegion": "us-east-1",
"sourceIPAddress": "52.94.133.142",
"userAgent": "aws-

cli/2.15.11Python/3.11.6Linux/5.10.205-172.804.amzn2int.x86_64exe/x86_64.amzn.2prompt/
offcommand/codeconnections.get-sync-configuration",
"requestParameters": {
"syncType": "CFN_STACK_SYNC",
"resourceName": "mystack"
1,
"responseElements": {
"syncConfiguration": {
"branch": "main",
"configFile": "filename",
"ownerId": "123456789012",
"providerType": "GitHub",
"repositoryLinkId": "6053346f-8a33-4edb-9397-10394b695173",
"repositoryName": "MyGitHubRepo",
"resourceName": "mystack",
"roleArn": "arn:aws:iam::123456789012:ro0le/my-role",
"syncType": "CFN_STACK_SYNC"

I

"requestID": "Q@aa8e43a-6e34-4d8f-89fb-5c2d@1964b35",
"eventID": "bab9aal6-4553-4206-alea-88219233dd25",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",

"eventCategory": "Management",
"tlsDetails": {
"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"
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}

ListConnections R4l

AT R PIE R T ERiZListConnectionsi&ERY CloudTrail BE% B,

"EventId": "3f8d80fe-fbel-4755-903c-4f58fc8262fa",
"EventName": "ListConnections",
"ReadOnly": "true",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-08T14:11:23-08:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2024-01-08T22:11:02Z",
"mfaAuthenticated": "false"

}

}
.
"eventTime": "2024-01-08T22:11:237",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "ListConnections",
"awsRegion": "us-east-1",
"sourceIPAddress": "IP",
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"userAgent": "aws-cli/1.18.147 Python/2.7.18
Linux/5.10.201-168.748.amzn2int.x86_64 botocore/1.18.6",

"requestParameters": {

"maxResults": 50

},

"responseElements": null,

"requestID": "5d456d59-3e92-44be-b941-a429df59e90b",

"eventID": "3f8d80fe-fbel-4755-903c-4f58fc8262fa",

"readOnly": true,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",

"eventCategory": "Management",
"tlsDetails": {

"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"
}

ListHosts =¥l

LT RIS R T ERiZListHosts#4ER CloudTrail B&% B,

"EventId": "f6e9e831-feaf-4adl-ac47-51681109c401",
"EventName": "ListHosts",
"ReadOnly": "true",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-11T13:00:55-08:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major"
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
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"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2024-01-11T20:09:35Z7",
"mfaAuthenticated": "false"
}
}
I
"eventTime": "2024-01-11T21:00:557",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "ListHosts",
"awsRegion": "us-east-1",
"sourceIPAddress": "IP",
"userAgent": "aws-cli/2.13.30 Python/3.11.6 Darwin/23.2.0 exe/x86_64 prompt/off
command/codeconnections.list-hosts",
"requestParameters": {
"maxResults": 50
I
"responseElements": null,
"requestID": "ea87e2cf-6bfl-4cc7-9666-f3fad85d6d83",
"eventID": "f6e9e831-feaf-4adl-ac47-51681109c401",
"readOnly": true,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management",
"tlsDetails": {
"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"
}
}
}
ListRepositoryLinks =%l
AR RBIE R T JE R iZListRepositoryLinksi24ERY CloudTrail &% B,
{
"EventId": "4f714bbb-0716-4f6e-9868-9b379b30757f",
"EventName": "ListRepositorylLinks",
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"ReadOnly": "false",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-24T01:57:29+00:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
I
"webIdFederationData": {3},
"attributes": {
"creationDate": "2024-01-24T0Q1:43:497",
"mfaAuthenticated": "false"

}

}
},
"eventTime": "2024-01-24T@1:57:292",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "ListRepositorylLinks",
"awsRegion": "us-east-1",
"sourceIPAddress": "IP",
"userAgent": "aws-

cli/2.15.11Python/3.11.6Linux/5.10.205-172.804.amzn2int.x86_64exe/x86_64.amzn.2prompt/
offcommand/codeconnections.list-repository-1links",
"requestParameters": {
"maxResults": 50
I
"responseElements": {
"repositorylLinks": [

{
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"connectionArn": "arn:aws:codeconnections:us-
east-1:123456789012:connection/001f5be2-a661-46a4-b96b-4d277cac8bbe",

"ownerId": "123456789012",

"providerType": "GitHub",

"repositorylLinkArn": "arn:aws:codeconnections:us-
east-1:123456789012:repository-1link/be8f2017-b016-4a77-87b4-608054f70e77",

"repositoryLinkId": "be8f2017-b016-4a77-87b4-608054f70e77",

"repositoryName": "MyGitHubRepo"

"connectionArn": "arn:aws:codeconnections:us-
east-1:123456789012:connection/7df263cc-f055-4843-adef-4ceaefcb2167",

"ownerId": "owner",

"providerType": "GitHub",

"repositorylLinkArn": "arn:aws:codeconnections:us-
east-1:123456789012:repository-1ink/6053346f-8a33-4edb-9397-10394b695173",

"repositoryLinkId": "6053346f-8a33-4edb-9397-10394b695173",

"repositoryName": "MyGitHubRepo"

},
"requestID": "7c8967a9-ecl5-42e9-876b-0ef58681lec55",
"eventID": "4f714bbb-0716-4f6e-9868-9b379b30757f",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management",
"tlsDetails": {
"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"

ListRepositorySyncDefinitions =l

AR RBIE R T 5E RiZListRepositorySyncDefinitionsi& #E#Y CloudTrail B &% B

"EventId": "12e52dbb-b@0d-49ad-875a-3efec36e5aal",
"EventName": "ListRepositorySyncDefinitions",
"ReadOnly": "false",

"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
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"EventTime": "2024-01-25T16:56:19+00:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
.
"webIdFederationData": {3},
"attributes": {
"creationDate": "2024-01-25T16:43:03Z7",
"mfaAuthenticated": "false"

}

}
},
"eventTime": "2024-01-25T16:56:197",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "ListRepositorySyncDefinitions",
"awsRegion": "us-east-1",
"sourceIPAddress": "IP",

"userAgent": "aws-cli/2.15.11 Python/3.11.6
Linux/5.10.205-172.807.amzn2int.x86_64 exe/x86_64.amzn.2 prompt/off command/
codeconnections.list-repository-sync-definitions",
"requestParameters": {
"repositoryLinkId": "6053346f-8a33-4edb-9397-10394b695173",
"syncType": "CFN_STACK_SYNC",
"maxResults": 50
I
"responseElements": {
"repositorySyncDefinitions": []
},
"requestID": "df31d1l1ld-5dc7-459b-9a8f-396b4769cdd9",
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"eventID": "12e52dbb-b@0d-49ad-875a-3efec36e5aal",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",

"eventCategory": "Management",
"tlsDetails": {
"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"

ListSyncConfigurations Rfl

AT R BIE R T &R iZListSyncConfigurations R #EHY CloudTrail H&E% B

"EventId": "aa4ae557-ec31-4151-8d21-9e74dd01344c",
"EventName": "ListSyncConfigurations",
"ReadOnly": "false",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-24T17:42:06+00:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
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"creationDate": "2024-01-24T17:34:557",
"mfaAuthenticated": "false"

}

}
},
"eventTime": "2024-0Q1-24T17:42:06Z2",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "ListSyncConfigurations",
"awsRegion": "us-east-1",
"sourceIPAddress": "IP",

"userAgent": "aws-cli/2.15.11 Python/3.11.6
Linux/5.10.205-172.804.amzn2int.x86_64 exe/x86_64.amzn.2 prompt/offcommand/
codeconnections.list-sync-configurations",
"requestParameters": {
"maxResults": 50,
"repositorylLinkId": "6053346f-8a33-4edb-9397-10394b695173",
"syncType": "CFN_STACK_SYNC"
I
"responseElements": {
"syncConfigurations": [
{
"branch": "feature-branch",
"configFile": "filename.yaml",
"ownerId": "owner",
"providerType": "GitHub",
"repositorylLinkId": "6053346f-8a33-4edb-9397-10394b695173",
"repositoryName": "MyGitHubRepo",
"resourceName": "dkstacksync",
"roleArn": "arn:aws:iam::123456789012:ro0le/my-role",
"syncType": "CFN_STACK_SYNC"

},

"requestID": "7dd220b5-fc@f-4023-3aa0@-9555cfe759df",
"eventID": "aa4ae557-ec31-4151-8d21-9e74dd01344c",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",

"eventCategory": "Management",
"tlsDetails": {
"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"
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}

ListTagsForResource =%l

AT RBIE R T & RZListTagsForResourcel® fE/HY CloudTrail B&% B,

"EventId": "fc501054-d68a-4325-824c-0e34062ef040",
"EventName": "ListTagsForResource",
"ReadOnly": "true",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-25T17:16:56+00:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "dMary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2024-01-25T16:43:03Z2",
"mfaAuthenticated": "false"

.

"eventTime": "2024-01-25T17:16:56Z7",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "ListTagsForResource",
"awsRegion": "us-east-1",

"sourceIPAddress": "IP",
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"userAgent": "aws-cli/2.15.11 Python/3.11.6
Linux/5.10.205-172.807.amzn2int.x86_64 exe/x86_64.amzn.2 prompt/off command/
codeconnections.list-tags-for-resource",

"requestParameters": {

"resourceArn": "arn:aws:codeconnections:us-

east-1:123456789012:connection/9703702f-bebe-41b7-8fc4-8e6d2430a330"

},

"responseElements": null,

"requestID": "994584a3-4807-47f2-bblb-a64f0@af6c250",

"eventID": "fc501054-d68a-4325-824c-0e34062ef040",

"readOnly": true,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",

"eventCategory": "Management",
"tlsDetails": {
"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"

TagResource 4l

LA RBIE R T ERiZTagResource® 4/ CloudTrail B&E% B,

"EventId": "b7fbc943-2ddl-4c5b-a5ad-fc6d6@a@l1lfl”,
"EventName": "TagResource",
"ReadOnly": "false",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-11T12:22:11-08:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {

I FiEE API A CloudTrail 180


https://docs.aws.amazon.com/codeconnections/latest/APIReference/API_TagResource.html

FRIERHA AriEmE
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2024-01-11T20:09:35Z7",
"mfaAuthenticated": "false"
}
}
I
"eventTime": "2024-01-11T20:22:117",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "TagResource",
"awsRegion": "us-east-1",
"sourceIPAddress": "IP",
"userAgent": "aws-cli/2.13.30 Python/3.11.6 Darwin/23.2.0 exe/x86_64 prompt/off

command/codeconnections.tag-resource",
"requestParameters": {

"resourceArn": "arn:aws:codeconnections:us-
east-1:123456789012:connection/8dcf69d1-3316-4392-ae@9-71e038adb6ed",
"tags": [
{

Ilkeyll: IlDemolll’
"value": "hhvhl"

},

"responseElements": null,

"requestID": "ba382c33-7124-48c8-a23a-25816ce27604",
"eventID": "b7fbc943-2ddl-4c5b-a5ad-fc6d60a01l1fl",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",
"eventCategory": "Management",

"tlsDetails": {

"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"
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}

UnTagResource R4

AR RBIE R T 5E R iZUntagResourcei24ERY CloudTrail B&E% B,

"EventId": "8a85cdee-2586-4679-bel8-eec34204bc7e",
"EventName": "UntagResource",
"ReadOnly": "false",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-11T12:31:14-08:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2024-01-11T20:09:357",
"mfaAuthenticated": "false"

.

"eventTime": "2024-01-11T20:31:142Z2",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "UntagResource",

"awsRegion": "us-east-1",

"sourceIPAddress": "IP",
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"userAgent": "aws-cli/2.13.30 Python/3.11.6 Darwin/23.2.0 exe/x86_64 prompt/off

command/codeconnections.untag-resource",
"requestParameters": {

"resourceArn": "arn:aws:codeconnections:us-
east-1:123456789012:connection/8dcf69d1-3316-4392-ae@9-71e038adb6ed",
"tagKeys": [
"Project",
"ReadOnly"
]

I

"responseElements": null,

"requestID": "@5ef26a4-8c39-4f72-89bf-0c056c51b8d7",
"eventID": "8a85cdee-2586-4679-bel8-eec34204bc7e",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",
"eventCategory": "Management",

"tlsDetails": {

"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.

UpdateHost =4l
LR Rl & R T & R ZUpdateHostRER CloudTrail B&% B,

"Events": [{
"EventId": "4307cf7d-6d1lc-40d9-a659-1bb41b31a2b6",
"EventName": "UpdateHost",
"ReadOnly": "false",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-11T12:54:32-08:00",

"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",

"Resources": [],

"CloudTrailEvent": "eventVersion": "1.08",

"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",

dev"

"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",

"accountId": "123456789012",
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"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2024-01-11T20:09:35Z",
"mfaAuthenticated": "false"

}

}
I
"eventTime": "2024-01-11T20:54:327",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "UpdateHost",
"awsRegion": "us-east-1",
"sourceIPAddress": "IP",

"userAgent": "aws-cli/2.13.30 Python/3.11.6 Darwin/23.2.0 exe/x86_64 prompt/off
command/codeconnections.update-host",
"requestParameters": {
"hostArn": "arn:aws:codeconnections:us-east-1:123456789012:host/
Demol-34e70ecb",
"providerEndpoint": "https://54.218.245.167"
I
"responseElements": null,
"requestID": "bl7f46ac-lacb-44ab-a9f5-c35c20233441",
"eventID": "4307cf7d-6d1lc-40d9-a659-1bb41b31a2b6",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",

"eventCategory": "Management",
"tlsDetails": {
"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"

UpdateRepositoryLink R4l

LA RBIE R T 5E RiZUpdateRepositoryLinki2#EH) CloudTrail B &% B,
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"EventId": "be358c9a-5a8f-467e-8585-2860070be4fe",
"EventName": "UpdateRepositorylLink",
"ReadOnly": "false",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-24T02:03:24+00:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
.
"webIdFederationData": {},
"attributes": {
"creationDate": "2024-01-24T0Q1:43:497",
"mfaAuthenticated": "false"

}

}
1,
"eventTime": "2024-01-24T02:03:24Z",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "UpdateRepositorylLink",
"awsRegion": "us-east-1",
"sourceIPAddress": "IP",
"userAgent": "aws-

cli/2.15.11Python/3.11.6Linux/5.10.205-172.804.amzn2int . x86_64exe/x86_64.amzn.2prompt/
offcommand/codeconnections.update-repository-1link",
"requestParameters": {
"connectionArn": "arn:aws:codeconnections:us-
east-1:123456789012:connection/7df263cc-f055-4843-adef-4ceaefcb2167",
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"repositorylLinkId": "6053346f-8a33-4edb-9397-10394b695173"
.
"responseElements": {
"repositorylLinkInfo": {
"connectionArn": "arn:aws:codeconnections:us-
east-1:123456789012:connection/7df263cc-f055-4843-adef-4ceaefcb2167",
"ownerId": "owner",
"providerType": "GitHub",
"repositorylLinkArn": "arn:aws:codeconnections:us-
east-1:123456789012:repository-1ink/6053346f-8a33-4edb-9397-10394b695173",
"repositoryLinkId": "6053346f-8a33-4edb-9397-10394b695173",
"repositoryName": "MyGitHubRepo"

}
.
"additionalEventData": {

"providerAction": "UpdateRepositorylLink"
},

"requestID": "eQleee49-9393-4983-89e4-d1b3353a70d9",
"eventID": "be358c9a-5a8f-467e-8585-2860070be4fe",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",
"eventCategory": "Management",

"tlsDetails": {

"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"

UpdateSyncBlocker /=4l

LAF RIS 7R T 5E RiZUpdateSyncBlockerig4ERY CloudTrail B&E% B

"EventId": "211d19db-9f71-4d93-bf90-10f9ddefed88",
"EventName": "UpdateSyncBlocker",

"ReadOnly": "false",

"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-25T03:01:05+00:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",

"Resources": [],

I FiEE API A CloudTrail

186


https://docs.aws.amazon.com/codeconnections/latest/APIReference/API_UpdateSyncBlocker.html

FRIEEZEE RAriEmE

"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
.
"webIdFederationData": {3},
"attributes": {
"creationDate": "2024-01-25T02:56:557",
"mfaAuthenticated": "false"

}

}
},
"eventTime": "2024-01-25T03:01:05Z2",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "UpdateSyncBlocker",
"awsRegion": "us-east-1",
"sourceIPAddress": "IP",

"userAgent": "aws-cli/2.15.11 Python/3.11.6
Linux/5.10.205-172.807.amzn2int.x86_64 exe/x86_64.amzn.2 prompt/off command/
codeconnections.update-sync-blocker",

"requestParameters": {

"id": "ID",

"syncType": "CFN_STACK_SYNC",
"resourceName": "mystack",
"resolvedReason": "Reason"

},

"responseElements": null,

"requestID": "eea®3b39-b299-4099-ba55-608480f8d96d",
"eventID": "211d19db-9f71-4d93-bf90-10f9ddefed88",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",
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"eventCategory": "Management",
"tlsDetails": {

"clientProvidedHostHeader":

UpdateSyncConfiguration R4l

"api.us-east-1.codeconnections.aws.dev"

LU RHIE R T & RiZUpdateSyncConfigurationi® #E# CloudTrail B&E%H.,

"EventId": "d961c94f-1881-4fe8-83bf-d04cb9f22577",
"EventName": "UpdateSyncConfiguration",

"ReadOnly": "false",

"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-24T17:40:55+00:00",
"EventSource": "codeconnections.amazonaws.com",

"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",

"principalId": "AIDACKCEVSQ6C2EXAMPLE",

"arn":

"arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",

"accessKeyId": "AKIAIOSFODNN7EXAMPLE",

"sessionContext": {
"sessionIssuer": {
Iltypell: IlRolell’

"principalld": "AIDACKCEVSQ6C2EXAMPLE",

arn": "arn:aws:iam::123456789012:role/Admin",

"accountId": "123456789012",

"userName": "Admin"

},
"webIdFederationData":
"attributes": {

{1},

"creationDate": "2024-01-24T17:34:557",

"mfaAuthenticated":

}I

"false"
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"eventTime": "2024-01-24T17:40:557",

"eventSource": "codeconnections.amazonaws.com",
"eventName": "UpdateSyncConfiguration",
"awsRegion": "us-east-1",

"sourceIPAddress": "IP",

"userAgent": "aws-cli/2.15.11
Python/3.11.6Linux/5.10.205-172.804.amzn2int.x86_64exe/x86_64.amzn.2prompt/offcommand/
codeconnections.update-sync-configuration",
"requestParameters": {
"branch": "feature-branch",
"resourceName": "mystack",
"syncType": "CFN_STACK_SYNC"
},
"responseElements": {
"syncConfiguration": {

"branch": "feature-branch",
"configFile": "filename",
"ownerId": "owner",

"providerType": "GitHub",

"repositoryLinkId": "6053346f-8a33-4edb-9397-10394b695173",
"repositoryName": "MyGitHubRepo",

"resourceName": "mystack",

"roleArn": "arn:aws:iam::123456789012:ro0le/my-role",
"syncType'": "CFN_STACK_SYNC"

.

"requestID": "2ca545ef-4395-4elf-bl4a-2750481161d6",
"eventID": "d961c94f-1881-4fe8-83bf-d04cb9f22577",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",

"eventCategory": "Management",
"tlsDetails": {

"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"
}
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{
"Statement": [
{
"Sid": "GetConnectionOnly",
"Principal": "*",
"Action": [
"codestar-connections:GetConnection"
1,
"Effect": "Allow",
"Resource": "*"
}
]
}
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+ GitHub .l BR %5 85% 328 webhook VPC i1 & (PrivateLink) S22
« X4 2020 FF 11 B 24 Az A BIZN ENHITHRESE
« TN GitHub FHEERIEERE
- WELH GitHub )l RS E5IE N AR F IR
o EEMHIUEREIR GitHub : “HIEE | BEHEAREHX KR EE A Cookie” 2 “ALFTHE & %M

E3

% GitHub NAER"
- AREREHX IAM TR 5 IR T Y IE AR SS BI R
- AT ERAEHEMEN BRI EFERSIR  SBERRER
. FNRAFIFAANEENENRE
. ?*z SR = I 1A PR I

B L EERE
B RRERCRERE, AXESER  H5H RN RS AWS CodeConnections.
HR= BT R EER HINREE IR

18214 # CodePipeline £#| AP RIZRNEFEEA , TRKIBRELTHIRER.

BEBRE IR
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AP :usernameZ M permissionfE BIR LM 1T:connection-ARN

If this message appears, make sure that you have sufficient permissions. ( A : username LRt &

JR : connection-ARN 1T 4E : permission, MR EIWEE , FEHEAEEEZEHNR, )

£ AWS Command Line Interface (AWS CLI) E IS?,':FﬁlJLﬂlﬁé E MR AWS Management Console
AREEEHE LBMEREEMENNRN —52. JRITEE. ﬁ’iﬂiﬁﬁﬂ?u&?ﬁ RETERF
HIEZEMENNR , Mizo m&%?ﬂﬁi‘%ﬁcxﬂ’ﬁﬁ)ﬁo BEXEZER , B BRI A AWS

CodeConnections,.

HB = A EEN HIMN R IR

MBAHHWE CodePipeline BHAHEMER  MELARIIE, KRMUETR | BTG
T—RHEHEHBIRER,

BTET BRI P 31T B O RIE,
AP . TR usernamef® &R £ 1T : codestar-connections : UseConnection connection-ARN

If this occurs, make sure that you have sufficient permissions. ($&k 8 BB RIEXAK. AP :
username T X &R : connection-ARN #1117 : codestar-connections:UseConnection, 0 H 1 itk 58

5, FRREAEBHNR, )

Make sure you have the permissions to use a connection, including listing the available repositories in
the provider location, EXEZEE , EZH WINEFM=H AWS CodeConnections,

Connection is not in available state or is no longer pending (F{R & B fF A iEZHI
IR, @RREREEFNESHATAFMEE. EETLATUIRARSEITIBL THLEBRE)

MEEF A EREETL T ITRARBHHEE |, %R Complete connection (FERIERE).

MRIERERERE , FER—FHEE , BHEERLTHLERS , WA NHGHEER , BAEKELT
A RRES.

FIEEERI GitClone R

LBTERIEENIREEPFER AWS CodeStar E#ZAN , JABE A S X m AWHFEZIBLEE
CodeBuild

o BN RBREER— zip X, HPEEE CodeBuild FEH KL,

PRI B R 5
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« Git 2fg  RRBUTUEETHRIWEIRR S,

Git REEN RTFERFRABEN T/E Git FREHRTRE, BEEALERN | L@ &R CodeBuild
WG R T FE AR

E [ CodeBuild [RFAGKERMNNIE , BEESNE— MM INZEl CodeBuild RFABHNEFEER
., UTHREBME—NER , HF UseConnection XPRFE action FERFHEE , M Amazon
Resource Name (ARN) #£ Resource FEHIEE,

A4 & 7N UseConnection X R
1. EEREEMWIEE ARN , BITHAEE , ARTERBREDIERE () BiF. ‘BE” BRI | E#E
ARN £REEB, ConnectionArni&RFiEE ARN RINZEIZEH CodeBuild RS ARKREH,

2. EEREM CodeBuild RS AR , BHAEEFEANMRTE , RESMEHEFEAESILER
o

3. £ Environment (}88) #849 , 1%£$F Service role ([RE A ) 858, XFITH AWS Identity and
Access Management (IAM) 2% & | & 7] LATE 5 iR R 088 T 1E 3215 8] A BR /9 $7 SR .

4. 71 IAM #ZH|AH |, 1%3F Attach policies (KIIIZREE) , R/F1EIE Create policy (BIEKEK),

EAUT ROIRMEIER, FEMNZERE ARN RNE Resource FE , B REIH IR,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "codestar-connections:UseConnection",
"Resource": "insert connection ARN here"
}
]
}

FEfFEER JSON ET+ L | #NG SRR,

5. EREBEEXRK, NREMAZI (20 connection-permissions ) , AAFiE$F Create policy
(BIEREE),

6. REZF|ARSE AL Attach Permissions (M INMR) TNHE L , RIFTREEFIFR , REEFEN T OIEN
KB, EIFMINKEL,
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ENFL T ITRARS

MRZHEETR—FHE , FHEENTLTF Available JRZS , ME$E Set up host (IRE EH).

BIEFHNE -—DRSHROENENNEL T Pending RS, FEHEHN Available RIS, B
BEREEEFEPREEN. AXESEE , B2 REFLENE,

(® Note
IBTRBEMEA C AWS LI Ri&EBPendingE#l.

HESFEREEEIRAEN

WRKR GitHub M ARFHEBIBRIE R , EEMNENARELHABIRRS. TEREL THERREH
ENMERE , KAEFEZEN.

- FRNAERF pem B, ERNAEN (HBCEE ) FREFSEENNMBAXEZRTHER
R0

WMREH A CLIRE Error RSN ENHEURENAXRNERE , EURFERTUTIR :

- BMBRAEFOBZENRR , AREFRZEZVIMNARERF. BXEZER , B5H 22X,

BRI ZENEN QI EESE

Bol@EESEN , BTRBILTZME

o B EYAIALTF AVAILABLE (ATH) RS, BXEZEE |, HSH
- EEATNESENEEN XIS AR,
X EVH VPC BLEHITHEHEE

BIRENFIRE , BN RE GitHub {2l fRSF 2R SLHIY BRI IRERE M EEER VPC E8. BEXE
HLEY VPC S ¥ ME B THEHE , BEMALLE RN RS VPC EEENSE,

PRERE B 5%
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RAriEmE

® Note

FRAARTHE S Amazon VPC F# GitHub L fRZ B EHEBHE<NRERE, BEXx5HE
HNER VPC B webhook ¥ s (PrivateLink) BYZE #2880 5% B9 SR AR ZS |

B 55251 M webhook VPC w1 & (PrivateLink) SE3EfFE o

EAREIR , EREAUTEREREBEFLE GitHub 1 BRS5353LHIRY VPC MARSS 2R

1. 812 VPC, BXEZELR ,

EZ[H https://docs.aws.amazon.com/vpc/latest/userguide/working-

HZ 1 GitHub &)l

with-vpcs.html#Create-VPC,

2. EEW VPC HalE2 7M.

BXREZER

userguide/working-with-vpcs.html#AddaSubnet,

3. MXHIREZE VPC 1, BEXEZER,

S A https://docs.aws.amazon.com/vpc/latest/

2 A https://docs.aws.amazon.com/vpc/latest/userguide/

working-with-vpcs.html#VPC_Launch_Instance,

® Note

B8/ VPC —IRRgEE5—AaEH ( GitHub I BRS5EFSEHI ) XEX,

TEERTHERA GitHub {1 AMI B3I EC2 3£,

@  GitHub Enterprise

Instance: l i-0b4441c7242dfdB6T (GitHub Enterprise)

Description Status Checks

Instance ID

Instance state
Instance type
Finding

Private DNS

Private IPs

Secondary private IPs

VPCID

Subnet ID
Matwork interfaces
1AM role

= Instance ID

-0b4441c7242dfdBET

Elastic 1P: NI

Monitoring Tags
i-0bd441cT242didBET

running

m&.xlarge

Opt-in to AWS Compute Optimizer for
recommendations. Learn more
i 5 -
east-2.compute.internal

vpc-al4933ch

subnet-75350e0f
ath0

ghe-EC2InstanceRole-
1OHLRWYXR1RHR

Security groups

Scheduled events
AMIID

Platform details
Usage operation
Source/dest. check

- Instance Type - Availability Zone - Instance State - Status Ch
ms.xlarge us-east-2b & running & 2f2ch
_ N =]
Public DNS (IPvd)  ec2: us-
@ast-2. compute. amazonaws. com
IPva Public P I
IPvGIPs -
Elastic IPs I
Availability zone  us-east-Zb

ghe-InstanceSecurityGroup-
1IEZ3GYA4DVNG. view inbound rules.
view outbound rules

No scheduled events

GitHub Enterprise Server 2.20.9
I
Linux/UNIX

Runinstances

True
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https://docs.aws.amazon.com/vpc/latest/userguide/working-with-vpcs.html#Create-VPC
https://docs.aws.amazon.com/vpc/latest/userguide/working-with-vpcs.html#Create-VPC
https://docs.aws.amazon.com/vpc/latest/userguide/working-with-vpcs.html#AddaSubnet
https://docs.aws.amazon.com/vpc/latest/userguide/working-with-vpcs.html#AddaSubnet
https://docs.aws.amazon.com/vpc/latest/userguide/working-with-vpcs.html#VPC_Launch_Instance
https://docs.aws.amazon.com/vpc/latest/userguide/working-with-vpcs.html#VPC_Launch_Instance

FRIEEZEE RAriEmE

HIEER VPC #1T GitHub Rl BRS5BRE RN , HIREE VA LT EMIRERHEUATRE

« VPC ID : %%k GitHubtt )l fRS5- 23335 #Y R S5 288Y VPC = A] LAEE VPN 2 Direct Connect 1518 &
Z%H GitHub™ l BRZ5-3532 689 VPC,

« M ID = IDs : &% GitHub I fRSZ2FLHIM RS 2FF M |, & W LUEN VPN = Direct
Connect 78 B &%/ GitHub 1l R 5388 L5189 F M.,

c M@ FENEEYA BRI GitHub L fRFEFZFINRFZFNLZ LA |, HETLUET VPN =
Direct Connect 17 8] B 2% GitHub 1l fRZ B8 HIMN R 24,

- KRT R EREFEIRSH[LETR , FRET—F,

BEXEMA VPCs MIFRNESZEL , 15519 Amazon VPC A5/ IPv4AF Y VPC Fl 7R K/,
£}

o BRERRL THLRBHEN

- BEERBAT A ARSHEN

- BROEE/ENRIT EEREINEFELTHE

- BEEBBRENMEZED

BITEIRIAL T L EIRSHEMN

MREEHFH A VPC_CONFIG_FAILED_INITIALIZATION RZS , XRATsER R &N EVERH
VPC, FMHEZ2AFERE,

* VPC, TRMRZEHAMMEIETRIZENIKS
« TRNZ2ANLTE TFTIE VPC,

- BIMRHENFRLFTLT AR ATAX,

- SIEEHAFZRNERLUT IAM R

ec2:CreateNetworkInterface

ec2:CreateTags
ec2:DescribeDhcpOptionsec2:DescribeNetworkInterfaces
ec2:DescribeSubnets

ec2:DeleteNetworkInterface

ec2:DescribeVpcs

ec2:CreateVpcEndpoint

ec2:DeleteVpcEndpoints
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https://docs.aws.amazon.com/vpc/latest/userguide/VPC_Subnets.html#vpc-sizing-ipv4

FRIEEZEE RAriEmE

ec2:DescribeVpcEndpoints

BTERIAE T AT RARSHEN

MREBTETTRENE CodeConnections MARFIZRE , N AEERNEN VPC BE DK GitHub 1)l
BR %5 28 2 B 1FE R,

- MREREALNHEBT RIS , NFZEOENENRM GitHub Al KHIEAR TLS iEH. TLS
IERENZRBIUEPNAERNA.
- EO|2 GitHub NAERF , BFER GitHub il RSFJ[/RFINEERR

BRVEE/ YN T ERREAE L THE

MRER/FNARNETEIAETEEZT , WARRHTEN VPC FHEEE R GitHub NARFE
WIEWFT R, FREUTSEM

o EEINENEEVNENENEENLZ AT EERS T EBIHA GitHub £\ ARS8,
CodeConnections FEZE — M BAUEEE| GitHub I fRE2FRFIMN L4,

- DNS RERB IPBRIEAXETER, BUUNBESREEZIENEZUBNENRRFIEEN VPC B
DHCP %ISR IEX — K. HEE , MREHKIEM AmazonProvided DNS E#E| B E X DNS RS
BT AE A FTHY B E L DNS BRSS88 , WENAERHEIE T, R THRXNEE |, BHRENE
WENHEFCET , XFERNOBIEERE#H RN DNS ®E.

« M4 ACLs RECE® , TH AW HTTP EZIEH GitHub b fR 5585 R RIFRER T M.,
* GitHub 1l BR 55858 £ 1% CodeConnections M AEFNABEREIEER, MNE[EE ( Hl20 URLs

R FARFZH ) WEHRE TTEES B E Z %M En GitHub terprise Server 32415 2 [8] H93%E #2 5 i
CodeConnections,

BRI EMIBRIEAI M EREND

MBELERNBINEED , FHAATHE :

« CodeConnections REEEI M BREN KM BRACIZNEIEO, AR TEEFHMBREN],

o IBATHRBLLTR :

ec2:DescribeNetworkInterfaces
ec2:DeleteNetworkInterface

PRERE B 5
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GitHub 7l BR S5 B3I #2H) webhook VPC &% ¥ & (PrivateLink) £EXEfRES

L 028 A VPC BEEEMNENRS , 27 & 6| Webhook VPC £imT Ko

(® Note
FEALIINEENFEA VPC B webhook 4315 S HYE i T FEBERR (PrivateLink), B3x
5 Amazon VPC F#) GitHub &1l fRS a8 EHELEM XN EEERE , BHSFX TR VPC FiL
B ITHEE,

HEBIBEE R XREMNEREN K BEEEENERFHREERE VPC A, AfF AWS
CodeConnections BIZZHEN , H & LI Webhook B VPC 48w | (PrivateLink), XX HlAE
%@ Webhook J&id Amazon MEFEHBIELEEENER AWS EF. BEXEZEER , BEH
AWS CodeConnections H# 0 VPC LimT & (AWS PrivateLink)o

3 Ji
o« BRI EMBRIRE Webhook VPC KRimT &

RIS EMBRIEA Webhook VPC LT &

AWS CodeConnections BIE X ## webhook VPC KT s LA, ERBRKET S, B4
BMRAERMA ENER,

- BIEM webhook VPC 4T R (PrivateLink) CodeConnections R 828 il Bk =M RMIBR. FTiEF
MR,

« TR BLLTNR ¢

ec2:DescribeNetworkInterfaces
ec2:DeleteNetworkInterface

Xt 2020 FF 11 B 24 Bz el 0|2 WA THELE

H 2020 &£ 11 A 24 B2 , £ AWS CodeConnections & & EH8T , FHEIREFINN VPC KiFET =
(PrivateLink) X%, W TFEREF 2GRN TN , EEALBEHFRERNS.,

BXEZEER |, iS00 AWS CodeConnections ##E 0 VPC &Ll T & (AWS PrivateLink),
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https://docs.aws.amazon.com/dtconsole/latest/userguide/connections-host-delete.html

FRIEEFAE RAriEmE

F&
« BE—ATE 2020 F 11 B 24 B2 aigIBHEY , TAEF VPC LiwT & (PrivateLink) A F
webhook

« BEZRELTAJARSHEN (VPC iR )

BE—B7 2020 F 11 A 24 B2aitIENEN , BB/ VPC LixTi | (PrivateLink) AT webhook

£ GitHub 1D RSZE8818 B LAY |, RN E 62 webhook g a., EEIEMEA VPC PrivateLink
Webhook & s, MRETE 2020 F£ 11 B 24 HZHitlZ 7T £4 , # BEEMFH VPC PrivateLink
Webhook %77 = , M A BREN , REBIEFHEN.

BREZREL T ARRSHEMN ( VPC EiR )

MRENEYRAE 2020 &£ 11 B 24 Bzait|BH , HEELEZREYLE CodeConnections B A TE
FiRE , MeER R N ZH VPC BLE = GitHub 1)k fRE-85 K HI1F1E R &

IBH VPC EE—/ NAT M ( RHEWMEBRMEA ) |, XHFEH GitHub b IREZ25SEHIF EER GitHub
Webhook £EH OMERE,

To7EN GitHub F# FE B 2B iE 2
| -

BT 5 GitHub 7 FERVEREMER AWS E#ER GitHub , It EFEEHLAMBENRFCEEE AR
FREQIEEE,

ATBEMIBEE 757E - Bk GitHub FREENREBINEE , i5SH hitps://docs.github.com/en/free-pro-
team@ latest/github/setting-up-and-managing-organizations-and-teams/permission-levels-for-an-

organization,
SREBIRH GitHub 1 RFESEEN AR F IR

WMREIE 2020 F 12 A 23 BE X2 LE TEAT GitHub Al fRESFHNARER , NAsEEEM
PLARRABFIZNARFERIZHRNR, RER GitHub NARFMEE , FREUTSREEE
FEHRENNARFR,

(® Note
& AIMTE E GitHub nterprise Server 3Kl ESERIX LS TR | H B X402 GitHub NAREFAE
&

TR e o


https://docs.aws.amazon.com/dtconsole/latest/userguide/connections-host-delete.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/connections-host-create.html
https://docs.github.com/en/free-pro-team@latest/github/setting-up-and-managing-organizations-and-teams/permission-levels-for-an-organization
https://docs.github.com/en/free-pro-team@latest/github/setting-up-and-managing-organizations-and-teams/permission-levels-for-an-organization
https://docs.github.com/en/free-pro-team@latest/github/setting-up-and-managing-organizations-and-teams/permission-levels-for-an-organization

FETEBHA A m
1. 7£ E GitHub nterprise Server 1 , AN AR BRI T ROEDT RIEE RE”,
2. BERFEREBRE 6 ARFER ‘GitHuNAER",

3. ERNAERRIERFP  WENEZEBRNABRFNEN , ABREIREE R %EE Permissions and
events (IXPRFZ=4),

4. 7£ Organization permissions ( éﬂ ARPBR ) T, 3F Members ( B2 ) , M Access ( THRIFXER )
THHIERAIEE Read-only ( RiE) .

Qrganization permissions

Members (3)

’ . Access: Read-only =
If-\"Z'I.II]I_’.ITI:Zn mempers and teams.

Select an access level

Administration (3
Mana to an o No access

~" Read-only

Webhooks (3)

, ) . Read & write
'.'I‘)“\J'\E!' l!l..' post-receive NooKS Tor an arganmnization

Plan @ » v—

ACCEess 0 access
organizatic

5. 7& Add a note to users (BIAFRINER) T , RIMEHEREMEA, %F Save changes ( REE
®) o

VEBERT HIE 4R 1R GitHub : “HINEA | BEARERNKEES S/ A Cookie” = “HLEFT
BE&NINLE GitHub R HRRF”
)&

T GitHub FHEEAIRES | BAMR GitHub AEFEE, WTTETFARNERE , BUARRE
REREE, MEghFAQREENEMAStIRN  FHNAQREEURER , FLRUTHE
z—:

HIEZ | FREEXEEEFE A Cookie
=
HAOFREEMLMEEZ GitHub M AR

BENIEE 5L « N T GitHubAL W E |, AAMAEELMALIES GitHub FREENER. N TF
ﬂ:ﬁﬂ,,\E’JT?ﬁ%ﬁ BYMRFEEREE.
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AREF RN IAM REE EHT R IR PR EZIRS B R

2024 £ 3 A 29 B , iZBR%E M C AWS CodeStar onnections E&HN. AWS CodeConnections
M2024 F£7 B 1A, #HEFERR ARN codeconnections FEIZEHER,
HERMRSIEN B RGREE RERFAET, FRARH AR RRNKRS IR
secodeconnections, codeconnectionsfE# R ARN HE|E#TH SDK/CLI &EiR. BIERREIRE
B3 AT RS B &R

LT REHRIZEMEIR AWS CodeConnections :

- EHE
« EH

B &

£ ARN codestar-connections FEIZMN B RF 2B EMRE N AR ARN FHHRS IR, 012
HERNREEEERSIEN AR, BR , WAcodestar-connectionsfRSBIZRH IAM KBS
T ERTEEFRS RN ER,

AREMIEESE : BRRR RN BRI SNRFAD | HTRATRE

« AFHRSHRERH IAM K, BN , EGFARNCEN TR EER IAM KEE,
o FRAESEIED IR HRS ISR EH RIFECLI/CDK/CFN,

BEFEEFRBEDHORE, BRRENEE. EUAT RS, MNRSHIEBResource FERE B EH,

"Version": "2012-10-17",
"Statement": {
"Effect": "Allow",
"Action": [
"codeconnections:UseConnection"
1,
"Resource": [
"arn:aws:codestar-connections:*:*:connection/*",
"arn:aws:codeconnections:*:*:connection/*"
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HTEAZEHSRNTRTFFERSIIR , SENREIR

MEl, FHESASENEZERRS R B codestar-connections BE IR, N T ERZEAGIERN
R, FFERBESNEEcodestar-connectionsERN RS BIE,

(® Note

M2024 F£7 B 1B, #4555 EER ARN codeconnections FRIZEMNERE., 8™
MREV BN R RIFHET RERE AT,

B &

R A BERETR , KPS EHcodestar-connections RS I&. FEHARBRH
Bcodeconnections RS AIRHAKREER , FREFHSAENEZERTRAVIIUTHIRER :

User: user_ARN is not authorized to perform: codestar-connections:action on
resource: resource_ARN because no identity-based policy allows the codestar-
connections:action action

AREMIEE HE T ERZEFHAEBNAR , REEFHRESLNEEcodestar-connectionsfER
RSB BIZR , MR MR RBIFT R RG] - FEHES A 672 AWS CodeConnections B R B,

ERENRHEBIFEHANEENENIRE

W FERENIFALWREREF ( S0 Organi GitHub zations ) , R AEE AN EN. ETTLL
NALTFHNENEZVUBR—NFEN , HBREUTHNEFZFREHPHAMBHNEES.

« VPCID
« M ID
- Z44 IDs

E O GHES E#EHGitLlab BEEERE | FSHAAXRIRK,

HERSEZENRE

BAUEPRFRESELRTFMNESH CodeConnectionse BEXEZER , FSM EENEH,
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https://docs.aws.amazon.com/dtconsole/latest/userguide/connections-create-gitlab-managed.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/connections-create-gheserver.html

FRIEEFAE RriEmE
& B2V B A
TR TFR TR AFERNERE (BN RH).

HRPHEFIRZAEER , AWS XiF H AN, BX AWS X M UERNRANEER | &
2 AWS service quotas,

(® Note
BB AWS X TR AN (K= ) , RESFRERE. AXESRER  FSRERXE,

IR ARIA PR 1

BANRAEER AWS K 250

LERPHEHZEELN , TEER

IR AR A BR

EEAMPHRAFZTY 32 NFEH
A EVARAHE AWS IK/- 50

B A7 il B S 42 20 100

AWS CloudFormation % B L EBEENZAKE 100

BN FRESEENEARSEER 100
BN XNBRRESEER 50

ERINE SVFFISRRY IP it

WMRIETHE IP FEES R IFIE Amazon EC2 St EFEA R IP it | LT IP b R INE &/ R
IR, XEEMATASRI SR EE ( FI0 GitHub 1 Bitbucket ) HIIESRE,

T&RZ AWS X H T HFEAR TEZRGAPERED IP it

FRER 205


https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html
https://docs.aws.amazon.com/general/latest/gr/rande-manage.html#rande-manage-enable

FRIEEZEE

RAriEmE

® Note

NFRMiX (K= ) XE , BAEBARKE , ReTEEAE, BXEZER , BSHE

RAXHE,

X5

ZEEI (BEXM ) (us-west-2)
XERE ( FHFRILMILER ) (us-east-1)
KR X ( F/R= ) (eu-west-1)
EERE (BHXBEM ) (us-east-2)
WAH#X ( #IN% ) (ap-southeast-1)
LWAH#X ( F&JE ) (ap-southeast-2)

T A#X ( ZRE ) (ap-northeast-1)
BRI X ( SE=324& ) (eu-central-1)
TWA#X ( B/R ) (ap-northeast-2)

WA#X (&3X ) (ap-south-1)

EEMN ( ZRF ) (sa-east-1)
NEX ( &) (ca-central-1)

BN (23 ) (eu-west-2)
EERZ (JLmAEREIL ) (us-west-1)

Rt X (B2 ) (eu-west-3)

IP th ik

35.160.210.199, 54.71.206.108. 54.71.36.205
3.216.216.90, 3.216.243.220, 3.217.241.85
34.242.64.82, 52.18.37.201, 54.77.75.62
18.217.188.190, 18.218.158.91, 18.220.4.80
18.138.171.151, 18.139.22.70, 3.1.157.176
13.236.59.253, 52.64.166.86, 54.206.1.112
52.196.132.231, 54.95.133.227, 18.181.13.91
18.196.145.164, 3.121.252.59, 52.59.104.195
13.125.8.239, 13.209.223.177, 3.37.200.23

13.234.199.152, 13.235.29.220, 35.154.
230.124

18.229.77.26, 54.233.226.52, 54.233.207.69

15.222.219.210, 35.182.166.138, 99.79.
111.198

3.9.97.205, 35.177.150.185, 35.177.200.225
52.52.16.175, 52.8.63.87

35.181.127.138, 35.181.145.22, 35.181.
20.200

ERME A GFHIRN P bk
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https://docs.aws.amazon.com/general/latest/gr/rande-manage.html#rande-manage-enable
https://docs.aws.amazon.com/general/latest/gr/rande-manage.html#rande-manage-enable

FRIEEZEE RAriEmE

X i3 P b3t

ROt X ( EiESF/REE ) (eu-north-1) 13.48.66.148, 13.48.8.79. 13.53.78.182

BN (K22 ) (eu-south-1) 18.102.28.105, 18.102.35.130, 18.102.8.116

AWS GovCloud ( EEZ%REB ) 18.252.168.157, 18.252.207.77. 18.253.
185.119
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FRIEEZEE RAriEmE

HRTEZRHENENEZEMN

TEEAWS BREHZE, FN AWS B , BAUZRTENREASHZ BB BEHALANERMY
ENBFEPONMERA,

ZERNTT AWS WHERE, TEHRBEXFEERNTN Z2ENEH WEEM

« T&EEL — AWS RAFFHFE AWS z:':FJ:ﬁ AWS RS ERZEH, AWS B RHEEHATLIRZSEH
HRS . 1ER AWS EMMHITRIN—ED , F=ZAFZARFNEFNLNRIIZSHENERME, BT
f#E T AWS CodeStar Eiﬂﬂ’ﬂé‘?ﬂﬁﬁﬁu AWS CodeConnections , ISR aMEITRISEE AH
AWS %,

« TIREE-BWREHEERD AWS RFRE, EREFENHMRRAT , 2B ENBIFEHNBR
. BRANERANERREREN,

AT HEEBY IR T #R1E M AWS CodeStar 3B HIF At an{a] 5 2 HEHREEE AWS
CodeConnections, LA T EBEEN B UMIE E AWS CodeStar BHI LR AWS CodeConnections 2l
AKIMENRZEMEAME B IR, BEFZES A ERHE M AWS BRSERE B SRR B AWS
CodeStar B%1H AWS CodeConnections &R

BRFRIERFHETRSNEZEENESER , FEHAUTRE

« CodeBuild £

« CodeCommit Z&
« CodeDeploy Z£ M4
« CodePipeline Z£ M

THBEAARNZEH

BHEIRAECEENEARNEFRNAFRERSXRERNES . LFEETUNSEEXRARITERFN
FAES K SREERERR. WERS, BBRSNEERT.

fign , FEAILAFHNCEREBHMAN , FHIE CodeCommit MR R EFE RN ITiL, WREX
B, WAZANMAENBHATRISZERF I AN —TRZTRE. B , BALERAEETRE
BLEBAAMN , CodeBuild LA BFEEBRSMBTERAIR IR M, WS ZANRENBAFS21ZE

£
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/services-in-scope/
https://docs.aws.amazon.com/codebuild/latest/userguide/security.html
https://docs.aws.amazon.com/codecommit/latest/userguide/security.html
https://docs.aws.amazon.com/codedeploy/latest/userguide/security.html
https://docs.aws.amazon.com/codepipeline/latest/userguide/security.html

FRIEEZEE RAriEmE

BALRFHNEEREBHNAN , CodePipeline EHIEAXFIHHANELE , MAMWEIZMNMEK
ENBHATRESSRMEZAENARNESR, EUNEFHNARFEEBHAMN CodeDeploy LATE
REPEARZY , MABAZANMAENBATRESEEXDEBERNER,

BATUNEERETHENGER , fAIWERS, ERERNABT. BBRSNEELE, RN T
BEBAIENZSYE  FRAREHREBHMMANMN BIRAREE N BHRH Amazon SNS EBAIIT
EYIR, M, FEERMMNDEFMEEMERS T , WEEFMAENEANNBTRSER. KEL
FEFURTEACFENEAAN, ZREHEFBIEENAS , URBBBHRETBRLENABTUR
RIEEH,

BXAATEHIANNSESHRENESER , F2H BAHE.

B LUERFHBANFEENEFAGERFANNBEESHINAE, XN Basic (BAE) EFHF X
B, XEEHETENEERSREAT D EventBridge ML L5 CloudWatch SEZNHIE B T2 HE.

Frx&TEEH SRS (Hl CodeCommit ) AIRERIEFREBAEEFMMEXE B s REHEMHX
BREE , MAREDPRUENER . AR EE AR , LIRS SRR R RE AT RKHE
R, BB IER Full () HFAGEXRE  EBANTIEEXEHNAMEIRER, BXE

ZER , FEH FAEERE,

AWS CodeStar B Z A W EH#ERI F1 AWS CodeConnections

2 AWS BEREEREA T AWS CodeStar BAIR K BIERY , AKX AWS CodeConnections. 17
BAPFIR AWS |, ARRIPZITIIEAEHN L REMZEX AWS Cloud, BATEF N HEELERM
g EHABHES, BEAREMERN AWS RS WERLHEENEETS. BXBERLMNES
B, BZABERLENEE, BXMMNBERIFNVES , 13 H AWS Security Blog £# AWS
Shared Responsibility Model and GDPR {8& X &,

HTFHFEERPEHN , BMNBUERF AWS Ik EUEHEH AWS IAM Identity Center 2, AWS Identity
and Access Management (IAM) RENMNAAF . X# , SMNAFRRESETHIEIRIRAMENNE,
REWEBLS AT R EIE

- NBNKFERAZESHBRIE (MFA) .

- £/ SSL/TLS BERFBEE, AWS BRMNERMFEH TLS 1.2, BWFEA TLS 1.3,

- FEAHIRE API MAFES BE AWS CloudTraile BXxfE A CloudTrail lRERHIR AWS SEZIMEER |
E5 (AWS CloudTrail BF 1) RMEAR CloudTrail o

« £ AWS ME#E RS RUAREFHFRERINZ 224 AWS RS,
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/data-privacy-faq/
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-trails.html

FRIEEFE AriEE

- FRASRIEERZLRS ( HlW0 Amazon Macie ) , EEBITF AIFRIFZ#E Amazon S3 AR EY B
BiE

o MREE AWS BN GSTRES API HITHRINEEZST FIPS 140-3 RWiIFA INZESR | EEH
FIPS it R, BXTHAMN FIPS HRNEZEER , B5H (EERIPEELERAL (FIPS ) 5 140-3
R o

BBV HNEEERBBRER (NEFFWE FERM4ibit ) RAGERBHABERA X AT
(MBHRFER ) . XTIEEMEAEEE. AWS CLI API AWS CodeConnections 3 AWS fR% A
AWS CodeStar BH M H M #E8T AWS SDKs, AT EHHIRER B RN XEFER P AREMA
BREHUELATIIRIZHBEE. MREQATRSFEEML , BRERNEFEENLEFIEIE
= EREIEN ZARF R FER.

AWS CodeStar BEIH 5 10 MiF RN R EE AWS CodeConnections

AWS Identity and Access Management (IAM) AWS BRSs AI#HBIEE R T2 iR 53 AWS BIRMN
BXPR. IAM BEE RIEFIET AT EHRIE ( B35 ) RN ( BN ) A AWS CodeStar & &1#]
AWS CodeConnections iR, ZLAILAERA IAM AWS RS , TEXFENFEA.

(® Note

A LA EF RS 848 T 8l codeconnections B R RNITIRE, TEFRSHIAZT QBT RN
E&JE ARN codeconnections #ffH, codestar-connectionsfRSE BB IRIEFR TR
MATA, £ IAM REEFIBEERERN , REBREEERRIVIRS 8123 TE,

£l

- BX

- FRASHHITEHRIE

- FRARBEEHE

- AFRIEERFNEPHRENAS IAM BEFE A

« AWS CodeConnections fX RS &

- ETSHONERTH

- FARZEERHIX AWS CodeConnections &R i i/ [
- ARG EPNENNEE

- ATAREEREMHIIB SR
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https://aws.amazon.com/compliance/fips/
https://aws.amazon.com/compliance/fips/

FIEBHA A5
. WHPEHEBR AWS CodeStar A, AWS CodeConnections & 13 #1 [F] X BR

« 73 AWS CodeStar BHIFARSHEXAE

- FRSHEXAEHT AWS CodeConnections

- AWS B E X B AWS CodeConnections

ZAX
B E A AN AWS Identity and Access Management (IAM) 28R~ E , EAEURFEE AWS
CodeStar i@ &1 H 1 Fr A9 T4E AWS CodeConnections.

RS AP -t R & H AWS CodeStar B&IF AWS CodeConnections FREZ K T/ , NEHEER
SNEREMENZIEMNNE, HIREHAEZH AWS CodeStar BAHIF AWS CodeConnections Th&E
RERTIER , (RATBEFEEFANNNIR, THRUOMABEBEHANRESTREAEERBFERESHNE,
MRET LR AWS CodeStar B HY E L TheE AWS CodeConnections , &5 R fEHEER AWS
CodeStar %1, AWS CodeConnections & 143 #1 [8] 1 BR

RFEE R —MREHTLFN AWS CodeStar BHIF AWS CodeConnections &R, & A sef B X

AWS CodeStar &K 522 17 R PRF AWS CodeConnections. &/ T 4 2 1 E &M RS B 7 B/ 8]

HRLE AWS CodeStar A, AWS CodeConnections HREFI'RIR. ARE , 4@ IAM BB RIERE
RUBEHBSAFONE, FEFZAELNERUTHE IAM WEAE S, BE¥EATHESIAINMAME
F# AWS CodeStar %189 IAM 1 AWS CodeConnections , iS5 R7F & T E#& A& F RSN E
IAM BL &R,

IAM BEER — NRER IAMEER , IJREEEFH 7THRINAIEEREKREEN AWS CodeStar &
R A RIAPR , LA% AWS CodeConnections, ZEEEFEAILATE IAM FEH AR AWS CodeStar J&£1#]
AWS CodeConnections E T B R RH , TSR, ET SRR

£ &0 #1TH WU

BHRBIIRE AWS FAEBHEIEZEZNARN. BH4TL IAM AF SH5HETE AWS K HE B8P E
IAM B&#H1TEMRIE ( EF AWS ),

B ERBEY S REMNEREL AWS BRE 514 %%, AWS IAM Identity Center ( IAM Identity

Center ) AF, RLRAIMNEQEFEHEIELAREN Google = Facebook EIRMEKE F 108 =Hl,
UELBRABMEREN , FNEERUGER IAM ARIEE T BHKARKIE. HRFEABKESTE AWS
i, IRRRERERE-INAE,

BFEEHNAFER | S LIES AWS Management Console 3 AWS 15[H7TF, BEXBEZNEZER
AWS | EZ [ (AWS &F AFERE) PR AEZEE AWS KF I,
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https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html

FRIEEZEE RAriEmE

MREAWS UEEBARHFE |, M4 AWS RERGF REH (SDK) MarH1T#0O (CLI) , SMEFERAE
WERNBERBITNRZE, WREREH AWS TE  NMXABECZEER, BXREAEENSEE
TEEBERNEZFE , H2H (AM BFER) PHATEE APLIERIWAWS ZERRAE 4,

TeFERAAMSMRIESE , SRURFERHEEMLZEER. i, AWS BNUEFERZESHRIE
(MFA) RREKFH LM, ETHREZEER , 55H (AWS IAM Identity Center A1/ W%
ESHRIEM IAM AFERE) FH 1AM FHAWS ZE 5B RIE,

AWS Tk 18 F 7

BIZEf AWS IKF , BEXBER—NEBREN , ZEOTUATLLRAKS FHRMERR AWS RS M#E
Ro ME MBI AWS K/ root AP, £ A SE 012 K 7 B F 49 B8 F iR 4 3tb 41t 1 22 4 2 3R B AT 15 ]
ZH M, BARWESEERRAFNITERRES . RPFBRAFZIE | FERXERIERRKITRIE
AP EBRITHES. BXFEECURAFSHERNESHNERIIE , B2H (IAM AFERE) +
MEERASE u'tE’JE

IAM AP B4

| AM A= RI& AWS Ik RSN MNARNARFEARBENRNE G, ETERNERT , RINBWE
RIS FIE , MARGEZEAKBEIL (MFHBMFEEH ) BV IAM AF, BER , MREE-LHBE
MERAZSFERATIENAR IAM AP, BUERRITAZR. AXESER ﬁé}lﬂ C(IAM B8
M) PN TEERHZENAS , NEFTERNEHBTEZEH.

IAM AR —NEE—H IAM AP BB, BTeEEREANEHESR, BUUERAXR—XIERIZIMNAE
FEENR, MREXERF , FRAATUERAMEBRAFNIR, flin , S BE— 1N aINE
4B, IAMAdminsH EZEA B FEE IAM ZRIBR,

RPREAeTE. AFE—5ENMARINARFXE K MAGSHEILFTECNEAARA. AFE
BRANKHEILE L MAGRHARNELE ETHRESELR  F5H (AM AFERE) F/Y 1AM A
REIEESVS

IAM B

| AM AERENIBEFTRENR AWS K WEMD, ERET IAM AR , BEEREARTXEK. EE
FIGRETEE IAM & AWS Management Console , AL A FEI#E] IAM A6 ( BE5 ) . &1
LUEd A AWS CLI 5t AWS APl RERFERABEN URL RRAEE, BXEAACNEENESE
2 ,1E2H (IAM AFER) PHRARSENEE,

BEHIGREIEN IAM BRELATERLTERER :
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_sigv.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/enable-mfa.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/enable-mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/gs-identities-iam-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/gs-identities-iam-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage-assume.html

FRIEEZEE RAriEmE

- REAFR  EAKEFHRIENE , FUEAGHNABGENNIR, HREGHHTEHR
iER , ZEAFSAREXKABERTHLACGENWNIR, BXATHREEHRIINACKHE
B, iEZH (AM AFER) PNHNE=FSHEEEUEAE (KESHRIL) . MREFEH
IAM Identity Center , I EEEENRE. N EHENEHREHRTEHLRIEFTIHFRINAZSE , IAM
Identity Center X RES IAM VA EHEXEK, EXNBEENER , ESH (AWS IAM Identity
Center A #EF) PHINRE,

« ImEt IAM BPRER - IAM AR ARA IAM AFSAS , LERREHXNBEESHTENR,

- BKFEH B ER IAM AU AT FRIKS FHENA (AEERE ) HEENKS Y H
o AERRTERKSHRNBRHEESR. BR , X TELERK AWS RS |, 807 LUK RIS B 5H
MEFEER (MAREAAEEANRE )., ETHEATEKFTRNACNETRRNRE 2B ZE
B, FZ6 IAM AP EERR IAM R EIK 7R T

- BIRSIFR — B AWS RS FEREM AWS BREREHPHIThEE, Flin | ¥EERSHIKRITHRIF
B, ZRSEE ST Amazon RE{TR AR EC2 HIE Amazon S3 FEEN R, RS TEELER
RXEARANEENNE, FARSACSMERRSHEXASERNITIHRE,

o BERGEALE (FAS) — HZEA IAM AR A BEFRITIRER AWS |, BHEMAEZIEA. EH
RERSZH , BAERIT—MRE  ARRBREEHMBERSPEHE —MNMRE, FAS FAREH
ZIRAWRAK AWS RS B T RS AHBERNER. AWS RSREYBRSKEEESH
AWS BES RBRREFRETRNERN , T2%H FAS iR, EXAERT , BUMEFRT
XFTHRENNR. BXAH FAS ERNWKREEEE , BSREXTRSE,

- RFAE - RSACGRRSAREELWIK, PRTRIEM S R IAM A€, 1AM EE G A E
IAM R8I, ERFRRES AR, BXESEL , BES5H (AM AFER) FH6IED AWS iR
SERNBRHNAE,

* BESHEXAL-RSHEXAGRE—MERSHEXBENRS AR, AWS RFRFATURARKER
TRENAE, RSEXAGHAEENT AWS K/ |, AHRKRSHAE. IAMEBERAANUES
BT Re4m B AR SS X A BRRR.

- £ A@@ mazon LE{THIRI AR EC2 — EBAILAEA IAM ABREEE EC2 Rl LETH AL
AWS CLI 5% AWS API iERE N AR FHIEEHES, XHEE EC2 SKflhFR TR ZHETR, E
7 EC2 £fl0E AWS AEHEETHREMENAREER , BFEE0E — MM EZEHIH K6
BEXH., ZfREXHETEZAR , HAWHE EC2 26l LiEZTHNREFREBRIRE, BXESE
B, #EZH IAM APEETNER IAM BAfEE A mazon EC2 4l EiZ1TH N AR FZ TR,

fE AR EE TR

BT LA AWS B o2 R EM IS AWS SO A RKZHFHRNER, KEREPH -
XNRAWS | SEFHHARXEN , ERELENR, AWS EEHEA (AP, root AFHAGS
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html

FRTREHA Tt
H ) RHERTARXLRE, REFHNRBERATERELER, KSHBERBEEL JSON 3
By AWS FERFEEH. BX JSON KB XENEMINNBTNESEE , HSH IAM AFEEHH
JSON ZREEHEN

EE R WLAER AWS JSON REERIEEHERRIBEMF L, BRER , BN EETUANT AR FERITER
E , UREF ARG THIT,

RABRT , AFNAERENRR, ERTRAPNMRERRRTRENNIR , IAM EE 7 62
IAM K, EERABETUEAENMJIAM K , BRAIURABE,

IAM SREEE IRERNNR , TXFEFERAMR G EZHITRE. 0, RIREF—NAYF iam: GetRole
BRENKE, HEIZFERNAF UM AWS Management Console AWS CLI, X AWS API 3XERE &
E5,

ET 508K

ETHONRBETMMNESM (0 IAM AP, AFASAE ) B9 JSON RRFH I, XLRE
EHAFNASAE[AMEA T BLERFNITHLERE, BETHRNTUEZETSHNKE , H5H
(AM FiF{EmE) FEATSEERBEX BEXL IAM R,

ETESHNRBALR -SARNAREEREEARK, ARKBEERALEINAF, 4HAG
Fo RERKRMMAKE , SULUEERMIIFHS I RS, HANSE AWS K, RERKIE
AWS RERBMNESEERE., BT HNAERERBNRRRE ERTIER  F3608 (AM AF
ER) PRERERBS AR BFITER,

FERIEZFHEFNEFTENMNES IAMEBEESEA
EERA IAM EBXNF LA TR APBENHRZH , BN T HBEHL IAMBITITEEEESERA, B

2H 7THRBAFNEM AWS RSUNAE IAMBESER , E2H IAM AFERTNE IAM BES (RN
AWS g%,

£

- FRIEEZFEFETSHRRRK

« AWS CodeStar JEX15 AWS CodeConnections & F & RA B
- ETHRENER

- IAM B
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#access_policies-json
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html

FRIEEFAE RAFtEmE
FEIERFETETEHRIRE
BEEERA IAM EF FRNER , BAUEEATRIELHRENTRAR AT RIELBIEQ R,

AWS CodeStar B&IF AWS CodeConnections X #F4FEMIRIE, REMEFHR, ETHE JSON &K
BREANMETER , H5H (AM AFIERE) 91 IAM JSON X TESE,

BRI

EIE R A LAER AWS JSON REERIEEW ARG RMT L. WHRYH , BNEAATLNF AR RRITER
&, BAREA ARG TIIT,

JSON EKHEHY Action TEEARTATERBKP AN RIELIFRNRE, RRBEEEEXREKN AWS
APl BERIE. B—EHISMER , GIaEETE AP BRENNRNR 81, & —LREZEERE
RIITZMRIE. XL NREFR R B RRE,

HREEFEEREUR FHITREBRENRR,

FRIEEZHEFHNEANRBRRETRENEAUTHER : codestar-notifications and
codeconnections, il , ERFEAEFEHKFPAEBHAANMR , i5F codestar-
notifications:ListNotificationRules R#ESF/EEHKXKE D, KIEFHLME
SActionmNotActionst&. AWS CodeStar BHIH AWS CodeConnections EXH B —4HE
£, XEREEHRTETUERAERISHITHES,

EEHEMEGHPIEEZ N AWS CodeStar BHIRE , FRHESREAN] , MR
"Action": [

"codestar-notifications:actionl",
"codestar-notifications:action2"

ExB/MEGPIEEZ A AWS CodeConnections 21 |, FHESSREN] , TR
"Action": [

"codeconnections:actionl",
"codeconnections:action2"

EW T MERBES (") BESMRF. fln , BEREENRE List FFANMERE , BEEUATE
=

"Action": "codestar-notifications:List*"
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html

FRIEEZEE

RAriEmE

AWS CodeStar @41 AP| i#/E2FE :

AWS CodeConnections APl I2ESIELULTHEA :

EEREORIEETF , SERITUTNRENREREIE : AWS CodeConnections

CreateNotificationRule
DeleteNotificationRule
DeleteTarget
DescribeNotificationRule
ListEventTypes
ListNotificationRules
ListTagsForResource
ListTargets

Subscribe

TagResource
Unsubscribe
UntagResource

UpdateNotificationRule

CreateConnection
DeleteConnection
GetConnection
ListConnections
ListTagsForResource
TagResource

UntagResource

GetIndividualAccessToken
GetInstallationUrl
ListInstallationTargets
StartOAuthHandshake

FRIERFEFNBENMAS IAM BEEEA
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FRIEEZEE RAriEmE

* UpdateConnectionInstallation

BEFERERE , EERTUTRRE AWS CodeConnections RIIRE :

* UseConnection

EEE/E%E AWS CodeConnections BIIRS , FEEEFHMITU TR RAVIRE -

 PassConnection

E&EE AWS CodeStar BHIF AWS CodeConnections #&/E5I3%k , 5 IAM AR AWS
CodeConnectionsFHIAWS CodeStar BEIE Y W iE/EF B E L BiEE.

BT
AWS CodeStar %1 , AWS CodeConnections X 1FE KB ARNs FIEER R,
S5

AWS CodeStar BHI # AWS CodeConnections EXHCHZHRE K AXEERA— L+ BRHGHE,
EEEME AWS 2 R&H8 , 555H IAM AFPIERPRHNAWS © F&48 T X34,

B AWS CodeStar BHIIREE X #Fcodestar-
notifications:NotificationsForResource%fi#E., EXEZEL , HSH ETHMHHER
R~

AWS CodeConnections XA T A1 IAM KB ConditionTEFFEHNZ AR, BALlFEH XL
-SSR ARKEANEYE. BXEZELR |, 55 AWS CodeConnections fUfES %,

e i R
codeconnections:BranchName BRE=FFHEEND X AVTEE T RINR,
codeconnections:FullRepositoryId RIERPZIE N T ERFIE G RINER. EA

FiFaEl4EEZMEEMN UseConnection iR

codeconnections:InstallationId ERTEEZENSE=7F ID ( 40 Bitbucket M
BFREID) RIFEF RN, foiF%& R & 5
CE=LNARFRETRTEILERE
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https://docs.aws.amazon.com/IAM/latest/UserGuide/list_codestarnotifications.html#codestarnotifications-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_codestarconnections.html#codestarconnections-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html

FRIEEZEE RAriEmE

e i R

codeconnections:OwnerId EMEENE=FREEFHKS, ID KRFEEH
B X PR

codeconnections:PassedToService B AT A [0 H AR5 132 1Y BR 55 SR I 1% 17 7] 4
PR

codeconnections:ProviderAction & UseConnection WERAMEREEFRE
(W ListRepositories ) RFFEIARIN
PR,

codeconnections:ProviderPer B2 = H R PR AY 3 BY SR 5 1% 177 7] #X BR

missionsRequired

codeconnections:ProviderType RIERBPEENE=FIRUEFOERERMFIETH
[a] £ R

codeconnections:ProviderTyp RATHRESERNE =S REREFREKFIL

eFilter T 7] #X BR

codeconnections:RepositoryName BRE=FFHEENBVIGERIXE

5l

E&EE AWS CodeStar BHF AWS CodeConnections ET 5K R , 58, ETS5H0
REERBI

AWS CodeStar EHF1 AWS CodeConnections E T &R R
AWS CodeStar %1 , AWS CodeConnections FXFE TR BEH KL,
ETFHRZNEN

&I LA AWS CodeStar @A F AWS CodeConnections &RM INFRE |, th Al LAfEE
RpZiEFRE, EETHRZEEGR , BFEMFH codestar-notifications and
codeconnections:ResourceTag/key-name, aws:RequestTag/key-name = aws:TagKeys

FURERBNRELEFREAFREER. BXNIERBNESEER , TERNBRFNITL,
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AWSHExHN AWS CodeStar @A F AWS CodeConnections BRRINFENEZEL | HSE N iERE
BIFRIIEZ,

EEFETHEONRE (A TREAZR LR RBHNZEFRNIEL ) ORI, ESHRE ERABEE
#%f AWS CodeConnections &RV 8]

IAM &
| AM A& 2EH AWS Ik i BB EN R SEE,
{55 A I BHEAIE

B L ERAIGRHEIEHRHTHRESNESE , KA IAM EAEaREKFA A/, S LUETEAAssumeRoles)
Z M AWS STS API 2 4E3RIR B B Z2 £ UE $ GetFederationToken,

AWS CodeStar BH 3 AWS CodeConnections 3% {#E A G IES,
REHExAE

AR5 HEX A B RV AWS RS HREMRS PR FURRETHRIRE. RSEEXHEETRE IAM K
P, FARZERSA. IAMEERAJUEREFRFERSHAXBEHNR,

AWS CodeStar BAIXEFRZHEXAER, BXxCEHEE AWS CodeStar BEHF AWS
CodeConnections fREHEXABHNFMEE , FS N AWS CodeStar BEFERRSHEXAE,

CodeConnections T FREZHEXEE,
AWS CodeConnections X RS &

TR ETHEAN AWS CodeConnections APl #4E, B AN HR FINREHAENBREURA TR FINE
K %EIR ARN g, RIF1Z API R FHIRVESEEYF AWS CodeConnections APIs B0 R &E, £
BETMINE IAM BHERREERRE (BT BHNKE ) i, 5Z 1k,

AN RREEE |, ATLAERMEAY Action ZRAPIEERIF, EXRMEH Resource FERHLLARN By
FERIEERRE , TAERANTERABER (7).

BEREEERBPREFZN  AEALHERNMN Z4E PIHNRER, SHALER AWS-wide
M. Ax AWSSEEZHNTRIIEK , F5H IAM AP EER A A%EH.

EREERE , BE API BREBHRZHIEA codeconnections HI4 (fi
i , codeconnections:ListConnections 3 codeconnections:CreateConnection),
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EEESMREIRIR , ATLE ARN FERABESRF (*). M , codeconnections: *iEEFA AWS
CodeConnections 31#EFH codeconnections:Get*¥EELLERFF LB FTE AWS CodeConnections
HMEGet, AT RAIZRFIIEL MyConnection BMIFKEIFRE &RV B R,

arn:aws:codeconnections:us-west-2:account-ID:connection/*

HEXNTRFPIHW connectionBREABERF. TaEfEregiondaccount-id®RERPERBERH
. BXBEMNESZEERE , BZH IAM AFEEHR 1AM 77125,
£

- ATEEREENTR

- BTEEENANE

- AT EREENNR

« REFHHNR

- FEEELEIRS

- EREE

« X F ProviderAction Sz i5 R K H

o FRICEERIR ISR

o FHERELE D TR

- ERESEEIENRGE

ATEEEZENNR
BIEEMEMAD SDK EEF. 212 AWS CLI SiliBREZEN B EIA R RARFIN A TR,

(® Note

BEEEREEUTRROERN  ERHATERREREE. CEDTFN AT EREEY
AU AR

codeconnections:CreateConnection
codeconnections:DeleteConnection
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codeconnections:GetConnection
codeconnections:ListConnections

AWS CodeStar A TEEEZENIRENEEF AWS CodeConnections FTEX R

CreateConnection
¥ 4E : codeconnections:CreateConnection
£ CLI S H & I B EREMLE

'®IR . arn:aws:codeconnections:region:account-id:connection/connection-id

DeleteConnection
#4E : codeconnections:DeleteConnection
5 CLI s #2&I & M BRIEREFT A E

®IR . arn:aws:codeconnections:region:account-id:connection/connection-id

GetConnection
#4E : codeconnections:GetConnection
f£A CLI B4l A EFERFAEEMLE

®iR : arn:aws:codeconnections:region:account-id:connection/connection-id

ListConnections

B®1E : codeconnections:ListConnections
£/ CLI S EH &5 K A P B EEMAE

®iR - arn:aws:codeconnections:region:account-id:connection/connection-id

XEREIFUTRAR

BR{E S0

codeconnections:CreateConnection codeconnections:ProviderType
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BRIE Firig
codeconnections:DeleteConnection T iE A
codeconnections:GetConnection i A
codeconnections:ListConnections codeconnections:ProviderTyp
eFilter
ATEEFHHNR

BIEEE A SDK EF. 612 AWS CLI SRR ENBNACKAF N ERENRHNATHE,

(® Note
BEEEREBUTRROERE , EEVNPEXARERERE, EFERM REEVENR
FH R

codeconnections:CreateHost
codeconnections:DeleteHost
codeconnections:GetHost
codeconnections:ListHosts

AWS CodeStar B FHIRERBEIF AWS CodeConnections FiT & X R
CreateHost

#4E . codeconnections:CreateHost

2/ CLI iRl & eI EHN4FE,

iR - arn:aws:codeconnections:region:account-id:host/host-id

DeleteHost
1€ : codeconnections:DeleteHost
£ H CLI SizEH 2 BIBRENAAE,

IR - arn:aws:codeconnections:region:account-id:host/host-id
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GetHost
#24E : codeconnections:GetHost
5 CLI HEBHAEEF TV IFMEEFMLE,

®IR . arn:aws:codeconnections:region:account-id:host/host-id

ListHosts

#24E : codeconnections:ListHosts
£/ CLI B HI &5 Ik~ A =N MA4E,

iR - arn:aws:codeconnections:region:account-id:host/host-id

XEREZIFUTRAE

R1E S
codeconnections:CreateHost codeconnections:ProviderType

codeconnections:Vpcld

codeconnections:DeleteHost TiEH

codeconnections:GetHost TEHR

codeconnections:ListHosts codeconnections:ProviderTyp
eFilter

BREMVpcldRMFEFHHI R RG] , FSR RG] - £AVpeld £ T XZARSIEH VPC MR o
T SEBGE B R

EEATHEFN ST EEEZENAGHAF,  NEFERHAPERERNVEZLZERMFINR , X2
EENSRUEFEFINEERANERMNERE, BRT LERNRZH , BATERLTRR,

EHEERTET R R[AVEFHEALLT IAM &
fE, ListInstallationTargets. GetInstallationUrl, StartOAuthHandshake, UpdateConnec
M GetIndividualAccessToken = IAM KRB R. ©i1F= APl B,
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codeconnections:
codeconnections:
codeconnections:
codeconnections:
codeconnections:

GetIndividualAccessToken
GetInstallationUrl
ListInstallationTargets
StartOAuthHandshake
UpdateConnectionInstallation

ETX—R, ERFaPER. 2E. EFIBREEZFEUTNR,

codeconnections:
codeconnections:
codeconnections:
codeconnections:
codeconnections:
codeconnections:
codeconnections:
codeconnections:
codeconnections:
codeconnections:

CreateConnection
DeleteConnection
GetConnection
ListConnections
UseConnection
ListInstallationTargets
GetInstallationUrl
StartOAuthHandshake
UpdateConnectionInstallation
GetIndividualAccessToken

AWS CodeConnections 5t B E 2T E H R /EER

GetlIndividualAccessToken

#4E : codeconnections:GetIndividualAccessToken

EREH A EREEMS4E. XAR—M IAM REXR , T2 APl R4,

iR - arn:aws:codeconnections:region:account-id:connection/connection-id

GetlnstallationUrl

¥ 4E : codeconnections:GetInstallationUrl

EREF A TREEMLE. XRAR—H IAM REXR , T2 APl B,

iR - arn:aws:codeconnections:region:account-id:connection/connection-id

ListInstallationTargets

1 . codeconnections:ListInstallationTargets

EREH A TRIEEMAE. XAR—M IAM REXR , T2 API &4,
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®IR . arn:aws:codeconnections:region:account-id:connection/connection-id

FF R OAuthiZF
21E : codeconnections:StartOAuthHandshake
FEHEHAESEREREMAE, XRE T IAM KBXE , T2 API #1E,

®IR . arn:aws:codeconnections:region:account-id:connection/connection-id

UpdateConnectioninstallation

#1E : codeconnections:UpdateConnectionInstallation
EARFETREZEMSE. XAR—M IAM EBXR , T2 API #1E,

®IR . arn:aws:codeconnections:region:account-id:connection/connection-id

XEBREIFUTRAER,

B’ S
codeconnections:GetIndividu codeconnections:ProviderType
alAccessToken
codeconnections:GetInstalla codeconnections:ProviderType
tionUrl
codeconnections:ListInstall TERA
ationTargets
codeconnections:StartOAuthH codeconnections:ProviderType
andshake
codeconnections:UpdateConne codeconnections:InstallationId
ctionInstallation

RIE EHAIR

EEERH AT EREENACHAFNNEREEFHEPREZNMENNR , SEARHAEFRNE
FHNREINNAERRF. BRT ERENNR 2, ERTEER L TR,
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RHEERTET R[N EVEMSEALT IAM #4. RegisterAppCode
StartAppRegistrationHandshake & IAM KB R. BT = APl #1E,

codeconnections:RegisterAppCode
codeconnections:StartAppRegistrationHandshake

ETX—R, B2HaPERA, 22, EFINRFZINNEEZTEUTNR (NS RENRLE

FFRE ),

codeconnections:CreateConnection
codeconnections:DeleteConnection
codeconnections:GetConnection
codeconnections:ListConnections
codeconnections:UseConnection
codeconnections:ListInstallationTargets
codeconnections:GetInstallationUrl
codeconnections:StartOAuthHandshake
codeconnections:UpdateConnectionInstallation
codeconnections:GetIndividualAccessToken
codeconnections:RegisterAppCode
codeconnections:StartAppRegistrationHandshake

AWS CodeConnections 525 E IR E AT & KR EIR

RegisterAppCode
#1E : codeconnections:RegisterAppCode
ERARHAERTHENREMSLE. XRAZ— IAM RBXR , T2 API B4,

®IR . arn:aws:codeconnections:region:account-id:host/host-id

StartAppRegistrationHandshake
#1E . codeconnections:StartAppRegistrationHandshake
FERAEHARTHENREMST. XA IAM ERBIXE , T2 APl B4,

IR : arn:aws:codeconnections:region:account-id:host/host-id

XEREIIFUTRGHE,
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RHE L1 B AR SS

FEZAZEZIRSE (Flw , EEEE L PRMEERE ARN A ESLEREERN ) , AFRF4HE

codeconnections:PassConnection ™R,
AWS CodeConnections 1&i# & B Fr E I R
PassConnection

#4E : codeconnections:PassConnection

FEEEE RS AE.

®IR . arn:aws:codeconnections:region:account-id:connection/connection-id

LR EIE STIF AT SRR

 codeconnections:PassedToService

SO RNZIXSE
i< BHBRMERES
codeconnections:PassedToService * codeguru-reviewer
* codepipeline.amazonaws.com
* proton.amazonaws.com
£ FE R

L MR A RS CodePipeline fEAEERN |, ZRFZSABXNEENAEERE

M codeconnections:UseConnectiontXfR,
EREFHAPEEERE , APRBSYMESR codeconnections:UseConnection kR,

AWS CodeConnections f FAEZEFTENIRE

UseConnection

#4E : codeconnections:UseConnection

1 PR 455
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®IR . arn:aws:codeconnections:region:account-id:connection/connection-id

EREE IF AT R4

* codeconnections:BranchName

» codeconnections:FullRepositoryId

« codeconnections:OwnerId

* codeconnections:ProviderAction

* codeconnections:ProviderPermissionsRequired

+ codeconnections:RepositoryName

FHEENZZEFE

e BMRERMS

codeconnections:FullRepositoryId ERENAFENEEESS , Sl my-
owner/my-repository . NYEZEATH
7] 45 TE 7 A oF SR 35

codeconnections:ProviderPer read_only =% read_write

missionsRequired

codeconnections:ProviderAction GetBranch , ListRepositories |,

ListOwners , ListBranches , StartUplo
adArchiveToS3 , GitPush, GitPull,
GetUploadArchiveToS3Status
CreatePullRequestDiffCommen

t , GetPullRequest , ListBranc
hCommits ,ListCommitFiles |,
ListPullRequestComments ,ListPullR
equestCommits

ENDEEMENRHRBIREcHER BANHEEMER, BWEH
codeconnections:UseConnection RIZHIXEHENHRE |, BRIEBH G RHIEHERTRHRE,
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¥ F ProviderAction XX#FRyifEIEH

% AWS REFERIEEZEN , 2SHEENRERBREEE AL APIERA, flun , RESATESETEA
https://api.bitbucket.org/2.0/repositories/username API 3k%|H Bitbucket EEH1F
B,

ProviderActionZ B A FEREITIRMERE APIs LA LLFA B, BT APl BERTTRER ALK
B, AEREREBMHAMR , it ProviderAction EMHIHRIZERZHMATE API B9 URL, X
ARFERREEGMHERRERNEKE , TIOEZENREEREE WM,

UTRBEFBNZXZEN ProviderAction EMIFRER, LLTRE IAM REXE. ST 2 API 8
1E,

AWS CodeConnections X Y5 F1ZEE ProviderAction
GetBranch
#1E . codeconnections:GetBranch
HRIBXDXNEEMLE , flNizs IHHHMER.

®IR . arn:aws:codeconnections:region:account-id:connection/connection-id

ListRepositories
®{E . codeconnections:ListRepositories
BRIBETHRAEEN AR FHENLEEREIR ( BREAXEEFRENFAGRE ) NALE,

iR : arn:aws:codeconnections:region:account-id:connection/connection-id

ListOwners
1€ : codeconnections:ListOwners
FHRERENFRNEEEYRAHSLE,

®IR : arn:aws:codeconnections:region:account-id:connection/connection-id

ListBranches

#4E : codeconnections:ListBranches

RS EFME LEEND XIERAEE,
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®IR . arn:aws:codeconnections:region:account-id:connection/connection-id
StartUploadArchiveToS3

¥ 1E : codeconnections:StartUploadArchiveToS3
REURRE HFFH L& F Amazon S3 FR4 &,

IR : arn:aws:codeconnections:region:account-id:connection/connection-id
GitPush

#4E : codeconnections:GitPush
5/ Git EAFMEEFIAE,

iR - arn:aws:codeconnections:region:account-id:connection/connection-id
GitPull

#4E : codeconnections:GitPull
£ A Git N\ F BEiEETA4E,

®IR . arn:aws:codeconnections:region:account-id:connection/connection-id

GetUploadArchiveToS3Status
¥ 1E : codeconnections:GetUploadArchiveToS3Status
1A\ StartUploadArchiveToS3 BaIM EERVIRASFIAE | BFEEMEIRER,

®IR . arn:aws:codeconnections:region:account-id:connection/connection-id

CreatePullRequestDiffComment
#1E : codeconnections:CreatePullRequestDiffComment
5 R RLENTE R AV ER T4 E

iR : arn:aws:codeconnections:region:account-id:connection/connection-id

GetPullRequest
#1E : codeconnections:GetPullRequest
EEFMENNEERMA4E,

®IR : arn:aws:codeconnections:region:account-id:connection/connection-id
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ListBranchCommits
#4E : codeconnections:ListBranchCommits
EERMEDINERWINRFIHE,

®iR : arn:aws:codeconnections:region:account-id:connection/connection-id

ListCommitFiles
#1E : codeconnections:ListCommitFiles
EEERINXHFWIIRFIHE,

®IR . arn:aws:codeconnections:region:account-id:connection/connection-id

ListPullRequestComments
#1E : codeconnections:ListPullRequestComments
EENEBERNERNIIRAZE,

#®IR . arn:aws:codeconnections:region:account-id:connection/connection-id

ListPullRequestCommits

¥1E . codeconnections:ListPullRequestCommits
ERNEUE RV W FIRATLE

iR : arn:aws:codeconnections:region:account-id:connection/connection-id

PRICIERE R R SIS R
FRICEERRAERNLT IAM #4E,
codeconnections:ListTagsForResource

codeconnections:TagResource
codeconnections:UntagResource

AWS CodeConnections ¥riCIEE R RFTERIRIE
ListTagsForResource

¥ 1E : codeconnections:ListTagsForResource
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iR - arn:aws:codeconnections:region:account-id:connection/connection-
id, arn:aws:codeconnections:region:account-id:host/host-id

TagResource
#1E : codeconnections:TagResource
FRCEETRAAE,

iR - arn:aws:codeconnections:region:account-id:connection/connection-
id, arn:aws:codeconnections:region:account-id:host/host-id

UntagResource
¥ 1E : codeconnections:UntagResource
MWEER RBERIREN T4 FE.

®iR - arn:aws:codeconnections:region:account-id:connection/connection-
id, arn:aws:codeconnections:region:account-id:host/host-id

SEEREDFEESERE
ERPEEFPRMEEMESERER |, AP 4B EFMESERE ARN/resource By

codeconnections:PassRepository fXR,

AWS CodeConnections 1&i% % #F7 3% H R

PassRepository
1€ . codeconnections:PassRepository
FENFRESREEEIFEIEE,
®iR - arn:aws:codeconnections:region:account-id:repository-
link/repository-link-id

BREE I T R

 codeconnections:PassedToService
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FEBRNIZFHE

ied BRHBRERES
codeconnections:PassedToService * cloudformation.sync.codecon

nections.amazonaws.com

FEESEIFNRGE
D&M REIFENEHEEEENRD R E R IRVIRE
» codeconnections:Branch

BB R PRI 7 2B AR IFE T R AR,

R REFRERE
e BRE
codeconnections:Branch LR HREZFUTRE
» CreateSyncConfiguration
» UpdateSyncConfiguration
* GetRepositorySyncStatus
BT 5 401K R P

ZIANERT , 88, AWS CodeCommit AWS CodeBuild AWS CodeDeploy,

= AWS CodePipeline B T HA—TREEXREKN IAM AR FNAEBNHRSIX
LRBEE-BRERE, BANBHAMAN, i, AT HP -T2 E R

( AWSCodeCommitFullAccess, AWSCodeBuildAdminAccessAWSCodeDeployFullAccess, I
AWSCodePipeline_FullAccess ) #J IAM B P& &t o] LASE £ 15 18] 0 X LIRS 00 R R 6 2 1@ Z A&
A

Hitt IAM AR FIAGTNEIZRIER AWS CodeStar BHF AWS CodeConnections &R, i1t 7T
&£ AWS Management Console AWS CLI, = AWS API $i1TES. IAM B2 A HMEIEEY IAM
REg , FAFNAERTNR , MEXMIIAZENEERRRNIT API B4, AT, EEAMTFIXLE
RESHI B FE EX LR IAM AP R4,
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AWS CodeStar J& & #9 # BR 1 =451

AT BURF B M R 7] LLRS Bh I8 B 38 AWS CodeStar &4,
SE& U5 8] 4T B R B A A9 8 &N Y HE S AR

AWSCodeCommitFullAccess, AWSCodeBuildAdminAccessAWSCodeDeployFullAccess.
FMAWSCodePipeline_FullAccessFEE R DIELATIEG , AFEFAEILERFERELIHMEBEA,
ENAEP-—IMREEREHAFE TR ZNEEBHA Amazon SNS =8, HAFITRMEUEIT HE
FERUARSEEEZEERNBHAN B R EB,

® Note

EREFREKD | £4% codestar-notifications:NotificationsForResource
FEERETFRESWEAREBENE, i, ENELIHEFEK D CodeCommit , &

Harn:aws:codecommit:*,

"Sid": "CodeStarNotificationsReadWriteAccess",

"Effect": "Allow",

"Action": [
"codestar-notifications:CreateNotificationRule",
"codestar-notifications:DescribeNotificationRule",
"codestar-notifications:UpdateNotificationRule",
"codestar-notifications:DeleteNotificationRule",
"codestar-notifications:Subscribe",
"codestar-notifications:Unsubscribe"

1,

"Resource": "*",

"Condition" : {

"StringlLike" : {"codestar-notifications:NotificationsForResource" :
"arn:aws:<vendor-code>:*"}
}
I
{

"Sid": "CodeStarNotificationsListAccess",

"Effect": "Allow",

"Action": [
"codestar-notifications:ListNotificationRules",
"codestar-notifications:ListTargets",
"codestar-notifications:ListTagsforResource",
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"codestar-notifications:ListEventTypes"

1,

"Resource": "*"

"Sid": "CodeStarNotificationsSNSTopicCreateAccess",
"Effect": "Allow",
"Action": [

"sns:CreateTopic",

"sns:SetTopicAttributes"”

]I

"Resource": "arn:aws:sns:*:*:codestar-notifications*"

"Sid": "SNSTopiclListAccess",
"Effect": "Allow",
"Action": [

"sns:ListTopics"

]I

"Resource": "*"

"Sid": "CodeStarNotificationsChatbotAccess",

"Effect": "Allow",

"Action": [
"chatbot:DescribeSlackChannelConfigurations",
"chatbot:ListMicrosoftTeamsChannelConfigurations"

1,

"Resource": "*"

RIRFEE RS A AV E H B MR AR

AWSCodeCommitReadOnlyAccess. AWSCodeBuildReadOnlyAccessAWSCodeDeployReadOnlyAccess,
FMAWSCodePipeline_ReadOnlyAccessE E R BIFUTEA , AFXNBAHTRIEFE, i, ©
A E FRTERFAHEERFNEAN , BLECNE, EBRITRXLEA,

@ Note

EIEEXRED |, £4% codestar-notifications:NotificationsForResource
FEERETRESHNERERNE, 0, EWNZLIFEERES CodeCommit , E

JFarn:aws:codecommit: *,
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"Sid": "CodeStarNotificationsPowerUserAccess",
"Effect": "Allow",
"Action": [
"codestar-notifications:DescribeNotificationRule"
1,
"Resource": "*",
"Condition" : {
"StringlLike" : {"codestar-notifications:NotificationsForResource"
"arn:aws:<vendor-code>:*"}
}
},
{

"Sid": "CodeStarNotificationsListAccess",

"Effect": "Allow",

"Action": [
"codestar-notifications:ListNotificationRules",
"codestar-notifications:ListEventTypes",
"codestar-notifications:ListTargets"

1,

"Resource": "*"

H 46 E SR P Y B A AV A R AR

AWSCodeCommitPowerUserAWSCodeBuildDeveloperAccess.,
FAWSCodeBuildDeveloperAccess it ERBEIIFEUTER , ATMNARP N EEREHNIT X E A
B, wEMTHEH. L ERREANANHERRRNIFE,

® Note

EIEERKD | {448 codestar-notifications:NotificationsForResource
FEERETFTRENEREBENE, i, ENELIHEFEK D CodeCommit , &

Farn:aws:codecommit:*,

{
"Sid": "CodeStarNotificationsReadWriteAccess",
"Effect": "Allow",
"Action": [

"codestar-notifications:CreateNotificationRule",
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arn:

"codestar-notifications:DescribeNotificationRule",

"codestar-notifications:UpdateNotificationRule",
"codestar-notifications:Subscribe",
"codestar-notifications:Unsubscribe"

1,

"Resource": "*",

"Condition" : {

"StringlLike" : {"codestar-notifications:NotificationsForResource"
aws:<vendor-code>:*"}

}

"Sid": "CodeStarNotificationsListAccess",

"Effect": "Allow",

"Action": [
"codestar-notifications:ListNotificationRules",
"codestar-notifications:ListTargets",
"codestar-notifications:ListTagsforResource",
"codestar-notifications:ListEventTypes"

1,

"Resource": "*"

"Sid": "SNSTopiclListAccess",
"Effect": "Allow",
"Action": [
"sns:ListTopics"
1,

"Resource": "*"

"Sid": "CodeStarNotificationsChatbotAccess",

"Effect": "Allow",

"Action": [
"chatbot:DescribeSlackChannelConfigurations",
"chatbot:ListMicrosoftTeamsChannelConfigurations™"

]I

"Resource": "*"
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T~ ATEBRBANERE R R KE AWS CodeStar

T RGIF |, B[ AWS K H IAM AP RT3 AWS CodeStar BAIH T2 1H

FIR , MEZAFPIUEEBAANNFRAEEHINEBAAN, BFRMEBHE

B, BEREAFZAFGBM, EFRABREDNRN, XR—IPTLIFERE , EE

T. AWSCodeBuildAdminAccessAWSCodeCommitFullAccessAWSCodeDeployFullAccess,
FMAWSCodePipeline_FullAccessiEERBER TSN BHANIR, SXLEERE—F , BRBFLHE
BRFARMBIFZENEN AWS IKFHHBHAMNENANES TS EEMNRN IAM AR, B4A5A
1=

® Note

WEREEEE A CreateNotificationRule, NILEKENATH IAM BFRACRNEMA

FP#E AR AWS Ik P RiB A S E A MR E RIRZEE 622 AWS CodeStar BHIFN , B
ZAFBCSENGRXERRBEM, flan , FHEEEN A S ESEHENRNER
T3 CodeCommit £ FE 822 & & CodeCommitFL N,

"Version": "2012-10-17",
"Statement": [
{

"Sid": "AWSCodeStarNotificationsFullAccess",

"Effect": "Allow",

"Action": [
"codestar-notifications:CreateNotificationRule",
"codestar-notifications:DeleteNotificationRule",
"codestar-notifications:DescribeNotificationRule",
"codestar-notifications:ListNotificationRules",
"codestar-notifications:UpdateNotificationRule",
"codestar-notifications:Subscribe",
"codestar-notifications:Unsubscribe",
"codestar-notifications:DeleteTarget",
"codestar-notifications:ListTargets",
"codestar-notifications:ListTagsforResource",
"codestar-notifications:TagResource",
"codestar-notifications:UntagResource"

1,

"Resource": "*"
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}

T~ AT ERBEANTTEE RS KEE AWS CodeStar

FEHRHIH | BHELERF day-to-dayfEF AWS CodeStar BHIEIAPR |, 51406
BNITHEBA , EFRAFHFRESBIAENRE | GlOmEBRBAMNRE R, X
% [E T AWSCodeBuildDeveloperAccessAWSCodeDeployDeveloperAccess.
FMAWSCodeCommitPowerUser¥t & SR B Fr 12 ALY 15 18] B FR .

(® Note

HWERBEEE LT CreateNotificationRule, FItXRBNATH IAM AFRRARNEMA

FEBEI LA AWS Ik P B A AR P B RIRE R 62 AWS CodeStar BAIFN , BIfE
ZAFECENFRX LR RE Mk, Hln , PE RN AP T AESE H RN R ER
T CodeCommit £ FE 6l & & CodeCommitH N,

"Version": "2012-10-17",
"Sid": "AWSCodeStarNotificationsPowerUserAccess",

"Effect": "Allow",

"Action": [
"codestar-notifications:CreateNotificationRule",
"codestar-notifications:DescribeNotificationRule",
"codestar-notifications:ListNotificationRules",
"codestar-notifications:UpdateNotificationRule",
"codestar-notifications:Subscribe",
"codestar-notifications:Unsubscribe",
"codestar-notifications:ListTargets",
"codestar-notifications:ListTagsforResource"

1,

"Resource": "*"

}

5 : fEF AWS CodeStar BHH read-only-level KB

HEMRBIH | BEEEKS R IAM BT AWS JKF R RVE A FN
BHRMEBEARBENARTRNER. ZRGIHA T NG EREUATERTRL

ET 508 RA
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I, X% [ETAWSCodeBuildReadOnlyAccessAWSCodeCommitReadOnly,
FMAWSCodePipeline_ReadOnlyAccess#E & K R AR,

"Version": "2012-10-17",
"Id": "CodeNotification__ReadOnly",
"Statement": [

{

"Sid": "Reads_API_Access",

"Effect": "Allow",

"Action": [
"CodeNotification:DescribeNotificationRule",
"CodeNotification:ListNotificationRules",
"CodeNotification:ListTargets",
"CodeNotification:ListEventTypes"

1,

"Resource": "*"

IR F17= 5l AWS CodeConnections
LA R BB A R 7R 51 AT &S B A& E 2 AWS CodeConnections.

ETHRNMAERXL RS JSON K612 IAM ET S 0K , 28 IAM BFEE 9 E
JSON T+ L 6 2 KK

I £ CLI BIZEF AWS CodeConnections {4l &5 EEH K FKK

WIEEMEA AWS CLI 5 SDK BE&. . tricSiliBrEZNACIAFNRRNRFN L TRE,

(® Note
BEEZEREBUTRRNERE , FRBERTEREE. EFEET —8H0 FHMNER.

BEEARFEEEURAEENSIR, ERNSURERER | FERT R,

"Version": "2012-10-17",
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"Statement": [

{

"Sid": "ConnectionsFullAccess",

"Effect": "Allow",

"Action": [
"codeconnections:CreateConnection",
"codeconnections:DeleteConnection",
"codeconnections:UseConnection",
"codeconnections:GetConnection",
"codeconnections:ListConnections",
"codeconnections:TagResource",
"codeconnections:ListTagsForResource",
"codeconnections:UntagResource"

1,

"Resource": "*"

}

R EREF A 612 AWS CodeConnections BY KB

EEATERHATEREENACHAF , NEEERH AP EREREMAEBLZREFIENN
R, XBERNSRUEFEFNAEFHNERESRRE, ERFAFFEREZEEEERN
UseConnection, ERAMUTREERFESHES. £H. CIE. RicHMBRER,

(® Note

M2024 F£7 B 1B, 8455 EERE ARN codeconnections FRIEZENERE., AW

MRS BT R A B MR BREERS B H,

® Note

NFEREFACIENER , REFHBELTEEcodestar-connectionsERN RS HI

& , ML ROIFRRo

{
"Version": "2012-10-17",
"Statement": [
BT 558K e =P
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"codestar-connections:CreateConnection",
"codestar-connections:DeleteConnection",

"codestar-connections:GetConnection",
"codestar-connections:ListConnections",

"codestar-connections:GetInstallationUrl",
"codestar-connections:GetIndividualAccessToken",

"codestar-connections:ListInstallationTargets",
"codestar-connections:StartOAuthHandshake",

"codestar-connections:UpdateConnectionInstallation",
"codestar-connections:UseConnection",

"codestar-connections:TagResource",

"codestar-connections:ListTagsForResource",
"codestar-connections:UntagResource"

{
"Effect": "Allow",
"Action": [
1,
"Resource": [
"gn
]
}

T EE R R EE KB AWS CodeConnections

FEHRGIH | &E @ AWS IKFPFH IAM AR TFELIHEMNE , CodeConnections LAEiZ A 7] LA
N, EFABIERERE, XREXTLHEKE , R FAWSCodePipeline_FullAccessiEE KB, Si1ZT
ERE—  BRFERFRERARMNEZTEN AWS IKFEZEEXSEENRN IAM AF, &

"Version": "2012-10-17",
"Statement": [
{

"Sid": "ConnectionsFullAccess",

"Effect": "Allow",

"Action": [
"codeconnections
"codeconnections
"codeconnections
"codeconnections
"codeconnections

:CreateConnection",
:DeleteConnection",
:UseConnection",
:GetConnection",
:ListConnections",

ET 508 RA
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"codeconnections:ListInstallationTargets",
"codeconnections:GetInstallationUrl",
"codeconnections:StartOAuthHandshake",
"codeconnections:UpdateConnectionInstallation",
"codeconnections:GetIndividualAccessToken",
"codeconnections:TagResource",
"codeconnections:ListTagsForResource",
"codeconnections:UntagResource"

]I

"Resource": "*"

T~ BT ERATREE R BIH KB AWS CodeConnections

FEE R | BFLERF day-to-dayFE PR CodeConnections , flMNGIEMEFT EENFMAEER ,
BRATFRTFEEBIAENRE (HIOBIERERE ) BiHRINER.

"Version": "2012-10-17",
"Statement": [
{
"Sid": "AWSCodeConnectionsPowerUserAccess",
"Effect": "Allow",
"Action": [
"codeconnections:CreateConnection",
"codeconnections:UseConnection",
"codeconnections:GetConnection",
"codeconnections:ListConnections",
"codeconnections:ListInstallationTargets",
"codeconnections:GetInstallationUrl",
"codeconnections:GetIndividualAccessToken",
"codeconnections:StartOAuthHandshake",
"codeconnections:UpdateConnectionInstallation",
"codeconnections:ListTagsForResource"
1,

"Resource": "*"
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5l . £ read-only-level X E& AWS CodeConnections

2

FELRFIH | BB EK S R IAM AP R T EKS P EERN RRTGRNER. AWS ZRFI5 8 T 40

ASIERBA AR TEET XL,

"Version": "2012-10-17",

"Id": "Connections__ReadOnly",

"Statement": [

{

"Sid": "Reads_API_Access",
"Effect": "Allow",
"Action": [
"codeconnections:GetConnection",
"codeconnections:ListConnections",
"codeconnections:ListInstallationTargets",
"codeconnections:GetInstallationUrl",
"codeconnections:ListTagsForResource"

]I

"Resource": "*"

R EAVpeld E T XRARFIEH VPC R

EUTROIF , ERASMEARVpeld E T X R A/ ENN I BHERERFEEF/EE VPC BIEH L,

"Version": "2012-10-17",
"Statement": [
{

"Sid": "VisualEditor@",

"Effect": "Allow",

"Action": [
"codeconnections:CreateHost",
"codeconnections:UpdateHost"

1,

"Resource": "*",

"Condition": {

"StringEquals": {

"codeconnections:VpcId": "vpc-EXAMPLE"

ET 508 RA
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AL HIZT AWS CodeConnections &R Y i (8]

PRETTLAMINEIE IR |, Al AN EREAZFREWN RS . £+ AWS CodeConnections , BIR [ AHE
BE  BERETUEERE, EEI2 IAM RN | B A FERARSRHERIEFEILT

- ETHRFECSANRE , BERF TN EERFNITERE.
o BREEFRZE A AR REN ERPRIE,
- BENREREDREFRPEM.

AT RBIER T I E KB+ AWS CodeConnections A P I8 ERZE &M,
Example 1 : ETFERPWIRE AR TFERE
UTRERT AP EPQEREZNANE AWS CodeConnections,

A, MRFRIEE—NE R Project W HE ProjectA BIFHRE , M E A CreateConnection
M TagResource ®¥E, (aws:RequestTag FHEATEFITLUES IAM EFREEWLIRL, )
aws :TagKeys &HHRIRIEX 5 K NE,

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"codeconnections:CreateConnection",
"codeconnections:TagResource"

1,

"Resource": "*",

"Condition": {

"StringEquals": {
"aws:RequestTag/Project": "ProjectA"

.

"ForAllValues:StringEquals": {

& AFRE IR 41X AWS CodeConnections & JR#91 ] 245
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"aws:TagKeys": ["Project"]

Example 2 : ETFRFEREATERE

LT REEF AP X AWS CodeConnections B & IRIIT
AL, MRZEEEEEZN Project, EFN ProjectA WHiRE , T

BRAF DU IR BV A X5 BV BR
R EERE.

( aws:RequestTag FABER T T LAUET IAM EHRMEZEBLIRL, ) aws:TagKeys FH4HR

RERX S RNE,

{
"Version": "2012-10-17",

"Statement": [
{

"Effect": "Allow",

"Action": [
"codeconnections:CreateConnection",
"codeconnections:DeleteConnection",
"codeconnections:ListConnections"

1,

"Resource": "*",

"Condition": {

"StringEquals": {
"aws:ResourceTag/Project": "ProjectA"

b

"ForAllValues:StringEquals": {
"aws:TagKeys": ["Project"]

fsE P2 & P RV B8 R A E 2

BEHAR KA E T CodeBuild, CodeCommit CodeDeploy, #1 CodePipelineiz#|& s |

BRHaN RE SMERE, BEEEEHEPHNER ,

URFRET
BN X LRSS A EF — T E R

£/ #Hae
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REMLMEE —ARENR, XENRLAA TR EMEFTEXE AWS Ik FH AWS CodeStar
JBENIH AWS CodeConnections BRI IFMEL . MREZCENET S ORI LELFIFENKENRE
i, WEEAEBZEBAEME (IAM AFRSRAR ) EEETEGAE. BXET AWS CodeBuild,
AWS CodeCommit AWS CodeDeploy AWS CodePipeline, Fi7E4XPR ( BIEX X L A HY 15 R X
BR)MEZER , BSHAUTER :

+ CodeBuild: }£T 5 3 # %k A T CodeBuild
 CodeCommit: HE T S5 HHIEMKAT CodeCommit

« AWS CodeDeploy: 5 1316 53 AWS CodeDeploy
+ CodePipeline: £ IAM B3 17 15 7] 32 %l

AWS CodeStar BRZ B XA AWS REXREE, N TREXBAIEENIHRNR , BA4H N EES HH
HP-TRFNAEMIEERR  IBLLNVNEETERTAFISENNRRAIKRE , REFIX
LR MBFEEXENRNAF, A8, BXRESZEENRY , ESENT :

- 76 ATEBEBANEE R RFKE AWS CodeStar

« R BT ERABEAR ST E KA K AWS CodeStar

« Rl : A AWS CodeStar EZIH read-only-level F BE.

AWS CodeConnections X E{E{ AWS L EFRE, B LAERARBEMIBENRAS , Hl0 , ATFER
FE A PR AP iF A BUR R AR .

BXREZER , FSATIRNE :

1l BEERARBNEEREE AWS CodeConnections
« Rl . AT EANTEERAKE AWS CodeConnections
« 5 : {EH read-only-level® R AWS CodeConnections

BEFAXAA AWS CLI 5 AWS API B A F R TFEHEENER. #R , ILFHRSEZHRTH
API R AEAE LB RY R

ARTAFEERMRIIBE S KRR

ZORBIGER T IS Rl EE |, BAARYE IAM AP EBEM NI EAS SO NERNIEE R, R
DIEEEFE LR AWS CLI X AWS API SRR 5 R 5T R LR ER AR
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{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

.
{

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

}
]
}

WEEHERR AWS CodeStar 41, AWS CodeConnections & 10 #1177 [a] fX R

FRUTEETEBEZHANEEEFLABEMN IAM A2 E 20 E N [,

FB

s REEHEAHAFEATFHMAFRIEN

o EAIET — Amazon SNS FEHFERMABEHMNUEBE IR , BERBXERBIEXEHE T4
o RAE AW AWS Ik LU E A A 5B R B AWS CodeStar @& H AWS CodeConnections & R
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BREEAHAFTEATHMATREA

EAYFHEM A E AWS CodeStar & &1# AWS CodeConnections , #4706 FEE 15 B A R HAH
EFEFNR. MRFEHA AWS IAM Identity Center EE A R MM AR , WA LA[M AP S4E 2 B AR
EXRENHIBRNBRRD. NRESCEHICE IAM XBHFESBELEARBBARFXEKN IAM &
&, BXEZEER , 50 (AWS IAM Identity Center FAF1ER) HHNRE,

WRARAHEMA IAM Identity Center , MARAFBEIFRIVARSINAREFLIE IAM 2k ( AFRHA

), ARG, BATCNKIEMINRISE | LUEE AWS CodeStar & &1 & @) 44152 F IEFRIRER AWS
CodeConnections, B FNRE , AAFPIINARFF XA RRERHREILE, IS ERXEEIETR
AWS, ETHEXMZE IAM AR, 4. KRBNNXRBRNEZEFER , E2H (AM AFERE) 91 IAM &
1250 1AM H Y SR BE R R o

BX AWS CodeStar BHINEEEE , 55 FAWS CodeStar & £1HI AR F R4,

HEIET —1 Amazon SNS TBHFEMIABHAN B4R , ERERBERIBEXEH
#Y 8 F- BB 4

RANTEREXRBHNBL |, EBAFITE—NEME Amazon SNS EBHERNBAHMRNWBE IR , HFEEW
BB BB 1k th AT 5 Amazon SNS &, EHEE Amazon SNS FEM A , FREUTAR :

« ¥R Amazon SNS FEEBEHMNHAN L FE— AWS Xig,
- REUBREVEFHRENEEITHAIEBNER , HELEHIATE, BXESER , BSANL

Ll ==

i 21T @ %) Amazon SNS £,

- BIACERETERELL Y AWS CodeStar BAIEZEBHEEBH, ZEBRBENESRLUTFUT
ANARFEER :

"Sid": "AWSCodeStarNotifications_publish",
"Effect": "Allow",
"Principal": {
"Service": [
"codestar-notifications.amazonaws.com"

]
I
"Action": "SNS:Publish",
"Resource": "arn:aws:sns:us-east-1:123456789012:MyNotificationTopicName",

"Condition": {
"StringEquals": {
"aws:SourceAccount": "123456789012"
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BEXEZER , B RE,

W

FAE R AWS Tk P AR E B A R FKAY AWS CodeStar BAIF AWS

CodeConnections’®JR

AR —-1MAE , UEAMKSFPHNAFREALNNARTUERZAGKILRIEN TR, &7
BIEEEESEY , AURAARG, X TXHET R R EZEHFIER (ACLs) WIRS , BN
158 PR 3 L5 SRl 1) AAT1 4R T 1 8] S8 B BR VAR BR

ETHMEZER , BSHAUTHE :
« E T AWS CodeStar BHIFEZ AWS CodeConnections XIFiXEThEE  FS T A T EZ&E &

FEVSEIN S IAM BLS o
« ETRNMARHTEHEAENERNFREINE AWS KF | HS5E IAM AP EETrEEEa AWS
K B2 — 1AM B PR RRER.
« BTEIMEE=HREENEROERISE AWS IKF |, B5H IAM BFRERTNRE=51R
HiFER. AWS Ik
- ETHRUMBESSMRKRERIERMEHRINIE , 28 (AM AFERE) PR ALEABE BRI
BAF ( BHRBEERIE ) BEFRINER,
- ETHREAACNETRRNRHATERFFRIZENZS , H2H (AM AFERE) F8 IAM
PR EIK R R A .

A AWS CodeStar BHIERA RS HEHXAE

AWS CodeStar @11 AWS Identity and Access Management (IAM) fRSiHx< A6, REHEXAR
E—MIaSm IAM At | BT AWS CodeStar BAl, IREMHEAXAEH AWS CodeStar BHTFE
X, BFZREREREFARAEAM AWS RSAMENFIENR. £ X2 BN N ECBLEHE,
BV BRAR,

REHEXBETTUERNMIZE AWS CodeStar BA , RN EFLFIHRMINE. AWS CodeStar &
HEMTHRSHEX<BEHUNE , RIESEENL , BN RE AWS CodeStar BHAFsEERAE®, &
VYR SIEEEREANRRRE | M ENRRETEEM BT E 4B IAM K4,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
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EMERBESHEXAE , BATERBREMEXT R, XALUURI EH AWS CodeStar BAITR , BHE
FREFT B AP BR 15 1R L 3R AV I PR

BXXERFHEXAGHEMERSHNER , H2H5 IAM BEEEANAWS S5,

BHIB RS XA ENE AWS CodeStar

AWS CodeStar @ H{#H AWSServiceRoleForCodeStarNotifications FREHEX AR EZT BT .
ENEHNERER , HOEBEENWBEHRAZEA,

AWSServiceRoleForCodeStarNotifications FREZHAXABEEUTRERRAZAR ;

« codestar-notifications.amazonaws.com

A e REM T AWS CodeStar BHIEEER IR LR TERE

« #4E : CloudWatch Event rules that are named awscodestar-notifications-* L
B PutRule

« 124E : DescribeRule £ CloudWatch Event rules that are named awscodestar-
notifications-*

- 184E : PutTargets £H CloudwWatch Event rules that are named awscodestar-
notifications-*

« 184E : CreateTopic & create Amazon SNS topics for use with AWS CodeStar
Notifications with the prefix CodeStarNotifications-

« 84 : all comments on all pull requests in all CodeCommit repositories in
the AWS account E£AY GetCommentsForPullRequests

« 4E : GetCommentsForComparedCommit £/ all comments on all commits in all
CodeCommit repositories in the AWS account

« 4 : GetDifferences £# all commits in all CodeCommit repositories in the
AWS account

« 124E : GetCommentsForComparedCommit £# all comments on all commits in all
CodeCommit repositories in the AWS account

- 4E : GetDifferences £# all commits in all CodeCommit repositories in the
AWS account

« 124 : DescribeSlackChannelConfigurations £# all AWS Chatbot clients in the
AWS account
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
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« #4E : UpdateSlackChannelConfiguration £ all AWS Chatbot clients in the

AWS account

« #4E : ListActionExecutions £#Y all actions in all pipelines in the AWS

account

« #1E: GetFile £# all files in all CodeCommit repositories in the AWS

account unless otherwise tagged

#8] LLfE AWSServiceRoleForCodeStarNotifications FRE FH< AR KBS F BH b & B X tEi2 1k,

"Version": "2012-10-17",
"Statement": [
{

"Action": [
"events:PutTargets",
"events:PutRule",
"events:DescribeRule"

]I

"Resource": "arn:aws:events:*:*:rule/awscodestarnotifications-*",

"Effect": "Allow"

"Action": [
"sns:CreateTopic"
1,
"Resource": "arn:aws:sns:*:*:CodeStarNotifications-*",
"Effect": "Allow"

"Action": [
"codecommit:GetCommentsForPullRequest",
"codecommit:GetCommentsForComparedCommit",
"codecommit:GetDifferences",
"chatbot:DescribeSlackChannelConfigurations",
"chatbot:UpdateSlackChannelConfiguration",
"codepipeline:ListActionExecutions"

1,

"Resource": "*",

"Effect": "Allow"

5 AWS CodeStar BAFEARSHERAER
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"Action": [
"codecommit:GetFile"

1,

"Resource": "*",

"Condition": {
"StringNotEquals": {

"aws:ResourceTag/ExcludeFileContentFromNotifications": "true"

}

iy
"Effect": "Allow"

[a

BYMEENR , £ IAM K (AR, AFAR ) 012, FEIMBRRSHEXAG, BXESE
B, B2 (AM AFERE) PRRSHEXABNR,

NBEHACZEIRSZ K< AR AWS CodeStar

BLEEFHEUBRBREZSHEXAER, BUEAFAEIEZEH AT AWS CLI SHHY
CreateNotificationRule API SDKs R8IZBHHMN, Eth ] EREAR APl, LB ERAMFSE | &

SNERRRSFHEXRAR,

MBEBIBRIZBEZHEAAE  RAEETERME , AUUEAERREERK,FRESMIBYAR, &1
LEATFAEITE#E4AE5K AWS CLI SF 8 CreateNotificationRule APl SDKs RaIZ @M N, &H1
AILAE#EER APl, TR ERMMSE | BaNBeEBRSMEXAG,

REB MRS HEX B E® AWS CodeStar

IERSHEXRBRE BT EEREEN , RN TRESHXASIRZAR, BR , BUER
IAM REAEHR, BXEZEE , FZ0L IAM AFEEHRNRERSHEXAE.

1 B 3@ £1HY BR S5 4B < A& 8 AWS CodeStar

NMRETFTBEEFAENEERSHEXACHIETRS , RMNBWERRZAR, XBEFRIEXR
BMEDERHEFWAREAEME, BUMEBRBFZHEXBENER , RETEENFEMBR. XF AWS
CodeStar BH , X ZWREMBRE AWS Ik FERARS EEWREBEHNAN,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#service-linked-role-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role
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® Note

WMREZHAMERARE AWS CodeStar BHIRS EHEERZAE , MPERATESEXK. WREA
EXHER  BEF/LOHRER,

MIEREA R AWS CodeStar @ £1'& R AWSService RoleForCodeStarNotifications

1. fEhttps://console.aws.amazon.com/codesuite/i% B/ AWS BHFITHA A A& T ERFA,

@ Note

BHMMNERTZBAANN AWS Xif, MREESNH AWS KEHBAAN | FE
AXEIERFIRRER AWS X,

2. ERIRHDHIANAEBAAN | REEZERER.
3. HELEIBBHANFRE AWS KEFEEXES R,
EHEA IAM BRESHEXAE

R IAM 25| & AWS Identity and Access Management API il Bk
AWSServiceRoleForCodeStarNotifications fRFZHK< AR, AWSCLIEXEZEER |, ESM (IAM A
F1Em) FHMIBRIESMEXAE,

AWS CodeStar BHRZHKRAEZEFNXE

AWS CodeStar BHAIZ IS EEEMBRESWAE AWS XiGFFEARSHEXxAR®, BXELER , 3
FAWS X1z Fl& 5% T = A R AWSCodeStar &4,

RS HEAXAEHET AWS CodeConnections

AWS CodeConnections £ AWS Identity and Access Management (IAM) fRE XA E, RS
AR —TMEZEREXEKN IAM SEK4FRAE, AWS CodeConnectionsfRFZHEX AR RSTE
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{
"Version": "2012-10-17",

"Statement": [

{
"Sid": "AccessGitRepos",
"Effect": "Allow",
"Action": [

"codestar-connections:UseConnection",
"codeconnections:UseConnection"

1,

"Resource": [
"arn:aws:codestar-connections:*:*:connection/*",
"arn:aws:codeconnections:*:*:connection/*"
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"Condition": {

"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"

AWS CodeConnectionsAWS 3£ & KRB E 5T

#&=E AWS CodeConnections BiZRS B BERIXLEEHRUR AWS HEXKBEHMIFAEE. BERE
EXUETETENBEINEEE , 1T “ AWS CodeConnections X #4711 %" TWE LM RSS feed,

B R
AWSGitSyncServiceR AWS CodeStar Connectio
olePolicy - EHTH KB ns RFEBHEELN AWS

CodeConnections. EFi T A&

PANBRSS B4R ARNs B BREY

FEE,
AWSGitSyncServiceR AWS CodeStar EZERN T iZ
olePolicy : ¥ H BR,

2024 54 A 26 B

2023 £ 11 A 26 H

AWS REFKH

258



FRIEEZEE RAriEmE

EK iR B
BRFNRUARVFEERAFEA

Git BEZENE T Git WEMEE
HITRL,

AWS CodeConnections Fr#8  AWS CodeConnections FF#88 2023 £ 11 A 26 H
BREEXR BRHE AWS TERBNER,

AWS CodeStar BHHEH I UEF AWS CodeConnections

BXRBESAITLEE AL AWS RFFIXR , BSHAREAN TS HTERNHWAWS BF. BX—HK
B8 , 28 AWS MM itl.

BOLAERTEHE=Z S FITIRE AWS Artifact, BXEZEER |, 5SS RE Artifac t B AWS FEiHR S,

EIEEH AWS CodeStar BHIF AN TEEUR T ENHIBENBRME, RATNENBIRUARERAN
EEMZEM, AWS CodeConnections AWS £t T U TR RFHEBISSTEAMM -

- ZEE5EAMREANEE — XEHBEFAIMEC TRIESEM , ARUTELHBEUAZEMHNE
MUENERNEERRN SR, AWS

- AWS EMER-L THEFNERMESTRER TENTLRMARAEX,

« AWS Config— % AWS RRFITEEMN R RRELE S ARE LFEAHRE. TULESHHIZEM.

« AWS Security Hub— It AWS RS A2 7 BN EZ SRS AWS | BBEREEE/FELT LTI
FrREMSREXER,

AWS CodeStar B Z#y 3 M F AWS CodeConnections

AWS £IKERIRERE LS AWS KEMATAXEEN, AWS XERHSMERENREN A
X, XETRAXBEIKIER, SELENSETRNMNEEE. MATAX , ST LRITHREETH
XzBTZHhiit Az XNREEBHNNARFNREE. SEENENHS M REFOEMBELEL
TRAXERESHITRAE. REENTT B,

BXAWS XEMUAXNWESZER , 5SRAWS = EREmIZHE,

- BAMMNREHEGEZE AWS X ] R, WREFSNPEANAN AWS X8 , FEAXBIERERES
AN PRBERHN AWS X,

EMMERAE 259


https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://aws.amazon.com/quickstart/?awsf.quickstart-homepage-filter=categories%23security-identity-compliance
https://aws.amazon.com/compliance/resources/
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://aws.amazon.com/about-aws/global-infrastructure/

FETEBHA A m
« AWS CodeStar & &1t L & #h 5] 2. 38 H Bk S5 (Amazon SNS) Simple Notification Service EB{EH

BAMNE B R, X8, BXER Amazon SNS TEMBHAN BN ERTREQFRELERER
AN B X2 ShE AWS XA,

“BE” N “ AWS CodeStar BH” AR EM LTS AWS
CodeConnections

ERIEERSHITHEE , AWS CodeStar BHIF AWS CodeConnections % {Amazon Web Services :
ZEREMR) ARPHERE AWS RN KL RFNRT,

IBEILAER AWS E A MY API A AWS CodeConnections @33 M 41517 AWS CodeStar &4,
BEFRMLNZFERHERZEMEPI (TLS) 1.0 RESHRE, BERFHEXNEZREEZTLOAIRE

( PFS ) WZBEH |, Hli Ephemeral Diffie-Hellman ( DHE ) 5% Elliptic Curve Ephemeral Diffie-
Hellman ( ECDHE ) » AZHIMKRREZFXLE,

HERTHRIZR ID URE IAM ZEREAXBKHNBZRFTRZARSBER#TER. HE , BLUEAH
AWS Security Token Service ( AWS STS ) £ R Ifit Z £ FIERITFERFIITZEE,

E X AWS CodeConnections ‘&R 2 BN HRE

MREFEAERNDREREREN TR , WRRERZHHIETRNEEEREM RS H 1 X 2 S 76 MLk
BEREERREXNES , NERRIEM AWS XiF AN AWS XI5 #h X A Ay R FIRE T
T, XA TRESZRIFOE SN XY R TR E .

BXEZER |, BESHR AR ELIKEIR AWS CodeConnections.

(@ Note
MREBERAEZIBENTERESANXEFRNRERE AEE , RIS E#EFLERERH
FANAHEL.,

XNFEMMERE AR XE (HIRmX (K= ) Xig] PEUNEE  BRIONR2EZXKEHPEF
g ML ZEENES

Emgzet 260


https://d0.awsstatic.com/whitepapers/Security/AWS_Security_Whitepaper.pdf
https://d0.awsstatic.com/whitepapers/Security/AWS_Security_Whitepaper.pdf
https://docs.aws.amazon.com/STS/latest/APIReference/Welcome.html

FRIEEZEE RAriEmE

EEENR-EORE

FREIEEGHADPHERZRDEAL TSN AWS BREEINE=FFERBE, 2024 £F3 298 ,C
AWS CodeStar onnections E& . AWS CodeConnections A FEH R T ER BB ZEEN TR
72, MR EEXELE B REN R FEREEEESIT,

FER, KIRATHR, BEATmNEARHIBRETER , BXEEHFEHMEXM,

@ Note

AU EHFRS B T2 codeconnections&RINITIRE, EFRSIB T RE RS
E&R ARN codeconnections FffH. codestar-connectionsRSS BIZRHYIREEIR
MATHAH, £ IAM REEFIEERERN , REBREEES T RVIRS 512 TE,

(® Note

M2024 £7 B 1 B , #8458 FE R ARN codeconnections RH|EESMNERE, HEHW
MRE VBN R RIFAELE RERH AT,

EEwBNRSZ IR
E$E APIs FEREmBMWRSHIZ | codeconnections,
EfE CLI SR ERATFMNREIER , BFTIHMMmAE 2 AWS CLl, LA TRFEEHIENGS RH,

aws codeconnections delete-connection --connection-arn arn:aws:codeconnections:us-
west-2:account_id:connection/aEXAMPLE-8aad-4d5d-8878-dfcab@bc44lf

£ IAM R EREIRE
IAM FHYIREFERFTN ISR , WA T REIFFR :

codeconnections:CreateConnection
codeconnections:DeleteConnection
codeconnections:GetConnection

BEERBHNRS IR 261



FRIEEZEE

RAriEmE

codeconnections:ListConnections

# IR ARN
BIR A E 5 AR — N0 ARN -

arn:aws:codeconnections:us-west-2:account-ID:connection/*

SN RS B ERK

NTUTRS , REALKBHERBFARERTNIR, SOTUAERNBHRSAGKKIUER

VR |, B R4S I 1B BT R 0 2 R SR B

« CodePipeline E P ENRFZABBER
« AWS CodeStar [RE A BAWSCodeStarServiceRoleK Mg

¥ CloudFormation &R
EfEA XL AWS CloudFormation ‘RIRH#TIERE , FEFWARTH. RERRDEEEXF.

« ¥TAWS CloudFormation®&jR%& ¥ AWS::CodeConnections: Connection, &5
B AWS::CodeConnections::Connection € CloudFormation AFE®) -

o X FWMAK AWS:CodeStarConnections:: Connection ‘&R, &5
EAWS::CodeStarConnections::Connection € CloudFormation B FE®E) -

IR ARN

262


https://aws.amazon.com/cloudformation/
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-codeconnections-connection.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-codestarconnections-connection.html

FRIEEFAE

RAriEmE

R EVIE AR

TRTET W R T E2EH A RAH X,

« AWS CodeStar @# APl kR : 2019-10 -15
« AWS CodeConnections APl kx4 : 2023-12 -01

TE

FH VPC KT &M4Z4A IDs

ANDORS I 7= o ) H Z R X
I

5B T SAVAN D0 AN 3B I 84328 40 7] 45
PR P K P SR R RV IE SRR 1B

=
70N

B T EEEE R service-|
inked-role

oL

&R LAE R Vpeld R REE
GitHub &Ml R 5585 M GitLab
BEEENAIEN B RNR,
FHBARTEBEFINITS A
BEREFREHNUERIEER
VPC ID XxHKEE. BXE
ZER  FEH EE RS
Z,

B LURHE RN R IR# AT
EEMEE AWS Resource
Access Manager , B A LATEE
Mz BRHZEE AWS K,
BEXEZER , BZHAEH=E
EEEE AWS IKF

BRM SR EECERN
BAIE B $ % 5 a0 4] 5 A P bk
PRARESER, ESLE
BUEE, EENASAR
BafEA , URELZENREM
B IFALAEENMENIR

E., AWS CodeConnections

BSHAXABER Git 5 Git f7
fEERY Git VIEERK S H
X3 BA WA IR S B4R Y B R

B #

2025%3A13H

20253 A6 H

2024 12 A9 H

2024 54 A 26 B

263
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https://docs.aws.amazon.com/dtconsole/latest/userguide/connections-create-gitlab-managed.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/repositorylinks.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/repositorylinks.html
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https://docs.aws.amazon.com/dtconsole/latest/userguide/using-service-linked-roles-connections.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/using-service-linked-roles-connections.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/security-iam-awsmanpol.html
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https://docs.aws.amazon.com/dtconsole/latest/userguide/connections-create.html
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https://docs.aws.amazon.com/dtconsole/latest/userguide/infrastructure-security.html
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https://docs.aws.amazon.com/dtconsole/latest/userguide/connections-tag.html
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FRIEEFAE

RAriEmE

VPC i Sz F %

8 GitHub F1 GitHub il =

REmRRE

WINT GitHub )l RS 2a R 44t

EFREMENEIR

ANI0 T B R AE A MR IS R

B8

MEJUERSEZER VPC
mR. BXEZER , FS
EAWS CodeConnections #
0 VPC K% & (AWS Priv

ateLink),

M , B LBE S GitHub A
GitHub )l =HERE. BXRE
ZEE , BEHMEEEN
BiE#E GitHub,

BXREENENERNERS
WMEIAREES, NE , &7
LLeI2 5 GitHub 1 IRE35
Wik, BXEZER , FS
FAREENEAEN., X2
FRIEZEHEERFIEREPE
EIhEER — AR T A AR

BxEEEFIEREINENE
BEeMmEExEmp, &7
DEFERZ. AISR, a8F
TERBEANNESE | XU
Relg., EFFFCEEN
TR, BXEZER , FS
R ARERE, BB,
EEAN SIEERE. %
£, EERHST. ‘Ren
AWS CodeConnections, “i%
Eig. “SEME M AWS
CodeConnections API il Fi &
f# A AWS CloudTrail, &
BEHMREMERE (XRNR
IRME ) MIIR , BSHMEM
#I R 1E ProviderType,

2020 £ 11 A 24 H

2020 59 A 30 H

202066 A 29 H

2020 6 A 28 H

266
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