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U

ERHESNHEETS , %EF A Amazon RDS e L&,

RE

EBRS : Amazon RDS #4 , i£F £ LA1E Amazon RDS 2 #| & FF Bt sE N ##,

BXEZEE |, ESH (Amazon Aurora AAF1ER) RWVF B FAAMEEN# , % (Amazon RDS A
P8R RV S Fo< A 1 8E ML g o

79 DevOps Guru Bt EE AT RDS #9757 SR B
Eit A5 DevOps Guru for RDS | ftf 143 E L TE— KSR -

« AWS EE KB AmazonRDSFullAccess
- RTFMITUTRENT - IEE R

* pi:GetResourceMetrics

* pi:DescribeDimensionKeys

* pi:GetDimensionKeyDetails

BEXEZEER |, 5 (Amazon Aurora AFIER) FWVELEHEEN AV IH R K EE , 5 {(Amazon
RDS FAF#8/) FHIEEMEEN f#FY 175 17 SR B o

¥ Amazon RDS $#EFE=H1R 1N E &8 DevOps Guru B&=SEEH

& 1] LATE DevOps Guru ##| &3 Amazon RDS 2% & &L & DevOps Guru RIS EH Amazon
RDS ¥iEE,

£ DevOps Guru BH| & , BT LUERLATIED

- EMKFRFIFF B DevOps Guruo X2EIAE. HBIEFLEIETRS | DevOpsGuru £ #T &Y AWS
Xi# M PrrE i AWS FiR AWS Ik | G3%F Amazon RDS #iEE,

« 73 DevOps RDS # Guru $§%E AWS CloudFormation 4%,

BXEZER , 55H #H AWS CloudFormation ##% k1R 3| DevOps Guru N R FF KRR
« #%i2 Amazon RDS &R

HEREDE S AWS BRI BE LB ERE, ERARSKIMRAMKNARFN AWS BiR. RJF ,
BRI ETRIFE  WERERLNNARF RN SE., ENEFNAEFPH Amazon
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RDS #RERA AR , 9 Amazon RDS EFRIRZA[N—NE , HliiDevops-guru-rds., BXE
ZER |, HSR FAFEFRIZS DevOps Guru M AREF P ER.

® Note
4 Amazon RDS B RNIAR SRS , S0 Bife e SR 6 T A R B AR IR

ZEM Amazon RDS ##| & E A DevOps Guru %12 |, S H1E RDS ##| & 3T FF DevOps Guru, &
SEE , EM Amazon RDS ##|A B A DevOps Guru , B4 TERAFRE, BEXNMENESZER , H3H
the section called “fF AR L 1R 5 B R F RV /R,

2 #F Amazon RDS F I F &
¥ DevOps Guru for RDS E#HIHRP X A HEEREN , BEESHRTUTSER .
1. ¥£ DevOps Guru U RMRFEE N, DevOpsGuru for RDS R T # 3 ME 3 WE,

BEXEZER , TSR EENLE,

2. & AWS/RDS BRI FRE,

BEXEZER , FERAEEHIRE NEEEZIRE,
3. E& DevOps Guru SA3REX RDS 21,

BEXEZER  B5H BEEWN.
4. WERHFEERFINSITRRL , BREBRVEEREFTBHI,

BREZEER | ESH (Amazon Aurora AF1ER) VISR Amazon Aurora BRiEEEE B RV 15
M {Amazon RDS A #ERm) F Y& Amazon RDS KAl HEFR.

EENE

1518 DevOps Guru B#IA K “ILEE TH , EXRBF M NE, NBE | B BUNFIRFIEFE—N
N LEFFANER, BWARERZNENEZEL,

EE-1TNE

1. $TF Amazon DevOps Guru &% , Mt https://console.aws.amazon.com/devops-guru/e

2. $FTSMER , REEELE,

1£ DevOps Guru F4t# RDS FHI R EER 40


https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/devops-guru-for-rds.html#devops-guru-for-rds.configuring.coverage.rds-console
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/MonitoringAurora.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/MonitoringAurora.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/CHAP_Monitoring.html
https://console.aws.amazon.com/devops-guru/

Amazon DevOps Guru AriEE
3. ERWEETFEFEHINE , REREHEFEINHE,
4. BEFE-NLBENER , RS EREESIRE LR

HERFEAN N RE,

ENEEF | EBOLIEE Amazon RDS BRINFE, A NERENRSENRSD , TUEETEME
NEE%HNREYIR, EE—EPBoERSERERNEEEANEHNER, B#INBHINERRRES
ANHBEMHNNEH , EF3EEXFENEFAEE,

EEN RDS A FENHEA TN
LB , RATARZREE , IIREVEX Amazon RDS #¥E L AIH 1 4 0 F 2 1,
WASMLGERTIFE T MaER #"# Amazon RDS BiEEXH,

RAMREREFERE

—

ER@EREL , REFREKEH AWS/RDS HIREIER.
2. BRBEEBFAES.

HIFEHAEEREH. RBEUBEELERETL  ADERFE R, TEREMARHN , 26
BERANNTELRENRE.

3. (") MRSANFRERZINEME , WMRE NI 5 & FERE - N TRV EIR.
Bl J5 18 F] SAH B AR T E A AR BB 0 B9 BE B o

FENEHMNRSBREBERR, 39 54T Amazon RDS HiEESLHIERIMNEERE,

Database performance anomaly: prod_db_678 i
Resource overview Go to application view for 6 related anomalies
Resource name Anomaly severity Start time Duration
prod_db_678 Mar 07, 2021, 14:32 UTC 3 hours 2 minutes
DB engine Anomaly summary End time
Aurora MySQL Unusually high DB load, 7x above normal. Ongoing

Likely performance impact.
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Mo BEUTFE

- BFREHR — BEFENBEEXRGNER. ELRHIP , 2R RS Nprod_db_678.

« BEELZE - BIFRENBEEIMNE. FIRGATH , 522 Aurora MySQL.

- FEFEM —HEREXNTONAEZWAINE, TRNTEMSES. PHE.

- RERE —XNHENEERER, AENHERREEAHRES.

o FraREMERETE — FEITEMERNETE, MRERMEANFE , WREDERE,

« FEENE — RETHINSENE, R RES  REFEEE  S2HIT 3 /et 2 24,

FEER
FEEHRBOLETRRRE  WABETFNERS —RFE, JLRRRFER N BIEESIIET N —MHK

A&,

Primary metric .
DevOps Guru for RDS detected an anomaly in your database load. The metric measures database activity in average active sessions (AAS). Slice DB load h"’ Wait events v Last 6 hours

Database load (DB load) Average active sessions (AAS)

(db.r5.4xlarge, 16 vCPUs) 30

24 (6x spike) info 25

Sews =
20 H T
Typically: DB load up to 4 1 III III III III II
5 e e e . . — pn—
LT H LR LR T LR
Mar 7 11:00 Mar 7 12:00 Mar 7 13:00 Mar 7 14:00 #32 Mar7 15:00 Mar 7 16:00 Mar 7 17:00
Time (UTC)

B crU W io/table/sql/handler M synch/rwlock/innodb/hash_table_locks = Anomalous DB load

[] High severity anomaly Max vCPUs
View in Performance Insights E

EMEREHRTEXRZABENESEAES . EURAP  HEISUTEE -

s BIEENE (DB AH ) — BREHEABEEAT RS, “HELB PHMENIEIREDBLoad, iZ
Bt E £ M2 S# CloudWatch,

+ db.r5.4xlarge — BIBEEHIZE, v CPUs WEE ( EAHID R 16 ) WA T FHE5ERLIES (AAS)
KPNEL.

« 24 (6 f5IEE ) — BEEAE , ENEBRENEEBERANNFIEEDSE (AAS) HEXREBE, A
It , EREHRENEMAERE , HIEELFEHEE 24 NAFLTEIRS. BEEMAHRIZEHIE
EREEAEDN 6 13,

o B BIEEAEEZ N 4 — BB TEAZHE AAS HENBREEASERE, B4 RR, £LE
HIREE | EEASLENE , EELFIEE 4 MREDHLFLTFHRD,
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RANBRT , ABERBESEHHTIR. XERE , X TERFHENRTY , FANEERERT
SREFELSABKRSNEEEN iiﬁ?lﬂ%ﬂﬁtﬁ‘ﬁ’ﬂﬁ#l‘ﬁﬂ (48), FERIERTERETSH
ZRRZSNEFEN

« CPU
« I0:wait/io/sql/table/handler

Xt F Ut Aurora MySQL 32 , L RERSHEHINNRBLEEERTRES, NF 7 HOMAER
Amazon Aurora PRV EFEHRKBILERE , BSE (Amazon Aurora AAF1ER) FHIH Aurora
MySQL AL EFEH4FHR Aurora PostgreSQL 1E{L E:FEH, B 7 B U{7E RDS for PostgreSQL A
FREFEHAEMEE , 23R (Amazon RDS AF1ER) VA RDS for PostgreSQ &5 =4t
TRE,

FRIEFR

BMXERSDIET ETYNRE  XERERRARRETNESARI, XERIEH T HXMREREN
Hﬁ?i"{ﬁ/lﬂ\o

Related metrics (2)
When your DB load is high. o etrics often <e these metrics to help our perform - 5m 30m 1h &h 12h 24h  Custom
When your DB load is high, other metrics often show anomalies. Use these metrics to help diagnose your performance issue

Q

1 &

Timeline (UTC)
Metric name
Mar 7 11:00 Mar 7 12:00 Mar 7 13:00 Mar 7 14:00 Mar 7 15:00 Mar 7 16:00 Mar 7 17:00

CPU running tasks

Currently: 162 processes ( & 3x); CPU running tasks
normally: 56 processes 200
Contributing to: 150
CPU capacity exceeded 100

50

0 |
I 14:32
— CPU running tasks []High severity anomaly

CPU utilization

Currently: 97% (& 2x);
normally: 50% 100%

CPU utilization

i 75%
Contributing to: :

CPU capacity exceeded 50%

25%

0 - |
14:32

= CPU utilization [] High severity anomaly

MXERRERS  BIREHMERL (UTC). RHPNE —1TEX RS E ISR,
BITHE-JESUTEE

* Name— IEFRIVEM. F—1THZEHIFIEH CPU BITHES,
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HE — BN YEIE. EE 1T, HaER 162 MNERE (3x).

- BE-UWBIEELEEETRNIZIERNEE, DevOpsGuru for RDS NELITERNFLIERK 1 BAWN
B MNEDMBE, F—1TXKRCPU LBEH 56 MNHEEIETT.

« (BB — BZEREXH AT, B%—17 , CPU ETESERS CPU REBHREXEK,

i E &S 8 RIZIERITER . BB XEE R T DevOps Guru for RDS fFRINIEE N &= EHAYATE
|E-.I BF-'-JO

2 A W
RARREHERT S4AEE , METXFUERTFZRENFERN. BORIVEX N —HBXER.

EUTo MBS N RSP , SBEEARRERHN RN,

Analysis and recommendations (2) 1
Anomaly Analysis Recommendations Related metrics
High-load wait events The DB load for the CPU and 10 wait Investigate the following high-load wait events: Database load vs. max vCPUs
types was 21.6 average active sessions - CPU
(AAS). This was 90% of the total DB View troubleshooting doc [F
load.

« ioftable/sal/handler
Why is this a problem? View troubleshooting doc E

Investigate the following SQL IDs
« F19D34565WMLP345

View Top SQL in Performance Insights A

CPU capacity exceeded The CPU run queue exceeded 150 Tune SQL IDs SQL statement asks.running.avg)

processes. CPU utilization exceeded 97% » F19D34565WMLP345 Jtilization.total.avg)
delete from authors where id < ( select * from (select
max(id) - 30 from authors) a ) and id > ( select * from

[select max(id) - 500 from authors) b )

to reduce CPU usage, ©
the instance type to NG cuse w0«
capacity.

RITSUATES

« FE — Nk ETXREN—RER, ERET  E-—IRERSAREFEENL  F°17E
i CPU B &,

« O — NRENFAERE,
HEE-—IREPR , DHSERE SBEEAHN 90%, BE=IMRFEH , CPUZTASIESF 150 ,
XEWREEEALEENE , FEI 150 M 2EEFR CPU iHE, CPU RIRAXREY 97% , XEWE

ERBFLEE , CPU & 97% WETE4AL FICEIRS. Hitk , CPU JLFEHEH SR , mM¥EHE 150
NeFEEE CPU LIETT,

- B — BUHWAFXNRENEAL
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EE—IMRED , DevOpsGuru for RDS BB REZFEHcpuMl, io/table/sql/
handlerE 7 BRI X L EHFEBIEFEMRE , S cpu M io/table/sgl/handlerAmazon
Aurora AAF 8/,

EE-NREBERHP , DevOpsGuru for RDS BB HE =/ SQL iEAXRMEK CPU HFE, &
AL ERREESEE EAUEE SQL XA,

« MR — BRENREHTEAEENIER. BXXEEFNEZEE |, H250 (Amazon Aurora
AFEE)Y 9/ Amazon Aurora 8555 Z3 (Amazon RDS AF¥E™) T Amazon RDS E#rS
Z,

EE—NREHR , DevOpsGuru for RDS BUCHHBEENH EXFINEZE K CPU #HITHR, EE =
FEF , BIUESE CPUETASI, CPU FAXHM SQL HITR,

EEXIRE

ENFER | TJLLEF Amazon RDS BRI R E., SNEFINFERMEREXR—NEIRENFAEFE.
EEXFNBREHL , JUEENLBEER, EXFENFMABIRUARPEERETABENEN, BEEEE
DRE , BEIEHAERE,

U:2 5

NABREBOIEFAN AT UELBENER, CERTABNTENE,. RENBHRNZELXENRETE
Bo. ©i&FIHT DevOps Guru BN BN Z MRS MM ARFHHRE,

Metrics

BRI RHETRXTRENER, SIMERBETHRFENELITHBEENSE , URNRERENE
R &RV R R

RERFEW

LER IR T A AR EURLE I FE SR BT IR G RIBUR TR A E X QBN EN ., AT UARIMWIRES R
EFEUNEENERY A, XEBWEEHWEHE ( DevOps Guru At AE#HEXN?) HEEHTIX
LRENEENER T, BXUARENEUNESZEER | 55 Hthe section called “NM B E 1"

W B 22 1

BURNBIREEND. EOMNX—ME , EEREUTHREREERZ. BEFERNTUTS

-3

1£ DevOps Guru F4t# RDS FHI R EER 45


https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/ams-waits.cpu.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/ams-waits.waitio.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/metrics-reference.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/metrics-reference.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/metrics-reference.html
https://docs.aws.amazon.com/devops-guru/latest/userguide/working-with-rds.analyzing.insights.html

Amazon DevOps Guru AriEE

1.

HWERSGHERER B R R RPFESRFRMAE,

ERLEERT , BAERENZPFHNEARRMEN, 0, MREFENHABTFEEERZINHNBREE
118k , DevOpsGuru for RDS £ AHRE N MERE., B2 , ELEFYUELRE , ERXEN R
HTRHALE R,

MREHERNBEFELN , FERIT—F,

 BERBREIZEN

HEWRSP , B IETEUNEE. ITHINE  XIREIREFENELNBRMNORNT.
NTEHRE  XREFNFERNEEWEENBELERT.

DevOpsGuru for RDS 2% 7 —RIEN , WET/INEENREZ S, EFLIIRE , BEBHR
BWESLHHEREMREX , HERGEH#THA,. NRBVESENER , BRI T -5, RTE
&, BRIR TSR , HELFHHEBRREE,

. BUTE IRV,

DevOpsRDS iR Guru ZIEHITUATE—RE
- MITHENY ERE,

f5lan , DevOpsGuru for RDS AIRESEWEHA L CPU RE. FAENARFIRED S AMREE
¥,

. WAEEEHEE.

JB®E , DevOpsGuru for RDS BWARFEREN SQL BEAHEFEH. il , BN AIERAES
FEHio/table/sql/handler, £ {Amazon Aurora AP #8R) M Aurora PostgreSQL
WESFSEHHTAESEA Aurora MySQL WSS #HTRES |, FEHE (Amazon RDS AF
&)Y MIEA RDS for PostgreSQL S ESE4#THES | ERIIHNESEEHL., RERMITE
WHYIRE,

/A Important
BNERUEEBRES RO 2 ENALF LN HPmEER, BIXSX , BT #
EA:0EAT
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DevOpsGuru B N IBHIIEXR R BIEEDR NoSQL BIEEE RN |, B ERERESREE SR, 5
I, DevOpsGuruAI ARIBEBIMBERETMAKNER , NBHERZIEREMN X, DevOpsGuru AT LA
BEAFRANRERERELTENEE K ABRELNAEERABIRHEESNARF TAMNEN, X7
DABS Bh SR > R B R AR,

BRTBEMXIS , DevOpsGuru i& B] LA H 8 Bh & fE RIBER R | BILOPRE], RB AR, FHER
BRWUK SDK S8 g, BEEBESSNMNRSNEREE , DevOpsGuru AIAMEAET
FRICRREN D ERXBK BN NARFENU#HITOH. AWS CloudFormation & AT sEH R ZN R
B, XERRBZE—MERARENEM, DevOps Guru BEBXBK T RN R RIS, BE. BEMNE
¥, N , DevOpsGuru AILAZD HT MK BXR B Lambda BEMEIE | ZEBATBEIEEMN RS Amazon
DynamoDB B HEA#IE, Bidixf AN , DevOpsGuru AT LS ZMNEXRER , LN FERE
R, ARBHBREERRERIERERANNE,

Y5 422 R Y BB EE #R E Amazon DynamoDB

THRETRT DevOps Guru ¥ RHIHEMAEE. Amazon DynamoDB

Amazon DynamoDB i x| Metrics
MR8 B9 F AccountPr Amazon DynamoDB #H&E  AccountProvisioned
ovisionedWriteCapacityUtili ABRHNTREERELZIAFIR  ReadCapacityUtilization,

zation’§ K E#YiEEL AccountPr  FBR#l,
ovisionedReadCapacityUtiliz

ation MEAHRMHEMA T RA cityUtilization
LeBIRI o

AccountProvisionedWriteCapa

M Amazon DynamoDB ik FHREXRMEHZXFMEIR  ConditionalCheckFailedReque
PHRHERELRN , RARRE HE. “BRAREREAHE  sts
MAFERBIXNEHEEFN  FRHEHRN.

TR RIA X A TEL,

WA 32 Fh Y BB EE 38 /E Amazon ElastiCache

THRERT DevOps Guru MR FIZ =N, Amazon ElastiCache
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DevOpsGuru R5I# 37 5 CloudWatch Y125 ¥R

# M Amazon ElastiCache £ MRS TX &S  CPUUtilization, 5|2 CPUUtilization, IXZ&
HERZT LML R Redis 3 Memcached R+ E
PR &,
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AT BHR T Amazon DevOps Guru #{i 5 Amazon P CodeGuru rofiler £, &AL DevOps Guru
%l & Rk B CodeGuru Profiler I#EER NBEHITESR,

Amazon DevOps Guru &3 EventBridge &M N & Amazon CodeGuru Profiler £, CodeGuru
Profiler I E# &X1% %], EventBridgeEEMNBHREARANSHLELLENEHN. KB CodeGuru
Profiler WBNMNALSEHHR—RERERE. BXEZER , S HEA CodeGuru Pro
EventBridge filer,

DevOpsGuru B LA T AR X IFAMES, EventBridgeE4 X8 DevOps Guru £IMHE X
4 T731{t, CodeGuru Profiler & 24 /N RE—IROBEEH , UE RBHMESM., SH4HET
CodeGuru Profiler EFEEURITER BN THIE. EXSHLEGAPNEER , S H Amazon
Event EventBridge s,

®iE DevOps Guru BY , DevOpsGuru £1EZHI K~ 612 EventBridge EEMN , ATFHRAXREH
RSB, XEHANZEE DevOps KIMHIEEL . HBEAUEHN , FEEBH,

EHELEWKE DevOps Guru FXRIFMEH , FRENBEISZEMHELRKAAN, BXEH
BESNEZSER , BEHREMAEL.

BXREESHMNELR , HS Amazon EventBridge .

E7£ DevOps Guru F3REX P CodeGuru rofiler L& | {RAME R LA T &

« CodeGuru #4J2 A Profiler, B3</8 A CodeGuru Profiler {8 , FZ 1% E P CodeGuru rofil
ero

« DevOps#a A Guru, BXJ5 A DevOps Guru BWER , 215 A DevOps G uruo
« 7£ P CodeGuru rofiler #1 DevOps Guru # , A4 E— X FHNHEBER.
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RERE, B UBEEEFHEEINRE. BRNBNUSEERAMNAINARERF. i, B2 FRAT
YN RARFNMARERELE—/MEtkd, RE , BULUARIEENAREF S FERNERFERINE
BHRZL, EX DevOps Gurun LR RNB R, EATHNMEREHEXNMNIRAAN., BKFHF

ERBEEFHNEARRBELRZA , BF2EZ oM. BEXAZIFNVRFSNERNESER , BSH
Amazon DevOps Guru E#t.

OB =MARELTENAERFRRNLABEEE.

- IBELM AWS Ik X FTE XN AWS BIR, XSRS M XE/A RSN EROR, £H
IR | DevOpsGuru AI A D T IEHI K - Ft X AR A RN AR, —DNERFNMERREE A
B NNARFHR, EATE#ERPHNERBNI>EIZENNARED,

« {£/H AWS CloudFormation i RIEEENARFHPHRR. HRBEFERERHEIR AWS
CloudFormation, £ DevOps Guru # , fRAIATEMKF kR H#tk, SEERNSMERFHERN D
HE—NNARFP, DevOpsGuru X1k RIFIE RIRI T oM , SUREUL#E,

« A AWS IREREENARFTHNRE. AWS ZE8E—MEM—/ME, £ DevOps Guru #
BE—ANRERE  AREE—INISANEZEBEXNNE, SUUAFERAXEENTRSATNARR
o

BEXEZER , i3 12 DevOps Guru FEFHIRH AWS S BETE.

E&
« FEARZFRIAE DevOps Guru N ATEF R HY AR
« {#H AWS CloudFormation 4% K125l DevOps Guru B A2 B &R

FRARZFRIRS| DevOps Guru R AREFHH AR
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R, ATURBXERE, &F X5, B LUEEREAHE Amazon DevOps Guru MR ERE
ZHH, ERMKFAPNIIEREHEANRSENERETSE , FEEMEKFRR. EFAREEE
7E DevOps Guru EZ W RR , FEFRERRFENITEE,
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EREKF RREFTFERSER , FEMXDEERSBHNRRHITOAN D,

AIAEAREHNERRIIRE , ARERATEZENESE RS AIENNARERF. o, A
fEA%devops-guru-applicationsk#ri2®RR , AR NS MNNABRFEAEETEENE. T
LAE AL #EX devops-guru-applications/databasedevops-guru-applications/
cicdfldevops-guru-applications/monitoringXRiREIKF RN = RAEF. SMNNAEF
HHTSHRAFSRENNHEXTRRAR. SRUFERRRMEN AWS RFHEBINRE, BXES
E8 , BFSH H AWS BRAIM AWS 5%,

ENARFHRRABRINFER , B RERXER RN RFIRENNE, BxnaERRSTH
ENFBNEZER , BSREF DevOps Guru N ##,

BXRIFNRESNEZRENEZFEE , S H Amazon DevOps Guru EfTo

FH

- 4R AWS X ?

- FERARZEN DevOps Guru N FAREF
 7£ DevOps Guru REAIRE

« 3 AWS HRFRI AWS #5E

fr 42 AWS $RrZ ?

FREAH B EIR B FIEE AWS BR. FE AWS RFMBIFRHFIE , BTN RETERSHRIR
DEAARNIRE , URAXLEFFEMERN, B, &0 LN 5B L EBH Amazon DynamoDB &%
RO EAERNFE, AWS Lambda BXEAGENESER , BZHRAGIEREEEAE B,

BN AWS FREHFEB DA K.

- FREHE (Bl , CostCenter, Environment, Project = Secret ) . TR X D K NE,

o —ANMHFLEMNAEFER (0, 111122223333, Production REARET ) . BHIFZEE
ERAZFHEMEE, ERER—H  REERXSKRINE,
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FERAMREE N DevOps Guru M AERF

EFEARZEENERW Amazon DevOps Guru MARER , B ZFRZ R INE &K - B R AR R
AWS BRH, BHNHRETE—MNEN—ME. RI1EIER DevOps Guru B HHEAN AWS HIR
RIN—NEEHEBANGTE. EREFEATRNENERSASNARRF. fl , BUNF
B#F4Hdevops-guru-analysis-boundaryMirE o EA B R BERMNATE AWS BIR. BRATEAE
ZENTREXRIRAIKF PR ARERF. B Econtainers, databasefmonitoringAFT=
MNNFAEF, BXEZEELR , S £ DevOps Guru FEFRE AWS 2B EEE.

MREERH AWS FREREEESINNER , WA MEARE —NMNRHNRE, ERLFEEX AR
LREFTMEEN,. CREFESBNRRIAINENEERRAERFF,

/A Important

SIREN , BPFRAUNNEAURBERENEEXNIE, CIEREE , eX2XNE, flm,
DevOpsGuru & N K% 4Adevops-guru-rds & N EZ4ADevOps-Guru-RDS , B

ZERAN RN, EHNAEFRP AIENE/{EX AT8EN Devops-Guru-production-
application/RDS = Devops-Guru-production-application/containers,

#£ DevOps Guru FEAIRZ

EEAT AWS #RIREFHE Amazon DevOps Guru Z#HTH AWS BIRIVIRE | I8 E A TARIR XS 5
ERRHFTOENIRSE,. XERFREENERESLE, BUUERER-MNENSEN NHZME

RIS IRE

1. $TFF Amazon DevOps Guru ###|& , Mk A https://console.aws.amazon.com/devops-guru/s

2. HASMER , RAERITRE.

3. EEZHHERD , EREE.

4. WMREFHE DevOps Guru M BELIERNRSHMERE , BER X, EBZFH , REk
BUT®RIIZ—,

- FRAENKPRE-2 T SE KBRS RNATE AWS BiF. EAFMERSEN T RIZRESE (&
) #1T54E, REUFSENERNRIMHITIARND .
- ERBENKSE-FOMEEETERERNBRANRENEIR. DevOpsGuru RIFEFRE
MEFEN R RS ERINARERFF,
5 &EBRRE.
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N AWS FIRAI AWS FRE

LIRIEE AWS FRIRZEFHE DevOps Guru 2 #HTHY AWS RIRHIFRERT |, FiEREEX LR RKIBRAOIR
L., BALEASNRRMEN AWS BREHER AWS FRE4mEEE N TR INRE,

- EFEARRRSEENRE , EEAREMERSHEH S SDK, AWS Command Line Interface
flgn , BE LA Amazon Kinesis [E#E RIS Si# CloudFront 7 K #RANFE, U TE2EEH
RIMFEEN T RORESHFHAN R, DevOpsGuru AILA DT XK S A REZIFHRE, BXESZE
B , #Z [ Amazon Kinesis T R EiEF P 0N EF N INRZE ML 5 I & & 155 BN KITRINER
%, CloudFront B 7 fan{a b HAk B W R RAMFRZ , FSRTIIME AWS RFZWAFERS
FREEM.

® Note
£ Amazon RDS FIRRINFRERT |, BN BIEERFIM A REFHFMIRE,

- BAILAER AWS RS REFREMEH XN TRNFE AWS BREFFHRREERE, BXESLE
B , &% AWS Resource Groups Hl Tags A FIERHWNITERES.

REBRMFRZER , ReeRME , wJLURIMENE, Hlan , BALldevops-guru-H DevOps A
EFHPHMERRUE—NETEZANSE, A URMHE B ®devops-guru-F{ERDSHIFE |, A
B ZREXN RIS ARFEFRHN Amazon RDS AR, MREEERFAEERMNLARESTH
Amazon RDS #RERMNALEE , XXEEFA.

£ AWS CloudFormation 4% 3kiR 5| DevOps Guru M AR HH
Q)

BT LAEA AWS CloudFormation #f#% K38 E % 2 DevOps Guru 2 #THFLE AWS &R, R 2IER—
NETTEEN AWS BRES . RIEFRAMERPRIEIFRME T YRE DevOps Guru BxSEE. X T &k
BNENER o MESIFRRPHNRERERSTFERETH. ARNXERBISHEHNEXRE
ELAENE, BNMNIARHIE M SWMEW , UL EXERE, BUMEENRAHEKREE
1000, BEXEZEER , iHSEAWS CloudFormation A P8R FE DevOps Guru FEFHRE AWS 7
M8 550 B P I A R

R T , DevOpsGuru 2 BIFF 185 HTERIMEHER P EM TR, WREMHERPBER—NR
R, RABXERTOM.
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MR EIERLE DevOps Guru ZHTEWKF FAIE X IFHNRR ( XEREZRN AWS Ik Mt X 286
DevOps Guru BESEE ) , Guru & DevOpsZ MBIk AFIEXIFN AR ( BR/HERFHER ) H ol
BN, ﬁﬁ’f”fii&ﬁ%qﬂE’Jﬁﬁﬂ’]ﬁ%ﬁ'JEE’JJLﬁ@EJ”KFQ&nUJ&’_“QE R N7 2 AR IR HEAR R TR
FECEN  FEHREFINEH#ITIH, EXEZSER , FEH THFRET IS H RN LE,

EFRHERLE DevOps Guru #1704
B IR FR A ERIRR AWS CloudFormation itk , IEE &% E Amazon DevOps Guru 2TV E IR, &
AT LAEF AWS Management Console B SDK 1T b 12 4E.
FH
« EIFMHEHKIE DevOps Guru T2 #T ( #414 )
- EFEHRKLE Guru #1794 ( DevOpsDevOpsGuru SDK )

£ 1E DevOps Guru BH1T04T ( #H A )

#& AT LAGE A #  & 7% B0 AWS CloudFormation 4%,

ERTEED TR HK

1. $TF Amazon DevOps Guru &% , it} https://console.aws.amazon.com/devops-guru/e
ASMER , ARERRE.

2
3. 7£ DevOpsGuru 7 M BXEEH , EEEE,
4

MRIEZFHEE DevOps Guru DT i&EEHI CloudFormation R A EIR |, BikFHKk K REER
Lj\—FJ\ilﬁz_o

- IERR — 2oWMEKFPHRPHIERR. SNERFHNERREBIEATSENNARFP,
RET 20K F A RE#ERFNEMER,

o IR — RIBIEFHE DevOps Guru DTN, FIEE N RPN ERN AR EHNN
RAREFH, BUUEEHEMERPEAHERNBHVRERIBEHK, BHRZATLLERE 1,000
N

5. EBRE.
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RAriEmE

EFEHERRLE Guru #1729 47 ( DevOpsDevOpsGuru SDK )

E A Amazon DevOps Guru 47 & T EB#5E AWS CloudFormation #4% , EER A

£, UpdateResourceCollectionBXEZER , SR UpdateResourceCollection {Amazon
DevOps Guru APl &%) ,

R E TR 55
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Bl 5% & 1€ EventBridge

Amazon DevOps Guru ST G#E R EventBridge , AT BHE SN MR EEHE RN FE LS
#, kB AWS RS EHJLF R8T EventBridge #{£3£ 3], B LURE R B FNIKIE RIEXIENE
# HETREETSHCEANNHITHENLRE, TEIMARNVIRESEAT RO

- AR AWS Lambda

« Y8 F Amazon Elastic Compute Cloud ETf %
« [FEHPE Amazon Kinesis Data Streams

« BUE Step Functions MRAHL

- J@Z%0 Amazon SNS = Amazon SQS

BRBUERUA T E—TE EARTFESH , NE R B E RN E I AWS BIRHEFH
=

« DevOps Guru ¥ REFF

« DevOps Guru iR &EHhe
 DevOps Guru Insight =EME
« DevOps Guru F#EEC 8122

« DevOps A IiifE %2 2 5<

DevOpsGuru J&3)

AT 2% B8 DevOps Guru W RHIEH, REABIHEAEH. ETREXSHEANESZEE |, 2
¥ Amazon EventBridge 3 Amaz on EventBridge B4 ER AT,

DevOpsGuruz ¥R RN F &3

% DevOps Guru fTFA#FPNEER , E2RIEATEMS,

{
"version" : "0@",
"id" : "08108845-ef90-00b8-1ad6-2ee5570acbe4",
"detail-type" : "DevOps Guru New Insight Open",
"source" : "aws.devops-guru",
"account" : "123456789012",
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"time" "2021-11-01T17:06:102",
"us-east-1",

L1,

"region"
"resources"
"detail" {
"insightSeverity" "high",
"insightDescription" "ApiGateway 5XXError Anomalous In Stack TestStack",
"insightType" "REACTIVE",
"anomalies" [
{
"startTime" "1635786000000",
"id" "AL41IDFFQPY1Z1XD8cpREKAAAAF83HGGGCOTMTr91bfI7sCiIS1IWMeFCbHY_XXXX",
"sourceDetails" [
{
"dataSource"
"dataldentifiers"
"period" "60",
"stat" "Average",
"unit" "None",
"5XXError",

"CW_METRICS",
{

Ilnamell

"namespace"
"dimensions"

{

Ilnamell
"value"

Ilnamell

"AWS/ApiGateway",
[

"ApiName",
"Test API Service"

"Stage",

"value" "prod"

]I

"accountId" "123456789012",
"messageType" "NEW_INSIGHT",
"insightUrl" "https://us-east-1.console.aws.amazon.com/devops-guru/#/insight/

reactive/AIYH6IxdbgkcGOxImypil 4MAAAAAAAAALOSLE jkxiNProXWcsTIbLUQ7EZ7XXXX",

"startTime" "1635786120000",
"insightId" "AIYH6IxdbgkcGOxImypil 4AMAAAAAAAAALOSLE jkxiNProXWcsTIbLU@7EZ7XXXX",
"region" "us-east-1"
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}I

X EmEMNRTILAE B E L RAISHFER
AN EABAE R RILE ST G S4B ET B4, ST R DevOps Guru BHHER R4l

{
"source": [
"aws.devops-guru"
1,
"detail-type": [
"DevOps Guru New Insight Open"
1,
"detail": {
"insightSeverity": [
"high"
]
}
}
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E ¥ DevOps Guru X E

BT LLE F LR Amazon DevOps Guru iR E :

« {REY DevOps Guru RE. XRE T 520 MK A HY BRL R,
- BH, XRETEAML Amazon B RBAHARS EFRBHAEEER DevOps Guru B,

- RN I. XTEAEFERM, MEZEMEH AWS Systems Manager EEFRIRE., XRE
T DevOps Guru RBERBEHE. EREFAHMZEZHAUKRRERE Systems Manager H
OpsCenter I8N GIE — Opsltem

£

- BHENEEKFIRE

« 7£ DevOps Guru FEHRH AWS B EBE

« 7£ DevOps Guru FEFRIVIEA

« JEIEAREY DevOps Guru i@ Al

« 7£ DevOps Gur AWS Systems Manager u -1 E#7 5£ 5X
 7£ Guru FDevOpsEFH B E R ERN

« 7£ DevOps Guru FEF IIFIRE

EMENEREK,RE

BRI LUR A AR Rk P ELE DevOps Guru, MREEAZMEREER , NI LLET B EIMERE
BR#TIEM. EXIMEREELINESZER | ESHE A DevOps Guru,

#£ DevOps Guru R EFT{RH AWS 2 ZE &=

& LAEE#T DevOps Guru AT &K = Y TELE AWS RR. At , BEESSFSEMBED T RIFER
H, RAoitEkwE, BXEZER , BN EF I MHAER.

£ DevOps Guru F EFRAYE A

RETS#HELBEHRSER , ATEANEEXEERN Amazon DevOps Guru B, ERI MK
EEENETEMIIRDFITIERE , S A DevOps Guru FEEH AWS IKF BB FETN R , =
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EHH ABFTTE X AWS {EAIKF I A EBH Amazon BRBH (ARN), HRERN FRELZRIKF
HEBEET ARN , N AFUES @EFI IAM KBEKFZF DevOps Guru HRIZEBHNR. BXE
Z{E8 , {5 Amazon SNS TN R, HREZAUEERNES,

DevOpsGuru £ XKEBX AT EHAVBEA

< QIR TR,

« —MNINREBRNMEIRER,

- RANFEEMM Low ALK Medium B High,
« RBBRESNEFE TN CER.

« AR TN IEENE

DevOpsH &= [ Guru KRN RET , 21R%EER AWS CloudFormation ¥R RS HATH ,
DevOpsGuru & & E B A,

A LLE R BN A X SR A B EHH Amazon SNS BH , L A LLUARNERBFITFF,. xHAHR=EEMH X
ET{LATEE Amazon SNS BHl, ERINBR T , BLBW K TRREEHWEL,

EFEHMEA , BESMIBANE , RAFEFEZARM, BEREREFHEI Amazon SNS B H =B A E
B,

£

» £ DevOps Guru ZH &P SMEBAERE

« 7£ Guru 4% & $ % Amazon SNS @& E B DevOps

+ 7£ Guru & A P BER Amazon SNS BH EF DevOps

+ ¥ Amazon SNS BAEE

« AH1ZE Amazon SNS EFHY IR

#£ DevOps Guru #2# & P S BB AR E
EEHBEA , DANESMEBEBARE S .
S EE F% E 0

1. $TF Amazon DevOps Guru ###l& , Mk https://console.aws.amazon.com/devops-guru/e
2. ESmMERP  ERRE.

1£ DevOps Guru ##l AR S EBE AR E 60
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“RE'NESFEBHIS , EHE8SHXEEE Amazon SNS FEMEE.

£ Guru #Z#| & # % I0 Amazon SNS BZ1E# DevOps
£ Guru %14 F5 0 Amazon SNS BZIE DevOps

1. the section called “7£ DevOps Guru 2% & S B @R E".
2. %$# Add notification ( ZIEH ) o
3. EZHN Amazon SNS F& |, BHITUTE 2%,

- ERFEREFIEERTH SNS £8, AE , TIEEHE AU | MAZBZBENNEF
MRSt , Ef A H e FoRFE A | KRR INETEY BB FHR S

« ERFEATESNS TH, AE , N &R AWS KPP EZ b, EREFANTHE,

- EBRFERYE SNS TH ARN REEXRBZ—KFHWMEET, R, EWAETEN ARN § |
W AT ARN, ARN 2FFH Amazon BIREH. B ETENKFHIEEETE, NREH
B—ANKFHRNED , NAREZEBRNERERE, BXEZEL | HSH Amazon SNS +
BEIIER o

4. EBERTE

£ Guru 2% A PR Amazon SNS BHEB DevOps

£ Guru # 4] A F Bk Amazon SNS £ DevOps

1. the section called “7E£ DevOps Guru 2% & b S B @R E".
2. EBRERIBXE,

3. MTHXHEAF  EREBRNES,
4. HEEBER.

5. EERTF.

E ¥ Amazon SNS @41 &

Guru F#Y DevOps Amazon SNS BHIEBERMEBENBAEE, TLUERBERMEFEERIINE
A, BAOERNERTEEERINESFNFNEHN, EULERBERENEREFNELD , SI{UEKRE
Lo R EFTIE A,
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LR BRBREXRE TR B EFH A Amazon SNSEXIET , DevOpsGuru £ & EBRUATEFHEBEA

- BIE TR,

« —MNFHNREBRFMEIRFES,

- MR EMM Low HFHHK Medium & High,
- RBRHRESNEE TR CHR

« RBT XL AR B

RIANBRT , BRARFFERFINSHHHNEAN , HEARWBEXEHEHRNEH,
E ¥ Amazon SNS BH B K EHE B

1. the section called “7E£ DevOps Guru 2% & b S B @R E".
2. GEREFIBEE,

3. MNTHESH  EFENHH#ATEFHNEE,

4

IERMAFERERDSIZRTEERFI NS, PR EA , A BUER XS P IER™E
HRB N & M PR E A,

5. GERNBEEMEMRTENE , Al BUARENBITH R HE=EMRIIMN R FE
N E B,

6. ‘&R

wHNZE Amazon SNS F BRI R

Amazon SNS £FRE —f&E AWS Identity and Access Management (IAM) BRREEH AR, HEE
LA EE XA , DevOpsGuru £fF LA T X PRF i EI H R KB,

"Sid": "DevOpsGuru-added-SNS-topic-permissions",
"Effect": "Allow",
"Principal": {
"Service": "region-id.devops-guru.amazonaws.com"

1,
"Action": "sns:Publish",
"Resource": "arn:aws:sns:region-id:topic-owner-account-id:my-topic-name",
"Condition" : {

"StringEquals" : {
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"AWS:SourceArn": "arn:aws:devops-guru:region-id:topic-owner-account-
id:channel/devops-guru-channel-id",
"AWS:SourceAccount": "topic-owner-account-id"

}
}
}

DevOpsGuru FEXLNRFEFAETBTRAEH, MREFBHEZETRXLNRER , W7
DO b EBIRR , TENRERBRIERZINARNET. B2, MRMBER T XL MR ,
DevOpsGuru T A A Z E B4 KB AL

FEIEYREY DevOps Guru &4

A L@ the section called “E 3T Amazon SNS @ 1% & =8 Amazon SNS 17T [5 5 1% 5% B& SR iF 1%
&89 DevOps Guru EH1,

F&
- /8 Amazon SNS 1T [5] 1 1% 5% B& SR 5 15 38 41
« Amazon Guru F&EiEIS#9 Amazon SNS &&=l DevOps

£/ Amazon SNS 1T [# 1% 26 B 3K i 1% 18 £

IEEI LA G122 T a2 B AR SS (Amazon SNS) Simple Notification 1T F £ BUER |, LUR A NI 2
Guru BN BEHEE, DevOps

{56 FA 5 228 SR M SR 4B TE S IRIAV B AR B, BT BAE A AT R B # 3K 3% Amazon SNS JE &L,

« NEW_INSIGHT — 7E0IZ#T N ## et WoE A,

« CLOSED_INSIGHT — 73l W& > A B 2 U Al

« NEW_RECOMMENDATION — ER#E WL f% 6 2 #7 22 I A 2 LB A o
« NEW_ASSOCIATION — £ M I A 46 U 2% = 5 B 2 OB A1

« CLOSED_ASSOCIATION — EIARFE XA ZEBEL,

« SEVERITY_UPGRADED — 72 JLf##9 /™ B M F 4% i 452 Wi

BRWABIZET T SNS 1T FiFiEREHER , i5Z 6 Amazon Simple Notification Service 7F & A &
BRI S SNS 1T HFIERE, EMIEREF  BOULUEE —NEHIZKEE MessageType 3%

TR S 388 63
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BF, flm , LTABTFEIERIESFAF , ZFERMFIEE Amazon SNS FBREMIL#E 48 F
MrERF REEA.

"MessageType":["NEW_ ASSOCIATION"]

Amazon Guru FFiEI# Amazon SNS &1/~ DevOps

UTR—1NkBEEBMIEREMN Amazon SNS £BH Amazon Simple Notification Service (Amazon
SNS) BHK T Hl. B MessageType #IREHN NEW_ASSOCIATION , Hit R EEM A HR M F
FHNRER K EF2REBEH,

{
"accountId": "123456789012",
"region": "us-east-1",
"messageType": "NEW_ASSOCIATION",
"insightId": "ADyf4FvaVNDzu9MA2-IgFDkAAAAAAAAAEGpId5sjicgaul2wmAlnWUyyI2hiO5it",
"insightName": "Repeated Insight: Anomalous increase in Lambda
ApigwLambdaDdbStack-22-Function duration due to increased number of invocations",
"insightUrl": "https://us-east-1.console.aws.amazon.com/devops-guru/insight/

reactive/ADyf4FvaVNDzu9MA2-IgFDKAAAAAAAAAEGpId5sjicgaul2wmAlnWUyyI2hiO5it",

"insightType": "REACTIVE",

"insightDescription": "At March 29, 2023 22:02 GMT, Lambda function
ApigwLambdaDdbStack-22-Function had\n an increased duration anomaly possibly caused by
the Lambda function invocation increase. DevOps Guru has detected this is a repeated
insight. DevOps Guru treats repeated insights as 'Low Severity'.",

"startTime": 1628767500000,

"startTimeISO0": "2023-03-29T722:00:00Z",

"anomalies": [

{
"id": "AG2n81jW74BoI1CHu-m_oAgAAAF70hu24N4Yro69Z2SdUtn_alzPH7VTpal3@JIXiF",
"startTime": 1628767500000,
"startTimeISO": "2023-03-29T22:00:00Z",
"openTime": 1680127740000,
"openTimeISO0": "2023-03-29T22:09:00Z",
"sourceDetails": [
{
"dataSource": "CW_METRICS",
"dataldentifiers": {
"namespace": "AWS/SQS",
"name": "ApproximateAgeOfOldestMessage",

5% SR #9 Amazon SNS & &R 64
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"stat": "Maximum",
"unit": "None",
"period": "60",

"dimensions": "{\"QueueName\":\"FindingNotificationsDLQ\"}"
}

}

1,

"associatedResourceArns":[
"arn:aws:sns:us-east-1:123456789012:DevOpsGuru-insights-sns"

]

}
1,

"resourceCollection":{
"cloudFormation":{
"stackNames": [
"CapstoneNotificationPublisherEcsApplicationInfrastructure"

]
}
}

£ DevOps Gur AWS Systems Manager u FE &K

BT LAE AR Opsltem AE/NETILEE S A 612 AWS Systems Manager OpsCenter, OpsCenter 2 —1
SHhHXRE , EUUEEPEER, AENTFEREIEIE (Opsltems). f Opsltems or your insights
AU EEETE , UBRAMANESTABNFRETN. BXEZEE , HZH (AWS Systems
Manager i8R ) Opsltem®BIAWS Systems Manager OpsCenter ¥ &£

@ Note

MREERNIREFERIEBHE Opsltem , DevOpsGuru FFTEXS H# 1T OpsltemE #o
flan |, W RESF from HFRZE RN Opsltem HAFRZ |, IBA DevOps Guru BT EX Hit
{T¥E#. "aws:RequestTag/DevOps-GuruInsightSsmOpsItemRelated": "true"
Opsltem

&1 Systems Manager £

1. #TF7F Amazon DevOps Guru ##|& , Mt Fhttps://console.aws.amazon.com/devops-guru/s
2. ESmMERP  ERRE.

F 3 Systems Manager £/ 65
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3. TEAWS Systems Manager £ H , %1% “/F A DevOps Guru” , OpsCenter R ENLFGIER —
AN AWS Opstltem inin , IEMNFT LA Opsltem A —/N, BUHERZIED O] F LA BN #F
OpsltemB|Z —/N,

BEENEECWIK, P Opsltems BIEK S35, BXEZER , 5SS AWS Systems Manager &
o

£ Guru HDevOpsEF BERFER N

EEAERERNRE

1. #TF7F Amazon DevOps Guru ##|& , Mt R https://console.aws.amazon.com/devops-guru/s
2. ESmERP  ERRE.

3. E“BERERN f , &F “BIEF DevOps Guru ERERMEXBHN B EBIENRERZHAB
ERERN”, ik DevOps Guru £ RSN FEMERXH B EHIE,

£ DevOps Guru FEFHINFIRE

BAILEFRNZREUER AWS BEZRAN AWS KMS B EENEH. NIBREFEE AWS
KMS AR EIFTRIE FH£E AWS KMS %408Y , DevOpsGuru 2 B 3 FT 1568 A T & 50 I 25 # S EY
R THdE. MEBERERLEENE/EE AWS KMS ZHARENERS.

(® Note
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EFEA

DevOpsGuru P EREIZEEBEH,

.« HEE
- BXANEE

« FIRWIUERK

AREFWERTBHEHNREN R,

L

BXFABHBHNLIEUTEE

alb2c3d4-5678-90ab-cdef-EXAMPLE22222",

"accountId":"123456789101",
"region":"eu-west-1",
"messageType" :"NEW_INSIGHT",

"insightId":"alb2c3d4-5678-90ab-cdef-EXAMPLE22222",
"insightName": "Repeated Insight: ApiGateway 5XXError Anomalous In Application
CanaryCommonResources-123456789101-LogAnomaly-4",

"insightUrl":"https://eu-west-1.console.aws.amazon.com/devops-guru/insight/reactive/

"insightType":"REACTIVE",

"insightDescription":"DevOps Guru has detected this is a repeated insight. DevOps

Guru treats repeated insights as 'Low Severity'.",

"insightSeverity":"medium",
"startTime": 1680148920000,

"startTimeISO": "2023-03-30T04:02:00Z",

"anomalies":[

{

"id":"alb2c3d4-5678-90ab-cdef-EXAMPLE11111",

"startTime":

1680148800000,

"startTimeISO": "2023-03-30T04:00:00Z",
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"openTime": 1680148920000,
"openTimeIS0": "2023-03-30T04:02:00Z",
"sourceDetails": [
{
"dataSource":"CW_METRICS",
"dataldentifiers":{
"name" :"ApproximateAgeOfOldestMessage",
"namespace" :"AWS/SQS",
"period":"60",
"stat":"Maximum",
"unit":"None",
"dimensions":"{\"QueueName\":\"SampleQueue\"}"

]I

"associatedResourceArns":[
"arn:aws:sqs:eu-west-1:123456789101:SampleQueue”

1,
"resourceCollection":{
"cloudFormation":{
"stackNames": [
"SampleApplication"

iy

=ENELN:
EXARRHBATEUTES :

{
"accountId":"123456789101",

"region":"us-east-1",
"messageType" :"CLOSED_INSIGHT",
"insightId":"alb2c3d4-5678-90ab-cdef-EXAMPLE33333",

"insightName": "DynamoDB table writes are under utilized in mock-stack",
"insightUrl":"https://us-east-1.console.aws.amazon.com/devops-guru/insight/

proactive/alb2c3d4-5678-90ab-cdef-EXAMPLE33333",
"insightType":"PROACTIVE",

"insightDescription":"DynamoDB table writes are under utilized",

EXA N #
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"insightSeverity":"medium",
"startTime": 1670612400000,
"startTimeIS0": "2022-12-09T19:00:00Z",
"endTime": 1679994000000,

"endTimeIS0": "2023-03-28T09:00:00Z",
"anomalies": [

{

]I

"id":"alb2c3d4-5678-90ab-cdef-EXAMPLEaaaaa",
"startTime": 1665428400000,

"startTimeISO": "2022-10-10T19:00:00Z",
"endTime": 1679986800000,

"endTimeISO0": "2023-03-28T07:00:00Z",
"openTime": 1670612400000,

"openTimeISO0": "2022-12-09T19:00:00Z2",
"closeTime": 1679994000000,

"closeTimeISO": "2023-03-28T09:00:00Z",

"description":"Empty receives while messages are available",

"anomalyResources": [

{
"type":"AWS: :5QS: :Queue",
"name" :"SampleQueue"
}
1,
"sourceDetails":[
{

"dataSource":"CW_METRICS",

"dataldentifiers":{

"name" : "NumberOfEmptyReceives",
"namespace" :"AWS/SQS",
"period":"60",

"stat":"Sum",
"unit":"COUNT",
"dimensions":"{\"QueueName\" :\"SampleQueue\"}"

}

}
1,

"associatedResourceArn": [

"arn:aws:sqs:us-east-1:123456789101:SampleQueue"

"resourceCollection":{

"cloudFormation":{

"stackNames": [

EXA N #
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"SampleApplication

o< Bx
FXBHBNDEUTES -

{
"accountId":"123456789101",

"region":"eu-west-1",
"messageType":"NEW_ASSOCIATION",

"insightId":"alb2c3d4-5678-90ab-cdef-EXAMPLE22222",

"insightName": "Repeated Insight: Anomalous increase in Lambda
ApigwLambdaDdbStack-22-GetOneFunction duration due to increased number of

invocations",

"insightUrl":"https://eu-west-1.console.aws.amazon.com/devops-guru/insight/reactive/

alb2c3d4-5678-90ab-cdef-EXAMPLE22222",
"insightType":"REACTIVE",

"insightDescription":"At March 29, 2023 22:02 GMT, Lambda function
ApigwLambdaDdbStack-22-GetOneFunction had\nan increased duration anomaly possibly

caused by the Lambda function invocation increase. DevOps Guru has detected this is a

repeated insight. DevOps Guru treats repeated insights as 'Low Severity'.",

"insightSeverity":"medium",
"startTime": 1680127200000,
"startTimeISO0": "2023-03-29T722:00:00Z",
"anomalies": [
{
"id":"alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"startTime" :1672945500000,
"startTimeISO0": "2023-03-29T722:00:00Z",
"openTime": 1680127740000,
"openTimeISO0": "2023-03-29T22:09:00Z2",
"sourceDetails":[
{
"dataSource":"CW_METRICS",
"dataldentifiers":{
"namespace" :"AWS/SQS",
"name" :"ApproximateAgeOfOldestMessage",
"stat":"Maximum",
"unit":"None",

HRER
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"period":"60",
"dimensions":"{\"QueueName\":\"SampleQueue\"}"

]I

"associatedResourceArns":[
"arn:aws:sqs:eu-west-1:123456789101:SampleQueue”

1,
"resourceCollection":{
"cloudFormation":{
"stackNames": [
"SampleApplication"

#TEIL

MEUNBHIZUTER

"accountId":"123456789101",

"region":"us-east-1",

"messageType" :""NEW_RECOMMENDATION",

"insightId":"alb2c3d4-5678-90ab-cdef-EXAMPLE33333",

"insightName": "Recreation of AWS SDK Service Clients",

"insightUrl":"https://us-east-1.console.aws.amazon.com/devops-guru/insight/
proactive/alb2c3d4-5678-90ab-cdef-EXAMPLE33333",

"insightType":"PROACTIVE",

"insightDescription": "Usually for a given service you can create one [AWS SDK
service client](https://docs.aws.amazon.com/sdk-for-java/vl/developer-guide/creating-
clients.html) and reuse that client across your entire service.\n\nWhen instead you
create a new AWS SDK service client for each call (e.g. for DynamoDB) it\u@@27s
generally a waste of CPU time.",

"insightSeverity":"medium",

"startTime": 1680125893576,

"startTimeISO": "2023-03-29T21:38:13.5767",

"recommendations": [

{

"name":"Tune Availability Zones of your Lambda Function",

FEW 72



Amazon DevOps Guru AriEE

"description":"Based on your configurations, we recommend that you set
SampleFunction to be deployed in at least 3 Availability Zones to maintain Multi
Availability Zone Redundancy.",

"reason":"Lambda Function SampleFunction is currently only deployed to 2
unique Availability zones in a region with 7 total Availability zones.",

"link":"https://docs.aws.amazon.com/lambda/latest/dg/configuration-vpc.html",

"relatedAnomalies": [

{
"sourceDetails":{
"cloudwWatchMetrics":null
},
"resources":[
{
"name":"SampleFunction",
"type":"AWS::Lambda: :Function"
}
1,
"associatedResourceArns": [
"arn:aws:lambda:arn:12345678910@1:SampleFunction”
]
}

1,

"resourceCollection": {
"cloudFormation": {
"stackNames": [

"SampleApplication"

TEMAHER
FEHARNEOSENTES

{
"accountId":"123456789101",

"region":"eu-west-1",
"messageType" :"SEVERITY_UPGRADED",
"insightId":"alb2c3d4-5678-90ab-cdef-EXAMPLEbbbbb",
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"insightName": "Repeated Insight: ApiGateway 5XXError Anomalous In Application
CanaryCommonResources-123456789101-LogAnomaly-11",

"insightUrl":"https://eu-west-1.console.aws.amazon.com/devops-guru/insight/reactive/

alb2c3d4-5678-90ab-cdef-EXAMPLEbbbbb",

"insightType":"REACTIVE",

"insightDescription": "DevOps Guru has detected this is a repeated insight. DevOps
Guru will treat future occurrences of this insight as 'Low Severity' for the next 7
days.",

"insightSeverity":"high",

"startTime": 1680127320000,

"startTimeISO": "2023-03-29T22:02:00Z",

"resourceCollection":{

"cloudFormation":{
"stackNames": [
"SampleApplication"

BRI UE K W

BT LAEA AWS CloudFormation #E#%Fl AWS FRrZE R 5 1EF 1R 5 8% L DevOps Guru 4T #Y

AWS &R, HIBEBRTHIHERBIRZLL DevOps Guru FARIRIREIRES , DevOpsGuru 26|
#SELECTED_RESOURCE_FILTER_VALIDATION_FAILUREE#], HBIEEMREHIHEKRBIEES
ZRBEHBRERN , MAEREXMER. EX D F A DevOps Guru fFikm% |, BEEESZ XN ERN
HERFIRE

"accountId":"123456789101",
"region":"eu-west-1",
"messageType" :"SELECTED_RESOURCE_FILTER_VALIDATION_FAILURE",
"ResourceFilterType": "Tags",
"InvalidResourceNames": [
"Devops-Guru-tag-key-tag-value"
1,

"awsInsightSource": "aws.devopsguru"
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]
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NAFPBRED T RENNE

ENER &R B R RS ( #I20 Lambda = Amazon RDS ) BYEBEER , RE R
#ZListMonitoredResourcesi®#fE , DevOpsGuru NERBZBRSHERYIR, APls EE QLT
B, WAILLEFIE AWS B 1AM KBS SUIELE I IR 1E,

{
"Sid": "DenyListMonitoredResources",
"Effect": "Deny",
"Action": [
"devops-guru:ListMonitoredResources"”
]
}
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"Sid" : "Allow access to principals authorized to use DevOps Guru",
"Effect" : "Allow",
"Principal" : {
"AWS'" o "M
},
"Action" : [

"kms:DescribeKey",
"kms:CreateGrant"

1,
"Resource" : "*",
"Condition" : {
"StringEquals" : {
"kms:ViaService" : "devops-guru.Region.amazonaws.com",
"kms:CallerAccount" : "111122223333"
}
"Sid": "Allow access for key administrators",

"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:root"
I
"Action" : [
"kms:*"

1,
"Resource": "arn:aws:kms:region:111122223333:key/key_ID"

"Sid" : "Allow read-only access to key metadata to the account",

"Effect" : "Allow",
"Principal" : {
"AWS"™ : M"arn:aws:iam::111122223333:roo0t"
},
"Action" : [
"kms:Describe*",
"kms:Get*",
"kms:List*"
1,

"Resource" : "*"
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AWS IKF |, AIEIKF AR EY IAM EEE R ESMEEZFEARE (AFRAR ) RTFBRBRHNR, i)
BEFETSONRBHINESNEUR TR B2  RETARNKRBELE —NKSPANECRT
WERR , WFFEEINNETEONRE. BXEZER , H5H (IAM AFERE) F1 IAM 8
B0 P B IR R

DevOpsGuru BB 1T3h
TRRBIRE . 2

EERWLER AWS JSON REERIEEHERRIBEMF L, BR2E , BNEETUANFLARFERITER
&, ARIEMH ARG THIT,

JSON KMEHY Action TEEARTATERBP AN RIELIFRNRE, KRBEEEEXEKN AWS
AP BERE. B—LEHINMER , HIIR BT APl BENMNRNR B, EHE-LREFTEETRK
PRITZSNEE. XLEMIRERNHERERE.

H R EEREUR FHATRERENRR,

E&EF DevOps Guru #E5Ik |, B5H (RFBENSZE) FH Amazon DevOps Guru TE X EVIE/E,
DevOpsGuru FHY REEIRIEEIRERIERA LT AR -

aws
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"Action": [
"aws:actionl",
"aws:action2"

]

EEF DevOps Guru ET SR KB RA , 2. Amazon Guru EF 58 BEE DevOps

DevOpsGuru B BUER &R
HRBRR . 2

EIE R A LAER AWS JSON REERIBEW ARG RMT L. HHRY , BN EEATLIF AR RINITER
E , UREMFARHETHIT,

Resource JSON KB TRIEEERMHMNAREN —NHZ IR, BIXIEE Resource
NotResource t&, EANBRESRE , FHEMAHE Amazon BEE# (ARN ) BBERFR. W TFXEEE
FWRER (MR BRBRNR ) WIRE , B URITHERE,

HFRZHRBRIURNRAE ( WFILRE) | BERERY (*) BREANATHREER,

"Resource": "*"

EEFE DevOps Guru BIREXH K HFIFK ARNs , BSHE (REBNSZE) FH Amazon DevOps Guru
EMHER. BETHRETUEAMEREREESHRIRMN ARN , 525 A ma DevOps zon Guru JE
N HVRE,

EEF DevOps Guru ET S MK RA , 5251, Amazon Guru EF 58 BEE DevOps
DevOpsGuru BY SR BE k44 %47
THBETHRSHVRBERGR . 2

EIE R A LAER AWS JSON REERIBEW ARG RMT L. WHRR , BANEAATLIM AR RINITER
&, BAREA ARG TIIT,

f£ Condition Jt¥& ( = Condition 3t ) & , ATAIEEBAERMNEM. Condition TEETE
N, BUCIERFERAZGZER (i, FFHNT ) BEHRER , UERBPHNREESERPHE
MTHE,
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REERL , REEMTEEA JSON MK,
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ABAC EREE KNI FEFHERR , HERBERTSEUNITR T AT UHRHEFB.

BEETHREEG R, BEEMFEA aws:ResourceTag/key-name, aws:RequestTag/key-name
= aws:TagKeys ZRUHBERBANZHTEPREFRZIER,

MRENBREN TEMBERREBFMAX=1FMER , IXT RS  ZEAR. NREMRSN
NTHDFRREISMBEX=&M4E , MZENTD.

EX ABACHEZEER , 2R (IAM AFERE) RWEA ABAC BIUE YR, EEFIRE ABAC
SEROHE , BSHE (AM AFERE) PREAETEMNIFRNRZES ( ABAC) .
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AABE,
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« &M T DevOps Guru B AWS & ( FTiIEN ) FHE

REERIEREK

ETSONEBRRETEARBUUELNIKS I, HRZMER DevOps GurutiR, iXLE#ER
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- FaER AWS RERBEH EORKENRNE — EFBEAAFMIEARR TR , EERANTFS
ERAFIRFRRHAWS EE X, SIERBREIRTH AWS IKF, BITEBIEEDE LAY
RGN AWS BEFRERBRE—SHINR, BEXEZER , BE5H (AM AFEmRE) $H
AWS EER KR TEIRBEMAWS EE XK,

o MASENXIR : A IAM REEZEBNRN , BNRFHRITESFAENNR, At , BALE X
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B, BEZH (IAM AFiEmRE) F8 IAM RS FER,
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o {8 1AM RKBE R B S — S BREITH RIAR ;48 A7 LA [ 5K B 7 00 5% 44 SR BR A X R AE RN BR A 17 ) o
Bl | WA LURE RS RIEEXTMER SSL XEFFEER, MEBRSBEREIZRENHXE
FARY , Tt AT BAE A SRR B T30 RS R AERY U5 R BR AWS BRSS |, lEn AWS CloudFormation. &
REZEER , 72H (IAM AF1ERE) B/ IAM JSON KEETE | &,

- M IAM Access Analyzer BiEZH IAM KB | IR RN LS IhBEM — IAM Access
Analyzer 2KIFFH REEMIM B KR , LUBERKRERAS IAM KEIES (JSON ) M IAM HESE
B2, 1AM Access Analyzer 12 100 ZTURBER EM ATIRENEI , SHBEBEFIELZ S BINREMRN
KEk, BXEZEER , BESHE (AM BFigm) PR IAM Access Analyzer i SR B,

- FEZEHFHRIE (MFA)-INR AWS IkFENZRFE IAM AFRRBAF , A MFA URER
=, ZELAR AP BERNEE MFA , B MFA RAERNMBZHNERD, BXEZER |, FS
F (IAM A F#8r) M EA MFA RF APIIE1A,

BX IAMHHREIRNESER , 250 (IAM AFER) #1 IAM F R HEXE,

£ DevOps Guru ##l1A

Ei5 | Amazon DevOps Guru 2§15 |, BATHE —HARENR. XENBELAATFEIEHNEES
RIB AWS ik #9 DevOps Guru RIRHVIFAFEE . MRBIBEXENZRENRBRENEHNETEHH
KB, NTHMT ZEBHEE (AFRSAE )  BHAEEERMBIEREZET,

NFREA AWS CLI 5t AWS API WA, BEFNEREFEEZHENR, R , _IRFHREH
ZIAMITHY API R4EME TE AV IRAE,

RERAFPMAEMATLER DevOps Guru 244 , EE/ DevOps Guru
AmazonDevOpsGuruReadOnlyAccess AmazonDevOpsGuruFullAccess AWS & K R& T hn 2
ik, BXEZELR , B3 (IAM BFiEE) SR B R IAGRE,

ARFAFEEHITE SR

ZRBIRER T BRI KRS LAY IAM AR EEMMNBERAF SN ABRMITERRIE, LR
IEEEE A EHEHR AWS CLI 5 AWS AP| LR AR TR IIEERNR,

{
"Version": "2012-10-17",

"Statement": [

{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [

"iam:GetUserPolicy",
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iam:ListGroupsForUser",
iam:ListAttachedUserPolicies",
jam:ListUserPolicies",
iam:GetUser"

1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
},
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}

EFTF DevOps Guru B AWS & (TIEN ) K

AWS B R A GIEMERMNIML IAM KEERFRFSERAG AWS, XE AWSHERBEANEILHA
PIRTFLENNIR , RS AT L REREBENR. EXEZEELE , H23H (AM AFER) F
Y AWS FEEKRE,

EBEMEE DevOps Guru FREAE , BATH B NE AWSFE KRB, IAMFullAccess

IR LBIEZBCHWBEEN IAM KB | LU F DevOps Guru BEMERANR, B LUFIXERE X
REEH MBI EEXENRMAFSHA,

LT AWSHEE RIESUEA T DevOps Guru , &R LU EK MBI~ R ey AP,
e}

* AmazonDevOpsGuruFullAccess

* AmazonDevOpsGuruConsoleFullAccess

» AmazonDevOpsGuruReadOnlyAccess
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» AmazonDevOpsGuruOrganizationsAccess

AmazonDevOpsGuruFullAccess

AmazonDevOpsGuruFullAccess— 2 #¥ DevOps Guru FIE£ 5 RIXPR , BIE 812 Amazon SNS
FE&B, 178 CloudWatch T & #5#RHF AWS CloudFormation 1 @]k IR, EA FEBER T
X Guru T2 EHNHNERARFIAF. DevOps

AmazonDevOpsGuruFullAccess FHBEUTIED,

"Version": "2012-10-17",
"Statement": [
{
"Sid": "DevOpsGuruFullAccess",
"Effect": "Allow",
"Action": [
"devops-guru:*"

1,

"Resource": "*"

"Sid": "CloudFormationListStacksAccess",

"Effect": "Allow",

"Action": [
"cloudformation:DescribeStacks",
"cloudformation:ListStacks"

1,

"Resource": "*"

"Sid": "CloudWatchGetMetricDataAccess",
"Effect": "Allow",
"Action": [

"cloudwatch:GetMetricData"

1,

"Resource": "*"

"Sid": "SnsListTopicsAccess",
"Effect": "Allow",
"Action": [

"sns:ListTopics",
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"sns:ListSubscriptionsByTopic"

1,

"Resource": "*"

"Sid": "SnsTopicOperations",

"Effect": "Allow",

"Action": [
"sns:CreateTopic",
"sns:GetTopicAttributes"”,
"sns:SetTopicAttributes",
"sns:Subscribe",
"sns:Publish"

1,

"Resource": "arn:aws:sns:*:*:DevOps-Guru-*"

"Sid": "DevOpsGuruSlrCreation",
"Effect": "Allow",
"Action": "iam:CreateServicelinkedRole",
"Resource": "arn:aws:iam::*:role/aws-service-role/devops-
guru.amazonaws.com/AWSServiceRoleForDevOpsGuru",
"Condition": {
"StringlLike": {

"iam:AWSServiceName": "devops-guru.amazonaws.com"
}
}
I
{
"Sid": "DevOpsGuruSlrDeletion",
"Effect": "Allow",
"Action": [
"iam:DeleteServicelinkedRole",
"iam:GetServicelLinkedRoleDeletionStatus"
1,
"Resource": "arn:aws:iam::*:role/aws-service-role/devops-
guru.amazonaws.com/AWSServiceRoleForDevOpsGuru"
I
{
"Sid": "RDSDescribeDBInstancesAccess",
"Effect": "Allow",
"Action": [
"rds:DescribeDBInstances"
1,
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"Resource": "*"

I
{
"Sid": "CloudWatchLogsFilterLogEventsAccess",
"Effect": "Allow",
"Action": [
"logs:FilterLogEvents"
1,
"Resource": "arn:aws:logs:*:*:log-group:*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/DevOps-Guru-Analysis": "true"

AmazonDevOpsGuruConsoleFullAccess

AmazonDevOpsGuruConsoleFullAccess— 12Xt DevOps Guru BWE£HEINER , EAIE
Amazon SNS £, ii[d CloudWatchil S #3EFRF AWS CloudFormation 5B #Ax B9 PR, 3R BE
BSETMANMBENENER , HLEALERH A PEFSHRE Amazon RDS Aurora ¥4z FE 3251 AE < Y
AP NERATFHEEERTN Guru T2 BHNNERRARSAF, DevOps

AmazonDevOpsGuruConsoleFullAccess FHBEUTIE,

"Version": "2012-10-17",
"Statement": [
{
"Sid": "DevOpsGuruFullAccess",
"Effect": "Allow",
"Action": [
"devops-guru:*"

1,

"Resource": "*"

"Sid": "CloudFormationListStacksAccess",

"Effect": "Allow",

"Action": [
"cloudformation:DescribeStacks",
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"cloudformation:ListStacks"

1,

"Resource": "*"

"Sid": "CloudWatchGetMetricDataAccess",
"Effect": "Allow",
"Action": [

"cloudwatch:GetMetricData"

1,

"Resource": "*"

"Sid": "SnsListTopicsAccess",
"Effect": "Allow",
"Action": [
"sns:ListTopics",
"sns:ListSubscriptionsByTopic"

]I

"Resource": "*"

"Sid": "SnsTopicOperations",

"Effect": "Allow",

"Action": [
"sns:CreateTopic",
"sns:GetTopicAttributes",
"sns:SetTopicAttributes"”,

sns:Subscribe",
"sns:Publish"

1,

"Resource": "arn:aws:sns:*:*:DevOps-Guru-*"

"Sid": "DevOpsGuruSlrCreation",

"Effect": "Allow",

"Action": "iam:CreateServicelLinkedRole",

"Resource": "arn:aws:iam::*:role/aws-service-role/devops-

guru.amazonaws.com/AWSServiceRoleForDevOpsGuru",

"Condition": {
"StringLike": {
"iam:AWSServiceName": "devops-guru.amazonaws.com"
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},
{
"Sid": "DevOpsGuruSlrDeletion",
"Effect": "Allow",
"Action": [
"iam:DeleteServicelLinkedRole",
"iam:GetServicelLinkedRoleDeletionStatus"
1,
"Resource": "arn:aws:iam::*:role/aws-service-role/devops-
guru.amazonaws.com/AWSServiceRoleForDevOpsGuru"
},
{
"Sid": "RDSDescribeDBInstancesAccess",
"Effect": "Allow",
"Action": [
"rds:DescribeDBInstances"
1,
"Resource": "*"
},
{
"Sid": "PerformanceInsightsMetricsDataAccess",
"Effect": "Allow",
"Action": [
"pi:GetResourceMetrics",
"pi:DescribeDimensionKeys™"
1,
"Resource": "*"
I
{
"Sid": "CloudWatchLogsFilterLogEventsAccess",
"Effect": "Allow",
"Action": [
"logs:FilterLogEvents"
1,
"Resource": "arn:aws:logs:*:*:log-group:*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/DevOps-Guru-Analysis": "true"
}
}
}
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AmazonDevOpsGuruReadOnlyAccess

AmazonDevOpsGuruReadOnlyAccess— & F X} DevOps Guru FE M AWS RS X RRH R
FHEIRR, FHBERMNATEEZERTFHEFENLHENNER , EFAFHEX DevOps Guru WO B &=
Bl. Amazon SNS £ &, System OpsCenter s Manager ERHITIEMEFRNAF,

AmazonDevOpsGuruReadOnlyAccess KRB SUTiEA,

{

"Version":

"2012-10-17",

"Statement": [

{

"Sid": "DevOpsGuruReadOnlyAccess",

"Effect":

"Action": [

:]I

"devops-guru:
"devops-guru:
"devops-guru:
"devops-guru:
"devops-guru:
"devops-guru:
"devops-guru:
"devops-guru:
"devops-guru:
"devops-guru:
"devops-guru:
"devops-guru:
"devops-guru:
"devops-guru:
"devops-guru:
"devops-guru:
"devops-guru:
"devops-guru:
"devops-guru:

"Resource": "*"

"Sid":
"Effect":

"Action": [
"cloudformation:DescribeStacks",

"Allow",

DescribeAccountHealth",
DescribeAccountOverview",
DescribeAnomaly",
DescribeEventSourcesConfig",
DescribeFeedback",
DescribelInsight",
DescribeResourceCollectionHealth",
DescribeServiceIntegration",
GetCostEstimation",
GetResourceCollection",
ListAnomaliesForInsight",
ListEvents",

ListInsights",
ListAnomalousLogGroups",
ListMonitoredResources",
ListNotificationChannels",
ListRecommendations",
SearchInsights",
StartCostEstimation"

"CloudFormationListStacksAccess",
"Allow",

%
o
pE
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"cloudformation:ListStacks"

1,

"Resource": "*"

"Effect": "Allow",
"Action": [
"iam:GetRole"

]I

"Resource": "arn:aws:iam::*:role/aws-service-role/devops-
guru.amazonaws.com/AWSServiceRoleForDevOpsGuru"

iy
{

"Sid": "CloudWatchGetMetricDataAccess",

"Effect": "Allow",
"Action": [
"cloudwatch:GetMetricData"

1,

"Resource": "*"

"Sid": "RDSDescribeDBInstancesAccess",

"Effect": "Allow",
"Action": [
"rds:DescribeDBInstances"

1,

"Resource": "*"

"Sid": "SnsListTopicsAccess",
"Effect": "Allow",
"Action": [

"sns:ListTopics",

"sns:ListSubscriptionsByTopic"

]I

"Resource": "*"

"Sid": "CloudWatchLogsFilterLogEventsAccess",

"Effect": "Allow",
"Action": [

"logs:FilterLogEvents"
1,

"Resource": "arn:aws:logs:*:*:log-group:*"

ET 085w

108



Amazon DevOps Guru AriEE

"Condition": {
"StringEquals": {
"aws:ResourceTag/DevOps-Guru-Analysis": "true"

AmazonDevOpsGuruOrganizationsAccess

AmazonDevOpsGuruOrganizationsAccess— it Organizations B2 5 A LLiG [RILA 42 A B9 DevOps
Guru ZIKFAE, NEHRENATERALNEBRARIIAR , FEQERFHLARNK DevOps Guru
SZEHENR, BoLUF RN AT RALNEERKF F DevOps Guru WEIEEB R K, &1
AR FHAmazonDevOpsGuruReadOnlyAccessZAmazonDevOpsGuruFullAccess N EABE , 7
DevOps Guru 2t RiEH T2 7 RN FR.

AmazonDevOpsGuruOrganizationsAccess REEEBE LU TEA,

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "AmazonDevOpsGuruOrganizationsAccess",

"Effect": "Allow",

"Action": [
"devops-guru:DescribeOrganizationHealth",
"devops-guru:DescribeOrganizationResourceCollectionHealth",
"devops-guru:DescribeOrganizationOverview",
"devops-guru:ListOrganizationInsights",
"devops-guru:SearchOrganizationInsights"

1,

"Resource": "*"

1,
{

"Sid": "OrganizationsDataAccess",

"Effect": "Allow",

"Action": [

"organizations:DescribeAccount",
"organizations:DescribeOrganization",
"organizations:ListAWSServiceAccessForOrganization"
"organizations:ListAccounts",
"organizations:ListChildren",

’
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"organizations:ListOrganizationalUnitsForParent",
"organizations:ListRoots"

1,

"Resource": "arn:aws:organizations::*:"
},
{

"Sid": "OrganizationsAdminDataAccess",

"Effect": "Allow",

"Action": [
"organizations:DeregisterDelegatedAdministrator",
"organizations:RegisterDelegatedAdministrator",
"organizations:ListDelegatedAdministrators",
"organizations:EnableAWSServiceAccess",
"organizations:DisableAWSServiceAccess"

1,
"Resource": "*",
"Condition": {
"StringEquals": {
"organizations:ServicePrincipal": [
"devops-guru.amazonaws.com"

A DevOps Guru FERARSFZHEAAE

Amazon DevOps Guru £ AWS Identity and Access Management (IAM) [R5 X BB, BRESHEXA
B2 —fIn4EH IAM B8 | B1E5 DevOps Guru <8k, BRFHEXAEH DevOps Guru TIEN , BIE
ZRE AR REIFA A AWS CloudTrail mazon CloudWatch, AWS CodeDeploy AWS X-Ray, #l AWS
Organizations Fr &M FTE R,

ERESHEANACTUERNMIZE DevOps Guru , BRERLF o RMHAENNR, DevOpsGuru
EXTHRSHEXACHNERE , BRIEZEEN , BN RE DevOps Guru AIABEHARG, ENLHNR
DIECEERBANNRRE , M ENRRET M MEMEMET IAM =44,

REEEEMBRBRSHEXARNEXETRE , TEMRIZAR®., XHETLURIFPEH DevOps Guru &
B, AR ETER BRI RIREN TR R,

EARSEXAL T


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
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Guru YRS AN BRE DevOps

DevOpsGuru A& A REZHEAX AT, AWSServiceRoleForDevOpsGuruiX 2 —H AWS EEF
B& , B8 DevOps Guru EEEER K FIiz TR ENR,

AwSServiceRoleForDevOpsGuru REHEXABREEUTRS KRBT ZAE

* devops—guru .dMazonaws.com

AN PRKMAmazonDevOpsGuruServiceRolePolicy 7t ¥ DevOps Guru X 1§ ERRTRIA T
{=H

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"autoscaling:DescribeAutoScalingGroups",
"cloudtrail:LookupEvents",
"cloudwatch:GetMetricData",
"cloudwatch:ListMetrics",
"cloudwatch:DescribeAnomalyDetectors",
"cloudwatch:DescribeAlarms",
"cloudwatch:ListDashboards",
"cloudwatch:GetDashboard",
"cloudformation:GetTemplate",
"cloudformation:ListStacks",
"cloudformation:ListStackResources",
"cloudformation:DescribeStacks",
"cloudformation:ListImports",
"codedeploy:BatchGetDeployments",
"codedeploy:GetDeploymentGroup",
"codedeploy:ListDeployments",
"config:DescribeConfigurationRecorderStatus",
"config:GetResourceConfigHistory",
"events:ListRuleNamesByTarget",
"xray:GetServiceGraph",
"organizations:ListRoots",
"organizations:ListChildren",
"organizations:ListDelegatedAdministrators",
"pi:GetResourceMetrics",

EARSEXAL T



Amazon DevOps Guru AriEE

"tag:GetResources",
"lambda:GetFunction",
"lambda:GetFunctionConcurrency",
"lambda:GetAccountSettings",
"lambda:ListProvisionedConcurrencyConfigs",
"lambda:ListAliases",
"lambda:ListEventSourceMappings",
"lambda:GetPolicy",
"ec2:DescribeSubnets",
"application-autoscaling:DescribeScalableTargets",
"application-autoscaling:DescribeScalingPolicies",
"sqs:GetQueueAttributes"”,
"kinesis:DescribeStream",
"kinesis:DescribelLimits",
"dynamodb:DescribeTable",
"dynamodb:DescribelLimits",
"dynamodb:DescribeContinuousBackups",
"dynamodb:DescribeStream",
"dynamodb:ListStreams",
"elasticloadbalancing:DescribeloadBalancers",
"elasticloadbalancing:DescribeloadBalancerAttributes",
"rds:DescribeDBInstances",
"rds:DescribeDBClusters",
"rds:DescribeOptionGroups",
"rds:DescribeDBClusterParameters",
"rds:DescribeDBInstanceAutomatedBackups",
"rds:DescribeAccountAttributes",
"logs:DescribelogGroups",
"logs:DescribelLogStreams",
"s3:GetBucketNotification",
"s3:GetBucketPolicy",
"s3:GetBucketPublicAccessBlock",
"s3:GetBucketTagging",
"s3:GetBucketWebsite",
"s3:GetIntelligentTieringConfiguration",
"s3:GetLifecycleConfiguration",
"s3:GetReplicationConfiguration",
"s3:ListAl1MyBuckets",
"s3:ListStoragelLensConfigurations",
"servicequotas:GetServiceQuota",
"servicequotas:ListRequestedServiceQuotaChangeHistory",
"servicequotas:ListServiceQuotas"
1,

"Resource": "*"

EARSEXAL =



Amazon DevOps Guru AriEE

},
{
"Sid": "AllowPutTargetsOnASpecificRule",
"Effect": "Allow",
"Action": [
"events:PutTargets",
"events:PutRule"
1,
"Resource": "arn:aws:events:*:*:rule/DevOps-Guru-managed-*"
I
{
"Sid": "AllowCreateOpsItem",
"Effect": "Allow",

"Action": [
"ssm:CreateOpsItem"
1,
"Resource": "*"
1,

{
"Sid": "AllowAddTagsToOpsItem",
"Effect": "Allow",

"Action": [

"ssm:AddTagsToResource"

1,

"Resource": "arn:aws:ssm:*:*:opsitem/*"
I

{
"Sid": "AllowAccessOpsItem",
"Effect": "Allow",
"Action": [
"ssm:GetOpsItem",
"ssm:UpdateOpsItem"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/DevOps-GuruInsightSsmOpsItemRelated": "true"
}
}
1,
{
"Sid": "AllowCreateManagedRule",
"Effect": "Allow",
"Action": "events:PutRule",
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"Resource": "arn:aws:events:*:*:rule/DevOpsGuruManagedRule*"
I
{
"Sid": "AllowAccessManagedRule",
"Effect": "Allow",
"Action": [
"events:DescribeRule",
"events:ListTargetsByRule"
1,
"Resource": "arn:aws:events:*:*:rule/DevOpsGuruManagedRule*"
},
{
"Sid": "AllowOtherOperationsOnManagedRule",
"Effect": "Allow",
"Action": [
"events:DeleteRule",
"events:EnableRule",
"events:DisableRule",
"events:PutTargets",
"events:RemoveTargets"
1,
"Resource": "arn:aws:events:*:*:rule/DevOpsGuruManagedRule*",
"Condition": {
"StringEquals": {
"events:ManagedBy": "devops-guru.amazonaws.com"
}
}
I
{
"Sid": "AllowTagBasedFilterlLogEvents",
"Effect": "Allow",

"Action": [
"logs:FilterLogEvents"
1,
"Resource": "arn:aws:logs:*:*:log-group:*",

"Condition": {
"StringEquals": {
"aws:ResourceTag/DevOps-Guru-Analysis": "true"
}
}
},

{
"Sid": "AllowAPIGatewayGetIntegrations",
"Effect": "Allow",
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"Action": "apigateway:GET",
"Resource": [
"arn:aws:apigateway:*::/restapis/??7????2?27?7?",
"arn:aws:apigateway:*::/restapis/*/resources",
"arn:aws:apigateway:*::/restapis/*/resources/*/methods/*/integration"
]
}
]
}

7 Guru BIE2RF X HE DevOps

BEEFHCERSHRAR, HEE AWS Management Console, B AWS API A 612 I8+ AWS
CLI, DevOpsGuru @R EBIZRFZHERAE,

/A Important
MREBEFEAZACKIENINENEMIRS TR TERE , WiZBRSHEXABTESHINER
BNk e a0 | aRESF DevOps Guru RINEIFE#EES |, N ZA G TS HIEZRR K,
F, AWS CodeCommit

4m%E Guru WARS <A DevOps

DevOpsGuru K R &4 BAWSServiceRoleForDevOpsGurufREHEX AR, SIERSHE<AR
B, BRTEERACGHEN , RATREZSHASIAZAR, ERUNUEA IAM REAGHER.
BEXEZER , B2 (AM AFER) FRNEERSHEXAE,

fHIBR Guru B ARSS M < A & DevOps

METBRECAENTERSEXACHURIRS , BNBWERBRZAR, XFMIBREES
BEREFHREASE, BR , ELMEBUEEMBFEENXE , REFEF MR,

(® Note

MR EZ MR REY DevOps Guru FRFIEEEAZAE , MMRTRES AR, MREEX
MER  BERILDHEER.

£/ IAM Fah BRIk XA &

EARSEXAL T


https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role
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FH IAM 254 AWS CLI, 3 AWS API i BRAWSServiceRoleForDevOpsGurufREHxAt, &
XEZER , F2A (IAM AFER) FHRIBREBESHEXAE,

Amazon DevOps Guru X RS #

&R BATE DevOps Guru REEFRER AWSTE R RRKREFMH. BXRIIEK , FSH IAM AP EEHH
IAM JSON KB TEZSE,

BEEXRKHN Action FRPEEXLERE, BEERME , BE API BEBSHZAIEA devops-
guru: BIZX ( #l0 , devops-guru:SearchInsights # devops-guru:ListAnomalies ),
EERMEAPEESTIRE  BEAESHENRI (Fl, "Action": [ "devops-
guru:SearchInsights", "devops-guru:ListAnomalies" ])o.

& BB AT

BRI LATESRBEHY Resource FEHIBER R AHBEH AT (*) B9 Amazon BIRBF (ARN ) EREIR
B, BUUEABREFEESMREIRIR, B0, devops-guru: *1EEPTAE DevOps Guru #
¥EHdevops-gquru:List*IEEMB BRI LH DevOps Guru e, List AT REFREE
12345 FFmMy EB@EAME—4RRRF (UUID ) WATE L&,

arn:aws:devops-guru:us-east-2:123456789012:insight:12345%

HRE EASHHITIHRIE MEBEETERE IAM FHNNRER (ETHONR ) 8, ATUE
AT&RERNSZE,

DevOpsGuru API & ERIREPT BRI R
AddNotificationChannel

¥ 1E : devops-guru:AddNotificationChannel

FER3K B DevOps Guru BB HIZRE, 2 DevOps Guru £ EEBEXMANHZENEFEENRL
fEEt , BAIRERTENE,

BIR . *

RemoveNotificationChannel

devops-guru:RemoveNotificationChannel
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FEZEM DevOps Guru FBREAME, X DevOps Guru £ B EHE X MAIBUHIZE R E M L
i, BRRERTBHME,

BIR ¥

ListNotificationChannels
#4E : devops-guru:ListNotificationChannels

IREN DevOps Guru Bl BHVEHREHIRFILFEN. X DevOps Guru ERBEIMARFHZEFE
BN , SNMNBARENATEANE, N —MEHEE R Amazon Simple Notification
Service,

BIR . *

UpdateResourceCollectionFilter
#{E : devops-guru:UpdateResourceCollectionFilter

EEFIHMKYIR | XL AWS CloudFormation 4% i T8 E DevOps Guru 2 #7 12K F° = 9 R L&
AWS BiR, ZoWMSERBIERIN. BERBSNBRESHEANNIAR | B0 LUEE X L R FKE
SIREMRE, LAZEERNEESERAEN IAM £A€ CodeGuru OpsAdvisor.

BIR . *
GetResourceCollectionFilter

¥ {E : devops-guru:GetResourceCollectionFilter

EEIREHEKHIER | XL AWS CloudFormation 34k B T 18 E DevOps Guru 204 #& K 7= H iy 1R £

AWS R, BAMSERDERY. RAEFABESAENNLR | 67T UMK L ERE
BRI,

BIR . *
ListInsights

1€ : devops-guru:ListInsights

FTEEELRHW AWS Ik FIRE N #EIR, B LURRIFHEtE, RES (ongoing = any ) FEH
( reactive = predictive ) ¥EEIR [ BFLE ILEE,

BIR :*
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DescribeInsight
#1E : devops-guru:DescribelInsight
PFUREIBXEER ID EEN BN FMER,
IR+

SearchInsights
#1E : devops-guru:SearchInsights

FEREEN AWS IKF PIREIRESI R, &

CN

predictive ) iEEIRE HFL HL#E,
TR *
ListAnomalies
1 : devops-guru:ListAnomalies
MHIREE T EMER ID EEN BN RESIR,
R
DescribeAnomaly

#1E : devops-guru:DescribeAnomaly
PHAUREIBXEMER ID EENFENIFHAE L,
WR *
ListEvents
¥ 1E : devops-guru:ListEvents
FER[E A DevOps Guru L R IFR A HIWEH 5
%,
R *
ListRecommendations

1€ : devops-guru:ListRecommendations

IR

o /Gh

SRR BRI daRt ), THRESRAMRE (reactive B

A BAfE A i S SR 4B E IR B R L S
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MR EIEE R BN HEESI R, STRUBSFEERIRNSEZVHERNEHIIR.

IR *

DescribeAccountHealth
#1E : devops-guru:DescribeAccountHealth

FERE AWS KPR EHFNRNANENHE, FHROTNLFHEMS TN ERKE. £
XEHFREEER AWS IKFFHEERR.

BIR . *

DescribeAccountOverview

& 4E : devops-guru:DescribeAccountOverview

HAREHEENHESEEARENATRE  SIBNTARNKI NAENHE, 62N TN
WENHE XA EXAREE) AN FERERE (MTTR).

IR *

DescribeResourceCollectionHealthOverview
#1E : devops-guru:DescribeResourceCollectionHealthOverview

FEIRE Guru HIEENE AWS CloudFormation HE4k B P A SEI ZZH9 FF AFH N M L BR . TR AAV 4R
I IR E RN FYMERE (MTTR), DevOps

BIR :*

DescribelntegratedService

¥’1E : devops-guru:DescribeIlntegratedService

FEIREI A5 DevOps Guru SEFRHI RS ERIRS. AT LAE DevOps Guruf i — I RS =
AWS Systems Manager , € 8] i F Opsltem AEMNEKHNFEBIE -1,

IR *

UpdateIntegratedServiceConfig

#1E : devops-guru:UpdateIntegratedServiceConfig
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FERAREZEAETE DevOps Guru EFRMIRFZHER . TTLAE DevOps Guru R — RS 2
Systems Manager , © 7 FF Opsltem &8N E R L #ESIZE —1

BIR . *

Amazon SNS B R

X HEIRE R Amazon DevOps Guru Bt EJ B H ALK~ HHR Amazon SNS B LEBAR , F £
RAAEFHRNES. AWS

Eit DevOps Guru B E MK F#HAH Amazon SNS B A XBEH |, EAMIE Amazon SNS E&
PN —INEEE , DevOpsiRF Guru ME K EBHIENR. REST DevOps Guru ELiE R @ EH
DevOpsF Guru BYE— 0K Fr#A /Y Amazon SNS EFKIXEH , DevOpslll Guru 2R EEEB &
AYIIE

EMINEBELEES — K P E Amazon SNS ETFHNRG |, BRI LAE Guru F7%0 Amazon
SNS &, DevOpsit 7] LAfE B &EEE#H B Amazon SNS BE , FEHEMRZ £,

(® Note
DevOpsGuru B 8I{X X #F[E — b X E K 7 66 .

N

FB

« B—AKFPHH Amazon SNS B H B E X R

o WIS —NKF B Amazon SNS £&

- ERBEMNBEEEFHEMN Amazon SNS BUE ( #%E)

B =K 8 Amazon SNS x B i iE N R
ER 1AM A&7 IR

MREFEHEMER IAM BEEFZEEMAS — MK /Y Amazon SNS £ , N 4706 Z6E /Y
Amazon SNS EEM I — MK, MBEEMER IAM B SRS M N2 H MK~ /Y Amazon SNS =
B, BEEXNMEN IAM e -0 NKS FRAEUATNR

» sns: CreateTopic

» sns: GetTopicAttributes
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» sns: SetTopicAttributes

* sns:Publish

FFUAT KB BB ZFEAH Amazon SNS £, X FResource®4 , topic-owner-account-
IdREBFAEENIKF ID, topic-sender-account-id2i&E DevOps Guru B F P B Ik 7~

ID , devops-guru-role@BARNMNARAFPH IAM B6, “HHregion-id ( Hlilus-west-2 ) FF
¥R R BYBmy - topic-names

"Version": "2012-10-17",
"Statement": [{
"Sid": "EnableDevOpsGuruServicePrincipal",
"Action": "sns:Publish",
"Effect": "Allow",
"Resource": "arn:aws:sns:region-id:topic-owner-account-id:my-topic-name",
"Principal": {
"Service": "region-id.devops-guru.amazonaws.com"
},
"Condition": {
"StringEquals": {
"AWS:SourceAccount": "topic-sender-account-id"

"Sid": "EnableAccountPrincipal",
"Action": "sns:Publish",
"Effect": "Allow",
"Resource": "arn:aws:sns:region-id:topic-owner-account-id:my-topic-name",
"Principal": {
"AWS": ["arn:aws:iam::topic-sender-account-id:role/devops-guru-role"]

LU IAM R P B 475t BR

ELLIAM AP B MEAbIK 4 A Amazon SNS =8 |, B U T EEK IR Z# AH Amazon
SNS =&, X FResource®4f , topic-owner-account-idREBEENKF ID , topic-
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sender-account-id=i&i& DevOps Guru WA FHIKF ID , devops-guru-user-name @i &K
NMAIAM AP, % Aregion-id ( Hlflus-west-2 ) MBI Emy-topic-names

® Note
EARMERT  RMNBUEABRTIE , M EEFKARIE (BB HEESR ) 1
IAM A=, BX IAM HRREIRNESELR , H5H (AM AFERE) F19 IAM Ff %S

RERE,

"Version": "2012-10-17",
"Statement": [{
"Sid": "EnableDevOpsGuruServicePrincipal",
"Action": "sns:Publish",
"Effect": "Allow",
"Resource": "arn:aws:sns:region-id:topic-owner-account-id:my-topic-name",
"Principal": {
"Service": "region-id.devops-guru.amazonaws.com"
3,
"Condition": {
"StringEquals": {
"AWS:SourceAccount": "topic-sender-account-id"

"Sid": "EnableAccountPrincipal",
"Action": "sns:Publish",
"Effect": "Allow",
"Resource": "arn:aws:sns:region-id:topic-owner-account-id:my-topic-name",
"Principal": {
"AWS": ["arn:aws:iam::topic-sender-account-id:user/devops-guru-user-
name"']
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WS —/N PR Amazon SNS £

ES— MK B HEAD Amazon SNS TEEENRG , B LUFi% Amazon SNS A 1% DevOps
W Guru BENEE P, EALAERA AWS CLI 2 DevOps Guru 2 & & %0 Amazon SNS £,
- FEREEAR , XFER “EH SNS =B ARN BEENA X %W , TR HMIKS N EH,

. fEF AWS CLI &8+ add-notification-channel , #4ifENotificationChannelConfig¥y
RTopicArnNIEE,

EREE ARk B MK, B Amazon SNS £

1. ¥TFF Amazon DevOps Guru ##|& , Mk Fhttps://console.aws.amazon.com/devops-guru/e
HASMER , BFRE,

B BB LR R

RN SNS £,

IR SNS £ ARN EER B X/,

W AIEEE AR Amazon SNS E&HY ARN. &N 1% E LB 1% 33 H0 R i KB E % EBATR
PR o

(AN ) ERBHEBAREENFNERRE,
8. EE&RIF.

o o kA W N

~

£ Amazon SNS EBURMEELIZESE , DevOpsGuru &2 FRAZETTENEEESH , fHlMNeIEHFN
FR Y B 1]

{5 @ @ E E #HEH Amazon SNS BUR ( ##%& )

AMEBRE , BNBWER N SEEMNEEN DevOps Guru BHREIEENR , NTRERBEHNZL
28

A BEANBEEEHEN Amazon SNS EBHXK ( #E )

1. EENDEXREBAMNIKS$IEIT list-notification-channels DevOps Guru AWS CLI &5

AL
T o

aws devops-guru list-notification-channels
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/devops-guru/add-notification-channel.html
https://console.aws.amazon.com/devops-guru/
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2. 7f£ list-notification-channels E&# |, i2 T EEH Amazon SNS FFHI ARN HiEE
ID, @& ID 2 —1EmE,

fFlan |, ELLTF RIS |, #748 ARN arn:aws:sns:region-id:111122223333: topic-name K4
FBHYIEIE ID § e89be5f7-989d-4cdc-blfe-e7145037e531

{
"Channels": [
{
"Id": "e89be5f7-989d-4c4c-blfe-e7145037e531",
"Config": {
"Sns": {
"TopicArn": "arn:aws:sns:region-id:111122223333:topic-name"
},
"Filters": {
"MessageTypes": ["CLOSED_INSIGHT", "NEW_INSIGHT'", "SEVERITY_UPGRADED"],
"Severities": ["HIGH", "MEDIUM"]
}
}
}
]
}

3. HIEEEMA the section called “5 —/NIKF HH) Amazon SNS FEHELENR” FHRETREE
IDEZE—MNKFAPAENEE., £ Condition FHEFEBHD | HRMIEE SourceArn 1T, ARN
BEEMXIE ID ( Hlius-east-1) ., FERMGAN AWS kS LUK RIE T A UE 1D,

BN EHK Condition FEHMI T AT R,

"Condition" : {
"StringEquals" : {
"AWS:SourceArn": "arn:aws:devops-guru:us-
east-1:111122223333:channel/e89be5f7-989d-4c4c-blfe-e7145037e531",
"AWS:SourceAccount": "111122223333"
}
}

IR AddNotificationChannel Fo3ERINEH SNS £ |, BHREEM IAM policy R EEF LTI
PR

{
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"Version": "2012-10-17",
"Statement": [{
"Sid": "DevOpsGuruTopicPermissions",
"Effect": "Allow",
"Action": [
"sns:CreateTopic",
"sns:GetTopicAttributes",
"sns:SetTopicAttributes"”,
"sns:Publish"
1,
"Resource": "arn:aws:sns:region-id:account-id:my-topic-name"

3]

AWS KMSE 12289 Amazon SNS FFH X R

1838 EH Amazon SNS E£Z ATgEH AWS Key Management Service %, ZE /i DevOps Guru £
MEZEEB , BREREBE— , AWS KMS key REFUTEDRME KMS ZHNKED, BXES
B8 , BZHAEH AWS KMS, AFEMANEZATRRRA Keyld () X &4 E] Amazon SNS KYE B #1T
e, URTEHELBMRSFREEEFTHAWS KMS HiFEME.

{
"Version": "2012-10-17",
"Id": "your-kms-key-policy",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "region-id.devops-guru.amazonaws.com"
b
"Action": [
"kms:GenerateDataKey*",
"kms:Decrypt"
1)
"Resource": "*"
}
]
}
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https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#key-id
https://aws.amazon.com/blogs/compute/encrypting-messages-published-to-amazon-sns-with-aws-kms/
https://docs.aws.amazon.com/sns/latest/dg/sns-data-encryption.html
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® Note
DevOpsGuru BRI X FHEENKFHEANMNEZEEE, BRI FAXFEZSNKF E£AMNEEH,

¥t Amazon DevOps Guru B9 & 9 #1177 [7] 3 17 B FE HE R

ERAUTEERFEBEL B EEMEA DevOps Guru F 1AM B T BEIE I 49 5 I (8] &,
£

« RFEMIE DevOps Guru FIITIEIRE

- BENAFREREHRNER

« RFMINIT iam : PassRole

- BBAWF AWS KPP 2 AW A RIEAY DevOps Guru &R

EFTNIE DevOps Guru FHITIEIRE
IR AWS Management Console HIFBELXDINITEIURE , WATEBRREE R T KRE B,

% mateojackson AP EHFERAREEEFTEREN my-example-widget BIRVFMES , BF
HWEEM aws: GetWidget RXRET , @ REUT RFIH IR,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
aws:GetWidget on resource: my-example-widget

FEXFERT , Mateo BRMUHNEE R EHEKRE , LA TFHMER aws: GetWidget BAEHRE my-
example-widget &R,

BN AP REARE T RPR

MEAFEE AWS AFHITRE , MFEEHREHBINE AWS Management Console, & F4wmiZiH[H]
R A REBURTFIEEH R AP KR AWS,

BEORAPRTREAGRAMNR , HFREA TR —,

REFR o
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RAriEmE

B BERER TR
BR ?

ABEH

( £ 1AM Identity Center &
BHAF)

IAM

IAM

BAY

fE A I RHEBZE [ AWS CLI
AWS SDKs, SAHNmEE
sk AWS APls,

A IREIEBZE [ AWS CLI
AWS SDKs, =% HHREE
sk AWS APls,

( THERSER )
FERKPEIELEE D AWS CLI
AWS SDKs, =X HEREE
sk AWS APIs,

AR

BRI HLEME AR AR
HITRE,

- XM AWSCLI , &2
¥ {AWS Command Line
Interface AAF /) AWS
IAM Ildentity Center® # “Bt
B AWS CLI ",

- BXIEM AWS SDKs
AWS APIs , 55 (T8£S
Zigrm) EPE’J IAM FHH0
HHWIFAWSSDKs 1T &
SEE™E,

R 1AM AP iEE R R Im e
EHE5 AWS BREEFERAH
EIJIRHHJ&‘C[* ﬂEo

BRREHLEFE AN R AR
HITRE,

- BXEE AWSCLI, &5
FEAFEERNEA IAM A
FPUEBHITHHEIE, AWS
Command Line Interface

« BXAWSSDKs M TE | &
2 (TEZEEE) AWS

SDKs 1 { TES#Ew)
R ERAKBEIR#HTEH
g_L'LIEo

- BX{EE AWS APIs , i5Z
) IAM AP iEEHh N EE
IAM B F #1518 24A o

R
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https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com/sdkref/latest/guide/access-sso.html
https://docs.aws.amazon.com/sdkref/latest/guide/access-sso.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-authentication-user.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-authentication-user.html
https://docs.aws.amazon.com/sdkref/latest/guide/access-iam-users.html
https://docs.aws.amazon.com/sdkref/latest/guide/access-iam-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html
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KL AT iam : PassRole

MRFBKRFEIRHEE , BREENIITiam: PassRolelRE , NMIXMEH BN KRB UA T BN AL
1% 45 DevOps Guruo

BE AWS S AT ERIEAGKZEAZES K MAREUERFNERSALIBSAXEE, Ak,
BB MEBF A ELETRSINR.

HEZ N IAM AP marymajor=id £ A2 H & 7 DevOps Guru FIITIR{ERT , I T RAIEE
%o BR , RELNEERSACHEFHWNRT AIMITILEE, Mary TEBFA KBRS HIN
PR o

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXMERT , DAEFH Mary KBS L I1T iam: PassRole #&1E,
MREEER  FHRRENAWS BB R, FNEERRRMEZEIIN A,
AT AWS kP 2 A ATF R EB DevOps Guru &R

EALBEB—NEE | SUEE AR th iy S AN A B T A XA R R AR, A
ISEREBER , TURABE, WTFXRETERNERRTEZHFIE (ACLs) KRS , HAT L
155 PR 53¢ L6 S W 1 A48 F 15 1R S0 A TR O AUR

ETREZEERE , BSANUTRE

- E T DevOps Guru @A FXEINEE , S Amazon DevOps Guru B 5 IAM &1,

« ETHRIMIEMNERENGERENIFENE AWS IKF |, F2E 1AM AP EER M EEEEaE AWS
K 5 —1 IAM B PR R SR,

« ETHRNMAME=HRAFENZRNIFRIE AWS IKF | ESE IAM AFREETWNEE =52
BiARBR. AWS K

- ETHIMIBEN BMRBRERITREHFENER , HSH (IAM BFREE) WAL SIS HEIEN
AP ( BHRBRERIE ) BT EINR,

- ETHREAACNETRARNRBETEKSHRZENES , HS5H (AM AFER) B8 1AM
P B S K = B R 15 ]

REFR 5


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
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18 Z M DevOps Guru

iR 43 DevOps Guru MBI HEM AWS FERF RO ATFEME, TAMNMEENEEARIBS . AWS
RBEHEUTRETE  ATY%M DevOps Guru , EHIMEBA#HTIREG , HEEH B XEITS :

« Amazon 2358} CloudWatch#5##=&# AWS FRIRFMEIZIT AWS MR ARF. S UREMRERIE
o, SIEEENHEGTEE , URIEEBERUEEEWIERIAREIEE RN R ENBHNERZEETE.,
Flan | A LA CloudWatch BRERIEHY Amazon EC2 SEfIRY CPU AR EMigH: , AEEERH
HEFEH, BEXEZEE , S M Amazon CloudWatch FF 5/,

« AWS CloudTrail{fiZk &R K P A RIEH AWS KT8 AP AR MEXREHS , HEFEEXHE
£ E| RIS ER Amazon S3 FERE, BRI SARRHLER MK @R T AWS, X HEARKR IP i
W RERNAERE, BXESELR , 55 AWS CloudTraill {(BHFIERE) .

£
« £ DevOps Amazon ¥#® Guru CloudWatch

« 123 Amazon DevOps Guru API i AWS CloudTrail

& DevOps Amazon %% Guru CloudWatch

& AT LAE A %92 DevOps Guru CloudWatch , ©aWERBIEH G EAE ) LA PR is

o XERITHRELREF 15N , NTIFEZREBHRFEER , HEBEFih T HEHN Web RARE
FERSHINITER. ko, TLEBERA THNSERENER , HERRAERREN K EBASZHIT
B®E, BXREZEE |, i3 Amazon CloudWatch FF 15,

5t F DevOps Guru , B LAERRERIEARUAGRERIL 7 | B A] AR ERIEHY DevOps Guru A E R BV IEHR.
B RERERY T ENKE Insights , UBHERELNRERBRFREREERETH. X
% | B REEEF M DevOps Guru ERAER , AR BIREREH KA,

DevOpsGuru BRSEAWS /DevOps -Gurutn & 28 A 3R & LU F8 4R

FH;
o WLIRIEIR
« DevOpsGuru fif i g%
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/
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RAriEmE

W ERIEFR

BRI LAE A CloudWatch BRERIERR , LEREH AWS IKFHOIET SO, EBALIEE Type £E

PABRER proactive = reactive N, MREGERRFTENE , BFAEEE4E.

Metrics
R iR
Insight E—NAWS KPRl EZN LEHE,

BRHEE : Type
BEREITEIE : Sample Count, Sum

BA I

DevOpsGuru Insight ERIZFEUATEE,

Dimensions
HE iR
Type XA RE, MREBERBREFFELSE  E1TEN

Z Insights IEfFIEE4E., EXENR : proactive
. reactive,

DevOpsGuru £ Zig¥R

B LAEA CloudWatch RERERIEHI Amazon DevOps Guru EA1ER -

Metrics
E¥R HiR
CallCount LA DevOps Guru FiEz — & HRY R AR E.

fE A Y4#E CloudWatch
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RAriEmE

1R

ListInsights

ListAnomaliesForInsight

ListRecommendations

ListEvents

SearchInsights

Describelnsight

DescribeAnomaly

BMYEE : Service, Class, Type, Resource
BREZITHEIE : Sample Count, Sum

B4 iR

DevOpsGuru ERABRIEER U T4E,

Dimensions

4#E

Service

Class

Type

iR
SEREN AWS REHNE T, Hli0 , X¥F DevOps Guru , It{E
HADevOps-Guru

XREREFENERNES, DevOpsGuru FXNEEE
{ENone— &£ A,

XEERENREREXRE, DevOpsGuru HiXMNEESEAPI—i
EH,

fE Y% CloudWatch
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https://docs.aws.amazon.com/devops-guru/latest/APIReference/API_ListInsights.html
https://docs.aws.amazon.com/devops-guru/latest/APIReference/API_ListAnomaliesForInsight.html
https://docs.aws.amazon.com/devops-guru/latest/APIReference/API_ListRecommendations.html
https://docs.aws.amazon.com/devops-guru/latest/APIReference/API_ListEvents.html
https://docs.aws.amazon.com/devops-guru/latest/APIReference/API_SearchInsights.html
https://docs.aws.amazon.com/devops-guru/latest/APIReference/API_DescribeInsight.html
https://docs.aws.amazon.com/devops-guru/latest/APIReference/API_DescribeAnomaly.html
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HE iR
Resource X2 DevOps Guru ITaHEF. BMERN : ListInsights ,

ListAnomaliesForInsight ,ListRecommendation
s ,ListEvents , SearchInsights ,DescribelInsight ,
DescribeAnomaly .

£ A1d & Amazon DevOps Guru API i AWS CloudTrail

Amazon DevOps Guru 5 AWS CloudTrail—IiRFEK , ZRFEEAF. A% AWS RFE
DevOps Guru FHITHRIERN B, CloudTrail £ DevOps Guru 9 API AR N EH. HRHW

8 25k B DevOps Guru #4#| & /Y8 A 3T DevOps Guru APl ##ENRBREA. REQETR
ER , WA LA VR CloudTrail B4 &£ % 2] Amazon S3 1248 , 2+% DevOps Guru WS4, IR
BARBERE , BT LUE CloudTrail #H &K “EHFHLIER PEERFNENH. FRRENE
B CloudTrail , A LA E @ DevOps Guru K HEViER, KHERMW IP #huk, #AE TiER, AREK
HiERAREMIFEMRER,

ETHEZEELR CloudTrail , 555 <AWS CloudTrail AFEE) .

DevOps K Ifi{E 2 7E CloudTrail

CloudTrail FE& 812 AWS KPR EEZNIKS LB . % DevOps Guru R ERLEEZR |, ZEHRE
Hh AWS RS CloudTraill B —EBIEREEHALIERHP, BULUEBCSHW AWS IkKFHEE, BR
MTIEFERENEN,, BXRXEZERE , BSREAEHALIEFEES CloudTrail E,

ERSICRKE AWS IKF RN EH | 238 DevOps Guru BI5ED) | BRIRRE. RE AV CloudTrail
HEX 4R E Amazon S3 7M. RINBERT , HEEHI SR LIERERICRA |, LRERIERNA T
B AWS XiF, BREICE AWS 2 XAMEXENEHN |, HF BEXHZEREBIEER Amazon S3 &

. WAL, BRI ERM AWS RS , Uit —S o AL E CloudTrail B EFWENEHLEE,
XEZER ,BSHETIAE :

- BIZRRIZEFER

« CloudTrail MRS MERK

« BiE Amazon SNS EXI CloudTrail

o EWXRBZANMEXE CloudTrail BENXHMEWEK B Z 4K F#Y CloudTrail B &34
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/configure-sns-notifications-for-cloudtrail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
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DevOpsGuru X FFHABREENEHIERE CloudTrail BEXHF, BXREZELR |, BSH
DevOpsGuru APl & R 121k,

BIMNEHHBATREBESEXRERBFRNAREGR. SOEEABTEHEUTRE !

- FREEARZUEERAFFIEREN,
- FREREEAACERKEAFNIGNZ2EIEREN,
- FREBTHEM AWS RSF K H,

BEXREZELR , {2 H CloudTrail userldentity Jt%o

T # DevOps Guru BREX B

RIRR—MEE , APNE4ERN BEXHEREIZEEN Amazon S3 Fi#, CloudTrail BEX#
BE—NHSNEERE, BHRRKEEMARFENENER , BFEBXRERNRE, RER B BN
B, HRSBEFENELR. CloudTrail BEXHTRLH AP BANAFHEKRRE , RLEMNT2RE
A4 EIRF H.

AR RBIERT ERZUpdateResourceCollectioni®4EMY CloudTrail HESR B

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AAAAAAAAAEXAMPLE:TestSession",
"arn": "arn:aws:sts::123456789012:assumed-role/TestRole/TestSession",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/TestRole",
"accountId": "123456789012",
"userName": "sample-user-name"
.
"webIdFederationData": {3},
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2020-12-03T15:29:51z2"

fi£ 312 % DevOps Guru APl 8 AWS CloudTrail 133


https://docs.aws.amazon.com/devops-guru/latest/APIReference/API_Operations.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
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}
.
"eventTime": "2020-12-01T16:14:31Z7",
"eventSource": "devops-guru.amazonaws.com",
"eventName": "UpdateResourceCollection",
"awsRegion": "us-east-1",
"sourceIPAddress": "sample-ip-address",

"userAgent": "aws-internal/3 aws-sdk-java/1.11.901
Linux/4.9.217-0.3.ac.206.84.332.metall.x86_64 Open]DK_64-Bit_Server_VM/25.275-b01
java/1.8.0_275 vendor/Oracle_Corporation",

"requestParameters": {

"Action": "REMOVE",
"ResourceCollection": {
"CloudFormation": {
"StackNames": [

i n

]
}
}
.
"responseElements": null,
"requestID": " cb8c1l67e-EXAMPLE ",
"eventID": " e3c6f4ce-EXAMPLE ",

"readOnly": false,

"eventType": "AwsApiCall",
"managementEvent": true,
"eventCategory": "Management",
"recipientAccountId": "123456789012"

DevOpsGuru ##Z 0 VPC 4LixT & (JAWS PrivateLink

= &3 &, Amazon DevOps Guru APIs B , BRI EAEA VPC KimTi K. SEFER VPC Im KT KA,
7 AP AASENRSE , ARATIEEEEAN VPC F , TEHEEKN,. BXESER , E5H
Amazon DevOps Guru APl &£ R IR 1E,

7

B LB eI E O VPC KisT SEZR VPC M DevOps Guru 2 AIB M AEERE, EOKET R
H—IRAREMH I IF AWS PrivateLink , ZHEARERE APIs TEEBEMMx, NAT 8%, VPN ERER
AWS Direct Connect EEEDT%A%‘ITJ'@ DevOps Guru., #&# VPC HHIEBIARFEELNE IP thutBIal &5
DevOps Guru APIs 815, &# VPC 1 DevOps Guru Z BN REFT BT I DM LK,

BMEOR[EHA TP — RSN EEMNEEORT,
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https://docs.aws.amazon.com/devops-guru/latest/APIReference/API_Operations.html
https://aws.amazon.com/privatelink
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-eni.html

Amazon DevOps Guru AriEE

BEXEZEER , H5H Amazon VPC AAFEMHMED VPC LinT 2 (AWS PrivateLink),

DevOpsGuru VPC & ixT B EEEM

f£7 DevOps Guru RE#E O VPC KiHTT K28 , HHEHSEF Amazon VPC AFEBFHEOZKIET
KRB HEFRH,

DevOpsGuru X#FMEM VPC AR HEFTE API 24E,
79 DevOps Guru #lE# 0O VPC KT K

A LAE A Amazon VPC # %182 AWS Command Line Interface (AWS CLI) 3 DevOps Guru &%
B8 VPC Kig T R, BXEZELR , H3 (Amazon VPC User Guide) H#J Creating an interface

endpointo

FERALUTRESBFN DevOps Guru 8|2 VPC KixT R :

* com.amazonaws., region.devops-guru

filan | MRENLIHT S AFE DNS |, WA A A ZXE B IA DNS E#:ME DevOps Guru &

APl iR, devops-guru.us-east-1.amazonaws.com

BXEZER , 2/ (Amazon VPC AFERM) PHEIEDIRLILFERS.

79 DevOps Guru 8lE VPC 4 ixT KUK B

AT LU R 0R T UK BE BT IN 242 HIX4 DevOps Guru B 15 BIXPREY VPC LinTT Ko ZREEIEELUTE
B .

/BN .

« AHITIRIENES,
« ARATRVERAE,
« A HEHHITRENE IR,

BXEZER , H5 K (Amazon VPC AIF#ER) IR VPC ik S HIX AR SS BV T3 [F].

Bl : DevOpsGuru ##1ER VPC LT KL KB

LA 2 DevOps Guru & T L KB R fl, HiEEIKRRET RN , KRBA2OMERENAMEZRA
& Fi5E % HE DevOps Guru BRERIIER,
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https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html#vpce-interface-limitations
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