AWS AEKIE™E

EFE AWS Y532 A A W00 14 AR 55

Copyright © 2026 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.



B AWS B2 ATV 14 AR S5 AWS REIEmE

& AWS Y2 AN BRSS: AWS RKIEF

Copyright © 2026 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.

Amazon FIEFRFE L AR A BB FEMIE Amazon WERBRS , AR BLEAATRESIEEZFE
&, BRKIKS Amazon WA REH., PIEIE Amazon HEMEMBEIRO AR BFIEENMT | XL
P& BEME T Amazon., 5 Amazon BxBk=iH Amazon #Bh , th RTgEF IEAN L,




B AWS B2 ATV 14 AR S5 AWS REIEmE

Table of Contents

a3 =1 = [ O OO O O SEOOSO OO U SO URURO SOOI i
1111 OO OSSOSO SO TP SRRROO 1
B D ottt et b e heeheeat et et e beeheeaeeaeeae et et e ebeeaeebeeaeene et eteeteereeaeeneeneennas 2
B B T oot h ettt a ettt et b sttt a et b e sttt s 3
ik = OO O RSSO SP RO 6
BB ettt a ettt b s et et b s et et s et b et et s et et s s etens 8
D q 0] (o] = RSP 16
SERHFTTEEARIR oottt h et et et b et a et R ettt a et R ettt ettt ne et e sene e 17
.......................................................................................................................................................... Xviii




13 AWS B3R A AT 14 AR S5 AWS REIEmE

& AWS 5 12 70 AW 4 AR 55

BHE—D
B H By EMRLE AWS WM AN MRS &ES
LA LR,
EREH 2024 F£1 A 12 H
ERRSS * AWS CloudTrail
* Amazon CloudWatch
« W5 CloudWatch RARFES
+ AWS Config
« AWS Control Tower
* Amazon Managed Grafana
 Amazon Managed Service for Prometheus
W 5% OpenSearch RS
- AWS R1THRER T OpenTelemetry
+ AWS X-Ray
s AN
81 7]

BRATARESBRETSN TEARMMBQ TR, i, TRMARSENXRARDS,
. WESRARGHBENSEE , PR, ASARE  MBRSAROETRRARE , 3#%5
HAHEHEE,

. TRREMETBUHS. RRQUBRTBRENPAIRS | WTTAEH R ABRAL,

AWS R T —RFIATHREZMANUEN TEMERES. SINTHTRERE. DM ERNEIZERN
BHGEFENRE, W, SIETRM BEMENR , &0 E XL B EMEIRRIR 3 M5 R 7
KRR E



https://aws.amazon.com/cloudtrail/getting-started/
https://aws.amazon.com/cloudwatch/getting-started/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-Application-Monitoring-Sections.html
https://aws.amazon.com/config/getting-started/
https://docs.aws.amazon.com/controltower/latest/userguide/getting-started-with-control-tower.html
https://docs.aws.amazon.com/grafana/latest/userguide/getting-started-with-AMG.html
https://docs.aws.amazon.com/prometheus/latest/userguide/AMP-getting-started.html
https://aws.amazon.com/opensearch-service/getting-started/
https://aws-otel.github.io/docs/getting-started/collector
https://aws.amazon.com/xray/getting-started/
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/working_with_metrics.html
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https://docs.aws.amazon.com/xray/latest/devguide/xray-services.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/ContainerInsights.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/ContainerInsights.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/ContributorInsights.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Lambda-Insights.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch-application-insights.html
https://docs.aws.amazon.com/xray/latest/devguide/xray-console-servicemap.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/ServiceMap.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AnalyzingLogData.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/ServiceMap.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AnalyzingLogData.html
https://docs.aws.amazon.com/config/latest/developerguide/how-does-config-work.html
https://aws.amazon.com/getting-started/decision-guides/machine-learning-on-aws-how-to-choose/
https://aws.amazon.com/getting-started/decision-guides/analytics-on-aws-how-to-choose/
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https://aws-observability.github.io/observability-best-practices/guides/
https://docs.aws.amazon.com/wellarchitected/latest/management-and-governance-guide/aws-observability-tools.html
https://docs.aws.amazon.com/wellarchitected/latest/management-and-governance-guide/aws-observability-tools.html
https://docs.aws.amazon.com/wellarchitected/latest/management-and-governance-guide/interoperable-functions-5.html
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch_billing.html
https://docs.aws.amazon.com/wellarchitected/latest/management-and-governance-guide/securityoperations.html
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/WhatIsCloudWatch.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
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https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-what-is.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-Application-Monitoring-Sections.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-Application-Monitoring-Sections.html
https://docs.aws.amazon.com/prometheus/latest/userguide/what-is-Amazon-Managed-Service-Prometheus.html
https://docs.aws.amazon.com/prometheus/latest/userguide/what-is-Amazon-Managed-Service-Prometheus.html
https://docs.aws.amazon.com/xray/latest/devguide/aws-xray.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/working_with_metrics.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/ContainerInsights.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AnalyzingLogData.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/LogsAnomalyDetection.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/LogsAnomalyDetection.html
https://docs.aws.amazon.com/grafana/latest/userguide/what-is-Amazon-Managed-Service-Grafana.html
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/what-is.html
https://docs.aws.amazon.com/streams/latest/dev/introduction.html
https://docs.aws.amazon.com/guardduty/latest/ug/what-is-guardduty.html
https://docs.aws.amazon.com/config/latest/developerguide/WhatIsConfig.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/what-is-network-monitor.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/what-is-network-monitor.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-InternetMonitor.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-InternetMonitor.html
https://docs.aws.amazon.com/vpc/latest/userguide/flow-logs.html
https://docs.aws.amazon.com/network-firewall/latest/developerguide/what-is-aws-network-firewall.html
https://aws-otel.github.io/docs/introduction
https://aws-otel.github.io/docs/introduction
https://docs.aws.amazon.com/xray/latest/devguide/aws-xray.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-Application-Monitoring-Sections.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-Application-Monitoring-Sections.html
https://aws.amazon.com/about-aws/whats-new/2023/11/cloudwatch-hybrid-multicloud-metrics-querying-alarming/
https://aws.amazon.com/about-aws/whats-new/2023/11/cloudwatch-hybrid-multicloud-metrics-querying-alarming/

B AWS B2 ATV 14 AR S5 AWS REIEmE

A IEE
T 5% CloudWatch E#r Al

REFWETEREZNFMALERE, NALHERERRURMNMEER CloudWatch FER M.

U]
EI O% EKS #l Kubernetes 1% B & 88 I fi#

EI8H EKS &8 Fi& B Amazon Obs CloudWatch ervability ESK 4 #1 ADTO M EH %%
¥ro CloudWatch#Rit 5§ 2 > a{Ai% & Fluent Bit 2% Fluentd LU HE&XIZEIHE. CloudWatch

PR
FF#a4E A Amazon CloudWatch R T2 F W &

T R IN{AIfE 4240 A B A Applicati CloudWatch on Insights SREBESIEMN N ARF.

Pl ”'-EI:H@
{# /A Container Insights

T ## Container Insights 2047l CloudWatch Y&, SCEFCERB BRI AR FANMARSHITE
FRF B,

N IEE
1£ Amazon ECS L& EABE N #

ZIMEEBRNRS RN IE , 2 ADOT LUK E EC2RHIR FIIEHR , AR IRE FireLens [ H
£ &% B CloudWatch &,

MRS

Amazon CloudWatch Application Insights

« FF#4EH Amazon CloudWatch B ARRFES

EXREET , SF2IMAEIKRNENEAERF , AWS LUESRT LU S5 N ARFNET
R F RN S B AR RER RN AR,

PR @

« Amazon CloudWatch NARFES , ATEzIRNENNARERF

A


https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/WhatIsCloudWatch.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/working_with_metrics.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/deploy-container-insights-EKS.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/appinsights-getting-started.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/ContainerInsights.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/deploy-container-insights-ECS.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-Application-Monitoring-Sections.html
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https://aws.amazon.com/blogs/aws/amazon-cloudwatch-application-signals-for-automatic-instrumentation-of-your-applications-preview/
https://aws.amazon.com/blogs/mt/how-to-monitor-application-health-using-slos-with-amazon-cloudwatch-application-signals/
https://aws.amazon.com/blogs/mt/introducing-cloudwatch-lambda-insights/
https://aws.amazon.com/blogs/aws/using-amazon-cloudwatch-lambda-insights-to-improve-operational-visibility/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/CWL_GettingStarted.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AnalyzingLogData.html
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Amazon EventBridge
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https://aws.amazon.com/blogs/aws/new-amazon-cloudwatch-logs-insights-fast-interactive-log-analytics/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html
https://aws.amazon.com/blogs//mt/secure-monitoring-of-user-workflow-experience-using-amazon-cloudwatch-synthetics-and-aws-secrets-manager/
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-get-started.html
https://docs.aws.amazon.com//latest/userguide/eb-get-started.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-log-ec2-instance-state.html
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AWS Config

« AI1 AWS Config
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https://aws.amazon.com/blogs/compute/building-an-event-driven-application-with-amazon-eventbridge/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/tutorial-event-history.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/tutorial-trail.html
https://catalog.us-east-1.prod.workshops.aws/workshops/2e48b9fc-f721-4417-b811-962b7f31b61c/en-US
https://aws.amazon.com/blogs/mt/aws-cloudtrail-best-practices/
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Amazon Managed Grafana

- WO#IEE Grafana Al
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Amazon Managed Service for Prometheus
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https://docs.aws.amazon.com/config/latest/developerguide/WhatIsConfig.html
https://docs.aws.amazon.com/config/latest/developerguide/gs-console.html
https://docs.aws.amazon.com/config/latest/developerguide/gs-cli.html
https://docs.aws.amazon.com/grafana/latest/userguide/getting-started-with-AMG.html
https://aws.amazon.com/blogs/mt/amazon-managed-grafana-getting-started/
https://aws.amazon.com/blogs/mt/visualize-and-gain-insights-into-your-aws-cost-and-usage-with-amazon-managed-grafana/
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https://docs.aws.amazon.com/prometheus/latest/userguide/AMP-getting-started.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/ContainerInsights-Prometheus.html
https://aws.amazon.com/prometheus/faqs/
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/gsg.html
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/serverless-getting-started.html
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/quick-start.html
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/osis-getting-started-tutorials.html
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AWS X-Ray
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https://catalog.us-east-1.prod.workshops.aws/workshops/60a6ee4e-e32d-42f5-bd9b-4a2f7c135a72/en-US
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/quick-start.html
https://aws-otel.github.io/docs/getting-started/collector
https://docs.aws.amazon.com/xray/latest/devguide/xray-js-opentel-sdk.html
https://docs.aws.amazon.com/xray/latest/devguide/xray-python-opentel-sdk.html
https://docs.aws.amazon.com/xray/latest/devguide/xray-gettingstarted.html
https://catalog.workshops.aws/observability/en-US
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https://docs.aws.amazon.com/prescriptive-guidance/latest/logging-monitoring-for-application-owners/x-ray.html
https://aws.amazon.com/architecture/?cards-all.sort-by=item.additionalFields.sortDate&cards-all.sort-order=desc&awsf.content-type=content-type%23reference-arch-diagram%7Ccontent-type%23solution&awsf.methodology=*all&awsf.tech-category=tech-category%23mgmt-govern&awsf.industries=*all&awsf.business-category=*all
https://aws.amazon.com/architecture/?cards-all.sort-by=item.additionalFields.sortDate&cards-all.sort-order=desc&awsf.content-type=content-type%23whitepaper&awsf.methodology=*all&awsf.tech-category=tech-category%23mgmt-govern&awsf.industries=*all&awsf.business-category=*all
https://aws.amazon.com/architecture/management-governance/?achp_navtc9&cards-all.sort-by=item.additionalFields.sortDate&cards-all.sort-order=desc&awsf.content-type=*all&awsf.methodology=*all
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