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ft 42 Amazon DCV Session Manager ?

(® Note
Amazon DCV ELEI#<7 NICE DCV,

Amazon DCV Session Manager 2 —4#H A ZENRHE ( REMKE ) I— MR ARFRHEED
(API) , AILEF R A R ARSI A H RN (1ISVs) BAHMEBEIRNARRF , XENARFUEEARZEL
O#DCVERE S ol 2 MEEAmazon DCVAEN £ E .

AISENEB T AL EHMEE Session Manager Agent Hl Broker, AX{EFAAFEEBNEZER
APIs , 2% Amazon DCV 4 EEE BT X EEE.

£}
« Session Manager By T#EH =
- Rl

- Eh

« Amazon DCV Session Manager E3K

Session Manager B T4ER =X

TEFZEE/RT Session Manager A,

Customer Frontend- Session Manager-managed space DCV-managed space
managed space mmmmmm oo I ,
S . DCV Fleet '
Listening 1 :
for APIs ! I
1
1 = . L
API Calls — : :
@ S « Session DCV !
@ . Manager Servers
. . Agents |
Client Broker . :
| . &, |
| 0o

Session Manager By T{E/ = 1



Amazon DCV Session Manager EERER

(A3

REZREMNLTSIEEER APIsH Web k%8, TERALERBEF KN APl ERUER
Amazon DCV £iF , R FESEERMERXH Agent. Broker ML IR F Amazon DCV R
SZBRMNENL |, BEFIHAMAILLE Broker , 7 B Broker AL 517 Agent.

Agent

Agent R%FTE—4 Amazon DCV fREBF|HMNEMNRSEF L. Agent M Broker #FEWIET , HEMA
# Amazon DCV fR% 28 LiZ1TiX &S, Agent ¥4 Amazon DCV IR BHVIRES |, H I EHIR
AFEFH A [E 2 Brokers

APls

LEEEBFNF T —H REST NARFEHEED (APIs) , AT EE—4H Amazon DCV R L
) Amazon DCV &if, APIs EIHELAREHBELLALT . FRAZRATUEERA. NEE
N &FEEEFIH APIs,

B
EFHEEFEXNImNARFERIIF , ATHA B roker AN EEEEAPIs. REARAFFER
EPRUEE -4 Amazon DCV REE LIEENAE,

[R5 R
ERE APIER | BXTRMBFETE, EMELATURBELLARNBRENESEFFERTD
APls, EERMIBETHE , B iR APl 2R EE RN EIL,

EFim API
EPim APl 1 F Swagger Codegen M Session Manager APl EE X YAML X#H4ERH . BFH
APl AT & APl &R,

Amazon DCV &1i&

Amazon DCV £iE 2 Amazon DCV [RFE[EFZEZREBTFIHNEZN —BitE, EENEFT
DUE#EBIT D% DCV iF 28 , BUMELS# DCV RS LAIET S# DCV £iF, Amazon
DCV X IFEHANEMRXE , HABN2EHEEENMEEN —ANR, BUUFEASEEER
APls K& Amazon DCV £iEH £ AR, Amazon DCV £FT L FUTRESZ— :

« CREATING - Broker IEFE RIS E,
« READY - 2EHERTFEZE P ImER,
« DELETING - EEMIBRAIE,

Session Manager FI T/EH R 2
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« DELETED - EMIBR&FE,
* UNKNOWN - TS HE 2 ERIRZS. Broker M Agent ATBETEBIE .

/
HFIE
DCV Session Manager 12t 5L T Ih&E :

« &t Amazon DCV 2iEEE - REVEXEZ 1 Amazon DCV [EFH & LETHRXIENEE.

- EEZA Amazon DCV LiEN A AW - £ — API ERHN Z4 Amazon DCV RFEEFHZA
AFRIESBRZ N 2E,

o XEHRX - BOIESER , FRBEEMREEN —4H Amazon DCV RS ER.

- EEZ Amazon DCV 2iEMNR - A — APl EREBZ N2 EN AR,

- BEEREEER - ©E Amazon DCV 2N E P IREEE R,

- XBFRMAEM - £ AWS, FivHME T =WRSEE LFEA Session Manager,

B 75l

Session Manager TR R FRMEINEE, MRBEELS# EC2 KB £iZ1T Amazon DCV |, NI AJRERE
A E M AWS BRS , H120 Amazon A EC2 uto Scaling REBEMIZENT B,

EM

IZ1T EC2 36l AWS B A e B EASEEER,

A EFEEEH Amazon DCV Plus 5 Amazon DCV Professional Plus ¥ AliE, 4 < f14a] 3%
Amazon DCV Plus 8 Amazon DCV Professional Plus i fJiEI{E S , 1§25 Amazon DCV Wi E#Y
How to Buy HEREFIEXHK Amazon DCV A RAHEE. A T ATFMERMLE~iZ A Amazon
DCV Session Manager , X\ Amazon DCV kA 2021.0 FFiA58 &5 5eiF T E R,

EXEZEL 528 (Amazon DCV BB R#5/) HE9iF A Amazon DCV %22,

Amazon DCV Session Manager E3k

Amazon DCV Session Manager Agent 1 Broker EBUL T EXK,

HHE 3


https://www.nice-software.com/index.html#buy
https://docs.aws.amazon.com/dcv/latest/adminguide/setting-up-license.html
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R Agent
BRIERS + Amazon Linux 2 .
* Amazon Linux 2023 Windows
. CentOS Stream 9 * Windows Server 2022
. RHEL 7.6 & & iz * Windows Server 2019
. RHEL 8.x * Windows Server 2016
+ RHEL 9.x " Linux B
* Rocky Linux 8.5 & S R4 « Amazon Linux 2
* Rocky Linux 9.x - Amazon Linux 2023
* Ubuntu 20.04 « CentOS Stream 9
* Ubuntu 22.04 « RHEL 8.x
* Ubuntu 24.04 « RHEL 9.x
« Rocky Linux 8.5 SE & R4
* Rocky Linux 9.x
+ Ubuntu 20.04
« Ubuntu 22.04
« Ubuntu 24.04
« SUSE Linux Enterprise 12 } SP4
/)
« SUSE Linux Enterprise 15
2 * 64 I x86 + 64 {u x86
« 64 {Z ARM « 64 fZ ARM ( {XBRIZ 5 Linux
2. 5 Linux 2023, CentOS
9.x, RHEL 8.x/9.x # Rocky 8.x/9.x )
« 64 1 ARM ( Ubuntu 22.04 F 24.04 )
N7 8 GB 4 GB
Amazon Amazon DCV 2020.2 R BSR4 Amazon DCV 2020.2 R BSR4
DCV hx7<
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R Agent

HMER Java 11 -

P 4% FEEE K

THEMEHET Session Manager P& FIEZEER,

Customer-managed space Session Manager-managed space DCV-managed
space

Age

=2
&

DCV servers

Brokers

1] L] 1 1

] 1 ] 1

1 L] 1 1
Client — | . :—i:_______ :.:7-: :

1 v 1 s 1 l v 1

1 1 1 1

Load balancer E Load balancer

----------------- -

Y

External authentication ' __________________
server

\
i
i
- kﬁ:

Broker A MERFELMAPENL L , BEXIEEEF Amazon DCV RS a8 LY Agent IR &, ZZU
REERFEAZ Broker ARS A , M AL EN L LEFNEESZ Broker , HEHA—

RZ M AHBE S EEE P i M Broker ZE LA K% Broker # Agent Z A9 &, Broker Eﬁﬁﬁﬁ‘éﬁ%ﬁ
BB , MERXHEX Amazon DCV RFFHMLENE S Broker J LUFHBRAFRSHIBEFHEN
HEHEEL  HEEHSISRALFEBEERZELS. BN EE Broker EREFARBENDBHKEE
t XEPTREEAXEFEENAXNK. BUETURRXLEEFE, MREEFRERZINEE , WAHRIK
BN ERBE EE H Bl B X £ Broker, X3 DynamoDB, MariaDB #l MySQL. &7 B % Broker i &3
HHRIENEES .

RELAERGEREBEY RS, HA, XM@Y HTTPs E#,

BNEF RGN ARFLAESERRETEEM. APIsEF RN XD 7R S8 & 0 RIERS
o

P& MEREER 5


https://docs.aws.amazon.com/dcv/latest/sm-admin/broker-file.html
https://docs.aws.amazon.com/dcv/latest/sm-admin/broker-file.html

Amazon DCV Session Manager EERER

% & Amazon DCV Session Manager

T—TNA T MAREESE Broker MZ 4 Agent B Session Manager. &R LAfEH Z 4 Broker
DRSO BEMEE. BXEZEL , 3 ¥ E Session Manager.

ZEiRE Amazon DCV Session Manager , IEHITEA T R4E :

T
« B 1: % Amazon DCV RS 85

- PR 2 . i®E Amazon DCV Session Manager Broker

- ¥R 3 . 1®E Amazon DCV Session Manager Agent
« S8R 4 : FiE Amazon DCV ARS5 88 AR Broker 469 & KU AR S5 85

- SRS RUIRE

S8 1 H% Amazon DCV RSS2

BN ME R —HITE A Session Manager B9 Amazon DCV fR%88. HX %% Amazon DCV RE 88
NWEZER , 53R (Amazon DCV BERIER) BH L% Amazon DCV fR% 8.

£ Linux Amazon DCV fR%585 Lk |, Session Manager fEFi & dcvsmagent WAMRFZAF, %X
4 Session Manager Agent Bt |, S EZIBIRIZAF, B4R ZKRSHAFRT Amazon DCV B 7
R, AEZAF TR REMAFITERE, EH Session Manager RSAFRTFEEANR , iHH
TUTRIE

A Linux Amazon DCV RS 237 hnAs s fR <5 A
1. FEAMENXAEESRFTF /etc/dcv/dcv. conf,

2. {4 administrators SBURME [security] ZB2 HIEE Session Manager A, Hlan :

[security]
administrators=["dcvsmagent"]

3. REHXHAXHF,
4. {ZIEHEFHE3 Amazon DCV RE 8.

S 1 #%E Amazon DCV fRS58% 6


https://docs.aws.amazon.com/dcv/latest/adminguide/setting-up-installing.html
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Session Manager RgE{X 5 Amazon DCV fE% 8 L EFENAF A2 Amazon DCV &%, MR L H
BRATTFENAFUESE , ZERFGEAK. At , BLTERENNEKRL A7 Amazon DCV
RSELEEERNRGEAF,

® Tip
MREITEFAZMNMEBENHFEREN Amazon DCV RE 2 , RINNEBWUENN —MRE
M—#& Amazon DCV RFHBEENRE , FERRWITUTIR , tIZEEHEENENHNLS
BREMGE (AMI) , REEAZHERAKERN Amazon DCV FREE5. AMIs HE |, EaJLAFEH
AWS Systems Manager &MLl LIRBETXER T,

B 2 : ®E Amazon DCV Session Manager Broker

Broker A& EETE Linux =l L. XXM Linux KITIRHWEZEE |, 5 Amazon DCV Session
Manager 23R, f¥ Broker ZZ% % 5 Agent 1 Amazon DCV BREBENTENEN L, ZENATLUZL
RETRMNLRENE L | BESMEEBIERET Agent HEEHEE,

L% H B3 Broker

1. EEIEITEEHPRE Broker WEHL,

2. BFE3FfALZE GPGCXERHATHEZR, EATEFIEERRIEFEZR , BX4TMEA
Amazon DCV GPG %41, BT Tas LS A Amazon DCV GPG #4R,

« Amazon Linux 2, RHEL, CentOS # Rocky Linux

$ sudo rpm --import https://dlujéqtbmh3dt5.cloudfront.net/NICE-GPG-KEY

* Ubuntu
$ wget https://dlujéqtbmh3dt5.cloudfront.net/NICE-GPG-KEY
$ gpg --import NICE-GPG-KEY

3. THZRERHZ

« Amazon Linux 2

S 2 : ®E Broker 7
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$ wget https://dlujéqtbmh3dt5.cloudfront.net/2024.0/SessionManagerBrokers/nice-
dcv-session-manager-broker-2024.0.531-1.el7.noarch.rpm

* Amazon Linux 2023

$ wget https://dlujéqtbmh3dt5.cloudfront.net/2024.0/SessionManagerBrokers/nice-
dcv-session-manager-broker-2024.0.531-1.amzn2023.noarch.rpm

« RHEL 8.x fl Rocky Linux 8.x

$ wget https://dlujéqtbmh3dt5.cloudfront.net/2024.0/SessionManagerBrokers/nice-
dcv-session-manager-broker-2024.0.531-1.el8.noaxrch.rpm

« CentOS 9.x, RHEL 9.x # Rocky Linux 9.x

$ wget https://dlujéqtbmh3dt5.cloudfront.net/2024.0/SessionManagerBrokers/nice-
dcv-session-manager-broker-2024.0.531-1.el19.noarch.rpm

* Ubuntu 20.04

$ wget https://dlujéqtbmh3dt5.cloudfront.net/2024.0/SessionManagerBrokers/nice-
dcv-session-manager-broker_2024.0.531-1_all.ubuntu2004.deb

* Ubuntu 22.04

$ wget https://dlujéqtbmh3dt5.cloudfront.net/2024.0/SessionManagerBrokers/nice-
dcv-session-manager-broker_2024.0.531-1_all.ubuntu2204.deb

* Ubuntu 24.04

$ wget https://dlujéqtbmh3dt5.cloudfront.net/2024.0/SessionManagerBrokers/nice-
dcv-session-manager-broker_2024.0.531-1_all.ubuntu2404.deb

4. RERHS.

« Amazon Linux 2

$ sudo yum install -y ./nice-dcv-session-manager-
broker-2024.0.531-1.el7.noarch.xrpm

« Amazon Linux 2023

S8 2 : RiE Broker 8
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$ sudo yum install -y ./nice-dcv-session-manager-
broker-2024.0.531-1.amzn2023.noarch.rpm

« RHEL 8.x #1 Rocky Linux 8.x

$ sudo yum install -y ./nice-dcv-session-manager-
broker-2024.0.531-1.el18.noarch.rpm

« CentOS 9.x, RHEL 9.x # Rocky Linux 9.x

$ sudo yum install -y ./nice-dcv-session-manager-
broker-2024.0.531-1.el19.noarch.rpm

e Ubuntu 20.04

$ sudo apt install -y ./nice-dcv-session-manager-
broker_2024.0.531-1_all.ubuntu2004.deb

* Ubuntu 22.04

$ sudo apt install -y ./nice-dcv-session-manager-
broker_2024.0.531-1_all.ubuntu2204.deb

* Ubuntu 24.04

$ sudo apt install -y ./nice-dcv-session-manager-
broker_2024.0.531-1_all.ubuntu2404.deb

5. RERIA Java REHRARERN 11,

$ java -version

MRTR |, B LLBATERE Broker AT EMIEH Java WA Java £ H %, XZ2BIE Broker
BB Hi&E broker-java-home ZHERH . EXEZER , EZ 1 Broker Bt & X,

6. /B3 Broker RS , AR ZBRSEBRIFIEINBEZE,

$ sudo systemctl start dcv-session-manager-broker && sudo systemctl enable dcv-
session-manager-broker

S8 2 : RiE Broker 9


https://docs.aws.amazon.com/dcv/latest/sm-admin/broker-file.html
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7. ¥ Broker WEZLRIEPRIZAHEEENAFBERP. BT —FPRE Agent BY , BFEEMEAZIE
PBo

sudo cp /var/lib/dcvsmbroker/security/dcvsmbroker_ca.pem $HOME

B 3 : iXIE Amazon DCV Session Manager Agent

Agent BMEEE—4H Amazon DCV IRFBJ[ENHHMBEEN L. Agent AILAREE Windows
Linux IRE e L. BAZENBRERENESZEE , S MAmazon DCV Session Manager E3R,

FRFM

Z¥# Agent 2Bl , %ITEEN LZ%E Amazon DCV AR 25,

Linux host

(® Note

Session Manager Agent @A T ZR P 5IHM Linux KITHRFZEH :
LARi%BAER F1E 64 {7 x86 £l LR % Agent, BFE 64 1L ARM £l ERENRE |
Ex86_64%aarch64ift N, XF Ubuntu , BB Namd64, armb4

£ Linux E#l £ &% Agent

1. BEFEHHALZE GPGXEHITHFLER, EATEFIEESRRIIEFIZR , B4TEA
Amazon DCV GPG %41, BT TaH LS A Amazon DCV GPG #4A.

« Amazon Linux 2, RHEL, CentOS # SUSE Linux Enterprise

$ sudo rpm --import https://dluj6qtbmh3dt5.cloudfront.net/NICE-GPG-KEY

e Ubuntu

$ wget https://dlujéqtbmh3dt5.cloudfront.net/NICE-GPG-KEY

$ gpg --import NICE-GPG-KEY

2. THRERHZ

S 3 RE Agent
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« Amazon Linux 2

$ wget https://dlujéqtbmh3dt5.cloudfront.net/2024.0/SessionManagerAgents/
nice-dcv-session-manager-agent-2024.0.801-1.el7.x86_64.rpm

* Amazon Linux 2023

$ wget https://dlujéqtbmh3dt5.cloudfront.net/2024.0/SessionManagerAgents/
nice-dcv-session-manager-agent-2024.0.852-1.amzn2023.x86_64.xrpm

« RHEL 8.x 1 Rocky Linux 8.x

$ wget https://dlujéqtbmh3dt5.cloudfront.net/2024.0/SessionManagerAgents/
nice-dcv-session-manager-agent-2024.0.852-1.e18.x86_64.rpm

« CentOS 9.x, RHEL 9.x # Rocky Linux 9.x

$ wget https://dlujéqtbmh3dt5.cloudfront.net/2024.0/SessionManagerAgents/
nice-dcv-session-manager-agent-2024.0.852-1.e19.x86_64.rpm

* Ubuntu 20.04

$ wget https://dlujéqtbmh3dt5.cloudfront.net/2024.0/SessionManagerAgents/
nice-dcv-session-manager-agent_2024.0.852-1_amd64.ubuntu2004.deb

* Ubuntu 22.04

$ wget https://dlujéqtbmh3dt5.cloudfront.net/2024.0/SessionManagerAgents/
nice-dcv-session-manager-agent_2024.0.852-1_amd64.ubuntu2204.deb

e Ubuntu 24.04

$ wget https://dlujéqtbmh3dt5.cloudfront.net/2024.0/SessionManagerAgents/
nice-dcv-session-manager-agent_2024.0.852-1_amd64.ubuntu2404.deb

+ SUSE Linux Enterprise 12

$ curl -0 https://dluj6qtbmh3dt5.cloudfront.net/2024.0/SessionManagerAgents/
nice-dcv-session-manager-agent-2024.0.852-1.slesl12.x86_64.rpm

» SUSE Linux Enterprise 15

S 3 RE Agent 11
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$ curl -0 https://dluj6qtbmh3dt5.cloudfront.net/2024.0/SessionManagerAgents/
nice-dcv-session-manager-agent-2024.0.852-1.sles15.x86_64.rpm

3. REHHS.

Amazon Linux 2

$ sudo yum install -y ./nice-dcv-session-manager-
agent-2024.0.852-1.el17.x86_64.rpm

« Amazon Linux 2023

$ sudo yum install -y ./nice-dcv-session-manager-
agent-2024.0.852-1.amzn2023.x86_64.Ipm

« RHEL 8.x #l Rocky Linux 8.x

$ sudo yum install -y ./nice-dcv-session-manager-
agent-2024.0.852-1.e18.x86_64.rpm

« CentOS 9.x, RHEL 9.x # Rocky Linux 9.x

$ sudo yum install -y ./nice-dcv-session-manager-
agent-2024.0.852-1.e19.x86_64.rpm

* Ubuntu 20.04

$ sudo apt install ./nice-dcv-session-manager-
agent_2024.0.852-1_amd64.ubuntu2004.deb

e Ubuntu 22.04

$ sudo apt install ./nice-dcv-session-manager-
agent_2024.0.852-1_amd64.ubuntu2204.deb

* Ubuntu 24.04

$ sudo apt install ./nice-dcv-session-manager-
agent_2024.0.852-1_amd64.ubuntu2404.deb

» SUSE Linux Enterprise 12
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Amazon DCV Session Manager EERER

4.

$ sudo zypper install ./nice-dcv-session-manager-
agent-2024.0.852-1.sles12.x86_64.xrpm

» SUSE Linux Enterprise 15

$ sudo zypper install ./nice-dcv-session-manager-
agent-2024.0.852-1.sles15.x86_64.rpm

39 Broker ¥ I ZREREIA ( L L — SR EHNER ) RBRE Agent E# /etc/dcv-

session-manager-agent/ B &H,

FAERAN XA RSES[ITIF /etc/dcv-session-manager-agent/agent.conf , RE
TR,

« X¥F broker_host , EEFEHF L% Broker B EHLAY DNS B F5o

/A Important
MR RETE Amazon EC2 3£l £iZ1T |, broker_host N A4MEEZEFINFAE
lpv4 ik,

e (Hi& ) XTF broker_port , EEATE Broker BEMNIwH. BRIABERT , Agent #
Broker Bid 8445 i A#TERF. REELEEFATRANKAON , TEEFRZIRE, W
HIEHIEERNZIRE |, iR Broker BB N EAMABMN KA,

« WF ca_file , BELE L —THEHWIER AN TEEE. Hlu0:

ca_file = '/etc/dcv-session-manager-agent/broker_cert.pem'

HE , MREEEH TLS Wil , 5/ tls_strict iRERN false.
RIFH R AZ I
BT T B EAS 3 Agent,

$ sudo systemctl start dcv-session-manager-agent

S 3 RE Agent 13
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Windows host
£ Windows E#l %% Agent

1. T# Agent ZEREF.

2. BIRERRF. EXOREL , E#F Nexto

3. ZEULARZEL , FAMRFAHY ; MREE | §1%F | accept the terms HiEF Nexto
4. EBFFIRERE | BLE Install,
5

+F Broker WEZRIEHEIR (B EL—FSPEFNEIAE ) METE Agent L C:\Program
Files\NICE\DCVSessionManagerAgent\conf\ X#XmH,

6. FRAERNXARRESRITH C:\Program Files\NICE\DCVSessionManagerAgent
\conf\agent.conf , REHITUTERE :

« XtF broker_host , EEEHH L& Broker B EHLAY DNS & Fro

/A Important
WMRARIEIE Amazon EC2 34l EiZ1T , broker _hostN%4MigEiZS=HIHFAE
IPv4 i,

e (Hi& ) XTF broker_port , EEATE Broker BEMNIwH. BHIABERT , Agent #
Broker @id 8445 i A#{TIEE, REELFEFRATANKON , TFEEFHNZRE. W
REWIEFHZIRE , FHR Broker BLE N FAEBMNIRO,

« XF ca_file , BELEL—THEHWIER AN TERER. a0

ca_file = 'C:\Program Files\NICE\DCVSessionManagerAgent\conf\broker_ cert.pem'

HE , MREEZH TLS Wi , 5N tls_strict iIRERN false,
7. REFEHXAZIHF,
8. FEIHEHBZ Agent RFUFERER, EHSERRFFEITUTHR,

C:\> sc stop DcvSessionManagerAgentService

C:\> sc start DcvSessionManagerAgentService
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S 4 : BLE Amazon DCV BRZ5-83 LANKT Broker £ 7 B 190 1F fR %585

Bl & Amazon DCV RS 85 LASF Broker fEA NI B M IRIERS S , URIEEFIREZESE, BIEAM
$$ Amazon DCV R E58LiE )9 {51F Broker BB X H& CA.

Linux Amazon DCV server
A Linux Amazon DCV RS 257 INA ith fR <5 F P

1. FEAFENXAREREESRITIF /etc/dcv/decv. conf,
2. ¥ ca-file # auth-token-verifier SHUFME [security] o A,

* XF ca-file , BELEL—THEHEIEHA Broker BZEH CA BERE,

« XTF auth-token-verifier , AT NIEE Broker LSRR IEEFH
URL : https://broker_ip_or_dns:port/agent/validate-authentication-
token, ¥8EMA T Broker-Agent BEM RO , BRIAN 8445, WRETE Amazon EC2 =4l E
ETRE , NXAZEAFAE DNS HFAE IP thil,

540

[security]
ca-file="/etc/dcv-session-manager-agent/broker_cert.pem"
auth-token-verifier="https://my-sm-broker.com:8445/agent/validate-
authentication-token"

3. WREFHXANMH,

4. {ZEIEHEFFHF3 Amazon DCV fREeR. BXEZEE , H5H (Amazon DCV BEE R )
V1= 1L Amazon DCV BRS5E8 M Ja 31 Amazon DCV BR$5ER.

Windows Amazon DCV server
£ Windows Amazon DCV R85 £

1. #TF Windows S &R 4m %825 H S M % HKEY_USERS/S-1-5-18/Software/GSettings/com/
nicesoftware/dcv/security/8&.

2. 3TFF ca-file ¥,
3. XWTFEEE B BELEL—SHEFIZEHE Broker BEXH CA IR,
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® Note
MRZSBAEE , WOIB— I FHNFHESBHNHEHBENRN ca-file,

4. FTFauth-token-verifiers#,

NFEHIE , BRUTHEXIEE Broker LT ERIEREFH
URL : https://broker_ip or_dns:port/agent/validate-authentication-
token,

6. ISEMT Broker-Agent BEMIRO , BRIAN 8445, WMRMEIE Amazon EC2 £4l Liz1TRE ,
N A7 fEFAFAE DNS FLE IP iniJJ:o

(® Note
NMREZSBAEE , WE- N ZRRSBFFHESEN auth-token-

verifier,

7. EBRWE , H<MH Windows T EREFESS.

8. {FIEHEFHF3 Amazon DCV fkFEER. BXEZEE , H5H (Amazon DCV EXE R )
1= 1E Amazon DCV R 28 MB35 Amazon DCV RS 25,

SES RUFRK

'Tj_: Amazon DCV fR%85 Li% & Agent, i%{& Broker AN HEHRTEEZE , BEERIIRE
E1T.

Fq
Jik

&
-« KE Agent

« I8F Broker

I0iE Agent

Z % Broker fl Agent & , TR Agent IETEi=1T H B e £ % Broker,
Linux Agent E#1

EETH @ TBURTRA.

SR WIEREK 16


https://docs.aws.amazon.com/dcv/latest/adminguide/manage-stop.html
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B RS 2022.0 #2
M Agent EHl5 | BT TGRS :

$ grep 'sessionsUpdateResponse' /var/log/dcv-session-manager-agent/agent.log | tail
-1 | grep -o success

« 2022.0 Z BRI RRA
M Agent EHH | BITUTHSHIEEHTEHR., BHMBEH,

$ grep 'sessionsUpdateResponse' /var/log/dcv-session-manager-agent/
agent.log.yyyy-mm-dd | tail -1 | grep -o success

5140

$ grep 'sessionsUpdateResponse' /var/log/dcv-session-manager-agent/
agent.log.2020-11-19 | tail -1 | grep -o success

SR Agent IETEiz1TH BREBIERE R Broker , iZ@n S RIRE success,
ﬂﬂ%lxﬁﬂ”%i_@?ﬂﬂ’]ﬁﬂj -lﬁ*ﬁﬁ Agent H/LAK#FJ’)\& E%'{Ez%so 15(_' /u\i#f’{ia:l’)\—l—{i

F . /var/log/dcv-session-manager-agent/,
Windows Agent E£#1

T Agent BEX M |, ZXHTF C:\ProgramData\NICE\DCVSessionManagerAgent\log
i,

MBZAEXHBERLUTEMNIT , W Agent IETEIZTT H HEEB E1EE] Broker,
2020-11-02 12:38:03,996919 INFO ThreadId(@5) dcvsessionmanageragent::agent:Processing

broker message "{\n \'"sessionsUpdateResponse\" : {\n \"requestId\" :
\"69c24a3f5f6d4f6f83ffbbof7dc6a3f4\",\n \"result\" : {\n \"success\" : true\n

N\n  IN\n}"
MEEHWBEEXHEEERLUNT , BREAEXHUAERE

I$UF Broker

&3 Broker # Agent fg , R Broker IETE521T , 3 B&K A 7 M\l A AR 7 AT Ui [E Brokero

I$iF Broker 17
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MBIiZEEB 58] Broker Wit &M |, ETUATHD :

$ curl -X GET https://broker_host_ip:port/sessionConnectionData/aSession/a0wner --
insecure

WRIGIEK TN |, Broker SHEEIATAHR :

"error": "No authorization header"

I94IF Broker 18
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Bl & Amazon DCV Session Manager

NTRETENEZEWAR , XTRERALNERNEREHEE Session Manager. AT 5|%
BRBIRENEE Session Manager FTS RHXBLI]R , SFEEBEAFHRINR, BENBRENA
ENRERE,

F&

- ¥ & Session Manager

« ERARZEEN Amazon DCV RS 88

- BEENBERRS SR

- FEii& Broker HFAM

« 5 Amazon DCV Connection Gateway 5 X

« 5 Amazon £ B CloudWatch

¥ & Session Manager

RNTXMSTHAEHIESHE , BT LUK Session Manager B & 7 £ H 24 Agent 1 Broker, IR
FEITEFRASMMENRE , RIMNBNEANZENEE —MEMNREEYN , NXEEH0E
Amazon Machines Images (AMI) , RGN\ B EREH AMIs,

BRIABER T , Session Manager X EHAZ/ Agent, MEEHTEMTANERE. T3 , WRETE
£ %A Broker , A5 fEF B9 E 219 E Bl iR = F W% F Broker Z [BIRYRE AKX Broker Ml Agent
ZEPRE. ARSESENEENREZSEHZRAENER,

T—WNE T WmAEE Session Manager IAfFZ N EHLE Application Load Balancer —& £,

HRR

« SR SIS E 4

« S| 2 ANEIIERER SSL UEFH

« S 3 : Bl% Broker Application Load Balancer
- S8 4 . Fzh Broker

- £ 5 8l Agent Application Load Balancer
« HB 6 : F3h Agent

¥R Session Manager 19
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SR 1 Bl SSBIE E S

8 4IPS S4B B B ST A B N 2R F EL 5 A Elastic Load Balancing fX BRIV EMAE EH APIs, BX
EZER , 55 (LS# EC2 AF1Em) EC2%HY Amazon IAM B €,

B KB B B S A

1. B — AWS Identity and Access Management (IAM) & &3k E X E1£ 345 #it & 324 7 5 A 94X
R, SEATEERE

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"Service": "ec2.amazonaws.com"
},
"Action": "sts:AssumeRole"
}

ARG, INSAT R

{
"Version": "2012-10-17",
"Statement": [

{

"Action": [
"ec2:DescribelInstances"

1,
"Effect": "Allow",
"Resource": "*"

.

{

"Action": [
"elasticloadbalancing:DescribeTargetHealth"

1,
"Effect": "Allow",
"Resource'": "*"

}

SR QIEXBIEE 20


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/iam-roles-for-amazon-ec2.html
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]
}

BREZER , HZH (AM AFER) FHLE IAM A8,

BB — NN EBIEREXH. BXEZER , 55 AWS CLI 555 % FH create-instance-
profileo

AV BEFMIXFRE . 5XESEL , W50 (AWS CLI &95%E) H add-role-
to-instance-pro file,

RS PIRE XA HME Broker M. BXESES , WHH A mazon EC2 P KEH
IAM £8 5 I PIEIE .

SR 2 . AAEEERR AR SSLUEH

HIEN ABIGEERTERER HTTPS B |, AERNHITE R LERE SSL IE+H, NBIGEREEMAL
EHRILERE  RAEHERBFFRNVER  REBRERREE B R

& SSL ik

1.

BIEFREIEP M ALK (CA) Certif AWS ice Manager FABIEBM A (ACM PCA), HEXES
E8 , 21/ (Certifice Manager A5 AWS iEBM AV AP ER) PHIEIZE CA WEERF.
ZE#EiZ CA, BXEZER |, 5319 Certificate Manager #45 AWS iEBME A FIEFEHN L
%18 CAEH,

RiFHZ CALENHATIER. WTFEHAE , EEM *.region.elb.amazonaws.com }EE
BIEEHPUBEAROESNXE. BXEZEER , B3 H Certificate Manager $A5 AWS i
PRV AL EETHNREREILESR,

S8 3 : 812 Broker Application Load Balancer

#1122 — Application Load Balancer LA39# 5 4% & F ik # Broker Z [E]HREo

e ks daak i

1.

$TFF Amazon EC2 ##1& , it Fhttps://console.aws.amazon.com/ec2/o

ESMERTD  ERAEHEER  REEREARGER. N TAHHEERRE | &R

Application Load Balancer,

MNTFLERA : RERRDER |, ITUTERE
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user.html#roles-creatingrole-user-cli
https://docs.aws.amazon.com/cli/latest/reference/iam/create-instance-profile.html
https://docs.aws.amazon.com/cli/latest/reference/iam/create-instance-profile.html
https://docs.aws.amazon.com/cli/latest/reference/iam/add-role-to-instance-profile.html
https://docs.aws.amazon.com/cli/latest/reference/iam/add-role-to-instance-profile.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/iam-roles-for-amazon-ec2.html#attach-iam-role
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/iam-roles-for-amazon-ec2.html#attach-iam-role
https://docs.aws.amazon.com/acm-pca/latest/userguide/PcaCreateCa.html#CA-procedures
https://docs.aws.amazon.com/acm-pca/latest/userguide/PCACertInstall.html#InstallRoot
https://docs.aws.amazon.com/acm-pca/latest/userguide/PCACertInstall.html#InstallRoot
https://docs.aws.amazon.com/acm/latest/userguide/gs-acm-request-private.html#request-private-console
https://docs.aws.amazon.com/acm/latest/userguide/gs-acm-request-private.html#request-private-console
https://console.aws.amazon.com/ec2/
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a. NFEH , MAATITESRNIER ML,
b. XFENX , EFEEEKRM,
c. X FREHEBRHIL , EIF HTTPS ; ¥ FRHEHEEIHD |, WA 8443,
d. XFVPC, EEEMFERHH VPC , AFEEFEZ VPC HIIFTE FM,
e. BEET—F,
3. WFSR2 WMELLIRE , BRITUTRE

a. XNFIERERH  EEFEMACM PIIRPIEFIES.
b. XFIEBEMH , EBELUNBBENALEILESR,
c. ®“ET—Z,
4, WNTFHTRIGERSE , QIBFHNZLARERINENTLAE , UAFENRE M Broker Z
B3&@3d HTTPS Fi% O 8443 A AW HILRE.
EET -5,
5. NFHR4 BERH , BMITUATERE

NFBRE  ERWEERE,

NFEH, WABREAN B

c. XNTHERER  EFLH,

d. XFY, EFHTTPS, WFWwO , WA 8443, NFMHIURE , EEHTTP,
e. WFBTRREEMIL , 1EF HTTPS ; W FEERE , WA /health,

I

f. ﬁ?%jt_io
6. WFLRS5 IMEWRF, EET—F,
7. EFR6IE,

B 4 : 330 Broker

B2 —/N48 Broker R HEE BN EARFIIER , MiZ Broker FHEIE—1 AMI, REEMZ AMI
BB E R Broker, X#RFTA Broker #RELE N MR CA MMEEMN NBIGEREE.

/B 3h Broker

1. BohHE B Broker THl. BRLZENBEE Broker WEZER |, SIS R 2 : i8E Amazon
DCV Session Manager Broker,

S 4 . |53 Broker 22
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@ Note
B F B AEA Application Load Balancer , Bt , TEZE A Broker WBEZXRIEH,

HE$ET Broker , FHE AN X AmESRITIF /etc/dcv-session-manager-broker/
session-manager-broker.properties , AEWMITUATERE :
a. HETEMEHST (#) LUEBHE broker-to-broker-discovery-addresses ¥,

b. XF broker-to-broker-discovery-aws-region , #ABIEEFBIZE Application
Load Balancer #[X 1,

c. XTF broker-to-broker-discovery-aws-alb-target-group-arn, i A5 Broker
MBI E AR R B BAR4A R ARN,

d. ®REHXHAXH,
=1 Broker 3£,

MAZIERY Broker SRl BIE—1 AMl, BXEZEE |, TS RIL# Linux 24| EC2 AFEmRHF
#9383 LI 12 Linux AMI,

fE/1Z AMI 331 & K Broker,

I8 AY S HI BB X4 2 B 44 F B Broker 324,

PEH—NZEAH , LA R Broker 2| Broker BV R E LA K Broker Bl A 9# 35 M B RERE
A 2|FT A Broker £6l, BXxMBig ONEZEER , i5ZS R Broker B & X,

{57 & Broker SEHIEM 5 Broker A ERN BEFR. BXREZER , S H (Application Load
Balancer AF{8/) A EERY B trd EM B 45,

HIR 5 : 82 Agent Application Load Balancer

B2 — N Application Load Balancer BA5# Agent & Broker.

k= ks gk i

1.

$TFF Amazon EC2 ##|#A& , Wit A https://console.aws.amazon.com/ec2/,

ESMERT , GRAROER KRR ENH9ER. X TRASHEEHRNRE | ©E

Application Load Balancer,

XNTFLERA : RERRDERR |, ITUTERE

S 5 : 8l Agent Application Load Balancer 23


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/creating-an-ami-ebs.html#how-to-create-ebs-ami
https://docs.aws.amazon.com/dcv/latest/sm-admin/broker-file.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/target-group-register-targets.html
https://console.aws.amazon.com/ec2/
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a. NWFEH, MAARIIESRNERMER .
b. MNFERX , EEEEEKM,
c. XNFRAFHGEEFMN , EEFE HTTPS ; W FHEHEER[IHO , M A 8445,
d. XF VPC, EBREFMAMN VPC , REEIFZ VPC HHFTE TN,
e. EET—Z,
3. WFIR2 MELEIRE , BRITUTRE .

a. XNFIEHEH  EEM ACM PHIRFIEFIES,
b. WFIEREN , EFELUGRENLEIES,
c. ERT—%,
4. WTFHTRIBELRLYE , CIBFHNLLEASEFRNENR LA , LA Agent F Broker 28]
WX HTTPS MmO 8445 £ AWM B RE,
B‘ET—F,
5. NFSR4 BERH , FEHRITUTERE

a. NTEIRA , EEFEBRE,

b. XTHEM , MABHRANE .

c. XTERE, &HEXH,

d. XF, E&FEHTTPS, WTUwH |, A 8445, XN TIHNARA , EEHTTP1,

e. XNFTEITRAREMIL , &EHE HTTPS ; N THE , @A /health,

f. B’ET-—%
6. XTHI 5 EMBIR , EZFFTHE Broker SEHIFERHFMEIE3EM, &FE T -5 7,
7. EEGIE.

SR 6 . B30 Agent

B2 — N 4E Agent FFHEENEARNEIGER , Mk Agent HEIEZ— AMI, REEEAZ AMI B
FHHER Agent XHRFIA Agent #RELE W FEAHRN A EHREE.

Bz Agent

1. % Amazon DCV BRE L, BXxEZEL |, H5H $%B 1 . #& Amazon DCV RE .

S 6 : B3 Agent 24
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2.

REELSR 2 . NAFITEERES SSLIEF FEIZEMN CA LERHNEIAR . ERHEHEIE—MEM
PP #8 o] LUSRERAY B o CA 28 B 48 SCAF th 4 Al (T A 7 52 Y

ZEHOE Agente BEXRZENEE Agent WEZEE | iBSRSFE 3 : i8E Amazon DCV
Session Manager Agent.,

/A Important
TE15 2 Agent BL B SR :

« XJF broker_host £ , # A Agent AE5#EFH DNS
o« WF ca_file S8 , MATE L —FHEIEMN CA L ERHAHHKRE

Bt & Amazon DCV BRZ-85 LA Broker fE N B RILIRSS S5, EXEZEE , BSH TEH 4 : &
B Amazon DCV ARS88 LUK Broker E8 9K E RS 28,

/A Important
£ &K Amazon DCV ARS8 Bl & S 4 A -

* XTF ca-file ¥ , WA L—FSHEAN CA RERAXVERERE

« X¥Fauth-token-verifierZ# , BFEARERFITHEEEH DNS
broker_ip or_dns

=1k Agent £,

MELLE Agent STl BRI — AMI, BXESEL , HSHETDH Linux 26| EC2 F S R+
BT SEBIBIE Linux AMI,

ER1Z AMI BEIER Agent , FFECIRAVKFIBE M5 ELPTEXL Agent,

PE—NZEE , LLAFE Agent B EIEE B[N RELAMEIFTE Agent 3=6l, BXxME IR
AWNEZEER |, B5SH Agent Bl & X 4Fo

FEHARZE{N Amazon DCV RS 88

BAI LU B E XS 2 Bl 48 Session Manager Agent , BAESBIiR B Agent & HXBXAY Amazon DCV BR
KA eMNHIToE, ECIEFH Amazon DCV £iERN , BRI IBRE D EAHE N Agent FFREEN
—41 Amazon DCV fg%585. BXUMARERERZER Amazon DCV RSHENEZER |, ESHS
EEEESTT & &R CreateSessionRequests A,

1€ Amazon DCV fR5588 EERAIRE 25


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/creating-an-ami-ebs.html#how-to-create-ebs-ami
https://docs.aws.amazon.com/dcv/latest/sm-admin/agent-file.html
https://docs.aws.amazon.com/dcv/latest/sm-dev/CreateSessions.html
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FRERRSEMNENAR , AUEANENEARMIRFEEENNEAFEEN. BUEERBEE
VBB B BFRIC Agento Bl | BATLAE ram=4GB #Ri2EH 4 GB AEFEHN EHMFTE Agent, =
# , B LUBRERIEFRIC Agent, flE0 |, BATLAEA purpose=production frid4E=EH LEITH
FT & Agent,

7 Agent B ELFRZE

1. BEFERAERANNEEES , SIB— I FXHHANEEE—MEREZY , flW
agent_tags.toml, X#HRBNUMA .toml , HEXLMER TOML XH4ERNIBEXHRNS.

2. HEXMH , £ key=value HFENHIRZRMEX RINE —NFHFITH. Bl

tagl="abc"
tag2="xyz"

3. 3TFF Agent BLE 4 ( Linux 71 /etc/dcv-session-manager-agent/
agent.conf , Windows 73 C:\Program Files\NICE\DCVSessionManagerAgent\conf
\agent.conf ). XF tags_folder , IEEFRZEXHFIE B FZHBEE,

MREFEESMENN | EXENHHELNAEREHERT Agente XENHRIZFRIN
FiREH, MRSAMAX4HELEEFARENRE , NZERKFER X4 FHEES,

4. REFHRAXH,
5. EIEHEFHB3 Agent,

 Windows

C:\> sc stop DcvSessionManagerAgentService

C:\> sc start DcvSessionManagerAgentService

* Linux

$ sudo systemctl stop dcv-session-manager-agent

$ sudo systemctl start dcv-session-manager-agent

1€ Amazon DCV fR5588 EERAIRE 26
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B E MR IR X AR S5 S

BRRSBH/EATNE /A imMAERITHHRIEM BN IRST 27 SDKs -

RABERT , 2EEEREARBENRNERS R , AFF/RER OAuth 2.0 THE T SDKs |, 1L
BEERBRMHIED. MR Broker EARNRS R  MEFHTHINNEE,

BALABLE Session Manager B Amazon Cognito fE A AAZBIRINARS 28 , M T =24 Broker fEH R
BR%588. B> Amazon Cognito WEZER , 51 (Amazon Cognito F ZARIEFE) o

¥ Amazon Cognito fER RIIRSS 25

1. BIE—$# Amazon Cognito AP, BXAFMMEZER , 526 (Amazon Cognito 7 &K
AR ¥R FH Amazon Cognito B ZHEE,

£ Fcreate-user-poolin & , FIEEM B M EEH P AIZ Ay X1,

EiZRflF , BRIV E RN dcv-session-manager-client-app #1E us-east-1 FlE
Zoth,

$ aws cognito-idp create-user-pool --pool-name dcv-session-manager-client-app --
region us-east-1

s

"UserPoolClient": {
"UserPoolId": "us-east-1_QLEXAMPLE",
"ClientName": "dcv-session-manager-client-app",
"ClientId": "15hhd8jij74hf32f24uEXAMPLE",
"LastModifiedDate": 1602510048.054,
"CreationDate": 1602510048.054,
"RefreshTokenValidity": 30,
"AllowedOAuthFlowsUserPoolClient": false

12T userPoolld , BEELHT—FHHRFERZ ID.

2. RNEHAPMEIR—/NFNE, FMcreate-user-pool-domainti s , HIEELEL—S el
BuserPoolIdH APty iE & A& #o
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FiZRpls | 38R mydomain-544fa30f-c0e5-4a02-8d2a-a3761EXAMPLE , HA4E us-
east-1 AR IZE,

$ aws cognito-idp create-user-pool-domain --domain mydomain-544fa30f-
cOe5-4a02-8d2a-a3761EXAMPLE --user-pool-id us-east-1_@QLEXAMPLE --region us-east-1

il

"DomainDescription": {
"UserPoolId": "us-east-1_QLEXAMPLE",
"AWSAccountId": "123456789012",
"Domain": "mydomain-544fa30f-c0e5-4a02-8d2a-a3761EXAMPLE",
"S3Bucket": "aws-cognito-prod-pdx-assets",
"CloudFrontDistribution": "dpp@gtexample.cloudfront.net",
"Version": "20201012133715",
"Status": "ACTIVE",
"CustomDomainConfig": {3}

AP ERM TR : https://domain_name.auth.region.amazoncognito.coms
FiZRGls |, PSR https://mydomain-544fa30f-c0e5-4a02-8d2a-
a3761EXAMPLE.auth.us-east-1.amazoncognito.com,

3. BIBAFPMEFIK. #FAcreate-user-pool-clientii s HIgE L2 userPool Id# A F ity & #5,
EFmNBEMUAREEEPOEBZHNXE, i, B BHE --generate-secret ETEIEER
ERNCIENAFBE P iRE N

KiZRflF , BEFIHBHN dcv-session-manager-client-app , ®A14E us-east-1 X
eI IZE iR,

$ aws cognito-idp create-user-pool-client --user-pool-id us-east-1_QLEXAMPLE --
client-name dcv-session-manager-client-app --generate-secret --region us-east-1

s

"UserPoolClient": {
"UserPoolId": "us-east-1_QLEXAMPLE",
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EERES

"ClientName": "dcv-session-manager-client-app",

"ClientId": "219273hp6k2ut5cugg9EXAMPLE",

"ClientSecret": "lvp5e8nec7cbf4m9me55mbmht91u61hlh@a78rqlqkillEXAMPLE",
"LastModifiedDate": 1602510291.498,

"CreationDate": 1602510291.498,

"RefreshTokenValidity": 30,

"AllowedOAuthFlowsUserPoolClient": false

(® Note

18R ClientId Al ClientSecret, EHAARERATF API BRI IFRE S ER |, BF

NAFBLIERE OAuth2 .0 BIFRRSER. RFERSHFEATHRZIRFHNARNESR. L
BE 5 0RUEAY RS EER,

i fcreate-resource-serverfin S H I8 ERA F MM, BIRRS SN HE —FRAFMBEIR, STEUAKA
BHRFEMHXE, userPoolld

EiZRflF , BN decv-session-manager ERFRIZFFMEFR , HFF sm_scope ERTER
FRRER

$ aws cognito-idp create-resource-server --user-pool-id us-east-1_QLEXAMPLE
--identifier dcv-session-manager --name dcv-session-manager --scopes
ScopeName=sm_scope,ScopeDescription=sm_scope --region us-east-1

%

"ResourceServer": {
"UserPoolId": "us-east-1_QLEXAMPLE",
"Identifier": "dcv-session-manager",
"Name": "dcv-session-manager",
"Scopes": [
{
"ScopeName": "sm_scope",
"ScopeDescription": "sm_scope"
]
}

B ESNED RIS 2R
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}

5. EHMAFMBEFIW,

A update-user-pool-client i . EEMAFMA userPoolld, AFMEF RN

ClientId AR Xig, WF --allowed-o-auth-flows , ¥ client_credentials
DEREFIHNFERAEFR ID NIEFHZAEENTRLET SPREUE RS E,

TF --allowed-o-auth-scopes , EERRRFF|INRFNEE RS , TR

R : resource_server_identifier/scope_name., B¥ERR--allowed-o-auth-flows-
user-pool-client RFEFIKTEE Cognito AP MR ERERE OAuth 1%,

$ aws cognito-idp update-user-pool-client --user-pool-id us-east-1_QLEXAMPLE --
client-id 219273hp6k2ut5cugg9EXAMPLE --allowed-o-auth-flows client_credentials --
allowed-o-auth-scopes dcv-session-manager/sm_scope --allowed-o-auth-flows-user-
pool-client --region us-east-1

ol

"UserPoolClient": {
"UserPoolId": "us-east-1_QLEXAMPLE",
"ClientName": "dcv-session-manager-client-app",
"ClientId": "219273hp6k2ut5cugg9EXAMPLE",
"ClientSecret": "lvp5e8nec7cbf4m9me55mbmht91u61hlh@a78rqlgkillEXAMPLE",
"LastModifiedDate": 1602512103.099,
"CreationDate": 1602510291.498,
"RefreshTokenValidity": 30,
"AllowedOAuthFlows": [
"client_credentials"
1,
"AllowedOAuthScopes": [
"dcv-session-manager/sm_scope"
1,
"AllowedOAuthFlowsUserPoolClient": true

B ESNED RIS 2R 30


https://docs.aws.amazon.com/cli/latest/reference/cognito-idp/update-user-pool-client.html

Amazon DCV Session Manager EERER

® Note

AFMREE AR FREFRITEARTEOHRIE. BiZREld , BURSH
B URL 8 https://cognito-idp.us-east-1.amazonaws.com/us-
east-1_QLEXAMPLE/ .well-known/jwks. json.

6. MiHAEE.

$ curl -H "Authorization: Basic ‘echo -
n 219273hp6k2ut5cugg9EXAMPLE : 1vp5e8nec7cbf4m9me55mbmht91u61hlh0a78rqlqkillEXAMPLE
| base64™" -H "Content-Type: application/x-www-form-urlencoded" -X
POST "https://mydomain-544fa30f-c@e5-4a02-8d2a-a3761EXAMPLE .auth.us-
east-1.amazoncognito.com/oauth2/token?grant_type=client_credentials&scope=dcv-
session-manager/sm_scope"

ik

{
"access_token":"eyJraWQi0iJGQOVaRFpJUUptT3NSaW41MmtqaDdEbTZYbORNSTQ5b2VUTOCcXxUUI1Q2VIPSIsImF

Zkfi@HIDsd6audjTXKzH1ZGScr6R0dZtId5dThkpEZiSx@YwiiWe9crAlqoazlDcCsUJHIXDtgKW64pSj3-
uQQGgllv_tyVjhrA4JbDOk67WS2VONW-
uZ7t4zwwalUm0i3KzpBMi54fpVgPaewiV1Um_aS4LUFcWT6hVIjiZF7om7984qb2g0al4iZxpXPBITZX_gtGOEtvnSIL
"expires_in":3600,

"token_type":"Bearer"

}

7. {£A register-auth-server a5 B IEM I EBIRINARSS B8 LA 3L Broker £,

$ sudo -u root dcv-session-manager-broker register-auth-server --url https://
cognito-idp.us-east-1.amazonaws.com/us-east-1_@QLEXAMPLE/.well-known/jwks. json

FRAANEAUEARSHFERFETHE, EERBECERN , FRUEKLERNESE D, BF
mZEAFIRSEE URL. BXERIGRICHENESZER |, HSH (Amazon DCV Session Manager 7 &
ARIEM) $ M Create get an access token and make an API request.
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Bt i& Broker A&

Session Manager Broker X5/ EBBIEESE KT —#2, Session Manager AIAEATBEIBEEFFA
FERBSBENZA , WELGEAXLEHRENZH, EXL , Broker ES HAEEH L, ME—F
FNEEEFSISHALTER  NWREZEXREIE. TEAZMEER , SR LURIMFIM R Broker
Ro WA, BULEILLHEFNEHER K MAFTENERBHAREXREXRITFHFHXAM Amazon DCV
RS EREVE B

AU TRENERRENFARE :

- AT RESTEUNSEFIREIEZENFH
- EEZRMNSERE
« Amazon DCV RFZ RS

Amazon DCV Session Manager X DynamoDB, MariaDB #1 MySQL ##EfE, EHFTIRBEMNE
BXERIEEc —FREFERZINE. MRENAREBITEYIEEE Amazon £ EC2 , BITBIEH
DynamoDB ¥EAANHHIEE , ENEFZTERAHMIRE,

® Note

HETHNBBIEEN , BURE=EHNTZH. EEEFHX DynamoDB ENMEE , S
FEERERNEN

BLi& Broker BATE DynamoDB L# X (R BHUE
BLiE Broker SAFF#87E DynamoDB L 1Zfi EEIE

1. FEAERNXAEBIITF /etc/dcv-session-manager-broker/session-manager-
broker.properties H# T T 4REE :

« Set enable-persistence = true

+ Set persistence-db = dynamodb

« XF dynamodb-region , IEELEFEFH I E Broker HIEMN KM &aws; XiF, BXxZEFN
Xig %)%k , &2 % DynamoDB service endpoints,

« 3¥F dynamodb-table-rcu , HEEBNMNRIENIXMBESL (RCU ) 8. X RCUNE
Z{ER , 5% DynamoDB B A £,
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« XF dynamodb-table-wcu , EEBINRIXENEARTERMN (WCU ) B8, HEXWCUH
¥FZEE |, H5H DynamoDB MER &,

- AT dynamodb-table-name-prefixig E R M E|EA DynamoDB &M BIR ( A TX 2 FEAR—K
FHRZNMMEER ). AATEAFERFER. BR. BEINELMTIL.

2. 1ZILEBEDMFTAE Broker, Xt F&/ Broker , BT THH :

sudo systemctl stop dcv-session-manager-broker

3. WREHETWFTE Broker BE1E , RFEEHF B ZIFTE Broker, BTUA TR LB 3E/ Broker :

sudo systemctl start dcv-session-manager-broker

REEHNLMEFEA DynamoDB APIs FItX PR, L E# EC2 3kl L , AL S# EC2 TEHIER
SHIRRIIB, MREEBRETFANEL , BALUEAIBENEILERRZ— (HlM Java RERE
MRIMETE ) REXEEIE, BXEZELR , 2 Supplying and Retrieving &aws; Credentials.

BiiE Broker LAfE MariaDB/MySQL L# A REHIE

® Note

/etc/dcv-session-manager-broker/session-manager-broker.properties X
SEBRHE. MABRT , EEAGRIRRSNBAF, , HIREUH EAX R0 8 A -
iZ1T Broker WA, BIMBERT , X2 dcvsmbroker A, Broker EEFREEXHRE
BB THAR PR,

BL & Broker LAFFIATE MariaDB/MySQL E#HAREBEHEIE :

1. FERAERANXAEBEEEITH /etc/dcv-session-manager-broker/session-manager-
broker.properties H#H T T 4EE :
+ Set enable-persistence = true
+ Set persistence-db = mysql

» Set jdbc-connection-url =
jdbc:mysql://<db_endpoint>:<db_port>/<db_name>?
createDatabaseIfNotExist=true
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FEZEER , <db_endpoint> BHIBEFLEHT K , <db_port> 2 FEFiw O , <db_name> 2K
EEER.

« X¥F jdbc-user , IEEFRIFRIKFEEN AP HBE.
« XTF jdbc-password , EEENIFRIKIEENAFHNZRE,
2. FELEHEDHFTE Brokero XY & Broker , m{TUA &+ :

sudo systemctl stop dcv-session-manager-broker

3. WREHETWFTE Broker BE1E , RFEEHF B ZIFTE Broker, XIF&/ Broker , BT TS :

sudo systemctl start dcv-session-manager-broker

5 Amazon DCV Connection Gateway & i

Amazon DCV Connection Gateway B — NI RENKGD , FAFEBEIE LAN 5 VPC 8N %
A S i5E —4A Amazon DCV fR% 85,

RGN B AR 2 $E A &)Y Amazon DCV Connection Gateway 15 [R1#Y Amazon DCV R85 , &
A LABL & Session Manager LAEE X Amazon DCV Connection Gateway, EiI#IT T —F bR H 5
B , Broker 7 3 Connection Gateway < 1if fEfTEs. RAIFE , Broker FLFF—MNEASNE HTTP
LimT K. Connection Gateway X iZis 23 1T APl A , LA R Amazon DCV iE#5% H £ Broker
RN ENFAENES.

£

« J§ Session Manager Broker i%i& 3 Amazon DCV Connection Gateway f & i% #4785
- Wit -BRATLS EFiRGHRIE

« Amazon DCV Session Manager Amazon DCV R%585 - DNS B g1 S &

F Session Manager Broker 12 &7 Amazon DCV Connection Gateway Ky &

EY:

Session Manager Broker i

1. FEAEANXARRESRITIF /etc/dcv-session-manager-broker/session-manager-
broker.properties HNALUTEX :
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» Set enable-gateway = true
« ¥f gateway-to-broker-connector-https-port i%ENZER TCP im0 ( BRIAN 8447 )

« ¥} gateway-to-broker-connector-bind-host i%&} Broker J3 Amazon DCV
Connection Gateway E 4 EN VLA IP it ( BRIAER 0.0.0.0)

2. R, BITUTRSUELHERE3 Broker :

sudo systemctl stop dcv-session-manager-broker

sudo systemctl start dcv-session-manager-broker

3. # 3 Broker WEAXRIEBEIA , FAFHREELNAS B RKF,

sudo cp /var/lib/dcvsmbroker/security/dcvsmbroker_ca.pem $HOME

£ T — % Z% Amazon DCV Connection Gateway Bt |, 8EEFEHIZIEB,

Amazon DCV Connection Gateway Ui
«  B#E Amazon DCV Connection Gateway SRS B9 A8 B/ 5 #1712 4E,

B F Amazon DCV Connection Gateway ¥} Broker # 1T HTTP API i/ , Z1R Broker FA B X
BiE$H , BEEWN Broker iEFE #1F Amazon DCV Connection Gateway £#l ( £ E—$ 5
% ) 37 Amazon DCV Connection Gateway Bt &R [resolver] &5 HiRE ca-file S8,

ik - A TLS B in Kt

R E—% )5 , Session Manager 1 Connection Gateway AI M B S Z£BEHTEE , ¥
Connection Gateway AJ AR Session Manager Broker B 517, IREER Session Manager
Broker dE B L2 BB 2 BIRIE Connection Gateway 51 , BEERB T —THNSEEH TLS
B Fin 55 RUETh e,

@® Note
MRLAFEERNVTAHRYESR G, WEEERAESR TLS EELIETHREN A 9ES (Flm
NARFAEEEES (ALBs) IMXx A #H &S () ) BA TLS HEFRiw BRI, GLBsRAEXE
A TLS KL HEERS | SR KR GEES () NLBs, MIREFER ALBs = GLBs , I

w[ik - B TLS B ik S A 1IE
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ALEEHRABREN RS AS R RAEGER  MNMBRESHNERELI ; BXREZEANE
ZEEBERTIL - B VPC HRE4A

Session Manager Broker %

1.

2.

3.

E} Session Manager Broker fl Amazon DCV Connection Gateway Z RIfEBERE A TLS BF
i F WU |, BIRBUATSRFTERE

BEETERFMENZAMLID : oS B RNEIFEEREREN SUE R AT 812 TrustStore
X R HB,

sudo /usr/share/dcv-session-manager-broker/bin/gen-gateway-certificates.sh

£ Amazon DCV Connection Gateway B ZANBZX B U BN EITREELNAF B £,
£ T —%# 7 Amazon DCV Connection Gateway A2 TLS BEFm S A RILN , RFEEFAIX
LE R EAFE P

sudo cp /etc/dcv-session-manager-broker/resolver-creds/dcv_gateway_key.pem $HOME

sudo cp /etc/dcv-session-manager-broker/resolver-creds/dcv_gateway_cert.pem $HOME

R EFARE RN XA YIRS open /etc/dcv-session-manager-broker/session-manager-
broker.properties F#1TA TR 4E -
« J¥ enable-tls-client-auth-gateway % &N true

« i&Egateway-to-broker-connector-trust-store-fileR7E L — S &IEM
TrustStore 3THFHY &R

« i¥Egateway-to-broker-connector-trust-store-passh t—SHHATFoIE
TrustStore X #4#) 255

ARiE , BITU TS ELEHEFF 3 Broker :

sudo systemctl stop dcv-session-manager-broker

sudo systemctl start dcv-session-manager-broker
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Amazon DCV Connection Gateway Ui
« B E Amazon DCV Connection Gateway U4 B9 A8 B/ 5 3 TR 4E,

o FFiRE [resolver] IHHM cert-file ZHH , FRALEL—THEFINIEPXHNTE

B
« Ei&E [resolver] P HM cert-key-file ¥t , FREBE L—ShEFNFHAIHN
TEER

Amazon DCV Session Manager Amazon DCV BR%588 - DNS BigiS #

Amazon DCV Connection Gateway EE{#f Amazon DCV fR% 258 DNS & , F8LERT DCV AR
FEaEfl, ATIHE THMAEL T EES DCV fRE S HXEK DNS A2 BRI BRSHY JSON X4,

N
ZREIEEFUT FERH JSON HRFIK :

L

{
“ServerIdType”: "Ip",

“ServerId”: "192.168.0.1",
“DnsNames” :

{

“InternalDnsName”: "internal"

}
}I

He

ServerIdType:
FRRIZEFTIEH ID KHE ; ¥Fa]ANER IP #it agentServerld, ] instancelD :
Ip:

ERATIS® EC2 MAERMZEN ; REEE A LA ifconfig (Linux) 3 ipconfig
(Windows) &8 S 1REK T, IS B T DescribeServers API MR % Z,

Amazon DCV f$588 - DNS Mgt 5% 37
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Id:

EAT Amazon EC2 A& BEAtZRK) ; SRENBR IP it Fakpt , K FEERNREBEHLCIE
— NETHY UUID, BE{E B AT7E DescribeServers API Mg pz 3% Z,

Host.Aws.Ec2Instanceld:

TAGER T Amazon EC2 3£ , AJl—FriRITEY ; KA ESRTF2ER, TUBET
BX R http://169.254.169.254/ latest/meta-data/instance-id EEX M LK R, WEEHLTE
DescribeServers API M 57 7 3% 2,

ServerId:

BERBMW ID, ATH—#RRREHRHE Amazon DCV IR 88

DnsNames:

BE5 Amazon DCV BREE85 7Bk DNS BN R , ZHNRFEEE :

InternalDnsNames:
Amazon DCV Connection Gateway f TiE# 23518 DNS & #
A Session Manager Broker CLI fi S register-server-dns-mapping A MRS ( ®BH

S # register-server-dns-mapping ) , }describe-server-dns-mappings%l HFMEHEXF
EERNRBAMBE (8P RS E describe-server-dns-mappings ) o

Persistence

AR ZVENE S A Session Manager Broker B3 A IhEE , SABSLEZ 4 Broker BN ER L £
RIS E R, BXBEABERAMNESELR , BSREE Broker F A,

5 Amazon £ CloudWatch

Session Manager X#FE5E 1 3i# CloudWatch EC2 3£l EiZ1TH Amazon for Brokers £/ , th X
SEREN LETHREBEER.

I 0 #h & KR CloudWatch Y5328 K9 5 Web Services (AWS) BRM =T AWS N AR, &
AILAEA CloudWatch REFRERIENR , XEENRR LA UHERFNNAEFNEE, BXESZE
B , {525 Amazon CloudWatch FiF 3§/,

ZALU S EEERNAEERE N [ Amazon KX T1E#REIE CloudWatch :
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Number of DCV servers - Broker B DCV REEEHE.,

Number of ready DCV servers - Broker B¥EHI4L T READY JRZSH DCV FRF[EE.
Number of DCV sessions - Broker E¥EH DCV FEHE.

Number of DCV console sessions - Broker EIEH DCV 2 #l& FEHE.

Number of DCV virtual sessions - Broker EE# DCV Bl SFHE,

Heap memory used - Broker fERARHERNEE,

O0ff-heap memory used - Broker fE RN RNEZE,

Describe sessions request time— JEBX DescribeSessions API &R AT 16 5% HY B [ o
Delete sessions request time— 5EfX DeleteSessions API &R FrTE 22 #Y B iE]
Create sessions request time— 5tBX CreateSessions API &R PTTE R RYAS(HE,

Get session connection data request time— FER GetSessionConnectionData API &

RPRTE SRR AT I

Update session permissions sequest time— X UpdateSessionPermissions API i&3K
PGSR RY BT [

22 ABLE N [E Amazon KIEIEREIE CloudWatch

1.

FRERANNAREESRFTFIF /etc/dcv-session-manager-broker/session-manager-
broker.properties , REHITLTIRME :

« ¥ enable-cloud-watch-metrics IRERN true

« X¥F cloud-watch-region , EEEEHPREERKEN X,

(® Note
MR EHREE Amazon EC2 3Rl L1217 , MBS KR AEN .. XI5 2 M L5 T 24E ik
% (IMDS ) HEFIREN, WREEARMFH LiZ1T Broker , MiZSHEHEN,
=1L H B #1535 Broker,

$ sudo systemctl stop dcv-session-manager-broker

$ sudo systemctl start dcv-session-manager-broker
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REANEVELAHEAA cloudwatch: PutMetricData APl B9 FR. AWS A LAE A X R EIE
REFEARAZ —RRRIEH. BXREZFEL , HZH Supplying and Retrieving AWS Credentials.
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F+4¢ Amazon DCV Session Manager

BE& Amazon DCV REMHABEMEFZ N E K , VTHRLFEER/RETE , up-to-dateF BEED
WIBARUTIE-KNFER, Agent M Broker EFBHFEFNHHEITHR. KTHBRET HHK Amazon DCV
Session Manager i3 %2 , BFEARIENRALETF B,

AR EBNE T WAHL Session Manager.

(® Note

BB RUEBETEFH R Session Manager Broker Z BIH R FiE Session Manager Agent , LA
FE S| AFISMER HIM A RB BRI,

ES ]

« A% Amazon DCV Session Manager Agent

« HZ Amazon DCV Session Manager Broker

4% Amazon DCV Session Manager Agent

Amazon DCV Session Manager Agent M Broker #3585 , HEMRBA Amazon DCV fR%K 8 LE1T
XS, ERAGITEFN -2 , FEXN Agent HITARLUBEEHIRENMER, AWIESETR
Session Manager Agent B9 A 433 18,

Linux host

® Note

LATFi%BAER F1E 64 {7 x86 £Hl ER% Agent, B 64 1 ARM EH ERERE | ¥
T 5# Linux, RHEL # Centos , iE&# 7 , XF Ubuntuaarch64 , i5x86_64%#
Ho amd64 arm64

BE# Linux £ LK Agent

1. BT TR EL Agent.

F4% Amazon DCV Session Manager Agent 41
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$ sudo systemctl stop dcv-session-manager-agent
2. THEREHRHS.

« Amazon Linux 2 1 RHEL 7.x

$ wget https://dlujéqtbmh3dt5.cloudfront.net/2024.0/SessionManagerAgents/
nice-dcv-session-manager-agent-2024.0.852-1.el7.x86_64.rpm

« RHEL 8.x #l Rocky Linux 8.x

$ wget https://dlujéqtbmh3dt5.cloudfront.net/2024.0/SessionManagerAgents/
nice-dcv-session-manager-agent-2024.0.852-1.el18.x86_64.rpm

* Ubuntu 20.04

$ wget https://dlujé6qtbmh3dt5.cloudfront.net/2024.0/SessionManagerAgents/
nice-dcv-session-manager-agent_2024.0.852-1_amd64.ubuntu2004.deb

* Ubuntu 22.04

$ wget https://dluj6qtbmh3dt5.cloudfront.net/2024.0/SessionManagerAgents/
nice-dcv-session-manager-agent_2024.0.852-1_amd64.ubuntu2204.deb

* Ubuntu 24.04

$ wget https://dlujéqtbmh3dt5.cloudfront.net/2024.0/SessionManagerAgents/
nice-dcv-session-manager-agent_2024.0.852-1_amd64.ubuntu2404.deb

» SUSE Linux Enterprise 12

$ curl -0 https://dluj6qtbmh3dt5.cloudfront.net/2024.0/SessionManagerAgents/
nice-dcv-session-manager-agent-2024.0.852-1.slesl12.x86_64.rpm

» SUSE Linux Enterprise 15

$ curl -0 https://dluj6qtbmh3dt5.cloudfront.net/2024.0/SessionManagerAgents/
nice-dcv-session-manager-agent-2024.0.852-1.slesl15.x86_64.rpm

3. HEHHL.
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« Amazon Linux 2 #1 RHEL 7.x

$ sudo yum install -y nice-dcv-session-manager-
agent-2024.0.852-1.el7.x86_64.rpm

« RHEL 8.x #1 Rocky Linux 8.x

$ sudo yum install -y nice-dcv-session-manager-
agent-2024.0.852-1.e18.x86_64.rpm

e Ubuntu 20.04

$ sudo apt install ./nice-dcv-session-manager-
agent_2024.0.852-1_amd64.ubuntu2004.deb

+ Ubuntu 22.04

$ sudo apt install ./nice-dcv-session-manager-
agent_2024.0.852-1_amd64.ubuntu2204.deb

* Ubuntu 24.04

$ sudo apt install ./nice-dcv-session-manager-
agent_2024.0.852-1_amd64.ubuntu2404.deb

» SUSE Linux Enterprise 12

$ sudo zypper install nice-dcv-session-manager-
agent-2024.0.852-1.sles12.x86_64.rpm

« SUSE Linux Enterprise 15

$ sudo zypper install nice-dcv-session-manager-
agent-2024.0.852-1.sles15.x86_64.rpm

4, BITUT@HLES Agent,

$ sudo systemctl start dcv-session-manager-agent

F4% Amazon DCV Session Manager Agent
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Windows host
E# Windows E 41 LAY Agent

1. {21t Agent RS, EMTERERRFFIEITUTH S,
C:\> sc start DcvSessionManagerAgentService

T & Agent ZEREF,

BETRERRF. EXERFEREL |, %# Next,

£ EULA BE L, FARERF I ; WREE |, i51%$F | accept the terms Hi%&#F Nexto
EFRRE , BHER Install,

EHE3 Agent fiS%. EGRTRTIFIETUTH S,

o o kw0 N

C:\> sc stop DcvSessionManagerAgentService

4% Amazon DCV Session Manager Broker

Amazon DCV Session Manager Broker f§ API iER&Z 2L H X Agente BA1LEEIRIL T Amazon
DCV IRFEEMEN L. ENBITEFN—ED , FEX Broker HITHRLUFZHOFHEMER, &Y
&SR Session Manager Broker B9 A 4033 12,

H 4R Broker
1. EEINEITETEEPHALR Broker BHEMN

2. {=1k Broker [R5,

$ sudo systemctl stop dcv-session-manager-broker
3. THZEHRHS.

« Amazon Linux 2 #1 RHEL 7.x

$ wget https://dlujéqtbmh3dt5.cloudfront.net/2024.0/SessionManagerBrokers/nice-
dcv-session-manager-broker-2024.0.531-1.el7.noarch.xrpm

« RHEL 8.x #l Rocky Linux 8.x
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$ wget https://dlujéqtbmh3dt5.cloudfront.net/2024.0/SessionManagerBrokers/nice-
dcv-session-manager-broker-2024.0.531-1.el8.noarch.xrpm

* Ubuntu 20.04

$ wget https://dlujé6qtbmh3dt5.cloudfront.net/2024.0/SessionManagerBrokers/nice-
dcv-session-manager-broker-2024.0.531-1_all.ubuntu2004.deb

e Ubuntu 22.04

$ wget https://dlujéqtbmh3dt5.cloudfront.net/2024.0/SessionManagerBrokers/nice-
dcv-session-manager-broker-2024.0.531-1_all.ubuntu2204.deb

* Ubuntu 24.04

$ wget https://dlujéqtbmh3dt5.cloudfront.net/2024.0/SessionManagerBrokers/nice-
dcv-session-manager-broker-2024.0.531-1_all.ubuntu240@4.deb

4. RERHS.

« Amazon Linux 2 1 RHEL 7.x

$ sudo yum install -y nice-dcv-session-manager-
broker-2024.0.531-1.el7.noarch.xrpm

RHEL 8.x #1 Rocky Linux 8.x

$ sudo yum install -y nice-dcv-session-manager-
broker-2024.0.531-1.el18.noarch.rpm

Ubuntu 20.04

$ sudo apt install -y nice-dcv-session-manager-
broker-2024.0.531-1_all.ubuntu2004.deb

Ubuntu 22.04

$ sudo apt install -y nice-dcv-session-manager-
broker-2024.0.531-1_all.ubuntu2204.deb

* Ubuntu 24.04
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$ sudo apt install -y nice-dcv-session-manager-
broker-2024.0.531-1_all.ubuntu2404.deb

5. /@3l Broker BR% , ABRZBRFERAXFIBIIN BT E 3.

$ sudo systemctl start dcv-session-manager-broker && sudo systemctl enable dcv-
session-manager-broker
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Broker CLI &#&

Amazon DCV Session Manager Broker & — M@ {THE (CLI ) TE , ATRAX Session
Manager WEEIZH, ASERE T TR TEERE. AP, ®RH Session Manager Eft 5 EHI £
ECLI T, EEANUBINTEEEERRES , BREBHILIL Amazon DCV ERtIRHERY M EE,

MREBFERANBEHRIFRZ /LR OAuth 2.0 FEIGH , HEALATHS :

* register-auth-server

» list-auth-servers

* unregister-auth-server

MREFEAXEEERNIEAEN OAuth 2.0 FHRRIERSER , BEEAUTH T

register-api-client

describe-api-clients

unregister-api-client

renew-auth-server-api-key

AILAMEALL T o S B Session Manager Agent,

* generate-software-statement

» describe-software-statements

* deactivate-software-statement

» describe-agent-clients

* unregister-agent-client

AIUERUTHSEIE DCV RS ES - DNS B# MRS X4,

* register-server-dns-mappings

» describe-server-dns-mappings

47
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register-auth-server

AMANEE BRI RS 8545 Broker — 2 # M,

MINBERT , 2EEEBRERREENFOHRIERS IR EK OAuth 2.0 TR TR, WMRFF Broker 4E
NEGRIERSER , WEFRHTHANEE.

i3, REIRIFERHIE S DRIERS S (520 Active Directory 5. Amazon Cognito ) , #&AFfE
Rz SEMAR S HARIRS .

ES ]
- BE
« IR

« Rl

B

sudo -u root dcv-session-manager-broker register-auth-server --url server_url.well-
known/jwks.json

pviA]
-=-url

EFANNSERRIERS SN URL, BATF .well-known/jwks. json M NE & B RIERS
85 URL /1,

Pl
AR RBIER URL https://my-auth-server.com/ JEM IR & KRS 25

DA
AR T

register-auth-server 48
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sudo -u root dcv-session-manager-broker register-auth-server --url https://my-auth-
server.com/.well-known/jwks.json

f

Jwk url registered.

list-auth-servers

3 H B EM AR & IR ARSS 85 -

Ay

=
- BE
i

R

=

[t—

A S,
ln:ﬁE
sudo -u root dcv-session-manager-broker list-auth-servers

f

Urls

E7EM URLs BYSNER & D IR UEAR S5 2R Y o

T~
BT RGBT SRS S RS &
&%

Ap

sudo -u root dcv-session-manager-broker list-auth-servers

fi

list-auth-servers 49
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Urls: [ "https://my-auth-server.com/.well-known/jwks.json" ]

unregister-auth-server

BUMEMA S S BRIERS S ISERARSHRIRSHE  ZRSHITEEATER OAuth
2.0 RS hE,

&

o I

- B

- T

A

sudo -u root dcv-session-manager-broker unregister-auth-server --url server url.well-
known/jwks.json

pri |
--url

EECHIMOAT S B RIERSESH URL, B4 .well-known/jwks. json FiinE| 5 43581
fR%588 URL /1,

e
Url

HUHEA B S8 & 40 1 IE AR S5 87 A9 URL,

unregister-auth-server 50
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T~

AR RBIER URL https://my-auth-server.com/ SEMER & 3K RS 25

DA
AP T

sudo -u root dcv-session-manager-broker unregister-auth-server --url https://my-auth-
server.com/.well-known/jwks.json

fi

Jwk urlhttps://my-auth-server.com/.well-known/jwks.json unregistered

register-api-client

E A EEM Session Manager &% , HEKEF P IWEILE , &5 5 A SUE A X IR 3R OAuth
20 HETHE , XRAH AP ERFILEN,

/A Important
BREXEFTIIFHREZSNMT, METLTEREXLEFIL.

RYMRBAE OAuth 2.0 FHWIERS RN , THEA”S D,
£

. M

* B

« R

BE

sudo -u root dcv-session-manager-broker register-api-client --client-name client_name
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pviAU

--name
A F#riR Session Manager & F~ i 9 ff — & #o
KA . R

WE

fim

i
client-id

2FEEEFEFInATHRER OAuth 2.0 Th Bl TR — & Fis 1D,

client-password

SEEEREF/RA TR OAuth 2.0 15R T EVERE,

ANl
LURRBEM—DNB A my-sm-client HEF K.
wE

sudo -u root dcv-session-manager-broker register-api-client --client-name my-sm-client

fan

client-id: 21cfe9cf-61d7-4c53-blb6-cf248EXAMPLE

client-password: NjVmZDRIN2ItNjNmYS@QOM2QxLWF1ZmMtZmNmMDNkMEXAMPLE
describe-api-clients

5l i 27£ Broker HEMA Session Manager & F i
F&

- BE

pri 2| 52
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« Rl

N N,
R
ln‘ﬁE

sudo -u root dcv-session-manager-broker describe-api-clients

f

name
Session Manager & F° Ui #Y HE — & #fo
id
Session Manager & F i E— 1D,

active

&R Session Manager &P inHV RS . WREFmLTIEIRES , MER true ; EN , BER
falseo

ANl

LU RGI%) XM EY Session Manager & F it o

AL AL

Ap T

sudo -u root dcv-session-manager-broker describe-api-clients

i
Api clients
[ {
"name" : "client-abc",
"id" : "f855b54b-40d4-4769-b792-b727bEXAMPLE",
"active" : false
[ PA
"name" : "client-xyz",
"id" : "21lcfe9cf-61d7-4c53-blb6-cf248EXAMPLE",
"active" : true

B 53
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]

unregister-api-client

ZREMHE Session Manager &Fiw. CEANSEEESREIA mAo EBEAREERERELR OAuth
2.0 ThE T,

£
- R~

H S
=
sudo -u root dcv-session-manager-broker unregister-api-client --client-id client_id

15 I

--client -id
E{=AH Session Manager B BN EF 6 1D,
KA . FHH

]

LA RBIERZE % ID 53 £855b54b-40d4-4769-b792-b727bEXAMPLE K Session Manager &
o

A AL
ap T

sudo -u root dcv-session-manager-broker unregister-api-client --client-id
f855b54b-40d4-4769-b792-b727bEXAMPLE

ok,

unregister-api-client 54
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Client f855b54b-40d4-4769-b792-b727bEXAMPLE unregistered.

renew-auth-server-api-key

SITREARLBHELSQFEEERETFIRA OAuth 2.0 T RITHEN QN HANIE, MREEITXER
H, BBAETFRAZRRHRFOLEESR , RAFTEERZBZAURE AP ER,

ES}
- B

« Rf

Ep7 S

sudo -u root dcv-session-manager-broker renew-auth-server-api-key

Bl
T RAIEIT AR EARNAEEH.
Cik

sudo -u root dcv-session-manager-broker renew-auth-server-api-key

i

Keys renewed.

generate-software-statement
ERRHEFR,

Agent %4JTE Broker HSEM = 8E# 1TIBIE. Agent EEE BB BE1E Broker HiE . REU
FHHERE , EWSEA OAuth 2.0 IBREFEMPILEN LKL EEMB D . £ Broker 5}
fa , Agent U EI A FIE Broker F#THHRIENEF % ID MIEF %A,

FEERLZER , Broker #l Agent WEIH AN FH, S ASEFERARIAREFR |, A/ blik
BAERFNREFH, MEERFTNOBRGEFR | BLTFHEFREBA Agent EREFIXXEF | REN

renew-auth-server-api-key 55
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XHBEERME agent.conf XHH agent.software_statement_path S, EERIZIRIE
&, FLEHEHESS Agent , LAEE AT LAGE A FTH 4 B B TE Broker HEM

FH&
. TPl

\E\\
ln‘ﬁE
sudo -u root dcv-session-manager-broker generate-software-statement

i
software-statement

REFEH,

R/l
T RBIERR— NG F R,
DA
o T
sudo -u root dcv-session-manager-broker generate-software-statement

i

software-statement:
ewogICIpZCIg0iAiYjcINTVhN2QtNWIOMCOOOTIhLWIjOTUENmMUZOWNhYzkxMDcxIiwKICAiYWN@aXZ1IiA6IHRydWUsCi

describe-software-statements
ERIE R R,

£}

- BE

B 56



Amazon DCV Session Manager EERER

« Rl

N N,
R
ln‘ﬁE
sudo -u root dcv-session-manager-broker describe-software-statements

i
software-statement

BRHEER,

issued-at

& AR AR B BRI A

is-active

ROEFAN SRS, MRREFHLTEDRES , WA true , BENR false,

ROl
R RBIERR— MR FE R,
Gkl
sudo -u root dcv-session-manager-broker describe-software-statements

ok

Software Statements

[{

"software-statement"
"ewogICIpZCIgOiAiYmEEXAMPLEYtNzUwNy@@YmFhLT1iZWItYTAIMmIjZTE3ND]jIiwKICAiaXNzdWVkQXQiIDogMTUSN

"issued-at" : "2020.08.05 15:38:32 +0000",
"is-active" : "true"
3, {

"software-statement"
"EXAMPLEpZCIgOiAiYjcINTVhN2QtNWIOMCOOOTIhLWIjOTUtNmUzOWNhYzkxMDcxIiwKICAiaXNzdWEXAMPLEDogMTUSN
"issued-at" : "2020.08.07 10:24:41 +0000",

B 57
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"is-active" : "true"

3]

deactivate-software-statement

EANNER, ERERRESERE | NEEEMERIZEHEM Agento
- B%

. %R

. A

B

sudo -u root dcv-session-manager-broker deactivate-software-statement --software-
statement software_statement

iUl

--software-statement
EFEANRHEFR,
KA . FHEH

ME B

T~
ST RIS — MR,
B

sudo -u root dcv-session-manager-broker deactivate-software-statement --software-
statement
EXAMPLEpZCIgO0iAiYjcINTVhN2QtNWIOMCOOOTIhLWIFOTUtNmUzOWNhYzkxMDcxIiwKICAiaXNEXAMPLEQiIDogMTU5Nj

ok,
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Software statement
EXAMPLEpZCIg0iAiYjc1INTVhN2QtNWIOMCOQOTIhLWIjOTUtNmUZzOWNhYzkxMDcxIiwKICAiaXNEXAMPLEQiIDogMTUSN]
deactivated

describe-agent-clients

#IR1E Broker HEAMHY Agento

ES]

o JE3

- Wi

sudo -u root dcv-session-manager-broker describe-agent-clients

fl

name

REA M
id

Agent I — ID,

active

Agent IRZS. IR Agent & TFSEIIRFS ; WA true , HNFR false,

ANt
AR RBIEIRT Agent,
we

Ap

sudo -u root dcv-session-manager-broker describe-agent-clients
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EERES

i
Session manager agent clients
[ {
"name" : "test",
"id" : "6bc@5632-70cb-4410-9e54-eaf9bEXAMPLE",
"active" : true
Yo &
"name" : "test",
"id" : "27131cc2-4c71-4157-a4ca-bde38EXAMPLE",
"active" : true
Yo &
"name" : "test",
"id" : "308dd275-2b66-443f-95af-33f63EXAMPLE",
"active" : false
Yo &
"name" : "test",
"id" : "ce4l1l2dlb-d75c-4510-al11b-9d9a3EXAMPLE",
"active" : true
1]

unregister-agent-client
M Broker R EUHEAM Agento

£ i

. B

. BEIR

. Tl

B

sudo -u root dcv-session-manager-broker unregister-agent-client --client-id client_id

pviA]
--client-id

EHUHEME Agent B9 1D,

unregister-agent-client
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KH . FHFH

ANl
AT RBIBCHEM — 1 Agent,
we

sudo -u root dcv-session-manager-broker unregister-agent-client --client-id
3b0d7b1d-78c7-4e79-b2el-b976dEXAMPLE

i

agent client 3b@d7bld-78c7-4e79-b2el1-b976dEXAMPLE unregistered

register-server-dns-mappings
AR E JSON X4H DCV fRS 25 - DNS & #RRET,
BA

sudo -u root dcv-session-manager-broker register-server-dns-mappings --file-
path file_path

il

--file-path
‘B8 DCV RS52% - DNS & FRBREGT Y LRI BR 2,
RE : ZFH

R

AR RBIEM T DCV BRS528-.json Y DNS & #rBR gtfile /tmp/mappings.

i 61
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DD
AR T3

sudo -u root dcv-session-manager-broker register-server-dns-mappings --file-path /tmp/
mappings.json

ik,

Successfully loaded 2 server id - dns name mappings from file /tmp/mappings.json

describe-server-dns-mappings
R %4 FT AT A0 DCV RSS2 - DNS & FBRSH
F2D5 S
sudo -u root dcv-session-manager-broker describe-server-dns-mappings

fi

sexrverIdType

fR%52% ID MIREL,

serverlId

RS ESHIME— ID,

dnsNames
R EBA S\ E8 DNS &5
internalDnsNames
KZB DNS B
externalDnsNames
S\EB DNS & #r

T~

LU RBI S HEMEY DCV BRS5 8% - DNS & FRBRST,

describe-server-dns-mappings 62



Amazon DCV Session Manager
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DD
AR T3

sudo -u root dcv-session-manager-broker describe-server-dns-mappings

i

[

{

"serverIdType" : "Id",

"serverId" : "192.168.0.1",
"dnsNames" : {
"internalDnsName" : "internall",
"externalDnsName" : "externall"

}

},

{

"serverIdType" : "Host.Aws.Ec2InstanceIld",
"serverId" : "i-0648aee30bc78bdff",
"dnsNames" : {
"internalDnsName" : "internal2",
"externalDnsName" : "external2"

}

}

]

ayt]|
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BREXHFZSE

RS EZEH DR T Session Manager B B EiET, EEZIEX Agent  Broker XM ER, =
MEERIEXRTHIE, EZNEUARNBARETANEMAER, LA Amazon DCV Session
Manager #{TEENX , BUBRE Amazon DCV REMIMBFER,

&
« Broker Bti& 3
- REEE K

Broker B¢ & 3 44

Broker BEiE X1 ( /etc/dcv-session-manager-broker/session-manager-
broker.properties ) @& — %S , IUEEXLESHELBE X Session Manager Ihag. &AL
FRERAN N A EESREERE XY,

(® Note

/etc/dcv-session-manager-broker/session-manager-broker.properties X
TEBRBHE. MABRT , EEAGRIRRFINBAFS , HIREUH EAXRE SR RA -
1217 Broker WA F ., BIABRT , X2 dcvsmbroker fiF, Broker EBFINKENHER
S5 BR,.

T3 T Broker BL& X H4H IS H,

SHE ME ZRIAE HiR

p o

broker- & }§7E Broker fFE A/ Java
ja TERMEE , IFRER
va- SEINE FHRE, MR
home 2R & , Broker FHES

RHEMA <broker-java-
home>/bin/java o

Broker & {4 64
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EERES

sBE 4B
7

sessior &
S

creenst
max-

widt

h

sessior &
s

creenst
max-

heig

ht

sessior &
S
creenst

format

AIAE

160

100

pPNg

DU

2R : Broker EEfH
Java Runtime Environment
11 ; MRRDZIHIE |, 7K
Ih% % Broker B , B H
FERARBmBHITRE, R
RrZ 11 RiIRE N BRIA Java
R, RN TGS
EEFHE*:

$ sudo alternatives
--display java

IEEMEH GetSessio
nScreenshotsAP| HHEHN &
EREEBRNEARTEE (A
BERNEN)

BEME A GetSessio
nScreenshotsAPI RN &
EREBRANEASE (A
BERNEN)

£ GetSessionScreensh
otsAP| HEHN SEREE
BB G SUHFER

Broker B i& 3U 4
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EERES

WA
%$

Create-
se
ssions-
qu
eue-
max-s
ize

Create-
se
ssions-
qu
eue-
max-t
ime-
secon
ds

sessior
m
anager-
wo
rking-
path

enable-
au
thoriz:
on-
server

W

a

7|

AIAE

1000

1800

/tmp

true

DU

AT LABERAY S KR 52

X CreateSessions#J API
BR¥. ETISHR | F
B4 T AR E R

K5ERH CreateSes
sionsAPI i& 3K 7] LA7ERA 5l
REBHN&KAE (AR
NEN ), MBEFLEEREE
REIAZERER , EREX
Mo

$8%E Broker Iz 1TFTERY
XHEEATNE ZER, R
B2 Broker 15 181% B .

EERERARATHRER
54 B OAuth 2.0 7 (8] 5 i
K B/ BIURS 25 APIs,

Broker B i& 3U 4
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EERES

sBE 4B
7

enable- &
au
thoriz:
on

enable- =
ag

ent-
autho
rizatic

delete- &
se

ssion-
dur
ation-
hou

IS

ssion-
dur
ation-
sec
onds

AIAE

true

true

3600

DU

BERIERAEFREN. W
REAFEFHEN , NES
i APl & H API 5 KA
HFRBIB RS, MRE
ZREFIRRX , WEF iR
APIs Tl BMER B 15 [R5 h&
BB TR HiE R

BHRREA Agent Fi, 0
REH Agent &4 , Agent
£ 5 Broker BE R 412

iR S,

EEEEd%/)etfE ,
BIBRAFEBSFAN ,

H# B DescribeSession
APl HATHREX LS
H., BEHFHM : delete-se
ssion-duration-hou
rs EH delete-se
ssion-duration-sec
onds — B 2024.0-493 kX
A,

EEVH , ELtaHEZ
B, ERBRASFTERNR
AW B~EBH DescribeS
ession API#RAIR

B, WSBWMRTEFHA
Mdelete-session-
duration-hours ¥
— H 2024.0-493 kA H#E 7]
A

Broker B i& 3U 4
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SHE LF AIAE DU
%$

conneclt & 60 $§7E ConnectSession % J#
s REERN D E#HEK.
ession-

to

ken-

durat

ion-

minut

es

client- 2 8443 18 Broker {i1¥T % /= iwiE
to- EH HTTPS Iw A,
broker-

C

onnectc

https-

port

client- & 0.0.0.0 1EE Broker N & IHiERE
to- BENENM IP H3it,
broker-

C

onnecte

bind-

host
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ZHE &F AIAE DU
%$

client- 2 EERAT TLS BEFimiEE
to- M ZAFHE.

broker-

C

onnectc

key-

store

file

client- 2 EEZHAFEZD,
to-

broker-

C

onnectc

key-

store

pass

agent- = 8445 187 Broker {1 Agent &
to- BB HTTPS iAo
broker-

co

nnecto:

h

ttps-

port
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EERES

ZHE HF
%$

agent- &
to-
broker-
co
nnectosi
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