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Bt R R FRNAF ER A AR WERRIE.

AWS BIEE IR SDK IB44 88 HMAC IBif, BRINERT , ECDSA BiFZXEZEH , BREXEMN,
MENMZRHREARFNSZRENAFEEZIET , B aZEFERATERRESBNEERHE U
O MRE, AXEREBRELEHNEZER , SREREEEN,

® Note
MRBARRENHSRNBEZRZAIERR , WHFEE T REEMAMNBENE,

AWS KMS Z4AE (‘BEFEX 5 RSA AWS KMS B4R ) W LURIEZ AR M A IAM SERETE h0 %3 25 M A%
BRERZ AHEITRIT. AWS KMS

BrEH 10
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HTHEMNEZEER , U TEAREEZENZRNEZR 2 ERTI S

« AWS KMS 7 Z4AREE

« AWS KMS ECDH %7 2/
- R AES B4R

. JRA RSA B4AIR

« RIIHK ECDH 4ARLE

AWS B IEE % SDK Ry T/ERIE

BIMNWEFRNEZEFEESERE N AWS BIEEME SDK, AFRAREENREAEX DynamoDB
IEE FiREE S

AWS #3EE % SDK RIET AR FEEREFEFNREMRITNESIRNEZEEFE, FES A LEE
FRIEANZT2XR, BEXEXNEAEENAANESEER , FZRBEEIIM GitHub F&
FEo

ATHNITERBHEAT AWS BIEFE MR SDK AN KIEEFNBERITNE, £E, BENR
if, XETHEREAMKTENRNSEHRERRE, BX AWS BIEEFIE SDK M 5 &1 HiE
EXNREEANFAREE  FERABEENNERNREH,

AWS BIEENE SDK FREHMEZRFRF EWHE, SRIEXBEAE - WHEZHHTNE, B
FERAAT RN MBEEHFRICH ENCRYPT_AND_SIGN HWENFERIRAEM —NHEIBEBMBZERA, AT,
FASEENSEZANBEZARAHTNE., ERFMHRICTE , AWS BIEEMNE SDK FRHEE
ENSTEZHARBBEEL —IMENBREZH. RAEETRBMEXFHIRE—FHXXE,

BX AWS BiiEEMN® SDK REANRIBNEZEER |, HSRAWS BUEE % SDK #=,
m#EAZLR
AWS BEEMNZ SDK B OR—NMEXMER , ATXRNHEEEDNESIRHTNE, £8. RIEMNF

#., CHBEWERNER  URENENEZNFRIH, BRNETREEN T RZAE EMMNE
A RHR (A2 P IREN O ZE A 6L 0 0 22 A R B 2 A 5 B

DTESGHRT AWS BIEEEINZE SDK AN SHHERE#HTNENLEE,

THEAR 11
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1.

MEMEEERN AWS BIEFENE SDK RETH -—BRE\EMEZS | —NMENEABEZH, —
PHEEIRZHMBENBEZAE AN — 1 MAC ZH,

(@ Note

FBAUEASNSEBANBREZN. SNSEZHANBZREZANRIME LR, AWS
BEEMNZE SOK FrRRAEMZENBBEZAFEEEMRERFP, AWS BIEEMNE SDK £id
FHRARM— N TEEMRHERNEHFE (aws_dbe_head)
NBEZHHBNIMBRIRRE — MAC F4. MAC BREATEFEHEMBERS, k2,
AL ERAESREHBRRE MAC Z4H,

2. MBHEXNEIEEMNMNZZE/EDRFRICH ENCRYPT_AND_SIGN BN FERHITINER,

3. MBEFEMNBEZHFAFRRE commitKey , HERTCERZAREE , REBEFZBREZRR,

4. MBRGEFMEERRMBLERKA, MEEREZEMNZNBIBEZAURENBIEZNEMEER,
BEXAMEBERAPIENEENTRIIER , TSR EHEIRER,

5. MEBERZEFERALSRE 1 PIREIN MAC ZEXRITERE TR FHEE FHRIER (HMAC) & ,
MAMEHER, % T XA R INZREFRIRICENCRYPT_AND_SIGNH BN FERHME
{t.c SIGN_ONLY SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXTHMAC EEFE#EEMREFER
IEE R FFE (aws_dbe_foot ) H,

6. BB EBFEMBIEAR, MR ETXHENEE ENCRYPT_AND_SIGN
“8{STGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT” WFERHIMSBItitE ECDSA X%& , #HF
ECDSA XEFEEFER Y, SIGN_ONLY aws_dbe_foot

(® Note
RIMBERT , ECDSAXRATEARS , BRRYSEN,

7. MBFEFENBNEZNICEREEEENEREES

R 2R H W AE

1. MEMEEES (CMM ) BEBRESLZ , Hh@EMEEREMRERS | SFEAERSIEZAN
XERY MAC 24,

- CMM EREENZATFHNIEZANNBENBREZARE , ARREHAXBIIEES,

2. BERFELBRARIM R IA T HRAREE,

fif 25 I AIE 12
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FRARER

3. BEFEARILZEFEINEE,

'©SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXTMIEE XK R FRZ B HRIEHN FERYIE
AR Bl R L = B B AR 1IEENCRYPT_AND_SIGNSIGN_ONLY, =, BZRSEFERLE 1 FIREH
MAC ZHEMITENMERFIE N, W FERH HMAC {E, ENCRYPT_AND_SIGN SIGN_ONLY
SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXTRJE , eEAFEMEENE L TXHHLNEFH

SRIQIE ECDSA ££,

4. fRBEMGERABESIHIERAMBBZRIRICHN ENCRYPT_AND_SIGN WEMNME. RE, AWS HIEEMNR
SDK £EZF A NABEZH,

5. B®mBEREANIEHK,

AWS BIEFENR SDK X EHENEZEHR

BN EFRNZFEESERE N AWS BITEEME SDK, AFRAREENREAEX DynamoDB

IEE FiREE S

BEEEN R—EANBEENEXNE, BRREEATERIRERE .

AWS BIEFE M SDK FRELZEHNBEFEFINFERHITMBENZE., IEXHFENELEHHEA
&R INFIR A (AES) B 3EH Galois/Counter # =, (GCM) ( % AES-GCM ) KB EIEEKIE, AWS
BIEFEE SDK X5 256 (U MEFEH. FOMRIERSKERLRN 16 T,

AWS BRI SDK EiEEH

LS mMEHE  HEEHAK
E(fL)

LN AES-GCM 256
&R AES-GCM 256
ECDSA %
FEEN
AES-GCM

o3

HKDF B &%
SHA-512

HKDF A &%
SHA-512

NMEEE
&

HMAC-
SHA-384

HMAC-
SHA-384

R HER

B3

ECDSA
D94
P-384
SHA-384

7

A EE

HKDF EA &%
SHA-512

HKDF EA &%
SHA-512

XEFNEEESF
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&&=

EmZEE-EEANBHRANER, AWS BiEENE SDK FNEEEHEMTH Galois/Counter
B (GCM) W ERMEZFRAE (AES) EiEo

BEZARE

BIEZENEKE (U REN ) . AWS BIEFEMME SDK X#F 256 NHEZEH. BERFHER
F HMAC B9 extract-and-expand4A k4 B ¥k (HKDF) B9%i A, HKDF B9 AEMZREEZP K
EmEZR.

RAIRESEZE
ETF HMAC # extract-and-expandZ4AiRE B (HKDF) , AFREBEMZZE, AWS BIEE
0% SDK £/ RFC 5869 3 XL # HKDF.,
- ERNRFHEBE SHA-512
o X FRESER
- FEAMZEL, RI\ERFC, MEREENTESNFHH.
- MABRAMBEREARPHBEZRA.
- NFHFRSE :
- WA EZARRES RN H
- BANRZEREKNIEFWINFEESIH DERIVEKEY FRFHR UTF-8 REBFT,
- MAGERFEZL D BN (RRIAF ) RIRE—EBHER,
- MHNEMBENKERREZRAKE. ZALAENEEEPNBENEENA.,
NHEHEE

ATAERFNHEENETRHRAEEEHRIED (HVMAC) B, FTEXENEEREHHES HVAC

¥ir,

AWS BHEFEINZ SDK XA EHE R F AT B PR B ENCRYPT_AND_SIGNSIGN_ONLY,
S SIGN_AND_INCLUDE_IN ENCRYPTION_ CONTEXTHZER#H{TFIL. AE , EERATEMNE
1S B BE L (SHA-384) 9 HMAC X#HSBIL#H1TE R

W HMAC ZEF#E AWS BIEEMNZE SDK A2 FF R FER (aws_dbe_foot) .,
IEXNMEREE

RATEREXNHRBFERNERE L

XEFNEEESF 14


https://tools.ietf.org/html/rfc5869
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AWS BIEE N SDK X A &HE R M PTBFREENCRYPT_AND_SIGNSIGN_ONLY,
ZHSIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXTHZERHITFIL. RiF , EEAEEUT
MENHEHERFZEZEE (ECDSA) WMBILHITES -

- FANMEMLERE P-384 , EXNHFLERIRAE (DSS) (FIPS PUB 186-4),
- FERANEFEEZE SHA-384,

FEFT R ECDSA XE 5MiZ I #H HMAC ¥E — 217, aws_dbe_foot

MINBR T 24% ECDSA BFER |, EFRLFEN.
ZAEE

ETF HMAC # extract-and-expandZ £ B (HKDF) A FIRERR #4A,
- ERANEHEBR SHA-512
« WTRIFKR :
- RAMEAMEL, BIERFC, MELRENTEENFTRHE,
- MARBAMERBARPHNBIEZRA,
s NTHFERIR :
- MANBENZARRISRNA L
« MAGERBRAFNINFHIIMNCOMMITKEYFRHEM UTF-8 mIBF T,
- MHBEMBENKER 256 . Wi RAERIZA,

EBRZAITEIEREAE , TR 256 ME TR HHEESHARIERE (HMAC) 5% , MA M EHE
R, BXxOEZEHRMBRAAENEAREA , i35 Cryptology ePrint Archive AEADs H iy %A

MINNEEZEH

RINBERT , AWS BIEEMNR SDK AT A AES-GCM, &F HMAC ) extract-and-expand 240 ik
4 BE (HKDF), HMAC %, ECDSA #iFX 8. ZHAEN 256 L MEZANELZEN,

BINEZEH I HMAC BiE ( LR ) M ECDSA HFXEE (FEXNMER ) . XEZZFMEE
AWS BIEEMNE SDK R NEIEFP R FE (aws_dbe_foot) H, HBENEB AT —HAF MER
&, RS —ARFBERIERN , ECDSA BFEE BB A,

RNEZEMHERRE - N EBHEAE —— MHREZASERXERN HVAC 5%, ZHAREERR
BEMRERNMERZAITESLN HMAC, RfE , BARRENEFEEM SRS, ZHAREBRS

MANEEEN 15


http://doi.org/10.6028/NIST.FIPS.186-4
https://eprint.iacr.org/2020/1153
https://eprint.iacr.org/2020/1153
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MNBXFZNBREN—NAN, XEELZEHBEIRIEIAENZE LR ANKEZRART LREN, M
=i, EEEHSREFRHEE HMAC, ERFECH , XEELZEHSCRIIHREZHRBEERMERN
FAEE HMAC, WRE&E |, Decrypt HAS KM,

%8 ECDSA #FZX &1 AES-GCM

REBUNEZEHAREATASRNARER , BETNERHMEEEN, Hla, )RBECDSAKF
TENEEZEHATURRERLEEERE, NIAMBHENAFNBEZREOAF BHEZEGEEN , TE
AEEH,

FRE AWS BIEFE % SDK EEEH#ITE HMAC BRI ( WHEE ) . E—HX5HIR , RBEECDSA
BFEBMNAES-GCCMEZEH RO BHFAEEN T AT IAERNERNHER

il , NREHMZEAR, . AFPEZNIEFH wrappingKeyAwrappingKeyB , 7 B&E
FwrappingKeyAfE#id FwrappingKeyC , Il HMAC M #HEZ LRI ZIEREEHEN BRI A,
%, wrappingKeyAMMREFERARNEEZEH , Il HMACsIRHAERIMN K IEwrappingKeyA |, 3
£/ ECDSA HFZXEXRBRICKAEEMENRNAFNE. wrappingKeyA

ERBETTHFZEN AES-GCM EEZEH , BEMBRHEPMALTHE,
Java

UTRBERIEET%E ECDSA BFZEH AES-GCM EEEH, BXREZELR , 5 H the
section called “MNZBEE”,

.algorithmSuiteId(
DBEAlgorithmSuiteId.ALG_AES_256_GCM_HKDF_SHA512_COMMIT_KEY_SYMSIG_HMAC_SHA384)

C#/ .NET

UTRIBERIEE 7 %E ECDSA BFLEH AES-GCM BE2EH. BEXESER , E5H the
section called “MNZEE" .

AlgorithmSuiteld =
DBEAlgorithmSuiteId.ALG_AES_256_GCM_HKDF_SHA512_COMMIT_KEY_SYMSIG_HMAC_SHA384

Rust

UTRBEBRIEE T %A ECDSA BFXEW AES-GCM EEEH., BXEZELR , BSH the
section called “MNZEE".

% ECDSA BFXEH AES-GCM 16
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.algorithm_suite_id(
DbeAlgorithmSuitelId: :AlgAes256GecmHkdfSha512CommitKeyEcdsaP384SymsigHmacSha384,

% ECDSA BFXEH AES-GCM 17
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£ AWS IIEFE % SDK 5 AWS KMS

BMNWEFIRNEZFEESES RN AWS BIEEME SDK. AFRARERENREAX DynamoDB
MEEFIRNES.

EEA AWS BIEEMNE SDK , £FREREZARHAEE ML NEEEFH. IREXEZHERM
’HE , RIOBWER AWS Key Management Service (AWS KMS),

AWS BIEENE SDK ZFHiPRE M AWS KMS Z4RER, £45H AWS KMS Z4AIRER AWS KMS
keys £ . MEBENMBEZBIEZA, BAEAXNTMNE ( SYMMETRIC_DEFAULT ) S3EX# RSA
KMS %43, BT AWS BIEEINZE SDK A —HNBBEZANSRIEZFHITMBNELEE , HE8X
IR MR IR EHATE AWS KMS FIZ AWS KMS B3R, X FEEH ARE R 8 B IX BN A
2F AWS KMS , AWS #IEEINZE SDK & ZIFAWS KMS 7 EF4AR, 2 ER4AT R —HMinZe
ZEHERER , ©FEA AWS KMS RF£Amazon DynamoDBRANZRIP 0 X Z4H | REERE
FRATMEZNBRZRIEN D ZBAME , NTR2 AWS KMS BRXE. BIMNENURTEFERA AWS
KMS £A RLFE,

EE5 73 H AWS KMS , AWS BiEEMNE SDK EEFEA LT AWS KMS iR FER T Java B AWS
SDK.,

AR AWS BiEE % SDK 5 AWS KMS

1. BIE—NAWS KF. BT RZNMIRE | ESRANMA6IZFNBUEFHHI S Web Services K ?
£ AWS HHiR LA,

2. BIEXFINE AWS KMS key, BXHEEE , H5E (AWS Key Management Service JF & A
REM) PR,

® Tip
= AWS KMS key BURTEAXER , BEEM Amazon BIRBF (ARN), AWS KMS key
ERBEXREK AWS KMS key#y ARN BYEEB) , B2 (AWS Key Management Service
FRARIERE) PHERZEH ID F ARN,

3. EMBRIFHH ID MELBEER. BUNER IAM AFBERZSA ID MAFHRZRH , ]
ERERA IR ZEIES (BFBRZESA ID. REHRAZANSETE ) tIZH2E. AWS



https://aws.amazon.com/kms/
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#master_keys
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#master_keys
https://aws.amazon.com/premiumsupport/knowledge-center/create-and-activate-aws-account/
https://docs.aws.amazon.com/kms/latest/developerguide/create-keys.html
https://docs.aws.amazon.com/kms/latest/developerguide/viewing-keys.html#find-cmk-id-arn

AWS ##EE hnZ SDK FRARER

Security Token Service ff AR REXEK , RMNBWEFEARKMES , MAR5EH IAM AR
AWS (1R ) APk BRI KIBIES,

BEOZERTEZEAN IAM AP, B2E (AM AFErR) FREIE IAM A,

B4 RIGRELEL |, 525 (IAM BFER) PMERE 22 &,
4. EABKIEEERT Java B AWS SDKUREESE 3 4 K5 EIER4R 1D FFLE I R BR4A 3K
REEH AWS iEH, MBERERT IRREIL  EEBEESTE S,

L3 AWS SDKs RTFEEZEN AWS BIiER. BEZXER AWS BiEEF IN%E SDK A Y5 R4
AWS KMS RigEE ER L F TR,



https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_create.html#id_users_create_console
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_request.html
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/setup-credentials.html
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BLiE AWS BIEEE SDK

BMNWEFRNEZFECERE N AWS BIEEME SDK, AFRAREENREAX DynamoDB
MEE S IRNES.

AWS HIEEMNZ SDK WiRitEE S THEA. RE AWS HIEENESR SDK BZ M E BT , BEIAE
BRATNRUIEEN , LERNAZSBNARFREXAX LS, BR , S EERERBUESHERE
Wit IIA BE XL IhEE,

ES ]

- BIERUHERN
- ERAZSHEFRERF
- BIELERMIER

IR RETES

& F DynamoDB By AWS BUIEENZ SDK BEZMREEEBESHA, BEEXUSESNELEREH
REMEINIIEE  REXLEEMEUFREN AR, BE K SEASENNARFRENE,

ERERE

AWS BIEFEINE SDK £ — M E—WNHHRBFEBRARMNBEN TR, ETFFERE, EENEAK
BE#E#H. AWS BIEENZE SDK A BUARMIXHE.

BR 6 SAERE-NHASNINEEZARMNBENINBERH. AWS BIEEME SDK X#F AWS Key
Management Service ( AWS KMS ) X#iiNZ KMS Z4AMIEXNFR RSA KMS 4, ©REIZFEIREMN
FRKDE AES MNFZH M RSA IEXRHEH,. ERNTEFZFFANZTLHNMAMAST , ARBZRMNE
WEAEBHRLERGBHAEMIRERS (W) PEAMEBEZHR AWS KMS,

BEEEATNZNRZNIREZN  LUUEREZHN, REEERANZHREE  BUMEE-1M
ERARSIMMEEHFRRENTERR. IREEASPILRBARTE—NEEEZR W/ 2R
ZAFMBE - BEZANELT. MBENREZRH (SMERH - ) SNENFR-EF®EEN

HEREEIES 20


https://docs.aws.amazon.com/kms/latest/developerguide/
https://docs.aws.amazon.com/kms/latest/developerguide/

AWS ##EE hnZ SDK FRARER

R, ERBHE , AWS BIEEMNE SDK XM E L EALHN —NIEZARBENZNBIER

o

BABWRTREEAEF - AWS KMS £AREE., AWS HIEFENZ SDK 214 7TAWS KMS 4
HMAWS KMS ZEZAH |, XD 7T HNBARE. AWS KMSEEZAIR AWS KMS key H15

E , EEAXEN AWS KMS Z4R#R1R%F, MRER AWS KMS 22 E43 , MATIEEEE ARN,
BEXRFHNWFHARREH AWS KMS BHEER |, i85H (AWS Key Management Service FF & A R 5
M) PHRBRIRE.

- EAZ AWS KMS A3 ZE |, A LA FRINZ KMS Z4A1E EEME RN ZARIRE ( B4
ARN, 3I&. 5l& ARN %4 ID ) » MMRFEAIEXNF RSA KMS ZF4H |, N AIIEEZ ARN,

MREBEMZER N KMS ZEAEER B BHEHIE ARN |, I AWS BiEEINR SDK 2R FHEZ
BB XEKE 4] ARN ; EFRL2REHB. WHBNEXT2E A FHRZBIEZHAN KMS F4,

« RINBRT , 2 AWS KMS iR E=HRER ( BIEEREN KMS 4 ) THRZIER. BXMERR
41 ARN #5710 AWS KMS keys LU {TREZR,

FEA® AWS KMS I INZE , AWS BIEFEME SDK 296 %40 ARN SEMZENBERA—EEF
EEMBHEIR P, AWS KMS key EEEERX THER , AWS BIEENE SDK £2HEAIER
AMEMBENBREZA 2 , 2RIERARPEEHIERNZESR ARN, NREMEHTENZEHR
NEF | EMERRA S| AR R4 AWS KMS key , AWS BIBEZR SDK th T IR BI R

- ERIEXTHREBN , THEEEMEREH. B, AWS BIEEMNE SDK =i A 76 E 48
HIRF 24 ARN REZILFK,. WRXFTEER , WERLHEREIENLRZ KMS 247 , AWS
BIEEME SDK MLER AWS KMS FEA M IZ R KMS B B F#H THRE,

B AES BHARELK RSA BANIEEN BET TN AER  AREEHEEANEH. BE
i AR ENRRSERAEASNEN TS HRNGEZHNEH. NREEATANGSZAR
£ BMESAIAEAAR , AWS BRI SDK T iR g s A 2% H,

B2 & D im ik S

REMEA KMS ZHMEZN BN , REXKREREEFBEREATEE , Rl  FERBHANRTEE
ENEH. B2, NEL4E , BHUNERIARATHEE  EXHEXT , EEFEEEAZEEN.
EREXT , AWS KMS TR HHBHAEN T H % KMS 247 |, # ] LUEA MEBTERAN KMS =4
X EBETHRE,

NRELPERIEATHER , RNBUEHRLERARITERS , ZIERFTATEEN S XHH
KMS ZARFIEREE AWS K Mo X EH, RAFERGRTIEN , BXRHEXK,

B R ITHE SR 21


https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#key-id
https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html
https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html
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£ T REERIATEEFMFN 2 XE.

X135 X

AWS X aws

& (X5 aws-cn
AWS GovCloud (US) Regions aws-us-gov

AR RBIE B el 2 2 BT IERR. AEANRBZE , B RAEBERN AWS IKF M2 XEBER
H,

Java

// Create the discovery filter

DiscoveryFilter discoveryFilter = DiscoveryFilter.builder()
.partition("aws")
.accountIds(111122223333)
.build();

C#/ .NET

var discoveryFilter = new DiscoveryFilter
{

Partition = "aws",

AccountIds = 111122223333

};
Rust

// Create discovery filter

let discovery_filter = DiscoveryFilter::buildex()
.partition("aws")
.account_ids(111122223333)
.build()?;

B R ITHE SR 22
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ER SRR

5B AWS BIEFE IR SDK , &I AERTENNEMRREES NS , N ERRAZRYRE
EREEFmMNE, EEZRSHEFPBEEN  BEANBAEEENZT2ERURSHEF TS NAHE
XLEER, fim, FRASHEFABEETELZEET AWS BIEENE SDK 5H RS 85 im I ## R
FRESERANEN.

MREBEZSNAFPERFEEPRITNBRE  WAUEAES —N AWS KMS BR8N AFRHE
— MNATEHNBERENTEEH., EBESHFEFIRNERRAZNBEZATERRESR BIURTA
e RALHIE, MBEHEFHAERE (H/W , Amazon DynamoDB RHHI 2 X5 ) 512 , WAL
EmREAtEERA,

BRI AEAAWS KMS AT ERATRERZ AWS KMS SFREENEF |, AfG. AWS KMS keysiR#E
BN H AWS KMS HILE | BAsEREMEA AWS KMS 2 /= 2247 Th 3R 8 K PR EE A 2 3 B I Al
AWS KMSAWS KMS ZZZ AR R —MINEMBEFHRER , ©FEA AWS KMS RFEAmazon
DynamoDBRAMZ R0 X B , RAREAETFATNBNBZREND ZXBZAME , AR
AWS KMS BRR#. BIER AWS KMS 2 Z B AR ERTEEPKI AR ME,

BIELRRER

D AWS atabase Encryption SDK EAREEIRMESEIRRRE T EZNMBRRAE , £
BT ERZFEANENIEENTERMZIER, B2, AWS BIEFEMNE SDK EXiFX
BENR , FEERAUUELEIANALEFZRHTRE. LEENE—MHESER, ATXH
FISIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXTFER# {TESISIGN_ONLYMMITEREH,

2HIRY  MREBSHEFBIERE , WRFRUE— LRGN , FEEBEREFETERNREER
FRANZENIERER. BXESFER , B0 SWZHE- BEETHNET.

HMER AWS KMS 7 & BRI KB 2 X & RVERR.
ERELZENER , FRHENTE,
Java

EEEREE

UTROEEERNEHREEPAE L EEREHIIR.

List<CompoundBeacon> compoundBeaconList = new ArraylList<>();
CompoundBeacon exampleCompoundBeacon = CompoundBeacon.builder()

ERZHEFBIEE 23
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.name (" compoundBeaconName")

.split(".")

.signed(signedPartList)

.constructors(constructorlList)

.build();
compoundBeaconList.add(exampleCompoundBeacon);

EFRARANE X

LT RBIEGHRRATFEREN T EXRNEHIIR, AXELEHRREINESESR |

L

List<BeaconVersion> beaconVersions = new ArraylList<>();
beaconVersions.add(

BeaconVersion.builder()
.standardBeacons(standardBeaconList)
.compoundBeacons(compoundBeaconList)
.signedParts(signedPartlList)
.version(1l) // MUST be 1
.keyStore(keyStore)
.keySource(BeaconKeySource.builder()

.single(SingleKeyStore.builder()
.keyId(branchKeyId)
.cacheTTL(6000)
.build())
.build())
.build()
)7

C#/.NET

EETEMNARBRHA . BeaconConfig.cs

LRENEE

LT REIEEERNEMEEPATE LB LR EHHFIIR,

var compoundBeaconList = new List<CompoundBeacon>();
var exampleCompoundBeacon = new CompoundBeacon
{
Name = "compoundBeaconName",
Split = ".",
Signed = signedPartlList,

BESRER

BIBRLEHNER

24


https://github.com/aws/aws-database-encryption-sdk-dynamodb/tree/main/Examples/runtimes/net/src/searchableencryption/complexexample/BeaconConfig.cs
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Constructors = constructorList
};

compoundBeaconList.Add(exampleCompoundBeacon);

EFRMRATE X

UTROEGHRAFLRELT EXRNIBHIIR, BREXNEHRRAIANESEE , HSHRER
L

var beaconVersions = new List<BeaconVersion>

{

new BeaconVersion

{
StandardBeacons = standardBeaconList,
CompoundBeacons = compoundBeaconlList,
SignedParts = signedPartslList,
Version = 1, // MUST be 1
KeyStore = keyStore,
KeySource = new BeaconKeySource

{
Single = new SingleKeyStore
{
KeyId = branchKeyId,
CacheTTL = 6000

BRLER R ERELNIRPELCEBNE 4. BINEBWURAREETBREANE[/IIRFEN
EXEZNEHM. BIEREHERSHNEG , BAUELENIEH—R , ARESN N ESETREFRE
EEAXERE, MRERTEFEA —XZRE4 WA EELREREENAIIRFNERTE
Mo RALEHMERBIIRFENSIARBNER/ED.

NREEERTEENELCEREMAIIR , MLFTREMESRTMIIR , XEWERFIIMRETERE
A LEEREEFAS FRINMABTEA N,

(® Note

ELRENCERTMIR , KTEM 3.2 RBESRAH AWS BiEENE SDK, EERE
SMAEFER D 2Bl , SERFRABEBLARRE,
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BREEFNEBEGHERENEREN EEZHBHIIXR,

(ElaR=E
BifEARaT A B R

EXBNERBENTREERNZHFZRMARE. EMR MR RETEHEE.,
7 BF R

AT o RMEEERERNENED N FR/F.

2B FRTRHIEMNKER RN FRIEESR,
LR FIER

MABEEERTFEENEEFR,

BN BXADEBRNR. KEMBIR, KELIPHIRR
AISIGN_ONLYESIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXTZER, KENMRFERBIER
SIAREFRENES, MREWIBHBFFIRTRKIER , WA LEEKIER , AWS BIEENE SDK
FEHFEAZBVMENERR. BWRAREIKRFRIEENBS B AIRAURETAFRE , EE
DR —H, EEEHRPEARNELENH I HBTEEEHENGIR. BUFERAGENE , 2
FZzBrEEEEHRREENEHMT 2 X2 T XK,

BMNBURTRELRHEENELENE L B4, MREBRATEE-—IEAEHRTERERHBH
WA AERERE LR T4, FELNBEIEELRE LN HBHEEAHEENIRREFo

Java

List<SignedPart> signedPartlList = new ArraylList<>);
SignedPart signedPartExample = SignedPart.buildexr()
.name("signedFieldName")
.prefix("s-")
.build();
signedPartlList.add(signedPartExample);

C#/ .NET

var signedPartsList = new List<SignedPart>

{

new SignedPart { Name = "signedFieldNamel", Prefix = "S-" },
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new SignedPart { Name = "signedFieldName2", Prefix = "SF-" }
13

FERR TR (( ATk )
MAENZERBEINLRER DN TR E XNV ERK.

MRERIEEMRERBYIE , N AWS BIEENZ SDK F6£ AL TRIAMERBAEL R WENR.

- IEEZEMNT o HURAIMBECZE 2 HRMIAFHES

s FRIEED R HEI
BNMNIERBBRWERBBrNERIR , ZINRELTZERERN—MLEE R, WERK
BrZEBAMBSRPWINFEZE—E , EENMN T 7HEEN 2 EIFZF SR,
BMIERBHB D LT RIBID , HEXNZE D EWERHKF EVMETHE R WA, 5l ,
WEREHE Fieldl, Fieldl.Field2 M Fieldl.Field2.Field3 - &ERZXEEF , BEF
Field2 # Field3 #rid Alik H 63 — MI&E R,

BIMIERBMREEEL —IMURERD, BICHENEERRNE -0 i8N HIER | XEE
A LATEE R ER BEGINS_WITH =&,

MR—NMHERBHABELFEBBFETIERD , WiZHERBEY, HERE-FHICH
i, EREREANERBIRKRBECES TURBRHENEHRT LR, CE2HBBEER
AR MBI E BRI RNITFCRIER , FAERASE N RINERR, NREMEREER
B, WERFR2EBEAER,.

FIANERENEAERNEEMRNEERKIRF  UBREEHAEREBETIR,
EANTEIREESRE S NERKTIR.

Y/

1. ABNZLERHDCE-—MIERKED , LEXZE 2 RE N HE,
SR D B MV ANRER FERIE o

BT RBERIAN — N ERFROIBWERBE D .

Java

ConstructorPart fieldlConstructorPart = ConstructorPart.builder()
.name("Fieldl")
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.required(true)
.build();

C#/ .NET

var fieldlConstructorPart = new ConstructorPart { Name = "Fieldl", Required
= true };

2. ERASEIR 1 PEIBNWERBE 2 WLESRETNEN AT XN SIZWERHK.

flan , MREEEW Fieldl.Field2.Field3 M Field4.Field2.Field3 , M4 0IE
AEBR . Fieldl M Fields #RAILARAED , AN ENRER N REMNEERBPE
B

Java

// Create a list for Fieldl.Field2.Field3 queries
List<ConstructorPart> fieldl23ConstructorPartlList = new ArraylList<>();
fieldl23ConstructorPartlList.add(fieldlConstructorPart);
fieldl23ConstructorPartlList.add(field2ConstructorPart);
fieldl23ConstructorPartList.add(field3ConstructorPart);
Constructor fieldl23Constructor = Constructor.builder()
.parts(fieldl23ConstructorPartList)
.build();
// Create a list for Field4.Field2.Fieldl queries
List<ConstructorPart> field421lConstructorPartlList = new ArraylList<>();
field421ConstructorPartList.add(field4ConstructorPart);
field421ConstructorPartlList.add(field2ConstructorPart);
field421ConstructorPartlList.add(fieldlConstructorPart);
Constructor field421Constructor = Constructor.builder()
.parts(field421ConstructorPartList)
.build();

C#/ NET

// Create a list for Fieldl.Field2.Field3 queries
var fieldl23ConstructorPartList = new Constructor
{
Parts = new List<ConstructorPart> { fieldlConstructorPart,
field2ConstructorPart, field3ConstructorPart }
¥
// Create a list for Field4.Field2.Fieldl queries
var field42l1lConstructorPartList = new Constructor

BIBRLEHNER 28



AWS BEE % SDK

FRARER

{

Parts = new List<ConstructorPart> { field4ConstructorPart,
field2ConstructorPart, fieldlConstructorPart }

};
3. BIE— I HERBIXR K HIIELESE 2 FRIENFEHMERE.

Java

List<Constructor> constructorList = new ArraylList<>();
constructorList.add(field123Constructor)
constructorList.add(field421Constructor)

C#/.NET

var constructorList = new List<Constructor>

{
fieldl23Constructor,
field421Constructor

i

4. HERIBXZEMRITIEE constructorList,

BIBRLEHNER
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AWS FIEEMZ SDK F R R 4A 176

EAWS BEENFZERETARIESF , ZHEF#E—1 Amazon DynamoDB £ , BT REZEZHH
HEANAWS KMS 2 E#HIE. ZHRFEABBTROER D EEZATMIT MR REREZN AR,
AWS KMS

ZHEREAEEIXEN  PEFARERAXERARNTEHNBNRPBENERHR, BAESF
#E D X BAN D XBANAE LRRE, B0 XBRANRH D XBARE. 2EFBZHFNENM
ZEREAE -NBENEZS , HEAMNED D XBZARENE - SRZAN BN BENBRART
n#Z, 7ERFHRHMMBEES I XBARERESRZHZAEZINRREM.

A E R E M

Key store (A7)

RATREZRHE (Hlmos X ZHANEIRES ) B DynamoDB &,

— M KMS B4 , AT ERARS BHE NS LEANEREH.
Pl

—MHRERS  TEEATREATEHNENHE—IRERH. BUNE-NZREPCESNN D
XEf , ERBIMNDXBH - ARARBEE—NMERN D XZRRE, FEHDXBRNE DI B
x,

2B R AWS KMS keys B A k ms: GenerateDataKeyWithoutPlaintext R/EMRAE

—ME—NBERS , AT NBEREPERNBENZEZR,

BEFHREIXERN. AXBAREIENESFEE , HSHAWS KMS 2 EHAREARAT
B MEZESA

AT hN#RENBIEZRH, 2RZATN SN NEBEREAE -NBENZZR,
SRR

—MBEZRH , ATERATUERNBNER. AXESZER , BRI ERNME,
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KRR R

ERAZHAEN AWS KMS 22 ZHARE , RIMNBWEBZEXATHEKEF/RENRERN

ZHEEER

REEEANRVNENEERAERIBARTENRIN I I ZH., BHAEHEEANZEH—
Xt REE N FAE R Amazon DynamoDB REEEANRRHAF . 1M 1% 2 M — BG4
REERBRIE (Pl CreatekKeyM ) WAFVersionkey, REERSEBERAFERER , FTHER
1TIX LR 4K,

CreateKey R —HBUEFHURME , ATLURFHTAY KMS %47 ARN ARINEI BN ZHAFEF TR £, Ltk KMS
ZATLACIRMEVES 2 X EH. RNBWREXILBRFENERNR , BH—BR KMS Z47510
o XBAFED , ETERFERER,

ZHERF

EXZHAGS , BAERAFENE, #F, LENRUHRENNES S RERARE
BHAEHRITRE, At , IR FEXNAELNBHAFHEERN Amazon DynamoDB
KEGRIUNR, ZRERAFRFTEHREMBERERN TRENERRE | 6
MGetActiveBranchKeyGetBranchKeyVersion, FGetBeaconKey. ftifi17F5FH EXREI A A
BEREEMIEAND XBEA.

LUZAFEMBRELTESEERSH , IBFEAFRBEREN A TRIUN , BAILRTERER
B, MBAEERERENATRIN , BLXENTEERIRI (CreateKeyMVersionKey ) o

MREND X ZAFTHEERAEECN I XBHERFIIAT SN KMS 24 |, BINBUENRHAE
R EEERAFMRELETRI , SMEMRIN 2 ZBARTUER S KMS B,

BIERAE

FEAED T HBAREATAWS KMS EHARZE , BIECEBERFME , BEBENRYF 2 X FHN
Amazon DynamoDB .

/A Important

E M ERR B 2 XA DynamoDB k. MRMIBRIELR , NIGFT R ZER 5 EBHARMNE
iR CIES €
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#88 Amazon DynamoDB FF R EEE TR SIZRLERITRE , FAATLENFRHREFEN DX
MEEF8,

7 X HEFr

R branch-key-id type

BEZHAERN

Ha & AERAFMRN DynamoDB REY , B L FAZEREREFRAFHERFNEEENSZBRAR
&, EBRAFENATLABHAENRRN , EE-MAFPRNENETEER. ERAFMERE
b, ATIRAEEHEENEZERHE#E B

DynamoDB &k & ##12 18 %40 7% B ¥ Z B A MIF1E one-to-oneR &, &1L DynamoDB & &
B ZBEBRAFMEMUNESXNBEIRTFEERNMERE. ERAEZERAFHENR TSR
# DynamoDB REMATE , BEHA15EZUE BT ER DynamoDB RkEMIEEN BB A TME N
MRENZ D FIRE DynamoDB REZLHNERBMRETL , WA LUTE B 017764 B MRS EIFTHY
DynamoDB &{E# , AR 2 B ZEA K MA R LA F B R F6#

BONEZEFAGHEEHTISINEZRBBEER. & AWS KMS CloudTraill B4 |, BER4AFEME
EZEHAANEATRE RN, tablename

EESR

1. the section called “Fi & 240 F R 1E”
2. the section called “Bl2 9 X Z4R”
3. BIE AWS KMS 2B R4

Be B 2R Tt 1R AF

ZHRFREBERE T LA T STELRE | LR A AWS KMS 2 R Z A 1A fE A B &
AFEPAVIIHA KMS B8, AWS BIEFEMR SDK XIFUTRAFEBRERE,
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B

LHEBRSEERAEEN  BATHREEASEELRERATHRERREMHN KMS 24 ARN X
BXEY KMS 41, kmsConfigurationfIREBIE, RAEHHIRED ZZAMBETEH KMS
4 ARN , 45| 2RE,

BALATE I E ZXig KMS 4 kmsConfiguration , B ZZAME N ARN ( 2FERXIF ) R
BEMKMS ZHREN S XZHD, EFEEHGOXEEEZRH , XTMERZTLHENZXEER
AT eeEETE.,

BSMERAFHERER , AARITERRE

(GetActiveBranchKey, GetBranchKeyVersion. GetBeaconKey) MEEiE 4k
(CreateKeyMVersionKey), CreateKey@—TUSHURIE , ATLURHTEY KMS 248 ARN iR INE|
FHZRAETTER, It KMS ZR A QI EFINEZ 2 X FH. BRATER PR HI3T IR 4R 177 84X
BR , BN KMS AR MBI FHER , B R FEMER

Discovery

WIRE BRI ERELHTEAIN , RAETLUERARAED S AT TR ENEM AWS KMS key
ARN, B2 , MRBFZXig KMS 24 , HH1ZZ4M ARN X EEAEFERNEF iR Xig
Al , &5 5RE, AWS KMS

BREZAEUAEEINN , BEERITERRE , fll1CreateKeyFVersionkey, BREEHITEH
=, B2, SENBIERENFERRIE. BXEZER , HSH the section called “SEHiE S K
[

BB X REEIRIE

HEERAFEREZH , BTRABEUT EREH.

- BELEEHRITWLRIE, BXEZELR |, BSH the section called “SEHESR KR,
- ERBEBIAEERS

DynamoDB &% #f1& 55 2 A 7 B ¥R Z Bl 4 TF1E one-to-oneR &, ZHEZHAFME B HIAME
FRYERRPFHOFTEEIE , LAE{L DynamoDB & R#RE , EE—MNAFRAENBEER
HHFTER. EERFEERET  BTBRAEEHERNEERAFEEEN. BXEZSEER , B3N

logical key store name,
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BAEE

LT ROBSEERAFRRE, ELMEERERHAFMHED DynamoDB REV B, BRAFMNEE
BMURIFAXFRINZE KMS Z4H KMS %48 ARN,

(® Note

FHAEREERDEEFRHEFMKRSIEEN KMS %4 ARN, %CreateKeyiR{FR KMS
Z4 ARN RINFEN D X ZAFHETARED. & KMS ZHRARMME D X ZAFHEES , X
EAFEMIBR.

Java

final KeyStore keystore = KeyStore.builder().KeyStoreConfig(
KeyStoreConfig.builder()
.ddbClient(DynamoDbClient.create())
.ddbTableName(keyStoreName)
.logicalKeyStoreName(logicalKeyStoreName)
.kmsClient(KmsClient.create())
.kmsConfiguration(KMSConfiguration.builder()
.kmsKeyArn(kmsKeyArn)
.build())
.build()).build();

C#/.NET

var kmsConfig = new KMSConfiguration { KmsKeyArn = kmsKeyArn };
var keystoreConfig = new KeyStoreConfig

{
KmsClient = new AmazonKeyManagementServiceClient(),
KmsConfiguration = kmsConfig,
DdbTableName = keyStoreName,
DdbClient = new AmazonDynamoDBClient(),
LogicalKeyStoreName = logicalKeyStoreName

};

var keystore = new KeyStore(keystoreConfig);

Rust

let sdk_config
aws_config::load_defaults(aws_config: :BehaviorVersion::latest()).await;
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let key_store_config = KeyStoreConfig::builder()
.kms_client(aws_sdk_kms::Client: :new(&sdk_config))
.ddb_client(aws_sdk_dynamodb: :Client: :new(&sdk_config))
.ddb_table_name(key_store_name)
.logical_key_store_name(logical_key store_name)
.kms_configuration(KmsConfiguration: :KmsKeyArn(kms_key_arn.to_string()))
.build()?;

let keystore = keystore_client::Client::from_conf(key_store_config)?;

ROEE

UTREEET ATRANEZRAEFFERE, SLIIEERERAF#ER DynamoDB RN BHRMBER
HIFEE M.

Java

final KeyStore keystore = KeyStore.builder().KeyStoreConfig(

C#/ NET

KeyStoreConfig.builder()
.ddbClient(DynamoDbClient.create())
.ddbTableName(keyStoreName)
.logicalKeyStoreName(logicalKeyStoreName)
.kmsClient(KmsClient.create())
.kmsConfiguration(KMSConfiguration.builder()

.discovery(Discovery.buildexr().build())
.build())
.build()).build();

var keystoreConfig = new KeyStoreConfig

{

};

var

KmsClient = new AmazonKeyManagementServiceClient(),

KmsConfiguration = new KMSConfiguration {Discovery = new Discovery()},
DdbTableName = keyStoreName,

DdbClient = new AmazonDynamoDBClient(),

LogicalKeyStoreName = logicalKeyStoreName

keystore = new KeyStore(keystoreConfig);
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Rust

let key_store_config = KeyStoreConfig::builder()
.kms_client(kms_client)
.ddb_client(ddb_client)
.ddb_table_name(key_store_name)
.logical_key_store_name(logical_key store_name)

.kms_configuration(KmsConfiguration: :Discovery(Discovery::builder().build()?))
.build()?;

BIEE X ZH

D REBARMEE D XBHANBIERHA AWS KMS key , AWS KMS 3 R ERHER ZERKED B
FERE. AWS KMSTEZI 29 X BN R D X BHERAE. 7RZBHIRN TN IEE R ERME— B
ZHRAHERARE BE 5 XBANE - LRBAN SN BEZARITNE.

EORMOED DB |, MAFSEERAFMIRE, CreateKeyR—ITURURE , BT HEHE
REMEPEEN KMS ZH ARN RINBIBRAFEFATERPR, RF , £/ KMS BRERFTHES S
XEH. RMNBWRFINIRENTFENR , BN KMS BHFMEZAF@EER , ELEFEM
BRo

BABIES N ARSI FE S KeyStore BEEAEFE A ZCreateKeyi®E, XS ERFAZR4
EENRESEK,

TEEREFEPLIRD XFH, XMMERLSH

- RITTHBERBFE AWS KMS
* AWS KMS EEHRIRHP LRt KA
« %)X TransactWriteltems 18 f /5% & DynamoDB .

ZCreateKeyi@fFETransactWriteItems IAF BERMHRE , U LBEINEN I X EH., B
=, EREFETCEZANTRS R REARBETRNBEHERERE,

BN BAEEETHN — N KMS ZIATTEE | S NBESEMEEZAFRHBRERETIERE
B9 KMS %348 ARN X B XIBRARATFFIAZ AN KMS B340, CreateKeyMREFZ D KMS B4A5| A
FHEE  NENBHAFEAFPNEEERATHBENERI |, DUHE M AE R ERG RN
AEEEPNEMAYFSIIRNZER, BXEZELR , FS 5 the section called “Fii B 240 751217,
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FREE IR

BB XE  LREWNEBIAFERESRIEEN KMS 248 kms:
GenerateDataKeyWithoutPlaintext 1 kms: ReEncrypt X PR,

B D X HH

DTREFNASEFAFHBEREETEEN KMS ZACEMNED 2 XFH , HFEH2IBER
Iz AEE ZAF M DynamoDB &,

A CreateKey i , AT LLERIEE LT AL (ES
« branchKeyIdentifier : EX BEMX branch-key-id,

EQEBEEN branch-key-id , BATMMAZE encryptionContext S EMME E T3,

« encryptionContext: EX —H A EMNIEINBAEN | XEZABENE kms: HARANMNE LT
X REFNEIUEEIE ( AAD ) ., GenerateDataKeyWithoutPlaintext

WEN I ERXFH aws-crypto-ec: B,

Java

final Map<String, String> additionalEncryptionContext =
Collections.singletonMap("Additional Encryption Context for",
"custom branch key id");

final String BranchKey = keystore.CreateKey(
CreateKeyInput.builder()
.branchKeyIdentifier(custom-branch-key-id) //OPTIONAL
.encryptionContext(additionalEncryptionContext) //OPTIONAL

.build()).branchKeyIdentifiex();

C#/ NET

var additionalEncryptionContext = new Dictionary<string, string>();
additionalEncryptionContext.Add("Additional Encryption Context for", "custom
branch key id");

var branchKeyId = keystore.CreateKey(new CreateKeyInput

{
BranchKeyIdentifier = "custom-branch-key-id", // OPTIONAL

B X EH 37
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EncryptionContext = additionalEncryptionContext // OPTIONAL
1);

Rust

let additional_encryption_context = HashMap::from([

("Additional Encryption Context for".to_string(), "custom branch key
id".to_string())
1);

let branch_key_id = keystore.create_key()
.branch_key_identifier("custom-branch-key-id") // OPTIONAL
.encryption_context(additional_encryption_context) // OPTIONAL
.send()
.await?
.branch_key_identifier
.unwrap();

Bt , CreateKey BEERIUTE,

« EAT branch-key-id BIRRZA 4 @EAME—4RE (UUID ) ( BRIEBIEE T BEMN branch-key-
id) o,

- BRATHXZHRRAEBRZE 4 UUID

« timestamp AFKAMH AL R (UTC ) ISO 8601 HHARMATEIHE

ARG , ZCreateKeyEEGenerateDataKeyWithoutPlaintextfE I A T &K i A kms:o

"EncryptionContext": {
"branch-key-id" : "branch-key-id",
"type" : "type",
"create-time" : "timestamp",
"logical-key-store-name" : "the logical table name for your key store",
"kms-arn" : the KMS key ARN,
"hierarchy-version" : "1",
"aws-crypto-ec:contextKey": "contextValue"
1,
"KeyId": "the KMS key ARN you specified in your key store actions",
"NumberOfBytes": "32"
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® Note
BN KRB BERIEEN TERMNE |, CreateKey BELSAIEBES 2 X FHANMERER.
EANZABEEEENBAERY, BXEZER  BEAEADEHARIETEZEN

o

Tk , CreateKey#/EAA km ReEncrypt s: , B EHINZ LT X5 ZHHACIEEN TR,

BJG , %CreateKeyi®ERAA ddb: TransactWriteltems RH\E—NFHUE , ZMBHRELESE 2
ROENRPN D XHEH. IEEFUTEM.

{
"branch-key-id" : branch-key-id,
"type" : "branch:ACTIVE",
"enc" : the branch key returned by the GenerateDataKeyWithoutPlaintext call,
"version": "branch:version:the branch key version UUID",
"create-time" : "timestamp",
"kms-arn" : "the KMS key ARN you specified in Step 1",
"hierarchy-version" : "1",
"aws-crypto-ec:contextKey": "contextValue"

}

RIMIERED B X EH

B XBH-RNER —NEIRAR. BE , FEI D XBRHBREBRESMNMER, BRIEFTUEREE
FOXBANEEERARE , AWEED D X ZBANRREER,

HEBATAFNBRAIRERS. ST RENAXRERARITMBHME —DERE, DERH
TRAT 2R — 1 32 ZHARE4 |, HESEN 28 25, XEKE  ELXENBIREZN , £
T BAATLURLE R 79 A28 2% M —maRB4e, REERKNKIFEE  BEFLESREEAN

MEBATENR | BRI REFEBERIE 7 X BH,

HEERH , 9 XBANEDRA S —ELTEIRS. BT IEBANLRREESS A THITM
ZRE , TR TIREFTNZRER,

/A Warning

ENHRFZ MRS XBRARTATEN, BT ERECH RN D XZHR, EN AR MRERHAH
EXMtIZEAMEE ID N XEHAR , ATRSHILTEE !
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AWS BRI SDK T %A RIEE
- EENHETHMBARNREEEFH
« RENHAENHLERERER SHIRRE 2 XZARNB RS
- ToORBREE R EMIBR D X E A

B IEERN AP HIMBRY , BHRATUTERE

- HEEFN O XBAZEED ERAREIAH
* IDs AEAMNHAEA M —K 2 X EH

FREEHIAX R

BRSO X4 BEERPEMIBRETIEEN KMS F4H kms: GenerateDataKeyWithoutPlaintext
F kms: ReEncrypt R,

RIRIERED DX EH

FEAVersionKeyRIERBREBHEN DX FH, RIRFDI I IFHAN , REQVNEFTN I ZBHAREL
AR, HBRHEN DX FPR , branch-key-id F&%E. E#@A VersionKey i , %AMIBE
ATFHIREEED 2 XA/ branch-key-id,

Java

keystore.VersionKey(
VersionKeyInput.builder()
.branchKeyIdentifier("branch-key-id")
.build()
);

C#/ .NET
keystore.VersionKey(new VersionKeyInput{BranchKeyIdentifier = branchKeyId});
Rust

keystore.version_key()
.branch_key_identifier(branch_key_id)
.send()
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.await?;
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WAATR

BIMNNEFIRNZFESES RN AWS BIEEFMNE SDK. FAFRARERENRHEAX DynamoDB
MEEFIRNES.

AWS BIEFEINE SDK EABRHAIPKMITEHNE . BRRER. MENFZRIERH. BHRAE
R FRMFICRKAOME—BEZANKR , URNBZBEZANDEEZR. CENENEE -2
0, AEBEZNEEMRHTENEZEAR,

AR ERAESINRAR , ARSI BRAREHA N N ZEFRR. ERRSHBRRARTUE
B, MENBEZRERSR  BEETURIFT TR ERENZRR | SINAERBEZHNESR
T, AREEAREEMERARESER,

BNEVEEATRFISEZAHELZL2URAARITNERENZAR | i1 AWS KMS 4835 | E
FEAXKTRE AWS Key Management Service() AWS KMS keys AWS KMSHI B4R, R URE
—NMERAHERANZRR | IERAFEEEEHLTL2ER (HSMs) PR ZHMEFRARS KR

FRBATRRE T BELEZARP ENBEZAHBRLERPENEE. EAKZEANENESSE
A aRZ, RUETHHEARSER (HSM ) IR EEERIRBRTF VSRR |, Hl AWS
Key Management Service ( AWS KMS ) H#y KMS Z 4=k AWS CloudHSM A EY % 24R .

AWS BiEEMNE SDK R T 2BAARNEZAREE , EUCIRZBECHEENERAR, S
HEIE MRS MEERTERENERATN Z ERHAR,

e

- BHHHNIELAR

« AWS KMS %A R:FE

- AWS KMS % E4A B

« AWS KMS ECDH %f &

- [R% AES BAIF

- JRf RSA BR4FER

- RIITH ECDH {HRE
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ZEARH TEA K

BN EFRNEZFEESERE N AWS BITEEME SDK, AFRAREENREAEX DynamoDB
& iREE S

EXRNBEEFHFEHTMENSEN , AWS BIBEFEMNE SDK 2 ERZARELMBM L. FH
HIREI—PNANBERA, HEARPNENEEZANBNBREZRER , AR ERIEZHA KN
MAC #Z4. AWS BIEENZ SDK FRAANXBANKFEHITINEG , RERRMNAF MR XBIERS
. AR, AWS BIEEME SDK &7 mieHER , EhaSENBENHEEZHNEMER , flmmz
MEEBET. AWS BIEEMNZE SDK A MAC ZTTEE TR HHEESHRIEB (HMACs) , T
EMRHERFFFEFRIE N B FERIMEILs ENCRYPT_AND_SIGN SIGN_ONLY

RERER | SR SMERANZERIER AN ZAR | WA EARMRAR, ERERE  #RRHATRL
MAERGRMBZARPHED -—NMIRFH,

AWS #3E 5 % SDK R[4 B8R h iy N2 BIE R AL R DN BRAKL |, ABRRBHAREBRE R EM—
o BRNEAHSRBANEZ —IMNBNREZH , AREEXHEZR. AWS BFEFMNF
SDK A XHFEZ AN BRFEHRTHER, NRBAKRPHAESEZA T EEZET 052 HIE
24, BRREF R

BULER—NEAR , H AR EHTERENBRARASE N ZERAHTP. HENEBEHR
Bt ZERHREARBEZHNEAS  ZBEBRACAMNRZSEZATRNAEZATRTNMBE SR
ZHANEBIREZAXRKN MAC ZHAME, LRUERIEZERARTE - SRZANBAREEHK
=

AWS KMS %A =L

BIMNNEFIRNZFEESES RN AWS BIEFEMNE SDK. AFEARERENRHEAFX DynamoDB
MEEFIRNES.

AWS KMS ZAIMERAXNFRINZHIEXNFR RSA AWS KMS keysRAER, MBMBFHABTFEZRH, AWS
Key Management Service (AWS KMS) R &) KMS Z4A H7E FIPS i1 RARITINRIRIE, BATEIN
BRATREEA AWS KMS Z4AR S EF XL R BN EHRIR,
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IR W] LA TE AR R E AR R 2 X 38 KMS %48, AWS KMS BXFAZSXEBHNEZFAEENR
%5l AWS KMS keys , HS5ME A2 XE AWS KMS keys, BXZXEFHHANER |, 550 (AWS Key
Management Service FF X A G35/ FHFEHZXEFEH,

AWS KMS 4R RLRE AT A B MR B Ay R A Rt

« ERERES ARG MBHENBERA. NERENBHRLAE - DN ERBEFH,
- Htt®R  MBERB[ERAERNANEBEZR. AWS KMS ARB I EENMNRS M EFANH

=to
BRTRBERRBASTENRIERE, 3 AWS KMS BHARIAEF -1 AWS KMS Z4Art , ZEHART
ERMIMBRIEZA

BFFEARE R | AWS KMS ARETHULEMER , tANSEAHRRTRLLNALE —£E
LEBETER,

F&:

« AWS KMS B4R ENR

£ AWS KMS 4A 26 AWS KMS keys FiR 5l
BIE % AWS KMS 453F

F A Z X5 AWS KMS keys

£/ AWS KMS £ I B4R

£/ AWS KMS X5 & I 4R

AWS KMS ZHIRFT BN ER

AWS BIEEMN® SDK FEE AWS IKF |, B~k TEM— AWS RS, BER , EFEH AWS
KMS Z4AEF | BEEX AWS K B4R AWS KMS keys FHIEH LT HRIKNER,

« EFAR AWS KMS AFF#1TINE , BFEE RSB EHH kms: GenerateDataKey X PR, BFEXT
AP E HMZAEAE kms: encrypt iR, AWS KMS

- EFRARANHITHRE  KEENE AWS KMS ARHHED —NBHEE kms: Decrypt PR,
AWS KMS

- EFAABANARNSHARHITNE , REEREBERSEE AWS KMS AR EREBHAN
kms: GenerateDataKey X R, REEXNFIEHMBAFPHNAEHMEHRESR kms: encrypt IR,
AWS KMS
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- EFAIEXNT RSA AWS KMS ZRRHITINE , BFFE kms: GenerateDataKey 2 kms: E
ncrypt , AR ERIRZARNLTNIEEEA TMENLNAMR . EALBEARMNZEN TS AWS KMS
K HEERMEN, E4EHAEXNF RSA B AWS KMS fARR#H1THER , fREE kms: Decrypt R,

BXRINREVIEME R AWS KMS keys , iS5 (AWS Key Management Service FF £ AR 1ER) &
9 5 4 38 UE 5 R 2

£ AWS KMS 48 2B AWS KMS keys H1iR 3l

— A AWS KMS RSB T BUaIE— NS AWS KMS keysto BT AWS KMS Z4ATR AWS KMS
key FIERE , B XIFMN AWS KMS ZHIFRAF, AT TFEZHIR AWS KMS key FiR BB 2
AR RBEMESZUMTF. X AWS KMS keyZ4AFRAFNIFMER | 5258 (AWS Key
Management Service FF R A R i§m) PRIEATIRE.

FERNRERE , BEARESEESHNERARRAT,

- EfFHA® AWS KMS AR #t 1T |, BalAEA L ID, 240 ARN ., 5IE = 51H ARN RiINZEE
o

@ Note

MREEMBZAR TR KMS HAEED B BFIH B ARN , MNEZRESF e 51Z5)
BXRENFA ARN REENBEHRERANTBEER. eF2REFHNE. EREFTLENE
AT #REZMZEFEZHAN KMS #H,

- EEA® AWS KMS AR #E , L ERA R ARN #1TiR51. AWS KMS keysBEXFHER |, 1
SHREEEERH.

- ERTMENBZNBARD | BLTERZH ARN BUFRIR AWS KMS keys.

fRER , AWS BIEFEINZE SDK 7% AWS KMS A58 %R AWS KMS key AJ AR Z E fh — NN
BIEZHN. BE4ME , AWS BIEFEMNZE SDK N EHERP BN MZEBEZAERAUATERN,

o AWS HIEEE % SDK M EHEIREY TTHIE AWS KMS key A3REUHN 22 B0 4E 2 4R A 248 ARN,

- AWS BUIEEE % SDK EREZ R R B RFHATEMN AWS KMS key ARN,

- WMREFAFPIKEEE ARN TER , I AWS BIEEMNZ SDK KER AWS KMS £/ KMS %
HREMBNBIEZHR. AWS KMS key

« BN, ERBT-IMMBHBERSR (WREF) .
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BIZEZE AWS KMS 4335

BT AR TN AWS KMS Z4AHRE B — 1 AWS KMS key S Z 4 AWS KMS keys # B B # 248
B AWS K o AWS X AWS KMS key =X #AINE 2 4R ( SYMMETRIC_DEFAULT ) S3EXI#5
RSA KMS %40, @St Al LUERAX IR Z X8 KMS 248, @A EZ AWS KMSE4BHR R EH —1
RS MNMARE,

BRI ZRA T NZEMNBBBIENE AWS KMS 4838, i AT UGB E TR TMERHEZER AWS KMS
ZHAR, QIBA T IMBHIEN AWS KMS B4R , XIIEEERSIZR , ZEHATERAEXAHK
BERAHANEHAITNE, AWS KMS key BIERAEHRF L5 KMS BT X, AT, IREEE , U
AILAUEE A F inZ M E 4 XA BIE R A E M AWS KMS keys IR, EZRZ IR ANMRIFHINEZET
B, BEANBREZARLMELTERHRAR AWS KMS keys EXWFZEHFHH — , HEF=o
AWS KMS keys (&HH AWS KMS Z48IR AWS KMS keys #FFAWS KMS ZIMF4AIR, )

MBEZARRZSERPR PN IR ZAY S TES MBREZRA, WEETASERATENE , It
mEHEFEAW. Bt , ARAASABEZARPAREBHANAENR, NRELMRESEFHKRF
£/ Discovery A MBHIE , MBRIEF KK,

LAUR R~ BiIfEFZCreateAwsKmsMrkMultiKeyring F A Sl 2 EE X INEE KMS AWS KMS Z4R &=
£A3R, ZCreateAwsKmsMrkMultiKeyringB i BaItIE AWS KMS &P in , AR ZAEED
ERah R XIg M S K HA, XERGERAZES ARNsKIRE KMS 4, BXFHAER , B2H &
AWS KMS %A 2t AWS KMS keys FiR 3l

Java

final MaterialProviders matProv = MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
.build();

final CreateAwsKmsMrkMultiKeyringInput keyringInput =

CreateAwsKmsMrkMultiKeyringInput.builder()

.generator(kmsKeyArn)
.build();

final IKeyring kmsKeyring = matProv.CreateAwsKmsMrkMultiKeyring(keyringInput);

C#/ .NET

var matProv = new MaterialProviders(new MaterialProvidersConfig());
var createAwsKmsMrkMultiKeyringInput = new CreateAwsKmsMrkMultiKeyringInput

{

Generator = kmsKeyArn
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};
var awsKmsMrkMultiKeyring =
matProv.CreateAwsKmsMrkMultiKeyring(createAwsKmsMrkMultiKeyringInput);

Rust

let provider_config = MaterialProvidersConfig::buildexr().build()?;
let mat_prov = client::Client::from_conf(provider_config)?;
let kms_keyring = mat_prov

.create_aws_kms_mrk_multi_keyring()

.generator(kms_key_id)

.send()

.await?;

AR RBIfEAZCreateAwsKmsRsaKeyring 7 A 8 H B IEXI R RSA KMS AWS KMS Z4A 1 2 4R
I, EBIEIEXFR RSA AWS KMS Z4AIR |, BFIREUTE,

« kmsClient: 8% AWS KMS & F i

kmsKeyID: B TiRIERFEXIFE RSA KMS Z4ARIZ1H ARN

* publicKey: a 3k ByteBuffer B UTF-8 43 PEM X# , Z MR RREZBANFHAN LS
kmsKeyID

« encryptionAlgorithm: MNZR&E L MAMERSAES_OAEP_SHA_2563 RSAES_OAEP_SHA_1

Java

final MaterialProviders matProv = MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.buildexr().build())
.build();
final CreateAwsKmsRsaKeyringInput createAwsKmsRsaKeyringInput =
CreateAwsKmsRsaKeyringInput.builder()
.kmsClient(KmsClient.create())
.kmsKeyId(rsakMSKeyArn)
.publicKey(publicKey)
.encryptionAlgorithm(EncryptionAlgorithmSpec.RSAES_OAEP_SHA_256)
.build();
IKeyring awsKmsRsaKeyring =
matProv.CreateAwsKmsRsaKeyring(createAwsKmsRsaKeyringInput);
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C#/ .NET

var matProv = new MaterialProviders(new MaterialProvidersConfig());
var createAwsKmsRsaKeyringInput = new CreateAwsKmsRsaKeyringInput
{

KmsClient = new AmazonKeyManagementServiceClient(),

KmsKeyId = rsakMSKeyArn,

PublicKey = publicKey,

EncryptionAlgorithm = EncryptionAlgorithmSpec.RSAES_OAEP_SHA_256
};
IKeyring awsKmsRsaKeyring =
matProv.CreateAwsKmsRsaKeyring(createAwsKmsRsaKeyringInput);

Rust

let mpl_config = MaterialProvidersConfig::builder().build()?;
let mpl = mpl_client::Client::from_conf(mpl_config)?;
let sdk_config =
aws_config::load_defaults(aws_config: :BehaviorVersion::latest()).await;
let kms_rsa_keyring = mpl
.create_aws_kms_rsa_keyring()
.kms_key_id(rsa_kms_key_arn)
.public_key(public_key)

.encryption_algorithm(aws_sdk_kms: :types: :EncryptionAlgorithmSpec: :RsaesOaepSha256)
.kms_client(aws_sdk_kms::Client::new(&sdk_config))
.send()
.await?;

£ % X1 AWS KMS keys

&I LATE AWS BdEEE N2 SDK HEMA 2 X8 AWS KMS keys fENBRER . MREERHSXE®R
HEMN —#HITINE AWS X , M AT AER bR AHWAX S XERARITHEEZ, AWS X

ZX1E KMS Z4 =2 — 4 AWS KMS keys AWS XiF EGHEIZEAMBNEL ID WTFRZEH. BRI
BETRXEEAMERNEA —HERAXEEXEH. SXEFAIFELNRERENZMTR , X
L SERE-NPXEHITNE , HES —IPXEHTHES , MLFEHTEXFHAMR. AWS KMSHX
ZXEZBANEE , F25H (AWS Key Management Service F R A RIEREE) HHYEHZ XE %54,

NTZEFZXEHFE , AWS BIFEEMNR SDK 23FE AWS KMS multi-Region-aware 48
¥, CreateAwsKmsMrkMultiKeyring A ERIBY ZH58 XEZAMZ XIHEHR,
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o WFEXEHFL , Z multi-Region-aware FF 51T N MG E AWS KMS XEZRAH—#, ZBH=
HAEAMNBLHIEN 2 XHFARBEMZEXF, T HECEHN AWS KMS ZHFFEE |, RINNEW
BEFEAXF IR KMS Z4A8t A iZCreateAwsKmsMrkMultiKeyringh i,

« NTZXEFE , Z multi-Region-aware &&= 17, F N Z HIE MM E 2 X i Z£A R 88 E MY X g
A9 #E < 2 X1 B4R SRR B 8 XL

EFEAZ KMS % multi-Region-awarefAN Z4AMKH |, BRI NEES N EXBMSXEHHA. B ,
FRBEEBEEXNSXERATEE— N EH, NREEHAERNZS ID BESNFHRRE , U
33 B B0 PR RS K M

T RBIER Z X KMS AWS KMS G| Z2Z AT, XERHIRZSXEARAEENEXRFZER , F
BEXEBRAEENFEH.

Java

final MaterialProviders matProv = MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.buildexr().build())
.build();
final CreateAwsKmsMrkMultiKeyringInput createAwsKmsMrkMultiKeyringInput =
CreateAwsKmsMrkMultiKeyringInput.builder()
.generator(multiRegionKeyArn)
.kmsKeyIds(Collections.singletonList(kmsKeyArn))
.build();
IKeyring awsKmsMrkMultiKeyring =
matProv.CreateAwsKmsMrkMultiKeyring(createAwsKmsMrkMultiKeyringInput);

C#/ .NET

var matProv = new MaterialProviders(new MaterialProvidersConfig());
var createAwsKmsMrkMultiKeyringInput = new CreateAwsKmsMrkMultiKeyringInput

{

Generator = multiRegionKeyArn,
KmsKeyIds = new List<String> { kmsKeyArn }

};
var awsKmsMrkMultiKeyring =
matProv.CreateAwsKmsMrkMultiKeyring(createAwsKmsMrkMultiKeyringInput);

Rust

let mpl_config = MaterialProvidersConfig::builder().build()?;
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let mpl = mpl_client::Client::from_conf(mpl_config)?;

let aws_kms_mrk_multi_keyring = mpl
.create_aws_kms_mrk_multi_keyring()
.generator(multiRegion_key_arn)
.kms_key_ids(vec![key_arn.to_string()])
.send()
.await?;

FEAZXE AWS KMS Z4AHE , IREFRERXRIAITNERATHEE L, EEBEXTHREER
X, BEMREZEZ X XEH multi-Region-awarefif 1< % X5 #1248 ARN KEHl{LFFS, M
REEHEHMXE (flw , MEREFHXE ) PIEEMEXZXIEEANER ARN , i% multi-Region-
aware SN L HITE X AR, AWS KMS key

EFEgEXNTHEZRN , multi-Region-awareff5HFE&4 ARN, (NEZHEHMBXNZXEHAPHN—
NEH ARN,

LR UERIERX TEA AWS KMS ZXEFAHTHRE, ERIEXTHEEBRN , THFEEEETM
AWS KMS keys. ( B2 [XiH AWS KMS KIMB4AKWES | ESEER AWS KMS K54
%o )

MBELFEAZXEFAMR |, NETER TH multi-Region-aware & 5122 i3 A 4 X i P X< %
XEZAFHTHRE. WRFEE , WAAXK. EXIERT , AWS HIEEMNE SDK F2ZRBEX
HIEART NEZEN 2 XEHA,

£/ AWS KMS &I Z4A3F

mEmet , REMCERIEE AWS BIEEMNE SDK AIEAN IR ZH, BEELRESRR , L
P AWS KMS S#ZZ A , £ AWS KMS HEZHARFELEENZALEN, BR , LT
BAWS KMS R ZAH , IR EEEMZER AWS KMS ZARZHAIR,

AWS BIEEFE N SDK 73 AWS KMS Z X214t 7 H5E AWS KMS KM B AR M E AN ZAK. B
XREXFFEAE AWS BIEFENE SDK £EEANEE , 5 F£HAZ X AWS KMS keys,

BT Discovery B KR IEEF M BERL , Eit Discovery BT EMEZRIE, NREBEMKESE
AR E A Discovery BAMRMBRLIE , B EREFEIK,

fREE | AIMBAL A AWS BIEE N SDK ERE A MBHIEZR AWS KMS K ## 24 hn &
WHER , T ERAERENIFRIZ AWS KMS key %41, AWS KMS keyREHERA B HE AWS
KMS keyfy kms:Decrypt XBRET , AT LK,
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/A Important
MREERBZSZARFETE AWS KMS RIZRAH , WRABRFHHESZ S HRARPEMAR
AT PIEENAE KMS ZHRE, ZERATNTHARUTREZONZART, MRELEM
RESZSERPAILPEA Discovery ZRIMMBELIE , MBREF KK

AFERL , AWS BIEEMNZE SDK ## 7 AWS KMS XILZHH, A , HTUTRE , BYURA
REE A E X PRFIAYZ AR,

-« ERM — AWS KMS K B4ATR A BUGE 421 AWS KMS key A FIEMRHERF O BIREEANE
£, BIERARAEENERIZE AWS KMS key #HITHR, XATRERE W AWS KMS key &3
EEAN. flm, A — RN BERATRREEMAZTL AWS KMS key ERARNEZEMR
REVTER T INEEE o

« HERMMERE — AWS KMS X I Z AR A RELb R RAEE S , B AWS BiEFEMNE SDK &=
BEFMAMENBIESRS  SFEH AWS KMS keys Hftt AWS Ik MXKSmZEWHEZS , miEA
EERERAXLERAR/ITHEE. AWS KMS keys

MREFEARAERT , BRINBWEEARIL BT T A KMS BHRBIFIEE AWS K-
Mo XHPHER, MBEHBBERENKS ID MY X | ESATHEN AWS IKF- FRIRRFH ARN #
Ro AWS —5E

LT R RBIER XIS E A1t AWS KMS X B4R | Z37E 2 AWS BdEE % SDK mJ LA
A KMS Z4ABR&I N aws D XM111122223333 R 510K~ P Y 274A

EFEALRB A, BRR6 AWS K/ Mo XESERHN AWS IKF Mo XN ERE. HREN
KMS ZRTHERXE , A aws-cn 7 X{E, MREHN KMS ZF4R{ZF AWS GovCloud (US)
Regions , i A aws-us-gov 7 X{E., X TFREHM AWS XiF , i5FEA aws 2 XE,

Java

// Create discovery filter
DiscoveryFilter discoveryFilter = DiscoveryFilter.builder()
.partition("aws")
.accountIds(111122223333)
.build();
// Create the discovery keyring
CreateAwsKmsMrkDiscoveryMultiKeyringInput createAwsKmsMrkDiscoveryMultiKeyringInput
= CreateAwsKmsMrkDiscoveryMultiKeyringInput.buildexr()
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.discoveryFilter(discoveryFilter)

.build();
IKeyring decryptKeyring =
matProv.CreateAwsKmsMrkDiscoveryMultiKeyring(createAwsKmsMrkDiscoveryMultiKeyringInput);

C#/.NET

// Create discovery filter
var discoveryFilter = new DiscoveryFilter
{
Partition = "aws",
AccountIds = 111122223333
};
// Create the discovery keyring
var createAwsKmsMrkDiscoveryMultiKeyringInput = new
CreateAwsKmsMrkDiscoveryMultiKeyringInput
{
DiscoveryFilter = discoveryFilter
};
var decryptKeyring =
matProv.CreateAwsKmsMrkDiscoveryMultiKeyring(createAwsKmsMrkDiscoveryMultiKeyringInput);

Rust

// Create discovery filter

let discovery_filter = DiscoveryFilter::buildex()
.partition("aws")
.account_ids(111122223333)
.build()?;

// Create the discovery keyring

let decrypt_keyring = mpl
.create_aws_kms_mrk_discovery_multi_keyring()
.discovery_filter(discovery_filter)
.send()
.await?;

A AWS KMS X1 & I 2 4R

AWS KMS XiBi XTI Z A2 — T E KMS %43 ARNs 4R, MR , AT AWS BIEE R
SDK X KMS Z4A## TR, AWS X
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£ AWS KMS X R I ZEAF R , AWS BIEFENZ SDK £FZ IR EI T M E I
EZEH, AWS KMS key AWS XIFER T , A ELTIRENHIEZE AWS KMS keys FED—4
EZBIEZE AWS X5 fkms : DecryptiX R

SHh Discovery Z4A¥#[E , Regional Discovery AN MBZE LK. %A NIE R INZ F AT
B, MREEZATMZENBRZENZERAFRFFEA Regional Discovery Z4A3R |, N EA ML R
AR, MRERMHEZSEFRASL P EHZ X1 Discovery BEARMELIE , MFREF LK,

/A Important

MREBERZZSZHRPITE AWS KMS XELZAZFAHK , NIXFEEANFZANGEESHHR
PHMZARFEENTE KMS ZHBRH. SEFHRNITHIRUTRISZDNZHR, &
MERREZSEFALRERR , AWS KMS Discovery BRI IR TT Ko

AWS #3EE % SDK Ry XE A WA AR IR ERIEE X BT KMS ZHARTHE, FRARI
ZARE , FEE AWSKMS B g LEEXE, X& AWS BFEEFNE SDK XU T 2L X EiFiE
KMS &40 , BXEEXE 2K KMS B4R EEIE R AWS KMS FF LMK,

MREFERARIABZAS , BB VEER RN IR R Z R ERR KMS BHARFIANEE AWS 1K
Mo XPr#H,

Bl UTRBEARITIRIFZOE AWS KMS X KM ZAR, tBARET AWS BIEENZ SDK
BREINEZEFES (BEX ) X&) (us-west-2) Ik~ 111122223333 11y KMS 4R,

Java

// Create the discovery filter
DiscoveryFilter discoveryFilter = DiscoveryFilter.builder()
.partition("aws")
.accountIds(111122223333)
.build();
// Create the discovery keyring
CreateAwsKmsMrkDiscoveryMultiKeyringInput createAwsKmsMrkDiscoveryMultiKeyringInput
= CreateAwsKmsMrkDiscoveryMultiKeyringInput.buildexr()
.discoveryFilter(discoveryFilter)
.regions("us-west-2")
.build();
IKeyring decryptKeyring =
matProv.CreateAwsKmsMrkDiscoveryMultiKeyring(createAwsKmsMrkDiscoveryMultiKeyringInput);
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C#/.NET

// Create discovery filter
var discoveryFilter = new DiscoveryFilter
{
Partition = "aws",
AccountIds = 111122223333
};
// Create the discovery keyring
var createAwsKmsMrkDiscoveryMultiKeyringInput = new
CreateAwsKmsMrkDiscoveryMultiKeyringInput
{
DiscoveryFilter = discoveryFilter,
Regions = us-west-2
};
var decryptKeyring =
matProv.CreateAwsKmsMrkDiscoveryMultiKeyring(createAwsKmsMrkDiscoveryMultiKeyringInput);

Rust

// Create discovery filter

let discovery_filter = DiscoveryFilter::buildex()
.partition("aws")
.account_ids(111122223333)
.build()?;

// Create the discovery keyring

let decrypt_keyring = mpl
.create_aws_kms_mrk_discovery_multi_keyring()
.discovery_filter(discovery_filter)
.regions(us-west-2)
.send()
.await?;

AWS KMS %' /= tH Rt E

BINWEFIRMNEZFEESER RN AWS BIEEME SDK. AFRARERENREAX DynamoDB
MEEFIRNES.
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® Note

H2023 7 824 B2, FXBEFTRETMRREQEN D XBH, SIRH DT HH LY
ZERGEFRETRRAECZNRHE,

£/ AWS KMS ZEZE4H , BAUEXNIINE KMS B T RIPEMEME , MEFE AWS KMS
BRAMBESFEZCEKANB R NTEEEARE#BRDAANNARFUARAINESERAEZLER
MEATESEERARZENEMBNRRAEFRE , XR— M THENIEE. AWS KMS

PEZHARR—MNEMBERFHRREE , ©FEA AWS KMS R17F1EAmazon DynamoDBF&RHHI
R HDXFH  RAREAHEFTATNENBRZRIEN D IBAME , NTREI2D AWS KMS B AKX
¥, DynamoDB RAEEENRF 2 XBANEHATFMR. HEETI 2 XBAND X ZHRNME L
R, EeD XBANBDZXZRRE. 2EBHARNSNNBBEREAE—NEENRES , HE
AMNEZ D ZZARENE —BEZAN SN EENZZRA#TNE, 2EZHRRBEETH D XZH
REHREDERZRAZEELNEREN,

PTREBAHREEEAZTIXERARNBRZNMER, ERETURFEDIIXZANEECLREE , 7
WEED D XBANRRIFR, EERRZH , P XBANEIRET—ELTEIRS. BHDIXE
AN ERRAET A TIITIMERRE | BRHUERF A TRBERE,

LB D ERATE , P ERRRVNERMETF. BUUEEERTFRE , ZRHEENLT 27X EH
MRESHHMNEFIBE A ERER M ETFTPIHRKNE,. BXERIEPIEE abranch-key-id
B, P ERPETRAS AWS KMS AR, XBRAHEAES X BRAME. ARG, 2 XBAMBEEER
EEFEF  HEEHTFIEEE branch-key-id WNBNBRIRE  EZEERAZH, FI2XE
AMPEEERBEFRITLORS AWS KMS . fl , RIZEEFRHIN 15 28, MREBEZERF
BR&IR 1T 10,000 X INZRRAE | M4ES AWS KMS Z4EHREEHIT 10,000 /X AWS KMS i F = 82
2 10,000 X NZRE, MBEE—METFEHRSbranch-key-id , M9 EFHARIAFZEHRHIT—KX
AWS KMS A BN A2 10,000 M #R 4%,

it BERMEMREREZMB DT, MBEMBRE D XBALEMK , AEEFRHFZHZAEE
RATrEmEREE, BEMBARRBEENEZEFZBRANTHEPIRRNS X2 ID MRACHRMAD |, £
ZEREHFHcH , eNUULEERTED XFA ID MRAHERNWFTERRRE, RNuEET—R
EER— N XBANZ IR, FARMREFE E N FEARbranch key ID supplier , &k 7] LA B 1764
KBEENEN D ZFBAN D ZBHAMRL
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® Note
AWS BIEENE SDK FAERE 7 R EZAHTN AN B ETE AWS KMS 7 =R £,

e

THEER

FREH

PR K A PR

- EBRER

- HIESEHHK

- FRASEBARBITAEENE

THERR

UTBEGHER T 7 BRARMMCENBZNBEME , UREZBATRN MBNEZREN TR RAM. A
XEEZHRENANBFEZANEZLIENEARFAEE , FSH AWS KMS ZERHAHREARFHE

/BN O

M
UTSREHE T 5 B E TR AL 4o INAT B 34 I — By 4,

1. MBFEERDEZARRHENENE . BARERANERERR , AEGREFXHEFHRER
BN XEZAMBRELTEEZN. NRFEERND XEZAME , WRARREALSR 4,

2. MPRBERNDZEZRAME , W BRRAREZAEFERNED T XER.

a. BHEEM AWS KMS BEZED 7 XBAFREAXAREN 2 XHH, MEN DX EAN
BRESHTFIE , SMEERZEA AWS KMSH R H 8K IE .
ZHAFEIRE AN A D XBHMMRZBANBEE |, Sl XBHARE,
. PREHHLEDXBHAME (ANIXEZAND XBHRS ) , AREE AN FREREEFP,
4. DEEZBRATFMNAND XBHAM—N 16 FHAEHMBLEPREEE-NIRRH, HEARES
FE A DN B XHIE R A EI A,

N
@ o

LN T EERAMEM R ERATMBNER, BXRUAE AWS BIEENE SDK HX$idF it 170
BNLENESER , BSANENZLEE,
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fR 2 7+ Wk

BTREGHEIR T 5 BB AR MAC 4w % 2 41 8 2 N ZE IR E R

1. ZEBFZERARBNZRICEAMBERFZERFNMBHEIERE , AFEELRLE D EZRHR,

2. PEZHHRRFINCARIMBZBIEZPANEBIE , SEOXZHRAK, 16 ZHH MR LK% Hab#H
RBIBEZEAMBAFRINER,
BXEZEER , ESH AWS KMS 2 B4 RHBHE AR,

3. PERPHRARELMBEGHEBEESSR 2 FIRN D XFRHARAHETENE RS XZH4AM
B, MREEEMDXZHEME , WRBHRGEH AL IR 6,

4. MBREEVNDZZHEHE , N9 EZRPREFPEFERESRE 2 FEEN D X HFRA
BN D A

a. BHAEREA AWS KMS &0 X BHABMANARFEN S X B MRESD 2 XBHNEE
SBTFIL , MEEHEZERA AWS KMSE 8/ 30 1 #dE .

b. EHAFREANADXBHMMAZBANKEE , HlAs IBHAMRE,
5. FPRERAHRLCED XEZRAMH (B NDXBANDXBHRE ) |, AFHRAFRESEEFF,
RERARER RN D XBRAMBMLR 2 #7200 16 FHNBLENNZRERANE—IE

7. DREBHNRERAENNSEZARZHEZAFREAXBERH,

BRI RS AR O RS MBI Ia R, B NAE AWS BIEE NS SDK &%
MBEERNESEL | BEHRSNBIL,

TORFAF
EURNERSBRRAR 2, FRRBRLT BREH.

 ERENBAEEER DURRAE AT EL M ERN D ZEA.
. BEARE T BAEHEE.

@ Note

AT ES B R HF R IREIRE T & W TRV IRE AR 70 IR B AR R R BAGE A TR EE KMS 24
BRREZER , BERABHEREE.
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- WHARENEAZEEND ZZAMEN AWS KMS R, BXEZEE |, 5 the section
called “FTEMNR”,

- BEABETXFNEFREARETRESGEERNEEFRE., EXESZFEE , 55H the
section called “EREF"

PR R BR

AWS #3EE % SDK AEE AWS K/, B MEBITEM— AWS iS5, BR , EERATREEH
0, BFEX AWS K ZHEPBINIRMNE AWS KMS keyEH LT HIER R

- EFERSBEEPAMBENBRERE , SREE kms: Decrypt.
- BRIEMEHRDZBH , FREE k ms: GenerateDataKeyWithoutPlaintext 1 kms: ReEncrypt.

BREFHXN 2 X ZHANREENHRNBENEZEER |, 155 Hthe section called “SE i HKINFR”,
EEETF
P EZATR AWS KMS 83 75 48 3t 22 17 0 23 R 7 223 VE Fh £6F F B9 90 S B4R AR SRom 2 1 A B R 38

HEEDERARCH , EREREEFANEERE, EUUERARUANEZFREAENEFUREEE
R E R,

PEREHRZFUTEFRE .

- the section called “BRINE "

+ the section called “MultiThreaded &1F”

« the section called “StormTracking &1F”

« the section called “RE &7

MINEF

MNTRZBAFTMES , MANEFTREELREER. MANEFATHESLERR, J2XB2HAME
FEQHE , BAZREFS AWS KMS 12581 10 WBH - MBS XZEAMBZER/REH , MALESA
SRAM. IEATUBRAF - MEEDRERFEFHNER. AWS KMS

Default #l StormTracking EFXIFHENLEESR , BERFEZEEAORERNTFEA Default &
7, EHTERANEFEEN , HEMH. the section called “StormTracking &F”
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RIBAEN AU FREABBEETNIZZAMHZENKE SN ER)ERATRNERREESR
PRE, MRARBEEEFRE , WrRZARMEARANEZEREFFRXBEBTEIRENRN 10000

EAENMINER , BEENTE
- XBFE  RATUFHEAMEFTNT XBRAMBZENHE,

Java

.cache(CacheType.builder()
.Default(DefaultCache.builder()
.entryCapacity(100)

.build())

C#/ .NET

CacheType defaultCache = new CacheType

{
Default = new DefaultCache{EntryCapacity = 100}

};
Rust

let cache: CacheType = CacheType::Default(
DefaultCache: :buildex()
.entry_capacity(100)
.build()?z,
);

MultiThreaded £&17

MultiThreaded EF A EZLERERLLERA , EeTRETAAZRARERLD AWS KMS
Amazon DynamoDB AAWINEE. FHit , 2 XBAMBZE I , FIELESNREKEIEA,
XSS HZ IR AWS KMS BARIFEE,

EH MultiThreaded &7 , BHEEUTE :

- XEFE  RETUAFHEERAMEFTNS XBAMBZENHE,
- REBHEERKA)  EXERIFERENEZEHENZEHE.
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Java

.cache(CacheType.builder()
.MultiThreaded(MultiThreadedCache.buildexr()
.entryCapacity(100)
.entryPruningTailSize(1)

.build())

C#/ .NET

CacheType multithreadedCache = new CacheType

{
MultiThreaded = new MultiThreadedCache

{
EntryCapacity = 100,
EntryPruningTailSize = 1

};
Rust

CacheType: :MultiThreaded(

MultiThreadedCache: :buildex()
.entry_capacity(100)
.entry_pruning_tail_size(1)
.build()?)

StormTracking & 1%

StormTracking EF EE X RKESZLENE, Ao X BHAMRAKBIHR , StormTracking EF 1R
BB — MBS X BAMBKEEEIH , N LESAKERA AWS KMS . XEAUERRE

—NEERLZERFEENER, AWS KMS

E(F A StormTracking 17 , EEEUTHE :

- XERE  RETUUFERERAHEFTN D XBHMBFKENHE,

#RIAE : 1000 N5k E

- ZEBBEEHAD  EX-—REBEHEN S XBAMBZENHE,

EEEE
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ZRIAE : 1 N%E
- R : EXEEHIZHREF D X ZAM R B,

ZRIAE 10 B
- RRREIR : EXHXZRRIF 2 X ZE 4R 8 R,

MNE 1 ¥
« Bd  EXAERNZERIRT D B AR

BRIAE : 20 iR

o BWMAPEFRE (TTL)  EXESIFHAMBRFEZ B 2N, BHEFNNE
GetCacheEntry MiRE NoSuchEntry B , X FfIWHEE+P , BEEMEFEAE PutCache
%E _EEAO

HIANE:10W
- BERR : FGEE fanOut BT T2 RIEERRA B

BINE 20 EW

Java

.cache(CacheType.builder()
.StormTracking(StormTrackingCache.builder()
.entryCapacity(100)
.entryPruningTailSize(1)

.gracePeriod(10)
.graceInterval(1)
.fanOut(20)
.inFlightTTL(10)
.sleepMilli(20)
.build())

C#/ .NET

CacheType stormTrackingCache = new CacheType

{

StormTracking = new StormTrackingCache

{
EntryCapacity = 100,
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EntryPruningTailSize = 1,
FanOut = 20,
GraceInterval = 1,
GracePeriod = 10,
InFlightTTL = 10,
SleepMilli = 20

};
Rust

CacheType: :StormTracking(

StormTrackingCache: :buildex()
.entry_capacity(100)
.entry_pruning_tail_size(1)
.grace_period(10)
.grace_interval(1)
.fan_out(20)
.in_flight_ttl(10)
.sleep_milli(20)

.build()?)

B

It

7N\

MINBERT , BRAREUCHARN , 2ERARR2 R - IMFINELER. BR , HAEEFATEE
SN TREFERHARCAREZRF , NTTBEMTHERTF. AEEEFRENEXFHULNEN 2 ZRATCE
MOMEMBET  MEERAFPRAE#—IEF , AFE5IREN I EZHRER, KEEZEFE#ESE
EEZERHR R EEMZME , NMBBRCRAFEAR, Ak , 7RZARAULAERNKEEREER
PANLID: PN N A=Y

BIERZELFN  MBEENERFER, BALIEEthe section called “BRIA%ZE 7 the section called
“MultiThreaded £&717”, Hithe section called “StormTracking B ERN BEFERH | O UBREMFHES
HWEENERE,

2K

SNPRBRARTUERENMNMEZRT, FARZEEFURIEZEHARN | AJLUEX AENS X ID,
X ID XMW oEBRAREEEAERF. MRFAN2EZEBAXSIRAERN DX ID M5 X 2=
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IDlogical key store name , A NMNBAMFEZEFFREHENEEFRE. IRECERTHNEGHER
HEZFEHS»XFENDBEEZHRR IDs , BN BRRABFTRREZEFPECEEN T KPHRFR
He 7XAHHAZRFHINEEIX , ATEBN P EBHAFEACHEES X EIMVIET , AT
FRES — Mo XFPHEHIE.

NRETHEEEARRTHRPNEFEE , USREYLEENSK D, HEFHK D ERASE
PR, BEFTUEEEARTEEPEFENBFRE , MALBRRANEN BRNS LBAH
B MBLAKIEESK D, WERKOHL S BEARE | BLEHHBATFHB— K —H5 K ID,

UTERERIMEIBRMNEFRENHAEEFHRELBALA T BRRAR.

1. FEAMEHEMEE CryptographicMaterialsCache (MPL) ]2 (CMC).

Java

// Instantiate the MPL
final MaterialProviders matProv =
MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.buildexr().build())
.build();

// Create a CacheType object for the Default cache
final CacheType cache =
CacheType.builder()
.Default(DefaultCache.builder().entryCapacity(100).build())
.build();

// Create a CMC using the default cache
final CreateCryptographicMaterialsCachelnput cryptographicMaterialsCachelnput =
CreateCryptographicMaterialsCacheInput.builder()
.cache(cache)
.build();

final ICryptographicMaterialsCache sharedCryptographicMaterialsCache =
matProv.CreateCryptographicMaterialsCache(cryptographicMaterialsCachelInput);

C#/ .NET

// Instantiate the MPL
var materialProviders = new MaterialProviders(new MaterialProvidersConfig());

// Create a CacheType object for the Default cache

BEET 63


https://github.com/aws/aws-cryptographic-material-providers-library

AWS ##EE hnZ SDK FRARER

var cache = new CacheType { Default = new DefaultCache{EntryCapacity = 100} };

// Create a CMC using the default cache
var cryptographicMaterialsCachelnput = new
CreateCryptographicMaterialsCacheInput {Cache = cache};

var sharedCryptographicMaterialsCache =
materialProviders.CreateCryptographicMaterialsCache(cryptographicMaterialsCachelnput);

Rust

// Instantiate the MPL
let mpl_config = MaterialProvidersConfig::builder().build()?;
let mpl = mpl_client::Client::from_conf(mpl_config)?;

// Create a CacheType object for the default cache
let cache: CacheType = CacheType: :Default(
DefaultCache: :builder()
.entry_capacity(100)
.build()?>,
);

// Create a CMC using the default cache
let shared_cryptographic_materials_cache: CryptographicMaterialsCacheRef = mpl.
create_cryptographic_materials_cache()
.cache(cache)
.send()
.await?;

2. AHEERFHECacheTypeXdR,

ffsharedCryptographicMaterialsCacheBELSER 1 RAIEMN LB LA F CacheTypeXI R,

Java

// Create a CacheType object for the sharedCryptographicMaterialsCache
final CacheType sharedCache =
CacheType.builder()
.Shared(sharedCryptographicMaterialsCache)
.build();
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C#/.NET

// Create a CacheType object for the sharedCryptographicMaterialsCache
var sharedCache = new CacheType { Shared = sharedCryptographicMaterialsCache };

Rust

// Create a CacheType object for the shared_cryptographic_materials_cache
let shared_cache: CacheType =
CacheType: :Shared(shared_cryptographic_materials_cache);

3. [FHE 2 FsharedCacheXt H1tid E 9 R ZH4A IR,

ERAREEFUESERAKTN , TERE N — M partitionIDAESNM T EHRARZALE
ZFEHE. MREREESX D, WoREZAREINEARIE —ME—ND X ID,

(@ Note
MRECIEMANREZ S| AMEES X ID M2 XEH ID WHAR , WEND ERBHPFE
HEZFPHEHENEFRE, logical key store name MR EFHLE SN HARHLEAE
RNEEFRE , WAAANBN T BRARERE - DX ID,

LT RBIBIET —4N 2 EH4Abranch key ID supplier , EE1F7R 417 600 . BERXUTOTER
PAREEPENNENESZEEL |, ESHthe section called “BlE 5 EZH AR,

Java

// Create the Hierarchical keyring
final CreateAwsKmsHierarchicalKeyringInput keyringInput =
CreateAwsKmsHierarchicalKeyringInput.builder()

.keyStore(keystore)
.branchKeyIdSupplier(branchKeyIdSupplier)
.tt1lSeconds(600)
.cache(sharedCache)
.partitionID(partitionlID)
.build();

final IKeyring hierarchicalKeyring =

matProv.CreateAwsKmsHierarchicalKeyring(keyringInput);
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C#/.NET

// Create the Hierarchical keyring
var createKeyringInput = new CreateAwsKmsHierarchicalKeyringInput

{
KeyStore = keystore,
BranchKeyIdSupplier = branchKeyIdSupplier,
Cache = sharedCache,
TtlSeconds = 600,
PartitionId = partitionID
};

var keyring =
materialProviders.CreateAwsKmsHierarchicalKeyring(createKeyringInput);

Rust

// Create the Hierarchical keyring
let keyringl = mpl
.create_aws_kms_hierarchical_keyring()
.key_store(key_storel)
.branch_key_id(branch_key_id.clone())
// CryptographicMaterialsCacheRef is an Rc (Reference Counted), so if you
clone it to
// pass it to different Hierarchical Keyrings, it will still point to the
same
// underlying cache, and increment the reference count accordingly.
.cache(shared_cache.clone())
.ttl_seconds(600)
.partition_id(partition_id.clone())
.send()
.await?;

ED REAS
ZORSRBAR , SRR TE :
- BHEEH

BRENZAEFEEE R ZNAFERHFMN DynamoDB KA E #io
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ZFREEFEE (TTL)

i BEHN D ZBZAMBREESH 2 I EANRK (AW NEN ) . EFRE TILRETH
Fimid AWS KMS RIRIREM 2 X ZHANIMR, ZELRAKRTE. EFRE TTL G , ZFEF
KZALWRE , AR EFREH,

© D XEBHIRAKG

FBANBSEERTHABAERENIG I IBHAN , B RHES X% ID #AR., branch-
key-id

PEXZAIDREEFERAEHEENZELTNHINFZERERKBERZICKEERN N9 X H
B, MIABERT , MBLTXHRNETESXNHFEH, B2, ERIAFEAMBRE
FESIGN_AND_INCLUDE_IN_ENCRYPTION _CONTEXTINZ L TFTXHa@gHMFER,

NFEMNEFPHEECHN I XZANSHPRERE , BRIBZNBNUFERA Y X %4 ID N, &
AR %4 ID RIS X RACNRBREFEN , IDs UERARIISERFNERS X
4R 1D, fBltn , ZicBMFEETLUF S ZXZASI AR tenantl MIE b3f61619-4d35-48ad-
a275-050f87e15122,

X T@RBRE  BUUBSHEEN D EEARURGIXN ENEFRITHRE | SUTAERAD XESR
ID RHEFBHEBMES ARBEZICR,
(mk ) &fF

NMREBEENEFREH T FREAMEFT I IBAMBRENYE  FENRCEARNEESR
FRENZERE,

PEFARIZHUTEEFRLE . BIA. MultiThreaded StormTracking, FfIHE, BXERIAE N
BRHEFXRENEZEENRA , S Hthe section called “IEFEEF",

MRREEET , WO ERBRARBHEARANEFREFFGZERERERN 1000,
(k) 72X 1D

WREEthe section called “HEEF" , MAILLERENL DX ID, X ID X5 B ND BRI ERE
EAEEF, IREHEEEFAIXEZIRPNEERE , IXNENBEH DX ID, BAIAD

X ID EEEEMENFE, MREBREESX ID, MEECERAAN B NRARDE — N KE—ND
X ID,
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EXEZEER , 5SS Partitions,

(® Note
MREEVERANREL 5| AEES X ID M5 XEH ID WERR , WEN S BEZRARGEL
EEEFHHEHENEEFSEE, logical key store name I RIEFHFLEZNZPRHAZHEN
ZE%E , WBTANEBNDEHHAREAE —ND X ID,

« (HiE ) BRTRESIER

MREBET ERIREX 2 EZAIRR KMS BHABRNR , WA EDRCBRARREAELE
Ry R T hE o

\-

ERBSSXEH D RS BREAR

LT REERMMAGIZEESRSSXFH 1D, EFRF TTL v 600 B2 EZH4AH, the section
called “BRINEF”

Java

final MaterialProviders matProv = MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.buildexr().build())
.build();
final CreateAwsKmsHierarchicalKeyringInput keyringInput =
CreateAwsKmsHierarchicalKeyringInput.builder()
.keyStore(branchKeyStoreName)
.branchKeyId(branch-key-id)
.ttlSeconds(600)
.build();
final Keyring hierarchicalKeyring =
matProv.CreateAwsKmsHierarchicalKeyring(keyringInput);

C#/.NET

var matProv = new MaterialProviders(new MaterialProvidersConfig());
var keyringInput = new CreateAwsKmsHierarchicalKeyringInput
{

KeyStore = keystore,

BranchKeyIdSupplier = branchKeyIdSupplier,

TtlSeconds = 600
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i

var hierarchicalKeyring = matProv.CreateAwsKmsHierarchicalKeyring(keyringInput);

Rust

let mpl_config = MaterialProvidersConfig::builder().build()?;
let mpl = mpl_client::Client::from_conf(mpl_config)?;

let hierarchical_keyring = mpl
.create_aws_kms_hierarchical_keyring()
.branch_key_id(branch_key_id)
.key_store(branch_key_store_name)
.ttl_seconds(600)
.send()
.await?;

ER D X FH ID HNE RS EBEAH
UTEEERIAER 2 XZH ID REE QR EZERR
1. BIEZD <% ID KN

UTREASER 1 FRIENH NS XZRCNEBRFEN , HEAEA T DynamoDB & ik
AWS BIEFE % SDK fCreateDynamoDbEncryptionBranchKeyIdSupplier ASIE 9 X%
£ 1D R E,

Java

// Create friendly names for each branch-key-id

class ExampleBranchKeyIdSupplier implements IDynamoDbKeyBranchKeyIdSupplier {
private static String branchKeyIdForTenantl;
private static String branchKeyIdForTenant2;

public ExampleBranchKeyIdSupplier(String tenantlId, String tenant2Id) {
this.branchKeyIdForTenantl = tenantlId;
this.branchKeyIdForTenant2 = tenant2Id;
}
// Create the branch key ID supplier
final DynamoDbEncryption ddbEnc = DynamoDbEncryption.builder()
.DynamoDbEncryptionConfig(DynamoDbEncryptionConfig.buildexr().build())
.build();
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final BranchKeyIdSupplier branchKeyIdSupplier =
ddbEnc.CreateDynamoDbEncryptionBranchKeyIdSuppliexr(
CreateDynamoDbEncryptionBranchKeyIdSupplierInput.buildex()
.ddbKeyBranchKeyIdSupplier(new ExampleBranchKeyIdSupplier(branch-
key-ID-tenantl, branch-key-ID-tenant2))
.build()).branchKeyIdSuppliex();

C#/ .NET

// Create friendly names for each branch-key-id
class ExampleBranchKeyIdSupplier : DynamoDbKeyBranchKeyIdSupplierBase {
private String _branchKeyIdForTenantl;
private String _branchKeyIdForTenant2;

public ExampleBranchKeyIdSupplier(String tenantlId, String tenant2Id) {
this._branchKeyIdForTenantl = tenantlId;
this._branchKeyIdForTenant2 = tenant2Id;
}
// Create the branch key ID supplier
var ddbEnc = new DynamoDbEncryption(new DynamoDbEncryptionConfig());
var branchKeyIdSupplier = ddbEnc.CreateDynamoDbEncryptionBranchKeyIdSupplier(
new CreateDynamoDbEncryptionBranchKeyIdSupplierInput
{
DdbKeyBranchKeyIdSupplier = new ExampleBranchKeyIdSupplier(branch-key-
ID-tenantl, branch-key-ID-tenant2)
}) .BranchKeyIdSupplier;

Rust

// Create friendly names for each branch_key_id

pub struct ExampleBranchKeyIdSupplier {
branch_key_id_for_tenantl: String,
branch_key_id_for_tenant2: String,

impl ExampleBranchKeyIdSupplier {
pub fn new(tenantl_id: &str, tenant2_id: &str) -> Self {
Self {
branch_key_id_for_tenantl: tenantl_id.to_string(),
branch_key_id_for_tenant2: tenant2_id.to_string(),

}
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// Create the branch key ID supplier

let dbesdk_config = DynamoDbEncryptionConfig::buildexr().build()?;

let dbesdk = dbesdk_client::Client::from_conf(dbesdk_config)?;

let supplier = ExampleBranchKeyIdSupplier::new(tenantl_branch_key_id,
tenant2_branch_key_id);

let branch_key_id_supplier = dbesdk
.create_dynamo_db_encryption_branch_key_id_supplier()
.ddb_key_branch_key_id_supplier(supplier)
.send()
.await?
.branch_key_id_supplier
.unwrap();

2. BIEDEEHHE

LT RBIERSER 1 RelZB 0 X% ID RNkt REHAR |, EFRS TLL 7 600 ¥
RARZFA/H 1000,

Java

final MaterialProviders matProv = MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
.build();

final CreateAwsKmsHierarchicalKeyringInput keyringInput =

CreateAwsKmsHierarchicalKeyringInput.builder()

.keyStore(keystore)

.branchKeyIdSupplier(branchKeyIdSupplier)

.ttlSeconds(600)

.cache(CacheType.builder() //OPTIONAL
.Default(DefaultCache.builder()
.entryCapacity(100)

.build())
.build();
final Keyring hierarchicalKeyring =
matProv.CreateAwsKmsHierarchicalKeyring(keyringInput);

C#/ .NET

var matProv = new MaterialProviders(new MaterialProvidersConfig());
var keyringInput = new CreateAwsKmsHierarchicalKeyringInput

{
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KeyStore = keystore,

BranchKeyIdSupplier = branchKeyIdSupplier,
TtlSeconds = 600,

Cache = new CacheType

{
Default = new DefaultCache { EntryCapacity = 100 }

};

var hierarchicalKeyring = matProv.CreateAwsKmsHierarchicalKeyring(keyringInput);

Rust

let mpl_config = MaterialProvidersConfig::builder().build()?;
let mpl = mpl_client::Client::from_conf(mpl_config)?;

let hierarchical_keyring = mpl
.create_aws_kms_hierarchical_keyring()
.branch_key_id_supplier(branch_key_id_supplier)
.key_store(key_store)
.ttl_seconds(600)
.send()
.await?;

[ 53 R R ARTRAL AT 1 R N5

AERNZEELTERZBENREFEETRRMZNIC R, ZIRFEDER SN N7 BRI ER
TREIRRUM, EXUAMERME | BHERA D REREHR,

ZHEM CreateKey BEFTEDXBRANEGEHRER. 2XEZARTIERNENERRE, 2N
AT E SR,

DXEBRANCERERZLEUEBAFHERSIIEENMERE AWS KMS key Z4AMEIHREHRH
fR¥7. HECreateKeyR{Fi AWSKMS REM S XZHE , EEANUATEREFZIXEA kms:
GenerateDataKeyWithoutPlaintext JA%E B EFRZ4A

{
"EncryptionContext": {
"branch-key-id" : "branch-key-id",
"type" : type,
"create-time" : "timestamp",
"logical-key-store-name" : "the logical table name for your key store",
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"kms-arn" : the KMS key ARN,
"hierarchy-version" : 1

1,
"KeyId": "the KMS key ARN",
"NumberOfBytes": "32"

ERFIREARE |, ZCreateKeyiRELIAMA ddb: TransactWriteltems RBERMNFHME |, SI1FHESD
SEAFRPRED IRANEHREH,

FLEFREERE , AWS BIEENE SDK 2EZRERERAEREHR. A5, eEAET HMAC K
extract-and-expandZ 4R EBEE (H KDF) RERBRSHEGENEMEE S, NEEEKRIE
HMAC #4f,

ES%XBHATE , 8N EPAEDbranch-key-idh RE - NMERBHARE, GRERAKZTF2ER,
EXIENEREHRIR

NIREEHRNESERE L ERRAR , XMRBEHRZAHNERBHAMBE N EFREEFRNE
(TTL) » EHREAMBEIXBZRIFFRETEMNEREERFP, UTHBRERT MR 2B KE
FEEE M keySource, B EZXEM branch-key-id KRB EHNERZR,

Java

keySource(BeaconKeySource.buildexr()
.single(SingleKeyStore.builder()
.keyId(branch-key-id)
.cacheTTL(6000)
.build())
.build())

C#/.NET

KeySource = new BeaconKeySource

{
Single = new SingleKeyStore
{
KeyId = branch-key-id,
CacheTTL = 6000
}
}
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Rust

.key_source(BeaconKeySource: :Single(

SingleKeyStore: :buildex()
// “keyld® references a beacon key.
// For every branch key we create in the keystore,
// we also create a beacon key.
// This beacon key is not the same as the branch key,
// but is created with the same ID as the branch key.
.key_id(branch_key_id)
.cache_ttl1l(6000)
.build()?>,

))

S P BAEE P E SRR

MREEZHPBIERE , MEBE keySource R AMIBETE,

keyFieldName

Xt SEREHXREKA branch-key-id WFZREN , ZENBHATAEERFEXE
¥Ro keyFieldName AIARMEMFAFH , BEN THEFETEEMFTRAMEZM —B, LR
MERBAREEN , fRRATHZIEREREAGEIRNEIREZERAN branch-key-id FEF#HE
FRA, ELFECHERNFESRFER , ABEEMITECHAENARERZAMS. A
XEZER , FEH ERZES BEEPHER.

cacheTTL

R EMRBEFTNERBAMBREEIH <o I EANNK (IO NEA ) o REXRAKRT
Fo HEFRHE TTL et , ZRXB/MNFBEFHBH,

(k) &f7

NMREBEENEFREFTFREAEEFT I XBAMBRENKE | FENBLCEARNE
EEFRENFERE,

PEBZARITFLUTEFERER : BRiA. MultiThreaded StormTracking, M E, AXERUMAE
UEBHEFXENEZEENRA , H5Hthe section called “IEBREF,

MRREEETF , W2 RERARBHEARANEFREFFZEREREN 1000,
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UTRBIBIERT —NMNoBRERAR , HoXZH ID REEFZFRG TLL 7 600 ¥ , REBRENR
1000,

Java

final MaterialProviders matProv = MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
.build();
final CreateAwsKmsHierarchicalKeyringInput keyringInput =
CreateAwsKmsHierarchicalKeyringInput.builder()
.keyStore(branchKeyStoreName)
.branchKeyIdSupplier(branchKeyIdSupplier)
.tt1lSeconds(600)
.cache(CacheType.builder() //OPTIONAL
.Default(DefaultCache.builder()
.entryCapacity(1000)
.build())
.build();
final IKeyring hierarchicalKeyring =
matProv.CreateAwsKmsHierarchicalKeyring(keyringInput);

C#/.NET

var matProv = new MaterialProviders(new MaterialProvidersConfig());
var keyringInput = new CreateAwsKmsHierarchicalKeyringInput
{

KeyStore = keystore,

BranchKeyIdSupplier = branchKeyIdSupplier,

TtlSeconds = 600,

Cache = new CacheType

{
Default = new DefaultCache { EntryCapacity = 1000 }

Iy

var hierarchicalKeyring = matProv.CreateAwsKmsHierarchicalKeyring(keyringInput);

Rust

let provider_config = MaterialProvidersConfig::buildexr().build()?;
let mat_prov = client::Client::from_conf(provider_config)?;
let kms_keyring = mat_prov
.create_aws_kms_hierarchical_keyring()
.branch_key_id(branch_key_id)
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.key_store(key_store)
.ttl_seconds(600)
.send()

.await?;

AWS KMS ECDH Azt

BIMNWEFIRNZFEESER BN AWS BIEEME SDK. AFRAREENREAX DynamoDB
MEEFIRNES.

/A Important
AWS KMS ECDH ZHHIMRIE 1.5.0 HESRANMBRHEEHTH,

AWS KMS ECDH Z4ATRME A FEX FRBR4A T ILAWS KMS keysRIREN A HEWXNHELERA, B

% , Z4AER Elliptic Curve Diffie-Hellman (ECDH) Z4AME % | MEXIEE N KMS Z4AX P HIFA
AMEREN L AR REEAZESR., AR, BHANERARAZZARRERA TRP ENBENZZHAN
HEGEZP, AWS BIFEMZ SDK A (KDF_CTR_HMAC_SHA384) kR4 H EB % R4A M H AR
EEBFE NIST X TFRHARENE

ZHAMERBED 64 FTHNRAME, NERNAEAEBOBRAME | AWS BIEEME SDK &
FEI 32 FHENEBRRR , £RAKRE 32 FHENAEHERN, BEN , WRBARTEE HIF6H#
ENFCEMBERFRPNEERREZANKZAREEZN  WRERRK, fim, nREEARER
Alice FAtHH Bob NAMYEAMXIICRI#ITINE , WM B ob WFAHH Alice B N ABER BRI
EHARNARRZANLZARES  AEBHERZICRK, MR Bob WLHATRKE KMS BRHAN ,
B4 Bob AJLARIE — Ra w ECDH ZHAHRMEEIEF,

AWS KMS ECDH Z4AF A AES-GCM EANRZEAR IEFHITINE . ASER AES-GCM Ak
TN HEARZANBEZARTEHME. 59 AWS KMS ECDH AR AR — M HENETER
B, BEANESEATRPEMFEHEMBRAR -T2 S AWS KMS ECDH #4AH,

£l

- AWS KMS ECDH Z4HS & H X R
. B AWS KMS ECDH #4A%F

B AWS KMS ECDH &I 47k
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AWS KMS ECDH Z 4R SR RV AR

AWS BUIEENZ SDK FEE AWS 1k | th REKHEMR AWS RS, B2 , EH AWS KMS ECDH
BEAIR | BMEE— AWS 1K BURXT B4R AWS KMS keys VL T RIEN R, REEREERNZR
DIV Y ATTTEC N

- EfffiFKmsPrivateKeyToStaticPublicKeyAMNREMBIBERICR , BEEHELEENE
F#R KMS 2483t DeriveSharedSecret L kms: GetPublicKey &1 km s:o #1REEEHI{L ZRAER
FEEREMREEN DER HmBLH , MRAFEXN RIEENIEXNFR KMS 24X DeriveSharedSecret
B kms: BR,

- EffAZEKmsPublicKeyDiscoveryfAMiNEHFEZRILR , BEEXNIEENIEXNH KMS ZHAXE
& kms: DeriveSharedSecret 1 kms: GetPublicKey X R,

222 AWS KMS ECDH #4£A3h

EHEATNZMEZHRIEN AWS KMS ECDH F4AER |, MIE AR HILER
¥, KmsPrivateKeyToStaticPublicKeyZE AP E{L AWS KMS ECDH
KmsPrivateKeyToStaticPublicKey 4R |, HIRMUTE :

. %# A AWS KMS key &1

MATFRIRE N B FEFTFR NIST HEERIE B4k (ECC) KMS Z4AXS, KeyUsage KEY_AGREEMENT X
EENMBRATREXZEHR,

« (ENE ) RHFARIRER

A2 DER 4B X.509 04 , tH#E SubjectPublicKeyInfo (SPKI) , # RFC 5280 HFIZE
Mo

% AWS KMS GetPublicKeyi fEL\FFEH DER 4B IR EIEXT# KMS BB4AXT #9048,

ERDBAR AWS KMS HRITHIRE , BRI EERHRHFAN LA, RN RGANLHAR
HEAE , WEAKRSER AWS KMS B FRKIEEN 24,

N DN

BRIRERH AR DER 4EBH X.509 4A , tB#H SubjectPublicKeyInfo (SPKI) , 1 RFC
5280 FFTE X

Z AWS KMS GetPublicKey#®R¥ELAPTFERY DER 4miB1& IR EIEX #R KMS ZAXT 2 4R,
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o« HEAE

PRIRIETE BN R AV E B ST, R A AR AR A A E B E R MK,

EM{E : ECC_NIST_P256, ECC_NIS P384, ECC_NIST _P512
e (HiE) BNTHEYE

MRIEES R HIX AWS KMS ECDH Z 4R A KMS ZEAR I RR , MEA IR R ATRET &4
FREFFA L EN RN T,

C#/ .NET

AR ROIER AR KMS B4, KHANLNAFKS AN AR — AWS KMS ECDH
ZHAR, RBIEA T EsenderPublicKeyS¥RIERZEEN LT, MREBTREMEH
AR, NERARLSFER AWS KMS K RE M AN LH. K4 AFWHEABZH I E
FEECC_NIST_P256Z&#ir,

// Instantiate material providers
var materialProviders = new MaterialProviders(new MaterialProvidersConfig());

// Must be DER-encoded X.509 public keys
var BobPublicKey = new MemoryStream(new byte[] { });
var AlicePublicKey = new MemoryStream(new byte[] { });

// Create the AWS KMS ECDH static keyring
var staticConfiguration = new KmsEcdhStaticConfigurations
{
KmsPrivateKeyToStaticPublicKey = new KmsPrivateKeyToStaticPublicKeyInput
{
SenderKmsIdentifier = "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab",
SenderPublicKey = BobPublicKey,
RecipientPublicKey = AlicePublicKey

}
};
var createKeyringInput = new CreateAwsKmsEcdhKeyringInput
{
CurveSpec = ECDHCurveSpec.ECC_NIST_P256,
KmsClient = new AmazonKeyManagementServiceClient(),
KeyAgreementScheme = staticConfiguration
};

#12 AWS KMS ECDH Z4A %k 78


https://docs.aws.amazon.com/kms/latest/developerguide/grants.html

AWS ##EE hnZ SDK FRARER

var keyring = materialProviders.CreateAwsKmsEcdhKeyring(createKeyringInput);

Java

AR ROIEREZ AR KMS B4, KT ANLHAFKS AN AR — AWS KMS ECDH
FHR, WRGIEA T EsenderPublicKeySHRIBHAIZEN LN, MREBFEREEH
AR, NERARLFER AWS KMS UK RE M AN LH. K4 AFWHAEABZHIE
FEECC_NIST_P256E /i,

// Retrieve public keys

// Must be DER-encoded X.509 public keys

ByteBuffer BobPublicKey = getPublicKeyBytes("arn:aws:kms:us-

west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab" ) ;
ByteBuffer AlicePublicKey = getPublicKeyBytes("arn:aws:kms:us-

west-2:111122223333:key/0987dcba-09fe-87dc-65ba-ab0987654321");

// Create the AWS KMS ECDH static keyring
final CreateAwsKmsEcdhKeyringInput senderKeyringInput =
CreateAwsKmsEcdhKeyringInput.builder()
.kmsClient(KmsClient.create())
.curveSpec(ECDHCurveSpec.ECC_NIST_P256)
.KeyAgreementScheme(
KmsEcdhStaticConfigurations.builder()
.KmsPrivateKeyToStaticPublicKey(
KmsPrivateKeyToStaticPublicKeyInput.builder()
.senderKmsIdentifier("arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab")
.senderPublicKey(BobPublicKey)
.recipientPublicKey(AlicePublicKey)
.build()).build()).build();

Rust

AR RBIER LB AR KMS 43, K8 ARNLAFMBEG AN L HEZE— AWS KMS ECDH #4A
B, RBIEA T Esender_public_keySEREBHAEENW LA, MEREBTRERZHFANL
5, NIZATLSEA AWS KMS U EZE G AN,

// Retrieve public keys
// Must be DER-encoded X.509 keys
let public_key_file_content_sender =
std::fs::read_to_string(Path: :new(EXAMPLE_KMS_ECC_PUBLIC_KEY_FILENAME_SENDER))?;

#12 AWS KMS ECDH Z4A %k 79



AWS ##EE hnZ SDK FRARER

let parsed_public_key_file_content_sender = parse(public_key_file_content_sender)?;
let public_key_sender_utf8_bytes = parsed_public_key_file_content_sender.contents();

let public_key_file_content_recipient =
std::fs::read_to_string(Path: :new(EXAMPLE_KMS_ECC_PUBLIC_KEY_FILENAME_RECIPIENT))?;
let parsed_public_key_file_content_recipient =
parse(public_key_file_content_recipient)?;

let public_key_recipient_utf8_bytes =
parsed_public_key_file_content_recipient.contents();

// Create KmsPrivateKeyToStaticPublicKeyInput
let kms_ecdh_static_configuration_input =
KmsPrivateKeyToStaticPublicKeyInput::buildexr()

.sender_kms_identifier(arn:aws:kms:us-

west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab)
// Must be a UTF8 DER-encoded X.509 public key
.sender_public_key(public_key_sender_utf8_bytes)
// Must be a UTF8 DER-encoded X.509 public key
.recipient_public_key(public_key_recipient_utf8_bytes)
.build()?;

let kms_ecdh_static_configuration =
KmsEcdhStaticConfigurations: :KmsPrivateKeyToStaticPublicKey(kms_ecdh_static_configuration_i

// Instantiate the material providers library
let mpl_config = MaterialProvidersConfig::builder().build()?;
let mpl = mpl_client::Client::from_conf(mpl_config)?;

// Create AWS KMS ECDH keyring

let kms_ecdh_keyring = mpl
.create_aws_kms_ecdh_keyring()
.kms_client(kms_client)
.curve_spec(ecdh_curve_spec)
.key_agreement_scheme(kms_ecdh_static_configuration)
.send()
.await?;

222 AWS KMS ECDH & Il Z 43

RER , RIEMEREE AWS BIEEMNZ SDK AIMFRANZH. EERLRESR , BEATER
AP ZEMIE AWS KMS ECDH KmsPrivateKeyToStaticPublicKey Z4A¥h, {BR , & AT LA6)
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# AWS KMS ECDH X Bl Z ik , Bl AWS KMS ECDH 45 |, ZZ AR AT AR BRE(MIEF , HPiE
E KMS Z AN B 27 57 6 h 2218 KA A RHE IR 7 B g I B B A AR IR

/A Important
£ A &KmsPublicKeyDiscoveryAM R MM E I RE , T EBBERMEL , #hFES
ZIR=N: S

EFEAFAMINEL B AWS KMS ECDH KmsPublicKeyDiscovery Z4A5 , iBiR AT E :
o W A9 AWS KMS key & #HiE

DFFRIRE N B IEXFR NIST #HENFE 4k (ECC) KMS 43X, KeyUsage KEY_AGREEMENT
o HHZEAIE

FRIRH AR KMS 243X Fr B9 A [ Bl 4 3158

AMUE : ECC_NIST_P256, ECC_NIS_P384, ECC_NIST_P512
- (W& ) BNTEIR

WMREBEI ENIZRHIF AWS KMS ECDH Z4AEFRH KMS ZHARARIER , MAEX B AR &
FREFI AL BN RN T,

C#/ .NET

LTRRGIGIET —1 AWS KMS ECDH R BIZ4AEE |, sk £ KMS Z4A%, ECC_NIST_P256%&
I IEEM KMS Z4AFI A kms: GetPublicKey #1 kms: DeriveSharedSecret fXfR, Lt ZF4AER
AL EEMICR , HPEE KMS AN A SEM NS IR EHER F B P ZREW
NERAEITEL,

// Instantiate material providers
var materialProviders = new MaterialProviders(new MaterialProvidersConfig());

// Create the AWS KMS ECDH discovery keyring
var discoveryConfiguration = new KmsEcdhStaticConfigurations

{

KmsPublicKeyDiscovery = new KmsPublicKeyDiscoveryInput

{
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RecipientKmsIdentifier = "arn:aws:kms:us-
west-2:111122223333:key/0987dcba-09fe-87dc-65ba-ab0987654321"
}
};
var createKeyringInput = new CreateAwsKmsEcdhKeyringInput
{
CurveSpec = ECDHCurveSpec.ECC_NIST_P256,
KmsClient = new AmazonKeyManagementServiceClient(),
KeyAgreementScheme = discoveryConfiguration
};

var keyring = materialProviders.CreateAwsKmsEcdhKeyring(createKeyringInput);

Java

LUTREIBIET —4 AWS KMS ECDH X BLZ4RE |, Mgk B KMS 24X, ECC_NIST_P256%
RIS IETER KMS Z4AXT#8 kms: GetPublicKey #1 kms: DeriveSharedSecret fX R, It ZZ4AR
A RZEAIE R , HPIEE KMS AN M EEHEENZR RO RHERFEPHEKEN
NG Ui

// Create the AWS KMS ECDH discovery keyring
final CreateAwsKmsEcdhKeyringInput recipientKeyringInput =
CreateAwsKmsEcdhKeyringInput.builder()
.kmsClient(KmsClient.create())
.curveSpec(ECDHCurveSpec.ECC_NIST_P256)
.KeyAgreementScheme(
KmsEcdhStaticConfigurations.buildexr()
.KmsPublicKeyDiscovery(
KmsPublicKeyDiscoveryInput.builder()
.recipientKmsIdentifier("arn:aws:kms:us-
west-2:111122223333:key/0987dcba-09fe-87dc-65ba-ab0987654321") .build()
).build())
.build();

Rust

// Create KmsPublicKeyDiscoveryInput
let kms_ecdh_discovery_static_configuration_input =
KmsPublicKeyDiscoveryInput::builder()
.recipient_kms_identifier(ecc_recipient_key_arn)
.build()?;
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let kms_ecdh_discovery_static_configuration =
KmsEcdhStaticConfigurations: :KmsPublicKeyDiscovery(kms_ecdh_discovery_static_configuration_

// Instantiate the material providers library
let mpl_config = MaterialProvidersConfig::builder().build()?;
let mpl = mpl_client::Client::from_conf(mpl_config)?;

// Create AWS KMS ECDH discovery keyring

let kms_ecdh_discovery_keyring = mpl
.create_aws_kms_ecdh_keyring()
.kms_client(kms_client.clone())
.curve_spec(ecdh_curve_spec)
.key_agreement_scheme(kms_ecdh_discovery_static_configuration)
.send()
.await?;

[R5 AES ZHHH

BIWEFmMEEFECERE N AWS BIEEMNE SDK, &F KA RIEFRENRAEX DynamoDB
IRE IR ER

AWS BIEFE N SDK AT EERERMHN AES XMBERENTEEARRIP ENBERA. £F
£, FRNRPZEAME  KRERERHZELER (HSM ) IRATERGHRE, NREFER
HEBEZAAER LB LNBRIERSA , WiEEMARS AES B,

"6 AES BARER AES-GCM EEUREEENFTREAN TEZANBEHRTMNR . SNMNRE
AES ZHRF REEEE—NIEER , BN ZEEPRHPITUNEEENRE AES BT , ZFHH
B ERAAREEMRAT—BH A

ZHRmAZRMER

RINRFATR T AES 4R |, [R1R AES AR FERAZRENZATEZENMBHER. XEETR
MEN . BAAAENEERXNEHIRE AWS BIEEE NZE SDK R ME[EZR P EHER P, BIE HSM
RRAEBREHEAZEDBZEA SR THRIRZRESF AES BN BHB .
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® Note
N B EZEANZHEMERT JceMasterKey FHIRMHER ID ( RIRMURERF ) MTH ID
FRo

NMREBEINETRNBARMENBRLAEFTR , @R ZANERENEXEE, IRBEZRRRF
MNZRABEZANBHENENEZARTNBAGRZEANBRAEN I T2rE, XNER-3, B
EZAMBFTHAER , T ERAERRHAR,

flgn | e LAE A B4R 2218 HSM_01 FZR4A B #r AES_256_012 E N R1A AES B4Rk, AREEH
ZRARNBRDB o HE. ERFXLEHRIE  EEAMRNRATEEE. BRHEBMMNZHAMRERR
AES 4R,

LA RBIER T a8l 2 R 14 AES 340, AESWrappingKey ZERREEREHNRAM L,
Java

final CreateRawAesKeyringInput keyringInput = CreateRawAesKeyringInput.builder()
.keyName ("AES_256_012")
.keyNamespace("HSM_01")
.wrappingKey(AESWrappingKey)
.wrappingAlg(AesWrappingAlg.ALG_AES256_GCM_IV12_TAGl6)
.build();

final MaterialProviders matProv = MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.buildexr().build())
.build();

IKeyring rawAesKeyring = matProv.CreateRawAesKeyring(keyringInput);

C#/ .NET

var keyNamespace = "HSM_01";
var keyName = "AES_256_012";

// This example uses the key generator in Bouncy Castle to generate the key

material.
// In production, use key material from a secure source.

var aesWrappingKey = new
MemoryStream(GeneratorUtilities.GetKeyGenerator("AES256").GenerateKey());

// Create the keyring
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var keyringInput = new CreateRawAesKeyringInput

{

KeyNamespace = keyNamespace,

KeyName = keyName,

WrappingKey = AESWrappingKey,

WrappingAlg = AesWrappingAlg.ALG_AES256_GCM_IV12_TAGl6
};

var matProv = new MaterialProviders(new MaterialProvidersConfig());
IKeyring rawAesKeyring = matProv.CreateRawAesKeyring(keyringInput);

Rust

let mpl_config = MaterialProvidersConfig::builder().build()?;
let mpl = mpl_client::Client::from_conf(mpl_config)?;
let raw_aes_keyring = mpl
.create_raw_aes_keyring()
.key_name("AES_256_012")
.key_namespace("HSM_01")
.wrapping_key(aes_key_ bytes)
.wrapping_alg(AesWrappingAlg: :AlgAes256GcmIv12Tagle6)
.send()
.await?;

JR15 RSA B

BINNEFIRNZFEESER BN AWS BIEEME SDK. FAFRARERENRHEAR DynamoDB
MEEFIRNES.

R4 RSA BIAMERERMEN RSA RLEFZHNALBEBHN R AFHHREZANITIEXN NN
=, BRELEN, FRNFRFPALEES K SFREEHALZE2ER (HSM ) HEAEERSHRE.
INEIHEEXT RSA NERHATWHEFEZARITNE ., BENEREALDEBRANBEZARTHRE, &9
UL RSA EREX PRATERE

MEMBEZNRE RSA BHALALE — N ENHRLERANLEEAN, B2 , EUUERANRES
NEFHNRE RSA BRI MBLRE , AEANERLFTEANRIG RSA ZHARBERSE, ST
EZERATPISEMRIE RSA B4R, MRENRIK RSA ZRNRELAFEZANLEENA | #
BHERERETRE-1MEHAN,
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Raw RSA Z4AIf 5 RSA EXN N Z4H — £ AWS Encryption SDK for Java B , ERTHEZ
Eig¥E, JceMasterKey

® Note
[R5 RSA AR ZFIEXN T KMS B, EEMAEXNH RSA KMS B4 |, i5#iE&E AWS KMS
R ZEEFMER

NIRRZ AL FH RSA BAME | Ri6 AES BRARERAEREN DB ZRANEZABH. XEETE
PEN. EMNRAAEXARFEREIE AWS #iEFENZE SDK RINFC R BHER P, EIFE HSM
FRAEBREPHEAZADEZRESATIFAR RSA Z4X ( RELEHRH ) WEHAER,

@ Note
ZHMBEEMBAEBMERT JceMasterKey PR ERERF ID ( RIBHERF ) MZH4A D
FE,

MREBIWEFTEANBATRMBNRERLEEILR , PEAZANEHRENEXREE. NRBEBHAKLSP
MBRABEZANBHENENERARTNBAGEZEANBRAEN I TETE, XNER—3, B
EZARBEARNBRAY , TR ERBRBERAR.

ICEAR T T E RSA NEFH. RSAMERALXRZHANPNANEH , MBENBRBZHAFFEH
Mﬂﬂ’m%ﬁ TR ZEERMZBABMSTER, flan , RZEFERAITEHHADEZZE HSM_01 MZEHEMR
RSA_2048_06 KY RSA ~AEZRHANRI RSA ZHRARMEHRE. EMEZHRIE , EFEALREER (2F
A3t ) . HENBATEZRNEHIERE RSA K,

ERERX
BN R T NEZENBEZNFE RSA BHAEEERER | REEANCEEEREXNESKED

BE,
AWS Encryption SDK XU TEZREN , SBMESHRG. RMNBWER OAEP HEREX , LH
=mHA SHA-256 f1 MGF1 SHA-256 1EE% ) OAEP, 'fRiﬁPKCS‘l EFXERXNENTRERS.

- #48 SHA-1 Ml MGF1 SHA-1 {EEZx# OAEP
- 8 SHA-256 1 MGF1 SHA-256 {EFx#) OAEP
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« #H8 SHA-384 #l MGF1 SHA-384 {E7x#) OAEP

« H8 SHA-512 #l MGF1 SHA-512 {EZx #) OAEP

« PKCS1Vv1.5ER

BAF Java R"OIE R T iR fE A RSA X AN AMFLA AR ER SHA-256 1 MGF1 SHA-256 1E7
ENH OAEP 812 R 1A RSA B4R, RSAPublicKey 1 RSAPrivateKey TERREIZ MM RAH

Java

final CreateRawRsaKeyringInput keyringInput = CreateRawRsaKeyringInput.builder()
.keyName ("RSA_2048_06")
.keyNamespace("HSM_01")
.paddingScheme(PaddingScheme.0AEP_SHA256_MGF1)
.publicKey(RSAPublicKey)
.privateKey(RSAPrivateKey)
.build();

final MaterialProviders matProv = MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
.build();

IKeyring rawRsaKeyring = matProv.CreateRawRsaKeyring(keyringInput);

C#/ .NET

var keyNamespace = "HSM_01";
var keyName = "RSA_2048 06";

// Get public and private keys from PEM files

var publicKey = new
MemoryStream(System.IO.File.ReadAllBytes("RSAKeyringExamplePublicKey.pem"));
var privateKey = new
MemoryStream(System.IO.File.ReadAllBytes("RSAKeyringExamplePrivateKey.pem"));

// Create the keyring input
var keyringInput = new CreateRawRsaKeyringInput
{
KeyNamespace = keyNamespace,
KeyName = keyName,
PaddingScheme = PaddingScheme.OAEP_SHA512_MGF1,
PublicKey = publicKey,
PrivateKey = privateKey
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i

// Create the keyring
var matProv = new MaterialProviders(new MaterialProvidersConfig());
var rawRsaKeyring = matProv.CreateRawRsaKeyring(keyringInput);

Rust

let mpl_config = MaterialProvidersConfig::builder().build()?;
let mpl = mpl_client::Client::from_conf(mpl_config)?;
let raw_rsa_keyring = mpl
.create_raw_rsa_keyring()
.key_name("RSA_2048_06")
.key_namespace("HSM_01")
.padding_scheme(PaddingScheme: :0aepSha256Mgf1)
.public_key(RSA_public_key)
.private_key(RSA_private_key)
.send()
.await?;

FKINTH ECDH AL B

BIMNNEFIRNZFEESES RN AWS BIEEFEME SDK. AFRARERENRHEAX DynamoDB
MEEFIRNES.

/A Important
Raw ECDH ZAMXEM TR E FRY 1.5.0 lRAH AT Ao

Raw ECDH ZAME A SR MUMMHE A AFANRREEN S ZENLAZITRZEH, B, BHAK
FEREEENIGE. KHABL4HAH Eliptic Curve Diffie-Hellman (ECDH) ZA MM EERE HHEEH
. AR, ZPSEARERARRKEATRPENBENZZANAZIEFHA. AWS BEENZ
SDK f£f (KDF_CTR_HMAC_SHA384) REHZTRFHAMNBAMERKFFS NIST X TEHARENE
Wo

ZRMERBORE 64 FTHHZAMB. NBRVSEAEBNZAME | AWS HIEEF M SDK £
B 32 FTENERRR , £RAKRE 32 FHFENAEHRER. BEN , WRFHRTEZE H 744
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AWS #¥EEF tn% SDK FRARER

EMFCEMBERFERPNEEREZANLZAREZSN  WRERRK. flm, nREERARE
A Alice FAtAH Bob N AN FAIIZFKHITINE , NEEMA B ob BIFAEAM Alice AR E R IR
REHBERNEREZANAZTOREN , ARBBREZICFK. YR Bob HLHARE— AWS KMS key
Xt , FBA Bob AILABIZE AWS KMS ECDH Z4A ¥ R %18 Ko

Raw ECDH Z4AMfE A AES-GCM EANMHEZHAXNIEFHITINE, R/EEA AES-GCM EAMENH
EOEFANBFEZARITEHME. 81 Raw ECOH AR AEEE —MHZTERH |, BETLE
SEARH R MRS HRAR — LIS 24 Raw ECDH Z4 .

BARER., FERNERFENLY  KRFRERHREER (HSM) EAEERSE P, KEAMBKHSE
ANBAXNEEBNME L L. AWS BIEENE SDK X#5F A TR th A%

« ECC_NIST_P256
* ECC_NIST_P384
 ECC_NIST_P512

22 R 1Ay ECDH &4k

Raw ECDH A 3 =T 2 A ISR

¥ : RawPrivateKeyToStaticPublicKey, EphemeralPrivateKeyToStaticPublicKey#l, Public
RN ZAPIRIRE 7 B ST HLE R EUR ZAM BN EEF K,

F

+ RawPrivateKeyToStaticPublicKey

* EphemeralPrivateKeyToStaticPublicKey

» PublickeyDiscovery

RawPrivateKeyToStaticPublicKey

ffFRawPrivateKeyToStaticPublicKeyZ MY R W EZ AR P BRSH B RKIEENFAAFBHA
M 4R, LEEREATH IR K AT AN 2 M R 2 1E %o

EF AR MINEE B Raw ECDH RawPrivateKeyToStaticPublicKey B4R | iHREUT
B :

- RHEARFAH

IBATIR S & AR PEM 4REBFA4 ( PKCS #8 PrivateKeyInfo £5#9 ) , #1 RFC 5958 HFTE W,
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« WHEAR LA

AR E WA AR DER 4mE3HY X.509 2348 , tH#5J9 SubjectPublicKeyInfo (SPKI) , # RFC

5280 FATTE Yo

BRI LB E RN HE PP KMS BRI LA |, B SR EEIN LR BHAX P AWSLA,
« HIEAE

PRIRIETE B AN R AV E B ST, R A AR AR AN A E B E R LMK,

BEMYE : ECC_NIST_P256, ECC_NIS_P384, ECC_NIST_P512

C#/.NET

// Instantiate material providers

var materialProviders = new MaterialProviders(new MaterialProvidersConfig());
var BobPrivateKey = new MemoryStream(new byte[] { });
var AlicePublicKey = new MemoryStream(new byte[] { });

// Create the Raw ECDH static keyring
var staticConfiguration = new RawEcdhStaticConfigurations()

{
RawPrivateKeyToStaticPublicKey = new RawPrivateKeyToStaticPublicKeyInput

{

SenderStaticPrivateKey = BobPrivateKey,
RecipientPublicKey = AlicePublicKey

}
iy

var createKeyringInput = new CreateRawEcdhKeyringInput()

{
CurveSpec = ECDHCurveSpec.ECC_NIST_P256,

KeyAgreementScheme = staticConfiguration

iy

var keyring = materialProviders.CreateRawEcdhKeyring(createKeyringInput);

Java

LAF Java RHIEARawPrivateKeyToStaticPublicKey B4RV RMERASE B XX E WA
MBHEAN L, ANRAITEBEECC_NIST_P256#4% L,
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private static void StaticRawKeyring() {
// Instantiate material providers
final MaterialProviders materialProviders =
MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
.build();

KeyPair senderKeys = GetRawEccKey();
KeyPair recipient = GetRawEccKey();

// Create the Raw ECDH static keyring
final CreateRawEcdhKeyringInput rawKeyringInput =
CreateRawEcdhKeyringInput.builder()
.curveSpec(ECDHCurveSpec.ECC_NIST_P256)
.KeyAgreementScheme(
RawEcdhStaticConfigurations.builder()
.RawPrivateKeyToStaticPublicKey(
RawPrivateKeyToStaticPublicKeyInput.builder()
// Must be a PEM-encoded private key

.senderStaticPrivateKey(ByteBuffer.wrap(senderKeys.getPrivate().getEncoded()))
// Must be a DER-encoded X.509 public key

.recipientPublicKey(ByteBuffer.wrap(recipient.getPublic().getEncoded()))
.build()
)
.build()
) .build();

final IKeyring staticKeyring =
materialProviders.CreateRawEcdhKeyring(rawKeyringInput);

}

Rust

LR Python RflfERAraw_ecdh_static_configurationBAMNEREEESE B X IEENFL
MEWEN L P, ANBANMYANTE—FH% L,

// Create keyring input
let raw_ecdh_static_configuration_input =
RawPrivateKeyToStaticPublicKeyInput::buildexr()
// Must be a UTF8 PEM-encoded private key
.sender_static_private_key(private_key_sender_utf8_bytes)
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// Must be a UTF8 DER-encoded X.509 public key
.recipient_public_key(public_key_recipient_utf8_bytes)
.build()?;

let raw_ecdh_static_configuration =
RawEcdhStaticConfigurations: :RawPrivateKeyToStaticPublicKey(raw_ecdh_static_configuration_i

// Instantiate the material providers library
let mpl_config = MaterialProvidersConfig::builder().build()?;
let mpl = mpl_client::Client::from_conf(mpl_config)?;

// Create raw ECDH static keyring

let raw_ecdh_keyring = mpl
.create_raw_ecdh_keyring()
.curve_spec(ecdh_curve_spec)
.key_agreement_scheme(raw_ecdh_static_configuration)
.send()
.await?;

EphemeralPrivateKeyToStaticPublicKey

F A B AR ME B EphemeralPrivateKeyToStaticPublicKey 40 TR 7E 4 ith 6 22 37 HY 27 4R
X, FASIMBARRE - ME—NWEZBERA,

LA ERREMZRIEFR. EMZFEHZEphemeralPrivateKeyToStaticPublicKey4A
MR MMZENILR , YAEAREEHR KRG AL AN ENZRMEDN, BERE , B
RAHEZAMINEENR ECOH 4% , ¥ , IRBEWENAPublicKeyDiscovery4A
&k BIEXNHBAMI KMS ZEAX , WA LF AWS KMS ECDH Z4A 5B A MR — 268
H. KmsPublicKeyDiscovery

EF AP MR EAEIL Raw ECDH EphemeralPrivateKeyToStaticPublicKey Z4A3K | &
RMELTE

« WHEAR LA

AR WA AR DER 4RE3HY X.509 2248 , th#9 SubjectPublicKeyInfo (SPKI) , #l RFC
5280 FFTE Lo

BRI LR EIEN HEZ AN KMS BRANM N |, B S EEINEFE A Z AN FHY AWS A,
.« BEEAAE
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PRRIEE 2 A e [ B ST

mEZet , ZRREEEMLZ LOBFNBAX , HEAFTHRANEEN 2 ARRERAZNIRR
o

EM{E : ECC_NIST_P256, ECC_NIS_P384, ECC_NIST_P512

C#/ .NET

LA 7R 4565 F B2 4R M 2R ¥9 8 2 — 4 Raw ECDH EphemeralPrivateKeyToStaticPublicKey
ZR, MEF , BARFEEEECC_NIST_P256 84k £ Al 8 — N A3,

// Instantiate material providers
var materialProviders = new MaterialProviders(new MaterialProvidersConfig());
var AlicePublicKey = new MemoryStream(new byte[] { });

// Create the Raw ECDH ephemeral keyring
var ephemeralConfiguration = new RawEcdhStaticConfigurations()

{
EphemeralPrivateKeyToStaticPublicKey = new
EphemeralPrivateKeyToStaticPublicKeyInput

{
RecipientPublicKey = AlicePublicKey

}
1Y

var createKeyringInput = new CreateRawEcdhKeyringInput()

{
CurveSpec = ECDHCurveSpec.ECC_NIST_P256,

KeyAgreementScheme = ephemeralConfiguration

1Y

var keyring = materialProviders.CreateRawEcdhKeyring(createKeyringInput);

Java

AR =45l 45E A 28 A M 2R ¥9 8 2 — 4 Raw ECDH EphemeralPrivateKeyToStaticPublicKey
R, MBRE , BARNEBEECC_NIST_P256 814k £ A 8] 8 — N BT .

private static void EphemeralRawEcdhKeyring() {
// Instantiate material providers
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final MaterialProviders materialProviders =
MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
.build();

ByteBuffer recipientPublicKey = getPublicKeyBytes();

// Create the Raw ECDH ephemeral keyring
final CreateRawEcdhKeyringInput ephemerallnput =
CreateRawEcdhKeyringInput.buildexr()
.curveSpec(ECDHCurveSpec.ECC_NIST_P256)
.KeyAgreementScheme(
RawEcdhStaticConfigurations.builder()
.EphemeralPrivateKeyToStaticPublicKey(
EphemeralPrivateKeyToStaticPublicKeyInput.buildex()
.recipientPublicKey(recipientPublicKey)
Lbuild()
)
Lbuild()
).build();

final IKeyring ephemeralKeyring =
materialProviders.CreateRawEcdhKeyring(ephemerallnput);

}

Rust

BT 7R B4 A 22 4R i 2R 49 632 — 4~ Raw ECDH
ephemeral_raw_ecdh_static_configuration %4, MEE , BANFEEEML LXK
ih 6 2 — N TRV B AR,

// Create EphemeralPrivateKeyToStaticPublicKeyInput
let ephemeral_raw_ecdh_static_configuration_input =
EphemeralPrivateKeyToStaticPublicKeyInput::buildexr()
// Must be a UTF8 DER-encoded X.509 public key
.recipient_public_key(public_key_recipient_utf8_bytes)
.build()?;

let ephemeral_raw_ecdh_static_configuration =
RawEcdhStaticConfigurations: :EphemeralPrivateKeyToStaticPublicKey(ephemeral_raw_ecdh_static

// Instantiate the material providers library
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let mpl_config = MaterialProvidersConfig::builder().build()?;
let mpl = mpl_client::Client::from_conf(mpl_config)?;

// Create raw ECDH ephemeral private key keyring

let ephemeral_raw_ecdh_keyring = mpl
.create_raw_ecdh_keyring()
.curve_spec(ecdh_curve_spec)
.key_agreement_scheme(ephemeral_raw_ecdh_static_configuration)
.send()
.await?;

PublicKkeyDiscovery

mEn , REMUERIEE AWS BIEENZE SDK AIUERANEREN, EERLRESEK  FEAF

BHEER 4 AR A MU A2 43R ECDH Z4AER, BR , BT U2 RIGECDHRIM AR |, BIR

JAECDHZAR | ZEAR A UEZEMILE , HPEEZAN L ASFHENZICROMBHER TR
PRERERN L AMETE, thRADIERE BRI,

/A Important
FA®EPublicKeyDiscoveryfAMMU B HRICRE , T HIHEMELH , BHEIHE
NN

EFARAMNEEAEIL Raw ECDH PublicKeyDiscovery B4R | FIRMHUTE -
o WHARERSTAR

BATIR A AR PEM 4REBFA4R ( PKCS #8 PrivateKeyInfo £5#9 ) , #0 RFC 5958 AP E Yo
- A

RREERATNBEMEATE, KEAMBEANRAX BAEEHEER LK,

BEMYE : ECC_NIST_P256, ECC_NIS_P384, ECC_NIST_P512

C#/ .NET

LA R4 A B2 4R M 2R ¥9 6 2 — 4 Raw ECDH PublicKeyDiscovery B4A3R, iZZ4ATRAI LA
BEAMER , HFEEAPN L S ENZERNMBHERFZER P HNEREN A PAMETEE,
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// Instantiate material providers
var materialProviders = new MaterialProviders(new MaterialProvidersConfig());
var AlicePrivateKey = new MemoryStream(new byte[] { });

// Create the Raw ECDH discovery keyring
var discoveryConfiguration = new RawEcdhStaticConfigurations()

{

PublicKeyDiscovery = new PublicKeyDiscoveryInput
{
RecipientStaticPrivateKey = AlicePrivateKey

}

};

var createKeyringInput = new CreateRawEcdhKeyringInput()
{

CurveSpec = ECDHCurveSpec.ECC_NIST_P256,
KeyAgreementScheme = discoveryConfiguration

I

var keyring = materialProviders.CreateRawEcdhKeyring(createKeyringInput);

Java

LAR 745155 FA B2 4R M 2R ¥ 8 2 — 4 Raw ECDH PublicKeyDiscovery %4A3R, 4R AL
BEAMLE , HPEER AN LA FRENBIERNMBHERFRPHNEREN L AMETE,

private static void RawEcdhDiscovery() {
// Instantiate material providers
final MaterialProviders materialProviders =
MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
.build();

KeyPair recipient = GetRawEccKey();

// Create the Raw ECDH discovery keyring
final CreateRawEcdhKeyringInput rawKeyringInput =
CreateRawEcdhKeyringInput.builder()
.curveSpec(ECDHCurveSpec.ECC_NIST_P256)
.KeyAgreementScheme(
RawEcdhStaticConfigurations.builder()
.PublicKeyDiscovery(
PublicKeyDiscoveryInput.builder()
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// Must be a PEM-encoded private key

.recipientStaticPrivateKey(ByteBuffer.wrap(sender.getPrivate().getEncoded()))
.build()
)
.build()
).build();

final IKeyring publicKeyDiscovery =
materialProviders.CreateRawEcdhKeyring(rawKeyringInput);

}

Rust

LU R 51458 A B2 R I 2R M 8] 2 — A Raw ECDH
discovery_raw_ecdh_static_configuration Z4AF, WHRARAUBREEE | HF
EEMBN N ASEHEEEERTP RGN 4AEITE,

// Create PublicKeyDiscoveryInput
let discovery_raw_ecdh_static_configuration_input =
PublicKeyDiscoveryInput::builder()
// Must be a UTF8 PEM-encoded private key
.recipient_static_private_key(private_key_recipient_utf8_bytes)
Lbuild()?;

let discovery_raw_ecdh_static_configuration =
RawEcdhStaticConfigurations: :PublicKeyDiscovery(discovery_raw_ecdh_static_configuration_ing

// Create raw ECDH discovery private key keyring

let discovery_raw_ecdh_keyring = mpl
.create_raw_ecdh_keyring()
.curve_spec(ecdh_curve_spec)
.key_agreement_scheme(discovery_raw_ecdh_static_configuration)
.send()
.await?;
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BIMNNEFIRNEZFEESES RN AWS BIEFEME SDK. AFRARERENRHEAX DynamoDB
MEEFIRNES

UL BRAREHAN N ZEFAR. ZEFHAR R IMHS MR TRRENRARE
BEVEZRHT . MREESERSNMBRARKL, EEAZERARNZREN , HESRHARFHEER
BREZ A ER A A BB ATREE

K OIZZERARUMBYHEN |, B —MRAREEN ERREZRAR. MEEMRARHN TR
MR, ERBBHARERANBAXBEZH, ARG, AEFEARPHREIERZHAEMMZEEE YA
NHERR. XTZEFARPNENSRES  SEZHHRFREAXFZHAN - MNBNBERSA.

WMRERBZEARR KMS Z4AFE , MZE4E AWS KMS SRR ERBFASERHMBENEEZH, A
& , B4R AWS KMS keys PRI EMER , AR ZHE AWS KMS AR FEARFNRE H
FEH , B NEERNAENERNA,

fREZet , AWS BfEFENE SDK EAZARZH@ERET - M NBHREZN. ZARERRRESE
ZRRPEENIRFRAAN. ABZEARARFNEAZATUARBZNBENRREZH  LERSIUEEF
1k,

BEOEZERHL , e AEXOLFHHE, EHROIF , RIEH AWS KMS B Raw AES
BN, BEAHEMXENBRARASE - SEAHEAP,

Java

// 1. Create the raw AES keyring.

final MaterialProviders matProv = MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
.build();

final CreateRawAesKeyringInput createRawAesKeyringInput =

CreateRawAesKeyringInput.builder()
.keyName ("AES_256_012")
.keyNamespace("HSM_01")
.wrappingKey(AESWrappingKey)
.wrappingAlg(AesWrappingAlg.ALG_AES256_GCM_IV12_TAGl6)
.build();

IKeyring rawAesKeyring = matProv.CreateRawAesKeyring(createRawAesKeyringInput);

// 2. Create the AWS KMS keyring.

ZERHAK 98



AWS BEE % SDK

FRARER

final CreateAwsKmsMrkMultiKeyringInput createAwsKmsMrkMultiKeyringInput
CreateAwsKmsMrkMultiKeyringInput.builder()

.generator(kmsKeyArn)

.build();
IKeyring awsKmsMrkMultiKeyring =
matProv.CreateAwsKmsMrkMultiKeyring(createAwsKmsMrkMultiKeyringInput);

C#/ .NET

// 1. Create the raw AES keyring.
var keyNamespace = "HSM_01";
var keyName = "AES_256_012";

var matProv = new MaterialProviders(new MaterialProvidersConfig());
var createRawAesKeyringInput = new CreateRawAesKeyringInput

KeyName = "keyName",

KeyNamespace = "myNamespaces",

WrappingKey = AESWrappingKey,

WrappingAlg = AesWrappingAlg.ALG_AES256_GCM_IV12_TAGl6
};

var rawAesKeyring = matProv.CreateRawAesKeyring(createRawAesKeyringInput);

// 2. Create the AWS KMS keyring.

// We create a MRK multi keyring, as this interface also supports
// single-region KMS keys,
// and creates the KMS client for us automatically.
var createAwsKmsMrkMultiKeyringInput = new CreateAwsKmsMrkMultiKeyringInput
{
Generator = keyArn
};

var awsKmsMrkMultiKeyring =
matProv.CreateAwsKmsMrkMultiKeyring(createAwsKmsMrkMultiKeyringInput);

Rust

// 1. Create the raw AES keyring
let mpl_config = MaterialProvidersConfig::builder().build()?;
let mpl = mpl_client::Client::from_conf(mpl_config)?;

let raw_aes_keyring = mpl
.create_raw_aes_keyring()
.key_name("AES_256_012")
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.key_namespace("HSM_01")
.wrapping_key(aes_key_ bytes)
.wrapping_alg(AesWrappingAlg: :AlgAes256GcmIv12Tagle)
.send()

.await?;

// 2. Create the AWS KMS keyring

let aws_kms_mrk_multi_keyring = mpl
.create_aws_kms_mrk_multi_keyring()
.generator(key_azrn)
.send()
.await?;

BETRURSEFARABEHERRBZAR (MRE ) . HUROF , BRIIQET - ISEBHAK B

REZSARRAERER AWS KMS BR4H |, AES ZHARRR TR,

Java

Java CreateMultiKeyringInput HEBRBAITFEE N EKBRBATNFEHAE. £ERH
createMultiKeyringInput X &RA T,

final CreateMultiKeyringInput createMultiKeyringInput =
CreateMultiKeyringInput.builder()
.generator(awsKmsMrkMultiKeyring)
.childKeyrings(Collections.singletonList(rawAesKeyring))
.build();
IKeyring multiKeyring = matProv.CreateMultiKeyring(createMultiKeyringInput);

C#/ .NET

NET CreateMultiKeyringInput f&ERK A TFEE N EKBFBHATN FHERAE, £RAY
CreateMultiKeyringInput J&RAAE,

var createMultiKeyringInput = new CreateMultiKeyringInput
{

Generator = awsKmsMrkMultiKeyring,

ChildKeyrings = new List<IKeyring> { rawAesKeyring }
};

var multiKeyring = matProv.CreateMultiKeyring(createMultiKeyringInput);

ZERHAK
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Rust

let multi_keyring = mpl
.create_multi_keyring()
.generator(aws_kms_mrk_multi_keyring)
.child_keyrings(vec![raw_aes_keyring.clone()])
.send()
.await?;

O, ERUTNERALSERARMBENBEZRIET .
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GIE: EA:ohiiks

BIMNNEFRMZFECER BN AWS BIEEME SDK, AFRAREENREAX DynamoDB
MEE S IwRNES.

AR ENZEETERBRRBENBEENTERNZNICRE, ZREERERTK , BIREBEAFRIVA
MEMERFHEEREFETFNNZEECZRS . AWS BIEEF M SDK [HERFRERNNT/IER

PR FERD. BESEANGIRRE SN NBNBERTEEEEBRIENEELNERSE
o

(® Note

AWS BIEEME SDK P B R MBRE TFARHARPEXN ATERNHMNE |, FlaarE
FHIXFRINE,

ER2—TEMHN HMAC BIEEINER (HVMAC ) 7% , ATEFRNAXXENMEEZEIZE
BRET, HEMEEN TERNZNMZZREANERN , AWS BIEEFENE SDK 2B BANKEUEH
HMAC, Itt HMAC faith B2 F BBV B SUER T —X — ( 1:1) IEE. HMAC fa i &M , UESA
T EIRYEAER S 2 E — MR BT HMAC FREH, XERBRH T REZNAYA FIRB B XAXE
MXBESNEEN. HEERERS , AWS BIEFNE SDK 2 B3 HkERXERR , FREERH
BN E R,

NENMERERNFHRBRBEESBHERROERKERE, NFHPHEESLENIIANEIRE
E K BERBREEHRKE.

@ Note

ARRNZ EEEREZNFAREEPRIN. EUEREEFERENEAESIREB RS L&
FMEENFICE , GBI ERFUBTHRE

£}

- ERERESRNBEE?
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. TERNOMES S

EREREERNBREER"?

ERERNMBNRENTERNSRESE P R MNBHREEFERRNEERAS, SEEAGRN , EBWH
BENMRBNBEXRBESANEERZAFEAERE, EHRTRERFTROMEBRS. £H AWS &
REMNZE SDK WFRATMBENERN , ZFRNAXNEKZIFLXRBARERF. WEFEHFET
EREVBEHL I E{E.

ERETEGIMRENNEFR—RF#. XEWRE , MERERNNAFTEEENEFRIVAX
B, eI U ERETRIT DN UTEEXBEESHNESREE | AERRER TIRBEIRER
SENANE. REFHRHNAXNTUZBXERK, H3R , GEE SN ERKE R BE R B
SR,

RE5MEE
- ERKERE , BRERIER S,
- ERKESK , BAERIEMRE,

AERNMBARTEZNFAERBEEEHREEMENERNZELRF . BEEMAERZH , FEEEN
RIER, Z2ERMMEEER,

BEARENFZEEESENEEEN , BERATHREER —MHEKR,
ol

EHRARIEINZEEERNRTHREEN D, FNBFREEN TERNEN , AWS BiEEF M=
SDK £B\EEAZFBRNANKEITE HMAC, NEEFRITENAMBEREERMENZALT
E, BZHEFHEERN , eI/ MM ERTRNER. XBWE , IRZXMZFEREAM
RIREAXE , NN ZAENENEHIEZEER HMAC #RZ,

BNBREASSIEELENZRIERR. flW, ZR-IMEEFAEFMNESVEREUHR
B, MREMMEN City FRUEER , WBTEEEZMIFHFNEFMACOLHRK , B
PR ZMEFITENERFRIERR. BERZRNVA S RARRENZENENESRE , MRE
RRE TS , EMNtEARESRFIMBLECRESZNTEROESE. N THRARE B
BNAXENIAHNXDEEE BT BIER. BEXH T2 HMMENEIRKESF
RERWERAAE , T EREENNARFER.

_—
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=t
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BYRFRDTBEENSF , LBEFTEREREBHZ L. BHERRNERKESTRFIH
KT HNEITEEEEENEX, EUTRFEARRENENRKE , Uxo bR ARER DM B
BRBEENXDEEE.

EMWBERT , BLZEZAZHFIINBFEETEGHKE , UENFHHENZLM, Flw,
BANERATRENRREERELE RN FERWIEEF. BT NEGATIVE £RMitEHEES S
EMEE , At URAES #ET POSITIVE £RNENEERANER, YFERRBERINHE
WER , RESMIIEERE. MREFEANGHRKERBE , IARES® , WArEHXERHSKR
FHEHEEH HMAC 7%, MREFEAEKNGHRKE , NSRS F BIHLE5 2 MRS F8E 3
POSITIVE {E,

x4

BABUAEREAEREXENFTRYETENER. FRABRXFRUENERFEEERNER
KE , URSEARERDOAELRMNNAFMENEXREBINBBEES TNERE, EL4TUFH
SHBESE  SRTHBNEXENRKSSH , MBAEFTEREREHMZLD, MRFENERKE
TREABBENMRETER , MERTRTESEHHES

Bl EANER City M ZIPCode ZFRIMEFR N EMMEIR , RNMBERBTERIAS—MEH
XRE. BE , GREFERBIRBRHIRERNOAFRINTRENBREENX T EEHNED, B
7= City M ZIPCode FERZEIKIKREA BB RZL RN A S AT UABMIRR BLEERZ IR , HKX
2 B AV BB B 4R S

e R R ERASEEERANENFREERR. fll, &R RNEEMA mobilePhone
preferredPhone FEHE&EEIF , AN CIIEEEMHENE, MEREMNFNZEWERRNE
¥R, W AWS BiEEMNE SDK 2FATENZANENFRAUEEIR. XN HERBANEERR
ANTFEH HMAC $rZ, XANTRNEHFRTATEFEMBNIRR , BRETRNOAF aEaEHB X
P RENBEFESB,

EENBREESSMXRFRIEETIINSH , KU T UEARENEIRKERDE RS R BIE
SNFENEIR. BR , GHRRKEATEFRIBREEFHNENE—ERLXTEXBRR , NIERHS
RERERDHEBNEXBEENXDEEE. EHRRKENEGITFENRRFOY. BEESHETE
g, ERKEEBESENRRFORESEN A RERBEE.

FHAEREHEEHARENFZERNDH , AZRFEFENKEENS DI REREENELER,
RETHPUTEBRRENEIRDHEE , HETSSRXEE

_—
il
=t
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RN INET =

THNRIERT —MEENTERMEBBRER. ENAS , RGP ERNREFRAETHTEE
PRE D A MR B HE — N, ERRAET RN ATRRNERSE , EARRROERNSE,

—/NEH Employees MIRERAT A THREHBTEENG, BEETHNERICZHITEEN
employeelD LastName, FirstName, # “ihit” 7 E. Employees BIEEFEFN BN FREBHT R
EmployeeID ¥riR,

LAF R 33 e P B9 B SCiE &R B

{
"EmployeeID": 101,
"LastName": "Jones",
"FirstName": "Mary",
"Address": {
"Street": "123 Main",
"City": "Anytown",
"State": "OH",
"ZIPCode": 12345
}
}

RIBEINZIE/ER R LastName M FirstName FERFRIZH ENCRYPT_AND_SIGN , NiXtLF
HEELLEIBRRBEECHSEARBHRITINEG, LENEMBRBERTSRENN |, BUEETEHX LI
PHRNZRF, CRENARNBERE, XEWRE , RRFEEEHRRBEFNICRKUEN TR,

{
"PersonID": 101,
"LastName": "1d76e94a2063578637d51371b363c9682bad926cbd",
"FirstName": "21d6d54b@aaabc411e9f9b34b6d53aa4ef3b0a3s",
"Address": {
"Street": "123 Main",
"City": "Anytown",
"State": "OH",
"ZIPCode": 12345
}
}

NMREFBEEBEFEFER L astName FERHPWBHICER |, HEE - B NORESE
#5 , LastName A B A ZLastNameF ERHY 48 U AE R 51 B F 6 E IR E PR MR E.
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ZEFRBEFZER HMACs P4 X AREH TLastNamelt E, 84 HVAC i H&EBEEY , It FBES
B ETEICE, Hl0 , Jones BB HFENBKENWB FZE AN TR,

TERFE
2224e9b404c68182562b6ec761fcca5306de527826a69468885e59dc36d0c3t824bdd44caba5526f
BN EE

b35099d408c833

BLEFRERIRE , B LastName FER EHITHFER, W, IRERRIones , FHE
FlLastNamefS#RHIT A T &I,

LastName = Jones

AWS ZBFE A SDK £ B3 EBIRR 3 ENENN AL AE R,
(=

BIMNNEFIRNZFEESES RN AWS BIEEFMNE SDK. AFEARERENRHEAFX DynamoDB
MEEFIRES.

EAR 2 —MEMH HVAC BIIEEIAIERS (HMAC ) #7% , BTEBEAFBRIVAXENERERER
BERNINZEZACRRE . ERT2ERFRHMEBRS. ERREFROAEITE HVAC ,

FREEMFE-BF#, Itk HMAC i EZFRIAXERT—X— ( 1:1) EE. HMAC &
WEN |, SMES N TR ERF BIE — MBI HVMAC FrEd, XEIRRERH T RERNVA
FiRBIBXRAENXBEBWEEN.

SR REEREM INZZIEEPFRBENCRYPT_AND_SIGNSIGN_ONLY,
Z{SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXTHZERHE, EHREAFRLTZERMNE, BT
EFEAFRIEN DO_NOTHING KR E SR,

FRENEFRLIRE T CEBATNERXE, SRTERMBHERXDERD, HEEHFRTE
ZER, SAERNAL YT THEMFEERATERNIEERE, BREEKE  2H%HN
SIMEREB-RRS , ARTHERNBN TR, SXELEL  B2H BiEAEHRE-RR
2l,
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£
« PREERR

- ERER

PRAEETR

EGHRREERREEPRATERNENRZE LT E, BNRENENMNZEZRIELFRNITHEEE
Ko BTHRUNMEENES , B REEREETR.

MEFREGIRFTIRBEN ZBRTNERR. EATHRRAGHEEMRFNBENNLE. SRR ATNZMEN
FR, HAURENFR, 8MUESHIPHNERRBLARE—N, ETEEABRNERRKREE
PMNMEFRo

PEGHR AR T NZEREL FRITHEERR, HE , SMNUTUARYEESERUARITEERNH
EERE, A THEDSALANERGFART , AWS BIEEME SDK B 7T U T EEHRERX , AT
EMREGINTHAR. AXRESER , BERELERFE.

WA B ETN ENMBRFZERITHSFEZMNINESH , U ABEEENIFERRUIENZ
/NENCRYPT_AND_SIGNSIGN_ONLY, FISIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT=EXHY &R
BRIITHEEE RV FREE IR

RE A F B

ELFZREA-—INHSNEFZRYRNESFR, tQIBEUFTRFROERFEATFR, ELF
BRAPBFHESRERFT. EATHRAEGHEES , NTiAEREHEXNARSFEREOEER R
FEZLERTHNENINFZRIUMITREERANES. —TEAFREEEL —IMNEFR,

(® Note

AT RAIER T S EAENTERTHRRAZANRR, ERAS , 2RHHERND
RIS AT AE RIS A ERRHY 5 1 FISCBAME — MR,

Flan | MR EX FirstName Fl LastName FERIWEZERITHEER , BUUSIBRUTENFRZ

o
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« —/NE®. NameTag FE , B FirstName FEBMWE—NFRER LastName FERWEMK , £
HBEANEFR, LENFREREBEH NameTag=mjones,
o —MNEM LastFirst 8 , M LastName FEREIR FirstName FBRMEM K, LELFERE
BEEH B LastFirst=JonesMary,

HE , IREENMBFZBRNBFERBRRTHEER , BB - MR TRAGEERN FERIVEDN
F o

Blgn , MREEER IP it ET =N EREWMNZR IPAddress FE , HRIZUTELF K,

« —MNE#L IPSegment FE , HH Segments(’.’, 0, 3) WiEMRK. LEMNFERESEBER
IPSegment=192.0.2, Z&EfIRE IPAddress EA“192.0.2°FF kAT B i o

EFERLAZHE—, TRATEARNEREZREERMEUFTR,
MEFDEEELFERNEAEUFEROER , BESREERELF R,

E&ER

EEEHUENRSITURSERNMNRE , HEEERBHITEERNBIEERE, BUUERESER
BENFHANFHENRECHRRY MBLEZIITEXNER , SINMNENREIFERARMTENIZR
REFEREFRENFTREAS, ARXESESERBRERTA , SREEERRKE,

EEGEHALBREGH I EGHRNERNSFRANAEGHE, SIIARSHINSIRMAE, T
BEESEHBNIBERTIRAEHRPIER ENCRYPT_AND_SIGN FEMMEL L K, 8N
ENCRYPT_AND_SIGN FEREXMAR KGR, EEENESEHEAREBERAGIRPI SN
X ASIGN_ONLYZXSIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXTFERHZEE D 5K , LARFIR

RESERARFBRNAE s R AN HIERER D FI&R,

@® Note
AWS BIEEINE SDK X HEEEH , LG A NT LB 43X ARSIGN_ONLY M F Bt
{TELE. SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXTEZEMRE—MEEER, AT
NEZLBERMBNFZEH#TREIFNNTEREN, EXEZER , BSH AIEZLEHNET.

NEBDREESENR , BERAEREE SET.

LHREEAEMNARNRE T B MUMITHERRE, FHIRYE , B AF - LEMBNERED R
AL, UREERANREE. BXEESERUTURMITHERNRENESER , H5H EHER.
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I RIEFR

BIMNNEFIRNZFEESES RN AWS BIEEME SDK. AFEARERENRHEAX DynamoDB
MEEFIRNES.

EREEEREZNFTHREFFXI, ERFEREFFREENEAGIRHEISRFBEABEENTIL
Fo EHRERBEZRNAEITELRY , —BEFRENE , EHARTERFATRIE. £ABHREA
WicFfe , BRTEEMEFNEE. BR , BRI RINENC TP AV 7 BN ISR,

EXHNUERWMNE , BAER AWS KMS B EZZARKRER, MBENEZA TR ICENBER
H, AXEZEE , BEH CASEZARETAIERMNE,

ENRRNBEESHE < , EFEEEENRER, BEFHTARANBHER  UBEESEHHK
REENRERRE R,

FEENEHEERE T EWURTHERRE, SEMESHEEPIEENERKERETAEEIR

FENTHIRREE, BAUBUEERESHIBEHITNFENTHNERRE, —BEEATE
R, R EENEE.

BRWAERBAAGEHZ HEEHEANTES.
. BEEHESEACNRES

« BEREIRAR

« EREIRRE

. EREREH

ERNBEFEIT R TR RNMBZRRE A, FIRERTERE —MHER,
- BOMREGIHRBLMEA - ERR
TREET [E] — NI 7 EREUE Bl 7 BRI & Z MR EE R

BR , B M ECEHRANTRATHESNESER.
- BRANASHEREGHEBNRFRUZEUFTER

BYEEATERS —MuUEERNRFRNVENZ R EREEHRSENBERNMERN T 2%,
BRREZER , FESH EUFRNEZEEERE,
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ZHPBEFNZERERE

EENESHEHFBEFEFEENGER  LAESATEESEERNFNFIZZHESKERH branch-
key-id HF &, EEXEHREZARNELLFR, EFERRY , LFRPNELABEERITERS
PRATR AV A N E AR E AT L.

EEREERH , BFUREWAITRIEEHRHEE branch-key-ido BEXEEWHEE branch-
key-id WARARANESZER , SR B BIREE TR ETR.

IERERRE

BIWEFmMEEFECERE N AWS BIEEMNE SDK, &F XA RIEREMRAEX DynamoDB
EEFIRNER,

ERATTERNMNE |, SRR M F RPN ERFFERRERNEZ LR, EEENFERRE
REBALURMITHERRE,

BABRWEERESHCNBEA T NFTENTNERRE, BEEGKE , UMENBMEREE =R
%5l , RETREBRNENTFTR, BXEZEE , FEH EXERAGEIREE -REEl.

EHREBAFZRNASENKERFE ERERF RO MFE B ZRE, SR EALRAMREERHN
8, IEEPISHENKERAN. AMROEGSHFANERNAXEERF N TR HVAC 17, K
bt , SREGHRTERITUATER,

e beaconl = beacon?
 beaconl IN (beaconZ2)

* value IN (beaconl, beacon2, ...)

» CONTAINS(beaconl, beacon2)

RELREAERNZERED , BFEENIT LRER , {8 CONTAINS ZEFRI , BALLFHEES
ER—EEA , WRIEAESERMEBsNNERZIZFTRNTEE, EBREANIBoR , BULERS
ENMETLMELER , ETESEFRNMEZEE, BXMEEHRNESENRIUNITHEARENESE
B, SREREF.

EEREFEFEERN  FERUATIERNMBRRGR, AT RFELTHRETRNMENENE
REEBEBNMEIR.
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PREEAR

FRAEGHEARIITHSER. SrUERRESIRHIITUTER,
EHENENEFER

MREERFNEEMRZREEENICS , FEBIRESR.
Bl

EUTREIF |, ZE—NEH UnitInspection WEIEE , ZBEER TREASRENRER
. BIEFEFNERICHEEBEEE N work_id, inspection_date, inspector_id_last4
Munit BWFER. TEHREAR ID2—NNT 0 F 99999999 2 AN F. BR , hH THRK
RBEMNH TS , inspector_id_last4 REFE#HEEAR ID WHREDNNKTF. BEESRNE
NFEREHA E % work_id #RiR, inspector_id_last4 # unit FERIEMZZIEFEIFCH
ENCRYPT_AND_SIGN,

LA R UnitInspection BiEFES AN E B RH,

{
"work_id": "1c7fcff3-6e74-41a8-b7f7-925dc039830b",
"inspection_date": 2023-06-07,
"inspector_id_last4": 8744,
"unit": 229304973450

}

ERIERTHNENMBEFTER

WMREFEEX inspector_id_lasts FEHETNER , BERNEEERNTUIRERTEENFE , &
B inspector_id_last4 FEMWE—MrEEIR. RS , BEANESHREIE KRS, &9
LAER I —REREIREBMMBEMN inspector_id_lasts FE.

ERBEEESHNED , FSREEREET.
EHEMNFTER
ENFERH-IMHSMNRFEREARNEZFHR, MRENMBFZRVBESRNTHSER , &Y

ZNFRNEENTHEERR , BFERAEUFTRYERESR. MAENFERBLAZDSE—NNE
KR F B
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Bl

AR B8 Employees BIEFEOIEEINF B, LT 2 Employees BIEFER WA IZRRH,

{
"EmployeeID": 101,
"SSN'": 000-00-0000,
"LastName": "Jones",
"FirstName": "Mary",
"Address": {
"Street": "123 Main",
"City": "Anytown",
"State": "OH",
"ZIPCode": 12345
}
}

BRMEFRNEN TR
FEARTRBIH , SSN FEREME,

MREFEAHLRESEBHREEEUKFENR SSN FR , NiFtE - MELAFERMAEITESR
Y70 B

5 Suffix(4) WIEMEL Last4SSN FERIEE FEEH Last4SSN=0000, fFFLtLELFE
KEDEIREER. A, BEAMESIHRUNEZREKS, BAUEALN-RESIEELFER EHT
Eifl, IKERIRE SSN BUEREENRERNVNBFZERHIMEIE R,

BRZSNFRINVIERE

(® Note

AT REIER T SN EAENZERTHRRNENNRR, ERAT  ARGIHERD
RIS AT BE RS A ERRHY 5 15 RISCBAME — MY,

MREF FirstName f LastName FERIEERNITHEREER WA GIE - EH NameTag F
B, ZFBH FirstName FBRMNE—1NFR/FIR LastName FERAK , 2R NEFE. EAHL
RINFERMWERERER. ARG, BEAGEGHUE -4 RS, EUUFERL-RES|IEENF
B L&) NameTag=mjones,
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PVRBEDOWEF—NEFZERHAITINE, ATEAMNE FirstName 5 LastName

R =, RERRMBUFE, EA8XRRF REATFRIC
JISIGN_ONLYZXSIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXTEZM INZBRAEF,

MEHDEEELNFRNEREUFRNER , FSHUEENF R,
E&FEHR

EEEMREXFAXNFHENREGREIERS] , LMITEXNBEFRE, EUEAESERR
T T &R,

EREANRS| LERNEFRAS

NREFEEENREI LEWNBEFRNAS , FUE-—NEEEHR , ZEMRAISNINNEZRBEN
EMrEGHASE—R , EE—1TR5

BESESENE , EUNR- M -RRE| , LEESEREEN 2 XBRITELEEER , NERE
REEFRERIITEERNEN. FESENREENFFRN -—RREIATUMITEECEEANENBE
XHEFEH,

Bl

ELUTRBIF | ZE—1FB A UnitInspection BEIEE , ZBIEER FREEFIRENKER
B BIEEFNESRICKETERN work_id, inspection_date, inspector_id_last4
Munit BFER. TENREAR ID 2T 0 2 99999999 2 M HF. B2 , I THEK
BEMNHEID M |, inspector_id_last4 RE#HREAR ID WERENENVEF. BIEESTNE
NFEREHAERE work_id ¥riR. inspector_id_last4 # unit FREMBRIEERBIFCH
ENCRYPT_AND_SIGN,

LAF R UnitInspection BiEFES AN E B RH,

{
"work_id": "1c7fcff3-6e74-41a8-b7f7-925dc039830b",
"inspection_date": 2023-06-07,
"inspector_id_last4": 8744,
"unit": 229304973450

}
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N EMZEFRNASHITHSER

MREEEH UnitInspection BIEE LIRS inspector_id_last4.unit EWTEEEM , iF
%7 inspector_id_last4 fl unit FEREIBFTREMNFESIR. AR , BIRMIESKRAIE—
NEEET.

BESSENE , tIE—1ZRFEs| , LEEEEHREEN T XE., FAL-KES EN
inspector_id_last4.unit EMEE MBI, fli , BAUEALERAERREAATSATE
BARITHRESIR,

W EMBRFRINASHITERER

WREHK inspector_id_last4 # inspector_id_last4.unit £&Eif UnitInspection
BHEEE , 5N inspector_id_last4 Ml unit FEREERERINWIRESIR. RE , BIFHINRAE
ERtIZ—1NESE.

BEESERG , SIE-4XKRs| , UNEESEHEENHFE. EAL-RRS TN
UnitInspection BEEURBUBEREAATLNEZE , BT RRBEELREISERA ID
PENHBERBEAGRESINFIERE TSR, BIETLE inspector_id_last4.unit £
TReCRER,

NERBBEEESER  FERAEEESER.
EEANRS LEWNBRFEMNANFTROVES

NMREFEEENZR LEAMBFRINBANFERNAS , BUE-IMEEEN , ZERRE MRS
RHNBANFRAGHE R , FE—1%R5l. ATHEESERNEXARFRLHMIRIE , SIGN_ONLYH
#SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXTEZM INZBRAEFIRIC,

BEESFENE , EUNBR-IMZLRs| , AHESEREEN T XBRNITELEEENR , NEE
REEFRRNITEERNENR, FEACEHREENFFRN ARSI TUNITELEEERANENBE
YHEZREH,

Bl

LT REIFR | ZR—/1EA UnitInspection WHIEE , ZBEEATREEFRENKER
. BIEFEFNERICHEEEZEE N work_id, inspection_date, inspector_id_last4
Munit BFER. TEHREAR ID 2—MMTF 0 2 99999999 Z MM HF. B2 , I THEHEK
BEMNEID M , inspector_id_last4 REHRBREAR ID WEREENVEF. BEEFNE
NFZEREHR E % work_id #RiR. inspector_id_last4 # unit FZERIEMZRIEFEIRCH
ENCRYPT_AND_SIGN,
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LR R UnitInspection BEESHBHXEKE B RH,

}

"work_id": "1lc7fcff3-6e74-41a8-b7f7-925dc@39830b",
"inspection_date": 2023-06-07,
"inspector_id_last4": 8744,

"unit": 229304973450

XN FEROASHITHEER

MREEH UnitInspection BMEEFEURBHFEREARAEREATHTHRE , BFER
inspector_id_last4 FERBIBIREEIR. inspector_id_last4 FERIEMZIRED
¥ri2 W ENCRYPT_AND_SIGN., FriEEMEI o EEE B 2 HRESFR. inspection_date
FEREIRICH SIGN_ONLY , ERFEEREEF. BT XK , M inspection_date FEH
inspector_id_last4 FREEIREIEE S1ER.

BEEESENE , Q- IMZRHKEE LHEESEHREEN DX, EAL-RRSIEWHIEEN
REEREREARNRERHTLEICR, Fl, BT UERHIEEFIRE ID FREN 8744
MKEREAREREBBRTHERERNSIXR.

NFRNASHITEREN

MRBERBIRELUIRBE inspection_date BEARITHRE K ETHREEURES
inspector_id_last4 = inspection_date ARMELTE inspector_id_last4.unit
HITHRE |, BN inspector_id_lasts M unit FEREZTRHMSRESIR. RE , MBAX
inspection_date ZERMFAMIEEIREIBE SERR.

BESESENGE , QIE-RRs| , WRESEHREENIFR, FAL-RRINBFEREAR
EREBPHRTHRERTER. fM , BANERREEFUREE - BHRENERULNT
®o BE , BALUERREEFEURDNELENKE A HCE XN EERMRITHRBERENIIR,

NERBEEESER  FEAEREESER.

ERERKE

BN EFRNEZFEESERE N AWS BITEEME SDK, AFRAREENREEX DynamoDB
EE iR E S

ERERKE 115



AWS ##EE hnZ SDK FRARER

HEMEEN TERMBZNNZEFEREAMERN , AWS BFEENE SDK 2RFANKEITE
HMAC, Itt HMAC faith 512 F BRI UER T —X — ( 1:1) BB, HMAC fa i &M , UESA
T EIRYEA S ER S 2 — MR BT HMAC FRE R, XERHEHIRIERH 7T REFZNB A~ RBE X
B EH X3S S RIRED

NEBNMERERN FEHRBBEESBHERROEIRKERE, BEREGHN , RAFEENEIRK
E. E6ERERWEENNIMESHRNERKE.,

EHRT2ERFTROMBRS. BR , HEERAGEHKRN , EWHNRRIEENEXBEIANEEELZ
B 71 R

MERMBN BHFET | EAEHTMERRRITER | TS E 55 IR A 519 1t 8 AR
£, ERSHEERFEEONETR—AEE. XEKE  SNTUETEXEHRIEES Hi XS
8, ERBEAT , REERNAL THEBS FRENEXENITHEL | FATKIAZFERN
A, WRE YK E TR B EiX R R 5 R MO,

EELNRMNER , BERENZERF. flm , BRI S EHEEE T R 15 R B IR A

%, BRBERFPHEEEIHNINEL. A TRSVEY  GREFEEFTLEESHNRR. REINEEL2S
HE MR,
REEMEE

- ERRKEZKSSBFENRERAD , A RTRSHBEAXRBEES THXIES
- EHRKESESSHSENREASZ  FESENEANMEEEE , RACFEENREEFERTE Z
GOEEE: N

EWEEAMRS BN ERKEN | ARRE—MEB 2 RPBER2 AT AN S EBH
G BEFMHKE, EFREHZSRENATRIEEN S AR ERA RN T RN,
UTEBERENERI 99 | FERPTEBARBIE,

20

© HEERRE

. T

HTEERKE

EHRKEALEANEMRITENL , RESBHEREN HMAC fREM LK. BUNERKERBEEN
2. MXENFEARENBERZENEREERMT, NRENBIEEIMHT , EIUERNUTA
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BEASEXSBHHERESLNIANEHKE., XESBRRLMAIHEREFENFEIRBEK , H 6
RIIEBFEETNEN E—EHRS~EBERERNRR.

® Note
XEFRNARENEBRTREEN S 1. MRENBEESH TS, FSH EHEEES
KB ?
BEERT , ENBREFHIDHET , EREERERENKE,

l'll

HEE

=
y==1

EEREWEMEGHAMEKBENFTFRAINE—ENTHPHE K MARFRFPEENENTH S,
ﬁJZZU ZER—NRATHRIRA TSNS INE Room £, Room FEFMITFFM 100000 &
B, BEATREETNE 50 NMENSNEATLWN. XEWRELEEN 50, EH Room FEHR&E
=% 50 N RERY E— 1B,

(@ Note

MRENIVEGEHHENDFERE  WATUHEGHRRENSERENFTROZNE—A
B8

EEELZEN , BE4ERBEENTNITHER, FAGHREAFNLRE , EREEEFEHKE,
EECNBWERENEARNENBEERRG R , MEEEMIT ZFRERKREFAFIFEME—
ENHE,

EHEETTEERBH. 8L, BEINHEFTH —ENKRE  ELESE —FRITFHEIME—
ENHE, FETR, BYUTEERISBEHEERKREFAE —ENTRITERER,

Y/

EREHEH —ERN 107
- BREHLEE—{EFEN 100 ?
- BRBHEME—EFREL 1000 ?

D

/

50000 M 60000 MNE—EBEZHNERHTEE , HEBE~EHENBUERKE, B
, 50000 1 500000 ME—EZz AN ERFEEZMENNETRKE,
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EZREFELHIERE (FlOmBREHHEK ) HIMMBHABERLALHKIE. EHIRE , EEF
41707 NHRBURTS. BFEANEBEEN LB CHWBIEFEMKEL. MRHBIFEEFESH ZIPCode FED
EXRBEBENEZENEIEE , MEE ZIPCode FEHEINEE 41707 NE—E , LAl L EEEN R
41707, MREBEEFH ZIPCode FERMNBERBEMNMWEE , HEFBH N ENETEKRBE
—MEEEE , WA SO R EE L ZMNAERBURB B3, MAR2 41704 N,

2. TERWHNTHRHERBCEE

EWELEFRNELEHRKE , S48 B EMPREXBNESBE. MANRERXBRT
BRETEISE HMAC FrERE— B ERN FIOTBHBE. —ME— /B UEN TR RBLL T
MR —,

BUFMMNRERXBATRET =, BNTEENTAR, RALENEEREF 16 MHESH -
B, AT AEFT BN

2 < number of collisions < v(Population)

MRRBFRED TR, WERFENRRBFERAD, BUCHHMENTHRENSNIE |
NXBWE , FEXRYE , FRPHEIMNE-—ERIBEIRFT RS —PME—ERZEED —NRK

3. HEERKENEICER

BEMBRMEN R DN E , FAUATAXRBEEYEHREKENTEE,
number of collisions = Population * 2-(Peacon length)

B, RBEHKE  HPMHMEIRET = ( BEWHNS/NHRER ) .

2 = Population * 2-(beacon length)

KRG, RBEMKE  HPMBREABSTEENFAR ( BWNR/DTPRER ) .

V(Population) = Population * - (beacon length)

BUCHLEAEFENBEEA TEAINRENEHKE. 2R  IRAEFENEHRREN
15.6 , WELCFZEBD TEAR 154 , MAREESAEAZF 16 1L,

4. HEEEWKE
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XEFENBELHFRNEBUEHKETSEH. BUREBEARENGEHKE , MRFBEENR
et, BR , BXGREANGIHIKEDNHAENRDEERE. EFERMDREUBEZRNRERS
RRER |, BERENERER,

ERRENEHRRKESRRERERNMR A MEARKNERRENZEBERZSYE. BF , MREHK
BEIHAHEY , HEERBFEHEXFZRUETBNEN , WEBREARENEIIKERSARE
BOMBNEXBEESTNEEE,

NMREEFRBHER  ABERENEXRFRDSANEAXIERTENEHNBELZEMREL |
MATBLARERA ST ENBICERERNERKE. fli, IRFENZRNBUERKETE
THER 9—16 i , WA BUEERER 24 U EIRE KB R MR K.,

FEEERENRKE, FRAGHREAFERE , BREEEREIRKE,

el

fRiR

S

1.

—NEMZZEERF unit FERFRIZH ENCRYPT_AND_SIGN HWEIEE. EER unit FEREEFR
R, BINZEEBRE unit ZEBENMBRBBENEIRKE.

1

I

Ll

|
/Cn

EFEETBMERENITNBEREEFERRLERZE , Mit unit FER&ELMAH 100000 NMHE—1E,

k& S & = 100000,
T E AR ER B B ICER,

2
fﬂlﬂ

FERRGIFR | TR REE R B M N TF 2—316 Z1E,

2 < number of collisions < V(Population)

2 < number of collisions < V(100,000)

b.

2 < number of collisions < 316
TEEFAKENETCEE,

EARHIP , EHRKERENT 9-16 Lz,

BRE
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number of collisions = Population * 27 (Peacon length)
a. HEEHRKE 6 EdPMHNREARETIR 2 PEENT/ME.

2 = 100’000 * 2—(beacon length)

ErE =156 3 151U
b. UEEHKE , EFFMMNMERXBETIR 2 FEHENZKAE,

316 = 100, 000 * 2—(beacon length)

EEKE =83 81
4. BEEESENRENUREBERNEIRKE.

MFET 15 WM, AN Z 2T &

. 16 1
- EHME , BN E—EFREE 1.5 MNEMBBEN,
- T2t EEMHENER HVAC RSN R RICKEFHRIAXERN TREMER 66%.
- MERE  BRFHNEXRERNE 10 XIEFRRE 15 FidF,

- 1411
- FEME , BN E—ENREFE 6.1 NHEHMBEL
- Z2M% . EEMHEMNER HVAC AN AFRICRERHRIAEN TEEMRN 33%.
- MEE . BRI NEEZBRIBERNE 10 FiZFKKE 30 FidxK,

ERERBEN

BIINEFRNZFEEEGRA N AWS BIRENZE SDK. RFF XA REREHRAER DynamoDB
IEE FiREE S

BMEBHE-NEREIRNR. BERGIE , BRENRREEENMNEN TR ERANER, 1§
REMAUENBNFZRIENFEMEE , BFEERNZNFEAR. MNTRNEHRTEEGHEE
HYEPR B FRo
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BXRERIMAREMEBEHRN RS , FS5REEET.

AR AEER

WEEEIRE |, BABRWR TRFENEIREMBETNERR. XEREERE RN ER SR
TENNEFRIENFROBHR2MEE, Fla, ZZEI%"‘E?J%?J LastName BY N3 7 B & 245
E45 , MENERBMENZR LastName,

HENERENESERREEN , BTUNEEFERERER , AWS BIEEFENE SDK FEHERRE
PRBIME R EIRIR

BB 1SR

BIINEFHNEZEEEGRE N AWS BIRENZE SDK. AFF XA RIERERAEX DynamoDB
MEEFIwRNES.

XEFUERMEZNERREEAM, EGHRIITHESFER. SlREREFEPIUTERNEZNRHE
BhH%. EEEHRNASXFZANFRHENRECSHRKIITEERNEN.

EREEEREZNFTHEFFXI. ERFEREFFREENEAGIRHEISRFBEABEENTIL
Fo EHREBEZRNAEITELRY , —BEFRENE , EHRRTERFABTHIE. £ABHREA
WicRE , LRTEEMEFNEE. BR , BN RMENE I W F BRI ER.

BEBRERE , BEEGMNZRBBEEXRANE =S, R , EREREEIRZE , EFEQ
BAWS KMS 2 ZZ AR, ENERRAR, NEMEREE-RZRE|, EXMFREUREEHREEM
AWS BIEFEINE SDK & ik, AXEZER , BSREAER.

HTEETRENERIA  BUNREEFNEAERRIIR. EREERN , BERNE MR
p L R L E L

2

- BEFEER

- RESAER

. RORE
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Bl EFR/EET

EGHRERREEPRATERNENRZE LT E, BNRENENMNZEZRIELFTBRNITHEER
o

B IETE

Java

List<StandardBeacon> standardBeaconlList = new ArraylList<>();
StandardBeacon exampleStandardBeacon = StandardBeacon.builder()
.name("beaconName")
.length(beaconLengthInBits)
.build();
standardBeaconlList.add(exampleStandardBeacon);

C#/ .NET

var standardBeaconList = new List<StandardBeacon>();
StandardBeacon exampleStandardBeacon = new StandardBeacon

{

Name = "beaconName",
Length = 10
I

standardBeaconList.Add(exampleStandardBeacon);

Rust

let standard_beacon_list = vec![

StandardBeacon: :buildexr().name("beacon_name").length(beacon_length_in_bits).build()?,

ERBEMERS , TRHENTE,
EARBH

BEERNCMEF R ERN AR

B EER 122
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EHRENTUSNEZENFRIUELFEMEE , ETEESERNENFERME, BARNRATREERN
EAEEIRATREN B FZRIELFZENER. MNTENERTREBHARNGERE. WF
HPBHERESLENIINEIREN  FSREEERET.

EHKE

HHERENEIRE HE K.

EHRKERE TAECHATENRBFEIR. EREHEESENIIANCHRENESREEM
B, BERHBEEERKE,
SRR (( ATk )

FE PR AEE PRI R F B o
ERRLARFERENISI AREFZRENRS, HENERENSERRMEEN , BUUMNEE
RERRERIR , AWS BIEE MR SDK B 31 A 2GR B ENERR.

BIEEFER

EORENFE , BEXIREENFERNBHNMEFERNIIR. FIRF RN INEELLER 5 53R AT 7R
ETEEXEFRUMBENFERNIATF, AT RFAMNRFRTEEEZE - BUCE-—TENF
B

@ Note

BINBEWEEERREFECRIIENENDFZRRETETHMHNEGR, AXEZER , HS
B IS AR o

Java

S TR RS : VirtualBeaconSearchableEncryptionExample.java

List<VirtualPart> virtualPartlList = new ArraylList<>();
virtualPartList.add(sourceFieldl);
virtualPartlList.add(sourceField2);

VirtualField virtualFieldName = VirtualField.builder()
.name("virtualFieldName")
.parts(virtualPartlList)
.build();

B EER 123


https://github.com/aws/aws-database-encryption-sdk-dynamodb//blob/main/Examples/runtimes/java/DynamoDbEncryption/src/main/java/software/amazon/cryptography/examples/searchableencryption/VirtualBeaconSearchableEncryptionExample.java
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List<VirtualField> virtualFieldlList = new ArraylList<>();
virtualFieldList.add(virtualFieldName);

C#/ .NET

SN B ARRH : VirtualBeaconSearchableEncryptionExample.cs

var virtualPartlList = new List<VirtualPart> { sourceFieldl, sourceField2 };
var virtualFieldName = new VirtualField
{

Name = "virtualFieldName",

Parts = virtualPartList

};
var virtualFieldList = new List<VirtualField> { virtualFieldName };
Rust

SN EBMAR R : virtual _beacon_searchable_encryption.rs

let virtual_part_list = vec![source_field one, source_field two];
let state_and_has_test_result_field = VirtualField::builder()
.name("virtual_field_name")
.parts(virtual_part_list)
.build()?;

let virtual_field_list = vec![virtual_field_name];

EFEARFRNBERRUIBENFTER , LTAELZER , RARBFRFERMIZEMNIE D FIRF.
ENFBENZEZRRER

EHRT2REFROMBRS. BR , HEERAGEHKN , EWHNRRIEENEXBEIANEEELZ
B 71 R ié‘\EEEE*T\E’JH‘M&ET ZIEARATBRI T 2R A,

BEFNASIUARECHEBNRZRUBENFTR., tIZESRFZR (EATUEMERSR ) WEM
FERARKEEAMMETNEZE2R 5, ZEUNREEEIRT HMRFERAIRMAEKE, HKkFH
B IR = BR R e — {ELAY 20 6 SA R B IR =2 BR 5 RE 0L 7 R BAR RN L BUR TE
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https://github.com/aws/aws-database-encryption-sdk-dynamodb/tree/main/Examples/runtimes/net/src/searchableencryption/VirtualBeaconSearchableEncryptionExample.cs
https://github.com/aws/aws-database-encryption-sdk-dynamodb/blob/main/releases/rust/db_esdk/examples/searchableencryption/virtual_beacon_searchable_encryption.rs
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BULEREEBNEMKERBEENFRNEZRETHRTBEENZ2M, SERFRIHE—E
MMBHE, ENEETEEREH, USHBLEENINFZRNEE  BERMEEEE.

EEENFTRNZEMEN , FERUAT RO

. Beacon! M FieldA ¥ iR, FieldA BAEATF o (Beacont KE) pou g

« Beacon2 H VirtualField #i&mMAX , M/G&HMH FieldA, FieldB., FieldC f FieldD #¥Ji&
Fo FieldB. FieldC M FieldD tifE—RHEEBATF 2N

WMRUTEARNE , N Beacon2 FRE Beacon1 M Beacon2 W& &1 :
N = (Beaconl length)/2

D4
N = (Beacon2 length)/2

EMAEFREF

PEGHR AR T NZEREL FRITHEERR. HE , SMNUTUARYEESERUARITEERNHK
EERE, A THEBDSALANERFAERTE , AWS BIEEME SDK B 7T U T EEHRERX , AT
E MR T AR,

(® Note

BENEHRER , BTEMA 3.2 RBESMRAR AWS HBIEENZE SDK. £ EEFRESE A0
ErrFE el BRI ELERE,

PartOnly

BN WREEIRPartOnly REEA TENEREHRNINES D, BFEEEERPartOnlytri
=L

Java

List<StandardBeacon> standardBeaconList = new ArraylList<>();
StandardBeacon exampleStandardBeacon = StandardBeacon.builder()

B EER 125
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.name("beaconName")
.length(beaconLengthInBits)
.style(
BeaconStyle.buildex()
.partOnly(PartOnly.builder().build())
.build()
)
.build();
standardBeaconList.add(exampleStandardBeacon);

C# /.NET

new StandardBeacon

{
Name = "beaconName",
Length = beaconLengthInBits,
Style = new BeaconStyle
{

PartOnly = new PartOnly()

}

}

Rust

StandardBeacon: :builder()
.name("beacon_name")
.length(beacon_length_in_bits)

.style(BeaconStyle: :PartOnly(PartOnly: :builder().build()?))

.build()?

Shared

RANBERT , BMREGHBLER —IME—H HMAC ZHATERITE. it , BREXNKEHR
MEIAREEIRN IR FBRIITHEFRER, EXLHNIREREIRShared AR B 5 —MrESIRAY

HMAC ZH#ETITE.

Flan , MBREEENbeaconl FEREEFZRHITLLR |, BE X beacon2 W fEH¥Kbeacon2H HMAC

Z4AH Tt Ebeaconl®Shared{E#r,

BB EERR
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® Note

EEEEfISharedEtrzl , FERENZTENMMERFR, SharedSHRARELE A A
RN EXBEESTNRITERE, flln, EMNTRLBTHERZTFRISHEMNEX
ANME,

Java

List<StandardBeacon> standardBeaconList = new ArraylList<>();
StandardBeacon exampleStandardBeacon = StandardBeacon.builder()
.name("beacon2")
.length(beaconLengthInBits)
.style(
BeaconStyle.builder()
.shared(Shared.builder().other("beaconl").build())
.build()
)
.build();
standardBeaconList.add(exampleStandardBeacon);

C# /.NET

new StandardBeacon

{
Name = "beacon2",
Length = beaconLengthInBits,
Style = new BeaconStyle
{

Shared = new Shared { Other = "beaconl" }

}

}

Rust

StandardBeacon: :buildex()
.name("beacon2")
.length(beacon_length_in_bits)
.style(BeaconStyle: :Shared(
Shared: :builder().other("beaconl").build()?,
))
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.build()?

AsSet

RIMERT , MRFRER—INES , W AWS BIEEMNR SDK £t EiZE SR /NMRESR.
Il , BT ERITERMBRFERCONTAINS(a, :value)EaWE, BN NI ESIRAsSetit&E&E
EHFENRMTENENMOEGHE , AEEREENESEHETBE P, X&F , AWS BIEE

% SDK FR AT LA AITEICONTAINS (a, :value),

EEXAsSettrEENR , EFEFHARLAKRBARN LA , IFCIFREAERNERKE.
MREUEGEHRENRERR , MERENTRARD TAXAKRE,

® Note

EEREBEAsSetEmal , FERENZEMMEEEFRRK, AsSetStRrAIaESE M AT LR
ANBEXRBEESTNEIHESE. Sl , ENARSEREXAREN KN,

Java

List<StandardBeacon> standardBeaconlList = new ArraylList<>();
StandardBeacon exampleStandardBeacon = StandardBeacon.builder()
.name("beaconName")
.length(beaconLengthInBits)
.style(
BeaconStyle.builder()
.asSet(AsSet.builder().build())
.build()
)
.build();
standardBeaconList.add(exampleStandardBeacon);

C# /NET

new StandardBeacon
{
Name = "beaconName",
Length = beaconLengthInBits,
Style = new BeaconStyle
{
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AsSet = new AsSet()

Rust

StandardBeacon: :builder()
.name("beacon_name")
.length(beacon_length_in_bits)
.style(BeaconStyle: :AsSet(AsSet::builder().build()?))
Lbuild()?

SharedSet

E N R EEIRSharedSetE 4 TSharedMAsSetE %k , @B A U EES MF R MR EIN
THEER, X, AWS BIEEINE SDK LR ITEE , CONTAINS(a, b)HAFaZMEE
HMbMBZEFER,

(® Note

EBEESharedEirzal , BERENZ S MMBEER, SharedSet{SIRAIELIE N
AILURBIMNEXBIBEESHFNRITEEE, Hl0 , ENIFRESE RA XANE R K/ ek HHLe
EFEREEHERMNEXAE,

Java

List<StandardBeacon> standardBeaconlList = new ArraylList<>();
StandardBeacon exampleStandardBeacon = StandardBeacon.builder()
.name("beacon2")
.length(beaconLengthInBits)
.style(
BeaconStyle.builder()
.sharedSet(SharedSet.builder().other("beaconli").build())
.build()
)
.build();
standardBeaconlList.add(exampleStandardBeacon);
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C# |.NET

new StandardBeacon

{
Name = "beacon2",
Length = beaconLengthInBits,
Style = new BeaconStyle
{

SharedSet = new SharedSet { Other = "beaconl" }

}

}

Rust

StandardBeacon: :buildex()
.name("beacon2")
.length(beacon_length_in_bits)
.style(BeaconStyle: :SharedSet(
SharedSet::builder().other("beaconl").build()?,

)
.build()?

BREESHER

SEERAEXFHNFHAENFEGHRRINITERNREERE , AINENRS|IREARTDT
EANEREEGFAEFBERNFTRAS. ESEFTLUBTENCRYPT_AND_SIGNSIGN_ONLY,
FISIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXTFERHE, BU4MNESEHRTETENE /N ME
F ROl BN AEE IR

(® Note

BMNBUGEERBEECIRIIENESENRRETETHHNG R, AXESER | 5
B S PR

IR BB L
Java

ESFEMEE
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UTREIEEEEREEPAME N MENESENBESIR.

List<CompoundBeacon> compoundBeaconlList = new ArraylList<>();
CompoundBeacon exampleCompoundBeacon = CompoundBeacon.buildexr()
.name (" compoundBeaconName")
.split(".")
.encrypted(encryptedPartlList)
.signed(signedPartlList)
.constructors(constructorList)
.build();
compoundBeaconList.add(exampleCompoundBeacon);

EFRARANE X

UTRBIEGHRRAFEREL T MENEERNHBHIIR. BREXNBIMREANESEE , S
58 fi£ A 5 %% o

List<BeaconVersion> beaconVersions = new ArraylList<>();
beaconVersions.add(

BeaconVersion.builder()
.standardBeacons(standardBeaconList)
.compoundBeacons(compoundBeaconList)
.encryptedParts(encryptedPartList)
.signedParts(signedPartlList)
.version(1l) // MUST be 1
.keyStore(keyStore)
.keySource(BeaconKeySource.buildexr()

.single(SingleKeyStore.builder()

.keyId(branchKeyId)
.cacheTTL(6000)
.build())
.build())
.build()
);
C#/ .NET

EETEMNARBRHAl . BeaconConfig.cs

ESEMEE

LT REIEESEREEFAME L INZEMERNWBHETIR.

RESARR 5


https://github.com/aws/aws-database-encryption-sdk-dynamodb/tree/main/Examples/runtimes/net/src/searchableencryption/complexexample/BeaconConfig.cs
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var compoundBeaconList = new List<CompoundBeacon>();
var exampleCompoundBeacon = new CompoundBeacon

{
Name = "compoundBeaconName",
Split = ".",
Encrypted = encryptedPartlList,
Signed = signedPartlist,
Constructors = constructorlList
I

compoundBeaconList.Add(exampleCompoundBeacon);

EFRARANE X

UTRBIEGHRRAFEREL T MENEERNHBHIIR. BREXNBIMREANESEER | BS
58 fi£ 1 15 %% o

var beaconVersions = new List<BeaconVersion>

{

new BeaconVersion
{
StandardBeacons = standardBeaconList,
CompoundBeacons = compoundBeaconlList,
EncryptedParts = encryptedPartsList,
SignedParts = signedPartslList,
Version = 1, // MUST be 1
KeyStore = keyStore,
KeySource = new BeaconKeySource
{
Single = new SingleKeyStore
{
KeyId = branchKeylId,
CacheTTL = 6000

};
Rust
EEZTENAKRBERHA . beacon _config.rs

ESEMEE
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https://github.com/aws/aws-database-encryption-sdk-dynamodb/blob/main/releases/rust/db_esdk/examples/searchableencryption/complexexample/beacon_config.rs
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UTREIEEEEREEPAME N MENESENBESIR.

let compound_beacon_list = vec![
CompoundBeacon: :builder()

.name (" compound_beacon_name")
.split(".")
.encrypted(encrypted_parts_list)
.signed(signed_parts_list)
.constructors(constructor_list)
.build()?

EFRMRATE X

LT ROEGHRAFLR/ELT MENELZNHMHIIR, ARXELBIREINESEER , B
158 fi£ A 15 7% o

let beacon_versions = BeaconVersion: :builder()
.standard_beacons(standard_beacon_list)
.compound_beacons(compound_beacon_list)
.encrypted_parts(encrypted_parts_list)
.signed_parts(signed_parts_list)
.version(1l) // MUST be 1
.key_store(key_store.clone())
.key_source(BeaconKeySource: :Single(
SingleKeyStore: :builder()
.key_id(branch_key_id)
.cache_tt1(6000)
.build()?,
))
.build()?;
let beacon_versions = vec![beacon_versions];

BRI EAR R ERELNIRPELNZR T MEREDT . RNBWRAREEHERANEF/ZIRF
EXMBENERNED, BXLRELNBNEZNHE  BAUELENED —R , REESINES
EHRETESCRAXEHMG, MRERTEERA —ANERCLEANHYE , WALEESEREEN
i FIRPXSEATE L . (RASEMERKSIERFENSIARSBNERED.

MPLUE L BTENEUNENSEOBEIR , WLRRGIEEDHFIR , KEEBBHFRE
AERTNES S ERRERAA ZROFE TSR,
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® Note

ELREXMZENCSERNIHBMHEIIR , LTER 3.2 RUESMRAR AWS BizE % SDK,
K2 REEMHERD 28 , KRFREEBLEFRERE,
BEEEFNBEEHEENLREXMENE LR NBHIIXR.

EREESHER , BRHEUTE,
(ElaE=E
ICHEE W E N F B E A B & o

EHRENAUSNEZENFRRELFERMEE , EFREARMNBHFERMEE, FAMNMEIRN A HER
TReEMEE, MBEHPBEERESENIRANEHEN , BSRLERETEN.
287/

AT 2 RERESERNENEST N FR,

DEFHFFRHAEHRESERNEMFREAES.
nEERFR R

RINESEMRTSER ENCRYPT_AND_SIGN FER.

BN LRI EEMMER, S0 BHLARBENEFRENIREEIROE . BT
RIEMAFZRSE , BEELARE -, NERT TEECERFIVRMEE. BIERRERENE,
Lz 58 & ERRANEME D X9 K,

BIMNEVURAURELREEAENENNELR S . MRERTEE-—NMESERPEAMBRE
AT BAE BEAR M E X NEZE . AELHNMNEZER D TRESERELNMER T EFEENEIR
A Mo

Java

List<EncryptedPart> encryptedPartList = new ArraylList<>);
EncryptedPart encryptedPartExample = EncryptedPart.buildexr()
.name("standardBeaconName")
.prefix("E-")
.build();
encryptedPartList.add(encryptedPartExample);
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C#/ .NET

var encryptedPartList = new List<EncryptedPart>();
var encryptedPartExample = new EncryptedPart
{
Name = "compoundBeaconName",
Prefix = "E-"
1
encryptedPartList.Add(encryptedPartExample);

Rust

let encrypted_parts_list = vec![
EncryptedPart: :buildexr()
.name("standard_beacon_name")
.prefix("E-")
.build()?
1;

EEFEMHFR

MAEEEHRPEENERFR.

(® Note
RO RAIEN, EUUEETSIAEAZRBHFENESET.

BN WL TEEN,. RKEMEIR. KERIPHIRIR
HISIGN_ONLYESIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXTZER, FRESLMEFERZHI
SIABEFRENES, MRENIIMHAFIRIRTRIER , WA LEEEKER , AWS BIEEMNZE SDK
FEHEAZBVMENERR. BRI KRIEENDBS B SIRAUREAFRE , EE
DM —, ELENH T TeeEMENB2 EEHENIR. BIUFEAMENE , UFZEHS
58 6GEHRREMNEMIS X5 FF kK,

BIMNEVURTRELREEAENENEZ TG, IRERTEE-IMEAERPEALZRHG
WA BAEREAEXEERGM. FELNEEITREELERELNER BT EFERNEIR
HE Mo
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Java

List<SignedPart> signedPartlList = new Arraylist<>);
SignedPart signedPartExample = SignedPart.builder()

.name("signedFieldName")

.prefix("s-")

.build();
signedPartlList.add(signedPartExample);

C#/ .NET

var signedPartslList = new List<SignedPart>

{

new SignedPart { Name = "signedFieldNamel", Prefix
"signedFieldName2", Prefix

new SignedPart { Name

I

Rust

let signed_parts_list = vec![
SignedPart::buildex()
.name("signed_field_name_1")
.prefix("s-")
.build()?,
SignedPart::buildex()
.name("signed_field_name_2")
.prefix("SF-")
.build()?,
112

& B 5 &

IIS_II }’
"SF-" )

MRAEXESEILEMENER BN TRA XN ER Y. RUTNERERKTIRPENEA

REfMERERS o

NMRERAERELNMNENE RGO WEESER , WAFREERKTIR,

MRETEREMERELNMBERER B RUWEESER , WAERHIRRTEN, NRE

REEMEEHIIR , W AWS BIEEMNE SDK FEANATRINIEEBAEESER.
- TEEXANNDGEFMEELEE RS 5 R FFHES
- FREEMZEAER S G FINE B AR ER 5 51 A9 5 Fr 5k 51
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- FRAERZ 18R BT

BMIERBBRHERBBINEFIER  ZIRELTASERN—MLHEA N, WERHK
o RBAMEIRFNIRFEREE - , BN HEEN D EZH 2R,

FNERBRB O HRBNBRRERE D , HENZE 2 EREERE S 2 AETHE R alik
W, Hlt0 , IR EFE Fieldl, Fieldl.Field2 M Fieldl.Field2.Field3 L&EREEE
¥R, B Field2 # Field3 #ri2N Wik H 6128 — &R

BIMNERBMVREEEDL —PMVEHD ., BWEFENEERBNE -0 N HEIR | XS
A LA EERFFEH BEGINS _WITH =&/,

MR- ERBNARLEFRIBFETIERF , WiZEERBR, HERE—FHICK
i, EEEREANERBIRKBECHHES TURBRANEHR TR, C2 R RBEER
BB ERBINRNIAFCRER , FAERAE NI EERH, NREMERBER
BEY , MNEHRT2EAILER.

FIANERENEAERNEEMRNEERKIRF  UBREEAEREBETR,

R TEREESE CHWHERKTIR,

1

ABIMBRBDMER D EZ—MEERRED , LEXZE 2 RE N BT,

HWERBE D B ML ARCARRNITESIRREIEF R B .

Java

ConstructorPart fieldlConstructorPart = ConstructorPart.builder()
.name("Fieldl")
.required(true)
.build();

C#/ .NET

var fieldlConstructorPart = new ConstructorPart { Name = "Fieldl", Required
= true };

Rust

let field_1_constructor_part = ConstructorPart::builder()
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2. FERLBESR1 DZNUEREBs NLRESERNSH RS X IEZWERK.

.name("field_1")
.required(true)
.build()?;

flan |, MRIBELEI Fieldl.Field2.Field3 M Field4.Field2.Field3 , M6z
FANMIERI, Fieldl A Fields #AIARMKIEm , RAENIRERNRIMNBERETE
Vi

Java

C#/

// Create a list for Fieldl.Field2.Field3 queries

List<ConstructorPart> fieldl23ConstructorPartList = new ArraylList<>();

fieldl23ConstructorPartList.add(fieldlConstructorPart);
fieldl23ConstructorPartList.add(field2ConstructorPart);
fieldl23ConstructorPartList.add(field3ConstructorPart);
Constructor fieldl23Constructor = Constructor.builder()
.parts(fieldl23ConstructorPartlList)
.build();
// Create a list for Field4.Field2.Fieldl queries

List<ConstructorPart> field421ConstructorPartList = new ArraylList<>();

field421ConstructorPartlList.add(field4ConstructorPart);
field421ConstructorPartlList.add(field2ConstructorPart);
field421ConstructorPartlList.add(fieldlConstructorPart);
Constructor field421Constructor = Constructor.builder()
.parts(field421ConstructorPartlList)
.build();

NET

// Create a list for Fieldl.Field2.Field3 queries
var fieldl23ConstructorPartList = new Constructor
{
Parts = new List<ConstructorPart> { fieldlConstructorPart,
field2ConstructorPart, field3ConstructorPart }
};
// Create a list for Field4.Field2.Fieldl queries
var field421ConstructorPartList = new Constructor
{
Parts = new List<ConstructorPart> { field4ConstructorPart,
field2ConstructorPart, fieldlConstructorPart }

I
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Rust

// Create a list for fieldl.field2.field3 queries

let fieldl_field2_field3_constructor = Constructor::builder()

.parts(vec![
fieldl_constructor_part,
field2_constroctor_part.clone(),
field3_constructor_part,

D)
.build()?;

// Create a list for field4.field2.fieldl queries

let field4_field2_fieldl_constructor = Constructor::builder()

.parts(vec![
field4_constructor_part,
field2_constroctor_part.clone(),
fieldl_constructor_part,

1
.build()?;

3. HIE-—IEEKIIR, HPIBLEDR 2 HOIBN A ERE

Java

List<Constructor> constructorList = new ArraylList<>();
constructorList.add(field123Constructor)
constructorList.add(field421Constructor)

C#/ .NET

var constructorlList = new List<Constructor>

{
fieldl23Constructor,
field421Constructor

};
Rust

let constructor_list = vec![
fieldl_field2_field3_constructor,
field4_field2_fieldl_constructor,

BEEAEN

139



AWS ##EE hnZ SDK FRARER

17

4. ¥TEconstructorList{AmitlEZE & Er.

R E

BIMNWEFIRNZFEESES RN AWS BIEEME SDK. AFEARERENRHEAR DynamoDB
MEEFIRES.

LT RENERIMAE B EEHMESEIT. UATEHREFTRHEIRKE. NFEHPBEESENEEN
BHhKE , BZREEERKE,

EEFERMABRENERAGENTERBRA , HSH LK aws-database-encryption-sdk-
dynamodb 1Zf&E H#Y Java, .NET M Rust AT EMEZRHl, GitHub

F&
« PREERR

- ERER

FRAEEFR
MREBE inspector_id_lasts FERHPERBEWITE D , FEHUTHE B ERESET

Java

List<StandardBeacon> standardBeaconlList = new ArraylList<>();
StandardBeacon exampleStandardBeacon = StandardBeacon.buildexr()
.name("inspector_id_last4")
.length(beaconLengthInBits)
.build();
standardBeaconlList.add(exampleStandardBeacon);

C#/.NET

var standardBeaconList = new List<StandardBeacon>>);
StandardBeacon exampleStandardBeacon = new StandardBeacon

{

Name = "inspector_id_last4",
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Length = 10
};

standardBeaconList.Add(exampleStandardBeacon);

Rust

let last4_beacon = StandardBeacon::builder()
.name("inspector_id_last4")
.length(10)
.build()?;

let unit_beacon = StandardBeacon::builder().name("unit").length(30).build()?;

let standard_beacon_list = vec![last4_beacon, unit_beacon];

E8EHR

MR EH inspector_id_last4 #M inspector_id_last4.unit E&Eif UnitInspection #iE
E, BFEAUTEREVNE—INESER. LESEHRRFTENEDD .

Java

// 1. Create standard beacons for the inspector_id_last4 and unit fields.
List<StandardBeacon> standardBeaconList = new ArraylList<>);
StandardBeacon inspectorBeacon = StandardBeacon.builder()
.name("inspector_id_last4")
.length(beaconLengthInBits)
.build();
standardBeaconList.add(inspectorBeacon);

StandardBeacon unitBeacon = StandardBeacon.builder()
.name("unit")
.length(beaconLengthInBits)
.build();

standardBeaconList.add(unitBeacon);

// 2. Define the encrypted parts.
List<EncryptedPart> encryptedPartList = new ArraylList<>);

// Each encrypted part needs a name and prefix
// The name must be the name of the standard beacon

Tl EE 141



AWS ##EE hnZ SDK FRARER

// The prefix must be unique
// For this example we use the prefix "I-" for "inspector_id_last4"
// and "U-" for "unit"
EncryptedPart encryptedPartInspector = EncryptedPart.builder()
.name("inspector_id_last4")
.prefix("I-")
.build();
encryptedPartlList.add(encryptedPartInspector);

EncryptedPart encryptedPartUnit = EncryptedPart.builder()
.name("unit")
.prefix("U-")
.build();

encryptedPartlList.add(encryptedPartUnit);

// 3. Create the compound beacon.
// This compound beacon only requires a name, split character,
// and list of encrypted parts
CompoundBeacon inspectorUnitBeacon = CompoundBeacon.builder()
.name("inspectorUnitBeacon")
.split(".")
.sensitive(encryptedPartlList)
.build();

C#/.NET

// 1. Create standard beacons for the inspector_id_last4 and unit fields.
StandardBeacon inspectorBeacon = new StandardBeacon
{
Name = "inspector_id_last4",
Length = 10
};
standardBeaconList.Add(inspectorBeacon);
StandardBeacon unitBeacon = new StandardBeacon
{
Name = "unit",
Length = 30
};

standardBeaconList.Add(unitBeacon);

// 2. Define the encrypted parts.
var last4EncryptedPart = new EncryptedPart
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// Each encrypted part needs a name and prefix
// The name must be the name of the standard beacon
// The prefix must be unique
// For this example we use the prefix "I-" for "inspector_id_last4"
// and "U-" for "unit"
var last4EncryptedPart = new EncryptedPart
{
Name = "inspector_id_last4",
Prefix = "I-"
I
encryptedPartList.Add(last4EncryptedPart);

var unitEncryptedPart = new EncryptedPart
{
Name = "unit",
Prefix = "U-"
};
encryptedPartList.Add(unitEncryptedPart);

// 3. Create the compound beacon.

// This compound beacon only requires a name, split character,
// and list of encrypted parts

var compoundBeaconList = new List<CompoundBeacon>>);

var inspectorCompoundBeacon = new CompoundBeacon

{
Name = "inspector_id_last4",
Split = ".",
Encrypted = encryptedPartlList
};

compoundBeaconList.Add(inspectorCompoundBeacon);

Rust

// 1. Create standard beacons for the inspector_id_last4 and unit fields.
let last4_beacon = StandardBeacon::builder()

.name("inspector_id_last4")

.length(10)

.build()?;

let unit_beacon = StandardBeacon::builder().name("unit").length(30).build()?;

let standard_beacon_list = vec![last4_beacon, unit_beacon];
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// 2. Define the encrypted parts.
// The name must be the name of the standard beacon
// The prefix must be unique
// For this example we use the prefix "I-" for "inspector_id_last4"
// and "U-" for "unit"
let encrypted_parts_list = vec![
EncryptedPart::builder()
.name("inspector_id_last4")
.prefix("I-")
.build()?z,
EncryptedPart::builder().name("unit").prefix("U-").build()?,
iy

// 3. Create the compound beacon
// This compound beacon only requires a name, split character,
// and list of encrypted parts
let compound_beacon_list = vec![CompoundBeacon: :buildex()
.name("last4UnitCompound")
.split(".")
.encrypted(encrypted_parts_list)
.build()?];

EREFR

BMNNEFRNZFECESR BN AWS BIEEME SDK, AFRARERENREAX DynamoDB
MEE S IRNES.

EHEELTERZERNTNENYEFEDNTERMNZNICR, EIREEERERNVMBEEFXI, &
NAVREFETEENEAGIRASRHBEAREENHICR, SMEREFERNANEITE LR ,
—BFRENE  SRRTERFUBRIE. CREREBEAMNCRE  BRTEEFREHRNEE, B
=, B BUR AN INEIC 3 R AV T F BN D ET (B4R

BEERE K BL4MRETHATEIR , AR A BERREEHXNEHRRITER,
1. BIE AWS KMS 2 EHHAR

BERTERNME , BAER AWS KMS DEBATRER, MEMBRER TR ERNOLE
il
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BEEE , LRD EEZEARTRFAHEBEN 2 ZEZHIE,

BXAMAZRESERERAINESEAEE , BSRACA EEANHTIEENMNE,

TE SUEPRARA

EE& M keyStorekeySource, . BERENMBEREGHNIIR, BRENMEESERN
ik, MBI MR, LR NIRFERERE, DAREBHEREEE 1. BXELEN
keySource WIS , BZH ENLENERERR,

BT Java RAIE X EHEFBRBENBIFRE, UEHBELSHPBRBEENERERE  F2HEZ
M/ BEEN TERMNE,

Java

List<BeaconVersion> beaconVersions = new ArraylList<>();
beaconVersions.add(

BeaconVersion.builder()
.standardBeacons(standardBeaconList)
.compoundBeacons(compoundBeaconList)
.encryptedParts(encryptedPartslList)
.signedParts(signedPartslList)
.version(1l) // MUST be 1
.keyStore(keyStore)
.keySource(BeaconKeySource.builder()

.single(SingleKeyStore.builder()

.keyId(branchKeyId)
.cacheTTL(6000)
.build())
.build())
.build()
);
C#/ .NET

var beaconVersions = new List<BeaconVersion>

{

new BeaconVersion

{

StandardBeacons = standardBeaconList,
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CompoundBeacons = compoundBeaconlList,
EncryptedParts = encryptedPartsList,
SignedParts = signedPartslList,
Version = 1, // MUST be 1

KeyStore = branchKeyStoreName,
KeySource = new BeaconKeySource

{
Single = new SingleKeyStore
{
KeyId = branch-key-id,
CacheTTL = 6000
}
}
}
};
Rust

let beacon_version = BeaconVersion::builder()
.standard_beacons(standard_beacon_list)
.compound_beacons(compound_beacon_list)
.version(l) // MUST be 1
.key_store(key_store.clone())
.key_source(BeaconKeySource: :Single(
SingleKeyStore: :builder()
// “keyld' references a beacon key.
// For every branch key we create in the keystore,
// we also create a beacon key.
// This beacon key is not the same as the branch key,
// but is created with the same ID as the branch key.
.key_id(branch_key_id)
.cache_tt1(6000)
.build()?z,
))
.build()?;
let beacon_versions = vec![beacon_version];

3. BE=4£X%S

BEERE , S AEERERREMEIRN -RRE| , RAETRERNEZNTR, BXEZELE , F
SR BIEAEHREE - RZRK5l,

4. ENEWNIMERE
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KB A TSR EERNATE ZBRARIEHN ENCRYPT_AND_SIGN., ATFHIEEHRNATE HittF &
EBATHFRIZSIGN_ONLYZSIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT,

5. EE AWS BUIEFEIN® SDK & ik

Efil BR P EM DynamoDB RHHIRIE K AWS BIBEMNZE SDK B iR , 152 DynamoDB
# Java & Fim N,

BHER

BEENEHRRERET BRBHITHNERNRE, MEGHKEARERAREARMNTHERR, £8
EARNAE X FRENFHRMITEEIRKIITEERNER, EWNBNEIER , BB REREN.

BRELBAMOECHNE , IEERISHERNERHAN. BMOESHNAIMEENBAXXEERT
N REH HVMAC #5%, At , FREBHEERITUTENR,

* beaconl = beacon2

 beaconl IN (beaconZ2)

« value IN (beaconl, beacon2, ...)

» CONTAINS(beaconl, beacon2)

ESERAUMITUTER,

« BEGINS_WITH(a) , E# a RM TILENESENRTLANZERNTEE, EBTEMEH
BEGINS_WITH EERIRRLUESEFFAERFLNE, B2 , B/ LAFEH BEGINS_WITH(S_ ) , H
B S RBTICERNESERT AN TR,

« CONTAINS(a) , Ed a R TICENESGIFEENZRNTEE, BTREMERH CONTAINS &
FRREERErFHERENEFNEILR,
BN | BT EEMITEH CONTAINS(path, "a" , Hi a R T ENEHHE,

s BOLHBRESERNESEN D, LBRESBWI o |, B LUERF INZE I 9 W ET &M B — N2
NEEZHDHF , EFEEEMNERNFIENHRZRNE,

Flan | OB EBEZEZNE D HI signedFieldl = signedField2 = value IN
(signedFieldl, signedField2, ...) #{1&#,
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IBE T L B & signedFieldl.A_ = signedField2.B_ RHEBRBZE B2 MMZE 2D KI8T
2o

« field BETWEEN a AND b, He a Ml b REEB 0. B LUEERF NP5 B BTSN E| — =k
ENERErH , EFEEEEMNERHFETRENRFERNE,

BURRANEEEIENERTIENENT D AMEEK. flw, WREMNFNFE encryptedField
M signedField W& T —MNEAEHR compoundBeacon , MEEWEIRFNSLRNEBE RN XF N5 B
OIS

compoundBeacon = E_encryptedFieldValue.S_signedFieldValue

ZHPREENTERINE

BINNEFIRNZFEESES RN AWS BIEFEMNE SDK. FAFEARERENGRHEAR DynamoDB
MEEFIRNES.

BEEREERSIAERNNER , XHEH AWS KMS 2 EZ4FH, 2 AWS KMS ZZ4ATR4E/K. i
ZHNBEZEATRPIEEZNBERN. cRUEATERECEHNENREH. EZHPBEESPER AWS
KMS 2 RN , SEMNEFHBETEN S XZHANEREH. EEASHAPBEEREPNMBELRE |

HIEERTERFIERERNERZBHAM . BXEZEER , 155/ the section called “fE A 9 E %
AT ERME,

EAZHPBREEENLEREAN , FEELCRENAMBMESHNIIR, CRENIEES

ERMSIR, ERMRAF keySource, BAFFERBZHARENN MultiKeyStore , HBIE
keyFieldName, — At EHRBARFNEFLEFNENEEHRBARFNRAEFTAD,

MEZEREFMEIZNER , MATFEIEELRN compoundBeaconList ., LHE
ME—TE4EHR, BTXMSIGN_AND _INCLUDE_IN_ENCRYPTION_CONTEXTERHITE
5|SIGN_ONLYMIITEZREH,

Java

List<BeaconVersion> beaconVersions = new ArraylList<>();
beaconVersions.add(
BeaconVersion.builder()
.standardBeacons(standardBeaconList)
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.compoundBeacons(compoundBeaconList)
.version(1l) // MUST be 1
.keyStore(branchKeyStoreName)
.keySource(BeaconKeySource.buildexr()
.multi(MultiKeyStore.builder()
.keyFieldName(keyField)
.cacheTTL(6000)
.maxCacheSize(10)
.build())
.build())
.build()
I

C#/ .NET

var beaconVersions = new List<BeaconVersion>
{
new BeaconVersion
{
StandardBeacons = standardBeaconList,
CompoundBeacons = compoundBeaconlList,
EncryptedParts = encryptedPartsList,
SignedParts = signedPartslList,
Version = 1, // MUST be 1
KeyStore = branchKeyStoreName,
KeySource = new BeaconKeySource

{

Multi = new MultiKeyStore
{
KeyId = branch-key-id,
CacheTTL = 6000,
MaxCacheSize = 10

i

Rust

let beacon_version = BeaconVersion::buildex()
.standard_beacons(standard_beacon_list)
.compound_beacons(compound_beacon_list)
.version(1l) // MUST be 1

SRS BEFENTER MR
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.key_store(key_store.clone())
.key_source(BeaconKeySource: :Multi(
MultiKeyStore: :builder()
// “keyld® references a beacon key.
// For every branch key we create in the keystore,
// we also create a beacon key.
// This beacon key is not the same as the branch key,
// but is created with the same ID as the branch key.
.key_id(branch_key_id)
.cache_tt1(6000)
.max_cache_size(10)
.build()?z,
))
.build()?;
let beacon_versions = vec![beacon_version];

keyFieldName

keyFieldName ENX F# SEMRZHREN branch-key-id WEREH , ZERZHRAT A
EHFERERo

HEFIFEREAREER |, fRAATAZIEFREREMERNEREAN branch-key-id 7
L F R

HIABERT | keyField RAERFHEREEFHNBZFER. Dat AWS abase Encryption

SDK branch-key-id M EHER R MBEHEZHFRIER , HFZEFHEERS

B, keyFieldt B EEEEHNZEZERPEIA. BATHREREES , HBE keyField #
MABZENES

&t A LA E N SIGN_ONLYZSIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXTZERE
EkeyFieldEMBRBRER , U ZFEREAEFHEREED, URXHEM , NHEBEBRQABERE
EANEEKNEBLIFF branch-key-id FHEBEE keyField #,

EHZHFBEEFWER

EHHER , EXNEEAREE keyField , LMAEEFHITEEHIENHERMEIRRAM . 47
EBESATERCEKEMNERZAREKN branch-key-id, BFREEDXHH ID HNEFHIEE
FAFFrREF M branch-key-id W B 1IEA . BUUBERUTHERE keyField BEEEHH,
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E&FEHR

BEMRT. keyField &£ &5 MM N LB,

Blan | MBEMHANFER encryptedField M signedField &S &EMR
compoundBeacon , M AT keyField AL RO EEERN, XFEEEEBXS
compoundBeacon #ITHA T &,

compoundBeacon = E_encryptedFieldValue.S_signedFieldValue.K_branch-key-id
LHER

AWS BIEE N SDK FERAMMEGHRMNESERREHTERNMBRMRAR, XLEEHRMLMED
BIFE—NNBER, BR , AWS HIEEMNE SDK XL EZER , XEEHRITUATLE T4
ZARSIGN_ONLYFFERH#ITHE. SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT

ERERAUBHENE D WE, TIRERT P keyField FREICEKF , BEALM
keyField HEXEEIR , HERAEKRVEEESEN , ZEWIN keyField EEERNERE
NEMEFNEAASE B, Hl , BALKTUTER,

keyField = K_branch-key-id AND compoundBeacon =
E_encryptedFieldValue.S_signedFieldValue

MEHBRESZER , BSHE AESEZNER
B keyField L&

MREEMBREDIEET keyField AFZFREAFHEERF , NALGIR-IMEEEN ,
ZEWFNEIRNERSX keyField WEWESE —2, MRBERHFEGR , TUARERE
keyField E&E#, fltn , BELMITUATEMR,

keyField = branch-key-id AND standardBeacon = S_standardBeaconValue
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AWS ;& F DynamoDB B EIEE % SDK

BMNWEFIRNEZFEESES RN AWS BIEEME SDK. AFRARERENREAX DynamoDB
MEEFIRNES.

& AT DynamoDB ¥y AWS BIEEMZERHF AT EITE— MM E | TitH&BE Amazon DynamoDB
BITHRMAZFIHEINE, EATF DynamoDB B AWS 3iEE % SDK REB MR NE | FEEeE%iE
EEMEBLEEURBESZPETEMLEINE , UBRBIFENERM, MEAHPHBEBIENBRSH
BREEEYWTHREZNAXBEFSRBLEIME=H , IEAWS,

® Note
AWS B IEFF in% SDK < #F PartiQL.

# DynamoDB # , RRMBEMWES. SME HEEME NES, B EMEBAESANBNNE. &
AT DynamoDB Ky AWS #IEFENZ SDK X EMNERTNE. RAF , CHEIEMITESR. &
ALEEBLERMEEENS  BEEHEZSSENZRENZERP,
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BMNNEFRNZFECSESR BN AWS BIEEME SDK, AFRARERENREAX DynamoDB
MEEFIwRNES.

&R T DynamoDB KY AWS #IEFEINE SDK XEFHFFimME , ERRBFEREIBEE XN HE
HATHNE, {82 , DynamoDB R RSBRHFHASMEYRE , RN EEFRERFIMEUEHRS
AT INFR A E BRI R ETHER,

BEBNIEBRRTHENBBRUENNARFNZEMHER, SRR EAER T DynamoDB B
AWS BIEFE % SDK MEgsmz, HaNemzaXEmMUm A &Ki%EE DynamoDB B , DynamoDB
FRRFAZRFPVTE. ENRNFE-_#HHEHEENRBERIE,

AR S5 R um AR S D02

DynamoDB X #FE#ASMNE , X2 —WARSS|[IHMZINEE , RIALLIIEE , DynamoDB A A ER KRR FE
B SAE R B X T INE H B E &G E R H TR

LIREA AWS SDK 5 DynamoDB RER , BINER T , BHBIEEET HTTPS EZEERMI&HTT
tn# , £ DynamoDB K% T R THE , AREFHME , RSB FMHE DynamoDB H,

- BRIAMNZE, DynamoDB EEBEAFTAERE , UEAA XN E#TMENRE, XEEASZAESM
IR,

- DynamoDB SIZMEEBMFZEZ, BNROE—EZ AWS KMS key BRI , ZFHLT21E AWS
Key Management Service ( AWS KMS ) & F AR IMZBIRS. BIAERT , DynamoDB 7£ DynamoDB
BREKFHER AWS HENZES , BETUEKFRIEERE—N AWS REXEZH KIBLREBHX
RIFENER D B2 BB,

- IERBBEHEHEHE ENE, SNBERRFE#EAR , DynamoDB £ MEMERYKE , 3=
BURETENE/ -HFRL, IRREFHFE , WirSBEULRAN —LEHFRFUAXEFRE
RITBES,

« EREXHFTRBEME, REF DynamoDB i, £2FXRMNZNEARFTAMESE , BSNERS
®RiFreil.

« BRI EEERTIHRNER, HEHEERSN , DynamoDB £ %S BB WK —3F2 Hm
BIREIAX A .
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- BAILARME LR, BALERERT DynamoDB B9 AWS BiEE R SDK Ut EXRMEN £
HHMOWER , SRETREM. WEBARTFERARNTE N RERNNER , SERMNZMERE
t, HEMEMEE,

« BUNBREEZATN S ABENMARP ENHE. ENBRATRRE T HRLETRBART EHNHE
ZRHARARPECHHE, EAKZEANENESIANEERER,

« EAT DynamoDB #J AWS BiEEINZ SDK FLMBZEAN K, BALUERET B P NZE LR
. FEAT DynamoDB #J AWS #iEEMNE SDK FEMBEANTE, ERaMBEMEHB TR
(P XBENHFE ) BHENEHRRE.

AWS Encryption SDK

MRAEBEMBHFMETE DynamoDB FHETE , RAEWEMAER T DynamoDB WEIEENZ SD AWS
Ko

AWS Encryption SDK  —MNEFmMEE , ARBENEBENBEERHE. RECUURPEME
HWHE , BETERTEWEE , nBEEIER. 5EAT DynamoDB B9 AWS ¥iEE & SDK
E, eLEREMBE RN TEMRE , FIR5IEMEHFE LINE AWS Encryption SDK E#4A
HiZ %8,
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MHEZLENBHME, ZEHT DynamoDB ) AWS HIEENE SDK WEHENERTINE., RE ,
THEIEMITESSE, BulEENLEEHEENSR K NMEEHEEEZEEZLEH,

MEZEARFBHEENNZY, SERVTACEERUEREMEXRRNTEY , ARMHT HORIL.
CESEBEARNITENRERNNER ( BFEFNIMERELE ) , REA - NMMBEERS -

BE,

Em#ZmE s, RESREREANERX , @ERE%. MEREEN. RNENEME. T8 (I7XE
MEEFE ) BUHNEBMAMEARBESRE, F2EXLEEHF#BREE.

BXEHAT DynamoDB B AWS BIEEMNE SDK W ITHEFRENEZEL | B3, AWS BIEEMNR
SDK WY TR E

(® Note
i@ AT DynamoDB KJ AWS #iEFE % SDK B H AT A R &R M REN RN BIGE MEZERE,

£}
- EEME
- LEWHE

m&EME

&R T DynamoDB KJ AWS #EFE N SDK XY EEEENBMHMNE (EFMBEREMEBHRAKE ) #1T
mE. EWMEMNZENELE  BEAEERE.

flgn , I B EE example M test Bk

'example': 'data',
'test': 'test-value',

MREMET example B , BERINF test Bl , ERFERUTUTHAR. MEK example Bk
BER-HEKE K MARFRH.

"example': Binary(b"'b\x933\x9a+s\xfl\xd6a\xc5\xd5\x1aZ\xed\xd6\xce\xe9X\xfO@T\xcb\x9fY
A\X9F\xF3\xc9C\x83\r\xbb\\"),
'test': 'test-value'
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BIUENEREN (2 XBNHEFR ) XFARFANERK , X DynamoDB EAEMNERPERM
Bo NZXEMNHTEBMFARME,

fEA T DynamoDB B AWS BIEEMZ SDK A A ZIRFIEREY , HBAHEBEESZES , BXRN%E,
beAh  MRBLARMRAT ER , ARZHNERTNE , ERHESIARE,

&P SR F RN E I B B (aws_dbe_head ) ., MRHERTE T 1B 2 20470
ENMEEN, BERREALEERBRIINBRTE, FHEMESHERNFZERBNE,

gt Ry=

ZREEBMER , AT DynamoDB By AWS ¥IEFENR SDK 2T EE TR HFNEESH

KIERS HMACs () MIEFEHR , MASMEHER, mEB L TXUARBHREDIFID, IWENF
ERENCRYPT_AND_SIGNHIM3BAt, SIGN_ONLYSIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXTER
INERT , ECDSA R4 TREARS , EF2H4EN. BN HVACs MIZHFHERMEITE B
¥ B % (aws_dbe_foot) A,

DynamoDB H #Y AT #% & N

EfLE Amazon DynamoDB RUMITAIE RN ME , XIER AWS KMS 7 EZAMRKRER., MEM
BEZATRPME WBEZH,. CESLRNERNMFEEFEE SearchConfig,

(® Note

MR EEREA T DynamoDB B Java BFIwMBRE |, M 45 EHEA T DynamoDB By
AWS BREBIEREME SDK API KNz, £, KRIENFZREHNREDE, DynamoDB 838k
EFimMBRIEL S DynamoDBItemEncryptor AX A8 RH NE,

ES]
- BYEREREE-REKS
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B fEAEREE =R 35
REERE , EARERBRREMEFN-RAS| , AR HERMBLE K,
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BEEBIRESHRESERE , AWS BIFEEMNER SDK SEERB PR laws_dbe_b_B14% , LAERR
SRR MRBENR. Hlan , MREFESERBE N compoundBeacon , NIEFRE TE R FREFR
79 aws_dbe_b_compoundBeacon, MIREEREDEIMECHINESEIIN =RZEKE| , MHBTE
R ERBHEEE aws_dbe_b_ B4

o XM BT 3R
ERTEMZERE, ENTXNEFBRAMNETESR, ENETRETERTERNESET.

BRIEIE IS EAEISIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXTEMSIGN_ONLY , FENEH =
BEMAR , P XNEFEE B ARMESIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT,

ENERETURECEEZNER. MRENENTREBRE TTEANEEER , MSXAEEBEY
BEMURERERRNCEZEREN. BR , AWS BIEEME SDK TN ELENERR
hhaws_dbe_b_gi%. BIEENERERET FTRANEREN , CURAFEERE-RRSINIE
REEEBMERT.

ity = J R 5|
A3t — 4 3R 5| BV BE 8 AT LA R AR PR

WMRENBEFRIEERFIE , REMUMA String. MRENBFRIEEHEBHRESHER , MMM
EEEFHEMNEE aws_dbe_b_ TR, MREEELEER , WiFEETESEANRNE
PRE FRo

2R=HER

2RZRFRE|IN T XENBEFRE T LLRER.

MREND XBRPEFRIEERER , WRBEMMNA String. WRENEFRIEEEEIRIESE
R, MAREREEEHREMNEE aws_dbe_b_ BIR. MREEELEER , NWEEETEZ ST
AR SREV S HR B FRo

BHRE

BERMNREFI -RREINEEER. RNDXBNIEFREKRFIRSIF ; BTN
BREAMBEMUXENAEFNERNER, DynamoDB NE R RER =T TREIAE
I : KEYS_ONLY, INCLUDE # ALL,

WMEMEA INCLUDE BMEREEGHRLHTER , WEXLMIEEMEEIRFTA
WATEB M B MUK EE aws_dbe_b_ BIERMERE M. Hlwn , nRES

fieldl, field2 # field3 BLE T E&1E4F compoundBeacon , M AFMERFHIEE
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—RREIRAEEAREFERNEENEME , B —RREI AT AEREMAEE,

AHAS Rk H

MREEETESENRIERAEUFTEME T ER , BIEWEHEIER DynamoDB &2 B R UEIX £15
REARSE TN,

AWS ﬁﬁﬁﬂﬂ& SDK £ #t#DynamoDbEncryptionTransforms RS AT & BIEX B #LZ M & & 545
1T PR BERR

A BE L 7 BY

DTRBEBIZEMNRATE , £/ D ynamoDB RIMNEHEE X DynamoDbEncryptionTransformsiR
%, FERIM{TResolveAttributesEARKIEEINF R R B~ £ H .

Java

BETENNRB RS : VirtualBeaconSearchableEncryptionExample.java

// Create test items

final PutItemRequest itemWithHasTestResultPutRequest = PutItemRequest.builder()
.tableName(ddbTableName)
.item(itemWithHasTestResult)
.build();

final PutItemResponse itemWithHasTestResultPutResponse
ddb.putItem(itemWithHasTestResultPutRequest);

final PutItemRequest itemWithNoHasTestResultPutRequest = PutItemRequest.builder()
.tableName(ddbTableName)
.item(itemWithNoHasTestResult)
.build();

final PutItemResponse itemWithNoHasTestResultPutResponse =
ddb.putItem(itemWithNoHasTestResultPutRequest);

// Define the DynamoDbEncryptionTransforms service
final DynamoDbEncryptionTransforms trans = DynamoDbEncryptionTransforms.builder()
.DynamoDbTablesEncryptionConfig(encryptionConfig).build();

// Verify configuration
final ResolveAttributesInput resolvelnput = ResolveAttributesInput.builder()
.TableName(ddbTableName)
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.Item(itemWithHasTestResult)
.Version(1)
.build();
final ResolveAttributesOutput resolveOutput = trans.ResolveAttributes(resolveInput);

// Verify that VirtualFields has the expected value
Map<String, String> vf = new HashMap<>();

vf.put("stateAndHasTestResult", "CAt");
assert resolveOutput.VirtualFields().equals(vf);

C#/.NET

S N ERBMRFB RS : VirtualBeaconSearchableEncryptionExample.cs.

// Create item with hasTestResult=true
var itemWithHasTestResult = new Dictionary<String, AttributeValue>
{
["customer_id"] = new AttributeValue("ABC-123"),
["create_time"] = new AttributeValue { N = "1681495205" 1},
["state"] = new AttributeValue("CA"),
["hasTestResult"] = new AttributeValue { BOOL = true }
};

// Create item with hasTestResult=false
var itemWithNoHasTestResult = new Dictionary<String, AttributeValue>
{
["customer_id"] = new AttributeValue("DEF-456"),
["create_time"] = new AttributeValue { N = "1681495205" 1},
["state"] = new AttributeValue("CA"),
["hasTestResult"] = new AttributeValue { BOOL = false }
I

// Define the DynamoDbEncryptionTransforms service
var trans = new DynamoDbEncryptionTransforms(encryptionConfig);

// Verify configuration
var resolveInput = new ResolveAttributesInput

{
TableName = ddbTableName,
Item = itemWithHasTestResult,
Version = 1

};

var resolveOutput = trans.ResolveAttributes(resolveInput);
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// Verify that VirtualFields has the expected value
Debug.Assert(resolveOutput.VirtualFields.Count == 1);
Debug.Assert(resolveOutput.VirtualFields["stateAndHasTestResult"] == "CAt");

Rust

S TR RSB : virtual _beacon_searchable_encryption.rs.

// Create item with hasTestResult=true
let item_with_has_test_result = HashMap::from([

(
"customer_id".to_string(),
AttributeValue::S("ABC-123".to_string()),
Iy
"create_time".to_string(),
AttributeValue::N("1681495205" .to_string()),
Iy

("state".to_string(), AttributeValue::S("CA".to_string())),
("hasTestResult".to_string(), AttributeValue::Bool(true)),
1);

// Create item with hasTestResult=false
let item_with_no_has_test_result = HashMap::from([

(
"customer_id".to_string(),
AttributeValue::S("DEF-456".to_string()),
),
(
"create_time".to_string(),
AttributeValue::N("1681495205" .to_string()),
),

("state".to_string(), AttributeValue::S("CA".to_string())),
("hasTestResult".to_string(), AttributeValue::Bool(false)),
1);

// Define the transform service
let trans = transform_client::Client::from_conf(encryption_config.clone())?;

// Verify the configuration

let resolve_output = trans
.resolve_attributes()
.table_name(ddb_table_name)
.item(item_with_has_test_result.clone())
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.version(1)
.send()
.await?;

// Verify that VirtualFields has the expected value

let virtual_fields = resolve_output.virtual_fields.unwrap();
assert_eq!(virtual_fields.len(), 1);
assert_eq!(virtual_fields["stateAndHasTestResult"], "CAt");

Wit ESER

DTFREEET —MURTE , £/ D ynamoDB RINFEEEE
XDynamoDbEncryptionTransformsfRs , &R T ffilResolveAttributesEARRKIEE &1E
MHREFETHENGE .,

Java

BEETEMNNRBRA : CompoundBeaconSearchableEncryptionExample.java

// Create an item with both attributes used in the compound beacon.

final HashMap<String, AttributeValue> item = new HashMap<>();
item.put("work_id", AttributeValue.builder().s("9ce39272-8068-4efd-a211-
cd162ad65d4c") .build());

item.put("inspection_date", AttributeValue.builder().s("2023-06-13").build());
item.put("inspector_id_last4", AttributeValue.builder().s("5678").build());
item.put("unit", AttributeValue.builder().s("©11899988199").build());

// Define the DynamoDbEncryptionTransforms service
final DynamoDbEncryptionTransforms trans = DynamoDbEncryptionTransforms.builder()
.DynamoDbTablesEncryptionConfig(encryptionConfig).build();

// Verify configuration
final ResolveAttributesInput resolvelnput = ResolveAttributesInput.builder()
.TableName(ddbTableName)
.Item(item)
.Version(1)
.build();

final ResolveAttributesOutput resolveOutput = trans.ResolveAttributes(resolveInput);

// Verify that CompoundBeacons has the expected value
Map<String, String> cbs = new HashMap<>();
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cbs.put("last4UnitCompound", "L-5678.U-011899988199");

assert resolveOutput.CompoundBeacons().equals(cbs);

// Note : the compound beacon actually stored in the table is not
"L-5678.U-011899988199"

// but rather something like "L-abc.U-123", as both parts are EncryptedParts

// and therefore the text is replaced by the associated beacon

C#/ .NET

BETEHNRB RS : CompoundBeaconSearchableEncryptionExample.cs

// Create an item with both attributes used in the compound beacon
var item = new Dictionary<String, AttributeValue>

{
["work_id"] = new AttributeValue("9ce39272-8068-4efd-a211-cdl62ad65d4c"),
["inspection_date"] = new AttributeValue("2023-06-13"),
["inspector_id_last4"] = new AttributeValue("5678"),
["unit"] = new AttributeValue('"011899988199")

b7

// Define the DynamoDbEncryptionTransforms service
var trans = new DynamoDbEncryptionTransforms(encryptionConfig);

// Verify configuration
var resolveInput = new ResolveAttributesInput

{
TableName = ddbTableName,
Item = item,
Version = 1

};

var resolveQutput = trans.ResolveAttributes(resolvelInput);

// Verify that CompoundBeacons has the expected value

Debug.Assert(resolveOutput.CompoundBeacons.Count == 1);

Debug.Assert(resolveOutput.CompoundBeacons["last4UnitCompound"] ==
"L-5678.U-011899988199");

// Note : the compound beacon actually stored in the table is not
"L-5678.U-011899988199"

// but rather something like "L-abc.U-123", as both parts are EncryptedParts

// and therefore the text is replaced by the associated beacon
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Rust

EETENRB RS : compound_beacon_searchable_encr y pt ion.rs

// Create an item with both attributes used in the compound beacon
let item = HashMap::from([

(
"work_id".to_string(),
AttributeValue::S("9ce39272-8068-4efd-a211-cdl62ad65d4c".to_string()),
),
(
"inspection_date".to_string(),
AttributeValue::S("2023-06-13".to_string()),
),
(
"inspector_id_last4".to_string(),
AttributeValue::S("5678".to_string()),
),
(
"unit".to_string(),
AttributeValue::S("011899988199".to_string()),
),

1)

// Define the transforms service
let trans = transform_client::Client::from_conf(encryption_config.clone())?;

// Verify configuration

let resolve_output = trans
.resolve_attributes()
.table_name(ddb_table_name)
.item(item.clone())
.version(1)
.send()
.await?;

// Verify that CompoundBeacons has the expected value
Dlet compound_beacons = resolve_output.compound_beacons.unwrap();
assert_eq! (compound_beacons.len(), 1);
assert_eq!(
compound_beacons["last4UnitCompound"],
"L-5678.U-011899988199"
);
// but rather something like "L-abc.U-123", as both parts are EncryptedParts

pIREREE Y
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// and therefore the text is replaced by the associated beacon

B HERE

BIMNNEFIRNZFEESES RN AWS BIEEFEMNE SDK. FAFEARERENRHEAX DynamoDB
MEEFIRNES.

£ DynamoDB B & AWS HIEEMZ SDK it |, BEEREEHIRIE, FEMZHES , D AWS atabase
Encryption SDK FAABMRERDIEMZNEEZNEYE. ELE (EF-NEF ) WEHUREZRK
MLEBEM, BETUEIATHRLZEZBUHUABERE A IHHLEREEBRERESE 2N BB,
AWS BIEENE SDK FREZEXHNATHARALZEEMERANSEFRITEMEEE. BERETS
REEMBMEF , AWS BIEEMNE SDK T4 B EF BN E MHIRE,

FEREMERE, WEWE , BEMA Encrypt and sign (MBMER). FH AWS K

FEEME SDK RFEHWIE 5 , BLENIBENCRYPT_AND_SIGNSIGN_ONLY,
HSIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXTEMEH NDO_NOTHING, {ER , Al L4 it
HITUTER,

o NHNFTENCRYPT_AND_SIGNAYSIGN_ONLY,
FISIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT/E
- BRI EEM

o JFIMABENCRYPT_AND_SIGNEME X NSIGN_ONLYER
SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT

o JHIASIGN ONLYEZXSIGN _AND INCLUDE_IN_ENCRYPTION_ CONTEXTEMEXHN
ENCRYPT_AND_SIGN

o NHNETHY DO_NOTHING B¢
o JFIMAER SIGN_ONLY BME XN SIGN_AND _INCLUDE_IN_ENCRYPTION_CONTEXT

« FFIIAHR SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT BHEE K SIGN_ONLY

ARRMFAEEEN

HEEHBRERBLE , FFAZRENER QAL EEL X LEEWENE[AER. ERERE
AFERE , BFLTEEMERNEE, BRLTEENMSATHESHRNEEEXRBENELERE, MR
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BRBRIAABEUREXRER , WHEEERZERREAINFILR, EAIUNRNIIERPIHFR
BIEFENR , ETRBETERNBERRETENZR.

SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXTE MM EZEEM

BIAMBRT , 7 XNBEFZHARMBLTI X E—IENEME. BAUERENLHMEF

E% , SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXTIAEZAWS KMS EZ4BHRH 9 X240 ID 12
MEBALURBIMNME L TXHREZFER N FH,. EXEZER , BRI EH ID NG, W0
RIZIETE THE{ATSIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXTRE M , Mo XMBEFE M th 4M
R SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT,

(® Note
EFHASIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXTiNZiR{E , HMEH AWS $hiE
FENZ SDK ) 3.3 REFRA, EENEZEZSHHBIEER 251 |, SR EABBAFIAISE
#ZSIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT,

S HETENCRYPT_AND_SIGNARYSIGN_ONLY,
FISIGN_AND INCLUDE_IN_ENCRYPTION_CONTEXTE &

BN FTAYENCRYPT_AND_SIGNSIGN_ONLY,
ZSIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXTEM , T EEBMEBRELEHEM.

B EEB BRI BDO_NOTHINGE M H G HENENCRYPT_AND_SIGNSIGN_ONLY,
Z{SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXTEMEEH A,

£ AT TR AV BE SR

WMRIEHER TableSchema EX T BRI , WEHH 8B RN B E R BIRER
o MREBXENHBEUEEREREIR , WRINBERT , B mx B HET
MEMLEE (RFZBEERERN -2 ) . MRERBNFTBEMHAITESR | WLTE

Fe@DynamoDBEncryptionSignOnlysf@DynamoDBEncryptionSignAndIncludeInEncryptionConte
EAYIIE ] =R e

ERANRER

MREBFHENTBEHRE , BRFEEIMEFNRERAWEHIRES |, Hi5
TEENCRYPT_AND_SIGNSIGN_ONLY. E{SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT#EREH
B’IE,
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BRIBREME

MREREFBFEENEY , WALELEZEEEALE , IEFEEAMNBEREFBER. S8
FLAENMNEEEAFTHEEN , ZBEEN2EREENEEEEDT. IREFRFEEFTHERZE
t, N RETELFEIE, EXAMNBHREFBREEATESEMNBBEEDBR, ENBIEENS
BEERZEMHNIE.

EFXBRI
B ENCRYPT_AND_SIGNSIGN_ONLYSIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT.
HDO_NOTHINGE t* , BEEHEHNE HIRE,

MRIEBBRE A DO_NOTHING B , FHEFZEMMAVTN AL EEEFBE, BEETEQZEY
EAFE , FFrnMRENEZEMEARLZE  LENESZEENIAAME.

R RN BIER
MREEA TableSchema X T BIRME , BRMEERNBRETERE L,
A SRR
MBEFHENLT BRI, BN QRO R BRE

I AENCRYPT_AND_SIGNE M E R NSIGN_ONLYS
SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT

EGIABENCRYPT_AND_SIGNEBHE X
FSIGN_ONLYZRSIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT , A MEHE HiR/E, BBEEH
B, BERPREESRITINBZEABRBHNIEE , BHRENBEAZBEHENHFEHRITER,

(@ Note

EFIMABENCRYPT_AND_SIGNEBME M NSIGN_ONLYE 28I , BHFAEZERIENLZLE
SRSIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT. {F{aI "] LATZfE BB ERIERY B 14 &R R AN

£ R E R EIER

MREBERAENTEMRETableSchema , BEHABEM , UEE
#@DynamoDBEncryptionSignAndIncludeInEncryptionContext; ¥ BHHEXF
‘€ @DynamoDBEncryptionSignOnlys iR,

BRIANEEM 166



AWS ##EE hnZ SDK FRARER

ERNREE

MREFHENTEMIRE , BNSNEEMXRENESRENTRERE
¥TENCRYPT_AND_SIGNHSIGN_ONLYZ{SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXTIEXI Hi&
B,

IS AESIGN_ONLYZSIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXTE
M XN ENCRYPT_AND_SIGN

EFIMASIGN_ONLYERSIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXTEME X
JHENCRYPT_AND_SIGN , AMEFHEHEMIRE. BBEFE , ERrHEUEERIBEABHNME
B, BB N EAZBEHNHFEHRITNBNER,

£ R E R EIESR

MEEBFERAEN T EMHREIETableSchema , EMNABEHEHE
BR@DynamoDBEncryptionSignOnlyZ@DynamoDBEncryptionSignAndIncludeInEncryptionConte
o

ERNREE

MBEFHENLTEHEE , FENKIEEENCRYPT_AND_SIGNH S ZE M XN E HRE
MSIGN_ONLYZSIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXTEFH.

WNINETHY DO_NOTHING it

AT BRAEAI0F DO_NOTHING BMR A £ ROXE | BWEES DO_NOTHING B HREE—N
TENME , AEEAZIBREL A TN REEZE M,

RN IR IR D BERIMBENCRYPT_AND_SIGNSIGN_ONLY,
ZSIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXTE , RAEBEHZEHENBHEEETHR
N, DO_NOTHINGI&EREER ML FHY DO_NOTHING | M,

A INFTHY DO_NOTHING BN T REUR T EAREIRFPHENA TN ASEEMERFERANENH
HITEN,

ERA AN RERBEIR

WMREMER TableSchema EX 7 E4#®R 1 , EMEA @DynamoDBEncryptionDoNothing JEREAF#T
A9 DO_NOTHING BHERMEIT IRNEIER P, NREFHEXTEMRERE , BEHENEERE
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LEEEM. BS54 MM DO_NOTHING BHREEXNEEHREME, ENEENBMALMIEEE
Ry T4 B R o

ERA AN REZREMETIR

1. fF##9 DO_NOTHING BHERME RPN REZBMIIRTD , HHBEHRNFIR.
2. HMEBELIRAMWEL.

EEREBEEERIMBENBEENZE , BLERERTSER 3.
3. ¥ #Y DO_NOTHING EHEFIMEENE M IRES.
a. MWMRMEMEA TableSchema EX TE MRV , EHEA @DynamoDBEncryptionDoNothing
JERRFF#TRY DO_NOTHING BHR MBI ERAVEIERF,

b. MBLFHENTEMIREE , BEHFENEMERE , LAESHEY. FSHKEH
DO_NOTHING EMBRESXEEHE 4.

4. HEIRIMNER,

I AR SIGN_ONLY BHHEEHRH
SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT

EFYAH SIGN_ONLY BHE XN SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT , &%4E
MBIERIE. MBEEHE , EFRHEBRIIEARENIAE , AFEENBEAZBENHERTE
%, BAZBMHNTENISEME LT XF,

WMRIEIEE TEISIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXTEM , N4 XABEFE 4 tha4Am
2 SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT,

£ R E R EIER

MRBERAENTEMRETableSchema , BSZEEXBRNBEMHRENE
#eDynamoDBEncryptionSignOnlyJy@DynamoDBEncryptionSignAndIncludeInEncryptionConte

ERANRER

MREFHELTBERE , TENRREFFHESEIERBKNEHEREM SIGN_ONLY EXH
SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT,
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I AH SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT B EXRH
SIGN_ONLY

EfFIM AR SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT BME N SIGN_ONLY , BHME
HMEMRE, BBEFE , ERrHEEERIEABRBYENIEE , HERERBEAZBENHERTS
B. BEAZEMNFERST2EEEMNE LT XXH,

EfFTASIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXTEMEXR N ZBISIGN_ONLY , H{F4HZE
EENEFSMAE N 2248 ID HA R IhEE,

£ R E R A BdE S

MBEEBFEHEN T EMIRIETableSchema , HNSZEMXBKNEMHIRENE
#eDynamoDBEncryptionSignAndIncludeInEncryptionContext¥@DynamoDBEncryptionSignOr

ERANRER

MREFHELTBHERE , BTENRRETFHSE RN EEREM
SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT E#7 SIGN_ONLY,

AWS 5& AT DynamoDB BYEIEEE % SDK o] A4GiEES

iE AT DynamoDB #J AWS $iEENE SDK EATUTHREES. BETEENESTHEE , B%
BRI R EREN, BUAFERA —MEESHHTME , HEAS MBS REHTHE, BIRE
MAREZRESORNBRE, MRRXME , XEAFNEERESERNEFFHTHIR,

F&:

- Java

« NET

* Rust

Java

BIMNWEFRNZFEESERE N AWS BITEEME SDK, AFRAREENREAEX DynamoDB
IEE P iREE S
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AWS ¥JEE e SDK F&ARIEE
REBU AWML ZEHFEHER T DynamoDB B Java B iR MZEMRA 3.x. BXFERAERT
DynamoDB £ AWS $iEE % SDK #THRENIFAEE , S H LH-dynamodb FEFH Java
~l, aws-database-encryption-sdk GitHub

® Note
LTEBELSMETERT DynamoDB # Java & ik iR E R ARAS 3.X0
BINNEFRHRNZECEmS N AWS BUIEENZ SDK. AWS BIEFEMZ SDK #4E X iFH
kx DynamoDB 1% % F imhR 48

ES-]
< RREH

=P o
s B

« &M T DynamoDB B Java B i & E

- Java 5l

« A DynamoDB FRELE 9 5 F & F DynamoDB AWS B ¥k 3E FE i % SDK
« T FERTF DynamoDB K Java & F i iR FE B MR AR 3.x

FRFH
FEREEAT DynamoDB Ky Java &P in N2 FER M 3.x 281 , BEEHZ AT £REZ MLt
Java JF KRR

BEEMFEH Java 8 RE SRA, 7£ Oracle Mt £ |, ¥3 Java SE T& , R T H L% Java SE
Development Kit (JDK),

MR Oracle JDK , &AM T 8, H L% Java Cryptography Extension (JCE) Unlimited
Strength Jurisdiction Policy Files,

AWS SDK for Java 2.x

EH T DynamoDB #9 AWS HIEFE % SDK EE/ Dy namoDB B F P igiEiR, AWS SDK
for Java 2 xAJ A Z&RBANF K TEIHNZEIER,

BXEFRANER EHAT Java B9 AWS SDK , FSFEM 1.x TR E 2.x k. EAT Java iy
AWS SDK
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https://github.com/aws/aws-database-encryption-sdk-dynamodb//tree/main/Examples/runtimes/java/DynamoDbEncryption/src/main/java/software/amazon/cryptography/examples
https://www.oracle.com/java/technologies/downloads/
http://www.oracle.com/java/technologies/javase-jce8-downloads.html
http://www.oracle.com/java/technologies/javase-jce8-downloads.html
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/dynamodb-enhanced-client.html
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/migration.html
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/migration.html
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A[@X Apache Maven %18, EA T Java B9 AWS SDK {RAJ AFABANMERWKB <R EAT
Java 5 AWS SDK , tt i LA R B Bidynamodb-enhanced &R K Hi < R,

BT Java B9 AWS SDK £/ Apache Maven &%

- ESAEAN FEAT Java B AWS SDKEMER AR , 57E pom. xml XHAXTEH#HTHEA,

« ER EATF Java B9 AWS SDKHHE Amazon DynamoDB R8I 2N |, FIRBIEEFEE
RV BABEITIRYE. ¥ groupld iREXRN software.amazon.awssdk , #4§ artifactID i&
iE R dynamodb-enhanced,

@ Note
WMRIEEER AWS KMS ZAIRE AWS KMS 5 R ZAER | NIIE T E N HIR 6 BARBIC

AN

o AWS KMS fF groupId i®ENRN software.amazon.awssdk , #¥f artifactID
iﬁlﬁﬂ‘j kms,

ook
Z

BRI LA T AL EER T DynamoDB ) Java & i I B ERIMRAS 3.0
& Apache Maven

EAT Java B9 Amazon DynamoDB Encryption Client i3 Apache Maven 121t , HE B LT 4 H
TE Xo

<dependency>
<groupId>software.amazon.cryptography</groupIld>
<artifactId>aws-database-encryption-sdk-dynamodb</artifactId>
<version>version-number</version>

</dependency>

f£ A Gradle Kotlin

B TARRMNE Gradle T E WEBIE 2 , B LASEA Gradle &R T Java B Amazon
DynamoDB Encryption Client £ 75 B3 ik &t 1,

implementation("software.amazon.cryptography:aws-database-encryption-sdk-
dynamodb:version-number")
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https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/setup-project-maven.html#build-the-entire-sdk-into-your-project
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/setup-project-maven.html#modules-dependencies
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/setup-project-maven.html#modules-dependencies
https://maven.apache.org/
https://gradle.org/

AWS #¥EEF tn% SDK FRARER

FHHERX

ELRIEATF DynamoDB B Java B P im NZE | R ESR T & -dynamodb Ff#E., aws-
database-encryption-sdk GitHub

%% SDK 5 , BAEEFEREEPHN REMRBM LY aws-database-encryption-sdk-dynamodb 17 & &
By Java R"Hl, GitHub

FH&E A F DynamoDB ¥ Java B is N E

BMNNEFRNZFECER BN AWS BIEEME SDK, AFRAREENREAX DynamoDB
MEE S IRNES.

AREBNE T ERT DynamoDB #Y Java B Fim N2 FEH AR 3.x FHH —LRHBFBHEFE,

BXERERT DynamoDB K Java &P in B ERITRIENFHAEE , 56 J ava 76, -
dynamodb fFf#E R #Y Java "¥l, aws-database-encryption-sdk GitHub

£}

- B NEREF

i& i F DynamoDB #J AWS 3R % SDK FHIE MHIRE

i@ T DynamoDB KJ AWS &R t1% SDK Hy B &

£/ AWS BiERE & SDK E#iUi B

- BELEE

U1 B &P

DynamoDB AWS $¥#E B % SDK W& 02— NI #Ess. S LAERAEA T DynamoDB K Java
EFWMBZRENRA 3.x , LEZIUT AR ERN DynamoDB R B # 1T, £&. BIEMER,

DynamoDB 3838 iR & F %

&R LA A DynamoDbEncryptionInterceptor B& DynamoDB 858 & i , SUEE
DynamoDB PutItem ERERZF i Bz B #TMZEML R, F£H DynamoDB EBEEE
i, WA ERATERNBERRENELEERE. BIUREMEA DynamoDB #E A & iR,
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https://github.com/aws/aws-database-encryption-sdk-dynamodb/
https://github.com/aws/aws-database-encryption-sdk-dynamodb/
https://github.com/aws/aws-database-encryption-sdk-dynamodb//tree/main/Examples/runtimes/java/DynamoDbEncryption/src/main/java/software/amazon/cryptography/examples
https://github.com/aws/aws-database-encryption-sdk-dynamodb//tree/main/Examples/runtimes/java/DynamoDbEncryption/src/main/java/software/amazon/cryptography/examples
https://github.com/aws/aws-database-encryption-sdk-dynamodb//tree/main/Examples/runtimes/java/DynamoDbEncryption/src/main/java/software/amazon/cryptography/examples
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/dynamodb-enhanced-client.html
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/ddb-en-client-gs-tableschema.html#ddb-en-client-gs-tableschema-anno-bean
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DynamoDB 38 iR & F s 1~ > 35 Al 2 A I %2

® Note
AWS BIEENE SDK A IEXN R ERE MH TR,

{E4% DynamoDB API

& T LAE A DynamoDbEncryptionInterceptor B &K DynamoDB API , L@
DynamoDB PutItem IEREZEF KB X T B H#HITMBNMEE,

& A TUE I fE K4k DynamoDB API SR{EF /38 2= 1%,
BIX% 549 DynamoDbItemEncryptox
BAEL 5 DynamoDbItemEncryptor oA DynamoDB B A B 251 &R A9 /11 B #E 1T N ZR.

ZEZRBBEMEIE, ©EF 2% H DynamoDB PutItem 5 GetItem &K, 24FIRKi% |, BaJLUEH
BAER BIHY DynamoDbItemEncryptor E#EEENMB I 2L FEEIRY DynamoDB T B,

BIERRBIH DynamoDbItemEncryptor R F A R MZ,

BT DynamoDB #9 AWS $IEFE % SDK I EHIRIE

BHREREVPLEEELTINMENEE  BERETLS , BELILEHIEEMBELTXF , B
LW B R

® Note
EFEASIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXTHNZFRME , AJUEH AWS BiiE
FEINZ: SDK #9 3.3 REBMA, EENEZLEMBIEEL 2/ , T RMRABBLAA R
#&SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT,

R EAE KSR DynamoDB API SiBEAK BB DynamoDbItemEncryptor , MIAMFzhE LE KR
£, WMREFER DynamoDB HBEE P , WAILFZHENBHERE , LA AFERAT IR EBIESE
RER— TableSchema, AT RLEENRE , BWFEATEIRNEESR, FATEIRNHRESRR ,
BAEENNRER — X
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https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/ddb-en-client-adv-features-nested.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/Programming.LowLevelAPI.html
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/ddb-en-client-gs-tableschema.html
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® Note

ENEMHIRER , XMELEBLEEEHEBREZLBEZH. R TERELSERNFTHOASEE
M, BWEEE-—NTRENER ( Hlwne:” ) KIFREN AL EEM. 7£E L DynamoDB %43
FEMRER | FLE RS ESEIRICH DO_NOTHING WAFTEBMENEHEEHF,

{5 R E R A B SE

AT ERNEBIEZLES DynamoDB E5&R & F %M DynamoDbEncryptionInterceptor #EER
WE MR, FA T DynamoDB By AWS #EE % SDK EAFRER DynamoDB BHEERE |, ZER
AENBHRBUBEENMARFES. MAERT , REBUINNEEHINERES , TRELR
BRMNZE,

(® Note
EFHASIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXTiNZiR{E , HMEHR AWS $hiE
FENZ SDK ) 3.3 RESRAE, EENEZETSHHBIEER 251 |, SR EAIBBAFIAIE
#ZSIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT,

B < aws-database-encryption-sdk DynamoDB #EE Fim RN EZES | 58S H L GitHub BY-
dynamodb Ff#EF Y SimpleClass.java.

RIABRT , EREMEZRERME (SIGN_ONLY ) , MATEHME

MRS B FMZE ( ENCRYPT_AND_SIGN ) , HIRFEMBEMHEE XL

9 SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT , N4 XFHERFE 1t th %40

R SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT., EEHINER , BEAEERT
DynamoDB ¥ Java BEF W MZEEREXLHMEBER, il , IRZRENENSEBHHITZR |
B eDynamoDbEncryptionSignOnly F#, MRENBFEBMHTIEHATGHIEEMEZELT
XH , EFEHeDynamoDbEncryptionSignAndIncludeInEncryptionContext. MEXEER
MERETELEBFEME ( DO_NOTHING ) , i&fEA e@DynamoDbEncryptionDoNothing %%,

® Note
AWS BIEE MR SDK A X EFN#HERE EHITIRE,
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https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/ddb-en-client-gs-tableschema.html#ddb-en-client-gs-tableschema-anno-bean
https://sdk.amazonaws.com/java/api/latest/software/amazon/awssdk/enhanced/dynamodb/mapper/annotations/package-summary.html
https://github.com/aws/aws-database-encryption-sdk-dynamodb//blob/main/Examples/runtimes/java/DynamoDbEncryption/src/main/java/software/amazon/cryptography/examples/enhanced/SimpleClass.java
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/ddb-en-client-adv-features-nested.html

AWS ##EE hnZ SDK FRARER

UTFREERTBATENENCRYPT_AND_SIGNSIGN_ONLY. FIDO_NOTHINGE Mig/ERIERR,
EXERATENRERM RHBISIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT , &5
SimpleClass4.java.

@DynamoDbBean
public class SimpleClass {

private String partitionKey;
private int sortKey;

private String attributel;
private String attribute2;
private String attribute3;

@DynamoDbPartitionKey
@DynamoDbAttribute(value = "partition_key")
public String getPartitionKey() {

return this.partitionKey;

public void setPartitionKey(String partitionKey) {
this.partitionKey = partitionKey;

@DynamoDbSortKey
@DynamoDbAttribute(value = "sort_key")
public int getSortKey() {

return this.sortKey;

public void setSortKey(int sortKey) {
this.sortKey = sortKey;

public String getAttributel() {
return this.attributel;

public void setAttributel(String attributel) {
this.attributel = attributel;

@DynamoDbEncryptionSignOnly
public String getAttribute2() {
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https://github.com/aws/aws-database-encryption-sdk-dynamodb//blob/main/Examples/runtimes/java/DynamoDbEncryption/src/main/java/software/amazon/cryptography/examples/enhanced/SimpleClass4.java
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return this.attribute2;

}

public void setAttribute2(String attribute2) {
this.attribute2 = attribute?2;
}

@DynamoDbEncryptionDoNothing
public String getAttribute3() {
return this.attribute3;

}

@DynamoDbAttribute(value = ":attribute3")
public void setAttribute3(String attribute3) {
this.attribute3 = attribute3;

}

FRAT EIBRNEIERGIZE TableSchema , M TN EMNRBERFT R,

final TableSchema<SimpleClass> tableSchema = TableSchema.fromBean(SimpleClass.class);

FHE G REERIE
EFEERMEE  FEE - Map WR , BEEZNRFP , BWENKRTEEBHNEENRE,

$§E ENCRYPT_AND_SIGN AN B H#HTINZMLL, 18E SIGN_ONLY AN B H#HTEHE , B
1TiN3%, ¥EESIGN_AND INCLUDE_IN_ENCRYPTION_CONTEXTXHEBM#H{TZEZAGHAEESEME L
TXH, IRAINBEUHITZER , UL ENERTINER, $EE DO_NOTHING UZBENE 4.

P XMBEFB ST NSIGN_ONLYEKSIGN _AND_INCLUDE_IN_ENCRYPTION_CONTEXT., IR
FHEME 1 E L A SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT , M5 X M HE & 4 th %4/
2 SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT,

@ Note

E{FFASIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXTHNZR#R4E , M {ER AWS $iE
% SDK ) 3.3 EFRAE., EENEZELSHBIEERE 28 |, SR SBBAFIAIE
#SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT,
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final Map<String, CryptoAction> attributeActionsOnEncrypt = new HashMap<>();
// The partition attribute must be signed
attributeActionsOnEncrypt.put("partition_key",
CryptoAction.SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT);
// The sort attribute must be signed
attributeActionsOnEncrypt.put("sort_key",
CryptoAction.SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT);
attributeActionsOnEncrypt.put("attributel", CryptoAction.ENCRYPT_AND_SIGN);
attributeActionsOnEncrypt.put("attribute2", CryptoAction.SIGN_ONLY);
attributeActionsOnEncrypt.put("attribute3",
CryptoAction.SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT);
attributeActionsOnEncrypt.put(":attribute4", CryptoAction.DO_NOTHING);

EAF DynamoDB #9 AWS BIEEE % SDK FH I iE

/A AWS BIEE R SDK & |, 4K DynamoDB RERXENMBZEE. MHEEHFFENEIUR
THRRFHENRERELERERAF ERABIESRFITE L,

LA A DynamoDB 38R E Pk, TableSchema MR FEBBREL WA TN RERE LK
E X DynamoDB RINZEE.

final Map<String, DynamoDbEnhancedTableEncryptionConfig> tableConfigs = new
HashMap<>();
tableConfigs.put(ddbTableName,
DynamoDbEnhancedTableEncryptionConfig.builder()
.logicalTableName(ddbTableName)
.keyring(kmsKeyring)
.allowedUnsignedAttributePrefix(unsignedAttrPrefix)
.schemaOnEncrypt(tableSchema)
// Optional: only required if you use beacons
.search(SearchConfig.builder()
.writeVersion(1l) // MUST be 1
.versions(beaconVersions)
.build())
.build());

BERA
&R F &8 DynamoDB REZE R B o

A&t DynamoDB & [RIRMF , BEREAMUMBLSABERRPFRENABERE, BARWEE
EURE UINFEEFPRF DynamoDB REBEENBBRE. LABLIEEMHENEERE. EXY
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https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/ddb-en-client-gs-tableschema.html
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fRE | BEREMLANESNBNFTIEENERMELTE. MREN DynamoDB REMEMNZ B IR
& DynamoDB REXEEN , MBEXREMUTARBEZRENEIRBZR,

RTFHNAZERM

EEMNEHERIESFRIZH DO_NOTHING KB M.

AN ALZERERSFESF RBEEERFRESE 2. B RRIR  MENHeELESeS
HEEEH, RE , ERFERN , FFrHeNEEENATNREERETRAEFTERIEWHLRE T
URFEERBBLENE, ERTREMNATFHRERBEPBREM.

B LB 8 — N5 T DO_NOTHING B BAXRERELATFHNAZEE ., BETH
f£95 % DO_NOTHING BHMIEEFTRMNIR , HEANRSFEFHMERHERER ., BRI
BE—MNTRENEIER , BN e AELRRFMFH DO_NOTHING BHEMN IR, BXEZEER
BESR BN EIEER,

MREZBNFTE DO_NOTHING BHIEEMER , AIAEE —/ allowedUnsignedAttributes
BAE , ZBEFERIHEFRERZNBIXEEMNNZEUESESENERYE. BREELX
VER, TREXENATNREERE .

BREE (i)

SearchConfig FE X EFERA,

HMIETE SearchConfig FeEFEA T ZN MEH LR E o

BEEH (L)

algorithmSuiteId X AWS BIEEFEME SDK AWM ELEH.

MRIFCHBEEERELEYR, , BN AWS BIFEEMNE SOK FEARINELZENH. RAEEZERF
AES-GCM B EZHARE., BFXENBHRELEEEA. REBRINELZEHTREEATAZH
BARRF , BEANERERELEN, fl , SERFEENELEHTUFEREETERN
TR, BHX AWS BIEFEMNE SDK IRHNEEZEHNER , BSHAWS BIEENZE SDK H#
WEEEH.

B )% E ECDSA HFZEE R AES-GCM EEEH | FERMEBEBEEFMANT F Ko

.algorithmSuiteId(
DBEAlgorithmSuiteId.ALG_AES_256_GCM_HKDF_SHA512_COMMIT_KEY_SYMSIG_HMAC_SHA384)
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https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/Restore.Tutorial.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/Restore.Tutorial.html

AWS ##EE hnZ SDK FRARER

£/ AWS BIEEE % SDK E 1 B

Updateltem>d T EMZREZNIE , BIEEME SDK T2 ddb:e AWS EEFMEHZE R KT
B, &ZEA ddb: Putltem. MRFE—NEREEN Putltem ERFIAFTHIME , WHRIB HELE
BRUBWE., EMWMAJE , L&A UER CLOBBER EREFHIARMERERE .

mERERE

£ AWS BIEEZ SDK # 3.0.0 M 3.1.0 fRAHF , MR EFEESLEBEMELFISIGN_ONLY , MiZ
SN ENFIRBIRENINFHRTMEBIL. DynamoDB NMREBEEWIRF. Bt , B ZEANMEMNZ
BRIFTRELAK, MRESENREIIFSIRMES AWS BIEEMNE SDK BWIRFFRE , BIEEEH
EHIESHENE , SERIEESKK,

® Note

AWS BIEE N SDK 3.1.1 RESRAXNMEESREEMHMNEHRTHE/L , R EEEN
IiFE5E A DynamoDB KR FAE[E

MREBAWIERY , WERFREF KM IRE ST H#HIRHE R

software.amazon.cryptography.dbencryptionsdk.struc StructuredEncryptionException: & & FLEL#Y
W AFRZE,

MERWE EREREL , HEUANERZNMESTEFEARA 3.00 % 3.1.0 XENES , BEEF-dy
aws-database-encryption-sdk namodb-java #Zf# B #Y DecryptWithPermute B % , 7 & 304A1 5% Th & %
£ 4 GitHub iF4HEE.

Java 4l

BMNWEFRNZEFEESERE N AWS BITEEME SDK, AFRAREENREAEX DynamoDB
IEE P iREE S

AR R4 R #8358 R Al 62 FA S& F F DynamoDB #9 Java & i iR ERRP NARFFHHNXRIE, R
A LATE £ #Y aws-database-encryption-sdk-dynamodb Z & FER Java ROIH KRB EZ R ( HREE
oBRfBl) . GitHub

Java 179


https://docs.aws.amazon.com/amazondynamodb/latest/APIReference/API_UpdateItem.html
https://docs.aws.amazon.com/amazondynamodb/latest/APIReference/API_PutItem.html
https://docs.aws.amazon.com/AWSJavaSDK/latest/javadoc/com/amazonaws/services/dynamodbv2/datamodeling/DynamoDBMapperConfig.SaveBehavior.html#CLOBBER
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/HowItWorks.NamingRulesDataTypes.html#HowItWorks.DataTypes.SetTypes
https://github.com/aws/aws-database-encryption-sdk-dynamodb-java/tree/v3.1.1/DecryptWithPermute
https://github.com/aws/aws-database-encryption-sdk-dynamodb//tree/main/Examples/runtimes/java/DynamoDbEncryption/src/main/java/software/amazon/cryptography/examples

AWS ##EE hnZ SDK FRARER

AR RBER T A 7E RIEF B £ % Amazon DynamoDB R HEL & & A F DynamoDB #Y Java & i
n&mE, MREEEEINEMN Amazon DynamoDB RUMITEFWMNE |, BSH FRA 3.x 7 NEH
ELS

£

« f£f DynamoDB 838 & F i

- EH{ESR DynamoDB API

- FERARENR S DynamoDbltemEncryptor

{# F DynamoDB 1838 iR 2 F= i

LT REIBRT Wa4ER DynamoDB API AWM —E8% , 454 A DynamoDB #3588 & /= i
DynamoDbEncryptionInterceptor 5 AWS KMS Z4AHA %t DynamoDB &I B #1TM%R,

#& ] LA7E DynamoDB 58 R & P im P ERE AN ZAR , BRINBWRATREAHFP AWS KMS
— gﬁﬂ;o

@ Note

DynamoDB &R & Fim A X F A B ZEN %, £ DynamoDbEncryptionInterceptor &
{E4% DynamoDB API —i2fFf , MEFEA AT ERINE,

BEETEMNARBRH : EnhancedPutGetExample.java

FE 1 Bl AWS KMS ZAIR

AR R~pifEFCreateAwsKmsMrkMultiKeyringX#in®E KMS AWS KMS #4781 22 % 4A

I, CreateAwsKmsMrkMultiKeyring 77& Al 4R Z4AMBER E AL 8 KIF B AN S XE R
.

final MaterialProviders matProv = MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.buildexr().build())
.build();

final CreateAwsKmsMrkMultiKeyringInput keyringInput =

CreateAwsKmsMrkMultiKeyringInput.buildex()
.generator(kmsKeyId)
.build();

final IKeyring kmsKeyring = matProv.CreateAwsKmsMrkMultiKeyring(keyringInput);
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https://github.com/aws/aws-database-encryption-sdk-dynamodb//blob/main/Examples/runtimes/java/DynamoDbEncryption/src/main/java/software/amazon/cryptography/examples/enhanced/EnhancedPutGetExample.java

AWS #¥EEF tn% SDK FRARER

HR 2 REFEIRNBERCIEREN

LR ROIERTH ERPBIEXBE TableSchema,

I RBHRIRF IR BIEENE EBRIER LA SimpleClass.java EXH ., BXABHRETINER
MEZES , F5H EATERAEIESR,

(® Note
AWS BIEEE SDK A FXH IRERE TR,

final TableSchema<SimpleClass> schemaOnEncrypt =
TableSchema.fromBean(SimpleClass.class);

HUR 3 1 EUMEA Al BUBEBRTPLE B 1

AT ROIBRIZAA DO_NOTHING BHHAEREMFR " , HAERAZINBREL AN RERE M,
ERRBREFATE HRNBEEENBRFREZER 2. BXESZEE , 55K Allowed

unsigned attributes,

final String unsignedAttrPrefix = ":";

TR 4 AIBMBLRE
TR RBIENLT —/ tableConfigs BT , ZMRET R R DynamoDB R MEB &

LRI DynamoDB REMIEENIBEREN. BIIBWEEBRENMNZEERE DynamoDB
RABEENEEBRE. BXEZEER , 1821 EEAT DynamoDB M AWS E3EFE % SDK AN
BhE,

® Note
EFRAARRNNBERNESER , SELFENHEEHEFE SearchConfig.

final Map<String, DynamoDbEnhancedTableEncryptionConfig> tableConfigs = new
HashMap<>();
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https://github.com/aws/aws-database-encryption-sdk-dynamodb//blob/main/Examples/runtimes/java/DynamoDbEncryption/src/main/java/software/amazon/cryptography/examples/enhanced/SimpleClass.java
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/ddb-en-client-adv-features-nested.html
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tableConfigs.put(ddbTableName,
DynamoDbEnhancedTableEncryptionConfig.buildexr ()
.logicalTableName(ddbTableName)
.keyring(kmsKeyring)
.allowedUnsignedAttributePrefix(unsignedAttrPrefix)
.schemaOnEncrypt(tableSchema)
.build());

S 5 : 82 DynamoDbEncryptionIntexceptor

LR RBIFEFAZSER 4 FiY tableConfigs FRIER—MNETH

DynamoDbEncryptionInterceptor,

final DynamoDbEncryptionInterceptor interceptor =
DynamoDbEnhancedClientEncryption.CreateDynamoDbEncryptionInterceptoxr(
CreateDynamoDbEncryptionInterceptorInput.builder()
.tableEncryptionConfigs(tableConfigs)
.build()
);

5% 6 % : BIEHH AWS SDK DynamoDB % i

LTRRBIFEFRZSER 5 RREIE T — 1% AWS #9 SDK DynamoDB & Fifinterceptor.

final DynamoDbClient ddb = DynamoDbClient.builder()
.overrideConfiguration(
ClientOverrideConfiguration.buildex()
.addExecutionInterceptor(interceptor)
.build())
.build();

HI8 7 : 8] DynamoDB #BREF P ik H I ER

LT RBIERSER 6 FE|2H AWS SDK DynamoDB % i 812 DynamoDB 8B HEFi% , H 48
AT ERNBIERGER,

final DynamoDbEnhancedClient enhancedClient = DynamoDbEnhancedClient.buildexr()
.dynamoDbClient(ddb)
Lbuild();
final DynamoDbTable<SimpleClass> table = enhancedClient.table(ddbTableName,
tableSchema);
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SR 8 WRMARTMBEMNLER

LA R 6IfE A DynamoDB 8358 ik & /i3 B A DynamoDB &£ H, ZUl B KA F
DynamoDB Z B E & P im# TMBENZE,

final SimpleClass item = new SimpleClass();
item.setPartitionKey("EnhancedPutGetExample");
item.setSortKey(Q);
item.setAttributel("encrypt and sign me!");
item.setAttribute2("sign me!");
item.setAttribute3("ignore me!");

table.putItem(item);

{# K4 DynamoDB API

AR RBERIMAERATE AWS KMS ZRHHESR DynamoDB API , i&id &8 DynamoDB
PutItem HREZFFIHRNIIE BRI HTMBENZEE,

R MEREMXENZHAT , BRNBURTREAEH - AWS KMS ZHEH.

BEETENRBRA : BasicPutGetExample.java

S 1 Bl AWS KMS Z4AIR

AR RBIERACreateAwsKmsMrkMultiKeyring i #0% KMS AWS KMS Z24A 8 2 % 4A
R, CreateAwsKmsMrkMultiKeyring FZRRZANEY ERLESE XERANSXER
R,

final MaterialProviders matProv = MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
.build();
final CreateAwsKmsMrkMultiKeyringInput keyringInput =
CreateAwsKmsMrkMultiKeyringInput.builder()
.generator(kmsKeyId)
.build();
final IKeyring kmsKeyring = matProv.CreateAwsKmsMrkMultiKeyring(keyringInput);

S} 2 MEEMRE

LTRRBIENLT—/ attributeActionsOnEncrypt BRET | ZBREF R RKRIE B RHIE 112
1E,
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https://github.com/aws/aws-database-encryption-sdk-dynamodb//blob/main/Examples/runtimes/java/DynamoDbEncryption/src/main/java/software/amazon/cryptography/examples/BasicPutGetExample.java

AWS ##EE hnZ SDK FRARER

® Note

LT RBIRSHEMBEMEE L FISIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT, HIRI&E
F8E T1E{AISIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXTEM , Mo XFBEFRE M1
AIFESIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT,

final Map<String, CryptoAction> attributeActionsOnEncrypt = new HashMap<>();
// The partition attribute must be SIGN_ONLY
attributeActionsOnEncrypt.put("partition_key", CryptoAction.SIGN_ONLY);

// The sort attribute must be SIGN_ONLY
attributeActionsOnEncrypt.put("sort_key", CryptoAction.SIGN_ONLY);
attributeActionsOnEncrypt.put("attributel", CryptoAction.ENCRYPT_AND_SIGN);
attributeActionsOnEncrypt.put("attribute2", CryptoAction.SIGN_ONLY);
attributeActionsOnEncrypt.put(":attribute3", CryptoAction.DO_NOTHING);

HUR 3 1 EUMNZE R APl BUBEBRTPLE B 1

ST RBIBIE AT DO_NOTHING BHAZFEMIE " , HERAZNBELARNKEEZE L.
B BRREAEE CHANEEEHBRERESE 2N, BXESEL  H2H Alowed

unsigned attributes,

final String unsignedAttrPrefix = ":";

H], 4 . EX DynamoDB XK MZE &
T RBIESLT —A tableConfigs MRS , ZBRET &R R Itk DynamoDB R INZEL &

LRI DynamoDB REMIEBEENIBEREN. BIUIBWEERRENMNZEEZEME DynamoDB
RABEENEBERE. BXEZEELR , 1821 EEAT DynamoDB M AWS E3EFE % SDK AN
B,

(@ Note
EFATEENNERZEEN , BELAEMNBEE R TIE SearchConfigo

final Map<String, DynamoDbTableEncryptionConfig> tableConfigs = new HashMap<>();
final DynamoDbTableEncryptionConfig config = DynamoDbTableEncryptionConfig.builder()
.logicalTableName(ddbTableName)
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.partitionKeyName("partition_key")
.sortKeyName("sort_key")
.attributeActionsOnEncrypt(attributeActionsOnEncrypt)
.keyring(kmsKeyring)
.allowedUnsignedAttributePrefix(unsignedAttrPrefix)
.build();

tableConfigs.put(ddbTableName, config);

SR 5 : 4/2 DynamoDbEncryptionInterceptor

TR RBIFEFAZSE 4 Y tableConfigs €12 DynamoDbEncryptionInterceptor,

DynamoDbEncryptionInterceptor interceptor = DynamoDbEncryptionInterceptor.buildexr()
.config(DynamoDbTablesEncryptionConfig.builder()
.tableEncryptionConfigs(tableConfigs)
.build())
.build();

% 6 % : SIEHH AWS SDK DynamoDB % F i

TR RBIFERSER 5 RRIBIE T — 4% AWS #9 SDK DynamoDB & Fifinterceptor.

final DynamoDbClient ddb = DynamoDbClient.buildexr()
.overrideConfiguration(
ClientOverrideConfiguration.buildex()
.addExecutionInterceptor(interceptor)
.build())
.build();

FB, 7 : X DynamoDB RINB #ITMEMZ R

RTRAEXLT — item BREY | ZMRGT R R REIRI B HF1%5E M A DynamoDB F&H ., %W
B X% Z| DynamoDB Z BISER Fimi# T MEZEMLER,

final HashMap<String, AttributeValue> item = new HashMap<>();
item.put("partition_key", AttributeValue.builder().s("BasicPutGetExample").build());
item.put("sort_key", AttributeValue.builder().n("@").build());
item.put("attributel", AttributeValue.builder().s("encrypt and sign me!").build());
item.put("attribute2", AttributeValue.builder().s("sign me!").build());
item.put(":attribute3", AttributeValue.builder().s("ignore me!").build());

final PutItemRequest putRequest = PutItemRequest.builder()
.tableName(ddbTableName)
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.item(item)
.build();

final PutItemResponse putResponse = ddb.putItem(putRequest);

£ ARIKHI 5] DynamoDbltemEncryptor

AR RABIR Rt A E AHHE AWS KMS ZHFHNEBRES 5 DynamoDbItemEncryptor REZEX R
BT MHBEFMZR. DynamoDbItemEncryptor R¥FI B A DynamoDB &,

& A LA7E DynamoDB & RE P in P E AT A FNEZAT , BRNBURTEEAE B AWS KMS
—NEREAR,

(® Note

BAKRBIH DynamoDbItemEncryptor A FAIERMNE, H

DynamoDbEncryptionInterceptor S{K4 DynamoDB APl —&2 A , AMEFERA E R N
o

BETENRBRHA : temEncryptDecryptExample.java

FE 1 Bl AWS KMS Z4AIR

LA RpiIfEFCreateAwsKmsMrkMultiKeyringX#iin®E KMS AWS KMS #4781 22 % 4A

R, CreateAwsKmsMrkMultiKeyring FZ AR ZEAN D EBLE S XERANSXER
£,

final MaterialProviders matProv = MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.buildexr().build())
.build();
final CreateAwsKmsMrkMultiKeyringInput keyringInput =
CreateAwsKmsMrkMultiKeyringInput.buildex()
.generator(kmsKeyId)
.build();
final IKeyring kmsKeyring = matProv.CreateAwsKmsMrkMultiKeyring(keyringInput);

SR} 2: MEEMRE

LTRRBIELT—/ attributeActionsOnEncrypt BRET | ZBREF R RKRIE K ROIE 1Hi2
1E,
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https://github.com/aws/aws-database-encryption-sdk-dynamodb//blob/main/Examples/runtimes/java/DynamoDbEncryption/src/main/java/software/amazon/cryptography/examples/itemencryptor/ItemEncryptDecryptExample.java

AWS ##EE hnZ SDK FRARER

® Note

LT RBIRSHEMBEMEE L FISIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT, HIRI&E
F8E T1E{AISIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXTEM , Mo XFBEFRE M1
AIFESIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT,

final Map<String, CryptoAction> attributeActionsOnEncrypt = new HashMap<>();
// The partition attribute must be SIGN_ONLY
attributeActionsOnEncrypt.put("partition_key", CryptoAction.SIGN_ONLY);

// The sort attribute must be SIGN_ONLY
attributeActionsOnEncrypt.put("sort_key", CryptoAction.SIGN_ONLY);
attributeActionsOnEncrypt.put("attributel", CryptoAction.ENCRYPT_AND_SIGN);
attributeActionsOnEncrypt.put("attribute2", CryptoAction.SIGN_ONLY);
attributeActionsOnEncrypt.put(":attribute3", CryptoAction.DO_NOTHING);

HUR 3 1 EUME A APl LUBEBR TP LE B 14

AT RBIBRIZFTE DO_NOTHING B HEEFRRWRIZR :” , HEAZBREN A FHARIBE M,
ERIRBIREMATE RN EEBHHBEERELZB 2. BXEZEE , HSH Allowed

unsigned attributes,

final String unsignedAttrPrefix = ":";

S 4 . X DynamoDbItemEncryptor EE
LARRBIE X DynamoDbItemEncryptor BIELE.

LRI DynamoDB REMIEENIZERE . BIABWAEBRENMNEZE EMF DynamoDB
REBENEBLREB. BXEZELR , 51 EA T DynamoDB H) AWS Bz E Nz SDK N
BRE,

final DynamoDbItemEncryptorConfig config = DynamoDbItemEncryptorConfig.builder()
.logicalTableName(ddbTableName)
.partitionKeyName("partition_key")
.sortKeyName("sort_key")
.attributeActionsOnEncrypt(attributeActionsOnEncrypt)
.keyring(kmsKeyring)
.allowedUnsignedAttributePrefix(unsignedAttrPrefix)
.build();
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S 5 . 812 DynamoDbItemEncryptor

LTRRBIERZER 4 P8 config BIEFH DynamoDbItemEncryptor,

final DynamoDbItemEncryptor itemEncryptor = DynamoDbItemEncryptor.builder()
.DynamoDbItemEncryptorConfig(config)
.build();

SR 6 EENRTE#TMBENESR

LA R~ HIfEF DynamoDbItemEncryptor BT H#TMEMZ
%o, DynamoDbItemEncryptor A4 B M A DynamoDB &k,

final Map<String, AttributeValue> originalltem = new HashMap<>();
originallItem.put("partition_key",
AttributeValue.builder().s("ItemEncryptDecryptExample").build());
originalItem.put("sort_key", AttributeValue.builder().n("0").build());
originalltem.put("attributel”, AttributeValue.builder().s("encrypt and sign
me!").build());

originalltem.put("attribute2", AttributeValue.builder().s("sign me!").build());
originallItem.put(":attribute3", AttributeValue.builder().s("ignore me!").build());

final Map<String, AttributeValue> encryptedItem = itemEncryptor.EncryptItem(
EncryptItemInput.builder()
.plaintextItem(originalItem)
.build()
).encryptedItem();

F3E DynamoDB FBL &I £ & A T DynamoDB AWS ¥R % SDK

BIINEFRNZFEEERA N AWS BIRENZE SDK. IR A REREHRAAR DynamoDB
IEE FiREE S

# A5E AT DynamoDB K Java B IR IMBEMN 3.x R4S , A LAE B A K Amazon DynamoDB &
LR ITEFmNE, REBREERRDIMRA 3.x BIEEFZNIAE DynamoDB REXBH =ML B]RN
E%.

FREM
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& AT DynamoDB # Java & ik i E R ARAS 3.x FE AWS SDK for Java 2.x i AtHY
DynamoDB 1858 8 & Fif, MREHIEAEMA Dynamo DBMapper , M A45F# AWS SDK for Java 2.x
B FBEfE A DynamoDB #8538 f & /i,

REBM ERT Java B9 AWS SDKHIRRZR 1.x I F 2.x #9358 B 1TIR1E,

RiE , BRURATT A DynamoDB 58 E E Fim APl

ERREENFERER T DynamoDB ¥ Java BEFImMEEZH , BREFATEIRNEEXREN
TableSchema , # BEFE6IZEREE ik,

HI]| 1 EREIRANEANZEDE

SERATEER , I AWS BIBEEMNZ SDK FEFRMIFSERMEANZNENER. FBUTEXRE ,
BB ISR EERMMBEARNIE, EAANEBEARTWEMFTNE#TNEZRER , BHEBE
BB EREYNERTHES, SEERESFFHANFHRMNZHE MIFES, EHRERTT—
SREZE , LTHUTEREBRE —MEEEE.

1. EMEHEMIRE

EHTIRNBERAETEELEE  ZERFENBLEELHEFENBNER , BLFREL
B, DRLERF 4 2B

AX DynamoDB #RBEZEFIHEIBRNEZIES , 5 H L GitHub# aws-database-encryption-
sdk-dynamodb FfEEH M SimpleClass.javas

BINBERT , EREMHEZEERME (SIGN_ONLY ) , MATEHME ML M

Z# ( ENCRYPT_AND_SIGN) . EEEHINER , EFEAEEAT DynamoDB K Java
BEFIRMBEFENWMNZ IR, flin, MRERENENMERUHRITZESE , BER
@DynamoDbEncryptionSignOnly F#H., MRENBFIEBMHTEEHFHIEEMELTX
# , iEFEHeDynamoDbEncryptionSignAndIncludeInEncryptionContextiE ., MREXJ4F
EEMBRTEL B WA EME (DO_NOTHING ) , iEfEH @DynamoDbEncryptionDoNothing &
=

(® Note

MR IBIEE 7 EMSIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXTE M , N4 X
FHEFE Mt A2 SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT, BXER
BT ENKERK RHISIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT , &5
SimpleClass4.java.
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https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/dynamodb-enhanced-client.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/DynamoDBMapper.Methods.html
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/migration.html
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/ddb-en-client-getting-started.html
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/ddb-en-client-gs-tableschema.html#ddb-en-client-gs-tableschema-anno-bean
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/ddb-en-client-getting-started-dynamodbTable.html#ddb-en-client-getting-started-dynamodbTable-eclient
https://github.com/aws/aws-database-encryption-sdk-dynamodb//blob/main/Examples/runtimes/java/DynamoDbEncryption/src/main/java/software/amazon/cryptography/examples/enhanced/SimpleClass.java
https://github.com/aws/aws-database-encryption-sdk-dynamodb//blob/main/Examples/runtimes/java/DynamoDbEncryption/src/main/java/software/amazon/cryptography/examples/enhanced/SimpleClass4.java

AWS ##EE hnZ SDK FRARER
BRERNTY , ESR EATEREBIES.
2. E MR R o] SABEBR IR LL /R 14

AT RGIBRIZAIA DO_NOTHING BHHEREMAR " , HERAZINBRELATNREEE ML,
EFRmFRIEAEE RN EUERBNBRIRELR 2. BREZER , 55 H Allowed

unsigned attributes,

final String unsignedAttrPrefix = ":";

3. BIEZHE

LT REIBIE - AWS KMS ZiHiE. AWS KMS AR ERAXN B IEN T RSA AWS KMS
keys RERK., NEMBEZBITERNA.

ZBIfER CreateMrkMultiKeyring SIZH AXFRINZE KMS 2478 AWS KMS Z4A
I, CreateAwsKmsMrkMultiKeyring A ZAHARZANED EHLE S XERANSXEER
£,

final MaterialProviders matProv = MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.buildexr().build())
.build();

final CreateAwsKmsMrkMultiKeyringInput keyringInput =

CreateAwsKmsMrkMultiKeyringInput.buildex()
.generator(kmsKeyId)
.build();

final IKeyring kmsKeyring = matProv.CreateAwsKmsMrkMultiKeyring(keyringInput);

4. £ X DynamoDB &R % i &
LT RBIENLT — tableConfigs MRS , ZBREY R Rk DynamoDB R MEE &,

W RGIFF DynamoDB REMIBE RN ZE R BT, BIBIWEEEHIXE X INZE B DynamoDB
REBEENBEBRE, BXEZEER , 55H AT DynamoDB B AWS $#EE 1% SDK H Y 0
RhE,

RIS TE FORCE_WRITE_PLAINTEXT_ALLOW_READ_PLAINTEXT #ERNBASER, LhRBEBKLEEIE
WMEABNXIE , EENHME , AEFFHREFEZABANZIE,

final Map<String, DynamoDbTableEncryptionConfig> tableConfigs = new HashMap<>();
final DynamoDbTableEncryptionConfig config = DynamoDbTableEncryptionConfig.builder()
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.logicalTableName(ddbTableName)
.partitionKeyName("partition_key")
.sortKeyName("sort_key")
.schemaOnEncrypt(tableSchema)

.keyring(kmsKeyring)
.allowedUnsignedAttributePrefix(unsignedAttrPrefix)

.plaintextOverride(PlaintextOverride.FORCE_WRITE_PLAINTEXT_ALLOW_READ_PLAINTEXT)
.build();
tableConfigs.put(ddbTableName, config);

5. #|/# DynamoDbEncryptionInterceptor

AT RBIERSER 3 A tableConfigs #2 DynamoDbEncryptionInterceptor,

DynamoDbEncryptionInterceptor interceptor = DynamoDbEncryptionInterceptor.builder()
.config(DynamoDbTablesEncryptionConfig.builder()
.tableEncryptionConfigs(tableConfigs)
.build())
.build();

|2 EAEMBNLERTE

¥ #7 DynamoDbEncryptionInterceptor BEEHRWEANKE , UATEFHEASMENZE NI
o BEBEUTERE , EFHERELESR 1 PEENEMHBRENFIAH#HTMENEE., BF
FHEEBIREA NI B AR EMEMNZEZWIE,

EREWRITHIR 3 20, BUFANKEPAEINENHAXIM B #HITNENLER, BLEETE—
ERJERRRENBZENABTAXIE, FANEHNREZREENNTRE. fl , EREAR
SERE , UEBHAERX  AREALENNEHRENMNZEEEEN R, EiRBI&KRP I AD
B, BIMNBWEEHEMETZE AWS BIEFE M SDK 71 B ti#aws_dbe_head fMZ A B4 7R 0Ky
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final Map<String, DynamoDbTableEncryptionConfig> tableConfigs = new HashMap<>();
final DynamoDbTableEncryptionConfig config = DynamoDbTableEncryptionConfig.builder()
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.logicalTableName(ddbTableName)
.partitionKeyName("partition_key")
.sortKeyName("sort_key")
.schemaOnEncrypt(tableSchema)

.keyring(kmsKeyring)
.allowedUnsignedAttributePrefix(unsignedAttrPrefix)

.plaintextOverride(PlaintextOverride.FORBID_WRITE_PLAINTEXT_ALLOW_READ_PLAINTEXT)
.build();

tableConfigs.put(ddbTableName, config);
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final Map<String, DynamoDbTableEncryptionConfig> tableConfigs = new HashMap<>();
final DynamoDbTableEncryptionConfig config = DynamoDbTableEncryptionConfig.builder()

.logicalTableName(ddbTableName)

.partitionKeyName("partition_key")

.sortKeyName("sort_key")

.schemaOnEncrypt(tableSchema)

.keyring(kmsKeyring)

.allowedUnsignedAttributePrefix(unsignedAttrPrefix)

// Optional: you can also remove the plaintext policy from your configuration

.plaintextOverride(PlaintextOverride.FORBID_WRITE_PLAINTEXT_FORBID_READ_PLAINTEXT)

.build();
tableConfigs.put(ddbTableName, config);
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public class MigrationExampleStepl {
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public static void MigrationStepl(String kmsKeyId, String ddbTableName, int
sortReadValue) {

// 1.
//
//
//
//
//

//
final

final

Create a Keyring.

This example creates an AWS KMS Keyring that specifies the

same kmsKeyId previously used in the version 2.x configuration.

It uses the 'CreateMrkMultiKeyring' method to create the

keyring, so that the keyring can correctly handle both single

region and Multi-Region KMS Keys.

Note that this example uses the AWS SDK for Java v2 KMS client.

MaterialProviders matProv = MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.buildexr().build())
.build();

CreateAwsKmsMrkMultiKeyringInput keyringInput =

CreateAwsKmsMrkMultiKeyringInput.builder()

final IKeyring kmsKeyring = matProv.CreateAwsKmsMrkMultiKeyring(keyringInput);

// 2.
//
//
//
//
//
//
//
//
//

//
final

.generator(kmsKeyId)
.build();

Create a Table Schema over your annotated class.

For guidance on using the new attribute actions

annotations, see SimpleClass.java in the
aws-database-encryption-sdk-dynamodb GitHub repository.

All primary key attributes must be signed but not encrypted

and by default all non-primary key attributes

are encrypted and signed (ENCRYPT_AND_SIGN).

If you want a particular non-primary key attribute to be signed but
not encrypted, use the 'DynamoDbEncryptionSignOnly' annotation.

If you want a particular attribute to be neither signed nor encrypted
(DO_NOTHING), use the 'DynamoDbEncryptionDoNothing' annotation.
TableSchema<SimpleClass> schemaOnEncrypt =

TableSchema.fromBean(SimpleClass.class);

// 3.
//
//
//

final

// 4.
//

final

Define which attributes the client should expect to be excluded

from the signature when reading items.

This value represents all unsigned attributes across the entire
dataset.

List<String> allowedUnsignedAttributes = Arrays.aslList("attribute3");

Configure an explicit map of the attribute actions configured
in your version 2.x modeled class.
Map<String, CryptoAction> legacyActions = new HashMap<>();

legacyActions.put("partition_key", CryptoAction.SIGN_ONLY);
legacyActions.put("sort_key", CryptoAction.SIGN_ONLY);
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legacyActions.put("attributel", CryptoAction.ENCRYPT_AND_SIGN);
legacyActions.put("attribute2", CryptoAction.SIGN_ONLY);
legacyActions.put("attribute3", CryptoAction.DO_NOTHING);

// 5. Configure the DynamoDBEncryptor that you used in version 2.x.

final AWSKMS kmsClient = AWSKMSClientBuilder.defaultClient();

final DirectKmsMaterialProvider cmp = new DirectKmsMaterialProvider(kmsClient,
kmsKeyId);

final DynamoDBEncryptor oldEncryptor = DynamoDBEncryptor.getInstance(cmp);

// 6. Configure the legacy behavior.
// Input the DynamoDBEncryptor and attribute actions created in

// the previous steps. For Legacy Policy, use
// 'FORCE_LEGACY_ENCRYPT_ALLOW_LEGACY_DECRYPT'. This policy continues to
read
// and write items using the old format, but will be able to read
// items written in the new format as soon as they appear.
final LegacyOverride legacyOverride = LegacyOverride
.builder()

.encryptor(oldEncryptor)
.policy(LegacyPolicy.FORCE_LEGACY_ENCRYPT_ALLOW_LEGACY_DECRYPT)
.attributeActionsOnEncrypt(legacyActions)

.build();

// 7. Create a DynamoDbEncryptionInterceptor with the above configuration.
final Map<String, DynamoDbEnhancedTableEncryptionConfig> tableConfigs = new
HashMap<>();
tableConfigs.put(ddbTableName,
DynamoDbEnhancedTableEncryptionConfig.builder()
.logicalTableName(ddbTableName)
.keyring(kmsKeyring)
.allowedUnsignedAttributes(allowedUnsignedAttributes)
.schemaOnEncrypt(tableSchema)
.legacyOverride(legacyOverride)
.build());
final DynamoDbEncryptionInterceptor interceptor =
DynamoDbEnhancedClientEncryption.CreateDynamoDbEncryptionInterceptor(
CreateDynamoDbEncryptionInterceptorInput.buildexr()
.tableEncryptionConfigs(tableConfigs)
Lbuild()
);

// 8. Create a new AWS SDK DynamoDb client using the
// interceptor from Step 7.
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final DynamoDbClient ddb = DynamoDbClient.builder()
.overrideConfiguration(
ClientOverrideConfiguration.builder()
.addExecutionInterceptor(interceptor)
.build())
.build();

// 9. Create the DynamoDbEnhancedClient using the AWS SDK DynamoDb client

// created in Step 8, and create a table with your modeled class.

final DynamoDbEnhancedClient enhancedClient = DynamoDbEnhancedClient.buildex()
.dynamoDbClient(ddb)
Lbuild();

final DynamoDbTable<SimpleClass> table = enhancedClient.table(ddbTableName,
tableSchema);
}

F2%: AFKAEEIR

MER A PHEXBFBRNFARREGEEE , BERATEER , F AWS BIEFENZE SDK & inbiE J 2o
FRAEBEATE, BBUTEWRE , ENEFFHREALEIIABANTE , FETHRAFTBEAREEMNE
HIE .

DTEBREER T UTREROFFTERN TR,

1. HEREZAH. REMY, [BEMERE allowedUnsignedAttributes
DynamoDBEncryptor , MEEES IR 1 FHRITHRIE—#,
MEBITHNEHANREAFTEIANEEFHIE .

£l DynamoDbEncryptionInterceptor

B2 — N HH AWS SDK DynamoDB & F ifso
£% DynamoDBEnhancedClient HERAEHNEERGIEK,

o M 0D

ZE 7 # DynamoDB R EFHRNELEE , HSHAEEBEE ik,

public class MigrationExampleStep2 {

public static void MigrationStep2(String kmsKeyId, String ddbTableName, int
sortReadValue) {
// 1. Continue to configure your keyring, table schema, legacy
// attribute actions, allowedUnsignedAttributes, and
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// DynamoDBEncryptor as you did in Step 1.

final MaterialProviders matProv = MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
.build();

final CreateAwsKmsMrkMultiKeyringInput keyringInput =

CreateAwsKmsMrkMultiKeyringInput.builder()

.generator(kmsKeyId)
.build();

final IKeyring kmsKeyring = matProv.CreateAwsKmsMrkMultiKeyring(keyringInput);

final TableSchema<SimpleClass> schemaOnEncrypt =
TableSchema.fromBean(SimpleClass.class);

final List<String> allowedUnsignedAttributes = Arrays.aslList("attribute3");

final Map<String, CryptoAction> legacyActions = new HashMap<>();
legacyActions.put("partition_key", CryptoAction.SIGN_ONLY);
legacyActions.put("sort_key", CryptoAction.SIGN_ONLY);
legacyActions.put("attributel", CryptoAction.ENCRYPT_AND_SIGN);
legacyActions.put("attribute2", CryptoAction.SIGN_ONLY);
legacyActions.put("attribute3", CryptoAction.DO_NOTHING);

final AWSKMS kmsClient = AWSKMSClientBuilder.defaultClient();

final DirectKmsMaterialProvider cmp = new DirectKmsMaterialProvider(kmsClient,
kmsKeyId);

final DynamoDBEncryptor oldEncryptor = DynamoDBEncryptor.getInstance(cmp);

// 2. Update your legacy behavior to only write new items using the new
// format.
// For Legacy Policy, use 'FORBID_LEGACY_ENCRYPT_ALLOW_LEGACY_DECRYPT'. This

policy
// continues to read items in both formats, but will only write items
// using the new format.
final LegacyOverride legacyOverride = LegacyOverride
.builder()

.encryptor(oldEncryptor)
.policy(LegacyPolicy.FORBID_LEGACY_ENCRYPT_ALLOW_LEGACY_DECRYPT)
.attributeActionsOnEncrypt(legacyActions)

.build();

// 3. Create a DynamoDbEncryptionInterceptor with the above configuration.

final Map<String, DynamoDbEnhancedTableEncryptionConfig> tableConfigs = new
HashMap<>();

tableConfigs.put(ddbTableName,
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DynamoDbEnhancedTableEncryptionConfig.builder()
.logicalTableName(ddbTableName)
.keyring(kmsKeyring)
.allowedUnsignedAttributes(allowedUnsignedAttributes)
.schemaOnEncrypt(tableSchema)
.legacyOverride(legacyOverride)
.build());
final DynamoDbEncryptionInterceptor interceptor =
DynamoDbEnhancedClientEncryption.CreateDynamoDbEncryptionInterceptor(
CreateDynamoDbEncryptionInterceptorInput.buildexr()
.tableEncryptionConfigs(tableConfigs)
.build()
);

// 4. Create a new AWS SDK DynamoDb client using the
// interceptor from Step 3.
final DynamoDbClient ddb = DynamoDbClient.builder()
.overrideConfiguration(
ClientOverrideConfiguration.builder()
.addExecutionInterceptor(interceptor)
.build())
.build();

// 5. Create the DynamoDbEnhancedClient using the AWS SDK DynamoDb Client
created
// in Step 4, and create a table with your modeled class.
final DynamoDbEnhancedClient enhancedClient = DynamoDbEnhancedClient.builder()
.dynamoDbClient(ddb)
.build();
final DynamoDbTable<SimpleClass> table = enhancedClient.table(ddbTableName,
tableSchema);
}
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BT EEER T TR ROIPATERNS R,

1. HEEBZRPN, RZEWH allowedUnsignedAttributes , MBESE 1 hITHIRE—
¥, NEREEBIRIBEMHEEMN DynamoDBEncryptor,

2. BIE DynamoDbEncryptionInterceptor,
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public class MigrationExampleStep3 {

public static void MigrationStep3(String kmsKeyId, String ddbTableName, int
sortReadValue) {
// 1. Continue to configure your keyring, table schema,
// and allowedUnsignedAttributes as you did in Step 1.
// Do not include the configurations for the DynamoDBEncryptor or
// the legacy attribute actions.
final MaterialProviders matProv = MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
.build();
final CreateAwsKmsMrkMultiKeyringInput keyringInput =
CreateAwsKmsMrkMultiKeyringInput.builder()
.generator(kmsKeyId)
.build();
final IKeyring kmsKeyring = matProv.CreateAwsKmsMrkMultiKeyring(keyringInput);

final TableSchema<SimpleClass> schemaOnEncrypt =
TableSchema.fromBean(SimpleClass.class);

final List<String> allowedUnsignedAttributes = Arrays.aslList("attribute3");

// 3. Create a DynamoDbEncryptionInterceptor with the above configuration.
// Do not configure any legacy behavior.
final Map<String, DynamoDbEnhancedTableEncryptionConfig> tableConfigs = new
HashMap<>();
tableConfigs.put(ddbTableName,
DynamoDbEnhancedTableEncryptionConfig.builder()
.logicalTableName(ddbTableName)
.keyring(kmsKeyring)
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.allowedUnsignedAttributes(allowedUnsignedAttributes)
.schemaOnEncrypt(tableSchema)
.build());
final DynamoDbEncryptionInterceptor interceptor =
DynamoDbEnhancedClientEncryption.CreateDynamoDbEncryptionInterceptor(
CreateDynamoDbEncryptionInterceptorInput.buildexr()
.tableEncryptionConfigs(tableConfigs)
Lbuild()
);

// 4. Create a new AWS SDK DynamoDb client using the
// interceptor from Step 3.
final DynamoDbClient ddb = DynamoDbClient.builder()
.overrideConfiguration(
ClientOverrideConfiguration.builder()
.addExecutionInterceptor(interceptor)
.build())
.build();

// 5. Create the DynamoDbEnhancedClient using the AWS SDK Client

// created in Step 4, and create a table with your modeled class.

final DynamoDbEnhancedClient enhancedClient = DynamoDbEnhancedClient.buildex()
.dynamoDbClient(ddb)
Lbuild();

final DynamoDbTable<SimpleClass> table = enhancedClient.table(ddbTableName,
tableSchema);
}

NET

AEBNBUWMALEFERMRA 3, DynamoDB BI.NET FF i IMZREHN xo BXFEHERT
DynamoDB £ AWS $iEE % SDK #ITHRENIFAEFEE |, 121 L-dynamodb FEEFH aws-
database-encryption-sdk .NET ~#il, GitHub

DynamoDB FY.NET EFInMZEEZATER C# MEMNET FRREERENABRFNFTRALR.
£ Windows, macOS #l Linux £ #,

E AT DynamoDB B AWS #iEENE SDK WATE FEIES KU ERE. BR |, RSB
ERRB FAT NET # SDK TXHZEH, XEWKE , WREMEHERAT DynamoDB E’J Java & i
MEFEXRRESSIIRFMEHFEXRBNZENTME , WFTEEARERT DynamoDB K.NET &/ ik
D025 B Sk fR 2 AR EIZ I E .

.NET 201


https://github.com/aws/aws-database-encryption-sdk-dynamodb/tree/main/Examples/runtimes/net/src/
https://github.com/aws/aws-database-encryption-sdk-dynamodb/tree/main/Examples/runtimes/net/src/

AWS #¥EEF tn% SDK FRARER

F&:

+ 3 DynamoDB R .NET & im &

£ F.NET #id

A& AT DynamoDB K.NET & F i il B FE

XM E K DynamoDB F#H TELE , AFEHEH T DynamoDB AWS K EIEE % SDK

73 DynamoDB %% .NET & is N %3 &

DynamoDB #J.NET % F~ ¥ il % & LA AWS cryptography BY 3, DbEncryptionSDK,
DynamoDb3T @3t & NuGet. BXREMUMBRENFEMEE. , 1S H-dynamodb FHEEFH .NET
README.md X, aws-database-encryption-sdkE1f#%;%%E AWS Key Management Service &£
() %48 , DynamoDB SEFF .NET #9 SDK B.NET EF imIBEHEE, AWS KMSHE EEAF .NET
#) SDK NuGet BB — R,

W2 3, DynamoDB #9.NET & ix INZEF M x 3 .NET 6.0 #.NET Framework net48 K E SR
b

54 .NET iz,

DynamoDB HI.NET BEF i MBZERSEREM BE. DynamoDB H.NET BEF mMBRERNRESE
BRFEHEE , BFaERH#EKERER,

AT REBERTIEE  BFESHSEERT NET 89 SDKhZH ARIZRINEE, PR ASHERES EA
F NET # SDK TJ LAH B & X 4 #£ DynamoDB BI.NET B iR MZEHHI FEA T NET 8 SDK
5% DynamoDB H.NET EFimMEEH HIHWEIR. BX EAT NET #9 SDK BEIZZFHAED |,
EZHAWSLogging (EEAT .NET 9 AWS SDK FRARIER) . ( EEFIZEHE , FREIF Open to
view .NET Framework content #4%, )

{# A& A F DynamoDB KI.NET & s hn &2 FE
AERBMERTHRAR 3 Py — LB AMFEBIZK, DynamoDB H.NET &P im INZEE Y Xo

BXRBFEHEAT DynamoDB KI.NET EFmMZER THRENIFMER , 3R LKN-dynamodb FfE
FEEFHY aws-database-encryption-sdk. NET ;R”fl, GitHub

£}
- DB MEEF

NET 202


https://www.nuget.org/packages/AWS.Cryptography.DbEncryptionSDK.DynamoDb/
https://www.nuget.org/packages/AWS.Cryptography.DbEncryptionSDK.DynamoDb/
https://github.com/aws/aws-database-encryption-sdk-dynamodb/blob/main/DynamoDbEncryption/runtimes/net/README.md
https://github.com/aws/aws-database-encryption-sdk-dynamodb/blob/main/DynamoDbEncryption/runtimes/net/README.md
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/net-dg-config-other.html#config-setting-awslogging
https://github.com/aws/aws-database-encryption-sdk-dynamodb/tree/main/Examples/runtimes/net/src/

AWS ¥iERE % SDK FRARER
;& FF DynamoDB By AWS $IEFE % SDK Y& M iR1E

- AT DynamoDB #J AWS BiEFE % SDK H i i fL B

- A AWS iR % SDK E# T

1B &z F

DynamoDB AWS ¥#ZEE % SDK W& 02— NI E NE2s. RANUFERARZA 3, DynamoDB
BI.NET ZFIRMBESN x , AFEIUT AR EH DynamoDB R B # TR, £&. RIIME
Fo

EA T DynamoDB KKK AWS #IEE % SDK API

ST LAE R = I B E R A9E DynamoDB & , RE i< B3I £ F &8 DynamoDB #REH
Pim3 B B #ATNEZEMER, Putltem@E A NERERALE R , A G EEREFHREFA
LiEE,

#Z % A 3E T DynamoDB API 1R AWS B FE iI%E SDK F BEfE A AT RN MNE,
BIK% 549 DynamoDbItemEncryptox

BAEA 5IHY DynamoDbItemEncryptor &1 A DynamoDB B A [E £33 Ry 2RI B #E4T N %3,

ZERMBANBI, ETLKHH DynamoDB PutItem = GetItem &R, 2Bk | BT LUEH
BIEA BIHY DynamoDbItemEncryptor E#FEZEMBIUI 2L REHM DynamoDB W1 H, MRE
FRRESRFIDynamoDbItemEncryptor , BB WEFERERFHEEDR | ZER FHT NET
# SDK A ¥ 5 DynamoDB &f&.

BYK BI#Y DynamoDbItemEncryptor AXF o/ R MNE,

& AT DynamoDB #J AWS BiEE % SDK FHIE HIRE

BHBREREVPLEEELTMENEE K BEREZILS , BELILLHIEEMBELTXXF , B
LW

EFEANET BEFiREEERBMEERE  BEANKEEFIENERREF, BIEIEZ—MDictionaryd
KREEENEERE , EREH-EXNRTEEBHRNEERE.

}§TE ENCRYPT_AND_SIGN AN EMHITMEZENZ L, F8E SIGN_ONLY AN BEHHITZR , B
1TiN3%, ¥EESIGN_AND INCLUDE_IN_ENCRYPTION_CONTEXTXHEBM#H{TZEZAGHAEESEME L
TXH, IRAINBEUHRITZER , UL ENEHRTINER, $EE DO_NOTHING UAZBENE 4.

NET 203


https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/dynamodb-intro.html#dynamodb-intro-apis-document
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/dynamodb-intro.html#dynamodb-intro-apis-object-persistence
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/dynamodb-intro.html#dynamodb-intro-apis-object-persistence
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/dynamodb-intro.html#dynamodb-intro-apis-low-level

AWS FHEFE % SDK FEANGIER
PEXMBEFEESTNSIGN_ONLYELSIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT, 1R
HEAATE 1 E L J9STGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT , M4 XF1HEF & M th 4/

R SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT,

(® Note
ENEMHIRER , PMELEBLEEEHEBREZLZZH. R TRERELSERNFTHASEE
% BWEBEE—NTRMNEIE (Hlm«:” ) KFREBHARLEZE M. £ENX DynamoDB 23
FE MR |, S BEESEFRICH DO_NOTHING WFrEEMHNEMZFH,

UTXWKRERER T WAEHA.NET Bk
TFEENCRYPT_AND_SIGNSIGN_ONLYSIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT. .
FIDO_NOTHINGE B 1E., W RHIERBIZ “:” KFIZDO_NOTHINGE 14,

@ Note
ZE{FHSIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXTHNZR#24E , A {EA AWS $iE
FEN% SDK ) 3.3 NEFRA., EENELSHBIEERE 28 |, SR BBAFIAIE
#SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT,

var attributeActionsOnEncrypt = new Dictionary<string, CryptoAction>

{
["partition_key"] = CryptoAction.SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT, // The

partition attribute must be signed
["sort_key"] = CryptoAction.SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT, // The sort

attribute must be signed
["attributel"] = CryptoAction.ENCRYPT_AND_SIGN,
["attribute2"] = CryptoAction.SIGN_ONLY,
["attribute3"] = CryptoAction.SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT,

[":attribute4"] = CryptoAction.DO_NOTHING
};

& FF DynamoDB B AWS BIEE 1% SDK A i il %A il &

5/ AWS BiEE N SDK B , &4Z08 DynamoDB REXNENMELRE, MHBEERFIENERR
THRRFHENEMREEREAT IR BIRRKAITE L.
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LT RIBERERAE AT DynamoDB API B5 AWS & #3E & % SDK EE X T DynamoDB RN
B, AR EAHTEIRE LN REEE M,

Dictionary<String, DynamoDbTableEncryptionConfig> tableConfigs =

new Dictionary<String, DynamoDbTableEncryptionConfig>();
DynamoDbTableEncryptionConfig config = new DynamoDbTableEncryptionConfig
{

LogicalTableName ddbTableName,

PartitionKeyName = "partition_key",

SortKeyName = "sort_key",

AttributeActionsOnEncrypt = attributeActionsOnEncrypt,
Keyring = kmsKeyring,

AllowedUnsignedAttributePrefix = unsignAttrPrefix,

// Optional: SearchConfig only required if you use beacons
Search = new SearchConfig

{
WriteVersion = 1, // MUST be 1
Versions = beaconVersions

}
i
tableConfigs.Add(ddbTableName, config);

BERE
& A T &/ DynamoDB R EIB 1B R B o

HE{t DynamoDB & RiRE , BEXRBMUNBLS AR ERRFEHOMERE, BIBIWEE
BRENINZEERF DynamoDB RBEENBEERE. DANBRAEEHERNEERE. ERY
% BHEXRBEMSAESNZNFTIIEENBFELCE, REMN DynamoDB &k & MM Z 4 IR
£ DynamoDB REXEEN , NBERBHRAIARBRRENE R ZR,

RIFNRZEEN
EEMNEHERIESTFRIZH DO_NOTHING KB M.

AN ALEREFSFEF RBEEERERELSE 2N, BErnfRiR  fMANEtEESaS
HEEEF, RE , ERZLEN , FRRANEEENATHALEREPHEFTERIEHLES
URFERHBBLEEY, ERTEMNATFHREEBEPBREM.

R LUEE 212 — M5 H AT DO_NOTHING BENHAREXELARTFHNRERE L. EEALL
5% DO_NOTHING BN EEFRNHIR , AEANRSFES HBPLEERES, BRUEW
BE-— M ENEIR , BN TR AELRRFMFTH DO_NOTHING BHENTE, AXRESEE
F2H EFENBIEES,
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MREEBERNFTE DO_NOTHING BHIEERR , LB E —/ allowedUnsignedAttributes
WA  ZBAFERNEEFRERZNEIXEEMERNNZEEZENFTERE. BREELX
PHER , TRNERELATFHRZEAE M,

BREE (1)

SearchConfig & LEFRRA

HIMIETE SearchConfig F e T EZN MEBEH LA Ero
BEEEMH (WIE)

algorithmSuiteId EX AWS EiEE % SDK AWM ELEH.

BRIFCABBEEBREZEN , BN AWS BfEFME SDK FERMNEEZEMH. MINEEZEHF
AES-GCM EEXEZMIRE. BFZLENBHARESEM. REMANEEZEHTREATASH
RRRERF , BETNEREREEZES. HlU , RERFEENEEZEHA TR EEEEERD
FER. BX AWS BIEFNE SDK XIFNEEZEHNER | BSRAWS HIEFNE SDK 375
HEEEHF.

EkRZE ECDSA BFEEH AES-GCM EEEHN , FERMEBBREPMALT FE.

AlgorithmSuiteld =
DBEAlgorithmSuiteId.ALG_AES_256_GCM_HKDF_SHA512_COMMIT_KEY_SYMSIG_HMAC_SHA384

5/ AWS BiEE n%: SDK E W B

UpdateltemX T E2EMZRZABEHNIE , BIEFEMNE SDK FX#F ddb:e AWS EEFHMEBZREE
BHEM , AFEA ddb: Putltem, MRFE—NDERIEERN PutItem FERFUMENIE , NFHME
H£EBRNEME.,. EFWABTE , ZETLUERH CLOBBER ERFBERMBRMERE K.

NET =

LT RBIE SR R HER T DynamoDB #9.NET FFIRMBERRFNARFTNRTE, B
EREZRY (ATRBMBESHTRA ) , 5K LK aws-database-encryption-sdk-dy namodb 1F#FE #
#.NET R~ 4l, GitHub

LARRBER T I 7E RIEFE B £ # Amazon DynamoDB &R H 5 DynamoDB B & .NET % F if il %%

., MREEEBIMAR Amazon DynamoDB RUHHTEFHMNE | SR MRA 3.x HFMEIA
o
£
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https://docs.aws.amazon.com/amazondynamodb/latest/APIReference/API_UpdateItem.html
https://docs.aws.amazon.com/amazondynamodb/latest/APIReference/API_PutItem.html
https://docs.aws.amazon.com/AWSJavaSDK/latest/javadoc/com/amazonaws/services/dynamodbv2/datamodeling/DynamoDBMapperConfig.SaveBehavior.html#CLOBBER
https://github.com/aws/aws-database-encryption-sdk-dynamodb//tree/main/Examples/runtimes/net/src
https://github.com/aws/aws-database-encryption-sdk-dynamodb//tree/main/Examples/runtimes/net/src

AWS #¥EEF tn% SDK FRARER

« {£A&EA T DynamoDB FY{KHK AWS EIEE % SDK API
s FRARENH S DynamoDbltemEncryptor

5 & A F DynamoDB B {K% AWS BIEFE 1% SDK API

LA 745135 BA g0 4e] 5 F 3& A T DynamoDB BV R4 AWS EIEEE %% SDK API FIZ 4R |, BiZAWS
KMS ## DynamoDB EREEFFH B MBMERZTE, PutItem

FEA AEAEMRISENEAR  BRIMNBWRATREERAER—N AWS KMS Z473F,

BETEMNNRB A : BasicPutGetExample.cs

HE 1 B2 AWS KMS ZHIE

AR RpIfEACreateAwsKmsMrkMultiKeyringX#Rin®E KMS AWS KMS #4781 22 % 47
IR, CreateAwsKmsMrkMultiKeyring A ZAHARBAN R EBLE S XERANSXEER
A,

var matProv = new MaterialProviders(new MaterialProvidersConfig());
var keyringInput = new CreateAwsKmsMrkMultiKeyringInput { Generator = kmsKeyId };
var kmsKeyring = matProv.CreateAwsKmsMrkMultiKeyring(keyringInput);

SR 2: BEBMRE

LR RBIEN T —PNattributeActionsOnEncryptF 8 | ZFHERRKRIETE N REIE MR
1E

(® Note

AR ROIFRIFEAEEE L HSIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT, H1R#&
8 T E{AISIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXTEM , N4 XFEEFRE 4t
AIARSIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT,

var attributeActionsOnEncrypt = new Dictionary<string, CryptoAction>
{
["partition_key"] = CryptoAction.SIGN_ONLY, // The partition attribute must be
SIGN_ONLY
["sort_key"] = CryptoAction.SIGN_ONLY, // The sort attribute must be SIGN_ONLY
["attributel"] = CryptoAction.ENCRYPT_AND_SIGN,
["attribute2"] = CryptoAction.SIGN_ONLY,
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https://github.com/aws/aws-database-encryption-sdk-dynamodb/tree/main/Examples/runtimes/net/src/BasicPutGetExample.cs
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[":attribute3"] = CryptoAction.DO_NOTHING
i

HUR 3 1 EUMNE A Al LABEBRTPLE [ 14

AT RBIBRIZFTE DO_NOTHING B HREFRRMNEIZR :” , HEAZREN AR FHARIERE M.
ERIRBIREATE BN EEBHBEEREZE 2. EXEZEE , HSH Allowed

unsigned attributes,

const String unsignAttrPrefix = ":";

S 4 : EX DynamoDB XK MNZE B
T RBIESLT —A tableConfigs MRS , ZBRST R R Ik DynamoDB R INFELE

LR BIRF DynamoDB REMIEEE N ZERE . BIABWEAEBRRENMNEL EHMF DynamoDB
REBEENBEBRE, BXEZEER , 55 AT DynamoDB B AWS ¥#EFE 1% SDK H Y hn
RhE,

(® Note
EFEAAERNNBRERE4r , BELAENBZEEH IHE SearchConfig,

Dictionary<String, DynamoDbTableEncryptionConfig> tableConfigs =
new Dictionary<String, DynamoDbTableEncryptionConfig>();
DynamoDbTableEncryptionConfig config = new DynamoDbTableEncryptionConfig

{

LogicalTableName ddbTableName,
PartitionKeyName = "partition_key",
SortKeyName = "sort_key",
AttributeActionsOnEncrypt = attributeActionsOnEncrypt,
Keyring = kmsKeyring,
AllowedUnsignedAttributePrefix = unsignAttrPrefix
};
tableConfigs.Add(ddbTableName, config);

% 5% : BIEHH AWS SDK DynamoDB %/ i

DUTRRBIERLSER 4 PRVEIE T — 4% AWS B SDK DynamoDB & F~
iwTableEncryptionConfigs.
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var ddb = new Client.DynamoDbClient(
new DynamoDbTablesEncryptionConfig { TableEncryptionConfigs = tableConfigs });

S$P 6 : X DynamoDB FA&T B #H T INZHMZ A

LT ROELT —MERTHIRTE WitemFH |, F LB KA DynamoDB &£, ZMEHEX
i%F DynamoDB Z I E R F iRt T MBMES

var item = new Dictionary<String, AttributeValue>

{
["partition_key"] = new AttributeValue("BasicPutGetExample"),
["sort_key"] = new AttributeValue { N = "@" },
["attributel"] = new AttributeValue("encrypt and sign me!"),
["attribute2"] = new AttributeValue("sign me!"),
[":attribute3"] = new AttributeValue("ignore me!")

};

PutItemRequest putRequest = new PutItemRequest

{
TableName = ddbTableName,
Item = item

};

PutItemResponse putResponse = await ddb.PutItemAsync(putRequest);

FEABRIENR S DynamoDbItemEncryptox

AR R BIEBB A E AT A AWS KMS A BRIESR 5 DynamoDbItemEncryptor SRE X &R
BT MBEFMZR. DynamoDbItemEncryptor RL¥FI B A DynamoDB &,

&1 LA7E DynamoDB #5&RE Fim P EREAXFNEZAR , BRINBWRATEEAHEFS AWS KMS
— g*ﬂ%o

® Note

BARK B H DynamoDbItemEncryptor AXFAE RN, £MHEMAT DynamoDB KL
AWS BIEE % SDK AP| R o] R &,

BEETENRBRA : temEncryptDecryptExample.cs
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FE 1 Bl AWS KMS ZHIR

AR RBIERACreateAwsKmsMrkMultiKeyring i #r0% KMS AWS KMS Z24A 8 2 % 4A
R, CreateAwsKmsMrkMultiKeyring J73& IR Z A BN [E AL & I B EA F1 25 X &%
£,

var matProv = new MaterialProviders(new MaterialProvidersConfig());
var keyringInput = new CreateAwsKmsMrkMultiKeyringInput { Generator = kmsKeyId };
var kmsKeyring = matProv.CreateAwsKmsMrkMultiKeyring(keyringInput);

S| 2: BEBMRE

LT RBIENLT —NattributeActionsOnEncryptF 8 | ZFHERRKIEI B W ROIE iR
1Eo

(® Note

AT ROIFRIHEAEEE L HSIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT, HIR&
$8E T E{AISIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXTEM , 49 XFEEFRE 4t
AARSIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT,

var attributeActionsOnEncrypt = new Dictionary<String, CryptoAction>

{
["partition_key"] = CryptoAction.SIGN_ONLY, // The partition attribute must be

SIGN_ONLY
["sort_key"] = CryptoAction.SIGN_ONLY, // The sort attribute must be SIGN_ONLY
["attributel"] = CryptoAction.ENCRYPT_AND_SIGN,
["attribute2"] = CryptoAction.SIGN_ONLY,
[":attribute3"] = CryptoAction.DO_NOTHING

};

HIR 3 ENMER P A SRR IR LR 14

BUF RBIERIRFIA DO_NOTHING BHHAZEFRREMNEIR :" , AEAZINBREL LT AREEBM,
ERRBREATE HRNBEEBENBRFREZR 2. BXESZEE , 55K Allowed

unsigned attributes,

String unsignAttrPrefix = ":";
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FRARER

S 4 . £ X DynamoDbItemEncryptor Ei &

LA 7R IE X DynamoDbItemEncryptor HEE.,

Lt RBIFF DynamoDB REMIBENEER AN, BARWEE BXE L NFEE B DynamoDB

REEENEERB. BREZER

, B2 BT DynamoDB ¥y AWS EIEFE % SDK F @y hn

ZHE,

var config = new DynamoDbItemEncryptorConfig

{

};

LogicalTableName = ddbTableName,

PartitionKeyName = "partition_key",

SortKeyName = "sort_key",

AttributeActionsOnEncrypt = attributeActionsOnEncrypt,
Keyring = kmsKeyring,

AllowedUnsignedAttributePrefix = unsignAttrPrefix

S 5 : /2 DynamoDbItemEncryptor

T RBIEASER 4 P config RIZHTH DynamoDbItemEncryptor,

var itemEncryptor = new DynamoDbItemEncryptor(config);

SR 6 EENKRTERTMBENER

LARRHIER DynamoDbItemEncryptor BT H #TMZEMNE
%o DynamoDbItemEncryptor F<¥F1 B A DynamoDB &+,

var originalltem = new Dictionary<String, AttributeValue>

{

};

["partition_key"] = new AttributeValue("ItemEncryptDecryptExample"),
["sort_key"] = new AttributeValue { N = "@" },

["attributel"] = new AttributeValue("encrypt and sign me!"),
["attribute2"] = new AttributeValue('"sign me!"),

[":attribute3"] = new AttributeValue("ignore me!'")

var encryptedItem = itemEncryptor.EncryptItem(

new EncryptItemInput { PlaintextItem = originalltem }

).EncryptedItem;
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XA # DynamoDB R#H TEE , LAEAEA T DynamoDB AWS BYEIEE 1% SDK

AR 3, x £ DynamoDB B.NET EFImMEBESF , B LUFIEH Amazon DynamoDB Rl &
NATFEFRMNE, REBIRBEERRFMEAR 3.x FIEERHIE DynamoDB REXEW =T ERH

S,

S OERERMEA MR B

SERATER , I AWS BIBEENZ SDK FEFIRMIFSERMEANZNENER. FBUTEXRE ,
BB IRSSREEMMBEARNIE, EAANEBEARTWEMFNE#TNEZRER , BHEBE

EME EREMANERITHRE, XEFEREFFFRNFTHBINEZHTE BT ESR, EREHRITT—
SREZH , LT T ELEE =T — RS

1. EXIEHE HIRE
BIENRERENAELBLEFHERATMNBENER , BENHTER , BLFRZHK,

RINVERT , EREMEZREARIMNE (SIGN_ONLY ) , MATEEMBEHEL2EMBENZSE
( ENCRYPT_AND_SIGN ),

FEXE ENCRYPT_AND_SIGN LA BHRHTIMZEME R, 87 SIGN_ONLY U BEH#HTEE , BEF
TN, FEESIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXTEZZH#THRA , HFES
BEMZLTXH, MRTHBEHEHTESR , WA EB TN, $EE DO_NOTHING LAZEE

EANBM. AXEZEL , H2H EAT DynamoDB K AWS BIEFE % SDK FHE M ik,

® Note

WMRIEIEE TEISIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXTEM , N4 XF#EF
BB ARESIGN_AND _INCLUDE_IN_ENCRYPTION_CONTEXT,.

var attributeActionsOnEncrypt = new Dictionary<string, CryptoAction>
{
["partition_key"] = CryptoAction.SIGN_ONLY, // The partition attribute must be
SIGN_ONLY
["sort_key"] = CryptoAction.SIGN_ONLY, // The sort attribute must be SIGN_ONLY
["attributel"] = CryptoAction.ENCRYPT_AND_SIGN,
["attribute2"] = CryptoAction.SIGN_ONLY,
[":attribute3"] = CryptoAction.DO_NOTHING
¥
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2. E X ME R R AT LABERR B LE & 14
LR RBIRIRFIA DO_NOTHING BHEHAETRMNEIR " , AEAZNBREL R TFHARER B,
EFRmFRIEAHEE RN EERBNBRIRELR 2. BREZER , 55 H Allowed

unsigned attributes,

const String unsignAttrPrefix = ":";

3. QIRE A

AT RBIRIZE—D AWS KMS 2483, AWS KMS Z4AERME A X R INZ S IEXT#H RSA AWS KMS
keys R4ER., MBMBHBIEZH.

ZRBIEA CreateMrkMultiKeyring SI2H AN FRINZ KMS Z4HH AWS KMS Z4A
R, CreateAwsKmsMrkMultiKeyring A ZAHARZANED EHLE S XERANSXEER
£,

var matProv = new MaterialProviders(new MaterialProvidersConfig());
var keyringInput = new CreateAwsKmsMrkMultiKeyringInput { Generator = kmsKeyId };
var kmsKeyring = matProv.CreateAwsKmsMrkMultiKeyring(keyringInput);

4. £ X DynamoDB &R % & &
UTFRBIENLT —1 tableConfigs MRS , ZBRET &R R Itk DynamoDB RV INZELE

LRI DynamoDB RBAMIBENIBER S . MIUBIWIEE B XE XN & DynamoDB
RBEENBERSE.,

WIIETE FORCE_WRITE_PLAINTEXT_ALLOW_READ_PLAINTEXT ERNBANENR, HRREMKEESE
BMEABXIE , =ENHME , AEFFHRBFEZABANZIE,

BXRXRNBZHRERPIENENESZEE , HSHEEH T DynamoDB B AWS BIEFE 1% SDK 1 #Y
BB E,

Dictionary<String, DynamoDbTableEncryptionConfig> tableConfigs =

new Dictionary<String, DynamoDbTableEncryptionConfig>();
DynamoDbTableEncryptionConfig config = new DynamoDbTableEncryptionConfig
{

LogicalTableName = ddbTableName,

PartitionKeyName = "partition_key",

SortKeyName = "sort_key",

AttributeActionsOnEncrypt = attributeActionsOnEncrypt,

.NET 213



AWS ##EE hnZ SDK FRARER

Keyring = kmsKeyring,
AllowedUnsignedAttributePrefix = unsignAttrPrefix,
PlaintextOverride = FORCE_WRITE_PLAINTEXT_ALLOW_READ_PLAINTEXT
};
tableConfigs.Add(ddbTableName, config);

5. BI2#H# AWS SDK DynamoDB & F i

DTRRBIERSER 4 PLIE T — 4% AWS ¥ SDK DynamoDB & F~
i TableEncryptionConfigs.

var ddb = new Client.DynamoDbClient(
new DynamoDbTablesEncryptionConfig { TableEncryptionConfigs = tableConfigs });

]2 EAEMBNERTE

EHMRMBEEPRAER , UATEFHEANBNLEENTE, BEFUATERE , FEFRFE
BREESR 1 FRENBEERENFTHERTNBENES, TR ERINANIE AR ENEME
BWME,

EREWRITHIR 3 20 , BN KEPAEINENHAXIM B H#HITNENLE R, BLEETE—
BERSEERRREMZLZNIEANIME, FANENREZEENNIRE, i, EUUEAR
SERE , UEBHAERX  AREALENNEHRENNZEEEEN R, EiRBI&KRP AR
B, BRINBWEABMETEE AWS BIEE % SDK £ B & aws_dbe_head fZ & B 7N INAY
Flaws_dbe_footBHMINE

UTRAEFHTSHR 1 DRMBEE, B4
FORBID_WRITE_PLAINTEXT_ALLOW_READ_PLAINTEXT BEHBAE MK, ZRMAKLEIFEEH X
LB , BB MBEAMEZTE, FREHSGH AWS DynamoDB & im 62 —/NETHY SDK
DynamoDB & F i, TableEncryptionConfigs

Dictionary<String, DynamoDbTableEncryptionConfig> tableConfigs =

new Dictionary<String, DynamoDbTableEncryptionConfig>();
DynamoDbTableEncryptionConfig config = new DynamoDbTableEncryptionConfig
{

LogicalTableName ddbTableName,

PartitionKeyName = "partition_key",

SortKeyName = "sort_key",

AttributeActionsOnEncrypt = attributeActionsOnEncrypt,
Keyring = kmsKeyring,
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AllowedUnsignedAttributePrefix = unsignAttrPrefix,
PlaintextOverride = FORBID_WRITE_PLAINTEXT_ALLOW_READ_PLAINTEXT

};
tableConfigs.Add(ddbTableName, config);

FR|3 NEMEMBEMLLZIE

MR E#TNENERG , FEMRNBZEETNANEN , FERAESIRRENE A INZEH
XENTE, BBEFUTENRG , FFRRFRESESR 1 PEENEEREXNTT B #ITNHNZ
B, BERREBENEMBEMEENTE,

DUTTRAIEHTESR 2 PNRMEBRE, BRI LUER
FORBID_WRITE_PLAINTEXT_FORBID_READ_PLAINTEXT EFBIXER |, th o] LAMEL B A #EREA X
K, BRIMBERT , BERPRMNERNBACMBNEENIE ., FAEHEH AWS DynamoDB & F
im0 2 — N #HY SDK DynamoDB % i, TableEncryptionConfigs

Dictionary<String, DynamoDbTableEncryptionConfig> tableConfigs =
new Dictionary<String, DynamoDbTableEncryptionConfig>();
DynamoDbTableEncryptionConfig config = new DynamoDbTableEncryptionConfig

{

LogicalTableName ddbTableName,
PartitionKeyName = "partition_key",
SortKeyName = "sort_key",
AttributeActionsOnEncrypt = attributeActionsOnEncrypt,
Keyring = kmsKeyring,
AllowedUnsignedAttributePrefix = unsignAttrPrefix,
// Optional: you can also remove the plaintext policy from your configuration
PlaintextOverride = FORBID_WRITE_PLAINTEXT_FORBID_READ_PLAINTEXT
};
tableConfigs.Add(ddbTableName, config);

Rust

REBNBUWALZEMEARAE 1, EHTF DynamoDB £ Rust B IR IMBREFH xo BXREMEH
T DynamoDB £y AWS BIEFE % SDK #{T4HRIEMNFAFEE , 15 M L#-dynamodb & EH Y
aws-database-encryption-sdk Rust 7Rfll, GitHub

& AT DynamoDB #J AWS BiEFE % SDK WFTE mIZE S S Bk,

£}
- RRFH
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 {£ DynamoDB # Rust & FF im i FE

W
b

FRFM
FER%ERAT DynamoDB #9 Rust EF inNZE 281 , BEEBE AT REH,
Z % Rust # Cargo

£/ r ustup BRI BITREMRAH Rusto

BXRTHMEZE rustup NESER , F2H (BREFM) PHZEER
TR

EATF DynamoDB K Rust & i fZ2 EFE Crates.io LA FFRaws-db-esdkigfit, BxZTEMM
BENFHAEFEE , FSH-dynamodb 7 E R README.md X, aws-database-encryption-sdk
GitHub

FHHERX

ELRKEA T DynamoDB B Rust BN , B =B T #E;-dynamodb 71 E. aws-
database-encryption-sdk GitHub

RIRBARA

EEWIE BRPETUT Cargo 5 :
cargo add aws-db-esdk
;& FEVREY Cargo.toml RN T —1T :

aws-db-esdk = "<version>"

£ DynamoDB Ky Rust & F= i il 2 B
AETHERBRTHRA 1 PR —LEREMFEEIZR, FERT DynamoDB #Y Rust & iw N EARH xo

BXRBFEHEAT DynamoDB ¥ Rust B inNFEH# T HENFAEER , HS LH-dynamodb 17
FE 1 #) aws-database-encryption-sdk Rust 7”fl, GitHub
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https://rustup.rs/
https://www.rust-lang.org/
https://doc.rust-lang.org/cargo/getting-started/installation.html
https://crates.io/crates/aws-db-esdk
https://github.com/aws/aws-database-encryption-sdk-dynamodb/
https://github.com/aws/aws-database-encryption-sdk-dynamodb/
https://github.com/aws/aws-database-encryption-sdk-dynamodb/
https://github.com/aws/aws-database-encryption-sdk-dynamodb/blob/main/releases/rust/db_esdk/examples/
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£

- JIE NBEF

« @A T DynamoDB ) AWS $¥IEFE % SDK Y E MR /E
« & FF DynamoDB ¥y AWS ¥IEFE % SDK A iy i Bl &
- A AWS ZiEFENZ SDK E# T E

1B it P

DynamoDB AWS ¥ #EE % SDK MR — N B NZEsR. RALERMRZA 1, DynamoDB Y
Rust EF IR MZEFH x , ATFELUTHFRIEH DynamoDB RIE #HTMH, L7, KIFFF

EA T DynamoDB KKK AWS #IEE % SDK API

&N LAGE A 3R I B2 B E R DynamoDB B ik , ZEFine B3I FR &M DynamoDB #ERER
FisxE#ITMEMNEHE, Putltem

& E FASE A F DynamoDB API BB AWS BB E hi% SDK = s fE i aJ#E R 1 &R

BXRETRNMAFEHERT DynamoDB APl RS AWS B % SDK W RHl , 55 H EH-
dynamodb & EE # #Y basic_get_put_example.rs, aws-database-encryption-sdk GitHub

BIX% 549 DynamoDbItemEncryptox

BIEA 5I#Y DynamoDbItemEncryptor L&A DynamoDB B Al [E £ 31 RRY 2RI B #E4T N Z5 .
ZEZRBHRMNBIE, ©F 2% H DynamoDB PutItem B GetItem &R, 2HIKY , EAILIER
BIK 5IH DynamoDbItemEncryptor EEMAR MK I 24K REFH DynamoDB T H

BIKRBIH DynamoDbItemEncryptor R FAIE R IZ,

BERINMERABRIERBIDynamoDbItemEncryptor IRl , iS5 L#-dynamodb 1F 4% E
#Y item_encrypt_decryp t.rs, aws-database-encryption-sdk GitHub

EATF DynamoDB £ AWS $#EEE % SDK FHIE MRk

BUHREREPLREHELTNMENEE  BENLTES , BELILEHIEEMBELTXF , B
LW B,

EM£A Rust FFmiEERMRE , TEANKERFHELEMRE. BIEE—MHashMapHRK
EEENEMRE , ER2R-ENRTEEBSHNEERE,
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https://github.com/aws/aws-database-encryption-sdk-dynamodb/blob/main/releases/rust/db_esdk/examples/itemencryptor/item_encrypt_decrypt.rs
https://github.com/aws/aws-database-encryption-sdk-dynamodb/blob/main/releases/rust/db_esdk/examples/itemencryptor/item_encrypt_decrypt.rs
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}§E ENCRYPT_AND_SIGN AN EHFHTINZEMLE R, 1HE SIGN_ONLY AN BEMHHITER , BF
TN, $8ESIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXTHBMHHITZEZEHFHEBEEMEZL
TXH, MRFTHEMEHTZER , UL ENEHITINE, $5E DO_NOTHING AZBENE 4.

P XMBEFBE ST ANSIGN_ONLYEKSIGN _AND_INCLUDE_IN_ENCRYPTION_CONTEXT., I8
FEAEEE L NSIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT , N4 XFNHEFRE it th %M
ESIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT,

(® Note

ENEMRER , MACNLEREEEHREZZ 2. A THRELAERNTFNAZERE
o BIURIER - NTRINEISR ( fHlan«:” ) KIFREHARZLZEME. £E X DynamoDB £
FEMRER | SNBSS EMIEH DO_NOTHING WATEBMNEHE KT,

UTXWRERER T WAE A Rust B ERE
EENCRYPT_AND_SIGNSIGN_ONLYSIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT. .
FIDO_NOTHINGE M#R1E, W RBIGEHBIE “:” KFRIZDO_NOTHINGE 1.

let attribute_actions_on_encrypt = HashMap::from([
("partition_key".to_string(), CryptoAction::SignOnly),
("sort_key".to_string(), CryptoAction::SignOnly),
("attributel".to_string(), CryptoAction::EncryptAndSign),
("attribute2".to_string(), CryptoAction::SignOnly),
(":attribute3".to_string(), CryptoAction::DoNothing),

1);

EFF DynamoDB B AWS BIEE 1% SDK F i il %A B &

FH AWS BIEEME SDK Bt , %A DynamoDB RERXENMBZEE. MBREEFFTENEIUR
FHREFHIENBHRELRERATEIRNBIBELRERHIITE L,

T RIBBERFEAERT DynamoDB API B AWS EREIEEINZ SDK E XL T DynamoDB FKiNZEL
B, HAFEABTRRE LN AREEE M,

let table_config = DynamoDbTableEncryptionConfig::buildexr()
.logical_table_name(ddb_table_name)
.partition_key_name("partition_key")
.sort_key_name("sort_key")
.attribute_actions_on_encrypt(attribute_actions_on_encrypt)
.keyring(kms_keyring)
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.allowed_unsigned_attribute_prefix(UNSIGNED_ATTR_PREFIX)
// Specifying an algorithm suite is optional
.algorithm_suite_id(
DbeAlgorithmSuitelId: :AlgAes256GcmHkdfSha512CommitKeyEcdsaP384SymsigHmacSha384,
)
.build()?;

let table_configs = DynamoDbTablesEncryptionConfig: :buildex()
.table_encryption_configs(HashMap: :from([(ddb_table_name.to_string(),
table_config)]))
.build()?;

BERA
&R F &8 DynamoDB REZE R B .
781t DynamoDB R RIRE , EBREMUNB AP EIRPEENMEHIE, BUBNUEE
BHIRENNZEER S DynamoDB RkEBEENBERE. LPANRAKEEHERNEERE. ERY

R | BEREHAAS B FISENSHHELE, MRAH DynamoDB R&MEME 7 1
% DynamoDB REX 4 FY , NBBREHTHEBBRIENELA LR,

RFHNAREREM

EZEEMIRESPHRIZN DO_NOTHING BB .

AN ALEEREFSFEF RBEEERERELE 2N, BErnfRiR  fMANEtEESaS
EEEH, RE , ERFLRN , FFHeNEEENATHREERETRAEFTERIEHLREE
URFERHBBLEY, ERTEMATFHREEBEPBREM.

A LB 81 — N5 HFTE DO_NOTHING BN BARERELATFHNAZERE, BETH
£ % DO_NOTHING BMRIEETRNIR , HEANRKREFEFHHEBHERER, BB
BE—NTFRNEIE , AT ECARKFMFTE DO_NOTHING BHANRE. BXEZER
B EHENRIEER,

WMREZENFTE DO_NOTHING BHIEER S , AR E —1 allowedUnsignedAttributes
WA  ZBAFERNINHEEFRERZNERXEEMERMNZEEZENFIERE. BREELX
PDER , TRNERELATFHRZEARE M,

BREE (W)
SearchConfig fFEXEHERA,

HMIETE SearchConfig FeEFEA T EZN MEH LR E T
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https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/Restore.Tutorial.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/Restore.Tutorial.html

AWS ¥iERE % SDK FRARER
BEEEH (k)
algorithmSuiteId EX AWS BiEE % SDK AWM ELEH.

BRIFCABBEEBRELZEN , BN AWS BiEFE MR SDK FERRINELZEMH. MINEEEHFT
AES-GCM B 5ZARE. BFLENERAREEEHEA. REMAELZEHTRERATAZH
NMARERF , BEFLERZAEEZEN. flll , RERFEENEEZEHTURZELEESEREN
FERo BX AWS BIEE MR SDK XFNEEZEMHMNIESR , FSHHAWS HIEEF % SDK 5%
MEEEHF,

EkRZE ECDSA BFEEH AES-GCM EEEH , FERMEBBREPMANLT HE.

.algorithm_suite_id(
DbeAlgorithmSuiteId: :AlgAes256GcmHkdfSha512CommitKeyEcdsaP384SymsigHmacSha384,
)

£/ AWS BiEE % SDK E#H U E

Updateltem¥ T EMEZERZBABHNIE , BIEEMNE SDK T F ddb:e AWS EEFMBEREX
BHEM , AFERA ddb: Putltem, MRFE—NERIEEN PutItem FRFUMENIE , NFHME
HE£EBARNEWME,

|HhX DynamoDB 1% & F im

2023 6 B9 B , BRINNEFIRMBEER RN AWS BUIREME SDK., AWS BIEENZE SDK 4h4E
X ##IBAR DynamoDB MZE F w4, BXBEFINBEFTEEDEREEANTRABINESZE
£ , 2 Amazon DynamoDB Encryption Client E@ & o

EFBERFRAMERTF DynamoDB ) Java BEFIRMZRE , 58 EBERA 3.0

F&

« AWS & F DynamoDB WYEUIEE % SDK MR A i
« DynamoDB HN#Z%& /- ik TERE

» Amazon DynamoDB Encryption Client 8

- MEMBHREERF

» Amazon DynamoDB Encryption Client o] i /mT21E S
- EREEER

» 3EZ&E DynamoDB &% 7~ im B A2 5 P AY B3

=4 220


https://docs.aws.amazon.com/amazondynamodb/latest/APIReference/API_UpdateItem.html
https://docs.aws.amazon.com/amazondynamodb/latest/APIReference/API_PutItem.html
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AWS & F DynamoDB KB IEEE IN%% SDK M4

IBMREF MW EBTRMEEXERT Java B9 DynamoDB MBREFiHARA 1.x—2.x A&EAF Python
#9 DynamoDB MNZE & Fimh 4 1.x—3.x BIEE.

T &RF% R E Amazon DynamoDB H X & Fim NZHE S MR,

WIEES S SDK F ERRAHY 4 o5 B HA B BR

Java WA 1.x End-of-Support B B¢ , 2022 £
7 BEX

Java MRAS 2.x IEXXNEM (GA)

Java MR 3.x EXEM (GA)

Python WA 1.x End-of-Support B E% , 2022 £
7 BEM

Python RS 2.x End-of-Support B E% , 2022
7 RER

Python RRZR 3.x EXEM (GA)

DynamoDB iN#%& s TERIE

® Note
BANEFRNBECEG AN AWS BIEEMNE SDK, A TFEFREEREAT Java B9
DynamoDB 1NZ & FimhR A 1.x—2.x A& T Python B9 DynamoDB 1NZ3 & F iR A%
1x—3xMER. BXEZER , BZHEHA T DynamoDB FWAWS BB N SDK MRA X

B,

DynamoDB &% Fin % 11k it 73R F4& £ DynamoDB HH#IE. EESANERERY BSEAN
REXM, REBAUEHAMRAERT , BT IZNERRETNEELA N

NRBE MBENER
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https://docs.aws.amazon.com/sdkref/latest/guide/maint-policy.html#version-life-cycle
https://docs.aws.amazon.com/sdkref/latest/guide/maint-policy.html#version-life-cycle
https://docs.aws.amazon.com/sdkref/latest/guide/maint-policy.html#version-life-cycle
https://docs.aws.amazon.com/sdkref/latest/guide/maint-policy.html#version-life-cycle
https://docs.aws.amazon.com/sdkref/latest/guide/maint-policy.html#version-life-cycle
https://docs.aws.amazon.com/sdkref/latest/guide/maint-policy.html#version-life-cycle
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AEXNRMEATIHNE, £8, RIENEZNTE NZERZFZ DynamoDB MEFE P im & L. ©HE
RIEREE , URENEMNEZNM B YA | ©RMNEEEFE B IZE MR HEEFIREUNE M8
DR RHAY B2 A B ER

TERERTHRENSRARE,

Plaintext
Item
Item Encryptor
Attribute Actions yP / \
ENCRYPT_AND_SIGN > l Get Encryption
SIGN_ONLY Materials .
DO_NOTHING o > Cryptographic
. - O# P | Material
ynamo o .
Encryption Context Provider (CMP)
>

Table Name
Primary Key

Y
Encrypted &
Signed Item t

EWRIMBEH#TINEMELESR , DynamoDB IEEFIHE

. ROHEXEE. EMNEMM DynamoDB 1% £ FXREBRKNER. FERBEFMN
DynamoDB FREVA4FEE B H 612 DynamoDB H% £ T 3,

@ Note

DynamoDB 1N# % FimH # DynamoDB M#Z L TX 5 () MR MEZE L TXFT*x. AWS
Key Management Service AWS KMS AWS Encryption SDK

- EMFENEENEN. EMRENEEEFEREULES.

< NEME  BRENEBRANELZEN. EMNEERARENNEHBREHRER (CMP) FREUX L5
Bo
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FRARER

« ATEMBEMNERNEHA, CMP [ MEH B ( SFEMBEMER SR ) £/ U BRI E SR B

&

TENEZEFRERAREXETENTE MENSER. W, IENZEFSHNRENMNETE : &
EMBEMNELUR ( KERMEHER ) W EEAEMEUARIELENEYN. AUEEERNE NBEFX
H ,SEAEME MEERFRENFEBREFIDEUXREEIMIATH.

HLERTEEMENEZEELHIEN DynamoDB I H,

BOUE A 47 22 R 1 B

XEEHE—EZITREIENBZDE , WTEF R

Encrypted &
Signed ltem t

.

Attribute Actions

ENCRYPT_AND_SIGN
SIGN_ONLY
DO_NOTHING

Item Encryptor

DynamoDB
Encryption Context

Table Name
Primary Key

Get Decryption
Materials

P

-

A 4

Plaintext
Item

N

~

Cryptographic
Material
Provider (CMP)

/

ERIENMEEDE , DynamoDB MMEZEEFinZMAEMNEAMHF. EEMBNAGRETINEZD B RITH

B MTHRR:

+ 3k B DynamoDB 1% £ FXWEXKRWER,

- ERIEN#ERNEN. ERNEERERIXERES.
s BEENEENNEMBHRERER (CMP ) FHEEME  SRRIENBEZN,

ITHERR
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ENZEDE T~ SENCMBFRERAN CMP NEM[IEF, S4FUREMEERN CMP, EEMRER CMP

HiIRITHEZIE K CMP,

s AXRUMMBEHEMAMELEZNEE , SENBRNLREE, TN B 8947 BB E 4 3R

BUXEER.

NEMZREFBEAMEBXERRZRIEINFEZDTR, SERNRBRMABHERNEERME. ERERHAX
DynamoDB Tl E .

PN

Amazon DynamoDB Encryption Client #=

@ Note
BINEFIRNBEEEdmA N AWS BUEENZ SDK, A FEBRMBEXEAT Java B
DynamoDB INZ# & FimhR A 1.x—2.x A& T Python B9 DynamoDB 113 & F iR A4S
1x—3xMER. BXEZER , BZHEHA T DynamoDB FAWS HIEEE N SDK A

B,

KEZAN L Amazon DynamoDB Encryption Client #1498t S M ARAF

E 7 f## DynamoDB HZEFin A4 AR E |, ES 5 DynamoDB MZEEF imi TEFRE,

&

- mEMEREERF (CMP)
B MEBRERF

BIERE

. MEHER

DynamoDB #1% £ T X
RHEFEH

nzEs SR HER (CMP)

# 3K DynamoDB M&#E ikt , F—HESHE - MEFSREENEMBERERF (CMP) ( X7

NIMBMBHRERERF ) o BRNERRE T TR KHERE,

]
&b
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mEMEHRERERF (CMP) &, CHEHREYE NEREFATHARME MEMERZ N MZEL B, CMP
BEZEERANMNEZEEEZURMAERMRP MENLESRZR.

CMP Em B MERFRE, T HMERFMN CMP ERMERFEZMEL , T CMP X LM IR EL%S
TEMBRERF. RE , HENFRFERAMBZHRNTE MBENLE , KBRIENMFEZTE

HEEEEFIRAEE CMP, B LAEZFANBEN CMP , B AT AERAE CMPs AR Z BE X
CMP 22—, KZ¥ CMPs BER TZMEEES.

I B IN#EF

Il B &2 F 2 A DynamoDB N F FimiiT B RERVER BB 4. EMNEMBHEHRERF (CMP)
ERMEME , REER CMP RENHENRIME MEMNLESR , RRIENBERIE

ALEZESMENZRFRESFEAFERENEBEF, fla0 , EAT Java B9 DynamoDB 1l

BEFIWmEE WS DynamoDBMapper —# MM AttributeEncryptor #BERFE , M
BE$#5 DynamoDBEncryptor B MMZERFRXH, Python EZE 5T EMEZEFREN

EncryptedTable, EncryptedClient # EncryptedResource HBEIFEFE,

B R E
JB RS AT B IBREFEX A N8 NE AT RAE,
BHREETURULTEME :

- MBENLE - MBEEME, THELEFEERM (BHNE )
- NEE -HMBLEHEEEM.
« THATEMRE - THEREMBEHZER

3 F o REfR BB BIE M EME M |, B Encrypt and sign (MMEZEMZER). W TFEREM ( 2 XEHM
BEF® ) , £/ Signonly, T2 AMBAEABEMENEEZEEMERZIME. TENXLEEHEERME
(=

FRiEREMRE, MENRE , EFH Encrypt and sign (INBZMZR), —BEMA DynamoDB MEE
FRWRFEF RN , REZEFELERIEERNEABATENEENRE, BEXEAEE , FEHE
WEEER,

/A Warning
FAMBEREME. SNLHRENHEI , LAE DynamoDB EHRIE MEFEITERAH.

]
&b
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31 DynamoDB % £ FXFRRENEREM  NEFimHELZHMNBX LR 05| R EIR.

NTEMEEESME K RATEERMRENERZITHE. LEARETREETERNBEREFX,

BRFAEER , FSRREES NN XH,

FRHER

EMZERTE N RHER SEEXMARNRTE MENEENEL (MMBEE ) . MEMEIEHE
5 (CMP) BIECEA T MBEMELA W MEZEM B iEFM R, 25, GEFELRMEB MBI UE
NM@EZT A, SR ERMEHERENERE.

#£ DynamoDB MEZE FimH , MRHER 5| A=MEX TR !
B R EHER

REmEMRHREERF (CMPs) R EREEESIOET |, SIMMEE L. ERALNER , BHEW-
EX AR INEIRIE MNZERH DynamoDB % £ T XA BHERE P, TR BN BRI
BHER . EROMRHER PR B REHLHEFEN CMP E X

(® Note
HTMRHEHRSBEREMNE , ALBWZBBERNTEHER  RIEFFFENRERRERE

AE.

SKER M RHER

EMBHREE (CMPs) IR BB 1B HRFR N SIERM RHER . TR CMP 1L 4 %+ it 62 /5
RYSERRE. ©—MRBFEERNERME (07 ) , FROFEES B EMAMER,

MR E

EFP iR RHER R FEC BT E M RHERE T P, MRHEREMERFHA amzn-ddb-
map-desc F BEEN KGR EHR . B/ imFERMRETREEPHERIENBZRE .

]
&b
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DynamoDB 1% £ T X

DynamoDB % ETFX RINZMRHIREEF (CMP ) BEEXRMNMENELR. EoRHE
# , DynamoDB 1N# £ T~ X o] LA B 3E1E R w1 BHE R,

X &R B #1TNEES , DynamoDB & £ TXFUMEBE A XA ERMBENEEE. SEMERN , W
£ DynamoDB % £ FTX S5 F M#EH DynamoDB I#H L TXFREX D K/NEMNTEEITHE |, NEZ
BENEAK, WREETENZEFEERE , NARERBNBRER G ERNRE DynamoDB %
TR, REBHHEBZEFFLE DynamoDB % £ T X,

® Note

DynamoDB i & F s i DynamoDB M#F L TX 5 () MIAHMMNHZE ETXFEX. AWS Key
Management Service AWS KMS AWS Encryption SDK

DynamoDB % L T X AILBE UL TFR. FIAEFRAES N AL,

- REW

- DXBEWR

- BEFREWN

- BHERM/EXN
- ERMEHER

RUEEFFE

REEmEM 2RO INEMBHEHEE (CMPs) WAH, RHEPERETTSAEIZE CMPs SIME AR ( Fl4n
Hiiftisrals ) SRIMEel]. RUBFHSHECEN CMPs RAREEXRAFRT , HPSMEEN
CMP #R R iE K & # B B A RAE SRR,

DynamoDB M#EFim M SFiEHEFRBREEFFE  BETUERAREEFF#N CMPs £
AAHREKIZERERF. CMPs B &FTRHEFSBE—NMEHBEMEXEK , B— M REEEFEHER
L CMPs @Z N EHB S NMERERERS .

REBEERFBOUERRAR , FBREFREMAEIRAE, CMPs BEFIEEEE M B& R &I ARAE
5, XEFRENERHEFFRMANTEFTETHERN CMP BFARZA

DynamoDB IN#H & F w2 MetaStore—4 , ER— M EHEFM , ©EAFMETE DynamoDB H HfE
AR EE DynamoDB HNZA & F i iNZ3 1Y 247 812 Wr CMPs apped,

i

ap
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THRES .

- RMUEFFM : Java, Python
» MetaStore: Java, Python

EZMBHR AR F

® Note

BINNEFRHNZECEmS N AWS BIEENE SDK, U TEBRMEXREAT Java B
DynamoDB IN#&E FimhR 24 1.x—2.x AR &R F Python B DynamoDB %% = i ik 4%
1x—3x WER. BXEZER , HZSMHEA T DynamoDB KIAWS HIEE % SDK MRA X
#o

& A DynamoDB M#EF F kb ATy R EBZMNRRBIEFENEZM L REHESF (CMP ) . CMP 4
EMEMBAREROITE MERF. EEBRENTERNZZANEEEZN , FRAMBREXN T
BB RITERNEE LR UK ERANNBENES EE,

&R LLIERE DynamoDB & imFE R IR AR SSHEF Y CMP I ZRBHN B ENL CMP, &/ CMP
EFRETREBUR T EANEEES

RKEBNETERFELHWAZR , CMPs H2E 7T -2 , LS AINARFERRER R,
Direct KMS #EHEHERF

Direct KMS # B2 I EB) AWS KMS key RFBHIRINE |, ZEHBRLF 2 AWS Key
Management Service ( AWS KMS ) &b FARMBRS. BHNARFTLERREBREMINEHM
. BT AWS KMS key RItEEFEANS I MB ERKE—NMEZENEEEA , AkE AWS
KMS BX NZRHBZT A N #HLEA,

MRS FEH AWSKMS HFABEXSE— X AWSKMS BAEESENNMARE , AL EHEE—
N WIRER,

BXEFMEE , S FDirect KMS MBRHEF.
ESENMRREHRERF (EBEMN CMP)

MACSBENMRRMERR (E3EN CMP ) , BHEE DynamoDB I Fim /A S04 B F B =
BERANEEEZH,
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https://aws.github.io/aws-dynamodb-encryption-java/com/amazonaws/services/dynamodbv2/datamodeling/encryption/providers/store/ProviderStore.html
https://github.com/aws/aws-dynamodb-encryption-python/blob/master/src/dynamodb_encryption_sdk/material_providers/store/__init__.py
https://aws.github.io/aws-dynamodb-encryption-java/com/amazonaws/services/dynamodbv2/datamodeling/encryption/providers/store/MetaStore.html
https://aws-dynamodb-encryption-python.readthedocs.io/en/latest/lib/materials_providers/metastore.html#module-dynamodb_encryption_sdk.material_providers.store.meta
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#master_keys
https://docs.aws.amazon.com/kms/latest/developerguide/
https://docs.aws.amazon.com/kms/latest/developerguide/
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EEEN CMP @RS N MB AR —MEZRH. A, CLEALZRENEER (BT IE ) B
ANZERA, At , BUAENMNENSEZANSEZAUARXERAN TSI E M-
RERUEEMFEH, Wrapped CMP & Direct KMS RIEREFHNZEEBERER , ERATFTFAERNEH
# AWS KMS B aJ A Z £ EBMEBEM BN NAEF.

BXREMAEER , FSHEEENMRERER.
RATREERF

BFIEHEFRE— N NEMEHEMHERF (CMP) |, EELBIEMHEFFM, © CMPsNZHEHEE
SREL , HMHIREUREI MM E. CMPs&FRMUBFBEEFEAEAN CMP KFZMBEMRINZ

MER , BEAUFEAREEFEHENIEREFTESFERMHNTER , RELKRHE CMP #9507

FUREZEETELAEHEHEFNER TEXMERAN CMP FIKE,

BALEEEARRERMAEFSEEARBNREHREFEM. DynamoDB N#E % Fi%33E MetaStore
—AN, X2 —1NRE Wrapped HiR & F%. CMPs

NTFEERAREHRONMZRNAANNARR , URESEFTERNARFHNZEMEERD
BRTEEFRELEMEMBNNARER , &SR REERFENMREFNERE, S0, EATFEE In
AWS Key Management Service(AWS KMS) TRIFEHMEZEM B , MEFTAWS KMS keyfE AWS
KMS BX &R AZT B i &R

BXEMAER , BSREHREHER.
BAMBREMARER
BAMBREEE NN, proof-of-conceptBRAMESZFAMEMIZIT. EFR2XNTNIE EKE

fIE—NZME. SHREERENARMZZANEE RN  MAXERAEZATNE, #
BNEBEHRIE,

(@ Note
Java ERWIEXN MBS EREFFIR—HBSEHMERF. TREHRE RN CMP HER
WERH. CEEFEANRERZEN , BENITREEEEERHSBEN CMP,

£}

- Direct KMS #EHEHERF
- EBENMEREER

- BNRHEER
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https://docs.aws.amazon.com/kms/latest/developerguide/
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#master_keys
https://aws.github.io/aws-dynamodb-encryption-java/com/amazonaws/services/dynamodbv2/datamodeling/encryption/providers/AsymmetricStaticProvider.html
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- BAMBRARR

Direct KMS # £HEEERF

(® Note
BN EFiRNEEEEGn SN AWS BURENZE SDK. U TEBREEXRERT Java iy
DynamoDB MZ&E F iR A 1.x—2.x AR IEAF Python # DynamoDB INZ%& - im kR 4
1x—3xMER, BXEZER , B2 HERT DynamoDB HAWS EIEFE N SDK MRAZ

B,

Direct KMS ##2 1% = ( Direct KMS =HEF ) BBIMFiL AWS Key Management
Service ( AWS KMS ) &t FRMZIRASH AWS KMS key RFEHRINE . WWINBEMEIREREFHE
NRIMBREE - MEFANEERA, Ak, ELESR AWS KMS X NZ = # % E N EA,.

MREAZIMEF KAELE DynamoDB T B , NI AT RESEH RS , M-S B E AWS KMS
requests-per-secondiEiR, MRFEZBHRS , H7E AWS ZFF P OH BB RH, BHaUERFEH
RAEEXBERAERNMEMBRERER , flUSHRERER.

ZEH Direcrypt KMS R#t:EF AWS K/ , RAZEMXMEDIHE — MR AWS KMS key , =&

£ L@ A GenerateDataKey M Z R E, AWS KMS key AWS KMS key M2 T FRINZ R4 ;
DynamoDB B FF A X FHIERMHMEZ, MBEEHNR DynamoDB £F X , NAIgEEERE—
N AWS KMS ZXEZFH. BXEFAEER , BSEMEHAS Z.

@ Note
LEEH Direct KMS ZHEFIT , ZHNEHABRUNBHRNER UG XEAFE R E REAWS
KMS 0% £ T X fM#H5% AWS CloudTrail AWS KMS #/ERE#, {E2 , DynamoDB & &
WM R AT EENFEHENEX,

B KMS 2t7Z 52 DynamoDB & E F s FH /LN MEM BHEHE (CMPs) 2—. BX5—1
WES CMPs , BRI MEMEHEHERF.

BRRBIA | F5H

+ Java : AwsKmsEncryptedltem

* Python: aws-kms-encrypted-table , aws-kms-encrypted-item
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https://docs.aws.amazon.com/kms/latest/developerguide/
https://docs.aws.amazon.com/kms/latest/developerguide/
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#master_keys
https://docs.aws.amazon.com/kms/latest/developerguide/limits.html#requests-per-second
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E3-
- EREE
« THEAFAR

A&

E |2 Direct KMS 12127 , BHEAZH ID SHBELEWIK S FEEXNHME KMS %4, B IDS
BEVE T LR AWS KMS keyfI %48 ID, %48 ARN. FIB B EIE ARN. BREZHAFFIRAFNFME
B | #®20 (AWS Key Management Service F & A R ¥8/) HHZRAFIZFT,

Direct KMS RIMEFFEXNHHINE KMS 240, TEEFAIEN KMS 247, B2, AIMUFEAZX
B KMS . @25 ANZEAMBIN KMS 2 , REENEZAFEFN KMS 2, BXUMHEE KMS
Z4AEY kms: GenerateDataKey #l kms: decrypt fXBR. Ht , BUAEAZFREENZH K MARE
AWS B AWS AR KMS 24,

&R F Python #9 DynamoDB B EFIKEZ4E ID SHE ( IREEF4 ID SHE ) PRENZKX
i AWS KMS AN K., BN , ©RER AWS KMS EF N X ( MREETE ) RIEETEE
M X35 &M T Python (Boto3) #J AWS SDK, 3% Python IXEERMES |, i35 Python AWS
% T 24 (Boto3) AP| BEHMEE.

MBELEENEFIREEXE , NWERT Java B DynamoDB E%E i AWS KMS £ ENEFF

o PR X T AWS KMS AN X, &0, eSEREE ERT Java 9 AWS SDKHEER X
B, BXRPRXEEENES ERT Java B9 AWS SDK , FS 1 ( EERA T Java B AWS SDK FF & &1
) FHAWS X &,

Java

// Replace the example key ARN and Region with valid values for your application

final String keyArn = 'arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"
final String region = 'us-west-2'

final AWSKMS kms = AWSKMSClientBuilder.standard().withRegion(region).build();
final DirectKmsMaterialProvider cmp = new DirectKmsMaterialProvider(kms, keyArn);

Python

AR RBIEFA 4 ARN $E7E AWS KMS key, MNRENZHFRFTTIE AWS X5 , 1
DynamoDB 1% & FimM E & B i Botocore &% ( MR A ) = Boto BRIASFHIREX I,
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# Replace the example key ID with a valid value

kms_key = 'arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890@ab"
kms_cmp = AwsKmsCryptographicMaterialsProvider(key_id=kms_key)

MREFEAB R Amazon DynamoDB £/ %k , RANBWEEA L XERAX HITE#HIT AWS KMS N
7, ZXERATE AWS X , IERER , RAelEEHENES ID MBEHAME. AWS
KMS keys BEXiFMELR , F25 M (AWS Key Management Service FF X AR5 FHEHZ X

@ Note

MREERANRER/RMEA 2017.11.29 , MAMREBEERE , X5 |, RENEFHFZERT2
WNRRER, AXRFAER , FEHAAEREE/FREFEN A,

E7% DynamoDB INEZEFmPFEAZXER  BURSXEFAANHEF I NARFETAEN
Xig, RS Direct KMS R FE E N A DynamoDB MEZEFiwAH AWS KMSFTE X /Y
LXEH %4,

LAUR 4% DynamoDB MNEEFimBlEAEXERE ( 3EFRILMILER ) (us-east-1 ) KiFAHH INE
BiE AERAZXEEA , £XEES (EEXM ) (us-west-2 ) KB HBTHRE,

Java

L RBIF , DynamoDB MNZEE F ik £ & ik P IRV Z K E# 1T AWS KMS AKX, AWS
KMS keyArn E#RIRE—XEHH 2 XE A

// Encrypt in us-east-1

// Replace the example key ARN and Region with valid values for your application
final String usEastKey = 'arn:aws:kms:us-east-1:111122223333:key/
mrk-1234abcdl12ab34cd56ef1234567890ab'

final String region = 'us-east-1'

final AWSKMS kms = AWSKMSClientBuilder.standard().withRegion(region).build();
final DirectKmsMaterialProvider cmp = new DirectKmsMaterialProvider(kms, usEastKey);

// Decrypt in us-west-2
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// Replace the example key ARN and Region with valid values for your application
final String usWestKey = 'arn:aws:kms:us-west-2:111122223333:key/
mrk-1234abcdl12ab34cd56ef1234567890ab'

final String region = 'us-west-2'

final AWSKMS kms = AWSKMSClientBuilder.standard().withRegion(region).build();
final DirectKmsMaterialProvider cmp = new DirectKmsMaterialProvider(kms, usWestKey);

Python

FIRBIF |, DynamoDB HnZ % ik 248 ARN FF3RER T MiZ X133 1T AWS KMS FEIE X1,

# Encrypt in us-east-1

# Replace the example key ID with a valid value

us_east_key = 'arn:aws:kms:us-east-1:111122223333:key/
mrk-1234abcdl2ab34cd56ef1234567890ab'

kms_cmp = AwsKmsCryptographicMaterialsProvider(key_id=us_east_key)

# Decrypt in us-west-2
# Replace the example key ID with a valid value
us_west_key = 'arn:aws:kms:us-west-2:111122223333:key/

mrk-1234abcdl12ab34cd56ef1234567890ab’
kms_cmp = AwsKmsCryptographicMaterialsProvider(key_id=us_west_key)

THERFRK

Direct KMS 122 FIRE ZEIEEMN AWS KMS key RIFPFHIMBRBNE LR , TR T
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Direct KMS Provider

Direct KMS Provider
Iltem encryptor

Application
GenerateDataKey . _derive- Encryption key

‘ KMS key ID i ) Plaintext data key- * [Ssigning key

Encrypted data key — | Encrypted data key

Encryption algorithms

F 1

KMS Key 1D ‘

KMS P

AWS KMS key

« BERMBEME , Direct KMS RHEBFLER AWS KMS EREEENNEANTE £ —1 AWS
KMS key Hf—H#IEZHR. EMNBEZANANEAFIREN B NWMZZANEREZS , AERE
MEZANE R ZAURMBNRERSR , GEFHEETE VMR EAREET.

W B MBREFEANBERANESZAARRIECNNAERRER. XEREBHBEZANNEE
AREFEEMBDE

. BENBEEME , Direct KMS REELER AWS KMS BEMEBENBIERMR. RiE , SMANXEIE
ZRMERIEZANERZYN , ARRXERAREET B MERF

TEMBEREFERIENE , MEMRBIERS , 2BBNENE. RE , EERRMNATFRBRIXL
o

FREX 023 #7146

R EANA T Direct KMS RERRFWEIR B ILE MBEF W MBS RETAV R A i H F4b

BWA (RENARERF)

« HZ4H ID AWS KMS keyo
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WA (RETEMNERF )

« DynamoDB 1% £ T X

W ((EWENERRF )

- NEBER (BAX)

- XEEH

- EEEMEHERP  XEEREERFRAMEID B OMRHEREEF,
« amzn-ddb-env-key: Base64 4mfB M EIEZH B INZE AWS KMS key
« amzn-ddb-env-alg: INZE % | BRIAR AES/256
« amzn-ddb-sig-alg: LR E % , BRIAMBER T , Hmac /256 SHA256

« amzn-ddb-wrap-alg: kms

Processing

1. Direct KMS 12t & &ix AWS KMS 3K , ERFERIEEMN AWS KMS key F1ZI0 B 4 ¥ M — B EE
F4. ZRELIREAIEAURE AWS KMS keyMZMEIZA, XFHABZAM R

HREHE AWS KMS 1% ETXHHEATHXE, XEFRRHREANBLSABEZNENR , &
I, BERNEEMENNEZ LT, S EAXEE AWS KMS E£AWS CloudTrail H&EHFRIAXY
KA A o

« amzn-ddb-env-alg — MZBE % |, BRI\ AES/256
 amzn-ddb-sig-alg — EHEE , BRIAN Hmac /256 SHA256

« ( A& ) aws-kms-table— table name
« (W% ) partition key name—partition key value ( Z# #|{EXF Base64 43 )
« (M%) sort key name—sort key value ( =¥t #|{EXF Base64 &3 )

BiZ KMS 2HEHEFMMNIZIE K DynamoDB AWS KMS %2 £ R X HIREUMNEZ E TXHWE, R
DynamoDB & Lt TXAEEME (flokE ) , WNE L TXHPFERZEH/EN. AWS KMS

2. Direct KMS R FMNBBEBZAMENHNBRANLEEZZH, RINVERT , eEALZEREFE
7% (SHA) 256 MIRFC5869 EF HMAC B B2 40k 4 B BSR4 256 {1 AES X FRINZZZ4A M 256 1
HMAC-SHA-256 & % 3348,

3. Direct KMS 225 HiRE 20 B ZHERF.
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4. TEMEEFELERERGMARBAFEENEL , FANRRHNEEENREAEHERE
HEFEl], E2RRMNAEHMBERAXES.

IREUAE ZA1F

FEBDEMNA T Direct KMS RIEBFHEMNTE NEEF REIBZM B EREH@MA, f MLk
H,

WA (RKBRARRF)
. H934A ID AWS KMS keys,

249 1D WA LLE AWS KMS keyB 348 ID, 49 ARN, BIEBHREIE ARN, KASHEH4 D
A | MK ARE AWS HEEREARTA, B4 ARN 24T AWS KMS EEHAE
&,

WA (RKBETENBREF )
- BEMRHEIREERNEH DynamoDB % LT XK I,

W (EWENERRF )

. MEER (B )
. EHEH

Processing

1. Direct KMS 12EF2F M INZ I B & §941 RHEIRE MIREUIN B HIE 247 .
2. BER AWS KMS FEHIEER AWS KMS key REZ AW EIEZH, HIRESLIREREA,

BEESRAIER A T ERMINZBITEZHAWHEBE AWS KMS 1% £ T 3o

* aws-kms-table — table name

« partition key name—partition key value ( Z#HI{EXFH Base64 4T )
« (W& ) sort key name—sort key value ( Z#t#|{EX A Base64 T )

« amzn-ddb-env-alg — IR E L , BRIAN AES/256

 amzn-ddb-sig-alg — EHEE , BAIAN Hmac /256 SHA256
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3. Direct KMS 2t AL £ M FE % (SHA) 256 FIRFC5869 EF HMAC B4 RE BN BIE R
AR 256 I AES XA INZRZ4AM 256 17 HMAC-SHA-256 X% %4,

4. Direct KMS 2 HEF 5w HRE 2|5 B inZEF,

5 MEMZREFHERALEEZARIENE, MRTKI , NEFERAXNHINZRARBRINZNE
B, XEREFAEZGRMBEBHIEENNMZNZEEEZE, U B NBRERF©ERIRMNIES R
:pvgrati:

E SRR RHEEF

® Note
BANEFRNBECEG AN AWS BIEEMNE SDK. A TFTEBRBEXREAT Java B9
DynamoDB 1NZ & FimhR A 1.x—2.x A& T Python B9 DynamoDB 1% & F imhR A4S
1x—3x EE. BXxEZER , HZSMHEA T DynamoDB KIAWS HIEEE % SDK MRA X
o

MNACSENMEHERRER (BE8%/ CMP) |, £ LUE DynamoDB MZRE F ix R E A2
HZAMZE B4, Wrapped CMP FARE TR AWS RS, ER , RAEBFHR2AERNEES
KR EZERY , SR EHEBNZARBIEMBAZIE .

EEEN CMP HASNHBEEK— M- B NERH. SERRHNIRZHAIEDNE MAZAH
HESRNTE NZZARFENENMBELEESR. ATERFHNERZHRERMEN , HitH
BHEERBRANSEERANERFAURXLEZAN SN IE REH-—IRERXEEEM.

ESEN CMP 222X , A AR W EEMEMBNNARFH R &R,

Wrapped CMP 2 DynamoDB 1NZ%& Fim FH LN M EHREERF (CMPs) 2—. BX5S—1TH
=8 CMPs , BZHANEMARERER,

BRRBIA | F5H

« Java : AsymmetricEncryptedltem

» Python: wrapped-rsa-encrypted-table , wrapped-symmetric-encrypted-table

F&
- ERBE
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« THEH

ER 7%

EOZC RN CMP , BEESEREZN (MBNEFEE ). BA2RER (BENEER ) URLEER
o MENMBZIE R, KAREER,

BREZH, BT LRFHANERZATURN BRI HREAX

Java

// This example uses asymmetric wrapping and signing key pairs
final KeyPair wrappingKeys = ...
final KeyPair signingKeys = ...

final WrappedMaterialsProvider cmp =
new WrappedMaterialsProvider(wrappingKeys.getPublic(),

wrappingKeys.getPrivate(),
signingKeys);

Python

# This example uses symmetric wrapping and signing keys

wrapping_key

signing_key

wrapped_cmp = WrappedCryptographicMaterialsProvider(
wrapping_key=wrapping_key,
unwrapping_key=wrapping_key,
signing_key=signing_key

THEAFR

EaEH CMP FAZNMH B AK— NN E NEFH, ©RHEARENIRZH, BAIREHN
XEREH , WTEPFR.
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Wrapped CMP Item encryptor
Application [Generate encryption key} » Plaintext encryption key
lwrap key

Wrapping key »Wrapped encryption key » Wrapped encryption key

Unwrapping key

Signing key »| Signing key

Encryption algorithms
SR B0 25 1 4

AEHFRT EBENMEHEHER ( EBEM CMP ) EWREIMEMBIE R B A, B HMLE,
WA (RENARER)

- BEEH  BRINERE (AES) NHFAH RSA 2. ENEEABHENSBER. BN, EAF
R, FFREE

- BAAREHE Tk GRK,
. EHRBH

WA (RETENERRF )

« DynamoDB #n#& LT X

i ((EWMBEMERRF)

- A B =4
- EEER (RETT)
o EREMEHER  XEEREERFRAMEID B O EHERE P,
+ amzn-ddb-env-key : Base64 JRiBHI E2ET B N# %4
« amzn-ddb-env-alg : AT MBI B N MBEZL. BRIAEHN AES-256-CBC.,

« amzn-ddb-wrap-alg : E8%N CMP ATE2EM B NEZANIEE L, MRIERMANR
AES Z4H , NG EAREFTMN AES-Keywrap @iRILE4A , 41 RFC 3394 FATEN . MR TEZR
AR RSA 1A , NIEAHIEFA RSA OAEP X Z4A# TN, MGF1
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Processing
BT B R , FEASERANE L RN, BT IERAN TR , [F2H,

1. EB&M CMP FHABNRIE £ K —ME— X FRI B B RHA.

2. EEREENTRFALEMB MAEZR. 25, SHRRMARFHR RIS,

3. EEEBANIE MAZA., RUHNESERN, S22 DEIAB HNE %4089 LBR 1 E R LRt
BEENaEEE,

4. TEMBEFREALBXNZEZAMBRE, EEARUNEBBANNELESR, 25, BRR
RN TR EREA X R, ERXGHBERFHFR (B IENMBRA (amzn-ddb-env-
key) ) EHIZ|TE WM BHEREEF

SREW 8 2 A
AHDHRT ETENMBREMEESF (ETEN CVMP ) ERFEBEMBBERNBA, B HALE,

A (KRENAER)

- AREH AL, HLHK,

- BITQRZH  A—SRNERE (AES) NHZHIN MMZEAA RSA 2B HHN RSA REE
H, ENEBEEAEEENSEE, N , ©HEIRT , K2,

. BHBT4P

WA (RETENERERF )
- BEMBHEREERNAK DynamoDB & £ T XHEIA,

W (ZETENERRF )

- XA N4
. EREH (RETE)

Processing
BEDEN , EABRTIEZANLEEH, SEZANMEDR , N2,
1. EEEMN CMP FNTL B (A BHERE M PRI E RN E MBEEA
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2. BB SRZAMEEZHT LRI E MBERH.
3. EMHIXT E MERH. ERFHAUARMNENE R EERETE NEERF.

4. TEMEEFREA LGSR ZARIETE, DREIEK , NBE NEZREFHERT B M= HE
ZWMB, 2& , BRRRMRFHHRERAXZR,

RITREEF

(® Note
BINEFRENZECSETEN AWS BIEEMNE SDK, A TEBRMEXEAT Java iy
DynamoDB MZ&E FimhR A 1.x—2.x AR ER F Python B DynamoDB &% i iR 4
1x—3xMER., BXEZER , BZHEA T DynamoDB FWAWS ¥IEEE N SDK A X

.

EHMREHEEFE-—MIEMERHAERF (CMP) , EEABREEFFE. © CMPs NRHEEEIR
B, FNFREEEBINZEM . CMPsEBEEAZN CMP RAZHNMEMBHNZNMER, BR
AEREREEFFRNIDERZFMBREECANEE , BEHE CMP WRRHNMEEZRZENR
CEMAN CMP NREMFERSHREERF.

(® Note

E‘BRFEMEF"HM MostRecentProvider A5 RIE A REEH M 4 an B HI PR N
EMRFEEENEY. EURSFERALSERMNTEENERANESR,
MostRecentProvider AAI 5 EZ X IFHNREMAHK DynamoDB MEEFmPEHAR , ¥
EM 2.0.0 IRERF R, E# CachingMostRecentProvider HEFEX. AXRFMELR ,
FEHABRFRHEFNERN.

NFEEFAREMRONRUEFFHEREANBENBANNARER , UREBETERNAERFN
ZEMBERNBERATEECARENEMENNAREF SN RHEEFR—IMREFNERE. i, R
YFIRIE in AWS Key Management Service(AWS KMS) TR ISR IR # , TTTEAWS KMS keyTE

AWS KMS 8K inz =5 ## %1 B BT &R Ao

BERNREBTFRRE T R RHEFERNREUR TIRERH CMP BYIE, CMPs &R LURHE
AREBNRABFFHEERNEHREFESEA  SRARTHAELREHEF 74,

TEH R ERER v
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DynamoDB IN#%& Fin@fEMetaStore— MNA T RIBFRE D EMEHEME (EE2%F ) B, CMPsHH
4 B9 Wrap CMPs ped B9 % “/NRZS MetaStore R FEREF DynamoDB & A , H#i&id DynamoDB 1l
BB P Um i A SRR B A & P im X TR

& LU BL & MetaStore REREMAEENAE CMP REFRPIME , BFERZERIPONZH
FHY Di rect KMS 12252 F AWS KMS key, FAERENEFENZEZEHH Wrapped CMP |, HE R
RITHWHRBBEN CMP,

BXRAFINRE  FSH -

+ Java : MostRecentEncryptedltem

* Python : most_recent_provider_encrypted_table

£}

- ERAFE

- IT#HAK

- BFRHEEFNERS

A&

BOESHRAERESF  EEEUENEE- M RHEFFMR  REtIZEAZREEFFHEISHREM
BF.

LU 7R 4505 B a0 2 I Y SR IR 32 F , MetaStore FH{#F FE# KMS AR FIRER MR RHR
FHEHMNE DynamoDB FRAKIARA, XLERFIEA CachingMostRecentProvider 5,

BNBHRUEFEE - TE MetaStore & CMPs FFRIREZHHEF, —A time-to-live(TTL)
REN-—MREZFUURPZSOZEANEFNNMRE, RERFFEFANMRERN 1000 MRE | H
FTTLIREN 60 B,

Java

// Set the name for MetaStore's internal table
final String keyTableName = 'metaStoreTable'

// Set the Region and AWS KMS key

final String region = 'us-west-2'

final String keyArn = 'arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"
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// Set the TTL and cache size
final long ttlInMillis = 60000;
final long cacheSize = 1000;

// Name that identifies the MetaStore's CMPs in the provider store
final String materialName = 'testMRP'

// Create an internal DynamoDB client for the MetaStore
final AmazonDynamoDB ddb =
AmazonDynamoDBClientBuilder.standard().withRegion(region).build();

// Create an internal Direct KMS Provider for the MetaStore

final AWSKMS kms = AWSKMSClientBuilder.standard().withRegion(region).build();

final DirectKmsMaterialProvider kmsProv = new DirectKmsMaterialProvider(kms,
keyArn);

// Create an item encryptor for the MetaStore,
// including the Direct KMS Provider
final DynamoDBEncryptor keyEncryptor = DynamoDBEncryptor.getInstance(kmsProv);

// Create the MetaStore
final MetaStore metaStore = new MetaStore(ddb, keyTableName, keyEncryptor);

//Create the Most Recent Provider
final CachingMostRecentProvider cmp = new CachingMostRecentProvider(metaStore,
materialName, ttlInMillis, cacheSize);

Python

# Designate an AWS KMS key
kms_key_id = 'arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab’

# Set the name for MetaStore's internal table
meta_table_name = 'metaStoreTable'

# Name that identifies the MetaStore's CMPs in the provider store
material_name = 'testMRP'

# Create an internal DynamoDB table resource for the MetaStore
meta_table = boto3.resource('dynamodb').Table(meta_table_name)
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# Create an internal Direct KMS Provider for the MetaStore
kms_cmp = AwsKmsCryptographicMaterialsProvider(key_id=kms_key_id)

# Create the MetaStore with the Direct KMS Provider
meta_store = MetaStore(

table=meta_table,

materials_provider=kms_cmp

)

# Create a Most Recent Provider using the MetaStore
# Sets the TTL (in seconds) and cache size (# entries)
most_recent_cmp = MostRecentProvider(
provider_store=meta_store,
material_name=material_name,
version_ttl1=60.0,
cache_size=1000

THEAR
RITRMHE CMPs RERHEEIE, R/, ©£ERA CMP £RETIREZH B NZRZFA M.
KXT &I REREF

EMREHEFNEHEFFEPRENEMEREHRER (CMP) . RAF , E£A CMP £KHTIEREH
MEME, B EFREBHRE —MEHEEERREK , B M REHUEBEETL CMPs @SN EH L
K S M RHERHRS

R RHEEFITERBEMAREEFFHENETMAREN CMP —2ER, ©M CMP &R INZEREFZM
B, A NRHRESTE NBRERF. MABITEMMERE.

NTMNEREHEFFHER CMP , R RUEEFFREHEMBEHRUREEANIE CMP BWARZE
XNTMEME  KMREREFRLBERES (&) BE. ¥THEEME , ©FRATIZNEMH
By CMP BYARZA , I BT 7Ro
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Iltem encryptor Cryptographic
materials

Get cryptographic
materials

Most Recent Provider
|
Get
( ) cryptographic
Geta CMP ‘ materials
CMP ™ —
| ——

i

| Cache

|
v A

Get or create CMP:

Name, Version

I

Provider store

R RAEFRRERAEFFHEDN CMPs RARFERNFRHAN ‘KITKRDER” (LRU) BFF,
ZEERMREHBEGRIEFENANE CMPs |, MEFENSHEmARRKEREE, STURESR
ZEF

EHEEREFER TR EMWtime-to-livel® , B LUREN ARREFNSEHITRAZ,
*F MetaStore

BURETRABEFSEARIEFFRESHER S BERENBERHAEFF4#. DynamoDB
NEE 7 i 8 4E MetaStore— MR £, B UNHEATEENAE Lo

A MetaStore 2 — MR EFM , AT RIEFIREFEA Wr ap CMPs ped CMPs FREN SR ZHA, &
DRANMEE ZAREN Wrapped. X FHRITEAMARERK , A MetaStore 2 — ML £HIED , BAH
Wrapped CMPs S 2 RSN B E£RE—WINE MERH. LAERPIENZZANIZRHANIE
T LWER,

TERERTHAY MetaStore R EERFHIRHEFNXEF R,
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Most Recent Provider

Mame, Version |

'
MetaStore

7 N
Get or create material:
Mame, Version

—>[ Create wrapped CMP

. A
o ; Encrypt material Get cryptographic material
S R —»
Mame, Version +— Item .
Encryptor Internal CMP
. Internal DB .

MetaStore 4 FX Wrapped CMPs , RiEREN] ( AMBER ) F#EEANEB DynamoDB kH., 7 XEE
EHRUEFMENER  FFBURHRAES, ZRPHM R BN DynamoDB ZEE F kR |
BIE—NME MBRFNRNBNEMRREER (CMP) .

& ] LATE FhfE MR IE B A8 CMP MetaStore , @1 B KMS RIEREF, S8 KREMN MZH
# Wrapped CMP 3B EEX CMP, MREMAEZ CMP MetaStore ZE1E KMS 214t , W&
W EEFEANHENZERPAIZE AWS KMS keyin AWS Key Management Service(AWS KMS)
R, AWS KMS B8R EHEAZBRFMFTH CMP AN ERERFIRE CMP fRAR |, #4
MetaStore .

B — time-to-live®

BRI R EN BN R REEFIRE - time-to-live (TTL) H. BEBRT , BELNNARFH
ERXANSRE TTL E.

BHRMEFMN CachingMostRecentProvider FFEHH TTL ENEAEE R,
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® Note

BRI IRHREFMN MostRecentProvider AAIEEZ X FHNREMRAH DynamoDB INZEE F i
FEHAFMR , HEM 2.0.0 IREFBBER, ©# CachingMostRecentProvider #F5FTEUL,
BUWEARREHNAE, BEXHFAEER , BSREHREHREFNER.

CachingMostRecentProvider

CachingMostRecentProvider A AR FXER TTL E.

« TTL RETBFRHEFEREEFFEPREFRAEHN CMP MR, MREMMATAH , &
MREHEFFREBERE CMP AR ENBEME, BN , ©RESERTH =5 CMP MNZEH
#o

« TTLRET TAEREEF CMPs RERAZKATHE, EEAZFH CMP RITHE 2 , HRHFREHE
FeEEEEFPEENNE, NR CMP ZFNEREY TTL , U CMP RNEFHHEE |,
R RAEF N REREFF# D REEFRERH CMP,

MostRecentProvider

£ MostRecentProvider A , TTL RE T HRFEHEFEREAEFFEE IR EFMRALH CMP B
ME, MREFRATH  KFEEEFGSLSEHRE CMP HRIFEMNZEL R, BN , S%REs
HAErXal CMP FinzsE,

TTL AT BEWERTR CMP IRAR SIEMR, KR LUBE R HRINZ M EI R A ZFHH CMP A,

BENTTLENENARFREERNTAMERMRE. € TTL 4 E MZEMEBHERNFERHF6E T
B, NfiXEBZERR. MA , TTLER , 2EHZERIFRBER, fl0 , MREHNRNI CMP 2
Direct KMS £H2F , CABME T AR S EFPHEREA AWS KMS key,

BR  MRTILIE A AEAARKEFFEIRIENENRS , FSBENREREFFHRSIR
BENNARFMAZENRSKSENWEMNAREFER. B TTL SRRMEBBAEERIT
i, ATt ait B2,

AHAHE , EFEITERETER TTL MEFAD | ERRIESENNARF AR EN T2 ML
ENEE

IR INZE AR

HENRUEFEENEMRN , SHRAEAERMIENZITREN CMP, ©REIMRAH IR HE
EflERHFIRMUEFIZEEN time-to-live(TTL) BRE,
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S TTL 2 , RN RHEEFSERKEFFHEPREFNRAN CMP, MARTARA , N &AFRMA
BF2FRMeAEREZFPH CMP, ©RERAL CMP REMEME , ERNREHREFFHREE
FHIRRA

ZURUEFFRISFTRERFCEFRAN CMP , BEASFTRERFHMBEHBARARERER
R CIEFRERFRE. REEFFH#SCE - CMP AEENSHFREPUESHRES /&K
FMZEER, (EEFEER CMP , BEFAUERE, ) Hit, TRAGHRHEFORHEFEIEEN
HEKRASE CMPs , EQIRBFNERRAS |, AEMERF#EIERNERZRASRKREERE S
BT HRAR CMP,

R ETRE, SAENT R EERREXNENNARFE LN EMAERITYEN SIZFREMA
BFEM.

FREX N3 16
RMREHEEFERAUTERE (NEATR ) KERMEREFHE NZRFRNEME. #HBURTRMARE

FE#REIMN CMP KR, RFREEFTUSEATMRENIZEHERZM# , 28 DynamoDB Hi%%
EFIRTEZEMW, MetaStore
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‘ d Q
MName, Version #
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Create new CMP

"\St_[_)flf___/‘ (version++)

ffACachingMostRecentProviderfF St BEEMREEFIN , EEEERHEFFHX. SHEM
BFHNBMHM time-to-live(TTL) 5, BHEAMEREERFAR/D , ZXKDNREEFEPAUEFEENZAM
B EBE,

S B MEREFRRHTREEEFERNEMEN , SFTRAEFEAIEEHEFTERE CMP &R
AR AR

- MREEZFHRE T HHMRARN CMP B CMP &3 EEH TTL B , N&#HRHEFFER CMP K
ERMEME. RE , SHNEMRRDRTE NFRERF. LBRETFEARREHEFFE.

« MRRFREPH CMP FEEEFS , IENMRCEZFFECELE TTLE , WSHRHERF
MERHEFEFHEER CMP, ZBEREEEHMEHEFMBENUAREAENRZERAES,

1. REBRFFHEMNEFAEE®RE CMP, MREHEFFMHE MetaStore , NEAKFIRMUERF
MBEMERN D XE , ERRESENEFE , NERE DynamoDB &RHIKRENVINZE K Wrapped
CMP, MetaStore £ H AU B MNZEF A Z CMP K#EZ Wrapped CMP, Af5 , ©RBAX
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CMP REIZIRFIRMEERF. WEAZ CMP & Direct KMS ZEEF , WP BRFBEX AWS Key
Management Service (AWS KMS) 88,

2. CMP ¥} amzn-ddb-meta-id SARMEEEEM BHER, ZBWER CMP EEARRFHME A
PMHMRA, REEFFHEFT CMP BRE R SHREERF

3. RITREHEFERNEFHRERF CMP,
4. FREERFER CMP £ MNEM R, RiE , ©RNBEMLEEEME NEEF.

IREUER B2 41K

ST B MZEREFRRHTREEFFRBEM B, & RAREFFERATERERREARE XL

o

1. R RHAEFORUEFFEARATINEDENNZEMBORES, REEFFHEEAKRKERE
B9 M B R R 14 B SRR A RHE IR

2. REBEFFHEMNEGRMEHERPH amzn-ddb-meta-id HIREINE CMP MRAS FH [ HIR E | &
MiREER.

3. RMTRHEFEEFTERATNENZZTE B CMP IiRA,

« MREINEBEFEELEMRAN CMP , 38 CMP KRBT time-to-live (TTL) & , NI HIEHEFS
FH CMP £REZME . AE , SNEZEMEHEEZWE MZEF. REFEEARRHEFE
fEREME M CMP,

o MECEMRAN CMP A EREFY , REMNMREEFH AWS KMS key BBHEH TTL & , MIHHRE
HEFENERHEFEFIER CMP, SEEBERPEEZEMBZHIINEE CMP A5,

1. REEFERISHREAEFEMNAEI XBHAGRASAELERFE  UEEESALEEDE
% CMP,
- MBREHANBRASFTEHFTAMEES  REEFEETIARE, IREHEFEHATE
B CMP , BfLX CMP RIiZTF#MEREZAMEMED , BRIFCTHEEIMMBR,
- MREBCENBMIREASH CMP L TREEFFHNBAMEMT , RHEFEELEE
E CMP BRE R HHIEHREF.

MR HPEFME Z MetaStore , M EA2MNE DynamoDB XRHIREUMZER CMP, AR5 , EMN
HREF CMP FREUINZ # R AR B 22 CMP |, B CMP RE RIS IEMREF. MERI
CMP & Direct KMS IR F , WS BF I EF AWS Key Management Service (AWS KMS)
MR A

2. R RMEFERNFFER CMP,
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3. RMTRMEFEA CMP £EREEME, K5 , ©OREEMERE R B MBEREF

BRHTIR AR Fr B E AT

BRI EREREFNASEM MostRecentProvider Bl CachingMostRecentProvider,

(® Note

MostRecentProvider fFEREXEFIBMERF , FEA T Java B9 DynamoDB & & F if
1.15 MRAF5& A T Python Y DynamoDB MEEFi% 1.3 RAFERFAR , HEMNFTEE X
I DynamoDB tN#Z % Pk 2.0.0 fiRAFBBR, WA CachingMostRecentProvider,

CachingMostRecentProvider SR T T EHX :

- HMEMBEAFFHINBEIEER time-to-live (TTL) {EAT ,
£CachingMostRecentProviderE R EMAFFHIER,

MostRecentProvider AIREEHBNENEGE R/ MBEMREEENEF. Bt , BHE
HEFUETHNERNESR, CHRKERAASEANZERANNREAERERE,

MRETEZEMBFRA , MBI EMEEF LA clear () FERREBRUNMR, A
ERFHRIFEFANE  AERSHREEF BRI CMP FFAYINE M H,

« CachingMostRecentProvider B BEEZFAMIE , RZIREA L EEFHIEFET.

EFE#HZ CachingMostRecentProvider , BAMERRBHRNAFSENR. EFEHMA
M , CachingMostRecentProvider T2 [E/E# A MostRecentProvider, BEFEEH MEZRTM
==

B8R , CachingMostRecentProvider 24 KEZNERZHAEM RENFH. EEE time-to-
live (TTL) BIfRF ZEDBA - XREBEFREEX, EAXEFEDRS CMPs ( HTHERR ) WNNARER
REFARBFIN R AREFRE X XL RBUR

ERXAMEHEHREZE , BXHEHH#TLENS K BREMENAAFT2RELNNABRFRSHERE
ST BAY RS ( 170 AWS Key Management Service (AWS KMS) 5 Amazon DynamoDB ) KJFR
#l, EEEIMMHREEA , ECachingMostRecentProvider BIEEME T time-to-live B 1 BE4FE
REXRFXPNBRFHRD. BXEE , BZHIRE— time-to-livefE,
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BAMBRARRF

® Note
BINNEFRHRNZECEmS N AWS BIEENE SDK, U TEBRMEXREAT Java B
DynamoDB &% FimhR 24 1.x—2.x AR &R F Python B DynamoDB INZ % = i ik 4
1x—3x ER. BXxEZER , HZSMHEA T DynamoDB KJAWS HIEEE % SDK MRA X
o

BAMPHRME ( Static CMP ) R—MNEERI LN MZMBHRMHEE (CMP ) , AFMR, proof-of-
conceptE RF{E S FRAM,

BEEMABRAS CMP INERME |, FRHESHMEFIRE (AES) NHMEMER BARNHRAX . HHIRHE
BN ZHASEEEBNZNTE . 85 CMP RMTEMAMEERE, Hk , EQFRANNBZRHERES
TR LTE MBERF. B NMZRFRERERLNZAZANERNE., RAF , EHERFERZS
ZHRANTEER

BT #S CMP R BEMME— B H , RRERAR - MZEZANZ BBLRER -2 HHLRL
REBEHFAERAE ., SEAR—ZANBEASHEFNEHEREARN - BANBANNAERE LR
B, R TEI IAHE H 2R 4R p 22 BR AT XUBR

@ Note

Java EHRRENMBSREAEFTIR —MBSEHAERF. BMUEREHESZEN CMP HEAHE
B, EXETEARTEN , BNRAREEEN S 2RN CMP,

#75 CMP ;2 DynamoDB M & /- i IS L B BHRHERF (CMPs) 22— BXE—1IMHEERE
CMPs , S MEMBHEHERF.

BRRBIAE , FSH

« Java : SymmetricEncryptedltem
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FRARER

ERFE

EQEBRSREMAER  BRERANBZZHIFAN NI ZHANBAN . FSERERAM R T E M HF
BMRIMB,

Java

// To encrypt
SecretKey cek = ...; // Encryption key
SecretKey macKey = . // Signing key

EncryptionMaterialsProvider provider = new SymmetricStaticProvider(cek, macKey);

// To decrypt
SecretKey cek = ...; // Encryption key
SecretKey macKey = ...; // Verification key

EncryptionMaterialsProvider provider = new SymmetricStaticProvider(cek, macKey);

Python

# You can provide encryption materials, decryption materials, or both
encrypt_keys = EncryptionMaterials(

encryption_key = ...,

signing_key = ...

decrypt_keys = DecryptionMaterials(
decryption_key = ...,
verification_key = ...

static_cmp = StaticCryptographicMaterialsProvider(
encryption_materials=encrypt_keys
decryption_materials=decrypt_keys

THEFR

BARAEFRREHNNZNEZFZACRITME MZESF  MENENFEFEEEAXERANE

TEMBENLER. RIFANSIIERBTIENESR , SNXNFAETE ERMEENER,

B RREER

253



AWS #¥EEF tn% SDK FRARER

Static CMP
| |

Application —|—» AES encryption key - » Item encryptor
Signing key/pair

FREWH0 22 4
AEDWR T BAMBHREEER (#5 CMP ) ERBIMEMEIERETA B A, W HMLE,
A (KRBENAER)

« NBEH - XSARXNNEHR (WERINEFRAE (AES ) BH ) -
LREH - XUARNHREATIEXNHEZEAN

WA (RETENERERF )

« DynamoDB 1% £ T X

W (ETENERRF )

« EAmAZENNEZEZH,
- EAmARENERER,
« SKER#PRHER | EROMBHER (B ) , THER.

IREUEA B2 41K

REDFRTBESMERMERF (#S CMP ) ERIBEBERMBERIA@A ., i HMLE,
RECREUMBZM R MRIBEZ MR T ETRE |, BT HRERN,

MA (RENRAER)

« MERZRP - IBMENHER (MERINERE (AES ) B ) -

4

« TRER - XU HBARIENHBAX

i
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WA (RETEMNERF )

« DynamoDB 1% £ T3 ( RERA )

W ((EWENERRF )

« ERRMAZIZRMBERH,
« ERRMARENEE RN,

Amazon DynamoDB Encryption Client A A {RIZIES

® Note

BAINEFRENZEEEGE N AWS BUIEEMNE SDK, U TEBRMEXEAT Java iy
DynamoDB IN#%&E FimhR 24 1.x—2.x AR &R F Python B DynamoDB 1% % = i ik 24
1x—3x WEE. BXEZER , HZSMHEA T DynamoDB KIAWS HIEE % SDK MRA %
o

Amazon DynamoDB Encryption Client AT U T HREIES. HETESHWESTHEE , BERMWE
NIRRT EREN, fla0 , BRILER Java BFRImMNE (IXE ) WE , HEA Python & F i i 2 1
Ho

BEXEZER , BZAMENEE,

e

« @A T Java B9 Amazon DynamoDB Encryption Client
 S&MAF Python B DynamoDB W& % F° i

EATF Java B9 Amazon DynamoDB Encryption Client

(® Note

BN EFRNZBFECEGAN AWS BIEEMNZE SDK, A TFEBREEXEAT Java B
DynamoDB INZ & FishR A 1.x—2.x AR &R F Python B9 DynamoDB 1NZ%& F ishR 45
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1x—3xER. BXxEZER , HZSFHEA T DynamoDB KIAWS ¥iEEE % SDK MRA %

B,

KEBNE T MAIREMEREAT Java B Amazon DynamoDB Encryption Client, &< {# F
DynamoDB & & P it THRENFMEE , BESH Java ~fl. FiEE GitHubH #Y aws-dynamodb-
encryption-java:= 5l LA & DynamoDB HIZ%& F iw#Y Javadoc.

(® Note

A 1. xo BT Java B9 DynamoDB M#EE F i x 2F 2022 end-of-support £ 7 A FF
MO EBREN. BRRARBEHMBRA,

£}
< RREH

=P
o FE

- FERAERT Java B9 DynamoDB &% F i
« @A TF Java B DynamoDB & & F iw i RIS

EREMH
FEREERT Java B Amazon DynamoDB Encryption Client Z B , R B UL T & RE 4
Java FF RN 5

BEEMFH Java 8 RESRA, £ Oracle M Lk , #%) Java SE T , AR THH L% Java SE
Development Kit (JDK).

MR Oracle JDK , kA T8, H L% Java Cryptography Extension (JCE) Unlimited
Strength Jurisdiction Policy Files,

ERAT Java B9 AWS SDK

BN &R R FEF R 5 DynamoDB X B , DynamoDB INH&EFixth EEM DynamoDB &R, &
AT Java ¥ AWS SDK AJAREEBNT A TEIHNLELER, MRFEANE Maven , NIHF
aws-java-sdk-dynamodb #R1NZE] pom.xml X4,
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EXLENRENEZEL FAT Java B AWS SDK |, 52 HEA T Java B9 AWS SDK,

g
BRI UBE T3 A RZ&EEA T Java B Amazon DynamoDB Encryption Clients
FaAR

EREEAT Java B9 Amazon DynamoDB MEEFi% , ERER FTHREFEME. aws-dynamodb-
encryption-java GitHub

{#F Apache Maven

EA T Java B9 Amazon DynamoDB Encryption Client X Apache Maven 12 , # 2B T KK
BUE Lo

<dependency>
<groupId>com.amazonaws</groupIld>
<artifactId>aws-dynamodb-encryption-java</artifactId>
<version>version-number</version>

</dependency>

ZETHRHBFAIESRE , BEEEREEPNRARKIBHITIH D ynamoDB 1% % F i Jav adoc.
GitHub

FEAEA T Java B9 DynamoDB & & i

® Note
BINNEFRHNZECEGE N AWS BIEENZE SDK, U TEBRMEXREAT Java B
DynamoDB IN#&E FimhR A 1.x—2.x AR &R F Python B DynamoDB %% = i iR 4
1x—3xMER. BXEZER , BZHEHA T DynamoDB FWAWS BIEEE N SDK MRA X

B,

REBNAT Java HHY DynamoDB MNEE F im kY Al BB £ H 4R T21E S R R AT — L Ih8E,

BXfEH DynamoDB INEZEEFim#t TRENFHEER , ESH Java =bl. GitHub EER RBISAKR
DynamoDB &% F sk Javadoc, aws-dynamodb-encryption-java repository
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&

- YImINZSE : AttributeEncryptor 1 Dynamo DBEncryptor
- BERETH

« Java FHEMIRIE

- BEREW

Y m Nz 2g : AttributeEncryptor 1 Dynamo DBEncryptor

Java F#y DynamoDB MZEE FinE MmN B EzR | WIKE 5/# Dynamo M. DBEncryptor
AttributeEncryptor

AttributeEncryptor2—MHEBIREFR , AIFBIEME DynamoD B DBMapper &%
#wDynamoDB Encryptor™ &M F Java B AWS SDK £/ Dynamo., MRELESEH
AttributeEncryptor  DynamoDBMapper , M H¥ERREFMEN , ELQEENIME#ITNEHL
Fo HEMBEMEN , EELERHBIEMBRENINE,

ERFTH

EAILAEA AttributeEncryptor 1 DynamoDBMapper RFMBEREFNEZHE ( HEMEFM
ZH) E’\JE’l‘i{E’JﬁlﬁE WFXERES , RINBUEFHEHEENFER PUT RIFITH , WATRAIAR
Ro BN | BAIRETTEBBRIEHEIE,

DynamoDBMapperConfig mapperConfig =
DynamoDBMapperConfig.builder().withSaveBehavior(SaveBehavior.PUT).build();
DynamoDBMapper mapper = new DynamoDBMapper(ddb, mapperConfig, new
AttributeEncryptor(encryptor));

MREEARANRETH (NEFERMEFEENEY ) , WREENEEFT288ELEY B
TompREAER, Hit , FUEREAMANEMSR , EEFEERIE , RACT SR REENEM.

WAL CLOBBER REFITN. ZITAE PUT RIFITAMEE , AP ERHEARABHBRRF
RYTIE o

NP IELE B4R , IR AttributeEncryptor 5k &E CLOBBER = PUT RETHH
DynamoDBMapper —i2ffA , Il DynamoDB MH#BFF w4 HiZTRRERE,

EEERHIRFERANLRRE | BFSRERA KB DBMapperflfaws-dynamodb-encryption-
javatZEEEF B AwsKmsEncryptedObject GitHub.java ~4l.
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Java FHE MR E

EMREFEENEHSENELEE. REENEHEUARZBNELEE, ATEEBMERENFEZEUR
F & EFAK ZDynamoDBMapper MAttributeEncryptoriE 2 BELK I# Dynam DBEncryptor 0o

/A Important

EABMRENRIRTNRE , EHREREPRINIBBREETESSHELRIEEIR , M
MEETEBEZRIE. AXRFAVR , FSHEHEEE,

Dynamo B & f£ 34 DBMapper

L&A DynamoDBMapper M AttributeEncryptor B , EAIRIEEE HIEIE. DynamoDB il
BB P uRE AL DynamoDB BHER | AR AENE MR UBAENMATRF EE. BRIABERT ,
BREBUAWFIEBHIEOMEHAZE , TRELHEBRME,

@ Note

FEMEA @Dynamo Attribut DBVersion e JE N BN ERTMNE , RERAL (BNZ )
NEel#TER, &, FAEENERE=EENEGR.

// Attributes are encrypted and signed
@DynamoDBAttribute(attributeName="Description")

// Partition keys are signed but not encrypted
@DynamoDBHashKey(attributeName="Title")

// Sort keys are signed but not encrypted
@DynamoDBRangeKey(attributeName="Author")

EBEGINER , EEAEEMT Java B DynamoDB MEZE Fim P E LW MEERF. MREEKL
AIEEXLEER , EARARNIZRNRIAE,

// Sign only
@DoNotEncrypt

// Do nothing; not encrypted or signed
@DoNotTouch

WIEES 259


https://aws.github.io/aws-dynamodb-encryption-java/com/amazonaws/services/dynamodbv2/datamodeling/encryption/DynamoDBEncryptor.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/DynamoDBMapper.Annotations.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/DynamoDBMapper.OptimisticLocking.html

AWS ##EE hnZ SDK FRARER

Bltn |, XLEFREEBEKRME PublicationYear BM , MEXRMBERZE 1SBN BHE,

// Sign only (override the default)
@DoNotEncrypt
@DynamoDBAttribute(attributeName="PublicationYear")

// Do nothing (override the default)
@DoNotTouch
@DynamoDBAttribute(attributeName="ISBN")

Dynamo /& %314 DBEncryptor

ZE1EDBEnNcryptorE#£ A Dynamo IS EEM#RE , HEIE —MHashMapXN R , HFEHMEN KT
BHEMNIEERKE,

BMEEATE EncryptionFlags WEKBPE UHEMIRIE, BAULEEER ENCRYPT H
SIGN , BYfEM SIGN , ERZAK, B2 , REHIMFER ENCRYPT , ) DynamoDB M % F if
2 HE IR, BLEENBREZNEM,

ENCRYPT
SIGN

/A Warning
BIOMBZRETEEMN. SIS REZNEX , LUME DynamoDB £ B MEZETEXREAME,

MREEMZE LT XHREE-—IER , RENEREENEHERFIEE ENCRYPT , Il DynamoDB 11
BEFIRSWHFE,

flan | LA Java R#BEIE T —factions HashMap ¥recordiil B R AT BB EHRTINBMNE R,
BIARS XENHFREY (XLBEHEZRERME ) UK test Bt (ZBMHERZERRNE ) .

final EnumSet<EncryptionFlags> signOnly = EnumSet.of(EncryptionFlags.SIGN);

final EnumSet<EncryptionFlags> encryptAndSign = EnumSet.of(EncryptionFlags.ENCRYPT,
EncryptionFlags.SIGN);

final Map<String, Set<EncryptionFlags>> actions = new HashMap<>();

for (final String attributeName : record.keySet()) {
switch (attributeName) {
case partitionKeyName: // no break; falls through to next case
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case sortKeyName:
// Partition and sort keys must not be encrypted, but should be signed
actions.put(attributeName, signOnly);
break;

case '"test":
// Don't encrypt or sign
break;

default:
// Encrypt and sign everything else
actions.put(attributeName, encryptAndSign);
break;

RE , HEAA DynamoDBEncryptor B encryptRecord 3R | NS HEE RN attributeFlags
SEHMNE, Hl , XN encryptRecord WIHAMER actions BT,

// Encrypt the plaintext record
final Map<String, AttributeValue> encrypted_record = encryptor.encryptRecord(record,
actions, encryptionContext);

BEREN

#£ DynamoDB M#EZE FimH , DynamoDB kM & M2 1% 1% B N ZE M 775K DynamoDB ZE £
XMt R, NRME#TMBRLAZE , DynamoDB NFE LT ( BIERBH ) A X4 EEHn
BRNF, MREBAER T ER DynamoDB 1% LT X E54£i# 4% % 5 %K DynamoDB & £ T X
FEEE , MR REFRM,

B, RNEBM2REZL , flNZ B RIMITpoint-in-time IRERT, BEHFWIEX LD B LA,
ARE TR0 E #HTINBEMLEEZKAEE DynamoDB & LT , @FERBREN. FEEIEIXR
B WRo

£ F DynamoDBEncryptor & , BFF L4 DynamoDB & LT3, ER , MRS
F DynamoDBMapper , AttributeEncryptor @R & 613 DynamoDB lIZE LT , B
FEHAREMH. EHH AttributeEncryptor FAEMKREMUEME LT , BER

EncryptionContextOverrideOperator,

Flan | AT RBEIZINZ M EHEEFREF (CMP) H DynamoDBEncryptor BIkHl, RJE ,
T8 DynamoDBEncryptor # setEncryptionContextOverrideOperator 5

%o ©f# M overrideEncryptionContextTableName ZEf , ZzEFNEE—1
REH. BIXHARNEEBERE , AttributeEncryptor £/ —4 DynamoDB %
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ETx, EFEE newTableName BAXE oldTableName, BXTENRE , HSH
EncryptionContextOverridesWithDynamoDBMapper.java.

final DirectKmsMaterialProvider cmp = new DirectKmsMaterialProvider(kms, keyArn);
final DynamoDBEncryptor encryptor = DynamoDBEncryptor.getInstance(cmp);

encryptor.setEncryptionContextOverrideOperator(EncryptionContextOperators.overrideEncryptionCor
oldTableName, newTableName));

H & WA DynamoDBMapper MYME 5 A ( ZAEHZEARIETE ) 6 , BEERBREN.

mapper.load(itemClass, DynamoDBMapperConfig.builder()

.withTableNameOverride(DynamoDBMapperConfig.TableNameOverride.withTableNameReplacement(oldTabl
.build());

IEE A LAE R overrideEncryptionContextTableNameUsingMap IZE R , ZizEFNEBEE S
RE Mo

REMNBECENBEEEMREZRENRIIZENER, B2 , BUUFERACMEMZENZE ST
DynamoDB 1% £ T X HHRBMIRE N HME,

WMEREA DynamoDBEncryptor , BREFARENEBEZCEN. MEFARBRENUIE-—INER
LT, HHERRAHES .

EA T Java B9 DynamoDB & E& F ix Y R AT

® Note
BIMEFRNZEEERE N AWS BIEEMNE SDK, A TEBRMEXEAT Java iy
DynamoDB IN#&E FimhR A 1.x—2.x AR &R F Python B DynamoDB 1% % = i ik 4
1x—3x ER. BXxEZER , HZSMHEA T DynamoDB KIAWS HIEEE % SDK MRA X
o

LAUR RBIR SEE R IMAE A EA T Java B9 DynamoDB MZ & sk R B ARFF# DynamoDB &
B, YRATLATE Eaws-dynamodb-encryption-javafZF i R ARG B RHKRBEZS R ( HRBBESH R
1) GitHub,
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- £ & #4l DBEncryptor
- £/ & #54 DBMapper

{# A & ®24l DBEncryptor

1 TR 45154 B 2] i K 4R B B9 Dynamo DBEncryptor & Direct KMS 1Rt FEAFEH. BEiE KMS 2
HEEEIEERN AWS KMS keyin AWS Key Management Service (AWS KMS) T4 & &3 H 122 #1

B SO RE N N ZE M EHEHEF (CMP) 5E—&f ADynamoDBEncryptor , B A SUFE#E
KMS 1272 5DynamoDBMapper fMAttributeEncryptor—& .

BEETENRBRA - AwsKmsEncryptedltem.java

S8 1 : B2 Direct KMS 122 F

BIRIEE X AWS KMS BFimkfl,. RfE , EFAEFmEHIEBEEIE AWS KMS key 2
Direct KMS = #t57EFHISEHI,

W RBIER Amazon BIRBFR (ARN) RERIR AWS KMS key , 1B & ] LA B (£ 715 30 B9 B2 4A RN
o

final String keyArn = "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab";
final String region = "us-west-2";

final AWSKMS kms = AWSKMSClientBuilder.standard().withRegion(region).build();
final DirectKmsMaterialProvider cmp = new DirectKmsMaterialProvider(kms, keyArn);

FB|2: IEmME

W RHIE N T record HashMap &R REIRIH

final String partitionKeyName = "partition_attribute";
final String sortKeyName = "sort_attribute";

final Map<String, AttributeValue> record = new HashMap<>();
record.put(partitionKeyName, new AttributeValue().withS("valuel"));
record.put(sortkKeyName, new AttributeValue().withN("55"));
record.put("example", new AttributeValue().withS("data"));
record.put("numbers", new AttributeValue().withN("99"));
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record.put("binary", new AttributeValue().withB(ByteBuffer.wrap(new byte[]{0x00,
0x01, 0x02})));
record.put("test", new AttributeValue().withS("test-value"));

SR 3 . Bl K B4l DBEncryptor

£ Direct KMS 122 F €12 DynamoDBEncryptor #IE4,
final DynamoDBEncryptor encryptor = DynamoDBEncryptor.getInstance(cmp);

S 4 : 8]2 DynamoDB & LT X

DynamoDB % £ T X BEBEXKREMUREMAMENLENEE. NREANE
DynamoDBMapper , Il AttributeEncryptor @R E8IE M LT3,

final String tableName = "testTable";

final EncryptionContext encryptionContext = new EncryptionContext.Builder()
.withTableName(tableName)
.withHashKeyName(partitionKeyName)
.withRangeKeyName(sortKeyName)
.build();

SR 5 CIREMRENR
EUHRFAECSNEAEENTEREYE. XEBNEREURRNEZRLEEHNE M.

£ Java H , EEERMRE , EECEEM BN MEncryptionFlagsfEX. HashMap

Flan | AT Java fREG8IZ T — P actions HashMap Xrecord® B M FTE B MR TINBENE
Z, B XBNHFZHEYE (ELRERME ) URARLEERMEN test BRI

final EnumSet<EncryptionFlags> signOnly = EnumSet.of (EncryptionFlags.SIGN);

final EnumSet<EncryptionFlags> encryptAndSign = EnumSet.of(EncryptionFlags.ENCRYPT,
EncryptionFlags.SIGN);

final Map<String, Set<EncryptionFlags>> actions = new HashMap<>();

for (final String attributeName : record.keySet()) {
switch (attributeName) {
case partitionKeyName: // fall through to the next case
case sortKeyName:
// Partition and sort keys must not be encrypted, but should be signed
actions.put(attributeName, signOnly);
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break;

case "test":
// Neither encrypted nor signed
break;

default:
// Encrypt and sign all other attributes
actions.put(attributeName, encryptAndSign);
break;

S|6 : MBEHLEIE

EMEHZLEMAE , BX encryptRecord KISEHIE A DynamoDBEncryptor 5%, IEERMA
(record)., EBMIRME (actions) MNZE LT (encryptionContext).

final Map<String, AttributeValue> encrypted_record = encryptor.encryptRecord(record,
actions, encryptionContext);

S 7 . W B KA DynamoDB & F

&/E , BFEmnZBLE NI E KA DynamoDB &,

final AmazonDynamoDB ddb = AmazonDynamoDBClientBuilder.defaultClient();
ddb.putItem(tableName, encrypted_record);

{5 F % 241 DBMapper

LU RO 8SE R A 454 DynamoDB Mapper # B2 F2£ 5 Direct KMS 12172, Direct KMS
REREFEBEIEEN AWS Key Management Service ( AWS KMS ) 1§ AWS KMS key 4 R FH 1R
P EIZM R

B LS FEREMREANINEZM EHREETEF (CMP) 5 DynamoDBMapper , ti Al LA& & £/ Direct
KMS 22 F 5184 5] DynamoDBEncryptor,

BETENNRBRE : AwsKmsEncryptedObject.java

S8 1 B2 Direct KMS ZEHtREF

RIBREEXEMH AWS KMS BEF R, ARG , FAEFImEHIEBIEHNEE AWS KMS keytl 2
Direct KMS 252 7 By L4l
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I RBIER Amazon B IREB R (ARN) KHR1R AWS KMS key , {B& 7] LA A ETH A ZHHRR
Fo

final String keyArn = "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab";
final String region = "us-west-2";

final AWSKMS kms = AWSKMSClientBuilder.standard().withRegion(region).build();
final DirectKmsMaterialProvider cmp = new DirectKmsMaterialProvider(kms, keyArn);

% 2 & . 8|2 DynamoDB % g8 Dynamo DBMapper

FEREE L -SSP RIEM Direct KMS ZHEEF 12 DynamoDB Encryptor BE6l, BEEXHIE
{E4¢ 5| DynamoDB Encryptor = 8£fF DynamoDB Mapper,

& , 812 DynamoDB HIEFEREFIMBR G 2REE , AFEAT1LIE DynamoDB Mapper #3E
il

/A Important

L £ DynamoDBMapper AMBHEBEZE (HEMEHZE ) WA , FHEENE
RREFTH (MaEFEBMN PUT ) , M TREIFTR, BN , ST L BE RN
.

final DynamoDBEncryptor encryptor = DynamoDBEncryptor.getInstance(cmp)
final AmazonDynamoDB ddb =
AmazonDynamoDBClientBuilder.standard().withRegion(region).build();

DynamoDBMapperConfig mapperConfig =
DynamoDBMapperConfig.builder().withSaveBehavior(SaveBehavior.PUT).build();
DynamoDBMapper mapper = new DynamoDBMapper(ddb, mapperConfig, new
AttributeEncryptor(encryptor));

S 3 EXER DynamoDB %

BTk, EXEH DynamoDB &, FRAIRIEEREHIRIE. LWRHIF6IZE—4 DynamoDB
. ExampleTable , AR —/RRFIMEM DataPoJo %,

EHRGIRD , HATRBEMEE , BEF#HTNE. XERTHEA eDynamoDBHashKey #1TE
B partition_attribute LA f#H @DynamoDBRangeKey #{T/EB M sort_attribute,
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7 EA @DynamoDBAttribute BHITEBRME M ( & some numbers ) MEHLEE., EH
@DoNotEncrypt (fR&E % ) = DynamoDB M % FimE XK @DoNotTouch ( RHITMEBHZE
B ) MEEBRHBEENHISN, Bl , BT leave me B EHE @oNotTouch B , HtF 4R
HinBZHXLE,

@DynamoDBTable(tableName = "ExampleTable")
public static final class DataPoJo {

private String partitionAttribute;
private int sortAttribute;

private String example;

private long someNumbers;

private byte[] someBinary;

private String leaveMe;

@DynamoDBHashKey(attributeName = "partition_attribute")
public String getPartitionAttribute() {
return partitionAttribute;

public void setPartitionAttribute(String partitionAttribute) {
this.partitionAttribute = partitionAttribute;
}

@DynamoDBRangeKey(attributeName = "sort_attribute")
public int getSortAttribute() {
return sortAttribute;

public void setSortAttribute(int sortAttribute) {
this.sortAttribute = sortAttribute;

@DynamoDBAttribute(attributeName = "example")
public String getExample() {
return example;

public void setExample(String example) {
this.example = example;

}

@DynamoDBAttribute(attributeName = "some numbers")
public long getSomeNumbers() {
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return someNumbers;

public void setSomeNumbers(long someNumbers) {
this.someNumbers = someNumbers;

@DynamoDBAttribute(attributeName = "and some binary")
public byte[] getSomeBinary() {
return someBinary;

}

public void setSomeBinary(byte[] someBinary) {
this.someBinary = someBinary;

}

@DynamoDBAttribute(attributeName = "leave me")
@DoNotTouch
public String getlLeaveMe() {

return leaveMe;

public void setlLeaveMe(String leaveMe) {
this.leaveMe = leaveMe;

@Override
public String toString() {
return "DataPoJo [partitionAttribute=" + partitionAttribute + ", sortAttribute="
+ sortAttribute + ", example=" + example + ", someNumbers=" + someNumbers
+ ", someBinary=" + Arrays.toString(someBinary) + ", leaveMe=" + leaveMe +
P12
}

SRR 4 MEFFREFRTE

E |, YEBB—ANKRIME HEH DynamoDB Mapper REER , 2ENFUHMB ANBR 2B EZ
FEBITMEMNZEE,

WREIENL —1NE AN record WRITB., EFEXRTMBREFRRHBZH , FETF DataPolo E£H
FOERBRANEBMMBENZE, LR EIF | A PartitionAttribute., SortAttribute #
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LeaveMe 2 AN FAIEBMMBRMZEE., XN PartitionAttribute M SortAttributes #4T
LEZ, T4H LeaveMe EMEMBREZ,

EHN record MAMBEHELE , RASFHEFME ExampleTable , F A DynamoDBMapper 3
B save Bi%. BT #EH DynamoDB Mapper BEENFER PUT RETH , ATIBHEHREESMN
BEENEMAHNE K MAREMXLETE, XFHEASETE , HEETUENRPIRETE R
Hg#,

DataPoJo record = new DataPoJo();
record.setPartitionAttribute("is this");
record.setSortAttribute(55);
record.setExample("data");
record.setSomeNumbers(99);

record.setSomeBinary(new byte[]{0x00, 0x01, 0x02});
record.setlLeaveMe("alone");

mapper.save(record);

&R T Python B9 DynamoDB & & F i

@ Note

BAMNEFRNBECEG AN AWS BIEEMNE SDK, A TFEFREEREAT Java B9
DynamoDB IN# & FimhR A 1.x—2.x A& T Python B9 DynamoDB 1% & F iR A%
1x—3xMER. BXEZER , BZHEHA T DynamoDB FWAWS HIEEE N SDK MRA X

.

AEBNE T WAL EMERERT Python 8 DynamoDB MZE & Fif, &7 LE Efaws-
dynamodb-encryption-python 7% EE P KX EIXE GitHub , BIETEBLT NN REIKE , SAHBHE
INEE

(@ Note

FRA 1. xo x M2, xo EATF Python B DynamoDB MZR&EF M x EF 2022 end-of-
support fF 7 AF BRI M EBRER. BRRARBEFHHRA
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- KREH

- BE
« fERAER T Python B DynamoDB &% F° i
- &M T Python #9 DynamoDB MZEE ik f R

FREH
KL E5ER T Python B9 Amazon DynamoDB Encryption Client 2 81 , IR % B LA T TR &M
T Python KRAX

3 F Python hxZ< 3.3.0 RESMA , I E% DynamoDB MEZEFi%EZE Python 3.8 E &4,
ZET# Python , % Python T &,

&R F Python # Amazon DynamoDB Encryption Client B9 £ #iiR A& % 3 Python 2.7 1 Python 3.4
BREERA |, BFHRNEWESEA DynamoDB M E F i Y SR FTAR A
EHATF Python §9 pip ZEIE

Python 3.6 R EBIRADIE pip , ELETEBEN LAFTAR. BXARRRE pp WESES.
ESH pip TR HRE,

Ax
=

Wl

A LAfE A pip Z%5& A T Python B Amazon DynamoDB Encryption Client , 2054 T~ R4 R o

FBATRA

Wit

pip install dynamodb-encryption-sdk

BXEM pip RENMAREFSNEAER , FERZEEFZ.

DynamoDB INZZFimEREME LA LERANEE. FIE pip lRATE Windows L ZEFMFIE N
B, pip 8.1 MIESRAE Linux LZEMMWBNZEE, WREHRBHMRAN pip 78 Linux FRE%
EHEMZEMENIE  WEELXRXETE, EXEZELR , FSHE Linux EHEMNE,

& B LA 17 % BEE R 3R EX DynamoDB IiZ & F s #Y &k #aws-dynamodb-encryption-pythonFF & R4,
GitHub
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%% DynamoDB MEREFim/s , EMNELRIEEFERRH Python KB,

FHAER T Python B9 DynamoDB & &E F ik

(® Note
BINEFBENZEESEGRE N AWS BIEEMNZE SDK, U TEBRMEXEAT Java iy
DynamoDB MZ&E FimhR A 1.x—2.x AR IER F Python B DynamoDB &% /- iR 4
1x—3xMER., BXEZER , BSHEA T DynamoDB FWAWS IEEE N3 SDK A

.

REBNE TERT Python B DynamoDB MEHE Fim A e E H Mt RBIE S P HRT R —LL1h
fE, XERESEERMHUKZL LM A XNFEA DynamoDB IEZEEFF k. BRIEBEFRIENFERR
B, BB IEEFIXLEIhEE,

BXxFEH DynamoDB INE#EFim# TRENIFHAEE , BSHEALRERTPH Python =™, FHEE
GitHub# #y aws-dynamodb-encryption-python =5l LA DynamoDB tN# % F~ imfY Python X4,

2
iz
‘\

F&

s BERmBPERFRRX

+ Tablelnfo BE4
 Python P E MR

&P i B ok

i& A F Python B9 DynamoDB 1N# & F i 33E %X DynamoDB Y Boto 3 K# {THREBMNEFF iR#E B
BFE, XEHPEFEEEERNWBEENINA DynamoDB N HRFAMMNBZNEEZH ABERE
R, FFR :

- BEYENRAMERANBESRE , REELZM AttributeActionsAttributeActions X REAEER
EFmMZZZARMERE , BFLEENIE AN EZHHATME, MREN AttributeActions
T RPHBRIARIESN DO_NOTHING , MIEFFIHHBEFEON ETEERZIRE. BN , B1EA
STIGN_ONLY,

« BlETablelnfo X R HBIEX Dynamo DB H i AEF DynamoDB % T3, XEBTFHREREH
DynamoDB % £ T3 &H B & P im o] AR IR =R,

« XEHE (Wput_item M get_item) , XEFSEELESE DynamoDB KA E AR ELEAT & LUE
BAAERNMBNMBERRIE . XFXHF update_item Fi%o

RIS 271


https://github.com/aws/aws-dynamodb-encryption-python/tree/master/examples
https://aws-dynamodb-encryption-python.readthedocs.io/en/latest/
https://github.com/aws/aws-dynamodb-encryption-python/tree/master/examples

AWS ##EE hnZ SDK FRARER

BRUEREFRBYEFEMARERSREAINNIE MBEEFRE, RIFEFEETENERRF
PIRESHIET , BN EAXLESR,

EPimHBBREFREE

« EncryptedTables& A F £ H DynamoDB H &R E R —IXALE —skxkNNARERF.
« EncryptedResourcei& /i F £/ DynamoDB Y iR & IRE# T BN NARF,
« EncryptedClient;& | F7£ DynamoDB FfE AR A 5% F in M R AR F .

EFATFIRSBERE  ARAELXTNEFEBFREKLIBA Dynam DescribeTableoDB B®AEHI IR,

Tablelnfo BE4g

ZTablelnfok R —MEFK—1 DynamoDB &REHEIX , HPEsATHERN -HRINFR, ©R
BY T IEREUE X RV EBRISSRHE R

MREEANRESRBEEFR , E2NERIEHAEA TableInfo X R, BN , SR LIBAHEGIE—
Mo AXRG , BSRERTE NEEF.

YMBFETableInfold R LA iZrefresh_indexed_attributesF A , E£& T EH
DynamoDB DescribeTablei@ERIEZ ZNRNBEME, ERNRELERBRSIBHREMT

5, TableInfo FEi&EEFE encryption_context_values B , ZEMRM T DynamoDB Hi% E
TXENE,

EFHiZrefresh_indexed_attributeskx , AAEMSMEEEBHRKXLIEA Dynam
DescribeTableoDB #EHR R,

Python FEYE MEIR1E

B MRES XN E MBRFFNTE NS NEENITHLERE, EE Python HIEERMERE |, FHolE
BEERANBRENTH NS EEENEMHISAN AttributeActions FR. BREFE CryptoAction
BERBRADTE L,

/A Important

EABMRENRIRITNRE , EHREREPFINIBEREETESSHELRIEHEIR , M
MEEETTEREZERTE. BXREFAUR  FERHERHEEE,

DO_NOTHING = 0
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https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/dynamodb.html#table
https://aws-dynamodb-encryption-python.readthedocs.io/en/latest/lib/encrypted/resource.html
https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/dynamodb.html#service-resource
https://aws-dynamodb-encryption-python.readthedocs.io/en/latest/lib/encrypted/client.html
https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/dynamodb.html#client
https://docs.aws.amazon.com/amazondynamodb/latest/APIReference/API_DescribeTable.html
https://aws-dynamodb-encryption-python.readthedocs.io/en/latest/lib/tools/structures.html#dynamodb_encryption_sdk.structures.TableInfo
https://docs.aws.amazon.com/amazondynamodb/latest/APIReference/API_DescribeTable.html
https://docs.aws.amazon.com/amazondynamodb/latest/APIReference/API_DescribeTable.html
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SIGN_ONLY =1
ENCRYPT_AND_SIGN = 2

fian | i AttributeActions SRZE I ENCRYPT_AND_SIGN fERFRIEEBMMBIAE , HHIEE
ISBN F1 PublicationYear & B B4,

actions = AttributeActions(
default_action=CryptoAction.ENCRYPT_AND_SIGN,
attribute_actions={
"ISBN': CryptoAction.DO_NOTHING,
'PublicationYear': CryptoAction.SIGN_ONLY

MREEANRELREDEFR  WEFEETREENEMREF, ZFF R PEFRALEMNR
R’

MREAREAETFIRBEEFEXBBRIAREIEN ENCRYPT_AND_SIGN , MAMA FRIEERE, XNEE
BIWHIERIESN SIGN_ONLY, ERWEIIMIEE |, BFEMH set_index_keys Fi& , ZHENEEEH
SIGN_ONLY , & DO_NOTHING , X 2ERIARE,

/A Warning
BEOMZREEEM, SNIXTRERNEN , LUE DynamoDB EHRIME METZTEREHE,

actions = AttributeActions(
default_action=CryptoAction.ENCRYPT_AND_SIGN,

)

actions.set_index_keys(*table_info.protected_index_keys())

EHATF Python #9 DynamoDB fZ % F ik By RIS

(® Note
BINEFRENZECSEGRE N AWS BIEEMNE SDK, A TEBRMEXEAT Java iy
DynamoDB MNZ&E FimhR A 1.x—2.x AR &R F Python # DynamoDB &% - iR 4
1x—3xMER., BXEZER , BZHEA T DynamoDB FWAWS ¥IEEE N SDK A X

.
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AR R BIR S85E R Al 6E FB & A F Python B9 DynamoDB 1% % - i SRR 47 B A 25 89 DynamoDB
BiE. YR EAE Laws-dynamodb-encryption-pythonF#EER R B RHPHRBEL RO ( HAEMED
=Bl ) GitHub,

FA
 {# EncryptedTable & im &5 Bheg 3£
- ERATE MEEF

£/ EncryptedTable & F im#Bizg 3%

AR RIREERI{A 4 S Direct KMS 12 FMItEncryptedTableEF in B BIREF
%, WRBIFERERMMBTEHEEER , ERAME NEEF R R. B2 , eEANE
EncryptedTable £ , MAREERFTE MEEFEERE,

BEERXERG , BAUEREFHBBEFRENERITH IR, XBFESE DynamoDB I&H LT
NHNEREANETRBEMSE , BETNE. BEQEBENE L TXHAIEES , ERHAEDEFREXXR
A DynamoDB #{EDescribeTable, EZ{TIH{HE , BLHERFALEENIR,

BES R TEBNRIB R : aws_kms_encrypted_table.py

S| RER

B A KRB EIZESR A DynamoDB &Y EHI,

table_name='test-table'
table = boto3.resource('dynamodb').Table(table_name)

SR 2 tIEMEBMBHRUER

Bl BIEFR INE M BHREHEF (CMP) BYSEHI,

IR BIfERA Direct KMS RRIEEEF |, BEAUFERAEMAREN CMP, E6I2 Direct KMS 1R4t72
FF , iB¥EE AWS KMS keyo LRHIEAM Amazon BEIRB R (ARN) AWS KMS key , {BIEAJLAfE
REAERNZARRE,

kms_key_id="arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"
kms_cmp = AwsKmsCryptographicMaterialsProvider(key_id=kms_key_ id)
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https://github.com/aws/aws-dynamodb-encryption-python/
https://github.com/aws/aws-dynamodb-encryption-python/tree/master/examples
https://docs.aws.amazon.com/amazondynamodb/latest/APIReference/API_DescribeTable.html
https://github.com/aws/aws-dynamodb-encryption-python/blob/master/examples/src/dynamodb_encryption_sdk_examples/aws_kms_encrypted_table.py
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#master_keys

AWS ##EE hnZ SDK FRARER

SR 3 IEEHRENR

BHRESHEE NBREFENTENESNEERITHLERE. WRHIPH AttributeActions

NRINEHEEMETE | IR test BN , FEESHBH,

EAEERAEFRBBEFRN A ETREMEEEBMRIE, EncryptedTable REXEZBLFM
BEREM.

actions = AttributeActions(
default_action=CryptoAction.ENCRYPT_AND_SIGN,
attribute_actions={'test': CryptoAction.DO_NOTHING}

F]| 4 IEMBR

fEAPRESR, Direct KMS RHEFMEMHRFEQEMER. LTRETREE.

encrypted_table = EncryptedTable(
table=table,
materials_provider=kms_cmp,
attribute_actions=actions

S5 RAXTE RAKH

\

£t encrypted_table VA put_item FER , BHRIE QLLEREFAME, LZHFMNE
&8 DynamoDB %

B, EXKRIE.

plaintext_item = {
'partition_attribute': 'valuel',
'sort_attribute': 55
'example': 'data',
'numbers': 99,
'binary': Binary(b'\x00\x01\x02'),
'test': 'test-value'

RfE , EHERBARS,
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encrypted_table.put_item(Item=plaintext_item)

ENXAMNZEFRXH DynamoDB {HKEUZIE , iBX) table WRIAA get_item FiE. EREE
BZNIE |, BX get_item R encrypted_table F%s

FERIE NHERF

It R Bl ) S8 R AR FE DA R B BY AW [E#25 DynamoDB MZERFinFHI B MEEFRE , MARE
AEH A MERFXENE m#PEFR.

FERALLAER |, FF 3812 DynamoDB tNZ L T XMEEXN R ( CryptoConfig ) . o, &k
L2EMZ —NAAPPIE AN EMNRBEELSELIMFEA A DynamoDB £H. XAFEEEN
put_item @A} A DynamoDB 1N % F iR % H L H 4R &i%E DynamoDB 4L EIE,

Lt RBIEEA Direct KMS REERF , {BETEREMRERN CMP,

BESRTENNRBRA : aws_kms_encrypted_item.py

SE1: pER
B A RBH R ESRHE DynamoDB RERAIEHI,

table_name="'test-table'
table = boto3.resource('dynamodb').Table(table_name)

SR 2 glEMBMBHRHEF
BIEBBEFR INE M RHREHEF (CMP) BYSEHI,

L RBIfER Direct KMS 1RERF , BETUERETAREN CMP, ZE6IE Direct KMS 2172
FF , BIEE AWS KMS key, I RAEIERR Amazon BIRE# (ARN) AWS KMS key , {B& 0] LAfiE
REAE RN ZARRE.

kms_key_id="'arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890@ab"
kms_cmp = AwsKmsCryptographicMaterialsProvider(key_id=kms_key_id)

% 34 : (£ TableInfo #Bh3E

ZE M DynamoDB JREVEXKRMER , FRIZABIRMKA|, TableInfo={ IREIEMEMTE INEEFF
i, FEQE— TableInfo XFIFHBAETTE | EL RFA BEFE TN EMITIEE.
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https://github.com/aws/aws-dynamodb-encryption-python/blob/master/examples/src/dynamodb_encryption_sdk_examples/aws_kms_encrypted_item.py
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#master_keys
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Hrefresh_indexed attrlbutesE,z‘ETableInfo{EFH DescribeTableDynamoDB ##4E3k
REAEXKEN, EHNERE, XBEETRREAHNEE-RERS. ARAAFEEEFAH
DescribeTable B9 BR,

table_info = TableInfo(name=table_name)
table_info.refresh_indexed_attributes(table.meta.client)

S 4 : 8]2 DynamoDB %&£ T X

DynamoDB % £ F X BEEXKEMUARKMAMBENEENER . tRFIAH6IE
DynamoDB # Lt TX , RAECEWMEMEZERFRE. o in#BEFENELIE DynamoDB %
T3

ERE D XBABEFE , JUUEATableinfofBIZE MR .

index_key = {
'partition_attribute': 'valuel',
'sort_attribute': 55

}

encryption_context = EncryptionContext(
table_name=table_name,
partition_key_name=table_info.primary_index.partition,
sort_key_name=table_info.primary_index.sort,
attributes=dict_to_ddb(index_key)

)

SR 5 CIREMRENR

EMRESHME NEZERFRNEE NS NEERITHERE, HREIFE AttributeActions
NRMEALEMENME , REXFERMENETREMN KB test B

MEEM B NMREFEEXEBENEBRIARERN ENCRYPT_AND_SIGN B , XA EEEE—
BRIRME, BULUER set_index_keys 5% , ZAEXN ERMEA SIGN_ONLY ; MR IZEIAE
1 , oI LAEEA DO_NOTHING,

ATEEEXR , WROIEATableinfo RAMEKEIE , ZFR5I1EEIFA DynamoDB KIEFR, It
FEEREREFBENENRZS,

actions = AttributeActions(
default_action=CryptoAction.ENCRYPT_AND_SIGN,
attribute_actions={'test': CryptoAction.DO_NOTHING}
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https://docs.aws.amazon.com/amazondynamodb/latest/APIReference/API_DescribeTable.html

AWS H(#EFE tE8 SDK FRARIEE
)

actions.set_index_keys(*table_info.protected_index_keys())

S} e: tIEMBENEE

ZEfiE DynamoDB &% Fim , iH6E A LRI £ R B KB E A CryptoConfig bl ZMIXN R, &/ iR
#BhFEF 3 CryptoConfig R I&BIE,

crypto_config = CryptoConfig(
materials_provider=kms_cmp,
encryption_context=encryption_context,
attribute_actions=actions

SB|T7 . MHRMAE
WEHMBEHLEZIE , BEF2NIME KA DynamoDB &,

HIEFERAEFPIRSBEREN , ZNIESUNERARXNBHEE  RAEELARBBREREN
put_item AR IZEIER DynamoDB k. HEREEERATE MBRREF , encrypt  put B14E
=B,

Bt , Sl —-1MEXTE,

plaintext_item = {

'"partition_attribute': 'valuel',
'sort_key': 55,
'example': 'data',

'numbers': 99,
'binary': Binary(b'\x00\x01\x02'),
'test': 'test-value'
RiE , NiZMBERITIMBMER. encrypt_python_item FEEE CryptoConfig BEX K.

encrypted_item = encrypt_python_item(plaintext_item, crypto_config)

S8 [ B BMAKP
e emzBEZEIE A DynamoDB &H,

table.put_item(Item=encrypted_item)
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https://aws-dynamodb-encryption-python.readthedocs.io/en/latest/lib/encrypted/config.html

AWS ##EE hnZ SDK FRARER

EEENRIME |, HXER get_item WRIAA table Fi% , MARF encrypted_table R,
T2 M DynamoDB RIREVZIWE , TERIENBEZRT,

encrypted_item = table.get_item(Key=partition_key)['Item']

TEERRT —1MEMEALENRAIRIE N -0,

INZEHEN - #HEHHRE, TREM (partition_attribute M sort_attribute) #l test &
HHEHRAERFAXFER, AHEETRBTELR (*amzn-ddb-map-sig*) WE MMM RHERE M

(*amzn-ddb-map-desc*),

{

"*amzn-ddb-map-desc*': Binary(b'\x00\x00\x00\x00\x00\x00\x00\x10amzn-ddb-env-a:
\X00\x08\x00\xePAQEBAHNAB4WNXjEJdBbBBY1RUF cZZK2j7xwh6UyLoL28nQ
+0FAAAAHAWTAYIK0ZIhvcNAQCcGoG8wbQIBADBoBgkghkiGOweBBWEWHEYJYIZIAWUDBAEUMBEEDPeFBydmc
izY1OROCAM7WAKGEEL/N/bgTmHI=\x00\x00\x00\x17amzn-ddb-map-signingAlg\x00\x00\x00\nHm:
\x00\xee\xee\x11/CBC/PKCS5Padding\xee\xee\xee\x1eamzn-ddb-sig-alg\xe0\xee\xee\xeeHrn
\x00\x00\x00\x0faws-kms-ec-attr\x00\x00\x00\xe6*keys*"'),

'*amzn-ddb-map-sig*': Binary(b"\xd3\xc6\xc7\n\xb7#\x13\xd1lY\xea\xe4. | *\xbd\xdf"

‘binary’': Binary(b'!"\xc5\x92\xd7\x13\x1d\xe8Bs\x9b\x7f\xa8\x8e\x9c\xcf\x10\x1¢

'example': Binary(b"'b\x933\x9%9a+s\xfl\xd6a\xc5\xd5\x1laZz\xed\xd6\xce\xedX\xfoOT\>

"'numbers': Binary(b'\xd5\xa@\\d\xcc\x85\xf5\x1le\xb9-f!\xb9\xb8\x8a\x1laT\xbag\x’

'partition_attribute': 'valuel',

'sort_attribute': 55,

"test': 'test-value'

ERHERE

® Note
BANEFRNBECEG AN AWS BIEEMNE SDK, A TFEFREEREAT Java B9
DynamoDB 1NZ & FimhR A 1.x—2.x A& T Python B9 DynamoDB 1% & F iR A%
1x—3xER. BXxEZER , HZSHEA T DynamoDB KJAWS HIEEE % SDK MRA X
o

BRAMERHEZDE Y , EFERBREMLEF | XERHFESIF DynamoDB M s N H X R

HEME. BEXR (EFNE ) NEHUREZHENEYE. BHERFIRFENENTES , B
DynamoDB %% F i 1~ < H 3 E# S8 R R E,
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/A Important
DynamoDB INZ& % FimF XX WA K INZ DynamoDB FREIE#H 1T N,

BYHEEABEER S (BE , ERIE PRNIMERE SR ) | BETRHE, IREEENELE
EREZRIZIEFHAERYE , NiZWE JEFREFENFARTNENLES, EEENZE , W
REEHFT BN RENBEERESEMNZD B HREENELERETRE , WEERIETES KK,

Flan  MEAFMEZTNENBEHIRESHNEZE test B, WIMBPHNEEFEE test B, B
= NMERATHZINENBEMHRERZED test B, WRIELENW , EAFFIREEHARIEIEZS
test BHENZE,

LHZANNARFERMEAMERER DynamoDB W E R , X2 —ME5IM R , ERN DynamoDB &
BEFWmOAAMENARFFNIMEBITEMRNSE. N TEAI2AXMARFEXRE , Xt —FA
B, AAEMRENERLNEZBEIFFEEN. BEEHN DynamoDB kEH—NMNEHE—NIEHPFH
|, BEMRMBEESEMESR , BRI KESKRIRE B NEET LR,

N RER WU IRME L BRIMKRIE |, FEANTER.
« ANEYM — URFNEMEXRTEUEEFE  BENFEN B ETNER 2T BERERAEE
=

- BREM — REFLETEREAEY , BAEEXEERE,

- TR — EABMBRERENRIBERITNER , MRTEFNERFHNENNE K RELELS
i F RN BRI B R R RF,

LRI RITERERR , RLEFN T EZRBLEENRE,
ES]

- AIEME
- HIBRIE 1

yylll)=REd

FEERD B ARMFEEN , JRFEEIRERE. N THLELIRRIEFIR  BINBWED RS KEL
B, HITHRE-MEBZH , FRIEE-MREBETK.
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1. ERBREARNFARARFFEYEERE, BEXEBRNRAEFOEBEFARRE
o

2 SHEBARTE PR,

XM R EABARAENARFNENEAERENESERE , HEEEIHES 2T EARN
XL, EZBENRENTRTEMRE (FTNBHLL ) , XUREE , ANEENFREFHARIA
RERMBNES

LT REIERESEBHE - EROAD, SINARMT —NMINIEEY link , ZEEF#EEDS -1
RIBEWEEE, ATHERAFRBALXAER , B ZREBHES BRERRE, TLBBLE
X, RERIEFFENARFNENBEATNEERFE , IUFBERTE REA link Bk,

Java DynamoDB Mapper

L FEH DynamoDB Mapper l AttributeEncryptor B, BRIABRT , BREBUNNFIERE 4
HmEHLE K MEBECLRERNE, BEEENZIRERE , BFEH e@DoNotEncrypt ER,

A R5IRf @DoNotEncrypt SEBRAFHM 1ink B

@DynamoDBTable(tableName = "ExampleTable")
public static final class DataPoJo {
private String partitionAttribute;
private int sortAttribute;
private String link;

@DynamoDBHashKey(attributeName = "partition_attribute")
public String getPartitionAttribute() {
return partitionAttribute;

}

public void setPartitionAttribute(String partitionAttribute) {
this.partitionAttribute = partitionAttribute;
}

@DynamoDBRangeKey(attributeName = "sort_attribute")
public int getSortAttribute() {
return sortAttribute;

}

public void setSortAttribute(int sortAttribute) {
this.sortAttribute = sortAttribute;
}
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@DynamoDBAttribute(attributeName = "1link")
@DoNotEncrypt
public String getLink() {

return link;

public void setLink(String link) {
this.link = link;

@Override
public String toString() {
return "DataPoJo [partitionAttribute=" + partitionAttribute + ",
sortAttribute=" + sortAttribute + ",
link=" + link + "]";

Java DynamoDB encryptor

ERIERFE DynamoDB IFHEFH , XAABNEHIRERIE, XROIER —NFXRIES ,
HAPERIAERN encryptAndSign , H A0 X%, BEFEMNFH link BHEIEE T HIN. FELHTA
b MR EFRAEEZEEMRBZIRESHNBE , WSEZEHTHELNARFNZENZESE |, MX
HEMNARFZE,

for (final String attributeName : record.keySet()) {
switch (attributeName) {

case partitionKeyName:
// fall through to the next case

case sortKeyName:
// partition and sort keys must be signed, but not encrypted
actions.put(attributeName, signOnly);
break;

case "link":
// only signed
actions.put(attributeName, signOnly);
break;

default:
// Encrypt and sign all other attributes
actions.put(attributeName, encryptAndSign);
break;
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}

Python
#£3& AT Python 9 DynamoDB MEZEFin® , LAILUAPFME RIS ERIARIE , AEREEN.

MRIEEAR R Python EFRFBEFR  WEFEETREENESRE, ZEFIRHEE
FFRELEEMZER, BR  WRTEAEFRRBBERFE , M4 ES XBNFFRE LIRE
SIGN_ONLY #4E. MREF/NMOINET 2 XBHGEFR , MAERBERAFBNER THELEIR
S8R

RRBGIAFE Link BHEEE NS | ZBISAFIREL STGN_ONLY R4,

actions = AttributeActions(
default_action=CryptoAction.ENCRYPT_AND_SIGN,
attribute_actions={
'example': CryptoAction.DO_NOTHING,
'link': CryptoAction.SIGN_ONLY
}

BRI

WMREEEM DynamoDB MEZFEF i MZNBE FTABEERENEN , NALEILERAZEME. B
=, BOMBRRERZEEAIRE, WRIHEM , RREINEFZEMNTE  WHZHBEITENESR
HERBERTTE , FESRRIEF KM,

RELURBREMNRBHRRZBEENFAERZL , BEMI—FIR , EHABERZME , mA2H
BRE. BMELHTERABMUBBRZEENFIASS , ERZEMNNZENE g2 EFREREF
R EAN T4 T IEERITRES.

BEZE DynamoDB 1% % F um N A 72 5 # By [B) &

(® Note

BANEFBENZEESERE N AWS BIEEMNE SDK, A TEBRMEXEAT Java iy
DynamoDB MZ&E FimhR A 1.x—2.x AR &M F Python # DynamoDB &% F iR 4
1x—3xMER., BXEZER , BZHEA T DynamoDB FWAWS ¥IEEE N SDK A

.
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EH AR T ST ER DynamoDB &%~ im B AT BEIE 2 AY (RIB H R A T #R RIX LR B A B 1o

EiRMHAX DynamoDB MEFFinI R B , BEHFEEF R FB, aws-dynamodb-encryption-
javaaws-dynamodb-encryption-python GitHub

BN AN R | BRI AR E LR REEE,
£

+ BEVHE

. ERWIFKK

- [BIRAEBEREEN S

- BFEHBFRATE

48 175 18]

RIE : LI N AR R EAENEIR.

B TEAENRPFNRMNBENERARFAEITHREHE,
HAER

Tiz{74£M DynamoDB MEE S WENNARS , WAL AMEEEARAKNNR. TN  FaiE
@HBELETE,

« DynamoDB M#Z & Fix ~EZE Amazon Web Services ( AWS ) K/ |, th RRBEM AWS RS, 1B
=, MRENNARFER AWS |, IFEERERZKF B AWS IKFEFAF.

« DynamoDB & & Fix N EZE Amazon DynamoDB, B2 , MR FAEF RN N AREFCE
DynamoDB %, FIM B BMARPHINKRFREIE , MFEAASRAEEEERH AWS K-k H
FAFFZE DynamoDB R/EMNNR, BXRFMES , 210 (Amazon DynamoDB F A AR IEm)
Y R R

- MREHWNARFERERT Python 8 DynamoDB IN&RE i R E P iR ERERFE | NERE
HMEF A DynamoDB ##ER PR, DescribeTable

« DynamoDB #E%& Fix A+~ AWS Key Management Service EE ()o AWS KMSER , INREM KA

R Direct KMS MR HER , B EEANESMEHEFNEEFEANRERFE#EKX
AWS KMS , NIi@ A A %A R AWS KMS GenerateDataKey F £ 212 VERI PR
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https://github.com/aws/aws-dynamodb-encryption-java/
https://github.com/aws/aws-dynamodb-encryption-python/
https://github.com/aws/aws-dynamodb-encryption-java/
https://aws.amazon.com/premiumsupport/knowledge-center/create-and-activate-aws-account/
https://docs.aws.amazon.com/IAM/latest/UserGuide/getting-started_create-admin-group.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/access-control-overview.html
https://docs.aws.amazon.com/amazondynamodb/latest/APIReference/API_DescribeTable.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_GenerateDataKey.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_Decrypt.html

AWS #iERE 113 SDK & ARISE
ZHWIUE KW
A BTEERIEXRY , TEBERANTE., ZUW B BARRREFENHTNENLE,

B ARERENEMBREZRIZMEHNFAEREM, SBRBEE I MER , FRARHEATNE
20 E BRI TR RV B IR

HAEE

ERMENE HIZE/ESIF DynamoDB INEZEEFIREMZEHZEZNEN, BEXE (EFNER ) WEMUK
EZRIE M

MREEENBERERERIZIEPNABRENE , NZME TRRFRREHFEN S AT NEM
XL, NREEHREZT ENRANEMHREESENZTE HRENBEERAETE  WEERIETESK
M, XRSAANARFINEERE , EOHANARFF , IEERETETEEBIREEN,

THRWIEFRBRERR, N THBBHIELRER  FEERBEERNRDNFNOTLER. BREA
EE , FERERMERE,

B £ R RFENRZ

B BTFZRRIELRY , [HRAH Amazon DynamoDB £ FXRF NI B T A2,
B REBRMRE , FRERENEHFTRTBMBHES,

HAHEE

&R LUK DynamoDB & & P& DynamoDB £ FREEHEA. RINBWEFERHE Z X KMS
ZHNERE , FH KMS ZHEHIEFNLBRNAE AWS X V&,

MERRRZA 2019.11.21 FF iR , BEFEARKREEN A F£FHKRES DynamoDB MBEFiRES
A, B2 K NREFEALBRRZA 2017.11.29 , M ATEHERARBNEFFETF2BEMEBRLA,

MREBFERAEBRRAR 2017.11.29 , M AT T B HEAE HREIRESN Java F#Y DO_NOTHING =
Python F#y @DoNotTouch,

* aws:rep:deleting
* aws:rep:updatetime

« aws:rep:updateregion

MREFEREMEMREINERIR , WEFHITEMERE,
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https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/GlobalTables.html
https://docs.aws.amazon.com/kms/latest/developerguide/multi-region-keys-overview.html
https://docs.aws.amazon.com/kms/latest/developerguide/multi-region-keys-overview.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/globaltables.V2.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/globaltables.V1.html
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