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BRI MERSFMARIBENRIER , B2SH AWS 25 B FE LAVERE.

EEER AWS 2HBERETENNRE RS, FS0, EHEZNET 50K R

ACLs 7£ AWS 24| B &+
X ACLs : &

REFIFIR (ACLs) 2HBLEREA (KFKA, AFZA® ) BNBRER, ACLs SETHIRM
REERL , REECMAEEA JSON REE K,

A AWS 24| B &8 ABAC
¥ ABAC ( REEFIVIRE ) - &

EFEENHARRES (ABAC ) 2—HEIER , EBETHITENEERE R, BT
SAREHINE] IAM SRR AWS FR | RISIRIT ABAC BMU AT EERANRES AR LWIRER
AT R

EETHREEH R, BEEMFEA aws:ResourceTag/key-nameaws :RequestTag/key-name B
aws:TagKeys R BERBNZH TEZPRHEFZER,

MRENBRSEN TEMBERREBIFMAX=AFMER , IXT RS  ZEAR. NREMRSN
NTHDFRREIESMBEX=NZMHR , NZENTD.

BX ABACHEZEE , BZH (IAM AFiEr) FHEA ABAC RNEXKRE. EEHIRE ABAC
SROHE , FSHE (AM AFER) PREAETEMEN TR NEEZES] (ABAC) .

£ AWS & B F £ A Im BHiE$
THEIREREL : 2

ISEHE BRI AWS BREHFENER , HERELFRKS NI RA N B BIEN,
AWS BWZBHRERKIGEHER , MAREAKBPIHAZHH, EXEZEE , B55H (AM AFE
) K IAM PR IGER 22 EERER IAM B, AWS RS

BHBERUNMA5 1AM BEEA 12


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awscontrolcatalog.html#awscontrolcatalog-policy-keys
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awscontrolcatalog.html#awscontrolcatalog-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
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AWS 2% B FE B BRSS ZEANR
XBERRBAXE (FAS) 1 &

HEEATE (FAS) EREB AR AWS RS |, BilE AWS RS B FiiRSE & HiE R E
Ko BxA&H FAS BRI REFE , BSRELFESE,

AWS 25| B ZHERFAE
*ERSAR B

R AR —TRSEE, KRRENTREN IAM A€, IAM EER AL IAM PO, SRl
BRESAR, AXESER , BH2H (AM AFERE) FHVEIER AWS BRSZERKIENEE,

/A Warning

ERRSACHNRATES U AWS 25 B FAVhEE. XE AWS 24 B REHAXES
B, FAREBRSAE,

AWS 25| B ZWRZSHEXA R
TRBRSHEXAG B

BRSHEXRABE - TEEINERS AR, AWS BRSRSAUKARREHTRENAE, RSHEX
AEHRELEND AWS K/ , HEARSHAE, IAM EE A ATUERERERERS KA BN
PR o

BRUZEFEBRSAXBENFAGE , FSHEY S IAM BEEABAWS 5. ERTFERRS
MXAEIHEE Yes R, BREREENEFZRSHRSHERA BN,

5 B RN ET 5408 KRG

RANBERT , ARNAGTNEZIE R AWS 245 B FHF. BERTHAFXAERRRITERENNR
BR , IAM B3 R A LA IAM SRR,

BT RNAERXL RG] JSON REXHEGIEET IAM HHNEE , 56 (IAM AFiERE) P8l
2 IAM KB (258 ) .

BX AWS 2H B REXWRENRRRE (S FSPRRXENEX ) BEFEAREE TSR (BSR
NZE) hry AWS 25 B FHVRE, FEMEHHE. ARNs
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awscontrolcatalog.html
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F&

- RESEREK

- AFAFERMIIESHRR

- ATAFPEE AWS 24 B ZFPHER

R R fE SRR

ETHONRBRERTEATUEENKSPEIE, HESMER AWS 25| B FHIR. XLERETEE
SfF AWS IKFFERA, tIZNEEBET HHONREN , HEEU T ERMEI

- JFHAER AWS RE R A RO RENBENR — BEFHOAFPMTERBR TR , EEAN TS
FIRAGIRTRRHAWS HE R, ENEMRNRARITR AWS IKF, FRITZVEET E LEHXS
BRI AWS ZEFRERBRAE-TBINR. BXESEE , HZH (IAM AFERE) F/Y
AWS FEEREW TFRAENAWS FEE KK,

- NASENR : £EA IAM RERENRE , BREFRITESENNR. At , EAIER
EREFRGTAUNBERFRRTHRE , SR NRENRFA. BXEM IAM NARBRNESE
B, #5H (AM AFER) S8 1AM PR RE R,

« £/ IAM KB RV SRAFE — S BRBI TR R 4877 LA [0 SR A D0 Sk A4 K PR I 3 R AE M R R AV 5 8o
Bl | BRI R E R R RIEELAER SSL RIEFMBER, WRESHRERBIRE AWS R
SSHY (B0 ) FERAY , Tt AT BAGE A S SRR T X AR S5 R AERY T R A FR CloudFormation, BXES
8, FZH (AM fF#Em) F8 JAM JSON R TE @ &t

- M IAM Access Analyzer BiEZH IAM KB | SUAKRNEN LS MHEMINEENY  IAM Access
Analyzer 2K IEF REEMIM B KR , LUBERREAS IAM REIES (JSON ) M IAM HESE
B2, IAM Access Analyzer 12 100 ZTRBEREMTIRENEI , LRBEBHER S BEEMREN
Kig, BXEZER , HZH (AM AFEE) FHFEH IAM Access Analyzer BiE KB,

- BRZEHHRIE (MFA-OR AWS KFEHZRFER IAM AFSRAFS , BEA MFA REZR
2. FEERM AP REMNEE MFA | B MFA RMARMEIEHNRET. EXEZER , §5
7 CIAM AP iEr) FREEA MFA R API 1

BX IAM AR REIRNESELR , H2H (AM AFER) #1 IAM AR £ HEXEK,

ARFAFESMHIIE SR

ZORBIGER T BRI EE |, BAARYE IAM AP BRI EAS SO NERNEE R, R
DIEEEFE LSHER AWS CLI X AWS API BU4RE 5 TR LR ER AR

ET 5 R R 14


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html

AWS 2B

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

.
{

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

}
]
}

AFAFESE AWS 25| B FHHEIR
LUTREER TN AWS 25| B P mE, BisMEAZRENNRER,
JSON

{

"Version":"2012-10-17",
"Statement": [

ET 508 RA
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"Sid": "ManageControlCatalogAccess",

"Effect": "Allow",

"Action": [
"controlcatalog:ListDomains",
"controlcatalog:ListObjectives",
"controlcatalog:ListCommonControls"

1,

"Resource": "*"

PR B & B0 17 R A PR & M AR 2
EAUTESRBB B MRS EIEE A AWS 1241 B R 1AM 5 TEEF 0% A,

£

- RERERH B FHRITRE

- EFEIHAT iam : PassRole

« BEIUETERZANA AWS IKF HRIERAES B RER

BENERE E ZPHITERE
MREWRERETR |, ERETIMITEMRE | W AFER KL AVFIITIZRE,

% mateojackson IAM AR ZHERAEGFHAEETEEXEM my-example-widget BIRNIFHER ,
BFRPERENM controlcatalog: GetWidget HREt , 2K AL T RAIEIR,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
controlcatalog:GetWidget on resource: my-example-widget

HEHBERT , BAEH mateojackson AFKERE , BLAFER controlcatalog: GetWidget #
YETH B my-example-widget &Ko

MREFEHDY , BTHRREN AWS EER, ENEEARRHEREIEN A,

mBEHEE 16



AWS 2B Z2ER

KL AT iam : PassRole

MEBNEEIRBEE |, BHELERINITiZiam: PassRolel®RE , NS MEFHENRBLUATFENAR
f£3% 4 AWS Control Catalog.

BE AWS S AT ERIEAGKZEAZES K MAREUERFNERSALIBSAXEE, Ak,
BB MEBF A ELETRSINR.

HEZNW IAM AP marymajor=iXFEAESI A AWS 25 B FHINTIRER , SEIBAT RAI4E
R, BR , RELAERRSACHMRTHNRS ATHITILRE, Mary TEBRAGEE RSN
PR o

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXMERT , DAEFH Mary KBS L I1T iam: PassRole #&1E,
MREEER  FHRRENAWS BB R, FNEERRRMEZEIIN A,
REUTERZIHBA AWS K A RIFAZES B ZRAR

EALBEB—NEE | SUEE AR th iy S AN A B T A XA R R AR, A
ISEREBER , TURABE, WTFXRETERNERRTEZHFIE (ACLs) KRS , HAT L
155 PR 53¢ L6 S W 1 A48 F 15 1R S0 A TR O AUR

ETREZEERE , BSANUTRE

- ETH AWS Z£HERREXSXEYRE  FSAEHE RIS IAM & FEM.

« ETHRIMIEMNERENGERENIFENE AWS IKF |, F2E 1AM AP EER M EEEEaE AWS
K 5 —1 IAM B PR R SR,

« ETHRNMAME=HRAFENZRNIFRIE AWS IKF | ESE IAM AFREETWNEE =52
BiARBR. AWS K

- ETHIMIBEN BMRBRERITREHFENER , HSH (IAM BFREE) WAL SIS HEIEN
AP ( BHRBRERIE ) BT EINR,

- ETHREAACNETRARNRBETEKSHRZENES , HS5H (AM AFER) B8 1AM
P B S K = B R 15 ]

mBEHEE 17


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html

AWS #2418 2 %268
EH B RN SRR

ETHRREBETRESMUXNEER , FZHAWS RS “ZEEA XS HBE" ", RERFEERX
BHEMITH. AWS RS AXx—KREE , BSHAWS SMITHAWS,

O LA THE=Z S FITIRE AWS Artifact, BXEZEE , BSRPM “THIRES” HY “AWS
Artifact,

EHEMER AWS RS TN EATEBUR T EN KRN, RLOFANENBRUARERNERNE
M. AXREBEEANNEATENESFEE AWS RS , FSRAWS L&,

R B R psE s

AWS £IKERIRERE S AWS Xif TAXHWERN., AWS Xifl RESAMEIRIRENTAX ,
XETHAXEIRLEERE, SEHENSETRIMEERZ, MRATHX , BALRITNREETAXZ
BT M BB SRR A EBHNARFNRERE, ERAENENHSNEEH OEMIRAEMAL , T
XERESHNTAL, RERINTT BE.

BXAWS X M AXNESER , FSHAWS 2 IREM R,

EHERFHEMRERS

ER—TIEERS |, #2418 =2 (Amazon Web Services : Z&REHIAR) HEBHHEARH AWS £
KW EZEBEFIRT

A LAEA AWS EXAI API HABIMEHEES B R, BRHAAZSEHAERS DI
(TLS ) 1.0 NESRA, BIUEM TLS 1.2 REBHRA, FFRELAZIFERTE@BIRE (PFS)
WZBEH , i DHE (Ephemeral Diffie-Hellman) 2% ECDHE (Elliptic Curve Ephemeral Diffie-
Hellman)e, KAZHIMRERLE (M Java7 RESRA ) #HxFixLER,

A, HAERF RIS ID M5 IAM EAEXBKAORZRG B BARNBERJTZE. E , BUTUER
AWS Security Token Service ( AWS STS ) £RIEAT R £ EIERITER#ITER,

2 B SRV EC & N ROR 2 4

BLEM IT 2HHRE (RNWEF, ) #£E AWS iR, BXEZER , FSARME AWS HEER,

EMMERAE 18


https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://docs.aws.amazon.com/security/
https://aws.amazon.com/about-aws/global-infrastructure/
https://d0.awsstatic.com/whitepapers/Security/AWS_Security_Whitepaper.pdf
https://d0.awsstatic.com/whitepapers/Security/AWS_Security_Whitepaper.pdf
https://docs.aws.amazon.com/STS/latest/APIReference/Welcome.html
https://aws.amazon.com/compliance/shared-responsibility-model/

AWS 2B Z2ER

W AWS #2# B F

Wi R4 AWS Control Catalog M E fth AWS fERG R ATEME, TRAMNMENEEARIBD .
AWS B TLUT#ETE  ATF%M AWS Control Control Catalog , £ HI B B #1TIRE , HEE
LAt B KEUE i -

« AWS CloudTrailifiZk &R K P A RIEH AWS IK A TH AP ABFMEXREHS , AFEEXHE
£ E RIS EM Amazon S3 TFERE, BRI LURBIELE A - FMK 43T 7 823§ AWS, & HFFUAR
IP stk AR FEAY & BBt El, BREZELR , 5 AWS CloudTrail AF#ER,

£ B &34 B F APl A AWS CloudTrail

YE} AWS Control Tower #2#| B &8 —EF 49 AWS CloudTrail , 5—RFZERK , ZRFBHAF, A
B3 AWS BRFFIHITIRIENIER. CloudTrail fFi2H B XA AP BRABRIEH. BRHNBEA
BIEEREK B AWS Control Tower ZHIEWEA , flNE ARERAE4NRAR , URXIEEIE F AP
BENKRBRAR., RECERE , WA LR CloudTraill B4 &£ M Amazon S3 Zi&1@ , 218
SEHERFHE4EXRNES, MREBAREERE , BRI LUE CloudTrail #EHANEHH £
FHEERFNEGH., FRAKENEE CloudTrail , AT LABE® Control Catalog & H#YER (&id
AWS Control Tower ) . &ZHiEXRW IP bk, #RXHTER, @ANRKHBERAREAMMIFAER.

ET7THMEZ{EE CloudTrail , 52 FAWS CloudTrail 18/,
FHIP R B F{EE CloudTrail

CloudTrail FEZBIEKF AWS IKF REEENIKF LSRR, MEAEFEEF B RKPE |, ZEHEE
Hith AWS BRS CloudTrail EH—EBiCREEHHTLICKT, BulEFEER, BERNTHRIEXEN
EHAWSIKF, BEXEZER , BSRMEAEHFT FLIEFKEE CloudTrail E4,

EFZILRENEN AWS K/, SIFEF B RNEH | BHEIBRE. RERSY CloudTrail R B &34
&2 Amazon S3 7. BMINERT |, EEFEPERREICEN , LRIRICKNATRA AWS
X, RERICHE AWS 2 XAPEXENEH , 7/ B EXHEEREEERN Amazon S3 7. Ut
S, BB EHM AWS BRSS |, U —F 5 ML E CloudTrall BERKRENSHEKIE. AXRES
8, BZATIRE .

o B2 R ERidFBR
 CloudTrail X ## RS FE K
« BEE Amazon SNS EHI CloudTrail

CloudTrail B& 19


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/configure-sns-notifications-for-cloudtrail.html

AWS 2B Z2ER

o FERKBEZ M MXH CloudTrail B EXHFIZRK B ZANKF B CloudTrail B &4

FrEEH B RBESH (BB X API %) 2% CloudTrail Hi2RE (EHEFR APISE) F,
flgn | JtListCommonControlsListObjectives, #MListDomainsigEM A ST CloudTrail H
EBXHPEREKE

BN EAS AXEZEBEEEXRENBERNARGE. SOGEEHTEBEUTARS !
« BERIZMARIERIER AWS Identity and Access Management (IAM) A F&EIEA Ho
- BREEAACGERKREAFN RN ZEEIEAEN,

- BREAHHEM AWS RS K.

BREZER , {2 H CloudTrail userldentity 7T,
THREHBXBEBEXH%E

BEE—MEE  AFSSH4ERNBEXEERIEEEN Amazon S3 2%, CloudTrail B &34
BENEEZENMNEEZEB. BHRKRKRBEMRENEMER , BEEXFERWRE. BEN BB
B, BERSHENFER, CloudTrail BEXHTREAH AP BANEFHRRE , HEEIT2RE
A4S EIRF .

LT RHIETRTERZListDomains&/ERY CloudTrail BE%E-

eventVersion:"1.05",
userIdentity:{
type:"IAMUser",
principalld:"principallId",
arn:"arn:aws:iam::accountId:user/userName",
accountId:"111122223333",
accessKeyId:"accessKeyId",
userName: "userName",
sessionContext: {
sessionIssuer:{
.
webIdFederationData: {
.
attributes:{
mfaAuthenticated:"false",
creationDate:"2020-11-19T07:32:06Z"

THRESIE FAEXHSRE 20


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/controlcatalog/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html

AWS 2B

}

},

eventTime:"2020-11-19T07:32:36Z",

eventSource:"controlcatalog.amazonaws.com",

eventName:"ListDomains",

awsRegion:"us-west-2",

sourceIPAddress:"sourceIPAddress",

userAgent:"Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36
(KHTML, like Gecko) Chrome/87.0.4280.66 Safari/537.36",

requestParameters: null,

responseElements: null,

requestID:"0d950f8c-5211-40db-8c37-2ed38ffcc894",

eventID:"a782029a-959e-4549-81df-9f6596775ch0d",

readOnly:false,

eventType: "AwsApiCall",

recipientAccountId:"recipientAccountId"

THRESIE FAEXHSRE
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£ D w2 iA B 22 B 3% (AWS PrivateLink)

BT LAE A AWS PrivateLink 88 VPC MR #I B X2 BSIZAGER, B LU&IH RN VPC —
BEAR AWS 124IBF , TEFHAEBRMMX, NAT 8% . VPN E#ZD Direct Connect i, &1
VPC FHISEBIREENE IP #hut Bp Al A R4 B &,

BT LB 8122 A AWS PrivateLinki2 XMW ZEO R SRBL A EERE, BITELIZENRAS
ANEBNTFRHEIE—NMNERNEZED, XESLEREEEVNEED , AERXFEHERNRENA
(mP=

BXREZEER , S HAWS PrivateLink 388 AWS PrivateLink FEIAWS BRSS B 1510

AWS 25| B ZHEEEM
ERAEHEFREZEABRRZE , BEEAWS PrivateLink 5B EFEET,

EHEFRXFEIENRLIFRAERE APl R1E,

AEFE FAEEO RS

& LAERA Amazon VPC T’““%J"‘j?, AWS Command Line Interface (AWS CLI) 2% B ZelZEOL
W R, BXESEER | 21 (AWS PrivateLink 1888) HM6IEEO KN,

ERTIRSAMAEHEFEZEORI

com.amazonaws.region.controlcatalog

MRENFEOLYRT KUS AFE DNS |, WA SAE R 26 B FHBRIAXE DNS A#RE2E B FA H AP

iEFR, Bl service-name.us-east-1.amazonaws.com.

A VPC s R 82 im 2 5K B

mRKREE—M IAM BIR , BUSUFEMMEEORR. BMils</UEREATFETEDRITRE B &
HATELHRNR BEHRTFNER VPC BRI B X |, HRF BE XL uRT R RIS 02 O L
T Ko

i

Ui AR BEHEE LA T E

EEEM 22


https://docs.aws.amazon.com/vpc/latest/privatelink/privatelink-access-aws-services.html
https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html#considerations-interface-endpoints
https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html#create-interface-endpoint-aws

AWS #2#| B & T2EE
- ARITRENESER (AWS IKF, IAM AR IAM A& ),

- AHRITHIIRME,

o« AN ERITREN TR,

BXREZEE , H50 (AWS PrivateLink $8/) 89 {5 F v 2 58 Bl 422 15 39 AR 55 B9 15 [R1 A BR o

R R B FIRAEN VPC KinT LR

LTRAERRRBEHNRG, HERERBHMBEORET RN , EAMBRRNAMBEREREAR
FRFIHE AWS 2] B FIRFERN L RRR.

{
"Statement": [
{

"Principal": "*",

"Effect": "Allow",

"Action": [
"controlcatalog:ListDomains",
"controlcatalog:ListObjectives",
"controlcatalog:ListCommonControls"

1,

"Resource":"*"

}
]
}
(@ Note

GetControl#l ListControls API BEZEZEFRREMNER , BIBRIANWTENRE, BXRH ,
BES P BRIA R T SR,

BRI R 23


https://docs.aws.amazon.com/vpc/latest/privatelink/vpc-endpoints-access.html
https://docs.aws.amazon.com//vpc/latest/privatelink/vpc-endpoints-access.html#default-endpoint-policy

AWS 2B

EHERZ2EEREENXXENLIER

TRER T 25 B FB XA

TE
HIERA

5% BH B #

RHEIEFR APIs IZ£{E51EM 2024 54 A8 H
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