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f+ 42 Amazon Comprehend Medical ?

Amazon Comprehend Medical T AR HiIREIELEMLIBRXAFHNERER , fIMELIZR, HER
BE. REER, HBHNIEEZE. Amazon Comprehend Medical £/ B ARIES AL (NLP) #EE R4S S8
&, XESEARNETEE PINEFRR., AYRZTRIPVRERFE (PH)] WXAKSIH. BXxNE
RIS ERESIR | BS I RMNSEA (A 2 ) » Amazon Comprehend Medical i& fo ¥ F P83 254
SRR VERIX A M B A SER SRR EE AR EE ( RxNorm 120 ICD-10-CM ) < Bk K,

AFEAREEFNEEERATNARETRAAR. NEMBEFXRET AWS CLI I %
Comprehend Medical bA4w#EH N FE AL 5# Comprehend Medical 2. APIs

Amazon Comprehend Medical B9 E#5 Amazon Comprehend ENTE. BEXEZELR , F5H
Amazon Comprehend Medical Pricing.

XEFENES

Amazon Comprehend Medical {X# M &K 1F (US-EN) XA K EF7 24,

BEERTR

Amazon Comprehend Medical F AR ETWHWEZEN., 2HEE7. Amazon Comprehend
Medical IRt EFEE DT , %2 BRAXN MBI ZANAEBENE L. NENEARFREEBNE
FERE , HEFESEBEENBRATEASEGERE. N TREEARS , ERNALTELFZ
MANDETERZARBFITERNRKIUE, flI, AELTIGEERNEFERTFEABENHTESENEFY
Wi/E , Amazon Comprehend Medical F gEfE 2 & B =HERA,

Amazon Comprehend Medical i Fi &4
& T LU Amazon Comprehend Medical B F A T ES7 R @R A :

- EEHRPIEENER BEENETRERMETUEENEZNHEFTESEEELIANETER. 54
ERIXHEL  BATUANRHNARXIREECHREDE , AREFEZEE, BE/2MHEHIER , B
TRSEEHETUAEHRBEESEMELLEYr., B RAEMRRZE , AEHTEHRERENA
%,

o IEERHFZE . £EHRZMARVE T LIRRIZEBENCELRE, BEFEH Amazon
Comprehend Medical N IERXAFRWHEXER , TRARTURHAYER , T LEHE%N L
BRANFRENH  HEIBEMRNBEHIERMNEMIRR AP EES S RIENETHE, Fl,
BESEANRR , JUERS. BA M ENHEAX FELT7 LN RN,

EERS 1


https://aws.amazon.com/comprehend/medical/pricing/
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- EFKENETRBUABHER  TRATRNSMEET XBIGKEIZEFLEWLXE, TUNE
W ESEEHTOMMER , AFBBINFEE P HESTLENIKERE, BARAESLIE (NLP)
=ITENHBI RIS (CAC) FER<EBMAMEBD . Amazon Comprehend Medical A &#HH NLP %
REK D MIERIA | XA BT 485t et i H iR S IR g,

o ZR{RRER  FRAREKERIIEMIBR XA PRMEMSE | HFXLESEEENEZRERWIRAETS
KEK#EXK, Infer ICD1 OCM Al BEMY FRIHIR B 9 324K, Infer ICD1 OCM X LE32 4k 52021F /R (E
FREJE DR | EHEITH , IKERIESR) (ICD-10-CM ) RHIHE—RIBEAREZRK, InferRxNorm:IFIifi B
XAFGIHAAYNRB RS, HExELAEXZEEREFEBIERXNormBIEE FHFRELEEE
FRIRFFREREE K, InfersNomedCT HEZFH S ( fIMMEFHRANESF. EFREIATTMFAR)
BAUAEME , AFENEEZREGAZE - IGAKRARE (SNOMED CT) A4 i 18 < BRE X,

Amazon Comprehend Medical By 4L

{# A Amazon Comprehend Medical B934 4£ & 3E -

- BUTRRANBRESLBEERIENNARRET — ATENARFRERX A IIEE , APIs
DASEIN s KN B RAESAE,

- HBEMY  FAREEIFREEI TR, RINVERTHERBE SN OENHHEEHTIEL , U2
= EEM,

- AT EM  RNUKBEZAHRNESR , NTITURET HEENEENPE,

« 5HAM AWS BREEMRK : Amazon Comprehend Medical § 5 Hth AWS ARZ ( #l%0 Amazon S3
M AWS Lambda ) o8& ME. HENXAFMELDE S3 F |, £ Firehose 73 #7 2B 53E |
=& F A Amazon Transcribe £ & W RUR 3 F R AL 5% Comprehend Medical 7 #T#9 XX
7, Support for AWS Identity and Access Management (IAM) & A] LR ¥AZZ 4 b 12 537 3 5 2
Comprehend Medical :ZE M5B PR, EB) IAM , BRI LABIEMEE AWS BFHN4A |, LE[RF A
ARMRLRAPRETELN T ENR,

« BAAE : RAENED TSR, SEXEZAIMAS A,

HIPAA &

X2 —ITFE HIPAA ERMARS . Bx AWS (1996 FEERBERRRABEREER) (HIPAA) UK
£ AWS BREFAE, FHRAEZAZRTFNBERER (PH)NESZEER |, BZH HIPAA Bk,

MR EE PHI B Amazon Comprehend Medical BEEH 1TINE ., BRIAMBERT , FTES Amazon
Comprehend Medical BJEZERERET TLS B9 HTTPS., Amazon Comprehend Medical T &134:1F
HEFANER. Bt , BEEERSHEEHSNE,

Amazon Comprehend Medical #9{EZ 2


https://www.cdc.gov/nchs/icd/icd-10-cm/?CDC_AAref_Val=https://www.cdc.gov/nchs/icd/icd-10-cm.htm
https://www.cdc.gov/nchs/icd/icd-10-cm/?CDC_AAref_Val=https://www.cdc.gov/nchs/icd/icd-10-cm.htm
https://www.nlm.nih.gov/research/umls/rxnorm/docs/rxnormfiles.html
https://www.snomed.org/value-of-snomedct
https://aws.amazon.com/compliance/hipaa-compliance/
https://aws.amazon.com/compliance/hipaa-compliance/

Amazon Comprehend Medical FRARIER

58 Amazon Comprehend Medical

1. AWS EEZH A : BH— Web R , B LERZRE B Amazon Comprehend Medical,

2. AWS S 1T5RE (AWS CLI ) : RHEAFAZ AWS RS (83 Amazon Comprehend Medical )
Maee , FE7E Windows, macOS M Linux £ZX#E., BXLEAWSCLINEZEER , BEH
AWS @175 H.

3. AWS SDKs — AWS #{ SDKs ( ##FRXEMH ) , EHBEEATENERESNEE

( Java, Python, Ruby, .NET, iOS. Android & ) BWEMTHINKB, ©1] SDKs 2% 7T —f&F
AR IEX L S# Comprehend Medical 1 AWS HW4REBIFRINR. BEXEZER , BEH
AWS SDKs,

A FF 84 £ - Amazon Comprehend Medical
wnRE R B IXIEM Amazon Comprehend Medical B F |, BNBWERZRINFFREATES

1. Amazon Comprehend Medical T/ERIE : &¥5 /148 Amazon Comprehend Medical B8,

2. Amazon Comprehend Medical A7 : 2% 9 48 2ali% & Kk 7= A2 Amazon Comprehend
Medical,

18 Amazon Comprehend Medical 3
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Amazon Comprehend Medical T{EEIE

Amazon Comprehend Medical fERATRIIZE BARAIESAE (NLP) 2 | B KAk 5 A IELE 1
LIE R AR, EERIENETFEENXARSIA , INERRR., APIZTRIFVBREEFE (PH), BL
BREALER—F |, NS, RAEHXEXESIRECRERERER, ZEREAREEFXALEF
Zi)|% , A B EFRMINGHIE. IEERBTEEFES T , 229 B FRHA Amazon Comprehend
Medical X34 U E B9 SEARE EF R E O

KRR M AR R ERBE A UME R B REAT |, WA BUER RS BRERIT

« BSRE  ENEANAXEHRTON , NFITEREZREIEHNARRF, 82 —RLE
— I XHENREXNRAREFE , EHERARXEERE,

- FHBRF | IFNFHEE Amazon S3 AN XEESHIRRT oM. I MERFRDEE S3 1
o

® Note
Amazon Comprehend Medical RE0 #r&EiE (US-EN) LA,

EEZR Lol

DetectEntitiesV2 F D etectPhi #{ERAT M E AN XM IEL W LIE R XA P RISZER, &E@ Amazon
Comprehend Medical FRF K EXHE , HEREFRKEI D TER.

REHEDTN

StartEntitiesDetectionV2Job # Start Jo PHIDetectionb #E2 B R L L , BIRANETFER ( Hi
MEFIRR, BT, REMER ) WEIAH , REBEEFMEE Amazon S3 ERFFHNZRFBREEFE. &N
e K% R BB IMA) Amazon S3 1@ , AT —SREBEH T HED .

Start ICD1 0 CMInference J ob FIStartRxNormInferenceJobi4E S 31 A4KiE | 1546 M SS 4R B Ht 4k T 1%
eSS |, X SR 8532 Z] RxNorm 1 ICD-10-CM AR EFR B FRELREE,

GEZv Pl 4
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NSNS

Infer ICD1 OCM, InfersnomedCT MinferRxNormF R A& N EENHRBHNAY |, FFeissE
ICD-10-CM, SNOMED CT s AREH KB REKERK, RxNorm EA SUERARMEXEKRA B DK D
W—HXERENKRBE R, B ERE S A EEELAE APIs , BRI HITEZN. F1E, FIH
MEREFEFTHHRE S L ERE,

KBk Z| ICD-10-CM EZRR AR EF R EEE

Infer ICD1 OCM RAE AR NBEN KR , HRHEE2019F R (BERREBEDE |, B1081ThHR , IGKE
%) (ICD-10-CM ) FHIMREIBXREER, XN TFRMBNBRHEFZEZIRR , Amazon Comprehend
Medical #8& % HHIE/Y ICD-10-CM REBAEIR, ERDIHNEFRATEECES I , ZoBX
B8 Amazon Comprehend Medical X132k 54 R LS T HERENE O REE,

BRI Z5 RxNorm &R ER RS

ZinferRxNormFRF B F B FHH HNAWIRBI R KA, TR FEEIEREZEFIE RxNorm
EEFHBSFRRAF (xCUlD). 8 RxCUI BRB—FT =K , EEFRMNBENFIERLR. £RF5IH
WY EFBEEE DI , XKBFHAmazon Comprehend MedicalXf & £11iR FE /#9182 48 PTEL A9 SR 59 A
HHEAEE L. RxNormAmazon Comprehend Medical #R1EEB{SCUIs B BURBRFHIH T WaE S HE
ME W ZRZ YR BN TREL B Y.

X ExE SNOMED CT EE 82 R EFRNBE

InferSNOMEDCT B2EN A EMEFMZRB R |, FHFHHEE 2021 F 3 AREH (EZREREXK
(SNOMED CT)) FHRExE#X, SNOMED CT 2t T2 ENEFHM 2L , BREEFRRT MRS
2 UREEZERE., BITMFR, W TFENEEMNSEE ID , Amazon Comprehend Medical £iRE#HE&
HENEFHE , S MMSHEEREIBANBEEEE , SINMMEXBENELE. AR5, 25 SNOMED
CT ZREREM—EAAERN , SNOMED CT #1.= IDs IR THERBEIRKREIE , ATEZRHRB. RER
Il PR 9 T o

AR ER 5
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Amazon Comprehend Medical A’

EFHEA Amazon Comprehend Medical , E1RE—1 AWS K~ 3 42 AWS Identity and Access
Management —/ (IAM) FiF°. E{#H Amazon Comprehend Medical CLI , i§ FTEHH XN E#TEE.

F&

s SR1:BEAWS KR HCIEEEARR

« S 2 : 1®E AWS Command Line Interface (AWS CLI)
« 5B 3% : FFaER Amazon Comprehend Medical 2% &
« 545 FHRERITS¥ Comprehend Medical APls

T REAWS KFHUNEEBGAF

B X fEH Amazon Comprehend Medical & , i§5ERUATES :

1. FRL =R
2. B2 IAM B~

EM L S =R

LAZEM Amazon Web Services (AWS) B , &89 AWS Ik 2 B3 EMATE AWS RS, 2
Amazon Comprehend Medical, ERERNFERANRS A,

f&Bh Amazon Comprehend Medical , X FE RN EFREANRIRT R, MREZE AWS #EF , AL
%% A Amazon Comprehend Medical, EXEZER , BZH AWS & RFAEE,

MRIEEH AWS K, BHRET T,
B AWS K/

1. $TFhttps://portal.aws.amazon.com/billing/3E A
2. ZEBEELMHBARE,

FEOEMET , FHETBRENREIEE  EREAREREHA — MRS,

A REKF 6


https://aws.amazon.com/free/
https://portal.aws.amazon.com/billing/signup
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HEEMET AWS IKF , RS BIZAWS IKFRAF —1. RAFERBRIZKS FHRE AWS
RS MRF. FAREREXE , FAAFIEERLRANR , ABRERARAFRKTEEZER
AP HRRRNES

1EKEN AWS IKF ID , RARITTF—MESHEEZERZ,
Bz 1AM B/

AWS F#Y RS ( 20 Amazon Comprehend Medical ) EREEH R EHRZEIE. XATFRZBEESR R
BE NI B RSB TR,

RATBZUBUWEME A AWS Identity and Access Management (IAM) 158 AWS |, TR 2E/H AWS Ik~
REH. EMEMA IAM FRE AWS | F6EZ IAM AP , FZzAR NI EEEENRN IAM A, ARG
ZIAM AP FEENR, BEETAFER—MNEH URL MiZ IAM AP &R R AWS,

REFFHANGIBRECHAEEREEANRMAS , B adminuser,
tIREE A MBEFRIZH A

1. £ AWS KPP H R BN adminuser WAF, BXi%HA , 55E (IAM AFERE) PHLEEHN
F—NMNAM AFPNEBRSA,

2. AWS Management Console 445 H) URL &%, AXEZELE | 551 (IAM AFERE) +
B P I B R IEH K.

EXIAMHWEZER , BSRNUTXH .

» AWS ldentity and Access Management (IAM)
« Al

- |IAM AFiEE

IEE &y

F, 2 : 8B AWS Command Line Interface (AWS CLI)

Bl 1AM A 7


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/getting-started_create-admin-group.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/getting-started_create-admin-group.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/getting-started_how-users-sign-in.html
https://aws.amazon.com/iam/
https://docs.aws.amazon.com/IAM/latest/UserGuide/getting-started.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/
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H 2 : I®RE AWS Command Line Interface (AWS CLI)

BILFEMERA AWS CLI BN HATANGI NS R, BER , AEEHPHRELHMBLILFEE, RE
EE  UUBSHEBRHEZESE 35 : FFRFER Amazon Comprehend Medical #2%|& |, RE AWS
CLI B#TRE,

ZEiRE AWS CLI

1. T#HHEE AWS CLlI, Bxi%E , 52/ (AWS Command Line Interface A EE@) FHT
=3
o JF#4i%iE AWS Command Line Interface
» Eti& AWS Command Line Interface

2. EAWSCL BEEXHH , NEBARMINI— M BNEEXXH :

[profile adminuser]

aws_access_key_id = adminuser access key ID
aws_secret_access_key = adminuser secret access key
region = aws-region

AT AWS CLI i S EALEENH., BXmERENHNESZRER , ESH (AWS
Command Line Interface AF1EME) FHwAAEXH. BX AWS XEBH 5K , FSH hitps:/
docs.aws.amazon.com/general/latest/gr/rande.htm| B Amazon Web Services —#%5#& X 15 #

Ll ==

ég‘lm-l_" ANl
3. EWTRTFLEBBAUTHPYHEREILRE :

aws help

Es

% 3% : AR A Amazon Comprehend Medical 2% &

58 3 % : FFEAER Amazon Comprehend Medical #2&1&

FriaE A Comprehend Medical ##H AN REE A EZR DN —MIEHN XA H, REHKRE
&HAmazon Comprehend Medical TEFREHRPBSFARIE , BRMNBUEERE2HEEZEE T,

824 RE AWS CLI 8


https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-getting-set-up.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-getting-started.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-getting-started.html#cli-multiple-profiles
https://docs.aws.amazon.com/general/latest/gr/rande.html
https://docs.aws.amazon.com/general/latest/gr/rande.html
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£
« (ERERE A 257 IE R

{58 P32 8l & 20 AT e PR SR

Comprehend Medical ##l & R &7 M &K 20,000 M FRHNMARIXEAR. LREREEFEF ,
BB EE D,

EFRDTEY | & F AWS Management Console 737 Comprehend Medical #4148
£ Comprehend Medical T , &K 247,

H B R R RPN Z XA 4T

Amazon Comprehend Medical Real-time analysis

Real-time analysis

See how Comprehend Medical recognizes entities related to the healthcare domain. To analyze your text, type or paste it in the text box.

Input text
Supported languages [}

Pt is 87 yo woman, highschool teacher with past medical history that includes

- status post cardiac catheterization in April 2019.
She presents today with palpitations and chest pressure.
HPI : Sleeping trouble on present dosage of Clonidine. Severe Rash on face and leg, slightly itchy
Meds : Vyvanse 50 mgs po at breakfast daily,

Clonidine 0.2 mgs -- 1 and 1 / 2 tabs po ghs
HEENT : Boggy inferior turbinates, No oropharyngeal lesion
415 of 20000 characters used.

BT LAF B SR X XA BRRGIIA |, RIFEEFR DR D W IEH U

58 A= 150 & 20 A I PR SCAS 9
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FRARER

Insights info

Entities RxNorm concepts ICD-10-CM concepts SNOMED CT concepts

Analyzed text

Ptis 87 yo woman, highschool teacher with past medical history that includes

© Age (87) © Dx name (highschool teacher)
® Profession (highschool teacher)
Overlap Overlap
- status post cardiac catheterization in April 2019.

® Time to procedure name (status post) ® Procedure name (cardiac catheterization) mcedure name (April 2019)
® Date (April 2019)

Sign
She presents today with palpitations and chest pressure.

© Dx name (palpitations) ¢ System organ site (chest)

HERANAETH , BOMHXARETTHEHD , SIS REMARES

- REHFZA TR PHI B8,

- denEA TR,

« ZEREATHRRAEZFRR.

- BEREATHRRARE, BIFHFAR (TTP),
- REFEATIMREIZ

B eRZA TR ERER,

BREZEE | EZH Amazon Comprehend Medical T/ERE,

HEHENRMAETS , EOMNAERERBERXEANESER.

KEER D B RN ARREIRENFF

58 A= 150 & 20 A I PR SCAS
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¥ Results (27)

Q All v 1 2 3 4 > {e}
Entity v Type v Category v Traits
87 ® Age Protected health information -

0.9997 score

highschool teacher @ Dx name Medical condition -
0.7305 score
highschool teacher @ Profession Protected health information -

0.2063 score

[F] status post Time to procedure name Time expression -
0.9525 score
cardiac catheterization @ Procedure name Test treatment procedure -
0.8982 score

BERFREERNAR AR,

E8NERED | 9 FER T Comprehend Medical 318 X AR 5l 7 AT RSEAFEBAE D
EERERNERE JSON &1 , FEBRNARFER. JSON SHSRFEERENSHER.
TR

$£ 4% FAFERAITD# Comprehend Medical APls

%4 % FRERT D% Comprehend Medical APls

LR RBERT AR, Java Ml Python R{EH Amazon Comprehend Medical ##4E, AWS CLIfE
Aell7 # Amazon Comprehend Medical &1 , A FEENECECHNAEFINHER,

EJz1T AWS CLI M Python Rl , F%% AWS CLl, BXEZEE | HSH $E 2 : IRE AWS
Command Line Interface (AWS CLI),

Hi=1T Java "0l , BLE EAT Java B9 AWS SDK, BX &% FRATF Java B AWS SDKHHER |
&2 Set up the AWS SDK for Java,

ES}

HW 4 FFIRER API 11


https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/setup-install.html
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» {HH AWS Command Line Interfacef N BE 7 k4K
- /8 SEAT Java B9 AWS SDK# I ESr k&
« fF AWS SDK for Python (Boto)# Ul EE¥7 SE &

5/ AWS Command Line Interface#& U E¥7 = {4

AT RBERIAI{E ADetectEntitiesV2IREIRE XA F MBI ES? K4, AWS CLI BEEZ1TR
B | AL EE AWS CLl, BXEZEER |, S [F the section called “88 2 %5 : i%E AWS CLI”,

RGN RERF Unix, Linux #1 macOS. XF Windows , i&N&STRENRFMT (\) Unix 1T4K4E
HEBEBRARES (Mo

aws comprehendmedical detect-entities-v2 \
--endpoint endpoint \
--region region \
--text "aspirin is required 20 mg po daily for 2 times as tab"

WA SRR AT AR

"Entities": [
{
"Category": "MEDICATION",
"BeginOffset": O,
"EndOffset": 7,
"Text": "aspirin",
"Traits": [],
"Score": 0.9988090991973877,
"Attributes": [
{
"BeginOffset": 20,
"EndOffset": 25,
"Text": "20 mg",
"Traits": [],
"Score": 0.9559056162834167,
"Type": "DOSAGE",
"Id": 1,
"RelationshipScore": 0.9981593489646912

"BeginOffset": 26,

f# A AWS Command Line Interface& U EE 7 54k 12
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FRARER

]I

IlTypell :

IIIdII:

]I

"UnmappedAttributes":

0

"EndOffset":
"Text": "po",
"Traits": [],
0.9995359182357788,
"ROUTE_OR_MODE",

28,

"Score":
IlTypell :
"Id": 2,

"RelationshipScore": ©.9969323873519897

"BeginOffset": 29,
"EndOffset": 34,
"Text": "daily",

(1,
0.9803128838539124,
"FREQUENCY",

"Traits":
"Score":
"Type":
"Id": 3,

"RelationshipScore": ©0.9990783929824829

"BeginOffset": 39,
"EndOffset": 46,

"Text": "2 times",

"Traits": [],
0.8623972535133362,
"DURATION",

"Score":
IlTypell :
"Id": 4,

"RelationshipScore": ©0.9996501207351685

"BeginOffset": 50,
"EndOffset": 53,

"Text": "tab",

"Traits": [],
0.784785270690918,
"FORM",

"Score":
IlTypell :
"Id": 5,

"RelationshipScore": ©0.9986748695373535

"GENERIC_NAME",

L]

f# A AWS Command Line Interface& U EE 7 54k
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}

A ERTF Java 9 AWS SDK# N E 57 324k

AT RGIER Java B DetectEntitiesV2 B4, BEE{TRHI , BL%E ERAT Java B AWS SDK,
BAREWNHE EAT Java B9 AWS SDK , BSHEEERT Java ¥y AWS FF AT EA,

import com.amazonaws.auth.AWSCredentials;

import com.amazonaws.auth.AWSCredentialsProvider;

import com.amazonaws.auth.AWSStaticCredentialsProvider;

import com.amazonaws.auth.BasicAWSCredentials;

import com.amazonaws.client.builder.AwsClientBuilder;

import com.amazonaws.services.comprehendmedical.AWSComprehendMedical;

import com.amazonaws.services.comprehendmedical.AWSComprehendMedicalClient;
import com.amazonaws.services.comprehendmedical.model.DetectEntitiesRequest;
import com.amazonaws.services.comprehendmedical.model.DetectEntitiesResult;

public class SampleAPICall {
public static void main() {
AWSCredentialsProvider credentials
= new AWSStaticCredentialsProvider(new BasicAWSCredentials("YOUR AWS

ACCESS KEY", "YOUR AWS SECRET"));

AwWSComprehendMedical client = AWSComprehendMedicalClient.buildexr()

.withCredentials(credentials)
.withRegion("YOUR

REGION")
.build();

DetectEntitiesV2Request request = new DetectEntitiesV2Request();
request.setText("cerealx 84 mg daily");

DetectEntitiesV2Result result = client.detectEntitiesV2(request);
result.getEntities().forEach(System.out::println);

E A ERT Java B9 AWS SDKH I E 57 L4k 14


https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/setup-install.html
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REHTEEMANETHRRIN=AESE , UREINERANETIHNVE, SNRMEETH T EBHIREZ
SHEHTEE. UTHHERTHERHPH Generic_Name, Dosage H Frequency SE{&,

{Id: 0,BeginOffset: @,EndOffset: 3,Score: 0.9940211,Text: Bob,Category:
PROTECTED_HEALTH_INFORMATION, Type: NAME,Traits: [],}

{Id: 2,BeginOffset: 23,EndOffset: 30,Score: 0.99914634,Text: aspirin,Category:
MEDICATION, Type: GENERIC_NAME,Traits: [],Attributes:

[{Type: DOSAGE,Score: 0.9630807,RelationshipScore: 0.99969745,1Id: 1,BeginOffset:
14,EndOffset: 19,Text: 50 mg,Traits: []1}]1}

f#F AWS SDK for Python (Boto)# Ul & 57 SE 4k

AR R BIfER Python B9 DetectEntitiesV2 ., EE{TRH , iBZE AWS CLI, BXEZE
B &2 the section called “& 2 &5 : i%iE& AWS CLI",

import boto3

client boto3.client(service_name="'comprehendmedical', region_name='YOUR REGION')
client.detect_entities(Text= 'cerealx 84 mg daily')

entities = result['Entities']

for entity in entities:

print('Entity', entity)

result

RMEHIEEMANEPFREN=AZE , URENERAXETPHNE, SMNRAE5E T EBIRZ
AN TATEE., UTHHERT BE A FH Generic_Name, Dosage # Frequency 3&4k,

('Entity', {u'Category': u'MEDICATION', u'BeginOffset': @, u'EndOffset': 7,

u'Text': u'cerealx', u'Traits': [], u'Score': 0.8877691626548767,
u'Attributes': [{u'BeginOffset': 8, u'EndOffset': 13,

u'Text': u'84 mg', u'Traits': [], u'Score': ©0.9337134957313538, u'Type':
u'DOSAGE', u'Id': 1, u'RelationshipScore': 0.9995118379592896},

{u'BeginOffset': 14, u'EndOffset': 19, u'Text': u'daily', u'Traits': [],
u'Score': 0.990627646446228, u'Type': u'FREQUENCY',

u'ld': 2, u'RelationshipScore': 0.9987651109695435}], u'Type':
u'BRAND_NAME', u'Id': @3})

& A AWS SDK for Python (Boto)#& Ul EE 57 Sk 44 15
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Amazon Comprehend Medical 130 VPC iwm = (AWS
PrivateLink)

AT LB 1282 0 VPC ik 2 7E VPC H Amazon Comprehend Medical Z [EJZ2 M FAEER, #0O
VPC Kin T QEXMEREBH R , TEEBKRMMAKAWS PrivateLink, NAT i®%&. VPN E#HEIE
$ZEN O] {6 A iZ AR FAZR 15 R Amazon Comprehend M APIs edical,  AWS Direct Connect &) VPC
FEEGFREELNE IP #ik Bl A 5 Amazon Comprehend Medical 1§, APIsVPC #1 Amazon
Comprehend Medical Z EIfYRET BB Amazon M4,

BN EOR[EHAFNAH —PRSNEERNEEORT,

BEXEZEER , HZH Amazon VPC AAFEMHMED VPC LixT & (AWS PrivateLink),

Amazon Comprehend Medical VPC % 2 Y = E I

£ 3 Amazon Comprehend Medical iXE# 0 VPC Is 28l , BEHEE (Amazon VPC AFER)
R ORSEERBRS,

Amazon Comprehend Medical XM VPC BAEKFTE APl &1,

A Amazon Comprehend Medical 81Z# 0 VPC w R

BAILAE AT S VPC 2 H1A = () 8 Amazon Comprehend Medical R 812 VPC LT 2. AWS
Command Line Interface AWS CLIEXEZEE. , HZH (Amazon VPC User Guide) H# Creating
an interface endpoint,

FERALLTRSBF A Amazon Comprehend Medical €]2 VPC %R :

¢ com.amazonaws., region.comprehendmedical

MR NS AFAE DNS |, T a] LAfE I HBRIA DNS B#ERN X1 , [ Amazon Comprehend Medical
Kik APl B3R, Hl0 , comprehendmedical.us-east-1.amazonaws.com,

BXREZEER , BZH (Amazon VPC AF1ER) HHEN Ok 2150 RS

Amazon Comprehend Medical VPC % S HIE Z B 16


https://aws.amazon.com/privatelink
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-eni.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html#vpce-interface-limitations
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html#create-interface-endpoint
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html#create-interface-endpoint
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html#access-service-though-endpoint
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71 Amazon Comprehend Medical £]2 VPC % < 5 B&

BRI LA VPC i s M i3z 41X Amazon Comprehend Medical B9 15 B9 i USRS . iZ RIS ELLTE

S &3

« AHITIRENES,
- AHITHRAE,
« X HHRTREN TR,

BREZER , H5 KR (Amazon VPC FIFiER) HRIEER VPC ik S22 I AR S5 B U5 ]

7~ : Amazon Comprehend Medical ##E# VPC i = KB

TERAT Amazon Comprehend Medical Hix KB =B, HHMEIRSAT , WRESEMERERL
HIFFE £ 463 F 3 Amazon Comprehend Medical DetectEntitiesV2 REM G RIER,

{
"Statement": [
{
"Principal":"*",
"Effect":"Allow",
"Action":[
"comprehendmedical :DetectEntitiesV2"
1,
"Resource":"*"
}
]
}

3 Amazon Comprehend Medical ]2 VPC % =R B 17


https://docs.aws.amazon.com/vpc/latest/userguide/vpc-endpoints-access.html
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MA 5 AP R 1E

£ Amazon Comprehend Medical # E IR , HFEATMEINSGH BRESLE (NLP) ER K
BEXEABTHNEMNF, BN ENXHRITON , LA BAXZ447E Amazon Simple Storage
Service (S3) FEBTP SN XHRITIHHE D 7.

& Bh Amazon Comprehend Medical , #&A] LA XA IT A TR 1E -

o RMEME (A 2)  REFLEWIRKRXA , RUMNXAFNETFEENSIA , MEFERR. BT,
REMERURAY ., LRAERANREREERYH Detect entities APl AF , ABmEFE—EE
™,

« BN PHI : REILMLIGRIA , NN ZERFHREREE (PHI) WIXASIA |, Hlaits Mit
i_lJ:O

Amazon Comprehend Medical X @BIEZ /N API #4E |, &0 LU A IX LR EX Id R XTIt E XA 5
. ETHAEXMERIXL API BENEZFER , HSH the section called “HtE A5 #T APIs”,

e

« BMSEE (FRE2)
« 7 PHI

-« MEBXEDH APIs

RN SKAR (AR 2)

5 DetectEntitiesV2 B M BN HHREIKE | SHEFEH StartEntitiesDetectionV2J ob X 24N L4 3
THED . BRI LA TEBIHISE4E
« ANATOMY: RN B HEIBUHFARGURXETRNRASHMNEN KRR,

« BEHAVIORAL_ENVIRONMENTAL_SOCIAL : #MFBEHRE M MARENTHANRR. HEPEER
A, OB, ®’E, I8, MR RTR RK.

* MEDICAL_CONDITION: ®MEZFHRIRHWMEE, ERFMDHT,

« MEDICATION: #MBENHYHNFEEFE.

« PROTECTED_HEALTH_INFORMATION: #& N BHEHWMAEE,

« TEST_TREATMENT_PROCEDURE: ®M A FTHEEZRANERF.

MR (FRA 2) 18
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e TIME_EXPRESSION: #8548 M| 2 &Y 35445 B AY B+ [B] 3244,

DetectEntitiesV2 BETF LA MBIFFE SN LB, EFTHETRM PHI 04 , ENEANXHFER
detectPhi , {8 Start PHIDetectionJob #{THtE 2 47,

Amazon Comprehend Medical AT A& A TR BIHNEE -

o B WAR, AT AE. AYAEFRREEXIFTNREMPFERIR, Hla0 , ibuprofen,
o K5 BN X3, Hln | HEFZETF MEDICATION 51,

o EH - RNBIWKAEELNERPRYSER, Hlt0 , /&S ETF MEDICATION 510
GENERIC_NAME 258!,

- B BXREEXNER , FlYiIE. flin, 200 mg RHEFKENEM,

* 4%1E : Amazon Comprehend Medical {R1EZE REEXZEN TH#H, W, MRBERBAEMZ
Y1, MZZ5Y.EH NEGATION 41k,

« RERE  XREEMZEBXR.

Amazon Comprehend Medical 2 N ERESEHEEHM A XEAFHNLE,. £ Amazon Comprehend 25l
B, NBUEFEAERER. HEER AP, E2BEBERBRERIE,

BN NEHEEBEE—1NB2 , AXREXHE Amazon Comprehend Medical &N HEBENEEE. &
MEHEE—PRRDE. %2180 TLLEREA Amazon Comprehend Medical 3 iZ/E 5 H R kK 2 |8 %
RWEEMENERE. BHNENERAZSHEEIANEGERE. FEnHERMN  BEASERE
HRE, ik FRFERENKE.

i 3| = 25 Bl
ANATOMY 2K Bl o] AR T3S B A SR R B R G U RX LN R RGNV EN RIR,

« SYSTEM_ORGAN_SITE : B R &, MIANFMESR XU B I,

Attributes

- DIRECTION : Ffuid, flanzE, A, AM, S, £, T, /., 8. Zi%, Tiw, XU, XMW, F
m, 5N, ENE.

fEEIZ 35 19
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1TH, REMTELEERT

BEHAVIORAL_ENVIRONMENTAL_SOCIAL 285l LAAS 3T ER3E fh &M N A BEH 1T 7 FROR B RR

S]]

* ALCOHOL_CONSUMPTION : AEARA. X, BENFEMNERGEAZENIEE,
* ALLERGIES : &M Z2EI I A I BRI R,

* GENDER : &REAMFIIAR,

« RACE_ETHNICITY: &REABENEMN IS EMRNREF R

» REC_DRUG_USE : AERARE., M, HENFEMERKEZAZENREER.

» TOBACCO_USE : BEMAIRA. MR, BENEFENRARKEAZENTRRE.

Attributes

RMBIWUATEHESGEA T ALCOHOL_CONSUMPTION, TOBACCO_USE #1 REC_DRUG_USE :

« AMOUNT : Bf5. HEIERHNFEAE,
- DURATION : B, REIEFmHE A E,
- FREQUENCY : B, MEIERWFEAME,

HIE

BB EY A T4 MENE A F ALCOHOL_CONSUMPTION, ALLERGIES, TOBACCO_USE
REC_DRUG_USE :

« NEGATION : REILRNAMRITII R INIT
« PAST_HISTORY : XEAER. HESLEmRNERAXEEENITE (TEZH ).

EZERoRE A
MEDICAL_CONDITION 35 A LA N BT VAEIE, TERFSMT. ZRBNEE —FPo4HE B,

OANEMEMOEMEE, — NS MSEAUAE—NRBEXER, EXEHENEREERES A X
R LB RELATIONSHIP_EXTRACTION. #5482 HBREFE] DX_NAME, flan , M\XAR“ERRIE M4

TH. REMLLRER 20



Amazon Comprehend Medical FRARIER

e, ‘e NAEY ACUITY , “E"S¥E N AEM DIRECTION , “BB"S#E N N E 4
SYSTEM_ORGAN_SITE, XEBMHMNXRSBMHIEZRREAEER , Hfiw—NEEFESD.

« DX_NAME : S| ATEEZF KR . DX_NAME R AIFBBINERF. MI2ERMFEE.,

Attributes

- ACUITY : BERFBWEZEE , flagtt, S, REAM., FEMSHM,

« DIRECTION : F{uid, flanAE, A, WM, 4, £, . &, 8. =W, &, S0, I, =
., HM=RpEm,

« SYSTEM_ORGAN_SITE : 3% &,
e QUALITY : EERIRMVETH#HREE , FlUMEBRBER.

HHIE

« DIAGNOSIS : #BERERNERRERNEFRRL. ERAUBEERER, SR ERKSFR
EREMEMF KT,

« HYPOTHETICAL : RAEFWRR R —MRIR,

« LOW_CONFIDENCE : RPAEFRAEETETHEM, XERHNEFESIBIRBFEEXR,

« NEGATION : REALRANPAMEHITEI RHIT.

» PERTAINS_TO_FAMILY : RAEFRAEZEREEX , BEELX.

« SIGN : EAERENEFIRRT.

« SYMPTOM : BFRENEFIRR

253K 5
MEDICATION ERIT AN EBZNAYRFEEFE, —PNHZNMNEMETUNATF—PER,

« BRAND_NAME : Z5¥) 3567 7| B9 32 IR R B9 R B #o
« GENERIC_NAME : Z3¥)S 87 FIMEMEETR, o BMBE HES Y.

ETET] >
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Attributes

- DOSAGE : ERRA#HE.

- DURATION : FZH#FEERTEL,

« FORM : ZZ¥IH K,

« FREQUENCY : AZSIE,

« RATE: AYINAHE ( TERATHYWHES IVs ) -
« ROUTE_OR_MODE : ZA¥IW A H £,

« STRENGTH : ZZ¥38 %,

44
« NEGATION : REAEERERHA,
e PAST_HISTORY : REAKRMBINAYMRBEBENT E (IMEZH ) -

ZRPBRREZEKD

PROTECTED_HEALTH_INFORMATION EKFALURNMEBEZENNMAEFEE.,. BEFMTHX—RE , B>
AT PHI

e

« ADDRESS : £, BRI ANFEEN Ut FrEthEMA D ER,

* AGE : RERNAIEFRES. FIREEIEMFR, HPEEE. REKAREMWANEE. BR3E
SHEUEHA , BNRMANENR S,

o EMAIL : 1B FHB 4k,

- ID: #2RESH, HmAS. MRS, BRAKRS, EBPHHRS, EWRHRES, PEER
HiRHE, HPESFBENEMEDRINKT  SIWESE, AESZREHRE,

* NAME : i, BEREE, REIRHFENES,

« PHONE_OR_FAX : {HfA88iE, FEHFHIEB, FTSEEEBRIESH , Hla0 1-800-QUIT-NOW Fl
911,

- PROFESSION : SRERBERBAXNEMRUREE, P FaFIDRPIRRHIEHREE£HIR
L,

SR BERFE SR 22
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BE, BT MFRE

TEST_TREATMENT_PROCEDURE T URNMAFREEZRANERF. —MNHSAMAEHATUE
TEST_NAME Ry SE{RHE %,

RH

« PROCEDURE_NAME : Xt B2 FH#ITH —RMETFmERK , A TATTERRER N BHFRMFE,

« TEST_NAME : W EEHTHZ M, NE, HFESIIRER  ZREURSTEERBE, HPSERT
WELH. HRIBEREINEEHTIRIIT 2V EARF. RE. FEHERITED.

« TREATMENT_NAME : £ —BERIRN AN KBS XA REN THER, EP3EHY , flaohm
BHYNEEEN,

Attributes

o TEST_VALUE : ®EL R, CEAT TEST_NAME SE{R3EH,
« TEST_UNIT : RELERBETTEEXAMITER N, EHT TEST_NAME SEKREH,

I

* FUTURE : REARE, BT XFARFERKRIEZFNET S 2/ RENTHIHEH,
« HYPOTHETICAL : RHARE, BITHFAR—FRIR

« NEGATION : REALRAPAMSHITE RHIT,

» PAST_HISTORY : REARE, BT NFARKBEBEENT X (PEZH ) .

B [ 2 3

TIME_EXPRESSION &5 AT A4 S8 B AH< RS2k, HAP3E M E &S, flmm =X

HI7, “SKR’, ‘Y, “ABRIFEX", “ENMNAH16 K7, EFFHERNEEREREKN T 2IRE,
Flan | “EBEERRAT 200 ERAHET LW Yesterday fEN S GENERIC_NAME KRB ESE
#) TIME_EXPRESSION E{fiREl, ER , E BEXREBI AR , ‘X" T2XBIAE RN — MR,

« TIME_TO_MEDICATION_NAME : BRZ5HY HEHA, MERRSERE 1% BRAND_NAME
GENERIC_NAME,

BE, BT MFRES 23
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« TIME_TO_DX_NAME : BRI AL B, LB EMF DX_NAME,

« TIME_TO_TEST_NAME : ESKREN B, WREWEMIN TEST_NAME,

« TIME_TO_PROCEDURE_NAME : SKiEF /R B, LREAEFEMN PROCEDURE_NAME,

« TIME_TO_TREATMENT_NAME : #4T/A77 M B Hi. MRBWEMN TREATMENT_NAME,

RRRE
- XEEEMZENXR, 25 HMN Relationship_type 1T :

Overlap — TIME_EXPRESSION 543 B #9324k — B,

¥l PHI

MR AR ISR A LB N Z R REESE (PHI) 338 , BFEH DetectPHI 245, ER M IF R34
FEYFTE Al ASE{E |, i A DetectEntitiesV2,

A AP| BEAREERN PHI SANEAZ R, E7#E PH XINELR , ESARNSEE (A
2),

/A Important
Amazon Comprehend Medical 2t BEE 2 8 , %2 BERBI M 2§ SEAE AN E
Do BEHMXLECESIH , NENERAZERELENEGERE. N THENEAERT
=, RMNBEWEEITANA T FESHE MG ERE AN PHI B AR,

BIE HIPAA £ |, BINX45EEXNFE 18 MRIRRIX BH PHI, Amazon Comprehend Medical
LSRN EXEFRIRAFRERN A |, BXESEH T2 E Safe Harbor HiEIEEM SR ——F B HIEFT
BRRBHEESEIREWILIER A | {8 2 Amazon Comprehend Medical BE# 48 I 7 A #8 < KRR
o XEMRAFHITATRAINEESONKREAR , EREUATIRY, EXEZER , FSREER
HEAEESNHREML ENEEE SR,

T PHI X RGBT E — N2 (WAAFH Score ) , AAREKM Amazon Comprehend Medical ¥
RIEBENEEE. FHENERYSHEEBRNEGERE , AHEETRSRENZHEK, TR
PHI B , RIFERREFEREHRTHIE , LERMNFESIHE, EEAERAGIPTERRNEHSE
HHER K X—[IAREE,

1Bi31=21T detectPhi 5 DetectEntities V2 IR/ET LA M B LA T 5 PHI #XAISR44 -

& PHI 24


https://www.hhs.gov/hipaa/for-professionals/privacy/special-topics/de-identification/index.html
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FRARER

KM ER PHI 3244

KA

DATE

NAME

PHONE_OR_FAX

EMAIL

URL

DU

IERIERFRENEE, RE
FEMANABEFRER. F
REEREAFR, BRESHE
BE, BURMINRML NS

BERERNBEFEMRXNEM
B,

GRS RFIRENAAAHS |
BEETEE. XEZRMH
=1

EABE, £, FHINE
B TeEEERESE , f
0 1-800-QUIT-NOW 1 911,

AT B F BB b 31k o

BE2E& 5 OAXNEARF.
HPaRE4SRESE, &
A5, HERE5, IEKIAK
5, EBFHRRS, FHHR
&5, BBIFEYIRBEF L
RARBP B i QEIR LB B
Fo

AR

HIPAA 25l

3. BMAMEXBEH

3. BMAMEXBEH

1. 1#&

4. BiESHG

5 fEESHE

6. B F BBt 31t

7. 2 RESH

8. WA=

9. it XI55

10. Ik 555

M. EB/AFAIES

12. EiR55

13. IR&S

16. £PIRBIER
180 EMEMIRBI4HIE

14, URLs

BN PHI

25
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S &R HIPAA 35|
ADDRESS HPaFEmie, Be&Ery 2 wByE
LIS A AT B9 7 5 B9 b 41k B
PR I 215 B
PROFESSION BREBKICERPRENEERE 18, EMEAMIRBIEFE
HEBERE AR EMER LR
E*.
=

XARHFABW John Smith , B—1v 48 ZHVHIT , BEEEBUMERE. "&RE :

* “John Smith”& PROTECTED_HEALTH_INFORMATION 5+ #) NAME KB A 24K,

* “48"2 PROTECTED_HEALTH_INFORMATION 55 # AGE ALK,

« “BJfi";& PROTECTED_HEALTH_INFORMATION K5I/ # PROFESSION & ( iRBI4FE ) KISE4E,
o “ALBRUTMN P HER” 2 PROTECTED_HEALTH_INFORMATION 2£5I# /) ADDRESS =44,

£ Amazon Comprehend Medical ##l&F , HERARWT :

Patientis John Smith, a 48 year old teacher and resident
® Name (John Smith) e Age (48) ® Profession (teacher)

of Seattle, Washington.
® Address (Seattle , Washington)

£/ DetectPH! #{ERT , NI R R. HEMEA “FFREPHIDetectionil” #ERT , Amazon
Comprehend Medical &7E i H & 82 — N BB X FP & ¥ X

"Entities": [
{
"Id": 0,
"BeginOffset": 11,
"EndOffset": 21,
"Score": 0.997368335723877,
"Text": "John Smith",

& PHI 26
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"Category": "PROTECTED_HEALTH_INFORMATION",
IlTypell: "NAME"’
"Traits": []

"Id": 1,

"BeginOffset": 25,

"EndOffset": 27,

"Score": ©0.9998362064361572,

"Text": "48",

"Category": "PROTECTED_HEALTH_INFORMATION",
"Type": "AGE",

"Traits": []

"Id": 2,

"BeginOffset": 37,

"EndOffset": 44,

"Score": 0.8661606311798096,

"Text": "teacher",

"Category": "PROTECTED_HEALTH_INFORMATION",
"Type": "PROFESSION",

"Traits": []

"Id": 3,

"BeginOffset": 61,

"EndOffset": 68,

"Score": ©0.9629441499710083,

"Text": "Seattle",

"Category": "PROTECTED_HEALTH_INFORMATION",
"Type": "ADDRESS",

"Traits": []

"I1d": 4,

"BeginOffset": 78,

"EndOffset": 88,

"Score": 0.38217034935951233,

"Text": "Washington",

"Category": "PROTECTED_HEALTH_INFORMATION",
"Type": "ADDRESS",

"Traits": []

& PHI 27
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1,
"UnmappedAttributes": []

HEE AT APIs

£ Amazon Comprehend Medical 2 #7177 Amazon S3 HMNEZ AR, —MURXHRZ 54 10
GB X4, B AERAEFAENEBEHESTEL , HEEAILE APIs KN ESTEE , TIF
ZRIFVBEEFE (PH). APIs B31, =1, JIEHMEREEHITHHE D HTEL,

AUELAGEFHE S HTAE A Amazon Comprehend Medical 2K EMNE 2.
BEERT

Amazon Comprehend Medical it E D TIREFER BT UNEZEN, PWRET. NENERAR
flAEERNECERE , AEFTESEBRENBATHEASEGCGERE. NTREEFARA , £RN
HATEHZNHADEFRZARBITERZMEIE, Amazon Comprehend Medical BIFFBIRERBEE R
ErEpshER  HEERIISERNEFTRTFEERMEFHITEENEFHIM,

ERRITHE DT APIs

YRA] LAfEF Amazon Comprehend Medical 2% & =1L S# Comprehend Medical Batch =Tt &2 #7
Eil, APIs

TR

A Amazon Comprehend Medical API Y , & 8|2 AWS Identity Access and Management (IAM)
REEHGHMHME IAM B6, ETHEX IAM BEHNEERBNESEER , 825 IAM EBRANER,

1. F#%E &3 S3 .

2. EFFHFHMDAEL , EFEH StartEntitiesDetection V2Job BRES “/F 31 ¥EPHIDetectionll” 1
e, FFa4ENRT | &2 50 Amazon Comprehend Medical @& A X4/ A S3 R |, HiE
Eft S3 ERBUEEHESTEEANXH.

3. fER#EFA. DescribeEntitiesDetection V2Job S Describe Job B E % #PHIDetectionfE 5%
HHE, S, ListEntitiesDetectionV2Jobs 1 List PHIDetection Job i& o & & & Fi B ARk k<
Britt 2 o5 Vel IR A

4, MRLEEFILEEHITHMEL | EFEH StopEntitiesDetection V2Job 5 Stop PHIDetection Job
FLIED T,

HEXEDHT APIs 28


https://aws.amazon.com/comprehend/medical/pricing/
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
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5. EERSMELNER , FSREERELNEER ML S3 #.

EREF AT E DT

1. F#E L&EF S3 M,

2. EFFBRFNDEL  FEBRERITHINRE., RE , RHESH A S3 BNBHURE
FEE [ ELROE far i SO#F Y S3 MAY R AR

3. ERLETHEEZEERS. £#2F6F  BUUEEMEHESITRERERES , /O
Ya 5 R AT A

4. BEEFIMELNER  FEFLERIELNEENHH S3 R,

EATHEREN IAM KB

8 A Amazon Comprehend Medical APIs #t)X# IAM A @& %MEFE T DS A M H X4/ S3
FHBRIG RN R R, EXMOEEERXFR , ik Amazon Comprehend Medical BRS BE# BIE %A
2. ETHEX IAM AGNGEERBKNESEER , BSH IAM AE,

ZABLMERLT RE,

"Version": "2012-10-17",
"Statement": [

{
"Action": [
"s3:GetObject"
1,
"Resource": [
"arn:aws:s3:::input-bucket/*"
1,
"Effect": "Allow"
.
{

"Action": [
"s3:ListBucket"

1,

"Resource": [
"arn:aws:s3:::input-bucket",
"arn:aws:s3:::output-bucket",

EREEAHATHED T 29


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html

Amazon Comprehend Medical FRARIER

1,
"Effect": "Allow"
},
{
"Action": [
"s3:PutObject"
1,
"Resource": [
" arn:aws:s3:::output-bucket/*"
1,
"Effect": "Allow"
}

ZAEBUVRIBELUTEERXR, BWEMEH aws:SourceAccount H aws:SourceArn FH4%KBh

IBREREBRZERE, Bi¥A 7T HRENNRERELR AR ERN AWS IKF |, 555 IAM XX H
AR ERIE R,

"Version":"2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Principal":{
"Service":[
"comprehendmedical.amazonaws.com"

}I

"Action":"sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws :SourceAccount": "account_id"
.
"ArnLike": {
"aws:SourceArn": "arn:aws:comprehendmedical:region:account_id:*"

IAM 55 &

30


https://docs.aws.amazon.com/IAM/latest/UserGuide/confused-deputy.html
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]

#E 2 50 A7 A Hh XA

Amazon Comprehend Medical A#tR PN EAXHRIE — N X . XHNT BER

.out. Amazon Comprehend Medical B %A AwsAccountId JobType JobId-¥E7 & F1E s H
SIFEMPOE—NER , AR ZMRWFIER EXHEAZE %. Amazon Comprehend Medical
BIBIXANF B N EWERE—MELWREHS —MELHEEES.

o BREFEN M EERSIRENREMERE. X Amazon Comprehend Medical 4 5 89 i =5l |
BSARNESE (RE2),

BMCEBEREBXER=TBEXMH , EFESBXRFLHESR.

« Manifest - B4 Ell, REEXELFASH, FLHERNIKELENXHBENELR.
 success - RIEAXERIGCENXHNER . SIEH AT S4B R 5 A ST KN,
 unprocessed - | H#t BN RLGEBHXH , SEENMNXHAWERRBIERER,

Amazon Comprehend Medical 2 X 4B AZ R L BELIEENH LB XK. REFENMHFSHRE
A Manifest_AccountId-Operation-JobId WX #X—EEARMEXH4X, BEXHXPE -
success XX HFIERBER, EBFE— failed XHR , EFEERLBNIHEFR, UL
TP ERTBELEXHNEN,

#ALER B X
T 2L B 4 JSON 451,

{"Summary" :
{"Status" : "COMPLETED | FAILED | PARTIAL_SUCCESS | STOPPED",
"JobType" : "EntitiesDetection | PHIDetection",
"InputDataConfiguration" : {
"Bucket" : "input bucket",
"Path" : "path to files/account ID-job type-job ID"
}, "OutputDataConfiguration" : {
"Bucket" : "output bucket",
"Path" : "path to files"
},
"InputFileCount" : number of files in input bucket,
"TotalMeteredCharacters" : total characters processed from all files,

BB S5 5
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"UnprocessedFilesCount" : number of files not processed,
"SuccessFilesCount" : total number of files processed,
"TotalDurationSeconds" : time required for processing,

"SuccessfulFileslListlLocation" : "path to file",
"UnprocessedFileslListLocation" : "path to file",

"FailedJobErrorMessage": "error message or if not applicable,

The status of the job is completed"

B D078 8 34

LR 2R JSON &4 , HP a2 B X ERNLER XHHE R,

{
"Files": [{
"Input": "input path/input file name",
"Output": "output path/output file name",
"InputSize": size in bytes of input file
o {
"Input": "input path/input file name",
"Output": "output path/output file name",
"InputSize": size in bytes of input file
1]
}

RALFRTE B
AT RE 8 XX HHHY JSON 464 , EF @SB RRLEXHHESR.

{
"Files" : [ {
"Input": "file_name_that_failed",
"ErrorCode": "error code for exception",
"ErrorMessage": "explanation of the error code and suggestions"
3,
{ ...}
]
}

Eiid=pbik R s
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PN U 5S

£ Amazon Comprehend Medical ¥ IE PR AR PR SHE | X LEXESIRAECEZARERHEE
KEk#ER , @5, ICD-10-CM Fl SNOMED CT RxNorm HNRE, B LART A4 #H T4, th AL
3 KB X4 74 £ Amazon Simple Storage Service (S3) HHY 2N X3 THE 2 7o

ICD-10-CM Bk

£ A Infer ICD1 OCM*F AJBERY BRIRAE A SRAKFEATAR M |, FRHE2024F R (EFRREFEDE , 10817
R, IEFRIEE) (ICD-10-CM ) By RS XRER#EXR, ICD-10-CM B EE FKFEHIMFALLF 0 (CDC) &
o

KNBEZFRRE , InferICD10CM £IREPEERY ICD-10-CM KB MR, £NBEVKRIREREE
BFHH, 2BAUUARANEXAFHHETENKERNEBEERFE. RKE. &1E. ERVNEES
HREBBANEL. BHAZBHRNENEESHAEERIINEN.

Infer ICD1 OCM EEESLUTIZE :

. BRI B E TR E SR
. IRBRFFSR AL

- BEEFHAERAER

. BERAIAD M

. ADREEE

ICD-10-CM 2 &l

Infer ICD1 OCM £#& %3 5 A BMEDICAL_CONDITIONSE{R, BN EMIMEAER |, HIFHEHE
HE S AFIE R < BX,

ICD-10-CM 3£ #
Infer ICD1 OCM AJ# MU T LA TR AIDX_NAMESE{K : F, TIME_EXPRESSION
ICD-10-CM 43iE

Infer ICD1 OCM LA T £ E BN NIFE :

#EMT 0 ICD1 CM =


https://www.cdc.gov/nchs/icd/icd-10-cm/?CDC_AAref_Val=https://www.cdc.gov/nchs/icd/icd-10-cm.htm
https://www.cdc.gov/nchs/icd/icd-10-cm/?CDC_AAref_Val=https://www.cdc.gov/nchs/icd/icd-10-cm.htm

Amazon Comprehend Medical FEARIERE
» DIAGNOSIS : BEMERM T AREERMEZRR.

« HYPOTHETICAL : RAEFWRR R —MRIR.

« LOW_CONFIDENCE : RAEFRAEASETHEN., XIERUHNEGES BB EEXR,

* NEGATION : RAFTFEEFRR.

« PERTAINS_TO_FAMILY : RBEFRAEEZEREEX , BEELXR.

« SIGN : EAERENEFRR.

« SYMPTOM : 2FRENEFIRR.

ICD-10-CM B

Infer ICD1 OCM ST ETXEERNNEM :

« DIRECTION : A{uid, HlankE, &, AWM, 4, £, T, B, &80, Ziw, Eiw, S0, XX, &
., &HMm=REMm,

« SYSTEM_ORGAN_SITE : 3% &,

« ACUITY: : BERRMVEREER , flaett, S, RAM, FEUE0REt. E0GEAT
MEDICAL_CONDITION 3Z,

« QUALITY : EEWRRETHRFENE |, Flan R ER,

NEEZ]

TIME_EXPRESSION 25 7] A4 S8 B AH A4k, Hh2E BBt E &S, flm ‘=X
", “SXR", “HElr, ‘ABRIEX". “ENA'H16 K. WERBIPWLERNESEAXEKNT &
RE, #ilan, “BEEXRBZHEEBERESN Yesterday #E755 DX_NAME SRE“REVEEN
TIME_EXPRESSION X{FiRE, B2 , E* BEHREBEIN'F | ‘R FT2BIAEN — N EM&

e

1050 A9 TIME_EXPRESSION &% TIME_TO_DX_NAME : EEXRRM AL B, ERBENEMER
DX_NAME,

X RAE

RELATIONSHIP_TYPE RiEXAEESEMH ZBEMKXR, R3] HA RELATIONSHIP_TYPE 2 OVERLAP -
51 M Z #9244k —3H TIME_EXPRESSION,

ICD-10-CM Bt 34
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i A FN0E B2 Rl

(® Note
BHXREKH API S ARG RNEE | 28 (ILD# Comprehend Medical APl 2#) iy Infer
ICD1 0CM,

UTRBIEMAXEERT InferICD1OCM BEM TR, EEFMAMANAE | HRIE 5%,

"The patient is a 71-year-old female patient of Dr. X. The patient presented to the
emergency room last evening with approximately 7 to 8 day history of abdominal pain
which has been persistent. She has had no nausea and vomiting, but has had persistent
associated anorexia. She is passing flatus, but had some obstipation symptoms with the
last bowel movement two days ago. She denies any bright red blood per rectum and no
history of recent melena. Her last colonoscopy was approximately 5 years ago with Dr.
Y. She has had no definite fevers or chills and no history of jaundice. The patient
denies any significant recent weight loss."

InferICD1OCM #4ELL JSON #BNRE LA T ( AESEEN , XRASKE ).

"Entities": [
{
"Id": 1,
"Text": "abdominal pain",
"Category": "MEDICAL_CONDITION",
"Type": "DX_NAME",
"Score": Float,
"BeginOffset": 153,
"EndOffset": 167,
"Attributes": [
{
"Type": "ACUITY",
"Score": Float,
"RelationshipScore": Float,
"Id": 2,
"BeginOffset": 183,
"EndOffset": 193,
"Text": "persistent",
"Traits": []

0 AR08 B ) 35
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}
1,
"Traits": [
{
"Name": "SYMPTOM",
"Score": Float
}
1,
"ICD1@CMConcepts": [
{
"Description": "Unspecified abdominal pain",
"Code": "R10.9",
"Score": Float
I
{
"Description": "Epigastric pain",
"Code": "R10.13",
"Score": Float
},
{
"Description": "Lower abdominal pain, unspecified",
"Code": "R10.30",
"Score": Float
I
{
"Description": "Generalized abdominal pain",
"Code": "R10.84",
"Score": Float
},
{
"Description": "Upper abdominal pain, unspecified",
"Code": "R10.10",
"Score": Float
}
]
"ModelVersion": "3.0.0.20231001"

InferICD10CM EEEIRBISI AP B ESME, Fltn , MBEESFEHINERER  MWERNEELS
BURBI NI , HILEGED . XN Ta— N RAEIBEA , R Nausea %] F NEGATION T 15,

NBERBHIED,

0 AR08 B )
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{
"Id": 3,
"Text": "nausea",
"Category": "MEDICAL_CONDITION",
"Type": "DX_NAME",
"Score": Float,
"BeginOffset": 210,
"EndOffset": 216,
"Attributes": [],
"Traits": [
{
"Name": "SYMPTOM",
"Score": Float
},
{
"Name": "NEGATION",
"Score": Float
}
1,
"ICD1@CMConcepts": [
{
"Description": "Nausea with vomiting, unspecified",
"Code": "R11.2",
"Score": Float
.
{
"Description": "Nausea",
"Code": "R11.0",
"Score": Float
}
]
}

RxNorm #§3Z

£ A iZInferRxNormiZ B B2 E 1B RPN EHENAYWHTIRE, ZTHEFXELHREERESF
B 18 RxNorm IEE R BLSARREF (rxCUI ) BRRER., 8/ rxCUI BIKFEE 2 2022-11-0

RxNorm 7 M &1ThR. RxTerms 84 RxCUI RIM—FE = , EEFRANBEENFEF X, Amazon
Comprehend Medical IREfECUIs EX HEFSIE THRUFNSHAYHNHZ K ATETENL S, E
SZRCXATEFER RxCUI RBHT TS M. BE., ME, fIE. FEXIXNEHEREEXELR
LA JSON #3511 B,

InferRxNorm

37
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BRI LA InferRxNorm BT U TS -

- HEBERANEY,

c BFLEFHANAYEEEBEERANGYZRAEIBENTRRN,
« £ RxCUI RIEAAEREREMNAIRKIAL,

- REAYNFIETNERETES,

- BEAHYWRR, EREMEMEA.

- EEAORE,

BEERR

Amazon Comprehend MedicalfVInferRxNormiz2 B H T B R T U WETT B, LHEET. A&
WEARJIBEEHENEFERE  HEZTESEBENBERATEASEGERE. RELTIVE
BENEEETRFEL RN EBUENHATEENEZHME , TREEEFEHSEHRFEMA Amazon

Comprehend Medical,

RxNorm & 3

InferRxNorm#& MMEDICATIONSR B R HY K4k, TR LK EN B SAFIER KB E AR E S
RxNorm £

Medication 3RBIRRYSEASRE D

« BRAND_NAME : Z5¥) 3587 7 B9 3Z IRIUR I B9 M B #o
« GENERIC_NAME : Z3¥IS 87 FIMEMBEETF,. Ko BMBE HES Y.

RxNorm & 14

-« DOSAGE : EBAHE.

- DURATION : FZ5#F£EatE,

« FORM : Z4¥H =,

« FREQUENCY : AZG3RE,

« RATE: AYINEHR (EERATAMHEZE IVs )
- ROUTE_OR_MODE : ZA¥IMW A5 %,

BEERT 38
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« STRENGTH : Z5¥I58 &,

RxNorm 43

« NEGATION : REAEEREAH,
« PAST_HISTORY : REAKMBNAYRKRBEBENT E (MEZHT ) -

i A F0E R R

(® Note

BxERH APl B AR RIE % |, B2 InferRxNorm (I 5% Comprehend Medical APl &
Z) o

LT RBIMANAEERT InferRxNorm RN TERE, BEEFMBERMANAR , HRIE R,

"fluoride topical ( fluoride 1.1 % topical gel ) 1 application Topically daily Brush
onto teeth before bed time , spit , do not rinse, eat or drink for 20-30 minutes"

InferRxNorm 4L JSON B IRE LA THH :

"Entities": [
{

"Id": 1,
"Text": "fluoride",
"Category": "MEDICATION",
"Type": "GENERIC_NAME",
"Score": Float,
"BeginOffset": 19,
"EndOffset": 27,
"Attributes": [],

"Traits": [],
"RxNormConcepts": [
{
"Description": "fluorine",

"Code": "1310123",
"Score": Float

RxNorm 434E 39
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},

{
"Description": "sodium fluoride",
"Code": "9873",
"Score": Float

I

{
"Description": "magnesium fluoride",
"Code": "1435860",
"Score": Float

},

{
"Description": "sulfuryl fluoride",
"Code": "2289224",
"Score": Float

I

{
"Description": "acidulated phosphate fluoride",
"Code": "236",
"Score": Float

}

1,
"ModelVersion": "3.0.0.20221107"

FERAUTHRAXZAE , InferRxNorm B4t A BUR BI B E 4.

'patient is not on warfarin'

InferRxNorm 24 JSON BRIRE LA THH :

"Entities": [
{

"Id": 1,
"Text": "warfarin",
"Category": "MEDICATION",
"Type": "GENERIC_NAME",
"Score": Float,
"BeginOffset": 18,
"EndOffset": 26,

0 AR08 B ) 40
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"Attributes": [],

"Traits": [
{
"Name": "NEGATION",
"Score": Float
}
1,
"RxNormConcepts": [
{
"Description": "warfarin'
"Code": "11289",
"Score": Float
},
{
"Description": "warfarin
"Code": "855302",
"Score": Float
I
{
"Description": "warfarin
"Code": "855296",
"Score": Float
},
{
"Description": "warfarin
"Code": "855304",
"Score": Float
I
{
"Description": "warfarin
"Code": "855300",
"Score": Float
}
]
}
1,
"ModelVersion": "3.0.0.20221107"

1
’

sodium

sodium

sodium

sodium

2 MG Oral Tablet",

10 MG Oral Tablet",

2 MG Oral Tablet [Coumadin]",

10 MG Oral Tablet [Jantoven]",

0 AR08 B )
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SNOMED CT ><Bx

fFF InferSNOMEDCT BER URMEZERME , HFHEE 2022 F 3 ARAEAN (BEERERIERXR
(SNOMED CT)) FH#2XxBkiEX, SNOMED CT £ T 2ENEFM AL , BREESFRR M
2. EERE, BITMFR, ETHEAERX SNOMED CTHWEZEER |, i5i5A SNOMED CT,

N FEMRMEBIMNETT SR | Amazon Comprehend Medical 2% &1 H & SNOMED CT IDs #2#
SEEZHSMRANER , URREEENEMN ATEENERFE 2. SNOMED CT #= IDs 5EE
EoB—RBRECGERFIE., RE , &I SNOMED CT #:25 SNOMED CT ZxEXREH—iE
fEHAY , IDs ATLAfEA SNOMED CT BI2RMEBEFEFIGKHKE , ATEZRE., RENIGKD .

InferSNOMEDCT At EXEEFEH., BXxEMESR/MHXAE SNOMED CT A% SNOMED CT AT #Y
{£8 , &2 SNOMED CT,

InferSNOMEDCT EEFEUTIZE :

- BN EERIFTELEZRED
o ISERIFZEFIRE
- ANOREER

InferSNOMEDCT T AN LA TR BMEK : eRLRNEM EFTXEER , HEEENBEHRISEFRX
B,
« MEDICAL_CONDITION : EZEWRIRHVEIE, FEIRFIZHT,

« ANATOMY : BER R B ARG URXLEIVHRREWALE,
« TEST_TREATMENT_PROCEDURE : BT EEFRAHNER.

R El =R 5l

ANATOMY ZE 31 7] DA JUST SR B 3 B A RS U RIX EEMU H RGN LB RIR
Attributes

AT AR ANATOMY ZEBIR AT E 4 -

« DIRECTION : A{uidl, HlankE, &, AWM, 4, £, T, B, 81, Ziw, Eiw, S, XX, &
., &Mm=REm,
« SYSTEM_ORGAN_SITE : B R%, BIFNER X UK BEIBA,

InferSNOMEDCT 42


https://www.snomed.org/value-of-snomedct
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=R R A

MEDICAL_CONDITION 3£ 5! a] LAt Ml EE RO BV 4RIE, FEARFNZ B,

RH

*fF MEDICAL_CONDITION 25! , ATLAR M LA T3RE

DX_NAME : : B MR AV 1T R E R EFIRR .

Attributes

AT LA M MEDICAL_CONDITION ZEZIHATEM :

ACUITY: : WERMMIEZIRE |, flaigH. 2. REM. SRR,

¢ QUALITY: : EEWRIRMETHIREE |, FlUMERBER.
« DIRECTION : A{uid, FlankE, &, WM, 4, L. T, B, 8. Z=iw, &k, S0, XN, &

m, HNREMW,
SYSTEM_ORGAN_SITE : B X4, MIFMESRXE UK B EE .

HIE

AT LA MEDICAL_CONDITION EBIHY A T4S1E -

DIAGNOSIS : #ENERMREAHLERNWEFRRL . EERTUESHRER. KREHHHFR
HHREMAF LRI,

« HYPOTHETICAL : RBEEFRI 2 —HRR.

LOW_CONFIDENCE : REEZRAEESETHEN., XERHENEGEIEREEEXR,

« NEGATION : REARFEEEZFRR
« PERTAINS_TO_FAMILY : RHEEZERRNESEEREEX , 5EE LR,

SIGN : EEIRENEERR

« SYMPTON : 2&BREFHNEFERR.

9E, AT MFAREKH

TEST_TREATMENT_PROCEDURE 3| Af RN A FHEEZRANEF.

EFIRR 5] 43
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F TEST_TREATMENT_PROCEDURE 25l , aJ A MM T -

« PROCEDURE_NAME: : & EHITHTTER , A TATRFEINEERHEPE,

« TEST_NAME: : WEZEHRITHZH. NE, KERIFRERF , REUETELERE, EH3EAT
BEZH., HERIBERBINEERTIIRIT 2N EAERF. AR, FEHRITD

« TREATMENT_NAME: : AXIEBER AP MXEHN FERE, HPIEAY , flRmEsHyNga
Ei,

Attributes
F TEST_TREATMENT_PROCEDURE 2£3| , AJAR M A TE 4 :

« TEST_NAME: : #1732 E,

« TEST_VALUE: : PHIRENBFLE R,

« TEST_UNIT: : 5 TEST_VALUE: & RMEXxH 2,

» PROCEDURE_NAME: : #TE M FARBETRFHE .
« TREATMENT_NAME: : X BE&E LA B,

HHE

» FUTURE : RIRE, ATRFRARFERKRERINETEEHZBRENTHREN,
« HYPOTHETICAL : REARE, BT HFARR—FRIR

» NEGATION : &REALERNBAMSHITII RINIT.

« PAST_HISTORY : REARE., BITRXFARBEEENTE (TEZH )

SNOMED CT #4ER
JSON WMIRI# 4% SNOMED CT #4585 , Hh AL TiES :

« EDITION: : NX#EFEEHR,
« VERSIONDATE: : {8/ SNOMED CT hxA# B Hi#&.
* LANGUAGE: : X#XI%ZiE (US-EN) # 1T,

SNOMED CT #4E & 44
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i A FN0E B2 Rl

(@ Note
BHREKH API # ARG RE % | 28 (Amazon Comprehend Medical API %) gy
InferSNOMEDCT ,

UTRAlImAXARERT InferSNOMEDCT REN THRE, EEEMAMANRE , BRI EFHI%
#,

"HEENT : Boggy inferior turbinates, No oropharyngeal lesion"

InferSNOMEDCT #2244 JSON BRIREI LA T4 H,

{
"Entities": [
{
"Category": "ANATOMY",
"BeginOffset": 0,
"EndOffset": 5,
"Text": "HEENT",
"Traits": [],
"SNOMEDCTConcepts": [
{
"Code": "69536005",
"Score": Float,
"Description": "Head structure (body structure)"
I
{
"Code": "429031000124106",
"Score": Float,
"Description": "Review of systems, head, ear, eyes, nose and throat
(procedure)"”
I
{
"Code": "385383008",
"Score": Float,
"Description": "Ear, nose and throat structure (body structure)"
},
{

"Code": "64237003",

0 AR08 B ) 45
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"Score": Float,
"Description": "Structure of left half of head (body structure)"

},
{

"Code": "113028003",

"Score": Float,

"Description": "Ear, nose and throat examination (procedure)"
}

1,

"Score": Float,
"Attributes": [],

"Type": "SYSTEM_ORGAN_SITE",
"Id": 0

"Category": "MEDICAL_CONDITION",
"BeginOffset": 8,
"EndOffset": 33,

"Text": "Boggy inferior turbinates",
"Traits": [
{

"Score": Float,
"Name": "SIGN"

}
1,
"SNOMEDCTConcepts": [
{
"Code": "254477009",
"Score": Float,
"Description": "Tumor of inferior turbinate (disorder)"
},
{
"Code": "260762006",
"Score": Float,
"Description": "Choroidal invasion status (attribute)"
I
{
"Code": "2455009",
"Score": Float,
"Description": "Revision of lumbosubarachnoid shunt (procedure)"
},
{

"Code": "19883003",
"Score": Float,
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"Description": "Atrophy of nasal turbinates (disorder)"

I

{
"Code": "256723009",
"Score": Float,
"Description": "Inferior turbinate flap (substance)"

}

1,

"Score": Float,
"Attributes": [

{

"Category": "ANATOMY",
"RelationshipScore": Float,
"EndOffset": 5,

"Text": "HEENT",

"Traits": [1,
"SNOMEDCTConcepts": [
{

"Code": "69536005",
"Score": Float,

and throat (procedure)"

structure)"

structure)"

"Description": "Head structure (body structure)"
I
{

"Code": "429031000124106",

"Score": Float,

"Description": "Review of systems, head, ear, eyes, nose
I
{

"Code": "385383008",

"Score": Float,

"Description": "Ear, nose and throat structure (body
I
{

"Code": "64237003",

"Score": Float,

"Description": "Structure of left half of head (body
I
{

"Code": "113028003",
"Score": Float,
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"Description": "Ear, nose and throat examination
(procedure)"
}
1,
"Score": Float,
"RelationshipType": "SYSTEM_ORGAN_SITE",
"Type": "SYSTEM_ORGAN_SITE",
"I1d": o,
"BeginOffset": 0@
}
1,
"Type": "DX_NAME",
"Id": 1
I
{
"Category": "ANATOMY",
"BeginOffset": 23,
"EndOffset": 33,
"Text": "turbinates",
"Traits": [],
"SNOMEDCTConcepts": [
{
"Code": "310607007",
"Score": Float,
"Description": "Sarcoidosis of inferior turbinates (disorder)"
I
{
"Code": "80153006",
"Score": Float,
"Description": "Segmented neutrophil (cell)"
},
{
"Code": "46607005",
"Score": Float,
"Description": "Nasal turbinate structure (body structure)"
I
{
"Code": "6553002",
"Score": Float,
"Description": "Inferior nasal turbinate structure (body
structure)"
I
{
"Code": "254477009",
81 A 0 R 7R 51 48
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"Score": Float,
"Description": "Tumor of inferior turbinate (disorder)"

1,

"Score": Float,
"Attributes": [],
"Type": "SYSTEM_ORGAN_SITE",

"Id": 3
},
{
"Category": "ANATOMY",
"BeginOffset": 39,
"EndOffset": 52,
"Text": "oropharyngeal",
"Traits": [],
"SNOMEDCTConcepts": [
{
"Code": "313895004",
"Score": Float,
"Description": "Oropharyngeal structure (body structure)"
},
{
"Code": "33431000119109",
"Score": Float,
"Description": "Lesion of oropharynx (disorder)"
I
{
"Code": "263376008",
"Score": Float,
"Description": "Entire oropharynx (body structure)"
},
{
"Code": "716151000",
"Score": Float,
"Description": "Structure of oropharynx and/or hypopharynx and/or
larynx (body structure)"
},
{
"Code": "764786007",
"Score": Float,
"Description": "Oropharyngeal (intended site)"
}

]I

"Score": Float,
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"Attributes": [],

IlTypell :

IIIdII:

"SYSTEM_ORGAN_SITE",

"Category": "MEDICAL_CONDITION",
"BeginOffset": 39,
"EndOffset": 59,

"Text": "oropharyngeal lesion",
"Traits": [
{
"Score": Float,
"Name": "SIGN"
}
1,
"SNOMEDCTConcepts": [
{
"Code": "31389004",
"Score": Float,
"Description": "Oropharyngeal structure (body structure)"
},
{
"Code": "33431000119109",
"Score": Float,
"Description": "Lesion of oropharynx (disorder)"
I
{
"Code": "764786007",
"Score": Float,
"Description": "Oropharyngeal (intended site)"
},
{
"Code": "418664002",
"Score": Float,
"Description": "Oropharyngeal route (qualifier value)"
I
{
"Code": "110162001",
"Score": Float,
"Description": "Abrasion of oropharynx (disorder)"
}

1,

"Score": Float,
"Attributes": [

0 AR08 B )

50



Amazon Comprehend Medical FRARIER

{

"Category": "ANATOMY",
"RelationshipScore": Float,
"EndOffset": 5,

"Text": "HEENT",

"Traits": [1,
"SNOMEDCTConcepts": [
{

"Code": "69536005",
"Score": Float,

"Description": "Head structure (body structure)"
I
{
"Code": "429031000124106",
"Score": Float,
"Description": "Review of systems, head, ear, eyes, nose
and throat (procedure)"
I
{
"Code": "385383008",
"Score": Float,
"Description": "Ear, nose and throat structure (body
structure)"
I
{
"Code": "64237003",
"Score": Float,
"Description": "Structure of left half of head (body
structure)"
I
{
"Code": "113028003",
"Score": Float,
"Description": "Ear, nose and throat examination
(procedure)"”
}

1,

"Score": Float,

"RelationshipType": "SYSTEM_ORGAN_SITE",
"Type": "SYSTEM_ORGAN_SITE",

"Id": 0,

"BeginOffset": 0@

1,
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"Type": "DX_NAME",
"Id": 4
}

1,

"SNOMEDCTDetails": {
"Edition": "US",
"VersionDate": "20200901",
"Language": "en"

},

"Characters": {
"OriginalTextCharacters": 59

},
"ModelVersion": "3.0.0.20220301"

BB R BRI E 0 AT

£/ Amazon Comprehend Medical # U 7#f# 7 Amazon Simple Storage Service (Amazon S3)
MY PR SCASSEAR | H X LSRR BRBIAR AL AR . S8 AT DA F AR S B L B 0 AT SR 0 A — 4R XU 6
R %8 20000 /P?ﬁﬂ’ﬂi/\f{?é’uo B AR A RAERER AL IR API, AT BARITIRE |, BB
., =i, JEHMEREEH#HITHES FEL,

BHXRHLE D T FAMEM Amazon Comprehend Medical IREMEME S , S Amazon Comprehend
Medical Pricing.

MATHLE O 47

& A LA A Amazon Comprehend Medical # & 3 Amazon Comprehend Medical #t4:38 API #1E
RiETHED HEL,

£/ APl BRERITHE D47
FRFM

A Amazon Comprehend Medical API Y , & 8|2 AWS Identity Access and Management (IAM)
REEHGHMHME IAM B6, ETHEX IAM BEHNEERBNESEER , 825 IAM EBANE,

1. FHIELEEF S3 K,

2. EREZhEFMNoEN | iEE A Start ICD1 0 CMInference Job., Start SNOMEDCTInference Job
g StartRxNorminferenceJobi® e, REZEH AN Amazon S3 BN BMURBHERmE L
%5 HSTEBY Amazon S3 BRI & .

REKRBRALE D AT 52
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3. f£H Describe ICD1 0 Job. Describe CMinference Jo b 5 DescribeRxNormInferenceJobi /£
5 SNOMEDCTInferencefFESHIHE, L , BRILMERASIE ICD1 0 CMInference 1ML,

H SNOMEDCTInferencefEl LA % ListRxNormInferenceJobs & & At B A < B #it B 2 #7 4E ) B9 4R
=

LN o

4. MRBFEFELERHITHMEL , EEA Stop ICD1 0 CMinference Job, Stop
SNOMEDCTInference J ob = StopRxNorminferenceJobf® 1k % # .

5. EZEHNMELNER  BSALERHELHEBNEE S3 1,
EARE S RITHESD T

1. F#IE L&E S3 #,

2. EFBRFHNINEL  FERENITHINRE, RE , RHEESH AN S3 BNBHURE
R ) H R E B HH S AY S3 Y& R

3. HEFLSITHEEZRERS, E2HAHR  BAUUEEMAERESITRERERS , @RBRI TN
Y 5 R AT A

4. BEBEFIMELNER  FEFLERFIELNEENHH S3 &,

BEATHEREN IAM KB

@A Amazon Comprehend Medical #4038 API #14ER IAM A EXIE — 1K , AFHRITERA
R S3 M. tbAL , AT IAM A S EFEERR , X Amazon Comprehend Medical
RS aEiEFZAR, ETHEX IAM SEFNEERBNESZER , 51 IAM A6,

ZABLMERLLITRE

"Version": "2012-10-17",
"Statement": [

{
"Action": [
"s3:GetObject"
1,
"Resource": [
"arn:aws:s3:::input-bucket/*"
1,
"Effect": "Allow"
},
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{

"Action": [
"s3:ListBucket"

1,

"Resource": [
"arn:aws:s3:::input-bucket",
"arn:aws:s3:::output-bucket",

1,
"Effect": "Allow"

"Action": [
"s3:PutObject"
1,

"Resource": [

" arn:aws:s3:::output-bucket/*"

1,
"Effect": "Allow"

ZABUVRBELTEERR. BWEMEA aws:SourceAccount H aws:SourceArn 4% KEh

IBRERERSRE, BRA T HEENAERB R R

RYJE B IR B

"Version":"2012-10-17",
"Statement": [

{

"Effect":"Allow",
"Principal”:{

iy

"Service":[

"comprehendmedical.amazonaws.com

"Action":"sts:AssumeRole",
"Condition": {

"StringEquals": {

B AWS K/ | ESH IAM A5

IAM 55 &
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"aws:SourceAccount": "account_id"
.
"ArnLike": {

"aws:SourceArn": "arn:aws:comprehendmedical:region:account_id:*"
}

HE B 20 A Hn i 3L

Amazon Comprehend Medical A #R PN EAXH IR — N E X . XHNTBER

.out. Amazon Comprehend Medical B %&£ AwsAccountId JobType JobId-E7 & MTE S H
SIFHEMPE—NER , AEFZMRWFIER L XHEAZEB %. Amazon Comprehend Medical
BIZLFE R, XE—MELNEERT2BES —MELKHE .

#ALEBIRAEF £ BV R B S R SR EMEE
BMLEREBLXERUT=ZEEXH  HPEEBXELHEER -

« Manifest - B4, REBFXELMASH. FLHERNARBAEHNXHEBENER.
 Success - BEHAXERINCENXHHNER. STIEW AT B S4B R H A ST RN,
« Unprocessed - 5 i #itab BBAEML ARAG B X, BN XHEEHRRBAMERER.

Amazon Comprehend Medical 2 XHEAZ AL BELIEENHEE F. BEFEXHNER
BA Manifest_AccountId-Operation-JobIld X #4X—EEAMHHR, BFREXHRDE
success XXM failed XHX , IETEHNINER , GETERUENXHEEL, UTHPER
THRBENHNEN,

REAL BB B

AT R LA 5 8 344 HY JSON 4584,

{"Summary" :
{"Status" : "COMPLETED | FAILED | PARTIAL_SUCCESS | STOPPED",
"JobType" : "ICD1@CMInference | RxNormInference | SNOMEDCTInference",
"InputDataConfiguration" : {
"Bucket" : "input bucket",
"Path" : "path to files/account ID-job type-job ID"
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}, "OutputDataConfiguration" : {

"Bucket" : "output bucket",

"Path" : "path to files"
1,
"InputFileCount" : number of files in input bucket,
"TotalMeteredCharacters" : total characters processed from all files,
"UnprocessedFilesCount" : number of files not processed,
"SuccessFilesCount" : total number of files processed,
"TotalDurationSeconds" : time required for processing,
"SuccessfulFileslListlLocation" : "path to file",
"UnprocessedFileslListLocation" : "path to file",
"FailedJobErrorMessage": "error message or if not applicable,

The status of the job is completed"

R D078 8 34

LT RX A JSON &4 , HREERXRERIALEHXHNEE.

{
"Files": [{
"Input": "input path/input file name",
"Output": "output path/output file name",
"InputSize": size in bytes of input file
.
{
"Input": "input path/input file name",
"Output": "output path/output file name",
"InputSize": size in bytes of input file
]
}

RALEE R

LU RiR 8 X HHHY JSON 454 , EF 8RR RLEXHHESR.

{
"Files" : [ {
"Input": "file_name_that_failed",
"ErrorCode": "error code for exception",
"ErrorMessage": "explanation of the error code and suggestions"
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}I
{ ...}
]
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Amazon Comprehend Medical F YL £ 14

TEEAWS REFZE, fFANAWS FF , BAUZRT LT HNREASHLZEHRBEALNERMHY
BOBEHROMMERN,

ZERNA AWS WHERE. TEHRBENREHERNZNREENZPNRZ MK

s TEE — AWS AFRRIPE AWS =HETT AWS RSHEREN, AWS R ABIRMAIIZEER
MRS . FERNAWS EMTRIEA TR ERATRIEN -2 , BE=AFITTEHURMNBIERNEZE
WERE, BT #HERT Amazon Comprehend Medical WEMEITR , BTSSR EMEITRIEERN
SEEN AWS RS

DIRBZE-ENREREERN AWS RSERE. EEFENHMBRARNT , LHENHRENBUR
., BRANERANERREREN,

BB IR T R AT FE 6E ) Comprehend Medical BY R A SREHIEEN . LA =i 88 i il &
Comprehend Medical AKIVEN R EMMEMEB IR, BB T S AMAGEAHE M AWS IRS5 R H B &
¥ F 4RI Comprehend Medical &R .

FH

» Amazon Comprehend Medical & K i 3E R

» Amazon Comprehend Medical ##9 & 13 #11/ 0] & 12

« EAIEFIT S% Comprehend Medical APl #F AWS CloudTrail

» Amazon Comprehend Medical B & # R IE

+ Amazon Comprehend Medical Y38 M
+ Amazon Comprehend Medical FHEMIIZHE L < 4

Amazon Comprehend Medical FHI B IE R

PIEFEER AWS 2 EFEEREFERTF Amazon Comprehend Medical FHIEIERP . MAE R AR
RAWS |, ARRFETAEARTHNELIKRERMZEH AWS Cloud, BAREFNIEEERERER L
WRBENES, SEATERERN AWS kS WRLBENEERES. BXBERMNESZEE
BSRABERALENNE, EXBMMNBERFNEE , iSE AWS Security Blog £# AWS Shared
Responsibility Model and GDPR & X%,

BiRR 58
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HFHEERF L , RIONEBEUERT AWS Ik ZIEHEH AWS IAM Identity Center 2% AWS Identity
and Access Management (IAM) RENARAF. X , 8MNAFPRREBETHIERIRAMENNR.
REWEBIE AT AR EIE

s NENMNKFFERZESHRIE (MFA)
- i SSL/TLS ERFERFS. AWS EMNEXRMEH TLS 1.2, BifEA TLS 1.3,

- FERIZE API MAFEZ BE AWS CloudTraile XA CloudTrail lRER#HIR AWS EFIHEER
BEZFEAWS CloudTrail AFEREP VAR CloudTrail ERo

« £ AWS MF#ERST RUAREFHRAERIALZ 24 AWS RS,

- FAEBREEZLRS (HlW Amazon Macie ) , EEB T XIMMRI Z6#7E Amazon S3 HHV U
Bz,

- MRFBE AWS BYGTTREDR APl #H1TH R EZELZT FIPS 140-3 BRIFK NZER | E6EH
FIPS i =, XA A FIPS MR EZEE , B5R (ZEEBKIPEELAERE (FIPS ) 5 140-3
WR)

RARWE RN BEENHBER (WEFFNE TR ) RAREHEABAXNEFE
(MEBEMRFR) . XTFEREAEFE. APl 5 Comprehend Medical AWS BRS S E LT &4
Bfo AWS CLI AWS SDKsHE A TEMHIRER B AR A NAFZRP M ANEABERTESATITR
UM BT, WREEAADRSR[/RBAEML |, BUBNEFREEM P IR EIE B RBIUEX XRS5

HYE Ko

Amazon Comprehend Medical & # & 19 17 7] &

1A Comprehend Medical BfEEFEAEIE , LUE AWS ARRIFEZNER, XEEIESLMEFTHRE
Comprehend Medicali# IR, AWS Identity and Access Management (IAM) A] LA i AE 85 175 8]
BWRBRHOAF , NTTRPXEREF, AT EHMAE R WA T M7 Comprehend Medical £
IAM,

. BRI
. BEERS
SR

& M8 P25 Amazon Comprehend Medical EFEIRR, XN FEEZ LB EREBENAF, | B
FA ComprehendMedicalFullAccess.,
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ERHBRRR , EAEHNAR, AHASRINNR

- YR FAEELE AWS IAM Identity Center :

BIENRES, & (AWS IAM Identity Center AF1Em) HSIE N RE/MH AR TR
- BESHRHEREE IAM RREENAF

UERERATEARESRIENARE, BR (AM AFER) a4 NE=F 50 REHEUERSE (KE
SRR ) WiHARITRAE,
< IAM AP :
- QRENAFATUEENAE, BR (AM AFER) B4 1AM A el2 A SR AR TERE.
(THEEER ) FREEZMNIAFSRASAMNEIAFE, &R (AM AFER) A7
ANDIARER (#ZEFIE ) PRHBARITERE.

E{#H Amazon Comprehend Medical W R L E , BEEE—IMRS AR,

RE AR -—TRSEE, RREWTREN IAM A€, IAM EER AT IAM RO, SRl
BRERSAG. BXESZER , E5H (IAM AFERE) PHIER AWS BRSERNENAE.

EFA T B {4 Amazon Comprehend Medical EEN EERS , BSRAMERIEMENETAEHN
R

7 B] 42

BATBE AR EIENENERRITERRI, XEEIEXMEFEA Amazon Comprehend
Medical & ERIRR,.

LUTREBD N 4R T B EE Amazon Comprehend Medical B9 PR, FRATZER WIS & 51 80R

« & Amazon Comprehend Medical &R Y i 8] X BR B Bk
s JFETHMEKE (1AM KB ) AT Amazon Comprehend Medical

£l

« & Amazon Comprehend Medical &R Y 7] X BR B B ik

s FETFEMHKRE (IAM KB ) T Amazon Comprehend Medical
+ Amazon Comprehend Medical API fX[R : ##1E. BEMNEZHESE

« AWS W 5% Comprehend Medical K& BE

5 R 422 1) 60
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B2 Amazon Comprehend Medical &R /Y 1/ 8] £ BR A9 8158

RSB ] AE I R BURER TR R, MK EHE R AT LU SR ERBM NS IAM S 4, N\ EEX
BRIENHRINR, IAM BOSFEAF, ANAE,

@ Note

KREER (RNEERAF ) REREEANRNAF. BXESZEER , BZH (AM AP
) FH IAM REXR,

FERFPRET | £7] LUR E 1 A 5L #2 4E 7] LUR G BR
ES}

- EEXRETRIRER

- BEEXRBITE | BFE. BENEH

- ERBPEERHN

EEXRER T R IXR

RRREEAMEW AL A BLERR, ATEHDME TERTRRKEEA LD

® Note
KT8 Amazon Comprehend Medical F#Y IAM, XBEFREHEX IAM BRSHWFEAER. B
X IAMHWESEE , F30 (IAM AFER) PHMALE IAM? . BX IAM KEEIEE M B3
MEE , BZH (IAM AFERE) P AWS IAM EBSE,

MEonE IAM SR RBRET HHER, MHMBIERNREET ZERNEKE, Amazon
Comprehend Medical RAZFE T F 178 K&,

HETH5MHEE (IAM KB )
BRI LA 1AM BB M KRR, LT EHEANRHE,

- FRRREMMEKFFHNAFPRE. EATENMNAFRSR—HAFEA Amazon Comprehend
Medical 4 , HRNREBM MBI A, BEFRBEMMESEZAFNA,
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« FRRREEH DA CUERTFEKSNR, ERTFEKSNR  HFET 5 0RERKEKHNE
IAM A&, i, K- AFHNERAATUNGE-—IMAE , BMER S - KA RTEKSNER. AR
B, BATREBAKS B, B AR —T AWS RS

1. KF ABERGE-NIAM B8 , FRZABKMN—TUERE , RNETRKS A FERRIN
PR

2. K A BERFEERBHINIA®, ZRBFHKS B ARANEEZABH IR,

3. 2J& , K/ B EER AMEIRNIR , #HRKS B FHEMASEERZAR®, X5, K~ B HHA
FRIFAEKS A RRIEH TR AR, IREFEQED AWS BSRTFRRAEEFTZAS ,
MEERBEFRNEEBATLR AWS RS E14,

BXER IAM ZRENEBRNESELR , BZH IAM AP EREFPHHRNREE,

EXFETHHHEKES Amazon Comprehend Medical £8 AN EZEER , BSANETEMNE
B (1AM KB ) Fi T Amazon Comprehend Medicalo XA/, 4. ABFMNENEZER | BSH
{IAM FAF$8R) https://docs.aws.amazon.com/IAM/latest/UserGuide/id.htmIFEI &3 ( AP, A F
At),

E T RIRAY KBS

HAnfRSS ( fla0 ) AWS LambdaXXFHE T RIFWNRKRE, Flan , EAILUTREEMIMNE S3 FEMEN
EEXZIFH B LR NPR, Amazon Comprehend Medical A E T RIRH K,

EEREITER  BF, RRNEHE

Amazon Comprehend Medical EX T —4H API 1, NRFXIXL API BRENERE , Amazon
Comprehend Medical £ X 7 — 4 & 7] LATE SR BE R 15 E VIR 16

LT E R&ERNRE TR,

- TR - EXRBEH | BALUEA Amazon Resource Name (ARN) RARIRKBE N A RN ER. XF
Amazon Comprehend Medical , BIRKIZRZ "*",

« BE-FAREXBIRIFREATRIELNERME, i, BEEBEHX
8 , comprehendmedical:DetectEntities AJLA R FEIEL 1T Amazon Comprehend
Medical DetectEntities /K AF R,

« MR -BEEHAFERBEERENHANMR (AWTEL ), MRREEART (AW ) WRIR
KO EIARER |, MBENIELILHE, ShAENELXNRFNTE, ERSNITIIRGE , IBRAFTE
WRER , AMEREMRERT T 15 RNR B2,
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« EF-EETHOMKES , M0 TRENASZERXEMR,

BXIAM REBBEZNNANEZER | B5SH IAM AP ERFMHN AWS IAM KBS ZE,

BXERFIE Amazon Comprehend Medical API ##4EfY & , 18 Amazon Comprehend Medical
API IR : 84, BRMEZHSE,

EREPEESN

RTFNREY , SR LER IAM RSB S EERBERNRMS. flU , BURFERRREFEBNE
MR, BXREARBESEERMNESER , 50 (IAM AFiERE) PHEME,

AWS H X BT IAM #ATHEHEFINFE AWS IRSEME T —AFE LRMER. Fla , & LUER
aws:userid FHRERMAFEFRETURFENRZHRIFIEN AWS ID. BXEZESM AWS BHTE
5k, BSH |IAM A7 1S P A AT A SRR

Amazon Comprehend Medical T HEAERAR F 4R,

SETBMHHIER (IAM KB ) BT Amazon Comprehend Medical

AEBNBETEONEE TG, REBTRTKF-EEZNME IAM 7K MRXPRER, XILAF,
4B A A BEEB 1T Amazon Comprehend Medical #4E,

/A Important
ETENER , RINBWEEFEE Amazon Comprehend Medical & REY 7 18] £ R B9 BER o

AR RIS B 2 Amazon Comprehend Medical X449 #r i@ YEFR B HY SR BE o

"Version": "2012-10-17",
"Statement": [{

"Sid": "AllowDetectActions",

"Effect": "Allow",

"Action": [
"comprehendmedical:DetectEntitiesV2",
"comprehendmedical:DetectEntities",
"comprehendmedical :DetectPHI",
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FRARER

]I

"comprehendmedical:
"comprehendmedical:
"comprehendmedical:
"comprehendmedical:

"comprehendmedical:
"comprehendmedical:
"comprehendmedical:
"comprehendmedical:

"comprehendmedical:
"comprehendmedical:
"comprehendmedical:
"comprehendmedical:

"comprehendmedical:
"comprehendmedical:
"comprehendmedical:
"comprehendmedical:

"comprehendmedical:
"comprehendmedical:
"comprehendmedical:
"comprehendmedical:

"comprehendmedical:
"comprehendmedical:
"comprehendmedical:

"Resource": "*"

}

StartEntitiesDetectionV2Job",
ListEntitiesDetectionV2Jobs",
DescribeEntitiesDetectionV2Job",
StopEntitiesDetectionV2Job",

StartPHIDtectionJob",
ListPHIDetectionJobs",
DescribePHIDetectionJob",
StopPHIDetectionJob",

StartRxNormInferenceJlob",
ListRxNormInferenceJobs",
DescribeRxNormInferencelob",
StopRxNormInferencelob",

StartICD1@CMInferencelob",
ListICD1@CMInferencelobs",
DescribeICD1@CMInferencelob",
StopICD1@CMInferencelob",

StartSNOMEDCTInferenceJlob",
ListSNOMEDCTInferenceJobs",
DescribeSNOMEDCTInferencelob",
StopSNOMEDCTInferencelob",

InferRxNorm",
InferICD1OCM",
InferSNOMEDCT",

KPP —MEYETEH DetectEntities M DetectPHI BERIIR,

ZRMEAIERE Principal tE& , RAEETHORRESR , RIEERINRHZIEA FREEH INZ
APE , ZAPRBXERE. @ IAM SEMMNKER , 28NS EREPIRRR EAFREUNR.

E#&EEFTE Amazon Comprehend Medical APl #ER HERMNEIR |
Medical API X BR : 18

. BRNEZHSE.

&2 Amazon Comprehend
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£ Amazon Comprehend Medical 2 &l & FT & B A FR

WMES£EXRFIH T Amazon Comprehend Medical AP ##4E , HER T HMREMENNE., BX
Amazon Comprehend Medical APl iXBRHEZER , HZ R Amazon Comprehend Medical API £
R : B1E. RRNEZMHSE,

E& A Amazon Comprehend Medical ##1& , BAUATRER A RNERER TR,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"iam:CreateRole",
"iam:CreatePolicy",
"iam:AttachRolePolicy"
1,

"Resource": "*"

"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "*",
"Condition": {
"StringEquals": {
"iam:PassedToService": "comprehendmedical.amazonaws.com"

}

Amazon Comprehend Medical ## & TFUTRRAFEZA TR :

« iam PR, ATFHHEENKFNEA IAM &,
- s3BR , AFiHESEHIEN Amazon S3 BRI R,
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ERAZEFSERSHAEELR , BETUNELGIE IAM &, EEARGAME IAM AR, B
P RAFERE TR RS ge 82 IAM B MEKE |, FREBHRINZAE,

{
"Version": "2012-10-17",
"Statement": [
{

"Action": [
"iam:CreateRole",
"iam:CreatePolicy",
"iam:AttachRolePolicy"

1,
"Effect": "Allow",
"Resource": "*"

}
]
}

Amazon Comprehend Medical ##| & FEX LN RF ERIEARTREHMMAREK
B&, iam:PassRole &{EiL12H| 5 BEB I A B1&EL Amazon Comprehend Medicals

& A F Amazon Comprehend Medical 8 AWS $£& ( FiEN ) KB

AWS TRt AWS SIZMEEMNIMII SR IAM F8  ARGCELRMELFRZS, X% AWS
HEFRIAUANENLFEAGEETVENNE , LS LTEWREEPLENE, BXEZELE , ES
7 IAM AF8/) 8 AWS HEFKRE,

AT AR N ZY K P AR A P AWS EE X KBS 138 A T Amazon Comprehend Medicals,
« ComprehendMedicalFullAccess— & F X1 &i# Comprehend Medical &R T2 HENE, SFE
5| FZRE IAM B 2R ER,

&4 B Amazon Comprehend Medical BYERI A P~ 57 LA T Bt b SR B

"Version": "2012-10-17",
"Statement": [
{
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"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "*",
"Condition": {
"StringEquals": {
"iam:PassedToService": "comprehendmedical.amazonaws.com"

}

BA L BT ERE IAM 2R EHEZRFH AP EREERRRETEENRERE,
XLEFHEEHEA AWS SDKs 3 AWS CLI B2/,

R UBIEEBCH IAM KBE | LUERF X Amazon Comprehend Medical 2 EME RN RE, &
AT LARHX L B E R IMBIZEESAIMN IAM AP s4A,

HERERMENETHEHNR

E& A Amazon Comprehend Medical F1&4E , i@ Amazon Comprehend Medical & F X4
BXH4E A Amazon S3 RV RIR, At , BEKFFIE—IMERBELRAG , HEHE
£ Amazon Comprehend Medical fRF &, BEXCIBACHNEZER , BZH AWS Identity and
Access Management FIFigRH M BIE DT AWS RFZFZERNENAE,

UTRZABHNEERRK,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "comprehendmedical.amazonaws.com"
b
"Action": "sts:AssumeRole"
}
]
}
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BEACE , BAZACHERLRRE., ZXBMZETFNITELNMALIELN Amazon S3 1
# Amazon S3 GetObject M ListBucket PR, BELTRFXIEMN Amazon S3 i H LB
Amazon S3 PutObject X BR,

BAR R B117 [R] SR A B 2 X R

{
"Version": "2012-10-17",
"Statement": [
{
"Action": [
"s3:GetObject"
1,
"Resource": [
"arn:aws:s3:::input bucket/*"
1,
"Effect": "Allow"
},
{
"Action": [
"s3:ListBucket"
1,
"Resource": [
"arn:aws:s3:::input bucket"
1,
"Effect": "Allow"
b
{
"Action": [
"s3:PutObject"
1,
"Resource": [
"arn:aws:s3:::output bucket/*"
1,
"Effect": "Allow"
}
]
}
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EREBRARE RG]

AR A P R RN B R F 31 & Amazon Comprehend Medical I ERIRR, X LR BETE IR (E
F3 AWS SDKs = AWS CLI it&2ER. EREHIAR , K@ ATEILS# Comprehend Medical & F
MPR, APIsiX#E f£H Amazon Comprehend Medical 2| & FrER IR F 31T 7 i1,

® Note
B ROIERE A us-east-2 KIBHSEEMEK,, IDs

R~

1 REFFTE Amazon Comprehend Medical ¢4
FEME AWS | BRI EEERREBEENK, , BELEZAF NER MR,

B A LABIEX FTE Amazon Comprehend IREBEENRHVAF . BULUFZAFPURIBE TRSH
EER , IEA Amazon Comprehend MiZiE. &AISAFLA TR KRB MBI ZAF

"Version": "2012-10-17",
"Statement": [{
"Sid": "AllowAllComprehendMedicalActions",
"Effect": "Allow",
"Action": [
"comprehendmedical:*"],
"Resource": "*"

}

T~ 2 : XN DetectEntitiesiR4E

LU PRZFREE T A P& Amazon Comprehend Medical FEYSE{RMIAR , BER AR RN PHI
BiE,

"Version": "2012-10-17",
"Statement": [{
"Sid": "AllowDetectEntityActions",

FETBMHHEKRE (1AM K8 ) BT Amazon Comprehend Medical 69



Amazon Comprehend Medical FRARIER

"Effect": "Allow",
"Action": [
"comprehendedical:DetectEntities"

1,

"Resource": "*"

]

Amazon Comprehend Medical API X fR : i, BREMNZXHS=E

FigE HR S MEETLAMMEIAFHONXREREN |, BOUSE TR, KIIRTEEN Amazon
Comprehend Medical API #4E, B AR FHATIXRAIXS MIRERME A AR F IR AWS BiR, &
AIATESRBEHY Action ZFERPEEXERE , HEKEMW Resource FERPEERRE,

BERIEEKH , BALE Amazon Comprehend Medical SREEHFEH AWS 48, BXENTEYIEX ,
BEZH IAM AFERPH A AR,

® Note

EIETERE , B7E API RIEB 2 BIEA comprehendmedical: B4k , Hlan
comprehendmedical :DetectEntities,

AWS I &% Comprehend Medical & R

AWS EERBEHLENEENILZ KK AWS, AWS RERBEENTZENLABIRENR , UE
BRLUFBRAAF, ANBESERNR,

FidfE , AWS HRERB AT NENBEASRTFRENERNR , BACINAHAE AWS FF
M. RMNBVWBEIEXBETENERAZSNES EEERERE-TRDNR,

BT EER AWS HERBPE LR, R AWS B AWS RERBPELHNR , NEHLE
I ZREATXBRNFTEZERASH (AP, ANBE ). AWS BREAREERIFHN API STERS A
LLERH AWS BRSS 1 API BRAERS 3T AWS FEE XK,

BREZER , F5H (AM BAFERE) B AWS H£E XK.
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FRARER

F
« AWS £E KB : ComprehendMedicalFullAccess
« Comprehend Medical X} £ & BRI E#H AWS

AWS FEEEHEE : ComprehendMedicalFullAccess

BA LU ComprehendMedicalFullAccess KBS IIZE] IAM & 15,

ZBEREFTE Comprehend Medical 173012 F &&= iF 1,

{
"Version" : "2012-10-17",
"Statement" : [
{
"Action" : [
"comprehendmedical:*"
1,
"Effect" : "Allow",
"Resource" : "*"
}
]
}

Comprehend Medical X1 & BUERHY E#H AWS

& & B Amazon Comprehend Medical FF 18 IR ERiX 628 & LUK IZ AR SS XY AWS HRE BRI ERM A AE

B, BRUENEERMNENRT , BITH XEHLIEFAE LW RSS FERIR.

B R

Comprehend Medical FF 418 Comprehend MedicalFF 24 iR &=
FREE HIEERENTE, AWS

2018 £ 11 A 27 H

AWS REFKH
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EA 12X 5# Comprehend Medical APl @ AWS CloudTrail

Il 5 # Comprehend Medical E5% /K. AWS CloudTrail CloudTrail 2 —H RS , B Ficx%H

. ABEHRSEE Amazon Comprehen AWS d Medical REBREAYE4E, CloudTrail ¥ Amazon
Comprehend Medical ®FFE APl HRABIRANEH. iR AASIERE Amazon Comprehend
Medical #2244 &8 B X Amazon Comprehend Medical APl 2ERNRIZER, MRECIZERER , N
AT LA AR CloudTrail B34 % 2] Amazon S3 2654 , 23F I 3% Comprehend Medical BIZE
., MREBAREBRE , BMATLE CloudTrail BH AW “SHHFIER FEERFTNEHR, F£H
WEMEE CloudTrail , BALBENUATILR , Hlun :

« [ Amazon Comprehend Medical & H &K
o RHERK IP bt

- WRHTIER

« RHIFERAETE

- HIFHAES

ETHMEZEE CloudTrail , & ® (AWS CloudTrail AFEF) o

I 5% Comprehend Medical 1§ 2 7£ CloudTrail

CloudTrail 7E& 812 AWS it EEZRBNKS /S A, 2 Amazon Comprehend Medical & 4 7E3h
B, ZEh S AWS EEMRS B4 —RiCKE CloudTrail EHA R IERF, BUUEBEDH AWS K
FPHREE, BREATHRERENSENS, EXEZER , BZREASHAEIERESE CloudTrail =
.

EREICRKEN AWS K FNEH | BFET D% Comprehend Medical IS4 | BRIZRER, BRERA
¥ CloudTrailf¥ B & X 5 % E) Amazon S3 F#EH. BRINBERT , EEHI & PRI ZRERICFEN , IR
BRICRNATRAE AWS XiF, RERIERK AWS 2 XHEXBNEH , ¥ AEXHEZEEERIEEN
Amazon S3 Ff# . LA\, BAILIEEH M AWS RS , Bl —F 2 FLE CloudTrail BEFKE
WEHBIE, BXEZER , BSATIAE :

- BIERFEBR

« CloudTrail RS FERK

 BE Amazon SNS &4 CloudTrail

- BEWCKBZAMXIEH CloudTrail BEXHMERK B ZNK/ R CloudTrail BEXH
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FrE I % Comprehend Medical #4E CloudTrail Bl &i# Comprehend Medical AP| $#&id & ¥
IOFEER, H0, BADetectPHIMListEntitiesDetectionV2Jobsi#¥ESTE CloudTrail BEL
Hh4E K% HE, DetectEntitiesV2

BIMNEHBATREBESAERERBFRNAREGRE. SHEEABTEHREUTRE !

« BHERIZMEARIERIER AWS Identity and Access Management (IAM) A F&EIEA Ho
- BREEAACERKREAFNIRNZEEIEAEN,
- EREBXHEM AWS RS K.

BXEZER |, iS5 CloudTrail userldentity T3,

T & Amazon Comprehend Medical BHEX #% B

RER—MEE 6 AFUSHENAEXHEEEIEIEERN Amazon S3 E##. CloudTrail B &34
BE—NEENMNEEFZREB. BHRTRKETMARANEMNER, ZBHITEBXFERBRENEER , HlW
BHAFNERIERS . CloudTrail BEXHFRAH AP BRANE FH#KRE , At ENTaRE
A4 E IR I

LT RHIETR T ERIZDetectEntitiesV2iR4EM CloudTrail HE% B

{
"eventVersion": "1.05",
"userIdentity": {
"type": "IAMUser",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:user/Mateo_Jackson",
"accountId": "123456789012",
"accessKeyId": "ASIAXHKUFODNNS8EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",

"arn": "arn:aws:iam::123456789012:user/Mateo_Jackson",
"accountId": "123456789012",
"userName": "Mateo_Jackson"

I,
"webIdFederationData": {3},
"attributes": {
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"mfaAuthenticated": "false",
"creationDate": "2019-09-27T20:07:2772"

}
}
},
"eventTime": "2019-09-27T20:10:26272",
"eventSource": "comprehendmedical.amazonaws.com",
"eventName": "DetectEntitiesV2",
"awsRegion": "us-east-1",

"sourceIPAddress": "702.21.198.166",

"userAgent": "aws-internal/3 aws-sdk-java/1.11.590
Linux/4.9.184-0.1.ac.235.83.329.metall.x86_64 Open]DK_64-Bit_Server_VM/25.212-b03
java/1.8.0_212 vendor/Oracle_Corporation",

"requestParameters": null,

"responseElements": null,

"requestID": "8d85f2ec-EXAMPLE",

"eventID": "ae9be9bl-EXAMPLE",

"eventType": "AwsApiCall",

"recipientAccountId": "123456789012"

Amazon Comprehend Medical & #i t 3 iF

ERZIMERITRIE — , B= A E 1P T D E Comprehend Medicalfi Z £ E& M, AWS
Heoa$E PCI, FedRAMP HIPAA R EAMITRI, BAIERATRE=AFiTHRE AWS Artifact, Bx
BEZEE |, S HE AWS Artifact A N 3RE

&£ £ FlComprehend Medicalft I &M TEBUR T RN BBV BB, RLANESRABRURERN
EEMZEM. AWS R T U TRIFERBEZIHEMNK

c (ZEMEEHMREATER) - XEDBEMITICTREIESI , HREMTE AWSLEHBEER
FTREMMEAMENEERBEN TR,

« HPAA Z£E5E8HEWBEED — ABEBHERT N AMAEAR AWS SIZ2AFS HIPAA FRAER B
AR,

« AWS &R IR — kTR NIEEE T REE A T ENT LM,

« AWS Config— % AWS RFITMGEN B REEESARE LFEAIEER, TUIESHEHEN,

« AWS Security Hub— It AWS RE A2 HE THRENZTSIRA AWS | BEERERE/FARELTIL
FRAEFRESRE,
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BXRBESHAITLEE AR AWS RBFFIXR , BSRZEEAIT IR T HSEE RN AWS BRS. BXx—K
R , 28 AWS MM itl.

Amazon Comprehend Medical # #y3# t

AWS £k EfRERE S AWS XEEMTAXHEN, AWS XERAS N EREEMREE A A
X, XEARBESREERE. aFHENSETROMENRE, AMATARX , BULUEITAREETH
Xz BTl B SSUMEERBNNARFNREE, SEENENRZSNBEFLEMEMMEL
AAXEEESHA A, FEMENATT B,

AR AWS XEMAAXMNESEE , BSRAWS £REM IR,

Amazon Comprehend Medical P EM &L M

ER —TEE RS , Amazon Comprehend Medical % AWS T D@ MK RS : £ REMRAR P+
BIRMLKNELZ LB FHRT,

EBEI MG R Comprehend Medical , BRI SAMEAE ZHW API A, AWS BF XA FERE
ZEMMMYL (TLS) 1.0 REEMAE. BUEMA TLS 1.2 ESHRAE. BEFRESAZHEETLEEIR
# (PFS ) WEBBEH , Hlin Ephemeral Diffie-Hellman ( DHE ) 5 Elliptic Curve Ephemeral Diffie-
Hellman ( ECDHE ) » AZEINRRLE ( W Java 7 REFHRAE ) HZFXLEEN,

A, AERERIZSR ID M5 AWS Identity and Access Management (IAM) Z3EAXBKFAE H
B ZRANBFERFTER, HE , BALUEERA AWS Security Token Service ( AWS STS ) £ Iaf 2 £
FUERXN B RHAITER
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RN EER

5 Amazon Comprehend Medical &Y , iHi2FA T EE,

® Note

« Amazon Comprehend Medical # UTF-8 Hi& ( EN ) &4,

« Amazon Comprehend Medical F A& FFEFH X HBERPERAEEN ERILFR //
()e

BEERR

Amazon Comprehend Medical H AR BT WHWEZEN. 2B EE57. Amazon Comprehend
Medical IRHEBEFEE D , Z2 BRAMNLMUBN LA EBENE L. NENFERARABEERNE
FERE  HEZEaHEBRENBATEASEGERE. NTREFEARS , ERMHLTE LT
WADFRZAGBTERZINRIEL. REATINEERZRNEZETRFTELE RN ERENHITSENEZSH
Wi , TeEEREFEZ R EA Amazon Comprehend Medicals

IFRY X

A< # Amazon Comprehend Medical B9 AWS XK 5% , #F2 % Amazon Web Services
General Reference H1#J AWS Regions and Endpoints,

-|+\
TR

&2 Amazon Comprehend Medical #9PR#I MBI R {AE R INEFNEZER , BSH AWS
Service Quotas,

B
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Amazon Comprehend Medical itE 2 # ( & ) RIEEB U TIRA :

DU

StartEntitiesDetectionV2Job . StartPHID
etectionJob ., StopEntitiesDetect

ionV2Job . StopPHIDetectionJob ., StartICD1
@CMInferenceJob ., StartRxNormInferen

ceJob . StopICD1@CMInferencedob . StopRxNor
mInferenceJob ., StartSNOMEDCTnferencelob #l
StopSNOMEDCTnferenceJob BREMNEBHWES (TPS)

ListEntitiesDetectionV2Jobs . ListPHIDe
tectionJobs | DescribeEntitiesDetectionV2
Job ., DescribePHIDetectionJob ., ListICD10
CMInferencelobs . ListRxNormInferenc
eJobs . DescribeICD1@CMInferencelob

. DescribeRxNormInferenceJob ., ListSNOME
DCTnferenceJobs Ml DescribeSNOMEDCTnf
erencelob BRENBHESH (TPS)

FREBRENHAIEE Y SRR BN KD
R AHLAL AR R/ (HEALIRAFAL R R AVFR A ARV E )
BNMEFEPYUEES TR EELNEAKE

BL &t

5TPS

10 TPS

70KB
1GB

10 MEL

MREBRH XK TFZREE , FEMA segment.py BIEAH 2 TR N 5.

BAREE
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Amazon Comprehend Medical 3X#4/77 £ id

TRNE T RAH Amazon Comprehend Medical #9304,

TE

BE#H T InferSNOMEDCT HY
API W2

BT API lRA InferRxNorm

E#H 7T Infer ICD1 0OCM BY API
TS

B #1 T DetectEntities V2 £
API 2

E# 7 API IRZA DetectEntities

E3 7 Infer ICD1 0CM #J AP
UGS

E#H 7T Infer ICD1 0OCM BY API
TS

E# 7 InferSNOMEDCT #Y
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