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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/registry.html
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https://docs.aws.amazon.com/cloudcontrolapi/latest/userguide/what-is-cloudcontrolapi.html
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https://docs.aws.amazon.com/cloudcontrolapi/latest/userguide/what-is-cloudcontrolapi.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/APIReference/API_GetHookResult.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/APIReference/API_Annotation.html
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/A Important
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Hook MypreDeletebt B :
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o XMFEAUTERENE , ARBPERBALTH AWS REIERRIEFTREE , MAFRENR
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EHERSEHFBITME AWS BIR , BHIEABRFEANER , MARENERAEE, WI1ES;EEL
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BEFFRER  REEMFENKSMXEFRBERE TEFNENEBET, A, X Hook FTMERE
K BARRE | BBRFSEEENENS,
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-updating-stacks-update-behaviors.html#update-replacement
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BXUAEIBFHNEZEE |, BESHEAWS Control Tower 2% B 5,

e

« AWS CLI BT/ Hook M i T

s EENKS,RBUEE T ERENEF
o MIBRIKSPETEHEFIH Hook

AWS CLI AT fEA Hook BV

ERAETEHEHEIN Hook B AWS CLI in 5 23E

- activate-type B EF E 2 HIRY Hook HBUEL .

« set-type-configurationi8 EERM A TIK - P E T X2 HIH Hook 2K,

« list-typesF HARK 7= 1 #Y Hooko

« describe-typeiR B X4 E Hook 45 E Hook IR AW FAEE. , BIEZHaIl EHIE.
« deactivate-type WK K F= FR B BR 2 BIBUER Hooko

REENKFPEERE T EHBGRHF

LT EBEERRT MAESHIKS FRBUEERE T E32H/H Hook , XEH T A T BUEZEMAIKF M
X,

/A Important

EHRERECH , BEINEHEFER Hook FTERMNER , HMIZHl CloudFormation RE& X
i, BXEZELR , 2 H CloudFormation Hook % 1AM X BR,

F3
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- BUEETF 348 Hook JAWS CLI
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https://docs.aws.amazon.com/controltower/latest/controlreference/controls-reference.html
https://docs.aws.amazon.com/cli/latest/reference/cloudformation/activate-type.html
https://docs.aws.amazon.com/cli/latest/reference/cloudformation/set-type-configuration.html
https://docs.aws.amazon.com/cli/latest/reference/cloudformation/list-types.html
https://docs.aws.amazon.com/cli/latest/reference/cloudformation/describe-type.html
https://docs.aws.amazon.com/cli/latest/reference/cloudformation/deactivate-type.html
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BoRE T EZRFIAY Hook ( #£HIE )
BUEE T E301EFIM Hook AEEMIK - FEEA

1. &F AWS BEEZ4|A HE hitps://console.aws.amazon.com/cloudformat ion 3T FF
CloudFormation #&l4&

2. EREMBHSMEL | EFRZEGIZE Hook in AWS XiF B E.

3. EEMBSMERSP , £ Hook,

4. & EH WEL , EF 0IEEW , AREER (EREFBE X

5, EUAsREH THL , NEFEREFERE - ISP EEANEH G,
SUNRAEIIEEAR XL BT ADER. CHEERET Hook SFATILAIRA
2,

6. ﬁ?%jt_io

7. £ Hook BF¥F , BT &I Z — :
- BE—AGENRRMEEN  ZBAMEEZEPrivate: :Controls: : 7. Hlin , R
AMyTestHook , M5 M Hook BF¥iE NPrivate: :Controls: :MyTestHooko
« FEAUTHERIZEHTERN Hook BF ( tLF R 5l

# ) : Provider::ServiceName: :HookName.

8. YT Hook #= |, i 24 1T K MAY Hook HIMRIS = :

- BE-OAPRHES  BRATFHRENITERF, IXNTHEXBRIFEERERTA,
o RM-FHIERERSEHRT, XEPTHRIFERHNEATZLBEEK.

9. BET—-F,

10. ( Ali& ) T Hook B8R , wHITLATHRIE !

a. EFEFMAF , RBENAEKR R HIERAGHERNER

- AMREBHRIBERAC® — AELAAEENTIRSRMTERN , ' 2A Hook.
s EMBERBHRIER A — MREENTRBFFEDLE —TE , NFEA Hook.
b. Xt FHKE , iEE Hook BRI ERHRIGENHEK,

- WT 88, EEECSHHEREN. SREEME /MO BENHEREN | FEMLE
B, RAWIIRFIEENMERT 2A Hooko

BUEET 302 HIH Hook 8


https://console.aws.amazon.com/cloudformation/
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o XITHERR | BIEEEHRAVEKR BN, SRBERSECHER LA Hook BHR— LB EMN
HEARRY | AT, BRULALFIH A HER SN | FRE R ERRE A Hook,

c. XTHixkAE  FRFEHEXEKL IAM AEE Hook AAF B HBFRIGEHK,

« X¥F Include , IHE—PHZN IAM B ARNs REMNSXEABXREKN#KR, REHRX
LA ENNERRES 2B Hook.
« WTHEER , F ARNs N EHRIHEKXEE —IMHZ1 IAM B8, Hook HEKREEARE
ZHYERR 2 SNV R AR A
1. BFTF—F,
12. B 'EFHARE NHL , EFENERE. BERTER , FEMAXTIERERE.
13. HERFHERMER | BEE BURES",

BUEE T HEM Hook (JAWS CLI

ESEREZE , FRIANERELEE 7T AT Hook WEZEH, BXESER , BSHAWS
Control Tower 1248 .

BURET E3NEFIE Hook SAEHEEIK/ LR (JAWS CLI

1. BEFFHEUE Hook , EEA L Tactivate-type@n© , AN EEEER SR,

aws cloudformation activate-type --type HOOK \
--type-name AWS::ControlTower::Hook \
--publisher-id aws-hooks \
--type-name-alias MyOrg::Security::ComplianceHook \
--region us-west-2

2. ESERUEUE Hook , #7fEMA JSON ELE XXt TR IE.
EAcatir TRIREBUT LA JSON X, BXESEER , B2H EHRERWELESE,

LT RAIBEET —/NEH |, ZIEHENRERBCREATEXN 4 E IAM, Amazon

M Amaz EC2 on S3 ®iF#H 1T A, UPDATEE M A= E3hiE a1

(CT.IAM.PR.5, CT.EC2.PR.17, CT.S3.PR.12) , BIEEAHMIRERIEXLER R, ZEH
FEWARNEX TET , FERETHAEEHRIEFREANRR , EFMELEFE,

$ cat > config.json

{

"CloudFormationConfiguration": {

BUEET 302 HIH Hook 9


https://docs.aws.amazon.com/controltower/latest/controlreference/controls-reference.html
https://docs.aws.amazon.com/controltower/latest/controlreference/controls-reference.html
https://docs.aws.amazon.com/cli/latest/reference/cloudformation/activate-type.html
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"HookConfiguration": {
"HookInvocationStatus": "ENABLED",
"TargetOperations": ["RESOURCE"],
"FailureMode": "WARN",
"Properties": {
"ControlsToApply": "CT.IAM.PR.5,CT.EC2.PR.17,CT.S3.PR.12"

},
"TargetFilters": {
"Actions": [
"CREATE",
"UPDATE"

+ HookInvocationStatus : IREENABLED} Al /3 A5,

. TargetOperatlons RERESOURCEN , ANXRET EEHIH Hook M —XIFHE.

* FailureMode : iREJ} FAIL 5 WARN,

« ControlsToApply : EEEFANEZEHEK, IDs EXEZER , HSHAWS Control
Tower #5 H .

« (W% ) TargetFilters : X FActions , AL ECREATESREUPDATER & ( Bk
A ) kiZHIIeY 8 A Hook, CREATEAXIEEBIAIRF Hook BRI RBECREATEMITHRME, H
fiTargetFiltersBMETHo

3. fEALL T set-type-configurationis F AR EBIER JSON X4 RNARE, AGHNBEEBEREN
o

aws cloudformation set-type-configuration \

--configuration file://config.json \

--type-arn "arn:aws:cloudformation:us-west-2:123456789012:type/hook/My0rg-
Security-ComplianceHook" \

--region us-west-2

BRIk AR EF E 33 IR Hook
WMARTHEEDEEWE T 312406 Hook BT |, BIZRBIAT H B H MBI TK 7= il BR o
EERNZEHA Hook MA2EEMER , S HEZERFE A CloudFormation Hooke

T BRE T E 32 HIH Hook 10


https://docs.aws.amazon.com/controltower/latest/controlreference/controls-reference.html
https://docs.aws.amazon.com/controltower/latest/controlreference/controls-reference.html
https://docs.aws.amazon.com/cli/latest/reference/cloudformation/set-type-configuration.html
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o MIBRMK ™ R E T E3h 2 HIRY Hook (#2H& )
o« MIERIKP AR E T E 32 H/RY Hook )AWS CLI

fh BRI P AR BT 302 HE Hook ( EHIE )

I BRIk P o BT 332 H1HY Hook

1. EFK AWS BEIERF|A HE hitps://console.aws.amazon.com/cloudformat ion 3T FF
CloudFormation 2%l &

ERBMEH S M L | %R Hook FFTE AWS Xig BV E,

NS E #&H1%E$F Hooks.

£ Hooks TNHI £ , IFREIEMERMVE T E 22 HIH Hook,

%7 Hook 5518 B & k42 H LR “HIRR",

HRERREHIAN , BAEHSHRUBEIAMBRIEENIES | R5EE Delete,

o g K~ W DN

il BRI P A B F E 3032 H89 Hook (JAWS CLI

(® Note
ERFRES 2R, XFCREER. BXESZEER , FE5R EENIKSFERAFERES
(AWS CLI),

£ A LA T deactivate-type@n =15 M Hook , X & FHNEH Ik~ PR, AENSEEERSNA,

aws cloudformation deactivate-type \

--type-arn "arn:aws:cloudformation:us-west-2:123456789012:type/hook/My0rg-Security-
ComplianceHook" \

--region us-west-2

Guard 44

BEEEHK P P EH AWS CloudFormation Guard 48 |, #8490 B FiZ 4R K P X80 E
o, BUE Hook [ , BRI AERUE ZIESMK P M XA R IRERFER,

Guard 44 11


https://console.aws.amazon.com/cloudformation/
https://docs.aws.amazon.com/cli/latest/reference/cloudformation/deactivate-type.html
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BUE Guard Hook Bt , CloudFormation 7K BV EM TR AR EBUEM Hook BIE— 1MNKBERNFE
Hook, X AFHIZE Hook ZENEMEEEM. BEBMEN T WA RATE AWS K- MXEEE
.

£

« AWS CLI A EHN ST

« 4"E Guard HNKITH I EHR R IR
- EZROERFES

o EREYIKS HBUE Guard Hook

- EEEK,PHEEANBEE

o TEAREVIK P AP RR B B 4

AWS CLI fEABr E#MN TS

£/ Guard Hook B9 AWS CLI s 5 a3E :

« activate-typeFF 28 #E Guard Hook HiZ 12,

« set-type-configuration 3 Ik = H# Hook 3§ E B B IR

list-types 5l i #R K 77 H2 9 Hooko

describe-typelREIE X 4FE Hook B4FE Hook IRAMIFAFEE , BB SRRl ERE.
deactivate-type R B K = R B BR 2 BTBUERY Hooks

"E Guard HLNRIPEFHFF R R IR

AWS CloudFormation Guard  —# 7RI EREFEIES (DSL) , ATA T2l policy-as-code

o ZREBNBUMAER Guard {ERGIFN | iXLEH N BT EAE Guard Hook Hiz1TLA B3 iT4E
CloudFormation 1 AWS =imiE#| APl #4E, SRFERRFRNSTEAN THNTEEE N @A |
B XBURTFYREY Guard Hook H9iz1TREl, AL Guard Hook BB R E LA TR B R IRERRRIETT :
o BIREE

o MERRIRME

- ENESRE

EXBE Guard INIMWEZEE |, 5 W4%E AWS CloudFormation Guard #|

AWS CLI R ESN TS 12


https://docs.aws.amazon.com/cli/latest/reference/cloudformation/activate-type.html
https://docs.aws.amazon.com/cli/latest/reference/cloudformation/set-type-configuration.html
https://docs.aws.amazon.com/cli/latest/reference/cloudformation/list-types.html
https://docs.aws.amazon.com/cli/latest/reference/cloudformation/describe-type.html
https://docs.aws.amazon.com/cli/latest/reference/cloudformation/deactivate-type.html
https://docs.aws.amazon.com/cfn-guard/latest/ug/writing-rules.html
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F&

- BRIREESTIAN

< HRBEERT AN

- ERESREFTIAN

RIFBRETEAN

BLHEOE, EFIMBRERN , EHEA N TRIEE. Bl , REZ1TEH CloudFormation ik LA
BIBF AR , W RRECTERERIRIE, YHEMEMA Cloud Control API 812, EHFSMIBRER , Xt
WRRRIEE, B LU Guard Hook BLE N B4R , RESOURCEH EE4IMI TargetOperationsHt
& P #g B CLOUD_CONTROLIEME, YRHY Guard Hook & & RIZIERT , Guard 51 AT EERA A

£

- FERFBRAEZE

« =l Guard BIRBERA
- REEENTHAN

SF IR R AE R
Guard F iR A2 AT SR Guard HLNTFAERYEERE

BT R R B AR RBITAR

HookContext:
AWSAccountID: String
StackId: String
HookTypeName: String
HookTypeVersion: String
InvocationPoint: [CREATE_PRE_PROVISION, UPDATE_PRE_PROVISION, DELETE_PRE_PROVISION]

TargetName: String

TargetType: RESOURCE

TargetLogicalld: String

ChangeSetId: String

Resources:

{ResourcelogicalID}:
ResourceType: {ResourceType}
ResourceProperties:

{ResourceProperties}

Previous:

A Hook wE PRI #L M 13
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ResourcelogicallD:
ResourceType: {ResourceType}
ResourceProperties:
{PreviousResourceProperties}

HookContext
AWSAccountID

AWS ik @8 EE T EIR 1D,
StackId

ER BIRIEE—EB2 B9 CloudFormation Ak 3#EAL ID. MRFABFR=ES API, MIiZER

go

Lo

HookTypeName
IEEZ1TH Hook MY & o

HookTypeVersion

IEEiZ1THY Hook BYRRAR,

InvocationPoint

BEPERZITHBIME

B ME : (CREATE_PRE_PROVISION| UPDATE_PRE_PROVISION |DELETE_PRE_PROVISION)

TargetName

EETEBERER | HII0AWS: :S3: :Bucket,

TargetType
Blan , EFEITMEEY BAREBAWS : :S3: :Bucket, W T EARRE API BERHRIR , ILE
FfFRESOURCE A,

TargetLogicalld

EfEiFftTargetLogical I BRI, 1R Hook HI3KIE=R CloudFormation , MiX 2 % R
HB%E ID (bR RIBEEF ) o IR Hook 2R 2Z Cloud Control API , iX H — &
=

ChangeSetId

NS Hook MAMMITHWERE ID, WIREREEZHMH Cloud Control APl %, Hdelete-
stackiR{EB 3N create-stackupdate-stack , MLERZE,

A Hook wE PRI #L M 14
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Resources

ResourcelLogicalID

L2 {EB B 3IRT CloudFormation , ResourcelLogicalIDFi2 CloudFormation &4k A& RHY
Z%8 D,

Li24EM Cloud Control API B3A , Resourcelogical IDRERER, FF5, B4 ID MiE
R IDHAESE,

ResourceType
FIRMVEBIZRR (B0 - AWS: :S3: :Bucket )

ResourceProperties
EEENHNRRENENEMN. 2 Guard Hook 1% CloudFormation BIRZALEITH |, FATEK
B, SENERFEHFITLHEN. WRERIRTER , WtEFHZE,

Previous

ResourcelLogicallID

LI2ER B3R CloudFormation , ResourcelLogicalIDFi2 CloudFormation 14y # & R
B4 1D,

%32 4EH Cloud Control APl B3Rt , Resourcelogical IDRERFE, ZF5. BMEID Mid
R ID WAE,

ResourceType

HWIREEEZRR (0 - AWS: :S3: :Bucket )

ResourceProperties

EEEEANEFRMAXNETIELE. MREMERAR , NWbERF Iz,

T~ Guard ‘&iRIEER A

UTFREBMAERT — Guard Hook , B ZEREEFHAIAWS: :S3: :Bucket BIRE L, X2 Guard
A A F iR R B,

HookContext:

AwsAccountId: "123456789012"

StackId: "arn:aws:cloudformation:us-west-2:123456789012:stack/
MyStack/1a2345b6-0000-00a0-a123-00abc@abc000"

A Hook mE 53 MM 15
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HookTypeName: org::s3policy: :hook
HookTypeVersion: "00001"
InvocationPoint: UPDATE_PRE_PROVISION
TargetName: AWS::S3::Bucket
TargetType: RESOURCE
TargetlLogicalId: MyS3Bucket
ChangeSetId: ""
Resources:
MyS3Bucket:
Type: AWS::S3::Bucket
Properties:
BucketName: amzn-s3-demo-bucket
ObjectLockEnabled: true
Previous:
MyS3Bucket:
Type: AWS::S3::Bucket
Properties:
BucketName: amzn-s3-demo-bucket
ObjectLockEnabled: false

EEFZRRXENFETAEM , 5 WAWS::S3::Bucket,

RIRZEESFH AN

2 Guard Hook ITERIFEZLET , EBATHERA ZEHEENFIEHAN, ABRERRH AXTIX
N)##4TiRME, WREFEAMRNATEEK , Hook A KM, MREZEHKRWK , Hook FiLiE

R RBIZ—&KBFAN , AFiFEZObjectLockEnabledB M 2B truesZATHE
{AJAWS : :S3: :Bucket ®EIRER,

let s3_buckets_default_lock_enabled = Resources.*[ Type == 'AWS::S3::Bucket']

rule S3_BUCKET_DEFAULT_LOCK_ENABLED when %s3_buckets_default_lock_enabled !empty {
%s3_buckets_default_lock_enabled.Properties.ObjectLockEnabled exists
%s3_buckets_default_lock_enabled.Properties.ObjectLockEnabled == true
<<
Violation: S3 Bucket ObjectLockEnabled must be set to true.
Fix: Set the S3 property ObjectLockEnabled parameter to true.

>>

L AMEN AT AZTH , EFXAK , ERiZObjectLockEnabledE M RIZE Ntrue,

X Lo

7 Hook 4w B Fhi #LN


https://docs.aws.amazon.com/AWSCloudFormation/latest/TemplateReference/aws-resource-s3-bucket.html

CloudFormation Hooks F 6/

Resources:
MyS3Bucket:
Type: AWS::S3::Bucket
Properties:
BucketName: amzn-s3-demo-bucket
ObjectLockEnabled: false

S AN AT AZTH , ef8E , ERi&EObjectLockEnabledNtrue,

Resources:
MyS3Bucket:
Type: AWS::S3::Bucket
Properties:
BucketName: amzn-s3-demo-bucket
ObjectLockEnabled: true

4 Hook Sk B , sk LAY #L I fF 458 21 R4 189 Cloud Con CloudFormation trol APl, #IER 2R Guard
Hook BZiE 7 HEFMME , NG EMBEREEMMN KB, EARBESIEViolationMFix{EE.

HEAR R AEBR 3P FL I

B2, EH MR CloudFormation #i%AY | AT LU Guard Hook Bt & H MIFAFTERTF 1S |, H
A HERE LE HEAR IR AE KSR 1T, BT LA Guard Hook TargetOperations BB NIFHEEH I E
FRSTACKIR4E,

F&

« BhipstERE AR R

« fl Guard R IRER A
- HERTENRFAN

B skt A&
Guard HRIREN B AN EH Guard FNRHE T EiFEAEE CloudFormationt&E 4R,

LUT R ARV RBIFAR

HookContext:
AWSAccountID: String
StackId: String

A Hook wE PRI #L M 17
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HookTypeName: String
HookTypeVersion: String

InvocationPoint: [CREATE_PRE_PROVISION, UPDATE_PRE_PROVISION, DELETE_PRE_PROVISION]

TargetName: String
TargetType:STACK

ChangeSetId: String
{Proposed CloudFormation Template}

Previous:
{CloudFormation Template}

HookContext
AWSAccountID

AWS ik @& RFEHH ID,
StackId

ER HEMRIRE—EB 0 B9 CloudFormation 34k Y 3E4% 1D,
HookTypeName

IEFEIZ1THY Hook KY & #5o

HookTypeVersion

IEFEZ1THY Hook RYMRAS,

InvocationPoint
BEZEPEEETHNRIME,

B3{E : (CREATE_PRE_PROVISION| UPDATE_PRE_PROVISION |[DELETE_PRE_PROVISION)

TargetName
IE7E Tk BY AR BY B 7o
TargetType

L EJ HER R Hook IZTSTACKRT |, LLEN A,
ChangeSetId

NS Hook HAMMITHERLE ID. MRHEKRIEMER, Hdelete-stackREF S create-
stackupdate-stack , MILERZE,

A Hook mE 53 MM 18
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Proposed CloudFormation Template

f£3% 44 CloudFormationcreate-stack=supdate-stacki2EHIEE CloudFormation #ix{E, X
‘@FEEWMResourcesOutputs, MZEMWRABProperties, B LR JSON = YAML Z&F& |
BHERTIRMMWANE, CloudFormation

f£delete-stackigEd | HWENHZ,

Previous
R IhEBE Y CloudFormation # 4R, N5 IE1E S22 sk BRtERR | NILE R ZE,

Edelete-stackiZfE# , HEFHZ,

® Note
RENERRELE S HupdatetkRFcreate Wk, MERHERE , TREKRRE,

| Guard #ERRIRER A

TR Rl ARR T FHER TR ERN L r 5B EARE) Guard Hook, tbRHIFFEVENREER JSON 4%
o

HookContext:
AwsAccountId: 123456789012
StackId: "arn:aws:cloudformation:us-west-2:123456789012:stack/
MyStack/1a2345b6-0000-00a0-a123-00abc@abc000"
HookTypeName: org::templatechecker: :hook
HookTypeVersion: "0Q0001"
InvocationPoint: UPDATE_PRE_PROVISION
TargetName: MyStack
TargetType: CHANGE_SET
TargetlLogicalld: arn:aws:cloudformation:us-west-2:123456789012:changeSet/
SampleChangeSet/1a2345b6-0000-00a0-a123-00abc@abc000
ChangeSetId: arn:aws:cloudformation:us-west-2:123456789012:changeSet/
SampleChangeSet/1a2345b6-0000-00a0-a123-00abc@abc000
Resources: {
"S3Bucket": {
"Type": "AWS::S3::Bucket",
"Properties": {
"BucketEncryption": {

A Hook mE 53 MM 19
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"ServerSideEncryptionConfiguration": [
{"ServerSideEncryptionByDefault":
{"SSEAlgorithm": "aws:kms",
"KMSMasterKeyID": "KMS-KEY-ARN" },
"BucketKeyEnabled": true }

}
Previous: {
"AWSTemplateFormatVersion": "2010-09-09",
"Resources": {
"S3Bucket": {
"Type": "AWS::S3::Bucket",
"Properties": {}

}
}
}
HHRZE R AN

2 Guard Hook {43k EREY , EBEE THERZEWERENAENN, RERERTRE AN X LN
MFATIRE, WRETARNVEITFERY , Hook ek, MEZXBEXM , Hook LB,

AR AR —% Guard B , AT & REBEMAWS: :S3: :BucketRIREBETERNNE
#BucketEncryption , HiZEMSSEAlgorithmiZ E N aws : kmsHAES256,

let s3_buckets_s3_default_encryption = Resources.*[ Type == 'AWS::S3::Bucket']

rule S3_DEFAULT_ENCRYPTION_KMS when %s3_buckets_s3_default_encryption !empty {
%s3_buckets_s3_default_encryption.Properties.BucketEncryption exists

%s3_buckets_s3_default_encryption.Properties.BucketEncryption.ServerSideEncryptionConfiguratic
in ["aws:kms", "AES256"]
<<
Violation: S3 Bucket default encryption must be set.
Fix: Set the S3 Bucket property
BucketEncryption.ServerSideEncryptionConfiguration.ServerSideEncryptionByDefault.SSEAlgorithm

to either "aws:kms" or "AES256"
>>

LMW E N AT RRZTH , E2ETHfail,

A Hook mE 53 MM 20
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AWSTemplateFormatVersion: 2010-09-09
Description: S3 bucket without default encryption

Resources:
EncryptedS3Bucket:
Type: 'AWS::S3::Bucket'
Properties:

BucketName: !Sub 'encryptedbucket-${AWS::Region}-${AWS: :AccountId}"’

SN AT EIREZITE , ©ERIETTHIpass.

AWSTemplateFormatVersion: 2010-09-09
Description: S3 bucket with default encryption using SSE-KMS with an S3 Bucket Key

Resources:
EncryptedS3Bucket:
Type: 'AWS::S3::Bucket'
Properties:
BucketName: !Sub 'encryptedbucket-${AWS::Region}-${AWS: :AccountId}"’
BucketEncryption:

ServerSideEncryptionConfiguration:
- ServerSideEncryptionByDefault:
SSEAlgorithm: 'aws:kms'
KMSMasterKeyID: KMS-KEY-ARN
BucketKeyEnabled: true

ERERRETIAN

B2 CloudFormation ZE &5 , BALUF Guard Hook Bt B R IFEERFNEETEFRHENER , JME
IE T EERNAT,

£}

- BPTEERAEE

« T P EEERERA

- TEERENRPAN

BR3P A E & A&
Guard TEEH AR A HEH Guard FNIF(EREITE.

LT REXEMAN RO

A Hook wE PRI #L M 21
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HookContext:

AWSAccountID: String

StackId: String

HookTypeName: String
HookTypeVersion: String

InvocationPoint:

[CREATE_PRE_PROVISION, UPDATE_PRE_PROVISION, DELETE_PRE_PROVISION]

TargetName: CHANGE_SET

TargetType:CHANGE_SET
TargetLogicalId:ChangeSet ID

ChangeSetId: String
{Proposed CloudFormation Template}

Previous:

{CloudFormation Template}
Changes: [{ResourceChange}]

ResourceChanget@&iEER -

logicalResourcelId: String

resourceType: String
action: CREATE, UPDATE, DELETE

LineNumber: Number
#####4#: IJSON String

AfterCon: JSON String

HookContext
AWSAccountID

AWS IKF ZEEIFENE ID,

StackId

YER KR IR E—EB 9K CloudFormation B 4% 1D,

HookTypeName

I[EFEZ1THY Hook BB Fho

HookTypeVersion

I[EfEZE1TH Hook BIRR AN,

InvocationPoint

BLEZ B ERETHRIVE,

A Hook wE PRI #L M
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B{E : (CREATE_PRE_PROVISION| UPDATE_PRE_PROVISION |[DELETE_PRE_PROVISION)

TargetName
IE7£ Tk BY HEAR BY B 7o
TargetType

HERNERERBIH Hook Z1TCHANGE_SETEY , A LL{E.
TargetLogicalld

ZEFREEERN ARN,
ChangeSetId

NS B Hook AMIMITHERE ID, MRHKIFIER,. Hdelete-stackiR¥EB 3N create-
stackupdate-stack , MERZE,

Proposed CloudFormation Template

HNcreate-change-setiEEIRHAITE CloudFormation i, ©RIEARZ JSON = YAML F£F
$, BFBRTRENNE. CloudFormation

Previous

FREIIERER CloudFormation 184x, #05R IE 7SI kMl BR#EsR , MLLERZE,
Changes

ChangestR&E, X5|H 7T HIRER,

BEX

logicalResourceld

B B IR E 8 7R E Mo

resourceType

HEERNEIREKE,

action
IR ATHRERR,

B3%{E : (CREATE| UPDATE |DELETE)

A Hook mE 53 MM 23
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LineNumber
BiRh ETEHERNITS.
ELETX2ZH

B oEl BRE R JSON FR & ¢
{"properties": {"propertyl": "value"}}

AfterCon

B RFEIER JSON F1/F& ¢

{"properties": {"propertyl": "new value"}}

™ P ERESRRERA

UTREEAERT FERTEERN Guard Hook, ZAIEBEMERM T RERSIK. LRGIFHE

#EMA JSON &=,

HookContext:
AwsAccountId: "00000000"
StackId: MyStack
HookTypeName: org::templatechecker: :hook
HookTypeVersion: "00001"
InvocationPoint: UPDATE_PRE_PROVISION
TargetName: my-example-stack
TargetType:STACK
TargetlLogicalId: arn...:changeSet/change-set
ChangeSetId: ""
Resources: {
"S3Bucket": {
"Type": "AWS::S3::Bucket",
"Properties": {
"BucketName": "amzn-s3-demo-bucket",
"VersioningConfiguration":{
"Status": "Enabled"

}

Previous: {
"AWSTemplateFormatVersion": "2010-09-09",

7 Hook 4w B Fhi #LN
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"Resources": {
"S3Bucket": {
"Type": "AWS::S3::Bucket",
"Properties": {
"BucketName": "amzn-s3-demo-bucket",
"VersioningConfiguration":{
"Status": "Suspended"

}
Changes: [

{

"logicalResourceId": "S3Bucket",

"resourceType": "AWS::S3::Bucket",

"action": "UPDATE",

"lineNumber": 5,

"beforeContext": "{\"Properties\":{\"VersioningConfiguration\":{\"Status\":

\"Suspended\"}}}",
"afterContext": "{\"Properties\":{\"VersioningConfiguration\":{\"Status\":\"Enabled

\"}3}"
}

T EERERFRT AN
UTRRGIR—ZBFAN |, BT ITEX Amazon S3 MR ER , FREERZAN

HKVersionConfiguration#Z A,

let s3_buckets_changing = Changes[resourceType == 'AWS::S3::Bucket']
rule S3_VERSIONING_STAY_ENABLED when %s3_buckets_changing !empty {
let afterContext = json_parse(%s3_buckets_changing.afterContext)

when %afterContext.Properties.VersioningConfiguration.Status !empty {
%afterContext.Properties.VersioningConfiguration.Status == 'Enabled'

AR RIEPFIF
£ 802 Guard Hook Z 81 , TUB BT L REH -

HEE RIS 25
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- BUAMEZRNETFENRN, BEXEZER , BZH N Hook wEF AN,

« B2 Hook WAFSHABLNEREBNNRT BERE Hook, BXEZER , HZHE I
CloudFormation Hook & F IAM R,

« EffH AWS CLI 4T & T ES6|3 Guard Hook , BAMFzIEER IAM R EEHHITAEB
F1F CloudFormation A Guard Hook FY{ES1EKEE,

A Guard Hook BIZ#H1TA®
Hook £ AHITABRIRBERFPEAZ Hook FTERIRR AWS K,

WMREMNF B Guard Hook , MIATA BBl A6 AWS EEEFIE ; BN, BLMECIBLA
&

LA EB 5 [a) 48 FR 7R a0 el i E A PR LA 22 Guard Hooko
FTEMNINER
ZE (AM BFiERE) EREENEEXERUEACHNIES K FREENEEXRKEIERE,

RE , TRATSRRKIREZAINR :
1. RUTRENPRREH INEZR T2 Guard Hook K IAM &,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"s3:ListBucket",
"s3:GetObject",
"s3:GetObjectVexrsion"
]I
"Resource": [
"arn:aws:s3:::my-guard-output-bucket/*",
"arn:aws:s3:::my-guard-rules-bucket"
]
}I

HEE RIS 26


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-custom.html

CloudFormation

Hooks F 6/

{
"Effect": "Allow",
"Action": [
"s3:PutObject"
1,
"Resource": [
"arn:aws:s3:::my-guard-output-bucket/*"
]
}
]
}
2. BYOAEFMEERE , BFEN Hook KAZABKHNR, UATERTETUERANESERRE
R,
JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": [

"hooks.cloudformation.amazonaws.com"

1
1,

"Action": "sts:AssumeRole"

EVREY K 7= HB0E Guard Hook

UTEBMERR T ARSI IK S FB0E Guard Hook |, IX# € Rt A SR BUE Z £ 09 Ik 7= F (X 35

EF

e

« BUE Guard Hook ( E4LAR )
- BUEEBRHE (AWS CLI)

BUEEMY

27
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« HXHR

5E Guard Hook ( EHLAR )

BUE Guard Hook LATE#REY MK P e {E

1.

o & w0 DN

Bk AWS BEIBRE|A HTE hitps://console.aws.amazon.com/cloudformat ion 3T FF
CloudFormation #&l4&

EREMIBHSMEL | EBREBSIZE Hook in AWS Xig W&,
EENNSMERS |, 1% Hooko
£ ES TEL &R RIEEN  RERR W,

MRIEE RSB EMBF AN |, BOIRENHPAN , FEHEFME Amazon S3 1 , RFRE LT
B, B2EFNROIMNGEE Guard H ST {4 B3 4 58 B9 BRIt 62 o

MREEZORTHPANITELEMHE S3 b, FRET—5,

(® Note
FHEE S3 PN RUMEEUTXHY BEZ— : .quard.zip., =H.tar.gz

¥ F Guard Hook KR , ERFEHBFIF AN FEMIE S3 B, BIHITUTRE -

« XF S3URI, FIEEHN 4K S3 BEE , SLEFEAX Y S3 R T F X EHE RN 8 FikF S3
PUE

o (A ) RTFNREA , IREH S3 F#AED A 7 RAES , WA LLUERER S3 WRIVIFER
R,
)% Hook B , Guard Hook &M S3 TEIEHMN ., RPFIEENE RSMIK , BB
Ef & Guard Hook B} FA R 2N,

( Ak ) X F S3 FEME for Guard Hi HHIRE |, BREE—/ S3 FMEXEFEM Guard IHIRE. It

RESEHEMN Guard MNBIFLE R,

ERBHEIRE BT, BERUAT®E — :

o EA “EAIEM Guard MNFEEER —MNEEE SEEFEREH Guard N FFERNRE —NE
B

- EETREMN S3 EHEBAMKEM Guard i HIRS .

BUOREM 28


https://console.aws.amazon.com/cloudformation/
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8. (Hit)BRIFBFANMASH , REHE “RENHFANMASHRFHEE S3 - TREUTE

B .

/BN .

« XF S3URI, BEESHXHH S3 AR R S3 LHAITF X FERRZ M MEE S3 X

Ko
o (TR ) NTXRRRAE , MRER S3 FEES A T RAES , NATSUERE S3 X REVEFER
Ko

9. iij:%-lt_io
10. £ Hook B#H |, BT &I 2 — :
s BE—AFEENHEREEN  ZBMEEZ/EPrivate: :Guard: : /i, a0, IR
AMyTestHook , MISTEM Hook B¥E NPrivate: :Guard: :MyTestHooko
- FRAUTHEINIEHTERN Hook B ( tHFH 5

# ) : Provider: :ServiceName: :HookName

11. 3T Hook B#r , FEBRETEHNAR :

o« HER-ERAF IR, ERTSUMIBRHERR B T AR AR AR

- BR-EAFEFHERM TS SN RRAEL,

- FRE-EAPYEEREMTEITNER.

- =iEH APl — B =S AP | BRI, EIHMIERIEE,
12. 7 “BE B ERWLLERE (IR, BEFH. BBER ) FEREHN Hook,
13. X F Hook 8= , &MWL K METEHH@A S

- BH-MAFRHES , BRATSRERTRE, SN TEXBRIESESREREM,
« RW-FHIERERSHT, XBEPTHIFERHNEAREZEBEK.

14, JIFHTEE , iE8F Hook BEH IAM BERXKN SIRFELENEIHN , HALLUEREREHMAMN
Guard f tHIRE . &AL CloudFormation RIFBEZI A ZAIENITAE L LUIEECHENA
&,

15 ﬁj:%-lt_zeo
16. ( Ak ) 3T Hook TIEES , BHMITUATRE -
a. MERFIFLES  EEBLFREZTLIBM Hook. KA T MRS ARX K IRIE A
Hooko
b. EMEFRMR , EENAHKRBAMIMELACFESNZE -

BUOREM 29


https://docs.aws.amazon.com/cloudcontrolapi/latest/userguide/what-is-cloudcontrolapi.html

CloudFormation Hooks A5/
- IEHKENIHKRAE — AEYMBEEENT ISR MITER , F2@A Hook.
s T AIHKRBMIHEKAR — MREENTESFPEDLE —NEE , NFAEA Hook,

(® Note
34T Cloud Control API #4F , Fi /8 Ak & BRI EAR A 5 ik 25 BRI 4 2 B o

c. XTFHAREN , £ Hook A IS RNIERRIGEHK.
- WTEE , FEEEESNHEREN, SRBERE—/MID S EMMER | BERALE
B, RBWIIRFIEENMERT A Hooko

o XITHERR | FIEEBHRRAVHER BN, SRBERSEOHER LA Hook BHR—ERBEMN
HEAREY | B ERALIET. BRUCALFIH ARSI | FRE BRI E A Hook,

d. XNFHKRAE  ERFEXEKN IAM ABE Hook AAT S EHBRISEHK,
« X{F Include , IHFE—IPHZN IAM A& ARNs REMLSXLEABXRBKN#K, REHRX
165 3R HRIREST 218 A Hook.

« XMTHERR , ¥ ARNs N EHRIHEREE - MRS IAM A€, Hook REREEAEGR
ZHYER 2 SNV A AR A

17 ii*%jt_io
18. B “EFHRET NMHL K EFLEN®REFE, EFTENR , BEMEXIBOIERERE,
19. HERFHERER | EF BURER,

BUREME (AWS CLI)

ERERECH |, FRIANZEQESTIHNFFEL Hook REANNITAR, EXESZEE , 5
F4mE Guard FNIKFE B HEE R R IRFM AN Guard Hook BIERITA R,

#UE Guard Hook LATEREYIK = H & A (AWS CLI)

1. EFRBUE Hook , AL Tactivate-typetn s , AZHNSEESIR SNV, SR Hook
FREN AWS IKFIEERITAR,

aws cloudformation activate-type --type HOOK \
--type-name AWS::Hooks: :GuardHook \
--publisher-id aws-hooks \

BUOREM 30


https://docs.aws.amazon.com/cli/latest/reference/cloudformation/activate-type.html
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--type-name-alias Private::Guard::MyTestHook \
--execution-role-arn arn:aws:iam::123456789012:role/my-execution-role \
--region us-west-2

2. ESERHUE Hook , #7fEMA JSON BLE XXt H#ITEE.

Efcatip TRIRZEBUT LAY JSON X, AXESEER , BESH EUERERWELSE,

$ cat > config.json
{
"CloudFormationConfiguration": {
"HookConfiguration": {
"HookInvocationStatus": "ENABLED",
"TargetOperations": [
"STACK",
"RESOURCE",
"CHANGE_SET"
1,
"FailureMode": "WARN",
"Properties": {
"rulelLocation": "s3://amzn-s3-demo-bucket/MyGuardRules.guard",
"logBucket": "amzn-s3-demo-logging-bucket"
},
"TargetFilters": {
"Actions": [
"CREATE",
"UPDATE",
"DELETE"

« HookInvocationStatus : iREENABLEDN Al /5 FH#E44,
- TargetOperations : }§%E Hook iM%,
« FailureMode : I &N FAIL = WARN,

« rulelLocation : BN EFEMFHANE S3 URl, FHE S3HHUNKMMEGEUTIHT BEZ
— : .guard.zip, M, .tar.gz

« logBucket: ( W% ) A Guard JSON IREFEE S3 EHEEH B FRo

- TargetFilters : #EEMAA Hook MIIRIERE,
B 3
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3. fEALL T set-type-configurationip AR GBI JSON XHRBARE, AENBEEZSRE
o

aws cloudformation set-type-configuration \
--configuration file://config.json \
--type-arn "arn:aws:cloudformation:us-west-2:123456789012:type/hook/MyTestHook" \
--region us-west-2

R 2R

BNRHETERRE , B LIERX LRGSR T U4 CloudFormation H#Eik &R
A BE Guard Hook. BXEZEER , 5@ (AWS CloudFormation B #5r) HAY
AWS::CloudFormation::GuardHook,

ERAKFHIFEHEHANBEE
BUE Guard Hook B, BRI LUK Amazon S3 MBI ENES M EIREN B R, BUERE , Hook £8
G Guard FINRIFE R FRERENFEREP, RE , B EE Amazon S3 BHIAPRERX

gk

1£ Amazon S3 ##l & &EF Guard Hook B&
& %E Guard Hook % B &304

1. &%, https://console.aws.amazon.com/s3/
ERBMIHSMEF | EFEN AWS X,
1% % Buckets,

BN Guard F IR ERNFER,

R E R U A RS B S
ERERETHNMHERT A XHHITES.

o a0 &~ BN

FEARBOIK P o il BR B 37 40
LB RABEECHMEN Guard Hook i , R T SHGEMEHIMK P F IR

EEREZERA Hook MAFEMBR , ESHZEAFE A CloudFormation Hooko
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https://docs.aws.amazon.com/cli/latest/reference/cloudformation/set-type-configuration.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/TemplateReference/aws-resource-cloudformation-guardhook.html
https://console.aws.amazon.com/s3/
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EH
- MIBRIKSHAVETEN (EH)
o MIBRIRIK A B9 BRI (AWS CLI)

BRIk S AV E DS ( E)

T BRI IR P AR Y B AR

1. & AWS BEZE|A HE hitps://console.aws.amazon.com/cloudformat ion 3T FF
CloudFormation #4154,

EREBEMIH S M L | %R Hook FFFE AWS Xif BV E,

NS B #&H1%EEF Hooks.

EEHATEL , REEMBRE P EHS,

1% Hook 5518 B EikAEHIEFE “HIRR"S

URSGRTERIAR |, BAESWBHRUBIARBRIEEMNES , REIER Delete,

o g M w DN

T BRYR UK 7= H Y B R #EES (AWS CLI)

(® Note
ERERESCE , KTAREER. BXEZER , SR EENKS HEAHEAEH
(AWS CLI),

£ A LA T deactivate-type@n =18 A Hook , X EHMNEW K~ PR, AEZNSEEER SNV,

aws cloudformation deactivate-type \
--type-arn "arn:aws:cloudformation:us-west-2:123456789012:type/hook/MyTestHook" \
--region us-west-2

Lambda #£44

EHELNIKS P ER AWS Lambda #E4 , S4EN EERZEMRNIKS MXEBOEES, BUE
Hook f& , & A AT BUS 12358 89 IK 7 M XS Ay #ER IR E R 62 A

Lambda 44

33


https://console.aws.amazon.com/cloudformation/
https://docs.aws.amazon.com/cli/latest/reference/cloudformation/deactivate-type.html
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BUE Lambda #4£48% , CloudFormation 2K EMERF AN EBENEHCE—MNRBENLETE
H, XATRIZE Hook BENEMNEERME. BEBMEN T RATE AWS Ik MXEEEE
),

£

« AWS CLI BT A Lambda HEHH S

B Lambda B KT Lambda H# R IR
- EZBIE Lambda &4

o EENIKS HBUE Lambda H44

« EELKFS P Lambda EHHAE

o MIBREMK B EY Lambda 44

AWS CLI BT A Lambda E4H S

£/ Lambda #4989 AWS CLI S 3¥E :

- activate-type/a 3 Lambda EH#HBUER

- set-type-configuration K 7 1 #Y Hook 15 E Bt B #iE

* list-types Il HR K 1 HY Hooko

« describe-typeiR EIE X4 E Hook H45E Hook IR AW FMEE. , BIEZHaIE B HIE.
« deactivate-type WK ik = R B BR 2 BIBUER Hooko

12 Lambda BECKR 1T Lambda HEH# R IR

CloudFormation Lambda Hooks f2 i B 2 B9 B E X R 1B # 17114 CloudFormation 1 AWS =imi#
#l APl #1E, 28 Hook AJLAPE LLIREGREH 1T , AEMBAERHESH AT RERESHT, QIR
Lambda #F£8t , AU EERE A EBRIFELLTE%E . CloudFormation

- BIRRE

- MERIRE

- ERESRE

£
« JF& Lambda 454

AWS CLI A F £ Lambda E#HH @S 34


https://docs.aws.amazon.com/cli/latest/reference/cloudformation/activate-type.html
https://docs.aws.amazon.com/cli/latest/reference/cloudformation/set-type-configuration.html
https://docs.aws.amazon.com/cli/latest/reference/cloudformation/list-types.html
https://docs.aws.amazon.com/cli/latest/reference/cloudformation/describe-type.html
https://docs.aws.amazon.com/cli/latest/reference/cloudformation/deactivate-type.html
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« £ Lambda #5114 R IRIE/E
« {EA Lambda 51T R IR/E
o £ Lambda HE#IIP AT EEIRE

FF & Lambda #£44

X Hook A A{RHY Lambda Bt , ERFEF KL 30 #4pik Lambda G A, Lambda iR

JSON MRL , 5 REHR R IER KM,
ES ]

- BEREA

L CIVE PN

« 1P

BER@A
f£3% 4 Lambda BBV 5 ABURT Hook B #RIR1E (B4 : Kk, REREHRE ) .
DJVETN

R T EEBIERKIIR KM AT E Hook BATEE |, 8# Lambda BREEEIRE JSON MRz,

LA 2 Hooks HASE {9 57 B9 7R I AR

"####" . "SUCCESS" or "FAILED" or "IN_PROGRESS",

"errorCode": "NonCompliant" or "InternalFailure"

"message": String,

"clientRequestToken": String,

"###H#H4" 0 None,

"callbackDelaySeconds": Integer,

"annotations": [

{

"annotationName": String,
"status": "PASSED" or "FAILED" or "SKIPPED",
"statusMessage": String,
"remediationMessage": String,
"remediationLink": String,

& —

"severitylevel": "INFORMATIONAL" or "LOW" or "MEDIUM" or "HIGH" or "CRITICAL"

FEHBIE Lambda B

35



CloudFormation Hooks F 6/

}
]
}

HEERE
HEHIVRS, EFBRABEFTR,

B3E : (SUCCESS| FAILED |IN_PROGRESS)

® Note

Hook ® —JL,{J_IEI IN_PROGRESS 3 X, MR KRREEMLR , Hook LM, XF Lambda
B4 XEREEMN Lambda BB SEZ A UIEA 3 X,

errorCode

ERBRERBETTEABBENTY , REEHWARERETHIR , AWML TITfh, MREH
RN, W7 BN HEF B

BHME : (NonCompliant|InternalFailure)

message

LERAERNHEE , WAEHRIHAMNER,

(@ Note

1T & CloudFormation ##4ERT |, L FERMEE M 4096 NFHFo
1£1F{& Cloud Control API #21ERT | Lk ER#EEMI N 1024 NERF,

clientRequestToken

BN Hook BERIA AMBHINERTE. LFBRNBMEFE,
@i £ T3

MRIEEBHhookStatus , M IN_PROGRESS&&EiE —MNFNNLETX , ZETXEEHEA
Lambda BEEHE N I AR,
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callbackDelaySeconds

Hook RI1Z% 2 A X 8E B IR X4 Hooko

annotations

—RIGERVR , IRBREZFARFE NI KIEF.
ERBE

ERBRBFRRAT
status

Hook IHARES. SEMRTEREN , XQREA , HET/ KM TGS AN

BWE : (PASSED| FAILED |SKIPPED)

statusMessage

X EERSH AR

*NRCE R
XTFIEEFAILEDIRSH RN, Flan |, REFFRERD I | N 7] LA BE 204r] 9 % IR B & 7 hnbn
& [E854%

ATIRIME S g HTTP Mk,

severityLevel

EMEEALRBERITHEXAEN R, £H Hook HRALERIETEMRFIE , BANSE
AWS Security Hub CSPM = E 44228 |, BALAEN A2 H B LAY B3R B89 =6,

B%K{E : (INFORMATIONAL| LOW | MEDIUM | HIGH |CRITICAL)

=l

BAF 25X 2 W B2 49 - 431

{
"hookStatus": "SUCCESS",
"message": "compliant",

RNEHBIE Lambda B 37
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"clientRequestToken": "123avjdjk31"
}

LA a1 K T #9 R4

"hookStatus": "FAILED",

"errorCode": "NonCompliant",

"message'": "S3 Bucket Versioning must be enabled.",
"clientRequestToken": "123avjdjk31"

fE A Lambda =514 B IR ERE

BHEOE, EFIMRTIRST , FRA N RRIRE, Fla0 , MREIZITEF CloudFormation H#
BRUBIBFHER , R RESTERKERIRIE, HEMEMA Cloud Control API B2, FRTEMIBRE
RAET | X N RIRIEIE, BT LU CloudFormation Lambda 344 & 3 B #RRESOURCE ##E
f#jTargetOperationsEl &+ HICLOUD_CONTROL#EE,

(® Note

HREEMEA Cloud Control APl delete-resource FHE/EA X BSMIRERE , T42AH
delete Hook 43 2 F CloudFormation delete-stacko

£}

« Lambda Hook &R# AiBE

« Lambda Hook & JRZEFE i A =4l
- AT RFERIEN Lambda BEERHI

Lambda Hook &R AiE %

LHIEH Lambda #i8 A T RIRREN , BFKRE—/ JSON A , HREEREEE. BEWHNEM
X5 Hook AM<H ET X,

LLTF 2 JSON % AR RBIFEAR

RNEHBIE Lambda B 38



CloudFormation Hooks F 6/

"awsAccountId": String,
"stackId": String,

"changeSetId": String,

"hookTypeName": String,
"hookTypeVersion": String,

"hookModel": {
"LambdaFunction": String

iy
"actionInvocationPoint": "CREATE_PRE_PROVISION" or "UPDATE_PRE_PROVISION" or
"DELETE_PRE_PROVISION"

"requestData": {
"targetName": String,

"targetType": String,

"targetlLogicalId": String,
"targetModel": {
"resourceProperties": {...},
"previousResourceProperties": {...}

}

iy

"requestContext": {
"##": 1,
i null

}

}
awsAccountId

AWS ik @8 EE T EIRN 1D,
stackId

LLER1EFRE CloudFormation MR ID. MRFEAAR=ES API, NILFEBAZE,
changeSetId

B3I Hook A ENER ID. MRRFFEERH Cloud Control API 2, = delete-stacki®{E
B3IH create-stackupdate-stack , MIERNZE,

hookTypeName

IE#521TH Hook KV & .

hookTypeVersion

I[EfEE1TH Hook BIRR AN,
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hookModel

LambdaFunction

HEE49A AR 2 Lambda ARN,

actionInvocationPoint
REZEFPEHEITHBIME.

B E : (CREATE_PRE_PROVISION| UPDATE_PRE_PROVISION |[DELETE_PRE_PROVISION)
requestData

targetName

ERIFEREAREE | FIIAWS: :S3: :Bucket,
targetType
Flan | EETER BFRERAWS: :S3: :Bucket, W TFEA=EE API EZW AR , ILE
fFRESOURCE o
targetLogicalld
IEFE AR R IRRYIZESE ID. 2R Hook ARINKIRZ CloudFormation , X2

CloudFormation iy R E X HIZE AR ID, Rtk Hook 18 H#YKIERZ Cloud Control API , I
XFER— I HEE,

targetModel

resourceProperties

EEERNRFRNENEE. MREMBRTR , WHLESNZE,

previousResourceProperties

S EEEBINBEREKNEME, MREZTCNERR , WHE™/FHZE,
requestContext

i A

HB= 1A MIT Hook =,
IR 4

R Hookwas i%iE N IN_PROGRESS , ¥} BcallbackContext2iRE , M HEEFHBARF
HIEXE,
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Lambda Hook &R 2E & 4 A R4l

LT REBALERT — Lambda 4 , ©REKREEFNAIAWS: :DynamoDB: : TableHRENL , H
# of ReadCapacityUnits M 3 EdProvisionedThroughputf 10, X2 Lambda ™ Fi¥{4
R,

"awsAccountId": "123456789012",
"stackId": "arn:aws:cloudformation:us-west-2:123456789012:stack/
MyStack/1a2345b6-0000-00a0-al123-00abc@abc000",

"hookTypeName": "my::lambda::resourcehookfunction",
"hookTypeVersion": "00000008",
"hookModel": {

"LambdaFunction": "arn:aws:lambda:us-west-2:123456789012:function:MyFunction"
b
"actionInvocationPoint": "UPDATE_PRE_PROVISION",
"requestData": {

"targetName": "AWS::DynamoDB::Table",

"targetType": "AWS::DynamoDB::Table",

"targetlLogicalId": "DDBTable",

"targetModel": {

"resourceProperties": {
"AttributeDefinitions": [

{
"AttributeType": "S",
"AttributeName": "Album"
b
{
"AttributeType": "S",
"AttributeName": "Artist"
}

1,

"ProvisionedThroughput": {
"WriteCapacityUnits": 5,
"ReadCapacityUnits": 10

},
"KeySchema": [
{
"KeyType": "HASH",
"AttributeName": "Album"
b
{

"KeyType": "RANGE",
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"AttributeName": "Artist"

I
"previousResourceProperties": {
"AttributeDefinitions": [

{
"AttributeType": "S",
"AttributeName": "Album"
.
{
"AttributeType": "S",
"AttributeName": "Artist"
}

1,

"ProvisionedThroughput": {
"WriteCapacityUnits": 5,
"ReadCapacityUnits": 5

},
"KeySchema": [
{
"KeyType": "HASH",
"AttributeName": "Album"
.
{
"KeyType": "RANGE",
"AttributeName": "Artist"
}
]

1,

"requestContext": {
"invocation": 1,
"callbackContext": null

EEEZRRRENFETAREY , 2 AAWS::DynamoDB::Table,

BT R IREEN Lambda BRI

UTR— I EENEE , ©42lk DynamoDB MEMIRRERER KM , DynamoDB &= 15 of IRE
JReadCapacityAF ProvisionedThroughput 10 f9{E, MREFERTL , NR@EFELEE RHE

RNEHBIE Lambda B
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https://docs.aws.amazon.com/AWSCloudFormation/latest/TemplateReference/aws-resource-dynamodb-table.html
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£ “ReadCapacity ELEBIEH", MRFERBEIUELW , MEFEBHFEMK , REHF “ReadCapacity FaEE T
107

Node.js

export const handler = async (event, context) => {
var targetModel = event?.requestData?.targetModel;
var targetName = event?.requestData?.targetName;
var response = {
"hookStatus": "SUCCESS",
"message": "ReadCapacity is correctly configured.",
"clientRequestToken": event.clientRequestToken

¥

if (targetName == "AWS::DynamoDB: :Table") {
var readCapacity =
targetModel?.resourceProperties?.ProvisionedThroughput?.ReadCapacityUnits;
if (readCapacity > 10) {
response.hookStatus = "FAILED";

response.errorCode = "NonCompliant";
response.message = "ReadCapacity must be cannot be more than 10.";
}
}
return response;
};
Python

import json

def lambda_handler(event, context):
# Using dict.get() for safe access to nested dictionary values
request_data = event.get('requestData', {})
target_model = request_data.get('targetModel', {3})
target_name = request_data.get('targetName', '')

response = {
"hookStatus": "SUCCESS",
"message": "ReadCapacity is correctly configured.",
"clientRequestToken": event.get('clientRequestToken')

if target_name == "AWS::DynamoDB::Table":
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# Safely navigate nested dictionary
resource_properties = target_model.get('resourceProperties', {})
provisioned_throughput = resource_properties.get('ProvisionedThroughput',

)
read_capacity = provisioned_throughput.get('ReadCapacityUnits')

if read_capacity and read_capacity > 10:
response[ 'hookStatus'] = "FAILED"
response['errorCode'] = "NonCompliant"
response[ 'message'] = "ReadCapacity must be cannot be more than 10."

return response

£/ Lambda #5317 {4 4R 4E

BULEATERCE, EHMSMERERE |, &0 LUFEM CloudFormation Lambda Hook B & M
L EARTTIA | FTAERE L AR IR VEDR SR 1T, SR AT LT CloudFormation Lambda 43 & Jy 44
EliE P HISTACKIREB #5, TargetOperations

£

« Lambda Hook ik A&

« Lambda Hook 4% & ot A Rl

- AT HARIRIEN Lambda EEURSI

Lambda Hook %5 AiE %

HIRH Lambda #18 A AR ITHR R ERT | B KRE —NEE Hook A L TXHMiER LT XH JSON
K, actionInvocationPointMF CloudFormation #4REI K/NEAK Lambda BEUEZ HY 5 A
KNER , BILEBRERFEMTE Amazon S3 WRHF, i ArequestData@IEEE S — MR
Amazon S3 % URL , HH 3 Y el MBIV ERRZA

LA = JSON % AR RBIFEAR

"clientRequesttoken": String,
"awsAccountId": String,
"stackID": String,

"changeSetId": String,
"hookTypeName": String,
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"hookTypeVersion": String,
"hookModel": {
"LambdaFunction":String

iy

"actionInvocationPoint": "CREATE_PRE_PROVISION" or "UPDATE_PRE_PROVISION" or

"DELETE_PRE_PROVISION"

"requestData": {
"targetName": "STACK",

targetType": "STACK",
"targetlLogicalId": String,

"payload": String (S3 Presigned URL)

iy

"requestContext": {

"invocation": Integer,
"callbackContext": String

clientRequesttoken

BN Hook BRIVA AMBRHINERTE. LFBRNBMEFE,

awsAccountId

AWS Ik @& [ETE TG A#ERA 1D,
stackID

B H#E CloudFormation % ID.
changeSetId

B3 Hook M ENER ID, MEHKLZTERH Cloud Control API 5, Zidelete-stacki®E

BN create-stackupdate-stack , MERZE,
hookTypeName

IEH#Z21TH Hook KV & o

hookTypeVersion

IEEIZ1THY Hook YRR,
hookModel

LambdaFunction

A AR 2 E Lambda ARN,

FEHEE Lambda B
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actionInvocationPoint
REZEHPEHEITHBIMNE.,

B & : (CREATE_PRE_PROVISION| UPDATE_PRE_PROVISION |[DELETE_PRE_PROVISION)
requestData

targetName

XAMERZ STACK,

targetType

XAMERZ STACK,

targetlLogicalld

HHR BT
payload

Amazon S3 £ & URL , EHEE - M2 LRI Mz sl ERE LK JSON R,

requestContext

MRIEEFEHREA Hook , NIFFHZE X R,
invocation
HETE RN IT Hook B

callbackContext

R Hook i E N IN_PROGRESSHcallbackContext2iRE , NEFEEFHEAN HIMEX
g,

BFREFEFHpayloadBHERENRBEZRIMN URL. —BEEWE URL , RRLEBE—1NMEEUT
RHHINR

{
"template": String,
"previousTemplate": String
}
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template

Rt create-stack@mHIZE CloudFormation #ikupdate-stack., E R ELZE JSON % YAML
FRE  BEABRTRMENHNE. CloudFormation

fEdelete-stackigfErh | WWER N,

previousTemplate

Z B9 CloudFormation #1x, ©A UL JSON & YAML &% , E4ARRTFEHAANES,
CloudFormation

Edelete-stacki®fEd , HEFHZ,

Lambda Hook % 5 St % A 7R 4

DT RERTEMANTA, Hook EEFME—MER , ZEKObjectLockEnabledFEH A true ,
FHAIT —4 Amazon SQS A%l :

"clientRequestToken": "f8da6dl1l-b23f-48f4-814c-0fb6a667f50e",
"awsAccountId": "123456789012",
"stackId": "arn:aws:cloudformation:us-west-2:123456789012:stack/
MyStack/1a2345b6-0000-00a0-a123-00abc0abc000",
"changeSetId": null,
"hookTypeName": "my::lambda::stackhook",
"hookTypeVersion": "00000008",
"hookModel": {
"LambdaFunction": "arn:aws:lambda:us-west-2:123456789012:function:MyFunction"
b
"actionInvocationPoint": "UPDATE_PRE_PROVISION",
"requestData": {
"targetName": "STACK",
"targetType": "STACK",
"targetlLogicalld": "my-cloudformation-stack",
"payload": "https://s3...... "
},
"requestContext": {
"invocation": 1,
"callbackContext": null
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AT R TpayloadRfilrequestData :

"template": "{\"Resources\":{\"S3Bucket\":{\"Type\":\"AWS::S3::Bucket\",
\"Properties\":{\"ObjectLockEnabled\":true}},\"SQSQueue\": {\"Type\" :\"AWS::SQS: :Queue
\",\"Properties\": {\"QueueName\":\"NewQueue\"}}3}1}",

"previousTemplate": "{\"Resources\":{\"S3Bucket\":{\"Type\":\"AWS::S3::Bucket\",
\"Properties\":{\"ObjectLockEnabled\":false}}}}"

}

FAFH#AR B AER Lambda B BURBI
UTRAIR—IMEENEYE , © TEHERBRERTRNAT , @TER JSON HIREISUCCESS,
Node.js

export const handler = async (event, context) => {
var targetType = event?.requestData?.targetType;
event?.requestData?.payload;

var payloadUrl

var response = {
"hookStatus": "SUCCESS",
"message": "Stack update is compliant",
"clientRequestToken": event.clientRequestToken

try {
const templateHookPayloadRequest = await fetch(payloadUrl);
const templateHookPayload = await templateHookPayloadRequest.json()
if (templateHookPayload.template) {
// Do something with the template templateHookPayload.template
// JSON or YAML
}
if (templateHookPayload.previousTemplate) {
// Do something with the template templateHookPayload.previousTemplate
// JSON or YAML
}
} catch (error) {
console.log(error);
response.hookStatus = "FAILED";
response.message = "Failed to evaluate stack operation.";
response.errorCode = "InternalFailure";

}

return response;

RNEHBIE Lambda B
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i

Python

E# M Python , IREES AZrequestsiE, Atk , EFEEECE Lambda HEBET RN ZEDEE
HBGH, BXELZEL , H23H (AWS Lambda F XA RFERE) FHGIETEKRBINN . zip 2B
Do

import json
import requests

def lamnbda_handler(event, context):
# Safely access nested dictionary values
request_data = event.get('requestData', {3})
target_type = request_data.get('targetType')
payload_url = request_data.get('payload')

response = {
"hookStatus": "SUCCESS",
"message": "Stack update is compliant",
"clientRequestToken": event.get('clientRequestToken')

try:
# Fetch the payload
template_hook_payload_request = requests.get(payload_url)
template_hook_payload_request.raise_for_status() # Raise an exception for
bad responses
template_hook_payload = template_hook_payload_request.json()

if 'template' in template_hook_payload:
# Do something with the template template_hook_payload['template']
# JSON or YAML
pass

if 'previousTemplate' in template_hook_payload:
# Do something with the template
template_hook_payload['previousTemplate']
# JSON or YAML
pass

except Exception as error:
print(error)
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response[ 'hookStatus'] = "FAILED"
response[ 'message'] = "Failed to evaluate stack operation."
response['errorCode'] = "InternalFailure"

return response

ff£A Lambda #E 1P T EERE

FYEOEERER |, #ALUFEM CloudFormation Lambda Hook B2 7 B il T B E e 3
ATRERE IE E 31T, BRI LUK CloudFormation Lambda ¥4 & 7 £ Bl & Y CHANGE _SETH#R/EH
¥ro TargetOperations

Ui
» Lambda Hook E R &EH AiEx

« 15l Lambda I E REE X5 A
« ATEZEEREN Lambda BEURSI

Lambda Hook E i &EH A5 x

TEEEFNRASHERIRERL , BRVBMHArequestDatalt BEXERSI AN RIFEES
&Ko

LT 2 JSON % AR RBIFEAR

"clientRequesttoken": String,
"awsAccountId": String,
"stackID": String,

"changeSetId": String,

"hookTypeName": String,
"hookTypeVersion": String,

"hookModel": {
"LambdaFunction":String

}I

"requestData": {
"targetName": "CHANGE_SET",

targetType": "CHANGE_SET",
"targetlLogicalId": String,
"payload": String (S3 Presigned URL)

}I
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"requestContext": {
"invocation": Integer,
"callbackContext": String

clientRequesttoken

#E5 Hook IERIVBATMIRHUNBER T, LFBRNHIEFR,

awsAccountId

AWS Tk @& EFEITHA#EERD 1D,
stackID

HER B CloudFormation % 1D,
changeSetId

JE 3 Hook AV EE R &MY ID,
hookTypeName

EFEIZ1THY Hook K9 & 5,
hookTypeVersion

IEFEZ1THY Hook BYRRAR,
hookModel

LambdaFunction

@AM X80 Lambda ARN,
requestData

targetName

IXAMEFF 2 CHANGE_SET,
targetType

XAMERFZ CHANGE_SET,
targetlLogicalld

TEET ARN...
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payload

Amazon S3 FiZ® URL , EHEEHH LRIERA JSON WR , AR ERESI AN E R
&Ko

requestContext

MRIEEZEHREA Hook , NFFZE X R,

invocation
HEI =R 1T Hook Y136

callbackContext
R Hook i BN IN_PROGRESSHcallbackContext2iRE , NIEIF/E B E A HMAEX
&,

BEREFEFHVpayloadEHRENRBEEZRIMN URL. —BEEWE URL , RRLBE—1NMEEUT
RAPXIR :

{
"template": String,
"changedResources": [
{
"action": String,
"beforeContext": JSON String,
"afterContext": JSON String,
"lineNumber": Integer,
"logicalResourcelId": String,
"resourceType": String
}
]
}
template

Rift4hcreate-stackm A TE CloudFormation #ixupdate-stack. E A LAZ JSON = YAML
FRE , BEFBRTRMEMNAKEA. CloudFormation

changedResources

EE X AIRTIR,
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action
NMATRENENRKE,

B3W{E : (CREATE| UPDATE |DELETE)

beforeContext

EREIRFEMA JSON FHFE, SIZARAE , IENZE, Itk JSON ZRHEPHAMEHRREM
BFEINFHH,

afterContext

MRRITHESRE , WA FREER JSON FRF&E, MIBREIRE , lENZ, Ltk JSON FAF&
RRFFE R R ENKRZEEINFRS,

lineNumberxr

BRFPSBULERNTS. MREFR , WDELETELEFNZE,

logicalResourceld

EEEXRNRFHNEZERIR D,

resourceType

EEERNRFRRE,

T~ Lambda HE#EREEF A A

UTREREEHMANRE, EATREG | BOLUEITEESANER. F—NELXRMBIERSE
HEIBAFICoolQueue, EBZANEHRRFIM—NBE REIFBAFINewCoolQueue, ZRE—TMERRNHE
#¥DynamoDBTable,

"clientRequestToken": "f8da6dll-b23f-48f4-814c-0fb6ab67f50e",

"awsAccountId": "123456789012",

"stackId": "arn:aws:cloudformation:us-west-2:123456789012:stack/
MyStack/1a2345b6-0000-00a0-al123-00abc@abc000",

"changeSetId": "arn:aws:cloudformation:us-west-2:123456789012:changeSet/
SampleChangeSet/1a2345b6-0000-00a0-a123-00abc@abc000",

"hookTypeName": "my::lambda::changesethook",

"hookTypeVersion": "00000008",

"hookModel": {

"LambdaFunction": "arn:aws:lambda:us-west-2:123456789012:function:MyFunction"
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+
"actionInvocationPoint": "CREATE_PRE_PROVISION",

"requestData": {
"targetName": "CHANGE_SET",
"targetType": "CHANGE_SET",
"targetlLogicalId": "arn:aws:cloudformation:us-west-2:123456789012:changeSet/
SampleChangeSet/1a2345b6-0000-00a0-a123-00abc@abc000",
"payload": "https://s3...... "

iy

"requestContext": {
"invocation": 1,
"callbackContext": null

T2 Fpayload~flrequestData.payload :

template: 'Resources:\n' +

' DynamoDBTable:\n' +

! Type: AWS::DynamoDB::Table\n' +

! Properties:\n' +

! AttributeDefinitions:\n' +

! - AttributeName: "PK"\n' +

! AttributeType: "S"\n' +

! BillingMode: "PAY_PER_REQUEST"\n' +
KeySchema:\n' +
! - AttributeName: "PK"\n' +
KeyType: "HASH"\n' +
! PointInTimeRecoverySpecification:\n' +
PointInTimeRecoveryEnabled: false\n' +
' NewSQSQueue:\n' +
! Type: AWS::SQS::Queue\n' +
! Properties:\n' +

QueueName: "NewCoolQueue"',
changedResources: [
{
logicalResourceId: 'SQSQueue',
resourceType: 'AWS::SQS::Queue’,
action: 'DELETE',
lineNumber: null,
beforeContext: '{"Properties":{"QueueName":"CoolQueue"}}"',
afterContext: null
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},
{
logicalResourceId: 'NewSQSQueue',
resourceType: 'AWS::5QS::Queue’,
action: 'CREATE',
lineNumber: 14,
beforeContext: null,
afterContext: '{"Properties":{"QueueName":"NewCoolQueue"}}"
},
{

logicalResourceId: 'DynamoDBTable',

resourceType: 'AWS::DynamoDB::Table',

action: 'UPDATE',

lineNumber: 2,

beforeContext: '{"Properties":
{"BillingMode" :"PAY_PER_REQUEST", "AttributeDefinitions":
[{"AttributeType":"S","AttributeName":"PK"}], "KeySchema":
[{"KeyType":"HASH", "AttributeName":"PK"}]1}}"',

afterContext: '{"Properties":
{"BillingMode" :"PAY_PER_REQUEST", "PointInTimeRecoverySpecification":
{"PointInTimeRecoveryEnabled":"false"}, "AttributeDefinitions":
[{"AttributeType":"S","AttributeName":"PK"}], "KeySchema":
[{"KeyType":"HASH", "AttributeName":"PK"}]1}}"'

}

ATFZTEER/EN Lambda BEUR A

LT REIZ2—IMEENEE , e THEREREERAE , BHAANEESNER , RABERE a 2813
Nz e Mz EHEMESUCCESS,

Node.js

export const handler = async (event, context) => {

var payloadUrl = event?.requestData?.payload;

var response = {
"hookStatus": "SUCCESS",
"message": "Change set changes are compliant",
"clientRequestToken": event.clientRequestToken

};

try {
const changeSetHookPayloadRequest = await fetch(payloadUrl);
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const changeSetHookPayload = await changeSetHookPayloadRequest.json();
const changes = changeSetHookPayload.changedResources || [1;
for(const change of changes) {
var beforeContext = {};
var afterContext = {};
if(change.beforeContext) {
beforeContext = JSON.parse(change.beforeContext);
}
if(change.afterContext) {
afterContext = JSON.parse(change.afterContext);
}
console.log(beforeContext)
console.log(afterContext)
// Evaluate Change here
}
} catch (error) {
console.log(error);
response.hookStatus = "FAILED";

response.message = "Failed to evaluate change set operation.";
response.errorCode = "InternalFailure";
}
return response;
};
Python

E& A Python , \REE S AiZrequestsf, At , BFEEELE Lambda BB ZEBESHE
HBEH, BXESZELR , 525 (AWS Lambda F A ARIERE) HHIEH KRB zip 2
‘o

import json
import requests

def lambda_handler(event, context):
payload_url = event.get('requestData', {}).get('payload')
response = {
"hookStatus": "SUCCESS",
"message": "Change set changes are compliant",
"clientRequestToken": event.get('clientRequestToken')

try:
change_set_hook_payload_request = requests.get(payload_url)
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change_set_hook_payload_request.raise_for_status() # Raises an HTTPError
for bad responses
change_set_hook_payload = change_set_hook_payload_request.json()

changes = change_set_hook_payload.get('changedResources', [])
for change in changes:
before_context = {}

after_context = {}

if change.get('beforeContext'):
before_context = json.loads(change['beforeContext'])

if change.get('afterContext'):
after_context = json.loads(change['afterContext'])

print(before_context)
print(after_context)

# Evaluate Change here

except requests.RequestException as error:

print(error)
response[ 'hookStatus'] = "FAILED"
response[ 'message'] = "Failed to evaluate change set operation."
response['errorCode'] = "InternalFailure"
except json.JSONDecodeError as error:
print(error)
response[ 'hookStatus'] = "FAILED"
response[ 'message'] = "Failed to parse JSON payload."
response['errorCode'] = "InternalFailure"

return response

HEZ B2 Lambda 44

B2 Lambda #5281 , AT T TRFAMH

- BYUMEZLGET — Lambda B, BXEZER , BN EHEIE Lambda B,

- 82 Hook WAFSABLMNEREBNNRT BERE Hooke BEXEZER , BZHE I
CloudFormation Hook &% IAM X [E,
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« EfFH AWS CLI i A TE G962 Lambda 4] , BAFAFEES IAM XENHITAR
F 21 CloudFormation 1 Lambda HEH#MEE R,

N Lambda HEH#EIZHITAE
Hook E AITABRIRBEMRFAIEAIZ Hook FTERIRFR AWS K,

WMREMNFBIE Lambda Hook , N AT LB ZI B2 I A AWS EEEFH G ; BN , B4HEC Rl
ﬂ@lo

LT 8840 6 S8 /& 7R e i B 12 Lambda EHHRR.

FRER IR

2R (AM AiFfEm) PEABENEERHUEZEACNES , FRAEBENEERKUEZAR,
RE , TRATIRKREENNIR

1. HUTHRERBRRBEHMEEERT I Lambda EHE IAM B,

JSON

{
"Version":"2012-10-17",

"Statement": [

{

"Effect": "Allow",

"Action": "lambda:InvokeFunction",

"Resource": "arn:aws:lambda:us-west-2:123456789012:function:MyFunction"
}

1
}

2. BEEAERNEERE , BFEN Hook KAZBBHNR, UTERT BT UERANFERRE
o

JSON
{

"Version":"2012-10-17",
"Statement": [
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{
"Effect": "Allow",

"Principal": {

"Sexvice": [
"hooks.cloudformation.amazonaws.com"

]

},

"Action": "sts:AssumeRole"

}
]
}

EZH K - BUE Lambda 44

UTEBRERR T WAEERIK S HB0E Lambda Hook , M8 B 12 BUE 249 49 Ik 7= A X5 4 ]
o

£l

« BUE Lambda 4 (284)
« BUE Lambda 8 ()AWS CLI
- HXRR

B Lambda 540 (2418 )
BUE Lambda 59 LATE R B K P AR 46E A

1. & AWS B2 E|A HE hitps://console.aws.amazon.com/cloudformat ion 3T FF
CloudFormation &l A&

2. ERBHNSMEL  EEEIE Hook in AWS X HfLE,
3. MREEAKRNEMLIE Lambda BE , BTHITUTRAE .

 §T7F Lambda #ZHI A E BT H,
- BIEEFA T I Hook B Lambda B%k , AFERELERE, BXEZER , E5H 6E
Lambda BEERiF/4 Lambda EHH IR

MREEZBET Lambda BRI , BHERITT—F,
4. EEMNBSHMERD , %EHF Hook.
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5. E B MEL , &F QBEH, AFIERE “FA Lambda’,
6. 7£ Hook B#H |, BT &I 2 — :
- BE—AFEENHEREEN | ZBFEEZ/EPrivate: :Lambda: : 50, Hlin , MR
AMyTestHook , MISEE M Hook A¥E NPrivate: :Lambda: :MyTestHook,
- FRAUTHEIIEHTERN Hook BFF ( tHFH 5

# ) : Provider: :ServiceName: :HookName

7. XF Lambda E# , BRMEA T IHIEA Lambda B, EBRILAER -

« NHEERNTELLEEREM (ARN),
« HARAHIEFRNERE ARN,
8. XITF Hook B#r , FABREITMEHAE :

SRR OIE, BRI BRI AT T AR R AR
- BIR-FER P ERER A I N AR E.
- BERE-EAFURERSNITMEITRINER.
- TIEF APl — iTHERSES AP | BRI GIE, EHMRERE,
9. TR, ERWLRE (G, EFH. BIBR ) FARAER Hook,
10. NTFEMAEN | EFEHERAMN Lambda BEBURE I ARG 5 X - FAILED

- BE-DAFRHES , BRTHRERTRE, SN TEXBRISEERERTA,
o RW-FRIERERSEHRIT, XEPTHIFERHNEATZLBER.

1. I FHITAE , BEEEHEETHATRAAESN Lambda EHEE IAM A6, EELL
CloudFormation RFBaI AR BIITAE , B EEREBNAE,

12. ﬁ?}F—F_io
13. (At ) X F Hook TiE&Es , BHITUATERE -
a. ERFIRLRF , SEMLFRLRALIEMA Hook, AT SUBRE XA 2 RIE A
Hook,
b. EMEFRMHR , EFENAMKRBAMIMELACHESNZE

- MR BHRIER AR — RAYUAMAEENTIRBRMTER , F 27A Hook.
« EMERBHRIERAE — MREENILRFFEDLF —TE , NFEA Hook.
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® Note
XIF Cloud Control API #:4E , FiTE #i4k & FRANHEAR A € 715 G 2R B0 R4 2 B

c. XITHALB , 7 Hook BRI EHHRITEHR.
- WTEE , FEERESHNHEREN, SRBEME—/ D FEMMEKRE | BERALE
B, RAWIIRFIEENMERT 2IEA Hooko

o XITHERR | FIEEBHRAVER BN, SRBERSEOHER LA Hook BHR—LBEMN
HEAREY | AR, BRULALIH A HER SN | FRE BRI E A Hook,

d. XTH#&kAE  FRIEHXEN IAM A67%E Hook BAT S HEBRIS EHR,
e ¥F Include , EE—NMHZ IAM B ARNs REMSXLEABXEKNHEKR, REHX
a6 EERRETSIAA Hooko

« WTHEER , 5 ARNs N EHBRIEREE -1 HZ1 IAM B8, Hook REKREEARE
DRy AR 2 SNV PR AR B A

14. J‘.ij:%—l:_io
15. & “BEFEARE REHL , EFENGEE. EHTER , BEMXHBIERRE.
16. HBRFMEIRMERN , EF BSES,

S#5E Lambda ¥4 ()AWS CLI

EHRERIECH |, BHRIAEERIE Lambda REAFA T It Hook WIITAR, BXEZER |, F5
¥ 812 Lambda BIECK 1T Lambda R EIRF AN Lambda EHSIERITAG,

BUE Lambda S LAEREIK A ()AWS CLI

1. EFFHRBUE Hook , EEMA L Tactivate-typein s , AENBEEER SR, LSRN Hook
FEREH AWS K FIEERITAE,

aws cloudformation activate-type --type HOOK \
--type-name AWS: :Hooks::LambdaHook \
--publisher-id aws-hooks \
--execution-role-arn arn:aws:iam::123456789012:role/my-execution-role \
--type-name-alias Private::Lambda: :MyTestHook \
--region us-west-2
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2. EZEHBEUE Hook , /£ JSON BLE M HX H#t1TEE.

EAcatin T RIR BB AT LR JSON Xt BXEZER

$ cat > config.json
{
"CloudFormationConfiguration": {
"HookConfiguration": {
"HookInvocationStatus": "ENABLED",
"TargetOperations": [
"CLOUD_CONTROL"
1,
"FailureMode": "WARN",
"Properties": {
"LambdaFunction": "arn:aws:1lambda:us-
west-2:123456789012: function:MyFunction"
.
"TargetFilters": {
"Actions": [
"CREATE",
"UPDATE",
"DELETE"

« HookInvocationStatus : REENABLEDR Al /5 FAHES,
- TargetOperations : 8% Hook fFiTfaH R4k,

* FailureMode : iREJ FAIL 3 WARN,
 LambdaFunction : #§7& Lambda BE##Y ARN,

« TargetFilters : #EEMEA Hook HYIRMERE,

BESH EUWEERMEESE,

3. fEA L Fset-type-configurationfis & AR EAIEH JSON XH4RNABRE. AENSEEBRSN

o

aws cloudformation set-type-configuration \
--configuration file://config.json \

--type-arn "arn:aws:cloudformation:us-west-2:123456789012:type/hook/MyTestHook" \

--region us-west-2
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R 2R

BAIRME THERRG] , B LAERXLERHFISK T ## 049 1E CloudFormation A E R
788 Lambda Hook, BEXEZEE , {55 (AWS CloudFormation FAF{88) Y
AWS::CloudFormation::LambdaHook,

BEE R P Lambda EH4H BE

£/ Lambda #4408 , AJEAE Lambda 12 & % ERAV I IE @ H IR &5 B &304

# Lambda 2% & EE Lambda E# A X

&EF Lambda EmH BHEXH
1. %% Lambda 2%l&.

ERBEMBHSMES | EFEH AWS XiF,
%=L 8

%EFTEM Lambda B,

RN LD+,

%3 L CloudWatch ogs KA ER BR
ERTHEEHAEREESENBEALA,

BB, AXNETRE Log CloudWatch s Live Trail EO®, BIFENELF , &R RINEE
HUANEERNEE

© N o g K~ W DN

« BULERE RIIFEERER FRPPNESHFRB[BROLGRFPIMES LSRR, LFRR
WEHEER  FENTSSEERACENEN.

BEXREE Lambda R BAENEZER |, FSHEF Lambda EREHY CloudWatch H &,

il RS2 0K F P BV Lambda 44

HETBEREECHEN Lambda HEHE | {H6E AU T SERTFEMERIK S HHER,

EERNZEA Hook MAREEMER , S HEZERFE A CloudFormation Hooke

.
« MIBREMK S PH Lambda 5 (#EHIE )
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o MIBRIEMK P HY Lambda #£49 ()AWS CLI

il BRS& K F~ R BY Lambda 458 ( 2#18 )

i BR S& Tk 7 FR B9 Lambda 44

1. &F AWS BEIERF|A HE hitps://console.aws.amazon.com/cloudformat ion 3T FF
CloudFormation %14

ERBEHS M L | %R Hook FTTE AWS Xi BV E,

NS B #&H%E$F Hooks.

FEESATELE , LI ER R Lambda 44,

1% H Hook 5514 B & k42 H LR “HIRR",

HRERREHIAN |, BAEHBSHUBEIAMBRIEENIES | R5EE Delete,

o gk~ W N

Tl B S8k P~ H 89 Lambda #44 ()AWS CLI

® Note
EMERES A KAEREER. BXEZREE , BEH EL8NIKSFEANEHAEN
(AWS CLI)o

£ LA T deactivate-type@i 45 A Hook , X HEMERIKS P lIBR. AN EEZERSMM.

aws cloudformation deactivate-type \
--type-arn "arn:aws:cloudformation:us-west-2:123456789012:type/hook/MyTestHook" \
--region us-west-2

f£ 8 CloudFormation CLI 7% B E X Hook

ATERTRERFABEEN Hook H[FHEHEME CloudFormationyFt RN EF, AR T
CloudFormation Hook Y4543 , AR £ Python =% Java Fr &, Fft. Wik, EBMEHRIRECSH
Hook FY5,

FEBEN Hook BENEESE -
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1. B3

EF XBEN Hook , A4 EEFEA CloudFormation CLlI. E/33h Hook I B Rk HMSEM L
# , ¥ fE A CloudFormation CLI initis S HIEE E0IEEN., EXEZEE , BZH BFEENL
CloudFormation Hooks Il H .

2. 158

EEE, AMEMRIEEMN Hook 2889 , BEN Hook REEMFE X,

CloudFormation CLI £ 8|2 54 EH Hook 8 A SABX M =L BERE, NEECHZERMNEIX
LABRERFRT , UEFEEREGARNES N ERBAA Hook BIEIXENER. BXRXEZEER | B
2% 21 B E M CloudFormation 44,

3. A

EFM Hook , iBIRRIEM Hook LUEMAFRMBHRLREE=ZFY B, EsubmitiR/EFIFMERN
Hook. BEXEZEE , 5 LM B ENX Hook CloudFormations

LT ES EEMER Hook #H<EX :
a. X — EHEHEEMRE.
b. BE — XX AARERENEEEN,

® Note
Hook f#7E 30 ®W/erY , RZE 3 K. AXESZFEE , BEH B MERHRH.

£l

« FABENX CloudFormation Hook HJ 50 R4

« B3 BE X CloudFormation Hooks 31 B

- E# BE X CloudFormation ¥4

« [EEM B E X Hook CloudFormation

« TEYRE Hook Allist B E X Hook AWS K F=

« E#BENX Hook

« WEMRPEUEFEM B E X Hook CloudFormation
« K0 Hook A

+ H CloudFormation ooks HIZRIFE LS E
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CloudFormation Hooks A5/
FF % B E X CloudFormation Hook B9 5t R &4

YRAT LA Java B Python FA —MNBEE X Hooke AT RFF X BEN Hook B o REH -

Java FERFMH

* Apache Maven
- JDK 17

(@ Note

W REITE A CloudFormation as 5175 M (CLI) B3IEA F Java B Hooks T H , & 24
ML % Python 3.8 RE ERAS, CloudFormation CLI 8 Java f&# AT LAE S pip ( Python
WaEER ) ZE , ZEHH Python 7K.

ERHIER Java Hooks Tl B 3RI Hook 4 BREF |, BAILA T & Java Hook 4312 & RIS 4

Python 5C R &4

* Python &7 3.8 LE B RA,

ERNREY Python Hooks T B SR I FALEEREF , YRATEAT 8 Python Hook &b B2 %2 7 7= 651 3245
FF & Hook HY1X PR

BT CloudFormation CreateUpdate, HDeletedftkXRIN , BEFBEIHRILT AWS
CloudFormation #4E, JiXLEi24ERY 1A R BRIBEE B/ IAM B & H CloudFormation SKEGHITEE,

* register-type
e list-types
» deregister-type

» set-type-configuration

BEXEZEER , 3 H CloudFormation Hook =5 1AM R,
A Hooks & BT &5

EFF & Hook , #RBI1ZEECloudFormation 4k SA K% Python = Java,
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samples/python-handlers.zip
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EZ % CloudFormation CLI Fl#B<3EH |, BIITUTIRE :

1. £/ Python @EHEE L% CloudFormation CLl, pip

pip3 install cloudformation-cli
2. ZR¥ AT CloudFormation CLI B Python = Java f#

Python
pip3 install cloudformation-cli-python-plugin
Java

pip3 install cloudformation-cli-java-plugin

EHL CloudFormation CLI @4 , & LAE A A RIEI,

Python
pip3 install --upgrade cloudformation-cli cloudformation-cli-python-plugin
Java

pip3 install --upgrade cloudformation-cli cloudformation-cli-java-plugin

Bz BEM CloudFormation Hooks I B

BEBEN Hooks MEME—SERE31ZME., B L{EA CloudFormation CLIInitf 5B EH
HENX Hooks T H,

Zinit@ B - ES , 5ISETHIERNIRE , B Hooks RIT4F, M ILERMHER
RKRRENL Hook IFRFEN . BXEZER |, HSH RWIEE,

E/S3) Hook T E , BIMITUAT#HE :
1. NEBSIEBF.
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mkdir ~/mycompany-testing-mytesthook

2. SMEHEF.

cd ~/mycompany-testing-mytesthook

3. {#M CloudFormation CLIinit#4 B z1TE,

cfn init
Zan S RHRE LA T

Initializing new project

4. Zinit@HEEH—1ES , SISLERMEMNRE, HIERRE , B AhLIEE Hooks B1H.

Do you want to develop a new resource(r) a module(m) or a hook(h)?

5. RAEHRBENEN,

What's the name of your hook type?
(Organization::Service: :Hook)

MyCompany: :Testing: :MyTestHook

MRARET —MESHEM , WRINERZFE M. IRZRTSMESHEMS WA SUERAERE/IE
5o MALEENESNHFIER.

Select a language for code generation:
[1] java

[2] python38

[3] python39

(enter an integer):

7. REFENTFRESRET o

il

B %) Hooks T B
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Python

( A% ) %&$% Docker HITIMY FEENITE. BATEE Docker , HREZIENILITTER/E
fais,

Use dockexr for platform-independent packaging (Y/n)?
This is highly recommended unless you are experienced with cross-platform Python

packaging.

Java

RE Java EMAEFERBERKRE, SANEARANREIER , AR —NFH
RHEZE.

Enter a package name (empty for default 'com.mycompany.testing.mytesthook'):

Choose codegen model - 1 (default) or 2 (guided-aws):

SR . EERNBHTE HLER T IR Hook FREM X H. AT 2K Python 3.8 Y Hooks T B #Y B
M 8 Rl o

mycompany-testing-mytesthook. json
rpdk.log
README . md
requirements.txt
hook-role.yaml
template.yml
docs
README . md
src
__init__.py
handlers.py
models. py
target_models
aws_s3_bucket.py
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® Note

sTcBEFRHPWXHRBELNVESERCUIEN, EROXM4FE—LEEANERNTA, SR
iZ{Tgeneratetn T HABREF R INETIEB R models. py , FEXH (fltn ) 2EREN
SERD B EH,

1 B E M CloudFormation 344

X B E X CloudFormation Hook Bt {TERE S R —NMNEATFTEN Hook, EEMFMEMHEN,
FRcfn init®SEIEZBEN Hook I H A , &3R4l Hook ZR# 82 JSON & A XA L
#. hook-name.json

B A S M BFRRERE T HA Hook WIBTIE. Hook L EBERFAXESKEETHITHNEEN
B, Bl , CREATER/EMN BiriREFEApreCreatet BEF. 24 Hook BARF RSN ITICHE 2
Ert , BELNEBEERFPEENABNEAR. EHEGRRERESON BN, BLUEEBR , fl
CloudFormation A &R, AERBEHEENLRIR. Hook XIFLRHKEN T H IR,

ZEMTEEHFTENNIR, B4 Hook EEZENE Hook L EBEFIEENR. CloudFormation &
FEEREEFINELZEEBUNER , IRFHRENBERNR FRITESHAENNR. BEAF (M
Af) TEMMAAL , REFHIEERR , XAFMATR Hook BIERITIXLEES, CloudFormation X
LERBRRPRTE Hook AP IREAIANBR . X LA PR G123 44 Hook, Hook AbERFE 5 {5 F i LEAX PR SR 177 8]
AWS HiR,

&R LAGE R LA T 2R SR E N B RRTE IEH Hooko A Hook RFIRIEEERIMMWLERF. MR
ERTRIBENLERR |, BFEM Hook REHALBREFE D FHIBR. BXRERUNEZHARE
B, BESREMIEE,

{
"typeName":"MyCompany: :Testing: :MyTestHook",
"description":"Verifies S3 bucket and SQS queues properties before create and
update",
"sourceUrl":"https://mycorp.com/my-repo.git",
"documentationUrl":"https://mycorp.com/documentation",
"typeConfiguration":{
"properties":{
"minBuckets":{
"description":"Minimum number of compliant buckets",
"type":"string"
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"minQueues": {

"description":"Minimum number of compliant queues",

"type":"string"
},
"encryptionAlgorithm": {

"description":"Encryption algorithm for SSE",

"default":"AES256",
"type":"string"

}
I
"required":[
1,
"additionalProperties":false
},
"handlers":{

"preCreate":{
"targetNames": [
"AWS::S3: :Bucket",
"AWS: :SQS: :Queue"
1,

"permissions": [

},
"preUpdate": {
"targetNames":[
"AWS: :S3::Bucket",
"AWS: :SQS: :Queue"
1,

"permissions": [

I
"preDelete":{
"targetNames": [
"AWS::S3: :Bucket",
"AWS: :SQS: :Queue"
1,
"permissions": [
"s3:ListBucket",
"s3:ListAl1MyBuckets",

"s3:GetEncryptionConfiguration"

"sqgs:ListQueues",
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"sqgs:GetQueueAttributes",
"sqs:GetQueueUrl"

}I

"additionalProperties":false

FH
- /8 Java 3 BE X CloudFormation ¥ TEE
- f5/ Python X B X CloudFormation HE##1TEE

fFEA Java ST EHEMN CloudFormation 3493 1TEE

X BE X CloudFormation Hook #1TEE S R AIE—NMNHTEN Hook, HEMMEMHINEN, AHIE
a5 SRER Java X BEN Hook #H1TEE,

SR 1 AT R KB R

ETF Java #9 Hooks T B fk# T Maven pom.xml B X HER KT, BIFUATHS , HRABES
B BB EFZRTHpom. xml X4,

I B ARFI< R (pom.xml)

<?xml version="1.0" encoding="UTF-8"7?>
<project
xmlns="http://maven.apache.org/POM/4.0.0"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemaLocation="http://maven.apache.org/POM/4.0.0 http://maven.apache.org/
maven-v4_0_0.xsd">
<modelVersion>4.0.0</modelVersion>

<groupId>com.mycompany.testing.mytesthook</groupId>
<artifactId>mycompany-testing-mytesthook-handler</artifactId>
<name>mycompany-testing-mytesthook-handler</name>
<version>1.0-SNAPSHOT</version>

<packaging>jar</packaging>

<properties>
<maven.compiler.source>1.8</maven.compiler.source>
<maven.compiler.target>1.8</maven.compiler.target>
<project.build.sourceEncoding>UTF-8</project.build.sourceEncoding>
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<project.reporting.outputEncoding>UTF-8</project.reporting.outputEncoding>
<aws.java.sdk.version>2.16.1</aws.java.sdk.version>
<checkstyle.version>8.36.2</checkstyle.version>
<commons-io.version>2.8.0</commons-io.version>
<jackson.version>2.11.3</jackson.version>
<maven-checkstyle-plugin.version>3.1.1</maven-checkstyle-plugin.version>
<mockito.version>3.6.0</mockito.version>
<spotbugs.version>4.1.4</spotbugs.version>
<spotless.version>2.5.0</spotless.version>
<maven-javadoc-plugin.version>3.2.0</maven-javadoc-plugin.version>
<maven-source-plugin.version>3.2.1</maven-source-plugin.version>
<cfn.generate.args/>

</properties>

<dependencyManagement>
<dependencies>
<dependency>
<groupId>software.amazon.awssdk</groupId>
<artifactId>bom</artifactId>
<version>2.16.1</version>
<type>pom</type>
<scope>import</scope>
</dependency>
</dependencies>
</dependencyManagement>

<dependencies>
<l-- https://mvnrepository.com/artifact/software.amazon.cloudformation/aws-
cloudformation-rpdk-java-plugin -->

<dependency>
<groupId>software.amazon.cloudformation</groupId>
<artifactId>aws-cloudformation-rpdk-java-plugin</artifactId>
<version>[2.0.0,3.0.0)</version>

</dependency>

<!-- AWS Java SDK v2 Dependencies -->

<dependency>
<groupId>software.amazon.awssdk</groupId>
<artifactId>sdk-core</artifactId>

</dependency>

<dependency>
<groupId>software.amazon.awssdk</groupId>
<artifactId>cloudformation</artifactId>

</dependency>
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<dependency>
<groupId>software.amazon.awssdk</groupId>
<artifactId>s3</artifactId>

</dependency>

<dependency>
<groupId>software.amazon.awssdk</groupId>
<artifactId>utils</artifactId>

</dependency>

<dependency>
<groupId>software.amazon.awssdk</groupId>
<artifactId>apache-client</artifactId>

</dependency>

<dependency>
<groupId>software.amazon.awssdk</groupId>
<artifactId>sqgs</artifactId>

</dependency>

<!l-- Test dependency for Java Providers -->

<dependency>
<groupId>software.amazon.cloudformation</groupId>
<artifactId>cloudformation-cli-java-plugin-testing-support</artifactId>
<version>1.0.0</version>

</dependency>

<!-- https://mvnrepository.com/artifact/com.amazonaws/aws-java-sdk-s3 -->
<dependency>
<groupId>com.amazonaws</groupIld>
<artifactId>aws-java-sdk-s3</artifactId>
<version>1.12.85</version>
</dependency>

<!-- https://mvnrepository.com/artifact/commons-io/commons-io -->
<dependency>
<groupId>commons-io</groupId>
<artifactId>commons-io</artifactId>
<version>${commons-io.version}</version>
</dependency>
<l-- https://mvnrepository.com/artifact/org.apache.commons/commons-lang3 -->
<dependency>
<groupId>org.apache.commons</groupId>
<artifactId>commons-lang3</artifactId>
<version>3.9</version>
</dependency>
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<!-- https://mvnrepository.com/artifact/org.apache.commons/commons-collections4

<dependency>
<groupId>org.apache.commons</groupId>
<artifactId>commons-collections4</artifactId>
<version>4.4</version>

</dependency>

<!-- https://mvnrepository.com/artifact/com.google.guava/quava -->

<dependency>
<groupId>com.google.guava</groupId>
<artifactId>guava</artifactId>
<version>29.0-jre</version>

</dependency>

<!-- https://mvnrepository.com/artifact/com.amazonaws/aws-java-sdk-

cloudformation -->

<dependency>
<groupId>com.amazonaws</groupIld>
<artifactId>aws-java-sdk-cloudformation</artifactId>
<version>1.11.555</version>
<scope>test</scope>

</dependency>

<!-- https://mvnrepository.com/artifact/commons-codec/commons-codec -->
<dependency>
<groupId>commons-codec</groupIld>
<artifactId>commons-codec</artifactId>
<version>1.1l4</version>

</dependency>

<!-- https://mvnrepository.com/artifact/software.amazon.cloudformation/aws-
cloudformation-resource-schema -->

<dependency>

<groupId>software.amazon.cloudformation</groupId>
<artifactId>aws-cloudformation-resource-schema</artifactId>
<version>[2.0.5, 3.0.0)</version>
</dependency>
<l-- https://mvnrepository.com/artifact/com.fasterxml.jackson.dataformat/
jackson-databind -->
<dependency>
<groupId>com.fasterxml.jackson.core</groupIld>
<artifactId>jackson-databind</artifactId>
<version>${jackson.version}</version>
</dependency>
<!-- https://mvnrepository.com/artifact/com.fasterxml.jackson.dataformat/
jackson-dataformat-cbor -->
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<dependency>
<groupId>com.fasterxml.jackson.dataformat</groupId>
<artifactId>jackson-dataformat-cbor</artifactId>
<version>${jackson.version}</version>

</dependency>

<dependency>
<groupId>com.fasterxml. jackson.datatype</groupId>
<artifactId>jackson-datatype-jsr310</artifactId>
<version>${jackson.version}</version>
</dependency>

<!-- https://mvnrepository.com/artifact/com.fasterxml.jackson.module/jackson-

modules-java8 -->

<dependency>
<groupId>com.fasterxml.jackson.module</groupId>
<artifactId>jackson-modules-java8</artifactId>
<version>${jackson.version}</version>
<type>pom</type>
<scope>runtime</scope>

</dependency>

<!-- https://mvnrepository.com/artifact/org.json/json -->
<dependency>
<groupId>org.json</groupIld>
<artifactId>json</artifactId>
<version>20180813</version>
</dependency>
<!-- https://mvnrepository.com/artifact/com.amazonaws/aws-java-sdk-core -->
<dependency>
<groupId>com.amazonaws</groupIld>
<artifactId>aws-java-sdk-core</artifactId>
<version>1.11.1034</version>
</dependency>
<!-- https://mvnrepository.com/artifact/com.amazonaws/aws-lambda-java-core -->
<dependency>
<groupId>com.amazonaws</groupIld>
<artifactId>aws-lambda-java-core</artifactId>
<version>1.2.0</version>
</dependency>
<!-- https://mvnrepository.com/artifact/com.amazonaws/aws-lambda-java-log4j2 --

<dependency>
<groupId>com.amazonaws</groupIld>
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<artifactId>aws-lambda-java-log4j2</artifactId>
<version>1.2.0</version>
</dependency>

<!-- https://mvnrepository.com/artifact/com.google.code.gson/gson -->
<dependency>
<groupId>com.google.code.gson</groupIld>
<artifactId>gson</artifactId>
<version>2.8.8</version>
</dependency>

<!-- https://mvnrepository.com/artifact/org.projectlombok/lombok -->
<dependency>
<groupId>org.projectlombok</groupId>
<artifactId>lombok</artifactId>
<version>1.18.4</version>
<scope>provided</scope>
</dependency>
<l-- https://mvnrepository.com/artifact/org.apache.logging.log4j/log4j-api -->
<dependency>
<groupld>org.apache.logging.log4j</groupId>
<artifactId>log4j-api</artifactId>
<version>2.17.1</version>
</dependency>
<l-- https://mvnrepository.com/artifact/org.apache.logging.log4j/log4j-core --

<dependency>
<groupId>org.apache.logging.log4j</groupId>
<artifactId>log4j-core</artifactId>
<version>2.17.1</version>

</dependency>

<!-- https://mvnrepository.com/artifact/org.apache.logging.log4j/log4j-slf4j-

impl -->

<dependency>
<groupIld>org.apache.logging.log4j</groupId>
<artifactId>log4j-slf4j-impl</artifactId>
<version>2.17.1</version>

</dependency>

<!-- https://mvnrepository.com/artifact/org.assertj/assertj-core -->
<dependency>
<groupId>org.assertj</groupld>
<artifactId>assertj-core</artifactId>
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<version>3.12.2</version>
<scope>test</scope>
</dependency>
<l-- https://mvnrepository.com/artifact/org.junit.jupiter/junit-jupiter -->
<dependency>
<groupIld>org.junit.jupiter</groupld>
<artifactId>junit-jupiter</artifactId>
<version>5.5.0-M1</version>
<scope>test</scope>
</dependency>
<!-- https://mvnrepository.com/artifact/org.mockito/mockito-core -->
<dependency>
<groupId>org.mockito</groupId>
<artifactId>mockito-core</artifactId>
<version>3.6.0</version>
<scope>test</scope>
</dependency>
<l-- https://mvnrepository.com/artifact/org.mockito/mockito-junit-jupiter -->
<dependency>
<groupId>org.mockito</groupId>
<artifactId>mockito-junit-jupiter</artifactId>
<version>3.6.0</version>
<scope>test</scope>
</dependency>
</dependencies>

<build>
<plugins>
<plugin>
<groupIld>org.apache.maven.plugins</groupId>
<artifactId>maven-compiler-plugin</artifactId>
<version>3.8.1</version>
<configuration>
<compilerArgs>
<arg>-Xlint:all, -options, -processing</arg>
</compilerArgs>
</configuration>
</plugin>
<plugin>
<groupIld>org.apache.maven.plugins</groupId>
<artifactId>maven-shade-plugin</artifactId>
<version>2.3</version>
<configuration>
<createDependencyReducedPom>false</createDependencyReducedPom>
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<filters>
<filter>
<artifact>*:*</artifact>
<excludes>
<exclude>**/Log4j2Plugins.dat</exclude>
</excludes>
</filter>
</filters>
</configuration>
<executions>
<execution>
<phase>package</phase>
<goals>
<goal>shade</goal>
</goals>
</execution>
</executions>
</plugin>
<plugin>
<groupld>org.codehaus.mojo</groupIld>
<artifactId>exec-maven-plugin</artifactId>
<version>1.6.0</version>
<executions>
<execution>
<id>generate</id>
<phase>generate-sources</phase>
<goals>
<goal>exec</goal>
</goals>
<configuration>
<executable>cfn</executable>

<commandlineArgs>generate ${cfn.generate.args}</

commandlineArgs>

<workingDirectory>${project.basedir}</workingDirectory>

</configuration>
</execution>
</executions>
</plugin>
<plugin>
<groupld>org.codehaus.mojo</groupIld>
<artifactId>build-helper-maven-plugin</artifactId>
<version>3.0.0</version>
<executions>
<execution>
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<id>add-source</id>
<phase>generate-sources</phase>
<goals>
<goal>add-source</goal>
</goals>
<configuration>
<sources>
<source>${project.basedir}/target/generated-sources/
rpdk</source>
</sources>
</configuration>
</execution>
</executions>
</plugin>
<plugin>
<groupIld>org.apache.maven.plugins</groupId>
<artifactId>maven-resources-plugin</artifactId>
<version>2.4</version>
</plugin>
<plugin>
<artifactId>maven-surefire-plugin</artifactId>
<version>3.0.0-M3</version>
</plugin>
<plugin>
<groupId>org.jacoco</groupIld>
<artifactId>jacoco-maven-plugin</artifactId>
<version>0.8.4</version>
<configuration>
<excludes>
<exclude>**/BaseHookConfiguration*</exclude>
<exclude>**/BaseHookHandler*</exclude>
<exclude>**/HookHandlerWrapper*</exclude>
<exclude>**/ResourceModel*</exclude>
<exclude>**/TypeConfigurationModel*</exclude>
<exclude>**/model/**/*</exclude>
</excludes>
</configuration>
<executions>
<execution>
<goals>
<goal>prepare-agent</goal>
</goals>
</execution>
<execution>
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<id>report</id>
<phase>test</phase>
<goals>
<goal>report</goal>
</goals>
</execution>
<execution>
<id>jacoco-check</id>
<goals>
<goal>check</goal>
</goals>
<configuration>
<rules>
<rule>
<element>PACKAGE</element>
<limits>
<limit>
<counter>BRANCH</counter>
<value>COVEREDRATIO</value>
<minimum>0.8</minimum>
</limit>
<limit>
<counter>INSTRUCTION</counter>
<value>COVEREDRATIO</value>
<minimum>0.8</minimum>
</limit>
</limits>
</rule>
</rules>
</configuration>
</execution>
</executions>
</plugin>
</plugins>
<resources>
<resource>
<directory>${project.basedir}</directory>
<includes>
<include>mycompany-testing-mytesthook.json</include>
</includes>
</resource>
<resource>

<directory>${project.basedir}/target/loaded-target-schemas</directory>

<includes>
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<include>**/*.json</include>
</includes>
</resource>
</resources>
</build>
</project>

24 £ Hook B &

4 KARE Hook B &, CloudFormation CLISGIZRZZHVAM IR B ER | X LEERET N T Hook MISBHE X
BB E R AP ISE Hook B1E,

cfn generate
BT RO E A T .

Generated files for MyCompany::Testing::MyTestHook

@ Note

HRIEH Lambda 2 1THf up-to-dateBREAEFANERE, EXEZER , BSREFHER
KHW Lambda iz1TH MM,

£ 345 : 0 Hook A EBFEfF

FEBTH Hook LB F BT ABRME BIERNIMVLEREFF, Fla , SR TATIE
FH8,

logger.log("Internal testing Hook triggered for target: " +

request.getHookContext().getTargetName());

CloudFormation CLIE K — /N Z B IH Java IR (JavaPOJO), LA 24 KK H R
fBIAWS : : S3: :Bucketo

Example awss3.java BucketTargetModel

package com.mycompany.testing.mytesthook.model.aws.s3.bucket;
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import...

@Data

@NoArgsConstructor

@EqualsAndHashCode(callSuper = true)

@ToString(callSuper = true)

@JsonAutoDetect(fieldVisibility = Visibility.ANY, getterVisibility = Visibility.NONE,
setterVisibility = Visibility.NONE)

public class AwsS3BucketTargetModel extends ResourceHookTargetModel<AwsS3Bucket> {

@JsonIgnore
private static final TypeReference<AwsS3Bucket> TARGET_REFERENCE =
new TypeReference<AwsS3Bucket>() {3};

@JsonIgnore

private static final TypeReference<AwsS3BucketTargetModel> MODEL_REFERENCE =
new TypeReference<AwsS3BucketTargetModel>() {3};

@JsonIgnore

public static final String TARGET_TYPE_NAME = "AWS::S3::Bucket";

@JsonIgnore
public TypeReference<AwsS3Bucket> getHookTargetTypeReference() {
return TARGET_REFERENCE;

@JsonIgnore
public TypeReference<AwsS3BucketTargetModel> getTargetModelTypeReference() {
return MODEL_REFERENCE;

Example AwsS3Bucket.java
package com.mycompany.testing.mytesthook.model.aws.s3.bucket;

import

@Data
@Builder
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@AllArgsConstructor
@NoArgsConstructor
@EqualsAndHashCode(callSuper = true)
@ToString(callSuper = true)
@JsonAutoDetect(fieldVisibility = Visibility.ANY, getterVisibility = Visibility.NONE,
setterVisibility = Visibility.NONE)
public class AwsS3Bucket extends ResourceHookTarget {
@JsonIgnore
public static final String TYPE_NAME = "AWS::S3::Bucket";

@JsonIgnore
public static final String IDENTIFIER_KEY_ID = "/properties/Id";

@JsonProperty("InventoryConfigurations")
private List<InventoryConfiguration> inventoryConfigurations;

@JsonProperty("WebsiteConfiguration")
private WebsiteConfiguration websiteConfiguration;

@JsonProperty("DualStackDomainName")
private String dualStackDomainName;

@JsonProperty("AccessControl")
private String accessControl;

@JsonProperty("AnalyticsConfigurations")
private List<AnalyticsConfiguration> analyticsConfigurations;

@JsonProperty("AccelerateConfiguration")
private AccelerateConfiguration accelerateConfiguration;

@JsonProperty("PublicAccessBlockConfiguration")
private PublicAccessBlockConfiguration publicAccessBlockConfiguration;

@JsonProperty("BucketName")
private String bucketName;

@JsonProperty('"RegionalDomainName")
private String regionalDomainName;

@JsonProperty("OwnershipControls")
private OwnershipControls ownershipControls;

@JsonProperty("ObjectLockConfiguration")
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private ObjectLockConfiguration objectLockConfiguration;

@JsonProperty("ObjectLockEnabled")
private Boolean objectLockEnabled;

@JsonProperty('"LoggingConfiguration")
private LoggingConfiguration loggingConfiguration;

@JsonProperty("ReplicationConfiguration")
private ReplicationConfiguration replicationConfiguration;

@JsonProperty("Tags")
private List<Tag> tags;

@JsonProperty("DomainName")
private String domainName;

@JsonProperty("BucketEncryption")
private BucketEncryption bucketEncryption;

@JsonProperty("WebsiteURL")
private String websiteURL;

@JsonProperty("NotificationConfiguration")

private NotificationConfiguration notificationConfiguration;

@JsonProperty("LifecycleConfiguration")
private LifecycleConfiguration lifecycleConfiguration;

@JsonProperty("VersioningConfiguration")
private VersioningConfiguration versioningConfiguration;

@JsonProperty("MetricsConfigurations")
private List<MetricsConfiguration> metricsConfigurations;

@JsonProperty("IntelligentTieringConfigurations")

private List<IntelligentTieringConfiguration> intelligentTieringConfigurations;

@JsonProperty("CorsConfiguration")
private CorsConfiguration corsConfiguration;

@JsonProperty("Id")
private String id;
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@JsonProperty("Arn")
private String azrn;

@JsonIgnore
public JSONObject getPrimaryIdentifier() {
final JSONObject identifier = new JSONObject();
if (this.getId() != null) {
identifier.put(IDENTIFIER_KEY_ID, this.getId());

// only return the identifier if it can be used, i.e. if all components are
present
return identifier.length() == 1 ? identifier : null;

@JsonIgnore

public List<JSONObject> getAdditionalIldentifiers() {
final List<JSONObject> identifiers = new ArraylList<JSONObject>();
// only return the identifiers if any can be used
return identifiers.isEmpty() ? null : identifiers;

Example BucketEncryption.java

package software.amazon.testing.mytesthook.model.aws.s3.bucket;

import

@Data
@Builder
@AllArgsConstructor
@NoArgsConstructor
@JsonAutoDetect(fieldVisibility = Visibility.ANY, getterVisibility = Visibility.NONE,
setterVisibility = Visibility.NONE)
public class BucketEncryption {
@JsonProperty("ServerSideEncryptionConfiguration")
private List<ServerSideEncryptionRule> serverSideEncryptionConfiguration;
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Example ServerSideEncryptionRule.java

package com.mycompany.testing.mytesthook.model.aws.s3.bucket;

import

@Data
@Builder
@AllArgsConstructor
@NoArgsConstructor
@JsonAutoDetect(fieldVisibility = Visibility.ANY, getterVisibility = Visibility.NONE,
setterVisibility = Visibility.NONE)
public class ServerSideEncryptionRule {
@JsonProperty("BucketKeyEnabled")
private Boolean bucketKeyEnabled;

@JsonProperty("ServerSideEncryptionByDefault")
private ServerSideEncryptionByDefault serverSideEncryptionByDefault;

Example ServerSideEncryptionByDefault.java

package com.mycompany.testing.mytesthook.model.aws.s3.bucket;

import

@Data
@Builder
@AllArgsConstructor
@NoArgsConstructor
@JsonAutoDetect(fieldVisibility = Visibility.ANY, getterVisibility = Visibility.NONE,
setterVisibility = Visibility.NONE)
public class ServerSideEncryptionByDefault {
@JsonProperty("SSEAlgorithm")
private String sSEAlgorithm;

@JsonProperty("KMSMasterKeyID")
private String kMSMasterKeyID;
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FAPOJOSHERH , BIME A LURERFREI Hook HAEH L BREF. EUHRAIF , ALEBREFE
HlpreCreatefpreUpdate@A =,

2 4 %5 : 2 Hook /BT F

hY

x

2
NAPIE i 4 RS 1T 4R

W APIE R & B 2R it 1T 4w S
KBS B R
SSIMERLEEF

4L EpreCreatef2 F
FtpreCreatefb B2 it 1T 412
¥ #ipreCreate iz

L4 EpreUpdatei2 7
FipreUpdatefb 72 7 3 1T 4w B9
E #FrpreUpdate iz

S ALE preDelete 2 F
XtpreDeletefb B2 73 1T 43
B AL EpreDelete 2 [F

STAPIZ P i 4 R BE 1T 4R

1.

&M ClientBuilder. javaX#HIDE , T L Fsrc/main/java/com/mycompany/

testing/mytesthook X #R#I X,
BUTRBEHClientBuilder. javaX B2 BA R,

Example ClientBuilder.java

package com.awscommunity.kms.encryptionsettings;

import software.amazon.awssdk.services.ec2.Ec2Client;
import software.amazon.cloudformation.HookLambdaWrapper;

/**

* Describes static HTTP clients (to consume less memory) for API calls that
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* this hook makes to a number of AWS services.
*/
public final class ClientBuilder {

private ClientBuilder() {
}

/**
* Create an HTTP client for Amazon EC2.

*

* @return Ec2Client An {e@link Ec2Client} object.
*/
public static Ec2Client getEc2Client() {
return
Ec2Client.builder().httpClient(HookLambdaWrapper .HTTP_CLIENT).build();
}

X APIE R & B BR T 4R D

1. &M Translator.javaXHHIDE , FIFfLFsrc/main/java/com/mycompany/
testing/mytesthook 3 #XH#3X#,

2. ALUTRBE#Translator.javaXHFH£IBRA,

Example Translator.java

package com.mycompany.testing.mytesthook;

import software.amazon.awssdk.services.s3.model.GetBucketEncryptionRequest;
import software.amazon.awssdk.services.s3.model.ListBucketsRequest;

import software.amazon.awssdk.services.sqs.model.ListQueuesRequest;

import software.amazon.cloudformation.proxy.hook.targetmodel.HookTargetModel;

/-k-k
* This class is a centralized placeholder for
* - api request construction
* - object translation to/from aws sdk
*/

public class Translator {
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static ListBucketsRequest translateTolListBucketsRequest(final HookTargetModel
targetModel) {
return ListBucketsRequest.builder().build();

static ListQueuesRequest translateTolListQueuesRequest(final String nextToken) {
return ListQueuesRequest.builder().nextToken(nextToken).build();

static ListBucketsRequest createlListBucketsRequest() {
return ListBucketsRequest.builder().build();

static ListQueuesRequest createlListQueuesRequest() {
return createlistQueuesRequest(null);

static ListQueuesRequest createlListQueuesRequest(final String nextToken) {
return ListQueuesRequest.builder().nextToken(nextToken).build();

static GetBucketEncryptionRequest createGetBucketEncryptionRequest(final String
bucket) {
return GetBucketEncryptionRequest.builder().bucket(bucket).build();

I EBBRERF RS

1. TE&MAbstractTestBase.javaX#HIDE , §§H L Fsrc/main/java/com/mycompany/
testing/mytesthook X #& sy X#,

2. FALUTARBE#AbstractTestBase. javaXlXHHEIBRR,

Example Translator.java

package com.mycompany.testing.mytesthook;

import com.google.common.collect.ImmutableMap;

import org.mockito.Mockito;

import software.amazon.awssdk.auth.credentials.AwsCredentialsProvider;
import software.amazon.awssdk.auth.credentials.AwsSessionCredentials;
import software.amazon.awssdk.auth.credentials.StaticCredentialsProvider;
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import software.amazon.awssdk.awscore.AwsRequest;

import software.amazon.awssdk.awscore.AwsRequestOverrideConfiguration;
import software.amazon.awssdk.awscore.AwsResponse;

import software.amazon.awssdk.core.SdkClient;

import software.amazon.awssdk.core.pagination.sync.SdkIterable;

import software.amazon.cloudformation.proxy.AmazonWebServicesClientProxy;
import software.amazon.cloudformation.proxy.Credentials;

import software.amazon.cloudformation.proxy.LoggerProxy;

import software.amazon.cloudformation.proxy.OperationStatus;

import software.amazon.cloudformation.proxy.ProgressEvent;

import software.amazon.cloudformation.proxy.ProxyClient;

import software.amazon.cloudformation.proxy.hook.targetmodel.HookTargetModel;

import javax.annotation.Nonnull;

import java.time.Duration;

import java.util.concurrent.CompletableFuture;
import java.util.function.Function;

import java.util.function.Supplier;

import static org.assertj.core.api.Assertions.assertThat;

@lombok.Getter
public class AbstractTestBase {
protected final AwsSessionCredentials awsSessionCredential;
protected final AwsCredentialsProvider v2CredentialsProvider;
protected final AwsRequestOverrideConfiguration configuration;
protected final LoggerProxy loggerProxy;
protected final Supplier<Long> awsLambdaRuntime = () ->
Duration.ofMinutes(15).toMillis();
protected final AmazonWebServicesClientProxy proxy;
protected final Credentials mockCredentials =
new Credentials("mockAccessId", "mockSecretKey", "mockSessionToken");

@lombok.Setter
private SdkClient serviceClient;

protected AbstractTestBase() {

loggerProxy = Mockito.mock(LoggerProxy.class);

awsSessionCredential =
AwsSessionCredentials.create(mockCredentials.getAccessKeyId(),

mockCredentials.getSecretAccessKey(),

mockCredentials.getSessionToken());

v2CredentialsProvider =
StaticCredentialsProvider.create(awsSessionCredential);
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configuration = AwsRequestOverrideConfiguration.builder()
.credentialsProvider(v2CredentialsProvider)
.build();
proxy = new AmazonWebServicesClientProxy(
loggerProxy,
mockCredentials,
awsLambdaRuntime
) {
@Override
public <ClientT> ProxyClient<ClientT> newProxy(@Nonnull
Supplier<ClientT> client) {
return new ProxyClient<ClientT>() {
@Override
public <RequestT extends AwsRequest, ResponseT extends
AwsResponse>
ResponseT injectCredentialsAndInvokeV2(RequestT request,
Function<RequestT,
ResponseT> requestFunction) {
return proxy.injectCredentialsAndInvokeV2(request,
requestFunction);

@Override
public <RequestT extends AwsRequest, ResponseT extends
AwsResponse> CompletableFuture<ResponseT>
injectCredentialsAndInvokeV2Async(RequestT request,
Function<RequestT, CompletableFuture<ResponseT>> requestFunction) {
return proxy.injectCredentialsAndInvokeV2Async(request,
requestFunction);

@Override
public <RequestT extends AwsRequest, ResponseT extends
AwsResponse, IterableT extends SdkIterable<ResponseT>>
IterableT
injectCredentialsAndInvokeIterableV2(RequestT request,
Function<RequestT, IterableT> requestFunction) {
return proxy.injectCredentialsAndInvokeIterableV2(request,
requestFunction);

@SuppressWarnings("unchecked")
@Override
public ClientT client() {
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return (ClientT) serviceClient;

i

protected void assertResponse(final ProgressEvent<HookTargetModel,

CallbackContext> response, final OperationStatus expectedStatus, final String

expectedMsg) {
assertThat(response).isNotNull();
assertThat(response.getStatus()).isEqualTo(expectedStatus);
assertThat(response.getCallbackContext()).isNull();
assertThat(response.getCallbackDelaySeconds()).isEqualTo(Q);
assertThat(response.getMessage()).isNotNull();
assertThat(response.getMessage()).isEqualTo(expectedMsg);

protected HookTargetModel createHookTargetModel(final Object
resourceProperties) {
return HookTargetModel.of(ImmutableMap.of("ResourceProperties",
resourceProperties));

}

protected HookTargetModel createHookTargetModel(final Object
resourceProperties, final Object previousResourceProperties) {
return HookTargetModel.of(
ImmutableMap.of(
"ResourceProperties", resourceProperties,
"PreviousResourceProperties", previousResourceProperties

);

KRUE R EREF

1. 7TE&HKIBaseHookHandlerStd. javaX#HIDE , $TF L Fsrc/main/java/com/
mycompany/testing/mytesthook 3 #X iy 324,

2. ALUTRBE#BaseHookHandlerStd. javaXHMH AR,
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Example Translator.java

package com.mycompany.testing.mytesthook;

import com.mycompany.testing.mytesthook.model.aws.s3.bucket.AwsS3Bucket;
import com.mycompany.testing.mytesthook.model.aws.sqgs.queue.AwsSqgsQueue;
import software.amazon.awssdk.services.s3.S3Client;

import software.amazon.awssdk.services.sqgs.SgsClient;

import software.amazon.cloudformation.exceptions.UnsupportedTargetException;
import software.amazon.cloudformation.proxy.AmazonWebServicesClientProxy;
import software.amazon.cloudformation.proxy.Logger;

import software.amazon.cloudformation.proxy.ProgressEvent;

import software.amazon.cloudformation.proxy.ProxyClient;

import software.amazon.cloudformation.proxy.hook.HookHandlerRequest;

import software.amazon.cloudformation.proxy.hook.targetmodel.HookTargetModel;

public abstract class BaseHookHandlerStd extends BaseHookHandler<CallbackContext,
TypeConfigurationModel> {
public static final String HOOK_TYPE_NAME = "MyCompany::Testing: :MyTestHook";

protected Logger logger;

@Override
public ProgressEvent<HookTargetModel, CallbackContext> handleRequest(
final AmazonWebServicesClientProxy proxy,
final HookHandlerRequest request,
final CallbackContext callbackContext,
final Logger logger,
final TypeConfigurationModel typeConfiguration

) {
this.logger = logger;
final String targetName = request.getHookContext().getTargetName();
final ProgressEvent<HookTargetModel, CallbackContext> result;
if (AwsS3Bucket.TYPE_NAME.equals(targetName)) {
result = handleS3BucketRequest(
proxy,
request,
callbackContext != null ? callbackContext : new
CallbackContext(),

proxy.newProxy(ClientBuilder: :createS3Client),
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typeConfiguration
);
} else if (AwsSqsQueue.TYPE_NAME.equals(targetName)) {
result = handleSqsQueueRequest(

proxy,
request,
callbackContext != null ? callbackContext : new
CallbackContext(),
proxy.newProxy(ClientBuilder::createSqsClient),
typeConfiguration
);
} else {
throw new UnsupportedTargetException(targetName);
}
log(

String.format(
"Result for [%s] invocation for target [%s] returned status [%s]
with message [%s]",
request.getHookContext().getInvocationPoint(),
targetName,
result.getStatus(),
result.getMessage()

);

return result;

protected abstract ProgressEvent<HookTargetModel, CallbackContext>
handleS3BucketRequest(
final AmazonWebServicesClientProxy proxy,
final HookHandlerRequest request,
final CallbackContext callbackContext,
final ProxyClient<S3Client> proxyClient,
final TypeConfigurationModel typeConfiguration
);

protected abstract ProgressEvent<HookTargetModel, CallbackContext>
handleSqsQueueRequest(
final AmazonWebServicesClientProxy proxy,
final HookHandlerRequest request,
final CallbackContext callbackContext,
final ProxyClient<SqgsClient> proxyClient,
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final TypeConfigurationModel typeConfiguration
);

protected void log(final String message) {
if (logger != null) {
logger.log(message);
} else {
System.out.println(message);

XY EpreCreatefZF
preCreatefbEBREFKIEAWS: :S3: :BucketRAWS: : SQS: : Queue BRI RS B[ IH INZRE

« XFAWS::S3::Bucket®iR , REERRUTHRMAET , Hook T 2BH :
Amazon S3 FEBMEERE.,
ERZEEEZ AT Amazon S3 EiEHA.
« 71 Amazon S3 FREBIRENMBRE ZRATENERE X,
« % AWS Key Management Service i ID BiX &,
o XFFAWS: :SQS: :Queue®IR , REEBEUTZRHEFRT , Hook F 2B :
« B AWS Key Management Service 48 ID BiZiE.

JtpreCreatefb B2 Fi#t T4 15

1. #HE#&HWPreCreateHookHandler.javaX#HIDE , FIF L Fsrc/main/java/software/
mycompany/testing/mytesthook XX #R /#3245,

2. FLTHRBEMPreCreateHookHandler. javaX I £IETH A,

package com.mycompany.testing.mytesthook;

import com.mycompany.testing.mytesthook.model.aws.s3.bucket.AwsS3Bucket;

import com.mycompany.testing.mytesthook.model.aws.s3.bucket.AwsS3BucketTargetModel;

import com.mycompany.testing.mytesthook.model.aws.s3.bucket.BucketEncryption;

import
com.mycompany.testing.mytesthook.model.aws.s3.bucket.ServerSideEncryptionByDefault;
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import

com.mycompany.testing.mytesthook.model.aws.s3.bucket.ServerSideEncryptionRule;

import
import
import
import
import
import
import
import
import
import
import
import

com.mycompany.testing.mytesthook.model.aws.sqgs.queue.AwsSqgsQueue;

com.mycompany.testing.mytesthook.model.aws.sqs.queue.AwsSqsQueueTargetModel;

org.apache.commons.collections.CollectionUtils;
org.apache.commons.lang3.StringUtils;
software.amazon.cloudformation.exceptions.UnsupportedTargetException;
software.amazon.cloudformation.proxy.HandlerErrorCode;
software.amazon.cloudformation.proxy.Logger;
software.amazon.cloudformation.proxy.AmazonWebServicesClientProxy;
software.amazon.cloudformation.proxy.hook.HookStatus;
software.amazon.cloudformation.proxy.hook.HookProgressEvent;
software.amazon.cloudformation.proxy.hook.HookHandlerRequest;

software.amazon.cloudformation.proxy.hook.targetmodel.ResourceHookTargetModel;

import

public class PreCreateHookHandler extends BaseHookHandler<TypeConfigurationModel,

java.util.List;

CallbackContext> {

@Override
public HookProgressEvent<CallbackContext> handleRequest(

final AmazonWebServicesClientProxy proxy,

final HookHandlerRequest request,

final CallbackContext callbackContext,

final Logger logger,

final TypeConfigurationModel typeConfiguration) {

final String targetName = request.getHookContext().getTargetName();
if ("AWS::S3::Bucket".equals(targetName)) {
final ResourceHookTargetModel<AwsS3Bucket> targetModel =

request.getHookContext().getTargetModel (AwsS3BucketTargetModel.class);

final AwsS3Bucket bucket = targetModel.getResourceProperties();
final String encryptionAlgorithm =

typeConfiguration.getEncryptionAlgorithm();

return validateS3BucketEncryption(bucket, encryptionAlgorithm);

} else if ("AWS::SQS::Queue".equals(targetName)) {
final ResourceHookTargetModel<AwsSqsQueue> targetModel =

request.getHookContext().getTargetModel (AwsSgsQueueTargetModel.class);
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final AwsSgsQueue queue = targetModel.getResourceProperties();
return validateSQSQueueEncryption(queue);

} else {
throw new UnsupportedTargetException(targetName);

private HookProgressEvent<CallbackContext> validateS3BucketEncryption(final
AwsS3Bucket bucket, final String requiredEncryptionAlgorithm) {
HookStatus resultStatus = null;
String resultMessage = null;

if (bucket !'= null) {
final BucketEncryption bucketEncryption = bucket.getBucketEncryption();
if (bucketEncryption != null) {
final List<ServerSideEncryptionRule> serverSideEncryptionRules =
bucketEncryption.getServerSideEncryptionConfiguration();
if (CollectionUtils.isNotEmpty(serverSideEncryptionRules)) {
for (final ServerSideEncryptionRule rule :
serverSideEncryptionRules) {
final Boolean bucketKeyEnabled =
rule.getBucketKeyEnabled();
if (bucketKeyEnabled) {
final ServerSideEncryptionByDefault
serverSideEncryptionByDefault = rule.getServerSideEncryptionByDefault();

final String encryptionAlgorithm =
serverSideEncryptionByDefault.getSSEAlgorithm();

final String kmsKeyId =
serverSideEncryptionByDefault.getkKMSMasterKeyID(); // "KMSMasterKeyID" is name of
the property for an AWS::S3::Bucket;

if (!StringUtils.equals(encryptionAlgorithm,
requiredEncryptionAlgorithm) && StringUtils.isBlank(kmsKeyId)) {
resultStatus = HookStatus.FAILED;
resultMessage = "KMS Key ID not set
and SSE Encryption Algorithm is incorrect for bucket with name: " +
bucket.getBucketName();
} else if (!StringUtils.equals(encryptionAlgorithm,
requiredEncryptionAlgorithm)) {
resultStatus = HookStatus.FAILED;
resultMessage = "SSE Encryption Algorithm is
incorrect for bucket with name: " + bucket.getBucketName();
} else if (StringUtils.isBlank(kmsKeyId)) {

EEEY 98



CloudFormation Hooks F 6/

resultStatus = HookStatus.FAILED;
resultMessage = "KMS Key ID not set for bucket with

name: " + bucket.getBucketName();
} else {
resultStatus = HookStatus.SUCCESS;
resultMessage = "Successfully invoked
PreCreateHookHandler for target: AWS::S3::Bucket";
}
} else {

resultStatus = HookStatus.FAILED;
resultMessage = "Bucket key not enabled for bucket with
name: " + bucket.getBucketName();

}

if (resultStatus == HookStatus.FAILED) {
break;

}
} else {

resultStatus = HookStatus.FAILED;
resultMessage = "No SSE Encryption configurations for bucket
with name: " + bucket.getBucketName();
}
} else {
resultStatus = HookStatus.FAILED;
resultMessage = "Bucket Encryption not enabled for bucket with
name: " + bucket.getBucketName();
}
} else {
resultStatus = HookStatus.FAILED;
resultMessage = "Resource properties for S3 Bucket target model are
empty";

return HookProgressEvent.<CallbackContext>builder()
.status(resultStatus)
.message(resultMessage)
.errorCode(resultStatus == HookStatus.FAILED ?
HandlerErrorCode.ResourceConflict : null)
.build();

private HookProgressEvent<CallbackContext> validateSQSQueueEncryption(final
AwsSqsQueue queue) {
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if (queue == null) {
return HookProgressEvent.<CallbackContext>builder()
.status(HookStatus.FAILED)
.message("Resource properties for SQS Queue target model are
empty")
.errorCode(HandlerErrorCode.ResourceConflict)
.build();

final String kmsKeyId = queue.getKmsMasterKeyId(); // "KmsMasterKeyId" is
name of the property for an AWS::SQS::Queue
if (StringUtils.isBlank(kmsKeyId)) {
return HookProgressEvent.<CallbackContext>builder()
.status(HookStatus.FAILED)
.message("Server side encryption turned off for queue with
name: " + queue.getQueueName())
.errorCode(HandlerErrorCode.ResourceConflict)
.build();

return HookProgressEvent.<CallbackContext>builder()
.status(HookStatus.SUCCESS)
.message("Successfully invoked PreCreateHookHandler for target:
AWS: :SQS: :Queue")
.build();

E#preCreatelllid

1. #E#&HIPreCreateHandlerTest.javaX#HIDE , T Fsrc/test/java/software/
mycompany/testing/mytesthook 3 #X iy 24,

2. ALUTRBE#PreCreateHandlerTest.javaXHH£IBAR,

package com.mycompany.testing.mytesthook;

import com.google.common.collect.ImmutableMap;

import com.mycompany.testing.mytesthook.model.aws.s3.bucket.AwsS3Bucket;

import com.mycompany.testing.mytesthook.model.aws.s3.bucket.BucketEncryption;

import
com.mycompany.testing.mytesthook.model.aws.s3.bucket.ServerSideEncryptionByDefault;
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import

com.mycompany.testing.mytesthook.model.aws.s3.bucket.ServerSideEncryptionRule;

import
import
import
import
import
import
import
import
import
import
import
import
import
import
import

import
import

import
import
import

com.mycompany.testing.mytesthook.model.aws.sqgs.queue.AwsSqgsQueue;
org.junit.jupiter.api.BeforeEach;

org.junit.jupiter.api.Test;
org.junit.jupiter.api.extension.ExtendWith;

org.mockito.Mock;

org.mockito.junit.jupiter.MockitoExtension;
software.amazon.cloudformation.exceptions.UnsupportedTargetException;
software.amazon.cloudformation.proxy.AmazonWebServicesClientProxy;
software.amazon.cloudformation.proxy.HandlerErrorCode;
software.amazon.cloudformation.proxy.Logger;
software.amazon.cloudformation.proxy.hook.HookContext;
software.amazon.cloudformation.proxy.hook.HookHandlerRequest;
software.amazon.cloudformation.proxy.hook.HookProgressEvent;
software.amazon.cloudformation.proxy.hook.HookStatus;
software.amazon.cloudformation.proxy.hook.targetmodel.HookTargetModel;

java.util.Collections;
java.util.Map;

static org.assertj.core.api.Assertions.assertThat;
static org.assertj.core.api.Assertions.assertThatExceptionOfType;
static org.mockito.Mockito.mock;

@ExtendWith(MockitoExtension.class)

public

class PreCreateHookHandlerTest {

@Mock
private AmazonWebServicesClientProxy proxy;

@Mock
private Logger logger;

@BeforeEach
public void setup() {

proxy = mock(AmazonWebServicesClientProxy.class);
logger = mock(Logger.class);

@Test
public void handleRequest_awsSqsQueueSuccess() {

final PreCreateHookHandler handler = new PreCreateHookHandler();
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final AwsSgsQueue queue = buildSqsQueue("MyQueue", "KmsKey");

final HookTargetModel targetModel = createHookTargetModel(queue);

final TypeConfigurationModel typeConfiguration =
TypeConfigurationModel.builder().encryptionAlgorithm("AES256").build();

final HookHandlerRequest request = HookHandlerRequest.builder()

.hookContext(HookContext.builder().targetName("AWS: :SQS::Queue").targetModel(targetModel).
.build();

final HookProgressEvent<CallbackContext> response =
handler.handleRequest(proxy, request, null, logger, typeConfiguration);
assertResponse(response, HookStatus.SUCCESS, "Successfully invoked
PreCreateHookHandler for target: AWS::SQS::Queue");
}

@Test
public void handleRequest_awsS3BucketSuccess() {
final PreCreateHookHandler handler = new PreCreateHookHandler();

final AwsS3Bucket bucket = buildAwsS3Bucket("amzn-s3-demo-bucket", true,
"AES256", "KmsKey");

final HookTargetModel targetModel = createHookTargetModel(bucket);

final TypeConfigurationModel typeConfiguration =
TypeConfigurationModel.builder().encryptionAlgorithm("AES256").build();

final HookHandlerRequest request = HookHandlerRequest.builder()

.hookContext(HookContext.builder().targetName("AWS: :S3: :Bucket").targetModel(targetModel).
.build();

final HookProgressEvent<CallbackContext> response =
handler.handleRequest(proxy, request, null, logger, typeConfiguration);
assertResponse(response, HookStatus.SUCCESS, "Successfully invoked
PreCreateHookHandler for target: AWS::S3::Bucket");
}

@Test
public void handleRequest_awsS3BucketFail_bucketKeyNotEnabled() {
final PreCreateHookHandler handler = new PreCreateHookHandler();

final AwsS3Bucket bucket = buildAwsS3Bucket("amzn-s3-demo-bucket", false,
"AES256", "KmsKey");
final HookTargetModel targetModel = createHookTargetModel(bucket);
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final TypeConfigurationModel typeConfiguration =
TypeConfigurationModel.builder().encryptionAlgorithm("AES256").build();

final HookHandlerRequest request = HookHandlerRequest.builder()

.hookContext(HookContext.builder().targetName("AWS: :S3: :Bucket").targetModel(targetModel).
.build();

final HookProgressEvent<CallbackContext> response =
handler.handleRequest(proxy, request, null, logger, typeConfiguration);

assertResponse(response, HookStatus.FAILED, "Bucket key not enabled for
bucket with name: amzn-s3-demo-bucket");

}

@Test
public void handleRequest_awsS3BucketFail_incorrectSSEEncryptionAlgorithm() {
final PreCreateHookHandler handler = new PreCreateHookHandler();

final AwsS3Bucket bucket = buildAwsS3Bucket("amzn-s3-demo-bucket", true,
"SHA512", "KmsKey");

final HookTargetModel targetModel = createHookTargetModel(bucket);

final TypeConfigurationModel typeConfiguration =
TypeConfigurationModel.builder().encryptionAlgorithm("AES256").build();

final HookHandlerRequest request = HookHandlerRequest.builder()

.hookContext(HookContext.builder().targetName("AWS: :S3: :Bucket").targetModel(targetModel).
.build();

final HookProgressEvent<CallbackContext> response =
handler.handleRequest(proxy, request, null, logger, typeConfiguration);

assertResponse(response, HookStatus.FAILED, "SSE Encryption Algorithm is
incorrect for bucket with name: amzn-s3-demo-bucket");

}

@Test
public void handleRequest_awsS3BucketFail_kmsKeyIdNotSet() {
final PreCreateHookHandler handler = new PreCreateHookHandler();

final AwsS3Bucket bucket = buildAwsS3Bucket("amzn-s3-demo-bucket", true,
"AES256", null);

final HookTargetModel targetModel = createHookTargetModel(bucket);

final TypeConfigurationModel typeConfiguration =
TypeConfigurationModel.builder().encryptionAlgorithm("AES256").build();
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final HookHandlerRequest request = HookHandlerRequest.builder()

.hookContext(HookContext.builder().targetName("AWS: :S3: :Bucket").targetModel(targetModel).
.build();

final HookProgressEvent<CallbackContext> response =
handler.handleRequest(proxy, request, null, logger, typeConfiguration);

assertResponse(response, HookStatus.FAILED, "KMS Key ID not set for bucket
with name: amzn-s3-demo-bucket");

}

@Test
public void handleRequest_awsSqsQueueFail_serverSideEncryptionOff() {
final PreCreateHookHandler handler = new PreCreateHookHandler();

final AwsSgsQueue queue = buildSqsQueue("MyQueue", null);

final HookTargetModel targetModel = createHookTargetModel(queue);

final TypeConfigurationModel typeConfiguration =
TypeConfigurationModel.builder().encryptionAlgorithm("AES256").build();

final HookHandlerRequest request = HookHandlerRequest.buildexr()

.hookContext(HookContext.builder().targetName("AWS: :SQS::Queue").targetModel(targetModel).
.build();

final HookProgressEvent<CallbackContext> response =
handler.handleRequest(proxy, request, null, logger, typeConfiguration);

assertResponse(response, HookStatus.FAILED, "Server side encryption turned
off for queue with name: MyQueue");

}

@Test
public void handleRequest_unsupportedTarget() {
final PreCreateHookHandler handler = new PreCreateHookHandler();

final Map<String, Object> unsupportedTarget =
ImmutableMap.of("ResourceName", "MyUnsupportedTarget");

final HookTargetModel targetModel =
createHookTargetModel (unsupportedTarget);

final TypeConfigurationModel typeConfiguration =
TypeConfigurationModel.builder().encryptionAlgorithm("AES256").build();

final HookHandlerRequest request = HookHandlerRequest.builder()
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.hookContext(HookContext.builder().targetName("AWS: :Unsupported::Target").targetModel(tarc
.build();

assertThatExceptionOfType(UnsupportedTargetException.class)

.isThrownBy(() -> handler.handleRequest(proxy, request, null,

logger, typeConfiguration))
.withMessageContaining("Unsupported target")
.withMessageContaining("AWS: :Unsupported: :Target")
.satisfies(e ->

assertThat(e.getErrorCode()).isEqualTo(HandlerErrorCode.InvalidRequest));

}

private void assertResponse(final HookProgressEvent<CallbackContext> response,

final HookStatus expectedStatus, final String expectedErrorMsg) {
assertThat(response).isNotNull();
assertThat(response.getStatus()).isEqualTo(expectedStatus);
assertThat(response.getCallbackContext()).isNull();
assertThat(response.getCallbackDelaySeconds()).isEqualTo(Q);
assertThat(response.getMessage()).isNotNull();
assertThat(response.getMessage()).isEqualTo(expectedErrorMsg);

private HookTargetModel createHookTargetModel(final Object resourceProperties)

return HookTargetModel.of(ImmutableMap.of("ResourceProperties",
resourceProperties));

}

@SuppressWarnings("SameParameterValue")
private AwsSgsQueue buildSqsQueue(final String queueName, final String
kmsKeyId) {
return AwsSqsQueue.builder()
.queueName(queueName)
.kmsMasterKeyId(kmsKeyId) // "KmsMasterKeyId" is name of the
property for an AWS::SQS::Queue
.build();

@SuppressWarnings("SameParameterValue")
private AwsS3Bucket buildAwsS3Bucket(
final String bucketName,
final Boolean bucketKeyEnabled,
final String sseAlgorithm,
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final String kmsKeyId
) {
return AwsS3Bucket.builder()
.bucketName(bucketName)
.bucketEncryption(
BucketEncryption.buildex()
.serverSideEncryptionConfiguration(
Collections.singletonList(
ServerSideEncryptionRule.builder()
.bucketKeyEnabled(bucketKeyEnabled)
.serverSideEncryptionByDefault(
ServerSideEncryptionByDefault.buildexr()
.sSEAlgorithm(sseAlgorithm)
.kMSMasterKeyID(kmsKeyId) //
"KMSMasterKeyID" is name of the property for an AWS::S3::Bucket
.build()
).build()
)
).build()
).build();

It EpreUpdatef2fF

XIM—“preUpdatetb BREF , ZUABEFEAEEFFAAEEEBNENTREZFEN,
ZpreUpdatet BREFTRUATES :

o XFAWS::S3::Bucket®R , REEHBBUT RN , Hook F 2B
« Amazon S3 FE BN FE @ IR E L RIS H,

StpreUpdateit B2 Fi# T4

1. E&HPreUpdateHookHandler. javaX#HIDE , I {4 Fsrc/main/java/software/
mycompany/testing/mytesthook 3 #X 11y 324,

2. ALUTRBE#PreUpdateHookHandler.javaXHH£IBRR,

package com.mycompany.testing.mytesthook;

import com.mycompany.testing.mytesthook.model.aws.s3.bucket.AwsS3Bucket;
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import com.mycompany.testing.mytesthook.model.aws.s3.bucket.AwsS3BucketTargetModel;
import
com.mycompany.testing.mytesthook.model.aws.s3.bucket.ServerSideEncryptionRule;
import org.apache.commons.lang3.StringUtils;

import software.amazon.cloudformation.exceptions.UnsupportedTargetException;
import software.amazon.cloudformation.proxy.HandlerErrorCode;

import software.amazon.cloudformation.proxy.Logger;

import software.amazon.cloudformation.proxy.AmazonWebServicesClientProxy;

import software.amazon.cloudformation.proxy.hook.HookStatus;

import software.amazon.cloudformation.proxy.hook.HookProgressEvent;

import software.amazon.cloudformation.proxy.hook.HookHandlerRequest;

import
software.amazon.cloudformation.proxy.hook.targetmodel.ResourceHookTargetModel;

import java.util.List;

public class PreUpdateHookHandler extends BaseHookHandler<TypeConfigurationModel,
CallbackContext> {

@Override
public HookProgressEvent<CallbackContext> handleRequest(
final AmazonWebServicesClientProxy proxy,
final HookHandlerRequest request,
final CallbackContext callbackContext,
final Logger logger,
final TypeConfigurationModel typeConfiguration) {

final String targetName = request.getHookContext().getTargetName();
if ("AWS::S3::Bucket".equals(targetName)) {
final ResourceHookTargetModel<AwsS3Bucket> targetModel =
request.getHookContext().getTargetModel (AwsS3BucketTargetModel.class);

final AwsS3Bucket bucketProperties =
targetModel.getResourceProperties();

final AwsS3Bucket previousBucketProperties =
targetModel.getPreviousResourceProperties();

return validateBucketEncryptionRulesNotUpdated(bucketProperties,
previousBucketProperties);
} else {
throw new UnsupportedTargetException(targetName);
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private HookProgressEvent<CallbackContext>
validateBucketEncryptionRulesNotUpdated(final AwsS3Bucket resourceProperties,
final AwsS3Bucket previousResourceProperties) {
final List<ServerSideEncryptionRule> bucketEncryptionConfigs =
resourceProperties.getBucketEncryption().getServerSideEncryptionConfiguration();
final List<ServerSideEncryptionRule> previousBucketEncryptionConfigs =
previousResourceProperties.getBucketEncryption().getServerSideEncryptionConfiguration();

if (bucketEncryptionConfigs.size() !=
previousBucketEncryptionConfigs.size()) {
return HookProgressEvent.<CallbackContext>builder()
.status(HookStatus.FAILED)
.errorCode(HandlerErrorCode.NotUpdatable)
.message(
String.format(
"Current number of bucket encryption configs does not
match previous. Current has %d configs while previously there were %d configs",
bucketEncryptionConfigs.size(),
previousBucketEncryptionConfigs.size()
)
).build();

for (int i = @; i < bucketEncryptionConfigs.size(); ++i) {
final String currentEncryptionAlgorithm =
bucketEncryptionConfigs.get(i).getServerSideEncryptionByDefault().getSSEAlgorithm();
final String previousEncryptionAlgorithm =
previousBucketEncryptionConfigs.get(i).getServerSideEncryptionByDefault().getSSEAlgorithm(

if (!StringUtils.equals(currentEncryptionAlgorithm,
previousEncryptionAlgorithm)) {
return HookProgressEvent.<CallbackContext>builder()
.status(HookStatus.FAILED)
.errorCode(HandlerErrorCode.NotUpdatable)
.message(
String.format(
"Bucket Encryption algorithm can not be changed once
set. The encryption algorithm was changed to '%s' from '%s'.",
currentEncryptionAlgorithm,
previousEncryptionAlgorithm

)
.build();
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return HookProgressEvent.<CallbackContext>builder()
.status(HookStatus.SUCCESS)
.message("Successfully invoked PreUpdateHookHandler for target:

AWS: :SQS: :Queue")

E#preUpdateilliz
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import static org.assertj.core.api.Assertions.assertThat;
import static org.assertj.core.api.Assertions.assertThatExceptionOfType;
import static org.mockito.Mockito.mock;

@ExtendWith(MockitoExtension.class)
public class PreUpdateHookHandlerTest {

@Mock
private AmazonWebServicesClientProxy proxy;

@Mock
private Logger logger;

@BeforeEach

public void setup() {
proxy = mock(AmazonWebServicesClientProxy.class);
logger = mock(Logger.class);

@Test
public void handleRequest_awsS3BucketSuccess() {
final PreUpdateHookHandler handler = new PreUpdateHookHandler();

final ServerSideEncryptionRule serverSideEncryptionRule =
buildServerSideEncryptionRule("AES256");
final AwsS3Bucket resourceProperties = buildAwsS3Bucket("amzn-s3-demo-
bucket", serverSideEncryptionRule);
final AwsS3Bucket previousResourceProperties = buildAwsS3Bucket("amzn-s3-
demo-bucket", serverSideEncryptionRule);
final HookTargetModel targetModel =
createHookTargetModel(resourceProperties, previousResourceProperties);
final TypeConfigurationModel typeConfiguration =
TypeConfigurationModel.builder().encryptionAlgorithm("AES256").build();

final HookHandlerRequest request = HookHandlerRequest.buildexr()

.hookContext(HookContext.builder().targetName("AWS: :S3::Bucket").targetModel(targetModel).
.build();

final HookProgressEvent<CallbackContext> response =
handler.handleRequest(proxy, request, null, logger, typeConfiguration);

assertResponse(response, HookStatus.SUCCESS, "Successfully invoked
PreUpdateHookHandler for target: AWS::SQS::Queue");
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}

@Test
public void handleRequest_awsS3BucketFail_bucketEncryptionConfigsDontMatch() {
final PreUpdateHookHandler handler = new PreUpdateHookHandler();

final ServerSideEncryptionRule[] serverSideEncryptionRules =
Stream.of ("AES256", '"SHA512", "AES32")
.map(this::buildServerSideEncryptionRule)
.toArray(ServerSideEncryptionRule[]: :new);

final AwsS3Bucket resourceProperties = buildAwsS3Bucket("amzn-s3-demo-
bucket", serverSideEncryptionRules[0]);

final AwsS3Bucket previousResourceProperties = buildAwsS3Bucket('"amzn-s3-
demo-bucket", serverSideEncryptionRules);

final HookTargetModel targetModel =

createHookTargetModel(resourceProperties, previousResourceProperties);

final TypeConfigurationModel typeConfiguration =

TypeConfigurationModel.builder().encryptionAlgorithm("AES256").build();

final HookHandlerRequest request = HookHandlerRequest.builder()

.hookContext(HookContext.builder().targetName("AWS: :S3::Bucket").targetModel(targetModel).
.build();

final HookProgressEvent<CallbackContext> response =
handler.handleRequest(proxy, request, null, logger, typeConfiguration);

assertResponse(response, HookStatus.FAILED, "Current number of bucket
encryption configs does not match previous. Current has 1 configs while previously
there were 3 configs");

}

@Test
public void
handleRequest_awsS3BucketFail_bucketEncryptionAlgorithmDoesNotMatch() {
final PreUpdateHookHandler handler = new PreUpdateHookHandler();

final AwsS3Bucket resourceProperties = buildAwsS3Bucket("amzn-s3-demo-
bucket", buildServerSideEncryptionRule("SHA512"));
final AwsS3Bucket previousResourceProperties = buildAwsS3Bucket("amzn-s3-
demo-bucket", buildServerSideEncryptionRule("AES256"));
final HookTargetModel targetModel =
createHookTargetModel(resourceProperties, previousResourceProperties);
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final TypeConfigurationModel typeConfiguration =
TypeConfigurationModel.builder().encryptionAlgorithm("AES256").build();

final HookHandlerRequest request = HookHandlerRequest.builder()

.hookContext(HookContext.builder().targetName("AWS: :S3: :Bucket").targetModel(targetModel).
.build();

final HookProgressEvent<CallbackContext> response =
handler.handleRequest(proxy, request, null, logger, typeConfiguration);

assertResponse(response, HookStatus.FAILED, String.format("Bucket
Encryption algorithm can not be changed once set. The encryption algorithm was
changed to '%s' from '%s'.", "SHA512", "AES256"));

}

@Test
public void handleRequest_unsupportedTarget() {
final PreUpdateHookHandler handler = new PreUpdateHookHandler();

final Object resourceProperties = ImmutableMap.of("FileSizelLimit", 256);

final Object previousResourceProperties = ImmutableMap.of("FileSizelLimit",
512);

final HookTargetModel targetModel =
createHookTargetModel(resourceProperties, previousResourceProperties);

final TypeConfigurationModel typeConfiguration =
TypeConfigurationModel.builder().encryptionAlgorithm("AES256").build();

final HookHandlerRequest request = HookHandlerRequest.builder()

.hookContext(HookContext.builder().targetName("AWS: :Unsupported: :Target").targetModel(targ
.build();

assertThatExceptionOfType(UnsupportedTargetException.class)

.isThrownBy(() -> handler.handleRequest(proxy, request, null,

logger, typeConfiguration))
.withMessageContaining("Unsupported target")
.withMessageContaining("AWS: :Unsupported: :Target")
.satisfies(e ->

assertThat(e.getErrorCode()).isEqualTo(HandlerErrorCode.InvalidRequest));

}

private void assertResponse(final HookProgressEvent<CallbackContext> response,
final HookStatus expectedStatus, final String expectedErrorMsg) {
assertThat(response).isNotNull();
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assertThat(response.getStatus()).isEqualTo(expectedStatus);
assertThat(response.getCallbackContext()).isNull();
assertThat(response.getCallbackDelaySeconds()).isEqualTo(0Q);
assertThat(response.getMessage()).isNotNull();
assertThat(response.getMessage()).isEqualTo(expectedErrorMsg);

private HookTargetModel createHookTargetModel(final Object resourceProperties,
final Object previousResourceProperties) {
return HookTargetModel.of(
ImmutableMap.of(
"ResourceProperties", resourceProperties,
"PreviousResourceProperties", previousResourceProperties

);

@SuppressWarnings("SameParameterValue")
private AwsS3Bucket buildAwsS3Bucket(
final String bucketName,
final ServerSideEncryptionRule ...serverSideEncryptionRules
) {
return AwsS3Bucket.builder()
.bucketName(bucketName)
.bucketEncryption(
BucketEncryption.buildexr()
.serverSideEncryptionConfiguration(
Arrays.aslList(serverSideEncryptionRules)
).build()
).build();

private ServerSideEncryptionRule buildServerSideEncryptionRule(final String
encryptionAlgorithm) {
return ServerSideEncryptionRule.builder()
.bucketKeyEnabled(true)
.serverSideEncryptionByDefault(
ServerSideEncryptionByDefault.buildexr()

.sSEAlgorithm(encryptionAlgorithm)
.build()

).build();
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import software.amazon.cloudformation.proxy.HandlerErrorCode;

import software.amazon.cloudformation.proxy.OperationStatus;

import software.amazon.cloudformation.proxy.ProgressEvent;

import software.amazon.cloudformation.proxy.ProxyClient;

import software.amazon.cloudformation.proxy.hook.HookContext;

import software.amazon.cloudformation.proxy.hook.HookHandlerRequest;

import software.amazon.cloudformation.proxy.hook.targetmodel.HookTargetModel;

import
software.amazon.cloudformation.proxy.hook.targetmodel.ResourceHookTargetModel;

import java.util.Arraylist;

import java.util.Collection;

import java.util.HashSet;

import java.util.list;

import java.util.Objects;

import java.util.stream.Collectors;

public class PreDeleteHookHandler extends BaseHookHandlerStd {

private ProxyClient<S3Client> s3Client;
private ProxyClient<SqgsClient> sqgsClient;

@Override
protected ProgressEvent<HookTargetModel, CallbackContext>
handleS3BucketRequest(
final AmazonWebServicesClientProxy proxy,
final HookHandlerRequest request,
final CallbackContext callbackContext,
final ProxyClient<S3Client> proxyClient,
final TypeConfigurationModel typeConfiguration
) {
final HookContext hookContext = request.getHookContext();
final String targetName = hookContext.getTargetName();
if (!AwsS3Bucket.TYPE_NAME.equals(targetName)) {
throw new RuntimeException(String.format("Request target type [%s] is
not 'AWS::S3::Bucket'", targetName));
}
this.s3Client = proxyClient;

final String encryptionAlgorithm =
typeConfiguration.getEncryptionAlgorithm();

final int minBuckets =
NumberUtils.toInt(typeConfiguration.getMinBuckets());
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final ResourceHookTargetModel<AwsS3Bucket> targetModel =
hookContext.getTargetModel (AwsS3BucketTargetModel.class);
final List<String> buckets = listBuckets().stream()
.filter(b -> !StringUtils.equals(b,
targetModel.getResourceProperties().getBucketName()))
.collect(Collectors.tolList());

final List<String> compliantBuckets = new ArraylList<>();
for (final String bucket : buckets) {
if (getBucketSSEAlgorithm(bucket).contains(encryptionAlgorithm)) {
compliantBuckets.add(bucket);

if (compliantBuckets.size() >= minBuckets) {
return ProgressEvent.<HookTargetModel, CallbackContext>builder()
.status(OperationStatus.SUCCESS)
.message("Successfully invoked PreDeleteHookHandler for
target: AWS::S3::Bucket")
.build();

return ProgressEvent.<HookTargetModel, CallbackContext>builder()
.status(OperationStatus.FAILED)
.errorCode(HandlerErrorCode.NonCompliant)
.message(String.format("Failed to meet minimum of [%d] encrypted
buckets.", minBuckets))
.build();

@Override
protected ProgressEvent<HookTargetModel, CallbackContext>
handleSqsQueueRequest(
final AmazonWebServicesClientProxy proxy,
final HookHandlerRequest request,
final CallbackContext callbackContext,
final ProxyClient<SqgsClient> proxyClient,
final TypeConfigurationModel typeConfiguration
) {
final HookContext hookContext = request.getHookContext();
final String targetName = hookContext.getTargetName();
if (!AwsSgsQueue.TYPE_NAME.equals(targetName)) {
throw new RuntimeException(String.format("Request target type [%s] is
not 'AWS::SQS::Queue'", targetName));
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}
this.sqsClient = proxyClient;
final int minQueues = NumberUtils.toInt(typeConfiguration.getMinQueues());

final ResourceHookTargetModel<AwsSgsQueue> targetModel =
hookContext.getTargetModel (AwsSqsQueueTargetModel.class);

final String queueName =
Objects.toString(targetModel.getResourceProperties().get("QueueName"), null);

String targetQueueUrl = null;
if (queueName !'= null) {
try {
targetQueuelUrl = sqsClient.injectCredentialsAndInvokeV2(
GetQueueUrlRequest.builder().queueName(
queueName
) .build(),
sgsClient.client()::getQueuelrl
) .queueUrl();
} catch (SgsException e) {
log(String.format("Error while calling GetQueueUrl API for queue
name [%s]: %s", queueName, e.getMessage()));
}
} else {
log("Queue name is empty, attempting to get queue's physical ID");
try {
final ProxyClient<CloudFormationClient> cfnClient =
proxy.newProxy(ClientBuilder::createCloudFormationClient);
targetQueuelUrl = cfnClient.injectCredentialsAndInvokeV2(
DescribeStackResourceRequest.builder()
.stackName(hookContext.getTargetLogicalId())

.logicalResourceId(hookContext.getTargetLogicalId())
.build(),
cfnClient.client()::describeStackResource
) .stackResourceDetail().physicalResourcelId();
} catch (CloudFormationException e) {
log(String.format("Error while calling DescribeStackResource API
for queue name: %s", e.getMessage()));

}

// Creating final variable for the filter lambda
final String finalTargetQueueUrl = targetQueueUrl;
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final List<String> compliantQueues = new ArraylList<>();

String nextToken = null;
do {
final ListQueuesRequest req =
Translator.createlListQueuesRequest(nextToken);
final ListQueuesResponse res =
sqsClient.injectCredentialsAndInvokeV2(req, sqgsClient.client()::listQueues);
final List<String> queueUrls = res.queueUrls().stream()
.filter(q -> !StringUtils.equals(q, finalTargetQueueUrl))
.collect(Collectors.tolList());

for (final String queueUrl : queueUrls) {
if (isQueueEncrypted(queuelrl)) {
compliantQueues.add(queuelrl);

if (compliantQueues.size() >= minQueues) {
return ProgressEvent.<HookTargetModel,
CallbackContext>builder()
.status(OperationStatus.SUCCESS)
.message("Successfully invoked PreDeleteHookHandler for
target: AWS::SQS::Queue")
.build();
}

nextToken = res.nextToken();

}
} while (nextToken != null);

return ProgressEvent.<HookTargetModel, CallbackContext>builder()
.status(OperationStatus.FAILED)
.errorCode(HandlerErrorCode.NonCompliant)
.message(String.format("Failed to meet minimum of [%d] encrypted

queues.", minQueues))

Lbuild();
}
private List<String> listBuckets() {
try {
return

s3Client.injectCredentialsAndInvokeV2(Translator.createListBucketsRequest(),

s3Client.client()::1listBuckets)
.buckets()
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.stream()
.map(Bucket: :name)
.collect(Collectors.toList());
} catch (S3Exception e) {
throw new CfnGeneralServiceException("Error while calling S3
ListBuckets API", e);

}

@VisibleForTesting
Collection<String> getBucketSSEAlgorithm(final String bucket) {
try {
return
s3Client.injectCredentialsAndInvokeV2(Translator.createGetBucketEncryptionRequest(bucket),
s3Client.client()::getBucketEncryption)
.serverSideEncryptionConfiguration()

.rules()

.stream()

filter(r ->
Objects.nonNull(r.applyServerSideEncryptionByDefault()))

.map(r ->

r.applyServerSideEncryptionByDefault().sseAlgorithmAsString())
.collect(Collectors.toSet());
} catch (S3Exception e) {
return new HashSet<>();

@VisibleForTesting
boolean isQueueEncrypted(final String queueUrl) {
try {
final GetQueueAttributesRequest request =
GetQueueAttributesRequest.builder()
.queueUrl(queuelrl)
.attributeNames(QueueAttributeName.KMS_MASTER_KEY_ID)
.build();
final String kmsKeyId = sqsClient.injectCredentialsAndInvokeV2(request,
sgqsClient.client()::getQueueAttributes)
.attributes()
.get(QueueAttributeName.KMS_MASTER_KEY_ID);

return StringUtils.isNotBlank(kmsKeyId);
} catch (SgsException e) {
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throw new CfnGeneralServiceException("Error while calling SQS
GetQueueAttributes API", e);

}
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BEEH

120



CloudFormation Hooks F 6/

import software.amazon.cloudformation.proxy.OperationStatus;

import software.amazon.cloudformation.proxy.ProgressEvent;

import software.amazon.cloudformation.proxy.hook.HookContext;

import software.amazon.cloudformation.proxy.hook.HookHandlerRequest;

import software.amazon.cloudformation.proxy.hook.targetmodel.HookTargetModel;

import java.util.Arrays;

import java.util.Collection;

import java.util.HashMap;

import java.util.list;

import java.util.stream.Collectors;

import static org.mockito.ArgumentMatchers.any;
import static org.mockito.Mockito.mock;

import static org.mockito.Mockito.never;

import static org.mockito.Mockito.times;

import static org.mockito.Mockito.verify;
import static org.mockito.Mockito.when;

@ExtendWith(MockitoExtension.class)
public class PreDeleteHookHandlerTest extends AbstractTestBase {

@Mock private S3Client s3Client;
@Mock private SqgsClient sqgsClient;
@Mock private Logger logger;

@BeforeEach

public void setup() {
s3Client = mock(S3Client.class);
sgqsClient = mock(SgsClient.class);
logger = mock(Logger.class);

@Test
public void handleRequest_awsS3BucketSuccess() {
final PreDeleteHookHandler handler = Mockito.spy(new
PreDeleteHookHandlexr());

final List<Bucket> bucketList = ImmutablelList.of(
Bucket.builder().name("bucketl").build(),
Bucket.builder().name("bucket2").build(),
Bucket.builder().name("toBeDeletedBucket").build(),
Bucket.builder().name("bucket3").build(),
Bucket.builder().name("bucket4").build(),
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Bucket.builder().name("bucket5").build()
);
final ListBucketsResponse mockResponse =
ListBucketsResponse.builder().buckets(bucketList).build();

when(s3Client.listBuckets(any(ListBucketsRequest.class))).thenReturn(mockResponse);
when(s3Client.getBucketEncryption(any(GetBucketEncryptionRequest.class)))
.thenReturn(buildGetBucketEncryptionResponse("AES256"))
.thenReturn(buildGetBucketEncryptionResponse("AES256", "aws:kms"))
.thenThrow(S3Exception.builder().message("No Encrypt").build())
.thenReturn(buildGetBucketEncryptionResponse("aws:kms"))
.thenReturn(buildGetBucketEncryptionResponse("AES256"));
setServiceClient(s3Client);

final TypeConfigurationModel typeConfiguration =
TypeConfigurationModel.buildex()
.encryptionAlgorithm("AES256")
.minBuckets("3")
.build();

final HookHandlerRequest request = HookHandlerRequest.builder()
.hookContext(
HookContext.builder()
.targetName("AWS: :S3: :Bucket")
.targetModel(
createHookTargetModel(
AwsS3Bucket.builder()

.bucketName("toBeDeletedBucket")
.build()

)
.build())
.build();

final ProgressEvent<HookTargetModel, CallbackContext> response =
handler.handleRequest(proxy, request, null, logger, typeConfiguration);

verify(s3Client,
times(5)).getBucketEncryption(any(GetBucketEncryptionRequest.class));
verify(handler, never()).getBucketSSEAlgorithm("toBeDeletedBucket");

assertResponse(response, OperationStatus.SUCCESS, "Successfully invoked
PreDeleteHookHandler for target: AWS::S3::Bucket");
}
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@Test
public void handleRequest_awsSqsQueueSuccess() {
final PreDeleteHookHandler handler = Mockito.spy(new
PreDeleteHookHandler());

final List<String> queueUrls = Immutablelist.of(
"https://queuel.queue",
"https://queue2.queue",
"https://toBeDeletedQueue.queue",
"https://queue3.queue",
"https://queue4.queue",
"https://queue5.queue"

);

when(sgsClient.getQueueUrl(any(GetQueueUrlRequest.class)))
.thenReturn(GetQueueUrlResponse.builder().queueUrl("https://
toBeDeletedQueue.queue").build());
when(sgsClient.listQueues(any(ListQueuesRequest.class)))

.thenReturn(ListQueuesResponse.builder().queueUrls(queuelUrls).build());
when(sgsClient.getQueueAttributes(any(GetQueueAttributesRequest.class)))

.thenReturn(GetQueueAttributesResponse.builder().attributes(ImmutableMap.of(QueueAttribute
"kmsKeyId")).build())

.thenReturn(GetQueueAttributesResponse.builder().attributes(new
HashMap<>()).build())

.thenReturn(GetQueueAttributesResponse.builder().attributes(ImmutableMap.of(QueueAttribute
"kmsKeyId")).build())

.thenReturn(GetQueueAttributesResponse.builder().attributes(new
HashMap<>()).build())

.thenReturn(GetQueueAttributesResponse.builder().attributes(ImmutableMap.of(QueueAttribute
"kmsKeyId")).build());
setServiceClient(sgsClient);

final TypeConfigurationModel typeConfiguration =
TypeConfigurationModel.buildex()
.minQueues("3")
.build();

final HookHandlerRequest request = HookHandlerRequest.builder()
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.hookContext(
HookContext.builder()
.targetName("AWS: :SQS: :Queue")
.targetModel(
createHookTargetModel(
ImmutableMap.of("QueueName", '"toBeDeletedQueue")

)
.build())
.build();

final ProgressEvent<HookTargetModel, CallbackContext> response =
handler.handleRequest(proxy, request, null, logger, typeConfiguration);

verify(sqgsClient,
times(5)).getQueueAttributes(any(GetQueueAttributesRequest.class));
verify(handler, never()).isQueueEncrypted("toBeDeletedQueue");

assertResponse(response, OperationStatus.SUCCESS, "Successfully invoked
PreDeleteHookHandler for target: AWS::SQS::Queue");
}

@Test
public void handleRequest_awsS3BucketFailed() {
final PreDeleteHookHandler handler = Mockito.spy(new
PreDeleteHookHandler());

final List<Bucket> bucketlList = ImmutablelList.of(
Bucket.builder().name("bucketl").build(),
Bucket.builder().name("bucket2").build(),
Bucket.builder().name("toBeDeletedBucket").build(),
Bucket.builder().name("bucket3").build(),
Bucket.builder().name("bucket4").build(),
Bucket.builder().name("bucket5").build()

);

final ListBucketsResponse mockResponse =

ListBucketsResponse.builder().buckets(bucketList).build();

when(s3Client.listBuckets(any(ListBucketsRequest.class))).thenReturn(mockResponse);
when(s3Client.getBucketEncryption(any(GetBucketEncryptionRequest.class)))
.thenReturn(buildGetBucketEncryptionResponse("AES256"))
.thenReturn(buildGetBucketEncryptionResponse("AES256", "aws:kms"))
.thenThrow(S3Exception.builder().message("No Encrypt").build())
.thenReturn(buildGetBucketEncryptionResponse("aws:kms"))
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.thenReturn(buildGetBucketEncryptionResponse("AES256"));
setServiceClient(s3Client);

final TypeConfigurationModel typeConfiguration =
TypeConfigurationModel.builder()
.encryptionAlgorithm("AES256")
.minBuckets("10")
.build();

final HookHandlerRequest request = HookHandlerRequest.builder()
.hookContext(
HookContext.builder()
.targetName("AWS: :S3: :Bucket")
.targetModel(
createHookTargetModel(
AwsS3Bucket.builder()

.bucketName("toBeDeletedBucket")
.build()

)
.build())
.build();

final ProgressEvent<HookTargetModel, CallbackContext> response =
handler.handleRequest(proxy, request, null, logger, typeConfiguration);

verify(s3Client,
times(5)).getBucketEncryption(any(GetBucketEncryptionRequest.class));
verify(handler, never()).getBucketSSEAlgorithm("toBeDeletedBucket");

assertResponse(response, OperationStatus.FAILED, "Failed to meet minimum of
[10] encrypted buckets.");
}

@Test
public void handleRequest_awsSqsQueueFailed() {
final PreDeleteHookHandler handler = Mockito.spy(new
PreDeleteHookHandlexr());

final List<String> queueUrls = ImmutablelList.of(
"https://queuel.queue",
"https://queue2.queue",
"https://toBeDeletedQueue.queue",
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"https://queue3.queue",
"https://queues.queue",
"https://queue5.queue"

);

when(sgsClient.getQueueUrl(any(GetQueueUrlRequest.class)))
.thenReturn(GetQueueUrlResponse.builder().queueUrl("https://
toBeDeletedQueue.queue").build());
when(sgsClient.listQueues(any(ListQueuesRequest.class)))

.thenReturn(ListQueuesResponse.builder().queueUrls(queueUrls).build());
when(sgsClient.getQueueAttributes(any(GetQueueAttributesRequest.class)))

.thenReturn(GetQueueAttributesResponse.builder().attributes(ImmutableMap.of(QueueAttribute
"kmsKeyId")).build())

.thenReturn(GetQueueAttributesResponse.builder().attributes(new
HashMap<>()).build())

.thenReturn(GetQueueAttributesResponse.builder().attributes(ImmutableMap.of(QueueAttribute
"kmsKeyId")).build())

.thenReturn(GetQueueAttributesResponse.builder().attributes(new
HashMap<>()).build())

.thenReturn(GetQueueAttributesResponse.builder().attributes(ImmutableMap.of(QueueAttribute

"kmsKeyId")).build());
setServiceClient(sgsClient);

final TypeConfigurationModel typeConfiguration =
TypeConfigurationModel.builder()
.minQueues("10")
.build();

final HookHandlerRequest request = HookHandlerRequest.builder()
.hookContext(
HookContext.builder()
.targetName("AWS: :SQS: :Queue")
.targetModel(
createHookTargetModel(
ImmutableMap.of("QueueName", "toBeDeletedQueue")

)
.build())

.build();
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final ProgressEvent<HookTargetModel, CallbackContext> response =
handler.handleRequest(proxy, request, null, logger, typeConfiguration);

verify(sgsClient,
times(5)).getQueueAttributes(any(GetQueueAttributesRequest.class));
verify(handler, never()).isQueueEncrypted("toBeDeletedQueue");

assertResponse(response, OperationStatus.FAILED, "Failed to meet minimum of
[10] encrypted queues.");
}

private GetBucketEncryptionResponse buildGetBucketEncryptionResponse(final
String ...sseAlgorithm) {
return buildGetBucketEncryptionResponse(
Arrays.stream(sseAlgorithm)
.map(a ->
ServerSideEncryptionRule.builder().applyServerSideEncryptionByDefault(
ServerSideEncryptionByDefault.buildexr()
.sseAlgorithm(a)
.build()
).build()
)
.collect(Collectors.toList())

);

private GetBucketEncryptionResponse buildGetBucketEncryptionResponse(final
Collection<ServerSideEncryptionRule> rules) {
return GetBucketEncryptionResponse.builder()

.serverSideEncryptionConfiguration(

ServerSideEncryptionConfiguration.builder().rules(
rules

).build()

) .build();

£ Python 3t B E X CloudFormation 443t 1T 21

X BE X CloudFormation Hook #{TERE S R EIB—NMNEHTFEN Hook, EEMHMEMHNEN, AHIE
5| SYREA Python X B E L EM# TEE,
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145 £ Hook B &

4 HAPREY Hook T H @, CloudFormation CLISRIEZHAEERE , XEEREFT N T Hook FISEHE X
# B AR IEE Hook B1E,

cfn generate
Zwm e RRELTH .

Generated files for MyCompany::Testing::MyTestHook

(® Note

Tlﬁﬁmﬂ’J Lambda iZ1THf up-to-datel@ R ER EHFANRE, EXEZERE , BSRAEH TR
KAK Lambda iz TR FEH

2 5 ;0 Hook A EBFEF

FHEEH S Hook A BREFIZTRHMARBRINEI LR R NI ERFF, Flm , EBALURNATATiE
FHRHE,

LOG.setLevel(logging.INFO)
LOG.info("Internal testing Hook triggered for target: " +
request.hookContext.targetName);

M CloudFormation CLI% S src/models. py XH B E 2R,

Example models.py

import sys
from dataclasses import dataclass
from inspect import getmembers, isclass
from typing import (

AbstractSet,

Any,

Generic,

Mapping,

MutableMapping,

Optional,

Sequence,
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Type,
TypeVar,

from cloudformation_cli_python_lib.interface import (
BaseModel,
BaseHookHandlerRequest,

)

from cloudformation_cli_python_lib.recast import recast_object
from cloudformation_cli_python_lib.utils import deserialize_list

T = TypeVar("T")

def set_or_none(value: Optional[Sequence[T]]) -> Optional[AbstractSet[T]]:

if value:
return set(value)
return None

@dataclass
class HookHandlerRequest(BaseHookHandlerRequest):
pass

@dataclass

class TypeConfigurationModel(BaseModel):
limitSize: Optional[str]
cidr: Optional[str]
encryptionAlgorithm: Optional[str]

@classmethod
def _deserialize(
cls: Type["_TypeConfigurationModel"],
json_data: Optional[Mapping[str, Any]l],
) -> Optional["_TypeConfigurationModel"]:
if not json_data:
return None
return cls(
limitSize=json_data.get("limitSize"),
cidr=json_data.get("cidzr"),
encryptionAlgorithm=json_data.get("encryptionAlgorithm"),
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_TypeConfigurationModel = TypeConfigurationModel

B 3Y  XUEHWLEREF

£ R Python BiER S |, RATLIRESSBRSEIL Hook ThEEMAL B, EULRAIF |, BFEALERF
X¥lpreCreatepreUpdate., FpreDeletel@A R,

m
[

w

L4k B preCreate2 F
L 4L B preUpdatef2 F
L 4L E preDelete 2 [F
e R — Hook A EBFEFF

i

i

i

k4L EpreCreatef2 F
preCreatefbEBREFRIFAWS: :S3: :Bucket ZHAWS: :SQS: :Queue BRI RFEFIHMEFRE,
o X¥FAWS::S3::Bucket®BIR , RETEHKEUTFRMHER , Hook F2EBH,
- Amazon S3 FHERBMZEDRE.
- BRZEEBZAT Amazon S3 EMEHA.
« 71 Amazon S3 FEBIRENMBEEEZRMENEBEZE,
- B AWS Key Management Service 48 ID Bi%iE-
« XFAWS::SQS: :QueueBIRE , AEERRI T HAE , Hook 2B,
« % AWS Key Management Service A ID BiX &,

AL EpreUpdate 2 7

LI —“preUpdateb BREF , ZUABEBFELEBEEFPAEEEBERNERREZIE,
ZpreUpdatet BREFTERUATES :

o XFAWS::S3::Bucket®R , REEHBBEUTZRMHHT , Hook T 2B
« Amazon S3 FE BN FE @R E L R I1EH,
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k4L EpreDeletef2 F

XI —“preDeletetbBREF , ZABERFELAEEFFAEEE B IHBBREEZFE,
ZpreDeletet BEFTRUTES :

o XFAWS::S3::Bucket®R , REEHBBUTZRHFH , Hook F 2B
- BUIRIBRERE , MPFRBEEFENREESAER,
- MENREENRFEEE Hook WELEFIRE,

SEE — A Hook &M BT F

1. FEZEMWIDE , TN FsreXHXRHPMWhandlers. py X,
2. AUTRBE#bandlers.pyXHHE£IBRA,

Example handlers.py

import logging
from typing import Any, MutableMapping, Optional
import botocore

from cloudformation_cli_python_lib import (
BaseHookHandlerRequest,
HandlerErrorCode,
Hook,
HookInvocationPoint,
OperationStatus,
ProgressEvent,
SessionProxy,
exceptions,

from .models import HookHandlerRequest, TypeConfigurationModel
# Use this logger to forward log messages to CloudWatch Logs.
LOG = logging.getLogger(__name__)

TYPE_NAME = "MyCompany: :Testing: :MyTestHook"

LOG.setLevel(logging.INFO)

hook = Hook(TYPE_NAME, TypeConfigurationModel)
test_entrypoint = hook.test_entrypoint
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def _validate_s3_bucket_encryption(

bucket: MutableMapping[str, Any], required_encryption_algorithm: str
) -> ProgressEvent:

status = None

message = ""

error_code = None

if bucket:
bucket_name = bucket.get("BucketName")

bucket_encryption = bucket.get("BucketEncryption")
if bucket_encryption:
server_side_encryption_rules = bucket_encryption.get(
"ServerSideEncryptionConfiguration"
)
if server_side_encryption_rules:
for rule in server_side_encryption_rules:
bucket_key_enabled = rule.get("BucketKeyEnabled")
if bucket_key_enabled:
server_side_encryption_by_default = rule.get(
"ServerSideEncryptionByDefault"

encryption_algorithm =
server_side_encryption_by_default.get(

"SSEAlgorithm"

)

kms_key_id = server_side_encryption_by_default.get(
"KMSMasterKeyID"

) # "KMSMasterKeyID" is name of the property for an
AWS: :S3::Bucket

if encryption_algorithm == required_encryption_algorithm:
if encryption_algorithm == "aws:kms" and not
kms_key_id:
status = OperationStatus.FAILED
message = f"KMS Key ID not set for bucket with
name: f{bucket_namel}"
else:
status = OperationStatus.SUCCESS
message = f"Successfully invoked
PreCreateHookHandler for AWS::S3::Bucket with name: {bucket_namel}"
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else:
status = OperationStatus.FAILED
message = f"SSE Encryption Algorithm is incorrect for
bucket with name: {bucket_name}"
else:
status = OperationStatus.FAILED
message = f"Bucket key not enabled for bucket with name:
{bucket_name}"

if status == OperationStatus.FAILED:
break
else:
status = OperationStatus.FAILED
message = f"No SSE Encryption configurations for bucket with name:
{bucket_name}"
else:
status = OperationStatus.FAILED
message = (
f"Bucket Encryption not enabled for bucket with name:
{bucket_name}"

)
else:
status = OperationStatus.FAILED
message = "Resource properties for S3 Bucket target model are empty"

if status == OperationStatus.FAILED:
error_code = HandlerErrorCode.NonCompliant

return ProgressEvent(status=status, message=message, errorCode=error_code)

def _validate_sqs_queue_encryption(queue: MutableMapping[str, Any]) ->
ProgressEvent:
if not queue:

return ProgressEvent(
status=0OperationStatus.FAILED,
message="Resource properties for SQS Queue target model are empty",
errorCode=HandlerErrorCode.NonCompliant,

)

queue_name = queue.get("QueueName")

kms_key_id = queue.get(
"KmsMasterKeyId"
) # "KmsMasterKeyId" is name of the property for an AWS::SQS::Queue
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if not kms_key_id:
return ProgressEvent(
status=OperationStatus.FAILED,

message=f"Server side encryption turned off for queue with name:

{queue_name}",
errorCode=HandlerErrorCode.NonCompliant,

return ProgressEvent(
status=0OperationStatus.SUCCESS,
message=f"Successfully invoked PreCreateHookHandler for
targetAWS: :SQS: :Queue with name: {queue_namel}",

)

@hook.handler(HookInvocationPoint.CREATE_PRE_PROVISION)
def pre_create_handlexr(
session: Optional[SessionProxy],
request: HookHandlerRequest,
callback_context: MutableMapping[str, Any],
type_configuration: TypeConfigurationModel,
) -> ProgressEvent:
target_name = request.hookContext.targetName
if "AWS::S3::Bucket" == target_name:
return _validate_s3_bucket_encryption(
request.hookContext.targetModel.get("resourceProperties"),
type_configuration.encryptionAlgorithm,
)
elif "AWS::SQS::Queue" == target_name:
return _validate_sqgs_queue_encryption(
request.hookContext.targetModel.get("resourceProperties")

)

else:

raise exceptions.InvalidRequest(f"Unknown target type: {target_namel}")

def _validate_bucket_encryption_rules_not_updated(
resource_properties, previous_resource_properties
) -> ProgressEvent:
bucket_encryption_configs = resource_properties.get("BucketEncryption",
{}).get(
"ServerSideEncryptionConfiguration", []
)

previous_bucket_encryption_configs = previous_resource_properties.get(
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"BucketEncryption", {3}
).get("ServerSideEncryptionConfiguration", [])

if len(bucket_encryption_configs) != len(previous_bucket_encryption_configs):
return ProgressEvent(
status=0OperationStatus.FAILED,
message=f"Current number of bucket encryption configs does not
match previous. Current has {str(len(bucket_encryption_configs))} configs while
previously there were {str(len(previous_bucket_encryption_configs))} configs",
errorCode=HandlerErrorCode.NonCompliant,

for i in range(len(bucket_encryption_configs)):

current_encryption_algorithm = (
bucket_encryption_configs[i]
.get("ServerSideEncryptionByDefault", {3})
.get("SSEAlgorithm")

)

previous_encryption_algorithm = (
previous_bucket_encryption_configs[i]
.get("ServerSideEncryptionByDefault", {3})
.get("SSEAlgorithm")

if current_encryption_algorithm != previous_encryption_algorithm:
return ProgressEvent(
status=OperationStatus.FAILED,
message=f"Bucket Encryption algorithm can not be changed once
set. The encryption algorithm was changed to {current_encryption_algorithm} from
{previous_encryption_algorithm}.",
errorCode=HandlerErrorCode.NonCompliant,

return ProgressEvent(
status=0OperationStatus.SUCCESS,
message="Successfully invoked PreUpdateHookHandler for target:
AWS: :SQS: :Queue",
)

def _validate_queue_encryption_not_disabled(
resource_properties, previous_resource_properties
) -> ProgressEvent:
if previous_resource_properties.get(
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"KmsMasterKeyId"
) and not resource_properties.get("KmsMasterKeyId"):
return ProgressEvent(
status=0OperationStatus.FAILED,
errorCode=HandlerErrorCode.NonCompliant,
message="Queue encryption can not be disable",
)
else:
return ProgressEvent(status=0OperationStatus.SUCCESS)

@hook.handler(HookInvocationPoint.UPDATE_PRE_PROVISION)
def pre_update_handlexr(
session: Optional[SessionProxy],
request: BaseHookHandlerRequest,
callback_context: MutableMapping[str, Any],
type_configuration: MutableMapping[str, Any],
) -> ProgressEvent:
target_name = request.hookContext.targetName
if "AWS::S3::Bucket" == target_name:
resource_properties =
request.hookContext.targetModel.get("resourceProperties")
previous_resource_properties = request.hookContext.targetModel.get(
"previousResourceProperties"”

return _validate_bucket_encryption_rules_not_updated(
resource_properties, previous_resource_properties

)

elif "AWS::SQS::Queue" == target_name:
resource_properties =
request.hookContext.targetModel.get("resourceProperties")

previous_resource_properties = request.hookContext.targetModel.get(

"previousResourceProperties"”

return _validate_queue_encryption_not_disabled(
resource_properties, previous_resource_properties

)

else:
raise exceptions.InvalidRequest(f"Unknown target type: {target_name}")

WEEH AT —NER [@5FM B E X Hook CloudFormations
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BEM B E X Hook CloudFormation

BIEZBEEN Hook f§ , EE[MH T M CloudFormation FEEFEAE. AT F |, {RFFS AT EFE
MYREIHoOK , LAETELREY AWS K

Package a Hook (Java)
MRIRZ A Java FF &8 Hook , iEE A Maven N E#H1TIT .

£ Hook MBI B XF , BITUTHSRMEE Hook , Z{TR8 TN |, FIFWM B ITER A AT Hook
1232 % CloudFormation ¥R JARRI ST,

mvn clean package

SEM—N B E X Hook
SRS
1. ((AlE ) NHENEIA AWS X BMEE Nus-west-2 , HERRERK configurei® 4.

$ aws configure

AWS Access Key ID [None]: <Your Access Key ID>
AWS Secret Access Key [Nonel: <Your Secret Key>
Default region name [None]: us-west-2

Default output format [None]: json

2. (&) LTt EEMENTHEMNITSEN Hook T H ,

$ cfn submit --dry-run

3. £ Hook ;EMREY Hook CloudFormation CLI submiti&4,

$ cfn submit --set-default

{’ProgressStatus’: ‘COMPLETE’}

g R . e RKIEMER Hooko
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RUF &K P A 2 A AT BTG R Hook

HINER Hook /& AWS K/~ MG BIRR1ZIEHNXEH A F.

1. ERIEER Hook , EEA list-typesin 5 HIRFTEMEY Hook FHiREIE M E iR

$ aws cloudformation list-types

ZMTRELTHE , EFEEERATE AWS K FXE A BUER 2T 7 A#Y Hook,

"TypeSummaries": [
{

"Type": "HOOK",

"TypeName": "MyCompany::Testing::MyTestHook",

"DefaultVersionId": "00000001",

"TypeArn": "arn:aws:cloudformation:us-west-2:ACCOUNT_ID/type/hook/
MyCompany-Testing-MyTestHook",

"LastUpdated": "2021-08-04T23:00:03.058000+00:00",

"Description": "Verifies S3 bucket and SQS queues properties before
creating or updating"

}
]
}

2. TypeArnM Hook Bylist-typefi i 1R RHRE

export HOOK_TYPE_ARN=arn:aws:cloudformation:us-west-2:ACCOUNT_ID/type/hook/
MyCompany-Testing-MyTestHook

BTN & Hook AR |, iS5 A% Hook 20 % A

B

FEHEMT Hook 5 , AT LL AWS Ik B N H & i B0 AR Sk B B &AY Hooko

. EE@E’\JEKFEF@E Hook , i&f# Se’[TypeConfigurationi@‘."d’lE LIRVESS AR
properties MO HENNEHEM. EUTREIF , ZminBucketsBEHEEREIFREN.
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® Note

B EERIK S FJE A Hook , BN Hook EAEH AWS K~ B E XX

BR. CloudFormation ZEfFZHI N PR(ZIELS Hook 2Bl , 2BBRTFEMNIR.
CloudFormation B & = Hook A P 1EMK = # /5 A Hook Z 8 , £&EE Hook RXPRH T
fi# 721 Hook 8 BRLEABR .

ER— MK R AIREME Hook I RIEEEBREHYE , AR AWS XiF,

$ aws cloudformation set-type-configuration --region us-west-2
--configuration '{"CloudFormationConfiguration":{"HookConfiguration":
{"HookInvocationStatus":"ENABLED", "FailureMode":"FAIL", "Properties":{"minBuckets":
"1","minQueues": "1", "encryptionAlgorithm": "aws:kms"}3}}}'
--type-arn $HOOK_TYPE_ARN

/A Important

EF M Hook RES TR EHKRMNEE | BSIETK FENABLEDH A H85E Hook 2
Ja , EiZHookConfigurationZpm FFRE N, HookInvocationStatus

AWS APISTELL B2 F A 17 [A]

WMRIEH Hook AWS APl EHAEAAEEFHERT , W CEN-CLI 2 B3t ZIAMBITA &

#Ro hook-role.yamliZhook-role.yamliEiRE T £ Hook RN EREFDB 2P NEBMNMEREF
EBEMNNR, MRELERFERZ--role-arntrd generatefR4E |, M LHER PN A S FHEEEH
FA1E Hook Wi ITAE,

BXEZER , RS HAWS APIsAFREE T H,

hook-role.yaml #&#x

® Note
MRGEFCEZBCHHITAS , RIBNEVSERRENREN , BT L

ZBhooks.cloudformation.amazonaws.comfresources.cloudformation.amazonaws.com.
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AT #EARERIAM, Amazon S3 F &#SQSH R,

AWSTemplateFormatVersion: 2010-09-09
Description: >

This CloudFormation template creates a role assumed by CloudFormation during

Hook operations on behalf of the customer.
Resources:
ExecutionRole:
Type: 'AWS::IAM::Role'
Properties:
MaxSessionDuration: 8400
AssumeRolePolicyDocument:
Version: 2012-10-17
Statement:
- Effect: Allow
Principal:
Service:
- resources.cloudformation.amazonaws.com
- hooks.cloudformation.amazonaws.com
Action: 'sts:AssumeRole'
Condition:
StringEquals:
aws:SourceAccount: !Ref AWS::AccountId
StringlLike:
aws:SourceArn: !Sub arn:${AWS::Partition}:cloudformation:
${AWS: :Region}:${AWS: : AccountId}:type/hook/MyCompany-Testing-MyTestHook/*
Path: /
Policies:
- PolicyName: HookTypePolicy
PolicyDocument:
Version: 2012-10-17
Statement:
- Effect: Allow
Action:
's3:GetEncryptionConfiguration'
's3:ListBucket'
's3:ListAl1MyBuckets'
- 'sgs:GetQueueAttributes'
- 'sqgs:GetQueueUrl'
- 'sgs:ListQueues'
Resource: '*'

Outputs:
ExecutionRoleArn:
Value: !GetAtt

TERTES
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- ExecutionRole
- Arn

EYRHY Hook Hillist B & X Hook AWS ik

BERIRE LB T EHA AN M ERE , BBAZEHETE CloudFormation ik ENNX/RI B E X
Hook T

FAILZNR CloudFormation BiRAFEHAU TR AR E S3 @M , WIEHAMERN T RER -

« Amazon S3 FHERMEERE.

- BRZEEBZAT Amazon S3 EMEH.

« 7 Amazon S3 FRERRENMBELRAMENERE X,
« % AWS Key Management Service i ID BiX &,

HEUTREIF | SIE—NBANER , E#ny-failed-bucket-stack.yml&Z#Hmy-hook-
stack , ZERTEREHERH ERREEZAFLL,

13 Bip B #E A KA i Hook
R BB
BB S ARk

1. BIE—MEXE S3 FMAEMR, 70 my-failed-bucket-stack.yml,

AWSTemplateFormatVersion: 2010-09-09
Resources:
S3Bucket:
Type: AWS::S3::Bucket
Properties: {}

2. BIEMEHK , RFTE AWS Command Line Interface (AWS CLI) FIEELBWENR, T T REIH |
FHERBMIEE Amy-hook-stack , FEMRB#IEEImy-failed-bucket-stack.yml,

$ aws cloudformation create-stack \
--stack-name my-hook-stack \
--template-body file://my-failed-bucket-stack.yml

3. (k) BUEEHKBEMNREFHEKRBE, EUTRAF , EEMEK R FHmy-hook-stacko
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$ aws cloudformation describe-stack-events \
--stack-name my-hook-stack

PR EF#ER |, FHdescribe-stack-eventsBEEEEM AN, UTRZGHHH HTRO,

"StackEvents": [

"StackId": "arn:aws:cloudformation:us-west-2:123456789012:stack/my-
hook-stack/2c693970-f57e-11eb-a0fb-061a2a83f0ob9",

"EventId": "S3Bucket-CREATE_FAILED-2021-08-04T23:47:03.305Z2",

"StackName": "my-hook-stack",

"LogicalResourceId": "S3Bucket",

"PhysicalResourceId": "",

"ResourceType": "AWS::S3::Bucket",

"Timestamp": "2021-08-04T23:47:03.305000+00:00",

"ResourceStatus": "CREATE_FAILED",

"ResourceStatusReason": "The following hook(s) failed:
[MyCompany: :Testing: :MyTestHook]",
"ResourceProperties": "{}",

"ClientRequestToken": "Console-CreateStack-abe7lac2-ade4-
a762-0499-8d34d91d6a92"
},

%R : Hook THREHKEERM , AFLTRRER.

f£ A CloudFormation 4@t Hook I&iE

1. ERIEMRIET Hook BiE , BEMER , FEMNEREAMEZERN S3 FHME. LRGIFEH my-
encrypted-bucket-stack.yml 4R,

AWSTemplateFormatVersion: 2010-09-09
Description: |

This CloudFormation template provisions an encrypted S3 Bucket
Resources:

EncryptedS3Bucket:
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Type: AWS::S3::Bucket
Properties:

BucketName: !Sub encryptedbucket-${AWS: :Region}-${AWS: :AccountId}

BucketEncryption:
ServerSideEncryptionConfiguration:

- ServerSideEncryptionByDefault:
SSEAlgorithm: 'aws:kms'
KMSMasterKeyID: !Ref EncryptionKey

BucketKeyEnabled: true
EncryptionKey:
Type: AWS::KMS: :Key
DeletionPolicy: Retain
Properties:
Description: KMS key used to encrypt the resource type artifacts
EnableKeyRotation: true
KeyPolicy:
Version: 2012-10-17
Statement:
- Sid: Enable full access for owning account
Effect: Allow
Principal:
AWS: !Ref AWS::AccountId
Action: 'kms:*'
Resource: '*'
Outputs:
EncryptedBucketName:
Value: !Ref EncryptedS3Bucket

(® Note
AR BRI R IREA Hooko

2. BIEHRAEELNER. ZELRAIHP , #HEXREBEFHAImy-encrypted-bucket-stacko

$ aws cloudformation create-stack \
--stack-name my-encrypted-bucket-stack \
--template-body file://my-encrypted-bucket-stack.yml \

3. (Wit ) BIEEMHKBMREFHRALE,

$ aws cloudformation describe-stack-events \
--stack-name my-encrypted-bucket-stack

it
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fEfldescribe-stack-events@ S EEFMM, LA TR describe-stack-events S HIR

Blo

"StackEvents": [

"StackId": "arn:aws:cloudformation:us-west-2:123456789012:stack/my-
encrypted-bucket-stack/82a97150-f57a-11eb-8eb2-06a6bdcc7779",

"EventId": "EncryptedS3Bucket-
CREATE_COMPLETE-2021-08-04T23:23:20.973Z2",

"StackName": "my-encrypted-bucket-stack",

"LogicalResourceId": "EncryptedS3Bucket",

"PhysicalResourceId": "encryptedbucket-us-west-2-123456789012",

"ResourceType": "AWS::S3::Bucket",

"Timestamp": "2021-08-04T23:23:20.973000+00:00",

"ResourceStatus": "CREATE_COMPLETE",

"ResourceProperties": "{\"BucketName\":\"encryptedbucket-us-
west-2-123456789012\",\"BucketEncryption\":{\"ServerSideEncryptionConfiguration\":
[{\"BucketKeyEnabled\":\"true\",\"ServerSideEncryptionByDefault\":{\"SSEAlgorithm
\":\"aws:kms\",\"KMSMasterKeyID\" :\"ENCRYPTION_KEY_ARN\"3}3}13}3}",

"ClientRequestToken": "Console-CreateStack-39df35ac-ca00-
b7f6-5661-4e917478d075"

},
{

"StackId": "arn:aws:cloudformation:us-west-2:123456789012:stack/my-
encrypted-bucket-stack/82a97150-f57a-11eb-8eb2-06a6bdcc7779",

"EventId": "EncryptedS3Bucket-
CREATE_IN_PROGRESS-2021-08-04T23:22:59.410Z2",

"StackName": "my-encrypted-bucket-stack",

"LogicalResourceId": "EncryptedS3Bucket",

"PhysicalResourceId": "encryptedbucket-us-west-2-123456789012",

"ResourceType": "AWS::S3::Bucket",

"Timestamp": "2021-08-04T723:22:59.410000+00:00",

"ResourceStatus": "CREATE_IN_PROGRESS",

"ResourceStatusReason": "Resource creation Initiated",

"ResourceProperties": "{\"BucketName\":\"encryptedbucket-us-
west-2-123456789012\",\"BucketEncryption\":{\"ServerSideEncryptionConfiguration\":
[{\"BucketKeyEnabled\":\"true\",\"ServerSideEncryptionByDefault\":{\"SSEAlgorithm
\":\"aws:kms\",\"KMSMasterKeyID\" :\"ENCRYPTION_KEY_ARN\"3}3}13}}",

"ClientRequestToken": "Console-CreateStack-39df35ac-ca0-
b7f6-5661-4e917478d075"

it 144



CloudFormation Hooks F 6/

"StackId": "arn:aws:cloudformation:us-west-2:123456789012:stack/my-
encrypted-bucket-stack/82a97150-f57a-11eb-8eb2-06a6bdcc7779",

"EventId": "EncryptedS3Bucket-6516081f-clf2-4bfe-a0f0-cefa28679994",

"StackName": "my-encrypted-bucket-stack",

"LogicalResourceId": "EncryptedS3Bucket",

"PhysicalResourceId": "",

"ResourceType": "AWS::S3::Bucket",

"Timestamp": "2021-08-04T23:22:58.349000+00:00",

"ResourceStatus": "CREATE_IN_PROGRESS",

"ResourceStatusReason": "Hook invocations complete. Resource creation
initiated",

"ClientRequestToken": "Console-CreateStack-39df35ac-ca0-
b7f6-5661-4e917478d075"

iy

28 . CloudFormation BRI GIEE#E, EERERIFEZE , Hook KB B8 IE
TAWS::S3: :Bucket®RRRABEERSF[/iHMNE,

w2 BB
BB S ARk

1. BME—NMEE S3 FRMAVEMR, BN aes256-bucket.yml,

AWSTemplateFormatVersion: 2010-09-09

Description: |
This CloudFormation template provisions an encrypted S3 Bucket
Resources:
EncryptedS3Bucket:
Type: AWS::S3::Bucket
Properties:
BucketName: !Sub encryptedbucket-${AWS::Region}-${AWS: :AccountId}
BucketEncryption:

ServerSideEncryptionConfiguration:

- ServerSideEncryptionByDefault:
SSEAlgorithm: AES256
BucketKeyEnabled: true

it
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Outputs:
EncryptedBucketName:
Value: !Ref EncryptedS3Bucket

2. BIEHKR , HEPEELENER AWS CLI, EUATREIF |, FHKRBFHEEImy-hook-
stack , HERBMIEENaes256-bucket.yml,

$ aws cloudformation create-stack \
--stack-name my-hook-stack \
--template-body file://aes256-bucket.yml

3. (Wit ) BIEEMHKBMRERHRAE, EUTRAT , EEHKEFmy-hook-stacks

$ aws cloudformation describe-stack-events \
--stack-name my-hook-stack

PR EF#ER |, FHdescribe-stack-eventsBEEEEH AN, UTRZHGHSHH H RO,

"StackEvents": [

"StackId": "arn:aws:cloudformation:us-west-2:123456789012:stack/my-
hook-stack/2c693970-f57e-11eb-a@fb-061a2a83f0b9",

"EventId": "S3Bucket-CREATE_FAILED-2021-08-04T23:47:03.305Z2",

"StackName": "my-hook-stack",

"LogicalResourceId": "S3Bucket",

"PhysicalResourceId": "",

"ResourceType": "AWS::S3::Bucket",

"Timestamp": "2021-08-04T23:47:03.305000+00:00",

"ResourceStatus": "CREATE_FAILED",

"ResourceStatusReason": "The following hook(s) failed:
[MyCompany: :Testing: :MyTestHook]",
"ResourceProperties": "{}",

"ClientRequestToken": "Console-CreateStack-abe7lac2-ade4-
a762-0499-8d34d91d6a92"

Iy
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£ R : Hook AAFEHKREEAN , HELTREER, BT SIFEEEMBEEFE |, Hikk
W, EHRAREEEERFHEEAaws : kmsBHEHAES256,

5/ CloudFormation # %@ Hook % iE

1. BEQIEHFET Hook Bil , EEMER , £ENRREAMEN S3 FiEf. WRHIER
kms-bucket-and-queue.yml 4R,

AWSTemplateFormatVersion: 2010-09-09

Description: |
This CloudFormation template provisions an encrypted S3 Bucket
Resources:
EncryptedS3Bucket:
Type: AWS::S3::Bucket
Properties:
BucketName: !Sub encryptedbucket-${AWS: :Region}-${AWS: :AccountId}
BucketEncryption:

ServerSideEncryptionConfiguration:
- ServerSideEncryptionByDefault:
SSEAlgorithm: 'aws:kms'
KMSMasterKeyID: !Ref EncryptionKey
BucketKeyEnabled: true
EncryptedQueue:
Type: AWS::SQS: :Queue
Properties:
QueueName: !Sub encryptedqueue-${AWS: :Region}-${AWS: :AccountId}
KmsMasterKeyId: !Ref EncryptionKey
EncryptionKey:
Type: AWS::KMS: :Key
DeletionPolicy: Retain
Properties:
Description: KMS key used to encrypt the resource type artifacts
EnableKeyRotation: true
KeyPolicy:
Version: 2012-10-17
Statement:
- Sid: Enable full access for owning account
Effect: Allow
Principal:
AWS: !Ref AWS::AccountId
Action: 'kms:*'
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Resource: '*'
Outputs:
EncryptedBucketName:
Value: !Ref EncryptedS3Bucket
EncryptedQueueName:
Value: !Ref EncryptedQueue

(@ Note
AR B EIREA Hooko

2. RIEMMRHAEEENER. THREP , HEREBH Amy-encrypted-bucket-stacko

$ aws cloudformation create-stack \
--stack-name my-encrypted-bucket-stack \
--template-body file://kms-bucket-and-queue.yml

3. (Wit ) BEEEHEKRBMREFTHEREE,

$ aws cloudformation describe-stack-events \
--stack-name my-encrypted-bucket-stack

fEfldescribe-stack-events@ S EEFMM, LA TR describe-stack-events S HIR

Blo

"StackEvents": [

"StackId": "arn:aws:cloudformation:us-west-2:123456789012:stack/my-
encrypted-bucket-stack/82a97150-f57a-11eb-8eb2-06a6bdcc7779",

"EventId": "EncryptedS3Bucket-
CREATE_COMPLETE-2021-08-04T723:23:20.9732",

"StackName": "my-encrypted-bucket-stack",

"LogicalResourceId": "EncryptedS3Bucket",

"PhysicalResourceId": "encryptedbucket-us-west-2-123456789012",

"ResourceType": "AWS::S3::Bucket",

"Timestamp": "2021-08-04T23:23:20.973000+00:00",

"ResourceStatus": "CREATE_COMPLETE",

"ResourceProperties": "{\"BucketName\":\"encryptedbucket-us-
west-2-123456789012\",\"BucketEncryption\":{\"ServerSideEncryptionConfiguration\":
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[{\"BucketKeyEnabled\":\"true\",\"ServerSideEncryptionByDefault\":{\"SSEAlgorithm
\":\"aws:kms\",\"KMSMasterKeyID\" :\"ENCRYPTION_KEY_ARN\"3}3}13}3}",
"ClientRequestToken": "Console-CreateStack-39df35ac-ca00-
b7f6-5661-4e917478d075"
},

{
"StackId": "arn:aws:cloudformation:us-west-2:123456789012:stack/my-

encrypted-bucket-stack/82a97150-f57a-11eb-8eb2-06a6bdcc7779",

"EventId": "EncryptedS3Bucket-
CREATE_IN_PROGRESS-2021-08-04T23:22:59.410Z2",

"StackName": "my-encrypted-bucket-stack",

"LogicalResourceId": "EncryptedS3Bucket",

"PhysicalResourceId": "encryptedbucket-us-west-2-123456789012",

"ResourceType": "AWS::S3::Bucket",

"Timestamp": "2021-08-04T23:22:59.410000+00:00",

"ResourceStatus": "CREATE_IN_PROGRESS",

"ResourceStatusReason": "Resource creation Initiated",

"ResourceProperties": "{\"BucketName\":\"encryptedbucket-us-
west-2-123456789012\",\"BucketEncryption\":{\"ServerSideEncryptionConfiguration\":
[{\"BucketKeyEnabled\":\"true\",\"ServerSideEncryptionByDefault\":{\"SSEAlgorithm
\":\"aws:kms\",\"KMSMasterKeyID\" :\"ENCRYPTION_KEY_ARN\"3}3}13}}",

"ClientRequestToken": "Console-CreateStack-39df35ac-ca0-
b7f6-5661-4e917478d075"

I

{

"StackId": "arn:aws:cloudformation:us-west-2:123456789012:stack/my-
encrypted-bucket-stack/82a97150-f57a-11eb-8eb2-06a6bdcc7779",

"EventId": "EncryptedS3Bucket-6516081f-clf2-4bfe-a@f0-cefa28679994",

"StackName": "my-encrypted-bucket-stack",

"LogicalResourceId": "EncryptedS3Bucket",

"PhysicalResourceId": "",

"ResourceType": "AWS::S3::Bucket",

"Timestamp": "2021-08-04T23:22:58.349000+00:00",

"ResourceStatus": "CREATE_IN_PROGRESS",

"ResourceStatusReason": "Hook invocations complete. Resource creation
initiated",

"ClientRequestToken": "Console-CreateStack-39df35ac-ca00-
b7f6-5661-4e917478d075"

}I
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£ 8 : CloudFormation B Ih I EHtk, EEHERIREZ8] , Hook BB UE
TAWS: :S3: :Bucket B R_RB B ERSE [ HME,

EHEEN Hook
T B E N Hook f2iF7E CloudFormationsE i3k 12 Hook AV ISIT RN,

EFHEHEN Hook , HFBI AT HRFEMEIT IRIZ X E| CloudFormation & CloudFormation
CLI submiti®4E,

$ cfn submit

BEAEMKFHIEE Hook BERIARRAS |, 6 set-type-default-versionfi R HIgERR, KA ZFHAMMRA
IDo

$ aws cloudformation set-type-default-version \
--type HOOK \
--type-name MyCompany::Testing::MyTestHook \
--version-id 00000003

ERRAEX Hook IRAWEE , B list-type-versions.

$ aws cloudformation list-type-versions \
--type HOOK \
--type-name "MyCompany::Testing::MyTestHook"

MIEM R P EUEEM B E X Hook CloudFormation

BUEEM B E N Hook £ By ERZEFRIZA CloudFormation SEfftZRDEPRECATEDHF HIRR AN |, iX
SFEMNESFERTMBER. BENX Hook —B#FH , BT A7 CloudFormation B#EF A,

(® Note

FEEBUHEM Hook 281 , MM BMBUE M ZT BRNAIBE XFEAIRE. BEXEZEER , 55
¥ DeregisterType.

EHUHEEM Hook , B deregister-typeiR4EH 15 EEH Hook ARN,
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$ aws cloudformation deregister-type \
--arn HOOK_TYPE_ARN

B
& Hook 22 A fE M

EFRNHNE =7 Hook , iEFFEH Hook FRAREY B, RE , AWS X EEMRELTT R
BEFHARTH :

1. 75X MR P FEM Hook CloudFormation I AFAE T B,

2. Mt EH Hook , IR E % 2 CloudFormation ¥t RP A HNARESEER,
3. &/ Hook & # Z CloudFormation 3R,

(® Note
EAEXBAGEAT BZE , “AEEZEXEIMAIT BEXAE. ERNESNXEHR
1THIR4E | 1S CloudFormation CLIFAF 8RR A £ A StackSetsTEZNX I 2 m T EBiE
Fo

FERHAFEMT Hook j§ , B LLREERNE=ZF N HYT B XM E CloudFormation itk , FE@EE
CloudFormation i FF A FF,

NHEE =7 Hook EEREH 1L CloudFormation AFEEE 2RI TR E AWS BREE, 5F%E Hook
—# , 23 Hook WAL K & within X H) AWS £/ Hook #8[E CloudFormation,

EAEEMROESN XM EEM R AWS X5 B9F7E CloudFormation A&, RE , AP AL
EERFHABEENT BER  MNMEETEERFFER. BXEZER |, 55 (CloudFormation
AFERE) Bi “# A CloudFormation I ERFHE=FLNET R,

MR 2N A A Y B E X Hook

BERMIEEMWEEN Hook , ELTBEIT N HENHNABENHAER, UTR2FENBE X Hook K1
NE=ZFY BZBMENERIIX,

BN EERMNBIREBEL I XM, —XNSUCCESS , —RAFAILED,

o XFFSUCCESSHa R 2= :
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o RAEMBRSUCCESS,

- FEREREHIRRB,.

- MRBEE , WACKFEFLERZENOW,
« XY FFAILEDMA R R

« REBBIRFAILED,

o HAFUREILERKB,

- WEHEEERNE R,

- MRBEE , WA EFLERRENOW,
« X¥FIN_PROGRESSHE R A :

- FEREREHIRRB,

* ResultRBFENRIATIREF B,

EEATELN KA AL

RINBERT , EHARIEEE Hook 22 E X IR 4 AV 5l AJ8 3K CloudFormation U 1T& €9
He B2, KZEH Hook HIEEELR , LETHTFMOI BRI MEFT R EHEKNMABMEEE T HEMEE
HER. ATERXANRE | RAIEEERITELYMN RS CloudFormation I Ao

CloudFormation 12 7 B fh /5 & 818 EERITE LN ot 68 B AV 3 AU -
- BEXH

fFHoverrides MM T —MBREFN HEREERZLEFEBEN M ATIEpreCreate
CloudFormation M@ £ 4ENixpreUpdatefMpreDeletel®/EM ik H B 6E o

- WA

EUATERT , BEAUEAZS M input XHREESLON =i ABIE
- BREFRFENCE, EMNRBRREEETEANEALKE  ENNIREETRHE.
- BREEES /N TRNBARES.

15 A B A5 E A BUR

LA & Amazon S3 Hook fEfiZoverrides X445 A IR/ RO,

{
"CREATE_PRE_PROVISION": {
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"AWS: :S3::Bucket": {
"resourceProperties": {

"/BucketName": "encryptedbucket-us-west-2-contractor",
"/BucketEncryption/ServerSideEncryptionConfiguration”: [
{

"BucketKeyEnabled": true,

"ServerSideEncryptionByDefault": {
"KMSMasterKeyID": "KMS-KEY-ARN",
"SSEAlgorithm": "aws:kms"

.
"AWS::5QS: :Queue": {
"resourceProperties": {
"/QueueName": "MyQueueContract",
"/KmsMasterKeyId": "hellocontract"

+
"UPDATE_PRE_PROVISION": {

"AWS: :S3::Bucket": {
"resourceProperties": {

"/BucketName": "encryptedbucket-us-west-2-contractor",
"/BucketEncryption/ServerSideEncryptionConfiguration”: [
{

"BucketKeyEnabled": true,

"ServerSideEncryptionByDefault": {
"KMSMasterKeyID": "KMS-KEY-ARN",
"SSEAlgorithm": "aws:kms"

}
}
]
},
"previousResourceProperties": {
"/BucketName": "encryptedbucket-us-west-2-contractor",
"/BucketEncryption/ServerSideEncryptionConfiguration”: [
{

"BucketKeyEnabled": true,

"ServerSideEncryptionByDefault": {
"KMSMasterKeyID": "KMS-KEY-ARN",
"SSEAlgorithm": "aws:kms"
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+
"INVALID_UPDATE_PRE_PROVISION": {

"AWS: :S3::Bucket": {
"resourceProperties": {

"/BucketName": "encryptedbucket-us-west-2-contractor",
"/BucketEncryption/ServerSideEncryptionConfiguration”: [
{

"BucketKeyEnabled": true,

"ServerSideEncryptionByDefault": {
"KMSMasterKeyID": "KMS-KEY-ARN",
"SSEAlgorithm": "AES256"

1,
"previousResourceProperties": {
"/BucketName": "encryptedbucket-us-west-2-contractor",
"/BucketEncryption/ServerSideEncryptionConfiguration”: [
{
"BucketKeyEnabled": true,
"ServerSideEncryptionByDefault": {
"KMSMasterKeyID": "KMS-KEY-ARN",
"SSEAlgorithm": "aws:kms"

iy
"INVALID": {

"AWS: :SQS: :Queue": {
"resourceProperties": {
"/QueueName": "MyQueueContract",
"/KmsMasterKeyId": "KMS-KEY-ARN"
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1502 7 a0 A\ S 4 E Bl A BRI

FERinput XHRIEEEFANTRIEXEN M ALIE - preCreatefi A. preUpdatefii AR T4
Ao CloudFormation S HEEELIMP XHFIBE, BERAUREONRIEE LA M ALE,

EREEEEAANRAFERANinput X |, F7E Hooks 1 B R B ZHRM— P inputs 4R,
CloudFormation R &7 IN{& Y A X4 o

ERAATHRNEREXNH IS BAARSE , EhnhEH .

« inputs_n_pre_create.json : AT HpreCreatetBEFHN A REERA TRIZREN A
Ao

 inputs_n_pre_update.json : EA#H BpreUpdatebBEFHXHREER TFEHRREN A
Ao

« inputs_n_pre_delete.json : A ApreDeletelt B2 MY U4 KIE E M BR B RAVH Ao
 inputs_n_invalid. json: ATFIEEEMN R TME A,

ERNEUNHIEESARMARE , BEINNGEPHNERUNMABBEERTHER. flw, &

W — A AR E B Ninputs_1_pre_create.jsoninputs_1_pre_update.json,
Minputs_1_pre_invalid.json. BN T —HSEHE

Hinputs_2_pre_create.json, inputs_2_pre_update.jsoninputs_2_pre_invalid.json,

M, RIS HE,

BMNAAXHHRE —MXETER TN REERNISONI 4,
AT R RS AN Hinputs Amazon S3 15 E i A BIEM R G B Fo
inputs_1_pre_create.json

LR Rinputs_1_pre_create.json&BNiXHI R,

"AWS: :S3::Bucket": {
"resourceProperties": {
"AccessControl": "BucketOwnerFullControl",
"AnalyticsConfigurations": [],
"BucketEncryption": {
"ServerSideEncryptionConfiguration": [

{
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"BucketKeyEnabled": true,

"ServerSideEncryptionByDefault": {
"KMSMasterKeyID": "KMS-KEY-ARN",
"SSEAlgorithm": "aws:kms"

iy

"BucketName": "encryptedbucket-us-west-2"

},
"AWS: :SQS: :Queue": {
"resourceProperties": {
"QueueName": "MyQueue",
"KmsMasterKeyId": "KMS-KEY-ARN"

inputs_1_pre_update.json

LR Rinputs_1_pre_update.json& BN it B =B,

"AWS: :S3::Bucket": {
"resourceProperties": {
"BucketEncryption": {
"ServerSideEncryptionConfiguration": [

{
"BucketKeyEnabled": true,
"ServerSideEncryptionByDefault": {
"KMSMasterKeyID": "KMS-KEY-ARN",
"SSEAlgorithm": "aws:kms"
}
}
]
},
"BucketName": "encryptedbucket-us-west-2"

},
"previousResourceProperties": {
"BucketEncryption": {
"ServerSideEncryptionConfiguration": [

{
"BucketKeyEnabled": true,

RInEH
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"ServerSideEncryptionByDefault": {
"KMSMasterKeyID": "KMS-KEY-ARN",
"SSEAlgorithm": "aws:kms"

}I

"BucketName": "encryptedbucket-us-west-2"

inputs_1_invalid.json

LR &inputs_1_invalid. json&EMit# RHI,

"AWS: :S3::Bucket": {
"resourceProperties": {

"AccessControl": "BucketOwnerFullControl",
"AnalyticsConfigurations": [],
"BucketEncryption": {

"ServerSideEncryptionConfiguration": [

{
"ServerSideEncryptionByDefault": {
"SSEAlgorithm": "AES256"

iy

"BucketName": "encryptedbucket-us-west-2"

},
"AWS: :SQS: :Queue": {
"resourceProperties": {
"NotValid": "The property of this resource is not valid."

inputs_1_invalid_pre_update.json

AR Rinputs_1_invalid_pre_update.json®& BNz H RAl,
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{
"AWS: :S3::Bucket": {
"resourceProperties": {
"BucketEncryption": {
"ServerSideEncryptionConfiguration": [
{
"BucketKeyEnabled": true,
"ServerSideEncryptionByDefault": {
"KMSMasterKeyID": "KMS-KEY-ARN",
"SSEAlgorithm": "AES256"
}
}
]
1,
"BucketName": "encryptedbucket-us-west-2"
1,
"previousResourceProperties": {
"BucketEncryption": {
"ServerSideEncryptionConfiguration": [
{
"BucketKeyEnabled": true,
"ServerSideEncryptionByDefault": {
"KMSMasterKeyID": "KMS-KEY-ARN",
"SSEAlgorithm": "aws:kms"
}
}
]
1,
"BucketName": "encryptedbucket-us-west-2"
}
}
}

BXEZ[EERE , 20 ( CloudFormation CLIAF1ER) FMATY BEFAEEATHARER.

H CloudFormation ooks BV ZE#JiE x5 &

KN E BT & CloudFormation Hook BYZR¥IHVIE £,

Hook ‘23#E5H JSON Z2#3F1 Hook A FEFEF R RHI Hook M3B, RIEZBEN Hook WE—FEXENE
HEREBEMNEMH#TER, £H CloudFormation CLI initds #1281t BE X Hook T B &Y , § 7 &4l
E— Hook ¥ X, FEAEMEHERE L BEN Hook By LR FIE LV =Ko
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ZEMNEE
LA 2R # 2 Hook HIE5H#,

{

ypeName": "string",
"description": "string",

"sourceUrl": "string",

"documentationUrl": "string",

"definitions": {
"definitionName": {

},
"typeConfiguration": {
"properties": {
"propertyName": {
"description": "string",
"type": "string",

I
},
"required": [
"propertyName"

1,
"additionalProperties": false
},

"handlers": {

"preCreate": {

"targetNames": [
1,
"permissions": [
]

.

"preUpdate": {
"targetNames": [
1,
"permissions": [
]

.

"preDelete": {

"targetNames": [
1,
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"permissions": [

]
}
I
"additionalProperties": false
}
typeName

&K Hook HYME— & #R. N Hook IEEMR=MIARNGTEEM , #E

f0rganization::Service: :Hook#&E= A,

(® Note
UTARGEZRETE , FaeA TER Hook RE AR :
* Alexa
* AMZN
* Amazon
+ ASK
« AWS
¢ Custom

* Dev

WE 2

B=E : "N[a-zA-Z0-9]{2,64}::[a-zA-Z0-9]{2,64}::[a-zA-Z0-9]{2,64}$

®/ME : 10
BRAE : 196
description

CloudFormation # &l & A & 7RAY Hook YR E IR

sourcelrl

Hook JRABAIMUL ( MRERLNFFH ) o
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RA{E : 4096

documentationUrl
R4t Hook ¥4 #4HI TTEAY URL,

B= : Ahttps\:\/\/[0-9a-zA-Z]([- . \w]*[0-9a-zA-Z])(\:[0-91*)*([\?/#].*)?$

BXE : 4096
(® Note
RE Hook 2N EETEMAEHNE IR , BERTTLERZdocumentationURLE M

NAFPRBEZFAEE , 2B =M. REAMEMFRESR.

definitions
ERZdefinitionsHRIBHEZM Hook B LR,

£ Zdefinitions# 2 KE L AJEERY Hook REREMHHN S MUBEEANEH TERIANR—
MEREXK, RE , B LER JSON B4 Hook RERMPHMEMVESI AZTE,

typeConfiguration
Hook Bt & 2 #E 1 7E Lo
properties

HEHAEM. Hook WATE B M EAMELRMHARE, F Hook RHEEMSHEHWREEERENTF.

(® Note

TR ERARERM. R , EdefinitionsTEPFENFAHRERY , RGEArefs
HEMENBHEFEIAEN].
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BEIXUTEMY :
« default-BHEMERIAE.
« description-XEMHEIR,
« pattern— ATRIFA AN ENFREXER,
« type— AIEZHEMERE,

additionalProperties

additionalProperties AR EN false, Hook BIFTEBMH L MERWFRIE : FTATHE
B A

BEME : false
handlers

WIBREFIEE AT LS s 3R M R E LK Hook KYIR4E | fla0 Hook A K. fIf , preUpdatelh B2
FREAERFFAEEEBGHNENREZTRAAN,

BWE : preCreate | preUpdate | preDelete

® Note
BAALBERFEEED —ME

/A Important
SBRB N HEKRRIEUpdateCleanupF @A Hook, Bl , EULTHENZRH , T2
T Hook MipreDeletetIBREF :
- MERFAFBBR—NRRE , HRELEH,
o BEETEE R B K BRI BR

targetNames

Hook P MK B ZMNFRABHA, HlW , RpreCreatebBREFEAWS: :S3: :BucketH
¥, WESREMEEM R Amazon S3 EEEE1T.

 TargetName
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NEBPEXRUNLEEFEEEDL —NEHFRB.

B=E : r"Na-zA-20-9]{2,64}::[a-zA-Z0-9]{2,64}::[a-zA-Z0-9]{2,64}$

=/DME 1

/A Warning
SSM SecureString Fl Secrets Manager 3175 5| A E &% 48 Hooks 2 Bl To & BT o

permissions

—NFHEHE , cEERRLERFAEN AWS IR,

additionalProperties

additionalProperties #JIZEN false, Hook HFTEBMH L MERBEFRE | FAGE
iAo

BME : false

Hooks ZR#3 7= 4
T~ 1

Java fl Python @A FERAUATRBRHl, L TREFW Hook K RHIL#mycompany-testing-
mytesthook. json.

"typeName":"MyCompany: :Testing: :MyTestHook",
"description":"Verifies S3 bucket and SQS queues properties before create and
update",
"sourceUrl":"https://mycorp.com/my-repo.git",
"documentationUrl":"https://mycorp.com/documentation",
"typeConfiguration":{
"properties":{
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"minBuckets":{

"description":"Minimum number of compliant buckets",

"type":"string"
},

"minQueues": {

"description":"Minimum number of compliant queues",

"type":"string"
},

"encryptionAlgorithm": {
"description":"Encryption algorithm for SSE",

"default":"AES256",
"type":"string",

"pattern": "[a-zA-Z]*[1-9]"

}
},
"required":[
1,
"additionalProperties":false
1,
"handlers":{

"preCreate": {
"targetNames":[
"AWS: :S3::Bucket",
"AWS: :SQS: :Queue"
1,

"permissions": [

I
"preUpdate":{
"targetNames": [
"AWS::S3: :Bucket",
"AWS: :SQS: :Queue"
1,

"permissions": [

},
"preDelete": {
"targetNames":[
"AWS::S3::Bucket",
"AWS: :SQS: :Queue"
1,

RGBT
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"permissions": [
"s3:ListBucket",
"s3:ListAl1MyBuckets",
"s3:GetEncryptionConfiguration",
"sgs:ListQueues",
"sqs:GetQueueAttributes"”,
"sqgs:GetQueueUrl"

iy

"additionalProperties":false

R~ 2

LUR RG22 —AMERSTACKH CHANGE_SET for targetNames REM KRR E NERENEN,

"typeName":"MyCompany: :Testing: :MyTestHook",
"description":"Verifies Stack and Change Set properties before create and update",
"sourceUrl":"https://mycorp.com/my-repo.git",
"documentationUrl":"https://mycorp.com/documentation",
"typeConfiguration":{
"properties":{
"minBuckets":{
"description":"Minimum number of compliant buckets",
"type":"string"
},
"minQueues":{
"description":"Minimum number of compliant queues",
"type":"string"
},
"encryptionAlgorithm":{
"description":"Encryption algorithm for SSE",
"default":"AES256",
"type":"string",
"pattern": "[a-zA-Z]*[1-9]"

}
I
"required":[
1,
"additionalProperties":false
I
"handlers":{
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"preCreate":{
"targetNames": [

"STACK",

"CHANGE_SET"
1,
"permissions": [
]

I
"preUpdate":{
"targetNames": [
"STACK"
1,
"permissions": [
]
},
"preDelete": {
"targetNames":[
"STACK"
1,

"permissions": [

iy

"additionalProperties":false

RGBT
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= A B A CloudFormation Hook

AEBNABUWNAER Hook AREFEBH , LERPBLEEELENKF LT EIRS. SRFEETS
Hook F#MER T RAER BN , 28 Hook 2REH.

EENKFPERAMNEAES (2HE)

FEIERIKF P EEA Hook

1. &F AWS EIERF|A HE hitps://console.aws.amazon.com/cloudformat ion 3T FF
CloudFormation ##| & .

ERBHBNSHE L |, %8 Hook FITE AWS XiF BLE,

NS E R F%EEFE Hooks.

R EZEANEBNAER.

EEHFAGERE L , EREHEHEANNEARE.

HIRTREWEINGT | EF BRRAES

o o b~ w0 DN

BB R ERZEAR Hook

1. &% AWS BEEEH A HIE hitps://console.aws.amazon.com/cloudformat ion L ITFF
CloudFormation %] &

ERBIHBNSHE L |, %8 Hook FITE AWS XiF L E,

MEME R F%EEFE Hooks.

ERERRANEHRN B

EEHFAGEERE L , EREHEHANNE ARE.

HIRREBHIAR | EF B AEN

o o b~ w0 DN
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FEEMKF 2R B RAEHS (AWS CLI)

/A Important

RATEZAFE A Hook B AWS CLI i & Hook BLE B H --configurationit M+ 15
ENE. WREENEN , AETXERmHN , XASLEMEFLERENAFTRE. EEEY

DD

BB EBIE , B EA describe-type 5,

ZEREH

FERLTRE set-type-configuration® % H 18 EHookInvocationStatusDISABLED 2 A Hook,
RENBEESR LU,

aws cloudformation set-type-configuration \
--configuration "{"CloudFormationConfiguration":{"HookConfiguration":
{"HookInvocationStatus": "DISABLED", "FailureMode": "FAIL",
"TargetOperations": ["STACK", "RESOURCE","CHANGE_SET"], "Properties":{}}}}" \
--type-arn "arn:aws:cloudformation:us-west-2:123456789012:type/hook/MyTestHook" \
--region us-west-2

E#EAKAERA/ Hook

FERALUT AR set-type-configurationin & H 8 EENABLEDEHookInvocationStatusE#/E A
Hook. A4S EEER SNV,

aws cloudformation set-type-configuration \
--configuration "{"CloudFormationConfiguration":{"HookConfiguration":
{"HookInvocationStatus": "ENABLED", "FailureMode": "FAIL",
"TargetOperations": ["STACK", "RESOURCE","CHANGE_SET"], "Properties":{}}}}" \
--type-arn "arn:aws:cloudformation:us-west-2:123456789012:type/hook/MyTestHook" \
--region us-west-2

BRREZER , SR EHEERWIEESE.
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& & Hook B A CloudFormation &%

KEFBAN AWM EF CloudFormation Hook HiERE R, EF AL R LARBIE T ## Hook 1A
LR ER |, FARR Hook 36 iF 4 B A6 S Bl B9 AT [A] &3

HAREHNRIEZE ( TR AWS Control Tower £z732 %], Guard MNER Lambda BEKEL ) £ &ER
W AP ETHRESES.

ERHETERTRRS

BB =N ERHETEFARALER : B Invocaton ERHE., EFE/ Hook WARARE
ok, AEEFHKREBERAAN RN ERES,

BEEFTA Hook &R
HAHARERNEEME T E X 90 XWEMIKF Mt XAFTE Hook AANEHEME,
BEEFTE Hook WER

1. B&F AWS EEZH|A HE hitps://console.aws.amazon.com/cloudformat ion 3T FF
CloudFormation %4

2. ERBMHNSMEL  EEREEF Hook WA AWS X V&,
3. ESMERT , AR FARE,
4. ZUEERTIEE 90 XAFE Hook AR , B4 :

- WA ID
* Hook
« B#R
- 13 (WarnmFail)
« 4% (Warning,Pass,Failed,In progress)
- A EtE
- ERHER
5. BAILAERARKRIHAERERESRAEREBEN AR

6. ERE-MIENARAUEEEXAREGRNESHMEEARESE | SFEKRMAEY Hook 18 AVFN KIS
o
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BEFE Hook WA EIER

BRT BT AN Hook WARAMRIEREFRAALE R,
EEBE Hook MEHERA

-_—

BF AWS EEEFIA HIE hitps://console.aws.amazon.com/cloudformat ion 3T FF
CloudFormation 2 #14&,

ERBMEMNSMZ L | EFEEEF Hook HAM AWS Xi (L&,
NS BE A IEE Hooks,
EREEEHM Hook A X EH Hook.

EE-IMENBRUEERXFASRNESEMEAES | SFEKXME Hook 1§ ARAMEIE
o

o & 0N

EERETHKRPVIBAANER
BAUBIMEREFTHETS EHRNARE R,
EF S EHRN Hook HHA

-_—

BF AWS EEEFIA HIE hitps://console.aws.amazon.com/cloudformat ion 3T FF
CloudFormation 2 #1 A&,

ERBIHHSMEL | EEHERRERE AWS XiE BWILE,
MNEMBERT | EFEHK,

EREEFHM Hook 1 A K H,

R AR B ETR,

EEHSIRD , £ “RSFER" 5l EHK Hook A E RN EH,

BEEEREN Hook THAFEMESR , FEE Hook WS , RFEFEH TRILHNIXA , {77 -1
EESHAGEMNHREED,

N o o bk~ W Db

® Note

EERBEY , FEEZES A LANERERUITIT BRI X |, REFEEHR
B, AREIEE BN
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FAHAEEERALZL R AWS CLI

£ Alist-hook-resultsin S RAE X Hook AAMEE., S XIFLUTEEED :

- JREXFTE Hook AL R ( EFESH)

o REHTEIE ARN (£ ) --type-arn

o REH ARN FURASTFIE ( £FA--type-arnfl ) --status
- BREBEBW (FH--target-typeMl--target-id)

2 Hook ARN JFik4E R

LUTaa5H T4 E Hook BFTE Hook AL R,

aws cloudformation list-hook-results \

--type-arn arn:aws:cloudformation:us-west-2:123456789012:type/hook/My0rg-Security-
ComplianceHook \

--region us-west-2

R

"HookResults": [
{
"TypeArn": "arn:aws:cloudformation:us-west-2:123456789012:type/hook/My0rg-
Security-ComplianceHook",
"HookResultId": "59ef501c-0ac4-47c0-al93-e@71cabf748d",
"TypeName": "MyOrg::Security::ComplianceHook",
"TypeVersionId": "00000001",
"HookExecutionTarget": "arn:aws:cloudformation:us-west-2:123456789012:stack/my-
stack/39f29d10-73ed-11f@-abcl-0affdfe4aebb",
"InvokedAt": "2025-08-08T00:18:39.651Z",
"FailureMode": "WARN",
"HookStatusReason": "...",
"InvocationPoint": "PRE_PROVISION",
"Status": "HOOK_COMPLETE_FAILED"
},
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AXMEPFFZERAER | 25 AWS CloudFormation APl 2ZHookResultSummaryH#,

B ARN MR TR IS

ERAERPHEILRS , BEBGTHIEE--statusit B, BREN :

HOOK_IN_PROGRESS: Hook HHIIEFEIE T
HOOK_COMPLETE_SUCCEEDED: Hook B 58 B
HOOK_COMPLETE_FAILED: Hook B 5 MR{BRIE %MK,
HOOK_FAILED: Hook FEHITEEHIEE T iR,

aws cloudformation list-hook-results \

--type-arn arn:aws:cloudformation:us-west-2:123456789012:type/hook/My0rg-Security-
ComplianceHook \

--status HOOK_COMPLETE_FAILED \

--region us-west-2

a1 R

"HookResults": [
{
"TypeArn": "arn:aws:cloudformation:us-west-2:123456789012:type/hook/My0Org-
Security-ComplianceHook",
"HookResultId": "59ef501lc-Qac4-47c0-al93-e@71cabf748d",
"TypeName": "MyOrg::Security::ComplianceHook",
"TypeVersionId": "00000001",
"HookExecutionTarget": "arn:aws:cloudformation:us-west-2:123456789012:stack/my-
stack/39f29d10-73ed-11f@-abcl-0affdfesaebb",
"InvokedAt": "2025-08-08T00:18:39.6517",
"FailureMode": "WARN",
"HookStatusReason": "...",
"InvocationPoint": "PRE_PROVISION",
"Status": "HOOK_COMPLETE_FAILED"
},

BXRIGR P FERHIER , FSE AWS CloudFormation APl 2#ZHookResultSummaryF#,
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REMRENMBEFR ID HIEER

LTS5 E THE Cloud Control API i5REIFTE Hook AL R,

aws cloudformation list-hook-results \
--target-type CLOUD_CONTROL \
--target-id d417bo5b-9eff-46ef-b164-08c76aecl801 \
--region us-west-2

LN

"HookResults": [
{
"TargetType": "CLOUD_CONTROL",
"TargetId": "d417b@5b-9eff-46ef-bl64-08c76aecl801",
"HookResults": [
{

"TypeArn": "arn:aws:cloudformation:us-west-2:123456789012:type/hook/My0Org-

Security-ComplianceHook",
"HookResultId": "4e7f4766-d8fe-44e5-8587-5b327al48abe",
"TypeName": "MyOrg::Security::ComplianceHook",
"TypeVersionId": "00000001",
"FailureMode": "WARN",
"HookStatusReason": "...",
"InvocationPoint": "PRE_PROVISION",
"Status": "HOOK_COMPLETE_FAILED"
1,

AXMEPFFZERAER | 25 AWS CloudFormation APl 2ZHookResultSummaryH#,

IREVAS E J F V¥ 4R 45

£ A get-hook-result in TR ERBRIFE Hook AN FARFE , SETEEAUREL RV EBRFANK

.

aws cloudformation get-hook-result \

EFFHRALR ()AWS CLI
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--hook-result-id 59ef501c-0ac4-47c0-al193-e@71cabf748d \
--region us-west-2

LN

"HookResultId": "59ef501c-0ac4-47c0-al93-e@71cabf748d",

"InvocationPoint": "PRE_PROVISION",

"FailureMode": "WARN",

"TypeName": "MyOrg::Security::ComplianceHook",

"TypeVersionId": "00000001",

"TypeArn": "arn:aws:cloudformation:us-west-2:123456789012:type/hook/My0rg-Security-
ComplianceHook",

"Status": "HOOK_COMPLETE_FAILED",

"HookStatusReason": "Hook completed with failed validations",
"InvokedAt": "2025-08-08T00:18:39.651Z2",
"Target": {

"TargetType": "RESOURCE",
"TargetTypeName": "AWS::S3::Bucket",
"TargetId": "my-s3-bucket",
"Action": "CREATE"

.
"Annotations": [
{
"AnnotationName": "BlockPublicAccessCheck",
"Status": "FAILED",
"StatusMessage": "Bucket does not block public access",
"RemediationMessage": "Enable block public access settings on the S3 bucket",
"Severitylevel": "HIGH"
.
{
"AnnotationName": "BucketEncryptionCheck",
"Status": "PASSED",
"StatusMessage": "Bucket has encryption configured correctly"
}
]

BXIR P FERNIER , 15 AWS CloudFormation APl $# GetHookResultH 9,

EFFHRALR ()AWS CLI
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EHEEREESE

AR T A TBEE Hook RIZRHIiEE, CloudFormation £ 18 Hook Bt , fE={THE A kBl E 4R
M. AWS IKf

EF LM Hook BE IR EHRMWEE |, FEHookInvocationStatusERy Mk /= il ssEiE
#JENABLED/EfRE RN,

£

- BEHRERMEMY

L & R

CloudFormation Hooks 3t 4% 533 iE 85
CloudFormation 44 B ¥ iEES
£AHHE Hook BB A BEA

@ Note

Hook HYELE iJ LATF M I R ABIEE 7 300 KB, X=X SetTypeConfigurationi
ﬂEConfiguratlomﬁ*%?&ﬁbﬂﬂ’ﬂ)’ﬁﬁé’ﬂiﬁﬂ’ﬂl‘ﬁo

EME IS RE S

LATZEME Hook Bl E LR MMM,

"CloudFormationConfiguration": {
"HookConfiguration": {
"HookInvocationStatus": "ENABLED",
"TargetOperations": ["STACK"],
"FailureMode": "FAIL",
"EncryptionConfiguration": {
"KmsKeyId": "arn:aws:kms:us-east-1:123456789012:key/abc-123"

.
"Properties": {

}
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}

HookConfiguration
HEHMERE S EHERRIBUESEA Hook, BEEANENREME.

Hook BLE XA TE 1%,

HookInvocationStatus
$§E Hook =& NENABLEDZDISABLED,

A3%{E : ENABLED | DISABLED

TargetOperations
EE Hook PRt W EVIRIESIR. BXEZER , F2H #HEB .

BEME : STACK | RESOURCE | CHANGE_SET | CLOUD_CONTROL
TargetStacks

AIATEE#RSB. HookInvocationStatustif,

MBNFERRENALL , MFE, SHDELETERFIRERE |, 4 NNATEKF PTG H
#. CREATE UPDATE

MRFEIZEJINONE , MR EA T EK S DYk
BAME : ALL | NONE
FailureMode

I FRE IRBIRSS tn{a/ 4 22 Hook (&,
- MEEXIZENFAIL , BEHEK , N RME E[FEIEERERRHERER,
- MEEKXIZENWARN , BEHEK , NEFEEATHEREAIE RESTEHE,

BME : FAIL | WARN

EncryptionConfiguration

7 Hook FREHFREEMBFIRE
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KmsKeyId

AT %8 Hook SE BB M INZRZEAMNFIE,. BHB ARN, #4f ID 5 AWS KMS %4
ARN., BXEZEE , HZH AWS KMS X#4KeyldH Y,

EFEAEFEE AWS KMS Z4A 012 Hook 2 Al , BN AF A B LI
HDescribeKeyH# AWS KMS X PRGenerateDataKey, BXEZER , S AWS
KMS BT hi&EASH CloudFormation Hook 45 SR #9 %2 4R 5% BE R X BR o

Properties

1ETE Hook IZ1TEIE M. ©A1RNE Hooks I IFM B MM AR ITEL

L & TR
A% MAEE Hook HRHI AWS CLI , BSHNTEH -

« BUEET 324189 Hook )AWS CLI
- BUEEM (AWS CLI)
« H5E Lambda ¥4 ()AWS CLI

CloudFormation Hooks 1% 4k 5133 ;i 28

YRA[LATE CloudFormation Hook N K FITIEES , BRBEXRBHNBEEMNIFEN K, R
BEZNERELMERHER | BE Hook FEA T ER MK , MILINEERE A,

AT T IX LT IERRR TR | FHRE 7 B LUBTERY =B,

REHER R B TEIER Hook BEEMEALEHUTATR :

{
"CloudFormationConfiguration": {
"HookConfiguration": {
"HookInvocationStatus": "ENABLED",
"TargetOperations": [
"STACK",
"RESOURCE"
1,
"FailureMode": "WARN",
"Properties": {7},
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"TargetFilters": {
"Actions": [
"CREATE",
"UPDATE",
"DELETE"

HXHookConfigurationiEFZMNELZEE , BZHAEMNRERWIEESE,

EFEAHRRITEES , BETHARM—StackFilters®4AHookConfiguration,
ZStackFiltersBH —NMNAERAMBANAER R,

e FilteringCriteria ( &4F)
« StackNames ( A )
« StackRoles ( @i )

StackNamesZ{StackRolesEH R AiEMN, B2 , BULTEEEHFEDL—NEH,

WRIERIZE T L Cloud Control API #2473 B #RH Hook , NIFTA HEdk 9 5l 8933 5 25 &R R 4% 2 B

FilteringCriteria
FilteringCriteriaRIEEMET AW LIESE, TELFHIEE NALLEANY,

o ALLUIRFIETIEESETE , M@ A Hooko
o ANYZIREEET—ANIIESS , NFA Hooko

StackNames

B Hooks BLEF R — MRS N HERBIMEENTIERR , FEMALLT JSON 41 :

"StackNames": {
"Include": [
"string"

FilteringCriteria 178
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1,
"Exclude": [
"string"
]
}

AT ELT I — -

« Include : EZESMHREMIIR. RBLIKRPIEENHERST A Hook,.
- KH . FHRHA
- RAYIREE:S0
- B YmA
« Exclude : EHBRIVHER B MR, FRILLSIHAHERI |, FRE R EFAA Hook,
- RH  FRBHA

s RARYMEBE:S0
BOYImE:A

IncludefMExcludeBA P ENHERBHEB LTS UTEXNMKEER -

- = : Aa-zA-Z][-a-2zA-Z0-9]1*$
- RAKE : 128

StackNamesXFEHHHER BN TENBERFTE ., EEEFEABRFN RS , BSHERATE
Hook B #r8& #EVBEELfFo

StackRoles
E£ Hook EEAR R —1EHZAN IAM BEIEENFESZHEF , BEFERLLT JSON £ :

"StackRoles": {

"Include": [
"string"

1,

"Exclude": [
"string"

]

}
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CloudFormation Hooks F 6/

CBTEEAT &I —

e Include: ARNs ATENEXEAGXIKNMELZN IAM BE5K, REHXEARSIAMEKRIRE
F 2 A Hooko

- RE . FRFEHA

® LA,

IncludeMExcludeHAHPHENHEXRACHLIETUTERNMKEER !
« = :arn:.+:iam::[0-9]{12}:r0le/.+

- RRXKE : 256

StackRoles A ¥FHE LA T ARN EEER S ER BELAT :

 partition
* account-id

e resource-id

EEEF ARN EERS P ERABERAN RS , E5H. £AHE Hook B 1 E WAV BE A

Include #1 Exclude

F/NEIEET ( StackNamesFIStackRoles ) #A —/ N Include¥|&RFMExclude?l

R, StackNames%/MilF , Hook REEfEIncluded|RFPIEERHKR LAA. MEN
FExcludeFIRPIEEHKR B , WEFREEXcludeFIRPHHEK AR ZES, MREREE
TIncludeFfExclude , M Hook £ #IncludeFIRFPHANSE , MARExcluded|RFHAR,

plan | RiRREEA#E A B, CH Do

. "InClUde": ["A", "B"]E A*ﬂ B J:-‘IEIFH HOOk
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e "Exclude": ["B"]#E A. C # D LA Hook

« "Include": ["A","B","C"], "Exclude": ["A","D"]7 B # C L£iAHA Hook

e "Include": ["A","B","C"], "Exclude": ["A”,"B","C"]F&EE(U#4 LFA Hooko

RIS R =B
ATRMT —ERE, BATUIRBRIX L RHIA CloudFormation Hook i 2 etk 433 I8 2o
1 BIESERYMHERR

LR RBIBEET —Include¥lz®R, Hook REEFEB Nstack-test-1, stack-test-2fIstack-
test-3M3Etk A A,

{

"CloudFormationConfiguration": {
"HookConfiguration": {
"HookInvocationStatus": "ENABLED",
"TargetOperations": [
"STACK",
"RESOURCE"
1)
"FailureMode": "WARN",
"Properties": {7},
"StackFilters": {
"FilteringCriteria": "ALL",
"StackNames": {

"Include": [
"stack-test-1",
"stack-test-2",
"stack-test-3"

I 2 : BERRAGEHERR

MRRNHERBHRAMBEXcludedRA | MSEEMKRG R MR EIBA Hookstack-
test-1, stack-test-28stack-test-3,

RGO AR 7P 5
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"CloudFormationConfiguration": {
"HookConfiguration": {
"HookInvocationStatus": "ENABLED",
"TargetOperations": [
"STACK",
"RESOURCE"
1,
"FailureMode": "WARN",
"Properties": {7},
"StackFilters": {
"FilteringCriteria": "ALL",
"StackNames": {

"Exclude": [
"stack-test-1",
"stack-test-2",
"stack-test-3"

R~ 3 &HIENBEER

WRAIEEIncludeMExcludedlk , MXEExcludeFERPFKRIncludeBERHEH LA Hook.
EUTRHIH | Hook (XE LA Astack-test-3,

"CloudFormationConfiguration": {
"HookConfiguration": {
"HookInvocationStatus": "ENABLED",
"TargetOperations": [
"STACK",
"RESOURCE"
1,
"FailureMode": "WARN",
"Properties": {7},
"StackFilters": {
"FilteringCriteria": "ALL",
"StackNames": {
"Include": [
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"stack-test-1",
"stack-test-2",
"stack-test-3"
1,
"Exclude": [
"stack-test-1",
"stack-test-2"

R4 RERERNAGBALLIFENES S

BAR Hook BE=/MNEREBEMAM —NERAGR, B TIEEFilteringCriteriaNALL , HtRER
Bt B UL AR B AR A IR AR A B R H#AR = 21 A Hook.

"CloudFormationConfiguration": {
"HookConfiguration": {
"HookInvocationStatus": "ENABLED",
"TargetOperations": [
"STACK",
"RESOURCE"
1,
"FailureMode": "WARN",
"Properties": {7},
"StackFilters": {
"FilteringCriteria": "ALL",
"StackNames": {

"Include": [
"stack-test-1",
"stack-test-2",
"stack-test-3"

]

iy
"StackRoles": {

"Include": ["arn:aws:iam::123456789012:role/hook-role"]
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}
}

R 5 FERERA A RSANYIREESES

LR Hook BRE=NERBMM —NERA®R, HTIEEFilteringCriteriaNANY , Rtk N EH
DB HE Ak B PR L L iR B B Y AR T A Hook,

{
"CloudFormationConfiguration": {
"HookConfiguration": {

"HookInvocationStatus": "ENABLED",

"TargetOperations": [
"STACK",
"RESOURCE"

1,

"FailureMode": "WARN",

"Properties": {7},

"StackFilters": {
"FilteringCriteria": "ANY",
"StackNames": {

"Include": [
"stack-test-1",
"stack-test-2",
"stack-test-3"

]

.
"StackRoles": {
"Include": ["arn:aws:iam::123456789012:ro0le/hook-role"]

CloudFormation 44 B #3228

AREBIRMEAE XA CloudFormation Hook Bl & B #ri3EE5HIER . B aJLUER B FridiE 2R E B4 it
R AT R LA R FE R L R E B A Hook, BAILAEIE NSRS , NEEMNEREEENVIEEZNEIRE
B OBENMBPARASE.
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ZE1E Hooks BLEHF— N RE MR BHRIEENIIESE , BETHMIM—NTargetFilters®
#HookConfiguration,

TargetFiltersX#FUTE M.
Actions

—NFRHEHE  ATEEEEMNNEE. BXRH, BSARH 1 EXERLREE,

B3{E : CREATE | UPDATE | DELETE

® Note

¥ FRESOURCESTACK, FICLOUD_CONTROLEBE#% , FrE Bfri{EEREH. Xt
FCHANGE_SETE#r , RBCREATEREF ER. BXEZELR |, H5H HEE iR,

InvocationPoints
— NFHEHAE , ATEERAER target.

B 3{& : PRE_PROVISION

TargetNames
—NEHFEHE  CEREEEVMNETRERZMN , HIAIAWS: :S3: :Bucket,

BERENXFEANERENNTENERENCE. BXESER , H55H £AHHE Hook BFRE
MR BB R .

B2 : "Na-zA-Z20-9]{2,64}::[a-zA-Z0-9]1{2,64}::[a-zA-Z20-9]{2,64}%
BX{E : 50
Targets

— I NRHA , CEERT BARMER B IR5I&R.

targets AP N BN BERHFEEUTEM.

Actions

XY E B ARV IR 1E,
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B 3E : CREATE | UPDATE | DELETE

InvocationPoints
BEBFRBAR R,

EH{E : PRE_PROVISION

TargetNames

BEEMVHRFRRE AN,

(® Note

FrERRT @ ETargetsH REA MTargetNamesActions, HInvocationPoints#d.,
MREFHAX=/TE MTargets , MAIFElEEETargetsHRBAHR, XA, iF
SRRE| 2 : FEHTargetsII REUA,

B #ridE 28 = il
AFRMET —LRAE |, B LUIRRIXERHIN CloudFormation Hook €% B #7 4 JE 25
w1 BEARBARTIERS

ENENETRHERRRENERBIRFES  BEATEACtionsBHAWTargetFiltersXy
Ko T BEIRFIESREERFNIEEN BIRRIE ( EXBIH I MDeleteSTACKIRYE ) @A Hook on all
Create, RESOURCER actions, Update

{
"CloudFormationConfiguration": {
"HookConfiguration": {
"HookInvocationStatus": "ENABLED",
"TargetOperations": [
"STACK",
"RESOURCE"
1,
"FailureMode": "WARN",
"Properties": {7},
"TargetFilters": {
"Actions": [
"Create",
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"Update",
"Delete"

5l 2 EFATargets X REA

EREBESRNIIER  BULUEATargets N KRBEARIIHBFEWEIR, BEMBARASAE. AT
BirimitssEl BN A A 2 s ES AR S3 FEMECREATER DynamoDB RAJUPDATERE, ©EH
FSTACKFIRESOURCE#1E,

"CloudFormationConfiguration": {
"HookConfiguration": {
"HookInvocationStatus": "ENABLED",
"TargetOperations": [
"STACK",
"RESOURCE"
1,
"FailureMode": "WARN",
"Properties": {},
"TargetFilters": {
"Targets": [
{
"TargetName": "AWS::S3::Bucket",
"Action": "CREATE",
"InvocationPoint": "PRE_PROVISION"

},

{
"TargetName": "AWS::S3::Bucket",
"Action": "UPDATE",
"InvocationPoint": "PRE_PROVISION"

I

{
"TargetName": "AWS::DynamoDB::Table",
"Action": "CREATE",
"InvocationPoint": "PRE_PROVISION"

},

{

"TargetName": "AWS::DynamoDB: :Table",
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"Action": "UPDATE",
"InvocationPoint": "PRE_PROVISION"

AT A Hook B & A EBE

BRI LMERBEFEN BAIREHHN — 820, B LIE Hook B BMAPERABESR (*HM? ). EF (%)

RANFRANEREAS. B5 ?) KREFMENFRF, TUEBRBEMREARAS N N?ZH,

Example : Hook 2R3 B #5 & ¥rBEL T #Y
LAR R BI4EX Amazon S3 XA RIRER,

{
"handlers": {
"preCreate": {
"targetNames": [
"AWS: :S3: . *"
1,
"permissions": []
}
}
}

LT REICE A &R B EREEBucket EE FE,

"handlers": {
"preCreate": {
"targetNames": [
"AWS::*::Bucket*"
1,

"permissions": []

EABEEA
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}

AWS: : *: :Bucket* A REL BT A LA T EM —Fh BRI FIREH -

* AWS::Lightsail: :Bucket

* AWS::S3::Bucket

* AWS::S3::BucketPolicy

* AWS::S30utpost: :Bucket

* AWS::S30utpost: :BucketPolicy

Example : Hook EtiEZR#3 /Y B R B FREE AT R 5l

AT RGIELE VA Hook RINITFFE Amazon S3 RIRFEFEMUPDATERRIE , LR FrIER B RRBIRE

B ( f|Z0AWS : : DynamobDB: : TableD} ) BY#&4E, CREATE AWS: :Glue::Table

{
"CloudFormationConfiguration": {
"HookConfiguration": {
"TargetStacks": "ALL",
"FailureMode": "FAIL",
"Properties": {3},
"TargetFilters":{
"Targets": [
{
"TargetName": "AWS::S3::*",
"Action": "CREATE",
"InvocationPoint": "PRE_PROVISION"
b,
{
"TargetName": "AWS::*::Table",
"Action": "UPDATE",
"InvocationPoint": "PRE_PROVISION"
}
]
}
}
}
}

EABEEA
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T RAIEEEAFE Amazon S3 BIREE WL CREATEFUPDATERME , URNMIBEWMERBIRE
B ( laAWS : :DynamobDB: : Tables} ) BWCREATEFUPDATERME, AWS::Glue::Table

"CloudFormationConfiguration": {
"HookConfiguration": {
"TargetStacks": "ALL",
"FailureMode": "FAIL",
"Properties": {3},
"TargetFilters":{
"TargetNames": [
"AWS::S3: %",
"AWS::*::Table"
1,
"Actions": [
"CREATE",
"UPDATE"
1,
"InvocationPoints": [
"PRE_PROVISION"

Example : Include % EHE#K

LTFRBIFEET —MIncludedlzk, RALHFERBHRUTT LA , F2WA Hook stack-test-,

"CloudFormationConfiguration": {
"HookConfiguration": {
"HookInvocationStatus": "ENABLED",
"TargetOperations": [
"STACK",
"RESOURCE™"
1,
"FailureMode": "WARN",
"Properties": {3},
"StackFilters": {
"FilteringCriteria": "ALL",
"StackNames": {
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"Include": [
"stack-test-*"

Example : Exclude 4% E

LTFRBIFEET —MExcludedlzk, HH W UEEMRRUTT KRR EHAstack-test-,

{

"CloudFormationConfiguration": {

"HookConfiguration": {

"HookInvocationStatus":

"TargetOperations":
"STACK",
"RESOURCE"

1,

"FailureMode": "WARN",

"Properties": {3},
"StackFilters": {

"FilteringCriteria": "ALL",

"StackNames": {
"Exclude": [
"stack-test-*"

Example : A& IncludefMExclude A T4 E /I H%

"ENABLED",

WMRIEETIncludeMExcluded| & , MXIEExcludeF|RPAREE Includehy k£ A Hooko
ELUTREIG , BRTRB RN, MK stack-test-9 , i stack-test-1stack-test-2, Fk

K% E SV A Hook, stack-test-3

{

"CloudFormationConfiguration": {

EABEEA
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"HookConfiguration": {

"HookInvocationStatus":

"TargetOperations": [
"STACK",
"RESOURCE™"

1,

"FailureMode": "WARN",

"Properties": {3},

"StackFilters": {
"FilteringCriteria":
"StackNames": {

"Include": [
"stack-test-*"

1,

"Exclude": [
"stack-test-1",
"stack-test-2",
"stack-test-3"

Example : Include #EHE

UTRBIEET —MIncludeBERMNBERFERN IR, F—MKEBFHL hook-role any
and FF KRR A €iE1T Hook account-id, partitionFE=AEBRAIEMETFHNAERTHE
filpartitionAi=1T any account-id 123456789012,

"ENABLED",

IIALLII ,

"CloudFormationConfiguration": {

"HookConfiguration": {

"HookInvocationStatus":

"TargetOperations": [
"STACK",
"RESOURCE"

1,

"FailureMode": "WARN",

"Properties": {3},
"StackFilters": {

"FilteringCriteria": "ALL",

"ENABLED",

EABEEA
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"StackRoles": {
"Include": [
"arn:*:iam::*:role/hook-role*",
"arn:*:iam::123456789012:r0le/*

Example : Exclude $E &€

DTRRBIEET —NExcludeBERNBRAEXN IR, HABWEHexempt®H any and any
i, B— KRB Hook partition i {Taccount-id. HETHAGSHIRRE—LFEH

B, =N BB Hook #1147, account-id 123456789012

"CloudFormationConfiguration": {
"HookConfiguration": {
"HookInvocationStatus": "ENABLED",
"TargetOperations": [
"STACK",
"RESOURCE™"

1,

"FailureMode": "WARN",

"Properties": {3},

"StackFilters": {
"FilteringCriteria": "ALL",
"StackRoles": {

"Exclude": [
"arn:*:iam::*:role/*exempt*",
"arn:*:iam::123456789012:r0le/*

EABEEA
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Example : A& IncludefExcludeft X4 EH B ARN #EX

WMRIEE T IncludeMExcluded| & , MXESExcluded|ERFPInclude N IE R A & ITE AV HERR £
@A Hooke LA T RAIA , Hook REHIKRIEEREAEEpartitionaccount-id, MroleB
BAKN , RFEZABE TIZABaccount-id123456789012,

{
"CloudFormationConfiguration": {
"HookConfiguration": {
"HookInvocationStatus": "ENABLED",
"TargetOperations": [
"STACK",
"RESOURCE"

1,

"FailureMode": "WARN",

"Properties": {3},

"StackFilters": {
"FilteringCriteria": "ALL",
"StackRoles": {

"Include": [
"arn:*:iam::*:role/*"

1,

"Exclude": [
"arn:*:iam::123456789012:role/*"

Example : {3k BN ACSMAERENRES

LR Hook @ — MR BMERAFM— Nk ABEE R, ATIEEFilteringCriteriaNALL ,
At R BRI EBEEStackNameMEEStackRolesH ik F 218 A Hooks

{
"CloudFormationConfiguration": {
"HookConfiguration": {
"HookInvocationStatus": "ENABLED",
"TargetOperations": [
"STACK",
"RESOURCE™"
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1,
"FailureMode": "WARN",
"Properties": {3},
"StackFilters": {
"FilteringCriteria": "ALL",
"StackNames": {
"Include": [
"stack-test-*"
]
.
"StackRoles": {

"Include": ["arn:*:iam::*:role/hook-role*"]

Example : &&StackNames }StackRolesfF & 1E{aHR A

LAF Hook B —MNERBMBE AN —NMERACBERA, HTEEFilteringCriterialANY ,
Rt EBtStackNames sk LB A 4% 8 A Hook StackRoles,

"CloudFormationConfiguration": {
"HookConfiguration": {
"HookInvocationStatus": "ENABLED",
"TargetOperations": [
"STACK",
"RESOURCE"

1,

"FailureMode": "WARN",

"Properties": {3},

"StackFilters": {
"FilteringCriteria": "ANY",
"StackNames": {

"Include": [
"stack-test-*"
]
.
"StackRoles": {
"Include": ["arn:*:iam::*:r0le/hook-role*"]
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£ A CloudFormation#&#x 1|7 Hook

ATTHM T Hooks B R4 CloudFormation #ix ML RS E = B EEEE,

B3 fEH CloudFormation R 8I2 Hook , BRI LLEE FAERK —HEEE #1&8E Hook, iXfh53%
ARUFRE N —IRIRH) Hook , REEZAN AWS IkF XA —EX — BB EERE R Hooko

CloudFormation A 8IZ A3 F1 Lambda HEHERE T U T T EIRER,

Task fRR TR s

B Z B fEAAWS: : CloudFormatio B AR AR
n::GuardHook HIREE 6ZNH R
SEBP R, S i

BIE—1 fEAAWS: : CloudFormatio B A EAR

Lambda #£4 n::LambdaHook #HREE 6 A o
B5% Lambda 244 B

CloudFormation A2 LA T RIRE R | & 7] LUIE AR AR AR A (5 B X LRSS B Sk 0 22 B E X Hooko

Task BRIRT = HEHE

SE A S fFRAWS: :CloudFormatio TBIER
n::HookVersion ®EREHFTHTE .
¥ Hook WHHIRARE—MRA g  DAT=E
B CloudFormation’Efft &

BREEHWEE fEFAWS : : CloudFormatio G E AR
n::HookTypeConfig ®WiREHIE
e RARSE
EBEMN Hook L E, ==
i% & Hook HYER fEAHAWS: :CloudFormatio RBIRE AR
INTEN n::HookDefaultVersion &R

RWEEHENL Hook BIANEA, ~ BAZE

8 K B X At fEAHAWS : :CloudFormatio BRSZE
AR n::Publisher HERFHEIM

197


https://docs.aws.amazon.com/AWSCloudFormation/latest/TemplateReference/aws-resource-cloudformation-guardhook.html#aws-resource-cloudformation-guardhook--examples
https://docs.aws.amazon.com/AWSCloudFormation/latest/TemplateReference/aws-resource-cloudformation-guardhook.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/TemplateReference/aws-resource-cloudformation-lambdahook.html#aws-resource-cloudformation-lambdahook--examples
https://docs.aws.amazon.com/AWSCloudFormation/latest/TemplateReference/aws-resource-cloudformation-lambdahook.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/TemplateReference/aws-resource-cloudformation-hookversion.html#aws-resource-cloudformation-hookversion--examples
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https://docs.aws.amazon.com/AWSCloudFormation/latest/TemplateReference/aws-resource-cloudformation-hookdefaultversion.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/TemplateReference/aws-resource-cloudformation-publisher.html
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Task

NFF &4 Hook

BUE AR, =
B Hook

FRIRTT R

CloudFormation & AR RFI&EY K 7 0
MALNHET B (EH., ERATERESE
HYNEHE,

fFEAAWS: : CloudFormatio
n::PublicTypeVersion &R
AR MY B E X Hook 4%
HEANDHEBE=F Hooko

AWS: :CloudFormatio
n::TypeActivation ®&iR:E

B E5AWS: :CloudFormatio
n::HookTypeConfig ®iREHE
R, IEENIK, PRIEARW
=7 BE X Hooks

HEHE

BRSZE
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7 CloudFormation Hook ¥F IAM X R

RIMBERT , IRSEH AP AWS Ik TREH AWS EIEiE4lA. AWS Command Line Interface
(AWS CLI) 3 AWS AP| &2 Hook, BEMAFBFAR , IAM BER TR IAM KK, SERME
A @ ARSI IAM R, ARAURAAE,

ERAETEFNRBEROIREECHAENL IAM K |, SURF AP A Hooks KR,

ETRMAERXL RG] JSON REXHELIEET IAM HHNEKE , E56 IAM AFEEHHNEAS
FPREXRBEXBEX IAM KR,

AEBRZHATUTRIEFFFNR

« EE Hook — EZLHNIKFAaIZE, EXMEZR Hooks

o NFF A% Hook — 3. MR &L HER B E X Hook , FEEFE CloudFormation SEMtRF AT &
o

- ERRASR-EENIKS P HRMNER Hook WHNE R
- ERRASRNFARFEE-TRIKS FHE Hook AL RN EFMES MRS,

B2 IAM REERS | B LTE (RETRNSE) W BE. BRMEZMHEZ4R CloudFormationEZp 2 %
Bcloudformation REBI BRI FIEIRIE. RIRFMZMHFER X,

N

EA
- RYTAFEE Hook

- RATRAPAT R BENX Hook

« RTFAFEE Hook HALZR

- RTAFEFFHAMN Hook BAL

- AWS KMS AT &S CloudFormation Hook 45 R #9284 5k B A X R

«

«

«

«

VA EE Hook

MREBFEATHPEERYE (2% Hook ) , B XA CloudFormation SEMtRPFE AT , WA
DAERA LT RAI 1AM KB,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awscloudformation.html
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/A Important

ActivateType#l SetTypeConfiguration API A R EEZEI K 812 Hook, R
ZFHAFAR SetTypeConfiguration APl W RES , fRE B R FAMERFNEZERIE
Hook HI8E . A BEMEFEIRRNPRRIRFIXS bk APl HAMIGRINR. Eit , FHEAMNEK

PRy R P &% F AR

JSON

"Version":"2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"cloudformation:ActivateType",
"cloudformation:DescribeType",
"cloudformation:ListTypes",
"cloudformation:SetTypeConfiguration"

]I

"Resource": "*"

}

B Hook WA ATREFRE —LARXRHNR |, Flan

« E7E#Hl CloudFormation AWV EHIE ZHEFEEH , AR XAMHEE IAM KrEH

Mcontrolcatalog:ListControlsi R,

« BEEEMEBDTHEN Hook CloudFormation ¥ RFAEY B , AP XAIEE IAM FrE &

M cloudformation:RegisterTypeffR,

ARVFR PRI R4 B E X Hook

BUR 7RG IAM R4S IME T R TheE. MREFERTFA S E CloudFormation JEMERA LI B

( 2%8 Hook ) , BEFEALBUR,

AR AT R BEX Hook
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/A Important

NIF &R Hook RIBALEEAM AR AWS K, BERIABEIBRNNAF I HEXENR |, H#

HERXHHWT BEFRERALANRENRERE,

JSON

"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"cloudformation:DescribePublisher",
"cloudformation:DescribeTypeRegistration”,
"cloudformation:ListTypes",
"cloudformation:ListTypeVersions",
"cloudformation:PublishType",
"cloudformation:RegistexPublishex",
"cloudformation:RegistexType",
"cloudformation:TestType"

1,

"Resource": "*"

RIFFAFPEE Hook AL
#E Hook A% RAFEM IAM AX R & B IEFT S RIS BB T,
5|t Hook AL R

EJH Hook HRALR , AR ZFETRNMNR , EFEERT AL APl ER,

« BEFFIERMEA Hook £ R, 437F Hook WE RIS EEM AN ARRSHE RADNR |
Zcloudformation:ListAllHookResultsig/ER i B FR,

& LIIER T 3

REFAFEE Hook BRLER
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« EBESIEE Hook BFRRBFERERMNIR , BT Fcloudformation:ListHookResultsig
YETR RN R, WARBR AV API AR EEFANIEETargetTypefMTargetIdZ
FlListHookResults.,

LT 2R T 5 Hook A& RN EARNRKMEH REI. ERALERKE IAM 50 (AFRAR ) BIX
EAMEARSHASERMBARER.

JSON

{
"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"cloudformation:ListAllHookResults",
"cloudformation:ListHookResults"

]I

"Resource": "*"

}
]
}

EHITUEEBLEE LS

AR REIIAM @SS EEHH BFrMcloudformation: ListHookResultsiBER FERE R
IR, ER , IRENERBENNENRE , cthoE4L %R EFexample-changeset,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"cloudformation:ListHookResults"

1,

"Resource": "*"
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},
{
"Effect": "Deny",
"Action": [
"cloudformation:ListHookResults"
]I
"Resource": "*",
"Condition": {
"StringEquals": {
"cloudformation:ChangeSetName": "example-changeset"
}
}
}

22 %I AT LA S TE R L 3 4

AR R 1AM SRBEIRFE B R PR ARN B F Blcloudformation:ListAl1HookResultsiE

ERTFERBAAERONR. SHELIEEN Hook ARN HMITERE,

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"cloudformation:ListAllHookResults"
1,
"Resource™: "*"
},
{

"Effect": "Deny",
"Action": [
"cloudformation:ListAllHookResults"

1,
"Resource": "*",
"Condition": {

"Null": {

5|t Hook A4 R
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"cloudformation:TypeArn": "true"
}
}
}I
{
"Effect": "Deny",
"Action": [
"cloudformation:ListAll1HookResults"
1,
"Resource": "*",
"Condition": {
"ArnEquals": {
"cloudformation:TypeArn": "arn:aws:cloudformation:us-
east-1:123456789012:type/hook/MyCompany-MyHook"
}
}
}

AFRAFEFFEFMAN Hook AL

ERFEEFRT Hook HAFMALE RAONIR , IR FiZcloudformation: GetHookResul tiE{ERY
HENR. WNERAFRAFKRESE Hook AL REWIFAEEN1IER. BXEZEL |, HSH
{AWS CloudFormation API Reference) H#) GetHookResult,

AT R 1AM FEBEFcloudformation: GetHookResul tEEMN IR,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"cloudformation:GetHookResult"
1,
"Resource": "*"
}
]
}
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SE,
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« kms:EncryptionContext:aws:cloudformation:account-id— & CHE &K AWS Ik~ ID
KB LB IK P 62 24

 kms:EncryptionContext:aws:cloudformation:arn— £/ ARN EXHERARENEE
Hooko
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B
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BIBEEFREEZAN , XIENHREA R AW CloudFormation Hooks BRFH.1T AWS KMS #
e, BEFEFHLUTR4AER , Bplaceholder values AIEECHNEERER,

{
"Version": "2012-10-17",
"Statement": [

{
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"Sid": "EnableIAMUserDescribeKey",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:role/ExampleRole"

iy
"Action": "kms:DescribeKey",
"Resource": "*",

"Condition": {
"StringEquals": {
"kms:ViaService": "cloudformation.us-east-1.amazonaws.com"

"Sid": "EnableIAMUserGenerateDataKey",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:role/ExampleRole"

iy
"Action": "kms:GenerateDataKey",
"Resource": "*",

"Condition": {
"StringEquals": {
"kms:ViaService": "cloudformation.us-east-1.amazonaws.com",
"kms:EncryptionContext:aws:cloudformation:hooks:service":

"hooks.cloudformation.amazonaws.com",

arn:

"kms:EncryptionContext:aws:cloudformation:account-id": "111122223333"
},
"StringlLike": {
"kms:EncryptionContext:aws:cloudformation:arn":
aws:cloudformation:*:111122223333:hook/*"
}

"Sid": "EnableIAMUserDecrypt",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:ro0le/ExampleRole"

iy
"Action": "kms:Decrypt",
"Resource": "*",

"Condition": {
"StringEquals": {
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"kms:ViaService": "cloudformation.us-east-1.amazonaws.com"

"Sid": "AllowHooksServiceDescribeKey",
"Effect": "Allow",
"Principal": {
"Service": "hooks.cloudformation.amazonaws.com"
I
"Action": "kms:DescribeKey",
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "111122223333"
I
"StringlLike": {
"aws:SourceArn": "arn:aws:cloudformation:*:111122223333:hook/*"

"Sid": "AllowHooksService",
"Effect": "Allow",
"Principal": {
"Service": "hooks.cloudformation.amazonaws.com"
},
"Action": [
"kms:Decrypt",
"kms:GenerateDataKey"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "111122223333",
"kms:EncryptionContext:aws:cloudformation:hooks:service":
"hooks.cloudformation.amazonaws.com",
"kms:EncryptionContext:aws:cloudformation:account-id": "111122223333"
},
"StringlLike": {
"aws:SourceArn": "arn:aws:cloudformation:*:111122223333:hook/*",
"kms:EncryptionContext:aws:cloudformation:arn":
"arn:aws:cloudformation:*:111122223333:hook/*"
}
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}
}
]
}

EREE IAM B ( 51 =B ) M CloudFormation Hooks RS ( A MEA ) #FX
PR, kms:ViaServiceFR#HH4A AR KMS Z4A REE @I A CloudFormation , MBh IEE #£1E A
KMS APIl, XRBIRER :

 kms:DescribeKey— WiIFFHABMNMTEHIE, WREELMNEFETP , ARNETESMELTX
KHE—EEA,

« kms:GenerateDataKey— £ RBIEMEZ , ATEFREZMNE IR, LRESTERETEN
TR Y e £ T &

« kms:Decrypt— BZE LA MBEAIREE. X T IAM A€ , XBfEkms:ViaService%Z M, X F
RS EMH , XITIF|ME LT XEE.

aws:SourceAccountfaws:SourceArnFHRERMEERY , HILRIWEIFRE, MFELTXX
HRHETINANRIEE. BXEZEER , 582H (AWS Key Management Service FF Z AR IERE) #
K9 { Flaws:SourceArns{aws:SourceAccountsk 4 %40 .

/A Important

HEHRITAEEBTEE AWS KMS PR, CloudFormation Hooks RS E A& {TATE AWS KMS
B’1E,

SetTypeConfigurationAPI B KMS X R

£ SetTypeConfigurationAP| YA HHE , CloudFormation i A F° 15 EZ AWS KMS 4B n% 5%
BEREONR, LT IAM FERMEPFER SetTypeConfiguration API BEEMZMAF A
B, arn:aws:kms:us-east-1:123456789012:key/abc-1238NEFEEZHAH ARN,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "cloudformation:SetTypeConfiguration",
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"Resource": "*"
I
{
"Effect": "Allow",
"Action": "kms:DescribeKey",
"Resource": "arn:aws:kms:us-east-1:123456789012:key/abc-123"
},
{

"Effect": "Allow",
"Action": "kms:GenerateDataKey",
"Resource": "arn:aws:kms:us-east-1:123456789012:key/abc-123",
"Condition": {
"StringEquals": {
"kms:EncryptionContext:aws:cloudformation:hooks:service":
"hooks.cloudformation.amazonaws.com",
"kms:EncryptionContext:aws:cloudformation:account-id": "123456789012"
},
"StringLike": {
"kms:EncryptionContext:aws:cloudformation:arn":
"arn:aws:cloudformation:*:123456789012:hook/*"

GetHookResultAPI B9 KMS X R

EifGetHookResult A fEAEHNEF TEZAM Hook , AF LA IZZEHA kns :DecryptiX
R, MEREANAFPRAGKRIMNIT IAM FKBEGetHookResult, arn:aws:kms:us-
east-1:123456789012:key/abc-1238#AEFIEEZRHM ARN,

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "cloudformation:GetHookResult",
"Resource": "*"

I

{

"Effect": "Allow",
"Action": "kms:Decrypt",
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"Resource": "arn:aws:kms:us-east-1:123456789012:key/abc-123"
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