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https://docs.aws.amazon.com/cloudcontrolapi/latest/userguide/what-is-cloudcontrolapi.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/APIReference/API_GetHookResult.html
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-updating-stacks-update-behaviors.html#update-replacement
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BXUAEIBFHNEZEE |, BESHEAWS Control Tower 2% B 5,

e
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s EENKFHPBUEE T EFEFIR Hook
o MIBRIKSPETEHEFIH Hook

AWS CLI AT fEA Hook BV

ERAETEHEHEIN Hook B AWS CLI in 5 23E

- activate-type B EF E 2 HIRY Hook HBUEL .

« set-type-configurationi8 EERM A TIK - P E T X2 HIH Hook 2K,

« list-typesF HARK 7= 1 #Y Hooko

« describe-typeiR B X4 E Hook 45 E Hook IR AW FAEE. , BIEZHaIl EHIE.
« deactivate-type WK K F= FR B BR 2 BIBUER Hooko

REERIK S PECERE T 32 HIRY Hook

LT EBEERRT MAESHIKS FRBUEERE T E32H/H Hook , N EREEBUE ZEHIKS X
B,

/A Important

EHRERECH , BEINEHEFER Hook FTERMNER , HMIZHl CloudFormation RE& X
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https://docs.aws.amazon.com/controltower/latest/controlreference/controls-reference.html
https://docs.aws.amazon.com/cli/latest/reference/cloudformation/activate-type.html
https://docs.aws.amazon.com/cli/latest/reference/cloudformation/set-type-configuration.html
https://docs.aws.amazon.com/cli/latest/reference/cloudformation/list-types.html
https://docs.aws.amazon.com/cli/latest/reference/cloudformation/describe-type.html
https://docs.aws.amazon.com/cli/latest/reference/cloudformation/deactivate-type.html
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BoRE T EZRFIAY Hook ( #£HIE )
BUEE T E301EFIM Hook AEEMIK - FEEA

1. &F AWS BEEZ4|A HE hitps://console.aws.amazon.com/cloudformat ion 3T FF
CloudFormation #&l4&

2. EREMBHSMEL | EFRZEGIZE Hook in AWS XiF B E.

3. EEMBSMERSP , £ Hook,

4. & EH WEL , EF 0IEEW , AREER (EREFBE X

5, EUAsREH THL , NEFEREFERE - ISP EEANEH G,
SUNRAEIIEEAR XL BT ADER. CHEERET Hook SFATILAIRA
2,

6. ﬁ?%jt_io

7. £ Hook BF¥F , BT &I Z — :
- BE—AGENRRMEEN  ZBAMEEZEPrivate: :Controls: : 7. Hlin , R
AMyTestHook , M5 M Hook BF¥iE NPrivate: :Controls: :MyTestHooko
« FEAUTHERIZEHTERN Hook BF ( tLF R 5l

# ) : Provider::ServiceName: :HookName.

8. YT Hook #= |, i 24 1T K MAY Hook HIMRIS = :

- BE-OAPRHES  BRATFHRENITERF, IXNTHEXBRIFEERERTA,
o RM-FHIERERSEHRT, XEPTHRIFERHNEATZLBEEK.

9. BET—-F,

10. ( Ali& ) T Hook B8R , wHITLATHRIE !

a. EFEFMAF , RBENAEKR R HIERAGHERNER

- AMREBHRIBERAC® — AELAAEENTIRSRMTERN , ' 2A Hook.
s EMBERBHRIER A — MREENTRBFFEDLE —TE , NFEA Hook.
b. Xt FHKE , iEE Hook BRI ERHRIGENHEK,

- WT 88, EEECSHHEREN. SREEME /MO BENHEREN | FEMLE
B, RAWIIRFIEENMERT 2A Hooko

BUEET 302 HIH Hook 8


https://console.aws.amazon.com/cloudformation/
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o XITHERR | BIEEEHRAVEKR BN, SRBERSECHER LA Hook BHR— LB EMN
HEARRY | AT, BRULALFIH A HER SN | FRE R ERRE A Hook,

c. XTHixkAE  FRFEHEXEKL IAM AEE Hook AAF B HBFRIGEHK,

« X¥F Include , IHE—PHZN IAM B ARNs REMNSXEABXREKN#KR, REHRX
LA ENNERRES 2B Hook.
« WTHEER , F ARNs N EHRIHEKXEE —IMHZ1 IAM B8, Hook HEKREEARE
ZHYERR 2 SNV R AR A
1. BFTF—F,
12. B 'EFHARE NHL , EFENERE. BERTER , FEMAXTIERERE.
13. HERFHERMER | BEE BURES",

BUEE T HEM Hook (JAWS CLI

ESEREZE , FRIANERELEE 7T AT Hook WEZEH, BXESER , BSHAWS
Control Tower 1248 .

BURET E3NEFIE Hook SAEHEEIK/ LR (JAWS CLI

1. BEFFHEUE Hook , EEA L Tactivate-type@n© , AN EEEER SR,

aws cloudformation activate-type --type HOOK \
--type-name AWS::ControlTower::Hook \
--publisher-id aws-hooks \
--type-name-alias MyOrg::Security::ComplianceHook \
--region us-west-2

2. ESERUEUE Hook , #7fEMA JSON ELE XXt TR IE.
EAcatir TRIREBUT LA JSON X, BXESEER , B2H EHRERWELESE,

LT RAIBEET —/NEH |, ZIEHENRERBCREATEXN 4 E IAM, Amazon

M Amaz EC2 on S3 ®iF#H 1T A, UPDATEE M A= E3hiE a1

(CT.IAM.PR.5, CT.EC2.PR.17, CT.S3.PR.12) , BIEEAHMIRERIEXLER R, ZEH
FEWARNEX TET , FERETHAEEHRIEFREANRR , EFMELEFE,

$ cat > config.json

{

"CloudFormationConfiguration": {

BUEET 302 HIH Hook 9


https://docs.aws.amazon.com/controltower/latest/controlreference/controls-reference.html
https://docs.aws.amazon.com/controltower/latest/controlreference/controls-reference.html
https://docs.aws.amazon.com/cli/latest/reference/cloudformation/activate-type.html
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"HookConfiguration": {
"HookInvocationStatus": "ENABLED",
"TargetOperations": ["RESOURCE"],
"FailureMode": "WARN",
"Properties": {
"ControlsToApply": "CT.IAM.PR.5,CT.EC2.PR.17,CT.S3.PR.12"

},
"TargetFilters": {
"Actions": [
"CREATE",
"UPDATE"

+ HookInvocationStatus : IREENABLED} Al /3 A5,

. TargetOperatlons RERESOURCEN , ANXRET EEHIH Hook M —XIFHE.

* FailureMode : iREJ} FAIL 5 WARN,

« ControlsToApply : EEEFANEZEHEK, IDs EXEZER , HSHAWS Control
Tower #5 H .

« (W% ) TargetFilters : X FActions , AL ECREATESREUPDATER & ( Bk
A ) kiZHIIeY 8 A Hook, CREATEAXIEEBIAIRF Hook BRI RBECREATEMITHRME, H
fiTargetFiltersBMETHo

3. fEALL T set-type-configurationis F AR EBIER JSON X4 RNARE, AGHNBEEBEREN
o

aws cloudformation set-type-configuration \

--configuration file://config.json \

--type-arn "arn:aws:cloudformation:us-west-2:123456789012:type/hook/My0rg-
Security-ComplianceHook" \

--region us-west-2

BRIk AR EF E 33 IR Hook
WMARTHEEDEEWE T 312406 Hook BT |, BIZRBIAT H B H MBI TK 7= il BR o
EERNZEHA Hook MA2EEMER , S HEZERFE A CloudFormation Hooke

T BRE T E 32 HIH Hook 10


https://docs.aws.amazon.com/controltower/latest/controlreference/controls-reference.html
https://docs.aws.amazon.com/controltower/latest/controlreference/controls-reference.html
https://docs.aws.amazon.com/cli/latest/reference/cloudformation/set-type-configuration.html
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o« MIERIKP AR E T E 32 H/RY Hook )AWS CLI

fh BRI P AR BT 302 HE Hook ( EHIE )

I BRIk P o BT 332 H1HY Hook

1. EFK AWS BEIERF|A HE hitps://console.aws.amazon.com/cloudformat ion 3T FF
CloudFormation 2%l &

ERBMEH S M L | %R Hook FFTE AWS Xig BV E,

NS E #&H1%E$F Hooks.

£ Hooks TNHI £ , IFREIEMERMVE T E 22 HIH Hook,

%7 Hook 5518 B & k42 H LR “HIRR",

HRERREHIAN , BAEHSHRUBEIAMBRIEENIES | R5EE Delete,

o g K~ W DN

il BRI P A B F E 3032 H89 Hook (JAWS CLI

(® Note
ERFRES 2R, XFCREER. BXESZEER , FE5R EENIKSFERAFERES
(AWS CLI),

£ A LA T deactivate-type@n =15 M Hook , X & FHNEH Ik~ PR, AENSEEERSNA,

aws cloudformation deactivate-type \

--type-arn "arn:aws:cloudformation:us-west-2:123456789012:type/hook/My0rg-Security-
ComplianceHook" \

--region us-west-2

Guard 44

BEEEHK P P EH AWS CloudFormation Guard 48 |, #8490 B FiZ 4R K P X80 E
o, BUE Hook [ , BRI AERUE ZIESMK P M XA R IRERFER,

Guard 44 11


https://console.aws.amazon.com/cloudformation/
https://docs.aws.amazon.com/cli/latest/reference/cloudformation/deactivate-type.html
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BUE Guard Hook Bt , CloudFormation 7K BV EM TR AR EBUEM Hook BIE— 1MNKBERNFE
Hook, X AFHIZE Hook ZENEMEEEM. BEBMEN T WA RATE AWS K- MXEEE
.

£

« AWS CLI AR EHN S

« Y85 Guard HLR T4 B 5 HY B
- EROEMEY

« TERIYIKF HBUE Guard Hook

- BEELKFPHEHNBEE

o TEYREYIKF A AR BREA 3 EE 6

AWS CLI AP EHN G S

£ Guard Hook B9 AWS CLI e £/ FE :

- activate-typeFF #8#UE Guard Hook KV E 2.

« set-type-configuration3 & E &M F 8 Hook B E & EHE.

« list-types I tHARK 7 1 AY Hooko

« describe-typelREIH X4 E Hook H4FE Hook XA FHAEE. , BIE LAl EHIE.
- deactivate-type NS HI K P AR BB BR Z BIBUER Hooko

RE Guard AUNSKIEEPFFEHN TR

AWS CloudFormation Guard  —fFRNBERBIFEES (DSL) , AT ATl policy-as-code

fEo REBNAUMAER Guard {FERGIFN | XLEH N BT EAE Guard Hook Hiz1TLA B3 T4
CloudFormation 1 AWS Cloud Control AP| ##4E, ©IAFE SXERSTFEHN O] BB B 6
A, EEEURTREY Guard Hook BYiZ2 1T [E . B LAY Guard Hook BRE N FELA TR E N IREHRE
17

. RIRBRE

o MERRIRIE

- EHESERE

AWS CLI R ESN TS 12


https://docs.aws.amazon.com/cli/latest/reference/cloudformation/activate-type.html
https://docs.aws.amazon.com/cli/latest/reference/cloudformation/set-type-configuration.html
https://docs.aws.amazon.com/cli/latest/reference/cloudformation/list-types.html
https://docs.aws.amazon.com/cli/latest/reference/cloudformation/describe-type.html
https://docs.aws.amazon.com/cli/latest/reference/cloudformation/deactivate-type.html
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BXRIRE Guard INMWESBEER |, 2 R4%E AWS CloudFormation Guard #0

F&

- BRIREESTIAN

< HRBEERT AN

- ERESBREFTIAN

RIFBRETEAN

BLHEOE, EFIMBRERN , EHEA N TRIEE. Bl , MREZ1TEH CloudFormation ik LA
BIBF AR , W RRECTERERIRIE, YHEMEMA Cloud Control API 812, EHFSMIBRER , Xt
WRRRIEE, B LU Guard Hook BLE N B4R , RESOURCEH EE4IMI TargetOperationsHt
& P fg B CLOUD_CONTROLIEME, IRHY Guard Hook & & RIZIERT , Guard 51 A EERA A

£

- FERFBRAEZE

« =l Guard BIRBERA
- REEENTHAN

SF IR R AE R
Guard FiR % A2 AT SR Guard HLNTFAERYEERE

BT R R B AR RBITAR

HookContext:
AWSAccountID: String
StackId: String
HookTypeName: String
HookTypeVersion: String
InvocationPoint: [CREATE_PRE_PROVISION, UPDATE_PRE_PROVISION, DELETE_PRE_PROVISION]

TargetName: String
TargetType: RESOURCE
TargetLogicalld: String
ChangeSetId: String
Resources:
{ResourcelogicalID}:

ResourceType: {ResourceType}
ResourceProperties:

A Hook wE PRI #L M 13
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{ResourceProperties}
Previous:
ResourcelogicallD:
ResourceType: {ResourceType}
ResourceProperties:
{PreviousResourceProperties}

HookContext
AWSAccountID

AWS Ik S8 EE G REREN 1D,
StackId

ERRRIRE—EBD B CloudFormation k% ID, MNRFEAF R =EH APl , NZER

b
T o

HookTypeName
IEFEIZ1THY Hook KY & #5.
HookTypeVersion

[EEZ1THY Hook BIRRZAR,

InvocationPoint
REZEPEHEITHBIME.,

BME : (CREATE_PRE_PROVISION| UPDATE_PRE_PROVISION |DELETE_PRE_PROVISION)

TargetName

EREIFGEHEARER | FIIAWS: :S3: :Bucket,
TargetType
Flan | EEFEE EARERAWS: :S3: :Bucket, XN FEA=EE API EZMNER , WE
fSRESOURCE X,
TargetLogicalld
EE¥{ETargetLogical IdBYETREY . R Hook BISKIRR CloudFormation , NiX ¥ 2 &R

WIZHE ID (BHRNEEEN ) . WR Hook K2R Cloud Control APl , MiX %2 —MNaiE
=1

A Hook wE PRI #L M 14
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ChangeSetId

S E Hook HAMMITWERLE ID. MRBREERHATES API =, Hdelete-stackig
EBZNEY , MItE N create-stackZ, update-stack

Resources

ResourcelLogicallD

L2 YEM/E 38T CloudFormation , ResourcelLogicalIDFi2 CloudFormation #& 4R & % R
Z%8 D,

Li24EM Cloud Control APl B3IA , ResourcelLogical IDRERER, FF5, B4 ID B
X ID HWAS.

ResourceType

BIRAVERBZRR (B0 : AWS: :S3: :Bucket )

ResourceProperties

FHEEHNBRENEEM. 2 Guard Hook £t CloudFormation #RZE{LIZITRS |, EMIK
B, SBNELBNEITEHBN. MBEERREE , NILENHZE,

Previous

ResourcelLogicallID

L2 EMZ3ET CloudFormation , ResourcelLogicalIDF 2 CloudFormation 4y & % R
Z% D,

A2 4EH Cloud Control APl [B3I8} , ResourcelLogical IDREREH, FF5, BIE ID ME
R IDHWAEE,

ResourceType

RRHKBEZR (B0 - AWS: :S3: :Bucket ) o

ResourceProperties

BEEGEEANEFRAXNETIELE. WREMRAR , NIbERFNZ,

A~ Guard ®BIREERE A

AT Rl AETRT —A Guard Hook , BiF N EEHAAWS: :S3: :Bucket BIEE L, X2 Guard
A A TP e B IR,
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HookContext:
AwsAccountId: "123456789012"
StackId: "arn:aws:cloudformation:us-west-2:123456789012:stack/
MyStack/1a2345b6-0000-00a0-al123-00abc@abc000"
HookTypeName: org::s3policy: :hook
HookTypeVersion: "00001"
InvocationPoint: UPDATE_PRE_PROVISION
TargetName: AWS::S3::Bucket
TargetType: RESOURCE
TargetLogicalIld: MyS3Bucket
ChangeSetId: ""
Resources:
MyS3Bucket:
Type: AWS::S3::Bucket
Properties:
BucketName: amzn-s3-demo-bucket
ObjectLockEnabled: true
Previous:
MyS3Bucket:
Type: AWS::S3::Bucket
Properties:
BucketName: amzn-s3-demo-bucket
ObjectLockEnabled: false

EEEFZRREBENMETHAEMY , 5 WNAWS::S3::Bucket,

RREER ST AN

3 Guard Hook & RE(LE , EEE TREAZEWEENENAN. RERERRE AN XL
M ATIRE, WREEARNAEITFERY , Hook ek, MFZXBEXM , Hook LB .

AR R R —&BPHN , A Tiff4iZ0bjectLockEnabledEB MR Btrues@BATHE
{AAWS : :S3: :Bucket BIREH,

let s3_buckets_default_lock_enabled = Resources.*[ Type == 'AWS::S3::Bucket']

rule S3_BUCKET_DEFAULT_LOCK_ENABLED when %s3_buckets_default_lock_enabled !empty {
%s3_buckets_default_lock_enabled.Properties.ObjectLockEnabled exists
%s3_buckets_default_lock_enabled.Properties.ObjectLockEnabled == true
<<
Violation: S3 Bucket ObjectLockEnabled must be set to true.
Fix: Set the S3 property ObjectLockEnabled parameter to true.

A Hook mE 53 MM 16
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>>

LA E X A TR AZITR , BFE&M , BRiZObjectLockEnabledBMARIZRE N true,

Resources:
MyS3Bucket:
Type: AWS::S3::Bucket
Properties:
BucketName: amzn-s3-demo-bucket
ObjectLockEnabled: false

L ANE N AT AZTH , EFET , ERi&EObjectLockEnabledtrue,

Resources:
MyS3Bucket:
Type: AWS::S3::Bucket
Properties:
BucketName: amzn-s3-demo-bucket
ObjectLockEnabled: true

M Hook kBT , 2k A9 N fF45 8 [E1 3418 Cloud Con CloudFormation trol APl, #1ER &R Guard
Hook BZiE 7 HEFME , N EMBEREEMMN KB, BN RBEESIEViolationMFix{EE,

HEAR R AEBR 3P FL I

B2, EFHLMBR CloudFormation Heik et , BB LUK Guard Hook BEiE I M EMRTT &8 |,
Al HERE LE HEAR IR ER S 1T, BT LA Guard Hook TargetOperations BB RFEHEEHHE
PRSTACKIR4E,

EB3

o PpirEtkim ABE

« | Guard iR EER A

o HWRTENRPHAN

Brdr stk fa A E R

Guard HRIREN B AN EH Guard AN HE T EiFEAEE CloudFormationtE 4R,

A Hook wE PRI #L M 17
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AR Rt i ARV RBITAR

HookContext:
AWSAccountID: String
StackId: String
HookTypeName: String
HookTypeVersion: String
InvocationPoint: [CREATE_PRE_PROVISION, UPDATE_PRE_PROVISION, DELETE_PRE_PROVISION]

TargetName: String
TargetType:STACK

ChangeSetId: String
{Proposed CloudFormation Template}

Previous:
{CloudFormation Template}

HookContext
AWSAccountID

AWS Ik Z 2R/ ENE ID,
StackId

YE R HERIRE—EF 9 B CloudFormation 3% #Y3#4% 1D,
HookTypeName

IEFEIZ1THY Hook KY & Fho

HookTypeVersion

IEH#Z1TH Hook KYRRAR,

InvocationPoint
BEZEPEHEITHBIMNE.,

B W& : (CREATE_PRE_PROVISION| UPDATE_PRE_PROVISION |DELETE_PRE_PROVISION)

TargetName
IE1E 1F 4 B9 HERR B B FRo
TargetType

HYEN HEA R Hook BITSTACKET , LLEFRFH

A Hook wE PRI #L M 18
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ChangeSetId

NS B Hook AMIMITHERE ID, MRHEKLIFIER,. Hdelete-stackiR¥EB 3N create-
stackupdate-stack , MIERZE,

Proposed CloudFormation Template

f£3% 44 CloudFormationcreate-stack=update-stacki2fEHI5EE CloudFormation #ix{E, X
SIEEWResourcesOutputs, MZEMWRNABProperties, ERLARZ JSON = YAML F£FE |
BEEURTFRMAHAR. CloudFormation

Edelete-stackiZfEH , HEFHZ,

Previous
LR IhEBE A CloudFormation 184, 0R IE1E G2 st BRtERL | MILE R Z=,

fEdelete-stacki®Erd |, BN N,

® Note
RENERRELE S HupdatetkREcreate Rk, MER#ERE , TRERRE,

T Guard R IRER A

TR RBImAER T SRR T EERN LS BN ERA Guard Hook, tbRHIFFEIENREER JSON 1%
o

HookContext:

AwsAccountId: 123456789012

StackId: "arn:aws:cloudformation:us-west-2:123456789012:stack/
MyStack/1a2345b6-0000-00a0-a123-00abc@abc000"

HookTypeName: org::templatechecker: :hook

HookTypeVersion: "0Q0001"

InvocationPoint: UPDATE_PRE_PROVISION

TargetName: MyStack

TargetType: CHANGE_SET

TargetlLogicalld: arn:aws:cloudformation:us-west-2:123456789012:changeSet/
SampleChangeSet/1a2345b6-0000-00a0-a123-00abc@abc000

ChangeSetId: arn:aws:cloudformation:us-west-2:123456789012:changeSet/
SampleChangeSet/1a2345b6-0000-00a0-a123-00abc@abc000
Resources: {
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"S3Bucket": {
"Type": "AWS::S3::Bucket",
"Properties": {
"BucketEncryption": {
"ServerSideEncryptionConfiguration": [
{"ServerSideEncryptionByDefault":
{"SSEAlgorithm": "aws:kms",
"KMSMasterKeyID": "KMS-KEY-ARN" },
"BucketKeyEnabled": true }

}

Previous: {
"AWSTemplateFormatVersion": "2010-09-09",
"Resources": {
"S3Bucket": {
"Type": "AWS::S3::Bucket",
"Properties": {3}

}
}
}
HEAR B YR A AL

= Guard Hook &3tk EkEY , EBATHEMAZEWEENABEAN ., RERERTRE AN IXLEN
MFATIHE, MRBEMANATERY , Hook XMW, MRZXERW , Hook BN,

LT RBIR—% Guard RN , AT IFEREEEMAWS: :S3: :Bucket BRERBETEENNE
f£BucketEncryption , BiZEMSSEAlgorithmZ & N aws : kmsZAES256,

let s3_buckets_s3_default_encryption = Resources.*[ Type == 'AWS::S3::Bucket']

rule S3_DEFAULT_ENCRYPTION_KMS when %s3_buckets_s3_default_encryption !empty {
%s3_buckets_s3_default_encryption.Properties.BucketEncryption exists

%s3_buckets_s3_default_encryption.Properties.BucketEncryption.ServerSideEncryptionConfiguratic
in ["aws:kms", "AES256"]
<<
Violation: S3 Bucket default encryption must be set.
Fix: Set the S3 Bucket property
BucketEncryption.ServerSideEncryptionConfiguration.ServerSideEncryptionByDefault.SSEAlgorithm
to either "aws:kms" or "AES256"
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>>

HANEXN A TEZTH , E2B1THfail,

AWSTemplateFormatVersion: 2010-09-09
Description: S3 bucket without default encryption

Resources:
EncryptedS3Bucket:
Type: 'AWS::S3::Bucket'
Properties:

BucketName: !Sub 'encryptedbucket-${AWS::Region}-${AWS: :AccountId}"’

HAN X A TRIRZ TR , E2E1THpass.

AWSTemplateFormatVersion: 2010-09-09
Description: S3 bucket with default encryption using SSE-KMS with an S3 Bucket Key
Resources:
EncryptedS3Bucket:
Type: 'AWS::S3::Bucket'
Properties:
BucketName: !Sub 'encryptedbucket-${AWS::Region}-${AWS: :AccountId}"’
BucketEncryption:
ServerSideEncryptionConfiguration:
- ServerSideEncryptionByDefault:
SSEAlgorithm: 'aws:kms'
KMSMasterKeyID: KMS-KEY-ARN
BucketKeyEnabled: true

ERERRETIAN

B12 CloudFormation ZFE&/J5 , B LU Guard Hook B R IFAERMEEEFRHMNER , LUIHE
I EEEHHAT,

£}

- B TEEERAEE

- Tl B EELRERA

- TESRENRFAN
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PP BB SR AR L

Guard TEEH A R A HEH Guard FNIFER TR,

T RERER AN RO

HookContext:
AWSAccountID: String
StackId: String
HookTypeName: String
HookTypeVersion: String
InvocationPoint: [CREATE_PRE_PROVISION, UPDATE_PRE_PROVISION, DELETE_PRE_PROVISION]
TargetName: CHANGE_SET

TargetType:CHANGE_SET
TargetLogicalIld:ChangeSet ID

ChangeSetId: String
{Proposed CloudFormation Template}

Previous:
{CloudFormation Template}
Changes: [{ResourceChange}]

ResourceChanget®&iEER -

logicalResourcelId: String
resourceType: String

action: CREATE, UPDATE, DELETE
LineNumber: Number

######: IJSON String

AfterCon: JSON String

HookContext
AWSAccountID

AWS Ik @ EEIFENH ID,
StackId

ER R IR E—EB 9 B9 CloudFormation 34k 9 3E4% 1D,
HookTypeName

I[EFEZ1THY Hook BB Fho
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HookTypeVersion

I[EFEZE1THY Hook BIRR AN,

InvocationPoint
BEZEDEHEITHBIMNE.,

B{E : (CREATE_PRE_PROVISION| UPDATE_PRE_PROVISION |[DELETE_PRE_PROVISION)

TargetName
IEFE VAR HEAR Y B Ao
TargetType

HENERERBIH Hook iIZ4TCHANGE_SETHY , FifE A L&,
TargetlLogicalld

ZEFREZEER ARN,
ChangeSetId

NS Hook HAMMITHERLE ID. MRHEKLIZEMER, Hdelete-stackREF 3N create-
stackupdate-stack , MLERZE,

Proposed CloudFormation Template

Hcreate-change-setR{EIRHAISEE CloudFormation i, B LARZ JSON = YAML F£F
B, BEFBRTRENNE. CloudFormation

Previous

LIREEZhEFER CloudFormation #4R. #NRIETE GIZ M R |, NILERZE,
Changes

Changest# &, X%IH 7 HRE N,

B

logicalResourceld

EERRFRNEER TS
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resourceType

MEERREIRRE,

action
N EIRRITHRESRE,

A& : (CREATE| UPDATE |DELETE)

LineNumber

BIRFPEZEHERNTS.
LT3 zHl

EamREER JSON FH/F&
{"properties": {"propertyl": "value"}}

AfterCon

ERARFEIER JSON Z1/F& -

{"properties": {"propertyl": "new value"}}

™ P ERESRRERA

LU RBIHA SR T IHZEREZEE R Guard Hook, ZBIZEMERMNBTREXRIR, HREIFHE
#EEMA JSON #=,

HookContext:
AwsAccountId: "00000000"
StackId: MyStack
HookTypeName: org::templatechecker: :hook
HookTypeVersion: "0Q0001"
InvocationPoint: UPDATE_PRE_PROVISION
TargetName: my-example-stack
TargetType:STACK
TargetlLogicalld: arn...:changeSet/change-set
ChangeSetId: ""

Resources: {
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"S3Bucket": {
"Type": "AWS::S3::Bucket",
"Properties": {
"BucketName": "amzn-s3-demo-bucket",
"VersioningConfiguration":{
"Status": "Enabled"

}
Previous: {
"AWSTemplateFormatVersion": "2010-09-09",
"Resources": {
"S3Bucket": {
"Type": "AWS::S3::Bucket",
"Properties": {
"BucketName": "amzn-s3-demo-bucket",
"VersioningConfiguration":{
"Status": "Suspended"

}
Changes: [

{

"logicalResourceId": "S3Bucket",

"resourceType": "AWS::S3::Bucket",

"action": "UPDATE",

"lineNumber": 5,

"beforeContext": "{\"Properties\":{\"VersioningConfiguration\":{\"Status\":
\"Suspended\"}}}",

"afterContext": "{\"Properties\":{\"VersioningConfiguration\":{\"Status\":\"Enabled
\"}3}"

}

T EERER R AN

BUTRRGIR—ZBFAN |, BT IEEX Amazon S3 MR ER , FHEFRZAN

FKVersionConfigurationi#ZH,

let s3_buckets_changing = Changes[resourceType == 'AWS::S3::Bucket']
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rule S3_VERSIONING_STAY_ENABLED when %s3_buckets_changing !empty {
let afterContext = json_parse(%s3_buckets_changing.afterContext)
when %afterContext.Properties.VersioningConfiguration.Status !empty {
%afterContext.Properties.VersioningConfiguration.Status == 'Enabled'

}

HEZ BB
E 82 Guard Hook Z B , AFUBBIA T L RE 4 -

 BUAMBARNEBTSTEHRN, BEXEZEE |, BSH A Hook mEFHIFHN,
« 82 Hook WA FHARNMERS ZBHNNREFEEEE Hooke BXEZEER , BSHE I
CloudFormation Hook %% IAM X [R,

« EfFH AWS CLI ST & T E 96|32 Guard Hook , BAFRFEzOIEESR IAM R EHNHITAESH
Ao CloudFormation @A Guard Hook BV 1E K EE,

A Guard Hook BIZ#H1TAE
Hook E AITA BRIRBERFIEAHZ Hook FTERIAFR AWS IKF,

WMREMN PG Guard Hook , MATLABZI It A€ AWS EEEFIE ; BN , BLTECEIEILA
==

LA EB 5 [a) 48 FR 7R a0 el i E A PR LA 22 Guard Hook
FTERR

2R (AM fFER) PEAEENEERKUEACNES , FREENEERKUEAG,

RE , TRATETRFKIZELHNR :
1. FUTHRENRREEM NI EA T A2 Guard Hook #Y IAM A,

JSON

{
"Version":"2012-10-17",

HEE RIS 26
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"Statement": [
{
"Effect": "Allow",
"Action": [
"s3:ListBucket",
"s3:GetObject",
"s3:GetObjectVersion"
]I
"Resource": [
"arn:aws:s3:::my-guard-output-bucket/*",
"arn:aws:s3:::my-guard-rules-bucket"
]
},

{
"Effect": "Allow",

"Action": [
"s3:PutObject"
1,

"Resource": [
"arn:aws:s3:::my-guard-output-bucket/*"

2. BEEAERFNEERE , BFEN Hook KAZBBHNR, UTERT ST UERANEERRE
o

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": [
"hooks.cloudformation.amazonaws.com"
]
}I
"Action": "sts:AssumeRole"
}
]
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ELRBIK P #B0E Guard Hook

DT EBEERERT MAEEIK S B0E Guard Hook , X4 © Rt 7] ATE BUE Z S /Y K 7 A X 35 A
£/

&

« JBUE Guard Hook ( E#HLAR )

. HEEME (AWS CLI)

- HXRIR

& Guard Hook ( EHLAR )
BUE Guard Hook SATEfREVIK M

1. &F AWS BEIERE|A HE hitps://console.aws.amazon.com/cloudformat ion 3T FF
CloudFormation 1414,

ERBMENSMEL | EHRZECE Hook in AWS X5 I E.
HEEMBSIMERTD , &F Hook,
TEEH WE L ER REBES, REER HHE.

MREERIBIEMBF AN |, B EIREHIBTF AN , FEFHEE Amazon S3 F , R/FIRE LT
B, FSEHRNRAIMMNEE Guard SN K IF(EF5 I 8 FRFT R ER

o M 0D

MRECEZCIBR TP ANFEFEESI P, FRET -5,

® Note
FHETE SSHFNNRBNEBFU T4 BEZ— : .guard.zip., T.tar.gz.

6. XIF Guard Hook KR , B RHERVERIF MM FMETE S3 1, FHITUA TR :
« X¥F S3URI, FEEMN AR S3 BEE , BN S3 FHAAFT I X EAE KM 5T Mk #E S3

Xq-%O
o (AR ) MTRRRA , MRER S3 FHEEE A T RAES] , MATBLIAR S3 X REVEFEM
o
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CloudFormation Hooks Fi P18/
X8 B Hook Bt , Guard Hook #8& M S3 TEIEMIAN, J9BhIEESNE sk MlBR , FATEL
ZE B & Guard Hook B FARR AN,

7. (W& ) X3T S3 Ff#ME for Guard iR S |, BEE -1 S3 FHEERFME Guard LIRS, Lt
REDEEM Guard ANBIEL R,

EREW RSB, ERELTRAZ —
. Hrh BRI Guard AUNFMETER — MEMEE ERATUEAL Guard ANFTENE — 1Mz
18
. EBTEM S3 FHEEE MR Guard i HIRE.
8. (Wit)BABPANBASE  REHE HENBPANRASREHE S3 T TRANTE

B .

/BN .

« T S3URI, FIEESHMY S3 BERMER R S3 WA FT FF X AR ML S3 X

Ko
o (HIE ) NTRRRA , WREH S3 FREEA TRAERE , WATSIERE S3 NRNKFEMR
X,
9. iij:¥-|:_$o

10. 7£ Hook B#H , IERU T &2 — :
« BER-ARENERER , ZBIOREZ/EPrivate: :Guard: (NI, HlE0, MR
AMyTestHook , NITTEH Hook B#ZEHPrivate: :Guard: :MyTestHooko
s FAUTHENIRHTEN Hook B ( B 5

% ) : Provider::ServiceName: :HookName
11. X¥T Hook B#r , BEREEHNANE :

o SER-ERFOIE, BRI BRMEAR AT T AR R AR

« FIR-FER P ERER TSN AR E.

- EURE-EAP EERER AT ER,

- =i APl — TEH TS AP | BRI GIE, EISMIBRRAE,
12. 7 “BE H  RETRLERE (0, EH. MR ) KHEAZL Hook.
13. XTF Hook B |, i E MWLk K MAT BB BAL R

- BE-OAPRHES  ERATFHRENITERF, XN THEXBRIIEERERTA,
o RM-FHIERESRSEHRT, XEPTHRIFERHNEATZEBEEK.
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CloudFormation Hooks F 6/

14. ¥FHITAE | %R Hook BIEM IAM BEKM SIRREWEDHN |, HJLUERELFMMN
Guard f iR S . &AL CloudFormation RIF B A RGBT AE L LUIEECHENA
&,

15. ii?%jt_io
16. ( AI3% ) X F Hook HIRES , BHITUATIRE -

a. ERFRFIESRD , BEWLFFREEATLLEA Hook, iX# A AR E I X IR EA
Hooko.

b. EMESFMAP , EENAHEKBENRTHERACTHERNEE

- FFEHERENITERAE — RALUMAREENTIREREMTERN , T 2@ Hooko
- EAHEKRENTHERAE — IREENTRFIHEDLHE—NEE , NFEA Hook.

® Note
X F Cloud Control API #4E , PR kB AL A B IR AR 2 8.

c. X THAREBN , £ Hook HAH IS HNIEBRIGEHAX.
- NTF B, EEETSHHEREN. HRBEMAE— N0 ENHERE | ERLLEDT,
RBEWFIRFIEER MR T XA Hooko

o XITHERR | BIEEBHRRAVEKR BN, SRBERSECHER LA Hook BHR—LBEMN
HEAREY | AT, BRILALFIH A HER SN | FRE AR E A Hook,

d. XTFHixAe  FREFEEXEKR IAM AEE Hook AAFT B HBRGEHK,
« X¥F Include , IHE—NPHZN IAM B ARNs REMNSXEABXREKN#KR, REHRX
LA ENNERRES 2B Hook.

« WTHEER , ARNs N EHRINHERIEE -—IPHZD IAM A, Hook FERIEESBRE
HYStEAR 2 SN PR A AR I A

17. ii?%jt_io
18. & "BEREHAE REL , EFEMNEE, EHTER , TEMXHBIERREE.
19. HERIFHRERER | EF BUFES,
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BURE M (AWS CLI)

ERERIECH |, FRINZEQNES TN FFEL Hook RERABNMITAR, BEXEZEER |, S
FB4mE Guard FNRIPAEBHIF SRR IRF A Guard Hook BIEZHITAE,

#E Guard Hook LATEREVIK = £ (AWS CLI)

1. EFFRBUE Hook , EEMA L Tactivate-typetn s , AENBEEER SR, LSRN Hook
FEREH AWS Ik FIEERITAE,

aws cloudformation activate-type --type HOOK \
--type-name AWS::Hooks: :GuardHook \
--publisher-id aws-hooks \
--type-name-alias Private::Guard::MyTestHook \
--execution-role-arn arn:aws:iam::123456789012:role/my-execution-role \
--region us-west-2

2. EZERBEUE Hook , /£ JSON BLE M HX H#1TEE.

EAcatir TRIRZEBUT LM JSON X, BXESEER , B2H EHERERWELSE,

$ cat > config.json
{
"CloudFormationConfiguration": {
"HookConfiguration": {
"HookInvocationStatus": "ENABLED",
"TargetOperations": [
"STACK",
"RESOURCE",
"CHANGE_SET"
1,
"FailureMode": "WARN",
"Properties": {
"rulelLocation": "s3://amzn-s3-demo-bucket/MyGuardRules.guard",
"logBucket": "amzn-s3-demo-logging-bucket"
1,
"TargetFilters": {
"Actions": [
"CREATE",
"UPDATE",
"DELETE"
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}
}
}

» HookInvocationStatus : IR EENABLED} 7] /8 A48,
- TargetOperations : & Hook JF i1,
« FailureMode : i%&J FAIL = WARN,

« ruleLocation : A FHEMNE S3 URIl, FHE S3HPHWNRUMEBUTXHT BREZ
— : .guard.zip, M, .tar.gz

 logBucket: ( A% ) 8 Guard JSON #R&EIEE S3 FHEMMI B o
« TargetFilters : #EEMEA Hook WIRIERE,

3. fERA L Tset-type-configurationdn & A R E0I2H JSON XHRNARE, AENISEEERGL
o

aws cloudformation set-type-configuration \
--configuration file://config.json \
--type-arn "arn:aws:cloudformation:us-west-2:123456789012:type/hook/MyTestHook" \
--region us-west-2

M HIR

BAVRM T EARTRA |, BETLAE A IX L RFISKR T #R AR 1E CloudFormation etk 18 4R
F 783 Guard Hook, BEXEZEE , 155 (AWS CloudFormation FAF18&E) #
AWS::CloudFormation::GuardHook,

EE R R EES B

BUE Guard Hook B, ALK Amazon S3 B ENESm EIREN B IR, BUER , Hook 28
R EH Guard INRITERE#HERENFE#HED, R, BILE Amazon S3 B HIAFEEFX
LR,

£ Amazon S3 ##| A HF&EF Guard Hook BE
#E Guard Hook % B &304

1.  E&. https://console.aws.amazon.com/s3/
2. ERFEMDHASMES , EREHN AWS XE,
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1%4% Buckets.

BN Guard F IR EERNFER,
EREFENRI A Bk E B &
ERERETHNHERITANGHITESE,

FERAY K 7 o A BR B 4 3£ 44

HETBEREECHUERN Guard Hook B, iFHE R T SRR E MK I ER o

EERERA Hook MAFEMBR , ESHZERAF S A CloudFormation Hooko

ES ]

- MIRIKSPRVETDES (EH)
o MIBRIRIK /= AR AYE RIS (AWS CLI)

BRI S R AV E T 4EH (( EH )
I BR SR P AP B B 4R A

1.

o o A~ w D

BF AWS EEEEIA HIE hitps://console.aws.amazon.com/cloudformat ion L3 FF
CloudFormation 2 #| A&

ERBIHBNSME L | %#F Hook FIE AWS XiF W1LE,
MEME & %EF Hooks.

EEHTEL , RBIEMERAIBFES,

1% Hook 3530 MY &R AE H L MR,

HRBRTERINN , BABEHEHRUAINRBRIEENES , RFi%EF Delete,

I BRVRIK P Hp 9 B FR 458 (AWS CLI)

(® Note

EMBRESR 2B, DAEFHEER, BXESER  FSH EENKS T EAHEAES

(AWS CLlI),

T BRBA 4 4
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£ A LA T deactivate-type@n =18 M Hook , X EHMNEW K- PR, ALNSEEER SNV,

aws cloudformation deactivate-type \
--type-arn "arn:aws:cloudformation:us-west-2:123456789012:type/hook/MyTestHook" \
--region us-west-2

Lambda 44

BRGNS FER AWS Lambda #H# |, BA4TE N BERZEHRIKS N XEB0EES, #E
Hook J& , & Al AT BUE ZEH AV IK 7 M X SR A R EP A

BUE Lambda #448F , CloudFormation 2 &K R EMRF AN EBENEBOBR—INRBERNLEE
o XAVEIRE Hook TEMEMEERY. BEBMEN TWMANEE AWS K- MXEEEE
.

£

« AWS CLI BT A Lambda EHH G T

Bl Lambda E#RiIF(E Lambda HEH#IHY 7R

- HEZBIE Lambda 4

- EEMNK T B EUE Lambda 4

- EFLZK, & Lambda EHWAE

o MIBREMK 7 B HY Lambda 44

AWS CLI BT A Lambda HE#4wS

f£/ Lambda #4489 AWS CLI S84 :

- activate-type/a 3 Lambda EH#HBUER .

- set-type-configuration3&1E E &K = F #Y Hook HYEL B ZHHE

* list-types 5l HARIK 7= # B Hooko

» describe-typelREI B X4 E Hook RAFE Hook IRAHFMEL , SIELH BB EHIE.
- deactivate-type WEHY K = A B BR 2 BIBUERY Hooko
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12 Lambda BECKR 1T Lambda HEH#RIR

CloudFormation Lambda Hooks /R iF#&5%t B 2 B E X3 1T71F{E CloudFormation Hl AWS Cloud
Control APl ##4E. #&# Hook AT LABHIEIR{ESREE# 1T , RERIAHAE X HE S H R UFIRMESREHRTT,
B2 Lambda FEH#I8 |, AU EHEE A EBM TG LLTERAE : CloudFormation

- RiRRE
 SERRIRME
- FRESRE

£

« FF& Lambda ¥4

« £/ Lambda HEHIFERRRHE
£/ Lambda I HRIRE

« £/ Lambda HEMITATEERE

FF & Lambda #£4£4

% Hook P FYRHY Lambda Bt , B &K% 30 #4hik Lambda it A, Lambda iR E—H
JSON MR |, $&REH R K INER KK,

F

s
Kb
>

5
2
S

« T

ERB\A

&% 45 Lambda BOBHY 8 ABURT Hook B #R#R4E ( B4 : R, RIFHEHRE ) .
EIVETON

T HEENERRIDHKMES S Hook HATEE , £#Y Lambda BEFZEIRE JSON W RL,

LA 2 Hooks HASE #9157 B9 7R I AR
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{
"####" . "SUCCESS" or "FAILED" or "IN_PROGRESS",
"errorCode": "NonCompliant" or "InternalFailure"
"message": String,
"clientRequestToken": String,
"###H##" © None,
"callbackDelaySeconds": Integer,
"annotations": [
{
"annotationName": String,
"status": "PASSED" or "FAILED" or "SKIPPED",
"statusMessage": String,
"remediationMessage": String,
"remediationLink": String,
"severitylevel": "INFORMATIONAL" or "LOW" or "MEDIUM" or "HIGH" or "CRITICAL"
}
]
}
HHPRTS

HEHWERS, kFBRNBIEFR,

BME : (SUCCESS| FAILED |IN_PROGRESS)

(@ Note

Hook AT LAIR[E IN_PROGRESS 3 /X, WMIRKIREMEMLER , Hook FHEM, XF Lambda
4 XEREEMN Lambda MBS Z A UIEA 3 X,

errorCode

ERRERTETIMEARBENTH , REEUARBRETHIR , AMHBLELTTME, mMREH
R, W7 BN HEF B

AMUE : (NonCompliant|InternalFailure)

message

LERAERNHEE , WAEHRIHAMNERER,
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® Note

1T & CloudFormation #1ERT | tb FER#EEMT N 4096 NERF,
1£1F{& Cloud Control API #21ERT | Ltk FZER#EEMIN 1024 NESRF,

clientRequestToken
YER Hook IERMA AMREMNIERGTE. LFRALEFER,
EliE ETX

IMREIEBHhookStatusE , MIN_PROGRESS&&ZE —NMNFINANWETX , ZETXEEHEA
Lambda EEATER i A IR,

callbackDelaySeconds

Hook NMiZZ% % A F 8B XA X4 Hook,

annotations

—RIGERVR , IRKRESHFAGE NI KIEF,
ERB R

ARBRNRRRT,
status

Hook IHARES. SEMRTERN , XRREA , HEI/ RKMITFME SN,

B3K{E : (PASSED| FAILED |SKIPPED)

statusMessage

XN EACRSHER,

R B
X FHEFAILEDRBHRY. AN, MBAFRSME | W T SLB0 0T 0 7 REE R0
1B IE 44

ATREE SIS HTTP Mk,
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severityLevel

EXSEMLLRENIT AR K. EH Hook BASRDBE™EMLRIE , BAUSE

AWS Security Hub CSPM = EMAEZE | BUt 4N i 2B B LAY ™= EM R A1/ =B,

B3K{E : (INFORMATIONAL| LOW | MEDIUM | HIGH |CRITICAL)

Bl
BAR 2 BR 2 W Rz 49 7R 431

{
"hookStatus": "SUCCESS",
"message": "compliant",
"clientRequestToken": "123avjdjk31"
}

BATF 28 B 2% A9 7R 91

"hookStatus": "FAILED",

"errorCode": "NonCompliant",

"message": "S3 Bucket Versioning must be enabled.",
"clientRequestToken": "123avjdjk31"

ffE A Lambda =514 B IRERE

FHEAE, EFIMEREIRS , WA RRIRE, Fl0 , MRBIZEITEF CloudFormation 3
BRUBIEFER , WRTECTERERENE, HEMEMA Cloud Control API £2, FETRMIBRE
RE | X BN RIREME, EBULUE CloudFormation Lambda #HE4IELE 3 B #RRESOURCE Fl#E
#JTargetOperationsEi &+ HICLOUD_CONTROLIEE,

® Note

REEMEA Cloud Control APl delete-resource FHE/EA KX SEMIRERE , T2AH
delete Hook 42 F CloudFormation delete-stacko

ES}

RNEHBIE Lambda B
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+ Lambda Hook &R A&

 Lambda Hook % & 2% &8 #i A TR

- ATHREEN Lambda BEEURHA

Lambda Hook &R % AiE %

L IBH Lambda #i8 B# TR RIREN , BFKRE—/ JSON A , HEREEREFEEE. BEWHNEH
AR5 Hook A BAHRXM LT,

BT 2 JSON % ARV RBIFAR

"awsAccountId": String,
"stackId": String,

"changeSetId": String,

"hookTypeName": String,
"hookTypeVersion": String,

"hookModel": {
"LambdaFunction": String

1,
"actionInvocationPoint": "CREATE_PRE_PROVISION" or "UPDATE_PRE_PROVISION" or
"DELETE_PRE_PROVISION"

"requestData": {
"targetName": String,

"targetType": String,

"targetlLogicalId": String,
"targetModel": {
"resourceProperties": {...},
"previousResourceProperties": {...}

1,

"requestContext": {
IIHII: 1'
“HH#HH" 0 null

awsAccountId

AWS IKF B EEIT A RIFRN Do
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stackId

IIRVEFRE CloudFormation 2B #4L ID, MR FAF R =EE AP, NLFERRNZE,
changeSetId

B3 Hook A EXNEN ID. MRBREERBTES API =, Hdelete-stackiREE3h
B, MttE N create-stackZE, update-stack

hookTypeName

IEE121THY Hook BY & Fro
hookTypeVersion

I[EFEZE1TH Hook BIRR AN,
hookModel

LambdaFunction

HE4A AR 2 E Lambda ARN,

actionInvocationPoint
BEZEFEHETHNRIMLE,

B & : (CREATE_PRE_PROVISION| UPDATE_PRE_PROVISION |[DELETE_PRE_PROVISION)
requestData

targetName

EEITER B AREE | HIANAWS: :S3: :Bucket,
targetType
Bl | EEIFGE BFRZERAWS: :S3: :Bucket, N TFEA=E4 APl EZMER , ILE
FFRESOURCE RN -
targetlLogicalld
EEFENRFENIZEE ID, IR Hook AAIEKIRRZ CloudFormation , MiX4E 2

CloudFormation iR E X HZEER ID. Rk Hook B RIEIRRE Cloud Control API , T
XFER— I HEE,

targetModel

resourceProperties

FEESRNERNEBNEE. WRERBREER , NE™HZE,
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previousResourceProperties

HABEEEBSRNTRIEKNELE, MREEQERR , NLEFHIZE,
requestContext

A

HAI= AT Hook =1,
EF £ T X

SR Hookwas i% &N IN_PROGRESS , # HcallbackContext2iRE , NEeNEEH ARG
HIMEXE,

Lambda Hook &R 2 & & A 7Rl

LT RAIBMAERT — Lambda ¥4 , ©FEWEEFHHAWS: :DynamoDB: : TableBRENX , H
F of ReadCapacityUnits M 3 EdProvisionedThroughput# 10, X2 Lambda A A FiFf4
HBIE

"awsAccountId": "123456789012",
"stackId": "arn:aws:cloudformation:us-west-2:123456789012:stack/
MyStack/1a2345b6-0000-00a0-al123-00abc@abc000",

"hookTypeName": "my::lambda::resourcehookfunction",
"hookTypeVersion": "00000008",
"hookModel": {

"LambdaFunction": "arn:aws:lambda:us-west-2:123456789012:function:MyFunction"
},
"actionInvocationPoint": "UPDATE_PRE_PROVISION",
"requestData": {

"targetName": "AWS::DynamoDB::Table",

"targetType": "AWS::DynamoDB::Table",

"targetlLogicalId": "DDBTable",

"targetModel": {

"resourceProperties": {
"AttributeDefinitions": [

{
"AttributeType": "S",
"AttributeName": "Album"
},
{

"AttributeType": "S",
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iy

"AttributeName": "Artist"

1,

"ProvisionedThroughput": {
"WriteCapacityUnits": 5,
"ReadCapacityUnits": 10

},
"KeySchema": [
{
"KeyType": "HASH",
"AttributeName": "Album"
I
{
"KeyType": "RANGE",
"AttributeName": "Artist"
}
]

"previousResourceProperties": {

"AttributeDefinitions": [

{
"AttributeType": "S",
"AttributeName": "Album"
I
{
"AttributeType": "S",
"AttributeName": "Artist"
}

1,

"ProvisionedThroughput": {
"WriteCapacityUnits": 5,
"ReadCapacityUnits": 5

},
"KeySchema": [
{
"KeyType": "HASH",
"AttributeName": "Album"
I
{
"KeyType": "RANGE",
"AttributeName": "Artist"
}
]

RNEHBIE Lambda B
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}

1,

"requestContext": {
"invocation": 1,
"callbackContext": null

EEFZRBXRENFETAREY , B2 LAWS::DynamoDB::Table,

AT &RB/EM Lambda EEUR A

DLTR—MIEMWEE , ©4ik DynamoDB ME A EREFH KM , DynamoDB %R fF of RiE
JReadCapacityXF ProvisionedThroughput 10 B9{E, MREERKTH , NG EFELE S RE
B “ReadCapacity Bt EIE#”", WMRFERBIUEERM , MEHFEM , KB RN “ReadCapacity T aEEL
107,

Node.js

export const handler = async (event, context) => {
var targetModel = event?.requestData?.targetModel;
var targetName = event?.requestData?.targetName;
var response = {
"hookStatus": "SUCCESS",
"message": "ReadCapacity is correctly configured.",
"clientRequestToken": event.clientRequestToken

I

if (targetName == "AWS::DynamoDB::Table") {
var readCapacity =
targetModel?.resourceProperties?.ProvisionedThroughput?.ReadCapacityUnits;
if (readCapacity > 10) {
response.hookStatus = "FAILED";

response.errorCode = "NonCompliant";
response.message = "ReadCapacity must be cannot be more than 10.";
}
}
return response;
};
Python

import json
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def lambda_handler(event, context):
# Using dict.get() for safe access to nested dictionary values
request_data = event.get('requestData', {3})
target_model request_data.get('targetModel’', {})
target_name = request_data.get('targetName', '')

response = {
"hookStatus": "SUCCESS",
"message": "ReadCapacity is correctly configured.",
"clientRequestToken": event.get('clientRequestToken')

}
if target_name == "AWS::DynamoDB::Table":
# Safely navigate nested dictionary
resource_properties = target_model.get('resourceProperties', {})
provisioned_throughput = resource_properties.get('ProvisionedThroughput',
{H

read_capacity = provisioned_throughput.get('ReadCapacityUnits')

if read_capacity and read_capacity > 10:
response[ 'hookStatus'] = "FAILED"
response['errorCode'] = "NonCompliant"
response[ 'message'] = "ReadCapacity must be cannot be more than 10."

return response

£/ Lambda #5317 {4 4R 4E

BLHEEAFERCE, EHNMBRERR | #TLUFEM CloudFormation Lambda Hook BiE R M
TREFTERIT 48 |, H ATREFE LE AR IREREH 1T, BT LU CloudFormation Lambda 8L E v HEH
BliE PHYSTACKIREB #5, TargetOperations

EFB

« Lambda Hook & AiE %

« Lambda Hook Mtk 5 citsa A R~ 4l

o FTFHERIBEIEN Lambda BRI
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Lambda Hook 4% % A B %

HIRH Lambda #8 A LR IT R R{ERT | B KRE — N2 E Hook A L TXMiER LT XH JSON
#K, actionInvocationPointMF CloudFormation #4REI K/NEAK Lambda BBUEZ B A
KPMER , BBLEFREMRFME Amazon S3 WHRA, i ArequestData@FEIEE S — MR
Amazon S3 £% URL , HHEE Hal MBI ERR A

BAR 2 JSON % AR RBIFEAR

"clientRequesttoken": String,
"awsAccountId": String,
"stackID": String,

"changeSetId": String,

"hookTypeName": String,
"hookTypeVersion": String,

"hookModel": {
"LambdaFunction":String

.
"actionInvocationPoint": "CREATE_PRE_PROVISION" or "UPDATE_PRE_PROVISION" or
"DELETE_PRE_PROVISION"

"requestData": {
"targetName": "STACK",

targetType": "STACK",
"targetlLogicalld": String,

"payload": String (S3 Presigned URL)

iy

"requestContext": {

"invocation": Integer,
"callbackContext": String

clientRequesttoken

BN Hook BERIA AMBRHINBERTE. EFBRNMEFE,

awsAccountId

AWS Ik @8 EEIFEHHERE 1D,
stackID

R HE CloudFormation 4% 1D,
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changeSetId

Bz Hook AR EREM ID, MRHEKRTERHA=IES API =, Hdelete-stackiEER
B, Mtk N create-stackZ®, update-stack

hookTypeName

IEEIZ1THY Hook HY B #.

hookTypeVersion

IEE1Z1THY Hook YRR,
hookModel

LambdaFunction

VAR 24 87 Lambda ARN,
actionInvocationPoint

BEZEHERETHNRIVE.,

BE : (CREATE_PRE_PROVISION| UPDATE_PRE_PROVISION |[DELETE_PRE_PROVISION)
requestData
targetName
XAMEFF R STACK.
targetType
XAMERZ STACK,
targetlLogicalld

HEH AT
payload

Amazon S3 1% & URL , EHE8— N2 U s 2 a i E XK JSON XK,

requestContext

MREFEBFHFA Hook , MPFFRE XTI R,

invocation

LB =R MIT Hook W=,
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callbackContext
R Hook i BN IN_PROGRESSHcallbackContext2iRE , N iFfEEHEH A HMEX
&,

BREFEFWpayloadEHRENRBEERIMN URL. —BEWE URL , RRLEBE—NEEUT
MBI R :

{
"template": String,
"previousTemplate": String
}
template

RBi#t4hcreate-stack=ZH M 5EE CloudFormation #4#Rupdate-stack. E R LAZ JSON = YAML
FRE  BEABRTRMENHNE, CloudFormation

Edelete-stackiZfEH , HEFHZE,

previousTemplate

Z I CloudFormation ##x. © AL JSON & YAML & & , EAFRTEEHHARS.
CloudFormation

Edelete-stacki®fEdh , HEFHZE,

Lambda Hook % 5 St % A 7R 4

DT 2RTEFEMANTRA, Hook EEFE—MEXR , ZFEKObjectLockEnabledFEH A true ,
HFMT —4 Amazon SQS BAFI :

"clientRequestToken": "f8da6dll-b23f-48f4-814c-0fb6ab67f50e",

"awsAccountId": "123456789012",

"stackId": "arn:aws:cloudformation:us-west-2:123456789012:stack/
MyStack/1a2345b6-0000-00a0-al123-00abc@abc000",

"changeSetId": null,

"hookTypeName": "my::lambda::stackhook",

"hookTypeVersion": "00000008",

"hookModel": {
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"LambdaFunction": "arn:aws:lambda:us-west-2:123456789012:function:MyFunction"
1,
"actionInvocationPoint": "UPDATE_PRE_PROVISION",
"requestData": {
"targetName": "STACK",
"targetType": "STACK",
"targetlLogicalld": "my-cloudformation-stack",
"payload": "https://s3...... "
1,
"requestContext": {
"invocation": 1,
"callbackContext": null

T2 FpayloadR”filrequestData :

"template": "{\"Resources\":{\"S3Bucket\":{\"Type\":\"AWS::S3::Bucket\",
\"Properties\":{\"ObjectLockEnabled\":true}},\"SQSQueue\": {\"Type\" :\"AWS: :5QS: :Queue
\",\"Properties\":{\"QueueName\" :\"NewQueue\"}}3}3}",

"previousTemplate": "{\"Resources\":{\"S3Bucket\":{\"Type\":\"AWS::S3::Bucket\",
\"Properties\":{\"ObjectLockEnabled\":false}}}}"

}

BT H#iRE/ERN Lambda B R B
UTRBIZR—NETRWERE , ©TEHERIBETRAE , BITEMR JSON HIREISUCCESS,

Node.js

export const handler = async (event, context) => {
var targetType = event?.requestData?.targetType;
var payloadUrl = event?.requestData?.payload;

var response = {
"hookStatus": "SUCCESS",
"message": "Stack update is compliant",
"clientRequestToken": event.clientRequestToken
};
try {
const templateHookPayloadRequest = await fetch(payloadUrl);
const templateHookPayload = await templateHookPayloadRequest.json()
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if (templateHookPayload.template) {
// Do something with the template templateHookPayload.template
// JSON or YAML

}

if (templateHookPayload.previousTemplate) {
// Do something with the template templateHookPayload.previousTemplate
// JSON or YAML

}

} catch (error) {
console.log(error);
response.hookStatus = "FAILED";

response.message = "Failed to evaluate stack operation.";
response.errorCode = "InternalFailure";
}
return response;
};
Python

EM#MA Python , IREES Atkrequestsf. At , BREELE Lambda BB ZESERE
BB, BRESZFELE , HSH (AWS Lambda FEAARIERE) PHEIETE KRBT zip HE
Do

import json
import requests

def lamnbda_handler(event, context):
# Safely access nested dictionary values
request_data = event.get('requestData', {3})
target_type = request_data.get('targetType')
payload_url = request_data.get('payload')

response = {
"hookStatus": "SUCCESS",
"message": "Stack update is compliant",
"clientRequestToken": event.get('clientRequestToken')

try:
# Fetch the payload
template_hook_payload_request = requests.get(payload_url)
template_hook_payload_request.raise_for_status() # Raise an exception for
bad responses

RNEHBIE Lambda B 49


https://docs.aws.amazon.com/lambda/latest/dg/python-package.html#python-package-create-dependencies
https://docs.aws.amazon.com/lambda/latest/dg/python-package.html#python-package-create-dependencies

CloudFormation Hooks F 6/

template_hook_payload = template_hook_payload_request.json()

if 'template' in template_hook_payload:
# Do something with the template template_hook_payload['template']
# JSON or YAML
pass

if 'previousTemplate' in template_hook_payload:
# Do something with the template
template_hook_payload[ 'previousTemplate']
# JSON or YAML
pass

except Exception as error:

print(error)

response[ 'hookStatus'] = "FAILED"

response[ 'message'] = "Failed to evaluate stack operation."
response['errorCode'] = "InternalFailure"

return response

£/ Lambda #HE# 1T (AR EERE

BULNBERENR , HaLUFERM CloudFormation Lambda Hook ERE N B P AT EREH
AREFE IE E 1T, EA LA CloudFormation Lambda 44 & 49 f B H AYCHANGE_SETR/EE
¥ro TargetOperations

FI;
« Lambda Hook B & AiE %

« Rl Lambda 49 E R EF Ui A
- ATEZTEEREN Lambda EEFCRHI

Lambda Hook B ti & A& %

TEERENEASHEKRRERL , ERNEREFrequestDatadt BREEEE S| AN T REES
o

B2 JSON % ARy RBIFEAR -

FEHEE Lambda B 50



CloudFormation

Hooks F 6/

"clientRequesttoken": String,
"awsAccountId": String,
"stackID": String,

"changeSetId": String,

"hookTypeName": String,
"hookTypeVersion": String,

"hookModel": {
"LambdaFunction":String

}I

"requestData": {
"targetName": "CHANGE_SET",
"targetType": "CHANGE_SET",
"targetlLogicalId": String,

"payload": String (S3 Presigned URL)

}I

"requestContext": {

"invocation": Integer,
"callbackContext": String

clientRequesttoken

#E5 Hook iERIVE AT IRHUNER T, LFBRNBIEFR,

awsAccountId

AWS Tk @& EFEITHA#ERD 1D,
stackID

B CloudFormation 4% 1D,
changeSetId

/&3 Hook A AR EE K& ID,
hookTypeName

IEEIZ1THY Hook HY B #i.

hookTypeVersion

IE#521TH Hook RYRRAR,

REHBIE Lambda Bk
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hookModel

LambdaFunction

518 A A 28 Lambda ARN,
requestData

targetName

XAMEFF R CHANGE_SET,
targetType

IXAMERF 2 CHANGE_SET,
targetLogicalld

TEET ARN..
payload

Amazon S3 & # URL , EFEEHH HRIERA JSON WK , AR EHESI AN ERD

o

requestContext

MRIEEEFHEA Hook , NIFFRE IR,

invocation

HH=EiA 1T Hook IR,
callbackContext

TR Hook i EHIN_PROGRESSHcallbackContext2iRE , NEFEEHFAN HIMEX

£,

BFREFEFHpayloadBHERENRBFEERIMN URL. —BEEWE URL , RRLEBE-—1MNMEEUT

BRI R

"template": String,

"changedResources": [

{

"action": String,
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"beforeContext": JSON String,
"afterContext": JSON String,
"lineNumber": Integer,

"logicalResourceId": String,

"resourceType": String

template

RBift¥hcreate-stack=ZH M 5EE CloudFormation #4#Rupdate-stack. E R LAZ JSON = YAML
FRE  BEABRTRMENHNE, CloudFormation

changedResources

B E R RIRIIE,
action
NMATRRNEHREE,
B 3E : (CREATE| UPDATE |DELETE)

beforeContext

EREIARBIER JSON FRFE, SIRRFIRN , LERNZE, Ltk JSON ZRFEFWARAAEHRREMN
BFEINFRH,

afterContext

MRRITHESRE , WAFREMERN JSON FRF&HE, MIBREIRE , lENZ, Lk JSON FRF&
PR AR RENBFEINFRHH,

lineNumberxr

BRFPSBULERNTS. MREER , WDELETELEFNZE,

logicalResourceld

EEEXRNRFNEZERIR Do

resourceTlype

EEERNRFRE,
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A~ Lambda HE#HE R EE LM A

UTREREFEHMANRE, EUATREAR , BB TEESIANER. F—NEXZMERSE
HEIBAFICoolQueue, BZANEHRRFIM—NBE NEIFBAFINewCoolQueue, ZRE—MEXRRNHE
#¥DynamoDBTable,

"clientRequestToken": "f8da6dll-b23f-48f4-814c-0fb6a667f50e",
"awsAccountId": "123456789012",
"stackId": "arn:aws:cloudformation:us-west-2:123456789012:stack/
MyStack/1a2345b6-0000-00a0-al123-00abc@abc0",
"changeSetId": "arn:aws:cloudformation:us-west-2:123456789012:changeSet/
SampleChangeSet/1a2345b6-0000-00a0-al123-00abc@abc000",
"hookTypeName": "my::lambda::changesethook",
"hookTypeVersion": "00000008",
"hookModel": {
"LambdaFunction": "arn:aws:lambda:us-west-2:123456789012:function:MyFunction"
},
"actionInvocationPoint": "CREATE_PRE_PROVISION",
"requestData": {
"targetName": "CHANGE_SET",
"targetType": "CHANGE_SET",
"targetlLogicalId": "arn:aws:cloudformation:us-west-2:123456789012:changeSet/
SampleChangeSet/1a2345b6-0000-00a0-a123-00abc@abc000",
"payload": "https://s3...... "
},
"requestContext": {
"invocation": 1,
"callbackContext": null

LT R TpayloadR"flrequestData.payload :

template: 'Resources:\n' +
' DynamoDBTable:\n' +
! Type: AWS::DynamoDB::Table\n' +
! Properties:\n' +
! AttributeDefinitions:\n' +
! - AttributeName: "PK"\n' +
! AttributeType: "S"\n' +
! BillingMode: "PAY_PER_REQUEST"\n' +
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KeySchema:\n' +

! - AttributeName: "PK"\n' +

! KeyType: "HASH"\n' +

PointInTimeRecoverySpecification:\n' +
PointInTimeRecoveryEnabled: false\n' +

' NewSQSQueue:\n' +

! Type: AWS::SQS::Queue\n' +

! Properties:\n' +

QueueName: "NewCoolQueue"',
changedResources: [

{
logicalResourceId: 'SQSQueue’,
resourceType: 'AWS::SQS::Queue'’,
action: 'DELETE',
lineNumber: null,
beforeContext: '{"Properties":{"QueueName":"CoolQueue"}}"',
afterContext: null
.
{
logicalResourcelId: 'NewSQSQueue',
resourceType: 'AWS::SQS::Queue’,
action: 'CREATE',
lineNumber: 14,
beforeContext: null,
afterContext: '{"Properties":{'"QueueName":"NewCoolQueue"}}'
.
{

logicalResourceId: 'DynamoDBTable',

resourceType: 'AWS::DynamoDB::Table',

action: 'UPDATE',

lineNumber: 2,

beforeContext: '{"Properties":
{"BillingMode" :"PAY_PER_REQUEST", "AttributeDefinitions":
[{"AttributeType":"S","AttributeName":"PK"}], "KeySchema":
[{"KeyType":"HASH", "AttributeName":"PK"}]1}}"',

afterContext: '{"Properties":
{"BillingMode" :"PAY_PER_REQUEST", "PointInTimeRecoverySpecification":
{"PointInTimeRecoveryEnabled":"false"}, "AttributeDefinitions":
[{"AttributeType":"S","AttributeName":"PK"}], "KeySchema":
[{"KeyType":"HASH", "AttributeName":"PK"}]1}}"'

}
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ATFEZEEREN Lambda BEURHI

LT REIZR—IMIENEE , e TEEREREERAE , BHAANEESNER , RBERE a 2513
N 2 B fl 2 5 B 8 1 SUCCESS,

Node.js

export const handler = async (event, context) => {
var payloadUrl = event?.requestData?.payload;
var response = {
"hookStatus": "SUCCESS",
"message": "Change set changes are compliant",
"clientRequestToken": event.clientRequestToken
};
try {
const changeSetHookPayloadRequest = await fetch(payloadUrl);
const changeSetHookPayload = await changeSetHookPayloadRequest.json();
const changes = changeSetHookPayload.changedResources || [];
for(const change of changes) {
var beforeContext = {};
var afterContext = {};
if(change.beforeContext) {
beforeContext = JSON.parse(change.beforeContext);
}
if(change.afterContext) {
afterContext = JSON.parse(change.afterContext);
}
console.log(beforeContext)
console.log(afterContext)
// Evaluate Change here
}
} catch (error) {
console.log(error);
response.hookStatus = "FAILED";
response.message = "Failed to evaluate change set operation.";
response.errorCode = "InternalFailure";
}
return response;

};
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Python

E& A Python , \REE S AiZrequestsf, At , BFEEELE Lambda BB ZEBSHE
HBEGF, AXESEL , H25 (AWS Lambda FRARERE) FHGIETEKRBINN . zip 22
Do

import json
import requests

def lambda_handler(event, context):
payload_url = event.get('requestData', {}).get('payload')
response = {
"hookStatus": "SUCCESS",
"message": "Change set changes are compliant",
"clientRequestToken": event.get('clientRequestToken')

try:
change_set_hook_payload_request = requests.get(payload_url)
change_set_hook_payload_request.raise_for_status() # Raises an HTTPError
for bad responses
change_set_hook_payload = change_set_hook_payload_request.json()

changes = change_set_hook_payload.get('changedResources', [])
for change in changes:
before_context = {}

after_context = {3}

if change.get('beforeContext'):
before_context = json.loads(change['beforeContext'])

if change.get('afterContext'):
after_context = json.loads(change['afterContext'])

print(before_context)
print(after_context)

# Evaluate Change here

except requests.RequestException as error:

print(error)
response[ 'hookStatus'] = "FAILED"
response[ 'message'] = "Failed to evaluate change set operation."
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response['errorCode'] = "InternalFailure"
except json.JSONDecodeError as error:
print(error)
response[ 'hookStatus'] = "FAILED"
response[ 'message'] = "Failed to parse JSON payload."
response['errorCode'] = "InternalFailure"

return response

HEZ B2 Lambda 44
E8I7 Lambda HEH# 28] , MMTERAT EREZHF :

o BRAMBEEZBET — Lambda ¥, BXREZER |, ESHRANEHCE Lambda B,
« B2 Hook WA FRAGXANERZBHINRTERE Hooke BXEZER , BZHA N
CloudFormation Hook %% IAM X [R,

. EFA AWS CLI BT A TEAHE Lambda 4 , BATFEHOEER IAM NXEHNRHRITAR
F /¥ CloudFormation i Lambda 8 EERE,

A Lambda E#H I EHNITAE
Hook £ AHITABRIRBERFPEAZ Hook FTERIRERE AWS K.

WMREMFBIE Lambda Hook , N AT LB ZI 2L A AWS EEEZEFH G ; BN , B4HEC eI
ﬂ@lo

AT 8820 @ S8 R 7R AN iR B 612 Lambda EHRIR.
PR HI AR
2R (AM AFfEm) HEAEEVEEXEREZACGHNIES  EAEAENEERBURAR,

RE , TRATSRRKIREZAINR
1. RUTREMRREH NI EER T IZ Lambda EHH IAM BE,

JSON

{
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"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "lambda:InvokeFunction",
"Resource": "arn:aws:lambda:us-west-2:123456789012:function:MyFunction"
}
]

}

2. BEEAERFNEERE , BFEN Hook KAZBBHNR, UTERT ST EANFERRE
o

JSON

{
"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"Service": [
"hooks.cloudformation.amazonaws.com"
]
}I

"Action": "sts:AssumeRole"

& K F FRBUE Lambda 44

LT EB SRR T WMAEEHINK o B0E Lambda Hook , M T8 B 72 B0E 1% 4844 B9 K 7 A (X 35 o 7]
Ao

F&

- BUE Lambda E (#5158 )

« BUE Lambda 4 ()AWS CLI

- HXAR
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BUE Lambda #43 ( #3H5 )
BUE Lambda 4 LATE BRI K P S A

1.

9.

Bk AWS BIERE|A HTE hitps://console.aws.amazon.com/cloudformat ion 3T FF
CloudFormation #&l4&

ERBIHHSMEL | EEEE Hook in AWS XiF WILE,
WMRIE RN EH R Lambda B, HATUTIRE !

 $TFF Lambda & &N EHH.

- BIEEFAT I Hook B Lambda B %k , ARERELERE, BXEZER , #5H 6lE
Lambda B¥K1E{E Lambda HEHH R IR,

MREDZBIET Lambda BHE , FHREHITT—F,

EEMNSME®RP , EF Hook,

£ EMT UELE &R pIRES, RFERE “EA Lambda’,

£ Hook B#H , IR TETZ — :

« REE—IMEIENEREEN  ZEBEWREZEPrivate: :Lambda: : 7/ 0, Bl , R H
AMyTestHook , MISEE M Hook B¥iE NPrivate: :Lambda: :MyTestHook,

- FRAUTHEINIBHTEN Hook B (tLFRA 5

# ) : Provider::ServiceName: :HookName

XF Lambda B¥ , FRMEA THIEA Lambda ¥, ERILAER -

. RS EEN SR DEERE R (ARN)
. WERARIEEEN A ARN,
T Hook Bi% , HkZEEHEHNE -

« SER-FER O, ERTEUN BRMEAR AT T AR R AR

o RIF-1ER P ERER A ITE SN TR E,

« FERE-EAFEEREMNITEITRIBNER,

- =G APl — TEH TG AP | BRI GIE, EISMIBRRAE,
ERE B ERTERAE (I, B, BIER ) FEALE Hooko

10. S FEMES | EFEHBEAMN Lambda BEOR B 83499 @ 5 = FAILED
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CloudFormation
c BEE-MAPRKHES , BATHRERITRIE, SN THEXBRURXEERLEREA,
o RW-PHLIEBREREHIT, XBHTRITFBRNEARZLBR,

1. ¥ TFHRTAE , FEREHETENA T AREN Lambda BREH IAM A, &AL
CloudFormation A FBaI RECIEZRITAR Wl EECEIEN AR,

12. ii?%jt_io
( AIi%E ) X F Hook MBS , BHITUTRE !

13.

a. ERFRFIESRD , BEWLRFRERETLLEA Hook, iX# A AR E X X IR E A
Hooko.

b. EMEZRMR , EEFENAMKRBEHTMELBRFEERNZE
- FIEMRBEMAERAR — REHMEEENTIEEATERN , F21EA Hooko
o FBERBMAMERAR — UREENTEFZFAEDLE —NEE , MFIEA Hooks

(@ Note
¥tF Cloud Control API 1 , PTG ik B F Atk B B IF LS ED TR 285
c. XTFHKRBI , £ Hook A B IS HIERRITEMHER,

XTF B8, BEEESSHHEKREN, SREEHE—/ TR ERN MR | EALED,

RAELFIERPEERN#ERT 2BA Hooko
X THERR |, B EEHERRI R B TR, HRBEARSHER LA Hook EHERR — L4 ER

HEAREY | AT, BRILALFIH A HER SN | FRE AR E A Hook,
X TFH#KAR  FREEXEKN IAM A&7 Hook B A 22 REERISE#HK.
NTF Include , BE—NHZ IAM B ARNs RENL X LA BREKNMK, REHX

LA ENNERRES 2B Hook.
X FHEBR , ARNs N EHEBRAVHERIEE - HZ N IAM B8, Hook HEREEARED

HYStEAR 2 SN PR A AR I A

14. ii?%jt_io
15. & "BEEAHE REHL , EFENEE, EHTER , TEMXHBIERRE.

16. HERIFHERMER | BEE BURHES",

B5E Lambda 344



CloudFormation Hooks F 6/

BUE Lambda 44 ()JAWS CLI

ERERECH |, FHRINEZERIE Lambda BREFG A Ttk Hook BITAR., BXEZEER | ES
1% 812 Lambda BIECKR 1T Lambda FEHRRIRF AN Lambda EHBIERITAG,

BUE Lambda HEH#AEEZNIK S R EA (JAWS CLI

1. EFFRBUE Hook , EEMA L Tactivate-typetn s , AENBEEER SR, LSRN Hook
FEREH AWS Ik FIEERITAE,

aws cloudformation activate-type --type HOOK \
--type-name AWS::Hooks::LambdaHook \
--publisher-id aws-hooks \
--execution-role-arn arn:aws:iam::123456789012:role/my-execution-role \
--type-name-alias Private::Lambda: :MyTestHook \
--region us-west-2

2. EZERBEUE Hook , /£ JSON BLE M HX H#1TEE.

EAcatir TRIRZEBUT LM JSON X, BXESEER , B2H EHERERWELSE,

$ cat > config.json
{
"CloudFormationConfiguration": {
"HookConfiguration": {
"HookInvocationStatus": "ENABLED",
"TargetOperations": [
"CLOUD_CONTROL"
1,
"FailureMode": "WARN",
"Properties": {
"LambdaFunction": "arn:aws:lambda:us-
west-2:123456789012: function:MyFunction"
},
"TargetFilters": {
"Actions": [
"CREATE",
"UPDATE",
"DELETE"
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}

+ HookInvocationStatus : REENABLEDN A /5 S,
« TargetOperations : $E7E Hook JF i1,
 FailureMode : iREN FAIL 3 WARN,
 LambdaFunction : £ Lambda B ##J ARN,

« TargetFilters : #EEMEA Hook MWIRIERE,

3. fEALL T set-type-configurationip AR GBI JSON XHRPARE, AENBFEEZSREM
o

aws cloudformation set-type-configuration \
--configuration file://config.json \
--type-arn "arn:aws:cloudformation:us-west-2:123456789012:type/hook/MyTestHook" \
--region us-west-2

Sy

BNERHE T ERRE , LI RX LRGSR T U7 CloudFormation H#Eik & A AR
788 Lambda Hook, BEXEZEE , 155 (AWS CloudFormation AF#8’E) H#H
AWS::CloudFormation::LambdaHook,

BEERWKFH Lambda WAL
£ Lambda #E£8F , ATLATE Lambda 2 &1 & F 3 2 @R I Uk f H RS B & X4

£ Lambda ##H A EFE Lambda HE# B E

EEF Lambda Ef#MH BEXH

%% Lambda ## &,

EREMHFNSMA=DR | EEREEN AWS XiF,
TR,

EFRFTER Lambda B,

EENEED <,

i%#& L CloudWatch ogs kA ER BR
ERTHXEAEREEENBEES,

N o g~ wDdhd =
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8. “EREZ., AXRMNETRE Log CloudWatch s Live Trail EOH, RIFENEF , &R RIEEF
®UANXEEREE

« BAILUBEE ARMIFERER FRPRMESFEB[ROERPIMNESTIERER. LLFRR
WEHEAER  EENESSEERACENEH.

EXREEF Lambda BB BENEZELR |, FSHEEE Lambda A CloudWatch B &,

Tl BR 48K Y Lambda 44
METBEEDHEMN Lambda HEH8T | BERUT SR HEMNERIIKF IR,

EEREZRA Hook MAMEMBR , HSHEEAME A CloudFormation Hook,

.
« MIBREMK S PH Lambda 8 (#EHIE )
o MIBRIEM F A Lambda ¥ )AWS CLI

I BRIE K = B9 Lambda 43 ( #BHI1& )
fhBRAZIK 7= R Y Lambda #44

1. & AWS BEZE|A HE hitps://console.aws.amazon.com/cloudformat ion 3T FF
CloudFormation & &

ERBIMBHSME L |, %8 Hook FTE AWS XiF WLE,
NS E % FEE Hooks.

FEEHTELE , KRB EMBERE Lambda 44,

1% Hook 3530 # &% AE H ik “MIkR",

HRERTEHEINN , BAEHBHRUBIARBRIEENESNS , AR Delete,

o g kA w N

Tl B S = H 89 Lambda #£48 ()AWS CLI

(® Note

ERERES A, XACREER. BXESEE , F5H EENIKS PR ERES
(AWS CLlI),
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£ A LA T deactivate-type@n =18 M Hook , X EHMNEW K- PR, ALNSEEER SNV,

aws cloudformation deactivate-type \
--type-arn "arn:aws:cloudformation:us-west-2:123456789012:type/hook/MyTestHook" \
--region us-west-2

f£ A CloudFormation CLI F7F & B E X Hook

ATEATREFXBEN Hook FFHEHFME CloudFormation;EMRMEF ., BEART
CloudFormation Hook B945#) , AR £ Python 5 Java Fr &, Efft. Wik, EBMEAHRECH
Hook Y38/

FEBEN Hook BENEESE -
1. Bzh

EFABEN Hook , ELEM{ERA CloudFormation CLI, EE3h Hook RYIR B & HE AT L
# , &M CloudFormation CLI initir S HiEEERIEEH. BEXEZER , HZH EaEEN

CloudFormation Hooks T B
2. EH

BEEE, tMENRIEERN Hook 2289 |, EE X Hook R EEHME 1,

CloudFormation CLI £ 812543 E/ Hook AH SN N ZELEERE, FE8CHIZEAMNEIX
LEAERERFRF , UEBHEERETERNE NN ERIRA Hook IAIXEMNER. BXEZEERE , B
2% B B E M CloudFormation 344,

3. JEA

EF M Hook , iFIRRIEM Hook LUEMAFRMBRLARE=ZFY B, EsubmitiR/EFIFMER
Hooke. BEXEZELR , S [ EM B E X Hook CloudFormation,

LT ES EEMER Hook #H<EX :
a. X — EHEMEEMRE.
b. i — FEX L FARARERENEEEN,

(@ Note
Hook f## 30 ¥ /et , RZEW 3 X, AXEZEER , B M B MEERS,
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£

« FFABENX CloudFormation Hook 95 R&E 4

« B3 BENX CloudFormation Hooks T B

- E#BE X CloudFormation 44

« [EEM B E X Hook CloudFormation

« FEAREY Hook F MR B E X Hook AWS K~

« EFBEN Hook

« WEMERPEUEEM B E X Hook CloudFormation
« &% Hook XA

H CloudFormation ooks B ZR¥JiE xS &

& B E M CloudFormation Hook BY %5 )R &4
YRETLAA Java = Python FF & —1MNBE X Hook. AT RFF & BE N Hook By iR &H

Java FoREH

* Apache Maven

« JDK 17

® Note
R &7 & CloudFormation g8 175 M (CLI) B3I& A F Java B9 Hooks T B , N3k &%
M % Python 3.8 E S A, CloudFormation CLI #9 Java #E#AILLEE pip ( Python
WEEESR ) ZE , ZEHH Python 5 K.

ER &R Java Hooks 1 B 2T Hook A B |, A LA T # Java Hook 4b 252 7 /R 41 ST 4

Python 5t R%& 4
« Python 7 3.8 SRE &R

EHYRE Python Hooks T B M4 FALIERRF |, RATLA T Python Hook 4h 3252 7 R B 34
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samples/java-handlers.zip
https://www.python.org/downloads/
samples/python-handlers.zip
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FF & Hook HIBR

BT CloudFormation CreateUpdate, FlDelete## R , BMIEEEHELLT AWS
CloudFormation #4E, FiXLE124ER 1A A BRIBET B/ IAM B &1 CloudFormation SRESHITEE,

* register-type
* list-types
deregister-type

* set-type-configuration

BEXxEZEEL |, {55 H CloudFormation Hook =5 1AM R,

A Hooks X EFF X &

EF % Hook , #REIZZEZECloudFormation 4R A K& Python & Java,

E#& % CloudFormation CLI F1#XEH , BIHITUATIRE :

1. f#H Python @EE 8% % CloudFormation CLl. pip

pip3 install cloudformation-cli

2. ZR¥EMAT CloudFormation CLI # Python = Java fi#.

Python
pip3 install cloudformation-cli-python-plugin
Java

pip3 install cloudformation-cli-java-plugin

EHL CloudFormation CLI @4 , & LA A RIEIN,

Python

pip3 install --upgrade cloudformation-cli cloudformation-cli-python-plugin
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Java

pip3 install --upgrade cloudformation-cli cloudformation-cli-java-plugin

Bz BE X CloudFormation Hooks I B

BB BEEN Hooks MEME—FSRBN1ZIME ., RATEMERA CloudFormation CLI init fa S REB 3R
K EENX Hooks B,

Zinit® oREI -1 AT , 5IFETHIMERIRE , B Hooks RIFX 4, R ILERM R
KRRENL Hook IFRFEN . BXEZER |, BSH RWIEE,

EZ3) Hook B , BEHMITUUTRIE :

1. ABEGIEBF.

mkdir ~/mycompany-testing-mytesthook

2. SMEIHE R

cd ~/mycompany-testing-mytesthook

3. {#H C CloudFormation LI init fsS B3 B,
cfn init
ZSEHRELL T #H .

Initializing new project

4. Zinit@HEEFH—IES , SISEBTERMEMNRE. HIRETE , B AhLIEE Hooks T H .

Do you want to develop a new resource(xr) a module(m) or a hook(h)?

h

5. NEMEHREEA—NEWN

What's the name of your hook type?
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(Organization::Service: :Hook)

MyCompany: :Testing: :MyTestHook

6. WMRARET-—MESHM4 , WRINERZFE M. WRZRTSMESHEMS WA LUERARFEE

So MABRENESHNHRFER,

Select a language for code generation:
[1] java

[2] python38
[3] python39
(enter an integer):

7. REFENTRIESRET o

Python

( ATi& ) 1% Docker #ITIMV FTEAMNIT . EARATFEE Docker , BREZIEWILITIER/E
-

Use docker for platform-independent packaging (Y/n)?

This is highly recommended unless you are experienced with cross-platform Python
packaging.

Java

RE Java REZEMFRBERNBERKRE, SANEARIANRGEZEN , LA leE—1
VR BB

Enter a package name (empty for default 'com.mycompany.testing.mytesthook'):
Choose codegen model - 1 (default) or 2 (guided-aws):

“£R . BERNBIIWME HER T F X Hook FTER . A TR Python 3.8 B9 Hooks T B Y B
M ST 69 TR

mycompany-testing-mytesthook. json
rpdk.log
README . md
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requirements.txt
hook-role.yaml
template.yml
docs
README .md
src
_init__.py
handlers.py
models. py
target_models
aws_s3_bucket.py

(® Note
stc B RPN XHRBEENES ERCEN. ERNXHFE-EFARNERMRG, 2R
Z{Tgeneratem T AL ERFRINETI AR models. py , REXH (i ) 2EREH
SRP BB ER

#1 B E M CloudFormation 344

X B E X CloudFormation Hook #{TERE S R —NMNETFTEN Hook, EEMFEMHEEN,
Flcfn init®SEIEZBEN Hook I H A , &3 /R4HI Hook ZR# 82 JSON & A X AL

. hook-name.json

BARA A A BFRIBREERE 7B Hook WHBYIME., Hook EBRFHXESHEEATHITHNEEN
B, Bl , CREATER/EM BiriREFEApreCreatet BEF. 4 Hook BARFARS N ITICHE 2
fErt , BELEBEEFPEENABNEAR. EHEGRRERESON BN, BLUEEBR , Hln
CloudFormation A &R, AERBEHEENLRR. Hook XIFLRHKEN T H IR,

ZRMTEEHFMENNR. Bl4E Hook EEZEN ST Hook LB FIEEMNPR. CloudFormation &
FEEREEFINELZEBUNER , IR FHRENBERINR FRITESHAENNR. BEAF (M
Af) FEMMAAL , REFIEERR , XAFMATR Hook BIEMITIXLEES, CloudFormation X
LENPRSRPRE Hook A F IR EAI PR . X LEAUPRIFAL 1% 48 Hook. Hook ALERFE 7 {8 FiX LAY PR >R 5 [A]
AWS &R,

&R LAGE P LA T 2R SO E N R RORTE SR Hooko A Hook RMREEESNUNLERF, IR
EBRTIIMBERNLERRF |, BFEM Hook RN ERFE 2 FHIBR. AXREHNESZFME
B, BEREMIEE,
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"typeName":"MyCompany: :Testing: :MyTestHook",
"description":"Verifies S3 bucket and SQS queues properties before create
update",
"sourceUrl":"https://mycorp.com/my-repo.git",
"documentationUrl":"https://mycorp.com/documentation",
"typeConfiguration":{
"properties":{
"minBuckets":{
"description":"Minimum number of compliant buckets",
"type":"string"
1,
"minQueues": {
"description":"Minimum number of compliant queues",
"type":"string"
1,
"encryptionAlgorithm":{
"description":"Encryption algorithm for SSE",
"default":"AES256",
"type":"string"

}
1,
"required":[
1,
"additionalProperties":false
I
"handlers":{

"preCreate": {
"targetNames":[
"AWS: :S3::Bucket",
"AWS: :SQS: :Queue"
1,

"permissions": [

.
"preUpdate":{
"targetNames": [
"AWS::S3: :Bucket",
"AWS: :SQS: :Queue"
1,

"permissions": [

and
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]

},
"preDelete": {

"targetNames":[
"AWS::S3::Bucket",

"AWS: :SQS: :Queue"

1,

"permissions": [
"s3:ListBucket",
"s3:ListAl1MyBuckets",
"s3:GetEncryptionConfiguration",
"sgs:ListQueues",
"sqs:GetQueueAttributes"”,
"sqgs:GetQueueUrl"

}
iy

"additionalProperties":false

N

FA
« {#H Java X B E X CloudFormation 443 1T 218
« i Python X B & X CloudFormation £33t 17218

£ Java 3 HE N CloudFormation 443 T E2E

¥t BE X CloudFormation Hook #{TE2#E SR BIEZ—MNHATEN Hook, EEMMBEMHENE, AHIE

5| SREM Java 3 B E X Hook BITEE,

SR A IO B RBR R

ET Java B9 Hooks 1 B fk#t T Maven pom. xml B9 SXHE 8 kB

B ERE F T pom. xmlX 4,

B E KX R (pom.xml)

<?xml version="1.0" encoding="UTF-8"7?>
<project
xmlns="http://maven.apache.org/POM/4.0.0"

xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"

BITLAT &R D | RIRABEH
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xsi:schemalLocation="http://maven.apache.org/POM/4.0.0 http://maven.apache.org/
maven-v4_0@_0.xsd">
<modelVersion>4.0.0</modelVersion>

<groupId>com.mycompany.testing.mytesthook</groupId>
<artifactId>mycompany-testing-mytesthook-handler</artifactId>
<name>mycompany-testing-mytesthook-handler</name>
<version>1.0-SNAPSHOT</version>

<packaging>jar</packaging>

<properties>
<maven.compiler.source>1.8</maven.compiler.source>
<maven.compiler.target>1.8</maven.compiler.target>
<project.build.sourceEncoding>UTF-8</project.build.sourceEncoding>
<project.reporting.outputEncoding>UTF-8</project.reporting.outputEncoding>
<aws.java.sdk.version>2.16.1</aws.java.sdk.version>
<checkstyle.version>8.36.2</checkstyle.version>
<commons-io.version>2.8.0</commons-io.version>
<jackson.version>2.11.3</jackson.version>
<maven-checkstyle-plugin.version>3.1.1</maven-checkstyle-plugin.version>
<mockito.version>3.6.0</mockito.version>
<spotbugs.version>4.1.4</spotbugs.version>
<spotless.version>2.5.0</spotless.version>
<maven-javadoc-plugin.version>3.2.0</maven-javadoc-plugin.version>
<maven-source-plugin.version>3.2.1</maven-source-plugin.version>
<cfn.generate.args/>

</properties>

<dependencyManagement>
<dependencies>
<dependency>
<groupId>software.amazon.awssdk</groupId>
<artifactId>bom</artifactId>
<version>2.16.1</version>
<type>pom</type>
<scope>import</scope>
</dependency>
</dependencies>
</dependencyManagement>

<dependencies>
<l-- https://mvnrepository.com/artifact/software.amazon.cloudformation/aws-
cloudformation-rpdk-java-plugin -->
<dependency>
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<groupId>software.amazon.cloudformation</groupId>
<artifactId>aws-cloudformation-rpdk-java-plugin</artifactId>

<version>[2.0.0,3.0.0)</version>
</dependency>

<!-- AWS Java SDK v2 Dependencies -->

<dependency>
<groupId>software.amazon.awssdk</groupId>
<artifactId>sdk-core</artifactId>

</dependency>

<dependency>
<groupId>software.amazon.awssdk</groupId>
<artifactId>cloudformation</artifactId>

</dependency>

<dependency>
<groupId>software.amazon.awssdk</groupId>
<artifactId>s3</artifactId>

</dependency>

<dependency>
<groupId>software.amazon.awssdk</groupId>
<artifactId>utils</artifactId>

</dependency>

<dependency>
<groupId>software.amazon.awssdk</groupId>
<artifactId>apache-client</artifactId>

</dependency>

<dependency>
<groupId>software.amazon.awssdk</groupId>
<artifactId>sqgs</artifactId>

</dependency>

<l-- Test dependency for Java Providers -->
<dependency>

<groupId>software.amazon.cloudformation</groupId>

<artifactId>cloudformation-cli-java-plugin-testing-support</artifactId>

<version>1.0.0</version>
</dependency>

<!-- https://mvnrepository.com/artifact/com.amazonaws/aws-java-sdk-s3 -->

<dependency>
<groupId>com.amazonaws</groupIld>
<artifactId>aws-java-sdk-s3</artifactId>
<version>1.12.85</version>

</dependency>
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<!-- https://mvnrepository.com/artifact/commons-io/commons-io -->
<dependency>
<groupId>commons-io</groupId>
<artifactId>commons-io</artifactId>
<version>${commons-io.version}</version>
</dependency>
<l-- https://mvnrepository.com/artifact/org.apache.commons/commons-lang3 -->
<dependency>
<groupld>org.apache.commons</groupId>
<artifactId>commons-lang3</artifactId>
<version>3.9</version>
</dependency>
<l-- https://mvnrepository.com/artifact/org.apache.commons/commons-collections4

<dependency>
<groupId>org.apache.commons</groupId>
<artifactId>commons-collections4</artifactId>
<version>4.4</version>

</dependency>

<!-- https://mvnrepository.com/artifact/com.google.guava/guava -->

<dependency>
<groupId>com.google.guava</groupIld>
<artifactId>gquava</artifactId>
<version>29.0-jre</version>

</dependency>

<!-- https://mvnrepository.com/artifact/com.amazonaws/aws-java-sdk-

cloudformation -->

<dependency>
<groupId>com.amazonaws</groupld>
<artifactId>aws-java-sdk-cloudformation</artifactId>
<version>1.11.555</version>
<scope>test</scope>

</dependency>

<!-- https://mvnrepository.com/artifact/commons-codec/commons-codec -->
<dependency>
<groupId>commons-codec</groupld>
<artifactId>commons-codec</artifactId>
<version>1.1l4</version>

</dependency>

<l-- https://mvnrepository.com/artifact/software.amazon.cloudformation/aws-
cloudformation-resource-schema -->

<dependency>
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<groupId>software.amazon.cloudformation</groupId>
<artifactId>aws-cloudformation-resource-schema</artifactId>
<version>[2.0.5, 3.0.0)</version>

</dependency>

<!-- https://mvnrepository.com/artifact/com.fasterxml.jackson.dataformat/

jackson-databind -->

<dependency>
<groupId>com.fasterxml. jackson.core</groupId>
<artifactId>jackson-databind</artifactId>
<version>${jackson.version}</version>

</dependency>

<l-- https://mvnrepository.com/artifact/com.fasterxml.jackson.dataformat/

jackson-dataformat-cbor -->

<dependency>
<groupId>com.fasterxml.jackson.dataformat</groupId>
<artifactId>jackson-dataformat-cbor</artifactId>
<version>${jackson.version}</version>

</dependency>

<dependency>
<groupId>com.fasterxml.jackson.datatype</groupId>
<artifactId>jackson-datatype-jsr310</artifactId>
<version>${jackson.version}</version>
</dependency>

<l-- https://mvnrepository.com/artifact/com.fasterxml.jackson.module/jackson-

modules-java8 -->

<dependency>
<groupId>com.fasterxml.jackson.module</groupId>
<artifactId>jackson-modules-java8</artifactId>
<version>${jackson.version}</version>
<type>pom</type>
<scope>runtime</scope>

</dependency>

<!l-- https://mvnrepository.com/artifact/org.json/json -->
<dependency>
<groupIld>org.json</groupId>
<artifactId>json</artifactId>
<version>20180813</version>
</dependency>
<!-- https://mvnrepository.com/artifact/com.amazonaws/aws-java-sdk-core -->
<dependency>
<groupId>com.amazonaws</groupld>
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<artifactId>aws-java-sdk-core</artifactId>
<version>1.11.1034</version>
</dependency>
<!-- https://mvnrepository.com/artifact/com.amazonaws/aws-lambda-java-core -->
<dependency>
<groupId>com.amazonaws</groupld>
<artifactId>aws-lambda-java-core</artifactId>
<version>1.2.0</version>
</dependency>
<l-- https://mvnrepository.com/artifact/com.amazonaws/aws-lambda-java-log4j2 --

<dependency>
<groupId>com.amazonaws</groupIld>
<artifactId>aws-lambda-java-log4j2</artifactId>
<version>1.2.0</version>

</dependency>

<!-- https://mvnrepository.com/artifact/com.google.code.gson/gson -->
<dependency>
<groupId>com.google.code.gson</groupId>
<artifactId>gson</artifactId>
<version>2.8.8</version>
</dependency>

<l-- https://mvnrepository.com/artifact/org.projectlombok/lombok -->
<dependency>
<groupld>org.projectlombok</groupId>
<artifactId>lombok</artifactId>
<version>1.18.4</version>
<scope>provided</scope>
</dependency>
<!-- https://mvnrepository.com/artifact/org.apache.logging.log4j/log4j-api -->
<dependency>
<groupld>org.apache.logging.log4j</groupId>
<artifactId>log4j-api</artifactId>
<version>2.17.1</version>
</dependency>
<!-- https://mvnrepository.com/artifact/org.apache.logging.log4j/log4j-core --

<dependency>
<groupld>org.apache.logging.log4j</groupId>
<artifactId>log4j-core</artifactId>
<version>2.17.1</version>
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</dependency>
<l-- https://mvnrepository.com/artifact/org.apache.logging.log4j/log4j-slfsaj-
impl -->

<dependency>
<groupld>org.apache.logging.log4j</groupId>
<artifactId>log4j-slf4j-impl</artifactId>
<version>2.17.1</version>

</dependency>

<l-- https://mvnrepository.com/artifact/org.assertj/assertj-core -->
<dependency>
<groupld>org.assertj</groupld>
<artifactId>assertj-core</artifactId>
<version>3.12.2</version>
<scope>test</scope>
</dependency>
<!-- https://mvnrepository.com/artifact/org.junit.jupiter/junit-jupiter -->
<dependency>
<groupId>org.junit.jupiter</groupIld>
<artifactId>junit-jupiter</artifactId>
<version>5.5.0-M1</version>
<scope>test</scope>
</dependency>
<!-- https://mvnrepository.com/artifact/org.mockito/mockito-core -->
<dependency>
<groupId>org.mockito</groupId>
<artifactId>mockito-core</artifactId>
<version>3.6.0</version>
<scope>test</scope>
</dependency>
<!-- https://mvnrepository.com/artifact/org.mockito/mockito-junit-jupiter -->
<dependency>
<groupId>org.mockito</groupId>
<artifactId>mockito-junit-jupiter</artifactId>
<version>3.6.0</version>
<scope>test</scope>
</dependency>
</dependencies>

<build>
<plugins>
<plugin>
<groupId>org.apache.maven.plugins</groupId>
<artifactId>maven-compiler-plugin</artifactId>
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<version>3.8.1</version>
<configuration>
<compilerArgs>
<arg>-Xlint:all, -options, -processing</arg>
</compilerArgs>
</configuration>
</plugin>
<plugin>
<groupld>org.apache.maven.plugins</groupId>
<artifactId>maven-shade-plugin</artifactId>
<version>2.3</version>
<configuration>
<createDependencyReducedPom>false</createDependencyReducedPom>
<filters>
<filter>
<artifact>*:*</artifact>
<excludes>
<exclude>**/Log4j2Plugins.dat</exclude>
</excludes>
</filter>
</filters>
</configuration>
<executions>
<execution>
<phase>package</phase>
<goals>
<goal>shade</goal>
</goals>
</execution>
</executions>
</plugin>
<plugin>
<groupId>org.codehaus.mojo</groupIld>
<artifactId>exec-maven-plugin</artifactId>
<version>1.6.0</version>
<executions>
<execution>
<id>generate</id>
<phase>generate-sources</phase>
<goals>
<goal>exec</goal>
</goals>
<configuration>
<executable>cfn</executable>
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<commandlineArgs>generate ${cfn.generate.argsl}</
commandlineArgs>
<workingDirectory>${project.basedir}</workingDirectory>
</configuration>
</execution>
</executions>
</plugin>
<plugin>
<groupId>org.codehaus.mojo</groupIld>
<artifactId>build-helper-maven-plugin</artifactId>
<version>3.0.0</version>
<executions>
<execution>
<id>add-source</id>
<phase>generate-sources</phase>
<goals>
<goal>add-source</goal>
</goals>
<configuration>
<sources>
<source>${project.basedir}/target/generated-sources/
rpdk</source>
</sources>
</configuration>
</execution>
</executions>
</plugin>
<plugin>
<groupld>org.apache.maven.plugins</groupId>
<artifactId>maven-resources-plugin</artifactId>
<version>2.4</version>
</plugin>
<plugin>
<artifactId>maven-surefire-plugin</artifactId>
<version>3.0.0-M3</version>
</plugin>
<plugin>
<groupld>org.jacoco</groupId>
<artifactId>jacoco-maven-plugin</artifactId>
<version>0.8.4</version>
<configuration>
<excludes>
<exclude>**/BaseHookConfiguration*</exclude>
<exclude>**/BaseHookHandler*</exclude>
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<exclude>**/HookHandlerWrapper*</exclude>
<exclude>**/ResourceModel*</exclude>
<exclude>**/TypeConfigurationModel*</exclude>
<exclude>**/model/**/*</exclude>
</excludes>
</configuration>
<executions>
<execution>
<goals>
<goal>prepare-agent</goal>
</goals>
</execution>
<execution>
<id>report</id>
<phase>test</phase>
<goals>
<goal>report</goal>
</goals>
</execution>
<execution>
<id>jacoco-check</id>
<goals>
<goal>check</goal>
</goals>
<configuration>
<rules>
<rule>
<element>PACKAGE</element>
<limits>
<limit>
<counter>BRANCH</counter>
<value>COVEREDRATIO</value>
<minimum>0.8</minimum>
</limit>
<limit>
<counter>INSTRUCTION</counter>
<value>COVEREDRATIO</value>
<minimum>0.8</minimum>
</limit>
</limits>
</rule>
</rules>
</configuration>
</execution>
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</executions>
</plugin>
</plugins>
<resources>
<resource>
<directory>${project.basedir}</directory>
<includes>
<include>mycompany-testing-mytesthook.json</include>
</includes>
</resource>
<resource>
<directory>${project.basedir}/target/loaded-target-schemas</directory>
<includes>
<include>**/* json</include>
</includes>
</resource>
</resources>
</build>
</project>

$F245 £ Hook TIE A

4 RAREY Hook B ‘@, CloudFormation CLI SIZZ=MABREFEE , XEERETT N T Hook #SEH
ENHBRETREHHHEE Hook BI1E,

cfn generate
Zan R E A T

Generated files for MyCompany::Testing::MyTestHook

(® Note
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logger.log("Internal testing Hook triggered for target: " +
request.getHookContext().getTargetName());

CloudFormation CLI 24 R — 1M EEH B Java IR (Java POJO), AT RAEKKHH R
fBIAWS : : S3: :Bucketo

Example awss3 .java BucketTargetModel

package com.mycompany.testing.mytesthook.model.aws.s3.bucket;

import...

@Data

@NoArgsConstructor

@EqualsAndHashCode(callSuper = true)

@ToString(callSuper = true)

@JsonAutoDetect(fieldVisibility = Visibility.ANY, getterVisibility = Visibility.NONE,
setterVisibility = Visibility.NONE)

public class AwsS3BucketTargetModel extends ResourceHookTargetModel<AwsS3Bucket> {

@JsonIgnore
private static final TypeReference<AwsS3Bucket> TARGET_REFERENCE =
new TypeReference<AwsS3Bucket>() {3};

@JsonIgnore
private static final TypeReference<AwsS3BucketTargetModel> MODEL_REFERENCE =
new TypeReference<AwsS3BucketTargetModel>() {3};

@JsonIgnore
public static final String TARGET_TYPE_NAME = "AWS::S3::Bucket";

@JsonIgnore
public TypeReference<AwsS3Bucket> getHookTargetTypeReference() {
return TARGET_REFERENCE;

@JsonIgnore
public TypeReference<AwsS3BucketTargetModel> getTargetModelTypeReference() {
return MODEL_REFERENCE;
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}

Example AwsS3Bucket.java

package com.mycompany.testing.mytesthook.model.aws.s3.bucket;

import

@Data

@Builder

@AllArgsConstructor

@NoArgsConstructor

@EqualsAndHashCode(callSuper = true)

@ToString(callSuper = true)

@JsonAutoDetect(fieldVisibility = Visibility.ANY, getterVisibility = Visibility.NONE,

setterVisibility = Visibility.NONE)

public class AwsS3Bucket extends ResourceHookTarget {
@JsonIgnore
public static final String TYPE_NAME = "AWS::S3::Bucket";

@JsonIgnore
public static final String IDENTIFIER_KEY_ID = "/properties/Id";

@JsonProperty("InventoryConfigurations")
private List<InventoryConfiguration> inventoryConfigurations;

@JsonProperty("WebsiteConfiguration")
private WebsiteConfiguration websiteConfiguration;

@JsonProperty("DualStackDomainName")
private String dualStackDomainName;

@JsonProperty("AccessControl")
private String accessControl;

@JsonProperty("AnalyticsConfigurations")
private List<AnalyticsConfiguration> analyticsConfigurations;

@JsonProperty("AccelerateConfiguration")
private AccelerateConfiguration accelerateConfiguration;

@JsonProperty("PublicAccessBlockConfiguration")

EEEY 84



CloudFormation

Hooks F 6/

private PublicAccessBlockConfiguration publicAccessBlockConfiguration;

@JsonProperty("BucketName")
private String bucketName;

@JsonProperty('"RegionalDomainName")
private String regionalDomainName;

@JsonProperty("OwnershipControls")
private OwnershipControls ownershipControls;

@JsonProperty("ObjectLockConfiguration")
private ObjectLockConfiguration objectLockConfiguration;

@JsonProperty("ObjectLockEnabled")
private Boolean objectLockEnabled;

@JsonProperty('"LoggingConfiguration")
private LoggingConfiguration loggingConfiguration;

@JsonProperty("ReplicationConfiguration")
private ReplicationConfiguration replicationConfiguration;

@JsonProperty("Tags")
private List<Tag> tags;

@JsonProperty("DomainName")
private String domainName;

@JsonProperty("BucketEncryption")
private BucketEncryption bucketEncryption;

@JsonProperty("WebsiteURL")
private String websiteURL;

@JsonProperty("NotificationConfiguration")
private NotificationConfiguration notificationConfiguration;

@JsonProperty("LifecycleConfiguration")
private LifecycleConfiguration lifecycleConfiguration;

@JsonProperty("VersioningConfiguration")
private VersioningConfiguration versioningConfiguration;
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@JsonProperty("MetricsConfigurations")
private List<MetricsConfiguration> metricsConfigurations;

@JsonProperty("IntelligentTieringConfigurations")
private List<IntelligentTieringConfiguration> intelligentTieringConfigurations;

@JsonProperty("CorsConfiguration")
private CorsConfiguration corsConfiguration;

@JsonProperty("Id")
private String id;

@JsonProperty("Arn")
private String azrn;

@JsonIgnore
public JSONObject getPrimaryIdentifier() {
final JSONObject identifier = new JSONObject();
if (this.getId() != null) {
identifier.put(IDENTIFIER_KEY_ID, this.getId());

// only return the identifier if it can be used, i.e. if all components are
present
return identifier.length() == 1 ? identifier : null;

@JsonIgnore

public List<JSONObject> getAdditionalIldentifiers() {
final List<JSONObject> identifiers = new ArraylList<JSONObject>();
// only return the identifiers if any can be used
return identifiers.isEmpty() ? null : identifiers;

Example BucketEncryption.java

package software.amazon.testing.mytesthook.model.aws.s3.bucket;

import ...

@Data
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@Builder
@AllArgsConstructor
@NoArgsConstructor
@JsonAutoDetect(fieldVisibility = Visibility.ANY, getterVisibility = Visibility.NONE,
setterVisibility = Visibility.NONE)
public class BucketEncryption {
@JsonProperty("ServerSideEncryptionConfiguration")
private List<ServerSideEncryptionRule> serverSideEncryptionConfiguration;

Example ServerSideEncryptionRule.java

package com.mycompany.testing.mytesthook.model.aws.s3.bucket;

import

@Data
@Builder
@AllArgsConstructor
@NoArgsConstructor
@JsonAutoDetect(fieldVisibility = Visibility.ANY, getterVisibility = Visibility.NONE,
setterVisibility = Visibility.NONE)
public class ServerSideEncryptionRule {
@JsonProperty("BucketKeyEnabled")
private Boolean bucketKeyEnabled;

@JsonProperty("ServerSideEncryptionByDefault")
private ServerSideEncryptionByDefault serverSideEncryptionByDefault;

Example ServerSideEncryptionByDefault.java

package com.mycompany.testing.mytesthook.model.aws.s3.bucket;
import
@Data

@Builder
@AllArgsConstructor
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@NoArgsConstructor
@JsonAutoDetect(fieldVisibility = Visibility.ANY, getterVisibility = Visibility.NONE,
setterVisibility = Visibility.NONE)
public class ServerSideEncryptionByDefault {
@JsonProperty("SSEAlgorithm")
private String sSEAlgorithm;

@JsonProperty("KMSMasterKeyID")
private String kMSMasterKeyID;
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2. AUTRBE#ClientBuilder.javaXHH£IBRA.

Example ClientBuilder.java

package com.awscommunity.kms.encryptionsettings;

import software.amazon.awssdk.services.ec2.Ec2Client;
import software.amazon.cloudformation.HookLambdaWrapper;

/**
* Describes static HTTP clients (to consume less memory) for API calls that
* this hook makes to a number of AWS services.
*/

public final class ClientBuilder {

private ClientBuilder() {
}

/**
* Create an HTTP client for Amazon EC2.

*

* @return Ec2Client An {e@link Ec2Client} object.
*/
public static Ec2Client getEc2Client() {
return
Ec2Client.builder().httpClient(HookLambdaWrapper .HTTP_CLIENT).build();
}

Xt APl ERERBEH TR

1. EIDE# , T Fsrc/main/java/com/mycompany/testing/mytesthook 34 & &
MTranslator.javaX#.

2. ALUTRBE#Translator.javaXHFH£IBRA,

Example Translator.java

package com.mycompany.testing.mytesthook;

import software.amazon.awssdk.services.s3.model.GetBucketEncryptionRequest;
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import software.amazon.awssdk.services.s3.model.ListBucketsRequest;
import software.amazon.awssdk.services.sqs.model.ListQueuesRequest;
import software.amazon.cloudformation.proxy.hook.targetmodel.HookTargetModel;

/**
* This class is a centralized placeholder for
* - api request construction
* - object translation to/from aws sdk
*/

public class Translator {

static ListBucketsRequest translateTolListBucketsRequest(final HookTargetModel
targetModel) {
return ListBucketsRequest.builder().build();

static ListQueuesRequest translateTolListQueuesRequest(final String nextToken) {
return ListQueuesRequest.builder().nextToken(nextToken).build();

static ListBucketsRequest createlListBucketsRequest() {
return ListBucketsRequest.builder().build();

static ListQueuesRequest createlListQueuesRequest() {
return createlistQueuesRequest(null);

static ListQueuesRequest createlListQueuesRequest(final String nextToken) {
return ListQueuesRequest.builder().nextToken(nextToken).build();

static GetBucketEncryptionRequest createGetBucketEncryptionRequest(final String
bucket) {
return GetBucketEncryptionRequest.builder().bucket(bucket).build();
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KU A BIRE A

1. FEIDE & , T Fsrc/main/java/com/mycompany/testing/mytesthook 3 #X
#IAbstractTestBase.javaX .

2. BAUTRBE#AbstractTestBase.javaXHFHE£IPRR.

Example Translator.java

package com.mycompany.testing.mytesthook;

import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import

import
import
import
import
import

import

com.google.common.collect.ImmutableMap;
org.mockito.Mockito;

software.
software.
software.
software.
software.
software.
software.
software.
software.
software.
software.
software.
software.
software.
software.

amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
.cloudformation.proxy.LoggerProxy;
amazon.

amazon

amazon.
amazon.
amazon.

awssdk.
awssdk.
awssdk.
awssdk.
.awscore.AwsRequestOverrideConfiguration;
awssdk.

awssdk

awssdk.
awssdk.

auth.credentials.AwsCredentialsProvider;
auth.credentials.AwsSessionCredentials;
auth.credentials.StaticCredentialsProvider;
awscore.AwsRequest;

awscore.AwsResponse;
core.SdkClient;
core.pagination.sync.SdkIterable;

cloudformation.proxy.AmazonWebServicesClientProxy;
cloudformation.proxy.Credentials;

cloudformation.proxy.OperationStatus;
cloudformation.proxy.ProgressEvent;
cloudformation.proxy.ProxyClient;
cloudformation.proxy.hook.targetmodel.HookTargetModel;

javax.annotation.Nonnull;

java.time.Duration;

java.util.concurrent.CompletableFuture;
java.util.function.Function;
java.util.function.Supplier;

static org.assertj.core.api.Assertions.assertThat;

@lombok.Getter
public class AbstractTestBase {
protected final AwsSessionCredentials awsSessionCredential;
protected final AwsCredentialsProvider v2CredentialsProvider;
protected final AwsRequestOverrideConfiguration configuration;
protected final LoggerProxy loggerProxy;
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protected final Supplier<Long> awsLambdaRuntime = () ->
Duration.ofMinutes(15).toMillis();
protected final AmazonWebServicesClientProxy proxy;
protected final Credentials mockCredentials =
new Credentials("mockAccessId", "mockSecretKey", "mockSessionToken");

@lombok.Setter
private SdkClient serviceClient;

protected AbstractTestBase() {
loggerProxy = Mockito.mock(LoggerProxy.class);
awsSessionCredential =
AwsSessionCredentials.create(mockCredentials.getAccessKeyId(),
mockCredentials.getSecretAccessKey(),
mockCredentials.getSessionToken());
v2CredentialsProvider =
StaticCredentialsProvider.create(awsSessionCredential);
configuration = AwsRequestOverrideConfiguration.builder()
.credentialsProvider(v2CredentialsProvider)
.build();
proxy = new AmazonWebServicesClientProxy(
loggerProxy,
mockCredentials,
awsLambdaRuntime
) {
@Override
public <ClientT> ProxyClient<ClientT> newProxy(@Nonnull
Supplier<ClientT> client) {
return new ProxyClient<ClientT>() {
@Override
public <RequestT extends AwsRequest, ResponseT extends
AwsResponse>
ResponseT injectCredentialsAndInvokeV2(RequestT request,
Function<RequestT,
ResponseT> requestFunction) {
return proxy.injectCredentialsAndInvokeV2(request,
requestFunction);

@Override
public <RequestT extends AwsRequest, ResponseT extends
AwsResponse> CompletableFuture<ResponseT>
injectCredentialsAndInvokeV2Async(RequestT request,
Function<RequestT, CompletableFuture<ResponseT>> requestFunction) {
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return proxy.injectCredentialsAndInvokeV2Async(request,
requestFunction);

@Override
public <RequestT extends AwsRequest, ResponseT extends
AwsResponse, IterableT extends SdkIterable<ResponseT>>
IterableT
injectCredentialsAndInvokeIterableV2(RequestT request,
Function<RequestT, IterableT> requestFunction) {
return proxy.injectCredentialsAndInvokeIterableV2(request,
requestFunction);

@SuppressWarnings("unchecked")
@Override
public ClientT client() {

return (ClientT) serviceClient;

};

};

protected void assertResponse(final ProgressEvent<HookTargetModel,

CallbackContext> response, final OperationStatus expectedStatus, final String

expectedMsg) {
assertThat(response).isNotNull();
assertThat(response.getStatus()).isEqualTo(expectedStatus);
assertThat(response.getCallbackContext()).isNull();
assertThat(response.getCallbackDelaySeconds()).isEqualTo(Q);
assertThat(response.getMessage()).isNotNull();
assertThat(response.getMessage()).isEqualTo(expectedMsg);

protected HookTargetModel createHookTargetModel(final Object
resourceProperties) {
return HookTargetModel.of(ImmutableMap.of("ResourceProperties"”,
resourceProperties));

}

protected HookTargetModel createHookTargetModel(final Object
resourceProperties, final Object previousResourceProperties) {
return HookTargetModel.of(
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ImmutableMap.of(
"ResourceProperties", resourceProperties,
"PreviousResourceProperties", previousResourceProperties

);

KA ERFF

1. FE IDE & , T Fsrc/main/java/com/mycompany/testing/mytesthook 34X
#IBaseHookHandlerStd. java3X .

2. ALUTRBE#BaseHookHandlerStd. javaX#HH AR,

Example Translator.java

package com.mycompany.testing.mytesthook;

import com.mycompany.testing.mytesthook.model.aws.s3.bucket.AwsS3Bucket;
import com.mycompany.testing.mytesthook.model.aws.sqgs.queue.AwsSqsQueue;
import software.amazon.awssdk.services.s3.S3Client;

import software.amazon.awssdk.services.sqgs.SqsClient;

import software.amazon.cloudformation.exceptions.UnsupportedTargetException;
import software.amazon.cloudformation.proxy.AmazonWebServicesClientProxy;
import software.amazon.cloudformation.proxy.Logger;

import software.amazon.cloudformation.proxy.ProgressEvent;

import software.amazon.cloudformation.proxy.ProxyClient;

import software.amazon.cloudformation.proxy.hook.HookHandlerRequest;

import software.amazon.cloudformation.proxy.hook.targetmodel.HookTargetModel;

public abstract class BaseHookHandlerStd extends BaseHookHandler<CallbackContext,
TypeConfigurationModel> {
public static final String HOOK_TYPE_NAME = "MyCompany::Testing: :MyTestHook";

protected Logger logger;

@Override

public ProgressEvent<HookTargetModel, CallbackContext> handleRequest(
final AmazonWebServicesClientProxy proxy,
final HookHandlerRequest request,
final CallbackContext callbackContext,
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final Logger logger,
final TypeConfigurationModel typeConfiguration

) {
this.logger = logger;

final String targetName = request.getHookContext().getTargetName();
final ProgressEvent<HookTargetModel, CallbackContext> result;

if (AwsS3Bucket.TYPE_NAME.equals(targetName)) {
result = handleS3BucketRequest(

proxy,
request,
callbackContext != null ? callbackContext : new
CallbackContext(),
proxy.newProxy(ClientBuilder::createS3Client),
typeConfiguration
);

} else if (AwsSqgsQueue.TYPE_NAME.equals(targetName)) {
result = handleSqgsQueueRequest(

proxy,
request,
callbackContext != null ? callbackContext : new
CallbackContext(),
proxy.newProxy(ClientBuilder::createSqsClient),
typeConfiguration
);
} else {
throw new UnsupportedTargetException(targetName);
}
log(

String.format(
"Result for [%s] invocation for target [%s] returned status [%s]
with message [%s]",
request.getHookContext().getInvocationPoint(),
targetName,
result.getStatus(),
result.getMessage()

);

return result;
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protected abstract ProgressEvent<HookTargetModel, CallbackContext>

handleS3BucketRequest(
final AmazonWebServicesClientProxy proxy,
final HookHandlerRequest request,
final CallbackContext callbackContext,
final ProxyClient<S3Client> proxyClient,
final TypeConfigurationModel typeConfiguration
);

protected abstract ProgressEvent<HookTargetModel, CallbackContext>

handleSqsQueueRequest(
final AmazonWebServicesClientProxy proxy,
final HookHandlerRequest request,
final CallbackContext callbackContext,
final ProxyClient<SqgsClient> proxyClient,
final TypeConfigurationModel typeConfiguration
);

protected void log(final String message) {
if (logger != null) {
logger.log(message);
} else {
System.out.println(message);

XA EpreCreatefZF

preCreatefbEBREFRIFAWS: :S3: :BucketRAWS: : SQS: : Queue BRI RS ERIMMBR B,

« TFAWS::S3::Bucket®BIR , REEHBUTHRHEA , Hook 2@ :
« Amazon S3 FHEBMEERE.
- BREZEMBZRAT Amazon S3 FHERBEA.
« 7 Amazon S3 FERRENMBE LR AENEREE,
« & AWS Key Management Service i ID BiRiE.

« XFAWS::5QS: :Queuve R , REEHRUTFHR , Hook 2B :
« % AWS Key Management Service A ID BiXiE.
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XtpreCreatelh B Fi#H T4

1. FEIDE & , $TF{uFsrc/main/java/software/mycompany/testing/mytesthook X #%
F B PreCreateHookHandler. javaX .

2. ALUTRBE#PreCreateHookHandler.javaX#H£IBRR,

package com.mycompany.testing.mytesthook;

import
import
import
import

com.mycompany.testing.mytesthook.model.

import

com.mycompany.testing.mytesthook
com.mycompany.testing.mytesthook

com.mycompany.testing.mytesthook.model

import
import
import
import
import
import
import
import
import
import
import
import

software.amazon.cloudformation.proxy.

import

com.mycompany.testing.mytesthook

.model.aws.s3.bucket.AwsS3Bucket;
.model.aws.s3.bucket.AwsS3BucketTargetModel;
com.mycompany.testing.mytesthook.

model.aws.s3.bucket.BucketEncryption;

aws.s3.bucket.ServerSideEncryptionByDefault;

.aws.s3.bucket.ServerSideEncryptionRule;
.model.aws.sqgs.queue.AwsSqsQueue;
com.mycompany.testing.mytesthook.

model.aws.sqgs.queue.AwsSqsQueueTargetModel;

org.apache.commons.collections.CollectionUtils;
org.apache.commons.lang3.StringUtils;

software.amazon.cloudformation.exceptions.UnsupportedTargetException;

software.amazon.cloudformation.proxy.HandlerErrorCode;

software.amazon.cloudformation.proxy.Logger;

software.amazon.cloudformation.proxy.AmazonWebServicesClientProxy;

software.amazon.cloudformation.proxy.hook.HookStatus;

software.amazon.cloudformation.proxy.hook.HookProgressEvent;

software.amazon.cloudformation.proxy.hook.HookHandlerRequest;

java.util.List;

hook.targetmodel.ResourceHookTargetModel;

public class PreCreateHookHandler extends BaseHookHandler<TypeConfigurationModel,
CallbackContext> {

@Override
public HookProgressEvent<CallbackContext> handleRequest(
final AmazonWebServicesClientProxy proxy,

final HookHandlerRequest request,

final CallbackContext callbackContext,

final Logger logger,

final TypeConfigurationModel typeConfiguration) {

final String targetName = request.getHookContext().getTargetName();
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if ("AWS::S3::Bucket".equals(targetName)) {
final ResourceHookTargetModel<AwsS3Bucket> targetModel =
request.getHookContext().getTargetModel (AwsS3BucketTargetModel.class);

final AwsS3Bucket bucket = targetModel.getResourceProperties();
final String encryptionAlgorithm =
typeConfiguration.getEncryptionAlgorithm();

return validateS3BucketEncryption(bucket, encryptionAlgorithm);

} else if ("AWS::SQS::Queue".equals(targetName)) {
final ResourceHookTargetModel<AwsSqsQueue> targetModel =
request.getHookContext().getTargetModel (AwsSgsQueueTargetModel.class);

final AwsSgsQueue queue = targetModel.getResourceProperties();
return validateSQSQueueEncryption(queue);

} else {
throw new UnsupportedTargetException(targetName);

private HookProgressEvent<CallbackContext> validateS3BucketEncryption(final
AwsS3Bucket bucket, final String requiredEncryptionAlgorithm) {
HookStatus resultStatus = null;
String resultMessage = null;

if (bucket !'= null) {
final BucketEncryption bucketEncryption = bucket.getBucketEncryption();
if (bucketEncryption != null) {
final List<ServerSideEncryptionRule> serverSideEncryptionRules =
bucketEncryption.getServerSideEncryptionConfiguration();
if (CollectionUtils.isNotEmpty(serverSideEncryptionRules)) {
for (final ServerSideEncryptionRule rule :
serverSideEncryptionRules) {
final Boolean bucketKeyEnabled =
rule.getBucketKeyEnabled();
if (bucketKeyEnabled) {
final ServerSideEncryptionByDefault
serverSideEncryptionByDefault = rule.getServerSideEncryptionByDefault();

final String encryptionAlgorithm =
serverSideEncryptionByDefault.getSSEAlgorithm();
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final String kmsKeyId =
serverSideEncryptionByDefault.getkKMSMasterKeyID(); // "KMSMasterKeyID" is name of
the property for an AWS::S3::Bucket;

if (!StringUtils.equals(encryptionAlgorithm,
requiredEncryptionAlgorithm) && StringUtils.isBlank(kmsKeyId)) {
resultStatus = HookStatus.FAILED;
resultMessage = "KMS Key ID not set
and SSE Encryption Algorithm is incorrect for bucket with name: " +
bucket.getBucketName();
} else if (!StringUtils.equals(encryptionAlgorithm,
requiredEncryptionAlgorithm)) {
resultStatus = HookStatus.FAILED;
resultMessage = "SSE Encryption Algorithm is
incorrect for bucket with name: " + bucket.getBucketName();
} else if (StringUtils.isBlank(kmsKeyId)) {
resultStatus = HookStatus.FAILED;
resultMessage = "KMS Key ID not set for bucket with

name: " + bucket.getBucketName();
} else {
resultStatus = HookStatus.SUCCESS;
resultMessage = "Successfully invoked
PreCreateHookHandler for target: AWS::S3::Bucket";
}
} else {

resultStatus = HookStatus.FAILED;
resultMessage = "Bucket key not enabled for bucket with

name: " + bucket.getBucketName();
}
if (resultStatus == HookStatus.FAILED) {
break;
}
}
} else {
resultStatus = HookStatus.FAILED;
resultMessage = "No SSE Encryption configurations for bucket
with name: " + bucket.getBucketName();
}
} else {
resultStatus = HookStatus.FAILED;
resultMessage = "Bucket Encryption not enabled for bucket with
name: " + bucket.getBucketName();

}
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} else {
resultStatus = HookStatus.FAILED;
resultMessage = "Resource properties for S3 Bucket target model are
empty";
}

return HookProgressEvent.<CallbackContext>builder()
.status(resultStatus)
.message(resultMessage)
.errorCode(resultStatus == HookStatus.FAILED ?
HandlerErrorCode.ResourceConflict : null)
.build();

private HookProgressEvent<CallbackContext> validateSQSQueueEncryption(final
AwsSqsQueue queue) {
if (queue == null) {
return HookProgressEvent.<CallbackContext>builder()
.status(HookStatus.FAILED)
.message("Resource properties for SQS Queue target model are
empty")
.errorCode(HandlerErrorCode.ResourceConflict)
.build();

final String kmsKeyId = queue.getKmsMasterKeyId(); // "KmsMasterKeyId" is
name of the property for an AWS::SQS::Queue
if (StringUtils.isBlank(kmsKeyId)) {
return HookProgressEvent.<CallbackContext>builder()
.status(HookStatus.FAILED)
.message("Server side encryption turned off for queue with
name: " + queue.getQueueName())
.errorCode(HandlerErrorCode.ResourceConflict)
.build();

return HookProgressEvent.<CallbackContext>builder()
.status(HookStatus.SUCCESS)
.message("Successfully invoked PreCreateHookHandler for target:
AWS: :SQS: :Queue™)
.build();
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E#ipreCreatelllid

1. FEIDE & , $TF{uFsrc/test/java/software/mycompany/testing/mytesthook X #%
FHPreCreateHandlerTest. javaX .

2. ALUTRBE#PreCreateHandlerTest.javaXHH£IBRR,

package com.mycompany.testing.mytesthook;

import com.google.common.collect.ImmutableMap;
import com.mycompany.testing.mytesthook.model.aws.s3.bucket.AwsS3Bucket;
import com.mycompany.testing.mytesthook.model.aws.s3.bucket.BucketEncryption;

import

com.mycompany.testing.mytesthook.model.aws.s3.bucket.ServerSideEncryptionByDefault;

import

com.mycompany.testing.mytesthook.model.aws.s3.bucket.ServerSideEncryptionRule;
mycompany.testing.mytesthook.model.aws.sqs.queue.AwsSqsQueue;
junit.jupiter.api.BeforeEach;

import
import
import
import
import
import
import
import
import
import
import
import
import
import
import

import
import

import
import
import

com.
org.
org.
.junit.jupiter.api.extension.ExtendWith;

org

org.
org.

junit.jupiter.api.Test;

mockito.Mock;

mockito.junit.jupiter.MockitoExtension;

software.amazon.cloudformation.
software.amazon.cloudformation.
software.amazon.cloudformation.
software.amazon.cloudformation.
software.amazon.cloudformation.
software.amazon.cloudformation.
software.amazon.cloudformation.
software.amazon.cloudformation.
software.amazon.cloudformation.

java.util.Collections;
java.util.Map;

exceptions.UnsupportedTargetException;
proxy.AmazonWebServicesClientProxy;
proxy.HandlerErrorCode;

proxy.Logger;

proxy.hook.HookContext;
proxy.hook.HookHandlerRequest;
proxy.hook.HookProgressEvent;
proxy.hook.HookStatus;
proxy.hook.targetmodel.HookTargetModel;

static org.assertj.core.api.Assertions.assertThat;
static org.assertj.core.api.Assertions.assertThatExceptionOfType;
static org.mockito.Mockito.mock;

@ExtendWith(MockitoExtension.class)
public class PreCreateHookHandlerTest {

@Mock
private AmazonWebServicesClientProxy proxy;
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@Mock
private Logger logger;

@BeforeEach

public void setup() {
proxy = mock(AmazonWebServicesClientProxy.class);
logger = mock(Logger.class);

@Test
public void handleRequest_awsSqsQueueSuccess() {
final PreCreateHookHandler handler = new PreCreateHookHandler();

final AwsSgsQueue queue = buildSqsQueue("MyQueue", "KmsKey");

final HookTargetModel targetModel = createHookTargetModel(queue);

final TypeConfigurationModel typeConfiguration =
TypeConfigurationModel.builder().encryptionAlgorithm("AES256").build();

final HookHandlerRequest request = HookHandlerRequest.buildexr()

.hookContext(HookContext.builder().targetName("AWS: :SQS::Queue").targetModel(targetModel).
.build();

final HookProgressEvent<CallbackContext> response =
handler.handleRequest(proxy, request, null, logger, typeConfiguration);
assertResponse(response, HookStatus.SUCCESS, "Successfully invoked
PreCreateHookHandler for target: AWS::SQS::Queue");
}

@Test
public void handleRequest_awsS3BucketSuccess() {
final PreCreateHookHandler handler = new PreCreateHookHandler();

final AwsS3Bucket bucket = buildAwsS3Bucket("amzn-s3-demo-bucket", true,
"AES256", "KmsKey");

final HookTargetModel targetModel = createHookTargetModel(bucket);

final TypeConfigurationModel typeConfiguration =
TypeConfigurationModel.builder().encryptionAlgorithm("AES256").build();

final HookHandlerRequest request = HookHandlerRequest.builder()

.hookContext(HookContext.builder().targetName("AWS: :S3: :Bucket").targetModel(targetModel).
Lbuild();
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final HookProgressEvent<CallbackContext> response =
handler.handleRequest(proxy, request, null, logger, typeConfiguration);
assertResponse(response, HookStatus.SUCCESS, "Successfully invoked
PreCreateHookHandler for target: AWS::S3::Bucket");
}

@Test
public void handleRequest_awsS3BucketFail_bucketKeyNotEnabled() {
final PreCreateHookHandler handler = new PreCreateHookHandler();

final AwsS3Bucket bucket = buildAwsS3Bucket('"amzn-s3-demo-bucket", false,
"AES256", "KmsKey");

final HookTargetModel targetModel = createHookTargetModel(bucket);

final TypeConfigurationModel typeConfiguration =
TypeConfigurationModel.builder().encryptionAlgorithm("AES256").build();

final HookHandlerRequest request = HookHandlerRequest.buildexr()

.hookContext(HookContext.builder().targetName("AWS: :S3::Bucket").targetModel(targetModel).
.build();

final HookProgressEvent<CallbackContext> response =
handler.handleRequest(proxy, request, null, logger, typeConfiguration);

assertResponse(response, HookStatus.FAILED, "Bucket key not enabled for
bucket with name: amzn-s3-demo-bucket");

}

@Test
public void handleRequest_awsS3BucketFail_incorrectSSEEncryptionAlgorithm() {
final PreCreateHookHandler handler = new PreCreateHookHandler();

final AwsS3Bucket bucket = buildAwsS3Bucket("amzn-s3-demo-bucket", true,
""SHA512", "KmsKey");

final HookTargetModel targetModel = createHookTargetModel(bucket);

final TypeConfigurationModel typeConfiguration =
TypeConfigurationModel.builder().encryptionAlgorithm("AES256").build();

final HookHandlerRequest request = HookHandlerRequest.builder()

.hookContext(HookContext.builder().targetName("AWS: :S3: :Bucket").targetModel(targetModel).
Lbuild();
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final HookProgressEvent<CallbackContext> response =
handler.handleRequest(proxy, request, null, logger, typeConfiguration);

assertResponse(response, HookStatus.FAILED, "SSE Encryption Algorithm is
incorrect for bucket with name: amzn-s3-demo-bucket");

}

@Test
public void handleRequest_awsS3BucketFail_kmsKeyIdNotSet() {
final PreCreateHookHandler handler = new PreCreateHookHandler();

final AwsS3Bucket bucket = buildAwsS3Bucket("amzn-s3-demo-bucket", true,
"AES256", null);

final HookTargetModel targetModel = createHookTargetModel(bucket);

final TypeConfigurationModel typeConfiguration =
TypeConfigurationModel.builder().encryptionAlgorithm("AES256").build();

final HookHandlerRequest request = HookHandlerRequest.builder()

.hookContext(HookContext.builder().targetName("AWS: :S3::Bucket").targetModel(targetModel).
.build();

final HookProgressEvent<CallbackContext> response =
handler.handleRequest(proxy, request, null, logger, typeConfiguration);

assertResponse(response, HookStatus.FAILED, "KMS Key ID not set for bucket
with name: amzn-s3-demo-bucket");

}

@Test
public void handleRequest_awsSqsQueueFail_serverSideEncryptionOff() {
final PreCreateHookHandler handler = new PreCreateHookHandler();

final AwsSqsQueue queue = buildSgsQueue("MyQueue", null);

final HookTargetModel targetModel = createHookTargetModel(queue);

final TypeConfigurationModel typeConfiguration =
TypeConfigurationModel.builder().encryptionAlgorithm("AES256").build();

final HookHandlerRequest request = HookHandlerRequest.builder()

.hookContext(HookContext.builder().targetName("AWS: :5SQS: :Queue").targetModel(targetModel).
Lbuild();

final HookProgressEvent<CallbackContext> response =
handler.handleRequest(proxy, request, null, logger, typeConfiguration);
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assertResponse(response, HookStatus.FAILED, "Server side encryption turned
off for queue with name: MyQueue");

}

@Test
public void handleRequest_unsupportedTarget() {
final PreCreateHookHandler handler = new PreCreateHookHandler();

final Map<String, Object> unsupportedTarget =
ImmutableMap.of("ResourceName", "MyUnsupportedTarget");

final HookTargetModel targetModel =
createHookTargetModel (unsupportedTarget);

final TypeConfigurationModel typeConfiguration =
TypeConfigurationModel.builder().encryptionAlgorithm("AES256").build();

final HookHandlerRequest request = HookHandlerRequest.builder()

.hookContext(HookContext.builder().targetName("AWS: :Unsupported: :Target").targetModel(targ
.build();

assertThatExceptionOfType(UnsupportedTargetException.class)

.isThrownBy(() -> handler.handleRequest(proxy, request, null,

logger, typeConfiguration))
.withMessageContaining("Unsupported target")
.withMessageContaining("AWS: :Unsupported: :Target")
.satisfies(e ->

assertThat(e.getErrorCode()).isEqualTo(HandlerErrorCode.InvalidRequest));

}

private void assertResponse(final HookProgressEvent<CallbackContext> response,

final HookStatus expectedStatus, final String expectedErrorMsg) {
assertThat(response).isNotNull();
assertThat(response.getStatus()).isEqualTo(expectedStatus);
assertThat(response.getCallbackContext()).isNull();
assertThat(response.getCallbackDelaySeconds()).isEqualTo(Q);
assertThat(response.getMessage()).isNotNull();
assertThat(response.getMessage()).isEqualTo(expectedErrorMsg);

private HookTargetModel createHookTargetModel(final Object resourceProperties)

return HookTargetModel.of(ImmutableMap.of("ResourceProperties"”,

resourceProperties));

}
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@SuppressWarnings("SameParameterValue")
private AwsSgsQueue buildSqsQueue(final String queueName, final String
kmsKeyId) {
return AwsSqsQueue.builder()
.queueName(queueName)
.kmsMasterKeyId(kmsKeyId) // "KmsMasterKeyId" is name of the
property for an AWS::SQS::Queue
.build();

@SuppressWarnings("SameParameterValue")
private AwsS3Bucket buildAwsS3Bucket(
final String bucketName,
final Boolean bucketKeyEnabled,
final String sseAlgorithm,
final String kmsKeyId
) {
return AwsS3Bucket.builder()
.bucketName(bucketName)
.bucketEncryption(
BucketEncryption.buildexr()
.serverSideEncryptionConfiguration(
Collections.singletonList(
ServerSideEncryptionRule.builder()
.bucketKeyEnabled(bucketKeyEnabled)
.serverSideEncryptionByDefault(
ServerSideEncryptionByDefault.buildexr()
.sSEAlgorithm(sseAlgorithm)
.kMSMasterKeyID(kmsKeyId) //
"KMSMasterKeyID" is name of the property for an AWS::S3::Bucket
.build()
).build()
)
).build()
).build();
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XA EpreUpdatefZF

KW —MpreUpdatebBREF , ZABEFELNEREFTHAEEEBNERREZTE.
ZpreUpdateltBREFEHATES :

o XFAWS: :S3: :Bucket®BIR , RLEEBEUTZRHEFT , Hook F BT :
« Amazon S3 TF# M F M B N2 &L s RIE K,

XtpreUpdatesb 2 F it 1T 415

1. FEIDE & , T Fsrc/main/java/software/mycompany/testing/mytesthook X # %
B PreUpdateHookHandler. javaXX .

2. AUTRBE#PreUpdateHookHandler. javaX#H£IBRA,

package com.mycompany.testing.mytesthook;

import com.mycompany.testing.mytesthook.model.aws.s3.bucket.AwsS3Bucket;

import com.mycompany.testing.mytesthook.model.aws.s3.bucket.AwsS3BucketTargetModel;

import
com.mycompany.testing.mytesthook.model.aws.s3.bucket.ServerSideEncryptionRule;

import org.apache.commons.lang3.StringUtils;

import software.amazon.cloudformation.exceptions.UnsupportedTargetException;

import software.amazon.cloudformation.proxy.HandlerErrorCode;

import software.amazon.cloudformation.proxy.Logger;

import software.amazon.cloudformation.proxy.AmazonWebServicesClientProxy;

import software.amazon.cloudformation.proxy.hook.HookStatus;

import software.amazon.cloudformation.proxy.hook.HookProgressEvent;

import software.amazon.cloudformation.proxy.hook.HookHandlerRequest;

import
software.amazon.cloudformation.proxy.hook.targetmodel.ResourceHookTargetModel;

import java.util.lList;

public class PreUpdateHookHandler extends BaseHookHandler<TypeConfigurationModel,
CallbackContext> {

@Override

public HookProgressEvent<CallbackContext> handleRequest(
final AmazonWebServicesClientProxy proxy,
final HookHandlerRequest request,
final CallbackContext callbackContext,
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final Logger logger,
final TypeConfigurationModel typeConfiguration) {

final String targetName = request.getHookContext().getTargetName();
if ("AWS::S3::Bucket".equals(targetName)) {
final ResourceHookTargetModel<AwsS3Bucket> targetModel =
request.getHookContext().getTargetModel (AwsS3BucketTargetModel.class);

final AwsS3Bucket bucketProperties =
targetModel.getResourceProperties();

final AwsS3Bucket previousBucketProperties =
targetModel.getPreviousResourceProperties();

return validateBucketEncryptionRulesNotUpdated(bucketProperties,
previousBucketProperties);
} else {
throw new UnsupportedTargetException(targetName);

private HookProgressEvent<CallbackContext>
validateBucketEncryptionRulesNotUpdated(final AwsS3Bucket resourceProperties,
final AwsS3Bucket previousResourceProperties) {
final List<ServerSideEncryptionRule> bucketEncryptionConfigs =
resourceProperties.getBucketEncryption().getServerSideEncryptionConfiguration();
final List<ServerSideEncryptionRule> previousBucketEncryptionConfigs =
previousResourceProperties.getBucketEncryption().getServerSideEncryptionConfiguration();

if (bucketEncryptionConfigs.size() !=
previousBucketEncryptionConfigs.size()) {
return HookProgressEvent.<CallbackContext>builder()
.status(HookStatus.FAILED)
.errorCode(HandlerErrorCode.NotUpdatable)
.message(
String.format(
"Current number of bucket encryption configs does not
match previous. Current has %d configs while previously there were %d configs",
bucketEncryptionConfigs.size(),
previousBucketEncryptionConfigs.size()
)
).build();

for (int i = @; i < bucketEncryptionConfigs.size(); ++i) {
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final String currentEncryptionAlgorithm =
bucketEncryptionConfigs.get(i).getServerSideEncryptionByDefault().getSSEAlgorithm();

final String previousEncryptionAlgorithm =
previousBucketEncryptionConfigs.get(i).getServerSideEncryptionByDefault().getSSEAlgorithm(

if (!StringUtils.equals(currentEncryptionAlgorithm,
previousEncryptionAlgorithm)) {
return HookProgressEvent.<CallbackContext>builder()
.status(HookStatus.FAILED)
.errorCode(HandlerErrorCode.NotUpdatable)
.message(
String.format(
"Bucket Encryption algorithm can not be changed once
set. The encryption algorithm was changed to '%s' from '%s'.",
currentEncryptionAlgorithm,
previousEncryptionAlgorithm

)
.build();

return HookProgressEvent.<CallbackContext>builder()
.status(HookStatus.SUCCESS)
.message("Successfully invoked PreUpdateHookHandler for target:
AWS: :SQS: :Queue™)
.build();

E#preUpdateilliz

1. FE£ IDE & , $TFiZsrc/main/java/com/mycompany/testing/mytesthook X #X
#PreUpdateHandlerTest.javaX4.

2. ALUTRBE#PreUpdateHandlerTest.javaXHFH£IBAR,
package com.mycompany.testing.mytesthook;
import com.google.common.collect.ImmutableMap;

import com.mycompany.testing.mytesthook.model.aws.s3.bucket.AwsS3Bucket;
import com.mycompany.testing.mytesthook.model.aws.s3.bucket.BucketEncryption;
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import

com.mycompany.testing.mytesthook.model.aws.s3.bucket.ServerSideEncryptionByDefault;

import

com.mycompany.testing.mytesthook.model.aws.s3.bucket.ServerSideEncryptionRule;

import
import
import
import
import
import
import
import
import
import
import
import
import
import

import
import

import
import
import

org.junit.jupiter.api.BeforeEach;

org.junit.jupiter.api.Test;
org.junit.jupiter.api.extension.ExtendWith;

org.mockito.Mock;

org.mockito.junit.jupiter.MockitoExtension;
software.amazon.cloudformation.exceptions.UnsupportedTargetException;
software.amazon.cloudformation.proxy.AmazonWebServicesClientProxy;
software.amazon.cloudformation.proxy.HandlerErrorCode;
software.amazon.cloudformation.proxy.Logger;
software.amazon.cloudformation.proxy.hook.HookContext;
software.amazon.cloudformation.proxy.hook.HookHandlerRequest;
software.amazon.cloudformation.proxy.hook.HookProgressEvent;
software.amazon.cloudformation.proxy.hook.HookStatus;
software.amazon.cloudformation.proxy.hook.targetmodel.HookTargetModel;

java.util.Arrays;
java.util.stream.Stream;

static org.assertj.core.api.Assertions.assertThat;
static org.assertj.core.api.Assertions.assertThatExceptionOfType;
static org.mockito.Mockito.mock;

@ExtendWith(MockitoExtension.class)

public

class PreUpdateHookHandlerTest {

@Mock
private AmazonWebServicesClientProxy proxy;

@Mock
private Logger logger;

@BeforeEach
public void setup() {

proxy = mock(AmazonWebServicesClientProxy.class);
logger = mock(Logger.class);

@Test
public void handleRequest_awsS3BucketSuccess() {

final PreUpdateHookHandler handler = new PreUpdateHookHandler();
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final ServerSideEncryptionRule serverSideEncryptionRule =
buildServerSideEncryptionRule("AES256");
final AwsS3Bucket resourceProperties = buildAwsS3Bucket("amzn-s3-demo-
bucket", serverSideEncryptionRule);
final AwsS3Bucket previousResourceProperties = buildAwsS3Bucket("amzn-s3-
demo-bucket", serverSideEncryptionRule);
final HookTargetModel targetModel =
createHookTargetModel(resourceProperties, previousResourceProperties);
final TypeConfigurationModel typeConfiguration =
TypeConfigurationModel.builder().encryptionAlgorithm("AES256").build();

final HookHandlerRequest request = HookHandlerRequest.builder()

.hookContext(HookContext.builder().targetName("AWS: :S3: :Bucket").targetModel(targetModel).
Lbuild();

final HookProgressEvent<CallbackContext> response =
handler.handleRequest(proxy, request, null, logger, typeConfiguration);
assertResponse(response, HookStatus.SUCCESS, "Successfully invoked
PreUpdateHookHandler for target: AWS::SQS::Queue");
}

@Test
public void handleRequest_awsS3BucketFail_bucketEncryptionConfigsDontMatch() {
final PreUpdateHookHandler handler = new PreUpdateHookHandler();

final ServerSideEncryptionRule[] serverSideEncryptionRules =
Stream.of ("AES256", "SHA512", "AES32")
.map(this::buildServerSideEncryptionRule)
.toArray(ServerSideEncryptionRule[]: :new);

final AwsS3Bucket resourceProperties = buildAwsS3Bucket("amzn-s3-demo-
bucket", serverSideEncryptionRules[Q]);

final AwsS3Bucket previousResourceProperties = buildAwsS3Bucket("amzn-s3-
demo-bucket", serverSideEncryptionRules);

final HookTargetModel targetModel =
createHookTargetModel(resourceProperties, previousResourceProperties);

final TypeConfigurationModel typeConfiguration =
TypeConfigurationModel.builder().encryptionAlgorithm("AES256").build();

final HookHandlerRequest request = HookHandlerRequest.buildexr()

.hookContext(HookContext.builder().targetName("AWS: :S3: :Bucket").targetModel(targetModel).
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.build();

final HookProgressEvent<CallbackContext> response =
handler.handleRequest(proxy, request, null, logger, typeConfiguration);

assertResponse(response, HookStatus.FAILED, "Current number of bucket
encryption configs does not match previous. Current has 1 configs while previously
there were 3 configs");

}

@Test
public void
handleRequest_awsS3BucketFail_bucketEncryptionAlgorithmDoesNotMatch() {
final PreUpdateHookHandler handler = new PreUpdateHookHandler();

final AwsS3Bucket resourceProperties = buildAwsS3Bucket("amzn-s3-demo-
bucket", buildServerSideEncryptionRule("SHA512"));
final AwsS3Bucket previousResourceProperties = buildAwsS3Bucket("amzn-s3-
demo-bucket", buildServerSideEncryptionRule("AES256"));
final HookTargetModel targetModel =
createHookTargetModel(resourceProperties, previousResourceProperties);
final TypeConfigurationModel typeConfiguration =
TypeConfigurationModel.builder().encryptionAlgorithm("AES256").build();

final HookHandlerRequest request = HookHandlerRequest.builder()

.hookContext(HookContext.builder().targetName("AWS: :S3: :Bucket").targetModel(targetModel).
.build();

final HookProgressEvent<CallbackContext> response =
handler.handleRequest(proxy, request, null, logger, typeConfiguration);

assertResponse(response, HookStatus.FAILED, String.format("Bucket
Encryption algorithm can not be changed once set. The encryption algorithm was

10 10

changed to '%s' from '%s'.", "SHA512", "AES256"));
}

@Test
public void handleRequest_unsupportedTarget() {
final PreUpdateHookHandler handler = new PreUpdateHookHandler();

final Object resourceProperties = ImmutableMap.of("FileSizelLimit", 256);

final Object previousResourceProperties = ImmutableMap.of("FileSizelLimit",
512);

final HookTargetModel targetModel =
createHookTargetModel(resourceProperties, previousResourceProperties);

BEEY 112



CloudFormation Hooks F 6/

final TypeConfigurationModel typeConfiguration =
TypeConfigurationModel.builder().encryptionAlgorithm("AES256").build();

final HookHandlerRequest request = HookHandlerRequest.builder()

.hookContext(HookContext.builder().targetName("AWS: :Unsupported::Target").targetModel(tarc
.build();

assertThatExceptionOfType(UnsupportedTargetException.class)

.isThrownBy(() -> handler.handleRequest(proxy, request, null,

logger, typeConfiguration))
.withMessageContaining("Unsupported target")
.withMessageContaining("AWS: :Unsupported: :Target")
.satisfies(e ->

assertThat(e.getErrorCode()).isEqualTo(HandlerErrorCode.InvalidRequest));

}

private void assertResponse(final HookProgressEvent<CallbackContext> response,

final HookStatus expectedStatus, final String expectedErrorMsg) {
assertThat(response).isNotNull();
assertThat(response.getStatus()).isEqualTo(expectedStatus);
assertThat(response.getCallbackContext()).isNull();
assertThat(response.getCallbackDelaySeconds()).isEqualTo(Q);
assertThat(response.getMessage()).isNotNull();
assertThat(response.getMessage()).isEqualTo(expectedErrorMsg);

private HookTargetModel createHookTargetModel(final Object resourceProperties,
final Object previousResourceProperties) {
return HookTargetModel.of(
ImmutableMap.of(
"ResourceProperties", resourceProperties,
"PreviousResourceProperties", previousResourceProperties

);

@SuppressWarnings("SameParameterValue")
private AwsS3Bucket buildAwsS3Bucket(
final String bucketName,
final ServerSideEncryptionRule ...serverSideEncryptionRules
) {
return AwsS3Bucket.builder()
.bucketName(bucketName)
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.bucketEncryption(
BucketEncryption.buildex()
.serverSideEncryptionConfiguration(
Arrays.aslList(serverSideEncryptionRules)
).build()
).build();

private ServerSideEncryptionRule buildServerSideEncryptionRule(final String
encryptionAlgorithm) {
return ServerSideEncryptionRule.builder()
.bucketKeyEnabled(true)
.serverSideEncryptionByDefault(
ServerSideEncryptionByDefault.buildexr()

.sSEAlgorithm(encryptionAlgorithm)
.build()

).build();

X4t EpreDeletefEZF
X —“preDelete BREF | ZABREFELABREFDFIEIEE B RORBREREZTIE 3.
ZpreDeletetBEFEHATES :
o XFAWS: :S3: :Bucket®BIR , RLEEBEUTZRHEFRT , Hook F BT :
- WIFMBRERE , KPP REFEEMENRERIFER.
s FTENRERIFAREHREE Hook WEBEFEEFRIZE,

StpreDeletet B2 F it T4

1. 1 IDE & , 3JFiZsrc/main/java/com/mycompany/testing/mytesthook XX
#yPreDeleteHookHandler.javaX#.

2. ALUTRBE#PreDeleteHookHandler.javaXHH£IBAR,
package com.mycompany.testing.mytesthook;
import com.google.common.annotations.VisibleForTesting;

import com.mycompany.testing.mytesthook.model.aws.s3.bucket.AwsS3Bucket;
import com.mycompany.testing.mytesthook.model.aws.s3.bucket.AwsS3BucketTargetModel;
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import
import
import
import
import
import

com.mycompany.testing.mytesthook.model.aws.sqgs.queue.AwsSqgsQueue;
com.mycompany.testing.mytesthook.model.aws.sqs.queue.AwsSqsQueueTargetModel;
org.apache.commons.lang3.StringUtils;

org.apache.commons.lang3.math.NumberUtils;

software.amazon.awssdk.services.cloudformation.CloudFormationClient;

software.amazon.awssdk.services.cloudformation.model.CloudFormationException;

import

software.amazon.awssdk.services.cloudformation.model.DescribeStackResourceRequest;

import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import

software.amazon.

import
import
import
import
import
import

public

private ProxyClient<S3Client> s3Client;

software.
software.
software.
software.
software.
software.
software.
software.
software.
software.
software.
software.
software.
software.
software.
software.
software.
software.
software.

java.util.
java.util.
java.util.
java.util.
java.util.
java.util.

amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.

List;

awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.

services.

services

services.
services.
services.
services.
services.

services

services.
services.

cloudformation.
cloudformation.
cloudformation.
cloudformation.
cloudformation.
cloudformation.
cloudformation.
cloudformation.
cloudformation.

Arraylist;
Collection;
HashSet;

Objects;
stream.Collectors;

cloudformation.proxy.

s3.S3Client;

.s3.model.Bucket;

sgs

proxy.
proxy.
proxy.
proxy.
proxy.
proxy.
proxy.
proxy.

sgs.
sgs.
sgs.
.sgs.
sgs.
sgs.
exceptions.
AmazonWebServicesClientProxy;
HandlerErrorCode;
OperationStatus;
ProgressEvent;

ProxyClient;

hook.
hook.
hook.

model

s3.model.S3Exception;
.SgsClient;

model.
model.
model.
.ListQueuesResponse;
model.
model.

GetQueueAttributesRequest;
GetQueueUrlRequest;
ListQueuesRequest;

QueueAttributeName;
SqsException;
CfnGeneralServiceException;

HookContext;
HookHandlerRequest;
targetmodel.HookTargetModel;

hook .targetmodel.ResourceHookTargetModel;

class PreDeleteHookHandler extends BaseHookHandlerStd {

private ProxyClient<SqgsClient> sqsClient;

@Override
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protected ProgressEvent<HookTargetModel, CallbackContext>
handleS3BucketRequest(
final AmazonWebServicesClientProxy proxy,
final HookHandlerRequest request,
final CallbackContext callbackContext,
final ProxyClient<S3Client> proxyClient,
final TypeConfigurationModel typeConfiguration
) {
final HookContext hookContext = request.getHookContext();
final String targetName = hookContext.getTargetName();
if (!AwsS3Bucket.TYPE_NAME.equals(targetName)) {
throw new RuntimeException(String.format("Request target type [%s] is
not 'AWS::S3::Bucket'", targetName));

}
this.s3Client = proxyClient;

final String encryptionAlgorithm =
typeConfiguration.getEncryptionAlgorithm();

final int minBuckets =
NumberUtils.toInt(typeConfiguration.getMinBuckets());

final ResourceHookTargetModel<AwsS3Bucket> targetModel =
hookContext.getTargetModel (AwsS3BucketTargetModel.class);
final List<String> buckets = listBuckets().stream()
.filter(b -> !StringUtils.equals(b,
targetModel.getResourceProperties().getBucketName()))
.collect(Collectors.toList());

final List<String> compliantBuckets = new ArraylList<>();
for (final String bucket : buckets) {
if (getBucketSSEAlgorithm(bucket).contains(encryptionAlgorithm)) {
compliantBuckets.add(bucket);

if (compliantBuckets.size() >= minBuckets) {
return ProgressEvent.<HookTargetModel, CallbackContext>buildexr()
.status(OperationStatus.SUCCESS)
.message("Successfully invoked PreDeleteHookHandler for
target: AWS::S3::Bucket")
.build();

return ProgressEvent.<HookTargetModel, CallbackContext>buildexr()
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.status(OperationStatus.FAILED)

.errorCode(HandlerErrorCode.NonCompliant)

.message(String.format("Failed to meet minimum of [%d] encrypted
buckets.", minBuckets))

.build();

@Override
protected ProgresskEvent<HookTargetModel, CallbackContext>
handleSqsQueueRequest(
final AmazonWebServicesClientProxy proxy,
final HookHandlerRequest request,
final CallbackContext callbackContext,
final ProxyClient<SqgsClient> proxyClient,
final TypeConfigurationModel typeConfiguration
) {
final HookContext hookContext = request.getHookContext();
final String targetName = hookContext.getTargetName();
if (!AwsSqgsQueue.TYPE_NAME.equals(targetName)) {
throw new RuntimeException(String.format("Request target type [%s] is
not 'AWS::SQS::Queue'", targetName));
}
this.sqsClient = proxyClient;
final int minQueues = NumberUtils.toInt(typeConfiguration.getMinQueues());

final ResourceHookTargetModel<AwsSqsQueue> targetModel =
hookContext.getTargetModel (AwsSqsQueueTargetModel.class);

final String queueName =
Objects.toString(targetModel.getResourceProperties().get("QueueName"), null);

String targetQueueUrl = null;
if (queueName != null) {
try {
targetQueuelUrl = sgsClient.injectCredentialsAndInvokeV2(
GetQueueUrlRequest.builder().queueName(
queueName
).build(),
sqsClient.client()::getQueueUlrl
) .queueUrl();
} catch (SgsException e) {
log(String.format("Error while calling GetQueueUrl API for queue
name [%s]: %s", queueName, e.getMessage()));

[
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} else {
log("Queue name is empty, attempting to get queue's physical ID");
try {
final ProxyClient<CloudFormationClient> cfnClient =
proxy.newProxy(ClientBuilder::createCloudFormationClient);
targetQueuelUrl = cfnClient.injectCredentialsAndInvokeV2(
DescribeStackResourceRequest.builder()
.stackName(hookContext.getTargetLogicalId())

.logicalResourcelId(hookContext.getTargetLogicalId())
.build(),
cfnClient.client()::describeStackResource
).stackResourceDetail().physicalResourcelId();
} catch (CloudFormationException e) {
log(String.format("Error while calling DescribeStackResource API
for queue name: %s", e.getMessage()));

}

// Creating final variable for the filter lambda
final String finalTargetQueueUrl = targetQueueUrl;

final List<String> compliantQueues = new ArraylList<>();

String nextToken = null;
do {
final ListQueuesRequest req =
Translator.createlListQueuesRequest(nextToken);
final ListQueuesResponse res =
sqsClient.injectCredentialsAndInvokeV2(req, sqsClient.client()::listQueues);
final List<String> queueUrls = res.queueUrls().stream()
.filter(q -> !StringUtils.equals(q, finalTargetQueueUrl))
.collect(Collectors.toList());

for (final String queueUrl : queueUrls) {
if (isQueueEncrypted(queueUrl)) {
compliantQueues.add(queueUrl);

if (compliantQueues.size() >= minQueues) {
return ProgressEvent.<HookTargetModel,
CallbackContext>builder()
.status(OperationStatus.SUCCESS)
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.message("Successfully invoked PreDeleteHookHandler for
target: AWS::SQS::Queue")
.build();
}
nextToken = res.nextToken();

}
} while (nextToken != null);

return ProgressEvent.<HookTargetModel, CallbackContext>builder()
.status(OperationStatus.FAILED)
.errorCode(HandlerErrorCode.NonCompliant)
.message(String.format("Failed to meet minimum of [%d] encrypted
queues.", minQueues))

Lbuild();
}
private List<String> listBuckets() {
try {
return

s3Client.injectCredentialsAndInvokeV2(Translator.createListBucketsRequest(),
s3Client.client()::1listBuckets)
.buckets()
.stream()
.map(Bucket: :name)
.collect(Collectors.tolList());
} catch (S3Exception e) {
throw new CfnGeneralServiceException("Error while calling S3
ListBuckets API", e);
}

@VisibleForTesting
Collection<String> getBucketSSEAlgorithm(final String bucket) {
try {
return
s3Client.injectCredentialsAndInvokeV2(Translator.createGetBucketEncryptionRequest(bucket),
s3Client.client()::getBucketEncryption)
.serverSideEncryptionConfiguration()

.rules()

.stream()

filter(r ->
Objects.nonNull(r.applyServerSideEncryptionByDefault()))

.map(r ->

r.applyServerSideEncryptionByDefault().sseAlgorithmAsString())
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.collect(Collectors.toSet());
} catch (S3Exception e) {
return new HashSet<>();

@VisibleForTesting
boolean isQueueEncrypted(final String queueUrl) {
try {
final GetQueueAttributesRequest request =
GetQueueAttributesRequest.builder()
.queueUrl(queuelrl)
.attributeNames(QueueAttributeName.KMS_MASTER_KEY_ID)
.build();
final String kmsKeyId = sqsClient.injectCredentialsAndInvokeV2(request,
sgqsClient.client()::getQueueAttributes)
.attributes()
.get(QueueAttributeName.KMS_MASTER_KEY_ID);

return StringUtils.isNotBlank(kmsKeyId);
} catch (SgsException e) {
throw new CfnGeneralServiceException("Error while calling SQS
GetQueueAttributes API", e);
}

E#H4EpreDeletef2F

1. FE£ IDE & , $TFiZsrc/main/java/com/mycompany/testing/mytesthook X #X
#IPreDeleteHookHandler.javaX .

2. FLTRBE#PreDeleteHookHandler. javaX I £HAH A,

package com.mycompany.testing.mytesthook;

import com.google.common.collect.Immutablelist;

import com.google.common.collect.ImmutableMap;

import com.mycompany.testing.mytesthook.model.aws.s3.bucket.AwsS3Bucket;
import org.junit.jupiter.api.BeforeEach;

import org.junit.jupiter.api.Test;

import org.junit.jupiter.api.extension.ExtendWith;

import org.mockito.Mock;
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import org.mockito.Mockito;

import org.mockito.junit.jupiter.MockitoExtension;

import software.amazon.awssdk.services.s3.S3Client;

import software.amazon.awssdk.services.s3.model.Bucket;

import software.amazon.awssdk.services.s3.model.GetBucketEncryptionRequest;
import software.amazon.awssdk.services.s3.model.GetBucketEncryptionResponse;
import software.amazon.awssdk.services.s3.model.ListBucketsRequest;

import software.amazon.awssdk.services.s3.model.ListBucketsResponse;

import software.amazon.awssdk.services.s3.model.S3Exception;

import software.amazon.awssdk.services.s3.model.ServerSideEncryptionByDefault;
import software.amazon.awssdk.services.s3.model.ServerSideEncryptionConfiguration;
import software.amazon.awssdk.services.s3.model.ServerSideEncryptionRule;
import software.amazon.awssdk.services.sgs.SgsClient;

import software.amazon.awssdk.services.sqs.model.GetQueueAttributesRequest;
import software.amazon.awssdk.services.sqs.model.GetQueueAttributesResponse;
import software.amazon.awssdk.services.sqs.model.GetQueueUrlRequest;

import software.amazon.awssdk.services.sqgs.model.GetQueueUrlResponse;

import software.amazon.awssdk.services.sqs.model.ListQueuesRequest;

import software.amazon.awssdk.services.sqs.model.ListQueuesResponse;

import software.amazon.awssdk.services.sqs.model.QueueAttributeName;

import software.amazon.cloudformation.proxy.Logger;

import software.amazon.cloudformation.proxy.OperationStatus;

import software.amazon.cloudformation.proxy.ProgressEvent;

import software.amazon.cloudformation.proxy.hook.HookContext;

import software.amazon.cloudformation.proxy.hook.HookHandlerRequest;

import software.amazon.cloudformation.proxy.hook.targetmodel.HookTargetModel;

import java.util.Arrays;

import java.util.Collection;

import java.util.HashMap;

import java.util.List;

import java.util.stream.Collectors;

import static org.mockito.ArgumentMatchers.any;
import static org.mockito.Mockito.mock;

import static org.mockito.Mockito.never;

import static org.mockito.Mockito.times;

import static org.mockito.Mockito.verify;
import static org.mockito.Mockito.when;

@ExtendWith(MockitoExtension.class)
public class PreDeleteHookHandlerTest extends AbstractTestBase {

@Mock private S3Client s3Client;
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@Mock private SgsClient sgsClient;
@Mock private Logger logger;

@BeforeEach

public void setup() {
s3Client = mock(S3Client.class);
sgsClient = mock(SqgsClient.class);
logger = mock(Logger.class);

@Test
public void handleRequest_awsS3BucketSuccess() {
final PreDeleteHookHandler handler = Mockito.spy(new
PreDeleteHookHandler());

final List<Bucket> bucketlList = ImmutablelList.of(
Bucket.builder().name("bucketl").build(),
Bucket.builder().name("bucket2").build(),
Bucket.builder().name("toBeDeletedBucket").build(),
Bucket.builder().name("bucket3").build(),
Bucket.builder().name("bucket4").build(),
Bucket.builder().name("bucket5").build()

);

final ListBucketsResponse mockResponse =

ListBucketsResponse.builder().buckets(bucketList).build();

when(s3Client.listBuckets(any(ListBucketsRequest.class))).thenReturn(mockResponse);
when(s3Client.getBucketEncryption(any(GetBucketEncryptionRequest.class)))
.thenReturn(buildGetBucketEncryptionResponse("AES256"))
.thenReturn(buildGetBucketEncryptionResponse("AES256", "aws:kms"))
.thenThrow(S3Exception.builder().message("No Encrypt").build())
.thenReturn(buildGetBucketEncryptionResponse("aws:kms"))
.thenReturn(buildGetBucketEncryptionResponse("AES256"));
setServiceClient(s3Client);

final TypeConfigurationModel typeConfiguration =
TypeConfigurationModel.builder()
.encryptionAlgorithm("AES256")
.minBuckets("3")
.build();

final HookHandlerRequest request = HookHandlerRequest.buildexr()
.hookContext(
HookContext.buildex()
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.targetName("AWS: :S3: :Bucket")
.targetModel(
createHookTargetModel(
AwsS3Bucket.builder()
.bucketName("toBeDeletedBucket")
.build()

)
.build())
.build();

final ProgressEvent<HookTargetModel, CallbackContext> response =
handler.handleRequest(proxy, request, null, logger, typeConfiguration);

verify(s3Client,
times(5)).getBucketEncryption(any(GetBucketEncryptionRequest.class));
verify(handler, never()).getBucketSSEAlgorithm("toBeDeletedBucket");

assertResponse(response, OperationStatus.SUCCESS, "Successfully invoked
PreDeleteHookHandler for target: AWS::S3::Bucket");

}

@Test
public void handleRequest_awsSqsQueueSuccess() {
final PreDeleteHookHandler handler = Mockito.spy(new
PreDeleteHookHandlexr());

final List<String> queueUrls = ImmutablelList.of(
"https://queuel.queue",
"https://queue2.queue",
"https://toBeDeletedQueue.queue",
"https://queue3.queue",
"https://queues.queue",
"https://queue5.queue"

I

when(sgsClient.getQueueUrl(any(GetQueueUrlRequest.class)))
.thenReturn(GetQueueUrlResponse.builder().queueUrl("https://
toBeDeletedQueue.queue").build());
when(sgsClient.listQueues(any(ListQueuesRequest.class)))

.thenReturn(ListQueuesResponse.builder().queueUrls(queueUrls).build());
when(sgsClient.getQueueAttributes(any(GetQueueAttributesRequest.class)))
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.thenReturn(GetQueueAttributesResponse.builder().attributes(ImmutableMap.of(QueueAttribute
"kmsKeyId")).build())

.thenReturn(GetQueueAttributesResponse.builder().attributes(new
HashMap<>()).build())

.thenReturn(GetQueueAttributesResponse.builder().attributes(ImmutableMap.of(QueueAttribute
"kmsKeyId")).build())

.thenReturn(GetQueueAttributesResponse.builder().attributes(new
HashMap<>()).build())

.thenReturn(GetQueueAttributesResponse.builder().attributes(ImmutableMap.of(QueueAttribute

"kmsKeyId")).build());
setServiceClient(sgsClient);

final TypeConfigurationModel typeConfiguration =
TypeConfigurationModel.builder()
.minQueues("3")
.build();

final HookHandlerRequest request = HookHandlerRequest.builder()
.hookContext(
HookContext.builder()
.targetName("AWS: :SQS: :Queue")
.targetModel(
createHookTargetModel(
ImmutableMap.of("QueueName", "toBeDeletedQueue")

)
.build())

.build();

final ProgressEvent<HookTargetModel, CallbackContext> response =
handler.handleRequest(proxy, request, null, logger, typeConfiguration);

verify(sqgsClient,
times(5)).getQueueAttributes(any(GetQueueAttributesRequest.class));
verify(handler, never()).isQueueEncrypted('"toBeDeletedQueue");

assertResponse(response, OperationStatus.SUCCESS, "Successfully invoked
PreDeleteHookHandler for target: AWS::SQS::Queue");
}

@Test
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public void handleRequest_awsS3BucketFailed() {
final PreDeleteHookHandler handler = Mockito.spy(new
PreDeleteHookHandler());

final List<Bucket> bucketList = ImmutablelList.of(
Bucket.builder().name("bucketl").build(),
Bucket.builder().name("bucket2").build(),
Bucket.builder().name("toBeDeletedBucket").build(),
Bucket.builder().name("bucket3").build(),
Bucket.builder().name("bucket4").build(),
Bucket.builder().name("bucket5").build()

I

final ListBucketsResponse mockResponse =

ListBucketsResponse.builder().buckets(bucketList).build();

when(s3Client.listBuckets(any(ListBucketsRequest.class))).thenReturn(mockResponse);
when(s3Client.getBucketEncryption(any(GetBucketEncryptionRequest.class)))
.thenReturn(buildGetBucketEncryptionResponse("AES256"))
.thenReturn(buildGetBucketEncryptionResponse("AES256", "aws:kms"))
.thenThrow(S3Exception.builder().message("No Encrypt").build())
.thenReturn(buildGetBucketEncryptionResponse("aws:kms"))
.thenReturn(buildGetBucketEncryptionResponse("AES256"));
setServiceClient(s3Client);

final TypeConfigurationModel typeConfiguration =
TypeConfigurationModel.buildex()
.encryptionAlgorithm("AES256")
.minBuckets("10")
.build();

final HookHandlerRequest request = HookHandlerRequest.builder()
.hookContext(
HookContext.builder()
.targetName("AWS: :S3: :Bucket")
.targetModel(
createHookTargetModel(
AwsS3Bucket.builder()

.bucketName("toBeDeletedBucket")
.build()

)
.build())
.build();
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final ProgressEvent<HookTargetModel, CallbackContext> response =
handler.handleRequest(proxy, request, null, logger, typeConfiguration);

verify(s3Client,
times(5)).getBucketEncryption(any(GetBucketEncryptionRequest.class));
verify(handler, never()).getBucketSSEAlgorithm("toBeDeletedBucket");

assertResponse(response, OperationStatus.FAILED, "Failed to meet minimum of
[10] encrypted buckets.");
}

@Test
public void handleRequest_awsSqsQueueFailed() {
final PreDeleteHookHandler handler = Mockito.spy(new
PreDeleteHookHandler());

final List<String> queueUrls = ImmutablelList.of(
"https://queuel.queue",
"https://queue2.queue",
"https://toBeDeletedQueue.queue",
"https://queue3.queue",
"https://queue4.queue",
"https://queue5.queue"

);

when(sgsClient.getQueueUrl(any(GetQueueUrlRequest.class)))
.thenReturn(GetQueueUrlResponse.builder().queueUrl("https://
toBeDeletedQueue.queue").build());
when(sgsClient.listQueues(any(ListQueuesRequest.class)))

.thenReturn(ListQueuesResponse.builder().queueUrls(queuelUrls).build());
when(sgsClient.getQueueAttributes(any(GetQueueAttributesRequest.class)))

.thenReturn(GetQueueAttributesResponse.builder().attributes(ImmutableMap.of(QueueAttribute
"kmsKeyId")).build())

.thenReturn(GetQueueAttributesResponse.builder().attributes(new
HashMap<>()).build())

.thenReturn(GetQueueAttributesResponse.builder().attributes(ImmutableMap.of(QueueAttribute
"kmsKeyId")).build())

.thenReturn(GetQueueAttributesResponse.builder().attributes(new
HashMap<>()).build())
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.thenReturn(GetQueueAttributesResponse.builder().attributes(ImmutableMap.of(QueueAttribute
"kmsKeyId")).build());
setServiceClient(sgsClient);

final TypeConfigurationModel typeConfiguration =
TypeConfigurationModel.builder()
.minQueues("10")
.build();

final HookHandlerRequest request = HookHandlerRequest.builder()
.hookContext(
HookContext.builder()
.targetName("AWS: :SQS: :Queue")
.targetModel(
createHookTargetModel(
ImmutableMap.of("QueueName", "toBeDeletedQueue")

)
.build())
.build();

final ProgressEvent<HookTargetModel, CallbackContext> response =
handler.handleRequest(proxy, request, null, logger, typeConfiguration);

verify(sqgsClient,
times(5)).getQueueAttributes(any(GetQueueAttributesRequest.class));
verify(handler, never()).isQueueEncrypted("toBeDeletedQueue");

assertResponse(response, OperationStatus.FAILED, "Failed to meet minimum of
[10] encrypted queues.");

}

private GetBucketEncryptionResponse buildGetBucketEncryptionResponse(final
String ...sseAlgorithm) {
return buildGetBucketEncryptionResponse(
Arrays.stream(sseAlgorithm)
.map(a ->
ServerSideEncryptionRule.builder().applyServerSideEncryptionByDefault(
ServerSideEncryptionByDefault.buildexr()
.sseAlgorithm(a)
.build()
).build()
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.collect(Collectors.toList())
);
}

private GetBucketEncryptionResponse buildGetBucketEncryptionResponse(final
Collection<ServerSideEncryptionRule> rules) {
return GetBucketEncryptionResponse.builder()

.serverSideEncryptionConfiguration(

ServerSideEncryptionConfiguration.builder().rules(
rules

).build()

) .build();

£ Python 3t B E X CloudFormation 443t 1T 21

X BE X CloudFormation Hook #{TERE S R EIEB—NMNEHTFEN Hook, EEMHMEHNEN, AHIE
5| SYREA Python X B E L EM# TEE,

SB 1 £ Hook TN BH &

£ RAREY Hook M E ‘@, CloudFormation CLI 812 ZEHAEREFEE , XLEEEBX AT Hook MBH
ENXHERETEBRFESE Hook B1IE,

cfn generate
B SRE T H .

Generated files for MyCompany::Testing::MyTestHook

(@ Note
BRIEH Lambda B 1THf up-to-dateBREAEFANERAE, EXEZER , FSREFHETR
KAHW Lambda =17 MEH,
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£ 2 25 : 0 Hook A EBFEfF

FEBTH Hook 22 FFE TR IR IR BIE RNV BREFH, flin

FHIRD,

LOG.setLevel(logging.INFO)
LOG.info("Internal testing Hook triggered for target: " +
request.hookContext.targetName);

C CloudFormation LI M# R src/models. py XHHELEZE .,

Example models.py

import sys
from dataclasses import dataclass
from inspect import getmembers, isclass
from typing import (

AbstractSet,

Any,

Generic,

Mapping,

MutableMapping,

Optional,

Sequence,

Type,

TypeVar,

from cloudformation_cli_python_lib.interface import (
BaseModel,
BaseHookHandlerRequest,

)

from cloudformation_cli_python_lib.recast import recast_object
from cloudformation_cli_python_lib.utils import deserialize_list

T = TypeVar("T")

7

y 20N

AILURIIA TS BT i

def set_or_none(value: Optional[Sequence[T]]) -> Optional[AbstractSet[T]]:

if value:
return set(value)
return None
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@dataclass
class HookHandlerRequest(BaseHookHandlerRequest):
pass

@dataclass

class TypeConfigurationModel(BaseModel):
limitSize: Optional[str]
cidr: Optional[str]
encryptionAlgorithm: Optional[str]

@classmethod
def _deserialize(
cls: Type["_TypeConfigurationModel"],
json_data: Optional[Mapping[str, Anyll],
) -> Optional["_TypeConfigurationModel"]:
if not json_data:
return None
return cls(
limitSize=json_data.get("limitSize"),
cidr=json_data.get("cidz"),
encryptionAlgorithm=json_data.get("encryptionAlgorithm"),

_TypeConfigurationModel = TypeConfigurationModel

B3 XUEWLEREF

£ EY Python B3B3 G , IRATLURESRFRSEI Hook HEEALEBERRF. ERRAlG , BE NG EREF
XHlpreCreatepreUpdate, FpreDeletei@lA R,

F&B

- OB EREF

- XUMEHLEEF

« ST BRAL IERE PR

« EI— Hook A EEREFF
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KU R EEF

preCreatefbEBREFIIEAWS: :S3: :Bucket ZAWS: :SQS: :QueueBRH RS FIHMBZIZE,

« XFAWS::53: :Bucket®R , REEHRUTHRHR , Hook &,
« Amazon S3 FHEBMEDRE.
- BRZFHEB AT Amazon S3 FHEEEA.
« 7 Amazon S3 FRBRENMBELRAMENERE X,
« % AWS Key Management Service A ID BiX &,

« XFFAWS::SQS: :QueueBiR , ABEEHEUTHRHEA , Hook F 2@,
« & AWS Key Management Service 8 ID BiZ &,

KU MEFLEREF

X —preUpdatebBRERF , ZUABEFELEREFDAHEEEBEMNENREZTIRZ.
ZpreUpdatetBEF TR A TES :

o XFAWS::S3::Bucket®R , REEHBRUTZMHHT , Hook T 2B
« Amazon S3 Fi& 8B 126 A8 I 2 &3k 1 RS o

KL BRAL IR AR T

XI —“preDeletetbBRERF , ZABEFELAEEFFAAEEE B IHBBREREZFE,
ZpreDeletet BREFTRUTES :

o XFAWS::S3::Bucket®R , REEHBBUT R , Hook F 2B
- BRI EREKFPRESEEMENRESHRR.
- MENREEARFEE Hook WELEFIRE.,

SEE—N Hook A EBFEF

1. £ IDE # |, TN Fsrc XX FMhandlers. py X,
2. AUTRBE#bandlers.pyXHHE£IBRA,

Example handlers.py

import logging

EEEY
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from typing import Any, MutableMapping, Optional
import botocore

from cloudformation_cli_python_lib import (
BaseHookHandlerRequest,
HandlerErrorCode,
Hook,
HookInvocationPoint,
OperationStatus,
ProgressEvent,
SessionProxy,
exceptions,

from .models import HookHandlerRequest, TypeConfigurationModel

# Use this logger to forward log messages to CloudWatch Logs.
LOG = logging.getlLogger(__name_ )
TYPE_NAME = "MyCompany: :Testing: :MyTestHook"

LOG.setLevel(logging.INFO)

hook = Hook(TYPE_NAME, TypeConfigurationModel)
test_entrypoint = hook.test_entrypoint

def _validate_s3_bucket_encryption(

bucket: MutableMapping[str, Any], required_encryption_algorithm: str
) -> ProgressEvent:

status = None

message = ""

error_code = None

if bucket:
bucket_name = bucket.get("BucketName")

bucket_encryption = bucket.get("BucketEncryption")
if bucket_encryption:
server_side_encryption_rules = bucket_encryption.get(
"ServerSideEncryptionConfiguration"
)
if server_side_encryption_rules:
for rule in server_side_encryption_rules:
bucket_key_enabled = rule.get("BucketKeyEnabled")
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if bucket_key_enabled:
server_side_encryption_by_default = rule.get(
"ServerSideEncryptionByDefault"

encryption_algorithm =
server_side_encryption_by_default.get(

"SSEAlgorithm"

)

kms_key_id = server_side_encryption_by_default.get(
"KMSMasterKeyID"

) # "KMSMasterKeyID" is name of the property for an
AWS: :S3::Bucket

if encryption_algorithm == required_encryption_algorithm:
if encryption_algorithm == "aws:kms" and not
kms_key_id:
status = OperationStatus.FAILED
message = f"KMS Key ID not set for bucket with
name: f{bucket_namel}"
else:
status = OperationStatus.SUCCESS
message = f"Successfully invoked
PreCreateHookHandler for AWS::S3::Bucket with name: {bucket_namel}"
else:
status = OperationStatus.FAILED
message = f"SSE Encryption Algorithm is incorrect for
bucket with name: {bucket_name}"
else:
status = OperationStatus.FAILED
message = f"Bucket key not enabled for bucket with name:
{bucket_name}"

if status == OperationStatus.FAILED:
break
else:
status = OperationStatus.FAILED
message = f"No SSE Encryption configurations for bucket with name:
{bucket_namel}"
else:
status = OperationStatus.FAILED
message = (
f"Bucket Encryption not enabled for bucket with name:
{bucket_name}"
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)
else:
status = OperationStatus.FAILED
message = "Resource properties for S3 Bucket target model are empty"

if status == OperationStatus.FAILED:
error_code = HandlerErrorCode.NonCompliant

return ProgressEvent(status=status, message=message, errorCode=error_code)

def _validate_sqs_queue_encryption(queue: MutableMapping[str, Any]) ->
ProgressEvent:

if not queue:
return ProgressEvent(
status=0OperationStatus.FAILED,

message="Resource properties for SQS Queue target model are empty",
errorCode=HandlerErrorCode.NonCompliant,

)
queue_name = queue.get("QueueName")
kms_key_id = queue.get(
"KmsMasterKeyId"

) # "KmsMasterKeyId" is name of the property for an AWS::SQS::Queue
if not kms_key_id:
return ProgressEvent(
status=OperationStatus.FAILED,

message=f"Server side encryption turned off for queue with name:
{queue_name}",

errorCode=HandlerErrorCode.NonCompliant,

return ProgressEvent(
status=0OperationStatus.SUCCESS,
message=f"Successfully invoked PreCreateHookHandler for
targetAWS: :SQS: :Queue with name: {queue_namel}",

)

@hook.handler(HookInvocationPoint.CREATE_PRE_PROVISION)
def pre_create_handlexr(

session: Optional[SessionProxy],

request: HookHandlerRequest,

callback_context: MutableMapping[str, Any],
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type_configuration: TypeConfigurationModel,
) -> ProgressEvent:
target_name = request.hookContext.targetName
if "AWS::S3::Bucket" == target_name:
return _validate_s3_bucket_encryption(
request.hookContext.targetModel.get("resourceProperties"),
type_configuration.encryptionAlgorithm,
)
elif "AWS::SQS::Queue" == target_name:
return _validate_sqgs_queue_encryption(
request.hookContext.targetModel.get("resourceProperties")
)
else:
raise exceptions.InvalidRequest(f"Unknown target type: {target_namel}")

def _validate_bucket_encryption_rules_not_updated(
resource_properties, previous_resource_properties
) -> ProgressEvent:
bucket_encryption_configs = resource_properties.get("BucketEncryption",
{}).get(
"ServerSideEncryptionConfiguration", []

)

previous_bucket_encryption_configs = previous_resource_properties.get(
"BucketEncryption", {3}
).get("ServerSideEncryptionConfiguration", [])

if len(bucket_encryption_configs) != len(previous_bucket_encryption_configs):

return ProgressEvent(
status=0OperationStatus.FAILED,
message=f"Current number of bucket encryption configs does not
match previous. Current has {str(len(bucket_encryption_configs))} configs while
previously there were {str(len(previous_bucket_encryption_configs))} configs",
errorCode=HandlerErrorCode.NonCompliant,

for i in range(len(bucket_encryption_configs)):

current_encryption_algorithm = (
bucket_encryption_configs[i]
.get("ServerSideEncryptionByDefault", {3})
.get("SSEAlgorithm")

)

previous_encryption_algorithm = (
previous_bucket_encryption_configs[i]
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.get("ServerSideEncryptionByDefault", {3})
.get("SSEAlgorithm")

if current_encryption_algorithm != previous_encryption_algorithm:
return ProgressEvent(
status=OperationStatus.FAILED,
message=f"Bucket Encryption algorithm can not be changed once
set. The encryption algorithm was changed to {current_encryption_algorithm} from
{previous_encryption_algorithm}.",
errorCode=HandlerErrorCode.NonCompliant,

return ProgressEvent(
status=OperationStatus.SUCCESS,
message="Successfully invoked PreUpdateHookHandler for target:
AWS: :SQS: :Queue",
)

def _validate_queue_encryption_not_disabled(
resource_properties, previous_resource_properties
) -> ProgressEvent:
if previous_resource_properties.get(
"KmsMasterKeyId"
) and not resource_properties.get("KmsMasterKeyId"):
return ProgressEvent(
status=0OperationStatus.FAILED,
errorCode=HandlerErrorCode.NonCompliant,
message="Queue encryption can not be disable",
)
else:
return ProgressEvent(status=0OperationStatus.SUCCESS)

@hook.handler(HookInvocationPoint.UPDATE_PRE_PROVISION)
def pre_update_handlexr(
session: Optional[SessionProxy],
request: BaseHookHandlerRequest,
callback_context: MutableMapping[str, Any],
type_configuration: MutableMapping[str, Any],
) -> ProgressEvent:
target_name = request.hookContext.targetName
if "AWS::S3::Bucket" == target_name:
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resource_properties =
request.hookContext.targetModel.get("resourceProperties")
previous_resource_properties = request.hookContext.targetModel.get(
"previousResourceProperties"”

return _validate_bucket_encryption_rules_not_updated(
resource_properties, previous_resource_properties

)

elif "AWS::SQS::Queue" == target_name:
resource_properties =
request.hookContext.targetModel.get("resourceProperties")

previous_resource_properties = request.hookContext.targetModel.get(

"previousResourceProperties"”

return _validate_queue_encryption_not_disabled(
resource_properties, previous_resource_properties

)

else:
raise exceptions.InvalidRequest(f"Unknown target type: {target_name}")

PEEH AT —NER [@5FM B E X Hook CloudFormations

BEM B E X Hook CloudFormation

BIEZBEEN Hook /5 , EE[MHE T M CloudFormation FEEFEAE. AT F | fRFFS AT EFE
MREIHook , LAMETEVREY AWS K,

Package a Hook (Java)
MBREZA Java FF X8 Hook , EEH Maven X E# 17378,

£ Hook B B XF , BITU TS RMEE Hook , iIZ{T8 TR |, FIFWM B T2 R AT A T4 Hook
1232 % CloudFormation ¥R IARKY ST,

mvn clean package
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EM—BE X Hook

EMEH

1. (" ) BEERconfigurei@fEus-west-2 , FEHERIN AWS XiF EHEE N

$ aws configure

AWS Access Key ID [None]: <Your Access Key ID>
AWS Secret Access Key [None]: <Your Secret Key>
Default region name [None]: us-west-2

Default output format [None]: json

2. ("i&E)UTEHS BN AT A9 4T 2488 Hook 11 B .

$ cfn submit --dry-run

3. f£H CloudFormation CLI submiti& /e AR RYIES

$ cfn submit --set-default
Zw S REU TGRS,

{’ProgressStatus’: ‘COMPLETE’}
ZR . BERIEMER Hook,

R &Y IK P o 2 A AT BTG [R] Hook
FIAER Hook 1£48 AWS ik 7 RSB X EM M XE Al A,

1. ERIUEK Hook , i Alist-typestn © 5l H EFEMEY Hook iR B H#E E#iR

$ aws cloudformation list-types

ZMTERENATHE , EREEERAIE AWS MK X8 HBUE 2 FF 7T Y Hooko

"TypeSummaries": [

{
IlTypell: IIHOOKII’

TERTES
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"TypeName": "MyCompany::Testing: :MyTestHook",

"DefaultVersionId": "00000001",

"TypeArn": "arn:aws:cloudformation:us-west-2:ACCOUNT_ID/type/hook/
MyCompany-Testing-MyTestHook",

"LastUpdated": "2021-08-04T23:00:03.058000+00:00",

"Description": "Verifies S3 bucket and SQS queues properties before
creating or updating"

}
]

}

2. TypeArnM Hook B1list-type#ii i 1 R HRE,

export HOOK_TYPE_ARN=arn:aws:cloudformation:us-west-2:ACCOUNT_ID/type/hook/
MyCompany-Testing-MyTestHook

BT HRNMEH Hook HLRER , HSF &M Hook ARG

Bl EEH
FERHZEMT Hook g , BHTLL AWS Tk~ B34S H &/ BEM R K E & 2/ Hook.

. EELENKF BEE Hook , EfEHSetTypeConfigurationi® e, iR AIEH%EN
properties o FENNEHEM. EUTRAIF , ZminBucketsEHEERELIFRIZEE N

(® Note

BN EERK S /S A Hook , BI#R4Y Hook £ A& HY AWS Ik 7= B 7E LAY

PR, CloudFormation fEfF &N PRL 1% 4R Hook 28l , 2BBRTEEZHNNR.
CloudFormation 21X & =% Hook FA P 7EM F~ # /5 A Hook Z 8 , %£& & Hook RXBRH T
fi# fo1F Hook 8 BRLER R,

ER—NKF R RAIREME Hook I RIEEEBRE#HYE , AR AWS XiF,

$ aws cloudformation set-type-configuration --region us-west-2
--configuration '{"CloudFormationConfiguration":{"HookConfiguration":
{"HookInvocationStatus":"ENABLED", "FailureMode" :"FAIL", "Properties":{"minBuckets":
"1","minQueues": "1", "encryptionAlgorithm": "aws:kms"}}}}'
--type-arn $HOOK_TYPE_ARN
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/A Important

EF M Hook RES TR EHKRMNEE |, BSIETK FENABLEDH A H85E Hook 2
Ja , EiZHookConfigurationZpon FFRE N, HookInvocationStatus

AWS APIs EAEBREF i E

MR IR Hook TEHEALLERF R AWS API, Il CFN-CLI £ B3 812 IAM TR EE

#o hook-role.yamliZhook-role.yamlEiRE T Hook ML BREFT 2P AENEREF
EBENNR, tREgeneratelREHBARERZ--role-arniiE , NIFEELERPNACHFHA
YE Hook I ITAE,

BEXEZEER , ESFEAWS APIs WERZER 4,

hook-role.yaml #&#x

@ Note
MREEFCBRECHHITAR , RMBABRWEEREKENREN , BMIX AV L

ZBhooks.cloudformation.amazonaws.comfMresources.cloudformation.amazonaws.com.

AT #EARER IAM. Amazon S3 FE S SQS ™R,

AWSTemplateFormatVersion: 2010-09-09
Description: >
This CloudFormation template creates a role assumed by CloudFormation during
Hook operations on behalf of the customer.
Resources:
ExecutionRole:
Type: 'AWS::IAM::Role'
Properties:
MaxSessionDuration: 8400
AssumeRolePolicyDocument:
Version: 2012-10-17
Statement:
- Effect: Allow
Principal:
Service:
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- resources.cloudformation.amazonaws.com
- hooks.cloudformation.amazonaws.com
Action: 'sts:AssumeRole'
Condition:
StringEquals:
aws:SourceAccount: !Ref AWS::AccountId
Stringlike:
aws:SourceArn: !Sub arn:${AWS::Partition}:cloudformation:
${AWS: :Region}:${AWS: : AccountId}:type/hook/MyCompany-Testing-MyTestHook/*
Path: /
Policies:
- PolicyName: HookTypePolicy
PolicyDocument:
Version: 2012-10-17
Statement:
- Effect: Allow
Action:
- 's3:GetEncryptionConfiguration'
- 's3:ListBucket’
- 's3:ListAllMyBuckets'
- 'sgs:GetQueueAttributes'
- 'sqgs:GetQueueUrl'
- 'sgs:ListQueues'
Resource: '*'
Outputs:
ExecutionRoleArn:
Value: !GetAtt
- ExecutionRole
- Arn

EYRHY Hook Hllis B & X Hook AWS Ik

BAREBLZ B TS AAANNWLERE , BFLRIHRIE CloudFormation ik ENAREI B E X

Hook T o

FAIL#ISR CloudFormation BiRAREA U TRBEE S3 F#iE , NIEHEABERXFRER :

-« Amazon S3 FEBMEERE.

- ERZEMBZ AT Amazon S3 FHEBE.

« 7 Amazon S3 FREBIRENNBE ERATENERE X,
« % AWS Key Management Service i ID BiX &,

it
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EUTREIF , SIE—NBRAPENR , E#¥kmy-failed-bucket-stack.ymlE#HAmy-hook-
stack , ZERTEER EHER A ERREEZAFL,

B8 i & A% Sk i Hook

w1 BB

BLE NS AR HEk

1.

BlE—/NEE S3 FHMAIENR, Bl my-failed-bucket-stack.yml,

AWSTemplateFormatVersion: 2010-09-09
Resources:
S3Bucket:
Type: AWS::S3::Bucket
Properties: {}

BIE K | ARAFTE AWS Command Line Interface (AWS CLI) g EEHNER, EUT RHIG |
FHHERBMIEE Amy-hook-stack , FEMRB#IEEImy-failed-bucket-stack.yml,

$ aws cloudformation create-stack \
--stack-name my-hook-stack \
--template-body file://my-failed-bucket-stack.yml

(k) BYEEHKBMRETHEREE, EUT RO |, BEMK A Hmy -hook-stacke

$ aws cloudformation describe-stack-events \
--stack-name my-hook-stack

BIEZ#AER |, FHdescribe-stack-eventsiBEEF AR, UTE S RMIHH,

"StackEvents": [

"StackId": "arn:aws:cloudformation:us-west-2:123456789012:stack/my-
hook-stack/2c693970-f57e-11eb-a@fb-061a2a83f0b9",

"EventId": "S3Bucket-CREATE_FAILED-2021-08-04T23:47:03.305Z2",

"StackName": "my-hook-stack",

"LogicalResourceId": "S3Bucket",

"PhysicalResourceId": p
"ResourceType": "AWS::S3::Bucket",

it
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"Timestamp": "2021-08-04T23:47:03.305000+00:00",
"ResourceStatus": "CREATE_FAILED",

"ResourceStatusReason": "The following hook(s) failed:
[MyCompany: :Testing: :MyTestHook]",
"ResourceProperties": "{}",

"ClientRequestToken": "Console-CreateStack-abe7lac2-ade4-
a762-0499-8d34d91d6a92"

iy

£ R : Hook AAMEMHIREELAN , HELTREREER.

f£ A CloudFormation 4@t Hook I&iE

1. EQIEH#HFEE Hook Bif , EEMER , £ENRREAMEN S3 FiER. LWRHIER my-
encrypted-bucket-stack.yml #1x,

AWSTemplateFormatVersion: 2010-09-09

Description: |
This CloudFormation template provisions an encrypted S3 Bucket
Resources:
EncryptedS3Bucket:
Type: AWS::S3::Bucket
Properties:
BucketName: !Sub encryptedbucket-${AWS::Region}-${AWS: :AccountId}
BucketEncryption:

ServerSideEncryptionConfiguration:

- ServerSideEncryptionByDefault:
SSEAlgorithm: 'aws:kms'
KMSMasterKeyID: !Ref EncryptionKey

BucketKeyEnabled: true
EncryptionKey:
Type: AWS::KMS: :Key
DeletionPolicy: Retain
Properties:
Description: KMS key used to encrypt the resource type artifacts
EnableKeyRotation: true
KeyPolicy:
Version: 2012-10-17
Statement:

M= 143



CloudFormation Hooks F 6/

- Sid: Enable full access for owning account
Effect: Allow
Principal:
AWS: !Ref AWS::AccountId
Action: 'kms:*'
Resource: '*'
Outputs:
EncryptedBucketName:
Value: !Ref EncryptedS3Bucket

(® Note
TN BRI A Hooko

2. BIBRHRAEELNER. ZLRAIFP , #HXBFHAImy-encrypted-bucket-stacko

$ aws cloudformation create-stack \
--stack-name my-encrypted-bucket-stack \
--template-body file://my-encrypted-bucket-stack.yml \

3. (Wit ) BIEEHKBMREFHRALE,

$ aws cloudformation describe-stack-events \
--stack-name my-encrypted-bucket-stack

fffdescribe-stack-eventsm S EEMWR, LA TR describe-stack-events SR

Blo

"StackEvents": [

"StackId": "arn:aws:cloudformation:us-west-2:123456789012:stack/my-
encrypted-bucket-stack/82a97150-f57a-11eb-8eb2-06a6bdcc7779",

"EventId": "EncryptedS3Bucket-
CREATE_COMPLETE-2021-08-04T23:23:20.973Z2",

"StackName": "my-encrypted-bucket-stack",

"LogicalResourceId": "EncryptedS3Bucket",

"PhysicalResourceId": "encryptedbucket-us-west-2-123456789012",

"ResourceType": "AWS::S3::Bucket",

"Timestamp": "2021-08-04T23:23:20.973000+00:00",
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"ResourceStatus": "CREATE_COMPLETE",

"ResourceProperties": "{\"BucketName\":\"encryptedbucket-us-
west-2-123456789012\",\"BucketEncryption\":{\"ServerSideEncryptionConfiguration\":
[{\"BucketKeyEnabled\":\"true\",\"ServerSideEncryptionByDefault\":{\"SSEAlgorithm
\":\"aws:kms\",\"KMSMasterKeyID\" :\"ENCRYPTION_KEY_ARN\"3}3}1}}",

"ClientRequestToken": "Console-CreateStack-39df35ac-ca0-
b7f6-5661-4e917478d075"

.
{

"StackId": "arn:aws:cloudformation:us-west-2:123456789012:stack/my-
encrypted-bucket-stack/82a97150-f57a-11eb-8eb2-06a6bdcc7779",

"EventId": "EncryptedS3Bucket-
CREATE_IN_PROGRESS-2021-08-04T23:22:59.410Z",

"StackName": "my-encrypted-bucket-stack",

"LogicalResourceId": "EncryptedS3Bucket",

"PhysicalResourceId": "encryptedbucket-us-west-2-123456789012",

"ResourceType": "AWS::S3::Bucket",

"Timestamp": "2021-08-04T23:22:59.410000+00:00",

"ResourceStatus": "CREATE_IN_PROGRESS",

"ResourceStatusReason": "Resource creation Initiated",

"ResourceProperties": "{\"BucketName\":\"encryptedbucket-us-
west-2-123456789012\",\"BucketEncryption\":{\"ServerSideEncryptionConfiguration\":
[{\"BucketKeyEnabled\":\"true\",\"ServerSideEncryptionByDefault\":{\"SSEAlgorithm
\":\"aws:kms\",\"KMSMasterKeyID\" :\"ENCRYPTION_KEY_ARN\"3}3}13}3}",

"ClientRequestToken": "Console-CreateStack-39df35ac-ca00-
b7f6-5661-4e917478d075"

},
{

"StackId": "arn:aws:cloudformation:us-west-2:123456789012:stack/my-
encrypted-bucket-stack/82a97150-f57a-11eb-8eb2-06a6bdcc7779",

"EventId": "EncryptedS3Bucket-6516081f-clf2-4bfe-a0f0-cefa28679994",

"StackName": "my-encrypted-bucket-stack",

"LogicalResourceId": "EncryptedS3Bucket",

"PhysicalResourceId": "",

"ResourceType": "AWS::S3::Bucket",

"Timestamp": "2021-08-04T23:22:58.349000+00:00",

"ResourceStatus": "CREATE_IN_PROGRESS",

"ResourceStatusReason": "Hook invocations complete. Resource creation
initiated",

"ClientRequestToken": "Console-CreateStack-39df35ac-ca0-
b7f6-5661-4e917478d075"

iy
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}

28 . CloudFormation BRI GI#EME, EERERIFEZE , Hook KB B IE
TAWS::S3: :Bucket®RERABEERSF[/iHMNE,

w2 BB
BB S ARk

1. BME—NMEE S3 FRMAVEMR, BN aes256-bucket.yml,

AWSTemplateFormatVersion: 2010-09-09

Description: |
This CloudFormation template provisions an encrypted S3 Bucket
Resources:
EncryptedS3Bucket:
Type: AWS::S3::Bucket
Properties:
BucketName: !Sub encryptedbucket-${AWS::Region}-${AWS: :AccountId}
BucketEncryption:

ServerSideEncryptionConfiguration:
- ServerSideEncryptionByDefault:
SSEAlgorithm: AES256
BucketKeyEnabled: true
Outputs:
EncryptedBucketName:
Value: !Ref EncryptedS3Bucket

2. BIEHK  HEFEECLENENR AWS CLI, TEUATREIF | FHRBZFHIEEImy-hook-
stack , fHERBEFIEE Naes256-bucket.yml,

$ aws cloudformation create-stack \
--stack-name my-hook-stack \
--template-body file://aes256-bucket.yml

3. (Wit ) BIEEMKEBENREFHLERE. EUTROF , BEHEK B Hmy-hook-stacko

$ aws cloudformation describe-stack-events \
--stack-name my-hook-stack

PR EF#ER |, FHdescribe-stack-eventsBEEEEH AN, UTE S HMNRAH L.
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"StackEvents": [

"StackId": "arn:aws:cloudformation:us-west-2:123456789012:stack/my-
hook-stack/2c693970-f57e-11eb-a@fb-061a2a83f0b9",

"EventId": "S3Bucket-CREATE_FAILED-2021-08-04T23:47:03.305Z2",

"StackName": "my-hook-stack",

"LogicalResourceId": "S3Bucket",

"PhysicalResourceId": "",

"ResourceType": "AWS::S3::Bucket",

"Timestamp": "2021-08-04T23:47:03.305000+00:00",

"ResourceStatus": "CREATE_FAILED",

"ResourceStatusReason": "The following hook(s) failed:
[MyCompany: :Testing: :MyTestHook]",
"ResourceProperties": "{}",

"ClientRequestToken": "Console-CreateStack-abe7lac2-ade4-
a762-0499-8d34d91d6a92"

iy

Z£R : Hook AAFEMREEAN  HELTRRER, BT SIS EEEMFBEEFER |, Hikk
W EHXEREZTEERFMEEFEHAaws : kmshtEHAES256,

£ CloudFormation #4x&id Hook % iE

1. E0IE#RIFBED Hook Wil , EEMENR , £ENETREAIMEN S3 FEMR. LREIER
kms-bucket-and-queue.yml 1R,

AWSTemplateFormatVersion: 2010-09-09

Description: |
This CloudFormation template provisions an encrypted S3 Bucket
Resources:
EncryptedS3Bucket:
Type: AWS::S3::Bucket
Properties:
BucketName: !Sub encryptedbucket-${AWS: :Region}-${AWS: :AccountId}
BucketEncryption:

ServerSideEncryptionConfiguration:
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- ServerSideEncryptionByDefault:
SSEAlgorithm: 'aws:kms'
KMSMasterKeyID: !Ref EncryptionKey
BucketKeyEnabled: true
EncryptedQueue:
Type: AWS::SQS: :Queue
Properties:
QueueName: !Sub encryptedqueue-${AWS: :Region}-${AWS: :AccountId}
KmsMasterKeyId: !Ref EncryptionKey
EncryptionKey:
Type: AWS::KMS: :Key
DeletionPolicy: Retain
Properties:
Description: KMS key used to encrypt the resource type artifacts
EnableKeyRotation: true
KeyPolicy:
Version: 2012-10-17
Statement:
- Sid: Enable full access for owning account
Effect: Allow
Principal:
AWS: !Ref AWS::AccountId
Action: 'kms:*'
Resource: '*'
Outputs:
EncryptedBucketName:
Value: !Ref EncryptedS3Bucket
EncryptedQueueName:
Value: !Ref EncryptedQueue

(@ Note
TN BRI A Hooko

2. BIEHRAEELNER. LRGP , #HRBFHAImy-encrypted-bucket-stacko

$ aws cloudformation create-stack \
--stack-name my-encrypted-bucket-stack \
--template-body file://kms-bucket-and-queue.yml

3. (Wit ) BIEEHKBMREFHRALE,

it
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$ aws cloudformation describe-stack-events \
--stack-name my-encrypted-bucket-stack

fEfldescribe-stack-events@® S EEMM, LA TR describe-stack-events S8 HIR

Blo

"StackEvents": [

"StackId": "arn:aws:cloudformation:us-west-2:123456789012:stack/my-
encrypted-bucket-stack/82a97150-f57a-11eb-8eb2-06a6bdcc7779",

"EventId": "EncryptedS3Bucket-
CREATE_COMPLETE-2021-08-04T23:23:20.973Z2",

"StackName": "my-encrypted-bucket-stack",

"LogicalResourceId": "EncryptedS3Bucket",

"PhysicalResourceIld": "encryptedbucket-us-west-2-123456789012",

"ResourceType": "AWS::S3::Bucket",

"Timestamp": "2021-08-04T723:23:20.973000+00:00",

"ResourceStatus": "CREATE_COMPLETE",

"ResourceProperties": "{\"BucketName\":\"encryptedbucket-us-
west-2-123456789012\",\"BucketEncryption\": {\"ServerSideEncryptionConfiguration\":
[{\"BucketKeyEnabled\":\"true\",\"ServerSideEncryptionByDefault\":{\"SSEAlgorithm
\":\"aws:kms\",\"KMSMasterKeyID\" :\"ENCRYPTION_KEY_ARN\"3}}13}}",

"ClientRequestToken": "Console-CreateStack-39df35ac-ca00-
b7f6-5661-4e917478d075"

},
{

"StackId": "arn:aws:cloudformation:us-west-2:123456789012:stack/my-
encrypted-bucket-stack/82a97150-f57a-11eb-8eb2-06a6bdcc7779",

"EventId": "EncryptedS3Bucket-
CREATE_IN_PROGRESS-2021-08-04T23:22:59.410Z",

"StackName": "my-encrypted-bucket-stack",

"LogicalResourceId": "EncryptedS3Bucket",

"PhysicalResourceld": "encryptedbucket-us-west-2-123456789012",

"ResourceType": "AWS::S3::Bucket",

"Timestamp": "2021-08-04T723:22:59.410000+00:00",

"ResourceStatus": "CREATE_IN_PROGRESS",

"ResourceStatusReason": "Resource creation Initiated",

"ResourceProperties": "{\"BucketName\":\"encryptedbucket-us-
west-2-123456789012\",\"BucketEncryption\":{\"ServerSideEncryptionConfiguration\":
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[{\"BucketKeyEnabled\":\"true\",\"ServerSideEncryptionByDefault\":{\"SSEAlgorithm
\":\"aws:kms\",\"KMSMasterKeyID\" :\"ENCRYPTION_KEY_ARN\"3}3}13}3}",
"ClientRequestToken": "Console-CreateStack-39df35ac-ca00-
b7f6-5661-4e917478d075"
},

{
"StackId": "arn:aws:cloudformation:us-west-2:123456789012:stack/my-

encrypted-bucket-stack/82a97150-f57a-11eb-8eb2-06a6bdcc7779",

"EventId": "EncryptedS3Bucket-6516081f-clf2-4bfe-a0f0-cefa28679994",

"StackName": "my-encrypted-bucket-stack",

"LogicalResourceId": "EncryptedS3Bucket",

"PhysicalResourceId": "",

"ResourceType": "AWS::S3::Bucket",

"Timestamp": "2021-08-04T23:22:58.349000+00:00",

"ResourceStatus": "CREATE_IN_PROGRESS",

"ResourceStatusReason": "Hook invocations complete. Resource creation
initiated",

"ClientRequestToken": "Console-CreateStack-39df35ac-ca0-
b7f6-5661-4e917478d075"

I

£ 8 . CloudFormation BRI 6|2 #k, FERERIFEZ8 , Hook BB B iE
TAWS: :S3: :Bucket ®RERBEZERE [ IHINE,
BB E X Hook

FEH B E N Hook f2F7E CloudFormationsE i3k R 124 Hook A IEIT RS,

EFEHFHEN Hook , FiBT CloudFormation CLI submitiE{EFEH 51T 232 E CloudFormation 37
o

$ cfn submit

BREEHIKF PIgEEHNEBRINMRA | F 6 Mset-type-default-versionis S HigERRE, RKABEZHAR
K 1D,

$ aws cloudformation set-type-default-version \
--type HOOK \
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--type-name MyCompany::Testing::MyTestHook \
--version-id 00000003

ERFEHEX Hook IRAME L |, EEMAlist-type-versionso

$ aws cloudformation list-type-versions \
--type HOOK \
--type-name "MyCompany::Testing: :MyTestHook"

MIEM R AP EUE M B E X Hook CloudFormation

BUHEM B E X Hook & B BARAHPRIEH CloudFormation ¥} Z&RDEPRECATEDHFHIRRAS |, iX
2FEMNEDERATMBR. BEN Hook —B#FH , BT EE CloudFormation #4EFRER,

@ Note

EBUEEM Hook 28l , 4B IMEUE FMZT BB X EI A, BXEZER |, B85
¥ DeregisterTypes

EHUHEMIES |, B MAderegister-typel 4 H I8 EE A IEH ARN,

$ aws cloudformation deregister-type \
--arn HOOK_TYPE_ARN

B
& *n Hook 2 A EH

BERENHMNE=T Hook , BIFEH Hook FEARFAET B. RE, AWS Xifi EBMRELFT B
EFHEARS :

1. 1E5EM R B FER Hook CloudFormation SEMAFET E.

2. MR &M Hook , TR E % 27 CloudFormation SEMERP X HFHAAESEER,

3. &K Hook % # & CloudFormation ¥t %K.

BOE RS =
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® Note

EAEXEBAGEATBZA , XAEEZMEEKIMAT BEHGE. ERNESNMXENIT
e , iES 1 CloudFormation CLI iP5/ StackSetsFHIERAEZINXE X G B2
Fo

FERHFEMT Hook f , B LLFHMERNE=F L HT B A M E CloudFormation ¥tk , FHEEE
CloudFormation A P /AT,

NHEE =7 Hook EEEEH 1L CloudFormation AFEEEZ B X E AWS RREE. 5FHF Hook
—# , 23 Hook B4R 5 X 5 within X H) AWS 1Ef7 Hook #8[E CloudFormation,

KAEEMRVESBR X B EEMER AWS X BFFE CloudFormation B &N, AR , AP AL
EERFHABEENT BERF  MNMEETEERFFER. BXEZER |, 55 (CloudFormation
AFP{E™E) PME A CloudFormation SEM RPN E=FLHET R,

MR 2N A Y B E X Hook

ERFLOEIMWBEEN Hook , EXLMBIE N EE LHAENIRER, LT RFENBEX Hook £
NEB=ZFY BZBMENERIIX,

BMNCEBEREFNEFRHELE N, —XRASUCCESS , —IXRAFAILED,

« X3 FSUCCESSHE R R A

o RAEBIRSUCCESS,

- FERREHIRRB,

- MRBEE , WAFEFEREERNOW,
« 3 FFAILEDWE R 24

o RAHSMRFAILED,

o HAPUREILEIRKBE,

- %MEHBENE R,

- MRBEE , WAKFEFERZENOW,
¥ FIN_PROGRESSH R A :

- FERREHIRRB,

« ResultFS7ENE R AR B F B
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EBERT ALY M A LE

RINBERT , EHRIEEE Hook 22 E X AR 4 A 5l AJ8 3k CloudFormation #1T& €9
R BER , KZH Hook HIEFEELR , UETH TR EFEEHEKNMABEEE T EMEE
HER. ATERXANEE | RO IEEERITELYN RS CloudFormation I Ao

CloudFormation 12 7 B fh 5 3£ 818 EE AT E LN ot B BV AU -
- BEXH

FRHoverridesXHRHT —MEEFN HEREEREFEREN M ATTEpreCreate
CloudFormation SAMEfE 2 4ENi®preUpdatefpreDelete®R/EN X H B E

- WA

EUATERT , BEAUEAZ M input XHREESLN =i ATIE
- BREFRFENCE, EMNRBRREEETRNEARE  E NN IREETRHE.
- BREEES /N TRNVBARES.

£ B R E E W AR

LA & Amazon S3 Hook fEfiZoverrides X444 A BIER RO,

"CREATE_PRE_PROVISION": {
"AWS: :S3: :Bucket": {
"resourceProperties": {

"/BucketName": "encryptedbucket-us-west-2-contractor",
"/BucketEncryption/ServerSideEncryptionConfiguration": [
{

"BucketKeyEnabled": true,

"ServerSideEncryptionByDefault": {
"KMSMasterKeyID": "KMS-KEY-ARN",
"SSEAlgorithm": "aws:kms"

}
},
"AWS: :SQS: :Queue": {
"resourceProperties": {
"/QueueName": "MyQueueContract",
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"/KmsMasterKeyId": "hellocontract"

iy
"UPDATE_PRE_PROVISION": {
"AWS: :S3: :Bucket": {
"resourceProperties": {

"/BucketName": "encryptedbucket-us-west-2-contractor",
"/BucketEncryption/ServerSideEncryptionConfiguration":
{

"BucketKeyEnabled": true,

"ServerSideEncryptionByDefault": {
"KMSMasterKeyID": "KMS-KEY-ARN",
"SSEAlgorithm": "aws:kms"

}
}
]
1,
"previousResourceProperties": {
"/BucketName": "encryptedbucket-us-west-2-contractor",
"/BucketEncryption/ServerSideEncryptionConfiguration":
{
"BucketKeyEnabled": true,
"ServerSideEncryptionByDefault": {
"KMSMasterKeyID": "KMS-KEY-ARN",
"SSEAlgorithm": "aws:kms"
}
}
]
}

iy
"INVALID_UPDATE_PRE_PROVISION": {
"AWS: :S3::Bucket": {
"resourceProperties": {

"/BucketName": "encryptedbucket-us-west-2-contractor",
"/BucketEncryption/ServerSideEncryptionConfiguration":
{

"BucketKeyEnabled": true,

"ServerSideEncryptionByDefault": {
"KMSMasterKeyID": "KMS-KEY-ARN",
"SSEAlgorithm": "AES256"

L

L

L

RInEH
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]
I
"previousResourceProperties": {
"/BucketName": "encryptedbucket-us-west-2-contractor",
"/BucketEncryption/ServerSideEncryptionConfiguration":
{
"BucketKeyEnabled": true,
"ServerSideEncryptionByDefault": {
"KMSMasterKeyID": "KMS-KEY-ARN",
"SSEAlgorithm": "aws:kms"

}
.
"INVALID": {
"AWS: :SQS: :Queue": {
"resourceProperties": {
"/QueueName": "MyQueueContract",
"/KmsMasterKeyId": "KMS-KEY-ARN"

158 7 a0 A\ S 4 E Bl A BRI

L

FERinput XHRIEEEFANTRIEXENH ALIE - preCreatefi A, preUpdatefii AR T4
Ao CloudFormation SfHEAE LM X4 PIEE, BETURNEANRIEE S AR ALIE,

EREEEESANRFERANIinput X |, BTE Hooks T B B B FHH I — N inputsXHX,

CloudFormation A5 7 1N& Y 5 A LA
FRAUTHRAEEENNHEZESHMmALUE  HPhn & :

. inputs_n_pre_create.json : AT ApreCreatet BREFHNXHREEA TEERRNA

Ao

« inputs_n_pre_update.json : AW BpreUpdatebBREFHW X 4RIEERA TEHR R RN A

Ao

« inputs_n_pre_delete.json : AT BpreDeletelt B FFHY 443K 15 TE M BREIREY 56 A o

« inputs_n_invalid.json: AFIEEZEN K TR A

RInEH

155



CloudFormation Hooks F 6/

EREANRNIEELHMARE , BEMNXEEFHNEBRUN M ABBEHTHR. 6w, &

W — A AR E B Ninputs_1_pre_create.jsoninputs_1_pre_update.json,
Minputs_1_pre_invalid.json. BT —HLEHE

Hinputs_2_pre_create.json, inputs_2_pre_update.jsoninputs_2_pre_invalid.json,

M, RIS HE,

BMAAXHEHR— JSON X, REEATN RN A REE,

LT EERMANEinputs Amazon S3 18 E i A BB R HI B F.

inputs_1_pre_create.json

LR Rinputs_1_pre_create.json&BNiXHI R,

{
"AWS: :S3::Bucket": {
"resourceProperties": {
"AccessControl": "BucketOwnerFullControl",
"AnalyticsConfigurations": [],
"BucketEncryption": {
"ServerSideEncryptionConfiguration": [
{
"BucketKeyEnabled": true,
"ServerSideEncryptionByDefault": {
"KMSMasterKeyID": "KMS-KEY-ARN",
"SSEAlgorithm": "aws:kms"
}
}
]
.
"BucketName": "encryptedbucket-us-west-2"
}
},
"AWS: :SQS: :Queue": {
"resourceProperties": {
"QueueName": "MyQueue",
"KmsMasterKeyId": "KMS-KEY-ARN"
}
}
}
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inputs_1_pre_update.json

LR Rinputs_1_pre_update.json& RN R,

{
"AWS::S3::Bucket": {
"resourceProperties": {
"BucketEncryption": {
"ServerSideEncryptionConfiguration": [
{
"BucketKeyEnabled": true,
"ServerSideEncryptionByDefault": {
"KMSMasterKeyID": "KMS-KEY-ARN",
"SSEAlgorithm": "aws:kms"
}
}
]
1,
"BucketName": "encryptedbucket-us-west-2"
1,
"previousResourceProperties": {
"BucketEncryption": {
"ServerSideEncryptionConfiguration": [
{
"BucketKeyEnabled": true,
"ServerSideEncryptionByDefault": {
"KMSMasterKeyID": "KMS-KEY-ARN",
"SSEAlgorithm": "aws:kms"
}
}
]
1,
"BucketName": "encryptedbucket-us-west-2"
}
}
}

inputs_1_invalid. json

LR Rinputs_1_invalid. json& B RHE,

"AWS: :S3::Bucket": {

RInEH
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"resourceProperties": {
"AccessControl": "BucketOwnerFullControl",
"AnalyticsConfigurations": [],
"BucketEncryption": {
"ServerSideEncryptionConfiguration": [

{
"ServerSideEncryptionByDefault": {
"SSEAlgorithm": "AES256"
}
}
]
1,
"BucketName": "encryptedbucket-us-west-2"

},
"AWS: :SQS: :Queue": {
"resourceProperties": {
"NotValid": "The property of this resource is not valid."

inputs_1_invalid_pre_update.json

LR Rinputs_1_invalid_pre_update.json& BN H =B,

"AWS: :S3::Bucket": {
"resourceProperties": {
"BucketEncryption": {
"ServerSideEncryptionConfiguration": [

{
"BucketKeyEnabled": true,
"ServerSideEncryptionByDefault": {
"KMSMasterKeyID": "KMS-KEY-ARN",
"SSEAlgorithm": "AES256"
}
}
]
1,
"BucketName": "encryptedbucket-us-west-2"

1,
"previousResourceProperties": {
"BucketEncryption": {
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"ServerSideEncryptionConfiguration": [

{
"BucketKeyEnabled": true,
"ServerSideEncryptionByDefault": {
"KMSMasterKeyID": "KMS-KEY-ARN",
"SSEAlgorithm": "aws:kms"
}
}
]
1,
"BucketName": "encryptedbucket-us-west-2"

BEXEZER , FZH ( CloudFormation CLI AAF#8RE) FHRGT BAEEATHARER,

H CloudFormation ooks BYZE¥JiE x5 &

AN B AT FF A CloudFormation Hook BYZRFIBYE %,

Hook ‘2¥&H JSON 225 # Hook AL 212 73R RHY Hook A5, B3 BE X Hook Y58 —H R E LI
HMREBEMNEMHTEE, A CloudFormation CLI initir S #1%81L BE X Hook T B &Y , &1
B — Hook ¥ #F, ERALEREXAENTE X BE X Hook HFZR MR XHE R

2R E
AT 2R #2 Hook RY&5HT,

{

ypeName": "string",

"description": "string",
"sourceUrl": "string",

"documentationUrl": "string",
"definitions": {
"definitionName": {

}
},
"typeConfiguration": {

"properties": {
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"propertyName'

1 : {

"description": "string",
Iltypell: "String",

},
I
"required": [
"propertyName"

1,
"additionalProperties":
I
"handlers": {

"preCreate": {

"targetNames":

1,

"permissions":

]

},
"preUpdate": {

"targetNames":

1,

"permissions":

]

},
"preDelete": {

"targetNames":

1,

"permissions":

]

}
I
"additionalProperties":
}
typeName

&HY Hook ME— & /5. N Hook IEEH =M HMMNGBREZER , HE

false

false

f0rganization::Service: :Hook#ER 7,

(® Note

UTARGEZRETE , FaEA TER Hook KB AR

RGBT
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Alexa
AMZN
Amazon
ASK
AWS
Custom

Dev

= MLEE - B
mERMVE =B

B=E : "N[a-zA-Z0-9]{2,64}::[a-zA-Z0-9]{2,64}::[a-zA-Z0-9]{2,64}$

&/ME ;10
R A{E : 196
description

CloudFormation ##l& A & /REY Hook HYRIE IR

= YEE - B
=AMV E =

sourcelrl

Hook JRABEIMLUL ( MER LT ) o

RHE B

RAE

documentationUrl

R4 Hook %483 #5RY TTEIRY URL,

: 4096

EZ{,‘\% .=

ERN

- E

B=R : Ahttps\:\/\/[0-9a-zA-Z]([- . \w]*[0-9a-zA-Z])(\:[0-91*)*([\?/#].*)?$

RAE

: 4096

RGBT
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® Note

RE Hook M NEETEMABNEEIER | BELAEHZdocumentationURLIE M
NAFREEZEFAEE , 2RO, BANEMiERAEE,

definitions
ERZdefinitionsHRIBHEZM Hook B 2R,

fEAZdefinitionsEB o RKE X AIEEH Hook KHEEMPHZMIEFERANERNTERIANR—
fhER{ESKER, AE , LA JSON $84H1E Hook KB ZEMHMENMES|I AiZTHR,

typeConfiguration

Hook &t & ##iE M E Lo

= MLEE - B
mAMVE B

properties

HEWHNEM, Hook WATEE EEAMERM P RIE, F Hook RUE M SHEMRBER BRI,

@ Note

FTRUERABRERY. HR , HdefinitionsTEHENEARERY , RieEASrefis
HEMENEEFSIAE.

BRI XU TEY :

« default-BHEMERIAE,

+ description-X&E RN,

« pattern— ATRIFR AN ENFRAXER,
« type— AIEZHEMERE,

additionalProperties

additionalProperties #JiZEN false, Hook BIFTEBMH L MERWFRIE : FTAGTHE
B A
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BEM%{E : false

handlers

WIBREFIEE AT LS s 3R R E LK Hook KYIRYE | fl4 Hook A K. I , preUpdatelb 32
FREAERFPAEEEAGHNENREZTRAAN,

EME : preCreate | preUpdate | preDelete

® Note
BRRALEEFEEED —ME,

/A Important

SHRB N HERIEEUpdateCleanupF @A Hook, Hlf , EATHMNFREHR , T2
A Hook MipreDeletetEBREF :

. WEBIRABBR—NERE , #REATH,
o TERRE R E AR TR

targetNames

Hook B/EMR B Z N FERFBEA, Hla , MR preCreateBEFBAWS: :S3: :BucketH
¥R, MEAFEMEER BN Amazon S3 FERIZT.

 TargetName
NEBNEXMNLERFEEED —IMNEHEN.

B=E : "N[a-zA-Z0-9]{2,64}::[a-zA-Z0-9]{2,64}::[a-zA-Z0-9]{2,64}$
=/DME 1

RELE R

RGBT
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CloudFormation

/A Warning
SSM SecureString Fl Secrets Manager 3175 5| A E &% 48 Hooks 2 Bl To & BT o

permissions
— N FRHEHRE  eEERAALERFAEN AWS NR,
ERLE B

additionalProperties

additionalProperties 4R E N false, Hook HWFTEBMHEMAMERHPRIE : FAYE
EH A,

RELE £

Ep

EME : false

Hooks 2R #3 7R 4

=l 1

Java fl Python @A FERAUATRBERHl, L TREFW Hook B RHIL#mycompany-testing-

2R

mytesthook. json,

"typeName":"MyCompany: :Testing: :MyTestHook",
"description":"Verifies S3 bucket and SQS queues properties before create and
update",
"sourceUrl":"https://mycorp.com/my-repo.git",
"documentationUrl":"https://mycorp.com/documentation",
"typeConfiguration":{
"properties":{
"minBuckets":{
"description":"Minimum number of compliant buckets",
"type":"string"
},
"minQueues":{
"description":"Minimum number of compliant queues",
"type":"string"
},
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"encryptionAlgorithm": {
"description":"Encryption algorithm for SSE",
"default":"AES256",
"type":"string",
"pattern": "[a-zA-Z]*[1-9]"

}
},
"required":[
1,
"additionalProperties":false
1,
"handlers":{

"preCreate": {
"targetNames":[
"AWS: :S3::Bucket",
"AWS: :SQS: :Queue"
1,

"permissions": [

I
"preUpdate":{
"targetNames": [
"AWS::S3: :Bucket",
"AWS: :SQS: :Queue"
1,

"permissions": [

},
"preDelete": {

"targetNames": [
"AWS::S3::Bucket",

"AWS: :SQS: :Queue"

1,

"permissions": [
"s3:ListBucket",
"s3:ListAl1MyBuckets",
"s3:GetEncryptionConfiguration",
"sgs:ListQueues",
"sqs:GetQueueAttributes"”,
"sqgs:GetQueueUrl"
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}

iy

"additionalProperties":false

T~ 2

LUR R 2 —AMERSTACKH CHANGE_SET for targetNames REM KRR E NERENEN,

"typeName":"MyCompany: :Testing: :MyTestHook",
"description":"Verifies Stack and Change Set properties before create and update",
"sourceUrl":"https://mycorp.com/my-repo.git",
"documentationUrl":"https://mycorp.com/documentation",
"typeConfiguration":{
"properties":{
"minBuckets":{
"description":"Minimum number of compliant buckets",
"type":"string"
},
"minQueues":{
"description":"Minimum number of compliant queues",
"type":"string"
},
"encryptionAlgorithm":{
"description":"Encryption algorithm for SSE",
"default":"AES256",
"type":"string",
"pattern": "[a-zA-Z]*[1-9]"

}
I,
"required":[
1,
"additionalProperties":false
I,
"handlers":{

"preCreate": {
"targetNames": [

"STACK",

"CHANGE_SET"
]I
"permissions": [
]

}I
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"preUpdate":{
"targetNames": [
"STACK"
1,
"permissions": [
]
},
"preDelete": {
"targetNames":[
"STACK"
1,

"permissions": [

iy

"additionalProperties":false

EAREE 167



CloudFormation Hooks F 6/

= A B A CloudFormation Hook

AEBNABUWNAER Hook AREFEBH , LERPBLEEELENKF LT EIRS. SRFEETS
Hook F#MER T RAER BN , 28 Hook 2REH.

EENKFPERAMNEAES (2HE)

FEIERIKF P EEA Hook

1. &F AWS EIERF|A HE hitps://console.aws.amazon.com/cloudformat ion 3T FF
CloudFormation ##| & .

ERBHBNSHE L |, %8 Hook FITE AWS XiF BLE,

NS E R F%EEFE Hooks.

R EZEANEBNAER.

EEHFAGERE L , EREHEHEANNEARE.

HIRTREWEINGT | EF BRRAES

o o b~ w0 DN

BB R ERZEAR Hook

1. &% AWS BEEEH A HIE hitps://console.aws.amazon.com/cloudformat ion L ITFF
CloudFormation %] &

ERBIHBNSHE L |, %8 Hook FITE AWS XiF L E,

MEME R F%EEFE Hooks.

ERERRANEHRN B

EEHFAGEERE L , EREHEHANNE ARE.

HIRREBHIAR | EF B AEN

o o b~ w0 DN
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FEEMKF 2R B RAEHS (AWS CLI)

/A Important

RATEZAFE A Hook B AWS CLI i & Hook BLE B H --configurationit M+ 15
ENE. WREENEN , AETXERmHN , XASLEMEFLERENAFTRE. EEEY
BB EXIE , B Adescribe-typedi o

ZEREH

{8 F LA T set-type-configurationn % # 8 EHook InvocationStatusDISABLED N Z A Hook., FE
W EESR SN

aws cloudformation set-type-configuration \
--configuration "{"CloudFormationConfiguration":{"HookConfiguration":
{"HookInvocationStatus": "DISABLED", "FailureMode": "FAIL",
"TargetOperations": ["STACK", "RESOURCE","CHANGE_SET"], "Properties":{}}}}" \
--type-arn "arn:aws:cloudformation:us-west-2:123456789012:type/hook/MyTestHook" \
--region us-west-2

E#EAKAERA/ Hook

{5 F LA T set-type-configuration@n & # 8§ EENABLEDZEHookInvocationStatus E# /8 A Hook. H
EHREESR SR,

aws cloudformation set-type-configuration \
--configuration "{"CloudFormationConfiguration":{"HookConfiguration":
{"HookInvocationStatus": "ENABLED", "FailureMode": "FAIL",
"TargetOperations": ["STACK", "RESOURCE","CHANGE_SET"], "Properties":{}}}}" \
--type-arn "arn:aws:cloudformation:us-west-2:123456789012:type/hook/MyTestHook" \
--region us-west-2

BRREZER , SR EHEERWIEESE.

SEHEAES AWS CLI) 169


https://docs.aws.amazon.com/cli/latest/reference/cloudformation/describe-type.html
https://docs.aws.amazon.com/cli/latest/reference/cloudformation/set-type-configuration.html
https://docs.aws.amazon.com/cli/latest/reference/cloudformation/set-type-configuration.html

CloudFormation Hooks F 6/

& & Hook B A CloudFormation &%

KEFBAN AWM EF CloudFormation Hook HiERE R, EF AL R LARBIE T ## Hook 1A
LR ER |, FARR Hook 36 iF 4 B A6 S Bl B9 AT [A] &3

HAREHNRIEZE ( TR AWS Control Tower £z732 %], Guard MNER Lambda BEKEL ) £ &ER
W AP ETHRESES.

ERHETERTRRS

BB =N ERHETEFARALER : B Invocaton ERHE., EFE/ Hook WARARE
ok, AEEFHKREBERAAN RN ERES,

BEEFTA Hook &R
HAHARERNEEME T E X 90 XWEMIKF Mt XAFTE Hook AANEHEME,
BEEFTE Hook WER

1. B&F AWS EEZH|A HE hitps://console.aws.amazon.com/cloudformat ion 3T FF
CloudFormation %4

2. ERBMHNSMEL  EEREEF Hook WA AWS X V&,
3. ESMERT , AR FARE,
4. ZUEERTIEE 90 XAFE Hook AR , B4 :

- WA ID
* Hook
+ Target
- 13 (WarnmFail)
« 4% (Warning,Pass,Failed,In progress)
- A EtE
- ERHER
5. BAILAERARKRIHAERERESRAEREBEN AR

6. ERE-MIENARAUEEEXAREGRNESHMEEARESE | SFEKRMAEY Hook 18 AVFN KIS
o

EFRARAER (2HE) 170


https://console.aws.amazon.com/cloudformation/

CloudFormation Hooks F 6/

BEFE Hook WA EIER

BRT BT AN Hook WARAMRIEREFRAALE R,
EEBE Hook MEHERA

-_—

BF AWS EEEFIA HIE hitps://console.aws.amazon.com/cloudformat ion 3T FF
CloudFormation 2 #14&,

ERBMEMNSMZ L | EFEEEF Hook HAM AWS Xi (L&,
NS BE A IEE Hooks,
EREEEHM Hook A X EH Hook.

EE-IMENBRUEERXFASRNESEMEAES | SFEKXME Hook 1§ ARAMEIE
o

o & 0N

EERETHKRPVIBAANER
BAUBIMEREFTHETS EHRNARE R,
EF S EHRN Hook HHA

-_—

BF AWS EEEFIA HIE hitps://console.aws.amazon.com/cloudformat ion 3T FF
CloudFormation 2 #1 A&,

ERBIHHSMEL | EEHERRERE AWS XiE BWILE,
MNEMBERT | EFEHK,

EREEFHM Hook 1 A K H,

R AR B ETR,

EEHSIRD , £ “RSFER" 5l EHK Hook A E RN EH,

EEFREMN Hook WHKEAES , FESE Hook WA , ARERF TILNNEUITTEEE
ZHMABFEENREER,

N o o bk~ W Db

® Note

ZERBENG , FEEZHS A LANEEERUITH ‘Bam #X , BEFEEMR
B, AREIEE BN
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FAHAEEERALZL R AWS CLI

£ Alist-hook-resultsin S RAE X Hook AAMEE., S XIFLUTEEED :

- JREXFTE Hook AL R ( EFESH)

o REHTEIE ARN (£ ) --type-arn

o REH ARN FURASTFIE ( £FA--type-arnfl ) --status
- BREBEBW (FH--target-typeMl--target-id)

2 Hook ARN JFik4E R

LUTaa5H T4 E Hook BFTE Hook AL R,

aws cloudformation list-hook-results \

--type-arn arn:aws:cloudformation:us-west-2:123456789012:type/hook/My0rg-Security-
ComplianceHook \

--region us-west-2

R

"HookResults": [
{
"TypeArn": "arn:aws:cloudformation:us-west-2:123456789012:type/hook/My0rg-
Security-ComplianceHook",
"HookResultId": "59ef501c-0ac4-47c0-al93-e@71cabf748d",
"TypeName": "MyOrg::Security::ComplianceHook",
"TypeVersionId": "00000001",
"HookExecutionTarget": "arn:aws:cloudformation:us-west-2:123456789012:stack/my-
stack/39f29d10-73ed-11f@-abcl-0affdfe4aebb",
"InvokedAt": "2025-08-08T00:18:39.651Z",
"FailureMode": "WARN",
"HookStatusReason": "...",
"InvocationPoint": "PRE_PROVISION",
"Status": "HOOK_COMPLETE_FAILED"
},

EFRALERE )AWS CLI 172
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AXMEPFFZERAER | 25 AWS CloudFormation APl 2ZHookResultSummaryH#,

B ARN MR TR IS

ERAERPHEILRS , BEBGTHIEE--statusit B, BREN :

HOOK_IN_PROGRESS: Hook HHIIEFEIE T
HOOK_COMPLETE_SUCCEEDED: Hook B 58 B
HOOK_COMPLETE_FAILED: Hook B 5 MR{BRIE %MK,
HOOK_FAILED: Hook FEHITEEHIEE T iR,

aws cloudformation list-hook-results \

--type-arn arn:aws:cloudformation:us-west-2:123456789012:type/hook/My0rg-Security-
ComplianceHook \

--status HOOK_COMPLETE_FAILED \

--region us-west-2

a1 R

"HookResults": [
{
"TypeArn": "arn:aws:cloudformation:us-west-2:123456789012:type/hook/My0Org-
Security-ComplianceHook",
"HookResultId": "59ef501lc-Qac4-47c0-al93-e@71cabf748d",
"TypeName": "MyOrg::Security::ComplianceHook",
"TypeVersionId": "00000001",
"HookExecutionTarget": "arn:aws:cloudformation:us-west-2:123456789012:stack/my-
stack/39f29d10-73ed-11f@-abcl-0affdfesaebb",
"InvokedAt": "2025-08-08T00:18:39.6517",
"FailureMode": "WARN",
"HookStatusReason": "...",
"InvocationPoint": "PRE_PROVISION",
"Status": "HOOK_COMPLETE_FAILED"
},

BXRIGR P FERHIER , FSE AWS CloudFormation APl 2#ZHookResultSummaryF#,
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REMRENMBEFR ID HIEER

LTS5 E THE Cloud Control API i5REIFTE Hook AL R,

aws cloudformation list-hook-results \
--target-type CLOUD_CONTROL \
--target-id d417bo5b-9eff-46ef-b164-08c76aecl801 \
--region us-west-2

LN

"HookResults": [
{
"TargetType": "CLOUD_CONTROL",
"TargetId": "d417b@5b-9eff-46ef-bl64-08c76aecl801",
"HookResults": [
{

"TypeArn": "arn:aws:cloudformation:us-west-2:123456789012:type/hook/My0Org-

Security-ComplianceHook",
"HookResultId": "4e7f4766-d8fe-44e5-8587-5b327al48abe",
"TypeName": "MyOrg::Security::ComplianceHook",
"TypeVersionId": "00000001",
"FailureMode": "WARN",
"HookStatusReason": "...",
"InvocationPoint": "PRE_PROVISION",
"Status": "HOOK_COMPLETE_FAILED"
1,

AXMEPFFZERAER | 25 AWS CloudFormation APl 2ZHookResultSummaryH#,

IREVAS E J F V¥ 4R 45

£ A get-hook-result in TR ERBRIFE Hook AN FARFE , SETEEAUREL RV EBRFANK

.

aws cloudformation get-hook-result \

EFFHRALR ()AWS CLI
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--hook-result-id 59ef501c-0ac4-47c0-al193-e@71cabf748d \
--region us-west-2

LN

"HookResultId": "59ef501c-0ac4-47c0-al93-e@71cabf748d",

"InvocationPoint": "PRE_PROVISION",

"FailureMode": "WARN",

"TypeName": "MyOrg::Security::ComplianceHook",

"TypeVersionId": "00000001",

"TypeArn": "arn:aws:cloudformation:us-west-2:123456789012:type/hook/My0rg-Security-
ComplianceHook",

"Status": "HOOK_COMPLETE_FAILED",

"HookStatusReason": "Hook completed with failed validations",
"InvokedAt": "2025-08-08T00:18:39.651Z2",
"Target": {

"TargetType": "RESOURCE",
"TargetTypeName": "AWS::S3::Bucket",
"TargetId": "my-s3-bucket",
"Action": "CREATE"

.
"Annotations": [
{
"AnnotationName": "BlockPublicAccessCheck",
"Status": "FAILED",
"StatusMessage": "Bucket does not block public access",
"RemediationMessage": "Enable block public access settings on the S3 bucket",
"Severitylevel": "HIGH"
.
{
"AnnotationName": "BucketEncryptionCheck",
"Status": "PASSED",
"StatusMessage": "Bucket has encryption configured correctly"
}
]

BXIR P FERNIER , 15 AWS CloudFormation APl $# GetHookResultH 9,

EFFHRALR ()AWS CLI
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EHEEREESE

AR T A TBEE Hook RIZRHIiEE, CloudFormation £ 18 Hook Bt , fE={THE A kBl E 4R
M. AWS IKf

EF LM Hook BE IR EHRMWEE |, FEHookInvocationStatusERy Mk /= il ssEiE
#JENABLED/EfRE RN,

£

- BEHRERMEMY

L & R

CloudFormation Hooks 3t 4% 533 iE 85
CloudFormation 44 B ¥ iEES
£AHHE Hook BB A BEA

@ Note

Hook HYELE iJ LATF M I R ABIEE 7 300 KB, X=X SetTypeConfigurationi
ﬂEConfiguratlomﬁ*%?&ﬁbﬂﬂ’ﬂ)’ﬁﬁé’ﬂiﬁﬂ’ﬂl‘ﬁo

EME IS RE S

LATZEME Hook Bl E LR MMM,

"CloudFormationConfiguration": {
"HookConfiguration": {
"HookInvocationStatus": "ENABLED",
"TargetOperations": ["STACK"],
"FailureMode": "FAIL",
"EncryptionConfiguration": {
"KmsKeyId": "arn:aws:kms:us-east-1:123456789012:key/abc-123"

.
"Properties": {

}
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}

HookConfiguration
HEHMERE S EHERRIBUESEA Hook, BEEANENREME.

Hook BLE XA TE 1%,

HookInvocationStatus
$§E Hook =& NENABLEDZDISABLED,

A3%{E : ENABLED | DISABLED

TargetOperations
EE Hook PRt W EVIRIESIR. BXEZER , F2H #HEB .

BEME : STACK | RESOURCE | CHANGE_SET | CLOUD_CONTROL
TargetStacks

AIATEE#RSB. HookInvocationStatustif,

MBNFERRENALL , MFE, SHDELETERFIRERE |, 4 NNATEKF PTG H
#. CREATE UPDATE

MRFEIZEJINONE , MR EA T EK S DYk
BAME : ALL | NONE
FailureMode

I FRE IRBIRSS tn{a/ 4 22 Hook (&,
- MEEXIZENFAIL , BEHEK , N RME E[FEIEERERRHERER,
- MEEKXIZENWARN , BEHEK , NEFEEATHEREAIE RESTEHE,

BME : FAIL | WARN

EncryptionConfiguration

7 Hook FREHFREEMBFIRE
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KmsKeyId

AT %8 Hook SE BB M INZRZEAMNFIE,. BHB ARN, #4f ID 5 AWS KMS %4
ARN., BXEZEE , HZH AWS KMS X#4KeyldH Y,

EFEAEFEE AWS KMS Z4A 012 Hook 2 Al , BN AF A B LI
HDescribeKeyH# AWS KMS X PRGenerateDataKey, BXEZER , S AWS
KMS BT hi&EASH CloudFormation Hook 45 SR #9 %2 4R 5% BE R X BR o

Properties

1ETE Hook IZ1TEIE M. ©A1RNE Hooks I IFM B MM AR ITEL

L & TR
A% MAEE Hook HRHI AWS CLI , BSHNTEH -

« BUEET 324189 Hook )AWS CLI
- BUEEM (AWS CLI)
« H5E Lambda ¥4 ()AWS CLI

CloudFormation Hooks 1% 4k 5133 ;i 28

YRA[LATE CloudFormation Hook N K FITIEES , BRBEXRBHNBEEMNIFEN K, R
BEZNERELMERHER | BE Hook FEA T ER MK , MILINEERE A,

AT T IX LT IERRR TR | FHRE 7 B LUBTERY =B,

REHER R B TEIER Hook BEEMEALEHUTATR :

{
"CloudFormationConfiguration": {
"HookConfiguration": {
"HookInvocationStatus": "ENABLED",
"TargetOperations": [
"STACK",
"RESOURCE"
1,
"FailureMode": "WARN",
"Properties": {7},
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"TargetFilters": {
"Actions": [
"CREATE",
"UPDATE",
"DELETE"

HXHookConfigurationiEFZMNELZEE , BZHAEMNRERWIEESE,

EFEAHRRITEES , BETHARM—StackFilters®4AHookConfiguration,
ZStackFiltersBH —NMNAERAMBANAER R,

e FilteringCriteria ( &4F)
« StackNames ( A )
« StackRoles ( @i )

StackNamesZ{StackRolesEH R AiEMN, B2 , BULTEEEHFEDL—NEH,

WRIERIZE T L Cloud Control API #2473 B #RH Hook , NIFTA HEdk 9 5l 8933 5 25 &R R 4% 2 B

FilteringCriteria
FilteringCriteriaRIEEMET AW LIESE, TELFHIEE NALLEANY,

o ALLUIRFIETIEESETE , M@ A Hooko
o ANYZIREEET—ANIIESS , NFA Hooko

StackNames

B Hooks BLEF R — MRS N HERBIMEENTIERR , FEMALLT JSON 41 :

"StackNames": {
"Include": [
"string"

FilteringCriteria 179
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1,
"Exclude": [
"string"
]
}

AT ELT I — -

« Include : EZESMHREMIIR. RBLIKRPIEENHERST A Hook,.
- KH . FHRHA
- RAYIREE:S0
- B YmA
« Exclude : EHBRIVHER B MR, FRILLSIHAHERI |, FRE R EFAA Hook,
- RH  FRBHA

s RARYMEBE:S0
BOYImE:A

IncludefMExcludeBA P ENHERBHEB LTS UTEXNMKEER -

- = : Aa-zA-Z][-a-2zA-Z0-9]1*$
- RAKE : 128

StackNamesXFEHHHER BN TENBERFTE ., EEEFEABRFN RS , BSHERATE
Hook B #r8& #EVBEELfFo

StackRoles
E£ Hook EEAR R —1EHZAN IAM BEIEENFESZHEF , BEFERLLT JSON £ :

"StackRoles": {

"Include": [
"string"

1,

"Exclude": [
"string"

]

}
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CBTEEAT &I —

e Include: ARNs ATENEXEAGXIKNMELZN IAM BE5K, REHXEARSIAMEKRIRE
F 2 A Hooko

- RE . FRFEHA

® LA,

IncludeMExcludeHAHPHENHEXRACHLIETUTERNMKEER !
« = :arn:.+:iam::[0-9]{12}:r0le/.+

- RRXKE : 256

StackRoles A ¥FHE LA T ARN EEER S ER BELAT :

 partition
* account-id

e resource-id

EEEF ARN EERS P ERABERAN RS , E5H. £AHE Hook B 1 E WAV BE A

Include #1 Exclude

F/NEIEET ( StackNamesFIStackRoles ) #A —/ N Include¥|&RFMExclude?l

R, StackNames%/MilF , Hook REEfEIncluded|RFPIEERHKR LAA. MEN
FExcludeFIRPIEEHKR B , WEFREEXcludeFIRPHHEK AR ZES, MREREE
TIncludeFfExclude , M Hook £ #IncludeFIRFPHANSE , MARExcluded|RFHAR,

plan | RiRREEA#E A B, CH Do

. "InClUde": ["A", "B"]E A*ﬂ B J:-‘IEIFH HOOk

Include M Exclude 181
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e "Exclude": ["B"]#E A. C # D LA Hook

« "Include": ["A","B","C"], "Exclude": ["A","D"]7 B # C L£iAHA Hook

e "Include": ["A","B","C"], "Exclude": ["A”,"B","C"]F&EE(U#4 LFA Hooko

RIS R =B
ATRMT —ERE, BATUIRBRIX L RHIA CloudFormation Hook i 2 etk 433 I8 2o
1 BIESERYMHERR

LR RBIBEET —Include¥lz®R, Hook REEFEB Nstack-test-1, stack-test-2fIstack-
test-3M3Etk A A,

{

"CloudFormationConfiguration": {
"HookConfiguration": {
"HookInvocationStatus": "ENABLED",
"TargetOperations": [
"STACK",
"RESOURCE"
1)
"FailureMode": "WARN",
"Properties": {7},
"StackFilters": {
"FilteringCriteria": "ALL",
"StackNames": {

"Include": [
"stack-test-1",
"stack-test-2",
"stack-test-3"

I 2 : BERRAGEHERR

MRRNHERBHRAMBEXcludedRA | MSEEMKRG R MR EIBA Hookstack-
test-1, stack-test-28stack-test-3,
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"CloudFormationConfiguration": {
"HookConfiguration": {
"HookInvocationStatus": "ENABLED",
"TargetOperations": [
"STACK",
"RESOURCE"
1,
"FailureMode": "WARN",
"Properties": {7},
"StackFilters": {
"FilteringCriteria": "ALL",
"StackNames": {

"Exclude": [
"stack-test-1",
"stack-test-2",
"stack-test-3"

R~ 3 &HIENBEER

WRAIEEIncludeMExcludedlk , MXEExcludeFERPFKRIncludeBERHEH LA Hook.
EUTRHIH | Hook (XE LA Astack-test-3,

"CloudFormationConfiguration": {
"HookConfiguration": {
"HookInvocationStatus": "ENABLED",
"TargetOperations": [
"STACK",
"RESOURCE"
1,
"FailureMode": "WARN",
"Properties": {7},
"StackFilters": {
"FilteringCriteria": "ALL",
"StackNames": {
"Include": [
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"stack-test-1",
"stack-test-2",
"stack-test-3"
1,
"Exclude": [
"stack-test-1",
"stack-test-2"

R4 RERERNAGBALLIFENES S

BAR Hook BE=/MNEREBEMAM —NERAGR, B TIEEFilteringCriteriaNALL , HtRER
Bt B UL AR B AR A IR AR A B R H#AR = 21 A Hook.

"CloudFormationConfiguration": {
"HookConfiguration": {
"HookInvocationStatus": "ENABLED",
"TargetOperations": [
"STACK",
"RESOURCE"
1,
"FailureMode": "WARN",
"Properties": {7},
"StackFilters": {
"FilteringCriteria": "ALL",
"StackNames": {

"Include": [
"stack-test-1",
"stack-test-2",
"stack-test-3"

]

iy
"StackRoles": {

"Include": ["arn:aws:iam::123456789012:role/hook-role"]
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}
}

R 5 FERERA A RSANYIREESES

LR Hook BRE=NERBMM —NERA®R, HTIEEFilteringCriteriaNANY , Rtk N EH
DB HE Ak B PR L L iR B B Y AR T A Hook,

{
"CloudFormationConfiguration": {
"HookConfiguration": {

"HookInvocationStatus": "ENABLED",

"TargetOperations": [
"STACK",
"RESOURCE"

1,

"FailureMode": "WARN",

"Properties": {7},

"StackFilters": {
"FilteringCriteria": "ANY",
"StackNames": {

"Include": [
"stack-test-1",
"stack-test-2",
"stack-test-3"

]

.
"StackRoles": {
"Include": ["arn:aws:iam::123456789012:ro0le/hook-role"]

CloudFormation 44 B #3228

AREBIRMEAE XA CloudFormation Hook Bl & B #ri3EE5HIER . B aJLUER B FridiE 2R E B4 it
R AT R LA R FE R L R E B A Hook, BAILAEIE NSRS , NEEMNEREEENVIEEZNEIRE
B OBENMBPARASE.
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ZE1E Hooks BLEHF— N RE MR BHRIEENIIESE , BETHMIM—NTargetFilters®
#HookConfiguration,

TargetFiltersX#FUTE M.
Actions

—NFRHEHE  ATEEEEMNNEE. BXRH, BSARH 1 EXERLREE,

B3{E : CREATE | UPDATE | DELETE

® Note

¥ FRESOURCESTACK, FICLOUD_CONTROLEBE#% , FrE Bfri{EEREH. Xt
FCHANGE_SETE#r , RBCREATEREF ER. BXEZELR |, H5H HEE iR,

InvocationPoints
— NFHEHAE , ATEERAER target.

B 3{& : PRE_PROVISION

TargetNames
—NEHFEHE  CEREEEVMNETRERZMN , HIAIAWS: :S3: :Bucket,

BERENXFEANERENNTENERENCE. BXESER , H55H £AHHE Hook BFRE
MR BB R .

B2 : "Na-zA-Z20-9]{2,64}::[a-zA-Z0-9]1{2,64}::[a-zA-Z20-9]{2,64}%
BX{E : 50
Targets

— I NRHA , CEERT BARMER B IR5I&R.

targets AP N BN BERHFEEUTEM.

Actions

XY E B ARV IR 1E,
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B 3E : CREATE | UPDATE | DELETE

InvocationPoints
BEBFRBAR R,

EH{E : PRE_PROVISION

TargetNames

BEEMVHRFRRE AN,

(® Note

FrERRT @ ETargetsH REA MTargetNamesActions, HInvocationPoints#d.,
MREFHAX=/TE MTargets , MAIFElEEETargetsHRBAHR, XA, iF
SRRE| 2 : FEHTargetsII REUA,

B #ridE 28 = il
AFRMET —LRAE |, B LUIRRIXERHIN CloudFormation Hook €% B #7 4 JE 25
w1 BEARBARTIERS

ENENETRHERRRENERBIRFES  BEATEACtionsBHAWTargetFiltersXy
Ko T BEIRFIESREERFNIEEN BIRRIE ( EXBIH I MDeleteSTACKIRYE ) @A Hook on all
Create, RESOURCER actions, Update

{
"CloudFormationConfiguration": {
"HookConfiguration": {
"HookInvocationStatus": "ENABLED",
"TargetOperations": [
"STACK",
"RESOURCE"
1,
"FailureMode": "WARN",
"Properties": {7},
"TargetFilters": {
"Actions": [
"Create",
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"Update",
"Delete"

5l 2 EFATargets X REA

EREBESRNIIER  BULUEATargets N KRBEARIIHBFEWEIR, BEMBARASAE. AT
BirimitssEl BN A A 2 s ES AR S3 FEMECREATER DynamoDB RAJUPDATERE, ©EH
FSTACKFIRESOURCE#1E,

"CloudFormationConfiguration": {
"HookConfiguration": {
"HookInvocationStatus": "ENABLED",
"TargetOperations": [
"STACK",
"RESOURCE"
1,
"FailureMode": "WARN",
"Properties": {},
"TargetFilters": {
"Targets": [
{
"TargetName": "AWS::S3::Bucket",
"Action": "CREATE",
"InvocationPoint": "PRE_PROVISION"

},

{
"TargetName": "AWS::S3::Bucket",
"Action": "UPDATE",
"InvocationPoint": "PRE_PROVISION"

I

{
"TargetName": "AWS::DynamoDB::Table",
"Action": "CREATE",
"InvocationPoint": "PRE_PROVISION"

},

{

"TargetName": "AWS::DynamoDB: :Table",
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"Action": "UPDATE",

"InvocationPoint": "PRE_PROVISION"

AT A Hook B & A EBE

BRI LMERBEFEN BAIREHHN — 820, B LIE Hook B BMAPERABESR (*HM? ). EF (%)

RANFRANEREAS. B5 ?) KREFMENFRF, TUEBRBEMREARAS N N?ZH,

Example: Hook 2R3 B #7 % ¥R B & /Y =~ 61
LAR R BI4EX Amazon S3 XA RIRER,

{
"handlers": {
"preCreate": {
"targetNames": [
"AWS: :S3: . *"
1,
"permissions": []
}
}
}

LT REIEEEHHIE “Bucket” WATEHIRFKEL,

"handlers": {
"preCreate": {
"targetNames": [
"AWS::*::Bucket*"
1,

"permissions": []

EABEEA
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}

AWS: : *: :Bucket* A REL BT A LA T EM —Fh BRI FIREH -

* AWS::Lightsail: :Bucket

* AWS::S3::Bucket

* AWS::S3::BucketPolicy

* AWS::S30utpost: :Bucket

* AWS::S30utpost: :BucketPolicy

Example: Hook EtiE R+ 1Y B 5 & FRIBEL £ =6l

AT RGIELE VA Hook RINITFFE Amazon S3 RIRFEFEMUPDATERRIE , LR FrIER B RRBIRE

B ( f|Z0AWS : : DynamobDB: : TableD} ) BY#&4E, CREATE AWS: :Glue::Table

{
"CloudFormationConfiguration": {
"HookConfiguration": {
"TargetStacks": "ALL",
"FailureMode": "FAIL",
"Properties": {3},
"TargetFilters":{
"Targets": [
{
"TargetName": "AWS::S3::*",
"Action": "CREATE",
"InvocationPoint": "PRE_PROVISION"
b,
{
"TargetName": "AWS::*::Table",
"Action": "UPDATE",
"InvocationPoint": "PRE_PROVISION"
}
]
}
}
}
}

EABEEA
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T RAIEEEAFE Amazon S3 BIREE WL CREATEFUPDATERME , URNMIBEWMERBIRE
B ( laAWS : :DynamobDB: : Tables} ) BWCREATEFUPDATERME, AWS::Glue::Table

"CloudFormationConfiguration": {
"HookConfiguration": {
"TargetStacks": "ALL",
"FailureMode": "FAIL",
"Properties": {3},
"TargetFilters":{
"TargetNames": [
"AWS: :S3: . *",
"AWS::*::Table"
1,
"Actions": [
"CREATE",
"UPDATE"
1,
"InvocationPoints": [
"PRE_PROVISION"

Example: Include 45 E#E4%

LUTFRBEET —NIncluded|k, RELMRBFUUTF LR |, T2 Hook stack-test-,

"CloudFormationConfiguration": {
"HookConfiguration": {
"HookInvocationStatus": "ENABLED",
"TargetOperations": [
"STACK",
"RESOURCE™"
1,
"FailureMode": "WARN",
"Properties": {3},
"StackFilters": {
"FilteringCriteria": "ALL",
"StackNames": {

EAERA Y
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"Include": [
"stack-test-*"

Example: Exclude 43 E %

LTFRBIEET —MExcludeblzk, HEH# W UEEMARUTT KRR EHRAstack-test-,

{

"CloudFormationConfiguration": {
"HookConfiguration": {
"HookInvocationStatus": "ENABLED",
"TargetOperations": [
"STACK",
"RESOURCE™"
1,
"FailureMode": "WARN",
"Properties": {3},
"StackFilters": {
"FilteringCriteria": "ALL",
"StackNames": {
"Exclude": [
"stack-test-*"

Example: A& IncludeFExclude A T 45 E 1Y #4%

WMREET IncludeFMExcluded|K , MXIEEXcludeS|RBPFEE IncluderyHEtk £ A Hooko
ELUTRAIG , BRTRB RN, MK stack-test-s , fiE L stack-test-1stack-test-2, Fk
R E S8 A Hook, stack-test-3

{

"CloudFormationConfiguration": {
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"HookConfiguration": {
"HookInvocationStatus": "ENABLED",
"TargetOperations": [

"STACK",
"RESOURCE™"
1,
"FailureMode": "WARN",
"Properties": {3},
"StackFilters": {
"FilteringCriteria": "ALL",
"StackNames": {

"Include": [
"stack-test-*"

1,

"Exclude": [
"stack-test-1",
"stack-test-2",
"stack-test-3"

Example: Include 3 EAE

UTFREBEET — M IncludeBERNEBEFAERNINR, F—NKBEMFR hook-role any
and FF KRR A 11T Hook account-id, partitionFE=AXKBERIEMETFHNAERDHNE

filpartitionAi=1T any account-id 123456789012,

"CloudFormationConfiguration": {
"HookConfiguration": {
"HookInvocationStatus": "ENABLED",
"TargetOperations": [
"STACK",
"RESOURCE"
1,
"FailureMode": "WARN",
"Properties": {3},
"StackFilters": {
"FilteringCriteria": "ALL",

EABEEA
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"StackRoles": {
"Include": [
"arn:*:iam::*:role/hook-role*",
"arn:*:iam::123456789012:r0le/*

Example: Exclude #EA &

RTRRBIBET —NExcludeBERNMNBREAERXN IR, HABHWEHexempt®H any and any
B, B—/N& BBk Hook partition B9#filfTaccount-id. HETHACRSHKIBEE—RHER

B, =N B BT Hook 14T, account-id 123456789012

"CloudFormationConfiguration": {
"HookConfiguration": {

"HookInvocationStatus": "ENABLED",
"TargetOperations": [

"STACK",

"RESOURCE"

1,

"FailureMode": "WARN",

"Properties": {3},

"StackFilters": {
"FilteringCriteria": "ALL",
"StackRoles": {

"Exclude": [
"arn:*:iam::*:role/*exempt*",
"arn:*:iam::123456789012:role/*

EABEEA
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Example: A& IncludeFMExcludeft 3143 E B EH ARN #E

WMRIEE T IncludeMExcludedl®k , M{XEEExcludedlFRA Include FICEL R & & FTE AV K £
@A Hooko AT RHIH , Hook RIEHEKIBIEFFEATEpartitionaccount-id, Mrole&#
HBAK , RIFEZABETiZABaccount-id123456789012,

{
"CloudFormationConfiguration": {
"HookConfiguration": {
"HookInvocationStatus": "ENABLED",
"TargetOperations": [
"STACK",
"RESOURCE"

1,

"FailureMode": "WARN",

"Properties": {3},

"StackFilters": {
"FilteringCriteria": "ALL",
"StackRoles": {

"Include": [
"arn:*:iam::*:role/*"

1,

"Exclude": [
"arn:*:iam::123456789012:role/*"

Example: F#k BN BEEMAERENRES

LR Hook @ — MR BMBER M — MR ACEE R, ATIEEFilteringCriteriaNALL ,
At RERNEBEEStackNameMEEStackRolesH ik F 218 A Hooks

{
"CloudFormationConfiguration": {
"HookConfiguration": {
"HookInvocationStatus": "ENABLED",
"TargetOperations": [
"STACK",
"RESOURCE™"
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1,
"FailureMode": "WARN",
"Properties": {3},
"StackFilters": {
"FilteringCriteria": "ALL",
"StackNames": {
"Include": [
"stack-test-*"
]
.
"StackRoles": {
"Include": ["arn:*:iam::*:r0le/hook-role*"]

Example: 45 & StackNames 3 StackRoles & & E Al ¥

LR Hook @ — N BB AN — N ACBE R, HTIEEFilteringCriterialANY ,

Atk &N EBiStackNames R LB Ay HE4% B FH Hook StackRoles,

"CloudFormationConfiguration": {
"HookConfiguration": {
"HookInvocationStatus": "ENABLED",
"TargetOperations": [
"STACK",
"RESOURCE"

1,

"FailureMode": "WARN",

"Properties": {3},

"StackFilters": {
"FilteringCriteria": "ANY",
"StackNames": {

"Include": [
"stack-test-*"
]
.
"StackRoles": {
"Include": ["arn:*:iam::*:r0le/hook-role*"]

EABEEA
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}
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£ A CloudFormation#&#x 1|7 Hook

ATTHM T Hooks B R4 CloudFormation #ix ML RS E = B EEEE,

B3 fEH CloudFormation R 8I2 Hook , BRI LLEE FAERK —HEEE #1&8E Hook, iXfh53%
ARUFRE N —IRIRH) Hook , REEZAN AWS IkF XA —EX — BB EERE R Hooko

CloudFormation A 8IZ A3 F1 Lambda HEHERE T U T T EIRER,

Task fRR TR s

B Z B fEAAWS: : CloudFormatio B AR AR
n::GuardHook HIREE 6ZNH R
SEBP R, S i

BIE—1 fEAAWS: : CloudFormatio B A EAR

Lambda #£4 n::LambdaHook #HREE 6 A o
B5% Lambda 244 B

CloudFormation A2 LA T RIRE R | & 7] LUIE AR AR AR A (5 B X LRSS B Sk 0 22 B E X Hooko

Task BRIRT = HEHE

SE A S fFRAWS: :CloudFormatio TBIER
n::HookVersion ®EREHFTHTE .
¥ Hook WHHIRARE—MRA g  DAT=E
B CloudFormation’Efft &

BREEHWEE fEFAWS : : CloudFormatio G E AR
n::HookTypeConfig ®WiREHIE
e RARSE
EBEMN Hook L E, ==
i% & Hook HYER fEAHAWS: :CloudFormatio RBIRE AR
INTEN n::HookDefaultVersion &R

RWEEHENL Hook BIANEA, ~ BAZE

8 K B X At fEAHAWS : :CloudFormatio BRSZE
AR n::Publisher HERFHEIM
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https://docs.aws.amazon.com/AWSCloudFormation/latest/TemplateReference/aws-resource-cloudformation-hookdefaultversion.html#aws-resource-cloudformation-hookdefaultversion--examples
https://docs.aws.amazon.com/AWSCloudFormation/latest/TemplateReference/aws-resource-cloudformation-hookdefaultversion.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/TemplateReference/aws-resource-cloudformation-publisher.html
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Task

NFF &4 Hook

BUE AR, =
B Hook

FRIRTT R

CloudFormation & AR RFI&EY K 7 0
MALNHET B (EH., ERATERESE
HYNEHE,

fFEAAWS: : CloudFormatio
n::PublicTypeVersion &R
AR MY B E X Hook 4%
HEANDHEBE=F Hooko

AWS: :CloudFormatio
n::TypeActivation ®&iR:E

B E5AWS: :CloudFormatio
n::HookTypeConfig ®iREHE
R, IEENIK, PRIEARW
=7 BE X Hooks

HEHE

BRSZE
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7 CloudFormation Hook ¥F IAM X R

RIMBERT , IRSEH AP AWS Ik TREH AWS EIEiE4lA. AWS Command Line Interface
(AWS CLI) 3 AWS AP| &2 Hook, BEMAFBFAR , IAM BER TR IAM KK, SERME
A @ ARSI IAM R, ARAURAAE,

ERAETEFNRBEROIREECHAENL IAM K |, SURF AP A Hooks KR,

ETRMAERXL RG] JSON REXHELIEET IAM HHNEKE , E56 IAM AFEEHHNEAS
FPREXRBEXBEX IAM KR,

AEBRZHATUTRIEFFFNR

« EE Hook — EZLHNIKFAaIZE, EXMEZR Hooks

o NFF A% Hook — . MMM AL WMERIBE N Hook , fEETE CloudFormationsEfft &R F AT &
o

- ERRASR-EENIKS P HRMNER Hook WHNE R
- ERRASRNFARFEE-TRIKS FHE Hook AL RN EFMES MRS,

B2 IAM REERS | B LTE (RETRNSE) W BE. BRMEZMHEZ4R CloudFormationEZp 2 %
Bcloudformation REBI BRI FIEIRIE. RIRFMZMHFER X,

N

EA
- RYTAFEE Hook

- RATRAPAT R BENX Hook

« RTFAFEE Hook HALZR

- RTAFEFFHAMN Hook BAL

- AWS KMS AT &S CloudFormation Hook 45 R #9284 5k B A X R

«

«

«

«

VA EE Hook

MREBFEATHPEERYE (2% Hook ) , B XA CloudFormation SEMtRPFE AT , WA
DAERA LT RAI 1AM KB,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awscloudformation.html
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/A Important

ActivateType#l SetTypeConfiguration API A R EEZEI K 812 Hook, R
ZFHAFAR SetTypeConfiguration APl W RES , fRE B R FAMERFNEZERIE
Hook HI8E . A BEMEFEIRRNPRRIRFIXS bk APl HAMIGRINR. Eit , FHEAMNEK

PRy R P &% F AR

JSON

"Version":"2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"cloudformation:ActivateType",
"cloudformation:DescribeType",
"cloudformation:ListTypes",
"cloudformation:SetTypeConfiguration"

]I

"Resource": "*"

}

B Hook WA ATREFRE —LARXRHNR |, Flan

« E7E#Hl CloudFormation AWV EHIE ZHEFEEH , AR XAMHEE IAM KrEH

Mcontrolcatalog:ListControlsi R,

« BEEEMEBDTHEN Hook CloudFormation ¥ RFAEY B , AP XAIEE IAM FrE &

M cloudformation:RegisterTypeffR,

ARVFR PRI R4 B E X Hook

BUR 7RG IAM R4S IME T R TheE. MREFERTFA S E CloudFormation JEMERA LI B

( 2%8 Hook ) , BEFEALBUR,

AR AT R BEX Hook
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/A Important

NIF &R Hook RIBALEEAM AR AWS K, BERIABEIBRNNAF I HEXENR |, H#

HERXHHWT BEFRERALANRENRERE,

JSON

"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"cloudformation:DescribePublisher",
"cloudformation:DescribeTypeRegistration”,
"cloudformation:ListTypes",
"cloudformation:ListTypeVersions",
"cloudformation:PublishType",
"cloudformation:RegistexPublishex",
"cloudformation:RegistexType",
"cloudformation:TestType"

1,

"Resource": "*"

RIFFAFPEE Hook AL
#E Hook A% RAFEM IAM AX R & B IEFT S RIS BB T,
5|t Hook AL R

EJH Hook HRALR , AR ZFETRNMNR , EFEERT AL APl ER,

« BEFFIERMEA Hook £ R, 437F Hook WE RIS EEM AN ARRSHE RADNR |
Zcloudformation:ListAllHookResultsig/ER i B FR,

& LIIER T 3

REFAFEE Hook BRLER
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« EBESIEE Hook BFRRBFERERMNIR , BT Fcloudformation:ListHookResultsig
YETR RN R, WARBR AV API AR EEFANIEETargetTypefMTargetIdZ
FlListHookResults.,

LT 2R T 5 Hook A& RN EARNRKMEH REI. ERALERKE IAM 50 (AFRAR ) BIX
EAMEARSHASERMBARER.

JSON

{
"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"cloudformation:ListAllHookResults",
"cloudformation:ListHookResults"

]I

"Resource": "*"

}
]
}

EHITUEEBLEE LS

AR REIIAM @SS EEHH BFrMcloudformation: ListHookResultsiBER FERE R
IR, ER , IRENERBENNENRE , cthoE4L %R EFexample-changeset,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"cloudformation:ListHookResults"

1,

"Resource": "*"
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},
{
"Effect": "Deny",
"Action": [
"cloudformation:ListHookResults"
]I
"Resource": "*",
"Condition": {
"StringEquals": {
"cloudformation:ChangeSetName": "example-changeset"
}
}
}

22 %I AT LA S TE R L 3 4

AR R 1AM SRBEIRFE B R PR ARN B F Blcloudformation:ListAl1HookResultsiE

ERTFERBAAERONR. SHELIEEN Hook ARN HMITERE,

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"cloudformation:ListAllHookResults"
1,
"Resource™: "*"
},
{

"Effect": "Deny",
"Action": [
"cloudformation:ListAllHookResults"

1,
"Resource": "*",
"Condition": {

"Null": {

5|t Hook A4 R
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"cloudformation:TypeArn": "true"
}
}
}I
{
"Effect": "Deny",
"Action": [
"cloudformation:ListAll1HookResults"
1,
"Resource": "*",
"Condition": {
"ArnEquals": {
"cloudformation:TypeArn": "arn:aws:cloudformation:us-
east-1:123456789012:type/hook/MyCompany-MyHook"
}
}
}

AFRAFEFFEFMAN Hook AL

ERTEERTE Hook AAEHAL RNIR , XMBEFiZcloudformation: GetHookResul tiE{EH
WA, WNRAFAFKRIFE Hook BAERNFAEENIEIEE. EXEZEERE , B5H
{AWS CloudFormation API Reference) H1H#J GetHookResult,

AT R 1AM EBEFcloudformation: GetHookResultEEMN R,

JSON

{
"Version":"2012-10-17",

"Statement": [

{
"Effect": "Allow",
"Action": [
"cloudformation:GetHookResult"
]I
"Resource": "*"
}
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JSON

"Version'":"2012-10-17",
"Statement": [

{
"Sid": "EnableIAMUserDescribeKey",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::123456789012:role/ExampleRole"
}I
"Action": "kms:DescribeKey",
"Resource": "*",
"Condition": {
"StringEquals": {
"kms:ViaService": "cloudformation.us-east-1.amazonaws.com"
}
}
}I
{

"Sid": "EnableIAMUserGenerateDataKey",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::123456789012:role/ExampleRole"

},
"Action": "kms:GenerateDataKey",
"Resource": "*",

"Condition": {
"StringEquals": {
"kms:ViaService": "cloudformation.us-east-1.amazonaws.com",
"kms :EncryptionContext:aws:cloudformation:hooks:service":
"hooks.cloudformation.amazonaws.com",
"kms :EncryptionContext:aws:cloudformation:account-id": "123456789012"
},
"ArnLike": {
"kms :EncryptionContext:aws:cloudformation:arn":
"arn:aws:cloudformation:*:123456789012:hook/*"
}
}
},
{
"Sid": "EnableIAMUserDecrypt",
"Effect": "Allow",
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"Principal": {
"AWS": "arn:aws:iam::123456789012:role/ExampleRole"

},
"Action": "kms:Decrypt",
"Resource": "*",

"Condition": {
"StringEquals": {
"kms:ViaService": "cloudformation.us-east-1.amazonaws.com"

"Sid": "AllowHooksServiceDescribeKey",
"Effect": "Allow",
"Principal": {

"Service": "hooks.cloudformation.amazonaws.com"
3},
"Action": "kms:DescribeKey",
"Resource": "*",

"Condition": {
"StringEquals": {
"aws :SourceAccount": "123456789012"

},
"ArnLike": {
"aws:SourceArn": "arn:aws:cloudformation:*:123456789012:hook/*"
}
}
}I
{
"Sid": "AllowHooksService",

"Effect": "Allow",
"Principal": {
"Sexrvice": "hooks.cloudformation.amazonaws.com"
}I
"Action": [
"kms :Decrypt",
"kms : GenerateDataKey"
]I
"Resource": "*",
"Condition": {
"StringEquals": {
"aws :SourceAccount": "123456789012",
"kms :EncryptionContext:aws:cloudformation:hooks:service":
"hooks.cloudformation.amazonaws.com",
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"kms :EncryptionContext:aws:cloudformation:account-id": "123456789012"

}I
"ArnLike": {
"aws:SourceArn": "arn:aws:cloudformation:*:123456789012:hook/*",
"kms :EncryptionContext:aws:cloudformation:arn":
"arn:aws:cloudformation:*:123456789012:hook/*"
}
}
}
]
}

LERREE IAM B ( BI=MET ) M CloudFormation Hooks RS ( RIEWMNMEA ) BFN
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JSON

"Version'":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "cloudformation:SetTypeConfiguration",
"Resource": "*"
},
{
"Effect": "Allow",
"Action": "kms:DescribeKey",
"Resource": "arn:aws:kms:us-east-1:123456789012:key/abc-123"
}I
{

"Effect": "Allow",
"Action": "kms:GenerateDataKey",
"Resource": "arn:aws:kms:us-east-1:123456789012:key/abc-123",
"Condition": {
"StringEquals": {
"kms :EncryptionContext:aws:cloudformation:hooks:service":
"hooks.cloudformation.amazonaws.com",
"kms :EncryptionContext:aws:cloudformation:account-id": "123456789012"
}I
"ArnLike": {
"kms :EncryptionContext:aws:cloudformation:arn":
"arn:aws:cloudformation:*:123456789012:hook/*"

GetHookResultAPI Y KMS X R

EifGetHookResult AE A BN E - EE XM Hook , AP XA BE ZZE AR kms : Decrypti
R, FFAT IAM REERIMEFERANA S ABGetHookResult, arn:aws:kms:us-
east-1:123456789012:key/abc-1238NEF EEZRHAH ARN,
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JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "cloudformation:GetHookResult",
"Resource": "*"
}I
{
"Effect": "Allow",
"Action": "kms:Decrypt",
"Resource": "arn:aws:kms:us-east-1:123456789012:key/abc-123"
}
]
}
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